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TOCYJAPCTBEHHBINH CTAHJAAPT POCCUMCKON ®EJAEPALINU

HNnudopmannoHHas TeXHOJIOTHS
YPOBHHU IHEJIOCTHOCTH CUCTEM U ITPOI'PAMMHBbIX CPEJICTB

Information technology.
System and software integrity levels

Hara seenenns 2003—07—01

1 O6aacTh npuMeHEeHHs

Hacrosiimmit ctangapt omnpeaessicT KOHICIIMIO YPOBHCH IICIOCTHOCTH ITPOTPAMMHBIX CPEACTB U
TpeOOBaHUS K I1CJIOCTHOCTY MPOrpaMMHBIX cpeacTB. CTaHIapT COACPXKUT OCHOBHEIE TTOJOXKCHMS, CBSI3aH-
HbIC C YPOBHSIMU ICTOCTHOCTH, OTIPCHAENSICT IMPOIICCCHl IS YCTAHOBJICHUST YPOBHEH 11CJIOCTHOCTH U
TpeGOBaHUI K 11CJIOCTHOCTU IMPOTPAMMHBIX CPEICTB, & TAKXKC YCTAHABIMBACT TPeOOBAHUST K KaXIOMY
COOTBETCTBYIONICMY Mporieccy. CTaHAapT HE MPEAONpeeisicT KOHKPETHBIN HAaGop ypoBHEH NeTOCTHOCTH
WY TPpeGOBaHUST K 11CTOCTHOCTU KOHKPETHOTO MPOrpaMMHOTO cpescTBa. JaHHble HAGOPhI JOKHBI OBITH
YCTAHOBJICHBI JTUOO IS MTPOTPAMMHOTO CPEJICTBA HA YPOBHE MPOCKTUPOBAHUS, TUOO TSI KOHKPETHOTO
MPUKJIAIHOTO ceKTopa U (Wau) cTpadbl. CTaHAAPT MPUMEHUM TOIBKO JIJIS IPOTPAMMHBIX CPEACTB. YPOBEHb
HEJIOCTHOCTU CUCTEMBI U YPOBHHU 11CJOCTHOCTY HEIIPOTPAMMHBIX KOMITOHEHTOB B HACTOSIIIEM CTAHIAPTC
HCTIONB30BAHBI TOJBKO AT OIPEAesICHUS YPOBHEH ETOCTHOCTH KOMITOHEHTOB MPOTPAMMHEBIX CPEACTR.

Hacrosiiuit craHaapT npeaHa3HadeH IS MPUMEHEHUS pa3paboTYUKaMHU, TTOJIb30BATEISIMU, TTOCTAR-
UIMKAMU M 3KCIIEPTaMU TTPOTPAMMHBIX MTPOAYKTOB WJIM CUCTEM, CONEPXKAIlMX MpOorpaMMHBIE CPEICTBa, a
TaKXe TSI aIMUHUCTPATUBHON U TeXHUUECKOM MOMAEPXKHU AaHHbIX MPOAYKTOB U CUCTCM.

YpoBeHb LETOCTHOCTH MPOrPAMMHOTO CPeCTBa He ONPCACIsICT AWANA30H 3HAUCHUH KOHKPETHOTO
CBOIfCTBA NMPOrPaMMHOIO CPENCTBA, HCOOXOAMMBIN ISl YAEPXKaHHS CUCTCMHOIO pHUCKa B NONYCTUMbIX
rpaHunax. JAjsi mporpaMMHOTO CpeICTBA, BRITOMHSIOMETO (GYHKLMIO aMOPTU3AIIMU, MOAOOHBIM CBOHCTBOM
SIBJISIETCST HAllE)KHOCTh, C KOTOPOM MPOTPAMMHOE CPEACTRBO JOJKHO BBIMOAHATL (PYHKLMIO aMOPTU3ALIMH.
JLIIsT MporpaMMHOTO CPeJICTBA, OTKAa3 KOTOPOTr0 MOXET MPUBECTH K YIPO3¢ ISl CUCTCMbI, TAKUM CBOMCTBOM
SIBJISICTCS] OTPAaHUUCHUE YaCTOThI WM BePOSITHOCTH MOJOGHOTO OTKa3a.

TpeGOBaHUSIMU K NEIOCTHOCTU MPOrPAMMHOTO CPEJCTBA ABSIIOTCSl TPcOGOBaHUsI, YIOBICTBOPsICMbIC
B MPOLICCCC NMPOrPaMMHON MHXKEHEPUH, UCTTONTb3yeMOM JITST pa3paboTKU MPOrPaMMHOTO CPCACTBA, KOTOPBIM
JOJIKHBI COOTBCTCTBOBATH MPOrPAMMHBIE TIPOAYKTHI, U (MJTH) TpeGOBaHUSI, YCTKO OTNPCACISIIOIIME KAYCCTBO
GYHKUHMOHUPOBAHUST TIPOTPAMMHOTO CPEACTBA BO BpeMEHH, 00ECTICUMBAIOLINC CTCIICHD CTO COOTBCTCTBUSI
3aJaHHOMY YPOBHIO IIEJIOCTHOCTH.

Hacrosiiuii cranaapt He yCTaHaBIMBAET COCOG MHTErpanyy ONMpeAcICHUS YPOBHSI 1ICJOCTHOCTH B
00LIKMC MPOLCCChl XKU3HEHHOTO IIUKJIA MTPOrPAMMHON MHXEHEPHUH.

2 HopMaTuBHBIE CCHLIKH

B HacTosillieM cTaHjapTe UCITONB30BAHBI CCHUTKU Ha CIIeAyIOoNIe CTaHaapThl:

T'OCT P MCO/MBK 12207—99 HMudopmanvonHasi texHomorusi. [1poiieccchbl XW3HCHHOTO LMKIA
NPOrpaMMHBIX CPEICTB

MCO/M3K 2382-1—93" Undopmanuonnas texnonorusi. Crosapb. YacTsb 1: OcHoBoMNoaraolme
TCPMUHBI

1) OpuruHabel MeXIyHAPOIHBIX CTAHIAPTOB:
- UCO (MCO/M3K) — Bo BHUHMKMU Tloccrannapra Poccuu;
- M3K — Bo BHMWcranaapr lNoccrannapra Poccun.

U3znanne opnunammnoe
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UCO/M3K 2382-20—95" HudopmanunonHas texnonorus. Crosaps. Yacts 20: Paspaborka cucrem

UCO 8402—94" VmparicHue KayecTBOM U obecrieueHue Kauectsa. ClIoBaphb

MBK 50-191—93" MexayHaponHslii 31eKTpoTexHudeckuit crosapb. I'masa 191: HamexHocTb u
KayecTBO YCJIyTY

MBK 300-3-9—95" Vnpapnenue nanexsoctbio. Yacts 3: Ilpuxnannoe pykosoncTso. Pasmen 9:
AHau3 pUcKa TEXHOMOTUUECKUX CUCTEM

3 Onpenenenns

B HacrosiiieM craHpapTe NOPUMEHSIOT ofpeldeacHUs, mpusecdecHHble B MCO/MBK 2382-1,
NCO/MBK 2382-20, UCO 8402 u MBK 50-191, a Takxke clieAylolIde TCPMUHBI C COOTBCTCTBYIOLIIMMU
OIpEaCTICHUSIMU.

3.1 kommoHeHT (component): DIeMEHT BHYTPU CUCTEMBI, UMCIOIUI TUCKPETHYIO CTPYKTYPY (Hampu-
Mep, KOMITOHOBOYHBI WJIM MPOrPAMMHBIN MOZY/Ib), pacCMATPUBACMBINl HA KOHKPCTHOM YPOBHC aHAIU3a.

3.2 crenenb gocroBepHoctu (degree of confidence): CrereHb YBEPEHHOCTH B COOTBCTCTBUM ITPOTPAM-
MHOTI'O CpEJICTBA YCTAHOBIEHHBIM TPCOOBAHUSIM,

3.3 orBercTBenHblii mpoektant (design authority): Jluno unu opraHuzanus, KOTOpas OTBcYacT 3a
CO3JaHUE MMPOEKTA CUCTEMBL.

3.4 orkaz (failure): IlpepbiBaHMe CITOCOGHOCTHM OOBEKTA BBHITIONHSITH TPCOYeMYI0 (DYHKIMIO WITH
HEBO3MOXHOCTD BBITIOTHEHHSI UM 3aIaHHON (DYHKIIUY B 3apaHee YCTAHOBICHHBIX MpaHULIAX.

3.5 nokam3amms oTkasza (fault isolation): CrrocoBHOCTE MOACHCTEMBI ITPEAYITPCKAATh OTKA3 B paMKax
JaHHOU MOACUCTEeMEI 6e3 BbI30Ba ITOCICAYIONINX OTKA30B B APYIUX MOJCHUCTEMaX.

3.6 dynknusa (function): ACTieKT OIMpe/ieIEHHOTO MTOBEICHUSI CUCTEMBI.

3.7 unmnumpylomee codbithe (initiating event): CoGbITHE, KOTOPOC MOXCT MPUBECTH K YIpo3se.

3.8 oTBeTCTBeHHBIiI 32 oOecmeyeHne MeJOCTHOCTH (integrity assurance authority): HesaBucumoe muno
WY OpraHu3aIiysi, OTBEYaIolas 3a aTTeCTalluio HAa COOTBETCTBUE TPCOOBAHMSIM LICJIOCTHOCTH.

3.9 ypomenb nenocrTHoctTH (integrity level): YkazaHuc nuama3zoHa 3HauCHH CBOMCTBa 0OBCKTa, HCOO-
XOIUMBIX LTSI YAEPXAHUS CUCTEMHOTO puUcKa B JAOMYCTUMbBIX rpaHuuax. Iisg oObeKTa, BBIMOJHSIOLICTO
(yHKOUY aMOpTHU3aluy, ITOJOOHBIM CBOWCTBOM SBJISCTCS HANCXKHOCTb, C KOTOPOM OOBCKT HOJKCH
BBITIOJTHATL (PYHKIUIO aMoptuzanuu. Jns oOheKTOB, OTKa3 KOTOPbIX MOXCT IMPHBCCTH K Yrposc Iis
CHUCTCMBI, TAKUM CBOMCTBOM SIBJISICTCSI OTPAHUUCHUE YACTOTHI ITOJOOHOTO OTKa3a.

3.10 o0mekT (itecm): DACMCHT, Takoil KakK 4acTh, KOMITOHEHT, ITOJCHCTEMA, OOOpPY/IOBaHWE WITU
CHUCTEMa, KOTOPBIM MOXeT ObiTb pPacCMOTPCH OTHENBHO. DIIEMEHT MOXET CONepXKaTh TEXHUYECKUE U
MpOrpaMMHbBIC CPE/ICTBA WM U TO U JIpYyroc.

3.11 dynkmusa amoprm3anuu (mitigating function): MyHKIMA, KOTOpasi, B clIyyae YCITCITHOM peav3a-
WU, AOJDKHA MPENOTBPAaTUTh BOSHUKHOBCHUC WHUIUUPYIONIETO COOBITUSI KOHKPETHOW YTPO3bI.

3.12 puck (risk): @yHKI1MS BEepOSTHOCTH BO3HUKHOBEHMS 3aJaHHOM YIpo3bl U ITOTCHLMABHO HebTa-
TOIPUSITHBIX TOCIICACTBUIA BO3HUKHOBEHMUS 3TOil YTPO3BI.

3.13 pa3smep pucka (risk dimension): [lepcnckTuBa, ¢ TOUKM 3peHUST KOTOPOI OYICT MPOBCAEHA OIleHKA
pUCKa JUIST CUCTeMBI (HarmpuMep, 6e30MacHOCTb, 5KOHOMMKA, 3aIl[UTa).

3.14 6e3omacHocTh (safcty): BeposiTHOCTB TOro, YTO cMCTeMa TIPU ONPCACACHHbBIX YCIOBUSIX He ITPUACT
K COCTOSTHUIO, B KOTOPOM XH3Hb YEJOBEKA, CT0 310POBhE, COOCTBEHHOCTb WM OKpPYXKalolllasi cpela MOTYT
OBITH ITOIBEPTHYTHI OITACHOCTH.

3.15 zammTa (security): IlpenoxpaHeHuc 00bCKTOB CUCTEMEBI OT CJIYYailHOro WKW NpcaHaMepeHHOro
IOCTYIIa, UCITOIb30BAHUS, W3MCHEHUS, YHUUTOXCHMST UITH PACKPBITHSL.

3.16 ypoBenb meIOCTHOCTH NporpaMMHoro cpenctBa (software integrity level): YpoBcHb LCIOCTHOCTH
MMPOrpaMMHOTO 0OBbeKTa (3JICMCHTA).

3.17 momcuerema (subsystem): JIrobass cucTema, BXonsiias B pyryio (GOJbLIYIO) CUCTCMY.

3.18 cucrema (system): CiioxHasi CTPYKTypa, COCTOSIIAs U3 OAHOTO WM HCCKOJIbKMX MPOLICCCOB,
TCXHUYECKMX W ITPOTPaMMHbBIX CPEICTB, YCTPOMCTB M MCPCOHaa, YAOBJACTBOPSIONIAS] YCTAHOBJACHHBIM
MOTPEOHOCTAM WITH TIEJISIM.

3.19 cucremarmyeckmii oTka3 (systematic failurc): OTkas, B psiic cjiyyacB CBSI3aHHBIN ¢ KOHKPCTHBIM
CIoCcOOOM ero ycTpaHeHMsT MyTeM W3MEHCHHS MPOCKTa WM MPOU3BOACTBCHHOTO Mpoliecca, Mpolcayp
3KCIDTyaTalluu, JOKYMEHTUPOBAHUS WITU IPYTUX COMYTCTBYIOLUMX (PaKTOPOB.

D) OpuruHaibsl MeXIyHAPOIHBIX CTAHAAPTOB:
- NCO (MCO/M3BK) — Bo BHHUHMKMH Tocctanaapra Poccuu;
- MOK — Bo BHHHcranaapr l'occrannapra Poccuu.
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3.20 ypoBenb meinocTHOCTH cucTeMbl (System integrity level): YpoBeHb IE€OCTHOCTH, 3aAaHHBIN TS
CHUCTCMBI.

3.21 yrpo3a (threat): CocTosiHUE CUCTEMBI UM €€ OKPYXEHUS, KOTOPOE MOXCT ITPUBECTH K Hebma-
ronpusTHOMY 3dexTy MpU OJHOM WITM HECKOJNBKUX pa3Mepax pucka.

4 CHMBOJIbI B COKpaLEeHus!

OTCYFCTBY}OT CUMBOIJIBI, UCITOJTB3YEMBIE B HACTOAIEM CTAHAAPTE.

5 OcHoBbl ypoBHEH HEJOCTHOCTH MPOrpaMMHBIX CPeACTB

5.1 Hcnonb3oBanue HACTOSIIIETO CTAHAAPTA

KoHuenuuss He3aBUCUMOTO CyObEeKTa, OTBEYAKIIETO 33 00eCIIeYCcHHUC LICIOCTHOCTH, SIBJISICTCSI OCHO-
BOITOJIATAIOLICH ITPYU MPUMEHEHUM HACTOsIIero ctaHgapta. OTBCTCTBCHHbBIM 3a OOCCIICYCHUC LICJOCTHOCTH
SIBJISICTCSI JIUIIO VJTM OPTAHU3AIMST, OTBEYAOIIAS 32 ITPOBCACHUC cepTU(dUKALIMKM Ha COOTBCTCTBUC TpcOOBa-
HUAM LEJIOCTHOCTH. PelleHus, NMPUHATHIE ITO COTNTACOBAHMUIO MCXKIY OTBETCTBCHHBIM IPOCKTAHTOM W
OTBETCTBEHHEIM 3a obecriedyeHUe TEJIOCTHOCTH, JIOIKHbI ObITh JOKYMCHTa1bHO odopMIcHBI. PclicHus,
MoJUTeXalle COITACOBAHUIO, JOJKHBI OXBAThIBATh OTNPCIAC/ICHMC: COOTBCTCTBYIOLIMX PAa3MCpPOB PHCKA,
HCITOTb3YEMBIX KOHKPETHBIX YPOBHEW IEJTOCTHOCTU, KOHKPCTHOTO KPUTCPHsI OLICHKM KaXIOro YpOBHs,
crenieHW 3(EGCKTUBHOCTH MCITONB30BAHUST OIMPENEIEHHbIX apPXMTCKTYPHBIX OCOOCHHOCTCH MpOCKTa M
TpeGOBAHUIT K MPOrPAMMHOMY CPEJICTBY, BOZHUKAIOIIUX BCJICACTBUC YCTAHOBJICHHSI KOHKPCTHOIO YPOBHS
11EJJOCTHOCTH.

[Tporiecchl, onMcaHHbBIC B HACTOSIIIIEM CTaHIApPTE, MPCACTABICHbI HC3aBUCUMO OT OOLLIMX MPOLICCCOB
CUCTEMHO}M WHXEHEPUHU, HO HACTOSIIMU CTaHAAPT HC MPCISATCTBYCT BKJIIOYCHUIO 3TUX MPOLICCCOB B
MPOIeCChl CUCTCMHON MHXcHepuH. Kpome Toro, mist COOTBCTCTBUSI HACTOSILLICMY CTaHAApTy MPU pecain3a-
MY 3TUX MIPOLICCCOB HEOOXONUMO, YTOOBI BCe TPpeOOBaHHUS K HUM ObUIM YIOBJICTBOPCHBI.

[Tonpasnmen 5.2 comepXuT 0030p 3TUX ITPOLICCCOB ¢ TOYKH 3PEHUST YCTAHOBIICHUSI YPOBHEU IEJIOCT-
HOCTHU U TpeGOBAHMM K 1ICJTOCTHOCTU MPOTPAaMMHOro cpeactBa. Pasmensr 6, 7 U 8 ONMMCHIBAIOT NaHHBIC
rponecchl 6osee NETATHHO U OMPEACISTIOT TPeOOBAHMS, HAaJaracMele Ha 3TH IPOLIECCHI.

5.2 O630p

Ha pucyHke 1 mpenctapieH 0630p ITPOLECCCOB, HCOOXOMUMBIX JUTS YCTAHOBIIEHUST YPOBHEH LETOCT-
HOCTHU CHCTEMBl U ITPOTPaMMHOTO CPEACTBa W TPcOOBAHUIT K IEJOCTHOCTH ITPOrpaMMHOIO cpelcTBa. B
Tabnune 1 mepeuyucieHbl UCXOAHBIE NAHHBIC U BBIXOJHBIC PC3YIBTATHI TSI KaXJIOTO W3 TPeX OCHOBHBIX
MPONECCCOB: YCTAHOBICHUS YPOBHS HEJIOCTHOCTU CUCTEMBI, YCTAHOBJICHUS YPOBHS IIEJIOCTHOCTH ITPOrpam-
MHOTO CPeICTBa M YCTAHOBICHUS TPpeOOBAaHMI K LCIOCTHOCTH IPOTPAMMHOTO CPEACTRA.

B HaCTOALICM CTaHAapPTC UCITOTb30BaH MCTOA YCTAHOBJICHUA YPOBHA HEJTOCTHOCTH HA OCHOBC IMOHATUSA
pucka. IToaToMy MepBBIM IIar Mpy YCTAHOBJICHUU COOTBCTCTBYIOIIETO YPOBHS IEIOCTHOCTH CHUCTEMEI
OXBaThIBACT BHITIOTHEHUE aHaau3a pucka. MOK 300-3-9 comepKUT pyKOBOACTRO ITO ITPOBCACHHMIO aHAIM3a
pucka. st TOro 4To6kl BHITIOTHUTD AHAIU3 PUCKA, JOKHA OBITH ITONyYeHa AOCTATOYHAasi WHPOPMALIUS O
crcTeMe, e¢ Cpelic M OOITYCTUMBIX JUII CHUCTCMBI pa3MepaX pucka. Pe3ymbTaThl aHamm3a pHUCKa AOKHBI
OXBaThIBATh BCE COOTBETCTBYIOIINE Pa3Mepbl PUCKA B YACTU OC30MACHOCTH, 3KOHOMUKH U 3aLUMThI U ObITh
COTJIaCOBAHHBIMY OTBETCTBCHHBIM ITPOCKTAHTOM U OTBCTCTBCHHBIM 3a 0OeCITeUeHUe I1eJIOCTHOCTH.

HomxHa OBITH OllCHEHA IOITYyCTUMOCTD JTI0OOTO PHCKa, BBIABICHHOrO B pe3yibTaTe aHanu3za. Cpasy
X TTOCNIC ITPOBCACHUS aHaIu3a M OLCHKU ITPOCKTA CUCTCMBI HA HalW4We AOITYCTUMOTO PUCKA CUCTCMC
JOMKEH OBITh MPUCBOEH YPOBCHH IHCIOCTHOCTU. YPOBCHBH HENOCTHOCTM CHUCTEMBI IOJIKCH OTpaXaTb
HAMXyIIIUH caydyail pucKa, CBSI3aHHbIM C CUCTEMOI.

YpoBeHb 11eTOCTHOCTH MPOrPaMMHOTO CPCACTBA B CHCTEMC MCPBOHAYAIBHO HA3HAYAIOT TAKUM XKC,
KaK YPOBEHb IIEIOCTHOCTU CUCTEMBI. [1poeKT crucTeMbl MOXET OBITh MPOAHANTU3UPOBaH C LIC/bIO OMPCACIUTD
HaJuyyue B HEM apXUTCKTYPHBIX OCOOCHHOCTCH, IMO3BOJSIOIIAX MPUCBOWUTb ITPOTPAMMHOMY CPCACTBY
MTOHMXKEHHBI YPOBCHB IICIOCTHOCTH ITO CPABHCHUIO C YPOBHEM LICJIOCTHOCTH CHUCTCMBI.
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Hosble yrposbl

AHAIIU3 PUCKA

OnpegeneHue
yrpo3sbl

AHanus yacToThl

AHanua nocneposarerb-
HocTH

OnucaHue
cUcTeMBI

OBLLAS CUCTEMHASA
WHXEHEPUA

Pasmepbl pucka

BoaMOXHOCTU
ycTpaHeHUs U

NOCTHOCTH NPOrPaMMHOIO
cpencTea

YcraHoeneHue TpeGoBaHwii
K LIeNOCTHOCTU NPOrpaMMHO-
ro cpencTBa

YMEHBLUEHUA pUCKa
Pacuet pucka I
OLIEHKA PUCKA
MpuemnemocTb
puvcka
Puck BuiGop npuemnemoro (ao-
nycTUMOro) pucka
KOHTPOI1b PUCKA
(cBsAI3aHHOrO € NPOrpaMmMHBIM
cpeAcTBoM)
MpoekT
cucTeMsl
YcTaHoBreHUe YpoBHS Lie-
NOCTHOCTU CUCTEMBI
Puck
Yrposbl
ViHuLpytoL e YctaHoBneHue ypoBH - BoamoxiocTn
cobbITnA YPOBHS Le YCTpaHeHus u

YMeHbLUSHUA pucka

TpeGoBaHusi k
LieNIOCTHOCTU Npo-
rpaMMHOro
cpenctea

| CucTeMHan MHXeHepus l

| AnnapatHas uHxeHepus I

| porpaMMHas uHkeHepus I

Pucynok 1 — Ipoliecc ycTAHOBIIEHUSI U PUMEHEHHUST YPOBHSI LIEJOCTHOCTH MPOrPaMMHOTO CPeIcTBa
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Tab6auna 1— VcxonHble JaHHbIE ¥ BBIXOIHbBIC PE3YbTATHI

ITponecc Ucxonnble nanubie BbixonHbie pe3yabTaTsl
YcraHoBieHue YPOBHS COOTBETCTBYIOILIME pa3Mephl PUCKa Puck
HETOCTHOCTH CHCTEMBI OrmnucaHue CUCTEMBI Yrpo3bl
OrnucaHue cpeasl Homyctumas yacToTa WA
ApXUTEKTYpa cHCTeMB (IIpH  ee BEPOATHOCTD TOSIBJACHUS YIPO3bI
HaJTUYuN) NHunuupyollie coobITUA
Yacrorta WIH BEPOITHOCTD

WHUOUHUPYIOLIETO CcoOBbITUS
YPOBeHb LEJTOCTHOCTH CUCTEMBI

YcranoBieHue YPOBHA YPOBCHB HEJTOCTHOCTU CUCTEMBbI Y]JOBQHb LHEJIOCTHOCTU MOACUCTEMBI
LIEJTOCTHOCTU MPOrpaMMHOTO WU MPOTPAMMHOIO CPEACTBA
CpeacTsa ApDXUTEKTypa  TIOACUCTEMBI WU ApXUTEKTYpHbIE 0CODEHHOCTH,
MIPOrPaMMHOIO CpeacTBa CBSI3AHHBIE C TOHMXEHHUEM YPOBHS
HECJIOCTHOCTHU
[Tepeyenr yrpo3 W s Kaxkmou
YIPO3BI:
- JOITyCTHUMas yacrora Win

BCPOATHOCTD ITOSABJIICHUA YIPO3BI,

- UHULUHPYIOUINE COOBITHA,
KOTOpBIE MOTYT MPUBECTH K YIpo3e;

- oXugaemas yacToTa Wi
BCPOATHOCTD TMOABJIICHHU A Kaxxaoro
VHULIUUPYIOUIETO COOBITHS

YcraHoBieHue TpeOOBaHUI K YpoBeHb TEJIOCTHOCTH TTOACHCTEMBI TpeboaHus K LIEJIOCTHOCTHU
LEJTOCTHOCTU MIPOrPaMMHOTO | JIU TIPOTPAMMHOIO CpelCcTBa MPOrpaMMHOTO CPeICTBa
cpencTBa

Cucrema sIBJISICTCSI MHTCTPUPOBAHHBIM KOMILIEKTOM, COCTOSIIUM M3 OAHOTO WJIM HECKOIBKHUX KOM-
MOHCHTOB. KOMITOHEHTOM MOXET OBITh TOJIBKO ITPOTPAMMHOE CPEICTBO, TOJIBKO TEXHUYCCKOE CPENCTBO WITH
MOJICUCTEMA, COCTOSIIIAS U3 KOMITOHCHTOB Goslee HU3KOro ypoBHS. M3HauanbHO J1000MY IMPOrpaMMHOMY
KOMITOHCHTY CHUCTEMBbI JOIKEH OBITH MPUCBOCH YPOBEHBb IIETOCTHOCTH CHUCTEMBI. YCTAHOBIIEHUE YPOBHS
[EJIOCTHOCTH CUCTEMbl OXBATBHIBACT aHAIU3 CUCTCMHON apXUTCKTYPHI JUIS OIPEIEICHUS BO3MOXHOCTEH
MMOHU3UTh YPOBHH LIEJIOCTHOCTU MOACUCTEM I10 CPABHECHUIO C YPOBHEM LEJIOCTHOCTH CUCTCMbI. JdaHHBINH
MPOIIECC MOXET OBbITh MPUMEHEH PEeKYPCHUBHO, N0 OKOHYATEIBHOTO YCTAHOBICHUS YPOBHS LEJTOCTHOCTH
MTOJICUCTEMbI, COCTOSIIIICH TOJBKO U3 MTPOrpaMMHOTO CPEACTBA, MU JIO TEX ITOP, ITOKA YPOBEHb LIECJIOCTHOCTH
MOJICUCTEMbI, COACPXKAIICH ITPOTPaMMHOE CPEICTBO, HE CTAHET ITPUEMIICMBIM LTSI OTBETCTBCHHOTO MMPOCK-
TAHTA U OTBETCTBCHHOTO 3a oGecITeYeHMe LEJOCTHOCTU IMPU IIPUCBOCHUM €r0 JI000MY IPOrpaMMHOMY
KOMITOHEHTY B ITOJICHCTEME.

Bo3MOXHO, YTO NMPpU MPOBENCHUU aHATM3a apXUTCKTYPhl OYAYT Ompese/ieHbl HOBBIE YIPO3bl U PUCK,
HC BBISIBJICHHbBIC MPU MPCANISCTBYIONIeM aHamuse. [Ipy 3ToM IOMKeH ObITh [TOBTOPHO MPOBCACH aHaINU3
pucKa ¢ y4eToM HOBOIT MHpOpMaLUU.

YpoBeHb NEJOCTHOCTH MPOTPAMMHOTO CPEACTBA SIBJISICTCS IOKA3aTe/IeM, OTpaXalolluM CTercHb
HAJACKHOCTU (PYHKIIMU aMOPTHU3AIMY WY TpeOyeMoc OrpaHMYECHUE YacTOThl 0TKA3a, MOTYIICE MOSIBUTHCS
B pe3yJbrare yrpo3bl. Tak Kak 0TKasbl MPOrpaMMHOIO CPEACTBA SIBIISTIOTCSI CTPOTO CUCTEMATUUCCKUMMU, TO
YPOBEHb NEJTOCTHOCTH MPOTPAMMHOTIO CPEACTBA SBIISICTCS ITOKA3aTeNIeM CTETICHU TOCTOBEPHOCTH, HEOBXO0-
NUMOH JJIs1 HajlexKHOro obecrieyeHUsT QYHKIIUM aMOPTH3allUM MJTM OTCYTCTBUSI OTKasa, IMPUBOASILETO K
yrpose.

YcraHoBNCHNWE U TIPUMEHEHUE YPOBHEM LEJOCTHOCTH ITPOTPAMMHOTO CPEACTBA SBIISIIOTCS YACTHIO
o011iero mpoiiecca yrpapiIeHuss pUCKOM. YIIPaBJICHUE PUCKOM CJICAYCT IMPOBOAWUTL HA BCCM IPOTSKEHUU
CpOKa CIIYKObl CHCTEMBI WJIYM IPOTPAMMHBIX IMPOAYKTOB M MOXKHO IMPOBOAMTH UTEPALIMOHHO, [0 Mepe
MPUHATUS PAa3NTUYHBIX YTOUHEHMM ITPOEKTa WU IT0 Mepe pa3BUTHUS mpoekTta. Ha pucyHke | moxasaHbl
B3aMMOCBSI3U MC3KITYy OOIIMMHY ITPOLeCCaMU CUCTEMHON WHXCHCPUM U MPOIIeCCaM¥ YITPABICHUSI PUCKOM
IIPU €ro aHaju3e, OLICHKE U KOHTpOIIE.

WNrepanyuy BO3MOXHBI, €CIU ITPOEKT CUCTEMBI M3MEHSIOT C LIEIbIO MMPeAyCMOTPETh YCTPaHEHUE WU
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YMEHbLIEHHUE pUCKa, OOHAPYXKUBAIOT HOBBIE YIPO3BI 110 CPABHEHUIO C MMPUCBOCHHBIMY YPOBHSIMM 1IEJTOCT-
HOCTY CHUCTEMBI U ITPOTPAMMHOTO CPCACTBA WK MPOEKT CUCTEMbI HC 06CCIICUUBACT AOTYCTUMOTO PUCKA.

YpoBeHb HeTOCTHOCTH MPOrpaMMHOTO CPEACTBA UCITOMB3YIOT ITPU YCTAHOBICHUM KOHTPOJIST 32 PUCKOM
IUTS1 IPOrPaMMHBIX KOMITOHEHTOR MYTCM OTIpee/icHUST TpeBGOBaHUH K ITPOrPaAMMHOMY CPCACTBY U ITPOLIECCY
MPOrpaMMHOI UHXEHEePUH, 00CCTICUHBAIONINX 32IaHHYIO CTEeTICHb JOCTOBEPHOCTH TIPOTPAMMHOIO CPEACT-
BA, CBSI3AHHYIO C POJIBIO JAHHBIX TPeOOBAHUI MO OTHOIICHMIO K CUCTCMHOMY PUCKY. DTHU TpcGOBAHUSA
Ha3BIBAIOT «TPEOOBAHUSMU K 1ICJIOCTHOCTH TPOIPAMMHOIO CPEICTBA».

6 Ycranosaenne YDOBHA HEJOCTHOCTH CHCTEMbI

YpoBcHB 11ETOCTHOCTH CUCTEMBI JOIKEH COOTBETCTBOBATh NOITYCTUMOMY YPOBHIO PUCKa, CBI3aHHOMY
¢ Hell. Peanuzanusi cucteMbl MOXET OBITH CBSI3aHA C PUCKOM, ITOTOMY UTO €€ OTKAa3 IMTOTCHIIUATEHO IIPUBOIUT
K yrpo3e Wiy ¢¢ (QyHKUMOHAIBbHBIC BO3MOXHOCTY MPEAYCMAaTPHBAIOT aMOPTHU3AIIUIO TTOCIe0BATETBHOCTEH
WHUIIAUPYIOIIUX COOBITUN B CUCTEMHOM Cpelie, MPUBOASIIMX K YIPo3¢. Y CTaHOBICHUC YPOBHS 11€JIOCTHOCTH
CUCTEMBI BKJTIOUACT B CEOS CCOYIOIINE STAIThI:

4) YCTAHOBJICHME YPOBHSI PUCKA TIPY aHAIW3€ PUCKA CHCTCMBL. AHATU3 PUCKA SIBMISICTCS ITPOLICCCOM
WCTIOIb30BaHUS JOCTYITHON MHMOPMANUY TS ONIpeAeICHUS YIPO3 U OLICHKU PHUCKa, CBA3AHHOTO C 3TUMMU
yrpo3amu;

b) BBIIIOMHEHWE OIICHKU pUCKA, 00eCTIeYUBAaIOIEe TOATOTORKY 3aKTIOUCHUI O IOITYCTUMOCTH PHCKA.
BeIXOAHBIMU pe3yabTaTaMy aHaaIu3a M OLCHKU PHCKA MOTYT OBITh U3MCHCHUS MPOCKTA CUCTCMBbI, YMCHb-
IIAIONINE WJIW YCTPAHSIONINE PUCK U MOTYILKE MOTPeOOBATh ITOBTOPHOTO ITPOBCACHHUS MPOLCCCOB aHaIU3a
1 OUEHKU;

C) TNPHUCBOCHHWE YPOBHS HCIOCTHOCTH CUCTEMBI, BBITIOJTHICMOC Cpa3y XKe ITOCJIC ONpceAc/ICHHUST JOIyC-
THMOTO PUCKA s MPOCKTa CUCTeMBI. TOYHOE YHCIO YPOBHCH ILICITOCTHOCTH, M3 KOTOPBIX BBHIOHMPAIOT
HCOOXOMUMBIH YPOBCHbB, U KPUTCPUU PA3TUUUN MCXKIY YPOBHSIMU JIOKHBI OBITH COT/IACOBAaHbl OTBCTCTBCH-
HBIM ITPOCKTAHTOM W OTBCTCTBCHHBIM 3a 00CCIICUCHUC IICTIOCTHOCTH.

6.1 Anamm3 pucka

AHanu3 pucKa JA0KeH ObITh BBITIONHCH JIJIST OTBETa HAa TPU OCHOBHBIX BOMpOCA:

- YTO MOXET MPUBECTU K HCUCTIPABHOCTU? (ITyTeM OIIpcAe/ICHUST YTPO36l);

- KaKoBa BePOSITHOCTb TOT'0, YTO 3TO CAYYUTCA? (IIyTeM aHaIM3a YaCTOThl HHUUIMUPYIOLIUX COOLITUIA);

- KAaKOBBI ITOC/ICIOBATEIBHOCTH 3TOr0? (IyTeM aHalIu3a MOCICAOBATCIbHOCTY WHUIIMUPYIOIIUX CO-
ObITU).

B pesyinprare 3TOrO aHANMM3a AOKEH OBITH MONCYMTAH KaXIbIHt PUCK. BRIXOOHBIMM pe3yibTaTaMu
aHajIM3a KOHKPETHOIO PUCKA SIBISIOTCS:

a) OITMCAaHMC PUCKA B COOTBCTCTBYIOIMX TCPMUHAX;

b) yrpo3nl, CBSI3aHHBIC C JAHHBIM PUCKOM;

C) KOHKPETHbIC WHULUUPYIOLINE COOBITUS, CBS3aHHbIC C KAXIOU yrpo3oii;

d) mpenroaracMasi YacToTa BO3HUKHOBEHUST WHUIIMUPYIOIIETO COOBITHS.

Ormnucanue pucka, IMOJIYYCHHOC B pe3ysabTaTe aHalIu3a, UCTIOAb3YeTCs MPOIICCCOM OICHKM pUcKa IS
YCTAHOBJICHUST ¢TI0 JOITYCTUMOCTU. Bce BBIXOMHBIC pe3y/abTaThl aHATNU3a PUCKa MCITOMB3YIOTCS MPOICCCaMU
YCTAHOBJICHUST YPOBHCH IICIIOCTHOCTHU CUCTCMBI M ITPOTPAMMHOTO CPEACTBA TSI OTIPCACIICHUS TPeOyeMOoro
YPOBHS LEJIOCTHOCTH KOMITOHCHTOB ITPOTPAMMHBIX CPEICTB B CHCTEME.

COOTBETCTBYIOIIMM PYKOBOJACTBOM NpU aHaiaude pucka sgeagercs MOK 300-3-9. Crenuduunbie
TEPMUHBI B 4acTu 0e30IacHOCTH, HcTonb3oBaHHbIle B MOK 300-3-9, a umenHo «omacHocTh (hazard)» u
«yiep6 (harm)» JOMKHBI OBITH UCTOIKOBAHbBI COOTBETCTBEHHO KaK «yrposa (threat)» u «BpenHoe BO3Iei-
ctBue (adverse effect)».

AHamu3 pucka MOXET OXBaThIBATh MHOXCCTBO pa3McpoOB PHCKA, HaIpuMep ITO0 OC30MacHOCTH,
IKOHOMMKE U 3amuTte. KOHKpeTHBIe pasMepbl OMpeacJICHHOTO PUcKa JAOKHBI ObITh YCTAHOBJICHBI OTBET-
CTBCHHBIM TPOCKTAHTOM UM OTBETCTBCHHBIM 32 COXPAHCHHC 11CTIOCTHOCTHU.

6.1.1 OmpeneneHue yrpo3sl

Yrpo3sl, CBSI3aHHBIC C CUCTEMON, TOTXKHBI OBbITh OIIPCACICHBl BMECTC ¢ MHUIIUUPYIOIIUMU COOBITUS -
MY, MOTYIUMMU MPUBECTU K 3TUM Yrpo3aM. YTIpo3bl CBS3aHBI C CHUCTEMOH, CCITM OTKA3 CHUCTCMBI MOXCT
MPUBECTH K KOHKPETHOM Yrpo3se, SKCIUTyaTallusl CUCTCMBI B YCTAHOBJICHHOM PCXUMC MOXKCT MPUBECTU K
KOHKPECTHOH yrpo3e WM BBIIOTHEHUE CUCTEMON (YHKIWUYM aMOPTU3AalUU CBSI3aHO C WHUIIMUPYIOIINM
COOBITHEM B Cpelie DKCIUTYAaTAllMM, KOTOPOEe MOXCT TMPUBECTU K Yrpo3e. YTPO3bl HC MOTYT OBITh YKa3aHBI
3apaHee, JIJIST 3TOTO JIOMKHEBI GBITh UCITOTB30BAH bl U JOKYMCHTANTBHO 0OPMIICHBI MCTOIBI X OIPCIAeICHUS,
OXBaThIBaloIMe KOHKpeTHYIO cuTyanuio (cM. MOK 300-3-9). [Ipy Hanuuuu apxXuTcKTYphI CHCTEMBI 3Ta
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CUTYAIIMS JOKHA OBITH YUTCHA ITPU OTPEACTICHUH YIPO3bI C 11e/TbI0 YCTAHOBUTH BUbI OTKA30B, CBSI3aHHBIX
C KOHKPETHBIMU TEXHOJIOTUSIMHU, UCTIONB30BAHHBIMH B CUCTEMC.

6.1.2 AHanus YyacTOTHI

AHaTU3 YacTOTBI MCIIOJB3YIOT A OICHKU BEPOSITHOCTU KaXIOro WHHUIMUPYIOUIETO COOBITUS,
BBISTBJICHHOTO ITPM OIpeae/ieHUH yrpo3sl. Korma MHUTIMUPYIOMIUM COOBITUEM SIBISCTCS OTKA3 CUCTEMBI,
AHATM30M HE OIIEHWBACTCS BCPOSITHOCTH OTKas3a, HO YCTAHABIWBACTCS OTpaHMYeHME 4YacTOThI OTKA3a,
KOTOpOE JOTXKHO HAaXOOUTHCS B rPaHUNIAX AOMYCTUMOTO PUCKAa M JOCTHXUMO TMPaKTUICCKU.

Kaxnast yacTora nomkHa OBITh OllCHEHAa C MCITOTb30BAHUCM CTATUCTUYECKUX OITBITHBHIX JAAHHBIX,
0BO0IIEHHBIX HA OCHOBC COOTBCTCTBYIOIIMX MCTOIOB, HAIpUMep aHaau3a JACpeBa OTKA30B WM IcpeBa
coGpiTuit (cM. MOK 300-3-9), unu olieHeHa Ha OCHOBE HKCMECPTHHIX 3aKTIOUEHUH.

[Mpyu aHamM3e YACTOTHI, ITPOBOAUMOM B ITPOIICCCE YCTAHOBJICHMS YPOBHST IEJTOCTHOCTH CUCTEMBI,
CUCTEMY CNeAYeT TPAaKTOBAaTh KaK «YCPHBIN SIIIMK», a apXUTCKTYPY CUCTEMBI IIPU 3TOM HE YYUTBHIBAIOT.
ApPXUTEKTYpa CUCTEMBI JOKHA OBLITH yYTeHA ITPU YCTAHOBICHUM YPOBHSI HEJOCTHOCTH ITPOTPaMMHOrO
cpenctsa. YacToTa KOHKPETHOIO MHUIIMUPYIONICTO COOBITHS, OMpenc/icHHAss B JAHHOM aHaJM3e, MOXCT
OBITH BhIpaXKeHa B KOJUYCCTBCHHBIX MM B KAaUCCTBCHHBIX TCPMUHAX, YKA3bIBAIOIIMX AWAITA30HBI YacTOT,
TaKUX KaK OOBIYHAS, BO3MOXHAsI, CyJaiiHas, MaJoBepOsITHAsI, HEBEpOSTHAS WM HelTpaBAONoI00HasT.

AHATU3 YaCTOTHI JOKCH YUUTHIBATDH, YTO HEKOTOPBIC WHUITHUMPYIOIHME COOBITHS ITPUBEIYT K yrpo3e
TOJIBKO B COYCTAHUM C APYTUMU COOBITUSIMU MJTW KakK YacTh ITOCIEAOBATEIbHOCTH STUX COOBITHIA.

6.1.3 Anamu3 1rociaeaoBaTeIbHOCTH

AHAIN3 MOCIEAOBATCIBHOCTA UCTIONB3YIOT AT OLICHKW OMACHOCTU YTPO3bI, BEI3BAHHOU UHUIIMUDY-
101UM(1) codbITueM(siMiu). TTpH 5TOM TOMKHBI ObITh OMpPeeSeHbl TH00ble MEPhI, MOTYIIIME AMOPTU3UPOBATh
MOCNeA0BATEIbHOCTh UHUIUUPYIOIIUMX coObITH. Kaxnasi yrposa aoimkHa OBITH CBSI3aHA C Kareropuen
MOCNeA0BATEIbHOCTY M3 Habopa KaTeropuii, OMUCHIBAIONICTO pa3IMUHbIE CTEMeHU OMACHOCTH AAHHOW
ITOCTIeIOBATEILHOCTY, HAapUMep KaTacTpoduycckasi, MIaBHasl, orfacHas UM He3HaYMTeTbHAs.

6.1.4 Pacuer pucka

Puck, cBsizaHHbIN € KaxXIO#W yrpo3oi, pacCUUTHIBAIOT C UCIOJH30BAHUEM MAaTpHIlbl PUCKA, CBA3bI-
BAIOILICH YACTOTY MOSIBICHUS UHUIIMHPYIOLLUX COOBITUI € OMACHOCTBIO UX MOCIIEAOBATEIBHOCTU. MaTpuna
pUCKA YCTAHARIUBACT KJIACCHI PUCKA, TAKUC KAK BBICOKHU, CpeAHUI, HU3KUH WU OOBIMHBIN, IS KaXIou
KOMOMHAIIMM 4YaCTOTbl U OINACHOCTU. B Tabauiuc 2 MpuBENEH TMpPUMEP MAaTPUIIBl PUCKA, B3STBIA U3
MBK 300-3-9.

Tab6naunua 2— I[IpuMep MaTpuibl pUCKa

XapaxTepHas OnacHocTtb TI0CIEA0BATEIIbHOCTH
YacToTa nossaeHns p p
yacToTa (B rom)
Karactpoduueckas I'nasnas OrnacHas HesnaunrenbHasi
OO6BIyHAas > 1 Bricokuii Bricokuii Bricokuii Cpennuii
BeposiTHas 1—10—1 Bricokmii Bricokuii Cpennuii Huzkuii
CnyyaiiHas 10-1—10—2 Bricokuit Bricokuii Huzkuii Huszkuit
ManoseposiTHas 10-2—10—4 Brlcokuii Beicokuii Huskuii Huskuii
HeseposiTHas 10—4—10—0 Brlcokuii Cpennuii Huskuii OBBIYHBII
HenpasnonozoGHast <100 Cpenuuii Cpenuuii OO6BIYHBII OOBIYHBIH

OTBeTCTBEHHBIHN IIPOCKTAaHT U OTBETCTBEHHBIN 3a obecrieyeHue HEJIOCTHOCTU AOJIKHBI COTJIaCOBATh
mobyio MaTpuLy, UCITOIb3YEMYIO IPU pacyeTe pucka. Hisg cornmacoBaHus MaTpullbl pUcKa HCOOXOMUMEI
CormalicHuA 1o COOTBCTCTBYIOIWM JMAlla3o0HaM 4acTOT MHUHUHUPYIOIIHWX CO6bITI/II71, KOHKPCTHbBIM KaTCro-
pUAM HMX I'IOC.HCZ[OBHTC.HL\HOCTCVI " OHpC}lCHCHI/Iﬁ 1 KjracCaM pucCkKa, CBA3aHHbBIM C KaxXJI0U HapOfI Jrarta3oHa
YaCcTOTHI ¥ KATCTOPUHU ITOCIICA0BATCIBHOCTH.

6.2 OneHnka pucka

OTBCTCTBCHHbIM TTPOCKTAaHTOM U OTBCTCTBCHHLIM 3a obecrieyeHue HEJIOCTHOCTU JOJI2KHO OBITH BbIAAHO
3AKMIOYCHUEC O OOMYCTUMOCTH KaXXAO0ro pucCKa, BBISIBJICHHOTO B ITPOLCCCE €TI0 aHalIu3a. B HEKOTOPbIX
obacTsax I'IOHO6HOC 3aKTIOUYCHNUEC JOJIXKHO OBITH CACJTAHO IO OTHOWICHHMIO K 3aJdHHbIM OrpaHUYCHUAM,
YCTaHOBJIEHHBIM COOTBETCTBYIOIIUM PEryJIupyIOiM OPraHOM B KOHKPETHOU 00/1acTH.

6.3 IIpucBoenne ypoBHs HEJOCTHOCTH CHCTEMbI

ypOBCHb HETOCTHOCTHU CHUCTEMBI M3HAYAJIbHO Ha3zHadaloT B COOTBETCTBHUU C HAUBLICIIIUM KITaCCOM
pUCKa, MTPUCBOCHHBIM JTIOOBIM yIpO3aM, CBSI3aHHBIM ¢ CUCTEMOM. YUCIO ypOBHEH LETOCTHOCTH JOMXKHO
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COOTBETCTBOBATh YUC/Y YCTAHOBJICHHBIX KJIACCOB pucka. B Tabmunie 3 mpuBeneH mpuMep pacitpeiesieHUs
KJIACCOB PUCKA TT0 YPOBHSIM LICJIOCTHOCTH CHUCTEMBI.

Tab6nuua 3 — CooTHolIeHHE KIacca pUCKa C YPOBHEM LEJIOCTHOCTU CUCTEMbI

KJ]'(ICC pucka YDOBCH]) HEJIOCTHOCTU CUCTEMbI
Bricokuii A
CpenHuii B
Huskuit C
OOBIYHBI D

HaCTOHLL[I/Iﬂ CTaHJapT HE YCTAaHaBJIWBACT YHUCITO ypOBHe-ﬁ pUCKa WM HUCITOJIBb3YCMBIC IJIA HUX
0003HaYeHYS.

7 YcTaHoBJIeHHEe YPOBHS 1EJTOCTHOCTH NMPOrPAMMHOIO CpPeICTBA

YpoBeHb 11ETOCTHOCTU ITPOrPAMMHOTO CPEeICTRA MPEJICTARIISIeT COO0# paciTpeieIeHUe YPOBHSI LIeJIOCT-
HOCTHA CUCTEMBI 0 MOJCUCTEMaM, COIEPXKAIIMM MPOTrpaMMHBIE CPENCTBA B KAUeCTBE KOMMOHCHTA WIU
COCTOSIIIUM TOJBKO K3 MPOrpaMMHOro cpeacTBa. [lepBoHAYaTbHO YPOBEHb HEJTOCTHOCTU MPOTPaAaMMHOTO
CPelCTBA JOIKEH OBbITh YCTAHOBJICH HA YPOBHE I1EJTOCTHOCTH CUCTEMEL.

JlaHHOE YCIIOBUE OCTAeTCs B CHJIC O TEX IOpP, MMOKA YPOBEHb 11EJIOCTHOCTU MPOrPAMMHOIO CpC/ICTBA
He Oy/IeT MOHWXCH C YUCTOM CJCIYIONMX (PaKTOpOB:

a) aApXUTCKTYPHbIX XapaKTePUCTUK CUCTEMBbI, aMOPTU3UPYIOIIMX TOCIENIOBATCIbHOCTH OTKA30B MO~
CHUCTEM, MOTYIIIUX B MPOTUBHOM CJIy4yae MPUBECTU K BOZHUKHOBEHHWIO CUCTEMHOU YIpO3bl;

b) apXUTECKTYPHBIX XapaKTCPUCTUK CHCTEMBI, 00CCIICUMBAIOILIMX U30BITOYHOCTb (PYHKLMWKI, aMOPTH-
3UPYIOIIUX MTOCTCACTBUSI CAMHUYHBIX UM MHOXECTBCHHBIX OTKA30B B ITOACUCTEMAX, AJIs KOTOPBIX Mpei-
Ha3HaueHBI JaHHbIC (PYHKIUU aMOPTU3ALUY;

C) POJU MOACUCTCMbI, CBI3aHHOM C OIpeaeIecHUCM UWHUIIUUPYIOIIMX COOBITUM MK PYHKUUN aMop-
TU3aLUU.

7.1 IlpeanochliKy MpH YCTAHOBJICHUH YPOBHS IEJIOCTHOCTH NMPOrPAMMHOIO CpelicTBa

[Tpu ycTaHOBIICHUU YPOBHST IEJTOCTHOCTHU TTPOTPAMMHOTIO CPCACTBA YUMThIBAIOT CIIeAyIonve (haKTopbl:

a) JUIST CUCTCMBI CYILUECTBYET MPUCBOCHHBIN ¢l YPOBEHD I1CJIOCTHOCTH;

b) apXUTEKTypHbIC XapaKTCPUCTUKKU CHUCTEMBbI JIOJIXKHBI OBITb OTNPCACIICHBI MOJAPOOHO, YTOOHI MTO3BO-
JIUTh YCTAHOBUTH POJIU ITOJCUCTEM U UX UHTEePEHCHI;

C) MCXOAHbIC JAHHLIC OXBATBHIBAIOT:

I) ypoBeHb LIECITOCTHOCTU CHUCTEMBI;

2) mepcdycHb YIpo3 U CIACAVIONUIYIO MH(OPMAaLKIO AJIST KaXI0W yrpo3bl 00:

- MHULUMUPYIOIIMX COOBITUSX, MOTYILMX ITPUBECTH K yTPoO3c,

- OXMJaeMOM 4acTOTC MU BCPOSITHOCTH COBITAJICHUST KAXAOT0 WHULMUPYIOIIETO COOBITUS,

3) omucaHMe apXUTEKTYPhl CUCTEMBI C TOYHOCTBIO, JOCTATOUHOM IJISI OMpEAeNICHUST POTU KaKIOH
MOJACUCTEMBI U JTIOOBIX AMOPTUZUPYIOIIUX XapaKTEPUCTHUK apXUTEKTYPh;

d) BBIXOIHBIM PE3Yy/IbTATOM SIBJISICTCSE YPOBEHb 11EJIOCTHOCTU MPOrPaMMHOTO CPeICTBA.

7.2 IloHmxeHue ypoBHS IEeJOCTHOCTH NMPOTPAMMHOIO CpeiCTBa

[1pu onpenescHUY BO3MOXKHOCTH CHU3UTD YPOBEHB HETOCTHOCTH CUCTEMBI JOJKHEI OBITH BBITOJTHEHBI
CICAYIOLINEG 3TAlbI:

a) orpeaeacH HaboOp MoACUCTEM, 00PA3YyIOIIMX CUCTEMY;

b) ompenencHa BO3MOXHOCTh BOSHUKHOBEHUS YIPO3bI MIPU OTKa3e JII000H MoACUCTEMBI (ETUHUIHOM
WY B COUETAHUM C COCTOSTHUSIMU JPYTUX mojacucteMm). ECiv enMHUYHBIA OTKa3 MOJACUCTEMBI TPUBOJUT K
yrpo3e, TO YPOBCHb LICTOCTHOCTH MOACUCTEMBI HA3HAYAIOT TAKUM XKC, KaK YPOBEHbD I1CJOCTHOCTA CUCTEMBI.
Ecnu oTKa3 noacucTeMbl MOXET ITPUBECTH K YTPO3€ TOIHKO B COYETAHUU C COCTOSTHUSIMU APYTUX TTOJICUCTEM,
TO YPOBCHb LCJOCTHOCTH ITOACHCTEMBI MOXET OBITh MOHMXXEH B 3aBUCHUMOCTH OT PC3Y/IBTATA OIICHKH,
onpeaciacHHol B 7.3. OneHkKa B COOTBETCTBUM C 7.3 He SIBISIETCS OOS3aTEIBLHONM, ¢C BBLIMTONHSIIOT, €CJIU
MpeanoaraloT NOHUXKCHUE YPOBHS NEJTOCTHOCTH MTOACUCTEMBI,

C) ompciac/iCHA BO3MOXHOCTh HEBBITOMHEHUST (DYHKIIUM aMOpPTU3allMM MPU OTKa3e KaKoW-mu6o
MOJCUCTCMBI (CAMHUYHOM WJIM B COYETAHUHU C COCTOSTHUSIMU JIPYTHUX MOJCUCTeM). EC/IM ¢cIMHUYHBINM OTKa3
MMOJCUCTEMBI MTPUBOAUT K HCBBLITOMHEHHUIO (DYHKIIUM AMOPTU3AIIMU, TO YPOBEHb HEJTOCTHOCTH MOICHUCTEMBI

8



roCTt P HCO/M3K 15026—2002

Ha3HA4yaloT TAKMM XKC, KaK YPOBCHB IIEJIOCTHOCTH CUCTeMBl. ECiM oTKa3 noacucreMbl MOXKCT MPHUBCCTH K
HCBBITMOAHCHUIO DYHKIMK aMOPTH3alIMM TOJHKO B COUYCTAHMU C COCTOSIHUSIMM JPYTUX MOICHUCTCM, TO
VPOBCHb LICJOCTHOCTH MOACHUCTEMBI MOXET OBITh ITOHMXKCH B 3aBUCHMMOCTHM OT pE3Y/abTaTa OLCHKH,
onpeaciacHHol B 7.4. OLUCHKA B COOTBETCTBUM C 7.4 HC SBISCTCS 00S13aTC/NILHOMNM, ¢C BBIMOJHSIOT, CCJIH
MpcanoiaraloT MOHUXKCHUC YPOBHS HETOCTHOCTH ITOACUCTCMBI;

d) onpeacicHO HAMUYUC TTOACHCTEM C MPOrPAMMHBIMM KOMITOHCHTAMH, OTKA3 KOTOPbIX HC MOXCT
MPUBCCTHU K Yrpo3e, a UX (PYHKIIUOHATBHEIE BO3MOXHOCTH HC CBSI3aHbl C AMOPTU3aLLUCH JTIOOBIX CHCTCMHBIX
coObITHi. JIIOOOMY TakoMy MpPOTpaMMHOMY CPEACTBY JOJKCH ObITh NMPUCBOCH MOHMWXCHHBIA YpOBCHb
LCJOCTHOCTH. 151 obccncueHusT TOro, YTOORI OTKAa3 ITPOrpaMMHOTO CPCICTBA HE CMOT MPUBECTH K YIpo3ce,
HcoOXxonMMa noKanusauusl HeucipapHocTeilr. OTBeTCTBEHHbINH NMPOCKTAHT U OTBCTCTBCHHBIN 3a o0ccreyce-
HUC LICJIOCTHOCTH IOOJIKHBI COTJIACOBATH COOTBETCTBYIONINWC apXWUTCKTYPHbIC XapaKTEPUCTUKH, MO3BOJISIIO-
LIUC  JIOKAJAU30BaTb COOTBETCTBYIOLIME HEUCIIPAaBHOCTH. EciM  JoKaauM3auusi  HCHMCNPAaBHOCTH
00eCIICYUBACTCS MCXaHU3MOM 00paboTKM OTKa3a, JAHHOMY MCXaHW3MY AOJIKCH ObITh NPUCBOCH YPOBCHb
LICJIOCTHOCTH MPOrpaMMHOIO CPeACTBa TAKOHM Xe, KaK JiJId CUCTCMBbI.

OTBCTCTBCHHBIM 3a ObecITedeHHMe IEJIOCTHOCTHM M OTBCTCTBCHHBIM MPOCKTAHTOM  JOXKHBI OBITH
OMNpCACJICHbl M COTJIACOBAHBI ITPEUMYIIIECTBA, PEAIM3YEMbIC 34 CUCT apXUTCKTYPHLIX XapaKTCPUCTUK TPU
MOHMXCHWU YPOBHCH IEJNIOCTHOCTH MPOTPAMMHOIO CPEACTBA MO CPABHCHHMIO C MPUCBOCHHBIM YPOBHCM
LEJTOCTHOCTH CUCTCMBbI.

OnucaHHbIi MOMIATOBBIA MPOIIECC TPUMEHSIOT PEKYPCUBHO 10 TCX MOP, MOKa HE GYAYT YCTAHOBJICHBI
VPOBHM LICJOCTHOCTH BCEX ITOJACHCTEM, CONEPXKAIIMX TOTBKO MPOrPaMMHBIC CPCACTBA, UM YPOBHU LICTOCT-
HOCTH BCEX TAKUX MOACHCTEM HE CTAHYT ITPUEMIIEMBIMU TSI OTBCTCTBCHHOTIO MMPOCKTAHTA U OTBCTCTBCHHOTO
3a 00CCIICYCHUC LICIOCTHOCTH IIPH ITPUCBOECHUHM UX JIIOOOMY MPOrpaMMHOMY KOMITOHCHTY JaHHBIX MOACHUC-
TCM.

7.3 IloHmkenne ypoBHS NEJOCTHOCTH ISt MPOTPAMMHBIX CpPeliCTB, 0TKa3 KOTOPbIX MOXKET NMPHBECTH K
yrpose

Hist cucteM, oTKa3 KOMIIOHCHTOB KOTOPEIX (HarmpuMep, MporpaMMHOIO CpeACTBa) MOXKCT MPUBCCTH
K YIpo3e, YPOBCHb I1eIOCTHOCTH CUCTEMBI YJACTMYHO OCHOBAH HA OIpaHMYCHMM YACTOTbl OTKAa3a CHUCTCMBbI,
COIJIACOBAHHOM C IPaHMIIAMU JOITycTUMOro pucka. Eciii oTKa3 nporpaMMHOro CpeAacTBa MOXCT MPUBCCTH
K YIpo3¢ TOJIBKO B COYCTAHUU C APYTUMU ITOACUCTEMAaMH, HAXOASLLUMMHCSI B KOHKPCTHOM COCTOSIHMM,
BO3MOXKHO Ha3HaYeHHUE MEHee CTPOTOro OrpaHWYeHMS Ha YacTOTY OTKa3a JAHHOTO CPCACTBA, MCMOJb3YC-
MOT'0 B CUCTeMe. AHATHU3 YACTOTBI MOXET ObITh MCIOJb30BaH JAJIS YCTAHOBJIICHUS MEHee CTPOTOro OrpaHu-
YeHUsI Ha YacTOTy OTKa3a ITPOrpaMMHOI0 CPeACTBa, COOTBCTCTBYIONIETO MPAaHUIIAM AOITYCTUMOTO pUCKa, U
JOJIXKCH YYUTBIBATH 3aBUCUMOCTH MEXIY INMOJCUCTEMAMHU. YCTAHOBJIIEHHOE BepXHee OrpaHUUYCHUC YACTOThI
0TXKa3a [TPOrpaMMHOI0 CPeACTBA MOXET ObITh UCITOIb30BAHO ITPU ITOBTOPHOM pacueTe PUCKa ISl oIpese-
JIeHUsT HATUYUST Kakoro-aTubo M3MEHEHMs] B KJIACCC PUMCKA U COOTBETCTBYIONIIETO CHMXKCHMS YPOBHS
LIEJTOCTHOCTU TIPOrpaMMHOro Cpe/iCcTRA.

MexaHu3Mbl 00pabOTKM OTKA3a MOTYT ObITh MCMOJIb30BAaHEI JUIS OOHApYXKeHUs OTKA30B Iporpam-
MHOTI'O CpeJCTBA W BHITOTHCHUS ACHUCTBUM ITO UX ITPEAOTBPALLCHUIO ITPU BO3HUKHOBEHUH UHULIMHUPYIOLINUX
cOOBITU. B 3TUX ciyyasx OTKa3 MMPOrpaMMHOIO CPCACTBA MOXET CTaTh WHUITMMPYIOLUWM COOBITUCM MpH
ero BOZHUKHOBCHUU U HecpabaThIBAHMY McXaHuzMa oOpaboTKM oTkasza. [IpumepaMu McXaHU3MOB oOpa-
GOTKU OTKA30B SIBISTIOTCS:

- TPOBEPKH LETOCTHOCTY JAHHBIX (TIPOTrpaMMHbIM MCXaHH3M);

- anrnaparHble KOHTPOJIbHBIC pejic BpeMeHU (annapaTHblii MeXaHU3M);

- pYyYHOE BOCCTAHOBJICHUE (MEXaHMU3M, PCaTU3yCMblii UCTIOBEKOM).

Hdns nmpenoTepaliicHUsT OTKA30B, IMPUBOISIIIUX K YIPO3aM, MOXKCT ObIThb MCIIOJb30BAHO PE3CPBUPOBA-
HUE, IIPYU 3TOM CJIEeIYeT MPeAyCMOTPETh ITPeIOTBPaIlCHUC 001X OTKA30B PC3CPBUPYCMbIX MoacUcTeM. [pu
PE3CPBUPOBAHUU TTPOrPAMMHBIX KOMITOHCHTOB JUIsl NMPCAOTBPALICHHUSI HMX OOLUMX OTKA30B NOJXHa ObITh
HCITOTb30BAHA COOTBCTCTRBYIONIAS CTPATET s, HAITPUMCP AMBepCcUbUKaLIMS (Pa3HbIC BCPCHH) MPOrPaAMMHOTO
cpeactra. Ilpu ucronb3oBaHuy IUBepcU@UKANUMU MPOrPAMMHOTO CPCACTBA ISl MOHMUKCHUS CTPOroOCTH
OTpaHWYEeHU Ha YacTOTy ero OTKA30B IPeUMYIecTBa, 00CCIcCYMBAcMbIc TUBepcUdUKALIMCI, U ONTUCAHUS
€€ CYTU JOXKHBI OBITH COINIACOBAHbLI MEXIY OTBETCTBCHHBIM MPOCKTUPOBLUIMKOM M OTBCTCTBCHHBIM 3a
obecrreyeHUEe 11eTOCTHOCTH.

7.4 TlonmKenue ypoBHS HEJOCTHOCTH ISt MPOrPAMMHBIX CpPelICTB, OTKa3 KOTOPbIX MOXKET NMPHBECTH K
CHHKEHHI0 BO3MOXKHOCTEH (DYHKIMI aMOPTH3AIMH

Ecnu oTxas moacucTeMBl MOXET TIPUBECTU K HCBBIMOAHCHUIO (PYHKUHUM aMOPTU3aUUM TOJNBKO B
COUCTAHUU C COCTOSTHUSIMHU JIPYTUX ITOACUCTEM, HAJEXKHOCTb [TPOrPaMMHOTO CPEACTBA MOXKCT ObITh CHUXKCHA
M0 CPABHEHUIO C HAJEXKHOCTBIO, TPebyeMoil cucTeMoi oT (PYyHKLMU amopTu3aluu. Kak u B 7.3, B JaHHOM
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crydyac MOTYT OBITH UCIIOJNB30BAHBI METO/bl AHAM3Aa YACTOTHl OTKa3a MporpaMMHOrIo CpciacTtBa C LCJbIO
YCTAHOBHUTDL CTCIICHb CHM2KCHMA CT'O HAACXKHOCTHU ITO CPpaBHCHHUIO C HAAC)KHOCTbLIO CUCTCMUBLI.

8 ¥Ycranosienune TpedGOBaHMIi K 1eJOCTHOCTH MPOrpaMMHOro CpeicTBa

8.1 Crenenb 10CTOBEpHOCTH

YpoBCHB LIETOCTHOCTH MPOTrPAMMHOIO CPE/ICTBA OMpeaeIsieT MO0 TpeOyeMylo CTCTICHb HAACKHOCTH
BBITTOJTHC HUST (DYHKIIMK aMOPTU3alUU, TG0 TpebyeMoe orpaH MueHUe YACTOThl OTKAa3a, MOTYLICTO MPUBCCTH
K yrpose. Tak Kak OTKa3bl MPOrpaMMHOTO CPEACTBA SABISIOTCS CTPOTO CUCTEMATUUYCCKUMMU, TO YPOBCHb €TO
[EJIOCTHOCTU OIPEACNSIOT MOKA3aTe/IeM CTCIICHU J1I0CTOBEPHOCTH, HEOBXONUMOI Aisi HaaexkKHOTo obecrc-
YeHUS (PYHKIMM aMOPTU3allMy WM MPCAOTBPAICHUS BOSHUKHOBEHUS OTKa3a, MPUBOIALICTO K Yrposc.
TpeboBaHUs, KOTOPBIM JOJXKHO COOTBETCTBOBATH MPOrpaMMHOE CPEeJCTBO U MPOLICCChl CTO XKU3HCHHOTO
UMKJIA, NOJDKHBI, B CIy4ac MX YAOBJICTBOPCHUS, OOCCIICYUTh HCOOXOMUMYIO CTCTICHb JOCTOBCPHOCTH, MX
Ha3bIBAIOT «TPeOOBAHUSIMH K LEJTOCTHOCTU MPOTPAMMHOIO CPEACTBaY.

HexoropbiMu criocobaMul («CTpaTerusiMu») odecTiedeHusT JOCTOBCPHOCTU MPOrpaMMHOIO CpCACTBA
SIBJISTIOTCST:

a) MPUMCHEHUEC MCTOJA0B, MUHUMU3UPYIOIIUX BHECEHUE OIIUOOK;

b) nmpumeHeHUC MCTOAOB BepU(PUKAIIMM U ATTCCTAIIMU, TO3BOISIOIMX C MAKCHMAa/bHOW BCPOSTHOC-
THbIO OOHAPYKUTH OIIUOKU;

C) JECMOHCTPANMs, HA KOHKPCTHBIX MPUMEpax CTATUCTUKY 3KCIUTyaTallMM MPOrpaMMHOTO CPCICTBa,
HAJCXKHOCTH obecricucHUsT MM (PYHKIMKM aMOPTHU3alUM WIM HEIIPEBbIILCHHWS YCTAHOBJICHHOM YacTOTbI
OTKA30B JAHHOTO CPC/ACTBA.

8.2 Meronpl obecniedeHns CTENeHH TOCTOBEPHOCTH MPOrPAMMHOTO CpeacTBa

B Ttabnuue 4 npuBedcHbl cXeMaTMUYeCcKHUe MPUMepbl HEKOTOPbIX padoT MPOrpaMMHON MHXKCHCPUH,
aTpuOYTOB BBIXOJHBIX PE3YyNbTATOB 3TUX pabOT MU METOJOB, KOTOPbIC MOIYT ObITb MCIOAb30BaHbl s
JOCTUXKCHHS PA3JIMUHBIX CTCIICHCH 1OCTOBEPHOCTH pealu3aliMi AaHHbIX aTpuOyToB. HacTtosuiumii cranaapt
HC TpeAHA3HAUCH JUIST ONPCAe/ICHUS KU3HCHHOIO IKKAAa KOHKPCTHOrO MporpaMMHoro cpeactsa. Ilpu
OIMpEACICHUU CTEIICHU JIO0CTOBEPHOCTH MOXKET OBITb MCIOAb30BaH psid MPOLICCCOB XKU3HCHHOIO LMKIA
MporpaMMHbIX cpeacts, onucadHeix B TOCT P MCO/M3K 12207.

Ta6nuua 4— IIpumepsl paboT npolecca, aTPUGYTOB U CTEMEHU YBEPEHHOCTH

MeTonsl NOCTHXKEHHS CTETIEHU YBEPEHHOCTH
PaGora ATpubyThbl B TNIPOTPaMMHOM CPENCTBE Il KaXNOTro YPOBHS
UEeAO0CTHOCTH

AHanu3 TpeboBaHUH K TouyHoCTh, TIOAHOTA, IIpa- CTpyKTypUpPOBaHHBIH TOAXOM
NMpOrpaMMHOMY CPEICTBY |BHJBHOCTb,  abcTpardpoBaHME, (1) ITOC NOMyhOPMATEHEE HOTAIMH
HeMpOTUBOPEYUBOCTh, npoBe-
psieMOCTb (1) mnroc popmanbHble HOTALUU
(3) mroc popmanbHas MPoBepKa
[MpoekTupoBaHue AHAJIM3 TPaCCUPYEMOCTH Tpe- CTpyKTypUpPOBaHHBINH MOAXOM

TIPOrPAMMHOTO CpelcTBa |GOBaHH, IPOBEPAECMOCTb, MO-

(1) toc nonyopMabHbIe HOTAIUKU
Iy IbHOCTb, abCTparupoBaHue

(1) mnroc popmanbHble HOTAUU

(3) miroc popmanbHas MPoBepKa

[MporpaMmupoBaHue TpaccupyemocTs  MpPOEKTa,
MPOrPAMMHOTO CPEICTBA |OMNHO3HAYHOCTH  MPOrPAMMHBIX
KOHCTPYKTHBOB, CTaHIapTH3alINs
A3bIKa MPOrpaMMHUPOBAHUS, COI-
POBOXKIAEMOCTh

CTpyKTypHOE NpPOrpaMMHUpOBAHUE
(1) Tutroc CTPOro TUMU3UPOBAHHBIN A3BIK

(2) nmoc orpaHUYEHUE HA TOJMHOXECTBO S13bIKA

AW N =AW N =AW N =

(3) mroc popmanbHas MPoBepKa

ITpumeuyanue— B ckobkax ykazaHbl MO3ULIMH TEKYNIETO MEPEUUCIICHUS, AOMONHAEMbIE TIOCAeNYIOLIUM
TCKCTOM.

HOCTOBCDHOCT]: MpOrpaMMHOIoO Cpe€aCTBa TAKXKE MOXET OBITH OIIpe€AcCjiCHA MPU OHCHKE CTaTUCTUKH
SKCIUTyaTaniu, C¢CJIU JaHHOC CPCACTBO YK€ CO3JAaHO M €ro 3KCIUTYAaTUPYIOT HCKOTOPOE BPEMH. CrencHb
JOCTOBCPHOCTHU HAa OCHOBC CTATUCTHKH 3KCITTyaTallMHM MOXKET 3aBUCETh OT TAKUX CbaKTOpOB, KaK CJIOXKHOCTDb
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MPOrpaMMHOrO CPCICTBA, IMOJOXUTC/IbHBIE PE3yIbTATHl CTATUCTUKU €ro 3KCIUIyaTallud U COOTBETCTBUC
PCKUMOB 3KCIUIYATALIMU LICIEBOMY MCIIOIH30BAHUWIO IAHHOTO CPEJCTBA B CUCTEMC.

8.3 Ca3b CTENEeHM T0CTOBEPHOCTH NMPOrPAMMHOTO CPENICTBA ¢ YPOBHEM ero HeJOCTHOCTH

Hacrosgnuit cranaapTt He onpeacisieT KOHKPETHBIX TPeOOBaHMiA, TTOUTeXAallUX YIOBACTBOPCHUIO ISl
JNOCTUXKCHHS CTEITeHH TOCTOBCPHOCTH, COOTBETCTBYIONIEH 3aJaHHOMY YPOBHIO IIEJTOCTHOCTH MPOTPAMMHOIO
CpEeNCTBA.

OTBETCTBCHHbIM MMPOEKTAHT M OTBETCTBEHHBIN 3a obecrieyeHue 1eJTOCTHOCTH JIOJDKHBI COTJIAcOBAaTh
TpcOOBaHUs, MOAJCXKAlLME YNOBICTBOPEHUIO JUIS JIOCTHKEHUS HEOOXONUMOI CTCIIEHM AOCTOBCPHOCTH
MPOrpaMMHOIO CPENCTBA HAa KaXIOM YPOBHC €ro NEJTOCTHOCTH.
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