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rocTt P UICO/MIK TO 13335-5—2006

Mpeaucnosue

Llenv v npyHumnel ctaHaapTusaummn B Poccuickon ®eaepaumm yctaHoBneHbl PeaepanbHbiM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-03 «O TEXHNYECKOM PErynupoBaHnny», a Npasuna NPUMEHEHUS HaLMOHaNbHbIX
craHgaptoB Poccuiickon ®epnepauum — FOCT P 1.0—2004 «Cranpaptusauus B Poccuniickon depepaumn.
OCHOBHbIE NONOXeHNA»

CeeaeHuA o cTaHaapTe

1 NOArOTOBJIEH ®enepanbHbIM rocyAapCTBEHHbIM yypexaeHneM «ocyaapCTBEHHbIV Hay4HO-
nccnefoBaTenbCKU NCNbITaTENbHbIV MHCTUTYT Npobnem TeXHNYeCKOoN 3aLumThbl HopMaLumumn PenepansHom
cnyx6bl MO TEXHNYECKOMY M 3KCMOPTHOMY KOoHTpomio» (PIrY «THUNW NT3N dCTIK Poccmn) Ha ocHoBe
COGCTBEHHOrO ayTEHTUYHOrO NepeBoaa CTaHAapTa, YKasaHHOro B NyHKTe 4

2 BHECEH TexHn4yeckmm kommteToM no ctaHaaptmaaumm TK 10 «MepcnekTBHbIE NPON3BOACTBEHHbIE
TEXHOMNOMMN, MEHEOXXMEHT M OLLeHKa PUCKOB»

3 YTBEPXIEH W BBEAEH B AEMCTBME MpukasoM GenepanbHOro areHTCTBa Mo TEXHUUECKOMY
perynupoBaHuio n MeTponorum ot 19 nekabps 2006 r. Ne 317-ct

4 HacToawwmii ctaHaapT naeHTMYeH mexxayHapogHomy ot4ety MICO/MIOK TO 13335-5:2001 «MHdbopma-
LMOHHaAA TEeXHONormn4. PeKomer,au,mm no MEeHEOXMEeHTY 6e3onacHoCTn VIHCbOpMaLI,VIOHHbIX TEXHONOIMN.
YacTtb 5. PykoBoacTBO no MeHemkMeHTy GesdonacHoctu cetu» (ISO/IEC TR 13335-5:2001 «Information
technology — Guidelines for the management of IT Security — Part 5: Management guidance on network
security»).

an NPUMEHEHNN HACTOALLEero CraHaapTa pekoMeHayeTcAa ncnonb3oBatb BMECTO CCbINOYHbIX MeXAYyHa-
POAOHbIX CTAHAAPTOB COOTBETCTBYIOLLUME UM HaLMOHaINbHbIE CTaHAapTLl Poccuiickon deaepaumnm, CBeaeHUs o
KOTOpPbIX NpuBeaeHbl B AONONHUTENbHOM NPUNOXEeHNN A.

HanmeHoBaHWe HacTOALLEro CTaHAapTa N3MEHEHO OTHOCMTENbHO HAMMEHOBAHNA YKA3aHHOrO Mexay-
HapoaHOro cTaHaapTa Ans npveeaeHus B cooteTcTBue ¢ FOCT P 1.5 (nyHkT 3.5)

5 BBEJEH BMEPBbIE

UHbopmayuss 06 usmeHeHUsIX K HacmosweMy cmaHOapmy nybnukyemcs 8 exe200Ho uzdasaemMoM
UHGhOpMayUOHHOM yKka3amerne «HalyuoHanbHbie cmaHOdapmbl», @ MEKCM U3MEHeHUU U rnornpasoKk — & exe-
Mecs1YHO U3dasaeMbiX UHGPOPMaYUOHHbIX ykazamensix «HayuornanbHble cmaHdapmel». B criydae nepecmom-
pa (3aMeHsbt) unu omMeHbl Hacmosiweeo cmarHOapma coomeemcmeyiowee yeedomneHue bydem onybnuko-
8aHO 8 eXEeMecslYHO u30asaeMoM UHGOPMaUUOHHOM ykasamene «HayuornanbHble cmaHAapmbl».
Coomeemcmasytowas uHghopmMayusi, yeedoMsIeHUs1 U MeKCMb! pa3Mewaromces makxe 8 UHGhopMayUoHHOU
cucmeme obwez0 rnonb30earusi — Ha oghuyuansHoM calime @edepanbHo20 azeHMcmea o MexXHUYeCKoOMy
peaynuposaHuto U Mempornoauu e cemu iHmepHem

© CranpaptuHdopm, 2007

Hacroswwwit cTaHAapT He MOXET GbiThb MOMHOCTBIO UK YACTUHHO BOCMPOU3BEAEH, TUPaXMUPOBaH U pac-
NPOCTpaHeH B KayecTBe 0hnLManbHOTO n3aaHns 6e3 paspelueHns GeaepanbHOro areHTCTBa No TEeXHUYECKo-
My PerynmpoBaHmio 1 MeTponorumn
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HAUUWOHANBbHBIN CTAHOAPT POCCUMCKOW OGEREPALWNMN

MudopmaumnoHHan TexHonormsa
METOAbl U CPEACTBA OBECMNEYEHUA BE3OMNACHOCTU
Yactb 5
PykoBoACTBO MO MeHeaXMeHTy 6e30MacHOCTH ceTh

Information technology. Security techniques.
Part5. Management guidance on network security

OaraBBeneHna — 2007—06—01

1 O6nacTb NpUMeHeHus

HacTosawwui craHaapt npeacTaeBnseT cobov pyKOBOACTBO MO YNpaBrneHnio 6e30nacHOCTbIO CeTAMN Ans
nepcoHana, OTBETCTBEHHOrO 3a 3Ty AeATENbHOCTb, U COAEPXKUT OCHOBHbIE NOMOXEHNSA NO BbIABNEHWNIO N aHa-
nn3sy hakTopoB, UMEIOLLIMX OTHOLLEHNE K KOMMNOHEHTaM Ge30NacHOCTH CBA3N. DT hbakTopbl cneayeT yuuTbl-
BaTb NpW yCTaHOBNeHNW TpeboBaHnii No 6€30nacHOCTU CETH.

Hacroswwmii ctaHaapT ocHoBaH Ha nonoxennsx MCO/M3K 13335-4 nytem onncanna Metona naeHTMdu-
KaLuy 1 aHann3a BbIGopa KOHTPONMNPYEMbIX 30H, UMEIOLLIMX OTHOLLIEHWUE K CETEBbLIM COEANHEHUAM, C TOUKW 3pe-
HMsA obecneveHns 6e3onacHoOCTH.

AcCneKTbl 4eTanbHOro NPOEKTMPOBAHUA N TEXHUYECKOW peann3aumn KOHTPONMPYEMbIX 30H He BXOAAT B
0bnacTb NPMMeHEHUA HacToALLEero cTaHaapTa. Takue pekoMeHAaL MM NNaHNPYETCA BKNIOYUTL B pa3pabaTbiBa-
eMble MeXAYyHapOoaHble AOKYMEHTbI.

2 HopmaTuBHble CCbINKKU

B HacToAWEM CTaHAapTE UCNONb30BaHbl HOPMATUBHBIE CCbINKM HA crieayloLme CTaHAapThI:

NCO/M3K TO7498-1:1994 UNHbopmaLMOHHanA TexHoNorms. BaanmocBsasb OTKpbITbIx cucTem. basosas
3TanoHHan Mmoaensb. baszosaa mopenb

NCO/MIK TO 7498-2:1998 CucteMbl 06paboTkn mHcbopmaumn. B3aumocBasb OTKPbITbIX CUCTEM.
basosas aTanoHHasa moaenb. Yactb 2. ApxvMTeKTypa 3allmThl

NCO/M3K TO 7498-3:1997 UHcdopMaumoHHasa TexHonorus. Baanmoaenctsme OTKPLITBIX CUCTEM.
basoBas aTanoHHas Moaenb: NPUCBOEHNE MMEH 1 aapecaums

NCO/M3K TO 7498-4:1989 Cucrembl 06pabotkn nHopmauun. B3anMocBAsb OTKPbLITLIX CUCTEM.
ba3oBas atanoHHas mogensb. Yactb 4. CTpykTypa ynpaBneHus

MCO/M3IK 13335-1:2004 UHpopmaumoHHasa TexHonoms. Metogpbl o6ecneveHnsa meHepkmeHTa 6e30-
NacHOCTV MH(POPMAELIMOHHBIX M TENEKOMMYHUKaLIMOHHbIX TexHonorvi. Hactb 1. KoHuenuwum n Moaenn meHea-
XMeHTa 6e30nNacHOCTU HPOPMALIMOHHBIX ¥ TENEKOMMYHMKALIMOHHbIX TEXHONOMMIM

NCO/MIK TO 13335-3:1998 WHpopMaLMOHHAsA TeXHONOrMA. PexoMeHaaLmMm no MeHeXkMeHTy 6e3o-
NacHOCTU MH(POPMALIMOHHBIX TexHonormi. Yactb 3. Metoab! ynpasneHna 6€30nacHOCTbIO MUHDOPMAaLMOHHBIX
TEXHONOMNI

NCO/MIK TO 13335-4:2000 UHpopMaLMOHHAsA TexHONOrma. PekoMeHaaLmm no MeHeaXMeHTy 6e30-
NacHOCTU MH(POPMALIMOHHBIX TeXHONOMMIN. YacTb 4. BbiGop mep 3awmThbl

NCO/M3K 13888 (Bce1yactn) MHdopMaLumoHHas TexHonorma. Metoap! 3awuthbl. CTporoe BuinonHeHne
obazarenbcTs

MCO/M3K TO 14516:2002 WUHopMauMoHHasa TexHonommsa. PykoBoasLLme yKkasaHna No Mcrnonb3osa-
HWIO M YNPABAEHWIO YCNYraMm A0BEPUTENbHON TPETLEN CTOPOHbI

W3nanue opuumansHoe
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NCO/MIK TO 15947:2002 UNHopmaLmoHHasa TexHonorus. Metoabl 3awmntbl. OCHOBHbLIE NONOXKEHNA
no 06HapyKeHNIO NPOHUKHOBEHNS B MHCDOPMALIMOHHbIE TEXHOMOMMN

CchbInku Ha Apyrme AOKYMEHTbI, UMeIoLLME OTHOLLEHWE K pacCMaTpuBaeMon Teme, NpueBeaeHb! B GMGnu-
orpacoum [1] — [3].

3 TepmuHbLI U onpeaeneHus

B HacTosLem cTaHaapTe npumeHeHbl TepMuHbl o MCO/MIK 13335-1.

4 O603HayYeHUSA U COKpaLLeHUst

B HacToAWweM CTaHOapTe NpuMeHeHbl cnegywwne 0603HaveHuns n COKpaLeHnA:

EDI — 3NEKTPOHHbIN OOMEH AaHHbIMY;

P — npoTokon MHTepHerT;

nT — MHOPMALMOHHAA TEXHONOMNS;

MK — NepPCOHanNbHbLIN KOMMbLIOTEP;

PIN — NWYHBIN NOEHTUHNKALMOHHbIN HOMEP;
SecOPs — 3almTHbIe onepaunoHHble Npoueayphbl.
5 Crtpykrypa

Hacroswwui ctaHaapT OCHOBaH Ha cneayloweM Noaxoae: BHavarne npoBOAMTCA NPOLECe naeHTuduka-
LMW 1 aHanmaa (hakTopoB, BNUSIOLLMX HA CPEeACTBa CBA3W, B LENSAX YCTAHOBNEHUs TpeboBaHui NO ceTeBom
6e30nNacHOCTH, 1 3aTeM ONpeaenaoTCA NOTEHLManNbHbIe KOHTPONMpPYeMbIe 30Hb1. [1py 3TOM yKa3biBaeTcs, rae
MOXXHO MCNONb30BaTb COOTBETCTBYIOLLME NonoxeHus apyrmx yacren MCO/MIK 13335.

B HacToAleM cTaHaapTe NPUMBEAEHO ONUCaHME TPEX OCHOBHBLIX KPUTEPUEB MOEHTU(UKALMKN NOTEH-
LManbHbIX KOHTPONUPYEMbIX 30H B MOMOLLbL NULIAM, OTBETCTBEHHBLIM 3a obecneueHne besonacHocTn UT. 3n
KpUTEPUN PAcNO3HAIOT:

1) pasHble TUNbI CETEBbLIX COEANHEHUN;

2) xapakTepuCTUKN pa3HOW OpraHn3aLmnmn ceTn, COOTBETCTBYIOLMNE AOBEPUTENbHBIE OTHOLLIEHUS U

3) noTeHumanbHble BUABI pUCckoB 06ecneveHns 6e30NacHOCTH, CBA3AHHONO C CETEBLIMN COEANHEHUAMN
(vcnonb3oBaHMEM ycnyr, NPeaoCcTaBNAeMbIX Yepes 3TN COeaUHEHNSR).

Pe3ynbTarhl KOMOGUHMPOBaHUA 3TUX KPUTEPUEB 3aTEM NCMNONb3YIOT ANA MHANKALMW NOTEHLMANbHBIX KOH-
TponupyeMbix 30H. MpUBOANTCA TaloKe KPaTKOe ONUCaHNE NOTEHLMANbHBLIX KOHTPONMUPYEMBbIX 30H C YKazaHneM
WUCTOMHMKOB, rie OHU XapakTepu3ayloTca 6onee nogpobHo.

6 Uenb

Lle]'lb HacToswero craHaapTa — AaTb PyKOBOACTBO ANA M.CleHTMCbMKaLMM naHanusa cbak'ropos, OTHOCA-
wmxca k 6esonacHocTn cpencTs CBA3N. Om CbaKTOpr cneayeT y4utbiBaTb AnNA TOro, 4TOObI yCcTaHaBnNuBaTthb
TpeﬁOBaHWil no 6e30NacHOCTUN CETU U YKa3biBaTb Ha NOTEHUMNANbHBLIE KOHTPONNPYEMbIE 30HbI.

7 O6wee npeacraBneHue

7.1 Mpeanocbinka

FocynapcTBEHHbIE M KOMMEpUYECKUe OpraHn3aummn B GoNbLIOK CTENEeHN NONAraloTCcA Ha NCNOMNb30BaHNE
MHOPMaLMN NPKY BeAeHUM CBOETO BM3Heca. HapylueHne Taknx XxapakTepucTUK MHEOPMaLmm U yCNyr, Kak KOH-
hMaeHUNaNbHOCTb, LIENOCTHOCTb, AOCTYMHOCTb, HEOTKa3yeMOCTb, NOAOTYETHOCTL, aYTEHTUYHOCTb U 1OCTO-
BEPHOCTb, MOXET MMETb HEONAronpuaTHOE BO3AENCTBUE HA AENOBble onepaunn u GusHec opraHmsaLmn.
Mo3ToMy CyLIecTBYET HEOGXOAUMOCTL B 0becneveHnn 6e30nacHOCTU MHopMaumnm 1 ynpasneHumn 6esonac-
HOCTbIo cucteM UT B npeaenax opraHnsaumm.

Heo6xoammocTb B 06ecneyeHnn 6e3onacHocTn nHchopmMaLmm 0CoGeHHO BaXkHa B COBPEMEHHOM MHEpop-
MaLMOHHOM NPOCTPAHCTBE, TaKk Kak MHOTMe cucTeMbl T opraHn3aumin 06beanHaoTea B cetn. CeTeBble coean-
HEHNA MOrYT HaXOAMTLCS B FPAHMLIAX CAMOW OPraHn3aLmm, Mexay pasHbiM1 OPraHn3aLvaMmn u HOTAA MexXAay
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opraHusaumen 1 ceTamm o6LLero nonb3oBaHuA. FocyaapcTBEHHbIE M KOMMEPHYECKME OpPraHn3aLmmn BeayT CBOIO
AEeATENbHOCTb YHUBEPCAnbHO. [103TOMY OpraHM3aumy 3aBUCAT OT BCEX BMAOB CBA3N — OT MCMOMNb3YHOLLMX
aBTOMaTU3NPOBaHHbIE CMCTEMbl MH(OPMALMOHHOrO OBCNYXMBaAHUSA A0 MCMONb3YIOWMNX «KNAcCUYecKme»
cpepactea. Mx noTpeGHOCTM B CeTAX AOMKHbI ObiTb YAOBNETBOPEHLI, NPW 3TOM 06ecneveHnio 6e30nacHOCTM
ceTel npuaaeTtcs Bce 6onbLuee 3HaveHne.

PekoMmeHgauum no naeHTnmkaumm n aHanusy hakTopoB, OTHOCALLMXCA K 06ecnedeHnio 6e3onacHOCTH
CPEACTB CBA3N, NpuBeAeHbI B 7.2. TN (hakTopbl crneayeT NPUHUMaTh BO BHUMaHWE ANS TOro, YTo6bl ycTaHaB-
nvBaTtb TpeboBaHNsA kK 6e30NacHOCTU CeTeN M yka3blBaTb Ha NOTEHLUMANbHbIE KOHTPONVPYEMbIE 30HbI. OTW NPO-
Liecchbl Gonee nogpo6HO paccMOTPEHBI B NOCNeayoLWmMX pasaenax.

7.2 Mpouecc naeHTudpuxkaumm

Mpu paccMOTPEHNN ceTeBbLIX COeANHEHNIN BCEM OTBETCTBEHHBLIM CeLuannucTaM opraHnsaumum cnegyet
4YeTKO NpeacTaenATb cebe TpeboBaHMsA BU3HECA U NPENMYLLECTBA KOHKPETHbIX CpeacTB cBA3KN. Kpome Toro,
cneumanucTbl U apyrve nonb3oBaTeny CoeANHEHUI AOMKHbI OblTb 0CBEAOMMNEHbI O pUCKax obecneyeHuna 6e30-
NacHOCTM M COOTBETCTBYIOLLMX KOHTPONMPYEMbIX 30HaX CETEBLIX coeanHeHuin. TpeboBaHms GusHeca n npeu-
MywiecTtea B obecnedeHnn 6e30nacHOCTVM OKa3blBalOT BMAWSHWE Ha MHOTME peLleHVs W OelcTBuS,
OCyLLEeCTBNAEMblE B NPOLECCE PACCMOTPEHNSA CETEBLIX COEANHEHWI, BbISBNEHUS KOHTPONMUPYEMbIX 30H U
nocneayoLLero BbiGopa, NPOEKTUPOBaHWS, BHeAPEHWS U NoaaepKaHnsa 6e30NacHOCTM C NOMOLLbIO 3aLLMTHbIX
mep. CnenoBaTenbHO, B TeYEHWe BCEro npoLecca cneayet NOMHUTL 06 3Tx TpeboBaHusx BraHeca n oxvaae-
MbIX NpenmyLLecTBax. Ina Toro, YTobbl MAeHTUMNLNPOBATL 3aaaHHbIe TPeGoBaHMSA 6e30NacHOCTU, MeloLLIe
OTHOLLIEHMNE K CETU, M KOHTPONMPYEMbIE 30HbI, HEOGX0ANMO PELUNTL CReaytoLme 3aaaum:

- aHanu3 obwwmx TpeboBaHn k 06ecneyeHnio 6e30NacHOCTM CETEBbLIX COEANHEHWI, N3NOXEHHBIX B NOMK-
Tnke 6esonacHocTy UT opraHnsaumm (cMm. pasaen 8);

- @aHanu3 ceTeBOW CTPYKTYPbI N €€ NPUMEHEHNS, KOTOPbI MMEET OTHOLLEHUE K CETEBLIM COEAUHEHUAM,
4YTO6 bl UMETb HEOOXOANMYIO OCHOBY ANA BbINONHEHUS MOCMeAYOWMX 3aaaY (CM. pasaen 9);

- nAEHTUUKaLMA TMNA UNW TUNOB PAacCMaTPUBaEMOro COeanHeHNA ceTu (cM. pasaen 10);

- @aHanu3 xapakTep1CTUK NPeanoXeHHOro 06 beanHeHna B ceTb (MCNONb3YA NPU HEOBXOAUMOCTU UMEID-
LLyCA MHOPMaLMIO O NPUMEHEHUN CTPYKTYPbl CETU) U CBA3AHHLIE C 3TUM AOBEPUTENbHbLIE OTHOLLEHUA
(cMm. pazgen 11);

- onpeneneHne BUOOB pUCKOB 6830NacHOCTH, ECINN 3TO BO3MOXHO, C MOMOLLbIO aHanu3a puckoB 1 ynpas-
NeHnA pe3ynbTaTaMun NPOBEAEHHONO aHanNW3a, BKNiouas OLEHKM AENOBbIX OnepaLmin n tHGopMaumio, KOTOPYIO
npeanonaraeTcs nepejaBaTh Yepe3 CoeauHEHNA, U NoGyIo ApYryio MHOPMALMIO, NOTEHUMANBHO AOCTYMHYIO
AN HeCaHKUMOHNPOBaHHOIO NOMYy4YeHNA Yepes 3TU coeauHenus (CM. pasaen 12);

- NASHTUDUKALNA NOTEHLMANBHO KOHTPONUPYEMbIX 30H, KOTOPbIE MOryT GbiTb MCNONb30BaHblI HA OCHOBE
aHanusa TMna(oB) COEAMHEHNA U XapakKTePUCTUK OPraHM3aLnn CETU U CBA3aHHbLIX C 3TUM AOBEPUTENbBHLIX
OTHOLLEHWIA, a TaKXe BUAOB yCTaHOBNEHHLIX pyUckoB Be3onacHocTH (cM. pasaen 13);

- paspaboTka AOKYMEHTaLUMN N aHanu3 BapuaHToOB CTPYKTYpbl obecneyeHna 6e30nacHOCTH (CM. pas-
nen14);

- pacnpegeneHue 3aaay no AeTanbHOMY BbIOOPY 3alUMTHBLIX MeP, MPOEKTUPOBAHNIO, PEannu3aLmmn n nx
06CnyX1BaHMIO, UCNONb3YA MAEHTUMOUUNPOBAHHbIE NOTEHLMATNBHO KOHTPONUPYEMbIE 30HbI M COTNACOBaHHYI0
CTPYKTYpY 06ecneveHuns 6e3onacHOCT (CM. pasaen 15).

O6wume pekoMeHaaLUMM No nAeHTUUKaLUK 3aLmnTHBLIX Mep coaepxatca B UCO/MIK TO 13335-4.
Hacroawwun ctaHpapt gononHusaet MCO/MIK TO 13335-4 n npeacraBnsaeT npouecc Buibopa nogxoas-
LMX KOHTPONUPYEMBbIX 30H C TOUKM 3peHna obecneveHns 6e30nacHOCTU, CBA3aHHOWN ¢ NOAKNIOYEHUAMM K
CeTAM CBA3M,

O6wwmii npouecc naeHTMUKaLIMN M aHanNn3a (HakTOPOB, OTHOCSLLIMXCSA K CPeACTBaM CBA3, NPEACTaBeH
Ha pucyHke 1. PakTopbl, OTHOCSLLMECS K CPeACTBaM CBA3WN, crielyeT NPUHUMaTb BO BHUMaHue Ans TOro, YTo6bl
ycTaHaenmBaTb TpebosaHus k o6ecneveHmnio 6e30MacHOCTU CETU U YKasblBaTb HA NOTEHUMANbHbLIE KOHTPONK-
pyeMble 30HbI. Kaxabiii aTan aToro npouecca noapobHO M3NOXeH B NOcNeayowmnx pasaenax HacToawero
cTaHaapTa.

Ha purcyHke 1 cnnoLwHbIMK NIMHUAMU NPEACTaBIEH rMaBHbINA NyTb Npouecca. MyHKTMPOM OTMeueHbI cry-
Yau, koraa Buabl pucka obecneveHns 6e30NacHOCTU MOTyT ObITb YCTAHOBEHbBI HA OCHOBE Pe3ynbTaToB X aHa-
Nn3a 1 ynpasneHns pesynbTaTtaMm 3TOro aHanuaa.
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AHanu3 nonutuim 6eso-
nacxoctv UT opranmsa-
uwvu (paznen 8) _l

AHanus cTpykTyp ceTn
1 UX NPUMEHEHUA
(paspen 9) —l

WUpeHtudukauus Tunos
CcoeAUHEHUs! CeTH
(paspen 10) _l

AHanus xapaxTepucTuk
OpraHu3aLWK CeTH U A0-
BEPUTENbHbIE OTHOLIEHNA _I

(paanen 11)

0630p aHanuaa puckos
6 HOCTH
OnpepeneHye BuaOB puc- ¥ PE3yNLTaTLl MEHEAKMEHTA

«oB BesonacHocTH —l (pasgen 12 8 UCO/MIK

(pasnen 12) 13335-3 u MCOIMOK
13335.4)

Onpegenexue noteHun-

ankHbIX 6e30NacHLIX 30H
(aanen 13) —l

JokymeHTauus u aHanus
cTpyxTyp GesonacHocTi
(pasnen 14) —1

MoaroToeka k pacnpenene-
HUIO saaay no BLIGOpY
SaLUMTHBIX MEP
(paanen 15)

PucyHok 1 — lMpouecc naeHtTndunkaumm u aHannsa akTopos, OTHOCALLUMXCA K CpeacTBam CBA3N
W BeAyLWMX K ycTaHoBneHuto TpebosaHuii 6e30nacHoOCTN ceTn

B pononHeHue K rMaBHOMY MYTW NPOLIECCa Ha HEKOTOPbIX 3Tarnax MOXeT BO3HUKHYTb HEOBX0ANMMOCTb
BEPHYTLCA K pe3ynbTaTtaM npeabiayLwmx 3Tanoe A9 coOXpaHeHns NocneaoBaTenbHOCTH, B Y8CTHOCTY, K 3Ta-
nam «AHanu3 nonuTMKM opranmsauum no 6esonacHocTn UT» M «AHaNM3 CTPYKTYp CeTn 1 UX NPUMEHEHNINY.
HanpvMep B cneaylownx cuTyaumnax:

- nocne ycTaHOBNeHUs pucka obecnedeHns 6e30nacHOCTU MOXET NoTpeboBaTbCA aHanM3 MonMTUKK
6e3onacHocTn T opraHn3aumm , €Crnm 4To-TO HE YUTEHO Ha YPOBHE NONUTUKK;

- €CNV NPU NAEHTUUKALMN NOTEHLUMANbHBIX KOHTPONMPYEMbIX 30H HE06X0ANMO NPYHMMATL BO BHUMA-
Hve nonuTuky GesonacHocTn AT opraHuaaumm, NOTOMY YTO B HeW MOXeT GblTb 3a4aHo, YTO onpeaeneHHas
6e30nacHOCTb A0MXHA GbiTb peann3oBaHa no BCen OpraHn3aLmnm, He3aBUCMMO OT PUCKOB;

- ecnv Heo6xoanMo obecneynTb COBMECTMMOCTb Npu Bbibope BapuaHTa CTPYKTypbl 6e30nacHoCTN m
npoBeAeHNA aHann3a CTPYKTYP CeTU U UX NPUMEHEHUA.

8 AnHanus Tpe6oBaHun nonuTuku 6e3onacHocTu UT opraHusauum

MonnTrka opraHmnsaumm no GesonacHocTn UT BrntovaeT B ceba pelleHns o Heo6xoanuMocTn obecnedye-
HNA XapPaKTepUCTUK KOHCbVIp,eHLLMaJ'IbHOCTM, LLeNOCTHOCTU, HEOTKa3yeMOCTN, NOAOTHETHOCTU, AYTEHTUYHOCTU
1 AOCTOBEPHOCTU Nepeaadmn/nprema coobLLEeHWI, a Takke B3rnsabl Ha TUMbI yrpo3 u TpeGoeaHua 6e3onacHoc-
™, nmetne HenocpeacTBeHHOE OTHOLWWEHME K CeTEBbIM COEANHEHUAM.

Hanpumep, B COOTBETCTBWM C NONMTUKOM OpraHnsaumm no 6esonacHoctn T cneayeT NPUHATL pelueHne
O TOM, 4YTO:

- [LOCTYMHOCTb HEKOTOPbIX TUNOB MHPOPMaLMK UK YCIYT SBNAETCA NPEAMETOM PacCMOTPEHUS;

- HUKaKne coeanHeHNA He paspeLlaloTcs Yepes KOMMYTUPYEMble NUHUN CBA3N;

- BCe coeanHeHund ¢ |/|HTepHeT AOMKHbI ObITb Hepes nepexoq MexXceTeBOro 3KkpaHa;

- AOMXeH NPUMEeHATbLCA KOHKPETH bIV TMN nepexona MexceTeBoro 3KkpaHa;
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- HUKaK1e NNaTexHble MHCTPYKLIMKM He SBNSIOTCA AeNCTBUTENbHBIMM Be3 LndpoBoi NoanucH.

Takue pelieHns, MHeHVA 1 TpeboBaHus, NpuemMneMble B MacLUTabe opraHvn3aumm, AOMKHb! ObiTb NPUHSA-
Thl BO BHUMaHWe Npu onpeaeneHnn BUAOB pucka obecneyeHns 6esonacHocTu (CM. pasaen 12) nnaeHtnduka-
LUMU NOTEeHUMaNbHbLIX KOHTPOMMPYEMbIX 30H ANA ceTeBblX coeanHeHwn (cMm. pasgen 13). Mpu Hannuum
Kaknx-nmbo TpeboeaHuin k o6ecneyeHnio 6e30nacHOCTV OHM MOTYT GbITb NOATBEPXKAEHbI JOKYMEHTaMM B BUAE
npeaBapuTenbHOro NepeyHs MOoTeHUManbHbIX KOHTPONMMPYEMbIX 30H W, NpU HEOGXOAMMOCTH, OTPaXeHbl B
BapuaHTax CTPYKTypbl o6ecneyeHuns 6esonacHocTn. Mecto aokymMeHTa no nonntuke 6esonacHoct UT B pam-
Kax noaxona opraHusaumm k 6esonacHoctn UT, ero conepxaHue v OTHOLLEHUE C APYIMMMN aHanormyHbIMK
AokyMeHTamu npueeaeHsl B UICO/M3K TO 13335-3.

9 AHanus CTPYKTyp CeTU U UX NPUMEHEHUS

9.1 BBegeHue

BeinonHsioT cneayowmne nocnegoBaTenbHble 3Tanbl NPoLecca NOATBEPXKAEHWS NOTEHUMaNbHbIX KOHT-
ponNpyeMbIX 30H, T.€. UAEHTUOULMPYIOT:

- TUMNbl COEANHEHNA CETU, KOTOPbIE NNaHNPyeTCa NCNONb30BaTh;

- XapaKkTepUCTUKN CETU U COOTBETCTBYIOLLMX BOBMEYEHHbIX AOBEPUTENbHbLIX OTHOLLEHWIA;

- BUAbI pucka obecneveHns 6e30nacHOCTU.

Cnncok NoTeHUManbHbIX KOHTPONMPYEMbIX 30H (a No3gHee COOTBETCTBYIOLLMX NPOEKTOB 6630NacHOCTM
onpeneneHHOro CoeANHeHWs ) BCeraa cneayeT COCTaBNATb B KOHTEKCTE CTPYKTYPbI CETH, YKE CYLLECTBYIOLLEN
UM NNaHNPYEMOW K UICMONb30BaHMIO, N €€ NPUMEHEHNS.

Taknm 06pa3om, criegyeT 06CTOATENBHO M3YUYNTb COOTBETCTBYIOLLYIO CTPYKTYPY CETU M €€ NPUMEHEHNE
AN TOoro, 4To6bl 06ecneunTb HEOGX0AMMOE NOHNMAHWE M KOHTEKCT NOCNEAYIoLLMX STaNoB NPOLECCa.

Mpw BLIACHEHUN 3TUX ACNEKTOB, MO BO3MOXHOCTU, Ha paHHe CTaanv NPOoLLECC MAEHTUMMKALMM COOTBET-
CTBYIOLLUMX KpMTEPUEB OnpeaeneHnsa TpebosBaHuii k 06ecneyeHnto 6e30NacHOCTH, BbIABNEHNA NOTEHLUMANbHbIX
KOHTPOMNMPYEMbIX 30H U YTOMHEHNSA 6e30MacHo CTPYKTYpbl cCTaHoBUTCS 6onee adhdeKkTUBHbIM. PesynbTaTtom
aToro npouecca 6yaet BbIbop HanGonee BbINONHUMOTO pelleHns No obecneveHno 6esonacHocT (M. 9.2 n
9.5).

B 10 e Bpemsi pacCMOTpPeHWe CTPYKTYPHbIX aCMEKTOB CeTU U NX MPYMEHEHUe Ha paHHel cTagumn npeao-
cTaBnaeT BO3MOXHOCTb N5 aHann3a 1 BO3MOXHOFO NepecMoTpa 3TUX CTPYKTYP, ECAN NPUEMNEMOE pelleHne
obecneveHns 6e30nacHOCTV He MoXeT 6biTh peanbHO BLINONHEHO B Npeaenax MMeIoLWenca CTPYKTYPb! CeTH.

B npouecce NpnHATUA pelleHns O CTPYKTypax CeTh U nx NpumeHeHnn Heo6xoanuMo paccMaTpueaTh pas-
Hble UX acMeKTbl, B TOM Y1cne:

- TUMbI CETH;

- NPOTOKONbI CETY;

- NPUMEHEHNE CEeTN.

HexkoTopble BOMPOCH! ANA aHanu3a 3TMX acnekTos paccMOTpeHbl B 9.2 n 9.4, npyrme — B 9.5.

O6Lwee pykOBOACTBO NO CTPYKTYPaM CETU UMX NPUMEHEHNI0 — B cTaHaapTaxcepum UCO/MIKTO 7498.

9.2 TvunblceTn

B 3aBrcMMOCTM OT NNOLLAAN passepTbiBAHNA CETU NOAPA3ASNAIOT Ha crneaylome TUNbI:

- NoKarnbHble (BbIYMCNUTENBHbIE), UCNONB3YEMbIE AN MECTHOFO COEAVUHEHNS CUCTEM;

- permoHanbHble (BbIYMCNTENBHbIE ), NCNONb3yeMble ANA COeANHEHNS CUCTEM B Npeaenax pernoHa;

- rnobaneHble, NCMoMNb3yeMble ANA COeaAMHeHns cucteM B 6onee LWMpokux MacluTabax, 4em permoHanb-
Hble, BNMNOTb A0 FMo6anbHbIX.

9.3 MpoTokonbl ceTn

PasHble NPOTOKONbI UMEIOT CBOW XapakTepncTnkn obecneverHns 6esonacHocTn n TpebyloT cneumansHO-
ro PacCMOTPEHUS, Hanpumep:

- MPOTOKONbI KONNEKTUBHOIO MONL30BaHUA CPeaon MCMONb3YIOTCA MaBHbIM 0OpPa3oM B MNOKanbHbIX
ceTsX (MHoraa B Maclutabe pernoHa) n 06ecneynBaloT MeXaHU3Mbl PErynNMpPOBaHUs KONNEKTMBHOTO UCMONb30-
BaHMA cpeabl Mexay cuctemamu. [Npn KONNEKTMBHOM MCNONb30BaHWKN cpeabl BCs MHpopmaums husnyeckn
[OCTYNHA C NOMOLLbIO BCEX NOACOEANHEHHBIX CUCTEM;

- MapLUPYTHblE MPOTOKONbI MCMOMNb3YIOTCA ANA ONpeAeneHna NyTn Yepea yanbl, MO KOTOPbIM MHOPMa-
LA pacnpocTpaHseTcs B Npeaenax NokanbHbIX 1 permoHanbHbix ceTen. UHopmaums omsmnyeckn 4OCTYNHA
NS BCeX CMCTEM BAOSb MapLUPYTa, KOTOPbIA MOXET OblTb CNy4anHO nn NpeaHamMmepeHHO N3MEHEH.

MpoTokonbl MOryT 6bITb NPUMEHEHBI HA Pa3HbIX CETEBLIX TOMOMNOMMAX, HAaNPUMEP B BUAE LLIMHbI, KOMNbLIa
1nu1 3Be3abl, C peanusaumen Yepes GecnpoBoaHbIE MNK ApYrne CPEACTBa CBA3M, KOTOPbIE MOTYT OKa3biBaTb
DononHUTensHoe BnusiHve Ha obecneveHne 6e3onacHOCTN.
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9.4 CeTeBble NPUINOXEHNA

Tvn NpUNOXXeHUH, UCNONb3yeMbIX B CETU, HE0OX0ANMO PpacCMaTpUBaTL B KOHTEKCTE 0becneveHnn 6e3o-
NacHOCTW, N TUMbl MOTYT BKNIOYaThb B cebs:

- NPUNOXXEHME HAa OCHOBE AMYNSALMKN TEPMUHANA;

- NPUNOXXEHME HA OCHOBE 3aMOMMHAIOLLEro YCTPOMCTBA (MPSIMOrO NPUMEHEHNS UMW NPOrPaMMbl NNaHN-
poBLmMKa);

- CepBepPHbIC NPUNOXKEHUA KNUEHTa.

9.5 [lononHMTenbHOEe CooOOpaxeHne

Mpw aHann3e CTPYKTYpbl CETU U €€ NPUMEHEHUA CNeayeT pacCMOTPETb CYLLECTBYIOLLME CETEBbIE BXOASA-
LMe NNn ncxoasiLve CoeAMHEHNS B Npeaenax opraHM3auwm, a Takke CeTb, C KOTOPON NpeanaraeTca coeanHe-
Hue. CyllecTByIOLLME COeANHEHMS OPraHn3aLmMn MOryT OfPaHNYMBaTL UNK HE AONYCKaTb HOBbIE COEIMHEHUS,
HanpuMep No YCNOBUSIM COTNaLLEHUI N KOHTPaKToB. MpUCyTCTBME APYMMX BXOAALMX NN MCXOASALLMX COeau-
HEHWI CeTN, KKOTOPOM TpebyeTcA coeAuHEHNE, MOXET BHECTU IONONHUTENLHYIO YA3BUMOCTD W, crieioBaTenb-
HO, cO3AaTb puckn OGonee BLICOKOTO YpPOBHA, NOTpeboBaB Oonee BbICOKOW Ge3onmacHocTM w/mnu
AONOSIHUTENbHbIX 3alUTHbLIX MEP.

10 UpaeHTUduUKaumua TMNOB CETEBOro COeAUHEHUA

CyLI.l,eCTByeT MHOro 0AHOPOAHbLIX TUNOB CETEeBOro COeANHEeHUA, KOTOpPble MOXeT NCNoNb30BaTb OPraHn-
3aums. HekoTopble THMbl COEANHEHWI MOTYT ObITh OCYLLECTBNEHDI Yepe3 YacTHbIE CETU (AOCTYN OrpaHNYEeH A0
M3BECTHOTO coobLlecTBa), Apyrme — yepes ceTb 06LLEero NoNL30BaHWA (A0CTYN NOTEHUMANbHO pa3peLleH Ans
no6on opraHn3aLmm MnNu KOHKPETHOTo Nuua). [lanee 3T TUNbI CETEBOTO COEANHEHNS MOTYT ObITb MCMONb3OBa-
Hbl 4119 NPEAOCTaBNEHUS pa3HOOBPa3sHbIX yCNyr, HaNpPUMep ANEKTPOHHOM NoYThl unu EDI, 1 ana npumeHeHna
cpeacts ceten NHTepHeT, MHTpaHeT uny JkCcTpaHeT, Kaxaas 3 KOTOpbiX MOXET NoTpeboBaTh OTAENbHOIO
paccMoTpeHnsa 6esonacHocTU. Kaxaplil U3 TUNOB COeAVHEHMIA MOXKET MMETb Pa3Hble YA3BMMOCTU 1, CNeaoBa-
TenbHO, COOTBETCTBYIOLLME PUCKM DE30NacHOCTH, KOTOPbIe, B KOHEYHOM cueTe, NoTpebyloT pasHoro Habopa
3aLMTHBIX Mep.

MyTb pacnpegeneHunsi No KATEroOpMAM OQHOPOAHbLIX TUMOB CETEBOrO COeANHEHUSA, KOTOPOE MOXET NoTpe-
6oBaTbCA AN GM3HECa, C oNUcaHneM NpUMepa, NOKa3aHHOro ANA KaXAOoro TUNa, NpeacTaBneH B Tabnuue 1.

Mpwn AOMKHOM y4eTe ceTeBbIX CTPYKTYP M UX NPUMEHEHUA (CM. pasaen 9) cneayeT BbiGpaTb OAUH UnNu
Gonee TMNOB, MPEACTaBNEHHbIX B Tabnuue 1 M noaxoasaLmx AnNa paccMaTPUBaEMbIX CETEBbIX COEANHEHWI.

Cnepyet 3aMeTUTb, YTO OQHOPOAHbIE TUMbI CETEBOIO COEANHEHNA, N3NOXEHHbIE B HACTOSILLIEM CTaHAAP-
Te, MOryT GbiTb OPraHN30BaHbl M pacnpeaeneHbl No KATEropruaM NPENMYLLECTBEHHO C TOYKW 3pEeHUs Nepcnek-
TMB GU3HeCa, a He TEXHUYECKUX CPEACTB. ITO O3HAYAET, YTO ABA PA3HbIX TUNA CETEBOrO COeANHEHUS MOTYT
GbiTb MHOTAA Peann3oBaHbl aHANOMMYHbIMU TEXHUYECKUMU CPEACTBAaMU, N B OQHUX CNy4asaX 3aLiUTHbIE Mepbl
MOrYT GbITb Kak OANHAKOBLIMW, TaK 1 (B APYrMX CNYYasX) pasHbiMu.

Tabnuya 1 — Tunbl ceTeBOro coeanHeHna

Homep

nyHKTa Tun ceTeBoro coeauHeHUn Mpumep

10.1 CoeanHeHne B npepenax OAHOW B3aMMHaa cBA3b Mexay pasHbiMKU YHacTAMU OAHON U TON Xe
KOHTPONUPYEMOW TEeppuUTOpUM Opra- | opraHusauunm B npeaenax OAHOM U TOW e KOHTPONUpYyeMon
HU3aummn TeppUTOpUN, T.€. OANHOYHOE KOHTPONUpyeMoe 3AaHue unu no-

melleHue

10.2 CoeauHeHne mMexay pasHbiMu B3aumHaa cBa3b mexay peruoHanbHbiMu odmcamn (MW/unun
TeppUTOpUanbHO yAaneHHbIMU Yac- | pernoHanbHbIX 0UCOB C MECTOM PacronoXeHUa ronosHoro oduca
TAMW OQHOMN U TOW Xe opraHn3auum KoMnaHum). B 3TOM TuUne coeauHeHus GONLLWMWHCTBO MNONL3O-

BaTenen (ecnn He BCe) UMEIOT BO3MOXHOCTb MOAKNIOHYEHUS K
cuctemam UT, pocTynHbIM 4vepe3 ceTb. OAHako He BCe MONb-
30BaTeNM B Npeaenax opraHusauum HaaeneHbl NONHOMOYUAMM AN
DOCTyna KO BCEM MPUNOXEHUSM Unu uHdopMaumm (T.e. Kaxaoe
NOAKNI0YeHUe NoNb3oBaTens OCYLECTBNSAETCA B COOTBETCTBUMN C
npeAocCcTaBNEHHbIMU NPUBUIEMUAMM).

OauH aocTyn U3 ApYro 4acTu OpraHM3aumn MOXET CRyXwTb
AN AUCTaHUMOHHOTO TeXHUYecKoro obcnyxmsaHuns
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Homep
Tun ceTeBoro coeanHeHus Mpumep
nyHKTa
10.3 CoeauHeHuss Mexay y3noMm CBAsn Wcnonb3oBaHne paboTHMKaMM MOOGUNBLHBLIX  TepMUHaNoOB
opraHusauum u nepcoHanom, pato- | o6meHa aaHHLIMM (HanpuMep NPOAABLIOM, MPOBEPSIOLLUM Hanuyne
TalWwUM B MecTax, yAaneHHbIX OT | 3anaca OT MoKynaTtens) unu yctaHoBneHne paboTHUKaMn AucTaH-
opraHu3aumm UMOHHbBIX NIMHWI CBA3N C BbIYUCNUTENBHOW CUCTEMOI OpraH1M3auum
M3 Aoma unu ApYroro yaaneHHoro Mecra, He CBSI3aHHOro yepes
ceTb 3TOW opraHusaumn. B 3aToM Tune ceTeBoro coeauHeHus
nonb3oBaTenb UMeeT NONHOMO4US UCMONb30BaTL CBOIO NOKaNbHYIO
cuctemy
104 CoennHeHna mexay pasHbIMK Cea3b Mexay AByMA unu GONbLUMM YUCNOM OpraHusaunii B
opraHusauuaMn B rpaHuuUax 3akpbl- | cnydae, ecnu cyllecTeyeT notpebHocTb GusHeca cnocobeTBoBaTH
Toro coofLlecTBa, HanpuMmep MO | SNEKTPOHHLIM TpaH3aKUMAM (Hanpumep SMNEKTPOHHLIA NepeBoA
NPUYMHE KOHTPaKTHBIX WUNWM ApYrux | nnatexen B 6aHKOBCKON chepe AeATenbHOCTH). 3TOT TUN coeau-
3aKOHHbIX 00A3bIBAIOWMX CUTYaLUIt | HEHWUS aHanorMyeH Tuny no NyHkTy 10.2, 3a UCKNIDYEeHUeM Toro, 4To
unu nHTepecos usHeca (6aHKOBCKUX | coeanHsiemMble y3nbl CBA3W MpuHagnexat Asym unu 6Gonee
onepaLmin Unu CTpaxoBaHus) opraHnsauusaM, U coeauHeHUs He npeaHasHadveHbl obecneumBarb
DOCTYN KO BCeMy nNakeTy MNpUNOXeHWW, UCMONb3yeMbIX KaXaoMn
yyacTByiowen opraHnsaumen
10.5 CoeauHeHna ¢ apyrumu  opra- CnepyeT nmeTb yaaneHHble 6a3bl AaHHbIX, NoAAepKUBaeMble
HU3aUMaAMn APYFUMKW OpraHusauuamm (Hanpumep depes npeaocTaBnsemMble
ycnyrn). B aTomM Tune ceTeBOro coeguHEHWUs! BHELUHSIS OpraHu-
3aumsa, K uMHGOpMauMn KOTOpOi paspeluaeTcs AOCTyn, 3apaHee
HajenseT WHAMBMAYaNbHBLIMA MONHOMOYMSAAMM BCEX MNOMNb30Ba-
Tenewn, B TOM YMCNe U3 COeaUHSIILINX opraHu3aumii. OgHako, xoTs
BCE MONb30BaTENU 3apaHee HaaenslTCA TakuMU MONHOMOUYUAMN,
HeT BO3MOXHOCTM MpPOBEPKN MNOTEHUManNbHLIX Monb3oBaTenemn
MHaye 4eMm 4Yepe3 MXx cnocobHOCTb MNaTuTb 3a npeanaraemble
ycnyru.
CnepyeT vMeTb Takke AOCTYN K NPUNOXEHUAM B CUCTEMax
opraHusauum, xpaHswen unm obpabaTtbiBaoLlen TeXHONOrnYeckyo
MHOpMaLMIO, KkoTopas MoxeT ObiTb npeaocTasneHa nonb-
30BaTensAM U3 BHELLHUX OpraHusaumii. B Takux ycnosusix BHeLWIHNe
nons3osartenu 66inm 66l M3BECTHBI U YNONHOMOHEHbI
10.6 CoepauHeHne ¢ oAHOPOAHBIMK 00- Monb3oBatenu n opraHnsauum MoryT UHULMUPOBaTL AOCTYN K

nactamu o6Lero NoNbL30BaHNsA

oblwmnm 6aszam AaHHbIX, BeG-caliTam WWUNKU SNEeKTPOHHOW nouTe
(4epe3 WHTepHeT) B cnydae, ecnu 3TO AenaeTca C Uenblo
nonyyYeHns unu nepegadn nHbopMauum Mexay aboHeHTamMn nnm
y3namm cBs3W, KOTOPbIE OPraHus3auusa CheuuanbHO 3apaHee He
Hagenuna nonHoMouusamu. B 3Tom TuUne coeauHeHWa nonb3o-
BaTenu opraHusaumMm Mornu 6bl UCNONbL30BaTh YNOMAHYTbIE Bbille
cpeactBa AnNA OPraHU3aLMOHHBbIX (BO3MOXHO Aa@Xe YacTHbLIX)
Lueneil, oAaHaKO OpraHW3auMsA B TakoM Cryyae KOHTponupyeT
He3HauuTenbHbI 06beM nepenasaemMoit MHGOPMaLUN.

HocTyn moxeT 6bITb UHULMNPOBaH BHELUHUMU NONb30BaTENAMU
cpeacTs opraHusauum (4epes HTepHet). B aTom Tune ceTeBoro
COeOVHEHNA OpraHu3auMsA He MOXeT MepCoOHaNbHO CaHKUMO-
HWpoBaTb AOCTYN ANSA KOHKPETHbIX BHELWHWX nonb3osaTenei
3apaHee

11 AHanu3 XapakTepucTUK CETU U CBA3aHHbIX C HUMU
OOBepPUTENbHbIX OTHOLWEHUNA

11.1 XapakTepucTuku cetun

XapakTepucTnkm CyLLECTBYIOLLIMX MNW NNaHWPYEMbIX CETEN cneayeT perynspHo nepecMmatpusatb. Oco-
©EeHHO BaXXHO BbIACHUTD:

- ABNSAETCA N CETb CETbIo OBLLIEro NONb30BaHMA M 4OCTYNHA NW AN No6oro aboHeHTa;

- YacTHas N 3TO CeTb, COCTOALLAS N3 COOCTBEHHbIX NN apEeHO0BaHHbIX NIMHWUIA CBA3M Y NO3TOMY CUUTAIO-
waacsa 6onee 3alULLIEHHON NO CPABHEHUIO C CETLIO OBLLENO NONb30BaHUS.



rOCT P NCO/M3K TO 13335-5—2006

BaxkHO TaloKe 3HaTb TUN AaHHbIX, TPAaHCNOPTUPYEMbIX CETbIO, Hanpumep:

- ceTb Nepeaayn AaHHbIX, NpeHa3Ha4YeHHasn raBHbLIM 06pa3om Ana 06MeHa AaHHBIMU C UCNIONb30BaHN-
€M COOTBETCTBYIOLLMX NPOTOKOIOB;

- ceTb ANA peyveBbix co0bLEeHU, NpeaHasHavYeHHas aAna TeNeOHHOWN CBA3M, HO TakKe Ncnonb3yemas
ANA nepeaayn AaHHbLIX;

- ceTb, obecneynBaloas TeneoHHYI0 CBA3b U Nepeaady AaHHbIX.

Llenecoo6pasHa Takke MHGOPMaLWA O TOM, SABNSAETCA N CeTb KOMMYTUPYeMon nnn obecneumsaet
CBSA3b C KOMMYTaLMeN NakeToB COOBLLEHNIA.

Cnepyert Takxe onpeaenuTb, ABNSETCA N COeANHEHNE NOCTOAHHLIM UNW YCTaHaBNMBaETCA No NnoTped-
HOCTW.

11.2 [JoBepuTeNbHbIE OTHOLIEHUA

MockonbKy XapakTEPUCTUKN CYLLECTBYIOLLMX UNN MPEANOXKEHHbIX CeTeN yxKe MASHTUMDOULIMPOBAHDI 1, Kak
MWHUMYM, YCTaHOBIMEHO, ABNSETCA N ceTb 06Lwen nm 4actHom (11.1), To Heo6XxoAMMO MAEHTUPNLUPOBATL
CBA3aHHble C HUMK OOBEPUTESIbHbIE OTHOLLEHUA.

Bo-nepeblx, HEO6X0AMMO MAEHTUMDULNPOBATL AOBEPUTENBLHYIO cpeay(bl), CBA3aHHYIO(ble) C CETEBbLIM
COEeAMHEHNEM C MOMOLLLIO NPOCTOM MaTpULbI, PeaCcTaBneHHON B Tabnuue 2.

Tabnuya 2 — XapakrepucTUKu AOBEPUTENBHON cpeabl

DosepuTentHas cpepa XapaktepucTtuka
Huakas CeTb ¢ HensBeCTHbIM coobLLEeCTBOM Nonsk3oBaTtenen
CpeaHss CeTb C M3BECTHbIM COOOLUECTBOM NOnb3oBaTenei U B npeaenax 3aMKHYTOro AenoBoro

Kpyra (Gonee oaHoI opraHnsavmm)

Bbicokas CeTb ¢ Hen3BeCTHbIM COOGLLECTBOM NONb30BaTENEN TONLKO B Npeaenax opraHusaumum

Bo-BTOpbLIX, TEKYLLAA AOBEPUTENBHAA Cpena (HU3Kan, CPeaHAS, BLICOKaN) 10MKHA OTHOCUTLCA K NpUMe-
HYMOW XapaKTepnCTMKe CeTn (OBLLEN NN YaCTHON) M TMNY UCNONb3YEeMOro coeanHeHus ceten (cm. 10.1—10.6)
ANS YCTaHOBNEHNA AOBEPUTENBHbIX OTHOLLIEHUI. 3TO MOXET ObITb CASNAHO C MOMOLLbIO MATPULILI, NPeacTaB-
neHHow B Tabnuue 3.

Tabnuya 3 — VaeHTudmkaumsa noBeputenbHbIX OTHOLWEHUIA

HoseputencHas cpeaa
Tun coeauHeHus cetu (cM. pasaen 10)
Huskas CpepaHsis Beicokas
CeTb 06Wero nonb3oBaHUs 10,6 10,4 10,2
10,5 10,3
YacTtHana ceTb 10,4 10,4 10,1
10,5 10,5 10,2
10,3

OnpeaeneHne kKaTeropumn NS Kaxaoro AoBepUTENLHOrO OTHOLEHNUS — NO Tabnuue 3. Bce BO3MOXHble
KaTeropuv NpeacTasneHsl B Tabnuue 4.

Tabnuuya 4 — Kateropuu AoBepUTENBHBLIX OTHOLLUEHWUI

KaTeropma AOBEePUTENbHOro OTHOLLUEHUA Xapam‘epucmxa
Huskas/obLwan Huskoe posepue n ucnonbsosaxune obuiein cetn
CpenHsis/oblian CpeaHee posepue n ucnonb3oBaHue obLuen cetu
Bbicokas/obLan Bbicokoe posepue u UCNONb30BaHNE YacTHON CeTu
Huskas/yacTHas Huskoe goBepue u CNoNbL3OBaHWE YacTHOM ceTn
CpenHssi/yacTHas CpeaHee aosepue 1 UCNONbL30OBaHUE YaCcTHON ceTu
Belicokasi/yacTHas Bbicokoe aoBepue n UCnonb3oBaHne YacTHOM ceTu
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31 obpalueHns ByayT MCnonb3oBaHbl B pasaene 12 HacToALEro cTaHaapTa aAnsa NoATBePXXAeHNA BUAOB
puycka 6e30nacHOCTM M onpeaeneHns NOTEHUMANbHbLIX KOHTPONUPYEMbIX 30H.

311 3aaa4n MOXHO peLunTb (MPU HEOGXOANMOCTH) C MOMOLLLIO MHGXOPMAELIMK, UMEIOLLENCA B CETEBbIX
CTPYKTYpaXx 1 ux NpUMeHeHu (cM. pasgen 9).

12 OnpepeneHue BUAOB pUcKa 6e30MacHOCTU

Pa6oTa 60nblLIMHCTBA OPraHN3aLmii B HACTOSLLIEE BPEMS 3aBUCHT OT UCMONb30BaHWA cucteM UT nceten,
noaaepX1BaloLLNX Ux Aenosble onepauun. bonee Toro, BO MHOMMX Cryvasix CyLLecTBYeT KOHKpeTHoe TpeboBa-
HWe BM3Heca NO NCMOMNL30BaHUIO CETEBLIX COEANHEHNI MexXay cuctemammn T B MeCTe pacnonoxXeHWs Kaxaon
opraHnsaumnm 1 Apyrux Mectax BHYTPU 1 3a npeaenamu opraHnsaumn. [pn noacoeamHeHnn K apyrov cetu
6onbLUoe BHMMaHVe crneayeT yaensaTb 3aluTe CoOeQUHAIOLLEN OpraHn3aLmm OT BO3HUKHOBEHUS AONONHUTE Mb-
HbIX PUCKOB. BO3HNKHOBEHME PUCKOB BO3MOXHO B pe3yrnbTarte, HanpyMmep, COGCTBEHHOro COeANHEHWURA OpraHu-
3aLMK1 UK CoeANHEHNIA Ha APYroM KOHLIE CEeTW.

B 10 BpeMs kak ceTeBble COEANHEHNA ABNSAIOTCA BAXXHbLIMU MO AEN0BbLIM COOGpaXxeHNsaM, He06x0ANMO
NPU3HaTb, YTO NX MCMNONb3OBaHNE MOXET BHOCUTb AOMOMHUTENbHbIE PUCKM 6E30NacHOCTU, HEKOTOPbIE 13
KOTOPbIX, BO3MOXHO, CBA3aHbl C HEOOXOANMMOCTBIO CTPOroro CobnioaeHns COOTBETCTBYIOLUMX 33KOHOB U
nocTaHoBneHun. Buabl puckoB, ykazaHHble B HACTOSILLEM pa3aene, OTpaxaloT 03a604eHHOCTH, CBA3aHHbIE C
obecneyeHneM 6e30nacHOCTU. K HUM OTHOCAT HECaHKLMOHMPOBAaHHbIM AOCTYN K MHOpMaL MK, nepeaayn
6e3 pa3pelueHus, BHeapeHne 3NOHaMepeHHOro Koaa, 0Tka3 NoATBEPXXAEHNS UCTOYHMKE U NOAKMIOYEHNS K
ycnyram. Taknm o6pasom, Buabl pycka 6630nacHOCTH, C KOTOPLIMU MOXET BCTPETUTLCA OpraHnsaums, Kka-
calTca:

- KOHhMAEHUNaNbHOCTN MHhopMaLMK;

- LLeNoCTHOCTM MHdOpMaLuK;

- AOCTYNHOCTN MHPOPMALIMK W YCNYT;

- OTKa3a OT noaTBepxaeHns 06a3aTenLCTs;

- NOAOTYETHOCTU TPaH3aKLNIA;

- NOCTOBEPHOCTM MHOPMALMK;

- HaAeXHOCTM MHPOPMALIMN.

He Bce BuAbI prcka 6e30nacHOCTV NPUMEHUMbI K Nio6OoMy noMeLLeHnio unm niobon oprannsaumn. OgHa-
KO COOTBETCTBYIOLLME BUABI pUCKa 6€30NacHOCTU HE0BX0ANMO BLIRBNATL ANA ONPEeAeneHNs NOTEHLUNANbHbLIX
KOHTPONWPYEMbIX 30H (K, B KOHEYHOM MUTOre, Ansa BblIbopa, NPOEKTUPOBAHNA, peanun3aumm u NoAaePKaHUA
3aLLUTHBIX MEP).

Cneayet cobvpaTthb M aHanM3npoBaTb UHGOPMALMIO NO MNNNKALMAM (BOBNEYEHMIO) B AENOBbLIE onepa-
LMK, MMeloLIMe OTHOLLEHWE K YKa3aHHbIM Bbille BUAaM pucka 6€30nacHOCTM (>kenaTenbHO No pesynbratam
aHanv3a pUCKOB W YNpaBneHWs pe3ynbTatamy NpoBeaeHHoro aHannaa). Mpwn 3ToM paccMoTpeHnIo nognexar
KOH(UAEHUMANBHOCTb MMM BAXKHOCTb MH(pOpMaLIMK (BO3MOXHOE BPeaHOE BNUSIHME Ha BU3HEC) N COOTBETCT-
BYIOLLME NOTEHLMAnNbHbIE YIPO3bl M YA3BUMOCTH. B cnyyae 6onee 3Ha4MMOro BpeHoro BIMSHUA Ha AeNoBbie
onepaummn opraHusaLmm cneayet obpaTuTbCs K MaTpULLE BUAOB pycka, NPeacTaBneHHon B Tabnuue 5.

Heobxoanmo obpatuTb BHUMaHWe Ha TO, YTO NPK 3aBepLUeHUN 3TON 3aaaymn crneayet Ucnonb3oBaTh
pes3ynbTarbl aHanu3a pucka 6e3onacHOCTH U ynpasneHne pesynbtataMmn 3TOro aHanusa, NPoBeAeHHOro B
OTHOLLUEHUWN coeanHeHUA(W) ceTn. DTK pe3ynbTaTbl NO3BONAT ONPeAeNuTb YPOBEHb AeTann3aumMn aHannaa
NpoBeAEHHOrO ynpaeneHna n CoOCPeaoTOHUTL BHUMaHNE Ha NOTEHLUMaNbHO BPEAHOM BIUSAHUU, OKa3biBaeMOM
Ha Bn3Hec B CBA3W C NepeynCeHHbIMM Bbillie BUAAMMW PUCKA, @ TAaKXKe C TMNaMm Yrpos, yasBUMOCTAMW W, cneno-
BaTenbHO, pUCKaMu AAnsa AeATENbHOCTU OPraHN3aLmnn.

Ccbinku Ha AoBepuTenbHble OTHOLLEHNA NO pa3aeny 11 yka3biBaloT B NOA3aronoBkax k Tabnuue 5, a
NpUyYMHSIEMble BO3AEWCTBUA — B NEBON YacTy Tabnuubl.

B TouKax nepeceyeHus yka3blBaloT CCbINKN HA NOTEHLMANbHLIE KOHTPONNPYEMbIE 30HbI, KOTOPbIE Aanee
paccmarpmealoTca B pasaene 13.

Cnepyert 3aMeTUTDb, 4TO B Tabnuue 5 nokas3aHo, KaK ¢ yBenuiyeHnem AoBepus NonbL3oBaTena yeenmumea-
eTcA He06XOANMOCTbL B 3aLUMTHBIX Mepax. [lna 3aToro CywecTsyioT ABE NPUHMHBI.

MepBas — umeeTca pag 3alUMTHBLIX Mep, oNucaHne KkoTopbix NpuseaeHo 8 UCO/MIK 13335-4 (1 noaTo-
My 30eCb He NOBTOPAETCA). TN MePbI cneayeT Bbibupath AnA obecneverHna 6e3onacHoCTV BeAyLLIMX CPEACTB

9
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WT, B TOM Yncne naeHTMUKaLIMmn n ayTEHTU(PMKALIMKU U NOMMHECKOro KOHTponsa aoctyna. KoHdurypauua paspe-
LIEHNI (NPUBNNENUIA) B CUTYALIMAX HUXKHErO YPOBHA NOBEPUS AONXHA o6ecnevmnBaTb OCTYN TONLKO K pecyp-
caM, KOTOpble COrnacyloTcsi ¢ [A0BEpPUTENbHOM MOAENblo U NOTpeBHOCTAMM nnaHvpyemoro aoctyna. B
CUTYaLMAX HU3KOrO IOBEPUS CTENEHb MASHTUMDMKALIMN N ayTEeHTUMKALIMKM, NOTMYECKUIA KOHTPOb AOCTYNa K
3awWwmTHble Mepbl (cM. UCO/M3IK 13335-4) aonxkHbl BbIThb Bbile, YEM B CUTYaLMSX BbICOKOrO aosepus. MNMpu
HEBO3MOXXHOCTV NOAOOHBIX AENCTBUI AOMKHBI ObiTb BHEAPEHB! AONONHUTENbHbIE 3ALUMTHBIE MEPbI.

BTopas — nonb3ylowmecs AoBEPUEM NOMb30BaTENN OGLIMHO NOMY4YaloT AOCTYN K 6onee BaXHOW/KpUTU-
Yeckon nHopmaLmn N/Mnn PyHKLMOHANLHOCTN. ITO MOXKET 03Ha4aTb NOTPEBHOCTL B AONONHNTENLHOM 3aLUK-
Te B KayecTBe NPU3HAHMSA LIEHHOCTU PECYPCOB AIOCTYNA, HO HE B Ka4eCTBE A0BEPUA K NONb30BaTENAM.

Tab6nwuya 5— Matpuua eupos pucka 6e30nacHOCTU N CChINOK Ha HOMEpa NyHKTOB, ONUCLIBaKOLUX NoTeHUUanbHble
3aWnTHbIE 30HbI

Ccbinka Ha AoBEepUTENBHOE OTHOLEHWE
Tun pucka Hu3kas/ Cpeptss/ Boicokas/ Huakas/ CpepgHas/ Beicokasi/
obwas obasn obLas YacTHan yacTHas vacTHas
PackpbiTue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
KOH(PUASHLNMANBHOCTH 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.24 13.24 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.8 13.34 13.3.4 13.4 13.3.4 13.4
13.9 13.4 13.3.5 13.5 13.4 13.7
13.12 13.5 13.4 13.7 13.7 13.9
13.7 13.5 13.8 13.8
13.8 13.7 13.9 13.9
13.9 13.8 13.12 13.12
13.12 13.9
13.12
HapyweHue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
LienoCTHOCTN 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.24 13.24 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.7 13.3.4 13.34 13.4 13.34 134
13.8 13.4 13.3.5 13.5 134 13.6
13.10 13.5 134 13.6 13.6 13.7
13.12 13.6 13.5 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 13.7 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
MoTepsa roToBHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
(nocTynHocTM) 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.24 13.24 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.34 13.3.5
13.7 13.34 13.34 13.4 13.4 134
13.8 134 13.3.5 13.5 13.6 13.6
13.13 13.5 134 13.6 13.7 13.7
13.6 13.5 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 13.7 13.12 13.13
13.13 13.8 13.13
13.13

10
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OkoH4aHue mabnuysi 5

Ccbinka Ha AoBepuTernbHOe OTHOLLEHUE
Tun pucka Huakas/ CpepHss/ Beicokasi/ Huakas/ CpeaHsisi/ Beicokas/
obuwas obLas obLan YacTHas YactHas YyacTHast
MNoTeps cnocobHocTn 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
noaTeepXaaTh 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
nepepavy/npuem B cetn 13.2.6 13.24 13.2.5 13.2.4 13.2.4 13.2.5
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.4 13.3.3
13.11 13.34 13.34 13.4 134 13.34
13.13 134 13.3.5 13.5 13.7 13.35
135 134 13.7 13.11 134
13.7 135 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
Moteps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
noAOTHETHOCTU 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.24 13.3.3 13.2.4 13.24 13.24
13.6 13.34 13.34 13.2.5 13.25 13.25
13.7 134 134 13.2.6 13.2.6 13.2.6
13.8 13.6 13.6 13.3.3 13.3.3 13.3.3
13.12 13.7 13.7 13.3.4 134 13.34
13.8 13.8 13.4 13.6 134
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12
Moteps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
ayTEeHTUYHOCTK 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.24 13.3.2 13.24 13.2.4 13.25
13.3.3 13.3.3 13.3.3 13.25 13.25 13.2.6
13.5 13.3.4 13.34 13.2.6 13.2.6 13.3.2
13.6 134 13.4 13.4 13.3.2 13.34
13.8 135 135 13.5 134 134
13.10 13.6 13.6 13.6 135 13.5
13.12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
YxyaweHue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
HaJeXHOCTN 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.3.3 13.3.3 13.3.3 13.2.5 13.2.5 13.2.6
13.5 134 13.34 13.2.6 13.2.6 13.3.2
13.6 135 134 13.4 13.3.2 13.3.4
13.8 13.6 135 13.5 135 135
13.12 13.7 13.6 13.6 13.6 13.6
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

13 OnpeaeneHue peanbHbIX NOTeHUUANbHBLIX KOHTPONIMPYEMbIX 30H

13.1 BeepeHue

Tenepb cneayeTt Ha OCHOBE UCMONb30BaHMA CCbINOK NO Tabnuue 5 naeHTNNLMPOBaTL NOTEHLNANBHO
KOHTpONuUpyemble 30Hbl M3 pasgena 13. [oTeHUManbHO KOHTPONMpyeMmble 30Hbl, NPeACTaBreHHble B
13.2-13.13, cneayert BbIGMpaTh, Ucnonb3ys pasaen 12. CneayeT 3aMeTUTb, YTO YAaCTHOE pPeLUeHNe 3aLumThbI
MOXeT Ha CaMOM fene BKniovaTb B ce6A pAa NOTeHUManbHO KOHTPONMPYEMbIX 30H, MPeacTaBneHHbIX B
13.2-13.13.
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CnepnyeT Takke 3aMeTUTb, YTO PAA 3aLUNTHbIX MEP OTHOCUTCH K COOTBETCTBYIOLLUM cucTemaM UT Hesa-
BMCUMO OT TOro, nmetoT nn UT kakne-nnbo ceTeBble coeauHeHNs. TN 3aLUMTHbIE Mepbl CreayeT BblbnpaTb,
ncnonb3ya MCO/MIK 13335-4. Heob6xoanmMo Takxke OTMETMTb, YTO B HACTOSALLEM CTaHAAPTe cAenaHo npeano-
NOXEHME O TOM, YTO MMeloTCA 6a30Bble 3aLUMTHbIE Mepbl, n3noxeHHble B MCO/MOIK 13335-4 ana cucrtem Tom
OpraHM3aLmm, OT KOTOPON NCXOAAT CeTEBbIE COEAVHEHUS.

MepeveHb NOTEHUNANBHO KOHTPONUPYEMBIX 30H HE06X0AUMO TLLATENbHO NPOaHaNN3NPOBaTh B KOHTEK-
CTe COOTBETCTBYIOLLUX CTPYKTYP CETU M UX MPUMEHEHWI. 3aTeM nepeveHb MOXHO NPUMEHSITb Kak OCHOBY ANS
nocneaywwlero BbiGopa Mep 3aWmThl 6E30NacHOCTH, MX MPOEKTUPOBAHUSA, peanusaunm U TEXHUYECKOro
ob6cnyxunBaHnus (cM. pasgen 15).

13.2 YnpaBneHue 6e3onacHOCTbIO yCnyr

13.2.1 BeepeHue

KnioueBoe TpeGoBaHne o6ecneveHns 6e30nacHOCTM AN KOHKPETHON CETK 3aKNio4aeTCsl B TOM, YTO OCY-
LLeCTBNATCA AENCTBUA NO yNpaBneHnio 6e30nacHOCTbIO YCNYT, YCTaHaBNMBaIoLME U KOHTPONMpYOLLUE one-
paumm no GesaonacHOCTM W peanusaumio GesonacHocTn. Takue AOEUCTBUA cnegyeT MpoBOAUTbL AnS
o6GecneveHuns 6e3onacHocTn Beex UT opraHnsaumn. [leaTenbHOCTb YNpaeneHns ceTeBbiMW COeANHEHNSMK
BKNIoYaeT B cebs:

- pacnpefeneHne OTBETCTBEHHOCTU M NOMHOMOUMI, CBA3aHHBIX ¢ oBecnedeHneM Ge3onacHOCTU ceTe-
BbIX COEAVHEHWUN, N Ha3Ha4YeHWe NpPeacTaBMTENs PyKOBOACTBA, HECYLLero o6LLyi0 OTBETCTBEHHOCTb 3a MX
6e30nacHOCTb;

- BOKYMeHTanbHoe 0hopMIeHne 3asBneHns o NoNUTHKe B 06nacTn 6e30NacHOCTM CUCTEM, a Takke BCeN
HeoB6XxoaAMMOl AokyMeHTaLmK no cTpykType!) TexHnueckoro o6ecneveHns 6e3o0nNacHoOCTy;

- pa3paboTKy AOKYMEHTUPOBaHHbIX Npoueayp no obecneveHnto 6e3o0nacHoOCTY;

- NPOBEPKY COOTBETCTBUSA GE30MACHOCTU C LLeNbI YOEANTLCSA B TOM, UTO 6E30NacHOCTL NoAAepKUBaETCA
Ha TpebGyeMoM ypOBHe;

- AOKYMEHTMPOBAHHOE NONy4eHne NoATBEPKAEHHbIX YCroBuii o6ecnevyeHnsa 6€30nacHOCTY 4NN NNaHu-
PYEMOro coeanHeHus, Npexae Yem GyaeT nony4eHo paspeLleHne Ha NOAKNIoHYEHNE K OpraHu3aumm unm coob-
LecTBY;

- AOKYMEHTMPOBaHHOE MOoMnyyYeHne NoaTBepKaeHHbIX ycroBuii obecneveHns 6e3onacHOCTU NoNb3oBa-
Tenew ycnyr, NpeaocTaBnaeMblX CETbIO;

- pa3paboTKy cxeM AencTBUI B 0COGOM cuTyaLmu;

- AOKYMEHTMPOBaHHOE MONy4YeHne NoaTBEPKAEHHbLIX N NPOBEPEHHBIX MNNAaHOB HEMPEPLIBHOCTH GuaHe-
ca/BOCCTaHOBNEHUSA NOCne CTUXUIAHOrO 6eacTBuS.

CnepnyeT 3aMeTUTb, YTO HACTOALLMI pasgen CTPOUTCA Ha acnekTax, nanoxkeHHbix 8 MCO/MOIK 13335-4.
TonNbKO BaXHble TEMbI, KACAKOLLUMECH CETEBLIX COEAMHEHUI, XapaKTepU3YIOTCA lanee B HAaCTOALEM CTaHaap-
Te. TeMbI, He 3aTPOHYTbIE ianee B HAacTOALEM cTaHaapTe, — B cootBeTcTBuMM ¢ UICO/MIK 13335-4.

13.2.2 OpraHu3sauuoHHbIe Npoueaypbl o6ecnevyeHnna 6esonacHOCTH

Ona nopaepxkn nonutnkn obecneveHna 6e3onacHOCTM cucTeM cneayet paspaboratb n cobnioaaTtb
JOKYMEHTALMIO N0 OPraHn3aLmnoHHbIM npoueaypaM obecneveHuns 6e3onacHocTn. B HMX cneayeT noapo6HO
N3NOXWUTb NOBCEAHEBHbIE AENCTBUSA, CBA3aHHblE C 0becneveHneM 6e30nacHOCTU, M HA3HAYUTb NULL, OTBETCT-
BEHHbIX 33 X NPOBEAEHME.

13.2.3 lMpoBepka cooTBETCTBUA Tpe6oBaHMAM Ge3onacHOCTH

MpoBepky cooTBeTCTBUA TPeGoBaHMSAM 6€30NacHOCTU B OTHOLLEHMM CETEBLIX COEAUHEHWI cneayeT
NpPOBOAWTbL B COOTBETCTBUW C KOHTPOSbHBLIM NEPEYHEM, COCTABNEHHLIM HA OCHOBE 3aLLMTHBLIX Mep, onpeae-
NEHHbIX B:

- nonuTtuke 6€30NacHOCTM CUCTEM;

- NpoLenypax, MMeLLMX OTHOLLEHWE K 6e30NacHOCTH;

- CTPYKTYpe TEXHMYEeCKOro obecnedeHns 6e3onacHoCTY;

- nonuTUKe focTtyna (6e30nacHOCTU) K yCrnyram Yyepes MexXceTeBOWN 3KPaH;

- NnaHe(ax) obecneyeHns HeNpepbIBHOCTN GU3Heca;

- ycnoeusax o6ecneyveHns 6e30NacHOCTM ANA COEAMHEHWI NO TPEGOBaHWIO.

MpoBepky COOTBETCTBUA CneayeT NPOBOANTL A0 ONEPALMOHHOIO BKIOYEHUA NOGOro ceTeBoro coeaun-
HEeHWs, nepen OCHOBHbLIM HOBbIM BbIMYCKOM (MMEIOLLIMM OTHOLLEHME K 3HAaYMMOMY GU3HECY UMM N3MEHEHUIO B
ceTn) NnGo exerogHo.

") CnenyeT npencTasuTh 1 AOKYMEHTUPOBATb NPOEKT CTPYKTYPbl TEXHUUECKOrO 0BECeueHNs 6e30MacHOCTH (Crie-
LIMEMKaLMIO 38LLIMTBI) KaK HacTb MPoLIEcca TEXHUYECKOro NPOEKTUPOBAHUS CTPYKTYPbI. STOT NPOEKT U TEXHUYECKUIA NPOEKT
apXUTEKTYPbI AOMKHBI BbITE COrNacoBaHbl ApYr G APYroM.
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13.2.4 YcnoBusa o6ecne4yeHnA 6e30nacHOCTH ANA COeANHEHNA

Ecnn ycnosuA obecnevyeHnsa 6e3onacHoOCTH Aana coegnHeHna He cCornacoBaHbl HA MeCTE UNN NO KOHTPAaK-
Ty, TO OpraHmn3auna NnpuHNMaeT Ha cebn PUCKHN, CBA3AHHbIE C BHELLHUM KOHLIOM CEeTeBOro CoeaANHeHuA.

Hanpumep, opraHmnsaumsa A MoxeT noTpeboBaTb OT opraHn3aunm B, 4ytobbl 10 NOAKNI0YEHNS K CUCTEMAM
opraHnzaumm A Yyepes ceTeBoe coeanHeHne opraHnsaumns B nognepxueana n geMOHCTpUpOBana 3aaaHHbIv
YPOBEHb 6e3onacHoCTH ana cucrtem, BoBnevYeHHbIX B 3TO COeANHEHUE. B atom cny4ae opraHmsauma A moxeT
ObITb yBEPEHA, YTO OpraHn3aumns B cnpaBnaeTcs Co CBOMMY pUCKaMM AOMKHLIM 06pa3oM. B Taknx cutyaumax
opraHmnsaums A fomkHa onpeaenuTb yenoeus obecneveHns 6€30nacHOCTU B KOHLE CETEBOrO COEAMHEHNA CO
CTOPOHbI OpraHnsaumm B, KOTopble AOMKHbI GbiTb YCTAHOBMNEHLI B IOKYMEHTALMM MO COEANHEHMIO C NOApo6-
HbIM yKa3aHMeM HeoBXoAMMBbIX 3alUMTHbIX Mep. OpraHm3auna B gomxHa peann3oBaTb W NOAAEPKUBATL B
paboveM COCTOAHMN YCTaHOBMNEHHbIE 3aLUWNTHbIE MEPbI, M HANPaBNATL OpraHunsaumn A otyet 06 adpdpekTmBHOC-
TV 3aLUUTHBIX MEp M NoaaepXaHnio Heo6xoanMoro ypoBHs 6esonacHocTy. Takum 06pa3oMm, CoxpaHsieTcs npa-
BO Mopy4aTb UMM NPOBOAWTL NPOBEPKY COOTBETCTBUA TpeboBaHnAM 6e30MacHOCTM COeAMHEHWA B KOHLE
CETEBOIo COeANHEHMUS CO CTOPOHLI OpraHnsavmm B.

B03MOXHbI TakKe Cny4au, Koraa opraHm3aummn cornacyoT AOKYMEHT Mo ycnoBusM obecneyeHns 6e3o-
NacHOCTM AN COEANHEHUA, B KOTOPOM 3anucbiBaloT 0653aTenbCcTBa U OTBETCTBEHHOCTb A1 BCEX CTOPOH,
BKIIOYas B3aMMHYI0 NPOBEPKY COOTBETCTBUA TpeboBaHMAM No 6e30nacHOCTK.

13.2.5 Ycnosua 6e30nacHOCTH, NOATBE PXKAESHHbIE AOKYMEHTaNbHO, ANs Nofib30OBaTenen ycnyr,
npeAaocTaBnAeMbIX CeTbIo

[na nonb3oBaTenew ycnyr, xenawwmx paboTaTe AUCTAHLUMOHHO, pa3pabaTbiBaloT AOKYMEHT C YCNOBUS-
M1 obecneveHns 6e3onacHoCTH npeaocTaBnACMbIX CETbIO yCnyr. B AOOKYMEHTEe onpenenaioT OTBETCTBEHHOCTb
nonb3oBaTens 3a 6e3onacHyo aKCNyaTaLuuio annapaTHbIX M NPOrPaMMHbBIX CPEACTB, a Takke 3a obecneyeHne
3aLUMTbI A3HHbIX.

13.2.6 O6paboTka MHUNOEHTOB

HexenaTenbHble MHUNAEHTLI C 6ONbLUON BEPOATHOCTLIO MOTYT NPOUCXOAUTL U OKa3biBaTb CEpbe3Hoe
BpeAHoe Bo3aeicTBNE Ha BU3HEC NPU HANNYNU CETEBbLIX COEAMHEHMI (B MPOTUBONOMNOXHOCTL CUTYaLMK, KOTA3
ux HeT). Bonee Toro, NPy ceTeBbIX COEAMHEHUAX C APYTMMU OPraHU3aLMsMY MOTYT BbiTb, B 4aCTHOCTH, HapyLle-
Hbl lopuandeckune TpeboBaHNA, CBA3aHHbIE C BHELUTATHLIMW CUTYaLMAMMW.

CnepnoBaTenbHO, OPraHn3aumns ¢ CETEBLIMU COeAUHEHNSIMU OMKHA NPeayCMOTRPETb AOKYMEHTUPOBAH-
Hbl€ ¥ OCYLLIECTBUMbIE CXEMbI AENCTBMI NpPK 06paboTKe MHUMAEHTOB, 06NanaTh COOTBETCTBYIOLWEN H(pa-
CTPYKTYPON, cNOcoBHOM BbICTpO pearMpoBaTh N0 Mepe MASHTU(UKALMN MHUMAEHTOB, YMEHbLUATbL WX BO3-
DeNCTBUE, a TakKe N3BMNEKaTb YPOKM U3 HENpeABMAEHHbIX CUTYaLUI B LENSAX NpeaoTBPaLLEHUs nx NoBTopa.

13.3 UpeHTudpukauma n ayteHtudpmkauma

13.3.1 BBegeHue

OpraHnsaums gomkHa obecrneyrBaTh 6€30NacHOCTb YCNYT, NPeA0CTaBNAEMbIX CETbIO, U 3aLUUTY CBA3AH-
HOM C HUMM NHpOPMaLNM MYTEM OFpaHNYEeHMs OCTYNa Yepe3 COeANHEHNS C aBTOPU3OBAHHBIM NEPCOHANOM
(BHYTPW UNK 3a Npefenamm opraHnsauum). AT TpeboBaHNA PACNPOCTPAHAIOTCA HE TOMNLKO HA UCNONb30BAHUE
ceTeBblx coeanHeHni. OpraHnaaums aomkHa noapobHo onpeaenvTb UCNONb30BaHUE CETEBLIX COEANHEHUI B
COOTBETCTBUM C 3aLUMTHLIMU Mepamm, ycTaHoBNeHHbIMU B UCO/MIK 13335-4.

YeTbipe KOHTPONMPYEMbIE 30HbI, Lienecoobpa3sHble AN NCNONb30BaHNA CETEBbIX COeANHEHUN, a Talkke
cuctembl LT, wvMelowme HenocpeACTBEHHOE OTHOLWIEHVWE K TakuM COeAMHEHUsIM, NpeacTaBneHbl B
13.3.2 —13.3.5.

13.3.2 [ucTraHUMOHHAaA perucTpauus npm Bxoae B CUCTEMY

AWCTaHUMOHHEA perncTpaumns aBTOPU3OBaHHOIO NepcoHana, paboTalollero BAany OT opraHnsaumm,
cneumanmncToB AUCTaHLMOHHOTO TEXHUYECKOro 06CnyXMBaHWA UNWU NEepCcoHana ApYrux opraHn3auum ocy-
LLLeCTBNAETCA Yepes KOAOBbIE Bbl30BbI OPraHn3aummn, CoeanHeHns VIHTepHeT, BbiAeNeHHble MarmMcTpanbHbie
TIVHWN BPYIMX OPraHN3aLnii N KONNEKTUBHLIN AOCTYN Mo MHTepHeT. CyLLeCTBYIOT COeAUHEHUS, YCTAaHOBMEH-
Hble BHYTPEHHUMM CUCTEMaMM Mo TpeboBaHWMIO NNM ¢ NOMOLLIbIO NAPTHEPOB NO KOHTPAKTY, C UCMONb30BAHNEM
ceTn o6LLero nonb3oBaHusA. Kaxabiv TMM AUCTaHUMOHHOW PErMcTpaLmm Npn BXxoae B cucTemy TpebyeT gonor-
HUTENbHBIX 3aLUTHBIX MEP, COOTBETCTBYIOLLMX OCOOEHHOCTAM THNa coeauHeHust. MprMepaMmn Takux 3awmT-
HbIX Mep ABNATCA:

- OTKa3 paspeLleHns Ha NPSIMOM AOCTYN B CUCTEMY U NPOrpaMMHOe obecneyeHne ceTn Ha OCHOBE y4eT-
HbIX 3aNNCcen, NCMONb3yeMbIX ANA AUCTAHLIMOHHOTO A0CTYNA, 338 UCKMIOYEHNEM CryYaeB, Koraa npenocraene-
Ha AoNoNHUTENbHas ayTeHTUmKaums (cm. 13.3.3);

- NpefoxpaHeHne OT HeCaHKUMOHMPOBAHHOIO A0CTYNa K MH(OPMaumK, CBA3aHHOW C MPOrpPaMMHbIM
obecneyeHneM 3NeKTPOHHOM NOYTbI M CNPaBOYHOM 6a30 AaHHbIX B NaMaTh MK 1 nepeHOCHbIX KOMNBbIOTEPOB,
MCMonb3yeMbiX MePCOHANoOM OpraHn3aumm 3a npeaenamm ee 01coB.
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13.3.3 CoBeplueHCTBOBaHME ayTeHTUhUKaumMm

Wcnonb3oBaHne nap nms/naponb SBAAETCS NPOCTbIM NyTEM YCTaHOBNEHWUA NOANMHHOCTU NONb3oBaTe-
nei, HO Napbl MA/NAPOb MOTYT ObITb AMCKPEANTUPOBaHBI UMW BCKPLITHI. CyLlecTBYIOT Apyrue 6onee 6esonac-
Hble nyTW ayTeHTUdUKaumn nonb3oBaTenen, OCOGEHHO yAaneHHbiX. Takoe COoBEepLUEHCTBOBaHWE
ayTeHTndMKaLmm HeoBxoANMO B Criyvae, eCrnm CyLLECTBYET BbICOKas BEPOATHOCTb NONy4YeHNa yCnyrv niuom
6e3 COOTBETCTBYIOLLMX NONHOMOUNI K 3aLUMLLAEMbIM Y BaXHbIM cucTeMam. TO BO3MOXHO, Hanpumep, B Cny-
Yae, ecnu 4oCTyn MOXeT 6bITb MHULMMPOBAH NO CETAM O6LLEro NoNb30BaHUA UMM CUCTEMa AOCTYNa He Haxo-
ANTCA N0 HEMOCPEACTBEHHLIM KOHTPOIEM OpraHv3aLmm (HanpyMep ¢ NePeHOCHOro KOMMbloTepa).

B cnydyae, ecnn Heo6xoaMMa YCOBEPLUEHCTBOBAHHAA ayTeHTMMKaLma no CeTeBblM COEANHEHUAM
(HanpyMep No KOHTPAKTY) NNV OHa ONpPaBAaHa PUCKaMK, TO OpraHn3aLmnmn cneayeT PpaccMOTPEeTh NpoLLecc onpe-
AeneHns NOANMHHOCTW NONBL30BATENSA C MOMOLLBIO COOTBETCTBYIOLLMX 38LUMTHBLIX Mep, TAKMX Kak:

- UICMONb30BaHWE APYIMX CPEACTB MASHTUMKALMM AN NOAAePKaHUS ayTeHTUdUKaLMN nonb3oBaTe-
nem, Taknx KaK AMCTaHLMOHHO NpoBepaeMble MapKepbl 4OCTYNA, KAPTOYKM C MUKPOMNPOLIECCOPOM UNN MarHuT-
HOW nonoco (Mcrnonb3yemble Yepes cuUuTbiBaollee YCTPOMCTBO-npuctaeky Kk [MK), pyuyHble ycTponcTea
reHepauumn Kniovya ogHOPasoBOro Npoxoaa, MoaeMbl ¢ HabopoM obpaTHOrO HOMepa unNn GuomeTpuyeckmne
cpeacTBa KOHTPONS;

- oBecneveHre hyHKLMOHMPOBaHNA Mapkepa A0CTyNa Unm KapTOYKN TONbKO C ONO3HaBaTErNbHLIM CYe-
TOM nonb3oBaTens (MPeanoYTMTENLHO € YY4eTHO 3ammcbio MK n MecTa/Toukn gocTyna), a Takke nio6oro nuy-
HOro ngeHtTnukauroHHoro Homepa (PIN) nnn 6nomeTpuryeckoro npoduns;

- NCNOMb30BaHWE NPOBEPKN NMHUM BbI3blBaIOLLEFO ONepaTopa;

- NCNOMb30BaHWE NNHWIA CBA3N YePe3 MOAEMbI, PA3beANHEHHbIE B PEXUME OXUAAHNA N COeANHAEMblE
TONbLKO NOCNe NPOBEPKN MAEHTUHHOCTM BbI3bIBAOLLENO ONepaTopa.

13.3.4 [OuctaHunoHHana uaeHTUUKaumsa cCUCTeMbl

B cooTtBeTcTBUM ¢ 13.3.3 ayTeHTUdMKaLMIO cCneayeT COBEpPLUIEHCTBOBATL NyTEM NPOBEPKM CUCTEMDI (M ee
MECTOMONOXEHWSA/TOYKN JOCTYNAa), U3 KOTOPON OCYLLECTBNAETCA BHELLHWA AOCTYN.

PasHble ceTeBble CTPYKTYPbI MOTYT Npeanaratb pa3Hble BuAb uaeHTudmkaumm. CneposartenbHo, opra-
HM3aLMA MOXET COBEPLLEHCTBOBaTL MAEHTUMMKALIMIO NyTeM BbiIGopa noaxoasLen CTpykTypbl ceTu. Mpn atom
cnepyeT NPMHUMAaTh BO BHUMaHWE BCe 3aLLMTHbIE BO3MOXXHOCTU BbIGPaHHOM CTPYKTYPb! CETU.

13.3.5 EguHuuHbIA Naposnb 6e30nacHOCTH

B cnyyae BoBneueHNA ceTeBbix COEANHEHUI NONb30BATENN MOTYT CTONKHYTLCA C MHOTOKPATHLIMM NPO-
BepkamMun naeHTMMKaUmMn n ayteHTnnkaumn. B 3Tom cnyyae y nonb3osarenemn MoOXeT BO3HMKHYTh XernaHme
OCYLLECTBNATb PUCKOBaHHbIE AENCTBUA, TAKME KaK 3aNnChb Naponein unu NOBTOPHOE NPUMEHEHNE OAHUX N TeX
e AaHHbIX ayTeHTUUMKaLmn. EaMHnYHOE npeabasneHne Napona MOXeT YMEHbLUNTL PUCKW TAKOro noseaeHus
nyTeM yMeHbLLEHNA Yncrna Naponen, KOTopble NONb3oBaTENN AOMKHLI NOMHNTL. BMeCTe ¢ yMeHbLLIeHneM puc-
KOB BO3MOXHO MOBbILLEHUE NPON3BOANUTENLHOCTU TPYAa NONb3OBATENA U CHWKEHWE Harpy3km Ha nynbT, C
KOTOPOro OCYLLECTBNSAETCA NOBTOPHbLIN BBOA NAapOnen.

Cnepayet 3aMeTUTDb, YTO NOCNEACTBUA HAPYLLIEHUI B CUCTEME EANHUYHOTO NPEAbABNEHUA Naponsa MoryT
6bITb CEpbe3HbIMU, TaK KaK He OHA, @ MHOTUE CUCTEMb! U NPUNOXEHWUS NOCTaBNEHbI Ha FPaHb PUCKa N OTKPbIThI
ANA auckpeauTaumm (MHOrAa Takoi PUCK Ha3bIBaIOT “KNI0YaMU B KOPONEBCTBO”).

MoaToMy HeOGXOANMMO 3aaeiMCTBOBaTL 6onee CoBepLLEHHbIE MEXaHN3MbI MASHTUUKALMN N aYTEHTH-
dukaummn. B uenax obecneveHns 6e30NacHOCTN OPraHN3aLUmMa MOXET UCKMIOUNTb U3 PeXnma eauHUYHOTO
npeabABNEHUs NaponsA BbICOKONPUBUIErMpoBaHHble (PYHKLMM naeHTUMKaUMmM n ayTeHTUduKaumm (Ha cuc-
TEMHOM YPOBHE).

13.4 PesynbTathbl ayguTta

BaxHo obecneuntb 3apeKTMBHOCTL 6e30nacHOCTM ceTu yepe3 obHapyXeHue, paccnenosaHue w
COCTaBrneHne OTYETOB MHUMAEHTOB Ge3onacHocTW. CreayeT 3anucbiBaTb NOAPOGHYI0 uHopmaumio no
pesynbTartam ayamTa oLUMGOUHbIX U aAeKBATHbIX COBLITUM, YTODLI UMETb BO3MOXHOCTb COCTaBNATL TWaTeNb-
HbI aHanM3 NoTeHUManbHbIX U hakTuiecknx nHumaeHToB 6esonacHocTn. OaHako cneayeT NPU3HaTb, YTO
3annUCb OrPOMHbIX 06 LEMOB CBA3aHHON € ayAUTOM MHOPMALIMKU MOXET 3aTPYAHUTL NPOBEAEHNE aHann3a n
He6naronpuaTHO NOBNUATL Ha NpoBeaeHne ayauTa. MoaToMy Heo6X0AUMO oNpeaennTL Neproa BpeMeHw, B
TeYeHue KOTOPOro crneayeT OTCNeXnBaTb AENCTBUA NONb30BaTeNei B KOHTPONbHOM XypHane.

BOoNbLMHCTBO KOHTPOSbHLIX MEP 3aLLUUTDI, KACAIOLMXCA CETEBLIX COEANHEHWNIA U CBA3AaHHbIX C HUMM CUC-
TeM UT, moryT 6biTb ycTaHoBneHbl B cootBeTCTBUMM ¢ UICO/MIK 13335-4. UTO KacaeTca ceTeBbIX COeANHEHUN,
TO BaXXHO 06eCneYnTb BO3MOXHOCTb ayMTa CrieAyioLmx TUMoB COBbITUIA:

- MOMbITKN AUCTaHLMOHHOWN HEeYia4yHON PermcTpaLmm Npy BXOAE B CUCTEMY € YKa3aHWeM aThl U BpEMEHU;

- cOObITMA HeYAa4HOWM NOBTOPHOW ayTeHTU(MKaLuM (UnNu NpYMeHeHNsA cpeacTBa naeHTuduKaumm);

- HapyweHus Tpaduka Yepes wnio3 obecnevyeHns 6e3onacHoOCTH;
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- CUrHanbl OMacHOCTU B CUCTEME YMpaBfieHWs C BOBMEYeHMEM 3alMTbl (Hanpumep Ay6nmposaHue
IP-appeca, HapyLueHUs B CXeMe OHOHaNpPaBMnNeHHOro KaHana nepeaym AaHHbIX).

PesynbTathl ayanta MOryT COAepXaTb KOH(bUAeHUMANbHYI0 MHCPOPMAaLMIO UMK CBEAEHWS, KOTOPbIMK
MOryT BOCMOMNb30BaTbCA ANA BTOPXKEHUSA B CUCTEMY Yepes ceTeBble coefmHeHns. bonee Toro, ceeaeHns o
pesynbTatax ayauta MoryT CyXuTb AOKa3aTenbCTBOM Nepeaaymn AaHHbIX MO CEeTU B Cry4vae NosBneHus pas-
Hornacui. MosTomy pe3ynbTaTthl ayanTa 0CO6EeHHO HEOGXOANMBI B KOHTEKCTE 0DecneveHnsa LenoCTHOCTU 1
noaTeepxaeHuns oTnpasku/mpuema wHopmaumn. CnenosaTenbHO, BCe pe3ynbTaThl ayauta cneayet
3aWmLLaTh Hagnexalumm obpasom.

13.5 O6HapyxeHune BTOpXeHUs

C yBennyeHvnem 4ncna coeanHeHu B ceTn obnervyaeTca NPOHUKHOBEHME B HEE NO cneayowmm npu-
YMHaM:

- YBENNYNBAETCS YMCMO MyTer NPOHMKHOBEHUS B cucTeMbl T opraHmsauum v ceTu;

- NOABNSAETCA BO3MOXHOCTb BCKPbITUA NEPBOHaYanNbHOro MecTa focTyna;

- CTAHOBUTCA BO3MOXEH AOCTYN Yepes CeTU U LieneBble BHYTPEHHWE cuctembl UT.

Hapywwurenn craHoBaTca 6onee UckyLUeHHbIMU U NpUMeEHsAOT 6onee 3ddekTUBHbIE METOAbI aTak, a
cpencTBa NpoHVWKHOBEHWA Bee 6onee AocTynHbl B MHTepHeTe nnu obLienocTynHon nutepatype. MHorve m3
3TUX CPEeACTB aBTOMATU3NPOBaHbI, MOTYT GblTb 04EHb 3P (PEKTMBHBIMM Y NPOCTLIMK ANSA NPUMEHEHUS, B TOM
yncne Ans nuL, ¢ HeboNbLUMM ONbITOM PaboThbl.

[na 60NbLUMHCTBA OPraHN3aLmMii IKOHOMNYECKN HEBO3MOXHO NPEOTBPaTUTL BCE NOTEHUMAnNbHbIE BTOP-
*eHus. CneaoBaTenbHO, HEKOTOPbIE BTOPXKEHNS BO3MOXHbI. PUCKK, CBA3aHHbIE C GONbLIMHCTBOM BTOPXKEHWN,
MOTYT GbiTb CHIDKEHbBI MYTEM peanu3aLynn HaaexXHoOM NaeHTUMUKaLMM N ayTeHTUdNKaLmMmM, NOFMYECKOro KOHT-
ponsa oocTyna, CUCTEMbI yyeTa 1 ayanTa 3alUTHbIX Mep B AOMOMHEHNEe K BO3MOXHOCTN OOHapYXeHNsA BTopXe-
HMA. Takylo BO3MOXHOCTb 06ecneymBaloT Te CpefcTBa, KOTOpble NO3BONAIOT NPOrHO3UPOBATL BTOPXEHUS,
BbISBNATbL MX B peanbHOM Maclutabe BpeMeH 1 AaBaTb COOTBETCTBYIOWME CUrHanNLI Tpesorw. Moasnserca
TaKKke BO3MOXHOCTb NOKanbHOro c6opa MHhopmaummn 0 BTOPXKEHNAX ¢ Nnocneaylowmm ee obbeanHeHneM n
aHanu3oM, a Takxke N3y4yeHune CxemM HopManbHOro noseaeHna/cnonb3osanua UT opraHnsaumm.

Bo MHOrux cny4asx MoxeT OblTb O4E€BUAHOW BO3MOXHOCTb HEKOTOPOro HECAHKLUMOHMPOBAHHOIO UMK
HexenaTenbHOro cobbiTvsA. Ha 3Ty BO3MOXHOCTb MOXET yKa3biBaTb HEGONbLIOE yXyAlleHue B ycnyrax no
COBEpPLUEHHO HeonpeaeneHHbiM NpMYnHaM nnn 60MbLoe YUCNO AOCTYNOB B HECBOWCTBEHHOE BPEeMs, Mnn
0TKa3 NpefoCTaBNeHns Kakux-Nubo cneumanbHbiX ycnyr. B 60nbluMHCTBE CrnyyaeB BaXkHO Kak MOXHO GbicTpee
Y3HaTb NPUYNHY, MACLUTAaOHOCTb M NOCNEACTBUS BTOPXKEHUS.

CnepyeT 3aMeTUTb, YTO YNOMAHYTas BbilLle BO3MOXHOCTb BTOPXKEHUS ABNAETCA Gonee CNOXHON, YeM
MHCTPYMEHTapUi aHanusa pes3ynbTaToB ayauta M Metoabl no 13.4 u cooTBeTCTBylOWEMY pasgeny
NCO/M3K 13335-4. Bonee achheKTMBHbIE BO3MOXHOCTH OGHAPYXEHNA BTOPXKEHNUA CBA3aHbI C NPUMEHEHNEM
cneLnanbHOro NOCneonepaunMoHHOro KOHTPONSA, NPY KOTOPOM NPUMEHAIOTCA NPaBuNa aBTOMaTMYeCKOro aHa-
nnsa NpowWnbIX AeNCTBUM, 3aperncTPUPOBaHHbLIX B pe3ynbTaTax ayamTa u B ApYrmX KOHTPONbHbIX XypHanax
ANSA TOro, YTo6bl NPOrHO3NPOBAaTL BTOPXXEHUS, 8 TAKXKE aHANU3UPYIOTCA pe3ynbTaThl PEBU3NIA N3BECTHLIX NPU-
MepOB 3NOHaMEePEHHON AEeATENbHOCTN UNWN AEATENbHOCTY, HE XapaKTePHOW ANs CROXUBLUIENCA NPaKTUKW.

Bonee noapo6HO 311 Bonpockl nanoxeHbl B UICO/MIK 15947

13.6 lMpepoxpaHeHue OT 3NOHAMEPEHHOIO KOAA

Monb3oBatenam HeO6XOAUMO 3HaTb, YTO 3NTIOHAMEPEHHbIN KOO MOXET ObiTb BBEAEH B UX CETEBOE OKPY-
XeHue Yepes ceTeBble CoeIMHEHUA. 3NOHAMEPEHHbI KO HE MOXET ObiTb OGHapYXeH N0 HaHeceHUs yuep6a,
€CNU He NPUMEHATb aAeKBaTHbIE 3aLMUTHbIE MePbl. 3NOHaMepPEHHbIN KO MOXET NOAOPBATb 3aLNTHLIE Mepbl
obecnevyeHna 6e3onacHOCTY (HaNpUMepP NyTeM NepexeBaTta v PackpbiTUA Napornei), NPUBECTU K HenpeaHame-
PEHHOMY PACKPbLITUIO UMW U3MEHEHNIO MH(POPMALINK, YHUHTOXEHUIO AAHHBIX U/NNN HECAHKLMOHNPOBAHHOMY
MCNONb30BaHWNIO CUCTEMHbBIX PECYPCOB.

HexkoTopble (hopMbl 3noHaMePEHHOTo koAia MOryT 6biTb 06HapYXXeHbl U yianeHbl ¢ NOMOLLbIO Cneunans-
HOrO CKaHNPYIOLLLEro NporpaMmHoOro o6ecneyeHus. B annapaTHO-NporpaMMmHbIe CPEACTBa MEXCETEBOM 3alu-
Thbl, CepBepbl halnnoB., cepaepbl NOUTHI M paboune CTaHLMK NS 3aLMUTbI OT HEKOTOPbIX TUMOB 3NI0HAMEPEHHOTO
KOoAa MOryT GbITb BKNIOYEHbI CkaHepbl. [N 06HapyXeHUsl HOBOTO 31I0HaMEPEHHOTO KOAA BaXXHO NoaaepxusaTb
ckaHupyioLlee nporpamMmHoe obecneveHune Ha AOMMKHOM YPOBHE NYTEM, MO MEHbLUEN Mepe, eXeHeaenbHOro
06HoBNEeHNA. OHaKO NONbL30BaTENAM U AAMUHUCTPATOPaM crielyeT NOHUMaTb, YTO HENb3A NONAaraTbCA TONb-
KO Ha ckaHepbl Ans 06HapyXeHNA BCeX 3NOHaMepPeHHbIX KOAOB (MM KOHKPETHOrO TMNA), TakK Kak NOCTOAHHO
MOABNAIOTCA HOBble TWUMbI 3NOHaMepeHHbIX koaoB. Kak npaBuno, TpebyloTca Apyrve 3awuTHble Mepbl ANs
yny4leHns 6e30nacHOCTH, OCYLLECTBSIEMbIE C MOMOLLLIO CKAHEPOB (MPU UX HANNYUK).

Monb3oBaTensiM n agMUHNCTPATOPAM CUCTEM, UCTONb3YIOLIMX CEeTEBbIE COEANHEHNA, CrneayeT NoHu-
MaTb, YTO PUCKM, CBSAA3AHHbIE CO 3NOHaMepPEeHHbIM NPOrpaMMHbLIM obecneyeHneM, yBeNnIMBaloTCs, ecrv ume-
elb Aeno C BHELUHMMW CTOPOHaMM Yepe3 BHELLHWE NHuK cBA3W. [ina nonb3oBatenein n agMMHUCTPaTopoB
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cneayet paspaboTaTb pyKOBOACTBA, B KOTOPLIX B OOWMX YepTax HameueHbl npoueaypbl U NpakTuieckue
OEeNCTBUSA, HaNPaBneHHble Ha YMEHbLUEHNE BO3MOXHOCTU BBOAA 3NOHaMEPEHHOTO KOAa.

Monb3oBaTensam n agMMHUCTPaTOpPaM crnegyeT obpaluaTtb 0coboe BHUMAHUE Ha KOHUIYPaLMIO KOH-
KPETHbIX CUCTEMbI M NPUNOXEHNS, CBA3AHHBIX C CETEBLIMN COEANHEHNAMM ANA OTKNIOYEHWNA CHYHKLUWNA, KOTOPble
He HY>XHbl B KOHKPETHbIX 06cToATENbCTBaX (Hanpumep, npunoxenus MK cneayet KOHUIrypnpoBaThb Tak, YTo-
6bl Makpocbl GnokupoBanucb MO ymMonyaHuioo unu TpeboBanocb NOATBEpPXKOEHME MNONb30BATEeNsA A0 UX
BbINOMHEHUSA).

Moppo6Ho o 3noHaMepeHHOM koae cM. UCO/MOIK 13335-4.

13.7 YnpaBneHue 6e30nacHOCTLIO CETH

YnpasneHuve noboii ceTbio crneayeT OCYLIEeCTBNATL C y4eTOM 06ecneveHns n noanepxaHus ee 6esonac-
HOCTW, YTO MOXET ObiTb BLIMONHEHO NPY AOMKHOM PAaCCMOTPEHMM UMEIOLLUNXCA B HANUYMN U OTHOCALLIMXCA K
cnyxx6am obecneveHna 6€30NacHOCTN CETEBbLIX NPOTOKONOB.

B opranmsauumn cnepyeT npeaycMoTpeTb pAaa 3alMTHBIX Mep, paccMOTpeHHbIx B UCO/M3K 13335-4.
Kpome TOro, Bce NnopTbl ANCTAHLMOHHON ANArHOCTUKW, BUPTYarnbHble Ny huanyeckue, cneayeT 3almTUTb OT
HECAHKLIMOHMPOBAHHOrO AOCTYNa.

13.8 MexceTeBble nepexoabl 6e30NacHOCTH

MpaBunbHOE pacnonoxeHne MexceTeBbiX Nepexoaos 6e30nacHOCTU NO3BONWT 3aLMLLATL BHYTPEHHWE
cUcTeMbl opraHmnsauumn, 6e30nacHo ynpaBnATb U KOHTPONUPOBATb TEKYLLMIA TpaduK B COOTBETCTBUM C NOA-
TBEPXXAEHHOIN IOKYMEHTaMW NONUTUKOM 6e30NacHOro MeXceTeBoro 0CTyNa K ycrnyram.

MexceTteBble nepexoabl 6e30NacHOCTN NpeaHa3Ha4YeHbl ANS:

- pasneneHna NOrnv4ecKux ceTen;

- obecneveHns orpaHU4eHna n aHann3a pyHKUMn No nHgopmaLmm, NPoXoasLLEN MeXay NOrM4eCcCKMMm
ceTaMmu;

- 06cnyxMBaHuA OpraHn3aLmm B Ka4ecTse CpeacTBa yNpaBneHns AOCTYNOM B CETb 3TOWM OpraHn3aumm 1
BbIXOQOM U3 Hee;

- NPOBEAEHNS B XMU3Hb MONUTHKM OpraHn3aumm B obnactn obecrneveHns 6e3onacHOCTH, KacaloLllenca
CETEBbIX COEANHEHWNM;

- NpeaoCTaBneHna OAHOIO MeCcTa AN perucTpaLum C Lenblo BXOAa B CUCTEMY.

[na kaxgoro mexceTeBoro nepexopa 6esonacHOCTU cnefyeT paspaboraTb OTAENbHLIM AOKYMEHT,
onpeaensoLWMi nonuTrky (6e3onacHOCTN) AOCTYNA K yCnyram, u peanu3oBaTh €10 ANs KKA0ro COeAMHEHUS
ANSA TOro, YTOObl rapaHTUPOBaTL NPOXOXKAEHNE YePe3 3TO COeANHEHNE TONbKO Pa3peLLeHHOro Tpaduka. Jomnx-
Ha ObITb CO3aaHa BO3MOXHOCTb ONpeaeneHna AoNYCTUMbIX COEANHEHNI OTAENbHO B COOTBETCTBUM C NPOTOKO-
NOM CBAi3u 1 ApyrmMmmn aetanamu. ina o6ecnevyeHnsa AOCTyna Yepes cCoeAnHEHNE TONbKO 3aKOHHbIX NOMb30Ba-
Tenen n AenNCTBMTENLHOTO Tpadhuka B NONUTUKE AOCTYNA K yCnyraMm cneayeTt chopMynupoBatb 1 nogpobHo
onvcaTb OrpaHnyeHns n NPaBunNa NPUMEHNTENBLHO K TPaduKy, NpoxoasLiemMy B 06e CTOPOHbI Yepe3 Kaxabiv
MexceTeBoM nepexon o6ecneveHnsa 6€30nNacHOCTH, a Taloke onpeaenvTb NapaMeTpbl yNpaBneHus TpamkoM
1 €ro KOHUIrypaLmio.

BceM MmexceTeBbIM nepexopam 6e30nacHOCTU cneayeT NpPeaocTaBuTb BO3MOXHOCTb ANS MOSHOrO
UCNONb30BaHMA AEHTUNKALUN M aYTEHTUDNKALMIN, NOMMYECKOTO KOHTPONA AOCTYNa u cpeacTs ayauTa. Kpo-
Me TOrO, UX crieyeT Nepruoanyeckn NPOBEPATL Ha HECAHKLIMOHMPOBaAHHOE BTOPXKEHWE B NPOrpaMMHoe 06ec-
nedYeHne u/Mnn AaHHbie, a NpU OBGHAPY)XeHUN TAKOBbLIX COCTaBNATb OTYETbl B COOTBETCTBUM CO CXEMOW
DenNcTBUIn opraHu3aumm npym o6paboTke MHUMAEHTOB.

Cnepnyet obpallat BHUIMaHWe Ha TO, YTO NPUCOeANHEHNE K CETU AOMKHO OCYLLECTBAATLCA TONLKO Nocne
NPOBEPKN COOTBETCTBUA BbIOPAHHOrO MEXCEeTeBOro nepexona TpeboBaHMAM opraHusauvm. Bce pucku B
pesynbTaTe Takoro COeANHEHNA AOMKHbI ObiTb NOA HAAEXHbIM KOHTponeM. CneayeT rapaHTUPOBaTb HEBO3-
MOXHOCTb NPUCOEAMHEHNA, MUHYS MeXCceTeBOWN nepexoa 6e3onacHocTh.

13.9 KondpmnaeHunanbHOCTb OGMeHa AaHHBIMM NO CETAM

Ecnun BaXHO COXPaHnTb KOH(PMAEHLUMANbHOCTb, CNeayeT paccMOTpeTb Kpuntorpadudeckne cnocobbl
3alWmThl Ans WwngpoBaHna nHopMaLmn, NPOxXoaALLen Yepes ceTeBble CoeaAnHeHNA. PellieHne 0 NPUMEHEHNN
KpunTorpacuyecknx Mep 3awmTbl cneayeT NPUHNMAaTh C y4eToM:

- 3aKOHOJATENbLCTBA (OCOBEHHO ECNU CETEBOE COEAUHEHMNE 3aTParnBaeT HeCKONbLKO 06nacTeil unu opra-
HOB BNacTu);

- TpeboBaHMI ynpaBneHna KNioYaMmn n TPYAHOCTAMM, KOTOpbIE NPUXOAWTCA NpeofoneBaTth Ana obecne-
YeHUs 3aMETHOTO yny4leHns 6e3onacHOCTM 6e3 CO3AaHNA HOBbIX 3HAYMMbIX NPEANOCHINOK YA3BUMOCTH,

- af1eKBaTHOCTU UCNOMb3YEeMbIX MEXAHM3MOB LWNHPOBaHNA ANA 3aAeNCTBOBAaHHOIO TUNa CETEBOTO Coe-
AVHEeHs 1 cTeneHn HeobxoanMon 6e3onacHoCcTU.
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13.10 LlenocTHOCTb AaHHbIX, NepeaaBaeMbIX N0 CETAM

B cnyuasx, ecnm BaXHO COXPaHWUTb LLENOCTHOCTb AaHHbIX, OPraHn3aLms AOMKHa pacCMOTPETb BO3MOX-
HOCTb MCMONb30BaHUA LMPOBOII NOANMUCU U APYIMX Mep 3alUWTbl LIENOCTHOCTM COOOLIEeHNA AN 3alunTb
MHOPMaLMK, NpoxoasLLen Yepes ceTeBble COEANHEHNA.

B cnyyae, ecnv ocHOBHbIM TpeboBaHVEM SABNSETCA 3aLLMTa OT CAy4anHOro Ny NpeaAHaMe pPeHHoro name-
HeHus, Ao6aBNeHns Ny yaaneHns uHgpopMaLmm, opraHmaanms AoMKHa NPeANPUHATL HEO6XOANMbIE Mepbi MO
3awmTe LLeNoCTHOCTM co0bLIeHNs (HanpuMep UCNONb30BaHNE KOAOB e ayTeHTUdnKaLmn).

MpuMeHeHue LUPOBOM NOANUCK B KAYECTBE MEPbI 3aLLUNTLI MOXET 3aMEHUTb aHANOTNYHYIO 3aLUMTY,
KOTOpas OCYLIECTBNSETCA NyTEM ayTEHTMMUKALMKU COOBLLEHMIA, HO AONONHUTENBEHO OONanaeT CBONCTBaMM,
No3BONAIWMMK pa36nokMpoBaTh NpoLeaypbl NOATBEPXKAEHUA oTnpasku/npuema coobuwerna (cm. 13.11).
PelweHne o npuMeHeHun uMPOBOI MOAMUCU MMM Mepax 3almMTbl LENOCTHOCTM cooblleHna cneayet
NPUHMMATH C Y4ETOM:

- 3aKkoHOAAaTenbHbIX U 0ba3aTenbHbLIX TpeboBaHU (0CODEHHO B Cnyvae, ecnu ceTeBoe CoeanHeHue
3aTparmBaeT coobLieHUe MeXay HECKONBKUMM PETMOHAMM UMW OpraHaMm BNacTu);

- COOTBETCTBYIOLLIMX OCHOBHbIX OOLLIECTBEHHbIX MH(PPACTPYKTYP;

- OCHOBHbIX TpeboBaHMIn MeHeXKMEHTA U TPYAHOCTEN, KOTOpble NPMXOAUTCA Npeoaonesarthb Ans obec-
neveHns AenCTBMTENbHOTO yny4lleHns 6e3onacHoCTn 6e3 CO3AaHMA HOBbIX CYLLECTBEHHbIX MPEeAnochbiNoK
yA3BUMOCTH;

- NPUroAHOCTM 6a30BbIX MEXAHU3MOB BOBMEYEHHOrO TUMNA CETEBOrO COEAUHEHUA 1 CTeNneHn Heobxoau-
Mo 6e3onacHoCTH;

- HaAeXHOW U OBEPUTENBHOW PErMCTPALMKY NONb30BaTENeN NN 06 bEKTOB, CBA3aHHbIX € KNio4amu (cep-
TMOULIMPOBAHHBIMW B CNyYae HEO6XOAMMOCTH), NPUMEHAEMbIX B MPOTOKONaX Lichposon NoANUCH.

13.11 MNoparBepxaeHue oTnpaBxu/npuemMa uHgopmauun

B cnyyae, ecnm TpebyeTcs npeacTaBUTb CYLLECTBEHHOE A0Ka3aTeNbCTBO Nepegaym nHcopMaumm no
CeTu, paccMaTpuBaIOT Cneayolme 3almTHbIe Mepbl:

- NPOTOKONbI CBA3WU, NOATBEPXKAAIOLLME Nepeaady AOKYMEHTa;

- MPOTOKONbI NPUNOXeHWs, TpebyioLLme NpeacTaBNeHNA NCXOAHOTo aapeca Ny naeHTMdukaTopa u npo-
BEPKV Ha Hannyme 4aHHON MHOPMaLIK;

- MeXceTeBble nepexoabl, B KOTOPbIX NPOBEPAIOTCA PopMaThi aApecos OTNPABUTENA U NONy4aTenNa Ha
[OCTOBEPHOCTb CMHTaKCUCa U HENPOTMBOPEUUBOCTH C MH(OPMaLIMeN B COOTBETCTBYIOLUNX ANPEKTOPUNAX;

- MPOTOKONbI, NOATBEPXAAIOLWME AOCTABKY U3 CETeN;

- NPOTOKONbI, BKMOYaoLme B cebs MexaHU3Mbl, pa3peLualoliye yCTaHaBnueaTh NOCNeA0BaTENbHOCTb
nHbopmaLmn.

B cny4yae, ecnv BaxxHO UMeTb OKA3aTENbCTBO Nepeaayn unu npuema nHdopmauun, a akr nepenayn
Mnn NpMeMa ABNSETCA NpeaMeToM Cropa, AanbHeNlne rapaHTum cnegyeT NpeaocTaBnATb CTaHAAPTHLIM
MeToaoM uucbposor nognucy. OTnpaeBnTensaM mHdopMaumn (ecnu TpebyeTca A0Ka3aTENbCTBO UCTOYHMKA)
cneayeT cKpennaTb 3Ty nHdopmaumio L posoi noanuckio o6wenpuHaToro obpasua. Ecnn tpebyetca aoka-
3aTenbCTBO AOCTaBKW, TO OTNPAaBUTENAM CneayeT 3anpalumsath OTBET, CKPenneHHbIN UMpoBON NOANNUCHIO.
[nA AOCTWXEHNS AaHHOW CTeNeHN rapaHTum creayeT NPUHATL BO BHUMAHWE:

- UCNONb30BaHME MeXaHN3MOB NnoaTeepxaeHns (U poBas NoaANUCL, OTMETKU BPEMEHN M T.A1.), NoAaep-
XaHHbIX 0OBEPUTENbHON TPeTbeil CTOPOHON, HanpuMep OpraHoM No cepTudukauum, U COOTBETCTBYIOLLEN
MHMPACTPYKTYPOW Knioyen o6LLero nonb3oBaHus;

- coO6LLUEeHNA O perncTpaumm ¢ NCNonb3oBaHMEM MEXaHM3MOB NPeaoTBPalleHNs USMEHEHUN B KOH-
TPONbHbIX XXypHanax;

- MEXaHU3Mbl COXpaHeHNs KOHPNOEHLUNANBHOCTN /MW NNYHBIX KNlo4Yeln (NOANUCH) NPOTUB HECAHKLMO-
HWPOBaHHOrO NCMONb30BaHUS;

- apxuBupoBaHue cepTUnKaLMin  KNioYen, HeoBXOANMBIX ANA Pa3peLIeHNs COPOB C TEM, YTOGbI 06ec-
NeYnTb UX AOCTYMHOCTb M LIENOCTHOCTb B Te4EeHNe HeOBX0ANMOro nepnoaa BpeMeHmn (KOTopblii MOXeT GbiTb
ANVHHEee Nepnoaa NCcnonb3oBaHNA COOTBETCTBYIOLLUX KIOYen).

NHdbopmaumio no 6e3onacHOCTM MHopMaLmMm OT UCKaxeHUs ee cMbicna cM. B UICO/MIK TO 14516 u
NCO/M3K 13888.

13.12 BupTtyanbHble 4acTHbIE CETH

BuptyanbHas yactHas ceTb (VPN) aBnsieTca YacTHOM CeTbio, KOTOpas peannayeTcsa NyTeM NCnonb30Ba-
HWSA MHPPACTPYKTYPbI yKe CYLLIeCTBYIOLLMNX ceTelr. C TOYKM 3peHns NoNb3oBaTene BUPTYanbHas YacTHas ceTb
bYHKLUMOHMPYET 1 Npeanaraet 4acTHble (OYHKLMOHANBH ble BO3MOXHOCTM U YCNyru.

B BUPTYanbHOWM 4aCTHON CeTV NPUMEHSAIOTCA KpunTorpatuyeckne Metoabl 06ecneyeHmns 3aLmThbl PyHK-
LIMOHarbHbIX BO3MOXHOCTE 1 ycnyr, 0cobeHHO B cnyvae, ecnv ceTb, HaKkoTopoi noctpoeHa VPN, aenaerT-
¢ ceTbio obLlero nonb3oBaHus (HanpuMep UHTepHeT). B GONbLUMHCTBE peanusaumnini NMHUK CBA3WN MexXay
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napTHepamm LWingpyioT Ana obecneverHna KoHOUASHUMANbHOCTH, 8 NPOTOKOSbI aYTEHTU(IMKALIMM MICNONb3YIOT
Ans NPpoOBEPKN AEHTUYHOCTN CUCTEM, NOACOEANHEHHBIX K BUPTYanbHON YacTHOM ceTh. OBbIYHO LWndpoBaH-
Haa MHOPMaLMA NPOXoanT Yepe3 6e30NacHbIN TOHHENb, NOACOEANHAIOLLMIA OPraHN3aLnn K MEXCETEBOMY
nepexoay ¢ noaaepxaHuMeM KOHpUAEHLUMaNbHOCTM M LEnoCTHOCTU MHdopMaumn. MexceTeBon nepexon
3aTeM MaeHTMUUMpPYeT AMCTAHLUMOHHOrO NONb3OBaTeENA WM NO3BONAET eMy Mony4vaTb AOCTYN TOMBKO K
MHOPMaLIMK, CAHKLMOHWUPOBaHHOM ANA Np1eMa.

Ko BceM 4acTHBIM CETAM BaXXHO NPUMEHATL Mepbl, afeKBaTHbIe MepaM obecneyeHns 6e30nacHOCTH
BCEX cucTeM, noacoeanHeHHbIX k VPN, ¢ TeM, 4To6bl rapaHTMpOBaTb BO3MOXHOCTb TOMbKO CAHKLIMOHUPOBaH-
HbIX MIMHWIA CBA3N C APYIMMWN CETAMMU.

BupTtyanbHas 4acTtHasa ceTb MOXeT OblTb UCNONb30BaHa, HaNPUMeEP, A TOro, YTODbI:

- peanu3oBaTb ANCTAHLMOHHBIN AOCTYN K OPraHn3aumm oT Mo6nnbHOro aboHeHTa nnmu paboTHUKOB, HAaXo-
AALMXCA 3a NpeaenaMm CUCTEMI;

- COEAMHUTbL pa3Hble MeCcTa paboThl OpraHn3aunm, BKNoYas N36bITOYHbIE NMMHMK CBA3M ANA peanu3aumm
pe3epBHON MHPPACTPYKTYPbI;

- YCTaHOBWTbL COEAMHEHNA C CETbIO OpraHn3aLum ANA APYrmx NapTHepOB opraHm3aunn/bustHeca.

13.13 HenpepbIBHOCTb GM3HEca/BOCCTaHOBNEHUA NOCNE CTUXMIUHOrO 6eacTBuUA

BaxxHO, YTOGbI 3aLUMTHbIE MEPL! ANA NPOACIKEeHNA PYHKLMN BU3HECa B criyyae CTUXMIMHOMO 6eacTeus
nyTteM o6ecneyveHns cnocoGHOCTU K BOCCTaHOBMNEHWIO KAXXA0W EN0BON onepaLym Gbinmv NprHATDLI B 33AaHHbIN
MHTepBan BPeMeHW Nocne NpepbiBaHNA AEATENLHOCTU. PYKOBOACTBO AN COBMECTHOTO NNaHMPOBaHUA NPo-
AonxeHns 6usHeca N BOCCTaHOBMNEHMS MOCIe CTMXUMHOIO 6eACTBUA, BKNIOYAsA COOTBETCTBYIOLLYIO CTPaTerio
1 poACTBEHHbIE NNaHbl C NOCMNeayoWmMM TeCTUpoBaHneM, — B cootBeTcTBUMM ¢ MICO/MOK 13335-4.

Heob6xoaumo o6paTTh BHUMaHWe Ha TpeGoBaHNA COXPaHeHNS OCHOBHbLIX M NPUMEHEHNA AONONHUTENb-
HbIX CETEBbIX COEANHEHUI OCTaTO4HOM NPOMYCKHOW CNIOCOBHOCTH, a TalKe Ha BOCCTaHOBNEHNE COeANHEHW
nocne HexenaTenbHOro cobbiTns. B ocHOBE AaHHbIX TPeBOBaHNI NEXNT BaXKHOCTb COeanHeHnn B obecneve-
HVM B13Heca B TeHeHWe NPOAONKNTENBHOTO BPEMEHW, a Taloke NPOrHo3npyemMoe BpeaHoe BNnsaHWe Ha 6usHec
B CNyYae nx HapyLueHunin. Npn 3TOM BO3MOXHOCTN COEANHEHWIN MOTYT NPEA0CTaBUTb OPraHN3aLIMn MHOFO Npeu-
MYLLEeCTB B TMOKOCTM M CNOCOGHOCTN MCMNONb30BaTL NPaKTUYECKNe NOAXOAbI, HO OHWU MOTYT CTaTb TOYKaMM yA3-
BMMOCTN W «EOMHUYHBIMW TOYKAMM HEUCNPaBHOCTEN», KOTOpble CMOCOGHLI OKa3aTb paspyLUMTENbHbIE
BO31EVCTBUS Ha OPraHn3aumio.

14 [loKkyMeHTMpOBaHUE U aHaN13 BapuaHTOB CTPYKTYp 6e30MnacHOCTH

JlOKYMEHTMPOBaHWNE PasnnYHbIX BAPUAHTOB CTPYKTYP 6€30nacHOCTV NpefoCcTaBnsAeT BO3MOXHOCTb ANS
PacCMOTPEHUS pasnnYHbIX BApUaHTOB peLLeHni 1 co3aaeT 6a3y Ans aHanwsa ¢ uenbio Bbibopa KoMnpoMuc-
CHOTO peLLeHuns. TOo Takke CNOCOOCTBYET pa3peLleHnio NpobneMm, CBA3aHHbIX C HaCTO BO3HMKAIOLLMMUN TEXHU-
YECKMMWU OFpaHUYEHNAMM W MPOTMBOPEeUMAMM Mexay noTpebHocTamm 6u3Heca m  obecneveHneM
6e3onacHoCcTH.

Mpn cocTaBneHnn AOKYMEHTaLMN NO Pa3HbIM BapuaHTaMm CTPYKTYp 6e30nacHOCTU HeO06Xx0anMO NpUHK-
MaTb BO BHUMaHWe TpeGoBaHus, yCTaHOBNEHHbIE B NonuTrke 6esonacHoctu cucteM UT opraHmnsauum (CM. pas-
Aen 8), n nepeveHb NOTEHLUMarbHbIX KOHTPONMPYEeMbIX 30H (CM. pasaensl 12 n 13). Cneayet Takke yunTbiBaTb
CYLLeCTBYIOLLME B OpraHn3aLmm CTPYKTYpbl 6e3onacHocTy. Mocne AOKYMEHTUPOBAHUA U aHanNn3a BapMaHToB
cTpykTYp Ge3onacHocTv BbiGpaHHan cxema obecnedeHnsa 6e3onacHOCTM AomkHa ObiTb cornacoBaHa. OpraHu-
3aUMs MOXET BHOCUTb U3MEHEHNA B CTPYKTYPY CETU U €€ NPUMeHeHKe (Ans obecneyeHns COBMECTUMOCTU C
npeanoYTUTENBLHOM CXeMol obecneyeHns 6e3onacHOCTH), a8 Takke B NepeveHb NOTEHUMANbHBIX 3aLUNTHBIX
mep (Hanpumep NPV COrnacoBaHNM MOXET ObITb BbIABMEHO, YTO CTPYKTYpa 6€30NacHOCTN MOXET ObITb TEXHU-
4YeCckM peann3oBaHa TOMbKO anbTEPHaATVBHBLIM CMOCOGOM, YTO MOTPEeOyeT NPUMEHEHUA OOMONMHUTESNbHLIX
3aLLUMUTHBIX Mep).

15 MoaroToBKa K pacnpeaeneHUIo 3aga4v No BbIGOPY 3aLUTHLIX Mep,
NPOEKTUPOBAHUIO, peanu3aLmm U TeXHUYECKOMY OGCIyKUBAHUIO

Wcnonb3ya nepeyveHb NOTEHLMANbHbLIX KOHTPONMPYEMbIX 30H (CM. pa3aen 13) M cornacoBaHHYI0 CTPYKTY-
py GeaonacHocTy (CM. pa3aen 14), opraHn3auma MOXeT HauMHaTb NOArOTOBKY K NMaHMPOBaHWIO M pacnpene-
NEeHWIo 3aaa4 ANa AeTanbHOro BbiGopa 3alunUTHbIX Mep obecnedeHns 6e30nNacHOCTH, a Takke K X NPOeKTUPO-
BaHWIO, peanua3aLmm n TEXHUHMECKOMY 06CNYXMBaHWMIO.
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16 KpaTtkoe UuanoxeHue

HacTroswmit cTaHAapT yCTaHaBNMBaET PYKOBOASALLME YKa3aHWS N0 NOACOEANHEHMNIO CUCTEMb! MHGOpMa-
LIMOHHBIX TEXHOMOUI OpraHn3auun k ceTam. CTaHaapT OCHOBaH Ha cneayiolLeM NoOAX0Ae: BHavane NnpoBoaunT-
CS Npouece MaeHTUdUKaLMM 1 aHanmsa (HakTopoB, BIMAIOLMX HA CPEeACTBA CBA3W B LENSX YCTaHOBMNEHMUS
TpebGoBaHuii No ceTeBoi GesonacHOCTU. 3aTeM OnNpPenensioTCA MOTEHLUMAnNbHbIE KOHTPONWMPYeMble 30HbI
(opraHnsauma MOXeT ccbinaTbCs Ha COOTBETCTBYHOLUME NonoxeHws apyrux yactei MCO/MIK 13335). B
NOMOLLb NepCcoHany opraHn3aLmm, oTBevaloLleMy 3a 6esonacHocTb UT 1 BbiSBNeHNE NOTEHUMANbHbIX KOHTPO-
NMpyeMbIX 30H, B HACTOSILLIEM CTaHAAPTE NpUBeAeHa XapakTepuCTVKa CneayoLwmx TPEX OCHOBHbIX KpUTEPUER
naEHTUDVIKALMM NOTEHLMAMBHBIX KOHTPONVPYEMbIX 30H:

1) pasnu4Hble TUMbI CETEBbIX COENHEHWI;

2) pasnnyHble CeTEBbIE XapaKTePNCTUKM U CBA3AHHbIE C HUIMN A0BEPUTENbHBLIE OTHOLLIEHNUS;

3) noTeHunanbHble BMALI pucka B obnacT 6e30nacHOCTH, CBA3AHHbIE C CETEBbIM COeAMHEHNEM K
UCNonb30BaHMEM yCnyr, NPeaoCTaBNAEMbIX HEPE3 3TN COEANHEHUS.

3ateM KpuTepun upoeHTUhMKaLMm UCNONb3yTCA B MaTpvuax, NpeaHasHayeHHbIX AN MHOMKaLuKW
NOTEHLMaNbHbIX KOHTPONUPYEMBbIX 30H. [PMBOANTCA Takke KpaTkoe obLiee onvcaHue NoTeHUManbHbIX KOHT-
pPONMPYEMbIX 30H.
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MpunoxeHue A
(cnpaBouHoe)

CBefieHMs 0 COOTBETCTBMM HaUMOHAaNbLHLIX CTaHaapToB Poccuiickon ®eaepauum

CCbINMOYHbIM MeXayHapoaHbIM CTaHAapTaM

0O603Ha4YeHne ceolnoYHOro
MeXayHapoaHOro cTaHaapTa

O603Ha4veHne U HauMeHOBaHue COOTBETCTBYHLLEro HallMoHanbHOro craHgapTa Poccuiickoi
®epepauunn

NCO/M3K TO 13335-1:1996

FOCT P UCO/M3K 13335-1—2006 WHcbopmaLmoHHaa TexHonorns. MeToasl
obecneueHna GesonacHoCTU. YnpasneHvue 6e30MacHOCTBI0 MHPOPMAaLMOHHBIX U
TEeNeKOMMYHUKALMOHHBIX TexHonommin. YacTb 1. KoHuenuusa u moaenu ynpasneHust
6e30MacHOCTLI0 MHAOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TeXHONOrMiA

NCO/M3K TO 13335-2:1997

*

NCO/M3IK TO 13335-3:1998

FOCT P NCO/M3K 13335-3—2006 VHdopmaLuuoHHaa TexHonorna. PekomeHaa-
UMM no ynpasneHuto 6e30MacHOCTb MH(OPMAaLMOHHBIX TexHonoruid. Yactb 3.
MeToab! ynpaeneHus 6e30nacHOCTHI0 MHOPMALIMOHHBIX TEXHONOMUIA

NCO/M3K TO 13335-4:2000

FOCT P NCO/M3K 13335-4—2006 VHbopmaLmnoHHasa TexHonorus. Pykosoasiume
yKa3aHusi N0 ynpaBneHuo 3aLmuToin MHopMaLMOHHbIX TexHonormin. YacTb 4. BuiGop

3alUUTHBIX Mep

NCO/M3K 13888-1:2004

NCO/M3K 13888-2:1998

NCO/MIK 13888-3:1997

NCO/M3K TO 14516:2002

*

NCO/M3K TO 15947:2002

*

NCO/M3K TO 7498-1:1994

FOCT P NCO/M3K 7498-1—1999 UMHbopMauuoHHasa TexHonorna. Bsanmocessb
OTKpbITbIX cucTeM. Ba3oBas aTanoHHas mopenb. YacTtb 1. Basosasa mopennb

NCO/M3IK TO 7498-2:1998

FOCT P UCO 7498-2—1999 UHdopmaumnoHHaa TexHonorusi. Bsaumocsssb
OTKpPbITbIX cucTem. BasoBas atanoHHast Moaenb. YacTb 2. ApxutekTypa 3awwuThl

uHpopmaumm

NCO/M3K TO 7498-3:1997

FOCT P UCO 7498-3—1997 UndopMauuoHHas TexHonorus. Bsaumocessb
OTKpbITbIX cucTeM. BasoBasi aTanoHHasa Moaenb. Yacte 3. lMpucBoeHue umeH m

appecaums

NCO/M3K TO 7498-4:1989

FOCT P UCO/M3IK 7498-4—1999 UHbopMaumoHHas TexHonorus. Bzanmoceasb
OTKpbITLIX cucTeM. BasoBasi aTanoHHas Mogenb. Yactb 4. OCHOBbI aAMWUHUCT-

paTMBHOro ynpasneHus

* COOTBETCTBYIOLMIA HALMOHANBHLIA CTaHAAPT OTCYTCTBYET. [10 €ro yTBEp/AEHUS PEeKOMEHAYETC CNoNb3oBaThb
nepeBoA Ha PYCCKUIA A3bIK AAHHOTO MeXAyHapoaHoro cTaHaapTa. Mepesoa AaHHOrO CTaHAApPTa HaXoAMTCA B MHAOP-
MaLUMOHHOM (hOHAE TEXHNHECKUX PErNameHTOB N CTaHAAPTOB.
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LMK, ceTu, ayauT, KOHTPONMPYEMbIe 30HbI
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