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FOCT P UICO/MIK TO 19791— 2008

MpeaucnoBue

Llenu n npuHumMnel ctaHgaptu3auun B Poccuiickon degepaummn ycraHosneHbl $egepanbHbIM 3aKOHOM OT
27 nekabps 2002 . Ne 184-P3 «O TexHMYECKOM PErynMpoBaHnmy, a npasuna NPMMEHEeHUs! HaLUMOHAarbHbIX CTaH-
aaproe Poccuiickoin ®eaepaumn — FOCT P 1.0 — 2004 «Ctanaaptusauus B Poccuickon deaepaumm. OCHOB-
HbI€ NONOXEHNS»

CeefileHUA O cTaHaapTe

1 NOANOTOBNEH PeaeparnbHbiM roCyaapcTBEHHbIM yupexaeHuem «oCyaapCTBEHHbIN Hay4YHO-UCCneao-
BaTeNbCKMI UCMbITATENbHbIA MHCTUTYT NPOONEM TEXHUYECKON 3aLuTbl MHCpopmauun deaepanbHOi cryxObl No
TEXHUYECKOMY U SKCMOPTHOMY KOHTpOnoy (PIrY « THUNN MT3N dCTIK Poccumn»), OBLLECTBOM C OrpaHUYEHHON
OTBETCTBEHHOCTLIO «LleHTp 6e3onacHocTn nHdopmaummn» (OO0 «LIBU») Ha 0cHOBE COBCTBEHHOTO ayTEHTUYMHOIO
nepeeoja cTaHAapTa, YKa3aHHOro B MyHKTe 5

2 BHECEH YnpasneHneM TEXHMYeCKOro perynmpoBaHus 1 ctaHgaptusauun deaepansHOro areHTcTea no
TEXHUYECKOMY PErynUpPOBaHUIO U METPOOMUK

3 YTBEPXXOEH /I BBEJEH B JENCTBWE Mpukasom deaepansHOro areHTcTsa No TeXHUHECKOMY perynm-
poBaHuto u metponoruu ot 18 gekabps 2008 r. Ne 525-crT.

4 BBEJJEH BMEPBbIE

5 Hacrosiumii ctaHaapt uaeHTMYeH mexxayHapoaHomy cranaapry MCO/MIK/TO 19791:2006 «UHpopmaum-
OHHasi TexHonorusi. MeToabl u cpeacrea obecneyeHns 6esonacHocTu. OueHka 6e30nacHOCTU aBTOMATU3UPOBAaH-
Hbix cuctem» (ISO/IEC/TR 19791:2006 «Information technology — Security techniques —Security assessment of
operational systems»).

|-|pl/| NPUMEHEHNN HaCTOoALLEro ctaHgapTa pekoMeHayeTca ucnonb3oBatb BMECTO CCbINOYHbLIX MeXAyHa-
POAHBIX CTAaHAAPTOB COOTBETCTBYIOLLME UM HaUMOHanbHbIe cTaHaapTbl Poccuiickon degepaumm, cBeaeHus o
KOTOpPbIX NPpMBEAEHbI B AONONMHUTENBHOM NPUNOXeHuu E

UHbopmauusi 06 USMEHEHUSX K HacmosieMy cmaHOapmy nybnuxkyemcs 8 exe200H0 u3dagaemMoM UHGOP-
MayuoHHOM ykazamene «HayuornanbHble crnaHdapmbi», @ MeKem USMeHeHUl U rornpasoK — 6 €XKeMEeCAYHO
u3dasaembix UHhOPMaUUOHHbIX yKasamernsax « HayuoraribHble cmaHdapmbiy. B criydae nepecmompa (3amMeHbl)
usniu ommMeHbi Hacmosiuweeo cmaHdapma coomeemcemeyiouiee ysedomneHue ydem onybruKo8aHo 6 exxeMecsy-
HO u30asaemMoM UHOPMaUUOHHOM yKkasamere «HayuoHarnbHbie cmaH0apmbiy. Coomeemcemaeyiowas UHpop-
mayusi, yee0oMIeHUs U MEKCIMb! PasMeLUalomces makke e UHghopMayuoHHo U cucmeme obueeo nosb308aHuss —
Ha oghuyuanbHoM calime dedeparnbHo20 azeHmemea ro MEeXHUYEeCKoOMy pez2yriupoeaHuto U Memponoauu e cemu
Unmeprem

© CrangaptuHcpopm, 2010

Hacrosiumin CTaHaapT HE MOXKET ObiTb MOIHOCTLIO MM YAaCTUYHO BOCNPOU3BEAEH, THPAXXUPOBAH U pacnpo-
CTpaHEH B Ka4ecTBe 0hMLMANBHOTO M3aanus Ges paspelseHns deaepanbHOro areHTCTBa No TEXHUYECKOMY pery-
NUPOBAHNIO N METPOSIOTUM
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BBeneHue

Hacrosawmin ctaHgapT coaepkuT 4ONONHUTENbHbIE NpaBuna (Npoueaypbl) K MeXayHapogHbIM cTaHgapTam
MCO/M3K 15408-1, MCO/M3K 15408-2, NCO/M3IK 15408-3 (nanee — craHgaptbl cepun MCO/M3BK 15408)
B MHTEpecax OLEeHKU (OLeHNBaHWA) 6e30nacHOCTU aBTOMAaTM3MPOBAHHBLIX CUCTEM. TpeboBaHMS, YCTAHOBMEHHbIE
B cTaHaaptax cepumn MICO/M3K 15408, o6ecneunBatoT 3agaHue u onpeaeneHme PyHKLMOHanbHbIX BOSMOXHOC-
Tern 6e30NacHOCTU NPOAYKTOB U CUCTEM, BXOASILLMX B COCTAB UHPOPMALIMOHHBLIX TEXHONOMMIA. OaHAaKo CTaHgapThbl
cepun MICO/MOIK 15408 He paccmaTpuBalOT HEKOTOPLIE KpUTUYECKME (BaXKHbIE) acnekTbl 6e30nacHOCTH aBToMaTH-
3MPOBAHHON CUCTEMBI, KOTOPbIE AOMKHbI ObITb YETKO CrneunduumMpoBaHs! Ans ux 3PEKTUBHOIO OLIEHUBAHUS.

Hacrofwumin ctaHgapT COAepXUT AONONHUTENbHbIE KPUTEPUK OLEHKN U PEKOMEHAALIMU MO OLIEHKE acrekToB
6e30nacHOCTH, CBSA3aHHbIX Kak C UHCHOPMALMOHHBLIMU TEXHOMOTUSIMU, TAK U C MPUMEHEHUEM UX B ABTOMATU3UPO-
BaHHbIX CUCTEMAaX. HacToALwmIn CTaHAapT NpeXae BCEro npeaHasHavyeH aAns Tex, KTo CBA3aH ¢ pa3paboTkoii,
UHTErpauunen, paseeptbiBaHUEM M ynpaBneHnem 6e30nacHOCTbI0 aBTOMaTU3UPOBAHHBIX CUCTEM, a TaKKe Ans
opraHuM3auui, OKasblBalOLLMX YCMNyrM N0 OLEHKEe, MbITAIOLWMXCA NPUMEHUTL TpeboBaHua CTaHJapToB cepuu
NCO/MO3K 15408 k nogobHbIM cuctemam. Hacrosimii ctaHaapt ByaeT Takke HeoBXxoaMm opraHam, OCYLLECTBIS-
IOLLIMM OLIEHKY COOTBETCTBUS, OTBETCTBEHHbLIM 32 YTBEPXKIEHUE U NOATBEMKIEHWE NPaBUNbHOCTW AENCTBUI Opra-
HWU3aLUiA, OKa3bIBAIOLLMX YCNYTU NO OLIeHKE. 3aKa3yunkn OLEHKU 6€30NacHOCTU U APYrMe CTOPOHBI, 3aNHTEPECO-
BaHHble B 6e30MacHOCTM aBTOMaTU3NPOBAHHLIX CUCTEM, BYAYT AONOMHUTENBHBIMU NONBL30BaTENAMU CBEAEHUN
o6LLero xapakrepa B obrnactu 6e30nacHoCcTu HcopMaLumm.

OTHOCUTENBLHO ONPeAENeHNs U UCNOMb30BaHWA TEPMUHA «CUCTEMAY CYLLECTBYIOT (PyHAaMEHTanbHbIE NPOo-
6nemsbl. B craHgaptax cepun NCO/M3K 15408, Lienbto KOTOPbIX ABMAETCA OLEHKa NPOAYKTOB MHADOPMAaLMOHHbIX
TEXHOMNOIUIA, TEPMUH «CUCTEMAy» UCMONb3YETCA ANS yYeTa TONbKO aCNeKTOB MHAPOPMALIMOHHBIX TEXHOMOTUIA KOHK-
peTHo cuctemsl. OnpeeneHne TepMrMHa «aBTOMaTU3UPOBaHHAS CUCTEMAY, UCTIONb3YEMOrO B HACTOSAILLIEM CTaH-
Japre, BKMioYaeT B ce0s COBOKYMHOCTL NEPCOHAana, Npoueayp 1 NpoLieCccoB, UHTErPUPOBAHHBIX C (DYHKLIMAMMU W
MEXaHU3Mamu MHPOPMALMOHHBIX TEXHOMOTMIA, NPUMEHAEMbIX COBMECTHO, YTOObI yCTAHOBUTbL NPUEMIEMbIN YPO-
BEHb OCTAaTOYHOIO PUCKa B YCTAHOBMEHHOW cpeae PYHKLIMOHUPOBAHUS aBTOMATU3NPOBAHHON CUCTEMbI.
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HAUVWOHANBbHBIN CTAHOAPT POCCUNCKOWMN DEAEPALUMN

UndopmaumoHnana TexHonorus
METOAbI U CPEACTBA OBECNEYEHNA BE3ONACHOCTU

OueHka 6e30nacHOCTH aABTOMATU3NPOBAHHbLIX CUCTEM

Information technology. Security techniques. Security assessment of operational systems

Dara BBegeHna — 2009 — 10— 01

1 O6nacTb NpMMeHeHunA

HacTosLwumit cTaHgapT COAEPXKUT PEKOMEHAALMN M KPUTEPUM OLEHKM 6Ee30macHOCTU aBTOMAaTU3NPOBaH-
HbIX cuctem (aanee — AC), a Takxe obecneumBaeT paclumpeHue obnactu NPUMEHeHWs CTaHaapToB cepuu
NCO/M3K 15408, Bkntovas psig KpUTUHECKUX aCMEeKTOB, KACAIOLLUMXCA OLIEHKM cpeabl SKCnnyaTtauum obbekra
OLIEHKM 1 AEKOMNO3nLMK cocTaBHbIX AC Ha AOMEHbI GE30NaCHOCTU, KOTOPbIE AOIDKHbI OLIEHUBATLCA OTAETBHO.

Hacroawwii ctaHaapT ycTaHaBnmMBaeT:

a) onpeaeneHue n mogens AC;

b) onucaHme paclmpeHuin KoHUenuuu OueHkM ©6e30nacHOCTM C MOMOLUbK CTaH4ApTOB Cepun
NCO/M3K 15408, HeobxoanMbIx Ans oueHku AC;

€) METOAONOIUIO M NPOLIECC BLIMOMHEHNS OLEeHKU B6esonacHocTu AC;

d) AONONHUTENBHbIE KPUTEPUM OLIEHKU GE30NaCHOCTH, OXBaTbIBalOLLME Te acnekTbl AC, KOTOpbIE He Gbinu
OXBaY€Hbl KpUTEPUSIMU OLIEHKM Ge3onacHOCTH B cTaHaapTax cepun MICO/MOIK 15408.

Hacrosiumii craHaapT AaeT BO3MOXHOCTb BKITIOYaTh NPOAYKTHI 6€30NacHOCTU, OLIEHEHHbIE B COOTBETCTBUU
c TpeboBaHusiMmu ctaHaaproB cepun MCO/M3K 15408, B aBTOMATU3UPOBAHHBLIE CUCTEMbI U NPOBOAUTL OLIEHKY KaK
€IMHOTO LIENOro € UCMONb30BaHMEM HACTOSILLIEro CTaHaapTa.

Hacrosiuwii crangapt orpaHMuMBaeTCs OLIEHKON 6e30NacHOCTM aBTOMATM3UPOBaHHBIX CUCTEM U HE pacnpo-
CTpaHsieTcs Ha Apyrue chopMbl OLieHKM cucTeM. HacToswmi ctaHaapT He onpeaenseT MeToabl U CPEACTBA UAEH-
TUMKALMK, OLLEHKN U MPUHATUS SKCNIyaTalUOHHOr0 pucka.

2 HopmaTtuBHbIe CCbINIKM

B HacTosiLLeM CTaHAApTe UCNONb30BaHbI CCbISKU HA CReayloLme CTaHaapThl:

MNCO/M3K 15408-1:2005 UHcpopmaLpmoHHan TexHonorus. Metoabl u cpeacrtea obecneveHusn 6e3onacHoCTH
nHdopmMaumu. Kpurepum oueHkm 6e3onacHOCTU MHADOPMAaLMOHHBLIX TEXHONOMI. YacTb 1. BeeaeHue n obuian
Mmogenb

MCO/M3K 15408-2:2005 UncpopmMaLmoHHas TexHonorus. Metoabl n cpeacrea o6ecneveHus 6e3onacHocTu
nHcdopmaumu. Kpurepum ouieHku 6e30nacHOCTU MHAOPMALIMOHHBIX TEXHOSOMMIA. HacTb 2. PyHKUMOHAsbHbIE TPeGo-
BaHusa 6e3onacHoOCTH

MCO/M3K 15408-3:2005 UndopmanmoHHan TexHonorun. Metoabl u cpeacrasa obecneveHus 6e30nacHoCTH
nHdopmauun. Kputepun oueHkm 6e3onacHOCTM MHADOPMALMOHHBIX TexHonorui. Yactb 3. TpebosaHus aose-
pus kK 6e3onacHoOCTU

MpuMeyaHune—TIpu NONL30BaHUW HACTOALLUM CTaHAAPTOM Lienecoo6pa3sHoO NPOBEpUThL AEHCTBUE CCbINOY-
HbIX CTaHAAPTOB B MH(POPMALIMOHHOM cUCTeMe 06LLEro NoNbL3oBaHUA — Ha 0ULNaNEHOM caiiTe HaLWMOHanbLHOro opra-
Ha Poccuiickoit ®egepauynn no ctaHaapTusauuu B ceTh MIHTEPHET UAN MO eXeroaHo U3faBaeMoMy MHPOPMAaLMOHHOMY
ykasaTenio «HauWoHanbHble CTaHAapThbl», KOTOPLIA ONyGRNMKOBaH MO COCTOSHWIO Ha 1 siHBaps TeKylwero roga, u no

Uspanune ocpuumanbHoe
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COOTBETCTBYIOLUM EXXeMEeCSHHO U3jaBaeMblM MHEOPMALMOHHLIM yKa3aTensaMm, onybnukoBaHHbIM B TekyLieM rogy. Ecnu
CCBINOYHEIN CTaHAAPT 3aMEHEH (MBMEHEH), TO NPW NONb30BaHUW HACTOALWM CTaH4apPTOM CreAyeT pyKOBOACTBOBATLCH
3aMeHeHHbIM (M3MeHeHHbIM) CTaHAapTOM. Ecnu CCbINOYHEIR CTaHAapT OTMeHeH 6e3 3ameHbl, TO MONIOXEHWE, B KOTO-
POM JaHa CChlfika Ha Hero, NPUMEHSIETCA B YacTu, He 3aTparuBatoLieil 3Ty CCbInKy.

3 TepmUuHbI U onpeaeneHus

B HacToAweM cTaHaapTe NPUMEHEHbI CreayoLME TEPMUHBI C COOTBETCTBYIOLLIMMU ONPEeaeneHUsAMMU:

3.1 komnoHeHT (component): MNoaaarowanca naeHTudmkauum oTAeNbHas 4acTb (SNEMEHT) aBTOMaTU3npo-
BaHHOI CUCTEMbI, KOTOPAsA peanu3yeT YacTb (PYHKLMOHANBbHbLIX BO3MOXHOCTEN CUCTEMBI.

3.2 BHelwHAA aBTOMAaTU3MpOBaHHas cuctema (external operational system): OtaensHas asToMaTU3MPO-
BaHHasi CUCTEMA, KOTOpasi UMEEeT CBA3N C aBTOMATU3UPOBAHHOM CUCTEMOW, SIBMAIOLLENCS 0GBEKTOM OLIEHKN.

3.3 ynpaBneHueckue mepbl 6esonacHoctu (management controls): Mepbl 6e3onacHocTu nHopmaum-
OHHOMI CUCTEMBI, HANPABMEHHbIE HA MEHEIKMEHT PUCKOB U MEHEMKMEHT MHCDOPMALIMOHHON 6e30nacHOCTH MHpOp-
MaLMOHHbIX CUCTEM.

MpumeyaHune— Mepbl 6e30MacHOCTU — Mepbl 3aLLUTLI U KOHTPMEPHI.

3.4 opraHusauMoHHble Mepbl 6e3onacHocTu (operational controls): Mepbl 6e3onacHOCTU MHOpMaLm-
OHHOIi CUCTEMbI, KOTOpLIE, IMaBHbIM 06Pa3oM, peanu3yroTCs 1 BhINOSHSAIOTCS onepaTopamu, a He CUCTEMaMMU.
[HACT CM 800-53]

MpuMeyaHue— Mepbl 6e3onacHOCTU — Mepbl 3aLLUTLl U KOHTPMEPHI.

3.5 aBTOomMaTusupoBaHHasa cuctema (operational system): MHpopmaLumMoHHaa cucrema, BKroYas ane-
MEHTbl, HE CBSA3aHHblE C WH(OPMALMOHHON TEXHOMNOIUEW, paccMaTpuBaembleé C YYETOM YCMNOBUA ee
aKcnnyaraumu.

3.6 ocTaTo4HbIN pUckK (residual risk): Puck, koTopblii ocTaeTcsi nocne od6paboTku pUCKOB.

[MCO/M3K 13335-1:2004]

3.7 puck (risk): MoTeHuuansHas BO3MOXHOCTb HaHECEHUA yuiepOa opraHusauuny B pesynsrarte peanusaumu
HEKOTOPOM Yrpo3bl C UCNOMb30BAHUEM YA3BUMOCTEN aKTUBOB UMM IPYNNbl aKTUBOB OPraHn3auun.

MpuMeyaHune— PUCK U3MepAETCS B TEPMUHAX COMETAHWUA BEPOSITHOCTW COBLITUS U €ro NocriefcTBUIA.

[MCO/M3K 13335-1:2004]

3.8 ananu3 puckoB (risk analysis): CucTemHbIli NOAX0A K onpeaeneHunio BENUYMHbLI pucka.

[MCO/M3K 13335-1:2004]

3.9 oueHka puckoB (risk assessment): Mpouecc, Bkniovatowmin B ce6s naeHTudunkaumio puckoB, aHanms
PUCKOB U OLLEEHUBAHUE PUCKOB.

[MCO/M3K 13335-1:2004]

3.10 meHemxmeHT pUcKOB (risk management): Becb npoyecc naeHTudmkaumm, KOHTPOns 1 ynpasneHus
UM MMHUMKU3ALMK NOAO03PUTENBHBIX (HeonpeaeneHHbIX) COObITUI, KOTOPbIE MOTYT OKa3aTb HETaTUBHOE BO3AEN-
CTBWE HA PECYPCbl CUCTEMDI.

MpuMeyaHune—AgantupoBaHHbIi TepMuH 3 MICO/M3K 13335-1 [1]. MeHeaXMEHT pUcKoB 06bIYHO BKIovaeT
B cebs aHanus puckoB, o6paboTKy pUCKOB, NPUHATUE PUCKOB, pacnpocTpaHeHne WHdopMaummn o puckax (obMeH unm
npefocTaBneHne B COBMECTHOE MOMb30BaHNE WHGOPMaLMKN O pUckax Mexay NULUoM, NPUHUMAIOLLUM pelleHue, U Apy-
rMMMKU 3auHTepecoBaHHLIMU NULaMM).

3.11 o6paboTka puckoB (risk treatment): Mpouecc BbiIGopa u peanusauumn mep obecneyeHuns besonacHoc-
Tu (security controls) Ans U3MeHeHus pUCKOB.

MpuMedyaHune— AgantmpoBaHHblid TepMuH U3 MICO/M3K 13335-1 [1].

3.12 mepbl 06ecneyeHust 6e3onacHOCTH (Security controls): YnpasneH4yeckue, opraHu3aLUOHHbIE U TeX-
HU4Yeckne mepbl 0becneveHnsa 6e3onacHoCTU, NPUMEHSAEMbIE B UHCPOPMALMOHHON CUCTEME ANA 3aLUMTbI U JOC-
TYNHOCTU CUCTEMBI U €€ MHhopmaLmu.

[HANCT CIN 800-53]

MpumevyaHuns

1 JaHHoe onpefeneHne pacnpocTpaHsieTcs Takke Ha mepbl obecneveHnss 6esonacHoCTy, cBsi3aHHble ¢ obecne-
YEeHWEM NOJOTYETHOCTMU, ayTEHTUHHOCTU, HEOTKA3yeMOCTU, NPUBATHOCTU U HaJEXHOCTH, KOTOpbIE UHOIAA paccMaTpusa-
I0TCSl OTAENBLHO OT KOHUAEHLMANBHOCTH, LIENIOCTHOCTU U AOCTYNHOCTH.

2 Mepbl 6e30MacHOCTM — Mepbl 3aLUTLl U KOHTPMEPHI.
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3.13 nomeHn 6e3onacHocTu (Security domain): Yactb aBTOMATU3MPOBAHHOW CUCTEMbI, KOTOPas peanuayeT
OZHMU 1 T€ e NonuTUKn 6€30MacHOCTH.

3.14 nogcuctema (subsystem): OguH unu 6onee KOMNOHEHTOB ABTOMATU3UPOBAHHOMN CUCTEMBI, KOTOPbIE
J0NyCKaloT UX BbINONTHEHUE OTAENBHO OT OCTaNbHON CUCTEMbI.

3.15 cuctema kak 06 bexT ouieHkM (system target of evaluation): ABTomaTusuposaHHas cuctema, kKotopas
3KCNNyaTMpyeTCa B COOTBETCTBMU C PEKOMEHAALMAMM NO IKCNNyaTaLmm, BKNOYAA TEXHUYECKUE U OPraHn3aLMoH-
Hble Mepbl 06ecneveHns 6e30MacHOCTU, U ABNSIETCA NPEAMETOM OLIEHKM.

MpuMedaHue—OpraHu3LuoHHble Mepbl obecneyveHns BesonacHOCTU 06pa3yloT YacTb JKCrTyaTaLMOHHOM
cpegbl. OHW He OUEeHWBAIOTCA MO KPUTEPUSIM OLIGHKN B COOTBETCTBUU CO cTaHjapTamu cepun MCO/MIK 15408.

3.16 TexHnveckue mepbl 6esonacHoctm (technical controls): Mepbl 6e3onacHoCTU MHOPMAaLMOHHOW
CUCTEMbI, KOTOPbIE PEANU3YIOTCS U BbIMOJHAOTCH CAMOW MHCOPMALIMOHHOMN CUCTEMON YePe3 MEXAHM3MbI, Coaep-
XaLUMeca B annapaTHbIX, NPOrpaMMHbIX MU MPOrPaMMHO-annapaTHbIX KOMMIOHEHTaX CUCTEMBI.

[HUCT CN 800-53]

MpuMeyaHNUe— Mepbl 6e30MacHOCTU — MepbI 3aLUUTHI U KOHTPMEpbI.

3.17 sepudpmkauus (verification): lNMpovueccbl OLEHKU, UCMONb3yeMble A1 NOATBEPXKAEHUA TOr0, YTO MEPbI
obecneyveHns 6e30nacHOCTU AN aBTOMaTU3MPOBAHHOW CUCTEMbI peanu3oBaHbl KOPPEKTHO, M UX NPUMEHEHUE SB-
nsetcs 9PeKTUBHLIM.

3.18 yasBumocTb (vulnerability): Hegocrarku unu cnaboctu B npoekTe unm peanmsauum MHpopMaLmoHHOM
CUCTEMBbI, BKNIOYAA Mepbl 06ecneyeHnss 6e30nacHOCTH, KOTOPbIE MOTYT ObITb NPEAHAMEPEHHO UNK HENpEAHaMe-
PEHHO UCMONb30BaHbI ANs OKa3aHUsA HEBNAronPUSITHOTO BO3AENCTBUA HA aKTUBbI OpPraHU3aLym unu ee PyHKLMOHU-
pOBaHue.

4 CokpaleHus

B HacTosALLEM CTaHAaPTe UCMONb3YIOT Crie1yIoLIME COKPALLEHUS!:

TOO (ETR) — TEXHMYECKUM OTHET 00 OLIEHKE;

CMWB (ISMS) — cucrema meHegxmeHTa HopMaLmMoHHoii 6e3onacHocTH;

OB (OSF) — opraHu3aumoHHble PYHKLUUOHANbHbIE TpeboBaHMs Be30nacHOCTY;
Crn(spP) — cneyuanbHas nyénukauus;

M3C (SPP) — npodunb 3awuTbl CUCTEMBI;

OBC (SSA) — poepue k 6e30MacHOCTU CUCTEMBI;

OBC (SSF) — dyHkumm 6€30NacCHOCTU CUCTEMBI;

3BC (SST) — 3apaHue no 6e30MacHOCTH ANs aBTOMATU3MPOBAHHON CUCTEMBI;
COO(STOE) — cucrtema kak 0GbEKT OLIEHKH;

UT (IT) — WUHOPMAaLIMOHHaA TEXHOIIOMUS,;

OO (TOE) — OOBLEKT OLIEHKM;

T®b (TSF) — TexHu4eckue PyHKummn 6e3onacHoCTy;

OB (OSF) — dyHkumm 6€30MacHOCTU, peanu3yemMble OpraHu3aLuoOHHbIMU MEPaMU;
36 (ST) — 3apanue no 6e30nacHoOCTy;

M3 (SP) — npodnnb 3aLLUTbI.

5§ MeTtogonornyeckn noaxon K pelweHuo npobnembl 6e3onacHocTn

5.1 CywHOCTb aBTOMaTU3UPOBAHHbLIX CUCTEM

B Lensx HaCTOSAILLEro cTaHAapTa aBTOMaTU3UPOBAHHAA CUCTEMA OnpeaerneHa kak MHOpMaLMOHHas cucTe-
Ma, BKINIOYasi €€ acnekTol, He CBA3aHHbIE ¢ UT, paccMaTpuBaemas B KOHTEKCTE Cpeabl €€ IKCMIyaTaLuu.

MHOrme aBTOMaTM3MPOBAHHLIE CUCTEMBI ABMNSIIOTCA MO CBOEMY XapakTepy COCTaBHbIMU, COCTOSAT U3 COBO-
KYMHOCTM NOACUCTEM, KOTOPbIE MO CBOEN NPUPOAE ABNSAIOTCA OTHACTM OPUTMHANBHBIMU U YHUKANbHBIMU, 8 YaCTUY-
HO MOCTPOEHBI C UCMONB30BAHUEM MOKYMHbIX LUMPOKO PacnpoCTPaHEHHbIX NPOAYKTOB. ABTOMATU3UPOBAHHLIE CU-
CTeMbl B3aWMOAENCTBYIOT C APYTMMU CUCTEMAMU U UMEIOT 3aBUCUMOCTM OT APYrUX CUCTEM. ABTOMATU3UPOBAH-
Hasi cuctema 0ObI4HO CTPOUTCS C UCNOMb30BAHMEM KOMMOHEHTOB OT Pa3HbIX NOCTABLUMKOB. [ANA CO34aHUsA aBTo-
MaTU3NPOBAHHOIN CUCTEMbI 3T KOMMOHEHTBI MOTYT ObITb 00 bEANHEHbI MUHTETPATOPOM, KOTOPbIN HE BbINOMHAET Ka-
Knx-nn6o pyHKLMI NO paspaboTke, a TONbKO (PYHKLMU KOHDUTYPUPOBAHNA 1 MOAKMIOHMEHNS.
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ABTOMaTU3NPOBAHHBIE CUCTEMbI OObLIMHO:

- HaxoAATCA NOA YNPABIIEHMEM HEKOTOPOTO OAHOTO FTIOMMYECKOro 06bekTa — BrnaaenbLa aBTOMaTM3NpPOBaH-
HOW CUCTEMDI;

- C034al0TCA, UCX0aA U3 cneynduyecknx NOTpebHOCTEN, Ans BbINOMHEHNUSI KOHKPETHOTO TUNa AENCTBUN;

- 4aCTOo NpeTepneBaloT UBMEHEHUS, KacaloLMECss TEXHUYECKON CTPYKTYPbl M/UNnW OpraHn3aumoHbiX Tpeto-
BaHWUN;

- COCTOAT U3 3HAYUTENBHOTO (Aax)e GOnbLUOro) YMCcrna KOMMOHEHTOB;

- coaepXXar NOoKynHbIE KOMMNOHEHTbI, KOTOPbIE AAIOT BONBLLIOE YNCIIO BO3MOXHBLIX BAPUAHTOB KOH(UrypaLuuin;

- AAIOT BO3MOXXHOCTb BNajenbLy aBTOMaTU3UPOBAHHOM CUCTEMbI COYETATb TEXHUYECKUE (2 UMEHHO UT) n
HeTexHU4YeCckue mepbl 6e3o0nacHoCTH;

- cogepxaTr KOMMNOHEHTbI C Pa3NUYHBIMU YPOBHAMU U TUNAMKU 0BEPUS K BE30NACHOCTU.

5.2 O6ecnevyeHne 6€30NaCHOCTU ABTOMATU3NPOBAHHbLIX CUCTEM

BesonacHble NPOAYKTbI BHOCAT BaXHbI Bknag B obecnevyeHne 6e30naCHOCTM aBTOMATU3UPOBAHHbLIX
CUCTEM U, HECOMHEHHO, UCMONb30BaHUE NPOAYKTOB, OLIEHEHHbLIX B COOTBETCTBMU CO CTaHpapTamu cepun
NCO/M3K 15408, MoxeT ObITb NpeanoYTUTENbHBIM NPU NOCTPOEHUM 6e30NacHOM aBTOMATU3MPOBAHHOW CUCTEMBI.
OpgHako npo6nemMbl 6€30MacHOCTM B aBTOMATU3MPOBAHHBIX CUCTEMAX MOPOXKAAIOTCA HE TOMbKO W3-3a Npobnem
C npoaykTamu, a Taioke us-3a npobnem B caMon aBTOMaTM3MPOBaHHON CUCTEME B peanbHON cpeae akcnnyarauum,
Takux, HaNpUMeP, kak HeHaanexallee NPUMEHEHNe ucnpasneHuin 6e3o0NacHOCTN («3annaToky), HenpaBubHas
HacTpolika napaMeTpoB yNpaBneHWsa A0CTYNOM Unu Npasui GUNsTPaLmMmu MEXCETEBOTO 3KpaHa, Nioxas opraHusa-
uuns katanoros ¢haiinos u ap. Kpome Toro, B Cnyyae UCnosnb30BaHus ceTH ypoBeHb 6e30nacHOCTU aBTOMATU3NPO-
BaHHOW CMCTEMbI, NOAKIIOYEHHON K 9TOW CETU, MOXET 3aTparMBartb Apyrue aBToMaTu3uPOBaHHbIE CUCTEMBI, KOTO-
pble AOMKHbI B3aUMOAENCTBOBATbL C HEW.

TpeGoBaHusa HacTosILLEro cTaHgapTa 6a3npyioTCa Ha TPEXaTanHOM noaxoae k obecneveHunto Heo6xoaMMoro
ypoBHs 6€30nacHOCTU aBTOMAaTU3UPOBAHHON CUCTEMBI:

a) oueHnBaHue puckoB 6€30NacHOCTU NPUMEHUMEHUTESBHO K paccMaTpuBaemoi cucTeme;

b) yMeHbLUEeHnE PUCKOB AN NPOTUBOAEICTBUA UNW YCTPAHEHUA PUCKOB 6e30NacHOCTH NOCPEeACTBOM BbIOO-
pa obecnevyeHuss 6€30nacHOCTU;

C) aTTecTauus 4na NOATBEPXKAEHUS TOTO, YTO OCTAaTOYHbIE PUCKM, OCTAIOLLMECA B CUCTEME NOCHE NPUMEHE-
HUA Mep obecneyeHus 6630naCHOCTVI, ABNAIOTCA NpUemMneMbiMu A5t CUCTEMBbI, ytobhbl ee SKCnnyaTupoBarhb.

KoHuenTyanbHO 3TOT TpexaTanHblA NPOLEeCcC NoKa3aH Ha pucyHke 1.

B HacTosALLEM cTaHaapTe paccMaTpuBaeTCsl TONbKO BTOPO# 3Tarn NpoLecca, a8 UMEHHO — YMEHbLLIEHUE PUC-
KOB NOCPECTBOM BbIOOPA, NPUMEHEHNSA U OLIEHKM Mep oBecneveHuns 6e3onacHOCTU. [ins 3TOro B HEM UCTONb3Y-
€TCcA NoaxoA K oLeHke 6e30nacHOCTU, OCHOBAaHHLIN Ha Moz enu oueHku 6esonacHoctu ansa UT-mep obecneyeHus
6e30nacHOCTU, onpeaeneHHon B ctaHaaptax cepun MCO/M3IK 15408, HO pacnpoCTpaHEHHbIN Ha BCE TUMbI MEP
obecneveHns 6es3onacHoCcTy.

Cnocobbl U METOAbI OLIEHKN PUCKOB HAXOASITCSl BHE 06nacTu AeNCTBUS HACTOSLLEro ctaHaapTa. [insa nony-
YeHus BonbLuer MHAOPMAaLIMM NO OLLEHKE PUCKOB CM. YacTb 3 MCO/M3IK 13335 [1].

MpumedaHune—UNCOMOIK 13335-3 [2] ABNAETCH TEXHUHECKUM OTYETOM. [Tocne onyGnmMKkoBaHUA MeXAyHaposa-
Horo ctaHgaapTa MUCO/M3K 27005 [5] oH 3amenuT UCO/MOK 13335 [1], [2], [3], [4].

Cnocobbl M Mogenu atecTauuum ABMAOTCA NPEPOraTMBON MEHeAXMEHTA U HAXOAATCA BHe 0bnacTu eii-
CTBWSA HACTOSALLEro cTaHaapTa. Ana nonyyenus Gonblueii uHcpopmaumm 06 0gHOM BO3MOXHOM U3 MOAXO0A0B
cM. [6].

Mogaenb oueHkn GesonacHocTu, onncaHHas B UICO/MIK 15408-1, ncknouaeTt paccMoTpeHmne cpeabl yHK-
LMOHUPOBaHUSA (IKCNyataumm), OKpy>KatoLen 4acTb MHPOPMaLUMOHHOM CUCTeM, cBA3aHHON ¢ UT. Cpeaa akcnny-
aTauuu paccmaTtpusaeTcs (yunTbiBaeTCA) (NPU OLEHKE B COOTBETCTBUM CO cTaHaapTamu cepum MCO/M3K 15408)
B KQYECTBE NPEeANOSIOKEHUI, HO He MOXET HEe NPMHUMATbLCA BO BHUMaHUE A1 aBBTOMaTU3MPOBaHHbIX CUCTEM.
OB6bI4YHO aBTOMATU3MPOBAHHbIE CUCTEMbI UCNONb3YIOT Mepbl 06ecneyeHus 6e3onacHoOCTH, He CBsi3aHHbIe ¢ UT,
HanpumMep, opraHU3aLMOHHbIE MEPbI UIU Mepbl PUMYECKON 3aLuTel. CnegoBaTenbHO, CYLLECTBYET NOTPEBHOCTL
B ONpeeneHnu NyTen BbIpaXkeHUs1 U OLIEHKU Takux TpeBoBaHuii u mep obecneveHnsi 6e3onacHoOCTU B BUAE pacLLK-
peHus cneundukauum kputepues ctaHaapTos cepun MICO/MIK 15408. B aTux Lensx HaCTOALLMI CTaHaapT pac-
LUMpSAET KpUTepun oleHkn 6esonacHOCTU ctangaptos cepun MCO/MIOK 15408.

B uenom paclumpenus crangaptos cepun MCO/M3K 15408 B pamkax HAacCTOALLEro CTaHAapTa BKIOYAoT
B cebs (HO He orpaHuYMBatoTCs):

) OLIEHKY PUCKOB B 06 LLIYI0 METOAONMOTMIO OLiEHKM 6€30MacHOCTM aBTOMAaTU3UPOBAHHbIX CUCTEM C YYETOM
YCMOBUI UX BKCTNyaTauum,

4
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b) MeToaoNoOrMI0 ONpeaeneHnst BHYTPEHHEN CTPYKTYPbl aBTOMAaTU3MPOBaHHbIX CUCTEM, B TOM YKCTe Noapoob-
HOCTU O BHYTPEHHMX U BHELLHMX UHTEpdencax B 06beme, He0OX0AMMOM ANS NOHUMAaHKSA, KAaKuM 00pa3om B3au-
MOAEWNCTBYIOT Pa3nuyHble 4YacT aBTOMAaTU3UPOBAHHOW CUCTEMBI;

C) KaTanor KpUTepueB AOBEPUS ANSA BbIPAXKEHUSA pacLLUMpPeHUii 06nacTn OLUEHKK (CM. NpunoXxeHue A);

d) kaTanor hyHKLUMOHAmNbHLIX KPUTEPUEB A1 BBIPAXKEHUSA AOMONHUTENBHBIX Mep o6ecnedeHus 6e3onacHoc-
TU Npu 9KkcnnayaTaymm (CM. npunoxexue B);

€) karTanor KpUTepMeEB AOBEPUS ATIA BbIPAXEHUS JONONHUTENBHBIX 38484 N0 OLEHKE, HEOOXOAUMBIX ANS
OLEHKM aBTOMaTN3NPOBAaHHbIX CUCTEM (CM. npunoxeHue C).

OueHvBaHue prCKoB

NaeHTUdUKaLMSA pUCKOB.
AHanu3 puckos.
OueHka puckos

I _L —— —

BuiGop mep GezonacHocTu

BiiGop mep BesonacHoCTU B 3aaaHnn
no 6esonacHocTu ans cuctemsl (36C)

MprmeHeHne Mep 6e3onacHoOCTU

MpumexeHue mep 6e3onacHoCTU YMeHbLUIEeHUE PUCKOB
MO OTHOLLEHUIO K CUCTEME (oBracTb NpUMeHeHns
Kak o6bekTy oueHku (COO) HacTosLlero ctaHpapTa) |

OueHueanve PUCKOB

NaeHTUdUKaLmsa puckos.
AHanus puckos.
OueHKa puUckoB

[
v

TPUHATNE OCTATOYHLIX PUCKOB

AtTectauus

PucyHok 1 — TpexaTanHelit npolecc obecneveHnss Ge3onacHOCT aBTOMATM3UPOBaHHBIX CUCTEM

PacnpoctpaHenune nogxoaa ctaHgaptos cepum MCO/MOK 15408 K oueHKe 3aKOHYEHHbIX aBTOMaTU3npo-
BaHHbIX CUCTEM 0Onajaer TeM NPEUMYLLECTBOM, YTO UCMONb30BAHUE HEKOTOPOTO CYLLIECTBYIOLLETO NOKa3aTens
obnervaer obLLee 1 B3anMHOE NMOHUMAaHKUE Pe3ynsTaToB OLEHKW. [AnA KOHKPETHON aBTOMAaTU3MPOBAHHON CUCTEMbI
npeacTaBrieHne pesynbsrara OUeHKU CnocoB0om, COOTBETCTBYIOLLUMM cTaHaaptam cepun MCO/M3K 15408, moxkeTt
NPUHECTM [IENOBYIO BLIFOAY KIMMEHTaM, He TOJNLKO NPeOoCTaBMsALLMM YCNYrM Takux cucTem, kak 6aHKoOBCKUe
cucTeMbl B VIHTEpHeTE, HO U C TOYKM 3pEHUS COLiManbHOW OTBETCTBEHHOCTH.

Mpy oueHke aBTOMaTU3MPOBaHHbIX cucTeM TpebyeTcs naeHTudmkauusi puckos 6e3onacHoCTU, NPUMEHU-
MbIX 411 aBTOMaTU3UPOBAHHO CUCTEMbI, BO BPEMS NPEALLECTBYIOLLEH OLIEHKM pUCKa M onpeaerieHne puckos,
KOTOpbIE SABNSAIOTCA HENPUEMITEMBIMMW U JOMKHbI ObITb YMEHbLUEHbI U YCTPAHEHbI NOCPEACTBOM TEXHUYECKUX U
OpraHu3aLuoHHBIX Mep 6e3onacHoCTu. Torga OLeHKa aBTOMAaTU3MPOBAHHLIX CUCTEM COCTOUT M3 CMEAYHOLLMX
3Tanos:

a) onpefeneHue Leneit 6e30nacHOCTM AN aBTOMaTU3NPOBAHHONM CUCTEMbI, KOTOPbIE YMEHbLUAT HENPUeM-
nemble pUCKW 4,0 NPUEMITEMOTO YPOBHS;

b) BbIGOP 1 cneumndukaumsa TEXHUIECKUX U OPraHn3aLMoHHbIX Mep 6e30nacHOCTU, KOTOpble COOTBETCTBYIOT
uensim 6e30nacHOCTU aBTOMaTU3MPOBAHHOIN CUCTEMbI, MPUHUMAs BO BHUMaHMWE ke peanu3oBaHHble Mepbl obec-
neyeHusi 6e30nacHoCTK;
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C) onpeaeneHue KOHKPETHbIX M3MEPUMbIX TPEDOBaHUI A0BEPUA KaK K TEXHUYECKUM, TaK M OpPraHM3aumoH-
HbIM MepamM oBecneyeHns 6e30nacHOCTU ANg AOCTUXEHUSA HEOOXO0AMMOrO YPOBHS YBEPEHHOCTU B TOM, YTO aBTO-
MaTU3MpPOBaHHAas CUCTEMA COOTBETCTBYET LieNnsM 0€30MacHOCTY;

d) dukcuposaHue npuHATLIX perueHnn B 36C;

€) OLlEHKa KOHKPETHOWM aBTOMATU3MPOBAHHOW CUCTEMbI C TEM, YTOObI caenaTtb BbIBOA O €€ COOTBET-
ctBun 36C;

f) nepmoanyeckasn nepeoueHka puckoB 6€30NacCHOCTM aBTOMAaTU3NPOBAHHON CUCTEMBI, TAK U CMOCOBHOCTU
aBTOMAaTU3UPOBAHHOW CUCTEMbI MPOTUBOCTOATL STUM PUCKAM.

XOoTAa 9Ta MoAEenNb ABNSETCS pacluMpeHneM MOAEeNM B COOTBETCTBMM CO cTaHaapTtamm cepun MICO/M3K 15408,
OHa COBMECTMMA C 3TOW MOAENbLIO U, TaKMM 00pa3oM, pe3ynbrartbl OLeHKU o ctaHaaptam cepumn MCO/MO3K 15408
MOTyT BbITb UCNONB30BaHbI NOBTOPHO.

5.3 be3onacHOCTb B XKM3HEHHOM LiMKIe aBTOMaTU3MPOBaHHbIX CUCTEM

5.3.1 OOwme nonoxeHua

CunTaeTcs, YTO XKU3HEHHbIN LUK aBTOMaTM3NPOBaHHON CUCTEMbI COCTOUT U3 CReayoLmX cTaauii: paspa-
OoTKa/MHTErpauus, ycTaHoBKa, SKCryartauus cuctemsl u moaudukauma. Mepbsl obecnevennsa 6e3onacHoOCTH aB-
TOMAaTU3MPOBAHHO CUCTEMbI JOIMKHbI NOABEPraTbCs OLIEHKE B TEYEHNE BCETO XKU3HEHHOTO LIMKIA CUCTEMBI.

5.3.2 Ctagma pa3pabGoTKu/MHTErpauum

Ha craguu paspaboTku/MHTErpaumm nepebimM AecTBUEM No oBecneveHnto 6e30nacHOCTM A0MKHA ObITb MAEH-
TUUKaLMA PUCKOB ANS aBTOMaTU3MPOBAHHON CUCTEMbI. PUCKU, CHUTaIOLLMECS HENPUEMITEMbIMU, AOIDKHbI YMEHb-
LIATLCA UNK YCTPaHATLCA MepamMu obecneveHmnst 5e30NacHOCTH, UHTENPUPOBAHHbLIMU B cucTeMy. Crnefiom 3a OLEeH-
KOV pUCKa N UaEHTUMKaLMENR PUCKOB, KOTOPbIE AOIMKHbI ObITb YCTPaHEHbI, AOBEPEHHOE I0OMMKHOCTHOE NULIO Opra-
HU3auum (aTTecTyloLlee nuuo) A0IMKHO PaCCMOTPETL NpeanosiaraeMble 0CTaTOYHbIE PUCKK, OBLLIEE YMCIIO UMEID-
LLIMXCA OCTaTOYHbIX PUCKOB U MOATBEPAUTL, YTO OHU SIBNAKOTCA NPUEMITEMbBIMM.

[Mocne 3Toro NpoekTUpyeTCa aBTOMaTU3MPOBaHHAA CUCTEMA C MOMOLLIbIO MPOrpaMMHbIX M annapaTHbIX 13-
aenun, pusmyecknx Mep, KOMMEPHECKNX NPOrpaMmM U TexXHMYeckux mep 6esonacHocTu. MNpoekT aBToMaTu3npo-
BaHHOW cucTeMbl 4omkeH ObiTk 3anucad B 36C. B 36C coaepxutcst onucaHue Tpebosanuii no 6e3o0nacHoCTH,
BKJIHOYAst PUCKM, KOTOPLIM HAA0 NPOTMBOAENCTBOBATD, U LIeNK 6€30MacHOCTU, KOTOPbIE HEOBX0AUMO peann3oBaTb
C NOMOLLIbIO TEXHUYECKMNX U OPraHN3aLMOHHbIX Mep 6esonacHocTu. Lienu 6e30nacHOCTU CUCTEMbI KOHKPETU3NPY-
I0TCH B NEPEYHE TEXHUYECKUX U OPraHN3aLMOHHBbIX MEP 6€30MaCHOCTH.

Onsa koppekrtHocTn B 36C Heobxoanmo 0603HavaTh Lieny 6€30nacHOCTU, KOTOPbIE ONPEAENsItOT PUCKU, M EH-
TUMUMPOBaHHbIE Kak Henpuemnemsle. B 36C gomkHbl 0603Ha4aTLCs TpeboaHmsa no 6e30nacHOCTU, NOSTHOCTLIO
COOTBETCTBYIOLLME LiensiM 6e30nacHOCTM 6e3 kakmx-nmbo AONONHEHMUIA UK NPONYCKOB. B NpOeKTHOW AOKYyMeHTa-
LM aBTOMATU3MPOBAHHON CUCTEMbI AOIDKHBI ObITb ONpefeneHbl KOHKPETHbIE KOHTPMEPBI 06ecneyeHns 6esonac-
HOCTM CaMOii aBTOMATU3MPOBAHHON CUCTEMBI, COOTBETCTBYIOLLME BCEM TPEOOBaHMsAM Be30nacHOCTU, onpeaeneH-
HbIM B 3BC. 3TUMM KOHTpMEpaMu MOTyT BbiTb: PyHKLMM 6e30MacHOCTH, 060pyAOBaHKE, NPOoLEAYPbI MK NpaBuna.
KoHTpmepbl o6ecneveHuns 6e30nacHOCTM B CUCTEME JOIKHLI 8€KBATHO KOHTPONIMPOBATLCH, YNPaBNATLCA U UC-
nonb3oBaTtbcs. KoHTpmepbl o6ecneverHns 6e30nacHOCTU HENb3s peanu3oBbIBaTb C KAKUMU-NMOO HECAHKLMOHUPO-
BaHHbIMUW AONOSNHEHUAMM, YAANEHUSIMU UM U3MEHEHNAMU. Peanuaaums A0rmKHA KOHTPONMPOBATLCA NOCPeACTBOM
TECTUPOBAHUSI CUCTEMbI UITU MPOBEPKM AOKYMEHTauun. PyHKLUMOHUPOBAHUE KOHTPMEp obecneveHuss 6esonac-
HOCTMW JOIMKHO ObITh 81€KBATHO ONMMCAHO B PYKOBOASALLEN AOKYMEHTALUW.

B uensx noBbiLLeHNs 3pPeKTMBHOCTU PUCKM BE30NAaCHOCTH, UAEHTUDMLMPOBAHHbBIE NPU OLIEHKE PUCKOB Kak
HenpueMrneMble, AOMMKHbI ObITb YMEHbLUIEHbI B COOTBETCTBUM C BbIOpaHHbIMKU TpeGoBaHUsAMK No 6€30MacHOCTH A0
NPUEMIEMOrO YPOBHA OCTaTOMHbIX PUCKOB. Kaxkaas koHTpMepa 6e30nacHOCTU A0MmkHA 9D DEKTUBHO OYHKLIMOHU-
poBaTb COBMECTHO C APYIMMU KOHTPMEPaMu Ans yA0BNeTBOPeHus obLLmx TpeboBaHui no 6€30nacHOCTU aBTOMa-
TU3UPOBAHHOW CMCTEMbI. CTOMKOCTb MEXaHN3MOB 6€30MacCHOCTU A0IPKHA BbITb AOCTATOYHON, YTOObLI COOTBETCTBO-
BaTb NpeanonaraemMoMy noTeHuumany HanageHus Ha cuctemy. Npu Hanmuun NnoTeHumana HanageHust MOXeT no-
TpeboBaTbCA aHanM3 ysa3BMMOCTU U UCTIbITAHUE HA MPOHUKHOBEHME.

OUueHLMKN AOMKHBI ObITh 3a4EWCTBOBAHbI B HA4ane XM3HEHHOTO LMKIa CUCTEMbI Ha CTaaumn pa3paboTku/
WHTErpaumm Ang ynpoLeHus X 03HaKOMMAEHUs C CUCTEMON U ee npeanonaraemomn cpeaom, NoNyYEHU UCXOAHbIX
JaHHbIX MyTEM NPOCMOTPA NPOEKTHON AOKYMEHTALIMU U COCTaBIEHUS PYKOBOACTBA MO OLEHKE U PYKOBOASLLEN
JOKyMEHTaumm, KOTopble OyayT UCMONb30BAaTLCS KAk YacTk CBUAETENLCTB A0BepusA. B nuaeansHom criyqae non-
Hoe 36C AOMKHO OLEHMBATLCA HA CTaAWUM NPEABAPUTENBHON OLEHKW AN NOATBEPXAEeHUA OTCYTCTBUS KaKnX-
nm6o HECOOTBETCTBUIN UM Npobenos B TpeboBaHUAX N0 6€30NacHOCTU U NpeanaraeMbix Mepax obecneveHus
6e3onacHoCTH.

3artem co3gaeTca unu NpMobpeTaeTcs NporpamMmMHoe obecneyeHmne Ansa cCcTem u OU3HEC-NPUNOXKEHNS, BKIIO-
Yyas TexHMYeckne Mepbl 6€30NacHOCTU, U CUCTEMA UHTETPUPYETCH, KOHUTYPUPYETCS U UCTILITLIBAETCA paspaboT-
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unkoM. OIHOBPEMEHHO CO34aeTCs OpraHM3aLMOoHHas CTPyKTypa 6e30nacHOCTH, (POPMUPYIOTCS NONUTUKM, NPaBu-
na v npoueaypbl 6e30NacHOCTU, KOTOPbIE MHTETPUPYIOTCS B cCUCTEMY. [lOMkHbI ObITb ONpeeneHbl U BHEAPEHbI
COOTBETCTBYIOLLME NApaMeTPbl KOHUIypauum 6e30nacHoOCTU.

Mocne TecTMpoBaHUst UHTErPaLMM aBTOMaTU3MPOBaHHAsi CUCTEMA AOIDKHA NPOBEPSATLCSA Pa3paboOTUMKOM Kak
YacCTb NPOBEPOYHbIX UCTIbITAHMIA. OOLIMHO cneuuduyeckue Ans CUCTEMbI Mepbl 0DecneyeHust 6e30nacHOCTu, Ta-
KM€ KaK ynpaBneyeckue Mepbl 0CTYNOM, MOTYT NPOBEPATLCA Pa3paboTuMKOM nepes ux pa3sepTbiBaHUEM HA
pabouyem mecte. TecTtupoBaHue cneuuduueckux ansa pabouero mecra mep obecneyeHusi 6e30nacHOCTU (TEXHU-
YECKUX M OPraHU3aLMOHHBIX) OTKNAALIBAETCA A0 3aBEPLUEHUS YCTAHOBKU CUCTEMbI B €€ NPEANONaraeMon aKCrnny-
arauuoHHom cpeae. NMpoBepoyHbIe UCNIbITAHUSA AOIDKHBLI NOATBEPANUTL CTAOUNBHOCTL MEXaHU3MOB 6€30MacHoOCTH,
aTaKKe npaBunbHoe (OyHKLUMOHUPOBaHUE Mep obecneyeHmnst 6e30nacHOCTH.

3aTeM oCyLLECTBNAETCS OLIeHKa aBTOMAaTM3MPOBaHHOM cucTeMbl. OLIeHKa A0MKHA NOATBEPAUTD, YTO BCE
puckm, aeTanu3upoBaHHbie B 36C, KOTOPbLIM JOIDKHBI NPOTUBOAENCTBOBATHL MEPLI 06ecneyeHus 6e3onacHoCTH,
onpezereHbl Kak NpUeMnemMble Ans CUCTEMbI. Pe3ynsTar OLIeHKU ABMSIETCA HE3aBUCUMBIM MOATBEPXXAEHUEM ANA
BnagenbLa CUCTEMbI NPUEMIEMOCTM Mep 06ecneveHnst 6e30nacHOCTU.

B otuerte 0 cepTuchukaumm ykasoiBaloT BCE NOATBEPXKAEHHbIE YA3BUMOCTU, OOHAPYKEHHBIE NMPU OLIEHKE, U,
npu HE0BXO0AUMOCTHU, ONPEAENSIOTCA MOOblIE PEKOMEHA0BAHHBIE KOPPEKTUPYIOLLME AENCTBUSA. 3aTeM Braaenel
CUCTEMbI NOArOoTaBNMBAET NJ1aH KOPPEKTUPYIOLLUX AENCTBUIA NO YMEHBLUIEHUIO UIU YCT PAHEHUIO BbISIBIIEHHbIX YA3-
BMMOCTEMW, €CINN 3T0 HeoOxoAMMO. Pesynbtat cepTudpukaLimm CUCTEMbI NPEACTABIAETCA aTTECTYIOLLEMY NULYY ANS
onpeaeneHus NpuemMneMocTu akTMyeckux 0CTaTouHbIX PUCKOB A1s1 PYHKLUMOHUPOBAHUA CUCTEMDI U €€ aKTUBOB.
BbixoaHbIE AaHHbBIE HA cTaaumn cepTudpmkalmm OyayT pa3peLLeHUeM Ha IKCNIyaTaLmio CUCTEMBI.

5.3.3 Ctaausa ycTaHOBKM (BHeAPEHUS)

Ha cragum ycTaHOBKM (BHEAPEHUS) AN UCMONBb30BAHUSA B CPEAE KCMITyaTaLym BHEAPSIOT U NOATOTaBNMBa-
10T TEXHUYECKUE U OPraHU3aLMOHHbIE MePbI 6e3onacHoCTU. VcnbIThiBaIOT cneuuduyeckue ans paboyero mecra
Mepbl obecneveHus 6e30nacHOCTY, a OCTarnbHbIE MePbI 06ecneyeHns 6e30NacHOCTU NPOBEPSIOT MOBTOPHO A NS
NOATBEPXKAEHNS UX MPABUIILHOTO (DYHKLIMOHMPOBAHUS B KOHKPETHOM paboueri cpeae.

[nsa cobnioaeHnsa KOPPEKTHOCTU Mepbl 0BecneyeHns 6e30nacHOCTM AOMKHBI COOTBETCTBOBATL TpeboBaHuU-
Am 6€30MacHOCTH, JOKYMEHTUPOBAHHBLIM B 3BC, 1 105KbI ObITb CAHKLIMOHUPOBAHbI ANSi NPUMEHEHNUS KOMMNETEHT-
HbIM MuoM. [N noBbiWeHNUs 3pdeKkTUBHOCTU Mep obecneveHusa 6e30nacHOCTU BCe 3a4eUCTBOBAHHbLIE B 3TOM
obecneyeHun nnua AomKHbI BbiTb 0By4EHbI MCNONB30BAHUIO MEP U NpoLieayp o6ecneyeHust 6e30nacHOCTU B Cpe-
[e aKkcnnyarauuu.

5.3.4 Ctagus akcnsnyatauumn CUCTeMbI

Ha cTtaaum skcnnyataumm cucteMsl He06XxoANMO cobupaTh U OLleHUBATb 3anucK 00 aKkcnnyaTauum TexHU-
YeCKMX U OpraHu3aLnoHHEIX Mep 6eaonacHocTu. YKypHans! ayanTa ¥ 3anucu MOHUTOPUHIA BCEro JOCTYNA K aKTH-
BaM JOJKHBI perncTpupoBaTbcs. Heobxoaumo noaTBEPAUTE NPaBUBHOCTD (PYHKLIMOHMPOBaHUS Mep obecneve-
Husa 6e3onacHocT. HeoBxoanMMo Takxke NpoBepsiTb OTCYTCTBUE HECAHKLMOHUPOBAHHBIX ONepaLmii U Henpuemne-
MbIX pUCKOB. COCTOSIHWSA HE3aLUMLLEHHOCTU JOSHKHbI BbITh NepeBeaeHbl B COCTOSHUSA 3aLUMLLUEHHOCTHU B Ha3Ha-
YeHHbIii CpoK. HeobxoaMnMOo KOHTPOMPOBATb M OLEHWBATL HA Hanu4Ke Npobnem ¢ 6e30MacHOCTLIO U3MEHEHUS,
BHECEHHbIE B XO4€E PErNMaMEHTHOro o6cnyxusanus. 3anucu o hakTu4eckoM AOCTyNe U UCNONb30BaHNU aKTUBOB
A0MmkHbI npoBepaTbest. O npobnemax ¢ 6e3o0nacHOCTLIO HE0HX0AUMO CO0BLLaTb, OHU AOMMKHbI ObITh NPOBEPEHLI U
NpoaHanu3npoBaHs.l.

Lienbto cbopa 1 oLeHnBaHuA 3anuceii 06 sKkcnryaTaummn TEXHUMECKUX U OpraHM3aunoHHbIX Mep 6e3onacHo-
CTW ABNAETCA YCTAHOBMNEHWE 06PATHON CBA3M CUCTEMbI C aTTECTYIOLLIMM fIMLIOM MPW BHECEHUWN UBMEHEHUIA, KOTO-
pble MOTyT MOBNUATL Ha 6€30MacHOCTL aBTOMAaTU3NPOBAHHON cucTembl. OBbIMHO NpUW SKCMnyaTauum CUCTEMBI
HeoOX0AUMO ONPEAENUTL PAA KPUTUHECKU BaXKHBIX Mep obecneveHns 6e30nacHOCT aBTOMAaTU3NPOBAHHOW CUC-
TEMbI C LIENbIO HEMNPEPLIBHOTO MOHUTOPUHIA AN NPOBEPKM UX NOCTOAHHOW ahdeKkTuBHOCTH. Kpome TOro, Brage-
neL cucTemMbl OMKEH UMETb CUCTEMY KOH(UTYPALIMOHHOTO YNPaBNeHUsi, KOHTPOSA M OTYETHOCTU, KOTOPAst AOKY-
MEHTUPYET TEKYLLME aKTUBbI aBTOMAaTU3UPOBAHHON CUCTEMBI, €€ KOHPUrypaLMIO U NpeacTaBnsieT aTy MHdopmMa-
LIMIO OTBETCTBEHHBIM CTOPOHAM.

5.3.5 Ctagua moaudmkaumum

Ha craguu mogudumkauum nobele npeanonaraemMble Unm pakTmieckne nsMeHeHUs aBTOMaTU3MPOBaHHON
CUCTEMBI, BLIXOASALLME 3@ paMKW perfnaMeHTHOro 06¢cnyxuBaHus, JOMMKHbI M3y4aThCA, aHanM3npoBaTbCs, U Npu
HeobX0AMMOCTM, TECTUPOBATLCA A1 ONpeaeneHnst X BO34eNCTens Ha 6e30NacHOCTb aBTOMaTU3MPOBAHHON CUC-
TeMbl Nepej BHEAPEHWEM B NPOLECC KCMyaTauun. 3T U3MEHEHUS BKMIOYAIOT B €0 MBMEHEHUSA B MONUTUKAX W
npoueaypax. Ans npoeepkn 3MHDEKTUBHOrO hyHKLIMOHMPOBaHNSA MOANMULMPOBAHHbLIX Mep obecnevyeHust 6eso-
NacHOCTU HeOBXOAUMO NMPOBOAMUTL UCTILITAHUE HA NPOHUKHOBEHHKE.
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[nsa onpeaeneHus HeOGX0AMMOCTM MOBTOPHOW OLEHKM 6e30MacHOCTU pesynbTaThl aHanusa BO3AeWCTBUSA
W UCNbITaHWI AOMMKHbI MPEACTABMATLCA aTTeCcTyoLWweMy nuuy. Ecrniv onyCTUTb, YTO MOaAUMUKALIMM HE3HAYUTENb-
HO YBENMYMITU OCTaTOYHbIE PUCKM (BO3MOXKHO, MOTOMY, UYTO OHU Y€ ObINM OLEHEHbI Kak 4YacTb npoLuecca
noaaepXaHusa 4OBepus K NPOAYKTY), TO NOBTOPHOE CAHKLMOHUPOBAHME MOXET OCYLLECTBNATLCS 6e3 NOBTOPHOM
oueHkM. OfHAKO eCnu pe3ynbTaTbl OLIEHKM ObiNn NPU3HAHBLI HEAENCTBUTENBHLIMU, MOXET NOTPEOOBAaTLCA NOBTOP-
Has oLieHka.

KoHeuYHbIM aecTBUEM NO MOAUDUKALMM CUCTEMBI SIBASIETCA NPEeKpalleHue ee 3KcnrnyaTtauyuu nocrne
BbIKMIOYEHNA CUCTEMbI, NPU 3TOM AaHHbIE CUCTEMbI aPXUBUPYIOTCS, YHUUTOXAIOTCA UMK NepeaaiTcs Apyrum
cucremam. OT aTTeCTyioLero nuua TpedyeTca NoATBEPKIEHNE YCNELIHON OCTaHOBKN CUCTEMBI.

5.4 BsaumocBA3b C ApyruMu cuctemMamm

ABTOMAaTU3MPOBAHHASA CUCTEMA MOXKET B3aUMOJENCTBOBATb C APYIMMU POACTBEHHBLIMU CUCTEMaMU U SIB-
NATLCA YacTbio eauHoro Lenoro. COO oLeHEeHHON aBTOMaTU3MPOBaHHON CUCTEMbI ONpPeaenseTcs kak 4acTb rpyr-
bl CUCTEM, KOTOPAs OLIEHUBAETCA C BKMOMEHMEM Kak cucteM UT, Tak u cpeabl ux akcnnyatauun. OcranbHas
4acTb rpynnbl CUCTEM CHUTAETCH BHELLHUMUW aBTOMATU3NPOBAHHBLIMU CUCTEMaMU. ABTOMATU3MPOBAHHAs CUCTEMA
MOXET MMETb Lienn 6e30nacHOCTH, KOTOPbIM COOTBETCTBYIOT BHELLIHUE aBTOMATU3UPOBAHHBIE CUCTEMDI, HO OHU HE
aHanu3npyroTCA U HE OLIEHNBAIOTCS.

6 PacnpocTpaHeHne NpuMHUUNOB OLEHKU 6e30nacHOCTU aBTOMAaTU3UPOBaHHbLIX
CUCTEM, YCTaHOBIMEHHbIX B ctaHaapTax cepum UCO/M3K 15408

6.1 OOwmMe nonoxeHus

Llenbto HacTosLwero pasaena siBnsieTcs J0KYMEHTMPOBAHUE OCHOBHbIX MPUHLIMIOB, KOTOPbIE NOAKPENNSAIOT
MeTOA oLueHku 6e3onacHOCTm no craHgapTam cepun MICO/M3K 15408, u nocnepyioLLee ero pacnpocTpaHeHue Ha
aBTOMaTU3NpPOBaHHbIE cucTeMbI. B ctaHgapTax cepun MCO/MOK 15408 paccMaTpuBaloTcsl TONbKO TEXHUYECKUE
Mepbl 6830NacHOCTU U POACTBEHHbLIE MM YNPABIIEHYECKUE MEPbI; B ABTOMATU3UPOBAHHBIX CUCTEMAX TEXHUYECKUE
Mepbl 6€30MaCHOCTM 1 OPraHM3aLUMOHHbIE Mepbl 6e30NacCHOCTU 00 BLEANHEHBI ANS 3aLLUTLI MHOPMAaLIMK U APYTUX
aKTUBOB OpraHu3auuu.

6.2 OCHOBHbIE NPUHLMUNBI OLEHKN 6e30nacHOCTH

[na MHOrMx opraHusaumin nHopMaums SBrAETCA rMaBHbLIM aKTUBOM W HY>XAAeTCA B 3aluuTe OT yrpos He-
CaHKLMOHWPOBAHHOTO pa3srnaLleHusi, MoAMUKaLMKM UM YHUUTOXEHUA. STOT akTMB 3aLLMLLIEH NOCPEeACTBOM 00be-
OVHEHUSI TEXHUYECKUX Mep 6E30MacHOCTM U BCNOMOraTenbHbIX UHAPACTPYKTYP OPraHM3aLMOHHOTO ynpaBneHus,
COCTOSAILLMX U3 MepcoHana opraHu3aumm, NOfIMTUKM OpraHu3auuu, npoueayp n pusmyecknx mep sawuTbl. OCHOB-
Has koHuenuua ctaHaapTos cepun MCO/M3K 15408 3akniovaetcs B TOM, YTO YrpO3bl aKTUBaAM OpraHusauumn 4osn-
Hbl BbITb YETKO CCHOPMYNMPOBAHbI, ¥ UM AOMKHA NPOTUBOAENCTBOBATL KOMOUHALMA N3 MHPPACTPYKTYP TEXHU-
YECKMX M OPraHn3aunoHHbIX Mep 6ezonacHoCTH. TpeboBaHUS K TEXHUYECKMM MepaM 6e30nacHOCTM No OTHOLLE-
HUIO K yrpo3aM BKIoueHbl B cTaHaapTbl cepun MCO/M3K 15408. B atux craHaaptTax TpeboBaHUs K TEXHUMECKUM
mMepam 6e30nacHOCTM paccMaTpuBanucb OTAENBHO Kak YacTb NpoLecca aTTecrauuuy 1, crieqoBarernbHO, He yuu-
ThIBaNMCb NpU oLieHke 6e30NacHOCTN aBTOMaTU3UPOBaHHOM CUCTEMBI. B HacTosLLeM cTaHaapTe AenaeTcs nonbIT-
Ka CTaHaapTUM3MpoBaTh 9TU TPeBOBaHUA C TEM, UTOObI MX MOXHO ObINO OLIEHMBATb KAaK 4aCTb OLEHKW OpraHu3auu-
OHHbIX Mep 6e30onacHocTu.

B craHgaptax cepun MICO/M3K 15408 mepbl 6€30nacHOCTU AENSATCA Ha NpeaocTaBnsieMble, CBSA3aHHbIE
¢ 6e30NacHOCTLIO YCNYIU, U Mepbl, NpeanpuHUMaemble aAns obecnevyeHns yBepeHHOCTU B TOM, YTO 3TU MepbI
obecneyeHus 6esonacHocTu OyayT peanu3oBaHbl NPaBUIILHO U AhpekTuBHO. Mpu OLEHKE NPOAYKTA CBA3AHHbIE
¢ 6e3onacHoCTbIO yenyru aBnsioTea yHkuuamu UT, peanmaoBaHHbIMK ANst COOTBETCTBUSA LIENAM 3TON 00nacTu
TEXHOMOrMn. B KOHTEKCTE aBTOMATU3MPOBAHHbLIX CUCTEM MOXHO TaKXe OLIEHUTb NpoLeaypHOe 1 husnyeckoe co-
aencreng obecneveHuto 6esonacHocTu. MNMpoueaypHoe n husnyeckoe cogencramsa obecneyeHnto 6e3onacHocTu
aHanorU4Hb! BbINOMHAEMbIM (DYHKLMAM T, NOCKoNbKY NpeacTaBnsAtoT cOB0M NOTEHUManbHbIE BO3MOXHOCTY 6e30-
NacHOCTN aBTOMAaTU3UPOBAHHON CUCTEMbI, KOTOPbIE BMECTE OTBEYAIOT Lienam 6esonacHocTn. OaHako 06bI4HO Npo-
LeaypHoe u husmyeckoe coaencTansa obecneveHnto 6e30nacHOCTU He OCHOBAHbI HA TEXHONOMMU U BONbLLIE COOT-
BETCTBYIOT OLIEHKM SKCNyaTaLMOHHOIO 3Tana >XM3HEHHOrO LiMKIa aBTOMAaTU3UPOBAHHON CUCTEMbI, YeM dTana pas-
paboTK1 aBTOMATU3UPOBAHHOM CUCTEMbI. [TOSTOMY CUMTAETCS, UTO OHU AOIDKHBI ObITh OTAENEHbI OT PYHKLIMOHATb-
HbIX TPE6OBaHUIA.

Mepbl, NpUHATELIE AN AOIMKHOW peanu3anum NoTeHUManbHbIX BOZMOXHOCTEN 6€30MacHOCTH U COCTOALLME
13 CChOPMUPOBAHHOTO CBUAETENLCTBA M HE3ABUCUMOW OLIEHKW NPUTrO4HOCTM 9TUX BO3MOXHOCTEN, B CTaHAApTax
cepun MCO/M3K 15408 0603HaYEHbI TEPMUHOM «A0BepUe». Ero MOXXHO pacLumMpuTb ANS BKIOYEHUS YacTu opra-
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HMU3aLMOHHbIX Mep 6€30MacHOCTM aBTOMATU3UPOBAHHOW CUCTEMbI C MOMOLLbIO JOKYMEHTAaLMK, ONUCHIBAOLLEN
OpraHn3aumMoHHble Mepbl 6e30MacHOCTU Kak peanu3oBaHHbIe.

Mpouecc pa3paboTku, BHEAPEHUS U NOAAEPKAHNA DYHKLUOHUPOBAHKUSA CAMO aBTOMATU3MPOBAHHOMN CUCTE-
Mbl U CBSI3aHHbIX C 6€30MaCHOCTLIO YCIYT OKa3bIBAET 3HAYUTESILHOE BMUSIHWE HA MPaBUIILHOCTb U 9hEKTUBHOCTb
CBSA3aHHOIi ¢ 6e30NaCHOCTbIO YCNyrv 1 ee 06LLMIA Bknag B 06LLyto 6830MacHOCTL aBTOMAaTU3MPOBaHHON CUCTEMBI.
3T0 BNUsIHME TaKkxe CoAeiCTBYET yBEPEHHOCTM B OKazaHUM CBSA3aHHOW ¢ 6esonacHoCTbio yenyru. Takum obpa-
30M, npouecc paspaboTku, BHEAPEHUSA U NOAAEPKAHUS PYHKLIMOHUPOBAHUS CaMOI aBTOMAaTU3NPOBAHHOI CuCTe-
MbI U CBAA3AHHbIX C 6€30MacHOCTLIO YCIyr CroCcoBCTBYET 00LLEMY OBEPUIO K KOMMNIIEKCHOW aBTOMAaTU3NPOBaHHOM
cucreme. A UMEHHO, YeM BblLLE YPOBEHb NPOU3BOAMTENLHOCTH NPOLIECCa, TeM BOfbLUE YBEPEHHOCTL B NPaBUIb-
HOCTU 1 3PPEKTUBHOCTMU CBA3AHHOIN C 6E30NaCHOCTbIO YCIYIW U, CriefoBaTenbHO, obLLee okasbiBaeMoe 4OBEPUE.

DyHKUMOHAanNbHbIE TPeOoBaHUA 0becneveHusi OpraHM3auMoHHON BE30MacHOCTM peanu3ylTCs HETEXHUYEC-
KUMM CpeCTBaMU, BHEAPEHHbIMU B aBTOMAaTU3MPOBAHHYIO CUCTEMY B MHTEpecax obecneyeHns obLux Leneu
6e30nacHoCTH, TOrAa Kak TpeboBaHusA 4OBEPUS K HEI OTPaKEHbI B CBUAETENLCTBAX COOTBETCTBUSA 3TUM TpeboBa-
HUAM.

CnefoBaTensHO, OLeHKy 6e30nacHOCTU aBTOMaTM3MPOBAHHON CUCTEMbI MOXHO Pa3fenuTb Ha HECKOrb-
KO 9TanoB.:

a) npobnema 6e30MacHOCTM YETKO CCHOpMYNMPOBaHa Kak HAbOP PUCKOB, KOTOPbIE JOSKHbI ObITb YMEHbLLIE-
Hbl UM CMATYEHbI, U HABOP NONUTMK BE30NaCHOCTU OPraHM3aLUmMm, KOTOPLIE AOMKHbI ObITb peanu3oBaHbl. ns
onpeaeneHusi Leny asToMaTU3UPOBaHHON CUCTEMbI TpeByeTcs NpeaBapuUTENbHbLIM aHANKU3, a ANa onpeaeneHust
PUCKOB, KOTOPbIM AOIHKHbI NPOTUBOAENCTBOBATL TEXHUYECKME U OPraHU3aLMOHHbIE Mepbl 6e30nacHOCTH, TpebyeT-
€A oLeHKa puckoB. PesynbraThl aHanu3a dukeupytores B 36C;

b) npobnema 6€30NacHOCTM 4ENUTCSH Ha BbICOKOYPOBHEBOE peLleHue No 6e30nacHOCTH, NPeacTaBneHHoe
COBOKYNHOCTLIO Lienen 6esonacHocTu. Lienu 6e3onacHoctu 3anuckiBaiot B 36C;

€) Aanee ueny 6e30NacHOCTU AETanU3npyIoT B TpeboBaHuUAX 6€30MacHOCTH, KOTOPLIE MOTYT ObITb OLIEHEHbI
HE3aBUCUMbIM OLIEHLLMKOM. HEKOTOPbIE LIenn OTHOCAT K TEXHU4ECKUM mepaM obecneveHns 6e30nacHOCTM, HEKO-
TOpbIE — K OPraHn3aumMoHHbIM. HanpumMep, KOHTPOIb 32 HECAHKLMOHMPOBAHHLIM JOCTYNOM K UHPOPMALIMOHHOMY
aKTMBY YaCTO OCYLLECTBNAETCH Yepes obecneveHne huanyeckom 3awmTsl 060pya0BaHURA, COAEPKALLEro akTUB
(Hanpumep, 3aMku, 0xXpaHa), 1 BbinonHaemble pyHkumun UT (Hanpumep, ayTeHTUMKauma nonb3oBaTens u Mmexa-
HU3MbI ynpaBneHust 4octynom). Tpe6osaHusa 6ezonacHocTu 3anucbiBaiot B 36C;

d) Ha ocHOBe 00LLMX Lienel n 00LLero AoBepusa kK TpedyembiM MepaMm 3aLLMTbl ONpeaenseTcs COBOKYNHOCTb
OeViCTBUIA OLIeHLLMKA BO BPEMs NPOBEAEHUA OLeHKN. 3Tn TpeboBaHua AoBepus 3anucaHbl B 3bC;

€) OLeHKa He3aBUCUMbIM OLIEHLLIMKOM ONPeAEensieT COOTBETCTBUE aBTOMATU3MPOBAHHON CUCTEMBI €€ Tpebo-
BaHMsM No 6€30MacHOCTU HA OCHOBE TPeGOBaHUI, AOKYMEHTUPOBaHHbIX B 36C;

f) MOryT NpoBOAUTLCA TEKYLLUME OLEHKU Ans obecrneyeHus yBepeHHOCTU B COOTBETCTBUM aBTOMATU3UPO-
BaHHON CUCTEMbI YCTAHOBIIEHHbLIM TPeB0BaHMAM B X0 € KCMIyaTaLum. TekyLume OLEeHKN COCPEL0TOHEHbI B OC-
HOBHOM B 0611aCTH OpraHM3aumMoHHbIX Mep 6€30NacHOCTH aBTOMaTM3UPOBAHHON CUCTEMDI, MOCKOSLKY 3T MEpbI
3aBUCAT OT NOBEAEHUS YENOBEKA, KOTOPOE ABMAETCS MEHEE KOHTPONMPYEMbIM M MOCIEA0BATENbHbLIM, YeM NOBe-
nexHue UT;

g) nepnmoan4eckas nepeoLieHka aBTOMATU3NPOBAHHON CUCTEMbI MOXKET ONPeAenuUTb, NPOAOIKAET NN CUCTe-
Ma COOTBETCTBOBATb YCTAHOBSEHHbIM TpeGoBaHUsSM, HECMOTPS HAa U3MEHEHUA B Hel unu B ee cpeae. Mepuo-
Aunyeckas nepeoLeHKa COCTOUT U3 BbISIBIIEHUS TOTO, Kakue U3MEHEHUS UMENN MECTO, OLIEHKU BO3AENCTBUA STUX
n3MeHeHwuit Ha 6e3onacHocTb, 06HoBNeHUs 3BC, npu He0BXo0AMMOCTH, U onpeaeneHns HanUYUA NoAAE PXKU
6e3o0nacHOCTH B X04€ 3TOro npouecca.

[aHHbiii npouecc nogo6eH npoleccy oueHku no craHaapram cepumn MCO/M3BK 15408. TunuyHoe pasnuune
MeXAay OLEHKOW aBTOMAaTU3UPOBAHHON CUCTEMBI U OLIEHKON NPOAYKTa No ctaHaapram cepun MCO/MIK 15408
3aKNI04aEeTCA B TOM, UTO NPU OLIEHKE aBTOMATU3UPOBAHHOW CUCTEMbI (PaKTUHECKana cpeaa aKkennyaTtaumm paccmar-
puBaeTCca NONHOCTLIO, TOAA Kak NPYU OLEHKE NPOAYKTa cpeaa akcnnyartaumm nogpobHo He paccmaTpuBaeTes, a
ONUCLIBAETCA KaK NPEANONOXXEHUs!, KOTOPbIE HE MOATBEPKAAIOTCS BO BPEMSI OLIEHKU.

OCHOBHOW L€MbIO OLIEHKM aBTOMAaTU3UPOBAHHOW CUCTEMBI ABMAETCA NOMyYeHWe A0BEPUS K NPaBUIIbHOCTU
1 a(pheKTUBHOCTH peanusaumm Lenen 6e30nacHOCTM aBTOMATU3UPOBAHHOW CUCTEMDI. OHAKO OLiEHKa mep obec-
neveHuns 6e30NacHOCTU KaK TEXHUYECKMX, TaK U OPraHU3aLMOHHLIX, HUKOTAA HE CMOXET 06ecnevuTs aGCoNOTHO-
ro 0BEPUS K NOCTOSTHHOMY J1I0SDKHOMY (PYHKLMOHMPOBaHWIO B nto6oe Bpemsa U nNpu Bcex 06CTOATENbCTBAX.
B pe3ynbrare OLeHKU BEIHOCUTCS NONOXUTENBHOE UMK OTpULATENbHOE 3akniovyeHue. Jlaxe B cnyvae, ecnv npu
OLiEHKe He ODHAPYXMBAIOTCH HENpUEMIEMbIE YSI3BUMOCTHU, BCeraa OyaeT 0CTaTouHbIN PUCK TOTO, YTO Mepbl 06ec-
neveHuss 6€30NacHOCTU He PYHKLIMOHMPYIOT AOMKHBLIM 00pa3om. PUCK MOXHO CHU3WUTL A0OaBneHneM 4ONOSHU-
TEerbHbIX MEP AOBEPUS UMW UCNONb30BAHMEM PA3NMUYHBLIX MEP AOBEPUS, YTO npuaaet GonbLUyl0 YBEPEHHOCTb
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B 6e3onacHocTn. OCTaTOUHbIN PUCK HENPABUIBHOTO UK HESMMEKTUBHOTO PDYHKLIMOHMPOBaHUA Mep obecnedveHuns
6€30MacHOCTU MOXHO BbISIBUTE TOMbKO NOCPEACTBOM HENPEPLIBHOTO MOHUTOPUHIA U OLIEHKW. OTOT OCTATOYHBLIN
puCcK HEOOXOAUMO YYUTLIBATbL MPU MPUHATUM peLLeHns 00 aTTecTaumm aBTOMaTU3MPOBAHHON CUCTEMBI ANS €€
pearnbHOro OyHKLUMOHUPOBAHUS.

dakTopbl cpeabl MOryT NPUBECTU K PA3NUYNAM B CPEAAX KPUTUHHOCTU/YIPO3 AN Pa3nnYHbIX KOMMNOHEHTOB
aBTOMAaTU3MPOBAHHON CUCTEMbI. BO3MOXHO, YUTO AN HEKOTOPbIX YaCTEN aBTOMAaTU3MPOBAHHOWN CUCTEMbI MOXET
notpeboBartbca GonbLuee fOBEPUE, TOTAA Kak ANS Apyrux Yacren TpebyeTcs meHbLuee AoBepue. [OCKOmMbKY Npu
OLIEHKE PUCKA MOXXHO YCTAHOBUTL Pa3fMyHbIE YPOBHM Ero NPUEMIEeMOCTH, aBBTOMATU3MPOBAHHYIO CUCTEMY MOXKHO
pasgenuTb Ha JOMEHbI 6e30MacHOCTU C pasnuyHbiMKu TpeboBaHuamu goBepus. OLeHka pucka onpeaensiet npuem-
NeMoCTb pyUcKa AN PasnNuUyYHbIX YacTein aBTOMaTU3POBAHHOW CUCTEMbI U OKa3blBAET COAEMCTBME NP onpeaene-
HWUW COOTBETCTBYIOLLUMX MEP AOBEPUS AN KAXA0W YaCTU aBTOMATU3MPOBAHHOWM CUCTEMBbI.

6.3 [loBepue K aBTOMaTU3UPOBAHHbLIM CUCTEMAM

MpuHumn gosepus no crangaptam cepum MCO/M3BK 15408 ocHoBaH Ha npefocTaBneHnn cBMAETENLCTBA O
CYLLIECTBOBAHMM NPaBUITbHOW U 9pEKTUBHON peanusauun mep obecneveHus 6esonacHocTu. bonee Bbicokne
YPOBHM AOBEPUS NpeabsaBnaloT 6onee noapoOHble TPEGOBaHUSA K COAepXXaHUIo U Cnocoby npeacTaBneHus cauae-
TenbcTea. Kpome Toro, ans 6onbLuero gosepus nHoraa tpebyercs 6onee crporuii aHanus CBMAETENLCTBA Kak Co
CTOPOHbI pa3paboTymKa, TaK U OLIEHLLIMKA.

OueHka npoaykTa no craHaaptam cepum MCO/M3K 15408 ocyuiecTBnseTca cnoco6om, KOTOpbIV Npeano-
naraet o6LLyto cpeay aKkCnyaTtaumu, B KOTOPOI NPOAYKT MOXHO UCMONb30BaTh. OLeHKa NPOAYyKTa CKOHLEHTPUPO-
BaHa Ha NpoBepke BO3MOXHOCTel obecneveHus 6€30nacHOCTU, peanu3oBaHHbIX NPOAYKTOM, HE3aBUCUMO OT Mool
KOHKPEeTHOW cpeAbl akcnnyarauuu. [ns 060CHOBaHMSA 3aKIIOYEHUS O NMPABUITLHOCTU NPU OLLEHKE NMPUMEHSAIOTCSA
pasnuyHble AeTanusaums, KOHCTPYKLMA U TECTOBasA IOKYMEHTaLUS.

MaBHO Lernbio OLIEHKW NPOAYKTA ABMNSIETCA NONyYEHUE YBEPEHHOCTU B TOM, YTO BO3MOXHOCTH 06ecneye-
HWs1 6e30MacHOCTU NPOAYKTAa peanu3yioTcs KOPpekTHO. OCHOBY KOPPEKTHOCTU onpeaensioT TpebosaHua 6e3onac-
HocTu, copepxawmecs B 3b npoaykra. 36 BkniovaeT B ce6s1 onpeaeneHHyo cTeneHb NPOCNEXMBaeMoCT NPo-
Gnembl 6€30MaCHOCTK, paspeLLaemMon pesynsTUpyLwmM Habopom TpeGosaHuii 6esonacHocTu. MNpeanonaraercs,
yTo npobnema 6esonacHoCcTH, chopmynuposaHHas B 35, 0CHOBaHa Ha OLIEHKE Yrpo3bl AN TUNOB CPeA, NpUroa-
HbIX 1N BBOAA B AelCcTBME NpoaykTa. Obnactb OLeHKM NpoAYyKTa orpaHnymMBaeTcs TpeboBaHmsAMm 6€30nacHOCTU
WT, onpeaeneHHbiMy AN NPOAYKTa 9TON OLEHKON Yrpo3kl. Kpome Toro, oueHka npoayKkTa yCTaHaBnuBaeT rpaHu-
bl «Ge30nacHbIX 3HAYEHWIT» ANS KOHPUryprpyeMbIxX aCNeKTOB NPOAYKTA MO HA3BAHUEM OLEHEHHas KOHAuUry-
pauusy. OaHako NogoOHbIE KOH(UIypaLMUW HE YYUTLIBAIOT KaKyH-NMOO KOHKPETHYIO Cpeay, NOCKONbKY OHa Heus-
BECTHA HA MOMEHT OLEHKM. [ocne 3aBepLUeHUst OLEHKU MPOAYKTa OCTaeTCs HE0OX0ANMOCTb 10MKHLIM 06pa3oM
WHTErpMpoBaTh OLIEHEHHbIN NPOAYKT C APYrUMU NMPOAYKTaMU AN CO3AaHMSA aBTOMATU3MPOBAHHOW CUCTEMbI U,
HaKoHeL, NpoBepuUTL, 06ecneymBaeT N aBTOMaTU3UPOBAHHAS CUCTEMA HY>KHBIE XapaKTEPUCTUKM 6E30MacHOCTU U
noBeAeHune B Ccpeae, B KOTOPOM OHA 3KCNyaTUpyeTcs, Npu CYLLECTBYIOLLEN KOHUIypaLum CUCTEMBI.

Mpu oueHke NCNonbL3yTCS OAMHAKOBbIE MEPbI AOBEPUS, MPUMEHSIEMBIE KO BCEM BbIMOSTHSAEMbIM (PYHKLMAM
6e30nacHOCTU. XOTA TEXHUYECKN BO3SMOXHO Hanuyne pasnuyHbiX JOMEHOB 6€30nacHOCTU B NPOAYKTax, 0ObIYHO
npu oBLLMX OLieHKax NPoAYKTa JoMeHbI 6E30MNaCHOCTW HE NPUMEHSIIOTCA.

CBuaeTeNbLCTBA OLIEHKU M OTYEThI 00 OLIEHKE, NOMYYEHHbIe U3 OLIEHKU MPOAYKTA, MOXHO MCNOMb30BaTh Aris
NOAAEPKKN MHTErpaLuM aBTOMaTU3NPOBAHHON CUCTEMbI U MPOBEPOYHbLIX AEUCTBUN.

B npuHumne, pasHuua mexay xapakrepuctukamu npoaykra T u aBTOMaTU3MPOBAHHON CUCTEMbI C TOYKK
3peHus oLieHkM BesonacHoCTn HeBenuka. OHAaKO OLeHKa aBTOMaTU3MPOBAHHOWN CUCTEMbI MOXET ObITb 3HA4UTESb-
HO CNoOXkHEE OLUEeHKM npoaykTa no crangaptam cepum MCO/M3K 15408 no cnegyiowum npudnHam:

a) aBTOMaTU3NPOBAHHASA CUCTEMA MOXKET COCTOSITh M3 KOMMEPYECKUX MPOAYKTOB U 3aKa3HbIX pa3paboTok
UT, 00beanHeHHbIX B AoMeHax 6e3onacHocT. COCTaB kaXaoro AoMeHa 6e30nacHOCTU CUCTEMbI MOXKET OCHOBbI-
BaTbCH HA HECKONbKMUX (hakTOpax, TaKUX Kak MCNOMb3yemMas TEXHOMOMNS, NpeaoCTaBneHHbIe DYHKUUOHAMbHbIE
BO3MOXHOCTU U KPUTUHHOCTb 3aLLMLLIAEMbIX aKTUBOB;

b) aBTOMaTU3NPOBAHHASA CUCTEMA MOXET COALPXKATb MHOTOYUCIIEHHbIE MPUMEPbI OHOTO U TOTO e NPOAYK-
Ta (HanpuMmep, MHOrOYMCIIEHHbIE KON aBTOMATU3UPOBAHHOW CUCTEMbI, IPEA0CTaBNAEMbIE OJHUM U TEM Xe MPo-
[JaBLIOM) UMK Pa3NUYHbIE MHOTOUYUCIIEHHbIE MPUMEPLI NPOAYKTOB OAUHAKOBOTO TUNAa (HanpuMep, MHOTOYUCHEHHbIE
MeXCeTeBbIE 9KPaHbI, MOCTABMNAEMbIE PA3NMUYHbLIMU NPOAABLIAMM);

C) aBTOMaTU3MPOBAHHASA CUCTEMA MOXET UMETb NMONUTUKM 6E30MACHOCTU, NPUMEHUMbIE K OHUM JOMEHAM
6e30nacHOCTU U HE NPUMEHUMBIE K APYTUM;

d) pasnuuHble OCTaTOYHbIE PUCKU MOTYT BbITb MPUEMMEMBLIMU B PA3NNYHbIX AOMEHAX, TOFAAa KakK NPOAYKT
NMPOTUBOCTOUT KOHKPETHBLIM Yrpo3am st KOHKPETHbIX TUMOB akTuBa 6e3 yuera pucka.

OCHOBHOE pasnuuue mexay oLeHkamu npoaykra no craHgaptam cepun MCO/MOK15408 u oueHkamm aBTo-
MaTU3MPOBAHHON CUCTEMbI 3aKINOYAETCA B TOM, YTO NPU OLIEHKE aBTOMATM3UPOBAHHOWM CUCTEMbI AOMXKHbI pac-
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cMaTpuBaTbCA BCe Mepbl 06ecneyeHns 6e30nacHoCTH, BKIoYasi MEPbI, peanu3oBaHHbIE B CpEAe aKennyaTaumm,
KOTOpbIE NPU OLIEHKE NPOAYKTA CUMTAIOTCA NpeanonoxeHusmu. Boobue Tun TpeGosaHuii JOBEpUs ANA TEXHUYEC-
Kux mep 6e30nacHOCTH, AOKYMEHTMPOBaHHbIX B UCO/M3IK 15408-3, MOXXHO NPUMEHUTb HENOCPEACTBEHHO UNN
1erko pacwmMpuTb ANns NPUMEHEeHUA K OpraHu3auuoHHbIM Mepam 6e3onacHOCTU. HanpumMep, KOHLENUUA OLEHKN
NPOEKTHOW AOKYMEHTALM MO TEXHUYECKUM Mepam 6e30NacHOCTU CTAHOBUTCS OLIEHKOW OMMCaHNA cnocoB0oB chyHK-
LIMOHUPOBAHUA OPraHn3aLMoHHbIX Mep 6esonacHocTU. [lecTBus nuu, peanu3yoLmx opraHu3aLMoHHbIE MepPbI
6e30nacHOCTU, MOXHO NPOBEPUTL CNOCOBOM, aHANOrM4YHBLIM CNOCO0Y NPOBEPKM AENCTBUSA MPOrPaMM, peanuayio-
LLMX TEXHUYECKUE MEPbI D€30MacHOCTH.

Ocobbim BONPOCOM SIBNSIETCA goBepue k achpekTuBHoCcTU Mep oBecneveHus 6e30NacHOCTU, peanu3yoLwmx
hyHKkUmK 6e3onacHOCTM cuctembl. loBepue B JAHHOM acnekTe TeXHUYeCckux Mep 6e30nacHoCTH [OCTUraeTCa
MeToAamMn apXUTEKTYPHOIO NPOEKTUPOBAaHUSA, TAKUMU KakK pasaeneHne 4oMeHoB 6e30nacHOCTU, HeBMeLLaTe b-
CTBO U OTCYTCTBUE BO3MOXHOCTU 06X0Aa Mep obecneveHns 6e30nacHOCTU. YTo kacaeTcs OpraHu3aLnoHHbIX Mep
6e30nacHOCTHN, NPUMEHSIIOTCA METOALI, aHANOrMYHbIE METOAaM, UCTIONb3YEMbIM ANS AOCTUXKEHNA TEXHUYECKNX
mep 6e30nacHOCTK, Takue Kak pasaeneHne 0653aHHOCTEN, NPOBEPKA U MOHUTOPUHT.

O6nacTamu, Ans KOTOPbIX TPEOYIOTCA AONONHUTENbHBLIE KOMMNOHEHTLI AOBEPUS K YNPABNEHUIO aBTOMATU3M-
POBaHHbLIMU CUCTEMaMMU, SIBIISIIOTCS:

a) obwan cTrpykTypa 6€30nacHOCTW U pa3MeLLieHe KOMMOHEHTOB B CTPYKTYpPe;

b) kOHUrypaLmsa KOMNOHEHTOB, COCTABIAOLLUMX aBTOMATU3UPOBAHHYIO CUCTEMY;

C) NONUTMKK, NPaBuna u Npoueaypbl MEHEAXMEHTA, ynpasnsiowme pyHKLUMOHUPOBAHUEM aBTOMATU3NPO-
BAHHOW CUCTEMBI;

d) Tpe6oBaHus U npaBuna B3aumoaenCcTBUA C APYrUMU JOBEPEHHBIMU U HEAOBEPEHHBIMU aBTOMATU3NUPO-
BaHHbIMN CUCTEMAMM;

€) MOHUTOPUHT He CBA3aHHbIX ¢ T mep obecneveHns 6€30nacHOCTM BO BpeMs CTaaum aKCnyaTaLum xu3-
HEHHOrO LMKNa CUCTEMBI.

W3-3a cBOEW HanpaBneHHOCTU Ha NPOAYKT ctaHaapTel cepun UCO/MIK 15408 npeanonaraiot, 4to OO 6y-
Aet pa3pabarbiBaTbCA B €MHON Cpeaie pa3paboTku, KOTOpas OTNMYAETCA OT NpeanonaraemMon cpeabl Skcnnyara-
LMK cucTeMbl. 3TO NPEANONOXEHNE BPAA NU ABNAETCA CnpaBeanvBbLIM Ans 60MbLUMHCTBA AaBTOMATU3UPOBAHHBIX
cucteM. [axke ecnm aBToMaTU3UpOBaHHAA CUCTEMa pa3pabaTbiBaeTCA B OTAENbHOM Cpeae UCTIbITAHUI, KOHEYHOM
cTagueii pazpaboTku ABMAETCA UHTErPUPOBAHUE B Cpeay SKCnyaTaLuu, B KOTOPOK aBTOMaTU3UPOBAHHANA CUCTe-
Ma 0MNONHeHa OpraHM3aLMoHHbIMM MepaMmn 6e30nacHOCTU. HekoTopbie NOACUCTEMBI UMM KOMIMOHEHTbI, 0COBEHHO
KoMMepueckue NpoayKTbl, MOTyT Takxke paspabaTbiBaTtbCsl B 0COObIX OTAENbHbLIX OT OCHOBHOW Cpefbl cpeaax
pa3paboTku.

3T0 03HAYaeT, YTo HekoTopLIe TpeboBaHusa AoBepusa k cpeae paspabdotkm no MICO/M3K15408-3 Henb3a
BbIMOJNTHUTbL NPU paspaﬁoTKe HEKOTOPbLIX aBTOMATU3NPOBAHHLIX CUCTEM, UINMTN NX NTPUMEHEHUE AOIDKHO ObITb OTNOXE-
HO [10 CTaAMK YCTAHOBKM >XM3HEHHOTO LKA CUCTEMBI. YBEPEHHOCTE B OPraHU3aLMOHHBIX Mepax no oGecneyeHunio
6e30MacHOCTU NOSTHOCTbLIO OCTUXKUMA TOSbKO B CpeAE IKCMITyaTaLmu.

6.4 KomOGMHUpOBaHHbIe aBTOMAaTU3MPOBaHHbIE CUCTEMbI

Muorue ABTOMaTU3npoBaHHblE CUCTEMbI ABNAIOTCA GonbLUMMK 1 CINO>XHbIMU, o6na,qa|0T MHOIoO4nUCrneHHbIMU
YHKLUAMU W CIIOXKHON BHYTPEHHEW CTPYKTYPON. YacTo OHU COCTOST U3 MHOTUX OTIIMYHLIX APYT OT ApYyra KOMMo-
HEHTOB 1 NoACMCTEM. KaXkablii KOMMOHEHT MOXET COAEPXaTk OAHY (PYHKLMIO, NPEeAOCTaBMNEHHYIO OAHUM NPOAYK-
TOM, OAWH NPOAYKT C MHOFOYMCEHHBIMU (DYHKLIMSIMU UM MHOXXECTBO (PYHKLUIA, BbINOMHSAEMbIX C MOMOLLbHO U3rO-
TOBMEHHOTO NO 3aKa3dy NporpaMMHOro obecneyeHns u aKCMNyaTaUmMoHHbIX Npoueayp. HekoTopbie KOMMOHEHTHI
MOXHO CrpynnMpoBaTh B MOACUCTEMbI, CMIOCOOHBIE K CAMOCTOATENBHOMY pacLUMPEeHmio. Takue noacucTembl Mo-
ryT cogepxarb O4HOr0 KIMEeHTa Urm cepsep, COCTOALLMIA U3 MHOTOYUCTIEHHBIX NPOAYKTOB, MHOTOUYUCIIEHHbIE Cep-
BEPbI U/UNW KNMUEHTbLI U CETW UM HEOAHOPOAHLIE KIIMEHTbI M/MNKU cepBepbl. HEKOTOPbIE KOMNOHEHTHI U NOACUCTEMBI
MOryT BbITb NOABEPrHYTHI 6€30MaCHON OLEHKe, APYrUe HET.

Mpv BBOAE B AEWCTBNE HOBBLIX COCTABHLIX aBTOMaTU3MPOBAHHLIX CUCTEM Y BMaAENbLEB CUCTEM MOTYT BO3-
HUKHYTb ONPEAENEHHbIE BPEMEHHBIE U CTOUMOCTHBIE OrpaHMYeHuns. Takum 06pasoM, NPOLIECChI, OCYLLECTBISIHO-
LLiuecs BO BPeMsl BbINOSIHEHUS TEXHUYECKOW YaCTu paspeLLeHna Ha aKenyaTauuio (MHOoraa Has3blBaeMbIE CEPTU-
dmKaLmen canTa unm 4YacTblo aTTecTaumMm aBTOMaTU3MPOBAHHOW CUCTEMbI), AODKHbI ObITb aganTUupyemMbIMu AN
haKkTMYeCKUX NOTPEBHOCTEN.

OBbI4HO COCTaBHbLIE aBTOMATU3MPOBAHHbLIE CUCTEMBI:

a) COCTOAT U3 HECKOMbKUX MOACUCTEM UMM KOMMOHEHTOB C PA3NUYHbLIMU CTENEHAMM U TUNaMu JOBEPUS;

b) MetoT XopoLLo onpeaeneHHble CTPYKTYPbI ynpaBneHus. MpuMepomM XOpOoLLIO ONPeaEneHHO| CTPYKTYPbI
ynpaeneHnsi MOXET ObITb eAMHONUYHBIN «BRajeneLy aBToMaTU3MPOBaHHOW CUCTEMbI UMM ONPEAENEHHbI Habop
B3aMMOOTHOLLEHWUI BO BPeMS YNPaBreHns Pa3nmyHbIMyU 4acTaMU aBTOMaTU3MPOBAHHOW CUCTEMBI;
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C) co3AiaHbl 4N KOHKPETHBIX NOTPEBHOCTEN KOHKPETHON Onepaumu;

d) oraenbHble KOMMOHEHTLI 00naaaloT 0ONbLUMM YUCIIOM BO3MOXKHbIX BAPMAHTOB KOHCUIypaLuit, HEKOTOpbIe
13 KOTOPbIX HE COOTBETCTBYIOT NONUTUKAM 6e30NacHOCTU aBTOMATU3UPOBAHHOW CUCTEMBI;

€) MCnonb3yIoT BNagenbua Ans UCNonb30BaHUsS PA3NMYHOTO COOTHOLLIEHWUS TEXHUYECKMX U OPraHW3aLMOH-
HbIX Mep 6€30MacHOCTU B Pa3NUYHbLIX YaCTSIX aBTOMaTU3MPOBAHHOM CUCTEMBI.

[Ona pasnuMyHbIX BbILLEYMOMAHYTbIX KOMOUHaLMIn nonuTuka 6€30nacHOCTU MOXET ObITb Pa3NMYHON 332 UC-
KMIOYEHNEM TEX PeKUX CIly4aeB, KOraa aBTOMaTU3MPOBaHHAsi CUCTEMA BbIMOSHSET OAHY €AUHCTBEHHYIO (PyHK-
uuto. JNlormyeckn Bce 4acTu aBTOMaTU3MPOBAHHOW CUCTEMBI C O4HUM HaBopoM NONUTUK 6e30NaCHOCTU MOXHO
0003HaUNTb KaK JOMEHbI 6e30MacHOCTM. [leKkoMno3uLmsi NOACUCTEM U KOMINOHEHTOB aBTOMaTU3UPOBaHHO cucTe-
Mbl, yrpaBnsembIX 04HOW NOAUTUKOW (NnonuTukamm) 6e30nacHOCTU, 3aTeM XapakrepusyeTcs nonutukon 6esonac-
HOCTW COrMacHO COOTBETCTBYIOLLMM AT STOro A0MeHa puckaM. B kaxkgom fomeHe 6€30nacHOCTU MOXHO onpe-
AenuTb PYHKUMOHAamNbHbIE TpeboBaHua 6e3onacHocTu u TpeboBaHusa foBepus k 6esonacHocTu. B atom cnyyae
Kaxxablii ;oMeH 6e3onacHOCTM Byaer obnaaatb CO6CTBEHHON NONUTUKOM BE30NacHOCTK, onpeaeneHMemM npobrnem
Be3onacHoCTH, uensimm 6e3onacHoCT, TpeboBaHusiMm 6e30MacHOCTH U IoKyMeHTauuei no 6esonacHoctu. OfiHa-
KO Y KaXkgoro soMeHa 6e30nacHOCTM MoryT 6bITb cOBCTBEHHBIE TPEBOBaHUS OBEPUS], OCHOBAHHbIE HA CTENEHU
YBEPEHHOCTH, HE0BX0ANMOM B 3TOM JoMeEHe Be30nacHOCTU, U ee 0bLuee y4acTue B aBTOMaTU3UPOBAHHOM CUCTe-
me. B sagaHum no 6esonacHocTy 0603HavatoT TpeboBaHusi 6e30nacHOCTU aBTOMATU3UPOBAHHOMN CUCTEMBI, KOTO-
pbl€ ABNSOTCA NPEACTABUTENbHON KOMNUNsILMEi AOMeHOB 6e30MacHOCTU, CO3AaI0LLIMX AaBTOMATU3MPOBAHHYIO
cucTemMy u3 obLLero KOHTEKCTa aBTOMaTU3NPOBaHHON cucTemMbl. KoHuenuus AoMeHa 6e30nacHOCTY noka3aHa Ha
PUCYHKe 2.

COO = ABTOMATU3NPOBAHHAA CUCTEMA X
OOMEH A
OOMEH C OOMEH D
MpuknagHas
nporpamMma
BeG-cepaep Cepeep |
nevaru |
B Cepeep B
[OMEH B peep B/ :
«KopoGoyHble
TIPOAYKTbI»
OOMEH
Cepsep Npunoxexuin 1 1 1
KnueHT Knuent KnneHT
CPEJA 3KCNNYATALIUA [OOMEH E

PucyHok 2 — lMpuMep KoHuenuun goMeHoB Ge3onacHoCTH

Mpu cozgaHnm COCTaBHON aBTOMaTU3UPOBAHHOI CUCTEMbI CYLLECTBYET HEOBXOAUMOCTb MAEHTUMDUKALMK 1
ONUCaHUA rPaHNL, CUCTEMBI, ONUCAHUSA MHTEPMENCOB 1 3aBUCUMOCTEN MEXY KOMMOHEHTaMW CUCTEMbI U U3NOXE-
HUA MHTEPdENCOB U 3aBUCUMOCTEN MEXYy KOMMOHEHTAMU CUCTEMbI U €€ Cpeion (HanpuMep, NONbL30BaTENM,
BHELLUHWE aBTOMaTM3NPOBaHHbIE CMCTEMbI). Heobxoanmo onpeaenutb BCe MHTEPGENCHI MEXAY KOMNOHEHTAMMN U
MeXay aBTOMAaTM3MPOBaHHOM CUCTEMOM U OKpYXKatoLLel ee cpeoi. Cneumdukauum uHtepdenca g0osmkHbl BKAIO-
yaTb B ceba niobble TpeboBaHuA 6e30nacHOCTU AN UHTepdenca unm NMHUI CBA3N, peanusyiowmx uHtepderic.
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Kpome Toro, B cneumdukaumax A0MKHLI ONPeaenaTbea nobble A0BEPUTENBbHbIE OTHOLLEHUA WU MHBAPUAHT-
HblEe XapakTepuCcTukn 6e30MacHOCTU nHTepdenca.

OpOHWM U3 NPEMMYLLIECTB KOHLIENLMKM AOMEHA 6€30NaCHOCTU ABMAETCA TO, YTO KOHLIENLMS NO3BONSAET NPu-
MEHSATb pa3nuyHbie TpeboBaHUA AOBEPUS K PA3NIUYHBIM YACTAM aBTOMaTU3MPOBAHHON CUCTEMBI.

PaccMOoTpuM TUNUYHYIO CepBEPHYIO cucTemy. CepeepHas cuctema COCTOUT U3 Pa3NIUYHbLIX KOMMOHEHTOB,
TaKuX KaKk NPUKNaaHbIe NPOrpaMmbl, NPOAYKTbI NPOMEXYTOYHOIO NporpaMMHoro o6ecneyenus u 6aszosoe npo-
rpaMMHoe obecneyeHue, Takoe kak onepauuoHHas cuctema. bazoBoe u npomexxyTouHoe nporpaMmMHoe obecne-
YeHMe MOXET ObITb NPEAMETOM OLIEHKM NPOAYKTOB, HO MOXET TaKke U HE OLIEHUBATLCS.

B oTHOLLEHUM HEeOLEHWBaEMbIX NPOAYKTOB NPOAABEL, MOXET OKa3aTb COAEICTBME B NPEAOCTaBNEHUN CBU-
AeTenbcTBa, He0OX0ANMOro AN OLIEHKU, HO TaKKe MOXET 0TKa3aTb B NPEAOCTaBNEHNN HEOOX0AUMOro cBuae-
TenbCTBA.

[ns OLleHEHHBIX NPOAYKTOB MOXET ObiTb B Hanuuun TOO ana coaencTeuss NOBTOPHOMY UCNONb30BAHUIO
pe3ynsTaToB OLEHKU, HO B AocTyne K TOO MoXeT ObiTb 0TKA3aHO.

PaccMOoTpuM NOCTpPOEHUE CUCTEMBI, NPUBEAEHHON HA pUCYHKe 3. B OTHOLWEHUM AoMeHa 6e30NacHOCTU A,
KOTOPBbII CO3A4aH U3 COOCTBEHHOrO NPOrpaMMHOro 06ecneyYeHusi, MOXXHO, BEPOSITHO, NPeA0CTaBUTL CBUAETENb-
CTBa, He0OXoAMMbIE A OLIEHKM NO cTaHaapTaMm cepun MCO/M3IK 15408, Yro kacaeTca aomeHa 6esonacHocTu B,
TO MOXHO MOJSy4YUTb CBUAETENLCTBA ANA YAOBMETBOPEHUS HEKOTOPLIX KPUTEPUEB NO CTaHdapTam Cepun
MNCO/M3K 15408 (hanpumep, knaccbl ADO u AGD n ATE_FUN), HO 4OCTYNHOCTb APYrMX KpuTepues (Hanpumep,
knaccel ADV u AVA u FNT_COV/DPT) manoseposTHa, NOCKONbKy HeoOxoanmble cBuaeTenbCcTaa Gbim yHUUTO-
JKEHbI UMM BOOOLLE HE cyLlecTBoBanu. Heo6xoaumo nony4uTh ansTepHaTUBHOE AOBEPUE UIU MPUHATL OCTaTou-
HbI€ PUCKM.

COO

Oomex A

Hosas paspaboraHHasn
npuKnagHas nporpamma
ANA aBTOMaTu3poBaHHOM
cUCTEMBI

HOomen B

Hosble npogykThl,
| [ATIst KOTOPbIX
cBUOETeNbLCTRA
OLEHKMN He Bbinn
npenocTaeneHsbl.
TTpumep — YHueepcansHas
OC vnu Cyb

PucyHok 3 — leTeporeHHoe MOCTpOeHUEe CUCTEMbI

C Apyromn CTOPOHbI, NOCTPOEHUE CUCTEMbI, NOKA3aHHOE Ha PUCYHKE 4, NONTHOCTLIO COCTABEHO M3 KOMMO-
HEHTOB, ANA KOTOPbIX MOXHO MONYYNTb CBUMAETENLCTBO, HEOOXOAMMOE ANSA OLUEHKU NO cTaHgaptam Cepum
NCO/M3K 15408. CnefoBaTtenbHO, MOXXHO pacCMaTpMBaTh Kak OTAENbHbIN AoMeH 6e3onacHocTh X C 0aqHOpoa-
HbIMU TPeBOBaHWUSAAMU AOBEPUS.

[na AOCTUXKEeHWUA COOTBETCTBMA CBOMM TpeboBaHUAM 6€30nacHOCTM OAWH JOMEH BHYTPU COCTaBHOI aBTo-
MaTU3MPOBAHHOW CUCTEMbI MOXKET 3aBUCETh OT XapaKkTepUCTMK 6830nacHOCTM APYrMX AOMEHOB. [JoMeH Be3onac-
HOCTU MOXET npeAnarartb ycrnyru no 6€3o0nacHOCTH, KOTOPbIE MOTYT UCMONB30BATLCA APYTMMIU JOMEHAMU Yepes
CpeAacTBa CBA3M UMM MHTEPAERChl NPUKAaHOro NpOorpaMMUPOBaHIS, UIM MOXKET 3aaBaTb XapaKkTepucTuku 6e3o-
NMacHOCTU AAPYrMM AOMEHaM. OTO AOMKHO ObITb OTpaXkeHO B 35C aBTOMATU3NPOBAHHOI CUCTEMBI.

Yenyru no o6ecnedeHnto 6e30nacHOCTU U XapakTepucTukn 6e3onacHoOCTH, 3ajaHHble Unu CTaBlUuE
JOCTYMHBIMKY ANS APYTMX OMEHOB, AOMMKHbI ONPEAENATLCA KaK TakoBble NMocpeacTBOM POPMYNMPOBKU Lienen
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6e30MacHOCTU AN AomMeHa 6e30nacHOCTU. AHANMOrM4YHO, ecnm AoMeH 6e30nacHOCTM UMeeT Lenun 6e30nacHoCcTH,
COOTBETCTBYIOLUME APYTMM AOMEHAM, 3TW LENU A0MKHbI ONPEeAenATbLCA Kak TakoBble B (POPMYNUPOBKE Lienen
BesonacHocTu.

(e0]0]
- - "
r Oomer X

HoBast paspaboTanHas

| npuKnagHas nporpamMma

Ans aBTOMaTU3NPOBaHHON
cUCTEMBI

OueHeHHble NpodyKTsl,
0118 KOTopbIX uMerTest TOO,
UIN HEOLEHEHHbIE NPOLYKThI,
L5t KOTOPbIX CBMAETeNbCTBa

OLLeHKM Mormu BbiTb
npeacTaBneHbl.
Mpumep — CobCTBEHHbIE
OC vnu CYOB nocrasLumka

PucyHok 4 — ToMOreHHoe NocTpoeHWe cUcTeMbl

6.5 Tunbl mep obecnevyeHMAa 6€30NacHOCTU

B craHpgaptax cepun MCO/M3K 15408 B OCHOBHOM M3MaralTc TEXHUYECKME Mepbl 6e30nacHOCTH,
T.e. Mepbl o6ecneyeHns 6e3onacHOCTH, ocywecTensieMble MT-komnoHeHTamu cuctemel. Kpome Toro, Heobxoau-
MO OnpefenuTb ynpasneH4Yeckue Mepbl 1 npoueaypsbl, Tpebyemble ANa ux peanusauum ¥ MOHUTOPUHFA TEXHUYEC-
Kux Mep 6e30nacHOCTU.

B aBTOMaTM3MPOBaAHHBIX CUCTEMAX TaKOKE HEOBX0AUMO YCTAHOBUTL OPFraHU3ALIMOHHbIE Mepbl 6€30NacHOCTH.
Tak ke, Kak U TEXHUYECKUEe MepPbl, OHM BKNIOYAIOT B Ce6A aHanoruvHble ynpasneH4yeckue mepbl U Npoueaypbl
B MHTepecax obecneyeHmst NPaBUNbLHOTO U PaLMOHanNbHOrO UX UCMONL3OBAHUA U NPEAOTBPALLEHUA HENPaBUNBHO-
ro UCNONb30BaHUS.

MockonbKy 60MNbLUMHCTBO OPraHM3auMOHHbIX Mep 6€30NaCHOCTY 3aBUCAT OT AENCTBUIN YENOBEKA, KOTOPbIE
4acTo ABMATCA HENpPeACKa3yeMbIMU UKW BOCNPOU3BOAUMBIMUI, yNPaBIIeHUE U MOHUTOPUHT NpUobpeTaloT Ans
OpraHn3aLMOHHbLIX Mep eLle bonbLuee 3HaYeHne, Yem Ans TeXHUYecknx mep 6esonacHocTu. Kpome Toro, umeroT-
CA CpeAcCTBa, peanuayemMble CUCTEMON U KOMMAEKCHLIM yNpaBneHueMm, npegHasHaqeHHble ans obecnevenus be-
30MacHOro (PyHKLIMOHMPOBaHUSI cUCTEMBI. ITU cpeacTBa obecneveHunst 6e30nacHOCTU MOXKHO KaTeropupoBaThb Kak
3KCMIyaTaLuoHHble (MOCKOSbKY OHU ABAISIIOTCA YaCTbIO NPOLIECCa IKCMIyaTauum CUCTEMBI) UM KaK CaMOCTOSt-
TernbHbIE YNPaBneHYecKue (MOCKONbKY OHW OTHOCATCA UMEHHO K YNIPABNEHWIO).

B HacTosLLEeM CTaHAapTe UCMONb3YEeTCA TOT Xe NOAXO0Z K ynpaBrieH4YeCkuM mepam 6e30nacHOCTH, YTO U B
crangaprax cepun MICO/MOK 15408, T.e. ynpaBneH4eckne Mepbl ABNAIOTCA YACTbI0 TEXHUYECKUX UK OpraHnsa-
LIMOHHBIX Mep 6e30nacHOCTH, KOTOPbIE OHU NOAAEPXUBAIOT.

Mpumep mep obecneyeHus 6e3onacHOCTU NpUBEEH Ha pucyHke 5. B aTom npumepe hyHKUMW ynpasneHus
JOCTYNOM, BbINOSIHSIEMbIE CEPBEPOM, IBRSIIOTCSI TEXHUYECKOI Mepoii 6ezonacHocTu. Peructpauus atpubyTos
nonb30BaTenNs ABNSAETCH YNPaBNeHYeCKon Mepoii 6e30nacHOCTH, KOTOpas noaAepPKUBaeT PYHKLMKU ynpaBneHus
Aocrynom. OfHaKo nNpaBuna HasHavyeHus ponen nonb3osareneii (HanpuMep, pacnpeaeneHue 00a3aHHOCTEN) AB-
nsieTcsl OpraHU3aLUmoHHON Mepoii 6esonacHocTu. MNpoueaypbl ynpasneHus: porsiMu Nosib3oBaTtesnei ABnaTCa yn-
paBrieHYEeCKOIi Mepo, KOTopas NoAAEP}MBAET OPraHN3aLMOHHYI0 Mepy 6e30nacHOCTU.

OpraHu3auuoHHble Mepbl 6e30MacCHOCTM aBTOMaTU3UPOBAHHbLIX CUCTEM MOFYT BKIIO4aTh B ce05 kak npasu-
na v npoueaypsbl, Tak u omandeckyio 3awuTty. lMpuMepom opraHu3aLMoHHON Mepbl 6e30MacHOCTH, B KOTOPOI 3aT-
parvBaeTcs TONbKO yrpaBneH4Yeckas AeATenbHOCTb, IBNSETCA OTYETHOCTbL 00 MHUMAEHTax 6e30NacHOCTH.

[ns obecneyeHuns 3aLmTbl aBTOMATU3MPOBAHHON CUCTEMbI OPraHU3aLMOHbIE U TEXHUYECKUE Mepbl 6e30-
NacHOCTU AOIMKHbI UHTEIPUMPOBATLCA U (PYHKLIMOHUPOBATL COBMECTHO C LIENbIO OXBaTa BCEX yrpo3. MNpakTtuyecku
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A0S y4acTus TEXHUYECkux Mep 6e3onacHoCTM B o6ecneyveHnn 6e30NacHOCTH CUCTEMbI UCTIbITLIBAET BIIMSIHNE
OpraHM3aLnoHHbIX Mep 6e30MacCHOCTU, KOTOPLIE 06ecneunBaloT Cpeay SKCryaTaLmm U 3aBUCAT OT HUX. B kave-
CTBE NPUMEpa, LIEHHOCTb «akTuea Ty CUCTEMBI AN OpraHU3aLmn ONPeaensieT TUM OPraHN3aLMoHHbIX Mep 6e30-
MacHOCTH, TaKMX Kak chU3Myeckas 3aLuuTa, KOTOPYIO OpraHu3aLusi MOXXeT ceGe NO3BOMNUTh, a TAaKKe KaKoMy Nepco-
Hany opraHu3auusi MOXeT NPeoCTaBUTb JOCTYN K STOMY aKTUBY, U MPU KaKMX YCMNOBUSX STOT AOCTYN NOAAEPKM-
BaETCs A9 0Ka3aHWs COAEHCTBUS HEMPePbIBHOCTM (hYHKLMOHMPOBaHUS. Kpome Toro, ans oGecnederuns Gesonac-
HOCTM OrPaHN3aLMOHHBIE U TEXHUYECKUE MEPLI AONYCKAETCA 06beANHATL. Hanpumep, opraHn3auuoHHbIe Mepbl
GesonacHocTy pr3M4ecKoro OCTYNa K akTUBY MOTYT UCMOMNb30BaTh TEXHUYECKME MePbI GE30MACHOCTH B LIENSAX
ayTeHTUDMKaLMK, a OpraHu3aLUOHHbIE Mepbl GE30MACHOCTM MOTYT NPEAOCTABIIATE TEXHUYECKMM MEpamM UHAOP-
MaLmIo 0 OU3MYECKOM NPUCYTCTBUM UMK OTCYTCTBUU NepcoHana Ha paboyem mecre.

ABTOMaTU3MpOBaHHas CUCTEMaE B LIeTNIOM
TexHn4eckne mepsbl

CepBepHasn cuctema
|— ————————————————— e MeHemKMeHT
I DYHKLMM KOHTPONS JOCTyna no ynpasnexuto
| TEXHUYECKUMU MepamMit
| obBecneveHus
|
|
|
| HaHHsle
| nons3osarenei MeHemKMeHT Mo yrpasneHuno
| OpraHN3aLoHHEIMU Mepamu
I obecneveHus
|
|
e e ]
{lokymeHTbl OpraHu3auuoHHsie
Mepbl
- —
= Z |
|
| 4 '
| | MpaBuna HasHaueHns Mpouepypbl ynpasneHust |
| nonb3oBarenei porsimu noss3oBaTernen |
I |
I |
L 1

PucyHok 5 — MNpumep Mep o6ecneveHna He3onacHoOCTH

MHorue TexHuyeckme mepbl 6€30MacHOCTU aBTOMaTU3UPOBAHHOW CUCTEMbI MOXKHO NPEACTaBUTL HENocpea-
CTBEHHO C NOMOLLbIO (DYHKLIMOHAMNbHBLIX KOMIMOHEHTOB NO craHgapTam cepun UCO/MO3BK 15408. OgHako Bcnea-
CTBUE CINOXKHOCTU aBTOMaTVI3VIPOBaHHOI7I CUCTEMbI MOXKET HOTpGﬁOBaTbCSI OONOJNIHUTENbHOE o6HoBnEeHne KoMno-
HEHTOB, 00bIMHO HeobA3aTeNLHOE NPU OLEHKe Mo cTaHaapTam cepun UCO/MOBK 15408.

lMpumepnb!

1 AOmuHucmpamopy Moxem nompeboeamscs onpedesniums nNpasusibHoCMbL KOHu2ypayuu asmomamu-
3upoeaHHol cucmembl. Tpeboearuem 05151 NoJIyYeHUsT 3MOU 803MOXHOCMU s168J1s1emcsl eKJTI04eHUe YMOYHeHUs
camomecmupoeaHusi pyHKYuu mexHudeckol 6ezonacHocmu (FPT_TST) e onpedeneHue «npaeusbHoe (hyHKUUO-
HupogaHue OOp.

2 [ns 36C moxem nompeboeamics citeyugpudeckoe pacnpedesieHue byHKUUOHaIbHbIX 803MOXHOCMeU
6ezonacHocmu KOHKpemHbIM KOMITOHeHmMam e npedesiax doMeHos 6e3onacHocmu. 9mo 6ydem o3HavYamb, YMo
nompebyemcsi ymoyHeHue 051s1 KOHKpemHbIX Yacmel ¢yHkuyuii 6esonacHocmu OO, Hanpumep, «[JomeH 6e3onac-
HOCMU C MexcemeebiM aKpaHoM AosnkeH obecrieyums MexaHu3Mm Ons...».

3 Moxxem e803HUKHY ML He06X00UMOCML onpedeneHus1 pyHKUUU mexHUYecKux Mep 6e3onacHocmu, kacaro-
wuxcsi 603MOXHOCIMU e3aumodelicmeusi ¢ Opya2umu cucmemMamu Unu MeXO0y pa3siudHbIMU KOMNOHeHmamu unu
nodcucmemamMu agmomamu3upoeaHHol cucmemsbl.
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Ecnu ana TexHudeckux mep 6e30nacHOCTU B aBTOMATU3MPOBAHHON cUcTeMe yxxe umeetcs 36, Hanpumep,
ecnu mepbl obecneueHus 6e30NacHOCTU NPEA0CTABIAOTCA KOMMEPYECKMM U OLIEHEHHbLIM NPOAYKTOM, 3B MOoXeT
NPUMEHATLCA kak 06pasew ans hopmmpoBanua TpeboBaHuii 6e30NacHOCTU aBTOMAaTU3MPOBaHHON cucTembl. Of-
HaKO, NOCKOMBbKY OL|eHKa aBTOMATU3MPOBAHHON CUCTEMbI OCHOBAHa Ha puckax, yrpo3bl U npeanonoxenus 36
NPOAYKTa U CBSA3AHHbIE C HUMU fornyeckue obocHoBaHust 36 NpuAETCA OLEHUTBL 3aHOBO U, BO3MOXHO, BHECTU B
HUX NOMPABKM.

BOnbLUMHCTBO OpraHM3aunoHbIX Mep 6e30NacHOCTU UCTONbL3YIOT CMOCO0LI yNpaBneHus, NPOLeccs! U Npo-
Leaypbl 3KCnnyaTauuu, Haxoasawmecs 3a npegenamm o6nactu oueHku no craHgapram cepum MCO/M3K 15408,
n, CreaoBaTenbHO, UX HENb3A BbIPA3UTL C NOMOLLLIO (hyHKLMOHANLHLIX KOMMOHEHTOB CTAHAAPTOB CEpUU
MCO/M3K 15408. ina onepuposaHus aTuMu TpeOOBaHUAMMU HY>KHbI AONOMHUTENbHBbIE ONpeAeNeHble B HACTOS-
LLeM CTaHAapTe (OYHKLMOHASbHBIE KOMMOHEHTBI.

6.6 PyHKUNOHANBbHbIE BO3MOXHOCTN ob6ecneyeHna 6e30nNacHOCTU CUCTEM

MpuHumn dyHkumn 6esonacHocTu no craHaapram cepun MICO/MIK 15408 noctpoeH Ha OO, KOTOpPbIN CBS-
3aH TONbKO ¢ PyHKUUsIMKU BezonacHocTu UT. B aBTOMaTM3MPOBAHHON CUCTEME KOHKPETHBI OO 0606L1aeTca B
COO, koTOpblii BKMIOYAET B Ce65 Kak OpraHM3aLMOHHbIE, TaK U TEXHUYECKME Mepbl 6e30MacHOCTH.

®BC 06beaunsior yactu COO (M, cneaoBaTenbHO, aBTOMATU3UPOBAHHON CUCTEMBI), NPeAHAa3HAYEHHbIE
Ans noaaepxaHua nonutuk 6esonacHocTu aToi cuctembl. B 3BC coaepxartcs kak TEXHUYECKUe, Tak M opraHnsa-
LIMOHHbIE Mepbl 6e30MacHOCTU.

Mocne onpeaenenus TpeboBaHuin 6e30NacHOCTU Bageney CMCTEMbl MOXET PELUMTDb, Kak pacnpeaenuTb
Tpe6oBaHus ANs yA0BNETBOPEHUS LiENEN TEXHUYECKUX UMK OPraHn3aLMOHHbIX Mep 6e30MacHOCTH Unu nx kKombu-
HaLuu.

CnepaoBartenbHo, Nnpyu onpeaeneHun TpeboBaHui OpraHM3auuoHHON 6€30NacHOCTU NPUMEHSIIOT TpU HopMy-
nuposku TpebosaHuii. Mpu NOTpeBHOCTU B TEXHUYECKUX Mepax 6e3onacHOoCTM TpeboBaHue AOMKHO ObITb Npea-
CTaBneHo cneayowen popmynuposkon «PBO A0MKHLI...». 3Ta POPMYNUPOBKA UCMONbL3YETCA, TaK KaK B CTaH-
naprax cepun MCO/M3IK 15408 yxxe npumeHseTcs TepMmuH «PBO (pyHkumun 6esonacHoctn OO)y aAnsa TexHU4ec-
kux Mmep 6esonacHocTi. Ecnmn Tpebytotcs opraHm3aumMoHHbIe Mepbl 6e30nacHOCTU, TpeboBaHUe A0SMKHO ObiTb Npea-
CTaBreHo cneayowlein hopmynupoBkoin «OPB aomkHbI...», YKkasbiBalowee, 4To Mepa 6e30nacHOCTU A0SHKHA
ObITb PM3NYECKOIN M OCHOBLIBATLCS HA MCMONbL30BaHWUK NepcoHana unu npoueayp. Ecnu BbinonHeHne MoxeT GbiTb
OCYLLEECTBMNEHO TEXHUYECKUM UM OpraHn3aLMOHHbLIM NMYTEM UK UX kKomBuHauuen, TpeboBaHue OMKHO ObITb
npeacTasneHo cneaytowen popMynuposkon «PBC fOMKHBI...».

Ba)kHO OTMETUTb, YTO TONBKO CBSA3aHHbIE ¢ 6e30nacHOCTLI0 YacTu COO BKMIOYEHbI B OLEHEHHYI0 PBC u
COO, He Haao NpeaCTaBnATb BCIO aBTOMAaTU3MPOBaHHY cuctemy. Mepbl obecrnedenmns 6e30nacHOCT CUCTEMbI
npeacTaBfeHbl Ha PUCYHKe 6.

ABTOMaTU3NPOBaHHas CUCTEMa B LLEnom

Cucrema kak o6bekT ougHku (COO)
|
|
DYHKLMOHANBHEIE BO3MOXHOCTH
6esonacHocTh cuctemsl (PBC)

(Bcst coBokynHocTe TOB 1 3PBE)

TexHuueck/e yHKLMM DyHKUMM GesonacHocTy,
6eaonacHocTv (TOB) peanuayemsle
BKCTMyaTaLMOHHBIMU
mepamu (OPB)

PucyHok 6 — Mepbl obecnederuns 6e30MacHOCTU CUCTEMEI
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Mpwu ouexke no craHgapram cepun UCO/M3IK 15408 cpyHkum TexHMYECKO 6€30NaCcHOCTM YaCcTo 3aBUCAT
OT acneKToB OpraHn3aLMoHHol 6ezonacHocTu. MpuMepom Takoii 3aBUCUMOCTY SIBIIIETCA 3NEMEHT yrnpaBfieHus
aocrynom FDP_ACC no MCO/M3K 15408-2:

FDP_ACC.1.1 ®BO gomkHbl ocyLiecTBnsTh [HasHaueHue: NMPB ynpaBneHus 40CTyNOM] Ana [HasHaveHue:
CrNUCOK CYyOLEKTOB, 06 BLEKTOB U Onepaumi CybbLEKTOB Ha 06 bekTax, Ha KoTopble pacnpocTpaHsetcs MeB).

Mpwu oueHke no craHaapTam cepumn MCO/M3IK 15408 nonutuka ynpaBneHus OCTYNOM M CMUCOK CYGbLEKTOB,
00BLEKTOB M Onepaunin AOMKHBI JOKYMEHTUPOBATLCA U TONBKO B 3TOM Crlyyae CYMTAaIOTCS npaBunbHbiMK. Mpu
OLIEHKE aBTOMATU3NPOBAHHbLIX CUCTEM NOMUTUKA YNPaBNEeHNSA OCTYNOM U CMIUCOK OLIEHWUBAIOTCS KaK 4acTb OLEHKK
3aWUThI JaHHbIX U ponen n o6sa3aHHocTeNn nepcoHana (cM. npunoxenue B, nyHkT B.4.2.4, FOA_INF.1.7; v npuno-
»xeHue B, nyHkT B.2.2.4, FOD_PSN.1.19). B ocHOBHOM NpaBuna v npoueaypbl OYHKLMKU TEXHUYECKOIN Ge30nacHo-
CTH, KOTOPble AOSMKHbI CHMTATBLCA MPAaBUMbHLIMU M MPUMEHUMbIMU ANS OLEHKM MO CTaHJapTam Ccepuu
MNCO/MO3K 15408, oLeHMBaIOT KaK 4aCTb OLIEHKU aBTOMaTU3MpPOBAHHOW CUCTEMBI.

6.7 OnpeaeneHue BPpeMEeHU OLIEHKU

Mpu OueHKe B AaHHBLIN MOMEHT BPEMEHU ONPEAENSIOT, COOTBETCTBYIOT N Mepbl 06ecneqeHus 6e3onacHoc-
TM NpeabasnsaeMbiM UM TpeboBaHUaM. OLieHKa MOXET NPOUCXOAUTL B N0B0E BPEMS XKU3HEHHOTO LMK NPOAYKTa
WK cucTemsl, Ho A4nA craHaapTos cepun MCO/M3K 15408 oueHka npoaykra NpoMCXoAuT No 3aBepLueHnn paspa-
60TKM, HO A0 HAYana dKkcnnyaTauum NpoayKTa.

BnonHe BepoATHO, YTO TexHMUECKass Mepa 6€30MacHOCTH, YCNELLHO UCNLITAHHAA B cpeae pa3paboTtku, Oy-
JeT Talke PYHKLUMOHNPOBATL M B CpeAe aKkcnnyarauun. BeposaTHOCTb TOro, YTo opraHu3auuoHHas mepa 6esonac-
HOCTU, YCMEeLIHO UCNbITaHHas B cpeae pa3paboTtku, OyaeT Take DyHKLMOHMPOBATbL U B cpeae dkcnnyarauuu
MEHbLLE, YEM B Criy4ae ¢ TEXHUIECKON Mepoi 6e30nacHOCTU. B pabounx ycrnoBusix Npu NOCTOAHHON 3Kcnnyarta-
LMW CUCTEMbI MOTYT UCMONb30BaTLCA NMIOAN MEHEE HAAEXHbIE, OMbITHLIE, KOMMNETEHTHbIE /MU MOTUBUPOBAaHHbLIE,
YeM BO BpPeMS UCTbITaHWI B cpeae paspaboTku. Takum o6pa3om, foBEpUE K OpraHM3aLMoHHbLIM Mepam Gesonac-
HOCTU B cpefe paspaboTkm nepeaeTca B cpeay KCrnyarayum ropasao TpyaHee, Yyem oBepue K TEXHUIECKUM
mepam 6esonacHocTu, a, creaoBaTernbHo, 6onee BepOATHO, YTO HavarnbHas OLIeHKa nepeiaeT Ha CTaguio aKcnny-
atauuu unu 6yaet NpoBoAMTLCA Ha yxe paboTaloLlei cucreme.

B naeanbHOM criyyae aBTOMatu3mpoBaHHas CUCTEMA AOIDKHA NepeoLeHUBaThC (NEPEnPOBEPATLCS) Nocne
KPYMHBIX UBMEHEHUI B XapakTepUCTMKaX CUCTEMbI UMK puckax. OgHako HE0BX0AUMO TaKke NePUOANYECKU nepe-
OLieHWBaTb aBTOMAaTU3NPOBAHHYIO CUCTEMY AN NOATBEPXAEHUS ee 3¢pEeKTUBHOrO COOTBETCTBUS CBOUM LIESNAM K
onpeaeneHns Heo6X0aMMOCTM Kaknx-nMBo KOPPEKTMPOBOK C TEM, YTOObI OCTaBaTLCA B AONYCTUMbIX Npeaenax
pucka.

B nepsom criyyae npu oLeHke Ha cTaaum pa3paboTku NpeaoCTaBrAeTCsa AOCTATOMHO CBUAETENLCTB O TOM,
YTO aBTOMATU3MPOBAHHAsA cUcTeMa crnocobHa oTBeYaTk U3MEHWUBLUMMCS LIEfSIM, HO Mano CBUAETENLCTB, YTO 9TO
CrnpaseAnunBo Takke U ANs YCNOBUIA akTMYECKON SKCnnyaTaumu. PykoBoACTBY opraHu3auum octaetcsa obecne-
ynBaTb apdekTuBHOE NpUMeHeHne mep obecneyveHuns 6esonacHocTu. Bo BTOpOM Criyyae OLEeHLLMK MOXET noa-
TBEPAWUTb COOTBETCTBUE Mep o6ecneyeHunsi 6e30nacHOCTM NpeabsBsieMbiM UM TPEOOBaHUAM U UX 3hheKTUBHOE
YHKLMOHMPOBAHME NYTEM U3YYEHUA 3anuceii 06 UCNOMNb30BaHWUK ITUX MEP.

6.8 Micnonb3oBaHWe OLEHEHHbIX NPOOYKTOB

Mocne oueHku NpoayKTa MOTYT NOABUTLCA CBUAETENLCTBA, KOTOPbIE A0MYCKAIOTCA NOBTOPHO MCNONL30BaTb
Npu OLIEHKE aBTOMAaTM3UPOBAHHOM cucTeMbl. OgHako nogpobHbie CBUAETENbCTBA MOTYT U He ObiTb 00LLea0CTYN-
HbIMW. B HEKOTOPBIX CRy4asX UX MOXHO NONY4MTb HENOCPEACTBEHHO MO COFNALLEHMIO C pa3paboTyMKoM npoaykTa
UM HENOCTPECTBEHHO U3 peecTpa NPOBEPEHHbLIX NPOAYKTOB. B Apyrmx cny4asx HeBO3MOXHO NOMYYUTL 3HAYUK-
Mbl€ NoAPOOHOCTU, HEOBX0AUMbIE ANS ONPeAeneHns, NPUMEHUMO N CBUAETENLCTBO K OYHKLMMU, KOTOPOE OHO
BbIMOSIHAET B aBTOMAaTM3UPOBAHHOW CUCTEME, U TOrAa BnajeneL, CUCTEMbl A0SHKEH ONPeAEnUTb, MOXET NU OH
MPWHATbL pesynbTaThl OLeHkW 6e3 AoCTyna K CBUAETENbCTBAM, KOTOPble CNOCOBCTBOBANM NOMyYEHUIO 3TUX pe-
3ynbLTaToB.

Pesynsrarbl OLEHKM NPOAYKTa HE00A3aTENbHO NPUMEHUMbI K OLIEHKE aBTOMaTU3UPOBAHHOW CUCTEMBI. Heko-
TOPbIMU NPUYNHAMU STOrO ABMAIOTCS:

a) KOHdUrypauua NnpoayKTa BO BPEMS €ro OLEHKU U NPU €r0 UHTErPUPOBAHNUK B aBTOMATU3NPOBAHHYIO CUC-
TeMy MOryT ObITb Pa3nUYHbIMK,

b) nosepue, Npu KOTOPOM OLIEHUBANCA NPOAYKT, ABMAETCH HEAaAEeKBATHLIM NO CPABHEHUIO C AOBEPUEM,
KOTOpoe TpeByeTca Ana NPoAyKTa NP €ro UHTErPUPOBaHNUK B aBTOMATU3MPOBAHHYIO CUCTEMY B KAYECTBE KOMMNO-
HeHTa. B aTOM cryyae MOXET CyLecTBOBaTbL CBUAETENLCTBO, KOTOPOE MOXKHO MCMOMb30BaTb NOBTOPHO, NOMUMO
HOBOrO CBUAETENbCTBA, KOTOPOE eLle NpeaCTOUT Co3AaTh.

Ha sTux npumepax npu oueHke aBTOMaTU3MPOBAHHOW CUCTEMbI HEOBX0AUMO ONPEeaenUTL CTENEHb, C KOTO-
PO MOXXHO MCMONb30BaTh UMEIOLLMECS pe3ynbTaThl, U HeobxoauMble Mepbl AoBepUs. B xyawem cnyyae atu
KOMMNOHEHTbI NPUAETCA paccMaTpUBaTh Kak HEOLIGHEHHbIE.
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Ecnu oueHka npoaykTa He 3aBepLUEHa, HEM3BECTHO, Kakoi 06bem MHdopmaumy GyaeT AOCTYNeH Ans noa-
JEePXKN OLieHKM aBTOMAaTU3MPOBaHHOW CUCTEMbI, M ByAeT Nv NOATBEPXKAEHA UMEoLancs MHdopMaums 0 NPoAYyk-
Te ero oueHkon. Ecnu npoaykT He Gbln OueHeH, MHdopmaums, 06bIMHO Heobxoanmas AN OLEHKM NPoAYKTa,
MOXET ObITb HELOCTYNHA ANS NOAAEPXKU OLIEHKWN aBTOMAaTHU3UPOBAHHO# CUCTEMBI. ST COODPAXKEHWUS HAAO0 YYUTbI-
BaTb NP OLIEHKE aBTOMAaTU3UPOBAHHOW CUCTEMBI.

Baxo Takoke Hanuume nHehopMaumm 0 XapakrepucTukax 6e30nacHoOCTU MHTEPAENCOB Mexay NPOAYKTaMM,
T.€. Kakue pyHkmn 6e30nacHOCTU 0AHOTO NPOAYKTA 3aBUCAT OT chyHKLMi BesonacHocTu aApyroro npoaykra. Mpu
OLIEHKe CuCTeMbl HEODXO0AMMO NOATBEPAUTDL, YTO BCE NPOAYKTI, 3aBUCALLME OT PyHKLMI 6E30NacHOCTH Apyrux
NPOAYKTOB, UCNONbL3YIOT 3TV NPOAYKTLI 6e3onacHbIM 06pasomM. Yacto HeobxoaumMas nHpopmaumsa JOKYMEHTUPY-
ercs B TOO apyroro npoaykTa, HO He MOXET ObITb MPeACTaBneHa kak CoBMecTumas. B aTom criyuae Heobxogmmo
NPOCMOTPETb APYrYIO JOKYMEHTALMIO, TAKYHO KaK cneuudukaumum nHTepdencos, U AOKYMEHTALMIO NPOEKTUPOBA-
HUS aPXVUTEKTYPbI KaK YacCTb OLIEHKN CUCTEMbI M MOATBEPAUTL Hannune Tpebyemblix XapakrepucTuk 6e3onacHoCTu.
MoaTeepxaeHne Hanuums TpeByeMbiX XapaKkTKPUCTUK 6e30MacHOCTM CNpaBeAnUBO U NPU UCNONL30BAHUN HEOLIE-
HEHHbIX MPOAYKTOB.

MHoroo6pa3sune n pasHas cTeneHb ka4ecTBa OLEHEHHbIX UMEIOLLMXCA B NPOAaKe NPOAYKTOB, AOCTYNHbIX
AN UHTErpypoBaHKUA B aBTOMATU3UPOBAHHYIO CUCTEMY, OrPaHUYMBAIOT MaKCMMarbHOE A0BEPUE, KOTOPOro MOXHO
[A0CTWYb TOMBKO NPW UCMONb30BAHUM OLIEHEHHbIX NPOAYKTOB. BoobLue Heuenecoo6pa3sHo OLEHUBATL 3aHOBO OLie-
HEHHbIE NPOAYKTbI Npy Bonee BbICOKOM YPOBHE AOBEPUSA, MOCKONbKY OTCYTCTBUE AONONHUTENbHLIX CBUAETENLCTB
1 noaaepxkn paspaboryunka o4eBuaHO. HeoBxoaumo Takoke NonyunTb ONOSIHUTENbHOE A0BEPUE NOCPEACTBOM
ansTepHaTUBHLIX Mep obecrneveHus 6e30MacHOCTU UK apXUTEKTYPHBIX Mep, HanpuMep, A0baBneHnemM mexceTe-
BbIX 3KPAHOB UNK Apyrux cneuudmyeckux ansa obecneyeHns 6€3onacHOCTU KOMMOHEHTOB apXUTEKTYPbI.

B kauecTBe ansrepHaTMBbI NPU OLIEHKE aBTOMAaTU3UPOBAHHON CUCTEMBI CYLLEECTBYET BO3MOXKHOCTb pacnpe-
JAeneHns pasnuyHbIX yPOBHEN 0BEPUS MO Pa3nNuU4YHbIM AoMeHaM 6e30NacHOCTM aBTOMATU3UPOBAHHOW CUCTEMBI.
Tawm, rae fosepue K onpeaeneHHoOMy JOMEHY OrpaHU4EHO MCMONb30BAHUEM OLIEHEHHBIX NPOAYKTOB, aKKPEAUTYIO-
LLIE€ NULIO MOXKET MONPOCUTb NPUHATL NOBOYHDII NOBLILLEHHbIN OCTATOYHLIN PUCK ANA 3TOr0 €AUHCTBEHHOTO AOME-
Ha 6e3onacHOCTu.

6.9 TpeGoBaHusA K AOKYMEHTaLUn

Mpu oueHke npoaykTa no craHaapram cepun MCO/MOIK 15408 60nbLUMHCTBO TpeboBaHUiA K JOKyMEHTaLum
MCNOnb3yeTCA OLEHLLMKaMU AN MOATBEPXAESHUS NPABUIbHOCTU ONbITHO-KOHCTPYKTOPCKUX paboT n obecneyeHus
none3oBarenein Heob6xoaumoii nHcpopmMaLmeit ¢ Lienbio KoHUrypupoBaHust u 6ezonacHoi akcnnyatauum OO.

B cny4ae ¢ aBToMaTU3MpPOBaAHHON CUCTEMOI HEOBXO0AUMO NPEAOCTABNATL MH(OPMALMIO, ONPEAENSIOLLYIO
OpraHusaunoHHble Mepbl 6e30NacHOCTU C TEM, UTOObI:

@) OLIEHLLMKM MOTNM MOATBEPANTD, YTO OPFaHU3ALIMOHHBIE MEPbI NPU NPABUINBHOM UX MPUMEHEHUMN COOTBET-
CTBYIOT NOCTaBNEHHbIM LiensiM 6e30NacHOCTH;

b) MO>HO BbINI0 NPOBECTU HA CTaAMU IKCNNYaTALMMU XKMSHEHHOTO LIMKNA CUCTEMbI MPOBEPKU BbINOMHEHUA
COOTBETCTBYHOLLMX NpoLeayp 1 3pHEKTMBHOCTU NPOLEAYPHBIX U IM3U1ECKMX mep 6e30MmacHOCTU.

Heo6xoanmo Takke NnpeacTaBnaTb MHGOPMaLMIO, OTHOCSILLYIOCS K XapakTepucTukam 6e3o0nacHOCTH UHTEp-
heiicoB Mexay pasnuyHbIMU KOMMOHEHTAaMU aBTOMaTU3UPOBAHHOW CUCTEMbI U MEXAY KOMIMOHEHTaMW aBToMaTH-
3MpPOBAHHOI CUCTEMBI M APYTMMU CUCTEMAaMM B OKPY>KaloLLiel ee cpeae Tak, YTobbl B Criyyae 3aBUCUMOCTM KaKo-
ro-nmbo KOMMOHEHTAa OT XapakTepucTuk 6e3onacHOCTV APYroro KOMMNOHEHTA UK CUCTEMbI OLIEHLLIMKW MOTnU Gbl
noATBEPXKAATb, YTO 3TU XapaKTEPUCTUKM ABNAIOTCA AEWCTBUTENBHbLIMU B COOTBETCTBUU CO crieLmduKkaumen atoro
KOMMOHEHTAa U1 CUCTEMBI.

6.10 [leicTBUSA NO TECTUPOBAHUIO

TpeboBaHuWs K AENCTBUSAM M0 TECTUPOBAHMUIO, BbIMOMHAEMbIM KaK YaCTb OLIEHKM aBTOMAaTU3UPOBaHHON CUCTE-
Mbl, OTCYTCTBYIOT B OL|eHKe npoaykra no craHgapram cepun MCO/M3K 15408.

Mpu TecTupoBaHMn aBTOMATU3MPOBAHHON CUCTEMbI OLIEHUBAIOT 9CPEKTUBHOCTb PYHKLIMI TEXHUHECKUX U
OpraH1saunoHHbIX Mep 6e30NacHOCTU, NPOTUBOAENCTBYLLMX M3BECTHLIM HEMPUEMMNEMbIM PUCKaM u obecneynsa-
IOLLMX peanu3aumio onpeaeneHHbIX NonMTUK 6e3onacHoCTU. SPGEKTUBHOCTb OYHKLMIA TEXHUYECKUX M OpraHu3a-
LIMOHHbIX Mep 6e30MacHOCTH ONpeaenseTcs YaCTMYHO MO BbIMOSHAEMbIM PYHKUMSAM 6e30nacHOCTM aBTOMAaTM3M-
pOBaHHOW CUCTEMbI U HACTUYHO NPU NPOBEAEHUU UCTIbITAHUS HA NPOHUKHOBEHME. MpoBeaeHne TECTUPOBaHUSA
UMEeeT CMbICH TOMbKO NOCNE pa3MeLLEeHUss aBTOMaTU3MPOBAHHON CUCTEMbI B NPOBEPEHHOM 6e30MnacHon KoHdUry-
pauumu. CyLLeCTBYIOT iBa TUNA KOHUIypaLum NPOAYKTOB: KOHGUIypaLms NpOAYKTOB AN B3aUMOAEWCTBUSA B Ka-
YeCTBE KOMMNOHEHTOB aBTOMATWU3MPOBAHHON CUCTEMbI U KOHCDUTYpaLMS NPOAYKTOB ANsi o6ecneyeHns pexuma Ge-
30NacHOCTH, HEOOX0AUMOTO AN NOBCEAHEBHLIX ONepauunii, CBA3aHHbIX C A€N0BO AeATENBHOCTbLIO UMK 3aaa4a-
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MW, BbINONHAEMbIMIU aBTOMATU3UPOBAHHON CUCTEMON. TeXHUYecKkue Mepbl 6e30NacHOCTM aBTOMATU3MPOBAHHOW
CUCTEMbI MOTYT M AOIMKHbI ObITh NPOTECTUPOBAHBI 0 BBOAA B AENCTBUE CUCTEMbI €€ pa3paboTYMKOM/MHTErpaTo-
pom. TecTupoBaHue o6ecneyumBaeT yBEPEHHOCTb B NPABUIILHOCTH PaboThl ChyHKLIMIA TEXHUYECKMX Mep BE30nacHo-
CTU U MX 3 PEKTUBHOM NPOTUBOAENCTBUM PUCKY HA YPOBHE, ONPeAEneHHOM OLEHKON pucka. TeCTUPOBaHNE TaKxKe
JOIDKHO BLISBNATL NIOOLIE HENpeaHaMepeHHbIe fedekTbl n obecneumBaTs pa3paboTynKy BOSMOXKHOCTL YCTPaHe-
HUS 9TUX AeEKTOB 10 MPOBEAEHNS OLIEHKU. 3aTeM OpraHM3aLMOHHbIE Mepbl 5E30MAaCHOCTU MHTETPUPYIOT C TEXHU-
YeCcKuMU MepamMu 6e30nNacHOCTH Ha paboyem MeCTe, Ha KOTOPOM MOXHO OLIEHUTb 3HEKTUBHOCTE MHTETPUPOBAH-
HbIX Mep 6€e30MacHOCTU aBTOMATU3UPOBAHHOW CUCTEMBI.

[MockonbKy OpraHn3aLmMoHHOe TECTUPOBaHWE He ABMAETCA YacTbio OLIEHKU MPOAYKTA, U ANs OLEHKU NpoaYK-
Ta no craHgaptam cepumn MCO/MIK 15408 He TpebyeTcsa koHdUrypauums npoaykTa Ans OCyLIEeCTBIIEHNUS KOHKPET-
HOro Habopa «peanbHbIX» OPraHU3aLNOHHBIX MOMUTUK, BCE NPOAYKTLI HAA0 CreunansHO TECTUPOBATL B CBOEMN
KOHGUrypaLmmn aBTOMaTU3MPOBAHHON CUCTEMbI KaK 4aCTb TECTUPOBaHUS 06LLEl aBTOMAaTU3UPOBAHHO CUCTEMBI.

CJ'IyLIaeTCFI TakKe, YTo NPoAYKTbl UNK NOACUCTEMbI BHYTPU aBTOMaTMSMpOBaHHOVI CUCTEMbI AOJKHBIM o6pa-
30M He B3aUMOZAENCTBYIOT, TO €CTb NPpK 06LLIEM TECTUPOBAHMU aBTOMATU3UPOBAHHOW CUCTEMbI HEOBX0AUMO U3Y-
UYUTb U NOATBEPAUTL HAAEXHOE Bsammop,eﬁcnsme Pa3nNnUYHbIX KOMMOHEHTOB N NOACUCTEM.

BHyTpeHHFIFI crparerus MCMbITAHUN TAKKE MOXET OTNNYaTLCA AnNa pas3nuyHbIX JOMEHOB 6e3OI'IaCHOCTI/I, BXO-
AALLNX B aBTOMAaTU3NPOBAHHYIO CUCTEMY, B 3aBUCUMOCTU OT TAKUX XapaKTepPUCTUK, KaK:

a) ypoBeHb AoBepust, Tpebyemblin ANA NOACUCTEMBI;

b) ypoBeHb 0BEPUS, Y>KE YCTAHOBIIEHHbIN (MM HE YCTAHOBIEHHbIW) AN NPOAYKTOB, COCTaBNAIOLMX NOA-
CUCTEMY;

C) BblOpaHHasa apxuTekTypa u NpoAyKTbl, COCTABMSAIOLIME apXUTEKTYPY;

d) ncnons3yemas TEXHONOUS;

€) pasMeLLEeHne KOMNOHEHTOB B PU3NYECKON Cpeae.

6.11 YnpaBneHue KOH(pUrypaumemn

[nsi OLEeHKN aBTOMATU3UPOBAHHOW CUCTEMbI NPEABABNAIOTCA TPEOOBAHNSA K KOHPUIypaLMOHHOMY ynpasre-
HUIO, KOTOPbIE 0ObIYHO OTCYTCTBYIOT AN OLIEHKU MPOAYKTOB No ctaHaapTtam cepun MCO/MO3K 15408.

B ctangaptax cepum UICO/MOK 15408 >xum3HeHHbIN LmMkn npoaykToB T paccmatpuBaeTca C TOUKM 3peHus
pa3spaboTtuumka. XKu3HeHHbIn yukn npoayktoB UT HaumHaeTcsa ¢ TpeboBaHuMii K NpoAYKTY, a 3aTeM Mosyyaer cBoe
pa3BUTUE HA CTaAUSIX NPOEKTUPOBAHUS, pa3paboTKM, OLIEHKU U NPOU3BOACTBA. B XXM3HEHHOM LiMKne BONPOChI
aKcnnyaTayMm paccmaTpuBaloTCA TOMLKO C TOYKM 3PEHUA UX BO3AEWCTBUA HA CrieayHoLLYO Bepcuio npoaykra. o
3TON NPUYMHE KOHUTYPaLMOHHOE yNpaBreHme paccMaTpuBaeTcs, rmaBHbIM 06pa3oM, kak mepa AoBepus ang
TOro, YToObl OLEHLMK MOT ObITb YBEPEH B MPaBUILHOCTU BEPCUM oLeHnBaemoro 3b u B 3HaHumn pa3paboTtunka
TOro, YTO AOJMKHO ObITb BKMIOYEHO B oueHMBaemMbin OO, npegHa3HavYeHHbIn Ana pacnpocTpaneHuns. MNpouecc
KOHMIypaLmMOHHOro ynpaeneHus aBnseTcs He YacTeio 36, a MHCTpyMeHTOM co3ganus 3b.

B cnyyae aBTOMaTU3NPOBAHHbIX CUCTEM BaXKHO 3HaTb HE TOMbKO TO, YTO B CUCTEME UCMOSb3YIOTCA NPaBUsb-
Hbl€ KOMMOHEHTbI, HO U, YTO KOHAUrypaLma aBTOMaTU3MPOBAHHbLIX CUCTEM OCTAeTCA U3BECTHON M NMOHATHOM BO
BpemMsi ux akcnnyarauuu. CnegosaTenbHO, MOTYT CyLLECTBOBATL ABE Pa3fNYHbIE CUCTEMbI KOHAUTYPALMOHHOIO
ynpaBneHus: oaHa — Ans cpeabl pa3paboTku, B KOTOPOI CO34aETCH aBTOMATM3MPOBAHHASA CUCTEMA, U Apyras —
ANs cpeabl 3Kcnnyarauuu, B KOTOPoW oHa pyHKLUMOHMPYET. [lepBan paccmaTpuBaeTcs Kak J0BEPUE K OLIEHKE,
BTOPasA — XapaKkTepUCTUKa OPraHU3aLMOHHbIX Mep 6e30MacHOCTU.

OpraHusauuoHHasa cuctema KOHUrypaLmuoHHOrO yNpaBneHus CyLLECTBYET, raBHbIM 00pa3om, Ans Toro,
YTOObI aAMUHUCTPATOPbI ABTOMATU3UPOBAHHbLIX CUCTEM U PYKOBOAUTENM CNY>Obl 6€30MNACHOCTW MOTTN YCTaHO-
BWUTb, YTO aBTOMAaTU3MPOBAHHAsA CUCTEMA NPOAOIMKaET paboTaTk B 6€30nacHON KOHUIypaLmu, a Takke 3HaTb O
BOS,EIGVICTBI/IVI 06HOBJ'IeHVII7I, yAaaneHun n BKINYeHUAX KOMNOHEHTOB aBTOMATU3UPOBAHHbLIX CUCTEM. Cnep,oaaTenb-
HO, aBTOMaTU3MPOBaHHas cucTema A0SPkHa UMETb BO3MOXHOCTb (MOCPEACTBOM NPOLeAY PHLIX UM TEXHONOrM4Yec-
KUX Mep) ynpaBnaTb KOHGUrypaumen n coobLuats o TekyLen KoHdurypauuu. Ans cpaBHeHUs hakTU4eCKON KOH-
dmrypaummu aBToMaTu3MPOBaHHOM CUCTEMbI C e npeanonaraemon KoHUrypauumei ¢ Lenbio ynpoLLeHns nposep-
K1 NPaBUILHOCTU KOHCMIYPUPOBaHUA Mep obecneyeHnsa 6e30nacHOCTM CUCTEMbI M OTCYTCTBUS UBMEHEHUI B 3TUX
Mepax, BHECEHHbIX BO BPEMS 006CNYKMBAHUA U AOMKHBIM 06Pa30M He JOKYMEHTUPOBAHHBIX, MOXET UCMOMb30-
BaTbCsl BO3MOKHOCTb OTYETHOCTU. OTUETHOCTb TAKXKE CRY>XUT NOAAEPXKKON AOBEPUSA K aHAnNU3y BO3AENCTBUSA Nio-
00ro M3MeHeHUst Kak pe3ynkraT HeNPEPbIBHOTO MOHUTOPUHIA. Takum 06pa3oM, KOHPUTYyPaLMOHHOE ynpaBneHue
CTaHOBUTCSI BO3MOXHOCTbLIO 06ecneveHns 6e30nacHOCTU aBTOMAaTU3NPOBAHHON CUCTEMBbI. KOH(MIypaumoHHoe
ynpasneHue MOXeT UCMOoNb30BaThCA ANA NPeA0CTaBNEeHNUs CBUAETENLCTBA A0BEPUS K NPaBUMBLHOCTU N ddhdek-
TUBHOCTU NPUMEHEHUSI OPraHM3aLMOHHbIX Mep 6€30MaCHOCTH.
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7 B3aumocBs3b C CYLWEeCTBYIOWMUMN CTaHgapTamm 6e3onacHoOCTH

7.1 O6me nonoxeHus

Hacrosawwmii craHgapt gononHsaet cranaaptel cepun MCO/M3K 15408 ¢ uenbio npoBeaeHNUs OLEHKN aBTO-
MaTU3UPOBAHHBLIX CUCTEM. B COOTBETCTBMU C paHee U3NOXEeHHbIM A5 OLIeHKU aBTOMAaTU3MPOBAHHLIX CUCTEM TPe-
OyeTca paclumpeHue Moaenm oueHkn no ctangapram cepun MCO/MOK 15408 u onpeaeneHne gononHUTENbHbIX
KPUTEPUEB OLIEHKM.

BorbLueii YacTbio, LONOMHUTESbHbIE MPOLIECChI, AOKYMEHTaUUA U 3aganus, Tpebyemelie 4nsi OLEHKU aBTo-
MaTU3NPOBAaHHBIX CUCTEM, ObInK OnpeaeneHbl paclUMpeHneM aHaNorYHbIX KOHLENLUWUIA B COOTBETCTBUMU CO CTaH-
aaptamu cepun MICO/MOK 15408. lononHMTENbHLIE KPUTEPUM OLIEHKM KacatoTCA B NEPBYIO 0Mepeab aCnekToB
aKCnyaTaLMOHHON UHTErpaLyMm U MHTErpaLum cucTeMbl MHOPMAaLMOHHOK 6e30NacHOCTM U B3ATbI U3 AeiCTBYIO-
LWMX CTaHAApPTOB MO MHAOPMAaLMOHHON 6Ee30MacHOCTU, He CBA3aHHbIX C OLEHKOW. B yacTtHOCTM, HacToAwmi
CTaHAapT COAEPXUT 3HAYMTENbHbIE 3aMMCTBOBAHUS M3 ABYX cTaHgapToB GesonacHoctn MCO/M3K 17799 [8]
nHUCT CIM 800-53 [9]. MpuHUMas BO BHUMAHWUE HANMYUE U LUMPOKOE NPU3HaHWE 3TUX CTaHAAPTOB, BbINO NPUHATO
peLueHne cuuTaTh pa3paboTky HOBbIX KDUTEPUEB W UX CTPYKTYP HeLlenecoobpasHbIM.

B3anmoces3b Mexay cpeaon akennyartaumm u KpUTepusiMm OLeHKM nokasaHa Ha pucyHke 7. Moaens nonu-
TUKKM 6E30NaCHOCTM CUCTEMBI, OLIEHKA PUCKA, aHANN3 YA3BUMOCTEW, MPOLEAYPbl, PYKOBOACTBA U MPOEKTHAsA 4OKY-
MeHTauus pa3paboTku — B3ATLI M3 cTaHaapToB cepun MCO/M3K 15408 1 06pasyloT YyacTb JOKYMEeHTauun, npea-
Ha3Ha4YeHHOW ANs OLEHKN cucTeMbl. Kputepum oLeHku cpeabl KkennyaTauum U, B YaCTHOCTU, OPraHn3auuOHHbIX
mMep 6e30NacHOCTM Obinu B3SATbI U3 HE OTHOCALLIMXCS K OLeHKE CTaH4apTOB U PYKOBOACTB.

Kputepun n metopgonorus ouexkn (MCO/MIK 15408, MICO/MIK 18045 [15])

Y
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(6] KOHLENLUW OLIEHKU
3
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= MocTaBnseMble ans oueHku marepuansl (35C, cBUaeTensCTBO OLGHKU PUCKOB,
& npouenypsl, MoAefb NONMUTUKK 6e30MacHOCTH, PYKOBOACTBA/NPOEKTHas
JOKyMeHTaums 1 ap.)
i | HoBble mepbl
//// \\\\\
/// \\\
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= // N\
g / I Paspa6oTka, nocTaHoBKa M ycTaHoBKa 6e3onacHbIX NpoayKTos I \\
> /
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5 ( I WHTerpaumsn, skcnnyarauun U Mogudurkauus 6ezonacHbix cucTeM I }
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& \\ PykoBogcTea U cTaHgapThl Mo 6e3onacHbIM NPoayKTam /
Q \ 1 cucremam (MCO/MIK 17799. y4
(&) NG NCO/M3K 13335 [1], [2], [3], [4]; e
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PucyHok 7 — B3auMocBsi3b MeXAy Cpefoi aKcriyarauum U KpUTEPUAMK OLEHKN

Hapsay ¢ UICO/M3K 17799 [8] u HUCT CM 800-53 [9] cywecTByeT rpynna apyrux ctasgaptos MK 27,
Hanpumep, NCO/M3K 13335 [1], [2], [3], [4] w UCO/M3K 21827 [10], npuMeHSAEMbIX B KA4E€CTBE UCTOUHUKOB.
Cranpaptbl cepun MICO/M3K/TO 15443 [7] npeanaratoT ansTepHaTUBHbIE NOTEHLMANbHLIE NOAXO0AbI B OTHOLLEHWUU
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TpeboBaHuii gosepus. B MICO/M3K/TO 15446 [11] npeanaratotcsa pykoBoACTBa No pa3paboTke npodunen sawm-
Tbl ¥ 3aaHUI N0 6e30nacHOCTH.

Opyrue oTHOCALUMECA K AAHHOW NpeaAMEeTHON 0brnacTu A0KYyMEHTbI BKINOYAOT B cebst PyKOBOACTBO NO OLEH-
Ke cpeactB o6ecneveHusa 6e30nacHoCTH B hegepanbHbiX MHPOPMaLMOHHBIX cuctemax [12] u PykoBoacTBo no
3awmre 6a3bl UT Mepmanum [13].

Mo BO3MOXHOCTH, KOHLIENLIMK 1 Cneumdudeckue mepbl obecneyeHns 6e3onacHOCTH Obiny 3aMMCTBOBaHLI U3
yKa3aHHbIX AOKYMEHTOB. OiHAKO KpUTEPUM OLIEHKN HE NMPeAHa3HaYveHbl Ana onpeaeneHus nyTein 6e3onacHoro
NPOEKTUPOBAHUA U YNPaBEHWUS aBTOMaTU3MPOBaHHON CUCTEMON. HasHauYeHneM KpuTepueB OLIEHKN ABNAETCS On-
peaeneHue NyTen OLEHKM 3aLLMLLEHHbIX aBTOMAaTU3MPOBAHHbIX CUCTEM C MOMOLLLIO CBUAETENLCTB, NPEeACTaB-
NEHHbIX OL|EHLLMKaM BNaJenbLamMmu cucTem, paspaboTymkamu, MHTerpatopamMm, oneparopamu n agMuMHUcTparTopa-
MW aBTOMaTU3UPOBAHHON CUCTEMBI. Takum 00pa3oM, KPUTEPUK OLIEHKM OXBATLIBAIOT PA3NMUYHbBIE ACNEKTbI U OTNK-
4alTCs OT UCXOAHOIo MaTepuana 3TuxX peneBaHTHbIX JOKYMEHTOB.

MockonbKy Npoueccsl, 4OKYMEHThI M 3aayu, ONpeerneHHble B JaHHOM CTaHAapTe, OCHOBAaHbI HA UMEIO-
LMxca npoueccax, 40KyMeHTax U 3agadax craHgaptoB cepum MCO/MOBK 15408, 3auMCTBOBaHUA U3 APYyrux
peneBaHTHbIX JOKYMEHTOB ObINM PECTPYKTYPUPOBaHLI B (POPMAT, KOTOPHIN SBMSIETCA paCcLUMPEHNEM MaTepruarnos,
y>Ke ucnonb3oBaHHbix B MICO/MO3K 15408.

7.2 BsaumocBA3b co ctangaptamu cepum MICO/MIK 15408

B ka4ecTBe OCHOBbI U CTPYKTYPbI 45151 OLLEHKU aBTOMATU3UPOBAHHBIX CUCTEM UCNOSb30BaNNChL CTaHAAPTbI
cepumn MICO/M3K 15408. OHu 0GecneumnBatoT cpeacTBa onpeaeneHus TpeboBaHni 4N TEXHUYEeCKux mep 6e3o-
nacHocTu. Hanpumep, B cTaHgapTax 4aHHOW CEPUM COAEPKaTCA KpUTepumn getanusauum NoNuTUK ynpasneHus
poctynom. Ctangaptbl cepun MCO/MOK 15408 He npegocTaBnsatoT cpeacrsa onpegeneHnst OpraHn3aunoHHbIX
Mep obecrneyeHnsa 6e30nacHOCTU, HO Takme Mepbl obecneyveHnst 6e30MacHOCTU MOXKHO MNOMYYNUTb U3 CTPYKTYPbI,
noaoGHoN cTpykType ctaHaapToB cepumn MICO/M3K 15408. Cx0xeCTb CTPYKTYP HACTOSLLEro CTaHaapTa U ctaHaa-
pos cepun NCO/M3K 15408 no3BonseT NpoBECTU OLEHKY aBTOMAaTU3UPOBAHHOW CUCTEMBI C MOMOLLbIO KPUTEPUEB
aosepusi, N0a0BHbLIX TEM, KOTOPbIE MPUMEHSIIOTCA B cTaHaapTax cepun MCO/M3BK 15408 u npoBepsatoTcs B xo4e
OLIEHKN.

B UCO/M3K 15408-1 onpeaensaoTcst KOHUeNUun 3aganui no 6e3onacHoCTH U npoduneit 3awmTbl. 3Tn
CTPYKTYpbI AeTanusauum TpeboBaHuin cnyXat 0CHOBOW AN paCLUMPEHHbIX 3aaaHnin u npodomnei, npodunei 3a-
wmTbl cuctembl (M3C) u 3aganuii no 6esonacHocTu cuctembl (36C), KOTOPbIE TaKKe OXBATLIBAKOT 0ONACTL OpraHu-
3aLMOHHBIX Mep 6e30nacHOCT!.

B NCO/M3K 15408-2 onpeaensioTcs KpUTepun oLEHKN PyHKLUMOHANbHbLIX TPEGOBAHUIA. STU KPUTEPUU NPK-
MEHSIKOT HEMOCPEACTBEHHO K TEXHUYECKUM Mepam obecneyeHuns 6e30nacHoCTu, TpebyembiM AN aBTOMaTu3npo-
BaHHbIX CUCTEM, U KaK OCHOBY ANs ONpeAeneHnst HOBbIX AOMONHUTENbHbIX KNACCOB, CEMENCTB U KOMMNOHEHTOB,
COCPeAO0TOYEHHBIX HA OPraHM3auMOHHbIX Mepax 6e30MacHOCTM aBTOMaTM3UPOBAHHOW CUCTEMbI B NpeaenaxTpe-
60oBaHMI HaCTOsALLEro cTaHgapTa. Hactoawmii ctaHgapT Takke BKIovaeT B cebsi acnekT «KOHpurypuposaHue»
PYHKLIMIA U MEXaHU3MOB BHYTPU aBTOMATU3NPOBAHHON CUCTEMBI U TPEBOBaHMA AN NONMTUK U NpoLeayp, KOTopble
[JOIKHbI ObITh peanu3oBaHbl B Cpeae 3KCnyaraumm opraHu3aumoHHbIMKY MepamMm 6e30MacHOCTU.

B MCO/M3K 15408-3 onpeaensaioTcs KpUTepum oLeHkn TpeboBaHuii 40BEPUS. TU KpUTEPUU SOBEPUS UC-
MOMb3yIOT B KAYECTBE OCHOBbI A1151 HOBbIX KNACCOB AOBEPUS, CEMENCTB U KOMIMOHEHTOB, COCPEAO0TOYEHHbIX Ha
JEeNCTBUAX, KOTOPbIE JOIMKHbLI BBIMOMHATLCA 4151 OLIEHKM acnekToB Mep obecneyeHusi 6e30nacHOCTU aBTOMATU3M-
POBaHHOW CUCTEMbI Kak eANHON MHTErPUPOBAaHHON eAnHULbI. OLEeHKa acnekToB Mep obecneyeHns 6e30nacHoOCTU
aBTOMAaTU3NPOBAHHOW CUCTEMbI KaK €AMHON MHTErPUPOBaAHHON €AUHULLbI BKITOYAET B ce0s TpeboBaHus k cBuae-
TenbLCTBaM NOMUTUK U NPOLIEAYP, KOTOpbIe OyAyT peann3oBbIBaTLCS OPraHU3auMOHHLIMU MepamMmu 6e30NacHOCTU B
cpefe akcnnyartauuu.

7.3 B3aumocBsA3b CO CTaHAAPTAMMU, HE CBA3aHHbIMU C OLIEHKOMN

Crangapt MICO/M3K 17799 [8] sansieTcs CBOAOM NpaBui, PEKOMEHAYIOLLMM METOAbI U cpeacTBa obecne-
YeHus 6e30MacHOCTU, KOTOPbIE AOMKHbI PACCMATPUBATLCS OpraHu3auueli Ans ynpaesneHus 6€30nacHOCTbIO UH-
hopMaLMOHHbIX aKTMBOB. B cTanaapTe cogepxarcsi pekoMeHAauumn no MeHeAXMeHTY MHPOPMaLMOHHON 6e30-
NacHOCTU ANSt UHULMMPOBAHNS, OCYLLIECTBIEHUS U NOAAEPKAHMS MHCPOPMALMOHHOI 6E30NacHOCTH.

NCO/M3BK 17799 [8] npegocTaBnsaeT NPUHATYIO NOBCEMECTHO OPraHM3aUMOHHYI0 CTPYKTYPY 6e30nacHoCTH
Ansi pykoBoACTBA. B kauecTBe OCHOBHOIO MCTOUHUKA uaeHTudukaLmm u 0603HaYeHUs acneKToB OPraHn3aLmnoH-
HoI 6e30NacHOCTH Tam, rae TpebytoTcs mepbl obecnedeHnsi 6e3onacHoOCTU U POPMYNUPOBAHUS KOHKPETHbIX Tpe-
6oBaHUI OPraHU3aLMOHHOIO YNPAaBNeHUs, NpuHMManacs pegakumsa 2005r.

B HUCT CIM 800-53 [9] npeacraBneHbl pykoBOACTBa NO BbIGOPY M 0603HAYEHUIO Mep obecneyeHus
6e30nacHOCTM UHAOPMALIMOHHBIX CUCTEM, MPEAHA3HAYEHHbIX AN UCNONL30BaHNA B dheiepanbHbIX CucTemax
npasutenscrea CLUA. MNpuMeHeHne 3TUX PYKOBOACTB PEKOMEHAYeTCs CuCTeMaM ynpaBfieHWUsi LuTatamu u
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MECTHbIM CaMOYMNPaBfieHUsIM, a TaKkkKe OpraHu3auusiM YacTHOrO CeKTopa, COCTaBMSOLUMM KPUTUYECKN
BaXXHYt0 uHpacTpykTypy CLLUA. Mpeanonaraerca ux 3ameHa dedepanbHbiM CTaHgapToM no obpaboTke
uHdpopmaumu CLUA, FIPS Publication 200. Mepbl MuHumanbHoi 6e3onacHocTu deaeparnbHbiXx UHpOpMaLMOH-
Hbix cuctem. HACT CM 800-53 [9] ucnonb3yeT He TONbKO onpeaeneHue mep obecneveHns 6e3onacHOCTU No
NCO/M3K 17799 [8], HO Takke OXBaTbIBAET ApYrue 06nacTu, He CBsI3aHHbIE HEMOCPEACTBEHHO C MEHEIPKMEHTOM
MHOPMALMOHHO 6E30MacHOCTU.

CneposarensHo, HUCT CIM800-53 [9] ucnonb3oBancs kak BTOPOi OCHOBHOM MCTOUHWK A OpraHU3aLWoH-
HbIX Mep Be3onacHocTu, 0coBeHHO B 06NacTsAX OpraHU3aLUMoHHO 6e30MacHOCTU, KOTOPbIE HAaXoAATCs BHE oBnac-
TV npumeHenna MICO/MOBK 17799 [8].

B crangaprax cepun UCO/M3K 13335 [1], [2], [3], [4] Takke ncnonb3ytotca TpeboBaHua k mepam obecne-
yeHusa 6esonacHocT. OgHAKO B HUX Mepbl 06ecneyeHns 6e30nacHOCTM 3aeMCTBOBAaHbI Ha CIULLIKOM BbICOKOM
YPOBHE, UTOObI NPUMEHSATLCA B KAYECTBE MCTOUHUKA KOHKPETHLIX TpeBGoBaHuii K opraHu3aunoHHbIM Mepam 6e30-
NacHOCTU.

7.4 Bzanmocss3sb ¢ pa3paboTkoit O6wmnx kputepmes

O0LWwye KpuTepun ABRSAIOTCA CTAHAAPTOM, B TEXHUYECKOM OTHOLUEHUU UAEHTUYHLIM CTaHgapTam cepumn
NCO/M3K 15408, onybrnukoBaHHbIM COBETOM Mo paspaboTke OOLLMX KpUTEPUEB, accCoLMaLn HaLUMOHaMNbHbIX
MPOEKTOB MO OLEeHKe U cepTudukauun. Bepcua 2.3 OBOwux kputepues asnAeTca akeuaneHtom MCO/MIK
15408:2005, KOTOpPbLIN NOCNY>KUIT OCHOBOW A pa3paboTKu HACTOALLEro cTaHaapTa.

B naHHoe Bpemsi CoseT no paspabotke O6LUUX KpUTepueB paspabaTbiBaeT HOBYIO Bepcuio OBLLMX KpUTepu-
eB noa Ha3BaHuem «Bepcus 3». CtaB ycTaHOBUMBLLENCA, 3TA BEpcusi, No-BMaANMOMY, Oya€T MCNONb30BaThCS B
KayecTBe OCHOBbI A1 OyayLuero nepecmoTpa craHaapToB cepun MCO/M3K 15408. CambiM MOCAEAHUM NMPOEK-
TOM Ha MOMEHT NOArOTOBKM HacCTosLLero ctaHaapta obina Bepeus 3.0 [14]. JaHHan Bepcus Obina u3gaHa Tosnbko
ANs KOMMEHTapueB, T.€., B kadectse paboyero npoekta MICO/M3K.

Xotsa Bepcus 3.0 [14] npegHasHadyeHa TONbKO Ans KOMMEHTaPUEB, OHA BKMIOYAET B Ceb5 CyLLIECTBEHHbIE
pa3paboTKu TEXHONOTMW OLIEHKWU, OCHOBAHHbIE HA NPAKTUYECKOM NpUMeHeHnn OBLUMX KPUTEPUEB U CTAHAAPTOB
cepun MICO/M3K 15408. Takum 06pa3om, 3HaUUTENbHbIE UBMEHEHUS, BHECEHHbIE B 3TY HOBYIO Bepcuio ObLmx
KpUTEPUEB, U OLLEHKA UX NOTEHLMANbLHOTO BNMSAHMS Ha TpPeBOBaHMA HACTOSALWErO CTaHAapTa paccMaTpUBaloTCA B
npunoxeHun D.

8 OueHKa aBTOMaTU3NPOBaHHbLIX CUCTEM

8.1 BeBegeHue

ABTOMATU3NPOBAHHBIE CUCTEMbI JOMKHBI OLIEHMBATLCA C UCMONL30BAHUEM 00LLEN MOAENN OLIEHKN, Onpe-
aeneHHoi B UICO/M3K 15408-1, ¢ paclumpeHnaMmu (AONONTHEHUSIMK), ONpeaerieHHbIMU B HACTOALLEeM pasaene.

8.2 Ponu oLeHKU U 06A3aHHOCTHU

CyLLEeCTBYIOT BUAbI AEATENBHOCTU, HEOOXOAMMBbIE ANS OLEHKU aBTOMAatu3MpOBAHHOM CUCTEMbl. MMn
ABNAIOTCA:

- paspaboTka CBUAETENLCTB OLIEHKU (BKIMIOYAIOLLMX B ceBs oLeHKy puckoB, cneundukaumio 36C, cenpe-
TenbCTBa pa3paboTku M UHTErpauum, skcnnyarauum, MoamdukaLmm);

- OUeHKa (BKNioYasi ceprudpmkaLmio pe3yrnsraToB OLIEHKH);

- aTTecTauus.

[ns ka)xaoro U3 NePEYUCNEHHbIX BUAOB AEATENBHOCTU AOMKEH ObITb HA3HAYEH COOTBETCTBYIOLLMIA NEPCO-
Han, ero NOAHOMOUYUSA AOMKHbI ObITb COrMAacoBaHbl U HEOGX0AUMBIE 331a4M 10IDKHbI ObITb BbINOSIHEHLI. 3TN BUAbI
OeATENbLHOCTU U CBA3aHHbIE C HUMMW PONK U 00513aHHOCTU NepcoHana npeacTasneHsbl B Tabnuue 1. Oecraus,
Heo6XoAUMbIE B COOTBETCTBUU C TPEGOBAHUSIMU HACTOSILLIETO CTAHAAPTA, AOJDKHBI JIETKO CONOCTaBMATLCA C PONS-
MU U 00513aHHOCTSAIMU, OnpeaeneHHbIMM B AaHHOW Tabnuue. Bee aericTBua cnegyert Taioke conocTasnsTh C pasae-
namu C3B, uaeHTUdMUMpPOBaHHLIMK B TabnuLe 1.

Ta6bnuya 1 — Ponu n 0693aHHOCTU MO OLEHKE aBTOMATU3UPOBAHHLIX CUCTEM

Bua aestensHocTU Ponb O693aHHOCTb Pasaensl 36C

Paspa6oTka cBuge- | Boicwunit MeHepx- | ObLlas oTBETCTBEHHOCTL 3a 6e3onacHocTk. | He onpeaeneHo
TeNnbCTB ANA OLEHKN | MEHT OnpegenseT npueMriemMble pUCKu.
CaHKUWOHUpPYET AEUCTBUA YMNONMTHOMOYEH-
HbIX JOMMKHOCTHLIX 1LY

22



OkoHYaHue mabnuupi 1

rOCTP UCO/MI3K TO 19791—2008

Bua AesaTtenbHocTU

Pone

06s3aHHOCTb

Pasgenel 36C

PaspaboTka cBuge-
TENLCTB A1 OLEHKN

YNONHOMOYEHHbIE
LOMXHOCTHBIE Nnuua
opraHusaLuu

OLeHNBaKT U MPUHUMAOT OCTaTOYHbLIE PUC-
Ki

AreHtcTBO 6esonac-
HOCTH

YcTaHaBnMBaeT nonuTukn 6e3onacHocTu
BCeil opraHusauyum

Onpegenexne npobre-
Mbl BeaonacHocTy

Bnageney cuctemsl

MpoBOAWT OLIEHKY PUCKOB.

OnpegenseT npobrnemsl 6e3onacHoOCTy, Ko-
Topble AOSMKHbI BbITb YYTEHbl B cucTeme
(Bkntodas uenu, TpeboBaHus).
MoaroTaBnuBaeT ntoboii M3C (BO3MOXHO,
Kak npefcTaBuTeNb KOHCOPLMYMa Brnajenb-
LieB aHamnorn4HbIX cucTem).

CaHKUMOHMPYET NepeOoLiEHKY, CBA3@HHYIO C
U3MEHEHWUAMMW B CUCTEME UMK ee cpefe.
AHanusupyeT COCTOSTHWE CUCTEMBI Ha OCHO-
Be OTYETOB O HENPEpLIBHOM MOHUTOPWHIe

OnpepeneHune npobne-
Mbl Be3onacHocTy.
Lienn 6e3onacHocTy.
TpeboBaHus 6esonac-
HOCTH.

OnucaHune COO

PaspaboTunk/mHTer-
paTop/nNpoeKTMpoB-
LUK cUCTEMBI

PaspaboTka unu nogpaepxka paspaboTku
3BC Ha ocHoBe npobremel 6esonacHocTy,
onpeAernieHHoi BnagenbLeM CUCTEMBI.
PaspaboTka cBuaeTenscTB paspaboTku.
CopeiictBue (NomoLb) BNagensLy cucTembl
B YMEHBbLUEHUN UMK YCTPaHEHUU YA3BUMOC-
Teil, BbISBMEHHbIX BO BPEMSA OLIEHKM

OnuncaHue COO.
TexHu4eckne mephbl Ge-
30MacHOCTH.
TpeboBaHuna gosepus,
OTHOCALMECA K paspa-
6oTke.

ApxuUTEKTYpa n KpaTkas
cneuudukaymna

OnepaTop/agMUHUC-
TpaTop/oTBETCTBEH-
HbIA 3a conpoBoXae-
Hue

Mopnepxka paspabotku C3B.
PaspaboTka akcnnyaTalUOHHLIX cBUAe-
TEeNbCTB.

CopeiictBue (Nnomolb) Bnagenbyy cUcTeMbl
B YMEHbLUEHUN UMW YCTpaHEHUN YA3BUMOC-
Teil, BbISBMEHHbIX B MPOLECCe OLEHKM

OpraHusaLmoHHble
Mepbl.

TpeboBaHua posepus,
OTHOCALLMECSH K IKCTITy-
aTauuu.

ApxuTeKTypa U KpaTkas
cneuudukauma

OueHka

OueHwmK/NuYo, ocy-
WecTBRnsaKWee cep-
Tudukauuio (ceptu-
dukaTtop)

OueHnBaeT cucTeMy Ha ocHoBe TpeGoBaHuit
6esonacHocTH, cpopMynupoBaHHbiX B C3B,
4TO6bl cAenaTb 3aknioyeHne o cnocobHoc-
T cUCTEMBbI YAOBNETBOPATb TpeboBaHMAM
6e30NacHOCTU B A@HHLIR MOMEHT BPEMEHM.
ObecneynBaeT He3aBUCUMYIO OLeHKY 6e3o-
NacHoOro yHKUMOHUPOBaAHWA CUCTEMbI Ha
3Tane ee sKkcnnyaTauuu.

BbINONHAET NepeoueHKy, KoTopan TpebyeT-
cA, ANA NOAAEPXKKA U3MEHEHUN CUCTEMBI U
ee cpeabl.

CepTuduymnpyeT pesynsraTtbl OLUEHKU.
MpepocTaBnsaeT oT4eT 06 OLEHKE U OTHET O
cepTuduKaLmn BnajensLly CUCTEMBI C PEKo-
MeHaauuaMK, KoTopble TpebyloTea ana noa-
AepXKu aTTecTauun /asTopusaLun cucTemel

Bce

ATTectayun

ATTecTyowuin

ABTOpM3yeT CUCTeMy ana ncnonb3oBaHUA
nnun noagreepxgaet npueMnemMocTb NPOrHo-
3UpOBaHNUA OCTaATOYHLIX PUCKOB Nepej ynon-
HOMOY€HHbIM AO/MKHOCTHLIM NULIOM

Onpepenexune npobne-
Mbl 6e3onacHocTu
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8.3 OueHKa pucka u onpegesieHue HenpuemMsieMbIX PUCKOB

Mepen oLeHKoNn aBTOMATU3NPOBAHHOW CUCTEMbI Bnadenew CUCTEMbl AOIMKEH OLEHUTb FPaHULbl aBTOMA-
TU3UPOBAHHON CUCTEMBI, OMpPEeAenuTL akTUBbI, TPebylolme 3aluTbl, U BMECTE C YNOMHOMOYEHHbIM JOIDK-
HOCTHbIM FNIMLOM MITU JOMKHOCTHBIM NTIULIOM U3 YACHA BbICLLETO MEHEIKMEHTA ONpeAennTh YPOBEHb PUCKA, KOTO-
pblii OpraHM3aums roToBa NPUHSATL, KOF4A HEKOTOPLIA aKTUB MOXET ObITb NOTEPSH, UCMOPYEH MK CKOMMPOME-
TUPOBAH.

3aTeM Bnagenew CUCTEMbI JOMMKEH NPOBECTH OLIEHKY PUCKOB, OXBATbIBAOLLYYIO BCE aKTUBbI aBTOMAaTU3NPO-
BaHHOW cucTeMsl. [Mpu 3TON OLIEHKE AOMMKHbI MUAEHTUDULMPOBATLCH BCE BO3MOXHbIE PUCKM 3TOW CUCTEMbI, BKITHO-
Yyast pUCKK, KOTOPbIM MPOTUBOCTOAT PEANU30BaHHbIe Mepbl 0GecneyeHus 6e30nacHOCTU UMK KOTOPbIE YCTPaHAIOT-
€A UMU. ATU peanu3oBaHHbIE Mepbl 06ecneyeHns 6e30NacHOCTM AOMKHbI JOKYMEHTMPOBATLCS Kak YaCTb OLEHKU
pucka, YToObl MX MOXHO BbINO BKIMOYMTL B ONUcaHue Lenen 6esonacHoctu B 36C.

MpumMedyaHune— B HacTosAWweM cTaHAapTe He NpefnuckiBaeTca Kakas-nubo onpefeneHHas Moaens Unu
dopMa oLeHKU pucka. [JanbHeiLyo NHHOopMaLMio 0THOCUTENBHO pUcKa ANSA CUCTEM UH(OPMaLMOHHBIX U TeneKoMMy-
HUKaLWOHHBIX TexHomornii MoxHo Hantn B UCO/MBK 13335-1[1].

Mpu HanuYKMM PUCKOB, MPEBBILLAIOLLMX YPOBEHb, KOTOPLIV OPraHu3aumusi roToBa AonNyCTUTb, BRagenew cuc-
TeMbl JOJDKEH OnpeaenuTb MpeanonaraemMmoe HanpasreHne AeiCTBUIN MO YMEHbLIEHMIO PUCKOB A0 NPUEMISIEMOTO
ypoBHs. Mpeanonaraemoe HanpasneHne eiCTBUI MO0 YMEHbLUEHUIO PUCKOB MOXET NPUHATL PopMy:

- NPUHATUA PUCKa;

- MPMHSATWE NOBbLILLEHHOTO PUCKA U 0CO3HAHNE OTBETCTBEHHOCTY 38 NOCIEACTBUA, €Cnu puck 6yaeT peanu-
30BaH;

- NepeHoca pUCKOB; NEPEHOC PUCKOB UMM OTBETCTBEHHOCTM 3a X NOCNEACTBUA HA APYTYIO CTOPOHY;

- n3bexxaHua pucka; 0Tkas oT AeATENbHOCTH, KOTOPAasA NPUBOAUT K PUCKY;

- YMEHbLUEHUSI UM YCTPaHEHWUS PUCKOB; YMEHbLLEHNE PUCKOB A0 NPUEMIIEMOTO YPOBHS NyTEM NPUMEHEHUSA
B paMKax aBTOMaTU3NPOBAHHOW CUCTEMbI OLIEHEHHbIX KOHTPMEP ANS YMEHbLUEHUSI BEPOSTHOCTM U/nu nocnea-
CTBUI pucka.

Mocne aToro aHanusa He06x0AUMO KaTeropupoBaTh KAXKAbIN PUCK KaK «NPUEMAEMbIN» UMW «KHENpuemrne-
MbIi» MO OTHOLLIEHMIO K aBTOMATU3MPOBAHHOI cuctTeme. Mpuemnemble pUCcKu A0MkHbI ObITb 4ONYCTUMBIMU, NPUHST-
TbIMU, NEPEHECEHHLIMU UAKU PUCKaMU, KOTOPbIX U36exanu. HenpuemnembiMK puckamm ABASKOTCA T€, KOTOPLIE
[OIDKHbI ObITb CHUXKEHbI UINU YCTPAHEHBI.

Mpu HenpuemMnNeMoCTy PUCKOB Bnageney cuctembl BMECTE C pa3paboTUMKOM CUCTEMDI AOSHKEH MAEHTUU-
LMpPOBAaTh U cneLmULMPOBaTh TEXHUHECKME MEPbI U OPraHM3aLMOHHbIE Mepbl 6E30MaCHOCTU, KOTOPLIE AOJMKHbI
ObITb NPMMEHEHBI B KAYECTBE KOHTPMEP. Bnaaenew cucrembl COBMECTHO € €€ pa3paboTuMKOM AOIMKHbI TaKkke
onpeaenuTb U 0003HAYMTL MEPBI AOBEPUA AN NOATBEPXAEHUS TOTO, YTO PUCK HECTTOCOOHOCTU TEXHUUYECKUX U1
OpraHU3aLMOHHbIX Mep 6€30NacHOCTY BLINOMHATL UX LieNiM 6e30MacHOCTU B KAYECTBE Mep NPOTUBOAENCTBUSA CHU-
>KEH A0 A0NMYCTUMOrO AN OpraHn3aLuy YpoBHS.

Kak4yacTb cTagum aKkcnnyaTaumm XXM3HEHHOTO LIMKIa CUCTEMbI BNaaenew CUCTEMbI AOSMHKEH NepUoaANYECKU
NOBTOPSATL OLIEHKY PUCKOB, YTOObI ONpeenuTh:

- UMEIOTCS N U3MeHeHus B Bu3Hec-akTuBax;

- UMEIOTCA JI HOBbI€ PUCKKU UITU U3BMEHEHUA B PUCKAX 11151 aKTUBOB;

- OCTalOTCA N HaANeXaLlUMmMmn peanu3oBaHHbIE KOHTPMEpbI.

3arem Bnagenew I0MKeH onpeaenuTb, MMEETCs N HE0BX0AUMOCTL B NepeoLieHke CUCTEMbI Ans NOATBEP-
XAEHUA aileKBaTHOCTU U 3hDEKTUBHOCTM Mep obecneyveHusi 6e3onacHocTu AC C y4ETOM NOBTOPHOMN OLIEHKU
pUCKOB.

8.4 OnpeaeneHue npo6nemMbl 6€30NacHOCTH

Bnapaeney cucTeMbl OMMKEH OnpeaenuTb npobneMy 6e30nacHOCTY, CTOALLYIO Nepea aBTOMAaTU3MPOBaHHOM
CUCTEMOM, NoABepraioLLencs oueHke. Onucanue npobnemsl 6e30NacHOCTU AOMKHO BKAIOHAThL B Ce08:

- pesynbrarbl OLIEHKU PUCKA;

- nonuTuKKM 6esonacHocTu opraHusauuu, npuMeHUMbIE K CUCTEME.

8.5 Llenu 6e3onacHoOCTH

Bnapeney cucteMbl OIDKEH NOATOTOBUTL (hOPMYNMPOBKU Lienen 6e30nacHOCTU Ana aBTOMAaTU3UPOBAHHOW
cucteMbl. Lienv 6e3onacHOCTU AOIDKHBI COAEPKaTb YETKYIO (POPMYNTUPOBKY NPeANOnaraeMoro pearMpoBaHust Ha
npo6nembl 6e30MacHOCTH, CTOSILLME NEPes aBTOMAaTM3MPOBAHHON CUCTEMOM.

B uensx OLeHKn aBTOMaT3UPOBAHHbLIX CUCTEM HEOOX0AMMO pasnuyaTh Asa TUNa Lenei 6e30nacHoCTU:

a) pyHKUMOHarbHbIEe Lienn 6e30MacHOCTH, KOTOPbIE AOCTUraIOTCA TEXHUYECKUMU M OPTraHN3aLUOHHLIMU Me-
pamu 6e30nNacHOCTU, UCNIONb3YEMbIMU B aBTOMATU3UPOBAHHOW CUCTEME;
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b) uenu goBepus kK 6€30NacHOCTH, KOTOPLIE AOCTUTAIOTCA Mepamu A0BepUst (HanpUMep, AEATENbHOCTbLIO
no Bepudukaumm).

Mpu oueHke no ctanaapram cepun UCO/M3K 15408 cpyHKUMOHANbHBIE Lieny 6e30nacHOCTU 0ObIMHO AOCTU-
raloTcsi UICKNIOYNTENbHO TEXHUYECKUMKN Mepamu 6e30nacHOCTH, MOCKOSBLKY Cpeaa aKkennyaTayum He OLeHUBAaeT-
Cs1, @ paccMaTpuBaeTca B paMkax onpeaeneHusa npodnemMsl 6e30nacHOCTU B kayecTse NPeanonoxeHuii. B uensx
OLIEHKM aBTOMAaTM3NPOBAHHLIX CUCTEM CpeAa dKCNyaTaLmm BKIIOYEHA B 00nacTb OLEHKU, U OYHKLMOHANbHbIE
Lienm 6e3onacHOCTM MOTYT ObITb peanu3oBaHbl TEXHUYECKUMU, OPraHM3aLUOHHbIMU MepaMu 6e30nacHOCTU UK
coyeTaHuem 3Tux Mep. Kak TexHmueckue, Tak u OpraHM3aLuoOHHbIE MEPLI MOTYT NOBrieYb 3a coO60N Mepbl Unn
AEeNCTBUA NO YNPaBEHMUIO.

dopmynupoBska Lenei 6e3onacHOCTU A0SHKHA NOKPLIBATbL BCe TpebyeMble Mepbl o6ecneyeHnsn 6e3onacHo-
CTH, BKMIOYAs KaK y>ke peanu3oBaHHbIe, TAK U T€, KOTOPbIE HE0OXO0AUMO NPUMEHUTL KaK YaCTb peanu3auum aBTo-
MaTU3UPOBAHHON CUCTEMBI.

Mpu oueHke no cranaapram MCO/M3K 15408 Tpe6GoBaHus foBepusi 0ObIYHO HE CneayioT U3 Npodnemobl
6e3onacHocTy. OHU BLIOUPAIOTCS aKCMOMATUYECKN UMK NMYTEM NPUHATUSA «MONUTUYECKOTOy peluerus. B pamkax
ABTOMAaTU3MPOBAHHON CUCTEMBI NS PA3NMYHbIX KOMIIOHEHTOB UMK NOACUCTEM MOTYT NOTPeGOBaTLCA Pa3NUYHLIE
hopmMbI Mep 0BEPUS B 3aBUCUMOCTM OT Pa3fIMYHbIX TUNOB JOCTYNHON MHGOPMAaLMK, a Takke paspaboTku unm
opMbl 4OBEPUA MOTYT TAKCKE 3aBUCETb OT TUNOB BbIOPAHHbLIX (PYHKLUMOHAMBHBLIX MEP (OpraHU3auUOHHbIE MepbI
MOryT ObITb HaunyyLLMM 06pa3omM obecneyeHbl pasnUUHbLIMK TEXHUYECKUMU MepamMm). cxoas U3 BbileCckasaHHOo-
ro, Cneayer, YTo Lienu J0Bepust AOIDKHbI PACCMAaTPUBATLCS KaK YacTb PeLleHusn npobnemsl 6e30nacHOCTU.

8.6 Tpe6oBaHusa 6e30NacHOCTHN

8.6.1 BBepgeHue

Bnageney cucteMbl AOMMKEH NOArOTOBUTL HAbOp TpeGoBaHuii 6€30MacHOCTH AN aBTOMATU3UPOBAHHOM CU-
crembl. TpeGoBaHus 6€30nacHOCTU A0MKHBLI ONpeaenuTL HAbop Mep obecneveHnsa 6e30MacHOCTH, KOTOPbIE AOMK-
Hbl ObITb peanu3oBaHbl B aBTOMaTM3UPOBAHHOM cucTeMe ((PyHKLMOHAarNbHLIE TpeboBaHusa 6e30nacHOCTH), u CNOCOo-
6bl OLIEHKU TOTO, YTO 3TN MEpbl peann3oBaHbl KOPPEKTHO 1 achpekTUBHO (TpeboBaHus foBepus K 6e30NacHOCTK).

8.6.2 dyHKUMOHanNbHbIe TpeboBaHUA 6e30NacHOCTU

TexHuyeckne mepbl 6€30NacHOCTU AOMKHbI BbIOUMPATLCA U3 (DYHKLIMOHASIBHBIX KNACCOB, ONpeaeneHHbIX B
NCO/M3K 15408-2. Ecnn B ICO/M3K 15408-2 HeT noaxoasaLmx PyHKUMOHANbHBIX KOMMOHEHTOB, TOrAa B COOT-
BETCTBUU C NpoLeaypoii, onpegenenHon 8 UCO/M3IK 15408-1, B npunoxeHumn B, A0mKHbI ObITb CAMOCTOSATENLHO
paspaboTaHbl 1 onpeaeneHbl AONOSNHUTENbHbIE KOMMOHEHTDI.

OpraHn3aLuoHHble Mepbl 6e30MaCHOCTM A0MKHbI BbIBUPATLCSA 13 (hYHKLMOHAMNBHBIX KNACCOB, B COOTBET-
CTBUM C MpunoxeHuem B. Ecnu B npunoxeHun B HET noaxoasLumx yHKLMOHamMbHBIX KOMMNOHEHTOB, TOrAa B
COOTBETCTBUM C NpoLIeaypoit, onpeaeneHHoi B MCO/M3K 15408-1, B npunoxxeHun B, aomkHbl GbiTb CAMOCTOS-
TENbHO pa3paboTaHbl M OnpeaeneHbl AONOSHUTENBHLIE KOMMOHEHTbI.

CpaBHeHue PyHKUMOHAanNbHLIX KNaccos, onpeaeneHHbiX B craHaaptax cepun MCO/M3K 15408 n HacTos-
LLEM CTaHgapTe, a Takke UX NPUMEHNMOCTb NPX OLEHKE aBTOMATM3UPOBAHHLIX CUCTEM NPUBEAEHBI B TAbNuLE 2.

Tabnunya 2 — CpaBHeHue yHKLMOHaNBHbLIX KIaccoB

CTaHaapTel cepum ABTOMaTU3NpPOBaHHaA cucTema: MpuMeHUMOCTb
NCO/M3K 15408 MCO/M3K TO 19791 1 obnacTtb NpUMeHeHUs
AyauT 6esonacHocTyn (FAU) AyguT 6esonacHocty (FAU) MpumeHnMo
Cessb (FCO) Cessb (FCO)
KpunTorpadus (FCS) Kpuntorpadus (FCS)

3aL|.tI/ITa OaHHbIX Nonb3oBaTenA 38LU'V|T6 AaHHbIX Nonb3oBaTena
(FDP) (FDP)

MaeHTUMKaUma u ayTeHTUdUKa- | MaeHTuduKaumsa n ayTeHTuduka-
ums (FIA) ums (FIA)

YnpasneHnue GesonacHocTeto (FMT) | YnpaeneHve 6esonacHocTbto (FMT)

MpusaTHocTb (FPR) MpusaTHocTb (FPR)
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OkoHYaHue mabnuusl 2

CTaHaapThbl cepuun
MNCO/M3K 15408

ABTOMaTU3MpoOBaHHasA cucTema:
MCO/M3K TO 19791

MpuMeHUMOCTb
M obrnacTb NpUMEHEHUS

3awura PBO (FPT)

awuTta PEO (FPT)

Hoctyn k OO (FTA)

Hoctynk OO (FTA)

[oBepeHHebIit MapLpyT/kaHan (FTP)

[LosepeHHbIit MapLwpyT/kaHan (FTP)

AyawnT 6ezonacHocTu (FAU)

AyauT 6esonacHocTm (FAU)

[MpuMeHUMo

OpraHusauuoHHble Mepbl Geso-
nacHoctn (FOD)

MonuTuka, nepcoHarn, MEeHeAXMEHT
PUCKOB, MEHELXXMEHT WHLUULEHTOB,
opraHu3auus 6esonacHocTu, cornatue-
Hue 00 ycnyrax

Mepbl obecneveHns GesonacHoc-
T cuctem UT (FOS)

[MonuTtuka, KoHpUrypaLuus, ceTesas be-
30MacHOCTb, MOHUTOPWHT, yrnpaBreHue
nepcoHanoM, akTBbl aBTOMaTU3UpPO-
BaHHbIX CUCTEM, PerncTpauus u 3anuch

Mepbl o6ecnedeHns 6eaonacHoc-
TW aKTuBOB nonk3osaTenei (FOA)

3aLLWITa NPUBATHOCTWU AaHHbIX,
aKkTMBbI nonb3oBaTenen

Mepbl o6ecnedeHns HeaonacHoc-
Tn GusHec-npoueccos (FOB)

Monutuka, HenpepbiBHOCTL

Mepbl o6ecneveHun 6esonacHoc-
TW annapaTypbl U o6opyaoBaHUA
(FOP)

MobunbHoe o6opynoBaHue, CbeMHoe
obopyaoBaHue, yaaneHHoe obopygoBa-
HWe, cucTema, annapartypa

Mepbl obecneyeHus H6esonacHoc-
TWU MO OTHOLUEHUIO K TPETbEW CTO-
pote (FOT)

YnpasneHue

YnpasneHue (FOM)

MapameTpbl GesonacHocTU, knaccudm-
Kauua aKkTUBoB, 06A3aHHOCTW NepcoHa-
na, opraHusauma 6e3onacHocTH, oT4e-
Tbl 0 6e3onacHoCcTy

8.6.3 Tpe6oBaHua goBepusi K 6e30NacCHOCTH
TpeboBaHna aosepusa AOMKHbI BbIOUpaThea B cooteeTcTBuM ¢ MCO/MOIK 15408-3 u npunoxeHunem C
Hacrosero ctaHaapra. Ecnu B UCO/M3K 15408-3 u npunoxxeHun C HACTOALLIETO CTaHAApTa HET NOAXOAALLUX
KOMMNOHEHTOB J0BEPUSA, TO B COOTBETCTBUM C NpoLieaypo, onpeaeneHHon B ICO/M3K 15408-1, npunoxexue B,
JOIDKHbI ObITb CAMOCTOATENBLHO pa3paboTaHbl U onpeaeneHbl AONOSIHUTENbHLIE KOMMNOHEHTDI.
CpaBHeHue Knaccos 0BEpUs], onpeAeneHHbix B cTaHgaptax cepum MCO/MO3K 15408 u HacTosiLem cTaH-
Aapre, a TaKke nx NPUMEHMMOCTb NMPU OLIEHKE aBTOMAaTM3UPOBAHHbIX CUCTEM NpUBEAEHO B Tabnuue 3.

Tab6nunya 3 — CpaBHeHuWe KnaccoB A0BepUst

CTaHaapTbl cepuu
NCO/M3K 15408

ABTOMaTU3UPOBaHHaA cuctema:
MCO/M3IK TO 19791

MpuMeHUMOCTb

APE: oueHka npocuna 3awurbl

OueHka npoduna 3aluTbl 4ns CUC-
TeMbl (ASP)

3aBucut ot otnnuuii N3C

ASE: oueHka 3agaHuns no 6esonac-
HoCTU

OueHka 3afjaHua no 6esonacHocTM
Ansa cuctemel (ASS)

3aBucut ot oTnuumnii 36C
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CTraHaapThl cepumn
MCO/M3K 15408

ABTOMaTU3NpOBaHHaA cucTema:
NCO/M3K TO 19791

MpuMeHnmocTb

ACM: ynpasneHue KoHdUrypaumei

YnpaBneHue KoHdurypaLluein asto-
MaTusnpoBaHHbIX cuctem (AOC)

KomnosuuuoHHble TpeboBaHWs Ans co-
CTaBHbIX MPOAYKTOB.

YnpasneHue KoHdurypaumein (MameHe-
HWe, OTCNEeXMBaHNe, CONPOBOXAEHNE).
[MoaTBepxaeHne M Bepudukauma
(BO BpeMsa sKkennyaTtaumm)

ADO: noctaBKa 1 sKcnnyatayus

BesonacHas yCTaHOBKa CUCTEMBbI
(ASl)

WHdopmupoBaHue n ceasb OBC.
[MoaTBepxaeHWe n Bepudukayms
(BO BpeMs sKcnnyaTtaumm)

ADV: paspaboTka

[okyMeHTauus No NpoeKTMpoBaHuLo
apXUTEKTYpLl aBTOMaTU3UPOBaHHbIX
CUCTEM U KOHUrypaLmoHHas

MHTepdenckl U KoHdUrypauma komno-
HEHTOB.

BHellHWe nHTepgeincs.

ApxuTekTypa, MHHOPMaLMOHHLIE NOTO-
ku, goctyn kK COO.

Pexum skcnnyartauuun/ycnosus passu-
™A

AGD: pykoBoacTea

PykoBogcTBa Ans aBTOMaTU3npo-
BaHHbIX cuctem (AOD)

MpaBuna u npoueaypbl AN NONL3oBa-
Tensa v agMUHUCTpaTopa.
KoHdurypaums.

MoaTBepxaeHne n Bepudukauus (Bo
BpeMs aKcnnyaTayuu)

ALC: nopaep»ka XU3HEHHOr0O LIMK-
na

MoaaepxKa XU3HEHHOrO LMKna aB-
ToMaTU3UpoBaHHbIX cuctem (AOL)

AHanorndyHo mepam  obecnedveHus
6esonacHocT AnsA cpefbl pa3paboT-
Ku/uHTerpayuu.

MoaTeBepxaeHue u Bepudukayusi (Bo
Bpemsa aKcnnyarayuu)

ATE: TecTupoBaHue

TecTupoBaHWe aBTOMaTU3NPOBaH-
HbIX cuctem (AOT)

DYHKUMOHaNbHoe TecTupoBaHue, rny-
6UHa TecTUpOBaHUS U MOKPLITUE Tec-
Tamn ®BC.

HesaBucumoe TectuposaHue OBC.
PerpeccuBHoe TecTMpoBaHue Ha aTane
noaaepxXku (conposoxaeHusi)/Mmoaun-
hukaymm

AVA: OueHKa ys3BUMOCTeln

AHanua yassuMocTeld aBTOMaTU3UPO-
BaHHbIX cucteM (AOV)

Peructpauus u 3anuck B aBTomMatu-
3MpoBaHHbIX cucteMax (ASO)

Banucu B xypHansl ®BC.
ALMUHUCTpaTUBHBLIA aHanus OBC.
HesaBucumas sepudukauma OEC.
MoaTBEpXAEHUE N BepUdUKaLua 3anu-
ceit

8.7 3apgaHue no 6e30nNacHOCTU AN CUCTEMbI
Bnapeneu cucteMbl AOMMKEH 3adpMKCMpPOBaTh onpeaeneHue npobnemMbl 6€30NacHOCTH, Lenu 6e30nacHoCTu
n TpeboBaHua 6e3o0nacHOCTU AN aBTOMATU3MPOBaHHON cuctembl B 36C. Bnagenewy Takke 40MKeH Nnonyyarthb 1
AOKYMEHTUPOBAThL APYryto MHpopMaumio, Heobxogumyto ans 3asepieHus 36C, koTopas onpeaeneHa B npuno-

XKEHUU A.

Ecnu Bnageney aBToMaTM3MpPOBaHHOI CUCTEMbI XOYET ONpeaenuTb TpeboBaHus AN aBTOMATU3MPOBAHHON
CUCTEMBI HE3ABUCUMbIM OT peanusaLumn cnocoboM, OH MOXET cHavana paspaboraTtb unm sammcTeoBaTh M3C.
O6ssaTenbHoe n HeobsizaTenbHOE coaepxkanue NM3C onpeaeneHo B NpUNOXeHun A.
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3BC cny>xuT 0CHOBOW KaK sl OKYMEHTUPOBAHUSI BO3MOXHOCTEN 06ecneyeHus 6e3onacHOCTM aBToOMaTu-
3MPOBAHHOW CUCTEMBI, TAK U AN OLIEHKN 3TUX BO3MOXHocTeln B COO. OHo oGecneunBaeT cBUAETENLCTBO U UH-
dopmaLmio, He0OX0AMMBIE ANS NPOBEAEHUSA OLIEHKN.

3B6C otnuyaetca ot 36 CBOEI HANPaBNEeHHOCTbIO KaK HA TEXHMYECKUE, Tak U HA OPraHU3aUUOHHbIE Mepbl
©e30nacHOCTM aBTOMATU3MPOBAHHON cucTembl. 3BC MOXXHO NoApPa3aeNUTbL HA HECKONBKO OTAENbHBLIX AOMEHOB
6e30MacHOCTU C Pa3nNUYHbIMK PYHKLIMOHAMNBbHLIMU MepaMu U Mepamu gosepus. OaHako, kak u 36, 36C moxeT
OLEHMBATLCA HA COrMacoBaHHOCTb (HEMPOTUBOPEYNBOCTbL) HE3ABUCMMO OT camoro COO.

Brnocneacteuu npu oyeHke COO MoryT GbiTb naAEHTUDULUPOBAHBLI HecooTBeTCcTBUA Mexay 35C u COO.
Tunbl pacxoXxgeHnin MOTyT BKIKOYaTb B cebA:

a) acnekTbl peanu3oBaHHON Cpefibl aBTOMaTU3MPOBAHHON CUCTEMBI, HE cornacylomuecs co cpegon AC,
KoTopas cneumduumporaHa B 36C;

b) acnekTbl peann3oBaHHbIX PYHKLUMOHANbHBIX BO3MOXHOCTEN 6e30nacHOCTU aBTOMATU3UPOBAHHON CUCTe-
Mbl, OTIMYAIOLLMECS OT PYHKLIMOHAMNBHBLIX BO3MOXHOCTEN 6€30nacHOCTH, KOTopble crneuuduumposatbl B 36C;

C) acnekTbl peanu3oBaHHbIX UHTEPMENCOB N COEANHEHNI aBTOMATU3UPOBAHHON CUCTEMbI U UX PEXXUMbI
paboTbl, He cornacyloLmecs ¢ HTepdencaMmm aBTOMaTU3UPOBAHHOWM CUCTEMbI, KOTOpPbIE CneuudUUUpPOBaHbI B
3BC.

Bnageneu cucremMbl AOMKEH ONPEAEnUTb, peann3oBaHbl Nu cpeaa, (hyHKLUUOHANbHBLIE BO3SMOXHOCTU UK
MHTEpelicbl/coeanHeHns Tpedyembim 00pasom, a onucaHue B 36C ABNAETCA HenpaBUNbHLIM, UNK cpeaa, PyHk-
LiMOHAambHbIE BO3SMOXXHOCTU UNU MHTEPMENCHI/COEAUHEHUNA AOMKHBI ObITb TAKMMM, Kak cneumduumuposaHo B 36C.
Mocne 3aBepLUEHUs OLEHKM HEOBXOAMMO BHECTU COOTBETCTBYIOLLME U3MEHEHUSA. TU U3MEHEHNSA MOTYT NPUBECTH
K nameHeHusim B 365C n/unmn asTomaTtusMpoBaHHON cucteme. o aTum npuyunHam nocne oueHku 35C HEBO3MOXHO
BbIHECTM OKOHYaTENbHbIN BEPAMKT, ABNsAeTcA N 36C KoppekTHLIM NpeacTaBneHneM asTOMaTru3supPOBaHHON cucTe-
Mbl. TONbKO Nocne Toro, kak oueHka COO Gyaer 3aBepLueHa u HECOOTBETCTBUS OyayT paspeLLeHbl (YCTPaHEHbI),
MOXHO ByaeT noaTBepAuTb, YTo 3BC ABNSAETCA KOPPEKTHLIM NPEACTaBlEHUEM.

CpasHeHue aneMeHToB 36, onpeaeneHHoro B craHaaprax cepun MCOMOBK 15408, u 36C, onpeaeneHHoro
B HaCTOALLEM CTaHAapTe, a TaKkke X NPUMEHUMOCTb AN OLEHKU aBTOMaTU3UPOBaAHHbLIX CUCTEM NPUBEEHbI B
Tabnuue 4.

Tabnuya 4 — CpaBHeHue aneMeHTOB 3afaHuii no 6e3onacHoOCTy

CTtaHaapTbl cepum ABTOMaTU3NPOBaHHAA cucTema: MpumeHUMoOCTL
NCO/M3K 15408 NUCO/M3K TO 19791 K aBTOMaTM3UpOBaHHbIM cUCTeMaM
BeeneHnue BeepeHue HomxHel 6bITb onpefeneHsl UT/aken-
nyatauuoHHble yactn COO n uHTepdein-
Onucanue OO Cbl C BHELLUHUMMW aBTOMaTU3NMPOBaHHbI-

MU CUCTEMaMM.
MoxeT 6bITb ONpegeneHa 4OMeHHas
opraHusaums

Cpepa 6e3onacHoctn OO Mpo6nemebl 6esonacHocTU BmecTo yrpos cnepyeTt onpefennuTb
pUCKH.

MpeanonoXeHUa He AOMKHLI BbITb on-
peaeneHbl, Tak Kak cpeaa ABnseTcA
peanbHoW

Llenn GesonacHocTM Llenn 6esonacHocTu [omxHel 6bITb onpeaeneHbl  Lenu
6e3onacHocTn gns UT-4yacteid n akcn-
nyatauyuoHHbelx Yactet COO, a Takke
ANA BHEWHUX aBTOMaTU3UPOBAaHHBLIX
cucTem

TpeboeaHua 6esonacHoctn UT TpeboBaHus GesonacHocTH DyHKUMOHanNbHLIe TpeboBaHua Ana
UT-vacteinn COO.

OkcnnyaTaunoHHele TpeboBaHUa ANa
3KennyaTaumMoHHbIx yactein COO.
HorxHel 6biTb onpeaeneHsl TpeboBa-
HUS JoBepusi
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OkoHyaHue mabnuupi 4

CTaH,D,aprI cepun ABTOMaTMSMpOBaHHaﬂ cucTema: anMeHMMOCTb
NCO/M3K 15408 MCO/M3K TO 19791 K aBTOMaTU3MPOBaHHbIM CUCTEMAM
KpaTtkas cneyundpukauyua OO KpaTkas cneuudukauma COO HornxHa 6bITe onucaHa ¢yHKLUOHanNb-

Hasi, aKCnryaTaLuMoHHas cneuvduka-
umMs ¥ cneyudmkaLmm fosepust

YTBEpxaeHusa o cooteetcTeum M3 YTBepxaeHue o COOTBETCTBUMN MoryT 6bITb OnpefeneHbl yTBEpXAEHUS
o cootBeTcTBUM NM3C, M3 n/vnun 3b

— BBegeHue (4OMeHHasa JacTb) LonxHbl 6bITb onpefeneHsl UT/aken-
nyaTauuoHHblE YacTu AOMeHa

— Mpobnemebl 6e3onacHocTU (foMeH- | [lomkHbl 6biTb onpefeneHsl PUCKU K
Hasi YyacTb) MBOP

— Llenn 6e3onacHocTu (fomeHHas | [JomxHbl BbITe onpegeneHebl Lenu 6e-
yacTb) 3onacHocTU Ansa UT- n akcnnyaTauyuoH-
HbIX YacTel JoMeHa

— TpeboBaHus 6e3onacHocTu (AoMeH- | [omxHbl 6bITb onpeaeneHsl MyHKLMO-
Hasi YyacTb) HanbHble TpeboBaHus ana UT- u aken-
nyaTauMoHHbIX YacTeil JoMeHa.
HNomxHbl 66T onpefeneHbl Tpeboa-
HWS foBepusa Ans fOMeHa

—_ KpaTkas cneyudukayua (gomenHasa | [domxHa 6biTb onncaHa dyHKLUUoHamNb-
YyacTb) Has, aKcnnyaTauuoHHas cneyudmka-
uusa v cneundukaymm gosepusa ans
AOMeHa

— YTBepxaeHne o cooTBeTCTBUM (A0- [ MoryT 6biTb onpefeneHbl yTBEpXAEHNUS
MEHHasn 4acTb) o cootetcTBum MN3C, M3 n/unun 36 ana
AoMeHa

8.8 Mepuoguyeckaa nepeoueHka

Bnaaeneu cucrembl JOSDKeH cneumduumpoBath Mepbl 06ecneyeHns 6e30nacHOCTH AnsA 06ecneyveHuns Toro,
4TOObI pE3ynbTaThl OLIEHKM aBTOMATU3MPOBAHHOW CUCTEMBI OCTaBaNUCh AENCTBUTENBHLIMU BO BPEMSA JKCNnyarta-
LMK CUCTEMBI.

Cneuundukauus MOXeT ObITb BbINOSIHEHA CrieayoLMMKM cnocobamu:

- MOryT 6bITb CneundULUMPOBaHbI yNpaBreH4Yeckue Mepbl 6e30nacHOCTU 4NA NepUoaUYECKON NPOBEPKU TOTO,
YTO KOHUIypaums TEXHUYECKMX Mep NOAAEPKUBAETCS, 8 OPraHU3aLMOHHbIE MEPbl NPABUSIbHO NPUMEHSIOTCS.
Insi aToro AormkeH 6bITb paspaboTaH HAGop NPOLIECCOB M NpoLEeAyp C TEM, YTOObI yNpaBnAThL BAuAHMEM Ha 6e30-
NacHOCTb U3MEHEHUI, KOTOPbIE MPOUCXOAAT B Cpefie cucTeMbl. CneLmdukaums ynpaBneH4eCcknx Mep MOXET BKNIO-
YyaTb B Ce0s1 perpeccoHHOe TECTUPOBAHUE BCEX M3MEHEHUI CUCTEMDI ANA TOFO, YTOOLI YAOCTOBEPUTLCA, UTO
Mepbl o6ecneyeHns 6e30nacHOCTU CUCTEMbI HE MOANMPULIMPOBAHDBI U HE OTKIIIOYEHBI;

- OLISHLLIMK MOXXET nepuoaunyeckun nepeoreHnsartb COO (aBTOMaTU3MPOBAHHYIO CUCTEMY), yAenss ocoboe
BHUMaHWe ToMy, HeobxoaMma N KOPPEKTUPOBKA COBOKYMHOCTW TEXHUYECKUX U OPraHU3aLMOHHbIX MEP A5 yA0B-
NeTBOPeHUs n3MeHsLmMxca TpeboBaHuil 6€30MacHOCTM OpraHM3aLmu, a TaKkKe ¢ TeM, YTOObI NOATBEPAUTD, YTO
aKcnnyaTauMOHHbIE NPOLIECCHI M NpoLeAypPbl NPUMEHSIOTCA 3P PEKTUBHO.
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Mpunoxenue A
(obsas3arenbHoe)

Mpodunu 3awmTbLI U 3aaaHUA NO 6€30NaCHOCTH
AN aBTOMaTU3NpPoOBaAHHbLIX CUCTEM

A.1 Cneuudpmkauunn 3agaHmni no 6e3onacHoOCTH AN CUCTEM

A.1.1 Kpatkui 0630p

B AaHHOM noapasaene onpefensieTcs KOHUENUUs U cogepxaHue 3agaHusa no 6esonacHocTtu ans cuctemel (36C).

3BC obecneunBaeT cneyudmrkaumio peannaoBaHHEIX BO3MOXHOCTeW obecnedeHna 6e3onacHOCTU aBToOMaTU3K-
pOBaHHOI CUCTEMbI NpWU ee UCTONb3OBaHUW B Cpefe aKcriyaTauun Ans NpOTUBOAEWUCTBUS OLEHEHHBIM puckam uunu
OCYLLECTBIEHUS NONUTUK Ge30MacHOCTM opraHusauun Ansi AOCTWXEHUSA NMPUEMNEMOro YpOBHA OCTaTOMHOrO pucka. As-
TOMaTU3MPOBaHHasA cUCTEMA COCTOWUT U3 UHTErpupoBaHHON KOMOMHaALMKU (DYHKLUWIA TEXHUYECKUX U OpraHU3aLUOHHbIX
Mep GesonacHocTu. B 3BC uanaratotcA TpeboBaHus U pexuM yHKUMiA, peanusytowme Lenu 6esonacHocT nocpea-
CTBOM OCHOBaHHbIX Ha TEXHOSOTUSIX M aKCMyaTaLuu MexaHmsmax. Kpome Toro, B 36C onucbiBatoTest Mepel, obecneynBa-
owme foBepue, UCXoas U3 cnocobHOCTM aBTOMaTU3UMPOBAHHOW CUCTEMbI COOTBETCTBOBATL CBOUM (PYHKLMOHANbHbLIM
Lensam npu paboTe Ha NpUEMIEMOM YPOBHE OCTaTOYHOIO pUcKa.

3BC cnyXuT ocHOBaHMEM [FiS NPOBEfEHUS OLEHKM aBTOMaTu3upoBaHHOW cucTeMbl. CnegosaTternbHo, B 36C
LOIMKHO cofiepXaTbCA OnucaHMe aBTOMAaTU3UPOBaHHOW CUCTEMbI, KOTOpPOE SBNSAETCA:

a) [oCTaToOYHO NONHLIM. KaxaoMy pUcky okasbiBaeTcsl JoCTaTOMHOE NPOTUBOASWCTBUE, U Kaxaas nonutuka 6eso-
MacHOCTU opraHusauuu B JOCTATOMHOW CTEMEHU ocyLlecTBnseTc KoMOuHaumen pyHKUNA TEXHUYECKUX U opraHusaLim-
OHHbIX Mep BesonacHocTy,

b) cooTBeTCTBYIOWMM U HEOGXOAUMBIM peLleHUeM 3asBreHHoi Npobnembl. KombnHauna yHKUUIA TEXHUYECKUX 1
opraHusauuoHHbIX Mep 6esonacHocTn aeKTUBHA MpW NPOTUBOAEWCTBUM HEMpUEMSIEMBIM PUCKaM, @ Mepbl JoBepUs
oBecneynBatoT JOCTATOMHOE AOBEPUE K NPaBUIIBHOCTU U abPEeKTUBHOCTU OcyLLecTBRSIEMbIX PYHKLMI BesonacHocTy,

¢) TouHOW peanusauyuein nmobbix M3C, M3 unu 36, cooTBETCTBME KOTOPLIM OHO yTBEPXAAeT NOMHOCTBIO UMW
YacTUYHO.

KoHuenuusa n ctpykrypa 36C ocHoBaHa Ha paclUMpeHWM KOHLENUUM U CTPYKTYphl cTaHgapTos cepun MCO/M3K
15408 pnsa 3B. KpaTkoe n3noxeHWe KoHuenTyanbHbIX pasnuuuii mexay 36 u 36C npuBegeHo B Tabnuye A.1.

Tabnuya A1 — KpaTtkoe nsnoxeHue pasnuuuii mexay 36 n 36C

3B «ana npoaykrta»

36C

CTpyKTypa feTanusaumu

CocpefoToveHne Ha OfHOM
«Brioke»

YeuneHne BHUMaHUA K paccMOTPEHUIo GonbLmnx n
Gonee CnoXHbIX rpynnUpoBaHnini - KOMNOHEHTOB CUC-
TeM, KOTOpble MOXHO pasfienuTb Ha AomeHbl 6e30-
NacHOCTH

Lienn 6esonacHocTu

CneuuaneHo gns UT u oTeyT-
CTBWE NPAMOro COOTBETCTBUSA
Leneit 6esonacHocTn Tpebo-
BaHUAM [oBepus

KoHKpeTHble Lienun, conocTaBUMble C KOHKPETHbIMU
TpeboBaHusaMK AoBepUs. BaauMocBasb opraHusaum-
OHHbIX Mep 6e30MacHOCTH (PUINYECKUX, NPOLEAYPHBIX
¥ NONWUTWKKM) U X BKNagd B AOKYMEHTUpoBaHHoe obec-
neveHne 6e30MacHOCTU CUCTEMBI U BbIBpaHHbIe Mepsl
Josepus

[JokymeHTUpoBaHuWe cpegbi

PaccmaTpuBaeTcs B MUHM-
ManbHol CTeneHW 3a npege-
namu oBnacTu OLEeHKM piucka
B BUAE NPeanoroxXeHui

[ormkHo BbITe YeTKO OMpefAeneHo U JOoKYMeHTMpoBa-
HO 6€e3 npeAnonoXeHUA

OueHka pucka

OnpepenseT He cBA3aHHbIE C
WT npoueaypbl Kak npegno-
NOXEHWUA U CBA3aHHOE C HU-
MW COOTBETCTBME MPOAYKTa

OnpefenseT pUCKN KaK «M3BECTHbIe», W ANS OpraHu-
3aLMOHHLIX Mep 6e30MacHOCTU MOXeT noTpeboBaTb-
€S OLEHKa B OTHOLLIEHUU UX 8feKBaTHOCTM B UHTErpy-
pOBaHHOW cpefle cUCTEMBI

Onucanne OO

CocpepoToueHne Ha AT

OnpepaenseT cpefly TEXHUHECKUX U OpraHn3aLmoHHbIX
mMep GesonacHoCTU, UX WHTepdeck 1 B3aMMOOTHO-
LeHuns
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Okon4yaHue mabnuupi A.1

3B «ana npoayktax 3B6C

TpeGoBaHuA COOTBECTBUA CTporo BuINonHsAeMble yH- | MoxeT nepepacnpefensiTb BhINOMHAEMble (DYHKLUYU

Ky T (Hanpumep, TexHUYECKUe N opraHu3aLnoHHble Mepbl
6esonacHocTH)
CTpyKTYpa cuctTeMsl OcHoBaHO Ha «aBTOHOM- | OB6LIMHO pasfenseTcs Ha YeTkMe foMeHbl Besonac-
HOM» MpOAYKTe HOCTU C pa3nnyHbLIMU MepamMu obecnedeHuss 6e3o-
NacHoCTH

A.1.2 CopepxaHue 36C

3BC AoMXHO cooTBeTCTBOBaTL TPeBOOBaHUAM K COLEepXKaHWUIo, U3MOXKEHHBIM B HacTosAwWweM npunoxeHun. 36C
JOMKHO BbITh NPEACTaBNEHO Kak OPUEHTUPOBAHHBLIA Ha Nonb3oBaTens JOKYMEHT, MUHUMU3UPYIOLLMIA CCbINKK Ha gpyrie
MaTepuanbl, KOTopble MOryT He GbITb JoCTynHbIMU nonb3oBaTento 36C. MNpn HeobxogumocTn obocHoBaHME MOXET
NpefocTaBnATLCA OTAEMNbHO.

3BC pomkHo BKMoYaTh B cebs:

a) obLyyto YacTb, NpumeHumMyto ko Bcemy COO;

b) yactu fomeHa BesonacHOCTU, OAHY ANA Kaxaoro AoMeHa, onpegenernHoro B COO, 1 onuckiBaloLLyO YHUKanNb-
Hble acrneKTbl 3TOro JOMEHa.

ObLasa YacTb [ormKHa cofepxars:

a) BBegeHue 36C;

) TpeboBaHus COOTBETCTBNUS,

) onpegeneHne npobnem 6e30MacHOCTH;

) uenu BesonacHocTy;

) paclmpeHHoe onpefeneHne KOMMNOHEHTOB,

f) TpeboBaHua HGesonacHoCTH;

g) kpaTkyto cneuudukayuo COO.

Ons kaxporo fjomeHa 6GesonacHocTH, obpasyloliero 4YacTb aBTOMaTU3MPOBAHHOW CUCTEMBbI, HEOBXoAUMO
BKITHOMYATE:

a) BBejeHne goMeHoB 6e3onacHocCTy;

b) TpeboBaHus cooTBeTCTBMSA JOMEHOB He3onacHoCTH;

C) onpeaeneHue npobnem JoMeHOB 6e30nacHOCTH,

d) uenu 6esonacHocTn fomeHOB Be3onacHOCTH,

e) TpeboBaHuA GesonacHocTu JoMeHoB Ge3onacHOCTH,

f) kpaTKyto cneyudukaumio JoMeHoB 6e30MacHOCTU.

Hekotopble pazgensl 35C MoryT 6biTb HE3AMOMHEHHBIMUA U3-3a OTCYTCTBUA peneBaHTHo uHdopmayuu. Tpeboea-
HUSI COOTBETCTBMUSA NOSBISIOTCA TOMBKO B cllydyae yTBepxaeHusa cootseTcTena 3bC ogHoMy unu Heckonbkum M3C, M3
vnu 36. HekoTopkle nogpa3sgensl uHpopmaLum M3 gomeHa 6e3onacHOCTU ABNSOTCA HeobasaTenbHbIMU. Ux Heobxoau-
MO 0603HauaTb TONbKO B Cllyyae Hanuuusi y AoMeHoB 6€30MacHOCTU YHUKanbHbIX Npobnem, ueneit unu TpebosaHwii
6e3onacHocTH, KoTopble He oTHocATes kK COO B Lienom.

Cneuundumkauuu, npeAcraBneHHble B JaHHOM pasfiene, B3ATbl YacTUYHO U3 cneuudukaymii 36, cogepxalymxcs B
npunoxeHun A kK UCO/M3K 15408-1 1, yacTu4HO, U3 AONONHUTENBHLIX TpeboaHuit 3BC, onpeaeneHHbIX B HACTOSALLEM
cTaHpapre.

A.1.3 BBegeHue 3agaHue no 6e3onacHOCTU CUCTEMbI

Bo BBegeHun 36C gomkHbl naeHtnduymuposatses 36C n COO n obecnevnsatees 063op COO, onucanme COO n
opraHusauma gomeHoB. Beegenue 3BC aomxHo coaepxaTtb UHdopmMayuto 06 ynpaBneHWn AOKyMeHTaMn U 0630pHYLo
WHPOPMALMIO C YYETOM TOrO, YTO!

a) ngentudukauma 36C n COO pgormkHa obecneunTb UHPOPMaLUIO O MapKUPOBKE U onucaTenbHylo UHdopma-
uuto, HeobxoauMyto aAna KOHTpona u naentudgpukayum 36C n COO, K KOTOPLIM OTHOCUTCA MHOPMAaLUS,

b) yenun COO pgonxHbl pestomupoBaTbes B kpaTtkoM o63ope COO u npeacTaenaTbes B popme otdeta. Ob3op
AormkeH 6biTb AOCTaTO4HO NOAPOGHBIM, YTOObI NOTEHUManbHLIA NoNb3oBaTeNb MOT ONPeAenuUTb, NPeACTaBNAET NU ANS
nonb3osatena uHtepec 36C;

¢) B onucaHun COO fonxkHbl 6bITb HaMeyeHbl dyHKUUKN K rpaHuuybl COO B hopMe 0TUETE;

d) B cneundurKaLnn CTPYKTypbl AOMEHOB [OMKHO BbITb N3NoXeHo pasgeneHne COO Ha JOMEHbI ¢ YHUKaNbHBIMU
TpeboBaHuamu GeszonacHocTu.

Ona kpatkoro o63opa COO ycTaHOBNEHHLIE CoAepXXaHUe UK NnaH OTCYTCTBYIOT, HO B 0630pe AOMXKHLI OTpaXaTb-
€A Lienb UNu 3ajava aBTOMaTU3NPOBAHHON CUCTEMBI, 0630p CUCTEMBI B KOHTEKCTE Cpefibl ee aKcniyaTauun u onucaHue
CUCTEMbI B OTHOLUEHUU AENOBON ASATENLHOCTU, PYKOBOACTBA U TEXHUYECKON apXuTekTypul. Heobxoaumo onpeaenutb
B3aumocsssb Mexgay COO u BHEWHUMW aBTOMATU3MPOBaHHLIMU CUCTEMaMK, a Takke uHTepdeiickl Mexay COO u
3TUMK cUCTEMaMW.

b
c
d
e
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Ona onucaHus COO oTcyTcTBYeT Kakoe-Nnubo 3agaHHoe coAepXXaHue UMK nnaH, Ho B HEM JOIMKHbI M3raraTbcs
obnacTb npuMeHeHua U rpaHuubl COO (kak nornyeckune, Tak n pusndeckne rpaHuubl). B obnactu npuMeHeHUs AOMmMKHbI
Takke ykasblBaTbCsi opraHusauus u mecto paspabotkn COO, Bkntovasa niobble yYHUKaNbHble XapaKTepUCTUKKA OTAENb-
HbIX [JOMEHOB, HanpuMep, AOMEHOB, OCHOBAHHLIX Ha CEPUIAHO BbINyCKaeMbIX NPOAYKTaXx.

ABTOMaTM3MpOBaHHasA cUCTEMa COCTOMT W3 OHOrO MIU HECKONbKUX AoMeHOB GesonacHocTu. Kaxabii JoMeH
6e3onacHocTU BKIOYaeT B cebs HECKOSBKO KOMMNOHEHTOB, U K HEMY MOTYT NpeAbaBnsaTbes co6CTBEHHbLIe TpeboBaHUA
AoBepus K 6esonacHocTu. CneuudukaLmsa CTpyKTYpbl AOMEHOB A0MKHA NOAPOOHO [OKYMEHTUPOBaThL CTPYKTYpPY AOMe-
HOB 6e30MacHOCTH, rpaHULbl AOMEHOB U UX UHTEpdEenchl.

B nyuwem cnyqae COO 6yaeT cocToaTb U3 KOMNOHEHTOB, NOMHOCTLIO ONPeAEeNnsIoLMUX aBTOMATU3MPOBAHHYIO CUC-
TeMy KaK 3aKpbITblii 0ObeKT, B CUIy Yero OTCYTCTBYIOT Kakue-nubo uHTepdeicsl ¢ BHELUIHUMU aBTOMaTU3upoBaHHbLIMU
cucTeMaMi, He BKITlodeHble B OLeHKY. C NpakTUYeCKON TOYKN 3peHUs AaHHbIA HaunydLLvid criydaid MHorja HEBO3MOXEH,
1 HeobX0AMMO onpeAenuTb YeTkoe pasfeneHne YacTeil aBToMaTM3NpoOBaHHOW CUCTEMBI, KOTOpble NOABEPrHYTCA OLEH-
Ke B KayeCTBe UHTErpUpPOBaHHON €AUHWLEI, U YacTel, He BxoAsLWMX B obnacTe AelCTBMS OLEHKU. KOMMOHeHTHI, He
BXoAslue B obnactb [eACTBUSA OL|EHKU, paccMaTpuBaloTcA Kak YacTb BHELWHUX aBTOMATU3UPOBaHHBIX CUCTEM.

KoHuenuusa aBToMaTUsMpoBaHHON CUCTEMBbI OCHOBaHa Ha UHTepdeiicax Mexay ee KoMnoHeHTamu. bea uHTep-
cbeiicoB aBTOMaTM3MpPOBaHHON CUCTEMBI He cyllecTBYyeT. CriefoBaTenbHO, MHTEpPMENRCH KpUTUYECKN BaXkHbI ANS onpefe-
NeHus aBTOMaTU3MPOBaHHON CUCTEMbI U paBHO BaXHbl AN CNOCOOHOCTM aBTOMaTU3MPOBAHHON CUCTEMBI OCYLLEeCTB-
nATb NoNMTUKY BesonacHocTu Yepes ee nHTepdeiickl. Cneumdukalmsa cTpykTyp AoMeHoB obecneunBaet o63op pa3nuy-
HbIX KOMMNOHEHTOB aBTOMaTU3UPOBaHHON CUCTEMBI, BKIOYasi cnocob nx coefuHeHus. [letanu uHtepdeincoB ocTaBreHbl
B creyuduKaLmusax NHTepdeincoB Ana NpoeKTMpoBaHus U nHTerpauun. OfHako cneyudmuKaLmua CTpYKTYp JOMEHOB [ OMK-
Ha onpeAensaTb XapaKTepuCTMKM 6e3onacHOCTU OTAEeNbHbLIX JOMEHOB, KOTOpbie 3afaloTcs APYrMM AOMeHaMm, a Takke
ycnyru no obecneyeHuto 6e3onacHocTu, npejnaraeMble OTAENbHBIMU JOMEHaMU, HEAOCTYMHbIE APYrUM OMEHaM.

A.1.4YTBepxaeHnsi 0o COOTBETCTBUMU

HacTosiwmii nogpasaen npUMeHUM TONbKO B criydae yTeepxaeHus cootBeTcTBusA 36C oHOMY MNKU HECKONbKUM
M3C, N3, 3b unu naketam TpeboBaHuii 6e3onacHocTU. HacTosmiA Noagpasfen TakKke NpefCcTaBNseT CBUAETENLCTBO
Toro, yto 3BC ABnaeTcsa npuemneMoi peanusaumeii noboro MN3C, M3, 3b unu naketa TpeboBaHWUi, COOTBETCTBUE KOTO-
pbiM yTBepxaaeTca. ObocHOBaHWe yTBEPXKAEHWUIA COOTBETCTBUS [OIDKHO JEMOHCTPUPOBATh COrNacoBaHHOCTb MexXay
uenamu u TpebosaHnamm 6esonacHocTn 36C u uenamu n TpebosanHuamu MN3C, M3, 3b unu naketoB TpeboBaHWUA,
COOTBETCTBUE KOTOPLIM yTBEpXAaeTCs.

OcHoBHOE BHUMaHWe YTBEpPXAEeHUS COOTBETCTBUSA YAENAETCH «IKBUBANEHTHOCTUY C TOYKWA 3pEHUS COOTBETCTBUSA
OCHOBHOMY Habopy KpuTepues, uanoxeHHomy B N3C, M3, 36 unu naketax TpeboBaHuii. 365C MOXeET BbITb hyHKLIMOHANb-
HbIM HaAMHOXECTBOM NakeTa MAW NPodUNs, HO OHO He AOMKHO BbiTb NOAMHOXECTBOM.

OCHOBHbEIM pasfuunem Mexay YyTBEepXAeHUSAMU COOTBETCTBUA aBTOMaTU3UPOBaAHHOW CUCTEMbl U NPOAYKTa 3aK-
novaeTcs B TOM, YTO AN aBTOMaTU3UPOBaAHHOW CUCTEMBI MOXHO NepepacnpeaensaTb BbINONHAEMble PYHKUMKU Mexay
YacTAMU TEXHUYECKUX W OpraHn3aLuoHHbIX Mep 6e30MacHOCTU CUCTeMBbI, NOCKONbKY OHW BCe cuuTatoTes YacTbio COO.
Mpu oueHKe NpoayKTa pacnpeaeneHne BeINONHAEMbIX DYHKUUA UT B cpeay, He cBAsaHHyo ¢ UT, usMeHAeT BCIO KOHUeN-
LMI0 MPOAYKTa W aHHYNMpYeT Lenb AeATeNbHOCTU Mo oLeHKe Npoaykra.

A.1.5 OnpepeneHue npobnemMbl 6e30NacHOCTH

A.1.5.1 Kparkuit o630p

Moapasnen onpefeneHns npotnem 6esonacHocTn B 3BC fonxeH nNpefocTaBnATE KOrepeHTHoe, nocneaosa-
TenbHOE M JOCTaTOYHO MOMHOE onpefeneHns npobnem 6e3onacHOCTH, KOTOpble MOryT CTOSITb Neper aBToMaTU3MpO-
BaHHOWN cucTeMoid. Mpobnembl 6e3onacHOCT CHOPMYNUPOBaHLI B PUCKaX, KOTOPLIM NPOTUBOAEACTBYET aBTOMaTU3NPO-
BaHHas cucTema, M nonutukax 6e3onacHoOCTU opraHuaauuu, NoAAEpXUBaIOLMX UCMONb3OBaHWE aBTOMaTU3UPOBAHHOW
CUCTEMbI U YNPaBALWUX eto ANS CHMKEHUA pUcKa 3TOA CUCTEMBI O NPUEMIIEMOrO YPOBHS.

Onpepenexne npobrnem 6e3onacHOCTU AOMKHO OMNpefensThb:

a) pucku, npuMmeHumsle k COO;

b) nonutnukn GesonacHocTn opraHusauuu, npumeHumele Kk COO.

B HacTosileM NyHKTe JoSKHbI MAeHTUdULMpoBaTLCS Npobnembl Ge3onacHocTH, oTHocsWwMecs ko Bcemy COO.
Bo3MoxHO, 4TO pasnuyHble gomeHbl 6esonacHocT COO ByayT peanvaoBbIBaTLCA B Pa3fUYHbIX cpeaax aKenmyaTalum,
W pesynbTaToM 3TOro MOryT CTaTb pasfuyHbie Unu creumguyeckme puckn Unu NorMTUKK, KOTOPbIE JOMKHbLI HE3aBUCUMO
paccmaTpuBaTbCs pasHbiMU JoMeHaMu 6e30MacHOCTH aBTOMaTU3MPOBaHHOW cucTeMbl. [ns kaxgoro AoMeHa 6eso-
MaCHOCTM JOMKHbI ObiTh onpeeneHbl AOMNOMHUTENbHbIE Npobrembl 6e30MacHOCTU, NpUCYLLMe TOMBKO STOMY JOMEHY.

3Has!, UTo HacTosLLeMY Noapasseny npesLuectayeT «BBegeHne COOy», BaxHo, 4Tobkl Nto6oit MaTepuan, npegcras-
TNeHHBI B HacTosweM nyHkTe no COO, cornacoBbIBancs ¢ MHpopMaumen, npeacTaBrneHHoin Bo «BeegeHnn COOy.

A.1.5.2 UpeHTndunkaumsa puckos

B HacTosiLleM NyHKTe Bce pucku, npumeHnMble K COO, [OMKHBI ONUCHIBATLCA Ha OCHOBE OLIEHKW pUCKa aBTOMa-
TU3NPOBaHHOI cucTeMbIl. Kaxablii pUCK AOIMKEH KaTEropuaMpoBaThes Kak «mnpueMIeMbld» UNu «Henpuemnemeli», T.e.
TpeOyHOLLMA CHUXEHUS UMK YCTPaHEeHUA NOCPEACTBOM TEXHUYECKUX UM opraHu3aLmoHHbIX Mep B npegenax COO. Mpu-
HATbIE PUCKW TEM HE MeHee [OIIKHbI UL EHTUDPULMPOBATLCA, MOCKOMbKY NMPUEMMEeMOCTb PUCKOB MOXET CO BpeMeHeM
N3MEHUTBLCA.

MepedeHb PUCKOB JOMMKeH BKITloYaTh B cebs pucku, cBA3aHHbIe ¢ pa3paboTkoll aBTOMaTU3UPOBaHHOWK CUCTEMBI.
Onucanune Kaxgoro pucka AormkHO BbiTb OCTaTOuHO NOAPOGHLIM, YTOBE! MAEHTUULMPOBaTL aKTUBbLI, KOTOPbIE MOryT
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ObITb NOBPEXAEHBI UMW CKOMMPOMETUPOBAHEI, YTPO3kl U Y3BUMOCTH, NMPUMeHUMble AN KaXAoro akTuea, W Bo3gei-
CTBUSI YCMELUHON aTaku. Yrpo3sbl JOSIXHbI XapakTepu3oBaTbCA, UCXOAS U3 acCOLMUPOBAHHBIX UCTOYHUKOB Yrpo3 U UX
NoTeHUManeHo BpaxaebHLIX JedCTBUM, HanpaBlieHHbIX MPOTUB akTUBOB. pu OLEeHKe PUCKOB AOMKHbLI WA EHTUULUPO-
BaTbCA BCe BO3MOXHbBIE PUCKU AN aBTOMAaTU3UPOBaHHOW CUCTeMbI, BKITHOMas PUCKM, KOTOPLIM MPOTUBOAEHCTBYIOT, MK
KOTOpLIE YCTPaHSAOTCA WMetoLUMIUCs MepaMu oBGecrnedeHus 6e3onacHoCTy.

MpuMeyaHue— VICTOMHUKM Yrpo3 MOTYT BKMKOYaTb B ceGsl NpUpoaHbIe SABMEHUS, Takue Kak KaTacTpodbl, a
Takxke 4YenoBeka W cosfaHHble UM creuuarnbHble KOMMbIOTEPHbIE MPorpamMsl.

Co BpemMeHeM MOryT UAeHTUDULMPOBATLCH AOMNOMHUTENBHLIE PUCKWN UMN M3MEHATLCA NOCNE[CTBUSA HapyLUeHNUs
6e3onacHoOCTW. B TeveHne XU3HEHHOro LuKna cucTemsl oLeHKa pucka formkHa nostopaTbes, 36C obHoBNATLCA U, ecnu
370 HeobXo4MMO, aBTOMaTU3MPOBaHHASA CUCTeMa OLEHWBATHLCS MOBTOPHO.

B HacTosiLem noppasgene AOMKHb UASHTUPULMPOBATLCA M KaTeropupoBaTbCs PUCKW, CBSI3aHHbIE C JKCrryaTa-
LMen cucTeMbl B LIENOM, HanpuMep, PUCKW, CBA3aHHBIE CO CRyXaliuMW Unn JenoBbiMW akTusamu. HekoTopule pucku,
Hanpumep, pUcku, cBs3aHHble ¢ 06paboTKoW NPUMOXKEHUA, MOTYT OTHOCUTBECH TOMNBKO K OnpeAeneHHoOMy AomeHy 6e3o-
MacHOCTU U, crnefoBaTenbHO, AOMKHBLI UAEHTUPULIMPOBATLCA U aHanu3npoBaTLCs TOMBKO ANSA 3TOr0 fOMeHa.

A.1.5.3 Nonutukn 6esonacHocTun opranusauum (NM5Op)

B aBTOMaTU3MpoBaHHLIX cucTemax obnacTb npumeHeHus MBOp pacluMpeHa ANA BKAKYEHUS B Hee npobnem
yNpaBfeHnsa npoLeccamMin XU3HEHHOro LMKNa M SKChyaTauWu, KoTopble He paccMaTpUBalOTCA BO BPEMS OLIEHKU MO
craHgaptam cepun MCO/MBK 15408. MonuTukn ynpasneHus npoLeccaMmu XM3HEHHOro LiMkna u aKkcrnyarawuum Brioya-
toT B cebs:

a) OCHOBHble 3aKOHbl W JUPEKTUBSI;

b) HenpepbIBHOCTL AenoBOW LeATeNbHOCTH;

C) cornalleHns No MPUMEHEHWAM BHYTPW opraHusauuu (T.e. BHyTpUcnyxebHoe cornaleHne unu MemopaHaym o
B3aUMOMOHUMaHUN).

A.1.6 Llenun 6e3onacHocTH

Llenn GesonacHocTH, copepxalluecs B nogpasgene «uenu 6esonacHoctuy» 3BC, AonxHb o6ecneynBaTb Kore-
peHTHOe, nocnefoBaTenbHOe U JOCTATOMHO MOSTHOE BbICOKOYPOBHEBOE ONMMCaHUe pelleHns 6€30nacHOCTH, OCHOBaHHO-
ro Ha ornpefeneHnn HenpueMneMsiX PUCKOB U NOMUTUK Ge30nacHOCTU opraHusauun B pasfgene onpeaeneHus npobnem
6e3onacHOCTU. BbICOKOYPOBHEBOE OMUCaHWE OCYLLECTBNAETCS, UCXOAS U3 pyHKUMOHamNbHLIX Lienei 6e3onacHoCcTH, Ko-
TOpble BMOCNELCTBUM pacnpelenatoTca MexAy TEXHUMECKUMU W OpraHusauuMoHHBIMU MepaMu 6e30nacHoCTU aBTOMa-
TU3NPOBaHHLIX CUCTEM UNU APYrYMU aBTOMAaTU3MPOBAHHLIMWU CUCTEMaMM, COMPSKEHHLIMU C AaHHOI cuctemoir. Oboc-
HOBaHWe [OIMKHO AEMOHCTPUPOBATb, YTO YCTAHOBMEHHbIe Lenu 6e30nacHOCTU NPOCNEeXUBalOTCS A0 BCEX acnekTos,
yKa3aHHbIX B onpegeneHun npobnem GesonacHoct 36C u NpuroaHbix Ana ux obecneveHus. ObocHoBaHUe [OIMKHO
obecneunBaTb MOJIHYIO MPOCNEXUBAEMOCTb MEXAY 3asiBNEeHHbIMU Lenamn 6e3onacHOCTU M BceMn acnekramu ¢opmy-
NNpoBKM NpobrneMbl 6e30MacHOCTU U UMETHL JOCTaTOMHO UHGOPMaUnn ANa onpeenerus apdeKTMBHOCTU NpoTUBOAEN-
CTBMSA Uerneil 6e30MacHOCTM YCTaHOBMIEHHBIM HEMNpUEMIIEMbIM PUCKaM WU OCYLLECTBIEHUS1 YCTAHOBIEHHbIX MOMUTUK
6e30MacHOCTU opraHusaumu.

CyllecTByeT Apyroit Tun Lenu 6e3onacHoOCTH, ynpasnsiowumil NPoBEpPOYHbIMU AeHCTBUSIMU M0 CO3aHUI0 U aHanmsy
CBUAeTenbCTBa M HabniofeHUo U UCMbITaHWIO peanusayuum Ha cooteeTcTBue TpebosaHusaM. O6ocHOBaHWE 3TOMY TUny
Lenwu 6ezonacHocTn 06bIMHO He NMpUBOAUTCS NpU OLEeHKe no ctaHaapTam cepuu MCO/MBK 15408 (T.e. KOHKpETHbIE Lienu
6e30MacHOCTU He COMOCTAaBMSAIOTCA C KOHKPETHBIMU TpeboBaHusMu aosepus). B peaynsrate atoro B fokyMeHTax 13/3b
NnpoaykTa maso uHgopmMaummu, obocHoBLIBaloLLei BbibpaHHbIe Mepbl A0BEPUS, ecnu TakoBas Booble umeetcd. OaHako
ANA aBTOMAaTU3MpPOBaHHON cUcTeMbl Heobxoauma YeTkas opMynupoBKa Leneil foBepusi, BelBeeHHasi U3 acnekToB
fosepusa npobnemMbl 6esonacHocTU ANs 060CHOBaHMA Mep AOBepUs, NPUMEHUMBIX K aBTOMarusMpoBaHHoO# cucteme B
uenom. 3T Mepbl AOBEPUSA MOXHO NMPUMEHUTL K cpefe paspaboTtku OO wnu cpepe aKkcrnyaTaluu.

dopmMynupoBka Leneit 6e3onacHoOCTU AONXKHa OXBaTbiBaTb BCe Heobxofumble Mepbl obecneveHns GesonacHoc-
TW, BKNtovaa oba Tuna yxe uMelolmxcs Mep obecneyeHust 6e3onacHOCTH, a Takke Mepbl, KOTOpble AOMKHbI ObiThb
NPUHATLI KaK YacTb peanusauuy aBTOMaTU3UPOBAHHOW CUCTEMBI.

Llenn 6e3onacHocTH, BLiOpaHHble AN peanu3auun ogHoro acnekta npobnemel 6e3onacHOCTH, MOryT Takke obec-
nevnBaTh 3aKOHYEHHbIE UKW YacTUYHbIE peLLeHUst B Apyrux obnactsx. B yacTHocTu, Lenu 6e3onacHOCTM MOTYT y4UTLIBaTL
PUCKKN, NPUHATbLIE NOCIe UX OLIEHKW, T.€. KaTeropupoBaHHbIE Kak «A0MyCTUMbIe», «MpUeMreMblie», «nepefgaBaembler
WK «PUCKKM, KOTOpble MOXHO M3bexaTtby». [NofobHbIe cnyyan AOrmKHE MASHTUMULMPOBaTLCH U PErncTpUupoBaThCs, Tak
KaK MpUeMnNeMocTb PUCKOB MOXET CO BPeMEHEM MEHSATLCS.

Llenu 6e3onacHocTn NpefoCTaBnsAloT Ha CaMOM BbICOKOM YPOBHE hOpMYNUPOBKY cTpaTernm u punocogumn npotu-
BOJEACTBUA OnpeAeneHHbIM pUckaM ANS OCYLLECTBIEHUS onpefeneHHbX NONUTUK 6e3onacHocTU opraHusauun. [na
aBTOMaTU3MPOBaHHLIX CUCTEM KPUTMYMECKM BaXKHa TOMHOCTHL Lieneit 6esonacHocTu. ToyHOCTb TpebyeTcs Kak B OTHOLWe-
HUK TOTO, KaK L&l NPOCIeXMBaloT M BKIoYaloT popMynUpoBKY, NPUHATBIE NPW onpeAeneHun npobnem GesonacHocTy,
Tak U Kak Uenu 6esonacHoCcTU pacnpefensioT peLleHUe KOMMOHEHTaM aBTOMaTU3UPOBaHHON CUCTEMBI U (PUINHECKUM
npoueccam.

B OTHOLWEHUW YCTaHOBMEHHbLIX PUCKOB M NONUTMK 6e30nacHOCTU opraHW3aumu Lenu 6e3onacHoCTi JOMXHLI pac-
cMaTpuBaTbesl Gonee nogpobHo, YeM B OTHOLLEHMM NpoaykTa. Bonee nogpo6Hoe paccMoTpeHue Lieneit 6esonacHoCcTu
B OTHOLUEHUW YCTAHOBMEHHBIX PUCKOB M MOMIMTMK 6e30nacHOCTU opraHu3auun ob6bsACHAETCs BO3JENCTBUEM, KOTOpoe
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cpeAa oka3blBaeT Ha OLeHKYy aBTOMaTM3MPOBaHHOW CUCTEMbl, U AeTanbHO OCBefOMMEeHHOCTHIO O cpefe, KoTopas
JormKHa BbITb 3aperncTpupoBaHa B Lensx 6e30nacHocTu.

Kpome Toro, Lenu 6e3onacHoCT aBTOMaTU3MpOBaHHOW CUCTEMBI AOMKHbLI 06ecnevnBaTh paBHOBECUE, JOCTUMHY-
Toe MNpu MeHeXMeHTe obLLero oCTaTOMHOro pucka.

Bo3mMoxHO, 4TOObI pa3Hble [JOMeHbl 6e30nacHOCT aBTOMATU3UPOBAHHOW cUCTeMbl OKa3blBanu NoaaepxKy M
peanu3oBbiBannCb B pasHblX cpefax aKcnnyarauuu. Hanpumep, BO3IMOXHOCTb MOHUTOPWHIa aBTOMaTU3NpPOBaHHON
CUCTEMOI BXOASLLEro CETEBOro Tpadmka MOXET KOH(UIYpUPOBaTLCH KaK «BbIKMIOMEHO», TOTAA KaK BO3MOXHOCTb MOHU-
TOPUHIra aBTOMaTU3MPOBAHHOW CUCTEMOW CETeBOro Tpaduka, BXOAALLEro BO BHYTPEHHIOW CETb, KOHUrypUpyeTcs Kak
«BKNoYeHo». B pesynbrate Ans pasnuyHbIX JOMeHOB 6e30nacHOCTY MOMYT CYLLECTBOBaTL pasfiniHbie UMK YHUKaNbHbIe
uenu 6esonacHocTu. [Ans onpefeneHHbX JoMeHoB 6e30MacHOCTU MOryT CyLlecTBoBaTb JOMNOMHUTENbHbIE Lienn foBe-
pvsa AN BLINOMHEHUA YHUKaNbHBIX TpeboBaHUA K JOBEPUIO, MPUMEHUMBIX TOMbKO K 3TUM obnacTaM.

A.1.7 OnpeaeneHne KOMNOHEHTOB pacLUMpPEHUA

B HeKkoTopbIX cry4asx NOAXOASALME KOMNOHEHTBI ANsA onucaHnsa TpeboBaHuii 6e30nacHOCTU OTCYTCTBYIOT B CTaH-
pJapTax cepun MCO/M3IK 15408 unu B HacTosiLLeM cTaHgapTe. B Takux cnyyasix B HacTosiLem nogpasgene 36C Heobxo-
AWMO OMpefenuTb HOBble KOMMOHEHTLI. HoBbIe pacluMpeHHble KOMMOHEHThl MOTyT UCMOMb3oBaThCA AN onpefeneHus
LOMNONHUTENBHBIX PYHKUMOHanbHEIX TpeboBaHuii n TpeboBaHnin [OBEpPUS.

A.1.8 TpeGoBaHua 6esonacHocTU

HacTtoswumit nogpasaen AomKkeH NpefoCTaBnsTb MOMHbLIA U NocnefoBaTenbHbIA Habop TpeboBaHWiA GesonacHo-
ctv ana COO. Hacroawwmini noagpasfen BkNtoYaeT B cebs kak PyHKUMOHanNbHble TpeboBaHA aBTOMaTU3MPOBaHHOR cuc-
TeMbIl, Tak 1 TpeboBaHWs foBepus K 6€30MacHOCTW aBTOMaTU3NPOBAHHOW cucTeMbl. OH NPUMEHUM Kak K TEXHUYECKUM,
TaK ¥ opraHusauMoHHbLIM MepaM 6e30MacHoOCTH, NPeAYCMOTPEHHBIM ANA COOTBETCTBUA LiensM 6e3onacHOCTU aBTOMa-
TU3MPOBaHHOI cucTeMbl. OTW TpeboBaHMS AOMKHBI obecnevnBaTh afekBaTHyto 6a3y Ana paspaboTku npoyeccos, Npo-
LeAyp, MexaHW3MoB 1 ycryr 6e3onacHOCTU, KOTopble MOryT BbITb CKOHPUrypMpoBaHbl AN OCYLWECTBNEHUA onpefeneH-
HbIX MOMUTUK U NPOTUBOAEWCTBUSA MAEHTUPULMPOBaHHBIM puckam. OBocHoBaHUe TpeboBaHWil 6e30nacHOCTU AOMKHO
OEeMOHCTpUpoBaTh NpurogHocTb Habopa TpeboBaHuil GesonacHocTu ANs BLINOIHEHUS Beex uenei 6esonacHoctn 3BC
U UX MpocnexmnBaeMocTb ANs AOCTUXEHUS 3TUX Lenei.

B HekoTopbIx crnydasx TpeGoBaHusi Ge30nacHOCTM aBTOMaTU3MPOBaHHOW CUCTEMBI MOXHO cdopMynuposaTh 6e3
o6oCcHOBaHWA, T.€. OHN He ABMAITCA CreAcTBMEM Leneil 6e30nacHOCTU, KOTOpble caMu BhIBEASHLI U3 onpeaeneHuii
npobnem Ge3zonacHocTu. B aTux crnyyasix nogpaspensl «uenu 6esonacHocTu» U «onpefeneHne npobnem GesonacHoc-
Tu» B 3BC MOXHO OMyCTUTb.

B HacTosweM noapasaene AOMKHBI U3naratees YHKLMM B6e30nacHOCTU cUCTEMBI U Mepbl oBepUs K 6esonacHo-
CTW cUCTeMbl, Tpebyemble ANA aBTOMaTU3UPOBAHHOW CUCTEMBI, UCXOAS W3 3aMONHEHHbIX (3aBepLUEHHbIX) KOMMOHEHTOB
6e30nacHoCTH.

BronHe BO3MOXHO, YTO pasnu4Hble AoMeHbl He3onacHOCTU aBTOMaTU3UPOBAHHOW cUcTeMbl ByayT peanu3oBbl-
BaTbCS B Pa3fMYHbIX cpeaax akcrnnyatauuu.

B pesynbraTe MOryT CyllecTBOBaTb pasfNuUyHble UKW YHUKanbHble YHKUUOHaNbHble TpeboBaHUA AN KaX[oro
JomeHa BesonacHOCTU, HeobxoauMble AN BLINONHEHUS YHUKaNbHLIX Lenei 6e30nacHocTn 3Toro fjoMeHa. AHanornyHo
TpeGoBaHUA foBepus k 6e30nacHOCTU He cneayeT NPUMEHATL KO BCEM KOMMNOHEHTaM aBTOMAaTU3MPOBaHHOW CUCTEMBI
B ofjMHakoBoM obbeMe. PasnuuHbiM gomeHam 6e3zonacHocTu, onpegeneHHbiM B 36C, HeobxofguMo pacnpepensitb
COOTBETCTBYIOLWUE YPOBHU U TUMNbI OBEPUSA.

A.1.9 Kparkana cneuucpukauyus COO

KpaTtkasa cneuyudukauua COO pormkHa NpefocTaBNATb KOrepeHTHoe, nocneaosaTensHoe U [0CTaToMHO NoNHoe
onucaHue mexaHusmoB 6esonacHoCTH, ycnyr, UHTepdencoB, opraHn3aLUoHHLIX Mep 6e3onacHoCTU M Mep AoBepus U
LEMOHCTpUpOBaTb UX COOTBETCTBUE OnpefeneHHbM TpeboBaHuam 6e30nacHOCTU aBTOMaTU3UPOBAHHOW CUCTEMBI.
O6ocHoBaHuWe kpaTkoit cneymdukaymmn COO AOMKHO NoKasbiBaTb NPUroAHOCTL PyHKUMIA GesonacHoCTU U Mep AOBEPUA
COO ans BbINoNHeHUA TpeboBaHuii 6esonacHoctu COO.

Heobxoaumo, 4Tobbl B 35C coaepanocb 40CTaTOMHO MHOPMALMKN O CTPYKTYpe aBTOMaTU3MpOBaHHOW CUCTEMBI
C TeM, YTOGbl YUTaTENb NOHAN pelleHWe, NpeaocTaBnAeMoe ANs BbiNonHeHUa TpeGoBaHuii GesonacHocTu. MogpobHo-
CTW onpefieneHns NogcucTeM, UHTepGeNCcoB U MEXCOEANHEHUIH U Ha3Ha4YeHne pyHKUMOHaNBHBIX TpeGoBaHU pasnuy-
HbIM MoAcMCTeMaM, KoTopble obpa3syloT aBTOMaru3aupoBaHHYIO CUCTEMY, AOMKHLI OCTaBMATLCA NS UCNONbL30BaHUA B
nocriegytole NPOEKTHOW AoKyMeHTauuu. B cTpyktype u kpaTtkon cneyudukaummn 36C AoNXKHbI yuuTHIBaTLCA B3aUMO-
AelcTBMA Mexay AoMeHamu 6e3onacHOCTM U JOMEHAMKU N UX CPEAON.

A.1.10 Uncpopmauus o soMeHax Ge3onacHOCTH

HacTtosiymii nogpasgen 36C aormkeH NpegocTaBnsaTe MHpOpMaLMIo, OTHOCALLYIOCS K KaxzaoMy AoMeHy 6esonac-
HocTu, o6pasytoLeMy YacTb NorHOW aBTOMaTU3UPOBaHHOW cUCTeMbl. B uHdpopmaLun aonxHa NpefocTaBNATLCA TOYHANA
W KOppeKTHas UaeHTUdMKaLua Kaxaoro goMeHa 6e30nacHOCTM U cneyududeckas Ana gomeHa mHgopmaums o 6e30-
nacHocTuH, KoTopasi MOXeT notpeboBaTbes.

Ecnu B COO nmeeTcs Tornbko ofWH oMeH Be3onacHocTH, ero Heo6sa3aTenbHO SBHO HasbiBaTb WK UAEHTUdNUKN-
poBaTb, M HAcTOALMIA NoApa3saen crneayeT onyCcTUTh.

UHdopmaLma ANa kaxaoro AoMeHa 6e30macHOCTU [OMKHA coaepxars:

a) BBefeHMe AoMeHa 6e30MacHOCTU AOMKHO NMPefoCTaBNATb MapKUPOBOUYHYIO U onucaTenbHylo UHOpPMaLUIo,
HeobxofiMMyto AN ynpaBrieHns U ngeHtudukalymum gomeHa 6esonacHoctn u COO, K KOTOPOMY OH OTHOCUTCS, PE3toMK-

34



FOCTP UCO/MIK TO 19791— 2008

poBaTb AOMEH U NPeACTaBnATb B popMe oTdyeTa. [nst NoHUMaHWS GusHec-dyHKUMIA AomeHa BGesonacHocTU u Tpebo-
BaHWi GesonacHoCcTU ero 0630p AoMKeH BbITb AOCTAaTOMHO NOAPOGHLIM;

b) yTBEpXAEHUSA COOTBETCTBUA AOMeHa 6e30nacHOCTU AOMXKHbLI onpeAensTb Mobble yTBepXAeHNA COOTBETCTBIS,
YHUKanbHble Ans goMeHa. Ecnn gomeH 6e30nacHOCTM He UMeeT YTBepXAeHW i COOTBETCTBUSA, HACTOALWMIA noapasaen
MOXHO OMyCTUTE;

¢) onpepeneHve npobrnem Ge3onacHOCTM AoMeHa 6e30MacHOCTW [OMKHO onpefensTb nobbie npobnems 6e3o-
NacHOCTH, YHUKanbHble Ans gomeHa. Onpefgenerune npobnem 6esonacHocTv foMeHa 6e30MacHOCTU JOMKHO BKITHOMaTh
B cebs NoNUTUKU U PUCKM, YHUKanbHble AnA goMeHa. [pu oTCyTCTBUM YHUMKanbHbIX Npobnem 6e3onacHOCTW AOMeEHa
HacToALMIA noapasfen MOXHO OMnyCTUTb;

d) uenu GesonacHocTu AoMeHa 6€30MacHOCTU JOMKHbLI onpefensaTb nobble Lenu 6e30nacHocTi, YHUKanbHbIe
ana pomeHa. Llenn 6e3sonacHocTn fomeHa 6e30MacHOCTU AOMKHbI BKNtodaTb B cebda Lenn 6eaonacHocTn, JOCTYMNHbIE
NS pyrux AOMEHOB UNK peanusyemble Apyrimn obnactamu. [pu oTCyTCTBUM YHUKaNbHbIX Lenei 6esonacHocTu Ans
foMeHa 6e30nacHOCTU aHHbIA nofpasfen MOXHO OMNyCTUTb;

e) TpeboBaHua GesonacHoCTU AoMeHa 6e3o0nacHOCTU JOMKHbI onpeAensAThb Niobble TpeboBaHua GesonacHocTy,
YHUKanbHble Ans goMeHa. MNpu oTCYTCTBMU YHUKaNbHLIX TpeboBaHWil 6e3onacHoCTU ansa JoMeHa 6e3onacHoCTU HacTo-
AWMIA nofpasfern MOXHO OMNyCTUTh;

f) kpaTkas cneumdukaums JomeHa 6e30MNacHOCTU AOMXHA onpedensTb Nobble MexaHu3Mbl, yeryru, uHTepden-
Cbl, OpraH13aLnoHHble Mepbl 6e30MacHoCTM U Mepbl [OBEPUS, YHUKaMbHbIE AN AoMeHa. [pu OTCYTCTBUM YHUKambHBIX
MeXaHU3MOB, YCIyr, UHTepdeicoB, opraHn3aLMOHHbIX Mep 6e30nacHOCT U Mep AOBEpPUA HACTOALLMIA NoApasfen Mox-
HO ONYCTUTL.

A.2 Cneuudmkaumus npodunei 3salmTbl CUCTEM

A.2.1 Kpatkuii 0630op

B faHHOM nmogpasfene onpeaenseTcs KoHUENUMA U cofepxaHue npoguns sawutsl cuctemel (M3C).

KoHuenTyanbHo M3C BLINOMHAET Ty e PYHKLUMIO, YTO U NpoUnb 3aLuThl 1o cTaHgapTam cepun MCO/MBK 15408;
M3C npepocTaBnsieT coboit onpeaeneHne xapakTepucTUK MPUEMMEMOro pelueHusi npobnembl 6e3zonacHocTn. OpHa-
ko M3C npuxoanTca UMETL AeNno C UHTerpaumuei TEXHUYECKUX U opraHn3aunoHHbIX Mep 6e30MacHOCTH, U MOXET NoTpe-
60BaTLCs UHTErPUPOBaAHUE MHOMOUUCIIEHHBIX KOMNOHEHTOB UMW NOACUCTEM C pasnuUyHbIMU nonuTukamu 6esonacHocTu
n/vunn cpefiamn aKcnnyaTauuu.

MN3C pormkeH 6biTb cnocobeH NpefCcTaBnATL BapUaHThbl U YCMOBHbIE pelueHus. Mpumep NpMBOAUTCA B onpegene-
HWK Lenei 6e3onacHocT. MoryT cyllecTBOBaTb pelleHUs KaK TEXHUYECKUX, TaK opraHusaLMoHHbIX Mep obecneyeHus
6e30MacHOCTH, OTHOCALLMXCH K KOHKPETHOMY PUCKY M NPUEMMEMbIX C TOUKW 3peHUst aKkcrnyaTtaumu u ctoumocTu. MN3C
MoxeT npegnarate aBTopy 3EC Ha BbIGOp pasnuyHble npuemneMble 1 060CHOBaHHbIE peLUeHUS.

MN3C pomkeH obnapartk cnocobHOCTLIO NepefasaTh onpefaeneHHble oblme Mepbl obecnedeHns 6e30NacHOCTH.
Hanpumep, B opraHusauuu MoxXeT ObiTb NPUHATa NONUTUKA NPUMEHEHUA HEKOTOPLIX OpraHU3auWoHHBIX Mep Besonac-
HOCTU K MHGOPMALIMOHHLIM CMCTEMaM BHYTPU OpraHusauuu.

HakoHeu, cxema getanusauum MN3C pomkHa obnagate AOCTAaTOMHOW rMBKOCTLIO ANA NOBTOPHOTO MCMNONb30BaHMsI
aBTOMaTU3UPOBAHHOW CUCTEMbI, OL{eHEHHON Ha ocHoBe M3C, B ka4YecTBe OLEHEHHOro KOMMNOHEHTa Gonbluei cucTeMbl.

N3C moxeT Takke UCNONL30BaTLCS Kak YacTb cheyudurkaymm 3akyrnku npu npuobpeTeHun aBTOMaTU3MPOBaH-
Hoi cuctembl. Ana atoro MN3C gonxeH cogepxaTb onNUCaHWE BO3MOXHOCTeW 6e30nacHOCTU aBTOMaTU3UpPOBaHHOWM
CUCTEeMBI, KOTOPOe AOMKHO 6bITh:

a) AocTaToOYHO MONHbIM. K KaXgomy puUcKy NMpUMEHSIIOTCA [OCTaTOuHbIe KOHTPMEphI, U KaXAan NonuTuka opraHu-
3aLun B ROCTATOYHOW CTEMNEHU OCYLLEeCTBNAETCA NPeAnMCcaHHON KOMBUHaLmMeh YHKLMIA TEXHWYECKUX 1 OpraHu3aLyoH-
Hblx Mep 6e3onacHocTu (Mnu BbiGpaHHBIM BapuaHToM, ecnn MN3C fonyckaeT ansrepHaTUBHI);

b) cooTBETCTBEHHBEIM U HEOGXOAMMBIM peLleHneM 3asBreHHon npobnemsl 6esonacHocTn. KoMBUHaLma yHKUnA
TEXHUYECKUX W OpraHU3aLMOoHHbLIX Mep obecneyeHus GesonacHocTn apdeKTUBHA NMpU NPOTMBOAEIACTBMU Henpuemse-
MbIM pUCKaMm U OCyL|eCTBIIEHMW NONUTUK 6e30nacHOCTU opraHusauuu, a Mepbl AoBepus obecneynBaloT JOCTATOMHOE
LoBepue K MpaBuibHOCTY U 3DEKTMBHOCTU peanusauum dyHKUmiA BesonacHocTuy;

C) TOYHON peanu3ayueii (koHkpeTUsalmeii) noboro N3C unu N3, 0 4YacTUMHOM UMK NOSTHOM COOTBETCTBUU KOTOPO-
MYy OHO 3asBNSET.

KoHuenuusa n ctpykrypa MNM3C 0cHoBaHbI Ha pacLUMPEHUN KOHLUENUMU U CTPYKTYPbI NpodUnei 3aluTel No cTangap-
Tam cepun MCO/M3BK 15408. KpaTkoe manoxeHue pasnuumii mexay M3 n N3C npusegeHo B Tabnuue A.2.

Tabnuya A2— KpaTtkoe nanoxeHue pasnuunii mexgy M3 n N3C

M3 npoaykTa M3 cucremsl
CxeMa geTanusauuu CpefoToYeHHOCTb Ha 04HOM | YcuneHue BHUMaHUS Bonblivm 1 6oree CroXHbIM
«bnoke» rpynnMpoBKam NpoayKToB, COCTaBNSOLMM aBTOMaTH-

3UPOBaHHYIO cUCTEMY C hu3ndeckn pasbpocaHHbIM
HasHayeHWeM U WHTErpupoBaHHLIMKU Mepamu obec-
neveHusi GesaonacHocTu
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OkoHvaHue mabnuupsi A.2

M3 npoaykta

M3 cucremsl

CpepoToune

Bonee y3koe n cneundudec-
koe ansa UT

Bonee wmpokoe, rubkoe; BkNtodaeT B cebsA acnekTb
Mep obecneyeHns He3onacHoCTW cUCTeMbl — rn6-
KOe C y4eTOM MeHSALWMXCH 06CTOATENECTB 4enoBoi
LeATenbHOCTH

OpraHusaynoHHble Mepbl
©6es3onacHocTH

MUWHUManbHoe paccMmoTpe-
HWe BHELLHEel CTOPOHbI OLieH-
KW pucka npegnonaraeT yda-
CTWe cpegbl

PaccmaTpuBaeT Kak MOSIHOMPaBHOroO NapTHepa ¢ Tex-
HUYeCcKMMKU Mepamu oBecnedeHns GesonacHocTH,
cofeiicTBytoLlero 6e30nacHOCTU CUCTEMBI AA COOT-
BETCTBUA OpraHu3aLoHHbIM NoTpeBHOCTAM

OueHka pucka

PaccmaTpuBaeT npoueaypel,
He cBdA3aHHble ¢ WT, Kak
npeanonoXeHUs, CBA3aH-
Hble C COOTBETCTBUEM NPO-

AyKTa

NAeHTUDULMPYET PUCKN KaK «U3BECTHBIED, U MOXET
noTpe6oBaTbCs OLeHKa OpraHu3aLMoHHbLIX Mep Be-
30MacHOCTV B OTHOLUEHWMN UX afjleKBaTHOCTU B cpefe
UHTErpupoBaHHOW CUCTEMBI

Onucaxne OO

Y3kuit 1 cocpeoToYEHHbI

Bonee wWnpokoe 0GbeAUHEHWE BHYTPEHHUX UHTEp-

Ha T deincoB, a Takke UHTepdencoB ¢ «BHELUHUMU/ANC-
TaHUMOHHBIMU» CUCTEMaMU, MO CUCTEMAMU U KOM-

NMOHEeHTaMu

A.2.2 CopepxaHune npoduns salmTbl CUCTEMbI

M3C pgomKeH COOTBETCTBOBATL TpebOOBaHWUAM K COAEpXaHU, U3NOXEHHbIM B HacTosLeM npunoxedun. MN3C
JomxkeH GblTe NpefcTaBrneH B BUAE OPUEHTUPOBAHHOIMO Ha Mofib3oBaTeNls JOKYMeHTa, MUHUMU3UPYIOWEro CChIfIKU Ha
Lpyro Matepuar, KoTopbli MOXET GbITb TpygHOAOCTYMNeH A4nA nonb3osatens [3C. O6ocHobaHue MN3C MoxeT npepo-
CTaBNATLCA MO HeobXo4WMOCTU OTAESBHO.

M3C pomkeH BKMtoYaTh B cebs:

a) obLyyto YacTb, NpuMeHuMyto ko scemy COO;

B) 4acTW [JOMEHa, OfHY YacTb ANsA Kaxgjoro gomeHa 6esonacHocTh, onpefenedHoro 8 COO, onUCLIBaIOLLYIO YHM-
KanbHble acnekTbl 3TOro AOMEHa.

ObLWwasa YacTb JorKHa cofepxarhb:

a) BeefeHue M3C;

) YTBEPXAEHUS COOTBETCTBUS,
) onpeaeneHue npobnem GesonacHocTy,
) uenun 6esonacHocTy;
) onpeaeneHue pacwMUpeHHbIX KOMNOHEHTOB,
f) TpeboBaHnA GesonacHocTy.
Ona kaxgoro gomeHa 6esonacHocTu, o6pasylolero Yactb aBTOMaTU3MPOBaAHHON CUCTEMBI, COOTBETCTBYIOLLEN
M3C, Heo6GXxoaNMO BKMOYUTL:
a) BBefeHNe AoMeHa He3onacHOCTH,

b) yTBepxaeHus cooTBeTCTBUSA JoMeHa 6e3onacHocTy;

c) onpegenexue npobnem besonacHocTu gomeHa GesonacHoCTH,
d) yenu 6e3onacHocTn foMeHa BesonacHocTH;
e) TpeboBaHna 6esonacHocT gomeHa 6e30NacHOCTM.

Mpwn oTCyTCTBUU peneBaHTHOW MHGOpMaLuKn HekoTopble pasgensl [M3C MoryT 6biTk He 3anonHeHbl. Onpegenex-
Hble nogpasaent UHdopMayuu o foMeHax 6e30NacHOCTU ABNAKTCA MPOU3BONbHBIMU. WX Hano 0603Ha4YaTb TONLKO
npu Hanu4un y foMeHoB 6esonacHocTu npobnem, ueneii unu TpebosaHuii 6esonacHocTy, KoTopele He oTHocaTeA k COO
B Lienom.

Cneundukauyuu, npeacTaBreHHblE B HACcTOSALWEM Mojpasjerne, YacTUYHO 3aMMCTBOBaHbl U3 crieumdukauyuin M3,
cogepxalyuxcs B npunoxeHun B k MICO/M3BK 15408-1, U, 4acTM4HO, U3 fononHUTeNbHLIX TpeboBanuii N3C, onpeaenex-
HbIX B HACTOSLEM CTaHAapTe.

A.2.3 BeegeHue npochunsa 3almuTbl CUCTEMbI

Beeaenue M3C gonxHo naeHtudpuyupoate MN3C n obecneumsars 0630p COO un opraHusauum aomeHoB. Beege-
Hue M3C AoMmKHO cogepkaTb ynpaBneHne JOKYMEHTUpoBaHMeM U 0630pHY0 MHOPMaLMIO C YYETOM TOro, YTO:

a) naeHTUdpukauyma N3C gomxkHa NpefocTaBNATbL coboi MapKUPOBOYHYIO U onucaTenbHyo MHpOpMaLmio, Heob-
XOAUMYI0 AN ynpasneHus u ugeHtudmkavun N3cC;

b
c
d
e
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b) kpaTkuit 0630p COO gomxkeH pestomupoatb COO, npeacrtaBneHHblil N3C B noBecTBOBaTENLHON hopMe.
O630p AonKeH BbITb 4OCTaTOMHO NOAPOBHLIM, YTOOLI Nonb3oBaTtenb M3C Mor onpeaenuTb ero NONe3HoCTb ANs cebs.
KpaTkuii 0630p gormxeH Takke ObiTb NPUrofeH AN NPUMEHEHUS B KayecTBe OTAENbHOW aHHOTauuW B KaTanorax u
ykasaTensx no M3C;

C) B AeTanuaauunu opraHn3aumu JOMEHOB AOMKHO 6bITb onucaHo pasgeneHne COO Ha JOMEHbl C YHUKaNbHBIMU
TpeboBaHWAMN Ge3onacHOCTH.

He cyLlecTByeT yCTaHOBNEHHOrO COAEePXaHUA UMK cxeMel kpaTkoro ob63opa 06 COO, Ho B 0630pe AOMKHLI OTpa-
KaTbCA HasHa4YeHWe Unu 3agava aBToMaTU3NPOBaHHON CUCTEMBI, 0630p CUCTEMBI B KOHTEKCTE cpefibl ee 3KcnnyaTauum
W OMMCaHWe CUCTEMbI C TOYKW 3peHWs BusHeca (4enoBoi AEATENLHOCTM), PYKOBOACTBA U TEXHUYECKOW apXUTEKTYpbl.
Heobxoaumo onpegenutb B3aumocssab Mexgy COO 1 BHELUHUMU aBTOMATU3UPOBaHHBIMU CUCTEMaMK, @ Takke UHTep-
eiicel Mexxgy COO U aTUMK cUcTeMamu.

ABTOMaTU3MpoBaHHasA CUCTEMa COCTOUT U3 OJHOro MNWU HecKorbKuX JOMeHOB Ge3onacHocTu. Kaxablh gomeH
6e3onacHOCTU BKNkoYaeT B cebA HECKONbKO KOMMOHEHTOB M K HEMY MOTYT NMPeAbsBNATLCA coBCTBEHHBIE TpeGoBaHUA
pJosepus k 6esonacHocTu. Cneundukaums cTpyKTypbl JOMEHOB A0SKHA NoApOBHO AOKYMEHTMPOBATb CTPYKTYPY AOMe-
HoB 6€30MacHOCTH, rpaHuLibl JOMEHOB W UX UHTEpdech!.

B ny4wem cny4qae COO GygeT coCcTosATb N3 KOMMOHEHTOB, NMOSIHOCTLIO ONPEAENSIOLMX aBTOMaTU3UPOBaHHYIO CUC-
TEeMYy KaK 3aKpbiTblii OObEKT, B CUNY Yero OTCYTCTBYIOT Kakue-nubo uHTepdeiickl ¢ BHELUIHUMW aBTOMaru3upoBaHHLIMA
cucTeMamu, He BKNtoYeHble B OLEHKY. C MpaKTUHecKon TOYKN 3peHNS AaHHbIA Haunydluunid criydaid MHora HEeBO3MOXEH,
¥ HeoBXxoAMMO OnpeAenuTb YeTKoe pasfeneHne YacTeid aBTOMaTU3UPOBAHHOW CUCTEMbI, KOTOpble MOABEPrHYTCA OLieH-
Ke B Ka4ecTBe WHTErpupoBaHHOW efWHWLEI, U YacTel, He BXOAAWMX B obnacTb AeNcTBUS oLeHKU. KOMMNOHEHTHI, He
BXOAALMe B 0bnacTb AeNCTBUS OLEHKU, PACCMaTPUBAIOTCA KaK 4acTb BHELUHUX aBTOMaTU3UPOBaHHbLIX CUCTEM.

KoHuenuus aBToMaTU3MPOBAHHOR CUCTEMbLI OCHOBaHa Ha WHTepdeiicax Mexay ee KoMnoHeHTamu. be3 uHTep-
¢heiicoB aBTOMaTM3NPOBAHHON CUCTEMbI HE CyLecTBYET. CneaosaTenbHO, MHTEPENCH KPUTUYECKN BaXHbI ANS onpefe-
NeHUst aBTOMaTU3NPOBaHHOW CUCTEMbI U PaBHO BaXHbI ANS CMOCOGHOCTU aBTOMaTU3MPOBAHHON CUCTEMBI OCYLLECTB-
NATb NONUTUKY Be3onacHocTH Yepes ee UHTepdeiickl. Cneuudukaums cTpykTyp AoMeHoB obecneunBaet ob3op pas3nuy-
HbIX KOMMOHEHTOB aBTOMaTU3NPOBaAHHOW CUCTEMBI, BKNtoYas cnocob ux coeAnHeHns. fletann uHtepdgeicoB ocTaBneHbl
B cneLuduKaLmsax MHTepMEencoB Ana NPOeKTMpoBaHuA U nHTerpauun. OgHako cneuyudukaunua CTpykTyp JOMEHOB A 0MK-
Ha onpeAensaTb XapaKkTepucTUKK 6e3onacHOCTU OTAENbHLIX JOMEHOB, KOTOPLIE 3afaloTCs APYrUM JOMeHaM, a Takke
ycnyru no obecnedeHuio 6e3onacHoOCTH, npefnaraemble OTAENbHBIMU JOMEHaMU, HEAOCTYNHbLIE APYrUM JOMeHaM.

A.2.4 YTBepXaOeHUS © COOTBETCTBUM

HacToswuii nogpasfen NpUMEHUM TONbKO B criyyae yTBepxaeHusa cooteseTcTBua 36C ofHOMY MNN HECKONLKUM
M3C, M3 unu naketam TpeboBaHuii 6e3onacHocTU. HacToAwmiA nogpasfen Takke NpeAcTaBNseT CBUAETENLCTBO TOrO,
yto 3BC ABnsieTca nNpuemneMoit peanusauyuei nwboro M3C, M3 unu naketa TpebGoBaHWiA, COOTBETCTBME KOTOPLIM
yTBepxfaeTca. O6ocHOBaHWE yTBEPXAEHUA COOTBETCTBUA AOSMKHO AEMOHCTPUPOBATL COrNMacoBaHHOCTL MeXAy Lens-
mu 1 TpeboBaHusimu 6esonacHoctn 3BC 1 yenamu n TpeGosaHuamu M3C, M3 unu naketoB TpeGoBaHWiA, cCOOTBETCTBUE
KOTOPBLIM yTBepXAaeTcs.

OcHOBHOE BHUMaHUEe YyTBEPXAEHUSA COOTBETCTBUA YAESNAETCA «IKBUBANIEHTHOCTU» C TOUKU 3PEHUS COOTBETCTBUA
OCHOBHOMY Habopy kputepueB, usnoxernHomy B M3C, M3 nnu naketax TpebosaHuii. 35C MOXET BbITE PYHKLMOHANBHEIM
HaZMHOXECTBOM NaKkeTa MIn Npounsa, HO OHO HE AOMKHO GblTb NOAMHOXECTBOM.

OCHOBHLIM pasnuuuem Mexay YTBepXAEHUAMU COOTBETCTBUA aBTOMATU3UPOBAHHOW CUCTEMbI U NMPOAYKTa 3a-
KntovaeTcs B TOM, YTO ANl aBTOMaTU3UPOBAHHON CUCTEMBI MOXHO NepepacnpeAensTh BbiNonHAeMble yHKLUMN MEXAY
YacTAMU TEXHUYECKUX U OPraHU3aLMOHHbIX Mep 6e30NacHOCTU CUCTEeMBbI, NOCKONbLKY OHWU BCe cuuTatoTesi YacTbio COO.
Mpu oLeHKe npoayKTa pacnpegeneHne BuiNoNHAeMbIX dyHKUMA UT B cpeay, He cBA3aHHYI0 ¢ UT, naMeHsieT BClO KOHLEMN-
uMio NpoAyKTa U aHHYNupyeT Lenb AeATeNbHOCTN No OUeHKe NpoayKTa.

A.2.5 OnpeneneHue npobnemMbl 6e30nacHoCTH

A.2.5.1 Kparkuii o630p

Moppasgen «OnpeaeneHune npobnem GesonacHocTu» B 36C AOMKeH NPefoCcTaBNATbL KOrepeHTHoe, nocnefoBa-
TenbHOe U AOCTaTOMHO NOSIHOe onpegeneHus npobnem Ge3onacHOCTW, KOTopble, Kak NpeanonaraeTcs, MOryT CTOSTb
repef, aBTOMaTM3MpoBaHHLIMM CUCTEMaMK, coTeeTcTayoWUMKU TpebosaHuamM M3C. Mpobnemel HesonacHocTu copmy-
FIMpoBaHbl B pUCKax, KOTOPLIM NPOTUBOAENCTBYET aBTOMATU3MPOBaHHAA cUCTeMa, U NONUTUKaX 6e30MacHOCTU OpraHu-
3aumu, NojJepX1BaloLLUX UCMONb30BaHNe aBTOMATU3UPOBAHHON CUCTEMBI U YNPaBAAIOLWMNX €10, COOTBETCTBYIOWUX Tpe-
6oBaHuAM M3C, AnNa CHUXEHUA pUCKa STON CUCTEMBI 0 NPUEMNEMOrO YPOBHS.

OnpepeneHue npobrieMbl 6€30NaCHOCTU AOMKHO ONPeAensTh:

a) pucku, npumeHumele Kk COO;

b) nonutukn GeszonacHocTu opraHusauuu, npumeHumsle Kk COO.

B HacToslleM nyHKTe AOMKHbI ASHTUULMPOBATLCA NpobnemMbl 6e30NacHOCTH, KOTOPLIE OTHOCATCA K aBToOMaTw-
3MpOBaHHLIM CMCTEMaM, COOTBETCTBYIOWMUM TpebosaHuam M3C B Lenom. MoxeT 6biTb, YTO pasnuyHble AoMeHbl 6e3o-
NacHOCTW aBTOMaTU3MPOBAaHHBLIX CUCTEM, cooTBeTCTBYOWMNX M3C, PyHKLMOHUPYIOT B pasHbIX cpefiax, U B pesynstaTe
MOTyT MOSIBUTBCS pasfiUyHbIe UMK YHUKaNbHbIE NOAUTUKW WU PUCKKM, KOTOPLIE OIKHBI YYUTLIBATLCA HE3aBUCUMO pas-
NIMYHBIMU AOoMeHaMKu Be30nacHOCTU aBTOMATU3IUMPOBAHHON cUCTeMbl. [Ans Kaxaoro fomeHa 6e30nNacHOCTU [ONXKHbLI
ObITe onpegeneHbl AoMNONHUTENbHbIE Npobnembl 6€30nacHOCTH, NpUCYLLME TONbKO 3TOMY JOMEHY.
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Ecnu oueHka pucka akTuieckon aBToMaTU3UPOBAHHON CUCTEMBI YKa3biBaeT Ha Harmune pucKoB, He U EHTUDU-
uupoBaHHbIX B M3C, He06X0AMMO U3MEHUTL FPaHULBl CUCTEMBI AN YCTPAHEHUST STUX PUCKOB UITU BBECTU JONOSHUTENb-
Hble PUCKU B MYHKT «uAeHTUdMKaumsa pucka» 36C.

3Has, uTo HacTosLLeMy NoApasfaeny npeawecTsyeT «BBefieHne COO», BaxHo, 4To6k!I Ntoboit MaTepuan, npejcrae-
NeHHbli B HacTosiweM nyHkTe MN3C, cooTBeTcTBOBAN UHpOpMaLmK, umMetoLleica B nogpasaene «ssegeHne COO».

A.2.5.2 UpeHTuduKalua puckos

B HacTosiLieM nyHKTe BCce pucku, npuMeHumble k COO, A0MKHBI ONMUCHLIBAaTLCA HA OCHOBE OLIEHKU pUCKa aBTOMa-
TU3UPOBaHHOW CUCTEMbI UMK TUNOB AaBTOMATU3MPOBAHHOW CUCTEMBI, oxBaTbiBaeMblx M3C. Kaxablii puck AomKeH KaTte-
ropusmpoBaThbCs Kak «MpUeMneMblity UNN  «HENpUeMNeMblii», T.e. TpebyloWUA CHUKEHWSA UNU yCTpaHEHUs! Nocpeg-
CTBOM TEXHUYECKMX UMK opraHu3auymoHHbiX Mep B npegenax COO. MNMpuHATbIE pUCKN TEM HE MeHee AOMKHbI naeHTUdN-
YnpoBaTbCs, NOCKOSbKY NMPUeMIIEMOCTb PUCKOB MOXET CO BPEMEHEM U3MEHUTLCS.

MepeyeHb puckoB fommkeH BkNoYaTb B ceba pucku, cBsAsaHHble ¢ pa3paboTkol aBTOMaTU3UPOBaHHOW CUCTEMBI.
OnucaHue Kaxaoro pucka AoMmKHO GbiTb 4OCTATOMHO NOAPOGHLIM, YTOOLI UAEHTUDUUMPOBaTL aKTUBEI MU TUMbI aKTUBA,
KOTOpble MOryT 6bITb NOBpeXAEeHbl UMW CKOMMPOMETUPOBaHBI, YIPO3bl U YA3BUMOCTU, OTHOCALLMECS K KaX[oMy akTuey
WNW TUMY aKTUBa, U BO3AEWCTBUE YCMELHOW aTaku. Yrposbl AOMKHLI XapakrepnsoBaTbes, UCXOAA U3 UCTOYHUKOB STUX
yrpo3 U ux NoTeHUMarbHO HeraTUBHOro BO3AeNCTBUA Ha akTuBLL. [pu oLieHKe pUcKoB AOMKHBI UAEHTUNLMPOBATLCS BCe
BO3MOXHbIE PUCKW ANS1 aBTOMATM3MPOBAHHLIX CUCTEM, COOTBETCTBYIOLMUX TpebosaHuam M3C.

M puMevyaHne — McTouHMKN yrpo3 MoryT BknioyaTb B ceba npupogHbie ABNEHUA, Takue Kak KaTaCTpO(beI, a
TaKxKe YenoBeka U co3fjaHHble UM cheunanbHble KOMNbKOTEPHbLIE NporpaMmMbl.

Co BpeMeHeM MOryT MAeHTUDULMPOBATLCA AONONHUTENBHLIE PUCKN U U3MEHSATLCA MOCNEACTBUS HapyLUeHUs
GesonacHocTU. B TeveHMe XU3HEHHOro LMKNa CUCTeMbl OLiEHKa pucka JormkHa noBTopsATkes, [13C obHoBNATECA U, ecnn
3TO HeobXxoUMO, aBTOMaTU3UPOBaHHAA cUCTeMa — OLEHUBaTLCS MOBTOPHO.

B HacTosiem noapasaene AomMkHbI MASHTUMULMPOBATLCA U KaTeropupoBaThCs PUCKU, CBSI3aHHbLIE C IKcnryaTa-
Uuel cucteMm, yAOBNETBOPSAIOLWMX B LenoM TpebosaHuam MN3C, Hanpumep, pUcku, ceasaHHble ¢ paboTHUKaMn unm 6ua-
Hec-akTMBamMWu. HekoTopble pUcku, HanpUMep, PUCKK, cBA3aHHbIe ¢ 06paboTKON MPUNOXEHUA, MOrYT OTHOCUTBLCS TOJb-
KO K onpeperneHHoMy AoMeHy 6e3onacHOCTU 1, cnegosaTernbHO, MAEHTMULMPOBaATLCA U @aHaNMU3MpoBaThLCS TOMbKO AN
3TOro AOMeHa.

A.2.5.3 MonuTtukn 6e3onacHocTu opraHusauum (NM5OP)

B aBTOMaTU3npoBaHHbLIX cucTemax obnacte npumeHeHusn MNMBOp paclumMpeHa ANS BKIOYEHUS B Hee npobrem
ynpaBneHns npoLeccamMi XU3HEHHOro LMKna W 3KcriyaTauumn, KoTopble He paccMaTpuUBaloTCA BO BPEMS OLIEHKU MO
cTtangaptam cepun MCO/M3EK 15408. MNonnTukn ynpasneHUs npoyeccamy XU3HEHHOMO LUUKNa 1 3KcnnyaTauun BkNoYa-
toT B cebs:

@) OCHOBHblE 3aKOHbI U [UPEKTUBEL;

b) HenpepbIBHOCTL AeMOBOW LeATENbHOCTH;

C) cornalleHuns no NMPUMEHEHUsM BHYTPU OpraHu3aunu (T.e. BHYTpUCNyxebHoe cornalleHne unu MemopaHayMm o
B3aMMOMOHUMaHUN).

A.2.6 Llenn 6e3onacHocTH

Lienn GesonacHocTH, copepxalumecs B nogpasgene «uenu 6esonacHoctu» M3C, aonkHel obecneunsatb Kore-
peHTHOe, nocriefoBaTenbHOe U JOCTAaTOMHO NOSIHOE BLICOKOYPOBHEBOE ONUCAHUE pelleHns 6e30nacHOCTH, OCHOBaHHO-
ro Ha onpefeneHun HempuemneMbiX PUCKOB U MOMUTUK 6e3onacHOCTU opraHusauun B pasfene onpeaeneHus npobnem
6e30nacHoOCTU. BeicokoypoBHeEBOEe onucaHne OCyLLECTBAAETCA, UCXoAA U3 YHKUMOHaNbHLIX Lenei 6e3onacHocTH, Ko-
Topble BMOCIEACTBUN pacnpefensoTcs MeXAy TEXHUYECKUMU U OpraHW3aLnoHHBIMK MepaMu 6e3onacHOCTU aBToMa-
TU3MPOBAHHBLIX CUCTeM, yaoBreTBopsitowmx TpeboaHuam M3C, unu Apyrux aBTOMaTU3UPOBAHHBLIX CUCTEM, COMPSKEH-
HbIX C Ai@HHOI cucTemoil. OBoCHOBaHWE [OSKHO AEMOHCTPUPOBaTh, YTO YCTaHOBMEHHbIe Lenu 6e3onacHocTU npocne-
KMBaIOTCHA O BCEX acneKToB, yKkasaHHbIX B onpegerneHun npobnem GesonacHoctn 36C u npurogHbix Ana ux obecneve-
Hus. OBocHOBaHWe [o/mKHO obecnednBaTh MOSHYIO NPOCNEXUBAeMOCTb MEXAY 3asBfeHHbIMU LenaMu 6e3onacHocTu
¥ BCeMW acnektamu opMynupoBkn npobrnemsl 6€30NacHOCTU U UMETL JOCTATOMHO MHOPMaUMKU AN onpeaeneHns
ahpeKTMBHOCTU NpoTUBOAEHCTBUSA Lieneil 6e30NacHOCTU YCTaHOBMEHHbIM HeNpUeMNeMbIM pUckaM 1 OCYLLLECTBRNEHUN
yCTaHOBMEHHBIX nonutuk 6esonacHocTn opraHusaluu.

CyllecTtByeT fpyroit TUN Lenu 6e3onacHocTh, yNnpasnaioLLmii NpoBEPOYHBIMU AEACTBUAMU NO CO3[aHUI0 U aHaNu3y
CBUAETENbLCTBA U HabrniogeHuo N UCTbITaHUIO peanu3aunn Ha cooTBeTcTBUe TpebosaHuAM. OBocHOBaHME 3TOMY TUny
Lenu 6eaonacHocTn 06LIMHO He MPUBOAMTCA NPU oueHKe no ctaHaapTam cepun MCO/MBK 15408 (T.e. KOHKPETHbIE Lenn
6e30MacHOCTN He COMOCTABMSATCA C KOHKPETHBIMU TpeboBaHMsMU foBepus). B pesynerate umeerca mMano uHdopma-
umu, ecnu Takosasi BoobLle umeeTcs, B AokymeHTax M3/3B npoaykra, obocHoBbIBatoLWero BuiGpaHHble Mepbl J0BEpUS.
OpHaKo AnNs aBTOMaTU3NpPOBaHHOW cUCTeMbl HeobXxoauMa YeTkas popMynUpoBKa Lene AoBepusi, BblBefleHHasA U3
acneKkToB JoBepus npobrembl 6e3onacHOCT ANA 060CHOBaHUA Mep A0BEpPUSi, NPUMEHUMBIX K aBTOMaTU3UPOBaHHOM
cucTeMe B LienoM. OTU mepbl JOBEPUSI MOXHO NPUMEHWUTL K cpefie paspaboTkn COO unu cpefe akcnnyaTauuu.

dopmynupoBka Lieneidt 6eaonacHOCTU AOMKHa oxBaTbiBaTb Bce Tpebyemble Mepbl obecneyeHnss 6e3onacHocTy,
BKIto4as o6e Mepbl, CyllecTBOBaHWE KOTOPLIX MpefnonaraeTcsi, U Mepbl, KOTOpbe AOMKHBI ObiTb NMPUHSATH KaK YacTb
peanu3ayMy aBTOMaTU3MPOBAHHOW CUCTEMBI.
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Llenu 6eszonacHocTy, BeiGpaHHble ANA peanusauun ogHoro acrekra npodnemsl 6esonacHocT, MoryT Takxke obec-
NeYnBaTh PELUEHWUS UM YacTUYHbIE PeLUeHUs B Apyrux obnacTax. B yacTHocTw, Luenu 6e3onacHoCTW MOryT agpecoBarh
pUCKU, MPUHATLIE MOCHE OLEHKW pUCKa, T.€. KaTeropupoBaHHbIe Kak JOMNycTUMble, MpueMrieMele, nepefaBsaemMble Unu
pvcKK, KOTopbIX Hago naberatb. MogobHbIE B3aWUMOCBA3N AOMXKHBLI ObITb MAEHTUDULMPOBaHEI U 3aperncTpupoBaHsl, Tak
KaK nMpuemMrnemMocTb PUCKOB MOXET CO BPeMEHEeM U3MEHSTLCS.

Llenn 6e3onacHocT NpefoCTaBsAOT Ha CaMOM BLICOKOM YPOBHe hOpMYMMPOBKY CTpaTeruu u punocodumn npotu-
BOJEWCTBUS onpefeneHHbIM puckaM U AN OCYLUECTBIIEHUS onpefenieHHbIX NonuTuk 6eaonacHocTu opraHusauyun. Ons
aBTOMaTU3MPOBaHHbLIX CUCTEM KPUTUYECKU BaXHOW SBMNAETCA TOYHOCTL Lenei H6esonacHocTW. TouHocTb TpebyeTes Kak
B OTHOLLEHWW TOro, KaK Lieni NPOCREXUBaIOT U BKMHOYAIOT (hOPMYNUPOBKM, NMPUHATEIE NPpU onpegeneHun npobnem 6eso-
NMacHOCTW, Tak W Kak Lenn 6e30onacHOCTU pacrnpefensoT pelleHne KOMMOHeHTaM aBTOMaTU3UPOBaHHON CUCTEeMbI U
dmandecknM npoueccam.

B OTHOLUEHWUM YCTAHOBMEHHLIX PUCKOB U MONUTUK Ge30MacHOCTM opraHusauum Lenu 6e3onacHocT JOMxXHbI pac-
cMmaTpuBaThes 6onee noapo6Ho, YeM B OTHOLLEHUW NPoAyKTa. Bonee noapobHoe paccMoTpeHue Leneit 6esonacHocTu
B OTHOLUEHUW YCTAHOBIIEHHbLIX PUCKOB W MOMUTUK Ge30nacHOCTM opraHusauun o6bACHAETCS BO3LEACTBUEM, KOTOpoe
cpefa okasbiBaeT Ha OLEHKY aBTOMaTU3MPOBaAHHOW CUCTEMbI, W AeTanbHON OCBEOMNEHHOCTBIO O Cpefie, KoTopas
LloMKHa GblTe 3apernuctpupoBaHa B Lensx 6esonacHocTy.

Kpome Toro, Lenn 6e3onacHOCT aBTOMAaTU3UPOBAHHOW CUCTEMbI JOIMKHLI 06ecneYnTb paBHoOBeCUe, focTuUrae-
MOe MpU MeHe[XMeHTe OOLLero ocTaToMHOro pucka.

Bo3amoxHO, 4TOObI pasHble JoMeHbl 6e30MNacHOCTM aBTOMAaTUM3NPOBAHHOW CUCTEeMbl OKasblBanu NoaaepxKy M
peanu3oBbIBanuCb B pasHblX cpefax aKcniyartauuu. Hanpumep, BO3MOXHOCTb MOHUTOPWHIG @BTOMaTU3NPOBAHHON
CUCTEMOI BXOASLLEro CeTeBOro Tpacuka MOXET KOHUrYpUpoBaTLCH KakK «BLIKITIOYEHOY, TOrga Kak BO3MOXHOCTbL MOHU-
TOPWHra aBTOMaTU3NPOBaHHOW CUCTEMOW CETEBOro Tpaduka, BXOASALLEr0 BO BHYTPEHHIO CETh, KOHDUrypUpYyeTesa Kak
«BKIO4EHOY. B pesynsrarte Ans pasnudHelX JOMeHoB 6e30nacHOCTU MOryT CYLLECTBOBaTb pasfinyHbie UK YHUKanbHble
uenu GesonacHocTu. [ns onpeaerneHHbIX JOoMeHoB 6e30MacHOCT MOryT CyLlecTBOBaTb AOMOMHUTENbLHLIE Lienu JoBe-
pvs AN BbINMOMHEHWUSA YHUKamNbHBIX TpeboBaHUi K AOBEPUIO, MPUMEHUMBIX TOMbKO K 3TUM oBnacTaM.

A.2.7 OnpeaeneHne KOMNOHEHTOB pacLUMpPEeHUsA

B HekoTopbIX criydasx noAxoAsiLiMe KOMMNOHEHTLI AN onucaHnsa TpeboBaHnin 6e3onacHOCTU OTCYTCTBYIOT B CTaH-
nfapTax cepun MCO/MBK 15408 unu B HacTosILLEM cTangapTe. B Takux cnyyasx B HacTosLeM noapasaene MN3C Heobxo-
LVWMO OnpefenuTb HOBble KOMMOHEHTLI. HoBbIe pacluMpeHHbIe KOMMOHEHTHI MOTyT MCMOsb30BaThCA AN onpeAeneHns
JONONMHUTENbHBIX PYHKUMOHaNBHLIX TpeboBaHWii 1 TpeboBaHuii JoBepus.

A.2.8 TpeGoBaHus 6e3onacHOCTU

HacToswuid nogpasgen LOMKEH NpeaoCcTaBNAaTb MOMHbIA U nocneaoBaTensHbl HaGop TpeboBaHuit 6esonacHo-
cTn ana COO. OH BKNtovaeT B cebs kak dyHKLMOHanbHble TpeboBaHUs 6€30NacHOCTU aBTOMaTU3MPOBAHHOW CUCTEMBI,
Tak U TpeboBaHUs K foBeputo 6€30MacHOCTU aBTOMaTU3MPOBAHHOW CUCTEMbl. OTO OTHOCUTCA KaK K TEXHUYECKUM, TaK U
opraHusauMoHHbLIM MepamM 6e3onacHoCT, KOTopble JOMKHbLI NPefoCcTaBNATLCA ANSA BLINONHEHUS uenei 6esonacHocTU
aBTOMaTU3NPOBaHHOM cUCTeMbl. OTU TpeboBaHWUA AOMKHBEI 06ecneynTb afeKBaTHYIO OCHOBY ANA pa3spaboTkn npouec-
COB, npouegyp, MexaHusmoB u ycnyr 6e3onacHOCTU, KOTOpble MOXHO KOH(PUrypupoBaTb ANA OCYLIECTBNEHNA onpeje-
NeHHbIX NONUTUK U NPOTUBOAENCTBUA UAEHTUMULMPOBaHHEIM puckam. O6ocHoBaHWe TpeboBaHuii 6€30NacHOCTN J0MX-
HO NPOAEMOHCTpUpPOBaTL NPUrogHOCTL Habopa Ans BeiNonHeHus Beex Uenei 6esonacHoct 3BC n ux npocnexvsae-
MOCTb AOCTUXEHUA 3TUX Lienen.

B HekoTopblx cnyyasix Tpe6oBaHus 6esonacHocTu B M3C MoryT nanaratbca 6e3 060CHOBaHUA, T.€. OHU He
ABNAOTCA CNEACTBMEM Lieneil 6e30nacHOCTH, KOTopble caMu BbiBefleHbl W3 onpepeneHunid npobnem 6GesonacHOCTW.
B aTux cnydvaax nogpasgaensl «uenu 6eaonacHocTu» U «onpegeneHue npobnem 6esonacHocT» B MN3C MOXHO onycTUTb.

B HacToAwWeM noapaszene AOMKHbI M3naratbes QyHKUunM 6e3onacHOCTU cucTeMbI U Mepbl foBepus k 6esonacHo-
CTU cUcTeMbI, TpebyeMble AN aBTOMaTU3NPOBaHHON CMCTEMBI, COOTBETCTBYIOLLE TpeboBaHusAM MN3C, ucxoaa us sasep-
LWEHHBIX KOMMNOHEHTOB 6e30nacHOCTU.

BnonHe BO3MOXHO, YTO pasfMyHble oMeHbl 6e30NacHOCTU aBTOMATU3MPOBaHHBLIX CUCTEM, COOTBETCTBYIOLLNUX
TpebosaHuaM MN3C, okasbiBalOT NOAAEPXKKY U peanu3yloTca B pasfyHbIX cpefiax aKchnyaTauum.

B pesynbrare MOryT cylLlecTBOBaTb pasfiUtHble UMW YHUKanbHble (DYHKLUMOHanbHbIe TpeboBaHNA ANA KaxAaoro
JoMeHa 6e3onacHoCTU, HeobxoguMble ANSA BLIMOMHEHUSA YHUKANbLHLIX Lieneid 6e3onacHOCTM 3TOro AoMeHa. AHaANorM4Ho
TpeboBaHusA foBepusi kK 6e30NacHOCTM HemNb3A NMPUMEHSITb KO BCEM KOMMOHEHTaM aBTOMaTU3MpPOBaHHOW CUCTEMbI B
oauHakoBoM obbeme. PasnuuHbiM fomeHam 6e3onacHocTH, onpegeneHHeiM B M3C, Heobxoaumo pacnpedenaTb COOT-
BETCTBYIOLME YPOBHU U TUMLI OBEPUSI.

A.2.9 Mndbopmaumsa o someHax 6esonacHoCcTH

Hactoswwmii noapasgen MN3C gomkeH NpefocTaBnATb UHOPMaLWIO, OTHOCALLYIOCS K KaxaoMy AomeHy 6e3onac-
HoCTH, UMetoLleMy nornHoMouusi oT M3C. OH gomkeH obecnevnBaTh TOYHYIO M MPaBUNbHYIO UAEHTUMKALUIO KaXaoro
AoMeHa Ge3onacHOCTU M UHdopMaLuuio no 6e3onacHOCTH, SBASIIOLLYIOCH cneluduyecko Ans noboro JoMeHa.

Ecnu N3C He paeT nonHoMouuns Bonee YeM ogHOMY AOMeHy 6e30nNacHOCTU, ero He criefyeT HasbiBaTb SBHO UMK
naeHTUdMUMpoBaTh, U 3TOT NOApas3fen cneayeT onycTuTb. Cneayet 0TMETUTh, YTO COOBpaXeHus, CBS3aHHbIE C apXUTEK-
Typoi, MOryT o3Hayatb, YTo 36C, ocHoBaHHoe Ha 13C, BBOAWUT AononHUTeNbHblE AoMeEHbLI Be3onacHoCTU C Uenbio
ocyllecTsneHus peHTabenbHoOro pelleHus npobneM 6esonacHocTy.
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NHdopmaums o kaxaoM foMeHe 6e30MacHOCTU AONXHa coAepxaTb Creayrllyo MHopMaLmio:

a) BBefeHWe aoMeHa 6e3onacHOCTU AOMKHO NPeAOCTaBNATb MAapKUPOBOYHYIO U OnUcaTenbHY UHMopMaLmio
Ans ynpaBneHus n ugeHTUdmukauum goMeHa 6esonacHoctu n COO, K KOTOPOMY OH OTHOCUTCS, U pestomupoBaTb obnacTtb
B hopMe oT4yeTa (noBecTBOBaTENBLHOW hopme). ObLUee NONOXEeHWe AOIMKHO ObiTb [JOCTATOYHO NOAPOGHLIM ANA NOHU-
MaHusi GusHec-pyHKUMIA JomeHa GesonacHocTu U ero TpeboBaHuii 6esonacHocTH,

b) yTBEpXAEHUA COOTBETCTBUA AOMeHa 6e30MacHOCTU AOMKHbI OnpeensTb Mobble YTBEpXAEHUS COOTBETCTBUS,
YHUKarnbHble Ana aToro floMeHa. Ecnu y gomeHa Be3onacHoCT NoAobHbIe yTBEPX/AEHUA OTCYTCTBYIOT, STOT Noapasaen
MOXHO OMYCTUTb;

c) onpepeneHne npobnem GesonacHoCTU AoMeHa 6€30NacHOCTU AOMXHO onpeaenaTb Nobule npobnemel 6eso-
NacHOCTH, YHUKaNbHbIE 4NSA 3TOTO JOMEHA, a TaloKke BKIoYaTh B cebA MONUTUKA U PUCKK, YHUKaNbHBIe ANA foMeHa. Ecnu
y AOMeHa Ge30nacHOCTH OTCYTCTBYHOT yHUKaNbHble NpobnemMel 6e30nacHoOCTH, 3TOT NoApasfen MOXHO ONyCTUTb,

d) uenu GesonacHocTu goMeHa GesonacHOCTU AOMKHLI onpeAenaTb nobble Lenu 6e3onacHOCTU, YHUKamNbHbIE
ANSA 3TOro ;oMeHa, a Takxke nobble Lenu 6e30nNacHOCTH, KOTopble AOCTYMHLI APYrUM JOMEHaM UK KOTOpbIE peasnusyioT-
¢ ApyruMu JoMeHaMu. Ecnu y fomeHa 6e3onacHOCTU OTCYTCTBYIOT YHUKanbHble Lienu 6esonacHocTy, 3TOT nogpasaen
MOXHO OMYCTHTb;

e) TpeboBaHus Ge3onacHOCTU AoMeHa Ge30nacHOCTU AOMXKHLI onpeaensTh ntobble TpeboBaHua GesonacHocTwk,
YHUKanbHble ANa aToro goMeHa. Ecnu y fomeHa 6e30macHOCTU OTCYTCTBYIOT YHUKanbHble TpeGoBaHuA Ge3onacHocTy,
3TOT Nnogpasgen MOXHO ONyCTUTL.
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Mpunoxexue B
(obasarenbHoe)

®yHKUMOHasNbHbIe TpeboBaHMA 6e30nacHOCTU
aBTOMaTU3UPOBAHHbIX CUCTEM

B.1 BBepeHue

B aaHHOM npunoxeHun onpeaerneHbl MYHKUUOHanNbHbIe TpeboBaHua K Mepam obecrieyeHns 6e30nacHOCTU aB-
TOMaTU3UPOBaHHbLIX CUCTEM, OXBaTbiBaloLiMe acnekTbl ynpaBneHus u npoueaypHole acnekrsl COO. OnucaHHble HUXe
TpebGoBaHMS UCNONBL3YIOTCA B COMETAHMU C TEXHUHYECKUMU dpyHKUMOHanNbHLIMK TpeboBaHuaMn no MCO/M3K 15408-2
Ansa yposneTtsopeHus uenei 6esonacHoctu gnsa COO. UCO/M3K 15408-2 ucnonbayeTcs B Ka4ecTBe OCHOBLI ANA CTPYK-
TYPbl 3TUX KOMNOHEHTOB.

®yHKUMOHanbHbIe TpebGoBaHUs Kk MepaM obecedeHns 6e3onacHOCTM aBTOMATU3NPOBAHHBLIX CUCTEM Knaccuduum-
pyloTca No paccMaTpuBaeMbiM obbekTaM, YHKLUUOHANbHLIM 06NacTAM U A edCTBUAM.

O6beKkT — HenocpeACTBEHHLI 06beKT NpUMeHeHUa Mep obecneveHns GezonacHoOCTH, Takol Kak BuaHec-aaH-
Hble, cpeacTBa 06paboTkn uHdopmMaLuum unu cuctembl UT. DyHKyMoHanbHas obnacTb — 0B6beKT ANA Takux onpege-
TNeHHbIX orepauuii, Kak NonMTUKa, MeHe)KMEHT PUCKOB UNKn perucTpaums/zanuck. Kaxgasa dyHkyuoHanbHas obnactb
obpa3yeT B paMkax Knacca ceMelcTBo.

[elictBMe — onepauust B onpefeneHHoi dyHKUWOHanbHOW obnacTy; feiicTBue obpa3yeT KOMMOHEHT B paMKax
ceMeiicTBa. OneMeHTaMM SBMAIOTCA KOHKPETHbIE onpefeneHwss npasun U npoueayp AN Mep obecneveHus
6esonacHocTy.

B flaHHOM NpUnoXeHWU onpefenieHbl HOBble KNacchl OpraHu3auuoHHbBIX Mep GedonacHocTu. OHU BKIOYaKOT
B cebs:

a) agMuHucTpupoBaHme (FOD); cneunduumpyeT TpeboBaHMA K opraHW3aLMOHHBIM MepaM, CBSI3aHHbLIM C afMu-
HUCTPUpPOBaHUEM,;

b) cuctembl UT (FOS); cneuncdmumpyeT TpeboBaHUs K opraHW3aLMoHHbBIM MepaM, NoAAepKUBaloLLMe NCMoNb30-
BaHue cuctem UT n obopyaoBaHus;

c) akTuBEl Nonb3oBaTeneit (FOA); cneyuduumpyeT TpeboBaHNSA Kk opraHM3aLMoHHBIM MepaM, CBA3aHHbIE C yrnpas-
NeHNeM akTuBaMu norb3oBaTesne;

d) 6usHec (FOB); cneundunumpyeT TpeboBaHUA K OpraHvM3auMoHHBIM MepaM, cBi3aHHble ¢ BusHec-npoueccamu
N YHKUMAMMY,

e) annapartypa u obopygosaHue (FOP); cneundulnpyet TpeboBaHWsS K OpraHu3auuoOHHbIM MepaM, CBS3aHHble
¢ BusHec-obopyAoBaHUeM, annapaTypon 1 3faHNsaMU (COOPYXEHUSMM),

f) TpeTbn cTopoHel (FOT); cneundpmumnpyeT TpeboBaHUs K OpraHu3aluoHHEIM MepaM, CBA3aHHbIE ¢ TPeTbUMU
CTOpOHaMmu,

g) ynpaenenue (FOM); cneyuduumpyeT TpeboBaHWSA K opraHU3aLuoHHbEIM MepaMm, CBA3aHHbIE C AeATENBHOCTHIO
no MeHemXMeHTy 6e3onacHoCTy.

CemelicTBa pyHKLWA opraHW3aLMOHHOMO yNpaBlieHUsi B pamkax sTUX Kriaccos npueegeHbl B Tabnuue B.1.

Tabnuuya B.1— CeMelcTBa PyHKLWIA OpraHM3aLMOHHOro ynpasneHus

Knacc CewmelicTBO

AdMUHUCTpUpoBaHue (FOD) AamuHucTpuposaHue nonutuk (FOD_POL)

AIMUHUCTPUPOBaHUE MO OTHOLWeHUto K nepcoHany (FOD_PSN)

AgMUHUCTpUpOBaHue ynpasneHus puckamu (FOD_RSM)

AgMUHUCTpUpoBaHUe ynpasneHus uHuuaeHtamu (FOD_INC)

AZMUHUCTpUpOBaHUE opraHulauumn 6esonacHoctn (FOD_ORG)

AnMuHUCTpUpoBaHue cornaweHuin o6 yenyrax (FOD_SER)
Cuctembl T (FOS) Monutuka ana cuctem UT (FOS_POL)_
Kondpurypauyusa cuctem UT (FOS_CNF)

Ceteas 6e3onacHocTb cuctem UT (FOS_NET)

MoHuTopuHr cuctem UT (FOS_MON)
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OkoHYyaHue mabnuubi B.1

Knacc

CemelicTBO

Cuctemsl UT (FOS)

YnpaeneHue nepcoHarnom cucreMm UT (FOS_PSN)

AkTuBbI cuctem UT B aBToMaTusmposaHHbix cuctemax (FOS_OAS)

MpoTokonuposaHue B cuctemax UT (FOS_RCD)

AkTuBEI None3osaTenei (FOA)

BalmTa NpuBaTHbIX AaHHbX (FOA_PRO)

3awmTa nHpopmauum B akTueax nonssosatenei (FOA_INF)

BusHec (FOB)

BusHec-nonutukn (FOB_POL)

HenpepbiBHoCTE Gu3Heca (FOB_BCN)

Ob6opygoBaHve u annapatypa (FOP)

MepeaBumxHoe obopynoaHne (FOP_MOB)

CwemMHoe obopyaoBaHune (FOP_RMM)

AncTtaHymoHHoe obopyaoBanue (FOP_RMT)

CucremHoe obopyaoBaHue (FOP_SYS)

YnpaeneHue annapatypoit (FOP_MNG)

TpeTeu cTopoHel (FOT)

ObgasaTenbcTBa TpeTbux cTopoH (FOT_COM)

YnpaeneHue B3anMogeilcTBuEM ¢ TpeTbell cTopoHon (FOT_MNG)

YnpaeneHue (FOM)

YnpaeneHue napameTpamu 6esonacHocTu (FOM_PRM)

YnpasneHnue knaccudmnkaynein aktusos (FOM_CLS)

YnpaBneHne o06583aHHOCTAMW nepcoHana, cBsA3aHHbIMU Cc  6e3so-
nacHocTbio (FOM_PSN)

YnpaeneHue opraHusauueit 6esonacHoctn (FOM_ORG)

YnpaeneHue otyetamu o 6esonacHoctn (FOM_INC)

3aBMCUMOCTN Mexay KOMMOHEHTaMW STUX CeMEWCTB nokasaHbl B Tabnuue B.2. [Ona Kaxaoro U3 KOMMNOHEH-
TOB, OT KOTOPOro 3aBUCUT Kakoi-nmbo oyHKUMOHanNbHLIA KOMMOHEHT, BhlgerneHa KomoHka Tabnuubl B.2. 3Hak «X»
B Tabnuue B.2 ykasblBaeT Ha Hanu4yve 3aBUCUMOCTU MeXAY paccMaTpuBaeMblMi KOMMOHEHTaMK STUX CEMERCTB,

Tabnunya B. 2 — 3aBUcMMOCTU MeXAy KOMNOHEHTAMU OPraHW3aLMoHHOrO yrpaBrieHus

KOMMNOHEHTLI
ceMelcTB

I'NSd ao4
£'NSd Qo4

G'NSd Qo4

L'Wsd aod
1’940 ao4d
Z9d0 ao4
110d SO4
¥10d S04
13N S04
£70d vOd
ZWdd WO4
I'ONITINO4

FOD_INC.1

>
=

FDS_SER.1

FOS_POL.1

FOS_PSN.1 X X

FOS_OAS.1
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OKoHYaHue mabnuybsi 2

KoMMOHeHTbI
ceMelcTB

I'NSd Qo4
€NSd Qo4
G&'NSd ao4
I'WSd ao4
1’940 o4
7940 ao4
1710d S04
#10d SO4
113N sod
£710d vO4
ZWdd o4
I'ONI"WO4

FOA_INF.1

FOB_POL.1

<

FOB_BCN.1 X

FOP_MNG.1 X

FOT_MNG.1 X

FOM_PRM.1 X

FOM_PSN.1 X

FOM_ORG.1 X

FOM_ORG.2 X

HekoTopble TpeGoBaHWA fnA opraHM3alnoHHeIX Mep obecrnedeHunst 6e30nacHOCTU BCerga peanuaylotcs Kak opra-
HU3aLOoHHble TpeboBaHusA U, crejoBaTtensHo, onpegenstoTca kak OPB. [pyrue TpeboBaHWA MOryT GbiTb OpraHM3ayuoH-
HbIMU UK TEXHUYECKUMU U, CrefoBaTernbHO, onuckiBaTbes kak PBC.

Mo cpaBHeHuto ¢ TpeboraHuamu MCO/MIK 15408-2 B HacToALWeM cTaHAApTe UMEETCA YeThipe pasnuyns B npea-
cTaBneHun. Mepapxnyeckne KOMNOHEHTEI OPraHU3aLMOHHBLIX Mep OTCYTCTBYIOT, TaK YTO COOTBETCTBYHOLLUE MOA3arofoBKu
OTCYTCTBYIOT. Bce AeicTBMSA NO yrnpaBneHnio perynupyrotca SBHLIMU KOMMNOHEHTaMK, NO3TOMY NOA3arofioBKU AN Ae-
CTBWIA No ynpasreHuto He Tpebytotca. Moa3aronoBok ayauTa 3aMeHeH Ha 3anucK, KOTopble Nydlle oTpaXaloT npouecc
cbopa HeobXxoAUMEIX CBUAETENLCTB ANSA OpraHn3auuoHHbIX Mep 6e3onacHoCcTU. Pa3pelleHHas 3afaHneM opraHusauus
GesonacHocTu ocylyecTBnsieTcs Gonee rnéko, yem B MCO/MOK 15408-2. NpeHTUMKaLMIO JOKYMEHTOB, ONMUCHIBAIOLLUX
COMyTCTBYIOLLME NOMUTUKY, NpoLeaypbl, Npasuna, TpeboBaHusa 6e3onacHOCTU U Apyrue Mepbl obecnedyeHnn 6esonacHo-
CTW, MOXHO ONpPeAenuTb Kak 3agaHue 6e3onacHocTy.

B.2 Knacc FOD:AgMuHUCTpUpoBaHue

HaHHblil knacc onpeaensieT TpeboBaHUA K OpraHU3aUUoHHLIM MepaM ANS agMUHUCTPUPOBAHWS aBTOMAaTU3UPO-
BaHHOWN CUCTEMBI.

B.2.1 AaMuHucTpupoBaHue nonutuk (FOD_POL)

B.2.1.1 XapaktepucTuka ceMeHcTBa

HaHHoe ceMeicTBO onpeaenseT NonMTMKM 6e3onacHOCTM aBTOMaTU3UPOBAHHON CUCTEMbl AMS yNpaBneHUs u
BKItoyaeT B cebs AeTanusaumio nonMTMK 6e3onacHocTu, cobpaHusi pykoBOACTBa, NPOBEPKY PYKOBOACTBOM W ynpaBneH-
yeckue Mepbl obcrneveHus HGe3onacHOCTU NpU HapyweHun Be3onacHoOCTU.

B.2.1.2 PanxupoBaHue KOMNOHEHTOB

FOD_POL.1 Monutnka 6e3onacHocTu

OnpegeneHbl ynpaeneH4yeckne mepbl 6e3onacHocTy, LUenu N 06beKTbl NoNUTUKM BGe3onacHoCTH, NpoBepka pyKo-
BO/JCTBOM U ynpaBrneH4Yeckue Mepbl 6€30nacHOCTU NpU ee HapyLeHWUH.

FOD_POL.2 lNonuTuka 3awuTbl aHHbIX U NPUBATHOCTU

OnpepaenseTcs NONUTUKA 3aLLUTLI AaHHBIX U NPUMBATHOCTU.

B.2.1.3 3anucmu

ABTOMaTU3NpOBaHHas cucTemMa OSKHa COXPaHATb U NPeAOCTaBNATL ANA NPOBEPKU Crefylolme CBMASTENLCTBA.

Ona FOD_POL.1: onucaHue 06a3aTenbCcTB PyKoBOACTBa, NonuTukn 6esonacHOCTU, MPOBEPKU PYKOBOACTBOM
W ynpaeneH4yeckue Mepbl 6e30MacHOCTU NpU HapylueHUM Ge30NacHOCTU C KOHKPETHbIMU [eACTBMAMU U chneundu-
KaLumamu.

Onsa FOD_POL.2: onucaHne NOAUTUKKA 3alUTbl AaHHLIX U NPUBATHOCTY.

B.2.1.4 Nonutuka 6esonacioctu FOD_POL.1

3aBNUCYMOCTM: 3aBUCMMOCTU OTCYTCTBYIOT.

FOD_POL.1.1 O®B pgomnxHbl onpegenats [HasHauyeHne: obasaTenscTBa pykoBOACTBa] MO aKTUBHOMY rogjepxa-
HUto 6e30MacHOCTU B opraHu3aLun NOCPEACTBOM YETKOro ynpaBneHWs, NPOAEMOHCTPUPOBAHHON MPUBEPXKEHHOCTH,
HasHa4YeHus W npusHaHus obssaHHocTel No obecrneyeHuto UHPOPMaUMOHHON BeszonacHoOCTU.
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FOD_POL.1.2 O®b pomkHbl onpefensTb NOMUTUKY WHGOPMaLMOHHOW 6e30nacHOCTW, BKNYas 3afadu, Lenu,
0bnacTb NPMMEHEHUs!, COOTBETCTBME 3aKOHOAATENbCTBY, TpeboBaHWs AoroBopa U CTaHAAPTOB, OLUEHKY pUCKa N MeHef-
XKMEHT pucka, obydyeHune 6esonacHoCTH, NOATOTOBKY U TpeBGOBaHUSA K OCBEAOMITEHHOCTHW, YNpaBneHue HenpepbiBHOCTbLIO
6usHec-npoLeccos, NOCNEACTBUS HapyweHWs WHGOpMaLUWoHHO BesonacHocTh, 06a3aTenbLCTBa opraHusauun U ee
NoAXOA K MEHEAXMEHTY UHdopMaLMoHHON 6e3donacHoOCTH.

FOD_POL.1.3 O®b pomkHbl onpeaensaTs gopManbHele NpoLeAypbl NPOBEPOK PYKOBOACTBOM, BKIoYas UHAOP-
MaLmio o criocobe Hes3aBUCMMBIX NPOBEPOK, pe3yrnkratax NpeabiAyLinMx NpoBEPOK PYKOBOACTBOM, U3MEHEHUS, MOTyLLE
NoBNUATL Ha NOAXOA OpraHu3aLun K MEHeAXMeHTYy UHOpMaLUOoHHON Be3onacHoCcT, pekoMeHAaLumn, npefocTasnsae-
Mblé COOTBETCTBYIOLLUMM OpraHamiu, TEHAEHUUM, CBA3aHHbIE C YIPO3aMu U yS3BUMOCTAMMW, W 3aperMcTpupoBaHHbIE
MHLMAEHTH 6e30MacHOCTU B KaYeCcTBE BXOAHbIX faHHbIX.

FOD_POL1.4 O®B fomkHbl onpefenaTb NOAUTUKY B OTHOLLEHUW MepcoHarna, onpeAensioLyo NopsaaoK NpoXoX-
AEHNS NepcoHanoM NepenofroToBKU B YacTU HapyLleHWUA opraHu3aLUoHHbIX Mep 6e30macHoCTu.

FOD_POL.1.5 O®b gomxHbl onpeaenaTb TpeboBaHUA Ge3onacHoOCTH ANs cpeacTB nNepefavdn cooblyeHuit o aei-
CTBUSIX NPU HapyLUEHUN OpraHU3aLMoHHbIX Mep 6e30nNacHOCTU, KOTopble OCYLLECTBASAIOTCA A0 NPeAoCcTaBNeHns nepco-
Hany AocTyna K akTusaM CUCTEMbI.

FOD_POL.1.6 O®b pgomxHbl onpegensTb NOAUTUKY B OTHOLLEHWN NepcoHana, obecnevnBalollylo Mepbl Hanoxe-
HUA CaHKUUW, Takux, HanpuMmep, Kak AEeHeXHbliW wTpad, nuleHne npuBuneruii, aucksanudukauma unm apyroe
HaKka3aHWe 3a HapylleHWe OpraHu3aLuoHHbIX Mep GesonacHocTu.

FOD_POL.1.7 O®E pormkHel onpeaenaT TpeboaHUa 6e30nacHOCTU, NO KOTOPLIM HapYLWUTEND NULIAETCA JOCTY-
na K akTuBaM CUCTEMBI, OFpPaHUUUBAETCA €ro AOCTYN K HAM WM UHULMKUPYIOTCA Apyrue nofobHele AeiicTBUsA, 4O BOCCTa-
HOBIIEHUsI €ro npas.

FOD_POL.1.8 O®B fomkHbl onpeAensaTb NOMUTUKY B OTHOLUEHWM MepcoHana, obecneynBas Mepbl, pa3pelueH-
Hble 3aKOHOM MO YBOJNLHEHWUIO NEpCOHana Npu HapylweHWU nNpasun 1 NpoLeayp.

FOD_POL.1.9 O®B pomkHbl onpeaensTe TpeGoBaHua 6e3onacHOCTU ANsi BCEX COOTBETCTBYHOLMX TpeboBaHuit
3aKoHa, obs3aTenbHbIX TpeboBaHuMii U TpeGoBaHUI KOHTpaKTa U NOAXOA OpraHW3aLMK K BhIMOMHEHUIo aTux TpeboBaHuit
W NoAAepXaHUIo UX aKTyarnbHOCTU ANA Kaxaoh WHGPOPMAaLIMOHHOW CUCTEMBI U OpraHn3aLuvi.

FOD_POL.1.10 O®b pomnxHbl onpefensaTe NonuTUKy WHdopmaLuoHHol GesonacHoCTH, KoTopas npefycMmaTpu-
BaeT pa3paboTky U BHeApPeHUe COOTBETCTBYOWEro Habopa npoueayp MapkupoBaHusi U 06paboTku HdopMaLyumn B COOT-
BETCTBUU C KNACCUPUKALIMOHHOW CXeMOW, NPUHATON opraHusauuen.

FOD_POL.1.11 O®B aonxXHbl onpeaenaTb NOAUTUKY MHOPMaLMOHHOA Ge3onacHOCTU, KOTOpan npegycmaTpu-
BaeT He3aBUCUMEI/ NepecMoTp MoAxoAa OpraHu3auun K MEHEAKMEHTY MH(OpMaLMOoHHON Ge3onacHOCTU U ero peanu-
3auuio (T.e. NepecMoTp Lieneit obecneveHns 6e3onacHOCTH, NONUTUKK, NPOLECCOB U Npoueayp obecneyeHnss MHpopmMa-
LIMOHHOIN 6e30nacHOCT) Yepes 3anaHMpoBaHHble NEPUOALI BPEMEHWU WKW NPU BHECEHUN 3HAYUTENbHBLIX U3MEHEHWI B
npouecc peanusauuu 6e3onacHoOCTH.

FOD_POL.1.12 O®E pormxHel onpefensiTb NOAUTUKY MHGpOpMaUMOHHOW Be3donacHOCTM B YacTu yyeTa onpepe-
neHHbIX TpeboBaHwii GesonacHoCcT nepes NpefocTaBieHNEM NONb3oBaTENAM A0CTyNa K WHOPMaLMM UK akTuBam
opraHusauuu.

FOD_POL.1.13 O®B aonxHbl onpeaensTs NOAUTUKY WHOPMaLMOHHOK 6e30nacHOCTH B YacTu ofo0bpeHns [Aoky-
MeHTa MonuTuKN 6e3onacHoCTN PyKOBOACTBOM, €ro onybnukoBaHus U nepefaqn AoKyMeHTa BCeM CnyXallMM U cooTBeT-
CTBYHOLLWUM BHELLUHWM CTOPOHaM.

B.2.1.5 FOD_POL.2 NonuTuka 3almrbl JAHHbIX U NPUBATHOCTH

3aBMCMMOCTY: 3aBUCMMOCTW OTCYTCTBYIOT.

FOD_POL.2.1 OSF gomxHbl paspabaTbiBaTb U peann3oBbiBaTe NOAUTUKY 3aWUTbl AaHHBLIX U MPUBATHOCTH.

B.2.2 AgpMuHUCTpUupOBaHUe NO OTHOLLEHMIO K nepcoHany (FOD_PSN)

B.2.2.1 XapaKkTrepucTuka ceMeicTBa

HaHHoe cemelicTBO onpepensieT afMUHUCTPUPOBAHWE NO OTHOLLEHUIO K NepcoHany, cBasaHHoe ¢ BesonacHoc-
Thblo, B aBTOMaTU3MPOBaHHOW cucTeMe, a Takke BKNoYaeT B cebn nogpobHoe n3noxeHne AoOMKHOCTEH N ob6s3aHHOCTEeN
nepcoHana, agMUHUCTPaTUBHbIE B3bICKaHUS, COAEpXaHWe AOroBopoB ¢ NEpPCOHaNoM, ynpasneHue nieHTudukaumein
nonb3oBaTenei, KOHTPONb 3a akTMUBaMU U OCBEAOMNEHHOCTb, 0By4eHWe 1 NOAroToBKY NepcoHana.

B.2.2.2 PaH:xupoBaHue KOMIMOHEHTOB

FOD_PSN.1 domxHocTn U 06513aHHOCTU NepcoHana

OnpegeneHbl 0653aHHOCTU pyKOBOACTBA, 06A3aHHOCTU NO OCYLLECTBNEHUIO NpoLiecca BbixoAa, npaBoBble 06s13a-
TenecTBa M Mepbl obecneveHns GesonacHOCTM ANA NepcoHana, paboTatowero Ha oxpaHsaeMblx yqacTkax. OnpefeneHsb
YCNoBUS A0roBopa O rnepegade W npaBuria NOANUCAHWUSA COrnaleHUs O KOHpUAEHUWaNbHOCTU UKW HepasrnalleHus.
OnpeaeneHbl NpaBuna cobnofeHnst TOYHbLIX rPaHuL obnacTu paspelueHHoro goctyna. OnpegeneHsl Nnpasuna Habnioae-
HWSA 32 NOCeTUTENsIMU U UX yaaneHus. OnpejeneHsl NpaBumna, Kacalowuecs NpUemMnemMoro NpUMEHeHNs n Bo3BpaTta
aKTUBOB OpraHu3aLuu.

FOD_PSN.2 O6ecneyeHune ocBefoMneHHOCT 06 nHdopmaumoHHoi 6e3zonacHocTn, o6yveHusa u npodeccumo-
HanNbHOW MNOArOTOBKU

OnpegeneHbl TpeboBaHus No obecneveHnio 0CBEAOMITEHHOCTU 06 UHdopMaLuoHHol BesonacHocTH, 0byyeHuio
1 npodeccuoHansHON NOAroToBKe.
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B.2.2.3 3anucu

ABTOMaTM3MpOBaHHas cuUCTeMa JOMXKHA COXpPaHATb W NPefOCTaBNATL  ANA  NPOBEepKU  crieayrouime
cBUAETENLCTBA.

Ona FOD_PSN.1: onucaHue obsizaaHHOCTEl pykoBoACTBa, 06A3aHHOCTEH NO OCyLEeCTBNEHUIO NpoLiecca BbIXoAa,
npaBoBbIxX 06s13aTeNLCTB U Mep obecneveHnsi 6e3onacHocTU ANA NepcoHana, paboTalowero Ha oxpaHAeMbIX yyacTkax,
oduLUanbHOro AMCUMNIIMHAPHOTO Npouecca ¢ KOHKPETHBIMU AeACTBUAMU, AeTanu3auwen U 3anucaMn O HanoXeHuu
AWCLUMNNUHapPHLIX B3bICKaHWI, YCIOBUIA loroBopa O nepejaye W npasun NoanNUcaHUA AOroBopa, Npasun NOANUCaHUs
cornaleHnss O KOHMUAEHLMANbHOCTU UMK HepasrnalleHuu, NpaBun NPoBEAEHUA WAEHTUMDUKaALUMKU nonb3osaTtenen,
npasBui cobrniofeHnst TOUHbIX rpaH1L, o0bnacTu paspeLleHHoro 4ocTyna U Npasun, Kacalowmnxea NpUueMnemoro npumMeHe-
HWS 1 BO3BpaTa aKTMBOB OpraHW3auuuM C KOHKPETHbIMU AEACTBUAMW U AeTanulauuei, n 3anuceit o6 ocyliecTBneHUn
KOHTpONS.

Ona FOD_PSN.2: 3anucu 06 obecneyeHnn oceegomneHHocTn 06 nHgpopmalmoHHoi 6esonacHoctu, o6y4veHnto n
npodeccuoHansHoin NoAroToBKe.

B.2.2.4 FOD_PSN.1 flomkHocTu n 06513aHHOCTU NepcoHana

3aBucuMoCTU:

FOD_PSN.1 Monutuka 6e3onacHocTy,;

FOD_RSM.1 MeHefXMeHT p1MCKOB BHYTPU OpraHu3aLuu.

FOD_PSN.1.1 O®Bb gormkHbl pa3paboTaTb M JOKYMEHTUPOBATbL A OSIKHOCTU M 06A3aHHOCTU CnyXallux, NoApSAYn-
KOB W Nomnb3oBaTens TpeTbel CTOPOHbLI B COOTBETCTBUM C MONUTUKOA 6e30nacHOCTU opraHusauuu.

FOD_PSN.1.2 O®B gomkHbl onpeaenstb 0653aHHOCTU MO OKOHYaHUM paboTbl MO HAaWMYy WKW NPU U3IMEHEHUM
BWA&@ AEATENbHOCTH.

FOD_PSN.1.3 O®b fomkHbl onpeaensite Tekywme TpeboBaHusi 6e30nacHOCTU, NpaBoBble 06A3aHHOCTH, corna-
LUEHWUA O KOHPUAEHLMANbHOCTUA U YCIIOBUS, COXPaHSIOLLMECS B TEYEHUE ONpeferieHHOro nepuofa nocne BbiNONHEeHNS
3afjaHus crnyxatium, NoApsAYMKOM UK nonb3oBaTeneM TpeTbel CTOPOHLI, MO nepefade 0653aHHOCTEN NPU YBOMbHE-
HUW.

FOD_PSN.1.4 O®b pgomxHbl onpefenaTs TpebosaHua 6e3onacHoOCTU AN nepcoHana, paboTalolero Ha oxpaHs-
eMbIX y4acTkax.

FOD_PSN.1.5 O®Bb pomkHbl onpeaensaTe TpebosaHnsa 6e30nacHOCTM MpuU MULLIEHWKA NpaB A0CTyNa CnyxXaliux,
NoAPSAYMKOB U Nonb3oBaTeneil TpeTbell CTOPOHBI K MHcbopMaLmn U cpefcTBaM 06paboTkn MHOpMaLMN NO OKOHYAHWUK
WX cpoka crnyx6bl, NpekpalleHun AEWCTBUA KOHTPaKTa UK CormalleHUs UM KOppeKTMPOBKU 3TUX MpaB NPU 3MEHeHUn
BUA@ AEATENBHOCTU.

FOD_PSN.1.6 O®E fomkHbl onpegensaTs TpeboBaHuA 6e3onacHOCTU Mo BCeM kaHAauAaTypaM ANna Kaapos, Noa-
PAAYMKOB U Monb3oBaTeneil TpeTbel CTOPOHbI B COOTBETCTBMU C PENEBAHTHBIMU 3aKOHAMKU U NONOXEHUAMM.

FOD_PSN.1.7 O®E pomkHbl onpefensiTe npouefypsl, pa3paboTaHHble U BeINONHAeMble npu cbope n npepoc-
TaBfeHUN CBULETENbCTB ANA HanoXeHUst AMCLUNITMHAPHOIO B3bICKAHWS, BHYTPU OpraHusauuun.

FOD_PSN.1.8 O®B gomkHbl onpeaensitb TpeboBaHuss 6e30nNacHOCTU NO  opUUUanbLHOMY  AUCLUMNIUHAPHOMY
npoLeccy B OTHOLUEHWW cryxallumx, NoAPSAYMKOB U Nonb3oBaTeriel TpeTbell CTOPOHLI, HapyLIMBLUMX NpaBuna 6esonac-
HOCTW.

FOD_PSN.1.9 O®E gomkHbl onpefenaTs TpeboBaHUs 6e3onacHOCTU MO YCNOBUAM AOroBopa o fnepejaye, KoTo-
pble POPMYNUpPYIOT: NpaBoBble 006A3aHHOCTU U MpaBa cryXKalux, NOAPSAYMKOB U NONb3OBaTENe TPETbel CTOPOHBI,
0653aHHOCTW No KnaccuduKkaLum U ynpasreHUo JaHHBIMU OpraHu3aLun, UCnonb3yeMbiMU CAyXaluuMu, nogpsigumka-
MW 1 Nosib3oBaTeNsMN TpeTbell CTOPOHLI, 06si3aHHOCTU cryXallero no o6paboTke NepcoHanbHO| UHOPMALUK, BKIO-
Yasi NepcoHanbHyo MHOPMaLMIo, Co3flaHHyIo B pe3yrkTaTe Uiu B X0A4 e BbINOMIHEHWS 3afaHns opraHusaumu, obsasaHHo-
CTW, BbIMNONHAEMbIE 3a NpefenaMn NOMeLLEHUIA OpraHM3aLuMu U B CBEPXyPOUHOe BPeMs, U AeUCTBUSA, NpearnpuHumae-
Mble B Cly4ae WHOPUPOBaHUA CryXalluMK, NoApPsiAYMKaMK U Monb3oBaTeNAMU TpeTbei CTOpoHbl TpebGoBaHuii 6e3o-
nacHocTun, o6s3aTenbHBIX ANS BceX paboTHUKOB OpraHusaLyu, HOBbIX CAyXalux, NOAPSAYMKOB W nonb3osatenei Tpe-
Tbelh cTopoHbl. O6A3aHHOCTM, CoAEPXKaLLUECH B YCNOBUSX HaiiMa, JOMKHbLI OCTaBaTbCA B CUNe B TeYEHUe onpeferieHHo-
ro nepuoga BpeMeHn nocrie 3aBepLUeHUsi paboTel Mo HaiiMmy.

FOD_PSN.1.10 O®E gomxHbl onpefensTb NpaBuia, ¢ KOTOPLIMUA COrMacHbl CnyXalyue, NoAPAAYMKA U Nonb3oBa-
Tenn TpeTbei CTOPOHbI U KOTOpLIE NMOAMMUCHIBAIOTCA UMK B KayecTBe WX [OrMOBOPHOro obs3aTenbctBa B OTHOLLUEHUU
obs3aTenLCTB opraHusaumn no obecneveHnio MHGOPMaLMOHHOK BesonacHoCTU.

FOD_PSN.1.11 O®B gomxHbl onpepensiTe NpaBuna NofgnucaHns CornaleHns o KoHpuaeHUNansHOCT UIn He-
pasrmalleHnn Kak 4acTu HavanbHbIX YCIOBUIA HaillMa nepea nNpefocTaBneHneM nNpaBa A0CTyna K cpeacTeam obpaboTku
uHdopMaLmmn 1 To, 4To TpeboBaHUA cornalleHnidi 0 KOHPUAEHLMANBHOCTU UK Hepa3srnalleHun, oTpaxatowme notpe6b-
HOCTb OpraHusauuu B saluTe UHopMaLmK, MAEHTUDULMPOBAHE! U PErYNAPHO NepecMaTpuBaloTCA.

FOD_PSN.1.12 O®B gonxHel onpefenste TpeboBaHus 6e3onacHoCcTh Ans cornaleHusl o KoHgpuaeHunansHoCTn
Npu BHECEHUU U3MEHEHMWIA B YCIIOBMA 33fjaHUs UNKU KOHTpakTa, ocobeHHO B criyyae Heo6xoauMocTu Ans paGoTHUKOB
MOKUHYTb OPraHU3aLuio UNn B Criydae OKOHYaHWUs KOHTpakKTa.

FOD_PSN.1.13 O®b pomkHbl onpeaensaTb NpaBuna HOLWEHWA NepcoHanoM Kakux-nmbo 3HakoB BU3yanbHOro
pacnosHaBaHus.

FOD_PSN.1.14 O®b pomkHbl onpeAenaTb NpaBuna npegoTspalleHus gonycka Kk obopyaoBaHUio opraHusaLum
Nto6bIX HeCaHKLUWMOHWUPOBAaHHLIX NNL,
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FOD_PSN.1.15 O®E pomkHbl onpeAenATb NpaBuna UCrofib3oBaHns MHopMaLum 1 akTUBOB opraHusauuu.

MpMMedYyaHUe— AKTUBLI OpraHu3aLu BKTKOYatoT B cebs paHee BbiNyLeHHOe nporpaMMHoe obecrieyeHue,
KoprnopaTUBHbIe OKYMEHTEI, MEPEHOCHBIE BEIMUCIUTENBHLIE YCTPOICTBA, KpeAUTHBIE KapTO4KK, KapToYk/ JOCTyna, npo-
rpaMmHoe obecrneyerune, PyKOBOACTBa W XPaHUMYIO Ha ANeKTPOHHBIX HOCUTENsSX UHdopMaLuto.

FOD_PSN.1.16 O®E aomkHLl onpeAensaTs NpaBuna Bo3spaTa BCeMU CryxalyyMu, NogpsaaqnkaMu U nofbsobare-
NAMM TPeTbe CTOPOHbBI BCEX akTWBOB OpraHnsaLun, HaxoaALWMXCA B UX BNajeHum, Nno 3aBepLueHnn ux paboTel No Haimy,
KOHTpaKTa unu gorosopa.

FOD_PSN.1.17 O®b aomkHel onpefensTs NpaBuna NpejoTepalleHWst BelHOCA akTMBOB OpraHu3aLvu cryxaluu-
MW, noApsAYMKaMn U Nofb3oBaTENsAMU TPeTbe CTOPOHLI 3a TEPPUTOPUIO opraHusalun 6e3 paspelleHus.

FOD_PSN.1.18 O®E pgomkHbl onpeaensTe NpasBuna pasfeneHus o6s3aHHOCTEN U JOMEHOB OTBETCTBEHHOCTH
ANA yMeHblUeHNs BEPOATHOCTU HECaHKLMOHUPOBAHHOMO MU HenpejHaMepPeHHOro U3MEHEeHUs WU HenpaBUNbHOTO
UCMNONb30BaHUA aKTUBOB OpraHu3aLuu.

FOD_PSN.1.19 O®Bb pomxHbl onpegensTte TpeboBaHus 6ezonacHocTu no oguymansHOMY NPoLEcCy HanoXeHus
ANCUMNIMHAPHBIX B3bICKAHUA Ha paboTHUKOB, HapYyLWMBLUKMX Mpasunia 6e3onacHocTy.

B.2.2.5 FOD_PSN.2 O6ecneueHne ocBegomIieHHOCTM 06 uHdopmMauuoHHoi 6e3onacHocTu, oGyueHuu n
npodpeccuoHanbHoOl NoAroToBke

3aBNCMMOCTY: 3aBUCMMOCTH OTCYTCTBYIOT.

FOD_PSN.2.1 O®E pgomxHel onpeaensaTs U JOKYMeHTUpoBaTb TpeGoBaHWA 6e30nacHOCTU, Mo KOTOPLIM BCe CRy-
Xalle, noApAfYMKN 1 nons3oBaTenu TpeTbel CTOPOHLI NONYYUNU COOTBETCTBYIOLLYIO MOATOTOBKY B OTHOLUEHUW OCBe-
LOMIEHHOCTU O perynsapHbIX 0OHOBNEHUSAX NOMUTUK U Npoueayp OpraHW3auun COOTBETCTBEHHO CBOEN AOMKHOCTU.

FOD_PSN.2.2 O®b pomkHbl onpeaensaTe U AOKYMeHTUpoBaTh TpeboBaHuA 6e30nacHOCTU, NO KOTOPbIM NOAro-
TOBKa B OTHOLUEHUW OCBEOMIIEHHOCTU JOSMKHA Ha4YWHaTBLCA ¢ pOopMasribHOro O3HaKOMUTENBHOro rnpouecca, npeaHas-
Ha4yeHHOro Ans 03HaAKOMMNEHUA ¢ MonuTUKaMu 6e30NacHOCTU U OXUAAHWAMMU OpraHU3aLuKn nepes NpeaocTaBneHneM
Joctyna K MHcopMaLmu unu ycryram.

FOD_PSN.2.3 O®b gonxkHbl onpeaensaTs U AOKYMEHTUpoBaTb TpeboBaHMA 6e30nNacHOCTH, MO KOTOPLIM TeKyllee
obyyeHne JormkHO BKtouaTb B cebsi 3HaHWe TpeboBaHuii 6esonacHoCTH, NpaBoBLIX 06s13aHHOCTER U Mep obecneveHus
LenoBoil AeATenbHOCTH, a Taioke obyyeHne NpaBUNbHOMY MCNONb30BaHWUIO cpeAcTB 06paboTkn MHOpMaLMK, NakeToB
nporpaMm W MHOpMaLMKU O MpoLecce HanoXeHUs AUCLMNAUHAPHBIX B3bICKaHMIA.

B.2.3 AAMUHuCTpupoBaHne MeHeKMeHTa pucka (FOD_RSM)

B.2.3.1 XapakrepucTtuka ceMeicTBa

[aHHoe ceMelcTBO onpeaensieT ynpaBreHUs pUckaMu ANsi afMUHUCTPUPOBaAHNA U BKNOYaeT B ceba MeHepx-
MEHT PUCKOB ANS OpraHu3aLymn U CBA3aHHbLIX C HEl TPETBUX CTOPOH.

B.2.3.2 PacnpeneneHue KOMNOHEHTORB NO YPOBHIO

FOD_RSM.1 MeHeaXMeHT puUCKOB BHYTpPU opraHu3aLmu

OnpegeneHbl NpoLefypbl MEHeAXMEHTa PUCKOB.

FOD_RSM.2 MeHeaXMEHT pMUCKOB, CBA3AHHBIX C JOCTYNOM TPETbUX CTOPOH

OnpepgeneHrsl NpoLeAypbl MeHeAXXMEHTa PUCKOB, CBS3aHHbLIX C [OCTYMOM TPETbUX CTOPOH.

B.2.3.3 3anucwu

Ons FOD_RSM.1: onucaHne MeHeaXMeHTa PUCKOB Afsl OpraHu3aLui ¢ KOHKPETHLIMWU AENCTBUSAMMU U 3arMcaMu
0 MPOBEeAEHUN MEeHeLXMEHTa PUCKOB.

Ons FOD_RSM.1: onucaHne MeHefXMeHTa pUCKOB, CBA3AHHbLIX C JOCTYNOM TPETbUX CTOPOH, C KOHKPETHbIMU
LeiCTBASIMU W geTanusauuedt 1 3anucsimm O NpoBefeHUN MEeHeXMeHTa PUCKOB.

B.2.3.4 FOD_RSM.1 MeHemXMeHT pUCKOB BHYTpPU OpraHusauum

3aBNCYMOCTM: 3aBUCMMOCTH OTCYTCTBYHOT.

FOD_RSM.1.1 O®E gomkHbl onpefenatb npouedypbl MEHeAXMeHTa PUCKOB ANSA CMMCKOB MHpopMaLn U cpeacTs
06paboTkn MHOPMaLIMK, BKIOYast HAJOMHUKOB W APYruX yAaneHHbIX U MOBUMbHEIX none3oBaTenei.

FOD_RSM.1.2 O®PB gomxHbl onpeaensats TpeboBaHus 6e3onacHOCTU NpoBefeHUA MeHedXMeHTa PUCKOB AN
aBTOMaTU3UPOBAHHOA CUCTEMbI ¢ BU3HEC-MPOLECCOM.

FOD_RSM.1.3. O®B gomxHel onpegensats TpeboBaHusa Ge3onacHOCTH, MO KOTOPLIM NoOMydYaeTcs CBOeBpeMeHHas
MHOPMaLMA O TEXHUYECKUX YA3BUMOCTAX UCMOMb3yeMbIX MHGOPMALMOHHBIX CUCTEM, OLIEHUBAETCA NOABEPXEHHOCTb
opraHusauuu TakuMm yA3BUMOCTSM U MPUHWUMAIOTCA COOTBETCTBYIOLME felCTBMS No oBpaboTke PUCKOB, CBA3AHHBLIX C
3TUMMW YS3BUMOCTAMM.

B.2.3.5 FOD_RSM 2 MeHemXMEHT pUCKOB, CBA3AaHHbIX C AOCTYNOM TPETbUX CTOPOH

3aBNUCUMOCTM: 3aBUCMMOCTH OTCYTCTBYIOT.

FOD_RSM.2.1 O®B pgomxHbl onpefensTb npoueaypbl MEHeAXXMeHTa PUCKOB ANA nepedHeil nHgpopmauuu u
cpencte 06paboTkn MHGOPMaLmMK, K KOTOPEIM TPETbU CTOPOHbLI MoflyyaT JOCTYN € Y4eTOM nepevHei Mep obecneveHus
6e30NacHOCTH, UCNONBb3yeMbIX TPETEUMU CTOPOHAMMU, NPaBOBbLIE M HOPMaTUBHbLIE TPeBOBaHWA, KOTOPbIe AOMKHA YYNUTbI-
BaTb TPETbA CTOPOHA, M JOroBOpHLIE 06513aTeNbLCTBA, KOTOPLIE AOMKHBI YUUTLIBATL OPraHU3aLUmns U TPeTbsi CTOPOHA.

FOD_RSM.2.2 O®E gomkHbl onpeaensTs NpoLeaypsl uaoeHTUMMUKaLUU pUckoB AnNa UHdopMaummu U cpeacts 06-
paboTkn uHdopMaLun opraHu3aumu, UCXOASILLMX OT BU3HeC-NpoLECCOoB, BKNIOYAA BHELWWHWE OpraHW3auun, W peanusa-
LMK COOTBETCTBYIOWMX Mep Nepej NpejocTaBieHneM JocTyna.
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B.2.4 AAMuHUCTpUpoBaHue ynpaBsneHus nHungeHtamu (FOD_INC)

B.2.4.1 Xapaktepucrtuka cemeicrTaa

HaHHoe cemelicTBO onpepenseT ynpaBneHne UHUMASHTaMu ANS aAMUHUCTPUPOBAHNSA W BKItoYaeT B cebs AeTa-
nu3aumnio ynpasneHua WHUWAEHTaMM.

B.2.4.2 PaH)XupoBaHue KOMIMOHEHTOB

FOD_INC.1 MHumaeHTbl 6e30nacHOCTM

OnpepeneHbl npouegypa cooblieHnsa o6 uHuMaeHTax 6esonacHOCTH, Npoueaypbl YNpaBreHUss MHUMAEHTaMU U
AENCTBUA MO BOCCTAHOBMEHMIO.

B.2.4.3 3anucu

ABTOMaTU3WpoBaHHasa cUcTema [ oMKHa COXpaHATb U NPefoCcTaBnATh ANA NPOBEPKU Crieaylolue cBAeTeNbCTBa.

Ona FOD_INC.1: onucanue cdopmarnbHoil npoueaypbl cooblieHus 06 uHuuaeHTax, npoueayp ynpaerneHus MHUM-
AeHTaMu 1 AeiicTBUI NO BOCCTAHOBMNEHUIO C KOHKPETHBIMU AeACTBUSIMU U cneyudukaumamu (deTanusaumeid) n sanucu
coobLeHuit 06 nHUMAeHTax 6e30MacHOCTM U UX yNpaBneHuu.

B.2.4.4 FOD_INC.1 MHumMaeHTbl 6e3onacHOCTH

3asucumoct: FOM_INC.1 CoobuyeHune 06 obHapyXeHHbIX npobrnemax 6e3onacHoCTu.

FOD_ORG.2 ObsisaHHOCTU cobpaHus pyKoBoACTBa.

FOD_INC.1.1 OdB gomxHbl onpefensits npoueaypbl dopmanbHoro coobuwernns o6 uHuyupaeHtax GesonacHocTu
COBMECTHO C MpoLieAypOl pearMpoBaHWsA Ha WHUWAEHTHl, HaMeyas AeWCTBUA MO MpPUHATMIO cooblyeHns 06
VHUMAEHTe.

FOD_INC.1.2 O®Bb aomKHblI yCTaHOBUTL TpeboBaHUsi 6€30MacHOCTU, KOHTAKTHLIW NYHKT, B KOTOpbIA MOXeT o6pa-
TUTLCA NULIO, XenatoLlee coobmTb 06 MHUMAEHTe.

FOD_INC.1.3 ODE gomnxHbl onpegendtb Npoueaypbl yNpaBneHUs nHuuaeHTamMu gna obpaboTku noTeHUManbHbIX
TMNOB WHUMAEHTa Be30nacHOCTH, BKIIOYasi OTKa3bl CUCTEMBI U HEBLINONHEHHOE 06CnyXuBaHWe, BUPYChl U Apyriue BUabI
3NOYMBILLNIEHHOrO KOAA, 0TKa3 B o6CcnyXusaHuy, oMbk B pesynisrate HENONHOW MW HETOYHOW AenoBoi MHopMaLmK,
HapyLWweHWs1 KOHUAEHLMANbLHOCTH, LENOCTHOCTM, NOAOTYETHOCTH, ayTEHTUHHOCTHN, HAAEXHOCTA UM YacTHOW XKU3HM 1
HenpasunbHOEe UCMNOoNb3oBaHNe MHAMOPMALMOHHBLIX CUCTEM.

FOD_INC.1.4 O®b pgomkHbl onpepensite TpeboBaHusi 6e3onacHoCTU ANA AEWCTBUIA NO BOCCTaHOBMEHUIO Mocre
HapyleHuii 6e30NacHOCTU U YCTPaHEHUIO OTKa30B CUCTEMBI.

FOD_INC.1.5 O®b gomxHbl onpeaensts TpeboBaHuss 6ezonacHoOCTU NO perncTpauun oTkasoB, O KOTOPLIX CO06-
LMK nonb3oBaTenu, OTHOCUTENbHO Npobnem ¢ 06paboTkoi UHOpPMaLMK U CUCTEMaMKN CBA3W.

FOD_INC.1.6 O®B ponxHel onpefenaTb Npouesypbl, NOCPEACTBOM KOTOPbIX HEOBXOAMMO Kak MOXHO ckopee
coobLatb 06 MHUMAEHTax 6€30MacHOCTM Mo COOTBETCTBYIOWWM KaHanam yrnpaBneHus.

FOD_INC.1.7 O®E gonxHbl onpeaensTe npaBuna ofecnedeHns oCBEAOMITEHHOCTU BCEX CRyXalux, NoApaAYM-
KOB W norb3oBaTeneil TpeTbeil CTOPOHbI MHPOPMaLMOHHBIMU cMCTeMaMK W ycriyramu o npouegype coobujeHus o6
WHUMAEeHTax 6e30MacHOCTU U TOYKE KOHTaKTa.

FOD_INC.1.8 O®DB pomxHbl onpegensaTb npa.una, No KOTOPLIM OT BCEX CRyXKallux, MoAPSAAYMKOB U NONb3oBaTe-
neil TpeTbeit CTOpOHEI TpebyeTes cooblyaTth 0 Mobbix HabnoAaeMbIX UK 3anof03peHHbIX cnabbix MecTax B cucteMe
6e30NacHOCTW pasnUYHLIX CUCTEM URK YCIyT.

FOD_INC.1.9 O®B gonxHel onpefensite 0653aHHOCTU W Npouesypel ANs pyKoBOACTBa No obecnedeHuto GuicTpo-
ro, apdeKTUBHOro N OpraHM3oBaHHOrO pearMpoBaHUs Ha UHLUUAEHTHI UHOpMaLMOHHON 6e3onacHOCTU.

FOD_INC.1.10 O®E pomKHbl onpefensaTs MexaHW3Mbl, NO3BOMAOLME OMNpeAenATb YnCcno TUnos, macwTabos
WHUWAEHTOB MHOPMaLMOHHO! 6e3onacHOCTM 1 pacxofbl Ha HUX, U KOHTPONMpPOBaTL WX.

FOD_INC.1.11 O®B gomkHbl onpegensTe TpeboBaHna 6e3onacHOCTM AN criydaes, Korga AOMOMHUTENbHOe pac-
crefoBaHue, HanpaBneHHoe NPOTUB NLa UK opraHu3aumMm nocne UHUWAEHTa MHopMaLMoHHON 6e30NacHoCTU, BKIHO-
YaeT B cebsa npaBoBoe feiicTBUE (rpaAaHCKWiA UM YronoBHbLIA UCK) U c6op CBUAETENLCTB, KOTOPLIE COXPaHSITCS U
NPeAOCTaBNATCS B COOTBETCTBUM C NpaBunamMu NS CBUAETENBCTB, U3NOXEHHBIMW B COTBETCTBYIOLLEN FOPUCAMKLMM.

B.2.5 AgMuHucTpUpoBaHue opraHusaumu 6esonacHoctu (FOD_ORG)

B.2.5.1 XapakrepucTtuka cemeiictBa

JaHHoe ceMelcTBO onpeflenseT afMUHUCTPUPOBaHUE opraHusauuu Ge3onacHoCcT U BKNoYaeT B cebs nogpob-
HOe W3noXeHWe 3acefaHusi PyKOBOACTBA.

B.2.5.2 PaH:xMpoBaHue KOMMNOHEHTOB

FOD_ORG.1 ObsasaHHOCTH MO KoopAMHaLuu HesonacHOCTU

OnpepeneHbl 0653aHHOCTU NO KOOpAUHaLuUKU 6e30MacHOCTHU.

FOD_ORG.2 O6s13aHHOCTU 3acefaHnsa pyKOBOACTBa

OnpeaeneHbl 0653aHHOCTU 3acefaHnsa PyKoBOACTBA.

B.2.5.3 3anucu

ABTOMaTM3NpOBaHHash cuUCTeEMa JOMKHa COXpaHATb W MPeAocTaBnsATe ANS NPOBEPKU Ccriefylolne CBUAE-
TenbCTBa.

Onsa FOD_ORG.1: on1caHne o6ssaHHOCTel Mo koopAauHauun 6e30nacHOCTH C KOHKPETHBIMU JecTBUSAMA U feTa-
nusayuen.

Ona FOD_ORG.2: onucaHne o6sA3aHHOCTER 3acefaHusi PYKOBOACTBA C KOHKPETHbIMU LENCTBUAMU W [eTanu-
3auuen.

47



rOCTPUNCO/MIKTO 19791—2008

B.2.5.4 FOD_ORG.1 OTBeTCTBEHHOCTb 3a koopAuHaLuio 6e3onacHoCcTU

3aBMCMMOCT: 3aBUCMMOCTHM OTCYTCTBYIOT.

FOD_ORG.1.1 O®B pomkHbl onpegensiTe 06513aHHOCT MO KOOPAUHALMK JeACTBUIA no obecnedeHnto MHgopmMa-
LIMOHHOR 6e30nacHOCTW NpefCcTaBUTENAMU pasfUYHbIX NoApasfeneHunii opraHmsaunn ¢ COOTBETCTBYOLMMU LOMKHOCT-
HbIMU 0BA3aHHOCTSAMM.

FOD_ORG.1.2 O®B gomxHbl onpefensats TpeboBaHusa 6e3onacHoOCTU NOAAEPXKaHUA COOTBETCTBYHOLUMX KOHTaK-
TOB C peneBaHTHLIMU OpraHamMu ynpasrneHus (BnacTu).

FOD_ORG.1.3 O®B gonxHbl onpefensats TpeboBaHus 6e3onacHoOCTU NOAAEpXKaHWA COOTBETCTBYHOLUMX KOHTaK-
TOB CO cneunanbHbIMKA rpynnamu no MHTepecam Uin apyruMu opymamu cneypanuctos no 6e3onacHocT M npodeccy-
OHamnbHLIMU 0ObeaUHEHNAMN.

B.2.5.5 FOD_ORG.2 O6s13aHHOCTM 3acefaHUAl pyKoBoACTBa

3aBNCUMOCTM: 3aBUCMMOCTH OTCYTCTBYIOT.

FOD_ORG.2.1 O®Pb gomxHbl onpedenaTe 0653aHHOCTU 3acefaHus PyKOBOACTBa, 3aHUMalOLLEerocs Bonpocamu
GesonacHocCTy.

FOD_ORG.2.2 OB pomxHbl onpefensaTte TpeboBaHus, NpefbsBnaeMble K 3acefaHunto pykosoacTsa no obecne-
YEHWIo BEIMOSTHEHUSA LeiCTBUIA, cBA3aHHbIX ¢ 6€30MacHOCTLI0, B COOTBETCTBUM C MOMMUTUKOW MHGOpMaLUMOHHOW Gesonac-
HOCTU; N0 YTBEPXKAEHUIO METOLOMOMIA U NPOLECCOB, CBA3AHHBLIX C MHPOPMaLMOHHOW 6€30MacHOCTLI0, ML EHTUdUKaLMUM
M3MEHEHWUN Yrpo3 1 NofBepXeHHOCTU MHGOpMauun U cpeacts 0b6paboTkn MHdopMaLmmn yrposam, OLEHKe afeKkBaTHOC-
TU 1 KOOPAUHaLWKN cpefcTB obecnedeHuns WHpopMaLnoHHOW 6e3onacHocTu.

B.2.6 AQMUHUCTpupoBaHue cornalueHui o6 ycnyrax (FOD_SER)

B.2.6.1 XapaKrepucTtuka cemeiictBa

[aHHoe ceMeiicTBO onpefenseT cornalleHns ob ycnyrax OTHOCUTENBHO aiMUHUCTPUpPOBaHUA 6e30nNacHOCTU K
BKJTloMaeT B cebsa getanusayuto TpeboBaHuii 6e3onacHOCTU CeTEBLIX YCMYT.

B.2.6.2 PaHXXupoBaHue KOMNOHEHTOB

FOD_SER.1 JoroBopkl no ceTeBbIM ycnyram. OnpeferneHbl XapakrepucTukn besonacHoctu, ypoHu 6e3onacHoc-
TU 1 TpeboBaHWUA ynpaBneHus ceTeBbIMU yCryrami.

B.2.6.3 3anucu

ABTOMaTU3NpPOBaHHasA CUCTEMA L OMKHa COXpaHATL U NPefoCTaBNATL ANA NPOBEPKU CreAYIoLLne CBUAETENbLCTBA.

Ona FOD_SER.1: onucaHue xapakTepucTUK GesonacHoCTH, ypoBHel 6e3onacHocTu U TpeboBaHuiA ynpaBneHus
CeTeBbIMU yCryramu.

B.2.6.4 FOD_SER.1 floroBopbl N0 ceTeBbIM ycnyram

3asucumocTtn: FOS_NET.1 CeTeBble ycnyru.

FOD_SER.1.1 O®B ponxHbl onpefensts TpeboBaHus 6e3onacHOCTV NO MAEHTUUKALMKU XapaKTepUCTuk 6eso-
nacHocTU, ypoBHei GesonacHocTv 1 TpeboBaHWit ynpaBneHUs BCeMU CETEBBIMM YCITyramu 1 BKITIOYEHUIO UX B AOrOBOP NO
CEeTeBbIM ycryram.

FOD_SER.1.2 O®B pgonxHbl onpefensTs TpeboBaHMsa 6e30nNacHOCTM B OTHOLLEHWM CNOCOBHOCTU NpoBaigepa
CeTeBbIX YCIyr YNpaBnsATb cornacoBaHHbIMK yeryramu 6esonacHelM 06pa3om U cornalleHns 0 NpaBe Ha ayauT.

FOD_SER.1.2 O®E aonxHbl ycTaHaBnNuBaTh cornaleHns no obMeHy uHdopmauueid u nporpaMMHelM obecneve-
HUEeM Mexay opraHusauuei W BHELUHUMU CTOPOHaMM.

B.3 Cucrtembl UT: Knacc FOS

OaHHbIl knacc onpepenseT TpeboBaHWA k opraHMsalMoHHBEIM MepaM Ans cuctem UT B aBToMaTU3MpoBaHHON
cucteme.

B.3.1 Nonutuka ansa cucrem UT (FOS_POL)

B.3.1.1 Xapakrepucrtuka ceMeicTBa

[aHHoe ceMeiicTBO onpeaensieT nonuTukn GesonacHocTU ANA cucTteMm MT B aBTOMaTU3UPOBAHHON CUCTEME W
BKItovaeT B ceba feTanusauuio TpeboBaHW Ge30MacHOCTH, YNpaBneHne U3MEeHEHNSIMU, KOHTPOrb 3@ BPE4OHOCHEIMU
Kogamu W KpunTorpacuio.

B.3.1.2 PaHxupoBaHue KOMNOHEHTOB

FOS_POL.1 TpeboBaHusa 6e3onacHoCTU

OnpegerneHbl npoueaypel ynpaBrneHWs oGHOBNEHUEM W UAEHTUUKaLMERA U3MEeHeHWI, YynpaBneHns UBMeHeHuns-
MW 1 BBEEHUS U3MEHEHHOW CUCTEMbI.

FOS_POL.2 lMNonuTnka BpefoHOCHLIX KOA0B

OnpegeneHsbl Npoueaypbl ynpaeneHusa npu pabote ¢ BpefOHOCHBIMU KOA4aMMU.

FOS_POL.3 Monutuka MOBUNBHEIX KOLOB

OnpegeneHsbl Npoleaypbl ynpaeneHus npu patoTe ¢ MOBUMbHBEIMU KOA@MU.

FOS_POL.4 KpunTorpaduyeckas nonuTuka

OnpeaeneHbl NpoLeaypbl UCMONb30BaHUA KpunTorpadu4eckux METOAO0B U MpoLefypsl Ha3HavyeHua Kpuntorpa-
PUYECKUX KIHoYei.

FOS_POL.5 ObLenocTynHble cUcTeMBI

OnpegeneHsl Npoueaypsl 3aWnTbl 06LLe[O0CTYMHLIX CUCTEM.

B.3.1.3 3anucu

ABTOMaTW3MpPOBaHHasA cMCTEMA [OJKHA COXPaHATb W MPefoCTaBNATb ANA NPOBEPKM criedyroLine cBUAeTenbCTBa.

48



rOCTP NCO/MIK TO 19791—2008

Ona FOS_POL.1: onucaHue TpeboBaHuii 6e30nacHOCTM 1 ynpaBneHYeckUX Mep ¢ UBMEHEHUSMU € KOHKPETHLIMU
JeiicTBUAMY, cneLlndukaLmamm 1 3anucaMn 06 ocyLLECTBIEHUN YNpaBReHWs.

Onsa FOS_POL.2: onucaHne npoueayp ynpasneHusi npu paboTte ¢ BPeJOHOCHBIMUA KOAAMU C KOHKPETHBIMU feid-
CTBMSAMM, creludukaLuamm n 3anucamm o6 OCyLLECTBIEHUN KOHTPOMS 3a BPELOHOCHBIMU KOAaMmu.

Ons FOS_POL.3: onucanune npoueayp ynpasneHusi npyu paboTe ¢ MOBUMbHBIMK KOG4aMU C KOHKPETHBIMU AEACTBU-
AMM, cneunduKaLmMamMm 1 3anucsamMm o6 OCYLLECTBIEHUU KOHTPONSA 3a MOOUMbHBEIMU KOAaMU.

Onsa FOS_POL.4: onucaHne NonWTUKM UCMONb30BaHUS KpunTorpadpuyecknx MeTo40B U 3anuceil no NpoBefeHuto
KpunTorpau4eckoro KOHTpors.

Onsa FOS_POL.5:onncanne npoueayp 3awurbl 06WeA0CTYMHBIX CUCTEM € KOHKPETHBIMWU AeNCTBUSMU, cnelmdu-
KaLuaMK U 3anucsiMA No NpOoBefEeHUI0 KOHTPOSS.

B.3.1.4 FOS_POL.1 Tpe6oBaHusa 6e3onacHocTn

3aBucumocTtu: FOM_PRM.2 PasgeneHvne npuBuneruii.

FOS_POL.1.1 O®E pomkHbl onpeaensaTb NpoLeaypbl Npolecca ynpasneHns o6HoBNeHUeM nporpamMmmHoro obec-
neyeHusi 4na obecrneyeHns yCTaHOBKM CaMblX COBPEMEHHbIX YTBEPXAEHHbBIX NaTYei U NPUNOXKEHUA B CaHKUMOHUPOBAH-
Hoe nporpamMmHoe obecneyeHue.

FOS_POL.1.2 O®B gomkHbl onpefensTs nNpoueaypbl aeHTUgMKaLmMn n3MeHeHWih B cpegctBax obpaboTku nH-
opMaLM U cUCTEMEX M OLIEHKN MOoTeHUManbHbIX BO34eACTBUA.

FOS_POL.1.3 O®E pgomxHbl onpeaensTe npoueaypbl opManbsHOro KOHTPONS 3a U3MEHEeHWsIMU ANs ynpasrie-
HUSI BHEAPEHUEM U3MeHeHWih B cpeacTBa 0bpaboTku MHOPMaLMK U CUCTEMBI.

FOS_POL.1.4 O®E gomkHbl onpefensaTb NpouUefypbl COXpaHEHUS U KONUPOBaHWA GUONMoOTEK NporpaMMHBIX
WCTOYHMKOB B COOTBETCTBUW C KOHTPOSIEM 3@ M3MEHEHUSMU.

FOS_POL.1.5 O®Bb pomkHbl onpefenaTb NpoLleaypbl perynspHbiX NPOBEPOK MHDOPMALMOHHBIX CUCTEM Ha COOT-
BETCTBME CTaHAapTaM BHeApeHusi GezonacHocT.

FOS_POL.1.6 O®B ponxHbl nanarate cpefcrBa obecneveHnsa 6e3onacHoOCTU B cnuckax 6usHec-TpeboBanuid Ans
HOBBIX MHEPOPMALIMOHHbLIX CUCTEM WUIW PACLUMPEHNIA UMEIOLLMXCA MHOPMALMOHHBLIX CUCTEM.

FOS_POL.1.7 O®B pomxHbl onpeaensaTb NpoueAypbl ynpaBreHUs yCTaHOBKOW NporpamMmHoro obecnedeHusi B
aBTOMaTU3MPOBaHHbIE CUCTEMBI.

FOS_POL.1.8 O®B ponxHbl onpegenaTb NpoueAypbl NEpecMoTpa U UCNBITAHWUA KPUTUYHLIX AN GuaHeca npurno-
XEHWIA NpU BHECEHWU U3MEHEHUI B onepauuoHHble cucTeMbl AnsA obecneyeHns oTCYTCTBUA OTPULATENbHOMO BIIUSHUSA
Ha AesATeNbHOCTb UM 6e30nNacHOCTL OpraHu3aLuu.

FOS_POL.1.9 O®B pgomxHbl onpefensaTb NpaBuna NpensiTcTBOBaHUA MOAUMUUWPOBAHMIO NaKeToB Mporpamm,
orpaHu4MBanch HeobXoaMMbIMU U3MEHEHUAMW NPU YCIOBUN CTPOroro KOHTPOSS 3a HUMM.

FOS_POL.1.10 O®Bb fonxHsel JOKYMEHTUpoBaTb, COXPaHATb U NPEAOCTaBNATL NpoLeAypbl BCEM HyXAaloWWMEs B
HUX NOnb3OBaATENAM.

B.3.1.5 FOS_POL.2. MonuTuKa 3aWwmThbl oT BPeAOHOCHbIX KOAOB

3aBnUCUMOCTM: 3aBUCMMOCTU OTCYTCTBYIOT.

FOS_POL.2.1 O®B gonxHel onpefensaTs npoueaypbl yNpaBNeHUa 3awWuToin CUCTEM OT BPeAOHOCHBLIX KOAOB, CO-
obLyeHns 06 UX BOCCTaHOBIIEHUW Nocne aTak BpeOHOCHBLIX KOAO0B.

FOS_POL.2.2 O®E gonxHel onpefensts npoueaypbl 0GHapyXeHUs 1 3aluThl OT BPEAOHOCHBLIX KOAOB, KOTOpLIE
MoryT 6bITb NepeaaHsl NOCPEACTBOM CPEACTB CBA3M.

FOS_POL.2.3 OPE gomkHel onpeaensTe 0643aHHOCTU NO 3aLyuUTe CUCTEM OT BPeOHOCHBIX KOAOB, 06y4eHUto B
UX NPUMEHEHWN U BOCCTAHOBMNEHWUIO NOCHe aTak BPeJOHOCHbLIX KOA0B.

FOS_POL.2.4 O®BE pomxHbl onpeaensTb NpoLeaypbl peanusauun ynpasneHvyeckux Mep obHapyxeHuem, npe-
JOTBpaLLEHWEM U BOCCTAHOBIIEHUEM A5 3aLLUTLI OT BPEAOHOCHBIX KOAOB U OCBEAOMNEHHOCTN COOTBETCTBYIOLLUX MONb30-
BaTenen.

B.3.1.6 FOS_POL.3 MNonuTtuka 3amTbl oT MOGUNbHLIX KOAOB

3aBnUCUMOCTM: 3aBUCMMOCTU OTCYTCTBYHOT.

FOS_POL.3.1 O®b pgomkHbl onpeaenaTs nNpoueaypbl YyNpaBneHWs CaHKUWOHUPOBAHMEM UCNOMb30OBAHUA MO-
BunbHoro Koga.

FOS_POL.3.2 O®B pomxHbl onpegensts TpeboBaHusa 6e3onacHOCTU K KOHdUrypauun MobunbHoro koga ansi
obecneyeHns OYHKLMOHWPOBAHUS CaHKLMOHMPOBaAHHOTO MOBUNBHOrO Koja B COOTBETCTBUW C 4ETKO OonpeferneHHoi
NonUTUKON 6e30MacHOCTU U NpefoTBpaLleHUs peanusauMn HecaHKUMOHUPOBaHHOrO MOGUNbHOrO KoAa.

B.3.1.7 FOS_POL.4 Nonutuka B o6nacru kpuntorpacum

3aBnCYMOCTM: 3aBUCMMOCTH OTCYTCTBYIOT.

FOS_POL.4.1 O®b gonxHbl onpedensTb KpunTorpaduyeckyro NOANTUKY UCNOMb30BaHUA KpUNTOrpaduueckux
Mep obecneveHns 6esonacHoCTy ANSA 3aWWUTLl MHOPMAaLIMM B COOTBETCTBUN C PENEBaHTHLIMI COrNalLEHUsIMU, 3aKoHa-
MW 1 MOMOXEHUAMU.

FOS_POL.4.2 O®B pgomkHbl onpeAensaTb KpunTorpaduyeckyto noauMTUKY UCNoNb3oBaHUS KpunTorpaduueckux
Mep obecrnedveHns 6€30MacHOCTU ANA 3aLUTl MHDOPMALMMN.

FOS_POL.4.3 OB forxHbl ornpeaensTs npoueaypbl Ha3Ha4eHNa Knoden ANa NOAAEPXKKA UCNONb3oBaHMA opra-
HU3auuei kpuntTorpacu4eckux MeToAoB.
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FOS_POL.4.4 O®b pomkHbl onpegenaTb TpeGoBaHns 6e3onacHOCTU K NPOBEAEHUIO IOPUAUYECKO KOHCYrbTa-
UM nepes nepemMeLleHueM 3almdpoBaHHON MHPOPMaLUM UK KpunTorpaduyeckux CpeacTB ynpaBneHus B Apyryto
CTpaHy.

FOS_POL.4.5 ®BC gonxHel obecneunsaTb Mepbl obecnedeHus 6esonacHoCTU xpaHeHUs Nobbix KpunTorpadu-
YeCKUX KIoYeid, CBA3AHHbIX ¢ 3aMdpOBaHHBEIMU apxMBaMun UK LU poBLIMUA NOANUCAMU, U, NpU HEOBXOAUMOCTH, Npe-
AOCTaBMEeHUs UX CaHKLUMOHUPOBaHHLIM nNUUaM.

B.3.1.8 FOS_POL.5 O6uiecTBEHHbIe CUCTEMbI

3aBMCMMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOS_POL.5.1 ®bC pomxHbl o6ecneynBatb Mepbl Oe3onacHoCTM AN 3aluTbl NPOrpamMMHOro obecneyeHus,
AaHHbIX 1 Apyroil nHdopmaumm, Tpebytoulelt BLICOKOro YpOBHS LIENMOCTHOCTU NpU NpefocTaBneHnn B obLleoCcTynHoMI
cucTeme.

FOS_POL.5.2 O®B pgonxHbl o6ecneunBatb TpeGoBaHus 6e3onacHoCcTH Mo TecTUpoBaHuio o6LefoCTyNHOI cucTe-
Mbl Ha NpeAMeT Hanuuua cnabbix MecT U OTKa30B Nepea NpeAocTaBneHneM UHdgopmauuu.

FOS_POL.5.3 ®BC pomxHbl o6ecneunsaTb TpeboBaHUa GesonacHOCTU No Hanu4uio PopManbHOro npolecca
yTBEpXAEHUA nepef, onybnukoBaHmeM UHdOpMaLi.

FOS_POL.5.4 ®EC gomxHbl 06ecnevnBaTe TpeboBaHus 6esonacHOCTU NO NPoBepKe U YyTBEPXKAEHUIO BCEX BXOA-
HbIX A@HHbIX.

B.3.2 Kondpurypauus cuctem UT (FOS_CNF)

B.3.2.1 XapaktepucTuka ceMeicTBa

HaHHoe cemeiicTBO onpefenseT KoHdurypauuo cuctemsl T 1 BkNovaeT B cebs pasgenenune cpefbl paspaboTku
U cpefbl 3KCMyaTauun U KOHUrypaLuto CUCTEMBI.

B.3.2.2 PanxupoBaHue KOMNOHEHTOB

FOS_CNF.1 Pa3genenue cpegbl pa3paboTku U cpegbl SKcnmyarauum

OnpepaeneHbl pasfeneHue cpeabl pa3paboTku U cpefbl 3KCrnyaTauum U ynpaeneHue JOCTYNOM.

FOS_CNF.2 KoHdurypauua cuctemsl

OnpepeneHbl ynpasneHue pasgenseMbiMu pecypcaMn U KOHpUrypauus cuctemsl.

B.3.2.3 3anucu

ABTOMaTMW3WpOBaHHasa CUCTEMA AOMKHa COXpPaHATL U NPeAOoCTaBNAThL AN NPOBEPKU CreAYIoLLne CBMAETENbLCTBA.

Ona FOS_CNF.1: onucaHue pasaeneHus cpeabl paspaboTku u cpeabl SKCrlyaTaLmMn ¢ KOHKPETHBIMU AeUCTBUS-
MU, crieyndukaumamMm u sanucamn o6 ocyLlecTBNEeHUN KOHTPONS.

Ona FOS_CNF.2: onucaHne ynpasneHua pasgenseMbiMU pecypcaMmu U KOHUrypaLmm CUCTEMbI C KOHKPETHBIMU
JeicTBUSAIMU, crneLludukaLmMaMmu 1 3anucamm o6 ocyLecTBRNEHUU KOHTPONS.

B.3.2.4 FOS_CNF.1 PasgeneHue cpeabl pa3paboTku U cpeabl aKCnyaTauumn

3aBMCUMMOCT: 3aBUCMMOCTH OTCYTCTBYIOT.

FOS_CNF.1.1 O®BE pgomxHel onpeaensaTs nNpaBuia pasgerneHnsa No ypoBHsSM, KOTopble HeO6XoaMMEl Mexay cpe-
JaMu sKcrnyaTauuu, UcnbiTaHust 1 pa3paboTku Ans npegoTeBpalleHns npobnem ¢ skcnnyaTauyuei.

FOS_CNF.1.2 O®Bb pomkHbl onpeaensaTb [3agada: npaBuna] nepesog nporpaMMHoOro o6ecneveHust M3 cocTos-
HUsi pa3paboTkn B SKCMyaTaLMOHHOE COCTOsIHUE.

FOS_CNF.1.3 ®EC gomxHbl obecrneunBaTb ynpaBreH4Yeckue Mepbl 4ocTyna, NpUMEeHUMbIe K aBTOMaru3upoBaH-
HbIM MPUKNaAHLIM CUCTEMAM M TECTOBLIM NPUKITAAHBEIM CUCTEMaM C LENblo 3aLluThl 3KCNNyaTaUUOHHBIX JaHHbIX.

FOS_CNF.1.4 ©bC gomxHbl obecneumBaTh yrnpaBrneHYeckue Mepbl orpaHMYeHUSAMMU sl BCTIOMOraTernbHOro nep-
coHana, 3aHumarolerocs T, no gocTyny k 6ubnuotekam nporpaMMHbIX NCTOYHUKOB.

FOS_CNF.1.5 O®B pormkHEl onpefensTb NpaBuna Arnsi UHCTPYMEHTaNbLHOro U CUCTEMHOIO NMporpaMMHoro obec-
neYeHus, paboTatoLlero B pasnnyHbIX CUCTEMaXx MK npoLieccopax.

FOS_CNF.1.6 O®B pgomkHbl onpeaensTs NpaBuiia KoOnNupoBaHUA ornepaTtuBHOW MHOpMaLMM B TECTOBYIO Npu-
KnagHyr cuctemy.

B.3.2.5 FOS_CNF.2 KoHdurypauus cucremMbl

3aBMCMMOCTU: 3aBUCMMOCTHW OTCYTCTBYIOT.

FOS_CNF.2.1 O®E gomxHbl onpefensite NpaBuiia pasgeneHusi rpynn MHpOpMaLMOHHLIX YCIyT, Nosnb3oBaTenei u
UHPOPMALMOHHBIX CUCTEM Ha CeTH.

FOS_CNF.2.2 lMpn Heo6xoaMMOCTU NPUMEHEHUT KOHMUAEHUMANbLHOW NpUKNagHoW NporpaMMbl B COBMECTHO
ucrnoneayemoii cpege OB fomkHbI onpeAenuTb NpaBuna MAEHTUdUKALMN NPUKNaAHbLIX CUCTEM, C KOTOPbIMU OHa
6yaeT fenuTb pecypcel ¢ BnagenbLeM KoHdpuaeHUManeHo NpUKNagHou nporpammbl.

FOS_CNF.2.3 O®b pgomkHbl onpefensTb NpaBunia BfnajeHWs KoHMWAEHUMansHOW CUCTEMON CrieLann3npoBaH-
HOMN (M30NMPOBAHHOMW) BLIMUCIUTENBHON cpeabl.

B.3.3 CeTeBas 6e3onacHoctb cuctem UT (FOS_NET)

B.3.3.1 Xapakrepucruka cemeicTBa

[aHHoe cemelicTBO onpepensieT ceTeBytlo besonacHocTb cucteMm UT u BrtovaeT B ceba getanusayuio besonac-
HOCTU CETeN N CETEBBIX YCIYT.

B.3.3.2 PaHXXupoBaHue KOMIMOHEHTOB

FOS_NET.1 CerteBble ycnyru

Onpeaenexbl ceTeBble YCNYrM U AOCTYN K HAM.
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FOS_NET.2 bBesonacHocTb cereit

OnpepeneHbl 3awuTa ceTeil, 6€30NacHOCTb MHMOPMaUUKN B CETAX, KOHPUAESHUMANBHOCTN U LENOCTHOCTU Nepe-
flaBaeMblX AaHHbIX.

B.3.3.3 3anucmu

ABTOMaTU3WpOBaHHasA cUCTEMA AOMKHa COXPaHATL U NPeAOCTaBNATL ANA NPOBEPKU CreAyIolne cBMAETENbCTBA.

Ona FOS_NET.1: onucaHue ceTeBbIX YCNYr ¢ KOHKPETHBbIMA AeACTBUAMU U crieLmduKaumaMm n 3anucu o gocrtyne
K cetu.

Ona FOS_NET.2: onucaHue 3awuTsl ceTeil, 6e3onacHocTb UHOpMaLK B CETAX C KOHKPETHBIMU eACTBUSAMU 1
cneundurKkaLmsaMn 1 3anucm o KOHTpone.

B.3.3.4 FOS_NET.1 CeTteBble ycnyru

3aBMCMMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOS_NET.1.1 ODE pgomkHbl onpeaensaTb Npasuna Ana ceTe U ceTeBbiX YCMYr, K KOTOPbIM paspelleH AOCTyn,
W NpaBuna npoueayp asTopusauun ANA onpeaeneHns, KOMY U K KakuMm CeTAM U ceTeBbIM ycnyraM paspelleH AoCTyr.

B.3.3.5 FOS_NET.2 besonacHocTb ceTen

3aBMCMMOCTU: 3aBUCMMOCTHW OTCYTCTBYIOT.

FOS_NET.2.1 ®BC pomxHbl obecneydnts Mepbl oGecneveHnss 6e3o0nacHOCTU AN 3aKpbiTUS HEaKTUBHBLIX CEaHCOB
B MecTax BbICOKOro pucka nocrne onpegeneHHoro nepuoga 6esgencrsus.

FOS_NET.2.2 ®BC pomxHbl obecnevnTb Mepbl 6€30NacHOCT ANA OYUCTKW 3KpaHa TepMUHana U 3akpbiTUS Kak
CeaHCcoB MNpUKNagHbIX NporpamM, Tak U CeTeBbIX CeaHCcoB Nocne onpeaeneHHoro nepuoa 6e3fencTBns npocTansaio-
Lero obopynoBaHus.

FOS_NET.2.3 ®BC ponxHbl obecrnedntbs Mepkbl obecnedeHns 6e3onacHOCTU ANA HAaNOXeHUA orpaHUYeHUin Ha
BPEMA COEUHEHUs C Lienbio JOMNOMHUTENBHON 3allUThl NPUNOXEHWA C BLICOKOA CTEMNEHBIO pUcka.

FOS_NET.2.4 ©BC ponxHbl obecne4nTs Mepbl CBA3LIBaHWA NpaB AOCTYMNa K CETAM C OnpeAeneHHbIM BpeMeHeM
Unu patamu.

FOS_NET.2.5 ®BEC pgomxHbl obecne4nTe Mepbl obecredenns 6esonacHocTu AnsA pasaeneHns rpynn uHdgopma-
LIMOHHBIX YCryr, nons3osartenei 1 MHPOPMaLMOHHbLIX CUCTEM B CETAX.

FOS_NET.2.6 ®BC pgomkHbl obecrneunTe Mepbl obecnedeHns 6e30nacHOCTM NO OrpaHUYeHUto BO3MOXHOCTH
nonb3oBaTenen NoACOeANHATLCA K OLHON N3 COBMECTHO UCMONb3yeMblX ceTei, 0COBEHHO ceTel, BLIXOASALWMX 3a npeae-
nbl opraHusalui, napannenbHo ¢ NONUTUKOR ynpaBneHust [ocTynoMm U TpeBoBaHUAMU BU3HEC-NPUNOXKEHNIA.

FOS_NET.2.7 ®BC pomxHbl obecrnednTe Mepbl obecneveHuns 6esonacHocTy 4na mapLlupyTusauum ceTteil Bo nsbe-
XaHWS HapyLUEeHWs NOMUTUKU YNpaBneHUs AOCTYNOM BU3HEC-NPUNOKEHWIA KOMMBIOTEPHBIMU COSAUHEHUAMUN N UHOP-
MaLUWOHHBLIMU MOTOKaMMU.

B.3.4 MoHutopuHr cucrem UT (FOS_MON)

B.3.4.1 XapakTrepucTuka cemeiictBa

HaHHoe ceMelcTBO onpeaenseT MOHUTOPUHI cucTem UT u BrtovaeT B ceba feTanunsaumio TpeboBaHuUiA K XypHa-
ny ayauTa, IopUANYECKOi KOHCYNbTaLmMm, TpeBore U MOHUTOPUHTY.

B.3.4.2 PaHxXupoBaHue KOMMNOHEHTOB

FOS_MON.1 XKypHanbl ayauta

OnpepfeneHel TpeGoBaHWA K ayauTy, ynpaeneHue ayquToM, pesynsraTthl ayanTta, MHpopMaLus, 3anucaHHas B Xyp-
Hane, W perucTpaumsa CUCTEMHOro ajMUHUCTpaTopa.

FOS_MON.2 tOpuguyeckasi KoHcyrnbsTaums

OnpepeneHa ropuandeckas KoHCynsTauma nepen peanusauuein npouenyp MOHUTOPUHIA.

FOS_MON.3 TpeboBaHus k TpeBore

OnpepfeneHsl YCTaHOBKW NapaMeTpoB TPEBOMM W peakuus Ha Tpesory.

FOS_MON.4 OnpegerneH MOHUTOPWUHI UCMOMb30BaHWUA CUCTEMBI.

B.3.4.3 3anucu

ABTOMaTW3NpPOBaHHasA cUCTeEMa AOMMKHa COXpaHATb U NpefocTaBnsATh ANA NPOBEPKK CrieayoLle cBnaeTenbcTBa.

Ons FOS_MON.1: nogpo6Hoe onucaHwe npoueayp BeAeHWs XYPHanoB ayauTa C KOHKPETHbIMU AeACTBUAMU Y
cneundurKkaLmMaMmn N 3anucein XypHanos ayaura.

Ona FOS_MON.2: onucaHue opuanyeckoil KOHCYnbsTaUmMm ¢ KOHKPETHBIMU eACTBUSAMU U cneLuduKkaLmsamm.

Ona FOS_MON.3: onucaHue ycTaHOBOK NapaMeTpoB TPEBOrK U 3anucei o peakunsix Ha TPEBOry ¢ KOHKPETHLIMU
LeACTBMAMK 1 cneyndukaumsamMmn u 3anucu o6 ocyLLecTBNeHWn KOHTPOnS.

Ona FOS_MON.4: onucaHue npoueayp NpoBepKu LeWCTBUA MO MOHUTOPUHIY C KOHKPETHBIMU JEACTBUAMMU U Cre-
Umdpukaymsammu u 3anucu o6 ocyLLecTBNIEHWN NPOBEPOK.

B.3.4.4 FOS_MON.1 KypHanbl ayauTta

3aBMCMMOCTH: 3@aBUCMMOCTY OTCYTCTBYIOT.

FOS_MON.1.1 OB gomkHbl nnaHupoBaTe TpeboBaHWA 6€30MacHOCTU Mo ayauTy U JeACTBUAM, BKMHOYaOLWMM
B ceba npoBepKy aBTOMaTU3MPOBAHHBIX CUCTEM, W COMMacoBbiBaTb MWHUMM3aUMIO pucka npepbiBaHUA BuaHec-
onepayun.

FOS_MON.1.2 OB fomkHEl onpeaenaTb TpeboBaHna 6€30NacHOCTU MO ayauTy COOTBETCTBY MM PYKOBOACTBOM.

FOS_MON.1.3 O®Bb gomxHbl oCyLeCTBNSATL pErucTpaLumio CUCTEMHOro agMUHUcTpaTopa U AeACTBUA CUCTEMHOrO
onepaTopa. 3anucu JoMmKHbI BKtoYaTh B cebs BpeMs, Korga npousoLlwno cobblThe unu otkas, MHopMayuio o cobbiTuu

51



rOCTP NCO/MI3KTO 19791—2008

Unu oTKase, Kakol KIMEHT U Kakoi afMUHUCTPATOP WM ornepaTop NpUHUManu B 3TOM y4acTie, U3SMEHEHUs, BHECEHHbIe
B obopyaoBaHue, nporpaMMHoe obecneyeHne Unu npouesypsl.

FOS_MON.1.4 OB gomxHbl onpeaensTb NpaBuna percTpauum BelXoga U BXoAa B o6opyaoBaHue nocne Bo3Bpa-
LEHUA.

FOS_MON.1.5 O®E gomxHbl onpegenats TpeboBaHust 6e30nacHOCTU perncTpanum KonMpoBaHWa U UCMONb3oBa-
HWUA onepaTuBHON UHpopMaLuu Ana obecneyeHus cnefoB ayguTa.

FOS_MON.1.6 O®B aomxHbl onpegensaTb npoueaypbl cbopa crnefoB ayguTa U aHanormyHelX CBUAETENbCTB.

FOS_MON.1.7 O®PB gonxHbl onpeaenaTe TpeboBaHusa 6e30MacHOCTU K perucTpauuv yaaneHus BCeX ChbeMHbIX
HocuTenei uHpopMaLM U3 opraHusauuu AN COXpaHEHWUs 3anucu ayguTa.

FOS_MON.1.8 O®B ponxHbl yCTaHaBnuBaTh NpoLeaypbl MOHUTOPUHIA UCMONb3oBaHWsA cpefctB 06paboTkn UH-
dopMaLnu 1 ANs perynspHoOro aHanusa pesynsratoB AedCTBUA MO MOHUTOPUHTY.

FOS_MON.1.9 ©BC pgomxHbl obecneumBaTb Mepbl obecrneveHns 6e30MacHOCTU 4N 3aWuUThl CPEACTB perucrpa-
LMK 1 MHopMaLIMK B XypHane oT danbcudukaumm 1 HecaHKUMOHUPOBaAHHOro AoOCTynNa.

FOS_MON.1.10 ®BC gomkHbl ocyLlecTBNSATb NpoLeypbl perucTpalmmn oTkasos, UX aHanusa v gencTsuii, npea-
NPUHATBIX AN UX YCTpaHeHus.

B.3.4.5 FOS_MON.2 lOpugnueckas KOHCynbsrauus

3aBNUCUMOCTM: 3aBUCMMOCTH OTCYTCTBYIOT.

FOS_MON.2.1 O®B fomkHbl onpefensTs nNpaBuia NpUHATUS IOpUgUHECKON KOHCyNbsTauun nepea peanusawuei
npoueayp MOHWUTOPUHra.

B.3.4.6 FOS_MON.3 Tpe6oBaHusi K 06 bABNEHUIO TPEBOU

3aBUCUMOCTM: 3aBMCMMOCTH OTCYTCTBYHOT.

FOS_MON.3.1 ®BC pomkHbl o6ecneunBaTe Mepbl 0ObABMEHNS TPEBOMM ANA aBTOMAaTU3NPOBAHHOW CUCTEMBDI.

FOS_MON.3.2 ®BC gomxHbl obecneynBaTb BO3MOXHOCTU YCTAaHOBKU MapaMeTpoB NpeaynpeauTenbHOro curHa-
na, nNpefBapuUTenLHOro onpefeneHns aBapuitHoro cobeITUA U BHECEHWUS UBMEHEHUI B HACTPONKWN aBapUAHON cUrHanm-
3auun aBTOMaTU3MPOBaHHON CUCTEMBI.

FOS_MON.3.3 O®B gomxHbl onpeAenaTe NpaBuna u npoueaypbl ASACTBUIA NO NONYyYEHUN NpeaynpeanuTenbHBIX
CUrHaroB, a Takke HeoBXoAUMBIX LeACTBUIA, BKItoYas ntobble orpaHMYEHUs NO BPEMEHW, 3a4eUCTBOBAHUE OTBETCTBEH-
HbIX FTUL, U OTHYETHOCTb.

B.3.4.7 FOS_MON.4 /icnonb3oBaHue cucteMbl MOHUTOPUHIa

3aBNUCUMOCTM: 3aBUCMMOCTH OTCYTCTBYIOT.

FOS_MON.4.1 O®B gonxHbl onpefensaTs Npoueaypbl NPUMEHEHUs MOHUTOPUHIa AnA cpeacts o6paboTku uH-
dopMaumun 1 aHanmsa pesynsTaToB AeACTBUA NO MOHUTOPUHTY.

FOS_MON.4.2 O®E pomxHbl onpeaensaTe TpeboBaHWs 6e30nacHOCTU K TOMY, YTO CTENEHb MOHUTOPUHIa, Tpeby-
eMasn 4N otgensHoro obopyfoBaHWUs, onpeaensieTcs NocpeAcTBOM OLEHKN puUcka.

B.3.5 YnpaeneHue nepcoHanom cucremam UT (FOS_PSN)

B.3.5.1 XapakrepucTtuka ceMeicTBa

[aHHoe ceMelCTBO onpeAenseT Mepbl ynpaBneHWa nepcoHanom cuctem UT u BktoyaeT B cebs nogpobHoe
U3fI0XeHWe aBTopu3aLMM Monb3oBaTens, BPe4OHOCHBIX KOAOB U CPeACTB UCNOSb30BaHUS CUCTEMbI.

B.3.5.2 PaHxnpoBaH1e KOMNOHEHTOB

FOS_PSN.1 AsTopusauua nonb3oBatens

OnpefeneHel perncTpauma n ayTeHTudMKaLmsi NoNb3oBaTens U Takne Npasura xpaHeHns uHdopmaLm o6 ayTeH-
TUUKALMK, KaK NMPUMEHEeHNe CEeKPETHbIX Naporei.

FOS_PSN.2 Mcnonb3oBaHue cUcTembl

OnpegeneHsl Npoueaypbl 3aBePLUSHUS aKTUBHBIX CEaHCOB.

B.3.5.3 3anucwu

ABTOMaTU3NPOBaHHasA cUCTEMA [OSKHA COXPaHATb U NPeAOCTaBNATL ANA NPOBEPKU CriefyloLue CBAeTenbCTBa.

Onsa FOS_PSN.1: onucaHue peructpauuu nonb3oBaTtens, ayTeHTUdUKaUMU Nonb3oBaTens U npaBuil XpaHeHUs
KoHdnaeHUnanbHol UHdopmaLuum 06 ayTeHTUdUKALUU C KOHKPETHBEIMU AeACTBUAMMU, crieLmdukauusmm u 3anuceii o6
OCYLECTBNEHUN KOHTPONSA.

Ona FOS_PSN.2: onucaHue npoueayp 3aBepLlUeHUS aKTUBHBIX CEaHCOB C KOHKPETHLIMU AENUCTBUAMM, crieunudmn-
KauusamMmn u 3anuceit o6 ocyLecTBIEHUU KOHTPONS.

B.3.5.4 FOS_PSN.1 AyteHTucpukaums nonb3oBarens

3aBncUMOCTH:

FOM_PRM.1 PasgeneHune npusunerui;

FOM_PRM.2 Ponu n 0653aHHOCTU NepcoHana;

FOM_PRM.3 CornalueHue ¢ nepcoHarom.

FOS_PSN.1.1 O®E gomxHbl onpeaenaTe npoueaypbl popmansHOW pernctpauyuun nornb3oBaTens U yaaneHus
3anucu U3 XypHana npejocTaBrneHUs U aHHYNMPOBaHUS A0CTyNa KO BCeM UHPOPMaLMOHHBIM CUCTEMaM U ycnyram.

FOS_PSN.1.2 O®E pomkHbl onpefensTs Npoueaypel, Bkovatowme B ceba ucnonbaosaHne yHUKanNbHbIX WeH-
TuUKaTOpOB Monb3oBaTeneil Ans CBA3LIBAHMS ITUX MONb3OBaTeNei Co CBOMMW AeACTBUAMM U BO3IOXKEHUA Ha HUX
OTBETCTBEHHOCTM 3@ 3TU JeWCTBUS (MPUMEHEHWe TpynnoBbIX WAEHTU(UKATOPOB AOMNyckaeTcsl TOSIbKO B criyyae Ux
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NPUrogHOCTM JANS  BbINOMHAEMOW paboThl), MPOBEpKY aBTopu3aluW nonb3oBaTens BnagenbLeM CUCTEMBbl Ha
ucnone3oBaHue TpebyeMoi cucTemMbl WNW yCcrnyru B npouedype ynpaBneHus AOCTYNOM B npeaenax npoiecca
perucTpauuu 1 geperncrpaumu nonb3oBaTens.

FOS_PSN.1.3 O®E fomxHbl onpegenaTe npoueaypsl BblAa4yn BpeMEHHON ayTeHTUdUKaLUMOHHOR uHpopMaLium
nocre No3uTUBHO UAEHTUMKaLMK NoNnb3oBaTeNs B Cry4yae, eciv Nonb3oBaTerb 3abbin Unu yTpaTun cBoio ayTeHTUdK-
KaLMOoHHY0 HdopMaLmio. BpemeHHaa ayTeHTUdDUKaLMOHHaa UHoPMaLuUs AomKHa nepefasaTbesl Nonb3oBaTensam
6e3onacHbIM cnocobom.

FOS_PSN.1.4 O®E pgomkHbl onpedenaTb Npasuna npejoTBpaLleHns yTpaThl UM KOMNpoMeTaLumn ayTeHTuduKa-
LIMOHHOW MHdopMaLmMK, HanpumMep, Ansa usbexaHns HeoGXo4UMMOCTU XpaHEHUS 3anncu Naporieid, ecrin TONbLKO ee HemNb3s
3anoMHuTE 6e3onacHbIM 06pa3oM: BLIOUPaIOT kadecTBEHHbIE Maponu JOCTaTOMHO MUHUMaribHOW ASNWHLI, HE OCHOBaH-
Hble Ha TOM, O Y€M MOXHO Nerko forafaTbes UK KOTOPbIE MOXHO NIErKO MOMYYUTb C MOMOLLLIO CBSA3AHHOW C NIMYHOCTBLIO
WHopMaLmein, perynsapHo MEHSIOT Naponu WM Ha OCHOBE Yucna AOCTYNoB; u3beraioT NOBTOPHOIO UCNONb30BaHUSA
Unn YepefoBaHnsa cTapbiX Naponen; W3IMEHSAT BpeMeHHble Naponu npu NepBoM BXofe B CUCTEMY, He BKIoYaloT
naponu B aBTOMaTU3MPOBaHHLIA NpoLiecc BXOAa B CUCTEMY U HE UCMONb3YIOT COBMECTHO WHAUBWUAYarbHblE Maponu
nons3osartenen.

FOS_PSN.1.5 O®E pgomkHbl onpeaensaTs NpaBuna noanvcaHwsa yTeepxaeHus (onepatopa) AnA npeaoTspalle-
HWA yTpaTbl, KOMNPOMEeTaLun UNU HENpPaBUIIbHOrO WCMONbL3OBAHUA ayTeHTUMUKALMOHHON UHGOPMaLMK, Hanpumep,
XPaHUTb CeKpeTHbIe NepcoHarbHble Napony U naponm pabodeit rpynnbl UCKIMIOYUTENBHO MEXAY YreHaMu rpynnel (BHYT-
pu rpynnsi).

FOS_PSN.1.6 ®BEC pomkHbl npegycMaTpuBaTh Mepbl MpeAocTaBNeHNs NONb3oBaTENAM Ha HadarbHOW CTagun
HafeXHoN (3alUuLLeHHOW) BpeMeHHON ayTeHTUMDUKALUOHHON UHEOPMaLIMK, KOTOPYIO OHU BbIHYXAEHbl U3MEHUTb UNu
NoATBEPANTE HEMEATIEHHO.

FOS_PSN.1.7 O®E pgomxHel onpefensTe npasuna NOcTOAHHOMO XpaHeHWs WHdopMauuu o6 ayTeHTudukauum
nofb3oBaTensa B 3alULLEHHOM BUie.

FOS_PSN.1.8 O®PE aomxHbl onpeaenaTb dopManbHbId NpoLlecc ynpasneHWs ANA KOHTPONSA 3a HasHaveHueM
ayTeHTUPUKALMOHHBLIX AaHHbLIX CPeAN Nornb3oBaTesnei.

B.3.5.5 FOS_PSN.2 Vicnonb3oBaHue cuctembl

3aBnUCUMOCTM: 3aBUCMMOCTH OTCYTCTBYHOT.

FOS_PSN.2.1 O®PE gomxkHbl onpefensTe Npouefypbl NpeKpalleHnsi akTUBHbIX CEaHCOB MOCMe UX OKOHYaHUs,
€CIN TONBKO WX Henb3A 3alUTUTL COOTBETCTBYIOLMM BNOKUPYIOLLUM MEXaHN3MOM.

FOS_PSN.2.2 O®b pomkHbl onpefendTs Npouedypbl OTKIOYEHUS yHUuBepcanbHbix OBM, cepsepoB nnu opucHbIX
MK no 3aBepLueHUn ceaHca paboThbl.

FOS_PSN.2.3 O®B gomxHel onpefenaTb npaBuna NpMMEHeHNs pasnuyHblx npodunei nons3oBaTtenei Ana aB-
TOMaTU3NpPOBaHHbLIX U UCTILITATENMBHBIX CUCTEM U MEHIO.

FOS_PSN.2.4 O®B gomkHel onpefensTs NpaBuna, NpegnuckiBatolie He OCTaBNATL NepcoHarbHble KOMMbIOTe-
pbl, KOMMbIOTEPHbIE TEPMUHANBI U NPUHTEPLI, NOACOEAUHEHHbIE K ceTh, 6e3 NpUcMoTpa U 3alyuaTb WX Npu NoMoLLn
mkcaTopos KNaBuLL, Naponen Unu Jpyrix cpefcTs 3alyuThl BO BPEMSA NPOCTOS 3TUX YCTPOWUCTB.

B.3.6 AKTUBbI cUCTEM MHPOPMAaLIMOHHbIX TEXHOMOIUIA B aBTOMaTU3MpoBaHHbIX cuctemax (FOS_OAS)

B.3.6.1 XapakTrepucTtuka cemeicTBa

HaHHoe cemeiicTBO onpepenseT 6e3onacHOCTL onepaLMoHHbIX akTuBoB cucteM UT 1 BknrodaeT B cebs nogpob-
HOoe U3NOXeHUe 3alluThl onepaLnOHHbIX aKTUBOB, CUCTEMHbLIX NporpaMm, BCMOMOraTenbHON U ayTeHTUMdUKaLUOHHON
UHopmMayuu.

B.3.6.2 PaHxxmpoBaH1e KOMMNOHEHTOB

FOS_OAS.1 3awuTa onepaLnoHHbIX aKTUBOB

OnpepaeneHsl cTUpaHue onepaTUBHOW MHPOPMaLK, YrpaBneHne JocTynoM u 6e3onacHoe XpaHeHWe CMCTEMHOW
fokyMeHTaLuun. OnpeaeneHsl KpUTepUU NPUEMKU HOBBIX CUCTeM, Npasuia MCnonb3oBaHns obcnyxuBatowein nporpam-
Mbl, NpoLeaypbl ayTeHTUdUKaLMU 0B6CIyXUBaKOLMX NporpamMM, npoueaypbl 0GHOBMEHUS CUCTEMHOMO NPOrpamMmMHOro
obecnedveHuns, npasuna HenpUMEHeHWs HecaHKLMOHUPOBAHHOrO MporpaMMHOro obecneveHus U oTBETCTBEHHOCTb 3a
oTCrexuBaHne BblMycka NOCTaBLUUKOM NaT4yei.

FOS_OAS.2 lMpouenypel nogaepxku

OnucaHbl Npoueypbl Pe3epBHOro KOMMpoBaHUs UHOPMaLMn U NporpaMMHOro obecneyeHus.

B.3.6.3 3anucu

ABTOMaTU3NPOBaHHasA cUCTEMa AOMKHa COXpaHsaTL U NpefocTaBnATh 418 NPOBEPKU CreayloLlue cauaeTenscTaa.

[na FOS_OAS.1: onucaHne cTupaHua onepaTUBHON UHOpMaLMK, ynpaBneHns 4OCTynoM u 6e3onacHoro XxpaHe-
HWSA CUCTEMHOW AOKYMEHTaLun ¢ KOHKPETHbIMU AEACTBUAMU U cneumdurkaumamn 1 3anucen o NpoBeAeHUU KOHTPONS.
Onucanue KpuTepueB NPMEMKU HOBLIX CUCTEM, MPaBUn UCMONb3oBaHUA obcnyXuBatoLLeit NnporpaMmel, NPOLEAYp ayTeH-
TUdKKauum obcnyxuBaroLmMx nporpamm, npoueayp o6HOBNEHUA CUCTEMHOrO MporpaMMHOro obecrneveHuns, npasun
HeMnpUMeHeHUs1 HeCaHKLMOHWPOBAHHOrO MPorpaMMHOro obecneyeHnss U OTBETCTBEHHOCTU 3a OTCMEXUBaHWE Bbinycka
MOCTaBLUMKOM MaT4ell ¢ KOHKPETHLIMU feACTBUAMU U cneuudukaLuamMn 1 3anucei o NpoBefEeHNN KOHTpons.

Ona FOS_OAS.2: onucaHune npoueayp pe3epBHOro KonvpoBaHus uHdopmauum n nporpammHoro obecrneveHns ¢
KOHKpEeTHBIMU JENCTBUSAMU U cneundukaLmuaMu U 3anuceid 0 NpoBeAeHUU KOHTPOMS.

53



roCTP UCO/MIKTO 19791— 2008

B.3.6.4 FOS_OAS.1 3awuTa onepauuoHHbIX aKTUBOB

3aBucumoctn: FOS_POL.1 TpebosaHua Ge30MacHOCTY.

FOS_OAS.1.1 Od®B pomxHbl onpeAensaTb npaBunia CTUPaHUA onepaTUBHON MHOPMaLMU M3 UCTbITaTeNbHO
NpUKNagHon cucTembl cpasy nocre 3aBepLUeHUsA UCNbITaHUM.

FOS_OAS.1.2 ODE gonxHbl onpefensTs TpeboBaHUs 6e3onacHoCTU ANS yNpaBlieHWsa pacnedyaTkaMu nporpamm
B BesonacHoil cpefe.

FOS_OAS.1.3 ®BEC ponxHbl o6ecneunBaTtb Mepbl 3aluTbl CUCTEMHOA JOKYMEHTaALMKN OT HECAHKLMOHUPOBAHHOrO
joctyna u Mepbl ee 6e30nacHOro XpaHeHus.

FOS_OAS.1.4 ©BC porixHbl 06ecneynBaTh cpeAcTBa yNpaBneHus 4N NpefoTBpalleHns 4oCTyna K KOMIUIMpyto-
LWMM nporpammam, nporpaMmamM pefakTupoBaHus U Apyrum CpeacTBam paspaboTKu M3 aBTOMAaTU3UPOBAaHHLIX CUCTEM.

FOS_OAS.1.5 O®BE gomkHbl onpeaensTe KpUTEPUN NMPUEMKN A5 HOBLIX U MOAEPHU3MPOBaHHBLIX UHOPMaLMOH-
HbIX CUCTEM W HOBLIX BEPCUIA, MpeAHasHa4YeHHbIX 41151 TPUEMKHN, a Takke COOTBETCTBYHOLLMX MCTMbITaHWii, NPOBOAUMBIX BO
BpeMs pa3paboTku nepep NpUeMKoi.

FOS_OAS.1.6 O®PE gomkHbl onpefenaTe TpeboBaHWA 6e3onacHOCTU ANA oBHapyXeHWs, npeaynpexgeHus u
BOCCTaHOBIEHUA C LieNbio 3aLluThl OT BPEAOHOCHLIX KOAOB U YTEYKU MHDOpMaLmu.

FOS_OAS.1.7 OB gomkHbl onpegensTe NpaBunia orpaHUYeHns U ynpaBrneHuss MpuMeHeHnem obcnyxmBaroLmx
nporpamm, KOTopble MOMYT 3aMeHSATb YNpaBrieHYeckne Mepbl CUCTEMOR U NPUMOXKEHUAMM.

FOS_OAS.1.8 ®EC gomxHel o6ecneunBaTh ynpaBieHYeckne Mepbl ayTeHTuduKaLmein obcnyxuBaroLwmx nporpamm
cUcTeMbl, pasgeneHnem obcnyXuBatolmx nporpamm CUCTEMbI OT NPUKIaAHOro nporpaMmHoro obecneyeHus, orpaHu-
YeHWeM WUCMONb30BaHWA OBCRyXWBaKOLWMX NporpaMM CUCTEMBl MUHUMAIBHBIM MPaKTUYECKUM YUCIIOM AOBEPEHHBIX
CaHKLMOHWPOBAHHBIX Nporpamm.

FOS_OAS.1.9 ODE fonxHbl onpeenaTe npoueaypbl 0OGHOBNEHWA CUCTEMHOMO NPOrpaMMHOro obecrneyeHus,
MPUIOXeHU A 1 BUBnMoTek NporpamMmm OMbITHEIMA agMUHUCTpaTopamu, CaHKLMOHWPOBaHHBIMW COOTBETCTBYIOLMM PyKO-
BOJCTBOM.

FOS_OAS.1.10 ODBE pgomxHbl onpefenaTb NpaBuna XpaHeHUss B aBTOMaTU3MPOBaHHOW CUCTEME TOMbKO UCnon-
HUMOro Kofa.

FOS_OAS.1.11 O®B ponxHbl onpefensTs nNpaBuia BHeJPeHWUs MPUIIOKEHUA U NporpaMMHoOro obecnedeHns
onepaLMOoHHbIX CUCTEM MOCNEe BCECTOPOHHUX W YCMELLUHbIX UCTbITaHUNA.

FOS_OAS.1.12 OO®BE pomkHbl onpefenaTe npaBuna npefocTaBneHns pu3nyeckoro unu norunyeckoro Joctyna
nocTaBLUMKaM TOMbKO 415 BCroMoraTebHbIX Lenei, npu Heo6XoAMMOCTU U ¢ paspeLleHnss pyKOBOACTBaA.

FOS_OAS.1.13 O®E ponxHbl onpefensaTe npasuna HeNpUMeEHEeHWs HeCaHKUWOHUMPOBAHHOMO NPOrpaMMHOro
obecneyeHus.

FOS_OAS.1.14 ODBb aomxHbl onpeAensTe OTBETCTBEHHOCTb 3@ OTCNEXUBaHWe BbiNycka NOCTaBLLMKOM NaTvei u
puKCaTOpPOB A4S NMPUKMaAHLIX NPorpamMm.

FOS_OAS.1.15 ODE aomkHbl onpeaenaTb Npoueaypsl MOAepHU3aLMKU A0 NONYYEHUS HOBOrO BapuaHTa ¢ y4eToM
ero 6e30nacHoOCTH, BHepeHUs HOBLIX (OYHKLMIA 6e30MacHOCTU UMM YMCHa M CIIOXHOCTU NpoGneM, BIUSIIOLLMX Ha Mogep-
HU3MPYeMbI BapuUaHT.

FOS_OAS.1.16 O®PE pgormxHbl onpegensATs NpaBufia NPUEMIIEMOro UCMoNb3oBaHWA MHGOPMaLUKM M aKTUBOB,
CBA3aHHbIX CO cpeAcTBamu 06paboTkm UHopMayuu, NpefHasHaYeHHbIX ANA UAEHTUMDUKALMK, AOKYMEHTUPOBAHUS U
BHEApPEHUA.

B.3.6.5 FOS_OAS.2 BcnoMorarensHble npoueaypbl

3aBUCUMOCTU: 3@BMCMMOCTU OTCYTCTBYIOT.

FOS_OAS.2.1 ®BC pgomxkHbl obecneunBaTh NpoLeaypbl PErynspHoil MpoBepKu pe3epBHbIX KOMUiA MHdopMaLmn 1
nporpaMmHoro o6ecnevyeHus B COOTBETCTBUW C COFNAcoBaHHOW MONMUTUKOIA AybnnpoBaHus.

FOS_OAS.2.2 O®E pgomxHbl onpeaenaTb Npoueaypel Bbigadyn Heo6xo4MMOro ypoBHS BCroMoraTernbHOW MHGOop-
Mauun Hapsay ¢ TOYHBIMUA M NOSTHBEIMKU 3aMUCAMU PE3EPBHBIX KOMWIA M [OKYMEHTUPOBaHHbLIX NpoLiefyp BOCCTAaHOBMEHUS.

FOS_OAS.2.3 O®E gomkHbl onpeaensaTb Npoueaypbl Ans Belbopa HocuTeneid pe3epBHLIX konuil Ans obecneve-
HWUA UX HAZEXHOCTN B CyYyae aBapUMAHOIO UCMONb30BaHUA.

FOS_OAS.2.4 O®E pomxHbl 06ecneunBaTb 3hHEKTUBHOCTL NPOLEAYP U UX 3aBEPLUEHUE 3a BPEMS, OTBEAEHHOE B
nocnepoBaTeNbHOCTU ONepaLnii Ha BOCCTAHOBREHNUE.

FOS_OAS.2.5 O®b pomkHbI onpefensatb TpeboBaHWa 6e3onacHOCTU AN pe3epBHOIA KOMMOHOBKN OTAENbHbIX
cuctem ana obecneveHns Ux cooTBETCTBUA TpeGoBaHWUSM nnaHoB obecrieYeHusi HenpepbLIBHOCTM AeroBON AesTenb-
HOCTH.

B.3.7 Nporokonuposaxue B cuctemax UT (FOS_RCD)

B.3.7.1 Xapakrepuctuka ceMeicTBa

HaHHoe ceMelicTBO onpefensieT 3anucu, KoTopble AOMKHBI COXpaHAaTbCA Anst cucteMm UT, u BrnoyaeT B cebs
nogpo6Hoe onucaHwe sanuceil.

B.3.7.2 PaHXXnpoBaH1e KOMIMOHEHTOB

FOS_RCD.1 3anucu

Onpeaenexa perucTpaums Bcex npegnonaraeMblX 0TKa3os.

B.3.7.3 3anucwu

ABTOMaTU3NPOBaHHAA cucTeMa AOJIKHaA COXPaHATb U NPeAOCTaBNAThL AN NPOBEPKK CrefyoLve CBUAETENbLCTBA.
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Onsa FOS_RCD.1. onucaHne Bcex npegnonaraeMblx OTKa3oB ¢ KOHKPETHbIMU AeACTBUSAMU, cneludukaumamm u
3anucsMu No NPOBEAEHUI0 KOHTPONS.

B.3.7.4 FOS_RCD.1 3anucu

3aBUCUMOCTU: 3@BUCMMOCTUN OTCYTCTBYIOT.

FOS_RCD.1.1 ®bC pgomxHbl o6ecnevmsaTts Mepbl perucTpauuu Bcex npegnornaraeMbiX Un akTuieckux oTka-
30B 4 BOCCTAHOBUTENBLHOrO peMoHTa 06opyfAoBaHUA.

B.4 Knacc FOA: AKTUBbLI nonb3oBartens

B aaHHOM knacce npeacrasneHbl Tpe6oBaHWA oNepaTUBHOIO ynpaBrieHUsl akTuBaMu Nnosib3oBaTens aBToMaTusu-
pOBaHHOW CUCTEMBI.

B.4.1 3awwmrta npuBarHbix AaHHbIX (FOA_PRO)

B.4.1.1 XapakrepucTuka cemMelcTBa

JaHHoe cemelicTBO onpegenseT NONMTUKY B OTHOLLEHUW aKTUBOB MoNib3oBarteneii n BktoyaeT B ceba AeTanbHoe
U3NOXEHUe NpUBATHLIX aHHbIX, KpunTorpaduio, ynpasneHue akTusamu, ponu n 06s13aHHOCTU nonb3oBaTenen.

B.4.1.2 PaHXXupoBaH1e KOMMNOHEHTOB

FOA_PRO.1 MepcoHanbHble AaHHbIe. OnpeaeneHtl NpaBua HeNMpUMeHeHUst onepaTuBHeIX 6a3 faHHbIX, cofep-
Xalmx nepcoHanbHylo MHdOpMayuilo, ANA UCNbITaHW|A, NpaBuna nonyvYeHust obLefocTynHOW UHOpMaLUM B COOTBET-
CTBMW C 3aKOHOAATENLCTBOM O 3alyuTe AaHHbIX M 0683aHHOCTU BRagenbla AaHHbIX N0 UHPOPMUPOBAHUIO CAHKLIMOHU-
pOBaHHOIO AOMKHOCTHOrO JIULI@ OpraHn3aLnun, OTBETCTBEHHOrO 3a 3alUTY AaHHbIX.

B.4.1.3 3anucu

ABTOMaTU3WpOBaHHAA CUCTEMA AOMKHA COXPAHATL U NPEAOCTaBNATL NS NPOBEPKU CriefylolLne cBueTeNbLCTBa.

Ona FOA_PRO.1: onucanne npasun HenpuMmeHeHus 6a3 nepcoHanbHbIX AaHHbIX, COAEepXallmx NnepcoHarnbHYo
WHdopMaLmio, Npasuna nosty4eHns obLeAoCTyNHON UHOPMaLMK B COOTBETCTBUM C NOSNUTUKOIA 6€30NMacHOCTM 3aKOHO-
AaTenbCcTBa O 3aWuTe AaHHbIX, 0653aHHOCTM Bnagenblua AaHHbIX N0 MHPOPMUPOBaAHMIO CAaHKLIMOHUPOBAHHOIO JOIPKHO-
CTHOTO L@ opraHu3aLumn, OTBETCTBEHHOro 3a 3alUTy AaHHbIX, C KOHKPETHLIMU AEWCTBUAMU U cneLmdukaLmsamm u
3anncsiMM O NPOBEAEHUM KOHTPONS.

B.4.1.4 FOA_PRO.1 [laHHble O YaCTHOM XU3HMU

3aBUCUMOCTU: 3aBUCMMOCTUN OTCYTCTBYIOT.

FOA_PRO.1.1 O®b gonxHbl onpefenaT Npasuia HenpuMeHeHns onepaTuBHbIX 6a3 AlaHHbIX, cofepxallux nep-
COHanbHy WHMOPMaLUIO, ANA UCNbITATENbHBIX Lienei.

FOA_PRO.1.2 O®b gonxHbl onpeaenaTb npasuna nonyyveHus oblyefocTynHoid nHdopMaLmm B COOTBETCTBUU C
3aKOHOAATENbLCTBOM O 3alyuTe faHHbIX, NOSIHON, TOYMHON U CBOEBPEMEHHON 06paboTkn MHOpMaLMKN U ANS ee 3aLuThl
B npoLecce cbopa W Npu XpaHeHWH.

FOA_PRO.1.3 O®b gomxHbl onpefensTb oba3aTenscTBa U NpaBuna Ana Bnagensua faHHbIX No UHopMuposa-
HUIO CaHKLMOHUPOBAHHOMO [OKHOCTHOrO NULia opraHu3aLy, OTBETCTBEHHOMO 3a 3aLUTY AaHHbIX, 0 NobbIX Npeanoxe-
HUSIX MO XPaHEHUIO NepCoHarnbHON WHOPMaLMKU U obecneyeHnio 0CBEAOMNEHHOCTU O NPUHLMNAX 3aWUTbl AaHHbIX,
onpeAeneHHbIX B COOTBETCTBYIOLLEM 3aKOHOAATENbLCTBE.

B.4.2 3awmra undopmaumu B aktueax nonbsoarenei (FOA_INF)

B.4.2.1 XapakTepucTtuka cemeicTBa

HaHHoe ceMelcTBO onpefenseT 3awuTy WHdOpMaLMM B akTuBax Nonb3oBaTeneil u BkNovaeT B ceba 3awuTy
AaHHbIX, MpoLeaypsl U npasuna.

B.4.2.2 PaHxunpoBaHue KOMMNOHEHTOB

FOA_INF.1: pykoBoacTBa No yaepxaHuio nepefaBaemelx AaHHbIX, Npoleaypbl paspelleHnsa Ha COOTBETCTBYOLWEee
YHUYTOXEHWe 3anuceit n obecneveHns 6e30MacHOCTU ANSA SMEKTPOHHbLIX KOMMYHUKALMWA ¢ KOHKPETHBIMW AEUCTBUSAMU U
cneyudpukaymamMu. OnucaHue npoueayp MapkupoBaHUs U o6paboTku UHPOPMaLUKU C KOHKPETHbIMU AEeACTBUAMU U
creundmrKaLMamMK 1 3anuceil 0 NpoBefeHUN KOHTPOMS.

B.4.2.3 FOA_INF.1 3awumTta AaHHbIX

3aBucumoctn: FOS_POL.1 TpeboBaHusa 6e3onacHoOCTY.

FOA_INF.1.1 O®B pomxHbl onpeaensaTs pyKOBOACTBa MO yAepXKaHuto, coxpaHeHuto, oBpaboTke M nuksmgauum
3anucei U nHdopmauuu.

FOA_INF.1.2 O®E porxHbl onpeaensaTb npaBuna nriaHMpoBaHWSA yaepXaHus, onpegenstowero HeobxoguMble
TUNbI 3anucei U Nepuos BPeMeHU UX yAepKaHus.

FOA_INF.1.3 O®B gormkHbl onpefensTs NPoLeaAyphl paspeLleHUs COOTBETCTBYIOLLEro YHUUTOXEHUSA 3anucein noc-
e 9TOro Nepuofa, ecnv OHU He Hy>KHbl OpraHusaLum.

FOA_INF.1.4 ®BC ponxHbl obecneuynBatbe Mepbl 06A3aTENbLHOMO YHUYTOXEHUS, CTUPAHUA UMK Mepesanncu ¢
NOMOLLIbIO METOA 0B, YTBEPXAEHHbIX A5 YCTPOWCTB, COAEPXKaLLUMX CEKPETHYIO MHdOopMaLio.

FOA_INF.1.5 ®BEC pomxHbl o6ecneumBaTs Mepbl 06ecrneveHust 3aNIeKTPOHHOW CBA3M MyTeM 3alyuThl COOBLEHUI oT
HecaHKLMOHMpOBaHHOro focTyna, MoaudukaLum unn otkasa B obenyxusanun, obecnedeHns npaBunbHON agpecauuu
¥ nepegaqn coobLUeHns, HaeXHOCTN U AOCTYMHOCTU YCNYr W FOPUANYECKOA KOHCYNETaLmWu.

FOA_INF.1.6 O®E gomkHbl onpeensTb NPoUeAYpbl MapkupoBkU U 0BpaboTki WHdopMaLmK, BKIItoYas Kak dusu-
YeCKMiA, TaK N 3MNEeKTPOHHLIA hopMaThl B COOTBETCTBUU CO CXEMOM KnaccudmkaLmm, NPUHATOR opraHusaLuei.

FOA_INF.1.7 O®b aomxHbl onpefensTb Npasuia onpeaeneHns npuBuieriii, cea3aHHbIX ¢ KaxablM NpogyKTom
CUCTEeMbI U KaXObIM MPUIIOXKEHUEM, U KaTeropuii nepcoHana, K KOTOPOMY OHU AOMKHbI OblTb OTHECEHbI.
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FOA_INF.1.8 O®E gomxHbl onpeaensTe NpaBunia HasHa4eHWs nNpuBuUiernii NonbL3oBaTensM Ha ocHoBe «Heobxo-
AVMOCTU ANS UCMOMBL30BaHUAY» W MO XO4Y BO3HUKHOBEHWUSA COBLITUIA B COOTBETCTBUW C MOMUTUKOW YNpaBneHns JOCTYMNOM.

FOA_INF.1.9 O®E gomxHel onpefensaTe TpeboBaHna GesonacHoOCTH No 3awute nHopmayun, 3ageiicTBoBaHHON
B 9MEKTPOHHOR KOMMepLuK, npoxoasiiei no obLLecTBEHHBIM CETAM, OT MOLLEHHWYECTBa, CMOPOB MO KOHTPaKTY, a Takke
OT HeCcaHKLMOHUPOBAHHOrO PacKpbITUS U MOAUMDULMPOBAHNUS.

B.5 Knacc FOB: genoBasi pesiTenbHOCTb

B paHHOM Kkracce onpegensitoTcs TpeGoBaHWA onepaTWBHOrO ynpaBreHUs ANS UCMofb30BaHUs aBTOMaTusnpo-
BaHHOW CUCTEMbl B [ eNOBOIA AEATENBHOCTHU.

B.5.1 busHec-nonutuku (FOD_POL)

B.5.1.1 XapakrepucTuka cemMeicTBa

[aHHoe ceMellcTBO onpefenseT NONUTAKW LeroBOW JesTeNIbHOCTW U BKIOYaeT B cebsa nogpobHoe U3noxeHune
TpeboBaHwWii 6e3onacHOCT M NpobneM ¢ UHTeNneKkTyansHo co6CTBEHHOCTLIO.

B.5.1.2 PaH:xMpoBaH1e KOMMNOHEHTOB

FOD_POL.1 Tpe6oBaHua 6esonacHocT

OnpepeneHbl LEHHOCTL 3aeACTBOBaHHLIX MHpOPMaLMOHHBIX akTBOB Ans 6usHeca, TpeboBaHua GesonacHoCTH
ANSA OTAenbHBEIX KOMMepPYeCKUX NPUMEHeHWU, ngeHTuduKkauus Bceil nHpopmauum, OTHOCALLEACA K KOMMepYeCcKUM
npuMeHeHnsM 1 6e3onacHocTH, ponu U 06A3aHHOCTU NO BHEAPEHWUIO U NoaAepxaHuio nonutuk 6esonacHocTn. Onpe-
JleneHbl cOOTBETCTBYHOLME NnpoLleaypbl obecrneyYeHns COOTBETCTBUAA NPaBOBLIM OrPaHUYEHNAM Ha UCMONb3oBaHWe Ma-
Tepuana.

B.5.1.3 3anucu

ABTOMaTWN3NPOBaHHaA cUCTEMa AOMKHa COXpaHATL U NPejocTaBNATL ANA NPOBEPKU CreayoLlne canieTenscTaa.

Ans FOD_POL.1: onMcaHWe LeHHOCTU 3a4eiACTBOBaHHBIX MHPOPMaLMOHHbLIX akTuBOB ANs 6usHeca, TpebosaHwuit
6e30nacHoOCTU ANA OTAENbHbLIX KOMMEpPYeCcKUX NPUMEHEHU’, naeHTudrkaLmm Bceil NHOPMaLMn, OTHOCALLERCA K KOM-
MepYecKUM MpUMeHeHUsAM W BesonacHocTU W ponei U 0BA3aHHOCTER MO BHEAPEHWIO W MOAAEPXaHUIO NONUTUK Ge3o-
MacHOCTW, COOTBETCTBYIOWME MpoLeaypbl obecnevyeHUA cOOTBETCTBUA NPaBOBLIM OrPaHUYEHUSAM Ha WCMonb3oBaHue
mMaTtepuana ¢ KOHKpETHbIMU AEeACTBUAMU U 3anUCAMU MO NPOBEASHUIO YrpaBneHus.

B.5.1.4 FOD_POL.1 Tpe6oBaHus 6esonacHocTH

3asucumocTn: FOS_POL.1 TpeGosaHua GesonacHocTu

FOD_POL.1.1 O®PB gomkHbl 0603Ha4uTb NONUTUKY GesonacHocTh ANA onpefeneHns LeHHOCTU CUCTEMbl U WUH-
OopMaLMOHHBIX akTUBOB, KOTOpLIE 06pasyroT YacTb obLLel cucTeMsl, Ans GusHeca.

FOD_POL.1.2 O®BE gonxHel 0603Ha4uTh TpeboBaHWA 6e3onacHOCTU s OTAENbHBIX KOMMEPYECKUX NpUMeHe-
HWiA, nOeHTUdUKaLMKN BCel MHOPMALMKN, OTHOCALLECA K KOMMEPYECKAM NPUMEHEHUAM, N PUCKOB ANS WHMOpMaLuK,
MOMUTUK PacnpocTpaHeHns 1 aBTopuaumn UHOPMaLMK, COOTBETCTBUSA MeEXAY NOAUTUKaMWU YNpaBneHWUs JOCTYNOM U
KnaccudukaLymm MHOPMaLMKN pasiiuyHbIX CUCTEM W ceTel, peneBaHTHOro 3aKOHOAATENbCTBa W NMOObLIX KOHTPAKTHBLIX
0653aTenbCTB, OTHOCALMXCS K 3aLiMTe JOCTyna K AaHHBIM UIK ycryraMm, yripaBneHus npasaMu 4octyna B pacnpeaeneH-
HO U ceTeBoOii cpede, KOTopasa pacno3HaeT BCe UMEIOLLMECH TUMbl COEUHEHUN.

FOD_POL.1.3 O®BE poskHbl 0603Ha4UTEL ponin M 06S3aHHOCTU MO BHEAPEHUIO U NoAAEPXKaHWUIO NONUTUK Geso-
MacHOCTU W 3alluTe aKTuBa.

FOD_POL.1.4 O®B aomkHbEl 0603HAYUTL ponu U 0bs3aHHOCTU U UX Nepefady NpeTeHAeHTaM Ha AOMKHOCTb
nepen HasHa4YeHuWeM.

FOD_POL.1.5 O®B pomxHbl 0603Ha4MTL Npoueaypbl obecnedyeHnsi COOTBETCTBUA 3aKOHOAATENbHLIM, peryns-
TUBHBIM N KOHTPaKTHbIM Tpe6oBaHMAM K MCNONb3OBaHMIO MaTepuana, Ans KOTOpPOro MOryT CylecTBOBaTb npasa Ha
COBCTBEHHOCTb, U K UCNONB30BaHUIO CNELUanU3NpOBaHHbLIX NPOrPaMMHLIX M3fenuii.

FOD_POL.1.6 O®B gomxHbl paspabaTtbiBaTb U BHEAPATH MOSIMTUKM U NpoLieaypbl 3alyuTbl MHCOpPMaLUK, CBS3aH-
HOW C MEXCOefUHEeHNAMN KOMMEepYECKUX UH(POPMALMOHHBLIX CUCTEM.

B.5.2 HenpepbiBHOCTbL 6u3Heca (FOB_BCN)

B.5.2.1 XapakrepucTuka ceMeicTBa

HaHHoe cemeiicTBO onpefenseT AeicTBUS No obecneyeHunto HenpepbLIBHOCTM AEeN0BOW ASATENLHOCTU U BKIOYa-
eT B ceba nogpobHoe onucaHWe aHanu3a BO3AENCTBUSA Ha BU3Hec, Nnokanusauuu HemcnpaBHOCTEW W NiaHMpoBaHUs
HenpepLIBHOCTU AEN0BOI AEATENBHOCTU.

B.5.2.2 PaHXupoBaHue KOMNOHEHTOB

FOB_BCN.1 AHanua Bo3aeincTeuna

OnpeaeneHbl aHanu3 BO3JeNCTBUA Ha HENPEPLIBHOCTL AENOBOMN eATeNnbHOCTU, NnaHbl obecneyveHus Henpe-
PLIBHOCTW AENOBON AEATENBHOCTU ANA NOAAEPXKAHWA WU BOCCTAHOBMEHUS AENOBLIX Onepauuii, nokanu3aums Heucrn-
paBHOCTEN U cneunanbHblil AOCTYN, NpefocTaBnAeMblii BO Bpems cboeB npu obecneveHnn 6e3onacHoCTu.

B.5.2.3 3anucu

ABTOMaTU3UPOBaHHAA CUCTEMA [OSKHA COXPaHATb U NPefOCTaBNATb ANA NPOBEPKU cnejyowne cBAeTenbCTBa.

Ons FOB_BCN.1: onucaHne aHanu3a Bo3f1eiCTBUS Ha HENPEpPLIBHOCTL A€roBOW AeATENbHOCTU, naHoB obecrie-
YeHUS HENPEpPLIBHOCTU [eNoBON AEATENbHOCTM ANA NOAAEPXKaHMS UM BOCCTAHOBMEHWUS AeNoBbIX onepaLuii, flokanu-
3aUun HencnpaBHOCTeW W cneynanbHOro AocTyna, NpeaocTaBnsieMoro Bo Bpemsi c6oes npu obecneveHun 6esonacHo-
CTW, C KOHKPETHBIMU AeiCTBUAMU 1 cneundukaLmamn.
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B.5.2.4 FOB_BCN.1 AHanu3 Bo3geicrBust

3asucumoct: FOD_RSM.1 MeHeaXMeHT pucka BHYTPU OpraHusaLuu.

FOB_BCN.1.1 O®BE gomxHel onpefienste TpeboBaHWsa H6e3onacHOCTU Mo NpOBEAEHUIO aHann3a BO3AEHCTBUA Ha
HenpepbIBHOCTb [1€N0BOIN AeATENBHOCTU ANs uAeHTUdUKaLMKU COBLITUI, KOTOPLIE MOTMYT Bbi3BaTb NpepbiBaHWUSA A€N0BbIX
npoLeccoB, HapsAy C aHanU3oM BEpOSTHOCTMU M BO3[eNCTBUSA Takux NpepbiBaHUi U UX NocnegcTBuil Ans MHpopMaLMoH-
Holi 6e3onacHOCTU.

FOB_BCN.1.2 O®B gomxHbl onpefensats TpeboBaHus Ge3onacHOCTU K NPOBEAEHUIO aHanNW3a BO3AEWCTBUS Ha
HenpepbIBHOCTb [eN0BOi AeATENLHOCTU C BOBNeYeHUeEM BnagensLes busHec-pecypcos U 6usHec-npoLeccos.

FOB_BCN.1.3 O®B gonxHbl onpegenste TpeboBaHusa Ge3onacHOCTM K MnaHaM obecrneveHnss HenpepbIBHOCTH
A enoBoi AeATeNbHOCTN AN BOCCTAHOBMIEHUS NOCHe aTak BPeAOHOCHBIX KOAOB, BKIOYas MeponpusATUS NO BOCCTAHOB-
JIEHUIO U pe3epBUMPOBaHUI0 BCeX HEOBXOAUMBIX AaHHLIX U NporpaMMHoro obecneyveHus.

FOB_BCN.1.4 O®B gonxHbl onpegensaTts Tpe6oBaHna 6€30nacHOCTU K OCO3HaHMIO PUCKOB, CTOSALLUX Nepej, opra-
HU3aLuueid, B OTHOLUEHUU UX BEPOATHOCTU U BO3AEWUCTBUA; NOHUMAHUIO BIIUSIHUSA, KOTOPOE NpepLiBaHUE MOXET OKa3sbl-
BaTb Ha AENoBYIO AeATENbHOCTb, (hOPMYMMPOBaHUIO U JOKYMEHTUPOBAHUIO cTpaTerin obecnedeHns HenpepbiBHOCTU
ZernoBoi AeATENbHOCTH, CornacyoWwencs ¢ ycTaHoBNEHHbIMU BU3Hec-LensaMu u buaHec-npuoputetamu; opmynuposa-
HUIO U JOKYMEHTUPOBaHUIO NnaHoB obecneveHnst HENPepPLIBHOCTU AEN0BOI AeATENBHOCTH, COOTBETCTBYIOWUX YCTAHOB-
TNIEeHHOW cTpaTerum, perynsapHoMy TeCTUpPOBaHUIO U OBHOBNEHWIO TEKYLLIUX MIaHoB U NpoLeccoB U K o6ecneveHnto BKnto-
YeHUs yNpaBneHUs HenpepbIBHOCTHIO GU3HEC-NPoLIeCCOB OpraHu3auuK, U K CTpYKType ee obecnedeHus.

FOB_BCN.1.5 O®B gonxHbl onpegenats TpebosaHnsa 6ezonacHocTu K paspaboTke W BHegpeHUto nnaHos obec-
neyYeHus1 HeMpepbLIBHOCTU AENOBOW AEATENBHOCTU ANA NOAAEPXKAHWS UNKU BOCCTAHOBIIEHWS onepauuii U obecneveHns
LOCTYNHOCTH MHdOpMaLun Ha Heo6xoaMMoM ypoBHe 1 B Tpebyembix MacluTabax BpeMeHu nocne npepbiBaHnusa unu c6os
KPUTUYECKN BaxKHbIX BU3HEC-NpoLIeccoB.

FOB_BCN.1.6 O®B pgomxHbl onpeaenaTb npoueaypbl XpaHEeHUs KOMUM nnaHoB obecneveHns HenpepbIBHOCTU
[lenoBoil AeATeNbHOCTU B YAANEHHOM NYHKTE Ha 3HaYUTEeNbHOM yaaneHuu Ansa usbexanus ywepba scneacteune 6ea-
CTBUS Ha [MaBHOW TeppuTopuK opraHnsayun. Heobxogumo o6ecneunTb akTyanbHOCTb STUX KONUIA U X 3aLUTy Ha COOT-
BeTCBYIOLLEM ypoBHe 6e30MacHOCTU, aHanorM4HoOM ypoBHIO 6€30NacHOCTH, YCTAaHOBIIEHHOMY U Ha FMaBHOW TepPUTOPUN.

FOB_BCN.1.7 O®E gormkHbl onpefensTe TpeboBaHUA Ge3onacHOCTU ANA YCNOBWUIA ee akTuBauuu, a Takke
NWL, OTBETCTBEHHbLIX 3a BLIMOMHEHUE KaXAOro MyHKTa Kaxgoro nnaHa obecneveHWs HenpepbiBHOCTU AenoBoi
fesTenbHOCTH.

FOB_BCN.1.8 O®BE gomkHbl onpegensaTte TpeboBaHuA GesonacHOCTU K NpoBepke U o6HoBneHUo nnaHos obec-
NeYeHns HenpepLIBHOCTU AEMOBON JEATENLHOCTU ANA obecrneveHns nx COBPEMEHHOCTU U 3PP EKTUBHOCTU.

FOB_BCN.1.9 O®B pomxHbl onpeaensats TpeboBaHus 6e3onacHocTy K nnaHam nokanusauum c6oes B obecneve-
HUK 6e30MacHOCTU ¢ TeM, YTo6bl cOoii oKasblBan MUHUMAaNbHOe BO3LEeACTBUE Ha HeNpPepLIBHOCTbL AEMOBO AeATenbHO-
CTW MPW BO3HUKHOBEHWUWU MHLUWAEeHTOB Ge30MacHoOCTM.

FOB_BCN.1.10 O®Bb gomxHbl onpefenaTe NpaBuna cneyuanbHOro JOCTyna K akTuBam aBTOMaTU3MpOBaHHOMN
cucTeMbl Bo BpeMs c6oeB B obecneveHun 6e3onacHocTu.

FOB_BCN.1.11 O®BE pgomxHbl onpegenats TpeboBaHWa 6e30MacHOCTU K paspaboTke W noffepxaHuio ynpaens-
€MOro rpoLecca HemnpepbIBHOCTW AeMoBOi AeATENBHOCTU BO BCE OpraHM3aLmm, KOTopeli yunuTbiBaeT TpeGoBaHua Ge-
30MacHOCTH, HeobXxo4UMble A COXPAHEHUSI HEMPEPLIBHOCTU [erloBON LEeATeNIbHOCTU opraHusaLuum.

FOB_BCN.1.12 O®B ponxHbl onpeaenaTe TpeboBaHUst 6€30nacHOCTM ANA €4WHOI CXeMbl MiaHoB obecnevyeHuns
HenpepbIBHOCTU AeNOBO AEeATENbHOCTU C Lienbio obecneyveHns NocneoBaTeNlbHOCTU BCeX NaHoB, MOCTOSHHOIO y4eTa
TpeboBaHWn MHMDOPMaLMOHHOW 6€30MacHOCTU U onpeAeneHnss NPUoOpUTETOB ANSA NPOBEPKN U 06CMyXMBaHWS.

B.6 Knacc FOP: o6opyaoBaHue u annapatypa

B AaHHOM Kknacce npefcTaBneHsl TpeboBaHUA K OpraHusauyoHHBIM Mepam Ans obopyfoBaHusA, annapaTypsl 1
noMeLLeHuiA B npegenax aBToMaTu3MpoBaHHoOR cuCTEMBI.

B.6.1 NMepenBuxHoe o6opynosaHue (FOP_MOB)

B.6.1.1 XapakTepucTuka cemeicTsa

B AaHHOM cemelicTBe onpeaeneHsl TpeboBaHWst BesonacHOCTU ANA NepeaBMXHOro obopyLoBaHWSA U BKITOYaOT
B cebs nogpobHoe nanoxeHue TpeboBaHWit 6esonacHoCT, porneil U 0BGsA3aHHOCTEN.

B.6.1.2 PaHxunpoBaHue KOMMNOHEHTOB

FOP_MOB.1 TpeboBaHusa 6e3onacHOCTU ANA nepeaBmxHoro obopynosaHusa. OnpeaeneHbl TpeboBaHusa dusn-
YecKol 3alluUThbl U npoLiedyp NpUHATUA Mep obecneyeHuss 6e30MacHOCTU MPU UCMONb30BaHUN NEPEBUXKHON BbIYMCIU-
TeNnbHOW annapaTypbl B o6LUecTBEeHHbIX MecTax. OnpeAerneHel nNpaBuna ucnonb3oBaHusa cpefctB o6paboTku nepco-
HanbHOW MHOPMaLMK U MHOPMaLIMW YaCTHOro MoSIb30BaHUA U MpaBuria NpUMeHeHUs MOSTHOCTLI0 aBTOMAaTU3NPOBaH-
Horo obopyfoBaHus.

B.6.1.3 3anucu

ABTOMaTWU3NPOBaHHas CUCTEMa [OSKHa COXPaHSATb W NPeLoCTaBNATb A1A NPOBEPKM CreayroLime CBUAETENLCTBA.

Ons FOP_MOB.1: onucaHne TpeboBaHUii hUsMYecKoi 3awmtel 1 npouesyp NpUHATUS Mep obecnedeHus Geso-
MacHOCTW MPW UCMOMb30BaHNK NEPEdBKHON BbIMUCIUTENBHOW annapaTtypbl B 06LIECTBEHHbIX MECTax € KOHKPETHbIMU
feAcTBMAMU U cnelundukaluamn. OnucaHue npaeuna ucnonb3oBaHa cpefcTs 06paboTku NepcoHansHon nHdopma-
LMK W MHPOPMaLMK YacTHOro Morb3oBaHUA U MpaBuna NPUMEHEHNUS NOMHOCTLI0 aBToMaTU3MpoBaHHOro obopyLoBaHus
C KOHKPETHbIMW JeACTBUSMU U crelndukaluaMu 1 3anucsMu 0 NpoBeAEHNN KOHTPOTS.
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B.6.1.4 FOP_MOB.1 Tpe6oBaHus 6e3onacHocTu AnNA nepeasuxHoro obopyaoBaHus

FOP_MOB.1.1 O®B gomnxHbl onpefenatb TpebosaHWa 6e30nacHOCTU B NOAUTUKE ANA NEPEHOCHOW BbIYUCAU-
TeNbHOW TEXHUKU B OTHOLLEHUM PUCKOB paboTkl C NepeHOCHLIM BLIMUCTIUTENBHBEIM 060pyAOBaHUEM B He3aLULLEHHBbIX
cpepax.

FOP_MOB.1.2 O®Bb gomxHel onpeaensTe TpeboBaHWA HGesonacHOCTM ANS U3INHECKOW 3aluThl, YNpaBneHus
LOCTYNOM, KpunTorpaduyecknx METOL0B U CPEACTB, PE3EpPBHOro KOMMPOBAHUS U 3aluTLl OT BUPYCOB B NONUTUKE ANA
NepPeABUKHON BBIMUCIIUTENBHOW TEXHUKU.

FOP_MOB.1.3 ®BC pgomkHbl o6ecnednTs Mepbl 3aluThl OT PUCKOB NPU UCNONb30BaHWUKU NEPEABUXKHON BbIMUCIU-
TenbHON annaparypbl.

FOP_MOB.1.4 O®B pgomxHbl onpeaenaTb npouefypbl NPUHATUA Mep obecnevenns GesonacHOCTU NpU UCMONb-
30BaHWN NepeaBIKHOW BbIMUCNUTENLHON annapaTtypel B 0OLECTBEHHBIX MECTaX, coBelaTenbHbIX KOMHaTax U Apyrux
He3alUMLeHHbIX JoMeHax 3a npeAenaMu nomelleHunit opraHunsayun. ODOB formkHbl obecnevnBaTb COOTBETCTBYHOLLYIO
3alluUTy MCNONBL3OBaHUIO NEPEABUXHON BLIMUCIUTENBHOW annapaTtypbl, NOJCOSANHEHHON K CETAM.

FOP_MOB.1.5 ®BC pgomkHbl obecnednBaTb Mepbl 3alUThl MEPEBWKHON BbIMUCIUTENBHOW annapaTypbl, 0CO-
6eHHO ocTaBrneHHoit 6e3 NpUcMoTpa, OT XULLEHUIA.

FOP_MOB.1.6 O®E fomkHbl onpefensTe NpaBuia UCNonb3oBaHUA cpeacTe 06paboTkn nepcoHanbHbIX AaHHbIX
¥ npuBaTHoi MHdopmMaLmn npu obpaboTke AenoBoW UHGOopMaLMK.

FOP_MOB.1.7 O®B pgomxHel onpefensTe NpaBuia, NpeanqchiBatolime He ocTaBnsATb o6opyaoBaHue U HocuTenu
MHdopMaLuKM 6e3 npucMoTpa B OBLUECTBEHHLIX MECTaX, NEPEHOCKU MOPTATUBHBIX KOMMBIOTEPOB B Ka4ecTBE Py4HOro
Garaxa W cKpbiBaTb UX NPpU COBEPLUEHUN NEpeesfoB.

B.6.2 CbemHoe o6opypoBanue (FOP_RMM)

B.6.2.1 Xapakrepuctuka cemeincrea

[aHHoe cemelicTBO onpefenseT npoueaypel 6e3onacHocTu ANs CMeHHOro o6GopyaoBaHWUA U BKtovaeT B cebs
nofpobHoe U3NoXeHue ynpaBrneHUs CMEeHHBIMW HOCUTEMAMM.

B.6.2.2 PanxmpoBaHue KOMMNOHEHTOB

FOP_RMM.1 YnpaBneHne cMeHHbLIMWU HOCUTENSAMU

OnucaHbl npoueaypbl YyNpaBrneHUss CMEHHLIMW KOMMbIOTEPHBIMU HOCUTENSIMU, NpoLEAypbl aBTopu3ayuu aAns
HocuTenew, yAaneHHbIX 13 opraHvaaumu, u npoueaypel CTUPaHUsa CoAepXUMOro NtobbiX NOBTOPHO UCMONb3YEMbIX HOCK-
Tenen.

B.6.2.3 3anucu

ABTOMaTW3MpOBaHHasA cMcTeMa [OJKHa COXPaHSATb W MPefoCTaBNATbL ANA NPOBEPKU cregylowne CBMAETENLCTBA.

Ans FOP_RMM.1: onucaHue npoueayp ynpaBneHUst CMEHHbIMU KOMNbIOTEPHBIMWU HOCUTENSIMU, NPOLIEAYP aBTO-
pusauun Ans HocuTenei, yaaneHHsIX U3 opraHusauuv, 1 nNpoLenyp CTUpaHUs COAEpXUMOro NobbiX NOBTOPHO UCMONb-
3yeMbIX HOCUTENeR ¢ KOHKPETHEIMU AeACTBUSAMU U crieLdrKaLMaAMK U 3anncsiMU O NPOBEAEHUA KOHTPONMS.

B.6.2.4 FOP_RMM.1 YnpaBneHne cCMeHHbIM1 HOCUTENSAMU

3aBNCYMOCTM: 3aBUCMMOCTH OTCYTCTBYHOT.

FOP_RMM.1.1 O®B gomxHel onpefensaTb npouefypbl YNpaBneHUs CMEHHbBIMA KOMMbIOTEPHBIMU HOCUTENSMM.

FOP_RMM.1.2 O®B gomkHel onpeAenaTb Npoueaypsl aBTopusanun Ans HocuTenei, yaaneHHbX U3 opraHu3aumu.

FOP_RMM.1.3 O®B pomxHsl onpefenaTb npoueaypbl MUHUMU3aLMM PUCKOB, CBA3@HHBLIX C YTEYKON CEeKpeTHOM
MH(OPMaLMN HEeCaHKLMOHUPOBaHHLIM NULiaM, YCcTaHoBNeHNsa dopManbHeix npoueayp 6esonacHoi NMKBMAALMKM HOCKU-
Tenen.

FOP_RMM.1.4 O®B gonxHel onpefensaTb Nnpoueaypbl CTUpaHUs, BKIoYas niobble CeKpeTHble AaHHbIe U NULEH-
31OHHOE MporpaMMHoe obBecreyeHne, nobbix NOBTOPHO UCNONb3yeMbIX HOcUTeneil U obopyaoBaHUs, cofgepxallero
HOCUTENMN HOoPMaLMK, KOTopble A4OMKHBI BbITb YAaneHs U3 opraHusaLumn B criydyae Ux HeHafobHOCTM U NpoBepeHbl Ha
BbIMOSTHEHUE CTUPaHWS.

B.6.3 AucraHumoHHoe o6opyaoBanue (FOP_RMT)

B.6.3.1 XapakTepucTuka cemeicrea

[aHHoe cemeiicTBO onpegenseT npoueaypbl 6esonacHoCTU U BkntovaeT B cebsl nogpobHoe U3noxeHue ynpasre-
HUSt AUCTaHLMOHHBIM 060opyaOBaHUEM.

B.6.3.2 PaHxupoBaHue KOMNOHEHTOB

FOP_RMT.1 YnpaeneHne AnCTaHUUOHHBIM 060pyAoBaHUEM

Onpepenexbl 065a3aHHOCTU U NpoLeaypbl YNpaBneHUs U UCMONb30BaHUA AUCTAHLMOHHOrO 060pyAoBaHUs U Npo-
Lefypbl AUCTAHLMOHHOrO AOCTYNa K AeN0BON UHOpMaLUN.

B.6.3.3 3anucwu

ABTOMaTU3NPOBaHHAsA CUCTEMA [OSKHA COXPaHATL U NPEAOCTaBNATbL AN NPOBEPKU CriefyloLue CBUAETENbCTBA.

Ona FOP_RMT.1: onucaHue o6a3aHHOCTEN M NpoueaypLl yNpaBneHUs U UCMosb30BaHUsA AUCTaHLUMOHHOro obopy-
[oBaHWA W nNpoueayp AUCTaHLUWOHHOro 4ocTyna K AenoBoi MHpOpMaLMK C KOHKPETHBIMU AEACTBUAMMU U cneumdukalym-
MU U 3aNUCAMU O NPOBEASHUN KOHTPONSA.

B.6.3.4 FOP_RMT.1 YnpaBneHue AUCTaHLUMOHHbLIM 0GOpyAOBaHUEM

3aBUCUMOCTHU: 3@BUCUMOCTUN OTCYTCTBYIOT.

FOP_RMT.1.1 O®B gonxHbl onpeaensaTe 0623aHHOCTU W NpoLeaypbl ynpaeneHus obopyaoBaHMEM U €ro UCMonb-
30BaHuA, BKNo4aa obopyaoBaHWe Ha TeppuTOpPUM NONb3oBaTenNs.
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FOP_RMT.1.2 O®b gomkHbl onpeaensiTs npouedypbl OCYLWeCTBNEHUs1 ANCTAHLUMOHHOIO A0CTYNa K JenoBon WH-
hopmaumn Yepes obLLeaoCTYMNHYI0 CeTb C NOMOLLBIO NEPeaBMKHOM BEIMMCNIMTENBHON annapaTtypbl TOMNbKO nocne ycnew-
HOW MAESHTUPMKALUN U ayTEHTUMKALUN U C NPYIMEHEHNEM COOTBETCTBYIOLLMX MEXaHW3MOB YNpaBneHns OoCTyrnoMm.

FOP_RMT.1.3 ®BC gonxHbl obecnevmeatb Mepbl BHIOKMPOBKM KnaBuaTypbl WNW SKBUBANEHTHbIE Mepbl obecne-
yeHus B6esonacHocTy Ang 3awuthl MK unv TepMUMHANOB OT HECaHKLMOHUPOBAHHOMO AOCTyna.

FOP_RMT.1.4 ®BC pomkHbl obecnevmBatb Mepbl aBTOMaTMYeckon uaeHTudukaumm obopyaoBaHus Kak cpea-
CTBa ayTeHTU(UKaLUMN coeanHEHUI U3 CneLmMpUYecKknX MecToMNoNoXeHU 060PYAOBaHNS.

FOP_RMT.1.5 ®BC gomkHbl obecne4ynsaTb ynpaeneH4Yeckne Mmepbl (OU3NHECKMM 1 NOrm4eckum JOCTYNOM K anar-
HOCTMYECKMM U KOHDUIYPaLNOHHBIM MOpTaM.

B.6.4 CuctemHoe o6opyaoBaHue (FOP_SYS)

B.6.4.1 XapaxktepucTuMKa cemeincTBa

[aHHoe cemelicTBO onpegensieT npoueaypbl 6e30nacHOCTM Ana cMcTeMHoro obopyaoBaHus u BknoyaeTt B cebs
noapobHoe n3noXeHwe ynpaBneHWsi CUCTEMHbIM 06opyaoBaHWEM.

B.6.4.2 PaHX1UpOBaHWe KOMMOHEHTOB

FOP_SYS.1 YnpaBneHue cuctemHbIM 0BopygoBaHMemM

OnpepeneHbl 3anacHoe oGopyJoOBaHUE U pe3epBHble HOCUTENW, MpaBuna XPaHeHWA OMAacHbIX U BOCMNAMEHSIO-
wmxca matepuanoe. MNpoueaypbl NPOBEpKM NOCTYMAKLWEro Matepuana v 3awWmnTbl CEeTEBOW MPOBOAKN C KOHKPETHbIMW
OEeNCcTBMAMK U cnelundukaumamm.

B.6.4.3 FOP_SYS.1 YnpaBneHue cucTeMHbIM 060pyfoBaHueM

3aBUCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOP_S8YS.1.1 O®b gomxHbl onpeaensTs NpaBuna pasMeLlleHns 3anacHoro 060pyA0BaHNA U pe3epBHbIX HOCUTE-
newn Ha BesonacHoOM paccTosHuM Ana nabexaHus yuwepba, NnpuyYMHEeHHoro 6e4cTBMeM Ha rmaBHOW TeppUTOpUN.

FOP_SYS.1.2 O®b pgomkHbl onpegensiTe NpaBuna XpaHeHWs OnacHbIX U BOCMNaMEHSIIoWmMXCca matepuanoB 6e30-
nacHbIM 06pasom Ha 6e30nacHOM PAaCCTOAHMM Ha 3aLMLLEHHOM y4YacTKe.

FOP_SYS.1.3 O®b gonxHbl onpegensits NpaBuna XpaHeHWs KaTanoroB BHyTPEHHUX TernedOoHHbIX CNpaBOYHUKOB,
yKa3blBAKLWKMX MecTononoxerHme obopyaoeaHus ans obpaboTkM CekpeTHON MHMopMaumKn, HepocTynHon ans obie-
CTBEHHOCTM.

FOP_SYS.1.4 O®b gomkHbl onpepensTs npouesypel NPOBEPKM MOCTYNAILWEro Marepuana Ha Hanmume noTeH-
LmanbHbIX YIpO3 nepea ero nepemMelleHnem oT panoHa 4OCTaBKU M pasrpyskum K MECTY MCMOMNb3OBAHUS.

FOP_SYS.1.5 ®BC pomxHbl obecneynts mMepbl 3aWwuTbl CETEBOIN NPOBOAKN OT HECAaHKLUMOHMPOBAHHOIO MPOCNy-
LUIMBAHMA UMK NOBpPeXaeHWs Npu ee Npoknajke Yepes nnowagun o6LLecTBeHHOTO NONb30BaHUA.

FOP_SYS.1.6 O®b gonxkHbel onpegenaTb npaeuna obcnyxusaHus o60pyaoBaHWs B COOTBETCTBUM C PEKOMEHIO0-
BaHHBIMMW MOCTABLUUKOM MHTEpBanamu u cneuudukalusmMm.

FOP_SYS.1.7 O®b ponxHbl onpefensiTe NpaBuna NpoBEAEHUA PeMoHTa unu obenyxmeanua o6opyaoBaHus
TONBKO CaHKLMOHWPOBaHHLIM OGCMYXMBAKLWUM NEPCOHANOM.

FOP_SYS.1.8 O®b fomxHbl onpegensiTe ynpaBneH4Yeckne mepbl ANA COOTBETCTBYIOWENO YPOBHA (hU3nHeckon
3aWMTLl U 3alKThI OT BO3OEWCTBUA OKPYXKAIOLLEN Cpeabl B COOTBETCTBUM CO CTaHAapTaMu, MPUMEHAEMbIMU Ha rNaBHON
TEpPUTOPUW ANA pe3epBHON MHopmaumu. Mepbl obecneveHna 6e3onacHOCTH, NPUMEHAEMbIE K HOCUTENAM Ha OCHOB-
HOW TEpPPUTOPWKW, SOMKHLI ObiTh PACAPOCTPaHEHDI HA PE3EPBHYIO TEPPUTOPUIO.

FOP_SYS.1.9 O®b gomkHbl onpedensatb NpaBuna XpaHeHWs Bcex HocuTenen B 6e30nacHoOn 1 3almLEeHHON
cpene B COOTBETCTBUM CO cneuncukaumen narotoeutenei.

FOP_S8YS.1.10 O®b gonxHbl onpegenaTs 06583aHHOCTH MO 3alumTe 060pyaoBaHus, paboTalowero B aBTOHOMHOM
pexvMe Ans Bcex paboTHUKOB, NOAPSAAYMKOB M MONb30BaTEnei TpeTbell CTOPOHbI B OTHOWEHUN TpeGoBaHuiA n npoue-
ayp BesonacHocTu.

FOP_S8YS.1.11 O®b gomkHbl onpeaenaTs npoueaypbl obecneyveHns nepeHoca Bcel peneBaHTHON MHdbopMaumm
B OpraHuMsaumio 1 ee HadexHoro cTupaHusi n3 obopyaoBaHua B criydae nokynkm obopyaoeaHua opraHusaumm paboTHu-
KOM, NOAPAOYMKOM W MOMb3oBaTENeM TPeTbeil CTOPOHbI UMM MCNOMNb30BaHUA UMK cobecTBeHHOro o6opyaoBaHusA.

FOP_SYS.1.12 O®b pomxHbl obecneqnTts Mepbl o6ecnedeHnss 6e30nacHOCTU ANs HocUTENen, coaepKalumx UH-
bopmMaumio, KOTopasa OomkHa GbiTb 3alUWEHa OT HeCaHKLUMOHWPOBAHHOMO AOCTYNA, HEeNpPaBUNBLHOMO UCMOMNb3OBaHUA
UNN UCKaKEHUs] BO BpeMsl TPAHCMOPTMPOBAHUA 3a Npejenamu opraHv3auum.

B.6.5 YnpaeneHue annapatypoit (FOP_MNG)

B.6.5.1 XapakTepucTtuka cemencTea

JdaHHoe cemMencTBO onpepenseT yrnpaBneHve annapaTtypon u BKMovaeT B cebs huamyeckyto 3awmTty, BCnoMora-
TenbHoe 060pyaoOBaHVE U KaHanbl CBA3N.

B.6.5.2 PaHXupoBaHue KOMMNOHEHTORB

FOP_MNG.1 dusudeckas sawmrta

Onpepenena duanyeckasa 3awuta oPUCOB, NOMeLLeHUA 1 annapaTtypbl. OnpegeneHo pasgeneHvne annapaTypsl,
ncnonb3yeMon ana paspaboTku, UcnbiTaHnsa U akcnnyataumn. OnpeaeneHbl TpeboBaHua Ans agekBaTHOW pe3epBHON
annapaTypbl W 3aWwuTbl cpeacTB 06paboTkn nHdopmaumn.

FOP_MNG.2 Cunoeoe BcrniomoraTenbHoe oGopyaoBaHue

OnpepeneHbl ynpaeneHne BCnomoraTernbHbiM 060pyAOBaHUEM U MPUMEHEHWE PE3epPBHOMO reHepaTtopa.

FOP_MNG.3 KaHanbl cBA3K

OnpepeneHo ynpaeneHne BHEWHWMW KaHanaMu CBA3W.
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B.6.5.3 3anucu

Ona FOP_MNG.1: onucaHue ¢u3anyeckon 3aliuTel 0uUcoB, NOMELLEHWIA N annapaTyphbl, pasgeneHns annapary-
pbl, ucnonb3yeMoil ans paspaboTku, UCMbITAHUS M 3KCMryaTauuW, afeKkBaTHOW pe3epBHON annapaTypbl W 3aluTbl
cpeacte 06paboTkm MHOPMALMKU C KOHKPETHLIMU AEACTBUAMU U crieyudurKaLuaMm.

Ona FOP_MNG.2: onucaHne ynpaBrneHWs CMMNoBbLIM BCrioMoraTenbHelM obopyaoBaHMeM U NpUMEHEHUE pe3epBs-
HOro reHepartopa ¢ KOHKpPETHbIMU JeACTBUAMU U cneluduKaLmusaMm.

Ona FOP_MNG.3: onucaHue ynpaBreHus kaHanamu cBS3U U Mep No YCTpaHEHUIO HENCTIPABHOCTEN C KOHKPETHbI-
MU AeicTBuAMKU K cneuudurKaLmsaMm.

B.6.5.4 FOP_MNG.1 ®u3unyeckan 3alura

3asucumoctu: FOD_PSN.5 Joctyn k annapatype u 06opyaoBaHuio.

FOP_MNG.1.1 O®B gomxHbl onpeaensTb TpeboBaHWa 6e3onacHoCTH ANs U3NYECKON 3almThl 0OUCOB, APYruX
noMeLeHnid n annapartypsl oT yuwepba BcneacTBue noxapa, HaBOAHEHUs, 3eMIIETPSCEHNUs], B3pbiBa, 06LWECTBEHHbIX
GecnopsaakoB v Apyrux BuaoB 6eacTBUN NPUPOAHBIX UM @HTPOMNOreHHbIX KaTacTpod.

FOP_MNG.1.2 O®E gonxHbl onpegenatb TpeboBaHua GesonacHocTu pasfeneHus annapatypbl pa3paboTku,
UCNbITaHWA U 3KCTINyaTaLuun ¢ LUenbio CHUKEHUS PUCKOB HECaHKLMOHMPOBAHHOMO AOCTYNa UMM BHECEHWUA W3MEHEHUI B
aBTOMaTU3NpOBaHHYIO CUCTEMY.

FOP_MNG.1.3 O®E gonxHbl onpeaensaTts TpebosaHna 6e3onacHoOCTU ANs afekBaTHON pe3epBHOI annapaTtypbl B
Lensix obecnevyeHnst BOIMOXKHOCTU BOCCTAaHOBMNEHUS BCeW 3HA4MMOIN MHPOPMaLMKU M NporpaMMHOro obecneveHns noc-
ne Kakoro-nubo 6e4CTBUA UNU HEUCNPABHOCTU HocuTenei UHdopMaLuu.

FOP_MNG.1.4 O®B aonxHbl onpeaenatb TpeboBaHus 6ezonacHocTU AnS 3awuTtbl 06opyaoBaHus o6paboTku
MHOPMaLMK C Lenblo U3bexaHUs HeCaHKLMOHMPOBAHHOMO AOCTYNa UMW PacKpbITUS MHGOPMaLUMK, XpaHALENCca B STOM
obopyaosaHun U obpabaTbiBaeMoi UM.

B.6.5.5 FOP_MNG.2 CunoBoe BcnomoraresnibHoe o6opyaoBaHue

3aBUCUMOCTHU: 3@BUCUMOCTUN OTCYTCTBYIOT.

FOP_MNG.2.1 ®BC gonxHbl 06ecneuntb Mepbl o6ecnedvenns 6esonacHocTu Ans sawuTtbl o6opyaoBaHus oT
nepeGoeB B NUTaHWUK U ApYrux c6oes, BbI3BaHHLIX HEUCNPABHOCTAMU BO BCNOMoraTtenbHoM 060pyaoBaHuu.

FOP_MNG.2.2 O®B gonxHbl onpeaenstb TpeboBaHusa GesonacHocTW Ans npumeHeHus obopyaosanua YMC.

FOP_MNG.2.3 OB gonxHbl onpefenats TpeboBaHna 6e3onacHOCTU ANA NPUMEHEHUS pe3epBHOro reHepaTopa
NPy HeoBXoANMOCTU NPOAOCNKeHNs obpaboTku uHGoOpMaLun B cnyvae AnuTensHoro nepebon B NUTaHUW.

B.6.5.6 FOP_MNG.3 KaHanbi cBA3u

3aBnUCUMOCTM: 3aBUCUMMOCTH OTCYTCTBYHOT.

FOP_MNG.3.1 ®EC fomxHel obecnednTs Mepbl 3aLlUTLl CUNOBOA U TENEKOMMYHUKaLMOHHON NPOBOAKK, Nepeaa-
OLLE faHHble UK NpefocTaBnAoWein BCnoMoraTensHble MHpopMaLUMOHHbIE Yy, OT NpOCnyLUMBAHUA UK NOBPEX-
LeHuns.

FOP_MNG.3.2 ©OBC gomxHel onpeaensTs TpeboBaHWa 6e30nacHOCTU Npu NOAAEPXKaHUN CBA3SHOCTU KOMMYHUKa-
LM B criydae HeucrnpaBHOCTU annapaTypbl CBSA3W UMW NpepbiBaHns B ero pabore.

B.7 Knacc 7: TpeTbU CTOPOHbI

B paHHOM Kknacce npegcTtaBneHbl TpeboBaHUS K OpraHW3aLMoHHBIM MepaM ANSA TPETbUX CTOPOH.

B.7.1 YnpaBneHue B3aumopgencTBueM ¢ Tpetbeil ctopoHoii (FOT_MNG)

B.7.1.1 XapakrepucTuka cemeicTBa

[aHHoe ceMeiicTBO onpeAenseT ynpaslieHWe B3aWMOAEWCTBUEM C TPETbEN CTOPOHON M 06sa3aTenbCTBa TPETHUX
CTOPOH U BKNtoYaeT B cebsa TpeboBaHMa 6e30nacHOCTW ANS ayTCOPCUHra U TPETLUX CTOPOH.

B.7.1.2 PaHxnpoBaH1e KOMMNOHEHTOB

FOT_MNG.1 AyTcopcuHr.

OnpeaeneH nnaH HeobxoANMbIX Nepegay MHOPMaLMK, NMLEH3NOHHBIX COrmnalleHnid, BNageHus KogamMu v npas
Ha UHTenneKTyansHylo coBCTBEHHOCTb.

FOT_MNG.2 Tpe6oBaHust 6e3onacHOCTH ANSA TPETbUX CTOPOH.

OnpegaeneHel Bce TpeboBaHnA GezonacHocTH, ABNAOLWMECH pe3ynsTaToM paboThl ¢ TPeTbUMK cTopoHamu. Onpe-
JerneHbl gocTaTouMHoe oblee ynpaBneHWe W npaeuna HenpejocTaBneHns 4ocTyna K uHopMalmm opraHusauuun. Onpe-
JerleH MeHeAXMEHT pucKa, NPUMEHNUMBIA K B3aWUMOOTHOLLEHUAM C TpeTbell CTOPOHOM.

B.7.1.3 3anucu

ABTOMaTW3NpOBaHHas cucTemMa AoMMKHa COXpaHsaTe U NPejocTaBnsATh ANS NPOBEPKN CrieayroLne cBuaeTenbCcTBa:

Ona FOT_MNG.1: onucaHue nnaHa Heo6xogWMbIX nepedad UHopMaLmMn, NULEH3UOHHBIX cornalleHnin, Bnage-
HUSi KOAaMW U MpaB Ha UMHTENMEKTyanbHy0 COBCTBEHHOCTE C KOHKPETHBIMU AENCTBUAMMU W cneumdukaLmsami.

Ona FOT_MNG.2: onucaHue Bcex TpeboBaHuii 6e30nacHOCTH, NponcTeKaroLwmx n3 paboTbl ¢ TPETbUMW CTOPOHA-
MW, AOCTATO4HOro OBOLLEro ynpaBneHus 1 NpaBus HenpeaocTaBneHna JocTyna K MHpopMaLmn opraHusaLum n MeHeax-
MEHTa pucka C KOHKPETHbIMW AENCTBUAMM U crieLmdukaLmamu.

B.7.1.4 FOT_MNG.1 AyTCOpCHUHr

3aBucumoctn: FOD_PSN.3 lMepcoHanbHoe cornalleHue.

FOT_MNG.1.1 ODB gomkHel onpeaenaTs TpeboBaHUsA 6e3onacHOCTV AN NiaHa HeoBxoAuMbIX nepeaad MHop-
MaLuun, cpeacTB ob6paboTkn MHopMaLmn U Bcero nognexallero nepemMeLieHnio u nogaepxanuio 6e3onacHocTi BoO
BpeMs nepuoja nepepaqu MHMOpMaLMU Npu MepPONPUATUSX ayTCOPCUHTa.
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FOT_MNG.1.2 O®b gomxHbl onpefenats TpeboeaHusa Ge3onacHOCTU ANA NUUEH3NOHHBIX cornallueHuii, Bnage-
HUA KOAaMU 1 NpaB Ha UHTENNEeKTyarnbHyo COBCTBEHHOCTb, CepTUdMKaLIMK Ka4eCTBa N TOYHOCTM BLINONHAEMO paboThl,
MEPONPUATUIA MO YCIIOBHOMY [1€MOHMPOBAHUIO B CNy4ae Heyaa4u TpeTbei CTOPOHLI, NpaB AoCcTyna AN ayAuTa KayecTBa
¥ TOMHOCTU NpofenaHHoit paboTel, 10roBOpHLIX TpeboBaHUi K Ka4ecTBY Kofja U TeCTUpOBaHMIO AN 06HapyXeHWUs TPOsiH-
cKoro kopa Tam, rae 6bino paspaboraHo nporpammHoe obecneveHue.

B.7.1.5 FOT_MNG.1 Tpe6oBaHna 6e30nacHOCTU ANA TpeTbel CTOPOHbI

3aBMCMMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOT_MNG.1.1 O®PE pgormkHbl onpeaenaTb TpeboaHus Ge3onacHOCTH, ABNAlOLLMecs pesynsratom paboThl ¢ Tpe-
TbUMW CTOPOHaMM UMM BHYTPU(PUPMEHHLIMU MEPAMKU KOHTPOSS MO COrNAacoBaHWIO C TPETbEN CTOPOHOIA.

FOT_MNG.1.2 O®B aomxHbl onpeaenatb TpeGoBaHus 6esonacHocTn Ana obecneveHnss COOTBETCTBUSA MOMUTU-
KaM 1 cTaHgapTam 6e3onacHOCTM opraHvsauun No CorfacoBaHuIo ¢ TpeTbUMU CTOPOHaMU, BKITOYas AOCTyN K uHdopma-
LMK opraHu3aumu, ee obpaboTky, nepefady Unu ynpaeneHue eto, Unu k cpegctsam obpaboTkn MHopMaLmm.

FOT_MNG.1.3 O®b gonxHbl onpefenate TpeboBaHuss 6e30NacHOCTU 4NA [OCTaTOMHOro O6LLEero KOHTPOns M
acnekToB 6e30MacHOCTN 4NA CEKPETHON UMU KPUTUYECKU BaxHOW MHdOpMaLuMn unu cpeacts o6paboTku nHopmaumu,
JOCTYM K KOTOPOW OCYLLECTBINSETCA TPETbEN CTOPOHOMN U KoTopas obpabaTeiBaeTcs UK yNpaBnaeTcs TpeTbel CTOPOHON.

FOT_MNG.1.4 O®b pomkHbl onpefensTe MpaBuia, NpejnucLiBaolue He npefocTaBnAaTs AOCTYN K MHgopMa-
LWKU opraHusaLusaM TpeTbel CTOPOHbLI, Noka He BygyT onpefeneHsl Mepbl obecneyeHnss 6e30MacHOCTU M NoNUcCaHo
cornalueHue, onpeaensioLiee ycrnoBus NoAcoeiuHeHNs unu aoctyna, U pabodee cornalleHue.

FOT_MNG.1.5 ODE gomkHbl onpefensaTe TpeboBaHWs 6e30nacHOCTW ANA OCYLLECTBNEHUA MeHeXMeHTa pucka-
MW, CBA3AHHbIMKU C BU3Hec-NpoLeccamMn ¢ TPETbUMU CTOPOHAMU UMU UX NEPCOHANOM.

FOT_MNG.1.6 ODB gonmxHel onpefensaTts TpeboBaHna 6e3onacHOCTU 415 OCYLLECTBIEHNSA MEHEI)KMEHTa pucka-
MW, CBSI3aHHBIMU C pasfnWyYHbLIMU CpeAcTBaMW XpaHeHUs W obpaboTkn MHopMaLMK, KOTopble ByAyT MCMONb30BaTLCS
TpeTbeil CTOPOHOIA.

FOT_MNG.1.7 OPBE pomkHbl onpeaenaTb npouefypbl Hag3opa U KOHTPONMPOBaHWA opraHusauumeinl paspaboTku
nporpaMmHoro obecrneyeHus, ocyLLeCTBMSEeMO Ha CTOPOHE.

FOT_MNG.1.8 O®b gomxHbl onpefenatb TpeboBaHUs 6e30MacHOCTU ANA NOATBEPXAEHUA peanusaLum, aKenny-
aTauuu 1 noagepxaHusi Mep obecnedeHunst GesonacHoCcTH, KnaccudukaLmm crnyxo6 1 ypoBHER NOCTaBKM, BKITIOYEHHBIX B
JOroBop 0 NocTaBKe YCrnyr TPETbe CTOPOHOW, 3TOW TpeTbel CTOPOHOIA.

FOT_MNG.1.9 ODB pgonxHel onpeaensTs TpeboBaHWa 6€30MacHOCTU ANS pPerynsapHoro MOHUTOPWUHIa U nepe-
CMOTpa YCIyr, OTYETOB W 3anuceil, NpeAocTaBnsAeMbIX TPETLEN CTOPOHOW, @ Takke NPoBeAEeHNUs ayaunToB.

FOT_MNG.1.10 O®B pomkHbl onpefenate TpeboBaHWa 6€30NacHOCTU K YNpaBrieHUto BHECEHUEM U3MEHEHWIA B
npefocTaBneHWe yCnyr, BKIovas NogaepxaHue 1 ycoBepLUeHCTBOBaHWE CYLLECTBYOWWX NOMUTUK, Npoueayp U Mep obec-
neyeHnss MHOPMaLMOHHON 6e30NacHOCTU C YYETOM KPUTUYHOCTW 3aAeACTBOBAHHBIX GU3HeC-CUCTeM U npoLeccos U
NOBTOPHOW OLIEHKN PUCKOB.

FOT_MNG.1.11 OB gomxHbl onpeaenaTte TpeboBaHUA 6e3onacHOCT, NpeAHasHaYeHHbIe ANA BHECEHUSA B 10r0-
BOPbLI C TPETEMMMW CTOPOHaMMU, BKITOYatoLmMe JOCTYN K MHpopmaLMmM unu cpeactsam o6paboTku MHdopmauum opraHusa-
umu, obpaboTke, Nnepesaye 3TOW MHPOPMALMU UNU K yNpaBrieHuio elo Unu fo6aBneHnio NpoayKToB WNKU YCRYr K cpea-
cTBam 06paboTku MHopMaLmu.

B.8 Knacc FOM: ynpaBneHue

B AaHHOM knacce npeacTaBneHsl TpeGoBaHMA NO yNpaBReHWIo OpraHU3aLMoHLEIMKU Mepamn BesonacHocTy.

B.8.1 YnpaBneHue napametpamm 6esonacHoctu (FOM_PRM)

B.8.1.1 Xapakrepucrtuka cemeincrea

[JaHHoe ceMelicTBO onpefenseT ynpasneHue napaMeTpamn 6e3onacHoCTU W BroyaeT B cebs nogpobHoe onu-
caHve NpUMeHeHus kpunTtorpadun u NpuBMUNErun.

B.8.1.2 PaHxunpoBaHue KOMNOHEHTOB

FOM_PRM.1 Ucnonb3oBaHWe kpuntorpadum

OnpepgeneHxsl NOAXoA K pacnpefeneHnio KNoYel, Bkodas METOAL! 3aluTel Kpuntorpaduieckux Kitodeid U Boc-
CTaHOBMEHWA 3alngpoBaHHOW WHopMaLmK.

FOM_PRM.2 PasaeneHune npusunerui

OnpepeneHo pasfeneHvue NpuUBUEruii.

B.8.1.3 3anucu

ABTOMaTWU3NPOBaHHasA cucTema AOoMMKHa COXpaHSATe U NpefocTaBnATh AMA NPOBEPKN CrieayoLe cBneTenbCcTea.

AOna FOM_PRM.1: onucaHune noaxofa K pacrnpeferneHunio knodvei, BKIYaa MeToAbl 3aLluTel KpUNTorpaduieckmnx
KNHoYeRn 1 BOCCTAHOBMEHWUA 3alLMdpOBaHHOK UHPOPMaLUKN C KOHKPETHBIMU LEACTBUAMMU 1 cneluduKaLmamu.

Ona FOM_PRM.2: onucaHue pasgeneHvsa npuBUIernili ¢ KOHKPETHbIMU AeACTBUAMU U cneuuduKayusamu.

B.8.1.4 FOM_PRM.1 Vicnonb3oBaHue kpuntorpacpum

3asucumoctu: FOS_POL.4 Kpuntorpadguyeckas nonuruka.

FOM_PRM.1.1 O®bE gonxHel onpeaenate TpeboBaHus 6e30MacHOCTU K METOAY ynpaBneHus UCMofib30BaHUEM
Kpunrorpadnieckux cpefcTs yrpaBneHns B opraHnsauum, MeTofy HasHa4YeHUs KIoYei, Bkoyas MeTOA bl 3aLMThbl Kpun-
Torpadm4eckux Krtoven 1 BoCCTaHOBMNEHNS 3alundpoBaHHoOR UHGOPMaLIMKU B CriyYae YTepsHHbIX, CKOMMNPOMETUPOBaH-
HbIX UMK NMOBPEXAESHHBIX KIoYer; poru n obA3aHHOCTM TeX, KTO OTBEYAET 3@ peanunsauuio NonuTuKK, a Takke Mnoroxe-
HWS U rocyfapCTBeHHbIE OrpaHW4eHus, KoTopble MOMyT MPUMEHSTLCA K UCMONb3oBaHUI KpunTorpaduyecknx MeTo-
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[l0B B pa3fM4HbIX YacTsaX Mupa, 1 Npobrnemel NoToKa 3allngpoBaHHOW WHopMauun Yepes rpaHuly Ans KpunTorpa-
dryeckor NOSIMTUKM OpraHn3aLuu.

B.8.1.5 FOM_PRM.2 PasgeneHue npusunerui

FOM_PRM.2.1 OB gomnxHbl onpeaensTb Npasuia pasgeneHns Npusnieruii 4ns CHUXEHWS BO3MOXHOCTe! He-
CaHKLMOHWUPOBAHHOIO UMK HENPaBWUIEHOrO NPUMEHEHWUS aKTUMBOB, OTAENEHUS MHULMWPOBaHWUSA coBbITUA OT ero aBTopu-
3auum.

FOM_PRM.2.2 O®B fomkHbl onpefensTs TpeboBaHust Ge3onacHOCTU NPU HazHa4YeHUU NPUBUIErNA Nonb3oBaTe-
10, OTANYHBIX OT TEX, KOTOpble UCMONb3YTCA B 0BLIMHON LENOBOA feATenbHOCTY.

B.8.2 YnpaBneHue knaccudpukaumeit aktusos (FOM_CLS)

B.8.2.1 XapakTrepucTtuka cemeicTBa

B faHHom cemeiicTBe onpeensieTcs knaccudukaums aktusos. OHa BKAOYaeT B ce6s kaTeropmposaHme.

B.8.2.2 PaHxxupoBaHue KOMNOHEHTOB

FOM_CLS.1 KaTeropuposaHue

OnpepeneHo kateropuposaHue sanucei.

FOM_CLS.2 NpeHTudukaums akTueoB

OnpepeneHa naeHTUdMKaLMA aKTUBOB.

B.8.2.3 3anucu

ABTOMaTWU3NpOBaHHasA cUcTeMa AOMKHa COXpaHATb U NPefoCTaBNATL ANA NPOBEPKU Creayolne cBueTeNbCTBa.

Ona FOM_CLS.1: onucaHue kaTeropusayuu sanuceil ¢ KOHKPETHLIMU crneuudukaumnamu.

Ona FOM_CLS.2: onncaHve naeHTUdUKaLnM akTMBOB C KOHKPETHBIMU cneuudukaumsaMi.

B.8.2.4 FOM_CLS.1 Kateropusauus

3aBMCMMOCTY: 3aBUCMMOCTH OTCYTCTBYIOT.

FOM_CLS.1.1 O®b fomkHbl onpeaenaTts TpebosaHus 6e30nacHOCTU K KaTeropusauun 3anucei Ha Tunbl 3anu-
cell, 3anucy 6a3s JaHHbIX, XypHarbl TpaH3akUui, XypHanbl aynuTa U sKkcnnyaTauuoHHble npoueaypbl (kaxpaas ¢ nogpo6-
HOCTAMMW O Nepuofax COXPaHHOCTU U TUMe cpelbl ANA XpaHeHUs nHdopMauun).

B.8.2.5 FOM_CLS.2 UpeHTucpukauma akTusoB

3aBMCMMOCTY: 3aBUCMMOCTH OTCYTCTBYIOT.

FOM_CLS.2.1 O®b pgonxHbl onpefenatb TpeboBaHna 6e30MacHOCTU K cneyudukauun ugeHtTudukauum, cneum-
dmkaumm Tuna aktuea, yHKUMK akTUBa, TpeGoBaHWi K yNpaBneHuto, NpeAocTaBNATb YPOBHU 3aLMThl, COOTBETCTBYIOLLME
3Ha4YMMOCTW aKTWBOB, COrNacoBLIBaTb BMajeHWe U KaTeropuio 3aliuTbl U PerucTpupoBaTh TeKyulee MeCTOomnonoXeHue
KaX[oro akTvBa B peecTpe.

FOM_CLS.2.2 O®b pomxHbl onpeaensaTb TpeboBaHus 6e30nacHOCTU K COCTaBNEHWIO U NOAepXaHuio peecTpa
BCEX 3Ha4YUMbIX aKTUBOB.

FOM_CLS.2.3 O®B pomxHbl onpegaensts TpeboBaHna 6e3onacHOCTU K NEpUOAY COXPaHHOCTU BaXHOW AenoBown
WHopMaLmK, a Takke fnobble TpeboBaHMA NO MOCTOAHHOMY XpaHEHUIO apXUBHBLIX KOMWUN.

B.8.3 YnpaBneHue o6s13aHHOCTAMM NepcoHana, cBA3aHHbIMU ¢ 6e3onacHocTbio (FOM_PSN)

B.8.3.1 XapaKrepucrtuka ceMmeicTBa

HaHHoe ceMeilcTBO onpefenseT o6s3aHHOCTU NepcoHana no obecneyeHuto 6esonacHocTn. OnpegeneHne obs-
3aHHOCTe nepcoHana ocyLlecTBSETCs B OTHOWEHUN BnajenbLeB akTUBOB U MeHeaxepoB 6e3onacHoCTH.

B.8.3.2 PaHXu1poBaHMe KOMMOHEHTOB

FOM_PSN.1 BnageHue aktusamu

OnpepeneHo BrajeHve akTusamu.

FOM_PSN.2 MeHepgxepbl 6e30MacHOCTH

OnpepeneHo HasHavyeHUe MeHeAXepoB Ge30nacHOCTU.

B.8.3.3 3anucu

ABTOMaTW3NpOBaHHasA cUCTEMa L OMKHa COXPaHATb U NPefOoCTaBNAThL AN NPOBEPKU Creayolne cBnaeTensCTea.

Ons FOM_PSN.1: onucaHue BnageHUs akTMBaMu ¢ KOHKPETHBIMU crieumduKaLmsamn.

Ona FOM_PSN.2: onucaHue HasHadeHUs MeHeAxepoB Ge3onacHOCTH.

B.8.3.4 FOM_PSN.1 BnageHue aktuBamu

3aBucumoctu: FOA_POL.3 YnpaBneHWe akTuBamu norb3osaTens.

FOM_PSN.1.1 O®B gomxHbl onpefensaTte TpeboBaHus 6e3onacHoOCTy K BriageHuio Bceil nHpopmaLuein n aktusa-
MW, CBA3@HHLIMU co cpefcTBamMn obpaboTku WHDOpMaLUK, onpeAeneHHbIM NoApasieneHnem opraHusauun.

B.8.3.5 FOM_PSN.2 MeHeaxepbl 6e30MacHOCTH

3aBNUCUMOCTM: 3aBUCMMOCTH OTCYTCTBYHOT.

FOM_PSN.2.1 O®B pomxHbl onpeaenstb TpeboBaHnA 6e3onacHoOCTN K Ha3HaYeHUIo KOHKPETHOrO OTBETCTBEHHO-
ro MeHeaxepa Kaxzaomy cpefctay 6e3onacHoCTu.

FOM_PSN.2.2 O®E gomkHel onpefensTb TpeboBaHus 6e3onacHocTM ¢ TeM, YTobbl pyKOBOLCTBO HacTauBano Ha
npuMeHeHun Mep obecneveHuns Ge3onacHOCTU BCeMU paboTHUKaMK, nofpsavuKkaMn 1 Nonb3oBaTensMu TPETbUX CTOo-
POH B COOTBETCTBUU C YCTaHOBMEHHLIMW MOMUTUKAMKU U NpoLieaypaMn opraHusaLum.

B.8.4 YnpaBneHue opraHusauueii 6esonacHocti (FOM_ORG)

B.8.4.1 Xapakrepuctuka cemeincrea

[aHHoe ceMelicTBO onpeaenseT opraHusayumio pykoBogcTea no obecneveHnto 6esonacHocTu U BkItoYaeT B cebs
0653aHHOCTU pyKoBOACTBa Mo obecneveHnto 6€30MacHOCTH 1 y4acTue B COBeLLaHUN PyKOBOACTBA.
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B.8.4.2 PaxupoBaHue KOMNOHEHTOB

FOM_ORG.1 O6a3aHHOCTM pyKoBOACTBA

OnpeaeneHbl 06sa3aHHOCTU pykoBoAcTBa Mo obecnedeHuio 6e3onacHoCTH.

FOM_ORG.2 YneHcTBO B pYKOBOACTBE

OnpepeneHo yyacTue B COBELL@HUN PYKOBOACTBA.

B.8.4.3 3anucwu

ABTOMaTU3NpOBaHHasA cMCTEMa AOSKHaA COXPaHsATL U NPefOCTaBNATb A NPOBEPKU criefylolue CBUAETENLCTBA.

Ona FOM_ORG.1: onucaHne o6a3aHHOCTU pyKOBOACTBA C KOHKPETHBIMU AeACTBUSIMU U cneluduKaLMaMu.

Ona FOM_ORG.2: onucaHue y4acTus B 3acejaHu PyKOBOACTBA C KOHKPETHLIMU NOAPOBHOCTAMU.

B.8.4.4 FOM_ORG.1 O6sa3aHHOCTU pyKOBOACTBa

3aBucumoctun: FOD_ORG.1 O653aHHOCTU MO KoopauHauun GesonacHocTu

FOM_ORG.1.1 O®B pgomxHbl onpeaensATs 0653aHHOCTM PyKOBOACTBA No o6ecrneyeHnio CooTBETCTBUS AeACTBUIA
no obecnevenunto 6e3onacHOCTU NonNuTUke 6e30nNacHoCTH, YTBEPKASHUIO KOHKPETHBIX METOA0NOMMIA U MPoLieccoB No
MHOPMaLNOHHOW 6e30NacHOCTU, MOHUTOPUHIA 3HAYUTENbHBLIX U3MEHEHWI Yrpo3 W nogBepraHna MHGPOPMaLMOHHBIX
aKTMBOB Yrpo3am, OLieHKe afleKBaTHOCTU U KOOpANHALMK BHeApeHUs cneundudeckux mep obecneveHns 6esonacHocTu
B HOBbI€ CUCTEMbI UNK YCYrd, COASNCTBUIO AOCTYNHOCTM NOAAEPXKKN UHDOPMaLMOHHOW 6e30nacHOCTU B opraHusauuu.

FOM_ORG.1.2 O®B pgonxHul onpeaensaTb 0683aHHOCTU MeHeaXepoB No obecneveHnio HEOBXoAUMOro ypoBHSA
BbINONHEHUA npoueayp 6e30MacHOCTU B CBOEW 30HE OTBETCTBEHHOCTU ANS AOCTWKEHWUS COOTBETCTBUA MONMUTUKaM U
cTaHgapTam 6e30nacHoOCTH.

FOM_ORG.1.3 O®B gomxHbl onpegenaTe 06543aHHOCTU PYKOBOACTBA MO NEPECMOTPY NOAUTUKU WHGPOPMALMOH-
Holi 6e30MacHOCTU Yepes 3anfaHMpoBaHHbLIE NPOMEXYTKA BPEMEHU UNK, B Clly4ae BHECEHUS U3MEHEHW, no obecnevye-
HUIO ee HenpepbIBHON CTabUILHOCTK, afeKBaTHOCTU U 3hEKTUBHOCTH.

B.8.4.5 FOM_ORG.2 YneHcTBO B cCOBelaHUKN PyKOBOACTBA

3aBucumoctu: FOD_ORG.2 O6593aHHOCTU coBeLLaHUA pyKoBOACTBa.

FOM_ORG.2.1 O®b aomkHbl onpeaensaTh HasHaueHWe NpeacTaBUTeNei pykoBoACTBa U pas3nnyHbIX nogpasaerne-
HWIA opraHusayuMu ¢ COOTBETCTBYIOLUUMU PONAMU U AOMKHOCTAMMW AN y4acTua B COBELLaHUW pPyKOBOACTBa C Lienbio
KoopAuHauuu AeiicTBuii no obecneveHnto uHpopmaymoHHoi 6esonacHocTu.

B.8.5 YnpaBneHue oryetammn o 6esonacHoctn (FOM_INC)

B.8.5.1 Xapaktepuctuka cemeicTBa

[JaHHoe ceMeilcTBO onpeaensaeT ynpaBneHne ot4yeTamu 06 nHUMaeHTax 6esonacHocTu u BknovyaeT B cebsa ynpas-
neHune coobLeHHbIMU NpobneMamu 6e3onacHoCTU.

B.8.5.2 PaHxupoBaHue KOMNOHEHTOB

FOM_INC.1 CoobLeHne o6 obHapyxeHHbIX npobrnemax 6esonacHocTU

OnpegeneHo ynpaerieHne coobLieHHbIMU NpobrnemaMu GesonacHOCTH.

B.8.5.3 3anucu

ABTOMaTW3NpPOBaHHas cucTema [ OoMMKHa COXpaHsiTh U NPefoCTaBNAThL ANs NPOBEPKU CreAYIOLLUe CBMAETENbCTBA.

Ona FOM_INC.1: onucaHue npouegyp coobuieHns 06 nHumaeHTax 6e30nacHOCTU € KOHKPETHLIMU AEUCTBUAMKN 1
creunduKaLMsaMU 1 3anucsaMu O NPOBELEHUN KOHTPOMS.

B.8.5.4 FOM_INC.1 Coo6LueHue o6 o6HapyxeHHbIX Npobnemax 6esonacHocTu

3aBnCYMOCTM: 3aBUCMMOCTH OTCYTCTBYHOT.

FOM_INC.1.1 O®E AomKHEI Kak MOXHO BbiCTpee onpeaensTe npouedypbl o6HapyeHns u coobieHnsn o nobbix
Habntogaemblx UKW NogospeBaeMbix cnabkbix MecTax B oBnacTv 6e3onacHOCT UMK ycnyrax B cucTemax Wnu cepBucax
PYKOBOACTBY MM HEMOCPEACTBEHHO MOCTABLUMKY YCIyr ANs CKOpeillero npefoTBpalleHuns nHuuaeHtos 6esonacHocTu.

FOM_INC.1.2 O®Bb gomxHbl onpedensaTs Npasuna 3anpelleHns nonbITOK AoKasaTb HanuM4ne nogo3peBaeMbIxX
cnabbix MecT NocpeaCcTBOM MNpolecca aKenyaTayum cucTemsl.
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Mpunoxenue C
(obsa3arenbHoe)

TpeboBaHuAa noBepusa K 6e3onacHoOCTH
aBTOMaTM3MpOBaHHOﬁ CUCTEeMbI

C.1 BBegeHue

B HacTosLweM npunoxeHun onpefeneHsl JONofHUTeNbHbIe TpeboBaHUA foBepust K 6€30NacHOCTU aBTOMaTUsu-
poBaHHbIX cucTeM, kpome Tpeboannit MCO/MOBK 15408-3. ICO/M3IK 15408-3 ncrnonb3oBaH B Ka4ecTBe OCHOBLI ANSA
CTPYKTYPbI KOMMOHEHTOB 3TUX CUCTEM.

[oBepue k 6e30nacHOCTM MOXHO paccMaTpuBaTh B ABYX acnekTax — KOPPEKTHOCTb U apPeKTUBHOCTL. KoppeKT-
HOCTb O3Ha4YaeT NPaBUMbHOCTb BHEAPEHUS MexaHW3MoB 6e30MacHOCTH, UX YHKLMOHMPOBAHUA B COOTBETCTBUMN CO
cneuudmkayamMm 6e3onacHoCTU 1 NoAAepXKaHus JOCTYNHOCTM ycnyr no obecneyenuto 6esonacHocTh. AP PEKTUBHOCTb
03HayaeT, YTO MexaHW3Mbl 6e30MacHOCTW MPOTMBOAENCTBYIOT Yrpo3aM M ys3BUMOCTAM, HanpaBreHHbIM npoTus 6e3o-
MacHoCTU, U NpeAoTBpaLLaloT Takue HecaHKLUNOHUPOBaHHbIE MpoLecchl, kak 06xo4 MexaHW3MoB GesonacHoCTU Mnu
HecaHKLMOHMpPOBaHHOE BMeLLATEeNbCTBO B paboTy 3TUX MexaHWaMoB. [JoBepue k 6e30nacHOCT MOXHO AocTuraTb Mno-
CpefCcTBOM [eNCTBUIA Ha BCEX CTaAUAX XU3HEHHOro LuKna cucTeMsl. [loBepue K 6e30nacHOCTU aBTOMaTU3NMPOBaHHLIX
cucTeM npusegeHo B Tabnuue C.1.

Kak KoppeKTHOCTb, Tak U 3 eKTUBHOCTE MOXHO OLIEHUTb NyTEM oLeHnBaHuA GesonacHocT. Kpome Toro, MoxeT
noTpeboBaTbCA NPUHATUE BO BHUMaHWE APYriX chopM AOBepUs,, Takux Kak AOBepUe, CBA3AHHOE ¢ penyTauuei paspaboT-
YnKa cUCTeMbl, W AoBepue, AOCTUTHYTOe B pesynbTaTe 3aBepLUeHHWS MCMONb30BaHHbIX NpoleccoB paspaboTku cucte-
Mbl. [lononHuTenbHyo MHdopmamio no atoil Teme cM. B UCO/MBK TO 15443 [7].

Tabnuya C.1— [oepue kK 6e30nacHOCT aBTOMaTU3UPOBAHHLIX CUCTEM

3aWwmTHLIe Mepbl NPOTUBO-
AencTBNA NOACUCTEM, KOM-
NoHeHTOB U T.4. pabotator
BMecTe ANA peanusauuu
HeobXoAMMbIX XxapakTepu-
CTUK 6esonacHocTu obLiei
cUCTEeMBI

Mbl (ASD_SAD).
KoHcTpyKuMs nogcucteMel
(ASD_SSD).

KOHCTPYKUMS KOMNOHEHTa
(ASD_CMP).

MpeacTaBneHus peanusa-
uuu (ASD_IMP)
UHTepdpelickl HGesonacHoc-
™ (ASD_IFS)

KoHuenuusa 6e3onacHocTy
PYHKUMOHUPOBaHUSA
(ASD_CON)

dakTop | OTan Xu3HeHHoro Llernb gosepus Knacc [eiicTBMe MO OLHKe
LMKna ,D,OBepI/IFI/CeMeI/ICTBO
PaspaboTka/ MpoTusogeicTeue puckam. | OueHka 36C/M3C B uyensx 6ezonacHocTu BCce
UHTerpaums TpeboraHusa GesonacHoc- | (AST/ASP) naeHTudUuupoBaHHbIe
T, yKasaHHble B 3afaHuu PUCKM BONXHBI paccmaTt-
no 6esonacHocTW cuUCTe- puBaTbCsl Kak Henpuemne-
Mbl, 3PPEKTUBHLI NPU CHU- Mble.
XEeHUN HenpuemmneMblx TpeboBaHus 6e3onacHoOCTy
puckoB A0 JOMNYCTUMOro AOIMKHBI COOTBETCTBOBATH
YPOBHS Luensm 6e3sonacHocTw.
3almTHble Mepbl NPOTUBO-
AeicTBUA AOJIKHBI COOT-
BeTCTBOBaTb crneyuduka-
yumn COO
Opdex-
TUB- Apxmem:ypa aBTOMaTn3u- | Onucaxue apXUTeKTYpbI aB- 3aI:I‘.[I/ITHbIe Mepbl NPOTUBO-
HOCTB poBaHHO cUCTEMBI TOMaTU3UPOBAHHOI cuCTe- | AeicTBUS JOJIKHBI pabo-

TaTb 9¢pPeKTUBHO COBMECT-
HO C ApPYrMMN Mepamm npo-
TUBOAEWUCTBUA
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BaHue.

Mepbl o6ecneveHus 6e3o-
NacHOCTW NpoAoXatoT pa-
6oTaTh 4OMKHBEIM 06pa3soM

BaHue (AOT_REG)

dakTop | TN KUIHEHHOrO Lienb goBepus Knacc [JeilcTBMe MO oLeHKe
uukna nosepus/cemeinicTso
PaspaboTka/ BesonacHasi cpega paspa- | Mepbl obecneveruss 6e3o- | Mepbl obecneyeHuss 6eso-
WHTerpaums 60TKK NMacHOCTM M UX MpoBepKa B | MACHOCTU AnsA cpefbl pas-
cpefe pa3paboTku paboTKNu JOomXKHbl BbITb
(AOL_DVS) noaTBepXAaeHsl
YcTaHoBKa HapexHocTb MeXaHW3MoB | AHanus ysa3BuMOCTeN HeobxoanMMo npoBOAUTL
6e3onacHocTy. (AQOV_VLA) aHanua yasBuMocTel, a
HapexHocTb MexaHM3MoB YA3BUMOCTU He [OXKHbI
6esonacHocTU ahheKTuB- ucnonb3oBaTbca Npegno-
Ha ANA cucTeMbl naraemoin noTeHLWanbHoi
aTaKoil.
HeobxognMMo nNpoBoOAUTb
UcnblTaHMe Ha  MPOHMK-
HOBEHWe, W npobneMm c¢
GesonacHocTblo ObITe He
JOMXHO
Oby4deHune B obnactn kom- | MNofTeepxaeHne KoMmy- | KOMMyHUKauna M ocee-
MyHUKaLUUW U OCBEAOMMEH- | HUKaLUMU U OCBENOMIIEH- | AOMMEHHOCTb  AOSIKHbI
HOCTW. HOCTH 6bITb NOgTBEPXKAEHEI 3anu-
Spcpek- O dekTuBHOe 0by4veHue | (ASI_CMM, CAMU U onpocamu
TUB- cooTBeTCTBYtOLWero nepco- | ASIAWA)
HOCTE Hasna ponsm v npoueaypam
1 Nepegada eMy aTUX poneit
OyHKUMOoHUpoBa- | MoHWTOpPUHr  3awuTHbIX | OBHapyxeHWe  Hesawu- | Heo6xoaumo noaTBEpAUTH
Hue Mep MpPOTUBOAEWCTBUS. LeHHoro COCTOSIHNA | AOMKHOEe PYHKLUOHNpOBaA-
Ona pemoHcTpauum pomk- | (AOV_MSU). HUe 3alUTHEIX Mep NpoTH-
Horo dyHKkumoHUpoBaHus | Mposepka paboTbl ®EC BOAeiicTBUSA
3aWMTHLIX Mep npotuso- | (AOD_ADM, AOD_USR,
ZelictBus cobupatorca koH- | AOD_OCD, ASI_AWA,
TpornbHblE XypHanbl u 3a- | ASI_CMM, ASO_RCD,
NMACU MOHUTOPUHra ASO_VER)
MpoBepka Heobxogumo noaTeepaUTb
MoaTBEPXAEHO YTO PUCKM, C MOMOLLBIO KOHTPONBHbLIX
KOTOpBIM Hajo okasaTb KypHarioB U ONpocoB, YTO
npotuBoaeiicTeue, He 06- Henpuemnemble PUCKN He
HapyXeHbl, 1 Mepbl obec- 0o6HapyxeHbl
nevyeHus 6GesonacHocTu
PYHKLUOHUPYIOT AOMKHBLIM
obpasom
Mogaudukauus PerpeccnoHHoe TecTupo- | PerpeccnoHHoe Tectupo- | O6HapyxeHHble npobne-

Mbl 6€30NacHOCTN AOMKHbI
uccnenosaTbCA, U pesynb-
TaTbl BO3BpawaTbCcA

UcnblTaHne Ha NPOHUKHO-
BEHMUe.

M3MeHeHnsa B cUcTeMe He
HapywatoT obnacTb gei-
cTBUA Mep obecneveHus
GesonacHocTH

McneiTaHne Ha NPOHWKHO-
BeHue (AOV_VLA).
McnbiTaHne Ha Hanu4ue
He3alULeHHbIX COCTOoNA-
HuiA (AOV_MSU)

O6HapyxeHHble npobne-
Mbl Ge30NacHOCTU AOMKHDI
UCCNeaoBaThCs, U pesynb-
TaTbl BO3BpaLaThLCA
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lpodomxeHue mabnuup! C.1

®akTop | OTan Xu3HeHHoro Llenb aosepus Knacc DeiicTeue no oueHke
LuKna ,qosepuﬂ/cemewcmo
PaspaboTtka/ CootBeTcTBUE Mexay puc- | OueHka 3BC/M3C Llenn 6e3onacHocTu gon-
WHTerpauums kamu 6esonacHocTu u Tpe- | (AST/ASP) XHbl y4UTBIBATL BCE PUCKH,
6oBaHUAMM Be3onacHoCTH, onpepeneHHble Kak He-
a Takke TpeboBaHuAMU npuemnemsble.
6e30MacHOCTM U 3aLMUTHBI- TpeboBaHuA Gesonac-
MU Mepamu nNpoTUBOAEN- HOCTU AONKHbLI COOTBET-
cTBUSA. cTBOBaTh Lenam 6esonac-
TpeboBaHusa 6esonacHoCcTH HOCTMW.
OTHOCATCA KO BCEM Henpu- 3aluTHbIe Mepbl NPOTUBO-
eMrneMblM puckam. 3aluT- NeWCTBUA [OSMKHBI COOT-
Hble Mepbl NpoTUBOAENR- BeTCTBOBaTb cneynduka-
CTBUS COOTBETCTBYIOT BCEM uumn COO
TpeboBaHusAM Ge3onacHo-
cTH
YnpaeneHne koHdurypa- | KoHndurypauus OneMeHTamMu KoHdUrypa-
Luen. (AOD_OCD) uunm HeobxoauMoO ynpas-
YnpaBnexuue anemeHTamu NATbL U NPUMEHATb UX B
KOH(pUrypaLmm saluTHbIX cucteme
Mep NpOoTUBOAEACTBUSA OCy-
LLIeCTBMAETCH NpaBUIbHO
CooTBeTcTBUE MpPOeKTHO- | OnucaHne apxUTeKTypbl | 3aWUTHLIE Mepbl NPOTUBO-
Mpa- uccrieqoBaTenNbCkUM pas- | aBTOMaTU3UMPOBaHHOW CUC- | AGWCTBUS AOMKHLI peanu-
BUMb- paboTkam. Tembl (ASD_SAD). 30BbIBaTbCA 6e3 HecaHK-
HOCTE 3awuTHble Mepbl NpoTMBO- | KOHCTPYKUUSI MogcUCTEM | LIMOHUPOBAHHBLIX MOAUDU-
JeictBua peanusytorca | (ASD_SSD), KaLuii, ONONHEHNA nnu
NpaBUNbHO. KOHCTPYKUWS KOMNOHEHTOB | UCKNIOYEHUIA
3awuTHole Mepbl  npo- | (FSD_CMP).
TuBOAECTBUA — HasHadve- | MNpeacTaBneHUs BHeape-
HUe — BHeapeHue HuA (ASD_IMP).
UHTepdelickl GesonacHoc-
™M (ASD_IFS).
KoHuenuyua 6esonacHocTh
onepauuii (ASD_CON).
UcnbiTanue (AOT)
OnucaHne pyKoBOACTB. Onucanue (AOD_ADM, | ®yHKLMOHUPOBaHUe 3a-
BesonacHble onepauyun | AOD_USR) IUTHLIX Mep NpOTUBO-
onucaHbl B pyKOBOJCTBE AeicTBUA JONXKHBI BbITb
npasunbHO onuncaHbl OCTaTo4HO Noa-
pobHo
YcTaHoBKa CooTtBeTCTBME. MN3yyeHne  pykoBoacTB PykoBoacTBa  JONXHbBI
OpraHunsaunoHHele Mepbl | (AOV_MSU) ObITb MOHATHBIMUA W NoON-
6e3onacHoCTU cooTBeT- HBIMU
CTBYHOT TpeboBaHUAM 6e30-
nacHoCTK
ABTOpU3aLuS. (OteyTetByeT) (OteyTeTByeT)
YcTaHOBKa opraHuaaluoH-
HbIX Mep obecneyeHus
GesonacHocTM  paspelue-
Ha  CaHKLUMOHWPOBaHHbLIM
nuuom
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®akTop | OTan KusHeHHoro Llenb AoBepust Knacc [eilcTBMe Mo oLeHKe
umkna gosepus/ceMeicTBo

YcTaHoBKa KoHurypauus. KoHopurypauus (AOC). Heobxoavmo npoBepuTb
KomnoHeHTEl 1 nogcucte- | UenbitaHue (AOT) KOHGuUrypayuto Kommno-
Mbl CKOH(UTYpUPOBaHbI HEHTOB W MOLCUCTEM U
npaBuibHO yHKUMOHNpPOBaHME Mep

obecneyeHus GesonacHo-
CTH
Myck. YcTaHoBKa M Nyck Heobxogumo noaTBEpAUTL
Myck COO BbinonHaeTcsa | (ASI_SIC) npaBUNbHOCTb YCTaHOBKK
npaBuIbHO U nycka
OyHKUMoHUpoBa- | MoHUTOPUHT  3aLMTHBIX | MoHUTOpUHr (ASO_MON) Heo6xoauMo npoBepuUTh
Hue Mep NpoTUBOLENCTBUSA. crieabl ayauta U 3anucu
Mpa- 3aluTHLIe Mepbl NPOTUBO- MOHUTOPUHIra goctyna K
BWINb- JeACTBUS BLIMOMHATCA aKTUBaMm 1 UX Ucnonb3oBa-
HOCTb npaBuneHO HUA
MpoBepka. MpoBepka koHgpurypauyum | Heobxogumo nposepuTb
MoaTBepxaeHo, yTo pucku, | (AOC_OBM). Mepbl o6ecneverus Ge3o-
KoTopelM Hafjo okasaTb | [poBepka cpegbl aKkcrnrya- | NacHOCTU
npoTuBoAeicTBre, He 06- | Tayuu (AOC_ECP,
HapyxXeHbl, a Mepbl 06ec- | AOC_PPC, AOC_NCP).
neyeHusa GesonacHocTu | MpoBepka 6esonacHon yc-
PYHKLMOHMPYIOT A0MKHBIM | TaHoBkU (AOC_SIC).
obpasom Mposepka 3anucei
(ASO_RCD).
HesaBucumasn npoBepka
(ASO_VER)

Moaudurkayus MpoBepka npoekTa. MpoBepka npoekTa Heo6xoauMo npoaHanuau-
MoaTeepxgeHo, 4To Moau- | (AOD_GVR, FSD_GVR). poBaTb U3MEHeHUs1 B NMpo-
dukauun He caenanu He- | PerpeccuoHHoe TecTupo- | ekre.

JenctBuTenbHbiMU aApyrue | BaHue (AOT_REG) HeobxoguMo uccnegoarb
YacTu npoekTa. o6HapyxeHHble npobne-
PerpeccnoHHoe TecTupo- Mbl 6e3onacHOCTU U BO3-
BaHue. BpaTUTb pe3ynbrarhl
MoATBEpPXAEHO AOIMKHOE

YHKLMOHMpPOBaHWE U3Me-

HeHHbIX Mep obecneveHus

6esonacHocTH

Kputepun oueHkn no NCO/MBK 15408-3 cogepxaT MHOrme acnekTel fgosepusa Kk 6e3onacHocTu aBToMaTU3Upo-
BaHHbIX cucTeM. OfHaKo ANs HEKOTOPLIX APYrMX acnekToB AoBepus K 6€30NacHOCTM aBTOMaTU3UPOBAHHLIX CUCTEM
TpebytoTcst AOMNONHUTENbHBIE KPUTEPUM.

B HacTosLleM npunoxeHuu onpefeneHsl HOBbIE Knacckl TpebosaHuii gosepun. Umn sBnstoTea:

a) oueHka M3C (ASP); cneuuduumpyeT TpeboBaHUsA K oLeHKe npodunen 3awmTsl ansa AC,

b) oueHka 3BC (ASS), cneuuduumpyeT TpeboBaHUsA K oLeHKe 3agaHuil no 6esonacHoctn ana AC;

C) PYKOBOZCTBa A1 aBTOMaTU3npoBaHHbIX cuctem (AOD); cneumduumpyeT TpeboBaHNA K OLEHKe pyKOBOACTB ANA
aBTOMaTU3NPOBaHHbBIX CUCTEM;

d) JOKYMeHTaLUuMs Mo MPOEKTUPOBaHWUI0 apXUTEKTYpbl aBTOMATU3NPOBAHHBIX CUCTEM W KOHMUIypaLuoHHas [1oKy-
MeHTauusa (ASD); cneunduumpyeT TpeboBaHWA K OLEHKEe AOKYMEHTaLuu no KOHUrypupoBaHU U MPpOeKTUPOBaHUIO
aBTOMaTU3UPOBAHHBIX CUCTEM;

€) ynpaBneHue KoHdUrypauuein asTomaTuanpoBaHHbix cuctem (AOC); cneynduumpyeTt TpeboBaHua K oLeHke
ynpaBneHusa KoHgurypaLmeii aBToMaTM3MpoBaHHbLIX CUCTEM,;

f) TecTupoBaHne aBTOMaTU3UpoBaHHbIX cuctem (AOT); cneunduumpyeT TpeboBaHWA K OLiEHKE TeCTUpOBaHUsA aB-
TOMaTU3MPOBAHHbLIX CUCTEM;
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g) aHanu3a ysi3aBUMOCTEl aBTOMaTU3UpoBaHHbIX cuctem (AQV); cneuynduunpyeT TpeboBaHusa K ouUeHke aHanusa
YA3BMMOCTEN aBTOMaTU3MPOBaHHbLIX CUCTEM;
h) nogaepxka XW3HEHHOrO LMKIa aBTomMaTusupoBaHHbiX cuctem (AOL); cneynduumpyeT TpeboBaHWA K OLEHKe
NOAAEPXKKN XU3HEHHOrO LMKNa aBTOMaTU3NPOBaHHBLIX CUCTEM;

i) besonacHasa ycTaHoBKa cucTembl (ASL);

CUCTEMBI

j) permcTpauma u 3anuck B aBTOMaTU3MpoOBaHHbLIX cucTeMax (ASO);

cneuyndmumpyeT TpeboBaHWs K oLeHke Ge3onacHoi YCTaHOBKW

cneyncpuympyet TpeboBaHUs K OLEHKe

perucTpaumu M MOHUTOPUHra OpraHW3aLMoHHBIX Mep 6e30MacHoCTy.
NmetoTca HOBLIe Kracchl foBepust Ans oLeHKK npoduneit 3awuTtel cuctemsl (M3C) u 3agaHuii no GesonacHocTn
cucteMbl (3BC), nockonbky cogepxumoe M3C unu 36C pacumnpeHo U3 cogepxumoro M3 unu 3b6. Apyrue HoBble Knacchbl
OTHOCATCH K JOMONHUTENBHLIM TpeboBaHUAM AOBEPUS K OLEHKE aBTOMAaTU3MPOBAHHBLIX CUCTEM.
B3aumocBsa3b Mexay AOMNONHUTENbHBEIMU TpeboBaHUAMMW LOBEPUS, ONpeaeneHHbIMU B JaHHOM NPUAOXEHUH, U
sTanamu XW3HEHHOro LMKNa aBToMaTU3MPOBaHHLIX cUCTeM npusefeHsl B Tabnuue C.2

Tabnuuya C.2— TpeboBaHua AOBEPUSA W XKUIHEHHBIA LMK aBTOMaTU3UPOBaHHBIX CUCTEM

PugHe HHbIA TpeboBaHue aosepusa
LMKn
PaspaboTka/uH- | FOD_OCD.1 OnucaHue KoHdUrypaLmm B pyKoBoACTBe No KOHGUrypauun
TerpanA AOD_ADM.1 OnucaHue cBA3aHHbLIX ¢ agMuHUcTpaTopamu OEC B pykoBogcTBe AN agmu-
HUCTpaTopoB
AOD_USR.1 OnucaHne cBsi3aHHLIX ¢ nonb3oBaTtensmum GEC B PykoBoacTBe ANS NONb30-
BaTeneu
ASD_SAD.1 OnucaHue apxXuUTeKTypbl
ASD_IFSA1 OnucaHne BHeLWHUX UHTepdeiicoB
ASD_SSDA1 OnucaHne CTpyKTypbl NOACUCTEM
ASD_CMPA1 OnuncaHue cTpykTypbl 6a3McHOro anemeHTa (NPUMUTUBA)
ASD_IMPA1 Mony4eHWe KOHKPETHOrO MPeAcCTaBnNeHUA BHeApPeHUA
ASD_CON.1 KoHuenuusa 6e3onacHoCTU pyHKLUMOHUpPOBaHUA
AOL_DVSA1 Meptl o6ecnevenns 6esonacHocT Ana cpeabl paspaboTkn
AOT_FUN1 OyHKUUOHanbHaa nposepka ®BC
AOT_COVA1 MokpbiTne Tectamn ana ®6C
AOT_COV.2 3aBepLUIEHHOCTb NOKpbITUA TecTamu ana ®BC
AOT_DPT.1 My6uHa ncneiTaHua ans cneyndukauum nHTepdeiica
AOT_DPT.2 My6uHa ucnbiTaHUa ANA NpoekTa nogcucTtem
AOT_DPT.3 ImMy6buHa ucnbiTaHMs Ansa NpoekTa KOMMOHEHTOB
AOT_DPT.4 ImMy6uHa ucnbliTaHMA ANA NpeACTaBneHuss peanvaauuu
AOL_DVS.2 MpoBepka Mep obecnedeHns GesonacHOCTM ANsi cpeabl paspaboTku
YcTaHoBKa AOC_0OBM.1 YnpaBneHue KoHdurypauuen
AOC_ECPA1 MaeHTUdUKaLMA oLeHEHHbIX NPOAYKTOB
AOC_PPC.1 MaeHTudukaumsa cootsetetens M3
AOC_NPC 1 HoBas oLeHKa HOBbBIX NPOAYKTOB
AOT_FUN OyHKUMOHanbHoe ucnblTaHne OBC
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HusHer eI TpeboBaHue aosepua
LUKn
YcTaHoBKa AOT_COVA1 [MokpelTe Tectamm ana O6C
AOT_COV.2 3aBepLUeHHOCTb NoKpbITUA TecTaMu ana ObC
AOT_DPT.1 Imy6buHa mucnblTaHua gns cneyudukaumum nHTepdeiica
AOT_DPT.2 MybuHa ucnblTaHUs ANA NpoekTa nogcucteM
AOT_DPT.3 MmybuHa ucnbITaHUS Ans NpoekTa KOMMOHEHTOB
AOT_DPT.4 mybuHa ucnbiTaHus ANa NpeacTaBeHus peanuiauyun
AOT_IND.1-3 HesaBucumoe TecTuposaHue
AOV_MSUA1 [TpoBepka pyKkoBOACTB aBTOMaTU3MPOBAHHOW CUCTEMBI
AOV_VLA 14 VcnblTaHne Ha NPOHUKHOBEHUE
ASI_AWA1 [MoBblleHWe OCBEAOMITEHHOCTH
ASI_CMM.1 Mepegaya nHgpopmayumn o EC cooTBETCTBYIOLWEMY NepcoHany
ASI_SIC.1 BesonacHas yctaHoBka n nyck COO
OYHKLUOHNPO- AOD_OCD.2 MpoBepka crneynduKaLnii B pyKoBOACTBE MO KOHUrypaLmam
pane AOD_ADM.2 [MpoBepka nposogmumocTn OBC B pykoBoACTBE ANA agMUHUCTPaATOPOB
AOD_USR.2 MpoBepka nposogmumoctn OEC B pykoBOACTBE ANS Monb3oBaTenei
AOC_OBM.2 [MpoBepka ynpaBneHus KoHdurypaunamm
AOC_ECP2 [MpoBepka cpefbl sKCnayaTauumn Ans oUeHeHHbIX NPoayKToB
AOC_PPC.2 [MpoBepka cpefbl aKkcnnyaTauuu Ansa 3agBneHHoro cootBeTcTBud M3
AOC_NCP.2 [MpoBepka cpeabl akcnnyaTaumn Ans HOBbIX OLEHEeHHbIX MPoAYKTOB
AOV_MSU.2 OBHapyxeHne He3alULLeHHbIX paboYnx COCTOSHWUIA U BOCCTaHOBIEHUIA
ASI_AWA 2 [MpoBepKka MOBLILLEHUA YPOBHA OCBEAOMIEHHOCTU
AS|_CMM.2 [MpoBepka nepegayn nHdpopmayun o GEC nepcoHany
ASI_SIC.2 MpoBepka Ge30MacHOW yCTaHOBKM U Mycka
ASO_RCD.1-2 MpoBepka pabounx 3anucei
ASO_VER.1-2 MpoBepka opraHu3auMoHHLIX Mep 6e30MacHOCTH
ASO_MON1 MoHuTOpUHr ynpaeneHuna gna ®EC
ASO_MON.2 HesaBucumasa npoBepka MOHUTOPUHrA ynpaBreHUs
Mogudukauymns AOD_GVR 1 [MpoBepka pyKoBOACTB
ASD_GVRA1 [MpoBepka npoekTa
AOT_REGA1 PerpeccuBHoe ucnbiTaHue
AOV_MSU.2 AHanus v ucnelTaHne HesalULLEHHbBIX COCTOAHUA
AOV_VLA 14 VcnblTaHne Ha NPOHUKHOBEHUE
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HacToslee npunoxeHne cofepxuT gBa cyllecTBeHHbIX oTnndmsa oT MCO/MOK 15408-3 «snemMeHTbl LEeNCTBUI
paspaboTynka» BbINIM NepeMMeHOBaHbl B «3NeMeHThl AeACTBUiA paspaboTyuka/vHTerpatopay, YTobbl NokasaTb, YTO
aBTOMaTU3NPOBaHHAA cucTeMa MOXeT OblTb COCTaBfeHa CUCTEMHbIM UHTErpaTopoM, KOTOPLIA OTNWYaeTcs oT paspa-
6oTUMKa KOMNOHEHTOB W NPOAYKTOB, UCMONb3YEMbIX B CUCTEME, 1 06a OHW MOTYT COTPYAHUYATL B NOSTYYEHUU U JOCTaBKe
HeobxoANMBIX CBUAETENLCTB. B HEKOTOPLIX CryYasix MeHeAXepbl aBTOMaTU3UPOBAHHON CUCTEMEI OTBEYAIOT 3a Nonyde-
HWe cCBUAETENbLCTB, NOITOMY B 9TUX CEMENCTBAX SMeMeHThl AecTBUiA onpeaeneHsl Kak AeAcTBUS yrpaBneHus.

3aBUCUMOCTU MeXAY KOMMOHeHTaMu JoBepus npeacTasneHsl B Tabnuuax C.3 — C.5. Mo npuymHe He3aBUCUMOro
npoBefeHns oueHok M3C, 3BC n COO 6binu ucnone3oBaHbl Tpu Tabnuuel, U NOSTOMY MexXay KaxAbiM Habopom He
MoXeT 6biTb BaauMosaBUcUMocTelh. Kaxabll U3 KOMMNOHEHTOB, ABMAIOWMACA 32BUCUMOCTBIO Kakoro-nnbo KOMMOHEHTa
[ 0Bepusi, HaXoOAUTCSA B COOTBETCTBYOLWEM cTonbLe Tabnuubl. Kaxablii KOMNOHEHT 40BEpUs C 3aBUCUMOCTAMMW HaxoguTcs
B COOTBETCTBYNLLEA CTpoKe. 3HadeHWe B Tabnuvue ykasbiBaeT Ha NpsAMY NOTpebHOCTb MapKUPOBOYHOMO KOMMOHEHTa
CTPOKM B M@pKMPOBOYHOM KOMMOHEHTE KOMOHKW (3HaK «X») UMK KOCBEHHYI NOTPebHOCTh (3HaK «—»).

Tabnwuya C.3 — 3asucumoctu foBepus k MN3C

lél §I gI gI él %I %I %:I
3 2 3 2 2 2 3 2
ASP_CCLA1 X X X X X
ASP_OBJ.1 X
FSP_REQ.1 X
ASP_REQ.2 X — X
ASP_DMI.1 X
ASP_DMC.1 — — X X X
ASP_DMO.1 X X
ASP_DMR.1 X
ASP_DMR.2 — X — X
Tabnuya C.4— 3asucumoctun goepus k 36C
2 | 3 2 | 2 | ¢ 2 | 3 2 | %
ASS_CCL.1 X X X X X
ASS_OBJ.1 X
ASS_REQ1
ASS_REQ2 X — X
ASS_TSS.1 X — X
ASS_DMI1 X
ASS_DMC 1 — — X X X
ASS_DMO1 X X
ASS DMR.1 X
ASS _DMR.2 — X — X
ASS_DMS.1 — — X X
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Tabnuuya C.5— 3aBucumoctu goeepusi k COO

AOD_OCD.1
AOD_ADM.1
AOD_USR_1
ASD_SAD
ASD_IFS.1
ASD_SSD.1
ASD_IMPA
AOS_OBM.1
AOT_FUN.1

= || ASD_CMP1
X || ASD_CON.1

AOD_OCD.1/2

AOD_ADM.1/2

x

AOD_USR.1/2X

AOD_GVRA1 X X X — — —_ —_ —

ASD_IFS.1

ASD_SSD.1

ASD_CMP1 — X X

ASD_IMP.1 — — — X

ASD_CON.1

ASD_GVR1 X X X X X

AOC_ECP1/2

AOC_PPC.1/2

AOC_NCP.1/2

AOT_COV.1/2 —

AOT_DPTA -

AOT_DPT.2 —

AOT_DPT.3 —

X[ X | X ]| X |X

AOT DPT.4 —

XX | X | X| XX

AOT_IND 1

AOT_IND.2/3

AOV_MSU.1/2

AOV_VLA1

X | x| x| x| x
X | x| x| x| x
l

AOV_VLA.1

C.2 Knacc ASP: oueHka npodunsa 3alMTbl CUCTEMbI

C.2.1 BeepeHue

B HacTosweM pasgene nNpeacTaBneHbl KpUTEpUK JoBepUs K oLieHke npoduneit 3awmtbl cucTemsl (M3C). Ouexka
M3C Tpebyetca ana ageMoHcTpayuu Toro, uto MN3C asnsaeTca 060CHOBaHHBIM U BHYTPEHHE HENPOTUBOPEUUBLIM, U, €Cnu
M3C nony4eH u3 oaHoro unu Heckonbkux M3 unn nakeTos, MN3C aBnAeTcA KOPPEKTHLIM NpefcTaBneHuem atux MN3C n
nakeToB. [aHHble xapakTepucTuku Heobxoaumel, 4ToGbl ucnonbsosath M3C B KayecTBe OCHOBLI NPU MnocreaytoLei
oueHke COO.

Hwxe nepeyncneHsl cemeiicTsa B 3TOM Knacce:

a) ASP_INT: BBegeHue N3C;

B) ASP_CCL: yTBepxaeHnsa o COOTBETCTBUY,

c) ASP_SPD: onpegeneHune npobrnembl 6esonacHocTy;

d) ASP_OBUJ: uyenu 6esonacHocTy;
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e) ASP_ECD: onpegeneH#e KOMMNOHEHTOB paclUMpeHus;

f) ASP_REQ: TpeboBaHua 6e3onacHoCTy;

g) ASPP_DMI: BBeaeHue gns agoMeHa 6ezonacHocTu;

h) ASP_DMC: yTBepxaeHuna o cooTBeTCTBUI AoMeHa Be3onacHocTy,

i) ASP_DMP: onpegeneHue npobriembl 6e3onacHocT fJoMeHa 6esonacHocTy;

j) ASP_DMO: uenu 6esonacHocTn foMeHa 6e30MacHOCTH,;

k) ASP_DMR: TpeboBaHusi 6ezonacHocTu fomeHa 6e3onacHocTu.

C.2.2 O6wasn yactb N3C

Cnegytowme cneundmkayum npumerumsl K Uenomy M3C. Cneyudukaummn ana KOHKPETHLIX JOMEHOB AOSKHbLI
OMUCLIBATLCA C MOMOLLbIO ceMeircTB fJoMeHoB (cMm. C.2.9).

C.2.3 BeepeHnue N3C (ASP_INT)

C.2.3.1 Llenu

Llenbto gaHHOro ceMeitictea sBnsetca onucadne COO B NoBeCcTBOBATENBLHOM BUie.

OueHka BBefeHus M3C TpebyeTcs ANs AeMOHCTpauWu npaBunbHOR naeHTudukaummn MN3C u cornacoBaHHOCTH
Mexay coboi kpaTkoro aHanuaa COO u cneundukayum JOMEHHOW opraHusaunin. BeefeHns KOHKpeTHLIX JOMEHOB
GesonacHocTu onpezeneHel B nogpasgene C.2.10 «BeefeHne gomeHoB GesonacHoOCTW.

C.2.3.2 ASP_INT.1 BeegeHnue N3C

3aBUCMMOCT: 3aBUCMMOCTMW OTCYTCTBYIOT.

C.2.3.2.1 OneMmeHTbl AeiicTBuiA pa3paboTynka/MHTerparopa

ASP_INT.1.1D PaspaboTtuuk/uHTerpartop gomkeH obecneunt BeegeHue M3C.

C.2.3.2.2 GrieMeHTbI cofepaHusi U npeacTaBneHns CBUAETENbLCTB

ASP_INT.1.1C BeegeHue M3C gomxHo cogepxatb ccbinky M3C, kpaTkuii aHanus COO u cneuundurkaLuio JoMeH-
HOW opraHusavuuu.

ASP_INT.1.2C Cchinka M3C pomkHa ofHo3Ha4HO upeHTuduymnposats M3C.

ASP_INT.1.3C B kpaTkom 0630ope COO AOMmKHbI pe3toMUpOBaTLCA UCMONB30BAaHUE U OCHOBHBIE XapaKTepPUCTUKK
6esonacHocTn COO.

ASP_INT.1.4C Kpartkuii 063op COO pomxeH ngeHtuduymposatb Tun COO.

ASP_INT.1.5C Kpatkuit 063op COO aomxkeH uaeHTUdMLUMpoBaTh B3aMMOCBA3b U MHTepdelickl, HeobxoauMblie
ans COO, ¢ NbbIMU BHELUHUMW aBTOMaTM3MPOBaAHHEIMU CUCTEMaMM.

ASP_INT.1.6C B cneuudukaumm JOMEHHOA opraHu3aLn JOIMKHa ONMUCHIBAaTbCA OpraHu3auna MaHAaTHbIX AoMe-
HoB 6e30MacHOCTN W UX MaeHTUdUKaLms, dpusmndeckan cepa NPUMEHEHUS U rPaHULBl KaXA0ro AoMeHa 6e3onacHoCTy.

ASP_INT.1.7C Ons kaxaoro foMeHa 6e3onacHOCTW B cneumdukauun AormKHEBI onucbiBaTbCs Bee yenyru no obec-
neveHuto 6e3onacHoCTU, NpeAocTaBnseMble 3TUM AOMEHOM U AOCTYNHLIE APYTUM AOMEHaM, U BCEe XapaKTepuCTUKK
Ges3onacHoCTU JOMEHa, 3ajaBaeMble APYrUM JOMEHAaM.

C.2.3.2.3 SrieMeHTbl AeACTBUIA OLEHLLMKa

ASP_INT.1.1E OueHLMK AomKkeH NOATBEPXAaTb COOTBETCTBUE NMpeACcTaBneHHoW uHdopMalumn BceMm TpeboBaHu-
AM K COAEpXaHuio W NpefcTaBnNeHuto CBUAETENLCTB.

ASP_INT.1.2E OueHLMK AOIMKEH NOATBEPXAAaTb COBMECTUMOCTb KpaTtkoro o63opa COO u cneundukauyum go-
MEHHOW opraHv3aLui.

C.2.4 YTBepxnaeHue coorBetcTBua (ASP_CCL)

C.2.41 Uenu

Llensto faHHOro cemMeicTBa SBMAETCA onpefeneHne JOCTOBEPHOCTU Pas3fiUYHbLIX YTBEPXKAESHWUA COOTBETCTBUS:
yTBepXfeHne cooTBETCTBMA cTaHaapTam cepun MICO/MOK 15408, ytBepxaeHue cootBeTctBus M3C, yTBEpXAEHUE COOT-
BeTcTBUA 13 U yTBEPXAEHNE COOTBETCTBUA NakeTa TpeGoBaHuii. B yTBepXaeHWU COOTBETCTBUA CTaHAapTOB cepun
NCO/M3K 15408 onucisaetcs Bepeuss UICO/MIK 15408, cootBeTCcTBUE KOTOpOI yTBEpX)aAaeTcs MN3C n COO, B yTBEpX-
AeHun M3 (ecnn umetoTcs) onuceiBaeTcs, kak M3C yTBepxaaeT cooTBETCTBUE UASHTUDMUMPOBaHHBIM M3, B yTBEpXAS-
HWW NakeTa (ecnu oH UMeeTcA) onuckiBaeTces, Kak MN3C yTBepxaaeT COOTBETCTBUE C YCTAHOBMNEHHLIM NAaKETOM, TOraa Kak
M3C naeHtndmumpyet MN3C (ecnm umetotcs), 0 COOTBETCTBUMU KOTOpbIM yTBepXgaeT MN3C. OnpeaenstoT 40CTOBEPHOCTL
yTBepxaeHua MN3C, yTBepxaeHue N3 U nakeTa BnekyT 3a coboil onpefgeneHne, Y€TKO NN UASHTUPULMPOBaHLI BCE
3asBneHHble M3C, M3 u nakeTbl, nonHocTeio Nu M3C copepxut atn M3C, N3 1 NakeTkl, N NPaBUNBLHO K BLINONHEHLI BCE
TpeboBaHua 6e3onacHocTH, BbiBeAeHHble u3 aTux M3C, M3 1 nakeToB. YTBEpXAEHUA COOTBETCTBUA ANA KOHKPETHOrO
JomMeHa GesonacHocTW onpegeneHbl B C.2.11 «YTBepxaeHue o COOTBETCTBUS AOMeHa Ge30nacHOCTUY.

C.2.4.2 ASP_CCL.1 YTBepxaeHua COOTBETCTBUA

3aBucmMmMocTu:

ASP_INT.1 BeegaeHwue M3C;

ASP_SPD.1 Onpegenenue npotnem 6e3onacHocTy,

ASP_OBJ.1. Llenu 6e3onacHocTy,;

ASP_ECD.1 OnpegeneHue paclUMpeHHbIX KOMMOHEHTOB,;

ASP_REQ.1 YcTaHoBneHHble TpeboBaHMs Ge3onacHoCTy.

C.2.4.2.1 GneMmeHTbl AeicTBUiA pa3paboTynka/MHTerparopa

ASP_CCL.1.1D Pa3paboTumnk/mHTerpaTop LOSIKEH NPEAOCTaBUTL YTBEPXKAEHNE COOTBETCTBUSA.

ASP_CCL.1.2D PaspaboTumk/uHTerpatop AOKeH NpefocTaBnTb 060CHOBaHWE YTBEPXKEHUS COOTBETCTBUSI.
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C.2.4.2.2 BnemeHTLI cojepxaHusi U NpeacTaBleHUss CBUAETENLCTB

ASP_CCL.1.1C YTBepxaeHne cOOTBETCTBUSA JOMKHO COAepXaTb YTBEPXKAEHUE COOTBETCTBUA KPUTEPUSAM, UL EH-
Tudpuumpyroliee sepcuto MICO/MIK TO 19791, cooTBeTcTBME KOTOPOMY yTBEpXKAaeTcs B M13C.

ASP_CCL.1.2C B yTBepxgeHUn COOTBETCTBUSA KPUTEPUAM JOIMKHO OblTb ONMcaHo pyHKLMOHANbHOE COOTBET-
ctere M3C NCO/MBK TO 19791 kak dpyHKUMOHanbHo cooTtBeTcTBYyOWUA MCO/MBK TO 19791 unu ¢yHKUMOHANBHO
pacluMpeHHbIR no oTHowweHuto kK MICO/MBK TO 19791.

ASP_CCL.1.3C B yTBepxfeHun cooTBETCTBUSA KPUTEPUSM LOJIKHO BbITe onMcaHo cooTBeTcTBUe goBepusa MN3C
NCO/M3K TO 19791 B BUuae maTpuLbl oTobpaxeHusi goBepusi cootseTcTByRoero MCO/MOK TO 19791 unu Kak goepue
ctangapToB cepun MCO/M3IK 15408 ¢ paclumpeHuem no ctangapty MCO/MSBK TO 19791.

ASP_CCL.1.4C YTBepxeHne COOTBETCTBUA [OMKHO COIMacoBkIBaTLCA C ONpeAeneHneM pacluMpeHHbIX KOMMo-
HEHTOB.

ASP_CCL.1.5C YTBepxaeHue cooTBETCTBUSA AOSMKHO maeHTuduumposaTtb Bee M3C, M3 n nakeTbl TpeboBaHuit
6e30nacHOCTW, COOTBETCTBUE KOTOPLIM yTBepxAaeT M3C.

ASP_CCL.1.6C B yTBepxaeHUN COOTBETCTBUSA AOMmMKHO ObITb onucaHo noboe cootBeTcTBUe M3C nakeTy unu kak
MOMHOCTLH COOTBETCTBYIOLLEE, UMK KaK AOMOMHEHHOe K nakeTy.

ASP_CCL.1.7C ObocHoBaH1e YTBEPXEHUA COOTBETCTBUSA JOJIKHO LEMOHCTPUpOBaThL cornacoBaHue Tuna COO
¢ Tunom COO B M3C,MM3 1 nakeTax, 0 COOTBETCTBUN KOTOPLIM enaeTcs yTBepXaeHue.

ASP_CCL.1.8C ObocHoBaH1e YTBEPKAEHWA COOTBETCTBUS JOMKHO LEMOHCTPUPOBaTL corflacoBaHue dopmynu-
poBKM onpeaeneHust npobrnemsl 6esonacHoOCT ¢ PopMynNMpPoBKoi onpeaeneHus npobnemel 6esonacHoctu B M3C, M3
W nakeTax, 0 COOTBETCTBUU KOTOPLIM flenaeTca yTBepxAeHne.

ASP_CCL.1.9C OBocHoBaH1e YyTBEPXAEHWA COOTBETCTBUS JOMKHO LEMOHCTpUpOBaThL corfacoBaHue dopmynu-
poBku Lenei ¢ dopmynuposkoi Lenei B M3C, N3 1 nakeTax, 0 COOTBETCTBUM KOTOPLIM AenaeTca yTBepXaeHue.

ASP_CCL.1.10C ObocHoBaHWe yTBepXXAEHNA COOTBETCTBUS LOMKHO AEMOHCTPMPOBaTL corracoBaHue opMynu-
poBkn TpeboBaHWii 6esonacHocT ¢ hopmynuposkoil TpebosaHuil 6esonacHocTu B M3C, M3 1 nakeTax, 0 COOTBETCTBUN
KOTOPLIM AenaeTcs yTBEPXKAeHue.

ASP_CCL.1.11C ObocHoBaHWe yTBEPXAEHUA COOTBETCTBUSA LOMKHO AEMOHCTPUPOBAaThL, YTO BCE onepaLum, cBs-
3aHHble ¢ TpeboBaHMAMU Be3onacHocTu, koTopble Gbinu B3AThl M3 M3C, M3 unu nakeTa, 3aBepLUeHbl B COMNIacoBaHWK C
cooTBeTcTBYtOLWMMY [M3C, M3 unu naketTom.

C.2.4.2.3 OnemeHTbl felNCTBUIA OLEeHLMKa

ASP_CCL.1.1E OueHLyM1K JomKeH NoATBEPAUTb, YTO NpeaocTaBlieHHas HopMaLus oTBeyaeT BceM TpeboBaHu-
AM K COepXXaHuio U NpefcTaBneHnto CBUAETENLCTB.

ASP_CCL.1.2E OueHLuK gormKeH nogTeepanTs, YTo M3C yaoBNeTBOPSET YTBEPKAEHUIO COOTBETCTBUA CTaHAAp-
TaMm cepun MCO/MBK 15408.

C.2.5 OnpepeneHune npobnem 6esonacHocTn (ASP_SPD)

C.2.5.1 lenu

B gaHHom nogpasgene M3C onpepenstoTes npobriembl 6e3onacHocTu, oTHocAwmecs k COO, Bknovasa cpegy ero
paspaboTku. 3Tn npobnemsbl 6e3onacHocTU NpuMeHUmel kK COO B UenoMm. MNpobnembl 6e30NacHOCTU KOHKPETHOMO [0-
MeHa GesonacHocTM onpeferneHsl B nogpasgene C.2.12 «Onpegenenue npobneM gomeHoB 6esonacHocTuy. OueHka
onpegenexuns npobnem 6e3onacHOCTV HyXHa ANSA AeMOHCTpauuK, 4To npobnemsbl 6e3onacHOCTU, NpefHasHavYeHHble
ana paccmoTperuss COO, Bkntodas ero cpefly pa3paboTku, YeTKO onpefeneHsbl.

C.2.5.2 ASP_SPD.1 Onpepenenue npo6nem 6e3onacHocTH

3aBMCUMOCTU: 3aBUCMMOCTH OTCYTCTBYIOT.

C.2.5.2.1 3neMmeHTbl AeiicTBuiA pa3paboTunka/MHTerparopa

ASP_SPD.1.1D Paspabotyuk/uHTerpatop AomkeH obecneumsatb onpefenenne npobnem 6e3onacHoCcTU.

C.2.5.2.2 3neMeHTbl COAEPXKaHUA U NpecTaBlieHUs CBULETENLCTB

ASP_SPD.1.1C. B onpegenexnuun npobneM 6e3onacHOCTU JOMKHbI ObiTb yKasaHbl BCe pPUCKW, NPUMEHUMbIE K
COO. Kaxablii pUCK BOMKEH KaTeropupoBaTbCsl KaK «MNPUEMIEMBIA» UIMU  «HENPUEMITIEMbIN».

ASP_SPD.1.2C Bce Henpuemnemble puUckM AOMKHbI ObiTb onucaHbl Ha ocHoBe Yrpo3 W yassumocTeil. Kaxpan
yrposa JoSixHa ONUCHIBATLCA C TOMKW 3PEHWUS UCTOYHUKA Yrpo3bl, akTMBa M BpaxaebHoro fgencTsuns.

ASP_SPD.1.3C B onpeaenenuu npobnem 6esonacHocT AOmMKHBI 6bITb onucaHsbl MBOp.

C.2.5.2.3 DOneMeHTbl AeUCTBUIA OLEHLLMKa

ASP_SPD.1.1E OueHWuK aomkeH NoATBepXKAaTh COOTBETCTBUE MOCTABMNEHHOR MHOopMaLn BceM TpeGoBaHUAM
K COAepXaHUIo N NpefcTaBNeHNo CBUAETENLCTB.

ASP_SPD.1.2E OueHLWUK JoMmKeH NOATBEPXAaTb BHYTPEHHIO HEMPOTUBOPEYNBOCTL ONpeAeneHus npobnemesl
6esonacHocTh.

C.2.6 Llenu 6e3onacHoctu (ASP_OBJ)

C.2.6.1 Uenu

Llenamun GesonacHocTu SBNAETCA KpaTkas popMyNnMpOBKa HaMe4YeHHOW peakuuu Ha npobnemy HesonacHocTH,
onpegeneHHyto npu nomolyu cemeiictea ASP_SPD. OnpegenenHble Lenu 6esonacHoCTU B 3TOW 4acTU MPUMEHUMBI
K COO B UenoM. Llenn 6esonacHOCTU ANS KOHKPETHOro AoMeHa GesonacHocTU onpefeneHsl B nogpasaene C.2.13
«Llenu 6esonacHocT aoMeHa 6esonacHocTuy. OueHka Leneii 6esonacHocTu TpebyeTca ANA AeMOHCTpaLumn Toro, YTo
Lenu 6e30MacHOCTM afeKBaTHO U MONHOCTLIO YYUTLIBAKOT onpefeneHue npobnem 6e3onacHOCTW, U pacnpejeneHue
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aToil npobnemsl Mmexgy COO, cpepoli ee pa3paboTKi U BHELLHUMU aBTOMaTU3UpOBaHHLIMUA CUCTEMaMM YETKO onpefe-
NeHo, U YTo Lenun 6e3onacHoCTU BHYTPEHHE COrfnacoBaHsbl.

C.2.6.2 ASP_OBJ.1 Llenun 6e3onacHocTH

3aBucumocTn: ASP_SPD.1 Onpegenerune npobriembl 6e30MacHOCTy.

C.2.6.2.1 OnemeHTbl geiicTBUin pa3pboTumnka/MHTErpaTopa

ASP_OBJ.1.1D Pa3spaboTunk/MHTerpaTop AOMKEH NpefocTaBUTL hOpMYNUpoBKy Leneii GesonacHocTy.

ASP_OBJ.1.2D PaspaboTunk/MHTErpaTop AOMKEH NpefocTaBUTh o6ocHOBaHWe Lenei 6esonacHoCTyU.

C.2.6.2.2 BneMeHTbl COAepXaHWA U NpedcTaBneHus CBU4ETeNbCTB

ASP_OBJ.1.1C B chopMynupoBke Lieneit GeaonacHocTH JomxHbl U3naratbes Lenun 6esonacHocTn ana COO.

ASP_OBJ.1.2C B copMynupoBKe Lieneii 6e30nacHoCcT JOMKHLI U3naraTbest Bee Lenu 6e3onacHoCTh, KOTOpbIM
COOTBETCTBYIOT BHELLHWE aBTOMaTU3MPOBaHHbIE CUCTEMBI.

ASP_OBJ.1.3C B chopMmynupoBKe Lenei 6e30nacHoCTU AOMKHEI W3naraTecs Lenn 6esonacHocTU ANA cpeab
paspaboTku.

ASP_OBJ.1.4C B o6ocHoBaHuUM Lieneit 6e30nacHOCTW BOMKHa OTCNeXMBaThea Kaxkaan uens 6esonacHocTu Ana
COO obpaTHO K puckam, KOTOpbIM NPOTUBOCTOMUT aTa Uenb 6esonacHocTu, 1 MBOp, KOTopbIM COOTBETCTBYET 3Ta LeNb
6e30nacHoCTH.

ASP_OBJ.1.5C B ofocHoBaHUM Lieneii 6e30nacHOCTM AOSKHa OTCnexuBaTbes kaxaas uenb 6esonacHocTn Ans
BHELLHWUX aBTOMaTU3NPOBaHHLIX CUCTEM 0GpaTHO K puUcKaM, KOTOpLIM MPOTUBOCTOMUT 3Ta Lenb 6eszonacHoctu, u NEOP,
KOTOPEIM COOTBETCTBYET 3Ta Lienb 6ezonacHocTu.

ASP_OBJ.1.6C B o6ocHoBaHUM Lieneii 6e3onacHOCTW AOIKHa OTcnexusaTbes kaxaas Lenb 6esonacHocTu Ans
cpenbl pazpaboTkvn oBpaTHO K puckam, KOTOPEIM MPOTMBOCTOUT 3Ta Lienb 6esonacHocTu, U NBOP, KOTOPLIM COOTBETCTBY-
eT aTa uenb 6esonacHocTM.

ASP_OBJ.1.7C OG6ocHoBaHWe Ueneil 6e30nacHOCTU AOMKHO AEMOHCTPUPOBATL NPOTUBOCTOSHWE Leneil 6e3o-
MacHOCTU BCEM HeMpWeMMEMbIM pucKam.

ASP_OBJ.1.8C OBocHoBaHMWe Leneit 6e30nacHOCTH JOMMKHO JEeMOHCTPUPOBaTh, YTO Lenu 6esonacHocTu ocylle-
ctenstoT BCe MBOp.

C.2.6.2.3 OneMeHTbl JeNCTBUIA OLeHLLMKa

ASP_OBJ.1.1E OUeHLLMK AOMKeH NOATBEPXAATL COOTBETCTBUE NPEACTaBNEHHOW UHGOpMaLun BceM TpeboBaHu-
AM K COAepXaHuto N NpefCTaBleHnto CBULETENLCTB.

C.2.7 OnpepeneHue pacluMpeHHbIX koMmnoHeHToB (ASP_ECD)

C.2.71 Uenu

PacwupeHrHble TpeboBaHWsA Ge30MacHOCTU OCHOBaHblI He Ha KOMMOHeHTax craHgaptos cepun WCO/MIK 15408
WM HacTosALLEero cTaHAapTa, a Ha paclUMpPeHHbIX KOMMOHEeHTaX, onpeaeneHHbix asTopoM M3C. OueHka onpeaeneHns
paclMPEHHbLIX KOMMNOHEHTOB HeobxoAnMMa AN ONPeAeneHUs UX ACHOCTH, OQHO3HAYHOCTU U HeobxoAMMocCTH, T.e. ANA
TOro, 4TOObI OHWM He MOIMMU BbiTb BLIpaXEHbI C NMOMOLLbIO CYLLECTBYIOLWUX KOMNOHEHTOB cTaHaapTos cepun MCO/MOBK
15408 unu HacToALlero craHaapTa.

C.2.7.2 ASP_ECD.1 onpepeneHue pacluMpeHHbIX KOMNOHEHTOB

3aBMCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.2.7.2.1 OnemeHTbl AeiCTBUIA pa3paboTynka/MHTerpaTopa

ASP_ECD.1.1D Pa3paboTunk/uHTerpaTtop A0MKeH NPeAoCTaBnATL opMynupoBKy TpeboBaHuii 6esonacHocT.

ASP_ECD.1.2D Pa3paboTtuuk/uHTerpaTop AOMKEH NPeAoCTaBNATbL onpefierieHne paclUMpPEeHHbIX KOMMNOHEHTOB.

C.2.7.2.2 OnemeHTHl cogepxaHua U NpeacTaBneHns CBUAETENLCTB

ASP_ECD.1.1C B cdopmynupoBke TpebosaHuit 6e3onacHocTu AOMKHBI UAEHTUULIMPOBATLCA BCe PaCLUMPEHHbIE
TpeboBaHnA 6e3onacHoCTH.

ASP_ECD.1.2C B onpeaeneHuu pacluMpeHHbIX KOMMOHEHTOB AOMKEH ONpeAensTbC paclUMPEeHHbIA KOMNOHEHT
ANA Kaxgoro paclumpeHHoro TpebosaHusA 6eszonacHocTU.

ASP_ECD.1.3C B onpeaeneHun paclUMpEHHBLIX KOMMOHEHTOB AOJDKHO ObiTh U3MOXEHO, Kak KaXAbli pacluMpeH-
Hblii KOMMOHEHT CBA3aH C CYLIECTBYIOLMMM KOMMOHEHTaMM, ceMeiicTBaMM W KnaccamMu Mo CcTaHjapTam cepun
MCO/M3K 15408.

ASP_ECD.1.4C B onpeaeneHnn paclUMpeHHbIX KOMMOHEHTOB [JOIMKHBI MCNONL30BATLCA CYLLECTBYIOWMUE KOMIMO-
HEeHTbI, CeMeiicTBa, Knacckl U MeTogonorus no ctaHaaptam cepun MCO/M3K 15408 B kadecTBe Mogenun Ana npeacTas-
neHus.

ASP_ECD.1.5C PacluMpeHHble KOMMOHEHTbI AOMKHbI COCTOATb U3 U3MEPUMBIX U OBBLEKTUBHLIX 3MEMEHTOB Tak,
yTobbl MOXHO GbINO NPOAEMOHCTPUPOBATL COOTBETCTBUE UNIU HECOOTBETCTBUE ITUM SNEMEHTaM.

C.2.7.2.3 OnemeHTbl AEUCTBUIA OLIEHLLMKA

ASP_ECD.1.1E OueHLLUMK AOIMKeH NoATBepXaTh COOTBETCTBME NPeACTaBneHHon UHdopMayum BceM Tpebosa-
HUSIM K COAEPXXaHWUIO U NpefCTaBIIEHNIO CBUAETENLCTB.

ASP_ECD.1.2E OueHwuMK AOMKEH NOATBEPXAaTh, YTO HU OAWUH PACLUMPEHHbIA KOMMNOHEHT He MOXET ObiTb ACHO
BbIpaXeH ¢ NOMOLLbIO CYLLECTBYIOLLIUX KOMMNOHEHTOB.

C.2.8 Tpe6oBaHusa 6esonacHoctn (ASP_REQ)

C.2.8.1 Uenu

OBEC hopMUPYIOT ACHOE U He[IBYCMEICTIEHHOE U3NOoXeHue npeanonaraemoro nosefeHusa COO B ciepe Heso-
nacHocTu. [osepue Kk 6€30MacHOCTU CUCTEMbI (DOPMUPYET ACHOE U HefABYCMBICIIEHHOE U3NOXEHUe npeanonaraeMbiX
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LeicTBuWiA, KoTopble OyayT NpeanpuHsaTEl AnA nonyyeHua gosepusa kK COO. TpebosaHua BesonacHocTu, onpefeneHHble
B AaHHOM nogpasgene, npuMeHuMel kK COO B uUernom. TpeGoBaHna 6e3onacHOCTU ANs KOHKPETHoro fgomeHa Gesonac-
HocTu onpeaeneHsl B nogpasgene C.2.14 «TpeboBaHua GesonacHocTn k aoMeHy BesonacHocTu». OueHka TpeboBaHUi
Oe3onacHocTW Heobxoauma AnA obecneveHuns nx SCHOCTU U OJHO3HAYHOCTK.

C.2.8.2 PaHXupoBaHUe KOMMOHEHTOB

[aHHoe ceMeiCTBO COCTOUT U3 ABYX KOMMOHEHTOB. KOMMNOHEHTLI CEMeWCTBa pacnpefensaroTes No YPOBHAM, UCXO-
LS U3 TOro, 3asiBrieHbl I OHW B OpUrMHarnbHOM BuAE UMM BbiBefeHbl U3 Leneit 6esonacHocTy gns COO u cpeabl ero
pa3paboTKku.

C.2.8.3 ASP_REQ.1 3agaHHble TpeboBaHusA 6e3onacHocTH

3aBucumoctu: ASP_REQ.1 OnpegeneHune paclMpeHHbIX KOMMOHEHTOB.

C.2.8.3.1 OnemeHTbl geicTBuiA paspaboTunka/MHTerparopa

3aBnUCUMOCTM: 3aBUCMMOCTU OTCYTCTBYIOT.

C.2.8.3.2 GremMeHTbI cofepXaHus 1 nNpeacTaBneHns CBUAETENLCTB

ASP_REQ.1.1C B dopmynuposke TpebosaHuii 6esonacHocTi JormkHbl 6biTe onncaHbl ®BC n BC.

ASP_REQ.1.2C B copmynupoBke TpeGoBaHuii 6€30NacHOCTU JOMKHBI UAEHTUDULMPOBATECA BCe onepauuu,
cBsA3aHHble ¢ TpeboBaHWsMM BesonacHocTM.

ASP_REQ.1.3C Bce onepauun JoKHbI BEINOMHATLCA NPaBUMBHO.

ASP_REQ.1.4C Kaxgas 3saBMCUMOCTb Mexay TpeboBaHusimu 6ezonacHocTn AomkHa BbiTe UMK YAOBNETBOPEHA,
Unu naeHTUULMpoBaHa Kak «HeyaoBNeTBOPEHHasA.

C.2.8.3.3 OnemMeHTbl AeiCTBUI OLEeHLLuKa

ASP_REQ.1.1E OUeHLMK JoSXeH NnoATBEpXAaTe COOTBETCTBME NpeAcTaBneHHOR MHdopMaLmn Bcem Tpebosa-
HWSIM K COAEpPXKaHWIo U NPeaCcTaBleHUo CBUAETENLCTB.

ASP_ REQ .1.2E OueHLWWMK JoSKeH NogTBEPXAaTb BHYTPEHHIOK COrMacoBaHHOCTL POPMYNMpoBkU TpeGoBaHuit
6e30MacHoOCTH.

C.2.8.4 ASP_REQ.2 MpousBogHble TpeGoBaHusa 6e30nacHOCTH

FABnstoTea uepapxudeckumn ans: ASP_ REQ .1 YcTaHoBneHHble TpeboBaHus 6e3onacHocTy.

3aBucuMocTy:

ASP_OBJ.1 Llenn GesonacHocTy;

ASP_ECD.1 OnpegeneHue paclUMpeHHbIX KOMMOHEHTOB.

C.2.8.4.1 SneMeHTbl felcTBUA paspaboTyuka/MHTerpaTtopa

ASP_ REQ.2.1D PaspaboTumk/MHTerpaTop AOMKEH npefocTaBuTb obocHoBaHue TpeboBaHuii 6esonacHocTy.

C.2.8.4.2 CopepxaHue 1 npefcrasneHue anemeHToB 6e3onacHocTu

ASP_REQ.2.1C B ¢opmynupoBke fomkHbl 6biTe onucanbl P6C n ABC.

ASP_REQ.2.2C B c¢opmynupoBke TpeboBaHuWii 6€30NacHOCTU AOMKHBI WAEHTUULMPOBATLCA BCE onepaLum,
CBA3aHHble ¢ TpeboBaHusMU 6e30MacHOCTH.

ASP_REQ.2.3C Bce onepalun AOMKHbI BbIMOMHATLCA NPaBUNLHO.

ASP_REQ.2.4C Kaxpaas 3aBUCUMOCTb Mexay TpeboBaHuaMU Ge3onacHocTM AomkHa BbiTb yaOBNeTBOPEHa, UMK
obocHoBaHWe TpeboBaHuii Ge30NaCHOCTU JOMKHO OBBACHATL NPUYNHY HEYAOBETBOPEHUS 3aBUCUMOCTU.

ASP_REQ.2.5C O6ocHoBaHWe TpeboBaHuii 6e30nacHOCTU AOMKHO conocTaensATe kaxayto OBC ¢ yensmu beso-
nacHoct COO.

ASP_REQ.2.6C O6ocHoBaHWe TpeGoBaHUit 6e30nNacHOCTM JOMKHO conocTaenATb kaxayto ®EC ¢ uensmu uenei
GesonacHocT COO unun cpefbl ero pa3paboTku.

ASP_REQ.2.7C O6ocHoBaHuWe TpeGoBaHmii 6€30nNacHOCTU JOMKHO AeMOoHCTpuposaTh cootBeTcTBue ®EC n [IEC
uensam 6esonacHocT COO U cpefbl ero pa3paboTku, KOTOPLIM HE COOTBETCTBYIOT BHELLHNE CUCTEMBI.

C.2.8.4.3 OnemeHTbl 4eNCTBUIA OLUEHLLMKA

ASP_REQ.2.1E OueHLMK AOMXEH NOATBepXAaTb COOTBETCTBME NpeAcTaBreHHON UHdopMaLmn BceM Tpebosa-
HWUSAM K COAEPXaHWio 1 NpefCcTaBneHno CBUAETENLCTB.

ASP_ REQ.2.2E OueHLMK JOMmKeH NoATBepxkAaTb BHYTPEHHIO COrnacoBaHHOCTb hOpMynupoBku TpebosaHuin
6e3onacHoCTy.

C.2.9 [lomeHbl 6e30MacHOCTY Npothuns 3amTbl CUCTEMbI

Kaxgblt gomeH GesonacHocTn M3C onpegenser npobnembl GesonacHocTH, uenu 6esonacHocTu n TpeboBaHWUA
6e30MacHOCTM, YHWKalbHbIE ANA STOr0 KOHKpeTHoro goMeHa GesonacHocTy.

B nocnegymwolmx pasgenax onpejensiotcs ceMeiicTBa, NpMMEHsOLWMECs ANA onpeAeneHus foMeHos Gesonac-
HocTu BHYTpM M3C.

C.2.10 BBegeHue pomeHoB 6e3onacHocTu (ASP_DMI)

C.2.10.1 Llenu

Llenbto AaHHOro ceMelcTBa ABMAETCA onucaHue fomeHa 6e3onacHOCTU B NOBECTBOBaTENbHON (hopMe Ha Tpex
YPOBHSIX abCcTpakumu: cchinka Ha JoMeH Ge3onacHocTu, kpaTkuii o63op goMeHa 6e3onacHOCTM 1 onucaHue AomeHa
6e3onacHoCTy.

C.2.10.2 ASP_DMI.1 BeegeHne goMeHOB 6e30MacHOCTU

3asucumoctu: ASP_INT.1 BeegeHrue M3C.
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C.2.10.2.1 3nemeHTHl AelCTBMIA paspaboTymka/uHTerpatopa

ASP_DMI.1D Paspa6oTumk/uHTerparop formkeH ob6ecneunts BBeAeHUEe AOMEHOB 6e30NacHOCTH.

C.2.10.2.2 OneMeHTbl cofepXaHusa U NpefcTaBfeHUs CBUAETENbLCTB

ASP_DMI.1.1C BeeaeHue AoMeHOB 6e30MacHOCTU AOSMKHO CoAepXaTb CCbINKY Ha AoMeH 6e3onacHOCTH, KpaTKui
o0630p goMeHa 6e3onacHOCTU U onucaHue aomeHa GesonacHocT.

ASP_DMI.1.2C Ccbinka Ha foMeH 6e30MmacHOCTU AOMKHa OAHO3HAYHO uAaeHTUdUUuMpoBaTb AoMmeH Gesonac-
HOCTH.

ASP_DMI.1.1.3C JoMeH 6e30nacHOCTU JOIMDKEH pe3loMupoBaTb UCNONb3OBAHWE U OCHOBHbIE XapaKTepUCTUKU
H6esonacHocTU goMmeHa 6e30nacHOCTU.

ASP_DMI.1.1.4C B onucaHuu fomMeHa 6e30MacHOCTU AOMKHB! GbiTb U3M0XEHB! BKOYEHHbIE B HE€ NoJCUCTEMBI
/N KOMNOHEHTBI.

ASP_DMI.1.1.5C B onucaHuu gomeHa 6e30MacHOCTU JOMKHbLI GbiTb U3NOXEHbI B3aUMOCBSA3U U UHTepdeichl ¢
APYrUMU AOMEHaMW.

C.2.10.2.3 SnemeHTbl JeACTBUI OLIEHLLMKa

ASP_DMI.1.1.E OueHWMK JOMmKeH NOATBEPXAaTb COOTBETCTBUE NpefcTaBNieHHON UHdopMaLmn BceM Tpebosa-
HWUAM K COAEpXaHWUIO U NpeaCTaBIIEHNIO CBUAETENLCTB.

ASP_DMI.1.2.E OueHwWWUK JOIKEH NOATBEPXAATb COrNacoBaHWe CCbINKU Ha AoMeH GesonacHoCTH, KpaTKuii 06-
30p AoMeHa Ge3onacHOCTU U onucaHuii AoMeHoB Be3oMacHOCTU ApYr ¢ Apyrom u c eBegeHuem M3C.

C.2.11 YTBepxaeHUe COOTBETCTBUA Ans AoMmeHoB 6e3onacHocTn (ASP_DMC)

C.2.11.1 Uenu

HaHHas vacTb N3C onpefenseT yHUKanbHbIE YTBEPXAESHUA COOTBETCTBUA NS JOMEHOB 6€30MacHOCTH.

C.2.11.2 ASP_DMC.1 YTBepxaeHUs1 0 COOTBETCTBUM

3aBnUCUMMOCTH:

ASP_DMP.1 Onpegenenune npobnem GesonacHoctu AoMeHoB 6esonacHocTy;

ASP_DMO.1 Llenu 6e3onacHoctn gomeHoB HGe3onacHocTy;

ASP_DMR.1 YcraHoBneHHble TpeboBaHus 6e3onacHOCTU ANA AOMEHOB 6e30MacHOCTH.

C.2.11.2.1 GnemeHTHl AeiicTBuii paspaboTunka/mHTerpaTopa

ASP_DMC.1.1D Pa3paGoTuuk/MHTerpatop forxeH obecneunTb yTBEPXKAEHUS COOTBETCTBUA JoMeHa Gesonac-
HOCTH.

ASP_DMC.1.2D PaspaGoTunk/uHterpatop gomkeH obecneynts obocHoBaHUe yTBEPXAEHWA O COOTBETCTBUN.

C.2.11.2.2 OnemeHThbl cofepXaHna U NpefcTaBleHna CBUAETENLCTB

ASP_DMC.1.1C B yTBepxAeHUM COOTBETCTBUA AOMEHa JOMKHbI naeHTuduumposaTbes see MN3C, M3 u nakeThl
TpeboBaHuiA 6€30NacHOCTU, O COOTBETCTBUUN KOTOPLIM AeNaeTcs yTBepxaeHue.

ASP_DMC.1.2C B yTBepXAeHUM COOTBETCTBUSA AOMeHa AOSMKHO 6biTb onucaHo nioboe cooTBeTCTBUE AOMEHa
NaKeTy Kak COOTBETCTBYIOLLEE MOMHOCTHIO UNKU KaK AONOAHEHUE K NakeTy.

ASP_DMC.1.3C ObocHoBaHWe YyTBEPXKAEHUSA COOTBETCTBUA AOMEHa AOSMKHO AEMOHCTpUpoBaThb cornacoBaHue
Tuna COO ¢ Tunom COO B M3C, M3 1 nakeTaMun, 0 COOTBETCTBUU KOTOPLIX AenaeTca yTBepXaeHue.

ASP_DMC.1.4C ObocHoBaHWe YTBEPXKAEHUSA COOTBETCTBUA AOMEHa AOSMKHO AEMOHCTpUpoBaTh cornacoBaHue
hopMynUpOBKK OnpeseneHns npobnem Ge3onacHOCT AoMeHa ¢ hOPMyNMPOBKOW onpefeneHus npobnem GesonacHo-
ctn ¢ MN3C,M3 n nakeTamun, 0 COOTBETCTBUN KOTOPLIM AeNaeTca yTBepXaeHue.

ASP_DMC.1.5C ObocHoBaHWe yTBEPXAEHUS COOTBETCTBUA AOMEHa AOMKHO AEeMOHCTpUpoBaTh cornacoBaHue
hOpMYNUPOBKKN OnpeaeneHns Lenein 6esonacHocT JomeHa ¢ popMynuposkoil yenei B MNM3C, M3 u naketamu, o0 cooT-
BETCTBUU KOTOPLIM AeNaeTcs yTBEPXAEHNE.

ASP_DMC.1.6C ObocHoBaHWe yTBEpPXOEHUS COOTBETCTBUA AOMEHa AOMKHO AeMOHCTpUpoBaTh cornacoBaHue
hOpMYNUPOBKM OnpeAerneHns Lene 6e3onacHOCTU AoMeHa ¢ dopMynmpoBkoii Leneit B N3C,M3 n naketamn, o cooT-
BETCTBUU KOTOPLIM AenaeTcs yTBepxAeHe.

ASP_DMC.1.7C OBocHoBaHWe yTBEPXAEHUS COOTBETCTBUA JOMEHa JOMKHO fEMOHCTPUPOBATL 3aBepLUeHUe BeeX
onepauuii, cBssaHHblX ¢ TpeboBaHuAMKU GesonacHocTH, KoTopble Bbinu B3ATb U3 M3C, M3 unn nakeToB, cOrnNacHo
cootBeTcTBytoWwmmM M3C, M3 unu naketam.

C.2.11.2.3 GrneMeHTbl AelCTBUIA oLeHLmMKa

ASP_DMC.1.1E OueHLMK JOMKeH NogTBEPXAaTE COOTBETCTBUE NPeACTaBNEHHON MHgopMaLumn BceM Tpebosa-
HWSAM K COAEPXKaHWIO U NPefCTaBeHnio CBULETENLCTB.

C.2.12 OnpepeneHue npo6nem 6esonacHocTu goMeHa 6esonacHocTn (ASP_DMP)

C.2.12.1 Uenu

B paHHoit yactu MN3C onpepensitoTcsa YHUKanbHele npobnemMbl 6esonacHocTU Ana fomeHa 6e3onacHoCTM.

ASP_DMP.1 OnpegaeneHnne npobrnem GesonacHocT foMeHa GesonacHOCTy.

3aBMCMMOCTY: 3aBUCMMOCTMW OTCYTCTBYIOT.

C.2.12.2 3nemeHThLI AeWCTBUI pa3paboTyuKa/mHTerpaTopa

ASP_DMP.1.1D Pa3paboTunk/uHTerpatop forxeH obecrneynTb onpegeneHue npobneM GesonacHoCTH JOMeHa.

C.2.12.3 3nemMeHTbI coaepaHUA n NpeacTaBneHus CBUAETENbCTB

ASP_DMP.1.1C B onpegeneHun npobriem 6e3onacHocTu JoMeHa LOSxHbl BbiTe NpuBefeHbl BCe YHUKambHbIE
puUCKU, NPUMEHUMBIE K JOMeHY. Kaxzablii puck [OSMKEH KaTeropupoBaTbes Kak «npUeMneMblii» Ui «Hernpuemmnembliy.
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ASP_DMP.1.2C Bce Henpuemnemble pUCKW AOMKHBI U3naratbCsi ¢ TOMKU 3peHUst Yrpo3 U yasBuMocTel. Kaxaas
yrposa AoMmkHa GbiTe OnncaHa UCXOASA U3 UCTOMHUKA Yrpo3bl, akTua U BpaxgebHoro AencTBuS.

ASP_DMP.1.3C B onpeaeneHuun npobriem 6ezonacHocT JomMeHa JOrxHbl ObiTe NpuBeAeHsl YHukanbHele MNBOP,
NPUMEHUMBIE K LOMEHY.

C.2.12.4 3neMeHTbl AeCTBUI OLEHLUNKA

ASP_DMP.1.1E OueHLMK JomKeH NOATBEPXAaTb COOTBETCTBME NPeACTaBnNeHHON WHdopMaLun Bcem Tpebosa-
HWSIM K COAEPXKaHWIO U NPefcTaBrneHnio CBULETENLCTB.

ASP_DMP.1.2E OueHLM1K JomKeH NOSTBEPXAaTb BHYTPEHHIOK COrMacoBaHHOCTb onpeaeneHus npobnem Geso-
NacHoCTU AOMeEHa.

C.2.13 Llenun 6ezonacHocTu goMeHa 6esonacHocTtu (ASP_DMO)

C.2.13.1 LUenu

B faHHoit YacTu M3C npusepeHa kpaTkas opMynMpoBKa NpeanonaraeMoi peakuun Ha yHuKansHble npobnemsl
GesonacHoCTH, onpeaeneHHas nocpeacTsoM cemeiictea ASP_DMP.

C.2.13.2 ASP_DMO.1 Lienu 6e3onacHocTu foMeHa 6e30nacHOCTH

3aBucumocTu:

ASP_INT.1 BeegeHue M3C;

ASP_DMP.1 Onpeaenexun npobnem 6e3onacHocTU aoMeHa 6e3onacHocTu.

C.2.13.2.1 OnemeHThl geiicTBUiA paspaboTynka/mHTerpaTopa

ASP_DMO.1.1D Paspabotuuk/uHterpatop AonmkeH o6ecneunTb opMynupoBKy Lenei 6e3onacHocT AoMeHa.

ASP_DMO.1.2D PaspaboTuuk/uHterpatop fomkeH obecneuntb obocHoBaHue uenei 6e3onacHoCTM JoMeHa.

C.2.13.2.2 3neMeHTbl cofepxaHua 1 NpeacTaBNeHUsa CBUAETENLCTB

Kaxgas 3aBuMcuMocTe Mexay TpeboBaHuamu GesonacHocTU forkHa 6biTb yaoBneTsopeHa, unu obocHoBaHue
TpeboBaHuit 6e30nacHOCTA AOMKHO OBBACHATL NPUYUHY HEYAOBMETBOPEHUS 3aBUCUMOCTH.

ASP_DMO.1.1C B copmyrnmpoBke Leneit 6e3onacHOCTU AOMEHa AO0MKHbI U3naraTeCs YHUKanbHble Lenu 6eso-
NacHOCTW Ans AOMeHa.

ASP_DMO.1.2C B copmynupoBke Lernei 6e3onacHoCTU AOMEHa AONXHBI U3naraTbes niobble Lenu 6esonacHoc-
TW ANS AOMeHa, KOTOPbIM COOTBETCTBYIOT pyrie AOMEHbI UMW BHELUHUE aBTOMaTU3UPOBaHHbLIE CUCTEMBI.

ASP_DMO.1.3C B copmynupoBke Lereit 6esonacHocTU AOMEHa AONXHBI U3naratbes nobble Lenu besonacHoc-
T, KOTOpLIe 3afatoTcsa APYrM AOMEHaM Uin JOCTYMHbLI UM.

ASP_DMO.1.4C B cdopmynupoBke Lieneit 6ezonacHoCTM AOMEHa J0MKHLI u3naratbes nobble Lenu 6esonacHoc-
TM [NA cpeAbl pa3paboTku JomMeHa.

ASP_DMO.1.5C B o6ocHoBaHuu Ueneit 6esonacHocTn AoOMeHa kaxaas yHUKanbHasa uenb 6esonacHocTu ans
JOMeHa [OoMKHa COMOCTaBMNATLCA C pUCKaMu, KOTOpBIM MpoTMBOCTOsiNa aTa uenb 6e3onacHoctn u MNBOP, KoTOpbIM
COOTBETCTBOBaMA 3Ta Lienb 6e30MacHoCTMU.

ASP_DMO.1.6C B oBocHoBaHWU Leneit 6e3onacHocTU JoMeHa Kaxaas yHUKanbHas uenb 6esonacHocTu ans
JOMeHa AomKHa COMOCTaBMNATLCA C pUCKaMM, KOTOpBIM MpoTMBOCTOsNa aTa ueflb 6ezonacHocTn u MBOP, KOTOpbIM
COOTBETCTBOBaMa 3Ta Lenb 6e3onacHocTMu.

ASP_DMO.1.7C B oBocHoBaHWU Leneit He3onacHoCTU AOMeHa Kaxaas yHUKanbHasa uenb 6eaonacHocTn ans
JOMeHa [OMKHa COMOCTaBMATLCS C PUCKaMK, KOTOPLIM NMpoTMBOCTOSNa 3Ta Lenb 6esonacHocTi U MBOp, KoTopbiM
COOTBETCTBOBANA 9Ta Lienb 6e30nacHoCTMU.

ASP_DMO.1.8C ObocHoBaHWe Leneit 6e3onacHoCcT JOMeHa JOSMKHO AEeMOHCTPUPOBATL NPOTUBOAESHCTBUE Lie-
neit 6e30NacHOCT BCEM YHWKamnbHEIM HempuemnemelM puckam ANs AOMeHa.

ASP_DMO.1.9C ObocHoBaHuWe Leneit 6esonacHoCTW AOMeHa AOMKHO AEMOHCTPUPOBATL BhINOMHEHNE Liensmu
Ge3onacHoCTU BceX YHUKanbHbIX MBOp ans gomeHa.

C.2.13.2.3 3neMeHTbl JeicTBUN OLeHLMNKa

ASP_DMO.1.1E OueHLMK [OMKEH NOATBEPXAaTb COOTBETCTBUE NpeAcTaBNeHHOW nHdopMmaLunmn Bcem Tpeboba-
HUSIM K COAEPXaHWUI U NpeLCTaBNeHUo CBUAETENBCTB.

ASP_DMO.1.2E OueHLMK [OMKeH NOATBEpXAaTb BHYTPEHHIOK COMacoBaHHOCTL POPMYNMPOBKK Lienei 6eso-
NacHoCTU AOMeHa.

ASP_DMO.1.3E OueHLMK JOMXEH NOATBEpXAaTb cornacoBaHne opMySMPOBKA Lieneit 6e3onacHocTn fomeHa
co cneuuduKaLmed JOMEHHON opraHusaLmu.

C.2.14 TpeboBaHus 6esonacHocTu AoMeHa 6e3zonacHocTn (ASP_DMR)

C.2.14.1 LUenu

B pgaHHoit yactu M3C npepcTaBneHo AACHOE W OJHO3HAYHOE OnucaHue npejanonaraeMoro yHuKansHoro noesefe-
HUS fjloMeHa 6e30nacHoCTH.

C.2.14.2 PaH}unpoBaH1e KOMNOHEHTOB

HaHHoe ceMelicTBO COCTOMUT U3 ABYX KOMMOHEHTOB. KOMMNOHEHTLI CeMelicTBa pacnpeaensoTcs no ypoBHAM, UCX0-
I W3 TOro, 3asiBNEHbl MM OHU B OpUrMHaNBHOM BUAE UnU BbiBefeHbl U3 Uenei 6esonacHoctu Ana COO u cpeabl ero
pa3paboTku.

C.2.14.3 ASP_DMR.1 3agaHHble Tpe6oBaHua 6e3onacHOCTH AOMEHA

3aBucumoctu: ASP_ECD.1 OnpegeneHune pacwMpeHHbIX KOMMNOHEHTOB.
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C.2.14.3.1 OneMeHTHl geicTBUiA paspaboTumkamHTerpatopa

3aBUCMMOCTU: 3aBUCUMOCTU OTCYTCTBYHOT.

C.2.14.3.2 GneMeHTbl cofepKaHusa U NpefcTaBlieHUss CBULETENbLCTB

ASP_DMR.1.1C B cdopmynupoBke TpebGoaHWin 6€30NacHOCTU AOMEHa [OMKHLI U3naratees yHuKansHsle ®EC un
OBC, npuMeHUMbIe K [JOMEHY.

ASP_DMR.1.2C B dopmynuposke TpeboBaHuii 6e30nacHOCT JOMeHa [OMKHLI UAESHTUgULMPOBATLCA BCe One-
paunu, cessaHHble ¢ TpeboBaHusamMKU BesonacHoCTU.

ASP_DMR.1.3C Kaxpas 3aBucUMOCTb Mexay TpeboBaHWAMU 6e3onacHOCTU foMeHa AormkHa BbiTb yAoBNeTBO-
peHa UM naeHTUULMPOBaHa Kak «HEYAOBIETBOPEHHASAY.

C.2.14.3.3 OnemeHThl AeNCTBUN OLEHLLUKa

ASP_DMR.1.1E OueHLWuK JomxeH NoATBeEpPXgaTk COOTBETCTBUE MpefcTaBlieHHOW MHdopMauum BceM TpeboBa-
HWSAM K CoAepXaHWIo U NpeacTaBreHNio CBULETENLCTB.

ASP_DMR.1.2E OueHLMK AOMKEH NOATBEPXKAaTk BHYTPEHHIOK COracoBaHHOCTL POPMYNUPOBKM TpeGoBaHWi
6e3onacHOCTU AoMeHa.

C.2.14.4 ASP_DMR.2 NpounsBogHbie TpeGoBaHUA 6e3onacHOCTU AOMEHA

fABnseTcs nepapxudeckoin ans: ASP_DMR.1 3agaHHble TpeGoBaHWsA Ge3onacHoOCTU JoMeHa.

3aBucmMmocTu:

ASP_DMO.1 Llenu 6e3sonacHocTn gomeHa 6esonacHocTy;

ASP_ECD.1 OnpegeneHue pacliMpeHHbIX KOMMOHEHTOB.

C.2.14.4.1 OnemeHTbl AelcTBUIA paspaboTumKa/MHTerpaTopa

ASP_DMR.2.1D PaspaboTyuk/uHterpatop pAofixeH obecnedntb obocHoBaHWe TpeboBaHUl 6e30nacHOCTU
JoMeHa.

C.2.14.4.2 GneMeHTHl cofepKaHusa U NpefcTaBreHns CBULETeNbCTB

ASP_DMR.2.1C B cdopmynupoBke TpeGoBaHWUit Ge30nacHOCT JOMEHa [OMKHLI U3naratecsa yHukansHble ®BC u
OBC, npuMeHUMbIe K JOMEHY.

ASP_DMR.2.2C B cdopmynupoBke TpeboBaHuii 6e30MacHOCTA AOMEHa AOMKHLI MASHTUDULMPOBATLCA BCe one-
pauuu, cessaHHble ¢ TpebosaHusamKu SesonacHocTU.

ASP_DMR.2.3C Bce onepauuun JOmKHbl BbINOMHATLCA NPaBUnbHO.

ASP_DMR.2.4C Kaxgas 3aBMCUMOCTb Mexay TpeGoBaHusAMKU 6e3onacHoCTU AomkHa ObiTb YAOBNETBOPEHa, UK
obocHoBaHWe TpeboBaHuii Ge30nacHOCTU JOIMKHO OBBACHATE MPUYUHY HEYAOBETBOPEHUS 3aBUCUMOCTU.

ASP_DMR.2.5C B o6ocHoBaHuu TpeboBaHuii HesonacHocTH fomMeHa kaxaas ®BC fgoMeHa fonxHa conocTas-
NATECA ¢ Uensamu 6e3onacHocTh AOMeHa.

ASP_DMR.2.6C B o6ocHoBaHuu TpeboBaHuii esonacHocTn fomeHa kaxaas OBC aoMeHa fonxHa conocTas-
NATbes ¢ Lensamu 6e3onacHOCTM OMeHa UK cpedbl ee pa3paboTku.

ASP_DMR.2.7C O6ocHoBaHwWe TpeGoBaHuit 6e3onacHOCTV AOMeHa AOMKHO AeMOHCTPUpoBaTh cooTBeTcTBME OBC
u JBC aoMeHa BCeM YHUKarbHBIM Liensiv 6e3onacHoCTU ANS AOMeHa Unn cpefbl ero pa3paboTku, KOTOPLIM He COOTBET-
CTBYHOT Apyrue AOMEeHbl Ui BHELLHWE CUCTEMBI.

C.2.14.4.3 SneMeHTbl JeicTBUN OLeHLLUKa

ASP_DMR.2.1E OueHLMK JOMKeH NOATBEPXAaTb BHYTPEHHIOI COrMacoBaHHOCTb YOPMYNMpoBkU TpeboBaHuit
6e3onacHOCTU JoMeHa.

ASP_DMR.2.2E OueHLMK JOMKeH NogTBepXAaTh BHYTPEHHIOK COrMacoBaHHOCTL POPMYNMpoBku TpebosaHuit
Ge3onacHOCTU JoMeHa.

C.3 Knacc ASS: oueHKa 3aaaHuA no 6e30n1acHOCTU CUCTEMbI

C.3.1 BBegeHue

B gaHHOM paspene npeicTaBneHbl KpUTEPUU LOBEPUSA K OLEHKe 3afaHua no 6esonacHocTU cuctemsl (36C).
OueHka 3BC TpebyeTcs Ans feMoHcTpauyum Toro, 4to 36C ABNsAeTCA 060CHOBAHHBIM U BHYTPEHHE HenpoTUBOPEYMBLIM
n, ecnun 36C ocHOBaHO Ha 0AHOM UNK Heckonbkux M3C unu naketax, 4To 36C ABMNAETCA KOPPEKTHLIM NpedcTaBneHnemM
aTux MNM3C n nakeToB..

Hwxe npuBeaeHbl cemeiicTBa 3TOroO Kracca:

a) ASS_INT: Beegerue 3BC;

b) ASS_CCL: YTBepxaeHna 0 COOTBETCTBUMH,

c) ASS_SPD: OnpegerneHve npobneMbl 6esonacHocTty;

d) ASS_OBJ: Llenu 6e3onacHocTy;

e) ASS_ECD: OnpeaeneHne KOMMNOHEHTOB pacLUMpeHus;

f) ASS_REQ: TpeboBaHusa 6esonacHocTy;

g) ASS_TSS: KpaTkas cneumdukauus COO;
h) ASS_DMI: BeegeHne fomeHa 6e3onacHoCTy;
i) ASS_DMC: YTBepxaeHWe cooTBETCTBUA JOMeHa 6e30nacHoCTH;
j) ASS_DMP: OnpegeneHue npobnem GesonacHocTu fomeHa 6esonacHocTy;
k) ASS_DMO: Llenu 6esonacHocTn goMeHa 6e3onacHocTy,
[) ASS_DMR: TpeboBaHua GesonacHocTM joMeHa Ge3onacHOCTHU.
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C.3.2 O6wasa yactb MN3C

Mocnepyrowume cneyndukaymm npumeHnmel ko BceMy MN3C. Cneyndukaymn gNa KOHKPETHLIX JOMEHOB LOMKHbI
OMUCLIBaTLCA € NMOMOLLbIO ceMeiicTB AomeHoB (cMm. C.3.10).

C.3.3 BBeneHue N3C (ASS_INT)

C.3.3.1 Uenu

HasnayeHneM flaHHoOro cemeicTea aABnAeTca usnoxeHne COO B onucaTenbHON opMe Ha criefyoLnX YPOBHSAX
abcTpakuyum; cebinka Ha MN3C/COO, kpaTknit 063op COO, onncaHme COO U opraHW3aLns JOMEHOB.

OueHka BBegeHus MN3C TpebyeTcs AnNsA AeMOHCTPaLMmM NpaBunbHOCTU uaeHTudKkaum COO, NnpaBUbHOCTU OMNK-
caHnsa COO Ha 4eTblpex YPoBHSAX abecTpakuumM U CorflacoBaHHOCTU STUX YETLIPEX ONUCaHWA Apyr ¢ ApyroM. BeeaeHus
KOHKPEeTHEIX fJoMeHoB BesonacHocTu onpegeneHsl B C.3.11 «BBepeHne gomeHoB 6e30MacHOCTMY.

C.3.3.2 ASS_INT.1 BeegeHue N3C

3aBMCMMOCTHU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.3.3.2.1 OnemeHTLl aeiicTBUiA paspaboTunka/MHTerpaTopa

ASS_INT.1.1D PaspaboTtunk/mHTerpatop AomkeH obecneynTb BBeAeHue M3C.

C.3.3.2.2 BrieMeHTbI cofepXaHus U NpeacTaBneHuss CBUAETENLCTB

ASS_INT.1.1C BeepeHrue MN3C gomkHo coaepxatb cebinky Ha M3C, ceeinky Ha COO, kpaTtkuit 0630p COO, onuca-
Hue COO u cneundmKkaLuo JOMEHHON opraHusaLum.

ASS_INT.1.2C Ccbinika Ha M3C gomxHa oaHo3Ha4HO ugeHTuduuuposats M3C.

ASS_INT.1.3C Ccebinka Ha COO gonxHa ugeHtucgpuymposats COO.

ASS_INT.1.4C KpaTkuit 063op COO pomxeH pe3toMMpOBaTb UCMONbL3OBaHWE W FMaBHLIE XapakTepUCTUKN Geso-
nacHocTH.

ASS_INT.1.5C Kpatkunit 0630p COO pomkeH ngeHtuduumposats Tun COO.

ASS_INT.1.6C Kpatkuii 063op COO pgormKeH naeHTudnLyMpoBaTb B3aMMOCBA3N U MHTepdeichl ¢ niobbiMU BHeLL-
HUMKW @BTOMaTU3MPOBaHHEIMU cucTemamu, Tpebyembimn ans COO.

ASS_INT.1.7C B onucaHun COO fomxHel 6bITb onucaHbl dusndeckas obnactb geiicteuna u rpanuisl COO.

ASS_INT.1.8C B onucaHum COO pomkHbl 6bITb onucaHsl forudeckasi obnacte gedcteus v rpaHusl COO.

ASS_INT.1.9C B onucanun COO pomkHbl ObiTe onucaHsbl cpefbl paspabotku ana COO, skrtoyas niobble ogHo-
3HaYHble XapaKTepUCTUKN OTAEMbHBIX cpef pa3paboTkn JoMeHOB 6e30nacHOCTM.

ASS_INT.10C B cneuudukaymm JOMEHHON opraHvW3aLunn JOMmxHbl ObiTb OnuMcaHbl opraHu3auus KOHCTPYUpPOBaH-
HbIX JOMeHoB 6e3onacHocTU M naeHTUdKKaumMs, obnacTb fecTBUA U rpaHnLpl Kaxaoro gomeHa 6esonacHocT.

ASS_INT.11C [Ona kaxporo fomMeHa B creuudukaumm JOMEHHOW opraHusauumn JormkHbl 6biTb onucaHbl nobble
ycnyru no obecneveHnto 6e30nacHOCTH, NpefocTaBnAemMble 417 3TOro AOMEHa, AOCTYNHbIe APYrUM JOMeHaM, U niobble
XapakrepucTukn 6e3onacHOCTU JOMEHa, HaBsi3biBaeMble SPYrUM AOMeHaM.

C.3.3.2.3 OnemeHTbl JeNCTBUIA oLeHLLMKa

ASS_INT.1.1E OueHLUMK AOMKEH NOoATBEpPXAaTh COOTBETCTBME NpefCcTaBneHHoW uHdopmauumn BceM TpeboBaHu-
AM K COAepXXaHUIo U NpefcTaBneHnto CBUAETENLCTB.

ASS_INT.1.2E OueHLMK formkeH NoaTBepXAaTh cornacoBaHue cebinku Ha COO, kpatkoro ob3opa COO, onuca-
Hus COO u cneumdukalum JOMEHHOW opraHusauuu pyr ¢ 4pyroM.

C.3.4 Y1BepxaeHus o coorBetcTBUM (ASS_CCL)

C.3.4.1 lenun

Lleneto gaHHOro cemeicTea sBNAETCA onpefeneHne JOCTOBEPHOCTU PasnUYHbLIX YTBEPXAEHUA COOTBETCTBUS:
yTBEpXJEeHUe cooTBeTCTBUA cTaHfapTamun cepun MCO/MOK 15408, yteepxaeHue cootsetcTBua NM3C, yTBepxaeHue
cooTBeTcTBMSA 13, yTBEpXAeHWe cooTBeTCcTBUA 36 1 yTBEpX)AeHWe COOTBETCTBUA NakeTy TpeboBaHWiA. B yTBepxaeHuu
cooTBeTCTBUSA cTaHgapTam cepun MCO/MOIK 15408 onuckisaeTca Bepena MCO/MIK 15408, cooTBeTcTBME KOTOPOW YT-
Bepxgatot M3C n COO, B ytBepxaeHun cooteeTcTBUA M3, 36 W/MnNu nakeTy (ecnu uMeeTcs) onuckiBaeTces, kKak 36C
yTBepXaaeT cooTBETCTBUE 3afaHHbIM 13, 36 n/unu naketamu, Toraa kak B yreepxaeHun 36C ngeHtudpuuympyrotea MN3C
(ecnn umetoTCs), cooTBETCTBUE KOTOPLIM yTBepX#aaeT 35C. Onpeaenerne JOCTOBEPHOCTU YTBEPXKAEHMUA COOTBETCTBUA
M3C, M3, 3B 1 nakety TpeboBaHui BNe4veT 3a coboii onpeAeneHne YeTKOCTU naeHTUdKKaL MM Bcex yTBepxaeHHbIX M3C,
M3, 36 u naketoB — nonHocTeio nn atu MM3C, M3, 36 u nakeThbl cogepxatca B [13C 1 npaBUiIbHO N BbIMNOSTHEHbI
TpeboBaHus GesonacHocTy, BeiBeAeHHble n3 aTux M3C, M3, 36 1 nakeToB. YTBEPXAEHUS COOTBETCTBUSA 4151 KOHKPETHOrO
ZJoMeHa GesonacHocTu onpeeneHsl B nogpasfene C.3.12 «YTBepxeHne CoOTBETCTBUA JOMeHa 6e30nacHOCTU».

C.3.4.2 ASS_CCL.1 YTBepxaeHus cooTBETCTBUSA

3aBUCUMOCTHU:

ASS_INT.1 BeegeHue 3BC;

ASS_SPD.1 Onpegenenue npobrniem GesonacHocTy;

ASS_OBJ.1 Llenn GesonacHocTy;

ASS_ECD.1 OnpegeneHne pacliMpeHHbIX KOMMOHEHTOB;

ASS_REQ.1 3apaHHble TpeboBaHWA 6e3onacHocTy.

C.3.4.2.1 OneMmeHTbl AeiicTBuiA paspaboTunka/MHTerparopa

ASS_CCL.1.1D Pa3paboTumk/mHTerpaTop JOMKEH NPefoCTaBUTb YTBEPXKAEeHWE COOTBETCTBUS.

ASS_CCL.1.2D PaspaboT4uk/MHTErpaTop AOIMKEH NPEAOCTaBUTb 0OOCHOBaHWE YTBEPXEHWA COOTBETCTBUS.
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C.3.4.2.2 GnemeHTbl coiepXaHUa U NpeacTaBneHUsl CBUAETENLCTB

ASS_CCL.1.1C YTBep¥geHue cooTBETCTBUA JOSDKHO cofepXaTb YTBEPXAESHUE COOTBETCTBUA KPUTEPUSIM, KOTO-
poe naeHtudpuLmpyet sepcuio MICO/MIK TO 19791, cootBeTcTBME KOTOpOMY yTBEpXaatoT 35C u COO.

ASS_CCL.1.2C B yTBepXaeHUN COOTBETCTBUS KPUTEPUAM AOMKHO ONUCHIBATLCA (PYHKLMOHANbHOE COOTBET-
ctBue 36C MCO/MBK TO 19791 unu kak nonHocTbio cooTtBercTBYtoWwee MCO/MOK TO 19791, unu yHKUMOHANBHO
AOMNONHEHHoe.

ASS_CCL.1.3C B yTBepxAeHUN COOTBETCTBUA KPUTEPUSIM AOMKHO ONUCHIBATLCSI cOOTBETCTBUE fAoBepus 3BC
MCO/M3K TO 19791 kak coBMeCTUMOE NO AOBEPUIO UNKU paclumpeHHoe no gosepuio B UCO/MIK TO 19791.

ASS_CCL.1.4C YTBepxaeHne cooTBETCTBMS KpMTEPUSIM AOIDKHO COrMacoBbIBaThLCs C ornpeferieHMeM paclunpeH-
HbIX KOMMOHEHTOB.

ASS_CCL.1.5C B 3aaBneHun 0 cooTBeTCTBUM JOIMKHbI ObITh onpeaeneHel M3C, M3, 36 u nakeTsl, 0 COOTBETCTBUM
KoTopbiM 3asBnseTcs B 36C.

ASS_CCL.1.6C B yTBepxaeHUN COOTBETCTBUA AOIDKHO onuckiBaTbes cootBeTcTBME 36EC nakeTy TpeGoBaHWi kak
MOMHOCTBIO COOTBETCTBYIOLLEE WNWU KaK AOMOMTHEHWE K MaKeTy.

ASS_CCL.1.7C B obocHOBaHUU YTBEPXAEHUIA COOTBETCTBUS AOMKHO AEMOHCTPUPOBATLCA COOTBETCTBUE TUNA
COO Tuny COO B INM3C, M3, 36 1 nakeTax TpeboBaHMii, COOTBETCTBUE KOTOPLIM yTBEPXAAETCS.

ASS_CCL.1.8C ObocHoBaHWe yTBEpXAEHUA COOTBETCTBUSA AOMKHO AEMOHCTPUPOBATL COrNAcoOBaHHOCTL (hOpMY-
NMPOBKW onpeaeneHus npobnem GesonacHocTu ¢ opmynupoBKoi onpeaeneHus npobnem GesonacHoctn B M3C, M3,
3B ¥ nakeTax, 0 COOTBETCTBUMN KOTOPLIM AenaeTcs yTBepXeHue.

ASS_CCL.1.9C ObocHoBaHWe 3asBIEHNs O COOTBETCTBMU [ OSMKHO AEMOHCTPUPOBATL COMMacoBaHHOCTb hOpMy-
NpoBkuM Lenei ¢ popmynmposkoit Lienei B MN3C, M3, 36 un nakeTax, 0 COOTBETCTBUU KOTOPLIM A€NaeTCs yTBepXAeHUe.

ASS_CCL.1.10C ObocHoBaHWe 3asBreHUiA 0 COOTBETCTBUM JOSMKHO AE€MOHCTPUPOBaTL COrNacoBaHHOCTb (hopMy-
nuposku ¢ hopmynuposkoi TpebosaHuin 6esonacHocTu B MN3C, M3, 3B U nakeTax, 0 COOTBETCTBUM KOTOPLIM AenaeTcs
yTBEpXKAeHMe.

ASS_CCL.1.11C ObocHoBaHWe yTBepXJeHUn COOTBETCTBUA AOMKHO AE€MOHCTPUPOBATL 3aBepLUEHUe BCEX 3auM-
cTBoBaHHbIX 13 M13C, M3, 36 unu nakeToB onepauunii B COOTBETCTBUM ¢ cooTBeTCcTBYOWMMK M3C, M3, 36 Unu naketamu.

C.3.4.2.3 OneMeHTbl AeiCTBUIA OLEHLUMKa

ASS_CCL.1.1E OueHLMK AOMKEH NOATBEPXAaTb COOTBETCTBUE NpeACTaBNEHHOW WHGOpMaLuKn BceM TpeboBa-
HWSAM K COAEpXaHWIo U NPefCcTaBneHNio CBUAETENLCTB.

ASS_CCL.1.2E OueHwWuK gomkeH nogTeepxgaTe cooTBeTcTBUE 3BC YyTBEPKAEHUIO COOTBETCTBUA CTaHAapToOB
cepun MCO/MBK 15408.

C.3.5 OnpepeneHune npobnem 6esonacHocTn (ASS_SPD)

C.3.5.1 Uenu

B HacTosweit yactu 36C onpegenstores npobnemel 6esonacHoctu, paccMmatpuBaemble COO, BKNtoYasa cpegy ee
paspaboTtku. 3Tn npobnemel 6ezonacHocTn NpuMeHUMbl kK COO B UenoM. MpobrnemMbl 6e3onacHOCTU ANA KOHKPETHOro
ZLomeHa Ge3sonacHocTu onpegenersl B C.3.13. OueHka onpeaeneHus npobnem besonacHocTu TpebyeTtca AnNA AeMOH-
CTpauumn YeTkoro onpegernexHus npobnem GesonacHocTW, NpeaHasHavyeHHbIX AN paccMoTpeHua COO.

C.3.5.2 ASS_SPD.1 OnpepeneHue npo6nem 6esonacHocTn

3aBMCMMOCTY: 3aBUCMMOCTHW OTCYTCTBYIOT.

C.3.5.2.1 GneMeHTbl felcTBUiIA paspaboTyuka/MHTErpaTopa

ASS_SPD.1.1D Pa3paboTunk/uHTErpaTop LOIKEH NpefoCTaBUTL onpeaeneHue npobnem GesonacHocTy.

C.3.5.2.2 GnemMeHTLl cogepxaHua U npeacTaBsieHUsl CBULETENLCTB

ASS_SPD.1.1C B onpegenexnuun npobnem 6esonacHocTU AOMkHbl BbITb U3NOXEHB BCe NpuMeHUMble K COO
pycku. Kaxgblii puck AOMKEH MASHTUMULMPOBATLCA Kak «MpUeMnemblity unn «Henpuemnembliny.

ASS_SPD.1.2C Bce HenpueMmneMble puUckM AOMMKHLI BbITb ONUcaHbl Ha OCHOBE Yrpo3 W yassBuMmocTeil. Kaxpaas
yrposa JoMmKHa OnuCbIBaTbCA C TOYKM 3pEHUSI UCTOMHUKA Yrpo3bl, akTuBa U BpaxaebHOCTU feicTBus.

ASS_SPD.1.3C B onpeaenenun npobnem 6esonacHocTy JoMmkHbI GbiTb n3noxeHsl MBOp.

C.3.5.2.3 AnemeHTbI AeACTBUI OLEHILMKa

ASS_SPD.1.1E OueHLyuK fOmKeH NoATBEPXAaTh COOTBETCTBUE NPEeACTaBNEHHON WHOpMaLmKn BceM TpeboBa-
HUAM K COAEpXXaHWUIO U NpeACTaBIIEHNIO CBUAETENLCTB.

ASS_SPD.1.2E OueHWuK AOMKeH MOATBEPAUTL BHYTPEHHIO HENPOTUBOPEYUBOCTL OMNpeAeneHns npobneme
6esonacHocTu.

C.3.6 Llenn 6e3onacHocTu (ASS_OBJ)

C.3.6.1 Llenn

Llenn 6e3onacHOCTM NpeacTaBneHbl B KpaTkoi hopMynupoBke npegnonaraemoii peakyum Ha npobnemy 6eso-
NacHOCTH, onpefeneHHylo nocpeacTBoM cemeiictBa ASS_SPD. OnpegenerHble Uenu 6e3onacHocTU B flaHHOW YacTu
npuMeHuMbl kK COO B UenoM. Lienn 6e3onacHOCTU ANsi KOHKPETHOro AoMeHa GesonacHocTu onpefeneHsl 8 C.3.14
«Llenu 6esonacHocT aoMeHa GesonacHocTUy. OueHKa Ueneit 6e3onacHocTn TpebyeTca ANs AeMOHCTpaLun Toro, YTo
Lenu 6e30MacHOCTM afeKBaTHO U MOMHOCTLIO YYUTLIBAIOT onpejeneHne npobnem 6esonacHoOCTW, U pacnpefenexHue
aToit npobnembl Mexay COO, cpeaoii ee pa3paboTku U BHELULHUMM aBTOMaTU3UPOBaHHBIMUA CUCTEMAMW YETKO onpefe-
NeHo U YTo Lenu 6e30nNacHOCTU BHYTPEHHE corflacoBaHbl.
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C.3.6.2. ASS_OBJ.1 Uenn 6e3onacHocTn

3aBucumocTn: ASS_SPD.1 Onpegenenue npobrnem 6e30nacHoCTM.

C.3.6.2.1 OneMmeHThl geificTBuiA paspaboTynka/MHTerparopa

ASS_OBJ.1.1D Pa3spaboTunk/MHTErpaTop AOMXKEH NPpefoCcTaBUTL (DOPMYNUPOBKY Lieneil 6esonacHocTy.

ASS_OBJ.1.2D PaspaboTumnk/MHTerpaTop LOMKEeH NpeocTaBuTL 060CHOBaHKWE Lerneii 6esonacHoOCTU.

C.3.6.2.2 BrnemeHTbI cogepxaHusi U npeacTaBneHns CBUAETENLCTB

SS_OBJ.1.1C B chopmynupoBke Uereit 6esonacHocT JommkHel nanarateea yenu 6esonacHoctu ana COO.

ASS_OBJ.1.2C B ¢opMynupoBKe Lieneii 6esonacHocT AoMKHEI u3naraTbea niobbie uenn 6e3onacHocTH, KoTo-
pbIM COOTBETCTBYHOT BHELLHUE aBTOMATU3UPOBaHHbLIE CUCTEMBI.

ASS_OBJ.1.3C B cdopmynupoBke Leneii 6esonacHocTy AOMKHEI Manaratbesl Lenu 6esonacHocTu Ana cpeabl
pa3paboTku.

ASS_OBJ.1.4C B obocHoBaHuM Ueneit GesonacHocT kaxgas LUenb 6esonacHocTu COO AomnkHa conocTas-
NATLCA C PUCKaMM, KOTOPLIM MPOTMBOCTOUT 3Ta Uefb 6esonacHoctu, u NBOp, KOTOpbIM COOTBETCTBYET dTa Lenb
Ge3onacHocTy.

ASS_OBJ.1.1.5C B o6ocHoBaHWu Lenei 6esonacHocT kaxaas Lefnb 6e30nacHoCTM AN BHEWHWUX aBTOMaTUsn-
POBaHHbLIX CUCTEM AOSIKHA COMOCTaBMSATLCA C PUCKaMW, KOTOPLIM NpoTWBOCTOANa 3Ta Lenb 6esonacHocty, u MEBOpP,
KOTOPLIM COOTBETCTBOBasa 3Ta Lienb 6e3onacHocTy.

ASS_OBJ.1.1.6C B oGocHoBaHuu Leneit 6esonacHocTH kaxaas uenb 6esonacHocTu Ansa cpeabl paspaboTku
JOMKHa COMOCTaBMATECA C pUCKaMM, KOTOPLIM MPOTUBOCTOANA 8Ta Lenb 6esonacHocTu, U MNBOpP, KoTopeiM cooTBeT-
cTBOBana aTa Uenb 6e3onacHocTy.

ASS_OBJ.1.1.7C B obocHoBaHuM Lieneit 6e30MacHOCTU JOMKHO AEMOHCTPUPOBATLCH NPOTUBOCTOAHUE Lenen
6e3onacHOCTU BCeM HernpueMneMbliM puckaM.

ASS_OBJ.1.8C OBGocHoBaHwWe Leneit 6e30MacHOCTU AOMKHO AEMOHCTPUPOBATL BLINONHEHUE LenaMu Gesonac-
HocTu Beex [MNBOp.

C.3.6.2.3 OnemeHTbl JeNCTBUIA OLeHLLMKa

ASS_OBJ.1.1E OUeHLMK AOMKeH NOATBEPXAATL COOTBETCTBUE NPeACTaBNEeHHOW UH(bOpMaLumn BceM TpeboBaHU-
AM K cojepXXaHuto W NpefCcTaBleHNto CBUAETENLCTB.

ASS_OBJ.1.2E OueHLMK JOMKeH nogTeepxaaTe BHYTPEHHIOW COMacoBaHHOCTL onpeaeneHns npobnem 6eso-
NacHocTH.

C.3.7 OnpepeneHue pacluMpeHHbIX koMmnoHeHToB (ASS_ECD)

C.3.7.1 Uenu

PaclwupeHHble TpeboBaHWsA Ge30nacHOCTU OCHOBaHblI He Ha KOMMOHeHTax craHgapToB cepun UCO/MIK 15408
WNM HacTOSILLEro CTaHAapTa, a Ha paclUMPeHHbIX KOMNOHEHTax, onpeaeneHHbix asTopoM M3C. OueHka onpeaeneHns
pacLUMpPeHHbIX KOMMNOHEHTOB HeobxogMMa AN ONPefeneHnst UX ACHOCTU, OQHO3HAYHOCTU U HeobxogumocTh, T.e. Ans
TOro, 4ToBkbl OHW HE MOMNK BbITh BbIpaXEHbI ¢ NOMOLLbIO CYLLECTBYIOLWLUX KOMNOHEHTOoB cTanfapTos cepun MCO/MOIK
15408 wnu HacTosero craHaapTa.

C.3.7.2 ASS_ECD.1 OnpeaeneHune paclumpeHHbiX KOMNOHEHTOB

3aBMCMMOCTU: 3aBUCMMOCTHU OTCYTCTBYIOT.

C.3.7.3 AneMeHTbI AeCTBUIA paspaboTunKa/MHTerpaTtopa

ASS_ECD 1.1D PaspaboTunk/mHTerpaTop A0MKeH npegoctaBuTb dopMynupoBky TpeboBaHuit GesonacHocTu.

ASS_ECD 1.2D OnpepeneHue paclUMpeHHbIX KOMMNOHEHTOB.

C.3.7.3.1 GneMmeHTLI cogepXaHua 1 NpeacTaBNeHUs CBUAETENLCTB

ASS_ECD 1.1C B dopmynupoBke TpeboBaHuit 6e3onacHoCTH JormkHbl BbiTb onpeferieHbl Bce paclUMpeHHbIe
TpebosaHuA 6e3onacHoOCTH.

ASS_ECD.1.2C OnpegeneHue pacluMpeHHbIX KOMMOHEHTOB JOMMKHO OMpeAensiTb pacluMPEHHbLIA KOMMOHEHT ANA
Kaxaoro paclumpeHHoro TpeboBaHusa 6es3onacHoOCTu.

ASS_ECD.1.3C B onpeaeneHun pacliMpeHHbIX KOMMOHEHTOB AOMKHO OblTb ONUCaHO, KaK KaXAblii pacluMpeH-
HbliA KOMNOHEHT CBSI3aH C CYLLIeCTBYIOLLMMWN KOMNOHEHTaMK, ceMeicTBaMmn 1 KnaccaMu no craHgaptam cepun MCO/MBK
15408.

ASS_ECD.1.4C B onpeaeneHnn paclMpeHHBIX KOMMOHEHTOB [JOIDKHBI MCNONb30BAaTLCA CYLLECTBYIOWMUE KOMIO-
HEeHTbI, CeMeicTBa U Knacchl no craHgaptam cepuun MCO/MOK 15408 n meTogonorma B kadyecTse Mogenu ansa npeg-
CcTaBneHus.

ASS_ECD.1.5C PaclumpeHHble KOMNOHEHTBI AOMKHbLI COCTOATH U3 U3MEPUMBIX U OOBLEKTUBHLIX 3MEMEHTOB AN
TOro, YTo6bl MOXHO 6bINO NPOAEMOHCTPUPOBAaTL COOTBETCTBUE UM HECOOTBETCTBUE 3TUM SIIEMEHTaM.

C.3.7.3.2 OneMeHTbl AEUCTBUIA OL|EHLLKa

ASS_ECD.1.1E OueHLMK AOIMKEH NOoATBEpXAaTb COOTBETCTBME NpeAcTaBNeHHoN uHdopmaluum BceM Tpebosa-
HUSM K COAEPXXaHWUIO W NpefCTaBlEHNIO CBUAETENLCTB.

ASS_ECD.1.2E OueHwmK AomKeH NoATBEPXAaTh, YTO HU OAUH PaCLUMPEHHbIA KOMNOHEHT He MOXET ObiTb ACHO
BbIpaXeH ¢ NOMOLLbIO CYLLECTBYIOLLIUX KOMMNOHEHTOB.

C.3.8 Tpe6oBaHus 6esonacHoctn (ASS_REQ)

C.3.8.1 Uenu

®BC o6pa3syioT sicHoe U HeABYCMbICIIEHHOE OnucaHne oxugaemoro noBegeHus COO B chepe GesonacHocTU.
IBC o6pa3yloT AcHOe U He[]BYCMbICIIEHHOE OnucaHue npejnonaraeMelX AeUCTBUIA, KoTopble GyayT NpeanpuHATHN Ans
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foctuxeHns gosepus k COO. TpebosaHua GesonacHocTW, onpefeneHHble B AaHHOWR YacTh, npumeHumsl k COO B
Lenom. TpeboBaHus 6e3onacHOCTU NS KOHKpeTHoro gomeHa GesonacHoctu onpeneneHbl B C.3.15 «TpeboBaHua be-
3onacHocTu k goMeHy 6esonacHocTu». OueHka TpeboBaHuii HesonacHocTu TpebyeTcs AN obecneveHunss UX YeTKOCTH U
He/BYCMbICIIEHHOCTM.

C.3.8.2 PaHXupoBaHUe KOMMNOHEHTOB

[aHHoe ceMelCcTBO COCTOUT U3 BYX KOMMOHEHTOB. KOMMOHEHTLI ceMeiicTBa pacnpefensaoTes No YpoBHAM, NCXO-
A4S U3 TOro, 3asBrieHbl I OHW B OpUrMHaNbHOM BuAE UMK BbiBefeHbl M3 Lenei 6e3onacHocTn gns COO u cpepbl ero
pa3paboTku.

C.3.8.3 ASS_REQ.1 3apaHHble Tpe6oBaHus 6e30nacHOCTU

3aBucumoctu: ASS_ECD.1 OnpefeneHue paclUMpeHHbIX KOMMNOHEHTOB

C.3.8.3.1 OnemMeHTbl felcTBUMiA paspaboTyuka/MHTerparopa

3aBMCUMOCTH: 3aBUCMMOCTMW OTCYTCTBYIOT.

C.3.8.3.2 BrnemMeHTLI cojepxaHust U NpeacTaBneHns CBUAETENLCTB

ASS_REQ 1.1C B copmynuposke TpeboBaHuit 6e30nacHoCTn JoxkHbl ObiTb onucarnbl ®EC n [BC.

ASS_REQ 1.2C B dopmynupoBke TpeboBaHnii 6e3onacHoOCTU JOMmKHbI ObiITb onpefeneHsl BCe onepawym, cBs-
3aHHble ¢ TpeboBaHUAMU Be3onacHOCTMU.

ASS_REQ.1.3C Bce onepalun «HasHayeHne» U «BblGOp» JOSKHbI ObiTb 3aBepLUEHbI.

ASS_REQ 1.4C Bce onepauuun fomkHbl ObITb NPaBUMLHO BIMOSHEHEI.

ASS_REQ 1.5C Kaxpaas saBucumocTe Mexay TpeboBaHuAaMM BesonacHocTu AomkHa ObITb WNK yLOBMNETBOPEHE,
N naeHTUULMpoBaHa Kak «HeyaoBneTBOpeHHasn .

C.3.8.3.3 OnemeHTbl felCTBUIA oLeHLmMKa

ASS_REQ.1.1E OueHLuK foMKeH nogTBepxAaTe COOTBETCTBUE NpeAcTaBneHHon nHhopMaLmmn BceM TpeboBa-
HWSAM K COAEpXKaHWIo U NPeacTaBfieHUio CBUAETENLCTB.

ASS_REQ.1.2E OueHLMK AOMKEH NOATBEPXaTk BHYTPEHHIOK COrMacoBaHHOCTL POPMYnnpoBKkU TpeboBaHWi
GesonacHocTy.

C.3.8.4 ASS_REQ.2 NpousBogHble TpeboBaHusl 6esonacHoCcTU

fABnsroTea nepapxudeckumun ans: ASS_REQ.1 3agaHHble TpeboBaHus GezonacHocTH.

3asucumMoctu: ASS_OBJ.1 Llenu 6esonacHocTy,;

ASS_ECD.1 OnpeaeneHne paclUMpeHHbIX KOMNOHEHTOB.

C.3.8.4.1 OGneMeHTbl AeiicTBUiA paspaboTynka/MHTerpaTopa

ASS_REQ.2.1D PaspaboTunk/mHTerpatop AoMmKeH npeaoctaButb obocHoBaHue TpeboBaHuil 6Ge3onacHocTy.

C.3.8.4.2 GnemMeHThl cogepxaHdnus U npeacraBsieHUsl CBULETENLCTB

ASS_REQ.2.1C B dopmynupoBke AormkHbl 6biTb onucaHsl EC n ABC.

ASS_REQ.2.2C B chopmynupoBke fomxHbl ObITb onpegeneHsl BCe onepaunu, ceasaHHble ¢ TpeboBaHuaMu 6e3o-
nacHocTw.

ASS_REQ.2.3C Bce onepauuu no pacrnpegenenuio U Belbopy AomxHbI ObiTh 3aBepLUEHbI.

ASS_REQ.2.4C Bce onepauuu [OMKHbI BbIMOMHATLCA NPaBUILHO.

ASS_REQ 2.5C Kaxpgas 3aBucMMocTb Mexay TpeboBaHWsMU 6e30NacHOCTU AomkHa 6biTb yA0BNeTBOPEeHa Unu
naeHTUULMpOBaHa Kak «Hey[OBIETBOPEHHAS».

ASS_REQ 2.6C Ob6ocHoBaHue TpeboBaHuii 6e3onacHOCTU JOMmMKHO conocTaBnaTh kaxayto ®EC ¢ yenamu 6eso-
nacHocTtu ansa COO.

ASS_REQ 2.7C Ob6ocHoBaHue TpeboBaHuii 6e3onacHOCTM AoMKHO conocTasnaTh kaxayto ABC ¢ yenamu 6eso-
nacHoctn ana COO unu cpeabl ero paspaboTku.

ASS_REQ 2.8C O6ocHoBaHWe TpeboBaHuii 6e3onacHOCTU AOMKHO AeMOHCTpUpoBaTth cootBeTcTBUe ®EC 1 [1I6C
Lensm 6esonacHoct COO u cpefbl ero paspaboTku, KOTOPbIM He COOTBETCTBYIOT BHELLHNE CUCTEMBI.

C.3.8.4.3 DnemeHTbl AeACTBUIA OLEHLUMKa

ASS_REQ 2.1E OueHWMK fOImKeH NoATBEPXAaTk COOTBETCTBUE NPeACTaBnNeHHOW UHgpopmauun Bcem TpeboBa-
HUSIM K COAEpXaHWUIo U NpefCcTaBeHNio CBUAETENLCTB.

ASS_REQ 2.2E OueHLMK AOMKEH NOATBEPXKAATE BHYTPEHHIO COrMacoBaHHOCTbL hOpMynMpoBku TpebosaHuit
6e3onacHocTU.

C.3.9 Kparkas cneuucpukauua COO (ASS_TSS)

C.3.9.1 llenu

Llensto kpaTtkoii cneumdukayumn COO siBnsieTcsl NnpefocTaBrieHne NoTeHUWanbHelM 3akasdmkam COO onucaHus
Ha BBLICOKOM YPOBHe TOro, kak paspaboTunk/uHTerpatop HamepeBaeTcs BbinonHutb ceon ®bC n [16C. KpaTkas cnevum-
dukauma COO pomkHa okasaTb NOMOLLbL OLEHLLUKaM M MoTeHUWanbHbIM 3aKka3ynkam B NOHWUMaHUW TOro, HacKOMbKo
COO cooteeTctBYyeT Ux OBC 1 [IBEC. OnpeaeneHHas B AaHHOA YacTu kpaTkan cneyudukauyma COO npumeHuma k COO
B UenoM. KpaTkas cneundukaymsi 6eaonacHocTi Ans KOHKPETHOro foMeHa 6esonacHocTu onpegenera B C.3.16 «Kpat-
Kasi cneyndukauust gomeHa 6esonacHocTn (ASS_DMS)». OueHka kpaTkoi cneundukaumu COO HeobxoaumMa Ans on-
peaeneHnsa agekBaTHOCTU paccMoTpeHus Bcex OBC 1 cornacoBaHHOCTU KpaTkon cneyudukayum COO ¢ apyruMu onu-
caHuammu COO.
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C.3.9.2 ASS_TSS.1 KpaTkas cneuudpukauusa COO

3aBucuMMocCTH:

ASS_INT.1 BeegeHnue 3BC;

ASS_REQ.1 3agaHHble TpeboBaHus 6e30nacHoCTU.

C.3.9.2.1 GnemMeHTHbl felcTBUiA paspaboTyuka/MHTerpatopa

ASS_TSS.1.1D PaspaboTyuk/vHTerpaTop JOMKEH NpefocTaBUTb KpaTkyo cneuudukaumio COO.

C.3.9.2.2 BneMeHTbI COAepXaHUA U NpefCcTaBnNeHns CBUETENbLCTB

ASS_TSS8.1.1C B kpatkoit cneuudukaymum COO gomkHo 6biTk onucaHo, kak COO cooTeeTcTBYET Kaxgon OBC.

ASS_TSS.1.2C B kpatkoit cneyundukaymum COO gomkHo 6biTk onncaHo, kak COO u cpepa ero paspaboTku cooT-
BeTcTBYET Kaxgon ABC.

C.3.9.2.3 OneMeHTbl AeACTBUIA OLEHLLMKa

ASS_TSS.1.1E OueHLuK JormKeH NOATBEPXKAaTb COOTBETCTBUE NPeCTaBleHHOW MHdopMaLmMu BceM TpeboBaHu-
AM K COAepXaHWIo U NpeAcTaBneHnio CBUAETENLCTB.

ASS_TSS.1.2E OueHLuMK AoMKeH NogTBEpXAaTh cornacoBaHue kpaTkoi cneuudukayum COO ¢ kpaTkum 0630-
poM 1 onmcaHnem COO.

C.3.10 JomeHbl 6e30MacHOCTU CUCTEeMbI KaK 06 beKTa 3aLUThbl

Kaxablh fomeH 6esonacHoctn COO onpegenseT npobnemsl, Lenu n TpeboBaHUa 6e30NacHOCTU, YHUKamnbHbIE
NSl 3TOro KOHKpeTHOro JoMeHa Ge3onacHocTu.

B nocnepytolux cemencTsax onpefeneHbl ceMelcTBa, UCMofb3yeMble ANs onpefeneHus AoMmeHoB Gesonac-
HocTn B COO.

C.3.11 BBeageHue npomeHoB 6e3onacHocTu (ASS_DMI)

C.3.11.1 Uenu

Llenbto gaHHoro ceMecTBa SABNAETCA OnUcaHue JoMeHa 6e30MacHOCTU B MOBECTBOBATENBHON hopMe Ha crneay-
FOLLUX YPOBHSX abCcTpakuyun: cebifika Ha foMeH 6e3onacHocTu, kpaTkuii 063op foMeHa 6e30nacHoCTM U onncaHue foMe-
Ha 6e3onacHoCTM.

C.3.11.2 ASS_DMI.1 BBegeHue goMeHa 6e30nacHOCTH

3aBucumoctu: ASS_INT.1 Beegenue 3BC.

C.3.11.2.1 OneMeHTbl AelCTBUIA pa3paboTumka/MHTerpaTopa

ASS_DMI.1.1D PaspaboTuuk/uHterpatop gomxkeH obecneuuTe BBeAeHWe JoMeHa Ge3onacHoOCTH.

C.3.11.2.2 OnemeHTbl CofepxaHus U NpeLCcTaBNeHNA CBUAETENLCTB

ASS_DMI.1.1C BeeaeHve gomeHa 6e30MacHOCTU JOMMKHO COAepXKaTb CChIMKyY, KpaTkuii 0630p U onucaHue gomMe-
Ha 6e3onacHoCTU.

ASS_DMI.1.2C Ccbinka Ha fomMeH 6e30nacHOCTU AOSKHa OAHO3Ha4YHO OMpeAensiTb JOMeH Ge3onacHoOCTy.

ASS_DMI.1.3C O630p goMeHa 6e30MacHOCTU JOSMKEH pe3loMUpoBaTh UCMONb3OBaHWe U rMaBHble XapakTepucTu-
kn GeszonacHocTu foMeHa 6e3onacHOCTU.

ASS_DMI.1.4C B onucaHun poMeHa 6e30MacHOCTUM  [OMKHbl M3naraTbCA BKIHOYEHHbIE MOACUCTEMBl U
KOMMOHEHTHI.

ASS_DMI.1.5C B onucaHun gomeHa 6e30MacHOCTU JOMXHbl U3MaraTbCca B3aUMOCBA3N U UHTepdelickl ¢ gpyruMu
cucTeMamu.

C.3.11.2.3 GrieMeHTbl AelCTBUIA oLeHLmKa

ASS_DMI.1.1E OueHLWuK JormkeH NOATBEpXAaTb COOTBETCTBIE NPeACTaBNEHHON UHoOpMaLMn BceM TpeboBaHu-
M K COAepXaHWIo U MPeACcTaBneHUIo CBUAETENLCTB.

ASS_DMI.1.2E OueHWMK JOMKEH NOATBEPXAATb COrNMacoBaHHOCTb fOMeHa 6e3onacHocTu, kpaTkoro ob3opa
JoMeHa Be3onacHoCTU W onucaHua goMeHa 6esonacHocTu Apyr ¢ Apyrom u ¢ BBegeHmem COO.

C.3.12 YTBepxaeHue cooTBeTCTBUA AOMEHOB 6e3onacHocTu (ASS_DMC)

C.3.12.1 Uenu

B paHHolt yacTtn 3BC onpegenseTca cneyuduyeckoe yTBepaeHne cooTBETCTBMA ANA AoMeHa 6e3onacHoCTy.

C.3.12.2 ASS_DMC.1 YTBepxaeHua coOoTBETCTBUSA

3aBUCUMOCTHU:

ASS_DMP.1 OnpegeneHue npobnem GesonacHocTu Ans JoMeHoB 6e30macHoCTY;

ASS_DMO.1 Llenn 6e3onacHocT AoMeHOB 6e30nacHoCTH,

ASS_DMR.1 3agaHHble TpeboBaHus 6e3onacHOCT AN AOMEHa.

C.3.12.2.1 OnemeHTHl feiicTBUIA paspaboTyuka/uHTerpaTopa

ASS_DMC.1.1D YTBepxaeHue cCOOTBETCTBUSA JOMEHA.

ASS_DMC.1.2D PaszpaboTuuk/uHterpatop [OMKeH npeAocTaBuTb 0OOCHOBaHWE YTBEPXAEHUS COOTBETCTBUSA
JoMeHa.

C.3.12.2.2 GneMeHTbl cofepaHusa U npefcTaBfeHns CBULETENbCTB

ASS_DMC.1.1C B 3asBneHnM 0 COOTBETCTBUM AOSMKHbI ObITh onpeaeneHsbl Bce M3C, M3 1 nakeTsl TpeboBaHui
6e30MacHOCTU, O COOTBETCTBUM KOTOPLIM YTBEPXKAAET LOMEH.

ASS_DMC.1.2C B 3asBreHnM 0 COOTBETCTBUM AOMEHA LOMMKHO ObITb U3NOXEHO NMoGoe COOTBETCTBME [OMEHa
nakeTy Kak COOTBETCTBYIOLLEE MOSIHOCTLIO UMK NpUAaHHOE MNakeTy.
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ASS_DMC.1.3C ObocHoBaHWe YTBEPXAEHMS COOTBETCTBUSA AOMEHA JOMKHO EMOHCTPUPOBATL COMacoBaHHOCTb
Tuna COO ¢ Tunom COO B N3C, N3 1 nakeTax, 0 COOTBETCTBUUA KOTOPLIM AlenaeTca YTBepXaeHue.

ASS_DMC.1.4C ObocHoBaHWe yTBEPXAEHUS COOTBETCTBUS JOMEHA JAOMKHO IEMOHCTPUPOBaTh COMMacoBaHHOCTb
chopMynupoBKkKU onpeaeneHus npobnembl 6e3onacHoOCTU fAoMeHa ¢ DOpPMYNMPOBKOiA onpepeneHus npobnemsl 6e30-
nacHoctu B M3C, N3 1 nakeTax, 0 COOTBETCTBUN KOTOPLIM [lenaeTcs YTBEpXAEHHe.

ASS_DMC.1.5C Ob6ocHoBaH1e yTBEPXAEHUS COOTBETCTBMUS JOMEHA JOIMKHO ;EMOHCTPMpOBaTh COrNacoBaHHOCTb
hopmMynupoBkm Lenei 6esonacHocTn foMeHa ¢ hopMynupoBKoi Lieneit 6esonacHocTu B MN3C, M3 u nakeTax, 0 COOTBET-
CTBUU KOTOpLIM AenaeTca yTBepXAeHue.

ASS_DMC.1.6C O6ocHoBaHUe YTBEPXAEHUS COOTBETCTBUS JOMEHA OIDKHO EMOHCTPUPOBaTL COrNacoBaHHOCTb
dopmynupoBkn TpeboBaHuii BesonacHocTu goMeHa ¢ chopMynupoBkoi TpeboBaHuit 6esonacHocTu B M3C, M3 1 nake-
Tax, 0 COOTBETCTBUU KOTOPbLIM AieNnaeTca yTBepXeHme.

ASS_DMC.1.7C ObocHoBaHUe yTBepXAEHUA COOTBETCTBUS AOMEHa AOMKHO AEMOHCTPUPOBaTL, YTO BCE onepa-
uum, ceasaHHble ¢ TpeboBaHuAMM BezonacHocTH, 3ammcTBoBaHHbIMM U3 M3C, M3 n nakeTa, 3aBeplleHLl B cornacosa-
HUU ¢ cooTaeTcTBYOWMMK [3C, M3 1 nakeToMm.

C.3.12.2.3 SnemeHTbl JeACTBUI OUEHLLMKA

ASS_DMC1.1E OueHLyMK AOMmKeH NOATBEPXKAATb COOTBETCTBME MNpeACTaBleHHOW UHdopMaLun Bcem Tpebosa-
HUAM K COAEpXaHWUIO U NpeACTaBIIEHNIO CBUAETENLCTB.

C.3.13 Npo6nembl 6esonacHocTn gomeHa 6esonacHocTn (ASS_DMP)

C.3.13.1 Llenn

B paHHoi 4actn 36C onpepenexbl cneundudeckue npobrnemsl 6esonacHocTH, OTHOCAWMECS K Kakomy-nnbo
AomeHy Ge3onacHoCTW.

C.3.13.2 ASS_DMP.1 OnpepeneHune npobnem 6e3onacHocTn foMeHa 6e3onacHOCTU

3aBMCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

ASS_DMP.1.1D PaspaboTuuk/mHTerpatop [AOSKEH NpeAocTaBUTL onpegeneHne npobnem 6esonacHocTu
AoMeHa.

C.3.13.2.2 SnemeHTbl cofepXaHua U NpeAcTaBneHUss CBUAETENLCTB

ASS_DMP.1.1C B onpegeneHun npobneM 6e3onacHoCTU AoMeHa [OMKHbI ObiTb ONUCaHbl BCE YHUKaNbHbIE pUC-
KM, NPUMEHUMblE K AOMeHY. Kaxablii puck AOrKeH KaTeropupoBaTbCsl Kak «NpUeMNEMbIR» UNK  «HENPUEMMEMbIN».

ASS_DMP.1.2C Bce Henpuemnemble pUCKU JOIMKHBI ObITb U3NOXEHBI, NCXOAA U3 Yrpo3 1 yasBuMocTel. Kaxaan
yrposa foskHa 6biTe M3NOXeHbl, MICXOAA U3 UCTOYHMKA Yrpo3bl, aKTuBa W BpaxaebHOCTU AeNcTBUA.

ASS_DMP.1.3C B onpeaeneHun npobnem Ge3onacHoCcTU AOMEHa AOMXKHBI ObiTb onucaHbl YHUKanbHele MBEOP,
NpUMEHUMBbIE K LOMEHY.

C.3.13.2.3 SnemMeHTbl feicTBUI oLeHWUKa

ASS_DMP1.1E OueHLWuMK AOMKEH NOATBEPXAaTb COOTBETCTBME MpefCcTaBleHHON UHdopMauum Bcem Tpebosa-
HWSAM K COAEpXKaHWIo U NpefcTaBneHno CBULETENLCTB.

ASS_DMP1.2E OueHLUMK JOMmKeH NogTBepKAaTb BHYTPEHHIOI COrNMacoBaHHOCTL onpeAeneHna npobnem 6e3o-
NacHoCTU AOMeHa.

C.3.14 Llenu 6e3onacHocTn gomeHa 6esonacHoctu (ASS_DMO)

C.3.14.1 Lenu

B paHHoit yacTn 3BC npefcTaBneHa KpaTkas opMynupoBKa rnpefnofiaraeMoro pearuposaHusa Ha yHUKanbHble
npobrnemel 6esonacHocT AoMeHa, onpeAeneHHble ¢ nomoLbio cemeiictea ASS_DMP.

C.3.14.2 ASS_DMO 1 Llenn 6GezonacHocTh goMeHa 6e3onacHocTu

3aBucMMocCTH:

ASS_INT.1 BeegeHue 36C;

ASS_DMP.1 Onpegaenenne npobrnem GezonacHocTn fomeHa GesonacHOCTH.

C.3.14.2.13neMeHTHl JeiicTBUil paspaboTynka/MHTerpaTopa

ASS_DMO.1.1D Pa3paboTuuk/MHTErpaTop AOMKeH NpefocTaBnTb (OPMYNMPOBKY Lienei 6e3onacHocTu gomMeHa.

ASS_DMO.1.2D PaspaboTunk/MHTEerpaTop AOMKeH npefocTaBuTk obocHoBaHWe Leneil 6esonacHoCTH aoMeHa.

C.3.14.2.2 3neMeHTbl cofepxaHua U NpeacTaBneHns CBUAETENLCTB

ASS_DMO.1.1C B copmynupoBke Lenei 6esonacHocT aoMeHa JomkHbl BbiTb OnucaHbl YHUKanbHbIe Lienun Ge-
30MacHOCTU ANs foMeHa.

ASS_DMO.1.2C B chopmMynmpoBKe Leneit 6esonacHocTu fomMeHa AoMKHbI BbITb onucaHsl Nobsle Lenu 6esonac-
HOCTM ANs JOMeHa, KOTOPbLIM COOTBETCTBYHOT APYrMe JOMEHbl UK BHELLHUE aBTOMaTU3NPOBaHHbIE CUCTEMBI.

ASS_DMO.1.3C B chopmynupoBke Lieneit 6esonacHocTn foMeHa JoMxHbl BbiTb onucaHsl nobsle Lenu 6esonac-
HOCTU AN AOMEHa, KOoTopble 3aAatoTcs APYruM AOMEHaM Ui JOCTYMHbl UM.

ASS_DMO.1.4C B copmynupoBke Lenei 6e3onacHocT AoMeHa JOMKHbI BbiTh OnucaHsl yHUKanbHbe Lenu Ge-
30MacHOCTU ANA cpefbl pas3paboTkn fomeHa.

ASS_DMO.1.5C ObocHoBaHuWe Leneit 6e3onacHoCTM JOMKHO COMOCTABNATL KaXAYo YHUKanbHYto Lienb 6esonac-
HOCTMW 418 AOMeHa C pUcKamu, KOTOpLIM NPOTMBOCTOSANa aTa Lenb 6eaonacHocTy, U MNBOp, KoTopLIM COOTBETCTBOBANA
3Ta Uenb 6e3onacHocTM.

ASS_DMO.1.6C O6ocHoBaHWe Lereit 6e30nacHOCTM JOMKHO COMOCTABMATL KaXAYHo YHUKanbHyto Lens 6esonac-
HOCTW ANSA cpefbl paspaboTku JOMEHa C pUCKaMU, KOTOPBIM NPOTUBOCTOANA 3Ta Liefb 6esonacHocti, u MBOp, KoTo-
pbIM COOTBETCTBOBAMNa 3Ta Lienb 6e30nacHoCTM.
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ASS_DMO.1.7C ObocHoBaHue Leneit 6e30MacHOCTM JOIKHO CONOCTaBMATE Kaxayto YHUKanbHyto Lenb 6esonac-
HOCTW ANSA APYruX JOMEHOB C pUcCKamu, KOTOPLIM MPOTUBOCTOsANa 3Ta Lenb 6esonacHocTi, 1 MNBOp, KOTOPLIM COOTBET-
cTBOBana aTa Lenb 6eszonacHocTy.

ASS_DMO.1.8C OB6ocHoBaHuWe Leneii 6e30nacHOCTU LOMKHO AEMOHCTPUPOBaTb NPOTMBOAENCTBUE Lienen Ge3o-
MacHOCTU BCEM HemnpueMSIEMbIM pUCKaM, YHUKalbHbIM A4S JOMEHa.

ASS _DMO.1.9C Ob6ocHoBaHue Leneil 6e30nacHoCTU JOMKHO AEMOHCTPUPOBaTL BbINONMHEHWe BCeMU Liensamu
GesonacHocTW Beex yHUKanbHelx MBOp ansa gomena.

C.3.14.2.3 SneMeHTbl JeicTBUN OLeHLLUKa

ASS_DMO1.1E OueHLWMK JOMMKEH NOATBepXAaTb COOTBETCTBUE NpeAcTaBNeHHOW MHdopMaLun Bcem Tpebosa-
HWSM K COAEpXKaHWIo U NPefcTaBneHnio CBULETENLCTB.

ASS_DMO.1.2E OueHLuK JOMKeH NOATBEPXAaTbh BHYTPEHHIOK COMMacoBaHHOCTbL hOPMYNUpoBKK Lenen 6e3o-
NacHoCTU AOMeHa.

ASS_DMO.1.3E OueHLMK JomMKeH NOATBEPXAATL COrMacoBaHHOCTL POPMYNUPOBKM Leneil 6e3onacHoCcTn JoMe-
Ha co crieumdmKkaumeinl LOMEHHOW opraHusaumu.

C.3.15 TpeboBaHus 6esonacHocTn AoMeHa 6e3onacHocTn (ASS_DMR)

C.3.15.1 Lenu

B paHHoi yactu 3BC npepcTaBnAeTca YeTKOE W OfHO3HA4YHOE OMUCaHUe OXWAAEMOro YHUKanbHOro noBefeHus
AOMeHoB 6e3onacHocTH.

C.3.15.2 PaHxu1poBaHue KOMNOHEHTOB

[JaHHoe ceMeiCcTBO COCTOUT M3 ABYX KOMMOHEHTOB. KOMMOHEHTEI ceMelicTBa pacnpeAensioTC No YpOBHAM, UCXO-
OA 13 TOro, 3asBNeHbl N1 OHW B OpWUrMHaNbLHOM BuAe WNu BbiBeeHbl U3 Leneit 6esonacHoctn ana COO u cpefbl ero
paspaboTKu.

C.3.15.2.1 SGnemMeHTbl AelcTBUIA pa3paboTymka/MHTerpaTopa

3aBMCUMOCTHU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.3.15.3.2 GneMeHTbl coaepKaHusa U NpefAcTaBrieHUss CBUAETENLCTB

ASS_DMR.1.1C B copmynupoBke TpeboBaHuii 6e3onacHocTu foMeHa AOMKHbI ObITb onucaHbl yHukarnsHele ®BC
n BC, npumMeHUMble K STOMY JOMEHY.

ASS_DMR.1.2C B dopmynupoBke TpeboBaHuii 6e3onacHOCTM JoMeHa AOMKHbI GbiTb ONpeaeneHsl Bce onepa-
LMK, cBs3aHHble ¢ TpeboBaHUAMU 6e30nacHOCTH.

ASS_DMR.1.3C Bce onepauun no pacnpegeneHuio U Bbibopy AOMmKHbI ObiTh 3aBepLUEHb.

ASS_DMR.1.4C Bce onepauuy AOMKHbI BLIMOMHATLECS NpaBUIbHO.

ASS_DMR.1.5C Kaxpaas 3aBMCMMOCTb Mexay TpeboBaHUsAMK 6e3onacHOCTU AomkHa ObiTb UMW YAOBNETBOPEHaA,
Unu naeHTUdULMpoBaHa kak «HeyA0BMeTBOPEHHAN».

C.3.15.3.3 GnemMeHTbl JeicTBUI oLeHLUKa

ASS_DMR.1.1E OueHLUMK JOMKEH NoATBEPXKAATL COOTBETCTBUE NpeACTaBNEHHOW WHdopMaLumu BceM Tpebosa-
HUSIM K COAEPXaHWUI0 U NpeLCcTaBMNeHNIo CBMAETENLCTB.

ASS_DMR.1.2E OueHLIMK AOMKeH NOATBEPXAaTb BHYTPEHHIOW COrNacoBaHHOCTb hOPMYNMPOBKU TpeGoBaHUi
6e3onacHocTW AoMeHa.

C.3.15.4 ASS_DMR.2 NpoussogHble TpeboBaHusi 6€30NacHOCTH AOMEHA

fiBnsieTcs uepapxudeckum ans: ASS_DMR.1 3agaHHble TpeboBaHus 6e3onacHOCTM JoMeHa.

3aBucumMocCTu:

ASS_DMO.1 Llenu 6e3onacHocTu foMeHa Ge3onacHOCTH,

ASS_ECD.1 Onpefenexne paclUMpeHHbIX KOMMNOHEHTOB.

C.3.15.4.1 SnemeHThl feiicTBUiA paspaboTunka/uHTerpaTopa

ASS_DMO.1.1D Pa3spaboTunk/uHTerpatop fosmkeH npegoctasutb obocHoBaHue TpeboBaHuit HGesonacHocTU A0-
MeHa.

C.3.15.4.2 GneMeHTbl coaepKaHUa U NpefcTaBrieHUs CBUAETENLCTB

ASS_DMR.2.1C B copmynupoBke TpeboBaHuii 6e30NacHOCTU foMeHa AOMKHbI ObITh onucaHbl yHukansHsle ®EC
1 JBC, npuMeHUMble K 3TOMY JOMEHY.

ASS_DMR.2.2C B dopmynupoBke TpeboBaHuii 6€30NacHOCTM AOMeHa AOMKHbI ObiTb onpefeneHbl Bce onepa-
LuuK, cBs3aHHble ¢ TpeboBaHUAMU He30MacHOCTH.

ASS_DMR.2.3C Bce onepauuun no pacnpegeneHuio u Bbl6opy A0MKHbI 6biTb 3aBepLUEHbI.

ASS_DMR.2.4C Bce onepauuu foOmKHbI BLIMOMHATECA NPaBUbHO.

ASS_DMR.2.5C Kaxgasi 3aBucMMocTb Mexay TpeboBaHuaMmn 6e3onacHOCTU AoMeHa [ofmkHa bbiTb yA0BNETBO-
peHa UM uaeHTUdUUMpoBaHa Kak «HeyoBNeTBOPEHHas».

ASS_DMR.2.6C O6ocHoBaHWe TpeboBaHuWii 6e3onacHOCTU JOMeHa AOMXHO conocTaBnsATh kaxayo BC gomera
€ uenaMmu 6esonacHoCcTU Ana AoMeHa.

ASS_DMR.2.7C O6ocHoBaHWe TpeboBaHuWii 6e3onacHOCTU JOMEHa AOMXHO conocTaBnsaTh kaxayo PbC gomera
€ uenamu 6esonacHocTW ANA AOMeHa W cpefbl ero pa3paboTku.

ASS_DMR.2.8C O6ocHoBaHwWe TpeboBaHWii 6e3onacHoCTy AOMeHa 0IKHO AeMOHCTpUpoBaTk cootBeTcTBUE OBEC
n OBbC AOMEHa BCEM YHUKamnbHbIM LiensM 6e3onacHoCcTy AN JOMeHa U cpefbl ero pa3paboTk1, KOTOpbIM HE COOTBET-
CTBYIOT Apyrue AOMEHbI UMW BHELLHWE CUCTEMDI.
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C.3.15.4.3 GnemeHTbl JeACTBUIA OLIEHLLMKA

ASS_DMR.2.1E OUeHLUK JOMKEH NOATBEPXKAATE COOTBETCTBUE NpeACTaBNEHHOW WHdopMaLuu BceM TpeboBa-
HUAM K COAEPXaHWUIo U NpefCcTaBlIEHNIO CBUAETENLCTB.

ASS_DMR.2.2E OueHLMK AOMmKeH NoATBepXAaTb BHYTPEHHIO COrNacoBaHHOCTb (popMynuposkn TpeGosaHuin
6esonacHoCcTU goMeHa.

C.3.16 Kparkas cneuudumkauuna nomeHa 6esonacHoctu (ASS_DMS)

C.3.16.1 Llenn

B paHHoit yactu 3BC onpefenseTca kpaTkasa cneyudukaumsa aoMeHa 6e3onacHocTu.

C.3.16.2 ASS_DMS.1 KpaTtkasa cneuundukauus gomeHa 6e3onacHocTr

3aBucumMocTu:

ASS_DMI.1 BeegeHue gomeHa 6e3onacHoCTy;

ASS_DMR.1 TpebosaHus 6e3zonacHocTn foMeHa Be3onacHOCTH.

C.3.16.2.1 OnemeHThl feiicTBUIN paspaboTunka/MHTerpaTopa

ASS_DMS.1.1D PaspaboTunk/MHTerpatop AoSKeH NpegocTaBuTb KpaTKylo creyudukauuio joMmeHa.

C.3.16.2.2 OneMeHTHl CoAepKaHUA W NpefcTaBlieHUss CBUAETENLCTB

ASS_DMS.1.1C B kpaTkoii cneuudukayum oMeHa AOMKHO ObiTb ONMCcaHo, Kak JOMEH COOTBETCTBYET KaXK[oM
®OBC paomeha.

ASS_DMS.1.2C B kpaTkoii cneyudmkalyumn gomeHa AoMKHO BbITb onucaHo, kak JOMEH U ero cpeja paspaboTku
cooTBeTCcTBYET Kaxaou J6C gomMeHa.

C.3.16.2.3 OnemeHThbl JeACTBUIA OLIEHLLUKa

ASS_DMS 1.1E OueHLMK fAomkeH NoATBEPXAaTb COOTBETCTBUE NpeAcTaBNeHHOW nHdopMaLun BceM TpeboBa-
HWAM K COAEPXaHWUIO U NpefCTaBIEHNIO CBUAETENLCTB.

ASS_MS 1.2E OueHLMK AoMmKeH NoATBepXAaTh COrNacoBaHHOCTbL KpaTKoW crneuyudukaumm JoMeHa ¢ KpaTKum
0630pOM JoMeHa M onUcaHWEM JlOMeHa.

C.4 Knacc AOD: pykoBoACTBa ANnsl aBTOMartu3upoBaHHbIX CUCTEM

C.4.1 BeegeHue

Lienbto rpynnel pykoBOACTB MO aBTOMAaTU3MPOBAHHOW CUCTEME SIBNSETCA MPUHSATUE pelueHus 06 afekBaTHOCTM
JOKYMeHTaLuK, onucbiBaOLLER UHTErpaLMio U OpraHM3aLMOHHY0 CTPYKTYpPY aBTOMaru3MpoBaHHOW cUcTeMbl. Takas fo-
KyMeHTauusA BKItoYaeT B cebs JOKYMEHTaumMio ANA WHTErpaTopoB aBTOMaTM3MPOBAaHHON CUCTEMBbI, JOBEPEHHBIX aAMK-
HUCTPaTOPOB W Mofb3oBaTeniell, He ABAAILWMUXCA afMUHUCTPATOPaMU, bW HeMpaBUiibHble AENCTBUS MOryT Hebnaro-
NPUSATHO BO3[ECTBOBATb Ha COCTOsHWE 6e30MacHOCTW W XapaKTepUCTUKM aBTOMAaTU3MPOBaHHOW CUCTEMBI, a Takke
JOKYMeHTaLuio, NpeaHasHa4YeHHyo ANA oBblYHbIX Nonb3oBaTenei, Ysu HenpaBubHbIe AeUCTBUA MOryT HebnaronpusT-
HO BO3feicTBOBaTb Ha CNOCOBHOCTL aBTOMaTU3MPOBaHHON cucTeMbl obecneynBaTb HeoBX0AMMBEIE BO3MOXHOCTU 3a-
LUUTEl COBCTBEHHbIX A@HHbIX.

CnepoBatenbHo, Aeicteus AOD TecHO cBsidaHbl ¢ NpoLieccaMu W Mpoueaypamu, onpefeneHHbIM1 opraHnsaum-
OHHbIMU TpeboBaHMAMKU Ge3onacHOCTU. PyKoBOLCTBO ANs NOMb3oBaTeNsa U agMuHUCTpaTopa BKModaeT B ceba uHdop-
MaLMIo, OTHOCALLYIOCA K TEXHOMOrMYECKUM acnekTam aBTOMaTU3MPOBAaHHOR cucTeMebl, a TakkKe K npoLieccam aKkennyaTta-
LM aBTOMaTU3UPOBAHHOW CUCTEMBI C Y4aCTUEM YeroBeka.

C.4.2 3ameuyaHusl No NPUMEHEHUIo

Bce TpebosaHus k P3B, onpegeneHHele B 3BC, no Mepe nx NpuMeHeHMs Kk TpebyeMoMy NoBefeHWI0 nepcoHana
BOMKHBI BbITb U3MOXEHEI B COOTBETCTBYIOLLEM PYKOBOACTBE MO aBTOMATU3MPOBaHHOW CUCTEME.

Heobxoaumo onpegennTb NpoUNaKTUHECKUA PEeXUM, peXnM OJHOro nornb3oBaTens u No6oN creunanbHbli
PeXUM DYHKLMOHUPOBAHUSA, CriefytoLine 3a OLUWBKOMA UMK UCKNIOYEHWEM, U PacCMOTPETb UX Ha NpefMeT NocrefCcTBUiA
W BO3[EACTBUA Ha MojaepXaHue HafexHoro yHKLMOHUMPOBaHUS.

B pykoBoacTBe ANs agMUHWCTpaTopa AoNXHa ObITb onpeaeneHa crneaytowas MHopMaLms:

- OYHKLMK 1 NpMBUIErim, nognexaline KOHTPOono;

- TUMbl HEOBXOAUMBIX MEP KOHTPONS;

- MPUYUHBI NPUMeHeHUsi Mep obecrnedeHns GesonacHocTu.

B pykoBoAcTBO ANs agMUHWUCTpaTopa HEOOXOAWMO BKNIOUUTE NpeaynpexaeHus ob oxugaemelx addekrax, Bo3-
MOXHbIX NOBOYHBIX 3adhdeKTax U BOIMOXHBIX B3aMMOZENCTBUSX C APYTMMU (DYHKUMAMU U NPUBKUNErUSMUA.

B pykoBoAcTBe AN agMUHWUCTpaTOpa AOMKHO ObiTh U3MOXEHO agMWHWUCTPaTMBHOE ynpaBneHne aBToMaTu3npo-
BaHHOW CUCTEMOW B LieNOM B AOMOMHEHWE K YyNpaBneHuio OTAEMNbHEIMW NPOAYKTaMM 1 nogcucremamu. PykoBogcTBO ANA
afgMuHWCTpaTopa, npefHasHavYeHHoe He TONbKO ANA NpUKNafgHbIX nporpaMM, HO U ANs BCEW aBTOMaTU3MPOBaHHOW
CUCTEMBI, JOMMKHO BbiTb JOKYMEHTUPOBAHHLIM.

C.4.3 CneuudomKauus koHcpurypaumm asBToMaTuaupoBaHHol cuctemol (AOD_OCD)

C.4.3.1 Lenu

HasHaveHneM crneuyudukaLum KoHdUrypaumm aBTOMaTU3MPOBaHHOW CUCTEMBl SBMSETCA OnpejerneHue napa-
METPOB KOHMUrypaLuW, peneBaHTHbIX Ans 6e30nacHOCTW, KOTopble MNOAAEPXKMBAOT WHTErpauuo KOMMOHEHTOB
aBTOMAaTU3UPOBAHHOW CUCTEMBI U MO3BONAKT YHKUWAM Oe30nacHOCTM aBTOMAaTU3MPOBAHHOW CUCTEMbl BHEAPATb
W OCYLeCTBNATb KOHUenuuio 6e30nacHoCTM PYHKLUMOHWPOBAHNUSA U CBA3AHHBLIX C HUM MOMUTUK aBTOMaTU3WpPOBaHHOI
CUCTEMBI.
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C.4.3.2 PaHXupoBaHUe KOMMNOHEHTOB

CeMeicTBO COCTOMUT U3 ABYX KOMMNOHEHTOB. DT KOMMOHEHTLI pacnpeAenstoT No YPOBHAM Ha OCHOBE NOATBepXAe-
HUSi U3NOXEHWUSA B JOKYMEHTaLMN U NPOBEPOK B aBTOMaTU3MPOBaHHOW cucTeme.

C.4.3.3 AOD_OCD.1 CneuuduKkaumna koHdourypauum aBToMaTu3MpoBaHHOM cucTteMbl

3aBucMMoCTH:

ASD_CON.1 KoHuenuusa 6esonacHocTH onepawuit;

ASD_CMP.1 KoHCTpyKLMSA KOMMOHEHTOB.

C.4.3.3.1 OneMeHTbl AeiicTBUiA pa3paboTynka/MHTerparopa

AOD_OCD.1.1D PaspaboTunk/MHTerpaTop LOMKEH NpegocTaBnsaTb crneyudmrKkaLmio KoHdUrypauum, onpeaensio-
Lyto napaMeTpbl KoHgUrypauun, Tpebyemble Ans 6e30nacHOCTW, KOTopbie NMOALEPXUBAIOT WHTErpaLuio KOMMNOHEHTOB
aBTOMaTU3MPOBAHHOW CUCTEMbI M MO3BOMAIOT PYHKUMAM Ge3onacHoCTW aBTOMaTW3WPOBAHHOW CUCTEMBl BHEAPSATb
W ocyLlecTBNATE KoHUenyuio 6eszonacHocT OYHKLUMOHUPOBAHUS WU CBA3AHHLIX C HUM MOMIMTUK aBTOMaTU3MpOBaHHOWM
cucTeMbI.

C.4.3.3.2 BrneMeHTbI cogepXaHus 1 npeacTaBneHns CBUAETENLCTB

AOD_OCD.1.1C B cneuyudukaymm koHUrypaumum AomkHbl ObiTb M3NoXeHbl Bce TpebGoBaHUA K KOHdUrypauum,
oTHocsLmecs k COO, BKroYasa cpely ee aKennyatauuu.

AOD_OCD.1.2C B cneuudurkaymnm KoHdurypaLmum 4okHbl BbITh U3NOXeEHbI NapamMeTpbl KoHdUrypauum 6esonac-
HOCTM, [OCTYMHbIE CUCTEMHOMY WHTErpaTopy Wiu paBHO3Ha4YHbIM UM MOfib3oBaTENAM/agMUHUCTpATOPaM C TaKoW e
posblo U 06A3aHHOCTbIO.

AOD_OCD.1.3C B cneundukaumn koHdUrypaLmm SOMKHO ObiTb U3N0XKEHO NpUMeHeHue napameTpoB besonac-
HOCTU, KOHUrypupoBaHHbIX COO ANs BHEAPEHUA U OCYLLECTBNEHNUA NONMUTUK 6€30NacHOCTU CUCTEMBI.

AOD_OCD.1.4C B cneundukayuu KoHuUrypauum AofKHbI cogepXaThbea NpeaynpexaeHna o AOCTYMNHbLIX PyHKUN-
AX W NPUBUNErnsX KOHUrypaLuum, KoTopble AOMKHbI KOHTPONUPOBATLCA B 3aLUULLEHHOW cpeae 06paboTku.

AOD_OCD.1.5C B cneuyndukayum koHdurypaumum AomkHbl 6bITb YETKO NpeAcTaBneHbl cBA3aHHbIE C KOHGUrypa-
Uueli obasaHHOCTW, Heobxoaumele Ans 6esonacHoro dgyHkynonmposaHua COO.

AOD_OCD.1.6C CneuuduKkauus koHpurypauum gomkHa 6biTb corracoBaHa co BCei 0CTanbHOi JoKyMeHTaLWen,
npeacTaBneHHON ANs OLEHKH.

AOD_OCD.1.7C B cneundukalum KoHpUrypaumm JomkHa ObiTe oTpaxeHa peanusauyus napametpos 6e3onac-
HOCTW KOMMOHEHTOB, HEOBX0AMMBIX MO KoHLUenuuu BesonacHOCTU onepauyii, B KOHCTPYKLUM KOMMOHEHTOB.

C.4.3.3.3 OnemeHTbl JeACTBUIA OLEHLLMKa

AOD_OCD.1.1E OueHLMK AOMKeH NOATBEPXAATL COOTBETCTBME NpeAcTaBrieHHoi uHdopmaLum BceM Tpebosa-
HWUSAM K COAEPXaHWo 1 NpefcTaBneHnio CBUAETENLCTB.

C.4.3.4 AOD_OCD.2 NpoBepka cneuncpmkauum koHdpurypaumm aBToMaTu3mpoBaHHON CUCTEMbI

ABnseTcs uepapxudeckoit ana: AOD_OCD.1 Cneundpmkauna KoHpUrypauuu aBToMaTU3sMpoBaHHON CUCTEMBI.

3aBUCUMOCTU:

ASD_CON.1 lMNoHATue 6e3onacHocTu onepauui,

ASD_CMP.1 KoHCTpyKUUS KOMMOHEHTOB.

C.4.3.4.1 OneMeHTbl felcTBUIA paspaboTynKa/MHTErpaTopa

AOD_OCD.2.1D PaspaboTunk/mHTerpaTtop AOSKEH NpeAocTaBnaTb cneyndukauuio KoHdUrypaumm, onpeaensto-
Lyto napameTpbl KOHGUrypaLuuu, peneBaHTHbIe 415 6e30MNacHOCTH, KOoTopble NOAAEPXKUBAKOT UHTErpaLuio KOMNOHEH-
TOB CUCTEMbI U MO3BONSAT PYHKUMUAM 6e30nacHOCTU aBTOMaTU3UPOBAHHOW CUCTEMbl BHEAPATL W OCYLLECTBNATL KOH-
Lenuuio 6e3onacHoCTU OYHKLMOHUPOBaAHUS U CBA3AHHBIX C HUM MOMUTUK.

C.4.3.4.2 BnemeHTLI cofepXaHus U npeacTaBneHns CBUAETENLCTB

AOD_OCD.2.1C B cneyudukaymm koHduUrypaumum AomkHel ObiTe M3NoXeHbl Bce TpeboBaHUA K KOHdUrypauuu,
oTHocsAwWwmecs kK COO, BKtoYasn cpefy ee aKkcnnyaTayuu.

AOD_OCD.2.2C B cneuudgukaLuy KoHgpUrypauum 4omkHbl BbiTb U3NOXEHBI NapameTpbl koHdurypauum 6esonac-
HOCTW, JOCTYNHbIE CUCTEMHOMY WHTErpaTopy Unu paBHO3HaYHbIM eMy Monb3oBaTensmM/agMUHUCTPaTOPaM C Takomn xe
ponbto M 0643aHHOCTBIO.

AOD_OCD.2.3C B cneundukaumn KoHUrypaumm LOMKHO ObiTb M3NOXKEHO NMpUMeHeHWe napameTpos Gesonac-
HOCTM, CKOHUrypupoBaHHbix COO ANnst BHEAPEHWUA U OCYLLEeCTBMNEeHUS NoNUTUK 6e30nacHoCT cucTemsl.

AOD_OCD.2.4C B cneundukauum KoHUrypaumum JOMKHbl cogepxaTeca NpeaynpexgeHus o 4oCTYNHbIX yHKLM-
AX U NPUBUNETNSAX KOHDUIypaLum, KOTopble AOMKHEI KOHTPONMPOBATLCS B 3alluLeHHON cpefe 06paboTku.

AOD_OCD.2.5C B cneundukaymmn KoHdurypaumn osmkHbl 6blTe YETKO NpeacTaBneHsl cBA3aHHble ¢ KOHUrypa-
Uneid obazaHHocTH, HeobxoaumMele Anst 6esonacHoro dyHkuMoHupoBaHua COO.

AOD_OCD.2.6C Cneuudukaumsa koHpurypalum gomkHa 6Tk cornacosaHa co Bceit ocTanbHOW AOKYMEHTaLunen,
NpeACTaBNeHHON AN OLEHKH.

AOD_OCD.2.7C B crneuugukaLyum KoHdUrypauum fomxHa bbiTe OTpaxeHa peanusauumsi Bcex napameTpos Ge3o-
MacHOCTW KOMMOHEHTOB, HEOBXOAUMBIX MO KOHUenuuu 6e3onacHocTW onepauuid, B KOHCTPYKLMW KOMMOHEHTOB.

C.4.3.4.3 SneMeHTbl AeiCTBUIA OLeHLUMKa

AOD_OCD.2.1E OueHLWWMK A0MKeH NoATBEPAUTL COOTBETCTBUE NPEeACTaBNEHHOW UHDOpMaLK BceM TpeboBaHu-
AM K CofepXXaHuio U NpefcTaBneHnto CBULETENLCTB.
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AOD_OCD.2.2E OueHLLUMK JOMmKEH HE3aBUCUMO MNPOBEPATL NPaKTUTUYECKOE NPUMEHEHME NapaMeTpoB KOHPUry-
pauuu, onpeaeneHHoe B cneumdukaLmmn KoHpUrypawmu.

C.4.4 PykoBoACTBO afAMUHUCTpaTopa aBTOMaTU3npoBaHHol cucteMbl (AOD_ADM)

C.4.41 Uenu

PykoBoACTBO agMUHUCTpaTOpa aBTOMaTU3NPOBaHHOW CUCTEMbI NPeHa3Ha4YeHo ANng nuu, OTBETCTBEHHLIX 3a npa-
BUSTbHOE KOHUrypupoBaHue, obcnyxusaHue u ynpaeneHne COO B oTHoweHUn obecrneveHns Ge3onacHoCTU. B pyko-
BOJCTBE aMUHUCTpaTopa TakkKe AOSKHbI BbITb U3NOXEHEI MONUTKKA, NpaBuna W npoueaypsl obecneyveHuss 6esonacHo-
CTW, onpejeneHHble opraHu3aLyoHHBIMU TpeGoBaHWAMN U NpeAHa3Ha4YeHHbIe AN UCNonb3oBaHus ajMUHUCTpaTopa-
MU. PYKOBOACTBO aMUHUCTpaTOpa aBTOMAaTU3MPOBAHHOW CUCTEMbl MpefiHa3Ha4YeHo ANs oKadaHWa NOMOLLU afMUHUC-
TpaTopam B NoHUMaHWn mep obecneyeHnsa 6ezonacHocTu, yctaHoBneHHbX Ans COO, Bkntovas kak TeXHUYEcKue, Tak 1
opraHusaLuoHHble Mepbl H6e30nacHOCTH, KOTopble TPebyIoT OT agMUHUCTPATOpPa BbINONHEHUA KPUTUYHLIX ANS obecrne-
YeHUss 6e3onacHoCTU AelCTBUNA.

C.4.4.2 PaHXupoBaHUe KOMMNOHEHTOB

CeMelcTBO COCTOWT U3 ABYX KOMMOHEHTOB. OTU KOMMOHEHThI pacrnpeAensioTcs No ypoBHAM Ha OCHOBE NOATBep-
XOASHUS U3NOXEHUA B AOKYMEHTALMU 1 MPOBEPOK aBTOMATU3MPOBAHHOW CUCTEMBI.

C.4.4.3 3amevyaHua No NnpUMeHeHuto

CopepxumMoe pyKoBOACTBa afMUHUCTpaTOpa HEMOCPEACTBEHHO OTpaxaeT MNoNWTWKW, npasuna, 06A3aHHOCTK,
npoueaypel U opraHu3auMoHHble Mepbl 6e30MacHOCTH, CBA3aHHbIe ¢ aAMWHUCTPATOPOM U OMNpeAenieHHble B opraHusa-
LMOHHbIX Mepax 6e3onacHocTu. TpebosaHua AOD_ADM.1.3C n AOD_ADM.1.7C 0THOCATCA K acnekTy COOTBETCTBYHOLLErO
NpeAcTaBneHnss Bcex npeaynpexaeHuin ana nonb3osateneir COO B oTHowweEHUU cpenbl 6ezonacHocTu COO u uenei
GesonacHocTu, uanoxeHHelx B M3C/3BC.

KoHuenuua salluLleHHbIX 3Ha4YeHWid B TOM BUAe, B KOTOPOM OHa ucnoneb3yetca B AOD_ADM.1.6C, ymecTHa B
criyvae, ecnv agMWHUCTPaTOp OCYLLECTBMAET KOHTPONb 3a napaMeTpaMmn GesonacHocTu. TpebyeTcsi pyKOBOACTBO MO
3alUULLEHHBIM 1 HesallWLLEeHHBIM YCTaHOBKaM Takux napameTpos.

C.4.4.4 AOD_ADM.1 PykoBoAacTBO aAMUHUCTpaTOpa

3asucumoctu: ASD_SAD.1 OnucaHune apxuTekTypbl.

C.4.4.4.1 SneMeHTbl AeACTBUA afMUHUCTPaLIMK

AOD_ADM.1.1M AAMUHWUCTpaUmMs gofmkHa o6ecnevnTb nepcoHan yrnpaeneHWsa CMCTEMOI PYKOBOACTBOM afiMUHU-
cTpaTopa aBTOMaTU3UPOBAHHOW CUCTEMBI.

C.4.4.4.2 BneMeHTbl COAepXaHUA U NpeAcTaBlieHUs CBULETENLCTB

AOD_ADM.1.1C B pykoBoacTBe agMUHUCTpaTopa AOMKHbLI U3naraTbCA afMUHUCTPATUBHbIE (PYHKLUMU U UHTEpP-
peicsl, JocTynHble agMuHuctpatopy COO.

AOD_ADM.1.2C B pykoBoacTBe agMUHWUCTpaTOpa JOSKHbLI NPaBUbHO n3naratbes TpeGoBaHUA opraHW3aunoH-
HOrO KOHTPOMSA, OTHOCALMECS K afMUHUCTPATOopY.

AOD_ADM.1.3C B pykoBogcTBE aiMUHUCTpaTOpa AOMKHO U3narateca 6e3onacHoe ynpasneHne COO.

AOD_ADM.1.4C B pykoBoacTBe agMUHUCTpaTOopa AOSMKHEI COAEPXaTbCA NpeaynpexaeHnsa o MyHKUUAX U NPUBK-
nerusx, Kotopble noanexar KoHTponio B BesonacHoi cpeae obpaboTku.

AOD_ADM.1.5C B pykoBogcTBe aiMMHUCTpaTOpa AOSMKHBI ONUCLIBATLCA ONepaLumn, UMeloLnMe OTHOLWWEHUE K Mo-
BeleHUI0 MOrb3oBaTens, KoTopble cBA3aHbl ¢ 6esonacHeiM yHKumoHuposaHuem COO.

AOD_ADM.1.6C B pykoBoACTBe agMUHUCTpaTOpa AOIPKHbI U3faraTbea napameTpbl 6e3onacHoOCTH, Haxoaswmecs
noj KOHTpONeM agMUHUCTpaTopa, Npu HeobXoAUMOCTH, C yKasaHWeM 6e30nacHbIX 3Ha4YEeHUN.

AOD_ADM.1.7C B pykoBoAcTBe agMUHUCTpaTOPa JOIMKEH ONUCLIBATLCA KaXAbIA TUN CBA3aHHOrO ¢ 6esonacHoc-
Tbio cOBbLITUSA, OTHOCALLErocs K agMUHUCTPATUBHBIM (PYHKLIMAM, NpefHasHa4YeHHbIM ANA BEINONHEHUA, BKNIOYasA naMe-
HeHUe XxapakrepucTuk 6esonacHocTu, KoHTponupyemblix ®EC.

AOD_ADM.1.8C PykoBoACTBO aiMUHUCTpaTOpa AOMKHO COMMacoBLIBaTLCA CO BCEN APYron AOKYMeHTauuel, npea-
CTaBMNEeHHON AMA OLEHKN.

AOD_ADM.1.9C B pykoBoacTBe agMUHUCTpaTOpa AOMKHbLI ONUCLIBATLCA UHTEPdelichl K BHEWHUM aBTOMaTU3un-
poBaHHbLIM cCUCTEMaM, OTHOCSLUMECA K afMUHWUCTPaTOpY.

C.4.4.4.3 OnemeHTbl AE€ACTBMIA OLIEHLUMKA

AOD_ADM.1.1E OueHLuK JoMmKeH NogTBEPAUTL COOTBETCTBUE NpeAcTaBNeHHON UHdopmaLun Bcem TpeboBaHu-
SIM K COJIEpXaHUIo U NMpeficTaBNeHUo CBUAETENLCTB.

C.4.4.5 AOD_ADM.2 Bepuchukauus

fBnseTtca nepapxuyeckum ana: AOD_ADM.1 PykoBofcTBO aMUHUCTpaToOpa.

3aBucumoctu: ASD_SAD.1 OnucaHue apxXuTeKTypbl.

C.4.4.5.1 OneMmeHTHbl AeiCTBUIA agMUHUCTPaLUK

AOD_ADM.2.1.M AqMUHUCTpaLus florkHa obecneunBaTh NepcoHan ynpaBneHuss CUCTEMOI PyKOBOACTBOM afiMu-
HWCTpaTopa aBTOMaTU3MpPOBaHHON CUCTEMBI.

C.4.4.5.2 OnemeHTLl cofepXaHUsi U NpeAcTaBNeHNs CBUAETENbLCTB

AOD_ADM.2.1C B pykoBoAcTBe afgMUHUCTpaToOpa JOSMKHbI ONUCHIBATLCA afMUHNUCTPATUBHBIE PYHKLUKN U UHTEp-
deiickl, JocTynHble agMuHucTpatopy COO.

AOD_ADM.2.2C B pykoBogcTBe afgMUHWUCTpaTOpa [JOIKHbI NPaBMAbHO M3naraTbca TpeboBaHWUs opraHv3aLuoH-
HOro KOHTPOrS, OTHOCALUMECH K afMUHUCTpaTopy.
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AOD_ADM.2.3C B pykoBoacTBe agMUHUCTpaTopa AOMKHO nanaratbea 6esonacHoe ynpasneHne COO.

AOD_ADM.2.4C B pykoBoACTBE agMUHUCTpaTOpa AOSMKHBI codepaTbes NpeaynpexaeHus o PyHKUMAX U NpuBK-
nervsix, kotopble MoAnexar KoHTponto B 6e3onacHoi cpefe obpaboTku.

AOD_ADM.2.5C B pyKkoBOACTBE afMUHUCTpaTopa AOSKHbI OMUCLIBATLCA BCE onepauuu, UMeroLLne oTHOLLIeHUe K
noBeAeHuio Nnornb3oBaTens, KoTopble CBA3aHbl ¢ 6esonacHeiM yHKUMoHUpoBaHuem COO.

AOD_ADM.2.6C B pykoBoAcTBe agMUHUCTpaTOpa JOMKHLI ObiTb NpUBEAEHbl BCe yNpaBnaeMble agMUHUCTpaTo-
poM napameTpbl 6e3onacHocTH, o6o3HavatoLme COOTBETCTBYIOLME Ge3onacHele 3HaYeHUs.

AOD_ADM.2.7C B pykoBoAcTBe agMUHUCTpaTOpa AOMMKEH ONUCLIBATLCA KaxAblid TUN cBA3aHHoro ¢ 6esonacHoc-
TbO COOLITUSA, OTHOCALLErOCA K aAMUHUCTPATMBHEIM (OYHKUMAM, NpejHasHa4YeHHbIM ANA BhIMOMHEHNSA, BKIoYas M3Me-
HeHWe xapaKTepuUCTUK CYLLIHOCTEe|, Haxogawmxes noy ynpasnedmem OBC.

AOD_ADM.2.8C PykoBOACTBO agMUHUCTpaTOpa AOSMKHO COrMacoBLIBaTLCA CO BCE APYroi JOKyMeHTaLuWel, npea-
CTaBMNeHHOW AN OLeHKH.

AOD_ADM.2.9C B pykoBoAcCTBe agMUHUCTpaTOpa AOMKHbLI ONWUCLIBATLCH BCe UHTepdeichl K BHELLHUM aBTOMaTK-
3MpOBaHHLIM CUCTeMaM, OTHOCALUMECA K afMWHWUCTpaTopy.

C.4.4.5.3 OnemeHTbl fJelNCTBUIA OLEHLMKa

AOD_ADM.2.1E OueHLyMK JOMKEH NOATBEPANTE COOTBETCTBIE MPeACTaBeHHOW MHdopMaLmn BceM TpeboBaHu-
AM K cofepXaHuio 1 NpefcTaBneHnto CBULETENLCTB.

AOD_ADM.2.2E OueHLUMK JOSMKEeH He3aBMCMMO BepuduLyMpoBaTh, NOCPECTBOM Onpoca nepcoHana, BelGopku
U3 PyKOBOJACTBa agMWUHWUCTPpaTopa W Ap., NpakTu4eckoe NpUMEHeHne pyKoBogcTBa aAMUHWUCTpaTopa.

C.4.5 PykoBoAcTBO Nonb3oBaTens aBToMaTusnpoBaHHol cuctembl (AOD_USR)

C.4.51 Uenu

PykoBoAcTBO nonb3oBaTens aBTOMaTU3NPOBaHHOW CUCTEMbI MpeHa3Ha4YeHo ANS He CBA3AHHOIO C yrpaBreHnem
Yenoseka — nosnb3sosatens COO. B pykoBofcTBe nonb3oBaTensa AOMKHbI ObiTb M3NOXEeHbl NonUTUKa 6e30nacHoCTH,
npoueaypel, Npaeuna, 06s3aHHOCTU U Apyrue TpeboBaHua 6e30MacHOCTW, onpefenieHHble opraHn3aunoHHbEIMK Tpebo-
BaHUAMKU U NpefHa3Ha4YeHHble ANA nonb3oBaTtenei. B pykoBoACTBe nonb3oBaTens aBTOMaTU3MPOBAHHON CUCTEMbI
onuncaHel Mepbl obecneveHns HesonacHocTH, NpegoctaBndemele OBC, a Takke MHCTPYKUMKU W PeKOMeHZauuu, BKIO-
Yaa npegynpexaeHus, ana 6e3onacHoro NpMMeHeHus.

PyKkoBoACTBO Monb3oBaTens aBTOMaTU3MPOBAHHON cUCTEeMbl 0becrne4YnBaeT OCHOBY Ans paboTel ¢ Ucnonb3osa-
HneMm COO 1 yBepeHHOCTb B TOM, YTO CBOM NONb3OBaTeNy, MOCTaBLYMKK NPUKIaAHLIX NPorpaMm U gpyrue nuua, ucnofb-
3ylolimMe BHelHWe uHTepdelicsl COO, npaBunibHO NoMyT NpuHUMN GesonacHoro dyHkumoHuposanua COO u 6yayT
“cnonb3oBaTb €ro JoSHKHbIM 0bpasom.

C.4.5.2 PaHXupoBaHue KOMNOHEHTOB

[aHHoe ceMelNcTBO COCTOUT M3 ABYX KOMMOHEHTOB. KOMMOHEHTEI pacnpefensioT No ypoBHAM Ha OCHOBE NoATBEp-
XAEHUA onucaHus B AOKYMEHTaLUW 1 NpoBepoK B aBTOMaTU3UPOBAHHOW CUCTEME.

C.4.5.3 3amMeuyaHu1s No NPUMEHEHUIO

CofepxvuMmoe pyKoBOACTBa MoNb3oBaTens HENOCPeACTBEHHO OTpaxaeT NONUTUKKM, npasuna, 06A3aHHOCTY,
npoueaypsl U opraHu3aLUuoHHble Mepbl 6e30nacHOCTH, CBSi3aHHbIe C aMMHUCTPATOpPOM W OMpeferieHHble B OpraHu-
3aUMOHHBLIX Mepax 6esonacHocTu. TpeboBaHme AOD_USR.1.4.C obecneuMBaeT COOTBETCTBYIOLIEE MpefcTaBrieHue
npegynpexaeHuin nonb3oatenam COO B oTHoLeHWN cpeabl 6e3onacHocTn COO u yeneit 6e3onacHOCTH, U3NOXEHHbIX
B NBC/3BC B pykoBOACTBE NONb3OBATENS.

C.4.5.4 AOD_USR.1 PykoBoacTBO nonb3oBaTens

3aBucumoctu: ASD_SAD.1 OnucaHne apxuTeKTyphbl.

C.4.5.4.1 OneMeHTHl AeicTBUIA afMUHUCTpaLMK

AOD_USR.1.1M AgMUHUCTpaLuMa AoMmKHa npy HeobxoAUMOCTU NpefoCTaBnATL PyKOBOACTBO NOMb3oBaTens.

C.4.5.4.2 OneMeHTbl cofepXaHusi U NpeAcTaBneEHUs1 CBUAETENLCTB

AOD_USR.1.1C B pykoBoacTBe nornb3oBaTens AOMKHbI OMUCHIBAaTECA PYHKLUMU U UHTepdeichl, AOCTYNHbIE ANA
He CBA3aHHbIX C ynpasneHueM nons3oBateneit COO.

AOD_USR.1.2C B pykoBoacTBe nonb3oBaTensi A0KHbI ONMUCHIBATLCS OpraHuU3auUMoHHble Mephbl 6e3onacHocTy,
CBA3aHHbIe ¢ Nonb3oBaTenemM.

AOD_USR.1.3C B pykoBoAcCTBe nornb3oBaTens AOMMKHO ONMUCHIBATLCA UCTIONb30BaHME AOCTYMHLIX MoNb3oBaTento
yHKUu 6esonacHocTH, obecnedmBaemeix COO.

AOD_USR.1.4C B pykoBoacTBe nonb3oBaTtens JOMKHbI coiepXaTbcs npefynpexaeHns o JOCTYNMHbIX MoNb3oBa-
Teno MYHKUMAX U NPpUBUNErnAX, KOoTopble Noanexar KoHTporo B 6e3onacHoi cpeae o6paboTku.

AOD_USR.1.5C B pykoBoacTBe Mnornb3oBaTens AOMMKHbI 6bITb YeTKO NpeAcTaBeHbl 0653aHHOCTM NoNb3oBaTens,
Heobxogumble Ana obecneveHnn 6esonacHoro cyHkUMoHMpoBaHuss COQO, BKtovas 0653aHHOCTU, CBSA3aHHblE C MoBe-
AeHneM nonb3oBaTensa BO BPEMA SKCrryaTauuu CUCTEMBI.

AOD_USR.1.6C PykoBoaCTBO nornb3oBaTens JOMMKHO COrNacoBbIBaTLCA C APYrow AOKYMeHTauMenl, npejcraBneH-
HON ANA OLUEHKN.

C.4.5.4.3 OnemMeHTbl AEUCTBUIA OLIEHLLMKa

AOD_USR.1.1E OueHLWMK AOmKeH NOATBEPAUTL COOTBETCTBUE NpefcTaBieHHOW MHgopMauyun BceM TpeboBaHu-
AM K COAEPXaHUIO U NpefCTaBNEHUIO CBUAETENLCTB.
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C.4.5.5 Bepudunkauusa pykoBoacTBa nonb3oBarTens

AsngaeTca nepapxudeckum ana: AOD_USR.1 PykoBoAcTBO nonb3oBaTens.

3aBucumoctu: ASD_SAD.1 OnucaHune apxuTeKTypsl.

C.4.5.5.1 GnemeHTLl JEUCTBUIA agMUHUCTpaLUK

AOD_USR.2.1M AgMuHMCTpauma fAomkHa obecneunTb Hanuunme B opraHusayun pykoBoaCTBa Nonb3oBaTens.

C.4.5.5.2 OnemeHTHl coiepXaHnua U NPeACTaBNEeHUA CBUAETENLCTB

AOD_USR.2.1C B pyroBofcTBe MoNb3oBaTensa AOMKHE ONUCBIBATLCA (PYHKLUUKU U UHTepdeiickl, JOCTYNHBIE ANA
He cBA3aHHBIX ¢ ynpasneHnem nonssoatenein COO.

AOD_USR.2.2C B pyKkoBogcTBe Nofb3oBaTensa A40MMKHbI ONUCLIBATLCA OpraHu3auuMoHHble Mepbl BesonacHocTy,
CBfi3aHHble C Mofib3oBaTesNeMm.

AOD_USR.2.3C B pykoBoacTse nonb3oBaTens AOMKHO ONUCLIBAaTLCA UCNONL3OBaHWE AOCTYNHLIX NONbL3OBATENIO
dyHKUuiA BesonacHocTu, obecneunsaembix COO.

AOD_USR.2.4C B pykoBofcTBe NonNb3oBaTensa OMKHLI COAEpXaTbCa NpefynpexaeHna o AOCTYNHLIX NOMb3oBa-
Tento pyHKUMAX 1 NpUBUNErusx, KoTopele noanexat KoHTponto B 6e3onacHoi cpege obpaboTru.

AOD_USR.2.5C B pykoBogcTBe nonb3osatensa A0oMKHb ObITb YeTKO NpeacTaBfieHbl 0643aHHOCTU Nosb3oBaTens,
HeobxoguMmble Ans obecneveHusa 6eszonacHoro dyHkUMoHUpoaHua COO, Bkntovan 06A3aHHOCTH, CBA3aHHbLIE C NOBe-
JeHWeM nonb3oBaTtens BO BPeMSA 3KCMnyaTauuu CUCTEMBI.

AOD_USR.2.6C PykoBoAcTBO NoNb3oBaTeNsa AOMKHO COrNacoBbiBaTLCA CO BCEW APYroi AOKYMeHTauuen, npea-
CTaBMeHHOW ANSA OLEHKM.

C.4.5.5.3 GnemeHTHl J4eACTBUIA OLEHLMKA

AOD_USR.2.1E OueHLWKMK A0MKEH NOATBEPANTL COOTBETCTBUE NpeacTaBneHHON UHdpopmMayumn Bcem TpebosaHu-
AM K COLEepXaHuio U NpefCcTaBreHnio CBUAETENLCTB.

AOD_USR.2.2E OueHWMK A0NMXEH HE3aBUCUMO NPOBEPATH NOCPEACTBOM ONPOCOB NepcoHana, Belbopku K3
pyKoBoAcCTBa afMUHUCTpaTopa, APYruX METOAOB NPaKTUHECKOro NPUMEHEHUS cneundukalun pykoBoaCTBa agMUHWUCT-
paTopa.

C.4.6 Bepudmkauus pykosogacts (AOD_GVR)

C.4.6.1 Llenu

Llenbto siBNsAeTcA NpoJeMOHCTPUPOBaTb, YTO AOKYMEHTALUA PYKOBOACTBa OCTAeTCA afeKBaTHON Nocne BHeCeHUs
U3MeHeHWA N MoAnUKaLMin B KOMNOHEHTHI CUCTEMBI, KOHPUrypaLMio CUCTEMbI UK cpeay SKCnnyaTauuu.

C.4.6.2 PaHxXnpoBaHUe KOMNOHEHTOB

MMeeTcq 0AUH KOMMOHEHT.

C.4.6.3 AOD_GVR.1 Bepuduxauus pykoBoacTBa

3aBucumocTu:

AOD_OCD.1 Cneuncukaumsa KoHdpurypaLymm aBToMaTU3MPOBaHHON CUCTEMBI,

AOD_ADM.1 PykoBOACTBO aiMUHUCTPATOPa;

AOD_USR.1 PykoBoacTBo nonb3oBaTtens.

C.4.6.3.1 LUenu

HasHa4yeHWeM QaHHOro KOMMOHEHTa SIBNAETCHA NPOAEMOHCTPUPOBATh, YTO AOKYMEHTaLUusi pyKoBoAcCTBa ocTaeTcs
afeKBaTHoO nocrne BHECEHWSA M3MEHEHNUIA U MOAMMMKALIMIA B KOMIMOHEHTBI CUCTEMBI, KOHUrypaLmio cucTemMbl Unn cpeay
3KennyarTayuum.

C.4.6.3.2 3aMeYvaHuns no NpMMEHEHUIO

[aHHbIA KOMMOHEHT paccMaTpuBaeT He TOMbKO M3MEHEHHble UM MoAudULMpPOBaHHBIE YacTW aBToMaTM3upo-
BaHHOW CUCTeMbI, HO TaKke 4acTu, KOTOpble MOITM CTaTb HeAeHCTBMTENbHBIMU (HEUCTIPABHLIMK).

C.4.6.3.3 OneMeHTLl felicTBMiA paspaboTumka/MHTerpaTopa

AOD_GVR.1.1D lNocne BHeceHUA U3MeHeHUiA M Mogudukaluii B KOMMNOHEHTEI CUCTEMBI, KOH(PUTYpaLMIO CUCTEMBI
Unun cpedy aKcnnyaTauun paspaboTynk/MHTerpatop AOMMKEH MpOBECcTU BepUdULUMPYIOWWA aHanus Aans npoBepKK,
ocTanuch M KoHMUrypauua aBToMaTu3MpoBaHHON CUCTEMbl U AOKYMEHTaLMs pyKOBOACTBA MpaBUITbHLIMU U COMMaco-
BaHHbIMMU.

C.4.6.3.4 SneMeHTbl cofepXxaHnsa U NPeAcTaBleHUs CBUAETENLCTB

AOD_GVR.1.1C Mo kaxgomy AOKYMEHTY KOHUrypauum BepuULMPYIOLLMIA aHanu3 AormKeH NokasaTb ero Heus-
MEHHOCTb MOCNe BHECEHUS W3MEHeHWA unu mogudukauuii B KOMNOHEHTEl MNU ero npaBuiibHoe o6HoBNeHue AN
OTPaXeHUs U3MEHEHUA unu mMoaudUKaLmiA.

AOD_GVR.1.2C Mo kaxaomy pyKkoBOACTBY agMUHUCTpaTopa BepudULUMUPYIOLLMIA aHanu3 JOMKeH nokasaTb €ro
HEU3MEHHOCTb MoCcfie BHECEHUA M3MEHEHWA UM MoaUdUKaLuiA B KOMMOHEHTEI UK €ro nNpaBUIibHOe OBHOBMeHWe ANA
OTPaXeHUs U3MEHEHUA unu mMoaudUKaLmiA.

AOD_GVR.1.3C [Mo kaxaomy pykoBOACTBY NONb3oBaTeNa BepUULMPYIOLLMIA aHanun3 AoIKEH NokasaTh ero Heus-
MEHHOCTb MOCNe BHECEHWUS W3MEHeHWA unu mogudukauuii B KOMNOHEHTLl UK ero npaBuiibHoe obHoBNeHne AN
OTPaXeHUs U3MEHEHURA unu mMoaudUKaLmiA.

C.4.6.3.5 GnemeHTHl [EeACTBMIA OLEHLMKa

AOD_GVR.1.1C OueHLLMK AOMKEeH NOATBEPAUTL COOTBETCTBME NPeACTaBneHHo nHgopmMauum Bcem TpeboaHu-
AIM K COLepXaHWio U NpefCTaBieHnio CBUAeTENLCTB.
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C.5 Knacc ASD: pokyMeHTauusi no MpoeKTUPOBaHUIO apXUTEKTypbl aBTOMaTU3UPOBAHHLIX CUCTEM U
KOHcbUrypaLMoHHaa AOKYMEHTaLusA

C.5.1 BBeaeHue

Knacc posepua ASD sasnseTcs npoussofHbIM knacca no MCO/MOIK 15408-3. OpHako uHdgopmaLms no paspabot-
Ke W uHTerpaumu, Heobxogumas ANs aBTOMaTU3MPOBaHHBIX CUCTEM, HACTOMBKO OTNUYHA OT HgopMaLuu B knacce ADV,
YTO BO3HMKNA NOTPeBGHOCTL B ONpefeneHn HOBOro Kracca.

Llenbto coapaHna aToro knacca sIBMSETCA oLeHKa pelleHuit No KOHUrypawum, NnpoekTUpoBaHuio U apxuTekType,
NPUHATBLIX AN 06ecneYeHns UX 4OCTaTOYHOCTU U 3aBEPLUEHHOCTM, UCXOAS U3 COOTBETCTBUSA (PYHKLMOHArbHBIM TpeboBa-
HUAM, MpeAbaBAeMbIM K aBTOMATU3UPOBaHHO| cucTeMe. NMoHUMaHUe 3aTux pelueHnii obecnevmBaeTca UMEHHO Mo-
CpeACTBOM O3HAKOMMEHWUA C AOKYMEHTaLUueil No KoHgUrypaLmm, NpoekTMpoBaHUIo U apxutektype. Bropoit Lenbio aaH-
HOro pasfiena siBNAeTCA NpoBepka OTpaXeHUs B KOHUrypaLmn, NPoeKTMpOBaHUN U apXUTEKTYpe aBToOMaTU3UpOBaHHOM
cucTeMbl PYHKUMOHaNbHBIX TpeboBaHuiA, NpeAbABNsAeMbIX pasnUyHbEIM NOACUCTEMaM W KOMMOHEHTaM aBTOMaTU3npo-
BaHHOW cucTeMmbl. na 3Toro Heo6xoanMMo onpeAenuTb XapakrepucTuku 6e3onacHoOCT BCeX BHYTPEHHUX MHTepdeicoB
HapsAy ¢ TakKUMWU XapakTepucTukamn 6GesonacHOCTU (Hanpumep, pasfeneHue aipecHoro npocTpaHcTBa), KoTopble
HaBA3bLIBAOTCH OAHUM 3MIEMEHTOM apXUTEKTypbl APYTUM SIIEMEHTaMm.

C.5.2 Onucanue apxutektypbl (ASD_SAD)

C.5.21 Uenu

Llensio onucaHna apxuTekTypsl aBTOMaTU3MpoBaHHON CUCTEMbI ABNSAETCA npeAcTaBneHne nogpobHoro obcyxae-
HUs1 XapaKTepucTuk 6€30nacHOCTU aBTOMaTU3UPOBAHHOW CUCTEMbI, CO3JJaHHbIX, UCXOASA U3 CTPYKTYPLI (NOACUCTEM, KOM-
NOHEHTOB, UHTepdEcoB ¢ BHELWWHUMU aBTOMaTU3IMPOBaAHHLIMU CUCTEMaMK), B3aUMOJEACTBUS (MHTepdelichl, Mexcoe-
AVHEHWA, AaHHblE W NOTOKW yNpasneHWsa) U HasHaveHus (TpakToBKa KoHUenuun 6e3onacHocTu onepauuii u Tpebosa-
HUit 6e3onacHOCTU aBTOMaTU3MPOBaAHHOW CUCTEMBI), a Takke NMPUCBOEHWE pasNUYHbIX CTeneHel (ypoBHel) aoBepus
pa3snUyHbIM YacTAM aBTOMATU3UPOBAHHON CUCTEMBI. 3Ta UHPOPMALUA OKasblBaeT coAeicTBUE B NOHUMAHUN U peanu-
3alMM HEKOTOPLIX acneKkToB OLEHKW aBTOMATU3UPOBAHHOW CUCTEMbI: NPUCBOEHUE AOBEpUA YacTAM aBTOMaTU3MPOBaH-
HOW cucTeMbl, KoHUenuua 6e3onacHOCTU onepaumii 3ToW CUCTEMBbI, NPOLEAYPLI, NNaHbl U CTpaTera UCNbITaHUA aBTo-
MaTU3MpOBaHHOW CUCTeMbl. HalHadeHneM CBUAETENbCTBA ONUCAHMA apXUTEKTYpLl SBNAETCA NpeaocTaBneHne onuca-
HUSA criefyioLMUX acnekToB aBTOMaTU3NPOBAHHON CUCTEMDI:

a) onpegeneHue NOACUCTEM, COCTABNAIOLLINX aBTOMATU3NPOBaHHYIO CUCTEMY,

B) BHYTPEHHWE W BHELUHNE UHTepdeiickl ANA NOACUCTEM U BbINONHAEMbIE PYHKUMK, NpeaocTaBNsaeMble nocpea-
CTBOM UAEHTUPULMPOBAHHBIX UHTEPEACOB;

C) coeHEHUs Mexay noAcucTeMamu U NOTOK WHOpPMaLUU MeXAY NOACUCTEMaMU, NPOXOAALUNA Yepes 3TU
coefjHeHus;

d) BHELUHMe aBTOMAaTU3MPOBaHHbLIE CUCTEMBI, C KOTOPLIMUA COMpsDKeHa [aHHasd aBTOMaTU3UpOBaHHas cuctema
W B3aIMOCBSI3N MeXAY [aHHOW aBTOMaTW3NpPOBaHHOW CUCTEMOI W STUMKU BHELUHUMW aBTOMaTU3UPOBaHHBIMU CUCTe-
Mamu,

€) MeXCOoeAUHEHUs ANSA BHELUHWX aBTOMAaTU3MPOBAHHBIX CUCTEM U MOTOK MHGOPMaLMK, MPOXOASALLMA Mexay
[laHHOW aBTOMaTU3MPOBAHHOW CWUCTEMOW W BHELUHMMW aBTOMATU3UPOBAHHLIMU CUCTEMaMWU 4Yepe3 3TU Mexcoeau-
HeHUs,

f) Mepbl 3alWUTLl K OCYLLEeCTBNEeHWE NpaBuUnbHOMO PYHKLMOHMpOBaHUA Mep obecneveHns 6e3onacHoCTu.

C.5.2.2 PaHXu1poBaHUe KOMMNOHEHTOB

CeMelcTBO COCTOUT M3 OJHOIO KOMMOHEHTa.

C.5.2.3 ASD_SAD.1 OnucaHune apxuTeKTyphbl

3aBMCMMOCTH: 3aBUCMMOCTY OTCYTCTBYIOT.

C.5.2.3.1 GnemeHThl AeiicTBUiA pa3paboTynka/MHTerparopa

ASD_SAD.1.1D Pa3spaboTunk/mHTerpaTop AOMmKeH obecne4nTb onmMcaHue apxuUTeKTyphl.

C.5.2.3.2 GneMeHTbl cogepxaHusa U npefcraBneHns cBUeTeNnsCTB

ASD_SAD.1.1C OnucaHue apxuTekTypbl JOMKHO ONpeAensaTb aBTOMaATU3MPOBaHHYI0 CUCTEMY, UCXOAS U3 ee Noa-
CUCTEM, UHTEpPdeNcoB U COEANHEHNI MEXAY NoACUCTEMaMU.

ASD_SAD.1.2C OnucaHue apxuTeKTypbl JOMMKHO onpefenATb BHELlHWe aBTOMaTU3UPOBAaHHbIE CUCTEMbI, B3a-
MMOCBSI3aHHbIe C JaHHOW aBTOMaTU3MPOBAHHON CUCTEMON, N MHTepdeiickl U COEANHEHUS MEXAY AaHHOW aBTOMaTU3M-
poBaHHOW CUCTEMOI W BHELIHUMW aBTOMAaTU3MPOBAHHLIMU CUCTEMaMMW.

ASD_SAD.1.3C B onucaHun apxuTekTypbl AOMKHbI U3flaraTbCs HasHayeHue U yHKUMU MAEHTUDULMPOBaAHHBIX
MOLCUCTEM, MEXCOEeLWHEHNA U WHTepdelcbl JaHHOW aBTOMaTU3UPOBAHHOW CUCTEMBI.

ASD_SAD.1.4C B onucaHu apxuTeKTypbl AOMKHbLI U3naraTbCA HasHavyeHue WAESHTUPUUUPOBAHHBIX MexXcoe-
OWHEHWA U WHTepdeiicoB OT AaHHOW aBTOMaTU3UPOBAHHOW CUCTEMbl BHELUHUM aBTOMaTU3MPOBaHHbIM cucTemam,
a TaKKe ycnyru, npefoctaBnfaeMble BHELHUM aBTOMaTU3UPOBaHHLIM cUCTeMaM, U yCryru, npegoctaBnaeMble aTUMM
cucTeMamu.

ASD_SAD.1.5C B onucaHuun apxuTeKkTypbl AOMKHLI U3raraTeCs BCe XapakrepucTuku 6e3onacHoCTM asToMaTuaun-
POBAHHOW CUCTEMBI, KOTOPLIE MEPEHOCATCHA OHUM 3MEMEHTOM apXUTEKTYpbl Ha ApYyrue, BKNOYaa Mepbl 3aluThl Mep
obecneyeHns 6e3onacHOCTM OT HECaAHKLMOHMPOBAHHOIO PacKpbITUSA, MogudUKaLMKU, YHUUTOXeHUsa unu obxopa.

ASD_SAD.1.6C B onucaHuu apxuTekTypbl AOSMKHbl U3naraTeCa MexaHU3Mbl camo3sawutel Mep obecneueHus be-
30MacHOCTHU.

ASD_SAD.1.7C OnucaHue apxuTeKkTypbl LOMKHO BbITb BHYTPEHHE COrNacoBaHHLIM.
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C.5.2.3.3 OnemMeHTbl feicTBUIA OLEHLMKa

ASD_SAD.1.1E OueHLuK AOMKEH NOATBEPAUTL COOTBETCTBUE MpeACTaBnNeHHoW UHdopMaLmmn BceM TpebosaHu-
SIM K COA€PXKaHUI0 U NMPeACTaBNEHUI0 CBUAETENLCTB.

C.5.3 ®dyHKkumoHanbHana cneuudpukauma uurepdesicos (ASD_IFS)

C.5.3.1 LUenu

HasHaueHneM yHKLUMOHanNbHOW cneyndukauum nHTepdeicoB aBToMaTU3NpPoBaHHON cUCTEMbl siBnseTca obec-
neveHne onucaHust pyHKUmMii 6e3onacHOCTU aBTOMaTU3MPOBaAHHON CUCTEMBI, AOCTYMHBIX HA BUAUMLIX UHTepdeicax, n
UX XapakTepuctuku 6esonacHoOCTH.

C.5.3.2 PaHxupoBaHUe KOMMNOHEHTOB

[aHHoe ceMeiCcTBO COCTOUT U3 OfHOrO KOMMOHEHTA.

C.5.3.3 ASD_IFS.1 ®yHKkunoHanbHasa cneumdukauma nirepdeiicos

3asucumoctu: ASD_SAD.1 OnucaHne apxuTeKTyphl.

C.5.3.3.1 OneMeHThl geiicTBuiA paspaboTunka/MHTerpaTopa

ASD_IFS.1.1D PaspaGoTuunk/uHTerpatop gosmkeH obecneqnTe yHKLMOHanNbHyo cneyudukanuio nHTepdgencos.

C.5.3.3.2 OnemeHTbl cogepxaHus U npeacTaBrieHUs CBUAETENLCTB

ASD_IFS.1.1C B ¢yHKUMOHanNbHOU crieumdukanum nHTepdeincoB AOMKHb MASHTUDULIMPOBaTLCA U U3naraTbea
BCE BUAUMbIE UHTepdeiicbl aBTOMaTU3MPOBaHHON cUCTEMBI, BKNtovast dyHKUMM Be3onacHoCTH, JOCTYMHbIE Yepes 3Tu
UHTepdENChl, U XapakTepucTuku 6e30MacHoOCTU 3TUX MHTepdENCOoB.

ASD_IFS.1.2C ®yHKumoHanbHas crneuudukaymus nHTepdeiicoB AorxHa ObITb BHYTPEHHe cornacoBaHHOIA.

C.5.3.3.3 OnemeHTbl AENCTBMIA OLiEHLLMKA

ASD_IFS.1.1E OueHLWuK AOMmMKEH NOATBEPANTL COOTBETCTBUE NPeACcTaBeHHON UHdopMaLmMu BceM TpeboBaHMAM
K COAepXaHUo N NpefCcTaBlneHnto CBUAETENBCTB.

ASD_IFS.1.2E OueHLMK f0MmMKeH NOATBEpAUTL COOTBETCTBUE (DYHKLMOHANBbHON cneuudukaumn nHtepdeiicos
ONMCaHWIO apXMTEKTYpbI.

C.5.4 NMpoekT noacucrem (ASD_SSD)

C.5.4.1 lenu

Llensto cBnaeTenscTBa NpOeKTUPOBaHWUA NMOACUCTEM siBnisieTcss obecneyeHne onucaHus:

a) nofcucrem,

B) pacnpegenenust dyHKUuiA BesonacHoOCTU No noacucTemam;

) XapakTepucTuk 6e30nacHOCTU KaX4on nofcucTeMsl;
) HTepdeiicoB kaxaoW MOACUCTEMBI U (OYHKLMIA, BEIMOMHSAEMBIX Yepe3 KaXablii UHTepdeiic;
) KOMMOHEHTOB, U3 KOTOPLIX COCTOUT Kaxaas nogcucrema.

C.5.4.2 PaHXupoBaHWe KOMMOHEHTOB

[aHHoe ceMeilcTBO COCTOUT M3 OJHOMO KOMMOHEHTa.

C.5.4.3 ASD_SSD.1 NpoekTupoBaHue NoAcUCTeM

3aBucMMocCTH:

ASD_SAD.1 OnucaHue apxuTeKkTyphl

ASD_IFS.1 ®yHKuMoHanbHasa cneuudmrkaumna nHTepgeincos.

C.5.4.3.1 GneMeHTbl AelCTBUIA pazpaboTymKa/MHTerpaTopa

ASD_SSD.1.1D PaspaboTunk/mHTerpatop AomkeH obecne4unTb NPOeKTMpoBaHMe MOACUCTEMBI.

ASD_SSD.1.2D Pa3paboTunk/mHterpatop formkeH obecneuuTb oToBpaxkeHWe MpoeKTUPOBaHUSA MOACUCTEMBI
B NPOeKTUpOBaHWEe apXUTEKTYpsI.

C.5.4.3.2 BGneMeHTbl COAEpXaHWUA U NpedcTaBneHUs CBUAETENbLCTB

ASD_S8SD.1.1C B npoekTupoBaHWi NojcUCTEM AOMKHbLI ManaraTeCs (yHKLMOHamNbHbE BO3MOXHOCTW Gesonac-
HoCTU, obecnevynBaeMble KaXaoOW NMOACUCTEMON.

ASD_SSD.1.2C B npoeKTMpoBaHWW NoacucTeM AOSKHBI ObiTb onpefeneHbl Bce annapaTHele cpeAcTBa, MNpo-
rpamMMHo-annapaTtHble cpeacTBa U nporpaMmHoe obecneveHune, Tpebyemsle Ans BeINONHEHUA YHKLUUA BesonacHocTy,
pacnpefeneHHblX NoacucTeme.

ASD_SSD.1.3 C B npoekTupoaHun nogecuctem AomkHbl OblTe onpegeneHsl UHTepdeERckl K Kaxgoin nogcucteme.

ASD_SSD.1.4C B npoeKTupoBaH1u NoAcuctemM AOMKHbI ObiTb OMpeAeneHbl XapakTepucTkm 6esonacHocTu ans
Kaxkgon NoACUCTEMBI.

ASD_SSD.1.5C B npoeKkTupoBaHUu nofcuctem AOMKHbI ObiTb onpegerneHsl MHTepdenckl K Kaxaoi nogcucteme,
UCXOAS U3 UX Ha3Ha4YeHUss 1 MeTofa MUCMOoNb30BaHUs BO3eACTBUIA, UCKIIOYEHUIA 1 coobLyeHuit 06 omnbkax.

ASD_SSD.1.6C B npoekTupoBaHuu nogcucteM LOMKHbl ObiTb onpeaeneHbl KOMMNOHEHTLI, U3 KOTOPLIX COCTOUT
Kaxgas nogcucrema.

ASD_SSD.1.7C lMpoekTpoBaHue NoAcUCTEMbI AOMMKEH BbiTb BHYTPEHHE COrfacoBaHo.

ASD_SSD.1.8C lNpoekTupoBaHue NofcUcTeM AOMKHO ObiTb MOMHOR unntocTpaumeilt pyHKLMOHANbHBEIX BO3MOX-
HocTell 6e3onacHOCTK, BKItoYas cneLmduyeckne 4ns JOMeHoB hYHKLMN.

ASD_SSD.1.9C OTpaxeHue npoeKkTUpoBaHUSA NoAcUCTEMbl Ha MPOEKTUPOBaHUE apXUTEKTYPbl AOSIKHO LEeMOHCT-
pvpoBaTb Hanu4ne BCeX 3M1EeMEHTOB MPOEKTUPOBAHUS apXUTEKTYpbl B NMPOEKTUPOBaHWM NOACUCTEMBI.

C.5.4.3.3 OnemeHTbl feNCTBUIA OLiEHLMKa

ASD_SSD.1.1E OueHLuK JOMmKeH NOATBEPAUTL COOTBETCTBME MpefcTaBlieHHoW MHdopMaLummn BceM TpeboBaHu-
AM K COepXaHUo U NpefcTaBneHnto CBUAETENLCTB.
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ASD_SSD.1.2E OueHLWUK [OMKEH MOATBEPAUTE COBMECTUMOCTE NPOEKTUPOBEAHUA MOACUCTEMBI C OMUCAHUEM
APXWUTEKTYpPEl U PYHKLUMUOHANMBLHOR creundunkaunein nHTepdeiicos.

C.5.5 MpoekTupoBaHue komnoHeHToB (ASD_CMP)

C.5.5.1 Uenun

Llenbto cBuaeTenscTBa NpoeKkTMpoBaHUA KOMMNOHEHTa sBNAeTcA obecreveHne onucaHus:

a) HasHa4yeHUs N PYHKLUMIA KaKAOoro KOMMOHeHTa aBTOMaTU3NpPOBaHHOW CUCTEMBI;

B) pacnpefeneHnsa yHKLMOHaNbHLIX BO3MOXHOCTEH 6e30NacHOCTU KaXgoMy KOMMOHEHTY;

C) XapaKTepuUCTUK 6e30nacHoOCTN KaxAoN NojCcUCTEMBI

d) uHTepdeiicoB nofcucTemel, obecnevnBaeMblX KaxgbiM KOMMOHEHTOM;

e) YHKUMOHASBHBIX BO3MOXHOCTER, obecneunBaemMbix NOCPEACTBOM U4EHTUPULMPOBAHHLIX UHTepdecoB Ans
KOMMOHEHTa;

f) cnocoba obecnedeHnsa yHKLMOHAmNBHLIX BO3MOXHOCTEH 6€30MacHOCTU N XapaKTepucTUK 6e30NacHOCTU Kax-
JOro KOMMoHeHTa.

C.5.5.2 PaHxupoBaHWe KOMNOHEHTOB

[aHHoe ceMelCTBO COCTOUT U3 OFHOrO KOMMOHEHTA.

C.5.5.3 ASD_CMP.1 NpoekTupoBaHUEe KOMMOHEHTOB

3aBucumocTu:

ASD_IFS.1 ®dyHKUMoHansHaa cneyudukaums nHTepdeicos,

ASD_SSD.1 lNpoekTupoBaHue MoAcUCTEM.

C.5.5.3.1 GneMeHTLl gelicTBMiA paspaboTynka/MHTerpaTopa

ASD_CMP.1.1D Paspabotynk/uHTerpatop LormkeH obecneyntb NpOEKTUPOBaHWE KOMMOHEHTA.

ASD_CMP.1.2D PaspaboTuuk/uHTerpatop AomkeH obecnednTs oTobpaxeHue NpOeKTUpOBaHUA KOMMNOHEHTOB B
NpoeKTUpoBaHue nogcucTembl.

ASD_CMP.1.3D PaspaboTuuk/uHTerpatop AorkeH obecneynTb aHann3 cornacoBaHHOCTU KpaTKoi cneuuduka-
yum COO.

C.5.5.3.2 OneMeHTLl coepaHUs U NpefcTaBneHnsl CBMAETENbLCTB

ASD_CMP1.1C B npoeKTUpoBaHUN KOMNOHEHTa AOMKHbI M3naratbCA HasHadeHne U PyHKUUM KOMNOHEHTOB KaX-
O noAcucTemsl.

ASD_CMP1.2C B npoeKkTupoBaHuii KOMMNOHEHTa AOMMKHbI ObiTh onpeaeneHbl B3aMMOCBA3W MeXAY KOMMNOHEHTa-
MU B KaXOOW nogcucteme.

ASD_CMP1.3C B npoekTpoBaHUM KOMIMOHEHTa AOMKHLI UAEHTUdULUMpoBaTeCa UHTEpdeichl Ans NOACUCTEMBI
aBTOMaTU3MPOBAHHOW CUCTEMbI, KOTOPbIM COOTBETCTBYET KaXKAblA KOMMOHEHT.

ASD_CMP1.4C B npoekTupoBaHUU KOMNOHEHTa AOMKHLI ONUCLIBATLCA UHTepdeichl A NOACUCTEMBI aBTOMa-
TU3NPOBAHHOW CUCTEMEI, KOTOPBIM COOTBETCTBYET KaX bl KOMMNOHEHT, UCXOAA U3 UX HA3HAYEHUS U MeToAa WCNONb3o-
BaHUA.

ASD_CMP.1.5C B npoekTupoBaHUM KOMNOHEHTa AOSKHbI W3naraTbes yHKUMOHaNbHLIE BO3MOXHOCTH Ge3onac-
HocTW, obecneynBaemble KaXAbiM KOMMNOHEHTOM.

ASD_CMP1 6C B npoeKTUpoBaHUN KOMNOHEHTa AOMKHbI UASHTUDULMPOBATLCA XapakTepuUCTUKn 6e3onacHoCTM
KaXKgoro KOMMoHeHTa.

ASD_CMP.1.7C B npoekTupoBaHUn KOMNOHEHTa JOMKHO n3naratbesl To, Kak obecneqnsatotca hyHKUWOHanNbHbIe
BO3MOXHOCTW 6€30MacHOCTW U XapaKTepucTUKU 6e30NacHOCTU KaXKAOro KOMNOHEHTa.

ASD_CMP.1.8C lNpoekTupoBaHWe KOMMNOHEHTOB KaXAoW NOACUCTEMBl JOSMKHO GblTb BHYTPEHHE COMMAcOBaHHLIM.

ASD_CMP.1.9C lMpoeKkTupoBaHUe KOMNOHEHTOB KaXAOW NOACMCTEMBbl AOMKHO o6ecneynTb NOMHY UNNCTpa-
LMo hyHKUMOHanNbHLIX BOZMOXHOCTeH 6e30nacHOCTH, Ha3HaJYeHHbIX 3TOW MoAgcucTeMe, BKYasa cneyuduyeckue ans
LOMEHOB (PYHKLMN.

ASD_CMP1.10C OTpaxeHne npoekTUpoBaHs KOMNOHEHTOB Ha NpOeKTUpoBaHUE NOACUCTEMBI AOMKHO AEMOH-
CTPUpOBaTL Hanu4yme BCEX 3MEMEHTOB NPOEKTUPOBAHUA NOACUCTEMBI B NMPOEKTUPOBAHUN KOMNOHEHTOB.

ASD_CMP1.11C AHanua cornacoBaHHOCTU KpaTkoi cneundpmkayum COO fonxkeH NpoaeMOHCTpUpoBaTh corna-
COBaHHOCTbL NPOEKTUPOBAHUA KOMMOHEHTOB ¢ onucaHnem sHegpeHna ®EC n [1IBC B kpaTkyto cneyudukayuio COO un Bce
KpaTkue cneuudukayumn gomeHos COO.

C.5.5.3.3 OneMeHTbl AeAcTBUI OLUeHLLUKa

ASD_CMP1.1E OueHLWuK fomxeH NogTBEPAUTL COOTBETCTBME NpeAcTaBNeHHON nHgopMauum sceM TpeboBaHm-
AM K COLepXaHuio U NpefCTaBrieHnio CBUAeTeNLCTB.

ASD_CMP.1.2E OueHLMK AOMKEH OnpefennTb COrMacoBaHHOCTL NPOSKTUPOBAHNUA KOMNOHEHTOB C NPOEKTUPO-
BaHWeM nofcucTeMbl U PYHKLMOHaNbHON cneuudukaluein nHTepdeica.

C.5.6 NpeacraeneHune peanusauumn (ASD_IMP)

C.5.6.1 Llenu

Lienbio onucaHma peanusaummn SBnsaeTcsa okasaHe NogaepXKi rnpu oLeHKe KPUTUYECKU BadKHbIX PYHKUMIA aBTo-
MaTU3NPOBAHHOW CUCTEMBI, CO3LaHHbIX NCKIIOYUTENLHO ANA UHTErPUPOBaHUA KOMMOHEHTOB B STY cUCTEMY. KpUTUYecku
BaXHble (PYHKLWUM aBTOMaTU3MPOBAHHOW CUCTEMbI He SBMAKTCA (DYHKLMSAMU, NPUCYLUMMK KOMMOHEHTY KaK YyXXe 3agaH-
Hble UK oleHeHHble. OAHaKO MOXET BO3HUKHYTb HEOOXOAMMOCTL NEpecMOTPa HEKOTOPLIX OL€HEHHBIX YacTel Komno-
HeHTa B KOHTEKCTe OLEeHKU aBTOMaTu3MpoBaHHOW CUCTEMbI BCNEACTBUE cneludndecknx npobnemM, cBA3aHHLIX ¢ KOHMK-
rypauvei unu uHTerpaumein, obHapyxeHHbIX Nepes OLEHKOW aBToOMaTU3MpOBaHHON CUCTEMbI UMW BO BPEMS €€,
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C.5.6.2 3ameyaHusa no npumMeHeHUo

Onucanune peanusaumu (Hanpumep, UCXOAHbBIA TEKCT) He MpeanonaraeTcs NPUMEHSTE LNA BCEX KOMMOHEHTOB
aBTOMaTU3MPOBAHHOW CUCTEMBI, @ TONBKO ANA TeX, KOTOopble KOHPUIYPUPYIOT ApYyrie YacTh CUCTeMbl UMK peanusytoT
KPUTUHECKM BaxkHble YHKLMKN 6e30MacHoCTH, NoAaepKuBatowne 4pyrne KOMNOHeHTHl. 3ajaHnem Ans SToro ceMeicTa
MOryT 6bITb NporpaMmbl UHTErpaLuM UNK BbIXOLHEIE BCMOMOraTeNlbHble MporpaMMbl, CO3LaHHbIe UCKMHOYUTENBHO AMs
aBTOMaTWU3NPOBaHHOW CUCTEMBI.

C.5.6.3 PaHXupoBaHUe KOMMOHEHTOB

[aHHoe ceMeNCcTBO COCTOUT M3 OJHOMO KOMMOHEHTA.

C.5.6.4 ASD_IMP.1 OnucaHue peanusauuu

3asucumoctun: ASD_CMP.1 MNpoekTupoBaHWe KOMMNOHEHTOB.

C.5.6.4.1 GneMeHTbl felcTBUA paspaboTynKa/MHTerpaTopa

ASD_IMP.1D PaspaboTunk/vHterpatop LoKeH obecneunTb onucaHue peanusayuy NPOEKTMPOBaHMS KOMMO-
HEHTOB.

C.5.6.4.2 GnemeHTLI cofepaHus U NpeacTaBneHuss CBUAETENbCTB

ASD_IMP.1.1C B onucaHuu peanusauuin fonxHa ObiTe NpusefeHa NonHas peanusauus NpoeKTUPOBaHUS KOM-
MOHEHTOB, BKITOYas BCe BbINOMHAEMble (YHKLMMU Be30MacHOCTU U XapakTepuCTUKM 6e30nacHoCTH, HasHauYeHHbIe STOMyY
KOMMOHEHTY.

ASD_IMP.1.2C B onucaHuu peanu3ayuu SOMKHbI ObiTb onpefeneHbl BhINONHAEMble yHKLMM GesonacHocTy,
obecneynBaemMble KaxabiM KOMMOHEHTOM, UCXOAA W3 ero KOHKpeTHbIX TpeboBaHWuiA K KOHUrypaLuu.

ASD_IMP.1.3C OnucaHve peanvaauun SOMKHO ObiTb BHYTPEHHE COrMacoBaHHLIM.

C.5.6.4.3 OnemeHTbl [JeNCTBUIA OLiEHLLMKa

ASD_IMP.1.1E OueHLMK JOrKeH NOATBEPAUTL COOTBETCTBUE NpefCTaBNeHHON MHdopMaumn BceM TpeboBaHUAM
K COAEPXaHWto 1 NpejCcTaBrneHnio CBUAETENbCTB.

C.5.7 KoHuenuua 6esonacHocTu chbyHkuuoHuposaHus (ASD_CON)

C.5.7.1 Uenu

HasHaveHuneM koHLenuyuu 6e3onacHocTn PYHKLMOHUPOBaAHUA SBMSETCA OnucaHue NONUTUK, CBOMCTB M XxapakTe-
pucTuk 6e30MacHOCTU aBTOMAaTM3MPOBAHHON CUCTEMbl B TOM BUAE, B KAKOM OHW MPeACTaBAAIOTCH M BHIMOMHAKTCA
B NOAJEPXKKY AEernoBOi onepaTUBHOW [EATENbHOCTU UMK BbINOAHAEMON LeneBon 3afayun, 4YTO NO3BONAET NPOBECTU
aHanus cBuAeTeNnbCTBa apxXUTEKTYPHOro NMpOeKTUpoBaHUA ANA NoATBEPXAEHUSA ocywecTBneHns COO Heobxogumblx
MOSUTUK N CBOMNCTB.

C.5.7.2 3ameuaHuns No NpUMEHEHUIO

OBbI4HO AN oBecneveHuns achheKTUBHOCTU TEXHUMECKUX U OPraHU3aLMOHHbIX Mep 6e30nacHOCTU, peanuayioLux
OBC, npumMeHATCA pasnuyHble MeToabl. B cnyvae ¢ TexHU4eckuMun cpeacrsaMm 6e30MacHOCT YacTo peanuayoT Heob-
XOAUMBIE WHpoKkoMaclLTabHble MEXaHU3Mbl Ha YPOBHE annapaTHbIX CPeACTB (HanpuMep, MexaHW3Mbl yrpaBreHus na-
MSATbIO). B cny4ae opraHusayuoHHbIX Mep 6e30NacHOCTM YacTo NPUMEHRAITCA NpoLeAypHble MeXaHu3Mbl B MacwTabe
opraHusauuu (Hanpumep, pasgeneHne o6asaHHOCTEN).

C.5.7.3 PaHxupoBaHue KOMNOHEHTOB

[aHHoe ceMelcTBO COCTOUT U3 OJHOrO KOMMNOHEHTA.

C.5.7.4 ASD_CON.1 KoHuenuusa 6esonacHocTy onepauuii

3aBucumoctu: ASD_SAD.1 OnucaHune apxuTeKTypsbl.

C.5.7.4.1 OneMeHTHl geilcTBuiA paspaboTunka/MHTerpaTopa

ASD_CON.1.1D Pa3pabotunk/uHTerpatop fosmxeH obecnevnTb JOKYMEHTauMIo KoHuenuun 6e3onacHocTu one-
pauwmii, oxeatbiBatowyyto Bce PBC.

C.5.7.4.2 GnemeHTHl coaepXaHUa U NpeacTaBNeHUa CBUAETENbCTB

ASD_CON.1.1C KoHuenuus 6esonacHocTn onepauuit gormkHa obragatb cTeneHblo AeTanusauuu, conocraBU-
MOIA CO CTENeHbIo AeTanm3aunn onucaHnsa UHTepdeincos, CBOUCTB U MexaHU3MOB 6e30nacHOCTH, NPefyCMOTPEHHLIX B
apXUTEKTYPHOM MPOEKTUPOBAHUN.

ASD_CON.1.2C B gokymMeHTauuio koHUenuun 6e3onacHoCTU onepauuit JOmKHbLI BbiTb BKIIOYEHbl BCE PEXUMBI
paboTbl aBTOMaTU3MPOBaHHON CUCTEMBI (HaNpUMEp, PEXUM apXvBaLKU UNn YXYALLUEHHbIA pexum paboTbl).

ASD_CON.1.3C [JokymeHTaums koHuyenuum GesonacHocTn onepauuii AormkHa ObiTb BHYTPEHHe cornacoBaHHOM.

ASD_CON.1.4C B pokyMmeHTauuu koHuenuuu 6e3onacHocTu onepauuii 4omkHO BbITb ONUCaHO nojaepxaHue
IloMeHOB 6e30MacHOCTU aBTOMaTU3UPOBaHHON CUCTeMbl cnocoboM, cormacylowumest ¢ TpebosaHnamn 6esonacHocTn
CUCTEMBbI.

ASD_CON.1.5C [JokymeHTaums koHuenuum Ge3zonacHoOCTU onepauuit AorpkHa AeMOHCTPUpOBaTL NpefoTBpaLye-
HWe npoLeccoM uHuLuanusaumm SEC obxoga, co3gaHNs MoOMeX UNKU YMBILLNEHHOTO HaHeceHUs yulepba npu yctaHosne-
HWUM hYHKLMIA BbINONHeHUA TpeboBaHuii 6€30NacHOCTU CUCTEMBI.

ASD_CON.1.6C [JokyMeHTauusa koHuenuuu 6e3onacHOCTU onepaunii ONXHA AEMOHCTPUPOBaTb CaMo3alluuTy
OBC oT noMex u danbcnuLnpoBaHus.

ASD_CON.1.7C [okyMeHTauus koHuenuuu 6e3onacHOCTW onepauuin AosmkHa AeMOHCTpUpoBaThL NpeaoTepaLye-
Hue obxofia pyHKUMIA BeINonHeHNUA TpebosaHuii 6e30NacHOCTU CUCTEMBI.

ASD_CON.1.8C [JokyMmeHTauus koHuenuuu GesonacHOCTU onepauui AomMKHa AEMOHCTPUPOBaTL TO, YTO NOTOKM
UHdopMaLuu Mexay AoMeHamu 6e30nacHOCTM aBTOMaTU3UPOBaAHHOW CUCTEMbI U MeXay [AaHHOW aBToOMaTU3NpoBaH-
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HOW CUCTEMOW M BHELUHUMWU aBTOMATU3UPOBaHHBLIMU CUCTEMAMMU He OBXOAST, He CO3[aloT MOMEXW WUIU HE HaHOCAT
ywep6 dyHKUmMiA BbINONHeHNA TpeboBaHWil 6e30NacHOCTU CUCTEMBI.

C.5.7.4.3 OneMeHTbl AENCTBMIA OLIEHLLMKA

ASD_CON.1.1E OueHLMK A0MKEH NOATBEPAUTL COOTBETCTBUE NpefcTaBneHHon nHdopmMaLmm Bcem TpeboBaHu-
AM K COAEPXXaHUIO U NMPeACTaBIEHUIO CBUAETENLCTB.

ASD_CON.1.2E OueHLUMK AormKeH onpefennuTb, ABMAETCA NU apXUTEKTYpHoe NpoeKTUpoBaHue MosiHoi u npa-
BWNbHOW peanusauueid kKoHuenuun HesonacHocTM (pyHKLMOHUPOBAHUS aBTOMaTU3UPOBAHHOA CUCTEMBI B MOAAEPXKKY
BbINONHAEMON LienieBOW 3afayuu.

C.5.8 Bepudmkaumusa npoekrHoi AokymMeHTauum (ASD_GVR)

C.5.8.1 Uenu

Liensio siBNAeTCA AeMOHCTpaLms NpaBUIIbHOCTU NPOEKTHON AOKyMeHTauun no 6e30MacHOCTU rnocrne BHECEHUs
M3MEHEHU B KOMMOHEHTbI CUCTEMBI UMK MX MoAUUKaLIMA.

C.5.8.2 PaHxupoBaHue KOMINOHEHTOB

[aHHOe ceMelCTBO COCTOUT M3 OJHOrO KOMMOHEHTa.

C.5.8.3 ASD_GVR.1NpoBepKa NpoeKTHOW AOKYMEHTaL U1

3aBUCUMOCTHU:

ASD_SAD.1 OnucaHue apxXuTeKTyphl,

ASD_IFS.1 ®dyHKkyMoHanbHaa cneyvdukaums MHTepdgencos,

ASD_SSD.1 lNpoektupoBaHue NogcucTem,

ASD_CMP.1 lNMpoeKTMpoBaHME KOMMOHEHTOB;

ASD_CON.1 KoHuenuusi 6e30nacHOCTU KOMIMOHEHTOB.

C.5.8.3.1 Lenu

HasHaueHneM AaHHOro KOMMOHEHTa ABMNSETCA AeMOHCTpaLyMs Toro, YTo AokyMeHTauua no 6esonacHocTu octaeT-
€l NpaBUILHOW MOCMe BHECEHUS U3MEHEHWIA B KOMMOHEHTBI CUCTEMbBI UM UX MoAUdDUKaLUK.

C.5.8.3.2 3aMeyaHusa no NpuUMeEHeHUo

JaHHbIA KOMMOHEHT B3aUMOAEWCTBYET He TONBLKO C USMEHEHHLIMU UNKU MOAUMDULUPOBaAHHBIMUA YacTAMN aBToOMa-
TU3UPOBaHHOMN CMCTEMBI, HO TaKXe C APYTMMM YacTsMU, KOTOpble MOITIW CTaTb HeAEeNCTBUTENBHBIMU.

C.5.8.3.3 OGneMeHThI AeiicTBuiA pa3paboTunka/MHTerparopa

ASD_GVR.1.1D lNMocne BHECEHUA U3MEHEHMIA NN MOAUMDUKALIMIA B KOMNOHEHTLI CUCTEMBI, €€ KOHUrypauuo nnu
cpeAy aKcnnyartaumun paspaboTunk/MHTErpaTop AosKeH NpoBecTy BEpUUKALMOHHLIN aHanu3 gns NpoBepKU Toro, ocTa-
nack NN NpoekTHaa [OKYMeHTaLus aBToMaTU3MpOBaHHOW CUCTEMbI NPaBUNBLHOW WU COrNacoBaHHOIA.

C.5.8.3.4 GnemeHTbI cogepxaHua U npeacTaBneHns cBUAETENLCTB

ASD_GVR.1.1C lMo kaxgomy NpoeKkTHOMY AOKYMEHTY BepUUKALIMOHHLIA aHanu3 JOMmKeH nokasaTb, He nogBep-
rancs nu AOKYMeHT BO3AeiCcTBUIO 3MEHEHUA U Mogudukaumii unm 6bin nu JormkHbIM 06pa3oM 06HOBMEH AN oTpa-
HKEHUA UIMEHEHUNA UM MoZuduKaLnid.

C.5.8.3.5 OnemeHTbl felCTBUIA OLEeHLMKa

ASD_GVR.1.1E OueHLMK JoMmKeH NOATBEPANTL COOTBETCTBUE NPeACcTaBNeHHON MHdopMaLmu BceM TpeboBaHm-
AM K cofepXXaHuio U NpefCcTaBneHuto CBULETENLCTB.

C.6 Knacc AOC: ynpaBsneHue KoHcurypauuein aBToMaTU3UPOBaHHbIX CUCTEM

C.6.1 BeegeHue

Llenbto ynpaBneHuss KoHUrypaLmeid Bo BpeMs oLeHKn saenseTca obecneveHne JoBepUsi K TOMY, YTO Y OLieHLLMKa
UMeeTcA npaBUnbHas Bepcus BCeX KOMMNOHEHTOB aBTOMaTU3MPOBaHHOW CUCTEMbI ANA APYruxX AeNCTBUNA NO OLEHKe.
CrepoBaTenbHO, 3TO yrpaBneHue NpUMeHUMO K Mepam B npejenax cpefbl pa3paboTku W UHTerpauun, HO He Cpeabl
3Kcnnyartauuu, rae oHa UMeeT oTnu4uA. MNocre passopaynBaHua U UHTErpUpOBaHUS aBTOMAaTU3NPOBaHHOW CUCTEMbI
OLieHeHHasa cucTeMa ynpaBneHus KoHpUrypauuen octaetca B cpefe pa3paboTk W MHTerpayuu.

YnpaeneHne KoHdUrypaLueid MOXET OCYLUEeCTBNATbL KOHTPOMb 3a OLEHEHHBIMWU W HEOLEHEHHBLIMU NPOAYKTaMU
B aBTOMaTU3NPOBaHHLIX CUCTEMAX.

JaHHbIN Knacc obecneynBaeT He cBA3aHHbIe ¢ VT Mepbl, NO3BONSAOLME NepcoHany ynpaenaTe acnektamu 6eso-
NacHOCTW aBTOMAaTU3NPOBAHHOW CUCTEMbI U CBSA3@HHON C Hell KOHMUrypaunen(ammn) B Xoae aKCniyaTauun U KOHTPOIIM-
poBaTb U3MEHEHWUA B aBTOMaTU3UPOBAHHOWR cUCTEMe, cBA3aHHble ¢ Mepamu obecneveHns ee GeaonacHocTu. Ynpaene-
HWe KoHdUrypaLumen 6e30nacHocTv onpefenseT U onuckiBaeT KOMMNOHEHTLI aBTOMaTU3MPOBaHHOW CUCTEMEI, KaK onpe-
feneHo ee KoHduUrypaumein paspaboTku, nobble creumanusnpoBaHHble yHKLMKU MexonepabernbHOCTH, Kak onpege-
NeHo KoHdUrypaLumein MHTerpaLum, a Takke yCTaHOBKM NapaMeTpoB A8 KOHGUrypauum pabodero Lukna KOMMNOHEHTOB,
KaK onpefeneHo aKcnnyaTaLWOHHON KOHUrypaumeid. YnpaeneHne KoHgurypaumeid 6esonacHocTu Takke npegycmar-
pvBaeT Hanu4ue MoUTUK U MPOLEAYp KOHTPOMS 3a U3MEHEHUAMU U UX SPEKTUBHYIO peannsauunio AN KOHTpons 3a
U3MEeHEHUAMN B aBTOMaTU3MPOBaHHOA CUCTEME, BKITHOYasi OrpaHUYeHUs JOCTYNa K KOHTPOSO 38 W3MEHEHWAMM.

CewmelicTBa laHHOro Kracca onpefensioT npouecckl U NpoUeaypkl, NO3BONSALWME NepcoHarny, OTBETCTBEHHOMY
3a 6e30MacHOCTb, ONpeAensTh, U3 Yero COCTOUT KOHgUrypaLns aBToMaTU3MpoBaHHON CUCTEMBI, UTO MO3BOMSET OcyLle-
CTBMSATb NPOCMEXMBaHNE MPoLLeccoB U 06CnyXWBaHWE aBTOMaTU3UPOBAHHOW CUCTEMbI U KaXAOro U3 KPUTUHECKU Bax-
HbIX KOMMOHEHTOB, COCTaBMSAIOLNX CUCTEMY B pasfNYHbIX KOHGUrypauusx. OnpeAeneHus KoHUrypauuu BKIHOYatoT
B cebs npoLeccel paspaboTk1, MHTerpaLum, opraHusaLumn n y4eT HenpeaBuaeHHbIX cuTyauuit. CemeiicTBa 06a3aTenbHO
onpefenalT Mepbl, He cBA3aHHble ¢ VT, 3apjeicTBoBaHHble B obecriedeHun 6esonacHOCTU aBTOMaTU3UPOBaHHOW
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cucteMbl, 1 obecrneynBatoT HeoOXOAMMEBIA KOHTPONb 3a KOHdUrypauueid n cnef ayauta, CBA3AHHbBIA C M3MEHEHUAMU
B AeWcTBUAX No obecnedeHnto 6e30NacHOCTU aBTOMaTU3NPOBaHHON CUCTEMBI.

C.6.2 (AOC_OBM) bazoBas KoHcpurypaumusi aBToMaTu3MpoBaHHON CUCTEMbI

C.6.2.1 Lenu

[aHHoe ceMeiicTBO onpefenseT OLEHEHHYH KOHUrypaLuo aBToMaTU3NPOBaHHOW CUCTEMBl U €8 KOMMOHEHTLI
Ge3onacHoOCTH, a Takke Mepbl, MOCPEACTBOM KOTOPbLIX NMaHbl U NpoLefypsl yrpaBneHWsa koHdurypalvein 6esonacHocT
oTcrnexuBaroT 6a3oByH0 KOHMUIYpaLMIO U KOHTPOMNUPYIOT M3MEHeHUst B 3Tol Gase. [JlaHHOe ceMelcTBO Mo CyLlecTBy OT-
CNEeXUBaET OLeHeHHYIo Basy, yNpaBnsieT eto U OCYLLECTBAET KOHTPOSb 3a Hell. [laHHoe ceMelicTBO onpeaenseT u oTcre-
XKUBAET KaK TeXHUYECKUe, TaK U opraHn3aLlnoHHble Mepbl 6e30MacHOCTH, BbINOSHAOWWE PYHKLUM Ge3onacHoCTU aBTo-
MaTu3MpPOBaHHOW CUCTEMbI, M UX B3auMocBA3M. Basza aBTOMaTW3npoBaHHOW cucTeMbl OGHOBMAETCA MpU KaXgoi mo-
BTOPHOW oLieHKe ANA nony4eHuns caMoi nocnepHei olueHeHHon 6a3abl, Ha KOTopyk ByAYyT cchinaTkes Npu Bcex nocneay-
FOLLMX MOANMDUKALUAX, aHannse BO3LENCTBUSA NN NOBTOPHLIX OL|EHKaXx.

C.6.2.2 PaHXupoBaHUe KOMMOHEHTOB

[aHHoe ceMeWCTBO COCTOUT U3 ABYX KOMMOHEHTOB. KOMMOHEHTLI ceMelcTBa pacnpefensroTcs Ha ocHoBe Noa-
TBEPXAEHUA OMUCaHUS AOKYMEHTaLuMKU U NpoBEPOK B aBTOMaTW3MPOBaHHOW cucTeMe.

C.6.2.3 AOC_OBM.1 BasoBas koHcHUrypauus aBToMaTU3MpoBaHHOW CUCTEMBI

3aBMCMMOCTY: 3aBUCMMOCTM OTCYTCTBYIOT.

C.6.2.3.1 OneMeHTLl AeicTBuiA paspaboTynka/MHTerparopa

AOC_OBM.1.1D Onsa ucxopHoit/camoii nocnefHei OLEHEHHOW cUCTEMbI paspaboTunKk/MHTerpaTop 4OSIKeH uc-
nonb3oBaTb CUCTEMY ynpaBreHus koHdurypaumnen (YK), kotopas HasbiBaeTea «basay.

AOC_OBM.1.2D Cuctema YK gomkHa oTcnexusaTtb U KOHTPONMPOBaTh KaX4oe U3MeHeHue, npeanaraemoe Ans
Ba3skbl 1 BHeCEHHOE B Hee, U COCTOSIHUE €€ OLIEHKM.

AOC_OBM.1.3D Cuctema YK gorxHa coobLiaTh 0 TekyLleil KoHdurypaLumu Bassl aBToMaTU3npoBaHHOW CUCTEMBI.

AOC_OBM.1.4D PaspaboT4nk/mHTerpaTop/Brnageney, CUCTEMbl JOMKEH NPesocTaBsaTe AOKyMeHTauuto no YK
Basbl cucTemsl.

C.6.2.3.2 3neMeHTbl COAEPXaHUA U NpeacTaBneHNs CBULETENLCTB

AOC_OBM.1.1C Cuctema YK gomkHa ofjHo3Ha4Ho onpefenatb Bady COO, kaxaoe cBA3aHHOE C Hell uU3MeHeHue
N COCTOSIHUE ee OLIeHKM.

AOC_OBM.1.2C B nnaHe YK gomkHo nanaratbcs To, Kak noaaepxusaetca basa cucteMbl U Kak oTcrexmuBaloTcs
W ynpaenawTcs u3MeHeHus B base.

C.6.2.3.3 OnemeHTEl JeNCTBUIA OLEHLMKa

ASD_OBM.1.1E OuUeHLUK fJomMKeH NOATBEPAUTL COOTBETCTBUE NpeAcTaBneHHoNn nHdopmMaummn scem TpeboBaHu-
AM K COAEpPXaHUIo N NpefcTaBNeHuto CBUAETENLCTB.

C.6.2.4 ASD_OBM.2 NpoBepka 6a3oBol KOHUTYpaLMm aBTOMaTU3MPOBaHHOW CUCTEMbI

fBnseTca uepapxuyeckoin ansa: AOC_OBM.1 basoBasa KoHdUrypaLmsa aBTOMaTuampoBaHHON CUCTEMBI.

3aBMCMMOCTH: 3aBUCMMOCTH OTCYTCTBYIOT.

C.6.2.4.1 SneMeHTbl AelCTBUIA pa3paboTynka/MHTerpaTtopa

AOC_OBM.2.1D [ns ucxopHoit/camoii nocnefHelh OLEHEHHON cUCTEMBbI pa3paboTunK/MHTErpaTop AOMKEH Uc-
none3oBaTtb cuctemy YK, kotopas HasbiBaeTca «basar.

AOC_OBM.2.2D Cucrema YK fomkHa oTCNeXuWBaTb U KOHTPONUPOBATb KaXAoe U3MEHeHue, npeanaraeMoe ans
Ba3bl 1 BHeCEHHOE B Hee, U COCTOSIHME ee OLIeHKW.

AOC_OBM.2.3D Cuctema YK gomkHa coobLaTh 0 TeKyLel koHdurypaumm basel aBTOMaTusupoBaHHOW CUCTEMBI.

AOC_OBM.2.4D PaspaboTumk/mHTerpatop/snagerew, CUCTEMbI JOIDKEH NPefoCTaBnATb AoKyMeHTauuo no YK
ba3sbl cuctemsl.

C.6.2.4.2 3GneMeHTLl cogepxaHus U NpeacTaBneHnss CBUAETENLCTB

AOC_OBM.2.1C Cucrema YK pgorpkHa ogHo3HadHo onpegensatb basy COO, kaxaoe cBsA3aHHOE C HeW U3MEHeHne
N COCTOSIHUE €€ OLIeHKN.

AOC_OBM.2.2C B nnaHe YK gormkHO usnaraTbCsl TO, Kak nogaepxuBaetcs Basa cucteMbl U Kak oTcrnexvwsaroTes
W ynpaensalTcs U3MeHeHus B base.

C.6.2.4.3 OneMeHTbl AENUCTBMIA OLEHLLMKA

ASD_OBM.2.1E OueHLLMK fJormxeH NoATBEpAUTL COOTBETCTBUE MNpeAcTaBNeHHON UHopMauum Bcem TpeboBaHu-
AM K coaepXaHuio U npefcTaBneHnio CBUETENLCTB.

ASD_OBM.2.1E OueHLMK AOMKEH HE3aBUCMMO MPOBEPATH NOCPEACTBOM OMNPOCOB NepcoHana, Beibopku name-
HEHWIA, ApYrux METOL0B JOCTOBEPHOCTU cucTeMsl YK.

C.6.3 OueHeHHble NpoAyKTbLI KoMmnoHeHToB (AOC_ECP)

C.6.3.1 Uenu

[aHHoe cemelicTBO onpeaAenseT NakeT JOBepus U TpeOOBaHUA K 3KCMIyaTaUMOHHLIM NapaMeTpaM KOMMNOHEHTOB
aBTOMaTU3MPOBAHHOW CUCTEMBI, KOTOpblE COCTaBMneHbl U3 OLeHEeHHbIX NpoAyKToB. MNpu co3gaHun aBTOMaTU3MPOBAHHOA
CUCTEMBI U3 KOMMOHEHTOB, COCTABMEHHbIX U3 MPOAYKTOB, BO3HUKAeT HEOBXOANMOCTb ycTaHoBNeHUs TpebyeMoro foBe-
pusa U3 acnektoB paboT no paspaboTke U UHTerpaumu. Npn MCNoNbL3oBaHWM rOTOBLIX NPOAYKTOB AEATENbHOCTL NO pas-
paboTke cneynansHO AnA asTOMaTUSMPOBaAHHOW CUCTEMBbI He npoBoauTcs. CneaosaTenbHO, AoOBEPUE AOMKHO ObiTb
nony4eHo W3 OLUEHKM NPOoAYKTa U cepTudukaLum, Takoih Kak Hanuyne oduumuansbHoro cepTudukaTta, NoaTBEPXKAaAtOLEro
cepTudpmnkayuio npoaykra, Hanpumep, B EAL4, kak onpefeneHo B ctaHfiaptax cepuu UCO/M3K 15408.
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C.6.3.2 PaHXupoBaHUe KOMMOHEHTOB

HaHHoe ceMeiicTBO COCTOUT U3 ABYX KOMMNOHEHTOB. KOMMOHEHTL CEMEWCTBa pacnpefensaoTca Ha OCHOBE Noj-
TBEPXAEHUA ONUCaHWSA AOKYMEHTaLMKU U NPOBEPOK B aBTOMAaTU3NpPOBaAHHOW cUCTEME.

C.6.3.3 AOC_ECP.1 OueHeHHble NpoAYKTbl KOMIMOHEHTOB

3aBucumoctn: AOC_OBM.1 KoHdurypauus 6a3bl aBTOMaTu3sMpoBaHHOW CUCTEMBI

C.6.3.3.1 OneMeHTLl AeilcTBMiA paspaboTunka/MHTerpaTopa

AOC_ECP1.1D Pa3paboTunk/uHTerpatop AOMKeH ONPeAensTb OLEHEHHbIE NaKeTbl 40BEPUS AN NPOAYKTOB KOM-
MOHEHTOB MNWU AoMeHOB 6e30nNacHOCTH, cofepXallux Takue npoayKrhl.

AOC_ECP1.2D Pa3spaboTunk/uHTerpatop AOMKEH ycTaHaBnMBaTb SKCNNyaTalUMOHHbIe MapamMeTphbl AN KaXjoro
npofykra KOMMNOHEHTOB.

C.6.3.3.2 OGnemeHTbl cogepXaHus U NpefcTaBieHUss CBUAETENLCTB

AOC_ECP1.1C B nnaHe YK foOrmKHbI ONUCLIBaATLCS OLEHEHHBIE MakeThl AoBepusa ANSA NPOoAyKTOB KOMMOHEHTOB
Unn fomeHoB 6e30NacHOCTH, coAepXalyux Takue NPoAYKTbI.

AOC_ECP.1.2C JdonxHbl 66T onpefeneHbl OTYET O pe3ynbratax OUEHKW UNW yBegoMSMEHUE O He3aBMCUMOM
cepTudukauyun u 3b AnNA OUeHEeHHbIX NPOAYKTOB.

AOC_ECP.1.3C B nnaHe YK pomxHbl 6bITb yKa3daHbl aKCnyyaTalUMoOHHble NapaMeTpbl ANA Kaxaoro npoaykra
KOMMOHEHTA.

C.6.3.3.3 OnemeHTbl JENUCTBMIA OLiEHLLMKa

ASD_ECP.1.1E OueHLWMK AOMKEH NOATBEPAUTL COOTBETCTBUE MpeACTaBNeHHONW UHdopMauun BceM TpeboBaHu-
SIM K COflepXaHUio U NPeACTaBIEHUIO CBUAETENLCTB.

C.6.3.4 AOC_ECP.2 NpoBepkKa oLleHEHHbIX NPOAYKTOB KOMIMNOHEHTOB

Asnsietca nepapxudeckum ana: AOC_ECP.1 OueHeHHble NpoAyKTbl KOMNOHEHTOB.

3asucumoctu: AOC_OBM.1 KoHdurypauus 6a3sl aBTOMaTU3MPOBAHHOW CUCTEMBI.

C.6.3.4.1 OneMeHTbl AeWCTBUIA pa3paboTumka/MHTErpaTopa

ASD_ECP2.1D Pa3paboTumnk/uHTerpatop JOMKeH onpeAensTs OLeHeHHble NakeTbl AoBEPUSA ANA NPOAYKTOB KOM-
MOHEHTOB MMM AoMeHoB 6e3onacHOCTU, coepKalyux Takue npoayKrbl.

AOC_ECP2.2D PaspaboTuuk/uHTerpatop AOMKEH yCTaHaBNWBaTb JKCMnyaTauuoHHbIe NapaMeTpbl ANA KaXgoro
npoAyKra KOMMOHEHTOB.

C.6.3.4.2 BneMeHTLl coaepxaHusa U npefcraBrieHUsi CBULETENLCTB

AOC_ECP2.1C B nnaHe YK gomxHbl 6bITb yKasaHbl OLEHEHHbIe NakeTbl 4OBEPUS ANA NPOAYKTOB KOMMNOHEHTOB
unn gomMeHoB 6e30MacHOCTH, CofepXallnX Takue MPOAYKTHI.

AOC_ECP2.2C. JomkHbl BbITb onpeaeneHsl 0THET O pesynsTatax OUEHKUW UMW yBefoMIleHWe O He3aBUCUMOM
cepTudukaumu n 3b Ans oLeHeHHbIX NMPOAYKTOB.

AOC_ECP2.3C B nnaHe YK pomxHel 6bITb YKasaHbl 3KCNfyaTalMOHHbIE NapaMeTpbl AMNs Kaxaoro npoaykra
KOMMOHEHTa.

C.6.3.4.3 OnemeHTbl JeNCTBUIA OLEHLLMKa

ASD_ECP2.1E OueHLUK JOMKEH NOATBEPANTE COOTBETCTBME NpeAcTaBneHHol MHdopMauumn Bcem TpeboBaHU-
AM K coepXXaHuto 1 npefcTaBneHnto CBULETENLCTB.

ASD_ECP2.2E OueHLWUK JOMKeH NOATBEPAUTL COOTBETCTBUE YCIOBUWA 3KCMyaTauum, U3NOXEHHLIX B OTYETE O
pesynbraTax OLEeHKW Unu OTYeTe O He3aBUCUMOI cepTudukaLumn, TpeboBaHUAM Cpeabl aKCnnyaTauuu aBTOMaTUu3npo-
BaHHOW CUCTEMBI.

C.6.4 CoorBetcTBMe [13 (AOC_PPC)

C.6.4.1 Llenu

HaHHoe ceMmelicTBO onpefenseT TpeboBaHUA AOBEPUS K COMNIACOBaHWUIO C KOHKpeTHbIM 3. MpefbaBnaemMbim
CBUAETENLCTBOM ABMAETCH yBEAOMIEeH!e 0 cepTuduKaLmun, Bkodan npuemnemoe 3b6. B cpege akcnnyaTtayum npogyk-
Tbl KOMMOHEHTOB MOTYT UMETb cneLudu4eckne napameTpel. Takue napaMeTpbl AOMMKHbI ObITb YETKO ornpeaeneHs.

C.6.4.2 PaHXupoBaHue KOMMOHEHTOB

[aHHoe ceMelCTBO COCTOUT U3 ABYX KOMMOHEHTOB. KOMMNOHEHTLI CeMeNCcTBa pacnpefenstoTca Ha OcHoBe Nojg-
TBEPXAEHUA ONUcaHWs AOKYMEHTaLUU U NPpOBEpPOK aBTOMaTU3UPOBAHHON CUCTEMbI.

C.6.4.3 AOC_PPC.1 CornacoBanue c N3

3asucumoctu: AOC_OBM.1 KoHdurypauus 6asbl aBTOMaTU3IUPOBAHHON cucTeMbI.

C.6.4.3.1 GnemeHTLl AeiicTBuiA paspaboTunka/MHTerparopa

AOC_PPC.1.1D PaspaboTunk/mHTerpatop AomkeH 0603Ha4uTb M3 ANsS NpoyKroB KOMMNOHEHTOB, C KOTOPLIMM
OHW AOMXHbI GbITb COrMacoBaHsbl.

AOC_PPC.1.2D Pa3paboT4nk/MHTerpaTop AOSMKeH yCTaHaBMNMBaTb SKCMyaTaLMoHHbIEe napamMeTpbl Afs Kaxaoro
npoAyKTa KOMMOHEHTa.

ASD_ECP.2.1E OueHLUMK AOMKEH NOATBEPAUTL COOTBETCTBUE MpefcTaBNeHHOW UHdopmauun Bcem TpebosaHu-
AM K CofepXXaHUio U NpefcTaBneHnto CBULETENLCTB.

C.6.4.3.2 BnemeHTbl cogepxaHua U npeacTaBneHns CBUAETENLCTB

AOC_PPC.1.1C B nnaHe YK pomxHbl 6biTe onpeaeneHsl M3 Ans npogykToB KOMMOHEHTOB, C KOTOPbLIMUA OHM
JOMMKHBI ObITh COrnacoBaHsbl.
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AOC_PPC.1.2C [omkHbl 6bITb onpeAeneHbl OTYET O pe3ynbratax OUeHKW WNW YBeAOMIIeHUWE O He3aBUCUMOM
cepTudukauum n 3b AN oUeHeHHbIX NPOAYKTOB.

AOC_PPC.1.3C B nnaHe YK aomxHbl 6bITb onpefeneHsbl akcnnyaTaluoHHble NapaMeTphl Arsi KaX40ro npogykra
KOMMOHEHTOB.

C.6.4.3.3 OnemeHTbl AeACTBUIA OLIEHLUMKa

ASD_PPC.1.1E OueHLUMK A0MmKeH NoATBEpAUTL COOTBETCTBUE NPeACcTaBNeHHON nHdopMaLmn BceM TpeboBaHu-
SIM K COflepXKaHUIo U NMPefCTaBeHUI0 CBUAETENLCTB.

C.6.4.4 AOC_PPC CornacoBaHue c npoBepkoii 13

fBnseTtca nepapxudeckum ans: AOC_PPC.1. cornacoBaHue c 3.

3aBucumoctu: AOC_OBM.1 KoHdurypauusa 6a3sl aBTOMaTrusMpoBaHHOW CUCTEMBI.

C.6.4.4.1 OneMeHTbl AeACTBMIA paspaboTunka/MHTErpaTopa

AOC_PPC.2.1D Pa3spabotunk/uHterpatop gomkeH o6o3HaunTb M3 gna npoaykToB KOMMNOHEHTOB, C KOTOPLIMM
OHUW JONMXKHBI 6bITL cornacoBaHbl.

AOC_PPC.2.2D Pa3paboTtunk/mHTerpaTop AOIMKEH yCTaHABMMBATbL SKCMyaTaUWMOHHbIe NapaMeTpbl AN KaXaoro
npoAykTa KOMMOHEHTa.

C.6.4.4.2 OnemeHTbl cogepxaHus U NpeAcTaBlieHUsl CBUAETENLCTB

AOC_PPC.2.1C B nnaHe YK pornxHbl 6biTb onpefeneHsl M3 Ana npogyKToB KOMMOHEHTOB, C KOTOPLIMU OHM
AOMKHBLI GbITb cornacoBaHbl.

AOC_PPC.2.2C JomxHbl 6bITb onpeAerneHbl OTYET O pesyrnbraTtax OUeHKU UnW yBefOMIeHWEe O He3aBUCUMOM
cepTudukaunn u 36 AnNA oUeHEeHHbIX NPOAYKTOB.

AOC_PPC.2.3C B nnaHe YK pgormxHbl ObITb onpegeneHsl akcniyaTauuoHHble NapaMeTphl As KaX4oro npogykra
KOMNOHEHTOB.

C.6.4.4.3 OnemeHTbl AeNUCTBMIA OLEHLLMKA

ASD_PPC.2.1E OueHLWuK AOIMKEH NOATBEPANTL COOTBETCTBUE NpeAcTaBnNeHHOW UHdopmaLum Bcem TpeboBaHu-
M K COAepXaHWUIo U NPeACTaBIeHNIO CBUAETENLCTB.

ASD_PPC.2.2E OueHwWuK AomKeH NOATBEpAUTL COOTBETCTBUE YCNOBUIA 3KCNNyaTaUumM, U3NOXEHHbIX B OTYeTE O
pesyneTaTax OLUEHKW UMW OTYETE O He3aBUCUMON cepTudUKaLun, TpebosaHWUSM cpeabl KcniyaTauuu aBTOMaTU3UPO-
BaHHOW CUCTeMBI.

C.6.5 HeoueHeHHble npoAyKTbl koMnoHeHToB (AOC_NCP)

C.6.5.1 Llenu

CeMeiicTBO onuckIBaeT NakeT AoBepUs U TpeboBaHMA K onepaTUBHLIM NapamMeTpaM KOMMOHEHTOB aBTOMaTU3W-
pOBaHHOW CUCTEMEI, COCTaBNEHHbLIX U3 HeoLieHeHHbIX NpoaykToB. [pn co3gaHMM aBTOMaTU3UPOBaHHOW CUCTEMbI U3
KOMMOHEHTOB CyLLecTBYeT HeobX04MMOCTL onpeaeneHns TpebyeMoro JoBepus U3 acnekTos AeUCTBUIN NO pa3paboTke u
WHTerpauuu. Ons Takvx NpoAyKTOB, Kak nporpaMMbl ANs KOMMEPYECKOro MpUMeHeHus, paspaboTaHHbIX cneyuansHo
ANA aBTOMaTM3MPOBAHHOW CUCTEMBI, B XoAe pa3paboTkn pa3paboTynk NpoAykTa MOXET co3faBaTb CBUAETENLCTBO
[loBepUs, aHanorn4Hoe cBUAETENbCTBY, TpebyemMoMy AN OLEHKU NpoayKTa.

B cpepe skcnnyaTauun KOMMOHEHTHI, COCTOSALLUME M3 NPOAYKTOB, MOryT UMEeTb cneuudunyeckne napametpsl. lMo-
Lo6Hble MapameTpbl JOSDKHEI ObITb YeTKO onpefeneHsbl.

C.6.5.2 PaHxnpoBaH1e KOMMNOHEHTOB

[aHHoe ceMeiCTBO COCTOUT U3 ABYX KOMMOHEHTOB. KOMMOHEHTLI ceMelcTBa pacnpefenstoTcsa Ha OcCHOBE Moj-
TBEPXAEHUSA OMUCaHWUA JOKYMEHTaLun U NpoBepKM aBTOMaTW3WPOBaHHOW CUCTEMBI.

C.6.5.3 AOC_NCP.1 HeoueHeHHbIe NpoayKT bl KOMINOHEHTOB

3asucumocTtn: AOC_OBM.1 KoHdurypaumsa 6a3sl aBToMaTU3MPOBaHHOW CUCTEMBI.

C.6.5.3.1 GneMmeHTbl aeicTBUiA pa3paboTynka/MHTerparopa

AOC_NCP.1.1D PaspaboTunk/mHTerpatop/BnageneL, cuctemMsl JOIKeH onpeaenaTb HeobxoguMble NakeThl JoBe-
pvsa ANS NPOAYKTOB KOMMOHEHTOB Unu AoMeHoB 6e30nacHoCTM, cofepxallux nofobHble NpoayKTbl.

AOC_NCP.1.2D PaspaboTunk/mHTerpatop/oneparop CUCTEMbI AOMMKEH yCTaHABMMBATL SKCMIyaTaluoHHbIe napa-
MeTpbl ANA KaXZOoro Npofgykra KOMMOHeHTa.

C.6.5.3.2 3nemMeHTbl CoAepXaHWa U NpeacTaBneHNs CBULETENLCTB

AOC_NCP.1.1C B nnaHe YK foOmKHbl ONUCLIBATLCA OL|GHEHHbIe NakeTbl JoBepus ANSA MPOAYKTOB KOMMOHEHTOB
Unn gomMeHos 6e30mnacHOCTH, CofepXalluxX Takue NpoAyKTbl.

AOC_NCP1.2C B nnaHe YK gomxHbl ObiTb onpeAeneHsl aKkcnnyaralMoHHble napameTpbl AnA KaXgoro Npogykra
KOMMOHEHTOB.

C.6.5.3.3 OnemeHTbl feNCTBUIA OLeHLmMKa

AOC_NCP.1.1E OueHLWWK [OMKEH NOATBEPAUTL COOTBETCTBUE NPefCTaBneHHon nHdopMaummn Bcem TpebosaHu-
AM K cofjepxaHuto U npefcTaBneHnto CBUETeNbLCTB.

C.6.5.4 AOC_NCP.2 NpoBepka HeoLleHEHHbIX NPOAYKTOB KOMMNOHEHTOB

Aensetca nepapxudeckum ans: AOC_NCP.1 HeoueHeHHble NPOoAYKTbl KOMMOHEHTOB.

3asucumocTtn: AOC_OBM.1 KoHdurypaumsa 6a3sl aBToMaTrnsnpoBaHHONW CUCTEMBI.

C.6.5.4.1 GneMmeHTbl aeiicTBUIA paspaboTynka/MHTerpaTopa

AOC_NCP.2.1D PaspaboTunk/mHTerpaTop/BnageneL, cucTemMbl JOIKEH onpefenaTb HeodxoguMble NakeThl JoBe-
pvsa ANs NPOAYKTOB KOMMOHEHTOB UnK AoMeHoB 6e30nacHoCTM, cofepxallnx nofobHble NpoayKTbl.
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AOC_NCP.2.2D PaspaboTunk/mHTerpatop/oneparop CUCTEMbl AOMMKEH yCTaHaBNMBaTb IKCNIlyaTalMoHHbIe napa-
METpbl ANA KaXA0ro Npofykra KOMMOHEHTa.

C.6.5.4.2 GnemeHTbl cofepXaHusi U NpeAcTaBnNeHnsa CBUAETENLCTB

AOC_NCP.2.1C B nnaHe YK A0fmKHbl OMUCLIBATLCA OUEHEHHbIe MakeTbl JoBepUust ANA NPOAYKTOB KOMMOHEHTOB
Unn foMeHoB 6e3onacHOCTK, cofepxallux Takue NpoayKThl.

AOC_NCP2.2C B nnaHe YK fonxHbl ObiTb onpeaeneHsl akcnnyaTauyuoHHble napameTpbl Ana Kax[oro NpoAykra
KOMMOHEHTOB.

C.6.5.4.3 OnemeHTbl JENCTBUIA OLEHLLMKa

AOC_NCP.2.1E OueHLMK foMmKeH NOATBEPAUTL COOTBETCTBUE NpeACTaBNeHHON UHdopMauun Bcem TpeboBaHm-
AM K cojepXXaHuto W NpefCcTaBleHUo CBUAETENLCTB.

AOC_NCP.2.2E OueHLMK A0MmKEH NMPOBECTM OLEHKY U NOATBEPAUTL, YTO NPOAYKTHI COOTBETCTBYIOT TpebyeMbim
naketTam AOBEPUSA B cpefe SKCrryaTaluu aBTOMaTU3sMpOBaHHOW CUCTEMBI.

C.7 Knacc AOT: TecTupoBaHHe aBTOMaTU3UPOBaHHbIX CUCTEM

C.7.1 BBegeHue

HasHayeHMeM AaHHOro Krnacca siBMsieTca npoBepka COOTBETCTBUSA KOMMNOHEHTOB aBTOMATU3UPOBAHHON CUCTEMBI,
YCTaHOBMEHHbIX, UHTErPUPOBAHHBLIX U KOHPUIYPUPOBAHHBLIX B COOTBETCTBUMN C apXUTEKTYPON N CBUAETENLCTBOM KOHDUry-
paLnn aBTOMaTU3MPOBaHHOW cucTeMbl, pyHKLUMOHanNbHEIM TpeboBaHuaM 6e3zonacHocTu, onpeaenerHeiM B 3BC, 1 ad-
PEKTMBHOCTW BEINOMHEHUST KOHLENLmMn 6e3onacHocT YHKUUOHUPOBaHWUSA aBTOMATU3UPOBAHHON CUCTEMBI. APXUTEKTY-
pa, UHTerpaums 1 NpoeKTHasa oKyMeHTaLusi aBTOMaTU3MPOBaHHOW CUCTEMBI COAESICTBYIOT B NNAHNPOBaHUW W NpoBefe-
HWK UCNbITaHWii. 3To cogelcTBUe onpegensieTcs Tem, 4To PBEC 6binu ckoHUrypUpoBaHbl B COOTBETCTBUU CO cneundm-
KaLueil KoHUrypaLum, ncnbiTaHbl B OTHOLLEHUN K COOTBETCTBYIOLLEN apXUTEKTYpe U CBUAETENLCTBY NpoeKTa npu NOMo-
LM BbIBOPKM UCMbITAHWI pa3paboTyuKka/MHTerpaTopa U He3aBUCMMOro UCMbITaHUA NoAarpynnbl (NogmHoxecTBa) OBC.

C.7.2 dyHKuMOHanbHOe TeCTUpOBaHUe aBTOMaTU3upoBaHHOMN cuctembl (AOT_FUN)

C.7.2.1 Uenu

HasHaueHMeM 4aHHOro KOMMOHEHTa ABMAETCA AEMOHCTpaUUs pa3paboTUMKOM J0SMKHOMO BLIMOSTHEHUS BCeX (DyHK-
Lunit 6esonacHocTU. PaspaboTuunk TpebyeTcs Takke ANA NpoBeAEHUA TeCTUpoBaHUs U obecnevyeHnst TECTOBOW OKYMEH-
Tayuu.

Mpu yHKLUMOHANBEHOM TECTUPOBaHUW, NPOBOAUMOM pa3paboTyMKOM W/UMM MHTErpaTopoM, yCTaHaBnuBaeTcsi
Hanudne y ®BEC cBoiicTB, HeoOXoAUMbBIX AN yAOBNETBOPEHUS pyHKUMOHanNbHLIX TpeboBaHuit ee M3/36. MogobHoe
dyHKUMOHanbEHOe TecTUpoBaHue obecnevnBaeT gosepue k Tomy, 4To OEC COOTBETCTBYET, MO KpakHel Mepe, YHKLMO-
HanbHbIM TpeboBaHuam GesonacHocTh, xoTd PEC He MOXeT ycTaHoBUTbL, YTo PEC He aenaeT Gonee Toro, YTo GbiNo
ycTaHoBrneHo AndA Hee. CemeiicTBO «DYHKLUUOHANbHbIE TECThI» CPOKYCUPOBaAHO Ha Tune Unu obbeme AOKYMEHTaLUM
UIn Ha HeoBXOJUMBIX MHCTPYMEHTaNbHbLIX CpeAcTBax NOAAEPXKKU, a TalKe Ha TOM, YTO A0MKHO GbITb BBIABNEHO Nocpesa-
CTBOM TeCTUpOBaHWsA paspaboTyuka. OyHKLWOHANbHOE TECTUPOBaHWE He OrpaHWYMBAETCA MNOMOXUTENbLHBIM 3aKniode-
HWeM o npefocTaBneHnn TpebyeMbixX PYHKLMA 6e30MacHOCTH, a MOXET Takke BKNoYaTh B ce6a HeraTUBHOE TecTUpoBa-
HWe ANA NPOBEpPKW OTCYTCTBUSA OMNpPEAErieHHOro HexernaTenbHOro noBeAeHNUs (YacTo OCHOBaHHOe Ha MHBepcuM (PyHKLK-
OHarnbHbIX TpeboBaHui).

CemelicTBO criocobeTByeT o6ecneveHnto JoBEPUS K TOMY, UTO BEPOSATHOCTb HeOBHapyXXeHHbIX JedeKToB OTHOCK-
TenbHO Mana.

CewmeiictBa AOT_COV, AOT_DPT n AOT_FUN wncnonb3ytoTcs B KOMOWHaLUUK Ans onpeferneHns CBUAETENbLCTBa
TeCTUPOBaHUSA, NpefCcTaBnNAemMoro pas3paboTyMkom u/unu uHTerpaTopoM. HeazaBncumoe dyHKUMOHANBLHOE TECTUpPOBa-
HWe, NPoBOAMMOE OLeHLUKOM, onpedenseTtca ceMmeiictBoM AOT_IND.

C.7.2.2 PaHXupoBaHUe KOMMOHEHTOB

[aHHOoe ceMeiicTBO COCTOUT U3 OAHOIO KOMMOHEHTa.

C.7.2.3 3aMevyaHusA No NpUMeHeHuto

MpeanonaraeTcs, 4YTO B Npoueaypax NpoBefeHNa TECTOB MPeAYCMOTPEHbI MHCTPYKLMM TECTOBLIX NMporpaMm M
TECTOBBIX KOMMIEKCOB, BKIOYas TECTOBYHO CPeAY, YCIIOBUSA TECTOB, NapaMeTpbl U 3HAYEeHWS TECTOBLIX JaHHbIX. TecToBble
npoLeaypbl JOMKHEI Takke 4eMOHCTPUPOBaTL MONyYeHne pesynsTaToB TECTUPOBaHUSA U3 BXOAHLIX JaHHbIX TECTOB.

[aHHoe cemelicTBO ycTaHaBnMBaeT TpeboBaHUA K NPeACTaBNEHNIO BCEX NMAHOB, NPOLEAYP U pe3ynbTaToB TECTOB.
KonunyecTtso uHdopmauun, npefjHasHa4yeHHoW ANs NpoBefeHUs TeCTUPOBaHUS, U3MEHSAETCA B COOTBETCTBUU C UCTIONb-
30BaHueM cemeincts AOT_COV u AOT_DPT.

3aBNUCUMOCTM YNopsfoYeHNs ABNAKOTCA 3HAYMMbIMIK, KOFAa YCMEeLLHoe BbINOSIHEHWE ONpefAeneHHoro TecTa 3aBu-
CUT OT HanW4us onpefeneHHoro CoCTOAHUSA Apyroro Tecta. Hamnpumep, MoxeT noTpeboBaThLCS BLINOMHEHUE TecTa A
HenocpefCcTBEHHO neped TecToM B, mockonbky coCTOsHME YCMELLHOro BLINOSHEHWsI TecTa A ABNAETCA NPeAnockINKoi
yCMNeLIHoro BbiNoSHeHWs TecTa B, cnegosarenbHo, cOoil Bo BpeMs TecTa B mMoxeT GbITb cBsi3aH ¢ NpobnemMoi, kacato-
Lernca 3aBUCUMOCTEN yrnopsiiodeHuns. B BrlllenpuBeAeHHOM NpuMepe oTka3 Tecta B Mor ObiTb pe3ynsTaToM BhIMOSHe-
Hus TecTa C (a He TecTa A) HenocpeCTBEHHO nepef HUM, unu cBoli B TecTe B Mor 6bITb cBA3aH co c6oeM B TecTe A.

C.7.2.4 AOT_FUN ®yHKUMOHanbHoe TeCTUpoBaHue

3aBMCUMOCTU: 3aBUCMMOCTMN OTCYTCTBYIOT.

C.7.2.4.1 GneMeHTbl AeNCTBUI paspaboTunka/mHTerpaTopa

AOT_FUN.1.1D PaspaboTynk/vHTerpatop gomxeH TecTupoatb ®EC M JOKYMEHTUPOBaTb pesynkraThl.

AOT_FUN.1.2D Pa3paboTunk/uHTerpaTop AormKeH obecrneymaTts TECTOBYIO AOKYMEHTaLMIO.
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AOT_FUN.1.3D PaspaboTunk/mHTerpatop AomkeH obecneynsaTtb aHanua ypoBHA feTanu3ayium v KOMMNEKCHOro
TecTupoBaHUA Mep obecneveHna 6e3onacHOCTH.

C.7.2.4.2 GnemeHTbl coaepXaHnWa U NpeAcTaBleHns CBUAETENbCTB

AOT_FUN.1.1C TecToBas AOKyMeHTaLMsA [OMKHa COCTOATL M3 MMaHOB TECTOB, OMUCAHUA TECTOBLIX Npoueayp,
npeanonaraemMslX N hakTUHECKMX pe3ynsraToB TECTOB.

AOT_FUN.1.2C AHanua npoBepku Mep obecrnedeHns 6e30macHOCTU JOMXEH 4EMOHCTPUPOBaTL abCconioTHoe
COOTBETCTBUE MeXAy MepaMu obecnedeHnsa 6esonacHocTu, onpegeneHHbiMu B 36, 1 TecTamu, U3NOXeHHbIMU B TECTO-
BO AOKYMeHTaLuu.

AOT_FUN.1.3C B nnaHax TecToB JoImKHbI ObITb onpefeneHel dyHKUuMn 6e3onacHOCTH, MpefHa3Ha4YeHHbIe ANA
TECTUPOBAHUSA, N U3NOXEHa LieNb TeCToB, NpefHasHa4YeHHbIX AN BbINOMHEHNS.

AOT_FUN.1.4C B onucaHusx TecToBbIX MpoLeayp AOMKHbl BbiTh onpefeneHbl TECThl, NpefHasHavYeHHble AnA
BbIMOSTHEHUS, U U3NOXEHbI CLEHapWUN TECTUPOBaHWUA Kaxaoh dyHKUMKU 6e3onacHOCTU. 3TU cueHapun AOMKHLI BKNO-
YaTb B cebs BCE 3aBMCUMOCTM YNOPSLOYEHNS MO pesynsTaTaM ApYrux TECTOB.

AOT_FUN.1.5C B npeanonaraemMblx peaynsratax TeCTOB [OMKHbI ObITb OTpaXeHbl OXuAaeMble BbIXOAHLIE AaH-
Hble Nocne yCcneLHoro BhINONHEHUS] TECTOB.

AOT_FUN.1.6C PeaynsraThl TECTOB, BLINOMHEHHBIX pa3paboT4nKoM/MHTErpaTopoM, AOMKHLI AEeMOHCTpUpoBaTh
3afjaHHoe MnoBefeHue Kax4oW TecTupyemoi pyHKUMKn BesonacHocTu.

AOT_FUN.1.7C TecToBas AoKyMeHTaLua AOMKHA BKIOYaTb B ceba aHanm3 3aBUCUMOCTEN YNOpAAOYEHUs TecTo-
BbIX MpoLeayp.

C.7.2.4.3 OGneMeHTbl AeiCTBUN OLEHLLMKA

AOC_FUN 1.1E OueHLMK AOMmKEH NOLTBEPAUTL COOTBETCTBUE NpeAcTaBrieHHoN nHgopMalmmn Bcem TpeboBaHu-
AIM K COepXaHuio N NpefcTaBneHnto CBULETENLCTB.

C.7.3 MNokpbITUe TECTaMN aBTOMaTU3MpPOBaHHOW cuctembl (AOT_COV)

C.7.3.1 Uenu

[aHHoe ceMeificTBO paccMaTpvBaeT acnekTbl TECTUPOBAHUS, CBA3AHHbIE C NOSIHOTON MOKPLITUS TecTamu. To ecTb,
OHO paccmaTtpuBaeT cTeneHb TecTupoBaHua OBC M [OCTATOYHOCTL 3TON CTeneHW AN AeMoHcTpauumn pabotsl OBEC
3afjaHHbelM 06pasom.

C.7.3.2 PaHXupoBaHUe KOMMNOHEHTOB

[aHHOe ceMelCTBO COCTOMUT U3 iBYX KOMMOHEHTOB. 3TN KOMNOHEHThLI pacnpefensoTca Ha OCHOBE BO3pacTatoLen
CTPOrocTU UCMbITaHUS UHTepdeiicoB 1 Bo3pacTaloleid CTPOrocTu aHanusa AOCTaTOMHOCTU TECTOB ANA AEMOHCTpauun
dencteus OBC B cOOTBETCTBUM C PYHKUMOHAmNbHOW crneuyndukayuen ee uHtepdeiica.

C.7.3.3 AOT_COV.1 CBuaeTenbCTBO NOKPLITUA TECTaMKN

3aBucumMocTu:

ASD_IFS.1 ®yHKUMOHankHaa cneuudukaums uHtepdeiica;

AOT_FUN.1 ®yHKLMOHaNbHOE TecTUpoBaHUe.

C.7.3.3.1 Uenu

HasHayeHMeM AaHHOro KOMNOHEHTa ABNAETCA ycTaHoBNeHUe dakTa, Uto OBC 6bina TecTUpoBaHa Mo OTHOLLEHMUIO
K dOyHKLMOHanbHOW cneyudukaummn uitepdeiica cucteMaTudeckum obpasom. 3To JoCTUraeTcsl NOCPEACTBOM U3yYeHUsA
aHanusa cooTBETCTBWSA, NPOBEAEHHOrO pa3paboTiynkom W/WNKU MHTErpaTopoM.

C.7.3.3.2 3amMe4aHnsa No NpUMEHEHUI0

B To BpeMsa kak Lienbio TecTupoBaHus aBnsaeTcea nokpbitue OBC, TpeboBaHne no npegocTaBrnexuio Yero-nubo Ans
MPOBEPKN ITOrO YTBEPXAEHUA, KpoMe HedopManbHOro oTobpaxeHUs TECTOB B (DYHKLMOHANLHON cneunudukaLmn uH-
Tepdeiica U camnux UCMbITATENbHBIX faHHBIX, OTCYTCTBYET.

Ans aaHHOro KomnoHeHTa TpebyeTcA pa3paboTink/MHTErpaTop ANs AeMOHCTpaLum Toro, YTo UAEHTUULMPOBaH-
Hble TeCTbl BKNIOYAOT B ceba TecTupoBaHue Bcex BUAUMBIX yHKLMIA Ge3onacHoCTH, Kak onucaHo B (yHKLMOHANLHOM
cneyndukauun nHTepdeiica. AHann3 AomKeH He TOMBbKO NokasbiBaTb COOTBETCTBUE MeXAY TecTaMu U pyHKUnAMU
BesonacHOCTH, HO Takxke obecneunsaTh OLiEHLLMKA UHGOPMaLMER, AOCTaTOUHOW ANSA onpeaeneHns cnocoba BeINONHe-
HUA pyHKUMA. [laHHasa uHdopmayua MOXeT NPUMEHATLCA B MaHUpPOBaHWUKU AOMNOMHUTENbHLIX TECTOB OLeHLuMKa. XoTa
Ha 3TOM ypoBHe pa3paboTuuKy/MHTerpaTopy NpUXOAUTCA AEMOHCTPUPOBATD, YTO Kaxaas U3 yHKUUA B hyHKUMOHANb-
Hoii cneundukaLyum uHTepdeiica bbina TecTupoBaHa, 06beM TeCTUPOBaHUS He 06a3aTeNbHO AoMKeH BbiTb UcHepnbiBa-
OLLIUM.

C.7.3.3.3 BneMeHTbl AeWCTBUIA pa3paboTynka/MHTerpaTopa

AOT_COV.1.1D Pa3pabotunk/uHTerpatop AonmkeH obecneumBatb aHanu3 NoKpbITUS TeCTaMu.

C.7.3.3.4 OnemeHTbl coaepXaHUA 1 NpeacTaBNeHUs CBUAETENbLCTB

AOT_COV.1.1C AHanu3 noKpbITUs TeCTaMn JOMKEH AEeMOHCTPUPOBaTL COOTBETCTBUE MEXAY TeCTaMu, aEHTUhU-
LMpoBaHHEIMU B TECTOBOIA AokyMeHTauun, u ®BC, AoCTyNHLIMM NOCPEACTBOM BUAUMBIX MHTEpdecoB aBTOMaTU3NPO-
BaHHOW CUCTEMBbI, OMMCaHHLIX B PyHKUWOHANBHOW cneundukaLum UHTepdeircos.

AOT_COV.1.2C AHanus noKpbITUS TecTaMn AOMKeH EMOHCTpUpoBaTb NONHOTY cooTBeTcTBUA Mexay OBC, goc-
TYNHBLIMW NOCPEACTBOM BUAUMbIX UHTEPdENCOB aBTOMAaTU3UPOBAHHOW CUCTEMBbI, ONUCAHHBIX B PYHKLUMOHANLHOW cneLm-
dukaLmmn nHTepdeicos, n TecTamn, WASHTUPULUPOBAHHLIMUA B TECTOBOMN JOKYMEHTaLUN.
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C.7.3.3.5 DnemMeHTbl AeNUCTBUIA OLeHLMKa

AOC_COV1.1E OueHWwMmK A0MKEH NOATBEPAUTL COOTBETCTBME NpefCcTaBNeHHOW uHdopmaLmmu BceM TpeboBaHm-
SIM K cofiep>KaHuio U NPeACTaBNeHNIo CBUAETENbCTB.

C.7.3.4 AOC_COV.2 CTporuni aHanu3 NOKpLITHA TeCTaMmn

Aensietca nepapxudeckum agna: AOC_COV.1 CeuUAETENbCTBO NOKPLITUS TECTaMu.

3aBUCUMOCTH:

ASD_IFS.1 ®yHKUMoHanbHaa cneuudukaLmus nHTepgeincos;

AOT_FUN.1 ®yHKUMOHanNbHOE TecTUpoBaHue.

C.7.3.4.1 Uenu

HasHa4eHneM JaHHOro KOMMNOHeHTa ABNseTcA ycTaHoBneHue dakra, 4to ®EC Gbina TecTupoBaHa No OTHOLLEHUIO
K PyHKUMOHanNbHOW cneundmrkaumun nHTepdeinca cucteMaTUHECKUM U UcYepnbiBaloWmM obpa3oM. YCTaHOBMEHNE Bbl-
WeynoMsAHyToro dakta AOCTUraeTca NOCPeACTBOM U3YYEHWS aHanvW3a COOTBETCTBMS, MPOBEAEHHOro pa3paboTynkom
nMnn NHTerpaTopom.

C.7.3.4.2 3ame4aHus No NpUMEHEHUIO

Paapabotyni/mHTerpatop TpebyeTca Ansa npefocTaBneHns yoeauTenbHoro apryMeHTa — UWAeHTUUUMpoBaHHbIe
TecTbl OXBaTbIBalT BCe BUAUMbIE hyHKLUMM BE30MacHOCTH, U TECTUPOBaHUE Kaxoi yHKUUM SBnseTcs NonHbiM. Ans
OLleHLUMKa ocTaeTcst Manoe none AeATeNbHOCTU ANs pa3paboTku AONOMHUTENbHLIX (OYHKUUOHANBHBLIX TECTOB UHTEp-
dericoB PBEC, ocHOBaHHbLIX Ha hYHKLWOHaNbHOM cneuudukaumm nHTepdeiica, nHave oHu Bbinu Bbl TeCTUpPOBaHb! UcHep-
nbiBatoLMmM obpasoM. TeM He MeHee OLEHLYMK JOMKEH CTPEMUTLCA K CO3AaHUI0 TaKMX TECTOoB.

C.7.3.4.3 OnemeHTLl geiicTBuiA paspaboTynkaMHTerpaTopa

AOC_COV.2.1D PaspaboTunk/vHTerpaTop fomkeH obecneynBaTb aHanus NoKpbITUA TecTamu.

C.7.3.4.4 GneMeHTbl COAEPXKaHNA U MNpefCcTaBneHna CBUAETENLCTB

AOT_COV.2.1C AHanua nokpbITUs TecTaMun JOMKEH AeMOHCTPUPOBaTh COOTBETCTBUE MeXAY TecTaMu, aeHTUdU-
LMPOBaHHBEIMW B TECTOBOW AOKYMeHTauun, n ®5C, AoCTyNHBIMUA NOCPEACTBOM BUAUMBIX UHTepeiicoB aBTOMaTU3UPO-
BaHHOW cUCTeMbl, OMMCaHHbIX B PyHKLMOHaNbLHOW cneyudmKkalum uHTepdeiicos.

AOT_COV.2.2C AHanua nokpbITUA TeCTaMun JOMKeH JeMOHCTPUPOBaTL MOMHOTY cooTBeTcTBUA Mexay OBC, aoc-
TYMHBIMU NOCPEACTBOM BUAUMBIX MHTEPdENCOB aBTOMaTU3NPOBAHHOW CUCTEMbI, ONUCAHHBIX B (OYHKLUMOHaNbHON cneyu-
uKaumu uHTepdeiicos, U TecTaMu, MOEHTUPULMPOBaAHHBIMU B TECTOBOW [JOKYMEHTaLMU.

AOT_COV.2.3C AHanua noKpbITUs TeCTamMu JOSKEH CTPOro AEeMOHCTPUPOBaTb, YTO BCE BUAUMBLIE WHTepderCHI
ana ®BC, ykasaHHble B hyHKLMOHaNBHOW cneuyudunKkayum MHTepdeincos, Obinm NOMHOCTBHIO TECTUPOBAHSLI.

C.7.3.4.5 OnemeHTbl felCTBUIA OLeHLMKa

AOC_COV2.1E OueHLMK formxeH NOATBEPAUTL COOTBETCTBUE NpefcTaBNeHHONW UHDOPMaLUn BceM TpeboaHu-
AIM K cCofepXKaHuio U NpeAcTaBeHnio CBUAETENbCTB.

C.7.4 TnybuHa TecTMpoBaHUs aBToMaTu3upoBaHHoM cuctembl (AOT_DPT)

C.7.4.1 Uenu

HasHa4yeHMeM KOMMNOHEHTOB JaHHOro ceMeicTBa SBNAETCA YCTaHOBMEHUE CTENEHU JeTanusauuu TecTUpoBaHus
PBC. TecTupoBaHWe YHKLMIA 6e30nacHOCTW OCHOBaHO Ha pacTyliei rmy6buHe WHdoOpMaLuK, NonyYyeHHoN U3 aHanusa
npeacTaBneHni.

Llenbto TecTMpoBaHWs ABNAETCA NPOTUBOAENCTBUE pUCKY Nporycka owmnbku npu paspaboTke U nHterpayumn COO.
Kpome Toro, BepoATHOCTb 0GHapYXXeHUA Bpe,OHOCHOrO Kofja KOMMOHEHTaMM 3Toro ceMeificTBa Gonblue, 0co6eHHO ecnu
TecTUpoBaHWe CBSA3aHO C BHYTPeHHel cTpykTypoit bC.

TecTupoBaHue cneLudUdecknx BHYTPEHHUX MHTepdENCoB MOXET obecneunTb [oBepue He TONbKO K TOMY, YTO
OBC AeMOHCTPUPYET HYXHOE BHELWHee noBefeHWe B obnacTtn 6e3onacHOCTH, HO Takke K TOMY, YTO 3TO NoBeAeHue
OCHOB&HO Ha NpaBuibHO PYHKLUMOHUPYIOLUX BHYTPEHHUX MeXaHW3Max.

C.7.4.2 PaHXupoBaHUe KOMNOHEHTOB

HaHHoe cemeicTBO COCTOUT U3 TPEeX KOMMNOHEHTOB. KOMNOHEHTLI pacnpeAensoTca Ha OCHOBE NOBLILEHUA AeTa-
nu3auuu, yctaHoBneHHow B npefctaBneHnsx ®BC, oT npoekra apXUTeKTyphl [0 NPeACTaBlNeHus peanusayun. 3To pac-
npeaeneHue otpaxaeT npeacrasneHnn GBC, yctaHoBneHHble B knacce ASD.

C.7.4.3 3amevaHnA NO NPUMEHEHUIO

KoHkpeTHbI 06beM, TN AOKyMeHTauun U cBUAETENLCTBO B 0bLEM onpeaensitoTcs BbiGpaHHbLIM KOMNOHEHTOM
n3 AOT_FUN.

TecTupoBaHue Ha ypoBHe PYHKLUUOHANBHON cneumdukalum nHTepdeiicoB ocyLecTBnAeTcs ¢ nomouybio AOT_COV.

MpuHLUMN, NPUHATLIA B AAHHOM CeMeNcTBe, 3akmoyaeTcs B TOM, YTOObl ypoBeHb TECTUPOBaHUA COOTBETCTBOBAS
YPOBHIO UCKOMOro foBepus. Mpu NpUMEeHEeHW KOMMNOHeHTOoB Goree BLICOKOTO YPOBHS pe3yneraTel TECTOB AOMKHLI fe-
MOHCTpUpOBaTb cOOTBETCTBUE peanu3auun PBEC ee npoekTy. Hanpumep, B npoekTe nogcuctem AomkHbl BbITh Nanoxe-
Hbl KaXfas U3 NoACUCTEM, @ Takke UHTepdenchl Mexay 3TUMU nojcucTeMamn JOCTaTOMHO NoAPOBHO Ansl YeTKoro
onpejerneHns HasHa4YeHus, AeWCTBUIA N BO3MOXHBIX NOrpeLUHOCTEN KaxAoro uHTepdeiica. CBnaeTensCcTBO TeCTUpOBa-
HUA Ha ypoBHE MpoeKTa NOACUCTEMbI AOMKHO NOKasbiBaTb, YTO ObINMK BLIMOMHEHLI BHYTPEHHUE UHTepdeichl Mexay
noficucteMamu. BoinonHeHWe BHYTPEHHNX MHTEPMENCOB MEXAY NOACUCTEMAMU MOXHO OCYLLECTBUTL NOCPEACTBOM Te-
CTUPOBaHUA Yepe3 BHelHne uHTepdeictl PBC nnu TecTuposaHns UHTepdeiicoB MOACUCTEM B U3OMNSALMM, UHOTAA C
NMpUMEHEHNEM CPeACTB UCNbITaHMA. Llenbio KOMNOHEHTOB Goriee BLICOKOTO YPOBHS SIBRSIETCA NpoBepka MpaBUMbHOCTU
YHKLMOHNMPOBAHUA BHYTPEHHNUX UHTEPENCoB, KOTOPbIE CTAHOBATCA BUAUMBIMUA NO Mepe TOro, Kak NpoeKT CTaHOBUTCSA
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MeHee abcTpakTHbIM. [1pU NPUMEHEHUM 3TUX KOMMOHEHTOB NPefoCTaBneHne afeKBaTHOro CBUAETENLCTBA FNyOUHbI
TeCTUPOBAHUSA C MOMOLLLIO TOSNBKO BHELUHUX UHTepdeiicoB PBEC cTaHoBUTCA Gonee 3aTpyaAHUTENbHBIM.

C.7.4.4 AOT_DPT.1 TectupoBaHmue: (pyHKLMOHaNbHaA cneundukauma nirepdgeiicon

3aBucUMoOCTH:

ASD_IFS.1 ®yHKuMoHanbHasa cneuudukaums MHTepdencos;

AOT_FUN.1 ®yHKUMOHanbHoe TecTupoBaHue.

C.7.4.41 Uenu

B dyHkUuoHanbHOU crneyudukauum uHTepdencos onpeaenaioTca u usnarawtea sce ®BC, gocTynHble yepes
BHeELLHe BUAUMbIE WHTepdeiickl. TecTUpoBaHWe Ha ypoBHe BMAUMBIX MHTepdeiicoB obecneunBaet goBepue K TOMY, YTO
HenocpefcTBeHHO AocTynHele ®BC 6binu peanusoBaHbl NpaBUNBLHO.

C.7.4.4.2 BnemeHTHl feiicTBuiA paspaboTyuka/MHTerpatopa

AOT_DPT.1.1D Paspabotunk/uHterparop gomkeH obecneunsatb aHanu3 riy6uHbl TECTUPOBaHUS.

C.7.4.4.3 GneMmeHTHl cogepxaHusa U NpeacTaBneHns CBUAETENLCTB

AOT_DPT.1.1C AHanu3 mybuHbl TECTUPOBaHUSA AOMKEH AEMOHCTPUPOBaTb, YTO TECTOB, YKasaHHbIX B TECTOBOM
JOKyMeHTaLuu, JoCTaToMHO ANnA AeMOHCTpaLuu dyHKynoHnposaHua ®EC B cooTBETCTBUM C € PYHKLUNOHANbLHOWM cne-
undpukaumein MHTepdencos.

C.7.4.4.4 DneMeHTHl J€ACTBUIA OL|EHLLMKa

AOT_DPT.1.1E OueHMK AOIMKEH NOATBEPAUTL COOTBETCTBUE NPEACTaBNEHHOW MHopMauun Bcem TpeboBaHm-
SIM K COfiepXaHUIo U NpefCTaBleHUo CBUAETENLCTB.

C.7.4.5 AOT_DPT.2 TecTupoBaHHe: NpoeKT NOACUCTEM

fensietca nepapxudeckum ans: AOT_DPT.1 TectupoBaHue: dyHKUMOHanbHasa cneyudukayus uHTepdeicos.

3aBUCUMOCTH:

ASD_IFS.1 ®yHkumoHanbHasa crneumdukayma MHTepdencos;

ASD_SSD.1 lNpoeKT nogcucTem;

AOT_FUN.1 ®yHKUMOHaneHoe TecTUpoBaHue.

C.7.4.5.1 Uenu

MpoekT nogcuctem obecnevymBaeT BEICOKOYPOBHEBOE ONUCaHWE BHYTPeHHUX AeiictBuii ®EC. TecTupoBaHue Ha
ypoBHe nogcuctem obecnevnBaeT AoBepue K NPaBUNbHOCTU peanusaumn noacuctem ®BC.

C.7.4.5.2 OnemeHThl AeiicTBuiA paspaboTiuka/MHTerpaTopa

AOT_DPT.2.1D Paspabotunk/uHterpatop gomkeH obecnevmsarb aHanua rnybuHbl TECTUPOBaHUS.

C.7.4.5.3 BneMeHTbl cojepaHUsi U NpeacTaBnNeHns CBUAETENLCTB

AOT_DPT.2.1C AHanus rnybuHsl TECTUPOBaAHUA AOMKEH AEMOHCTPUPOBATDL, YTO TECTOB, YKa3aHHbIX B TECTOBOM
JOKYMeHTaLuKn, JocTaTodqHo ANA AeMOHCTpauun dyHKymoHupoaHusa OEC B cOOTBETCTBUMN C ee PYHKLUNOHANBLHON cre-
undukaumein uHTepdeincoB U NPOEKTOM MOLCUCTEM.

C.7.4.5.4 OnemeHTbl 4eNCTBUIA OLeHLMKa

AOT_DPT.2.1E OueHLUMK AOMKEH NMOATBEPAUTL COOTBETCTBUE MpeAcTaBneHHOW MHdpopMayun Bcem TpeboBaHm-
AM K COepXaHuio U NpefcTaBneHnto CBULETENLCTB.

C.7.4.6 AOT_DPT.3 TecTupoBaHue: NpoeKT KOMMNOHEHTOB

fBnsaetca nepapxudeckum ana: AOT_DPT.2 TecTupoBaHue: NpoekT NogcuUcTeMm.

3aBucMMoCTHm:

ASD_IFS.1 ®yHKunoHanebHasa cneumdukaumna nHTepdgeincos;

ASD_SSD.1 lNpoeKkT nogcucrem,;

ASD_CMP.1 MNpoeKkT KOMAOHEHTOB;

AOT_FUN.1 ®yHKyMOHanbHoe TecTupoBaHue.

C.7.4.6.1 Uenu

MpoeKT KOMMOHeHTOB oBecne4unsaet nogpobHoe onucaHue BHYTPeHHUX AeicTeuii OEC. TecTupoBaHue Ha ypoB-
He KOMMOHeHTOB obecneyunBaeT foBepue K NpaBUIIbHOCTW peanusauun pabodero npoekta OBC.

C.7.4.6.2 OnemeHTbl AeicTBUIA pa3paboTunka/MHTerparopa

AOT_DPT.3.1D Pa3paboTunk/mHTerpatop AomkeH obecneunBaTb aHanus rmy6uHbl TeCTUPOBaHMS.

C.7.4.6.3 BneMeHTbl cogepxaHua U npedcTaBneHUs CBULETENbCTB

AOT_DPT.3.1C Ananus rnybuHsl TeCTUPOBAHWA AOMKEH JEMOHCTPUPOBaTL, YTO TECTOB, YKasaHHbIX B TECTOBOM
JOKyMeHTaLuW, JOoCTaTouHO ANS AeMOHCTpaLun dyHKLUnoHuposaHus ®EC B COOTBETCTBMU € ee PYHKLMOHaNbLHOW cre-
Undpukaumein nHTepdpeiicos, € NPOEKTOM MOLCUCTEM U NMPOEKTOM KOMMOHEHTOB.

C.7.4.6.4 GnemeHTbl feNACTBUIA oLeHLMKa

AOT_DPT.3.1E OueHWMK AOMKEH NOATBEPAUTL COOTBETCTBME NpPEACTaBrneHHoh nHdopMaLum BceMm TpeboBaHu-
AM K COAepXaHUIo N NpefcTaBneHnto CBUAEeTENLCTB.

C.7.4.7 AOT_DPT.4 TecTupoBaHue: npeacTaBneHne peanunsauum

Asnaetca nepapxmdeckum ansa: AOT_DPT.3 TectupoBaHue: NpOeKT KOMMNOHEHTOB.

3aBucmmocTu:

ASD_IFS.1 ®yHKUMoHanbHasa cneumdukaumns HTepdgeincos;

ASD_SSD.1 lNpoekT noacucTem,;

ASD_CMP1 MNpoeKT KOMMNOHEHTOB;
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ASD_IMP.1 MNpepxcTraBnexnne peanusauuu,

AOT_FUN.1 ®yHKUMoHarnbHoe TecTUpOBaHUeE.

C.7.4.71 Uenu

Mpeactaenenue peanusayun PEC obecnevnsaeT ee akTU4eckoe nosegeHne. TecTUpoBaHWe Ha ypoBHe Npea-
CTaBneHus peanusauum obecrieunBaeT JoBepUe K NPaBUIILHOCTU BCECTOPOHHEH peanusaunun peneBaHTHLIX ®BC.

C.7.4.7.2 3aMe4yaHus no rnpuMeEHeHUo

MpeacraBneHne peanusauymu UcnorbyeTca Ana cosfaHusa camoit ®BEC (Hanpumep, UCXOAHLIA Kof, KOTOpbIi
3aTemM KOMIUnupyeTcs).

C.7.4.7.3 OneMeHTHI AeiicTBuiA paspaboTyuka/MHTerpaTopa

AOT_DPT.4.1D PaspaboTunk/uHTerpatop AonxeH obecrnevnBatb aHanu3 rnyGuHbl TeCTUpPOBaHUS.

C.7.4.7.4 3neMeHTLl cogepXaHUs U NpeacTaBnNeHUsl CBUAETENLCTB

AOT_DPT.4.1C Ananus rnybuHbl TeCTUPOBaHUA JOMKEH AEMOHCTPUPOBATDL, YTO TECTOB, YKa3aHHLIX B TECTOBOM
JIOKyMeHTaLum, AOCTaTouHO AN AeMOHCTpauuu dyHKunoHuposaHusa OBEC B cOOTBETCTBUMN C €€ (PYHKLMOHANLHOIA cre-
Lumdukaumen nHTepdeincos, ¢ NPOeKTOM MOACUCTEM, NPOEKTOM KOMIMOHEHTOB U NpeACTaBNeHnEM peanu3auuu.

C.7.4.7.5 DneMeHTbl AEUCTBUIA OL|EHLLMKa

AOT_DPT.4.1E OueHLUK AOMKEH NOATBEPAUTL COOTBETCTBME MPEACTaBIEHHOW MHdopMayun BceM TpeboBaHm-
AIM K COfiepXXaHUio U NpefCTaBleHUo CBUAETENLCTB.

C.7.5 HezaBucumoe tectupoBanue (AOT_IND)

C.7.51 Uenu

Llenblo He3aBMCUCMOrO  TECTUPOBAHWUA  SBMSETCA  AEMOHCTpaLUUsi  AOIDKHOrO  BLINOMHEHUS  (OYHKUWiA
6e3onacHocTU.

[lononHutenbHoi Lienbio ABRAETCA NPOTUBOASWCTBUE PUCKY HEMPABUIBLHON OLIEHKU BbIXOAHBLIX AaHHbLIX TECTOB
pa3paboTuMKkoM, YTO NPUBOAMT K HENPaBMIbHON peanu3aumn creumduKkaLmii N Nponycky Koja, KoTopblil He cornacy-
eTca co cneyuduKaLuamu.

C.7.5.2 PaHxunpoBaHue KOMINOHEHTOB

[aHHoe ceMeiACTBO COCTOUT U3 TpeX KOMNOHEHTOB. PacnpefeneHne ocHOBaHO Ha 06beme TeCTOBOW AOKYMeEHTa-
Umm, TectoBoro obecneyeHuss n obbema TECTUPOBaAHUSA OLEHLLMKOM.

C.7.5.3 3ameyaHus nNo NnpuMeHeHun1o

TecTupoBaHue, yKasaHHOe B JaHHOM ceMeiicTBe, MOXeT obecneunBaTbcsi CTOPOHOM, obnagatowein cneynanbHbl-
MU 3HaHUAMW, OTIINYHBIMK OT 3HaHWIA oLeHLWKKa (HanpuMep, Hesasucumoi nabopatopueid, 06LEKTUBHON OpraHusaLum-
eil 3akas4yuka). Ans TectuposaHus TpebyeTtca noHumanue COO, cornacytolleecs ¢ BLINOMHEHWEM APYrUX AeHCTBUI No
obecneveHnto foBepus, a 3a OLEHLLMKOM coxpaHsieTesl 06513aHHOCTL No cobniogeHunto TpeGoBaHmiA aToro ceMeicTBa
npu Mcnonb3oBaHUW nogobHoro obecneverus.

[aHHoe ceMeilcTBO onpeaenseT cTeneHb HE3aBUCUMOCTU (PYHKLMOHanNbLHOro Tectuposanus GEC. HesaBucumoe
hYHKLMOHaNbHOE TECTUPOBAHWE MOXET MPUHUMaTL (hOPMY MOBTOPEHUSA PYHKLIMOHANbHLIX TECTOB pa3paboTunka B Le-
TIOM UIKU YaCTUYHO, @ TakKe POpMy AOMOSHEHMS K (PYHKLUMOHaNbHLIM TecTaMm paspaboTynka ¢ Lenbio pacluMpeHust
obrnactu AeNCTBUA 3TUX TECTOB, WX YrnybrneHus unm npoBepku o4eBUAHBIX cnabbix MecT Ge3onacHOCTU O6LLEAOCTYNHBIX
ZLoMeHoB 6e3onacHoCTU, KoTopble MOryT GbITb NpuMeHeHbl K COO. 3T AeiicTBUS ABNAKTCA BCNOMOoraTesibHbIMUA, a ANS
kaxgoro COO pornxHa 6biTb 3annaHnpoBaHa coOTBETCTBYOLAA KOMBUHALWSA TeCTOB, B KOTOPO YyYUTHIBAETCA AOCTYN-
HOCTb W OXB&T Pe3yrnLTaTOB TECTOB, a Takke yHKUMOHanbHas cnoxHocTe PBC. Heobxogmmo paspaboTaTk NaH TecTos,
cornacyoLuincs ¢ YpoBHEM LpYriX AeiicTBuiA no obecrneyeHnto AOBEPWS, KOTOPbLIA B cryqae noTpebHocTu B Gornee BbICO-
KOM ypoBHe foBepus, ByAeT BKNovaThb B cebs 6onee MacwTabHble BbIGOPKU NOBTOPHBIX TECTOB M Bonee HesaBUCUMblE
NOSOXUTENbHBIE N OTpULATENbHbIE PYHKLMOHaMNbHbIE TECThI, BBINMOIHEHHBIE OLIEHLLMKOM.

Lienbto BEIGOPOYHOrO KOHTPOMSA 3a TecTamu pa3paboTuuka AOMKHO ObiTb NOATBEPXAEHWE BLINOMHEHWS paspa-
6OTYMKOM CBOEiA 3anfiaHMpoBaHHOI NporpamMmel UcnbITaHnil ®BEC 1 NpaBMIIBHOCTW perucTpauun UM pesynsTaToB UChbl-
TaHWii. Ha Yncno BbiBpaHHbIX 06pa3LoB TECTOB BIMSIOT AeTanm3auus U Ka4ecTBO Pe3ynsTaToB (YHKUMOHamNBHbIX TECTOB
paspabotumka. OLEHLUMKY Takke Hafo y4uTbiBaTb obnacTb pa3paboTkn [OMONMHUTENBHBIX TECTOB W OTHOCUTENBHYHO
Monb3y, KOTOPYH MOXHO MOMYYNUTE OT JEeATENbHOCTU B 3TUX ABYX AoMeHax. ObLLenpu3HaHHo, YTO B O4HUX Cry4asx nosTo-
peHue BCex TecToB paspaboTymka MOXeT ObiTb MOME3HO U XKenaTefbHO, HO BeCcbMa 3aTpyAHUTENbHO U MeHee NMPOAYK-
TUBHO — B fpyrux. Takum o6pa3oM, KOMMOHEHT CaMOro BbICOKOTO YPOBHS AOSIKEH UCMOMNb30BATHCSA C OCTOPOXKHOCTHIO.
BbIGOPOYHbIA KOHTPOMNB NPOBOANTCA M3 BOMBLLOW COBOKYMHOCTU UMEIOLLMUXCS Pes3yrsTaToB TECTOB, BKItOYasA pesynksraTsl,
oTBevaroLme TpeboBaHuaM cemeiicte AOT_COV n AOT_DPT.

CyllecTByeT TakKe HEOGXOAWMOCTE B PacCMOTPEHUUN pasnunyHbIX KoHdurypaumii COO, BKMHOYEHHBIX B OLIEHKY.
OLeHLMK AOoMmKeH OLEHUTb NpuemMemMocTb NPeAoCTaBNeHHbIX Pe3ynsraToB U COOTBETCTBYOWMUM 06pasom nnaHupo-
BaTb cobCcTBEHHOE TecTMpoBaHue.

HesaBucumoe yHKLMOHaNBbHOE TeCTUPOBaHWe OTNINYaeTCH OT UCMBITAHWA Ha NMPOHWUKHOBEHWE, ECAN OHO OCHO-
BbIBAETCA Ha MHPOPMUPOBAHHOM W CUCTEMaTUYECKOM MOWCKe YA3BUMOCTEW B NpoekTe u/unn peanusauyuu. Mcneiranue
Ha NPOHWKHOBEHMWE OCYLLECTBNAETCA ¢ NoMoLLbo cemeicTBa AOV_VLA.

MpurogHoctb COO Ansa TecTupoBaHMsA ocHoBLIBaeTcA Ha goctyrne K COO, BcnomoraTenbHOW JOKyMeHTaLUumn u
UHopmaLuu, Tpebyemon (Bkrtovas ntoboe ucnbiTatensHoe MO UNKU UHCTPYMEHTanbHble cpefcTBa) ANSA npoBedeHus
TecToB. NoTpeGHOCTL B TaKol nopanepke onpefenseTcs 3aBUCUMOCTAMU ANSA Opyrux ceMeicTB Ans obecneveHus
foBepus.
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Kpome Toro, npurogHocte COO AN TeCTMpOBaHUA MOXET OCHOBbLIBATLCA Ha Apyrux coobpaxeHusix. Hanpumep,
Bepcus COO, npefcTaBneHHas pa3paboTuukoM, MOXeET He ObiTb MocrnegHen.

Cchbinkn Ha nogmHoxectBo ®EC npepHa3HayeHbl ANA OKasaHUsi MOMOLLM OLEHLLUKY NpU NPOEeKTUpOBaHWM COOT-
BeTCTBYIOLLEro Habopa TeCTOB, COrNacyoLWUXcs ¢ LensMn NPoBoJUMON OLIEHKU.

C.7.5.4 AOT_IND.1 HesaBucumMoe TeCTUpOoBaHUe-COOTBETCTBUE

3aBUCUMOCTH:

ASD_IFS.1 ®yHKunoHanbHasa crneumdukaumsa MHTepdencos;

AOD_ADM.1 PykoBogcTBO afjMUHUCTpaTOpa;

AOD_USR.1 PykoBogcTBO nosb3oBaTens.

C.7.5.4.1 Uenu

B AaHHOM KOMMOHeHTe Lernbio SBNAETCA AEMOHCTpaLUUA AOIMKHOrO BbINONHEHUA yHKUMWIF Ge3onacHocTy.

C.7.5.4.2 3ameyaHusi No NpUMEHEHUIO

JaHHbIl KOMNOHEHT He 3aHUMaeTca UCNONbL3OBaHWEM pe3ynLTaToB TecToB paspaboTyuka. KOMNoHeHT npume-
HWUM B Crly4ae OTCYTCTBMSI TakUX pe3ynbraToB, a Takke B Clyqasx, ecrm TecTupoBaHue paspabotynka npuHuMaercs 6es
npoBepku focToBepHOCTU. OUeHLLMK TpebyeTca Ana pa3paboTku U NPOBEAEHUA TECTOB C LieNbio NOATBEPKAEHMA COOT-
BeTCTBUA PyHKLMOHaNbHBIM TpeboBaHuam 6esonacHocTn COO. MeToa nNpoBeAeHUA TECTOB 3aKniodaeTcs B npuobpeTe-
HUW YBEPEHHOCTU B MPaBUIbHOCTU (PYHKLUMOHNMPOBAHWUA NOCPEACTBOM pPerpe3eHTaTUBHOrO TECTUPOBaAHUA BMECTO NpPo-
Be/IEHUS KaXoro BO3MOXHOro Tecta. Yncno TecToB, NMaHUPYIOWUXCA ANA NOATBEPKASHUSA COOTBETCTBUS (PYHLKMO-
HanbHbIM TpeboBaHuAM BesonacHocTn COO, aBnaeTca MeTogonorndeckoin npobnemoi, n notpebHocTu B TeCcTax AOMX-
Hbl paccMaTpuBaThLC B KOHTEKCTe KOHKpeTHOro COO u paBHOBECUA U APYrUX AENUCTBUIA NO OLEHKe.

C.7.5.4.3 OnemeHThl AeiicTBuiA paspaboTynka/MHTerpaTopa

AOT_IND.1.1D PaspaboTuuk/uHTerpatop AonmxeH npegoctaenate COO ana TeCTUpOBaHUA.

C.7.5.4.4 GnemeHTbl cofepXaHUa U NpeacTaBNeHNsa CBUAETENLCTB

AOT_IND.1.1C COO pomxeH 6biTb NpUrogHLIM ANA TECTUPOBAHUSA.

C.7.5.4.5 DnemeHTbl [JeNCTBUIA OLEHLMKa

AOT_IND.1.1E OueHLMK AOoMKeH NOATBEPAUTL COOTBETCTBUE NpefcTaBNeHHOW UHdopMauumn Bcem TpeboBaHu-
AM K COAepXaHUIo N NpefCTaBleHU0 CBUAETENLCTB.

AOT_IND.2.1E OueHLuK fomxeH npoTecTuposaTth noagrpynny ®BEC Ha npaBuNbHOCTL ANSA NOATBEPXKAEHMUS OMK-
Horo dpyHKumoHupoaHus COO.

C.7.5.5 AOT_IND.2 HesaBucumoe tecTupoBaHue-BLIGopka

Asnsetca nepapxudeckum ana: AOT_IND.1 HesaBucumoe TeCTUpOBaHUE-COOOTBETCTBME.

3asucmmocTu:

ASD_IFS.1 ®yHKUMoHansHaa cneyvdukauns MHTepgencos;

AOD_ADM.1 PykoBoacTBO agMUHUCTpATOpa;

AOD_USR.1 PykoBoacTeo nosnb3oBaTens;

AOT_FUN.1 ®yHKLMOHanbHOe TecTUpoBaHUe.

C.7.5.5.1 Uenu

Llenbto sBNsieTcA AeMOHCTpaUMsa JOSKHOMO BhINOMHEHUS yHKUMA BezonacHocTu.

TecTupoBaHWe OLeHLUMKOM BKItodaeT B ceba oT6op U noBTopeHne BLIGOPKM U3 TecToB paspaboTyuka.

C.7.5.5.2 3ameu4aHusi N0 NpUMEHEHMUIO

MpeanonaraeTcs, 4YTo pa3paboTunk NpefocTaBnsAeT OLEHLYMKY MaTepuarnbl, Heobxoaumble Ans 3hHEKTUBHOMO
BOCMPOU3BEEHUA CBOUX TECTOB. MaTepuarnsl MOryT BKIo4aTh B c€65 MalLIMHHO-CHUTLIBAEMYIO TECTOBYIO JOKYMEHTaLUIO,
TeKCTOBbIE MporpaMmMbl U T.4.

B faHHoM KOMNOHeHTe cofiepXuTca TpeboBaHWe NpefocTaBneHns OLEHLLUKY pe3yrnbsTaToB TecToB paspaboTynka
NS [ONOMNHeHMS K Nporpamme TecTupoBaHus. OLeHLLMK NOBTOpSiET BLIGOPKY U3 TecToB pa3paboTynka gns npuobpete-
HWUSA YBEPEHHOCTU B MONyYEHHbIX pe3yrsraTrax.

Monyuns Takylo yBEpEHHOCTb, OLEHLUMK pacluMpsieT TecTupoBaHue paspaboTumka nMyTem NpoBefAeHUs [OMNONHU-
TenbHbIX TecToB, B koTopbix COO ucnonbayeTcs MHbLIM 06pa3omM.

Ha ocHoBe yTBepXeHHbIX pe3ynsTaToB TecToB paspaboTuMka OLEHLUMK MOXET ObiTb yBEPEH B NpaBUNbHOM
dyHKynoHuposaHun COO B Gonee LUMPOKOM JuanasoHe yCroBUiA, YeM 3TO BbiNlo BO3MOXHO NPU UCMONb3OBaHWUN NULb
co6CTBEHHbIX AENCTBUIA pa3paboTyumKa Npu yCrnoBun Hanu4msa NoCTOSAHHOTO YPOBHSA pecypcoB. Byay4n yBepeHHLBIM, YTO
paspabotuuk npotectupoBan COO, oueHWmK obnapaet Gonblueit cBoboAoW ANSA KOHLUEHTpaLUUW TECTUPOBaAHUA Ha Tex
yyacTkax, re nposepka AOKYMEHTaLuu UIu 3HaHUA creluanuncTta Bhi3biBaloT 0cobyto 03ab04eHHOCTD.

C.7.5.5.3 OneMmeHTHI AeiicTBuiA paspaboTuMka/MHTerpaTopa

AOT_IND.2.1D Pa3spabotunk/uHTerpatop fosmkeH npepoctaenate COO ana TecTUpoBaHuUS.

C.7.5.5.4 3neMeHTHl cogepxaHus U NpeacTaBlieHUs CBUAETENLCTB

AOT_IND.2.1C COO pomxeH 6biTb NpUrofHLIM AN TECTUPOBAHUS.

AOT_IND.2.2C Pa3paboTumk/uHTerpatop AOSDKEH NpeaocTaBnsaTb Habop pecypcoB, 3KBUBANEHTHLIA TEM, KOTO-
pble 6bINKM Mcnonb3oBaHbl B hyHKUMOHaANbHOM TecTupoBaHun OEC paspaboTunkom.

C.7.5.5.5 GnemeHTbl AeACTBUIA OLEHLUMKa

AOT_IND.2.1E OueHLMK JOIKEH NOATBEPXKAaTh COOTBETCTBME NPEACTaBreHHON uHopMauumn BceM TpeboaHu-
SIM K COflepXaHuIo U NpefCcTaBleHUIo CBUAETENLCTB.
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AOT_IND.2.2E OueHLuK gormxeH npotecTupoBaTh nogrpynny ®bC Ha npasBurnbHOCTL ANA NOATBEPXAEHUs [on-
XHOro dyHKUmoHupoaHua COO.

AOT_IND.2.3E OueHLyuk formkeH NpoBecT BEIOOPKY TECTOB B TECTOBOW [JOKYMEHTaLuUmW 411A NPOBEPKU [OCTOBEp-
HOCTW pe3ynLTaToB TecToB paspaboTyuka.

C.7.5.6 AOT_IND.3 HesaBucumoe TectupoBaHue-nonHoTa

fBnaeTcs uepapxmdeckum Ans: AOT_IND.2 Hesasucumoe TecTupoBaHue-BbIGopKa.

3aBUCUMOCTHU:

ASD_IFS.1 ®yHKUMoHanbHas crneumudukaums MHTepdhencos;

AOD_ADM.1 PyKkoBogCcTBO agMUHUCTpaTOpa,;

AOD_USR.1 PykoBogcTBO noss3oBaTens;

AOT_FUN.1 ®yHKUMOHanbLHoe TeCTUpOBaHUeE.

C.7.5.6.1 Uenu

Lienblo sABNseTCA AeMOHCTpaLWs AOMKHOMO BbINOMHEHUS PyHKUMIA BezonacHocTu.

TecTupoBaHWe OLIEHLUMKOM BKIIOMaeT NOBTOPEeHWE BCEX TECTOB paspaboTyuka.

C.7.5.6.2 3aMe4vaHua nNo NPUMEHEHUIO

Mpeanonaraetcs, 4To pa3paboTunk NpefaocTaBnsAeT OUEHLWMKY MaTepuansl, Heobxogumele Ans g eKTUBHOro
BOCMpPON3BEeHNA TecToB paspaboTynka/vHTerpatopa. MaTepuansl MOryT BrtoMaTh B ce69 MalUUHHO-CUUTLIBAEMYIO
TECTOBYIO JOKyMEHTaLMIo, TEKCTOBbIE NPOorpamMmmel 1 T.4.

B AaHHOM KOMMOHEHTe OLEHLLUK [JOIMKEH NOBTOPUTL BCe TECThl padpaboTyuka Kak YacTb nporpammel TECTUPOBA-
HWS. Kak 1 B npefblayLlemM KOMMNOHEHTE, OLEHLLMK JOIDKEH Takxe NPOBECTU TeCThl, NpeAHasHa4YeHHbIe 4115 Ucrnonb3oBa-
Husa COO, cnocobom, OTANYHEIM OT cnocoba, NpUMeHsBLUerocs pa3paboTyMkoM. B criydasx ucHepnbiBatoLLero TeCTupo-
BaHWS pa3paboT4yMkoM HEOOXOAMMOCTb B 3TOM MOXET OTCYTCTBOBATb.

C.7.5.6.3 GneMeHTbl AelcTBUI paspaboTynka/mHTerpaTopa

AOT_IND.3.1D PaspaboTuuk/uHterpartop gomkeH npegoctasnste COO gnsa TecTUpOBaHMS.

C.7.5.6.4 GneMeHTbl coaepXaHua U NpefcTaBneHns CBULETENbLCTB

AOT_IND.3.1C COO gomxeH 6bITb NPUrogHbIM ANS1 TECTUPOBAHWS.

AOT_IND.3.2C Pa3spaboT4uk/uHTEerpatop AOMKEH NpeaocTaBnATb Habop pecypcoB, SKBUBANEHTHLIA TeM, KOTO-
pble GblNM MCNonb3oBaHbl B PYHKUWOHANEHOM TecTupoBaHun OBC paspaboTynkom.

C.7.5.6.5 OneMeHTbl AeCTBUI OLEHLYMKa

AOT_IND.3.1E OueHLMK AOMKEeH NOATBEPAUTL COOTBETCTBUE NPeACTaBNEHHOW MHpOpMaLuumn BceM TpeboBaHM-
AM K COAepXXaHUIo 1 NpefCcTaBlEHUIO CBUAETENLCTB.

AOT_IND.3.2E OueHwuk aonxeH npotectuposatk noarpynny ®bC Ha npaBunbHOCTL ANA NOATBEPXAESHUSA A0N-
XHoro ¢pyHKunoHuposaHua COO.

AOT_IND.3.3E [nsa npoBepKkn AOCTOBEPHOCTU pe3ynsraTtoB TECTOB pa3paboTyuka OUEHLUMK AOMKEH BbINONHUTL
BCE TeCTbl U3 TECTOBOM JOKYMEHTaLuUN.

C.7.6 PerpeccuoHHoe TectupoBaHue (AOT_REG)

C.7.6.1 Uenu

Liensto ABnseTca AeMOHCTpaLnUA [OSMKHOIO BLIMOMHEHUS dyHKUWIA 6e30nacHOCTM NOcne BHECEHUS M3MEHEHUI
1 MoaudUKaLnin B KOMMOHEHTbLI UNW KOHUrypaLmio cMCTEMBI UMK Cpeay 3KcnnyaTauuu.

C.7.6.2 PaHxupoBaHUe KOMNOHEHTOB

COCTOUT U3 OQHOTO KOMMNOHEHTA.

C.7.6.3 AOT_REG.1 PerpeccuoHHOE TeCTUpOBaHue

3aBUCUMOCTU: 3@BUCMMOCTU OTCYTCTBYIOT.

C.7.6.3.1 Uennu

Llenblo AaHHOMO KOMNOHEHTa ABASETCA AEMOHCTPaLUsA AOMKHOrO BLINOMHEHUS YHKLMIA Be3zonacHocTU nocne
BHECEHWUA U3MEHEHUIA UNu MOANMDUKALWIA B KOMMOHEHTBI U KOHPUIypaLnio CUCTEMBI UMK cpefly SKCnnyaTauuvu.

C.7.6.3.2 3ameuaHusi N0 NPUMEHEHUIO

OTOT KOMNOHEHT OTHOCUTCA HE TOMBLKO K NpOBEPKE W3MEHEHHbIX UNU MOAUULMPOBaHHLIX YacTeill aBTOMaTU3m-
poBaHHOW CUCTEMBI.

C.7.6.3.3 OnemeHTbl AelcTBUiA paspaboTumka/mHTerpaTopa

AOT_REG.1.1D Pa3paboTynk/MHTerpatop AOMMKEH NpoTecTUpoBaTh BbIOOPKY TecToB paspabotunka ans EC u
NOKYMEHTNpOBaTb pe3ynkrarhbl.

AOT_REG.1.2D Pa3paboTunk/MHTerpaTop A0MmKeH NpegocTaBnATb TECTOBYIO JOKYMEHTALMIO.

AOT_REG.1.3D Paspabotunk/mHTerpaTtop fosmkeH obecneunBaTb aHanus cTeneHn geTanusauuu perpeccuoHHo-
ro TeCTUpOBaHUS.

C.7.6.3.4 OneMeHTbI cofepXaHUsi U NpeAcTaBeHNs CBUAETENLCTB

AOT_REG.1.1C TecToBas AOKyMeHTaLMA [OSDKHA COCTOATb W3 NNAHOB TECTOB, ONUCAHWIA TECTOBLIX NPOLEAYP,
npeanonaraeMblX pe3yrnsraTtoB TECTOB U (haKTUHMECKUX pe3ynbTaTos.

AOT_REG.1.2C B nnaHax TecToB JOMXHbl ObITb onpeaeneHsl BO3AEHCTBUSA, Bbl3BaHHbIE U3MEHEHUAMWU UNU MO-
Andukauuammn, dyHKLMM 6e30NacHOCTH, NpefHasHavYeHHble ANA TECTUPOBaHUS, U U3NOXEHa LUenb npeanonaraeMblx
TeCToB.
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AOT_REG.1.3C B onucaHusix TeCTOBbIX MpoLeayp AOMKHbI ONpeaensiTbCA TecTbl ANA W3MEHEHHbIX UIu
MOANULMPOBaHHLIX YacTel U U3naraTbes CLieHapum TecTUpoBaHuaA Kaxaon dyHkyum besonacHoctu. CueHapum TecTu-
poBaHMA [OMXKHbI BKIlo4aTh B cebsi nobble 3aBUCUMOCTU YNOPAA0YEHUS OT U3MEHEHHLIX YacTel U pesynsrarthbl ApYrux
TECTOoB.

AOT_REG.1.4C PesynbraTthl TECTOB, BHINOMHEHHBIX pa3paboTyMKoM/MHTErpaTopoM, AOMMKHLI AEMOHCTPUpPOBaTh
AOIMKHOE (PYHKLIMOHUPOBaHWE KaxKA0il TECTUpOBaHHON yHKUMKU 6e30MacHOCTU U OTCYTCTBUE BO3AEACTBUA U3MEHEHUI
unu moaudukauuii Ha OBC.

AOT_REG.1.5C TecToBas AoKyMeHTaLus [OMKHa BKNOMaTb B ceba aHanna 3aBUCUMOCTEN YNOpsSiA0HEHNUs TecTo-
BbIX NpoLEeayp.

C.7.6.3.5 OnemeHTbl AeACTBUIA OLiEHLLMKa

AOT_REG.1.1E OueHLuK [JOmKEH NOATBEPAUTL COOTBETCTBUE NpefcTaBneHHon nHgopmaumm Bcem TpeboBaHu-
SIM K COfiepXaHUIo U NpefCcTaBleHUo CBUAETENLCTB.

C.8 Knacc AOV: aHanus ysa3BuMOCTeN aBTOMaTM3MpOoBaHHbIX CUCTEM

C.8.1 BBegeHue

Llenbio aeiicTBMiA MO OLIEHKe YA3BUMOCTEN SBNSETCA ONpeferieHne Haruuusa U aKcninyaTupyemocTu, AedekToB 1
cnabblX MecT aBTOMaTU3MPOBaHHOW CUCTEMbI, CKOHUrypupoBaHHOW B NpefjHasHa4YeHHoN el cpefe. Onpepenexuve
HanmMuusa n sKkcnnyatupyeMmoctu, AedekToB U cnabbix MECT aBTOMATU3UPOBAHHON CUCTEMbl OCHOBAHO Ha aHanuse, npo-
Be/leHHOM pa3paboTYMKOM/MHTErpaTopoM U OLIEHLLIMKOM, BXOAHbIX JaHHbIX 3aKasduka W pesyrbsrartax TeCTUPOBaHUS CO
CTOPOHbLI OL|eHLLUKa.

B cBoeii ocHoBe AelCcTBMA MO aHanu3y ysa3BMMOCTei TECHO CBsi3aHbl C MONWUTUKOIA U npoueAypamMn 6e3onacHocTh
aBTOMaTuM3npoBaHHOW cUCTeMBI, pusndeckummn mepamm BeszonacHocT, 6e30MacHOCTLIO NepcoHana n Hanuumem WUHd-
pacTpykTypbl 6e3onacHocTu Ansa addeKTUBHOro NpoTUBOAEHCTBUS NoObIM YSI3BUMOCTAM aBTOMaTU3UPOBaHHOW cUCTe-
Mbl. CTOMKOCTE (pyHKLMIA Be3onacHOCTU aBTOMaTU3MPOBaHHOW CUCTEMBI OXBaTbiBAET acnekTbl ynpasneHus 6esonacHo-
cTbto (B 0ocobeHHOCTU YenoBeyeckue) Ana obecrneyeHns CoOXpaHeHWUs 3alyUThl aBTOMaru3MpoBaHHO cUCTEMbl U NPOTU-
BOLENCTBUS MOGLIM HAPYLLUEHWUAM STOI 3aLuUThl.

C.8.2 HenpaBunbHoe NnpuMeHeHUe aBTOMaTM3MpoBaHHoM cuctembl (AOV_MSU)

C.8.2.1 Uenu

LlensMu HenpaBWNBHOrO NMPUMEHEHUST aBTOMATUM3UPOBAHHON CUCTEMbl ABNSETCHA MUHUMU3ALMSA BO3MOXHOCTU
KOHUrypuposaHua unu yctadosku COO, KOMMNOHEHTOB UT M KOMMOHEHTOB, He oTHocALmxcesa K UT, cnocobom, He obec-
neyvBaroLLMM 3aluTy, 6e3 nonbsoBaTens uUnu obcyXnBatoLLEro nepcoHarna, CnocobHbIX onpeaenuTb ero, a Takke MUHU-
MW3NPOBaTb PUCKM YENOBEYECKUX UK APYrMX OLUMBOK NP JKCMyaTaLymn, KoTopble MOryT ie3akTUBMpOBaTh, 3abnokupo-
BaTb UNU BbI3BaTb OTKA3 NpMW akTUBaL UMK YHKLMIA Be3onacHOCTU M NPUBECTU K COCTOSHUIO HEOBHapyXUBaeMoi He3allu-
LeHHOCTH.

C.8.2.2 3amMeuaHus No NpUMEHEHUIo

MpoTuBOpeunBOE, AE30pPUEHTUPYIOLLEe, HeronHoe, HeyaoBHoe Ans nonb3oBaTens UM HeoBOCHOBaHHOE PYKO-
BOACTBO MOXET NpUBECTU K popMmupoBaHmuio y nonwbsosatens COO unu nobol 13 ero NOACMCTEM WM KOMMOHEHTOB
MHEHUs1 0 JocTaTouHoit sawuieHHocT COO unu Nboil 3 ero NOACUCTEM UMM KOMMOHEHTOB, KOTopas (haKTU4ecku
OTCYTCTBYET, W NOSBNEHNIO BCIIEACTBUNE STOrO YA3BUMOCTEMN.

MprvMepoM NMpPOTUBOPEYMBOrO PYKOBOACTBA SABMSAIOTCA 4BE MHCTPYKLMN PYKOBOACTBA, KOTOPLIE NpeanonaratoT pas-
Hble BbIXOAHbIe AaHHbIe NPU MPUMEHEHUN TeX Xe BXOAHbLIX AaHHbLIX.

MpuMepoM fe30pUeHTUPYIOLLEero pyKOBOLCTBa ABMAETCA ONUCaHWe OfHOW WHCTPYKLMKW, KOTopas MOXeT TONKO-
BaTbCA NO-PasHOMY, U OAHO U3 TONKOBaHWA MOXET NPUBECTU K COCTOSIHWIO He3alLLULLEeHHOCTH.

MpvMepoM HEenonHoro pykoBoAcTBa SBMAETCHA NepedeHb 3Ha4YMmblx TpeboBaHuii duandeckoi BeszonacHocTu, B
KOTOPOM ONYLLEH KPUTUHECKN BaXHbIA MYHKT, YTO NPUBOAUT K HEBBINOMTHEHWIO 3TOrO MYHKTa afiMUHUCTPATOPOM, NOSb30-
BaTeneM Wnu obcnyXuBaloLLMM MepcoHarom, KOTOpble CHUTAaIOT STOT NepeyeHb MOSHbLIM.

MpuMepoM HeyAoBHOro 4MA Nonb3oBaTeNs PyKOBOACTBA SBMAOTCA HEYETKO MMM CIWLLKOM MOAPOOHO HanucaH-
Hble MHCTPYKLMK, YTO fenaeT UX U3NULLHE CIOXHBIMUA U TPYAHO BOCMPUHUMAEMbIMUA ANA afMUHUCTpaTopa, nons3aoBaTte-
na unu obcnyxusatoLlero nepcoHana, 1 YTo MOXeT NPUBECTU K HEMpaBUibHOMY BbIMOMHEHUIO Kakoro-nmbo AerncTBus
UK, BO3MOXHO, K HEBLINOMHEHUIO [EACTBUSA COBCEM, UMW K HEMPAaBUMbHBIM U HEHYXHbLIM AEWCTBUAM, pe3yrnsTraTtom
Yero MOXET CTaTb He3allWLEeHHOCTb aBTOMaTU3MPOoBaHHOR cucTeMbI.

MpuMepoM HeoBOCHOBaAHHOrO PYKOBOACTBA SBMAETCH PeKOMEHAALMSA BbIMOMHATL CIIULLKOM OBpeMeHUTENBHYO
npoueaypy ANA agMUHWUCTpaTopa, Nonb3oBaTens Wnu obcnyxusatoLlero nepcoxana.

PykoBOACTBO siBMisieTcA HeoOXOAUMBIM U MOXET COAEepXKaTbCHA B CylLlecTByloLel AokymeHTauun no COO nubo
npefocTaBNATLCA OTAENLHO. B nocnegHeM criydae oLeHLMK JOoMmKeH nogTBepanTs nocTaBky AokyMeHTauum ¢ COO.

C.8.2.3 PaHXupoBaHUe KOMMOHEHTOB

[aHHoe ceMeNcTBO COCTOUT U3 ABYX KOMMOHEHTOB. OTU KOMMOHEHTLI paHXUpoBaHbl Ha OCHOBE MOATBEPXAEeHNA
ONUCaHuA JOKYMEHTaLun 1 NpoBepKe aBTOMAaTU3UPOBAHHOW CUCTEMBI.

C.8.2.4 AOV_MSU.1 lMNpoBepka pyKoBOACTB aBTOMATU3UPOBAHHOIW CUCTEMbI

3aBucmMmMocTHm:

AOD_ADM.1 PykoBoacTBO agMUHUCTPATOPE;

AOD_USR.1 PykoBoacTBO nonb3oBaTens.
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C.8.2.4.1 Uenu

Llens npoBepkn pyKoBOACTB aBTOMaTU3UPOBaAHHOW CUCTEMbLI 3akro4aeTca B o6ecnedeHnn OTCyTCTBUA Ae30pU-
eHTUpYytoLLero, HeobOCHOBaAHHOrO U MNPOTUBOPEYMBOrO PYKOBOACTBA B [JOKYMEHTALUMW PYKOBOACTB W yKasaHWi
npoueayp 3aluThl A5 BCeX PEXMMOB YHKLMOHNPOBaHUA. COCTOSHMS He3aLMLEHHOCTMN J0MKHL! ObITb Nerko obHapy-
XUBaeMbIMU.

C.8.2.4.2 GnemeHTbl AeiicTBuiA pa3paboTynka/MHTerpaTopa

AOV_MSU.1.1.D PaspaboTumnk/MHTerpatop A0MKEH NpefoCcTaBnaTb AOKYMEHTaLuWo pyKOBOACTB.

AQOV_MSU.1.2.D Pa3paboTumk/MHTErpaTop AOMKeH J0KYMEHTUpOBaTh aHanu3 fOKYMEHTaUUW pyKOBOACTB.

C.8.2.4.3 GnemeHTbl cofepXaHus u npeacTaBneHnsl CBUAETENLCTB

AOV_MSU.1.1.C B fokyMeHTaLmn pyKoBOACTB A0MKHbI ObITb onpefeneHsl BCe BO3MOXHLIE PEXUMBbI PYHKLUOHU-
poBaHna COO (Bkmtovas onepaluio, CreayroLyo 3a 0TKa3oM UK 3KCMyaTaUMOHHON ownbkon), X nocneacTsns u
BO3AelcTBMA AnA noaaepaHus 6esonacHoro oyHKLUWOHUPOBAHMUSI.

AOV_MSU.1.2.C JokymeHTauusa pykoBoACTB A0MKHa ObITL MOSTHOW, SCHOW, nocneaosBaTenbHOW U 060CHOBAHHON.

AOV_MSU.1.3.C B gokyMeHTaLuu pykoBOACTB AOSMKHEI ObITb yKadaHbl BCce opraHU3alyuoHHble Mepbl obecnede-
HMsA 6e30nacHoOCTY.

AOV_MSU.1.4.C B gokymeHTaLun pykoBOACTB AOMKHbI BbITb YKa3aHbl Bce 3aBUCUMOCTU OT 6e3onacHoro yHKUu-
OHUPOBAHWA BHELUHUX aBTOMAaTU3MPOBAHHbLIX CUCTEM.

AOV_MSU.1.5.C B fokyMeHTaLun no aHanusy AofmkHa ObITb oTpaxeHa cTeneHb NOMHOTHI AOKYMEHTaLMUM.

C.8.2.4.4 DneMeHTHl AEUCTBUIA OLEHLUMKA

AOT_MSU.1.1E OueHLMK A0MKeH NOATBEPAUTL COOTBETCTBUE NpefcTaBeHHOW HgpopMauun BceM TpeboaHu-
AM K COAepXXaHuio U MpefCTaBlEHU0 CBUAETENLCTB.

AOT_MSU.1.2E OueHLuumk fomkeH NOBTOPUTL BCe NpoLielypbl KOHPUIYPUPOBAHNA U YCTaHOBKU ANA NOATBEPXKAE-
HnA, 4To COO MOXHO KOHMUIYpUpoBaTh U UCNONBL30BaTbL 6e3onacHo, TOMbKO NOSb3YACh NOCTaBNEHHOW JOKyMeHTaLu-
el pyKoBOACTB.

AOT_MSU.1.3E OueHLMK fomKeH onpeaennTb, YTO UCNONb3oBaHWe AOKyMEHTaUMU pyKOBOACTB NO3BONSAET Bbl-
ABNATb BCE COCTOAHUSA He3alMULLEHHOCT U BOCCTaHaBNMBATL MX 0 COCTOSIHUA 3aLLULLEHHOCTH.

AOT_MSU.1.4E OueHLMK AOMKEH NOATBEPAUTL, YTO B JOKYMEHTALUN aHanusa oTpaXeHo npegHasHadeHue py-
KOBOACTB ANs 6esonacHoi paboTkl BO BcexX pexuMax ¢pyHkymoHnposanus COO.

C.8.2.5 AOT_MSU.2 AHanus u TeCTUPOBaAHUE HE3ALLMLLEHHbIX COCTOSIHUMA

fBnaeTca nepapxudeckum ansa: AOV_MSU.1 MNpoBepka pykoBoACTBa N0 aBTOMaTU3NMPOBaHHOW CUCTEME.

3aBucumocTu:

AOD_ADM.1 PykoBoacTBO aiMUHUCTPATOPOB;

AOD_USR.1 PyKkoBogcTBO Nonb3oBaTens.

C.8.2.5.1 Uenu

Llenb aHanusa u TecTMpoBaHMA He3aLUULLEHHBIX COCTOAHUIA 3aKniovaeTca B o6ecneyeHnn oTCyTCTBUS AE30pUEH-
TUpYtoLLEro, Heo60CHOBaHHOIO U MPOTMBOPEYUBOTO PYKOBOACTBA B AOKYMEHTALMMW NO PYKOBOACTBY U yKasaHWs npoLeayp
3alUTLl ANA BCEX PEXUMOB (YHKUMOHWPOoBaHUA. COCTOAHMA HesaWMWEHHOCTU JOMKHLI nerko obHapyxusaTtbes. B
[aHHOM KOMMOHEHTE aHanu3 AOKYMeHTaLuu PyKOBOACTB oueHLWuKom TpebyeTcs ana obecneyeHmnst JONONMHUTENBHOMO
[L0BEpUSI K COOTBETCTBUIO Lienu; 3TOT aHanm3a NpoBepsieTca U ero AOCTOBEPHOCTb NOATBEPXKAAETCSA NOCPESCTBOM TECTH-
poBaHUA CO CTOPOHBI OLieHLLMKa.

C 8.2.5.2 3ameyaHnsa No NPUMEHEHUIO

B A@HHOM KOMMOHEHTE OLEHLLUUK HYXeH ANA NPOBEeAEHUA TECTUPOBaHUA ¢ Uenbio obecneveHunsi GuicTporo obHa-
pyxeHus BxoxaeHus COO B cocTosiHWE He3alLULLEeHHOCTH.

C.8.2.5.3 BneMeHTbl aeiicTBUiA pa3paboTynka/MHTerparopa

AOV_MSU.2.1.D Pa3paboTymk/uHTerparop AOXeH NPefocTaBnsTh 4OKYMEHTaLMIO PYKOBOACTBA.

AOV_MSU.2.2.D Pa3paboTunk/mHTerpatop fOMKeH LJOKYMEeHTUpoBaTk aHanma AOKyMeHTaLMn pYKOBOACTBA.

C.8.2.5.4 GneMeHTbI coaepXaHusa W NpeAcTaBleHns CBUAETENbCTB

AOV_MSU.1.1.C B pokymMeHTaLmMn pyKoBOACTBa AOMKHLI BbITb onpegeneHsl Bce BO3MOXHbIE PEXUMbI (YHKLMO-
HupoBaHus COO (BkNtoyasn onepauuio, CrefyoLyio 3a 0TKasoM WU SKCnyaTalMOHHON OWNOKOR), nx nocneacTena u
BO3JeicTBUA ANA nopaepxaHua 6e3onacHoro yHKUMOHUPOBaHUS.

AOV_MSU.1.2.C JokymeHTaLmnsa pyKOBOACTB JoSMKHA ObITb NOMHOW, ACHOR, NocneoBaTensHOW U 060CHOBaHHON.

AOV_MSU.1.3.C B agokymeHTaLun pyKOBOACTB LOIMKHbI OblTb ykasaHbl BCe OpraHW3aluoHHble Mepbl Gesonac-
HoCTW.

AOV_MSU.1.4.C B gokymeHTaLuun pykoBOACTB AOMKHbI ObITb YKasaHbl Bce 3aBUCMMOCTY oT 6e3onacHoro gyHKLu-
OHUPOBAHWUA BHELLUHWUX aBTOMAaTU3MPOBaHHbLIX CUCTEM.

AOV_MSU.1.5.C B gokyMeHTaLun No aHanusy AoimkHa ObiTb OTpaxeHa cTeneHb MOMHOThI AOKYyMeHTaLuu.

C.8.2.5.5 OnemeHTHl felCTBUIA OLEHLIMKa

AOT_MSU.2.1E OueHLMK AOMKEH NOATBEPAUTL COOTBETCTBUE NpeacTaBneHHoN UHdopMaLun Bcem TpeboBaHu-
AM K COAePXXaHUIo W NpefCTaBleHNto CBULETENLCTB.

AOT_MSU.2.2E OueHLuK AoMmKeH NOBTOPUTL BCe NpoLeAypLl KOHUIYPUPOBAHUA U YCTAHOBKU ANS NoaTBepXie-
Hus, 4To COO MOXHO KOHWIypupoBaTk U UCnonb3oBaTbh Ge3onacHo, TOMbKO MoSb3yAchk NOCTaBMNEHHON AOKyMeHTaLM-
el pyKoBOLCTB.
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AOT_MSU.2.3E OueHWuK fomkeH onpeaenuTb, YTO UCNONb30BaHWE AOKYMEHTaLUW PYKOBOACTB NO3BONSAET Bbl-
ABNATL BCE COCTOAHUA HE3ALWULEHHOCTN U BOCCTaHaBNMBATL UX A0 COCTOSHUA 3aLUULLEHHOCTH.

AOT_MSU.2.4E OueHLWMK AOMKEH NOATBEPAUTDL, YTO B JOKYMEHTaUUW aHanusa oTpaXxeHo npefHasHa4eHue py-
KOBOACTB ANA o6ecnedenunn 6ezonacHoit paboTel BO BCEX pexumMax hyHKUMoHUposaHus COO.

AOT_MSU.2.5E OueHLMK [OIMKEH NPOBOAUTL HE3AaBUCUMOE TeCTUpOBaHUE ANA onpefeneHus o6ocHoBaHHOMN
CNocoBHOCTU afMUHUCTPATOPa WM NONb30BaTeNs, 03HAKOMIEHHOMO C AOKYMEHTaUuel pyKOBOACTB, ONpeaensTb, KOH-
urypuposan nu un dpyHrUuoHupyet nm COO BesonacHbIM 06pa3som.

C.8.3 AHanu3 yassumocTteit (AOV_VLA)

C.8.3.1 Uenu

AHanu3oM yassuMOCTei SBMSAETCA OLeHKa Toro, CnocobHbI NN YA3BUMOCTH, BbIABNIEHHbIE BO BPEMS OLIGHKW CTPYK-
Typbl U Npegnonaraemoro gyHkumoHuposannsa COO unu Apyrumn MeToaamu (Hanpumep runotesa 4edekToB) B TEHEHNE
XW3HEHHOro LMKNa aBToMaTU3UpoBaHHON cucTeMel, MewaTb OBEC unu N3MeHATb UX, UK cosgasaTb NOMEXN CaHKLUMO-
HUPOBaHHLIM BO3MOXHOCTAM ApYriX nornb3oBaTenen.

C.8.3.2 3ameyaHuns No NPUMEHEHUIO

AHanus yassumocTel NpoBoAUTCA pa3paboTYNKOM/MHTErpaTopoM C LENbio ONpefeneHns Hanuvna yassumoc-
Tel 6€30NacHOCTW, W NpWU aHanu3e AOMMKHO YYMTLIBATLCA CoAepXUMOe komnnekTylowux yanos COO. PacnonoxeHue
NAESHTUDULUPOBAHHBIX YS3BUMOCTEW [OIMKHO JOKYMEHTUPOBATLCA € TeM, YTOObI OLEHLMK MOT BOCNONBL30BaTLCA 3TOW
nHdopMauumen Npu He3aBUCUMOM TECTUPOBAHWM Ha MPOHUKHOBEHUE W/WNWU NPOBEAEHWUN aHanusa ys3BUMOCTEN.

AHanu3 yassumocTel npefHasHaveH Ansa noATBEPXAEHUS TOro, YTO BbIABNEHHbIE YA3BUMOCTU 6€30NacHOCTU He
MoryT 6bITb UCNonNb3oBaHbl B Npeanonaraemoil cpege COO, U, 4to COO HEBOCNPUUMHUB K OMEBUAHLIM aTakaM Ha
NPOHUKHOBEHWeE.

OueBNAHBIMW YA3BUMOCTAMU SIBASIIOTCA YS3BUMOCTU OTKPLITbIE ANA NPUMEHEHUA, TpebyoWwero MUMHUManbHOro
3HaHWA COO, ero cBsizaHHbIX U He CBsI3aHHbIX ¢ T KOMNOHEHTaMKU, U MUHUMaNbHBIX TEXHUHECKUX HABLIKOB, MacTepcTBa
n pecypcoB. X Hanuune MOXHO NPeANoONoXUTE U3 onncaHusa uHTepdeitcos PEC. O4eBUAHLIMN YAZBUMOCTAMU ABASIOT-
cA Takke Haxopasuleiica B obLejocTYNHOM oMeHe 6e30nacHOCTU, NoAPOBHOCTU KOTOPLIX AOMKHLI BbITb U3BECTHLI
paspaboTynky/MHTErpaTopy UM opraHusauuu Nonb3oBaTEeNs WM JOCTYNHLI U3 OpraHa OLIEHKU.

[ns cucTemMaTmyeckoro noucka yassuMocTei TpebyeTca CTpyKTypupoBaHHaa u nosTopsiemas pabota paspabot-
YuKa/MHTerpaTopa B NMPOTUBOMNOSIOXHOCTb BHISIBNEHWUIO YA3BUMOCTEN 6e3CTPYKTYPHBIM (MPOU3BOSIbHBIM) METOAO0M.

OCHOBHBIM HasHaYeHWeM He3aBUCUMOrO aHanula ya3BUMOCTEN OLEHLUMKOM W CBSA3AHHOrO C HUM TeCTUPOBaHMUsI
Ha NPOHWKHOBEHMWe sABnsAeTcs conpoTuBnseMmocTs COO aTakaM Ha NPOHWUKHOBEHWE, OCYLLECTBNAEMbIM HapyluuTenem,
UMetoLLUM HU3KniA (AOV_VLA 2), cpeanuii (AOV_VLA 3) unu seicoknin (AOV_VLA 4) noTeHynan aTakn. OUeHLWUK AOMKeH
NpeAnoNoXnTb Ponb HapylUTeNnsa ¢ HU3KUM, CpeAHUM UNKU BbICOKUM (cooTBeTcTBEHHO AOV_VLA 2, AOV_VLA.3 unu
AOV_VLA 4) noTeHunanamu aTaku. Mcnonb3oBaHne yAa3sBUMOCTE aBTOMaTU3WPOBaHHOW CUCTEMbl TakUM HapyluUTe-
neM [JOSDKHO paccMaTpuBaThCA OLEHLUMKOM Kak «OYeBUAHbIE aTaku NPOHUKHOBEHUS» (MO OTHOLUEHMUIO K 3rleMeHTaM
AOV_VLA.»2C) B KOHTeKCcTe KoMnoHeHToB oT AOV_VLA.2 1o AOV_VLA 4.

C.8.3.3 PaHxupoBaH1e KOMMNOHEHTOB

[aHHoe ceMeiCTBO COCTOUT U3 YETLIPEX KOMMOHEHTOB. 3TU KOMMOHEHTLI pacnpefensioTcs Ha OCHOBE MOATBEPX-
[leHust aHanuaa paspaboTYMKOM/MHTErpaTopoM M rmyOuHbl HEe3aBUCUMMOro aHanusa.

C.8.3.4 AHanus ysa3sBuMOCTelN pa3paboTUMKOM_MHTErpaTopom

3aBUCUMOCTH:

ASD_IFS.1 ®OyHKUMOHaneHasa cneumdmrkauma nHTepgeincos;

ASD_SSD.1 lNpoekT noagcucrem;

ASD_CON.1 KoHuenuust 6e30nacHocTi DyHKLMOHUPOBAHUS;

AOD_ADM.1 PykoBoacTBO agMUHUCTpaTOPa;

AOD_USR.1 PykoBoacTBO nosb3oBaTensi.

C.8.3.4.1 Uenu

AHanua yassuMocTel NpoBoAUTCA pa3paboTYMKOM/MHTErpaTopoM AN BbIABMEHUA HANMYUA OYEBUAHLIX YS3BU-
MOCTEA W MOATBEPXAEHUS HEBO3MOXHOCTW MX UCMONb3oBaHWA B npegnonaraemoit cpege COO.

C.8.3.4.2 3amMe4vaHusa No NpUMEHEHUIO

OLeHLUK AOMXEH YYUTBIBaTb BO3MOXHOCTb MPOBEAEHUS AOMOJHUTENbHBIX TECTOB MOTEHUWaNbHO UCMOoNb3ye-
MbIX YSI3BUMOCTEW, BbIIBNEHHbLIX B X04€ APYriX 3Tarnos OLEHKM.

C.8.3.4.3 GneMeHTbl felcTBUiA paspaboTunka/MHTerpatopa

AQOV_VLA.1.1D Pa3paboTunk/MHTerpaTop JOMXeH NPOBOAUTbL U [JOKYMEHTUPOBATL aHaiu3 KOMNNEKTYIOLLMUX Y3108
COO pnsa novcka o4eBUAHLIX NyTe, KOTOPBIMM NOMb30BaTENMb MOXET HapYLUUTb PYHKUMK obecneveHns GezonacHocTu.

AOV_VLA.1.2D Pa3paboTunk/MHTerpaTop LOIKEH AOKYMEHTMPOBaTb PacronoXeHWe OMeBUAHBLIX YSA3BUMOCTEN.

C.8.3.4.4 BnemeHTLI cofepaHusi U NpeacTaBneHusl CBUAETENbCTB

AOV_VLA.1.1C B gokyMeHTaLnun no BceM BbISBMEHHEIM YA3BUMOCTAM JOMKHO BbITb YKa3aHO O HEBO3MOXHOCTH
1cnonb3oBaHWA ya3BUMOCTU B npeAanonaraemoi cpege COO.

C.8.3.4.5 OnemeHTbl 4eNCTBUIA oLeHLWMKa

AOV_VLA.1.1E OueHLYM1K foIKeH NOATBEpXaTb COOTBETCTBUE NPEACTaBIIEHHOW UHOpMaLuK BceM TpeboBaHu-
SIM K COfepXaHuio U NpeAcTaBlIeHUo CBUAETENLCTB.
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AOV_VLA.1.2E OueHWMK JOMKEH NPOBOAUTL TECTUpOBaHWE Ha MPOHUKHOBEHUE, MOCTPOEHHOE Ha aHanuse
YA3BUMOCTEN, NPOBEAEHHOM paspaboTHMKOM/MHTErpaTopoMm, AnA obecnedeHns BhISBNEHUS OYEBUAHLIX YS3BUMOCTEN.

C.8.3.5 AOV_VLA .2 He3zaBucuMbIii aHanu3 ya3BUMocTen

AAensetca nepapxudeckum ans: AOV_VLA.1 AHanus yasBuMocTel, NpoBeaeHHbIN paspaboTHMKoOM/MHTErpaTopom.

3aBUCUMOCTU:

ASD_IFS.1 ®yHkunoHanbHas cneuudgukauma MHTepdencos;

ASD_SSD.1 lNMpoekT noagcuctem;

ASD_IMP.1 lNpeacTasneHne peanusayuu,

ASD_CON.1 KoHuenuusa 6e30nacHOCTU PYHKLMOHNPOBaHHUS,

AOD_ADM.1 PykoBogcTBO agMUHUCTpaTopa;

AOD_USR.1 PyKkoBoACTBO Nosib3oBaTens.

C.8.3.5.1 Uenu

AHanus ya3sumocTeil NpoBoAUTCA pa3paboTINKOM/MHTErpaTOpOM ANS YCTAHOBNEHUA HaNMMYUA O4EBUAHBIX YA3BU-
MOCTel 1 NOATBEPXAEHNS HEBO3MOXHOCTU MX UCMONb3OBaHWA B npeanonaraemoin cpege COO.

OueHLUK NPOBOAUT He3aBUCUMOE TECTUPOBaHWE Ha NPOHUKHOBEHWE, COMPOBOXAAeMOE HE3aBUCMMBLIM aHaru-
30M YySi3BUMOCTEW OLieHLuKa, ¢ Uenbtio onpegeneHus conpotuenaemoct COO aTakaM Ha NPOHUKHOBEHMWE, OCYLLECTB-
NeMbIM HapyLlUMTeneM € HU3KUM MOTeHLMarnom artaku.

C.8.3.5.2 OnemMeHThbl felcTBMiA paspaboTunKa/MHTerpaTopa

AOV_VLA.2.1D Pa3paboTunk/mHTerpatop AOMKEH NPOBOAUTL U AOKYMEHTUPOBATL aHanm3 KOMMIIEKTYIOLUX y3r0B
COO ans noucka o4eBUAHBLIX NYTEA, KOTOPLIMU NOMb30BaTENb MOXET HapyLWWTb hyHKUMKU obecneveHns 6e3onacHoCTy.

AOV_VLA.2.2D Pa3paboTyuk/mHTerpaTop LOSKEH AOKYMEHTUPOBaTb PacnonoXeHWe oYeBUAHLIX YSI3BUMOCTENA.

C.8.3.5.3 OrieMeHTLl COAEpPXaHUA U NpeacTaBreHns CBUAETENLCTB

AOV_VLA.2.1C B gokyMeHTaummn no BCeM BbISBMEHHBIM YA3BMMOCTAM AOSMKHO BbiTb yKazaHO 0 HEBO3MOXHOCTM
ncnonb3oBaHua ya3BuMocTy B npednornaraemon cpege COO.

AOV_VLA.2.2C.B pokyMeHTauun gormkHo 6biTb obocHoBaHue conpotuensaeMoctn COO co BCEMU BhISIBIIEHHLIMM
YA3BUMOCTAMW OYEBUAHEIM aTakam Ha MPOHUKHOBEHME.

C.8.3.5.4 OnemMeHTbl AEACTBUI OLEHLLMKA

AOV_VLA.2.1E OueHLUK AOMKEH NOATBEPAUTL COOTBETCTBUE NpeAcTaBneHHoN UHdopMauumn Bcem TpeboBaHu-
AIM K cojiepXXaHuio 1 npefcTaBnNeHnto CBUETENLCTB.

AOV_VLA.2.2E OueHLMK JormKkeH NpoBecT! TeCTUpOBaHWe Ha NPOHUKHOBEHWE, NOCTPOEHHOE Ha aHanu3e ysa3Bu-
MoCTeil, NpoBeAeHHOM pa3paboT4MKoM/MHTerpaTopoMm, ANs obecneveHnUs ykasaHus BbISBIEHHbLIX YS3BUMOCTEIA.

AOV_VLA.2.3E OueHLLWK [OoMKeH NPOBECTU He3aBUCHMbIA aHanua ysasBUMOCTEN.

AOV_VLA 2 4E OueHLIMK [OMmKeH NPpOBECTU He3aBUCKMOe TeCTUpOBaHWe Ha NPOHUKHOBEHWE, OCHOBaHHOE Ha
He3aBUCUMOM aHanuse ysisBUMOCTei, ANS onpeAeneHnss BO3MOXHOCTM UCMONb30BaHUA AOMNOSIHUTENBHO BbISBIIEHHBIX
YA3BUMOCTEN B Npeanonaraemon cpefge.

AOV_VLA 2.5E OueHumk fgomkeH onpefensTs conpoTtuenseMoctb COO atakam Ha NPOHUKHOBEHWE, OCYLLEeCTB-
NAeMbIM HapyLlMTeneM € HU3KUM MOTeHLMAarioM aTaku.

C.8.3.6 AOT_VLA.3 CpeaHasa conpoTUBNSeMocTb

fABnsetcs nepapxudeckuM ans: AOV_VLA.2 HeszaBucuMbIA aHanm3 ya3sBuMOCTEN.

3aBucMMocCTHm:

ASD_IFS.1 ®yHKUMoHanbHas crneyudukaums HTepdencos;

ASD_SSD.1 lNpoekT noagcucrem;

ASD_IMP.1 lNMpeacTaeneHne peanusauuu;

ASD_CON.1 KoHuenuus 6e3onacHocTi PYHKLMOHUPOBaHHUS;

AOD_ADM.1 PykoBoACTBO aAMUHUCTpaTOPA;

AOD_USR.1 PykoBoacTBO nornb3oBaTens.

C.8.3.6.1 Lenu

AHanus ys3BumocTeii NpoBOAUTCS paspaboTYUKOM/MHTErPaToOpPOM ANsi YCTAHOBMEHWS HalMYus 04EBUAHBIX YA3BU-
MOCTEN U MoATBEPXAEeHNSA HEBO3SMOXHOCTU UX UCMONb3oBaHWs B npegnonaraemoit cpege COO.

OueHLUK NPOBOAUT He3aBUCMMOE TECTUPOBaHWE Ha NMPOHUKHOBEHWE, COMPOBOXAaeMOe He3aBWCUMbIM aHarm-
30M yA3BUMOCTeW oLeHLLMKa, ¢ Lenbtlo onpeaeneHus conpotuenaemoctn COO aTakaM Ha NPOHUKHOBEHWE, OCYLLeCTB-
NSeMbIM HapylmMTenemM cO CpefHUM NOTEHUManoM aTaku.

C.8.3.6.2 GnemeHTbl AeiicTBuiA paspaboTynka/MHTerpaTopa

AOV_VLA.3.1D Pa3paboTumk/MHTerpaTop 4OMKEH NPOBOAUTL U JOKYMEHTUPOBATL aHann3 KOMMIEeKTYIOLLMX Y3I0oB
COO ans noucka o4eBUAHbLIX NYTEA, KOTOPLIMUA NOSIb3OBATENb MOXET HaPYLWMTb PYHKUMM oBecneyveHns 6e3onacHocTy.

AOV_VLA.3.2D Pa3paboTunk/mHTerpaTop LOSKEH AOKYMEHTUPOBATb PacronOXeHWe OUYEBUAHBIX YA3BUMOCTEN.

C.8.3.6.3 OneMeHTHI copepXaHnsa U NpeAcTaBleHns CBUAETENbCTB

AOV_VLA.3.1C B gokymeHTaLUMun No BCeM BbISBMEHHEIM YA3BUMOCTAM AOSKHO ObITb yKa3aHO O HEBO3MOXHOCTU
1crnonb3oBaHUa ya3BUMOCTM B nNpeanonaraemoit cpege COO.

AOV_VLA.3.2C.B gokymeHTauum 4omxkHO 6biTb 06ocHoBaHue conpoTtusnsemMoctn COO co BCeMW BbISIBIIEHHBIMU
YA3BUMOCTAMW OYEBUAHBIM atakam Ha MPOHUKHOBEHME.

AOV_VLA.3.3C B ceugetenbcTBe AoMmkHa OblTb OTpaxkeHa CUCTeMaTUYHOCTL Moucka YA3SBUMOCTEN.
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C.8.3.6.4 OnemeHTHl feUCTBUIA OLEHLIMKA

AQOV_VLA.3.1E OueHWMK JomkeH NoATBEpAUTL COOTBETCTBUE MpeAcTaBNeHHONW UHpopMaumum Bcem TpeboBaHu-
AM K COAEpXaHUIo N NPefCTaBleHNto CBULETENLCTB.

AOV_VLA.3.2E OueHLUUK foMKeH NpoBeCcTU TECTUPOBaHWE Ha NPOHUKHOBEHWE, MOCTPOSHHOE Ha aHanMae ysa3Bu-
MOCTEN, NPOBEeAEHHOM pa3paboT4YMKOM/MHTErpaTopoM, Ans obecrneyveHns yKkasaHUsi BbISBMEHHbBIX YsSI3BUMOCTEA.

AOV_VLA.3.3E OueHLMK fJomKeH NpoBeCTU He3aBUCUMBbIA aHanua ysa3BuMocTei.

AOV_VLA 3.4E OueHLWuK fomKeH NpoBecTW He3aBUCMMOE TeCTUpOBaHUE Ha NPOHWKHOBEHME, OCHOBaHHOE Ha
He3aBUCHMOM aHanuse ys3BUMOCTEW, ANS OnpeAeneHnss BO3MOXHOCTU UCMONb3OBaHWUSA AOMOSTHUTENBHO BbISBIIEHHBIX
YA3BUMOCTEN B MnpeanonaraemMon cpege.

AOV_VLA 3.5E OueHiuk fgomkeH onpefaenaTe conpotuanseMocts COO aTakaM Ha NPOHWKHOBEHMWE, OCYLLeCTB-
NAeMbIM HapyLlMTeneM co CpefHUM NOTEHLManoM aTaku.

C.8.3.7 AOT_VLA .4 Bbicokasi conpoTUBRAEMOCTb

AABnseTtca nepapxudeckum Ansa: AOV_VLA.3 CpefiHAs cONpOTUBNSEMOCTb.

3aBUCUMOCTU:

ASD_IFS.1 ®yHKynoHanbHaa cneundukaumua MHTepdpencos,

ASD_SSD.1 MpoekT nogcucTem;

ASD_IMP.1 lNpeacTasneHune peanusayuu,

ASD_CON.1 KoHuenuusa 6e3onacHOCTU PYHKLMOHNPOBaHUS,

AOD_ADM.1 PykoBogcTBO agMuHUCTpaTopa;

AOD_USR.1 PyKkoB0oACTBO Nosib3oBaTens.

C.8.3.7.1 Uenu

AHanus yassumocTeil NpoBOAUTCA pa3paboTYNKOM/MHTErpaToOpOM AN YCTAHOBINEHNS HaNMYUA OYEBUAHBIX YSA3BU-
MOCTei 1 NoATBEePXAEHNS HEBO3MOXHOCTM MX UCMONb3oBaHUA B npegnonaraemoit cpege COO.

OueHLMK NPOBOAUT He3aBUCUMOE TECTUPOBaHWE Ha NMPOHUKHOBEHMWE, COMPOBOXAaeMOe HE3aBUCUMBLIM aHanu-
30M YS3BMMOCTEW OLieHLLuKa, ¢ Uenbto onpeaeneHus conpotusnsemoct COO aTakam Ha NPOHUKHOBEHWE, OCYLLECTB-
NAeMbIM HapyLluMTenemM ¢ BLICOKUM MOTEHLUManom aTaku.

C.8.3.7.2 GneMeHTbl AelcTBUIA paspaboTynka/MHTerpaTopa

AOV_VLA.4.1D Pa3paboTumk/MHTerpatop AOMKEH NPOBOAUTL U AOKYMEHTUPOBATL aHanm3 KOMMIIEKTYIOLLUX Y30B
COO ana novcka o4eBUAHLIX NyTeR, KOTOPLIMU NOSIB30BATENb MOXET HapYLWUTL hYHKLMM obecreyeHns Be3onacHOCTU.

AOV_VLA.4.2D Pa3paboTunk/mHTerpatop AOIMKEH AOKYMEHTUPOBaTb pacrnofnoXeHUe OYEBUAHLIX YSI3BUMOCTEMN.

C.8.3.7.3 GneMeHTbl cojepXaHus U npeAcTaBfieHNs CBUAETENLCTB

AOV_VLA.4.1C B gokymMeHTaLuuu no BCEM BLISIBNEHHbIM YA3BUMOCTAM JOMKHO BbiTb yKazaHO O HEBO3MOXHOCTH
“cnonL3oBaHWA yA3BUMOCTM B npeanonaraeMon cpene COO.

AOV_VLA.4.2C.B gokymeHTaumn aomkHo 6biTb o6ocHoBaHWe conpoTuBrsiemMoct COO co BceMU BbISIBIIEHHBIMM
YA3BUMOCTAMU OYEBUAHBIM aTakaMm Ha NPOHUKHOBEHUe.

AOV_VLA.4.3C B cBuaeTtennctBe fomkHa bbiTb OTpaxeHa CUCTEMATUYMHOCTL MOUCKA YS3BUMOCTEN.

AOV_VLA.4.4C B pokyMeHTauuun aHanusa JOIMKHO cofepxaTtbcsd 060CcHOBaHUE NOMNHOMO oxXBaTa aHanu3oM KOMM-
nekryrowux ysnos COO.

C.8.3.7.4 OnemeHTbl AeUCTBUIA OLEHLLMKA

AOV_VLA .4.1.E OueHLWMK AOMKEH NOATBEPAUTL COOTBETCTBME NpefcTaBneHHol HgopMauuu Bcem TpebosaHu-
AM K COAePXaHUI0 U NPeACTaBNEHUIO CBUAETENLCTB.

AOV_VLA.4.2E OueHWNK A0MKeH NpOBECTU TECTUPOBaHUE Ha NPOHUKHOBEHUE, NOCTPOSHHOE Ha aHanu3se ya3Bu-
MOCTeil, NpoBeAeHHOM pa3paboTiunKoM/MHTErpaTopoMm, Ansi obecneveHnust ykazaHusi BLISBNEHHbLIX YS3BUMOCTEN.

AOV_VLA.4.3E OueHWuK AomKeH NpoBECTU HE3aBUCUMbIA aHanu3 ys3BUMOCTEi.

AOV_VLA 4 4E OueHLWNK AOMKEH NPOBECTU HE3aBMCUMOE TECTMPOBaHWE Ha NPOHUKHOBEHWE, OCHOBaHHOE Ha
He3aBUCUMOM aHanuse ysa3sBUMOCTEW, AN onpeAeneHnss BO3MOXHOCTM UCMONb30BaHWA AOMNOMHUTENBHO BbIABEHHBIX
yA3BUMOCTEW B npeanonaraeMon cpeje.

AOV_VLA.4.5E OueHWuK pomkeH onpeaenstb conpotusnsemocTe COO aTakam Ha NPOHUKHOBEHWE, OCYLLeCTB-
NAeMbIM HapylIMTeneM ¢ BLICOKUM MOTEHLMAnoMm aTaku.

C.9 Knacc AOL: noaaepKa XKM3HEHHOrO LIMKIa aBTOMaTM3MPOBaHHbIX CUCTEM

C.9.1 BBeneHue

Lienbio nogAaepXKW XU3HEHHOMO LIMKIa aBTOMaTU3sMpoBaHHOW CUCTEMbI SBISETCA OnpeAerneHue agekBaTHOCTU
npoueayp, UCNonb3oBaHHLIX BO BpeMA MHTErpayuu U SKCryaTauMOHHBIX XU3HEHHBIX LUKNOB aBTOMaTU3MPOBaHHOM
cuctembl. OTU npoueaypbl BKNoYaloT B cebs Mepbl obecneveHnss 6e3onacHOCTH, NMPUMEHSBLUMECH B Xoae pa3paboTku
aBTOMaTU3NPOBaHHON CUCTEMBI (T.€. UHTerpauun), MoAerb XU3HEHHOrO LUKNa, NpUMeHsBLUYIOCA WHTErpaTopoM, U WUH-
CTpyMeHTanbHble cpeficTBa, NPUMEHSBLUMECA UHTErpaTopoM Ha MPOTSHKEHUU XU3HEHHOrO LMKNa aBTOMaTU3UPOBAaH-
HON CUCTEMBI.

C.9.2 OnpenenexHue mep obecnevyeHns 6e3onacHOCTU aBTOMaTU3MpoBaHHOW cuctembl (AOL_DVS)

C.9.2.1 Uenu

HaHHoe ceMelicTBO obecneynBaeT Mepbl obecneyeHuss 6e3onacHoCTU BO BpeMA pa3paboTku aBToMaTU3IUpOBaH-
HoW cucTembl. [pn ONBITHO-KOHCTPYKTOPCKUX paboTax AOmKHbI cobnoaarbes KOH(UAEHUNansHOCTb U LENOCTHOCTb
MaTepuanos, 3afeicTBOBaHHbIX ANa pa3paboTku.
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C.9.2.2 PanxupoBaHne KOMNOHEHTOB

HaHHoe ceMeNcTBO COCTOUT U3 IBYX KOMMOHEHTOB. 3TU KOMMOHEHTLI pacnpeaensioTca Ha OCHOBE NOATBEpXAe-
HWA ONUCaHWA B AOKYMEHTaLuM U NpoBepoK B aBTOMATU3MPOBAHHOW cUCTEME.

C.9.2.3 AOL_DVS.1 OnpepeneHune Mep obecnevyeHns 6e3onacHoCcTH

3aBMCMMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.9.2.3.1 OneMeHTbI AeiicTBMiA pa3paboTunka/MHTerparopa

AOL_DVS.1.1D PaspaboTtunk/mHTerpatop AOMKeH co3aaBaTb JOKyMeHTauuo no 6e3onacHocTn paspaboTku.

C.9.2.3.2 SnemeHTLl cogepXaHus U npefcTaBrieHUsl CBULETENLCTB

AOL_DVS.1.1C B gokymeHTauuu no 6esonacHocTu pa3paboTku AoMmkHbI ObITb U3MoXeHbl Bce hu3nveckune, npo-
LUeAypHble, OTHOCALMUECS K NepcoHany, u apyrue Mepbl obecneveHns 6esonacHocT, HeobxoguMble AN 3aWUThl KOHK-
AeHUManbLHOCTU, ayTeHTUYHOCTH, HAaAEXHOCTU U LIENOCTHOCTM NpoekTa u peanusauun COO B ero cpege pa3paboTku u
WHTerpauuu.

AOL_DVS.1.2C OdokymeHTauua no 6e3onacHoCTU pas3paboTku AomKHa NpefoCcTaBnATb A0KasaTenbcTso cobnto-
AeHna aTnx mep obecnedeHns GesonacHocTn Bo BpeMs pa3paboTku u obcnyxusanHus COO.

C.9.2.3.3 OnemeHTbl AeUCTBUIA OLIEHLLMKa

AOL_DVS.1.1E OueHWuK [omkeH NOATBEPAUTL COOTBETCTBUE NpeACTaBNeHHOW UHopmaLuum Bcem TpeboaHu-
AM K CofiepXXaHuio U NPeACTaBEHUIO CBUAETENLCTB.

C.9.2.4 AOL_DVS.2 NpoBepka mep obecneyeHns 6esonacHocTu

fiBnseTca uepapxudeckum ana: AOL_DVS.1 Onpegenexne mep obecneverHns 6e3onacHoCcTy.

3aBMCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.9.2.4.1 OnemeHTbl AeiicTBuiA pa3paboTunka/MHTerparopa

AOL_DVS.2.1D PaspaboTuni/mHterpatop AoMKeH cosfiaBaTb JOKYMeHTauuo no 6e3onacHocTn paspaboTku.

C.9.2.4.2 SnemeHTbl cofepXaHusi U NpeAcTaBnNeHnsl CBUAETENLCTB

AOL_DVS.2.1C B gokymeHTaLuu no 6e3onacHocT paspaboTkn AOMKHEI ObITb U3NOXEHbI BCe hU3ndeckue, npo-
LeAypHble, OTHOCSALWMECA K NepcoHany U Apyrue Mepbl obecneyeHus 6esonacHocTh, HeobxoguMble ANS 3aLWmTLl KOHDK-
LeHUManbHOCTH, ayTeHTUYHOCTU, HAeXHOCTHN U LIENOCTHOCTM npoekTa u peanusauun COO B ero cpefe paspaboTku un
UHTerpauum.

AOL_DVS.2.2C JdokyMeHTauusa no Ge3onacHocTU pas3paboTku AOKHA NpefocTaBnATb AoKasaTenbcTso cobnto-
feHnsa aTux Mep obecnedeHnsa GesonacHocTu Bo BpeMsl pa3paboTku u obenyxusanua COO.

C.9.2.4.3 OnemeHTbl JeACTBMIA OLEHLLMKa

AOL_DVS.2.1E OueHLMK JormkeH NOATBEPAUTL COOTBETCTBUE NMPEACTaBNEHHOW UHhopMaLum Bcem TpeboBaHu-
AM K cofepXXaHuio W NpefcTaBneHnto CBUETeNbLCTB.

AOL_DVS.2.2E OueHLMK AOMKEH OCYLLEeCTBNATL He3aBUCUMYIO NPOBEPKY MOCPEACTBOM ONPOCOB MepcoHana,
BblGopkM Mep obecneuyerus BesonacHOCTU U APYrUX METoAoB NpUMeHeHUs Mep obecneyeHus GesonacHoOCTy.

C.10 Knacc ASI: 6e3onacHas ycTaHOBKa (BHegpeHue) cuctem

C.10.1 BBegeHue

Bo BpeMsA BHefpeHWA cucTembl HeoOXoAUMO co3faTb CTPYKTYPY pykoBofacTBa obecnedeHueM 6e30nacHOCTH, Ha-
3Ha4YeHMeM KOTOpOro sBNSEeTCA MponaraHfMpoBaHWe U pacnpocTpaHeHWe nonuTuku 6esonacHocTU B opraHu3auuu.
PykoBoacTBO fomkHo cnocobcTBoBaTh 6e30nacHOCTU U NofAepXuBaTh €e NocpefCTBOM aKTUBHOIO y4YacTusl BO BHeApe-
HUW Be3onacHOCTU B opraHusaumu. deiicTBUA pyKOBOACTBa BKMtovakoT B ceBsi nofpobHoe uanoxeHue Ueneit 6esonac-
HOCTU, COOTBETCTBYIOLMX TpeboBaHnsaM 6e30MacHOCTU, U UHTErpUpOBaHbl B COOTBETCTBYIOLWME BU3HEC-NpoLEecCHl. 3TH
JeNCTBUA BKMOYakoT B cebs dhopmMynupoBaHue, aHanus v yTeepxaeHue nonuTuku 6esonacHocTn, obecneveHne YeTkow
1 SIBHOW NOALEPXKM PYKOBOACTBA, @ TaKKe npefocTaBneHne nporpaMm no obydeHuto u obecrneyeHnio ocBEAOMNEHHO-
CTU B NOALEPXKKY MOMUTUKN Ge3onacHOCTW opraHusauuu. PyKOBOACTBO TakKe HasHavaeT MeHeaXXepa B Ka4yecTse ynon-
HOMOYeHHoro no 6e3onacHoCTW opraHu3auuu.

Heobxogumo Takke noaTBepxiaTb afeKBaTHOCTb NPOLEAYP KOHMUIYpUpOBaHWS aBTOMaTU3MPOBAHHOW cucTe-
Mbl KaK NpU YCTaHOBKe, Tak W NPU KOHTPOSLHOM 3arycke.

C.10.2 OcBegomneHHocTb (ASI_AWA)

C.10.2.1 Lenu

B cooTBeTCcTBUM € faHHbIM ceMeiicTBOM OT pykoBogcTBa TpebyeTcs obecrnedyeHne obyueHuss nepcoHana ero
ponaM U obAsaHHOCTAM B obnactu obecneveHus 6e30nacHOCTM B npouecce CBOEW [enoBoi AeATenbHOCTU B
opraHusauum.

C.10.2.2 PaHXu1poBaH1e KOMNOHEHTOB

[aHHoe cemMeiCTBO COCTOMUT M3 [BYX KOMMOHEHTOB. OTU KOMMOHEHTLI pacnpefensoTcs Ha OCHOBE MoATBepXAe-
HWSA onucaHus B [OKYMEHTaLun 1 NpoBepok B aBTOMaTU3MPOBaHHOW cUcTeMe.

C.10.2.3 ASI_AWA.1 O6yueHue C LUenbio NOBbILWEeHUS OCBEAOMITEHHOCTHU

3aBMCUMMOCTHU: 3aBNCMMOCTY OTCYTCTBYIOT.

C.10.2.3.1 BnemeHTHl AelicTBUIA pyKoBOACTBA

ASI_AWA.1.1M PyKoBOACTBO AO/MKHO NPOBOANTE 0By4eHue ¢ Lienbio NOBbILLEHWS OCBEAOMITEHHOCTH ¢ hopmarnb-
HbIM BBOAHBLIM KYPCOM, MpefHa3Ha4YeHHbIM A4S 03HAKOMIIEHUst CO BCEMU OpraHu3aLuoHbeIMM MepaMu 6e30nacHocTH U
OXUJaeMbIMWU OT HUX pesyneraTamu, NPefoCTaBnssa NepcoHany AOCTYN K akTWBaM aBTOMAaTU3MPOBAHHOWR cucTeMsl 4O
nepuoga oby4eHus BO BpeMs UNU NepUOSUYHECKM.
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C.10.2.3.2 OnemeHTbl cogepxaHua 1 NpeacTaBnNeHUs CBUAETENLCTB

ASI_AWA 1.1C O6y4eHue ¢ Uenbio NoBbILEHNSA OCBEAOMNEHHOCTU AOIDKHO perucTpupoBaThCs.

ASI_AWA.1.2C 3anucu gonxHbl cogepxaTtb AaTy U BpeMs, NepcoHan c npaBoM JocTyna, obyyaemelii nepcoHar,
cofiepxaHue n pesyneratbl 06ydYeHus.

C.10.2.3.3 SnemeHTbl AeNCTBUI OUEHLLUKa

ASI_AWA.1.1E OueHWuK AOIMKEH NOATBEPAUTL COOTBETCTBUE NpefiCTaBNEeHHON UHOpMaLMKn BceM TpeboBaHUsm
K COAEPXaHWo U NpefCTaBNeHNIO CBUAETENbCTB.

C.10.2.4 AS|_AWA .2 NpoBepka obyueHna C Lenbio NOBbLIWEHUA OCBEJOMIEHHOCTH

fABnseTca nepapxudeckum ansa: ASI_AWA.1 O6yuyeHune ¢ Lenbio NoBbILLEHNs] OCBEAOMITEHHOCTH.

3aBMCMMOCT: 3aBUCUMOCTU OTCYTCTBYIOT.

C.10.2.4.1 OnemeHTHl A€ACTBUN pyKOBOACTBA

ASI_AWA.1.1M PyKkoBoACTBO AOMKHO NPOBOAUTL 06y4eHNe C LiENbIo MOBLILLEHWUS 0CBEOMIEHHOCTU ¢ hopMant-
HbIM BBOAHBIM KYpPCOM, MpeAHa3sHa4YeHHbIM AN 03HAKOMNEHUA CO BCEMU OpraHUsaLuoHbIMU Mepamu BesonacHocTu
W OXUAAEMBIMU OT HUX pesynsTaTamu, NPeAoCTaBNAs NepcoHany AOCTYM K akTuBaM asTOMaTU3MpOBaHHOW cucTeMbl
[0 nepuofa oOy4eHus BO BpeMs UK NEpUOAUYECKU.

C.10.2.4.2 SnemeHTbl cofepxaHua U NpeAcTaBneHnsa CBUAETENLCTB

ASI_AWA.2.1C OBy4eHue ¢ Lenbio MoBLILLEHUA OCBEAOMNEHHOCTU JOIMKHO JOKYMEHTUPOBATLCS.

ASI_AWA.2.2C 3anucu JomkHbl cofepxaTtb AaTy U BpeMs, nepcoHan c npaBoM AocTyna, obyyaemelii nepcoHarn,
cofepxaHue n pesynesratbl 06ydeHuns.

C.10.2.4.3 GneMeHTbl feiicTBUI OLeHLUKa

ASI_AWA . 1.1E OueHLuK AOMKEH NOATBEPANTL COOTBETCTBUE NpefCTaBNEeHHON UHOpMaLmKn BceM TpeboBaHuam
K COAEPXaHuo N NpefCcTaBrneHnio CBUAETENbCTB.

ASI_AWA 2.2E OueHLWMK JOMKeH OCYLLEeCTBNATL He3aBUCUMYIO NPOBEPKY NOCPEACTBOM NPOBEAEHUA onpoca nep-
coHana, BeIOOPOYHOA NPOBEPKN NPOXOXAEHUS KyPCOB NOBbLILLEHUS KBANMMUKALMK U ApYrMX METOA0B NPOBEPKU pe3ynb-
TaTUBHOCTW NPOBEAEHWUA MOATOTOBKM MO MOBLILUEHWIO KOMMNETEHTHOCTU nepcoHana.

C.10.3 NoBeneHue (ASI_CMM)

C.10.3.1 Lenu

HaHHoe cemelicTBO TpebyeT OT pyKOBOACTBA HaNU4Ms onpefeneHHbIX CPeACTB Nepeaaqn AOKyMEHTaLUun pykoBoa-
CTBa Mo aKcnnyaTaumu, onpegensioLyto u npeanuceisatoLlyto PEC ans cooTBeTCTBYIOWEro NepcoHana.

C.10.3.2 PaHxxupoBaHue KOMINOHEHTOB

[aHHOe ceMelcTBO COCTOUT M3 ABYX KOMMOHEHTOB. 3TN KOMMOHEHTLI pacnpegenstoTcs Ha OCHOBE NOATBEpXAe-
HWA onucaHus B [JOKYMeHTaLuu U NpoBEpoK B aBTOMAaTU3MPOBaHHOW cUCTEME.

C.10.3.3 ASI_CMM.1 UHdpopmaLms o Mepax obecneveHns 6esonacHocTu

3aBNCUMOCTU: 3@BUCUMOCTHN OTCYTCTBYIOT.

C.10.3.3.1 OnemeHTLI AeiACTBUIA pyKOBOACTBA

ASI_CMM.1.1M PykoBogcTBo A0MKHO nepedaBaTs Bce PEC BCceMy nepcoHany, MMeroLLeMy OTHOLLEHUE K opraHu-
3aLMOHHBIM MepaM 6e30macHOCTW, nepeji NpefocTaBneHneM UM JOCTyna K akTuBaM aBTOMaTU3UPOBaHHOW CUCTEMBI.

C.10.3.3.2 GneMeHTbl copepKaHusa U npefcTaBneHns CBULETENLCTB

ASI_CMM.1.1C Oby4eHune ocBeOMIIEHHOCTU JOMKHO LOKYMEHTUPOBaTLCS.

ASI_CMM.1.2C 3anucu gommxHbl cogepxartb AaTy U Bpems, MepcoHan ¢ npaBoM gocTyna, oby4yaeMblii nepcoHan,
coAepxaHue u pesynbsraTbl obyveHus.

C.10.3.3.3 OneMeHThl AeicTBUiA oLeHLmMKa

ASI_CMM.1.1E OueHLWMK JOMmKeH NOATBEPAUTL COOTBETCTBUE NPEACTaBEHHOW UHopMaLun Bcem TpeboBaHM-
AM K COAEpXaHWUIo N NPefCcTaBNeHnto CBULETENLCTB.

C.10.3.4 ASI_CMM.2 NpoBepka gocTOBepHOCTU UHPOPMaLIUU O Mepax obecneueHna 6e3onacHOCTU

fBnaeTcs nepapxudeckum ans: ASI_CMM.1 UHdopmayus o mepax obecnedeHns GesonacHocTu

3aBMCMMOCT: 3aBUCMMOCTW OTCYTCTBYIOT.

C.10.3.4.3 GnemeHTbl AeicTBUA pyKoBOACTBA

ASI_CMM.2.1M PykoBoACTBO AOMKHO NepefaBaTb cooTBeTcTBYOWMe OBEC nepcoHany, UMetoLemMy OTHOLLIEHNE K
opraHu3auuoHHeIM MepaM Be3onacHocTH, nepes NPefocTaBrieHneM UM JOCTyNa K KOHKPETHLIM akTuBam aBTOMaTU3u-
poBaHHON CUCTEMBI.

C.10.3.4.2 GneMeHTbl cofepKaHusa U NpefcTaBlieHUs CBULETENbLCTB

ASI_CMM.2.1C OBy4eHune ocBe[JOMNIEHHOCTU JOIMKHO [JOKYMEHTUPOBATLCS.

ASI_CMM.2.2C 3anucu AofxHbl cogepxaTtb AaTy W Bpemsi, MepcoHan ¢ npaBoM gocTyna, obyyaemblil nepcoHan,
cofepxaHue n pesynesratbl obydeHuns.

C.10.3.4.3 OneMeHThl AeicTBUIA OLeHLLMKa

ASI_CMM.2.1E OueHLWuK AOMKEH NOATBEPAUTL COOTBETCTBUE NPEACTaBNeHHON MHGpopMaLmn BceM TpeboBaHu-
AM K COAepxaHUIo W NpefCTaBleHNIo CBULETENLCTB.

ASI_CMM.2.2E OueHLLUMK JOoMmKeH He3aBUCUMMbIM 06pa3oM NpoBepsATb MOCPESCTBOM OMPOCOB NepcoHana, Bbl-
GOpKU 13 OpraHn3aLnoHHbIX Mep 6e30macHoOCTU W APYrMX MEeTOA0B [OCTOBEPHOCTL MEpefadn OpraHu3auUoHHbIX Mep
6e3onacHocTy.
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C.10.4 NpoBepka 6e3onacHoit ycraHoBku (ASI_SIC)

C.10.4.1 Llenu

[HaHHoe cemMelicTBO NpefocTaBnsAeT cpefcTBa NpoBepku yctaHoBkW U nycka COO. OcyllecTBNeHUe yCTaHOBKM,
nycka COO u ynpaBneHue uMun, A0MKHbI ObITb NPaBUMbHBEIMU U 3PMDEKTUBHEIMWU B COOTBETCTBUM C NMonuThkoin Besonac-
HOCTW aBTOMaTU3MPOBaAHHON CUCTEMBI.

C.10.4.2 PaHxupoBaH1e KOMNOHEHTOB

[aHHoe ceMeNcTBO COCTOUT U3 ABYX KOMMOHEHTOB. 3TU KOMMOHEHTHI pacnpeaensioTcs Ha OCHOBE NOATBEpXAe-
HUA OMUCaHNA B AOKYMEHTaLUW 1 NpOBEpPOK B aBTOMATU3MPOBAHHOW cUCTEME.

C.10.4.3 ASI_SIC.1 Nposepka 6e3onacHOi yCTaHOBKH

3aBUCUMOCTU: 3aBUCMMOCTUN OTCYTCTBYIOT.

C.10.4.3.1 OneMeHTbl AelCTBUI pyKOBOACTBA

ASI_SIC.1.1M Pa3paboTunk/mHTerpaTop AOIMKEeH AOKYMEHTUPOBaTb Npoueaypbl 6e30nacHoi YCTaHOBKU, HEOGXO-
AnMble Ana obecnedeHUs BO3MOXHOCTUM BesonacHoi MHCTaNNAUWK, Nycka U B3aUMOAEWUCTBUA KOMMOHEHTOB U WHTEp-
deiicoB, coctaBnatowmx COO, ocobeHHO cBA3aHHbLIX C yHacnefoBaHHbIMU Mepamun obecneveHns Ge3onacHOCTU U UH-
Tepdeitcamu.

C.10.4.3.2 OnemeHTHl cofepXaHus U NpeAcTaBreHUs CBUAETENLCTB

ASI_SIC.1.1C B aokyMeHTauum rno 6e3onacHoi yCTaHOBKe AOMKHbI U3naratbca warn, Heobxogumele AnNa Nposep-
kn 6esonacHoil ycTaHOBKH, nycka U B3ammogeiicteus COO B ero cpeae.

C.10.4.3.3 OnemeHThbl JeACTBUI OLIEHLLUKa

ASI_SIC.1.1E OueHwuK omkeH NOATBEPAUTL COOTBETCTBUE NPEeACTaBNeHHON UHdopmayun Bcem TpeboBaHusam
K CofilepXaHWio W NpefCcTaBneHNO CBUAETENLCTB.

C.10.4.4 ASI_SIC.2 Bepudpukaums npoBepku 6e3onacHoi yCTaHOBKH

fiBnaeTca uepapxuyeckum ana: ASI_SIC.1 Nposepka 6e3onacHoi yCTaHOBKM.

3aBnCYMOCTH: 3@BUCMMOCTU OTCYTCTBYIOT.

C.10.4.4.1 OnemeHTHl AelcTBUI pyKOBOACTBa

ASI|_SIC.2.1M PaspaboT4nk /MHTErpaTop AoImkeH AOKyMEeHTUpoBaTb npoueaypbl 6esonacHoii ycTaHOBKN, HEO6XO-
AuMble Ana obecnedeHns BO3MOXHOCTM Ge3onacHoil MHCTannAuuK, nycka W B3auMOAEWCTBUS KOMMOHEHTOB U UHTEp-
deiicos, cocTaBnatowmx COO, ocobeHHO cBA3aHHLIX C yHacnefoBaHHbIMU MepaMu obecneyeHnst 6e3onacHOCTU U UH-
Tepdeiicamu.

C.10.4.4.2 SnemMeHTbl cofepxaHua U NpeAcTaBNEHUs CBUAETENLCTB

ASI_SIC.2.1C B gokymeHTaumu no 6eaonacHoii ycTaHOBKe JOMKHbI U3naratbes Lwark, Heobxoumble AN NpoBep-
kn 6e3onacHoit ycTaHoBKM, Mycka U Baumogeicteua COO B ero cpege.

C.10.4.4.3 SneMeHTLl geidcTBUN OLeHLLUKa

ASI_.SIC.2.1E OueHLWuK fgonxeH NOATBEPAUTL COOTBETCTBUE NPEACTaBNEHHON UHOpMaLumn BceM TpeboBaHUaM
K cofjep>XaHuto W NpeAcTaBlieHNo CBULETENbCTB.

ASI_.SIC.2.2E OueHLWWK fomxeH BepuduLpoBaTth, YTO pe3ynsraTtom npouesyp 6esonacHoi ycTaHOBKU ABNSETCA
GesonacHas KoHdurypauyms.

C.11 Knacc ASO: Peructpauus v 3anuchb B aBTOMaTu3npoBaHHbIX CUCTEMAX

C.11.1 BBegeHue

ABTOMaTU3NpOBaHHasA CUCTEMa MOXET NMOCTOSHHO HaxOAUTLCA B MpoLecce U3MeHeHUa U mogudukauun. UNsme-
HeHUs U MopudbukaLmMm BKMtoYaroT B ceba 3anpockl Ha M3MeHeHMs, nakeTbl 06HOBNEHWUI, naTyn npuknagHoro MO u
crneumnansHble TpeboBaHUs K MexonepabenbHOCTM U COBMECTUMOCTH, Bbl3BaHHblE A0GaBNEeHNEM UMEIOWEroca BHYT-
PeHHero Unu BHeLLHero uHTepdpenca N ero M3MeHeHmeMm.

B AaHHOM Kracce cofepxaTca cemeiicTBa, onpejensiowye npaBunbHOCTL U 3ddekTuBHOCTL geiicTeuit PBC
B Xofie PyHKLMOHMpoBaHNA cuctembl. OCHOBHBIM HazHavyeHUeM 6e3onacHoCTU cucTeMbl sBNsieTca onpeaeneHue 6e3o-
nacHoro ¢pyHKLUMOHMpOBaHNA aBTOMAaTU3NPOBaHHOW cucTeMbl 6e3 HapylweHUsa ee nonuTukM GezonacHocTu. [JaHHbIN
Knace Takke onpepenseT AeACTBURA, NpeAnNpUHMMaeMble B Criyyae MosiBNeHUs cobbITUIA, cBA3aHHLIX ¢ 6e30nacHoCTLIo,
a Taloke obecneumBaeT BbINONHEHNE COOTBETCTBYIOLMUX AEACTBUIA NO OGHaPYXeHUIO U perucTpauumn cobbiTuii, cnocob-
HbIX HapYLWWUTb NONUTUKY 6€30NacHOCTU aBTOMaTU3MPOBAHHOW CUCTEMBI, U pearnpoBaHu1io Ha HUX.

CewmeiicTBa JaHHOrO Knacca onpeAensioT Ansl PyKOBOACTBa CpeACTBa MOHUTOPUHIA U NPOBEPKN OpraHU3aLWoH-
HbIX Mep Ge3onacHoOCTH.

C.11.2 3anucwu o6 opraHn3saunoHHbix Mepax 6esonacHoctn (ASO_RCD)

C.11.2.1 Uenu

HaHHoe cemeiicTBO obecnevnsaeT 3anucu o dpyHkumoHnpoBanun ®EC Bo Bpems akcnnyaTtayun. OpraHusauuoH-
Hble Mepbl 6e30NacHOCTU JOMKHBI Peann3oBbIBaTLCA U OCYLLECTBNATLCA NPaBUNLHO M 3 EKTUBHO B COOTBETCTBUMN C
nonuTukoi 6e3onacHOCTU aBTOMATU3UPOBAHHOW CUCTEMBI.

C.11.2.2 PaH:XMpoBaH1e KOMNOHEHTOB

[aHHoe ceMelCTBO COCTOUT U3 ABYX KOMMOHEHTOB. OTU KOMMOHEHTLI pacnpefernsitoTcs Ha OCHOBE NOATBEpXAe-
HUA onMUcaHWA B JOKYMEHTaLMM U NPOBEPOK B aBTOMATU3MPOBAHHOW cUcTeMe.

C.11.2.3 ASO_RCD.1 3anucb 0 (pyHKLIMOHMPOBaHMK OpraHn3aLuoHHbIX Mep 6e3onacHocTH

3aBUCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.
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C.11.2.3.1 OneMeHTbl AelCTBUIA pyKOBOACTBa

ASO_RCD.1.M PykoBoACTBO A0MKHO perucTpupoBaTth CBUAETENBLCTBA SKCNNyaTaLuum, onpeaeneHHble BCeMu opra-
HW3aUWOHHBIMM Mepamu Be3onacHocTu.

C.11.2.3.2 OnemeHTHl cofepXxXaHUsa U NpefcTaBneHns CBUAETENLCTB

ASO_RCD.1.1C UHdpopmMaLusa, cBasaHHas co CBUAETENbLCTBOM 3KCTyaTauuu, AOoMKHa perMcTpupoBaThes.

ASO_RCD.1.2C B 3anucsax JormxHbl ykasblBaTbCA iaTta U BpeMsl, OTBETCTBEHHOE NULO, 38/ eiiCTBOBaHHbLIE OpraHu-
3aUMoHHbIe Mepbl Be3onacHOCTU M pesynbrathl (hYHKLMOHUPOBaHWS.

C.11.2.3.3 GnemeHTbl JEeUCTBUIA OLEHLLMKa

ASO_RCD.1.1E OueHLM1K A0MKeH NOATBEPUTL COOTBETCTBUE Npe/iCTaBNeHHON NHdpopMaLmu BceM TpeboBaHU-
AM K COAEpXaHUIO U NMPeACTaBIEHUIO CBUAETENLCTB.

C.11.2.4 ASO_RCD.2 lNpoBepkKa 3anuceif IKCnnyaraumm

AsnseTtca nepapxudeckum ana: ASO_RCD.1 3anucb 0 yHKLUMOHUPOBAHUU OpraHU3auuoHHLIX Mep 6esonac-
HOCTW.

3aBMCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.11.2.4.1 OnemMeHTbl AeACTBUA MeHeAXXMeHTa

ASO_RCD.2.1M PyKkoBoACTBO AO/MKHO PErMcTpupoBaTh CBUAETENLCTBA 3KCMNyaTauun, onpeaerneHHble (Bce Unu
no Bbibopy) opraHu3aUuoHHble Mepbl Be3onacHocTU.

C.11.2.4.2 OnemeHThl cofepXaHUsa U NpefcTaBleHns CBUAETENLCTB

ASO_RCD.2.1C UHdpopmMaLusa, cBAsaHHas co CBUAETENLCTBOM 3KCMNyaTauun, AoMKHa perncTpupoBaThes.

ASO_RCD.2.2C B 3anucsx ykasbiBatoT aTy U BpeMsi, OTBETCTBEHHOE NUL0, 3a[1€ICTBOBAHHbBIE OpraHnM3aLuoHHbIe
Mepbl 6€30nNacHOCTU U pesynbraThl (YHKLMOHUPOBaHUS.

C.11.2.4.3 OneMmeHTHl AeACTBUN OLEHLLUKa

ASI_.RCD.2.1E OueHLMK [OoMKeH NOATBEPAUTL COOTBETCTBUE NpefCcTaBNeHHOW UHOpMaLumn Bcem TpebosaHu-
M K COAepXaHWUIo U NpeACcTaBreHnIo CBUAETENLCTB.

ASI_RCD.2.2E OueHLUK [OMKEeH OCYUIeCTBIATbL He3aBUCUMYIO NMPOBEPKY MNOCPEACTBOM ONPOCOB NepcoHana,
BbIGOPOK M3 3anuceld aKcnnyaTauuu U Apyrux METOAOB, MPaBUIIbHOCTb perMcTpauun UHOpMaLUnmn, OTHOCALWENCS K
hYHKLUMOHUPOBaAHUIO OpraHU3aLMoHHBIX Mep 6e3onacHoOCTH.

C.11.3 Bepudpmkauus opraHusauMoHHbIX Mep 6e3onacHocTu (ASO_VER)

C.11.3.1 Uenu

JaHHoe ceMeiicTBO 06ecneynsaeT cpefcTBa NPOBEPKA OpraHM3aLMOHHLIX Mep 6e30nacHoCTU B XoAe UX OyHKUU-
OHMpoBaHusA. OpraHu3aLmoHHble Mepbl 6€30NacHOCTU [OIDKHLI Peanu3oBbLIBAaTLCA U IKCNNYaTUPOBATLCA NPaBULHO U
3¢ heKTUBHO B COOTBETCTBUU C NONUTUKON Ge3onacHOCTM aBTOMaTU3MPOBAHHOW CUCTEMBI.

C.11.3.2 PaHXMpOBaH1e KOMMNOHEHTOB

[aHHOe ceMeCTBO COCTOUT M3 ABYX KOMMOHEHTOB. 3TN KOMMOHEHTLI pacnpefensioTcs Ha OCHoBe NoATBepXze-
HWSA onucaHus B [OKYMEHTaLuW 1 NpoBEPOK B aBTOMAaTU3MPOBAHHOW cuUcTeMe.

C.11.3.3 ASO_VER.1 lMpoBepka opraHu3aLMOHHbIX Mep 6e3onacHocTn

3aBMCMMOCTH: 3aBUCMMOCTM OTCYTCTBYIOT.

C.11.3.3.1 OneMeHTLl AeNCTBUIA pykoBOACTBA

ASO_VER.1.1M PyKoBOACTBO AOMKHO NPOBEPSTL BCE OpraHu3aLuoHHbIe Mepbl 6e3onacHoCTU Ha NpaBUNBHOCTL
N 9PPEKTUBHOCTb YCTAHOBKU U PYHKLMOHUPOBAHUS.

C.11.3.3.2 OnemeHTbl cofjepxaHus U npeacTaBneHUs CBUAETENLCTB

ASO_VER.1.1C NHpopMauums, cBA3aHHas ¢ NpoBepKOMW, JOMKHa perucTpupoBaThbes.

ASO_VER.1.2C B 3anucsax AOMKHbl yka3biBaTbCA faTa U BPEMSA U OTBETCTBEHHOE NULO, 3aAeiCTBOBaHHbIE Opra-
HW3aLUoHHbIe Mepbl 6e30NacHOCTN U pe3ynkTaThl NPoBepKu.

C.11.3.3.3 BneMeHTbl feACTBUIA OLEHLLUKa

ASI_VER.1.1E OueHLMK AOMXEH NOATBEPAUTL COOTBETCTBUE NpefCcTaBrieHHoN nHdopmaLyum BceM TpeboBaHuam
K COAepXaHuio 1 NpefcTaBrneHnio cBUAeTeNbLCTB.

C.11.3.4 ASO_VER.2 He3aBucumas npoBepka opraHu3aLOHHbIX Mep 6e30MacHOCTH

fABnseTcs uepapxmdeckum ana: ASO_VER. MNpoBepka opraHusaumoHHLIX Mep 6e3onacHocTu.

3aBMCMMOCTY: 3aBUCMMOCTM OTCYTCTBYIOT.

C.11.3.4.1 OneMeHTLl AelCTBUIA pykoBOACTBA

ASO_VER.2.1M PykoBOACTBO [JOSIXHO MpoBepsiTb (BCe UK No BbIGOpy) opraHn3auunoHHele Mepbl 6e30nacHoCTm
Ha NpaBUbHOCTb U 3PPEKTUBHOCTL YCTAHOBKUA U PYHKLMOHUPOBAHMUS.

C.11.3.4.2 OneMmeHThl cogepXxaHUsa U NpeacTaBneHns CBUAETENLCTB

ASO_VER.2.1C NHdopmaums, cBA3aHHas ¢ NpoBEPKOW, JOSMKHA perucTpuposaThes.

ASO_VER.2.2C B 3anucax AoMKHbI yKasblBaTbCcs jaTa U BPeMS U OTBETCTBEHHOE NULO, a TakxKe 3arnnaHupoBaH-
Hble opraHu3auMoHble Mepbl 6e30MacHOCTM U pesynbTaThl MPOBEPKY.

C.11.3.4.3 OnemMeHTbl JeACTBUIA OoLeHLLuKa

AS|_VER.2.1E OueHLWK JOrxeH NoATBEPAUTL COOTBETCTBUE NpefCcTaBeHHON MHopMaLum BceM TpeboBaHUAM
K coAepXaHuio 1 npefcTaBneHnio CBUAETENbCTB.

ASI_VER.2.2E OUeHLMK JOMKEH OCYLLECTBNATL HE3aBUCUMYIKO MPOBEPKY MNOCPELCTBOM ONPOCOB NepcoHana,
BbIGOPKM W3 OpraHU3aLMOHHBIX Mep 6e3omacHoOCTU U APYrMX METOAOB, NPaBUIILHOCTE U 3PPEKTUBHOCTL YCTaHOBKM
U YHKLMOHUPOBaHWUA OpraHW3aLuoHHEIX Mep 6e30MacHoCTy.
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C.11.4 MOHMTOPUHI OpraHn3aLMoHHbIX Mep 6e3onacHocTu (ASO_MON)

C.11.4.1 Uenun

[aHHoe ceMeiicTBO obecneymBaeT cpefcTBa MOHUTOPUHIa OpraHU3aLyMoHHbIX Mep 6esonacHocT BO BpeMs dpyH-
KunoHnpoBaHusi. OCHOBHOI Lienblo MOHUTOPUHIa SBNSETCSA YCTaHOBMEHWE TOro, YTO opraHu3aunoHHele Mepkl 6e3onac-
HOCTU (PYHKLMOHWUPYIOT 6Ge3onacHelM o6pa3oM U OTCYTCTBYHOT HapyLUEHWUs NMOMUTUK Ge3onacHOCTM aBToMaTU3NpoBaH-
Hoii cucTembl. OpraHu3aunoHHble Mepbl 6e30MacHOCTW JOSMKHBI peanu3oBbIBaTECA U YHKLUMOHUPOBATL NpaBuisHO
N 3pheKTUBHO B COOTBETCTBUU C MONUTUKOA Ge3onacHOCTM aBTOMaTU3MPOBaHHOW cucTeMbl. MOHWTOPWHI opraHusa-
LIMOHHBIX Mep BesonacHocTu Takke onpefenseT AeACTBUA, NpeAnpuUHUMaeMble NpU MOSIBIIEHUN JOBLIX WM3MEHEHM
B aBTOMaTU3MPOBaHHOR cucTeme.

C.11.4.2 PaHXupoBaHUe KOMNOHEHTOB

[aHHoe ceMelCTBO COCTOMUT M3 fBYX KOMMOHEHTOB. OTU KOMMOHEHTLI pacnpefensioTcs Ha OCHOBE MoATBEPXAEe-
HWS OMUCaHUs B [LOKYMEHTaLuM 1 NpoBEPOK B aBTOMATU3MPOBAHHOW CUCTEME.

C.11.4.3 ASO_MON.1 MOHUTOPUHI OpraHU3aLMOHHbIX Mep 6e30NacHOCTU PYKOBOACTBOM

3aBMCUMOCTHU: 3aBUCMMOCTY OTCYTCTBYIOT.

C.11.4.3.1 SneMeHTbl AENCTBUIA pykoBOACTBA

ASO_MON.1.1M PykoB0oZ CTBO AOSIKHO Yepe3 O NHAKOBLIE MPOMEXYTKU BpEMEHU KOHTPONUpoBaTh cpeacTBa obec-
MeYeHUs U YPOBHW NPOU3BOAUTENBHOCTU BCEX OpraHM3aLMoHHbIX Mep 6e30nacHoCTU.

ASO_MON.1.2M PykoBOACTBO AOSMKHO KOHTPONMPOBaTL BHECEHUE U3MEHEHWIA B NpefoCTaBNeHne yCnyr, BKIovas
nofaepXxaHue n ycoBepLUeHCTBOBaHWE MOMNUTUK, Npoueayp n mep obecneveHuss 6e30MacHOCTM C Y4ETOM KPUTUHHOCTH
3a7eNCcTBOBaHHbIX BU3Hec-cucTeM 1 GU3HEC-NPOLIECCOB U MOBTOPHOI OLIEHKN PUCKOB.

C.11.4.3.2 OnemeHTHl coepXXaHusi U NPeACTaBneHNUs CBUAETENLCTB

ASO_MON.1.1C WUHdopmauyus, cesa3aHHasd ¢ MOHUTOPUHIOM, LOSMKHA PErMcTpUpoBaThLCA.

ASO_MON.1.2C B 3anucsx AomKHbl yKkasblBaTbCs AaTta M BpeMsi U OTBETCTBEHHOE NULO, a TakkKe 3annaHupoBaH-
Hble opraHusauuoHble Mepbl 6e30MacHOCTU U pesynsTaTbl NPOBEPKU.

C.11.4.3.3 OnemeHTbl AeACTBUN OLEHLIMKa

ASO_MON.1.1E OueHLunK JoMmxeH NogTBEPAUTE COOTBETCTBUE NPEACTaBleHHoR MHdopMaLummn BceM TpeboBaHu-
AM K COAepXXaHWUo W NpefCTaBleHNto CBULETENLCTB.

C.11.4.4 ASO_MON.2 Bepudukauma MOHUTOPUHIA OPraHM3aLMOHHbIX Mep 6e30M1acHOCTH

FABnseTcs nepapxudeckum ans; ASO_MON.1 MOHUTOPUHI opraHU3aLMOHHBLIX Mep 6e30nacHOCTU PyKOBOACTBOM.

3aBMCMMOCTY: 3aBUCMMOCTY OTCYTCTBYIOT.

C.11.4.4.1 SneMeHTbl AENACTBUIA pykoBOACTBA

ASO_MON.2.1M PyKkoBoA CTBO L OMKHO Yepes 0fUHAKOBLIE NPOMEXYTK BpEMEHW KOHTPONUpoBaTh cpefcTBa obec-
NeYeHUss U YPOBHWU NMPOU3BOAUTENBHOCTU BCEX OPraHU3aLMOHHLIX Mep Ge3onacHoCTu.

ASO_MON.2.2M PykoBoACTBO AOMKHO KOHTPONUPOBATL BHECEHNE U3MEHEHUNW B NpefjoCcTaBneHne ycnyr, BKovas
noaAepXaHue 1 ycoBepLUEHCTBOBaHWE MOMUTUK, Npoueayp U mep obecnedveHns 6e30MacHOCTU € Y4ETOM KPUTUHHOCTU
3a[]eCTBOBAHHbBIX Bu3Hec-cucTeM, GUsHec-MpoLeccoB U NOBTOPHON OLIEHKN PUCKOB.

C.11.4.4.2 OGnemeHTbl codepXaHusa U NpeAcCTaBneHUA CBUAETENLCTB

ASO_MON.1.1C NHdopmMaums, cBA3aHHaa ¢ MOHUTOPUHIOM, AOMKHA PerncTpupoBaThbCs.

ASO_MON.1.2C B 3anucsx JormkHbl yKasbiBaTbCca AaTa U BpeMs U OTBETCTBEHHOE JIULIO, a TakKe 3annaHnpoBaH-
Hble OpraHuW3aLnoHble Mepbl 6e30MacHOCTU W pesynbTaThl NPOBEPKU.

C.11.4.4.3 GneMeHTbl AelCTBUIA oLeHLmMKa

ASO_MON.1.1E OueHLWWMK JOMXeH NoATBepAUTbL COOTBETCTBME NPEACTaBNEHHON MHdOpMaLun BceM TpeboBaHu-
AM K COAepXXaHUIo N NPefCTaBleHNto CBULETENLCTB.

ASI_MON 2.2E OueHLMK JOMmKeH OCYLLeCTBNATL He3aBUCUMYIO MPoBepKy (NocpeacTBOM ONPOCOB NepcoHana,
BLIOOPKU U3MEHEHMWI U LPpYrMKW METOAaMM) COOTBETCTBUA NMPOBEAEHWNS MOHWTOPMHra nonuTuke 6esonacHocTy.
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MpunoxeHue D
(cnpaBouHoe)

B3anmocBA3b ¢ pa3paboTkon O6WMX KpuTepues

B HacTosALeM NpUNoXEHUN onpefeneHsl 04eBUAHbLIE PasfMuna MeXAy KPUTEepUsMU OLEHKW aBTOMaTU3UPOBaH-
HbIX CUCTEM W KPUTEPUAMM MNpoekTa ANns KommeHTapueB Obwux kputepueB (Bepcus 3.0) [14], a Takke onpeaeneHa
HeobXxo4MMOCTb NepecMoTpa HaCTOSLLEro cTHAapTa Npy pacnpocTpaHeHun n3MeHeHuid B OBLUMX KPUTEPUAX Ha HOBYIO
Bepcuto MCO/MBK 15408.

B ocHOBHOW 4acTu AaHHOro cTaHfapTa HeT Hudero cneundudeckoro Ans sepcun OBWKUX KpUTEPUEB U, NOXOXKE,
YTO M3MeHeHUs He NoTpebytoTesa nocne nepecmoTtpa MCO/MOIK 15408 B cooTBeTCTBUM C [13].

B npunoxeHun A HacTosilero cTaHgapTa onpepeneHsl cxema W cogepxanue M3C un 3BC. MpunoxeHune A
ObINO NOArOTOBMEHO € Y4eTOM nNpefnaraeMbiX M3MeHeHWA B cxeme W cogepxaHum M3C u 3BC cTtaHgapToB cepun
NCO/M3K 15408, nmes B Buay [14]. B gaHHOM MpunoxeHun no Mepe BO3MOXHOCTM 3TWU NpegnaraeMble W3MeHeHUs
NpUHATEL. CyLLECTBYET OHO OCHOBHOE pasnnyne Mexzay CTPYKTypamu, UCMofb3yeMbiMU ANA OLUEHKU aBTOMaTU3MPOBaH-
HbIX CUCTEM, U CTPYKTYpamu, npegnaraeMbiMu B [14], KOTopoe 3akrodaeTcsl B BO3MOXHOCTU OL@HKU cneLududeckux ans
JoMeHoB TpeGoBaHUN U Mep obecnedeHuss 6e3onacHOCTU. 3TO pasnuuue sIBNSieTcA NpegHaMepeHHBIM U COXPaHUTCA
nocne nepecmoTpa cTaHgapTos cepun MCO/MOBK 15408 B cooTBeTCcTBUM C [14].

B npunoxeHun A paccmaTpuBatoTca (yHKUUOHanbHele TpeboBaHWA aBTOMaTU3MPOBAHHON cucTeMbl. OHO
CTPYKTYpUpPOBaHO UHaYe, YeM B cTaHgapTax cepun MCO/MBK 15408, ocHOBLIBaAsACH Ha CTPYKTYpax, 3aUMCTBOBaHHbIX U3
HWCT CI 800-53 [9] » NCO/M3AK 17799 [8]. Takum 06pa3oM, OCHOBHblE U3MEHEHUS B (DYHKLUMOHANBHLIX TpeboBaHNSaX
cTaHgapToB cepun MCO/MBK 15408 un [14] He oka3anum BrUSIHUA Ha cofepXKaHue HaCTOALWEro CTaHgapTa; HOBble KOMMNOo-
HEHTBI ANSA TeXHUYECcKUX Mep 6e3onacHOCTU aBTOMaTUYECKN BKIOYaloTcsi 0BHOBMNEHHOW CCbinkoit. [Ans coBMecTMMOCTH
€ TepMuHonoruei [14] HasaBaHue npunoxeHns A crnefyeT U3MEHUTb Ha «DYHKLMOHASIbHbIE KOMMNOHEHTLI aBTOMaTU3U-
POBaHHON CUCTEMBI».

TpeboBaHWs AOBEPUA K aBTOMaTW3MPOBAHHOW CUCTeMe paccMaTpuBaloTcsl B NpUnoxeHWn C HacToAWEro cTaH-
fJapTa. B HeMm onpepeneHbl AeBATH HOBLIX kraccoB TpeboBaHuii JoBepus. HekoTopble U3 HUX ABASIOTCA COBEPLUEHHO
HOBbIMU, HEKOTOpbIE OCHOBaHbLI Ha Kraccax U cemeiicTBax no craHgaptam cepun NCO/MIK 15408. CnegoBaTensHo,
Heobxo0gMMO pPacCMOTPETL Kaxaoe ceMeicTBO oTgenbHo. [ns cCoBMeCTUMOCTU € TepMUHonorueli [14] HasBaHue nNpuno-
XeHus A crneflyeT MaMeHuTb Ha «KOMNOHeHTLI JOBepUs K aBTOMaTU3NPOBAHHOW cucTemey.

OueHka M3C paccmatpusaeTes B knacce ASP, nogobHoro knaccy APE [14], npunoxenus C HacTosiLero ctaHaap-
Ta. CemelictBo ASP_INT nmeet paznuyus, obycroBneHHble HarMimeM B3auMOCBS3eil ¢ BHELUHUMUW aBTOMaTU3upoBaH-
HbIMW cucTeMaMin U HeobxoAUMOCTLIO 0603HaYeHUA AoMeHHOW opraHusauunu. Ccblnka Ha annapaTHble U NporpaMmHo-
annapaTHble cpefcTBa, He cBAsaHHble ¢ OO, He genaeTcs, NOCKOSbKY BO BCEX Cryvasix OHU 0bpasytoT YacTb aBTOMaTuan-
poBaHHOI cucTeMbl. VIMetoTes iBa KOMMOHEHTa CeMelCTBa, pa3fefnieHHbLIX Ha YPOBHM B 3aBUCUMOCTH OT CTENEHM 3HaYm-
MOCTU NpefocTaBneHHoN nHpopMaLmm, KacatoLleincs Lieneit 6esonacHoCTU ANs kaxaoro AomeHa. Y cemeiictBa ASP_CCL
OTCYTCTBYET yTBEpPX/EeHNe COOTBETCTBUSA, MOCKONBKY NPOodUnM 3aLluTel CUCTEMbI OXBaTHIBAIOT BCE acnekTbl B3aMMOCBSI-
3aHHbIX aBTOMaTU3MpoBaHHbIX cucteM. CemeicTBo ASP_SPD paccMmaTpuBaeT He yrpo3bl, @ pUCKW, U He JomnyckaeT
npefnonioXeHnii o cpefie aKCnnyaTauum, NockonbKy cpeja aKcnnyaTalu SBNseTCA YacTbio OLeHEHHOW aBTOMaTU3npo-
BaHHOI cuctembl. CemeitcTBo ASP_OBJ AonyckaeT ucnonb3oBaHUe Lenu Ansi BHELWHUX aBTOMaTU3MPOBaHHLIX CUCTEM,
HO He AN cpefibl 3KCMnyaTaLuu, NOCKONBKY OHO SBMSIETCSH YacTblo OLlEeHEHHOW aBTOMaTU3UpoBaHHOW cucTeMel. Cnego-
BaTenbHo, cemeiicteo ASP_OBJ UMeeT Tonbko ouH KoMnoHeHT. CemelicTBo ASP_REQ fonyckaeT cooTBETCTBUE BHe-
LLUHUX aBTOMaTU3MPOBaHHbLIX CUCTEM LieNAM faHHoro cemeiictBa. CyllecTByeT MHOIO AOMNOSTHUTENBHLIX CEMERCTB, Kaca-
foLmxcs cnelndmnyecknx 4na goMeHoB TpebosaHuil. Bce oHU ABRAOTCA NpeAHaMEpeHHLIMU pa3fMyYnsMU U OcTaloTcA
nocne nepecMmoTpa ctaHaapTos cepum MCO/MBK 15408 B cootBeTcTBUM C [14]. CyL)ecTBYeT HEKOTOPOE YUCITO BTOpOCTE-
MeHHbIX pasnuynin, Takux Kak npoBepKa cornacoBaHHOCTU onpefeneHuit npobnem 6e3onacHOCTU U Uenei, KoTopble
MOTyT NPeACcTaBnATL Npobnemsl B [14].

Ouetka 3BC paccmaTtpuBaeTes B knacce ASP, nogobHoro knaccy APE [14], npunoxeHua C HacTosiLero craHaap-
Ta. Pasnuyna mexgy HUMU aHanornyHbl pasnuuusam mexay knaccamu ASP u APE no npodunam sawmtel. CeMeiicTBo
ASS_INT umeeT pasnunuus, obycrioBrieHHble HanM4MeM B3aWMOCBS3EA ¢ BHELUHUMU aBTOMATU3UPOBaHHLIMUA CUCTEMa-
MW 1 HeoBXOAMMOCTLIO 0603HaYeHWA JOMEHHOW opraHusauun u cpegamu paspaboTku. Cebifika Ha He cBsizaHHble ¢ OO
annaparHble 1 NporpaMmMHo-annapaTHbie cpeAcTBa OTCYTCTBYET, MOCKOSbKY BO BCEX CIy4Yasix OHW 00Opa3syloT YacTb aBTo-
MaTU3MpoBaHHON cUCTEMbI. IMEIoTCA ABa KOMMNOHEHTa CeMeicTBa, pa3fenNeHHbIX Ha YPOBHU B 3aBUCUMOCTM OT CTENeHn
3Ha4YMMOCTW NpPeAoCcTaBeHHOW UHgOpMaUMK, Kacatowecs Leneir 6esonacHocT ANS Kaxgoro gomeHa. Y cemeiicTBa
ASP_CCL oTcyTcTBYET yTBEPXAEHNE COOTBETCTBMUS, MOCKOMBKY NPOUNM 3aluThl CUCTEMEI OXBaTbIBAIOT BCE acrneKTbl
obecneveHns 6e30MNacHOCTU B3aMMOCBsSI3aHHbIX aBTOMAaTU3MPOBaHHbLIX cucteM. Cemeiticteo ASP_SPD paccmatpuBaeT
He yrposbl, @ PUCKKW, N He [OoMNycKaeT NpeAnornoXeHnid 0 cpeae aKCTIyaTaLun, NOCKOmbKY OHa SBNAETCA YacTblo OL|eHEH-
HO aBTOMaTU3UpoBaHHOW cucTemsl. CemeiicTBo ASP_OBJ fonyckaeT Lenu ANs BHELWWHWX aBTOMaTU3NPOBaHHbLIX CUC-
TeM, HO He AN cpeAbl 3KCMyaTaLun, NockonbKy OHa SBMAETCH YacTbio OLEHEHHOW aBTOMaTU3MPOBAHHON CUCTEMBI.
CnepoBaTenbHO, OHO UMEET TOMbKO oAguH KOMNOHeHT. CemelictBo ASP_REQ aonyckaeT cOOTBETCTBME BHELLUHUX aBTO-
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MaTU3MpPOBaHHBIX CUCTEM LienaM gaHHoro cemelictea. CemeiicTBo ASE_TSS sanpalunsaeT nogpobHocTn yaoBneTsope-
HUS TpeboBaHUi foBepus. OTO HEOBXOAMMO, MOCKONbKY pasHble JOMeHbl COOTBETCTBYIOT TpeGoBaHUAM MO-PasHOMY.
CylyecTByeT MHOIO JONOMHUTENbHBIX CEMENCTB, KacaroLmMxcs cneludunyeckmx ansa oMmeHoB TpebosaHuil. Bce oHU AaBnS-
HoTCA NpefAHaMepeHHbIMU pasnuYusiMm 1 ocTaroTea nocne nepecmoTpa ctaHaaptoB cepum MCO/MBK 15408 B cooTBeT-
ctBUu ¢ [14]. CyLLecTBYET HEeKOTOPOE YACIO BTOPOCTENEHHbLIX Pasnnynii, Takux Kak NpoBepka COrnacoBaHHOCTU onpeae-
neHuid npobriem 6e3onacHoCTW U Lenei, KoTopble MOTYT NPeACcTaBNATb Npobnemsl B [14].

Knacc AOD npunoxeHnsa C paccMaTtpuBaeT JOKYMEHTaLMIo pyKoBogcTea no akcnnyatayuun. Cemerictea AOD_OCD
n AOD_GVR #BRATCH YHUKaNbHBIMU 418 OLIEHKU aBTOMaTW3WpoBaHHoOW cucteMbl. OgHako cemeiictBa AOD_ADM u
AOD_USR ocHoBaHbl Ha cemeiicTBax AGD_ADM n AGD_USR ctangapTos cepun MCO/M3K 15408. B [14] oHM 3aMeHeHbI
ofHuM cemeiicTBom AGD_OPE. NogobHas peopraHusaums TpebyeTcsa U ANA aBTOMaTU3UPOBaHHbLIX CUCTEM, YTO NPUBO-
OUT K He3Ha4YuTenbHbIM U3MeHeHuam B AOD_GVR.

Knacc ASD npunoxeHus C paccMaTpuBaeT NPOeKT N apxXUTeKTypy cuctemsl. Ero ocHoBoit aBnaeTca knacc ADV
ctaHaaptoB cepun MCO/M3K 15408, HO cO 3HAYUTENBbHLIMW U3MEHEHUAMU, CBA3AHHBIMU C AOMNONHUTENLHOW WHAOP-
Mauueill 06 aBTOMaTU3UPOBAHHbBIX CMCTeMax U UX BHYTPeHHel cTpykTypoil. CemeitictBo ASD_SAD He uMmeeT aHanora B
cTaHfapTax cepun MCO/M3IK 15408, HO 0HO oxBaTbIBaeTCA YacTbio HoBoro cemeictea ADV_TDS [14]. CemeitcTBo ASD_IFS
ocHoBaHo Ha ADV_FSP, Ho orpaHuyeHo no crneundurkauuam uHTepdencos, Korga apyrue xapaktepuctuku 6esonacHoc-
TW MPOBEPAITCA Yepes pasnunyHble ypoBHU fokymeHTauumn npoekta. ASD_HLD ocHoaHo Ha ADV_SSD, ASD_CMP Ha
ADV_LLD n ASD_IMP Ha ADV_IMP, HO BO BCcex crnydasix OHW paclUUpeHbl ¢ Lenblo oXBaTa BCEX acnekToB aBTOMaTU3NpoO-
BaHHbLIX CUCTEM C OHUM YpoBHeEM WHdopmauumn. HakoHel, cemelictBo ASD_CON sasnaeTca HOBbIM, UAEHTUYHEIM NO
3aMblcny HoBomy cemeiictey ADV_ARC [13].

Cornacosanune mexay knaccom ADV MCO/M3K 15408 n knaccom ADV [13] aBnaeTca odeHb CNoXHbIM. [Ana pac-
NPOCTPaHEHNUA M3MEHEHWI Ha JaHHYI0 cepuio cTaHgapToB TpebyeTca nonHas nepepaboTka Tekywero knacca ASD.

Knacc ynpaeneHus koHdpurypauuein AOC npunoxeHusi C aBnaeTca ckopee A0NOMHEHNEM, a He 3aMeHON Knacca
ACM no ctaHgapTam cepun MCO/MBK 15408. Cemeiicteo AOC_OBM cBA3aHO ¢ ynpaBneHnem skennyaTaymoHHOW KOH-
durypaumeir. Cemeiictea AOC_ECP, AOC_PPC n AOC_NCP cBaAsaHbl ¢ foBepUeM K NOKYNHBIM NpoaykTaM. B [14] knacc
ACM 6bin nornoweH knaccom ACL. KomnoneHT ALC.CMC.5, MepepoBasn nogaepxka, peanusyeT orpaHUYeHHyo ¢popmy
AOC_OBM. OgHako AOC_OBM sBnsieTcs 6onee obLwum 1 ByaeT Bce elye HyXXeH Nocne nepecMoTpa CTaHaapToB cepun
NCO/MOBK 15408 B cooTBeTCTBUU C [14].

Knacc Tectupoanusa AOT npunoxernsa C B bonblueit cTeneHn ocHoBaH Ha knacce ATE crtangaptoB cepun
MCO/M3K 15408 ¢ pononHutensHelM cemeiticteoM AOT_REG ANnA BLINONHEHUA perpeCcCUOHHOro TECTUPOBaHUA BO
Bpemsa dyHKUMoHUpoBaHua cuctemel. AOT_FUN saumcTtBoBaHo U3 ATE_FUN c gononHuTeNbHbIMKU TpeboBaHUAMK ANs
TECTUPOBAHUS MHTErpUpoBaHHbIX Mep obecnedeHns 6e30nNacHOCTU, U TONLKO OAUH YPOBEHL B KaYeCTBE YNOPSAOYEHHO-
ro YpoBHS CHUTaETCA 3Ha4UMbIM ANS aBTOMaTM3upoBaHHo cucteMbl. AOT_COV 3aumcTtBoBaHo U3 ATE_COV ¢ He3Hauu-
TenbHBEIMU UBMEHEHUSAMU B Pa3nnYHbBIX TpeboBaHUAX K JOKYMEHTaLUM U He aHanoru4Ho yposHio ATE.COV.1. AOT_DPT
3aumcTBoBaHo M3 ATE_DPT ¢ He3Ha4YWTenbHLIMA U3MEHEHUAMU, SBMAIOLUXCH CMEACTBMEM pasnuyHbLIX TpeboBaHUiA K
JokymeHTaumun. 31o oTHoeutes U KAOT_IND. B [14] Bce 3TU YeTbIpe CeEMERCTBA MO CyLLECTBY HEM3MEHHLI. BbInun BHeCEHbI
U3MeHeHUs1 B HeKoTopble TpeboBaHUSA AN pasbsCHEHUS UX 3HavyeHus. HekoTopble YacTu JOKYMEHTaLuu UMEIOT pas-
nuyHble Ha3BaHuA. MNocne nepecmoTpa craHgapToB cepun MCO/M3BK 15408 B cooTBeTCTBUM C [14] 3TUM peAakLUOHHbIE
M3MEHEeHWA AOMKHbI BbiTb MOBCEMECTHO pacnpocTpaHeHbl. [JononHuTenbHoe ceMmeiictBo AOT_REG ocTaeTcs Heus-
MEHHbIM.

Knacc AOV npunoxeHua C 3aHuMaeTca aHanu3oM yassumMocteid. Knacc AOV nomnyyeH U3 HECKOJILKUX CEMEWCTB
knacca AVA NCO/M3K. AHanor cemeiictBa AVA_SOF oTCYTCTBYET, NOCKONbKY peanusayns opraHusaLuoHHbIX mep 6e3o-
NacHOCTW BEPOSATHOCTHbIMW WITM NEPeCTaHOBOYHBIMM MEXaHW3MaMW OYeHb MarioBeposiTHa. AHanorMyHelM obpa3om
OTCYTCTBYET 3KBUBaneHT AVA_CCA, nockomnbKy KpaiiHe ManoBeposiTHa peanusauns CKpbITbIX KaHanoB Yepe3 noboyvHble
ahheKThl opraHmM3aLUMoHHbIX Mep GesonacHocTu. CemeitictBo AOV_MSU ocHoBaHo Ha AVA_MSU, Ho 6e3 akBuBarneHTa
caMoMy HuxHeMy ypoBHio AVA.MSU.1. CemeitlctBo AOV_MSU paccMaTtpuBaeT criydan HenpaBUNbLHOMO UCMOSb30BaHMUA
opraH13aLMoHHbLIX Mep 6e30nacHOCTH, a He NpefNoNnoKeHUa cpeabl akcrnyatauun AVA_MSU. B [14] cemelictBo AVA_MSU
BKIto4eHo B knacc AGD. MNogoBHblA Nogxos MOXHO MCMoONb30oBaTh B aBTOMaTM3MPOBaHHLIX cuctemax. lNocnegHee ce-
MeiicTBo AOV_VLA ocHoBaHo Ha AVA_VLA, HO peCTpyKTyUpoBaHO C HaMEpPEHUEM cAienaTh ABHOM Lienb aHanusa ya3su-
MocTeil. B [14] aHanornyHoe cemeiicTBo AVA_VAN MMeeT coBepLUEHHO ApYroi NoAxof — OH Bo3raraeT OTBETCTBEHHOCTb
3a aHanua yasBuMocCTel Ha OLeHLLMKa W YBENMUUBAET YNCIO YPOBHENR No cpaBHeHuto ¢ AVA_VLA. 3Ty HoByto punocoduio
B OCHOBHOM criegyeT nepeHecT Ha AOV_VLA ¢ pefaKky1MoHHLIMM U3MEHEHUsIMU AN paboTbl ¢ pasnUyHbIMU COCTaBHbI-
MU YacTAMU LOKYMeHTaumu.

Knacc noaaepxku xmaHeHHoro umkna AOL npunoxenusi C coctout n3 ogHoro cemeiictea AOL_DVS, paccmatpu-
Batowero Mepbl obecrneyeHns 6e3onacHOCTU ANA 3aluThl cpedbl paspaboTku. [JaHHOe CeMeNCTBO MOYTU WAEHTUYHO
ALC_DVS [14], ropa3go 6nuxe k aToit Bepcun, Yem cemeiictBo ALC_DVS craHgaptoB cepun MCO/MOK 15408. MNockonb-
Ky ceMelCcTBO CBs3aHO Tonbko ¢ 6e30macHOCTbIO cpefbl pa3paboTki, BO3MOXHO €ro yaarneHue rnocne nepecmotpa
ctaHgapTos cepun NCO/M3K 15408 B cooTBeTCTBUU € [14] 1 3aMeHa nepecMoTpeHHOR Bepcueit ADV_DVS.

Oea nocnepHux knacca ASI n ASO npunoxeHus C cBA3aHbl ¢ OpraHu3aUMoHHEIMA MepaMmn Be3onacHocTU cooT-
BETCTBEHHO NpW ycTaHoBKe U yHKUMOHUpoBaHUU. Knacchl ASI n ASO sBNAOTCA HOBBIMU U He CBSI3aHbl HU C KakuM
KnaccoMm no ctaHgaptam cepun MCO/MBK 15408, u, cnegoBaTterbHO, CyLLIEeCTBYET BEPOSATHOCTb TOMO, UTO U3MEHEHUS He
noHagobsTcA nocre nepecMoTpa ctaHzapToB cepun MCO/MIK 15408 B cootBeTCTBMM C [14].
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MpunoxeHue E
(cnpaBouHoe)

CBefileHUA 0 COOTBETCTBUM HALMOHANbHBbIX CTaHAapToB Poccuiickon depepauum

Tabnuya EA

CChINOYHbIM MEXAYHAPOAHBLIM CTaHAApTam

O6o3Ha4yeHne CCbINIoYHOro
MexXAyHapoAHoro ctaHjapTa

O603HayeHNe U HanMeHoBaHWe COOTBETCTBYHOLLEro
HaLoHarnkeHoro ctaHaapTa

MCO/MGBK 15408-1:2005

FOCT P NCO/M3K 15408-1—2008 NHdpopmMaLmoHHas TexHonorusa. Metoaesl
n cpefcTBa obecneyeHus 6esonacHocTU. Kputepun oLeHkn 6e30nacHoCTU UH-
chopMaLMOoHHbIX TexHonoruit. Yacte 1. BeegeHune n obujaa Mogens

MCO/MBK 15408-2:2005

[OCT P NCO/M3K 15408-2—2008 MNHdpopmaLnoHHasa TexHonorns. Metogkl
U cpeactBa obecnedeHus GesonacHocTu. Kputepun oLieHkn 6e3onacHocTU UH-
POpMaLMOHHBIX TEXHOMOMMIA. HacTk 2. PyHkuMoHanbHele TpeBosaHus Besonac-
HocTH

MCO/MBK 15408-3:2005

FOCT P NCO/M3K 15408-3—2008 NHdpopmaLmoHHas TexHonorusa. MeToasl
u cpepctBa obecnedeHusi 6esonacHocTu. Kputepun oueHkn 6e30nacHoCTU UH-
popMaLMOoHHEIX TexHonoruid. YacTe 3. TpeboBaHus foBepust k 6e3onacHocTy

MCO/M3K 13335-1:2004

FOCT P NCO/M3K 13335-1—2006 UHdopmaLmoHHas TexHonorus. MeTtogbl
n cpeactBa obecneyeHusi GezonacHocTn. YacTb 1. KoHuenuus u moaenn me-
HeAXMeHTa 6e30MacHOCTU MHPOPMALUOHHLIX U TENEKOMMYHUKALMOHHBIX Tex-
Hormorun

NCO/M3IK TO 13335-3:1998

FOCT P NICO/M3K TO 13335-3—2007 UndopmMaumoHHaa TexHonorus. Me-
Toabl U cpeacTBa obecneveHus 6esonacHocTh. YacTb 3. MeToabl MEHeXMeEH-
Ta 6e3onacHOCTU UHPOPMALMOHHBIX TEXHOMOrMNiA

MCO/M3K TO 13335-4:2000

MOCT P ICO/M3K TO 13335-4—2007 UndopmauumoHHasa TexHonorna. Me-
Toabl U cpeacTBa obecnedenuns besonacHocTu. YacTb 4. Bbibop 3aWnTHBIX Mep

MCO/M3IK TO 13335-5:2001

FOCT P UICO/M3K TO 13335—2006 UHdopmaLmoHHan TexHonorusa. Meto-
Abl U cpeacTBa obecneveHns 6esonacHocTn. YacTb 5. PykoBoACTBO NO MEeHeAX-
MeHTy 6e30nacHOCTN ceTu

MCO/MBK 17799:2005

FOCT P MCO/MIK 17799—2006 UHdopmaLmoHHas TexHonorua. Metoasl 1
cpeacta obecneveHns GesonacHocTu. MNpakTuieckue npasuna MeHeaXMeH-
Ta UHpopMaLuunoHHoW GesonacHocTu

MCO/MBK 27005

MCO/M3BK 18045

FOCT P UCO/M3K 18045—2008 UHdbopmaLmoHHas 6esonacHocTb. MeTto-
Abl n cpeacTBa o6ecneveHunn GesonacHocTu. MeTogonorus oueHkn 6esonacHo-
CTN UHDOPMALMUOHHBIX TEXHONOMUN

MCO/M3K TO 15446:2004

MCO/M3K 21827:2002

NCO/M3BK TO 15443 (Bce yacTu)

* COOTBETCTBYIOLLUIA HALMOHAaNbLHLIA CTaHAapT OTCYTCTBYET. []o ero yTBepX/eHUsi peKOMEHAYETCS UCMNOoNb30-
BaTb MEPEBOJ Ha PYCCKWA A3bIK AAHHOrO MeXAyHapoaHoro ctaHgapTa. [lepesos AaHHOTO MeXAYHapOAHOro cTaH-
Aapta Haxoputcs B ®efepansHoM UHPOPMaUUOHHOM DOHAE TEXHUYECKUX PEerfiaMeHTOB U CTaHAapTOB.
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(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

9]

MCO/MBK 13335-1:2004*

(ISO/EC 13335-1:2004)

NCO/M3K TO 13335-3:1998*

(ISO/IEC TR 13335-3):1998

MCO/MBK TO 13335-4:2000*
(ISO/IEC TR 13335-4):2000
NCO/M3K 13335-5:2001*

(ISO/IEC 13335-5):2001

MCO/MGK 27005:2008

(ISO/IEC 27005):2008

rOCTPNCO/MIKTO 19791— 2008

Bubnuorpadgusa

MHdopmMaLmoHHasa TexHonorus. MeTogbl n cpeacTtea obecnedenuss Gesonac-
HocTW. MacTb 1. KoHuenuus u mofenu meHeaxMeHTa 6e3onacHocTu HAOp-
MaLMOHHBIX U TeNeKOMMYHUKALMOHHBLIX TEXHOMOMMiA

(Information technology. Security techniques. Part 1: Concepts and models
for information and communications technology security management)

NHdopmaLmoHHaa TexHomnorua. MeToabl M cpeacTtBa obecneveHus Gesonac-
HocTU. YacTb 3. MeTofbl ynpasrneHust 6€30nacHOCTb0 UHPOPMALIMOHHBIX TEX-
HOMornii

(Information technology. Security techniques. Part 3: Techniques for informa-
tion technology security)

MHdpopMaLmoHHasa TexHonorus. MeTtoabl U cpeacTBa obecneveHuss Gesonac-
HocTu. YacTb 4. Bbibop 3alyuTHEIX Mep
(Information technology. Security techniques. Part 4. Selection of safeguards)

MHopMaLmoHHas TexHonorus. MeTofbl n cpeacTBa obecrnedeHuss 6esonac-
HocTW. YacTb 5. PykoBoACTBO MO MeHeAXMeHTy 6e30MacHOCTU ceTu
(Information technology. Security techniques. Part 5: Management guidance
on network security)

MHopMaLmMoHHas TexHonorus. MeToabl n cpeactBa obecnedenuss Gesonac-
HocTW. MeHedXMeHT pvcka MHdopMaLMoHHON BeaonacHocTH

(Information technology. Security techniques. Information security risk manage-
ment)

PyKOBOACTBO MO cepTUdMKaLmMn U akkpeguTaumn 6esonacHocTn deaeparnbHblX MHDOPMaLMOHHBIX cucteM, Cneum-
anbHas nyénukauuna HWCT CI1 800-37, MuHucTepcTso Toprosnu, CLUA

(Guide for the Security Certification and Accreditation of Federal Information Systems, NIST Special Publication
SP 800-37, Department of Commerce, United States)

MNCO/MOBK TO 15443 (Bce YacTu)

[(ISO/IEC TR 15443 (all parts)]

NCO/MOBK 17799:2005

(ISO/EC 17799):2005

WHdopmaLmoHHaa TexHonorusi. Metoasl U cpepctsa obecneveHus 6esonac-
HocTu. OcHoBa foBepusi kK 6esonacHocTn UT

(Information technology. Security techniques. A framework for IT security
assurance)

UHdopmaLlnoHHan TexHomnorus. MeTtoawl n cpeactBa obecnedenunn Gesonac-
HocTu. CBOA MpaBun Mo ynpaBreHuio UHOPMaLMOHHOW 6e3onacHoCTbIo
(Information technology. Security techniques. Code of practice for information
security management)

PekomeHayeMble cpegctBa obecnedeHnss GesonacHocT Ana deaepanbHbiX WHPOPMaLUMOHHBIX cucTeM, Cneum-
anbHas nybnukayua HACT CIM 800-53, Bropoii nybnuyHbIil npoekT, ceHTsabpb 2004 roqa, MMHUCTEpPCTBO TOProBIy,

CLIA

(Recommended Security Controls for Federal Information Systems, NIST Special Publication SP 800-53, Second
Public Draft, September 2004, Department of Commerce, United States)

[10] NCOMBK 21827:2002

(ISO/IEC 21827):2002

[11] NCO/MBIK TO 15446:2004

(ISO/EC/TR 15446):2004

UHdopmaLmoHHas TexHonorus. MpoektupoBaHue 6esonacHocTu cucreM. Mo-
Aenb 3penocTu

(Information technology. Security techniques. System security engineering.
Capability maturity model)

MHdopmauuoHHaa GesonacHocTb. MeToabl U cpeactBa obecneyeHuss 6e3o-
nacHoctn. PykoBoacTBO no pa3paboTke npodunei 3aluThbl U 3agaHuii no
6e3onacHocTH

(Information technology. Security techniques. Guide for the production of protection
profiles and security targets)

* CtaHaapTel cepun MICO/MIK 13335 3ameHsitotes ctaHgapTtamu ua cepum MCO/MBK 27000.
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[12] PykoBoacTBO no oueHke cpefcts obecneveHuns 6esonacHocTn B hefepanbHblX MHPOPMaLMOHHbLIX cucTemax, Cne-
UnansHas nybnukauma HAUCT CI 800-53A, MuHuctepcteo Toprosnu, CLLUA
(Guide for Assessing the Security Controls in Federal Information Systems, NIST Special Publication. SP 800-53A,
Department of Commerce, United States)

[13] PykoBoacTteo no 3awute 6asbl UT, depepansHoe BeAOMCTBO Mo 6e30MacHOCTU TeXHonorum cbopa, 06paboTku u
nepegayn nHpopmaummn, NepManus, 3-88784-915-9
(IT Baseline Protection Manual, Bundesamt fur Sicherheit in der Informationstechnik, Germany. [ISBN
3-88784-915-9)

[14] OBwue kpuTepUM oLeHKM BesonacHOCTN MHOPMaLMOHHbLIX TexHomoruid, Bepcua 3.0, pegakums 2, utoHb 2005 T,
CoBeT no paspaboTke obLnx kpuTepmes
(Common criteria for Information technology security evaluation, Version 3.0, Revision 2, June 2005, Common
criteria development board)

[15] MCO/MBK 18045:2005 MHdopmaumoHHaa GesonacHocTe. MeToael 1 cpefctBa obecnedenus 6eso-
nacHocTu. MeTogonorusi oueHk Ge3onacHoCTM WMHAOPMALMOHHBLIX TEXHO-
norui

(ISO/IEC 18045):2005 (Information technology.  Security techniques. Methodology for IT security
evaiuation)
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YK 351.864.1:004:006.354 OKC 35.040 TOO

KntoyeBble crioBa: aBTOMaTu3npoBaHHaA CcUCTEMa, obecneyeHne 6esonacHocTh aBTOMaTU3NPOBaHHbIX CUCTEM, OLEHKa
aBTOMaTU3UPOBAHHbLIX CUCTEM
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