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Mpeancnosue

Lenu un npuHunnel ctangaptusauun B Poccuickon ®enepauim yctaHosneHsl degeparnbHblM 32KOHOM
oT 27 nekabps 2002 r. Ne 184-93 «O TeXHUUECKOM perynmpoBaHiny», a npasuna npuMeHeHnst HauMoHanbHbIX
cTtanpapToB Poccuiickon ®egepaumm — FMOCT P 1.0—2004 «CtaHaaptuslauns B Poccuiickoin degepauun.
OCHOBHbIE MOMNOXEHN»

CBepfieHUA o cTaHaapTe

1 MOArOTOBIIEH O6uiecTBOM C OrpaHUYeHHO OTBETCTBEHHOCTLIO «Hay4Ho-npounssoacTBeHHas dhup-
ma «Kpuctann» (OO0 «HM® «Kpuctann»), PegepanscHbiM rocygapcTBeHHbIM yupexaeHuemM «lfocyaapcTeeH-
HbIA Hay4YHO-MCCNEeAoBaTENbCKUN NUCMbITATENBHBLIA UHCTUTYT NpobnemM TeXHUYeCKon 3aluTbl MHOopMaLn
PepgepancHon cnyx6bl No TEXHUHECKOMY U 3KcnopTHOMY KoHTpono» (PIY «THUUU MT3U @CTIK Poccum») n
«[Masnpombank» [OTKpbIToe akumnoHepHoe obuectso) (B (OAQ)] Ha ocHoBe COBCTBEHHOIO ayTeHTUYHOro
nepeBoja Ha PYCCKUA A3bIK cTaHAapTa, YKa3aHHOro B MyHKTe 4

2 BHECEH TexHu4ecknm komMmuTeToM no ctaHgaptusaumm TK 362 «3awmrta nHgopmanm»

3 YTBEPXXOEH /1 BBEQEH B IEMCTBUE MNpukazom PeepanbHOro areHTCTBa Mo TEXHUYECKOMY pery-
nuMpoBsaHuio 1 metponorim ot 1 aekabps 2011 r. Ne 683-ct

4 Hacrosilwmin cTaHgapT MAeHTUYeH MexxayHapoaHomy ctaHaapty MCO/M3K 27033-1:2009 «UHdpopma-
unoHHasi TexHonorusi. Metoabl u cpeactBa obecneyeHust 6esonacHocTu. CeTeBas 6esonacHocTb. YacTb 1.
0630p 1 koHuenuun» (ISO/IEC 27033-1:2009 «Information technology — Security techniqgues — Network
security — Part 1: Overview and concepts»).

HanmeHoBaHWe HacTosiero craHgapTa U3BMEHEeHO OTHOCUTENIbHO HauMEHOBaHUSI yKasaHHOro MexXay-
HapogHoro cTaHaapTta Ans npueeaeHus B cootseTcTue ¢ FOCT P 1.5 (nyHkT 3.5).

Mpu npMeHeHUn HacTosLero cTaHaapTa pekoMeHaYyeTCA NCNOMNb30oBaTb BMECTO CChINOYHBLIX MeXayHa-
POAHBIX CTaHA4aPTOB COOTBETCTBYIOLWME UM HauMoHanbHble ctaHaapTel Poccuitckon ®eagepaunmn n mexrocy-
AapCTBeHHble CTaHAapThl, CBEAEHUA O KOTOPLIX NPpUBEeAEHbl B AONONHUTENBHOM NpunioxeHun A

5 BBAMEH roCT P UICO/M3K 18028-1—2008

UHpopmayust 06 usMeHeHUAX K HacmosiueMy cmaH@apmy nybnukyemcsl 8 exxe200H0 uzdagaeMoM UH-
gopMayuoHHOM yKkaszamene «HauuoHanbHblie cmaHdapmel», @ MeKcm U3MeHeHUl U rornpasok— 8 exeme-
CSIYHO u3dasaemMbix UHGhOpMaUUOHHbIX ykasamensax «HauuoHaneHele cmaHOapmel». B cnydae nepecmompa
(3aMeHbl) unu ommeHb! Hacmosiue2o cmarHdapma coomeemcemsyioujee ysedomnerHue bydem onybriukoeaHo
8 eXXeMeCsYHO u3dasaeMoM UHhopMayUOHHOM yKkazamene «HayuoHansHeie cmaHdapmely. Coomeememey-
rowjas uHghopmauusi, yeeGoMIeHUsI U meKecmbl pa3Mewalomes makxe 8 UHhopMayUuoHHol cucmeme obuwje20
10/1b308aHUST — Ha ogbuyuansHoM calime HauuoHaIbHo20 opeaHa Poccutickol ®edepayuu ro cmaHdapmusa-
uuu e cemu lumepHem
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HacToswwuin ctaHaapT He MOXeT BbITb NOMHOCTLIO UMW YacTUYHO BOCNIPOU3BEEH, TUPAXUPOBAH U pac-
npocTpaHeH B kavyecTBe oduLmansHoro uaaarunsa 6es paspelleHns degeparnsHOro areHTCTBa Mo TeXHUYEeCKo-
MY PErynmMpoBaHunic U METPOOrUM
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BBegeHune

B cospemMeHHOM MUpe UHGPOPMALIMOHHBIE CUCTEMBI BOMBLUMHCTBA KOMMEPYECKUX U rocyAapCTBEHHbIX
opraHunsauuni CBa3aHbl CeTSMU (CM. PUCYHOK 1), Npy 3TOM ceTeBble COeIMHEHNSI MOTYT OTHOCUTLCA K cneayto-
UMM (OAHOMY UNWN HECKONBbKUM) BUAAM:

- B MpeAenax opraHusauuu;

- MexXay pasnUYHbIMA opraHu3aLusMu;

- Mexay opraHusaumein U HeorpaHU4eHHbIM KPYroMm JnL.

Opranuusauun C

HeorpaHuyeHHbI Kpyr Ny

Opranmnsauun B

O6LenocTynHas

cete CeTb B4

Cetb B,
OpraHusauua A

PucyHok 1 — PasHooBpasHble Buabl CETEBbIX COeAMHEHWMI

Kpome Toro, npu 6ypHOM pa3BuTuM obLLefoCcTyrNHOM ceTeBoW TeXHOMorun (B ocobeHHocTn MHTepHeTa),
npegnararoLei 3HaunTenbHble BO3MOXHOCTU AN BeAeHUsa busHeca, opraHusauum sce 6onbLue saHuMatoTcs
3MeKTPOHHON Toproenel B rnobansHoM Maclwtabe U npeaocTaBnAloT 0bLeAoCTyNHbIE YCYrn B peXUMe pe-
anbHoro BpemMeHu (danee — B pexume on-line). 3T BoamoxHocTn obecneunsaloT 6onee aewwesblil cnocob
nepefavun AaHHbIX ¢ Ucnonb3oBaHMeM MIHTepHeTa B kavecTBe rnobankHoro cpeacTsa cBssun bnarogaps ycny-
ram, npegocTasnseMbIM nNpoBarigepamu UHTepHeT-ycnyr. 3To MOXeT 03HayaTb UCMOMb30BaHWe OTHOCUTEb-
HO AeLUeBbIX fTOKanbHbIX TOYEK MOAKIIOYEHWNS Ha KaXaoM KOHLE NMMHUA CBA3M K MoNHoMacTabHeIM cuctemam
3M1eKTPOHHOW TOProBMM U NpeaocTaBreHne YCenyr, UCToNb3YIOWMNX CEPBUCH U MPUINIOXKEHNA, OCHOBaHHbIE Ha
WHTepHeT-TexHonorun. KpoMe Toro, HoBble TEXHOMOMUM (BKNOYaoLwme 06 beanHeHne AaHHbIX, peyun U BUAEO)
PacLLUMPSIOT BO3MOXHOCTM ANs yaaneHHon paboThl (Takke U3BECTHOM Kak «aAucTaHUMoHHas paboTar), mo3so-
nsoLwen coTpyaHukam paboTaTb 3HaYUTENbHYIO0 YacTb BpemeHn goMa. OHM MOTyT noaaepxuBaTh KOHTaKT ny-
TEM UCNOMb30BaHUSA CPeACTB AMCTaHLUMOHHOTO AOCTYNa K CeTAM opraHusauum u cooblecTsa, a Takke K
nHpopMaLn 1 ycryram, cesisaHHbIM C MOAAEPXKKOA OCHOBHOW AEATENbLHOCTU OpraHnsaumn.

OpHako B To BpeMs kak cpeaa, 06pasoBaHHas HOBbIMU TEXHOMOTUAIMW, CMIOCOBCTBYET NOMYyYEHUIO 3Ha-
YUTENbHBIX NPEUMYLLECTB ANs AeATENLHOCT OpraHuaaLMm, Takke NosBnsioTCa HoBbIe pUckn 6e3onacHocTy,
TpebytoL e ynpasneHums. YTpaTa KoHbUaeHUMansHOCT, LeNOCTHOCTU U AOCTYNHOCTU nHdopmauum n ycnyr
MOXeT OKasblBaTb CYLLeCTBEHHOe HebnaronpusaTHOe BRMSHWE Ha AesiTeNbHOCTb OpraHu3auuun, NOCKOSbKY
opraHusaLnmn B 3HAaYUTENbHOW CTENEHN 3aBUCAT OT UCMOMb3oBaHUA MHOPMALIMU U CBA3AHHBIX C Helo ceTei

\
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ANa BeAeHWUs ceoel aeartenbHocTU. CnefoBaTtenbHO, OCHOBHLIM TpeboBaHueM aBnsietTca obecneveHne Haa-
nexakuen 3alnTbl ceTen U CBA3AHHBIX C HUMU MHOPMAaLMOHHBIX cucTem U uHcbopmaLmn. pyrumn cnosamu
peanusauus 1 noaaepXkka agekBaTHol ceTeBor 6esonacHocTy abcontoTHO Heobxoauma ans ycnexa onepa-
LA OCHOBHOW AesTeNbHOCTU No6oil opraHMsaumu.

B 3TOM KOHTeKCTe AN UHAYCTPUM TENEKOMMYHUKaLMA U MHOPMALIMOHHBLIX TEXHOSIOTUIA BeAEeTCA NOUCK
peHTabenbHbIX BCECTOPOHHUX MPOrpaMMHbIX M TEXHUYECKUX CPEeACTB M ycnyr no o6ecneyeHuto 6esonacHoctu,
HanpaBfeHHbIX Ha 3aLWUTY ceTeN OT 3NoHaMepeHHbIX aTak U HenpegHaMepeHHbIX HEBEPHbIX AEACTBUIN U obec-
nevYeHue KOHMUAEHLMANbHOCTU, LENOCTHOCTA U AOCTYNMHOCTU MHpopMaLUMK U yCryr B COOTBETCTBUMU C NO-
TpebHocTAMK opraHusaumn. ObecneveHne 6e30NacHOCTU CeTU TakkKe BaXHO B criyyae HeobxogumocTu
obecneveHnss TOUHOCTU MHcpopMaLMK 06 yyeTe Unu Ucnonb3oBaHum ycnyr. BoamoxHocTu obecneyeHns 6e3o-
nacHocTu B npoayktax!) sensoTca Heo6xoauMbiMK Ansa obluei ceTeBoi 6e30MacHOCTM (BKTHOYas Npunoxe-
HUA 1 cepeuckl). OaHako korga Bce bonblue NpoayKToB KOMOUHUpYeTCs Ans obecneveHust 06LLMX pelueHni,
nx hbyHKUMOHaNbHasa COBMECTUMOCTb — UINN ee OTcyTCTBUE — ByaeT onpeaensTb ycnex pelueHusl. besonac-
HOCTb AOSPKHA ObITb HE TOMLKO OOHUM U3 MOBOAOB A1 6ECMOKOWCTBa B OTHOLIEHUW KaXKAO0ro NpodyKra umnm
ycnyri, Ho 1 paspaboTaHa Tak, 4tobbl cnocobcTBOBaTHL MHTErPUPOBAHUIO BO3MOXHOCTEN NPOAYKTa UK YCIyrv
no obecneveHnio 6esonacHocTu B 0bLLee pelueHue no obecneyeHnio 6e30MacHOCTU opraHu3aLun.

HasHauernne MCO/MOK 27033 cocTtouT B TOM, YTOOLI NpeaocTaBuTb NoApobHbIe pekoMeHaaunm rno ac-
nektam 6esonacHoOCTM MeHemMKMeHTa, PYHKLUMOHMPOBaHUSA U UCMONb30BaHUA ceTeid MHOPMaLMOHHBIX CUC-
TeMm n nx coegrHeHui. Nluua, oTBevawLwme 3a obecneyeHne B opraHusaumm nHgopmaumoHHomn 6esonacHocTr
B LieNoM 1 ceTeBol 6e30MacHOCTU B YaCTHOCTM, A0MKHbI 6bITb CNOCOBHLI aAanTMpoBaTh MaTepuan HacTosLle-
ro cTaHgapTa Ans COOTBETCTBUSA CBOUM KOHKPETHLIM TpeboBaHuAM. OCHOBHBIMU LIENsIMU YacTel cTaHaapTa
MCO/MQ3K 27033 asnatoTca:

- ona MCO/MBK 27033-1 « Ob630p u KoHUenyusi» — onpeaeneHne 1 onucaHue KoHUenuuin, cBasaHHbIX ¢
ceTeBoi 6e3onacHoOCTLIo, U NpeaocTaBneHne pekoMeHaauUmi No MeHeMKMeHTY ceTeBoi 6esonacHocT. CTan-
OapT cogepXuT obLwnii 063op ceTeBor He30MacHOCTU N CBSI3aHHLIX C HeW onpeaeneHunii, pekoMeHaaumm no
naeHTUuKaLmm 1 aHannsy puckoB ceTeBoi BezonacHocTu, U, Kpome Toro, onpeaeneHue TpeboBaHuia ceTe-
Bol 6esonacHocTu. OH Takke 3HaKOMUT C TeM, Kak 0bUBaTbCS BbICOKOTO Ka4ecTBa crneLyannsupoBaHHbIX ap-
XWUTeKTyp 6e30NacHOCTM, a Takke ¢ acnekTaMu pucka, NpoeKTUPOBaHUS], acnekTamu Mep U CpedCTB KOHTPOMSA 1
ynpasreHus, CBA3aHHBIMU C TUMUYHBIMW CETEBLIMU CLIEHapPUSIMKN U 0DNAacTAMM CeTEBLIX « TEXHONOMMIA» (KOTO-
pble NoApoGHO paccMaTpuBatoTCsl B Cneayowwmx Yactax ctaHgapta UICO/M3K 27033);

- ana NCO/M3K 27033-2 «PexkomeHOauuu o npoekmuposaHuio U peanusayuu cemesoil 6e3onacHoc-
mu» — onpepgeneHne Toro, kakum obpasom opraHusaLm AorKHbI 40BUBaTLCS TpebyeMoro kayecTsa cneum-
ann3npoBaHHbIX apXMTeKTyp ceTeBol 6esonacHOCTU, NPOEKTUPOBaHUS U peanusauun, koTopble obecnevar
YBEPEHHOCTb B ceTeBOI 6€30NacHOCTN, COOTBETCTBYIOLWEN UX cpeae AesATENbHOCTU, UCNONb3ys NpyU Heobxo-
ANMOCTUM nocrneaoBaTenbHbIA NOAX0M K NIaHUPOBaHWIO, NPOEKTUPOBaHMUIO U peanusauum ceTeBor besonac-
HOCTW C NpMMeHeHUeM Moaenein/cuctem (B 4aHHOM KOHTEKCTE TePMUHBI «MoAerb/cucTemMa» UCToNb3YTCA
Ans opMynMpoBaHus B 06LLMX YepTax NPeaCTaBNEHUs UMK OMUCAHUS, MOKa3bIBaOLLEro CTPYKTYPY U BbICOKO-
YPOBHEBYIO AeATeNbLHOCTb HEKOTOPOro BuAa Cneumnanu3vpoBaHHOW apXWMTeKkTypbl/npoekta 6e3onacHocTu).
[HaHHbI cTaHAapT NpeaHasHayveH Ans Bcero nepcoHana, BOBIeYEHHOro B NMiiaHUpoBaHue, NpoeKkTupoBaHue n
peanusaLuio acneKToB apXMTeKTypbl ceTeBo 6e3onacHoCcTy (Hanpumep, 4 NPOeKTUPOBLUMKOB U pa3paboT-
YMKOB CETEBOW apXUTEKTYpbl, CETEBLIX MEHEKEPOB U COTPYAHUKOB, OTBETCTBEHHbLIX 3a ceTeBylo 6esonac-
HOCTb);

- ana UICO/MOBK 27033-3 « Pucku, MemoObl IpoeKkmuposaHUsi U 801POChI, Kacaroujuecst Mep u cpedcme
KOHmMpOnsi u yrnipassieHusi Ol MUurosbiX cemesbix cyeHapuesy» — onpeaerneHne KOHKPEeTHbIX PUCKOB, MEeTOo-
[OB NPOEKTUPOBaHKA U BOMNPOCOB, KacaloLWMXCSl Mep U CPEACTB KOHTPONSA U yrpaBreHnsl, CBA3aHHbIX C TUMOo-
BbIMM ceTeBbiIMU cLeHapusiMi. [aHHbIA cTaHAapT npeaHasHayeH Ans nepcoHana, BOBMNEYEHHOro B
NNaHMpoBaHue, NPOEKTUPOBaHUE U peanun3aLMio acrekToB apXUTEKTYpbl ceTeBol besonacHocTu (Hanpumep,
AN NPOEKTUPOBLLMKOB 1 pa3paboTUMKOB CETEBOW apXMUTEKTYPbl, CETEBLIX MEHEKEPOB U COTPYAHUKOB, OTBE-
TCTBEHHBIX 3a ceTeBylo 6e30MacHoOCTb).

Mpepgnonaraetcs, uTo cneayowme Yyactu MCO/MOK 27033 6yayT paccmatpuBathb:

NCO/MO3K 27033-4 «Pucku, MemoObi MpoeKkmupogaHusi U 80rMpOCkl, Kacarouwuecst Mep U cpedcme KOH-
mporns u yrnipaeneHus 0nsi obecrieyeHust besoracHocmu riepedayu uHghopmayuu Mexoy cemsiMu ¢ UCIOb30-

) B HacTosiem ctaHgapTe nog «NPoAyKTOM» crieyeT NOHUMATh «M3aenus/cpeacTBa (NMPorpamMMHbIE, TEXHUHEC-
KM€ UMK NPOrpaMMHO-TEXHUUECKUE)».

Vv
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saHueM wino3o8 6esonacHocmuy — onpeAenieHne KOHKPETHBbIX PUCKOB, METOAOB MPOEKTUPOBaHUS U
BOMPOCOB, KacatoLWmMXcst Mep U CpeCTB KOHTPOSS U ynpasneHua ansa obecneveHna 6e3onacHocTn uHdopma-
LIMOHHBIX MOTOKOB MEXAY CETAMU C UCTIONb3OBaHWeM LWo3oB 6e3onacHocTu. [laHHbI cTaHgapT 6yaeTt npea-
CTaBNATb UHTepec AN BCEero nepcoHarna, BOBNEUYEHHOro B AeTasnbHoe NNaHnpoBaHue, NPoekTupoBaHue u
peanusauuio Wio30B 6e3onacHOCTU (HanpuMep, Ans NPOEKTUPOBLUMKOB U pa3paboTUMKOB CETEBOW apXUTeK-
TYpbl, CETEBbIX MEHEKEPOB U COTPYAHUKOB, OTBETCTBEHHbIX 3a ceTeByto 6€30nacHOCTb);

NCO/M3K 27033-5 «Pucku, MemoObi MPpOEKmMUpPo8aHUsi U 80MPOChI, Kacalowuecs Mep U cpedcme KoH-
mpons u ynpasneHust 0ns obecriedeHus1 be3onacHocmu supmyaibHbIX YacmHbiX cemel» — onpeaenexHue
KOHKPETHBIX PUCKOB, METOLOB NPOEKTUPOBaHUS 1 BOMPOCOB, KacaloLLMXCsl Mep U CPEACTB KOHTPONA U ynpas-
neHua ana obecneyeHusi 6e30MacHOCTA COEAUMHEHWUIA, YCTaHOBMEHHbLIX ¢ ucnonb3oBaHnem VPN. [daHHbii
cTangapT byaeTt npeAcTaBnsATb MHTEpPEC A8 BCEro nepcoHara, BOBNEYEHHOro B AeTarnbHoe NfaHupoBaHue,
NpoeKkTUpoBaHWe 1 peanusauunto 6e3onacHoCcT BUPTYarbHbIX YaCTHBLIX ceTel (Hanpumep, Ansi NPOeKTUPOB-
LLMKOB 1 pa3paboTUNKOB CETEBOM apXUTEKTYpPbI, CeTeBbIX MEHEPKEPOB U COTPYAHUKOB, OTBETCTBEHHBIX 3a Cce-
TeByo 6€30NacHOCTb);

NCO/M3BK 27033-6 «/P-koHsepaeHyus» — onpeaefieHne KOHKPETHBLIX PUCKOB, METOA0B NPOeKTUpoBa-
HWS1 1 BONPOCOB, KacatoLMXCS Mep U CpeCTB KOHTPOMA U ynpasneHus Ans obecneveHnst besonacHocTu ceTei
c IP-koHBepreHuMen, T. e. C KOHBepreHuMen gaHHbIX, peur 1 Buaeo. [laHHblA cTaHaapT ByaeT npeacTaBnsTh
WHTEpec ANA BCero nepcoHaria, BOBNEYEHHOro B geTarbHoe NiiaHupoBaHue, NPOeKTUpOBaHNE N peanusaumio
6e3onacHocTu ceTel ¢ IP-koHBepreHumen (Hanpumep, 415 NPOEKTUPOBLUMKOB U pa3paboTyMKOB ceTeBon ap-
XUTEKTYPbI, CETEBbIX MEHEKEPOB U COTPYAHNKOB, OTBETCTBEHHbIX 3a ceTeByl 6e30MacHOCTb);

NCO/M3K 27033-7 «becrniposodHasi c85a3b» — onpeneneHne KOHKPETHLIX PUCKOB, METOA0B MPOEKTUPOo-
BaHWS 1 BOMPOCOB, KacaroLMXCA Mep 1 CPeACTB KOHTPOMSA U ynpasneHus, ansa obecneveHns 6esonacHoctu
6ecnpoBoaHbIX ceTel U paguoceTeld. [laHHbln cTaHgapT OyaeT npeAcTaBnATb UHTEpEC AN BCero nepcoHana,
BOB/IEYEHHOro B AeTallbHOe NaHnupoBaHue, NPoeKTUpoBaHue 1 peanusauunio 6esonacHocTn 6ecnpoBOAHBIX
ceTel U paguoceTeln (Hanpumep, AN NPOEeKTUPOBLUMKOB U pa3paboTUMKOB CEeTEBON apXUTEKTYPbI, CETEBLIX
MeHe)XepoB U COTPYAHWUKOB, OTBETCTBEHHbIX 3@ CeTEBY 6e30nacHOCTb).

CnepyeT noguepkHyTb, Yto NCO/MIK 27033 npegoctaBnseT AONOSHUTENbHbIE AeTanU3MPOBaHHbIE
pekoMeHZdauun No peanvaauin mep U cpeacTB KOHTPONs M ynpaeneHua ceTeBoit 6e3onacHoCTbIO, onpeae-
neHHbIX B 6asoBom ctaHgapTe MCO/M3IK 27002.

Ecnu B 6yayLuem nosiBATCS Apyrue YacTu cTaHgapTa, OHU MOTYT NPeAcTaBnATbL UHTepec Anist BCero nep-
coHana, BOBMEYEHHOro B AeTanbHOoe NiaHMpoBaHWe, NPOeKTUPOBaHWe U peannsaunio ceTeBbiX acneKTos,
OXBaTblBAEMbIX 3TUMU YacTAMM (Hanpumep, Ans NPOEKTUPOBLLMKOB U paspaboTynKoB CETEBOW apXUTEKTYPHI,
CeTeBbIX MEHEeKepOB N COTPYAHUKOB, OTBETCTBEHHbIX 3a CceTeByl 6€30MacHOCTb).

CneayeTt OTMeTUTb, YTO HACTOALUMIA CTaHAAPT He SABMSAETCA CPaBOYHbLIM UM HOPMATUBHBIM AOKYMEH-
TOM ANA perynupyowmx n 3akoHoaaTenbHbIX TpeboBaHui GezonacHoCTU. XOTA B HEM NoaYepKUBAETCA BaX-
HOCTb 3TUX OKasblBaloWMX BAUAHNE hakTopoB, OHU He MOryT BbiTb cchopMYnIMPOBaHLI KOHKPETHO, TakK Kak
3aBUCAT OT CTPaHbl, BUAa OCHOBHOWN AeATENbHOCTU U T. 4.

Ecnu He yka3saHo UHoe, TpeboBaHUsi HacTosIWero cTaHaapTa NPUMEHUMBI K e ACTBYHOLWNM B HacTosLee
BpeMSA 1 (M) NNaHUPYEMbIM CETAM, HO B TEKCTE HacTosILero ctaHgapTa 6yayT npuMeHeHbl TOSNIbKO TePMUHDI
«CEeTU» UNN «CeTby.

\!
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HALUMWOHANBbHBIA CTAHOAPT POCCUMUCKOWU ®EOQEPALUUNMU

WUHdpopmaumoHHan TexHonorus
METOAbI U CPEOCTBA OBECNEYEHUA BE3OMNACHOCTHU
BesonacHocTkb ceTen
YacTtb 1
0G30p U KoHLenuuu

Information technology. Security techniques. Network security. Part 1. Overview and concepts

Data BBegeHna — 2012—01—01

1 O6nacTb NpUMeHeHus

HacToswuii ctaHaapT cogepkuT 0630p ceTeBoi 6e3onacHOCTU 1 CBA3AHHLIX ¢ Helt onpeaeneHnii. CTtanx-
AapT onpeaensieT 1 onvcbiBaeT KOHLENLUW, CBA3aHHbIe ¢ ceTeBol 6e30MacHoCTbIo, U NMpeaocTasnAeT PeKo-
MeHOauuMM no MeHeKMeHTy ceTeBoil GesonacHocT. (B gomonHeHue Kk 6GesonacHocTU uHdgopmauuu,
nepedasaemoii Mo NMHUAM CBA3M, ceTeBas GesonacHOCTb 3aTparmBaeT BesonacHocTb ycTponcTs, 6esonac-
HOCTb AeSATENbHOCTU MO MeHeKMEHTY AaHHbIX YCTPOWCTB, NPUMOXEHUA/YCYr, a Takke 6e30MacHOCTb KOHeu-
HbIX Nonb3oBaTenen).

Hacrosawuia ctaHgapT npegHasHaveH Ans nuu, Bnagerowux, ynpasnsowWwmnx U UCMob3yIoLLKUX ceTn.
Momu1Mo pykoBoaUTENEN N aAMUHUCTPATOPOB, MMEIOLLMX KOHKpeTHble 06s3aHHOCTM No obecneveHuo nHdgop-
MaLMOHHOMN 1 (MN) ceTeBo 6e30NacHOCTU 1 (PYHKLMOHUPOBAHUIO CeTU UM OTBEYaIOLWMX 3a paspaboTky 06-
Wwen nporpaMmmbl obecrneveHus Ge30MacHOCTU U NOMAUTUKA GesonacHOCTU opraHusauun, ctaHaapt
npeaHasHa4eH 1 ANa npeAcTaBuTenei BoiCLLIEro PYKOBOACTBA W APYrMX pykoBoaUTeein unn nonb3osarenen,
He UMeLoLLMX TeXHNYEeCKO NoAroToBKM. HacTosLWwumiA cTaHaapT Takke npeaHasHayveH s BCeX BOBMNEYEHHbIX B
MiaHnpoBaHWe, NPOeKTUPOBaHME U peannsaLunio acnekToB apXMTEeKTypbl CETEBOIN 6e30MacHoCTU.

Hacrosiwunin ctaHgapT Takke:

- NpeAcTaBnseT pekomeHaauum no naeHTUdukaumMm n aHanMsy pyuckoB ceTeBoi 6e3onacHocTu u gaeT
ornpenenexHue TpebosaHuin ceTeBoi 6€30NaCHOCTU, OCHOBaHHBIX Ha 3TOM aHanuse;

- NpeacTasnsaeT 0630p Mep U CPeACTB KOHTPONSA U ynpaBneHus, NogaepXusatomx cneuuannsnposaH-
Hble apXUTEeKTYpbl ceTeBoi 6e30nacHOCTU, U CBsI3aHHbIE C HUMU TeXHUYEeCKUe Mepbl U CPeacTBa KOHTPOMA U
ynpaeneHus, a Taioke TeXHUYECKUE U HeTeXHUYeCcKkne Mepbl U cpedcTBa KOHTPONS U ynpaBneHus, npumeHsie-
Mbl€ He TOJIbKO K CeTAM;

- 3HAKOMWUT C TeM, Kak AoBUTLCA BBICOKOrO KayecTBa CrneLvannanpoBaHHbIX apXUTeKTyp ceTeBoin 6e3o-
nacHoOCTW, a Takke C acnekTaMu pucka, MPoOeKTUPOBaHUSA, Mep U CPeACTB KOHTPOMS U yNpaBneHus, CBA3aHHbI-
MW C TUMUYHBIMA CETEBbIMWA CLEHapusMU U obnacTsiMn ceTeBbIX «TeXHOMNorni» (KoTopble AeTanbHo
paccMmaTpusatoTcs B cnegytownx yactax MCO/M3K 27033);

- COAEPXKMUT KpaTKoe paccMOTPEHNE BOMPOCOB, CBA3AHHLIX C peanusauven n pyHKLUUOHMpOBaHNeM mMep
1 CpeACTB KOHTPONS U ynpaeneHusl ceTeBor 6€30NacHOCTbI0, MOCTOSAHHBIM MOHUTOPUHIOM U NPOBEPKON UX pe-
anusaumn.

B uenom, B HacTosiLieM cTanaapTe npeacTasneH 063op cywectsytowwmx yactein UCO/MOIK 27033, n oH
SABMAIETCA «NyTeBoAUTENeM» Mo ocTanbHbIM YacTAM cTaHaapTa.

2 HopmMmaTuBHbIe CCbINKU

B HacTosALeM cTaHaapTe UCNOMb30BaHbl HOPMaTUBHbIE CCHIMIKU Ha Crielytolme MeXAayHapoaHbLIe CTaH-
AapThl. Ang AaTMpoBaHHbIX CTaHAAPTOR NPUMEHSIIOT TOMLKO yKasaHHoe usaaHue. [na HeaTPOBaHHbIX CTaH-
[AApTOB NPUMEHSIIOT NocneaHee UaaaHue YNoMsiHyToro cTaHaapTa (Bkroyast onybnmkoBaHHbIe U3MeHeHNs).

Uspanmne opmumnansHoe
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MCO/M3K 7498 (Bce yacTu) MHdopmaLmoHHas TexHonorusi. BsaumocBasb OTKPbITLIX cucTeM. basosas
atanoHHas moaenb (ISO/IEC 7498 (all parts), Information technology — Open Systems Interconnection —
Basic Reference Model)

MCO/M3K 27000:2009 UHdopmaLmoHHas TexHonorus. Metoael 1 cpeactea obecneveHus 6esonacHoc-
TU. CucTembl MeHedkMeHTa UHdopmMaLoHHoi 6esonacHocT. O630p 1 TepMuHonorus (ISO/IEC 27000:2009
Information technology — Security techniques — Information security management systems — Overview and
vocabulary)

MCO/M3K 27001:2005 UHdopmaLmoHHas TexHonorus. Metoael 1 cpegctea obecneveHns 6esonacHoc-
TU. CUCTEeMbI MeHepKMeHTa UHpopMaLMoHHo 6esonacHocTu. Tpebosarus (ISO/IEC 27001:2005 Information
technology — Security techniques — Information security management systems — Requirements)

MCO/M3K 27002:2005 UHdopmaLmoHHas TexHonorus. Metoael 1 cpegctea obecneveHus 6esonacHoc-
1. CBoO4 NpaBun Ana MeHemkmeHTa MHdopMaumoHHon 6esonacHoctn (ISO/IEC 27002:2005 Information
technology — Security techniqgues — Code of practice for information security management)

MCO/M3K 27005:2008 NHpopmaLmoHHas TexHonorus. Metoabl 1 cpeactsa obecneveHnn 6esonacHoc-
™. MeHedXXMeHT puUckoB nHopmaunoHHoi 6esonacHocTn (ISO/IEC 27005:2008 Information technology —
Security technigues — Information security risk management)

3 TepMUHbI U onpefeneHus

B HacTosiem cTaHdapTe npumeHeHbl TepmuHbl no UCO/M3K 7498, UCO/MIK 27000,
MCO/M3K 27001, NCO/M3K 27002, MCO/MOIK 27005, a Tarcke cnedytowne TEPMUHBLI C COOTBETCTBYIOLLMMU
onpeaeneHnamu.

MpumeyaHwne—lpyBeaeHHbIE HUXE TEPMUHBI M Onpeaenenust ByayT TalKke NPUMEHEHbI B CriEAYIOLWMX Yac-
Tx ICO/M3K 27033.

3.1 npeaynpexgeHue 06 onacHocTH (alert): «<HemeaneHHoe» onoBelleHUe O TOM, YTO MHCPOPMALIMOH-
Hasi cucTemMa 1 ceTb MOABEPratoTCA aTake N HaxoasaTCs B ONAcHOCTU BCreACTBUe aBapuyn, c6os unv yenose-
YecKol oLnBKM.

3.2 apxuTtekTtypa (architecture): bBaszoBas opraHnsaLus CUCTEMBI, BONMOLWEHHAA B €e KOMMOHEeHTaXx, Ux
OTHOLLEHUAX Mexay coboi U C OKPYKEHMEM, a TakkKe NMPUHLMIbI, orpeaensaoLwmne NpoeKTUpoBaHue U pasBu-
TVEe CUCTEMBbI.

[MCO/M3K 15288:2008, onpeaeneHue 4.5]

3.3 napywurens (attacker): JTio6oe nuuo, npeaHamepeHHO UCTONb3YIoLLEe YS3BUMOCTU TEXHUYECKUX U
HeTeXHNYEeCKNX Mep 1 CPeACTB KOHTPONS 1 ynpasneHus 6e3onacHoOCTbIO € Lierbio 3axeaTa unmM koMmrnpomMeTa-
UM MHEPOPMALMOHHBIX CUCTEM U CeTEN, UM CHXKEHNsT AOCTYNHOCTN pecypcoB HOPMaLMOHHOW CUCTEMBI U
CeTeBbIX PECYpPCOB AN 3aKOHHLIX Nonb3oBaTenei.

3.4 BeaeHUe KOHTPONbHLIX XypHanoB (audit logging): ®PukcuposaHue AaHHbIX O COBLITUSIX, CBS3aH-
HbIX C MH(POPMaLIMOHHON 6e30MacHOCTbIO, B LIeNAX NPOBEPKW, aHanmnsa 1 NoCTOSHHOTO MOHUTOPUHTa.

3.5 MHCTpyMeHTanbHbIe cpeacTBa ayauTa (audit tools): ABToMaTnaMpoBaHHble MHCTPYMEHTasbHbIe
cpeacTsa, NOMoramwLe aHanMaupoBaTh cogepaHue xypHanos cobbITUNA.

3.6 ueHTp cepTudpmkaumm [oTkpbIThIX KNtouen] (certification authority ; CA): OpraH, KoTopoMy foBepsi-
eT oA1H Unun bonee Nonb3oBaTesnen B BONPOCe Co3Aanus U pacnpeaeneHusi cepTuruKaToB OTKPLITOMO Krtoya.

MpumeyvaHwns

1 dakynbTaTVBHO OpraH cepTurKkaumm MOXeT Co3faBaTh KoY Nonb3oBaTenen.

2 Ponb oprana cepTudukaumm B 3TOM NpoLiecce 3aknoyaeTtcsi B obecneyeHny yBepeHHOCTH, YTO UL, KOTOPOMY
BbldaH YHWKanbHbIV cepTudukaTt, Ha camoM gene ABNAeTCs TeM, KeM OHO cebs 3asiBnsieT. OBbIYHO 3TO 03HAYaEeT, YTO
opraH cepTndmKaumm MEeT CornalieHme ¢ y4pexaeHmeM, NpegoCcTaBrsiiowyM eMmy MHOPMaUMIe Onsi NOATBEPXKAEHUS!
npeabsBNEeHHON AEHTUMUKALVMOHHOW MHOPMaLMK B OTHOLWeHWW nuua. OpraHbl cepTudUKaLnm SIBNSIOTCH BaXHEWLWNM
KOMMOHEHTOM B MHPOPMaLMOHHOM 6e30NacHOCTW U 3MEKTPOHHOW KOMMEPLWK, MOTOMY HTO OHW rapaHTUPYIoT, YTO 4Be CTO-
POHbI, 06MeHVBatoLWwmecs HopmaLumen, AENCTBUTENBHO ABNSIOTCS TEMU, KEM OHW cebsl 3asIBNSIOT.

3.7 KopnopaTUBHas NonuTUKa MHdopmaumoHHon Ge3zonacHocTu (corporate information security
policy): [JokyMeHT, OTpaxatoLLuii NosnLmio pyKoBoACTBa no obecneyeHuio MHOopMaLUnoHHo 6esonacHocT B
COOTBETCTBUN C TPebOBaHUSIMA OCHOBHOWN AEATENbHOCTU OpraHu3auuMM U NPasBoBbIMU U PeryupyoLMmm
HOpMamu.

2
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MpunmeyaHune— [okyMeHT, ONUCLIBAIOWMUIA BEICOKOYPOBHEBbIE TpeboBaHUs MHGOPMaLMOHHON Ge3onacHoc-
TH, KOTOPbIE AOMKHBI COGNIAATLCS B OpraHn3aumn.

3.8 pemunutapusoBaHHas 3oHa (demilitarized zone; DMZ); AM3: lNorpaHn4HbINA CErMEeHT ceTu (Takke
N3BECTHBIN KaK 3awwmeHHan NoaceTb), BbIMONHAOLWNIA (PYHKLUA KHEATParbHOM 30HbLI» MeXAay CeTAMU.

3.9 oTkas B o6cnyxusaHuu (denial of service; DoS): NMpekpallueHne caHKLMOHUPOBAHHOIO A4OCTYNa K
pecypcam cucTeMbl UnNn 3aaepXka onepauni U yHKLMIR cUcTeMbl, NPpUBOASLLEE B UTOre K NOTepe 4OCTYNHOC-
TW ANsl aBTOPU3OBAHHBIX MNONb30oBaTENeN.

3.10 akcTpaneT (extranet): Pacwmperue cetm MHTpaHeT opraHuaaummn, ocobeHHo Yepes MHpacTpyKTy-
py oblenoctynHon cetu, genaiowee BO3MOXHbLIM COBMECTHOE WUCMOSb30BaHWE PECYpCOB opraHu3aumen,
ApYruMim opraHu3auusMmn n nnuamMun, ¢ KOTOPbIMK OHa UMeeT 4ero, ¢ NpeaoCcTaBNeHNEM OFpaHUYEHHOro AOCTY-
na K ceoen cetn UHTpaHer.

MpumeyaHune—Hanpumep, KMMeHTamM OpraHM3aLMN MOXET NPELOCTABNATLCSA AOCTYN K HEKOTOPLIM HacTAM
ee ceTn, HTpaHeT NocpeacTBOM Co3aaHnst SKCTPAHET, HO KIMEHTOB HeSlb3si CYUTATb «4OBEPEHHBIMUY C TOHKN 3peHus Ge-
30MacHoOCTy.

3.11 dmnbTpauwma (filtering): Mpouecc npremMa nnm oTKNOHEHNA NOTOKOB AaHHLIX B CETU B COOTBETCTBUN
C onpeaeneHHbIMU KpUTEpUAMN.

3.12 mexceteBoi 3kpaH (firewall): Bug 6apbepa 6e30MacHOCTU, pasMELLEHHOIo MeXAay pPasnnuyHbIMN
ceTeBbIMU cpedamu, COCTOSILLIEro U3 CneLuanu3upoBaHHOIO YCTPONCTBA UM COBOKYMHOCTU HECKOMBbKUX KOM-
MOHEHTOB U TEXHNYECKNX NPUEMOB, Yepes KOTOPbIA A0IDKEeH NPOXOANTL BECb Tpaduk U3 04HOM ceTEBOM cpeabl
B APYryto 1, HA0BOPOT, NPU 3TOM NPONYCcKaeTCs TONbKO aBTOPU3OBaHHLIN TpaduK, COOTBETCTBYHOLLMIA MECTHOM
nonutuke 6esonacHoCTU.

3.13 koHueHTpaTop (hub): CeTeBoe yCTPOMNCTBO, KOTOPOEe (hYHKLUMOHUPYET Ha NepPBOM YPOBHE 3TarOH-
HOM Modenn B3aMMoaenCcTBNsSI OTKPLITBIX CUCTEM.

[MpumeyaHun e — CeTeBble KOHLEHTPATOPbI HE ABMAOTCA UHTENNEKTYanbHLIMWU YCTPOWCTBaMK, OHU obecneum-
BaIOT TOMNBKO TOYKM (DM3NYECKOTO COBAUHEHWS ANA CETEBbIX CUCTEM UMK PECYPCOB.

3.14 UnTepHeT (the Internet): Tno6ansbHas cucTema B3auMOCBA3aHHbIX ceTei 0bLLeA0CTYNHOrO Nosb3o-
BaHUs.

3.15 uHTepceThb (internet): CoBOKyMHOCTb B3aMMOCBAA3aHHBIX CeTel, HasbiBaemasi «06beauHeHHON
CeTbio» WU MPOCTO KUHTEPCETbIoN.

3.16 uHTpaHeT (intranet): YactHasa komnbloTepHas ceTb, Ucnonb3ytowas MHTepHeT-NpoToKoNbl U BO3-
MOXHOCTb CEeTEeBOro coeAnHeHNa Ans 6e3onacHoro KOmneKkTMBHOIO UCMoNb30BaHUst YacTu uHdopMaummn unu
onepaLuii opraHusaLmmn ee CoTpyaHNKaMU.

3.17 BTOpXeHue (intrusion): HecaHKLMOHUPOBAHHBIN AOCTYN K CETU UMK NOACOEAUHEHHOW K CETU CUCTe-
Me, T. e. MpeAHamepeHHbIA UNW CriyvaiiHbliA HECaHKLMOHUPOBaHHBIA AOCTYN K MHOPMaUUOHHOW cucteme,
BKIIIO4as 3rIOHaMepeHHY0 AeATeIbHOCTb NPOTUB MHEPOPMAaLIMOHHOW CUCTEMBI UMW HECAHKLIMOHUPOBaHHOE UC-
Monb30BaHNe pecypcoB B UHOPMaLMOHHOW cucteme.

3.18 obHapyxeHue BTopxeHuH (intrusion detection): ®opmanbHbI NpoLecc 0B6HapyXeHUs BTOPXKEHWUIA,
0bbIYHO XapakTepusyomica cbopom ceegeHuin 06 aHoManLHOM XapakTepe UCNONb30BaHUS, a TakkKe O TOM,
Kakasi ya3BUMOCTb Oblnia UCNonNb3oBaHa U Kakum o6pa3om, BKIoUas To, KOorga v Kak 3To NPOU3OLLNO.

Mpumeuanue—Cm NCO/M3IK 18043.

3.19 cucrema o6HapyxeHun BTopxeHuM (intrusion detection system);IDS: CneunanuanposaHHas cucTe-
Ma, ucrnonbayemas ansa naeHTudukaummn Toro akta, Yto 6bina NpeanpuHsTa NonbITKa BTOPXKEHUA, BTOPXEeHWe
MPOUCXOAUT UIN MPOU3OLLSIO, a TakKe AnA BO3MOXKHOIO pearMpoBaHuvsl Ha BTOpXKeHWe B UHCOPMAaLMOHHbIE CUc-
TEMbI U CeTW.

Mpumeuanune—Cm NCO/M3IK 18043.

3.20 npepoTBpalleHue BTopxeHUN (intrusion prevention): ®opmManbHbIi NPOLLECC aKTUBHOTO pearupo-
BaHuWsA C Lenbio NpeoTBpalleHNUs BTOPXKEHUNA.

3.21 cuctema npepoTBpaLeHUA BTop)keHUn (intrusion prevention system); IPS: Bug cucrem o6Ha-

PYXXeHUsl BTOPXEHWIA, cneunanbHo NpeaHasHauyeHHbIX Ang obecrnevyeHna akTUBHOW BO3MOXHOCTM pearu-
poBaHus.

Mpumevanune—Cm NCO/MIK 18043.
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3.22 BpeaoHOCHOE NporpaMMHoe cpeacTBo (malware): BpegoHocHoe nporpammHoe cpecTBo, cne-
umanbHo paspaboTaHHoe Anst NOBPEXAEHWUsI U PaspyLUeHUsi CUCTEMbI MOCPEACTBOM HapyLUEHWUs ee KOHK-
AeHUManbHOCTH, LENOCTHOCTU U (Mnu) AOCTYMHOCTU.

NMpumeyanune—pumepamn BpeAOHOCHOTO MPOrPAMMHOIO CPEACTBA SIBISIOTCS BUPYCbl M «TPOSIHCKME
KOHUY.

3.23 MHOronpoTokoNnbHas KOMMYyTauusa Ha ocHoBe MeTok (multi protocol label switching — MPLS):
MeToa, paszpaboTaHHbIN ANst UICMONb30BaHUSA B MEXCETEBON MapLUpyTU3aLmM1, B COOTBETCTBUM C KOTOPBIM UH-
AvBUayanbHLIM TpakTam nepeayn aHHbIX Ui NoToKam AaHHbLIX MPUCBanBaloTCA METKU, U KOTOPbIA UCNONb-
3yeTcA ANs KOMMYTaLUn coeuHeHWA Ha 6onee HU3KOM YpOBHE U B AOMOMHEHUE K OBbIYHBIM MeXaHU3Mam
NPOTOKOSOB MapLUpyTU3aLIMu.

Mpwnm™meyaHune— KommyTaumsa Ha OCHOBE METOK MOXET MCMOMNb30BaTbCS KaK OAWUH U3 METOA0B CO3[aHus TyH-
Henen.

3.24 ceTeBOE agMMHUCcTpUpoBaHue (network administration): MoscegHeBHas akcnnyaTaums 1 ynpas-
neHve ceTeBbIMU MpoLeccaMmy U cpeacTBamMu, UCNOMNb3YeMbIMUA CETbIO.

3.25 ceTeBoM aHanusartop (network analyzer): YCTpoiCcTBO unn nporpaMMHoe CpefcTBO, UCTIONb3ye-
Moe AN HabnogeHus 1 aHanusa MHPOPMaLMOHHOIo ceTeBoro Tpaduka.

MpwumeyaHue—/[lo npoBeaeHusi aHanusa MHGOPMaLMOHHOIO NOToKa UHOpMaumsi AormkHa ObiTb cobpaHa
onpeaeneHHbiM 06pa3om, Hanpumep, NMyTeM UCINONb30BaHUsI CETEBOIO aHanM3aTropa rnakeToB.

3.26 ceTeBom aneMeHT (network element): MHdopmaLmoHHasa cuctema, noacoeAMHEHHas K CeTU.

3.27 ceTeBO MeHekMeHT (network management): Mpouecc nnaHMpoBaHus, paspaboTku, peanusa-
LuK1, aKcnnyaTtauumn, MOHATOPUHIa U NoaaepXkn ceTu.

3.28 ceTeBoit MoHuTOpUHT (network monitoring): Mpouecc noctosHHOro HabnogeHUs U NPoBepKU 3a-
pMKCpOBaHHBIX AaHHBIX O CETEBOWN AeATEeNIbHOCTU U onepaumsx, BKIoYasi KOHTPOSbHbIE KypHanbl U npe-
aynpexaeHusi o6 onacHOCTU, U CBA3AHHBIA C 3TUM aHanus.

3.29 nonutuka ceteBon 6esonacHocTn (network security policy): COBOKYMHOCTb NOMOXEHUA, NpaBu n
NpakTUYEeCKNX NMPUEMoB, yCTaHaBNMBaroLWmMX MoAxXo4 opraHusaummn K UCNonb3oBaHUIo ee CeTeBLIX PEeCcypcoB U
onpegensioLmx, kak gomkHa obecneymBaTbes 3aliuTa ee ceTeBoi MHPacTPYKTypbl U CEPBUCOB.

3.30 ceTeBOM aHanusaTop naketoB (network sniffer): YcrpoictBo nnu nporpammHoe cpeacTeo, uc-
nonb3yemoe ansi c6opa MHdopmaLumn, NpoxoasLLei Yepes ceTu.

3.31 noprt (port): KoHe4Has Touka coegnHeHus.

MpuMeyaHUe— B KoHTekcTe VIHTepHET-NPOTOKONa NOPT NPeACTaBNsSeT COGOM KOHEUHYIO TOUKY NOMMYECKoro

kaHana TCP unn UDP coeguHenusi. MpoTokonbl NpunoxeHuit Ha ocHose TCP unu UDP 06bI4HO UMEIT Ha3HaYeHHbIE NO
yMOn4yaHuio Homepa noptos, Hanpumep, nopt 80 ana HTTP npoTokona.

3.32 ypaneHHbIN pocTyn (remote access): [Npouecc nonyyeHns gocTyna K ceTeBblM pecypcam U3 apy-
rol ceTu UMK ¢ TepMUHana, He SIBMSALLErocs NOCTOAHHO coeaUHEHHBIM (U3NYECKN UM MOTUYECKN C CeThIo, K
KOTOPOW OH Nnony4yaeT JOCTy.

3.33 yaaneHHbI nonb3oBartenb (remote user): Monb3oBaTenb, HaxoaaLWwmMics Ha o6bekTe (Nnowaake,
dmnunane), OTIMYHOM OT TOTO, Ha KOTOPOM pPa3MeLLATCS UCTOMNb3YEMbIE CETEBLIE PECYPCh.

3.34 mapwpyTusartop (router): Cetesoe yCTpoONCTBO, UCNONb3yEMOE AN YCTAHOBNEHUSA U YrpaBreHusi
NOTOKaMU AaHHbIX MeXay PasfMyHbIMU ceTaAMK NyTem BbiBopa TpaKkToB UM MapLUPYTOB Ha OCHOBE MeXaHu3-
MOB 1 anropuTMOB MPOTOKOMOB MapLUpyTU3aLuu.

MpumevyaHus
1 CeTv camu MOryT ObITb OCHOBaHbI Ha pa3HbIX NPOTOKOMax.

2 ViHtbopmauusi 0 MapLupyTM3aumm XpaHuTcs B Tabnuue maplupytusaumm.

3.35 pomeH G6e3onacHocTU (security domain): COBOKYNHOCTb @kTUBOB U PECYPCOB, NMOOUYMHSIIOLMXCSA
eAWHOIN nonuTike 6e30MacHOCTU.

3.36 wnio3 6e3onacHocTU (security gateway): Touka coeAMHEHUS MeXy CETAMU, MexXay cermeHTamm
ceTel U Mexay nporpamMmMHbIMA NPUSIOKEHWUSIMU B PasMYHBIX AoMeHax 6e3onacHOCTU, NpegHasHavyeHHas
ANS 3alnThl CETU B COOTBETCTBUM C CYLLECTBYIOLLEH NONUTUKON Ge3onacHocTy.

3.37 cnam (spam): HesanpalumMBaemble COOBLLEHNSA 3NEKTPOHHOW NOYThI, COAEPXKaHNe KOTOPLIX MOXET
6bITb BPEAOHOCHBLIM U (UNN) MOLLEHHUYECKMM.

3.38 enyduHr (spoofing): MackupoBska nog neranbHOro nonb3oBaTens UM ceTesoi pecypc.
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3.39 koMMmyTaToOp (switch): YcTpoiicTeo, obecneunBaiollee coegnHeHne ceTeBbIX YCTPOWCTB nocpea-
CTBOM BHYTPEHHUX MEXaHW3MOB KOMMYTaLUW, C TEXHOMOrMen kKoMMyTaummn, obbl4HO peannsoBaHHOM Ha BTO-
POM WM TPETLEM YPOBHE 3TaNOHHOW MOAENN B3anMOLENCTBUS OTKPbITbIX CUCTEM.

MpumedaHue— KoMMmyTatopbl OTIIMHAKOTCS OT APYrMX COEAVHUTEIBbHBIX YCTPONCTB NIOKaNbHON CeTU (Hanpu-

mep, KOHLI,eHTpaTOpOB), TakK Kak ucrnonb3yemas B KOMMyTaropax TeEXHONOrns yctaHaenmeaeT CoeanHeHNA Ha OCHOBE «TOY-
Ka — TOYKa».

3.40 TyHHensb (tunnel): Kanan nepegayun gaHHbIX Mexay ceTeBbIMUA YCTPOWCTBaAMU, KOTOPLIN yCTaHaBNn-
BalOT Yepes CYLLECTBYHOLLYIO CETEBYIO UHPPACTPYKTYPY.

M pumevyaHune — TyHHeJ'IVI MOryT yCTaHaBnuBaTb NyTeM UCMNONb3OBaHUA TaKMX TEXHUYECKUX NPpUemMoB, Kak
NPOTOKONbHaA MHKaNCynAauusa, KoMMyTaumua Ha OCHOBE METOK nnu Bl/IpTyaJ'IbeIl7I KaHan.

3.41 BupTyanbHas nokanbHasA BbluucnuTenbHasa cetb (virtual local area network): Hesasucumas
CeTb, CO34aHHanA C NOrMYEeCcKon TOUKN 3PEHUSI BHYTPU (DU3UYECKOR ceTu.

4 CokpalleHus
MpumeyaHun e — lepeuncrneHHble HUXE COKpaWeHUsi MPUMEHSIIOT BO Bcex yacTsx MCO/MIK 27033.

3G — cuctema LndpoBoin MOBUILHOM CBA3WN TPETLEro MNOKOEeHUs!;
AAA — ayTeHTUDMUKALKA, aBTOpU3aLIMA U YYeT;

ACL — cnuncok KOHTponst OCTYMNOM;

ADSL — acummeTpuyHas undpoas aboHeHTCKan NNHUS;

AES — ynyJiieHHbI cTaHdapT wndposaHus;

ATM — acvHXpPOHHbIA pexnm nepeaayu;

BPL — wupokononocHas nepeaaya yepes NMHUKN anekTponepeaayu;
CA — LeHTp cepTuduKkaLmm [OTKPbITBIX KNtoven];

CDMA — MHOrocTaHUMOHHBIN AOCTYN € KOAOBLIM pasfaeneHnem KaHasos;
CDPD — coToBas undposasi nepegada NakeTos AaHHbIX;

CLID — ngeHTtundmkatop NMHAN BbI3OBA;

CLNP — npoTtokon ceteBoro obcnyxunsaHus 6e3 ycTaHOBNEHUSA COeUHEHUST;
CoS — knacc obcnyxunsaHus (ycnyr);

CRM —ynpaBneHue B3aMMOCBA3AMU C KITUEHTaMu;

DEL —npsimas nuHust obmMeHa uHdpopmaumen;

DES —cTtaHaapT wudpoBaHns AaHHbIX;

DNS — cniyx6a JOMEHHBIX MEH;

DoS — oTkas B 06cnyXuBaHuu;

DPNSS —uudpoBas curHanbHasa cuctema 4acTHbIX CeTen;

DSL — uudposasa aboHeHTCKas MNHUS;

EDGE — yny4lueHHble cKopocTu nepeaayn AaHHbIX ans passutua GSM-cTtaHgapTa;
EDI| —aneKTpoHHEIN 0OMeH AaHHBIMU;

EGPRS — ynyulleHHbI 06LWmiA cepBUC NakeTHOW paguonepenayn;
EIS — nHdopmMaLumoHHas cuctema NpeanpusaTus;

FiOS — cepBuc ¢ npMeHeHMeM BONTOKOHHON OMTUKW,

FTP — npoTtokon nepegayv ¢annos;

FTTH — ceTb ¢ 4OBeAeHHbIM A0 NOMb30BaTENsA ONTUYECKUM Kabenew;
GPRS — 06LWui1 cepBUC NakeTHOM paguonepeaayu;

GSM — rnobanbHas cuctema MobUNbHOM CBA3K;

HIDS — cuctema obHapyxeHus BTOpKeHuiA Ha Base XOCTOBR/cepBepoB;
HTTP — npoTokon nepedaun runepTekcTa;

IDS — cuctema 0BHapyXeHWUs1 BTOPXKEHWN;

IG — PykoBOACTBO No peanusauuu;

IP — NHTepHeT-NpoTOKOT;

IPS — cuctema npeaynpexaeHnsa BTOPXKEHUI;

ISP — npoBaiigep UHTepHeT-yenyr;

MPLS — mHoronpoTokonbHas KOMMyTauUusa Ha OCHOBE METOK;

MRP — nnaHunposaHue Npou3BoACTBEHHLIX PECYpCoB;
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NAT — TpaHcnsiums ceTeBbIX agpecos;

NIDS — cuctema obHapykeHusi CeTeBbIX BTOPXEHWIA;

NTP — CUHXPOHU3UPYIOLLMI CETEBOW NPOTOKOST;

OOB — BHeNoMNOCHbIA;

PABX — yupexpgeHueckas ATC ¢ ucxoasiuen n BxoasLen Cesisbio;
PIN — nuyHbIA naeHTUUKaLUUOHHBIN HOMeD;

PKI — uHMpacTpyKkTypa OTKpbITBIX KNoYen;

PSTN — TtenedoHHas kommyTupyemas ceTb obLero rnonbL3osBaHus;
QoS — kauecTBO 0BCMYXUBaHUS;

RAID — MaTpuLia He3aBUCUMBIX AUCKOBLIX HAKONUTENEN C U3ObITOUMHOCTbLIO;
RAS — cepBuUc yaaneHHoro goctyna;

RTP — npoTokon peanbHOro BpeMeHu;

SDSL — cummeTpuyHas uudposas aboHeHTCKaa NUHUS;

SecOPs — onepauuoHHble npoleaypbl 6e3onacHocTy;

SIM — moaynb ugeHTUdbMKaumMm aboHeHTa;

SNMP — npocToi NpoToKoN CeTEBOro yrpasneHns;

SPIT — cnam uepes IP-TenedoHuio;

SSH — be3onacHasa 060MnouKa;

TCP — npoTokon ynpasneHus nepeaaven;

TDMA — MHOroCTaHLUMOHHBIN 4OCTYN C BpeMeHHI':IM pasgeneHnem kaHanos;
TETRA — HaseMHOe TpaHKUHIOBOE paauo;

TKIP — npoTokon LenocTHOCTU BPEMEHHOTO KIHoYa;

UDP — npoTokon nepefaun gentarpamMmm rnonb3oBaTens;

UMTS — yHuBepcarnbHas cuctema MobunbHoM cBA3Nn;

USB — yHuBepcanbHasa nocnegosaTterbHas lnHa;

VLAN — BupTyanbHas nokanbHasi BblMMCIUTENbHas CeTb;

VolP — nepeaaya peuu no IP;

VPN — BupTyarnbHasa yacTHas ceTb;

WAP — npoTokon npunoxeHuin gns 6ecnposogHoOn CBA3WU;

WEP — 6e3onacHocTb, 3KB/BaneHTHas NpoBoaHON ceTu;

WLAN — BecnpoBogHas nokanbHas BblMUCNUTENbHANA CeTh;
WORM — ¢ 0gHOKpaTHOM 3anncbio 1 MHOrOKpaTHLIM CHUTBIBAHUEM;
WPA — 3aluweHHbln 4ocTyn B 6ecrnpoBoAHbIX CETAX;

MBC (WAN) — rnobanbHas BblYMCNNTENbHASA CeTb;

OM3 (DMZ) — pemununtapusoBaHHas 30Ha;

MBI (UPS) — nctounuk 6ecnepebonHoro nuTaHus;

UT (IT) — nicpopmaLimoHHas TEXHONOIUS;

KIMK (PDA) — «kapMaHHBIN» NepcoHanbHbIA KOMMbIOTEp;

JIBC (LAN) — nokanbHas BblMUCIUTESbHAS CETb;

OBY (VHF) —ou4eHb BbicOoKast HacToTa;

MK (PC) — nepcoHarnbHbIN KOMMLIOTEP.

5 CTpykTypa

CTpykTypa cepun ctaHgaptoB MCO/M3K 27033 npeacTtasneHa B BUAE CXEMbl UMW «NyTEBOAUTENA» Ha
pucyHke 2.

CnrnoLwHbIMU MUHUAMU Ha PUCYHKe 2 oTMeYeHa ecTecTBeHHas nepapxus yacten MICO/M3K 27033. Myk-
KTUPHBIMU MUHUAMN OTMEYEHO, YTO, Crieadys npoLeccam:

a) onucaHHbIM B YacT 1, — MOXHO obpallaTbes 3a nHgpopmaumein No BoMpocy, KacaroLeMycst PUCKOB
BesonacHocTu, kK Yactam 3—7 MCO/M3K 27033;

b) onucaHHbIM B YacTn 2, — MmoxHO obpallaTtbes 3a MHgopMaLmen No Bonpocam, Kacarownumest MeTo-
[0OB NPOEKTUPOBaHMSA U Mep 1 CpeacTB KOHTPOMs 1 ynpasneHus k Yyactam 3—7 MCO/MIK 27033.

Kpome Toro, B yactn 3 MCO/M3K 27033 ecTb CCbINKM Ha KOHKPETHbIE acnekThl, codepxalimecs B vac-
Tax 4—7 NCO/M3K 27033 ¢ Tem, uTobbl M3bexaTb Ayb6nmpoBaHusi (T. €. NP1 UCMONb30BaHUN YacT 3 BO3MOX-
Ho obpalleHne K YyacTam 4—7).

6
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MpumeyvaHne — CnegyeT OTMeTUTb, 4TO B Oyjgyuwlem BO3MOXHO TMOsIBJieHWE W [APYrUX 4acTtei
NCO/M3K 27033. MpumMepbl BO3MOXHbIX TEM, OXBaTbiBaeMblX 6yaywmmu yactamm MCO/M3K 27033, BknyaloT B cebs
nokanbHble, rno6anbHble N LWMPOKONOSOCHbIE CETU; pa3MelleHne nHopmaLun Ha cepsepe Be6-y3/10B; 3/1€KTPOHHYIO NO-
4Ty B UHTepHeTe N MapLwpyTU3MpoBaHHblli 4OCTYN NS CTOPOHHUX opraHn3aunini. OCHOBHbIMU MYHKTaMy BCeX 3TUX YyacTei
OOSIXHbI 6bITb PUCKU, METOAbI NMPOEKTUPOBAHUA U BOMPOCHI, Kacawwmecs mep n CpefCTB KOHTPO/IA U ynpaBiaeHus.

PucyHok 2 — «lMyteBoantenb» no MCO/M3K 27033

Takum obpasom, No60ol opraHn3aunn, HauMHaKLWEN C «HYA» WU NPOBOASLLEN CEepbe3HYH NPOBEPKY
cywiecTBylolleli ceTn (ceTeil), crefyeT B MepByl ovyepelb MCNOMb30BaTbh HACTOSLMIA CTaHAapT, a 3aTem
MCO/M3K 27033-2, n, no Mepe HeobxoammocTn, obpawiatbCs K MHopMauumn o puckax 6e3onacHocTn, MeTo-
[ax MpOeKTUPOBaHWS U BOMpPOCax, KacalLuxcs Mep 1M CPeAcTB KOHTPO/A U ynNpaBfieHusi, coaepXalinxcs B
yacTtax 3—7 MCO/M3K 27033.

Hanpumep, opraHvsauusi paccMaTpuBaeT peanunsaluio HOBOV CeTeBOl cpefbl, BKAWUawllel B cebs
nprMMeHeHve IP-koHBepreHunu, W30B 6e30MacHOCTU, YaCTUYHOE NpUMeHeHe 6ecnpoBOAHON CBA3N, a Tak-
Xe pasmMelleHne nHopmauum Ha cepeepe Beb-y3/10B 1M MCNONb30BaHne VIHTepHeTa (HanpuMmep, A1 3/1eKTPo-
HHOWM MoYTbI 1 gocTyna B pexume on-line).

VMcnonb3ysi onucaHHble B HACTOSILEM CTaHAapTe MpoLecchl onpefesieHust puckoB 6e3onacHocTy Ans
HOBOIN CeTeBOW cpefbl, opraHn3auns 6yaeT yunTbiBaTb OTHOCALLYIOCS K PUCKY MHbOpMaL Mo 13 Apyrux cooT-
BeTCTBYyOLWMX YacTet MICO/M3IK 27033, T. €. TeX YacTeil, KOTOPble ONPeAENAT KOHKPETHbIE pPUCKM Ge3onac-
HOCTU (a TaKKe MeTo/bl MPOEKTMPOBaHUS 1 BOMPOCHI, Kacalwluecss Mep 1 CpeAcTB KOHTPOS U ynpaB/ieHus),
oTHOCcsLWMecs K IP-koHBepreHuuy, Ww3am 6e30nacHOCTH, YaCTUYHOMY NPUMEHeHU0 6ecnpoBOHON CBSA3N, a

7
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TaKke pasMmelleHue uHdopmauum Ha cepBepe Beb-y3noB U ucnonb3oBaHuio UHTepHeTa (Hanpumep, Ans
3MNeKTPOHHOW NMOoYTHI M AOCTYNa B pexume on-line).

Mpu ucnonbsosaHu MCO/M3K 27033-2 gnst onpegeneHus Tpebyemoit cneLpmannsmpoBaHHoON apxuTek-
Typbl ceTeBol 6e30MacHOCTM opraHusaumn cneayeT yunTbiBaTbh MHopMaLIMio 0 MeToaax NPoeKTUPOBaHUA 1
BONPOCAXx, KacalolMXCcs Mep W CpeAcTB KOHTPONS M ynpaBfieHUs U3 ApYrux COOTBETCTBYHOLWMX dacTei
MUCO/MO3K 27033, T. e. Tex YyacTel, KoTopble onpeaensitoT KOHKPETHbIE MeToAbI NPOEKTUPOBaHUA 1 BOMNPOCHI,
Kacatowmecs Mep 1 CPeACTB KOHTPOIS U yNpaBneHus (a Takke pucku besonacHocTn), oTHocAwwmeca K |P-koH-
BepreHuMn, wnosam 6e3onacHOCTH, YaCTUYHOMY NMPpUMeHeHUIo 6ecnpoBOAHON CBA3N, a Takke pasMeLLeHNto
nHcopmauun Ha cepBepe Beb-y3noB U ucnonb3oBaHuio UHTepHeTa (Hanpumep, ANA 3NEeKTPOHHON NOYTHI U
aocrtyna B pexume on-line).

CTpyKkTypa HacTosllero ctaHaapTa BkoyaeT B cebs:

- 0630p nogxoaa k obecneyeHuto ceTeBon 6ezonacHocTu (cM. pasgen 6);

- KpaTKoe U3MoXeHune npouecca NaeHTUMUKaLUM PUCKOB, CBSI3AHHBIX C CETAMU, U NOArOTOBKA K UAEHTU-
ch1Kauun mep U cpeacTB KOHTPOIS U ynpaBneHust 6e3onacHOCTLIO, T. €. YCTaHOBNeHNo TpeboBaHuiA ceTeBoi
6e3onacHocTn (cM. pasgen 7);

- 0630p Mep U cpedCTB KOHTPONA U YNpaBeHnsl, NoAAePXMBaIOLWNX cneLnanu3upoBaHHble apXUTeKTy-
pbl ceTeBol 6€30NacHOCTU U CBSI3aHHbIE C HUMW TEXHUYECKUE Mepbl U CPeiCTBA KOHTPONSA U yNpaBneHus, T. e.
0630p ApYrux Mep U CpeacTB KOHTPOMSA U ynpasneHusl (TEXHUYECKMX U HETEXHUYECKNX), KOTOPbIE MPUMEHUMBI
He Tonbko K ceTaMm (cM. pasgen 8). MNpeacTtaensioTcs cooTBeTCTBYIOWME ccbinkn Ha MCO/M3K 27001,
MCO/M3K 27002 n UCO/M3K 27005;

- O3HAKOMIeHWEe C BO3MOXHOCTSAMU CMEeLManu3nupoBaHHbIX apxuTekTyp 6esonacHocTu, kotopble 6yayT
obecneuynBaTtb ceTeBylo 6e30NacHOCTb, COOTBETCTRYIOLLYIO cpefe OCHOBHON AEATEeNbHOCTU OpraHWusauun,
npuMeHss nocneaosaTenbHbLIA NOAXOA K NMaHUPOBAHUIO U NMPOEKTUPOBaHUIO ceTeBON 6e30NacHOCTU C UC-
nonb3oBaHnem npu Heobxoanumoctn Moaenei/cuctem (1. e. BBegeHne k MICO/M3IK 27033-2) (cm. pasaen 9);

- 3HaKOMCTBO C KOHKPETHBIMU PUCKaMK, METOAAMM NPOEKTUPOBAHNS U BONPOCAaMUI, KacaloWwnMUCA Mep 1
CPEACTB KOHTPOSA U ynpaBneHusl, CB3aHHbIMU C TUMOBBIMU CETEBLIMU CLIEHapUAMMN (T. . BBEAEHUA K coaep-
xaHunio MCO/M3K 27033-3) (cm. pazaen 10);

- 3HAKOMCTBO € KOHKPETHLIMU PUCKAMK, METOL4aMU NMPOEKTUPOBAHUA U BOMPOCAMU, KacaloLwnuMmnca mep u
CPeACTB KOHTPONS 1 YNpaBreHWs ANA CETEBON «TEXHOMOrnn» (T. . BBeAeHUA k Yactam 4—7 MCO/M3BK 27033
1 k apyrum vyactam MCO/MOBK 27033, nosiBneHne KOTOPbIX BO3MOXHO B ByayLiem) (cm. pasaen 11 v npunoxe-
Hue A);

- KpaTkoe U3MOXXEHNe BOMPOCOB, CBAI3aHHbIX C paspaboTkoil, peanvsaLei n TecTMpoBaHneM KoMnekca
nporpamMmMHbIX 1 TEXHUYECKMX CPEACTB U yCnyr no obecnedeHnto ceTesol 6e3onacHocTu (CM. pasgen 12), akc-
nnyartauuein kKoMnnekca nporpamMmmHbIX U TEXHUYECKUX CPEeACTB 1 yenyr no obecnedeHuo ceTeBoit 6esonac-
HocTW (cM. pasgen 13) M NOCTOSIHHBEIM MOHWTOPWMHIOM W MPOBEPKOA peanusaumvM ceTeBoil 6e3onacHocTu
(cm. paspen 14);

- Tabnuuy, coaepallyto nepekpecTHble Cebinki mexay pasgenamu MCO/M3K 27001, ICO/MIK 27002
1 pasgenamu HacTosiLero cTaHgapTa, rae paccMaTpuBaloTCs Mepbl U CpeacTBa KOHTPOSSA Y YNpaBrieHus, CBs-
3aHHble ¢ ceTeBOWN 6e3onacHoOCTLIO (CM. MpunoxeHune B).

6 O630p

6.1 BeogHaa uHdopmauua

Mpumep ceTeBon cpeabl, KOTOPYIO B HACTOSILLIEE BPEMST MOXHO BUAETb BO MHOMMX OpraHusauusx, npeg-
CTaBneH Ha pucyHke 3 (pUCyHOK 3 NpuBeaeH B HACTOSALLEM pasferne B KavyecTBe npumepa).

WHTpaHeT sIBNsieTCA BHYTPEHHEN ceTbio, UCMONb3yeMoil U noaaepxusaemMoi opraHusaduen. O6blYHO
Tonbko paboTatowme B opraHMsaunm nuua UMeroT NpsiMoin (hrusndecknin AOCTYN K 3TON CETU, a MOCKObKY CeTb
pacnonaraeTcs B npeaesnax nomeLleHui, SnsoLwmMxcs co6CTBEHHOCTbIO opraHnsaL/Mm, MoXHo nerko obecne-
YnTb onpedeneHHbln ypoBeHb dursndeckon 3awmTel. B 6onbluMHCTBE crnyyaes ceTb VIHTpaHeT ABnsieTcsA He-
0OHOPOAHOM B OTHOLUEHWUN UCNOMb30BaHHBIX TEXHOMOrUiA U TpeGoBaHUiA 6e30MacHOCTY; OHa MOXET BKMoYaTb
B cebs nHpacTpyKTypbl, HyxaawLwunecsi B 6ornee BbICOKOM YPOBHe 3alLUTLI, YeM MPeAoCTaBNAeMblil CeTbio
UHTpaHerT.

YnpaBneHne Takummn UHppacTpyKkTypamm, Hanpumep, BaxkHe AWMMK YacTamn cpedbl PKI (MHdbpacTpyk-
TYPbl OTKPBITBIX KIOYe), MOXeT OCyLLEeCTBISATLCA B BblAeNeHHOM cermeHTe cetn MinTpareT. C apyroi ctopo-
Hbl, oOnpedeneHHble TexHororMn [Hanpumep, uHdppacTpykTypel WLAN (6ecnpoBogHon  fokanbHOM
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BbIUMCNNTENBHON ceTn)] MOryT noTpeboBaTb HEKOTOPOro M30/IMPOBaHNA M ayTEHTUdVKAL UK, TaK Kak OHU BHO-
CAT [JonofiHMTesNbHble puckn. Bo Bcex cuTyauusx ANa peanusaunm Takoro CermMeHTWpOoBaHus MOryT
NCMNOb30BaThbCA BHYTPEHHME LW03bl 6€30MacHOCTU.

MoTpe6HOCTN OCHOBHOW AeATeNbHOCTU GOMbLIMHCTBA OpraHusauunii genakwT Heo6XO4MMbIMU CBA3b U
06MeH [aHHbIMV C BHELHUMW napTHepaMu W ApYrUMK opraHnsauuamu. Yacto cBasb C 60/IbLUMHCTBOM Bax-
HeWwnx AenoBbiX NapTHEPOB OCYLLECTBAETCA CNOCOO60M, HEMOCPEACTBEHHO pacluMpslowmrM VIHTpaHeT B
CTOPOHY CeTu opraHm3aunv-napTHepa; AN Takux paclmpeHuii 06bIYHO UCMO/b3YeTCA TEPMUH «DKCTpaHeT».
MockonbKy goBepue K NOAK/IIYEHHBIM OpraHn3aunsam-napTHepam B 60/IbLUMHCTBE C/ly4aeB HUXE, YEM K CO-
TPyAHUKaM camoii opraHv3auuu, Ans YCTPaHeHUs PUCKOB, BHOCKMMbIX 3TUMW CO€AUHEHWUSMU, UCMOMb3YyTCS
w103kl 6e30nacHoOCT IKCTpaHeT.

Kpome TOro, obuwepocTynHble ceTu, Hambosiee pacnpoCcTpaHeHHbIM MPUMEPOM KOTOPbIX sBASeTCA
WNHTepHeT, NCnosnb3yloTca CerogHa Ana npefoctas/ieHns 3KOHOMUYECKU OnpaBfaHHbIX CPefcTB CBA3W W 06-
MeHa flaHHbIMU C NapTHepamu, KIMeHTaMu 1 WPOKOI My6ankoli n obecneveHns pasimuHbix hopm paclumpe-
HUA ceTn MHTpaHeT. M3-3a HU3KOro ypoBHSA [OBepus B 06LLLeAOCTYMNHbIX CeTAX, 0COOeHHO B VIHTepHeTe, A4nA
COAENCTBUS MEHEMKMEHTY COOTBETCTBYIOLUX PUCKOB HEOOXOANMbI YCOBEPLUEHCTBOBaHHbIE LWM03bl 6€30-
nacHoCTW. 3TK LW03bl 6E30MacHOCTU BKIOYalOT B cebs cneymduryeckse KOMNOHEHTbI A1 yyeTa TpeboBaHuii
pas/finyHbIX YOpPM paclimpeHunsa cetun WHTpaHeT, a Takke CBA3U C napTHepamu 1 KIneHTamu.

YpaneHHble Nosib3oBaTenn MoryT 6biTb MOACOEAMHEHbI MOCPEACTBOM TEXHOMOMMW BUPTYasibHbIX Yac-
THbIX ceTell. Kpome TOro, OHV MOryT UCMO/b30BaTbh 6eCNPOBOHbIE CPeAcTBa CBA3W, Takune, Hanpumep, kak 06-
WweAocTynHble Toukn goctyna k WLAN, ans nonyuenus goctyna k VIHTepHeTy. B kayecTBe anbTepHaTUBbI 4115
YCTaHOBAEHNS NPAMbIX KOMMYTUPYEMbIX COEANHEHMNI NO TeNegOHHOI NNHUM C CEPBEPOM YA aNeHHOro 4OCTY-
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na, KoTopblil YacTo pasmellaeTtcsa B M3 mexceTeBoro akpaHa NHTepHeT, yaaneHHble Nonb3oBaTenn MoryT
3afelcTBOBaThL TeNnedoHHY0 ceTb.

Ecnu opraHusaums peluaeT UCrnonb3oBaTb TeXHoMorum nepegaym pedn no IP (VolP) anst peanusauun
BHYTpeHHell TeneoHHON ceTu, TO, KaK NPaBuIo, UCMOSb3YIOTCA COOTBETCTRYIOWME W03kl 6e30nacHoCTU
ans TenecoHHON ceTu.

BnaronpuaTHble BOSMOXHOCTW AN OCHOBHOWN AeSATENbHOCTM OpraH1saLn, npeanaraemele HOBbIMU BU-
Aamu ceTeBOW cpefpl, AOMKHbI COMOCTaBMATLCS C PUCKaMU, KOTOPbIE NMPUBHOCAT HOBbIE TeXHoMornM. Hanpu-
Mep, MHTepHeT UMeeT psif TeXHUYECKUX CBOWCTB, KOTOPblEe MOTYT Bbi3blBaTbh HECMOKOMCTBO C TOYKN 3peHUst
6e30MacHOCTH, TaK Kak OH NepBoHavasibHO NPOEKTUPOBarcs B pacyeTe Ha yCTaHOBNEHWE CoeaMHEeHUs, a He
ncxoasa ns coobpaxeHuin 6e30nacHOCT — U MHOTUE U3 ero 0BbIYHO UCTMOMb3YEMbIX OCHOBHBIX NMPOTOKOMOB He
asnaoTca 6e3onacHsIMK No cBoei npupode. B rnobanbHoin ceTeBol cpeae HacunTbiBaeTcsl 6orbLIOe YUCNO
nopei, obnagarowmx cnocobHOCTAMN, 3HAHWUSIMU U CKITOHHOCTBIO K MOMyYeHuo 4ocTyna K Nnexawum B ee
OCHOBE MexaHWM3MaM W NPOTOKoMam W co3daHuo WHLMAEHTOB 6e30MacHOCTU OT HeCaHKLMOHUPOBAHHOMo
JocTyna Ao KpynHomacluTabHoro oTkasa B o6cnyxmsaHum.

6.2 NMnaHupoBaHMe U MeHeQ)KMEHT ceTeBon 6e3onacHoCcTU

Mpu paccMoTpEeHUM BONpoca O CeTeBbIX COeAUHEHMUSIX BCE COTPYAHWUKM OpraHu3aLmn, Ysi obasaHHOCTH
cBA3aHbl C 06CNYXMBaHUEM COEAUHEHUIA CeTUN, AOKHBI OTYETIIMBO CO3HABATbL BAXKHOCTL TPEBOBaHMWIA U BbIroA
OCHOBHO AeATeNbHOCTY OpraHnsaL/Mm, B3aMMOCBSI3aHHbIX PUCKOB 6e30MacHOCTM U B3aMMOCBSA3aHHbIX acnek-
TOB CMeLManMsnpoBaHHON apxXnTekTypbl 6esonacHocTU/MeToabl MPOEKTUPOBaHUA U 0bacT AeRCTBUA Mep U
CPenCTB KOHTPONA U ynpaBneHus 6esonacHocTbio. TpeboBaHMs U BbIro4bl OCHOBHON AeATENbHOCTU OpraHusa-
LM BUSIIOT HA MHOTWE peLleHust 1 AeACTBUSA, NpeanpuHUMaemMble B NpoLiecce paccMOTPeHUA Bonpoca ceTe-
BbIX COedMHEeHW, naeHTUMKaALMN acnekToB CrneLmManM3npoBaHHoi apxutekTypbl besonacHocTu/mMetToaos
NPOEeKTUPOBAHNA U NOTEHLMANBHBIX 06racTein AeACTBUS Mep U CPEACTB KOHTPOSS U yripasneHus 6eaonacHoc-
TbHO W, B KOHEYHOM cHeTe, BbIGOpa, MPOEKTUPOBaHUs], peanunsauum 1 noaaepxku 6esonacHbix ceTen.

06Kt npoLuecc AOCTMKEHUS U NoAOEPKKN HeobX0aAMMO ceTeBoi 6e30MacHOCTN MOXHO KpaTKo U3fo-
XUTb cnegyrownm obpasom:

a) onpepfeneHue obrnacT/KOHTEKCTa, a 3aTeM oLieHKa pUckoB besonacHoCTu:

1) c6op UHbopMaLMK O TeKyLLEN 1 (UnK) NNaHUPYEMOIt ceTeBOI cpeae:
i) paccMOTpeHUe KopnopaTUBHOW MNONUTUKN MHpOPMaLMOoHHON Be3onacHOCTU Ha npeameT dop-
MYIIMPOBOK O pUCKaX, CBSA3AHHBIX C CETSAMU, KOTopble Bceraa byayT cuMtaTbCa BBICOKUMU, a Takke Mepax U
cpeacTBax KOHTPOMSA U yrnpaBieHUs ceTeBoi be3onacHOCTLIo, KOTopble A0MKHBI ObITh peanusoBaHbl HesaBu-
CUMO OT OLEHEHHbIX PUCKOB.

MpwumeyaHune—Cnegyer OTMETUTB, YTO 9Ta NONUTUKA AOMKHA TaKKe OTPaKaTb NO3ULMIO OPraHM3aLvm B OT-
HoLeHuK (CM. nepeuncnieHne 1), perynupyiowmx u 3akoHogaTenbHbiX Tpebosanunii 6e30nacHOCTH, CBA3AHHBIX C CETEBLIMM
COeAVHEHNSIMU, KOTOpbIE ornpeAerieHbl COOTBETCTBYIOLLMMU PETYNUPYIOWWMU UK 3aKOHOAATENbHLIMU OpraHamm (BKIio-
Yas opraHbl UCMONHUTENBLHOIA BNacTu) (CM. nepeyncrieHmne 2), 3Ha4MMOCTH AaHHbIX, KOTOpble 6yAyT XpaHUTBLCA B CETU Unn
nepeaaBsaTbCsl Mo CeTH,

ii) cbop 1 npoBepka UHopMaLMKM O TeKyLLen 1 (M) NNaHNPYEMON CeTU (CEeTAX) — apxXuTekTypa
(apxuTeKTypbl), NPUNOXKEHUS, YTy, BUAbI COeAUHEHWI U ApYrue XapakTepuUcTUku, YTo ByaeT uMeThb OTHOLLIe-
HUe K aeHTUDUKALLIMM 1 OLIEHKE PUCKOB 1 ONpeaeneHnto Toro, YTo ABNAETCS BO3MOXHBIM C TOUKA 3peHust cne-
LuanusnpoBaHHOW apxXuTekTypbl/NpoekTa ceTeBoi besonacHocTn,

iii) c6op Apyroi nHdopmaLmm ¢ TeM, YTOOLI UMeTb BOSMOXHOCTb OLEHUTb NoTeHuuansHoe Hebna-
rONPUATHOE BNUSIHUE HA OCHOBHYIO AEATENIbHOCTb OpraHn3aLun, yrpossl U yasBUuMOCTU (NpeacTaBnseT LeH-
HOCTb ANS onepauuiA OCHOBHOW AeATENbHOCTU opraHn3aLun, kacalwmuxea nHgopmMaumm, kotopas AormkHa
nepegaBaTbCA Yepes ceTeBble coeAuHeHus], 1 Nobon Apyroin HbopmMaumn, NOTEHUNaNbHO OOCTYMHON He-
CaHKUMOHUPOBaHHLIM 06pa3soM Yepes 3TM coeauHeHus!, a Takke ANA NpeaocTaBnsieMbIX ycnyr);

2) naeHTUhMKauma 1 oLeHKa pUckoB ceTeBoi 6e30nacHOCTU U COOTBETCTBYHIOLLMX MOTEHUMaIbHbIX
obnacrei aecTBUS Mep U CPeACTB KOHTPOSS U yNpaBfeHus:

i) ocywecTBNeHNe OLeHKN pucka ceTeBoi 6€30nacHOCTN U NPOBOANMOI PYKOBOACTBOM NPOBEPKN
€ UCnonb3oBaHWeM MHdopMaLnK O pUcKe, CBA3AHHOM € TpebyeMbiMU CETEBLIMU CLEEHapUsIMUA U BOMpOocaMu
ceTeBbIX «TexHonori» (cM. pasaenst 10 u 11) — onpegeneHune TpebosaHuii 6esonacHoctu. [Cnegyet obpa-
TUTb BHUMaHWE Ha TO, UTo 3TO ByaeT BKNoYaThb B cebst (CM. nepedyncneHue 1), oLeHKy pUCKOB, CBAI3aHHbIX € MNo-
TeHUManbHbLIMU HapyLUEHUSAIMA 3HAYUMbIX MPEeAnUCcaHUn U 3aKOHOB, KacaloLMXCA CeTeBbIX COeANHEHWUN,
KOTOpble onpeaeneHbl COOTBETCTBYIOWUMU PETYIIUPYIOWUMA UNN 3akoHoAATENbHBIMA OpraHamMu (BkIovast
opraHbl UCMONHUTENBLHOW BAcTU) (CM. nepeuncneHune 2), UCnonb3oBaHWe YCTAHOBMIEHHbIX NOTeHLUManbHbIX
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HeBNaronpUATHLIX BNUSHWIA HA OCHOBHYIO AeATENLHOCTL OpraHU3aLun, NOATBEPXKAAILWNX 3HAYUMOCTb/CEK-
PeTHOCTb AaHHbIX, KoTopble ByayT XpaHUTLCA UNK NepeaaBaTbesl Mo ceTH];

b) uoeHTUbMKaLUa NoANEPKUBAIOLUX MED U CPECTB KOHTPOTS U yNpaBneHUa 6e30MacHOCTb0 — Tex-
HUYECKUX U HETEXHUYECKUX — MPUMEHSIEMbIX HE TOMbLKO K ceTsiM (cM. pasgen 8);

C) paccMOTpeHWe BapuaHTOB CMeLMann3upoBaHHOW apXUTEKTypbl/NpoekTa ceTeBon 6esonacHoCTU ¢
y4eTOM CETEBbIX CLIeHapNeB Y BONPOCOB CETEBbIX KTEXHOMOMMA», BbIBOPOM 1 AOKYMEHTUPOBaHWEM NpeanoY-
TUTENbHON Cneunann3MpoBaHHON apxuTekTyphl/npoekTa 6e30MacHOCTU U CBA3AHHBIX C HUMU MEP U CPEeACTB
KOHTpons 1 ynpasneHns 6esonacHocTbio (cM. pasaenbl 9—11 u npunoxenue A). [Cnegyet 0TMeTUTb, YTO 3TO
GyaeT KacaTbCsl Mep U CpeACTB KOHTPOIA U yNpaBneHusi, HeobxoaAMMbIX 4t cobnioaeHnst CoOoTBETCTBYIOLLMNX
npeanucaHnii n 3aKOHOB, CBSA3AHHBIX C CETEBLIMU COEAUHEHUSIMU, KOTOPbIE onpeaeneHbl COOTBETCTBYOLLMMUA
PErynmpyroLWnMMN UK 3akoHodaTeNbHBIMU opraHaMu (BKoYasi opraHbl UCNOSTHUTENBHOM BracTu)];

d) paspaboTka 1 TECTUPOBAHME KOMMIIEKCa NPOrpaMMHbIX U TEXHUYECKUX CPeaCTB U1 yenyr no obecne-
YyeHuto GesonacHocTu (cM. pasgen 12);

e) peanusauus 1 dKcnnyaTaums Mep 1 cpeacTB KOHTPOMS U ynpasneHus 6e30nacHOCTLI0 (CM. pas-
aen 13);

f) MoHWUTOPUWHr 1 NpoBepka peanusaunn (cMm. pasgen 14). [Cneayet oTMeTuTb, YTO Npouecc byaeT BKIO-
YaTb MOHUTOPWHI 1 MPOBEPKY MEpP 1 CPeacTB KOHTPOA 1 ynpaBrieHus, HeobxoauMbIx Ansi cobnoaeHns cooT-
BETCTBYIOLIMX NPeanMcaHuin U 3aKOHOB, CBSI3AHHBIX C CETEBbIMA COEAMHEHUSAMU, KOTopble ofpefeneHbl
COOTBETCTBYOLMMU PErYNNPYOLLMMA UM 3aKoHOAaTENbHBIMU OpraHaMu (BKItoYast opraHbl UCMONHUTENLHOWM
BracTu)]:

1) npoBepku OOKHBI MPOBOANTLCA NEPUOANYECKN, a TaKKe B Crlyvae CyLLUEeCTBEHHbIX U3MEHEHWIA (B
noTpeBbHOCTAX OCHOBHOM AeATENbHOCTN OpraHn3aLmmn, TEXHOMOrMK, peLeHunii no obecneveHnio 6esonacHocTu
nT.A4.), M no Mepe HeodXoQNUMOCTY A0MKHbI NepecMaTPUBaTLCA U KOPPEKTUPOBATLCA pe3ynbTaThl ONUCAHHBLIX
BblLUEe NpeablayLmx 3Tanos.

Cxema npoLiecca nnaHMpoBaH1sa U MEHeIKMeHTa ceTeBoi 6e3onacHOCTU NpeacTaBneHa Ha pucyHke 4.

CnegyeT nogvepkHyTb, UTO Ha MPOTSKEHUU 3TOFO Npouecca, No Mepe HeobxoAUMOCTU U ANA NOAYYeHUSs
obLWMX pekoMeHaaL A Mo naeHTUdNKaLMn Mep U CPeacTB KOHTPONA U ynpasneHusa 6e3onacHoCTbo, HeobXxo-
anMo obpatutbest k MICO/MIK 27001, MICO/M3BK 27002 n UCO/M3K 27005. HacTosawuii ctaHaapT A0NONHAET
3TU cTaHdapThl, NpedocTaBnsas BBOAHYO MHGOpMaLMio K TOMY, Kak crnegyeT uaeHTuduumpoBaTb cooTBe-
TCTBYlOLME Mepbl U CpeAcTBa KOHTPONS U ynpaBrieHWsl ceTeBoil 6e30NacHOCTbIO M, criegoBaTenbHo, K
NCO/M3K 27033-2 — MCO/M3K 27033-7.
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e o —————— —— e e — ——— ———————— -

Onpegenexue
obracTu/koHTeKcTa
1 nocneayLLan oLeHka
PUCKOB

MaeHTumkaums puckoB, CBA3aHHbLIX C CETSIMM, U NOArOTOBKa K
WASHTUdUKaLUKU Mep U CPEACTB KOHTPONSA U yrpaBneHus
6e30nacHOCTbIO:

- c6op uHdopMaLMm © TeKyLei 1 (MnM) NnaHMpyemoi ceTeBon cpeae:
npoBepKa KOpNopaTUBHOM NOMMTUKM MHOPMaLIMOHHO#H GesonacHocTn
npoBepKa CETEBbIX APXMTEKTYP, NPUIOKEHUI N CEPBUCOB;
naeHTUUKaumna BUAa(oB) CETEBOrO COEANHEHUS;
paccMOTpEeHUe APYr1X CeTeBhIX XapaKTepUCTHK;
c6op vHdopMaLUMK ANs NonyYyeHUs: BO3IMOXHOCTHU OLIEHKM NOTEHUUanNLHOro
HebnaronpusATHOTO BNUSAHUA Ha BU3HeC, YTpo3 1 ya3BUMOCTeNn GnsHeca;

- naeHTUcMKaLua puckoB UHCHOPMaLIMOHHOW Ge30NacHOCTH

W NoTeHLUUanbHbIX o6acTeil NPUMEHEHUA Mep U CPEACTB KOHTPONA

M ynpaBneHus:
OCyLLECTBIOHNE OLeHKM pucka Ge3onacHoCTU M NPOBOANUMOM PYKOBOACTEOM

npoeepku (cM. Taioke MCO/M3K 27005, UCO/MIK 27002) — Bkniouan

no Mepe HeoGXoAWMOCTH UCNoNb30BaHNE UHMOPMAaLIMK O PUCKE, CBR3AHHOM
¢ TpeGyeMbIMU CETEBbIMU CLIEHapUSIMU W BONPOCAMM «TEXHONOTMN»

(cMm. pasgensl 10 u 11) — OnpeneneHve TpeGoBaHui 6e30NacHOCTU

{cm. paanen 7)

MaeHTudukauus
noafepXX1eatoLLux Mep
M CpeacTB KOHTpOIA
1 ynpaeneHus

MaeHTUMKaUMA nopaepXuBaloLwnx Mep U CpeAcT KOHTpONA
1 ynpaeneHuns

= HETEXHNYECKMX;

- TEXHUYBCKWX, KOTOPble NPUMEHSIOTCA He TOMbKO K CeTAM

(cm. paapen 8)

UpeHTndukauus
Tpebyemon
cneuuanManpoBaHHON
apXUTEKTYpbI
GesonacHocTu
M MEp U CPEACTB
KOHTPONSA W ynpaeneHns

MpoBsepka BapUaHTOB CreLManManpoBaHHOR apXUTeKTypbi/NpoekTa
6e30nacHOCTH, pacCMOTPEHMe CeTeBbIX CLIEHapUeB W BONPOCOB
CETEBbIX «TEXHOMOMIA», BEIGOP M AOKYMEHTMpOBaHWe
NPeanoyTUTENEHO| CrneLManMaMpoBaHHOK apXUTeKTypbLI/NpoekTa
6e30MacHOCTM U CBA3AHHBIX C HUIMU Mep U CPEACTB KOHTPONs

1 ynpaBneHus (cM. paagens 9 — 11)

Paspabotka, peanusauus
U TecTupoBaHue,
a TaloKe nocnegyoLlas
aKkcnnyarauus,
MOHWUTOPUHT U NpoBepKa

Pa3apa6otka, peanusauua u TeCTUPOBaHWe pPeLUeHUA
no ob6ecneyveHunio GeaonacHocTu (cM. pasaen 12)

Peanusauus peweHusa no o6ecneueHmnio 6esonacHocTu
(cMm. pasgen 13)

MOHWUTOPUHT U NpoBepka peanuaauum (cM. paspen 14)

<———n

|I'Ipoaepm, NpoBOAUMLIE
nepuoanyecku
1 B cnyyae
CyLLECTBEHHbIX
W3MEHEHUH
(B noTpebHOCTSAX
OuaHeca, TEXHONMOIMM,
peweHun
no oGecneveHuio
BesonacHocTM M T.A.)

S ——

Mpumeyadue—Cm tacke MCO/MIK 27001 — UCO/M3IK 27005.

PucyHnok 4 — lNMpouecc nnaHnpoBaHua U MeHepKMEHTa ceTeeon 6e3onacHocTn
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7 UpeHTUPMKaLMA PUCKOB M NOAroTOBKa K MAeHTUdUKaLMU Mep 1 CPeacTB
KOHTPONA U ynpaBreHusa 6e30nacHOCTbI0

7.1 BBegeHue

Kak nokasaHo B pasferne 6, nepBbiM 3Tanom uaeHTUhuKaLmMm n OLEHKU PUCKOB, CBA3AHHLIX C CETAMM, U
noaroTOBKM K MAEHTUDUKaLMU Mep U CPeaCcTB KOHTPONSA U ynpasneHust 6e3onacHOCTbLIO aBnseTcsl coop UH-
dopmaumn o Tekyulen n (Unu) NnaHUpyemoin ceTeBol cpeae.

PexomeHaaumm no cbopy MHopMaLIMm O TekyLLei U (Unn) NNaHUpyeMon ceTeBon cpe/ie NpeAcTaBrieHsbl
B 7.2. BropbiM 3TanoM aBnseTcs UoeHTUdUKaLmUa U oLeHKa PUCKOB CETEBOM 6E30NacHOCTU U COOTBETCTBYIO-
LLMX NoTeHumanbHelX obnacten AeACTBUS MeP U CPeACTB KOHTPONA U YNpaBieHUs, pekoMeHAaLmnn o KoTopo-
My npeacTtasneHsbl B 7.3.

7.2 Undbopmauus o TekyLiem U (Un1) NNaHMPyeMOM NOCTPOSHUU CETU

7.2.1 TpeGoBaHus Ge30NacHOCTU B KOPNOpPaTUBHON NONUTUKE UHPOPMaLMOHHON Ge30nacHoOCTH

KopnopatueHasi nonutnka uHcopMauuroHHoi 6e3onacHoCTU opraHusaummn (Mnn coobLuectsa) MoxeT
BKIMoYaTh B cebs yTBepxaeHWe 0 HeobxoanuMocTu obecneyeHna KoHUAEHUMaNLHOCTN, LIeNIOCTHOCTN, HEeOT-
Ka3yeMOoCTW U JOCTYNHOCTU, a Taloke CYXAEHUS O Buaax yrpos U pUCKOB M Mepax u cpeacTBax KOHTPONA U
ynpasneHus ceTeBoi 6e30NacHOCTLI0, KOTOPble AOMKHBI BbITh peann3oBaHbl HE3aBUCUMMO OT OLI@HEHHbIX pUc-
koB. [epBbIM LIAroM NOCTPOEHUs1 CeTU AOIMKHO BbITb paccMoTpeHne KopnopaTUBHON NOMUTUKN MHgopMaLmn-
OHHOI 6e30MacHOCTU C Lenblo NosyyYeHust noapobHocTel 0 NOBLIX CBA3AHHBIX C CETSMMU pUCKax, KoTopble
Bceraa 6yayT paccMaTpuBaThCsl Kak BLICOKUE, U Mepax, CpefCTBaxX KOHTPOSA U ynpasneHus ceTeson 6esonac-
HOCTbH0, KOTOpble AOMKHbI ObITb peanM3oBaHsbl.

Hanpumep, Takasi nonuTMKa MOXeT KOHCTaTUpPOBaTb, YTO:

- FMaBHOW 3agaveit sABnsAeTCs OCTYNHOCTL onpeAeneHHbIX BUAoB NHopMaLMn UNn yenyr;

- BCe coeVHEeHNs Yyepes KOMMYTUPYeMbIe JIMHUA 3anpeLleHsbl;

- Bce coeanHeHns ¢ MHTepHeTOM AOMKHbI OCYLLECTBNATLCH Yepes w3 besonacHocTy;

- AOIMKeH 1cnofb3oBaThCs onpeerneHHbli Bua Wwo3a 6esonacHocTy;

- naTexHoe nopy4eHne HeaerncTeUTenbHO 6e3 undpoBoit noanucu.

OaHHble TpeboBaHNA AOMKHBI YYMTHIBATLCA NPU OCYLLECTBAEHNA OLEHKN pUcka U NPOBOAVMON PYKOBO-
ACTBOM OpraHunsaLm NpoBepKn 1 naeHTUMMUKaL MM acNeKToB crneunanusupoBaHHON apxuTekTypel/npoekta be-
30MacHOCTM U MOTeHLMArbHBIX Mep U CPeACTB KOHTPoNs 1 ynpasneHus 6esonacHocTblo. JTiobble noaobHble
TpeboBaHMs AOKHbI ObiTb 4OKYMEHTUMPOBAaHLI B NPeaBapuTENIbHOM Cnncke NoTeHuMarnbHbiX obnacten npu-
MEHEHUS Mep U CPeACTB KOHTPOIS U ynpaBneHns u, Npu Heo6xoaNMMOCTU, OTpaXKeHbl B BapuaHTax cneuuanu-
3MpPOBaHHO apXMTEKTYpPbI/MpoekTa 6e3onacHoCTM.

PekomeHgaumm no nonutuke WHdbopmaumoHHon 6esonacHoctn usnoxeHol 8 UCO/MOK 27002 u
NCO/M3K 27005.

7.2.2 UHdopmaumsa o Tekywem/nnaHupyeMom NocTpoeHUumn cetu

7.2.2.1 BBeaeHue

Cnegytowum warom gommkeH 6biTe cbop 1 npoBepka MHbopMaLun o Tekylen(Mx) n (unu) nnaHupye-
MORM(bIX) CeTU(X) — apXUTeKkTyp(bl), MPUNOXEHUAX, YCnyrax, BuAax COeAMHEHWA W APYrUX XapakTepuc-
TUKax — 370 OyaeT UMeTb OTHOWEeHME K MAeHTUDUKALUMAN U OLIeHKEe PUCKOB WU ONpedeneHuio Toro, 4To
ABNSETCSA BOSMOXHEBIM C TOUKMA 3pEHUS CNELMann3NpoBaHHOW apXUTEKTYpbI/NpoekTa ceTeBol 6e3onacHOCTM.
YKazaHHble XapakTepuCcTUKN NpeacTaBreHbl HUXKeE.

7.2.2.2 CeTeBble apXUTEKTYpPbI, MPUMOXEHNS 1 CEPBUCHI

JomkHbl 6bITe NOMyYeHbl NOAPOBHOCTN O COOTBETCTBYIOWEN TeKyLen U (Mu) NnaHupyemon ceTeBon
apXUTEKTYpeE, MPUMOXEHUAX U CepBucax, KOTopble A0KHbI OblTb NPoBepeHbl B Liensix obecneveHns Heobxo-
AUMOTO MOHUMAHUSI U KOHTEKCTa A1A OCYLUEeCTBIEeHUs] OLLeHKU pucka ceTeBoi 6e3onacHoOCT 1 NPoBOAUMON
PYKOBOACTBOM MPOBEPKM U, UCXOAs U3 3TOTO, PACCMOTPEHUS BapNaHTOB CreLnani3MpoBaHHON apXMTeKTYpbl
ceTeBol 6esonacHocTu. B pesynbTaTe NposiCHEHUS 3TUX acNEKTOB Ha CaMOIN paHHen cTaguy Nnpouece UaeHTu-
pukaLmM 1 oLeHKN pUckoB GE30NacHOCTU, COOTBETCTBYIOLMX MEP 1 CPEACTB KOHTPOMS U ynpasneHus 6e3o-
MacHOCTbO, BapMaHTOB CNeLmnanu3upoBaHHON apXUTEKTYpbl ceTeBON 6e30MacHOCTN U NPUHATAA PELUEeHUs O
TOM, KaKOM U3 3TUX BapUaHTOB crnedyeT BblbpaTh, AOKEH cTaTh 6onee adheKTUBHEIM 1 B UTOre NPUBECTU K
6onee pauuoHansHoOMy peLleHuto nNo obecneveHno 6e30MacHOCTI.

Kpome TOro, paccMoTpeHune TEKYLLMX 1 (UNn) MaHNUPpyeMbIX acrekToB CETEBOW apXUTEKTYpbI, MPUIoxe-
HWIA 1 CEPBMCOB Ha paHHen cTaann NpeoCcTaBUT BpeMs AMsi MPOBEPKM 1 BOSMOXKHON MoaudukaLmMmn aTux ac-
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MeKToB, ecrnu rnpuemremoe pelueHue no obecrneyeHnio 6e30MacHOCTN He MoXeT ObiTb MPaKTUYEecKu
OOCTUrHYTO B Npegenax CywecTByLWwen v (nun) nnaHpyemon cpedsbl.

B 3aBMCUMOCTN OT OXBaTblBAaEMOI 061acTi ceT! MOXKHO KrnaccuuLmpoBaTh Kak:

- rlokarnbHble BbluMcnuTensHble ceTh (JIBC), ncnonbayemble Ansi IoKanbHOro CoeUHEHNS CUCTEM;

- BC, ncnonbayemble Ans coeguHeHUs CUCTEM, pacnpocTpaHeHHbIX No BCeMy MUpY.

(HekoTopble NCTOYHUKM TaKkKe datoT oTAenbHOoe onpeaefieHne TepMUHa «permoHanbHas BelYUCIINTENb-
Has ceTb» (Metropolitan Area Network; MAN) ans nokanbHo-orpaHuyeHHoN rnobanbHON BbIYUCIINTENLHON
ceTu, Hanpumep, B Npedenax ropoga. OgHako B HacTosiLee BpeMsi A TakMxX ceTei NCMosb3yoTCA T XKe Tex-
HOMOMMK, YTO U ANA rnobanbHbIX BbIMUCINTENLHBIX CETEN, MOITOMY CYLLECTBEHHBIX Pasnuyuin Mexay peruo-
HanbHOW 1 rnobanbHOM BEIMUCINTENbHON ceTbio Bornblue He cyllecTByeT. Kpome Toro, Ang uenei gaHHoro
ctaHgapta MNBC (Personal Area Network; PANs) 6yayT knaccudpuumposatbea kak JIBC. Ewe ogHum Tepmu-
HOM, UCMNOMb3yeMbIM B HACTOSLLEE BPEMS, SABMASTCA TEPMUH «BCEMUPHas BbiMUCIUTENbHAs ceTby (Global
Area Network; GAN), T. e. BcemnpHas [BC. CniegyeT 0TMETUTb, YTO B HAacTOsILLEe BPEMS CYLLECTBYIOT TePMU-
Hbl, UCNOMb3yeMble A1 CETEN, CBSA3AHHbIX C XpaHEeHWEM AaHHbIX, Takne, Hanpumep, Kak «CeTb YCTPONCTB Xpa-
HeHus gaHHbIX» (Storage Area Network; SAN) 1 «ceTeBas cuctema xpaHeHus aaHHbIX» (Network Attached
Storage; NAS), Ho oHu BbixogsaT 3a pamku MCO/M3K 27033).

PasnuuHble NpoTOKOMbI UMEIOT pasnnyHble XapakTepucTukn 6esonacHocTy U noanexar ocobomy pac-
cMoTpeHuo. Hanpumep:

- MPOTOKONbI pa3gensieMoi cpedbl — B OCHOBHOM MCMONb3YHOTCS B IoKanbHbIX CeTsX 1 obecneynsaoT
MeXaHM3Mbl PeryriMpoBaHns COBMECTHOrO UCMOMb30BaHUSA PecypCoB cpefbl Mexay CoeAMHEHHbIMNU cucTema-
mu. Mpun ncnonb3oBaHUn pasgensemMon cpeabl Bcs Hopmaums B ceTn hmMsnyeckn 4oCTyrnHa BCEM Noacoe-
AVHEeHHBIM cucTemam. MNprumepom cnyxuT koHueHTpaTop Ethernet;

- MPOTOKOMbI yNpasneHns AOCTyroM, npegHasHaveHHble 4N paspelueHus Bxoga B ceTb. MNpumepamu
asnaotcsa |IEEE 802.1x v 3awumieHHbIn AocTyn B 6eCnpoBOAHbIX CeTAX;

- NMPOTOKObI MapLUPYTU3aLMN — UCNOMb3YOTCS 415 onpederieHns MapLUpyTOB Yepes pasfvyHble y3nbl,
Mo KOTopbIM NepefaeTcs uHdopmaums Yyepes cermeHThl JIBC unu MBC. MHdopmauma dusmudeckn aocTynHa ana
BCEX CMCTeM Mo MapLUpyTy nepedayu, 1 MapLipyTU3aLnus MOXeT OblTb Cry4aiHO UM HaMEepPeHHO U3MEeHeHa;

- npoTokonbl MPLS, Ha KOTOpbIX OCHOBaHbl MHOTME OCHOBHbIE CETU, NPEedoCTaBNAlWMNeE YCNyrn cea-
31 — MO3BOMSAOT MHOMMM YaCTHLIM CETSIM COBMECTHO 1CNONb30BaTh 6a30BYH0 ceTb, NPEeAOCTaBMSAIOLLYIO YCIy-
T CBA3W, NPUYEM HU OOUH N3 NoMb3oBaTernein kakon-nMbo YacTHOMU CeTU He 3HAeT O CYLeCTBOBaHUA Apyrux
YacTHBIX CeTel, COBMECTHO UCMONb3ytoLmMX 3Ty 6a30Byto ceTb. OCHOBHBIM NPUMEHEHUEeM ABNAETCA peanusa-
Uusi BUPTYanbHbIX YaCTHBIX ceTer, rae Ansa uaeHTudukaumm n pasgeneHuns Tpaduka, npuHagnexawero pas-
HbIM BUPTYallbHbIM YaCTHBIM CETAM, UCMOMb3YIOT METKU-NPU3HaKkn (BUpTyanbHasa YacTHasa ceTb, OCHOBaHHas
Ha MPLS, He ocHoBaHa Ha MexaHuaMax WudpoBaHus gaHHbIX). Mcnonb3oBaHue MeTOK-NPU3HaKkoB AaeT BO3-
MOXHOCTb KOpPropaTUBHLIM KIUEHTaM nepeaBaTh CBOKO BHYTPEHHIOW ceTb NpoBariaepy ycnyr u Taknum obpa-
30M n3beraTb HEOHXOQNMOCTUN Pa3BEPTLIBATL M OCYLUECTBNATL yripaBrneHue cobcTBeHHON 6a30B0OM CeTbio Ha
ocHoBe IP-agpecoB. OCHOBHOE NPenMyLLECTBO COCTOUT B BO3MOXHOCTU 0O beAMHEeHUs1 ceTeBbIX YCNYr, Takux
Kak nepegava peuv 1 faHHbIX NO OAHOM CeTH C UCMOMb30BaHMEM MEXaHU3MOB KauecTBa 06CnyXusaHua ana
obecneveHns PyHKLUMOHUPOBAHWS B peXMME pearnbHOro BpEMEHN.

MHorne npoTokonbl, UCMofb3yeMble B ceTsaX, He obecneuvBaloT ee besonacHocTb. Hanpumep, 3no-
YMBILUNIEHHWKA 0BbIMHO MCMOMb3YHOT UHCTPYMEHTanbHble cpeAcTBa AN U3BMeYvYeHus naponen n3 ceTesoro
Tpaduka. Micnonb3oBaHue 3noyMbllIeHHUKaMMU MHCTPYMEHTanbHbLIX CPeACTB Ansi U3BNeYeHna naponen age-
naeT NPOTOKOMbI, MOCbINalOLWMe HesalwngppoBaHHbIe naponn 4yepes oblieaocTynHble cetn, nogobHble
npotokony Telnet, kpaiiHe ysa3BUMbIMA.

MpumeyaHue— Telnet — aTo Nnporpamma samynsiuuv TepmuHana ansi pabotsl B pexume on-line Ha yaanen-
HOM KOMMblOTEpe.

MHorue npoToKonbl MOTYT BbITb UCMONbL30BaHbI COBMECTHO C PAsfUYHBIMKA Cpeaamu U TOMOMorusaMm
CeTu, a TakKe NyTem UCMONb3OBaHNUS NMPOBOAHBLIX U BECMPOBOAHBLIX TEXHOMOTMIA. Bo MHOTUX Cry4asx 3To oka-
3bIBaeT AOMNOMHUTENIbHOE BIIMSIHNE Ha XapaKTepucTUkM 6e30nacHoCTu.

Wcnonbsyemble B ceTW BUAbI MPUMOXEHUIA AOMKHLI pacCcMaTpUBaThCsl B KOHTEKCTe 6e3onacHoCTU. OTu
BUABLI MOTYT BKMOYaThL B cebs:

- MPUMNOXEHWS ANS «TOHKOTO» KIMeHTa;

- HacToMbHble NPUMOXEHNS;

- MPUMOXEHWS HA OCHOBE 3MYNALIMN TEPMUHANa;

- MHbPaCTPYKTYpPbI U NpUNoxeHs obMeHa coobLLeHNAMMY;
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- npunoxeHus «CoxpaHuTb 1 NepecnaTb» UM NPUIoXKeHUs1, OCHoBaHHbIe Ha Bydepusauun;

- npunoxeHua «KnueHTt-cepeep».

MpuBeaeHHbIe HUXKe NPUMEpPDLI MOKA3bLIBAIOT Kak XapaKTepUCTUKN NPUIOXKEHUA BNMAIOT Ha TpeboBaHus
6e30MacHOCT ceTeBOW cpeabl, KOTOPYIO OHWU MOTYT UCMOMNb30BaTb:

- NpunoxeHns obmeHa coobuweHusiMu (obecneunBatowme WNPpPoOBaHUE U 3NEKTPOHHBIE LMpoBble
noanucu ans coobweHui) MmoryT obecneuvBaTth agekBaTHbIA ypoBeHb BesonacHocTn 6e3 peanusauum creum-
anbHbIX Mep U CPeACTB KOHTPOMA U ynpasneHusl 6e30NacHOCTbIO B CeTH;

- 4Ns peanusaunyM CoOTBETCTBYOLMX (PYHKLMOHAIBbHBIX BOSMOXHOCTEN NPUMOXEHUN ANS1 «TOHKOro»
KnueHTa MoxeT noTpeboBaTbCs 3arpy3ka MobUnLHOM NporpaMMel. B To Bpems kak koHdpuaeHUManbLHOCTb Mo-
eT He BGbITb BaXkHOM Npo6reMoii B 3TOM KOHTEKCTe, BaXKHbIM acMeKTOM SIBMSieTCs LLenNoCTHOCTb, U Ans ee obe-
crneyYeHus ceTb OOJDKHA NpeaocTaBnsiTb COOTBETCTBYHOLUME MexaHU3Mbl. B kavecTBe anbTepHaTUBbLI NpU
Heo6Xx0aMMOCTU BbINOMHEHNA 6onee BEICOKMX TpeboBaHWIA 3nekTpoHHas Lndposasa nognnuck MOBUnbHoM Npo-
rpammel gomkHa obecnednTb LenoCcTHOCTb U AONONHUATENbLHYIO0 ayTeHTudukauumio. Yacto 310 ocywecTenaeT-
CS B CaMOW CTPYKTYpe NPUINOXEHWs, No3ToMy HeobXxoAMMOCTb NpeAoCTaBIIeHUs 3TUX CEPBUCOB B CETU MOXET
He BO3HUKATb;

- NpunoxeHusa «CoxpaHUTb U NepecnaTb» UM NPUIOXKEHUS, OCHOBaHHble Ha Bydepusaunu, o6bIMHO
BPEMEHHO XPaHAT BaXkHble AaHHble B MPOMEXYTOUHBIX y3nax Ans gansHeinwwen obpaboTtkun. Mpu nossneHum
TpeboBaHMWin LENOCTHOCTA 1 KOHbuaeHUMansHOCTU Ans obecneyeHnst 3almThbl faHHbIX BO BpeMA TpaHauTa B
ceTu noTpebyroTcst COOTBETCTBYOLLME Mepbl U cpeAcTBa KOHTpons U ynpaeneHus. OgHako u3-3a BpeMeHHOro
XpaHeHNs JaHHbIX Ha NMPOMEXYTOYHBIX Y3Max 3TUX Mep U CPEeACTB KOHTPONS U ynpaBneHUsa MOXeT BbiTb He-
pocTtaTouHo. Takum o6pasom, MOXeT NoTpeboBaTbes NPUMEHEHUEe AOMONHUTESTbHBIX Mep 1 CPeACTB KOHTPOIS
1 ynpapnenus, 4ns obecnedveHunst Takke 3alumTbl AaHHBIX, XPaHSILLMXCS Ha MPOMEXYTOUHBIX Y3nax.

Buabl ncnonb3yemeiX B CETU CEPBUCOB (Hanpumep, cnyxb6a AOMEHHbIX UMeH, 3NeKTPOHHanA noYTa, nepe-
Aava peyu) ToxXe OOMKHbI paccMaTpuBaThLCs B KOHTEKCTe 6e30nacHoCTU.

Mpun NnpoBepke ceTeBOW apXUTEKTYPLI, NPUMNOXEHWUIA U CEPBUCOB criegyeT Takke obpallatb BHUMaHWe Ha
ceTeBble COeANHEHUS, CYLLECTBYIOLLME BHYTPW OPraHn3aumin/coobLecTs, UCXoAsLLMe Unn BXoAALLUE MO OTHO-
LUEHMIO K HAM, @ TaKKe Ha CeTb, C KOTOPOW NpeanonaraeTca ocyLWecTBUTL coeguHeHve. CyluecTByowme coe-
OVHEHUs1 opraHnsaumMmn/coobLlecTBa MOryT OrpaHUYMBaTh UK He AonyckaTb CO34aHWe HOBbIX COeAUHEHUN,
HanpuMmep, 13-3a MMEeRLLMXCA cornalleHnin Ui gorosopos. CyllecTBOBaHUE APYrUX COEANHEHUIA € CeTbIo, K
koTopoi TpebyeTcs nogcoeanHeHNe, MOXeT BHOCUTL AOMOSNHUTENbHBIE YA3BUMOCTU U, cneaoBaTesibHO, Bbl-
3bIBaTb BoMee BbICOKME PUCKM, ONpaBabliBasl, BEPOATHO, NPUMEHeHUe 6onee CTPorux 1 (MnNu) AONONHUTENbHBIX
Mep U CcpecTB KOHTPOIMS U yrpaBreHus.

(Obwee pykoBOACTBO MO CETEBbIM apXUTEKTYpaM W apXUTeKTypam MpUNoXeHUWA npuseaeHo B
NCO/M3K 7498).

7.2.2.3 Buabl ceTeBbIX coeaUHEHUIA

CyluecTByeT MHOr0 06X BUAOB CETEBLIX COEAUHEHWUIA, UCMONb30BaHWE KOTOPLIX MOXeT TpebosaTbes
opraHusauum/coobLlecTBy. HekoTopble U3 3TUX BUAOB COEAMHEHUIA MOTYT OCYLLECTBAATLCA Yepes YacTHbIe
ceTu (JOCTYN K KOTOPbIM OrpaHnYeH U3BeCTHbIM COOOLLIECTBOM), @ HEKOTOPbIE MOTYT OCYLLECTBAATLCA Yepes
obLweaocTynHble ceTh (4OCTYN K KOTOPLIM MOXET MOMy4UTb npakTudecku nobas opraHnsauma unu noéoe
nuuo). Kpome TOro, 37U BUALI CETEBLIX COEAUHEHUA MOTYT NMPUMEHSITLCS ANS1 pa3nUMUHBIX YCNyr, HanpuMmep,
3MNEeKTPOHHOM MOYTLI, U MOTYT UCNOoNb3oBaTh cpeacTBa ceten UHTepHeT, UHTpaHeT nnu SkcTpaHeT, oTnv4ato-
LWMeca pas3nuuHbIMU acnektTamMu, cBasaHHbIMU ¢ obecnevyeHneM Be3onacHocTU. Kaxabii U3 BUAOB coeguHe-
HUA MOXET UMETb pasnunyHble YA3BUMOCTU W, credoBaTesflbHO, CBSI3aHHble C HAMW pucku GesonacHocTw,
MO3TOMY B KOHEUHOM uTore byaeT TpeboBaTbCs pasnNUUHbLIA Habop Mep U CpeACTB KOHTPONA U YNPaBIIEHUS.

Cnocobamun knaccucukaumm obLmx BUOAOB CETEBBLIX COeANHEHUA, KOTOpblE MOryT noTpeboBaTtbea Ans
AesATenbHOCTU OpraHnsauun, ABNAKTCA:

- coefIMHeHWE Mexay pasNUYHbLIMU YacTAMU OAHOW U TOW XXe opraHu3alum B npeaernax 0qHoro U Toro xe
KOHTPOMUPYEMOro MeCTONOMNOXEHUS, T. €. eAUHCTBEHHOTO KOHTPOSIMPYEMOTO CTPOEHUS UM NIOLWAaaKKI;

- coefiMHEHUE MexXay PasnNUYHbIMU TeppUTOpUarbHO pazbpocaHHbIMU YacTIMU OHOW U TO XKe opraHu-
3auuu, HanpuMmep, peruoHanbHeIMKU obrcamu ¢ LieHTpanbHOM Nnowaakon, Yepes rnobansHyo BblYMCIUTESb-
Hylo ceTb. BonbluMHCTBO (ecnn He Bce) MOMb30OBaTeNM UMET BO3MOXHOCTb MOMAYYEHUs goctyna K
MHOPMALMOHHBLIM CUCTEMAM, AOCTYMHLIM Yepes ceTb, HO HE BCEM MOMb30BaTeNsIM B NpeAenax opraHusaLmu
paspelueH AOCTYN KO BCEM NPUMOXKEHUAM UK MHopMaLK;
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- coeVHeHUs Mexay NoLagKkoi opraHusaumMu 1 nepcoHanom, paboTatowmm Baany o1 opraHusauuu,
U ycTaHOBNEHUE YOaneHHON CBA3N C BEIMUCIINTESNbHBIMU CUCTEMaMU OpraHuM3aumMm coTpyaHukamm, paboTa-
OLL MMM OOMa UMW Ha ApYrX yAaneHHbIX Miollaakax, He CBA3aHHbIX CeTbio, NoAAepKMBaeMON opraHusaLmei;

- COEAMHEeHNA Mexay pasHbiMU OpraHu3auvsMu B npegenax 3aMkHyToro coobliecTsa, Hanpumep,
BCMNeACTBMEe 4OrOBOPHbIX U APYruX opuanmdeckn o6s13aTenbHbIX CUTyaunun nnm BCneacTBue CXOAHbIX UHTe-
pecoB AesiTeNbHOCTU, Hanpumep, 6aHKOBCKUX YCNYr Unu ctpaxoBaHua. Takue coeaumHeHUs He ByayT npe-
AOCTaBMATb QOCTYM K NOMHOMY CMEKTPY NPUMNOXKEHUA, UCNONb3YEMbIX KaXKOOW U3 OpraHn3aLmin-ydacTHUL,;

- COeAVHEHWNS C APYTMUM OpraHn3aLusiMin, Hanpumep, ¢ Lenbio Noy4eHnsa 4ocTyna K yaaneHHbIM 6asam
AaHHbIX, nogaepXvsaeMblM Apyrumn opraHusaumnsami. MNMpu Takom Buae ceTeBoro coeamHeHusl Bce norb3oBa-
Tenu, BKIIOYaa Nofb3oBaTenen NogKIoYaeMoin opraHnsaunn, HAMBMAYaNbHO NpeaBapuUTernbHO aBTOpPU30-
BaHbl TON BHELLUHEN opraHusaumen, K Ybein MHcopmaLumn npegocTasnaeTca AoCTyn;

- coeanHeHust ¢ o6LeaoCTYNHBIM JOMEHOM, NMPU KOTOPLIX NOMb30BaTENsIMU OpraHn3auum MHULUMpyeTCs
JocTyn k o6LWeaocTynHelM 6asaM AaHHbIX, BeB-canTam v (Mnu) cnyxtam anekTPOHHOW NoYThl (HanpuMep, Ye-
pe3 UHTepHeT);

- coeanHeHus ¢ TenedoHHON ceThbio obLLero nons3oBaHus U3 IP-cpeabl, NpU KOTOPbLIX MHALMMpPYETCS
JOCTYN K KOMMYTUpyemoli ceTn obLero nonb3oBaHusa ¢ TenedgoHa B IP-ceTu. Takue coeguHeHUs SABAAIOTCSA
HEKOHTPONUPYEMbIMU, TaK KaK 3BOHKU MOTYT MPUHUMATLCS U3 NoBoI ToUKKM Mupa.

Kakol 6bl U3 cnoco6oB krnaccudukalmmn He UCronb3oBancs, pasnuyHble BUAbl COeAMHEHUI B TEKYLLENA U
(unn) NnnaHnpyemoi ceTeBoi cpeae AOMKHEI GbITb NPOBEPEHLI HA NpeaMeT UX NocneacTsui Anst 6esonacHoc-
T, 1 NosydeHHast MHdopMaLmsa AomkHa BbiTb MCMONb30BaHa B Npouecce uaeHTUdMKaLmMm 1 OLeHKU PUCKOB
6e30nNacHOCTH, CBA3AHHbIX C HUMU Mep 1 CPEACTB KOHTPOMS U ynpasneHns 6e30nacHOCTbIO, BapuaHToB cne-
L1anmM3npoBaHHOW apXMTEKTypbl CETEBON Be30nacHOCTU U NPUHATUA pelleHuMs O TOM, Kakor M3 crnocobos
cneayert BbIGpaTh.

7.2.2.4 ipyrue ceTeBble XapaKTepPUCTUKN

[omkHbl ObITb NMPOBEPEHbI ApYrne XapakTepUcTUKN TekyLuen u (Mnu) nnaHupyemon cetu (cetein). Oco-
6eHHO BaXKHO OMpeaenuTb, SBNAeTCA N1 ucnonbsyeMas/nnaHnupyemMas cetb obLueaoCTyNHON — ceTblo, KOTo-
pas OOCTynHa KaXdoMy, WM YacTHOM CeTblo, Hanpumep, CeTbio, COCTOSILLEN U3 HaxOoAsluMXcsl B
COBCTBEHHOCTM UMW BblAeNEeHHbIX NHWUIA U NOTOMY cuuTatoweincs bonee GesonacHom, YeM obLenocTynHas
ceTb. Takke BaXHO 3HaTb BMA NepefaBaeMblX CeTbio AaHHbIX, Hanpumep:

- ceTb Nepeaaym 4aHHbIX — nepeaaeT, rMaeHbIM 06pa3oMm, AaHHbIE U UCNOMb3YeT NPOTOKOSbI Nepeaayn
OaHHbIX;

- ceTb Nepega4un pedn — ceTb NpeaHasHaveHa ans TenedoHHON CBA3K, HO Takke NpurogHa ans nepe-
[a4u AaHHbIX UK

- «rmbpuagHas» ceTb —o6beauHAET Nepedady AaHHbIX, PeYu, U, BO3MOXHO, BUAEO.

Tarwke sHa4MMOnN ABNAETCA cneayowasa nHpopmaumsa:

- ABNAETCA NN CeTb NAKETHOW, KOMMYTUPYEMON UNN CETbIO C MHOFOMPOTOKONBHOW KOMMYyTaUMen Ha
OCHOBE NPU3HAKOB,;

- NoAAepXXMBaeTCA N1 kKavecTBo 06CNYXUBaHUA, HAaNpPUMep, B CETU C MHOTOMPOTOKOSbHON KOMMYTaLmMen
Ha ocHoBe MeTOK. (KauecTBo 06CnyXMBaHUA 03Ha4aeT cornacoBaHHoe hyHKLUMOHUPOBaHWE, AOCTOBEPHOCTb U
AoctynHocTb. CeTeBble YCyrn CHUTaloT NPUrogHLIMU NpU obecneveHnn MUHUMabHOMO YPOBHA (OYHKLUNOHW-
poBaHus. Hanpumep, B cnyvae HeagekBaTHOCTU NOMOCHI NPONYCKaHUA Npy NpeaocTaBNeHNA yCnyru nepeaa-
4K ronoca peuvb GydeT npepbiBaThCA U UckaxaTbeA. KauecTBo obCnyXuBaHUA OTHOCUTCA K CMOCOBHOCTU
CeTeBOM cUCTEMBI MOAAEPKMBATL AaHHYIO YCNYry Ha TpebyeMomM MUHUManNbHOM YpoBHE hYHKUMOHUPOBAHUSA
WNn BblLLE ero).

Kpome Toro, cneayet yCTaHOBUTL, IBAAETCA NI COEAUHEHNE NOCTOSIHHBIM U OHO YCTaHaBNMBaeTCA No
mepe HeobxoanmocTu.

Koraa AaHHbIe XapakTepucTykv TekyLwen u (Mnn) nnaHupyemMon cetn naeHTUULUUMPOBaHbl 1, Kak MUHK-
MYM, YCTaHOBEHO, ABNSETCA NN ceTb 06LWeA0CTYNHON UM YaCTHON, CTOUT PACCMOTPETL HUXKENepeYncneH-
Hble chakTopbl B Ka4ecTBe BXOAHOW MHGOPMaLMKN ANs OLUEHKU pucka ceTeBon 6e3onacHoCTU U NPoBOAUMON
pYKOBOACTBOM NPOBEPKU, T. €. IPUMEPHO onpeaennTb KaTeroputo ceTu, B 4em-To NnogobHom ceTu c:

- HEM3BECTHBIM KPYroM nonb3oBaTenein;

- U3BECTHBIM KpYrom nonb3oBaTeriei U B npegenax 3aMmkHyToro coobLlecTBa (HECKONbKNX OpraHu3aLuii);

- N3BECTHBLIM KPYrom nosfb3oBaTernein ToMNbKo B Npeaenax opraHMsauun.

3aTtem paccmaTpuBaloT NOMyYEeHHYHO KaTeropuio Ha NnpeameT Toro, ABNAETCA M UcnonbayemMas/nnaHu-
pyemas ceTb 06L1e40CTYNHON UMK YaCTHOW CeTbio, U Aanee KnaccudbuumpyloT ee Kak ceTb:
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- C HEeU3BeCTHbIM KPYroM nosnb3oBaTeneit n Ucnonb3oBaHueM obLLeoCTYNHON ceTu;

- C N3BECTHLIM KPYroM nonb3oBaTtesnei B npedenax 3aMKHYTOro coobLuecTsa 1 ¢ UCrosfb3oBaHueM oblue-
OOCTyMHOM ceTu;

- C U3BECTHbIM KpYroM rnonb3oBaTternier ToNsLKo B npedenax opraHMsaumm U Ucnonb3oBaHuemM obLenoc-
TYNHOWU ceTu;

- C HEN3BECTHbIM KPYrom nosb3oBaTenei 1 UCNoMb3oBaHUEM YacTHON ceTu;

- C U3BECTHLIM KpYroM Nnofb3oBaTternei B npegenax 3aMkHyToro coobLlectsa v UCNofb3oBaHMEM YacT-
HOW ceTu;

- C U3BECTHBIM KPYroM Monb3oBaTenier ToMnbKo B npedenax opraHn3aLmnm 1 UCnonb3oBaHUeM YacTHON ceTu.

Kaknm 6bl cnocobom KaTeropum cetein He NPOBEPANUCL, cneayeT co3HaBaThb, YTO onpedefneHHble KoMOu-
HauuK, BeposTHO, ByayT o3HayaTtb 6onee HU3KMe ypoBHU pucka ceTeit. MonydeHHas HdopmaLums AomkHa 1c-
nonb30BaThCA B NpoLecce MaeHTUMKaLMM N OLEHKM PUCKOB 6e30MacHOCTU, CBSI3aHHBIX C HAMU Mep W
CpeacTB KOHTPONS 1 ynpaBneHns 6e30nacHOCTLI0, BapUaHTOB CNeLnan3npoBaHHOM apXUTEKTYpbl CETEBOIA
6e30MacHOCTA U MPUHATUS PELLEHNUS O TOM, KaKoM U3 cnocoboB AomkeH BbIThb BbIGpaH.

7.2.2.5 JononHuTensHas uHpopmaLms

HakoHeL, gomkHa 661Tb cobpaHa gononHuTensHast HopMauns Ans Hagnexallen noaroToBKM K oLeH-
ke pucka ceTeBoi 6e3onacHoOCTM U NPOBOANMON PYKOBOACTBOM NPOBEPKE B COOTBETCTBUN C TpeboBaHNAMM
MCO/M3K 27001 n NICO/MBK 27002, sBkntovas TwatensHoe onpeaeneHue rpaHuu/obnactu nposepku. Bel-
MoMHeHne 3TOro Npu NepPBON BO3MOXHOCTUW NO3BONUT N36exaTb AalnbHenwen HeonpeaeneHHOCT U HEHYXXHOW
paboTbl M MOBLICUT COCPEAOTOUEHHOCTb U 3heKTUBHOCTL NpoBepkn. OnpeaeneHue rpaHnL/obnacT A0MmKHO
SICHO MoKasaTb, YTO W3 MPUBEAEHHOrO HWXKe criedyeT paccMaTpuBaTh MpPU OCYLLECTBIIEHUM OLEHKW pucKa
ceTeBoOW 6€30MacHOCTU U MPOBOAUMON PYKOBOACTBOM MPOBEPKU:

- BUAbl nHopmaLum;

- MpoLiecchbl OCHOBHOW AEATENbHOCTHY;

- hakTnyeckme unm noTeHUmanbHble annapaTHele KOMMOHEHTEI, NporpaMMHbIe CpeacTBa, YCnyru, coe-
AVHeHUst 1 NoJobHble aeTanu (eCnn OHU HEeM3BECTHbI KOHKPETHO, TO — B 0BLMX YepTax);

- (hakTMyeckyo Unu NoTeHUMansHyto cpedy (Hanpumep, Nnowaaki, noMeLleHus);

- BUabl AeATenbHOCTU (onepauum).

OTa nHpopmaumsa BMecTe ¢ cobpaHHOW B COOTBETCTBUN € 7.2, KOTOpasa AOMKHA UCNOMb30BaTbLCA Npu
oLeHKe pucka ceTeBol 6e30MacHOCTH 1 NPOBOANMON PYKOBOACTBOM NPOBEpKe, a Takke CBA3aHHaA C HUMK ae-
ATenbHOCTb — 0606LeHbl B 7.3.

7.3 Pucku uHcopmaumorHon 6e3onacHoCTU U NOTeHUUanbHble 061acTU NPUMEHeHUa Mep u
CpeAcCTB KOHTPONSA U ynpaBneHusi

B HacToswwee BpeMsi 6OMbLUMHCTBO OpraHn3aLuil 3aBUCUT OT UCTIONIb30BaHUSA CeTei U CBA3AaHHBIX C HUMK
UHPOPMALMOHHBIX CUCTEM U MHAOPMaLIMK ANA Noaaepkku (pyHKUMOHMPOBAHUS CBOeN AeaTenbHoCcTU. Kpome
TOro, BO MHOMUX Clly4asix CYLLECTBYET YETKO BblipaeHHast NoTPeBHOCTb OCHOBHOM AeATENLHOCTU B OTHOLIE-
HUM UCMOMNb30BAHUA ceTel MeXay UHOPMAaLIMOHHBIMU CUCTEMaMM Ha KaXXAO0MN NoLwaake opraHnsaLmnm, a Tak-
Xe B APYrMX MecTax Kak BHYTPM oOpraHMsauuu, Tak WU 3a ee Mnpedenamu, BKIOYaa coeauHeHWe ¢
obwwenocTynHoi ceTblo. MNpu ycTaHOBNEHUN CoeANHEHUs C APYToi ceTbio cneayeT NPOsABAsATE 3HAYUTENbHYHO
OCTOPOXHOCTb Ans o6ecriedyeHns Toro, YTobbl opraHv3auna He noasepranachb AOMNOMHUTENbHLIM PUCKaM
(BCneacTBMe NOTeHUMAaNbHBIX YrPo3, UCMOMb3YHLUX YS3BUMOCTU). DTU PUCKN MOTYT UCXOAUTL, Hanpumep, oT
camoro coeiMHeHUs Unu oT aboHeHTa Ha APYroM KOHLe ceTM.

HekoTopble U3 3TUX pUCKOB MOTYT BbITb CBA3aHbI ¢ o6ecrnedyeHneM cobnoaeHns COOTBETCTBYOWErO
3aKoHoAaTenbCTBa U NpeanucaHuid. (Oco6oe BHUMaHWe crneayeT yaensTb 3aKoHaM O HEMPUKOCHOBEHHOCTU
YacCTHOM XMU3HU U 3aLUMTe AaHHbIX. B HEKOTOPLIX CTpaHax NPUHATHLI 3aKOHbI, YCTaHaBNUBaOLWME Mepbl U cpe-
ACTBa KOHTPOIS U yrpaBneHusi c6opoM, o6paboTkoi 1 Nepeaayein nepcoHanbHbIX 4aHHbIX, T. €. AaHHbIX, KO-
Topble MOTryT GbiTb CBA3aHblI C KOHKPETHBLIM JIALOM UNWU Nuuamu. B 3aBMCMMOCTU OT COOTBETCTBYHOLLErO
HaLMOHamnbHOro 3aKoHOAATENLCTBA Takue Mepbl U CpeAcTBa KOHTPOSSA U YNpaBneHUsa MoryT HanaraTs onpe-
AeneHHble 06513aHHOCTU Ha Ny, cobupatolumx, o6pabaTbiBaloLLMX U PacnpoCTpaHALWUX NepcoHanbHyo
UHbOpMaLMIO Yepes CeTH, U AaxKe MOTYT OrpaHUYMBaTb BO3MOXHOCTb NepeAayu 3TUX AaHHbIX B onpeaeneH-
Hble CTpaHbl, NPUBOASA K AONOMHUTENIbHLIM cepbe3HbIM NpobrieMaM, cBsizaHHbIM ¢ Ge3onacHocTbio. MeHee
HarnsgHBIMMA NPUMepamMn AaHHbIX, KOTOpble MOTYT CTaTb 06BLEKTOM Takoro 3akoHodaTenbCTBa, ABNAKTCA
HekoTopble cBefeHNUs 06 oTAenNbHbLIX KaTeropuax annapaTHbIX cpeacTs u IP-agpeca.)

TakuM 06pasoM, PUCKM, C KOTOPLIMU CTasKMBaeTC opraHmsaumsi, MoryT 6biTb CBA3aHbl ¢ Npobnemamu
HecaHKLUMOHMPOBaHHOIO A0CTYNa K MHGopMaLMK, HecaHKUMOHUPOBaHHOM Nepeaavn HdopmaL M, BHeceH s
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BpeAOHOCHOW NporpamMmbl, 0TKasa oT dakTa npruemMa Unm UCTOMHNKa MHpopMaLIMn, oTkasa B 0OCIyXMBaHUN U
HegoCTYMHOCTU NHdopMaLIMN UK YCAYr. YkasdaHHble yrpo3bl MOryT ObiTb CBsI3aHbl C yTpaToi:

- KOHUAEeHUManNLHOCTU MHgopMaLMU 1 NporpamMMbl (B CETSAX U cUCTEMAX, COEAUHEHHBIX C CETAMU);

- LertoCTHOCTW MHpopMaLmMmn 1 NporpamMMel (B CETAX U CUCTEMAX, COEANHEHHBIX C CeTSIMU);

- OOCTYMHOCTU UHGOPMALNA U CETEBLIX YCITYT (M CUCTEM, COEANHEHHBIX C CETSAMU);

- HEOTKa3yeMOCTU CeTeBbIX TpaH3akumi (06si3aTenbCTB);

- NOAOTYETHOCTU CETEBLIX TPaH3aKUNiA;

- NMOAIMHHOCTU MHbopMaLMK (a Takke ayTeHTUYHOCTU CeTeBLIX Norb3oBaTenen u aaMMHUCTPATOPOB);

- AOCTOBEPHOCTU MHOPMaLIMN 1 NporpamMMbl (B CETAX U cUCTEMAX, COEANHEHHBIX C CETAMM);

- CNOCOBHOCTU KOHTPONMPOBaTL HECAHKLIMOHUPOBAHHOE UCMONb3OBaHNE U KCMyaTaLluio ceTeBbIX pe-
CYpCOB, BKIoYasi OCYLLECTBAEHMNE KOHTPOSIS B KOHTEKCTe NONUTUKKM 6e30MacHOCTU opraHusanum (Hanpumep,
npogaxa nonockl NPONyckaHns UM UCNoMb3oBaHWUe MONockl NPonyckaHus Ans coO6CTBEHHON BbIroAbI) U Bbl-
nornHeHne obs3aTenbCTB B OTHOLLEHUN 3aKoHOAATeNbCTBa U NpeanucaHuii (Hanpumep, B OTHOLLIEHWUM XpaHe-
HWs1 AeTCKOoM nopHorpacdun);

- CNOCOBHOCTN KOHTPONMPOBaTL 3110ynoTpebneHne cCaHKUMOHNPOBaHHBLIM AOCTYMOM.

KoHuenTyanbHas mogene ceTeBoi 6e30nacHOCTU, MoKasbiBatoLasi, rae MoryT BO3HUKaTb pasHble BUAbI
puckoB 6e3onacHoOCTW, NpeAcTaBneHa Ha pucyHke 5.

MoanuHHOCT. : : MoanuHHOCTL.
| |
KoHTponb caHKLMOHMpOBaHHOTO I KoHbUAEHLManbHOCTb, LIENOCTHOCTbL I KoHTpornb caHKLIMOHUPOBaHHOTO
1 HECaHKLMOHUPOBAHHOTO 1 AOCTYNHOCTb U AOCTOBEPHOCTbL | ¥ HeCaHKLUMOHNPOBaHHOMO
| |
WCTIONb30BAHNS W SKCMITTyaTaLmN | /N | VIcnonb30BaHUA U kcnnyaraumum
CceTeBbIX PecypcoB. : // 1 \\ : CeTeBbIX PECYPCOB.
|
HeotkasyemocTb | // I \\ | HeoTkasyemocTb.
| |
MoaoTyeTHOCTD. 1 // : \\ | MoAoT4eTHOCT.
1 / I \ Iy
KoHdmaeHumansHOCTb | / I \ I OH(MAEHUMUaNLHOCTb
/ \
XPaHSILLUXCS AaHHBIX U T.0. | / 1 \ | xpaHswxca faHHBIX U T.4.
| / 1 \
I : ¥ I A\ ' I
1 DaHHble \ J DNaHHble 1
I Iy nporpaMma  [laHHble U nporpamma U nporpamma |
\i : BO BPEMSA nepeaaum A\
KoHeuHble | Cetenoit < > CeTeroil KoHeuHble
cucTema < SeMONT aemont [ cucTema
1 Nonb3oBarenb | 1 nonb3oBarenb
|
|
AaMuHMCTpaTopbl AamuHucTparopsbl

W - P
— w—
— -
— —
— —
~— —
—— -
o

AyTeHTudmKaLus.
CaHKUMOHUpOBaHKE.
YnpaeneHue AOCTYMOM.
KOHTPOmnb CaHKLUMOHNPOBAHHOIO
UCMNONb30BaHUA

PucyHok 5 — KoHuenTtyanbHas mogenb obnacTen pucka ceTeBorn 6e3onacHocTu
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Takum o6pasom, Ans ngeHTUbnKaLmMm n NOATBEPXKAEHUs TEXHUYECKMX Mep U CpeaCcTB KOHTPOMSA 1 ynpas-
neHns 6e30MacHOCTbLI0, acNeKToB crneLManu3npoBaHHO apXMTeKTYpbl/MpoekTa 6esonacHoCcTU 1 Nogaepxusa-
tOLLIMX HETEXHUYECKMX Mep U CPeacCTB KOHTPOINS U ynpaeneHus 6e30nacHOCTbO AOMMKHA MPOBOANTLCS OLeHKa
pucka ceTeBor 6e30nacHoCTM U, PyKOBOACTBOM OpraHvaaunn, — npoeepka obecnedeHns 6es3onacHocTu B Co-
OTBETCTBUU C pekoMeHaauuamu, npeactasneHHbIMn B MCO/MIK 27001, UICO/M3K 27002 n MICO/M3IK 27005.
Onga 3Toro 4omkHbl O6bITh BLINOMHEHEI CrieayoLne OCHOBHbIE AeNCTBUSA:

- onpegenexHune cteneHn 3Ha4MMoCT MHAOPMALIMA U YCIYT, BbIPaXKEHHOM C TOYKW 3peHNs NoTeHLManbHo-
ro HeGnaronpUATHOrO BO3AENCTBUSA Ha OCHOBHYIO AeATEeNbHOCTb OpraHn3aLmmn B criydae BO3HUKHOBEHNSA HeXe-
natenbHbIX WMHUMAEHTOB (oueHka akTueoB). K oueHke aKTUBOB OTHOCUTCA paccMOTpeHuWe LeHHOCTU
nHopMaLMn ANs AesiTeNbHOCT OpraHn3auun, nepeaasaeMoi no cetu, 1 ndon apyroi MHpopmaLmm, K Ko-
TOPO MOXHO MOMYYUTb HECaHKLIMOHUPOBaHHbIA 4OCTYN NOCPEeACTBOM CETU, @ Takke pacCMOTPEHNE LLeHHOCTH
npeaocTaBnsieMbIX YCryr;

- naeHTUMKaLNSA N OLeHKa BepOSTHOCTU UMK YPOBHERN yrpos, HanpaBneHHbIX MPOoTUB MHdopMaLmMmn 1
yenyr,

- naeHTUMKaLMS U oLeHKa CTeneHn Cepbe3HOCTM UMK YPOBHS yA3BUMOCTEN (cnabbix MecT), KoTopble
MOrMK Bbl GbITb UCMONb30BaHbI NAEHTUDULMPOBAHHBIMU YrpO3amu;

- OLleHKa Ben4MHbl PUCKOB, OCHOBLIBAIOLLMXCA Ha onpeaeneHHbIX NoCneacTBUAX NOTeHLMANbHOMo He-
GnaronpusiTHOro BO3OENCTBUS Ha onepaunn esaTeNbHOCTM OpraHnsaLmmn U YPOBHSIX Yrpo3 U YS3BUMOCTEN;

- ngeHTUUKaLMA acrneKkToB CreLmnann3upoBaHHOW apXUTeKTypbl/NpoekTa 6esonacHocT 1 onpasgaH-
HbIX NOTeHLManbHbIX obracTel 4eNCTBISA Mep U CpedCTB KOHTPOMS U ynpaBneHust 6esonacHocTbio, Heobxoau-
MbIX Ans obecnevyeHns Toro, YToObl OLeHEeHHbIE PUCKW OCTaBanuch B AOMYCTUMBIX Npedenax.

OcHoBHble NPOoLECChl OLIEHKA U MEHeKMEHTa pucka ceTeBoi 6e30MacHOCTI NMoKasaHbl HbKe Ha pucyHke 6
(B cyLHOCTK, 3TO ABMSIETCA pacluMpeHeM NPeacTaBneHHoro Ha pucyHke 4 6rnoka «OnpeaeneHue obnacTu/koH-
TeKcTa 1 nocreayroLLas oLeHKa PUCKOB» U CBSI3aHHOTO ¢ HUM Brioka «MaeHTUKaLMS PUCKOB, CBASAHHBIX C CETS-
MW, 1 NOArOTOBKA K MAEHTUMDMKALMN Mep U CPeacTsB KOHTPOIA 1 yripasneHust 6e30nacHOCTLO ).

MepBble aBa psiaa 6nokoB, NpeacTaBieHHble Ha PUCYHKe 6 «YCcTaHoBMEeHWe rpaHuu/obnacT nposepkn»
n «MpeHTudrkauma akTMBOB», COOTBETCTBYIOT MOArOTOBUTENbHBIM MeponpuaTuam. Cnegyowme asa paga
GNOKOB COOTBETCTBYIOT MEPONPUATUAM MO OLIEHKE PUCKa, a HWKHWE ABa psifa GrNoKOB — MEPONPUATUAM Mo
BbIGOPY MEpP 1 cpeacTB KOHTPOMSA U ynpaBneHus UHOpMaLMOHHON 6e30NacHOCTLIO U NPUHATUIO (OCTaTOYHO-
ro) pucka.

YcTaHoBneHue rpaHuL/obnacTv npoBepku
YematroeneHue
UpeHtumkaumn akTusoB kormexcma
y
NaeHtndpmkauus OueHKa pucka:
Onpepenetvne
CYLLEeCTBYIOLWMNX - @Hanu3 pucka:
SHaUMMOCTU Ouera Ouenka 1 NNaHNpyeMbIX Mep uBenmugpurayusi
nHdopmaummn yrpos YA3BMMOCTON Y1 CPEACTE KOHTPONA pucka;
nyemyr W ynpaeneHus KonuyecmeeHHas
OUEHKa pucKa;
- OYeHUBaHUe
UCKa.
¥ P
OueHka puckos
MOCTOSIHHbIN Wpentudpukaums/sbibop OnpegeneHue a6omka
MEHEPKMEHT pucka MEp U CPEACTB KOHTPONA |« W aHamus 06&,“8
6e30M1ACHOCTH — W ynpaeneHus OrpaHu4eHui
MOHUTOPUHI
1 nposepka L] Mpuxamue
pucka nT.a. MpuHATHE pUCKOB pucka
(KommyHukayusi) pucka

PucyHok 6 — MpoLiecchbl OLEHKM N MEHEPKMEHTa pucka ceTesoi GesonacHocTy
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MpumedvaHne 1— OnpeageneHme 3HAYMMOCTU MHCDOPMALIMK U YCIYT TaKKe N3BECTHO Kak «OLEHVBaHue ak-
TUBOBY.

MpnmevyaHue 2— TepmuHsbl, ucnonbaytowmecs B MCO/MOIK 27001 1 B3aMmMoCBA3aHHbIX CTaHAapTaXx, Bblge-
INeHbl KYpCUBOM.

MpumevaHnune 3—logpobHyo nHdopmaumio 06 OCYLECTBNEHUN OLEHKN pUcKa ceTeBon 6e30nacHocTu n
NPOBOAMMbIX PYKOBOACTBOM npoBepok cMm. B MICO/M3K 27001, MCO/M3K 27002 n NCO/M3K 27005.

Heo6xoamMmo nogqepkHyThb, YTO NPY NPOBeAeHUN TakMX NPOBEPOK crieayeT Ucnonb3osath (rae Heobxoau-
MO) MHpopMaLIMIo O pUcke (a Takke O Mepax U CPeACTBaX KOHTPOMA 1 ynpaeneHust 6e3onacHoOCTbLIo), CBsA3aH-
HYI0O C HeobXoaAMMbBIMU CETEBLIMU CLiEeHapUsMA 1 BOMPOCaMU CETEBLIX «TexHomorui» (cMm. pasgensl 10—11
1 NnpunoxeHue A HacTosLero cTaHgapTa, a takke MCO/M3K 27033-3 — ICO/MOBK 27033-7.

8 NMoanepxuBalowme Mepbl U CpeaAcTBa KOHTPOIA U ynpaBreHus

8.1 BBepeHue

B HacTosilem pasgene npeactasneH obwmii 0630p Mep 1 cpedcTB KOHTPOMSA W yNpasneHus, NoAAepXu-
BaOLLMX CreLmanmanpoBaHHble apXMTEKTYpbl ceTeBO 6e30nacHOCT M 1 CBA3AHHBIX C HUMU TEXHUYECKNX Mep 1
CPeAcTB (TEXHUYECKNX N HETEXHUYECKNX) KOHTPOMS 1 YNpaBneHus, T. e. ApYrnx Mep v CPeacTB KOHTpOns U
ynpasneHusi, NPUMEHUMBIX He TOMNbKo K ceTaM. MHdopmauuio 0 MHOMUX 3TUX Mepax 1 cpeacTBax KOHTPOns U
ynpasnexusa 8 MCO/M3K 27001, MCO/M3K 27002 n ICO/MBK 27005. Mepebl 1 cpeacTsa KOHTPONA 1 ynpas-
neHus, sBnsoWwmMecs: 0Cob6eHHO BaXKHBIMM MO OTHOLLEHMIO K UCTIONB30BaHNIO CEeTei, NoapobHO U3NOXeHbl B
8.2—8.9, rae paccmaTpuBaloTcs MeHeIXKMEeHT ceTeBoin 6e3onacHoCTU (4eATeNbHOCTb N0 MEeHEMMKMEHTY ceTe-
BOW Be3onacHoCTK, ponu 1 0b6s13aHHOCTH, CBsA3aHHble ¢ oBecneveHnem ceTeBon 6e30MacHOCTU, MOHUTOPUHT
CeTUN 1 OLleHKa ceTeBol 6e30MnacHOCTU), ynpaBneHne TEXHUYECKUMUN YA3BUMOCTSMN, UOAEHTUUKALMA U ayTeH-
Tucpmkauns, BeaeHne KOHTPOIbHBIX XKYPHaroB U MOHUTOPUHT CETU, a Takke obHapyXeHue 1 NnpegoTepalleHue
BTOPXEHWI, 3aLyMTa OT BpedOHOCHOW NporpamMmel, Kpuntorpadudeckne ycnyru u ynpasneHue HenpepbiBHOC-
Tblo AeATENbHOCTY, @ Takke npeacTasneHsl (rae Heobxoaumo) cebinkn Ha MCO/M3K 27001, MICO/M3K 27002
n NCO/M3BK 27005.

8.2 MeHeXMeHT ceTeBOM Ge3onacHoOCTH

8.2.1 BBogHasa uHndgopmauun

O6LwWKin MeHedKMeHT ceTeBol 6e3onacHOCTM AomkeH BbiTb Ge3onacHbIM, NpU 3TOM Heobxoaumo yae-
NATb BHUMaHWE Pas3fiYHbIM AOCTYNHBLIM CETEBLIM NPOTOKONAaM U CBA3aHHLIM C HAMK cepBUcamM 6e30nacHOCTU.
B noaaepxky 6e3o0nacHOCTM opraHusauus oMmkHa pacCMOTPETL PAA Mep U CPEACTB KOHTPONA U ynpasneHus
ceTeBoW 6e30NacHOCTLIO, 6oMbLIan YacTb KOTOPbLIX MOXET ObITb MAeHTUdbMUMPOBaHa NOCPEACTBOM NPpUMEHE-
Hua TpebosaHnit NCO/MIK 27002 u NCO/MIK 27005. Mepbl 1 cpeacTBa KOHTPONS 1 yNpaBneHus, koTopble
TpebytoT 6onee NoagpobHOro U3NOXKEHUS B KOHTEKCTE ceTeBO 6e3onacHoCTu, NpeacTasneHbl B 8.2.2—8.2.5.

8.2.2 fleATenbHOCTb NO MeHeAKMEHTY ceTeBoW 6e3onacHocTU

8.2.2.1 BeegeHue

KnioueBbiM TpeboBaHueM, NpeabsaBnsieMbIM K Nobol ceTu, ABNAeTCA noaaepxaHie ee NOCPeACTBOM ae-
ATENbHOCTN NO MeHeKMEHTY 6e30nacHOCTH, KOTOPOEe MHULIMMPYET U KOHTPONUPYET peanusauunto U yHKUMO-
HUpoBaHue BesonacHocTU. 3Ta AeATeNbHOCTb AOMDKHA OCYLeCTBAATLCA Ans obecneveHus GesonacHocTu
BCeX WHOPMALMOHHBIX CUCTEM opraHusauun/coobliectsa. [eaTenbHOCTb N0 MEHEMKMEHTY ceTeBon 6e30-
NacHOCTU AoSKHa BKMoYaTh B cebs:

- onpeaeneHue Bcex 0bsa3aHHOCTe, CBA3aHHbIX ¢ ceTeBon 6e30NacHOCTbIO, U Ha3HavYeHue nnua, oTBeT-
CTBEHHOro 3a obecneyeHne bGezonacHocTy;

- AOKYMeHTanbHO 0chopMIIEHHYIO NONUTUKY ceTeBol 6e30nacHOCTN BMeCTe C AOKYMEHTUPOBaHHON cne-
LmMann3mpoBaHHON apxXUTeKTypoi 6esonacHocTy;

- AoKyMeHTUpoBaHHble SecOPs;

- NpoBepKy CooTBETCTBUA TpeGoBaHUsAM Ge30nacHOCTU, BKNoYasa TecTupoBaHue 6esonacHocTu, Ans
obecneveHnn yBepeHHOCTU B TOM, 4YTo Be3onacHOCTb noaaepkusaeTca Ha TpebyemMom yposHe;

- BOKYMeHTUpoBaHHbIe ycnoBusi o6ecnedeHns 6e3onacHoOCTU AnNA CeTeBOro CoeanHEHUA, KoTopble AoM-
XHbI B6bITb coBntoAeHbl, Npexae Yem GyaeTt nonyyYeHo Npu HeobxXxoaUMOCTH paspeLleHne Ha coequHeHue ¢ co-
TPYAHWKaMU OpraHn3aumu UM CTOPOHHUMA OpraHU3auUAMN UNU NMUaMu;

- AOKYMEHTUPOBaHHLIE YCoBUS 0becneveHnst 6e3onacHOCTN A4nA yaaneHHbIX CeTeBbIX NOMb30BaTeNen;

- NNaH MeHeaXXMeHTa MHLMAEHTOB ceTeBoi 6e30nacHOCTHU;

- OOKYMeHTanbHO oopMIIEHHbIE U MPOBEPEHHBIE Nf1aHbl N0 06ecneveHUo HenpPepbIBHOCTU AeATENb-
HOCTW/BOCCTAHOBMNEHWIO MOCHE NpepbiBaHUS.
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MoapobHyto wHpopmaumio no atum Bonpocam cm. B UCO/MBK 27002, NCO/M3K 27005 un
NCO/MIK 18044 ". B HacTosiILLEM pasaene NpefoCTaBMNeHo AanbHellles PYKOBOACTBO TOMBKO MO TEM BOMNPO-
caMm, KoTopble 0COBEHHO BaXkHbl B OTHOLLEHMW UCMONb30BaHWS CeTel.

8.2.2.2 MonnTtuka ceteBoi 6e3onacHoCTU

0O653aHHOCTBIO PYKOBOACTBA OpraHM3auny SBnsieTcs NpuHATME M obecnedeHne noadepkki nonanuTukm
ceTeBow H6esonacHocTn opraHusauumn (cMm. MCO/M3IK 27002). MonuTuka ceTesol 6e3onacHOCTH AoMkHa ce-
[0BaTb 13 NOMUTUKM HOPMaLIMOHHON 6e3onacHOCTM opraHn3aunmn U BbiTb cornacoBaHa ¢ Held. MonuTuka ce-
TeBoW Ge3onacHoCTU opraHmsaumn JorkHa ObiTb peanv3yemoi, Nerko AOCTYNHON Ans YNorHOMOYEHHbIX
COTPYAHWKOB OpraHusaLun U JOIKHa coagepXaTtb YeTkne popMynnMpoBKK:

- C TOYKMN 3peHUsi PYKOBOACTBA OpraHvsalny B OTHOLLEHUW NPUeMIeMOro UCMoNb3oBaHNs CeTH;

- NpaBwn 6e30nNacHoOro NCNorb30BaHNs KOHKPETHLIX CETEBBIX PECYPCOB, YCIYT 1 NPUIOXKEHWIA;

- NOCNeACTBUIA HEBLIMONHEHWS NpaBun 6e3onacHoCTy;

- OTHOLLEHWS OpraHn3aLumn K HermpasUbHOMY UCMONb30BaHUIO CETH;

- Nlormyeckoro o60CcHOBaHMA NOMUTUKN N KOHKPETHBIX NpasBui 6e30nacHoCTy.

[Mpy HeobxoamMmocTy 3TN HOPMYMMPOBKA MOTYT ObITb BKIIOYEHbBI B MOMUTUKY MHbOpMaLMoHHoN Gesonac-
HOCTW, ecrin 310 6onee yaobHO AN opraHn3aUumn U (Mn1) 3To AenaeT NonMTUKY 6oree NoHATHOM ANs nepcoHanal.

CogepkaHune nonuTUKM ceTeBoi 6€30MacHOCTV AOMKHO BKIOYaTh B Cebs KpaTkoe U3NoXeHWe pesynbTa-
TOB OLIeHKM puUcka ceTeBoi 6e30MacHOCTU U NPOBOAUMON PYKOBOACTBOM MPOBEPKU (UTO CIYXKMT 060CHOBaHM-
eM pacxofoB Ha Mepbl U cpeacTBa KOHTPOIMSA U yNpaBneHust) ¢ AeTanumsaumein Bcex BbIGpaHHbIX Mep 1 CPeacTB
KOHTPOIS 1 yripaeneHs 6e30MnacHoCTbio, COPasMepHbIX OLEHEHHbBIM pyuckam (cMm. 7.3).

8.2.2.3 OnepauunoHHble npoleaypel ceTeBol 6e3onacHoCTU

B nogaepxky nonutukx ceTesoin 6esonacHOCT Heobxoanmo paspaboTaTb AOKYMEHTHI MO OCyLLecTBe-
HUto NpoLeayp 6ezonacHocTy. [JoKyMEHTbI 4OMKHbI CoaepXaThb AeTanM3npoBaHHbie ornepaLMoHHbie Npoueay-
pbl, CBA3aHHbIe ¢ obecneveHnem ceTeBol 6e30nacHOCTH, a Takke CBeAEHUs O NULAxX, OTBETCTBEHHbIX 3a UX
npuMeHeHne n MeHedXXMeHT. MNpumepHbIl 0b6pasel, NpeacTasneH B npunoxenuun C.

8.2.2.4 MNpoBepka cooTBETCTBUA TpeboBaHUAM ceTeBol 6e3onacHoCTU

Ons Bcex ceTeil AomkHa MPOBOAUTLCA MPOBEPKa COOTBETCTBUA TpeboBaHUAM 6e30MacHOCTU MO KOM-
MIeKCHOMY KOHTPOSTEHOMY MepeYHto, COCTaBIEHHOMY U3 Mep 1 CPeACTB KOHTPOMA W yNpaBrieHusl, onpeaeneH-
HbIX B!

- MONUTUKE CeTeBOK Be3onacHoOCTu;

- cooTBeTCTBYOWMX SecOPs;

- cneunannsnpoBaHHOW apxuTekType 6esonacHocTy;

- nonuTuke (6e3onacHOCTU) AOCTyNa K CepBUCY LIMo3a 6e30nacHoCTH;

- nnaHax obecneyeHunst HeNpPepbLIBHOCTU AEATENBHOCTH;

- ycnosusix o6ecneyeHus 6e30nacHOCTU coeauHeHuUs (Mpu HeobxoaMMOCTH).

MpoBepka AoMmkHa NPOBOAMTLCS A0 BBeaeHust noboii ceTy B AEACTBUE, 10 HOBOTO OCHOBHOIO BapuaHTa
UCMOMHEHUS (CBA3AHHOTO CO 3HAYUTENbHLIMUA U3MEHEHUSIMU, UMEIOLLUIMMU OTHOLLEHWE K OCHOBHOWN AeATerb-
HOCTM OpraHusaLu1 Unm ceTu) u, exxerofHo, BO BCEX UHBIX CIy4asix.

MpoBepka AoMxHa BKIoYaThb B cebs1 npoBegeHMe TeCTUpOoBaHUs 6e30nacHOCTU B COOTBETCTBUM C 3apa-
Hee pa3paboTaHHbIMUK cTpaTeruei TecTMpoBaHusl 6e30NacHOCTU U CBAA3AHHLIMA C HEl NfaHaMK, TOYHO onpe-
AensiioWUMN, Kakue TecTbl [OIPKHBI MPOBOANUTLCS, € YeM, rae U korga. O6bIMHO NpoBepKa AoMKHa codeTaTb B
cebe No1ck ysi3BMMOCTEN U TECTUPOBaHUe Ha NpoHUkHoBeHuWe. Mepea HavyanoM Nboro Takoro TeCTUPOBaHUS
HeobXx0AMMO NPOBEPUTL Mf1IaH TECTUPOBAaHUSA € TeM, YTobbl 0becneunTs ero nposeaeHNe B NOIHOM COOTBE-
TCTBUM C HALMOHarbHBIM 3akoHoAaTenbcTBOM. [py NpoBeaeHWU 3TO NPOBEPKUN He crieayeT 3abbiBaTb O TOM,
YTO CeTb MOXET He OrpaHM4MBaTbCs pacnpocTpaHeHWeM TONbKO B OOHOW CTpaHe — OHa MOXeT pacnpocTtpa-
HATbLCA Ha ApYyrve cTpaHbl C MHBIM 3aKkoHoAaTenbLCcTBoM. Mocne NnpoBeaeHUsl TECTUPOBAHUA B OTYETAX AOIDKHbI
yKasblBaTbCsl 0COBEHHOCTU 0BHapYXEeHHbIX Y3BUMOCTEN, HeobxoaMMble Mepbl MO NX YCTPaHEHWUIO U NPUOPU-
TET UX NPUHATHS.

8.2.2.5 YcnoBus obecneueHuns 6e30nacHOCTU CeTEBbLIX COEAMHEHWUIA CO MHOMMMI OpraHn3aunsamMm

Mpu oTCYTCTBMM COrMacoBaHHbIX B IOFOBOPE YCNoBui obecneveHust 6e3onacHOCTN CoeauHEHWIA opraHu3a-
ums pakTUyeckn NPUHUMAET PUCKU, CBA3AHHLIE C APYro OKOHEYHOCTLIO CETeBOT0 COeAUHEHUs, HaxoasLerocs
BHe ctbepbl ee AeACTBUA. Takne pUCKUM MOTYT BKMoUaTb B cebsi pucku, cBA3aHHblE ¢ HEMPUKOCHOBEHHOCTLIO
YaCTHOWN XKMU3HW/3aLLMTON AaHHbIX, ECININ CeTeBble COeAUHEHUS UCTIONb3YIOTCS Ans obMeHa nepcoHarnbHbLIMK
AaHHBIMW, NOAYMHSIIOLLEroCst HaLMOHANBLHOMY 3aKoHOAATENbLCTBY Ha OQHOM UIM 060X KOHLLaX, U eCrniu ApYron
KOHeL, CeTeBoro coeAnHeHNs1 (HaxoaawWwmnncst BHe chepbl AeNCTBUSA OpraHuM3aLIMu) HaxXoauTCA B ApYron cTpaHe
1 3aKOHOAATENbCTBO MOXKET ObiTb APYrAM.

" B rekcre MCO/M3IK 27033-1:2009 AaHbl cebinku Ha MCO/MOK 27035 — ato onevatka.
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Hanpumep, opraHuzauust A MoxeT noTpeboBaTh, YTOObI Nepeq NoAKMYEHNEM K ee CUCTEMaM Yepes ce-
TeBoe coeanHeHune, opraHnsaums B nogaepxuana v HarnsigHo nokasbiBara KOHKPETHEIN ypoBeHb obecneve-
HWs 6e30MacHOCTM ANs CBOEW CUCTEMBbI, yHacTBYOLLEN B 3TOM coeanHeHnn. Takum obpasom, opraHusauns A
MoxeT ybeauTbes B TOM, HYTO opraHusauus B ocyllecTBnaet MeHegKMeHT CBOUX PUCKOB NMPUeMIeMbIM CNoco-
6om. B nogobHbIX criyyasix opraHvsaums A gomkHa NpeacTaBuTb JOKYMEHT, coaepKallmii ycnosus obecrneve-
HMA 6e30MacHOCTU COeAMHEHUsI U AeTanbHO OMUCHLIBAIOWNIA Mepbl U CPeACTBa KOHTPOMS M yrpaBieHus,
KOTOpble AOIMKHbI CYLLEeCTBOBATb Ha KOHLe CoeMHeHNs opraHusaunm B. Mepbl U cpecTBa KOHTPONSs U ynpas-
NeHus O0MKHbI ObITb peann3oBaHbl opraHnsaunert B, nocne yero opraHusauns nognucbisaet obssarensHoe
cornaileHve o nogaepxaHun 6esonacHocTn. OpraHusauns A coxpaHsieT 3a cob6oi NpaBo Ha HasHadYeHe Unu
npoBeaeHne NpoBePKN COOTBETCTBUS B opraHm3aLum B.

Takke GbIBalOT criyyau, korga opraHnsaumm B coobliecTse 0600AHO cornacyloT AOKYMEHT «YCroBust
obecneyeHna 6e30NacHOCTU CoeanHEHUS», B KOTOPOM (DUKCUPYHOT 06A3aTeNnbcTBa M OTBETCTBEHHOCTL BCEX
CTOPOH, BKItoUasi B3aMMHYIO NPOBEPKY COOTBETCTBMS.

8.2.2.6 lokymeHTMpoBaHHble ycnosus obecneyeHns 6e3onacHoCTy AN yaaneHHbIX CETeBbIX MoMb30Ba-
Tenen

Monb3oBatensam, NONy4YUBLLMM paspelleHUe Ha BbIMOSHEHNE yaaneHHon paboTbl, A0MKEH BblAaBaTbCs
OOKYMeHT «YcnoBusi obecrneyeHns 6esonacHOCTM AN yaaneHHbIX ceTeBbIX Nofb3oBaTenen». B Hem gomkHa
ObITb N3MIOXEeHa OTBETCTBEHHOCTL NOMb30BAaTENs 3a annapaTHble 1 NPorpaMMHble CpeacTBa 1 AaHHbIe OTHOCK-
TenbHO CeTn 1 ee Be3onacHOCTN.

8.2.2.7 MeHeaXKMeHT MHLMAEHTOB ceTeBoi 6e3onacHocTH

UHumnaeHTbl nHdopMaLMoHHoN 6e30MacHOCTU NPONCXoasT ¢ BonbLiel BepOATHOCTbIO U oKasblBatoT 60-
nee cepbe3Hoe HeraTMBHOE BO3AENCTBME HA OCHOBHYIO AESITENbHOCTD OpraH13aLim B criydae UCnosnb3oBaHus
ceTel (B OTNMYME OT CriydaeB UX oTCYTCTBUA). KpoMe Toro, ocobeHHO B criydae CETEBOro coeanHEHUs ¢ Apyri-
MW OpraHn3auusiM1, BO3MOXHbI 3Ha4YUTENbHbIE lopUaNYecKne NOCNeacTBUs, CBSI3aHHbIE C MHUMaAeHTaMmu 6e3o-
nacHoOCTH.

CnepoBatensHo, opraHusaumsi, MMetoLlas ceTeBble coeAUMHeHUs], OoMmMKHa 0bnaaaTbh XOpoLo AOKYMEH-
TanbHO 0hOPMITEHHON U peanv3oBaHHON CXeMO MEHEPKMEHTa UHUMAEHTOB NHhbopMaLnoHHo 6e3onacHocTr
1 CBA3AHHOWN C Hell MHpPacTPYKTYPON, YTOObI MMETb BOSMOXKHOCTL BLICTPO pearMpoBaTb Ha naeHTUULMpoBaH-
Hble MHLUWAEHTbI, CBOAUTb K MUHUMYMY MX BO3AEWACTBUE U N3BMEKATb U3 HUX YPOKW, AN NpeaoTBpaLleHumst X no-
BTOpHOro nosieneHus. Crnegys aTon cxeme, gorkHa BbiTb obecneveHa BO3MOXHOCTb pearMpoBaHusi, Kak Ha
cobbITUst UHpopMaLmoHHON Be3onacHoCTU (MAEHTUULNPOBaHHBIE BOSHUKHOBEHWUSI COCTOSIHNSI CUCTEMBI, YCIy-
T UK ceTu, yKasblBatloLme Ha BOIMOXHOE HapyLueHne NomuTUKA MHopMaLumoHHoi 6esonacHocTy, nn otkas
CPeACTB 3alUMThl UK Npexae HEU3BECTHOW CUTYaLMK, KOTOpasi MOXKET UMETb 3HadeHue anst 6e3onacHocTH), Tak
1 Ha MHUMAEHTbI MHpOpMaLMOHHOM 6e30MacHOCTU (Ha eQUHUYHOE COBbLITUE UMM CEPUM HEXXenaTeNbHbIX UM He-
OXMAAHHBIX COBLITUIA NHOPMaLMOHHOM 6e30MacHOCTU, KOTOPble CO 3HAYNTENbHON BEPOATHOCTLIO MOTYT NoA-
BEPrHyTb onepaLun OCHOBHOW AeSATENbHOCTU OpraHM3auum 1 yrpoxaTb WHGOopMaLMoHHOW GesonacHocTu).
Bonee noapobHas nHgopmaLmns 0 MeHemKMeHTe MHLMAEHTOB MHOPMaLMOHHON GesonacHoCTM NpeacTasneHa
B ICO/M3K 18044".

8.2.3 Ponu 1 06s3aHHOCTU, CBA3aHHble ¢ o6ecneyeHMeM ceTeBOM Ge3onacHOCTU

B cBA3M ¢ MeHegXMeHTOM ceTeBo 6e30MacHOCTY AOMKHbI BEIMOMHATLCS crieaytoLne ponn 1 06a3aHHoC-
Tn. (CrneayeTt OTMETUTDL, YTO B 3aBUCUMOCTU OT YUCTIEHHOCTI OpraHvu3aLm 3T PO MOTYT KOMBUHMPOBaTLCS ).

Boicluee pykoBoACTBO AOMKHO:

- onpeaensiTb Lenn 6e3onacHoCTM opraHusaLnm;

- MHULMMPOBATb, YTBEPXAaTb, A0BOAMUTL 0 CBEAEHUS MepcoHarna 1 ycTaHaBnNMBaThb NonnTUKY, NpoLeay-
pbl 1 Npasuna 6e3onacHOCTN opraHn3aLui;

- MIHULMNPOBATb, YTBEPXAaTh, AOBOAUTL A0 CBeAeHWs NepcoHana 1 yctaHaBnmMeaTb NOAUTUKY AOMYCTU-
MOrO UCMOSb30BaHUS CETEBLIX PECYPCOB OpraHn3aLnu;

- obecneymBatb U NPUBOANTL B UCMOMNHEHWE NOAUTUKY obecnedeHnst 6e3onacHoCTM U 4ONYCTUMOro UC-
MoMb30BaHUSA CETEBbIX PECYPCOB.

M pnmMmedYyaHune — Bbicwee PYKOBOACTBO BKIMKO4YaeT B cebs Bnagenbues OCHOBHOM AeATenbHOCTU.

PykoBoguTenu, ocyLecTBNAOLLME CETEBOW MeHeXXMEHT, JAOIHKHbI:

- paspabaTtbiBaTb AeTanbHYH NOMTUKY ceTeBol 6e3onacHocTy;

- peannsoBbIBaTh NONUTUKY CeTeBol BesonacHoCTy;

- peanunsoBbIBaTh NOMUTUKY AOMYCTUMOrO UCMOSb30BaHMS CETEBbIX PECYPCOB;

- YNpaBnsTb B3aMMOAENCTBUEM C BHELLHUMI 3aMHTEPECOBaHHBIMW CTOPOHAMW/BHELLHUMW NpoBaiaepa-
MW ycnyr ana obecrneyeHnss COOTBETCTBUSA BHYTPEHHE W BHELLHEN MONMTUKaM ceTeBol 6e30nacHoCTH;

" B tekcte MCO/MIK 27033-1:2009 AaHbl cebinkn Ha MCO/MOBK 27035 — aTo onevarka.
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- obecneuuBaTtb pasgeneHve onepaunoHHbIX 06A3aHHOCTEN, CBA3AHHBLIX C CETAMU, U KOMMbIOTEPHBIX
onepauuin, npyu HeobxoaUMMocCTu.

Mpynna o6ecneyeHus ceteBoit 6e30nNacHOCTU AOMKHA:

- NnpuobpeTaTb, paspabaTbiBaTb, TECTUPOBATL, MPOBEPATL U NOAAEPKMBATL KOMMOHEHTHI U UHCTPYMEH-
TanbHble cpeacTea ceTeBoi 6esonacHoOCTU;

- NoAAePKUBaTb MHCTPYMEHTarbHbIE CPeACTBa U KOMNOHEHThI ceTeBol 6e30MacHOCTU ANng TwaTeNbHOro
cnexxeHus 3a aBonoLmeit yrpos [Hanpumep, nytem o6HOBNEHUA (haitioB curHaTyp BpeAOHOCHON NporpamMmMbl
(B8 TOM Yncne BAPYCoB)];

- ycTaHaBnMBaTb, 0BHOBNATL, UCNONb30BaTb U 06ecnevnBaThb 3aLUTy CepBUCOB U KOMMOHEHTOB CETEBOW
6es3onacHoOCTY;

- BbINOMHATL HEOOX0AUMbIE eXeAHEBHbIE 3a4a4uM MO NPUMeHeHuto crieumdukaumnin, Npasun U napamer-
poB ceTeBol GesonacHOCTU, TPebyeMbIX AEUCTBYOWMMUN NONUTUKaMKN ceTeBOoW 6e3onacHoCTy;

- NPUHMMAaTbL COOTBETCTBYIOLLME Mepbl Mo 06ecneveHuto 3alnTbl KOMNOHEHTOB ceTeBol 6e3onacHocTU
(Hanpumep, pesepBHOE KOMUMPOBaHNE, MOHUTOPUHT CETEBOI AEATENbHOCTM, pearnpoBaHne Ha UHUMAEHTLl Ge-
30MacHOCTUW UMW cUrHanbl TPEBOMM U T. A4.).

Monb3oBaTenu ceT OOMXKHbI:

- coobwaTtb 0 cBoMX TpeboBaHUAX kK Ge3onacHoOCTH;

- cobnoaaTh KOPNopaTUBHYH NONUTUKY Ge3onacHoCcTH;

- cobntogaTtb KOPNopaTUBHbLIE MOAUTUKX AOMYCTUMOrO UCNOMb30BAHUA CETEBLIX PECYPCOB;

- coobwaTtb 0 coBLITUAX U MHUMAEHTaxX ceTeBol 6esonacHoOCTU;

- obecnevnBatb 0b6paTHyio CBA3b NO Bonpocam achdekTUBHOCTM ceTeBow GezonacHocTu.

AyauTtopsl [BHYTpeHHUe 1 (Mnn) BHELWHNE] AOMKHbI:

- NPOBOANTL NPOBEPKU U ayauT (Hanpumep, nepuognyeckn npoepAaTb 3¢ deKkTUBHOCTL ceTeBol beso-
nacHocTH);

- NPOBEPATL CODMNoaeHME NONNTUKK ceTeBo Ge3onacHoCTH,

- NPOBEPATL U TECTUPOBATb COBMECTUMOCTb A€UCTBYIOLMX NPaBUN ceTeBon 6€30NacHOCTU C TEKYLIMMU
TpeboBaHUSIMN OCHOBHOWN AeSATENbHOCTU OpraH1M3auny 1 NPaBoBbIMU OrPaHNUYEHNAMN (Hanpumep, CN1CKn no-
Nb3oBaTenen Ha nonyyYeHue 4oCTyna K cetu).

8.2.4 CeTeBOM MOHUTOPUHT

CeTeBO MOHUTOPUHT SIBMSIETCA OYEHb BaXKHOM YacTbio MeHemKMeHTa ceTeBoi 6esonacHocTu. CeTeBoit
MOHWUTOPUHT 0bcyxaaetcs B 8.5.

8.2.5 OueHka ceTeBOW GesonacHoCTH

CeTeBas 6e3onacHoCTb ABNSAETCS ANHAMUYHBIM NOHATMEM. MepcoHan, oTBeYaoLwmiil 3a obecneveHne
GesonacHoCTK, AomKeH GbiTb OCBEAOMIIEH O CaMblX COBPEeMEHHBIX paspaboTkax B 3Tol obnactn u 4omkeH
obecrneunBaTtb YBEPEHHOCTb B HENPEPLIBHOCTU paboThbl CeTel ¢ YCTaHOBIEHHBIMA aKTyarbHbIMUA BEPCUAMU
npeaocTaBneHHbIX NOCTaBLMKaMW UCTpaBneHuid nporpamm, obecneunsatonx 6esonacHocTb. Heobxoanumo
nepuvoguyecki npeanpuHMMaTh Waru no nNpoBefeHUI0 ayauTa UMEIOLIUXCS MEep U CPEACTB KOHTPOMS W
ynpaeneHusi 6e30nNacHOCTb0 B OTHOLIEHUN YCTAaHOBMEHHBIX KOHTPOMbHBLIX TOYeK, BKMo4asl TecTupoBaHue
6e30MacHOCTM — MOWCK YyA3BUMOCTEN 1 T. A. BesonacHoCTb AomkHa BbITb OCHOBHBLIM (haKTOPOM MpU OLeHKe
HOBOI CETEBOIN TEXHOMNOMMM U CeTeBON cpeabl.

8.3 MeHe)XMeHT TeXHUYECKUX YA3IBUMOCTEN

CerTeBble cpefbl, Kak 1 Apyrne crnoXxHble CUCTEMBI, He CBOBOAHbI OT MOrpelHOCTel. TexHU4eckue yassu-
MOCTU MPUCYTCTBYIOT B KOMMOHEHTaX WM NyobruKyloTcs AN KOMMOHEHTOB, YacTO MCMOMb3yeMbIX B CeTAX.
Mcnonb3oBaHune aTnx TEXHUYECKUX YA3SBUMOCTEN MOXET OKasblBaTb cepbe3Hoe BnusiHue Ha 6e3onacHocTb ce-
Tel, YTo YaLle Bcero Habntogaetcs Npu obecneyeHnn JOCTYNHOCTU U koHbUAeHLManbHOCTU. Takum o6pasom,
MEHEMPKMEHT TEXHNYECKNX YSI3BMMOCTEN JOMKEH CYLLECTBOBaTb, OXBaThiBas BCe KOMMNOHEHTbI CETU, BKIOYANA:

- CBOEBpeMeHHoe nonyveHne UHopmaL M 0 TEXHUYECKUX YA3BUMOCTSIX;

- OLIEHKY MoABEPKEHHOCTU CETeN NOAOGHBIM YA3BUMOCTAM;

- onpefeneHne COOTBETCTBYIOLMX Mep 1 CPEACTB KOHTPONSA M ynpasreHns 6e3onacHocTbio 4NA pelle-
HUS1 BOMPOCOB, CBSA3AHHBIX C 3TUMU YA3BUMOCTAIMU PUCKOB;

- peanu3aLuio 1 NpoBepKy ornpeaeneHHbIX Mep U CPeacTB KOHTPOMA 1 ynpasneHus 6e30nacHoOCTbLIO.

HeobxogMmbiM ycrioBnem Ans yrpaBneHUs TEXHUYECKUMM YSI3BUMOCTAMU A0IMKHa ObiTb J4OCTYNHOCTL
aKTyanbHOro M MOMHOrO Crncka BCeX KOMMOHEHTOB ceTi, obecnedmBatoero HeoGXxoanMyH TeEXHUYECKYo UH-
dopmMauuto, HanpMmep, o Buae YCTPOUCTBa, NOCTaBLUMKe, HOMepe Bepcun annapaTHeIX, NporpaMmmHo-anna-
paTHbIX MK NPOrpamMMHbIX CPEACTB, a Takke opraHU3auMoHHYo MHgopMaunio, Hanpumep, 06 OTBETCTBEHHbIX
agMUHUCTPATMBHbIX NALAX.
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Ecnu opraHusaums yxe paspaboTtana ob6Lyyto nporpammy ynpasneHUst TEXHUHECKUMA YA3BUMOCTSIMUA,
npeanoYTUTENbHBLIM pelleHneM BoMNpoca AoMKHa cTaTb UHTErpauusl ynpaBneHusl CeTeBbIMA TEXHUYECKUMU
ya3BUMOCTAMM B 06Lyto 3apady. (bonee noapobHyio MHdopMaumio 06 ynpaBneHUn TeXHUYECKUMU YSI3BUMOC-
TAMU, BKNOYaa pekomeHaaumio no peanusauuu, cMm. B MCO/M3K 27002).

8.4 UpeHTudukauua u ayteHtudukauus

BaXHO UMEeTb BO3MOXHOCTb OrpaHUYeHuUsl OCTyNa Yepes coeiMHeHUs1, paspeluas 4oCTyn TOMbKO ynos-
HOMOYEHHOMY nepcoHany (SBMSIOWEMYCA BHYTPEHHUM UMW BHELWWHUM Anst opraHu3auuu). Hanpumep, pac-
npocTpaHeHHbIM TpeGoBaHUEM NONUTUKK ABNSIETCS TO, YTOGLI AOCTYN K onpeAeneHHbIM ceTeBbIM cepBuUcaM U
CBSI3aHHON C HUMW UHOPMaLMK BbiN paspeLleH TOSNbKO AN YNOMHOMOYEHHOro nepcoHana. NoaobHele Tpe-
60BaHNA He ABNAIOTCA €AUHCTBEHHBIMM AJ151 UCMONb30BaHUs CETEBbLIX COeANHEHWI, U ToaToMy 6onee nogpob-
Haa uHgpopMaLmsa, OTHOCALLAsACS K UCMONb30BaHUIO ceTeil, MoxeT ObiTb nonydeHa us MCO/MOK 27002 u
MCO/M3K 27005.

O6nacTaMn NpUMEHEHUs Mep U CpeAcTB KOHTPONs U ynpaerneHuss 6e30macHOCTbio, KOTOpble MOryT
UMeTb OTHOLLEHWE K NCMONb30BaHUIO ceTel U CBA3aHHBIX C HAMWU UHGPOPMALIMOHHBIX CUCTEM, SIBIISIIOTCS:

- yAaneHHbI BXO4 B CUCTEMy — BXOA B CUCTEMy YMOSIHOMOYEHHOro nepcoHana, pabortatowero BHe
opraHusauun, yaaneHHoro obcnyxusaroLLero nepcoHana unmn nepcoHana Apyrux opraHusauuin, ocyLuecTens-
eMbll Yepe3 KOMMYTUpyeMoe coefuHeHne ¢ opraHusauuen, UHTepHeT-coegnHeHus], BblAeneHHble KaHasbl
CBS13U U3 APYrMX opraHu3auunii nMbo nocpeqCTBOM KONMNEKTUBHOIO AocTyna Yepes MHTepHeT. 3Tn coeguHeHua
ycTaHaBNMBaloT NpyU HeO6X0AMMOCTU BHYTPEHHUMU cucTeMamy nbo napTHepaMu Mo A0OroBOPY € MOMOLLLIO
06LefoCTYNHbIX ceTel. Kaxablil BuA yaaneHHoro BxoAa B CUCTEMY AOMKEH UMEThb AOMNOSHUTENbHbLIE MephI U
CpeaAcTBa KOHTPOMA W ynpasneHusa 6e30nacHoCTbiO, COOTBETCTBYIOLLME XapaKTepy paccmMaTpuBaemMon ceTu.
Hanpumep, HenpeaocTaBneHue NpsiMOro AocTyna K CUCTEMHOMY W CETEBOMY MporpaMMHoMy obecnevyeHuio
NPy y4eTHbIX 3anncsax, MCnonb3yoLmMxcs Ansa yaaneHHoro ocTyna, 3a UCKIioYeHneM cryvaes obecneveHus
OOMONHUTENBHOWN ayTeHTUUKaLMK (CM. yeuneHHas ayTeHTUdukaumst) — 1, BO3MOXHO, CKBO3HOTO LM poBa-
HWA, a Takke obecnedeHne 3aWUTbl OT HECAHKLIMOHMPOBAHHOIO AoCTyna K uHopmauum, CBA3aHHOM ¢ Npo-
rPaMMHBIM CPEACTBOM 3MEKTPOHHOW NOYTbl M AaHHLIMUA KaTanora, XpaHSAWWMUCA B MNepcoHanbHbIX W
[OPOXHBIX KOMMNbHOTEPAX, UCNOMNb3YEeMbIX NEPCOHANOM opraHusaLuy 3a npeaenamu ee opucos,

- yCUneHHas ayTeHTUMKaLMsA — B TO BPEMS KaK MCMofib3oBaHWe nap «uaeHTUcMKaTop nofb3osare-
ns/naponb Nonb3oBaTensa» ABASETCS NPOCTbIM CNOco6oM ayTeHTUUKaLMN NonNb3oBaTeNeni, 3T1 Napbl MOXHO
CKOMMpOMeTUpOoBaTL UNu pasragate. CnegosaTtensHo, A0MKHEl BbITb paccMoTpeHbl Apyrue (6onee 6esonac-
Hble) cnocobbl ayTeHTUnkaL MM nonsb3osaTtenein — ocobeHHo yaaneHHbIX, v (MMK) NPU HanU4UM BEICOKON Be-
POAITHOCTM  MOMyYeHUss  O0CTyna  HeymnmomHOMOYEHHbIM  IMLUOM K 3alMWEHHbIM U BaXKHbIM
cucTeMam — BCNeacTBMeE TOrg, YTo 4OCTYM, UHULMUPOBaHHLIA Yepes obLiefoCcTynHble ceTu, UM OOCTYN K
cucTeme (Hampumep, Yepes anTomn), MOXeT OKasaTbCA BHE HEMOCPeACTBEHHOro KOHTPOMSA opraHusaunu.
MpocTeiMK NpuMepamn senstoTes ncnosnbaoBaHne CLID (Ho nockonbky CLID oTkpbIT 4ns cnyduHra, ero He
cneayeT UCMONb30BaTh B kKaYecTBe NoATBEPXAEHHOro uaeHTudkaTopa 6e3 4oNONHUTENLHON ayTeHTUduKa-
LuKn) 1 cBA3ER Yepes ModeMbl, KOTOPbIE OTKIIOYAOTCS, ECIIN HE UCMOMb3YHOTCA, U MHULMUPYIOTCS TOMBKO No-
cne noATBepXaeHWs uaeHTUdUKaTopa BbisbiBatoLWwen cTopoHbl. Mpumepamu Gonee CroXHOro, HO HAaMHOro
6onee 6esonacHoro Mcnonb3oBaHUsi — 0coBeHHO B KOHTEKCTe yAarneHHoro 4ocTyna — siBMsieTCa UCMomnb3o-
BaHWe OpYyrux cpeacTs uaeHTUdMKaLnumM NoAAEPKKA ayTeHTUDUKaLMM NoNb3oBaTENeN, TakMX Kak AUCTaHLu-
OHHO NPOBEpPEHHbIE MapKepbl 1 cCMapT-KapThl, N 06ecneveHne hyHKLMOHUPOBAHNSA MapKepa Uiu cMapT-KapThbl
TONbKO BMECTE C ayTeHTUPULUPOBAHHON YYETHOM 3anuckio YNONHOMOYEHHOro Nonb3oBaTens (M npeanovTu-
TenbHo, MK aToro nonbsosaTtens, a Takke MeCTONOMNOXEHNA/TOUKN AOCTYNa 3TOro Nonb3oBaTtens) u, Hanpu-
mep, noboi cooTeeTCTRYOWMIA PIN-kog unu 6uometpudecknin npoduns. OBbIMHO 3TO Ha3bIBAETCS «CTPOTON,
OBYXaKTOpHON, ayTeHTUdUKaLUeny;

- 6esonacHoe ogHopa3oBoe NpeabsBNEHNE Napons — TaMm, rae Aeno KacaeTcsi CETEN, Nonb3oBaTenu, Be-
posiTHO, ByAyT CTankMBaTbCsl C MHOTOYNCIIEHHBIMI NPOBEPKaMW MAEHTUDMKALMA 1 ayTeHTudrkaunn. Mpu Taknmx
obcTosATeNbCTBAX y NoMb3oBaTeneil MOXET BO3HUKHYTL co6nasH UCnonb3oBaTb HebesonacHble MeToabl, Takue,
HanpuMep, Kak 3anvce Naponein U NOBTOPHOE UCMONbL30BaHNE OAHMX U TeX e AaHHbIX ayTeHTudukauun. be-
30MacHoe 04HOPa30Boe NpeabsBEHNe Napons MOXeT CHU3UTb PUCKN, CBA3AHHbLIE C TakMM NOBEAEHWEM, NMYTEM
COKpaLLeHMsl Y1ucna naposnen, KoTopble Nonb3oBaTerb AOMMKEH 3aMoMHUTL. Hapsay co CHKEHMEM PUCKOB 3TO
MOXET YNyYLWWTb NPOAYKTUBHOCTL paboThl NONb3oBaTeNsa 1 YMEHbLNTL paboume Harpysku «CrpaBoYHOro cTo-
nay, cBsA3aHHbIe C NMOBTOPHOW yCTaHOBKOM Naponei. OgHako credyet OTMEeTUTb, UTo nocneacTsusa cbos cucte-
Mbl 6e30MacHOre 04HOPa30BOro NPeAbABIeHNS Napons MoryT BblTb Cepbe3HbIMK, Tak Kak He ofHa, a MHOro
CUCTEM W NPUNOXEHWIA NOABEPTHYTCA PUCKY M ByayT OTKPbITHI ANS KOMMPOMEeTaLMM (3TO MHOTAA HaskIBaT «pUC-
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KOM «KIkoueit oT LapcTBar). CriegoBaTensbHO, MOTyT NnoTpeGoBaThes 6onee MOLLUHbIE MO CPABHEHWUIO C OBbIMHbI-
MW MeXaHU3Mbl MaeHTUUKaLMM 1 ayTeHTUdMKaummn, YTo XxenaTtenbHO AN UCKMYEHNA naeHTudukaumm vn
ayTeHTUdMKaLmmn B cMbiciie (PYHKLUIA C BbICOKOW CTENEeHbIo MPUBUIErMPOBaHHOCTU (CUCTEMHBIN YPOBEHb) U3 pe-
*uma Ge30macHOro 0gHOPasoBoro NpeAbaBeHUs Naponsl.

8.5 BeeHUe KOHTPOMNbHbIX XypHanoB U MOHUTOPUHT CeTU

OueHb BaxxHO 0becneunsaTthb ahheKTMBHOCTb ceTeBoi besonacHoCTN NOCPEACTBOM BeAESHUA KOHTPOMb-
HbIX XXYPHAaIoB 1 MOCTOSIHHOTO MOHUTOPUHIa ¢ BLICTPLIM OBHapyXeHUeM, uccnegosaHneM cobbiTuin 6esonac-
HOCTX M OMOBELLEHNEM U pearMpoBaHWEM Ha HUX, a 3aTeM — Ha UHUUAEHThl. bes BeAeHUA KOHTPOMbHLIX
XKYPHanoB 1 NOCTOSAHHOTO MOHUTOPUHIA Henb3sl 6biTb YBEPEeHHbIM B NOCTOSAAHHON 3hpeKTUBHOCTU Mep U
CPeAcCTB KOHTPONSI U ynpaBrieHus1 ceTeBo 6e30MacHOCTLI0, a Takke B TOM, YTO He ByayT NpoucxoanTb NHLM-
AeHTbl 6e3onacHOCTU € pe3ynbTUPYIOWUMN HebnaronpusTHEIMU BO3AEACTBUAMU Ha onepauum OCHOBHOWM
OesATenbHOCTU opraHusaumn.

B KOHTPOMbHbIX XXypHanax A0PKHO (hMKCMPOBAaTbLCS AOCTAaTOYHOE KONMMYeCTBO MHopMaunm 06 asapui-
HbIX COCTOSIHUAX U AeACTBUTENbLHBLIX COBLITUAX C TEM, UTOBLI MOXHO ObINO OCYLIECTBAATL TWaTeNbHbIA aHa-
N3 npegnonaraemMbix U cakTuieckux uvHumaeHToB. OaHako npusHaBas, yYTo pUKCUMpoBaHUE OrPOMHOrO
o6bema nHdbopmaL i, CBA3aHHON ¢ CeTeBLIMU COBBITUSIMU, MOXET 3aTPYAHUTL YNpasnieHue aHann3om u no-
BMUATb Ha ero NpogyKTMBHOCTb, CO BpeMeHeM criedyeT obpallaTb BHUMaHWe Ha To, 4To hnkeupyeTca Ha ca-
Mom gene. [1ns ceTei HeobxoanMo NoaaepKMBaTh KOHTPOTbHBIE XXypHankl, hukcupyowme cneayrowme Buabl
cobbITHIA:

- HeyAaBLUMeCs NOMbITKA BXxoAa B CUCTEMY C yKasaHMeM AaTbl U BPEMeHU;

- HeyJa4HoW NOBTOPHOW ayTeHTUUKaLMK (N1 UCNONb3OBaHWA Mapkepay);

- HapyweHusi Tpaduka yepes W36l BesonacHocTy;

- AUCTaHUMOHHEIE NMOMbITKX NOMNYyYeHUsl AOCTYNa K KOHTPOSbHBIM XXypHanam ceTeBbIX COObITUN;

- NpeaynpexaeHns 06 onacHOCTU UNK aBapuiiHble COOBLLIEHUA CUCTEMBI YNpaBneHUa ¢ NocneACTBUSMM
ans 6esonacHocTK (HanpumMep, AybnuposaHue IP-agpeca, HapylweHnsa husnydeckon uenn).

B koHTekcTe ceTeit uHcbopmaumsa Ans KOHTPOSIbHBIX XKYpHaNoB AomkHa BbiTb NonyyYeHa U3 pasnnyHbIX
NCTOYHUKOB, TakuX, HanpuMep, Kak MapLUpyTM3aTopbl, MEXCEeTEBbIE 3KPaHbl, CUCTEMbI OBHapY)KeHUSA BTOpXKe-
HWIA, U NepedaHa Ha LieHTpanbHbIA cepsep perncTpaumm ana obbeaMHeHus 1 TIaTensHOro aHanusa. Bee koH-
TPOIbHbIE XXYPHarnbl 4OMKHBI U3YYaTbCA KaK B peXUMe peanibHOro BpeMeHU, Tak U B aBTOHOMHOM pexume. B
pexnme peanbHOrO BPeMEHU PerncTpaunoHHble 3anucu MoryT 6biTb 0TODBpakeHbl Ha aKkpaHe B pexvume Npo-
KPYTKN M UCMONb30BaHbl ANs nNpeaynpexaeHns o noTeHuuasnbHbIX atakax. ABTOHOMHBIN aHanus sBNAETCA
BaKHbIM, MOCKOSbKY OH MO3BONAET ONpeaensaThb 06LYI0 KapTUHY C NOMOLLLIO aHanusa TeHgeHuun. MNepsbiMn
NpusHaKammn aTakm Ha ceTb MOTYT ObITb 3HAaYUTENbHBIE «CNEeAbl» B XKypHarnax MexxceTeBbIX 3KpaHOB, yka3blBa-
olWMe Ha OeNcTBME MO 30HAMPOBaHUID NoTeHuuaneHoW uenu. Cuctema obHapyXXeHUA BTOPKEHWUA MOXET
Takke obHapyK1MBaTb 3TO B peanibHOM BpeMeHW No curHatype aTaku.

CnepyeT nog4yepkHyTb, YTO B aHANIMTUYECKUX N UCCneaoBaTeNbCKUX LiensiX AOSPKHbI UCNOMb30BaTbLCA CO-
OTBETCTBYIOLME YTBEPXKAEHHbIE NPOrpaMMHbIE CPEACTBA aHanM3a U MeHeKMeHTa KOHTPOSbHBIX XypHaros
AN XpaHeHWs1 1 BOCCTAHOBIIEHUS! XYPHaNoB, NPOCNEXMBAeMOCTU 1 OTYETHOCTMU MO KOHTPOMbHBIM XXypHanam (B
OTHOLLIEHMUN KOHKPETHBIX MOMb30oBaTesei, NPUNoKEHN U BUAOB MHOPMaLMK, a Takke BpeMeHHOro nepuoaa,
0coBeHHo ecnn 3To HeobXoauMo B UccneaoBaTenbCKUX Lensix) ¢ ObICTpbIMK, choKycUpOBaHHBIMA 1 NErko no-
HATHBIMW pe3ynbTaTamu. OTYeThl 06 aHaNM3e KOHTPOMbHBIX XXYPHAOB AOMKHBI apXMBUPOBATLCA U XPaHUTLCA B
6e30nacHoOM MecTe B Te4eHUe yCTaHOBEHHOro nepnoaa speMeHn. Kpome Toro, 4na cammx KOHTPOSbHBIX Xyp-
HaroB OormkHa obecneunBaTtbes 3aluTa B Buae naeHtudukaumm, ayteHTuhukaumm n ynpasneHua 4ocTynom.

MoCTOAHHBIN MOHUTOPUHT AOMKEeH oXBaTbiBaTb:

- KOHTPOJbHbIE XXYpHaribl MeXCeTeBbIX 3KPaHOB, MapLLPYTU3ATOPOB, CEpBEPOB U T. A.;

- NpeaynpexaeHusa 06 onacHoCTU WK aBapuiiHbie COOBLLEHMS U3 KOHTPONbHBIX XypHanoB, sapaHee
CKOH(UIrypupoBaHHble Ans yBeaomneHus 06 onpeaeneHHbIX Buaax cobbITuin, Hanpumep, OT MeXCeTeBbIX 3k-
pPaHoB, MapLLPYTU3aTOPOB, CEPBEPOB U T. A4.;

- BbIXOAHbIE AaHHbIE CUCTEM OBHapYXXEHWUA BTOPXKEHUN;

- pe3ynbTaThbl AeATENbHOCTEN N0 CKaHMPOBaHUIO CeTeBOI BesonacHoCTy;

- MHcpopMaLnIo 0 COBLITUSAX U MHUMAEHTAX, O KOTOPLIX coobwmunn nonb3oBaTenn, U BCNOMoraTenbHbIN
nepcoHarn,;

- pe3ynbTaTbl MPOBEPOK COOTBETCTBUSA He30nacHoCTU.

KoHTporbHbIE >XypHanbl 40MKHbI ObITb AOCTYNHLI B peXXume on-line B Te4eHue nepuoga BpeMeHn, cooT-
BETCTBYIOLLEro NOTPeBHOCTAM OpraHU3aLum, U BCe KOHTPOMbHBIE XXYpHanbl 40MKHEI Ay6nMpoBaTbCca 1 apXusu-
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poBaTbCs cnocobom, obecnevmBaroLL M UX LenoCTHOCTb M AOCTYMHOCTbL, HanpuMep, ¢ NOMOLLLIO HOCUTENEN ¢
OJHOKPATHOM 3amnncbio U MHOTOKPaTHBIM CYUTLIBAHUEM, TaKUX, HANpUMep, Kak koMnakT-guckn. Kpome Toro,
KOHTPOMbHbIE XXYpHanbl AOMKHbLI cogepxaTtb KoHduaeHUuansHyo nHhopMmauuio unn uHdopmaumio, npuroa-
HYO A8 TeX, KTO MOXET 3aX0TeTb atakoBaTb CUCTEMY Yepes ceTeBble CoeanHeHusl, a obnagaHne KOHTPOMbHbI-
MW XXypHanaMmu MOXeT NpeaocTaBnsATh AoKasaTeNnbCTBO nepegaqn 4aHHbIX MO CETU B cllydae BOSHUKHOBEHUSI
cnopa. [MoaTomMy KOHTpOrbHbIE XypHanbl 0co6eHHO HeobXoaMMbI B KOHTEKCTE obecneveHUs LenoCTHOCTU UH-
cdopMaLMn N HeoTKasyeMocTu AocTyna Kk Hell. CrnenoBaTensHO, BCe KOHTPOSbHBIE XypHarnbl A0MKHBI GbITb
Hagnexawum o6pasom 3aluLLeHbl, BKoYas yTUAN3aLMIO apXMBHBIX KOMMAKT-AUCKOB B YCTaHOBMEHHbIE CPO-
k1. KOHTpOnbHbIE XXypHanbl A0MKHbI XpaHUTbCA 6e3onacHbIM 0Opa3om B TeYeHne nepuoaa BpeMeHu, cooTse-
TCTBYtOLLEero TpeboBaHNAM KOHKPETHOW opraHvM3auin U OAeNCTBYOLEeMY 3aKoHOAAaTenbCTBY. Takke BaXHO,
YTOOEI BO BCEX KOHTPOSbHBIX XXypHanax U cBA3aHHbIX C HUMW cepBepax Haanexaluum obpasomM yuuTeiBanach
BPEMEHHAS CUHXPOHW3ALWA, HanpUMep, NyTeM ucrnonbaosaHus NTP-npoTokonos, 0coBeHHO B Liensx pacche-
40BaHWs 1 B criydae BO3MOXHOrO cyaebHOoro npecrnenoBaHus.

CneayeT NoAYepkHYTb, YTO MOHUTOPUHT CETN OOMKEH NPOBOANTLCA CNOCOBOM, NONHOCTLIO cornacy-
OLLMMCS C COOTBETCTBYIOLNM HALMOHANbHBIM M MEXAYHapOoAHbIM 3aKOHOAATENbLCTBOM U NpeanucaHuamu,
B TOM YUCIIe M C 3aKOHOAaTeNbCTBOM NO 3alMTe AaHHbLIX U PerynnMpoBaHuio CNeacTBEHHbIX NOSTHOMOYUIA
(cornacHo KOTOpOMY BCe Nofb30BaTeNn 40MKHBI BbITe NPOUHMDOPMUPOBAHEI O MOHUTOPUHIE 40 ero NpoBe-
AeHus). B oblmx yepTax MOHUTOPWHI AOMKEH NPOBOANTLCA OTBETCTBEHHO U HE UCMONb30BaTbCA, HaNpuU-
Mep, AnA aHanu3a NoBedeHWsi COTPYAHWUKOB B CTpaHaxX C XECTKUMW HOpMaMWu npasa, OXpaHALWUMU
HEeMNpPUKOCHOBEHHOCTb YaCTHOM XM3HN. O4eBMAHO, YTO NPOBOAUMbBIE AEUCTBUSA AOMKHBI COrNacoBbLIBATLCSA
C nonuTukamu 6e3onacHOCT U CEeKPETHOCTWU opraHusauuun/coobliectea, 1 ObITb YCTaHOBMNEHEI COOTBE-
TCTBYHOLLME PEXUMY NPOLEAYPbl U CBA3AHHbIE C HUMKU 0BA3aHHOCTU. BeaeHne ceTeBbIX KOHTPOMbHBIX XYyp-
HanoB MU MOHUTOPUHI CEeTU Takke AOMKHbI NPOBOANTLCA Ge3onacHbIM C TOUKN 3peHusa npasa obpasom, ¢
YyYeTOM TOrO, 4YTO AaHHble KOHTPOMNbHLIX XXYPHaNoB MOryT NCMONb30BaTLCA NPU YrONOBHOM WY rpaxaaH-
CKOM npecnegoBaHuu.

BOnblUyo YacTb Mep U CPeacTB KOHTPONA U ynpasreHns 6e30nNacHOCTb0 MO BEAEHNIO KOHTPOMbHBIX
XKYpHaoB U MOHUTOPUHTY, TPeBYIOLIMXCA B OTHOLLEHWUN UCMIONb30BaHUS ceTel U CBA3aHHbIX ¢ HUMU UHdopMa-
LMOHHBIX CUCTEM, MOXHO onpeaenvTb ¢ nomolbio MCO/M3K 27002 n MICO/M3BK 27005.

8.6 OGHapyeHue U NnpeaoTBpalleHue BTOPXeHU!

C yBenuyeHnem Ucrnornb3oBaHUA CeTell 3MoyMbILINIEHHUKaM CTano MNpoLle HaXoAuTb MHOTOYMCNEHHbIe
Cnocobbl NPOHUKHOBEHMSI B UHCDOPMALMOHHBIE CUCTEMBI U CETU OpraHu3aLmm Unm coobluecTsa, MackupoBaTtb
CBOW UCXOAHBIE TOUKWU AIOCTYNA U NoSyYaTh AOCTYM Yepes CeTU U LieneBble BHYTpeHHUe MHGOpMaLIMOHHbIE cuc-
Tembl. KpoMe Toro, 3royMblLLNEHHUKN cTaHoBATCA Bee Gornee UsoLpeHHbIMU, a B IHTepHeTe U B OTKPLITOM
nuTepaTtype nerko AoCTYNHbI YCOBEPLUEHCTBOBaHHbIE MeToAbI U cpeficTBa arak Ha MHPOPMaLMOHHbIE cucTe-
Mbl. [leACTBUTENbHO, MHOTUE U3 CPEACTB araku Ha MHAOPMALMOHHBLIE CUCTEMBI SIBIISILOTCA aBTOMaTU3NPOBaH-
HBIMW, MOTYT GbITb OYeHb a¢pPEKTUBHBLI U MPOCTbI B UCMOMbL30BaHUM, BKIOYas MpUMEHeHne UX nuuamm ¢
OrpaHUYEHHBIM OMbITOM MPCHUKHOBEHUSI B MH(OPMALIMOHHBIE CUCTEMBI.

Ans 6onblIMHCTBA OpraHU3aLMiA 3KOHOMUYECKUM HEBO3MOXHO NpeAoTBpaTuTh BCe MOTeHUMarbHble npo-
HUKHOBEeHWs. CrnefoBaTensHO, CyLLIeCTBYET BEePOSITHOCTb OCYLLECTBMNEHUA HEKOTOPBIX NMPOHUKHOBEHWIA B UHGOP-
MaLMOHHbIE CUCTEMbI OpraHu3aLn. Pucku, cBszaHHble ¢ 60MbLUMHCTBOM NPOHUKHOBEHUIA B UHpOPMAaLMOHHbIE
CUCTEMbI OpraHu3aLmm, AOMKHLI paccMaTpuBaTLCA Yepes peanusaumio 060cHOBaHHOW uaeHTudukaumm u ay-
TeHTUMKALMM, TIOTMYECKOTO KOHTPONS AOCTYMNa, Mep U CPEACTB KOHTPOMSA U YNpasrieHUsl yYETOM 1 ayuUTOM U,
€cnu 310 onpasAaHo, BMECTE C BO3MOXHOCTSIMUA 0BHapy>XeHUA 1 NpeAoTBpalLeHUsl BTOpXKeHUI. Takue BO3MOX-
HocTu o6ecneunBaoT cnocobbl NPOrHO3MPOBaHWUSA BTOPXKEHUI, MASHTUUKALIMA BTOPXKEHUIA B peXXume pearnbHo-
ro BpeMeHU, COOTBETCTBYIOLLIEro NpeAynpexaeHust o6 onacHoOCTU 1 NpeAoTBpaLLeHUs BTOPXKEHUIA, a Takke AatoT
BO3MOXHOCTb JIoKarnbHoro cbopa nHgopmaumm, kacatoLLeincs BTOpXKEHWi, nocneaytoLlero ee o606LLeHWs U aHa-
nu3a, a Takke aHanuMsa obbIMHBIX MoZeneid noBeaeHUs/CNonNb30BaHUA UHGOPMALMOHHBIX CUCTEM OpraHu3a-
umn.

CucTema 0BHapyxeHUs BTOPXKEHWIA «MPOCNyLLMBAET» BeCb Tpaduk BO BHYTPEHHMUX CETSIX C LieMNbHo onpe-
AeneHna Toro, YTo NpeAnpUHUMAETCS: NOMbITKA BTOPXKEHUA, BTOPXXEHUE MPOUCXOAMUT, BTOPXKEHUE YXKe NMpou-
30WLM0 U, BO3MOXHO, OCYLLECTBMAETCA pearMpoBaHue Ha BTOpPXeHWe WU npedynpexgaetcss 06 onacHocTu
COOTBETCTBYIOLWMIA NepcoHan. CyllecTByloT ABa BUAa cUCTeM 0GHapYKeHWUsI BTOPXKEHUIA:
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- NIDS — cuctema, ocyuwecTenaAoLWas KOHTPOSb NAaKeTOB B CETU W MblTaloWAsca 0bHapyXXuTb 3noy-
MbILWeHHUKa NOCPeACTBOM CONOCTaBNeHUs Moeny ataku ¢ 6a3oi AaHHbIX U3BECTHLIX MoAenen atak;

- HIDS — cuctema, ocywecTensiowas KOHTPorb AeATeNbHOCTU Ha cepBepax MyTeM MOHUTOPUHIa Xyp-
HanoB peructpaunn cobbiTuin 6e3onacHOCTM UM NPOBEPKU Ha NpeAMET U3MEHEHUIA B CUCTEME, TAKUX, HaNpu-
Mep, Kak U3aMeHeHUA B KpUTudeckux dannax cucTembl UnNn peectpe cuctem.

CucTtema npeaoTBpaLleHUs BTOPXEHWI NpoBepsieT Becb Tpaduk nepen ero nepexogom Bo BHYTpeHHUe
ceTn 1 aBToMaTudeckn 6nokMpyeT BCe pacnosHaHHble aTaku; ApYrMMy CrioBamn, cuctema npeaynpexaeHus
BTOPXEHUI cneuunansHo npeaHasHaveHa ans obecnevyeHns BO3MOXHOCTU akTUBHOTO pearMpoBaHust.

MoapobHaa wuHbopmauua o6 o6HapyXeHUM W npegynpexaeHud BTOPXKEHWW npeAcTaBneHa B
MNCO/M3K 18043.

8.7 3awuTa oT BpeAOHOCHLIX NPOrpaMM

BpeaoHocHbIe NporpaMMbl (BUPYChI, YePBWU, TPOSIHCKUE KOHW, LUMWOHCKWE MporpaMmMHble cpeactsa v
T. A., KoTopble YacTo o6o3HavaloT O6LWNM TEPMUHOM «BPEAOHOCHbIE MPOrpaMMHbIe CpeacTBay) MOryT 6biTb
BBeAeHbl Yepes ceTeBble coeanHeHust. KoHKkpeTHas BpeoHOCHas nporpaMMa MOXeT 3aCTaBUTb KOMMboTEp
BbINOSHATb HECAHKUMOHUPOBaHHbIE hyHKUMKU (Hanpumep, «6ombapaMpoBaTby ykaszaHHYH Lefb coobLeHust-
MW B yKa3aHHOe Y1CNo 1 Bpems) Unu hakTUHeCckn YHUHTOXUTL BaXKHbIE pecypcbl (Hanpumep, yaanute dairnet).
Byayun npoaybnuposaHHON, BpeAoHOCHasA nNporpamma nbiTaeTcsl 0bHapyXUTb Apyrue ya3suMble cepBepbl.
BpegoHocHada nporpaMma He MoxeT 6biTb 0BHapyxeHa 40 HaHeceHust el yuepba, ecnu ToNbKo He NPUMEHS-
HOTCA cneunanbHble Mepbl U CpeacTBa KOHTPOSS 1 ynpasneHusi. BpeaoHocHas nporpamma MoXeT NpUBeCTU K
KOMnpoMeTauum Mep U CPeAcTB KOHTPONA U ynpasneHns 6e30MacHOCTbIO (HanpuMep, K 3axBaTy U packpbITUIO
naponem), HenpeaHamepeHHOMY PackpbITUO MHOPMaLUn, HenpegHaMepeHHbIM ee U3MEHEHUAM, YHUHTOXe-
HUIO UHOPMAaLIMKU 1 (MNN) HECAHKLUOHUPOBAHHOMY UCMOSMbL3OBAHUIO PECYPCOB CUCTEMBI.

HekoTopble hopMbl BpeAOHOCHOWM NPorpamMmmMbl MOTyT 0BHapYKUBaTbCsl M YAANATLCA cneuuanbHbIM cka-
HUPYHOLLUMM NpOorpaMMHbIM cpeacTBOM. [INA HEKOTOPLIX BUAOB BPeOHOCHON NMporpamMmbl CyLLLIECTBYIOT CKaHe-
pbl 4N MEXCEeTEBbIX 3KpaHOB, haiirioBbIX CepBepPOB, NOYTOBLIX cepBepos, MNK/pabounx ctaHuuin. Kpome Toro,
Ansi co3aaHns BO3MOXHOCTN 0BHapy»KeHNs1 HOBOW BPeAOHOCHOW NPOorpamMmbl O4eHb BaXHO 06ecneyunTb NocTo-
SIHHOE COOTBETCTBME CKaHNPYHOLLMX NPOrpaMMHBIX CPeACTB YPOBHIO COBPEMeHHbIX TpeboBaHui, xenaTensHo
nocpeacTBOM MNPoBeAeHUs exeaHeBHbIX 06HoBNeHA. OgHako Nonb3oBaTenn U agMUHACTPATOPbl AOIDKHbI
0CO3HaBaThb, YTO HE CreflyeT paccyUTbIBaTb Ha TO, YTO ckaHepbl o6HapyXaT Bce BpefoHOCHBIE NMPOrpamMMmbl
(Mnn gaxe Bce BpeOOHOCHbIE NporpaMmel KOHKPETHOTO BUAA), MOCKOSbKY NOCTOSIHHO NOSIBMAIOTCSH HOBbIe (hop-
Mbl BpeAOHOCHbIX nporpamm. O6bl4HO ANS yeuneHus sawmTel, obecnedynBaemoit ckaHepamu (Npy HanMuun),
TpebytoTca Apyrine Mepbl U cpeacTBa YNpaBneHUsl U KOHTPOSS.

OCcHOBHO 3aga4eit IporpaMMHbIX CPEACTB 3aLUMThI OT BPEAOHOCHOM NporpaMMbl IBNSIeTCA CKaHUPOBa-
HWe OaHHbIX U NporpamMM ¢ Lienbio naeHTuduKaunum nogo3puTenbHbIX Mogenen, cBsa3aHHbIX ¢ BpeAOHOCHbIM
nporpaMMHbIM cpeacTBoM. BrubnuvoTteka ckaHUpyeMbix MoAemnen, N3BECTHbIX Kak « CUrHaTypbl», AofmkHa 06-
HOBNATLCA Yepes onpeaeneHHbIe MPOMEXYTKN BpeMeHU WK Kaxkabl pas, korga CTaHOBATCA AOCTYNHLIMA HO-
Bble CUrHaTypbl AN NpeaynpexaeHus o BpeJoHOCHOM NPorpaMMHOM CpeCcTBe C BLICOKOM CTeneHbto pucka. B
KOHTEeKCTe yaaneHHoro goctyna nporpaMmMHoe CpeacTBO 3aluTbl OT BpeJOHOCHOW MporpaMmMbl AOMKHO pabo-
TaTb Ha yAaneHHbIX CUCTEMax, a TakKe Ha cepBepax LeHTpanbHOW cucTemMbl — OCOBEHHO Ha cepBepax
onepaunoHHomn cuctembl Windows 1 3neKTPOHHON NoYThI.

CeTeBble NoNb3oBaTen N agMUHUCTPATOPLI AOSMKHBI 0CO3HaBaTh, YTO NPY B3aMMOAEACTBUN C BHELUHN-
MW CTOPOHaMM MO BHELLIHUM KaHanam CBS3U CYLLIECTBYIOT pUckM Bonee 3HaunTenbHbIE MO CPaBHEHUIO C 0ObIY-
HbIMW, CBSI3aHHbIE C BPEAOHOCHBLIM NMPOrpamMmMHbIM cpeAcTBOM. [omkHbl 6bITe paspaboTaHbl pekomeHaaumm
Ans nonb3oBaTernen n agMUHUCTPATOPOB, onpedensiioLne npoueaypbl 1 NpakTnieckme npuemMbl CBeaeHns K
MUHUMYMY BO3MOXHOCTW BHEAPEHUS BpeJOHOCHOM Nporpammel.

Monb3oBaTenu U agMUHUCTPaTOPbI AOMKHBI 0060 NO3aboTUTLCA O KOHMUTYPUPOBAHUM CUCTEM U NPU-
MOXEHWIA, CBA3AHHBIX C CETEBBLIMU COEANHEHNSAMUN C TeM, YToBbI BokMpoBaTh OYHKLMN, HE SBNSAOLWIMECS He-
obxoanMbIMK Npy AaHHbIX obcTosiTenscTBax. (Hanpumep, npunoxenns MK moryT koHpurypuposaTbes Tak,
4yTO6bI MakpokoMaHAbl 6rIOKMPOBANUCH Mo YMOMYaHu unm Tpebosany noaTeepXaeHUs Nonb3osaTens nepea
BbIMOMHEHMEM MaKpoKoMaHa).

Bonee nogpobHas wHhopMauuss © 3awmMTe OT BPEOOHOCHBLIX MNporpaMm npeacraBfieHa B
NCO/M3BK 27002 u UCO/MBK 27005.

MpumeyvaHnune—BWNCO/M3IK 11889 npeacrasneHa TEXHONOIUS, LUMPOKO MPUMEHSEMAs B KIIMEHTCKUX U cep-
BEPHbIX CUCTEMaX, KoTopasi MOXeT ObITb UCMONb30oBaHa Ansi 0BHapYXeHWs 1 M30NUPoBaHUsi NPorpaMmM BPeAOHOCHOIO UIn
HEN3BECTHOrO NPONCXOXAEHUSI.
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8.8 Yenyru, ocHoBaHHbIe Ha KpunTorpadgpuu

B ycnoBusix, koraa 6onblioe 3HavyeHue MMeeT coxpaHeHue KoHbuaeHUMansHoCTH, 4na wudposaHua
nHdopmaLmn, Npoxoasiuen Yepes ceTu, cnegyet paccMOTpeTb Mepbl U CPeACcTBa KOHTPONA U yrnpasneHns,
cBsisaHHble ¢ WwudposaHuem. B ycnosusx, korga 6onbluoe 3HaYeHUe UMeeT COXpaHeHne LenoCTHOCTU UH-
copmaLmn, AN sawmTbl UHPOPMaLIMU, NPOXoAALLEN NO ceTEBLIM COeAUHEHUSIM, crielyeT paccMoTpeTb Mepbl
1 cpeCTBa KOHTPONS U yNpaBneHus, CBsi3aHHble ¢ UMdpoBoi NoAnuChbio U (MUnK) LLeNIOCTHOCTLI0 COOBLWEeHUs.
Mepbl 1 cpecTBa KOHTPOISA U yNpasneHus, CBAsaHHble ¢ LMdpoBoi NoanuUckio, cnocobHbl obecnevnsaTth 3a-
LLMTY, CXOAHYIO C TOW, KoTopas obecneumBaeTcs Mepamu U CpeacTBaMmn KOHTPOSSA U ynpaBneHus ayTeHTudbu-
Kaumen cooblueHuin. Take Mepbl U CpeacTBa KOHTPONS U YNpaBrneHns, cBasaHHble ¢ LM poBoOM NoANUCHIO,
obnagatoT cnocobHOCTLI0 HEOTKA3yeMOCTH.

B cnyyae, ecnu cyuiectsyeT TpebosaHune obecneveHnss BO3MOXHOCTU NpedocTaBneHns ybeantensHoro
JAoKasaTenbcTBa NpoXoXaAeHU MHOPMaLMn No ceTn (HeOTKalyeMocCTb), HeoBX0aAUMO paccMoTpeTb cneayto-
LuMe Mepbl U cpefcTBa KOHTPONS U yNpaBieHns:

- KOMMYHMWKaLMOHHbIE MPOTOKOIbI, NPpeAoCTaBNAIWNE NOATBEPXKAEHNE NepeaaYvn AaHHbIX;

- NPOTOKOSbI MPUIIOXKEHWIA, Tpebytowme NpeaocTaBneHnsa agpeca unu naeHTudukaTopa uHuumaTopa u
npoBepsioLLne Hanu4ne aTon nHgopmauuu;

- L0361, NpoBepsioLme opmaThl agpeca oTnpasnTens 1 nonyvyaTens Ha TOYHOCTb CUHTaKeuea u He-
NMPOTUBOPEYMNBOCTL UHPOPMaLMK B COOTBETCTBYIOLMX KaTanorax;

- NPOTOKObI, NOATBEPXAAIOLME AOCTABKY U3 CeTel 1 No3sonsatoLme onpeaensaTb NOpAAoK cneaoBaHus
UHdopMaLuun.

Koraa BaxkHa BO3MOXHOCTb [oKasaTenbcTBa nepeaasdn unu nony4eHns uHopmMaumm B cnyvae BO3HUK-
HOBEHUs! CMIOPHOM cUTyauun (apyraa doopma HeoTKasyeMocTh), HeobXxoaumo AoNoNHUTeNbLHoe obecneveHne
yBEPEHHOCTU NyTeM UCMONb30BaHUA CTaHA4apTHOro Metoaa uudposor nognucu. Ecnn tpebyetca noarsep-
XAeHWe NCTOYHMKA, TO OTNpaBuTeny nHdopmaunmn 40MKHBI CKpennATb MHopMaumio LdpoBOo NOANUCHIO NO
obwemy ctaHgapty. Ecnu TpebyeTca noaTeepaeHne AoCTaBKW, TO OTNPaBUTENN AOMKHbI 3aNpoCcUTh OTBeT,
cKpenneHHbIA L poBON NOANUCHID.

Mpu NnpuHATUK peweHus 06 ncnonbaosaHun WKdpoBaHUa, LMdbPOBON NOANUCH, LENOCTHOCTU CoobLLe-
HWS1 UMW OPYTUX Mep U CPeACTB KOHTPONS U ynpasneHus 6e30nacHOCTbI0, OCHOBaHHLIX Ha LK poBaHUK, HeOb-
XOOWMO MpUHUMaTb BO BHMMaHWE COOTBETCTBYIOLUME 3aKOHbl U MpeanucaHusi OpraHoB WCMOMHUTENbHON
BMaCTW, COOTBETCTRYIOLIME UH(PPACTPYKTYPbl OTKPLITOTO KItoya, TpeboBaHUsl K MEHEKMEHTY Krtoden, npu-
roAHOCTb UCMONb3YHOLLMXCS MEXaHN3MOB LUMPOBaHUSA AN 3a4eACTBOBAHHOMO TUMa CeTeBOro CoeiMHeHUsA 1
HeoBbXxoaMMyto cTEMEHb 3alUMThI, @ TaKKe HaOEeKHY0 U AOBEPEeHHYH0 perncTpaLmio nonb3oBaTenen Unm o6bek-
TOB, CBAI3AHHKIX C Krtodamu (Mpu HeobxoanMmocTy, cepTUULMpPOBaHHBIMK), UCMIOSL3YIOLLIMMWCS B MPOTOKOMNaX
LndpoBoi Noanucu.

MexaHunsmbl WinpoBaHus npeacTasneHbl B MICO/MOK 180331). OaWH M3 LUMPOKO UCTIONb3YEeMbIX METO-
00B WM POBaHNS U3BECTEH KaK «BrIoYHbIN WpKUT», a cnocobbl UCNONb3oBaHMs BrOYHBIX LWPUGTOB AN Kpun-
Torpadmyeckoi 3aluTbl, U3BECTHbIE Kak pexxumbl paboTel, npeactasneHsl B MCO/MIK 101162). Mepbl u
cpefcTBa KOHTPOISA Y yNpaBieHUs LLeNOCTHOCTbIO COODLLEHNA, U3BECTHBIE Kak KoAbl ayTeHTudukaumnm coob-
weHuin (unu MAC), npeactasneHsl B UCO/M3K 97973). MeTtoabl LndpoBoi Noanvcyu npeactaeneHbl B
NCO/M3BK 97964 n UICO/M3K 148885). Bonee noapobHasa MHGOPMaLMSA O HEOTKa3yeMoCTH NpedcTaBneHa B
NCO/M3K 14516 n UICO/M3K 13888.

MeHeaXXMeHT KrTtoveln, Kak OCHOBHasl ycnyra U3 Bcex Apyrux kpunTorpadudeckux yenyr, obecnednsaet
YBEPEHHOCTb B yNpaBneHun BceMy HeobxoanMbIMU Krntodamuy W poBaHUst B TEYEHME UX NMOSTHOTO XKN3HEHHO-
ro LuKkna u ux nucrnosnb3oBaHum 6esonacHbiM crnocobom. 3a nHhopmaLmeld o MeHePKMEHTE Krodei 1 no apy-
MMM, CBSI3aHHBIM C HAM BOMPOCaMU, TaKUM Kak, Hanpumep, MHpacTpyKTypa oTKpbITLIX KNoven, nnv no 6onee
OBLLMM, TaKUM KaK «MEHEXKMEHT NAEHTUPUKALMOHHBIX AaHHBIX», cneayeT obpallaThes K creayoLmMm cTaH-
dapTtam:

NCO/M3K 11770 — MeHemKMEHT KIovei;

NCO/M3BK 9594-8 — kaTarnor: cxemel cepTucbmKaTa OTKPBITOrO Kitova n atpubyra;

" ISO/IEC 18033 Information technology — Security techniques — Encryption algorithms.

2 ISO/IEC 10116 Information technology — Security techniques — Modes of operation for an n-bit block cipher.

% ISO/IEC 9797 Information technology — Security techniques — Message Authentication Codes (MACs).

%) ISO/IEC 9796 Information technology — Security techniques — Digital signature schemes giving message
recovery.

9 ISO/IEC 14888 Information technology — Security techniques — Digital signatures with appendix.
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MCO 11166-2 — HBaHKOBCKOE M0, MEeHEMKMEHT KItoYel cpeacTBammM acCUMeTPUYHbBIX anropuTMOoB;

NCO 11568 — BaHKkoBCKOE AEM0 — MEHEMKMEHT KItoden (4ns POSHUYHOW TOProsnu);

NCO 11649 — duHaHcoBLIE YCMYru — CTPYKTYpUPOBaHHAsA KpeauTopcKas cripaska, cogepxallas nH-
dopMaunto 0 NnepeBoae AEHEXHON CYMMBI;

NCO 13492 — anemeHTbl AaHHbIX MeHeQXXMeHTa Ktovei (po3HUYHas TOpProsns);

NCO 2118" — NHdppacTpyKTypa OTKPbITLIX KMtodei B GaHKOBCKOM CeKTope.

CnepyeT 0bpaTuTb BHAMaHWe Ha To, YTO KpunTorpadust 4OMKHa Takke 1UCnonb3oBaThbCs A4S ynpase-
HUS ceTeBbIMK yCTponcTBamu. Kpome Toro, >XypHarbl CETEBOro MEHeAXXMEeHTa U yrpasneHnst 4oCTyrnom Aor-
XHbl nNepegaBaTbCcA Npu nNposedeHun GesonacHbIX WNPOBaHHBIX CeaHcoB Ans obecneveHus 3awuThbl
KOHPMAEHUMAnNbHbIX AaHHbIX.

8.9 MeHe)XXMeHT HeNpPepbLIBHOCTU OeATENIbHOCTHU

BaxHo, 4Tobbl Mepbl 1 cpeACcTBa KOHTPOMSA U YNpaBreHWUs NpUMeHaNnch Ans obecrneveHns yBepeHHOCTH
opraHusauuM B HenpepbiBHOCTU (byHKUMOHUPOBaHWSA B criyvyae 6eAcTBMA NyTeM NpefocTaBeHus YCroByia
Anda BO3MOXHOCTW BOCCTaAHOBJIEHUA Ka)KJJ,OIZ 13 yacrten npoLecca OCHOBHOW AeATeNnbHOCTN opraHu3sauun no-
Cclne HapylwleHunda ero xoga, 3a COOTBeTCTByI'OLLl,I/IVI MHTEepBan BpeMeHNn. Takum oGpaaoM, Yy opraHusauum 4OJDKHa
ObITb MpOrpaMmMa MeHe>KMeHTa HernpepbIBHOCTU AeATeNbHOCTU, BKtoUarowas B cebs npouecchl, oXsaTbiBa-
toLLMe Bce aTanbl obecneyeHnst HenpepbIBHOCTA AeATENbHOCTU: NPOBEPKY aHanM3a BO3AeNCTBUA Ha AeaTenb-
HOCTb OpraHnsaunn, NnpoBepKy OLEHKN PUCKOB, YCTaHOBNEHNe TpeGOBaHI/IIZ K BOCCTaHOBJIEHUIO AeATEelIbHOCTU
opraHusaLum, hopmMynupoBaHue cTpaterin obecneveHnst HenpepbIBHOCTU AeATeNbHOCTH, pa3paboTky nnaHa
obecneyveHns HEMNPEepbIBHOCTUN AeATelIbHOCTU, TeCTUpOBaHMe niaHa obecneyveHus HernpepbIBHOCTU AeATellb-
HOCTW opraHusauumn, obecrneyeHne 0CBe4OMIEHHOCTU BCEro nepcoHana o HeobxoauMocTU HenpepbIBHOCTU
OeATeNIbHOCTU, NOCTOAHHYIO NOAAESPXKKY niaHa obecneyveHuns HEeNnpPepbIBHOCTN OASATENIbHOCTU OpraHu3auum u
CHWXKeHne pucka. Tonbko cregys BCeM aTanamM nporpamMmmbl MEHEAXKMEHTa HernpepbiBHOCTU AEATENbHOCTU
MOXHO obecnevnTsb:

- cornacoBaHune HeoBXoaAMMBIX MPUOPUTETOB AEATENLHOCTE OpraH13aLyMn U BpEMEHHEIX UHTePBaros ¢
ee noTpebHoCcTAMY;

- COOTBETCTBME MAEHTUULMPOBAHHBIX NPeanoYTUTENbHbLIX BapUaHTOB cTpaTerun obecneveHust Henpe-
PLIBHOCTU A€ATENbHOCTA 3TUM NPUOPUTETAM M BPEMEHHBIM UHTEepBanam;

- Hanu4Me U TeCTUPOBaHUE Haanexalmnx 1 Heo6XxoANMLIX NMaHOB U CPeACcTB, OXBaTbiBaloWMX UHdopMma-
Luto, NpoLecchbl OCHOBHOW AeATENbHOCTI OpraHmM3aLmnmn, MHMOopMaLMOHHbIE CUCTEMBI U YCIyTy, Nepeaady aaH-
HbIX 1 peuu, Nnogen n obopygosaHue.

PykoBOACTBO Mo MEHEAXXMEHTY HEMPEPLIBHOCTM AeSATENLHOCTA B LIeSIOM, BKMtoYas pa3paboTKy cooTBeT-
CTBYIOLLEN cTpaTerMn obecneveHns HenpepbIBHOCTY AeATENEHOCTI M CBA3AHHLIX C HEe NaHoB U UX nocneay-
towee TecTupoeaHue cm. NCO/OTY 22399.

UTo KacaeTcs ceTu, criegyeT paccMaTpuBaTh BONPOCHI MoAAEPKaHWA ceTeBbIX coeAMHEHWUIA, peann3aa-
LMK anbTepHaTUBHbLIX COEANHEHUIA C AOCTATOYHON NPOMYCKHON CNOCOBHOCTBLIO M BOCCTaHOBINEHNS COeANHe-
HWIA nocne HexxenaTtenbHblX coBbITWA. [aHHble acnekThl U TpeGoBaHNA AOKHBI OCHOBbLIBATLCS Ha BAXXHOCTM
ceTeBbIX coeANHEHNA AN PYHKLMOHMPOBAHWS OpraHM3aLn B TeYeHNe NpoaomMKUTENBHOrO BPEMEHN U NPO-
rHO3UpyeMbIX HebnaronpUATHbLIX BO3OENCTBUSIX HA OCHOBHYH AEATENbHOCT OpraHn3aLmm B criyyae Hapylue-
HUS NPOLLECCoB ee AeAaTeNbHOCTU. B TO Bpems Kak BO3MOXHOCTb CETEBbIX COEANHEHWUIA MOXET AaTb MHOTO
npenuMyLLecTB opraHu3aLum B OTHOLLUEHUM TMBKOCTM 1 cNOCOBHOCTN NCNOMb30BaTb NHHOBALIMOHHBIE NOAXOAbI
B Cryyae HapyLleHWUs npoLecca OCHOBHON AeATENbHOCTU, CETEBbIE COEANHEHMS MOTYT NPeACcTaBNsATs TOUKN
YA3BUMOCTU U KOMMOHEHTLI, 0TKAa3 KOTOPLIX NPUBOAWT K OTKa3y BCEM CUCTEeMbl, KOTOPble MOryT OKasblBaTb
CUbHOE paspyLuatoLlee BO3AENCTBIE Ha OpraHn3aumio.

9 PeKoMeHAaUum No NpoOeKTUPOBaAHUIO N peann3almm ceTeBon 6e3onacHocTm

9.1 BBogHana uHdopmMauusa

B HacTosilleM pasgene paccMaTpUBalOTCA pasnuyHbie acmekThl Cneunani3upoBaHHOW apXUTeKTy-
pbi/NpoekTa ceTeBol 6e30MacHOCT U CBSA3AHHbIE C HUMU MOTeHUManbHble 06rnacTu NpuMMeHeHns mep u
CPEeAcTB KOHTPONA U ynpaBneHnsl. PUCKX, MeToadbl NPoeKTUPOBaHUSA U 0BNacTi NpUMeHeHs Mep 1 CpeacTs
KOHTPOMS W ynpaeneHust 6e30nacHOCTLIO AN TUMOBLIX CeTeBbIX CLieHapues NpeacTasneHbl B pasaene 10.

) B tekcTe MICO/M3K 27033-1:2009 AaHbl cebinkv Ha MCO/MIK 21118 — aTo onevarka.
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Pucku, meToabl NPOEeKTUPOBaHUA U BONPOCHI, Kacalouecsi Mep U CPeACTB KOHTPONS U yrnpaBneHus 6esonac-
HOCTbIO AA onpeaeneHHbIX acNeKTOB «TEXHONOMMy, NPeACTaBNSIIOLMX MHTEePEC A4Sl COBPEMEHHbIX OpraHu-
3auunin, npeactaeneHsl B pasgene 11. KoHkpeTHoe pelueHue no obecrneyeHuio ceTeBoil GesonacHoOCTU
dakTuieckn MoXeT oxBaTblBaTb PAL BONPOCOB M obnacTeil NpuMeHeHUs1 Mep U cpeCTB KOHTPOMA U ynpasne-
HUs, NpeAcTaBneHHbIX B pasgenax 10 n 11. Tabnuua, cogepxallas nepekpecTHble CChISIKA Mexay pasgena-
mu MCO/M3BK 27001 n MICO/MOK 27002 1 HacTosiLero cTaHaapTa, oTpaxawmuMu/onpeaensiiowmmm Mepbl U
cpeacTBa KOHTPOMS U ynpaBrieHus], CBsI3aHHble C ceTeBoi be3onacHOCTbIo, NpedcTaBneHa B NpunoxeHun B.

B cooTeeTtcTBUM ¢ pasagenamu 8—11 (1 npunoxeHuem A) HeobxoauMO TLLATENbHO paccMoTpeTb npea-
naraemyio cneuuanuaMpyemyro apxuTekTypy/npoekT ceTeBoi 6e30nacHOCTU 1 CNMCOK MAEHTUMULMPOBAHHBIX
Mep 1 CPEACTB KOHTPOSIS U YNpaBreHUsi B KOHTEKCTE COOTBETCTBYHOLLMX CETEBbIX apXUTEKTYD U NPUNOXEHUIA.
3ateM, Npy HeOBXOAUMOCTK, criedyeT CKOPPEKTUPOBaTb apXUTEKTYPY U CIMCOK Mep U CPeacTB KOHTPONs U
yrpaBseHns 1 3aTeM UCNOMb30BaTh UX Kak OCHOBY Ans pa3paboTku, peanusaunm n TeCTUPoBaHUSA KoMMsekca
nporpaMMHbIX 1 TEXHUYECKUX CPEACTB U ycnyr no obecneveHuio 6esonacHoctu (cM. pasgen 12). Mocne Toro
Kak cneuuannanpoBaHHasa apxutektypa 6e3onacHoCcTu U, cneoBaTenibHO, peanusauus Mep U cpeacTB KOH-
Tpons 1 ynpaeneHusi 6esonacHoOcTbio ogobpeHsbl, cregyeT HaunHaTb MX peanusauuio (cMm. pasgen 13) npu
NMOCTOSAHHOM MOHUTOPUHIE U C X NpoBepkol (cM. pasaen 14).

9.2 CneuunannaMpoBaHHas apXuTeKkTypa/NnpoeKT ceTeBou Ge3onacHoCcTU

[ oKyMeHTUpOBaHNe BO3MOXHbIX BapuaHTOB CrieLuanvM3anpoBaHHOW apXuTekTypel/npoekTa ceTeBom Ge-
30MacHOCTY 1 peanunsauumn obecrneunsaeT cnocod U3yyeHunst pasnuUHbLIX peLleHuiA M aHanusa c Lernblo Bolbopa
KOMMNPOMUCCHOTO peLueHust. K ToMy e JoKyMeHTUpoBaHWe obneryaeT paspelleHe YacTo BO3HUKAKOLLMX Npo-
6nemM, cBSI3aHHbLIX C TEXHUYECKUMWU OrpaHUYeHUsIMU U KOH(NMKTamu Mexay TpeboBaHusAMW OCHOBHOM
OesiTeNnbHOCTM opraHusauum 1 TpeboBaHusiMM BesonacHoCTU.

[ oKyMeHT1pysl BO3MOXKHBIE BapuaHThl, crieyeT Hagnexalwmum obpasom yunTeiBaTh Mobble TpeboBaHus
KoprnopaTUBHOW NOAUTUKA MHPOPMALMOHHOM 6e30MacHOCTH (CM. 7.2.1), COOTBETCTBYIOLLME CETEBLIE apXUTEK-
TYpbl, MPUNOXEHUS, CEPBUCHI, BUABI COEAMHEHUN U ApYrne XapakTepucTuku (M. 7.2.2), a Taloke nepeveHnb no-
TeHUManbHbIX Mep WU CPeACTB KOHTPONS W ynpaBneHWs, YCTaHOBMEHHbIX B pe3ynbTaTe OLEeHKU pucka
6e30MacHOCTI U MPOBOAMMON PYKOBOACTBOM MNpoBepkn (cM. 7.3). MNMpu BbINONHEHUU HEOBXoANMBIX NPU AOKY-
MEHTUPOBaHUN OENCTBUA cnedyeT yduTbiBaTb Mobble CyLecTBYOLME CMEeUNanM3nMpoBaHHbIe apXUTEKTy-
pbl/npoekTbl 6esonacHocTU. Mocne Toro kak BapuaHThl GyayT AOKYMeHTanbHO oopMIieHbl U NpoBepeHbl Kak
yacTb npolecca NpPoeKTUPOBaHNA CreLnann3npoBaHHOW apXUTEKTYPbI, NpeanovTUTeNbHasa apxuTektypa be-
30NacHOCTW AokHA ObITb CornacoBaHa 1 NpeacTaBiieHa B AOKYMEHTaLMKU Mo onpeaeneHnio Mep 1 cpeacTs
KOHTPOIMSA U YNpaseHns creLuannaMpoBaHHoOn apxuTekTypbl/npoekTta 6e3onacHoOCTU (COBMECTUMON UMK He-
COBMECTUMOM C MPOEKTOM CreLManu3MpoBaHHoON apxuTekTypbl). 3aTeM MoryT 6biTb NpoBeAeHbl U3MEHEHUA
CeTEeBOWN apXUTEKTYPbI, MPUNOXEeHWUIN 1 ycnyr (Ans obecrneveHns COBMECTUMOCTU C NPeAnoYTUTENbHOW cneuu-
annsnpoBaHHOW apXUTeKTypoi/mpoekTom Be3onacHoCcTU) U (MNKU) NepedHs NoTeHUuuanbHbIX Mep U cpeacTs
KOHTPOMSA U ynpasneHusi [Hanpumep, co3aasast HeobXoANMMOCTb anbTepHaTuBbl MASHTUDULNPOBAHHBIM Me-
pam 1 cpecTBam KOHTPOSS U ynpaBieHus, NOCKOSbKY AOCTUrHyTa [OTOBOPEHHOCTL O TOM, YTO NPOEKT/apxu-
TekTypa 6e30nacHOCTU MOXET BbiTb TEXHUYECKN peann3oBaH(a) TOMbKo onpeaeneHHbIM 06pasom].

Cnepgyet oTMeTUTb, uto B UCO/MOIK 27033-2 onpefeneHo, kak opraHnusaumMm AomKHbl 4OCTUraTb Ka-
YecTBa cneunanManpoBaHHbIX apxuTekTyp/npoekTos BezonacHocTu, koTopble obecnevart ceTeByro Hesonac-
HOCTb, COOTBETCTBYHOLLYIO Cpeae NX OCHOBHOW AeATeNbHOCTU, UCTIONb3Ys NocrefoBaTenbHbIN Noaxoa K nna-
HUPOBAHWIO, MPOEKTUPOBaHMIO 1 peannsauum ceTeBol 6e3onacHOCTU.

BxogHasi Hcpopmauust Anst npoLecca paspaboTku cneumnann3upoBaHHON apXUTeKTypbl/NpoekTa ceTe-
Boi BGesonacHocTK, npeactasneHHoro B8 MCO/M3K 2703322, BknoyaeT B cebs:

- OOKYMEHTMUpPOBaHHble TpeboBaHust yeryr opraHusaumn/coobllectsa;

- JoKyMeHTaLuo ntoboi cyLLecTByOLIE UK MIaHUPYEMON apXUTEKTYpPbI, NpOoeKTa v (UNn) peanuaaunu;

- TeKyLLyto MONUTUKY ceTeBol 6e30MacHOCTM (MNiM COOTBETCTBYIOLLME YAaCTU CBA3AHHOW C HEW MOJSIMTUKN
6e30nacHOCTU MHPOPMaLMOHHBIX CUCTEM), MPEANOYTUTENBHO OCHOBaHHYIO Ha pesynbTaTax OLEHKU pucka
1AM NPoBOAMMON PYKOBOACTBOM NPOBEPKN;

- onpejgerneHne akTBOB, TPEBYIOLNX 3aLUATHI;

- TekyLe 1 nnaHupyemble TpeboBaHUA yHKLMOHUPOBAHUS, BKIOYAA CBA3AHHBLIA C HUM Tpaduk;

- TeKyLLyto UHOopMaLMIo O MPOAYKLAM OpraHu3aLuu.

BrbixogHas uHdbopmaLumsa npouecca NPoeKTUPOBaHUs BKItoYaeT B cebs:

- JOKYMEHTaLMio creLunannu3vpoBaHHon apxnTekTypbl/npoekTa ceTeBon 6esonacHocTy;
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- pokymeHTaumio TpeboBaHuiA (6e3onacHoCTU) AOCTyNa K YCryram Arnsi Kaaow cucTemsbl Wwinosa 6eso-
nacHocTU/MeXceTeBOro akpaHa [BkovaroLLyto B cebst 6asy(bl) NpaBuim MeXCeTeBOro akpaHal;

- onepauuoHHble npouedypbl 6esonacHocTy;

- ycnosust 6e30MacHOro ceTeBoro CoeAMHEHUs Anst CTOPOHHUX opraHusauuin (npy HeobxoanuMocTu);

- pyKoBOACTBa Nofb3oBaTtenen Arnsi CTOPOHHUX Momnb3oBaTenen, npu HeobxoaumocTu.

JokyMeHTUpoBaHWe cneuuanusaupoBaHHON apXuUTekTypbl/npoekta ceTeBow 6GesonacHoCcTU noapobHo
paccmoTpeHo B UCO/M3K 27033-2, npunoxeHue D koToporo Taioke BkitlodaeT B ceba Tunosoi obpaseL, AoKy-
MeHTauun, cogepxawlen TpebosaHus (besonacHOCTU) goctyna K ycnyram. [lanoHenwyro nHgopmauuio (2-4
Aeduc BbIXoAHOW UHopmaLmn npoLuecca NpoekTMpoBaHWs) MoxkHo HanTu B 8.2.2 n UICO/M3K 27033-2.

Kpome Toro, nocne Toro kak Heo6xoauMmasl cneuuanunupoBaHHasi apxuTekTypa/npoekT cetesoi 6e3o-
MacHOCTU AOKYMeHTanbLHO odopMrieHa U peanusoBaHa, A0MKHbI BbITb pazpaboTaHel NNaHbl TeCTUPOBaAHUS
6e3onacHOCT U NpoBeAeHO TecTupoBaHue. Npu NonyvyeHUU NpueMnemMbix pe3ynbTaToB TECTUPOBAHWUA C Nio-
6bIMU KOPPEKTUPOBKaMU, OCYLLECTBIEHHLIMU C YYETOM OBHapYXXEHHbLIX BO BPEMsA TeCTUpoBaHUA npobnem,
JOIKHO BbITh NonyyeHo hopmanbHoe ofobpeHre pyKoBOACTBOM crieLMani3npoBaHHON apXuTekTypbl/Npoek-
Ta ceTeBom besonacHOCTU U ogobpeHne 3aseplueHusl peanusaumm (CM. pasgen 12).

MHdopMaLus o Kaxaom U3 cneaylowmx BUaoB aesitenbHocTu npeacrtasneHa 8 UCO/M3K 27033-2 (n
MoOTOMY He NMPUBOAUTCA):

- MNOAroTOBKa K TEXHUYECKOMY NMPOEKTUPOBaHMUIO U peanusauum ceTeBoil 6esonacHocTu:

MHULMMPOBaHKUe npoekTa 06 obecneyeHUs ceTeBol 6e30MnacHOCTH,

noaTeepkaeHue obLmx ceTeBbIX TpeboBaHuiA opraHusauuu/coobluecTsa,

NpoBepKa CyLIeCTBYOLLER U (Mnn) NIIaHMPYEMON crieLMann3MpoBaHHON apXUTEKTYPbI N peanusaunu.
[Bce cyliecTBytoLLME U (MNK) NMAHUPYEMBIE CriELMan3MpoBaHHbIe apXUTEKTYPhI U peanusaummn 40KHEI BbiTb
onucaHbl 1 NpoBeAeHbl MPOBEPKA UX corflacoBaHns ¢ (byHKUMOHANbLHLIMU TpeboBaHUAMU N NOTPeBHOCTAMM
opraHusauun/coobllectsa — cM. Npegbiayliee nepevucrieHue],

naeHTUMKaLMs/yTBEPXKAEeHE aKTUBOB,

noATBepXAeHVe pe3ynbTaToB OLEHKM pucka 6e3onacHOCTM U NPOBOAUMON PYKOBOACTBOM NPOBEPKY,
MpoBepKka B KOHTEKCTE 3TUX Pe3ynbTaToB CYLLECTBYIOLMUX M (UNK) NNaHUPYEMbIX Mep U CPeACTB KOHTPOMA U
ynpasneHus ceTeBoi 6e30NacHOCTbIO U BLIBOP NOTeHUManNbHbIX Mepbl U cpeacTBa KOHTPONA U ynpasneHus
6e3onacHoCTbIo,

nposepka Tpe6oBaHWUi hyHKUMOHNPOBAHUA CeTU U NOATBEPXKAEHUE KpUTepUeB [AomkHbI ObITb MpoBepe-
Hbl TpeboBaHWsA OYHKLMOHUPOBAHWUA, pelleHbl CNopHble BOMNPOCHI U hOPManbHO COrnacoBaHbl KpUtepum
hYHKLMOHNPOBaHNSA, KOTOPLIM AOMKHBI YAOBMAETBOPATL CNELMann3npoBaHHas apxuTekTypa u cesazaHHas(blin)
C Hell cneuuanvavpoBaHHasa(biin) apxuTekTypa/npoekT ceTeBon 6esonacHocTU. CoOTBETCTBEHHO TpebyloTcs
AaHHble, No3BoNsAoWmMe uaeHTUbULMPOoBaTh KOHMUIypaLUmum NMHUIA CBA3WN, CepBEPOB, LIMI030B BesonacHocTn
nT. O., kKoTopble obecneyvat Tpebyemyto AOCTYNHOCTb yCnyr];

- cneuvannsnpoBaHHbIA NPOeKT ceTeBoi 6e30NacHOCTU, OXBaTLIBAKOWMIA BCE NPUMEHUMbIE TEXHUYEC-
Kue Bonpockl (paccmaTpuBaeMble B COOTBETCTBUM € 3aronoskamu 8 MCO/M3K 27001:2007) u:

NCMOoNb30BaHWe PyKOBOACTB NO CETEBLIM «CLEHapUAM» N « TEXHONOTUAM» (KoTopble NpeacTaBneHbl B
NCO/M3K 27033-3 — MCO/M3IK 27033-6) (cM. Tarke pasgensl 10 n 11),

ncnonb3oBaHue mogenen/cTpyktyp (Bkntodas ITU-T X.805 un ap.),

BbIGOP NPOAYKTOB [KOTOPLIN AOMKEH NPOBOAUTLCA Kak UTEPATUBHDLIN NPOLIECC HE U30NMPOBaHHO, a B
CBA3U ¢ pa3paboTkoil creumnann3npoBaHHOW apXUTEKTYpbl ceTeBoW 6e30NacHOCTU, OCHOBLIBAsICb HA MHOMMX
dakTopax (BKNo4asa TeXHUYECKYH NPUrOAHOCTb, KauyecTBO (PYHKLMOHNPOBAHUSA, pacluMpAeMoCTb, CpeacTaa
ynpasneHus, normyeckyto 6€3onacHoCTb U, KOHEUHO, BO3MOXHOCTW NOCTaBLLMKOB, UX penyTauuio u T. 4.)],

noaTBepXKAEHME KOHLEeNLN (ocyLLecTBNeHne NpoBEPKN KOHLENUUN pEKOMEHAYETCA B CryYasnx, ecnm
cneuvannavpoBaHHas apxMTekTypa ceTeBoi 6e3onacHoCTU U CBA3aHHAsA C Hell COBOKYMHOCTL MPOAYKTOB He
6bInNM NOAroToBMEHLI 3apaHee 1 (MNKW) NpeaycMaTpUBaeTCa CNOXHLIA Habop ycnyr (He cneayet 3abbiBaTb O
TOM, 4TO NPOAYKTHI HE BCera COOTBETCTBYIOT NpeAoCTaBnAemMblM NOCTaBLMKOM AaHHBIM),

3aBepLueHMe pas3paboTkn cneumanuMsupoBaHHON apXUTEKTYpbl/NpoekTa ceTeBoi 6e3onacHoCT U
CBA3AHHOWN C Heil AOKyMeHTaLMK,

- MoAroToBKa K TecTUpoBaHuio (JorkHa bbiTb paspaboTaHa AOKYMeHTauus cTpaTerm TeCTUpOBaHus
6e30nacHOCTU, onuckiBatoLlas NpeanpuHUMaeMblil noaxoa TeCTUPOBaHUA AN NPOBEPKU cneunanuanpoBaH-
HOWM apXUTEKTypbl ceTeBoi 6e30nacHOCTU, rMaBHbIM 06pa3om HanpasneHHan Ha To, KakK AOSMKHBI TECTUPOBaTb-
CA OCHOBHbIE TEXHMYECKMEe Mepbl U CpeAcTBa KOHTPONst M ynpasneHus 6GesonacHocTbio. 3aTem Ans
cneumanMaMpoBaHHON apXMTEKTYpbl CeTEBOM Be30nacHOCTU AomkeH BbiTb paspaboTaH nnaH TecTUpoBaHus,
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oXBaTbIBaOLWMIA GoMnbLue NoapoBGHOCTeR, BKMHOYas BUALI MPOBOAUMOro TECTUPOBaHUS, KEM U KakuM o6pasom
OHW OOJSIKHBI MPOBOAUTLCS);

- chopManbHoe ogobpeHne cneumansupoBaHHOW apXUTeKTYpbl ceTeBoi Ge3onacHoCTU.

O06LWwe NpUHLUMMbI MPoeKTUpoBaHus [MpUuMeHsiemMble B 60MbLUMHCTBE (€CNN He BO BCeX) criyyaes] npuse-
neHbl B UCO/MBK 27033-2. Kpome Toro, criegyeT ynoMsiHyTb 0 npunoxeHuax MCO/M3K 27033-2 — npumep-
Hol Mopenu/cuctemel) («TunoBoi» apxuTekType) ceTeBol GesonacHOCTW, pasbope KOHKPEeTHOro crydas
mMoaenu/cucTemMbl U TUNOBBIX 0BpasLOB AOKYMEHTaLUN.

CnegyeT nogyepkHyTb, YTO AOMKHO BbITh NPOBEAEHO MONHOE AOKYMEHTUPOBaHWE U corflacoBaHue cne-
LUMannsnpoBaHHOW apxuTeKkTypbl/npoekTa 6esonacHocTK Ans noboro npoekra nepes okoHYaTenbHbIM odop-
MITeHWEM CrMCKa Mep 1 CPeACTB KOHTPOSA U ynpasneHus 6e3onacHOCTbIo ANs peanusauuu.

10 TunoBbIle ceTeBble CLLlEHAPUU — PUCKU, METOAbI MPOEKTUPOBaHUS
M BOMPOCHI, Kacalowmecs Mep U CpeACTB KOHTPONSA U ynpaBreHus

10.1 BBepeHue

OnucaHne puckoB, METOOOB NMPOEKTUPOBaHWUSI U BOMPOCOB, KacalolMecss Mep U cpedcTB KOHTPONS 1
YNpaBneHns, CBA3aHHbIX C TUNMOBLIMU CeTeBbIMU cLieHapusimu, npuseaeHsl B MCO/M3K 27033-3. HekoTopble
npumepsbl 3TNX cueHapues npuseaeHsbl B 10.2—10.10. B UCO/M3K 27033-3 npegocTaBneHbl nogpobHule pe-
koMeHaaLumMu no puckam 6esonacHocTu, MeToAaM NpoeKTUpoBaHusa 6e3onacHOCTUM U MepaM U cpeacTBaM KOH-
TPONA U ynpasneHns, HeobXoAUMbIM ANsl YMEeHbLUEHUs! MOCNEeACTBUN 3TUX PUCKOB BO BCEX KOHKPETHBIX
cueHapusx. Tam, roge ato Heobxogumo, B UCO/M3K 27033-3 paHbl ccbikn Ha MCO/M3K 27033-4 —
NCO/M3K 27033-7, utobbl n3bexatb Ay6rnmpoBaHUa coaepkaHus 3TUX CTaHAapToB.

10.2 Yenyru goctyna cotpyaHukoB B UHTepHeT

MpakTnyeckn Bce opraHnsaumm cerogHs NpefocTassiioT yernyr 4ocTyna CBOUX COTPYAHUKOB B MIHTep-
HeT 1, NPeJoCcTaBnss TakMe YCyru, A0IPKHBI paccMaTpyBaTh BONPOC AOCTyNa ANA 4eTko uaeHTuduumMpoBaH-
HbIX N CaHKLMOHUPOBAHHbIX Liefier, a He B 06LLMIA OTKPBITBLIA AOCTYN. B KOHKpeTHOW NonuTuke A0MKHO ObITh
onpeaeneHo, Kakune ycrnyri npegocTaBnsaloTes v Ang kakux uenen. floctyn B HTepHeT 06bl4HO pa3peluaeTca
B MHTEpecax opraHunsaLum, a B 3aBUCMMOCTI OT NOSMTUKN OpraHn3aLmn MOXET Takke paspeluaTtbesl (00bIMHO B
orpaHu4eHHon bopmMe) ANg YacTHeIX Lenel. Heobxoanmo y4nTbiBaThb, Kaknue ycrnyru paspelueHo UCcnonb3o-
BaTb — paspelleHbl N1 6a3oBble ycnyru, Hanpumep, yenyrm www (http & https), paspelueH nu Tonbko nouck
nHopMaLMn 1 (MNN) COTPYAHUKOB, paspeLleHo N y4acTBoBaTb B uate, chopyMax 1 T. 4., pa3peLueHbl N1 pac-
LUMPEHHbIe YCyrn COBMeCTHOW paboThl, — ecnu Aa, TO OHU BHOCAT COBCTBEHHYIO COBOKYMHOCTb PUCKOB,
KOTOpble paccMaTpuBaloTCA B pamMKax KOHKPETHOTO cLeHapusl.

Bas3oBbIM MPUHLMMNOM AOMKEH OblTb NPUHLMM, pa3peLuaroLLnii TONMbKO Te YCIyru, KoTopble chyar no-
TpebHOCTAM opraHu3auum, HO 4acTo onepaLu OCHOBHON AeATENbLHOCTU OpraHu3aLMmn TpebyoT UCNoMb3oBa-
HWs yenyr, B 6onbluel cTeneHu cBA3aHHbIX ¢ puckamu 6e3onacHOCTU. [laxe Npy HanMuMm orpaHA4MTeIbHOM
NonUTUKK yeryrn goctyna B MIHTepHeT ANnsl COTPYAHUKOB BHOCAT CyLLECTBEHHbIE pucku 6e3onacHoCcTu.

10.3 PaclumpeHHble ycnyru coBMecTHOWU paboTbl

PacluvpeHHble ycryrn cOBMeCTHOIN paboThl (Takue, Hanpumep, Kak MIHOBEHHbIA 06MeH coobLueHus-
MU — YaT, BUOEOKOHepeHLMM U CPEabl KOMMEeKTUBHOIC WCMONb3oBaHUs AOKYMEHTOB), 0BbeauHsiolme
pasfuYHbIE BO3MOXHOCTU CBA3U U KOMMEKTUBHOIO UCMONMb30BaHWSA IOKYMEHTOB, CTaHOBATCS Bee 6onee 3Ha-
YMMBIMU B COBPEMEHHOI cpe/le OCHOBHOW AeSATENbHOCTU opraHusauum. Yenyru coBMecTHoi paboTbl 06biu-
HO 06beAuHAIOT BuaeoTeneoHU0, TenedoHHYO CBSI3b C YaT-KaHarnamm, CUCTeMbl 31eKTPOHHOM NoYThl, a
TaKkKe Cpeabl KONNEKTUBHOrO UCMOMb30BaHNUS JOKYMEHTOB M BCrioMoraTenbsHble cnyx6bl, paboTarowme B pe-
Xume on-line. CyLlecTBytoT criefiytoLimMe OCHOBHbIE CNocobbl UCMONb30BaHUS TakUX YCyr opraHu3auuen:

- UCKIOUNTENBHO KaK BHYTPEeHHWUe YCIyr, HO HeoCTaTokK 3Toro cnocoba CoCTOMT B TOM, YTO YCIyTU He
MOryT BbITb UCMOMNb30BaHbl COBMECTHO C BHELLUHUMM NapTHepaMu U T. A.;

- KaK BHYTPEeHHWEe yCryri v ycnyru, IBnsiolmecs BHelWHUMU 4ns opraHnsaumn. UcnonbsoBaHne Takux
ycnyr npegnaraet ropasao 6onblle NpeMmyLLECTB, HO B TO XKe BpeMsi C HUM cBA3aHo Gonblue puckos Gesonac-
HOCTW MO CPaBHEHUIO C UCKMHOYUTENBHO BHYTPEHHUM UCTIONb30BaHUEM.

" B koHTekcTe UCO/MIK 27033 ncnonbaosaHa On1sl NpeACcTaBneHnst nnNu onucaHns Moaenu/cucTemsl NOKa3aHHON
CTPYKTYpbl M BbICOKOYPOBHEROW pa3paboTku Buaa apxmTeKTypbl/npoekTa 6€30nacHOCTH, peann3yemoii TEXHUYECKUM Cro-
cobowm.
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Yenyr MoryT 6biTb peanusoBaHbl BHYTPEHHUMU CUITaMW OPraHM3aLm Uik NproBpeTeHbl Y CTOPOHHe !
opraHusauumn. B Tex criyyasix, koraa ycnyru ucnonb3yioTcsl TOMbKO AN BHYTPeHHUX Lenei, Hanbonee BeposT-
HoM ByaeT ux peanusauus BHYTPEHHUMMW CUnamMmn opraHusaumn. Ecnu ycnyrm 6yayT ucnornb3osaTbes BHYTPU U
BHe opraHusaLuu, To 6ornee nNpueMneMbiM peleHneM MOXeT cTaTb NpuobpeTeHue ycnyr CoOBMECTHOW paGoThl
Y CTOPOHHEM opraHu3aLmu. Pucki 6e30nacHOCTM 1 pekoMeHAaLmMW No MeToAam nNpoekTupoeaHus GesonacHoc-
TW ¥ MepaM U cpecTBam KOHTPONA U ynpasneHus 6e30NacHOCTLH0 ANA YMEHbLLIEHWUS 9TUX PUCKOB OMUCHIBAKOT-
Sl KaK Ansi BHYTPEHHEro, Tak U AN BHYTPEHHero U BHeLHero UCNob3oBaHmsl.

10.4 Ycnyru «6usHec — GusHec»

TpaAnLMOHHO ycryrn «Bu3Hec — BU3HeC» peanusoBbIBanuCb NyTeM UCTIONb30BaHWUA BblAENEHHbIX NMu-
HWIA UM CermeHToB ceTu. IHTepHeT 1 CBA3aHHbIE C HUM TeXHONOTK NpeaoCcTaBNAT 6onbLUe BapnaHToB 1c-
Morb30BaHMUS!, HO Takoke BHOCAT HOBbIE PUCKK 6e30NacHOCTU, CBA3aHHbIE C peanusauueil Takux ycnyr. O6eiMHO
ycnyrn «busHec — GusHec» npeanonaraloT cobcTBeHHbIe TpeboBaHWs K HUM. HanpuMep, oueHb BaxHbI Tpe-
60BaHMs AOCTYNHOCTM U JOCTOBEPHOCTU, Tak Kak OpraHu3aLymn YacTo HanpAMyto 3aBUCAT OT (PyHKLUOHUPOBa-
HUA ycnyr «6usHec — 6UsHec».

Ecnu B ka4ecTBe OCHOBHOTO CETEBOr0 CoeAUHEHUs Ans peannsaunm yenyr «6usHec — 6usHec» ucnosnb-
3yetcs IHTepHeT, To ¢ TakuMmn TpeGoBaHUsAIMK, Kak AOCTYNHOCTbL U AOCTOBEPHOCTL, cnedyeT obpaluarbes UHa-
ye, YeM paHblue. McnbiTaHHbIe Mepbl, Takne Kak UCNofnb3yeMble NPEANONOXKeHUA 0 Ka4ecTBe YCNYr, HanpuMep
B COEVHEHUN MO BblAENEHHBIM SIMHUAM, B 3TUX YCOBUAX YKe He paboTocnocobHbl. Hoble pucku besonac-
HOCTU HeoBX0ANMO CHUXKATL C NOMOLLIbIO COOTBETCTBYIOWNX METOAO0B NPOEKTUPOBaAHNA U MeP WU CPE/ICTB KOH-
TPOMA U ynpaBneHus.

10.5 Yenyru «6U3Hec — KNUeHT»

B ycnyrn «buaHec — KIMEHT» BXOAAT 3NEKTPOHHbIE TOproBnsa U 6aHkosckue ycnyrn. Ux TpeboBaHus
BKIt0YatoT B cebs koHuaeHUManbHOCTb (0COBEHHO B OTHOLIEHUN 3MEeKTPOHHBLIX 6aHKOBCKUX YCIYT), ayTEeHTU-
ukaumio [BOIMOXHBIMK celvac cnocobamun (Hanpumep, AByxdakTopHyto, Ha 6ase cepTudukatos u T. 4.,
OCHOBaHHYH0 Ha B3aMMOCBSI3UM MeXAy 3aTpaTaMu Ha peanusauuio), 06bIMHO BLICOKMMU NO MPUYMHE OYEHb
6ONbLIOro YMcna KIIMEHTOB U CHKEHUEM PUCKOB, TakUX Kak chnHaHCcoBbIe NoTepu, NoTepst penytauuu/aose-
pust K AeATENbHOCTU OpraHu3aLmm], LeNoCTHOCTb U CTOUKOCTb K U3OLLIPEHHBIM aTakaMm, TakUM Kak «aTaKyoLuni
nocepeanHe» UNn «aTakyrowmin B 6paysepe».

XapakTepuctunki ycnyrm «brusHec — KIMeHT» BKMoYaloT B cebs:

- 6e30NacHOCTb; «rapaHTUpYeTCs» TOMBbKO Ha KOHeYHoU nnatdopme, o6bIMHO Haxoadawenca nog KoH-
Tpornem opraHusauumn, obecneumnsalolen HadeXHylo cpeay ANA peannsauun Mep 1 CpeacTB KOHTPONA n
ynpasneHus 1 nogaepXku goctatouHomn 6esonacHoCcTU Ha yposHe NnaTdopmbl;

- BbesonacHocTb Ha nnaTdopMe knueHTa (06b4HO TMK); MoxeT BbITb HegocTaTouHON. B Takon cpeae
TpyaHee AOCTUYb peannsaLmMi Mep U CPeACcTB KOHTPONS U yNpaBneHus, No3ToMy nnathopmbl KNMEHTOB ByayT
npeacTaBnsATb 3HaUMTENbHbIE PUCKA B 3TOM cleHapun (6e3 coBokynHOCTU TpeboBaHuUin «ycnoBus obecneve-
HMs Be3onacHoro coegnHeHUst» 3adUKCUpPOBaHHbIE B AOrOBOPE, KOTOPbIE MOXET ObITb TPYAHO YCTaHOBUTL B
Takou cpepge).

10.6 Ycnyru ayTcopcunra

M3-3a crnoxxHocTu coBpeMeHHbIX UT-cpea MHorne opraHnsaunn ncnonb3yoT npeaocTasnaemMble BHeLW-
HUM obpasom ycnyru NT-nogaepkku nnm NOAHOCTbIO/MACTUMHO NepeaatoT CTOPOHHUM NoapsaaYMKam noaaep-
XKy cBoei UT-uHdpacTpyKTypbl 1 (Mnn) MCNONL3YIOT Apyrne ycnyrn, npeaocTtaBnsemble ¢ npusneveHnem
BHELLHMX PeCcypcoB. Y MHOTMX NOCTaBLUMKOB Taloke UMeeTca HeOBX0AMMOCTb NPAMOro A0CTYNa K CBOUM Npo-
AyKTaMm, UCMnonb3yeMblM OpraHUsauusaIMu-kKNMeHTammn ¢ TeM, 4Tobbl UMeTb BO3MOXHOCTb COOTBETCTBYHOLLIMM
obpasom cnpasnsTbCcs ¢ BOMpocamMu NoaaepXkn n (Unn) MeHemHKMeHTa MHUNMOEHTOB.

B TO BpeMsi Kak MHOTWE yCryru, OCyLeCcTBRAAeMbIE C NPUBNEYEHUEM BHELLHUX pecypcoB, TpebytoT npas
MOCTOSIHHOFO A0CTYNa, HanpuMep, K noaaepxusaemMon UHdpPacTpykType, gpyrue ycnyrm MoryT notpe6osatb
TOMbKO BPEMEHHOTO AocTyna. B HekoTopbIx cny4vasx ycnyru, ocylecTsnaemMble ¢ NpUBnevYeHnem BHeLWHNX pe-
CYpCOB, Hy)JatloTcs B NpaBax 0CTyrna ¢ BLICOKUM YPOBHEM NPUBUNErMPOBaHHOCTU ANs TOro, YTobkl BeINON-
HATb HeobxoguMble 3aaaymn, 0COBEeHHO B CLEHAPUAX MeHeAXMeHTa NHUUAEHTOB.

10.7 CermeHTaLuA ceTu

JIns MHOTUX OpraHM3aLuin, 0COBEHHO TPaHCHALMOHANBHBIX, XapaKTepHbIe ANs pasHbIX CTpaH 3aKoHbl OKa-
3bIBaIOT OrPOMHOE BNUsIHWE Ha TpeBoBaHUA HgopMaLMoHHON BesonacHocTU. MexayHapoaHble opraHusaLmm
06bIYHO OCYLLECTBISIOT CBOIO AEATEeNLHOCTL B pAae CTpaH U, COOTBETCTBEHHO, 06513aHbl cobnioaaTh 3aKoHbI,
AEeNCTBYIOLLME B pasHbIX CTpaHax, pesyNbTaToM Yero MOXeT BOSHUKHYTL pasfivuune B Tpe6oBaHusax uHgopmaum-
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OHHOIA 6e30MacHOCTM B 3aBMCUMOCTU OT CTPaHbl, B KOTOPO (byHKLMOHUPYET opraHusauus. Hanpumep, 3akoHb!
KOHKPETHOM CTpaHbl MOTYT KOHKPETHOW onpeaeneHHON 3alumThbl AaHHbIX NoTpebuTenen/kNnneHToB 1 He paspe-
LWaTb Nepeaavy Taknx AaHHbIX B APYryto cTpaHy. Pasnuuune B 3akoHOAaTENbCTBE PasHbIX CTpaH 0bbIMHO TpebyeT
[OMOIHUTENBHBLIX MEP U CPEACTB KOHTPONSA U YNpaBneHust MHpopMaLMoHHOM 6e30NacHOCTbLIO.

[ns BbINONMHEHWS pa3nuyHbIX TpeboBaHWU MHopMaLMOoHHON Be30NacHOCTU Tex CTpaH, rae MmexayHa-
poaHas opraHMsaLMs OCYLLECTBISAeT CBO AeATEeNbHOCTb, 3¢hdeKTUBHBEIM OBLIMM pelleHUeM MOXeT cTaTb
cerMeHTaLus ceTn, hakTyeckn coBnagaroLlas ¢ rpaHiLamm ctpaH. Bo MHormx cnyvasx takoe obulee pelue-
HMe MOXEeT UCMOoNb30BaThbCA ANs CO3AaHuUsa OTAeNbHOro 3awmTHoro 6apbepa B AONOMAHEHWe, Hanpumep, K
ynpaBsneHnio OCTYMNOM Ha MpUKIagHoOM ypoBHe.

10.8 Mo6GunbHan cBA3b

OTOT TUMOBOI CETEBON CLIEHAPUIA OTHOCUTCA K NEPCOHANbHBIM YCTPOUCTBaM MOBUNBLHOWM CBA3WN, Hanpu-
mep, cmapTdoHam nnu KK, kotopble CTaHOBATCA 0YeHb NONynspHLIMU (PYKOBOACTBO Mo acnektam 6esonac-
HOCTW CBSI3W 4Yepe3 ceTU C Takumum ycTpoilcTBamu npegctasneHo B UCO/MOIK 27033-7, B KoTopom
paccmaTpusaeTcs obecneyeHue 6esonacHOCT CBA3N Yepes 6ecnpoBogHbIe CETU U paanuoceTH).

HecmoTpst Ha To, YTO BLICTPOE pasBUTUE HOBLIX CBOMCTB MEPCOHANbHLIX YCTPOUCTB MOBUNBLHON CBSI3N
HabnogaeTcs Ha NoTPebUTeNbCKOM pbiHKE, 3T CBOMCTBA UCMONb3YIOTCA Takke B OCHOBHOW AEATENbHOCTU
opraHusaumin. CornacHo onpeaeneHuio TepMnHa «nNepcoHanbHbIAY, 3TU YCTPONCTBA YacTo HaXo4ATCA B JINY-
HO cOBCTBEHHOCTU 1 UCTIOMNb3YIOTCA Kak OpraHU3auMaMu, Tak U B IUYHBIX Lensax. [laxe ycTponcTea, npegHas-
HaveHHble Ans AenoBOoro pblHKa, AOKHBI UMETb BBeAEHHbIE A1 MOTPebUTEeNbCKOro pbiHka CBOMCTBA, Tak Kak
MOCTaBLUMKN XOTAT 4OBUTHCA KaK MOXHO 60MbLIEero paclumpeHUs KoMMep4ecKkon AesaTeNbHOCTU Ha KOHKYPEeHT-
HOM pblIHKe.

MHorue 13 HOBbIX CBOICTB YCTPOUCTB, KOTOPblE CTAHOBATCA AOCTYMNHBLIMU NPU UX UCTOMNbL30BaHUN, Ha-
npumep, ysenMyeHne obbeMa namaty u obeaocTynHas NOCTOAHHAs BO3MOXHOCTb CBA3M yepe3 UHTepHeT,
npeanonararoT Kak CyLeCTBeHHbIe PUCKN NHOPMaLMOHHON 6e30nacHOCTH, Tak U CUTyaLuu, Koraa vyesnosek
Ncronb3yeT OAHO U TO e YCTPOMCTBO ANA YacTHbIX LUenein n gnsa uenein opraHnsauuu.

Kpome Toro, npu 60MbLLOIA NONYSAPHOCTU NEPCOHanbHLIX YCTPOUCTB MOBUIBLHOW CBA3U U UX cTaTyca
«NepcoHanbHON TEXHUYECKOW HOBUHKWY OrpaHudMTenbHble NOMUTUKW, HarpaBfeHHble Ha WUCMofb3oBaHue
TOSIbKO OrpaHny4eHHoro Habopa CBOWCTB UMM Ha paspelleHne TOMbKO OrpaHUYeHHOro Y1cna YCTPOUCTB, BO
MHOTUX criyqasix NoTepnsaT Heyaady unu 6yayt oboiaeHbl, 4To NpueBeaeT K CHWKeHWo adpdekTuBHOCTU obec-
neyeHus1 MHpopmaLnoHHo BesonacHocTu.

10.9 CeTeBas nonaepxkka Ana Nonb3oBartenen, HaxoAsLWUXCcA B pa3be3ax

Monb3oBaTenu, HaxoasawWwmecs B pa3besaax, 0XvaaloT B HACTosILee BpEMSI BO3MOXHOCTE CBA3N, CpaB-
HUMOW CO CBS3bI0 Ha CTalMoHapHOM o6bekTe, kak, Hanpumep, B OCHOBHOM oduce. PelueHns n npeanoxeHus
B 3TOl 06nacTy YacTo cocpeAoTaunBaoTCA Ha (hYHKUMOHATBHBIX BO3MOXHOCTAX. C TOUKM 3peHns uHgopma-
LIMOHHOW BesonacHOCTV NpeAnaraeMble YPOBHU (BYHKLMOHAMBHBIX BO3MOXHOCTE BHOCAT HOBLIE PUCKW, Ha-
npvMmep, okasblBasi BMSIHUE Ha OXUAAHWUSA, CBsI3aHHblE ¢ UHopMaLMoHHOW Ge3onacHocTbio, Ny genas ux
HecocToATENbHBIMU. Hanpumep, oxuaaHue NoAAepXKKA XOPOLUO YNPaBISiEMOro U 3alUMULLEHHOTo (U3BHe)
WHTpaHeTa MOXeT B 3HAUYUTENLHON CTENEHU CTaBUTLCSA Mo COMHEHUE, eCIN JOCTYN HAaXOAALWErocs B pasbes-
Jax nons3osatensi HTpaHeTa He peanu3oBaH ¢ NpUMeHeHUeM COOTBETCTBYIOLLIMX MEP U CPEACTB KOHTPONA U
ynpasneHus.

10.10 CeTeBas nogaepxka goMallHUX oucoB U opUcoB ManbIX NpeanpUATUA

OomatuHne odprckl 1 odrchl MarbIx NPeAnpUATUA YacTo TpeByHoT pacluMpeHUsl BHYTPeHHel ceTu opra-
HU3aLumM Ans ux oxaata. KpUTUYHBIM BOMPOCOM SIBMSIETCSH CTOMMOCTb PaclUMpeHnust BHYTPEHHEN CeTu C Lienbio
oXBaTa AOMAaLUHMX OOUCOB UM OPUCOB MarbIX NPeAnpUATUA, MOCKONbKY ANsl OTOBpaXeHUs COOTHOLEHUS
«3aTpathl/Bbirogbl» 0ObIYHO He TpebyeTcs BICOKMX 3aTpaT Ha peanusauuio. ITO 03HaAYaeT CTOMMOCTHbIE
OrpaHWyYeHUsl Ha Mepbl U cpefcTBa KOHTPOMS U ynpaBneHns 6e30nacHOCTbIo, KOTOpble A0IDKHBI UCTIONb30-
BaTbCs ANsl 3aLUMThl TAKOTO paclUMpeHnst CeTU, U 0BbIYHO NPENSTCTBYIOT UCMOMNL30BaHUIO NPU3HAHHBLIX Mep U
CPeACTB KOHTPONS U yripaBneHusl 6e30MacHOCTHI0 MEXCETEBOTO B3anMOAEACTBMS, UCTOMNb3yeMbIX Ans coean-
HeHWnA GOoMbLUMX cerMeHToB MHTpaHeTa.

Bo MHOMMx cleHapusix, CBsI3aHHbIX C AOMallHUMU oducamMn Unm odmucamn Manbix NpeanpusaTui, UH-
(hpacTpyKkTypa MOXeT TakkKe NCMOMb30BaThCA AN YacTHbIX Lienei 1 Lienei 4esTenbHOCTUA opraHusaumn, 4to
MOXET MPUBECTM K AOMONHATENbHBLIM PUCKaM MHopMaLMoHHO GesonacHoCTW. Ans Takux clieHapues onpe-
Aensitotest pucku 6e30MacHOCTU 1 ONUCLIBAKOTCS PEKOMeHAaLIMM No MeToaaM NPoeKTMpoBaHns 6e3onacHoCTU
1 Mepam 1 cpecTBaM KOHTPOSA W yNpaBnieHns s CHWKEHNS 3TUX PUCKOB.
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11 AcneKTbl «TEXHONMOrMN» — PUCKU, METOAbI NPOEKTUPOBaHUA U BONPOCHI,
Kacarwuecs Mep U CpeACTB KOHTPONA U ynpaBneHus

MoapobHocTu, Kacaiolwmeca puckos 6e30nNacHOCTU, METOAOB NPOEKTUPOBAHUA WU BONPOCOB Mep U
CpeACTB KOHTPONSA U yNpaBeHusl, CBA3aHHbIX C acnekTamMmn «TEXHOMOrMn», NpeAcTaBfeHbl B NPUNOXeHUn A 1
OXBaTbIBAIOT Crieaytowme Tembil:

- roKarnbHble BblYMCUTENbHBIE ceTh (cM. A.1, npunoxeHue A);

- rmobanbHble BblYUCIUTENbHBIE ceT (CM. A.2, NnpunoxeHue A);

- BecnpoBoaHble ceTu (cM. A.3, npunoxeHue A);

- pagunoceTtu (cM. A.4, npunoxexune A);

- LuMpokKononocHele ceTu (cm. A.5, npunoxeHue A);

- wno3bl 6esonacHocTn (cM. A.6, npunoxexue A);

- BUpTYyarbHble YacTHble ceTu (CM. A.7, npunoxeHue A);

- ceTn TenedoHHON cBA3n (cMm. A.8, npunoxeHue A);

- IP-koHBepreHums (cM. A.9, npunoxeHue A);

- pasmelleHue uHdopMaumn Ha cepaepe Be6-y3noB (cM. A.10, npunoxexue A);

- anekTpoHHas noyTa B MHTepHeTe (cM. A.11, npunoxeHune A);

- MapLUPYTU3NPOBAHHBIN [OCTYN K CTOPOHHUM opraHusauunsam (cM. A.12, npunoxeHue A);

- LeHTp obpaboTkun 1 XxpaHeHns AaHHbIX (CM. A.13, npunoxexue A).

12 Pa3pa6oTka u TeCTUpoBaHMe KOMNSIeKca NPOrpPaMMHbIX M TEXHUUYECKUX
cpeacTB M ycnyr no o6ecneyeHunto 6esonacHocTH

Mocne Toro kak cneuManMaMpoBaHHasa apxuTekTypa 6e30nacHOCTU NONHOCTbIO AOKYMEeHTanbHO ogopm-
neHa n cornacoBaHa, BkIovasi oaobpeHne BbiCLIEro pykoBoACTBa, AOMMKeH ObITb pa3paboTaH KoMmnekc npo-
rpaMMHBIX M TEXHUYECKUX CpeacTB M ycnyr no oGecnevyeHuo 6e30MacHOCTU, KOTOPLIA AOMmKeH 6biTb
peanu3oBaH B «3KCMIEPUMEHTaNbHOM peXxumer, TlaTenbHO NPOoTecTUpoBaH, U AosbkHa ObITb nNpoBedeHa
npoBepKa ero COOTBETCTBUS.

O6was nposepka KOMMNIekca NPorpaMMHBIX U TEXHUYECKUX CPEACTB U YCNYr Ha «COOTBETCTBUE Ha3Ha-
YeHWo» A0MKHA NPOBOAUTLCS B COOTBETCTBUM C AOKYMEHTaUMeN No cTpaTernm TeCTUpoBaHus, ONUCLIBaoLWE
MeToA TECTUPOBAHMWSA Y NO3BONAOLLEN UCTILITEIBATL KOMMIIEKC MPOrPaMMHBIX U TEXHUYECKUX CPEACTB U YCNyr,
1 NaHoOM TecTUpoBaHus. B pesynbTtate ngeHTUdnKaLum HegocTaTkoB B XOA4€ Takoro TeCTUPOBaHUS MOTYT No-
TpeboBaTbCA BHECEHNE N3MEHEHMS U NpoBeaeHne Ntoboro Heo6XxoaMMOoro NoBTOPHOMO TECTUPOBAHUS.

Mocne Toro Kak TeCTMPOBaHWE Ha «COOTBETCTBUE HAa3HaYEHMI0» YCMELHO NPOBEAEeHO N OCYLLECTBNEHbI
kakne-nnbo HeoBxoaMMble U3MeHeHUs], OMKHa ObITb NPoBeAeHa NpoBepKa peanusauun Ha npeaMeT cooT-
BETCTBUA AOKYMEHTMPOBAHHOW creLuanM3npoBaHHoON apxuTekType 6e3onacHocT HeobxoaMMeIM Mepam r
cpeAcTBaM KOHTPOMSA U ynpaBneHns 6€30nacHOCTL0, onpeaeneHHbIM B CrieayoLmx AoKYMeHTax:

- cneuuannsnpoBaHHas apxuTtekTypa 6esonacHocTy;

- MONNTUKa ceTeBon BesonacHoCTu;

- AOKYMEHTHI, cBsidaHHble ¢ SecOPs;

- nonutuka (6esonacHocT) AoCTyNa K ycnyre wnosa 6esonacHocTy;

- nnaH(bl) obecneveHns HeNnpepbIBHOCTA AEATENbHOCTY;

- ycrnosus obecneveHust 6e3onacHOCTU coeauHeHNs (NP HeoBXoAMMOCTH).

MpoBepka COOTBETCTBUSA KOMMIIEKCca NPOrpamMmMHbIX U TEXHUYECKUX CPeACTB 1 YCryr AormkHa NPOBOANTb-
cA A0 Hadvana dakTu4eckoro yHKLMOHMPOBaHNs. [poBepka KOMMekca MporpaMMHbIX N TEXHUYECKMX
cpeacTB v ycnyr 6yaeT 3aBeplueHa, koraa Bce HedocTaTk MAEHTUULMPOBaHbI, UCTIPaBAeHbl U NPU3HaHbl
BbICLUMM PYKOBOACTBOM.

CnegyeT nogvepkHyTb, YTO NPOBEPKa COOTBETCTBUNA KOMMNIeKca NporpaMMHbIX 1 TEXHUHECKUX CPeacTB n
ycnyr AOSKHa BKMoYaTh B cebsl npoBeAeHe TecTMpoBaHusi 6e30nacHOCTM Mo COOTBETCTBYHOLMM HaLMoHasb-
HbIM CTaHdapTaMm, CTaHA4apTaMm opraHusauum (B OTCYTCTBUE HaLMOHanbHbLIX CTaHAapToOB) B COOTBETCTBUN C 3a-
paHee pa3paboTaHHON cTpaTernelt TecTMpoBaHusa 6e30NacHOCTU 1 CBSA3aHHBIMU C HEl NNaHaMu TeCTUPOBaHUS
6e30MacHOCTH, TOYHO OMpeaensiioLMMM, KaKoe TeCTUPOBaHWe AOMKHO MPOBOANUTLCS, C NMOMOLLLIO Yero, rae n
korga (npyMepHbI oBpasel, nnaHa TecTupoBaHua GesonacHocTy npusedeH B ICO/M3K 27033-2). OBbluHO
TECTUPOBaHNE AOMMKHO coveTaTb B cebe MoMCK ysI3BUMOCTEeN 1 TeCTMpOoBaHWe Ha NpoHukHoBeHue. MNepea Hava-
nom nGOro Takoro TeCTUPOBaHWs HeoBXoAMMO NPOBEPUTL NNaH TECTMPOBAHWS C TeM, YTOObI 0becneynTb yBe-
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PEeHHOCTb B NpoBeAeHUn TeCTUpOoBaHUA B MOJTHOM COOTBETCTBUM C peneBaHTHbIMW 3akoHOOAaTeNbCTBOM U
MHCTPYKUMNAMNA. |-|pl/l nposegeHnn aTon NpPoOBEpPKN He cneayet 3abbIBaTb O TOM, YTO CETb MOXET He orpaHun4n-
BaTbCH OHOW CTpaHOIZ, a pacnpocTpaHATLCA Ha Apyrue CTpaHbl ¢ pasnnYHbIMU 3aKoHodaTenscTeamu. MNocne
npoBeaeHnA TeCTUPOBaHUA B OTHETaX AOJDKHbI YKa3blBaTbCA ocobeHHoCTH O6Hapy)KeHHbIX yHSBMMOCTeVI, Heob-
Xo4auMble Mepbl Mo UX YCTpaHeHUIo, N NPUopUTEeT UX NMPUHATUA, a B NPUNOXKEHNN O0ITDKHO NoATBepXXAaTbCH, YTO
BCE cornacoBaHHble Mepbl Mo UX YCTpaHeHUHo NPpUMEeHEeHbI. Takue oT4eTbl 4OMKHBI ObITb noanucaHbl BbICLLUM
PyKOBOACTBOM OpraHusauunn.

HakoHeu, korga Bce pesynbTaThbl 6yﬂ,yT NpusHaHbl yAOBNETBOPUTESIbHBIMU, peannu3auna AoShHkKHa 6bITb
0p.o6peHa N NMPUHATA, BKIKO4adA on06peH|/|e BbICLLEro pykoBoAcTBa opraHU3alun.

13 Peanusaums KoMnnekca NPorpaMMHbIX M TEXHUYECKUX CPeACTB U yCnyr
no o6ecneyeHunto 6e3onacHOCTN

MoHsTHe «peanusaumnsa» o3HavyaeT (NnoBcegHeBHOe) PpyHKUMOHUpOBaHWE AENCTBYIOLLEN CeTU C NpuMe-
HeHWeM COrflacoBaHHOrO KOMMJeKca NporpaMMHbIX M TEXHUYECKUX cpeAcTB M ycnyr no obecneyeHuio 6eso-
nacHOCTU, pe3ynbTaToB NPOBEAEHHOro TeCTUPOBaHUA 6€30NacHOCTM U CBA3AHHLIMU C HAM 3abnaroBpeMeHHo
BbIMNOSIHEHHBIMU HeobxoauMbIMK AecTBUAMU. [pyrumn cnosamu, Nocne Toro Kak cneuuanusMpoBaHHas ap-
XnTeKkTypa 6e30MacHOCTU U, COOTBETCTBEHHO, peanusauusa Mep U cpeAcTB KOHTPOns 1 ynpaeneHusi 6esonac-
HOCTbIO 0A0GpeHbl, AOMKHbI HauyaTbesl hakTnueckne onepauun. C TeyeHUeM BpeMeHUM U B cnyvae
CYLLECTBEHHbIX WU3MEeHEeHWA [Oo/kHbl ObiTb MpoBedeHbl AONONHUTENbHasi MpoBepka W TecTUpoBaHue
peanusauuu (cMm. Taioke pasaen 14).

14 MOHMTOPMHI 1 NPOBEpPKa aKcnnyaTauum KoMnnekKca nporpamMmHbIX
M TEXHUYECKUX CPEACTB M ycnyr

Mocne Havana akcnnyaTauumM OMKHBI MPOBOAUTLCA ASUCTBUA MO TEKYLLEMY MOHUTOPUHTY 1 NMpoBepKe
cooTBeTCTBUA TpeboBaHUAM HaLMOHaNbHBIX CTaHAAPTOB, CTaHAAPTOB opraHn3auun (Npy OTCYTCTBUM HaLMO-
HanbHbIX CTaHA4apToB). Takue MeponpuUATUA A0MXKHbI TPOBOANTLCA EXEroaHo A0 NOABMNEHUS HOBOW OCHOBHOM
Bepcum (KoMnnekca nporpaMmmHbIX U TEXHUYECKUX CPecTB U YCITyr), CBA3aHHON CO 3HAYUTENbHLIMU USMEHe-
HUAMKM NOTPeBGHOCTEN AeATeNbHOCTU OpraHu3aumn, TEXHOMOMK, pelueHuin no obecnedeHuo GesonacHOCTU U
T. a. Mpu 3TOM Takke Heobxoanmo cobnogatb pekomeHaauun pasgena 12.
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MpunoxeHne A
(cnpaBo4Hoe)

AcneKTbl «TeXHONOrun» — PUCKHN, MeTOAbl NPOeKTUpoBaHUA U BONpPOCHI, KacakLwneca Mep
N CpeacTB KOHTpONA U ynpaBreHus

A.1 JlokanbHble BbIMUCINTENbHbIE CEeTH

A.1.1 BeogHas nHdopmauus

JIBC npepacraensiet coboii ceTe Ans CoeAMHEHUs! KOMMbIOTEPOR U CEPBEPOB Ha HEGOMNBLLOM reorpatMyeckoM npo-
cTpaHcTBe. Pasmepbl CeTU BapbUPYOTCH OT HECKONBKMX CBA3aHHbLIX CUCTEM, HanpuMep oOpMUPYIOLLIMX JOMaLLHIO CETb,
[10 HECKONbKMX ThICHAY CUCTEM, HAaNPUMep, B CETW YHUBepCUTETCKOro ropogka. ObbluHbIe peann3ayemMble yCnyru BKIoYatoT B
cebs KONMEeKTUBHOE MCMONb30BaHWE PECYPCOB, TAKUX KaK NMPUHTEP, N COBMECTHOE MCMONMb30BaHne hainoB U NpUioxe-
HuiA. O6biuHo JIBC Takke obecrneynBatoT LeHTpanuaoBaHHble yernyru, nogobHele 06MeHy cooBLLEHNSIMI UMW 3MEKTPOHHO-
ro kanengaps. B HekoTopbix cnyyasx JIBC Takke ucnonb3yoTcs 4ns 3ameHbl TPaaMLMOHHOW OYHKUMWM APYruX ceTen,
Hanpumep, ecnv NPoTOKOMbI M CepBUCHI Nepeaaqu peun no |P npegocTaBnsaoTes B KA4YeCTBE 3aMeHbl TenedOHHON ceTn Ha
ocHose odmcHon ATC. JIBC moryT nmeTb NpoBOgHYHO Nnu HecnpoBOgHY0 OCHOBY.

MposogHble JIBC 06bIMHO COCTOST U3 Y3NOB, COEAVHEHHBIX B CETb Yepe3 CEeTEBON KOMMYTaTOp NOCPeacTBOM ceTe-
BbIX kabenen, cnocobHbIx o6ecnevrBaTh BO3MOXHOCTY BbICOKOCKOPOCTHOM Nepeaaqy gaHHbiX. Hanbonee wupoko npume-
HAemon TexHonornen nposogHbix J1IBC sensetcs Ethernet (IEEE 802.3).

BecnposogHbie JIBC ncnonbayoT paamoBOIHbl BbICOKOW YacToThl Ars NepegaYm ceTeBbix naketos. Mx rubkocTts 3a-
KrtovaeTcs B ObICTPOTE OpraHu3auun nokansHon cetn 6e3 HeobxoaMMOCTM MpoKnaaku Npoeoaoe. LUIMpoKo n3BecTHble
TexHonornn 6ecnpoeoaHbix JIBC BKnovatoT B cebs peanusaumm IEEE 802.11 u Bluetooth.

Mpu ncnonbsosanmm JIBC B npegenax gumanyeckn sawmueHHbiX obnacrei, HanpyuMep, TONbKO B npegenax co-
6CTBEHHbIX NOMELLEHUI A OpraHn3aumnm, pUcku, BEpOATHO, ByAYT TAKOBLI, YTO NOTPEBYIOTCA TONBKO 6a30BbIe TEXHUYECKUE
Mepbl U CpeacTBa KOHTpona u ynpaenexwust. OgHako B cnyyae ncnorns3osaHus JIBC B 6onee Wwmpokoi cpeae, a Takke npu
ncnonb3oBaHuM 6ecnpoBOAHbIX TEXHOMOMMIA 0AHa TONbKO hM3nyeckas 3awmTa Bpsig v GydeT rapaHTMpoBaTh 4OCTaTON-
HbIl ypoBeHb Be3onacHocTy.

HacTonbHbIV KOMMNbIOTEP NpeacTaBnsieT cobov ya3BMMyto 06nacTb, Tak Kak SIBMNSIETCA NONb3OBaTEeNbCKUM UHTEPEN-
com. Ecnn HacTonbHbIN KoMMbloTep He BrnokMpyeTes, CyWecTBYET BEPOSITHOCTb YCTAHOBKW MONb30BaTENeM HECaHKLMOHUPO-
BaHHoro nporpammHoro obecnevyenusi B JIBC. CepBepbl, UCMOMb3yeMble B KOPNOPaTUBHON CeTW, NpeAHasHauyeHHbIe Ans
WHTepHeTa, U BHYTPeHHWe CepBephl, He MMetoLwMe HeNoCPeACTBEHHOMO COeANHEHUST C MIHTEPHETOM, MOTYT CIYXUTb UCTOY-
HMKOM CYLLIECTBEHHbIX PUCKOB He30nacHOCTH, K KOTOPLIM HEOBX0AMMO OTHOCUTBECH OYeHb Cepbe3Ho. Hanpumep, HecMoTps
Ha TO, YTO BONBLMHCTBO COTPYAHMKOB NT-0TAENOB yTBEPXKAET, UTO OHWM BHUMATENBHO OTHOCATCS K OCYLLECTBIEHUIO UC-
npaBneHunin B NCMNOMNb3yeMOM OpraHv3auuen nporpaMmMHOM obecneveHnm, gaxe KpynHbIM OpraHM3auusiM He yaaBanoch
CBOEBPEMEHHO OCYLLECTBUTL Takve ucnpaeneHvs NporpaMMHoro o6ecneveHusi Ha Bcex cepeepax, UTo NpUBOAMUIIO K pas-
pyLWeHNIo BHYTPEHHEro CETEBOIO Tpaduka «4epBsSMU» U BUPYCaMM.

A.1.2 Pnckn 6e3onacHocTn

B npoeoaHbix JIBC pucku 6e3onacHoCcTv co3gatoTes yanamu, pusmyecky coeguHeHHbIMM ¢ ceThbio. B 0bwem, ocHOB-
Hble pycky 6e3onacHocTH, umetoLme oTHoweHue k JIBC, BknovatoT B cebsi pUCKM, CBA3aHHbIE C:

- HECAHKLMOHNPOBAHHBIM JOCTYNOM M U3MEHEHUAMMU, BHOCMMbIMK B 1K, cepeepbl 1 gpyrve, coeamHeHHsie ¢ JIBC
YCTPONCTBY;

- YCTPOWCTBaMM, B KOTOPbIX HE OCYLLECTBNEHbI UCMPaBNeHUs NPorpaMMHOro obecneyeHmns;

- NaporsiMM HU3KOTO Ka4ecTBa;

- XULLEHWEM annaparHbiX CPeacTs;

- HapyLWeHnaAMK 3HeprocHabxeHns;

- IMMOPTOM BPeAOHOCHON Mporpammel Yepes 3MeKTPOHHYIO NOYTY U AOCTYN K Be6-cTpaHuuam;

- HeyAa4HbIM pe3epBHbLIM KOMMPOBaHWEM NOKarbHbIX XXEeCTKUX OQVCKOB;

- OTKa30M annapaTtHblX CpeacTB, TakmX, HaNnpUMep, Kak XeCTKue AUCKY;

- HECaHKLUMOHWPOBAHHLIMK COEAMHEHNAMM C nHdpacTpykTypon JIBC, Hanpumep, koMMyTaTopaMy 1 KOMMYTaLWOH-
HbIMU CTOMKaMu;

- HECaHKLUMOHNPOBAaHHLIMK COEANHEHVNAMM C BbIXOAHBIMU YCTPOWCTBAMM, HANPUMEP JOPOXHBIMU KOMIMBIOTEPAMMU;

- NaponsiMM Mo YMOMNYaHWUIO Ha NopTax yNpaBieHns CETEBbIX YCTPOWCTE;

- BTOPXXEHWSIMM, NMPU KOTOPbIX NMPOUCXOAUT packpbiTve MHOPMaUuM UK Npyu KOTOPLIX B AanbHENLLEM He MOryT
ObITb rapaHTUPOBaHbI LLENTOCTHOCTb U (MNK) OCTYNHOCTb AaHHBbIX;

- DoS-atakamu, korga pecypcbl CTaHOBATCH HEAOCTYMNHLIMM ANs YNONHOMOYEHHbIX NoSb3oBaTenen;

- ANuTenbHbIM 3anasgbiBaHneM, KoTopoe byaeT okasbiBaTk BNUSIHWE HA nepegady peun vepes IP cepBuch;

- cboem yCTpoViCcTB;

- noBpexaeHuem kabens;

- HEQOCTaTOYHON (PU3NYECKOW 3aLLUTON.

Puckn 6esonacHocTy, cBsidaHHble ¢ 6GecnpoBogHbiMu J1IBC, npeacTtaeneHs! B A.3.2.
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A.1.3 Mepbl 1 cpeacTBa KOHTPONS U ynpaBneHWsa 6€30nNacHOCTbIO
MoppepxaHne GesonacHocTn npoctpaHcTea JIBC Tpebyet obecneveHmns 3awmTtel komnoreHTos J1IBC n noacoegw-
HEHHbIX YCTPOWCTB. Takum o6pa3omM, Mepbl M cpeacTBa KOHTPOS U yNpaeneHws ans sawmTel cpeapl JIBC moryT Broyatb
B cebsi:
- huanyeckne Mepbl U CPEACTBa KOHTPOISA U yrpaBneHus 6e30nacHOCTBI0 U MEPbI M CPEACTBA KOHTPONS U ynpaBsne-
HUs1 6e30MacHOCTbIO, CBSI3aHHbIE C BIUSIHUEM Cpefbl:
UCMONb30BaHWE CUCTEM CTallbHbIX TPOCOB A5 3aLUMThI LEeHTParbHbIX MPOLECCOPOB, MOHMTOPOB W KNaBnaTyp
OT XULLEHWSA,
MCMOINb30BaHWe 3aMKOB Ha YCTPOWMCTBAX A1 NPeA0TBPaLLeHUst XULWEHNA TaKUX YacTen, Kak 3anoMvHaioLme
YCTPOWCTBA,
UCMONb30BaHWe YCTPOWCTB HEKOHTAKTHOrO AeNCTBUS Arsi NPeAoTBPaLLeHWA HECaHKLMOHUPOBAHHOIO BbIHOCA
o6opyAoBaHns ¢ TeppuTOpUM OpraHn3auuu,
obecneveHne xpaHeHus yctponcTs JIBC, Takmx Kak KOMMYTaTOpbl U MapLUPYTM3aTopbl, B (PM3NHECKM 3aliu-
LLeHHbIX Wkadhax B 6e3onacHbIX MOMELLEHNSAX CBA3M,
ucnonb3oBaHne MBI ¢ aBTomaTnyeckum oTKIOMEHUEM A5 KpuTudecknx ycTponcTs u MK none3osatenen,
€CINY NoNb30BaTeNn He XOTST NOTEPATb Pe3yrbTaThl BbINONHSIEMON paboThl;
- annaparHble ¥ NporpaMmMHble Mepbl U CpeACcTBa KOHTPOIS U ynpaeneHus 6€30nacHOCTbH0:
KOHMryprpoBaHne yCTPONCTB C YacTHbIMK (Hanpumep, IP) agpecamu,
cTporast nonuTrka naponew,
TpeboBaHne perncTpauumn Ha kaxgom [MK/pabouel cTaHUMM C UCMONB30OBAHWEM, MO KpanHewn mepe, napbl
nageHTuduKkaTop Nonb3oBaTens/naporb,
oToBpaxeHne BpeMeH nocnegHel yCrnelwHon permcrpaumm,
3anpeT NOBTOPHOIO 0TOGPaXeHNs UMEeHU NONb30BaTeNsA B NOCNEAHEN YCNeLWHOoW pernctpaumm unm nioboro
cruncKa paHee UCMOoNb30BaHHbIX MMEH MOoNb30BaTeNnew,
yCTaHOBKa NPOrpamMMHbIX CPedcTB 3alluTel OT BPeAOHOCHOW NporpaMmbl (BKO4as aHTMBUPYCHbIE NMPOrpam-
MHbl€ CpefACTBa) U perynsipHoe asTomMmatudeckoe nx oGHOBMNEHME,
peanusauus 6e3onacHbIX YCTAaHOBOK KOHUIypauuu,
BGroKMpoBKa ANCKOBOAA ANS KECTKMX AUCKOB, AMCKOBOAA ANA KOMNAKT-AUCKOB U MOPTOB YHUBEPCANbHOW NO-
crnegoBaTenbHOM LWKWHbI,
3epkarnbHOe KOMMPOBaHNE HaKoNUTenen cepeepa (Mnu peanusaums MaTpuyL bl HE3aBUCUMbIX AUCKOBBIX HAKO-
nutenel ¢ n3bbITOUHOCTLIO) AN o6ecneveHnst U3BLITOYHOCTH,
yAaneHue HeHYXHOTo NporpaMMHoro obecrneyveHus,
obecneyeHne 060CHOBaAHHOIO YrNpaBreHUss UHTEPaKTUBHOW Cpeson;
- OMepauMoHHbIE MePbl U CPeACTBa KOHTPOIS M ynpaerieHusi 6e30nacHOCTbIO:
JOKYMEHTUpPOBaHUe yCTaHOBOK NporpammHoro obecnevenunsi u 6esonacHoctu Ansi ucnonb3oBaHusi B 6yay-
LeM npv KoHcurypmposaHum HoBbIX [NK/pabounx craHumi,
nIaHUpoOBaHUe NepuoaNYECcKOro MoslyvYeHns1 U OCYLLECTBITEHNST UCNPaBIeHUii NporpaMMHOro obecrieveHns
AnNs1 onepaunoHHON CUCTEMBI,
co3faHve 1 nopaepxka TekylwyxX AMCKOB aBapuMHOIO BOCCTAHOBIIEHUSI U XpaHEHME UX B KOHTPONUPYEMOM
MecTe,
peanusauus npotokona ansi pukcupoBaHusi NPobnem TEXHUYECKOTO 06CNYKMBAHUA N HEHAANEXaLEro Uc-
nonb3oBaHusi MNK/paGounx ctaHumit,
XpaHeHne B apxuBe BCer AOKYMeHTaumm koMnoHeHToB [NK/paboven ctaHumm (QoKyMeHTbI/pykoBoacTBa/guc-
KM) Ansi UICMONb30BaHWs cneuuanuctTamm no obcnyxvmeanuio obopyaoeanus,
obecreyeHune pexvma pe3epBHOro KONUMpoBaHWsl,
obecneyeHye n3mMmeHeHWs1 Naponen No YMOMYaHUIO Ha BCEX CETEBbIX YCTPOWUCTBAX,
NpoCTaHOBKA COOTBETCTBYIOLLMX MMEH coobLiecTBa/naponen B NPOTOKONe CeTeBOro MeHEKMEHTa,
wmncpoBaHue ceTeBoro Tpaduka,
Haanexawee KOHPUIrypmpoBaHue (B cryyae AOCTYMHOCTN) KOHTPOMBHBIX XXYPHANOB N peanu3auns npoueayp
WX MOHWUTOPWHIA,
nIaHUpoOBaHUe NepuoaNIECcKor YCTAHOBKU OGHOBINEHHBIX BEPCUI BCTPOEHHbLIX NPOrpamm,
[OKYMEHTUpPOBaHUE HacTPonkn o6opyAoBaHUst ANsi UCTONb30BaHUA B ByayweM Npy NOBTOPHOM ero KoHdury-
pUpoBaHuK; Co3aHne pes3epBHON KoMK KOH(PUIypaLmoHHOIo dhanna maplpytusaTopa u xpaHeHue ero B 6e3onac-
HOM MecTe,
TECTUPOBAaHWE BCEX NOACOEAVHEHHDIX K NOKANbHON BIMUCNUTENBHOW CETU YCTPOWCTB Ha NpeAMeT Hanuuus
YA3BUMOCTEN.
Mepbl u cpeficTBa KOHTPOIsi U yripaBrieHnsi 6e30nacHOCTbIO, CBA3aHHbIE ¢ 6eCrpoBOAHBIMMY NTOKANbHBIMW BbIYUCITU-
TeNbHbIMY CETsIMU, NpeacTaBneHbl B A.3.3.

A.2 NmobGanbHbIe BIYUCIUTENLHbLIE CeTH

A.2.1 BeogHasa nHpopmaumsa

"BC ncnone3ayiotea ana coeguHeHns yaaneHHbix nyHKToB v ux JIBC. NBC moryT 6b1Tb co3aaHbl ¢ UCTONb30BaHWEM
kabenelt n kKaHanoB CBS3M NpoBalaepa ycnyr unu nocpeAcTBOM apeHas! yCryru y npoBaigepa ceTer CBA3U. TexXHONorm
MBC paloT BO3MOXHOCTb Nepeaym u MapLupyTusaumm ceTeBoro Tpadmka Ha 6onblume pacctosiHusi u 06biuHO o6ecneyn-
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BaIOT LUMPOKME BO3MOXHOCTWU MapLIPYTU3aLmMm Ans HanpaeneHns ceTeeblx NakeToB B JIBC HY>XHOrO MyHKTa Ha3HaYeHUsl.
O6biuHO ana ceA3n mexay JIBC ncnonb3yetcs dmanyeckas obweaocTynHan ceTeBas MHPpacTpykTypa, Hanpumep, Bolge-
NeHHble NMHWUKN, CNYTHUKOBAs CBA3b, UNWN BONOKOHHO-oNTuYeckue kabenu. MBC moryT umeTb NpoeoaHyio un 6ecnposog-
HYIO OCHOBY.

MpoeoaHbie MBC 06bIMHO COCTOAT M3 YCTPOMCTB MapLUpyTM3auun (Hanpumep, MapLpyTM3aTopoB), COeANHEHHBIX C
o6Wwe0CTYNHON UMK YaCTHOW CeTbio TENeKOMMYHUKaLMOHHbIMK kKabensamu. BecnpoeogHbie MBC 06bIMHO UCMONB3YIOT pa-
AVOBOIHbBI ANA NepegaYn ceTeBbIX NAKeToB Ha bonblume paccrosiHua — 10 kunomeTpoe n Gonee.

XoTsa TpaguumoHHbie BC 6b1nmn nepeoHavanbHO co3faHbl C UCMONb30BaHWEM apeHayeMbIX Y NPOBanAepoB CTaumo-
HapHbIX (MarMCTPanbHbIX) NUHUIA CBA3W, NMPUYEM NPOBaWAEP YCNYT BINONHAN MUHUMANbHYIO YNpaBneHYecKylo AesiTerb-
HOCTb, CBAA3AHHYIO C STUMWU NMHUSAMKN CBSI3W, NOMUMO obecneveHusi nx OyHKUMOHMPOBaHUS, paszenTue TexHonorum BC
NpUBENO K NepeKnaabiBaHnIo OTBETCTBEHHOCTY 3a yNPaBneHne Ha Npoeangepa ycnyr, 4To NPMHECSIO OpraHn3aumsiM Bbiro-
Ay, 3aKINIoYaoLLy0cs B OTCYTCTBUM HEO6XOAMMOCTM pa3BepTbiBaHWs COGCTBEHHON CETU U YNPaBNEHUs elo, TO eCTb OTBET-
CTBEHHOCTb B o6ecneveHnn yeepeHHocTH B 6e3onacHOCTM MeHeA)KMeHTa ceTu Bo3naraeTcsi Ha npoavigepa ycnyr. Kpome
Toro, nockoneky MBC rnaeHsiM 06pa3om UCTONb3YIOTCA Ansi HANPaBIeHns ceTeBoro Tpaduka Ha Gonblune paccTosHus,
byHKLMA MapLIpyTU3auum AornxkHa ObiTb XOpoLWo 3awmieHa ans obecneveHus Toro, 4To6bl ceTeBol Tpaduk He Gbin Ha-
npaeneHx B JIBC, npeacTaensiowyo HEBEPHbLIA MYHKT Ha3HaveHwms. [oatomy npoxoaawmn vyepes MBC tpadmk moxeT nog-
BepratbCs nepexsary nuuamm, umelowmmu goctyn Kk uHdpactpyktype BC. Mockonbky wuHdpactpyktypa [BC,
no-sugumomy, 6onee gocTynHa, yem uidpactpykrypa JIBC, cneayeT cobniogatb OCTOPOXHOCTL, 06ecneunBas wudposa-
HUe nepepaBaeMoli Yepes cpeay ['BC sHaunmon nHdpopmaumm. B goroeope ¢ npoeaiigepom ycnyr aomkeH 6biTe OroBopeH
ypoBeHb 6e30nacHoCTH, HeOGXOAMMbIN OpraHM3aLMK, KOTOPLIN AOIMKEH NPOAEMOHCTPUPOBaTL NpoBanaep.

A_2.2 Puckn 6e3onacHoCcTH

XoTsi npoBogHble NBC pa3aensitoT ocHOBHblE puckn 6e3onacHocTu ¢ npoeoaHbiMK JIBC (cm. A.1), y nposoatHoli MBC
cyuwecTtByeT 6onbLie puckoB 6esonacHocTu BcneacTeue 6onee 3HaunTeNbHOW NOABEPXKEHHOCTU PUCKY CETEBOTO Tpaduka
B [BC, 4yTo 03Ha4yaeT HeoBX0AUMOCTL HanNMuUs Mep M CPeACTB KOHTPONSA W yNpaeneHus, BKNovas CpeacTea ynpasneHus
Joctynom, anst obecneveHusi Toro, YTo6bl NposoaHyto MBC 6biro HeNerko CKOMNPOMETUPOBAaTb, Bbi3bIBasi TEM CaMbIM LUK-
pOKO pacrnpocTpaHsitoeecs HapyweHue. AHanormyHo, xots 6ecnposogHbie MBC pasgensioT ocHoBHbIe puckn Gesonac-
HocTu ¢ GecnposogHon JIBC (cm. A.3), oHu Gonee nogBepXeHbl HAPYLWEHUSIM M3-3a BO3MOXHOCTEN NpegHaMepeHHbIX
nomMex B CUCTEME, UCMONb3yeMON ANs nepeaaqm ceTeBbiX NakeToB. B Lenom, kK ocHOBHBIM puckam 6e3onacHocTn, Melo-
wmm oTHoweHwe K 'BC, oTHOCATCS puckn, cBsidaHHbIe C:

- BTOPXXEHWEeM, NPy KOTOPOM MPOUCXOAUT packpbiTue MHGOPMauuM unu He MoryT GbiTb rapaHTMpoBaHbl Lenoc-
THOCTb U (MNN) 4OCTYNHOCTb AaHHbIX;

- DoS-atakamu, korga pecypcbl CTAHOBATCA HEAOCTYNHBIMY AN aBTOPM3OBAHHbBIX NOMNb30BaTeENew;

- ANUTenbHbLIM 3anasgbiBaHueM, koTopoe ByaeT okasbiBaTb BNUAHWE Ha Takue yCryru, kKak nepegada peuu yuepes IP
CepBUChI;

- HEYCTOWYMBOWM CMHXPOHU3aLmMel B CeTU, koTopas 6yaeT okasbiBaTh BNUSIHUE HA KA4YECTBO Nepegaqm peyun (Bbidbl-
BaeMmol raeHbIM 006pa3om UCMoNb3oBaHWeM MeHbIX kabenev ans nocTaBku ycryr);

- cboem ycTpolicTB;

- noBpexaeHueM kabens;

- YCTPONCTBaAMM C HEOCYLWECTBNEHHBIMU UCMPABNEHNAMY NPOrpaMMHoro obecnevyeHus;

- noTepel anekTpocHabXeHWs Ha TPaH3UTHOWM NnoLladke, 3aTparvBalowein MHOTUE ApYIMe pUCKHM;

- CpeAcTBaMM CETEBOIO MEHeKMEHTa NpoBanaepa yCnyr.

A.2.3 Mepbl 1 cpeacTBa KOHTPONSA M ynpaBreHnA 6e30nacHOCTbIO

OCHOBHbIE Mepbl U CpeacTBa KOHTPOA U ynpaeneHnsi 6e3onacHocTb0, HeOGXogUMbIe Anst o6ecneveHust 3awmTbl
'BC, pomkHbl BKMoYaTh B ce6s:

- ncnonb3oBaHue 6e3onacHeIX NPOTOKONOB yNpaBneHus, Takmx kak SSH, SCP unu SNMPv3;

- WKpoBaHNE KaHanNoB yNpaBrieHus;

- WnchpoBaHMe CeTeBOro Tpaduka;

- peanv3aumio 6e3onacHor ayTeHTUVKaAUMM AN NONyYeHWsA AocTyna k ycTporcteam BC ¢ cooTBeTCTBYIOWEN
nopgaden curHanusaumm anst yCTponcTs;

- obecneyeHune BesonacHocTn uanyeckoro o6opyaoanusi F'BC Ha Kaxxgomn nnowagke, HanprumMep, MCNoNb3oBaHWe
3anmpaeMbix WKagOB C CMrHanusauuei gocTyna;

- ncnonb3oeaHue NBIM gna o6ecneyenns 3awmTel OT HAPYLIEHUS) SHEpProcHabxeHus;

- OBOWMHOE coeUHEHVe y3noB CeTU/CBA3N C UCMONb30BaHMEM Pa3HbIX MapLLPYTOB;

- NpoduNakTHecKUii NocnefoBaTenbHbIA oNpoc ycTponcTs BC;

- COCTaBreHve CXeMbl pasmelLeHnsl CeTeBbIX YCTPOWCTB ANA MAeHTUMUKaLMN HECaHKUMOHUPOBAHHbIX YCTPONCTE;

- MEHEIKMEHT OCYLLECTBINEHUS UCMPaBNeHWI A NporpaMMHOro obecneyeHus;

- WKNPOBaHHbIE OBEPIEN Ansi 3HAYMMbIX JaHHbIX;

- NonyyeHvie OT NpoBangepa ycnyr rapaHTuii NpeaocTaBneHns yenyr no TakvMM BOMpocam, Kak AOCTYNHOCTb, 3anas-
OblBaHWE W HEYCTOWYMBAs CUHXPOHU3ALNS;

- peanusaumio Npouecca ayguta v BeeHus ydeTa ceTeBbIX pecypcoB Ansa gocryna k yctpovicteam BC;

- NCMNONb30BaHNe MEXCETEBbLIX 9KPaHOB, OTBEPraloLmxX Moboi HeOXMAAHHbIV BXOAALWLMI TpadwK;

- obecrneyeHne yBEpPEHHOCTW B TOM, YTO MHMPACTPYKTypa 1 agpeca SIBNSIOTCH CKPbITbIMY;

- npucBoeHue IP-agpecos, koTopble He MOTYT GbiTb MaPWPYTU3NPOBaHbI Yepes HTepHeT;
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- UCMONb30BaHWe NPOrpaMMHbIX CPeACTB Aflsi TOro, YTobbl NoMellaTh BpeAOHOCHOMY NPOrpaMMHOMY 06ecneveHnto
(«TpOSIHCKME KOHW», BUPYCbI, WnnoHckoe MO 1 yepBM) OTKpbIBaTbL Naselikn B 6€30NacHOCTU U3HYTPU CETH;

- UCMOINb30BaHWs CUCTEM OGHapYXEeHUsI BTOPXXEHWI Ansi naeHTUdUKaUMM Nogo3puTenbHOro Tpadmka;

- obecnevyeHne nomyeckon 6e30NacHOCTU CUCTEM CETEBOIO MEHEMKMEHTA;

- BHENOMNOCHbLIA CETEBOW MEHEPKMEHT;

- obecneveHne dusmueckor 6e30NacHOCTU MECT YNPaBneHUsi CETbIo;

- obecnevyeHne pe3epBHOIO KONMPOBaHUS YCTPONCTB;

- NpoBeAeHNE NMPOBEPOK HAAEKHOCTU NepcoHana, 3aHMMaIoLErOCA CETEBLIM MEHEDKMEHTOM.

A.3 BecnpoBogHble ceTH

A.3.1 BeogHasa nHdopmauus

BecnpoBogHble ceTn onpeaensiioT Kak «CeTu, OXBaTbiBalowme Hebonblimne B reorpacmyeckoM oTHOLWIEHUM obnacTu
1 ncnonb3ylowme HecnpoBogHLIe CPeACTBA CBSI3W, Takue Kak paguoBOSiHbl MU MHdpakpacHbie BomnHbI». O6buHO Becnpo-
BOAHbIE CETU UCMOMb3YIOT AN peanu3aumm CBA3HOCTU, 3KBUBANEHTHON ToW, 1To obecneunBaeTcs B JIBC, M no3ToMy ux
TaKke HasbiBaloT «6ecnpoBoAHON NoKanbHOW BeluMcnuTensHON ceTbio» (WLAN). OCHOBHLIE UCNONb3yeMble TEXHOMNOMM
craHpaptmanpoBansl B IEEE 802.11 n Bluetooth. CnegyeTt nog4epkHyTh, 4TO 6€CNpoBOAHbIE CETU COCTABMNSAIOT KATETOPUIO
ceTen, OTNWYHYIO OT paguoceTel, Takux kak GSM, 3G n OBY, Tak kak paanoceT UCNomnb3yloT aHTEHHbIE MaYThl Ars nepe-
Aa4qmn (cm. A4). Kpome Toro, paccmarpueasi 6ecnpoeogHble ceTu, cneayeT NpUHMMaTh B pacyeT UHpakpacHble coeguHe-
HUA unu nobor apyron BUA, COSAMHEHWIA, NoaaepXuBatowmx 6ecnpoBogHble ceTu.

WLAN nogeepxeHbl BCEM ySI3BUMOCTSIM NpoBoaHbix JIBC 1, BA06aBOK, OT HEKOTOPLIX 0COOLIX YSI3BUMOCTEN, CBSI-
3aHHbIX C XapakrepucTukamm 6ecnpoBofHom CBA3N. [iNA pacCMOTPEHUS 3TUX AONONHUTENBHBIX YSI3BUMOCTEN Bbinu pa3pa-
60TaHbl HekoTopble cneundnieckue TEXHONOTUM (FNaBHbIM 06Pa30M OCHOBaHHbLIE Ha WMPOBaHUM), XOTs1 y Bonee paHHUX
BepCcUin 3TUX TexHonommi (Hanpumep, WEP) umenuce cnabble mecta B apxuTekType, U Mo3TOMy OHM HE OTBEYanu oxuaa-
HUSAM B OTHOLLIEHUM TPpeBOBaHUI KOHUAEHUNANBHOCTHY.

A.3.2 Puckn 6esonacHocTHn

OcHoBHble pyucky 6e30nacHOCTU, MMetoLMne OTHOLWEHWe K ucnonbaoeanuio WLAN, BknioyaioT B cebs pucku, CBsi-
38HHbIE C:

- NOACIYLIMBAHUEM;

- HECaHKLUMOHMPOBAaHHbLIM JOCTYIOM;

- B3aVMHbIMW U NpeAHaMEPEHHbIMU NOMEXaMK;

- HeMpaBWbHOW KOHMUrypauven;

- OTKITKOYEHUEM MO yMonYaHuto 6e3onacHoro pexuwma gocryna;

- HeBe3onacHbIMM NPOTOKONaMU LWNPOBaHUS;

- He6Ge3onacHbIMU NPOTOKONaMU YNpaBneHusi, CronbayembiMu ansa ynpasnenma WLAN;

- He BCerga CyWwecTBYIOLWEN BO3MOXHOCTBIO naeHTudmnumposats nonssosarenen WLAN;

- HEUCMNpPaBHbIMK YCTPONCTBaMU (HanprvMep, B TOYKax 4oCcTyna).

A.3.3 Mephbl 1 cpeacTBa KOHTPONSA M ynpaBreHns 6e30nacHOCTbIO

Mepbl 1 cpegcTBa KOHTPONS U ynpasnexus, Heobxognmble ans WLAN, moryT BkniovaTe B cebs:

- KOHDUIYPUPOBaHWE MHPPACTPYKTYpPbl C COOTBETCTBYIOLLMMY TEXHUYECKUMMN Mepamm Be3onacHoCTH (Bkniovasl, Ha-
npumep, opraHusaumio mexceTteson 3awutsl WLAN OT kopnopaTvBHOW MHGPACTPYKTYpPbI);

- lWnbpoBaHne CBA3N U AaHHbIX Npy 0BMeHe, Hanpymep, NyTeM peanuaaumm BUPTYarnbHOW YacTHOW CETU Ha OCHOBE
IPsec yepes WLAN mexgdy KIMEeHTOM 1 MeXCeTeBbIM 3KPaHOM NepumeTpa;

- paccMOTpeHve Bonpoca noBbilweHust GesonacHocTun kaxgoro yetporictea WLAN nyTem KoHUryprpoBaHus nepco-
HarbHbIX MEXCeTeBbIX 3KPaHOB, NPOrPaMMHbIX CPEACTB OBHAPYXEeHUsI BTOPXKEHWI U 3alUThI OT BPEAOHOCHOM Nporpammei
(BKMOYA@A aHTUBUPYChI), YCTAHOBMNEHHBIX HA KIMEHTCKOM YCTpOCTBE;

- UCMONb30BaHMe ayTeHTudnkaumy;

- KOHTPOIb YPOBHS NepeaaBaemoro curHana ans UCKINYeHUsl pacnpocTpaHeHus 3a npegens! husnyveckon Teppu-
TOPpWN OpraHn3auuu;

- KOHPUrypupoBaHu1e NpocToro NpoTokona ceteBoro ynpaenexnus (SNMP) gocTynom Toneko Ans YTeHus;

- ¢bop 1 aHanu3 XypHanoB perucrpauuy ¢ Luenbio o6HapyxeHus no6oro NCKaXKeHUs U HeCaHKLMOHMPOBAHHOTO
MCMNOMNb30BaHWS;

- ynpasreHne ceTbio No AONONHUTENBHOMY WNMPOBAHHOMY KaHany, Hanpumep, ¢ ucnonb3osaHmem SSH;

- NoAaepxKy hmandeckon 6eaonacHocTn Tovek 6ecnpoBOgHOIO AOCTYNa;

- MNOBbIWEHNE MPOYHOCTU NOGLIX CETEBLIX 31EMEHTOB;

- TECTUPOBaHNE CUCTEMbI;

- paccMOTpeHVe WCNOrNb30BaHWsi CUCTEMbl ODHapyXeHWs1 BTOPXEHUI Mexdy KoprnopaTuBHOM u BecrnpoeogHom
ceTblo.

A.4 PagnoceTtn

A.4.1 BBogHasa nHdopmaumnsna

PagvoceTn onpedensioT kak «ceTu, UCMONb3yoLMe pagMoBOHbl B Ka4YeCcTBe CpeacTBa CBS3W AJ1sl OXBaTa reorpa-
thnyeckm o6WIMPHBIX o6nacTen». TUNMYHBEIMY NPUMEpaMn paguoceTel SIBMNSIOTCA CeTU COTOBOW CBSI3U, UCMOIb3YIoLWME Ta-
Kue TexHonorum, kak GSM unn UMTS, u npegocTtaensiowme obweaocTynHble CepBUCH Nepeaaqm peyn U gaHHbIX.

40



rocT P UICO/MIK 27033-1—2011

CnegyeT nog4epKHyTb, YTO CETU, UCMONb3YIOWUe PaaNoBOIHBI AN OXBaTa HeGonbLwKx obnacTen, cCUMTaloT OTHOCS-
LMMUCH K APYrov KaTteropuv u npueegeHsl B A.3.

K paguoceTsaM, HanpymMmep, OTHOCATCS:

- TETRA;

- GSM;

- 3G (Bknovan UMTS);

- GPRS;

- CDPD;

- CDMA.

A.4.2 Pnckmn GesonacHocTyn

OcHoBHble pUckM 6e30MacHOCTU, UMEIoLLE OTHOLEHWUE K NCMOMNb30BaHUIO paanoceTel, B LernoM BKIOHaoT PUCKHK,
CBfi3aHHbIE C:

- NOACNYLWMBaHNEM;

- MepexBaToM CeaHca CBA3M;

- NpeacTaeneHneM cebsi ApyrviM nuuomM;

- Yrpo3amMu NpuKIagHoro ypoBHS, HAaNPUMep, MOLEHHUYECTBOM,;

- OTKa30M B 06CnyXnBaHuw.

Pwvckn 6esonacHocTu, umetowmne oTHolweHne K GSM, BknovaloT B cebsi pUCKM, CBSI3aHHble C TeM DaKTOM, HTO:

- Comp128-1 u anropuTtmbl A5/X siBnATCA cnabbiMu;

MpwMeyaHune— 3anateHTOBaHHbI anropuTM, NepBoOHaYanbHO UCMoNb30Banca no ymonyanuio 8 SIM-kaprax.

- GSM wudppoBaHmne, kak NpaBuIo, 06bIHHO OTKIIOHEHO;

- KnoHupoBanue SIM-kapT SBNsieTCs peanbHOCTbIO.

Puckn 6esonacHocTu, nmetowme oTHolWeHWe K 3G, BKovatoT B cebst pUCKK TOrO, YTO:

- TenedoHbl ysI3BUMbI 45151 SNEKTPOHHBIX aTak, BKNoYasn BHeCeHMe BpeAOHOCHON NPOorpamMmel, Hanpumep, BUPYCOB;

- BO3MOXHOCTM aTaK BbICOKM, TaK KaK TernegoHbl 3a4acTyto BKITIOYEHbI;

- ycnyrm MoryT cTaTe 06beKTaMu NoACNyLWMBaHUS;

- B pagmoceTsx MoryT GbiTb NpegHaMepeHHbIe NOMEXH;

- BO3MOXHO BBEEHUE NOXHbIX 6a30BbIX CTaHLUWK;

- W03kl MOMYT NOABEPratbCsl HeCaHKLMOHMPOBaHHOMY JOCTYNY;

- YCnyry MOryT NoABepraTbCsa atakam 1 HECaHKLMOHMPOBAHHOMY AOCTyny Yepes UHTepHeT;

- BO3MOXHO BHECEHVe Cnama;

- CUCTEMbI YMPABNEHUsA MOTyT NOABEPraThCs HECAaHKLMOHMPOBAHHOMY A0CTyNny Yepe3 RAS;

- yCnyru MOryT nogBepratbCcs atakam NocpeiCcTBOM MOTEPSIHHOIO UNW NOXULLEHHOTO 060pYAOBaHUS UHXEHEp-
HO-TEXHUYECKOM MOMOLLYU, BKITIOYAA NOPTATUBHbIE KOMIMBIOTEPHI.

UMTS sBnsieTCs OCHOBHbBIM NMpeacTaBuTenem rmobansHoro ceMencTea TEXHONOMMIi MOOGUINBHON CBSI3N TPETHLEro
nokonexus (3G) n NpegoCcTaBnsAeT CYLWeCTBEHHbIE BO3MOXHOCTU LWMPOKONONOCHOK NepeaaYm U NponyckKHOU cnoco6-
HOCTW ONSA NOAdepXKW nepedadv 4aHHbIX U peun bonbwomy ynucny knventoB. UMTS ucnonb3yeTt HecyLlylo nonocy
yacToT 5 MMy ANA AOCTUXEHWS 3HAYMTeNbHO Bonee BbICOKMX CKOPOCTEN Nepedadm AaHHbIX M YBEIIMUEHUS! NPOINMYCKHON
cnocobHocTh, o6ecnevnBas oNnTMManbLHOE NCMONb30BaHUE PaanopecypcoB, 0COBEHHO Ansl ONepaTopoB C LWMPOKUMK
CMEXHbIMM y4acTkaMm crnekTpa, o6bluHO 0T 2 x 10 go 2 x20 MI'y, ANA CHUXEHMA pacxoaoB Ha pa3sepToiBaHue 3G ce-
Tew. MNakeTHan pagmocessb 06wero HasHaveHusa (GPRS) siBnsieTcs CyWweCcTBEHHbBIM WaroM Bnepes K ceTsam Mobunb-
HOW CBA3M TPETBLEro NOKOMEHUS, ynydwas gyHKLMoHanbHble BO3MoxXHocT GSM-cetn. GPRS — aTo cneundwmkaums
nepegayu gaHHelx B GSM-ceTsx, gatwoLasi BO3MOXHOCTb cyuecTBoBaHns B GSM-uHpacTpykType u nakeTHoro Tpa-
tuka n Tpaduka c kommyTaumen kaHanos. GPRS ncnoneayet go Bocbmu 9,05 Kéut unm 13,4 Kout TDMA TanmcnoTos
¢ obwel nponyckHon cnocobHocTbio 72,4 unn 107,2 Kéut. GPRS nogaepxueatoT npotokonsl TCP/IP n X.25,
GSM-ceTn ¢ TexHonornen EDGE, moryTt peanusoBbiBate EGPRS — ynyuweHnHyto Bepcuio GPRS, koTopas yeenuiu-
BaeT NPONYCKHYK cnocoBHOCTb Kaxagoro TavMmcnota 4o 60 Kéut. GPRS aenaeT BO3MOXHbIM «MOCTOSIHHO BKITIOYEH-
Hoe» MIHTepHeT-coeanmHeHune, sIBNsioweecsl NnoTeHumaneHon npobnemon G6esonacHocTn. GPRS-npoBangep 06bIYHO
cTapaeTcs NOBbICUTL 6€30MacHOCTb CBA3K, 00ecneunBas MexXceTeBON akpaH mexay GPRS-ceTbio u IHTepHETOM, HO
obecneyeHne MexceTeBoro aKkpaHa foMmKHO GbiTb CKOHPUIypUpoBaHo Tak, UTo6bl caenatb BO3MOXHON paboTy gonyc-
TMMbIX CEPBUCOR, W, CNIe0BaTENbHO, BO3MOXHOCTb MCMNONMb30BaHUS CTOPOHHVMMY OpraHu3aLmvsiMu.

CortoBas undposas nepegadqa naketos gaHHbiX (CDPD) npeactaensieT cobon cneumdukauuio ansi nogaepxkm 6ec-
NPOBOAHOro goctyna Kk HTepHeTy u apyrm obweA0CTyNHbIM CETSIM C KOMMYTaUKen NakeToB Yepes3 COTOBble TenedoH-
Hble ceTn. CDPD nopgaepxveaet TCP/IP n CLNP. CDPD ucnonbayeTt notouHbivi wndp RC4 ¢ 40-6uToBbIMU KMtouamu s
wudpposarHmsa. CDPD onpegeneHa B ctangapte 1S—732. Anropntm He SIBNSETCH CTOMKMM M MOXeT ObiTb gelungpoBaH
MeTodoMm rpyboro npsimoro nogbopa.

CDMA — thopma pacluMpeHHoro crnekTpa — sIBNAETCS CEMENCTBOM METOAO0B LMMPOBOW CBSI3U, KOTOPbLIA NCMOIb-
30BascA B Te4eHne MHormx rnet. OCHOBHbLIM MPUHLMUMOM PacLUMPEHHOrO CrekTpa sIBMSIeTCHA UCMNONMb3oBaHUe WyMonoao6-
HbIX HECYLLMX YACTOT, MMEIOLLMX ropasao 6OMbLYIC LWMPHHY MOMOCH! NPOMyCKaHWs!, YeM TpeByeTcs AN MPOCcTON MPsIMOi
CBS131 MPY OQHON M TOW XXe CKOPOCTM Nepefaymn AaHHbIX. TexHonorus Ludposoro koanposaHus nossonsieT CDMA npeay-

41



roCT P MICO/M3K 27033-1—2011

npexaaTb HAMePEHHOE UMK cnyyanHoe nogcnywyvieanue. TexHonornsa CDMA pa3brBaeT 3BYK Ha «KYCOYKU», Mpoxoasiiume
Mo paclwmpeHHOMY cnekTpy YactoT. Kaxablil «Kycodek» pasroBopa (Unv AaHHbIX) uaeHTuduumpyeTtcs no umdposomy
Koy, nasectHomy Torbko CDMA-TenedoHy u 6a3oBon cTaHUumn. 3To 03HaYaeT, YTO PaKTUHECKM HUKAKOe APYroe yCTpow-
CTBO HE MOXET NPWHSITb 3BOHOK. Hannume MUNNMOHOB KOAOBLIX KOMBUHALMI, OCTYMHLIX AN noboro 3BoHka, obecnevu-
BaeT 3awWmTy OT NOACMNYLWMBAHUS.

A.4.3 Mepbl 1 cpeacTBa KOHTPONSA W ynpaBreHns 6e30nacHoOCTbIO

CyliecTByeT psifi TEXHUYECKUX Mep U CPedCcTB KOHTPONS W ynpaeneHus 6e30NacHOCTbIO A5 OCYLECTBIeHNsA Me-
HeKMEHTa PUCKOB pagnoceTen oT MAeHTUMNLUNPOBAHHBIX YIPo3, BKIOYas:

- HAAEXHYI0 ayTeHTNdMKaLmnio;

- WndpoBaHre ¢ 3pHEKTUBHBIMU ANFOPUTMaMu;

- 3almMLLeHHble 6a30Bble CTaHLMK;

- MEXCETEBbIE 3KPaHbI;

- 3aWUTY OT BPEAOHOCHOW NporpaMmbl (BUPYChl, «TPOSIHCKUE KOHU» U T. A.);

- aHTMcnam.

A.5 LUnpokononocHsbie cetn

A.5.1 BBogHasa nHdopmaumnsa

LLInpokononocHble ceTn MOryT 6paTbe Ha4ano OT rpynnbl TEXHOMOMIA, NO3BONSAOLWMX MHAUBUAYANbHBIM abOHEeHTam
OCYLLECTBISTb BbICOKOCKOPOCTHOW AOCTYN K TOYKe Hanuuns MHTepHeT. LUnpokononocHsle TexHONOMM BKo4aioT B cebs,
Hanpumep:

3G;

kabenbHy (onTuYeckyto, KoakcuanbHyo);

CMYTHWKOBY!O;

xDSL;

FiOS;

BPL;

FTTH.

Uto kacaeTcsa xDSL, cywecTByioT aa 0CHOBHbIX BUAa: ADSL, ckopocTk NOTOKa KOTOPOro OT NONb30BaTeNs HUXe (OT
4YeTBEPTU A0 NOMOBUHbLI CKOPOCTU NOTOKA K Nonb3oeatento) u SDSL, ckopocTu NOTOKOB B KOTOPLIX B 060MX HAaNpaBneHusix
0AVHaKoBbl. B no6om criyvae ckopocTb NOTOKA K Nofb3oBaTternto obbiuHo coctaensiet ot 128 Kéut/c no 2—8 Méur/c, B 3a-
BUCMMOCTHM OT npoaykTa. KabensHasa n cnyTHUKOBasA TEXHOIOMMM TaKke MMEIOT CXOAHbIE BUAbI NPOAYKTA.

OCHOBHblE NMPUYMHBI BbIGOpa LUIMPOKOMONMOCHBLIX TEXHOMOMMIN 3aKMIYaKOTCA B TOM, YTO OHU SBMSIOTCA BbICOKOCKO-
POCTHBIMW TEXHOMNOIMAMM MOCTOSIHHOTO NOAKIIOYEHUS], KOTOPLIE AeWeBNe TPagNLUOHHBIX CUCTEM CBA3W U MOTYT noaaep-
XMBaTb Npunoxenusi, Tpebylowme Wnpokol nonocsl nponyckanus (Hanpumep, HDTV tpebyet 15—20 M6 npu Tekywen
KoMnpeccum). Bce TexHonornm genaT BO3MOXHbIM A0CTyn K MHTEpHETY U, cnegoeaTtenbHO, AEUCTBYIOT TONBKO B grana-
30He OT nTepHeTa Ao nomeweHuin aboHeHTa. Mcnonb3osaHne UHTepHeTa B Ka4eCcTBe YHUBEPCANbHOIO TPAHCMOPTHOIO
cpefcTBa CBSi3u no3BonsieT 6bICTPO U AelleBO OpraHM30BLIBaTh CBA3b, BO3MOXHO, C PasBepTeiBaHUEM BUPTYanbHON YacT-
HOV ceTn Ansa 6e30nacHbIX NTMHUIA CBSI3U.

A_5.2 Puckn 6e3onacHocTn

LLinpokononocHas CBsid3b — 3TO NPOCTO BbLICOKOCKOPOCTHAA NIUHUS CBSI3W «MOCTOAHHOTO NOAKNIOHEHNA» Mexay abo-
HEHTOM 1 MHTepHeToM. OTn cBOMCTBa obrervaioT xakepy 3agaqy NOAKITIOYEHMs K LIMPOKONOMNOCHOW cucteme cBsian. K
OCHOBHbIM puckam 6e30NMacHOCTH, MEIOLLUM OTHOLLEHUE K UCMONb30BaHNIO LLMPOKOMONOCHBIX CETEN, OTHOCSITCH PUCKM,
CBSI3aHHbIE C:

- packpbiTuem, moavdmkaumein unu yaaneHnem nhdopmauum B pesyrnbrare HeCAHKUMOHUPOBAHHOTO yAaneHHOro
AocTyna;

- pacnpocTpaHeHNeM BPEAOHOCHON Nporpammbi;

- NnpuemomM/nepeaaqen 1 BbINONHEHNEM HECAHKLIMOHUPOBaHHBIX NPOrpamm;

- Kpaxxen naeHTUUKaTopos;

- HENpaBWUITbHbIM KOH(UIYPUPOBaHUEM CUCTEM KIUEHTA;

- BHECEHMEM MPOTrPaMMHbIX YSI3BUMOCTEWN;

- Neperpy3kom ceTy;

- OTKa3oM B 06CnyxXuBaHun.

A_5.3 Mepbl 1 cpeacTBa KOHTPONA U ynpaBneHnsa 6e3o0nacHOCTbIO

CyuiecTByeT psify, TEXHUUECKUX MEep WU CPEeACTB KOHTPOIS M ynpasneHusi 6e30nacHOCTbIO AN OCYLECTBIIEHUA Me-
HEXKMEHTA PUCKOB LLUMPOKOINONIOCHOM CBS3N OT UAEHTUULIMPOBAHHbLIX Yrpo3, KOTOpble MOTyT BKIloYaThb B cebsi:

- MEXCEeTEBbIE 3KpaHbl 4s1 manoro ocduca/gomaluHero oguca;

- WnppoBaHNe AaHHbIX;

- NporpaMMHble CpeACcTBa 3alUUTbLI OT BPeJOHOCHOW NporpaMmsl (BKIioyasi aHTUBUPYCb);

- CUCTEMbI OGHapYKEHUS BTOPXKEHUIA, BKITIOYAs CUCTEMBI NpeaynpeXaeHUsi BTOPXKEHUM;

- BUPTyaribHble YacTHbIe CETH;

- 06HOBIEHNE Bepcui /OCyLLECTBIIEHME UCTIPABINEHUIA NPOrpaMMHOro obecneyeHust.
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A.6 Winio3L1 6e3onacHocTn

A.6.1 BeogHana nHdopmauus

CoOTBETCTBYIOLMIA MEXaHW3M LWITo3a Ge3onacHoCTN 4omkeH obecneumBarh 3alMTy BHYTPEHHUX CUCTEM OpraHn3a-
LMK 1 ocyLecTBNsITb 6e3onacHble ynpaBneHne u KOHTPOSb NPOXOASILLLEro Yepe3 Hero Tpadvka B COOTBETCTBUM C AOKYMEH-
TanbHO ogdropmneHHON NONMTUKON JOCTYyNa K cepeucy Wwnto3a 6esonacHocTy (cM. A.6.3).

A.6.2 Puckun 6esonacHocTHn

C KaxabIM AHeM Xakepbl NpeanpvHUMaloT Bce 6onee U3oLWwpeHHbIe NOMbITKY B3NoMa ceTel, UCNONb3yeMblX A4ns ue-
nen AeaTenbHOCTU OPraHM3auui, U B LEHTPE UX BHUMAHWUSA HaXxoasaTcs Wio3bl. [MonbITKM HeCaHKLMOHMPOBAHHOIO 4OCTYNa
MOTyT 6bITb 3NOHaMepeHHBIMKY, BeAyLMuMm, HanpumMep, kK DoS atake; atakm MoryT BbITb HanpaeneHsl Ha 3anoynoTpebnexne
pecypcamu nnm nonyyeHue LeHHon nHpopmaumn. LWnio3sl 4OMKHbI 3alMLLATL OPraHM3aUmMIo OT TAKUX BTOPXXEHUN M3BHE,
Hanpumep, u3 MiutepHeTa nnm ceTen CTOPOHHEN opraHn3aunn. HekoHTponupyemoe, ucxogsiee n3 opraHu3auum nHagop-
MauUMOHHOE HaMnoMNHeHne, NPUBOAWT K NPaBOBbLIM NPpo6nemam 1 NoTeHUManbHoM NoTepe UHTENNeKTyansHon co6CTBEHHOC-
™. K Tomy e, no mepe Toro kak Bce 6ornblue opraHM3aumi ycTaHaenmBaioT CBsidb ¢ MHTepHeToM ana yaoeneTBOpeHUs
CBOMX OpraHU3auMOHHbIX NOTPebHOCTEN, OHN CTaNKUBAKOTCA ¢ HEOBXOAMMOCTBIO KOHTPONS AOCTYNa K HECOOTBETCTBYIO-
WMM UK HexxenaTtenbHeIM Beb-cantam. bes Takoro KOHTPONs opraHM3auumn pUCKYIOT CTaTb HENPOAYKTUBHLIMU, NoABEpP-
rHYTbCS1 HENPUSITHOCTSIM U HENPAaBUITBHO pacnpeaennTh NPONYCKHYIO CMOCOBHOCTL M3-3a HEMPOAYKTUBHOTO «BnyxaaHus»
no Be6-cantam. Takum o6pasom, Tpebylolume paccmMOTPEeHUsI OCHOBHbIE pUCkM Ge3onacHocTy BkNoYaloT B ceba pucku,
CBSi3aHHbIE C:

- BO3MOXHOCTbIO HEJOCTYNHOCTU COEAVNHEHNS C BHELWHUM MUPOM,;

- NOBPEXAEHNEM [AAHHBIX;

- HECAHKLUUOHMPOBaHHbLIM PacKpbiTUEM, KOTOPOMY MOTYT NOABEPIHYTHCS LiEHHbIE aKTUBbLI OpraHu3auuu;

- pasmMelleHneM AaHHbIX Ha BeD-calTax unu nepegaqen x uHoiM crocobom 6e3 Hagnexawmx NONHOMOYMI, NPUBO-
OsILWMM K NPaBoBbIM npobriemam (Hanpumep, MHcangepckas TOproers).

A.6.3 Mephbl 1 cpeacTBa KOHTPONA W ynpaBneHna 6e30nacHoOCTbIO

Llinto3 6e30nacHOCTY JOMKEH:

- pasgensitb Nornyeckne ceTu;

- BbIMOJHSATL (PYHKLMKW OrPaHUYEHns U aHann3a HOpMaLmmn, NPOXoAsiLLEN MEXY NOTMHEeCKUMU CeTAMM;

- NoNb30BaThCSH OpraHM3auuen B Ka4ecTBe CPeAcTBa KOHTPONS AOCTyNa K Hcpopmaumm, NOCTynaiowen B CeTb opra-
HU3aUMM U BbIXOOSLWEN N3 HEE;

- obecneynBaTe HanMyve egUHCTBEHHOW KOHTPONUPYEMOW U YNPaBnsieMol TOYKM BXOAA B CETb;

- OCYLLECTBNSATE NONUTUKY 6830NnacHOCTM opraHu3aumun OTHOCUTENBHO CETEBbIX COEAUHEHMWIA;

- obecneuvnBaTh HanvM4Me eaUHCTBEHHOIM TOYKM PEMMCTPaUUK AaHHbIX.

Onsa kaxgoro wno3a 6e3onacHoCTW AOIKeH 6bITh paspaboTaH oTAenbHbIN AOKYMEHT, KacaloWmWACs nonuTukm (Ge-
30MacHOCTU) JOCTyna K ycrnyram, u ero TpeboBaHns AOMKHbI BEINONHATLCS, YTOOLI 06eCcneunTb NPoxXoXaeHUe TONbKO CaH-
KLMOHMPOBAHHOIO Tpadmka. OTOT AOKYMEHT JOMKeH cogepxaTtb Habop npaBun, KOTOPbIE AOMKHbI MPUMEHSITBCS K LU03Y
M KoHMrypaumm wnio3a. JonxHa cywecTtBoBaTh BO3MOXHOCTb MO OTAENBLHOCTU ONpeAensiTh pa3pelleHHble COeqUHEeHNs!
COrnacHo NPOTOKOMY CBA3U U Apyrum aeTtansam. Takum obpas3om, Ana obecneveHnsi yBepeHHOCTU B TOM, UTO TOJBLKO CaH-
KUMOHMPOBaHHbIE NONb3oBaTENU U TpadmK NONy4alT pa3pelleHne Ha JOCTYN K COEAMHEHUSIM TS nepefiayun JaHHbIX, B
nonuTyKe, rae AoMXKHbI 66ITh onpeaerneHsl n NOAPO6HO 3ahMKCMPOBaHbI OrpaHUYEeHUs U NPaBUIa, NPUMEHsIEMbIe K Tpadu-
Ky, BXOOSLLEMY B W03 68630NacHOCTM M NCXOQSLLEMY U3 HETO, a TAKKe NapameTpbl YNpaerneHusi u koHdurypaumm.

Ana ecex wnio3oe 6e3onacHOCTU HEO6XOAUMO MONHOCTLIO UCMONb30BaTh AOCTYINHbIE CPEACTBA naeHTUdUKaLUUK n
ayTeHTudurKaumm, NOrM4ecKoro KOHTpons goctyna v ayauTa. Kpome Toro, oHM IoMnKHbI peryrnsipHo NpoBepsITbCH Ha Hanu-
YMe HeCaAHKUMOHUPOBAHHLIX NPOrPaMMHbIX CPEACTB U (MNWN) AaHHBIX, a NpY X O6GHaPYXEeHUN OIKHbI COCTaBNATLCS OTHe-
Tbl 06 MHUMAEHTaX B COOTBETCTBMU CO CXEMON MEHEPKMEHTA UHLUMAEHTOB MHOPMaLMOHHON 6e30MacHOCTY OpraHu3aumm
v (vnun) coobectea (cm. MICO/MIK 18044").

Cneayet NOAYEPKHYTL, HTO MNOAKIMIOHEHUE K CETU JAOMKHO OCYLLIECTBIIAITLCSH TONBLKO Nocre NPOBEPKY COOTBE TCTBUSA
BbiGpaHHOro wni3a 6esonacHocTn TpebGoBaHWsiM opraHn3aummn u (unu) coobliecTBa U BO3MOXHOCTU 6e3onacHoro me-
HEeO)KMEHTa BCEX PUCKOB OT nogobGHoro coeauHenmsi. [JomkHa oGecneumBaTbCs HEBO3MOXHOCTH 006xoaa wnwo3a
6e3onacHoCTH.

Xopowum NpumMepom Lwnio3a 6e30nacHOCTY ABNSAETCA MEXCETEBOM 3KpaH. MexceTeBble 3KpaHbl 06bIMHO AOMKHbI
obnapartb COOTBETCTBYIOLLEN CTENEHBIO JOBEPUS, COM3MEPUMOrO C OLIEHEHHBIM PUCKOM, U CTaHAapTHLIM HA6opoM NpaBun
ANs MEXCETEBOro 3KpaHa, 06bIMHO HAYMHAOLWWXCS € 3anpeLeHns noboro ocTyna K BHYyTPEHHUM U BHELLHWUM CETSM U J0-
GaensiowWmx onpegeneHHole TpeboBaHus ansa o6ecnevyeHns COOTBETCTBUS TONBKO HEOOXOOMMbIM KaHanam CBS3N.

Bonee noapobHasi nHdopmaumsa o wnwosax 6esonacHoctn npepcraeneHa B MCO/M3K 27033-4 (a Takke B
MCO/M3K 27002 n UICO/M3K 27005).

CnepyeT OTMETUTD, 4TO XOTsl acnekTbl ceTeBon 6e30NacHOCTU NepCoHarbHbIX MEXCETEBbIX 9KPAHOB (CNeLnanbHOro
Buza mexceTeBbix akpaHoB) B UICO/M3K 27033-4 He ob6cyxaaloTesi, OHM Takke nogrexaT paccMoTpeHuto. B otnvune ot
6OnNbLUMHCTBA LeHTparbHbIX MIMOLWAZ0K, 3AWUWEHHbIX CNeUManbHbIMU MEXCETEBbIMU 9KpaHaMK, yAarneHHble CUCTEMbI

" B tekcte UCO/M3IK 27033-1:2009 aaHbl cobinku Ha MCO/MIK 27035 — aTo oneyartka.
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MOTIYT He OnpaBAaTh Pacxofbl M YPOBEHb CrieLmanumcToB, obecneumBalowmx NoaaepKKy Takmx yCTporcTB. BmecTo cneun-
anbHbIX MEXCETEBbIX 9KPAHOB MOXET UCIMOIb30BaTLCH MNEPCOHANbHbIA MEXCETEBOW 3KPaH, KOHTPOIMPYIOLLMIA NOTOK WH-
cdhopmaLum B yaaneHHbIn KOMNbioTep (M MHoraa M3 Hero). AOMUHUCTPUPOBaHWE NpaeBun (NMONUTUK) MEXCETEBOIO aKpaHa
MOXeET yAaneHHO OCYLLEeCTBASTHCA NepPCoHanoM Ha LeHTpanbHOW nnowagke, ocBoboxpas yaaneHHoro nonb3oBarens
CUCTEMBI OT HEOBXOANMOCTU M3YyUYEeHUs1 TEXHUUECKON CTOPOHBI NPOLIECCa, HO €CNN 3TO HEBO3MOXHO, credyeT No3abotmTsb-
cs1 06 o6ecneveHun addpekTMBHON KoHUrypauum, oco6eHHO ecriv NepcoHarn Ha yaneHHow Nnowazke He MeeT cneuu-
anbHbIX 3HaHuN B cdhepe NT. HekoTopble nepcoHarbHbie MEXCETEBbIE 3KPaHbl TAKKe MOTYT OrpaHMYMBaTh CroCoBHOCTb
nepeaasaTbh CaHKLUMOHUPOBaHHbIE Nporpammbl (Aaxe 6MbnuoTekn) No cetn, orpaHNYMBasl BO3MOXHOCTb pacrnpocTpaHe-
HUA BPEAOHOCHOIO NPOrPamMmmMHOro cpeacTea.

A.7 BupTtyanbHbie 4acTHbIE CETH

A.7.1 BBogHasa vHdopmauunna

BupTyanbHble YacTHble ceTu NpeacTaensioT cobol YacTHble CeT, KOTopble peanu3yloTcsi Npy NOMoLm UHdpa-
CTPYKTYpbI cywecTByiowmx ceTer. C TOUKM 3peHusi Nonb30oBaTens, BUpTyarnbHble YacTHbIe ceTu (DYHKLUMOHUPYIOT KaK Yyac-
THblE CETU U NpeanaraioT aHaNoMyHbIe BbINONHsAeMble PYHKUMK 1 yenyrv. KoHkpeTHasi BUpTyanbHasi YacTHaA CeTb MOXET
WCNONb30BAaTLCA B PA3NUYHbIX CUTYaLMAX, TAKMX, HANPUMEp, Kak:

- peanusauuns yganeHHoro 4ocTyna K opraHusauum Ansi COTpyaHUKOB, KOTOPbIM NPUXOAMTCSI MHOMO NEpeMeLLaTbes
WU HaXoAsWMMUCA 3a NpeaenaMmm opraHn3auum;

- OCyLeCTBNEeHWE CBSA3N MeXAY Pa3fnuyHbIMK NIMOLAAKaMM OPraHM3aLmm, BKIio4as nbblToOuHbIE CBA3W Ans peanu-
3aUMn UHPACTPYKTYPbI BOCCTAHOBMEHUS;

- YCTaHOBIEHWE NOACOEANHEHNI K CETU OpraHn3aumnm Apyrmx opraHnsauuin/napTHEPOB NO OCHOBHOW AEATENbHOCTU.

Opyrumu cnoBamm, BUPTyarbHbIE YACTHLIE CETU NO3BONSAIOT ABYM KOMIMbIOTEPAM UMK CETAM 06MeHnBaTbLCA MHAOP-
mMauuen B Takon nepegatowen cpege kak MintepHeT. Takon obmeH paHee ocylecTensancs ¢ 6onswmumMmn 3atpatamm nyTem
MCMONb30BaHNS apeHdyeMbiX MMHUIA ¢ wudpatopamm B KaHane cBs3n. OHAKO C NOABMEHWEM BbICOKOCKOPOCTHBIX KaHa-
NoB ¢BA3N VIHTEpHET 1 NogxoasALWwero OKOHEYHOro 060pyA0BaHNS Ha KaKAOM KOHLE CETU NOABMNACh BO3MOXHOCTb yCTa-
HOBINEHWA HAJEXHbIX CBA3EW MEXAY y3NaMmmn CeTH C NOMOLLbIO BUPTYanbHbIX YacTHBLIX CETEN.

A.7.2 Pnckmn GesonacHocTyn

KntoueBbiM puckoM 6e3onacHoCTH, NPUCYLUMM Nepeaaye AaHHbIX B HE3AWWWEHHOW CeTH, SIBNAETCS PUCK, CBA3aH-
HbIA C KOHPMAEHUMANBHON MHAOpMaLmen, NOTEHUMANLHO AOCTYNHON ANS HECAHKUMOHWPOBAHHBIX CTOPOH, YTO MOXET
NPVBOANTBL K €€ HeCAHKLMOHMPOBAHHOMY PaCKpbITUIO U (MNn) n3meHeHuto. B gononHenne k puckam 6esonacHocTu, o6bid-
HO CBSI3aHHbIM C NOKanbHbIMK 1 rnobanbHeIMK ceTamu (cM. A.1 1 A.2 COOTBETCTBEHHO), TUNWUUHBIE pUCKN Ge3onacHOCTH,
MMEILLUE OTHOLLEHUE K BUPTYaribHbIM YaCTHbLIM CETsIM, BKINIOYAIOT B ce0si pUCKkK, CBSI3aHHbIE C:

- HebesonacHow peanuaauuei B pesynbrare:

He npoleawero TecTupoBaHne unu gedektHoro Habopa wudpos,

cnaboro COBMECTHO UCMOSb3yeMOoro Nnaporsi, KOTOpbIA MOXET ObITb MNerko pasragaH,
HeyBepeHHOCTU B 6e30nacHOCTU yaaneHHoro KIMeHTa,

HeYBEPEeHHOCTY B ayTeHTUdMKaLUM Nonb3oBaTenewy;

- HeYyBEepEeHHOCThLIo B 6e30MacHOCTU OCHOBHOIO NpoBaiiepa ycnyr;

- MNoXuM (PYHKLUOHMPOBAHMEM WUITU JOCTYNHOCTBIO CEPBUCA;

- HECOOTBETCTBMEM HOPMATUBHLIM U 3aKOHOAATENbHbLIM TPeBOBaHUSAM, NPEAbSBIISEMbIM K MPUMEHEHUIO Lndpo-
BaHUsl B HEKOTOPbIX CTpaHax.

A_7.3 Mepbl 1 cpeacTBa KOHTPONA U ynpaBneHna 6e3onacHOCTbIO

Ins peanu3aummn yHKUMOHANBHBLIX BO3MOXHOCTEN 6e30MacHOCTU 1 YCIyr B BUPTYaribHbIX YaCTHbIX CETSX 06bIYHO
MCNOnb3yloTes KpUnTorpaduyeckme TeXHONormmM 1 (Mnu) NPOTOKONbI NPUIOXEHUA, OCOBEHHO €Crn CeTb, Ha KOTOPOW Mo-
CTpoeHa BUpTyaribHasi YacTHasi CeTb, siBrnsieTest obwenocTynHom ceTolo (Hanpumep, MHTepheT). B 6onbluvHCTBE criyyaes
peanu3auum Ans obecneveHnss KOHPUAEHUNANBHOCTY KaHAarbl CBSI3U MEXY y4acTHUKaMu WudpyloT, a aAnsi noaATBepXxae-
HUS1 UAEHTUYHOCTU CUCTEM, MOAKITIOYEHHBIX K BUPTYalbHOW YacTHOW CETW, UCTONb3YIOT NPOTOKOMbl ayTeHTudUKaumm.
O6bI1vHO 3almdpoBaHHasi MHoOpMaLMs NPOXoAUT No 6e30MacHOMY « TYHHETTIO», KOTOPbLIN COEANHSETCS CO LLUMIO30M opra-
HU3aumK, C COXpaHeHUEM KOHDUAEHLMANBHOCTU U LENOCTHOCTU 3TON MHpopmaumn. 3aTtem w3 naeHtnduumpyeT yaa-
JNIEHHOro Mornb30BaTens U aenaet BO3MOXHBIM €0 [IOCTYN TOMNbKO K TOW WHGOpMaUWKM, KOTOPYIO OH YMONHOMOUEH
nony4nThb.

Takum o6pa3om, BUpTyarnbHasi YacTHasi ceTb npeacraBnsieT cobor MexaHu3M, OCHOBaHHbIM HA TYHHENUPOBaHUN
npoTokona — o6paboTke 0gHOIo NOHOIo NPOTOKONA (KITMEHTCKOIO NPOTOKOSA) KaK NPOCTOro NoToka GUToB, N Ha 3aKnio-
YeHWUM ero B APYroW NPOTOKOI (MPOTOKON HecyLwern YacToTbl). O6bIYHO NPOTOKON HECYLEel YacToThl BUPTYarnbHON YacTHON
ceTn obecneunBaeTt 6e3onacHoCTb (KOHOUAEHUMANBHOCTL U LENOCTHOCTB) KITMEHTCKOro npotokona(o). MNpu paccmoTpe-
HUM UCNONb30BaHUSI BUPTYarbHOWM YaCcTHOW CETU crielyeT YUUTbIBaTb credylowme acnekrbl apXMTEKTYpbI:

- 6e30MacHOCTb KOHEUYHOW TOYKY;

- Be3onacHOCTb 3aBepLUEHUSs;

- 3alWmTa OT BpEAOHOCHOTO NPOrpaMmMHOro CpeAICcTBa;

- cTporasi ayTeHTudmKaLms;

- o6HapyXeHue BTOPXEHUM;
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- wrto3bl 6e3onacHoCcTy (BKNOHan MexceTeBble SKpaHbl);

- WnppoBaHne JaHHbIX;

- NPOEKTUPOBaHNE CEeTY;

- Apyras BO3MOXHOCTb COeANHEHWS;

- pasgenbHoe TYHHenMpoBaHue;

- BEAEHWE KOHTPOIbHbIX XXYPHaNoOB U MOHUTOPWHI CeTH;

- TEXHUHYECKUI MEHEOXKMEHT YA3BUMOCTEN.

Bonee nogpobHasi HhopMaumsa 0 BUPTyanbHbIX YaCTHbIX CETSIX, BKIOYas Kaxablvi U3 NPUBEAEHHbIX BbiLLE acnek-
TOB apXuTeKTypsbl, NpeactaeneHa B NCO/M3K 27033-5.

A.8 Cetn TenecoHHOM cBA3N

A.8.1 BeogHas nHdopmaumnna

Ha cerogHAWHWI geHb umetoTes yupexaeHdeckre ATC ¢ ucxogsien n BXodsilen CBs3blo, nogaepxveaiollme Tpa-
AVUMOHHYIO KaHarbHY'0 TenedoHUIo, COeaNHEHHYH0 C TenedOHHOM KOMMYTUPYEMON CEThbIo 006LWero nonb3osaHus. MHdop-
Mauusi ans Hanagky Bbl3oBa NPOXOAUT Mexay Humu, ucnonb3dyst DPNSS (NpoMmblwneHHbI CTaHAaPTHBIN MHTepdeic
mexay yupexaeHdeckor ATC ¢ ucxogsLen n BXoasiuen CBA3bio U ceTbio goctyna). Lindpoeas curHanbHasn cucrema yac-
THBIX CETel pacnpocTpaHsieT BOAMOXHOCTH, KOTOpPbIe 0BbIMHO AOCTYMHbI TONBKO Mexdy aboHEHTCKUMK 406aBOYHLIMMY Te-
NedOoHHbIMU HOMEpaMK eaMHCTBEHHON yupexaeHueckor ATC ¢ ncxogsiwen n Bxogsiweln CBsA3blo, Ha Bce aboHeHTCckue
fobaeouHble TenedoHHbIe HoMepa yupexaeH4eckux ATC ¢ ncxoasiLel n BXoasiel CBS3bio, CO8ANHEHHbIX APYT C APYrom
B YacTHoM ceTn. OgHako HeCKOMBKO NeT Hasad napannenbHO ¢ LMGPOBOI CUTHaNbHOM CUCTEMON YaCTHBIX ceTel Bbin pas-
paboTaH HOBLIV NPOTOKON Nepedayn uHpopmaummn mexay yypexgeHdyeckmmmu ATC ¢ ncxogsiwer u BXxogsilei CBa3bio, a
Takke Mexay y4dpexgeHdyeckon ATC ¢ ucxogsilen u Bxoasien cBsA3bio 1 TenedOHHOW KOMMYTUPYEMOI ceTbio obLiero
Nnonb3oBaHWsA. HOBbIV NPOTOKON CBSI3aH C apXMTEKTYPOW A YACTHbIX LMAPOBLIX CETEN CBA3U C KOMNIMEKCHbIMU YCnyra-
MU 1 MPOTOKOIOM MEXCTaHLMOHHONM nepega4un CUrHamnoB, OCHOBaHHbIM Ha KOHLEeNnuusix undpoBOn CeTu CBSI3U C KOM-
NNEKCHbIMU YCrnyramu, onpegeneHHbix B pekoMeHgaumsx [TU—T. 3ToT MEXCTaHUMOHHBIA MPOTOKON, OCHOBaHHBIN Ha
pekomengauum ITU—T Q.931, naeecteH kak QSIG. MpoTokonsl Nepegayn CUrHanoB CUMTANMUCh HAAEXHBIMU U PaHee He
Bbl3bIBaNM HUKakMX Npobrem B o6nactu 6e3onacHOCTH, 04HaKO NOSIBUICS psg pUCKoB 6e30nacHOCTH, CBSA3aHHbIX C Tpa-
AVLUMOHHBIMY TeNedOHHBIMKM CUucTeMamm yupexgeHdecknx ATC n ncxogsien n BXoaswen CBasbio.

A.8.2 Puckmn 6e3onacHoOCTH

Punckn 6e3onacHocTu, metoLme OTHOLWEHKE K TpaguLUMOHHONM TenedoHnn, BKNioYaioT B cebs1 puckuy, cBA3aHHbIE C:

- OTCYTCTBMEM MEP U CPEACTB KOHTPOIS U yNpaBrieHnsi pe3epBHbIM KOMMPOBaHUEM MHpOPMaLMK, XapaKTepHON Ans
yana, 4YTo npu onpegeneHHbIX 06CTOSTENLCTBAX MOXET OKa3aTb BIIMSAHUE Ha AOCTYNHOCTL;

- NOACNYLWMBaHNEM, €CNY MOXKET BbiTb NonyyeH dranyeckuin 4ocTyn K kabenbHon cucreme;

- YAI3BMMOCTbIO MOPTOB YNPaBNEeHUsi K HECaHKUMOHUPOBaHHOMY BTOPXKEHMIO, MOCKOMBKY OHU MMITOXO0 3alUULLEHbI NPO-
CTbIMM cMCTEMaMK C 06paTHbIM BbI3OBOM, UTO MOXET NPUBOAUTL K NMepenporpaMM1poBaHuio yupexaeHyeckon ATC ¢ uc-
XOOsILLEeN 1 BXOASILLEN CBA3LIO M UCTONB30BAHWIO €€ C MOLIEHHUHYECKMMU LIETISIMU UITU K €€ OTKITIOHEHMUIO;

- MOLUIEHHUYECTBOM, CBA3aHHbLIM C HECaHKLMOHUPOBAHHBIMY MEXAYFOPOAHUMU 3BOHKaMM, NOCKONBKY peecTpbl 3a-
npeTa MexayropogHen CBA3u Noxo NogaemKUBaloTCsl, NMO3BOrsis BPYYHYIO MapLUpyTU3UPOBaTh 3BOHKM Yepe3 CeTb, a 3a-
TeM OTNpaBnATb B TerneoHHYID KOMMYTUPYEMYIo ceTb obLlero nonb3oBaHusi (B psige cryvyaeB 9T0 0BCTOATENbLCTBO
NPVBOAMUT K CEPbE3HOMY MOLLIEHHUYECTBY, 3aKNi0YaloLWeMycsi B COBEPLLEHWW BbI3OBOB C ONIaTow Mo MOBbILLEHHOMY Tapu-
Yy M, KaK pesynbTar, CyLLeCTBEHHbIE (DUHAHCOBbLIE NOTEPH);

- MOLLEHHNYECTBOM, ABMNAILNMCA pe3ynbTaToM He3(EKTUBHOIO 3anpeTta CoegUHEHNI MexXay KaHanaMu NpsiMon
cBsam (trunk to trunk), nossonsOWKMM OCYWECTBNATL HECAHKLUIMOHUPOBAHHOE U3MEHEHNE MapWpPyTa BbI30BA U HACTPOWKY
Bbl30BA (MOLIEHHNYECTBO MPONCXOAUT C UCNONB3OBAHMEM B3aMMOCBSI3aHHOW CUCTEMBbI Nepeaayn peveBblX coobWeHnn
AnNs nepeHanpasneHns Bbi30BOB B TENe(OHHYI0 KOMMYTUPYEMYIO CeTb ODLLLEro nonb3oBaHus);

- HEJOCTaTKOM YCTOWHMBOCTU U (MN) NPONYCKHOMW CNOCOBHOCTY, KOTOPLIA MOXET BUATE HA 4OCTYNHOCTb.

A.8.3 Mephbl 1 cpeacTBa KOHTPONA U ynpaBrneHnsi 6eaonacHocTbIO

Mepbl 1 cpeacTBa KOHTPONA U ynpasneHns 6e3onacHocTbIo ceTel TenedOoHHON CBA3N 4OMKHbI 06ecneunBaTh yBe-
pEeHHOCTb B:

- HEBO3MOXHOCTU NONy4YeHnA prU3n4ecKoro goctyna k kabenoHol cucreme, pacnpegenuresnbHbIM KopoGkam u
cTonKam;

- HaAnNexawem UCcnoNb3oBaHNKN PEECTPOB 3anpeTa COeAMHEHNIA MEXAY KaHanamm npamon cessum (trunk to trunk) ans
nNpeaoTBpaLLEeHNA HECAHKUMOHMPOBAHHOW MapLWPYTU3aLumm Bbi30BOB;

- HEBO3MOXHOCTM JOCTyNa nonb3oBaTenen K kogam maplupytusauuy;

- 4aCTOM pPe3epPBHOM CUCTEMHOM KOMUPOBAHWUMN C XPAaHEHMEM KOMUI BO BHELLHEM XPaHUNWLLE;

- KOH(purypupoBaHum yupexaeHdecknx ATC ¢ ncxogsilen n Bxogsilen CBA3bI0 CO MHOTMMU NPOLIECCOPAMU C TEM,
yTO6bI OTCYTCTBOBANM KOMMNOHEHTbLI, OTKA3 KOTOPbLIX NPUBOAUT K OTKa3y BCEW CUCTEMbI;

- HanuuuM pesepBHbIX akkyMmynatopos unu VBT,

- HANU4YMM MHOTUX MAapLLPYTOB K TeNe(OHHOW KOMMYTUPYEMOU CeTU 0BLLEND NONBb30BaHKA C BbIGpaHHbIMK pe3epB-
HbIMW @HaNOrOBLIMU NIMHUAMU AN UCNONB3OBaHNA B aBapyUNHON CUTYaLuu;
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- NCMONb30BaHWUN CTPOroN ayTeHTUdMKaLMM Ha BCeX KaHanax ynpaeneHus (3T0 MOXeT 03Ha4aTb UCNosib3oBaHue
AONONHUTENBHOIO 060PYAOBaHNUA CTOPOHHUX OpraHU3aLmin);

- HEBO3MOXHOCTU OCYLUECTBNEHUS MOLUEHHUYECTBA, CBSI3@HHOTO C HECaHKUMOHWPOBAHHLIMWU MEXAYTOPOAHUMM
3BOHKaMM, NMMBo NyTem UCNONb30BaHUA HECAHKLMOHMPOBAHHOW MapLupyTu3auum, nnbo nocpeacTBoOM B3aMMOCBSI3aHHbIX
CUCTEM Mepeaaym peyeBbiX cCoobweHun;

- HaNM4uM yCTPOMCTB aHTUCNaMma;

- YCTaHOBKE CUCTEMbI aHaNU3a BbI30OBOB U PEryIisipHON NPOBepKe 3aTpaT, CBA3aHHbIX C BbI30BaMM;

- peryrnsipHOM NpoBeAeHNN NPOBEPOK COOTBETCTBUSA yCnyr TpeGoBaHUAM U TECTUPOBAHUA C NPUHATMEM Heobxoau-
MbIX MEp MO MX pe3yrnbraram.

CnepyeT OTMETUTD, YTO «TPAANLMOHHbIEY TeNnedOoHHbIE cUCTEMBI yHpexaeH41ecknx ATC ¢ ncxogawen v Bxoasilen
CBSI3bl0 YCTApEeBaloT U UX NGO YaCcTUUHO NEPEBOAAT HA CUCTEMbI Nepegayun peyun no IP — VolP, nubo 3ameHsioT atumm
cuctemamm (cm. A.9Y).

A.9 IP-koHBepreHuUnA

A_9.1 BBogHas nHdopmaumnna

Mo mepe 3aBoeBaHMA nonynApHOCTU IP-koHBepreHumen (aaHHble, peyb n BUAEO), NOABMNACL HEO6XOAUMOCTD B Bbl-
SIBMEHUN U PACCMOTPEHUN CBA3AHHBIX C HeN Npobnem 6e3onacHoCTU. XOTA Tekywue peanusaumm tenedoHun HyXaaTcs
B Mepax U CpeacTBax KOHTPONA W ynpaeneHns 6e30nacHOCTbIO ANs NPeaoTBpaWEHNsl MOWEHHUYECTBA, CBSI3aHHOMO C
MeXAyHapoAHbIMU Pa3roBopamMu, U ApyrMx MHUMAEHTOB 6e30NacHOCTU, 3T CUCTEMbI HE UHTENPUPOBaHbLI B KOPNOpaTHB-
HYI0 CeTb AaHHbIX U HE NOABEPXKEHBI TEM e PUCKaM, YUTO ceTh AaHHbIX IP. Mpu KOHBEPreHUMn peyn n 4aHHbIX 4 CHIDKe-
HUSI pUcKa aTak Heobxoauma peanusauus mep U CpeAcTB KOHTPONA U ynpaeneHus 6e3o0nacHoOCTbIO.

Mpunoxenue VolP 06bIMHO COCTOUT M3 CneumannanpoBaHHOTO NPOrPaMMHOro o6ecneveHns, pasMeLLLeHHOro Ha OT-
KPbITbIX UMM KOMMEPYECKU AOCTYNHBIX annapaTHbIX CPEACTBaX U ONepauMoHHbIX cucTEMax. YMcno cepeepoB 3aBUCUT OT
NOCTaBLUMKA, a TaKKe OT PaKTUYECKOro UX pasmeLlleHmns. 3TM KOMNOHEHTbI coobwatoTes nocpeacteom IP no cetn UHtep-
HeT 1 coeguHEeHbl Yepe3 KOMMYTaTopbl U MapLIPYTU3aTopLI.

A.9.2 Prickn 6e3onacHocTn

OcHoBHble cdbepbl puckoe 6e3onacHOCTN MOTyT 6bITh CBA3aHbI € IP-aTakamn, OCHOBaHHBIMUW HA XapaKTEPHbIX YsI3BU-
MOCT$IX MPOrpamMMHOro CPEACTBa, M annapaTHbIMKU cpeacTBamy unu NNatcopmMon onepaunoHHON CUCTEMbI, HA KOTOPbIX
pasmeLLeHo npunoxenue VolP. Pucku 6e30nacHOCTH, uMelowme OTHOWEHUE K KOMNOHEHTaM nNpunoxenus VolP, Bknioya-
10T B ceb51 pUCkK, CBA3aHHbIE C aTakamu Ha CeTeBblE YCTPOMCTBA U NPUNOXEHUS, U UM MOTYT COAEWCTBOBATL YsI3BUMOCTY B
NPOEKTUPOBaHUM NN peanu3aummn peleHns, cesa3aHHoro ¢ VolP. OcHoBHbIe puckn 6e30nacHOCTH, UMeloLLMe OTHOLLEHNE
K IP-KOoHBEpreHumm, BKiovaioT B ce6sl pUCKM, CBSI3aHHLIE C:

- kavecTBOM 06CnyxMBaHuUA — 6e3 obwero obecneyveHusi kayecTBa OBCIyXMBaHWUSI BO3MOXHbBI NOTEPS KaqvecTBa
UINN NpepbIBaHME BbI30BOB M3-3a NOTEPYW NakeTa U 3a1epPXK1 pacnpoCcTpaHEHWs! cUrHarna B ceTw;

- HEJOCTYMHOCTBIO YCNYr M3-3a aTak oTka3a B o6cny>XMBaHuM unm nameHeHun B Tabnmuax maplpytusauum,;

- BNUSHWEM Ha LIeNOCTHOCTb U AOCTYNHOCTb BPEAOHOCHBLIX NporpamMm (BKIIOYas BUPYCHI), KOTopasi(bie) MOXET(ryT)
NPOHUKHYTb B C&Tb Yepes HesawmLeHHble cucTembl VOIP 1 yxyawmnTte yHKUMOHMPOBaHWE WNK 4aXe Bbl3BaTb NOTEPIO Cep-
BWCA, & TaKKe PacrnpoCTPaHUTBLCS HA CePBEPDLI B CETY, YTO NPUBEAET K NOBPEXAEHUIO «NAMATY ANS XPaHEHUS OaHHbIX;

- cnamom vepe3 IP-tenedonuio (SPIT);

- nporpammodoHaMM, YCTaHOBMEHHbLIMU Ha KnneHTckux MK, cozgaowmmm cywecTBEHHbIN PUCK, TAaK KAK OHU MOTYT
SABMATBCA TOYKAMW NPOHUKHOBEHUS1 BPEAOHOCHOM NporpamMmbl (BKIMoYasi BUPYChbl) U BTOPXKEHUS;

- NOABEPXEHHOCTLIO pUcKy cepBepoB VoIP un cuctem ynpaenenust VolP, ecnu oHM He 3ameHbl MEeXCETEBbIMU 3K-
paHamu;

- BO3MOXHOCTBIO yXyAweHusi 6e30nacHOCTY CEeTU nepeaayy JaHHbIX M3-3a MHOTOHMUCNEHHbIX MOPTOB, OTKPLITHIX Ha
MexceTeBbIX 3kpaHax ans nogaepxku VolP. CeaHc VolP ncnonb3yeT MHOXECTBEHHbIE NPOTOKOMNbI U CBA3AHHLIE C HUMU
Homepa nopToB. H.323 ncnonb3yeT MHOrOYMCNEHHbIE NMPOTOKONLI AN nepeaayn curHanos, a H.323 u SIP ucnone3syiot
npotokonsl RTP. B pe3synbrarte ceaHc H.323 moxeT ucnonb3oBats 0 11 pasnuyHbix NOPTOB;

- MOWEHHMYECTBOM, SIBNSAIOWMUMCS KIioYeBon npobrnemon tenedoHnmn, U BO3MOXHOCTBIO YBENUYEHNA PUCKOB NPU
OTCYTCTBMM BHMMaHWs K npobnemam 6esonacHocTn npu ncnonb3oeanunn VolP. Xakepbl MOTyT nonyunts HeCaHKUMOHUPO-
BaHHbIN ocTyn K ycnyre VolP nocpeacTBom atak UMMTaLun CoeauHeHusl, BOCNIPOU3BEAEHUA UNW HaNaaeHUs Ha coeanHe-
HWA. MowWeHHWYeCTBO, CBAA3aHHOE C MeXAYHapOAHbLIMMY Pa3roBOpamMu UMM HECAHKLUMOHMPOBaHHBLIMU BbIZOBaAMK C ONNaTon
Mo noBbIWEeHHOMY Tapudy, MOXET NPUBECTY K CYLLECTBEHHLIM Y6bITKaM;

- HapyweHUsIMM KOH(UAEHLMANBHOCTH, KOTOPbIE MOFYT BO3HWKHYTb BCNEACTBME NepexeaTta Hdopmaumn, Hanpu-
Mep, B pe3ynbTare aTaku «aTakyioWwmii nocepeamHe» — NpoBeAeHHON B CETU COTPYAHUKAMMW 1 APYIMM NepPCOHaNoM, ume-
IOWMM JOCTYN K CETH;

- NpocnywmBaHMeM peyeBbiX BbI3OBOB;

- notpebHocTsMK IP-TenedoHOB B UTaHUM Anst UX paboTel, Tak Kak TeneoHHasn ceTb He MOXET hYHKUMOHMPOBaTL
B Crnyvae HapyLeHuii 3HeprocHabxeHus;

- Hannunem Bonee cyleCcTBEHHON BEPOSITHOCTU cBOS CEPBMCOB, CBA3aHHbLIX C Nepeaaqen peyun n AaHHbIX U3-3a Uc-
nonb3oBaHnA 0bLWMX KOMMOHEHTOB, Hanpumep J1BC.

" Mo Tekcty MCO/M3K 27033-1:2009 gaHbl ccbinkv Ha nogpasaen 11.10, uto apnseTca oneyaTkon.
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A.9.3 Mepbl 1 cpeicTBa KOHTPONs ¥ ynpaBneHusa 6e30nacHOCTbIO

CyuecTByeT psig criefylowmx TEXHUYECKUX Mep M CPEACTB KOHTPONA W ynpaBneHnsi 6e30nacHOCTbI0 MEHeI)KMEHTa
PUCKOB OT MAEHTUPMLMPOBAHHLIX YIpo3 ceTsim ¢ IP-koHBepreHumen:

- B ceTu ¢ IP-koHBepreHumen JomxkHbl ObiTh peanu3oBaHbl cpeacTBa obecneveHns kKauecTBa o6CryXMBaHus, B Npo-
TUBHOM CIyJae CyLeCcTBYeT BEPOSITHOCTb YXy[LEeHUs kKadecTBa peqn. OkazaHne ceTeBbIX yCrnyr U Tam, rae 9T0 BO3MOXHO,
npepocTaeneHue |P-kaHanoB CBS3W JOIIKHO OCYLLECTBIATHCH NO BONOKOHHO-ONTUYeCcKoMY Kabenio Anst MUHUMM3aLmMmY He-
YCTOMYMBON CUHXPOHU3AaUMM (KOTopas BNUSIET HA KA4YECTBO peyn);

- Bce cepBepbl VoIP gonxHbl KOHOUIYpUPOBaTLCS € 3aWMTON OT BPEAOHOCHOTO NPOrPaMMHOIo CPeAcTBa;

- MK, noaaepxvBaowme nporpaMmModoHbl, AOIMKHbI 6biTb OCHAWEHBI NEPCOHANBHBIMU MEXCETEBLIMU 3KPaHaAMW;
DOIDKHbI YacTo 0BHOBNATLCS NPOrPaMMHbIE CPpeACcTBa NPOBEPKN HAaNU4MA BPeAOHOCHON NPOrpamMmbl {BKNIOYAs BUPYChI);

- 3awmra VolP-cepBepoB v cuctem ynpasnenusi VolP gomkHa 6biTe peanuaoeaHa 3a MeXceTeBbiMWU 3KpaHaMu, YTo-
6Ll OrpaguTb MX OT aTak;

- ANSA KaXOOW YCNyru JOIKHbI MCMONb30BaTbCA CneuunanbHble BUPTyanbHblE YacTHbIE CeTU U JOJDKHO OCyle-
CTBNATLCS WMPOBaAHME pa3NNYHbIX NMOTOKOB AAHHBIX;

- NMPOEKTUPOBLLMKMN AOMKHbLI 06ecrneuBaTb OTKPbITUE TONBKO MUHMMASIBHOIO YMCNa NOPTOB MEXCEeTEBbIX 3KPaAHOB
ans noaaepxxku yenyr no VolP;

- Ansi 60pbbbl C MOLIEHHWYECTBOM, CBSI3@HHLIM C MEXAYHApOAHbIMWU PA3roBOpamMm, AOMKHLI Peann3oBbIBaTHCA
MEpbI U CPEACTBA KOHTPOIS M YNPaBNEeHWUs], HAaNPaBNEeHHbIE Ha 3aLWMTy OT NOBTOPHOTO BOCNPON3BEAEHUS U UMUTALUK COe-
AvHeHuns (cnyduHr), aAns npeaoTBpaLLeHUs HanaZeHnn Ha COegUHEHNS;

- BOCTYyN K cepBepaM ynpaeneHusi 4OMKeH ObiTb ayTEHTUUUNPOBAH;

- Ans cepBepoB, NoaaepXuBatoWmx ycnyrm no VolP, gomkeH 6biTb paccmMoTpeH BONpoc peanusaumm cuctem obHa-
PYXXEHUs1 BTOPXKEHUI;

- AOMKHA paccMaTpyUBaTbCs BO3MOXHOCTB WM pOBaHNA KaHana NpoxoxaeHusi AaHHbIX, ecnu B cetn VolP o6cyxpa-
eTcs KoHduaeHumansHas niopmaums;

- IP-tenedoHbl AOMKHBI NONYYaTh 3NEKTPOSHEPIMIO Yepe3 KOMMYTaTopbl, nogaepxueaemsie UBIM;

- ANS UCMONb30BAHNSA B aBapPVUMHbBIX CUTYyaLMsaX MOXET NoTpeboBaTbCa npegocTaeneHne 06b6I4HOrO pe4eBoro Cepeu-
ca ¢ aBTOHOMHbIM UCTOUYHUKOM MUTAHUS.

A.10 Paamelwenvne nHdopmaumm Ha cepBepe Beb6-y3nos

A.10.1 BBogHas nHcopmauma

Ycnym no pasmeweHnio nidopmaummn Ha cepeepe BeG-y3noB npegnaralTca MHOMMMU NpoBangepamm CeTeBbX
ycnyr B hopme CTaHAapTU3MpOBaHHON YCNyry, 4acTo BKovatowen B cebs cpeacrsa 6a3 aaHHbIX anst 06pabotku gnu-
TeNbHO XPaHUMBbIX JaHHbIX, 8 TaKKe OCHOBHYIO Cpefy BbINOMHEHUs NpuoxeHusi. XoTsi GOMNbLIMHCTBO KOMINOHEHTOB, HE06-
XOAVMMbIX ANs peanusauun n nNpedoKeHsa yenyr no pasmelleHunio HgopMauum Ha cepBepe Be6-y3roB, HaXoAsTCsl BHE
obnacTy paccMOTPEHUst HacTOsILLEro cTaHgapTta (Takue, Hanpumep, kak Beb-cepBep unu b6a3a AaHHbIX), B HACTOSILLEM
CcTaHgapTe NpeAcTaBreHbl HEKOTOPbIE MHEHUs 06 ycnyre B LENOM, Tak KAk MHOTME CHMTalOT pa3melleHne nHgopmaumm Ha
cepBeepe Be6-y3noB CeTV COCTABHOW YacTbio NPeanoXeHUs1 CETEBbIX YCIyT.

Cepgiep Beb-y3noB pasMeLLeHusi MHhoOpMaLMKn NOABEPraeTCs PUCKY CO CTOPOHLI pa3HO06pa3sHbIX yrpo3, 0COGeHHO
Tam, rae oHM noacoeauHeHsl K IHTepHeTy, 1 rge, HanpyMep, M3BECTHbIE OPraHU3aummn MoryT BbITh aTakoBaHbI IPynnamm,
rOTOBbIMW Ha KpaHue aenctems. Takmm o6pa3oM, BaXHO MOEHTUUUMPOBATH BCE NOTEHUMArbHbIE YIPO3bl, a 3aTeM 6110-
KMpOBaTb BCE YA3BMMOCTW, KOTOPbIE MOIMM Gbl 3KCMyaTMpoBaTbCs 3TUMKU yrpo3amu. Hannydwmm o6pasom ato goctura-
€TCA UCKIIOYEeHWEM yYsA3BMMOCTEN MpU MNPOEKTUPOBaHWW. PaccmoTpenHue Takmx npobnem B COOTBETCTBUU C
npeacTaBneHHOW pekoMeHJaumnel JOMKHO caenaTh BO3MOXKHbIM NPOeKTUpoBaHne 6e3onacHoro, HagexxHoro Be6-yana ¢
HU3KOW BEPOSITHOCTBIC HaHeCceHWs yuiepba.

A.10.2 Puckn 6e3onacHocT

K ocHOBHbIM pyckam 6e30MacHOCTU, MMEKLWUM OTHOLLEHKE K pa3mellieHnio nHdopMaumm Ha cepeBepax Be6-y3nos,
OTHOCATCS! PUCKU, CBSA3AHHbIE C:

- JOCTYIMOM 3I10YMbILLUMEHHVKA K MPUITOXEHWIO N J@aHHbIM Yepe3 eUHCTBEHHYI0 6pellb B 3awmTe nepuMmeTpa;

- NOABEPKEHHOCTBIO KOMMOHEHTA MHAPACTPYKTYPbI YSI3BUMOCTSIM;

- MHOTOUYUCIIEHHBIMU KOMMOHEHTaMK, OTKa3 KOTOPbIX MPUBOAUT K OTKa3y CUCTEMBI;

- noTepert obcnyxuBaHns n3-3a cbos annapartHbiX CPeacTs;

- HEBO3MOXXHOCTBIO BbIBOAA U3 SKCMIyaTaumm anst TEXHUYeCKoro o6enyxmBaHms;

- HenpegHaMepeHHbIM JOCTYNOM LWMPOKON MOJIb30BATENbCKOW ayauToOpUM K MeCTam XpaHeHUs! OaHHbIX;

- aTakamu, HanpaeBneHHbIMKM Ha LenoCTHOCTb AaHHbIX (Hanpumep, HaHeceHue ywep6a Be6-yany unu pasmelleHve
HECaHKLMOHMPOBAHHOTO MH(OPMALMOHHOTO HAMOSHEHWS);

- 3arpy3Kkoi B CUCTEMY BPEAOHOCHOTO NPOrpaMMHOro CpeacTBa;

- kKoMnpomeTauuen Beb-yana ¢ ncnonb3oBaHveM yHKLNOHANbHOW BO3MOXHOCTN KOMMYTaUuK,;

- HECNOCOBHOCTBLIO NONyYeHUsi pe3epBHbIX kKonui H6e3 BosgencTBust Ha paborty Be6-yana;

- HECaHKUMOHMPOBaHHLIM packpbiTem nnaHa IP-agpecauun, obnerdaioowmm ataky Ha Be6-ysen;

- UCMOJb30BaHMEM COEANHEHUI MeXY CTaHUMsMK yrnpaBneHusl u Be6-yanow;

- HeOBHapyXeHHON aTakowm;
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- TPYAHOCTBIO OTCINEXUBAHUS BTOPXEHWUIN Mexdy YCTPOUCTBamu;

- HECNOCOGHOCTLIO BOCCTAHOBINEHUS JAHHbIX;

- HECNOCOGHOCTBLIO BLINONHATL TPe6oBaHWA cornaweHnst 06 ypoBHe yCnyr,;

- HECNOCOBHOCTLIO NOAAEPKUBATE HENPEPLIBHOCTL 06CNYKMBaHUS;

- HECaHKUMOHWPOBaHHLIM UCMONb30BaHMEM BEG-yCcnyr, BKIOYasi HapyWeHne NONUTUKA OpraHnsaunmn (Hanpumep,
MCNONb30BaHUE CepBEepOoB B JINYHBIX LENSX) U HECOOTBETCTBUE 3aKOHaM 1 NPeANMCaHUAM (HanpuMep, XpaHeHne MaTepua-
na, KOTOpbIN HapywaeT aBToOpCcKue Nnpaea, unu AeTckow nopHorpadum).

A.10.3 Mepbi n cpeacTBa KOHTPOSSA 1 ynpaBneHua 6e30nacHoOCTbLIO

TexHu4eckne mepbl U CpeACcTBa KOHTPONA U ynpaeneHna 6€30NacHOCTbI0 MeHeAXMeHTa PUCKOB OT naeHTUdnumpo-
BaHHbIX Yrpo3 ans ee6-y3noB MoryT BkioyaTh B cebs:

- oGecneveHne 30HMPOBaHUS U YrnybneHHon 6e30nNacHOCTY AN OrpaHUYeHUst BIUSIHWS YCNELHOW aTaku;

- cneumndurKaumio pasnuyHbIX BUZOB MEXCeTeBbIX 9KPAHOB [Nl NPOTUBOAEMCTBUSI BO3MOXHBIM YA3BUMOCTAM MEX-
ceTeBbIX 3KpaHoB (6onee nogpobHas HdopMauus 0 MeXCeTeBbIX aKpaHax npeacTaeneHa B A.6 n MCO/MOK 27033-4);

- YCTOWYMBOCTb; NPOEKT A0IKeH ObiTh NPOBEPEH Ha HanNU4YMe NOTEHLUMAIbHBIX KOMIMOHEHTOB, OTKa3 KOTOPbIX NPUBO-
OWT K OTKa3y CUCTEMbI; OHU AOMKHbI BbITb YCTpaHeHb!;

- NpeoaoneHne oTkasal/pasgeneHve Harpy3ku ansa 3awmTbl ot cbos B pabote obopygoBaHus;

- KnacTepusaumio Tam, rae TpeboBaHnem SBNAETCS BLICOKMI YPOBEHb AOCTYNHOCTU B cpepe «24 x 7» (24 yaca cemb
OHen B Hegenio);

- NpeAocTaBnNeHne NOCpeAHNYECKUX YCNYT A4NA OrpaHUYeHna ocTyna Kk Be6-yany u obecnevyeHunsi BbICOKOW CTENEHU
NPOTOKONUPOBAHWUS;

- perynspHble NPOBEPKU LENOCTHOCTU Ha NpeaAMET HECaHKUMOHUPOBAHHBIX UBMEHEHUIA JaHHbIX;

- Mepbl U CPeACTBa KOHTPOIS M YNPaBIeHus], HanpaeneHHbIe Ha 3aLUTy OT BPEAOHOCHOW NporpamMmbl (BKIIOYast aH-
TUBUPYChI), UCNONb3yeMble Ha 3arpy3kax Ansi NpegoTepaweHns UMNOpTa BPeJOHOCHOIO NPOrPaMMHOIO CPefCcTBa;

- KoMMyTaUmio ypoBHsi 2V, 0BbIMHO UcTIoNL3YeMyto B NpoekTe BeG-y3na. KommyTaums yposHs 32 He omkHa Mcnonbs-
30BaTbCA, €CNn 3TO He sABnsieTcsl Tpe6oBaHneM gesiTenbHOCTY OpraHM3auum, TakuM, Hanpumep, kak TpeboBaHue pasgere-
HUA Harpy3ku. Kpome Toro, oAuH M TOT Xe DU3NYECKUI KOMMYTaTOp He AOMKEeH UCnonb3oBaTbcs 06emmn cTopoHamm
MEXCETEBOro 3kpaHa. B npoekT kommyTatopa cnegyet BKNIOHaTh KOHTPONbHBIE TOHKK;

- BUPTYanbHbI€ NOKANbHbIE BEIMUCTIUTENBHBIE CETU, padaeneHHbie PyHKUMen AN ynpoweHns HACTPONKN CUCTEMBI
oBHapyXeHUsi BTOPXXEHWI, Tak Kak CyLLeCTBYET COKPaLWEHHbIM NPOTOKON, HACTPOEHHBIN Ha NoByi0 BUPTYanbHYIO NOKanb-
HY0 BblMUCIIUTENbHbIE ceTb. Kpome Toro, BHegpeHne pe3epBHON BUPTYanbHON NOKanbHON BbIYUCITMTENBHBLIE CETU NO3BO-
NsieT BbINOMNHATL pe3epBHOE KOMMpoBaHue B nioboe BpeMsi CyTOK, He NMoZBeprasi onacHocTv paborty canTa;

- HACKOMbKO 370 HeoBxoAVMMO 4Ns onepaumnii OCHOBHOW AesTeNnbHOCTU opraHnaauum, nnax IP-agpecauum ans cee-
AeHUs1 K MUHUMYMY Yncna o6ledoCTyNHbIX aapecoB ¢ nnaHom IP-agpecaumm, XpaHsilmMcs «noz, CTPOXanliMM Cekpe-
TOM», TaK Kak 0CBE4OMITEHHOCTb O €ro CyLLeCTBOBaAHUN MOXET UCNONb30BaTbCH A4S UHULUMUMPOBaHWS atakn Ha Be6—y3en;

- MecTa NoAcoeaUHEHVs KaHaroB yrpaeneHns K 06Wea0CTyYNHbIM CETSIM AOMKHbI LundpoBaTkes (6onee nogpobHas
uHopmMauusi 06 yaaneHHom goctyne npveegeHa B WCO/M3K 27033-4). 3T1o BknoYaeT, No MeHbLUEN Mepe, Hannune
npegynpexaerHuin o6 onacHoctu/noeywek SNMP Ha coeguHeHWsIX NOPTOB MynbTa ynpaBrieHus;

- KOMMPOBaHWE BCEX XKYPHANOB perncTpauum cobbiTuii 1 TpaH3aKUMIA KaXA0ro yCTPOMCTBA HA KOHTPOSbHLIN cepBep,
a 3aTem Ha HOCUTENKW pe3epBHbIX KOMWIA, TaKMe, Hanpumep, Kak KOMMaKT-ANCKY;

- peanv3oBaHHyo ycnyry BPEMEHHOM CMHXPOHN3aLMMY, NOCKOMNbKY OHA ABNSAETCH OCHOBON aHANM3a HECAHKLIMOHNPO-
BaHHOIO AOCTYNa U CNocoBHOCTU OTCNEXUBAHUS MO CUCTEMHBIM XypHanam. [ns atoro TpebyeTca CMHXpOHM3aums BCeX
CMCTEMHBIX XXYPHaIoB 1, criegoBaTeribHO, CEepBEepOB, C TOUHOCTLIO A0 +1 ¢ unn 6onee (3aeck ymecteH npotokon NTP; 60-
nee nogpobHyto nHpopmaumio cm. B 10.6 MCO/MIK 27002);

- koHbUrypuposaHue yctpoicts JIBC ans koHTponsi Heynpaensiemblx namerHeHmin MAC-aapecos;

- NPeAnoYTUTENBHOCTL YCNYrN L@HTPanvM3oBaHHOIO Pe3epBHOIO KOMMPOBaHUS, Tak Kak cyliecTByeT Hanbonbwas
BEPOATHOCTb €€ BbINONHEHWs JOMXHbIM 0Bpasom;

- HeobXoQUMOCTb KPYIMOCYTOMHOTO OYHKUMOHVpoBaHUst Be6-yanoB; yHKUMOHVMpPOBaHUe TpebyeT BbiCOKOKavec-
TBEHHbIX annapaTtHbIX CPeACTB, KOTOPbIE MOTYT BblAePXXMBaTL Takow pexuM. st noaaepKku PyHKUMOHMPOBaHWA B PEXK-
Me «24 x 7» B Beb-yane gomxHa ObiTk onpefeneHa uHMPaCTPyKTypa cepeepa. BcnomorartenbHble onepauvoHHble
CUCTEMbI AOMXKHbI BbITh YKpenneHbl, 3aTeM BCe CepBepbl 1 Apyrue yeTpoicTBa AOMKHbI ObiTb NPOTECTUPOBaHEI Ha Npea-
meT Be3onacHocTy Ansi obecnevyeHns NOMHONM 3aLUMLLEHHOCTN BCEX YCTPOCTB;

- BHeAPEeHHOe HagexXHoe NPYKNagHoe NporpaMmmHoe CPeACTBO, NporpaMma KOTOPOro NpoBepeHa B OTHOLLEHWUW CTPYKTY-
pbl, SBNSAOLWERCA NOTMYECcKN KOPPEKTHON M NCMONb3YOLLE YyTBEPXKAEHHOE NPOrpaMMHOe CPEACTRO ayTeHTUdUKaLmu.

Takke crnegyeT OTMeTUTb, 4YTO NPV NPOeKTUPOBaHuW Beb-yana 4yacTo He MOMHOCTBI paccMaTpMBalOTCs BOMPOChHI
MeHePKMEHTa HeNpPepbIBHOCTW AesATeNbHOCTU. B oTHOWeHWN Be6-y3noB aesTenbHOCTH, CBS3aHHbIE C MEHEKMEHTOM He-
NpepbIBHOCTU AEATENBHOCTM, AOMKHBI MPOBOAUTLCS MONHOCTBLIO.

Y YpoBeHb 2 — kaHarbHbIf YPOBEHb CEMVMYPOBHEBOW MOAENV B3aUMOCBS3N OTKPbIThIX CUCTEM (MPUMEYaHue pas-
paboTtumka).

% YposeHb 3 — ceTeBol ypoBeHb CEMUYPOBHERON MOAENM B3aUMOCBSIaN OTKPLITLIX CUCTEM (MpYMeyaHmne paspa-
6oTuMKa).
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A.11 SneKkTpoHHasa noyta B VIHTepHeTe

A.11.1 BBogHasa nHdopmauns

CTaBlWwune BO3MOXHbIMKM ANA opraHusauwnii/coobuiects WMHTepHeT-ycayrn, cnocobHbie yAOBNETBOPSATb 3aKOHHble
TpeﬁOBaHI/IFI Nnx neaTeNbHOCTU, NPUBHOCAT C coboi pa3HOO6pa3HbIe yrpo3bl, KOTOpPble MOTYyT MCNO/Ib30BaTb YyA3BUMOCTHU
aKcnnyatTunpyemblX CACTEM. Takum 06pa30M, 3N1EeKTPOHHaA noyTta B |/|HTepHeTe MOXEeT noaBeprarbCAa pUCKy, CBA3aHHOMY C
pas3qin4HbIMKU yrposamu, U Uenbto obecneyeHnsas 6e3onacHoOCTU ABNsAeTCA pa3pa60TKa n peannlauuna 6e30MacHOro n Ha-
OEeXHOro peweHns. NMpumep peweHns AN 3N1eKTPOHHONW No4yTbl B HTepHeTe npuBefeH Ha pucyHke A.l.

PucyHok A.1 — Tpumep pelweHnsa ANa 371eKTPOHHOW nouTbl B HTepHeTe

MoutoBble cucteMbl MHTepHeTa (SMPT) MOXHO AOBOJIbHO NPOCTO paccmaTpuBaTb B CNeLnasu3npoBaHHOl apxu-
TeKkType ceTeBOl 6e30MacHOCTM, NOCKO/bKY OT HUX TpebyeTcs TO/MbKO NPOBEPSATb U Nepecbliartb NosyYeHHy noyty. Moa-
nexauwan c6opy nHdopmaumsa 4oMKHa BKAYaTh B cebs:

- OXKMAaemMoe UYMCNOo MOYTOBbIX COOOLEHUI B AieHb, NepPechbiNaeMblX B KaXA0M HanpasieHuu:

- paspelleHHble BUAbl COOOLEHNI 1 cogepXaHne COOobLLEeHNIA;

- 4MCMO M pasMep NOYTOBbIX COOBLLEHNIA B AeHb, NMepecblnaeMbiX B KaXXAOM Hanpas/ieHun:

- CpeAHuii 1 MakCMasbHbIi pasmepbl pa3peLleHHbIX CO0bLEeHNIA;

- NOAPO6GHOCTN O BHYTPEHHEN MOYTOBOWN CUCTEME;

- NOAPOGHOCTM O BHYTPEHHEM LU/IKO3E B CUCTEME 3/IEKTPOHHON NOYThI, KOTOPLIA 6yaeT 06MeHnBaTbLCA UHopMaLu-
eli c onpegeneHHbIM B CneLnanm3npoBaHHON apxXnTekType 6e30nacHOCTU LUK30M B CUCTEME 3/1IeKTPOHHONM MOYThl;

- NOAPOGHOCTM O BHELLHEN NOYTOBOW cucteme(ax) kotopasi(ble) MoXeT(ryT) 6bITb C /Il0ObIM PeTPaHCASAITOPOM B CUC-
Teme 3/1eKTPOHHON nouTbl B VHTepHeTe unm moxeT(ryT) ObiTb onpeeneHHbIM(1) NOYTOBLIMY cepBepamu, npuHagnexa-
WwmM(1) npoBaigepy ycnyr;

- NoApPO6GHOCTM O TpebOoBaHUsAX ayTeHTUdIMKaLMM NOYTOBOIO cepBepa A1 BHYTPEHHUX COOOLLEHNA N COOBLEHWNT
9N1EKTPOHHON MouTbl B VIHTEpHeTe;

- noapo6HOCTN 0 BHYTpeHHux cpegctBax WINS/DNS;

- nogpo6HocTn o cpeactBax DNS B VHTepHeTe;
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- NogpoGHOCTM 0 TOM, KaKOro pofa AocTyn TpebyeTcs K TenekoHbepeHUMsIM K (€CNK JOCTYN HYXXEH) AOJIKHbI MW Ha-
KNnagblBaThCs Kakue-nnbo orpaHn4eHnsi B OTHOLEHWU TeNekoHMEPEHLIMIA, K KOTOPbIM BO3MOXEH AOCTYI;

- NOAPOBHOCTY O TOM, MOTPEBYETCA NI BPEMEHHAS CUHXPOHU3aLMS 3MeKTPOHHOI NouTkl/cepeepa na MntepreTa;

- NoapobHOCTU O TOM, JOMXHO NK BbiTe Gonee ogHoro MaplwpyTa k IHTepHeTy;

- TpeboBaHus Novcka BpeOHOCHOW NporpamMmbl (BKIOHasi BUPYCbI).

A.11.2 Puckn 6e3onacHocTH

K ocHOBHbIM puckam 6e30NacHOCTW, UMEIOLLMM OTHOLLEHWE K 3IIEKTPOHHOW NMoYTe B IHTepHeTe, OTHOCATCH PUCKU,
CBsi3aHHble C:

- HECAHKLUMOHVMPOBAHHbIM BTOPXXEHWEM B CETb Opranmsaumu/coobuiectsa. MoneITkM HECAHKLUMOHMPOBAHHOIO AOCTY-
na, BKrovasi npeactaBnexHne ceba ApyrMM nonb3oBaTenem, MOryT NpomMcxoamTe B Nio6oe Bpemsi CyTOK, OHU CTaHOBATCS
Gonee «TBOPUECKMMU» W N3OLLPEHHBIMU U MOTYT BbITb 3NOHaMepeHHbIMM, Hanpumep, Npueoasa k DoS-aTake, anoynoTtpeb-
TNEeHNIO pecypcamMuy Unu Nony4YeHnio LeHHOW nHdpopmMaumu;

- MEPECHINKOW BPegOHOCHOW MPorpaMmbl, KOTOpasi MOXET BHOCUTb «TPOSIHCKOTO KOHs», COBUpatoLLero Takyl WH-
hbopmMaumto, Kak Naposnu, 1 NochINALWEro UX Ha yaaneHHbI 06bekT, NNu CpeacTBa, 3axeaTbiBaloWwme ynpasneHne yga-
NEeHHbIM YCTPONCTBOM. Takum obpasom, criegyet obpawarts BHUMAHWE Ha COBPEMEHHbIE «KOMMMEKCHbIE aTakwy, rae
BPeAOHOCHAas NporpaMma CogepKUT KHAYNHKY»;

- NepeckINKkon cnama (cnam npeacraenseT cobon CyWweCTBEHHYI0 Yrpo3y Ans MOYTOBbIX YCIYr — OH MOXeT OKasdbl-
BaTb He6ﬂaFOI'IpVIF|TH06 BIIMsIHME HAa NOYTOBYIO AEeATENIbHOCTb, pacxoays CeTeBble peCcypcCbl ANA nepegayn cnama, a TaKke
pecypchbl CUCTEMbI ANA NOYTOBbLIX LWIO30B, NI MOXET UCTMONb30BaTHCA AN PacrnpocTpaHeHus BPeAoOHOCHOro nporpam-
MHOro cpefcTBa);

- TpaHCNMpoBaHUEM cnama {ecnv KoHurypaums no4ToBOro cepeepa A0MNycKaeT HanMuMe aHOHMMHOTO TPaHCHSITO-
pa B cucreme GﬂeKTpOHHOVI NMoYTbl, OH MOXET UCMOJIb30BaTbCH MNoNnb3oBaTenssMm-cnamepamm Arns paccbinky cnama yepesa
VHTepHeT OT nuua opraHnsaumm, KOTOPOW NPVUHAANEXUT NOYTOBLI cepBep);

- MOYTOBbIM CI'Iy(bVIHFOM (KOF,EI,a OYeHb NpPoCTO BblAaTb ceba 3a noboro nonb3oBaTerns, NPUTBOPSSACH NNLIOM, NOCbI-
Nnarwwnm 3rneKTpoHHOe I'IVICbMO);

- hanbcudukaumnen cogepraHus;

- HEKOHTPONUPYEMbIM MHAOPMALIMOHHBIM HanoIHEHWEM, UCXOOSLLUM 13 opraHusaumu 6e3 BegoMa nepcoHana, oT-
BeYaloLLero 3a MHHOPMaLMOHHY0 6e30MNacHOCTb, YTO MOXET MPUBECTU K NPaBOBbIM Npobnemam v noTeHumarnsHom notepe
WHTENNeKTyansHon cO6CTBEHHOCTH;

- npamon DoS-atakon, HanpaBnNeHHON Ha NOYTOBYIO CUCTEMY,;

- pacnpegeneHHon DoS-arakon, Korga ThICAYM MOHYTOBLIX COOBLEHNI NOCHINAIOTCH U3 MHOTUX MECT, ByKBanbHO 3a-
BalnMBas MNoYTOBLIN CepBep.

A.11.3 Mepbl 1 cpeacTBa KOHTPONSA M YyNpaBneHUA 6e30NacHOCTLIO

Mepbl U CpeaCTBa KOHTPONS W ynpaeneHus 6e30NacHOCTLIO AN 3NeKTPOHHOW No4Thl B UHTEpHETE MOTyT BKNOYaTh
B cebsi:

- UCMONBb30BaHNEe MEXCeTEeBbIX SKPAHOB C YPOBHAMM AOBEpUs U HaBopamu npaBui, COOTBETCTBYIOLMX OLLEHEHHLIM
puckam. Ons 6onbmnHCTBa Liener 6e30nacHOCTM HavanbHbIM HABOPOM NPaBu MEXCETEBOIO 3KpaHa A0IKeH 6bITb 0TKa3
B NPOXOXAEHMM BCEro Tpadmka Hepes MexceTeBon skpaH. B cucreme anekTpoHHOM NoYThl NOYTOBLIN cepBep 0ObIYHO MNo-
cblnaeT gaHHble B VIHTepHeT v nonydvaet npuxogsawme n3 MiHtepHeTta gaHHbie. B cucteme anekTpoHHON NouyThl criefyeT
ycTaHaBnmMBaTe Habop NpaBun Ans MEXCETEBOro 3KpaHa, paspeLuatLumX nepegady NoHTOBbIX AaHHLIX B 060MX HanpaBre-
HUsIX. Kak ynoMvHanocb paHee, pekoMeHayeTca UMeTh ABa NocrnefoBaTernlbHO YCTaHOBINEHHbBIX MEXCETEBbIX 3KpaHa OT
pasHbIX NOCTABLUUKOB UMM UMEIOLLMX Pa3NMYHbIE OMepaLnoHHbIE CUCTEMBI;

- BO3MOXHOCTU XpaHeHWs JaHHbIX M MPOBEPOK, No4AepKUBaeMble MONTHOCTbI0 CUHXPOHU3UPOBaHHON CryXGow Bpe-
MEHW BO BCEX KOMMOHEHTaX MHPACTPYKTYPhI, MEXCETEBbIX 3KpaHax 1 cepeepax. 3Ta BPEMEHHasi CHXPOHU3aLVs Aor-
XKHa OblTb paccMoTpeHa Npy NPOEKTUPOBaHUM C ONUCaHWMEM FMaBHOTO reHepaTopa CUHXPOHWU3MPYIOLWMX UMIYNbCOB W
nnaHa vepapxumu cepeepoB U cetu(ei). YacTo reHepaTop CUHXPOHU3MPYIOLLMX UMIYbCOB ByAeT CUHXPOHU3UPOBATLCS
npy NOMOLLM CUCTEMbI FNOBaNbHOrO NO3MUMOHMPOBaHMA (GPS) nnu HazemMHoW paguocnybbl BpeMeHu;

- Hagnexawmm obpa3om ycTaHOBMNEHHYIO CUCTEMY NMPOCTOrO NPOTOKOMNA 3MEKTPOHHOW NOYThI AN BbINOMHEHWS He-
0b6xoaMMmBbIX, CBA3AHHLIX C 06ecrneveHnem 6e3onacHOCTH, 3aJad, BKIoYasi NpedocTaBeHne opraHn3aummn/coobLLecTBy
uHTepdelica n3 MHTepHeTa, Nnepeaady NOHYTOBbLIX COOBWEeHUI 13 MHTepHeTa Ha BHYTPEHHWIA NMOYTOBLINM cepBep 1 B obparT-
HOM HarnpaseneHuu, NpeaoTBpaLLeHre TPAaHCALMK NoYThl M3 IHTepHeTa Ha apyrve agpeca B VIHTepHeTe n obecneveHne
YBEPEHHOCTU B TOM, YTO MOYTOBble COOBLEHUs N BMOXEHNSA HE cogepXaT BPeAOHOCHOW Mporpammel, HE3aBUCUMO OT
HanpaeneHus;

- NpoBepKy ANs Nobon Bxoasiwen NoyTsl B pesdynbTaTe npocMoTpa Ha DNS-cepeepe MHTepHeTa coobLLeHui, Ha-
npaensemblX Ha agpec MEeXCeTeBOro 3KkpaHa opraHnsauum, a npy nonyyYeHnn ua MHtepHeTa NPoBepKy BHELWHUM MapLUpy-
TU3aTOPOM Ha MpeaMeT HaxoXAeHus Momns agpeca WCTOYHMKA BHE BHYTPEHHEro agpecHOro MpocTpaHcTBa nepeq
HanpaBleHMEeM Ha MEXCETERBON akpaH. Ha MexceTeBOM akpaHe coobLeHre JOMKHO GbiTb NPOBEPEHO Ha NpegMeT HaxoX-
AeHVA nonsa agpeca BHe BHYTPEeHHEro agpecHoro NpocTpaHcTBa M agpeca HasHaveHUs NOYTOBOro cepeepa (M, KOHEYHO, Ha
NPUHaANeXHOCTb K SNEKTPOHHON NoYTe), @ 3aTem HanpasneHo Ha NoYToBbIN cepeep SMTP. Ha noytosom cepeepe SMTP
AOMNXHO 6bITb NPOBEPEHO, YTO COOBLEHNE MOCTYNUMNO U3 VIHTEpHETa U YTO aapec HasHa4YeH sl COOTBETCTBYET BHYTPEeHHe-
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My agpecy, a 3atem coobLeHne AOIMKHO BbITb HanNpaBnNeHo Ha BHELWHUI CepBep 3almThl OT BPEAOHOCHON NPOrpaMmmbl C
Lenbio NPOBEPKM HA HaNU4YMe BUPYCOB U Mio6oro MHOrO BpeA0HOCHOIO HanonHeHus. HakoHeu, oHO 4omkHo GbiTb Hanpae-
NEHO Ha BHYTPEHHWUIA MOYTOBLIM CEPBEP ANs pacnpeneneHnsl BHyTPeHHeN no4YToBon cucteMon. Jliobelie nonyyeHHble coob-
LEHUs] C HEBEPHBLIM aApPEecoOM [OIKHbI OTKIMOHATLCH € BKITIOYEHWEM B MPOTOKON COOTBETCTBYOWeN 3anucu. Jliobeie
nony4YeHHble coobLLeHUs], coaepXKalume BUPYChl UMK pYroe BPeJOHOCHOE HanofHeHne, AoMKHbI GbiTb OTKIIOHEHb!, U 06
3TOM [OMKHO 6bITb NPOMHCOPMUPOBAHO COOTBETCTBYIOLLES MULO UMK rpynna nuu;

- Ans Nio6om ncxoasiwern NoyTsl HanpaeneHve coobWweHni, NocbinaemMblx Yepes VIHTEpHeT, cHavana ¢ BHYTPEHHEro
NOYTOBOIO CepBepa Ha BHELLHWI CepPBEp 3aLLMTbl OT BPEAOHOCHON NPOorpaMmel B LENAX NPOBEPKU Ha BUPYCHI M Nio6oe apy-
roe BpeIOHOCHOE HaMoNHeHve nepes oTNPaBkoOW Ha BHELWHWW NouToBbIn cepeep SMTP ans Hanpaenenus B UHTepHeT.
BHewnuii noutoBeii cepeep SMTP gonxeH npoBepnTh, HAXOAUTCS N aapec BHE BHYTPEHHEro aapecHOro NpoCTpaHCTBa,
¥ NpeaHa3HaueH Ny OH A4S Kaknx-nnbo Apyrvx NouToBbIX MapLIPYTOB, a 3aTem HanpaeuTb cooblieHne B HTepHerT;

- BbIGOp 0QHOIo 13 BApMaHTOB: OTTNPaBka COOBLEHNSI BHELIHUM NOYTOBLIM cepeepom SMTP Ha eaUHCTBEHHbIN No-
yTOBbLIN cepBep MHTepHeT-npoBangepa Ans NpeAcTosiWwen MmapLupytmaaumm unv Ha nio6omn 4oCTOBEPHbIN NOYTOBLIN agpec
Ha nio6omM no4ToBOM cepBepe. [epBLI BapuaHT gonkeH 6biTb Hanbonee 6e3onacHLIM, NOCKONBKY OH NpeanonaraeT, YTo
UHTepHeT-npoBanaep (NpeanonokUTenbHO, CNeLManueT B cdepe 3NeKTPOHHON NOYTLI) OTBEYAET 3a OpraHn3aumio u nog-
AEPKKY NepechIsKv MoYThbl, HO OH MOXET Bbi3bIBaTb 33/J€PXKKU, CBSI3aHHbIE C NEePechINKon No4Tel. BTopoi BapuaHT sBnseT-
cs1 bonee rMOKMM U He BbI3bIBaeT 3a4epXKeK, CBSAA3aHHbIX C NEPECHINKON, ocywecTenaeMon NHTepHeT-npoBanaepoMm, HO OH
MOXeT cTaTb MeHee 6e30nacHbiM B Crlyyae HeHaZexallero ynpasneHus, Npu 3TOM opraHm3aumnsi/coobwecTBo A0MmKHa
nopaepKuBaTh Nepechiniky NOYTb HA MHOTUE NOYTOBbLIE CEPBEPLI M NOABEPraThCA PUCKY OTKA3a, ECNW €€ PETPAHCNATOP He
6yaeT NpusHaH yaaneHHbIM NOYTOBLIM CEPBEPOM, UTO MOXeT 6biTb NPeoaoneHo NocpeACcTBOM npoueayp ayTeHTuduka-
UMM MeXy COOTBETCTBYIOLLMMM MOYTOBbLIMU cepBepamMu. Boibupaembiii BapnaHT 3aBUCUT OT TEXHUHECKUX AOCTOUHCTB pe-
WeHUs1 U YPOBHS kBanudukaumm nuu, kotopble 6yayT noanepXMeaTe NOYTOBYIO CUCTEMY;

- peanu3auuio Mep ynpasneHusi 4OCTYMNOM Ha OCHOBE MPUHLUMNA HaUMEHbLETO YPOBHSA NPUBUNETUN;

- KOHWIrypMpOoBaHKe NOYTOBOrO cepeepa ANst 6roKMpoBaHUA UNu yaaneHus NOYTOBLIX COOBLWEeHI, coaepKalmx
BINOXEHWS, KOTOPble OOBIYHO UCMONb3YIOTCS AN pacnpoCTpaHeHUs! Bpe4OHOCHOW NPorpamMmel, Takmx, Hanpumep, kak camn-
Nbl ¢ pacwmnpennsimm vbs, bat, exe, pif u scr;

- BGbICTpOE yCTpaHeHne MHMLMPOBAHHLIX KOMIBIOTEPOB U3 CETU ANsi NPeAOTBPaLLEHUs AanbHeNnWwen KomnpomeTa-
umu, NnpoBegeHne cyaeBGHON IKCNepTH3bl U BOCCTAHOBIEHUS C UCMONBb30OBAHMEM AOBEPEHHbIX HOCUTENen AaHHbIX;

- 0byyeHne ToMy, 4ToDObI NepcoHan He OTKPbLIBanN BIOXEHWS, NOKA OHU HE NPOBEPEHLI, U HE 3anyckan CKaYeHHble N3
WHTepHeTa nporpamMmebl, Crnv He NPOBeieHa NPOBEPKa HA Hann4ne BPeAOHOCHbLIX NPOrPamMm;

- UCMONB30BaHVEe Ha MapLpyTM3aTopax cnucka koHtpons gocryna (ACL). ACL Ha maplipyTusatopax onpegaensiet
Ha obpalleHne ¢ Bxoaswmm IP-naketom. OBblvHbIe AENCTBUA NPK STOM BKMIOYAIOT NEPECHINKY, MPOTOKONIUPOBaHUE U OT-
6pacbiBaHne (Mnu oTkas). B coueTaHnm ¢ COOTBETCTBYHOLLEN NMONMUTMKOM MapLUpyTM3aTopa no yMmornyaHuio {Hanpumep, oT-
Ka3 B MNPOXOXAEHUW BCEro Tpaduka) MOXHO onpeaenvTe Habop MpaBun Ans MaplpyTM3aTopa, OKa3blBaloWmxX
CyLeCTBEHHYIO MOMOLLb B nogaepxke 6esonacHoctn 6a3oBoii cety;

- aKkTMBM3aumto aHtucnydumHra. CnyuHr o6bIYHO OTHOCAT K CUTYaLmMK, KOraa NCXoaHbIi agpec coobuieHns nmeeT
BMA, Kak 6yaTo coobLLeHne ncxoauT OT KOro-To Unn OTKyAa-To, HO He OT ero NoAgnuHHOro aetopa. Mepbl aHTucnyguHra
npuHMMalT opMy HENPUHATUA coobLeHust u3 MHTepHeTa, ecnv B HEM YTBEPXKAAETCS, UTO OHO UCXOQUT U3HYTPU OpraHu-
3aumu, n HaobopoT (6onee nogpobHyio nHbopmaumio cm. B RFC 2827 «dunbTpaums Ha Bxoge cetu. OTpaXeHue atak oT-
Kasa B obcny>kmBaHUn»);

- aKTMBM3aUMIO MOZyrnen AocTyna aneKkTpoHHONM nouyTsl. [pokcn-cepeep npeacTaBnsieT cobGol cepeep, AeNCTBYIO-
LMIA B KAYECTBE NOCPeaHUKa mexay nonesosarenem MNK/paboveii ctaHumm u HTepHeToM Tak, 4ToGbl NpearnpusiTue Morso
obecneunTb 6e30NacHOCTb, 8AMUHUCTPATUBHBIV KOHTPOMb M YCIyTy K3LWKNpoBaHusl. Be3aonacHoCTk OCYLLECTBNSIETCA C NpU-
MEHEHUEM:

- CKaHVPOBaHWs AaHHbIX NO M3BeCTHbIM 0Bpa3uam (HanpumMep, NPOBEPKa Ha 3HauYMMble crioBa ansi o6ecneveHust co-
OTBETCTBUS);

- NepeMeLLeHNss Mexay BHYTPEHHUMM U BHELLHVMUW afpecamu;

- CO3[aHWA XypHana pernctpauum 3anpocoB 1 3anpallnBatoLLUX CTOPOH;

- CPeAcCTB 3aWwmThl OT BPEAOHOCHON MPOrpammbl, OCHOBaHHbIX HA MOAYIsIX 4OCTyna.

Mpokcn-cepBepbl TaKke MOryT NPOBOANTL NPOBEPKY HA NpeaMeT BPeAOHOCHOTO HAaNONMHeHUs! NpocTol o6paboTkomn
3anpoca. Ecnn 3anpoc siBnsieTcs BpeAOHOCHbIM, Ha CaMOM NMPOKCU-CEPBEPE, BEPOSITHO, NPOM30MAET aBapyiHbIA OTKa3s.
Mockonkeky Npokeu-cepeepbl 06bIYHO peanuaytoTes B IM3, nonyaoBepeHHON 30He, Takue AelCTBUS BbINOMHSIIOT YHKLMIO
«NpegoxpaHuTens» ¢ TeM, Ytobbl 06ecneunTb 3almTy peanbHON 3anpallvBatoLLe CTOPOHbI UM CEPBEPA;

- peanv3aumio 3alWmTHbIX Mep 1 CPEACTB KOHTPOIS 1 yNpaBleHns Bpe4OHOCHONW NPorpamMmmor Ha Moayrsix AocTyna
3NEKTPOHHON NoYThI. [1ocne Toro, Kak BbISIBNEHO, YTO MHMOPMaLUMOHHbIE CMCTEMbI CBOGOAHbI OT Bpe4OHOCHON NPOrpamMMbl
(BKIIOYasa BUPYChI), EANHCTBEHHLIM MapLLUPYTOM BHECEHWUS BPEAOHOCHOW NporpaMMbl SIBNSETCS BHECEHUE €€ B KAYeCTBe
AaHHbIX (UNn nporpamm). MNMo4YToBbIe cpeacTBa ABMNSOTCA OCHOBHLIMU «KaHAWAATaMWU» Ha nepegady BpeAoHOCHOW Mpo-
rPaMMbl 1 OCHOBHBIMW TOYKaMW peanu3aumm 3almTHbIX Mep U CPeACTB KOHTPOMS U YNpaBrieHns BpeLOHOCHON nporpam-
mon. OBbluHbIe Mepbl M CPEACTBA KOHTPONS M ynpaBneHus 6e3onacHOCTbIO BKIOYAOT B cebs cpeacTBa, U3onupylome
nogo3putensHble annel (HanpymMep, No TMNY MHPOPMALMOHHOIO HaMONMHEHUST), ¥ OTCEMBalOLWMeE 3anpoLLeHHble agpeca
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3MEKTPOHHOW MOYTbI, MOMNAaBLLUME B «YEPHbIi» cnucok. Kpome Toro, ans 60pb6bl ¢ cambiMy NOCIEOHUMM KOMIMIEKCHBIMM
yrposamu, Koraa BpeJOHOCHas NporpaMmMa COAEPKUT «HAUUHKY», He06X0AMMO paccMoTpeTh BONPOC GNoKMpoBaHust onpe-
AENEHHbIX BNOXEHUW, cCoaepalyx UCMOMHAEMY0 NPOorpaMmy;

- UCMNONb30BaHWe TEXHOMOMMIA aHTucnama u oby4HeHne nonb3oBaTernel 3almTe agpecoB SNEKTPOHHON NOYThLl NPy
JOoCTyne K cantam;

- peanusaumio aHTMPEeTPaHCIATOPa Ha CepBepax 3M1eKTPOHHOW NoYThbl U 06paTHbIX NpocmoTpoe DNS. OguH ua Boa-
MOXHbIX CNOCOGOB 3KCMnyaTaLuum NoYTOBOro cepeepa 13 MHTepHeTa cocTouT B TOM, YTOGBI MOcnaTth Ha Hero coobLueHve,
npegHasHa4eHHOe Ha CaMoM Jere CTOPOHHeN opraHusaumn. Torga, ecnv noYToBbIN cepBep NpMHUMaeT coobLieHne, OHO
6ygeT HanpaBrneHO CTOPOHHEN OpraHu3aLun, No-BUarMMOoMy, OT OpraHM3aumn/coobLecTsa, a He OT UCTUHHOIC OTrNpaBuTe-
nsi. 9TU MeXaHn3Mbl MOTYT BbiTb MCMONB30BaHbI NONb30OBaTENsAMU-CNaMepamMm U B LensX paspyLLeHusi CeT CTOPOHHEN
opraHu3auum atakoy otTkasa B o6cnyxmeaHMn. Mepbl U cpeacTBa KOHTPOINA M YNpaBneHusl aHTMpeTpaHcnaTopa onpegens:-
10T, NpegHasHauaeTcs N BXodsilee 3MeKTPOHHOe NMUCbMO opraHusauun/coobecTsy. Ecnm 810 He Tak, SneKTpoHHoe
NMCbLMO NPOTOKONUPYETCs (UMK N30NMPYeTCs1), U NOYTOBLIN CepBep He NPeAnpUHUMaeT AanbHenlLunX JeiCcTBIi;

- Cnonb3oBaHue NpeaynpexaeHnin 06 onacHocTn n «nosylwek» npoTtokona SNMPv3. Mpotokon SNMP moxeT uc-
nonb30BaThCA AN AUCTaHLMOHHOTO YrpaBeHns CeTeBbIM YCTPONCTBOM W ANsi OTNPaBKW YCTPOWCTBOM COOBLLEeHUI (Mnu
«IOBYLUEK») C LeNblo YBeAOMITEHUS] CTaHUMU MOHUTOPWHIA O COCTOSIHUM STOMO YCTPOMCTBA. MpOTOKON OTHOCUTENBHO He-
HesonaceH, M cywecTByeT TEHOAEHUMA HE MCMONb3oBaTe €ro Ans uenen ynpaeneHusi YCTPOMCTBOM. TeM He MeHee,
SNMP-«NoByLKM» LUIMPOKO UCMONb3YIOTCH M NepefatoTes No CETU ANA YBEAOMIIEHUS LeHTPpanbHOW CTaHLMKN O CTATUCTUKE
NN COCTOAHUAX OLIJVI6KVI;

- peanusauuio ynpaeneHusi aygutom. Bce XypHanel perctpaumm, OTHOCSILLMECS K SMEKTPOHHON NoudTe, AOMKHBI
6biTe cOBpaHbl Ha cepBepe ayauTa v 4OMKHbI exXeAHEBHO NPOBEPATLCA Ans 0BHapyXeHWs HeoObIYHON AEeATENBHOCTH, UTO
BKITIO4aeT B cebs1 KypHanbl pernctpauum MexceTeBoro akpaHa u no4ToBoro moayns gocryna SMTP. XKypHans! peructpa-
LMK cnedyeT usy4vaTtb, UCMOMNb3ys KAYeCTBEHHbIE MHCTPYMEHTarbHbIe CpeAcTBa aHanmsa u Koppensiuum cobbITuiA;

- YCTaHOBIEHWE BHEMOMNOCHOIO YNPaBMeHWA MeXCEeTeBbIM 3KpaHOM. YCTaHOBNEHWE BHEMONOCHOIO yrpaeneHus!
MEXCEeTeBbIM 3KPaHOM CBS3aHO C NPaKTUKOW MCNONb30BaHWsA pa3Hbix ceTel Ans nepeaayn 4aHHbIX U YNpaBrieHus], UTobbl
caenarb HEBO3MOXHbIM MOAKMIOYEHUE 3MOYMbILLIIEHHUKA K LENeBOMY YCTPOWUCTBY (B AaHHOM Cryyae MeXceTeBOMY 3Kpa-
Hy). CyLlecTByeT HECKOMBKO MEXaHU3MOB peanuaaummn BHENONIOCHOIO YNpaBneHus:

ynpaeneHue ToNbKo NyTeMm hMan4eckoro goctyna,
oTAenbHasA CeTb ynpaBneHuns,
MCMorb3oBaHWe BUPTyarbHbIX NOKaNbHbIX CETEN ANA CO3AaHNA OTAENbHBIX KAHANOB B CETU AaHHbIX, NO3BONSI0-

WMX pasgenuTb NOTOK 4aHHbIX U TpadyK ynpaBneHust.

B mHbIX cnyvasnx ynpaeneHne AOMKHO OCYLECTBNATHCS TONBKO NyTem hu3n4eckoro gocryna.

A.12 MapwpyTn3npoBaHHbIA JOCTYN K CTOPOHHWM OpPraHu3auusm

A.12.1 BeogHana wHopmauma

Uncno coegmHeHuni CO CTOPOHHMMMW OPraHu3aumsiMm1 YBENTMUUBAETCS NO Mepe CTPeMIeHUsi OpraHn3auni K COBMecT-
Howm paboTe, TpebyloLei NPAMON CBSA3M 1 LIMIO30B MeXAy opraHusaumsimu. Mprmep TexHn4eckoro pewwexust no obecneve-
Huio 6e3onacHOCTU ANsl MapLPYTU3NPOBAHHOIO AOCTYMNa K CTOPOHHUM OpraHu3auusiM NpeactaBneH Ha pucyHke A.2.

MapuwpyTn3npoBaHHbIV 4OCTYN K APYTMM OPraHn3aumsim MOXKeT OCYLWECTBNATLCA C NOMOLWLBIO TEXHONOMMI rnobarnb-
HbIX WNW LWMPOKOMOIIOCHBIX CeTen n TpeboBaThCs N0 MHOTMM NpUYMHaM, HanpUMep, MoXeT NoTpeboBaTbCA AOCTYN K NPU-
noxenuam 6a3 gaHHbIX B NOO60OM HanpaBneHUn — B 3TOM criyyae MOXeT GbiTb BBEeAeH HECaHKUMOHUPOBAHHLIN Kog, C
no60on CTOPOoHbI, NK Nonb3oBaTensiMm NioboN ceTn MoxeT BbITb NPeANPUHATA NONbITKA HECAHKLIMOHMPOBAHHOIO 4oCTyna
K apyron cetu. Moagnexawas c6opy nHdopmaumsi gonxHa, Harpumep, BKNoYaTtb B cebs:

- CBEEHWA O TOM, KaKvue MpUNoXeHus nognexar nogaepxke yepes MapwpyTU3UpoBaHHYIO CBA3b;

- Noapo6HOCTM 0 B3aMMOAENCTBYIOLMNX CEPBEPAX U UX MECTONONOXEHUN;

- nogpo6HocTu o MK nonb3oBartenen N MX MECTOMOMNOXEHUM;

- nogpo6HOCTU O MapLIPyTU3aToOpe CTOPOHHEN OpraHn3aumm, Npu Hanu4uun (Bkntovas IP-agpec, metog ayTteHTUOU-
Kauun, Hanpumep, uudpoeble cepTudmkaTel, COBMECTHO ncnonb3yemsie naponu, RADIUS, TACACSH+);

- BUA U CKOPOCTb NTMHWUW CBSI3WU, HAaNpUMep, BUPTYyarbHas YacTHaA CceTb B LUMPOKOMNOMOCHOW CeTn, peTpaHcrnsauus
KagpoB, YaCTHasA NPOBOAHASA CBSI3b, KOMMYTUPYEMOE coeauHEHUE Mo TenedOHHOIW NMHUKM U LM PoBasi CETb CBA3MU C KOM-
NNEeKCHLIMKW yCnyramu.

Llenecoo6pasHo Takke paspaborath Anst AOCTYNa KaXA0W CTOPOHHEN OpraHM3auum AoKyMEHTaLmIo KoHdurypaumm
(npw ee oTcyTcTBUNM), BKIloYaoLyio B ce6s 063op TpeboBanui, ceTeeon rpacdmk, nHopmaumio o kKoHDUIypaumum u nog-
pobHocTn 06 IP-agpecaunmn n ayreHtudmkaumm.

(Mpw paccmoTpeHun MapLIpyTU3MPOBAHHOIO IOCTYNAa K CTOPOHHUM OpraHu3auusim uenecoobpaaHo o6patutbes K
MCO/M3IK TO 14516:1999).

A.12.2 Puckun besonacHocTHn

OcHoeHble pucku 6e3onacHOCTU, UMEIOLLME OTHOLLEHNE K MapLIpy TU3MPOBaHHOMY JOCTYNY K CTOPOHHUM OpraHu3a-
LUMAM, B OCHOBHOM CBSi3aHbl C TeM hakToMm, 4To niobas CTOPOHHSIA OpraHn3auusi NpeacTaBnseT cobon oTaenbHyo chepy
6e30nacHOCTH ¢ COBCTBEHHBIMM MOJNTMTUKAMMN U MOXET HE OTIIMYATLCS TaKoM e 6e30NacHOCTbI0, Kak COBCTBEHHAs OpraHu-
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YaaneHHblii MapLipyTM3aTop
[enoBoro napTtHepa

PucyHok A.2 — TlpumMep TEXHUYECKOTO peLleHns No MaplpyTU3NPOBAHHOMY AOCTYNY
K CTOPOHHMM opraHusaymam

3aunsa. Takum o6pa3oM, OCHOBHblE pPUCKM 6€30NacHOCTU, MMetoLWw e OTHOWEHNE K MaplwpyTU3NPOBAHHOMY A0CTYNY K CTO-
POHHMM OpraHn3aunmsamM, BKAKYAKT PUCKN, CBA3AHHbIE C:

- HECAHKLUMOHMPOBAHHLIM AOCTYNOM K Ballell ceTU U CBA3aHHbIM C HEll «cuctemMam» U nHdopmauuu;

- BBeleHNeM BPefOHOCHON NporpaMMbl Yepes Kaxylwmninca JOBEPEHHbIM L3,

- DoS-aTakoli yepe3 CTOPOHHIO OpraHusayuio;

- ybexpageHnem, 4To ceTb CTOPOHHEW opraHm3auumnm npepnaraeT 6onee BbICOKWIA ypoBeHb 6e30nacHOCTU, YeM
MHTepHeT.

A.12.3 Mepbl 1 cpeacTBa KOHTPONSA U ynpaB/ieHns 6e30MacHOCTbIO

Mepbl 1 cpefcTBa KOHTPONA W ynpaBrieHus 6e30MacHOCTbI0O ANA MapwpyTU3MPOBAHHOIO AOCTyna K CTOPOHHUM
opraHusaumam MOryT BKAl4YaTb B ceba:

- U30NALMNI BCEX COEAWHEHUIA C BHELWHel CTOPOHOW NOCPeACTBOM MeXCeTeBOro akpaHa, oTauyatLwerocs oT uc-
nonb3yemoro Ana VMiHTepHeTa M APYrnX KNacCcoB BHELWHUX COEANHEHWUN;

- nporpamMmMmHoOe cpefCTBO 3alUThl OT BPEeAOHOCHbIX NporpaMM ANs npoBepku nporpamm Java u ActiveX BMmecTo npo-
rpaMMHOro cpegcrtsa, paboTallWwero Ha MexceTeBblX 3KpaHax [Kak ynoMmHanocb paHee, nporpammbl Java n ActiveX He
pacnos3HalTCsa CTaHAAPTHBIMW NPOrPaMMHbLIMU cpefcTBaMu 3alnTbl OT BPEAOHOCHbBIX NporpamMmm (Bka4Yas aHTUBUPYChI)]
n, cnepoBaTeNbHO, HE MOTYT 6bITb OGHaPYXeHbl U NPOBEPEeHbl Ha NpeAMeT UX LOCTOBEPHOCTK);

- Hannyume CTPOroin ayTeHTUdMKaLMum Ha OCHOBE MapKepoB WU KapToyek B Buie UMK pPOBbIX cCepTudnKkaTtoB Ha Toke-
Hax uam cmapTt-kapTax n1Mbo ABYX(aKTOpHON ayTeHTudMKaLum ¢ mapkepamu;
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- NCNONb30OBaHWe ngeHTUUKaToOpa NUHUKN BLIZOBA B Ka4ECTBE [OMNONTHUTENBHOIO MeToZa ayTeHTudmKaLmm, ecnm
COeAVHEHNA OCYLLECTBASIOTCH C NOMOLLBIO MapLWPYTU3UPOBAHHOIO A0CTyna undpPOBON CETU CBSI3U C KOMIIIEKCHBIMM
ycnyramu;

- ayTeHTUUKaUMIO MapLIpyTU3aTopoB, BKNOHASA MapLUPYTU3aTOpbl HA YAANeHHOM KOHLE COEOUHEHUS, C NOMOLLBIO
cepBepa ayTeHTudukauum, Takoro, Hanpumep, kak TACACS+. OgHako ecrnv CoO CTOPOHHEN opraHm3aumeit He MoXeT OblTb
DOCTUIHYTO COrnaleHne o metoge ayteHtmdurkaumm, To Npy ManoM Yncne NpUMeHeHn MoryT UCMOb30BaTbLCH COBMECT-
HO Ucnonb3yemble Naponu — obmeH naponsimu. [na 60MbWoro Yncna coeanHeHuii JOMKHbI UCMNONb30BaThCS LUMPOBbLIE
cepTUUKaTLI, MOCKONBKY OHU MOTYT PErynsipHO MEHSITBCS;

- MCNOMb30BaHUE MapLIPYTU3aTOPOM CTOPOHHEN OpraHvM3auvu Takux Xe cpeAcTB ayTeHTudmKauum, Hanpumep,
LNPOBLIX CepTUPMKATOB, COBMECTHO UCMOMb3yeMbIX CEKPeTHbIX AaHHbiX, RADIUS, TACACSH;

- obecneveHne HuUanveckon 6e30MNacHOCTU MapLLPYTU3ATOPOB Ha 0B60UX KOHLAX COeaNHEHNS;

- BKITIOYEHUE BCEX COEAVHEHUII CO CTOPOHHEN opraHnsauueli B A0KYMEHTUPOBaHHbIe ycroBus obecrneveHusi 6e30-
NacHOro cCoeAMHEHWS, KOTOPbIE NOAMNMCLIBAIOTCS KaX0W CTOPOHHEN opraHu3auueli 0o paspelueHns noboro coeguHeHns;

- paccMoTpeHre Bonpoca 06 NCnonb3oBaHUM CUCTEMbI OBHaPYKEHUsI BTOPXKEHUIA/CUCTEMbI NpeaynpeXaeHnst BTOp-
KEHWN;

- peanusauuio ayamta v nogoT4eTHOCTH;

- pa3paboTKy 1 cornacoBaHue JOKyMeHTaumm no KoHurypaumm anst 4oCTyna Kaxaow CTOPOHHEN opraHn3auum, Ko-
Topas BkItoyaeT B cebs1 0630p TpeboBaHuii, ceTeBon rpadvk, uHdopmaumio o koHdurypaumm u nogpobHocTtn o6 IP-agpe-
cauum n ayteHTndmKaLmm.

A13 LeHTtp 06paboTkm (M xpaHeHuns) AaHHbIX ceTn UHTpaHeT

A.13.1 BBogHasa nHdopmaumsa

LleHTp 06paboTkn (M xpaHeHus1) AaHHbIX MIHTpaHeTa COAepXUT NPUNOXEHUs U AaHHble, Hambonee BaxHble AnNs
opraHuaauum. LieHTp obpaboTkm (M XpaHeHus ) AaHHbIX MOXeT BbiTe KPUTUUECKOW YacTbio MHPaCTPYKTYPbl OpraHn3aLuii,
W €ro esATenbHOCTb MOXET ObiTh CBSiI3aHa C pelleHeM 3adaY, BbIXoOsAaLWwMX 3a Npeaenbl CETEBbIX aclekToB, paccMaTprBa-
eMbIX B APYTUX HacTsIX HACTOSILLErO NPUMOXKEHWS. XOTA XpaHeHne (CeTH XpaHeHWs aHHbIX) U OTAENbHbIE acnekTbl, Kacaio-
LMecs cepBepoB B LeHTpe obpaboTku (U XpaHeHUs) JaHHbIX, BbIXOAST 3a 06nacTe NpYMeHeHWs HacTosIWero craHaapTa
(Hanpvmep, NOBbILLEeHWe HAAEXHOCTU CepBepOoB nu 6a3 AaHHbIX); 34eCk NpMBeAeHbl HEKOTOpble coobpaxeHuns 06 obwen
6e3onacHocTn LeHTpa 06paboTku (M XpaHeHWs) AaHHbIX.

Yrpo3bl, ¢ KOTOPbIMW CTaNKUBaOTCA B HaCcTosLLEee BpeMs agMuHucTpaTopbl 6esonacHoctn UT, u3 oTHOCUTENBHO
TPVBMAnbHbIX MONLITOK NPUYMHUTE YLLep6 ceTaM NPeBpaTUNCE B U3OLWPEHHbIE aTaku, HanpaBneHHbIe Ha NoNyYeHne Npu-
ObINU U XMLLLEHNE KOHDMAEHUMANBHBIX KOPNOPaTUBHLIX AaHHbLIX. Peanvaaunsi BO3MOXHOCTEN obecneveHns 6e3onacHoOCTH
HaAEXHOro LeHTpa 06paboTky (M XpaHeHUs) AaHHbIX A5 3aLUMTbl 3HAUMMbIX Y HEOOXOAMMbIX 1Sl LLeneBon 3a4avv Npuno-
XKEeHWM W OaHHbIX CMYXWT KpaeyrofbHbIM KamMHeM YCWUIUW, HanpaeneHHblX Ha obecneveHne GesonacHocTn ceTen
npeanpuaTUA.

Mockonbky oCHOBHOWM 3ajadel obecnedeHus Be3onacHocTy LeHTpa obpaboTkm (M XpaHeHus) faHHbIX ABNSETCA
nopaepXaHve AOCTYMHOCTU yCryr, He0BXoaMMO TLLaTeNnbHO PacCMOTPETL, Kak obecneveHne 6e30nacHOCTU BNUSIET HA NO-
TOKM OaHHbIX, MaclTabnpyemocTb u coom.

A.13.2 Puckn 6esonacHocTun

B HacTosiLLee BpeMs YBENUYUNUCE BEKTOPLI aTak, HanpaBneHHble Ha paspyLleHne 3almuThbl CETU U HaUENEeHHbIE He-
nocpeacTBeHHO Ha npunoxeHusi. ATaku Ha 6aze HTTP, XML u SQL okasbiBaloTcs ycnelHbiMy Arisi GonbWwWUHCTBA 310y-
MbILLIIEHHMKOB, NMOTOMY YTO 3TUM MPOTOKONam 06bIMHO paspeluaeTcs NPOXoAuTb Yepes CeTb OpraHu3aumMmn U BXoaUTh B
LeHTp 06paboTkM (U XxpaHeHus) gaHHbIX HTpaHeTa.

Hwxe npvBeaeHbl HEKOTOPbIE BEKTOPB! YIPO3, OKa3biBaloWwye BNusiHve Ha LeHTp o6paboTky (M XpaHeHus1) AaHHbIX
WHTpaHeTa:

- HECaHKLUMOHMPOBaHHbIN AOCTYN K AAHHbIM;

- HECaHKLUMOHMPOBaHHbBIN 4OCTYN K MPUINOXEHUAM;

- HECaHKLMOHUPOBAaHHbBIA JOCTYN K YCTPOWCTBAM;

- HapyweHne BaxKHenwunx ycnyr B pesynotate DoS-artak;

- HeoBHapyXeHHble aTaku;

- NoTeps AaHHbIX;

- HEBO3MOXHOCTb BOCCTAHOBMEHUS] AAHHBIX;

- LeneBble aTaku 4ns MoaudvKauum AaHHbIX;

- NOBbLIWEHNEe NPUBUNETNUIA;

- yCTaHOBKa BPEACHOCHOMO NPOrpaMMHOro CpeacTBa;

- HECaHKUNOHNPOBaHHOE ncnosib3oBaHne ycnyr, B TOM YUCNne HapyweHne NonnTukn opraHn3auumn.

A.13.3 Mepbl 1 cpeacTBa KOHTPOIS M ynpaBneHusa 6e3onacHoCcTbIO

TexHu4eckme Mepbl U CPeacTBa KOHTPONS U yrnpaeneHns 6e30nacHoOCTbIO Ans LeHTPOB 06paboTku (M XxpaHeHus)
AAHHbIX MOTYT BKIOYaTh B cebs:

- wrto3bl 6e3onacHoCTy Ans ynpaeneHus 4OCTYNOM K LeHTpY 06paboTkv (M XpaHeHus) AaHHbIX;
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- NCNOMNb30BaHUe B LeHTpe 06paboTku (U XpaHeHWs1) AaHHbIX CUCTEMbI OBHAPYXEHWS BTOPXKEHUIA/NpeaynpexaeHus
BTOPXXEHUW;

- 3alLMTHbIE MEPLI M CPEeACTBa KOHTPOIS U YNpaeneHusi BpeOHOCHOW NporpamMmMoi (BKoYasi aHTMBMPYChI) Ha cep-
Bepax;

- MeHeaXXMeHT 6e30MacHOCTU YCTPOMCTB MHAPPACTPYKTYpbI;

- BO3MOXHOCTU perncrpaumm u npoBepkn, NoaaepKMBaemble NoHOCTBI0 CUHXPOHM3MPOBAHHOW CryXGoi BpeMeHu
BO BCEX 4acTAX LeHTpa o6paboTkym (M XxpaHeHns) AaHHbIX;

- nrnaH obecneueHNsi HENPEPLIBHOCTY AESATENBHOCTU NPU aBapUMHbIX CUTyauUnsX;

- TMOKOE NPOEKTUPOBAaHUE;

- perynsipHble NPOBEPKU LIENOCTHOCTY AS BbISIBIEHWSI HECAHKUMOHUPOBAHHbLIX U3MEHEHWI AaHHbIX;

- BupTyanbHble J1IBC ans pasgenenusi yenyr B LeHTpe 06paboTky (M XpaHeHUs1) AaHHbIX C Lenblo 3awmTbl 6onee ysia-
BUMbIX YCNYT;

- KoHdmrypupoaHue yctponcts JIBC anst koHTpons HeynpaensiemMmbix nameHeHnin MAC-agpecos;

- UCMOJIb30BaHWE MPOTOKOIIOB MeHeKMeHTa 6e30NacHOCTY.
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MpwunoxeHne B
(cnpaBoyHoe)

MepekpecTHble ccbinku Mexay UCO/M3K 27001, UCO/MIK 27002 u pasgenamm HacToALero
CTaHAapTa, OTpaXalLWMMU Mepbl U cpeACcTBa KOHTPOISA U yNpaBneHus, CBA3aHHble C CeTeBOWM

6e3onacHoCTblO

Tabnwuuya B.1— lepekpecTHble ccbinkn mexay MCO/M3IK 27001, MCO/MIK 27002 n pasaenamm HaCTOSILLLETO

cTaHgaprta

Paszpensl, nogpasnensl, NyHKTbI,
noanyHktel WCO/M3K 27001 n
NCO/M3BK 27002

Mepbl

Pasgensl, nogpasaens,
NYHKTbI, NOANYHKTbI
HacTOsILLEro craHgapTa

10.4.1 Mepbl 3aWmTbl OT Bpedo-
HOCHOrO Koaa

HonxHbl 6bITe peannaoBaHbl Mepbl NO OBHAPYXEHUIO,
NpegoTBpaLLEHUI0 NPOHVKHOBEHUSI U BOCCTaHOBIe-
HUIO Mocne MPOHVMKHOBEHUSI BPEAOHOCHOIMO koga, a
TaKKe AOMKHb! ObiTh YCTAHOBMNEHbI Npoueaypbl obec-
neYeHnsi COOTBETCTBYIOLLENO OMOBeLeHUsi NoMb3oBa-
Tenen

8.7 3awuTa oT BpeaoHoc-
HOWM Nporpammbi

10.4.2 Mepbi 3awWwmuThl OT MOGUIB-
HOro KoZa

Tam, rae paspeleHo UCMNorNb3oBaHUEe MOGUNBHOTO
Koga, koHdurypauus gomxkHa obecneumBaTtb yBepeH-
HOCTb B TOM, YTO @BTOPU3OBAaHHBLIN MOOUNBbHLIN KOA
OYHKLMOHUPYET B COOTBETCTBUM C YETKO onpeaeneH-
HOW MonuTUKON Ge3onacHOCTH, a UCNofHeHWe onepa-
LU C UCNOMNb30BaHMEM HEaBTOPU30BAHHOTO MOGUINb-
Horo kopa 6yaeT npegoTBpalLeHo

7.2.2.2 CeTeBble apXuUTeK-
TYpbl, NPUNOXEHUs1 U cep-
BUCHI

10.6.1 CpeacrBa KOHTPONSA CeTH

CeTu gomnmkHbI 6bITh aAeKBATHO YNPaBNAeMbIMU U KOH-
TPONUpyeMbIMK B LENSX 3aWMThl OT Yrpo3 u nopaep-
XaHwus 6e30nacHOCTU CUCTEM M MPUIOXEHWIA, UCNONb-
3ylOWMX CeTb, BKMYasi WHhopmaumio, nepegasae-
MYI0 MO CeTsIM

CM. HWXe ans pasaernos
MCO/M3K 27001 7
MCO/M3K 27002, nyHk-
Tl 10.6.1 1G, nepeuncne-
HUsi @) — e)

10.6.1 1G", nepeuncrierve a)

3KennyaTaumoHHble 0653aHHOCTY, CBA3AHHBIE C CEeTSI-
MW, OOMKHbI BbITE OTAENEHbI OT KOMMBIOTEPHBLIX One-
pauuii (rge Heobxoaumo)

8.2 MeHepKMEHT ceTeBon
6esonacHocTU

10.6.1 1G, nepeumncnenne b)

HonxHbl BbITb ycTaHOBNEHbI 06A3aHHOCTU U NpoLeay-
pbl MEHEeQXKMEHTa yaaneHHoro 06opyaoBaHns, BKIHO-
Yan obopydoBaHve B 30He Nonb3oBaTens

Bonee noppo6Hasn nHgop-
mMauusi  npuBeaeHa B
NCO/M3K 27033-5

10.6.1 IG, nepeuuncnenue c)

JorkHbl GbiTe YCTAHOBMNEHb! CrieuuanbHbie Mepbl U
CpeacTBa KOHTPOIS W YNPaBeHnst 4N 3almTbl KOH-
hUaeHUNanNbEHOCTU U LENOCTHOCTU JaHHbIX, nepena-
BaeMbIX No 06WedoCTYMNHbIM ni 6ecnpoBOAHbIM Ce-
TAM, U ONS 3alMTbl COBAWHEHHBIX C HUMWU CUCTEM U

Bce wmepbl n cpeacrtea
KOHTPONS U ynpaBrneHus
6e30nacHOCTbIO CM. B pas-
aene 11 «Acnektbl «Tex-
HOIOIMI» — PUCKU, METO-

Tpauus (GaHHBIX) U MOHUTOPUHT, 4YTOGLI caenaTh BO3-
MOXHbIM (DUMKCMPOBaHWE OesTENbHOCTU, CBA3AHHON C
obecreveHnem 6eaonacHoCTU

npunoxenui (cm. 11.4 n 12.3); moryt Tarke notpebo- | Abl NPOEKTUPOBAHUS U
BaTbCA CneunarnbHble Mepbl U CPeACTBa KOHTPONS U | BOMPOCHl,  KacalolMecs
ynpaeneHusa On8 nogaepkn AOCTYNMHOCTU CETEBbIX | Mep M CpeacTB KOHTPOMS U
yCnyr n NOACOEANHEHHBIX KOMIMbIOTEPOB yrnpaBneHus»

10.6.1 1G, nepeumncnenve d) HormkHel MCNonNe3oBaTbCsA coOOTBETCTBYOWME pernc- | 8.5 BegeHne  KOHTpoOnb-

HbIX >KYpHaroB U MOHUTO-
PVIHF CeTu

10.6.1 IG, nepeumncnenve e)

HesATensHOCTb MO OCYWECTBMEHUIO MeHeKMeHTa
AomkHa BbITb cornacoBaHa AoMmKHLIM 06pa3om, YTo-
6bl CNTUMM3MPOBATE YCNYIW ANst opraHn3aummn u obec-
neynMTb NOCMNeAoBaTenbHOE MPUMEHEHWE Mep |
CPeACTB KOHTPONA W ynpaerneHusi B MHPPacTpyKType
06paboTkM UHhopMaunm

" 1G — PykoBoacTBO no peanuaaumu, T. e. craHaapT MCO/MIK 27002.

56

8.2 MeHepKMEHT ceTeBoOM
6e3onacHoOCTU




OkoHyaHue mabnuuei B.1

FOCT P UICO/M3K 27033-1—2011

Paspenel, nogpasnensl, NyHKTbI,
noanyHkTel MCO/M3K 27001 u
NCO/M3K 27002

Mepbi

Paspenbl, nogpaspensi,
NYHKTbI, NOANYHKTbI
HaCcTosILLero cTaHaapTa

10.6.2 be3onacHOCTb CeTeBbIX
CEPBUCOB

O6ecneveHne 6e30nacHOCTH, YPOBHU 06CNyXMBaHUS
AnA BCex ceTeBbIX ycryr u TpeboBaHusl yrnpaeneHus
OOIMKHbI ObITh ONpeaeneHbl U BKITIOYeHb! B Noboi ao-
roBOp O CETEBbIX yCIyrax, He3aBUCUMO OT TOro, Npes-
OCTaBMSIOTCS NN STU YCIyr CBOMMM CUIIaMy UINn CTo-
POHHEN OpraHn3aumnen

8.2 MeHeaXMeHT ceTeBomn
6e3onacHoCTH (MMeEIOLLMIA
OTHOLLEHME K APYIVM Moj-
nMyHKTam pasgena 8 u pas-
Aenam 9—11)

10.8.1 lMonuTrkn u npoueaypsbl
obmeHa nHdopmaumnen

JonxHbl cywecTBoBaTh hopManum3oBaHHbie Npoueay-
pbl, TpeboBaHMsi 1 Mepbl KOHTPOIs], obecnevnBalome
3awmTy obmeHa uHdopmMaumen npy Mcnornb3oBaHUK
CBS131 BCEX TUIMOB

6.2 MnaHvpoBaHue n me-
HEQKMEHT ceTeBo 6e3o-
NacHoOCTU

10.8.4 OnekTpoHHLI 0OMEH co-
obLweHnsamm

Wudopmauus, ncrnonb3yemasi B a1ieKTPOHHOM 06MeHe
coobWweHnsiMn, AomkHa ObiTb Hagnexawmum obpasom
3almeHa

A.11 QnekTpoHHas noyta
B8 NHTepHeTe

10.9.1 3neKTpoHHasi TOproens

WHdopmauumsi, ncnonbdyemasi B 3NeKTPOHHON TOProB-
ne, Npoxoaswas rno obLe0CTyNHbIM CETAM, AOIDKHA
6biTb 3aWMmUleHa OT MOLIEHHUYECTBA, OCNapuBaHus
KOHTPaKTOB, a Takke OT HECAHKUMOHWPOBAHHOTO pas-
rnaweHus n mogudukaumm

10.4 Ycnyrm «6uanec —
6usHec»
10.5 Ycnyrm «6uanec —
KNUEHT»

10.9.2 TpaH3akuum B pexvme pe-
aneHoro BpemeHu (on-line)

VHdopmaumsi, ucnonb3dyemMas B TPaH3aKUUSIX B PEXU-
Me pearnbHoro Bpemenm (on-line), gomkHa 6bITb 3awm-
LeHa Ansi NnpeaoTBpaLLeHNst HEMONHOW nepeaayu, He-
NpaBuITbHON MapLupyTU3auum, HeCaHKLMOHMPOBAHHO-
ro M3meHeHWsi coobLLEeHWI, HeCaHKLUMOHMPOBAHHOIO
pasrnaweHusi, HeCaHKUMOHUPOBaHHOIO KOMMPOBaHWA
UIN NOBTOPHOTO OTNPaBNeHnsi COO6LLEHNI

10.5 Ycnym «6usHec —
KNUEHT»

10.9.3 O6wepoctynHasi nHGOP-
mauusi

Wudopmauus, npegoctaensemas Yepes obwenocryn-
HY0 CUCTeMy, A0KHA BbIThb 3aWwyLLEHa OT HECaHKLMO-
HUPOBAHHON MOgUMKaLun

A.10 PasmeweHve WH-
cdopmaummn Ha cepeepe
Beb-y3noe

11.4.1 MMonuTrvka B OTHOLUEHUM
MCMONb30BaHWsI CETEBLIX YCIyr

Monb3oBaTensaM cregyet MpeaocTaBnATb  4OCTYn
TOINbKO K TeM YCIyram, no OTHOLLUEHUIO K KOTOPbIM OHW
cneumnansHO Bbinu aBTOPU3OBaHbI

8.2.2.2 Monutuka cete-
BOW 6e3onacHOCTH

11.4.2 AyteHTndmkaumsa nonb3o-
BaTenew gnsi BHELWHUX coeanHe-
HUIA

Ons KOHTpons JocTyna yAaneHHbIX Monb3oBaTenen
AOMKHbI MPUMEHSITLCS| COOTBETCTBYIOLWME METOALI ay-
TeHTUhKaunm

8.4 VipeHTndmkaums n ay-
TeHTnduKaums

11.4.3 Waerntudukauus obopy-
AOBaHWA B CeTAX

ABTOMaTuyeckass wnaeHTudmkauus obopyaoBaHus
AOMKHA paccMaTpUBaTLCS Kak CPeacTBO ayTeHTUdu-
Kauun coeguHEHUIA, OCYLLECTBNSIEMbIX C OnpeaeneH-
HbIX MECT 1 C onpeaeneHHsIM 060pyaoBaHnem

11.4.4 3awmta NOPTOB KOHDUry-
pauuMu 1 OWarHoCTUKU Npu yaa-
NeHHOM JocTyne

®Pusnuecknini M NOMMHYECKUIA JOCTYN K NOpTam KOHMUry-
pauun 1 ANarHoCTUKK A0MKeH BbITb KOHTPONMPYEMbIM

11.4.5 MpuHUMN pasgenexHvs B
ceTsix

B ceTsiX QOMKHbI NPUMEHSATLCH NPUHLMNGLI pasaerne-
HUSI TPYNN MHCPOPMAaLIMOHHbIX YCIYT, NONb3oBaTenen u
MHMOPMALMOHHBLIX CUCTEM

11.4.6 KoHTpoOnb ceTeBbIX coeau-
HEeHUN

MoakntoveHne nonb3oBaTenen K COBMECTHO UCMOrb-
3yeMbIM CETAM, OCOGEHHO K BbIXOASILLMUM 3a TEPpPUTO-
puio opraHnsaumm, HeobxoaUMo orpaHNYNBaTh B COOT-
BETCTBMU C NONMMTUKOW KOHTPONsA goctyna u Tpebosa-
HUAMU BU3HEC-NPUNOXKEHNI

11  AcnekTbl CeTeBbIX
«TEXHOMOMUN» — PUCKM,
MEeTOAbl MPOEKTUPOBAaHWS
M BOMpPOCHI, Kacarowmecs
Mep U CPeAcTB KOHTPOmsi
W ynpaBneHus

11.4.7 KoHTponb mapwpyTtusa-
LMK B cetn

HorxHel GbITb BHeApeHbl CPeAcTBa yNpaBneHus u
KOHTPOINSA MapLIpyTU3aLun B CETU C LIENbIe UCKITHoYe-
HUSI HapyLLIeHW NpaBun KOHTpOnsa gocTyna ansi 6mus-
HEC-MPUIOXEHWI, BbI3bIBAEMbIX COEAUHEHUSIMU U MO-
TOKammn nHbopmMalmm

A.6 LLnto3bl 6e3onacHoc-
™
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Ta6nwuua B.2—epekpecTHble CCbINKM MEXAY pa3genamMu HACTOSWEro cTaHgapra u pasgenamu
MCO/M3K 27001, NICO/MSBK 27002

Paspgensl, nogpasgensi,
NYHKTbI, NOAMYHKTbI

HaumeHoBaHusi pasgenos

Paspenbl, nogpasgensil, NyHKTbI,
noanyHktel ACO/MIK 27001 n

HacToALero craHpapTa MCO/M3K 27002
6 O630p
6.2 MnannpoBaHne N MeHeaXXMEHT ceTeBol 6e3onacHoCTH 10.8.1 Monutnkmn 1 npouedypsl
obmeHa nHdopmaumen
7 MaeHTndmkaumst puckoB U NOAroToBKa K naeHtudukaumm
Mep 1 CPEACTB KOHTPONA U ynpaeneHns 6e3onacHoCTbIO
7.2 WHdopmaumsa o Tekywem u (Mnu) nnaHmpyeMmom nocTpoe-
HUK ceTn
7.2.1 TpeboBaHuns 6€30NacHOCTU B KOPNOPATUBHOW MONUTUKE UH-
dopmaumnoHHon 6eszonacHoCTH
7.2.2 Mudopmaums o Tekywem/nNaHnpyeMom NOCTPOEHNN CETH
7222 CeTeBble apXMTEKTYPbl, NPUNOXEHNA U CEPBUCHI 10.4.2 Mepbl 3awmTtbl OT MO-
6unbHoOro Koaa
7.2.2.3 Buapbl ceTeBbIX coeauHEHUN
7224 [pyrne ceTeBble XapakTepUCTUKK
7.2.2.5 [ononHuteneHas HbopMaums
7.3 Puckn nHhopmMaLoHHOK 6e30NacHOCTU M NOTEHUMANbHbIE
obrnacTv AeicTBUSI Mep 1 CPeACTB KOHTPONS 1 YNpaBneHust
8.2 MeHempKMeHT ceTeBoW 6e3onacHOCTH 10.6.1 CpegctBa KOHTpOnsi
cetm
8.2.2 HenaTenbHOCTN NO MEHEXXMEHTY ceTeBol He3onacHocTn
8.2.2.2 Monutnka ceTeBol 6e30NacHOCTM 5.1 Monutuka wHOPMaLMOH-
HoM Ge3onacHoCcTH
11.4.1 Tonntrka B OTHOLLEHUN
MCIONb30BaHUsi CETEBbIX YCIyr
8.2.2.3 OnepaunoHHble npoueaypbl ceTeBol 6e30MacHOCTU
8.224 MpoBepka coOOTBETCTBUSA TpebGoBaHUsiM ceTeBon Besonac-
HOCTK
8.2.2.5 YcnoBusi obecrneveHusi 6630NacHOCTU CETEBLIX COeanHe-
HWUIA CO MHOTUMW OpraHn3aunsimm
8.2.2.6 HokymeHTUpoBaHHble ycnoBusi obecnevennsi 6esonacHoc-
TV ANs yAaneHHbIX CeTeBbIX Nonb3oBaTernen
8.2.2.7 MeHepKMEHT MHUMAEHTOB CeTeBON Ge3onacHoCTH 13 YnpaeneHve vHUMAeHTaMu
MHopMaLuuoHHol  Gesonac-
HOCTK
8.2.3 Ponu n 06s3aHHoCTK, cBSi3aHHbIe ¢ obecneyeHnem ceTeBol | 8.1.1 ®yHkuMM M obsi3aHHOCTU
GeaonacHocTn nepcoHana no obecne4eHunio
6eaonacHoCcTK
8.24 CeTeBoV MOHUTOPVIHT 10.10 MoHUTOPWHT
8.25 OueHka ceTeBoW 6e3onacHocTh
8.3 MeHeKMEHT TEXHUYECKMX YSI3BUMOCTEN 12.6 MeHeaXMeHT TeXHUYECKNX

YSI3BUMOCTEN
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lMpodonxerHue mabnuusi B.2

Pasgensl, nogpasgensi,
MYHKTbI, NOAMYHKTbI
HaCTOoALLEero cTaHaapTa

HaumeHoBaHusi pasgenos

Pa3spnensl, nogpa3saens, NyHKTbI,
noAnyHkTsl MICO/M3K 27001 u
MCO/MO3K 27002

TEXHUYECKUX CPeacTB U ycnyr no obecnevernto 6esonac-
HOCTW

8.4 WoeHTndomkauus m ayteHTndmkaums 11.4.2 AyteHTMdVKaums no-
nb3oBarenei Ansi BHELWHWX Co-
eguHeHun
11.5.2 NgeHmndumkauusa v ay-
TeHTndurKauus nonb3oBaTenemn

8.5 BegeHve KOHTPOMBHbIX XYyPHANoOB U MOHUTOPUHT CETU 10.6.1 CpeacrBa KoHTpons
cetu
10.10.1 BegeHue xypHarnosB ay-
avta

8.6 O6HapyxeHue 1 npegoTepalleHne BTOPXKeHWUN

8.7 3awmTa oT BpeAOHOCHbIX MPOrpamm 10.4 3awmra OT BpeaoOHOCHOIo
KoAa u MoOUINbHOTO Koaa

8.8 Ycnyru, oCHOBaHHbIe Ha Kpuntorpadum 12.3 Kpuntorpaduueckue
cpeacTBa 3aWwmThbl

8.9 MeHepKMEHT HenpepLIBHOCTU AEATENbHOCTH 14 MeHegXMEHT HenpepbIBHOC-
™ 6usHeca

9 PekoMeHgauum no NPOEKTUPOBAHUIO U peanu3auum cete-

BoW 6e3onacHoCTm

9.2 CrneunanuanpoBaHHas apXMTeKTypa/npoexT ceTeBon 6e30-

nacHocTH

10 TUNOBLIE CETEBLIE CLEHAPUM — PUCKU, METOALI NPOEKTU-

POBaHWs 1 BOMPOChHI, Kacalowmecs Mep U CpeCcTB KOHTPOns
W yrnpaBreHus

10.2 Yenyru goctyna coTpyaHukoB K MHTepHeT

10.3 PaclwupeHHble ycrnyrm coBMecTHOW paboThbl

10.4 Yenyrm «6usHec — 6usHec» 10.9.1 OnekTpoHHas Toprosns

10.5 Yenyrm «busHec — KnmeHT» 10.9.1 OnexTpoHHas Toproens
10.9.2 TpaH3akuum B pexume
peanbHoro spemeHu (on-line)

10.6 Ycnyru ayTcopcuHra

10.7 CermeHTauus cetu

10.8 MobunbHasi cBs3b

10.9 CeTeBasi noggepka Ansi HAaXo4sWMXCsl B pasbe3gax no-

nb3oBarenem
10.10 CeTeBasi nogaepxka Ans gomMallHmx opmcos n opmcos ma-
NbIX NpegnpusTum
11 AcCneKkTbl CETEBLIX « TEXHOMOMMNY — PUCKK, MeToabl Npoek- | 10.6.1 Cpeacrea  KOHTpOns
TUPOBaHWUSI 1 BOMPOCHI, KAcalLWMecs Mep U CpegcTB KOH- | ceTn
TPONsi U ynpaBreHus
11.4.6 KOHTpOMb CETEBbIX COe-
OVHEHWUI
12 Pa3paboTka n TecTUpoBaHWe KOMIMIEKca NporpaMMHbIX U
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Oxkonyarnue mabnuusi B.2

Pa3snensl, nogpasaens,
NYHKTbI, MOAMYHKTbI
HacToALLEero craHgapTa

HaumeHoBaHusi pasgenos

Pasnensl, nogpasgent, NyHKTbI,
noanyHkTel UCO/M3K 27001 u
MCO/M3K 27002

13 Peanuaaunsa komnnekca nporpamMmMHbIX U TEXHUYECKMX
cpeacTB u ycnyr no obecneuvenunio 6eaonacHocTn
14 MOHUTOPMHI 1 NpoBepKa 3KCnfyartauum KOMMMeKkca npo-

rPaMMHBIX M TEXHUYECKUX CPEACTB U yCryr

MpunoxeHne A

ACNeKTbl CeTeBbIX «TEXHOMOMMMN» — PUCKU, METOAbI NPOEK-
TUPOBaHMWS M BOMPOChHI, Kacalolmnecss Mep U CpeacTs KOH-
Tponst U yrnpasneHust

AM

A1 JlokanbHble BbMMCIINTENBHBIE CETU

A2 FnobanbHble BelMUCIIMTENBHBIE CETU

A3 BecnpoBogHble ceTn

A4 Pagvocetn

A5 LLinpokononocHble cetn

A.6 Lnto3bl 6esonacHocTy 11.4.7 KoHTponb maplpyTtusa-
unm B cetu

A7 BupTyaneHble YacTHbIe ceTu

A8 CeTtn TenedoHHOW CBA3K

A9 |P-koHBEpPreHumus

A.10 Paswmelenne nicdopmaumm Ha cepeepe Be6-y3nos 10.9.3 OG6wepnoctynHas WH-
cdopmauma

A1 OnekTpoHHan noyta B UHTepHeTe 10.8.4 OneKkTpoHHbI 06MeH
coobWweHnammn

A12 MapLupyTM3MpoBaHHbIN 4OCTYN K CTOPOHHWUM OpraHusaum-
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MpwunoxeHne C
(cnpaBo4HOe)

MpumepHbI 06paszeL, AOKyMeHTa, kacatowerocsi SecOPs

1 BeegeHuve
1.1 Npeanoceinkn
1.2 CTpykTypa AoKymeHTa
2 O6nacTtb NnpUMeHeHns
2.1 O6beKTHI
2.2 TexHu4eckas UHGpacTpykTypa
2.2.1 UT-cpepa
2.2.2 CeTteBasn apxuTekTypa
2.2.3 O6bexkT 1
2.2.4 O6vexT 2
2.2.5 O6bekT 3
2.2.6 BHewHne coeanHeHunst
3 MonunTtuka 6esonacHoCcTn
4 Opranmsaums o6ecneueHuns nHpopmMaunoHHoW 6e3onacHoCcTH
4.1 BeegeHve
4.2 MeHepXMeHT 6e30nacHOCTU — CTPYKTypa u 06513aHHOCTH
4.2.1 JonmxHocTHOe nuuo cnyx6bl 6e3onacHoCTV opraHn3aumm
4.2.2 3amecTuTtenb AOIMKHOCTHOrO nuua cryx6bl 6e3onacHoOCTN opraHMsaumm
4.2.3 [lomkHocTHOE nuLo cnyX6bl HOPMaLMOHHOI 6e30NacHOCTU opraHu3aumm
4.2.4" T'pynna nopaepxkm UT (npn HeoBxoammocTy)
4.2.5 PykoBoguTenu oCHOBHOW AesATenbHOCTU
4.2.6 MNepconan
4.2.7 CoBeT QUPEKTOPOB OpraHn3aumm
4.3 OTueTHOCTb 06 MHUMAEGHTAX U HeAOCTATKaX UHOPMaLMOHHONW 6e30nacHOCTH
4.4 PacnpegeneHve onepaumoHHbIX npoueayp 6esonacHoctu
4.5 OueHKa pMCKOB, CBSI3aHHbIX CO CTOPOHHUMM OpraHn3auusimm
4.6 CornaweHusi 0 4OCTyNe CTOPOHHEN OpraHn3aumm
4.7 AYyTCOPCUHI
5 Ynpaenenue aktueamm
5.1 luBeHTapu3aums akTMBoB
5.2 [lonycTumoe ncnonb3oBaHne MHOpMaUmm 1 Apyrnx akTMBoB
5.3 Knaccnthmkauusi nHcbopmaumm
6 KagpoBasi 6e3onacHoCcTb
6.1 MuHumanbHas kagpoas 6e3onacHocTb, BKIoYasi 4onyck u TpeboBanus
6.2 Ycnosusi
6.3 VMindbopmympoBaHue 1 o6ydeHne obecneueHnto HpopmaLnoHHon 6e3onacHoCTy
6.4 JucumnnuHapHbI npouecc
6.5 KoHTponb Hag nepcoHanom
6.6 OkoHuaHne paboTbl MO HaNMy
6.7 KapTtoukn goctyna/nmpoxoga B 3gaHus
6.8 duaunyeckuit goctyn kK cuctemam u cetam UT
7 dunandeckas 6e3onacHOCTb U 3almTa OT BIUSIHWS OKPYXXatoLLen cpeabl
7.1 Peanusaums oman4eckmx Mep u CpeacTB KOHTPOMS U YNPaBneHns U Mep U CPeacTB KOHTPOMS U yNpaBneHns Briv-
sSHYeM OKpyXaioLen cpedbl
7.2 duanyeckuii NepuMeTp 3awmThbl
7.3 dnanveckne mepbl U CPEACTBA KOHTPOINS 1 YNpaBneHnst BXOA0M
7.4 PaboTa B OCHOBHbIX NOMELLEHUAX/30Hax
7.5 PaameleHne o6opynoBaHus
7.6 Kntoum 1 kombruHaumm
7.7 CvrHansl TpeBorv npy o6HapyXeHun HapyLumTenen
7.8 3awmTa 06opya0BaHUS OT XULLEHUS
7.9 CHsATue 06opyaoBaHWsA ¢ aKCnyaTaumm

' B TekcTe opuvHana VCO/M3K 27033-1:2009 otcyTcTBYeT NyHKT 4.2.4 (T. €. nocre 4.2.3 cneayet 4.2.5).
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7.10 Cpegacrea ynpaeneHuss 4OCTYNOM K annapaTHbIM cpegcTBam
7.11 OGHapyXeHne NCKaXXeHWN
7.12 TexHu4eckoe oBCnyXuBaHne U peMoHT
7.13 3awmra aHepronuTaHus
7.14 Moxapobe3onacHoCcTb
7.15 3awmTa oT NpoTe4ek
7.16 MpeaynpexgeHve 06 onacHocTu
7.17 BesonacHocts MK
8 MeHepKMEHT CBSI3U U onepaumn
8.1 OnepaumnoHHble Npoueaypbl M 0653aHHOCTU
8.1.1 MNpoueaypbl KOHTPONS BHECEHURA U3MEHEHUIA
8.1.2 Paspenenue 06si3aHHOCTEN U chepbl OTBETCTBEHHOCTU
8.2 MnaHupoBaHve u NpMemMKa CucTeMbI
8.2.1 MnanupoBaHne MOLLHOCTEN
8.2.2 Mpremka cuctemol
8.3 3awwmTa OT BpeAOHOCHOM 1 MOOWIBHOW Nporpammsi
8.3.1 MNpegynpexaeHune
8.3.2 OGHapy:xeHue
8.3.3 Boccranoenenue
8.3.4 MobunbHasa nporpamma
8.4 Pes3epBHOE KONUPOBaHKE U BOCCTaAHOBMNEHNE
8.5 3anyck n octaHoBka VT-KOMMNOHEHTOB (B TOM YMCe CeTEBbIX KOMMOHEHTOR)
8.6 O6ecneveHve 6e3onacHOCTU HOCUTENEN JaHHbIX (B TOM YMCIE JOKYMEHTOB)
8.6.1 MeHeKMEHT CMEHHbIX HOCHUTEeNneN AaHHbIX
8.6.2 NevaTHble QOKYMEHTbI
8.6.3 besonacHoe NOBTOPHOE MCNONBb30BaHUE UNWU YHUUTOXEHUE HOCUTENEN AaHHbIX
8.7 O6meH nHtopmaumen
8.8 MoHUTOPUHT
8.8.1 Yyet v ayaut
8.8.2 XKypHankl yyeTta, 3anonHAeMble BPYHHYIO
8.8.3 BpeMeHHAs1 CUHXPOHM3aLMs]
8.9 MNpoTokonbl AaHHbIX oneparTopa
8.10 MNpoTokonupoBaHne AaHHbIX 06 oWKnGKax
8.11 MNnaHbl pa3sutus UT u cpeacTs cBsian
9 YnpaeneHue JOCTYNom
9.1 MeHeXXMEHT yYeTHbIX 3anuceit nornb3oBarenemn
9.1.1 3anpockl NO y4Y4ETHbLIM 3anNUCsIM MNornb3oBaTenemn
9.1.2 CosgaHve y4yeTHbIX 3anucen Nonb3oBaTenen
9.1.3 NpoBepka, 6rokMpoBaHne 1 yaaneHne y4eTHbIX 3anucen norb3oBaTenen
9.2 KoHdurypaumsi ynpasneHusi 4OCTYNOM
9.3 MeHeKMEHT naponemn
9.3.1 Peann3aumsi n KOHTPOIb
9.3.2 NeHepauus naponemn
9.3.3 XpaHeHnue n nepegava naponen
9.3.4 CmeHa naponemn
9.3.5 lNpoeepka naponen
9.3.6 Maponu Ans TexHU4ecKkoro o6enyxMBaHus
9.3.7 Maponu npMBMNerMpoBaHHOro nonb3oBaTens/naponu nepcoHana, Habnogaowero 3a ynpaeneHmem
cUCTEMON
9.4 Mapkepbl foctyna
9.5 YnpaBrieHue CeTEBbIM JOCTYINOM
9.5.1 O6wasn nHdopmaumsi
9.5.2 BHelwHne coeagnHeHUs1
9.6 YcnoBusi o6ecrieyeHns 6e3onacHOCTU CoOeUHEHUI
9.7 YpanehHblii goctyn
9.8 YnpasrneHve JOCTYNOM K ONnepaLuoHHON cucTeMe, NPUINoKEeHWAM 1 nHopMauum
9.9 MobunbHblEe KOMMNbLIOTEPHBIE CPeabl U AUCTaHUMOHHas paboTta
9.9.1 O6wasn nHcdopmaumsi
9.9.2 be3onacHOCTb JOPOXHbIX KOMNBIOTEPOB
9.9.3 besonacHocTb KINK
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10 MprobpeTteHue, paspaboTka 1 NogAEPKKa CUCTEM
10.1 be3onacHOCTb CUCTEMHbIX HaNNoB
10.1.1 KOHTpONb CMCTEMHOIO NPOrpaMmHoro obecneveHus
10.1.2 3awmTa gaHHbIX TECTUPOBAHWSI CUCTEMbI
10.1.3 3awmra ncxogHbIX TEKCTOB NpOrpaMmm
10.2 OGecneveHne 6e30NacHOCTU NPOLECCOB Pa3paboTku U NoaaAePKKN
10.2.1 LUenocTHOCTb CUCTEMHOIO M NMPUKITaAHOro NporpaMmMHoOro oGecnevdeHus
10.2.2 PaspaboTka nporpamMmmHbIX CpeAcTB no cy640roBopy/c npveneyYeHneM BHELWHUX PECYPCOB
10.3 ConpoBoxgeHre nporpammMHoOro oGecneveHust
10.4 >KypHansl NporpaMMHbIX OLWNBOK
10.5 YnpaBneHue TEXHUYECKMMU YA3BMMOCTAMM
11 MeHeAXXMEHT MHUMAEHTOB MHOPMaLNOHHON Be3onacHoCTH
11.1 MHumpeHTbl u cnabble MecTa MHMOPMaLUMOHHOW 6e30nacHOCTH
11.2 Cbomn UT (Brkntouas cetu)
12 MeHeaXMEHT HENPEPLIBHOCTU OEATENBHOCTU
12.1 MNMnaHnpoBaHue obGecneveHnsl HENPePbLIBHOCTU AEATENBHOCTU
12.2 Mpouenypsl pe3epBUpPOBaHUSs
12.3 ABapuiiHble cuTyauum u cbom
12.3.1 AnnapatHble cbom
12.3.2 MNporpammMHble cooun
12.3.3 3Bakyauus npu BO3ropaHuu/aBakyauus n3 sgaHusi
13 CooTtBeTCTBUME
13.1 CooTBeTCTBME NPaBOBLIM TPebOBaHNSIM

13.2 CooTBeTCTBME NONUTMKAM U CTaHAapTaM MHOPMALMOHHOW 6e30NacHOCTU, TEXHUUECKOE COOTBETCTBUE

13.3 3awwmra MHCTpyMEeHTanbHbIX CpeacTB ayauta cmctemM
14 C1pykTypa goKymeHTa

14.1 OGpaTtHas cBsi3b

14.2 NameHeHusn SecOPs
MpunoxeHne A — cnpaBo4vHasi nHopmMaumsi
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(1]
(2]
(3]

ISO/IES 7498-1:1994

ISO 7498-2:1989

ISO/IEC 7498-3:1997

Bubnnorpadun

Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model

Information processing systems — Open Systems Interconnection — Basic Reference
Model — Security Architecture

Information technology — Open Systems Interconnection — Basic Reference Model:
Naming and Addressing

Information processing systems — Open Systems Interconnection — Basic Reference
Model — Management Framework

Information technology — Open Systems Interconnection — The Directory: Public key and
attribute certificate trameworks

Information technology — Open Systems Interconnection — Securily frameworks for open
systems: Overview

Banking — Key management by means of asymmetric algorithms — Part 2: Approved
algorithms using the RSA cryptosystem

Banking — Key management (retail)

Financial services — Core banking — Structured creditor reference to remittance
information

Information technology — Securily techniques — Key management

Information technology — Trusted Platform Module — Part 1: Overview

Information technology — Trusted Platform Module — Part 2: Design principles
Information technology — Trusted Platform Module — Part 3: Structures

Information technology — Trusted Platform Module — Part 4: Commands

Financial services — Key management related data element — Application and usage of
ISO 8583 data elements 53 and 96

Information technology — Security techniques — Non-repudiation

Information technology — Security techniques — Guidelines for the use and Management
of Trusted Third Party services

Systems and software engineering — System life cucle processes

Information technology — Security techniques — Selection, deployment and operations of
intrusion detection systems (IDS)

Information  technology — Security  techniques — Information  security  incident
management

Banking Public Key Infrastructure

Societal security — Guidelines for incident preparedness and operational continuity
management

Information technology — Security techniques — Information security management
systems implementation guidance

Information technology — Security techniques — Information security management —
Measurement

IETF Site Security Handbook (RFC 2196), September 1997

IETF IP Security Document Roadmap (RFC 2411), November 1998

IETF Security Architecture for the Internet Protoco! (RFC 2401), November 1998

IETF Address Allocation for Private Internets (RFC 1918), February 1996

IETF SNMP Security Protocols (RFC 1352), July 1992

IETF Internet Security Glossary (RFC 2828), May 2000

IETF Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address Spoofing (RFC

NIST Special Publications (800 series) On Computer Security
NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Inroduction to Internet Firewalls,

" ISO/IEC TR 18044 6ygeT oTMeHeH 1 3ameHeH HoBoii peakumeit ISO/IEC 27035.
% B Tekcre ISO ykasaH ISO/IEC 21118 (Information to be included in specification sheets — Data projectors) — 310

[4] I1SO/IEC 7498-4:1989
[5] ISO/IEC 9594-8
[6] ISO/IEC 10181-1:1996
[7] 1SO 11166-2
[8] 1SO 11568 (all parts)
[9] ISO 11649
[10] ISO/IEC 11770 (all parts)
[11] ISO/IEC 11889-1
[12] ISO/IEC 11889-2
[13] ISO/IEC 11889-3
[14] ISO/IEC 11889-4
[15] 1SO 13492
[16] ISO/IEC 13888 (all parts)
[17] ISO/IEC TR 14516:1999
[18] ISO/IEC 15288:2008
[19] ISO/IEC 18043:2006
[20] ISO/IEC TR 18044:2004"
[21] ISO 211887
[22] ISO/PAS 22399:2007
[23] ISO/IEC 27003
[24] ISO/IEC 27004
[25]
[26]
[27]
(28]
[29]
[30]
[31]
2827), May 2000
[32]
[33]
December 1994
onedvarTKa.
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Mpunoxenne JA

(cnpaBoyHoe)

CBefileHMA 0 COOTBETCTBUU CCbINTOYHbIX MEXAYHAapPOAHbIX CTaHAAPTOB
CChbINIOYHbIM HaUuUoHanbHbIM cTaHgapTaMm Poccuiickon Penepauum

Ta6nuuya AAA

O603Ha4eHne CCbINOYHOro CreneHb 0O603Ha4YeHne 1 HaMMEHOBaHUS1 COOTBETCTBYIOLLLETO
MEXAYHaApPOAHOro CTaHaapra COOTBETCTBUA HaUWoHanNbLHOro craHaapra

NCO/M3IK 7498-1:1994 IDT MOCT P NCO/M3K 7498-1—99 «HdopmaumoHHas TeXHONO-
ms. BaanmocBsasb OTKpbITIX cuctem. basoBas atanoHHas mo-
nenb. Yactb 1. basoBasi mogenb»

NCO 7498-2:1989 IDT FOCT P NCO 7498-2—99 «UHdopmaunoOHHasi TEXHOMNOIUSI.
BaanmocBsisab OTKpbITLIX cucTem. basoBas atanoHHast mogenb.
YacTtb 2. ApxuTekTypa 3awmTbl MHpopMaumm»

NCO/M3IK 7498-3:1997 — *

NCO/M3IK 7498-4:1989 IDT FOCT P NCO/M3K 7498-4—99 «NHdopmMaLnoHHast TEXHOMO-
rms. BaaumocBsiab OTKpLITIX cuctem. basoBaa 3tanoHHasi Mo-
genb. Yactb 4. OCHOBbI aAMUHUCTPATUBHOIO YNPaBneHns»

MCO/M3K 27000:2009 — *

MCO/M3K 27001:2005 IDT FOCT P MICO/M3IK 27001—2006 «UHhopMaumoHHasi TexHo-
norvsi. Metogpl 1 cpeactBa obecneueHnsn 6esonacHocTu. Cucre-
Mbl MeHeIKMeHTa uHopMauuoHHon GesonacHocTn. TpeboBa-
HUS»

MCO/M3K 27002:2005 — *

MCO/M3K 27005:2008 IDT FOCT P MCO/M3K 27005—2010 «HMHdpopmaumoHHas TEXHO-

norus. Metogsl 1 cpeactea o6ecneqeHuns 6esonacHocTu. MeHe-
XMEHT pUcka uHdopMaLnoHHon 6eaonacHoCcTU

BETCTBUA CTaHOapPTOB!

IDT — ngeHTU4YHble CTaHaapThl.

* COOTBETCTBYIOLMIA HALMOHASBHbIM CTaHAapT oTcyTcTBYeT. [1o ero yTBepXaeHus pekOMeHgyeTCsi CNorb30Barhb
nepeBo Ha PyCCKMii A3bIK AaHHOTO MeXayHapoaHOro cTaHaapTa. MNepeBogd AaHHOro MexXayHapoAHOIo CTaHaapTa Haxo-
antes B degepansHoM MHDPOPMaLNOHHOM POHAE TEXHUHECKUX PErMaMeHTOB U CTaHOapToB.

MpumeyaHune—B HacTosWel Tabnrue NCNONb3OBaHO crieayiollee YCroBHOe 0603HaYeHne CTeneHn coot-
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YOK 006.354:004.056.5 006:354 OKC 35.040

KntoyeBble crnoBa: ceTeBas 6e30NacHOCTb, MeHEKMEHT ceTeBo 6e30MacHOCTH, pUCKU ceTeBoi GesonacHoc-
TW, NPOLLECC UOEHTUMDUKALNN PUCKOB, CrieLManqsnpoBaHHas apXuTekTypa ceTeBoin 6e3onacHocTu, NaHupo-
BaHWe 1 NPOeKTUPOBaHWe ceTeBoi Ge3onacHocTy
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