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¢dupma B obnactu mMexayHapoAHOW cTaHaapTusauun u cepTudukaunn — «dupma «MHTEPCTAHOAPT»
(PBY «KB® «UHTepcTaHoapT») coBMecTHO ¢ EBpo-Asnartckon accoumaumen nponssoautenein ToBapos v
ycnyr B obnacTu 6esonacHocTu (Accounaumsa EBPAAC) n OO0 «Hay4yHo-ucnbITaTenbHbIA MHCTUTYT CUCTEM
obecneueHus komnnekcHon 6ezonacHocTny (000 «HUW COKB») Ha ocHOBe ayTeHTUYHOro nepesoaa Ha pyc-
CKWUIA AI3bIK MEXAYHApPOAHOro CTaHAapTa, yKasaHHoro B NyHKTe 4

2 BHECEH TexHun4eckum komuTeTOoM No cTaHaapTusauumn TK 362 «3awuTa nHdopmaLmmy»

3 YTBEPXIEH W BBEAEH B OEVCTBUE Mpukasom degepanbHOro areHTCTBa Mo TEXHUYEeCKOMY
perynnpoBaHuio U MeTponorii ot 15 Hosbpsa 2012 1. Ne 813-cT
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LMOHHON 6esonacHocTn. O6WMin 0630p 1 TepmuHonorna» (ISO/IEC 27000:2009 «Information technology —
Security techniques — Information security management systems — Overview and vocabulary»).
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BBeneHue

MexayHapoHble cTaHOapTbl CUCTEMbl MEHeMKMeHTa NpeAcCTaBnsioT MoAdenb AN HanaXuBaHUsa W
PYHKLUMOHMPOBAHNA CUCTEMBI MEHeAXKMeHTa. DTa Moaenb BKovaeT B cebst yHKLUMM, MO KOTOPBLIM IKCTepTh
AOCTUIMMU COMMacusa Ha OCHOBaHUN MeXAyHapoAHOro OnbiTa, HAKOMeHHOro B aTol obnactu. MogkomuTeT
SC 27 CoBmMmecTHOro TexHudeckoro komureta ISO/IEC JTC 1 umeeT B CBOEM COCTaBE KOMUCCUIO 3KCMEPTOB,
KoTopas paboTaeT B 061acTu co3aaHMsl CUCTEMbI MeXAYHapOoAHbIX CTaHAapTOB Mo UHOPMaLUUOHHON 6e3o-
NacHOCTU, U3BECTHOMN Kak CeMeNCTBO CTaHAapPTOB CUCTEMBbI MeHe)KMeHTa MHopMaLuoHHo 6e3onacHoCTH
(CMUB).

Mpu ncnonesosaHnu cemeincTea craHgaptoB CMUB opraHvsaLumn MoryT peanvsoBbiBaTb U COBEpLLE-
HCTBOBaTb CUCTEMY YNpaBnNeHNa 3alnTon HdopMaLmMm 1 NoAroToBUTLES K He3aBucumMon oueHke nx CMUB,
npumeHsemMon AN 3awuThl uMHdOpMauun, Takoh kak duHaHcoBasi uHdopMauusi, MHTennekTyansHas
co6CTBEHHOCTL, MHbOpMaLMs 0 nepcoHarne, a Takke uHgopmauus, AoBepeHHas KIMEHTaMU UK TpeTbein
CTOPOHOW.

CemelicTeo cTaHaapToB CMUB!) npegHasHauyeHo A MOMOLLY opraHU3aLmuam nio6oro Tuna v BenuymHbl
B peanusauunn u pyHkumnoHuposaHun CMUB. CemelicTBo ctaHaaptoB CMUE cocTouT U3 cnefylowwmx mexay-
HapoAHbIX cTaHAapToB noA obwmM HasBaHueM Information technology — Security techniques (MHgbopmayu-
OHHble mexHornozuu. Memode! u cpedcmea obecrieyeHusi besornacHocmuy):

- ISO/IEC 27000:2009, Information security management systems — Overview and vocabulary (Cuc-
mema MeHeOxMeHma uHgpopmayuoHHol besonacHocmu. Obujul 0630p U mepMuHonoaus);

- ISO/IEC 27001:2005, Information security management systems — Requirements (Cucmema
MeHedxMeHma uHgpopmayuoHHoU besonacHocmu. TpeboeaHusi);

- ISO/IEC27002:2005, Code of practice forinformation security management (Ceo0 rnipasuri rio yripaere-
HUto 3awumod uHghopmayuu);

- ISO/IEC 27003, Information security management system implementation guidance (Pykosodcmeo ro
peanusayuu cucmemsl MeHeOXMeHma UHhopmalyuoHHoU be3onacHocmuy);

- ISO/IEC 27004, Information security management — Measurement (MeHeOxmeHm uHgopmayuoH-
Hol 6esonacHocmu. MismepeHus);

- ISO/IEC 27005:2008, Information security risk management (YrpaeneHue puckamu UHghopMayuoHHoU
besonacHocmu);

- ISO/IEC 27006:2007, Requirements for bodies providing audit and certification of information security
management systems (TpebosaHus O0ns opzaHos, obecriequsaiowux aydum u cepmugukayuo cucmem
MeHedxMeHma uHgpopmayuoHHol besonacHocmu);

- ISO/IEC 27007, Guidelines for information security management systems auditing (Pykoeodcmeo 0ns
aydumopa CMUEB);

- ISO/IEC 27011, Information security management guidelines for telecommunications organizations
based on ISO/IEC 27002 (Pykosodsiyue yka3aHusi o yrnpasneHuio 3awjumoli uHghopMayuu opaaHusayud,
npednasaruiux meneKoMMyHUKaUUOHHbIe ycriyeu, Ha ocHose ISO/IEC 27002).

[MpwnmedaHu e — Obuee HasBaHue «MHpopmayuoHHbIe mexHonozuu. Memodsi u cpedcmea obecriedeHus be-
30M1acHOCMUY O3HAYAET, YTO 3TU CTaHAAPTbI OblNK NOArOTOBNEHbI NOAKOMUTETOM «Memoode! 3awumet UT» COBMECTHOrO
TexHudeckoro komuteTa ISO/IEC JTC 1 «MHopmMayuoHHbIe mexHonoauu.

MexayHapoaHble cTaHaapThl, He uMeloLme 3Toro obLiero HassaHua:

- ISO 27799:2008, Health informatics — Information security management in health using
ISO/IEC 27002 (UHdbopmaTrKa B 3gpaBooxpaHeHun. MeHemxmeHT nHdopmaunoHHon 6e3onacHocTn No cTaH-
Aapty ISO/IEC 27002);

- ISO/IEC 27000:2009 npeacTaBnsieT 0630p CUCTEM MeHepkKMeHTa MHdbopMaLunoHHol 6esonacHocTy,
KOTOpble COCTaBNAT ceMeicTBo cTaHaapToB CMUB, a Taikke AaeT onpeaeneHns TepMUHOB.

MpumeyaHune—lpunoxeHue A pas3bsiCHSIET, KakK JOIMKHbI MHTEPNPETUPOBATLCA CMIOBECHBIE BbIPAXEHUS NO-
noxeHun ctanaapTo. cemencTea CMUB, Boipaxaiowmx TpeboBaHusi U pekomeHgauum.

Cewmeicteo ctaHaapToB CMUB cogepXXuT cTaHaapThl, KOTopble:

- onpeaensaoT TpebosaHus k CMUB n k cepTudmkaLmm Takux cuctem;

- cofepxat NpAMYIo NOAAEPXKKY, AeTanbHOe PYKOBOACTBO U (UNN) UHTepnpeTauuio NONHLIX NPOLEeCccoB
«MnaH (Plan) — OcywecTteneHue (Do) — Mposepka (Check) — Aeiictaue (Act)» (PDCA) nTpebosaHus;

" MepeuncneHHble BO BBEAEHUM CTaHAApThl, HE UMelolme B 0603HaYeHUn roga BbiNyCcKa, HAXOAATCH B pa3pa-
6oTke.

v
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- BKNovatoT B ceba cneunanbHble pykosoasawme npuHumnel onsg CMUB;

- pyKoBoAAT NnposeaeHUeM oLeHku cooTseTcTBuAa CMUB.

"noccapuii TepMUHOB 1 onpeaeneHuin, NPUBeAEHHbIN B HACTOALLEM cTaHaapTe:

- oxBaTbiBaeT TEPMUHBI U onpeaeneHus, B 60NbLIMHCTBE CryYaeB UCMOMb3yeMble B CEMENCTBE CTaH-
paptos CMUB;

- He oxBaTblBaeT BCE TEPMUHbLI U onpeaeneHus, npumeHaemble B cemencTee ctaHgaptos CMUB;

- He orpaHuyuBaeT cemencTeo ctaHgapTos CMUB B onpeaeneHnM TepMUHOB OISl X UCMONb30BaHUSA.

CraHaapThbl, perynvpyoLlue ToSbKo peanusauuio cpeacTs ynpaBneHus, B OTIIMYME OT CTaHAapToB, pery-
nupyloWwmx Bce Mepbl U cpeacTBa KOHTPONs U ynpaeneHus, cogepxalwmecs B ctaHgapte ISO/IEC 27002,
NCKMtoYeHb! 3 cemencTaa ctangaptos CMUB.

HacToswmn ctaHgapT obHoBNsAeTcs ¢ 6onee BbICOKOW YacTOTOM, YeM 0ObIYHO OGHOBMSIIOTCA CTaHAAPThI
NCO/M3K, ans Toro 4tobbl 0TPa3UTL COCTOSIHUE U3MEHEHWUI1 ceMeitcTBa cTaHaapToB CMUB.
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HAUMOHANBbHBLIA CTAHOAPT POCCUMCKOW OGEQEPALMUM

UHd opMmaLMoHHasa TeXHOMorus.
MeTopgbl U cpeacTBa o6ecnevyeHUs 6esonacHocTU

CUCTEMbI MEHEI)KMEHTA UH®OPMALIMOHHOM BE3OMNACHOCTU
O6wuin 0630p U TepMuHonorus

Information technology. Security techniques. Information security management systems. Overview and vocabulary

HOata BBegeHna — 2013—12—01

1 O6nacTb NpUMeHeHunsA

HacTtosawmin ctangapT cogepXuT:

- 0630p cemeitctBa ctaHgapToB CMUB;

- BBefeHue B cUcTeMy MeHekMeHTa nHdopmaumoHHol 6ezonacHocTn (CMUB);

- kpaTkoe onucanue npouecca «lMnaH (Plan) — OcywecTteneHne (Do) —MNpoeepka (Check) —
Henctaue (Act)» (PDCA);

- TepMUHbI 1 orpeaeneHnst Ansg UCNoNb3oBaHWUs B ceMencTee ctaHaaptos CMUB.

HacTosawmin ctaHaapT NPUMEHUM KO BCEM TUNaMm opraHusaunin (Hanpumep, KoOMMepyeckue npeanpus-
TUS, NPaBUTENbCTBEHHBIE YYPEXAEHUS, HEKOMMEpPYECKNe opraHusaumn).

2 TepMuHbI 1 onpeaeneHusi

B HacTosilemM CTaHAapTe NpUMeHeHbI crneayolme TepMnHbl C COOTBETCTBYOLWLUMU onpeaeneHUusMn.

MpwuMedaHun e — TepMuH, onpegensieMbli B KakoM-nmbo Apyrom MecTe HacTOSILLErO pasaena, BblAEneH Xup-
HbIM WpMdTOM. 3a HMM B ckoBkax cnegyeT ero NopsiAKoBbIN HOMEP.

Mpumep:

ArTaka (attack) (2.4) onpegeneHa Kak «nomnbITka YHUHTOXEHUS!, PAcKPbITUSI, U3MeHeHUs1, 6rioKMpoBaHus,
Kpaxv, NornyyYeHusi HecaHKUMOHWPOBaAHHOIO AOCTyNa K akTuBy (2.3) unu ero HecaHKUMOHUPOBAHHOIO
NCMONb30BaHUSY.

AKTUB onpeaeneH Kak «4T0-N1B0, 4TO UMeeT LIeHHOCTb A1l OpraHu3aLmny.

Ecnu TepMUH akTUB 3aMeHWUTL ero onpeaeneHneM, onpegeneHve TepMuHa ataka byaeT BoIrnsgeTh kak
«NOMbITKA YHUUTOXEHUS], packpbITUS, U3MeHeHUs1, 6r10KUpOBaHUS, KpaXu, MONyYeHUsl HeCaHKLMOHUPOBAHHOIO
A0CTYNa UMW HeCaHKLMOHUPOBAHHOMO UCMOSb30BaHUS YEro-nMbo, YTo UMeeT LIeHHOCTb AN OpraHu3aLmmny .

2.1 koHTponb gocTtyna (access control): ObecneyveHne Toro, 4Tobbl 4OCTYN K akTuBaMm (2.3) 6bin
CaHKUMOHNPOBaH M OrpaHNYeH B COOTBETCTBUM C TPeBOBaHNSIMU KOMMEPYECKOW TalHbl M Be3onacHoCTK.

2.2 nopoTtyeTHOCTb (accountability): OTBeTCTBEHHOCTbL CybbeKkTa 3a ero AeACTBUSA U peLLIEeHUs!.

2.3 akTuB (asset): Yto-nnbo, YTO MMeeT LIeHHOCTb ANsi OpraHusaLmm.

MpumMedaHne— MMeTCA pasnuyHblie TUMbl aKTUBOB:
- nHdopmaumsa (2.18);

- nporpammHoe obecneveHve;

- MaTepuarbHble aKTUBbI, HaNPUMep KOMNbIOTEP;

- ycnyru;

- II0AN 1 nx kBanudukaums, HABbIKM W OMbIT;

- HemaTepuarbHble aKTUBbI, TAKUE KaK penytauns u uMmnox.

Wzpanne opnumnansHoe
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2.4 araka (attack): MonbITka yHUUTOXEHUSI, pacKPbITUA, U3MEHeHUs, GNOKUPOBaHUA, KPaXKK, NONyYeHUs!
HeCcaHKUMOHUPOBaHHOIo A0CTYNA K akTUBY (2.3) Ui ero HeCaHKLMOHUPOBaHHOTO UCNONbL3OBaHNA.

2.5 ayreHTudukauua (authentication): ObecneuyeHue rapaHTUm TOro, 4YTO 3aABMNEHHBIE XapaKTepucTu-
kv 06bekTa NpaBunbHLI.

2.6 nognuHHocTb (authenticity): CBOICTBO, rapaHTupyiollee, YTO CyOBEKT UK pecypc MAEHTUYeH
3asBNEeHHOMY.

2.7 poctynHocTb (availability): CBONCTBO BbITb AOCTYMNHBIM U FOTOBBLIM K UCNOMIb30OBAHWNIO NO 3anpocy
aBTOPU30BaHHOrO cybbekTa.

2.8 obecneveHune HenpepbIBHOCTK 6UsHeca (business continuity): Mpoueccbl (2.31) U (unn) npoue-
Aypbi (2.30), o6ecneunBatome yBepeHHOCTb B HEMPepbIBHOCTY onepaumii busHeca.

2.9 koHdmaeHUnanbHocTb (confidentiality): CeoiicTBO MHOpMaLmK BbITb HEAOCTYNHOW UNK 3aKpbl-
TOWM ANA HeaBTOPU3OBAHHBIX NNL, CYLLIHOCTE U npoueccos (2.31).

2.10 mepa 1 cpeacTBO KOHTpoONS U ynpaBneHus (control): CpeAcTBO ANA ocyllecTBNeHNA MeHea-
XMeHTa pucka (2.34), sknovatoliee nonutuku (2.28), npoueaypsbi (2.30), pekoMeHaauum (2.16), npaktu-
Yeckue NpUembl NN OpraHU3aUMoHHbIE CTPYKTYPbI, KOTOPbIE MOTYT UMETb aAMUHUCTPATUBHBIN, TEXHUYECKUI,
ynpasneH4YecKniA UNu NPpaBoBoON XapakTep.

NMpumeyanune—TepMuH «<Mmepa ¥ CPEACTBO KOHTPOIIS U YNPABIEHUsI» TaKkKe UCNONb3YeTCsl Kak CUHOHUM Tep-
MMHOB «3alMTHAA Mepa» UNn «KKOHTPMeEpar.

2.11 uenb NpUMeHeHUsA Mep U CpeAcTB KOHTPONA U ynpaBneHus (control objective): ®opmynuposka,
XapakTepusytowlas, Yero cneayeT A0CTUYb B pe3ynbTaTte peanusauvmi Mep U cCpeAcTB KOHTPOSA U ynpasne-
HusA (2.10).

2.12 koppekTupyoLwee aencraue (corrective action): [lecTeue no yctpaHeHUo NpUIUHbLI HECOOTBET-
CTBUS UMW ApYroi HexenaTenbHON cuTyauuu.

[1SO 9000:2005]

2.13 addekTnBHOCTL (effectiveness): Cssb Mexay AOCTUTHYTLIM pesynbTaToOM U TeM, HacKONbKO
LenecoobpasHo MCMOMb30BaHbl PECYPChl.

[ISO 9000:2005]

2.14 pesynbTratuBHocTb (efficiency): CTeneHb peanusaunu sannaHMpoBaHHOW AeATENbHOCTU U AOCTU-
XKEeHWs 3annaHUpoBaHHbIX Pe3ynbTaTos.

2.15 co6bITue (event): BosHukHoBeHMe cneuunduyeckoro Habopa 06CTOATENLCTB.

[ISO/IEC Guide 73:2002]

2.16 pekomeHAauus (guideline): PekomeHaaLuus, nosicHsoWas 4eACTBUA U CNOCOBLI UX BbIMNOTHEHUS,
HeobxoanMmble Ans AOCTUXKEHUS yCTaHOBMEHHbIX Lienen.

2.17 BospencTBue (impact): HebnaronpuaTHoe M3MEHEHWE YPOBHSA AOCTUrHYTBIX BU3Hec-Lenen.

2.18 uHdopMaLUoHHbIN akTUB (information asset): 3HaHWUsA UMK AaHHbIE, KOTOPLIE UMEIOT 3HaYeHue
ANsi opraHusaumu.

2.19 uHdopmMaLnoHHaa 6e3onacHocTb (information security): coxpaHeHWe KoHMAeHUNanbHOCTH
(2.9), uenocTHocTH (2.25) N fOCTYNHOCTU (2.7) MHDOPMaLIK.

MpumedaHune—Takke cloga MOryT GbiTh BKIIOYEHbI Apyrie CBOWCTBA, Takue Kak MOANUHHOCTL (2.6), no-
AOTHYETHOCTb (2.2), HeoTKa3yeMocThb (2.27) 1 AOCTOBEPHOCTL (2.33).

2.20 cob6bITUe B cucTeMe UHcpopmaLMOHHON Ge3onacHocTH (information security event): BeisiBnex-
HOEe COCTOsIHWE CUCTEMBI, YCIYr U COCTOsIHNE CEeTU, YKasblBaloLLee Ha BOSMOXHOe HapyLlleHne NOANTUKN
(2.28) obecneyeHns UHdbopMaLUoHHONU Ge3zonacHocTu (2.19), HapylleHWe WM OTKas Mep U cpeacTB
KOHTpons u ynpaBneHus (2.10) nnu npexae HemsaBecTHas cUTyaLUs, KOTopas MOXET UMETb 3Ha4YeHue Ans
6e3onacHocTu.

2.21 uHumnpeHT MHdopMaLMoHHo 6e3onacHocTu (information security incident): OgHo nnu Heckonb-
KO HexxenaTenbHbIX U HEOXNAAHHBIX cO6bITUN UH(opMaLMOHHON 6e3onacHocTU (2.20), kKoTopble co 3Ha-
YWTENLHON CTeneHbo BEPOSITHOCTU NPUMBOAST K KOMNPOMeTaL Uy onepauunin 6rusHeca U cosgaroT yrposbl A
uHdopMauuoHHol 6ezonacHocTu (2.19).

2.22 MeHeAXMEHT UHLUMOeHTa uHdopMauuoHHou GeszonacHocTu (information security incident
management): Mpoueccsbl (2.31) 0bHapyxeHus, tHOPMUPOBAHUSA, OLIEHKMW, pearnpoBaHns, pacCMOTPeHNsA 1
N3y4yeHNs UHLUUOEeHTOB UHOpMaLMoHHOM 6e3onacHocTU (2.21).

2.23 cucteMa MeHemkMeHTa UHdopmauuoHHou 6GeszonmacHoctu (CMUB) (information security
management system (ISMS): YacTb oblleli cucteMbl MeHepKMeHTa (2.26), ocHoBaHHas Ha noaxoae 6us-
HeCc-p1CKOB Mo CO3AaHuI0, BHeapeHno, (hyHKLUUOHUPOBaHWIO, MOHUTOPWHTY, aHanuay, Noaaepkke 1 ynylle-
HUo MHpopMaLUoHHol 6e3onacHocTu (2.19).

2
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2.24 puck uHdopmauuoHHon 6e3onacHocTu (information security risk): MoTeHunanbHas BO3MOX-
HOCTb TOro, YTO YA3BUMMOCTD (2.46) GyaeT ucnonb3oBaThesa 4NA co3aaHUs Yrpoabl (2.45) akTuBy (2.3) unu
rpynne akT1BOB, MPUBOASILLEN K yLIwepby ANns opraHusaLmn.

2.25 uenocTtHocTb (integrity): CBONCTBO COXpaHeHUsi NPaBUNbHOCTU 1 NOJTHOTHI aKTUBOB (2.3).

2.26 cuctemaMeHemkMeHTa (managementsystem): Cuctema, BknrovaioLlas B cedbss nonutuku (2.28),
npoueaypbl (2.30), pekomeHpgauumn (2.16) U cBsI3aHHbIE C HUMWU pecypechbl AJIA JOCTMKEHUA Lenen
opraHusaumu.

2.27 HeoTkasyemocTb (non-repudiation): CnocobHOCTb yAOCTOBEpSiTb MMeBLUee MeCcTo cobbiTue
(2.15) unn gecTBre U UX cybbeKTbl Tak, 4ToBbbI 3TO cobbiThe (2.15) Unu aeicTBue U CyOBEKTbI, UMetoLLIMe K
HeMy OTHOLLEHWe, He MOrfn BbITb MOCTaBMEHbl M04 COMHEHME.

2.28 nonutuka (policy): Obwee HamepeHue M HanpasneHue, ouLManbHO BbIpAXKEHHOE PYKOBOA-
CTBOM.

2.29 npeaynpexpatolee geicteume (preventive action): [leiictene, npeanpuHsaToe Ans ycTpaHeHus
MoTeHUManbHOro HeCOOTBETCTBUS UMK APYro MOTEHUMUanbHO HeXenaTenbHOM CUTyaLuu.

[ISO 9000:2005]

2.30 npouepypa (procedure): YcTaHOBNEHHBIN cnocob aencTeus unu npouecca (2.31).

[ISO 9000:2005]

2.31 npouecc (process): COBOKYMHOCTb B3aMMOCBSI3aHHbIX UV B3aMMOAENCTBYIOLLMX BUAOB AesiTerlb-
HOCTW, NpeoBpasyoLLnX BXodbl B BEIXOAbI.

[ISO 9000:2005]

2.32 3anuce (record): [IoOKyMeHT, coaepXalluil AOCTUTHYThIE pe3yribTaThl U CBUAETENLCTBA OCYyLLIe-
CTBMNEHHOW AeATEeNbHOCTU.

[ISO 9000:2005]

2.33 pocroBepHocTh (reliability): CBoiCcTBO COOTBETCTBUA NPeyCMOTPEHHOMY NOBEAEHUIO U Pe3yIib-
Tatam.

2.34 puck (risk): CoueTaHne BeposiTHOCTU coBbITUA (2.15) U ero nocneacTBUNA.

[ISO/IEC Guide 73:2002]

2.35 npuHsaTue pucka (risk acceptance): PewweHue NnpuHATL pUCK (2.34).

[ISO/IEC Guide 73:2002]

2.36 ananu3 pucka (risk analysis): Cuctematnyeckoe Ucnonb3oBaHne UHopMaLuu ANA BbIABNEHNUA
NCTOYHWNKOB M OLIEHKM pUckKa (2.34).

[ISO/IEC Guide 73:2002]

M punmeyanune— AHanus pucka obecneunsaet 6a3y Ans oueHnBaHNA pucka (2.41), 06paboTkn pucka (2.43)
M NPUHATHA pycka (2.35).

2.37 oueHka pucka (risk assessment): 06wt npouecc (2.31) ananusa pucka (2.36) 1 oueHUBaHUA
pucka (2.41).

[ISO/IEC Guide 73:2002]

2.38 koMMyHuKauusa pucka (risk communication): O6meH nHcdopmaumnen o pucke (2.34) unu cosmecT-
Hoe UCMONb30BaHWE 3TON MHOPMaLMU MeXAaY NMUOM, NPUHUMAIOLLUM peLleHne, 1 APYrMMA NPUHaCcTHBIMU
CTOpOHaMM.

[ISO/IEC Guide 73:2002]

2.39 kputepum pucka (risk criteria): Mpasuna, No KOTOPLIM OLEHNBAIOT 3HAYUMOCTb pucka (2.34).

[ISO/IEC Guide 73:2002]

2.40 konuuyecTBeHHasi olueHkKa pucka (risk estimation): Mpouecc npuceoeHUA 3Ha4YeHUI BEepOATHOCTUN
nocneacTeni pucka (2.34).

[ISO/IEC Guide 73:2002]

2.41 oueHuBaHue pucka (risk evaluation): Mpouecc (2.31) cpaBHEHNA OLEHOYHON BENIMUUHEI PUCKa
(2.34) c ycTaHoBNEHHbIM KpUTepueM pucka (2.39) ¢ Lenbio onpeaeneHns YpoBHA 3HaYUMOCTU pucka (2.34).

[ISO/IEC Guide 73:2002]

2.42 meHeaXMeHT pucka (risk management): CkoopanHnpoBaHHble AENCTBUA MO PYKOBOACTBY W
ynpasreHuio opraHnsaLmen B OTHOLWEHUN pyUcka (2.34).

[ISO/IEC Guide 73:2002]

MpumeyaHne—MeHemKMeHT pucka o6blMHO BKNOYaeT B cebs oueHky pucka (2.37), o6pabotky pwmc-
Ka (2.43), npuHATHe pucka (2.35), KOMMYHMKaLNIo pyucka (2.38), MOHUTOPUHI pUCKa U NEPECMOTP pucka.
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2.43 o6paboTka pucka (risk treatment): Mpouecc (2.31) BbiGopa 1 ocyLLecTBAeHNS Mep Mo Mogunduka-
unn pucka (2.34).

[ISO/IEC Guide 73:2002]

2.44 BepomocTb NnpuMmeHumocTu (statement of applicability): lokymeHT, onpegenatowuii uenu npu-
MeHeHUs Mep U CpeAcCTB KOHTpONs U ynpaeneHus (2.11) n Mepbl U cpeAcTBa KOHTPONSA U yNpaBneHus
(2.10), sansaowmecs ageksaTHbIMU U NpuMeHumbiMy Anss CMUB (2.23) opranusauun.

2.45 yrposa (threat): BosMoxHas npuduHa HexenatesnbHOro UHUMAEHTa, KOTOPBIN MOXET HaHecTu
yuepb cucteme unm opraHnaamu.

2.46 yasBumocTb (vulnerability): Cnaboe mecto akTuBa (2.3) Unn Mepbl U cpeAcTBa KOHTpona U
ynpaBneHus (2.10), koTopoe MoXeT ObITb MCNOSb30BaHO yrpo3oin (2.45).

3 CucteMbl MeHegXXMeHTa MHOPMaLMOHHON 6e30MacHOCTH

3.1 OcHOBHbIe NOHATUA

OpranusaLym NoGoro TMna v BeNMYUHbI:

- cobupatoT, 06pabaTbiBatoT, XpaHAT U NepefatoT 6onMbLLIoe KONMUYEeCTBO MHpopMaLIm;

- MOHUMAIOT, YTO UHGOPMALINA U OTHOCALLIMECS K HEW NPOLLECChl, CUCTEMBI, CETU 1 NepcoHan ABNATCA
BaXKHBIMW pecypcamMu AN pelleHns 3agad, CToAWMX nepej opraHusaumnei;

- CTank1BarTCH C PALOM PUCKOB, KOTOPbIE MOTYT OKa3blBaTb BO3AEMCTBME Ha (PYHKLIMOHMPOBAHNE aKT -
BOB OpraHunsaLuu,;

- 0cnabnsT PUCKK, OCYLLEECTBSASA ypaBneHne MHopMaLMoHHoR 6e30nacHoCTbLHO.

Bca nHdopmMauma, xpaHauasca n o6pabaTbiBatollasca B opraHnsaLmu, AsnaeTca 06bekToM yrpos ata-
Ku, OLIMGKM, BO3AEUCTBUS CTUXUN (Hanpumep, HaBoAHEeHUs UnK noxapa) U T. 4. TepMUH «MHopMaLMoHHas
6e30MacHOCTb» OTHOCUTCH K MH(OPMaLUK, KOTOPYH paccMaTPUBAOT Kak akTuB, Y KOTOPOro eCTb LieHHOCTb,
TpebytoLlas CoOOTBETCTBYIOLEN 3aLLMThI, HAaNPUMep, OT NOTEPW AOCTYNHOCTH, KOHDUAEHUNANBHOCTA 1 Lienoc-
THocTU. OBecneyeHne BOSMOXHOCTA CaHKLMOHUPOBAHHOTO CBOEBPEMEHHOIO MOJSTy4YeHUst TOYHOM U MOMHONM
NHOPMALIUM 3HAYUTENBHO NoBbIWAET 3¢pPeKTUBHOCTL paboThl.

3auura HopMaLMOHHBLIX aKTUBOB NOCPEACTBOM OMpeaeneHns], AOCTMKEHNs, NoaaepkaHna 1 ynyy-
LLeHUs UHdopMaLMOHHOM 6e30MacHOCTN oYeHb BaHa Ans Toro, YTobbl MO3BONUTL opraHUsaLun AocTuraTb
CBOV LIeNK, a Takke NoAAePXKMBaTbL U MOBLILIATL YPOBEHb COOTBETCTBMS 3aKoHOAaTeNbCTBY U penyTauumio. 9Tu
CKOOPAMHUPOBaHHbIE AeiCTBUA, HanpaBnAoLIME peann3auuio NoaXoaaLWMX CPeACTB ynpaBeHus 1 paccMart-
puBatoLLMe HeOdonyCTUMbIE PUCKM MHGOPMAaLMOHHOW Ge3onacHoCTU, ABNATCA 0BLLEU3BECTHBIMU KaK ane-
MEHTBI MeHepKMeHTa MHdopMaLMoHHON BesonacHocTy.

Tak KaK pUck1 MHopMaLMOHHON Ge3onacHOCTU 1 3hEKTUBHOCTb CPEACTB YNPaBeHUs MEHS0TCA B
3aBNCUMOCTU OT U3MEHSIOLLIMXCS 0BCTOATENLCTB, OpraHu3aLmnsam HeoBXoanMmo:

- KOHTPONMPOBATb U OLEHNBAaTL 3PEKTUBHOCTL MMEIOLLIMXCA CPEACTB YNpaBneHus 1 npoLieayp;

- MOEHTUPULMPOBATL NOABMSIOLLMECH PUCKA AN UX PACCMOTPEHWS;

- BblGUpaTh, peannaoBbIBaTh U yIydLlaTh ACIHKHBIM 06pa30M COOTBETCTBYHOLLME MEPbI 1 CPeACTBa KOH-
TPONA 1 ynpaBneHus.

UTo6bl YyCTAHOBUTL B3aWMOCBSA3b U CKOOPOMHMPOBATL Takue AeWCTBUS CUCTEMbI UHADOPMAaLIMOHHON
6e30nacHOCTH, Kaxkaas opraH13aLmns AoMKHa YCTaHOBMUTb CBOIO MOMUTUKY U Lienn ANa cuctemsl MHdopmadm-
OHHOI Be3onacHOCTU U 3P PEKTUBHO ACCTUraTb 3TU LieN NPU UCMONb30BaHNM CUCTEMbI MEHEKMEHTA.

3.2 O6wue nonoxeHus

3.2.1 O630p ¥ NPUHLMUNBI

Cuctema MeHegKMeHTa nHbopmaLmoHHoln besonacHoctn (CMWB) npeactaBnsieT Moaens Ansi co3aa-
HWs1, BHeAPeHUS, (PYHKLNOHUPOBaHWUSI, MOHUTOPUHIa, aHanusa, NoAaepKKN U yny4lleHns 3awuTel nHdopmMa-
LUMOHHBIX aKTUBOB 418 AOCTWKEHNS] AENOBbIX LieNel, OCHOBaHHYHO Ha OLEHKE puUcKa U Ha NPUHATAN YPOBHENR
pvcka opraHusauum, paspaboTaHHyo ans 3 eKTUBHOrO pacCMOTPEHUS 1 YMpaBrieHUsl puckamun. AHanna Tpe-
60BaHUN AN 3aWUTbl MHOPMALIMOHHBIX aKTUBOB U MPUMEHEHWEe COOTBETCTBYIOLLNX CPeACTB YNpaBieHusl,
yTobbl 06ecneunTs HeobxoaMMyH 3aWuUTy 3TUX WHPOPMALMOHHBLIX aKTUBOB, CMOCOBCTBYET YCNELUHON
peanusauum CMUB. Cneaytowmne 0CHOBHbIE MPUHLMMBI CNOCOBCTBYOT yenelwHon peanusaunun CMAB:
NoHUMaHNe HeobXoANMOCTU cUCTEMBI MHOPMAaLIMOHHO Be3onacHoCTu;
- Has3HayeHue OTBETCTBEHHOCTW 3a MHpoPMaLMOHHY 6e3onacHoCTb;
coeUHeHWe aaMNHUCTPATUBHBIX 06S3aHHOCTEN U MHTEPECOB 3aUHTEPECOBaHHbIX ML
BO3pacTaHue colnanbHbIX LLeHHOCTEeN;
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- OLeHKa pucka, onpeaensiollas CooTBeTCTBYOLLME MePbI U CPEACTBa KOHTPOMS U yrpaBieHns A aoc-
TUXKEHUA JOMYCTUMBIX YPOBHEN pUcKa;

- 6e30MacHOCTb Kak HEOTbEMITEMBI CYLLIECTBEHHDBIA 3N1eMeHT MHPOPMaLMOHHBIX CETeR 1 cucTeMm;

- aKTMBHOE npeaynpexaeHne 1 BelsBNEHNe MHLMAEHTOB NHMopMaLMOoHHON BesonacHocTy;

- obecneyeHune KOMMIEKCHOTO Noaxoda kK MeEHEKMEHTY MHOpMaLoHHO 6e3onacHocTy;

- HerpepbiBHas mnepeoLeHka W COoOTBeTCTBYOWAA MoaudukaumMa cuctembl MHMOPMaLMOHHON
6e30MacHOCTU.

3.2.2 UndopmaLus

NHbopmaLmns — 3To akTUB, KOTOPbIA HAPSAY C APYTMMI BaXKHbIMU Ae10BbIMU aKTUBaMu1 BaxkeH Ans 6us-
Heca opraHusaunn 1, crieqoBaTenbHO, OMKEH BbiTb COOTBETCTBEHHO 3aluuleH. MHdopmauns MoOXeT Xpa-
HATLCA B pasnnyHbIX hopmax, BKIOYas TakMe Kak uudpoasi opma (Hanpumep, dannbl ¢ AaHHbIMMY,
COXpaHEeHHbIEe Ha 3MeKTPOHHbBIX UM ONTUYECKUX HOCUTENSIX), MaTepuansHas dopmMa (Hanpyumep, Ha bymare), a
Tawke B HemaTtepuanbHoM Buae B hopme 3HaHWi cnyxalnx. MHgpopmau s moxeT 6biTb NnepeaHa pasnuyHbl-
Mu cnocobamu: ¢ NOMOLLbIO Kypbepa, CUCTEM 3NEKTPOHHOM UM roNOCOBOW KOMMYHUKauMK. Hesasmucumo ot
TOro, B Kakoi chopMe npeacTaBneHa nHgopmaumsa U kakum cnocobom nepegaetcs, oHa AomkHa 6bITb gorn-
XHbIM 06pa3oM 3aLmLLeHa.

WHdopmaLms opraHnsaunm 3asnucut ot HopmMaLoHHO-KOMMYHUKALMOHHBIX TEXHOMOMIA. OTU TEXHO-
NOTNM — CyLLeCTBeHHbI aneMeHT B ntoboi opraHnsaumm. OHn obnerdatoT cosgaHue, o6paboTKy, xpaHeHue,
nepegavy, 3awWwuty n paclmpeHue uHdbopmaumn. PaclumpeHune cesisaHHoW rnobanbHoW OenoBoW cpefbl
BblaBUraetT TpeboBaHWe 3awmUTbl MHOPMaLUKW, MOCKOMbKY 3Ta WHdOopMauua Tenepb noaBepraeTcs
Bo3aencTBUo 6onee LWMPOoKoro pasHoobpasnsa yrpos 1 yasBUMOCTEN.

3.2.3 UHdopmaumnoHHas 6e30nacHOCTb

MHdopmaLmoHHas 6e3onacHOCTb BKtoYaeT B cebsl TpU OCHOBHBIX U3MepPEeHUA: KOHPUAEHUMaNbHOCTb,
[OCTYMHOCTb U LienocTHocTb. C Lenbio obecneyveHns 4nnTenbHOro HenpepbiBHOTO ycrnexa B busHece N yMeHb-
WeHNs HexenaTenbHbIX BO3AEWCTBUMA UHMDOPMaLnoHHas GesonacHoCcTb npeaycmaTtpuBaeT NpuMeHeHue
COOTBETCTBYHOLWMX Mep 6e30MacHOCTM, KOTOPbIE BKIOYaoT B ce65 paCCMOTPEHME LWNMPOKOro AnanasoHa yrpos,
aTakke ynpasneHue 3TMMn mepamu.

MHdopmaLmoHHas 6e3onacHoCTb A40CTUraeTcs NocpeAcTBOM NPUMEHEHUA COOTBETCTBRYIOLEero Habopa
cpelcTB ynpasneHus, ornpeaerieHHoro ¢ NoMoLLbHo NMpoLecca ynpasrieHnsi puckamu U ynpasnseMoro ¢ UCnosb-
3oBaHueMm CMUB, Bkntoyas ToNUTKKY, NpoLecchl, poLeaypbl, OpraHu3aLMoHHbIe CTPYKTYPbI, MporpamMmmHoe U
annapatHoe obecneveHune, YToObI 3ALUTUTL NOAEHTUULMPOBaHHBLIE NHOPMALMOHHBLIE aKTUBLI. TU Mepbl 1
cpeacTBa KOHTPONS 1 yNpaBrieHUs A0MKHbI ObITb onpeaeneHbl, peann3oBaHbl, MPOBEPEHbl, NPoaHanM3upoBa-
Hbl 1 NPYU HEOBXOAMMOCTW yhyulleHbl, YTO6bl rapaHTMpoBaTh, YTO ypoBeHb 6e30nacHOCTU COOTBETCTBYET
AenoBbIM Lenam opraHusaumi. Mepbl 1 cpeacTBa KOHTPONst M ynpasreHuss 6e30nacHOCTbio BaXKHOM
nHcopmaLmMn HepaspblBHO CBA3LIBAIOTCA C BU3HEC-NpoL.eccaMun opraHn3aLmn.

3.2.4 MeHemXMeHT

MeHemxMeHT BkrtoyaeT B ceba AeCTBUA No ynpaBneHusi, KOHT PO U HeNpepbIBHOMY COBEPLUEHCTBO-
BaHUIO OpraHu3aLMu B paMkax COOTBETCTBYHOLUMX CTPYKTYp. YMpaBneHyeckue AeACTBUS BKIOYaloT B cebs
AeNncTBUsl, MeToAbl UN NpakTuUKy opMUpoBaHUsA, obpaboTku, HanpasneHus, HabnogeHUs u ynpasneHus
pecypcamu. BennumHa ynpaBrneH4eckon CTPYKTYPbl MOXET BapbMPOBaTLCA OT OAHOMO HerloBeka B Heb6oNbLUmnx
opraH13auusix 4o ynpaBrieH4Yeckon nepapxmm B KpYnHbIX opraHu3aLmsix, COCTOSILLIMX U3 MHOTUX NMoAei.

OTHocuTensHo CMUB MeHemkMeHT BKtoYvaeT B cebst HabntogeHWe U BbipaboTKy pelueHuid, Heobxoan-
MbIX ANsl OOCTWXKEHUS AenOoBbIX Lerfieid nocpeaAcTBOM 3aluThl MHOPMALUOHHBLIX aKTUBOB OpraHusaLluu.
MeHegxmMeHT MHopMaunoHHoM 6e30MacHOCT BbipaxkaeTcsl Yepe3 (hopMynuMpoBaHUe U UCMONb3oBaHue
MONUTUKM MHpOPMaLMOHHO Be3onacHOCTH, CTaHAapPToB, NpoLeayp U pekoMeHaaL Wi, KOTopble MPUMEHSIIT-
CS1 MOBCEMECTHO B OpraHusaLmm BceMu nuuamMu, CBA3aHHbIMU C HeiA.

MpumeyaHmne—TepMUH «KMEHEMHKMEHT» MOXET MHOTAA OTHOCUTLCS K II0AsIM (TO eCTb K YEroBEKY UMK rpyrnne
nNoJen ¢ BNacTblo Y OTBETCTBEHHOCTLIO 32 YMNPaBIEHNE U KOHTPOMb OpraHv3aumu). TEpMUH KMEHEIXKMEHT», ynoTpebnsie-
MbI B 3TOM MyHKTE, UMEET APYro CMbIC.

3.2.5 Cuctema MeHea)XMeHTa

Crctema MeHemKMeEHTa UCMONb3yeT COBOKYMHOCTb PECYPCOB AN AOCTWXKEHUS Lienei opraHusauun.
Cuctema MeHemKMeHTa BKTtoYaeT B ce0si opraHM3aLMoHHY0 CTPYKTYPY, NOSIUTUKY, MITaHUPOBaHUE OeNCTBUNA,
oba3aTenbCTBa, MeTOAb!, NpoLeaypbl, NPoLECcChl U pecypchbl.

B yacTu nHdbopmaLnoHHon 6e3onacHOCT cUCTeMa ynpaBeHns No3BONsSIeT OpraHM3aLun:

- yAoBneTBopATb TpeboBaHs 6€30MacHOCTM KITMEHTOB U APYrMX 3aMHTEPECOBaHHbIX NNL;

- ynyywarTb nfaHbl U 4eCTBUS OpraHn3aLmu;

- COOTBETCTBOBAThL LIeNsAM MHOpMaLMOHHOM 6e30MacHOCTN OpraHu3aLun;
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- BBINOSHATL perynupytowmne TpeGosaHus, TpeGoBaHUA 3aKoHoAATENbLCTBA U OTPAacrieBble HOPMAaTUB-
Hble AOKYMEeHTbI;

- OpraHU30BaHHO yNpPaenATb MHOPMALMOHHBIMM aKTUBaMM A5 06rerdyeHns HenpepbIBHOro coBepLUe-
HCTBOBaHMS U perynmpoBaHns TeKyLLUX OpraHU3aLUoHHbIX LEENei U BHELLHNX YCIOBUIA.

3.3 MpoueccHbin nogxon ansa CMUB

OpraHuzauunm Hy>kHO BECTVN pasnnyHbIe BUAbl AeATEeNbHOCTU U YNPaBsiTb UMW AMNS TOro, YTobbl yHKLUMO-
HUpoBaTb pe3ynbTaTueHO. Jlo6oi BUA AeATENBHOCTU, UCMOSb3YIOLLMIA PECYPChI UYNPaBNsieMblii 41 TOro, YTo-
6bl 06ecneunTb BO3MOXHOCTL Npeobpa3oBaHusi BXOA0B B BbIXOAbl, MOXKHO cuMTaTh npoueccoM. Beixoa ogHoro
npouecca MOXeT HenocpeacTBeHHO hopMupoBaTh BXoA criedytollero npouecca. O6bluHO Takas TpaHcdop-
Maums MPOMUCX0AUT B YCNOBUAX NNaHMpoBaHuUsa 1 yrpasneHus. NMpumeHeHne cuctemMbl NPoLECCOB B pamKax
opraHusauum BMecTe ¢ uaeHTudunkaumen n BzauMoaeincTBueM 3TUX NPOLIECCOB, @ Takke MX ynpasrieHueM
MOXeT BbITb onpeaeneHo Kak «MpoLecCHbIN Noaxoay.

MpoueccHbIn noaxoa ana CMUB, npeactaBneHHbI B cemencTBe ctaHaapToB CMUB, ocHoBaH Ha onepa-
UMOHHOM NpUHUMNE, NPUHATOM B CTaHdapTax cucTembl ynpasneHus ISO n obenssecTHOM kak npouecc
«MnaH (Plan) — Ocywectenenne (Do) — Mposepka (Check) — fAeicteue (Act)» (PDCA):

- MnaH — NOCTaHOBKa Lenei u paspaboTka nnaHoB (MPOBECTU aHanu3 CUTyaLum B opraHMsaumu, Hame-
TUTb 0BLMe Lenu, NocTaBuTb 3agaqn U paspaboTaTb NNaHbl 4515l UX SOCTUXKEHUS);

- OCcylLecTBfeHWe — peanusauus niiaHoB (BbINOMHUTL TO, YTO BbINO 3annaHMpoBaHo);

- MpoBepka — NpoBepKa pe3ynbTaToB (M3MepeHUe/KOHTPOSlb CTEMeHU COOTBETCTBUS AOCTUrHYTbIX
pe3ynbTaToB NnaHy);

- JelcTBUEe — KOppeKuns u ynydweHune paboTbl (y4UTbes Ha olunbkax, 4Tobbl ynyqwmTs paboTy v goc-
TUYb NYULLNX pe3ynbTaToB).

3.4 Uenu BHeppeHna CMUB

B kavecTBe YacTu CMUB opraHusaumm 4omkHbl 6bITb onpegeneHbl pUcku, CBsi3aHHbIe ¢ MHGOPMaLMOH-
HBIMW aKTMBaMu opraHusauuun. JocTrkeHne uHbopmMauuoHHon 6esonacHocTU TpebyeT ynpaBneHUst pUckoM u
OXBaTbIBAET PUCKM br3nUecKne, YeoBeUECKNE U TEXHONOTUYECKNe, OTHOCSILLIMECS K Yrpo3aMm, KacaroLmmcst
BceXx hopm nHdopMaLMmn BHYTpU opraH1u3aLnm Unmn UCnonb3yemMoin opraHnsasumein.

MpuHaTne CMNB siBnsieTca cTpaTernyeckum pelleHuem anst opraHusauum, 1 Heobxogumo, Ytobbl 310
pelleHne HepaspbIBHO MHTErPUPOBasoch, OLEHMBANOCL U 0BHOBNANOCH B COOTBETCTBUM € NOTpebHOCTAMMU
opraHusauun.

Ha paszpaboTky 1 peanusauuto CMUB opraHusaumm BAvsoT NoTpeBbHOCTU U Lenn opralnsaumu, Tpebo-
BaHWUA 6€30NacHOCTU, UCNoNb3yeMble BU3HEC-MPOLIEeCChl, a Takke pasmep U CTPYKTypa opraHusauun. Paspa-
60oTka U yHkunoHuposaHue CMWB [OMkHbI OoTpaxaTb UHTepecbl U TpeboBaHUsA WUHGOPMAaLMOHHON
6e30nacHOCTU BCex 3avHTepecoBaHHbIX MUL, opraH13aLnm, BKIoYas KNMMEeHTOB, MOCTaBLUMKOB, AeNOBbIX Nap-
THEpOB, akLMOHEpPOoB U APYrMX TPETLUX ML,

Bo B3anmocBA3aHHOM MUpe MHpOPMaLIMS U OTHOCALLMECS K HEN NPOLIECChl, CUCTEMBI U CETU COCTaBNAOT
KpuTndeckne genosble akTnebl. OpraHnsauum u ux MHopMaLUOHHbIE CUCTEMBI U CETU CTANKUBAKTCA C Yrpo-
3amMum 6e30MacHOCTM U3 LUMPOKOro AManasoHa NCTOYHWUKOB, BKITHOYAs KOMMbIOTEPHOE MOLLIEHHUYECTBO, LWNUO-
Hax, caboTax, BaHOann3M, a Takke noxap U HasogHeHue. MNMoBpexaeHNs MHPOPMaLMOHHBIX CUCTEM U CETEN,
BbI3BaHHbIE BPEAOHOCHBIM KOAOM, AeCTBUSIMU XakepoB 1 DoS-aTakamu, ctany 6onee pacnpocTpaHeHHbIMK,
6onee MacwTabHbIMU 1 Bce Gonee 1 6ornee cepbe3HbIMM.

CMWB BaxHa Ans npednpuaTUiA Kak rocyaapCTBEHHOMo, Tak YacTHoOro cektopa. B nrobown otpacnn CMUB
ABNAeTCA HeobX0AUMbIM UHCTPYMEHTOM AN15 NoAaepXKaHus 3neKTpoHHoro 6usHeca 1 BaxkHa AN AeNCTBUA
MeHepKMeHTa pucka. BaanmocBasb 06Leg0CTYNHbIX M YacTHBIX ceTel U pacnpeaeneHHoCcTb HopMaLMoH-
HbIX aKTUBOB YBENNYNBAIOT TPYAHOCTb YNPaBeHNss 4OCTYNOM K MHdopMauun n ee obpaboTkn. Kpome Toro,
pacnpocTpaHeHne MOOUMbHBIX YCTPOMCTB XpaHeHWsl AaHHbIX, codepXawunx WMHGOPMaLUOHHbIE aKTUBbI,
MOXeT ocrabuTb aheKTUBHOCTL TPaANLMOHHBLIX cpeacTB KoHTponsl. Koraa opraHnsaum npuHuMatoT ceMmei-
ctBo ctaHgaptoB CMUB, cnocobHOCTE NPUMEHWUTL NOCHeaoBaTeNbHbIE Y B3aUMHO M3BECTHbIE NMPUHLMMBI
nHpopMaLIMOHHON Ge30nacHOCT MOXeT OblTb MPOAEMOHCTPUPOBaHa AENOoBbIM MapTHepam u Apyrum
3aMHTEpPECcoBaHHbLIM CTOPOHaM.

UHbopmaLmoHHas 6e30nacHOCTb He Bceraa yumTbiBaeTCs Npu NpoekTMpoBaHun U paclumpeHnn MHop-
MaUMOHHbIX cucteM. Kpome Toro, 4acto cuuTatoT, YTo MHpopMaLMoHHas 6e30MacHOCTb — 3TO TEXHUYECKasn
npobnema. OgHako ypoBeHb 6€30MacHOCTM, KOTOPbIA MOXeT OblTb AOCTUrHYT C MOMOLLBH TEXHUYECKUX
cpeacTB, orpaHnyeH. Takas sawuta MoxXeT BbiTb HeadeKkTUBHON, He Byayyn nogaep>xaHHOM COOTBETCTBYHO-
LM ynpasrieHneM 1 npoueaypamu B koHTekcte CMUB. Mocneaytollee BCcTpanBaHue cucteMsl 6e30nacHOCT
B MHPOPMALIMOHHYIO CUCTEMY MOXET 6bITb TPYAHbIM M goporocTosawmM. CMUE BkntovaeT B cebs naeHTUdmKa-
LU0 MMetoLmMXcst cpefcTB ynpasneHns u tpebyeT TwaTeneHoro nNnaHMpoBaHWa U BHUMaHUA K AeTansMm.
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Hanpumep, cpeacTBa KOHTPOMSA AOCTYNa, KOTOPbIE MOTYT BbITb TEXHUYECKUMU (NorMdeckumm), unsndeckumu,
agMUHUCTPATUBHBIMU  (OpraHM3auMOHHBEIMUK), WM UX KOMOWHAUMSA rapaHTUpyloT, 4YTO AocTyn K
NHOPMaLMOHHBIM aKT1BaM paspelleH U orpaHudeH Ha ocHoBaHUKM TpeboBaHuid GusHeca n TpeboBaHWNA
6e30nacHoCTy.

MpuHaTne CMUB BaxxHO ANs 3aWmThl UHPOPMALIMOHHBIX aKTUBOB. 3TO NMO3BONSAET OpraHn3aLnm:

- MOBBLICUTb rapaHTUN TOro, YTO ee MHPOPMAaLIMOHHBIE aKTUBLI B JOCTAaTOYHON Mepe Ha HenpepbiBHON
OCHOBE 3aLlWLLEeHbl OT Yrpo3 MHGopMaLMOHHOK 6esonacHocTy;

- nogaepXkuBaTb CTPYKTYPUPOBAHHYIO U BCECTOPOHHIO CUCTEMY AN NAeHTUgUKaLUM U OLEHKN YIpo3
nHdopmaLumoHHoin 6esonacHocTu, BbIGopa 1 NpUMEHEHUs COOTBETCTBYIOLLMX CPEACTB yNpaBrieHus U uamepe-
HUA U yNyYLeHUs X 3O PeKTUBHOCTU;

- HenpepbIBHO yNy4llaTh ee cpeay KOHTPOons;

- COOTBETCTBOBaTb OPUANHECKAM U PErYNNPYIOLLNM TpeboBaHUAM.

3.5 BHeapeHue, KOHTpoONb, Nogaepxka U ynydweHue CMUB

3.5.1 O6wme nonoxeHunn

OpraHnsauus omkHa npeanpuHuMaTh cregyowme Mepbl Mo BHEAPEHUD, KOHTPOIO, NOAAEPKKe U
ynydweHuio ee CMUB:

- onpegeneHue NHOOPMALIMOHHBIX aKTUBOB U CBSA3aHHBLIX C HUMK TpeboBaHuii 6e3onacHocTu (cM. 3.5.2);

- oLeHKa puckoB MHopMaLMoHHON BesonacHocTu (cMm. 3.5.3);

- BbIGOp W peanusauusi COOTBETCTBYIOLMX CPEACTB YNpasBreHus Ans ynpaBneHns HernpuemnembsiMm
puckamu (cMm. 3.5.4);

- KOHTPOnb, MoAaepKKa 1 NosbileHne 3 heKTUBHOCTM CPeACTB ynpaBrneHus 6e30nacHOCTbIo, CBA3aH-
HbIX C MHCPOPMaLMOHHBIMUW aKTUBaMKW opraHuaaunm (cM. 3.5.5).

Ans rapaHtun acpeKkTMBHON HenpepbiBHON 3almTbl UHPOPMALMOHHBIX aKTUBOB OpraHusauun ¢
nomMoLubto CMUB HeobxoaMmMo NoCTOSIHHO MOBTOPATL Wark (a) — (d), YTOObl BhISIBMSITb U3MEHEHUsS1 PUCKOB,
cTpaTerum opraHusaLmm Unu 4enosbixX Lenen.

3.5.2 OnpepeneHue Tpe6oBaHU HGopMaLUOHHOK GezonacHoOCTU

B npenenax obLuei cTpaternn n 4enoBbiX Lernei opraHusauum, ee pasMmepa u reorpacuyeckoro pac-
npocTpaHeHnss TpeboBaHWs WHOPMaLWOHHON GesonacHOCTUM MoOryT ObiTb onpefgeneHbl NpyM aHanuse
cnefyroLMX haKkTopoB:

- naeHTUULMPOBaHHbIE MH(OPMAaLIMOHHBIE aKTUBbI 1 UX LLEHHOCTb;

- JdenoBble noTpebHocTn B 06paboTke U XpaHeHUn MHbopMaumu;

- lopuandeckue, perynupytoLiue 1 1oroBopHele TpebosaHus.

MpoBeaeHne MeTOANYECKON OLIEHKN PUCKOB, CBA3AHHbIX C MH(OPMAaLMOHHEIMW aKTUBaMU OpraHn3aLmm,
BKkIouaeT B cebs aHanns yrpo3 uHopMaLMOHHBIM aKTUBaM, YA3BUMOCTEN MHCDOPMALIUOHHBIX aKTUBOB U BEPO-
SITHOCTU Yrpo3bl UHOPMaLMOHHBLIM aKTUBaM, NOTEHLUMANLHOrO BO3AEUCTBUA N060ro MHUMAeHTa nHgpopmaLm-
OHHOI Ge3onacHocTM Ha WHdopMaLMoHHbIE akTUBbLL. Pacxogbl Ha COOTBETCTBYIOLME MEpbl U CpeacTBa
KOHTpPONs U ynpaeneHust 6e3onacHoCTbio NPONopLUMOHanbHbl OLEHUBAaeMOMY AefIOBOMY BO3[ENCTBUIO B
cnyyae ocyLLleCTBNEHNS pucka.

3.5.3 OueHka puckoB UH(OPMaLMOHHON Ge3onacHoCTH

YnpasneHue puckamu uHdopmaLumoHHoi 6e3onacHocTn TpebyeT COOTBETCTBYIOLWEN OLEHKU pyUcka K
mMeTofa obpaboTku pucka. ATO MOXET BKIIloUaTb B cebs oLeHKy 3aTpaT U NpeMmyLLecTB, 3aKkOHHbIX TpeboBa-
HUI, coLManbHbIX, 3KOHOMUYECKUX U IKONOTMYECKUX acnekToBs, NpobrieM 3auHTepecoBaHHbIX ML, NpuopuTe-
TOB W ApYrMx BXOAOB U NepeMeHHbIX. Pe3ynbTaTthl oLueHKn pucka nHopmMaumnoHHoin 6esonacHocT nomoryT
BblpaBoTaTb 1 NPOBECTU COOTBETCTRYIOLLME YNpaBneHYeckne pelueHnst Ansa AeUCTBUIA U YCTaHOBMNEHUS Npu-
opuUTeTOB ANS yNpaBreHus puckamu MHGOpMaLMoHHOW 6e3onacHocTu, a Takke ANa peanqsauvn cooTBeT-
CTBYIOLIMX CpeAcTB yrnpaBneHuss 6e3onacHOCTbIO ANA 3awuTel OT 3TMX puckos. CtanaapT ISO/IEC 27005
obecneynBaeT pPYKOBOACTBO MeHe[PKMEHTOM PUCKOB WHOpPMaUUOHHOW ©GesonacHOCTU, BKIOYas
peKkoMeH4aunn OTHOCUTENbHO OLLEHKU pucka, obpaboTku pucka, NPUHATUA pucka, KOMMYHUKaLUA puycka,
KOHTPONSA pUcka 1 aHanu3a pucka.

3.5.4 Bbi6op u peanusauua cpefcTB ynpaBneHua uHdopMaLMoHHOM 6e30NacHOCTbIO

Mocne onpeaeneHus TpeboBaHUii K MHGopMaLMOHHOW 6e30MacHOCTH 1 OLEHKU PUCKOB MH(POpMaLMoH-
HoW 6e3onacHOCTU AN MAEHTUPUUMPOBaHHBLIX MHPOPMAaLMOHHBIX aKTUBOB (BKOYan pellueHus Ans o6paboT-
KU pUCKOB WHpOpMaLUNOHHON Be3onacHoCTM) AomkHbI GbiTb BbIOpaHbl U peanu3oBaHbl COOTBETCTBYOLNE
Mepbl U cpeCcTBa KOHTPOIA U YNpaBneHus, YtTobbl rapaHTUPOBaTh, YTO PUCKA MHOpMaLIMOHHOM BesonacHoc-
TN YMeHbLUEHbI A0 YPOBHSI, NPUEMIIEMOTr0 A opraHusauni. Mepbl 1 cpeicTBa KOHTPONS U YNPaBieHNst MOryT
6bITb BbIOpPaHbI ¢ nomoLbio cTaHaapTta ISO/IEC 27002 wunu U3 Apyrnx cCooTBETCTBYIOLWMX HabopoB cpeacTB
ynpasneHus. Takke Ans yaoBNeTBopeHus crneunuduyecknx notpebHocTen MoryT 6biTb paspaboTaHbl HOBbIe
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COOTBETCTBYHOLLME MEpbI M CPEACTBA KOHTPONS 1 ynpasneHus. Beibop cpeacTs ynpasneHua 6e30nacHoCTbIO
3aBUCUT OT TpeGoBaHMin 6e30NacHOCTU, MPUHNMAIOLLMX BO BHUMaHWE KpUTEPUUN ANA NPUHATUA pyUcka NHdop-
mMauuoHHon GesonacHocTW, BapuaHToB o06paboTkM pucka M obOWero noaxoga ynpasneHusl puckamm,
npumeHsieMoro opraHusauueid. Belbop 1 peanusauusi cpeAcTB ynpaBneHUsa MoryT 6biTb AOKYMEHTUPOBaHbI B
3asBMeHnN 0 NPUMEHUMOCTH.

Mepbl 1 cpeacTBa KOHTPONSA U yrpasneHus, nanoxeHHole B ISO/IEC 27002, o6wwienpusHaHbl Kak fyyiume
MeToabl, NPUMeEHNMBIE K 6OMbLUMHCTBY opraHusaunid. OHM bblnn paspaboTaHbl 4ns Toro, 4To6bl yaoBneTBo-
psATb TpeboBaHNAM opraHn3aLnii pasHo BENNYMHLI U CTPYKTYpSI. [ipyrue ctaHAapTbl cCEMeCcTBa CTaHaapToB
CMWB pykoBoasT BEIGOPOM U MPUMEHEHNeM CPeACTB ynpaBneHUs MHopMaLMoHHOR 6€30MacHOCTbIO, U3No-
XeHHbIX B cTangapTe ISO/IEC 27002, ans cuctemsbl MeHegpkmeHTa (ISO/IEC 27001).

3.5.5 KoHTponb, nogaepxka u nosbllweHue acdpdektusHoctu CMUB

OpraHuszauus gomkHa nogaepkunsatb pabotocnocobHocTb nynyyiats CMUB nocpeACTBOM KOHTPOSA U
OLEHKM AesATeNbHOCTU, HanpasieHHOW NPOTUB NOMUTUKA U LieNei opraHMsaLmu, U coobLueHns o pesynbTaTax
MeHeIXMeHTY Ans aHanunsa. 3toT aHanns CMUB no3sonut HarnsaHo nokasaTthb MpaBuIlbHOCTb U OTCNEXUBae-
MOCTb KOPPEKTUPYIOLWNX, NpodniakTuieckux 4eCTBUA U AENCTBUA MO YCOBEPLLUEHCTBOBAHUIO, OCHOBAHHBIX
Ha aTUX pesynbTaTax, BK/ovas KOHTPOMb CpeacTB ynpaBneHus uHopmaumoHHoi 6e30MacHOCTbIO.

3.6 Kputuueckue ¢aktopbl ycnexa CMUB

[ns ycnewHoi peanusauum CMUB, no3sonsiioLuein opraHn3aumMm 40CTUYb CBOUX AeSOBbIX Lenen, umeeT
3HaveHue BornbLuoe KonmyecTBo dakTopos. MNMprMepkl KpUTUYECKUX haKTOPOB ycnexa BkitoyatoT B ceba cne-
aytowue:

- MonnTUKa UHdopMaLUoHHOW Be3onacHOCTU, Lenu U AeNCTBUSl, OPUEHTUPOBAHHBLIE Ha AOCTUXKEHUe
Luenen;

- MeToauKa 1 CTPYKTypa Ans paspaboTku, peanusauun, KOHTPOIS, noaaepXaHust n ynydeHust uHdop-
MaunoHHon 6e3onacHOCTU, KOTOpble COOTBETCTBYIOT KOPNOPaTUBHOW KyNnbType;

- BuAMMas nogaepka u 0b6a3aTenbCcTBa CO CTOPOHBLI BCEX YPOBHEW yrpaBneHusi, 0cobeHHO BbicLLero
PYKOBOACTBA;

- NoHuMaHue TpeboBaHWA WHPOPMALMOHHOW 3alUTLl aKTUBOB, AOCTUraeMoe uepes rnpumeHeHue
MeHeKMeHTa pUckoB MHOPMaLUnoHHo 6esonacHocTu (cM. ctaHaapT ISO/IEC 27005);

- athbdekTMBHOE NHpOoPMUPOBaHUE 06 UHdopmaLmoHHo 6e3onacHocTH, obyueHne n obpasoBaTtesib-
Hasi nporpamma, 40oBoAsLLAs 10 CBEAEHUS BCEX CNYXKaLLMX U IpYrMX NPUYACTHBIX CTOPOH UX 06513aTenbCTBa No
nHbopmaLumoHHon BesonacHocT, cchopMynMpoBaHHbIe B NOMUTUKE MHOpMaLMOHHOK Be3onacHOCTH, CTaH-
AapTaxuT. 4., a Takke UX MOTUBUPOBaHUE K COOTBETCTBYIOLLUM AEUCTBUSIM;

- athheKTUBHLIN NpoLiece MeHeMKMeHTa MHLUMAEHTOB MHGOPMaLMOHHOW 6e30MacHOCTY;

- 3hbeKTUBHBIN YNpaBneHYecKuin noaxoa HenpepbIBHOCTU B13Heca;

- cucTemMa U3MepeHusi, KoTopast UCMONb3yeTcst ANsl OLIEHKM yrnpaBneHus uHopmaumoHHon besonac-
HOCTbIO, Y NPeANOXEHUA MO yyylleHUo, NocTynatowme no ueno4vke obpaTHON CBA3W.

CMWB ysenuunsaeT BeposiTHOCTb TOrO, UTO opraHusauus 6yaert nocnegosaTtenbHO AocTUraTh peLuato-
LLMX paKToOpOB ycnexa, HeobxoaMMbIX A4S 3aWUThl ee MHOPMAaLMOHHBLIX aKTUBOB.

3.7 MNpeumywecTBa BHeapeHUA cTaHaapToB cemeiictBa CMUB

MpenmywecTtsa peanusaunm CMUB BbiTekaloT, Npexae BCero, U3 CokpalleHus PUCKOB MHOpMaLNOH-
Hol 6e30MacHOCTU (TO eCTb YMEHbLUEHUSI BEPOATHOCTA BO3AECUCTBUS U (MNN) YMEHbLUEHUS BO3OENCTBUS,
BbI3BAHHOIo UHUMAEHTaMU MHopMaLMoHHoN 6esonacHocTu). B yacTHocTu, NperMyLlecTsa, NofyYeHHbIe OT
NpuHATUA cemeincTea cTaHgapToB CMUB, BkntoyaloT B cebs cnegytouee:

- nopaepxka npouecca onpeaeneHusi, peanusauuum, (yHKUMOHUMPOBaHUA 1 nogaepxkaHua pabotocno-
coBHOCTU NONHOM 1 3koHOMUYeckn acdekTMBHOM KomnnekcHoli CMUB, koTopasd yaosneTsopsaeT noTpe6Hoc-
TW OpraHusauuu;

- NomoLLb ANA PYKOBOACTBA B CTPYKTYPUPOBaHUA €ro NOAXoAa K MEHEKMEHTY MHOpMaLMOHHON 6e3o-
MacHOCTMU B KOHTEKCTE KOPMOopaTUBHOIO MeHePKMEHTa PUCKOB U1 yNpaBnieHus, BkNodas 06yueHne U TpeHUHT o
eanHOMY yrnpasneHuio HgopmaLMoHHoi 6e30NacHOCTbIO;

- npoABuxkeHue 06 LLIEeNPUHATBIX MYYLLIMX METOAOB UHOPMALIMOHHON 6e3onacHOCTU B He0GA3bIBatoLLEi
cdopme, uTO NpegoCTaBNAET OpraHn3aLMAM cBoboay ANa NPUHATUA U YyYLIEHUA CPEACTB ynpaBreHusl, KoTo-
pble COOTBETCTBYIOT UX OCODEHHOCTSAM U OKasblBaloT UM NoAAepKKY nepes NNUOM BHYTPEHHUX U BHELLHUX
U3MEHEHWUNA;

- npegocTasneHue obLero sisbika U KoHLEeNTyanbHOro 0CHoBaHUA ANna MHopMaLUnoHHO GesonacHoc-
™!, YTo 0bner4aeT B3aMMONOHUMaHWeE ¢ AeNIOBbIMU NapTHepamu, 0CoBEeHHO ecnv oHU TpebyloT cBMaEeTeNbLCTBA
cooteetcTBMA ISO/IEC 27001 0T akkpeAMTOBAHHOIO opraHa cepTudukaumu.
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4 CewmelicTBO cTaHgapTtoB CMUB

4.1 O6was nupopmaymnsa

CewmeiicTBo cTaHgapToB CMUB cocToNT 13 B3aMMOCBSA3aHHbIX CTaHAAaPTOB, N34aHHbIX Uin paspabaThbl-
BaeMbIX, U COAEPXKUT HECKONbKO CYLLECTBEHHbIX CTPYKTYPHBIX KOMMNOHEHTOB. 3TN KOMMOHEHTbI U3/10XKEHbI B
HOPMaTMBHbIX CTaHAapTax, onucbiBarLwmx TpebosaHns CMNB (ISO/IEC 27001) ntpeboBaHusa 415 opraHusa-
unii, ceptudmunpytowmx cootseTcTene ctaHgapty ISO/IEC 27001 (ISO/IEC 27006). Apyrue ctaHfapThl obec-
neymBaloT PyKOBOACTBO NPU pasfn4HbIX acnektax peanusaumm CMWB, Bknouvas B ceba o6wmii npouecc,
pekoMeHgauun, OTHOCALLMECA K ynpaB/iEHNI0, a TakXe cneunasbHble PyKoBOACTBa. B3anmocBsA3b BHYTpU
cemeiicTBa cTaHgapToB CMUB2>N0Kka3aHa Ha pucyHke 1.

CTaHfaapTbl, KOTOPblE COAEepXaT NPAMY0 NOAAEPXKY, AeTanM3npoBaHHOE PYKOBOACTBO U (Mn) TOSIKOBa-
Hue ans ob6uwero npouecca PDCA v TpeboBaHuii, 3agaHHbiX B ISO/IEC 27001 (cm. 4.3.1), ISO/IEC 27000
(cm. 4.2.1), ISO/IEC 27002 (cm. 4.4.1), ISO/IEC 27003 (cm. 4.4.2), ISO/IEC 27004 (cm. 4.4.3), ISO/IEC 27005
(cm. 4.4.4) nISO/IEC 27007 (cm. 4.4.5).

CtaHgapT ISO/IEC 27006 (cMm. 4.3.2) cogepxut TpeboBaHus 415 OpraHos, NPOBOAALLUX cepTUdMKaLmio
CMWB.

CtaHgapTbl ISO/IEC 27011 (cm. 4.5.1) n1SO 27799 (cm. 4.5.2) BknoyatoT B cebs cneynanbHble peKOMeH-
pauun ana CMUNB3).

. 27000
O6LLWIA 0630p 1 TEPMHOSIOTUS
Jarotcs 06LLye cBeagHMS, TEPMWHBI U ONPEAENEHS], MPUMEHSIEMbIE B CEMEICTBE CTaHaapTos CMVIB
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PucyHok 1— B3aumMocBsi3b B cemMeiicTBe cTaHaapToB CMUB

2 ISO/IEC 27003, ISO/IEC 27004 1 ISO/IEC 27007 HaxofaTcs B pa3paboTke.

3 O603HaueHus ISO/IEC 27008, ISO/IEC 27009 un ISO/IEC 27010 3ape3epBMpOBaHbI 418 nocnegyloLei paspaboT-
k1 cTaHgapTos cemelictBa CMVIB, Mo KOTOPbIM He Obl/I0 MPUHATO PelleHne K MOMEHTY Mybnmnkauum HacTosLero cTaH-
fJapra.
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CewmelicTBo cTaHgapToB CMUB noaaepXvMBaeT B3aMMOCBSI3b CO MHOMUMW Apyrumn cTaHaapTamu [ISO un
ISO/IEC. CtaHaapTel CMUB knaccuduumnpyoTcs no criegyowmum npusHakam:

- cTaHpapTbl, cogepallume obuii 063op n TepmuHonoruio (cm. 4.2);

- cTaHaapThl, 3agawime TpeboBaHus (cM. 4.3);

- cTaHaapTbl, cogepalyue obme pekomeHgaumm (cm. 4.4);

- CcTaHAapThbl, cogepalyune cneuumarnbHble pekoMmeHgaumm (cm. 4.5).

4.2 CtaHpapThbl, cogepXxalue o6wuin o0630p U TepMUHONOTUIO

4.2.1 ISO/IEC 27000 HacTosILLMIA CTAaHAAPT

UnepopmayuoHHass mexHonoausi. Memoods! u cpedcmea obecnedyeHus 6esonacHocmu. Cucmemsi
MeHedxMeHma uHgopmayuoHHol besonacHocmu. Obwuli 0630p u mepMUHoo2Us

O6nacTb NpUMeHeHUs. ITOT MeXXAyHapOoAHbIA CTaHAaPT COOAEPXKUT:

- 0630p cemeiictBa ctaHgapToB CMUB;

- BBeAeHue B CUCTEMY MeHeKMeHTa nHdopmauuoHHon 6esonacHocTn (CMUB);

- KkpaTkoe onucaHuve npouecca «IMnaH (Plan) — OcywecteneHne (Do) — Mpoeepka (Check) —
Oewncteue (Act)» (PDCA);

- TepMWHbI U onpeaeneHns Ans UCnonb3oBaHuA B ceMeicTBe ctaHgaptos CMUB.

HasHaueHue: ISO/IEC 27000 onucbiBaeT OCHOBLI CUCTEMbI MEHEPKMEHTA MHopMaLMoHHoM Besonac-
HOCTU, KOTOpas coCTaBnsieT NpeaMeT ceMelcTBa ctangaptoB CMUB, 1 onpegensaeT oTHocAWMECHA K Hen
TePMUHBI.

4.3 CtaHpapThbl, 3agaowme Tpe6oBaHus

4.3.1 ISO/IEC 27001

UHopmavuoHHass mexHonozusi. Cpedcmea obecrieqdeHusi 6besonacHocmu. CucmeMbl MEHEOXMeHma
UHGbopMalyuoHHoU be3onacHocmu. TpebosaHusi

O6nacTb NpUMEHEeHUS: 3TOT MeXayHapoaHbIA cTaHaapT onpeaensieT TpeboBaHuA Ana cosgaHusa, BHea-
PeHWs, 3KCnyaTaumm, MOCTOSIHHOrO KOHTPOSS, aHanuaa, nogaepXaHusi B paboyem COCTOSIHAN U yNyYlieHna
AoKyMeHTUpoBaHHo CMUB B kOHTeKCTe 06LLMX AeNOoBbIX PUCKOB opraHusauuu. OH onpeaensieT TpebosaHus
ONs peannsaunmn cpefcTB yrpaBrieHUs 3almMTon, NpUcnocobeHHbIX K NoTpeBbHOCTSAM oTAeNbHBIX OpraHu3a-
UAA UM ux noapasgeneHvun. AToT MexayHapoAHbld cTaHAapT NPUMEHUM KO BCeM Tunam opraHusauun
(HanpumMep, KOMMepYeckue, rocy4apCcTBeHHble, HeKOMMepYeckne opraHusauum).

HazHaueHue: ISO/IEC 27001 cogepxuT HopMaTunBHbIE TpeboBaHNA ANa passepTbiBaHUA U DYHKLNOHN-
poBaHuss CMUB, Bkntodas Habop cpeacTs ynpaseHUs 4ns yrnpasneHus  YMeHbLUEeHUS PUCKOB, OTHOCALLIMXCA
K MHOPMaLMOHHEIM aKTMBaM, KOTOpbIE OpraHn3aLusa CTPeMUTCS 3alnTuTb. OpraHnusauumn, ucnonbayowme
CMWB, moryT NpoBoAUTL ee ayauTOPCKYHo NPOBEPKY U cepTudumkaumio cootTBeTcTers. Llenn ynpasneHus n
Mepa 1 cpecTBa KOHTPONS 1 ynpasneHns ns npunoxerust A ctaHgapta ISO/IEC 27001 gomkHbl 6biTb BbIGpa-
Hbl kKak YacTb 3Toro CMWB-npouecca ans Toro, 4tobbl yAoBNeTBOPATL onpeaeneHHble TpeboBaHus.

Llenu ynpaBneHusi, Mepbl U cpeacTBa KOHTPOMSA U YNpasneHus, nepedncrneHHsle B Tabnuue A.1 ctaHgap-
TaISO/IEC 27001, nonyyeHbl HenocpeaCTBEHHO U3 MepeYHsi Liener yrpaseHUs U cpecTB yripaBneHus, nepe-
uncneHHbix B pasgenax 5—15 ISO/IEC 17799:2005, n cornacoBaHbl C HUMM.

4.3.2 ISO/IEC 27006

UHopmavuoHHass mexHonoausi. Cpedcmea obecneveHusi 6esonacHocmu. TpeboegaHus Orisi opaaHos,
obecneyusaruwux ayoum u cepmudbukalyuro cucmem MeHeOxMeHma UHgpopmayuoHHoU besonacHocmu

O6nacTb NPUMEHEHUST: 3TOT MeXAYyHapoaHbIf cTaHA4apT 3aaaeT TpeboBaHMs U ABMSIeTCS PYKOBOACTBOM
AN opraHoB, NpoBoasALMX ayanT u cepTudukaumo CMUB Ha cooTBeTeTBUE ISO/IEC 27001 B AONONHEHME K
TpeboBaHuam, cogepxawumes B ISO/IEC 17021. 70T cTaHgapT NpegHasHaveH rnaBHbIM obpasom ans npo-
BeZleHNs1 akKkpeauTaLmm opraHos, npoeoasinx ceptudnkaunio CMUB Ha cooteeTcTBre ISO/IEC 27001.

HasHaueHne: ISO/IEC 27006 gononHsiet ctaHgapT ISO/IEC 17021 B YacTu TpeGoBaHnin ANg akkpeanTa-
LuM opraHoB cepTuduKkauun, npoBogsaWwnx cepTudmKaLumio cooTBeTCTBMSA TpeboBaHUAM, U3NOXKEHHLIM B
ctaHgapte ISO/IEC 27001.

4.4 CtaHpapThl, cogepxaliue obme pekoMeHAaLMU

4.4.1 ISO/IEC 27002

UHhopmayuoHHast mexHonozausi. Cpedcmesa obecrievyeHus beszonacHocmu. Ce8o0 npasun o ynpasie-
HUro 3aujumol UHgopmayuu

O6nacTb NPUMEHEHUs: 3TOT MeXAyHapoaHbIA CTaH4aPT COOEPXUT nepedeHb oBLEenpUHATLIX Lienei
ynpasreHus 1 nyvline MeToAbl peanunsauim cpeacTs ynpasneHus Ans Ucnonb3oBaHus B Ka4YecTBe PyKoBoa-
CTBa Npu BLIGOPE 1 BHEAPEHUM CPEACTB YNpaBneHns 47151 AOCTWXKEHUS HopMaLMOHHOM 6e30MacHOCTU.
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HasHaveHue: ISO/IEC 27002 sBnsaeTcs pyKkoBOACTBOM NO BHEAPEHUIO CPEACTB YNpaBneHUa 3allimMTon
nHdopmauun. B yactHocTn, pasgensl 5—15 cogepxat cneyuanbHble pekoMeHAaun1 U pykoBoACTBO Mo pea-
nusauuv cpeacTs ynpaBneHus, NnpuseaeHHbIX B pasaenax A.5 — A.15 ctanaapTta ISO/IEC 27001.

4.4.2 ISO/IEC 27003

UHpopmayuoHHas mexHonoausi. Cpedcmea obecrieueHus 6e3onacHocmu. Pykosodcmeo o eHedpe-
HUK cucmeMbl MeHedXMeHma UHhopMayuoHHol besonacHocmu

O6nacTb NPUMEHEHNSA: 3TOT MeXAyHapoAHbIA cTaHAapT ByaeT coaepXaTb NPakTUMEcKoe PyKOBOACTBO
Mo BHeAPEHUIO U BKITHoYaTh B cebs paclumpeHHyo nHdopmaumio no co3gaHuio, akcnnyatauum, KOHTposio, aHa-
nuay, nogaepxke u yny4weHuo CMUE B cooTBeTcTBUMM co cTaHaapToMm ISO/IEC 27001.

HasHaueHrune: ISO/IEC 27003 6yaeT coaepkaTtb onucaHue NpoueccHoro noaxoaa k sHeapexHuio CMUG B
cooTBeTCcTBMM co cTaHaapToMm ISO/IEC 27001.

4.4.3 ISO/IEC 27004

UHpopmMmayuoHHas mexHonoeaus. Cpedcmea obecriedeHus 6e3onacHocmu. VIamepeHus

O6nacTb NpUMeHeHUs: 3TOT MeXayHapoaHbIA cTaHAapT 6yaeT BkntovaTth B cebsl pyKkoBOACTBO U peKo-
MeHZaLnmn No CoBepLUEeHCTBOBAHMUIO M UCMOSb30BaHWUIO U3MepeHUA Ans oLeHkn acpdektusHocT CMUB, uenen
ynpaeneHusl, COeACTB yrnpaefeHusi, NpuMeHsieMblx npu obecneveHnn nHgpopmaumMoHHon 6esonacHocT U
ynpasneHn1 nHdopmaLmoHHo 6esonacHoOCTbo B COOTBETCTBUN co cTaHgapTom ISO/IEC 27001.

HasHauerue: ISO/IEC 27004 6yneT cogepxaTb CUCTEMY U3MEPEHWIA, NO3BOMAOLLYIO ONpeaensiTh OLeH-
ky acpdpekTnBHocT CMUB B cooTBeTCTBUM cO cTaHAapToMm ISO/IEC 27001.

4.4.4 ISO/IEC 27005

UHpopmatyuoHHass mexHomnoaus. Cpedcmea obecrieyeHusi 6e3orniacHocmu. YrpaeneHue puckamu
UHhopmMatuoHHol be3onacHocmu

Ob6nacTb NpUMeHeHUs: 3TOT cTaHAapT BKoYaeT B cebs pekoMeHOauUn AnNA MeHeQKMEHTa PUCKOB
nHpopmaumoHHoin b6esonacHocTU. MeTofbl, onucaHHble B 3TOM cTaHAapTe, COOTBETCTBYHOT OOLWUM NpUH-
uunam, nsnoxeHHoim 8 ISO/IEC 27001.

HasHavenue: ISO/IEC 27005 cogepunT pyKOBOACTBO MO BHEAPEHUIO NMPOLIECCHOro noAxoaa K ynpasne-
HUIO pUCKaMU ANsi NOSHOTO BbINOMHeHUa TpebosaHui ctaHgapTa ISO/IEC 27001, oTHOCALWMXCA K yNPaBneHUo
prUcKkaMm HGopMaLMoHHo 6e3onacHOCTH.

4.4.5 ISO/IEC 27007

UHpopmayuoHHas mexHonoeaus. Cpedcmea obecrniedeHust besonacHocmu. Pykogodcmeo dns ayoumo-
pa CMUE

O6nacTb NPUMEHEHWS: 3TOT MeXAyHapoaAHbIA cTaHAapT 6yaeT BknovaTh B ce6a pykoBOoACTBO NO NpoBse-
aeHnto ayanta CMUB, a Takke pyKoBOACTBO MO OLEHKE KOMNETEHTHOCTN ayAUTOPOB CUCTEMbl MEHEeI)KMEHTa
nHbopmaLoHHo 6esonacHOCTM B AOMOMHEHWE K PyKOBOACTBY, coaepKallemycsa B ctaHgapTe ISO 19011,
KOTOPbI OTHOCUTCS K CUCTEMaM MEHEXKMEHTa B LieN oM.

HasHauerue: ISO/IEC 27007 6yaeT cogepxaTb pyKOBOACTBO AJ1s1 OpraHn3aumii, KoTopbiM Heobxoanumo
NpOBOAUTL BHYTPEHHWUIA UNU BHeLwHW ayantT CMUB nnu ynpaensaTe nporpaMmmoin nposeaeHns ayauta CMUG B
COOTBETCTBUM ¢ TpeboBaHusmMu cTanaapTa ISO/IEC 27001.

4.5 CTaHAapThl, ONUCkIBaKOLWe peKOMeHAaLumn oNA cneymanbHoi obnacTu

4.5.1 I1SO/IEC 27011

UHpopmayuoHHas mexHonoaus. Cpedcmea obecriedeHusi besonacHocmu. Pykosodsiljue yKas3aHUsi 1o
ynpaeneHuro 3awjumoll uHgopmayuu opaaHu3zayul, npednazaoWux mMeeKoOMMYHUKaUUOHHbIe yCiyau, Ha
ocHoee ISO/IEC 27002

O6GnacTb NPUMEHEHUS: 3TOT MeXAyHapOoAHbIA CTaHAAPT COAEPXKUT PYKOBOASILIME YKasaHWs No peannsa-
LM ynpaerneHus 3awmToi MHcopmMaLmn B TeNEKOMMYHUKALMOHHBIX OpraHn3aLusix.

HaszHaueHune: ISO/IEC 27011 npefocTaBnsieT TeNeKOMMYHUKaLUOHHBEIM OpraH13auUnsaM pykosogsiye
ykasaHus Ha ocHoBe cTangapta ISO/IEC 27002 ¢ y4eTom cneumdrki JaHHOR 0Tpacn U OMNOMHAET ero pyKko-
BOASILLIME YKa3aHWs MO BbINOMHEHUO TpeBGoBaHWUiA, 3MoXKEHHbIX B NpunoxeHun A ctanaapta ISO/IEC 27001.

4.5.2 1SO 27799

UHpopmamuka 8 30pasooxpaHeHuu. MeHedxmeHm UHghopmMayuoHHol besonacHocmu ro cmaHOapmy
ISO/IEC 27002

O6nacTb NPUMEHEeHUS: 3TOT MeXAYHapPOoaHbIA CTaHAaPT COAEPKUT PYKOBOASILLME YKa3aHWs no peanunsa-
LMK ynpasneHus sawmnToi uHcopmaLmn B opraHusaunsax 3apaBooxpaHeHus.

HasHauenue: ISO/IEC 27799 npenocTaBnsieT OpraHn3auusiM 30paBOOXpaHeHust pykoBogsilme yka-
3aHus Ha ocHoBe cTaHAapTa ISO/IEC 27002 ¢ yueToM crieuncbnkn AaHHOW OTpacv v AOMNOMHAET ero pykoBoas-
LMe yKasaHuWs No BbINOMHeHNo TpeboBaHNiA, N3noXeHHbIX B NpunoxeHui A ctaHgapta ISO/IEC 27001.
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MpunoxeHne A
(cnpaBo4HOE)

MaronbHbie opMbl, UcNONb3yeMbie ANA PoPMYNUPOBOK NONOXKEHUN CTAHAAPTOB

Kaxpabiii u3 gokymeHTOB ceMmelicTea ctangaptoB CMUB He TpebyeT o6s3aTensHoro ero ucrnonHenmsi. OaqHaKko Takue
o6s13aTenbCTBa MOIYT HanaraTbCsl, HanpuMep, 3aKOHOAATENbCTBOM MU KOHTPaKTOM. UT06bl MMETb COOTBETCTBUE C HOP-
MaTMBHLIMMW JOKYMEHTaMMU, NONb30BaTeN 10 HYXHO BblAensiTb TpeboBaHus, koTopble 00653aTeibHO AOMKHbI ObITh yaoBNeT-
BOPEHbI, M OTNNYATL 3TW TpebOBaHUs OT pEKOMEHAALMIA, KOTOpLIE AAl0T onpeaeneHHyto ceobogy eeibopa.

Tabnuua A.1 pasbsiCHSIET, KaK [JOIMKHbI MHTEPNPETUPOBATLCH CMOBECHbIE BLIPAXEHUA NOMOXEHWW CTaH[AApTOB
cemenctea CMUB, Boipaxatowwmx TpeboBaHnsa n pekomeHgaummn.

Tab6nwuua A.1— NHTepnpeTaumsi CNOBECHbIX BIPAXXEHUI NONOXeHUN cTaHgapToe cemenctea CMUB, Beipaxatowmx
TpebGoBaHus u pekoMeHaaLum

YKASAHUE NOACHEHUE

TpeboBanve Cnoga «shall» n «shall not» eeipaxatoT TpeGoBaHusi, KOTOPbIM HEOBXOAMMO CTPOrO COOT-
BETCTBOBaTb W OT KOTOPLIX HE AONYCKAETCA HUKAKUX OTKIIOHEHWH

Pekomenagauus Cnoga «should» n «should not» o3HauatoT, 4TO pekomeHayeTcs kak Hamboree nogxopas-
WM OOWH BapuaHT U3 HECKOSMbKMX BO3MOXHbIX, HE UCKIIoYasi ApyIve BapuaHTbl, UK 4YTo
onpeaeneHHbIN NNaH NpegnoYTUTENeH, Ho HeobaszaTeneH, UnNu (B oTpuuaTtensHon dopme)
4YTO onpeAeneHHasn BO3MOXHOCTb UIU MaH AeNCTBUI HexenaTeneH, HO He 3anpeLyeH

Paspewenne Cnoea «may» un «need not» o3Ha4aloT, YTO NnNaH AeNCTBUN AONYCTUM B Npeaenax AaH-
HOro AOKYMeHTa

Bo3MOXHOCTB CnoBa «can» u «cannot» ykasblBaloT Ha BO3MOXHOCTb Yero-nn6o
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MpunoxeHne B
(cnpaBoy4Hoe)

MepeyeHb TEPMUHOB NO KaTeropusam

B.1 TepMuHbI, oTHOCALWMECA K MH(POPMaLMOHHON 6e3onacHOCTH

2.2 MopoTyeTHOCTL (accountability).

2.5 AyteHtucbmkauus (authentication).

2.6 TMoanvHHocTk (authenticity).

2.7 OoctynHocTb (availability).

2.9 KonduaeHumanbHocTb (confidentiality).

2.19
2.25
2.27
2.33

NHdopmaunoHHas 6esonacHocTs (information security).
LlenoctHocTb (integrity).

HeoTkasyemocTb (non-repudiation).

HoctoeepHocTb (reliability).

B.2 TepMWHbI, OTHOCALIMECA K MEHEAXKMEHTY

2.8 HenpepbleHOCTb GU3Hec-npoLueccoB (business continuity).

2.12
2.13
2.14
2.16
2.23

(ISMS).
2.26
2.28
2.29
2.31

Koppektupytowiee gencreume (corrective action).

AddekTnBHOCTb (effectiveness).

PesynbratusHocts (efficiency).

Pekomengauus (guideline).

Cuctema MeHegXMeHTa uHdopmMaumoHHol 6e3onacHoct (CMUB) (information security management system

Cuctema MeHegkMeHTa (management system).
MonwnTuka (policy).

Mpeaynpexgatowee gevicteue (preventive action).
Mpouecc (process).

B.3 TepMmuHbI, OTHOCAWMECS K pUCKY MH(bOpMaLMOHHON 6e3onacHoCTH

2.1 KoHTporb gocTyna (access control).
2.3 AkTuB (asset).
2.4 Araka (attack).

2.10
2.1
2.15
217
2.18
2.20
2.21
2.22
2.24
2.34
2.35
2.36
2.37
2.38
2.39
240
2.41
242
2.43
245
2.46

Mepa 1 cpeacTBO KOHTPONS M ynpaeneHusi (control).

Llenb npyMeHeHns Mep 1 CpeacTB KOHTPOIS 1 ynpaeneHus (control objective).
CobbiTne (event).

BoapgevicTeume (impact).

WHdbopmaumoHHbIn aktue (information asset).

CobbiTHe B cucTeme nHbopmaumorHHom 6esonacHocTy (information security event).
MHumgeHT nHcbopmauuoHHoi 6esonacHocTu (information security incident).
MeHemkmeHT nHumaeHTa nicbopmaumoHHon 6esonacHocTty (information security incident management).
Puck nncpopmaumorton 6esonacHocty (information security risk).

Puck (risk).

MpuHsaTHe pucka (risk acceptance).

Ananus pucka (risk analysis).

OueHka pucka (risk assessment).

KommyHmkauwst pucka (risk communication).

KpuTepwii pucka (risk criteria).

KonunuectBeHHas oueHka pucka (risk estimation).

OuenuBanue pucka (risk evaluation).

MenemkmeHT pucka (risk management).

O6paboTka pucka (risk treatment).

Yrpoaa (threat).

YsassumocTb (vulnerability).

B.4 TepMuHBI, OTHOCALIMECA K AOKYMEHTaLum

2.30
2.32
2.44

Mpoueaypa (procedure).
3anuck (record).
BepomocTs npumerHnmocTy (statement of applicability).
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MpunoxeHne OA

(cnpaBo4Hoe)

CBeAieHUA 0 COOTBETCTBUU CChINMOYHbIX MeXAYHapoAHbIX CTaHOapToB
CCbITOMHbIM HaLUOHanbHbIM cTaHaapTaMm Poccuickon Pepepauum

Ta6nwuuya JAA

OB03Ha4YeHUe CChbINOYHOTO
MeXAyHapoaHOro craHaapTa

CrteneHb
COOTBETCTBUSA

O603HaYEHNE U HAMMEHOBAHWUE COOTBETCTBYIOLLErO HALIMOHANBHOTO
cTaHaapTa

ISO/IEC 27001:2005

IDT

FOCT P NCO/M3K 27001—2006 «MHbopmaLmoHHas TeXHO-
norvsi. Metoael u cpeacTea obecneveHns 6ezonacHoCTU. CUCTEMbI
MeHeaXXMeHTa uHdopmaumnoHHon besonacHocT. TpeboBaHusA»

ISO/IEC 27006:2007

IDT

FOCT P NCO/M3K 27006—2008 «WHdopmaLumoHHasi TexHO-
norusi. Metoael u cpeacTea obecneveHns 6esonacHocTu. TpeboBa-
HUSI K OpraHam, OCYLLECTBIAIWUM ayanT 1 cepTUUKaLNIO CUCTEM
MeHeAXMeHTa MHhbopMauMOHHON 6e30NacHOCTU»

ISO/IEC 27005:2008

IDT

[OCT P UCO/M3K 27005—2010 «HDopMaumnoHHast TEXHO-
norusi. Metogsl n cpeactea obecnevenns 6esonacHoctu. MeHen-
XKMEHT pucka nHopmaLMoHHOW 6e30NacHOCTUY

BETCTBUA CTaHOAPTOB:

- IDT — naeHTU4YHbIE CTaHAAPTHI.

MpumeyaHune —B HacToAwel Tabnyue UCNONb30BaHO criedytollee yCnoBHoe 0603HavYeHe CTeneHn cooT-
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ISO/IEC 17021:2008, Conformity assessment— Requirements for bodies providing audit and certification of
management systems

ISO 9000:2005, Quality management systems — Fundamentals and vocabulary

ISO 19011:2002, Guidelines for quality and/or environmental management systems auditing

ISO/IEC 27001:2005, Information technology — Security techniques — Information security management
systems — Requirements

ISO/IEC 27002:2005, Information technology — Security techniques — Code of practice for information security
management

ISO/IEC 27003%, Information technology — Security techniques — Information security management system
implementation guidance

ISONEC 27004%, Information technology — Security techniques — information security management —
Measurement

ISO/IEC 27005:2008, Information technology — Security techniques — Information security risk management
ISO/IEC 27006:2007, Information technology — Security techniques — Requirements for bodies providing audit
and certification of information security management systems

ISO/IEC 27007%, Information technology — Security techniques — Guidelines for information security
management systems auditing

ISO/IEC 270117, Information technology — Security techniques — Information security management guidelines
for telecommunications organizations based on ISO/IEC 27002

ISO 27799:2008, Health informatics — Information security — management in health using ISO/IEC 27002
ISO/IEC Guide 73:2002, Risk Management — Vocabulary — Guidelines for use in standards

) Bynet ony6nvkoBaH.
5) Bypet ony6nvkoBaH.
6) ByneT ony6nnkoBaH.
7) Bypet ony6nvkoBaH.
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