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MpepucnoBue
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MeXayHapoAHOro ctaHaapTa, ykazaHHOro B MyHkTe 4

2 BHECEH TexHu4eckum koMuteToM no ctaHgapTusaumm TK 362 «3awura nHgopmanymy

3 YTBEP>XAEH 1 BBEQEH B AEVICTBUE Mpukasom ®eaepanbHOro areHTcTBa No TeXHUHECKOMY peryriv-
poBaHWio U MeTponorim ot 15 Hoabpsa 2012 . Ne 812-ct

4 HacTtoAwmi ctaHaapT waeHTudeH MexayHapoaHomy ctaHgapty MCO/M3K 27003:2010 «UHdopmaum-
OHHaA TexHonorua. Metoapl U cpeacTBa obecneyeHuss BezonacHocTU. CucTeMbl MeHemKkMeHTa UHdopMaLm-
OHHol1 6esonacHocTU. PyKoBOACTBO MO peanusauum cUcTeMbl MeHeDKMeHTa MHpopMaLIMoHHOM Ge3onacHoCTUY
(ISO/IEC 27003:2010 «Information technology — Security techniques — Information security management systems
implementation guidance»).

Mpn NnpuMeHeHWN HacTosLLero cTaHaapTa pekoMeHAyeTCA UCMOSIb30BaTb BMECTO CChIIOYHbIX MeXayHa-
pofdHbIX CTaHA4ApPTOB COOTBETCTBYHOLME UM HauMoHanbHble cTaHaapTel Poccuiickoin deaepaumn, ceegeHuns o
KOTOPbIX NpUBeAeHb! B AONOMHUTENLHOM NpunoxkeHun JA

5 BBEJEH BMNEPBbIE
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Mayusi 06 UsMEeHeHUsIX K HacmosiujeMy cmaHdapmy rybriuKyemcsi 8 exe200HOM (110 cocmosiHuto Ha 1 siHeaps
mekylueeo 200a) UHopMalUOHHOM yKasamerne «HayuoHansHele cmaHdapmbiy, a oghuyuansHbill mekecm usme-
HeHUU U ronpasoK — 8 exxeMecsiHHOM yKasamerne «HayuoHanbHble cmaHOapmei». B criydae nepecmMompa (3a-
MeHbI) Ui ommMeHsl Hacmosiweao cmarBapma coomeemcemesyroluee ysedomiieHue bydem ornybrukoeaHo 8 b1u-
JKalleM 8birlycKe exxeMecssHH020 UHhOpMalUUOHHO20 yKkaszamerns «HavyuoHansHelie cmaHdapmel». Coomeem-
cmeyrowjasi UHebopMauyusi, yeedoMIeHue U meKkcmel pasmMewaromces makxe 8 UHgopMayUoHHoU cucmeme o6-
wjeao rosb308aHuUsI — Ha oguyuansHoM calime @edepalibHO20 a2eHMcmea 10 MexXHUYECKOMY peaynuposaHuio
u Memporsnozauu 8 cemu ViHmepHem (gost.ru)
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HALUUWOHANBbLHBIA CTAHOAPT POCCUUCKOWN DEOQEPALUUM

UHdopMmaunoHHaa TexHonorus

MeToabl U cpeacTBa o6ecneveHUst 6e30NacHOCTU.
Cuctembl MeHe)KMeHTa UHd opMaLMOHHO 6eaonacHoOCTU.
PykoBogacTBO No peanusauuu cucTeMbl MeHemKMeHTa MHopMaLMOHHO 6e3zonacHocTU

Information technology. Security techniques. Information security management systems. Implementation guidance
of information security management system

Oata BBegeHna — 2013—12—01
1 O6nacTtb NpuMeHeHus

B HacToswem cTaHgapTe paccMaTpyBaloTCs BaXkHeLLe acnekTsl, Heobxoaumble Ans ycneLlHoi paspa-
60TKV 1 BHEAPEHUSI CUCTEMbI MEHEMXKMEHTa MHdopMaLoHHol 6esonacHocTv (CMUB) B cOOTBETCTBUM CO CTaH-
AapTtom ISO/IEC 27001:2005. B Hem onucbiBaeTcs npolecc onpedenexHns u paspabotku CMUB oT 3anycka oo
COCTaBleHNs NiaHoB BHeApeHVs. B HeM onuckiBaeTCA npoLiecc nonyveHusi o4obpeHusi pykoBoACTBOM BHepe-
Huss CMUB, onpegensieTcsi npoekT BHegpeHWst CMUB (ynoMuHaeTcs B HacTosILLeM cTaHgapTe kak npoekt CMUB)
Y NpeacTasneHbl pekoMeHaaumm rno nnaHuposaHuio npoekta CMUB, B peaynkTaTe KOTOPOro NnosnyyaeTcsi OKoHYa-
TenbHbI NNaH BHeapeHns CMUB.

HacToqwumii ctaHaapT npeaHasHaveH Ansa UCNonb3oBaHUst opraHusauusiMu, npumMensitoliumm CMUB. OH
MPYMEHSIETCS KO BCEM TUNam opraHu3auuii (Hanpumep, KOMMEPYECKUM NPeanpUSTUSAM, MPaBUTENbCTBEHHBIM opra-
HaM, HEKOMMepPYEeCKUM opraHusaumam) nobbix pazMepos. CNoXKHOCTb CTPYKTYPbI U PUCKU KaXkaoW opraHusaumm
YHUKanbHbl, U Ha BHegpeHne CMUB 6yayT BnusaTb ee ocobble TpebosaHus. HeGonblune opraHnsaumMm moryTt
noc4YUTaTb, YTO AEUCTBUS, yKasaHHbIe B HACTOSILLEM cTaHaapTe, MPUMEHUMBI K HUM U MOTYT ObiTb YNpOLLEHbI.
KpynHbIM opraH1sauysiM UM opraH3aLmsiv co CIIOKHOWM CTPYKTYpo Anst acbceKTUBHOTO BbINOSHEHUSI ASNCTBUIA,
yKasaHHbIX B HACTOsILLIEM cTaHAApTe, MOXKeT noTpeboBaThCsi MHOrOYpOBHEBAs CUCTEMA OpraHU3aLMmy Unum yrnpas-
neHus.

OpHako B 060MX crnyyasix COOTBETCTBYOLUME AEWCTBUSI MOXHO MIaHUMPOBaTb, MPUMEHSISI HACTOSALLMIA
CTaHAaapT.

HacTtosiniAi cTaHOapT coAepXXUT peKkoMeHAALUWUWM U pasbsiCHEHWS; B HEM He yKasaHO HuKakux Tpebo-
BaHWA. HacTosilMiA cTaHgapT npegHasHayeH Anst ucnonb3oBaHus B codeTaHuu ¢ ISO/IEC 27001:2005 u
ISO/IEC 27002:2005, Ho He NpeAHa3HaYeH A5l UBMeHeHUs1 Uiy cokpalleHns TpeboBaHuit, ykasaHHbIx B ISO/IEC
27001:2005, unu pekomeHgauuii, cogepxatumxcst B ISO/IEC 27001:2005.

MpeabsieneHve TpeboBaHWI Ha COOTBETCTBUE HACTOSILLIEMY CTaHAAPTY He MPUMEHSIETCA.

2 HopmaTuBHbIe cCbINKu

B HacTosLweM cTaHagapTe UCosb30BaHbI HOPMATUBHbIE CCLITKW Ha cneaytoLne mexayHapoaHble ctaHaap-
Thl (4715 HeAaTUPOBAHHLIX CCbITOK CreayeT UCMOoNb30BaTh TONBKO NOCneaHee n3gaHue ykasaHHoro ctaHgapTa,
BKITHOYAA NOMPaBKW).

ISO/IEC 27000:2009 MHdbopMaLMoHHbIe TexHonorun. Metoabl n cpeacTea obecneveHns 6e3onacHoOCTy.
CucteMbl MeHegKMeHTa nHdopMaLMoHHol 6ezonacHocTh. ObLwmin 0630p 1 TepmuHonorua (ISO/IEC 27000:2009,
Information technology — Security techniques — Information security management systems — Overview and
vocabulary)

ISO/IEC 27001:2005 NHdopmaLoHHble TexHonornn. MeToasl 1 cpegcTea obecneveHns 6esonacHocTy.
Cuctembl MeHemKMEHTa UHdopMaLoHHo GeaonacHocTU. Tpebosarus (ISO/IEC 27001:2005, Information technolo-
gy — Security techniques — Information security management systems — Requirements)

U3paHne ohnumnanbHoe
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3 TepMuHbI U onpeaeneHusn

B HacTosiLeM cTaHaapTe NpUMeHeHbl TepMuHLI U onpeaeneHust no ISO/IEC 27000:2009, ISO/IEC 27001:2005,
a TaKke cneayoLmii TepMUH C COOTBETCTBYHIOLLMM onpeaeneHnem.

3.1 npoekt CMUB (ISMS project): CTpyKkTyprpoBaHHble AeiACTBUS, MpeanpUHUMaeMble opraHusauuen ans
BHepPEHUs CUCTEMbI yripaBieHnst MHopMaLUMOHHON 6e30NacHOCTLI0.

4 CTpyKTypa HacToslero craHaapra

4.1 O6wasn cTpyKTypa pa3gena HacTosiLero ctaHgapra

BHeapeHue cucTemMbl MeHemkMeHTa HdopmaunoHHor 6esonacHocTn (CMUB) siBnsieTcs BaXkKHBIM BUOOM
AeATeNnbHOCTU U 00bIYHO OCYLLECTBSIETCA B OpraHn3aummn kak npoekT. B HacTosiem ctaHgapTe obbacHAeTCs
BHeapeHue CMUB ¢ noapobHbLIM onucaHueM 3anycka, nnaHnupoBaHus 1 onpeaeneHus npoekTa. MNMpouecc nnaHu-
poBaHus KoHeuwHoro BHeapeHna CMUB skntovaeT nathb cas, 1 kaxaas dasa npeactaBneHa B 0TAeNbHOM NyHKTe.
Bce pasgentl UMEOT 0gUHAKOBYIO CTPYKTYPY, ONUChIBAaEMYo HUXe. OTU NsATh dhas crneaytoLme:

a) nony4eHue ogobpeHus pykoBoAcTBa AnA 3anycka npoekra CMUB (pasaen 5);

b) onpeaenenuns obnactu gevicteus u nonutukn CMUB (pasaen 6);

C) npoBeAeHWe aHanaa opraHusaumm (pasgen 7);

d) npoBeaeHve aHann3a pUckoB 1 NaHUpoBaHue 06paboTku puckos (pasgen 8);

e) paspabotka CMUB (pasgen 9).

Ha pucyHke 1 npeacTasneHsl NAThL dhas nnaHposaHus npoekta CMUB c ykasaHuem ctaHaaptos ISO/IEC n
OCHOBHbIX BbIXOOHbIX JOKYMEHTOB.

I'Io;lsyq :::: Onpepenexve MpoBeaexue Mposegexve Zﬂ::g ka
oA o: cTBa Ans obnactu gercTemns, aHanusa TpeGoeaHui OLIeHKM pHUCKOB MEHOIKMEHTA
gzﬁ c::‘n oef(l-ra rpaHuL, U NONUTHKM WHOPMAaLMOHHOM 1 nnaHmposaxue VHOPMALMOHHON
e e CMWE 6 GesonacHocT 7 obpaotiv puckos 8 Goommenocm ©
o”%iﬂ:';::a ans Onacrs TpeGosakun . ?:e‘:::::::e 06 = | Korwei
:F:Z:'(lycxa NPUMEHEHNs MHOPMALIMOHHOM 0A0GPEHHM PYKOBOACTEOM nnau npoencaM e
npoekra CMUB v rpatmubl CMUB GeaonacHocTn npumetieHenss CMUB BHEAIPEHUs
. L Ao
(nil\ollnlllldgm(a :I;f::mauuoauue Mnan oB6paGoTim puckos
B Oexnapaums B
Peaynitarsl O NPUMEHUMOCTH,
oLeHkn . BKITIOYas LieNn
MH(OPMaLMOHHON 1 BbibpaHHLIe CpeacTBa
Ge3onacHocM ynpaBneHust

—

BpemeHHasn wkana

PucyHok 1 — daabl npoexta CMUB

[ononHutensHasn nHopMauma NpuseaeHa B NpUIoXeHusX:

MpunoxeHue A. OnucaHue KOHTPONbHOIO NepeYHs.

MpunokeHue B. Poni 1 cchepbl OTBETCTBEHHOCTM B 061acTV MHdopMaLoHHoi 6e3onacHocTu.
MpunoxeHue C. NHdopmaLmst No BHYTPEHHeMY ayauTy.

Mpunoxenue D. CTpyKTypa NOMUTUKA.

MpunoxeHue E. MOHUTOPWHI 1 N3MepeHusi.
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4.2 O6wan cTpyKTypa pasgena HacTosiLero craHaapTa

KaxabIvi pasgen coaepxuT:

a) uenb Uiy Lenu (Ha4MHasa ¢ Toro, Yero HeobxoaAMMO AOCTUYL), yKazaHHbIe B HaYane Kakaoro pasaena B
TEKCTOBOM OKHe,

nnm

b) aencTeMe UNu AeNCTBUA, HeobXxoauMbIe AN AOCTUXKEHUS LENW UNK Lerneit aaHHo! dasbl.

Kaxkgoe OecTBME ONUCHIBAETCS B COOTBETCTBYHOLLEM NYHKTE.

OnucaHus gecTBUIA B KaxAOM NOAMYHKTE CTPYKTYPUPOBaHLI criegytowmm o6pasom:

DencrBue

DelicTBre onpepensert, 4To Heobxoamumo caenatb ANsl BbINOMHEHNS AaHHOTO AeNCTBUS, YTOBLI 4OCTUYL
BCEX Lienei Unu vactu uenei AaHHOR dasbl.

UcxogHble aaHHble

B ncxoaHbIX AaHHLIX MpeAcTaBeHo onrcaHye oTnpaBHOM TOUKM, HanpuUMep, Hanu4ine AOKYMEHTUPOBAaHHBIX
peLleHUin UK BbIXOOHLIX AaHHbLIX APYrUX AEeNCTBUIA, ONUCHIBAEMbIX B HACTOSALLEM cTaHaapTe. McxoaHble AaHHble
MOTYT YNOMUHATLCA Kak NOMHbIA HaBop MCXoAHbBIX AaHHbIX B HAYane COOTBETCTBYIOLLErO NYHKTa UMW KOHKpeTHas
VHbopMaLms Mo KakoMy Nvbo AeicTBuMIo, KoTopas MOXeT A06aBNsATbLCS NMOCMe CChIIKM Ha COOTBETCTBYOLLMIA
MYHKT.

PekomeHaauuu

B pexoMeHaauusix cogepxutcs nogpobHasi nHdopmaLmsi, Mo3BonsoLas BeINoNHUTL JaHHOe AeCTBMe.
HekoTopkle pekoMeHdaLMn MOTyT He COOTBETCTBOBATL ASIsl NPYMEHEHWS BO BCeX Cry4asx, U apyrue crnocobbl
OOCTWKEHWs peaynkTaTta MoryT 6bIT 6onee onTMManbHbIMU.

BbixogHble AaHHble

B BbIxoOHbBIX AaHHBIX OMUCLIBAETCA pesynbTaT(bl) Uin ZoKYMeHT(bl) A5 caadu, noyYyaemMsle rnocne BbInon-
HeHWs aecTBus. BeixogHble AaHHbIe ABNSAIOTCA 0AUHAKOBLIMI HE3ABNCKUMO OT pa3Mepa opraHusauum 1 obnactu
nevicteus CMUB.

HononHutenbHasa uHdopmMaLus

B pasgene gononHuTensHOM MHgopMaLMm COAepXKUTCA A0MONHUTENbHas HdopMaLmMs, KoTopast MOXeT Mo-
MOUYb B BbIMOSTHEHWUW AEACTBUSA, HANprUMep, CChINIKX Ha Apyrue cTaHaapThl.

MpunmeyaHwune— Pa3ol U AENCTBUA, ONUCLIBAEMbIE B [AAHHOM CTaHAapTe, BKIOYAIOT Npeanaraemyio
nocrnefoBaTenbHOCTbL BbLINOMHEHUS] OENCTBUW HA OCHOBE 3aBUCMMOCTEWN, ONpeaensieMblX Ha OCHOBE OMNUCaHWiA
KUCXOAHBIX AAHHBIX» W «BbIXOAHBIX AAHHBLIX» AN Kaxagoro Aencteus. OAHAKO B 3aBUCUMOCTU OT MHOXECTBA Pa3fnnyHbIX
cakTopoB (Hanpumep, 3PDEKTUBHOCTU CyWECTBYIOWENH CUCTEMbI YNPaBNEHUs!, MOHUMAHUS BaXXHOCTU MH(DOPMAaLNOH-
How B6e3onacHocTn, npuunH BHeapenHns CMUB) opraumnsaumst MoxeT Bbibupate B niobom nopsigke niobole gencreus,
Heo6xoaumble AnNA NOArOTOBKM K yupexaeHuio n sBHegpeHuio CMUB.

4.3 CxeMbl

MpoekT YacTo n3obpaxaeTtcs B rpachHeckom BUaE Ui B BUAE CXEM, NOKasbIBaOLLMX BLINONHAEMbIE AS-
CTBUSI U UX pe3ynbTarhl.

Ha pucyHke 2 nokasaHbl ycrioBHble 0603Ha4YeHust Ha cxemax, ykasbiBaeMbIX B MyHKTe 0630pa kaxaoi dasbl.
Cxembl obecneunBaloT 0630p BLICOKOrO YPOBHS AENCTBUIA, BXOASILLMX B Kaxayto dasy.

B BepxHeM NpsiMoyronbHUKe nokasaHbl pasbl nnaHuposaHus npoekta CMUB. ®asa, pasbacHaemas B KOH-
KpeTHOM NyHKTe, 3aTeM yKa3blBaeTcsl BMECTE C KITIOHEBbIMU BbIXOAHBIMU AOKYMEHTaMM.

HwxHsa cxema (gevicTBus B (hase) nokasbIBaeT KItoYeBble AEACTBUSA B ykazaHHON dhase BepXHEro rnpsiMoy-
rofibHUKa U OCHOBHbIE BbIXOAHbLIE AOKYMEHThI KaXKaom dasbl.

BpeMeHHas Wwkana Ha HWKHe cxeMe OCHOBLIBAETCS Ha BpeMEHHOM LLKane BepxXHen CXeMb!.

Oericteua A 1 B moryT BeiNONHATLCS ofgHoBpeMeHHo. feicTere C cneayeT HauMHaTh nocne sasepLUeHus
nenicteuii A n B.
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®asbl nnaHnposaHua npoekta CMUWB

BpemeHHana wkana

JenctBua B chaze

[ OKYyMeHT
_________________ b
AoKymeHT AokymeHT
! !
[ OKYMeHT JOKYyMeHT
BpemeHHasa wkana
PucyHok 2 — YcnoeHble 0603HauyeHns Ha 610k-cxeme
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5 NonyyeHve onoGpeHnsa pykoBoACTBa AN 3anycka npoekta CMUB

5.1 Onucaxue nonyyeHua ogobpeHnn pykoBoacTeBa ANA 3anycka npoekta CMUB

CyllecTByeT HecKkos1bKo PaKTOpPOB, KOTOPbIE HEOBXOANMO YUUTLIBATL NPU NPUHSATAN PELLEHUSI O BHEAPEHUN
CMUB. insa Toro 4tobbl y4ecTb 3TU hakTophbl, PyKOBOACTBO AOSHKHO PACCMOTPETHL AENOBLIE ApryMEHTHI B MOSb3Y
BHeApeHusa npoekTta CMUB v yTBepauTh ero. CnegosatensHo, Lenb 3Toit hasbl— nonyunTs ogobpeHve pykosoa-
cTBa Ans sanycka npoekra CMUB nocpeacTsom onpeaeneHus cnyvas npumeHennss CMUB ans aaHHoro npea-
NPUATUA U NS1aHa NpoekTa.

YT06bI NONY4MTHL 0A0BpPEHUE PYKOBOACTBA, OpraHN3auns 4OSKHA COCTaBUTL ONUCcaHWe crydyas npuMeHe-
Hua CMUB ans aaHHoro npeanpuaTvs, BrIoyatoLlee npuoputeTsl U Lenu BHeapeHuss CMUB, a Taioke cTpykTypy
opranunsaumu ans CMUB. Hapsay ¢ aTum cnegyeT cocTaBUTb HavanbHbIA naH npoekta CMUB.

Pab6oTa, BbinonHsieMast B AaHHOI dase, NO3BOSIUT opraHn3auun NoHATb BaxkHocTs CMUB 1 onpeaenuts
ponu u cipepbl OTBETCTBEHHOCTU B 06nacT MHdopMaLmoHHoN 6e30nacHOCTY BHYTPU opraHusaumu, Tpebyemble
ansa npoekta CMUB.

OxunpaeMbim pesynstatom aTov hasbl ByaeTt npeasapuTenbHoe pa3peLleHre pyKoBOACTBA U NMPUHATUE UM
obasatenbcTea no BHegpeHuto CMUB 1 BbINONHEHWIO AEACTBUIA, ONUCBIBAEMBIX B HACTOSILLLEM cTaHAapTe. Bol-
X0AHble AaHHbIe B 3TOM NYHKTE BKNOYaloT onucaHue cnyyas npumeHeHna CMUB ans gaHHoro npeanpusitua n
npeasapuTenbHbIA NnaH npoekra CMUB ¢ onucaHnem KnioYeBbiX 3Tanos.

Ha pucyHke 3 nokasaH npouecc nonyyeHus oqobpeHuns pykosoacTtsea Ans s3anycka npoekra CMUB.

MpunmeyaH e — BoixogHble gaHHble pasgena 5 (AOKYMEHTUPOBAHHOE NMOpyYeHue PYKOBOACTBA HA NNaHWUPO-
BaHne n BHeapenne CMUB) n oavH N3 SOKYMEHTOB € BbIXOAHBIMU AaHHLIMU pa3gena 7 (AOKYMEHTUPOBaHHOe onucaHue
cocToAHns MHdopmaLmMoHHol 6e3onacHocTu) He aensTca Tpeboanuamm ISO/IEC 27001:2005. OgHako BbiIXOAHbIE
AaHHbIE MO 3TUM AENCTBUSIM SIBIISIIOTCA PEKOMEHAOBAHHBIMW UCXOAHBIMU AAHHBIMU ANs1 APYIMX OEWCTBUW, ONUCbIBae-
MbIX B AAHHOM [OKYMEHTE.

5.2 OnpegeneHne NpUOPUTETOB OpraHusauuu ansa paspaborku CMUB

HDencTeun

Llenv BHeapeHust CMUB onXHbl y4UTLIBATHCA NPU pacCMOTPEHUM MPUOPUTETOB U TpeGOoBaHWiI opraHu3a-
LUK K nHdopMaLMoHHO R GeaonacHoCTU.

UcxoaHble gaHHble:

a) cTpaTernveckue Lenm opraHusauuu;

b) 0630p cyLLEeCTBYIOLLMX CUCTEM YTIpaBIIEHUS;

C) NepeYeHb NPaBOBbIX, HOPMATUBHbIX U AOrOBOPHbLIX TpeboBaHWIA kK MHopmaLmoHHol GeaonacHocTy, Npy-
MEHSIEMbIX B OpraHmaaumiu.

PekomeHaauuun

Ons sanycka npoekta CMUB o6bIMHO TpebyeTcs ogobpeHne pykoBoacTea. CriegosartensHo, nepsoe aeit-
CTBWe, KOTOpoe HeobXoAVMMO BbINOMHUTL, — cO0P CyLLEeCTBEHHO MHbopMaLmK, NokasbiBatoLei aHadeHne CMUB
Ans opraHusauum. OpraHnsaums 4omkHa onpeaenuTs, 3adem HyxxHa CMUB, onpegenuTs Lenv BHeapexHus CMUB
¥ 3anycTuTb npoekT CMUB.

Llenv sHeapeHust CMAB moxHo onpeaennTs, OTBETMB Ha criedytoLumne BOnpochl:

a) MeHeXKMeHT purcka — kak MmoxeT CMUB yny4wnTe ynpaBneHne puckamu anst MHdopmMaLnoHHon 6e3o-
nacHoctun?

b) pesynsraTuBHOCTL — Kak MoxxeT CMUB yny4lwnTs ynpaeneHve MHbopmaLnoHHoM 6e3onacHoCTbo?

C) NpeuMyLLecTBa ANA nNpeanpuatus — kak moxxer CMUB cosgaTb KOHKYPEHTHbIe NpenMyLLecTBa ans
opraHnsaumumn?

YUT06bI OTBETUTb Ha NPVBEAEHHbIE BhILLE BONPOCH], HEOBXOAMMO PacCMOTPETb NPUopUTEThI 1 TpeboBaHWs
opraHusaLmu B 06nacti MHgopmaLoHHoR 6e30MacHOCTY Ha OCHOBE CriefyHoLLIMX (DaKTOPOB:

a) BaxHelLWue cdepbl AeATENbHOCTU NPeanpUsiTUS U OpraHu3aLmi:

1 UTo siBnsieTcA BaXHeLWMMU cchepamu 4esITENbHOCTW NPeanpusTUS: U OpraHnsaLmmn?

2 Kakve cipepbl AesiTenbHOCTU opraHusaLuunm obecneunsatoT BeaeHune 61sHeca v Yemy yaensietcs ocoboe
BHUMaHWe?

3 Kakve cyLlecTByrOT B3aMMOOTHOLLEHWS U COrMalleHns ¢ TPeTbUMU CTOPOHaMKU?

4 MpvBNeKalTCs N CTOPOHHUE OpraHn3aLny ANs OkasaHUs Kakux-nubo ycnyr?
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PucyHok 3 — OnucaHue nosyyeHus ogobpeHns pykoBoacTBa 4Js1d 3anycka npoektra CMUB
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b) 3acekpeveHHasi Unu LieHHas MHdopMaLns:

1 Kakas nHcopmauus ssnsietca Hanbonee BaXKHOR Ans opraHnsaummn?

2 Kakumu mornm 6bl 6b1Tb BO3MOXHbIE MOCNeACTBUS MpUW pasrnalleHnmn onpeaeneHHoli nHgpopmaumm He-
YMOSTHOMOY€EHHbLIM CTOPOHaM (Hanpymep, noTepst KOHKYPEHTHbIX MPenuMyLLEeCTB, yilep6 no oTHowweHwuo kK 6peHay
WK penyTauuu, cyaebHbli UCK U T. 4.)?

C) 3aKOHbI, AenatoLune obasaTenbHbLIM MPUHATUE Mep UHbopMaLUMOHHOM Be3onacHoCTU:

1 Kakune 3aKkoHbl, oTHocsiLLMecs k 06paboTke pucka Mnu nHdopmMauoHHon 6e3onacHoCTH, NPUMEHSIIOTCS B
opraHusaummn?

2 AsnsieTcs N opraHvaauus nyonuuHoi rmobanbHoN opraHusaumnen, 4nsa kotopoi Tpebyetcs BHelwHss ou-
HaHcoBas OTYETHOCTL?

d) KOHTPaKTHbIE W OpraHW3aLMOHHbIe COrNaleHNs, OTHOCALMECA K MHopMaLMoHHOM BesonacHocTu:

1 Kakne TpeboBaHWs NpeabsBNaoTCS K XpaHEeHWUI0 AaHHbIX (BKOYas CPOKU XpaHeHUs)?

2 CyLLLeCTBYIOT N KOHTpaKTHbIE TPeBoBaHUS, CBA3AHHBIE C CEKPETHOCTLIO MMM Ka4eCTBOM (Hanpumep, co-
rnaweHve o6 yposHe ycnyr — SLA)?

e) oTpacneBble TpeboBaHWs, onpeaensiolme KOHKPETHbIE CNOcobbl ynpasneHWs u Mepbl MHGopMaLWOHHON
6e3onacHoCTU:

1 Kakne TpeboBaHusi, xapakTepHble 4 AaHHOW 0Tpacnu, NPUMEHSIKTCA K opraHu3auumn?

f) yrposbl:

1 Kakue HyXHbI BAAbI 3aLLUThI U OT Kakux yrpos?

2 [1ns kakux oTAesNbHbIX KaTeropuii uHpopmauuu Tpebyetcs sawmra?

3 KakoBbl oTgenbHbIe TUMbI UHPOPMAaLMOHHON AATENBHOCTH, TpebyloLme 3awmuTb?

g) KoHKypeHTHble ABuxkyLLme thakTopsl:

1 Kakve MMHUManbHble TpeboBaHUsi K MHCOPMAaLMOHHOM 6e30MacHOCTU CYLLECTBYHOT Ha PbIHKE?

2 Kakvie gononHuTensHble cnocobbl MeHepkMeHTa MHdopmaunoHHoi 6e3onacHoCTU MOTyT BbITb CTUMYNU-
poBaHbl KOHKYPEHTHBIMW NpeVMyLLeCcTBaMu opraHn3aunn?

h) Tpe6oBaHWsA HenpepbIBHOCTY BU3HeC-NPoOLECCOoB

1 Kakue cyLiecTBytoT BaxkHelLme busHec-npouecchbl?

2 Kak gonro opraHv3auusi MOXeT BblaepXXuBaTb MPUOCTAHOBKM KaXOoro M3 BaHeMwux 6usHec-
npoueccos?

MpeagapuTensHyto obnacTb aevicteust CMUB MoXHO onpeaeniTb, OTBETUB HA NPUBEAEHHbIE BbILLE BOMPO-
cbl. D70 Takke HeobXoANMO Ans TOro, YTobbl onNpeaenuTb crnyyan npumeHeHss CMUB gns aaHHoro npeanpuatust
1 o6Lwmii nnaH npoekta CMUEB ana yteepxxaeHus pykosogacteoMm. MogpobHas obnacts aeicteua CMUB agomkHa
6bITb OMpeaeneHa Bo BpeMs coctaBneHus npoekta CMUB.

TpeboBaHus, ykazaHHble B ISO/IEC 27001:2005, nyHkT 4.2.1, a), onpegensitoT obnacTb AeCTBUA Ha OCHOBE
XapaKTepUCTUK NpeanpusiTUsi, opraHM3auumn, MeCToHaxoXXaeHusl, akTMBOB U TEXHONOMMIK. OnpeaeneHuio aTux cak-
TOPOB crocobcTBYET MHDOPMALMS, NONyYEeHHasA Ha OCHOBE BhbiLLeyKa3aHHbIX BOMPOCOB.

MepeyeHb HEKOTOPLIX TEM, KOTOPblE HE0BXOAMMO PACCMOTPETL MPU NMPUHATUM MePBOHAYANbHBIX PELUEHUN,
KacatoLLmxcsa obnactu geicteusa CMUB:

a) KakoBbl 06s13aTenNbHble TPeOOBaHWS K MEHEKMEHTY MHDOPMaLMOHHOM 6e3onacHOCTH, onpeaeneHHbIe
PYKOBOACTBOM OpraHnsaLuuu, n 0bszatenbcTea, HaknagblBaeMble Ha OpraHn3aLmio U3BHE?

b) HecyT N1 OTBETCTBEHHOCTL 3a Npeaaraemble cucTeMbl B paMmkax obnactu geictsna CMUB pykosoast-
Lme rpynmbsl (Hanpumep, CoTpyaHWKK pasHbIX unuanos 1 oTaenos)?

C) kak 6yayT nepeAaBaTbCs AOKYMEHTbI, cBsizaHHble ¢ CMUB, BHYTpY opraHusaumm (Hanpumep, Ha 6ymare
Unu Yepes KoprnopaTUBHYHO CeTh)?

d) MOryT N cyLLecTBYtoLLIME CMCTEMBbI YNPaBeHNs yAOBNETBOPSATL NOTPe6HOCTM opraHusaumn? Asnsatotcs
T OHW MoNHOYHKUUOHAMNBHLIMW, NOAAEPXKNBAOTCS 1 B paboTocnoco6HOM cOCTOSIHUN U (DYHKLIMOHUPYIOT Nu,
Kak 3To Heobxogumo?

Mpumepbl Lene ynpaeneHust, KOTopble MOTYT UCMOMb30BATLCS B KA4YECTBE UCXOAHLIX AaHHLIX AN onpeae-
NeHuns NpeasapuTensHon obnacTu gericteus CMUB, BktovatoT:

a) cogevicTBre HemnpepbIBHOCTU BU3HEC-MPOLIECCOB U BOCCTAHOBIIEHMNIO X B YpE3BbIYaNHBIX CUTYaLUAX;

b) noBbILLEHWE YCTORUNBOCTM K MHLMAEHTAM;

C) BHMMaHWe K COOTBETCTBUIO 3aKoHaM (YCMOBUSIM) KOHTpaKTa 1 0bs3aTenscTeam;

d) obecneyeHre BO3MOXHOCTUW cepTudumkaumum no apyrum ctaHgaptam ISO/IEC;

e) obecneyeHme pa3BUTKS U NMONOXKEHNS OpraHU3aLIny;

f) cHUXKeHWe 3aTpaT Ha ynpaeneHue 6e30NacHOCTbIO;

g) 3allmTa cTpaTerMyeckn BaXkHbIX akKTMBOB;
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h) cozgaHune GnaronpusitTHoi 1 adbPEKTUBHOW Cpeabl BHYTPEHHEro YNpaBeHns:;

i) obecneyeHve yBepeHHOCTU 3aMHTepPECOBaHHbLIX CTOPOH B TOM, YTO MH(OPMaLUOHHbIE aKTUBLI COOTBET-
CTBYIOLLMM 06pa3oM 3aLuLLeHbI.

BbixogHble gaHHble

BbIxogHble AaHHbIE Mocne BLINOHEHWSA 3TOro ASACTBUSA cneayoLuve:

a) AOKYMEHT, nanararoLuii Lienu, npuopmrTeThbl B obnactu nHgpopmMaumoHHon 6e3onacHocTy U TpeboBaHus
opraHusauum kK CMUB;

b) nepeyeHb 3aKOHHLIX, KOHTPAKTHLIX M OTpPAacNeBbLIX TPEGOBaHWI k MHPOPMAaLIMOHHOM 6e30MacHOCTU opraHn-
3aumm;

C) onuncaHne xapakTepuUCTWK NPEeANpUATUS, OpraHn3aunm, MECTOHaAXOXKAEHWS, aKTUBOB U TEXHONOMMIA.

DononHutenbHasa nHdopmaums

ISO/IEC 9001:2008, ISO/IEC 14001:2004, ISO/IEC 20000-1:2005.

5.3 OnpeaeneHue npegBaputenbHou obnactu aecrteua CMUB

5.3.1 PaspaboTka npegBaputenbHou o6nactu geicreuna CMUB

HDencrteusn

Llenu, ceasaHHble ¢ BHeapeHem CMUB, aomkHbI BKNoYaTs onpeaeneHne npeaeaputensHoil obnactu aen-
ctemst CMUB, koTopas Heobxoguma ans npoekta CMUB.

UcxoaHble AaHHbIe

BeixogHble gaHHble AeNCTBUS 5.2, onpegerneHne NpuopuTeToB opraHusauun ansa paspabotkn CMUB.

PekomeHaaLumn

UT06bI OCyLLecTBMTb NpoeKT BHegpeHUa CMUB, HeobxoaMmo onpeaennTb CTPYKTYPY opraHvu3sauuv ans
peanusauum CMUB. MpeggapuTtensHas obnacte geiicteust CMUB gomkHa 6biTb onpeaeneHa, 4tobbl obecneunTsb
AOnsi pyKOBOACTBA pekoMeHAaLum ANsi NMPUHATUS peLLeHuiA Mo BHEAPEHUIO CUCTeMbI U NoaaepXKaTh gansHenwme
nencTens.

MpeaeaputensHas obnacTb aelicTens CMUB HyxHa ans Toro, 4To6bl onpeaenuTb crydyai NpUMeHeHust
CMWB ans gaHHoro npeanpusaTis v NpeanoXuTs MnaH NpoekTa Ansa yTeepXXaeHUA pyKoBOACTBOM.

BeIxogHble AaHHbIe Ha 3TOM aTane JOMKHbI NPeAcTaBNATL cob0oM AOKYMEHT, onpeaensiowmin npeasapu-
TenbHyto obnacTb genctens CMUB, a UMeHHO:

a) nanoxeHue obszatenbHbIX TpeGoBaHMIA K MEHeXKMEHTY UHbOpMALMOHHOR Ge3onacHOCTUW, onpeaensie-
MbIX PyKOBOACTBOM OpraHusauum, n obs3aTensCTB, HaknaabiBaeMbIX Ha OpraHU3aLmio U3BHe;

b) onucaHue Toro, kak YacTu obnacTu 4eCTBUA CUCTEMbI B3aMMOAEWCTBYIOT C APYTMMU cUCTEMamu ynpas-
neHusi;

C) NepeveHsb Lienei npeanpusTis B obnactn MmeHemxkmMeHTa nHcopmaLumuoHHoi BesonacHoOCTU (Kak onpeae-
neHo B 5.2);

d) nepeyeHb BaxHehLIMX BU3Hec-NpoLeccoB, MHDOPMALIMOHHBIX aKTUBOB, OPraHU3aLMOHHBIX CTPYKTYP U
pervoHoB, rae 6yaet ncnonbsoeatsca CMUB;

€) COOTHOLLEHME CYLLECTBYIOLLIMX CUCTEM YMpaBeHWsl, perynnpoBaHunsi, COOTBETCTBUA U Lienei opraHu-
3auuu;

f) xapakTepucTku NpeanpusTUs], OpraHn3aLmnsi, MECTOHAXOoXAeHNe, aKTVBbI M TEXHOSIOTUN.

Heo6xoa1mo onpeaenuTs o6LME 3NEMEHTLI U NMpaKTUYECKME pasnuina Mexay CyLLECTBYOLWUMI cucTema-
MW yrpasneHus 1 npegnaraemoin CMUB.

BbixoaHble AaHHble

BbixogHble AaHHble NpedcTaBnsoT coboit 4OKYMEHT, OnMChIBatOLLMIA NpeaBapuTenbHYyo 06nacTb AeicTBuMS
CMUB.

DononHutenbHaa nHgopmauus

HononHutensHoi cneLuansHoi MHdopMauummn He TpebyeTcs.

MpumedyaHune— Cnegyer obpatnte 0coboe BHUMaHWE Ha TO, YTO B Crydae cepTudukaumm AomKHb! ObiTb
BbINOMHEHbI ocobble TpeboBaHWs Kk gokymeHTaumu cornacHo ISO/IEC 27001:2005 B ToMm, 4TO kacaeTca obnactnm gen-
cteusi CMUB, He3aBMcMMO OT CyLLECTBYIOWEN B OpraHn3aumn CUCTEMbI YNpaBIeHusI.

5.3.2 OnpepneneHune ponen u ccpep oTBEeTCTBEHHOCTU ANA NpeaBapuUTenbLHON o6nacTu aencTeuaA
CMUB

DencTBUA

Heobxogrnmo onpeaenuTts obLine ponn 1 cchepbl OTBETCTBEHHOCTY AN NpeaBapUTENbLHON obnacTu aeit-
cteusa CMUB.

8
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UcxoaHble AaHHble:

a) BbIxoAHble AaHHble AelicTBus 5.3.1, paspaboTka npegsaputensHoi obnactu gerictema CMUB;

b) cnncok 3anHTepecoBaHHbLIX CTOPOH, KOTOPbLIE MoNyYaT Belrody B pesynsrate peanvsauum npoekta CMUB.

PekomeHgauumn

Ons ocylecteneHus npoekta CMUB Heobxoammo onpeaeniTb pofb opraHvW3aLm B peanvaaLum npoexTa.
OTa ponb 06bIYHO pasnnyaeTcs B pa3HbIX OpraHU3aLmnsax, YTo 0BYCNOBNEHO KONMUYECTBOM Ntoaei, UMEeIoLLIMX Aeno
¢ UHdopmaLmMoHHoh Ge3onacHocTbio. OpraHM3auMoHHas CTPYKTYpa 1 pecypcbl Anst obecneveHnst MHopMaLyoH-
Hoi1 Ge30MacHOCTY pasnMyatoTes B 3aBUCUMOCTM OT pazmMepa, TUna 1 CTpYKTYpbl opraHu3aumun. Hanpumep, B He-
60nbLUMX OpraHM3aumaX HECKONbKO hYHKLMIA MOXET BbINOMHATL OAUH Yenoeek. OgHaKko pykoBOACTBO OpraHu3a-
LMW OOMKHO OAHO3HAYHO ONpeaenunTb ero ponb (06bIMHO HauYanbHKK oTAena MHdopmaLluoHHon BesonacHocTy,
yrnpasnstoLLuii no nHcopMaLMoHHON 6e30nacHOCTW 1 T. M.) C NOMHOM OTBETCTBEHHOCTLIO 32 MEHEMKMEHT MHdop-
MaLMoHHOM 6e30MacHOCTK, a 4N COTPYAHMKOB AOMKHBI BbITh OrpeaeneHsl ponuv U cpepbl OTBETCTBEHHOCTU Ha
ocHoBe KBanudpmkaummn, Tpebyemoii ans BeiNosHAeMon paboTbl. 3To BaXKHO 415 obecneyveHns achdeKTMBHOrO Bbl-
NonHeHWs 3aga.

Haunbonee BaxkHbIMK cOOBpaXkeHnsiMK Npn onpegeneHnn porneii B 06nactu MmeHemkMeHTa MHOpMaLUVOHHON
6e3onacHOCTY ABNSOTCA criedytoLume:

a) NonHas OTBETCTBEHHOCTb 32 BbINONHEHWE 3a4a4 OCTaeTCs Ha YPOBHE PYKOBOACTBA,;

b) ogHo n1uo (06bI4YHO HaYaNbHKK OTAeNa MHdoPMaLIMOHHOM 6e30nacHOCTH) HasHa4YaeTCcs 4Na CoAenCTBUS
1 KoopaWHaLmKW npoLeccos obecneveHns MHdopmauoHHo 6esonacHoCcTy;

C) Kaxaplh paboTHWK HeCeT paBHYH OTBETCTBEHHOCTh 3a BbINOHEHWE CBOEW NepBoHaYanbHoOM 3agayu u
obGecrneveHne HhopmaLMoHHoN BezonacHOCTU Ha paboyuem MecTe 1 B opraHusauun.

[OMmKHOCTHBIE UL, 3aHAThIE B MEHEDKMEHTE MHopMaLMoHHoN 6e3onacHOCTU, A0KHbI paboTaTe CoBMe-
CTHO; 3TOMY MOXeT coAeicTBOBaTb cosdaHue dopyma no MHdopMaLmoHHoN 6e30MacHOCTU UM aHANOMMYHOTO
opraHa.

Heobxoanmo ocyLecTBNSATE (M AOKYMEHTUPOBATL) B3aMMOAEUCTBIE C COOTBETCTBYHOWMUMM cieumanmcTa-
MW NpeanpusiTUsi Ha Bcex sTanax paspaboTku, BHegpeHWsl, cnofb3oBaHus u nogaepxxaHus CMUB.

MpeacTaBmTenV nogpasaeneHuii, BXogsaLwmx B onpedeneHHyto obnacte AecTBUA CUCTEMbI (Hanpumep,
MEHEDKMEHT pucka), ABMNSAOTCA NOTeHLWanbHbIMK YieHamu rpynne no BHeapeHuto CMUB. 3ta rpynna gomkHa
UMEeTb MUHUMaNbHO HeoBXoaNMYIO C MPaKTUYECKON TOUKW 3pEHUSt YUCTIEHHOCTb ANst BLICTPOro U achhekTUBHOTO
MCMonb3oBaHWsA pecypcos. B aTy rpynny MoryT BXOAUTL He TONMbKO NpeAcTaBUTENU nogpasaesieHni, BeiNosHA-
LMX 3afa4um B onpedeneHHo obnact AefcTBUA cUcTeMbl (Hanprmep, B obracT MeHeDKMeHTa pyUcka), KoTopble
SIBNSIOTCA NOTEHUMANBHBIMW YeHaMy rpynnbl no BHeapeHuto CMUB, Ho Takcke U npeAcTaBUTENW ApYrx nogpas-
AeneHuid, HanprMep rpUanYeckoro oTaena, aaMUHUCTPaTUBHOMO oTAeNa. dTa rpynna A4omkHa UMETb MUHUMAaNb-
HO HeoBXOAMMYH C MPAKTUYECKON TOUKN 3PEHNSI YUCIIEHHOCTb ANs BbICTPOro 1 adpdeKTUBHOro UCNONbL30BaHUA
pecypcoB.

BbixogHble AaHHble

BhixoaHble AaHHbIe npeacTaBnsaoT cobor AOKYMEHT unu Tabnuy, onnchiBatoLLyo ponu 1 cdepbl OTBET-
CTBEHHOCTW C yKaszaHWeM UMEH 1 opraHusaLmnto, Heobxoanmyto ans ycnelHoro sHegpeHusa CMUB.

[ononHutenbHaa uHdgopmauus

B MpunoxeHun B npeactaeneHa nogpobHas nHgopmauus no ponsim n cpepam 0TBETCTBEHHOCTU, HeobXo-
OVMbIM B opraHusaumm ansi yenewuHoro sHegpeHnss CMUB.

5.4 PazpaboTka TexHU4Yeckoro o6GOCHOBaHMWA U NrnaHa NpoekTa Ans MoMyYeHUs caHKLum
pykoBoacTBa

DenicTBUA

OpobpeHue pykoBoacTBa U BbiAeneHUe PecypcoB AN peanusauum npoekta BHeapeHns CMUB aomkHbl
6bITb NOMyYeHbl NyTeM onpeaenenus cnyyas npumeHeHus CMUB ana gaHHoro NpeanpusaTis U npearioxXeHus
npoekta CMUB.

UcxoaHble AaHHble:

a) BbIxogHbIe AaHHble AelicTBUA 5.2, onpeaeneHne npuopuTeToB opraHuaaLmnm ansa paspabotku CMUB;

b) BbIxoaHbIE AaHHbBIE AeicTBUA 5.3, onpeaeneHue npeasapuTensHoli obnactu gelicteus CMUB — goky-
MEHTbI NpeaBapuTenbHbIe.

1 O6nacTb agelictena CMUB n

2 CesazaHHble € Heitl pornu 1 cdepbl OTBETCTBEHHOCTY.
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PekomeHaauun

UndbopmaLma no cnyyato npuMmeHeHns CMUB ana aaHHOro NpeanpusiTUst M NepBoHaYasbHbI NnaH npoekTa
CMWB gosrkHbl BKOYaTL onpeeseHHble BpeMeHHbIe LLKarbl, pecypchbl U aTanbl, Tpebyemble Ans BoINONHEeHUs
OCHOBHbIX AEWCTBUI, YKa3aHHbIX B MyHKTax 6—9 HacTosLero ctaHaapTa.

Onpepenenue cnyvas npumeHeHnss CMUB ansa aaHHoro npeanpusitusl u NnepBoHaYvasbHbli NNaH npoekTa
CMMUB cnyxat oCcHOBOW NPoeKTa, HO Takke obecreymBaloT BblieneHne v yTBepXkaeHue pykoBoACTBOM PeCypCoB,
Tpebyembix Ana sHeapeHuss CMUB. To kak npumeHsiemass CMUE Gyaet noakpennatb LENU NpeanpuaTus, cro-
cobetByeT aghcheKTUBHOCTM OpraHM3aLMOHHbLIX NPOLLECCOB U NoBbiLwaeT 3ddeKTUBHOCTL paGoTbl NpeAnpUATHS.

UHdbopmaumsa no crniydato npumeHeHnss CMUB ans gaHHoro NpeanpusiTusi oSKHA BKNKOYaTb KOPOTKWE 3asB-
NeHuA, CBA3aHHbIe C LensiMM opraHu3auum, U oxXeaTbiBaTh cliedytoLumMe Bonpochi:

a) Lenu 1 KOHKpeTHble 3adaqu;

b) BbIrOALI ANA OpraHM3aLmy;

) npeasapuTensHas obnactb genicteusa CMUB, Bkntovas 3aTparneaemMble 61sHec-NpoLeccsl;

d) BaxxHeWLwWe npouecchl U hakTopbl A4ns AocTuxkeHua uenein CMUB;

€) ofnMcaHne NpoeKTa BLICOKOTO YPOBHS;

f) nepeoHaYanbHbIA NNaH BHEAPEHWUS CUCTEMBI;

g) onpegeneHrHble ponu v ccepbl OTBETCTBEHHOCTH;

h) TpeByeMble pecypckl (TexHonornyeckue u Noackue);

i) cooBpaxeHusi, kacaroLmecs: BHeAPEHNUS CUCTEMBI, BKOYAS CYLLECTBYIOLLYIO CUCTEMY WHGOPMAaLIMOH-
Holt 6e3onacHoCTU;

j) BpeMeHHas Lwkana ¢ KnoYeBbIMU aTanamu;

k) npeanonaraemMble 3aTpaThl;

[) BaxkHeWLLMe dhakTopbl yenexa;

M) KONMYEeCTBEHHOE onpeaenieHne BbIrod Ansi opraHusaLmm.

MnaH npoekTa AoMKeH BKITIoYaTh COOTBETCTBYIOLME AeCTBUSA U3 has, ONUCbIBAEMbIX B NyHKTax 6—9 Ha-
CTosILLlero cTaHaapTa.

Iuua, snusowpme Ha CMUB nnun HaxodsLwmMecs Nog ee BAUsIHAEM, A0MKHbI ObITb onpeaeneHbl; UM AOMKHO
6bITb NpedocTaBneHo HeoBxoanMoe BpeMs Ansi TOro, YToObl U3y4nTh 1 NPOKOMMEHTUMPOBATL OnUcaHue cryJas
npumeHeHns CMUB ans aaHHoro npednpustus v npeanoxexue no npoekty CMUB. OnucaHue crnyyasi npumeHe-
Hus CMUB ans gaHHoro npeanpusatus v npeanoxeHue no npoekty CMUB goskHbl npu HeobxoaumMocTu 06HoB-
NATLCA NO Mepe MOSABNEHUS NCXOAHbIX AaHHbIX. [pK nonyYyeHUn 4ocTaTouHOoM noaaepkku onMcaHue cryyas
npumereHns CMUB ans aaHHoro npeanpusiTus v npeanoxexue no npoekty CMUB aomkHbl 6bIT NpeacTaBsieHb!
PYKOBOACTBY ANS YTBEPXKAEHMS.

PykoBoACTBO AOMKHO YyTBEPAUTE onncaHue criyvas npumerHerns CMUB ans gaHHoro npeanpusiTus 1 nep-
BOHaYanbHbI NNaH npoekTa, YTobbl COCTaBUTL MOPYYEHWS AN BCEI OpraHM3aLmMm U Ha4aTb peanusaumio NpoekTa
CMWB.

Mpeanonaraemsle BbIroAbl OT NOPYYeHUs1 pykoBoAcCTBa Ha BHeagpeHue CMUB cnepytolme:

a) 3HaHWe 1 NpUMEHeEHNe COOTBETCTBYHOLLMX 3aKOHOB, HOPM, AOrOBOPHLIX 0653aTeNbLCTB U cTAaHAAPTOB,
KacaroLmxcs MHopMaLmMoHHOW 6e3onacHoOCTH, KOTOpOe NO3BONUT U3beXxaTk OTBETCTBEHHOCTM U B3bICKAHWUI B
cny4ae HecoOTBETCTBUS;

b) acpbekTBHOE MCNIONB30BaHWE MHOXECTBA NpoLieccoB obecneyeHnst MHpopMa-LMoHHoM 6e3onacHocTy;

C) YCTOMUMBOCTb U pacTyLLasl yBepeHHOCTL B pocTe Bnarogaps nyullemy MeHeDKMeHTY pyucka MHcopmauy-
OHHol 6esonacHoCcTy;

d) onpegeneHve 1 3aluTa BaXXHOW AnNa NpeanpusTUst MHdopMaLMn.

BbixoaHble gaHHble

BbixoaHble AaHHbIE 3TOro AeNCTBUA cneayoLme:

a) AoKyMeHTUpoBaHHOe ofo6peHne pyKOBOACTBOM BbinosiHeHus1 npoekta CMUB ¢ pacnpegeneHHbIMU pe-
cypcamu;

b) nokymeHTUpoBaHHOE onucaHue cnyvasa npumeHeHus CMUB ans gaHHoro npeanpusTus;

€) HayanbHoe npeanoxeHue no npoekty CMUB ¢ OCHOBHLIMU 3TarnamMu, TaKUMK Kak BbIMOSTHEHNE OLIEHKM
puvcka, peanusauusi NpoekTa, BHYTPeHHUIA ayauT U MPOBEPKU, OCYLLIECTBSIEMble PYKOBOACTBOM.

JononHutenbHan uHcgpopmauus

ISO/IEC 27000:2009 B kauecTBe NPUMEPOB BaXKHENLLNX (haKTOPOB ycrnexa B NoAKpErIeHne onvcaHus cry-
yag npumeHeHna CMUB ana gaHHoro npeanpuaTus.

10
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6 OnpeaeneHue o6nactn gencteua CMUB, rpanmy n nonutukn CMUB

6.1 O6wee onucaHune onpepeneHnsa oénactu geicreus CMUB, rpaHuy u nonutukn CMUB

OpobpeHue pykooacTsa aAnst BHegpeHust CMUB ocHoBLIBaeTCS Ha NpeaBapuTesibHOM onpegeneHum obna-
ctn aericteus CMUB, cnyyas npumereHnss CMUB anst gaHHoro npeAnpusiTust M nepsoHavaribHOM MniiaHe NnpoekTa.
Moapo6Hoe onpeaenerHve obnactu gercTeuns n rpaHny, CMUB, onpegenexue nonutukn CMUB 1 ee npuHsiTne n
nogaepkka pyKoOBOACTBOM SIBMISIHOTCS KITIOUEBLIMM NepBUHHBIMU hakTopamu anst yenewHoro BHegpeHuss CMUB.

CnepoBarenbHo, Lienu aToit thassl criegyroLve:

Llenu: [letansHo onpeaennts obnacte AeAcTBUSA U rpaHnLsl CMUB, paspa6oTtats nonutuky CMUB 1 nony-
unTh ogobpeHue pykoBoacTBa.

ISO/IEC 27001:2005, ccbinku: 4.2.1a)n4.2.1b).

UTo6bl 4OCTMYL LienW «AeTanbHoro onpeaeneHust obnacTtv aeictaus u rpaHuy, CMUBy, Heobxogaumo Bbl-
MONHWUTL crneaytoLLe AeNCTBUS:

a) onpeaenuTe OpraHu3aLMoHHyo 06nacTb AeWCTBUS 1 rpaHMLb;

b) obnacTtb gencTBMSA 1 rpaHnLbl MHOPMALMOHHBIX Y KOMMYHUKALMOHHbIX TexHonorui (UMKT) n

¢) dum3nyeckyto obnacTb AeNCTBUS U FpaHULLbI;

d) onpegeneHHble xapaktepucTuku B ISO/IEC 27001:2005, 4.2.1 a) n b), T. e. acnekTbl o6nacT AeUCTBUS U
rpaHunL, CBsI3aHHbIe C NpeanpuaTUeMm, opraH1aaumnei, MeCTOHaxoXaeHNneM, akTusamm 1 TEXHONMOTUSIMUI, U NOSNTUTK-
Ka chopMmpyrOTCS B NpoLecce onpeaeneHnst 3To obnacti AeCTBMSA U rpaHuL;

€) BBegeHue aneMeHTapHol obnactv AeicTBIs U rpaHuL, 4ns nonyveHus obnactv aenctaus v rpaHuy, CMUB.

Ona goctuxenns onpeaenexuns nonutukn CMUB 1 nonydeHust ogobpeHus pykosoacTea Heobxoaumo oT-
AenbHoe gencTene.

YUT06bI NOCTPonTL 3dhbdheKTUBHYIO CUCTEMY YrpaBreHUs ANs opraH1W3aummn, Heo6xoanMmo aeTanbHo onpeae-
nuTb obnacTb Aeicteua CMUB ¢ y4eToM BaHeRLLINX UHGOPMaALMOHHBIX aKTUBOB opraHusauuu. BaxHo umets
061Uy TEPMUHOMOT IO U CUCTEMATUYECKUIA NOAX0A ANA onpeaeneHns MHGOPMALMOHHBIX aKTUBOB U OLLEHKM XXUN3-
HecrnocobHbIX MexaHW3MoB obecnedeHns 6esonacHocTy. 3To obecneumBaeT NPOCTOTY KOMMYHUKaLMK U cnocob-
CTBYET YCTOWYMBOMY MOHMMaHUIO BCex has BHeApeHUst cUcTeMbl. Takke BaxkHO obecneunTs BkntoveHue B 06-
nacTb AeCTBUSA CUCTEMbI BRXKHENLUMX NoApasaeneHnii opraHusauuu.

MoxHo onpegenuTts obnactb aeicteust CMUB, 4To6bl 0XBATUTL BCHO OPraHA3aLIMIO UMK ee YacTb, Hanpu-
Mep nogpasgeneHune Unm 4eTko orpaHUYEHHBIA BCrioMoratenbHbIA anemMeHT. Hanprumep, B criydae okasaHust «yc-
nyr» KnveHTam obnactbto Aencteust CMUB MoxeT BbITb cucTeMa ynpasreHuUs ycryramu Uin nepecekatLuMmcst
dhyHKUMSMU (Lenoe noapasaeneHve unv YacTs noapasgeneHus). Tpebosarus ISO/IEC 27001:2005 gonmkHbl ObITh
BbIMONHEHbI ANA NONyYeHUA cepTuduKauum He3aBUCUMO OT CUCTEM YrpaBiieHUs], CYLLEeCTBYIOLLUX B OpraHu-
3auun.

OnpepeneHne opraHusaLuoHHoK obnacTu AeWCTBUS U rpaHuL, obrnacTn AeNCTBUS U FpaHuUL, TEXHOIOMUM
nepeaa4un nHpopmaumm (6.3) n cmanydeckoit obnacTu gercTeus v rpaHul (6.4) He Bcerga AOMKHO BbIMOSHATLCS
nocnegosatensHo. OaHako None3Ho ykasaTb Ha Yxe NonydeHHble 06rnacTi AeNcTBUs U rpaHuLbI Npy onpeaene-
HWUW Apyrux obnacTen AeNCTBUS U rpaHuL,.

6.2 OnpepeneHne opraHMzaLUMOHHOU 06nacTu OeACTBUA U rpaHUL,

DencrBun

Heobxoanmo onpeaenvTs opraHU3aLMoHHY0 0bnacTe AeNCTBUS U rpaHnLLbI.

WUcxoaHble AaHHble:

a) BbIxoAHble AaHHble AelicTBUs 5.3, onpegeneHue npegsapuTensHoi obnactu gencteua CMUB — goky-
MeHTUpoBaHHasn NpeasapuTensHas obnactb gencteus CMUB, oxsaTbiBaroLLas:

1 COOTHOWEHNA CYLLECTBYIOLLMX CUCTEM YNpaBfeHUsl, perynnpoBaHusl, COOTBETCTBUS U Lenel opra-

HU3aumK;

2 XapaKkTepuUcTuUkv NpeanpusiTusi, opraHusaunm, ero unv ee MECTOHaxXoXKOEHUS], aKTUBOB U TEXHOOTUIA;

b) BbIXOAHLIE AaHHbIE AeicTBUA 5.2, onpeaeneHWe NpUopuTeToB opraHu3aumu ans paspabotkm CMUB —
AOKYMEHTUPOBaHHOe yTBepXAeHue pykoBoAcTBoM BHeapeHUst CMUB 1 3anyck npoekTa ¢ Heo6xoanMbiMn pac-
npeaeneHHbIMKU pecypcamu.

Ha pucyHke 4 npeacTaeneHo oblee onucaHne onpegeneHust obnact AenNcTBUA, rpaHUL U NOMUTUKK
CMUB.

1"
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\

Monyuetue Onpegenexve Mposeaexne \ MpoBefeHve
0fi06peHus o6nacTu geiictams, aHanusa Tpe6oBaHuii  \ OLIEHKMN p1CKOB
pykoBoacTBa Ansa FPaHL, U MOAUTUKA K MH(POpMaLMOHHOIA 7 N nnaHnposaHne
3anycka npoekra CMUBE 6 6e3onacHocTn 7 / 06paboTkn puckos 8
CMUB 5

b *.
Opob6peHve

O6nacTb aelicTBus

PyKOBOACTBA AN n rpasnupsl CMAB

3anycka npoekta CMNB

Monntnka CMNB

>
BpemeHHas LwWkKana

OnpegeneHne
OpraHn3aumnoHHoM
obnacTtu geictems
N rpaHuny, ,

OpraHu3aumoHHas
obnacTb geicTems
u rpaHuybl CMUB

OnpegeneHune obnactu
JeincTBhA 1 rpaHu
NHGOPMALMOHHbIX

N KOMMYHUKaLMOHHbIX
TEXHO/0rniA 6.3

O6nacTb gelicteus
1 rpaHuubl KT

Onpegenexve
donsnyeckoin
obnactu gencrens
N rpaHuLy

b *.
dusmnueckas o61acTb
OelCTBUS 1 rpaHnLbl

O6benvHeHne BCex
obnactein gelicteumsa
W rpaHuy, ans
noslyyeHns obnactu
[LeicTBUSI 1 rpaHuLy
CMUB 6.5

OpraHunsaLmoHHas
o6nacTb AeicTeusA
1 rpaHuusl CMUB

Pa3paboTka nonnTukn
CMWB 1 nonyyeHue
ono06peHus
pykoBogcTBa gg

Monntnka CMNB

BpemeHHasa wkana

PucyHok 4 — O6uee onucaHue onpegeneHns obnactm gencteus, rpaHuy, n nonutukn CMUB
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PekomeHaauum

CreneHb ycunuit, Tpebyembix ans BHegpeHust CMUB, 3aBucHT OT BENUUMHBLI 06nacTy AeACTBUS, K KOTOpOW
3TW yeunua npunaratTtcs. IToT hakTop Takke MOXET NOBMUATL HAa BCe AeNCTBUS, CBSI3aHHbIE C noaaepXaHuem
UHpopMaLMOHHON Be30NacHOCTU 3NEMEHTOB, BXOASLLUX B 0bracTb AeUCTBUSA cUCTEMbI (Harnpumep, NpoLIeccoB,
MaTtepuanbHblX 06bEKTOB, MHOPMAaLMOHHLIX CUCTEM U flodel), BKITioYas BHegpeHWe 1 cogepkaHue cpeacTB
ynpaBneHusa onepauusiM1 1 BeINONTHEHWE TakUX 3afad, kak onpegeneHne nHgpopMaLMOoHHbIX aKkTUBOB U OLEHKa
pucka. Ecnu pykoBoACTBO pellaeT UCKITIOUUTL HEKOTOpbIe YacTu opraHusauumn u obnactu gericteust CMUB, npu-
YWHBI TAKOTO peLleHnsl Takke AOMKHbI BbITb JOKYMEHTUPOBAHDI.

Koraa onpeaeneHa obnactb aelicteusa CMUB, BaxkHo, 4To6bI rpaHWLbl 66N 4OCTATOYHO AICHLIMU, YTOOLI
06BACHUTL UX COTPYAHMKAM, YHACTBYIOLLMM B UX onpeaeneHun.

HexkoTopble mepbl U cpecTBa KOHTPOS U yNpaBrieHus], kKacalwuecs nHdopMaumoHHoi 6esonacHocTw,
MOrYT Yy)Xe CylecTBOBaTb B OpraHusaLum B pesyrsrate BBoda B AelicTBUE Apyrnx cuctemM ynpaeneHus. Ux cre-
AyeT yuuTbiBaTh Npu nnaHnposaHum CMUB, HO oHM HeoBsizaTenbHO onpedensatoT rpaHuLbl 0bnacTu aencTeus
cywectsyowen CMUB.

OaHUM U3 MeTodoB onpedeneHWsl opraHM3aLMOoHHbLIX FPaHuULL SIBRsieTCs onpeaeneHne cdep OTBETCTBEHHOC-
TW, He NepeKpLIBaOLLMX APYT ApYyra, YToObl 06NerunTs HasHaueHWe NOAOTYETHOCTU B OpraH13aumu.

Cdpepbl OTBETCTBEHHOCTU, HAMNPSIMYIO CBSI3aHHbIE C MH(POPMALIMOHHLIMW aKTUBAMU UITU NPOU3BOACTBEHHBLIMM
npoueccamMu, Bkitoyaemble B obnactb geicteust CMUB, AomkHbl BbIBUpaTLCA Kak YacTb OpraHu3aumm, Haxoas-
wewca nog koHTponem CMUB. MNpu onpeaeneHnn opraHM3aUMoHHbIX rpaHuL crneayeT yunTbiBaTh credyiolume
chakTopb!:

a) copym no meHemkmeHTy CMUB gomkeH cocTosiTb U3 pykoBOAALLMX paBOTHWUKOB, HENOCPEACTBEHHO
cBsiIzaHHbIX ¢ obnacTtbio aenctena CMUB;

b) uneHom pykoBoacTBa, oTBeTCTBeHHbIM 3a CMUB, AormkeH 6biTb COTPYAHWUK, B KOHEYHOM cUeTe oTBeYato-
LLMIA 3a BCe 3aTPOHYThIE cthepbl OTBETCTBEHHOCTU (T. €. ero porib AoSHKHA AUKTOBAaTLCA ero cchepoi KOHTPOrs 1
OTBETCTBEHHOCTY B OpraHv3aLmm);

C) B cryyae, ecniv coTpyaHuK, oTeevatowuii 3a ynpasneHne CMUB, He aBnsaeTca YNeHOM BbICLLEro pyKo-
BOACTBA, HeoOX04MM MOPYYNTENb BbICLLEro pyKOBOACTBA, NpeACTaBNAoWNiA UHTepechl nHdopmaLumnoHHol 6e30-
MacHOCTW 1 AeNCTBYIOWMIA B KadecTse 3alumTHUKa CMUB Ha BbICLLMX YPOBHSIX OpraHu3aLuu;

d) obnacTb AeNCTBMS U rPaHnLbl He0BX0ANMO onpeaenvTL Ans Toro, YTo6bl BbITb yBEPEHHBLIM B TOM, UTO BCE
CBsI3aHHbIE aKTWBbI MPUHUMAIOTCS B pacyeT rnpu oLeHKe pucka, U 0XBaTUTb PUCKU, KOTOpbIE MOTYT BbIATY 3a Mpe-
Aenbl 3TUX rpaHuLL.

Ha ocHoBe Takoro nogxoga aHanusvpyemble OpraHW3aLMoOHHbIe FpaHuUbl OOMMKHLI Onpeaensite Bcex
COTpyaHWKOB, Monagatollmx noa Aeictene CMUB, 1 3TV rpaHULbl 4OMKHBI BbITH BKIMOYEHbI B 06r1acTb AeCcTBUSE
cuctembl. OnpeaeneHne coTpyaHUKOB MOXET BbITb CBSA3AHO ¢ NpoLleccamu U (Mnn) dyHKUMSIMA B 3aBUCUMOCTM OT
BbI6paHHoro noaxoda. Ecnvn HekoTopble NpoLiecchbl B OpraHn3aLMm BbINoMHAKTCA TPETbUMU CTOPOHaMMU, 3TV 3aBU-
CMMOCTW AO0SKHbI BbITb YETKO OKYMEHTMPOBAaHbI. TakMe 3aBUCUMOCTM nogsiexarT AoMNOoNHUTeNbHOMY aHan1ay B
npoekTe BHeapeHuss CMUB.

BbixogHble AaHHble

BbIxoaHble AaHHbIe 3Toro AeicTBMS cnegytoLme:

a) onucaHve opraHn3aunoHHbIX rpaHuy, CMUB, Bknoyas 060CHOBAHKS UCKIMIOYEHUSI Kakux-nmbo yacTtei
opraHmsauum us obnactu geitctemsa CMUB;

b) cbyHKUWM U CTPYKTYpa YacTel opraHnsaLmn, Haxogswmxea B obnactu gericteus CMUB;

C) onpeaeneHne nHdopMaumu, nognexallein obmMeHy B paMmkax o6rnactu 4eACTBUsl CUCTEMBI, U HdopMa-
LK, 0BMeH KOTOPOI OCYLLIECTBNAETCA Yepes rpaHunLbl;

d) npoLecchkl B opraH1saLmnm 1 cdepbl OTBETCTBEHHOCTU 3a MH(OPMAaLMOHHBIE akTUBbLI B 0bnacTu aeicTus
CUCTeMbl U 3a ee npegenamu;

€) NpoLecc B nepapxum NpuHATUS peLleHnid, a Takke ee CTpyKkTypa B pamkax CMUB.

HDononHutenbHas nHdopmaums

HononHuTensHas cneynansHas nHcdopmaums He TpebyeTcs.

6.3 OnpegeneHue o6nacTu gecTBUA U rpaHUL, ANA UH(GOPMALMOHHBLIX U KOMMYHUKALMOHHbIX
TexHonorun (UKT)

HencTBusn
Heobxoanmo onpeaennTs 06nacTb AEUCTBUA U FpaHMLIbl S1IEMEHTOB UHOPMALMOHHBIX 1 KOMMYHUKALMOH-
HbIX TexHonorui (UMKT) n apyrve TexHonormdeckie aneMmeHTsl, nognagatowme rnog geictene CMUB.
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UcxoaHble AaHHbIe:

a) BbIXoAHbIe AaHHble AencTBUA 5.3, onpeaeneHve npeasapuTensHoit obnacTtu aencteua CMUB — aoky-
MEHT C onncaHuem npeasapuTensHoin obnactu aenctens CMUB;

b) BbIXOAHBIE AaHHbLIE ASCTBUA 6.2, onpeaeneHe opraHnMsauMoHHOW 0bnacTn AeNCTBUA U FpaHuUL,.

PekomeHgauun

OnpeaeneHue obnactu gerctena u rpanul, KT MoxeT GbITb NONYYeHO Ha OCHOBE aHanM3a UMeoLLMXCA
NHOPMAaLMOHHBIX cUCTEM (BMECTO NoAxoaa Ha ocHoBe MHpOpMaUMOHHbLIX TeXHonoruin). Koraa npuHnumaetcs pe-
LUeHWe pyKOBOACTBA O BKITIOYEHUW NPoLEeccoB NHOpMaLIMOHHOM cUcTeMbl B obnacTb Aenctena CMUB, Heobxo-
OMMO TaKkKe paccMOTPETh BCe CBsidaHHble anemMeHTbl MKT. 3T anemMeHTbl BKNIOYAOT BCe YacTu opraHv3aumu,
koTopble XpaHaT, obpabaTbiBaloT UK NepeaaloT BaXkHy MHOPMaLMIO, aKTUBLI UMK ABNSIOTCA BaXKHbIMU AN
ApYyrix YyacTten opraHnsaumm, BXogawwmx 8 obnacte aenctaus cuctembl. UIHopmaunoHHbIe CUCTeMbl MOTYT OXBa-
ThIBaTb rpaH1Lbl opraHusaLum unu rocyaapcTea. B niobom cnyyae Heo6xoanMMo NPUHATL BO BHUMAaHWE cneayo-
LMe chaKTopbl;

a) counanbHo-KyneTYpHas cpeaa;

b) 3akoHHbIe, 0BsizaTenbHble UM KOHTPaKTHbIE TpeboBaHWA, NPUMEHAEMbIE K OpraHU3aLmsam;

C) NoAOTYETHOCTL 3a KItoyeBble chepbl OTBETCTBEHHOCTH;

d) TEXHNUECKMEe OrpaHMyeHnUs (Hanpumep, AOCTYNHasA WMPUHA NONOCHI YacToT, Hanu4Me cepeucau T. a.).

Ecnu npuHATb BO BHMMaHKe BbilleckazaHHoe, rpaHnubl UKT, ecnu aTo npakTuyeckn NpUMEHNMO, 4OSMKHbI
BKITHOYATL ONMCaHWEe CreayoLnx afieMeHTOoB:

a) nHhpacTpyKTypa cBSA3W, B KOTOPOW OTBETCTBEHHOCTL 3a €€ yNpasneHne BXOANT B KOMNETEHLUIO OpraHu-
3auuu, pacnonaratoLelt pasnuyYHbLIMKU TEXHONOTUAMK (HanpumMep, 6ecnpoBoaHble 1 NPOBOAHLIE CETU UK ceTH
nepefayn AaHHbIX U TernedoHHOW cBa3Nn);

b) nporpammHoe obecneveHne B pamkax opraHu3aLUnoHHbIX rpaHnL, UCNonb3yeMoe 1 KOHTPONMpyemoe opra-
HUsauuen;

c) annapatHoe obecrieveHne VKT, Tpebyemoe ansa cetn unu ceter, NPUIIOKEHUHA NN NPOU3BOACTBEHHbIX
CUCTEM;

d) ponu 1 cdoepbl OTBETCTBEHHOCTU, CBA3AHHBIE C annapaTtHbiM obecnedveHnem UKT, ceTbio 1 nporpammHbIM
obBecneyeHrem.

Ecrnu ogvH vnun 6onee u3 BoiwenpuBeAeHHbIX MYHKTOB HE KOHTPONMPYETCA opraHnsauunen, Heobxoaumo
OOKYMEHTVPOBATb 3aBUCMMOCTU OT TPEeTbMX CTOPoH. CM. 6.2, pekoMeHaaLmm.

BbixogHble AaHHble

BbIxoaHble AaHHbIE 3TOro AeUCTBUSA crieaytoLme:

a) MHpopmaums, 06MeH KOTOPOIA OCYLLEECTBNSETCA B paMmkax o6racT AeicTBUS cUCTeMbl, U MHopmauus,
06MeH KOTOPOI OCYLLIECTBNSIETCA Yepes rpaHuLLbl;

b) rpaHnubl KT ana CMUB ¢ o6ocHoBaHUeM UCKIioHeHUA Kaknx-nubo anemeHToB UKT, HaxoaaLwmxcs nog
ynpaeneHWeM opraHusaLmu, u3 obnactm geicreust CMUB;

¢) nHdopmaLusi 06 MHOPMALMOHHBLIX CUCTEMAX U TENEKOMMYHUKALMOHHbLIX CETSIX, ONMChIBAIOLLIAA, KaKue
U3 HAX HaxoasITcst B Nnpeaenax obnactu geicteust CMUB BMecTe ¢ ponsamn U ccpepammn OTBETCTBEHHOCTU AN 3TUX
cucTtem. Takke Heo6XoaMMO KpaTKo onucaTb CUCTEMBbI, He Bxogsue B obnacTe gencteusa CMUB.

JononHutensbHas uHdopmaLms

HononHnTensHas cneuyanbHasa Hdopmaums He TpebyeTcs.

6.4 OnpegeneHue cusmyeckon obnacTu gercTBUA U rpaHuL,

DencrTBun

Heobxoaumo onpeaenutb uandeckyto obnactb AEUCTBUA U rpaHULbl, KOTOPbIE AO0MKHBLI OXBATLIBATLCA
CMWB.

UcxogHble aaHHbIe:

a) BbIxoAHbIe AaHHble AercTBUs 5.3, onpegeneHue npeagsaputensHon obnactu aenctesua CMUB — aoky-
MEHT C onncaHuem npeaapuTenbsHoit o6nactu aeiictens CMUB;

b) BbIXOAHBIE AaHHLIE AeNCTBUS 6.2, onpeaeneHe opraHMsaUMoHHOW 0bnacTn AeNCTBUA U FpaHuUL;

C) BbIXOAHblE AaHHble AeicTBUSA 6.3, onpegeneHue obnactn AencTenA U rpaHuL, MHOPMALIMOHHBIX U KOM-
MYHUKALMOHHLIX TexHonorui (UKT).

PekoMeHgauum

OnpegeneHue dusnyeckoin obnact AeicTBUS U FPpaHUL, COCTOUT B onpeaeneHUn nomeLLeHui, o6bekTos U
060opyaoBaHUs B OpraHUsaLImm, KoTopble A0mKHbI cTaTb YacTbto CMUB. MNpu aTom cnoxHee paboTaths ¢ Hdopma-
LUMOHHBbIMW cucTEMamMu, NepecekatoLLmMm husuyeckue rpaHuLbl, U 4N atoro TpebyeTcs:

a) nepudepuitHoe obopynoBaHue;
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b) cpeacTBa cBA3M € UHPOPMALIMOHHBIMU CUCTEMAMM KITMEHTOB U 06CnykuBaHWe, NpeaocTaBnsieMoe TpeTb-
UMM CTOPOHAMY;

C) NPYMEeHeHMe COOTBETCTBYIOLLMX CPeACTB CBA3M U YpOBHEN 06CnyXuBaHus.

Ecnu npuHATL BO BHUMaHWE BbllLueckazaHHoe, hmandeckue rpaHuLibl, €Criv 3TO NPaKTUIEeCKU NPUMEHUMO,
OOMKHbI BKITIOYATL ONUcaHue cneayoLmMx 311eMeHTOB:

a) onucaHusa OyHKUMIA UM NPOLLECCOB C yHETOM UX (PM3NYECKOr0 MECTOHAXOXAEHWUS U CTENEHN KOHTPONS UX
opraHusauuei;

b) cneunansHoe o6opyaoBaHue, ucnonb3yemoe Ass XxpaHeHUs1 (pasmeLLieHus) annapaTHoro obecneveHns
KT unu gaHHbIX, npumeHaemMbix B cucteme CMUB (HanpyumMep, Ha pe3epBHbIX MieHKax), Ha OCHOBE MOKPLITUA
rpaHuy UKT.

Ecnu oanH unu 6onee 13 BbilenpyBeAeHHbIX MYHKTOB HE KOHTPONUpYeTCsl opraHusauuei, Heobxogumo
AOKYMEHTUpOBaTL 3aBUCUMOCTU OT TPETLUX CTOPOH (CM. 6.2, PexoMmeHaaLmn).

BbixoaHble gaHHble

BbixoaHble AaHHbIe 3TOro AeNCTBUSA cregytoLme:

a) onucaHue dpusnyeckux rpaHuy, CMUB c obocHoBaHWEM Ans UCKIIOYEHUs KakuxX-NMbo hnsnyeckux rpa-
HWL, HaxogALWMXCA NoA ynpasneHnem opraHusauuum, us obnactu gericteus CMUB;

b) onuncaHue opraHusaLmm 1 ee reorpadMyeCcKMX XxapakTEPUCTUK, OTHOCsILLMXCS K obnacTu gevicteua CMUB.

HononHurensHas uHdopmauus

HononHuTeneHan cneyvansHas uHdopmaums He TpebyeTcs.

6.5 O6begMHeHue Bcex obnacTeil AedCTBUSI M rpaHUL ANA nonyyeHUA o6nacTu aedcTBUs U
rpaHuy CMUB

HDencTBus

O6nacTb aeitctaus 1 rpaHuLbl CMUB gomkHbl 6bITb Nony4YeHsl NyTeM o6beauHeHust Bcex obnactei aeii-
CTBUSI U rpaHuL.

UcxoaHble paHHbIe:

a) BbIxogHble AaHHble AeicTBUA 5.3, onpeaeneHue npeasapuTensHoi obnactu aeicteua CMUB — goky-
MEHT C onucaHveM npegsapuTensHoi obnactu geiictena CMUB;

b) BbIXOAHLIE AaHHbIE AeACTBUA 6.2, onpeaeneHe opraHnMsauMoHHOW 0b6nacTn AeNCTBUA U rpaHuL,;

C) BbIXoAHbIE AaHHble AeCTBUSA 6.3, onpegeneHne obnactn AeNCTBUA U rpaHUL, MHOPMALIMOHHBIX U KOM-
MYHUKaLMOHHbIX TexHomoruni (UKT);

d) BeixogHble AaHHbIe AelicTeKSA 6.4, onpeaenerve dusnydeckon obnactm AeNCTBUA U rpaHuL,.

PekomeHaauuun

O6nacTb geiictans CMUB MoxHO onmcaTb M 060CHOBaTL pa3nuyHbIMK criocobamu. Hanpumep, MOXHO BbI6G-
paTb hrandeckuii 06 LEKT — LIeHTP 06paboTKu 1 XpaHeHWUA AaHHbLIX UK OhUC U NepeYnCIUTE BaXKHEALLIME Npo-
Liecchbl, Kaxkabli U3 KOTOPLIX OXBaTkbiBaeT obnactu 3a npegenamu LeHTpa o6paboTkM U XxpaHeHWs! AaHHbIX, BBOAS
3TV ANeMeHTbI, HaxoasLMecs 3a npeaenamMu LieHTpa 06paboTkv U XpaHeHUa AaHHbIX, B obnacte gecteust CMUB.
OOHUM 13 TaKUX BXKHENLLIWX NPOLIECCOB MOXET BblITh, HANPUMEP, MOBUNBHbBIV AOCTYN K LieHTparbHoW MHdopMa-
LUMOHHOM cucTeme.

BbixoaHble AaHHble

BbixoaHble AaHHbIE 3TOro AeicTBUsS NpeacTasnsitoT cobol 4oKYMEHT, onvchiBatoLLMiA 0bnacTb AeACTBUS U
rpaHuubl CMUB 1 cogepalumin cnegytoLyto nHcopmaumio:

a) KNtoveBble XapakTepPUCTUKU opraHn3aLnmn (byHKUWS, CTPYKTYpa, YCIyri, akTUBbI U obnacTb AecTBUA U
rpaHuULLbl OTBETCTBEHHOCTU ANl KAaXKAO0ro akT1Bea);

b) npoueccsl B opraHusauum, Haxogsawmecs B obnacTu gectens CMUB;

C) KoHbUrypaumst obopyaoBaHms 1 ceTell, HaxogsLwmxcs B obnactun gerctens CMUB;

d) npeaBapuTenbHbIA NepeveHb NHhopMaLMOHHBIX aKTUBOB, HaxoasLmxcs B obnactu geicteusa CMUB;

e) nepeyeHb akTneoB VKT, Haxoaswmxcs B obnactui geiicteust CMUB (Hanpumep, cepeepos);

f) cxembl 06bEKTOB, Haxoasawmxcs B obnactu gencteuss CMUB, onpegensiolive douUsmyeckre rpaHuLbl
CMUWEB;

g) onvcaHue poneii u ccep oTBeTcTBEHHOCTH B pamkax CMUB 1 nx cBA3n co CTpyKTYpOi opraHuaaLmu;

h) nogpobHoe onncaHue 1 060cHOBaHWE UCKIOYEHUIA Kakux-nnbo anemeHToB 13 obnactu gevictens CMUB.

HdononHutenbHas nHgpopmayus

JononHuTenbHas cnelmanbHas nHdopmaums He TpebyeTes.
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6.6 Paspa6otka nonutuku CMUB u nony4yeHne ono6peHnUs pykoBoacTBa

DenctBus

Heobxoaumo paspaboTtats nonntuky CMUB 1 nonyunts ogobperune pykoBoacTea.

UcxogHble AaHHble:

a) BbixoAHble AaHHbIe AeicTBuA 6.5, obbeanHeHWe Bcex obnacteil AecTBUSA U rpaHnL, ANA NONyvYeHUs
obnactu gevicteus 1 rpanuy, CMUB — gokymeHTUpoBaHHas obnacTs Ageicteus 1 rpaHulsl CMUB;

b) BbIXxoAHbIE AaHHbIE AeCcTBUA 5.2, onpeaeneHne NpUopuTETOB opraHusauumn ans paspabotkn CMUB —
OOKyMeHTUpoBaHHble Lenv BHeapeHns CMUB;

C) BbIXOAHbIe AaHHbIe AelCTBUA 5.4, cocTaBneHWe onucaHusi cnydast npumeHeHuss CMUB ans agaHHoro
NPEAnpUATUA U NpoeKTa NnaHa AN yTBepXaeHUA PyKOBOACTBOM — [OKYMEHTbI:

1 TpeboBaHUa U NPUOPUTETLI OpraHn3aLmmK B 06nacTu nHdopMaLMoHHOW 6e3onacHoCTH;

2 lMepBoHavanbHbIN NpoekT nnaHa sHeapeHns CMUB ¢ OCHOBHBLIMUM 3Taramum, TakKUMK Kak NpoBeAeHne OLUEHKM

pricka, BHYTPEeHHWUIA ayauT U NpoBepKa, OCyLLEeCcTBSAeMasi pyKOBOACTBOM.

PekomeHaauuun

Mpu onpeagenexHnn nonutukn CMUB cneayeT NPUHATL BO BHUMaHUWE CrieflytoLive acreKTbi:

a) yctaHoBuTb Lenn CMUE Ha ocHoBe Tpe6oBaHWin 1 NPUOPUTETOB OpraHU3aLuy B oGnactv nHgopmaumoH-
Hol 6e3onacHoCTY;

b) yctaHoBUTL 06LLMe hOKyCHBIE TOUKU U PYKOBOACTBA K AeNCTBUIO Ansl AocTuxkeHus uenei CMUB;

C) y4ecCTb 3aKoHHble 06a3aTenbHbIe TPe6oBaHUA OpraHu3aLmMmK 1 0rOBOPHbIE 06513aTENLCTBA, CBSI3aHHbIE C
NHpopMaLMOHHON 6e30NacHOCTLIO;

d) cutyauusa ¢ ynpasneHWem pyckaMu B opraHvM3auuu;

€) YCTaHOBUTL Kputepun Ans oueHku puckor (cm. ISO/IEC 27005:2008) v onpeaeneHnst CTPYKTYpbl OLIEHKA
pucka;

f) onpegenuTs cohepbl 0OTBETCTBEHHOCTM PYKOBOAUTENEN BbICLLIEro YPOBHSI B 0THoweHWn CMUE;

g) Nnony4nTs ogobpeHne pykoBoACTEA.

BbixoaHble AaHHble

BeixoaHble AaHHbIE NpeacTaBnsaoT coboi JOKYMEHT, ONMChIBAOLLIWA U AOKYMEHTUPYIOLLWIA YTBEPXKAEHHYIO
pykoeoacTeoM nonutuky CMUB. 3ToT AokyMeHT gomkeH BbITb MOBTOPHO YTBEPKAEH B CreaytolLei chase npoek-
Ta, MOCKOIbKY 3aBUCUT OT pesysibTaToB OLIEHKM pucKa.

HOononHutenbHan UHgopMauma

CraHgapT ISO/IEC 27005:2008 cogep)WT [OMOMHUTENBHYIO MHGOPMALIMIO MO KPUTEPUSIM OLIEHKM pUCKa.

7 MpoBeaeHne aHanusa Tpeb6oBaHUM K UH(OPMaLMOHHON Ge3onacHOCTH

7.1 O6wee onucaHue NpoBefeHUA aHanu3a Tpe6oBaHUIA K MH(OpMaLMOHHOI Ge3onacHOCTH

AHanus TekyLLero NonoXeHUsa B opraHu3aLnm BaXeH, MockosbKy cyLlecTBytoT TpeboBaHuns 1 MHhopmaum-
OHHbIE aKTMBbI, KOTOpbIe HE0BX0AMMO NPUHATL BO BHUMaHWe npy BHeApeHn CMUB. [eiAicTBYS, onvckiBaeMble B
aTol cbase, MOryT NpeAnpUHMMAaTLCSl B OCHOBHOM MNaparsiefibHo ¢ AeCTBUSIMU, OnvchiBaeMbIMU B pasaerne 6, ns
coobparkeHuit acbPeKTUBHOCTY U NPAKTUYHOCTH.

Uenu:

OnpegenunTe COOTBETCTBYOLLME TpeBoBaHUSA, KOTOPLIM A0MKHA cooTBeTCcTBOBaTE CMUB, onpeaenuTs nH-
hopMaLMOHHBIE aKTWBbI U MOYYMTb AaHHbIE NO TeKYLLeMy COCTOsIHMNI0 MHOopMALIMOHHOI 6e30MacHOCTM B pamMKax
obnactu gencteuss CMUB

ISO/IEC 27001:2005, ccbinku: 4.2.1, c),1) yactuyro, 4.2.1,d), 4.2.1, e)

MHdopmaums, cobpaHHas B npoLiecce aHannsa MHMopMaLMOHHOK 6e3onacHOCTY, A0MKHA:

a) cTaTb OCHOBHOW A1 ynpaeneHus (T. €. A0MKHa UMETb KOpPeKTHble 6a3oBble AaHHbIe);

b) onpeaensTb ¥ AOKyMeHTUpOBATL YCNoBUs ANnsi BHeapeHus CMUB;

c¢) obecnevrBaTh YeTkoe M 060CHOBaHHOE MOHUMaHWEe BO3MOXKHOCTEN opraHnsaLmm;

d) yunTeIBaTL ONpeaeneHHble 06CTOATENbCTBA U MOMOXEHUE B OpraH13aLmy;

e) onpeaenaTb TpebyeMmblil ypoBeHb 3aLLuTsl MHdopMaLmK;

f) onpegensaTb cbop 1 06paboTky nHopmaLmum, TpebyeMble Anst BCero NpeanpusiTus U ero 4acTu, Haxogs-
LLieiica B pamKax npeanoxeHHol obnacTu geitctans CMUB.
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7.2 OnpepgeneHue Tpe6oBaHUM K MHdopmaLuoHHon GesonacHocTn gnsa npouecca CMUB

DencTeun

Heobxogumo npoaHan1ampoBaTh 1 onpeaenvTb NogpobHblie TpeboBaHMSA K MHGopMaLoHHo Be3onacHocTH
ans npouecca CMUB.

UcxogHble AaHHble:

a) BbIXoAHbIE AaHHbIe AeVCTBMSA 5.2, onpeaeneHre NpuopuTeToB opraHnsaumm ans paspabotkn CMUB —
OOKYMEHTbI:

1 KpaTtkoe nanoxeHwve Lienew, nproprTeToB B 0bnacTy nHgopmaumoHHoi 6esonacHocTy 1 TpeboBaHWi opra-

Hu3auun Kk CMUB;

2 MNepeyeHb perynunpyroLLmnX, KOHTPaKTHBIX U OTPacneBbIX OrpaHNYeHNi, OTHOCSALLMXCS K MHOpMaLMOHHOM

6e30MacHOCTY opraHn3aLmni;

b) BbIxoAHLIE AaHHbIE AeicTBUA 6.5, 06beanHeHne Bcex obnacTei AeNCTBMSA U rpaHnL, Anst NonyyYeHns
o6nacTn aeicteus n rpaHny, CMUB — obnacTb geicteus 1 rpaHnusl CMUB;

C) BbIxoAHble AaHHble AelcTBus 6.6, paspaboTka nonutukn CMUB u nonydveHue ogobpeHns pykoBoa-
cTBa — nonutuka CMUB.

PekomeHgauumn

Onsa nepeoro atana TpebyeTcs cobpaTh BClo BcnoMoratesnbsHyto nHdopmaumio ansa CMUB. Ans kaxagoro
npoliecca B opraHv3auunmy 1 3agavu ans cneuvanvcra TpebyeTcs IpuHATL pelleHne B OTHOLLEHUM TOTO, HACKOMBKO
Ba)kKHOW siBNsieTcA uHpopmauws, T. e. kakol TpebyeTcst ypoBeHb 3awuThl. Ha nHdopmaumoHHyto 6esonacHocTb
MOTYT BNUSITb MHOXECTBO BHYTPEHHWX YCIOBUIA, UX Heobxodnmo onpedenvTs. Ha gaHHom aTane HeT Heobxoau-
MOCTU B nogpobHoM onmcaHnn MHopMaLMoHHO TexHonorum. TpebyeTcs 6a3oBoe KpaTkoe onucaHue npoaHanu-
31MpOBaHHO MHpopMaLMK MO NpoLeccamM B opraHn3aumnmy U cBs3aHHbIM MpUnoxeHusam n cuctemam UKT.

Ha puicyHke 5 npeactaeneHo onvcaHne npoeeaeHns dasbl onpegeneHus TpebosaHunii K nHpopMaLuoHHOR
6e3onacHoOCTU.

AHanma npoLieccoB B opraHusaunm 4aeT MHOopMaLMIo O BIMSIHUSIX MHLIMAEHTOB MHdopMaLMoHHo 6e3onac-
HOCTW Ha AesiTeNbHOCTL OpraHusaumn. Bo MHorx crydasx gocraTodHo paboTbl ¢ 6a30BbiM onvcaHUeM npolec-
COB B opraHuaauuu. [Npouecchbl, PyHKLMK, 06beKTbI, MHPOPMALMOHHbBIE CUCTEMBI 1 KOMMYHUKALMOHHbIE CeTH He-
obxoAvmo onpeaennTb U AOKYMEHTUPOBATh, ECN OHU ellle He Oblny BKIOYEHbI Kak YacTb obnactu aeiictaus
CMUB.

Onsa nonyveHuns noapobHbIX TpeboBaHuii K iHdopmaLumoHHol 6esonacHocTu ana CMUB cneayeT paccMmoT-
peTb creaytoLle Bonpochl:

a) npegapwvTensHoe onpeaeneHne BaXHbIX UHOPMALMOHHBIX aKTUBOB U TEKyLLLero COCTOAHUA 3aLluThl
NHpopMaLK;

b) onpegenexuve npegcraBneHuiAi opraHn3aLmMmn U BNUSIHWS onpeaenieHHbIX NpeacTaBneHuii Ha 6yaywve
TpeboBaHWS kK HopMaLMOHHO Ge3onacHoCTy;

) aHanu3 cywecTytoLmx dopm 06paboTku MHOPMAaLIMKU, CUCTEMHOTO NPOrPamMMHOro obecneveHuns, KoM-
MYHUKaLMOHHBIX CETEW, onNpeaeneHust AeNCTBUA U pecypcoB Anst UHPOPMALIMOHHBIX TEXHONOTMA UT. A4.;

d) onpeaeneHve Bcex CyLLEeCTBEHHbIX TpeboBaHWI (HanpuMep, 3akoHHbIX U 06A3aTenNbHbIX TpeboBaHui,
AoroBopHbIX 06583aTenbCTB, TpeboBaHWIA opraHM3aLum, oTpacneBbiX CTAaHAAPTOB U CornalleHUn ¢ KNeHTamu,
YCNOBUIA CTPaxoBaHUA U T. A.);

e) onpeaeneHue ypoBHs MHOpMUPOBAHHOCTH B 06racTy nHgopmMaumnoHHom 6e3onacHoOCTY U onpeaeneHne
TpeboBaHui K 06y4eHMIo N 06pa3oBaHMI0 B OTHOLLEHUM KaXKA0ro hyHKLMOHANBHOIO Y aaMUHUCTPaTUBHOTO NoA-
pasfaeneHus.

BbixoaHble gaHHbIe

BbixoaHble AaHHbIe 3TOro AelCcTBUA cregytoLue:

a) onpeaeneHne OCHOBHbIX NPoLLeccoB, hyHKLMIA, 06bEKTOB, UHPOPMALIMOHHBLIX CUCTEM U KOMMYHUKALIMOH-
HbIX ceTel;

b) nHcpopmaLMOHHbIe aKTUBbLI OpraHM3aLmy;

¢) knaccudpunkaumsi BaxHehLLIMX NPoLEeCcCoB (aKTUBOBY);

d) TpebosaHus k MHopMaLMOHHOI BezonacHocTU, ChopMySIMPOBaHHbLIE HAa OCHOBE 3aKOHHBIX, 0bsizaTerb-
HbIX W KOHTPAKTHbIX TPeBGOBaHUIA;

€) NnepeveHb U3BECTHbLIX YSI3BUMOCTEN, KOTOPbIE A0SKHbI BbITb YCTPaHEHbI B pe3ynbTaTe BbiNoNHeHUs Tpebo-
BaHWI Kk MHopMaLmoHHol GesonacHoCTy;

f) TpebosaHns kK 06yyeHuio 1 o6pasosaHuto B 0bnactu nHgopmaLmoHHoN 6e30nNacHOCTU B opraHusaLmm.

HdononHurensHan nHdopmauun

HononHuTenbHas cneumansHas uHdgopmaumst He TpebyeTcsi.
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7.3 OnpegeneHue aKTUBOB B pamkax obnactu geiicteua CMUB

DencTBuA

Heobxoaumo onpeaenunTb akTUBLI, KOTOpbIe A0KHBI NoaaepxuBaTbesa cuctemoin CMUB.

UcxopHble AaHHble:

a) BbIXxogHble AaHHbIe AeicTBUs 6.5, obbeanHeHne Bcex obnacten AelicTBUA 1 rpaHuL, ANs nonyvyeHns
obnacTtu geictamns n rpaHuly, CMUB — oBnactb geictaus n rpaHunusl CMUB;

b) BbIxoaHbIE AaHHble AelicTBuA 6.6, paspaboTka nonutukm CMWB 1 nonyveHve ogobpeHust pykoBoa-
ctea — nonutuka CMUB;

C) BbIXOAHbIE AaHHble AeWcTBUs 7.2, onpedeneHue TpeboBaHuii K MHGopMaLoHHOW Be3onacHoCTV Ans
npouecca CMUB.

PekomeHaauunmn

[ns onpeneneHns akTMBOB B pamkax obnacTu gevicteust CMUB Heobxoaumo onpeaenvTe U ykasaTb crieqy-
toLL0 MHpopMaLmio:

a) YHMKasibHOe HauMeHoBaHVe NpoLecca;

b) onncaHve npoLiecca U cesizaHHbIE ¢ HUM AEUCTBUS (Co3aaHne, XpaHeHue, nepedava, yaaneHue);
BaXKHOCTb MNpoLecca ANs opraHnsauum (KpUTUHECKUIA, BaXKHbIA, BCIOMOraTenbHbIi);

BMageneL npouecca (nogpasgeneHue opraHuaumn);
npouecchl, obecneunsatoLLie MCXoaHbIE 1 BbIXOAHbBIE AaHHbIE 3TOro NnpoLecca;

f) npunoxenust UT, nogaepxveatoLLmne NnpoLecc;

g) knaccudpmrkaumsa nHgpopmaumm (KoHPUAEHUMaNbHOCTb, COXPaHHOCTb, 4OCTYN-HOCTb, KOHTPOMbL A4OCTYNA,
HeoTKa3lyeMoCTb 1 (UN) gpyrve BaXkHble A4Sl opraHM3aLmn CBOMCTBA, HarnpuMmep, Kak OOSIr0 MOXET XpaHUTLCS
nHdopmaLs).

BbixogHble gaHHble

BbixogHble AaHHble 3TOro AeCTBMS crneaytoLmne:

a) onpefeneHHble NHopMaLOHHbIE aKT1BbI OCHOBHLIX MPOLLECCOB B OpraHu3auuy B paMmkax obnactv aen-
cteust CMUB;

b) knaccumkauma BaxXHENLINX MPOL,ECCoB U MHEPOPMAaLMOHHBLIX aKTUBOB € TOUKW 3peHUS MHCOOpMAaLIMOHHO
GesonacHoCTH.

DononHutenbHas nHgopmauua

OononHuTensHas cneynansHas nhdopmaumst He TpebyeTcsi.

~— —

c
d
e

7.4 MNpoBeaeHUe oueHKU UHdopMaLOHHON Ge3onacHoCTU

DenicTBUA

HeobxoanMo npoBecTn oUeHKy MHdOoPMaLMoHHOK 6e30MacHOCTU NyTEM CpaBHEHUS TEKYLLIErO COCTOSIHUS
WUHbOpMaLMOoHHON 6e30nNacHOCTU B OpraHU3aLym ¢ LENsiMyM opraHusaLmi.

UcxopHble paHHble:

a) BbIxogHble AaHHbIe AelcTBUA 6.5, 06beanHeHne Bcex obnacTer AeACTBUSI U rpaHuL, ANst Nony4veHust
obnacTu gevctens 1 rpaHul, CMUB — obnacTb aelictens v rpaHuubl CMUB;

b) BbIxoagHbIE AaHHbIE AelCcTBUSA 6.6, paspaboTka nonutukm CMUB v nonydeHue ogobpeHusi pykoBod-
crBa — nonutuka CMUB;

C) BbIXOAHblE AaHHble AeACTBUS 7.2, onpedeneHune TpeboBaHuWii kK nHdopMaumoHHoi 6e3onacHocTu ans
npouecca CMUB;

d) BbIxogHbIe AaHHbIE AeACTBUSA 7.3, onpegeneHne akTMBOB B paMkax obnactu gerictena CMUB.

PexkoMeHgauun

OueHka nHdopmaLumroHHol 6e3onacHoCTU — 3TO AeNCTBUS Mo ONpeaerieHunio CYLLIECTBYHOLLENO YPOBHS UH-
cbopmaLmoHHoI BesonacHOCTU (T. . npoLeayp no 3awmre MHhopMaLIMm, MPUMEHSIEMbIX B OpraHu3aLUmmn B HacTOS-
wee BpeMst). PyHaameHTanbLHoOM Lienblo oLEeHKU MHopMaLMoHHo Be3onacHoCTU sIBNSIeTCA NpeaocTaBneHme
uHcdopmaumu, nogkpenssioLLeli onucaHue, Tpebyemoe Ansi cucTembl ynpasneHusi, B oopme NOMUTUKA U pEKOMEH-
Aauuii. Heobxoaumo ob6ecneunTnb, YTOGbI BhISIBNIEHHbIE HEJOCTaTKW YCTPaHSUUChL NapannenbHo, C MOMOLLLHO Nna-
Ha NpuopuUTETHLIX AeWCTBUIA. Bce BoBNeYeHHbIe CTOPOHBI 4OMKHbI BbITL 03HAKOMITEHbI ¢ pe3ynbTatamy aHanusa
opraHusauum, CTaH4apTHLIMY IOKYMEHTaMU U UMETb 0CTYM K COOTBETCTBYIOLLUM PYKOBOAALLMM paboTHMKaM.

Mpwu oueHke MHpopMaLMoHHON 6e30MacHOCTU aHanu3npyeTcsl TeKyLLasi CUTyauus B opraHvW3aumm nytem
UCMonb3oBaHUsA cneayioLleli nHdopmaLumm 1 onpeaensieTcs Tekyllee coctosiHue nHdopmaunoHHon 6esonacHoc-
TW U HeJoCTaTKN B AOKYMEHTALMK:

a) u3yyeHue NpeanochIiok Ha OCHOBE BaXKHENLLUX NPOLIeccoB;
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b) knaccudukauma MHpopMaUMOHHBIX aKTUBOB;

c) TpeboBaHuA opraHW3aLMm K UHopMaLMoHHOI 6e3onacHocTu.

Pesynbratbl oueHkv nHdopmaLumoHHo 6e30nacHOCT BMECTE C LieNsiMU OpraHM3aLymn 4acTo ABSIFOTCS BaX-
HOM YacTblo cTUMYNALMK ByayLuei paboTel B 06nacTi nHdopmaumoHHom 6esonacHocTy. OueHka uHopMaLmoH-
Ho 6e30MacHOCTH A0SHKHA NPOBOANTLCA BHYTPEHHUM WS BHELLHUM NPOBEPSIIOLLUM, HE3aBUCHMBIM M0 OTHOLLEe-
HUIO K OpraHnsaumu.

Y4yacTBOBaTh B OLeHKe MHPOPMaLUMOHHON 6e30NacHOCTU AOMKHBI UL, XOPOLLO 3HaLWWe CYLLeCTBYHo-
LLLyto cpeay, YCIIoBUS U AACHO NpedCTaBnstoWme, YTo ABNSETCS BaXHbIM B OTHOLWEHUW WHdopMauMoHHoN 6eso-
nacHocTU. 3TW NUua AoSMKHbI BLIGMpPAaTLCS TakMM 06pa3oMm, UTobbI NpeaCcTaBNSATH LUMPOKUIA Kpyr paboTHWKOB opra-
Hu3aummn. Kpyr Takux nuu AOMKeH BKIoYaTh:

a) NUHeNHbIX pyKkosoauTenei (Hanpumep, HayaslbHUKOB NoapasaerneHuii opraHmaaumu);

b) BnagensueB Nnpoueccos (T. e. NpeAcTaBUTeNel BaXHbIX NoapasaeneHuin opraHusauum);

C) APYruX L, XOPOLLO 3HAIOLLMX CYLLECTBYIOLLYIO Cpefly, YCIOBUS U TO, YTO SIBISETCS BaXKHLIM B OTHOLLE-
HUM UHbopMaLUmoHHoM GesonacHocTU. Hanpumep, nonb3oBaTenu 6U3Hec-NpoLLEeccoB, a Takke COTPYAHWUKU, Bbl-
nonHsLWwme onepaTuBHbIE, aOMUHUCTPATUBHDIE U opuanyeckue yHKLUK.

Onsa ycnewHol oueHku nHdopMauMoHHOM 6e30MacHOCTU BaXKHbLIMU SIBMSIOTCS crieqytoLume AecTBUS:

a)onpeaeneHve U nepevucrieHne COOTBETCTBYIOLLMX CTaHA4apToB opraHusauuu (Hanpumep, ISO/IEC
27002:2005);

b) onpeaeneHne n3secTHbIX TpeboBaHUI K yNpaBneHWIo, yCTaHOBEHHbIX HA OCHOBE MOMUTUKU, 3aKOHHbIX U
obs3aTencHbIX TpeGoBaHUA, 4OrOBOPHLIX 06A3aTENLCTB, pe3ynbTaToB MpoLUeLLnX NPOBEPOK UITN OLIEHOK PUCKOB;

C) Ucnonb3oBaHWe 3TUX AOKYMEHTOB B KAYeCTBE CrPaBOYHbIX A5 NPUBNM3nTeNnbHOM OLEHKM CyLLeCTBYHO-
LKMX TpeBoBaHWI opraHM3aLmMn, KacaroLMXcsl YpPoBHS MHOPMaLMOHHOM Be3onacHoCTH.

HasHaveHve NpUopuUTETOB B COMETAHUM C aHANTM30M OpraHu3aLuy co3gaeT OCHOBY, AJ1s1 KOTOPOW AOIMKHbI
paccmaTpusaThCs NpeaynpeauTenbHbIe MEPONPUSTUS Mo 6e30MacHOCTU U NPOBEPKMU (KOHTPOIb).

Moaxoa k npoBegeHuUio oLEeHKU MHOopMaLMOHHOM Be3onacHOCTM criedyoLniA:

a) Bbl6paTh BaxkHble BU3Hec-nNpoLecchl B opraHM3aLmm 1 atanbl NpoLeccoB, Kacalolmecs TpeboBaHuii K
nHbopmaLnoHHoN 6esonacHoCTY;

b) coctaBnTb NogpobHYto 6OK-CXemMy, OXBaTbIBAIOLLYO OCHOBHbIE MPOLIECChl B OpraHU3aLu, BKIoYas
MHPPACTPYKTYPY (NOrMyeckyto U TEXHUYECKylo), ecnu oHa elle He Bblna cocTaBfieHUsa BO BpeMsi aHanusa
opraHusauuu;

¢) 06cyanTb U NpoaHanManpoBaTh C KIHYeBbIMK COTPYAHWKAMM CYLLIECTBYHIOLLLYIO CUTYaLMIO B OpraHusaumm
B OTHOLLEHUM TpeboBaHUii K MHbopMaLoHHo BeaonacHocTU. Hanpumep, kakue npouecchl ABNATCA KpUTUdec-
KUMM, HACKOJSIbKO XOPOLLO OHW B HacTosillee BpeMs paboTatoT? (MonyyeHHble peaynbrathl B AanbHenwem nc-
Monb3yHTCsI NPUY OLLEHKe pUcka);

d) onpegenuTb HegoOCTaTKW B ynpaeneHun nyTem cpaBHeHUs CyLLECTBYIOWMX CPeaCTB YnpasneHus ¢ pa-
Hee onpedeneHHbIMU TpeBoBaHUSIMU K YNpaBiieHuto;

€) onpeaennTb 1 SOKYMEHTNPOBATbL TEKYLLEee COCTOSIHUE opraHM3aLm.

BbixoaHble gaHHble

BbixoaHble gaHHble 3Toro AecTBUs NpeacTaBnatoT cobol 4oOKYMEHT, onuchiBaoLLuiA cocTosiHWe Besonac-
HOCTM B OpraHusaLum n obHapy>KeHHbIe YsI3BUMOCTHU.

DononHutenbHas UHdopmauyumsa

OueHka MHdopMaLMoHHO 6e3onacHOCTW, NPoBoANMas Ha JaHHOM 3Tane, AaeT ToNbKo NpeasapuTenb-
Hyt MHbOPMALIMIO O COCTOSIHUM UHPOPMAaLMOHHOK 6e30NacHOCTY B OpraHn3aLmmn 1 yasBUMOCTSIX, MOCKOSbKY MoJi-
Hbl HaGopP NOMUTUKU M cTaHAAPTOR MHOpPMaLIMOHHOW GesonacHocTW pa3pabaTbiBaeTcs Ha crnegytolleM atane
(cm. pasgen 9), a oLeHKa pucka elle He MpoBedeHa.

8 MNpoBeaeHne oLeHKN pUCKa U NNaHMpoBaHWe o6paboTKMN pUcKa

8.1 OnucaHue NnpoBeaeHMs OLEHKU pUCKa U NnaHUpoBaHUs o6pa6oTKu pucka

Mpuv BHeapeHn CMUB HeobxoanMMo yUnTbIBaTh CBSA3AHHbLIE C 3TUM PUCKM ANst MHpopMaLmoHHo Besonac-
HocTh. OnpedeneHue, oLeHkKa 1 nnaHupyeMble AeiCTBUSA B cryvae BO3HUKHOBEHUSI pUCKa, a Takke Belbop Lenei
¥ CpeacTB YNpaBneHus SBNSIOTCSA BaXkHbIMU 3TanaMmu BHeapeHuss CMUB v gomkHbl BbiTb NpopaboTaHbl Ha AaH-
HOM aTare.

CraHgapt ISO/IEC 27005:2008 cogepXuT crieluarnbHble pekoMeHgaumm no MeHe/KMEHTY pUcka Ans vH-
¢hopmaLMoHHO 6e3onacHOCTY U AOMKEH YrIoMWHATLCS B pasaene 8.
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Mpeanonaraetcs, YTO PYKOBOACTRO Aaro nopydeHue Ha BHeapeHue CMUB 1 obnacTb AeNCcTBUS U MoNUTHKA
CMWB onpeaeneHsl, a Takke M3BECTHbI MHGOopMaLOHHbIE aKTUBbI 1 pe3ynbTaThl OLEHKU MHbopMaLoHHO 6e30-
nacHOCTW.

Uenb:

OnpeaenvTe METOAONOMMI0 OLIEHKW prcKa, OnNpeaenunTb, NpoaHannsnpoBaTh 1 OLEHWUTL PUCKU Anst Hdop-
MaLlMOHHO 6esonacHOCTH, YToObI BbIGpaTh BapnaHTbl 06paboTku pucka v Lienu, a Takke Mepbl M CpeacTBa KOHT-
ponsi U ynpasneHusl.

ISO/IEC 27001, ccbinkn ¢ 4.2.1, c) no 4.2.1, ).

8.2 MNpoBepeHne oLeHKU pUCcKa

DencTBUA

Heob6xoa1Mmo NpoBeCTU OLEHKY prcka.

UcxoaHble AaHHbIe:

a) BbIXoAHble AaHHble pasgena 7, npoBeAeHWe aHanusa TpebosaHuii k HgopmaLmoHHoh 6esonacHocTy —
WHOPMaLLMSR, KacatoLLasica:

1 O606LLLeHHOr0 COCTOAHNSA MHOPMALIMOHHOM 6e30MacHoOCTK;

2 OnpeaeneHHbIX MHpOPMAaLMOHHbLIX aKTUBOB;

b) BbIXOAHBIE AaHHbIE AeCTBUI pazaena 6, onpeaeneHve obnactv AecTBKSA, rpaHuL, v nonutukn CMUB —
OOKYMEHTBbI:

1 ObnacTtb gectems CMUEB;

2 Monwntuka CMUB;

c) ISO/IEC 27005:2008.

Ha pucyHke 6 npeactasneHo onvcaHune gasbl OLEHKU pucka.

PekomeHaaLumn

OueHka pucka Be3onacHOCTM Ha NpednpusaTUM 4ns nogkpenneHua obnactu aericteuss CMUB Heobxoan-
Ma anst yenewHoro BHegpernuss CMUB B cooteeTcTBUM ISO/IEC 27001:2005. B pesynstaTe oUEHKU pucka
Heobxoanmo:

a) ornpeaenuTb yrposbl U UX UCTOYHUKK;

b) onpegenuTs cylecTyOWME U NNAHUPYEMble Mepbl ¥ CpeAcTBa KOHTPONA U yNpasneHus:;

C) onpeaennTb YS3BMMOCTU, KOTOPbLIE MOTYT B Crlyyae yrpo3bl HAHeCTU yLepb akTuBam Unm opraHusauum;

d) onpegenuTs NocneacTems NOTEPU KOHMUAEHLNANBHOCTH, COXPaHHOCTU, AOCTYMHOCTU, HEOTKa3yeMoCTH
UKW HapyLeHus apyrix TpeboBaHmWii kK 6e3onacHOCTW 4151 aKTUBOB;

€) OLUeHWTb BRUsIHWE Ha NpeanpusiTue, KOTOPOE MOXKET BO3HWUKHYTb B pesyfbTaTe npearnonaraembix unm
¢hakTUHEeCKMX MHUMAEHTOB MHpOpMaLMOHHO Be3onacHoCTy;

f) oLleHWTb BEPOSITHOCTL YpesBblvaliHbIX CLeHapues;

g) OLLeHNTb YPOBEHb pUCKa;

h) cpaBHWUTL YPOBHU pUCKa C KPUTEPUAMU OLLEHKU 1 MPUEMIIEMOCTM PUCKOB.

Y4yacTBOBaTb B OLIEHKE pycka A0MKHbI NALA, XOPOLLO 3HatoLLIMe Lienv opraHu3auum U noHrMatoLLme npobne-
Mbl 6e30nacHOCTM (HanpUMep, XopOoLLIO NPeACTaBNsAoLMe, YTO B HACTOSILLEE BPEMS BaXKHO C TOUKN 3pEHNA yrpo3
Mo OTHOLLEHWIO K LieSisiM opraHmaaumu). OTW nuua gomkHbl BelbupaTthesl Takum obpasoM, YTobbl npeacTaBnaTh
LUMPOKUIA KpYT COTPYAHWKOB OpraHi3aLmm (CrpaBoyHyo MHopMaLMio CM. B NpuioXkeHnu B).

OpraHu3aLusi MOXKeT UCTONb30BAaTL METOAOMOMMI0 OLEHKM pyCcKa, KOTopas IBMSIETCSA CTaHA4apTHOWM No OTHO-
LUEHWIO K MPOEKTY, KOMMAaHUW UMK OTpachu.

BbixogHble AaHHble

BbIxoaHble AaHHbIe 3TOro AeiCcTBUSA creayroLme:

a) onucaHve MeToAoNori OLLeHKN pUCKa;

b) peaynbraThl OLeHKM pUcka.

[ononHutenbHaa nHdgopmauus

MpunoxeHune B — nHdopmaupms no ponsam n cchepam oTBETCTBEHHOCTU.

MpumeuyaHne — UpesBblvalHbIli CUEHApUi — 3TO OMNMCaHWE Yrpo3bl, OKA3blBaOWEN BMWSHWE Ha
onpefeneHHylo YsI3BUMOCTb WIIM HECKOMbKO YA3BMMOCTEW BO BPeMsi MHUMAEHTa C UHDOPMaLUMOHHON 6e30MacHOCTBIO.
B crangapte ISO/IEC 27001 onucbiBalOTCA “YpesBblvalHble CueHapuW, Takue Kak «HapyweHust 6e30nacHoCTU»
(cm. ISO/IEC 27005:2008).

21



FTOCT P MCO/M3K 27003—2012

22

MonyyeHne
of06peHus
pykoBoAcTBa A/
3anycka npoekra
CMNB 5

Opobpexve
pykoBoACTBa /1A
3anycka npoekra CMNB

Onpegenexve X

o6nactu geiicTeus,
rpaHunL, 1 NOSMTUKM
CMUB 6 /

O6nacTb aelicTBus
1 rpaHuusl CMUB

Monuntnka CMNB

/

X

Bbi6op ueneii

MpoBeneHne
aHanmnsa TpeboBaHuii
K MHChOpMaLMOHHOW
6e3onacHocTn 7

Tpeb6oBaHus
K MHGOPMAaLMOHHO
6e3onacHocTn

MHopmaLMoHHble
aKTUBbI

PesynbTarthl OLEHKM
MHOPMaLNOHHON
6e3onacHocTn

W CpeacTB ynpaBneHus

8.3

Cnncok BblGpaHHbIX"N*

CPeLCTB ynpasneHus
1 ueneii ynpasneHus

lMpoBeneHve

OLIEHKM pUCKOB

1 NNaHMpoBaHue
06paboTkn puckos 8

MNncbMeHHoe yBefomieHne

06 yTBEPXAEHUN

PYKOBO/ZICTBOM BHeApeHus

CMUB

MnaH o6paboTkn pucka

Jeknapauns

O NPUMEHUMOCTU, BKIKOYasA

uenn 1 BblbpaHHble
cpeAacTea ynpasneHus

MonyyeHne caHKLmum

pyKoBOACTBA
Ha BHegpeHue

1 ncnosnb3osaHne CMWB

8.4

YTBEpXAEHME
BHegpeHus CMUB

[MpuHATME OCTaTOUHbIX

pu1ckoB

OnwucaHvne gelicTBUnA"

BK/TlOYaA Uenn

1 BblGpaHHble cpeacTea

ynpasneHus

PucyHOK 6 — OnucaHne asbl OLEHKM pucka

BpemeHHas wWkana

BpemeHHaa wWwkana



roCTP UCO/M3K 27003—2012

8.3 BbiGop ueneit u cpeacTB ynpaBneHus

DenicTBUA

Heobxoavmo onpeaenvTs BapuaHTbl 4eACTBUI B Criydae BO3HWKHOBEHWS pUCKa, a Takke BbIbop cooTBET-
CTBYIOLLUX CPEACTB YNpaBneHusl, B COOTBETCTBUN C onpeaefieHHbIMY BapuaHTamMuy AeACTBUIA B CliyYae BO3HWUKHO-
BEHWSI prcKa.

UcxoaHble AaHHbIe:

a) BbIxodHble AaHHbIe AeCTBUSA 8.2, NpoBEAEHNE OLEHKM pUcKa — pe3yrbTaTbl OLEHKM pUCKa;

b) ISO/IEC 27005:2008;

¢) ISO/IEC 27002:2005.

PekomeHaaLumn

BaxkHo onpedenvTb COOTHOLLEHWE Mey pUcKamu 1 BbIBpaHHbIMK BapraHTamn obpaboTku pucka (Hanpu-
mep, nnaH obpaboTku pucka), MOCKOMbKY 3T COOTHOLLEHUs1 gatoT 0bobLieHne obpaboTku pucka. BoamoxHble
BapuaHTbl 06paboTku puckos Nepeumncnsiotea B ctaHgapte ISO/IEC 27001:2005, 4.2.1, ).

MpunoxeHwre A k ctangapTty ISO/IEC 27001:2005 (HopmaTtueHoe) «Llenn n mepbl (cpeacTBa KOHTPONs)»
ncnonb3ayeTca Ans BbIbopa Lenel 1 cpedcTB ynpasneHnus AeNCTBUAMU B Cryyae BO3HUKHOBEHMWS pucka. Ecnv B
MpunoxeHnn A HET NoAXoAALLMX LieNein 1 cpeacTB yrpaBneHns, cregyeT onpeaennTs U NCrosfib3oBaTh AOMOMHN-
TenbHble Lenu, 1 Mepbl, U cpecTBa KOHTPONA W ynpaeneHns. BaxHo NpoaeMoHCTpMpoBaTh, Kak BbibpaHHbIe
MepbI 1 cpeacTBa KOHTPOIS U YNPaBEHUs] MOTYT CHU3WUTb PUCK, YTO TpebyeTcsi B COOTBETCTBUM C MiiaHoM obpa-
6OTKM pUcka.

[anHble, npuBedeHHble B cTaHdapTe ISO/IEC 27001:2005, MpunoxeHue A, He SABNSIOTCA MCHEpMbIBaOLLM-
mu. ins nogkpenneHns noTpebHocTel KOHKpeTHOro NpeanpusaTus, a Takke CMUB MoxHO onpeaenvTes Mepy U
CPEeACTBO KOHTPOJs U ypaBeHUs], XapakTepHble st 4aHHOW oTpachu.

B crnyuae cHkeHWs pyucka ycTaHOBMIEHWE COOTHOLLEHNSA MeXAY KaXabIM PUCKOM W BbIBpaHHLIMM LLensaMu 1
cpeAcTBaMu ynpasneHust sBNsieTcsl nonesHbIM Ans paspaboTtkm BHegpeHuss CMUB. 3To cooTHoLLIeHNe MOXHO
[06aBUTE B CNINCOK COOTHOLLEHWUIA MEXAY PUCKaMU 1 BapuaHTaMn 06paboTK pUCKOB.

[ns obnerdeHns ayauta opraH13aums 4ofmKHa COCTaBMTb NepeYeHb CpeacTB yrpaBneHust, BbIBpaHHbIX Kak
nogxoasiue n npumerHmmble anss CMUB opraHnsaumn. 31o gaeT A0NONHUTENbHbBIE MPEUMYLLECTBA, CBSA3AHHbIE C
ynyuLIEHWEeM AeNoBbIX OTHOLLIEHWUIA, HANpUMep 3NeKTPOHHbIA ayTCOPCWHE, MyTeM NpeAoCTaBNEHNS ONCaHNS CPeacTB
ynpaeneHns Ha MecTe.

BaxHo 3HaTb 0 TOM, YTO OonMcaHWe cpedacTB ynpasneHusi ¢ 60MbLUOK BEPOATHOCTLIO MOXET codepXaTb
cekpeTHyt nHdopmauumo. CnegosartenbHo, cobnrogaTts 0CTOPOXHOCTL MPK NpeJocTaBNeHUN JOCTyMa K onuca-
HWIO CPeaACTB yMnpaBfeHUst Kak BHYTPEHHWM, TaK U BHeLIHUM nonydaTensmM. dakTnyeckv MoXeT BO3HUKHYTb
HeobxoanMocCTb ydeTa uHdopmMaumm, NosensitoLLercs B pesynstarte co3gaHuss CMUB, Bo Bpemsi onpegeneHums
aKTVBOB.

BbixogHble gaHHble

BbIxogHble AaHHble 3TOro AecTBUSA cneayroLume:

a) nepeyeHb BbIOpaHHbIX Lienel U cpeacTs YNpaBieHus;

b) nnaH 06paboTku prcka, BKIOHAOLLMIA:

1 OnncaHve COOTHOLLEHWS MEXAY prckamu 1 BbIBpaHHbIM BapnaHToM 06paboTKM prcka;

2 OnucaHne COOTHOLLEHWS MEXAY pUCKaMu 1 BbIBpaHHBIMK LIENSIMX 1 cpeacTBaMy yripaeneHust (0cobeHHo

B CIlydae CHUXEHUsI pucka).

DononHutenbHas nHdopmauyma

ISO/IEC 27002:2005.

8.4 MNonyyeHune caHKLUMN pyKOoBOACTBA Ha BHeapeHUe U ucnonb3oBaHne CMUB

OencrtBun

Heobxoaumo nony4mTb caHKUMio pykoBoacTBa Ha BHeagpeHne CMUB, a Takke 4OKYMEHTMPOBaThL NPUHATAE
OCTaTOUHbIX PUCKOB.

UcxoaHble AaHHble:

a) BbIxoAHble AaHHble AeCTBUIA B 5.4, cocTaBneHne onvcaHus cnydas npumeHeHna CMWB anga gaHHoro
nNpeanpuaTus 1 NnaHa npoekTa Anst yTBepXAeHUS pyKOBOACTBOM — MNepBOHaYanbHoe yTBepieHue pykoBoa-
cTBOM npoekta CMUB;

b) BbIXOAHbIE AaHHbIE AeNCTBWI B NyHKTE 6, onpeaeneHne obnactu gecTaus, rpaHuL, v nonutkm CMUB —
OOKYMEHTBI:

1 Monutuka n uenn CMUB;

2 O6nacTb gelicteus CMUB;
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C) BbIXOAHbIE AaHHbIE AeCTBMSA 8.2, NpoBeeHMe OLLEHKM pUcka — JOKYMEHTLI:

1 OnucaHve MeToa0NOrNA OLIEHKM PUCKa;

2 PeaynbraThl OLEHKN pUcka;

d) BbIXxoAHble AaHHble aericTeums 8.3, BbIOOP Lienei n cpeacTs ynpasneHnsa — nnaH obpaboTkm pucka.

PekomeHaauumn

[ns nonyyeHusi ogobpeHns pykoBoACcTBa He06X0oaMMO NoAroTOBUTL AOKYMEHTbI, OMWChIBAEMbIE KaK NCX04-
Hble AaHHble 415 AaHHOro NoAMNYHKTa, U NpeAcTaBUTb UX Ha pacCMOTpEeHUe PYKOBOACTBA AJ151 OLEHKU U MPUHATUSA
peLleHusl.

MoaroToBka Aeknapavuuy o npuMeHMMocTH (SoA) AorkHa BbITh BKIOYEHa Kak YacTb paboT no MeHemkMeH-
Ty uHcpopmMaumoHHoI BezonacHOCTW. YpoBEHb AeTannaaumm, C KOTOPbIM onpeaensitoTCst Mepbl U cpeacTBa KOHTPO-
11 M yrpaBneHns, JoSHKeH COOTBETCTBOBATL TpeboBaHuaM, nogkpennstowym yteepxaeHne CMUB pykoBogcTBOM
opraHM3auum.

Heobxoanmo nonyunte ogobpeHue BbicLLEro PyKOBOACTBA AN NPUHSATAS pelleHns 0 MPUHATUM ocTaTouy-
HbIX PUCKOB, a TaKKe CaHKLUMIO Ha dpakTnieckoe ncnonbsosaHne CMUB. 3T pelueHnst AomKHbI OCHOBLIBATLCS Ha
OLieHKe PUCKOB W BEPOATHOCTY UX BO3HUKHOBEHWS B peaynbtate BHegpeHus CMUB, B cpaBHeHUN ¢ puckamu,
BO3HMKaIOLLMMM B criyyae, Korga cuctema He NpUMEHSIETCS.

BbixogHble gaHHble

BbixogHble AaHHbIe 3TOro AeNCTBUS crneaytoLLme:

a) NMcbMeHHoe yBeaomeHve 06 ogobpeHun pykosoacTeoM BHedpeHuss CMUB;

b) NpuHATME PpYKOBOACTBOM OCTaTOUHBIX PUCKOB;

C) Aeknapavusi 0 NPMMEHMMOCTMW, BKItoYas Lienu 1 BbiGpaHHbIe Mepbl 1 cpecTBa KOHTPOMS 1 YPaBeHNs.

DononHutenbHas nHdopmaums

[HononHuTenbHas cneunansHas nHpopmaums He TpebyeTcs.

9 Paspabotka CMUB

9.1 OnucaHue pazpabotkn CMUB

Ha gaHHom aTane gomkHbl 6bITe pazpaboTaHbl pabounii npoekt CMUB 1 nnaHWpyeMble AeCTBMS NO BHe-
ApeHuto cuctemel. KoHeuHbil npoekt CMUB gomkeH 6bITb YHUKaNBHLIM B AeTanaxX Ana KOHKPEeTHOW opraHvW3aumm
B 3aBWCMMOCTY OT pe3ynbTaToB NpeablayLLmMx AeCTBUIA, a Taikke pe3ynbTaToB KOHKPETHbIX AeUCTBUIA B cdhase
pas3paboTku, oNnckIBaeMbIX B AaHHOM NyHKTE.

Pe3synbTaToM BbINONHEHWUSI 4AHHOTO NYHKTa ABNSAETCSt KOHKPETHLIN KoHeYHbI nnaH npoekta CMUB. Ha oc-
HOBe 3TOro NyaHa MoxeT 6bITb 3anyLeH Nnpoekt CMUB B opraHusaumm kak caMmas nepsas asa ocyLwecTBNeHUs
(*DO”) umkna PDCA (Plan, Do, Check & Act — nnaH, ocyliecTBrieHWe, NpoBepka, AeUCTBue), ONUCLIBAEMOro B
ctangapte ISO/IEC 27001:2005.

MpeanonaraeTtcs, UTo pyKOBOACTBO Aano nopy4yeHue Ha BHeapeHue CMUB, koTopoe onpeaeneHo B o6nac-
Tn gencteua n nonutuke CMUB. NpegnonaraeTcs, 4TO NHOPMAaLMOHHbIE aKTUBbI, @ TakkKe pe3ynsTaThl OLEHKU
nHpopmaLumoHHoN BesonacHOCTN AOCTYMHLI. Kpome Toro, AomkeH BbITk AoCTyneH NnaH o6paboTku pucka, onunckl-
BaOLLMI PUCKK, BapuaHTbl 06paboTkn pucka u onpeaeneHHble BelbpaHHbIe Liefn, a Takke Mepbl U cpeacTea
KOHTPOMA U ynpaeneHus.

OnuceiBaemas 3aecs paspabotka CMUB cocpegoToqeHa Ha BHYTPeHHE cTpyKType U TpebosaHuax CMUB.
CnegyeT 0TMeTUTb, YTO B onpeaeneHHbIX cyyaax paspabotka CMUB MoXeT NPAMO UNW KOCBEHHO BWUATL Ha
paspaboTky 6usHec-npoueccos. Takke cnegyer 0OTMETUTb, HYTO 0BbIYHO TpebyeTca 06beAnHEeHNEe KOMNOHEHTOB
CMWEB c cyluecTBOBaBLUMMK paHee NnaHamu ynpaeneHua U uHdbpacTpyKTypoi.

Uenu

CoctaBuTb koHe4HbI NnaH BHeapeHnss CMUB nocpeacteoM paspaboTku cucTemMbl 6e3onacHoCcTv opraHuasa-
LK Ha OCHOBE BbIGpaHHbIX BapuaHTOB 06paboTku pucka, a Taicke TpeboBaHWIA, KacatoLLMXCS 3anncen U AoOKYMEH-
TOB 1 pa3paboTku cpeacTB ynpaeneHus, o6beanHaowmx Mepbl 6esonacHocT UKT, chnsndeckme n opraHusaum-
OHHble Npouecchl ¥ paspaboTky cneunanbHbix TpebosaHui Ans CMUB.

ISO/IEC 27001: 2005, ccbinka: 4.2.2, a)—e),h)

Mpu paspabotke CMUE cneayeT NPpUHATL BO BHUMaHWe criedlytoLue BOnpochl:

a) 6e3onacHOCTb OpraHM3aLnn — oxBaTbiBaeT aAMUHUCTPATUBHLIE acrekTbl MHhopMmaLumnoHHon 6esonacHoc-
TH, BKSIlOYAs OTBETCTBEHHOCTb, BO3HUKAIOLLYIO NPW BbINOSIHEHUM NPOLIECCOB B opraH13aumn, 3a 06paboTky pucka.
OTn acnekTbl cnegyet ocbopMUTE B rpynny AeNCTBUIA, B peaynbTaTte KOTOpbIX hopMUpyeTCa NONUTHKa, Lenu, Npo-
Leccbl U npoueaypbl NPopaboTKU U NOBLILLEHUA MHAOPMALMOHHOW Ge3onacHOCTU B OTHOLIEHUW NOTpeGHOCTew
W PUCKOB OpraHu3aumu;
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b) 6esonacHocTs KT — oxBaTbIBaeT acnekTbl MHopMaLoHHoM 6e30MacHOCTU, CBA3AHHbIE C OTBETCTBEH-
HOCTbIO 33 CHWKEHWE PUCKOB MpK BbINOHeHWU onepauuii ¢ KT, 3TW acnekTbl 8omkHbl 06ecnedmBaTh BbinonHe-
HUe Tpe6GOoBaHMIA, YCTAHOBMNEHHbIX OpraHu3aLmnei, 1 TeXHUYeckoe BHeAPEHWE CpeCTB YNpaBneHUs Ans CHNKEHUS
PUCKOB;

c) 6e3onacHOCTb hMandecknx 06 EKTOB — OXBATLIBAET acneKTsl MHgopMaLMoHHO 6e3onacHOCTU, CBSA3aH-
Hble, B YaCTHOCTU, C OTBETCTBEHHOCTLI0, BO3HMKaOLeN Npy npopaboTke hrUsn4eckoro oKpyXeHusl, Harnpumep
30aHUA U X MHGPACTPYKTYPbI, 3a CHKEHWE pucka. T acnekTbl AoSKHbI 06ecneyunBaTh BbinonHeHne Tpeboga-
HWIA, yCTAHOBNEHHbIX OpraHu3saLueil, u TEXHUYeckoe BHeAPEHWE CPeACTB ynpasneHns Ans CHUKEHUSI PUCKOB;

d) ocobble TpebosaHua Kk CMUB — oxBaTbIBatoT acrnekTsl, CBsA3aHHbIE C pasnyHbLIMM ocobbiMy TpeGoBaHu-
amu kK CMUB B cooTteTcTBMK ¢ ISO/IEC 27001:2005, B OTNNYME OT aCMEKTOB, OXBAThbIBAEMbIX B TPEX APYriX
obnacTax. OcHOBHOE BHUMaHWE yAENAETCst onpeaeneHHbIM AeNCTBUSIM, KOTOPbIe JO0MKHbI BEIMOSHATLCS MPY BHe-
ApeHnn CMUB ans nonyyeHusi pabotocnocoBHol cucTeMbI, BKIOYas:

1 MOHUTOPWHT;

2 NamepeHus;

3 BHyTpeHHuin ayaut CMUB;

4 O6y4eHune N MHdOPMMPOBaHWE;

5 YnpasneHue B Ype3Bbl4aiHbIX CUTYaLIUSX;

6 MpoBepku, ocyLLEeCTBNSEMbIE PYKOBOACTBOM;

7 YcoBeplueHcTBoBaHWe CMUB, Bkovas koppekTupytoLme 1 npegynpexaatoLime AecTeus.

Mpu paspaboTke npoekta CMUB 1 cBA3aHHOrO C HUM NaHMPYyeMoro BHeApPeHUsi cpeacTB yrpasneHus
[AOMKHbI UCMONb30BaTLCA KBaNUMUKaUMA 1 onblT paboTHUKOB TeX YacTeil opraHusaumK, KoTopble HaxoaaTcs
B obnactu gericteus CMUB nnu HecyT agMUHUCTPATUBHYIO OTBETCTBEHHOCTb, cBAzaHHyo ¢ CMUE. AcnekTel,
cBsazaHHble ¢ CMUB, TpebytoT anarnora ¢ pykOBOACTBOM.

[nsa paspaboTki BbIBpaHHbLIX CPEeACTB ynpaBneHus, TPUMeHsIeMbIX Anst 06paboTku pucka, BaxHo paspabo-
TaTk cpeay besonacHocT UKT 1 6esonacHocTu chusndeckmx o6beKToB, a Takke cpegy 6esonacHocT opraHmaa-
umn. BesonacHocTb UKT cBAzaHa He TOMbKO ¢ MHGOpMAaLIMOHHBIMU CUCTEMaMU U CETSIMU, HO TaKKe U C TeXHUYec-
kumu TpeboBarMsIMU. BesonacHocTb hranvecknx 06LEKTOB CBSI3aHa CO BCEMMW acnekTamy KOHTPOs AocTyna,
HeoTKa3yeMoCTH, hr3n4ecKkoit 3aLLnTbl MHEPOPMALMOHHBIX aKTUBOB U XpaHUMOi MHcopMaLmK, a Taikke caMa siB-
nseTcs cpeacTBOM 3aLLMThI 4NN yripaBieHust 6e30nacHoCTbIo.

Mepbl 1 cpecTBa KOHTPOMSA U yNpaBneHus, BbIbpaHHbIe B AeNCTBUSX, ONUCLIBAEMBbIX B 8.3, A0SKHBI Npu-
MEHSITLCA B COOTBETCTBUM C OCOBLIM CTPYKTYPUPOBAHHBLIM U AeTaNU3NPOBAHHbLIM NiaHOM BHEAPEHUS, ABNSIO-
LMMcs YacTeto NnaHa npoekta CMUB. Ota ocobas yacTb nnaHa npoekta CMUB gonkHa onuckiBaTe AEACTBUS B
cryyae BO3HUKHOBEHUS KaXKA0ro BuAa pyucka Ans A4OCTMXEHUs Lenel ynpasneHus. 31a ocobas vacte nnaHa
npoekta CMUB siBnsieTcst BaXKHOW, ecrivi Heobxoaumo npaBunbHO U 3dheKTUBHO NPUMEHUTL BblbpaHHbIE Mepbl 1
cpefcTBa KOHTpons 1 ynpaeneHus. [pynna ynpasneHus UHgopMaLMoHHON 6e30MacHOCTLIO OTBEYAET 3a COCTaB-
neHue atoi ocoboit yacTu nnaHa BHegpeHust CMUB, koTopas 3aTem 06pasyeT KoHeuHbIl nnaH npoekta CMUB.

9.2 PaspaboTka uHcopmaumuoHHoil 6e3o0nacHOCTU opraHM3auumn

9.2.1 Pa3paboTka KOHEYHOW CTPYKTypbl OpraHusauuu ansi MHopmaLMoHHon 6esonacHocTH

DencrTBuUn

Heobxoanmo conocTtasuTh hyHKLMK, porin U ccepbl OTBETCTBEHHOCTU B OpraHu3aLn, CBA3aHHble ¢ HGop-
MaLMOoHHOI 6e30nacHOCTLI0, ¢ 06paboTKOM PUCKOB.

UcxogHble paHHble:

a) BbIxoAHble AaHHbIe AencTBUA 5.3.2, onpegeneHue ponev u ccep OTBETCTBEHHOCTU ANA NpeaBapuUTeb-
Hot obnacTu geictena CMUB — Tabnuvua poneii 1 ccbep OTBETCTBEHHOCTH;

b) BbIXOAHLIE AaHHblE AeNCTBUA 6.5, 06beanHeHVe Bcex obnacTtel AeUCTBUA U rpaHUL, ANA NONyYeHust
obnactu aencteuna u rpaHny, CMUB — obnactb geiicteus u rpaHuusl CMUB.

Ha pucyHke 7 npeacrasneHo onucaHue dasbl paspabotkn CMUB;

C) BbIxoAHble AaHHble AencTeuA 6.6, paspabotka nonutukn CMUB 1 nonyuenue ogobpeHus pykosoa-
crBa — nonutuka CMUB;

d) BbIx0oAHblE AaHHble AecTBUs 7.2, onpeaeneHue TpeboBaHnit k MHgopmaLroHHoi GesonacHocTy Ans
npouecca CMUB;

e) BbIxogHble AaHHbIe AelicTBUA 7.3, onpeaeneHne akTMBOB B paMkax obnactu geicrens CMUB;

f) BeIXOAHbIE AaHHbIe AeicTBMSA 7.4, NpoBeaeHne oLeHKW HpopMaLMoHHoI 6e3onacHoCTH;

g) BbIXOAHbIE AaHHbIe AeicTBUSA 8.2, NpoBeaeHNEe OLIEHKU pUcKa — pesynbTaThl OLEHKU PUCKa;

h) BbIxogHble AaHHbIe AecTBUSA 8.3, BbIGOP Lieneli 1 cpeacTs ynpasneHus;

i) ISO/IEC 27002:2005.
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PekoMmeHaauuu

Mpwu paspaboTke CTPYKTYpbI OpraHu3aLMm U NpoLLeccoB Ans BHYTpeHHMX onepauuin CMUB cnegyeT nonbi-
TaTbCs co3AaTh UX U O6BEANHUTL C YXKe CYLLECTBYIOLMMU, €CNK 3TO NPaKTUYECKW NpUMeHUMo. To4HO Takke
obbeanHeHne CMUB ¢ 6onee LUMPOKUMU paHee CYLLLEeCTBOBABLUMMW CUCTEMAMM yNpaBreHus (Hanpumep, BHyT-
peHHWA ayauT) cneayeT yuuTbiBaTh B npouecce paspabotku CMUB.

CTpykTypa opraHusauuu, paspabartbisaemas ans CMUB, aomkHa oTpaxaTb AeWCTBUS MO BHEAPEHUIO U
ncnonb3osaHnio CMUB, a Takke, HanpuMep, NpopaboTKy MeTOA0B MOHUTOPUHIA M 3aNUCK Kak YacTb onepaumm
CMUB.

CooTBeTCcTBEHHO CTpYyKTypa onepaumin CMUB gomkHa paspabatbiBaTbCsl Ha OCHOBE MiaHUpyemoro npume-
HeHuss CMUB ¢ yyeTom cnegytouero:

a) Hy>kHa N kaxxgas ponb no BHeapeHnio CMUB ana sbinonHerust onepauuin CMUB?

b) oTnuyatoTca nu onpeaeneHHsble ponu ot ponei no eHeapeHuio CMUB?

C) Kakve ponu gomkHsl bbiTb fo6aBneHsbl Ans BHegpeHus CMUB?

Hanpumep, moxHo Ao6aBuTL cneaytoLime ponu Ans BeinonHeHus onepauuii CMUB:

a) Nuuo, OTBETCTBEHHOE 3a onepaLmm o nHopmMaumnoHHoW 6e3onacHOCTH B KaXaoM noApasaeneHun;

b) nuuo, oTBeTcTBEHHOE 3a M3MepeHue CMUB B kaxxaom nogpasaeneHuu.

PaccmoTpeHne nyHKTOB, ykasaHHbIX B Mpunoxernun B «Ponu u ccepbl oTBeTCTBEHHOCTU B 06nacTv uHdop-
MaLMoHHOV 6e30nacHOCTU», COCOBCTBYET MPUHATUIO PELLEHUS MO CTPYKTYPE U POSISIM MO BhINOSTHEHUIO onepaLuii
CMWMB nyTem nepecmMoTpa CTPYKTYpbl U poneit no BHeapeHnio CMUB.

BbixoagHble gaHHble

BbixogHble AaHHbIe 3TOro AeCTBUA NPeAcTaBnsaoT COBoN AOKYMEHT, ONUCHIBAIOLLNIA CTPYKTYPY OpraHu3a-
Lyu, ponu 1 ccoepbl OTBETCTBEHHOCTH.

HdononHutenbHas nHgpopmayusa

MpunoxeHve B — Ponu 1 ccbepbl 0TBETCTBEHHOCTH B 06nacTu uHcopmaLuoHHor besonacHocTu.

Mpunoxerue C — UHdopmaLusi no BHyTPEHHeMY ayauTy.

9.2.2 Paspa6oTka ocHoBbI AnsA gokymeHTuposaHua CMUB

OenctBuna

Heobxoanmo NpoKoHTPOMpoBaTh 3anucy U AoKyMeHTbl B cucteme CMUB nyTem onpeaeneHus TpebosaHunii
1 OCHOBbI, NO3BOJIAIOLLEN BbINOMHWTE TPEBOBAHUS MO TEKYLLEeMy KOHTPOMO 3anucei U JOKYMEHTOB B CUCTEME
CMUB.

UcxoaHble AaHHble:

a) BbIXoAHbIe AaHHble AeicTBuA 6.5, 06beauHeHUe Bcex obnacTeil AeACTBUS U rpaHULL Ans NonydYeHust
obGnacTu gencTeus n rpaHny, CMUB — obnacTs gencteus u rpaHusl CMUB;

b) o6nacTb aeiictams u rpaHuy, CMUB;

C) BbIxoAHble AaHHble AeicTeus 6.6, paspabotka nonutukn CMUB v nonyyeHne oaobpeHnst pykoBog-
ctBa — nonutuka CMUB;

d) BbIXogHblE AaHHbIe AecTBUA 8.4, NonyyeHe caHKLMK PYKOBOACTBA HA BHEAPEHUE U UCMOMNb30BaHne
CMUB;

e) BbIxogHble AaHHble AeicTeus 9.2.1, paspaboTka KOHEYHOW OpraHN3aLMOHHOW CTPYKTYPbI Anst uHdbopma-
LIMOHHOV BesonacHoCTy;

f) ISO/IEC 27002:2005.

PekoMeHaaLuun

PaspaboTka sanuceit CMUB BktovaeT criegytoime oeicTBus:

a) ocHoBa, onuckIBatoLLasa NPUHLMMLI AokyMmeHTupoBaHus CMUB, cTpykTypa npoueayp AOKYMEHTUPOBAHUS
CMWB, cesAzaHHbIe ponu, popMaThl AaHHbIX M KaHasbl epeAayy AaHHbIX ANst OTYETHOCTU Nepes PyKOBOACTBOM;

b) paspaboTka TpeboBaHWi K QOKYMEHTaLMK;

c) paspaboTka TpeboBaHWii k 3anncsim.

DokymeHTauums no CMUB gornkHa BKNoYAaTh 3anvMcuy peLleHunii pyKoBoACTBa, obecneunBaTb BO3MOXHOCTb
oTCneX1BaHusa AeCTBUIA 415 TPUHATWA peLleHuiA 1 pa3paboTku MONUMTUKU PYKOBOACTBOM U BOCNPOW3BOANUMOCTb
3anuncaHHbIX pe3ynsLTaTos.

HokymeHTbl o CMUB gonxHbl cogepxatb NpuaHaku Toro, YTo Mepbl U CpecTBa KOHTPOSIA U yNpaBrieHus
BblbpaHbl Ha OCHOBE pesynbTaToB OLEHKU pyucka M 06paboTku pucka M YTO Takue Mpouecchl NPUMEHSITCS B
coyeTaHuu ¢ nonuTukoi u uensmm CMUB.

[okymeHTauus BaXkHa Ans BOCNPOU3BOAVMOCTU pe3yrnkTaTtoB v npoleayp. B Tom, 4to kacaeTtcs BbiGpaHHbIX
cpeacTB ynpaBneHusl, ycTaHOBKa U JOKYMEHTMpoBaHUe nNpoueayp AOMKHbI coaepXaTh CCbIKY Ha N1uUo, OTBeT-
CTBEHHOE 3a paKTUUECKYH0 YacTb AOKYMEHTaLMu.
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HokymeHrTaLms no CMUB gomkHa BKtoYaTb AOKyMeHTaLuto, ykasaHHyto B ISO/IEC 27001:2005, nyHkT 4.3.1.

Heob6xoavmo ocyllecTeNSATL ynpasneHue gokymeHtamu no CMUB 1 caenate vx AOCTYMHLIMU NepcoHany
npu HeobxognmocTn. TK EACTBUS BKIOYAIOT:

a) yupexaeHvue agMUHUCTpaTMBHON NpoLeaypsbl yrpasneHust gokymeHtamu no CMUB;

b) noaTBepXaeHe cooTBETCTBUSA hopmaTa AOKYMEHTOB nepes UsgaHvem;

c) obecneyeHne onpeaeneHns 3MeHeHW 1 TeKyLLEero COCTOSHUA peaakLMii AOKYMEHTOB;

d) 3aLumMTa 1 KOHTPOIb AOKYMEHTOB Kak MHOPMaLMOHHbIX aKTUBOB opraHi3aLuu.

BaxHo, 4To6bl COOTBETCTBYHOLLME BEPCUU MPUMEHSIEMbIX AOKYMEHTOB BbIsiv AOCTYMHbI B MYHKTAX UCMOSb-
30BaHUs1, YTOBLI AOKYMEHTbI 6bIIM ya0bounTaeMbIMU, Nerko MaeHTUULMPYEMbIMU, NepedaBannch, XpaHuInch
WK, B KOHEYHOM cYeTe, OTKITOHSANNCL B COOTBETCTBWM C NpoLeAypamMu, MpUMEHSIEMbIMI K X KnaccudukaLmm,

Kpome Toro, BaxkHo 0becneunTb, YTOObI AOKYMEHTbLI M3 BHELLHUX UCTOHMHUKOB Nerko MaeHTUULMPOBaniiCh,
YTOObI KOHTPONMPOBANOCH pacnpPoCTpaHeHe AOKYMEHTOB, NpeAoTBpaLLlas HenpeaycMoTPEHHOE UCMoNb3oBaHNE
ycTapeBLUMX AOKYMEHTOB U NPUMEHSIS K HIM COOTBETCTBYIOLLME NpoLeaypbl OTCNEXUBAHWS, ECIN OHU COXpaHsi-
toTCS € KakoW-nnbo Lensto.

3anvcy AoMmKkHbI co3aaBaThCs, COXPaHSTLCA U KOHTPONMPOBATLEA Kak cBUAeTeNbLCTBO Toro, Yyto CMUB
opraHmsauum cootBeTcTBYeT cTaHgapTy ISO/IEC 27001:2005 v uto onepavumn 3dpeKTUBHbI.

Takke TpebyeTcs coxpaHsiTh 3an1cy COCTOSIHWUS BHEAPEHWS cMCTEMbI A4ns Beeit dpasbl PDCA, a Takke 3anu-
c1 06 MHUMAEBHTaX U cobbITUSIX, CBSIZaHHBIX € MHopMaLmoHHOW 6e3onacHoCTLIo, 3anvcu 06 obpasosaHum, 0byue-
HWK, HaBbIKax, onbiTe WU KBanudukaumm, BHyTpeHHeM ayante CMUB, KOppekTUpYIOWIMX 1 NpeaynpexaatoLLmMx
OeACTBUSIX 1 OpraHU3aLLMOHHbIE 3anuncK.

[ns KoHTpons 3anvcei Heo6xoa4NMO BIMOMHUTL CriegyloLLue 3agaqin:

a) AOKYMEeHTUpOBaTb Mepbl 1 CPEACTBa KOHTPOSS U ynpaBneHus, Tpebyemblie Ana naeHTudmukaummn, xpaHe-
HWS, 3aLLMTHI, MOUCKa U yAaneHust 4aHHbIX, M JOKYMEHTMPOBATb NPOAOCIIKUTENBHOCTb XpaHEeHNs;

b) onpeaenuTb, YTO 1 B Kakol CTeNeHW JOIMKHO 3anuchbiBaTLCA B Npoueccax ynpaeeHUa opraHusaunen;

C) ecnv COOTBETCTRYIOLLMM 3aKOHOAATENbCTBOM onpeAeneH Kakon-nubo nepuos XpaHeHus, OH AOSKeH
6bITb YCTAHOBNEH B COOTBETCTBUN C 3TUMU 3aKOHHLIMMW TPEBGOBaHUSAMM.

BbIxoAHble AaHHble

BbIxoaHble AaHHbIe 3TOro AeCTBUSA criegytoLme:

a) AOKYMEHT, onu1cblBatoLLmMii TpebosaHus k 3anucam CMUB 1 KoHTponto AoKYMeHTauuu;

b) xpaHunuwwa v WwabnoHbl Tpebyemsix 3anucet CMUB.

DononHutenbHas nHdopmauums

JononHuTeneHas cneunansHas Hdopmauma He TpebyeTcs.

9.2.3 PaspaboTka nonuTuKn nHdopmaLMoHHON Ge3onacHOCTH

DenicTBUA

HeobxoaMmo AOKYMEHTUPOBATE CTpaTErnyecKyo Mo3uumio PyKOBOACTBA U afMUHUCTPaLMK, CBA3AHHYIO C
LensiMy nHpopmaLmoHHo 6e30MacHOCTM B OTHOLLEHWUW Ucnonb3osaHus CMUB.

UcxoaHble pgaHHble:

a) BbIXxoAHble AaHHble AeicTeuA 5.2, onpegenvTb NPUOPUTETEI opraHusauumn ans paspabotkn CMUB —
00606LLIeHHbIe Lienn 1 nepedeHs TpeboBaHuiA;

b) BbIxogHble daHHble AeAcTBUA 5.4, cocTaBneHWe onncaHus cnydas npumeHeHnss CMUB ana aaHHoro
NpeanpusaTAA U NNaHa NpoekTa Ans yTBepXAeHNs PyKoBOACTBOM — MepBoHaYanbHoe YyTBEpPXKAeHNe pykoBoa-
ctoM npoekta CMUB;

C) BbIXo4Hble AaHHble AeicTBuA 6.5, o6beanHeHne Bcex obnacTei AeACTBUA U rpaHUL, ANs NonyYeHns
obnacTtu geicTBus 1 rpaHuL, — obnacTb AeicTems U rpaHuubl CMUB;

d) BeIxogHble AaHHble gelicteus 6.6, paspaboTtka nonutukn CMUB 1 nonyyeHne ogobpeHns pykoeoa-
ctBa — nonutuka CMUB;

e) BbIxodHble faHHble AelCTBUA 7.2, onpeaeneHne TpebosaHuii K nHopmMaLuoHHoh BesonacHocTy Ans
npouecca CMUB;

f) BbIXOAHBIE OaHHbIE AelicTBMSA 7.3, onpeaerneHne akTMBOB B paMkax obnactu gectens CMUB;

g) BbIXxoAHble AaHHble AeicTBUs 7.4, NpoBeaeHNe OLeHKN MHopmaLumoHHo 6e3onacHocTy;

h) BbIxogHble AaHHbIE AeicTBMSA 8.2, NpoBeAeHWe OLEHKM pUcka — pesynbTaThl OLEHKM PUCKa, BbIXOAHbIE
AaHHble Aenctana 8.3, BbIGOP Lieneli U CpeacTB ynpaBneHus;

i) BbIXOAHbIE AaHHble AercTBUA 9.2.1, paspaboTka KOHEYHOW CTPYKTYPbI OpraHusaLuv ans nHgpopmarmon-
Hoi GesonacHocTy;

j) BbIXOAHbLIE AaHHbIe AencTBrs 9.2.2, pa3paboTka 0cHOBbI 4N AokyMeHTuposaHuss CMAB;

k) ISO/IEC 27002:2005, nyHkT: 5.1.1.
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PekomeHaauuun

MonuTuka nHopMaLMoHHOM Ge30MacHOCTM AOKYMEHTUPYET CTPaTErMYECKyo NO3NLMI0 OpraH13aLm B OTHO-
LIeHWUN MHdOoPMaLIMOHHOI Be30nNacHOCTU BO BCE OpraHm3aLni.

MonuTuka cTpouTCs Ha ocHOBE MHboPMaLIMK U 3HAHUS. MOMEHTbI, MPU3HAHHbBIE PYKOBOACTBOM BaXKHBIMU BO
BpeMsi paHee NpoBeAeHHOro aHanunaa, AomkHbl 6bITe caenaHbl HarmsagHbIMK, UM OOMKHO BbITh yaeneHo ocoboe
BHWMaHWe B NONUTKKE, UTOBbI 06eCnevnTs CTUMYMSALMIO U MOTMBALMIO B OpraHM3aLmn. Takke BaXKHO OTMETUTb, YTO
MPOUCXOAWT, ECNU He CeAoBaTh BbIGPaHHON NONMTUKE, U NOAYEPKHYTL BIIMSIHUS 3aKOHOB W PErYIMPYHOLLIMX Moo=
KEeHWI Ha paccMaTprBaeMyo opraHusaLmio.

MprMepbl NOAUTUKM MHPOPMALIMOHHOK 6E30NaCHOCTU MOXHO B3sITb 3 CIPaBOYHON NuTepaTtypsbl, ceT UH-
TEpPHET, B cCOOBLLECTBAX NO MHTEPECAM U OTPACIEBLIX 0GbeANHEHNAX. POPMYIMPOBKM U MOACKA3KN MOXHO HAATH
B rOA0BLIX OTYETAX, APYTMX AOKYMEHTAX MO MOIUTUKE NN JOKYMEHTAaX, COXPaHSIEMbIX PYKOBOACTBOM.

OTHocuTenbHo hakTnyeckoro obbema AoKYMEHTALIMM MO NOMUTHKE MOTYT CYLLIECTBOBATbL PasfviHbIe UHTEp-
npeTauumn 1 TpebosaHus. JTa AOKYMEHTaUMS A0SKHA BbITk B 4OCTATOUHON CTENEHN CYMMUpPOBaHa, YTobkl paboT-
HWKW opraH13auum NnoHUManm aHadeHue NonnMTukA. Kpome Toro, oHa AormKHa AOCTaTOYHO YeTKO NoKasbiBaTh, Ka-
KnX Lienieil Heobxoamnmo 4oCTUYb, YTOGEI YCTaHOBUTL HAGOP NpaBw 1 LieNei opraH1saL/mu.

O61BbeM 1 CTPYKTYpa NONUTUKM MHpOPMALMOHHOK Ge30nacHOCTU A0MKHbI NOAKPENSIATE AOKYMEHTLI, KOTOpbIe
UCTOMb3YOTCA Ha cneayoLlem aTane npowecca, 4515 BBe4eHWs cMcTeMbl ynpasrieHusi iHdopmaunoHHol 6eso-
nacHocThIo (CM. Talkke npunoxerHue D — CTpyKTypa NonuTUKK).

[nsa 6onbLUMX opraHu3aLmin co CROXKHOW CTPYKTYPOI (HanpuMep, ¢ LUIMPOKMM CNEKTPOM pas3nuyHbIX obnac-
Tel 4esATEeNbHOCTU) MOXKET BO3HUKHY Tb HEOOX0ANMMOCTL Co3faHMs abLue NONMTUKA U MHOXeCTBa NonuTuk bonee
HW3KOro YPOBHS, adanTUPOBaHHbIX K KOHKPETHLIM 06nacTsamM AeATenbHOCTY.

PekomeHrgaumm no cogepxaHunio 4OKYMEHTOB Mo NonvTrKe nHdopmaunoHHo 6esonacHOCTU NpeacTaBneHb!
B ctaHgapTe ISO/IEC 27002:2005, nyHkT 5.1.1.

Mpeanaraemas nonnTrKa (C HOMEPOM BEPCUM 1 AATON) AoSKHA BbITh NoABEPrHyTa NepekpecTHo! Nposepke
W yupexgeHa B opraHusauuv onepaTueHbIM pykosoguTenem. MNMocne yupexaeHus B rpynne ynpasneHWs unv aHa-
NOrMYHOM OpraHe onepaTUBHbIA pyKoBOAWTEb YTBEPXKAAET NONUTUKY UHOpMaLMoHHoK BesonacHocTu. 3aTteM
OHa JOBOAMTCS 40 CBeASHMS Kaxaoro paboTHMKA opraHusaLmmn Hagnexalmm crnocobom, Ytobbl cTaTe 4OCTYMHOM
W MOHATHOW AN ynTatenei.

BeixogHble gaHHbIe

BbIXoAHBIMU AaHHBLIMW 3TOTO AeNCTBWS SIBNSIETCS AOKYMEHT MO NonuTuke uHcopmaumoHHon 6e3onacHocTu.

HononHutenbHan nHdopmauus

MpunoxeHne B — Ponu n cchepbl OTBETCTBEHHOCTN.

Mpunoxenne D — CTpyKTypa NoNUTUKK.

9.2.4 PazpaboTka ctaHgapToB U npoueayp obecnevyeHus nHdopmaumoHHon 6ezonacHoOCTU

DenicTBUA

Heobxoavmo paspaboTatk cTaHaapTbl U npoLedypbl obecneveHns MHdopMaLMoHHO 6e30nacHOCTH, kaca-
toLMecs BCen opraHv3aLmn unm ee oTaesbHbIX YacTen.

UcxogHble AaHHble:

a) BbIxogHble AaHHble AeicTBUs 6.5, obbeanHeHne Bcex obnacten AelicTBUA 1 rpaHuL, Ans nonyvyeHus
obnacTv 4encTBusi U rpaHny, — obnacTb gercTems 1 rpaHuubl CMUB;

b) BbIxoaHbIe AaHHbIE AeicTBUA 6.6, paspaboTka nonutkn CMUB 1 nonyyeHue ogobpeHus pykosod-
ctBa — nonutuka CMUB;

C) BbIXOAHbIE AaHHbIe AeACTBUA 8.2, NpoBeaeHNe OLeHKN prUcKa;

d) BbIXxoAHble AaHHbIe geicTens 8.3, BbIOOp Lieneli U cpeacTB ynpaBnieHus;

e) BbIxogHble AaHHble geicTBus 8.4, nonyveHne caHKLMN PYKOBOACTBA Ha BHEAPEHWE U UCMOMb30BaHNe
CMWEB — geknapalLus 0 NPUMeHUMOCTH, BKIHOYas LENW 1 BbIBpaHHbIE Mepbl 1 CPeacTBa KOHTPOMSA U yrpaBneHus;

f) BbIXOAHbIEe AaHHble gelicTeus 9.2.1, paspaboTka KOHEYHOW CTPYKTYpbI OpraHM3aLmmn anst UHpopmMauoH-
Hol 6ezonacHoCTY;

g) BbIXOAHbIE AaHHble AeicTBus 9.2.2, paspaboTka ocHOBbLI Anst AokyMeHTupoBaHust CMUB;

h) BbIXOAHbIE AaHHbIE AeicTus 9.2.3, pazpaboTka NONMTUKK MHdOPMaLIMOHHOM 6e3onacHoCTy;

i) ISO/IEC 27002:2005.

PekomeHaauuun

YT06bl 06ecneumnTb OCHOBY Anst paboThl B 06nacTi MHgopMaumoHHO 6e30nacHOCTW B OpraHn3aLmu, cTaH-
AapTbl No MHGopMaLMoHHOR BesonacHocTu, a Takke Habop NPUMeHsIEMbIX 3aKOHHbIX 1 0Bs3aTeNbHbLIX TPeGoBa-
HU AOSKHBI ObITb AOCTYMHbLI BCEM, KOMY HY)XHO UX 3HATb.
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B npouecce paspaboTkv cTaHAapTOB W NpoLedyp AOMKHbI y4acTBOBaTb NPEACTaBUTENMN pasHbIX YacTel
opraHusaumu, nonagatrowmnx B obnacte getctena CMUB. YyacTHUKM npoLecca AOMKHbI UMETb NOMHOMOYMS U
ABNATLCA NPEACTaBNTENAMMW opraHusaumn. Hanpumep, MoryT 6bITb BKITHOUEHbI criedytoLlue ponu:

a) MeHeKepbl Mo MHOPMaLMOHHOK 6e30MacHOCTY;

b) npeactasuTenu no sBonpocam 6e30MacHOCTH hranyeckux 06 LEKTOB;

¢) BnagenbLbl MHPOPMaLUOHHBIX CUCTEM;

d) BNagenbLsl NPOLIECCOB B CTPATENMYECKUX 1 orepaTuBHbIX NogpasgeneHusix.

PekomeHayeTcs, uTobbl pegakTopckas rpynna bblia Kak MOXHO MeHbLLUE M0 YACIEHHOCTU C BO3MOXHOCTbHO
Ha3Ha4YeHUs cneLnanncToB B rpyrnmny Ha BpeMeHHO 0CHOBE No Mepe HeobxoanMocTu. Kaxablli npeacTasutens
[JOIMKeH aKTUBHO noadepKuBaTh CBSA3b CO CBOUM NoApasaesieHMeM B opraHnsaLunm ans obecneyeHunst Henpepble-
HOW orepaTUBHOW NoaaepXkku. BnocneacTBumM 3To A0SHKHO CMocobCTBOBAaTL AallbHENLLEMY COBEPLUEHCTBOBaHMIO
B BMAe npoueayp 1 AecTBUI Ha onepaTUBHOM YpPOBHE.

CraHgapTbl 1 poLieaypbl o HgopMaLmMoHHo 6e3onacHoCTV A0MKHbI BIOCIEACTBUN UCMONB30BATLCS B
KavecTBe OCHOBbI A4/151 pa3paboTku NoapoBHbLIX TEXHUYECKUX 1 orepaTUBHBIX MPoLeAyp.

[OeiicTBeHHbIM cnocobom pa3paboTku CTaHAAPTOB Y NpoLeayp No MHdopMaLMoHHo 6e3onacHoCTU SBNsET-
Cs1 YYeT KaXaoro nyHKTa pyKoBOACTEA M0 BHEAPEHUIO cUcTeMbl MeHeMKMeHTa NHopMaLoHHo % GeaonacHoCTH B
craHaapTax ISO/IEC 27001:2005 n ISO/IEC 27002:2005, KoTopblil cHMTaeTCs NIPUMEHUMBIM (Ha OCHOBE pesysibTa-
TOB OL|eHKM pucka), U TOYHOE OnUCaHWe TOTo, Kak OH A4OMKeH MPUMEHSATLCS.

OueHka ntoBbIX CyLLECTBYHIOLLIMX CTaHAaPTOR U NpoLieayp no MHdopmMaLoHHoh 6esonacHOCTW AorxHa pac-
cmaTtpueaTbesl. Hanpyvmep, MoryT N OHU YCOBEPLUEHCTBOBATLCS Y Pa3BMBaTLCA, HET M HEOBXOAMMOCTU B NX
nonHow sameHe?

YMecTHas 1 akTyanbHas 4OKYMEHTaUWA AoMmKHA NPedoCTaBsATbCs KaXkaoMy COTPYAHWKY opraHmMsaumm,
nonagatoLiemMy B obnacTtb AeicTeus cuctembl. CTanaapThl U npoueaypbl Mo HgopMaLumnoHHoi GesonacHocTy
AOSKHBI NPUMEHSTLCSA KO BCEW opraHvW3aLuy UM TOYHO yKasblBaTb, Kakue ponn, CUCTEMbI 1 nogpasaeneHns
ronagatoT nogd ux aevictane. MNMepeas Bepcust 4o/HKHA BbITh BbiMyLLieHa CBOEBPEMEHHO.

Mpouecc pegakTUpoBaHKs U NPOBepPKM AomkeH BbITb onpeaeneH Ha paHHei ctaguu. Heo6xoaumMo cocta-
BWTb CTPATEruio, KacatoLLyocsl TOro, Kak AoSKHa pacnpocTpaHsaTLCs MHdopMauma 06 N3MeHeHUAX NOANTUKK.

BbixoaHble AaHHbIe:

a) BbIXOAHbIE AaHHble 3TOr0 AeNCTBMSA NPeACTaBnAloT coB6o CTPYKTYpPUPOBaHHbIV NOAPOBHLIN nnaH BHe-
OpeHVs CpeacTB YNpaBneHns, OTHOCALLMXCS K MHOPMAaLIMOHHOK 6e30NacHOCTU Kak YaCTb KOHEYHOTO MJlaHa Npo-
ekta CMUB, BKroYas AOKYMEHTUPOBaHHYH OCHOBY Habopa cTaHAapToB Mo UHGopMaLoHHON Be3onacHoCTY;

b) ctaHgapTLI N6 MHopMaLMoHHOK 6e3onacHOCTU, BKIOYAst UCXOAHbIE faHHbIe OpraHW3aLuy;

¢) NpoLeaypbl o6ecneyeHust UHopMaLIMOHHOM Ge3onacHOCTY Af1sl NosTly4YeHWsl CTaHAAaPTOB Mo MHdopMauy-
OHHoi1 BesonacHocTU.

HdononHutenbHan uHcpopmauus

MpunoxeHune D — CTpykTypa NONMTUKK.

9.3 PaspaboTka uHdgopmaumoHHoin 6esonacHocTy UKT u dpusnyeckux obbuekToB

Dencreun

Heobxoaumo paspaboTaTb Mepbl U cpeCTBa KOHTPOIS U ynpasneHus cpegoi 6esonacHocty UKT 1 hnan-
Yeckmx 06beKToB.

UcxoaHble paHHble:

a) BbIXoAHble AaHHble AencTBUsA 6.5, 0bbeguHeHne Bcex obnacteit AeNCTBUSI U rpaHUL, ANA NONyYeHUst
obnacTu AencTBUs U rpaHvy, — obnacTb geictems U rpaHuubl CMUB;

b) BeIXoAgHbIE AaHHLIE AencTBuA 6.6, paspabotka nonutuku CMUB 1 nonyyenne ogobpeHust pykoBod-
ctBa — nonutuka CMUB;

C) BbIXOAHble AaHHble AeNCTBUA 7.2, onpedeneHune TpeboBaHuWi kK nHdopMaLmoHHoR BGesonacHoCTU Anst
npouecca CMUB;

d) BbIXOAHbIE AaHHbBIE AeNCTBUA 7.3, onpeaerneHne akTMBOB B pamkax obnactu geicteus CMUB;

€) BbIXOAHble AaHHble AeNcTBUA 7.4, NpoBedeHWe OLeHKM MHbopMaLMoHHOK Ge3onacHocTy;

f) BIxOAHLIE AaHHbIEe gevicTeusA 8.3, BLIGOp Lieneii U cpeacTB ynpaBneHus:;

g) BbIXoAHblE AaHHbIe AeNCcTBUA 8.4, nonydyeHne caHKUMK pyKOBOACTBA Ha BHeAPEHWE U UCMOfb30BaHWe
CMWB — peknapaLmst 0 NPUMEHUMOCTU, BKIoYast Lienu, BbibpaHHble Mepbl, CpeACTBa KOHTPONS U YNpaBNeHus;

h) ISO/IEC 27002:2005.
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PekoMeHaauun

B aToM gencTBMK, KOTOPOE AOMKHO CTaTb YacTbio NnaHa npoekta CMUB, HeobxoaMmo Ao0KYMEHTUPOBaTL
cnepyoLLyto MHOpMaLMIo NS KaXKAbIX MEP U CPEACTB KOHTPONS U YNPaBIEHUsT:

a) MMsA Nnua, OTBETCTBEHHOIO 32 BHepeHWe Mep U CPeCTB KOHTPONS U ynpaBeHus!;

b) npuopuTeT BHEAPSIEMBIX MEP U CPEACTB KOHTPOIS U YNPaBNeHus!;

C) 3agauv unu AecTBUs N0 BHEAPEHWIO;

d) ycTaHOBNEHUE BpeMeHU, B TEYEHUE KOTOPOTO A0JTIKHO ObITh BHEAPEHO CPEACTBO YNpaBieHus;

€) NuLo, Nepep KOTOPbLIM HYXXHO OTUUTLIBATLCS O BHEAPEHUU Mep U CPeiCTB KOHTPOSS U YNpaBsieHUs No ero
3aBepLLEHUIO;

f) pecypcbl anst BHeapeHus (paboyas cuna, Tpebyemoe NPOCTpaHCTBO, 3aTpaThl).

MepeoHayansHo 6e3onacHocTb UKT 1 donandeckux 06bekToB AomkHa 6bITh paspaboTaHa Ha KoHUenTyanb-
HoM ypoBHe. HeobxoauMo yuuTbIBaTh, 4TO chepbl OTBETCTBEHHOCTM 3a NPOLIECC NepBOHaYanbLHOro BHEAPEHUS
06bI4HO BKITIOYAIOT:

a) 3aaHue Lenei ynpasreHusl ¢ onnucaHneM npearosniaraeMoro niaHupyemMoro COCTOAHUS;

b) pacnpenenenue pecypcoB (06bem paboT, huHaHCoBbIE pecypchl);

C) peanbHoe 3ajaHHOe BpeMsi BHeAPEHUS Mep U CpeICTB KOHTPOIS U YNpaBneHus;

d) BapuaHTbl 06beguHeHus1 ¢ cuctemamm 6esonacHocT UKT, dousmyeckmx o6eKTOB 1 opraHu3aumi.

Mocne pa3paboTku koHLenuum Heob6xoanmmo dakTuyecku paspaborartb, HanpuMep, cUcTemy, 4Tobbl Nony-
YUTb 1 BHEOPUTL MydLlne NpakTuyeckne MeToasl 4ns opraHusauvu. HeobxognmMo yunTeiBaTh cfiegytoLuee:

Cdpepbl 0TBETCTBEHHOCTU 3a NpoLecc hakTUHECKOro BHeApEeHWs! BKIoYaloT:

a) pa3paboTKy Kaxaoro U3 cpeacTs ynpaeneHuns ans obnactu 6esonacHoctn UKT, umanyuecknx o6bekTos u
opraHusaLmmn Ha onepaTuBHOM ypoBHe pabouero MecTa;

b) KoHKpeTU3aLMIo KaXXA0oh Mepbl U KaXXAoro CPeACTBa KOHTPOSIS M YNpaBneHUs B COOTBETCTBUM C cornaco-
BaHHbIM NMPOEKTOM;

C) NpegocTaeneHne npoueayp v MHdopMaumm Arst OpraHoB yrpasneHns U y4ebHbIX KypcoB, CrocobCTByo-
LLMX MHdOPMMPOBaHULO B chepe BeaonacHocT;

d) okazaHvie MOMOLLM U BHeAPEHWEe CPeACTB yrpaBrieHnsa Ha paboyem mecTe.

B 3aBucumocTn ot cpeacTs ynpaeneHust (UKT, cousndeckue 06beKTbl Unv opraHu3aLms) npoBeaeHne oT4eT-
TINBOW rpaHuLbl Mexay HadasnbHOM 1 KOHEYHOM YacTaMu npolecca BHegPEeHUs He BCeraa sIBMAETCA YMECTHbLIM
Unm HeobxoanMbIm.

[ns BHeApeHUsi cpeacTB ynpaBneHust YacTo TpebyeTcs B3aumogencTsne mexay cotTpyaHukaMmu, saHumato-
MMM pasnn4yHble OOMKHOCTM B opraHusaummn. Takum obpasom, Hanpumep, n1ua, OTBETCTBEHHbIE 32 CUCTEMBI,
MoryT 6bITb 3a4eiCTBOBaHbI A4S NPMOGPETEHMS], yCTaHOBKM U 0BCny)XmBaHUA TexHudeckoro obopyaosanus. dpy-
X COTPYAHWUKOB LieniecoobpasHo NprBeeYb Anst pa3paboTKy U JOKYMEHTUPOBaAHUA NpoLeayp, KOHTPONUPYHOLLIMX
UCMonbL30BaHe CUCTeEM.

UHdpopmaumoHHas 6e3onacHoCTs AofkHa BbiTh 06beguHeHa B Npoueaypbl U NpoLecchl, NpUMEHsAEeMbIe BO
BCel opraHusaumun. Ecnv gnsa yactu opraHusaumm Unm TpeTbel CTOPOHLI OKaXeTCA TPYAHLIM BHeAPEHUe 3TUX
npoLeayp 1 NpoLeccoB, COOTBETCTBYHOLLME CTOPOHbBI AOMMKHBI COOBLLNTL 06 3TOM HeMeaneHHo, YTobbl cornaco-
BaTb peLleHne npobnemel. PelueHre no nogobHbIM BonpocaM BKIIoYaeT UsMeHeHue npoeayp nv npoLeccos,
nepepacnpegeneHne OmMKHOCTEl 1 cdpep OTBETCTBEHHOCTU U aAanTaLumio TEXHUYECKMX npoueayp.

PesynktaThl BHEagpeHus cpeacTs ynpaeneHns CMUB pomkHbl ObITe cneayowmmu:

a) nnaH BHeapeHWs, B KOTOPOM ModpobHO onuckiBaeTcsl BHeApPeHWe CPeACTB yNpaBneHUs, Hanpumep, rpa-
K, CTPYKTYypa rpynmnbl N0 BHEAPEHUIO U T. A.;

b) 3anvcu 1 gokymeHTaums No pesynsratam BHeApPEHUSI.

BbixogHble gaHHble

BbixogHble AaHHble 3TOro npoLecca npeacTasnsitoT cobol CTpyKTYpupoBaHHbIA Noapo6HbIn NNaH BHeape-
HWS CPEACTB ynpaBneHusi, cBA3aHHbIX ¢ 6esonacHocTbio UKT 1 comandeckux o6eKToB, kKak YacTe NfaHa NpoekTa
CMWUB gna kaxaow Mepbl U cpeCcTBa KOHTPOMS U ynpaBneHust:

a) nogpobHoe onvcaHwve;

b) cchepbl oTBETCTBEHHOCTU 32 pa3pabOTKy M BHEAPEHUE;

C) Npeanonaraemble BpeMeHHbIe LKasbl;

d) cBsA3aHHbIE 3aauu;

e) Tpebyemble pecypchl;

f) cobCTBEHHOCTb (JIMHWM OTYETHOCTH).

HononHutenbHan uHgpopmauus

JononHuTenbHas cneunansHas uHdgopmaumst He TpebyeTcsi.
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9.4 Co3paHue ycnosui ans obecneyvyeHun HagexHoro yHKUunoHupoBaHus CMUB

9.4.1 NMnaH npoBepokK, NPOBOAUMbIX PYKOBOACTBOM

Dencreun

Heobxoanmo paspaboTaTh MnaH, obecneunBaioLLmii yvacTve pyKoBOACTBA U Bbidady Nopy4eHuid Ha npo-
Bepky paboTel CMUB 1 NpoBOAUMBIX YCOBEPLUEHCTBOBAHWMA.

UcxoaHble aaHHbIe:

a) BbIXoAHble AaHHble AelcTBUSA 6.5, obbeanHeHne Bcex obnacTel AeACTBUA U rpaHuL, ANs NonyveHus
obnacTv AencTeus U rpaHyu, — obnacTb aencTems U rpaHuLLl CMUB;

b) BbIXOAHBIE AaHHbIE AecTBUSA 6.6, paspaboTka nonutukn CMUB u nonyyexnue ogobpeHus pykosod-
crBa — nonutuka CMUB;

C) BbIXOAHble AaHHble AeAcTBUsI 8.4, monyyeHue caHKUMM PyKOBOACTBA HA BHeApPEHWe U UCMONb3oBaHWe
CMWUB — geknapauusi 0 NpMMEHUMOCTM, BKITFOYas Lienu, BbibpaHHbIe Mepbl, cpecTBa KOHTPOSIS U YNpaBreHus;

d) BbIxoAHbIe AaHHble AercTBUA 9.2.3, paspaboTka nonuTUKM HopMaLmMoHHo 6e3onacHoCcTy;

e) ISO/IEC 27004:2009.

PekomeHaauum

Mpoeepka pykoBogcTBOM AekcTBUSA No BHegpeHuto CMUB gomnkHa HayMHaTLCS Ha caMbIX PaHHUX CTaamsIX
3agaHus ycnosuii anst CMUB un cocTtaBneHus onucanus cnyyvas npumeHeHna CMUB ana gaHHoro npeanpusatus n
npoAoMKaTLECA BNIOTL A0 perynsipHbIX nposepok onepaumin CMUB. 3To HenocpeacTBEHHOE yYacTue SIBMSIETCS
cpeacTeoM noaTeepxaeHus cooteeTcTBust CMUB noTpebHOCTAM NpeanpuaTUs U noaaepXaHus cBA3u npeanpu-
satua ¢ CMUB.

MnaHupoBaHWe NpoBEPOK, NPOBOAMMBIX PYKOBOACTBOM, BKNIOYAET YCTAHOBIEHWE BPeMeHU 1 criocoba npo-
BedeHWA nposepok. MoapobHas nHdopmauus, kacaroLasics NpeasapuUTeNbHbIX YCIOBUWIA Arst IPOBEPOK, NPOBO-
AVMbIX PYKOBOACTBOM, COAEPXUTCA B noanyHkTe 7.2 ctaHgapTa ISO/IEC 27001:2005.

Y106k 3aNNaHNpoBaThL NPOBEPKY, HEOBXOAMMO ONpeaenuTb, Kakue AOSHKHOCTHLIE NULLA AOKHLI B HEi y4a-
cTBOBaTh. HasHauyeHHbIe AOMKHOCTHBIE NULLA AOKHBI BbITh YTBEPXXAEHBI PYKOBOACTBOM U NPOUHGOPMUPOBAHGI
06 3TOM Kak MOXHO paHbLue. PekomeHayeTcs NpefocTaBnsaTh PyKOBOACTBY COOTBETCTBYIOLLME AaHHbIe, Kacato-
Lmecs Heobxo4MMOCTW ¥ Lenn nposedeHns npouecca nposepku (6onee nogpobHyto MHopMaLmIo O POrsIX U
cpepax oTBETCTBEHHOCTU cM. B MpunoxeHun B).

MpoBepky, NPOBOAVMBIE PYKOBOACTBOM, AOIKHbI OCHOBBLIBATLCSA HA peayrnkraTax usmepeHuii CMUB n apy-
roi MHcbopmaLMK, HakonneHHoW 3a Bpems ncrnonb3osarust CMUB. 3T1a nHdopmaums ucnosnbayeTcs Ans BbinosnHe-
HUs aeicTeuii pykoeogcTeom CMWB ans onpeadeneHus rotosHocT 1 addpekTnBHocT CMUB. Tpebyembie ncxoa-
Hble 1 BbIXoAHble AaHHble Anst uamepeHuii CMUB npuseaensl B ISO/IEC 27001:2005, a gononHutenbHast uHdgop-
mMaums no nameperHusam CMUB — B Mpunoxerun E n ISO/IEC 27004:2009.

Taike cnegyeT OTMETUTb, YTO 3TU NPOBEPKU AOSKHBI BKNOYATE NMPOBEPKA METOAONOMMN N Pe3ynbTaToB
oueHKY pucka. MpoBepKy A0MKHbI NPOBOAUTLCA C 3annaHNPOBaHHLIM MHTEPBAOM C YUETOM W3MEHEHWS cpeabl,
Hanpumep, opraHM3aLmmn 1 TEXHOMOTUM.

MnaHuposaHue BHyTpeHHero ayauta CMUB aomkHO BLIMONHATLCS ANS TOT0, YTOBbl UMETb BO3MOXHOCTb
perynsipHo ouerHusate CMUB no mepe ee BHeapeHusi. PesynstaThl BHYTpeHHero ayamta CMUB siBnsitoTca BaXKHbI-
MW NCXoAHbIMU AaHHbIMUK Ans nposepok CMUB, npoeoavMbIx pykoBoacTBoM. CriegoBaTtesnsHo, 40 NpoBeaeHUs
MPOBEPKA PYKOBOACTBOM HeobXoanMo 3annaHWpoBaTb BHYTPEHHUA ayauT. BHyTpeHHUiA ayant CMUB gomnxeH
BK/TlOMaTb MNPOBEPKY Toro, 3dheKTUBHO N BHEAPSAOTCA U COXpaHSATCA Lienu, Mepbl U cpedcTBa KOHTPOMs U
ynpasneHus, npouecchl 1 npoueaypsl CMUB 1 cooTBETCTBYIOT N OHK:

a) Tpebosanusim ISO/IEC 27001:2005;

b) gelcTBytoLLeMy 3akoHoAaTeNbLCTBY U NpaBmnam;

c) onpegeneHHbIM TPeBGoBaHNAM K UHEOPMaLIMOHHOI Ge30oMnacHOCTH.

(DononHuTensHyro MHdopMaLWio No nNnaHMposaHuio ayauta cM. B Mpunoxennn C).

MpeasapuTensHLIM YCNOBMEM Ansi TPOBEAEHWS MPOBEPOK PYKOBOACTBOM SIBMSIeTCS MHbopMaLms, coGpaH-
Has Ha ocHOBe BHeApeHHo! 1 ncnonbsyemoit CMUB. MHdopmaums, npegocTtaBnsiemMas rpyrnne pykosogutenen,
NPOBOASILLIMX MPOBEPKY, MOXET BKMOYaTh criedytoLlee:

a) oT4eTbl 00 MHUMAEHTAX 3a NocneaHWiA Neproa UCMoNb30BaHNS CUCTEMBI;

b) noaTBep*aeHWE adpheKTUBHOCTM yripaBneHns 1 0bHapyXeHHbIe HECOOTBETCTBUS;

C) pesynbTaThl APYrX perynsipHbIX npoBepok (6onee noapobHble, ecnn Bo Bpemsi NpoBepky bl obHapy-
»KeHbl HECOOTBETCTBMSA C MOUTUKON MHAOPMALMOHHON Be30nacHOCTH);

d) pekoMeHgaUwmm no ycosepLueHcTeoBaHUo CMUB.

B nnaHe MOHWTOpUHIa AOMKHBI AOKYMEHTUPOBATLCSA ero pesyrnbTaThl, KOTopble 4OMKHbLI 3anvcelBaThest U
coobLaThecsl pykoBoACTBY (A0MONHUTENBHYH MHOPMAaLWIO MO MOHUTOPUHTY cM. B [Mpunoxerun E).
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BbixogHble AaHHble

BeixogHble AaHHbIe 3TOro AeCTBUSA NpeacTaBnsaoT coboi JOKYMEHT, cogepXalluii nnaH, Heobxoanmblit
ANs opraH13saLm NnpoBepokK, NPOBOAUMBIX PYKOBOACTBOM:

a) ucxoaHble gaHHble, TpebyeMble Ans nposepkn CMUB pykoBoacTsoMm;

b) npoueaypkl NpoBepok, NPOBOAWMBIX PYKOBOACTBOM 1 KacCatoLLMXCA acneKToB ayanuTa, MOHUTOPUHra 1
N3MepeHus.

DononHutenbHaa nHdopmauua

MpunoxeHune B — Ponu n cdepbl 0TBETCTBEHHOCTY B 06nacTu MHdopMaLMOHHOK 6e3onacHoCTy.

MpunoxeHune C — MHdbopMaLmsa No BHYTpEHHeMY ayauTy.

MpunoxeHne E — MOHWTOPUHT N U3MEPEHMSI.

9.4.2 PaspaboTka nporpammbl WHdOpMUpOBaHUs, oGyveHUs U oGpasoBaHuMA B obnacTtu
UHdopMaLMoHHOU 6e3onacHoOCTH

HencTBus

HeoGxoanmo paspaboTaTts nporpaMmmy MHopMUpPOBaHUS, 0ByYeHUs 1 06pa3oBaHKst B 0GNacTu MHdopmaLm-
OHHoIi 6esonacHoCTU.

UcxogHble aaHHble:

a) BbIXxoAHble AaHHble AeicTBus 6.5, obbeanHeHne Bcex obnacteil AelicTBUS U rpaHuL, ANs NonyvYeHns
obnacTv 4eicTBUsA U rpaHny, — obnacTb AeicTems 1 rpaHnusl CMUB;

b) BbIXOAHLIE AaHHbIE AeNCTBNA 6.6, pa3paboTka nonutukn CMUB n nonyyeHne ogobpeHns pykoBoa-
ctBa — nonutuka CMUB;

C) BbIXOAHblE AaHHble AeicTBUs 7.2, onpedeneHune TpeboBaHuii K MHdopmMaLoHHo 6esonacHocTy Ans
npouecca CMUB;

d) BbIxoAHblE AaHHbIe AelicTBUA 8.4, NonyYyeHne CaHKLMK PYKOBOACTBA Ha BHEAPEHWE U UCMOMb30BaHUe
CMWB — geknapaupsi 0 NPMMEHUMOCTM, BKITHoYas Lienin 1 BbibpaHHbIe Mepbl M CpeACcTBa KOHTPOJIS U YNpaBeHUs;

e) BbIxoAHble AaHHble AecTBuA 8.3, BbIGOp Lienel 1 cpeacTs ynpaeneHus — NnaH 06paboTku pucka;

f) BbIXOAHBLIE AaHHbIE AeicTBUA 9.2.3, pazpaboTka NOAUTUKKN MHdOPMaLMOHHOW 6e3onacHOCTY;

g) BbIXOAHbIE AaHHble AeicTeust 9.2.4, paspaboTka cTaHgapToB 1 Npoueayp obecneveHuss MHdopMaLoH-
Hol 6ezonacHoCTY;

h) 0630p obLLel nporpaMmMbl 06pasoBaHUst 1 0ByYEHNUs B opraHn3aumun.

PekomeHaauunmn

PykoBoacTso oTBeqaeT 3a o6paszoBaHue 1 06yueHKe, YTobbl COTPYAHUKU, Ha3HaYeHHbIE Ha onpedeneHHble
AOIMKHOCTW, UMenn HeoBxoanMble 3HaHWS AN BbINONHeHWS Tpebyembix onepauuii. B ugeane cogepxxanue npo-
rpammel 06pasoBaHusa M 0BydeHns 4OMKHO NOMOoraTe BCEM COTPYAHMKAM 3HATb U MOHUMATb 3HAYEHWe U BaX-
HOCTb onepauuii no obecnedeHmno MHDOPMaLMOHHOK 6e30NacHOCTU, B KOTOPLIX OHU YYACTBYIOT, U TO, KaK OHU
MOTYT CriocoB6CTBOBATL AOCTKEHMIO Lienei.

Ha aToM aTane BaxHo obecneunTtb, UTobbI Kaxkabli paboTHUK B pamkax obnactu gencteust CMUB nony4un
Heobxoaumoe oBydeHKe 1 (Unn) o6pasosaHue. B 6onbLlUMX opraHM3aumsx oaqHoro Habopa maTepuanos no obyye-
HWIO, KaK NpaBuno, HEAOCTATOUHO, NOCKONBLKY OH AOMKEH COAepKaTb CIIALLIKOM MHOMO AaHHbLIX, OTHOCSILLIMXCA
TONBKO K OTAENbHBIM TUNam paboT, u, cnegoBaTtensHo, 6yaeT 60MbLUNM, CIOXHBIM U TPYAHLIM B UCMONb30BaHUN.
B Takux criyqasix o6bIMHO pekoMeHayeTcs UMeThb pasHble Habopbl MaTepranos no obyyeHuto, paspaboTaHHbIX Anst
pasHbIX rPynn porei, Hanpumep, odUCHbIX PaboTHNKOB, 0BCMYXMBaIOLLMX paBOTHUKOB UK pyKkoBoauTenen B
obnacTy UHPOPMALMOHHBIX TEXHOMOMMIA, KOTOpble 06eCneUMBatOT KOHKPETHbIE HYXKObl 3TUX PAGOTHUKOB.

Mporpamma obyyeHusi 1 06pa3oBaHWs C Lenbio MHpOPMUPOBaHKS Mo BonpocamM MHdopmaLMoHHoW 6e3o-
nacHoCTK AomkHa obecneynBaTh CoCTaBeHUe 3anmceli no 0byyeHuto n obpasosaHuto B 06nacTu HcpopmMaumoH-
Holn 6esonacHoCTU. OTW 3anucK AOMKHbI PErynsapHO NPoBepATLCS AN obecneveHns nonyyYeHust Toebyemoro oby-
YeHus1 BceMy coTpyaHUKkaMun. HeobxoaMmo HasHauuTb AOMMKHOCTHOE WL, OTBETCTBEHHOE 3a 3TOT NPOLecC.

MaTtepwnansl no obyveHuto B ob6rnacTv nHdbopmMaunoHHoW 6e30MacHOCTY A0MKHbI ObiTb paspaboTaHbl TAKUM
06pazom, 4To6bI OHY BbINK CBA3aHbI C ApYrMU 0ByyaroLwMm MaTepranamu, UCNomnb3yeMbIMU B OpraHusaLmm,
ocobeHHo yuebHble Kypchl 4151 nonb3oBaTtenei MHopMaLoHHbIX cucTem. OBy4eHKe Mno CyLecTBEHHbIM achek-
Tam HdOopMaLoHHO 6e30NacHOCTY B aeane A0KHO BKIOYATLCS B Kaxablid y4ebHbI Kypc 4ns1 nofb3osaTte-
nen nHopMaLIMOHHBLIX TEXHOMNONIA.

Ob6yvatoLLime MaTepuansl No UHopmaLMoHHOM 6e30nacHOCTU AOMKHEI BKITHOYATL Kak MUHUMYM criegyto-
LMe MYHKTbI B 3aBUCUMOCTU OT LieNIeBOV ayaAUToOpUn:

a) pUCKM 1 yrpo3bl, CBA3aHHbIE C MHEOPMaLMOHHON 6e30MacHOCTbLH;

b) ocHoBHbIE TEPMUHEI MO MHGOPMALMOHHON Be3onacHoOCTK;

C) YeTkoe onpeaeneHune nHUMAeHTa 6e30nacHOCTW: pekoMeHAaLum no o6HapyXeHUo MHLMAEHTA, ero yeT-
paHEeHWo 1 OTYETHOCTY;

33



FOCT P UCO/MIK 27003—2012

d) nonUTVKM MHdbOPMaLMOHHOM Be30MacHOCTW, CTaHAapPThLI U NPOLEAYPbI OpraHu3aumu;

e) cchepbl OTBETCTBEHHOCTU U KaHas bl OTYETHOCTU, CBSI3aHHbIE C MHCOPMALIMOHHON 6e30MacHOCTbLIO B Opra-
HU3auuu;

f) pekomeHaaLmMM NO OkasaHWIo MOMOLLY B NOBbLILLEHUM MHbOpMaLIMOHHON 6e3onacHoCTH;

g) pekoMeHAaunK, CBsizaHHble C HapyLLEeHUAMU MHCDOPMaLMOHHON 6e30MacHOCTU U OTYETHOCTHIO;

h) rae nony41Tb AOMOMHATESNBHYIO MHOPMaLUIO.

Heobxoammo onpegenuTs rpymnny rno oby4eHno nHdopmMaLoHHoM 6e30nacHOCTU, KOTopast MOXKET BbINOM-
HATb cneayloLue 3afayu:

a) cosgaHue 1 ynpasJsieHue 3anucamm no MHdopmaLmoHHoi 6eaonacHocTy;

b) cocTaBneHue n ynpasneHue matepvuanamu no obydeHuio;

) NnpoBefeHue obyyeHusl.

971 3aAa4u MOryT CTaBUTLCA C Y4ETOM UCNONb30BaHUA CyLLECTBYoLero oByyaroLero nepcoHana. Ho ans
CyLLleCTBYOLLiEro nepcoHana MoxeT noTpebosaTbca 0byyeHre KoHUEenumsam HdopmaumnoHHol 6esonacHocTw,
4TO6bI 06ecneunTb Ux achbeKTUBHOE U TOMHOE NpeacTaBneHue.

Mporpamma nHdopmmposaHua, 06pasoBaHus U 0bydeHust B obnacTu nHdopmaumoHHol besonacHoct gon-
XHa BKAOYaTh npoueaypy, obecnevvsaroLLyto perynsapHyto Nnposepky U o6HOBNeHKe oBy4aroLx MaTtepuanos.
Ona nposepky 1 06HOBNEHNS 0By1aloWNX MaTepPUaNoB MOXHO Ha3HaYUTb creLmarnibHoe AOSMKHOCTHOE NLO.

BbixoaHble gaHHble

BbixoaHble AaHHbIe 3TOro AeNCTBUA cneayowme:

a) matepuarbl Mo nHdopMuposaHuio, o6y4eHUo u obpasosaHUio B o6nact uHcdopmaLmoHHoi Gesonac-
HOCTU;

b) dbopmurpoBsaHue nporpamm MHOpMUpoBaHusl, 06pasoBaHus U 0BydeHUs B 06nacT UHopMaLIMOHHON
6e3onacHoCTH, BKIOYas ponu U ccpepbl OTBETCTBEHHOCTY;

C) NnaHbl MHOPMUpOBaHUA, 06pasosaHus M 0byueHust B obnactu uHdopmMaunoHHoN 6esonacHocTy;

d) aKkTyanbHble 3anMcu, nokasbisatoLme pesynsraTsl MHopMUMpoBaHUsl, 06pasoeaHns 1 0bydeHns paboTHU-
kOB B 06nacTi nHpopmaulMoHHol 6e30nacHOCTK.

HononHutenbHas uHdopmauus

JononHuTensHasa cneupansHas uHcopmaumst He TpebyeTcs.

9.5 CocTaBneH1e okoH4YaTenbHOro nnaHa npoekra CMUb

Denctus

HeobxoaMmo cocTaBuTb KOHEUHbIM nnaH npoekta CMUB, Bkntouas aecteusi, Heobxoavmble Ans BHegpe-
HUS1 BbIBpaHHbLIX CPEACTB YrpaBIeHUsI.

UcxoaHble gaHHbIle:

a) BbIXoAHble AaHHble AeicTBUSA 6.5, o6begnHeHne Bcex obnacteit AeACTBUSI U rpaHUL, ANA NONYYEeHUs
obnacTtu gecTBus 1 rpaHuL, — obnacTb gencTens U rpaHuubl CMUB;

b) BbIXOAHbIE AaHHbIe AeicTBUst 6.6, paspaboTka nonutukm CMUB v nonyveHne opobpeHusa pykosoa-
ctBa — nonutuka CMUB;

C) BbIXOAHbIE AaHHble AercTBUA 9.2 — paspaboTka MHdopMaLMoHHoM 6esonacHOCTU opraHu3auuu;

d) BbIXodHbIe AaHHble AercTBUs 9.3 — paspaboTtka nHdopmaLumroHHo 6esonacHocTu UKT u dousmyeckunx
06beKToB;

e) BbIxoAHble AaHHble AeicTBusi 9.4 — paspaboTka MHdopmaumoHHoi 6ezonacHocTH, ceazaHHon ¢ CMUB;

f) ISO/IEC 27002:2005.

PekomMeHaauun

OencTeus, Tpebyemble Ans BHeApeHUS BbIDpaHHbIX CPEACTB YNpaBreHus U BbINONHEHWs! ApYrX AeACTBUN,
cBazaHHbIX ¢ CMUB, gomkHbl 66iTh oopmeHbl B Buae nogpobHOro nnaHa BHegpeHUs: Kak 4acTu KOHEeYHOro
npoekta CMUB. Moapo6HbIi nnaH BHeAPeHUS CUCTEMBbI Takke MOXET NOAKPENIATLCS ONMMCaHUSMU NPeaIoXKeH-
HbIX UHCTPYMEHTOB M MeTOAO0B BHeApeHuA. Mockonbky npoekt CMUB BkrtoyaeT MHOXECTBO pasfuyHbIX ponei B
opraHusauum, BaxkHo, YToObl AeACTBUS BblnK YeTKO onpeaeneHb! Ansi OTBETCTBEHHbLIX CTOPOH U nnaH 6bin pacnpo-
CTpaHeH Ha paHHUX CTagusaX NpoeKTa Bo BCeW opraHu3aLuu.

B oTHoLeHWN ApyrX NPOEKTOB HeobXxoanmo, YToGbl ML, OTBETCTBEHHOE 3a NPoeKT, obecneunno eoigene-
HWe JoCTaTOuHbIX PeCypCOoB ANS NpoeKTa.

BbIxogHble AaHHble

BbIXoaHble AaHHble 3TOro AeicTBUA NpeacTaBnAT cobolt KoHeuHbIV NnaH npoekTa BHegpeHuss CMUB.

HDononHutenbHaa nHdopmauuna

JononHuTensHas cneupansHas uHdropmaums He TpebyeTes.
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MpunoxeHue A
(cnpaBouHoe)

rOCTP NCO/M3K 27003—2012

OnucaHune KOHTPONbLHOro NepeYHA

- NpeAcTaBuUTb KOHTPONbHYIO Tabnuuy ¢ onucaHuem [EWCTBUN,

Hua CMUB;

- cnocobCcTBOBaTh MOHUTOPUHIY Mpouecca BbiNofiHeHus1 paboT no BHegpenvio CMUB;
- CBsI3aTh onpegeneHHble AeWcTBUA no eHegpeHntio CMUB c cooteetcTBytowmmm TpebosanHusimm ISO/IEC 27001.

Tabnunya A1

TpebyeMbiX ANs y4dpexaeHus u BHegpe-

lMpenBaputens-
®asa BHeApeHuA Homep HeiictBuA, ccbinka HblE YCNOBUA [okyMeHTUpoBaHHbIe Ccebinka Ha
ISO/IEC 27003 arana Ha ISO/IEC 27003 AN JaHHOTO BbIXO[HblE fAaHHble ISO/IEC 27001
aTana
5 MNonyyeHne 1 Cobpartb koprnopatuBHble Her Cnucok kopnopaTtuBHbiX | He npumens-
oaobpeHunst uenv npeanpusaTus uenei npeanpusitus eTcsl
PYKOBOACTBA
ANA BHeApeHuA 2 MpurobpeTeHne 3HaHUN O Her Onucanue cywectByowmx | He npumens-
CMUB CYLLECTBYIOLMX CUCTEMAX cUCTEM yNpaBreHus eTcs
ynpaeneHus
3 5.2 Onpepenutb uenwu, 1,2 OnucaHne ueneun, no- | He npumens-
notpe6HocTn nHopma- TpebHocTel nHdopmauu- | etcs
LMOHHOW 6e3onacHoOCcTH U OHHOW 6e30nMacHOCTU U
TpeboBaHua npegnpus- TpeboBaHuin npeanpus-
™msa k CMAB ™A k CMUB
4 CobpaTte COOTBETCTBYIO- Her Onucanue perynatueHbix | He npumens-
wme perynsitMeBHble CTaH- CcTaHgapToB, CTaHOApPTOB | eTca
AapTbl, cTaHgapTel COOT- COOTBETCTBUA W OTpacne-
BETCTBUA U OTpacneBble BbIX CTaHOAPTOB, NpuUMe-
cTaHpapThl, NpUMeHsie- HAEMBIX K Kopropauuu
Mble K koprnopauum
5 5.3 OnpegennTtb npeaBa- 3,4 OnucaHne npeaeapu- | He npumens-
puTeneHyto obnacte aen- TenoHoOW obnacTtu gen- | etes
cteuss CMUB ctBust CMUB (5.3.1)
OnpegeneHne ponen un
cthep OTBETCTBEHHOCTU B
obnactn CMWB (5.3.2)
6 5.4 CocTaBuTb onucaHue 5 Onuncanwve cnydvas npume- | He npumens-
cnyyas npUMeHeHwusl Henna CMWB gna ganHo- | eTcsa
CMWB gnsa gaHHoro npega- ro NpeanpuaTua 1M nnad
NpuATMA U NNaH npoekTa npoekTa
Ans yTBEpXAeHUs pyKo-
BOACTBOM
7 5.5 Mony4nTb ogobpeHue 6 OpobpenHne pykoeoa- | He npumens-

PYKOBOACTBA U NOpYy4eHne
Ha 3anycK npoekTa BHe-
aperust CMUB

CTBOM 3anycka npoekTta
BHegpenuss CMUB

eTCsA
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Tpodomxernue mabnuusi A.1

®dasa BHegpeHus
ISO/IEC 27003

Homep
aTana

DenctBus, ccbinka
Ha ISO/IEC 27003

MpepnBapu-
TenbHble
ycnosusi Ans
AaHHoro arana

[dokymeHTUpoBaHHbIe
BbIXOAHbIE AaHHbIE

Ccbinka Ha
ISO/IEC 27001

6 Onpegenexne
obnactu
nencTena u
nonutukm CMWUB

6.2 Onpepgenutb rpaHULbI
opraHuMsauum

7

OnucaHne rpaHuy, opraHm-
3auuu;

DyHKUMKM M CTPYKTYPa Opra-
HU3auuu;

O6mMeH nHtbopmaumen ve-
pe3 rpaHuubl;
MpousBoacTeBeHHbIE NPO-
ueccol U coepbl OTBET-
CTBEHHOCTU 3a UHGOpPMaA-
LUMOHHbIE aKTWBbI B obnac-
v genctena CMUB n 3a ee
npeaenammu

4.2.1,a)
(4acTnuHo)

6.3 OnpegeneHuve rpanuy
TeXHONnorum nepegayn
nHopmaumnmn

Onucanne rpanny MKT
OnuncaHue uHdopmaum-
OHHbIX CUCTEM U TENEKOM-
MYHMKALUUOHHbIX CeTewu,
OMNUCHIBaIOLLLEE CUCTEMBI U
ceTn BHyTpu obrnactu aen-
creust CMUbB v 3a ee npe-
aenamm

4.2.1,a)
(4acTnuHo)

10

6.4 OnpegeneHve usu-
YeCKMX rpaHu

OnucaHne duanyecknx
rpanmy, CMUB

OnncaHve opraHusauum m
ee reorpacnyeckmnx xapak-
TEpUCTUK, onucbiBalLWee
BHYTPEHHIOI U BHELWWHIO
obnactu gencrteun

4.2.1,a)
(4acTnuHo)

11

6.5 OkoHuaTenebHO onpe-
AenuTb rpaHnubl obnactm
aencteusa CMANB

8,9, 10

HokymeHT, onuceiBalowmin
obnactb gencTema u rpa-
Huubl CMAB

4.2.1,)

12

6.6 Paspabotka nonutu-
m CMUB

1"

YrBepxageHHaa pykosoa-
cTBom nonutuka CMUB

4.2.1b)

7 MpoBegeHne
aHanusa opraHm-
3auum
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13

7.2 Onpeaenenve Tpebo-
BaHUW K MHOPMALUOH-
HoOW ©e3onacHOCTU, Noa-
kpennsiowmx CMUBb

12

CnNCcoK OCHOBHbIX NpoO-
ueccoB, yHKUMIN, OOBEK-
TOB, WHMOPMAUNOHHbLIX
CUCTEM, KOMMYHWUKALMNOH-
HbIX CeTen

He npumens-
eTca

TpeboBaHua opraHusa-
unm, Kacalwmecsa KoHou-
AeHunanbHOCTU, AOCTYynN-
HOCTU U LEenoCTHOCTK

He npumens-
eTcsl

TpeboBaHua opraHusa-
UMK, Kacarowmecs 3aKOH-
HblX, 06a3aTeNbHbIX, KOH-
TPaKTHbIX U OTpacneBbIX
TpeboBaHuh K nHopma-
unoHHOW BesonacHocTH

4.21,c)1)
(4acTnuHo)

MepeyveHb N3BECTHBIX yA3-
BUMOCTEN B OpraHvM3auum

4.21,d) 3)
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Mpengsapu-
dasa BHeOpeHUs Homep DenctBuA, cebinka TenbHbIE HokyMeHTUpOBaHHbIe Ccblinka Ha
ISO/IEC 27003 atana Ha ISO/IEC 27003 ycnosus Ans BbIXOAHbIE AaHHble ISO/IEC 27001
[aHHOro atana

14 7.3 OnpepenexHve akrtu- 13 OnucaHne ocHOBHLIX Npo- | He npumenst-
BOB B pamkax obnactu LECCOB B OpraHv3auuu eTcs
pevcteua CMWB

Onpegenexne nHdopma- | 4.2.1,d) 1)
LUMOHHbIX aKTUBOB OCHOB-

HbIX MPOLECCOB B OpraHu-

3auum

Knaccndumkaums BaxHen- | He npumens-
WKX MpoueccoB (akTu- | eTcs

BOB)

15 7.4 3anyck OUEHKU WH- 14 HokymeHT no daktudecko- | 4.2.1,e) 2)
tdopmaumoHHon 6Geso- MY COCTOSIHWIO U OLUEHKe | (4aCTU4HO)
nacHocTn nHdopmaunoHHon 6e3o-

nacHoCTM B OpraHu3a-
LK, BKIIOYas CyLWeCTBYIO-
wue mMepbl M cpeacTeBa
KOHTPONS W ynpaeneHust
uHopmaumnoHHon 6eso-
NacHOCTbIO

8 MpoeeaeHne 16 8.2 MNpoBegeHne OLEHKK 15 Obnactb pevicteun gnsa | 4.2.1,c) 1)

OLEHKM pucka u pucka OLIEHKM pUcKa

BbIOOp BapUaHTOB YTBepxaeHHaa metono-

06paboTku pucka NOrUsl OUEHKU PUCKa, CO-
BMELWEHHasA C KOHTekK-
CTOM CTPaTEerMuecKkoro me-
HEePKMEHTa pucka B opra-
HU3aumm
Kputepun MPUHATUS
pucka

17 8.3 Buibop uenen wu 16 HokymeHTMpoBaHHas 4.21,e) 3)
CpeacTB ynpasneHus OLEHKa pucKa BbICOKOTO | (YacTUYHO)

YPOBHS

Onpegenenne Heobxoau- | He npumens-
MOCTU OOMOMNHUTENBHOW | eTcsl
rnyboKoN OLIEHKN pucka
HokymeHTupoBaHHas rny- | 4.2.1,e) 3)
6okasi oueHka pucka (4acTn4HO)
CrpynnupoBaHHble  pe- | He npumeHs-
3ynbTaThl OLEHKM pucka | eTcs

18 8.4 MonyunTtb ogobperune 17 Puckn v onpepenexHbie | 4.2.1,f)
pyKOBOACTEA A5 BHeape- ONsl HUX BapuaHTbl OLEH-

Huss CMUB KU pucka
BbibpaHHble uenu, mepsl | 4.2.1,9)

M cpeacTBa KOHTPONA M
yrnpaBneHus anst CHuxe-
HUS1 pUcka
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lMpodomkerHue mabnuusi A.1

®dasa BHeOpeHus
ISO/IEC 27003

Homep
aTana

OeiicTBuA, ceblnka
Ha ISO/IEC 27003

Mpegeapu-
TenbHbI
ycnosus ans
fAaHHoro artana

HoKyMeHTUpOBaHHbIe
BbIXOAHbIE [aHHblE

Ccbinka Ha
ISO/IEC 27001

19

YTBepxgeHne pykoBoa-
CTBOM OCTaTOYHbIX PUCKOB

18

JdokyMeHTMpoBaHHOE YT-
BEpXAEHWe PYKOBOA-
CTBOM MNpeasioXeHHbIX oc-
TATOYHbIX PUCKOB (JOSKHO
BXOAWTb B YMCMO BbIXOA-
HbIX AaHHbIX dercTeus 8.4)

4.2.1,h)

20

CaHkumsa pykOBOACTBA Ha
BHeApPEeHNe U UCNoNb3o-
BaHne CMWB

19

JdokymeHTpoBaHHas CaHk-
LMsA pyKOBOACTBa Ha BHe-
ApeHne 1 Mcnonb3oBaHvne
CMWB (gomxHo BXoAWTb B
YMCNO BbIXOAHbLIX AAHHbLIX
pencteus 8.4)

4.2.1,))

21

MogroToBKa Aeknapauum
O NPUMEHUMOCTH

18

Hexknapauns 0 NpMMeHu-
MOCTU

4.2.1})

9 PaspaboTka
CMWB

38

22

9.2 PaapaboTka Geaonac-
HOCTU OpraHusauum

20

CTpykTypa opraHusauum,
CBsI3aHHasi C ponsMu u
cthepamu  OTBETCTBEHHO-
CTW, CBSI3aHHBIMW C WH-
thopmauroHHon Gesonac-
HOCTbIO

5.1,c)

Onpegenenne AOKy-
MEHTauun, CBSI3AHHOW CO
CMWB.

llabnoHbl 3anucen no
CMWB v nHCTpyKUMM No nx
MCMONb30BaHUIO U XpaHe-
HUIO

4.3

HdokymeHT no nmonutuke
uHdopmaunoHHol Geso-
nacHocTu

ISO/IEC
27002;
5.1.1

OcHOBa NONUTUKU U NPO-
ueanyp obecneyeHus WH-
cdhopmaumnoHHol Gesonac-
HOCTM (M MnaHbl pa3paboT-
KM KOHKPETHbIX MOMNUTUKY,
npoueayp v T. 4., ecnu Ta-
KOBbIE MPUMEHSIIOTCA)

23

9.3 PaspaboTka uHoOp-
MaunoHHon Ge3onacHoc-
™ WKT n dunanyeckux
00ObeKTOB

20, 21

[MnaHbl NPOEKTOB BHeApe-
HWSA 4Na NPoLEeccoB BHeA-
peHus BblOpaHHbIX
cpeacTB ynpaeneHusi Ge-
30MaCHOCTbI0, CBA3aHHbIX
€ UHhopMaLMoHHON Geso-
nacHoctblo VKT mn tunau-
Yecknx oObLEKTOB

4.2.2,c)
(4acTnyHO)
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e, OXBaTbiBAIOWWIA 3ar-
NaHUpoOBaHHOE BLINOI-
HeHue AeWCTBUA NO WUH-
copmaumoHHol ee 6e3o-
nacHoctn, KT n dusu-
Yyecknx oObeKToB, a Tak-
Xe CBfI3aHHble C cucte-
mort CMUB tpeboBaHus
no ee BHegPEeHu B CO-
OTBETCTBUM C pe3ynbrarta-
MU EVCTBUK, onucbiBae-
Mbix B ISO/IEC 27003

Mpeneapu-
dasza BHeOpeHus Homep HelicTBus, ccbinka TenbHblE OOKYMEHTUPOBaAHHBbIE Ccbinka Ha
ISO/IEC 27003 atana Ha ISO/IEC 27003 ycnosua ons BbIXOAHbIE AaHHbIE ISO/IEC 27001
[aHHoro aTtana
24 9.4 PaspaboTka nHop- 22,23 Mpoueaypsl, onuceiBaw- | 7.1
MaLUOHHON 6esonac- LiMe npoLecchl OTYETHO-
HOCTU, CBSI3aHHOW CO CTW 1 MPOBEpPKK, NPOBO-
CMWB OVMON PYKOBOACTEBOM
25 Onucanws ayauta, MoHu- | 4.2.3, a)
TOPWHIa 1 u3mepeHus (4acTnyHo);
4.2.3, b)
(4acTnuHo); 6
26 Mporpamma obyueHusa u | 5.2.2
MHMOPMUPOBAHUA
27 9.5 CocraBneHne OKOH- 25 [MnaH npoekta BHegpe- | He npume-
YyaTenbHOro nnaHa npo- HWe AN NPOLEeCcCOoB BHe- | HseTcs
exra CMWVBb OpeHuns, YTBePXOEeHHbIN
PYKOBOACTBOM
28 OkoHuaTenbHbI  MNNaH 28 MnaH npoekta BHeape- | He npume-
npoekta CMWUB Hua CMWB opraHusaum- | HaeTcsa
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Mpunoxexue B
(cnpaBouHoe)

Ponu u cdepbl oTBeTCTBeHHOCTU B 06n1actu nHcgopMmauuoHHoi 6ezonacHocTU

HaHHoe npunoxeHne coaepXuUT JOMNONMHUTENBHLIE PEKOMEHAALUMN NO PonsM U cepam OTBETCTBEHHOCTH B Opra-
HU3auuW, CBA3AHHBIM C MHopMaLunoHHOl GesonacHoCTbiO. Ponu cHavana ykasaHbl C TOUKM 3PEeHWs OpraHn3auum ansi
eHegpeHna CMUB. B tabnuue B.1 nanoxena ata uHdopmaums 1 npeactaBneHsl obwye npumepbl ponei u cgep OTBeT-
CTBEHHOCTM.

1. Ponb xomutetra no nHdopmaumoHHoW Ge3onacHoCTr

Komutet no undpopmaumoHHol 6e3onacHocTy AormKeH urpatb Begywyto ponb B CMUB B opraHusaumm. Komutet
no uHgopmaumoHHon 6e30nNacHOCT AOIDKEH OTBEYaTb 33 yNnpaBrieHne WHGPOPMALMOHHBIMU aKTUBaAMM OpraHu3aUmm u
obnapatb AOCTaTOYHBLIM MOHWMaHWEM MHEMOPMAaLMOHHON 6e30MacHOCTU B OTHOWEHUW YNpaBrieHUsl, MOHUTOPUHIA U
BbINOMHEHNA HeobXoANMbBIX 3azau.

Hanee npueeaeHbl NpUMepbl BO3MOXHbLIX pONei komuteTa no MHopMmaumoHHoW GesonacHoCTu:

a) ynpaeneHve puckamu, cocTaerneHue nnaHa paborbl ¢ gokymeHTamu no CMUB, oTBeTcTBEHHOCTL 3a onpenerne-
HWe coaepXaHus 3TUX JOKYMEHTOB M MoryveHue ofo0peHnsi pykoBOACTBa;

b) nnanuposanne npuobpeteHns HoBoro o6opyaoBaHus U (MNKU) NPUHATUE PELUEHUIt O NMOBTOPHOM UCMONb30Ba-
HUK CylecTByOWEro obopy0BaHusl, KOTOPLIM YXXe pacronaraet OpraHu3auus;

C) pewenne nMobbix Npobrem Npu Mx BOHUKHOBEHWM;

d) paccMoTpeHue ycoBepLUEHCTBOBAHUM, KOTOpbIe MOTYT ObiTh 4OCTUIHYTHI B pesynbTate garnbHerlero BHeape-
Hus1 n nameperHnas CMUB;

e) ctpaTternyeckoe ynpaeneHne CMUB (npu BbINONMHEHWM NPOeKTa BHEAPEHUS U UCMONB30BAHUM CUCTEMBI);

f) o6ecneveHne cBsA3M Mexay BLICLLMM PYKOBOZJCTBOM, IPYIMOW NO BHEAPEHUIO NPoeKTa U paboTHUKAMU, 3aHATbI-
MU B cepe MHopMauMoHHON 6e30MnacHOCTU.

2. Ponu rpynnel no nnaHMpoBaHuio uHgopmalmoHHoi 6e3onacHocTn

MpoekTHas rpynna, oTBeTcTBeHHaa 3a CMUB npu nnanmposaHun npoekTa, fOmkHA nonyvaTb NOAAEPXKKY OT
UNEHOB, XOPOLLO MOHVMMAIOLWKX BaXHbIE MHOPMALIMOHHBbIE aKTMBbLI B pamkax obnactu gencrema CMUB u obnapatowmx
JOCTAaTOYHbIMK 3HaHUsIMK, YTOObI 0OCyXaaTh, Kak pacrnopsiauTbest 3Ton uHgpopmaumnen. Hanpumep, npu onpeaenequm
TOro, Kak pacrnopsiamTbcsl MHPOPMAaLMOHHBIMK aKTMBaMU, MOTYT UMETb MECTO pasHble MHEeHWUsi cpeau noapasaeneHui,
Haxoaswmxcst B obnactu gericteua CMUB, noaToMy MOXeT BO3HWKHYTb HEO6XOAMMOCTL COMMAcoBaTh NONOXUTENbHLIE
W oTpuuaTenbHble NOCNeacTBUS BbINMONMHEHUs nnaHa. [pOoeKTHas rpynna [orbkHA KOOPAWHMPOBAThH MNPOTUBOPEHUS,
BO3HUKAKWOLLME MEeXAy pasHbeiMW nogpasgenenusmy. [OnAa atoro uneHam rpynnbl NoTpedbyioTcs HaBbiku OGLWEeHus,
HaKoMneHHble Mo OnbiTy pPaboThbl, U BO3MOXHOCTU KOOPAMHALMM, a TakkKe BbiCOKMA YpOBEHb 3HaHWK B obnactu 6e30-
NacHoCTH.

3. Cneunanuctbl N BHELWHWE KOHCYMNLTaHThbI

OpraHu3aumm Heobxogumo BbIGpaTh COTPYAHUKOB AMNs BbIMOMHEHMA BbilLeyKasaHHbIX 3aAad (kenaternibHo co-
TPYAHVKOB C OAHOW UCKIIOUMTENBHOW ponbio), npexae Yem yupeauts CMUB. OgHako 3TUM COTpyaHUKaMm notpebyloTcst
obWKpHbIE 3HAHUSI U OMbIT B 06NacT MHMOpMaUMoHHON BesonacHocT, Hanpumep «UT», «ynpaeneHYeckUX peLueHuiny
M «MOHUMAHUS opraHu3auumy. Jlua, oTBETCTBEHHbIE 32 BbINOJNIHEHUE AaHHLIX OMnepauuii B opraHusaumu, MOoryT nydiie
3HaTb CBOM crneundmnyeckmne cehepbl AeaTensHOCTU. MHOMME cneumanucTbl, SBMSOLWMECs 3KCNepTamMmu B OTAENbHbIX 06-
NnacTsiXx B CBOeN opraHusaumnm, 4omKHbl NpUBNeKaTbest k pabote Hag CMUB, ecnn oHa nMeeT OTHOLIEHUE K UCTONb30Ba-
HUIO CUCTEeMbI B X 06NacTsx AesATenbHOCTU. Takke BaxeH 6anaHc nx npogeccuoHanbHbIX M 0BLWLNPHBLIX 3HAHWIA, HeobXo-
OVMbIX NS TOro, YTobbl AOCTMYbL Lernei opraHn3aumm. BHewHne KoHCynbTaHThl MOTYT AaBarb PEKOMEHAALUMN HA OCHOBE
CBOWX MaKPOCKOMUYECKUX TOYEK 3pEeHUsl Ha OPraHn3aumio u onbiTa AeWcTBUMI B NOAobHbIX Criyyasx, Aae HECMOTPSI Ha
TO, YTO OHM He obs3aTenbHO obnagatoT rmyGOKUMU 3HAHWAMM CMEeLUUdUKM opraHm3auun 1 3HatoT nogpobHOCTU ee
paboTkl. TePMMWHBI, UCMONb3yeMbIE B BbILLENPUBEAEHHBIX MPUMepax, Hanpumep, "KOMWUTET Mo MHMOpMaLnoHHOW 6e30-
nacHocTn" 1 "rpynna no nraHupoBaHWo MHAOPMAaLUOHHON Ge3onacHocTn", He Tak BaxkHbl. Heo6xoanmo noHumartb
TOMBKO (PYHKUMIO KAXKAOW CTPYKTYPBI.

B wgeanbHom BapmaHTe 3TO AOMKHbI ObiTh BHYTPEHHWE CTPYKTYPLI, KOOPAUHMPYOWME MHDOPMaUUOHHYI0 6e3o-
NacHOCTb OpraHu3auuun, NoaaepXuearolWwme cessb U pabdoTawlune B TECHOM COTPYOHWYECTBE C KaXKObIM TEXHUYECKUM
oTgenom.

4. Bnagenbubl MHHOOPMALMOHHbIX aKTUBOB

Heobxoanmo HasHauuTb COTPYAHWMKA AN KaXKOOoro npolecca B OpraHvM3aumn u obnactu npumMeHeHus creumarib-
HbIX 3HAHWIA; 3TOT COTPYAHWK AEWCTBYET B Ka4eCTBE TaK Ha3biBAEMOro «Blagernbua MHPOPMAaUMOHHOTO aKTUBA» Mo BCEM
BOMpocaM MHGOPMAUMOHHOW Ge30MacHOCTH, CBs3aHHbIM C 06paboTKOM OaHHbIX B paMkaxX KOHKPEeTHOro npouecca
B opranusauuun. KoHTakTHoe nuuo unv Bnageney npolecca OTBeYaeT, Hanpumep, 3a MOCTaHOBKY 3agad u obpaboTtky
MHOPMALIMKN B paMKax MpoOLECCOB B OpraHv3auuu, Ans KOTOPbIX OHU HAa3HAYEeHbI.

B cnyuyae pacnpegeneHvsi pyucka, NpegoTBpalLeHnsl pucka U yaepKaHusl pucka A0IKHbI ObiTb NPUHATEI HEOOXO-
AVMble OEUCTBUSI C TOUKU 3peHns Ge3onacHoCTU opraHm3aumn. Ecnv 6bino NpuHATO peweHne O NEPEHOCe PUCKOB,
Heo6Xx0aAMMO NpeanpUHSATL COOTBETCTBYIOLLME AEWCTBUS C UCMOMNb30BAHWEM KOHTPAKTOB, rapaHTui U CTPYKTYPbI OpraHu-
3aummn, HanpyMep NapTHEPCTBa WU COBMECTHbIX MpeanpusiTUii.
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Ha pucyHke B.1 nokasaH npumep CTPYKTypbl opraHusauun ansa yudpexgeHns CMUB. OcHoBHble ponu u cdepbl
OTBETCTBEHHOCTN B OpraHu3auuu, NpuBefeHHble HWXe, OCHOBaHbl Ha 3TOM Mpumepe.

PucyHok B.1 — Tllpumep CTpyKTypbl opraHusauum ansa yypexaeHusa CMUB

B3anmopgeicTtene B pamkax opraHmsaumm

Bce BOBNeYeHHble CTOPOHbI AO/KHbI U3YYUTb M OYE€Hb XOPOLWIO 3HAaTb CyllecTBylLuMe TpeboBaHWsA No 3auure
aKTVBOB oOpraHusaumun. YyacTBoBaTb B aHanmse opraHusauumv AOJSDKHbI COTPYAHWKKM, obnafarwlime XOpowWM 3HaHUeM
opraHusaumm n cpefbl, B KOTOPOA OHa (PYHKLMOHMPYET. 3TN COTPYLHUKN AO/MKHbI 6biTb BblOpaHbl Takum 06pa3om, YTO6bI
npeacTaBnATb WMPOKWUIA KPYr paboTHWKOB OpraHu3auun v AOSDHKHbI BKAKOYATb:

a) BbICLLUEE PYKOBOACTBO (Hanmpumep, F/1aBHblii YNpaBAsoWNA 1 OUHAHCOBBIA OUPEKTOP);

b) YUNEeHoB KomMMTeTa MO MHopMaLUOHHOK 6e30nacHOCTY;

C) Y1EHOB rpynmnbl N0 NJaHUPOBAHUIO MHGOPMALNOHHON 6e30NacHoCTH;

d) nuHelHbIX pykoBoguTenel (Hanpumep, pykoBoauTenein nogpasfenieHnin opraHusauumn);

e) BnafenbueB npoueccos (T. e. NpeAcTaBUTeNeil BaxkHbIX OnepaTuBHbIX NogpasfesneHunit);

f) cneunannucToB M BHELIHNX KOHCY/IbTAHTOB.

MprmMepbl 06WMUX ponein n chep OTBETCTBEHHOCTM, CBSA3@HHbLIX C MHPOPMAaLMOHHON 6e30MacHOCTbI0

WHdopmaymnoHHaa 6e3onacHOCTb ABAAETCA O6LWMPHON 06/1acTblo, BAMSAIOLWEN Ha BCIO opraHu3auumio. Mo cylecTBy
YyeTKo onpegefieHHble cdepbl OTBETCTBEHHOCTU B 06/1aCTV MHAOPMALMOHHON 6e30NacHOCTU SABNATCA BaXKHbIMW A5
ycnewHoro BHegpeHus CMWB. TMockonbky ponu u cdiepbl OTBETCTBEHHOCTW, CBA3aHHble C MHhopmMauuoHHon 6esonac-
HOCTblO, MOFYT pasfinyaTbCA, MOHUMaHMe pas/INYHbIX POJieil ABNSeTCA KpaliHe BaXHbIM A1 MOHUMAaHUA HEKOTOPbIX
OelicTBUlA, onucbiBaeMbIX Janee B HaCcTosAWeM cTaHgapTe. B Tabnvue HWXe M3M10XeHbl ponn U cdepbl OTBETCTBEHHOCTMH,
cBsA3aHHble ¢ 6e3onacHOCTblo. CrnefyeT OTMETUTb, YTO 3T POMN ABMAITCA OOWMMU, U AN KAXKAOI0 OTAE/IbHOro cryyas
BHeapeHnss CMWB TpebyroTcsi KOHKPETHble OMnMcaHus.

Ta6nunuya Bl — lMNepeyeHb NpMMepHbIX poneli n chep OTBETCTBEHHOCTU, CBSA3AHHbLIX C MH(bOpMaLnoHHOW 6e3onac-
HOCTbI0

Porib Kpatkoe onucaHue cgoepbl OTBETCTBEHHOCTM
Bbicllee pyKOBOACTBO (Hanpumep, rnas- OtBeuvaeT 3a BugeHne CMWB, cTpaTerMyeckue pelleHus U Koop-
HbIA ynpaBnsoLWnidi, UCNONHUTENbHBIA AN- AWHWUPYET AeWCTBUS MO YNPaBNEHWI0 W KOHTPO/IO OpraHu3aLum

pekTop, AMpeKkTop no 6e3onacHocTn u du-
HaHCOBbIN ANPEKTOP)

NuHeiiHble pykoBoAWUTENU HecyT BbICLLIYIO OTBETCTBEHHOCTb 32 (PYHKLMWU OpraHu3aLmu
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lpodomxeHue mabnuus! B.1

Ponb

KpaTkoe onucaHue cepbl OTBETCTBEHHOCTU

AdupekTop no nHpopMaunoHHON 6e3o-
nacHocTn

HeceT nonHyto 0TBETCTBEHHOCTb U OCYLLECTBISIET PYKOBOACTBO WH-
thopMaLmoHHOl Ge3onacHoCTbIo, obecneunBasi NPaBUNbHOE YNpPaB-
neHne MHHPOPMAaLUMOHHBIMM aKTUBAMU

KomuteT no nHcpopMmaumoHHoin Gesonac-
HOCTU (4eHbl)

OcywecTBrsAwT ynpaeneHne MHMOPMAaLMOHHBIMA aKTUBaMWU U Ur-
paioT BeayLyto pons B pabote CMUB B opranmsaumn

pynna no nnaHMpoBaHUIO MHOPMAaLU-
OHHOV 6e30MacHOCTU (YneHbl)

Pabotaet Bo Bpems onepaumii, noka yupexgaerci CMUB. Mpynna
no nnaHWpoBaHuio paboTaeT co BCeMMU NMoapasfeneHnsaMn u paspe-
LaeT NpoTMBopeYns, noka ydpexpaetca CMUb

3anHTepecoBaHHasl CTOpOHa

B koHTekcTe onucaHui gpyrvx ponem, CBs3aHHbIX ¢ MHopMauu-
OHHOWN 6e30NacHOCTbIO, B 4AHHOM [JOKYMEHTE 3auHTepecoOBaHHble
CTOPOHbI ONPeaenstTcs, rMaBHbIM 00pa3oM, Kak Nnuua opraHu3auum,
He CBsi3aHHble ¢ 06bIMHON paboToil opraHuM3auMm — Hanpumep, Co-
BeT, COBCTBEHHMKN (OpraHnM3aumum-cobCTBEHHUKN, ecrniu opraHu3auus
SIBNSIETCA YacTbiO FPyNnbl UK NPaBUTENbCTBEHHON OpraHn3auum n
(vnn) HenocpeacTBeHHble COBCTBEHHUKM, HANpUMeEp, akUuMOHepbl B
YacTHOM opranHu3auuu). Odpyrmmu npumepamm 3amHTepPecOBaHHbIX
CTOPOH MOIYT CIYXUTb AOYE€PHUE KOMMNAHUW, KITMEHTLI, NOCTABLMKN
unu 6onee nybnuyHble opraHN3aunm, TakMe Kak NMpaBuTenbCTBEeHHbIe
opraHbl (hMHAHCOBOIO KOHTPOJIS UMM COOTBETCTBYIOWME (HOHAOBLIE
OUpXKK, ecriu ykasaHa opraHu3auusi

CucTemHbIi agMrMHUcTpaTop

CurCTeMHBIN agMMHUCTPaTOpP OTBEYAEeT 3a cucTemy uHdopmauum-
OHHBIX TEXHOMOIUN

Ynpaenswowme no MHOOPMaLNOHHbLIM
TEXHOMNOIMAM

Ynpaenawwun scemm nHOOPMALUOHHBIMU pecypcamm (Hanpu-
Mep, Ha4anbHWK OTAena MHAOPMALMNOHHBIX TEXHOIOMMI)

BesonacHocTb mManyecknx 0GbekToB

Jlnuyo, oTBeTCTBEHHOE 3a 6€830MacHOCTb (PU3NYECKUX 0OBLEKTOB,
HampuMmep, 3gaHui M T 4., 4acTO Ha3biBaeMbll PYKOBOAMTENEM
obbekTa

YnpaeneHvne puckamu

JInuo (nmua), oTBETCTBEHHbIE 32 CTPYKTYPY YNPaBreHus puckamu B
opraHuMsauumy, BKoYast oueHKy, 06paboTky U MOHUTOPUHI pucka

KOpuckoHeynsT MHorve pucku ansi MHOOPMALMOHHOK 6e30MacHOCTN UMELKOT HpK-
JnYeckue acnekTbl, U IOPUCKOHCYNbT OTBEYAET 3a UX YYET

Kapgpbl Jivyo (nuua), Hecylwee(ue) NONHYIO OTBETCTBEHHOCTL 32 3TW pas-
paGoTku

Apxvs Bce opraHvsaumm umeroT apxuBbl, CoAepXallime BaxHYo UHGOP-

MaLuo, KOTOPYIO HEOBX0AMMO XPaHWTb B TEYEHWEe ANMTENbHOro Bpe-
mMeHn. NHbopmauma MoXeT HaxoAMTbCs Ha pasHbiX TUMNAax HOCUTe-
new, n Heo6xoauM crneunanbHbIi COTPYAHWK, OTBEYaKOWWI 3a ee Xpa-
HeHue

[MepcoHankeHble gaHHbIe

Ecnu Toro TpebyloT rocyaapCTBeHHblE 3aKOHbI, MOXET ObiTb
HasHa4YeH COTPYAHWK, OTBEYAIOWMI 3a CBSI3b C OPraHOM KOHTPOIs
AAHHBIX MU aHanNorM4HoW oduumanbHON opraHu3aunei, ocyLlecTB-
NSIOWEN KOHTPOIb 3aLMThI NePCOHanbHbIX AaHHbIX U NpaB cobCcTBeH-
HOCTHU

PaspaboTtunk cucrem

Ecnu opranusauua paspabaToiBaeT COGCTBEHHbIE MHMOPMaLU-
OHHbIE CUCTEMBI, KTO-TO [OIDKEH OTBEYaTh 3a 9Tu paspaboTku
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OkoHyaHue mabnuupi B.1

Ponb Kpatkoe onucaHue chepbl OTBETCTBEHHOCTH

Cneumnanuct/akcnept CneunanncTel M akcnepTbl, OTBEYAOWME 3a HEKOTOpbIE ornepa-
UMM B opraHusaumm, JOIPKHbI NpUBNekaTbes K paboram no CMUB no
Mepe BO3HWKHOBEHWsI NpobrnemM, OTHOCALMXCSE K MX KOMIMETEHLMU

BHeWHWA KOHCYNBETaHT BHelHre KoHcynbTaHThl MOTYT NPedoCTaBnsTh KOHCYMNbTaUuMm Ha
OCHOBE MX MaKpOCKOMWYECKOro BUAEHWSI OpraHusaumm u oneita pa-
60Tbl B gaHHol oTpacnu. OgHako KOHCYNbTaHThl MOTYT He pacrona-
ratb rybokMMM 3HAHWSIMU OpraHn3aumu u ee paboTsl

PaboTHWKk/nepcoHan/nons3oBaTesnb Kaxabii paboTHWK HeceT paBHYl OTBETCTBEHHOCTb 3a noaaep-
XaHve nHdopMaunoHHol GesonacHoCcTU Ha pabodeM MecTe U B CBO-
eM OKpYXeHUM

Ayautop AyanTop oTBevaeT 3a oueHky CMUB
WHcTpykTOp WHcTpykTOop peanuayeT nporpammbl o6yqeHuss u mHdopmMmpo-
BaHus
OTBEeTCTBEHHbIN 3a MHPOPMaLUNOHHbIE B KpyrnHbIX OpraHusaunsax 4acTo Ha3HaYalTCsA COTPYOHUKM Ha
TEXHOMOrMM UNn MHOPMaLMOHHYLo Gesonac- | mecTax, OTBETCTBEHHbIE 3a BOMPOCHI UHOPMALMOHHLIX TEXHOMOMMIA
HOCTb Ha MecTe Ha mecTe, W, BO3MOXHO, Takke 32 MHAOPMaLMOHHYLO Ge3onacHoCTb
HeaaBucumblii akcnepT 370 Mo cyLLeCTBY He OTBETCTBEHHOE NULO, HO B KPYMHbIX OpraHuaa-

LUMAX MOXET OblTb O4Y€Hb MOMNE3HbIM Ha CTaauu BHeOPEeHWUs1 CUCTEMbI.
XKenatenbHo umeTb nogel, obnagawwmx rnybokMMKU 3HaHUAMU B
obnacTtn BHegpeHns CMUB, koTopble MOryT nogaepXveatb MoHWMa-
Hue n posodbl B nonb3dy npumerHeHns CMAB. OHu MoryT nonoxwu-
TenbHO BMMATE Ha MHeHWe y4yacTHuKoB paboT no BHeapenuio CMUB
M 4acTO Ha3bIBAKOTCA «MNOCPEAHNKaAMNY
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Mpunoxexue C
(cnpaBouHoe)

UHdopmaLms no BHyTpeHHEMY ayauTy

B gaHHOM MpunoXeHnn copepkatcs AONONMHUTENbHbIE PEeKOMEeHJAaUMU No NaHMpPOBaHWUIoO ayamTa.

Bregpenne CMUB fonxHO OLEHMBATLCA C MOCTOAHHBIM MHTEPBANOM NYTEM BHYTPEHHErO U HE3ABUCUMOIO ayau-
Ta. AygvT Takke CRyXWT 4715 yNopsidoYeHusi U OLEHKU OMnbiTa, HaKannMeBaemoro B XoAe NMoBCeAHEBHOW MpakTuku. [ns
BHegpeHnss CMUB Heobxoaymo nnaHvpoBatb GOpMbl ayauTa.

Mpu aygute CMUB pesynetatel ayamTa AOMXKHbBI ONpegensTbCs Ha OCHOBE KOHKPETHbIX Nnpu3HakoB. Crnenoea-
TenbHO, HeOBXOAMMO HasHa4aTb Noaxoasime Nepuoabl BPEMEHMU sl BbINONHEHUNA onepaumid, cea3aHHbix co CMUB
ans cbopa HeobXoAMMbIX [0Ka3aTeNbCTB.

BHyTpeHHuin aygut CMWUB pgomkeH BHEOPATLCA U OCYLLECTBNATLCA PEryNAapHO ANs OUEHKU TOro, COOTBETCTBYIOT NN
Luenn n Mepbl U CpeacTBa KOHTPONA W ynpaeneHus, npouecckl u npoueaypsl CMUB Tpebosanuam ISO/IEC 27001 n
COOTBETCTBYIOLWUM 3aKOHaM WM HOPMaM, COOTBETCTBYIOT MW OHWU onpeaeneHHbiM TpeGoBaHusamM K MHOPMaLMOHHON
6e30MacHOCTU, U 3hEKTUBHO NN OHU BHEAPSIIOTCA U NOOAEPKMBAKOTCS.

OpHako BbIGop ayaMTopoB Anst BHyTpeHHero ayamta CMUB moxeT okasaTbesl CnoxHbiM Anst HeGonbwnx komna-
HUi. Ecnun y opraHnsaumm HepgoCcTaTouHO PeCcypcoB Anst NPOBEAEHWs Takux BUAOB ayauTa, BbINOMHAEMbIX ONbITHBIMK
COTpyOHWKaMM opraHusaumu, crnepyeT NpuBrekaTtb Anst BoINOMHEHUsl ayanTa BHeWHnX akcnepTtoB. Korga opraHusauus
NpUBMeKaeT BHEWHUX ayauTopoB, CreayeT NPuHATbL BO BHYUMAaHMWE criedylolee: BHeWHNE ayauTopbl XOPOLWO 3HAKOMbI C
npouenypon BHyTpeHHero ayamta CMWB, ogHako He obnagareT A0oCTaTOuHbIMM 3HAHUSIMM 06 OpraHN3auMoHHOW cpeae
opraHvsauun. 9ta nHdopmauus gomxkHa bbiTb UM NpegocTaBneHa coTpyaHuKammn opranmnsaummn. C apyron CTOpOH®.I,
BHYTPEHHUE ayauTopbl MOTYT UMETb BO3MOXHOCTE MPOBOAUTL MOAPOOHLIV ayauT, NPUHUMAA NO BHUMaHWe OopraHusaum-
OHHYIO Cpefly OpraHv3aumu, HO MOryT He obnagaTb A4OCTaTOYHBIMK 3HaHUAMU O BbiNOoNHeHWn ayauta CMUB. Opranusa-
LMW JOIKHbl YYUTLIBATh XapakTepucTUKK U NoTeHUManbHble HEAOCTaTKM BHYTPEHHETO ayanTa No CPaBHEHWIO C BHELWHUM
npv npoeBeaeHun BHyTpeHHero ayamta CMUB.

OhPeKTUBHOCTL M Pe3yNBTaTMBHOCTL MPUMEHAEMbIX cpeacTs ynpaenenusa (cm. ISO/IEC 27004:2009) cnepyet
NpoBepsTb B pamMkax BHYTPEHHEro ayauTa.

BaxHO OTMETUTb, YTO ayaWT He MPOBOAMTCS COTPYAHUKAMU, KOTOPbIE ObINK 3aHATLI B NNaHUPOBaHUKN U pa3paboT-
ke uenel 6e3o0nacHOCTU, NOCKOMbKY CNOXHO HalTK CBOW cobcTBEHHbIE OWwKnbKK. CnegoBaTenbHO, B KavecTBe ayAuToOpoB
PYKOBOACTBO AOMKHO MPVBNEKaTb NoapasfgeneHvs opraHnsauuy unm COTPYAHWKOB, Haxoasilumxcs BHe obnactu gewn-
CTBMA BHyTpeHHero ayauta CMUB. 3Tn ayanTopbl QOMKHBI NNaHUpoBaTbk U NPOBOAUTL BHyTpeHHun ayaut CMUB v co-
CTaBMATb OTYETHI ANA NOMNyYeHUst AanbHENWMX PacnopsxeHui pykoBoacTea. B 3aBucumocTy oT pasmepa opraHmsaummn
MOXeT ObITb MONe3HbIM OT3bIB BHELUHWX ayaMTOPOB, YTOOLI U3bexaTk cUuTyaumn, B KOTOPOW COTPYAHWUKWN OrpaHWUueHbl B
cBoell paborTe.

Mpv npoBegeHun BHyTpeHHero ayamta CMUB cnepyet npoBeputsb, 4TobbI cuctema adpcexktueHo paboTana, nog-
JepXvBanachk W onpaegbiBana Bce oxupaHus. [1pyu nnanmpoBaHWM nporpammel ayauta ayautopbl AOMKHbI YHUTHIBATL
COCTOSIHVE U BaXXHOCTb Liernen pykoOBOACTBA, CPEACTB YNpaBreHusi, NpoLecCoB n nNpoueayp, noganexawmx ayauTy, a Takke
pesynbTarbl Npeabiayluiero ayamra.

Mpu npoBepgeHny ayguta HEOOGXOAMMO AOKYMEHTMPOBATb KPUTEPUU, NPUMEHAEMYIO 06nacTe AeNCTBUA, 4acToTy
NpoBeaeHUsl U MeToA ayauTa.

Mpun BbIBope ayauTopoB Heobxoaumo obecneunTb 06BLEKTMBHOCTL U YECTHOCTL Mpouecca ayauta. lNpu nposeae-
HUM CEpPUM NPOLIECCOB ayauTa ayauTopbl JOMMKHbI ObITh KOMMNETEHTHLI B Creaytowmx obnacrax:

a) NNaHMpoBaHWe W NpoBeAeHue ayauTa;

b) otueTHOCTbL NO pesynbTaTam;

C) NpeanoxeHne KOPPEKTUPYIOWMX W Npeaynpexaalowmx geUcTBuidl U T. 4.

Kpome Toro, opraHu3aums gomkHa onpegenutb cdepbl OTBETCTBEHHOCTU ayaWTOPOB U CEPUIO NPOLIECCOR ayauTa
B NpoueaypHON JOKYMEHTaumw.

PykoBoguTens, oTBevalowmii 3a NpoLece, Nnoasepraemblii ayguty, gomxeH obecneumntb, UTo6bl HECOOTBETCTBUS U
MX NPUYMHBI JOIDKHBIM 06pa3oM ycTpaHsinuch 6e3 3agepxkn. OgHAKo 3TO He O3HaYaeT, YTO HeCOOTBETCTBME obsi3arenb-
HO HY>KHO YCTPaHuTb HemeaneHHo. Kpome Toro, BbINOMHSAEMbIE KOPPEKTUPYIOWMUE ASNCTBUA [OIPKHBI BKITIOYATb NPOBEP-
Ky BbIMOMHAEMOro AENCTBUA U OTYET MO pe3yrnbratam NpoBEPKK.

C To4Kmn 3penHua ynpaeneHus BHyTpeHHun ayamt CMUB moxeTt npoBoanTbes 3HEKTUBHO, Kak YacTb APYIMX BUOOB
BHYTPEHHEro ayguta opraHM3auum unu B codetaHnm ¢ Humu. MNpu npoBegeHun ayauta cnegyet obpalaTtbest K AOKYMEHTY
«TpeboBaHus1 Kk opraHu3aumsamM, NpoeoasawWMM ayaut u ceptudmkaumio CMUB ISO/IEC 27006:2007 ».
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Mpunoxexue D
(cnpaBo4Hoe)

CTpyKTypa NonNUTUKK

B paHHOM npunoxeHun copiepxaTcs AOMOMHUTENbHbIE peKoMeHZ4auMn Mo CTPYKType MOSNUTUKK, BKIOYasi Nonu-
TMKY MHOPpMAUNOHHON Ge3onacHOCTU.

Monutnka — 370 O6WME HaMepeHus1 M yKasaHus, obuUManbHO BblpaXKeHHble pykoBogcTBoM (cMm. FCD 27000 n
ISO/IEC 27002). CogepxaHue NMonuTuKK yrnpaensieT OJeNCTBUSIMN W PELEHUSIMUY, KAcaloWMMUCA npeameTta nonuTUKK.
Opranusaums MOXeT UMETb HECKOIIbKO MONMTUK, MO OAHOW ANSA Kaxaown cdepbl AesiTenbHOCTU, BaXXHOW ANsA OpraHu3a-
umn. HekoTopble NONNTUKKM HE3ABUCUMbI OZIHA OT [APYTOW, B TO BPeMsl Kak ApYrue norTuKM HaxoasiTCsl B UepapXuyHeckom
cooTHoweHnn. B obnactn 6esonacHOCTU MONMUTUKM, Kak NPaBUNO, NEPapPXMYECKM OpraHmM3oBaHbl. O6bIYHO MonNUTUKa
6e30nacHOCTM OpraHu3aumM SIBMSIETCA NMONMTUKOM BbICILEro ypoBHA. OHa nopgkpennsietcsi 6ornee KOHKPETHLIMUA MONUTK-
Kamu, BKNIOYaA NONUTUKY MHOPMaUUOHHON 6e30nacHOCTU U MONUTUKY CUCTEMbl MEHeKMeHTa MH(OPMaLNOHHON
6e3onacHocTn. B ceoto ouepeab, NonuTHka MHMOPMaUMOHHON 6e30NacHOCTU MOXET NoAKpennsTLesl bonee aetanbHbl-
MM MONUTUKaMW NO KOHKPETHLIM NMpefMeTaM, OTHOCALMMCSA K acnektam wHdopMaumoHHol 6e3onacHocTn. Muorne ua
3TUX NONMUTUK onuceiBatoTest B ctaHaapte ISO/IEC 27002, Hanpumep, nonutruka mHdopMaumoHHol 6e3onacHocTu nopg-
KpennaeTca NOMMTUKaMM, KacaloWwMMUCS KOHTPONS [OCTYNa, NOMUTUKN «4YUCTOTO CTOMa» M «YUCTOro 3KpaHa», UCMOMb-
30BaHWA CceTeBbIX CYXO M KpunNTorpadmnyeckoro KOHTPons. B HEKOTOPLIX CNy4asX BO3MOXHO BKIIOYEHWE AOMNONHUTENb-
HbIX YPOBHeW nonutuin. 3T1a knaccudmkaums nokasaHa Ha pucyHke D1.

4 N
O6LMe NONUTUKN BbICOKOrO YPOBHA

Hanpumep, nonutuka 6e3onacHoOCTH, nonuTUKa
CEKPETHOCTH, MONUTUKa MapKeTUHra, NoNUTUKa
paspaboTku npoayKumu

\. J
4 N\
MonUTUKK BbICOKOro YPOBHS NO OoTAENbHbLIM
npegmMmeTam
HanpuMep, nonuTMKa MHPOPMaLMOHHON
6e3sonacHoCTU
. J
( )

HetanbHbie NONMUTUKKN
HanpumMep, NonUTUKa KOHTpons Aoctyna, nonuTuka
«MUCTOro cTONa» U «4UCTOro dKpaHa», NONUTUKa
NCnonb3oBaHUA CeTEBbIX CJ'IY)KG M NONTUTUKA
\_ ncnonb3oBaHus KpMnTOFpa(bVI‘-IECKOFO KOHTponsa ~ J

PucyHok D.1 — Wepapxus nonutuku

CornacHo ctangapty ISO/IEC 27001 tpebyeTcsi, 4tobbl opraHusaumm nmenu nonutnky CMAB v nonutuky nHdop-
MaumMoHHON BesonacHocTh. OgHako 3TO He MoApasyMeBaeT KaKUX-NMOO KOHKPETHLIX COOTHOLWEHUI Mexay STUMK nonu-
Tukamu. TpeboeaHus k nonutnke CMWB npusBeaeHsl B nyHkTe 4.2.1 ctaHgapta ISO/IEC 27001. PekomeHngauum no
NnonuTMKe MHEPOPMAaLMOHHON Ge30nacHOCTU NpueeaeHbl B nyHkTe 5.1.1 crangapta ISO/IEC 27002. 31 nommTrky moryT
paspabaTtbiBaTbCA Kak paBHOMpaBHble NonuTuku: nonutnka CMUB mMoxeT noguuMHATBCH NONMTUKE MHMDOPMALMOHHON
6e30MacHOCTH, UNKU, HaobopOoT, NONUTUKA MHPOPMALMOHHOW Ge30NacHOCTU MOXeT NoaYMHATbCA nonntuke CMUB.

CogepxaHve nonuTMkM OCHOBAHO Ha KOHTEKCTE, B KOTOPOM paboTaeT opraHusaums. B wactHocTu, npu paspaboT-
ke ntoboli MONUTMKM B paMKax OCHOB MOMUTUKM HY)XXHO YUMTbIBATh criefylolee:

1) uenu un 3agaun opraHusaumu;

2) cTpatervu, aganTMpoBaHHble Anst JOCTMXKEHWS 3TUX Lienew;

3) CTPYKTYpY M Mpouecchl, aganTMpPOBaHHbIE OpraHu3aumnen;

4) uenu v 3agauv, CBsI3aHHble C NPeaMETOM MONUTUKY;

5) Tpe6oBaHus CBA3aHHLIX NONUTUK Bonee BLICOKOrO YPOBHS.

OT10T npouecc nokasaH Ha pucyHke D.2.
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e a
Crtparerum opraHn3aLmm
. J
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s N

Llenu u 3apnauM opraHMsauum Monutuka Tpebosanua nonutuk 6onee

BbICOKOTO YPOBHSA no onpeAeneHHOMy npeaMeTy BbICOKOrO YPOBHSA
- o,
CTpyxTypa M NpoLecchl Lienm u 3apaum opraHM3auum
B OpraHM3aumumu B obnactm nonuTMKn

PucyHok D.2 — WcxogHble gaHHble anst pa3paboTky NonMTUKK

MoNUTUKKM MOTYT MMETb CNIEAYIOLLYIO CTPYKTYPY:

1. Kpatkoe nanoxenue nonuinku — obiiee onncaHwe u3 ogHoro-AByx npeanoxeHuid. (MHorga moxetr o6beam-
HATLCA C BBEAEHUEM).

2. BeegeHue — kpaTkoe 06bsiCHEHME MpeameTa NonUTUKK.

3. O6nactb gevcTBusS — ONUCHLIBAET YacTu UNKW AeNCTBUSA OpraHM3aumm, HaxXogAWMecs nog BIUSIHUEM MOTNUTUKNA.
Mpn HeobxoaumocTn B nyHkTe «O6nacTe AeNCTBUS» NEPEYUCNAIOTCA APYIVe NMONUTUKKM, NoAKpennsaemMble 4aHHOW nonu-
TUKON.

4, Llenu — OonncaHve Ha3HaveHus NOJINTUKA.

5. NpuHunnel — onucaHue NpaBwi, KacalwWwmxca AEeNCTBUA U pelueHuin Ana AOCTKeHUsl uenei. B HekoTopbIix
cny4asx MoxeT 6biTb MONE3HbIM ONPEAEnUTL KMYEBbIE NPOLECCHI, CBAI3aHHbIE C NPEAMETOM MOJNMTUKU, U 3aTeMm —
npaBvna BbINONHEHMS NPOLIECCOB.

6. Cchepbl OTBETCTBEHHOCTM — KTO OTBEYAET 3a AEUCTBUS NO BbINONHEHWUIO TpebGoBaHWit NoNUTUKU. B HekoTopbIX
Cry4asx 3TOT NyHKT MOXET cogepaTb ONMMCaHNe OPraHU3auMoOHHbIX COrNAaleHnn, a Takke cdepbl OTBETCTBEHHOCTU NULL
C onpegeneHHbIMU PONsIMK.

7. KnoyeBble pesynkrarbl — ONMUCAHWE Pe3ynbTaToB, NONyYaeMbiX NPegnpuATUEM, €Crn LUenu AOCTUTHYTbI.

8. CBA3aHHbIE NONUTUKN — OMUCAHUE APYIMX NOMUTUK, OTHOCALLMXCA K AOCTMXKEHMIO uenen, obbivHO ¢ npeacTae-
NeHVeM AOMONHUTENbHBIX NOAPOOHOCTEN, KacaloWwMXCsl OTAENbHbLIX NPeAMETOB.

MprumedyaHue— CogepXaHne MONMUTUKA MOXET OblTb OpraHu3oBaHO pasnuyHbiMKM crnocobamu. Hanpu-
Mep, OpraHu3aumm, KoTopble OenatroT akKUeHT Ha ponsix u cdhepax OTBETCTBEHHOCTU, MOTYT YNPOCTUTL ONUCAHUE Lerei
W NPUMEHATb NPUHLMMBI KOHKPETHO K POrisiM U cchepam OTBETCTBEHHOCTM.

Hanee npuBegeH npumep nonMTukn MHGOpPMaLUMOHHON 6e30NacHOCTH, MOKA3bIBAIOWMIA ee CTPYKTYpY W NMpuMep
coepKaHus.

MonuTtuka uHcpopmaLnoHHOn 6eszonacHocTU (Mpumep)

Kpamkoe usnoxexue ronumuku

WHdopmaumsa Bcerga gomkHa ObiTh 3aliMuieHa HedaBucumo oT ee dopmbl U crnocoba ee pacnpocTpaHeHus,
nepegaqn n XpaHeHusl.

BeegeHue

WHbopmaums MOXKeT CylLecTBOBaTb BO MHOMMX pasnuyHbix chopmax. OHa MOXeT ObITb HanevyaTaHa wunv HanmMcaHa
Ha Bymare, XpaHUTbCsl B SMEKTPOHHOM BUe, NepeaaBaTtbesl Mo MoYTe UMK ¢ UCTONb30BAHWMEM 3TEKTPOHHBLIX YCTPOWCTB,
NnokasbiBaTbCA Ha MieHKax Unv nepegaBaTbCs YCTHO B Mnpouecce obueHus.

MHdopmaumoHHas 6e3onacHOCT — 3TO 3almTta MHAMOPMAaLMK OT pasruuHbIX Yrpo3, npu3sBaHHas obecneqnTtb
HenpepbIBHOCTE BU3HEC-NPOLECCOB, MUHUMMU3UPOBATL PUCK Anst GM3Heca M MakCUMM3MPOBaATh BO3BpallleHUe BIIOXe-
HUIA K obecneunTb BO3MOXHOCTW AErNOBON OeATeNbHOCTU.

O6nactb aencreusi

HaHHas nonutrka nogkpennseT obwyo nonuTuky 6e30NacHOCTU OpraHU3auun.

HaHHas nonmTuka NpMMEHsIeTCsl KO BCEM COTPYOHMKAM OpraHv3auuu.

Llenv nHdopmaumoHHon 6esonacHoctu

1) MNoHnmaHve n obpaboTka cTpaTerMyeckux 1 onepaTMBHBIX PUCKOB ANs MHAOpPMaumoHHoW 6esonacHocTw,
4YTOOGbI OHWM ObINM NpUemMnemMsl AN opraHu3aLun.

2) 3awmrta KOHPMAEHUMANBHOCTU UHOPMALMK KNMEHTOB, pa3paboTok NpoaykumMm U NNaHoB MapKeTUHra.

3) CoxpaHeHve LenocTHOCTM MaTepranoB ByxranTepckoro yyera.

4) CooTtBeTcTBUE 06LWMX BEG-CEPBNCOB 1 BHYTPEHHUX CETEl COOTBETCTBYIOWMM CTaHAapTam AOCTYNHOCTH.

MpuHUMNbL MHDOPMAUMOHHOW Ge3onacHoCcTH

1) OanHas opranmnsaumsi cnocobcTByeT NPUHATMIO PUCKOB M NpeoaoneBaeT PUCKM, KOTOPbIe HEe MOryT nNpeogoneTb
OpraHu3auumn ¢ KOHCEpPBATMBHLIM YNpPaBleHWEM, MNpW YCIOBUM MOHMMAaHUSA, MOHUTOPUHIa U o6paboTkn puckoB Ans
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MHopmaumm npu HeobxogumocTu. [logpobHoe onucaHve nOAXOA4OB, MNPUMEHSIEMbIX NS OUEHKU U 0bpaboTku
PUCKOB, MOXHO HaliTu B nonutuke CMWB.

2) Becb nepcoHan gommkeH ObiTb OCBEAOMITEH U MOAOTYETEH 3a MHPOPMALMOHHYIO 6€30MacHOCTb B OTHOLLEHWUM
CBOMX AOMKHOCTHBbIX 06A3aHHOCTEN.

3) HeobxogumMo npuHATE Mepbl Onsi OMHAHCUMPOBAHUSI CPEACTB YNpaBneHusi MHGOPMAaLMOHHOW 6e30MacHOCTbIO
M NMPOLECCOB YNpaBrneHusi NPOeKTamu.

4) BO3MOXHOCTM MOLUEHHUYECTBA W 3roynoTpebrnenunii B o6nactm MHGOPMALMOHHBIX CUCTEM [OMMKHbI ObITh MPU-
HATbI B pacyeT npu obwem ynpaeneHnn MHHOPMAaUUOHHBIMK CUCTEMaMM.

5) OT4eTbl O COCTOSAHMM MHMOPMAUMOHHON 6e30MacHOCTU A0MKHbI BbITb AOCTYMHbI.

6) Heobxogyumo otcnexueatb pucku ansa MHGOpMaLMOHHONW Ge30NacHOCTU U NpeanpuHMMaTh AeUCTBUS, Korga
M3MEHEHWs NPUBOAAT K BO3HUKHOBEHWUIO HENpeaBUAEHHbIX PUCKOB.

7) Kputepum knaccucrkaumm puckoB U NMPUEMITEMOCTU PUCKOB MOXHO HaiWTu B nonutuke CMUB.

8) Cutyaumu, KOTOpble MOTYT NPUBECTU OPraHM3aLMIo K HAPYLWEHNIO 3aKOHOB U YCTAHOBMEHHBLIX HOPM, He [OIKHbI
AOnycKaTbCS.

Cdepbl OTBETCTBEHHOCTH

1) Mpynna pykoBoauTenel BbICWEro 3BeHa OTBeYaeT 3a obecneveHne COOTBETCTBYIOWEN NpopaboTku mHgopMa-
UMy BO BCEN OpraHunsaumm.

2) Kaxgbli pykoBOAUTEND BLICLIETO 3BEHA OTBEYAET 3a TO, UTOGLI COTPYAHMKM, paboTalowme nog ero pykoBoa-
CTBOM, OCYLLECTBIIANM 3aWmTy uHopMaLum B COOTBETCTBMM CO CTaHAApTaMW OpraHu3aLmn.

3) HavanbHuk otgena 6e3onacHOCTU KOHCYNBTUPYET Ipynny pyKOBOAMTENEN BbICILIErO 3BEHA, OKAa3biBaeT IKCNepT-
HYI0 MOMOLLB COTPYAHWKAM opraHu3auum n obecrneumBaeT AOCTYNHOCTbL OTYETOB O COCTOSIHUM MHOPMALMOHHON 6e30-
NacHoCTMW.

4) Kaxgplii coTpyaHMK opraHusaumm oTBevaeT 3a MHGOPMAUMOHHYIO Ge30NacHOCTb Kak YacTb BbIMOMHEHWs] CBOUX
AOMKHOCTHbLIX 0653aHHOCTEN.

KnioyeBble pesynsrarbl

1) NHUmMaeHTBl MHGOpMaLMoHHON Be30nacHOCTM He AOMKHBI NPUBOAUTL K CEPLE3HBIM HEMpPeaBUAEHHLIM 3aTpa-
TaM UM Cepbe3HbIM CpbiBaM paboTel cnyx6 v OesATENbHOCTU NPeanpuUsaTUs.

2) MoTepyn 13-3a MOLIEHHUYECTBA AOMKHbI ObITb M3BECTHBLI M HAXOAWUTHCA B paMKaxX NMpUEMMEMbIX OrpaHUYEHUA.

3) Bonpockl nHopmMaunoHHON 6e30MacHOCTU He AOSKHbI OKa3bieaTb HEONaronpusiTHOrO BIUSIHUA HA MPUEM
3aKa34MKkaMy NPOAYKLUMU U YCIyT.

CBsi3aHHbIE NOMUTUKM

Cregywlime geTanbHble NONUTUKA cogepXaT NMPUHLMNLI U pekoMeHAauuM No OTAENbHBIM acnekTam uHgopma-
LUMOHHOW Ge3onacHoCTU:

1) MonuTuka cuctembl MeHegKMeHTa uHdopmMaumoHHol 6esonacHoctn (CMUB);

2) MonnTnka KOHTPONs AOCTYNa;

3) Monutuka «4MCTOro CTOMay M «HUCTOro 3KpaHay;

4) MonnTuka HepaspeLleHHOro NporpaMmmMHoro obecneyeHus;

5) Monutuka, Kacarowasncs Nony4eHns annoB NPorpamMmMHoOro obecneYveHns M3 BHELHUX CETEN UMM Yepes HUX;

6) Monutuka, kacawowascss MOBUNBHOTO KOAa;

7) Monutnka pe3epBHOrO KOMUPOBaHUS;

8) MonwuTuka, kacarowasca obmeHa nHopmaumen mMexay opraHM3auusivu;

9) MonwnTyka, kacawwasacs AoNyCTUMOrO UCMOMNb30BaHUSI SNEKTPOHHBIX CPEACTB CBA3N;

10) Monutuka coxpaHeHwusi 3anucem;

11) MonnTrka MCNonb3oBaHWs CeTEeBbIX CryX6;

12) MonuTrka, kacawwasaca MOOUIBHBIX BIYUCNEHUA U CBS3U;

13) Monutuka gucTaHUMOHHON paboThl;

14) Monutrka Ucnonb3oBaHWUs KPUNTOrpacdu4eckoro KOHTpOns;

15) Monutnka cooTBETCTBUS;

16) MonuTuka NUUEH3MPOBaHMS NPOrpamMmmMHoOro obecrneyeHus;

17) Monutrka yaaneHus NpPorpamMmmHoro obecnevexHus;

18) Monutuka 3alMThl U CEKPETHOCTU AaHHbIX.

Bce 3TV NonuMTWKM NOAKPENnsitoT:

- MAGHTUMDVKALMIO pMCKa NyTeM NPeoCTaBneHnsl OCHOBbI CPEACTB YNPaBMeHUs, KOTOPble MOryT MCMONb30BaTbCs
Ansi obHapyXeHus1 HeJOCTaTKOB B MPOEKTUPOBaHUM U BHEAPEHUMN CUCTEM;

- 06paboTKy pycka MyTem OKasaHusi MOMOLWY B onpeaeneHnn cnocobos ob6paboTky Ana onpeaeneHHbIX ys3BMMO-
CTEN U yrpoas.

NaeHTudukauusa pucka n obpaboTka pucka — 3TO NMpoLecchl, onpedeneHHsle B pasgene nonutukn «MpuHumne!».
MogpobHocTh cm. B nonutuke CMUB.
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MpunoxeHue E
(cnpaBo4Hoe)

MOHUTOPUHI U U3MepeHUs

B AgaHHOM MpunoXeHuW npeAcTaBneHbl AOMONMHUTENbHBIE PeKkoMeHgauMn Nno nNoaaepxXke MiaHnpoBaHusa U pas-
paboTku MOHUTOPUHIA U U3MEPEHWIA.

MHbopmauusa 0 Ha3Ha4YeHMn MOHUTOPUHIa N U3MepeHnn

PaspaboTtka ocobbix TpebosaHuii Kk CMWB BknoYaeT nporpaMMy MOHUTOpPUHIa U namepenusi 6esonacHocTn ans
CMWB, nognepXvBatoLLyto NpoOBEpKW, OCYLLECTBISIEMbIE PYKOBOACTBOM.

Pa3paboTka MOHWMTOPUHIa

Ha pucyHke E.1 npepctaBneHa nocnegoBaTenbHOCTb NPoLECCa MOHUTOPUHIA.

MpoBepka oTueTOB
Nno OoTBeTHbIM AEHCTBUAM
B crny4yae MHLMAEHTOB

3anucb aeMcTBUI
No MOHUTOPUHIY
MoarotoBka MpoBeaeHue
1 KOOPAMHALUS ABNCTBUA PerynsipHbie M:Hm:puura
1o MOHUTOPMHIY NpoBepku CMUB
UndopmupoBanue
pyKoBOACTBa

MpoBepka 1 OTYETHOCTb
No BHeAPOHUIO CUCTEMbI
ynpaBneHus

PucyHok E.1 — lMocnepoBaTenbsHOCTL Npouecca MOHUTOPUHIA

MogroToeka un koopauHauma: OnpegeneHne COOTBETCTBYIOLMX aKTUBOB AJ11 MOHUTOPUHIA

CnegyeT OTMeTUTb, HYTO MOHUTOPWHI SIBMSIETCS1 HENPEPbLIBHBIM NPOLIECCOM, U NMPU ero pa3paboTke cnegyeTt yumTbl-
BaTb Hanagky npouecca MOHUTOPMHIA, a Takke paspaboTky akTMyeckmx noTpebHocTel U AEeUCTBUIA MO MOHUTOPUHIY.
3TN gencTena HeobXxoaMMo KOOPAWHUPOBATL, YTO SBMSIETCA YacTbio Npouecca pa3paboTku.

Ha ocHoBe npeapiaywen nHdopmaumm, yCTaHOBINIEHHON HA OCHOBE onpeaeneHHoli obnactv AeiCTBUSI U aKTUBOB,
B COYETaHUM C pesynbratamm aHanusa pucka u Bbibopa cpefcTB ynpaBrneHusi MOXHO ONpenenuTb Lenu MOHMTOPUHIA.
OTK uenu JomMKHLI BKNIOYaTh:

- 4TO HYXHO onpeaenuThb;

- KOrga;

- NPOTUB Yero.

C npakTU4eckon TOYKM 3PEHUst paHee YCTaHOBNEHHbIE AEWCTBUA (Npouecchl) B OPraHn3auum U CBSI3aHHbIE C HUMK
aKTUBLI ABNSIOTCA OCHOBHON 06NacTbio AENCTBUA ANSA MOHWUTOPUHIA (NyHKT «NPOTMB Yero» Bollwe). [Ans paspaboTtku
MOHUTOPUHIa MOXET noTpebosaTecsa BIGOP, YTOOLI OXBATUTL AKTUBLI, BAXHbLIE C TOYMKU 3peHusi MHdopmaunoHHol Ge3o-
nacHocTu. Takke cnegyeT NpuHATL BO BHUMaHne ob6paboTky pucka n Bbibop cpeacTB ynpaeneHusi, YTobbl onpeaenvTo,
YTO HY)KHO OTCMEXMBATL B aKTMBaX M CBA3AHHBLIX C HUMM AercTBUsIX (Npoueccax) B opraHndauun. (MNpu aToM ycTaHaenu-
BaKTCA NYHKTbl «4TO HY>XHO onpeaenvute» U «KOI',CIa»).

MocKonbKy MOHUTOPUHI MOXKET BKNIOHATL IOPUANHECKME acnekTbl, pa3paboTky MOHUTOPWHIa HeoGXoaMMO NMpoBe-
pATb, 4TO6GbLI OH HE UMEr IPUANYECKUX NOCNeaCTBUN.

Ons obecneyenns peanbHoN 3DHEKTUBHOCTM MOHUTOPUHIA BaXXHO KOOPAWHMPOBAaTL U MPOBOAUTE KOHEYHYIO
pas3paboTKy BCex AEUCTBUIN MO MOHUTOPUHIY.

DencTBrUs N0 MOHUTOPUHIY

Ana nogaepxaHus ypoBHS MHAMOPMaUMOHHOW 6e3onacHoCTU Mepbl M CpeacTBa KOHTPOMsA U ynpaeneHws HGOop-
MauuoHHON Be3onacHoCThio, onpedeneHHble Kak nogxoasilye, AoMmKHbI NPaBUbHO NPUMEHsITbCH; 0BHapyXeHWe WH-
umaeHToB 6e30MacHOCTU W pearMpoBaHWe Ha HUX JOSKHbI MPOM3BOAUTLCS CBOEBPEMEHHO, a (OYHKLMOHUPOBaHWE CHUC-
TEMbl MEHEOXMeHTa UHGOPMaLMOHHON 6e30MacHOCTU ACMKHO PerynspHo oTcnexuBatbes. Heobxogmmo npoBoanTb
perynsipHble NpoBepky, YTobblI ONpeaennTb, BCe M Mepbl M CPEACTBa KOHTPOMSA U YNPaBneHust NPUMEHSIIOTCA 1 BHeApS-
I0TCSl, KaK 3arniaHnpoBaHO B KOHLUENUUM MHOPMALUOHHON Ge3onacHocTh. B 4Mcno aTUX NMpOBepOK AOMKHbI BXOOUTb
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NPOBEPKN COOTBETCTBUA TEXHUHECKUX CPEACTB YNpaBneHusi (Hanpumep, B OTHOLLEHUU KOH(UIypauum) n opraHn3aumoH-
HbIX CPEACTB ynpaeneHus (Hanpumep, NpoLeccoB, npoueayp v onepauwmi). MNpoeepku, nNpexae BCero, AOMKHbI ObITb
HanpaeneHbl Ha yCTpaHeHne HepocTaTkoB. Ecnn npoBepkn noanexar NpUHSITUIO, BaXHO, YTO6LI 3Ta MOTMBAaLMA OCO3Ha-
Banach BCEMWU BOBMNEYEHHBIMU COTPyAHUKAMM Kak Lernb npoBepkn. Heobxoanmo obcyxgaTe BO3MOXHBIE pelleHust
npobnem ¢ yyacTHMKamu BO BpeMsi MPOBEPOK U 3apaHee roTOBUTb COOTBETCTBYIOLME CPEACTBa ANSA YCTPaHEHUs Hepo-
CTaTKOB.

MpoBepkn AO0MKHLI TWAaTENbHO NOArOTABNMBATLCA Arsl obecneveHnst Kak MOXHO Gonee 3 heKTMBHOTO 4OCTUXe-
HUA UX Uenen, Bbi3bIBas KAK MOXHO MEHblLe HapylleHuin B obbiuHol pabote opraHusaummn. Oblwee ocywecTeneHve
NPOBEPOK AOMKHO 3apaHee KOOPAWHUPOBATLCSI C PYKOBOACTBOM. [leficTBUS No pa3paboTke MOXHO 3aKMiounTb B TpU
pasnu4yHbie OCHOBHbIE HPOPMbI:

- OT4eThl 06 MHUMAEHTAX;

- NogTBEPXKAEHNE COOTBETCTBUSI UMM HECOOTBETCTBUS (hYHKLIMOHAIIBHOCTU CPEACTB yrnpaBneHus;

- Apyrve perynsipHblie NpoBEepKy.

Kpome Toro, Heobxogumo paspabortatb npencTaBreHne pe3ynbratoB AeWCTBUSI B OTHOLLEHUM TOTO, KaK BbIMOMHS-
eTCsl 3an1cb U Kak nHopmaumsa nepegaeTcs pykoBogcTey. Heobxoanmo coctaBnste omumanbHyo JOKYMEHTaUMIo st
onucanusi pa3paboTku, NPUHUMNA OEWCTBUIA M UX LENW, a TakKke pasnuyHbiX cep OTBETCTBEHHOCTU.

TpeboBaHuA K pesynbTratam MOHWUTOPUHIA

Pesynbratbl 4OMmKHBLI ObITh Creayowmmm;

a) 3anucu aenCTBUI NO MOHWUTOPUHIY C TpebyeMol cTeneHbio ageTanusaumm.

Mo pesynbratam AEWCTBUIA NO MOHUTOPWHIY PYKOBOACTBY OOMXKeH 6biTb npepctaBneH otdyer. Bes whdopmaums,
KoTOpas TpebyeTcs PykOBOACTBY ANl BbLINONIHEHUS] HAA30PHbBIX U yNpaBneHvecknx yHKUMA, AomkHa ObiTb 3anucaHa
B OTYeTe ¢ TpebyeMoli CTeneHblo AeTanu3auum;

b) nHbopmaums, Heobxogumasi pyKOBOACTBY ANl MPUHATUA peleHui, korga a1o TpebyeTcst Anst NPUHATUSE CpoY-
HbIX Mep.

OTyeT Ana pyKOBOACTBA BCErAa 3akaHYMBAETCsl NEpPevyHEM PEKOMEHAYEMbIX AEUCTBUIA C YETKO onpedeneHHbIMU
nproputTeTamMy BMECTE C peanbHON OLEHKON npeanonaraembiX 3aTpat Ha BbINOMIHEHUE KaXAoro U3 3Tux AevWcTBUN. ITO
obecneumBaeT BO3MOXHOCTb MPUHATUS PYKOBOACTBOM pelueHui 6e3 nuUHNX 3agepKek.

MnaHupoBaHWe NporpaMmMbl U3MEPEHUI, CBSI3aHHBLIX ¢ UH(OpMaunoHHol GesonacHocTbio. O630p pa3paboTku
nporpaMMbl U3MEpPeHN, CBA3AHHBIX C  UHOPMaLNOHHON 6e30NacHOCTLIO.

Mpouecc namepeHuss pgorxeH ObiTe MnaeBHO BBegeH B umkn CMUB npoekta nnm opraHn3aumm v ucrorb30BaThb-
Csl AN HEMPEepPbIBHOTO YCOBEPLUEHCTBOBAHMS MPOLECCOB, CBSI3aHHbIX € 6e30nacHOCTHIO, U pesynsTaTtoB B pamkax
3TOro Mpouecca Wnu opraHmsauun. 9TO Ha3bIBAETCS MPOrpaMMOi U3MepeHust MHOPMaUMOHHOW 6Ge3onacHOCTH
(ISO/IEC 27004:2009). PaspaboTtky nporpaMmMbl HEOGX0AMMO paccMaTpuBaTh B OTHOweHun umkna CMUMB. Ha pucyhke
E.2 nokasaHo, kak npouecc namepeHnst BnmcoiBaetcs B umkn CMUB.

Cnepytowue hyHKUMKM cucTeM yrnpaeneHus Tpebytotes anst obecrneyeHust BoIMonHeHusa TpeboBaHuii u oxnaaHui,
TaKUX KaK CTPYKTYpupoBaHue Heobxoanmbix PDCA, nsmepeHnne u noArBepaeHne BbIXOAHbIX AaHHbLIX U UX 3 heKTUBHO-
¢!, n obecneveHne nepeaayn pesynsTaToB M3MEPEHUA PYKOBOAUTENIO MpoLecca.

YTo6blI NPOBECTU MpaBUbHLIE U3MEPEHUs), HeobBXoauMa paHee nony4veHHast uHopmaumsl, 0COBEHHO:

a) nonutuka CMWB, Bknitovasi o6nacTb AEUCTBMS U TPpaHULbI;

b) pesynbrartel OLEHKM PUCKa;

¢) BbIGOp CpeacTB ynpaBneHus;

d) uenu ynpaeneHus;

€) KOHKpeTHble Lenu MHhopmMaumoHHOK 6e30nacHoCTy;

f) 3agaHHble npouecchl U pecypchl U UX Knaccudmkaums.

PykoBOACTBO OOMKHO HA3HAYUTBL M COXpaHATL 006sI3aTenbCTBa No BCceMy npolieccy uamepenust. [pu ocywectene-
HUM MpoLecca M3MepeHnsl PYKOBOACTBO [OJIKHO:

a) npuHATL TpebGoBaHWA K MamepeHusiM; nogpobHocTn cm. B ctaHaapTe ISO/IEC 27004:2009;

b) yaenute BHuMaHue notpebHocTsiM B uHdopmaumm, noapobHoctu cm. B ctaHaapte ISO/NIEC 27004:2009;

C) ycTaHoBUTL 06s13aTenbCcTBa nepcoHana rno criefyowmm KpuTepusim:

- OopraHvsaumsi [OJXHAa MNPOAEMOHCTPUMPOBaTh CBOM 00513aTenbCTBa, Hanpumep, NocpeacTBOM MOJSIMTUKM U3Me-
peHwii ansi opraHmM3auum, pacnpeperneHusi OTBETCTBEHHOCTU U 06sisaHHOCTEN, 00ydeHuMsi v pacrnpegeneHust
6lopKeTa U ApyMX pecypcoe;

- DOIKHO ObITb HAa3HA4YeHO NUUO MNW nogpasferneHve opraHM3auum, OTBevaiolee 3a NporpaMMy U3mepeHuss;

- BOkHO ObiTb Ha3Ha4YeHo NUUO MNW noapasferneHne opraHu3auuvv, oTBedalolee 3a 06meH uHdopmaumel no
3HaUMMOCTN W pesynbTatam usmepeHuii CMUB Bo Bcelt oprann3aumm ans obecneyveHust X NpuHATUS U UCNONb-
30BaHusA, U 3TO NIMUO MNWU NogpasgesieHne JOIKHO MosyyaTb NoAAepXKKy PyKOBOACTBA;

- Heobxoaumo obecneunTb c6Op M aHanu3 gaHHbIX No uamepeHnam CMUB n nx nepepgavy aupekTopy no uHdop-
MaLMOHHBIM TEXHOMNOTMAM U APYIMM 3aUHTEPECOBaHHBLIM CTOPOHAM;

- HeobxoaMmo 06yunTb NUHENHBIX PyKOBOAUTENEW NporpaMMbl UCMOMNb30BaHWIO pesynbratoB uamepenun CMUB
AN yupexaeHus nonuTukW, pacnpegeneHns pecypcoB U NPUHATUS PELLeHni, Kacalowmxes ogkeTa.
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Mporpamma nsamepenns nHgopmaumornHon 6e3onacHocTn u ee pa3paboTka nNoApasyMeBaloT criefylolwme pornu:

a) Bbiclee PYKOBO/CTBO;

b) nonb3oBatenu NpPorpaMMHbIX NPOAYKTOB, CBA3aHHbLIX ¢ 6e30MacHOCTbIO;

C) nuua, oTBevalowme 3a MHHOPMALMOHHBIE CUCTEMBI;

d) nuua, oTBevalowye 3a UHopmMaLMoHHyl0 6e30NacHOCTb.

Mporpamma nsmepenuns nHdopmaumoHHon 6e30nNacHOCTU yupexagaeTcsl At TOro, YTo6bl MoNyunTh NnokKasaternu
acdhdektmBHocTn CMUB, uenel u cpeacte ynpaenenusn. MNporpamma onuckiBaeTcsl B ctaHgapte ISO/IEC 27004:2009.

Onsa BbINONHEHUs 3TMX Lenei Heo6xoaMMO NPOBECTU COOTBETCTBYIOWME U3MEPeHUs B (a3e MraHUupOBaHuS.

Moaxoasiwme nporpammbl UI3MepeHnst MHAOPMaLMOHHOI Be30NacHOCTM MOIYT pasnuyaTtbCsl B 3aBUCUMOCTH OT
CTPYKTYpPbl OpraHv3auym, a UMeHHO:

- pa3mepa;

- CMOXHOCTH;

- obwero npoduns pucka B MHGOPMaLUOHHOW Ge30nacHOCTy.

Uem Gonblue opraHusaumsi U YeM CrnoxHee ee CTpykTypa, Tem 6onee oblmMpHas nporpammMa M3MepeHuin e
Tpebyetcsi. Ho ypoBeHb o6wwero pucka taike BnusieT Ha obbem nporpammbl. Ecnv BnusHue cnaboit mHopMaLmMoHHOM
6€e30MacHOCTN Cepbe3HO, CPaBHUTENBHO HEBONbLWKUM OpraHn3aumsim moxeT notpeboBatbca Gonee ob6wMpHas npo-
rpamma mamepeHusl, 4Tobbl OXBaTUTL PUCK, YeM Ana Bonee KpynHbIX OpraHu3auuii, He  UCTLITLIBAIOWMX TAKOro  Brvsi-
Husl. Ob6beM nporpamMbl USMEPEHUSI MOXHO OLEHUTH Ha OCHOBE BblIOOpa CPEACTB YNpaBeHusl, KOTOpble HEOOX0AUMO
OXBaTWTb, U Pe3ynbTaTtoB aHanu3a pucka.

PaspaboTka nporpaMmmbl M3MepeHust MHpopMaunoHHoN GesonacHocTu

Inuo, oTBETCTBEHHOE 32 MpOrpaMMy M3MEPEHUa UHMDOPMALWOHHON Ge30MacHOCTU, AOIMKHO MPUHSITL BO BHUMA-
Hue criegyloLiee:

- obnactb gencTBus;

- U3MEpEHUS;

- BbINOMHEHWE U3MEpPEHUN;

- Nepuogbl U3MepeHui;

- OTHETHOCTb.

O6nacTb gelcTBUsSI MPOrpaMMbl UISMEPEHUA JOMKHa OXBaTbiBaTh 06NacTb AENCTBUA, LENWU yNpaBneHns U Mepbl U
cpeacTea koHTpons v ynpaenenwns CMUB. B wactHocTn, uenu u rpannubl nsmepenns CMUB aomxHel ycTaHaBnmBaTbCa
B OTHOLUEHUWN XapakKTepUCTUKN OpraHu3auum, Camon opraHum3aumu, ee MeCcTOHaXOXOEHWUs, aKkTUBOB U TEXHOMOMMIA M
BKNIOYaTh AeTanuaauuio u o6ocHoBaHWE NObIX UCKMoYeHnn ua obnactu agencteuss CMUB. 31o moxeT ObiTb 0AHO U3
cpeacTB ynpaeneHus 6e30nacHoOCTbIO, Npouece, cuctema, obnacTte AesiTEeNnbHOCTH, Lernoe npeanpusatue, oaHO noapas-
JerneHne nnu opraHm3auusi, COCTOSILLAA U3 HECKOINbKUX Noapa3ferieHuii.

Mpu BbIGOpe oguHo4YHOro uamepeHust ctaHaapT ISO/IEC 27004:2009 tpebyer, 4Tobbl HaYyarnbHOW TOYKOWM BbICTY-
nan ob6bekT uamepeHus. [ins yupexaeHusi nporpaMMmbl M3MepeHnit HeobxoauMMo onpeaennuTb 3TM O6bEKTb. ITUMM
o6bekTamm MoryT BbITb Npouecckl unu pecypcesl. (JononHutensHble nogpobHocTu cm. B ctaHaapte ISO/IEC 27004:2009).
Mpu paspaboTke NporpaMmmbl M3aMepeHni oObLeKThl, onpeaeneHHble o6nactelo gencteuss CMUB, yacto pacuneHsiiorcs
ONs1 BbISIBNIEHUSI KOHKPETHBLIX O6bEKTOB, MOANEXalMX U3mMepeHnio. ATOT Npouece onpeaeneHns MOXHO NPOUIIIIOCTPU-
poBaTtb B BuAe cneaytowero npumepa: OpraHusaumsi — 310 Becb 00bEKT — npolecc B opraHu3auum A/unu cuctema
MHOPMALIMOHHBIX TEXHONOMIN X — 3TO YacTb 06bekTa, koTopasi cama 06pasyeT 00bekT — 0DBEKTHI B pamMKax 3TOro
npouecca, Brnuvsiiowme Ha uHopmaLmuoHHyto 6e3onacHOCTb (noau, NpaBuna, cetu, NporpaMmMHble NpunoxxeHusi, obopy-
AOBaHWe U T. A.), 06bIYHO SABMSIIOTCA 06bEKTaMu M3MepeHusl, NoMoralwmmMn yeuaetbs 3hdEKTUBHOCTb 3almTbl MHGOP-
Mauuu.

Mpu BbINONHEHMM nNpOrpamMmmbl  M3MepeHust UHGPOPMAaLMOHHOI 6Ge3onacHOCTM HeobXoAWMO YYMTLIBATb, YTO
06bEKTHI U3MEPEHUS MOIYT CIYXWTb [Ansi BbIMONHEHUS MHOMMX MPOLECCOB B OpraHusauumn B pamkax obnactm CMUB
W, crieioBaTenbHO, MONYT OKa3biBaTh 6onee cunbHoe BnusHue Ha addektneHocts CMUB v uenm ynpaenexust. O6b1MHO
B pamkax obractu geicTBusi NporpaMmbl crieyet yaenaTe 0ocob6oe BHMMaHue Takum o6bekTam, Hanpumep GesonacHo-
CTU OpraHM3aLum 1 CBSA3aHHLIM C HEW MpoLieccam, KOMNbIOTEPHOMY 3ary, Konneram, UMEILUM OTHOLEHNE K uHdopma-
LUMOHHOW 6e30MacHOCTU U T. A.

MHTepBansl M3amepeHuili MOTyT pa3snuyarbesi, HO XenartenbHo, YTobbl u3aMepeHusi NPOBOOUNUCL UMM CYMMUPOBA-
nUcb ¢ onpefieneHHbIMU MHTEpBanamy Ansi BKITIOYEHUA UX B NPOBEPKN, NPOBOAMMbIE PYKOBOZACTBOM B MPOLIECCE Henpe-
pbiBHOTO ycoBeplueHcTBoBaHUst CMUB. 3T1o ycrnoBre BomkHO 6biTe y4TEeHO npu pa3paboTke nporpammbi.

OT4yeTHOCTb MO pesynsrartaMm AormkHa ObiTb opraHn3oBaHa Takum o6pasoM, uTobbl obecneunTs nepenady nHgop-
mauum B cootBeTcTBUM ¢ ISO/IEC 27004:2009.

Pa3pabotka nporpammbl uamepenusi MHOpMaLMoHHON 6e3onacHocTU AonmkHa GbiTb OTpaXeHa B JOKYMEHTE,
onpegensiowem npoweaypy, KOTopblit JoMmkeH ObiTb YTBEPXAEH PYyKOBOACTBOM. OTOT AOKYMEHT OOMKEH OXBAaTbIBATb
cnepfylowme acnekTbl:

a) cchepbl OTBETCTBEHHOCTU 33 MporpaMmmy u3mepenus nHopMmaumnoHHon 6esonacHocTw;

b) cchepbl OTBETCTBEHHOCTU 3a OCYLLECTBIIEHUE CBA3WN;
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c) 06nactb AENCTBUA U3MEPEHWUIA;

d) kaKk [ommkHa BbINOMHATLCA nporpaMma (OCHOBHOM WUCNOMb3YyeMbli MeTof, BHELIHEE U BHYTpPeHHee
BbINOSIHEHNE U T. A4.);

€) Korga [o/kKHa BbIMOSIHATLCA MpPOrpaMma;

f) kaK fo/MmKHa OCYWecTBNATLCA OTYETHOCTb.

Ecnu opraHusauma paspabaTbiBaeT COOCTBEHHbIE LEM U3MEPEHWUS, OHU AO/DKHbI OblTb AOKYMEHTUPOBaHbl  Kak
yacTb (pasbl pa3paboTKu; [OMOMHUTESNIbHYIO CNpaBOYHYyl MHopmauuo cMm. B cTaHgapte ISO/IEC 27004:2009. 3ToT
OOKYMEHT MOXeT 6bITb A0CTATOYHO O6LIMPHBIM U He 06A3aTeflbHO AO/KEH MOANUCHLIBATLCA PYKOBOACTBOM, MOCKOMbKY
Aetany MOryT U3MEHATbCA MPU BbINONHEHWUM MPOrpaMmel.

M3mepexne adppektmnBHoctn CMNB

Mpy ycTaHOBNEeHWW obnactu AelcTBMA NporpaMMbl U3MEPEHUS MHAOPMAaLNOHHON 6e3onacHoCTH, noanexaliei
BbIMOJIHEHUIO, HEOH6XOAMMO 06ecneynTb, YTOO6bl 06BHLEKTOB He Obl1I0 CAUWKOM MHOrO. EcCiM 06bEeKTOB MHOro, MMeeT
CMbICN pa3fennTb NporpaMmy Ha pasHble yactu. O6nacTb AelCTBMA 3TUX YacTeil MOXeT OblTb MpefcTaB/ieHa Kak
OTAeNbHble U3MEPEeHUs AN CpaBHeHWs, HO npeobnafjaeT MX OCHOBHAsA Lefb: coyeTaHue n3MepeHuii obecneumBaet
nokasaHusa ans oueHkn adpekTnsHocTn CMUB. 3T BcnomoraTesibHble 061acTu feincTBua 0OblYHO MpeAcTaBNsAlT COo-
60li nogpasfgeneHus opraHu3auuun, KOTopble MOryT ObiTb OnpegesieHbl C YeTKuMKU rpaHuuamu. CoyetaHve OObLEKTOB,
KOTOpble cayXaT MHOrMM Mpoueccam B opraHusauuMv U M3mepeHnsM 06beKTOB B paMkax 3TWX BCNoMoraTesibHbIX
obnactein pgelicTBusi, BMecTe MOryT o6pas3oBbiBaTb HeE06X0oAMMyl 06nacTb AeNCTBMA ANs NPorpamMmbl U3MEPEHMUS WH-
hopMaunoHHOW 6e3onacHOCTU. JTO coYeTaHWe TakkKe MOXHO npeacTaBuTb B Buge cepun aelicteuii no CMUB,
KOTOpble MOryT paccMaTpmBaTbCs Kak CoCToslme u3 AByx unv 6onee npoueccoB (06bekToB). CnepoBartesibHO, adpdek-
TUBHOCTb Bceli cucteMbl CMUVB MOXHO M3MEpUTb Ha OCHOBE U3MEPEHWUs pesynbTaTtoB 3TUX ABYX Wi 6osiee npoueccos
(06BbEKTOB).

Mockonbky Uenblo ABNsSeTcsa nsmepeHve adekTnsHoctn CMUB, BaXHO M3MepuTb Lenu, onpesenutb Mepbl U
cpefcTBa KOHTpPoONA u ynpaeneHus. OAWH acnekT — 3T0 KOAWYeCTBO CPeAcTB YynpaBfeHWs, a APYroli acnekt — aTo
[OCTaTOYHOCTb 3TUX CPeACcTB ynpaBneHus ans oueHkn adpdpektusHoctn CMUB. 3T acnekTbl M3MepeHus adpekTUBHOC-
™M CMUB ¢ nomowbto npouecca PDCA 1 npumepbl NpoLECcCOB BHYTPW opraHu3aumi npueefdeHsl Ha puc. E.2. (MoryT 6bITb
N Apyrne nNpuurHbl 4S8 orpaHnyeHus obnactu AelcTBMA nporpaMmmbl M3MeEpeHus UHM(OopMauMoHHON 6e30macHOCTH,
KoTopble ynomuHatTcs B ISO/IEC 27004:2009).

3anHTepecoBaHHble 3aI/IHTepeCOBaHHbIe
CTOPOHbI CTOPOHbI
McxogHble BbixoaHble
AaHHble AaHHble
TpeboBaHuUA YnpaBnaemoe
M OXnpaHus COCTOfIHME

N3mepeHne appekTUBHOCTM KaxK4oro rnpouecca

PucyHok E.2 — [1Ba acnekta uamepenus adgektnsHoctn CMUB ¢ nomouwbio npouecca PDCA u
npvMepbl NPOLLECCOB BHYTPW OpraHu3auunm
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Mpu ncnonb3oBaHMKM pesynbTaToB U3MEPEeHWUs ANs oueHkn addektmeHocTn CMUB, ueneit ynpaeneHns U CpeacTs
ynpaenexusa Heobxoamnmo, 4Tobbl pykoBoACTBO 6biNo NponHgopMnpoBaHo 06 obnactu AeicTBUA NPOrpammbl M3mepe-
HUA MHDOPMAaLMOHHON 6e30MacHOCTH. JIMLo, OTBETCTBEHHOE 32 NPOrPaMMy M3MEPEHWIA, AOMHKHO MONYYUTL OT PYKOBOA-
cTBa yTBepxaeHue obnactu AercTBUst MPOrpaMmbl U3MEPEHNA MHOPMALMOHHON 6e30NacHOCTU nepes 3arnyckoM Mnpo-
rpammei.

MpumevyaHusn

1 TpeboBaHuve, oTHoCsIWLEECA K M3MEpPeHUIs athdekTmBHOCTH, B cTaHgapte ISO/IEC 27001:2005 — ato «mamepe-
HVWe Mep 1 CPeACTB KOHTPOIA W ynpaBneHns unu cepun cpeacTB ynpaenenus» (cm. 4.2.2, d) B ISO/IEC 27001:2005).

2 TpeboeaHve, oTHOCsIWEECHA K 3MEKTMBHOCTM Beel cuctemel CMUB, B cTtaHgapTe ISO/IEC 27001:2005 — ato
TONbKO «npoBepka adekTmBHocTM Been cuctembl CMUB», n «nameperHne Bcel cuctembl CMAB» He Tpebyetcs (cm.
0.2.2 B ISO/IEC 27001:2005).

dakTn4ecku nposegeHne U3MEPEHUIA MOXKET OCYLLECTBNATLCA paboTHUKaMK OpraHu3aumu, crieumanucTaMm co
CTOPOHbI UMK TEMU W APYIMMK BMecTe. Paamepsl, CTPYKTYpa M KynbTypa opraHu3aumm — 310 (hakTopbl, KOTOPble Heo6Xo-
OMMO MPUHUMATL BO BHUMAaHWE MPU OLEHKE BHYTPEHHWMX MMM BHELHWX pecypcoB. Marnble n cpegHve KOMMaHuy UMeloT
GOornbLUe BbIFOAbl OT WCMOMNb30BAHUSA NOOAEPKKA CO CTOPOHLI, YeM Bonbwmne opraHnsaummn. Pesynbsrarbl NCMoNb30BaHWs
BHELUHUX PecypcoB MOTYT Takke obecneunts Oonee HadexHble pesynbTathl B 3aBUCUMOCTU OT KYMbTYpbl OpraHu3aumy.
Ecnv B oprannsauum nocTosiHHO NMPOBOAUTCS BHYTPEHHWI ayauT, BHYTPEHHSIS NMPOBEpKa MOXET npuHecTn bornee Hagex-
Hble pesyneraThl.
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Mpunoxexne A

(cnpaBo4Hoe)

CBegieHUs 0 COOTBETCTBUU CCbINOYHbIX MeXAyHapoAHbIX cCTaHAapToOB
CCbITOYHbIM HauWOHanbHbIM cTaHaapTamMm Poccuinckon ®deaepaummn

Ta6nuuya JAA

COOTBETCTBUA CTaHOAPTOB!

O6o3Ha4YeHUe CCbINOYHOro CTeneHb 0O603HavYeHUe M HAMMEHOBAHME COOTBETCTBYIOLLENO
MeXAyHapoaHOro craHgaprta COOTBETCTBUA HaUMOHanNBLHOro craHgapra

ISO/IEC 27001:2005 IDT OCT P MCO/M3K 27001—2006 «MHbopmaumnoHHas Tex-
Honorusi. Metoabl 1 cpeactea obecneveHnss 6e30MacHOCTMW.
Cuctembl MeHeaXMeHTa MHDOPMaLUOHHON 6e30nacHOCTH.
TpeboBaHus»

ISO/IEC 27006:2007 IDT OCT P MCO/M3K 27006—2008 «MHbopmaumnoHHas Tex-
Honorusi. Metoabl 1 cpeactea obecneveHnss 6e30MacHOCTMW.
TpeboBaHus k opraHam, OCyLLECTBISAOLMM ayauT U cepTudm-
Kauuio CUCTEM MeHeXMeHTa MHPOPMauNOHHOW Gesonac-
HOCTU»

ISO/IEC 27005:2008 IDT OCT P MCO/M3K 27005—2010 «MHbopmaumnoHHas Tex-
Honorusi. Metoabl 1 cpeactea obecneveHnsi 6e30MNacHOCTMW.
MeHeaXMeHT pucka MHOpMaUNOHHOK Be30nacHoCTY

MpumeyaHune — B HacTosAwelk Tabnmue MCNonNb30BaHO criedytollee ycrioBHoe 0603HaqeHne cTeneHn

- IDT — ngeHTu4YHbIe CTaHgapThl.
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