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MpeancnoBue

1 NOArOTOBJIEH OO6wecTBOM C OrpaHMYeHHON OTBETCTBEHHOCTbIO «Hay4yHo-npousBoAcTBEHHAs
dupma «Kpuctanny» (OO0 «HMP «Kpuctann») 1 obLwecTBOM ¢ orpaHUYeHHON OTBETCTBEHHOCTBIO «UHbOop-
MaLMOHHBIA aHanmMTUYecKknin BeluncnuTensHbli ueHTp» (OO0 «MABLI») Ha ocHoBe coBCTBEHHOMO ayTeHTUY-
HOro NepeBoja cTaHgapTa Ha PYCCKUA A3bIK MeXAYHapoaHOro cTanHaapTa, YkasaHHoro B nyHkTe 4

2 BHECEH TexHuyeckum komuteToM no ctangaptusaumm TK 22 «MHpopMaLMOHHbIE TEXHOMOrUNY

3 YTBEPXIEH W BBEJEH B OEVCTBME npukasom deaepanbHoro areHTcTsa no TexHU4eckomy
perynupoBaHuio U MeTponorim oT 24 ceHTsbpsa 2012 r. Ne 424-cT

4 Hacrosiwui ctaHgapT naeHTUYeH mexxayHapogHomy ctaHgapty MCO/MO3K 27011:2008 «UHdopma-
unoHHas TexHomnorusi. Metoabl U cpeacTBa obecneveHus HesonacHocTU. PykoBoACTBa MO MEHEKMEeHTY
NHOpMaLMOHHON 6e3onacHoOCTM ANst TENEKOMMYHUKALMOHHBIX opraHuaaLuii Ha ocHose MCO/M3K 27002»
(ISO/IEC 27011:2008 «Information technology — Security techniques — Information security management
guidelines for telecommunications organizations based on ISO/IEC 27002»).

HaumeHoBaHWe HacTosLWero ctaHgapTa USMEHEeHO OTHOCUTENbHO HAaUMEHOBaHNS YKasaHHOro Mexay-
HapogHoro cTangapTta ans npuseferHus B cootsetctsne ¢ FOCT P 1.5—2004 (nyHKT 3.5)

Mpu NprMeHeHnU HacTosLLero cTaHaapTa PeKoOMEeHAYEeTCA NCNOMb30BaTh BMECTO CChINOYHBLIX MeXAy-
HapoAHbIX CTaHAapTOB COOTBETCTBYIOLME UM HauMoHanbHble cTaHaapTel Poccuiickoin ®egepaunn, ceeae-
HWS O KOTOPLIX NPUBeAEHbl B AONONHATENbHOM NpunoxerHui JA

5 BBEAEH BMEPBbIE

lMpasuna npumeHeHus1 Hacmosweao cmaHdapma ycmaHoeneHsl ¢ FTOCT P 1.0—2012 (pasden 8).
UHgpopmauust 06 usMeHeHUsIX K HacmosiuieMy cmaHOapmy nybnukyemcs 8 exe200HOM (110 COCMOSTHUK Ha
1 siHBaps1 mekywez2o 200a) UHGhopMayUOHHOM yKa3ameine «HayuoHanbHbie cmaHOapmbi», a oghuyuanbHbil
mekcm UsMeHeHUll U ronpasocKk — 8 eXXeMeCsTHHOM UHGOpMayUOHHOM yKkazamene «HayuoHanbHele cmaH-
Oapmei». B criyyae rnepecMompa (3aMeHbi) Uiy ommMeHbl Hacmosiujeeo cmaHdapma coomeemcmesyowee
ysedomiieHue 6ydem onybrukoeaHo 8 briuxaliuem 8birycKe eXeMeCsiJHO20 UHGOPMAaUUOHHO20 yKkazamers
«HauyuoHanbHbie cmaHdapmbi». Coomeemcemeyrouas uHhopMayus, yeeOoMeHue U meKkcmsl pasmeuja-
romcsi makxe 8 uUHgopMayUoHHOU cucmeme obwezo ronb3oeaHus — Ha oghuyuansHoM calime ®edeparib-
HO20 azeHmMcmea o MexHU4YeCKOMy peayuposaHuio u Memporsnoauu e cemu MiHmepHem (gost.ru)
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HacToawuii cTaHAapT He MOXET BbITb MOAHOCTbIO UMM YacTUYHO BOCNPOU3BEAEH, TUPaXXUPOBaH U pac-
npocTpaHeH B kayecTee oduLmansHoro usaaHua 6es paspelueHus deaepansHOro areHTCTBa No TEXHUYECKO-
MY PerynmpoBaHuio U MeTpornorm
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BBegeHuve

HacTtoswmin HaunoHanbHbIA cTaHaapT NpeaocTaBnsieT A40NONHUTENbHbBIE pekoMeHaaunn no peannsa-
LMN U MEHEOXMEHTY UHGOPMaLIMOHHON 6e30MacHOCTU B TENEKOMMYHMKaLMOHHBIX OpraHn3aLmnax Ha oCHOBe
NCO/M3K 27002 (Csoa HOpPM U NpaBun MeHeaXMeHTa MHbopMaLmoHHol 6esonacHocTu). Momumo Lenei
6e3onacHOCTW, Mep 1 CPeacTB KOHTPOMA U ynpaBneHus, onicaHHbix B MCO/MOK 27002, TenekoMMyHUKaLm-
OHHble OpraH13aLmMn 4OIPKHBI NPUHUMATE BO BHUMaHWe cregytoLne acnektel 6eaonacHocTu:

1) koHpudeHyuansHocme. UHdopmauus, umetoLas oTHOLLEHME K TeNIeKOMMYHUKaLMOHHBIM OpraHu-
3auusaM, 4oMmkHa ObITb 3aLlyMLLeHa OT HECaHKLMOHNPOBAHHOMO PacKpPbITUS.

OTo 03HavaeT HepasrnalleHne cBegeHUn 0 Hanuuun, coaepkaHuun, UCTOUHUKe, agpeca HazHavyeHus, a
Takke gaTbl U BpeMeHu nepefaHHon nHpopmaumu.

[ns TenekoMMyHUKaLOHHBIX OpraHn3aLnii kpaiHe BaXkHo obecneunTb yBepeHHOCTb B TOM, UTO Hepas-
rnaweHue uHpopmaunm 0 KOMMyHUKaLMAX He Hapylanock. Jluua, HaHMMaeMble Ha paboTy TenekoMMyHUKa-
LUMOHHBIMW OpraHusaunsamMmn, OSKHbI NoaAepKMBaTh KoHMMAeHUMANbHOCTL No6oi nHbopmaumMn o Apyrnx
nvuax, Kotopas Morna cTaTe UM U3BECTHA B XOAe BbIMOHEHUA UX cnyxebHbix 0bsi3aHHOCTERN.

MpuMeyaHune— B HeKOTOPbIX CTpaHax TEPMUH «TalHa COOBLLEeHNI» NCMONb3yeTCsi B KOHTEKCTe «Hepasrmna-
LEeHUSA MHAOPMALIMK O COEANHEHUSIXY;

2) yenocmHocme. YCTaHOBKA U UCMOSb30BaHNE TENeKOMMYHUKALNOHHBIX CPEACTB A0MKHbI HAXOAUTb-
ca nop KoHTponem, obecrneymBaloliMmM yBepeHHOCTb B MOASIMHHOCTU, TOYHOCTU U NOMHOTE UMHOpMauuK,
nepeaaHHOR, OTNPaBAeHHON UKW NOYYEHHON C MOMOLLLI0 NMPOBOAHOM CBA3UN, PaANOCBA3N Ui NiobbiMu Apy-
rmmu cnocobamu;

3) docmynHocme. Mpn Heo6Xx04MMOCTIN AOMMKEH 06ecneunBaThCsl TONbKO CaHKLMOHUPOBaHHbIA 4OCTYN
K TeNeKoMMYHWUKaLMOHHOW uHdopMaunm, obopyaoBaHuMio U cpeae, KOTopble UCMOoNb3YTCs ANsl NnpeaocTas-
neHna ycnyr cessuK, obecrnedymMBaemblX ¢ MOMOLLbLIO NMPOBOAHOW CBA3W, PaAMOCBA3N Unu mobbiMu Apyrumm
cnocobamn. B kayecTBe pacliMpeHns AOCTYNHOCTA TeNeKOMMYHUKaLMOHHbIE OpraHM3aLMu AOMKHbI oTAa-
BaTb MPUOPUTET BAXKHEMLLNM KOMMYHUKaLMAM B criyvae Ype3BblMaiHon cutyaunm, a Takke cobnogatb Hop-
maTtuBHble TpeboBaHus.

MeHemxMeHT nHgopmaLMoHHOK 6e30MacHOCTU B TeNEKOMMYHUKALMOHHBIX OpraHn3aLmsax Heobxoaum
He3aBUCUMO OT UCTONb3yeMoro Mmetofa, HanpuMmep, NPUMEHeHUs NPOBOAHbIX, 6eCnpoBOAHbLIX MU LWMPOKO-
MOMOCHBIX TeXHOMOrMn. Ecnu MeHexmMeHT nHdopmaumoHHoW 6e30nacHOCTM He peanv3oBaH Hagnexawmum
06pasom, ypoBeHb pUcka TeNeKOMMYHUKaLMIA B OTHOLLIEHUN KOHDUAEHLMANbHOCTH, LLeNOCTHOCTM U AOCTYN-
HOCTU MOXET BO3pacTu.

TenekoMMyHUKaLMOHHbBIE OpraHusaunn npeaHasHadYeHbl Ans npedocTaBneHUs TenekoMMyHUKaLUOH-
HbIX YCIyr, C BbINOSIHEHMEM POMU MocpedHuKa no nepegade WMHbOpPMaUUM ¢ NOMOLLLIO 0BopyAoBaHMS,
NCNonbL3yeMoro Anst yCTaHoBMeHUs coefiMHeHniA. MoaToMy cnedyeT yuuTbiBaTb, YTO AOCTYN K CpedcTBam
06paboTkn nHpopMaLMmM 1N NX NCNOMb3OBaHNE B TENEKOMMYHUKALMOHHOW OpraHusaLnm ocyLecTBNsIeTCS He
TOMNMbKO ee COBCTBEHHBIMU CYXaLWUMKN U MOAPSAYMKaMUI, HO TakKe pasfMyHbIMU NONb3oBaTeNAMN BHe opra-
HU3aunn.

Ansa npefocTaBneHns TeneKOMMYHWKALMOHHBIX YCIYr TenekoMMYHUKaLWOHHBEIM opraHusaunsm ¢
Lenbto obecneveHnsa B3anMoaeicTBUA HeobXxoaUMMo fMBOo KONNEKTUBHOE UCMONb3OBAHUN CBOUX TeneKoMMy-
HUKaLMOHHBIX YyCnyr 1 060pyaoBaHus, NMMbo TenekoMMYHUKaLUOHHbIe YCNYrk 1 06opyaoBaHue Apyrix Tene-
KOMMYHUKaLMOHHBIX opraHms3auni. COOTBETCTBEHHO, MeHeMKMEHT WHMOPMaLMOHHOW GesonacHoCTM B
TEeNEeKOMMYHUKaLMOHHBIX OpraHnsauusax siBlsSeTcs B3aumMo3aBUCUMBIM 1 MOXET BKoYaTb Mobyto unu Bce
cdepbl ceTeBOn MHPACTPYKTYPbI, YCIYT, NPUKNAAHBIX NPorpamMm 1 Apyrux cpeacTs.

HesaBsucrmMo oT macwiTaba onepauunii, 30Hbl 06CNYXMBaHWUS U BUAOB YCIYr TENEeKOMMYHUKALUOHHbIE
opraHnsauun JOSPKHbI peariu3oBbiBaTb COOTBETCTBYIOWME MEPBI U CPeACTBa KOHTPOMS U yrnpaBneHns ans
obecneveHuns koHbMAEHLMANBHOCTK, LEMOCTHOCTA, AOCTYNHOCTM U MoObIX APYrMX CBOMCTB 6e30MacHoCTU
TenekoMMYHUKaLWNA.

\
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Ayautopusa

JaHHbI HauuoHanbHbIA cTaHAApT NPeAoCTaBAsAeT TeNeKOMMYHUKALUUOHHBIM OpraHu3aumMsaM 1 uuaMm,
OTBEYaLWMUM 3a UHOPMALIMOHHYIO 6€30NacHOCTb, Hapaay ¢ NOCTaBLWMKaM CPEACTB 3allMTLI, ayauTopamu,
nocTaBLMKaMK TENEKOMMYHUKaLMOHHBIX TEPMUHAMOB U UCMOMb3yeMbIMU KOHTEHT-NpoBakaepaMu, obLwmn
Habop OCHOBHEBIX Lienel ynpasneHnst 6esonacHoctbio Ha ocHoBe MCO/M3K 27002, a Takke xapakTepHble
ANA TenekoMMYHUKaLMOHHOro cekTopa Mepbl U cpeacTBa KOHTPOMS W yrpasfeHusl, pekoMeHaauum no
MeHeKMeHTY UHdopMaLMoHHOW Ge3onacHoCTH, NpeaycMaTpusatollme BbiIGop 1 peanusaunio Takux Mep u
CPeACTB KOHTPONS U yNpaBneHus.

Vi
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HAUMOHANbHBIN CTAHOAPT POCCUWCKOW ®EAEPAUMUMN

UHdopmaLmoHHana TexHonorus
METOAbl U CPEACTBA OBECNEYEHUA BE3OMNACHOCTU

PykoBopacTBa No MeHeAKMEHTY uHdopmaLMOHHON 6e30MacHOCTY ANA TeNEeKOMMYHUKALUOHHbIX
opraHusauuit Ha ocHoee UCO/M3K 27002

Information technology. Security techniques. Information security management guidelines for telecommunications
organizations based on ISO/IEC 27002

HOara BBegenna — 2014—01—01

1 O6nacTb NpUMeHeHus

HacToawuin ctaHgapT onpedensieT pekoMeHAauun, noaaepKusaloLllve peanusauuio MeHeaXMmeHTa
NHpopMaLMoHHon 6e3onacHoOCTM B TENEKOMMYHUKALUOHHBIX OpraHusaLusix.

MpumMeHeHne AaHHOro HauMoHansHOro cTaHAapTa No3BOMUT TefleKOMMYHUKALUMOHHBIM OpraHn3auuam
BbINOMHATL 6a30BbIEe TPebOBaHNst MeHeKMeHTa MHOpMaLMOHHOK 6€30NacHOCTM B OTHOLIEHUM KOHpHAEH-
LManbHoOCTU, LEeNoCTHOCTA, OCTYNHOCTY U NMobbIX Apyrux acnekToB 6e3onacHoOCTU.

2 HopmaTuBHbIe CCbINKN

HacTosawuia cTaHgapT coaepXnT NonoXeHus, 0CHOBaHHbIE Ha pekoMeHAauUaxX AeNCTBYOLWNX cTaHdap-
ToB. OaHako Bce pekoMeHAauum W cTaHdapTbl NoArnexaTt nepecMoTpy, Mo3ToMy nepes UCnofb3oBaHWEM
[OaHHOro HauMOoHanbHOro ctaHaapTa cneayeT U3yunTb MOCNeAHIon peAakumio NepedncneHHbIX HuKe cTaH-
AapToB. YneHsl MOK 1 UCO nopaepxusatoT KaTanorn AeNCTBYOLMX MeXAyHapoaHbIX cTaHaapToB. biopo
cTaHgapTusaumm anektpocesiau MCO (MexayHapoAHOro coto3a 3neKTPOCBA3W) noaaepkuBaeT KaTanor
OefCcTBYyLWMX B HacTosILLee Bpems pekomeHaauuin MCO-T.

MCO/M3K 27001:2005 UHdopmaumnoHHaa TexHonorua. Metoabl u cpeactea obecneveHus 6esonac-
HOCTW. CuUCTeMbl MeHemKMeHTa WHbopMauuoHHoi GesonacHocTu. TpebosaHua (ISO/IEC 27001:2005,
Information  technology — Security  techniques — Information  security management systems —
Requirements)

MCO/M3BK 27002:2005 WHdbopmaumoHHas TexHonorus. MeTtoasl u cpeactea obecneveHns 6esonac-
HocTU. CBOA HOpPM W MpaBun MeHemkMeHTa WHdopmauuoHHou 6e3onacHocTu (ISO/IEC 27002:2005,
Information technology — Security techniques — Code of practice for information security management)

3 TepMuHbI, onpeaeneHns U COKpaLLeHUs

3.1 TepMmuHbl U onpepeneHnn

Ana uenen aaHHOro HauUWoOHaNbLHOro cTaHAapTa NPUMEHSIIOTCA TePMUHbI U onpedeneHus, NpuBeaeH-
Hble B ICO/M3K 27002. Kpome Toro, NnpUMeEHATCA criefyolme TepMUHbI U onpeaeneHnst:

3.1.1 coBMecTHOe pa3meLleHue (collocation): YcTaHoBka TeNEKOMMYHUKALMOHHBIX CPeACTB B NOMe-
LLEHUAX APYrUX NOCTABLUNKOB TENEKOMMYHUKALMOHHBIX YCITyT.

3.1.2 ysen cBa3mu (communication centre): CoopyxeHue, rae pasmellaoTcs cpeacTsa ansa obecneve-
HUS TeNeKoOMMYHWUKaLMOHHOTo GusHeca.

Uzpanue odmunansHoe
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3.1.3 BaxkHeMlIMe KOMMYHUKaLUMu (essential communications): KoMMyHuKauum, koTopble TpebytoTcs
ans npegynpexaeHnsa 6e4CTBANA Uy okazaHWs NoOMOLLW, 4718 NoAAepXKKU TpaHCnopTa, cBA3W, 3HeprocHabxe-
HUS MW ANs noadepkaHus obLecTBeHHOro nopsaka.

3.1.4 HepasrnaweHue [UHcopmMauumn o] coeauHeHusax (non-disclosure of communications): Oco-
6eHHOCTN coeMHEeHNIA, 06CNy>X1BaeMbIX NMLAMU, HAHATBIMW Ha PaboTy TenekoMMYHUKaLMOHHON opraHnaa-
Lueit, He AOMKHBI pasrnalaTtbCcs CBEAEHUS O HaNMYnK, CoaepXaHumn, NCTOYHUKE, aapece HasHavYeHus, aaTel
1 BpEeMeHU nepeaaHHon UHbopmMaLmu.

3.1.5 nepcoHanbHaa uHdopmauua (personal information): MHpopmauma o nuue, koTopas MoXeT
6bITb UCMOMNb30BaHa AN naeHTUdKKauumn atoro nuua. KoHkpeTHas HdopMaums, ucnonbayemas 415 Takon
naeHTUUKauun, onpeaenseTcsa HauMoHabHbIM 3aKOHOA4ATENLCTBOM.

3.1.6 npuopuTeTHbIN BbI3OB (priority call): TenekommyHukaLum, ocyllecTBnsieMble crneunanbHbIMU
TepMuUHanamm npu YpesBbl4aiHbIX CUTyauuax, kKoTopble TpebyoT npuoputeTHon 06paboTku, orpaHnymBas
obLwecTBeHHbIe BbI3oBbl. CneunanbHble TepMUHanbl MOTYT NpedocTaBnsaTe pasnuyHble ycryri (nepegada
ronoca no IP-cetam, nepenaya ronoca no TOr, IP-Tpacduk gaHHbIX 1 T. 4.) 4N8 NPOBOAHEIX U BecnpoBoa-
HbIX ceTel.

3.1.7 TeneKkoMMyHMKaLMNOHHbLIE NPUKNaAHLIe NporpaMmel (telecommunications applications): Mpuk-
nagHble NporpaMmbl, HanpPUMep 3NEKTPOHHasi NoYTa, K KOTOPbLIM MOSy4akoT AOCTYN KOHEeYHbIE Nofb3oBaTenm
1 KoTopble Ba3npyroTCA Ha ceTeBbIX yCnyrax.

3.1.8 TenekoMMyHUKaLMUOHHbIA GusHec (telecommunications business): BusHec no npegocTaene-
HUIO TeNeKOMMYHMKaLIMOHHBIX YCIYT C LieMblo yAoBNeTBOpeHus noTpebHocTen Agpyrux nuuy,.

3.1.9 TenekoMMyHUKaLMOHHas annapaTtHas (telecommunications equipment room): Yactb o6wen
nrowaaun, rae pacnosnoxeHo obopyaoBaHve ans obecneyeHns TenekoMMyHUKaUMOHHOro 6usHeca.

3.1.10 TenekoMMyHUKaLMOHHBbIE cpepacTBa (telecommunications facilities): Yctpoiictea, o6opyao-
BaHuWe, NpoBoAa 1 kabenn, usndeckme coopyxeHust i gpyroe anektpoobopyaoBaHune ans yHKLMOHUPO-
BaHUA TeNIeKOMMYHUKALIMA.

3.1.11 TenekoMMyHUKaLUOHHbIe opraHusauum (telecommunications organizations): Kommepuec-
Kasi opraHusauus, npedocTaBnsolwast TeNekOMMYHUKaLWOHHbIE YCIYrn ¢ Lenbio yAoBNeTBOpeHns notpet-
HOCTel Apyrux nuu,.

3.1.12 TenekoMmyHuKauuoHHbIe 3anucu (telecommunications records): NHdbopmauus, kacawwas-
CA yJacTBYWOLWMX B COeAUHEHUN CTOPOH, UCKNOYaA coAepXaHue, Bpems U ANUTENbHOCTb COCTOsIBLUENCH
TeNeKoMMYHUKaLIMK.

3.1.13 TenekomMMyHUKaLMOHHbIe ycnyru (telecommunications services): MNMepegaya uHgopmauum c
UCMNONb30OBaHNEM TENEeKOMMYHUKALMOHHBIX CPEACTB WM UHBIX cpeACTB obecrnevyeHus nepegaydn mexay
NoNb3oBaTeNsiMU TENEeKOMMYHUKALIMOHHBIX YCNYT UM MeXAyY KIMeHTaMu TeNEeKOMMYHUKALIMOHHBIX YCIyT.

3.1.14 KknUeHT TeneKOMMYHUKaLMUOHHBLIX Ycnyr (telecommunications service customer): Nuuo unn
opraHusauvs, saknioumBlLLas AOroBOp C TeNeKOMMYHUKALMOHHBIMA OpraHusauMsaMu o npegnaraembix UMY
TE€NEeKOMMYHUKaLIMOHHbBIX YCITyrax.

3.1.15 nonb3oBaTenb TeNneKOMMYHUKaLUOHHLIX ycnyr (telecommunications service user): Jluuo
UNn opraHn3auus, UCNOb3YIOLUe TENEKOMMYHUKaLMOHHBIE YCYTI.

3.1.16 TepmuHanbHoe oGopyaoBaHue (terminal facilities): TenekoMMyHuKauuoHHbIE cpeacTBa,
KOTOpble NoAKIOYEHbl K O4HOMY KOHLY 060pyAoBaHUsi TENEKOMMYHUKALMOHHOW JIMHAN CBSI3U U YacTb KOTO-
poro yctaHaeBnusBaeTCs B TOM e NOMELLEeHUN (BKIoYas NoLaaku, paccMaTpuBaeMble Kak NnoMeLLeHust ) unu
B TOM e 3[1aHuu, rae ycTaHoBneHbl nobble Apyrue yactu o6opyaoBaHUsA TeNEeKOMMYHUKALMOHHOW NUHUN
CBA3N.

3.1.17 nonb3oBatenb (user): JIMUO unu opraHusaums, UCNOMb3yloLWMe CPeACTBa U cUCTEMBI 06pa-
60TKM MHOPMaLMK, HaNpUMep COTPYAHMUK, MOAPSAYUK UM NOSb30BaTENb TPETLEW CTOPOHDI.

3.2 CokpaweHus
Ans ueneit AaHHOroO HaLMOHANBLHOIO CcTaHAapTa NPUMEHSIIOTCA creayiolme CoKpaLlLeHns:

ADSL — acummeTpuuHas umdposas aboHeHTckasa nuHus (asymmetric digital subscriber line);

ASP — MocTaBLKK yCnyr no apeHae nNpuknagHbIx nporpamm (application service provider);

CATV — kabenbHoe TenesnaeHue (community antenna TeleVision);

CERT — rpynnapearmpoBaHusi Ha KOMNbIOTEPHBIE UHLMAEHTBI (Computer emergency response team);
DDoS — pacnpepeneHHblli oTkas B o6cnyxusaHum (distributed denial of service);

DNS  — cnyxba umeH gomeHos (domain name system);

DoS — oTka3 B obcnyxusaHum (denial of service);
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ISAC — ueHTp obmeHa 1 aHannaa nHcdopmauum (information sharing and analysis centre);

NGN — ceTun cnegytowlero nokoneHus (next generation network);

NMS — cucTeMa ceTeBOro MeHegkmeHTa (network management system);

OAM&P — akcnnyaTauusi, aaMUHUCTPUPOBaHWe, obcnyxusaHue M npegocTtasneHue (operations,
administration, maintenance and provisioning);

SIP — NPOTOKON UHULMALMKN ceccum (session initiation protocol);

SLA — cornaweHue ob yposHe ycnyr (service level agreement);

SOA — nonoxeHune o npumeHnmocTn (statement of applicability);

URL — yHUdMUMPOBaHHLIN ykasaTene pecypca (uniform resource locator);

VolP — nepepaada rosoca no IP ceTsaim (voice over internet protocol);

71510 — uctouHuk 6ecnepeboriHoro nutaHus (UPS — uninterruptible power supply);

uT — NHOPMALUNOHHBIE TEXHONOMNN;

nnH — nepcoHanbHbIN naeHTuduKaLMoHHbIn HoMep (PIN — personal identification number);

CMMUB  — cuctema MeHemKMeHTa UHbopmaLnoHHon 6esonacHocTu (ISMS — information security
management system);

TpOINM  — kommyTUpyemasa TenedoHHasa ceTb obwero nonb3osaHusa (PSTN — public switched

telephone network).

4 0O630p

4.1 CTpyKTypa AaHHOro pykoBoAcTBa

[aHHbIN HauMoHanbHLBIN cTaHaapT UMeeT CTPYKTYpY, cxoaHyto ¢ MCO/MOIK 27002. B Tex cnyyasix, kor-
aa onpegenexHble B UCO/M3K 27002 uenu 1 mepbl U cpecTBa KOHTPOMA U yNpaBreHns npumeHuMel 6e3
Kakon-nMbo AoNONHUTENLHON HGOPMaLMK, AaeTcs ToNbko cebinka Ha MCO/M3K 27002. XapakrepHas ons
TENEeKOMMYHUKaLMOHHOTO CEKTOPA COBOKYMHOCTb MEp U CPeACTB KOHTPONSA 1 yrnpaBreHus, a Takke peKoMeH-
Aauuin onucaHa B NpUNoxeHnn A (obsasaTensHom).

B Tex cnyyasx, korga Mepbl U cpeacTBa KOHTPOMSA U ynpaBneHust TpebytoT AONONHUTENbHON XapakTep-
HOW ANsl TeNeKOMMYHMKaLMA pekoMeHaaLum no peanusaunm, Mepa 1 cpecTBO KOHTPONSA U ynpaeneHus, a
Takke U pekoMeHaaLms No nx peanusaumm nostopstoTces ns UCO/M3IK 27002 6e3 usmeHeHU, a 3a HUMK chne-
ayeT xapakTtepHas ANns TeneKoMMYHUKaLWA pekoMeHaaLusl, CBsisaHHas! C 3TOM Mepoit 1 CPEeACTBOM KOHTPONA
n ynpaeneHus. XapakTepHble AN TereKOMMYHUKaLMOHHOIO ceKTopa pekoMeHaauuu u uHdopmauuma
BKIIOYEHbI B crieaytoLne pasgens:

- opraHusaLnoHHble acnekTbl MHdpopmaumoHHon 6esonacHocTu (pasgen 6);

- MEHeXKMEHT aKTuBOoB (pasaen 7);

- besonacHocTb, CBsi3aHHas ¢ nepcoHanom (pasaen 8);

- husnyeckas 6e30nacHOCTb U 3awmUTa OT BO3AEUCTBUN OKpYXKatoLen cpeabl (pasaen 9);

- MEHEXKMEHT KOMMYHMWKaLuid u paboT (pasaen 10);

- ynpasneHue gocTynom (pasaen 11);

- NpnobpeTeHune, paspaboTka 1 akcnnyatauma MHpOPMaLMOHHBIX cucTeM (pasgen 12);

- MEHEXXMEHT MHLMAEHTOB nHpopmaLmMoHHon besonacHocTu (pasaen 13);

- MeHe>KMeHT HenpepblBHOCTU BusHeca (pasaen 14).

4.2 Cuctembl MeHeg)kKMeHTa uHdopMmaLuoHHOM 6e30NacHOCTU B TENEeKOMMYHUKaLMOHHOM
6usHece

4.21 Uenb

WHpopmaLms, kak n gpyrue akTUBbI OpraHn3auun, IBnseTcs BaXkHbIM hakTopom ans 6usHeca opraHu-
3aumun. MHdopmaLms moxeT GbITb HaneyaTaHa unNu 3anucaHa Ha 6ymare, coxpaHeHa B 311eKTPOHHOM Buae,
oTnpaBsneHa No no4dte, nepefjaHa B 3MEKTPOHHOM BuAe, NokasaHa B (hunbme unu BbickasaHa B Becepax.
Hesasncumo oT opMbl MM DYHKUMOHANBHOCTU MHOPMaLUMU Unn CpeacTB, UCNONb3yeMblX Asisl obmeHa
nHcopmaumen unn ee xpaHeHus, ticpopmavus Bcerga Tpebyet COOTBETCTBYIOLLEN 3aLUUThI.

OpraHunszaunm 1 nx nHchopMaLMOHHBIE CUCTEMEI U CETU CTaNKMBatoTCA ¢ yrposamm 6esonacHoCTH, UCXO-
OAWMMU U3 LUMPOKOrO CMeKTpa MCTOYHMKOB, BKIHOYAsi MOLUEHHUYECTBO C MCMOMb30BaHWeM KOMIbioTepa,
LUMMOHaX, BpeanTeNnbCTBO, BaHAANM3M, yTeuky uHdopmauun, 3emnetpsiceHne, noxap unn satornrneHue. 3t
yrpo3sbl 6e30M1acHOCTU MOTYT BO3HUKaTb BHYTPU UMM BHE TENEKOMMYHUKaLMOHHBIX OpraHusaumi, npuanHas
yliep6 opraHusauumu.



rOCT P UCO/M3K 27011—2012

Mpwn HapyLleHUn nHdgopmaloHHoh 6esonacHoCTU, Hanpumep, B peaynbTaTe HecaHKLMOHUPOBAHHOIo
AocTyna K cucteMe 06paboTku MHopMaLMm, opraHnsanuna MoxeT noHecTn yuwep6. MoaTomy Ans opraHusa-
unn Heobxogumo obecneumsaTs MHpOPMaLMOHHYC 6e30MacHOCTb, MOCTOSIHHO COBEPLUEHCTBYS CBOKO CUCTe-
My MeHeIkMeHTa uHdgopmaLmoHHoi 6esonacHocT (CMUB) B cootBeTcTBUM ¢ MICO/M3K 27001.

OdbpexTuBHas MHbopMaLnoHHasa 6e3onacHOCTb AOCTUraeTcs NMocpedcTBOM peanunsaulnm cooTBeT-
CTBYIOLLIE COBOKYMHOCTU MEP U CPeACTB KOHTPONS U YNpaBeHns, OCHOBaHHOW Ha TeX Mepax, YTO Of1caHbl B
[AaHHOM HaUMoHaNbHOM cTaHaapTe. OTU Mepbl U CpeacTBa KOHTPONS U yrpasreHnst Heobxo4MMo yCTaHaBMuU-
BaTb, peanun3oBbIBaTb, NOABEPraTb MOHUTOPUHIY, NMPOBEPSTh N COBEPLUEHCTBOBATbL B TENIEKOMMYHMKALMOH-
HbIX CPeACTBaXx, ycryrax 1 npuknagHbIx nporpammax. YcnelHoe passepThiBaHne Mep 1 CpeacTs KOHTPOSs U
ynpasneHnss 6e30MacHOCTbi0  CO34AacT  Myullylo BO3SMOXHOCTb  AOCTWKEHWS COOTBETCTBUA  Lensm
6e30MacHOCTU 1 Ans ycnelwHoro 6MsHeca opraHnsaLumn.,

TenekoMMyHUKaLMOHHbIE OpraHn3aLmMn, Ybi cpeacTBa UCNonb3yoTCs pasnnyHbIMK NoNb30BaTeNsAMU
ansa obpaboTkn Takoh MHbOopMauuK, Kak nepcoHanbHble AaHHble, KOoHUaeHUManbHble daHHble 1 Bus-
Hec-daHHble, AOMMKHbI o6GpallaTbes ¢ 3Tol nHdopmaumen ¢ 6onbLIo/gomkHOK 3ab0ToN U NPUMEHATb COOT-
BETCTBYHOLUIA YPOBEHb 3aLLUTHI.

B 3akntoveHue cnegyeT ckasaTtb, YTO TENIEKOMMYHUKALMOHHBIM OpraHnsaumsam Heobxoanmo cosgaTthb 1
HenpepbIBHO coBepLUeHCTBOBaTL 06Lyto CMUB, uTo o6ecnednT yBepeHHOCTb B NOAAEPKKE COOTBETCTBYHO-
LMX Mep U CpeacTB KOHTPOMSA U ynpaBrneHnst 6e30nacHoCTbHo.

4.2.2 Bonpocbl 6e30M1acHOCTU B TeNEKOMMYHMUKaLUAX

Tpeb6osarusa k o6LLei cTpykType 6e3onacHOCTU B TENEKOMMYHUKALNAX NPOUCTEKAOT U3 pasHbIX NCTOY-
HUKOB:

a) KNMeHTbl/aboHeHThl, HyXaaloLWmMecs B AOBEPUM K CETAM M NpedocTaBnsieMblM ycryram, BKIodast
AOCTYNHOCTb YCNyr (0COBEHHO 3KCTPEHHBIX CMYX0) B cryyae cepbesHbIX katacTpod;

b) opraHbl rocygapcTteeHHoW BnacTu, Tpebylowme obecnedeHusi 6€30NacHOCTU B COOTBETCTBUM C
OVPEeKTUBaMW, HopMaMK 1 3akoHaMK ANs oGecrneyvyeHns yBepeHHOCT B AOCTYNHOCTU YCIYT, B YECTHOM KOHKY-
PEHLMM 1 B 3aLLUTE NepcoHarnsHon nHdopmaLumu;

C) ceTeBble OMepaTopbl 1 NOCTABLUMKA YCAYT, HyXaaoLwmecs B o6ecnevyeHun 6e3onacHOCTY Ans 3alu-
Thbl CBOMX MPaKTUYECKNX MHTEPECcoB U MHTepecoB BU3Heca, a Takke AN BbINOMHEHUS CBOMX 0653aTeNnbeTB
nepeg KNueHTamun 1 obLLUeCTBOM.

Kpome Toro, TenekoMMyHUKaUNOHHbBIE OpraHvM3aLMmn AOSHKHbI yYUThIBaTb creayoLwme UHUMAEHTI, CBA-
3aHHble C OKpyXatolwen cpeaoi n 6e30nNacHOCTb0 aKCNAyaTauuu:

a) TenekoMMYHUKaLUMOHHbIE YCnyrM B GOMbLIOW CTeneHN 3aBUCAT OT PasfUYHbIX B3aMMOCBS3aHHbIX
CPeacTB CBA3N, TaKUX Kak MapLUpyTU3aTOPbl, KOMMYTaTopbl, CepBepbl AOMEHHbIX UMEH, PeTPaHCIATOPbLI CUC-
TeM nepegayuv n cuctemol ceteoro meHegxmenta (NMS). CooteeTCcTBEHHO, Npo6nembl 6e3onacHoCTU Tene-
KOMMYHUKaLMA MOTYT BO3HUKATb B pasnnydHOM o6opyaoBaHuM/cpeacTBax U GLICTPO pacnpoCTpaHATLCS
yepes ceTb Ha Apyroe obopyaoBaHue/cpeacTsa;

b) B pononHeHWe Kk TeNEKOMMYHUKALMOHHBIM CPeCTBaM K cepbe3HbiM HapylueHusm GesonacHocTu
MOryT MPUBOAUTL Takke YA3BUMOCTM CETEBbIX NPOTOKOMOB M TOMOSIOrMK ceTU. B 4acTHOCTU KoHBepreHuus
nNpoBoAHLIX 1 BecnpoBoAHLIX ceTel B ceTsiX cneaytoulero nokoneHus (NGN) MoxeT co3gaBaTh CyLLeCTBEH-
Hble Npo6nembl Npu paspaboTke yHKLMOHANBHO COBMECTUMBIX NMPOTOKOOB;

C) OCHOBHOe 6eCnoKOMCTBO TENEKOMMYHUKALMOHHBLIX OpraHM3aLuiil Bbi3biBaeT BO3MOXHOCTb KOMMPO-
MeTauun 6e3onacHoCTU, BeayLlas K NpoCTo CETU, KOTOPLIA MOXeT BbiTb 04eHb AOPOrOCTOAWMUM € TOYKN
3pEHUS OTHOLLEHUIA C KNUEeHTaMM, YNYLLEHHOW BbIFrOAbl U pacXoA0B Ha BOCCTaHOBNEHUE. YMbILWEHHbIe aTa-
KW, HaueneHHble Ha AOCTYMHOCTb HaUMOHaNbHOW TEeNEeKOMMYHUKaLMOHHON UHPaCcTPyKTypbl, MOTyT pac-
cMaTpuBaTbCs Kak Nnpobnema HauuoHarnbHoi 6esonacHoCcTy;

d) cucTeMbl U ceTu ynpaBneHUsl TENTEKOMMYHUKALMAMA YSI3BUMbI NS NPOHUKHOBEHWIA XakepoB. O6biu-
HOW MOTUBaLMeR TakNX NPOHUKHOBEHWUIA SIBNSIETCS XULLIEHWE TeNeKOMMYHUKaUUOHHBIX ycnyr. Takoe xuweHue
MOXeT 6biTb CNPOEKTUPOBAHO Pa3NUYHBIMKU CNOCOBaMU, TAKUMM Kak aKTUBUPOBAHWE ANArHOCTUYECKUX yHK-
UMA, MaHUNYNUMPOBaHWE YYETHBIMU 3anucaAMK, UM3MEHeHue npedocTaBneHuAa 6a3 AaHHBIX M nepexsaT
BbI30BOB abOHEHTOB;

€) opraHusauuu, NpPeaoCcTaBnAlWME YCNYTA CBS3N, MOMUMO BHELWIHUX NPOHUKHOBEHWA 03abodeHbl
KomrpoMeTaumen 6e30nacHOCTA U3 BHYTPEHHUX UCTOUYHUKOB, TakUX KaK, Hanpumep, U3meHeHUs1 KoHdburypa-
LMiA 1 6a3 AaHHBIX CEeTEBOr0 MEHEMKMEHTa CO CTOPOHBI HEYMONTHOMOYEHHOro nepcoHana. OHU MOryT 6GbiTh
cnyYyaiHbIMU U HaMepeHHbIMMU.

C uenbto obecneveHus 3alwnTbl MHPOPMALIMOHHBIX aKTUBOB B TENEKOMMYHUKaLMOHHONW ccepe, Gepy-
LMX Ha4aro 13 pasHbiX UICTOYHUKOB B pa3HO TENEKOMMYHUKALMOHHOW cpefle, HeoBXoauMbI pekoMeHaaLun
no 6e30MacHOCTU Ans TeNeKOMMYHUKaLMA, YTOObI NoAAepXUBaTb peanuaaluio MeHepKMeHTa MHopMaLy-
OHHOW 6e30NacHOCTU B TENEKOMMYHUKALMOHHBIX OpraHu3auunsax.

4
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31K pekomeHaaummn no 6e3onacHoCTU AOMKHBI NPUMEHSITLCA K:

a) TenekoMMyHWUKaLMOHHBIM OpraHu3auusaM, CTPEMSLLIMMCS K NpenMyLLecTBy B GUusHece B pesyrnbTaTe
peanuzaunn CMUB;

b) TenekoMMyHUKaLUMOHHBLIM OpraHuU3aunuaM, CTPEMSALMMCA K JOCTUXKEHUIO YBEPEHHOCTU B TOM, UTO
TpeboBaHus MHpopMaLoHHOK 6e3onacHOCTU 3auHTepecoBaHHbLIX CTOPOH (HAaNpPUMep UX NOCTaBLUMKOB, KIU-
€HTOB, PerynsTUBHbIX opraHoB) 6yayT BbINOMHEHDI;

C) nonb3oBaTernsam 1 NocTasLMKam NPOAYKTOB U YCIyr, CBsI3aHHbIX ¢ obecneyeHuem uHgopmaLmoH-
Hol 6e3onacHocTU, Ans TeNeKOMMYHUKaLUOHHOW UHAYCTPUMK;

d) BHYTPEHHUM UMW BHELUHUM MO OTHOLLEHUIO K TENEKOMMYHUKALIMOHHBIM OpraHU3aLuvsaM nuuam, KoTo-
pble NPoBoAAT oueHKy U ayauT CMUB Ha npeameT ee cooTBeTCTBUA TpeboBaHuam MCO/MIK 27001;

€) BHYTPEHHWUM UMM BHELUHUM MO OTHOLUEHMUIO K TENIEKOMMYHUKaLMOHHBIM OpraHu3auusaM nuuam, KoTo-
pble NPOBOAAT KOHCYNbTaLMUU UK TpeHuHr no CMUB.

4.2.3 UHndopmaLUnoHHBbIe akTUBLI, TpebyloLwwue 3auThbI

OpraHusauuu ang co3gaHns MeHegkmeHTa MHpopmaLuoHHol 6e30nacHOCTU He0BX0AUMO YTOUHUTL U
naeHTUULNPOBATL BCE aKTUBLI OpraHusauun. YToUHeHue aTpubyToB M 3HAYMMOCTU aKTMBOB MO3BONSET
peanu3oBaTb COOTBETCTBYOLWME MEPbI U CpeAcTBa KOHTPONS U ynpasneHus.

WHdopmauns 06 aktneax, KoTopble HEO6X0AMMO 3alUMLLATL B TENEKOMMYHUKALMOHHBIX OpraHusauusix,
MOXeT ObITb HaaeHa B 7.1.1 «IHBeHTapmn3aLmsa akTUBOBY.

4.2.4 YctaHOBNEeHUe MeHeAKMeHTa UHopMaLMOHHON Ge3donacHOCTU

4.2.4.1 Kak yctaHaenusaTtb TpeboBaHus 6eaonacHocTu

TenekoMMyHUKaLMOHHBIM OpraHuM3aLmsaM HeoB6X0AMMO YyCTaHOBUTL CBOU TpeboBaHus 6e3onacHoOCTU.
CyulecTByeT Tpu criedyoLnX OCHOBHbIX UCTOYHMUKa TpeboBaHWin Ge3onacHoCTu:

a) pesynbTaTbl OLEHKU PUCKOB A5 MOCTaBLUMKa TENEeKOMMYHUKaLIMOHHBIX YCIYT, C y4eTOM ero obuyei
cTpaTerun 6usHeca un Lenei. MocpeAcTBOM OLEHKU pUcKa MPOUCXOANT naeHTUdUKauma yrpos ans akTusoB,
oueHKa ysI3BUMOCTEN 1 BEPOAITHOCTU BO3HUKHOBEHMWS Yrpo3 1 NpubnuanTensHas oLeHka UX NoTeHUManbLHoro
BIIUSIHUSA;

b) npaBsoBble, 3akoHOAaTENbHBIE, HOPMATUBHLIE U AOTOBOPHLIE TPE6OBaHUSA, KOTOPLIM AOITPKHBI COOT-
BETCTBOBATL TENEKOMMYHUKaLWOHHbIE OpraHu3aunn, U coLmansHo-KyneTypHas cpeaa. Npumepamu 3akoHo-
AaTenbHblX TpeboBaHWiA ANs TeNeKOMMYHUKaLMOHHBIX OpraHu3aLnii ciyxart HepasriawleHvue MHhopMaLmmn o
coeauHeHunsx (A.15.1.7) n obecnevyeHne BaxHeMWNX KOoMMyHWkauun (A.15.1.8). Mpumepamn counans-
HO-KYNbTYPHbIX TPeGoBaHM aBnstoTCs obecrneyveHne LenocTHOCTUM coobLueHnid, NnepegaHHbiX, peTpaHcInpo-
BaHHbIX WMMAW  NOMyYeHHbIX JO6bBIM  cnocoboMm, AOCTYNHOCTM MNPOBOAHBLIX UKW GecnpoBOAHBLIX
TEeNeKOMMYHMNKaLIMOHHBIX CPEACTB A YNOSHOMOYEHHBIX JIUL, U HEe NPUYNHEHUA Bpeaa APYrMM TeNEeKOMMYHK-
KaLlMOHHBIM cpeacTBaM;

C) onpeaeneHHas COBOKYNHOCTb NPUHLMMNOB, Lienei u TpeboBaHui GusHeca ans o6paboTkun nHgopma-
LMK, KOTOPYIO MOCTaBLUUK TENEKOMMYHUKaLMOHHBIX YCIyr paspaboTan Ana noaaepXkn CBouUx onepauun.

4.2.4.2 OueHka puckoB 6e3onacHoCTH

Tpe6GoBaHua 6e3onacHOCTU UASHTUDULMPYIOTCS MYTEM pErynspHov oueHkn puckoB GesonacHocTu.
3aTpaTbl Ha Mepbl U CPpeACTBa KOHTPOMS U yNpaBieHUs AOMDKHbI COMOCTaBAATLCA € yuepbom ans 6usHeca,
BO3MOXHbIM BcneacTeue cboes B ob6ecneveHnn 6esonacHocTu. PesynbTaThl OLEHKU PUCKOB NOMOTYT Hanpa-
BUTb WU onpeaennuTb COOTBETCTBYIOLWNE yNpaBneHYeckne Mepbl U NPpUopuTeThl ANA MeHeMKMeHTa PUCKOB
uHcopmaLnoHHoM BGesonacHOCTU, a Takke peanusoBaTb Mepbl U CPeACcTBa KOHTPONA W ynpasneHus,
BblOpaHHbIe AN 3aUThl OT 3TUX PUCKOB.

OueHKa pucka AoKHa nepuoandeckn NoBTOPATLCA, YTOBbI yuuTbiBaTh NtoGble U3MEHeHNUs, KoTopble
MOTYT NOBIUATb Ha pe3ynbTaTbl OLEHKA PUCKOB.

4.2.4.3 Bblbop Mep 1 CpeacTB KOHTPOSS U ynpasneHus

Mocne naeHTUdUKaLmMm TpeGoBaHUiA 6e30NacHOCTU U OLIEHKU PUCKOB U NPUHATUA pelueHnii no obpa-
60OTKe PUCKOB crefyeT peanun3oBaTb COOTBETCTBYIOLLME MePbl M CpeAcTBa KOHTPONA U ynpasneHus ana obec-
nevYeHus yBepeHHOCTU B CHKEHUM PUCKOB A0 AOMYCTUMOrO YPOBHSI.

HacTosilee pykoBoACTBO B AONOMHEHUE K 06LL1eMy pyKOBOACTBY MO MEHeAXMEHTY UH(DOpMaLMOHHON
6e30nacHOCTU NpeAocTaBNAeT AONOMHUTENbHbIE peKOMeHAaUMN U XxapakTepHble ANA TenekoMMyHuKauui
Mepbl U CPEACTBA KOHTPONSA U YNpaBlieHUA ¢ y4eToM TpeboBaHWin, XxapakTepHbIX AN TENeKOMMYHUKaLUA.
MoaToMy TenekoMMYHUKALMOHHBIM OpraHu3auUMsiM pekoMeHayeTcsl BbibupaTb U peanu3oBbiBaTb Mepbl U
cpeacTBa KOHTPONA U ynpaBneHus U3 AaHHoro pykosoactsa. Kpome Toro, AnA yaoBNeTBOPEHUA 0cobbIX
noTpe6HOCTe B COOTBETCTBYIOLMX Crydasx MOryT 6biTb paspaboTaHbl HOBbIE Mepbl U CPeACcTBa KOHTPOMA 1
ynpaBneHus.

BbiGop Mep 1 CpeacTB KOHTPOMA U ynpaBneHns 6e30MacHOCTbi0 3aBUCUT OT PeLleHnin opraHusaunm,
OCHOBaHHBIX Ha KpUTEpUAX MPUHATUA PUCKOB, BapuaHTax obpaboTku puckoB n obllem nogxode K MeHep-
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XXMEHTY PUCKOB, MPUMEHUMOM K TENEKOMMYHUKaLMOHHBIM OpraHu3aLmam, a Takke AOMMKHbBI yYUTLIBATLCS BCe
COOTBETCTBYIOLLME HaLMOHamNbHbIe U MeXAYyHapOoaHble 3akoHoAaTerbHble U HOPMaTUBHbIE aKThl.

4.2.4 4 BaxHenwwue cakTopbl ycnexa.

MpumeHaTs nogpasaen 0.7 MICO/MOK 27002.

5 Monuntuka 6e3onacHocTU

MpumeHsaTs pasgen 5 NCO/MIK 27002.

6 OpraHu3aunoHHble acnekTbl UHPOPMaLMOHHOWN 6e30NacHOCTH

6.1 3apauum, pelwaeMble BHYTPU opraHusauuu

Lenb: OcyluecTBNATb MEHEHKMEHT UHdopMaLMoHHOM 6€30NacHOCTM B paMKax opraHusauuu.

HomxHa ObITb cosgaHa CTpyKTypa MeHeaXMeHTa ANsl UHULMUPOBaHUS U KOHTpons obecneyeHus
nHdopMaLMoHHOM 6e30NacHOCTM B OpraHu3aumu.

Boicluee pykOBOACTBO AOMMKHO YTBEPXXAaTh NONUTUKY UHOpMaLMOHHOW 6e3onacHOCTM opraHnu3auuu,
Ha3HayaTb OTBETCTBEHHbIX 1L, B 06nacT NofMTukM nHcopmaLMoHHoW 6e30nacHOCTU, a Takke KoOoOpaAUHU-
poBaTb U aHanNM3npoBaTb BHeApeHue UHOPMaLMOHHON 6e30MacHOCTU B OpraHn3auuu.

Mpu HeobxoaMMOCTU cniegyeT NpeayCcMOTPETb HanMYue KOHTaKTHOro nuua, 3aHMMarloLLeroca Bonpoca-
M1 nHopmaLmMoHHOW Be3onacHOCTU BHYTPU OpraHM3aummn 1 K KOTOpoMy MOryT obpalatbcsl 3anHTepeco-
BaHHble cCOTpYAHUKU. CrneayeT HanaXuBaTbh KOHTaKTbl ¢ BHELUHAMU cnieuuanucTaMmu no 6e3onacHocTy unu
rpynnamMu crneunanucToB, BKMOYas COOTBETCTBYIOLUME OpraHbl, YTobbl HAXOAUTLCS B Kypce oTpacrneBblX
TEeHAEHLMIA, OCYLLECTBNATb MOHUTOPUHT CTaHAAPTOB U MeTOA0B OLIEHKU, 1 obecneumBaTth afeKkBaTHbIE TOY-
KM KOHTaKTa npu obpaboTke MHUMAEHTOB MHopMaLMoHHOW BesonacHocTu. CniedyeT NoowWpATL MHOTONpPo-
unbHbIA Noaxoa k obecneveHuo MHpopMaunoHHo GesonacHoCTU.

6.1.1 O6s3aTrenLCTBa PyKOBOACTBA NO OTHOLWEHUIO K MH(OpMaLMOHHOM 6e30nacHOCTU

MpumeHaTb nyHkT 6.1.1 NCO/M3K 27002.

6.1.2 KoopauHauusa BonpocoB UHoOpMaLUOHHOIK Ge3zonacHoCTH

MpumeHATb nyHKT 6.1.2 NCO/M3K 27002.

6.1.3 PacnpepeneHue o6a3aHHOoCTel No o6ecneuyeHuo uHdopmauuoHHon 6eonacHoCTH

MpumMeHaTb NyHKT 6.1.3 WCO/M3K 27002.

6.1.4 Mpouecc nony4yeHUs paspeLleHUsi Ha UCnonb3oBaHue cpeacTB o6paboTku uHdopmauum

MpuymeHaTb NyHKT 6.1.4 WCO/M3K 27002.

6.1.5 CornaweHusi o KoHMOAEHLNANBbHOCTU

Mepa u cpefcTBO KOHTPONA U ynpaBneHus

TpeboBaHNA B OTHOLUEHWM COrMalleHUiA 0 KOHPUAeHUMANbHOCTU UK HepasrnaweHun, oTpaxaioLwme
noTpebHOCTUN opraHM3aLmm B 3alimTe MHDOPMaLUK, OOMKHbI ONpeaensTbCA U PerynsapHO nepecMmaTpusaTthes.

PekoMeHAaaLuma no peanusauumn

B cornaweHunsx o koHbuaeHUMansHOCT UKW HepasrnaweHnt 4omkHO cogepxaTbes TpebosaHue o
3awmnTe KoHbuaeHUnanbHon MHopMaLun, BeIpaXKeHHOe HoOPUANYECKUMN TEPMUHAMMW, UMEIOLLUMN UCKOBYHO
cuny. Ytobbl onpegenuTb TpeboBaHUS A4nA cornaweHun o KoHbMAeHUManbHOCTU UN HepasrnalleHuu,
HeobxoaMMo yvecTb criegytowmne dakTopsbl:

a) onpegeneHue nHdopmaLmn, nognexailen sawute (Hanpumep, KoHbdugeHUMansHas MHdopMaLms);

b) npeanonaraemslii cpok AeNCTBUS cornalleHusi, BKIOYas criydan, Koraa MOXeT BO3SHUKHYTbL Heo6xo-
ANMOCTb B HEOTPaHWYeHHOW Noaaepkke KoHbUAeHUNanLHOCTY;

c) HeobxoaunMble AeNCTBUS NPU OKOHYAHUN CpoKa AENCTBUSA COrnalleHus;

d) ob6sizaHHOCTU 1 AeCTBUA NWL, NoANMCaBLUMX COrnalleHne, ¢ Lenblo NpeaoTBpaLleHnst HecaHKLno-
HWPOBAHHOIO pasrnalleHust tHdopmaLm (HanpUMep, No NPUHLMNY «KHEOBX0AUMOro 3HaHUA»);

e) BnageHue nHopmaLumen, Kommepveckne TalHbl N UHTeNNeKTyanbHasi COBCTBEHHOCTb, U KaK 3To
CBSAI3aHO C 3alLUTON KoHbUAeHLMaNnsHON MHopMaLnn;

f) paspelueHHoe wucronb3oBaHMe KoHdbuAeHUMansHoNn UHdbopMauuM U npasa nud, MoANMCaBLUUX
cornawleHue, B OTHOLLEHUN UCTIONb3oBaHWUA MHopMaLum;

g) npaBo noasepraTb ayauTy WM MOHUTOPUHTY OeATeNbHOCTb, CBA3AHHYD C KOHuaeHUManbHON
WHdopmaumei;
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h) npoueaypy npeaynpexaeHus n coobLeHns 0 HeCaHKLMOHUPOBaHHOM pa3srnalueHun Unn Hapylue-
HUSIX, CBA3AHHbIX ¢ kKoHUAEHUManbHON nHopMmaLunen;

i) ycnosus Bo3paTa unvM yHUUTOXeHUs MHopmaLum B criydae NpMocTaHoBNEHUA AeNCTBUSA cornalle-
Hus;

j) npeanonaraemMble OeNCTBUSA, KOTOPbIe AOMKHBI ObiTh NpeanpuHATEI B Criydae HapylleHUsl AaHHOTo

cornaweHus.

B 3aBucuMocTu ot TpeboBaHuiA 6e30NacHOCTM opraHu3aLmMn, MoryT noTpeboBaTbCa AOMNONHUTENbHbIE
3neMeHTbl cornaweHns o KoHUAeHLMaNbLHOCTU UMW HepasrnalleHuu.

CornaweHusa o koHMaeHUNanLHOCTU U HepasrfalleHUM OOMMKHBI COOTBETCTBOBATL BCEM MPUMEHMU-
MbIM 3aKOHaM W HOpMaMm, MoA HPUCAMKLUMIO KOTOPbLIX OHW noanagalT (CM. Tawke nyHkT 15.1.1
NCO/M3K 27002).

TpeboBaHMA B OTHOLUEHWU COrMAalIeHUA O KOHMUAEHUMANbHOCTU U HepasrnalleHun OOSDKHbI nepe-
cMaTpuBaTLCA NEPUOANYECKU U KOTAA NPOUCXOAAT U3MEHEHUS, BNMAoLME Ha 3Tu TpebosaHus

PekoMeHaaLua no peanusauum, XxapakrtepHas Ans TeNeKOMMyHUKaLuumn

Ana naeHtudunkaumm TpeboBaHUin B OTHOLLIEHUW cornalleHnid o KoHUaeHUManbHOCTU U Hepasrna-
LUEHNWN TeNEKOMMYHUKaLMOHHbIE OpraHvM3aLmMmn 40PKHbI pacCcMOTpeTb HeobXoAUMMOCTb 3alumThl Ans obecne-
YeHUs HepasrnaweHusa nepegaHHon nHgpopMaLuu:

a) Hanmuuus;

b) cogepxaHus;

C) WCTOYHUKA;

d) agpeca HasHaveHus:;

e) AaTbl U BpeMeHn

JononHutenbHaa uHdopmMauusa

CornaweHus 0 KoHUAEHLMANbHOCTU U HepasrfnalleHU 3almwanT MHhopMaLMi opraHusauuum, a
Tawkke MHOPMUPYIOT NUL, NOANMUCaBLUMX cornalueHue, 06 nx obs13aHHOCTU 3aWwmLLaTh, UICMONBL30BaTb U pas-
rnawaTb MHopMaL Mo BHYLIAOWMM AOBEpUe U CaHKLIMOHUPOBAHHBLIM CMOCOB0oM.

Mpyn pasnnyHbiX 06CTOATENBCTBAX OpraHM3aLUMu MoXeT noTpeboBaTbCs UCMONbL30BaHUE Pas3fIUYHBIX
¢opm cornatleHnin o kKoHdUaeHUUaNLHOCTU U HepasrnaleHUu.

6.1.6 KOHTaKT ¢ pasnuM4yHbIMU UHCTAHLUAMMN

Mepa n cpecTBO KOHTPONSA U ynpaBneHUs

JomkHbl NoaaepKMBaTbCsl COOTBETCTBYIOLMNE KOHTaKTLI € PasfUYHLIMA UHCTaAHLIUSIMM.

PekomeHaauusa no peanusauuun

B opraHuzaumax gomKHblI MPUMEHATbLCA nNpoueaypel, onpeaensawme, koraa v ¢ KakMMm UHCTaHUMAMMN
(HanpuMep NpaBoOXpaHUTENbHBIMUA, NOXaPHLIMU U HAA30PHBIMU OpraHamn) HeoBXoAMMO BCTYNUTL B KOHTAKT
1 Kakum 0bpa3om crieyeT CBOeBpeMeHHO coobLuaTh O BbISIBNEHHBIX MHUMAEHTaxX MHcopmaLunoHHon 6esonac-
HOCTM, eCrnin eCcTb MOA03PEHUE O BO3ZMOXHOCTU HapyLUeHUA 3aKoHa.

OpraHusauusim, noaseprarwumcs atake Yepes UHTepHeT, MoXeT NoTpeboBaTbCsl NpUBeYeHne BHeLl-
Hel TpeTbel CTOPOHBI (Hanpumep, Nposaigepa MHTepHeT-ycnyr Unu TenekoMMyHUKaLMOHHOMO onepaTtopay)
ONS NPUHSTUSE Mep NMPOTUB UCTOYMHUKA aTaKu.

PekomeHaaLuA no peanusauuu, xapakrepHas AnA TeneKoMMyHUKauumn

Ecnn TenekoMMyHUKaLUOHHbIE OpraHvMsauun nony4vatoT 3anpockl OT NpaBOOXpaHUTENbHBLIX UK cne-
ACTBEHHbIX OPraHoB OTHOCUTESbHO UH(OPMaLIMK, CBA3AHHOW C NONb30BaTeNsiMU TeNeKOMMYHUKALMOHHbIX
YCIyr, TO 3TN TeNeKOMMYHUKaLUNOHHbIE OpraHu3aLun Hy>XgalTcs B MOATBEPKAESHUU, UTO 3anpochl NpoLuv
neruTUMHbIE NpoLEecchl U Npoueaypbl B COOTBETCTBUM C HALMOHANbHBIMU 3aKOHAMU U HOPMaMMU.

DononHutenbHasa uHdgpopmaLus

Mpu ocywlecTBNEeHUM TakUX KOHTAKTOB MOXeT notpeboBaTbcA nogaepXkka npouecca MeHeakMeHTa
WHLUMAEHTOB MHpopMaumnoHHon 6esonacHocTu (cM. 13.2) unu npoLecca NiiaHUPoBaHUSA HenpepbIBHOCTY bK3-
Heca 1 AeACTBUI B YpesBblYaHbIX cuTyauusx (CM. pasaen 14). KOHTakTbl ¢ perynnpyrowmmMy opraHaMmm Tak-
Xe nonesHbl AN NPOrHO3UPOBaHUSI U MOArOTOBKA K NPEeACTOSILLMM U3MEHEHUSIM B 3aKOHax UMK HOpMax,
KoTopble AOMKHbI cobnioaaTbes opraHusaumein. KoHTakTbl ¢ ApYTMMA MHCTaHUMSIMU BKAKOYAIOT KOHTAKThl C
KOMMYHarnbHbIMW crykbamn, CKoOpoi NOMOLLbIO U Cry>kKbaMu oxpaHbl TpyAa, NpoBangepammn TeNekoMMyHUKa-
LIMOHHBIX YCNYr (B CBSI3N C TPACCUPOBKON MMHWIA CBA3U U UX AOCTYMHOCTbIO).

6.1.7 KoHTakT co cneyvManuaMpoBaHHbIMU NpotdeccUoHanbHbLIMU FrpynnaMu

MpumeHaTb nyHkT 6.1.7 MCO/M3K 27002.

6.1.8 HeszaBucumasn npoBepka UH¢pOpMaLMOHHON Ge3onacHoOCTU

MpumMeHaTL NyHKT 6.1.8 NCO/M3K 27002.
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6.2 AcnekTbl B3auMOOeACTBUSI CO CTOPOHHUMU OpraHM3aLusaMum

Llenb: Ob6ecneunBatb b6e3onacHOCTb MHOPMaLMM U cpeacTB 06paboTkn MHOPMaLM opraH13aLmm
npu gocTtyne, obpaboTke, Nnepegaye U MEHESKMEHTE, OCYLLECTBISEMOM CTOPOHHUMMN OpraHn3aLusiMu.

BeszonacHocTb nHopmaLmmn 1 cpeacts 06paboTkun nHopMaLMmn opraH1saunmn He JoMmKHa CHXKaTLCS
npuv BBOAE NPOAYKTOB UM CEPBUCOB CTOPOHHUX OpraHu3auni.

[ocTyn CTOPOHHUX OpraHnsauuii kK cpeactsam 06paboTku uHdopMaLnm opraHusauun, a Takke Kk obpa-
60Tke 1 nepegaye MHOPMaL MU OOIMKEH HAXOAUTLCS MO KOHTPOEM.

Ecnu nmeetcst notpebHocTb BusHeca B paboTe cO CTOPOHHUMU OpraHn3aunsiMmn, KOTOPbIM MOXET BbITb
HeobxoaMm JoCTyn K MHdopMaumm 1 cpegcTBam 06paboTkvM MHOpMaLMM OpraHnsaLmm, a Takke B nonyye-
HUM UM obecneyeHnn NpPoayKTa Unu cepBrca OT CTOPOHHEN opraHu3aunv Unu ansi Hee, cnegyeT BhIMNOM-
HATb OLEHKY pucka Bo u3bexxaHne nocneactsui ans 6esonacHocTy U TpeboBaHWil K MepaM 1 cpeacTBam
KOHTpONs 1 ynpasneHusl. Mepbl U cpefcTBa KOHTPOMS U ynpaBneHust crnedyeT cornacoBbiBaTh M onpeae-
NsITb B KOHTPaKTe CO CTOPOHHEW opraHu3aumen

6.2.1 UaeHTUdUKaLUA pUCKOB, ABNAIOLWMUXCA crieacTBMeM paboTbl CO CTOPOHHUMU OpraHU3aLu-
AMHU

MpumeHaTb nyHKT 6.2.1 MCO/M3K 27002.

6.2.2 PaccMmoTpeHue BonpocoB 6e3onacHoCcTU Npu paboTte ¢ KNMeHTaMu

Mepa u cpefcTBO KOHTPONA U yNnpaBreHus

Bce yctaHoBneHHble TpeboBaHus 6e30MacHOCT AOMMKHbEI ObITb PACCMOTPEHEI MPEXAe, YeM KMeHTam
6yaeT gaH gocTyn K MHdopMaLmm Uiy akTBam opraHusaumu.

PekomeHpaauua no peanusauum

Cneaylowme ycrnoBust 4OMKHbI ObITb YUTEHbl Npy paccMoTpeHur 6esonacHoCT A0 NpeAocTaBneHust
KnMeHTam gocTyna K Kakomy-nnbo akTuBy opraHusaumv (B 3aBUCUMOCTW OT TUMa U MPOAOIDKUTENbHOCTU
npegocTaBnaeMoro 4oCcTyna He BCe 13 HAX MOTYT BblTb MPUMEHUMBI):

a) 3awuTa aKkTMBOB, BKIHOYaS:

1) npoueaypbl 3aWMUTbl aKTUBOB OpraH13aunn, B TOM Yuche nHopmMauuio n nporpamm-oe obecne-

YyeHue, a Takke MeHeJ)KMeHT N3BECTHbIX YSI3BUMOCTEN;

2) npoueaypbl Ans onpeaeneHns KOMNpPoMeTaLMn akTUBOB, HanpuMep, BCleaCcTBUE NOTepu Unu
mMoanduKaLmMn AaHHbIX;

3) LenocTHOCTb;

4) orpaHWyeHns Ha KonvpoBsaHue 1 pasrnaweHne nHdopmaumu;

b) onucaHue npogykTa nnu ycnyru, KOTopble AOMKHbI 6bITh 0becneyeHb;

C) pasnuyHble Npu4nHel, TPeboBaHWA 1 NPenMyLLEeCTBa, CBA3aHHbIE C AOCTYMOM KIMEeHTa;

d) nonuTuka ynpasneHus QOCTYNOM, OXBaTblBaKOLLAs:

1) paspelleHHble MeTOAbl AOCTYNA, @ Takke yrnpaBneHne U UCMoNb3oBaHue YHUKanbHbIX OEHTU-
dukaTopoB, TMNa MAeHTUUKATOPOB NONbL30BaTENS U Naponei;

2) npouecc aBTopMsaLnn B OTHOLLEHWUN JOCTYMNA 1 NPUBUMErni Nonsb3oBaTenen;

3) nonoxeHue o TOM, YTO BECb AOCTYM, He aBTOPU3OBaHHBLIA IBHBIM 06pa3oM, ABMSeTCS 3anpeLueH-

HBIM;

4) npouecc oTMeHbl NpaB A0CTyna Unu npepbiBaHne coequHeHns Mexay cucteMmamu;

e) npoueaypbl B OTHOLWEHUA OTYETHOCTU, YBEAOMIIEHUS N paccrefoBaHNs HETOYHOCTEN B MHopMa-
uuu (Hanpumep nepcoHanbHbIX NoapobHOoCTeR), MHUMAEHTOB NHOPMaLMOHHOW 6e30NacHOCTU U HapyLLEHW
6esonacHocTy;

f) onucaHwe kaxgol NpegocTaBAsSeMon yenyru;

g) onpeaeneHne HeoBXOAMMOro 1 HEMPUEMIIEMOTO YPOBHS 0BCNYXUBAHWS;

h) npaBo Ha npoBegeHWe MOHUTOPUHIA N OTMEHY Kakoh-Nnnbo AesATenbHOCTH, CBA3AHHON C akTUBaMm
opraHusauuu;

i) cooTBeTCTByHOLME 00SA3aTENLCTRBA OpraHU3aLnn U KIIMeHTa;

j) obsizaTenbCcTBa OTHOCUTENBHO HOPUANYECKNX BOMPOCOB U cnocob obecneyeHns yBepeHHOCTU B COOT-
BETCTBUM NMPaBOBbIM HOPMaM, Hanpumep 3akoHoAaTeNbCTBY O 3alluTe AaHHbIX, 0COBEHHO C y4eToM pasnuy-
HbIX TpeboBaHWN HauMOHaNbHBEIX NPaBOBLIX CUCTEM, eCiM AOroBop npeanonaraeT COTPYAHUYECTBO C
KnMeHTamu B Apyrnx ctpaHax (cM. Takke nogpasgen 15.1 MCO/M3K 27002);

k) cobntogeHue npas Ha MHTeNNeEKTyanbHyo cOBCTBEHHOCTb U aBTOPCKMX NpaB (cMm. nogpasaen 15.1.2
MCO/M3K 27002), a Takke obecrneyeHne NnpaBoBON 3aLMTEl Nt0O0N COBMECTHON paboThl (CM. Takke 6.1.5).

8



rocTt P UCO/MIK 27011—2012

PekomeHaauua no peanusaLuu, XapakrepHaa AnA TeneKoMMYHUKaLuii

Mpexae Yem NpeAOCTaBMATL KNMEHTaM AOCTYN K KakuM-nBo akTuBam opraHu3aummn TenekoMMyHUKaum-
OHHble OpraHu3aLn AOSDKHbI YUMTBIBATb Crieaylolue YCNoBusi P paccMoTpeHUn Bonpocos 6e3onacHocTy:

a) veTkoe cornalleHue OTHOCUTENbHO BO3MOXHOIO MOBPEXAEHUS UNN CHWKEHUA KavyecTBa TeneKom-
MYHUKaLMOHHOro KaHarna obCcnyxuBaHusi Unu Apyrux TeNekoMMYHUKaUMOHHBIX coeanHeHnin, obecnevnsato-
wux paboTy nonb3oBartenen;

b) yeTkoe pasrpaHuyeHue 0b6si3aHHOCTEN MeXAy TeNEeKOMMYHWUKaUMOHHLIMWU OpraHu3auuamMn, nNpeao-
CTaBNALWMMU CPeaAcTBa ASIA TeNIEKOMMYHUKALMOHHBIX YCAYT, U NOMb30BaTeNsAIMU TENEKOMMYHUKALMOHHBIX
ycnyr;

C) YeTKuiA NnepeyeHb BO3MOXHbIX MPUOCTAHOBOK TENEKOMMYHUKALMOHHbBIX YCYT B Clly4ae BO3HUKHOBe-
HUA pucka, Hanpumep, Yrposbl crama, NPenATcTBYIoLLEero HenpepbIBHOMY NPeaoCTaBNeHUIO TENEeKOMMYHUKa-
LMOHHBIX YCRYT.

HDononHutenbHaa uHdopmMmauun

TpeboBaHuA 6e30NacHOCTU B OTHOLIEHWN KITUEHTOB, OCYLLECTBASIOLMX AOCTYN K aKTUBaMm opraHusa-
Lnn, MOTyT BapbMpPOBaTbLCSl B 3HAYUTENBbHOW CTENeHn B 3aBUCUMOCTU OT cpeacTs 06paboTkn nHdopmaumm n
nHopMaumn, K KOTOPOW ocyluecTBnsieTca gocTyn. Takue TpeboBaHuA 6e30nacHOCTU MOTyT GbiTb PaccMoT-
peHbl ¢ UCNOSb30BaHNMEM [AOTOBOPOB C KIMEHTaMU, B KOTOPbIX coaepkaTca BCe YCTaHOBMEHHbIe PUCKU U
TpebosaHua BGesonacHocTu (cm. 6.2.1).

Mo porosopam co CTOPOHHUMM OpraHn3aLmMsMn MOTYT Takke NPUBNekaTbCca apyrne y4acTHuku. B goro-
BOpax, NpeaoCTaBNALLMX AOCTYN CTOPOHHEW OpraHu3aunn, AOMMKHO coaepXaTbCa paspeLleHne Ha npusne-
yeHue ApYrux opraHusauui, a Takke yCcroBus UX AocTyna U y4acTus.

6.2.3 PaccmoTpeHue TpeGoBaHuil 6e3onacHOCTU B 40rOBOPax ¢ TpeTbel CTOPOHON

Mepa 1 cpeacTBO KOHTpONS U ynpaBrieHUsA

JoroBopbl ¢ TpeTbeil CTOPOHON, NPUBMEYEHHON K AocTyny, obpaboTke, nepegade unu ynpasneHUo
nHcpopmaumen unun cpeactTsamm obpaboTk UHopMaLIMKM OpraHn3aLIMK, UK K AOMOMHEHUIO NPOAYKTOB UM
ycnyr K cpegcTeam o6paboTku nHdopmaLummn OMKHbLI OXBaThiBaTb BCE COOTBETCTBYOWME TpebosaHus 6e30-
nacHocTu.

PekomeHaauuMs no peanusayuu

Jorosop gomkeH obecnevmBaTb YBEPEHHOCTb B TOM, YTO HET HUKAKOrO HEAONOHUMaHUS MeXay opraHu-
3aumnen U TpeTbel CTopoHor. OpraHusauum AomKHbl y6eanuTbes, YTO TPeTbsl CTOPOHA CMOXET BO3MECTUTb
BO3MOXHbIE YObITKM.

Cnegaytouime ycrnosus omkHbl 6bITb paccMOTpeHbl Ha NpeaMeT BKNOYEHUS B AOFOBOP C LiENbo YAO0B-
neTBOpPeHNs ycTaHOBMNEHHbIX TpeboBaHuit 6esonacHocTu (cm. 6.2.1):

a) nonuTuka nHcpopmaLuMoHHON GesonacHocTy;

b) mMepbl 1 cpeacTsa KOHTPONA W ynpasneHns ans obecneveHUs yBepeHHOCTU B 3allUTe aKTUBOB,
BKMoYas:

1) npouedypbl No 3aLiMTe akTMBOB OpraHusauun, B TOM Yucne uHdopmMaumo, nporpaMmHoe obec-
neyveHuWe 1 annapaTHble cpeacTsa;

2) Kakne-nMbo mMepbl U CPeacTBa KOHTPONS U ynpasneHus, a Takke UHCTPYMEHTbI Heobxoaumon
bU3ndeckon 3aLnThbI;

3) Mepbl U cpeacTBa KOHTPOMSNA M ynpasneHusa 4na obecneveHns yBepeHHOCTU B 3alumTe oT Bpeao-

HOCHOro nporpammHoro cpeacTea (cMm. 10.4.1);

4) npoueaypbl NO onpeAeneHNo KOMNpoMETaUuM akTUBOB, Hanpumep BcreAcTBME NOTepu uUnu

MoaundukaLm nHpopmaumm, nporpaMMHoro obecnedveHua 1 annapatHbiX CpeacTs;

5) Mepbl U cpedcTBa KOHTPOMSA 1 yripaBneHUa no obecneyeHnto yBepeHHOCTU B BO3BpaTe U yHUY-

TOXEHUN MHPOPMaLMN U aKTUBOB NO OKOHYaHWKU 4OrOBOpPa UMW B COrfacoBaHHOE BPEMSA B TeYEHUe Cpo-

Ka AeAcTBus gorosopa;

6) KOH(MAeHUMaNnbHOCTb, LEeNOCTHOCTb, AOCTYMHOCTL U noboe Apyroe 3Ha4yuMoe CBOWCTBO

(cm. nogpasgen 2.5 NCO/M3K 27002) akTueoB;

7) orpaHuMYeHus Ha konMpoBaHue 1 pasrnaweHne MHopmauun, U NPUMEeHEHNe CornaweHnin 0 KoH-

dmaeHumansHocTu (M. 6.1.5);

C) TPEHWHr Nosb3oBaTtesnieil 1 agMUHUCTPATOPOB B OTHOLLEHWM MeToAoB, Npoueayp 1 6esonacHocTy;

d) oBecneveHne oCcBEOOMMIEHHOCTU NONb3oBaTENE B OTHOLLEHUM 06513aHHOCTEN U BONPOCOB, CBA3AH-
HbIX ¢ MHCbOPMaLMOHHON 6e30MacHOCTLIO;

e) obecneveHne JocTaBku NepcoHana k Mecty paboTbl, rae aTo Heobxoaumo;

f) o6s3aHHOCTKM, Kacalolmecs YCTaHOBKA U COMPOBOXAEHMS annapaTtHbIX CpedcTB U NPOrpamMmMHOro
obecneyveruns;

g) 4YeTkas CTPYKTypa nogoT4eTHOCTU U cornacoBaHHble hopmaTbl NpeacTaBneHUus oT4YeTOB;
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h) sicHbIN 1 oNpeaeneHHbI NPOLLECC MEHEMKMEHTA U3MEHEHUIA;

i) nonuTUKa ynpasneHus 4OCTYNOM, OXBaTbiBaOLWas:

1) pasnuyHble NpUYKUHBI, TpeboBaHWA N NPeuMyLLecTBa, AenatoLme 4OCTYN TpeTbei CTOPOHbI HEe06-

XOOUMBIM;

2) paspelleHHble MeToabl 4OCTYNa, a Takke ynpasneHue U UCNOMb30oBaHWe YHUKaNbHbIX MAEHTU-
drKaTopoB TUMNa NaeHTUUKaTOPOB NOMb30BaTENA U Naporen;

3) npouecc aBTopM3aLIMM B OTHOLLEHUN 4OCTYNA U NPUBUIIErANA NONb3oBaTeNen;

4) TpeboBaHWe MO BEAEHWO clnUcKa Nuu, YNOMHOMOYEHHBIX WUCMONb30BaTh NpedocTaBnseMble

YCNyru, ¢ yKasaHneM COOTBETCTBYHOLLUMX NpaB 1 NPUBUMErniA;

5) nonoxeHune o ToM, YTO BECb AOCTYM, HE aBTOPU3OBAHHbIN SABHBIM 0OPa3oM, ABNAETCA 3anpeLleH-

HbIM;

6) npouecc 0TMeHbl NpaB A4CCTyNa UMW NpepbiBaHUe coeqUHEHUs Mexay cuctemamu;

j) npouedypkl B OTHOLLIEHUM OTYETHOCTU, YBEAOMEHNS U paccrefoBaHNA UHUMAEHTOB MHOPMaLNOH-
HO 6e3onacHOCTU U HapyLleHWn Ge3onacHoCcTU, a Takke HapyLweHWi TpeboBaHUi, N3NOXEHHLIX B cornatue-
HWK;

K) onucaHve npogykTa UM ycnyru, KoTopble AOIMKHbI BbITe NpeAocTaBneHbl, U onucaHue HdopMa-
Lnun, koTopas gomkHa 6bITb NpegocTaBneHa, Hapsdy ¢ KaTeropuein ee cekpetTHoCTu (M. 7.2.1);

I) onpepeneHne HeOHGXOAMMOrO N HEMPUEMMEMOTO YPOBHA 06CNYyXMBaHUS;

m) onpegeneHne nogaaloWMxca KOHTPoNio Kputepues apeKTUBHOCTU, a Takke WX MOHUTOPUHT U
npegocTaBneHne oTYeTHOCTY;

n) NpaBo Ha NpoBeAeHWe MOHUTOPUHIA 1 OTMEeHY Jlo6oi AeATENbHOCTU B OTHOLWEHUN aKTUBOB OpraHu-
3auuu;

0) MpaBo Ha NPoBeAeHWe ayauTa UCTIONHEeHUs1 A0rOBOPHBIX 06A3aTeNbCTB U BOSMOXHOCTL NpoBeAeHUs!
TaKoro ayauTa TpeTbel CTOPOHOMN, a Takke nepedncrieHne ycTaHoOBNEHHbIX 3aKOHOM Npae ayaAuTopos;

p) ycTaHoBRneHwue npoLecca MHPOPMUPOBaHUS 0 BOZHUKAOLWKUX NpoBnemax ¢ Lienbio UX paspeLlueHus;

q) TpeboBaHWsl B OTHOLLEHNW HeNpPepbIBHOCTM 0BCMYXXNBaHWUA, BKMOYaaA Mepbl No obecneveHnio aoc-
TYNHOCTW U HAOEXHOCTH, B COOTBETCTBUM C NpuopuTeTamn 6usHeca opraHusauuu;

r) cooTBeTCTByOLWNE 06s3aTeNbCTBA CTOPOH B paMKax COrnalleHns;

s) obsizaTenbCcTBa OTHOCUTENBHO OPUANYECKUX BOMPOCOB U CcNocoboB obecnevyeHna yBepeHHOCTU B
COOTBETCTBMW NpaBoBbIM TpeboBaHNAM, HaNnpUMep 3aKoHOAATENLCTBY O 3aliMTe AaHHbIX, 0COBEHHO C yJe-
TOM pasnunyHbIX TPeboBaHMA HauMoHaNbHBIX NPaBOBbLIX CUCTEM, €CNN 4OTOBOP NpeanonaraeT CoTpygHUYeCT-
BO C KIMeHTaMu B Apyrux cTpaHax (cM. Takke nogpasgen 15.1 UCO/M3K 27002);

t) cobniogeHne npae Ha MHTENNEKTyanbHYl0 COOCTBEHHOCTb M aBTOPCKMX NpaB (CM. MyHKT 15.1.2
NCO/M3K 27002), a Take obecneveHne NpaBoBON 3awwuTel No6o coBMecTHOM paboTel (M. Takke 6.1.5);

u) npuBnevYeHue TpeTbel CTOPOHLI BMecCTe ¢ cybnoapsaunkaMmm n Mepbl U CpeacTBa KOHTPONS U yrnpas-
nenns 6e30nacHOCTK, KOTOpble 3TU CyBNoAPAAYMKI AOMKHBI peannsosaThb;

V) ycnosusi nepe3saknioveHUs/OKoHYaHUA AOroBOPOB:

1) nnaH AeACcTBUA B Ype3BbIYaUHbIX CUTYaLNAX OOSDKEH coaepxXaTb MOMOXEHUA Ha cnyvan, ecnu

Kakasi-nubo cTopoHa noxenaeT NpepBaTb OTHOLWEHWUA A0 OKOHYaHWUs Cpoka AeNCTBUA 4OrOBOPOB;

2) nepesaknioyeHne JOrOBOPOB B Cryvae uaMeHeHus TpeboBaHuii opraHusauum kK 6esonacHocTy;
3) peAcTBylOWME AOKYMEHTUPOBaHHbLIE NEPEYHN aKTUBOB, NNMLEH3UIN, 4OTOBOPOB UM CBA3AHHbLIX C

HUMU NpaB..

PekomeHAauus no peanusaLuu, XxapakrepHasa AnA TeneKoMMyHUKauuin

TenekoMMYHUKaLMOHHbIE OpraHn3aumMnM OOSMKHBI PaccMOTPETh creaytowme yCrnoBusa Ha npeameT ux
BK/IIOMEHUSI B JOTOBOP C LIENbIO YAOBMNETBOPEHUS YCTaHOBNEHHbLIX TpeGoBaHuii 6esonacHocTu:

a) yeTkas (hopMynMpoBKa, KacaloLLascs 3alnTbl OT NOBPEXASHUA UNW YXYALIEHUA TENEKOMMYHUKaLu-
OHHOro kaHana o6CcnyxuBaHUs UNu Apyrux TenekoMMyHUKaLMOHHbIX COeANHEHUI C Ucnonb3oBaHnem obopy-
DOBaHWA APYrvMX TENeKOMMYHUKALIMOHHBLIX OpraHU3aLmii;

b) yeTkoe pasrpaHnyeHne 0bsi3aHHOCTEA MeXAy TeNeKOMMYHUKaLMOHHBIMW OpraHU3aunsiMn B OTHO-
LWeHUN coBCTBEHHBIX CpeACTB TENeKOMMYHUKALMOHHBIX YCIYT U CpeACTB ApYrMX opraHnusauni.

HdononHutenbHasi UHopMaLuus

[loroBopbl MOTyT BapbMpOBaTLCsl B 3HA4YUTENbHON Mepe B OTHOLLUEHUMN pasfiUiHbIX OpraHu3aunin u cpe-
AW pasnUYHbIX TUNOB TpeTbUX cTOpoH. MoaToMy cneayeT 3a60TUTLCS O BKITKOUYEHUU B AOrOBOPLI BCeX onpeae-
NeHHbIX pUckoB 1 TpeboBaHuii 6esonacHocTu (cM. Tarke 6.2.1). B cnyyae HeobxoauMocTu Tpebyemble Mepbl
W cpeaCcTBa KOHTPOSS 1 ynpaBreHus, a Taikke npoueaypbl MOryT 6biTb pacluMpeHbl B NNaHe MeHeaKMeHTa
6e3onacHocTu.

Ecnu MeHemxMeHT nHgopmaLumoHHon 6e30nacHOCTU OCYLLECTBISIETCS B pamkax AOroBopoB ayTcop-
CUHra, TO B I0roBOpax AOIDKHO ObITb OFOBOPEHO, Kakum o6pa3oM TpeTbsl cTopoHa 6yaeT rapaHTUpoBaTh Noa-
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AepxaHue afgekBaTHoM 6e30MacHOCTU, onpeaerieHHOM OLEHKON PUCKOB, a TakkKe aganTalmto K BbISBNEHHBIM
puUcKaM N U3MEHEHWUAM PUCKOB.

HekoTopble M3 pasnuunii Mexay ayTCOpCUHroM 1 apyrimun ¢opmamu obecneyveHns ycnyr TpeTbumMm
CTOPOHaMU BKIOYaT B cebs BONPOCH OTBETCTBEHHOCTU, NNaHNPOBaHWE NePexoaHoro nepuoaa n BO3MoX-
HOro cpbiBa onepauuii B Te4YeHne AaHHOro nepuoaa, NiaHnpoBaHue MeponpusaTiA Ha crnyYaii HenpeaBuaeH-
HbIX CUTYaLMA 1 TWaTenbHOCTL NPOBEPOK, a Takke cbop U ynpasneHue UHgOpMauMen No nHUMaeHTam
6esonacHocTU. MoaToMy BaxkHO, UTOGLI OpraHM3alna ocyLecTBNANa, NiaHMpoBarna U ynpasnsna nepexo-
[OM K JOrOBOpPaM ayTCOPCUHra, a Takke NpUMeHsiNa COOTBETCTBYIOLLMIA NPOLECC MEHEIXKMEHTA U3MEHEHWIA 1
nepesakntoHeHNA/OKoHYaHNa AeNCTBUS OrOBOPOB.

B poroeope HeobxoaMMO yunThiBaTb NpoLeaypbl HernpepbiBHOW 06paboTkM Ha cryvan, ecnn TpeTbs
CTOPOHAa OKaXeTCsA HECMOCOBHOM NOCTaBNATL CBOU YCNYrK, ANSA NPefoTBpalleHNs Kakon-nmbo 3aaepkku no
opraHusaLmmn 3aMmeHbl YCnyr.

B ooroeopax ¢ TpeTbUMU CTOPOHaMM MOTYT Y4acTBOBaTbL TaKKe U Apyrine CTOpoHbl. [loroBopbl, Npeao-
CTaBnsALME AOCTYN TPETbUM CTOPOHAM, JOIKHBI COAEPXKaTb paspeLleHme Ha NpuBnedYeHue Apyrux opraHu-
3auMiA, @ TakKe YCnoBust UX AOCTyMa U yyacTus.

Kak npaBuno, gorosopbl paspabaTbiBatoTcsi, B NepBylo ovepeb, opraHusaumneir. MHoraga, npu HeKoTo-
pbIX 06CTOATENLCTBAX, ClyYaeTcs Tak, YTO JOroBop MOXeT BbiTb pa3paboTaH U NpeanoxeH opraHMsaunm
TpeTbel cTopoHoi. OpraHusaumm Heobxoanmo obecneymBaTb YBEPEeHHOCTb B TOM, YTO TpeboBaHus TpeTben
CTOPOHBI, U3MOXEHHBIE B NpeAnaraemMblX JOroBopax, He OKasbIBaloT U3NULLHErO BNMSIHUS Ha ee COBCTBEHHYIO
6e3onacHoOCTb.

7 MeHepXMeEHT aKTUBOB

7.1 OTBeTCTBEHHOCTb 3@ aKTUBbI

Lenb: O6ecneuntb COOTBETCTBYIOLLYIO 3aLLMTY aKTUBOB OpraHU3aLuu.

Bce akTuBb! A0SDKHbI BbITb YYTEHbI U AOIKHBI UMETb Ha3HauYeHHOro BnagesbLa.

Heob6xoaumo onpeaensTs BnagesbLes ASsl BCEX aKTUBOB, U cnefyeT onpeaenaTs OTBETCTBEHHOMO 3a
NnoaAepsKKy COOTBETCTBYHOLNX MEP U CPeACTB KOHTPOSIA U ynpasneHus. Peanusauusa onpeaeneHHbIX Mep 1
CpeacTB KOHTPOIA U yNpaBneHns npu Heo6xoanuMocTn MoxeT BbITh AienerMpoBaHa BriagesnbLem, Ho Briage-
neL ocTaeTcsA OTBETCTBEHHbIM 3a Haanexallyto 3awWuTy akTMBOB.

7.1.1 UHBeHTapu3aLMA aKTUBOB

Mepa 1 cpeacTBO KOHTPONA U ynpaBneHUs

Bce akTvBbl 4OMKHBI BbITh YETKO onpeAeneHsbl, oMKHa COCTaBNsATLCA U NOAAEPXKUBATLCS ONMUCH BCEX
BaXXHbIX aKTUBOB.

PekomeHaauus no peanusayuu

OpraHusauna AomkHa MaeHTUULMpoBaTL BCe akTUBbl U AOKYMEHTamnbHO oOopMIsTb 3HAYUMOCTb
3TUX aKTUBOB. ONMUCb aKTUBOB AOSKHA coaepXaTb BClo MHopMaLmio, HeoBXxoaUMYIO Ansl BOCCTAHOBIEHUS!
nocne 6edcTBuMs, BKMOYaa TUN akTMBa, chopMaTt, MecTononoxeHue, MHOpPMaLUUo O pe3epBHLIX KOMUSIX,
nHdbopMaLmio 0 NULEH3UPOBAHUN U LeHHOCTU Ana busHeca. Onuck He aomkHa b6e3 HeobxoaumocTu aybnu-
poBaTb Apyrie onucu, Ho crieayeT obecrneumBaTb YBEPEHHOCTb B TOM, UTO ee cofepKaHne BbiBEPEHO.

Kpowme Toro, BnageHue (cM. 7.1.2) n knaccudpmkauus nigpopmauum (cm. 7.2) AOMKHbI ObITh cornacosa-
Hbl U AOKYMEHTarnbHO 0hopMMEHbl B OTHOLLEHUU KaXKAoro akTuea. OCHOBLIBasICb HA BaXXHOCTU aKTUBA, ero
LleHHOCTU Ans BusHeca 1 ero kKaTeropumn cekpeTHOCTU, AOMKHbI BbITb ONpeaeneHbl YPOBHU 3aLUThl, COOTBE-
TCTBYIOLLME 3HAYMMOCTU aKkTUBOB (Bonee noapobHyo MHOPMALUIO 0 TOM, Kak OLEHUBAaTb aKTUBbI, YTOObI
y4ecTb UX BaXHOCTb, MOXHO HaliTu B UCO/M3K 27005).

PekomeHaauusa no peanusaluu, xapakrepHasa AnA TeNeKoMMyHUKaLui

Mpy paspaboTke M NoAAEPXKKE ONUCU aKTUBOB AOMKHLI BbITb TOYHO onpeaeneHbl U AOKYMEHTarnbHO
ohopMneHbl YeTkne 06513aHHOCTN B OTHOLLIEHUM COBCTBEHHBIX TENEKOMMYHUKAUMOHHBIX CPECTB opraHusa-
LMKU 1 cpeacTB APYrUX CBSISAHHBIX UK A0YEPHUX TENEKOMMYHUKALMOHHBIX OpraHU3auui.

Cnncok akTUBOB JO/KEH BbITb BCEOOHLEMIIOLIUM U OXBaTHIBATL BCE UMeKLWMe LLeHHOCTb TENEeKOMMY-
HUKaLMOHHbIE aKTWBbI, BKITHOYas MHOpMaLMOHHBIE aKTUBLI ANA CeTeBOoro 060opyaoBaHusi, ceTeBbiX YCyr n
npuKNagHbIX NporpaMmm.

JononHuternsHble UCTOYHUKN MOXHO HanTu B «Bubnuorpaduny.

11
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DononHutenbHaa uHdgpopmauma

CyuiecTByeT MHOIO TUMOB aKTUBOB, BKITHOYAIOLLMX:

a) nHcopmaumno — 6asbl AaHHBIX U hainbl AaHHBIX, AOFOBOPLI U COrMaLLEHNA, CUCTEMHAs IOKYMeHTa-
LA, UccneaoBaTtenbekas MHpopMaLmsl, pyKoBOACTBA NONb3oBaTens, y4ebHble MaTepuansl, NpoLieaypbl 3KC-
nayatauun Unu nogaepXkku, nnaHbl HenpepbIBHOCTM Bu3aHeca, Mepbl NO nepexody Ha aBapUHLIA PEXUM,
KOHTPOSbHbIE 3aM1cKu U apXMBMpoBaHHas UHdopmaLms;

b) nporpammHble akTMBbI — NpuUKNagHble NPorpaMMHble CpeacTsa, CUCTEMHbIE NporpaMMHble cpef-
CTBa, cpeacTBa pa3paboTKM U YyTUIUTI;

c) dmsnyeckme akTMBbl — KOMMblOTEpHOE obopyAoBaHWe, cpeacTBa CBA3W, CbEMHble HOCUTENn
nHcpopmMaLn 1 apyroe obopyaosaHue;

d) ycnyrn — BbluMCAUTENbHBIE YCITYTN U YCIYTN CBAI3W, OCHOBHBIE NogAepXusaowne ycnyru, Hanpu-
Mep OTOMIEeHNe, OCBELLEHNE, 3MIEKTPO3HEPIUs U KOHAULMOHUPOBaHWE BO3AyXa;

e) nepcoHar, ero ksanudukauus, HaBbIKU U OMbIT;

f) HemaTepuanbHble LEHHOCTW, HaNpUMep penyTaums U UMUK opraHusauun.

Onwucun aktuBoB nomoratoT obecneunBaTtb yBepeHHOCTb B TOM, YTO aKTUBbI opraHusauun adgekTusHo
3alyMLLEHBl, AaHHbIe ONMCK MOTYT Takke NoTpebosaTbes ANs ApyruxX Lenen, Takux kak obecneveHne besonac-
HOCTW TpyAa, CTpaxoBble UMW hruHaHCOBbIe (MeHeaAXMeHT akTUBOB) Bonpockl. Mpouecc MHBeHTapusaumm
aKTUBOB — BaXKHOE YC/oBMe AN MeHe>KMeHTa PUCKOB.

HDononHutenbHaa uHdopMauua ANA TeneKoOMMYHUKaL U

AKTVBbI, OTHOCAILUMECH K TENTEKOMMYHUKALIMOHHBIM OpraHusaLmMsaMm, BKIIHOHAOT MHOMO TUMOB aKTUBOB,
TaKUX Kak:

a) uHgopmMauna — AaHHble 0 CoeAUHEHUW, AaHHble Tabnuy, MapLpyTusaumn, uHdopmaumsa o6 abo-
HeHTaX, AaHHble «4YepHOro crnvcka», MHOPMaLus O 3aperMcTpUpOBaHHBLIX YCyrax, akcnnyaTauuoHHast
nHcbopmaums, nHdopmaLma 0 HencnpaBHOCTSAX, KOHUrypaunoHHas uHdopmaumsa, nHpopmaumsa o KnveH-
Tax, nnaTtexHasi MHpopmaums, WabnoHbl KIMEeHTCKMX 3arnpocoB, reorpadnyeckoe MeCcToHaxoxXaeHne KnneH-
TOB, CTaTUCTUYeckMe naHHble O Tpadwmkax, OOroBOpbl W COrMNalleHusl, CUCTeMHas AoKyMeHTauus,
nccnegosaTesbckas MHpopmaL s, pyKoBoACTBa Nofb3oBaTensl, yuebHble MaTepuansl, METOAUKA 3KCnnya-
Tauum Mnu noadepkky, nnaHel obecneyeHUsl HenpepbIBHOCTU BusHeca, MeponpusTUA BOCCTAHOBMNEHUA B
nnaHe AeNCTBUIA B Ype3BblYaMHbIX CUTYaLMUSX, 3anuc ayauTa u apxuBupoBaHHas UHopmMauus;

b) nporpammHble akTMBEI — MPOrpaMMHbIE CpeacTBa ynpasneHUsa CBA3bIO, NporpaMMHble cpeacTsa
MeHePKMeHTa onepaumii, NporpamMmMHble cpeacTBa ynpasneHus uHdopmaumen 06 aboHeHTax, nnaTexHble
nporpamMmMmHble cCpeacTsa, NpUKNagHble NporpaMMHble CpeacTBa, CUCTEMHblE NpOrpaMMHble CpeacTBa,
MHCTPYMeHTanbHble cpeacTBa paspaboTku U YyTUNUTI;

c) dusmyeckne akTMBbl — KOMMyTaTOpbl, kabenu, TepMuUHanbHoe obopydoBaHWe, KOMMbIOTEpHoe
o6opyaoBaHue (Hanpumep, cepBepbl U NepcoHanbHble KOMNbIOTepbl/paboyne CTaHUMKU), CMEHHblE HOCUTENn
AdaHHbIX 1 apyroe obopyaoBaHue;

d) ycnyru — ycnyru ctauuoHapHoi TenedoHHON CBA3K, YCnyru MobunbHoi TenecoHHOM CBA3N, yeny-
M acMMMEeTPUYHON LndpoBON abOHEHTCKON NMUHWWM/ONTUYECKOW aBOHEHTCKOW NWHUK, YCIyrn BbiAerneH-
HO/KOMMYTUPYEMOI NINHUK, YCAYTA NOAKMOYeHUA K UHTepHeTY, yCnyrn MHpOPMaLMOHHOTO LeHTpa, ycnyru
KabenbHOro TeneBuaeHNs], YCryri npeoctaBneHusa KOHTEHTa, YCNyri No apeHae NpuknagHbix nporpaMmm u
KIUEeHTCKME YCMyri, BKIOYas NnaTexHele YCAyru u ycnyru ueHTpa ob6paboTku BLISOBOB;

e) nomMelleHVs1 U cucTema noaaepPXKUBaOLMX YCNyr — CTPOeHUs, 3nekTpoobopyaoBaHue, cUcTEMbI
KOHAWLNOHNPOBaHNS BO3AyXa, CPEACTBa NOXaPOTYWEHUS;

f) nmepcoHan — nepcoHan no paboTte € KNMMEHTaMK, NHXeHepPbl N0 TeNEKOMMYHUKaLUMOHHBIM cucTeMam,
nepcoHarn, oCyLecTBASALNA NoaaepKky MHpopMaunoHHelx TexHonorun (UT), n nepcoHan, cBA3aHHLIA C
nocTaBLLMKaMM1 ycnyr TpeTbei CTOPOHSI;

g) HemaTepuanbHble aKTUBbl — yrpaBfieHUe opraHu3aunen, Hoy-xay, penyTaumsa n UMUIK opraHusaumu.

7.1.2 BnageHue aktuBamMu

MpumeHaTb nyHKT 7.1.2 NCO/M3K 27002.

7.1.3 lMpuemnemoe ucnonb3oBaHue akTUBOB

MpumeHaTb NyHKT 7.1.3 MICO/M3K 27002.

7.2 Knaccudwmkaumsa uicpopmanmum

Llenb: OGecneyntb yBepeHHOCTb B 3alULLEHHOCTU UHDOPMaLMK Ha Hagnexalwem ypoBHe.
MHdopmaunto cnegyeT knaccudnumMpoBaTtb, YTo6bl onpeaennTb HeobXo0AUMOCTb, NPUOPUTETHLI U Npea-
nonaraemyto cTeneHb 3awunTbl Npn 06paboTke MHDOPMaLnK.
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UHdbopmaLms nmeeT pasnmyHble CTeNeHn YyBCTBUTENBHOCTA U KPUTUYHOCTU. HekoTopble 3neMeHThI
MOryT noTpeboBaTb AOMOMHUTENBHOIC YPOBHS 3anThl MU crieumansHon o6paboTkn. Cxema knaccuduka-
LU nHcbopmaLmMn A0MMKHa UCMoNbL30BaTbesl, YTOObLI oNpedennTb COOTBETCTBYOLEE MHOXECTBO YPOBHEN
3aLUMTBI U YCTAHOBUTb CBSI3b C HEODXOONUMOCTLIO MPUHATUS cneLmanbHbIX Mep o0bpaboTku.

7.2.1 PekoMeHaauuu no knaccudpukaumum

Mepa 1 cpecTBO KOHTPONA U ynpaBneHUA

WHbopmaumio cnegyeT knaccudpuumMpoBaTh, UCXOAS U3 ee LLIeHHOCTU, 3akoHoAaTeNbHbIX TpeGoBaHWi,
YYBCTBUTEMNbHOCTA U KPUTUYHOCTU A5 opraHnu3auunn.

PekoMeHaauuAa no peanusauuu

Mpw knaccndnkaum nHpopMaLIM1 1 CBA3AHHBIX C HE 3aLUTHBIX Mep U CPeACTB KOHTPOSSA U yrpasne-
HUA cnegyeT yunTbiBaTbh TpeboBaHWsA BuaHeca B OTHOLLUEHUW UCMONb30BAHUS UMW OrpaHUdYeHns AocTyna K
nHdopmaummn 1 nocneacTeust 4nst busHeca, CBsI3aHHblE C TaKUMKU TpeboBaHUAMN.

PekomeHaaumm no knaccudukaumm AoMKHbI BKIOYaTh PYKOBOASILLME YKa3aHUs MO HavyanbHOW Kraccu-
chukaumn 1 nocnegyowelt kKnaccugurkalm N0 UCTEYEHUN BpeMeHU B COOTBETCTBUM C HEKOE Npedonpeae-
FIeHHOW NONUTUKON ynpasneHusa gocTyrnom (cm. 11.1.1).

B obgasaHHocTu Bnagenbua aktnea (cMm. 7.1.2) BxoauT knaccudukaumsa akivea, ee nepuoaMveckui
nepecmoTp 1 obecneyeHne yBepeHHOCTN B TOM, YTO OHa NOAAEPXKUBAETCA Ha akTyarlbHOM U COOTBETCTBYIO-
Wwem ypoBsHe. B oTHoLeHUN knaccudukaumm cnegyeT yunTbeiBaTh acbdekT HakonneHus, yKkasaHHbI B MyHK-
Te 10.7.2 NCO/M3K 27002.

MpeameToM paccMOTPEeHUs AOMKHO CTaTb KONUYECTBO KNaccunKaLMOHHBIX KAaTEropuin U NpeuMyLLecT-
Ba, noflyyaeMble OT WX UCMOMb30BaHWUA. Ype3MepHO CROXHbIE CXEMbI MOTYT CTaTb 0bpeMeHUTeNbHbIMU U
HeonpasAaHHO JOPOTUMU AN NPUMEHEHWUSA, NN MOTYT OKa3aTbCA HeocyLecTBUMbIMKU. CnedyeT NPosBIATL
OCTOPOXHOCTb B MHTeprpeTauum knaccuukauMoHHbIX METOK Ha AOKYMEHTax u3 Apyrux opraHusaumi, Tak
KaK OAHU U Te Xe METKN MOTyT UMeTb pasfnuUUYHbIA CMbICH.

PekomMeHaaLma no peanusayumn, xapaktepHas Ana TeNeKoMMyHUukauumn

Mpwu knaccudmrkalm nHdopmaumm, B AoNoAHeHUE K obwmum TpeboBaHNAM B OTHOLUEHUW YyBCTBUTEMb-
HOWM 1 KPUTUYHON UHpOpMaLmM opraHusaunn, TeNeKOMMYHUKaLUMOHHBIE OpraHn3aLmn A0MMKHbI Takke Y4UTbI-
BaTb creaymoulee:

a) BO3MOXHyto NoTpebHoCTb pasaenbHon knaccudukaunm uHgpopmaumm, CBA3aHHON ¢ HepasrnaleHu-
eM UHdbopMaLnM 0 coegUHEeHUAX C TOUKN 3pEHUst Hanuuus, cogepikaHusl, UICTOYHUKA, agpeca HasHaveHus,
AaTbl U BpeMeHn nepeaaHHon uHpopmauum (cm. A.15.1.7);

b) pasnunuve Mexagy BaKHEWLIUMWN KOMMYHUKaLMSAMU, Tpebyowmumn npuoputeTHon obpaboTkun B cny-
Yyae YpesBblYaNHON CUTyaLMN UNU pUCKa YPEe3BbIYaNHON CUTYaLun, U BTOPOCTENEHHbIMA KOMMYHUKaLUSIMN
(cm. A.15.1.8).

DononHutenbHaa uHcdopmauua

YpoBeHb 3alUMTbl MOXET OLeHWBAaTbCS C MOMOLLbLIO aHannsa KoHbUAeHUManbHOCTH, LernocTHOCTA 1
AOCTYMHOCTW U KAKNX-MbBo Apyrux TpeboBaHUi B OTHOLEHUN paccMaTpusaeMon MHdopmMaumu.

UHdopmaums yacto nepecrtaeT ObiTb YYBCTBUTENLHONW UMW KPUTUYECKOW MO UCTEYEHUU HEKOTOpOro
nepuoga BpeMeHu, Hanpumep, Koraa oHa Aenaetcsa obweaocTynHon. 3T acnekTbl HE0BX0ANMMO NPUHUMATL
BO BHUMaHWe, MOCKOSIbKY NPUCBOEHNe Bofee BbICOKOIN KaTeropum MoXeT NPUBECTU K peann3aLm HEHYXXHbIX
Mep 1 cpedcTB KOHTPOMA 1 YNpaBreHns u, Kak crneacTeue, K ACMOMHUTENbHBIM pacxoaam.

Mpu HasHavyeHUN KNaccuuKaLMOHHBIX YPOBHEN COBMECTHOE pacCcMOTPeHUe AOKYMEHTOB C aHanoruy-
HbIMW TpeboBaHUAMN 6e30MNacHOCTM MOXET YNPOCTUTL 3adady no Knaccudukaumm.

B obwem, knaccudmkaumns nHgpopmaumm — kpaTyanwnia nyTe ANs onpegeneHns Toro, kak ata uHagop-
mMauus gomkHa 6biTb 0bpaboTaHa 1 3alueHa.

7.2.2 MapkupoBka u o6paboTtka uHcgopmaumu

MpumeHnsATb NyHKT 7.2.2 NCO/M3BK 27002.

8 Bbe3onacHoOCTb, CBsI3aHHasA C NepcoHanom

8.1 Mepeg Tpyaoyctpoiicteom?)

Uenb: OBecneunTs yBEPeHHOCTb B TOM, YTO COTPYAHUKM, NOAPAAYMKA U NpeacTaBuTeny TpeTbeii cTo-
POHBI OCO3HAOT CBOM 0BA3AHHOCTU U CNOCOBHBI BLIMOMHATL NpeaycMOTpeHHbIe AN HAX PO, U CHU3UTD
PUCK BOPOBCTBA, MOLLEHHUYECTBA UM HeLLeNeBoro UCToNb3oBaHusA cpeacTs o6paboTku MHopMaLmn.

) Moa cnoeom «TpyaoyCTPONCTBO» 3AECH NOHMMAETCA OXBAT BCEX CeayomX OTIINHAIOWMNXCS APy OT Apyra cuTy-
auvn: TPyAOYyCTPOWCTBO Miofdel (BpeMeHHOe MW MOCTOSsIHHOE), YKasaHne AOSIKHOCTHbIX OYHKUMIA (ponel), nameHeHve
JOOMKHOCTHBIX (PYHKLMIA, onpeaeneHve cpoka JeUCTBUS JOTOBOPOB U NpekpaLLeHue niobol 13 9TUX JOrOBOPEHHOCTEN.
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06s3aHHOCTK, CBA3aHHbIE ¢ 0fecrneveHMeM Ge30nacHOCTK, crieayeT OroBapuBaTh Nnepes TPYaAoyCTpou-
CTBOM B COOTBETCTBYHOLUMX AOMMKHOCTHBIX MHCTPYKLMAX WU YCIOBUSAMA paboThl.

CnepyeT ocyLecTBNATL COOTBETCTBYIOLLYHO NPOBepKY BCeX KaHaAMAAaTOB Ha AOSKHOCTb, NOAPSAYNKOB U
npeacTaBuUTENen TpeTben CTOPOHLI, 0cOBeHHO ecnu paboTa cBaA3aHa ¢ CEeKPEeTHOCTLH.

CoTpyaHuWKKN, NOAPSAYMKA U NPeacTaBUTENIM TPEeTbeN CTOPOHEI, UCMONb3YoLWNe cpeacTea 06paboTkm
WHpopMaLIMK OpraHu3aLnm, A0KHBI NOANUCHIBATL COornalleHne B OTHOLIEHUN UX ponei 1 oBGsAsaHHOCTeN B
obnacTtu 6e3onacHoCTU.

8.1.1 Ponu n o6a3aHHoOCTU

Mepa u cpefcTBO KOHTPONA U yNnpaBneHus

Ponu n o6asaHrocT B 06nact 6e3onacHoOCT COTPYAHNKOB, NOAPSAYNKOB U NpeacTaBuTenen TpeTben
CTOPOHbI He0BX0AMMO onpeaensTe U 0hoPMIATL AOKYMEHTANLHO B COOTBETCTBUM C NOINTUKON MHbopMaLn-
OHHOIA 6e30MacHOCTU OpraH13aLun.

PekomeHAauuA no peanusaymm

Ponu n 06s13aHHOCTM B 06nacTy 6e30nacHOCTM OOMKHBI BKMtoYaTh B cebs TpeboBaHus B OTHOLUEHWN:

a) peanusauun n 4eNcTBUSt B COOTBETCTBUM C NOUTUKOM nHdopMaLUoHHOM 6e30nacHOCTU opraHnsa-
unun (cM. nogpasgen 5.1 NCO/M3K 27002);

b) 3awmTbl aKTMBOB OT HeCaHKLMOHUPOBAHHOMO AOCTyMa, pasrnaleHns csefeHnid, uHdopmalum o
MoauuKaLmMu, paspyLleHnin UNv BMeLLaTenbLCTBa;

C) BbINOMHEHNS onpeaeneHHbIX NPoLEeCcCoB, CBA3aHHbIX C 6e30MacHOCTLIO;

d) obecnevyeHuns yBepeHHOCT B TOM, YTO Ha MHAMBUAYYMa BO3MaraeTcs OTBeTCTBEHHOCTL 3a Npeanpu-
HUMaeMble JeNCTBUS;

e) MHOPMUPOBAHNA O COBLITUSAX UMM NOTEeHLMANbHBIX COBLITUAX, CBA3AHHBIX ¢ 6€30MacHOCTbI0, UM
Apyrnx puckax 6e3onacHoCcTX AN opraHusauni.

Ponu n o6asaHHocT B 06nacT 6e30nacHOCTY A0MKHEI BbITE onpeaeneHbl 1 AoBeAeHbl A0 KaHAWAATOB
Ha paboTy A0 UX TPYAOYCTPOMUCTRA.

PekoMeHpaLuMa no peanusayumn, xapaktepHas Ansa TeneKoMMyHUKauumn

TenekoMMYHMKaLMOHHbIE OpraHn3aLMn OIPKHElI Ha3HaYMTb CneLvannucToB No TeNIeKOMMYHUKaLUSaM 1
Apyroi nepcoHan, obnagawwmi HeobXoAUMBIMA MONHOMOYUSMUA UMM COOTBETCTBYIOLMMU 3HAHUAMU W
HaBblkaMu, KOTopble ByAyT KOHTPONMPOBATL BOMPOCHI, CBA3AHHLIE C YCTaHOBKOW, 06CNY)XUBaHNEM U 3KCMNY-
aTauuent TenekoMMYHUKaLNOHHbIX CPeACTB ANs TENEeKOMMYHMKaLMoHHoro 6usHeca. CooTBeTCTBYHOLWWME Che-
uManuncTel Mo TENeKoMMYHWKaLWOHHBIM cUCTeMam M Apyroi nepcoHan [oMKHbl GbiTe U3BeWEeHbl O
nopy4YeHHbIX UM ponsx U 06a3aHHOCTSX.

HDononHutenbHaa uHdopMauua

[ns pokymeHTanbHoroe ochopmneHns ponen n obsasaHHocTeln B obnactn 6e3onacHOCTU MOFYT UCMOMb-
30BaTbCH OOIKHOCTHbIE MHCTPYKUMK. Ponin 1 06s13aHHOCTM B 06nacTu 6e30nacHOCTU NnL, YCTPOUBLUMXCA Ha
paboTy He Yepes NpoLecc TpyAoyCTPONCTBa, NPUHATLIN B OpraHnsaLmu, a, Hanpumep, ¢ NOMOLLbIO CTOPOHHENW
opraHunsauumn, AomkHel BbITb Takke YeTKo onpedeneHbl 1 JoBedeHbl 40 CBeAEHUS.

8.1.2 MNpeaBapuTenbHasa NnpoBepKa

Mepa 1 cpefCTBO KOHTPONSA U ynpaBlrieHUA

TwaTenbHasa NpoBepka Bcex kaHAMAATOB Ha MOCTOSHHYIO paboTy, NOAPSAYNKOB U NpeacTasuTenen
TpeTben CTOPOHBI AOMKHA NPOBOANTLCA COrMacHO COOTBETCTBYIOLLMM 3aKOHaM, UHCTPYKLUMAM U Npasunam
3TWKW, NponopunoHansHo TpeboBaHWAM 6usHeca, knaccudukaunm nHpopmaunn, kK kotopon ByaeT ocyule-
CTBNATLCA AOCTYM, 1 NpeAnonaraemMelM pyckam.

PekoMmeHAauuA no peanusauum

Mpu npoBepke cnegyeT y4nTbIBaTb BCHO COOTBETCTBYHOLLUYIO KOH(UAEHLMANLHOCTb, 3aLUMTy nepco-
HanbHbBIX AaHHbIX U (M) TPYAOBOE 3aKoHOAaTeNbLCTBO. Takasa nNposepka AOMKHa BKIOYaThL crneaytoLme ane-
MEHTBI:

a) Hanu4vue nonoXuTenbHbIX peKoMeHgaunii, B YacTHOCTW, B OTHOLUEHWN AeMOBbLIX U FIUYHBIX Ka4ecTs
npeTeHaeHTa,;

b) npoBepky (Ha npegMeT NOMHOTLI U TOYHOCTM) Buorpadum NnpeTeHaeHTa;

C) noaTBepxaeHWe 3asBneHHoro 06pasoBaHNna U NpodeccroHansHON KBanmgukaumy;

d) HesaBUCUMYIO NPOBEPKY MOANUHHOCTU OOKYMEHTOB, YAOCTOBEPSAIOLWMX NIMYHOCTL (nacnopTta vnu
3aMeHsIIoLLero ero AokyMeHTa);

e) bonee geTanbHyo NPOBEPKY, HANPUMEP KpeaUTOCNoCoBHOCTU UNN Ha Hanu4Me cyanMocTu.

B cnyuasx, korga HOBOMY COTPYAHWKY HenocpeACcTBEHHO Nocre npuema Ha paboTy unu B AanbHeAwem
npegocTaBnsieTcs 4OCTYN K cpeacTBaM o6paboTku MHopMaL 1, B 4acTHOCTKW, oBpabaTbiBatownum YyBCTBU-
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TenbHy0 UHdOopMaLuio, HanpuMep hUHaHCOBYHO MW BecbMa CeKpeTHYo MHdopMaLumio, opraHmsaumu cne-
AyeT NpoBOAWTb AOMONHUTENbLHYI0, Bonee AeTanbHyH NPOBEPKY.

Mpoueaypbl OOMKHEI ONPeaensiTe KpUTePUA 1 OrPaHUYEHNsT B OTHOLLEHUM NPOBEPKU, HAaMpUMep, KTo
nMeeT NpaBo NPOBOANTL MPOBEPKY COTPYAHUKOB, a Takke KakuM o6pasom, Koraa v ¢ Kakom Lienbio NpoBoanT-
CA 3Ta NpoBepka.

CneayeT nNpoBoAUTb MpegBapuUTenbHYO NMPOBEPKY Takke MOAPSAYMKOB U NpeacTaBUTenein TpeTbewn
CTOpPOHLI. B Tex cnyyasx, korga nogpsiaqvvki NpegocTaBrisioTCsl Yepes KaapoBOe areHTCTBO, KOHTPaKT ¢
areHTCTBOM JOJDKEH YeTKO onpeaensits 006s13aHHOCTY areHTCTBa No npeBapuUTeribHOM MPOBEpKe NpeTeHaeH-
TOB W Npoueaypam yBeOMIEHUs, KOTOPbIM OHO AOJIKHO CriedoBaTh, ecnv npeasapuTtenbHas nposepka He
6bina 3akoHYeHa, UK ecrniv ee pesynbTaThl a0 T OCHOBaHUSA A4Sl COMHEHUs i 6ecnokoincTaa. Kak 6bl To HUt
6bIno, B AOroBOpax ¢ TpeTben CTOPOHON (CM. Takke 6.2.3) OIPKHBI YeTKO onpeaensiTbcsl Bce 0683aHHOCTN 1
npoueaypbl yBegomneHusi, Heobxognmele Anst npeaBapuTesibHON NPOBEPKM.

MHdbopmaumio 060 Bcex paccMmaTpuBaeMbiX kaHanaaTax, NpeTeHAyLWMX Ha 3aHsTUe JODKHOCTEN B
paMKax opraHusauunn, cnegyet cobupaTe n 06pabaTeiBaTh cornacHo o6oMy NpMMEHMMOMY 3akoHoaaTeb-
CTBY, AEWCTBYIOLLEMY B COOTBETCTBYIOLLEN HOpUCAMKLMA. B 3aBUCHMMOCTU OT NPUMEHUMOro 3akoHoaaTe b-
CTBa, [AaHHble KaHaudaTbl OOMKHbI OblTb NpeaBapUTENbHO MNPOMHMOPMUPOBaHEI O AEATENbHOCTAX,
CBSI3aHHbIX C NpeABapuTerbHbIMIU MPOBEPKaMMU.

PekomMeHaaLmsa no peanusayuu, xapakrepHas Ans TeNeKoMMyHUKaLum

TenekoMMyHMKaLMOHHbIE OpraHM3aLn JOSKHbI Takke AONONHUTENbHO paccMoTpeTb BONPOC NpoBe-
AeHnst 6onee aeTanbHON NPOBEPKM KaHAMAATOB Ha QOMMKHOCTU, Aalowwme COTPYAHUKaM JOCTYN K cucteMam,
KPUTUYECKNM ANsi NpefocTaBneHnst yenyr, K MHpopmMauum, CBA3aHHOW C 3aKOHHBIM JOCTYMNOM U 3aKOHHbIM
npocnywmnsaHuem NMHUA CBA3K, a Takke AOCTYN, Hanpumep, K MHOpMaUUM O KIMeHTax U CoaepXaHuio
BbI30BOB K/INEHTOB.

8.1.3 YcnoBusa 3aHATOCTU

Mepa u cpefCcTBO KOHTPONA U ynpaBneHUs

B pamkax goroBopHbIX 06A3aTENLCTB, COTPYAHWKA, NOAPSAAYMKMA U NpeAcTaBUTENU TPeTbeNR CTOPOHLI
OOMKHBI CorfnacoBaTth M NoanucaTth YCNoBUa TpyA0BOro A0roBopa, ycTaHaBNMBaloLero MX OTBETCTBEHHOCTb
N OTBETCTBEHHOCTb OpraH1M3aunMm B OTHOLLEHUU MH(bopMaLMOHHOK Be3onacHoCTu.

PekoMeHaauuA no peanusauum

YCcnoBuMs 3aHATOCTU AOMKHBLI OTpaXaTb NOAMTUKY Be3onacHOCTU opraHM3auMn U Kpome TOro pasbac-
HATb 1 KOHCTATUPOBATb:

a) 4YTO BCe COTPYAHWKM, NOAPSAYMKA U NPeACTaBUTENN TPETLEN CTOPOHBI, UMeroLMeE A0CTYN K YyBCTBU-
TENbHON MHpopMaLMK, AOKHBI NOANUCHIBaTE CorfaweHne 0 KOHbUAEHUNaNbLHOCTU UKW HepasrnaweHnm
npexae, Yem um ByaeT npegocTaBneH 4oCTyn Kk cpeacTsam o6paboTku uHbopmauuu;

b) npaBoByl0 OTBETCTBEHHOCTb WU NpaBa COTPYAHWKOB, NOAPAAYMKOB U MOBLIX APYrUX KINEHTOB,
HanpMMmep, B 4acTu 3akOHOB 06 aBTOPCKOM Npase UnNn 3akoHoAaTeNbCTBA O 3aLLUTE NePCOHasbHBIX AaHHBbIX
(cM. Tareke nyHkTBl 15.1.1 1 15.1.2 UICO/M3K 27002);

¢) 0653aHHOCTU B OTHOLWIEHUN Knaccudukaummn nHpopmaumn n MeHeDKMEHTa akTUBOB OpraHu3auum,
CBsI3aHHbIX C MH(OPMALMOHHLIMU CUCTEMaMU U YCIlyramu, BbINOSHATCSA COTPYAHUKOM, NOAPAAYUKOM UK
npegcraBuTenemM TpeTbe CTOPOHBI (CM. Takoke NyHKThl 7.2.1 n 10.7.3 NCO/M3K 27002);

d) OTBETCTBEHHOCTb COTPYAHUKA, NoApAAYMKa UK NpeacTaBUTENsl TpeTbel CTOPOHBI 3a 0BbpaboTKy
nHdopmaumu, nonyyaeMon ot Apyrnx oupM 1 CTOPOHHUX OpraHU3aLuia;

€) OTBETCTBEHHOCTb opraHusauum 3a o6paboTky nepcoHanbHON MHopMaLUnK, BKIYasa nepcoHanb-
Hyl0 MHcbopMauuio, NOMyYEHHylo B pesynbTaTe Wnu B npouecce paboTbl B opraHuM3auumn (CM. Takke
nyHkT 15.1.4 NCO/M3K 27002);

f) OTBETCTBEHHOCTb, PacnpPOCTPAHALLYIOCA Takke U Ha paboTy BHe NMOMELUEHUA opraHnsauum 1 B
Hepabouyee BpeMsl, HanpuMep NpuU UCMONHeHUW paboTbl Ha AOMYy (CM. Takke nNyHkThl 9.2.5 n 11.7.4
MCO/M3K 27002);

g) AelcTBUS, KOTOPbIE AOMKHBI ObITE NPEANPUHATLI B Criydae, ecriv COTPYAHMUK, NoAPAAYMK Unu npea-
cTaBUTENb TPETbENA CTOPOHBLI UTHOPUPYeT TpeGoBaHusA 6e30nacHOCTU opraHM3aLmMm (CM. Takke NyHKT 8.2.3
MCO/M3K 27002).

OpraHusauus aomkHa obecneunsaTb yBEPEHHOCTb B TOM, YTO COTPYAHWUKW, NOAPSAYUKL U NpeacTaBu-
TENU TpeTbeil CTOPOHbI COrNalLaTCa ¢ YCNOBUAMU, KacaroLmmMncs MHopMaLnoHHo 6e30nacHOCTM U COOT-
BETCTBYHOLMMU TUMY M 06bEMY A0CTYNA, KOTOPLIA OHX ByAYT MMETb K aKTMBaM OpraHvM3auun, CBA3aHHbLIM C
UHOPMALMOHHBIMA CUCTEMAMK U YCINyraMu.

Mpu HeOBXOAMMOCTU OTBETCTBEHHOCTL, BO3faraemasi Ha COTpyAHMKA MO YCIOBUAIM 3aHATOCTU, A0DKHA
COXPaHATLCA COTPYAHUKOM B TEYeHWe onpeaenieHHOro nepMoaa BpeMeHU 1 Nocrie OKoHYaHusA paboTbl B opra-
Husauum (cM. Taicke 8.3).
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PekoMeHaaLuA no peanusawuu, XxapakrepHasi 4NA TeNeKOMMyHUKauun

MpaBoBas OTBETCTBEHHOCTb U NpaBsa, CBA3aHHbIe C HepasrnaweHuem nHdopmaumn o CoeauHeHUsX U
Ba>KHEMLUNX KOMMYHUKaLMSX, KOTopble crneayeT yunTbiBaTh TENEKOMMYHUKALNOHHEIM OpraHu3aLusaM, BKI0o-
YeHbl B 3aKoHoAaTerbHble U HopMaTUBHbIE aKTbl (CM. NYHKTbI A.15.1.7 1 A.15.1.8).

TenekoMMyHVKaLOHHbIE OpraHusaLnn B YCIOBUSAX 3aHATOCTM AOMMKHbBI CCDOPMYNMPOBaTbL OTBETCTBEH-
HOCTb 3a NoAAepPXKKY YCryr CBA3U, NPeAoCTaBNAEeMbIX TENEKOMMYHUKALMOHHBLIMN OpraHusaLnsaMu.

TenekoMMyH/KaLVOHHbIE OpraHvM3aLnn OoMmMKHbl 06ecnevuTb yBepeHHOCTb B TOM, YTO noboe nuuo,
yyacTByloLlee B MpeAocTaBneHnn TeNneKoMMYHMKaLMOHHBIX YCIYr, XOPOLLIO OCBEAOMITEHO 1 0CO3HaeT Heob-
XOAUMOCTb XpaHUTb CeKpeTbl ApYruX rogei, KoTopble MOrfU CTaTb eMy N3BECTHEBI BO BPEMSA ero npodeccuo-
HanbHOW  AEATEeNbHOCTW, CBAAISAHHOW C  TEeNeKOMMYHWKaUWOHHLIMKM  YyCryramu, W COXpaHsATb
KOHbMAEHUMAaNbHOCTL Aaxe Mnocre okoHYaHua paboThl B opraHusaumu.

DononHutenbHaa uHdopMauus

MoxeT 6bITb UCNOL30BaH KoAeKC NoBeaeHUs A oxBaTa 06a3aHHOCTEN, OXMAaeMbIX opraHusaumei
OT COTPYAHWKOB, NOAPSAAYUKOB UMM NPeACTaBUTENeN TPeTbe CTOPOHBI B OTHOLLEHUU KOHUAEHLMANbHOCTN,
3aWwuTel MHpopMaLIMK, NpaBu 3TUKX, COOTBETCTBYHOLLEro NCNob30BaHNA 06opyaoBaHNA 1 CPeaCcTB opraHu-
3auun, a Takke nopsagka gesaTensHocTU. Mogpagyunk Unn npeacTaBUTeNn TpPeTbedl CTOPOHbI MOTYT BbIThb CBA-
3aHbl CO CTOPOHHEWN opraHusauuen, ¢ KOTOPOW, B CBOK ovepedb, MOXET noTpeboBaTbCA 3akMo4UTb
[AOroBOPHbIE corrnalleHus oT UMeHU nnua, nognvcasLiero 4oroeop.

8.2 B TeueHue 3aHATOCTU

MpumeHaTs nogpasgen 8.2 craHgapta MCO/MIK 27002.
8.3 lMpekpalleHue UNU CMeHa 3aHATOCTU

MpumeHsTs nogpasaen 8.3 craHgapta MCO/M3K 27002.

9 dusmyeckasa 6e30NacHOCTb U 3aliUTa OT BO3AEeNCTBUIN OKpYXKalowen cpeabl

9.1 30HbI 6e3onacHoCTU

Llenb: MpenoTeBpawat HeaBTOPU3OBaHHbIA (DU3NYECKMA AOCTYN, NOBpeXAeHue U BO3JeuCTBUE B
OTHOLUEHUM NOMELLEHUIA U NHOPMAaLIMU OpraHn3aLun.

CpeactBa 0bpaboTku KpUTUYECKOW UM YYBCTBUTENbHOW MHopMauum Heobxoanmo pasmellaTb B
30Hax 6e3sonacHocTu, 0603HaYeHHbIX orpeaerieHHbIM nepuMeTpom GesonacHocTU, 061aaalLWmUm CooTBET-
CTBYIOLLIMMM 3aLLUMTHBIMW BapbepamMn U cpeacTBaMy, KOHTPONMUPYIOWUMA BXOA. 3TU 30HbI AOIMKHbI ObiTh
dusmyeckn samiLeHbl OT HeaBTOPU3OBAHHOMO A0CTYMNa, NOBPEXASHUS U BO3OENCTBUA.

YpoBeHb 3alMLLEHHOCTU AOIKEH BbITb cCopazMepeH BbISIBIEHHLIM pUCKaMm.

9.1.1 MNMepumeTp 30HbI GezonacHOCTU

Mepa u cpeiCTBO KOHTPOIS U ynpaBneHus

[na 3awuTthbl 30H, KOTOpble coaepXaTt uHdopMauumio u cpeactea obpaboTkM UHoOpMauumn, cneayet
ncnonb3oBaTb nepuMeTpbl 6e3onacHocTu (6apbepbl, HANPUMEP CTeHbl, ynpaBfisemble kapTamu gocTyna
BOpOTa UMW TYPHUKETHI, yNpaBnsieMble YeNOBEKOM).

PekoMeHAaLuA No peanusauumn

B oTHoLeHWUK bunsmyecknx nepumeTpos 6€30NacHOCTM pekoMeHayeTCa paccMaTpuBaTh U peannaoBbl-
BaTb, MpU HeobxoguMocTu, crefyowme pekomeHgaumu:

a) nepumeTpbl 6€30NacHOCTU AOSMKHBI ObITh YETKO onpeaerneHsbl, a pa3meLleHne N HageXHOCTb Kaxao-
ro U3 NEpUMeTpoB AOSDKHLI 3aBUCETb OT TpeboBaHWUI Ge3onacHOCTU akTUBOB, HaXoAAWMXCA B npeaenax
nepuMeTpa, v OT pe3ynbTaToB OLEHKN pUCKa;

b) nepumeTpbl 30aHUA UM NOMELLIEHUIA, TAe PacnonoXeHbl cpeacTsa 06paboTkn UHDopMaunK, AONXK-
Hbl 6bITb (hM3UYECKU NPOYHBIMU (T. €. HE AOMKHO BbITb HUKAKUX MPOMEXYTKOB B NepUMeTpe Ui MecT, Yyepes
KOTOpble MOXHO O6bINo Obl NEerko MPOHWKHYTL), BHELWHWEe CTeHbl NOMEeLeHUA AOMKHBI UMeTb TBepaylo
KOHCTPYKUMIO, a BCe BHELUHME ABEePU AO0MKHbI BbITb COOTBETCTBYHOWMM 06pa3oM 3aluumLleHbl OT HeaBTOPU30-
BaHHOrO OCTYNa, HaNpUMep, OCHallUeHb! WnarbayMoMm, curHanusaumen, 3amkamu T. n., ABepU U OkHa Nome-
LLLeHWUIA B OTCYTCTBUE COTPYAHUKOB AOMKHBI ObITh 3anepThl, M BHELWHSAA 3almTa 4oSkHa BbITb NpeaycMoTpeHa
NSl OKOH, 0COBEHHO ecny OHU HaxoAATCA Ha YPOBHE 3eMNu;

C) AofmkHa OblTb BblgeneHa M YKOMNMEKToBaHa NEepcoHanoMm 30Ha peructpauum noceTutenein, unm
OOJDKHbBI CYLLIeCTBOBaTb Apyrue Mepbl A4nsa KOHTponsa hnsnyeckoro 4ocTyna B NoMeLLeHUs Unu 3gaHnsa; goc-
TyN B NOMELLEHUS U 30aHUSI AOIDKEH NPeAO0CTaBNATLCA TOSIbKO aBTOPU3OBaHHOMY NepcoHany;
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d) raoe Heo6xoaMMo, AOMKHBI GbITb MOCTPOEHBI husndeckne Gapbepsl, NpeaoTspaLlaoLiMe HeasTopu-
30BaHHbIN hn3nYeckun JOCTYN U 3arpsi3HeHne oKpyaroLen cpeabl;

€) Bce aBapuiiHble BbIXOAbl Ha cnyyai noxapa B nepumeTpe 6e3onacHoCcTy AomkHbl 6bITb 060pyaoBa-
Hbl aBapPUNHOW cCUrHanusaumnei, OMKHbl NoABepraTbCs MOHUTOPUHTY 1 TECTUPOBAHUIO BMECTE CO CTeHaMu,
4yTO6bLI co3aaTh TPebyembll ypOBEHb YCTONYMBOCTY B COOTBETCTBUM C MPUMEHUMBIMW peruoHanbHbIMU, HaLu-
OHanbHbIMW 1 MeXayHapoAHbIMK CTaHAAPTamMu, OHU AOIMKHBI 9KCNNYyaTNPOBaTLESA B COOTBETCTBUM C MECTHOW
CMCTEMO NPOTUBOMOXAPHBIX NpPaBu;

f) cneayeT ycrtaHaenuBaTb HeobXoAWMble CUCTEMbl ODHapyXXEHUs BTOPXKEHWS, COOTBETCTBYOLUME
HauMoHasbHbIM, perMoHasibHbIM W MexayHapoaHblM cTaHgapTaM, v perynsapHo TecTMpoBaTh UX Ha npea-
MeT OXBaTa BCEX BHeLUHWX ABepei U AOCTYMHBIX OKOH, CBOGOAHbIE NOMELLeHUst HeoBX0ANMO CTaBUTb Ha CuUr-
Hanusauuio; aHanorMvHo criegyet obopygoBaTb WM Apyrue 30Hbl, HanpUMep CepBepHYI0 KOMHAaTy v
nomelleHne, rae pacronoXeHbl CpeacTsa KOMMYHUKALMWIA,

g) Heobxognmo dusndeckn nsonnposaTb cpeacTea 06paboTku nHopMaunmn, KOHTpoNUMpyeMble opra-
HU3aLMen, OT CPeACTB, KOHTPOMUPYEMbIX CTOPOHHUMMW OpraHn3aLnsMu.

PekoMeHAaLUA no peanusayuu, XxapakrepHas gNA TeNneKoMMyHUKauun

TenekoMMyHMKaLOHHbIE OpraHu3aLmny AOMKHbI YYUTLIBaTh U peanusosbiBaTb, Npu HeobxogumMocTwy,
cneayowne pekoMeHaaLum oTHOCUTENbHO hrU3nyeckux nepumeTpoB 6e3onacHoCTu:

a) UEeHTPbl TEeNeKOMMYHMUKaLMOHHBIX onepauuin 4OKHbI OblTb OCHaLLEHbl COOTBETCTBYIOLLMMW CUCTE-
Mamun oBHapyXeHWUsi Pn3nIeckuX BTOPXKEHUIA;

b) obopynoBaHue Anst TeNeKOMMYHUKaLMOHHBIX YCAYr, HAaNpUMep cpeAcTsa nNepefayvn AaHHbIX, KOM-
MyTaLMoHHoe 06opydoBaHMe U TenekoMMyHUKaLMoHHas UHGpacTpykTypa, 4OMKHbI ObiTh husmyeckn otae-
MeHbl U pacnonoXeHbl yAaneHHO OT ApPYrMX CpPeAcTB, Hanpumep KITMEHTCKUX CPeAcTB B YynpasnsieMbiX
NHPOPMALIMOHHBIX LieHTpax;

c) dusmyeckne Gapbepbl AOMKHBLI BbITb YCTaHOBMEHbI 3(HEKTUBHO COTNIACHO BCEM HEYKOCHUTENbHO
cobntogaeMelM MeCTHBIM nonuTUkam BesonacHocTu Ans obecnevyeHUs ygepeHHOCTU B 3alUTe kopnopaTus-
HbIX aKTMBOB B Nto60 MOMEHT BpeMeHU; ecnu usndeckuin 6apbep pabotaeT HeucnpasHO UMW NONUTUKA He
cobntogaeTcs, Heobxoaumo, YTobbl 3TOT BONPOC He3aMeanuTeNbHO peLlancs pykoBoACTBOM C COOTBETCTBY-
oMM YPOBHEM OTBETCTBEHHOCTH.

HononHutenbHasa nHdopmMmauun

dusnyeckan sata MoxeT ObITb 06ecneveHa cozgaHnem ogaHOTO UK HECKONbKUX huandeckux 6apbe-
POB BOKPYr noMelleHunin n cpeacTB obpaboTkn nHdbopmauumn opraHusaumm. Ucnonb3osaHne HECKOMbKUX
GapbepoB AaeT AOMOMHUTENbHYIO 3awWnTy, U NoBpexaeHue ogHoro 6apbepa He 03Ha4YaeT HeMeaneHHOro
HapyLlweHns 6e30NacHOCTM.

3oHoli 6e3onacHOCT MOXeT ObITb 3anupaemMblil 0bUC UNN HECKOSNBKO NOMELLIEHNIA BHYTPU hnsnyecko-
ro bapbepa GesonacHocT. Mexay 30HaMu ¢ pasnuMYHbBIMKU TpebGoBaHuAMKU Ge30nacHOCTHN, HaXoAALMMUCS
BHYTpY NepumMeTpa 6esonacHoCcT, MOryT noTpeboBaTbesn AONONHUTENLHBIE Bapbepbl U NepUMETPLI ASIs KOH-
Tponsa dunsndeckoro gocTyna.

B oTHOLWeHNM Ge3onacHOCTH huandeckoro goctyna ocoboe BHUMaHWe cneayeT obpallats Ha 3qaHus, B
KOTOPbIX PasMeLLeHO HECKOMbKO OpraHu3aLuni.

9.1.2 Mepbl U cpeacTBa KOHTPONSA U ynpaBneHusa pusnyeckum BXoaom

Mepa u cpefcTBO KOHTPOSIA U YNpaBreHus

30Hbl 6e3onacHOCTN HeO6X0ANMO 3aLUMLLATE C MOMOLLBIO COOTBETCTBYIOWMX MEp U CPEACTB KOHTPONS
1 ynpaeneHus Bxoda, 4Tobbl 06ecrnevnTb yBepeHHOCTb B TOM, YTO AOCTYN paspelleH TONbKO aBTOPU3OBaHHO-
My nepcoHarny.

PekomeHaauuAa no peanusayuu

CnepyeT npMHMMaTh BO BHUMaHWe criegyoLiyMe pekoMeHaalnu:

a) AaTy n Bpems BXoda W BbIxoda noceTuTenew crnegyeT pernctpuposaTb, W Bcex noceTutenein
HeoBX0AMMO CONPOBOXAATb, UMM OHW AOSKHbI 06MadaTh COOTBETCTBYHOLWMM AOMYCKOM; AOCTYn cneayet
npedocTaBnATb TOMbKO ANS BbINOMHEHUs orpedeneHHbIX aBTOpU3OBaHHbIX 3adad, a Takke Heobxoanmo
WHCTPYKTUpOBaTbL noceTuTenei Ha npeamet TpebosaHuiA 6esonacHoOCTU, U AENCTBUIA B criyyae aBapuiHbIX
cUTYyauuin;

b) moctyn k 3oHam, rae obpabaTbiBaeTCA MU XpaHUTCA YyBCTBUTENbHAs UHGOPMaLWs, AOIKEH KOH-
TPONMPOBaTbLCSl N NPEeAOCTaBAATLCS TOMbKO aBTOPM3OBAHHBIM NULAM; criegyeT MCNonb3oBaTb CpeacTsa
ayTeHTMdMKaLn, HanpruMep KOHTPOSbHYIO KapTy AOCTYNa € NepcoHansHbIM MAeHTUNKaLUOHHBIM HOMEPOM
(MWH) ans aBTOpM3aLMN U NPOBEPKN BCEX BUAOB AOCTYNA; HEOBXO0AMMO BECTU 3alLULLEHHbIE KOHTPOMbHbIE
3anucu peructpauum gocTyna;

c) Heobxoaumo TpeboBaTb, UTOBLI BCE COTPYAHWKA, NOAPAAUMKA 1 NPpeacTaBUTENN TPETbEN CTOPOHbI
HOCUNKW TY UK MHyto bopMy BUAMMOro UAEHTUdUKaTOPa N HesameanuTenbHO YBeAOMNANN COTPYAHUKOB
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cnyx6bl 6e30NacHOCTN O 3aMeYEHHbIX HECOMPOBOXAAEMbIX MOCETUTENAX MU NULAX, He HOCALUMX BUAUMOTO
naeHTUpnKaTopa;

d) JocTyn B 30HbI 6e3onacHoCTU UK k cpeacTBaM 06paboTku YyBCTBUTENbHOM MHOpMaLMK nepcoHa-
ny BCromoraTesbHbIX Cry6 TpeTbei CTOpoHbI credyeT NPeAoCTaBnAsATb TOMbKO NPY He0BXoAUMOCTI; Takon
40CTYN AomkeH BbiTb CaHKLUMOHMPOBAH U COMPOBOXAATLCA COOTBETCTBYIOLLMM KOHTPONEM,;

e) npaBa gocTyna B 30HbI 6e30MacHOCTU criedyeT perynsipHo aHanMavpoBaTb, nepecmaTtpuBaTtb, U
aHHynMpoBaTb Npu HeobxogumocTn (cM. nyHkT 8.3.3 MCO/M3K 27002).

PekomeHAauus no peanusauuu, XxapakrepHas AnA TeNleKOMMYHUKaLui

TenekoMMYHUKaUMOHHbIE OpraH13aLmMn JOIDKHEI paccMaTpuBaTh creayoLne pekoMeHgaumm:

a) onepawLloHHbIe 3anbl 1 LLeHTPbI YNpaBneHns TeNeKOMMYHUKALUOHHBIMW CpeacTBamMm AOMKHbI ObITh
3aLMLLeHbl C MOMOLLbH0 COOTBETCTBYIOLLMX XECTKAX MEp U CPEACTB KOHTPONS Y YNpaBreHust 4OCTyNoM B
nomeLleHue;

b) Ha nponyckHoM nyHKTe nHpopMaLIMs 0 APYrMX NOCETUTENSIX A0IKHA ObIThb 3alUMLLeHa OT HecaHKLU-
OHWMPOBAHHOrO AOCTYMA UMM NPOCMOTPA, Hanpumep, 3anuch o AaTe U BpeMeHy BXoda U BbiXxoAa NoceTUTens;
PaBOTHMK MPOMYCKHOrO NyHKTa Takke OOMKEH NPOBEPSITh BELUM NOoceTUTeNeln Npu BXxo4e U BbiIXxoae, YToObl
BOCMpensTCTBOBaTb BHOCY OMacHbIX 06 LEKTOB B MOMELLEHUsI UM BbIHOCY akTUBOB 6e3 paspeLueHus.

9.1.3 BesonacHocTb 34aH1, NPOM3BOACTBEHHbLIX NOMeLLEeHU U o6opyaoBaHus

MpumeHaTb NyHKT 9.1.3 NCO/M3K 27002.

9.1.4 3awuTa OT BHELLUHUX YrPo3 U Yrpo3 CO CTOPOHLI OKpyXatolleln cpeabl

MpumeHaTb NyHKT 9.1.4 WCO/M3K 27002.

9.1.5 Pa6oTta B 30Hax 6e3onacHocTU

MpuMeHaTb NyHKT 9.1.5 NCO/M3K 27002.

9.1.6 30HbI o6LWero gocTyna, NPUEeMKU U OTIPY3KK

MpumeHaTb NyHKT 9.1.6 MCO/M3K 27002.

9.2 Be3onacHocTb 06opyaoBaHUA

Lenb: MpegoTepalwaTs NoTepto, NOBPEXAEHUE, KpaxXy UM KOMMPOMETaLUI0 aKTUBOB U NpepbiBaHne
AesTeNbHOCTN OpraHM3aLni.

O60opyaoBaHue HeobxoaUMO 3awmaTh OT PU3NYECKUX YrPo3 U BO3AESNCTBUS OKPY>KatoLLEn cpeabl.

Obecneyerune 6e3onacHocTM 060pyaoBaHNA (BKOYaA UCMONb3yeMoe BHE OpraHvM3aLMv U BIHOCUMOe
nMyLLEeCTBO) Heobxoanmo, YTOBbl YMeHbLaTb PUCK HEaBTOPU3OBAHHOMO A4OCTYNa K UHOpMaLIMM 1 3awu-
uiaTb ee OT NoTepu Unu nospexaeHua. MNpu 3Tom cneayet y4ecTb pasMmeLleHne u ytunusauuo obopygosa-
Hua. MoryT notpeboBaTtbes crneumanbHble Mepbl U CpeAcTBa KOHTPONSA W yNpaBneHust Anst 3aliuTbl OT
du1anueckux yrpos, a Taike Ans 3awmTbl MHPACTPYKTYpbl NoAAePKUBAIOWNX YCIYT, HanpUMep CUCTEMBbI
3NeKTPOoNUTaHuA 1 kKabernbHOW pasBoaKu.

9.2.1 Pa3melleHue 1 3awmTa o6opyaoBaHua

Mepa u cpeiCTBO KOHTPOIS U ynpaBrieHUs

O60pyaoBaHue A0MKHO 6biTb pa3MeLLeHo U 3aLMLLIEHO TaK, YTOObl YMEHbLLUUTL PUCKA OT YIpo3 OKpyXXa-
roLlel cpebl U BO3MOXHOCTU HEaBTOPU3OBaHHOIO AOCTYNa.

PekoMeHAaLMA no peanusauuun

Heo6xoauMmo paccMoTpeTh criefytolime pekoMeHaauun no sawmte o60pyaoBaHus:

a) obopyaoBaHue cnefyeT pasmellaTb TakuM 06pa3oM, YTobbl CBECTU K MUHUMYMY U3SULLIHWIA AOCTYN
B paboume 30HbI;

b) cpeactsa 06paboTku uHopmauum, obpabarTbiBaowme YyBCTBUTENbHBLIE AaHHbIE, crieqyeT pa3Me-
waTb 1 yron o63opa orpaHA4MBaThL TakuM 06pasom, YTobbl YMEHbBLLMTE PUCK MPOCMOTpa UHdopMaLmMn Heas-
TOPU3OBaHHLIMU NULLAMU BO BpeMsl UX WUCMOMb30BaHWUA, a cpeAcTBa XpaHeHus uHdopMauum cnegyert
sawmwaTb OT HeaBTOPU3OBaHHOIO AOCTYNA;

C) oTadenbHble anemeHTbl 0bopyaoBaHus, Tpebylowue cneunansHON 3aluThl, criedyeT UsonmpoBaTb
ANa CHWXKeHNs obLuero ypoBHsl Tpebyemoli 3aluumThl;

d) mepbl M cpeacTBa KOHTPONS U yNpasneHusi 4OKHbI OblTb BHeAPEeHbl TakuM 06pa3om, 4Tobbl cBecTU
K MMHUMYMY PUCK MOTEHLMANbHbIX (hU3nyecknx yrpos (BOPOBCTBO, MoXap, B3pbiBbl, 3aAbIMIeHue, 3aTonne-
HWEe UNKU HeUCNpPaBHOCTb BOAOCHADXEHUS, Nblfib, BUDpaLnA, XMMUYECcKoe BO3AeNCTBME, MOMEXN B NEKTPO-
cHabeHnu, nomexu B paboTe NMUHWIA CBA3M, 3NEKTPOMArHUTHOE U3flydyeHue U BaHaanusm);

e) HeobxoAMMO ycTaHaBNMBaTb MpasBuila B OTHOWEHUW MpueMa NUW, NUTbs U KypeHWs BOGnv3n
cpeacTe obpaboTku nHpopmaLuuy;
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f) cnegyeT NpoBOAUTL MOHUTOPWHI COCTOSIHUSA OKPY>XXatoLen cpebl MO BbIABNEHUIO YCNOBUIA, Hanpu-
Mep TeMnepaTypbl U BNaXHOCTW, KOTOpble MOrnK Obl okasaTb HebnaronpusTHoe BNnsHWe Ha pyHKLMOHMPO-
BaHWe cpeacTB 06paboTkn nHbopmaLmu;

g) Ha BCex 3a4aHusaX AomkHa OblTb YCTaHOBMEHa 3aluTa OT MOSHUN, @ PUNbTPLI 3aLUMThl OT MOMHUN
[AOIKHbI ObITb YCTAaHOBIEHbI Ha BXOAeE BCEX NTUHWIA anekTponepeaaydun u IMHANA KOMMYHUKaLWK;

h) B oTHoWeHNM 06opyaOBaHNS, PACMONOXEHHOrO B MPOMBILLNEHHOW cpeae, creayeT UCnonb3oBaTh
cneuunanbHble cpeacTsa 3aluTbl, HaNPUMep, 3aWnTHBIE MIEeHKN 4N KnaBnaTypsl;

i) obopyaoBaHue, obpabaTbiBatoLiee YyBCTBUTENBHYO MHpOPMaLMo, 4OMMKHO ObiTh 3aLMLLEHO, YTO-
6bl CBECTU K MMHUMYMY PUCK YTEUYKMU MHDOPpMaLIMK BCreACTBUE U3MYHEHUs.

PekoMeHaauUuA no peanusauuu, XxapaktepHas ANA TeNeKOMMyHUKaLumn

Ecnu koMnnekcbl TENEKOMMYHUKALMOHHBIX CPeACTB HECKOMbKNX OpraHn3aLunin pasmelleHbl B 0OHOM 1
TOM e NH(pOPMaLIMOHHOM LIeHTPe, TO TENEKOMMYHUKALMOHHBIE OpraHnsaLmM JOMKHBI peannsoBaTte COOTBET-
CTBYIOLLME Mepbl ANA 3anThl MHpOPMaLMK O KIMeHTax, XpaHsLWencs B UX KoMnnekcax. TakMe KomnneKchbl
[OIXKHbI BbITh hU3NYecKkM oTAeneHbl Apyr OT Apyra, Hanpumep, JOSKHEl pasMellaTbesl Ha pasHbIX aTaxax
UM B pasHbIX KOMHaTax.

9.2.2 lMNopgpepxxuBaroLue ycnyru

Mepa u cpefcTBO KOHTPONA U ynpaBreHus

O6opynoBaHue HeobxoaMMO 3almwaTh oT nepeboeB Nogayn 3NeKTpo3Heprnm u apyrux cboes, cBA-
3aHHbIX ¢ nepebosmMu B obecrneveHUn nogaepXK1satoLmx yenyr.

PekomeHaauusa no peanusauumn

Bce nogaepxusatolime ycnyru, Hanpumep anekTpocHabxeHue, BogocHabxeHne, kaHanusauus, oTo-
nneHne/BeHTUNALNS U KOHOULMOHWPOBaHWE BO3ayXa, OO/KHbI OblTe agekBaTHbIMU ANs NoaAepXXUBaEMbIX
nmu cmuctem. [O6beKTbl] nogaepK1BaroLwmnx yenyr HeobxoaMmMo perynsipHo NpoBepsATb 1 TeCTUPOBaTb COOTBET-
cTBylOWMM oB6pasom Ans obecrnevyeHnss YBEPEHHOCTU B UX AOMKHOM (DYHKLMOHUPOBAHUUA U YMEHbLUEHUN
noboro pucka, CBA3aHHOIO ¢ UX HeucrnpaBHoi paboTon unn otkasom. Heobxoaumo obecneynTb Hagnexa-
Lyt nodady anekTponMTaHuns, COOTBETCTBYOLWYIO cneundukaumsamM npoussoauTtens obopyaosaHus.

O6opynoBaH/e, nogdepxusaiollee BaxHenwne npoueccbl BusHeca, pekoMeHAyeTcA NoaknoYaTth
yepes NCTOYHUKN BecnepeboliHoro anekTponutaHua (UBM) ¢ Tem, 4Tobbl 06ecneunTb ero GesonacHoe
BbIKIOYEHWE U (M) HenpepbiBHOE (hyHKUMOHUpoBaHKe. [Ing obecneyeHnsa HenpepbIBHOCTU 3NeKTpocHab-
XeHusi cnegyeT npeycMmoTpeTb AeUCTBUA Ha cny4vain oTkasa UBI. PesepBHbI reHepaTop cnegyeT Ucrorb-
30BaTh, korga yHKUMoHMpoBaHue obopyaosaHusa Heobxoaumo obecneunTb BO BpeMsl ANUTENBHOIO oTKasa
nogaun anekTpoaHeprun. [ins obecneyeHnss paboTbl reHepaTopa B TeYeHWUe ANUTENbHOrO BpeMeHU Heobxo-
anmo obecneuntb COOTBETCTBYHOLLYIO NocTaBky Tonnuesa. O6opyaosaHve UBIT v reHepaTopbl AOMKHBI pery-
NApHO NpoBepsTbes, YTo6bI 06ecneunTs yBepeHHOCTb B HANMYMY aeKBaTHON NPOU3BOAUTENILHOCTH, a TaKkKe
TeCcTUpoBaThbCsl B COOTBETCTBMM C pekoMmeHaauusimu npoussoautensi. Kpome toro, cnepyet obpailatb
BHUMaHWE Ha WCMOMb30BaHNE HECKOSIbKMX WCTOYHUKOB MUTAHUS WKW, ecnv opraHusauus 6Gonbluas,
OTAENbHOWN 3NEeKTPONoACTaHLUN.

ABapuitHble BbIKIlOYATENN SNEKTPONMUTaHUS HEOBXOOAMMO pPacMoSOXKUTE OKOJO 3amnacHbiX BbIXOOOB
nomeLeHun, rae HaxoauTcs obopyaoBaHue, YTOOb! YCKOPUTL OTKITHOUEHMWE SMEeKTPONUTaHWS B Criydae KpuTu-
Yeckux cutyauuin. Heobxogumo obecneunTb paboTy aBapMiHOrO OCBELLEHUSI HA Cry4val oTkasa 3J1eKTPonu-
TaHus, notTpebnsemoro oT ceTu.

BogocHabxeHue AomkHO BbITb CTabunbHBIM U agekBaTHbIM A5t obecnevyeHnss KOHAULMOHUPOBaHUS
BO3ayxa, obecneyeHust paboTbl YCTPONCTB YBMaXKHEHUS U CUCTEM MOXaPOTYLUEHUS (TaMm, rae OHU UCTIONb3Y-
toTca). HencnpasHoctu B pabote cuctemMbl BOAOCHabXEHUs1 MOTYT MPUBECTU K NOBpeXaeHuo obopyaoBaHus
U MoryT NpenaTcTBoBaTh achekTUBHON paboTe cucTeMbl NoXapoTylweHusl. CneayeT oLueHuBaTb Heobxo-
OAUMOCTb YCTAHOBKM CUCTEMBI CUrHamu3auum Ansi obHapyXeHust HenpaBWIIbHOro  (BYHKUMOHUPOBAHMWS
06beKTOB NoAAEPKUBAIOLLINX YCIIYT.

CBA3b TenekoMMyHUKaLMOHHOro 060pyaoBaHus ¢ 06opyaoBaHMeM NpoBaiaepa ycnyr 4OSIKHa OocyLle-
CTBNATLCA, NO MeHbLUE Mepe, NO ABYM pasfnMyHbIM MaplupyTaM, YTobbl NpefoTBpaTUTL OTKa3 B OAHOM U3
COeANHUTESbHBIX MapLLPYTOB, KOTOPLIA MOXET caenatb YCnyry no nepefave peyn HEBO3MOXHOMW. Ycnyru no
nepegave peyvu AOKHbI ObITb afeKkBaTHbIMU, YTOObI YAOBNETBOPSATL MECTHLIM 3aKoHoAATeNbHbLIM TpeboBa-
HUAM B OTHOLWEHUWN aBapUAHON CBA3MN.

PekomMeHaaLua no peanusauum, xapaktepHas Ana TeNeKOMMyHUKaL Ui

YKenaTtenbHo, 4ToObLI cpeAcTBa aHeprocHabXeHust B M3ONMPOBAHHOW 30HEe, Hanpumep MOOWUNbHbIX
6a30BbIX cTaHUMAX, obecneuynBanu 6ecnepeboitHoe aneKkTponuTaHue A4S BCeil Harpysku ¢ BO3MOXHOCTbIO
BblAepxaTb Nnepebon B paboTe OCHOBHOMO UCTOYHUKA NUTaHUSA B Te4yeHune nepeboes. Ecnn 310 HEBO3MOXHO,
AomkeH ObITb yCTAHOBIEH MexaHu3M Ansi obecnedyeHust 6ecnepeGoUHOro 3NeKTponUMTaHUs KPUTUYECKOTO
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obopyaosaHus. MoXeT BO3HUKHYTb HEOBXOANMOCTb B OCHALLEHUN aKKyMYATOPOB NepcoHanbHbIM 3M1eKTpo-
reHepaTtopoM, 0COGEHHO B U30MMPOBaHHbIX 30HaX.

HdononHuTtenbHasn nHdopMauusa

BapuaHTOM JOCTWXEHUS HenpepbIBHOCTW 3NeKTponuTaHna 6yaeT HamnmMuue HEeCKONMbKUX UCTOYHWUKOB
MUTaHWUS, YTO MO3BONUT U3BEXaTb eANHON TOUKN OTKa3a B 3MEKTPONUTaHWUN.

HononHuTtenbHaa uHdopMaLua AnNA TeNEKOMMYHMKaL U

TenekoMMyHUKaLMOHHbIE OpraHn3aLm OMKHbI ONpeaennTb B cornalleHnsx HeobxoaumMocTb Haane-
Xallero oBCny>XuMBaHUA U MOCTOSIHHOTO NPEdOCTaBMNeHUs NoadepPXMBaKLWMX yenyr, UTobbl obecnevnsaTb
6ecnepeboliHoe npegocTaBieHe TeNeKOMMYHWUKALUOHHBIX YCIYT.

9.2.3 Bbe3onacHocTb kabenbHoON ceTn

MpumenaTs nyHKT 9.2.3 MCO/M3K 27002.

9.2.4 TexHu4eckoe o6cnyxuBaHue o6opyaoBaHUA

MpumeHsATs NyHKT 9.2.4 NCO/M3K 27002.

9.2.5 Be3zonacHocTb 060pyAOBaHUA BHe NOMeLUeHUA opraHu3auum

MpumersTs NyHkT 9.2.5 NCO/M3K 27002.

9.2.6 BesonacHas yTMnu3auus UNu NoBTOpPHOEe UcNoNb3oBaHUe o6opyaoBaHUA

MpumeHrsaTs NyHKT 9.2.6 NCO/M3K 27002.

9.2.7 MNepemelleHne UMyLLecTBa

MpumeHrsATs NyHKT 9.2.7 NCO/M3K 27002.

10 MeHemXMeHT KOMMYHUKaLMA U paboT

10.1 JkcnnyaTauuoHHble Npoueaypbl U 06A3aHHOCTHU

Llens: O6ecneunTs yBepeHHOCTb B Haanexaiem u 6esonacHoMm yHKLMOHUPOBaHUN cpeacTs obpa-
60TKM MHDOPMaLUK.

JormkHbl GbITb YCTaHOBMEHbI 06513aHHOCTU U NpoLeAypbl B OTHOLIEHWM YpaBNeHUsa U aKkcniyatauuu
BCEX cpeacTs 06paboTku MHpopMaLmn. 3To BKIlOYaET Takoke pa3paboTKy COOTBETCTBYIOLWMX KCnnyaTauu-
OHHBbIX NpoLeayp.

C uenblo cBeAeHUs K MUHAMYMY pyUcka HENPaBWUMbHOTO UCMNOMb30BaHUA CUCTEM BeneacTBUe Hebpex-
HOCTW UMK 3M0T0 YMbICNa, criegyeT, Mo BO3MOXHOCTU, peann3oBaTb NPUHLMN pasrpaHudeHns obsisaHHoc-
Ten.

10.1.1 [JokymeHTanbHoe ocopmMneHune aKCNAyaTauuoHHbIX npoueayp

Mepa 1 cpefCTBO KOHTPOJISi U ynpaBneHus

OkcnnyaTauMoHHble npoleaypbl criedyeT AoKyMeHTanbHo odopMnaTe, cobnogath U genaTtb 4ocTyn-
HbIMK A1 BCEX HY>XXKAaKLWMXCSl B HAX MOMb3oBaTtenen.

PekoMeHAaauua no peanusauuu

HokymeHTanbHO odopMrieHHble npoleaypbl A0SPkHLI GbITb NOArOTOBMEHbI ANst AENCTBUA CUCTEMBI,
CBsi3aHHBbIX CO cpeAcTBaMu 06paboTkn nHpOPMaLMN N CBA3KU, TAKUX KakK NpoLeaypbl 3anycka 1 3aBeplueHUs
paboTbl KOMNbLIOTEPOB (CEpBepOB), Npoueaypbl pe3epBUPOBaHUA, Tekyllero obCcnyXvBaHWA U pPemMoHTa
obopynoBaHusi, 06palleHns ¢ HocuTensiMmu nHcpopmauum, ynpasneHue paboToi B MalIMHHOM 3ane 1 paboTbl
C NouToW, a Takke npoueaypbl obecneveHuns 6esonacHoOCTU.

JaHHble npoueaypbl AOMKHBI CoAepXaTh AeTanbHble UHCTPYKUMU MO BLINOMHEHWUIO KaXaon paboThl,
BKIIOYas:

a) obpaboTky 1 ynpasneHne uHpopmaLlmen;

b) pesepBuposaHue (cm. 10.5);

c) TpeboBaHusa B OTHOLLIEHUN rpachrka paboT, BKNoYas B3aUMO3aBUCUMOCTM MeXy cUCTEMaMU, Bpe-
M$ Ha4ana camoi paHHel paboTbl U BpeMsi 3aBepLUeHUa caMoin nocneaHen paboThl;

d) nHcTpyKUMM No 06paboTke oWMBOK NN ApYrux UCKMIOYUTENbHBIX CUTYaLMUIA, KOTOPbIe MOTIU Bbl BO3-
HWKHYTb B MpoLecce BbINOMHeHUs1 paboTbl, BKIoYash OrPaHNYEHNA Ha UCMONb30OBaHNE CUCTEMHBIX YTUIUT
(cM. nyHkT 11.5.4 UICO/M3K 27002);

e) HeobxoAuMble KOHTaKThbl Ha criydar HeoXuaaHHbIX 3KCNyaTauUOHHBIX UMW TEXHUYECKUX Npobnem;

f) cneumanbHble MHCTPYKUUK MO YNpaBAeHUio BLIBOAOM AaHHbLIX U 0bpalleHuto ¢ HocutensiMm uHdop-
MaLuu, Hanpumep UCMNOMNb3oBaHUE creuuansHoi Bymarn Ana nevartalwlumMx YCTPOWCTB UMK yrpaBreHue
BbIBOAOM KOHbMAEHLMaNbHbLIX AaHHBIX, BKIKOYas npoueaypbl No 6e3onacHoi yTunusauum BeIXOAHbIX AaH-
Hbix B crlydae cboeB B pabote (cm. nyHkTbl 10.7.2 1 10.7.3 UCO/M3K 27002);
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g) nmepesanyck cUCTEMbI M COOTBETCTBYIOLLME NPOLIEAYPLI BOCCTAHOBINEHWUS Ha Cryval CUCTeMHbIX C60eB;

h) ynpasneHvue uHdopMaunen, cogepallencs B KOHTPOSbHBIX 3aMWCAX U CUCTEMHbIX >KypHarnax
(cm. 10.10).

OKkcnnyaTaunMoHHble npoueaypbl U OKyMeHTaneHo odopMrieHHble npouedypbl AeACTBUN CUCTEeMBbl
OOITKHBI paccMaTpuBaThbCs Kak opulnanbHble A0KYMEHThI, 8 UBMEHEHUS B HUX AOMXKHbI CaHKLMOHNPOBATLCA
PYKOBOACTBOM. ECnn TexHMYeckn BOIMOXHO, MEHEKMEHT MHOPMAaLIMOHHBIX cUCTEM HeobxoaMMo ocylle-
CTBNATb eAMHO0BpasHo, UCNONb3ys O4HM 1 Te Xe Npoueaypbl, MHCTpPYMeHTarnbHble cpeacTBa U yTUMUTHI.

PekoMeHaaLuA no peanusayuu, XxapaktepHas AnA TeNeKoMMyHUKauumn

TenekoMMYHUKaLMOHHbIe OpraHn3aLum OSKHbI ONpeaennTb B SKCnyaTauMoHHbIX npoueaypax ycno-
BUSA, MPU KOTOPLIX aKTMBMPYHOTCA NpoLeaypbl 06paboTkn MHLMAEHTOB, HeNPeABUAEHHbIX CUTYyaLWiA UK Kpu-
3ucos (cM. 13.2).

10.1.2 YnpaBneHue U3MeHEeHUAMU

Mepa 1 cpefcTBO KOHTPONSA U ynpaBreHUsA

MameHeHus B KoHdUrypaLumm cpeacts 06paboTku MHopMaL M 1 cucteMax AOSKHbI KOHTPOMPOBaTLCS.

PekomeHaauusa no peanusauun

3KennyaTupyemble cUCTeMbl U NpUKNagHoe nporpaMMHoe obecneyeHne JOMKHbI BbITb NpeaMeToM
CTPOroro KOHTPOMS ynpaBneHUs U3MeHeHUsMU.

B yacTHoCTH, HeoBX04MMO paccMOTPETb creaytoLiMe acnekTbl:

a) onpedeneHve U perncTpaumio CyLLecTBEHHbIX U3MEHEHWN;

b) nnaHvpoBaHWe 1 TECTUPOBaHNE N3MEHEHWIA;

C) OLeHKY BO3MOXHbIX MOCNEACTBUI, BKOYasa NocneAcTeus Ans 6e30nacHOCTH, TakUX USMEHEHUN;

d) dopmanusoBaHHyto npoueaypy yTBepXaeHus npeanonaraembiX USMEeHeHWI;

e) noagpobHoe NHbopMupoBaHne 06 USMEHEHUSX BCEX 3aMHTepecoBaHHbIX JIULL;

f) npoueaypbl Bo3BpaTa B UCXOAHBIV PEXUM, BKMoYas npoLeaypbl U 0683aHHOCTA B OTHOLLEHUN OTMe-
Hbl M NOCMeAyoLEero BOCCTaHOBEHNS B ClyYae HeyAavHblX U3SMEHEHWI U HenpeaBUAEeHHbIX 06CTOATENbCTB.

C uenbto obecnevyeHns yBepeHHOCTM B HaanexallemM KOHTpose Bcex usMeHeHui B 06opyaoBaHun, npo-
rpammHom obecrnedeHnn unu npouedypax, AomkHa 6biTe opMarnbHO onpegeneHa 0TBETCTBEHHOCTb U pas-
paboTaHel COOTBETCTBYHOWME Mpoueaypel ynpasneHua. MNpu BHeCeHWM U3MEHeHWA, BCcs Heobxogumasi
NHbopMaLIMsa AOMKHA COXPaHATLCS B KOHTPOMBLHOM XypHane.

PekomeHaaLmsa no peanusauuu, xapakrepHas Ans TeNeKOMMyHUKauun

TenekoMMyHWKaLMOHHbIE OpraHM3auMn AOSPKHBI paccMOTpeTb npoueaypbl U 3anucu AnA yCTaHOBKM,
nepemMeLleHns U NMMKB1AaLmMm cpeacTs.

DononHutenbHaa uHdopmauusa

HeapgekBaTHbIN KOHTPOMb NU3MEHEHWUA cpeicTB U cucteM 06paboTku nHpopmaunm — pacnpocTpaHeH-
Hasa NpuynHa cucTemMHblx c6oeB U MHUMAEHTOB Be3onacHocTu. 3MeHeHUst akcnnyaTauMoHHOW cpeabl, 0Co-
6eHHO Npu nepexode OT cTaauv paspaboTkM K cTaguu aKcnnyaTauuu, MOryT OKasbiBaTb BNUsIHUE Ha
HaAeXHOCTb NpuKnagHbIX nporpamm (cm. Tarke nyHKT 12.5.1 UCO/M3K 27002).

M3ameHeHus akcnnyaTupyembix CUCTeM criegyeT NpoBoAUTL TOMNbKO B TOM clyyae, ecnun Ha 3To uMeeTcsl
obocHOBaHHas MpuyvHa, 3aTparuBawllasi busHec, HanpMMep, Bo3pacTaHUe pUcKa B OTHOLLUEHUA CUCTEMBI.
O6HOBNEHNE CUCTEM HOBEWLUMMMU BEPCUSIMUA 3KCMITyaTMPYEMON CUCTEMbI UINU NPUKNAAHbLIX NPOrpaMM He
BCerfga oTBevaeT nHTepecaMm BusHeca, MOCKONbKY OHO MOXET NPUBHECTU Bonbluee YNCIIO YSA3BUMOCTEN U
60nbLY0 HecTabunbHOCTb, YeM AelcTByiowas Bepcus. MoryT Tawkke notpeboBaTbcst AONOMHUTENBHOE
oby4deHune, pacxobl Ha NULEH3UpoBaHUe, NOAAEPXKKA, CONPOBOXAEHNE N afMUHUCTPATUBHLIN HAA30p, a Tak-
e annapaTtHble cpefcTBa, 0COBeHHO B TeueHue nepuoaa Murpauuu.

10.1.3 PaszgeneHue o6a3aHHOCTEN

MpumersaTsb nyHkT 10.1.3 MICO/M3K 27002.

10.1.4 PazpgeneHue cpeacTB pa3paboTku, TeCTUPOBaHUSA U 3KCcNnyaTayumu

Mepa u cpecTBO KOHTPONA U ynpaBneHUs

[ns CHXEHNsST PUCKOB HEaBTOPMU30BAHHOTO AOCTYMNA UM U3MEHEHUIA SKCyaTUpyeMoil CUCTEMBI crie-
ayeT obecneunBath pasgeneHne cpedcTB paspaboTki, TeCTUPOBaHUS U dKCNyaTaLuu.

PekomeHaauusa no peanusayum

YpoBeHb pasgeneHns Mexay cpejamu aKkcrnyatauun, TecCTUpoBaHUA U pa3paboTku, HeobxoauMbln
Ans npegoTBpalleHns npobnem akcnnyaTauum, AOIDKeH BbiTb onpegeneH U Npy 3TOM AOMKHBI ObITb peanu-
30BaHbl COOTBETCTBYOLLME MEPbI 1 CPEACTBA KOHTPOSSA U YNpaBrneHus.

Heobxogumo paccmoTpeTb criefyrolmne acneKkTbl:

a) npasuna nepesoga nporpaMMHoro obecneyeHuns U3 ctatyca paspabaTbiBaeMoro B CTaTyc NpUHATO-
ro K aKcnyaTaummn JomkHbl B6bITb onpeaeneHbl U AoOKYMeHTanbHo ohopMAeHbI;
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b) paspaboTka u akcnnyaTauMsa nporpaMmmMHoro obecneyeHnst 4OMKHa OCYLLECTBATLCA Ha PasfnyHbIX
cMcTeMax UMK KoMMboTepax B pasfUYHbIX AOMEHax Ui AUPEKTOPUSIX;

C) KOMMUNATOPBI, peAakTopbl U Apyrie MHCTpYMeHTanbHble cpeacTsa paspaboTku U CUCTEMHBIE YTU-
NWTBI He AOJKHBI BbITh OCTYNHBI B cpeae akcnnyartauum 6e3 kpanHein Heo6xoaumMocTu;

d) cpepa cucTeMbl TECTUPOBAHUS OOIMKHA 3MynMpoBaTb cpedy 3KcrnyaTauMu HacTOMbKO TOYHO,
HaCKOMbKO 3TO BO3MOXHO;

e) 4Tobbl YMEHbLNTbL PUCK OWKNBOK, MoNb3oBaTenn AOMKHbI NMPUMEHSITb PasnuyHble napameTpbl
nonb3oBaTens Ansi 3KCMyaTUpyeMbIX N TECTOBBIX CUCTEM, a B 3KpPaHHbIX MEHIO AOMKHbI NMOKa3blBATLCHA COOT-
BETCTBYHOLWME NAEHTUDUKALMOHHBIE COOBLUEHNS;

f) yyBCTBUTENbHBIE AaHHbIE HE AOMKHBI KONMPOBATLCA B Cpedy cUCTeMbl TECTUPOBAHNSA (CM. 12.4.2).

PekomMeHpauma no peanusayuu, XxapakrepHas Ans TeNeKoMMyHUKauum

B TenekoMMyHWKaLMOHHbLIX OpraHM3auusx cogepxaHue gaHHbIX, UCNOMb3yeMblX B cpede TecTUpoBa-
HUs1 1 pa3paboTKK, AOIMKHO BbITh AOCTATOUYHBIM A1 TECTUPOBAHUS CUCTEMBI U YCITYTU B KOHTEKCTE pearnbHbIX
TenekoMMyHuKauuia. Ecrin TecToBble AaHHbIe BKINHOYAOT YyBCTBUTENbHYO MHpopmauuio (Hanpumep, nepco-
HanbHyto NHdOPMaLLMIO 1 3anUcK O TenedoHHBIX CoedUHEHUSX), TO AOMKHbI Peann3oBbIBATLCS COOTBETCTBY-
joWwre Mepbl M cpeacTBa KOHTPOMSA W ynpaeneHusi, 4Tobbl us3bexaTb HenpeAHaMepeHHON YTeuku
NHbopMaLMK, BbI3BAHHOM OLWIMBKaMK B NporpaMMe 1im aKcniyaTalMoHHBIMU OLIMBKamMu.

Kpome Toro, AOMKHO OCYLLECTBAATLCA COOTBETCTRYIOLLEE YpaBneHne TeCTOBbIMUA AaHHBIMW C yHeTOM
XN3HEHHOTO LUKMa AaHHbIX, kKak HanpuMep cbop akcnyaTalMoHHBIX AaHHbIX, BKITIOYAOLWWX YYBCTBUTENbHYIO
nHpopmaumio, hopMUpoBaHNe TeCTOBbIX AaHHbIX U3 3KCMAyaTauMOHHbIX A2HHBIX U YHUMTOXEHNE TeCTOBbIX
AaHHbIX Mocne TECTUPOBaHUS.

OcyLuecTBNAWOLWMIA paspaboTKy NepcoHan MOXET MoMb30BaTbesl 3KCNyaTauMOHHBIM MaponsiM TONbLKO
Toraa, koraa MMelTCA Mepbl 1 cpeacTBa (KOHTPOsS 1 ynpaBneHnus) Bbiycka naposiei, Nnogaepxvsaowme
akcnnyaTtauuto cuctem. Mepbl 1 cpeacTBa KOHTPONS 1 ynpaBrieHUst 4OIPKHBI 06ecnevnBaTh USMeHeHUe Takux
naporein nocre Ncrnofb3oBaHus.

JononHutenbHaa uHdgopMmauma

[esaAtenbHOCTb, CBA3aHHas ¢ paspaboTkon 1 TeCTUPOBaHUEM, MOXET ObITb NPUYUHON CEepbe3HbIX NPo-
6nem, Hanpumep HexenaTelbHbIX N3MEeHEHWIA (PanoB UM CUCTEMHON cpedbl, a Takke CUCTeMHbIX cOoeB.
B aTom cniyvae Heo6xoaMMO NoAAEePKUBATL M3BECTHYIO U CTabunbHyto cpely AnsA BbINOMHEHUSI KOMIMIIEKCHO-
ro TeCTMPOBaHWA 1 NpedoTBpaLlaTh HECaHKLMOHUPOBAaHHLIN 4OCTYN paspaboTUnKOB.

Tam, rge coTpyaHuky, oTBevaoLme 3a pa3paboTky U TecTUpoBaHUe, UMEIOT AOCTYN K AeCTBYyoLWen
cuUcTeMe U ee faHHbIM, OHW MOTYT UMETb BOSMOXXHOCTb YCTaHaBNMBaTb HEABTOPU3OBAHHYIO U HENPOTECTUPO-
BaHHY Nporpammy unm uameHsite pabodne gaHHble. MpUMEHNTENBHO K pAAY CUCTEM Takasi BO3MOXHOCTb
morna 66l 6bITb MCNOMb30BaHa ANsl MOLLIEHHUYECTBA UK YCTAHOBKWM HENPOTECTUPOBAHHOW MW BPEAOHOCHOM
nporpamMmbl, YTo MOXeT ABNATLCS NMPUYMHON cepbe3HbiX NPpobiem, CBA3aHHbLIX ¢ aKcnyaTauuein.

PaspaboTunkn 1 cneumanncTbl, NPOBOAsALME TECTUPOBaHWE, MOTYT Takke BbiTb NPUYNHON Yrpo3 KOH-
dmaeHUMansHoOCTU aKkenyaTaLumnoHHon nHgopmauumn. Kpome Toro, ecnu paspaboTia n TeCcTupoBaHue Npouns-
BOOATCA B OAHOM KOMMbLIOTEPHON cpefde, 3TO MOXEeT CTaTb NPUYUHOW HenpefHamMepeHHbIX U3MEHeHUNn
nporpammHoro obecnedeHns unu nHdopmMauun. Pasgenexue cpeacts paspaboTku, TECTUPOBaHUA U 3KCMAY-
aTauuu siBNsieTcA, criegoBaTtenbHO, LieriecoobpasHbiM ANA YMEHbLUEHUA pucka CIly4anHoOro U3MeHeHusa unu
HeaBTOPWU3OBaHHOrC AoCTyna K nporpammHoMy obecnedveHuio U AaHHbIM BU3Heca cpegbl aKcnnyaTauun
(cMm. Takke 12.4.2 Ha npegMeT 3aLLUTbl TECTOBLIX AaHHbIX)

10.2 MeHea)XMeHT oka3aHUA yCNyr TpeTbeil CTOPOHOMN
MpumensaTb nogpasaen 10.2 NICO/MOK 27002.

10.3 MNnaHupoBaHue U Nnpuemka cucTemMm

MpumenaTs nogpasgen 10.3 MCO/MOK 27002.

10.4 3awmTa oT BpeAOHOCHOW U MOGUNLHOM NporpamMmbl

Llenb: 3awwuTta LenocTHOCTH NporpaMmMHoro obecneveHns n MHdbopmMaumu.

Heobxoaumo npuHUMaTh Mepbl NPegoCcTOPOXKHOCTY AN NpedoTBpaLieHns 1 obHapyXeHUsi BpeaoHoC-
HOW NporpamMmbl U HEaBTOPUIOBAHHOW MOBUNBHON NpOrpamMMbl.

MporpammHoe obecneveHune n cpedcTea 06paboTkM MHDOPMALUM YA3BNMBI K BHEAPEHWIO BPEeAOHOC-
HOW NporpamMmbl, TaKoN Kak KOMMbIOTEPHBIE BMPYChI, CETEBLIE «4EPBU», KTPOSIHCKME KOHWU» U norndeckue
60MBbl. Monb3oBaTenn AoMKHEI ObITb 0CBeAOMIIEHbl 06 ONacHOCTU, CBA3aHHON C BPeAOHOCHOW Nporpam-
MOW. PykoBoguTenu OormkHbl, Npn HeobxoaumocTti, obecnevnTs BHeApeHWe Mep U CPeacTB KOHTPOns 1
ynpaBsreHus ¢ Lenbio NpeaoTepaLleHns, oGHapyKeHUs U yaaneHns BpeoHOCHOR MPOorpamMmmebl U KOHTPOK-
pOBaHNS MOOWMLHOM NPOTrPaMMBbl.
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10.4.1 Mepbl U cpeicTBa KOHTPONA U yNpaBneHUs NpoTUB BpeAOHOCHOU NporpamMmmbl

MpumensaTs nyHkT 10.4.1 NCO/M3K 27002.

10.4.2 Mepbl 1 cpeficTBa KOHTPONA U yNpaBneHUs NnpotuB MOGUNbLHON NporpaMMbl

Mepa 1 cpeCcTBO KOHTPOISA U yNpaBfieHUsa

Tam, rae paspelueHo UCMOoNb3oBaHNe MOGUNBHOM NporpaMMbl, KoHUrypaums gomkHa obecneumsaTth
YBEPEHHOCTb B TOM, YTO paspelleHHas MobunbHaa nporpaMma (hyHKUMOHUPYET B COOTBETCTBUU C ACHO
chopMynUpoBaHHON MONUTUKON Be30nNacHOCTU, a UCNOMHEHUE HepaspeLueHHON MOBUNBHON NporpamMmmebl
6yaeT 3anpelLleHo.

PekoMmeHaaLuA no peanusauum

Ana npegoTepalleHns BeINOMHEeHUs MOGUNBLHOW NPOrpaMMoi HepaspeLleHHbIX AeUCTBUIA cneayeT npu-
HMMaTb cneayowme Mepbl:

a) obecneunBatb BbINOMHEHNE MOBUIBHOM NPOrpaMMbl B NOTUYECKU U30NMPOBaHHOM cpeae;

b) 6nokuposatb Ntob6oe HecaHKLMOHUPOBAHHOE NONb30BaHWE MOBUNLHON NPOrpaMMbl;

c) 6nokvpoBaTb NpyemM MOBUIbLHOW NPOrpamMmbl;

d) aKkTuBM3MpoBaTb TEXHUYECKMe Mepbl, 4OCTYMHbIE B OTHOLIEHWU onpeAeneHHON cUCTeMbl, YTOObI
obecneynTb yBEPEHHOCTb B YNpaBnsieMocTi MOBUNbHOW NPorpammel;

€) KOHTponunpoBaTb pecypcbl 4OCTYMNHbIE MOBGUBHON NPOrpaMmMme;

f) npumeHsaTb KpunTorpadpuyeckne Mepbl U CpeacTBa KOHTPOMS U ynpaBneHus Anst 0AHO3HA4HOW
ayTeHTUdMKaLMn MOBNILHON NPOrpaMMel.

JononHutenbHaa undopmMmauus

Mo6unbHas nporpamma npeactaBnsaeT coboi NPorpamMmmMHbIA KoA, KOTOPLIN NepexoauT ¢ OAHOTO KOM-
NbtoTepa Ha ApYrow, a 3aTeM UCNOHAETCA aBToMaTUIEeCKN, U BBINONHAET onpeaeneHHyo hyHKuuo 6e3 Kako-
ro-nu6o B3anmMoaencTBNA ¢ Nonb3oBaTenem UM Npu MUHUManbHOM ¢ HUM. Mo6unbHasa nporpaMma cBssaHa
C PSIAOM yCnyr BCroMoraTebHoro nporpaMmmMHoro obecneveHus.

B aononHeHune k obecnedeHntio yBepeHHOCTU B TOM, YTO MOBUNbHas nporpaMmma He cogepxuT B cebe
BPEAOHOCHOrO KoAa, BaXXHO KOHTPONMPOBaTh MOBUNLHYIO NPOrpamMMy € Lenbio NpeaoTepalleHUa HeaBTopu-
30BaHHOrC UCMOMb30BAHUS UMM Pas3pyEeHNss CUCTEMHBIX, CETEBBIX WU NMPUKIIAAHBLIX PECYPCOB U APYruX
HapyLueHWi MHdopMaLumnoHHo Ge3onacHoCTy.

HdononHutenbHaa UHdopMaLua ANA TeNeKOMMYHUKaLUA

HekoTopble npumepbl MOBWUILHOM MPOrpamMMbl BKMOYAKOT BCTPOEHHBbIE CKpUNTHI, ActiveX® u Java™.
Mockonbky MOBUMbHbIE NPOrpaMMbl CBSI3aHbl C PSAOM YCIYT MPOMEXYTOYHOrO TEXHONOMMYECKOro nporpam-
MHOro obecneyeHuns, B AONOMHEHME K 0BLLMM MepaM U cpecTBaM KOHTPOSS U ynpaBreHusl, HanpaBieHHbIM
NPOTMB BPeOOHOCHBLIX NPOorpaMm, AOMKHbI BbITb paccMOTpPeHbl Mepbl U CPeAcTBa KOHTPOSS U ynpaBneHus!
MPUMEHUTENEHO K MPOMEXYTOYHOMY TEXHOMOrMYECKOMY NporpaMMHOMY obecnedeHuio.

10.5 PesepBupoBaHue
MpumensaTs nogpasaen 10.5 NCO/MOAK 27002.

10.6 MeHeQXMeHT 6e30NacHOCTU ceTU

Uenb: Obecneuntb yBepeHHOCTb B 3awurte MHGOpMaLun B CETaX U 3awute noagepxusarollen
WUHPACTPYKTYPbI.

MeHemkMeHT 6e30MacHOCTU ceTeil, KOTopble MOTyT NMPOXoAUTL 3a Npeaenamu opraHusauuu, Tpebyet
NPUCTarnbHOro BHUMaHWS K NOTOKaM AaHHbIX, MPaBOBbLIM NOCNEACTBUSAM, MOHUTOPUHTY U 3alluTe.

JononHutensHble Mepbl U CPeACTBa KOHTPOIA U YNpaBnieHUsa MOryT Takke NoTpeboBaTbCca ANS 3aLuThl
YyBCTBUTENbBHON MHpOPpMaLMK, NnepegaBaeMoit No obLeA0CTYNHBIM CeTAM.

10.6.1 Mepbl U cpeAcTBa KOHTPOINA U yNpaBreHUs1 CeTAMU

MpumensaTb nyHkT 10.6.1 MCO/M3K 27002.

JononHutenbHasi pekoMeHaaUumsi Mo peanusauum npueseieHa B npunoxeHun B (cnpasoyHom).

10.6.2 Be3onacHOCTb ceTeBbIX yCNyr

Mepa 1 cpeiCTBO KOHTPONS U yNpaBreHus

CpepnctBa obecneyeHus 6e3onacHOCTU, YpOBHM ycnyr U TpeboBaHWA B OTHOLWEHUN MeHeXKMeHTa BCex
ceTeBbIX YCnyr A0MKHbI 6bITh onpeAeneHsbl U BKodeHbl B o601 AoroBop No ceTeBbIM YCyram BHe 3aBUCK-
MOCTU OT TOro, 6yayT N oHM obecneunBaTbLCA CUNIaM1 opraHu3aLmn UM B paMmkax JOroBOpOB ayTCOPCUHIa.

PekomeHaaLuA no peanusauum

CnocobHocTb npoBaiifepa ceTeBbiX ycnyr 6e30nacHo OCyLIeCTBsATb MEHEIKMEHT YCTaHOBMEHHbIX
ycnyr cnegyet onpedensitb U noaBepraTb perynsipHoMy MOHUTOPUHIY, a Npaso NpoBeAeHUs ayauTa A0IKHO
ObITb COrnacoBaHo.
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[omkHbl 6bITb onpeaeneHsl Mepbl 6e3onacHocTh, HeobxoAuMble AN KOHKPeTHBIX YCyr, Hanpumep,
cpeacTaa obecneveHns 6e3onacHOCTU, YPOBHN yCryr U TpeboBaHNA B OTHOLLEHUN MeHegkMeHTa. OpraHusa-
uns gormkHa obecneynsBaTb YBEPEHHOCTb B TOM, YTO NPpoBangepbl CEeTEBbIX YCIYr peannsyroT 3T Mepsbl.

OononHutenbHaa UHdopMmaLusa

CeTeBble ycnyru BkntovaloT B cebs obecneyeHne coegMHEHNIA, YCryr YacTHbIX ceTell 1 ceTel ¢ 4ono-
HUTENbHLIMUA BYHKLUMAMK, a Takke pelleHuin, kacarowwmxcs ynpasneHuss 6e30nacHocTbio ceTu, Hanpumep
MeXceTeBble 3KpaHbl 1 CUCTeMbl OBHaPYXeHUs BTOPXKeHWS. Takue ycryru MoryT BapbUpoBaTbCs OT MPOCThIX
peLUeHWNiA, KacaloLMXCsl HeynpasseMon NPoMyCckHOW CNocobHOCTU, A0 CNOXHBIX pelleHnii ¢ obecneveHnemM
OONOMHUTENbHbIX YCyT.

CpeacTtBamun obecrneveHunst 6€30NacHOCTN CeTeBbIX YCIyr MOTyT BbITh:

a) cpefcTtsa, NpuMeHsieMble AN obecneveHns 6e30NacHOCTU CeTeBbIX YCNyr, HanpuMep ayTeHTudu-
Kauus, wndpoBaHue, 1 Mepbl 1 CpeacTBa KOHTPOSSA U yNpaBeHnsl CeTeBbIMU COeAUHEHUAMN;

b) TexHuueckne napameTpel, Tpebyemble Ana GesonacHoro NOAKNHOYEHUS CeTEBBIX YCNYr B COOTBET-
CTBUM € NpaBunaMmu 6e3onacHOCTU CeTEBLIX COeAUHEHNN;

C) npoLleaypbl NCMOMb30BAHUSA CETEBON YCNYry, MpUMeHsieMble NSl OrpaHnYeHns JocTyna K ceTeBbiM
ycnyram unu npuknagHbiM nporpaMmam, rae aTo Heobxoaumo.

[ononHutenbHaa UHdopMauua Ana TeneKoMMyHUKaL i

[na TenekoMMyHUKaLMOHHBLIX OpraHusauuin obecnedeHne 6e30MacHOCTU ycnyr, NpefocTaBseMblX
nonb3oBaTesisAM ceTu, BKNoYaeT creayollee:

a) obecneyveHune 6esonacHocTn OAM&P, a Takke KOHPUTYpUPOBaHUS CETEBbIX YCAYT;

b) obecnedveHue GesonacHOCTM yripaBnawoLLIEeN N CUTHaNbHON NHGOPMaLIMK, UCNIONB3YEMOA CeTEBLIMA
yenyramu (Hanpumep, SIP ans yenyr VolP);

C) 3aluMTa JaHHbIX 1 rofioca KOHeYHOro nonb3oBaTens Npy UCnonbL30BaHUM UM ceTeBOoR ycnyri (Hanpu-
mep, Tpaduka VolIP).

10.7 O6palleHne c HocutenaMu uHdopmayumn
MpumeHaTs nogpasagen 10.7 MCO/M3IK 27002.
10.8 O6MeH nHdopmauuen

MpumenaTs noapasgen 10.8 UCO/MOIK 27002.
10.9 Ycnyru anekTpoHHON Toprosnu
MpumeHsaTs nogpasaen 10.9 MCO/MOK 27002.
10.10 MoHuTOpUHr

Llens: OBHapyXeHue HeaBTOPU30BaHHbLIX AeNCTBUI, CBA3AHHBIX ¢ 06paboTkon nHopmMaumu.

CucteMbl OOMKHBI KOHTPONMPOBAaThLCA M CcobbITUA MHPOPMALMOHHOW 6e30nMacHOCTU AOMKHbI ObITh
3apernctpupoBaHbl. [ins obecneyeHuss yBepeHHOCTU B TOM, 4TO Npobnembl UHPOPMaLMOHHON CUCTEeMbI
BLISBASIOTCS, cneiyeT BECTU XXypHarbl 3KcnyaTauum U perucTpupoBaTb HEUCNPABHOCTU.

OpraHu3zauust 4OIDKHA BLINOMHATL BCe ASACTBYIOWMNE NpaBoBLle TpeboBaHUs, NPUMEHUMBIE K ee Aes-
TeNbHOCTU, CBA3AHHOW C MOHUTOPUHIOM U perucTpauuen.

MoOHUTOPUHI cucTeM criedyeT NPOBOAUTL C Lienbio NpoBepkn ahheKTUBHOCTU NPUMEHAEMBIX Mep U
CPeACTB KOHTPONSI U yNpaBneHus, a Takcke NOATBEPXKAEHUA cneAoBaHUs Modeny NonuTukv gocTtyna.

10.10.1 KoHTponbHaa perucrpaums
Mepa 1 cpeiCTBO KOHTPOIISl U yNpaBreHus
HeobxoaMmo BeCTu 1 XpaHUTb B TeHYEeHUe COrnacoBaHHOro nepuoaa BpeMeHN KOHTPOSbHbIE XKypHarbl,
perncTpupytolme AeicTBUSA NONb3oBaTeNei, HelwTaTHble CUTYaLun U cobbiTua MHbopMaunoHHol Gesonac-
HOCTW, YTOOLI MOMOYL B ByayLMX paccneaoBaHusixX U MPoBEAESHNN KOHTPOIIS yNpaBieHna AoCTYNoMm.
PekoMeHAaLuA no peanusauumn
KoHTponbHbIe XXypHarbl AOMMKHbI BKIOYaTb, NpU HeobxoanmocTu:
a) uaeHTudukaTopbl Nonb3oBaTeneun;
b) patbl, Bpems 1 getanu Ko4eBbIX COBLITUA, HANPUMEP Havano ceaHca U 3aBeplIeHne ceaHca;
C) WOEHTUYHOCTb U MECTOMONOXEHNEe TepMUHana, ecnn 310 BO3MOXHO;
d) peructpaumio ycrnewHblX U OTKIIOHEHHBIX MONbITOK 40CTYNa K CUCTEME;
€) perncrpauuio ycnewHblX U OTKITOHEHHbIX MOoMbITOK A0CTYNA K AaHHBIM UKW APYrMM pecypcam;
f) U3MeHeHus KoHdUrypaumm cucTeMbI;
g) vncnonb3oBaHWe NpUBUNETUN;
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h) ncnonb3oBaHWe CUCTEMHBIX YTUNUT U NPUKIaAHBLIX NPOrpamm;

i) dannel, kK KOTopbIM GbiN OCYLLECTBAEH AOCTYN 1 BUA AOCTYNa;

j) ceTeBble agpeca 1 NPOTOKOMbI;

k) curHanel TpeBoru, nogaBaemele CUCTEMON yrpaBrneHns AOCTYNOM;

I) akTMBaULMs U AeaKTUBaLMS CUCTEM 3aLLUTLI, HANPUMEpP aHTUBUPYCHBLIX CUCTEM U cucTeM oBHapyxe-
HUS1 BTOPXKEHWS.

PekoMeHaauusa No peanu3auuu, XxapakrepHas Ansi TeneKoMMyHUKaLui

TenekoMMYHUKaLMOHHbIE OpraHM3auMnM OOMKHbI YCTAHOBUTb COOTBETCTBYHOLLEE BpPEMsl XpaHeHus
TENEeKOMMYHUKaLMOHHBIX AaHHBIX (HanpuMmep yyeTa UCnornb3yemblX PECYpCcoB, MnaTexel, pearupoBaHus Ha
*anobbl, 3aWnTbl OT 3M10yNoTPebNeHNs 1 3aKOHHOTO AOCTYMNa COOTBETCTBYIOLUMX UHCTaHLWUA) 1 He3amMeau-
TeNbHO YAanuTb AaHHbIE MO UCTEYEHUM BPEMEHMN XpaHEHUS U NO AOCTUKEHUM Lieneid. TO AOIMKHO ocylle-
CTBMATLCST B COOTBETCTBAUM C MoObIMKM  NMpUMEHUMBIMKN  TpeboBaHusMKU  BusHeca, MpaBoOBbIMU 1©
HOPMAaTUBHBLIMU TPeBGoBaHUSIMU.

HJononHutenbHaa UHopMaLms

KoHTponbHble xypHanbl MOTYT coaepKaTb AaHHbIE O BTOPXKEHUSX U KOHUAEHLMANbHbIE MMYHbIE AaH-
Hble. Heo6xoaMmo npuMHMMaTb COOTBETCTBYHOLME Mephbl AN 3aliMTbl MPUBATHOCTU (CM. Takke MyHKT 15.1.4
NCO/M3K 27002). Mo BO3IMOXHOCTN, CUCTEMHBIM aAMUHUCTPATopam creayeT 3anpeLarts cTMpaTh Unv ageak-
TUBUPOBATL XypHarnbl pernctpaummn nx cobcTBeHHbIX aenctani (cm. 10.1.3).

HOononHuTtenbHaa uHdopMauua ANA TeNneKoMMyHUKaL Ui

JomkHbl BbITb NPUHSTEI COOTBETCTBYOLWME Mepbl ANns obecneyeHns HepasriaweHust nHgpopmauum o
coeuHeHusx (cM. A.15.1.7).

10.10.2 Ucnonb3oBaHUe CUCTEMbI MOHUTOPUHTIA

MpumeHsTe nyHKT 10.10.2 MCO/M3K 27002.

10.10.3 3awwuta nHcbopMaLum XXypHanoB peructpauum

MpumeHsTh nyHKT 10.10.3 MCO/M3K 27002.

10.10.4 XypHanbl peructpauum agMUHUCTpaTopa u onepartopa

MpumeHsieTcst nyHKT 10.10.4 MICO/M3K 27002.

10.10.5 PerucTtpauus HeucnpaBHocTeN

MpumensaTe nyHkT 10.10.5 NCO/MOBK 27002.

10.10.6 CuHXpOHU3aLMA YacoB

MpumeHsTb nyHkT 10.10.6 MCO/MOBK 27002.

11 YnpaBneHue foCTynom

11.1 Tpe6oBaHus 6u3Heca no ynpasneHUo ROCTYNOM

Uenb: YnpaBnaTb A4OCTYNOM K UHbopMauun.

Doctyn k uHdopmMauum, cpeactsam 06pabotkn nHdopmauum 1 npoueccam 6usHeca AonkeH 6biTb
ynpaensembiM ¢ yyeTom TpeboBaHuil GusHeca u 6esonacHoCTy.

MpaBuna ynpaBrneHusi 4OCTYNOM AOMKHblI Y4UTbIBATL NOMAUTUKY B OTHOLIEHWU pacnpocTpaHeHus U
aBTopusaLun nHopmaLnu.

11.1.1 MNMonutuka ynpaBneHus AOCTYNOM

Mepa u cpeACTBO KOHTPOJISI U yNpaBneHus

MonuTuka ynpasneHust 40CTYNOM A0PKHa co3AaBaThbCs, 4OKYMeHTanbHo opopMATLCS U nepecMaTpu-
BaTbCA ¢ yueToM TpeboBaHuii bBusHeca n 6esonacHoCT AnNA gocTyna.

PekoMeHgaLumaA No peanusauuu

Mpasuna ynpaeneHnst OCTYNOM U NpaBa KaXaoro nonb3oBaTtenst Unu rpynmbl nosib3osaTeneil AOMmKHBbI
6bITb 4eTKo chopMyNUPOBaHbI B NOMUTUKE yNpasneHua 4octynoM. CyllecTByeT Kak niormdeckoe, Tak 1 pusn-
yeckoe ynpasrieHne AoCTyNoM (CM. Taioke pasgen 9), u ux cnegyeT paccMmaTpuBaTb COBMeCTHO. [Monb3osare-
NAM 1 NOcTaBLMKaM YCnyr AoSbkHbI 6bITh NpeAcTaBneHbl YeTko cchopMynupoBaHHble TpebosaHWA busHeca,
npeabABnseMble K ynpaBneHuto oCTYNoM.

Heobxoaumo, 4Tobbl B NonuTUKe GbINO y4TeHO cneayiollee:

a) TpeboBaHus B OTHOLLIEHU 6e30MacHOCTN KOHKPEeTHBIX MPUKNagHbIX Nporpamm 6usHeca;

b) onpeaeneHue Bceit nHbopmauun, CBA3aHHOW € NPUKNaaHLIMWU NporpaMMamMmn 6usHeca, U pUCKOB,
Kacatowmxca uHcopmaumu;
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C) npaBuna B OTHOLUEHUN pacnpocTpaHeHus MHdbopMaLmMm 1 aBTopusaLum 4ocTyna, Hanpumep, Heob-
XOANMO 3HaTb NPUHLMMBLI U YPOBHM Be3onacHoCTH 1 knaccudurkalunum nHdopmaunm (cm. 7.2);

d) cornacoBaHHOCTb MexXxay yrnpasreHuem AOCTYNOM U MONMTUKOR KnaccudukaLuum nHdopmaumm pas-
NNYHBIX CUCTEM 1 ceTen;

e) COOTBETCTRylOLUME TPebGoBaHUA 3akoHoaaTeNbCcTBa 1 Ntobble AOTOBOPHLIE 06s3aTeNLCTRA B OTHO-
LUEeHMW 3awmMTel 4OCTyNa K AaHHbIM UNu yenyram (cMm. nogpasgen 15.1 UCO/M3K 27002);

f) cTaHgapTHble Nnpodunu gocTyna nonesosartenen AN AOMKHOCTHBIX pofiel B opraHusaumu;

g) MeHeXMEHT MnpaBs AocTyna B pacnpeiernieHHon cpeae U ceTsax ¢ y4eTOM BCEX TUMOB AOCTYMHBIX
coeauHeHNI;

h) pasgeneHue ponei B OTHOLWEHWN yipaBneHus 4OCTYNOM, Harpumep, 3anpoc AocTyna, asTopusauus
JocTtyna, agMUHUCTpUpOBaHne 4oCTyna;

i) TpeboBaHNA B OTHOWEHUM popManbHOrO paspelleHuss 3anpocoB goctyna (cM. nyHkT 11.2.1
MCO/M3K 27002);

j) TpeboBaHUA B OTHOLLEHWUU MEePUOANYEcKoro nepecmoTpa ynpasneHua AocTynom (cMm. nyHkT 11.2.4
NCO/M3K 27002);

k) aHHynupoBaHue npas gocTyna (cM. nyHKT 8.3.3 MCO/M3K 27002).

PekoMeHaauusa no peanusawuu, XxapakrepHas Ansa TeneKoMMyHUKauumn

TenekoMMYHUKALMOHHbIE OpraHnsaLnm 4OKHbI ONpeaennTb COOTBETCTBYIOLWME Npasuna ynpasneHus
AoCTynoMm kK 060pyaoBaHuio, pacrnonoXXeHHOMY B MoMeLleHusX nonb3osarteneit. Joctyn AomkeH 6biTb OCHO-
BaH Ha BrnageHun nHcdopmaumen, a He Ha BnageHnn dounsmyeckummn aktusamun. Hanpumep, Toneko nonb3osa-
TeNb TeNneKoMMYHWKaLUoHHOro obopyaoBaHust AomKeH UMEeTb AOCTYN K agpecHOW KHWre, xpaHsuwleics B
MobunbHOM TenedoHe, HO He UMEeTb AocTyna K fobol MHpopMauun, OTHOCALLENCS K CTPYKTYpe CUCTEMBI,
Takomn Kak naeHtudpmkatop TepMmHana.

OononHutenbHaa UHdopMaLuna

Mpw onpegenexHnn npasun ynpasneHns 4OCTYNOM, HeobXxo4UMO NpUHUMaTL BO BHUMaHWe cnegytoulee:

a) pasnuuue mexgy npasunamu, obasatenbHbIMU NS UCTIONHEHUS, U PEeKOMeHAaUUsaAMU, KOoTopble
ABNAOTCA HeobA3aTeNbHBIMA UM 06YCNOBAESHHBIMN YeM-NBO;

b) ycTaHoBneHue npasun, 0CHOBaHHbBIX HA NpeAnocklfike «Bce B obLem cnyyae sanpeLeHo, Noka ABHO
He paspelleHoy», a He Ha Bonee cnabom npuHLMMe «Bce B 06LeM cnyyvae paspelleHo, noka ABHO He 3anpe-
LLIeHO»;

C) u3aMeHeHWsi B HPOPMAaLIMOHHBIX MeTKax (CM. 7.2), UHNLUMPOBAHHBIX Kak aBTOMaTU4eCkun cpeacTea-
My 06paboTKM MHbOpMaLIMK, TaK 1 MO YCMOTPEHUIO MOSb30BaTENS;

d) n3MeHeHus B Npasax Nnonb3oBaTens kak ycTaHasnuBaemble asToMmaTu4eckm nHpopMaLMoHHoON cuc-
TEMOM, Tak 1 onpeaeneHHble agMUHUCTPaTOPOM;

e) npasuna, koTopble TPebyT ocoboro paspelleHus nepeq NPUMeHeHUeM, a Takke Te, KOTopble He
TpebytoT paspeLueHus.

MpaBuna ynpaeneHns QOCTYNOM AOMKHbBI rnogaepxusatbecs dopmarnbHeIMA npoueaypaMn 1 4eTko
onpeaeneHHbIMN 06513aHHOCTAMM (CM. Hanpumep, MyHKTbl U nogpasgensl 6.1.3, 11.3, 104.1, 11.6
NCO/M3K 27002).

11.2 MeHeAXXMeHT AocTyna nonb3oBaTenemn
Mpumenats nogpasgen 11.2 NCO/M3K 27002.
11.3 O6s3aHHOCTU NONb30OBaTend
MpumensaTs nogpasaen 11.3 NICO/M3K 27002.
11.4 YnpaBneHue JOCTYNOM K ceTu
MpumensTs nogpasgen 11.4 NCO/M3K 27002.
11.5 YnpaBneHue JocTynomMm K 3KCnnyaTupyemomn cucrteme
MpumenaTb nogpazgen 11.5 NCO/M3K 27002.
11.6 YnpaBneHue gocTynom K MHcdopmMaLum U NpUKNagHbIM nporpaMmam
MpumeHumbl nogpasgen 11.6 MCO/M3K 27002.
11.7 Mo6unbHas BbIYMCNIUTENBHAA TeXHUKa U AUCTaHLUMOHHas paboTta
MpumeHaATs nogpasaen 11.7 NCO/M3K 27002.
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12 MMpurobpeTeHune, paspaboTka u akcnnyaTaumsa MHGPOPMaLUOHHbIX CUCTEM

12.1 Tpe6oBaHuAa 6e3onacHocTU MH(OPMALMOHHBIX CUCTEM
MpumeHATb nogpasaen 12.1 NCO/M3K 27002.

12.2 KoppekTHasa o6paboTka B NpuKNagHbIX NporpamMmmax

MpumeHnATb nogpasaen 12.2 NCO/MBK 27002.

12.3 KpunTtorpacdudeckue Mepbl U cpeacTBa KOHTPONA U yNpaBreHus
MpumeHsTb nogpasaen 12.3 NCO/MBK 27002.

12.4 Be3onacHOCTbL CUCTEMHbIX dannos

Llenb: O6ecneunTb yBepeHHOCTb B 6€30MacHOCT CUCTEMHbIX (hainoB.

JocTyn k cucTeMHbIM haiinam 1 UCXOAHbIM TEKCTam NporpaMm crieqyet KOHTPONMpoBaTb, a NPOeKThI
UT n geatensHOCTM MO UX Noaaepxkke HeobxoanMo ocyuiecTBNATbL 6esonacHbIM o6pasom. Heobxoanmo
NPOABMATL OCTOPOXHOCTL B cpefe TECTUPOBaHMS, YTOObI He noABepraTh PUCKY YyBCTBUTENLHYH UHDOpMa-
uuto.

12.4.1 YnpaBneHue akcnnyaTupyemMbiM NporpaMMHbIM o6ecneyeHuem

Mepa 1 cpefcTBO KOHTPONA U yNpaBneHUs

HeobxoanMmo npuMeHsITe NpoueAypbl KOHTPOIS YCTaHOBKW NporpaMmmMHoro obecneveHns B akcnayaTtu-
pyeMbIX cUCTEMaX.

PekomeHaauus no peanusauum

[nsi cBegeHUs K MUHUMYMY pUcKa NoBpeXaeHUst 3KCnilyaTupyeMblX cucTem, Heobxoanumo yvecTb crne-
aytole pekoMeHaauum B OTHOLLIEHUU KOHTPOMS USMEHEHUIA:

a) obHOoBMeHWe aKcnyaTMpyemoro nporpaMmMHoro obecneyeHns, NpuknagHeIX nporpamm n 6ubnuotek
nporpamm AOSKHbI BBIMOSHATL TOMbKO 0BYYeHHbIe aAMUHUCTPaTOPbI NPU HaNM4YMmn COOTBETCTBYIOLLErO pas-
peLleHus pykosoacTea (cM. 12.4.3);

b) akcnnyaTupyemble cucTEMBI AOMKHBI COAEPXKaTb TONLKO YTBEPXKAEHHBLIA UCNONHAEMBINA Nporpam-
MHbIA KOO, 1 He OOMKHBI codepXaTb koAbl pa3paboTku UM KOMNUNATOPbI;

C) NpuknagHele NporpamMmel U NporpaMMHoe obecneveHne cneayeT BHEAPATb B dKCNIyaTUPYEMyHO
CUCTEMy TOMbKO MOCIe BCECTOPOHHErO U YCMEWHOro TeCTUPOBaHUA, KOTOPOE AOMKHO BbINOSHATLCS Ha U30-
NMPOBaHHLIX cMCTEMaX W BKIoYaThb B ceba TecThbl Ha NPUroAHOCTL K akcnnyaTauun, 6e3onacHoCTb, BNUsIHAE
Ha apyrue cucteMbl U yaobceTBo Anst nofb3osartens (cM. Taicke 10.1.4); Heobxogumo obecneunBaTh yBepeH-
HOCTb B TOM, 4YTO BCE COOTBETCTBYIOLWMNE BUBNNOTEKN UCXOAHBIX TEKCTOB NporpaMm Hbinv 06HOBNEHBI;

d) Mepbl U cpeacTBa KOHTPOMS 1 yrpaBrieHUsa koHdurypaumen cuctemel He06Xo0aUMo UCMoNb3oBaThb
COrnacHoO CUCTEMHON AOKYMeHTaLum ANA COXPaHeHUsa ynpaBneH1a BCem peannayemblM nporpammHbiM obec-
neveHvem;

e) npexae YeM UsMeHeHuna GyayT peanuaoBaHbl, HeOBXOAUMO NPUMEHATL METO/ OTKaTa;

f) B KOHTPONBLHOM XypHane AomkHbl BbITb COXpaHeHbl Bce 0OHOBNEHUA akcnayaTupyemoi bubnuoTexu
nporpamm;

g) npedblgyline BEPCUM NPUKNaAHOTO NporpaMMHoro obecrneyeHnst cnegyeT coXpaHsiTb Ha crydai
HenpeaBMOEHHbIX 06CTOATENbCTR;

h) crapble Bepcumn nporpaMmHoro obecrneyeHnst credyeT apXMBUpoBaTb BMecTe co Bceil Tpebyemoit
nHdbopmaumen U napameTpamu, npoueaypamu, KOHUrypaLMoHHbIMU JeTansiMu 1 nogaepKnsatoLwmm npo-
rpaMMHbIM obecrnedeHeM 4o Tex Nop, Noka AaHHble XPaHATCH B apXuBe.

Heobxoaumo, 4Tobbl NnocTaBnsieMoe MOCTaBLUMKOM MporpamMmuoe obecnevyeHune, MUcnonblyemoe B
AeicTByloWen cucTemMe, rnogaepxuBanoce Ha yposHe, obecredynsaemMoM nocTtaswukoMm. Co BpemeHem
MoCTaBLLUMKM NporpaMmMHoro obecnedeHus npekpallaoT nogaepxusate 6onee ctapble BEPCUN NPOrPamMMHO-
ro obecneveHus. OpraHusauMa OOMKHa YYUTBIBATL PUCKW, KOrAa OHa nonaraeTcs Ha HenoddepkuBaemMoe
nporpaMmHoe obecrneyeHue.

Iioboe pelueHne 06 06HOBMEHMM NPOrpaMMHOro obecneyeHnst 40 HOBOW BEPCUM AOMKHO YYMThIBATb
TpebosaHWs 61u3Heca B OTHOLLIEHNW U3MeHeHUs 1 6e30MacHOCTM HOBOW BEPCUU, T. €., BBeeHWE HOBbIX (hyHK-
LMOHanbHbIX BO3MOXHOCTE 6e30MacHOCTU UMW KONNYECTBO U Cepbe3HOCTb Npobnem GesonacHoCcTH, CBsl-
3aHHbIX C 3TON Bepcuen. MicnpasneHus (natyu) nporpaMmHoro obecneveHus cnegyet NpUMeEHsITb, €CIN OHK
MoMoraroT yaansTb UKW CHKaTb yA3BUMMOCTU 6e3onacHoCTH (CM. Takke nyHKT 12.6.1 NCO/M3K 27002).
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dusnyeckuii UNK NorMdeckuii 4oCTyn cneayeT NpeAocTaBnATb NOCTaBLUMKAM TOSbKO ANS uenein noa-
AepXKku, No Mepe HeoBXOAUMOCTU U HAa OCHOBaHWUM pa3peLleHns pyKOBOACTBA. [leicTBUSA NOCTaBLUMKA OOMK-
Hbl NoABepPraTbCA MOHUTOPUHTY.

MporpaMmHoe o6ecneyeHne KOMMNbIOTEPOB MOXKET UCMONb30BaTh NOCTABMSEMbIE BHELUHUM (MHOCTPaH-
HbIM) NOCTaBLLMKOM MporpamMMHoe obecneyeHue U Moaynn, KOTopble AOMKHBI GbITb KOHTPONMUPYEMEI U YNpaB-
naeMbl Bo usbexaHue HecaHKLUMOHUPOBAHHBLIX U3MEHEHWA, KOTopble MOryT cnocobcTBoBaThL HapyLleHWo
6e3onacHoCTU.

PekoMeHAauUusA No peanus3aluu, XxapakrepHas A4NA TeNIeKOMMYHUKaLUi

TenekoMMYHUKaLMOHHbIE OpraHn3aLvn AODKHBI CBOAUTL K MUHUMYMY PUCK MOBPEXXAESHUS HaxoaaLWwmx-
Csl B 3KCMITyaTaLMmn CUCTEM, YUMThIBas criefytolime pekoMeHAaUum Mo KOHTPOMIO 32 USMEHEHUSIMU:

a) ecnu NpuknagHble NporpamMmel U onepauyMoHHoe nNporpaMmmHoe obecneyeHne OOIDKHbI BbITh yCTa-
HOBIEHbI HA YyBCTBUTENLHBIX CUCTEMAX, TakUX Kak KOMMYTaLIMOHHbIA KOMMIEKCHI, TO CrieAyeT NpoBecTU Tec-
TUPOBAHWUE € NOJSTHbIM OXBATOM MapLUpyTa;

b) ecnu npuknagHoe nporpammHoe obecneyeHne sBRsieTCA YyBCTBUTENbHBIM, TO criedyeT COXpaHATb,
no kpaiHeit Mepe, TPU NOKONEHUsI MPOrpamMMHOro obecneveHus.

OononHutenbHasa uHdopmauus

OkcnnyaTupyemyio cuctemy criegyet 06HOBMATb TOMLKO MPU HEOBXOAUMOCTU, Hanpumep, ecnu Teky-
Lasi Bepcua aKcnnyaTupyemoi cucteMbl 6onblue He yaosrneTBopsieT TpeboBaHusm 6usHeca. OGHOBNEHUA
He criegyeT NPOBOAWTL TOJbKO NMOTOMY, UTO AOCTYMHA HOBasi BepCus A4S IKCMyaTupyemon cuctembl. Hosble
BEPCUU CUCTEM, HAXOAALLMXCS B MPOMBILLNIEHHON aKcnnyaTauum, MoryT ObiTb MeHee Ge3onacHeiMU, MeHee
CTOMKMMW U MEHEee NOHATHBIMU, YEM TEeKyLLIEe CUCTEMBI.

12.4.2 3awuTa TeCTOBbIX AaHHbIX CUCTEMbI

MpumeHaTb nyHkT 12.4.2 UICO/M3IK 27002.

12.4.3 YnpaBneHue 4OCTYNOM K UICXOAHbIM TEKCTaM NporpamMm

MpumeHaTs NyHKT 12.4.3 MICO/M3K 27002.

12.5 Be3onacHoCTb B NpoLeccax pa3paboTku u noaaepxku
MpumenaTb nogpasgen 12.5 NCO/MOK 27002.

12.6 MeHeOXMEHT TeXHUYECKUX YSA3BMMOCTEN

MpumenaTs nogpasgen 12.6 NCO/MOK 27002.

13 MeHeaXMeHT MHLUMAEHTOB MH(OPMaLMOHHON 6e30NacHOCTH

13.1 OnoBelleHUe 0 COOLITUAX U YA3IBUMOCTAX UHcbopMaLUOHHOK 6e3onacHOCTU

Llens: ObecneunTtb yBEepEHHOCTb B TOM, UTO O COOBLITUAX U YA3BUMOCTSIX UHpopMaLMoHHO! Ge3onac-
HOCTM omnoBellaeTcs crnocobom, KOTOPbIA MO3BONSIET CBOEBPEMEHHO NPeAnpuHATL KoppeKTupyollee
aencraune.

Heobxoa1mo ncrnonb3oBaTh dopMarbHele npoLieaypbl MHpopMuposanus 1 ackanauvm’). Bee cotpya-
HUKKX, NOAPSAYMKA U NPEACTaBUTENMN TPETbEN CTOPOHBI A0MKHBI BbITh OCBEAOMINEHEI 0 NpoLeaypax nHdgop-
MUPOBAHUS O PA3fNYHbBIX TUMaX COBLITUIA U YSI3BUMOCTSIX, KOTOPbIe MOrN Bbl 0Ka3aTh HeraTUBHOE BrUAHWE
Ha 6e30MacHOCTb akTUBOB opraHunsaunn. OHW AOMKHbI He3amMmeannTebHO coobLuaTh O NMOEIX COBLITUSAX U
YA3BUMOCTAX MHpOpMaLMOHHO 6e30MacHOCTX onpeaerieHHOMY KOHTakTHOMY fvuy.

13.1.1 OnoBelleHue o cobbITUAX MHOopMaLMOHHON Ge3onacHOCTU

Mepa 1 cpef,cTBO KOHTPONA U yNnpaBreHus

O cobbITusAX nHbopmaLMoHHOM 6eaonacHoCT HeobxoaNMo He3ameannTensHo coobluaTs Yepes cooT-
BETCTBYHOLLUME KaHambl yrpaBneHusl.

PekomMmeHAauuA no peanusauum

Heobxoanmo BHeaApuTL hopMarnsHyo npoleaypy onoBeLleHust 0 cobblTusx MHdgopmaLmoHHoi 6esonac-
HOCTW, BMECTe C MpoLeaypoi pearmpoBaHns U ackanalum HUnAeHTa, B KOTOPOW uanaraetca Aeictsue,
HeobxoaMMoe Npu nosyyYyeHnn cooblueHust o cobbiTum MHdopmaLoHHol 6esonacHocTu. [JomkHa BbITb ycTa-
HOBIEHa «TOYKa KOHTakTa» Anst yBeoMNneHuns o cobblTuax nHgpopmaumoHHoli 6esonacHoctn. Heobxoammo

1) B KOHTEKCTE MEHeMKMEeHTa MHUMAEHTOB MHEOPMAaLMOHHOI 6830MacHOCTY NoJ TEPMUHOM «MPOLeAYpPbI ScKana-
LnU» NOHMMaeTCA Nepeaaya paccrnefoBaHvs MHUMaeHTa Ha 6oee BbICOKUIA YPOBEHb B Criyvae HEBO3MOXHOCTM NpoBeae-
HWA a4eKBaTHOro paccreaoBaHus Ha Gornee HU3KOM YPOBHE (ripumed. ped.).
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obecneynTb yBepPEHHOCTb B TOM, YTO 3Ta «TOYKA KOHTaKTa» U3BeCcTHa B opraHn3aunu, scerga AocTynHa v cro-
cobHa K ageksaTHOMY 1 CBOEBPEMEHHOMY pearMpoBaHuio.

Bce coTpyaHUKK, NoApAOYMKA U MPeacTaBUTENM TPETLEN CTOPOHbBI AOMKHBI ObITh OCBEAOMIIEHBI O CBOEN
006s3aHHOCTU He3aMeaNnTeNbHO coobwaTh ¢ NobbIX cOBBITUAX NHpopMaunoHHon BesonacHocTn. OHK OoN-
XHbl ObITb TaKKe 0cBeAOMMeHbI 0 npoLeaype MHPOPMUPOBaHUS O COBBITUAX MHDOpMaLMOHHOW BesonacHoc-
T U «TOYKe KOHTaKTay. Heobxoammo, 4Tobbl npoleaypbl MHPOPMUPOBaHNS BKITOUANN:

a) COOTBETCTBYHLLME NpoLecckl obpaTHOW cBA3N, ANA obecneyeHnst yBepeHHOCTU B TOM, YTO COTPYA-
HUK, COOBLUMBLLMIA O COBBLITUAX MHOPMaLMOHHON GesonacHocTK, ObiN yBeJOMIIeH O pesynbTaTax nocne
TOro, Kak Npobnema 6Gbina peleHa 1 3akpbiTa;

b) dopmbl coobLueHnin 0 cobbITUAX MHpopMaLMoHHON 6e3onacHOCTH, AOMKHEI MOMOYL MHpOpMUpYIO-
LeMy 1Ly BCNOMHUTL 060 BCex AeCTBUSAX, KOTOpble HE0BX0AMMO COBEPLUUTL B CllyYae, ecrnu npousondeT
cobbITMe NHpOPMaLMOHHON Be3onacHoCTK;

C) npaBuna nosedeHUs1 B criydae, ecnu npounsonget cobbiTue MHdopMaumoHHon 6esonacHocTu, a
NMEHHO:

1) cpa3sy xe obpawatb BHMMaHWe Ha BCe BaXkHble geTanun (Hanpumep, TN HecoOTBETCTBUSI UM

HegocTaTKa, BO3HMKLIME HENCMPaBHOCTU, COODLWEHNs Ha akpaHe, CTpaHHOe NoBeAeHUE CUCTEMBI);

2) He npeAnpuUHNMaTL CaMOCTOSITENIbHO HUKAKOTO AeNCTBUSI, @ HEMEANEeHHO COOBLWMUTb B «TOUKY

KOHTaKTa»;

d) ccbiiky Ha ycTaHOBMEeHHble dhopMarnbHble AUCLUMNIIMHAPHBIE NPOLECCHl OTHOCUTENBbHO COTPYAHU-
KOB, NOAPSIAYMKOB W Nonb3oBaTeneln TpeTbell CTOPOHbI, KOTOpble HapyLwatoT npasuna 6e3onacHoCTy.

Cpeaa C BLICOKMM YPOBHEM pucka MoxeT BbiTb OcHallleHa curHanmusauuei o npuHyxaeHun?), ¢
MOMOLLIbIO KOTOPOR NMLA, Ha KOTOPble OKa3biBaeTCA AaBrieHne, MoryT ykasaTb Ha Takue npobnemel. Mpoueay-
pa pearnpoBaHUsa Ha CUrHanusauuio O NPUHYXOSHUA JOJMKHa OoTpaxaTb MECTO BLICOKOrO pucka, KoTopoe
nokasblBaeT cUrHanmaawmsl.

PekoMeHaauuAa no peanusauuun, xapakrepHasi 4NA TeNeKoMMyHUKauun

[ns coTpyAHMYecTBa € rpynnon pearnpoBaHnUsa Ha MHLUMAEHTBI AOSMKHA CYLLEeCTBOBaTb «TOYKA KOHTakK-
Ta», NOAroTOBMEHHAas ANs OLEHKW, pearnpoBaHUs U U3BMEYEHUs YPOKOB U3 MHUMAEHTOB Ge3onacHoCTW.
B TenekoMMyHMKaLMOHHbBIX OpraHn3aunax Takom NyHKT MoXeT ObiTb co3gaH BUpTyasnbeHo. Fpynna pearmposa-
HUSA Ha UHUMAEHTBI AoSkHa ObiTb YNOMHOMOYEHa MpUHMMAaThL HesamedsMTeNbHbIE pelleHust o crnocobax
06paboTkn nHumMaeHTa. Kpome Toro, 4omxkHbl 6bITb YCTaHOBNEHbLI B3aUMOCBA3N MEXAyY rpynnon pearnposa-
HUS N BHELWHUMW CTOpOHamu (Hanpumep rpynnoi pearmpoBaHUst Ha KOMMbIOTEPHbIE MHUMAEHTH — CERT,
npaBooOXpaHUTEeNbHLIMUA OpraHU3aLnsaMy, aBapuiHbIMK cry>k6amu, KnMeHTamMmu U napTHepamu no 6usHecy).

Mpy Heo6Xx0AMMOCTU TENEKOMMYHUKALMOHHbIE OpraHu3aLmMm AOMKHbLI BLICTPO coobwaTb 06 UHUMAEH-
Tax CBOUM KrMEeHTaM C NOMOLLbIO COOBLLEHWIA MO 3MEKTPOHHON NoYTe u/unu NnpeaocTasneHHon um Web-cTpa-
HULBI.

HdononHutenbHasa uHdopMauua

Mpumepamu cobbITUA N NHUMAEHTOB, CBA3AHHLIX C HapylleHneM UHdopMaLMoHHoW BesonacHocTw,
MOryT BbITh:

a) noteps ycnyr, o6opyaoBaHus Unu cpeacts o6CnyXunBaHus;

b) HeucnpaBHOCTM B cUCTEME MU NEpPerpysku;

C) owwunbku onepaTopa;

d) HecobnitogeHune NOMUTUKA UM pEKOMEHOaLIMNA;
e) HapyleHuns Mep dbusndeckorn 6esonacHocTK;

f) HekoHTponupyemble U3MEHEHUS CUCTEM;

g) nporpaMMHbIA UK annapaTHblil c6oi;

h) HapylweHuns gocTyna.

O6pallan gomkHoe BHUMaHWE Ha acneKTbl KOHpUASHUMANbHOCTU, MOXHO ANA NOBLILEHUS 0CBeAoM-
MEeHHOCTW nornb3oBaTenei UCMonb3oBaTbh UHUMAEHTb MHOPMaLMOHHON Be3onacHOCTU (CM. MyHKT 8.2.2
NCO/M3K 27002) B kayecTBe NPMMEPOB TOrO, YTO MOr/10 Obl NPOU30TH, KaK pearMpoBaTh Ha Takue UHLMAEeH-
Thl 1 KaK nsbexaTtb nx B 6yayLiemM. YUtobbl UMeTb BO3SMOXHOCTb AOSIKHEIM 06pa3oM paccMoTpeTh cobbiTUA U
WNHLUMAEHTBl MHOPMaLMOHHON 6e30MacHOCTU, HeobxoaMMo cobupaTh CBUAETENbCTBA Kak MOXHO BbicTpee
nocne npoucluectsus (cM. 13.2.3).

1) CurHanmaauns o NpUHyxaeHUN — STO CnocoB, ¢ MOMOLLBIO KOTOPOrO MOXHO HE3aMETHO NoKa3aTh, YTO AeicTBUE
COBEpLIaETCs «MNod NPUHYXAEHNEMY.
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HeucnpasHas paboTa unu gpyroe aHomarnbHOe MoBeAeHNe CUCTEMBbI MOXET CNyXUTb MokasaTtenem
aTaku Ha 6e30MacHOCTb UK peanbHOro HegocTaTka 6e3onacHOCTU, MO3TOMY O HUX criegyeT coobLaTh Kak o
cobbITUM MHbopMaunoHHON 6e30nacHOCTU.

JononHuTenbHyo MHOopMaLno OTHOCUTENBbHO OTYETHOCTU O coBbLITUSIX MHpopMaLunoHHol Be3onac-
HOCTU U O MEHEeOXMEeHTe WHUMAEHTOB WHGOPMaUMOHHON 6e30MacHOCTM  MOXHO  HaWTn B
MCO/M3K TO 18044.

13.1.2 OnoBeleHne 06 yA3BUMOCTSX 6e3onacHOCTH

MpumeHaTs nyHkT 13.1.2 UCO/M3K 27002.

13.2 MeHeaXMeHT UHUUAEHTOB UH(OpPMaLMOHHONW Ge3onacHOCTU U HeoGxoauMoe
COBepLUEeHCTBOBaHUe

Uenb: Obecneuntb yBepeHHOCTb B TOM, YTO B OTHOLIEHUN MEHeXKMEHTa HLUMAEHTOB UH(DOPMaLIMOH-
HoM Be3onacHOCTU NpUMeHsieTca nocneaoBaTenbHbld U ahdeKTUBHBIN Noaxoa.

0653aHHOCTA AOMMKHOCTHBIX NAL U Npoueaypbl B OTHOLWEHUN 06paboTkn CoBLITUA U yS3BUMOCTEN
nHOpMaLMOHHOW Be30MacHOCTU AO0MKHbI OCyLLeCTBRATLCA 3deKTUBHEIM 06pa3om, ecnn 0 HUX Obino
coobleHo xoTa 66l oanH pas. Mpouecc HeENPEepPbIBHOTO COBEPLLUEHCTBOBAHUA He06X0OUMO NPUMEHSITL B
OTHOLUEHMM pearnpoBaHus Ha o6LWNA MeHeHKMEHT UHLMAEHTOB MHhOpMaLMOHHON 6e30MacHOCTH, a Takke
WX MOHUTOPUHT U OLIEHKY.

Ecnu HyxHbI gokasaTenbCcTBa, UX cneayeT cobpaTtb, UTobbl 06ecneynTb yBepeHHOCTb B COOTBETCTBUM
3aKkoHogaTesbHeIM TpeboBaHuAM.

13.2.1 O6aA3aHHOCTMU U NpoLeaypbl

Mepa u cpefcTBO KOHTPONA U yNpaBneHus

Heobxoammo ycTaHaBnuBaTh 0653aHHOCTU OOMKHOCTHBIX MWL, MO OCYLUECTBMNEHUIO MeHedkKMeHTa n
npoueaypbl 4ns obecneyeHns 6bICTporo, 3chdeKTUBHOIO U AOMMKHOrO pearupoBaHns Ha MHUMAEHTLI MHOop-
MaunoHHon 6e3onacHoCTHU.

PekoMeHOaLMa no peanusauumn

B pononHeHue K MHDOPMUPOBAHUIO O COBLITUAX U HedocTaTkax WHOpMaUMOHHOW Ge3zonacHoCcTU
(cM. 13.1) HeobxoANMMO TaKkKe UCMONb30BaTb MOHUTOPUHT CUCTEM, CUTHAMOB TPEBOMM U YA3BUMOCTEN AnA
obHapyxeHnsa nHLMaeHToB MHopmMaumnoHHom 6esonacHocTu (cm. 10.10.2). B oTHowWweHUU npoueayp meHea-
XMEHTa UHLMAEHTOB MH(hOpMaLMOHHOK Be3onacHOCTU HeOBX0AMMO YYNTHIBaTL Cneaylowmne pekoMmeHgauun:

a) HaaneXuT yCTaHOBUTL npoueaypbl 06paboTkM pasnUyHbIX TUMOB MHLMAEHTOB WUH(OPMALMOHHON
6e30NacHOCTU, BKIoYas:

1) cboun MHPOPMaLMOHHBIX CUCTEM U NOTepto obcnyXXMBaHUs;

2) BpepnoHocHble nporpammel (cM. 10.4.1);

3) oTkas B o6CcnyXuBaHuu;

4) owwmbku, asnsowmMecs CrneacTBUEM HEMOMHOTBI UITM HETOYHOCTU AaHHbLIX BusHeca;

5) HapyleHus1 KoHpUAEHLMAaNbHOCTUA U LENTOCTHOCTMU;

6) HenpaBunbHoe UCMONb3oBaHUe NHPOPMALIMOHHBIX CUCTEM;

b) B gononHeHue Kk 06bIYHBIM MIaHaM obecneyeHus HenpepbIBHOCTU BusHeca (cM. 14.1.3), npoueaypbl
DOMXKHbl oxBaTbiBaTh (cM. 13.2.2):

1) aHanus u BbisIBNEHUE NMPUYUHbI UHUMAEHT];

2) orpaHuyeHue pacnpocTpaHeHUs NocneacTBUiA;

3) nnaHupoBaHWe U peanusauuio KOPPEKTUPYIOLWEro AeUCTBUA ANs NpeaoTBpalleHus NOBTOPEHUS,
ecnu 3To Heobxoanmo;

4) B3aumoaenCcTBUE C TEMU, KTO UCTIbITal BAUSIHAE UHUMAEHTA UMW y4acTBOBAas B BOCCTAaHOBNEHUN
nocne MHUMAEHTa;

5) coobueHue o NpeaAnpuUHATOM AeACTBUN B COOTBETCTBYIOLLUIA OpraH;

C) KOHTPOIbHbIE 3anNncy 1 aHasnorMiHble okasatenscTsa Heobxogumo cobupats (cM. 13.2.3) 1 3awm-
LaTb COOTBETCTBYOLMUM 0Bpasom, ans:

1) aHanusa BHYTPeHHUX npobnem;

2) ncnonb3oBaHUs B kavyecTBe cyaebHOro gokasatenbCcTBa B OTHOLIEHUN BO3MOXHOTO HapyLUeHuUs!
[Aorosopa Unu HopMaTUBHOTO TPeboBaHUA, a Taloke B Cryvae rpakaaHCcKoro Uy yrofloBHOro Npounssoa-
CTBa, HanpumMep, Ha OCHOBaHWU HENPaBWITbHOMO UCMOMbL30BaHMUS KOMMbIOTEPA UK 3aKOHOAATENbCTBA O
3alUMTe AaHHbIX;

3) obcyxaeHns ycrnoBuin 0 BbiNfaTe KOMMeHcauun NocTasLWmMKamMmn NporpaMmmMHoro obecneyeHns n
ycnyr;
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d) AeNCTBUA NO BOCCTAHOBIIEHUIO MOCME NPOABNEHUs HeAoCTaTKOB 6€30MacHOCTU U MO YCTPaHEHWUo
cboeB cucTeM cneayeT TLWATENLHO KOHTPONMPOBaTb, NpoLeaypbl AOMKHBI o6ecneyuBaTb YBEPEHHOCTb B
TOM, 4TO:

1) TonbKO YeTKO UAeHTUMULMPOBAHHOMY U YNONHOMOYEHHOMY NepcoHany paspelueH A0CTYN K 3KC-
nnyaTMpyemsiM cucTemMam u AaHHbIM (CM. 6.2 Ha NpegMeT BHeLHero AocTyna);

2) BCe npeaAnpuyHATHIE aBapuiiHble AeUCTBUA AOKYMEHTUPYIOTCA B AeTansx;

3) pykoBoacTBO UHGOpMUpYeTCs 06 aBapUMHOM AENCTBUM, U Takoe AeNCTBUE aHANU3NPYETCA A0K-

HbIM 06pa3zom;

4) UenoCTHOCTb CUCTEM, a Talke Mep U CPeACTB KOHTPONA U ynpasneHns 6usHeca noaTeepxaaeT-

CA C MUHUMAaIbHOW 3a1ePXKKON.

Llenn MeHemKkMeHTa MHUMAEHTOB MHOPMaLMOHHOW 6e3onacHOCTU cneayeT cornacoBaTh ¢ pykoBoz-
CTBOM, a Takke HeobxoanMo obecneunTb YBEPEHHOCTb B TOM, UTO 1L, OTBETCTBEHHbIE 32 OCyLLecTBNeHne
MeHeKMeHTa WHUMAEHTOB WMHpopMaunoHHoW 6e30nacHOCTU, MOHUMAIOT NPUOPUTETHI OpraHuM3auMn no
06paboTke TaKUX UHLUAEHTOB.

PekomeHaaLuA no peanusaluu, XxapakrepHas AnA TeNeKOMMyHUKauuin

Ecnu cornacoBaHHbIN ypoBeHb ycryr 6onbLue He BbINOMHAETCA, TENEKOMMYHUKaUMOHHbIE OpraHu3aLmm
OOMKHbI OCYLLECTBUTL 3cKanauuio NiobbiX MHULIMMPOBAHHBIX KNMMEHTaMU BONPOCOB, 3aTparnBarowWwmnx KineH-
TOB M CNy>KaLNX OTHOCUTENbHO (PYHKLIMOHUPOBaHUA CYLLECTBYOLWNX KOHDUIypauuin o6beKkToB, Taknux kak
BbIXOA U3 CTPOSA annapaTHbIX CpecTB, ceTeBble NPoBemMbl U rpYNMNOBLIX KOHUrypauuii.

Bce knueHTbl AOMKHBI BbITh MOMHOCTLIO NPOUHGOPMUPOBaHEI O Npoueaypax ackanauum npobnem u
UMeTb COOTBETCTBYHIOLLYIO AOCTYIMHYHO JOKYMEHTaLMIO.

Hanpumep, MHALMUPOBaHHLIE KITMEHTaMMK BONPOCHI MOryT GbiTb paccTaBneHbl B COOTBETCTBUM C Mpu-
opuUTETaMU Ha OCHOBE NpeACcTaBlIeHHbIX KPUTEPUEB:

a) KIMEeHTCKWI NYHKT NOSIHOCTbLIO He paboTaeT unu He oTBevaeT TpeGoBaHUAM cornalleHnin 06 ypoBHe
ycnyr;

b) KIMeHTCKWIA NYHKT cepbe3HO 3aTPOHYT HapyLUeHNeM, og4Ha U HECKONbKO CUCTEM He paboTatoT, unm
NMETCA CyLleCTBEHHbIE NOTEepU U (MnK) 3afepkKka NakeTos;

C) yxyaweHue obcnyXMBaHuUsl KITMEHTOB;

d) 3anpockl KIMEHTOB.

TenekoMMyHMKaLMOHHblEe OpraHn3aLuun, OTBETCTBEHHbIE 3a NpeAoCcTaBeHUe TeNEKOMMYHUKALMOHHBbIX
YCNYT B KAYECTBE BaXKHOM YTUNUTLI, JOSMKHBI YCTAHOBUTL MEXaHU3Mbl U (Mnn) npoLueaypbl ANst CASPXKUBAHUS U
nUKBMAALMN UHLNAEHTOB MHDopMaLMOHHOM 6e30MacHOCTU U BOCCTaHOBNEHMUA NOCAE HUX, a Taloke TOYHOMO U
CBOEBpPEMEHHOro O0BHapyXXeHUs W aHanusa WHUMAEHTOB, BO3HUKAKOWMX B TENEeKOMMYHUKALMOHHbLIX
cuctemax.

Takue mexaHuaMmbl U (M) npoLeaypbl 4OMXKHBI BKOYATb cnegyowmne AeNCTBUA:

a) aHanu3 MHOUKaLuMM 1 B3aUMOCBA3AHHON UHOPMaLUMM C Lenblo yCTaHoBMeHUA dakTa Han4uus
NHUMAEHTA;

b) knaccudukauma n onpegeneHne npuopuTeTa UHUMAEHTA B COOTBETCTBUN C NNAHOM MEHEKMeEHTa
WHUMOEHTOB;

c) coobLueHne 06 nHUMaeHTe COOTBETCTBYOLWEMY NepcoHany opraHM3aummy 1 BHELLHUM OpraHu3aLusim;

d) cbop, coxpaHeHue, 3anTa U JOKYMEHTUPOBaHUE CBUAETENLCTBR;

e) ecnu BO3MOXHO, N30/1MpoBaHNe TeNEeKOMMYHUKaLUOHHOW CUCTEMBI 1 NPpeKpalleHne ee UCNoMb30Ba-
HUS; ecnn cMcTeMa AomkHa 6biTb NoABEPrHyTa NPoBepKe, TO ee HeobXoAMMO 0TCOeaUHUTL OT NGLIX Tene-
KOMMYHUKaLMOHHBIX CeTeln A0 ee MOBTOPHOro BKITHOYEHUS;

f) nukBMaauMsa MHUMAEHTa NyTEeM BbISIBNEHWUSA N YMEHbLUEHWUSA BCEX NCMOMNb30BaHHbIX UM YS3BUMOCTEN 1
yCTpaHeHus1 BpegoHOCHOro NporpaMMHoro obecrnedeHusi, HECOOTBETCTBYIOLWMX MaTepuanos 1 Apyrux KoM-
MOHEHTOB;

g) BOCCTaHOBMEHWe nocrne WHUMAeHTa ¢ NoATBepXAeHWEeM HOPManbHOro (OYHKLMOHUPOBAHUS BCEX
3aTPOHYTLIX CUCTEM; NPWY HeoOXOANUMOCTU peanusauns LOMNONHUTENbHOrO MOHUTOPUHTa ANA CNeXeHus 3a
6yaywen B3anMocBaA3aHHON AeATeNbHOCTbLIO.

JononHutenbHaa uHcdopmMaLuma

MHUMaeHTbl MHDopMaUnoHHOW Be30nacHOCTU MOTYT BbIXOAWTb 3@ rpaHuUbl opraHu3auni U cTpaH.
B OTHOLIEHUN pearnpoBaHns Ha Takue MHLMAEeHTHl UMeeTes pacTylas noTpebGHOCTb B KoopauHaLum pearu-
POBaHUA N COBMECTHOM MCMNOMb30BaHNW MHopMaLmn 06 aTUX MHUMAEHTaX C BHELUHUMW opraHM3aLnsMu,
npun HeoBxoaNMMOCTU.

JononHutenbHasa uHdopMaLusa AN TeNeKOMMYHUKaL Ui

TenekoMMYHUKALMOHHbIE OpraHu3auMn OomkHbel oBMeHuMBaTbcsl WHbOpMaunein o6 UHUMAEeHTax
nHcopmaLMoHHOK 6e30MacHOCTM C COOTBETCTBYIOLWMMU OpraHn3aLmnsamMu, Takumm kak Telecom-ISAC.
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13.2.2 UzBneyeHue ypoKoB U3 UHLMAEHTOB UHhopMaLuoHHOW 6e3onacHOCTU

Mepa 1 cpeiCTBO KOHTPOIS U yNpaBneHus

[omxHbl 6bITb CO3AaHBI MEXAHU3MBI, MO3BONAIOLIME YCTAHOBUTL TUMbl, 06bEeMbl U CTOUMOCTb UHUMAEH-
TOB MHGOpMaLMOHHON 6e30nacHOCTU, KOTOPble AOMKHbI BbITb U3MEPEHbl U NPOKOHTPONNPOBAaHBI.

PekomeHaaLuA no peanusauum

MHdopmaumio, nonyveHHyto B peaynbTaTte OLeHKA MHLMAEHTOB nHgopmaumoHHol 6esonacHocTu, cne-
AyeT Ucnonb3oBaTh AN AeHTUUKaLMM NOBTOPSIOLLIMXCS UMW OKa3biBAIOLLMX 3HAYUTENbHOE BINSIHNE UHUK-
OEeHTOB.

PekomeHaauus no peanusaluu, XxapakrepHas AN TeNeKOMMYHUKaLun

TenekoMMyHUKaLMOHHbIE OpraHusauuM AOMKHbI YCTaHOBUTL MeXaHUsMbl U (Unun) npoueaypbl Ans
obMeHa HaKoMeHHbIM OMbITOM U COBEPLUEHCTBOBaHUSA MEeHe)KMeHTa UHUMAEHTOB, YUnThIBas crneaylowme
nencTBus:

a) npoBegeHuWe coBeLLaHus Nocrne UHUMAEeHTa, B NOBECTKY AHSI KOTOPOro BKIMOYAOTCsl YCBOEHHbIE YpO-
KW, Ha coBeLlaHUM AOMMKHBI paccMmaTpuBaTbesl cnocobbl coBepLIeHCTBOBaHMSA Mep 6e30nacHOCTU U caMmoro
npouecca 0bpaboTkn MHUNAEHTOB;

b) cbop AaHHbIX 06 MHLUMAEHTAX, TakMX Kak Konnmyectso 06paboTaHHbIX MHLUMAEHTOB, NOMIHOE BPeMs Ha
06paboTKy, pacxoabl U T. 4., U UCMONb30BaHUE UX M1 COBEPLLEHCTBOBaHWUA NiiaHa MeHepKMeHTa UHUMAEHTOB;

C) coxpaHeHWe COOTBETCTBYIOLMX AoKa3aTenbCcTB, C yyeToM cyaebHoro npecnegoBaHus, 3akoHoda-
TenbHbIX/HOPMATMBHbLIX aKTOB U pacxofos (cM. NyHKT 13.2.3).

OononHutenbHasa uHdopmMmaLusa

OueHka UHUMAEHTOB UHopmaLunoHHo BesonacHOCTU MOXET ykasbiBaTb Ha HeObXoAUMOCTb coBep-
LUEHCTBOBAHUSA CYLLECTBYIOLUX UITN BHEAPEHUS AOMNOMHUTENbHBIX Mep U CPpeCTB KOHTPONSA U yNpasneHus,
4YTO6bI CHU3UTB HYacTOTY, yLepb 1 cTouMocTb ByayLLNX MPOUCLLIECTBUIA, UK AOMKHA ObITb NPUHSTa BO BHUMa-
HWe Npu nepecMoTpe NoNUTUKK BesonacHocTH (cM. NyHKT 5.1.2 MICO/M3K 27002).

13.2.3 C6op noKa3zaTenbCTB

MpumeHaTb nyHkT 13.2.3 MICO/M3K 27002.

14 MeHeAXMeHT HenpepbIBHOCTU GU3Heca

14.1 AcnekTbl UH(hopMaLMOHHON 6e30NacHOCTU B paMKaX MeHeM)KMeHTa HenpepbLIBHOCTU
6usHeca

Lenb: MpoTuBOAeCTBOBATL NpepbiBaHMAM BUAOB AeATENbHOCTU B paMkax 6usHeca opraHusaunn v
3almMWaTh BaxkHelwmre npoLuecchl 6usHeca oT NocneAcTBUIA 3HaUNTENbHBIX c60eB MHOPMALMOHHBIX CUC-
TEM UK YpesBblYaliHbIX CUTyaLuid n obecneunBaTtb UX CBOEBPEeMEHHOE BO3OGHOBMEHMe.

Heob6xooumo BHegpUTb NPOLIECC MeHeaXMeHTa HenpepbiBHOCTM OM3Heca C Lenbilo MUHMMU3aLNN
HeraTUBHOrO BIIMSIHUSI HA OpPraHW3auuio U BOCCTaHOBMEHWe nocne notepu MHGOPMauMOHHBIX aKTMBOB
(koTopble MOryT GbiTb pe3ynbTaToM, Hanpumep, CTUXUAHBIX GedCTBWUA, HEeCHaCTHBIX CllyYyaeB, OTKas3oB
06opyaoBaHus U NpegHaMepeHHbIX AeNCTBIMIA) 40 NPUEMTEMOrO YPOBHS € MOMOLLbO KOMBUHUPOBaHUSA NPo-
hrNakTNYeCcKnx U BOCCTAaHOBUTENBHBIX MEp 1 CpeaCcTB KOHTPONSA U ynpaBneHus. YkasaHHbIn npouecc Aon-
KeH BbISBNATb KpUTUYEcKMe MoMeHTbl 6GusHeca ©n oB6beanHATb TpeboBaHUA K  MEeHemKMEHTY
MHOPMaLMOHHON 6e30NacHOCTM B YacTu HeNpepbiBHOCTU BUusHeca ¢ ApyrnMu TpeboBaHUsSMU HenpepblB-
HOCTMW, KacaroLMXCa TakMX BOMPOCOB, Kak (PYHKUMOHUPOBaHWe, kKagpoBoe obecneveHune, cknaackoe Xo3sii-
CTBO, TpaHcnopT U obopyaosaHue.

MocneacTeusa CTUXUAHBIX GeACTBUIA, HapyLueHWiA 6e30NacHOCTI, OTKa30B B 0BCAYXMBaHUM U NOTepu
[OCTYNHOCTW 06CnyXMBaHNA HeobxoanMMo aHaNM3MpPoBaTh Ha NpeaMeT UX BNnsaHNa Ha busHec. Heobxoaum-
MO paspaboTaTh 1 BHeAPUTL NiaHbl oGecneveHns HernpepblBHOCTM GU3Heca ¢ Lenbio obecrnedeHnst yBepeH-
HOCTW B TOM, YTO 3Ha4YMMble onepauun MoryT GbiTb BO3OOHOBMEHbI B TedyeHue TpebyemMoro BpemMeHU.
MHdopmaLmMoHHasa 6e30nacHOCTb AoMKHA cTaTb COCTaBHOM YacTbio Bcero npolecca obecneyeHust Henpe-
pbIBHOCTM BU3Heca 1 Apyrnx NpoLEeccoB MeHeKMeHTa, peanusyemelX B opraHusaLumu.

Heobxoamumo, 4Tobbl MeHeaXMeHT HernpepbIBHOCTU BuaHeca Bkovan B cebst Mepbl U cpefcTBa KOH-
TPONS 1 ynpaBneHUs No BbISIBIEHNIO U CHDKEHWIO PUCKOB B AOMONHeHWe K obLemMy npoLleccy oLeHKN puc-
KOB, OrpaHU4eHnst MOCNEACTBUIA Pa3PYLUNTENBHBIX NHLMAEHTOB U obecneyeHns yBepeHHOCTN B TOM, YTO
nHdopmauus, Tpebyemas ansa npoleccoB 6usHeca, nerko 4oCTynHa.
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14.1.1 BknioveHue uHdopMmaLuoHHOU 6e30NacHOCTU B NpoLecc MeHeA)XMeHTa HenpepbIBHOCTU
6usHeca

Mepa 1 cpeAcTBO KOHTPONA U ynpasneHus

Cnepayet paspabaTbiBaTb U NoaaepxkuBaTh yrpasnseMeli npouecc Ana obecneveHUs HenpepbIBHOCTA
6u3Heca BO BCel OpraHu3aLn, KOTOpbI yunTeiBaeT TpeboBaHuA Kk MHhopmaLmoHHoW 6e3onacHocTH, Heob-
xoauMble Ana o6ecneveHUs HenpepbIBHOCTU BU3Heca opraHusauuu.

PekomeHaauusa no peanusauuu

OanHbill npouecc aorkeH o6beANHATL crnefylolime KoYeBble 3NeMeHTbl MeHeaXKMeHTa HenpepbiB-
HoCTU BusHeca:

a) NOHUMaHWe PUCKOB, C KOTOPLIMU CTaNKMBaETCH OpraHN3aLmns, C TOYKA 3pEHUA BEPOATHOCTU U MPpo-
[OMKUTENbHOCTN BO3AEUCTBUSA, BKMOYAA onpeaeneHne KpUTudeckmux npoueccos 6usHeca n yctaHoBneHne
nx npuopuTteTos (cM. 14.1.2);

b) onpeaeneHune Bcex akTMBOB, BOBMEYEHHBIX B KpUTUYeckue npouecckl 6usHeca (cm. 7.1.1);

€) NoHWMaHue nocnefdcTBUin Ans 6usHeca, KOTOPble MOryT BbiTb BbI3BaHbI NpepbIBaHUAMU, 06yCrnoB-
NeHHBIMW MHUMAEHTaMU HopMaLUoHHON 6e30NacHOCTU (BaXHO, YTOObI ObINU HanAeHb peleHnus, KoTopble
6yayT NPUMEHATLCA KaK B Clly4ae He3HaunTeNbHbIX, Tak U CYLLEeCTBEHHbIX MHLUUAEHTOB, NOTEHUMaNLHO yrpo-
XKaloLWNX XU3HeAeATENbHOCTU OpraHusaLnn), a Tailoke onpeaeneHne Lenen busHeca NpUMeHUTENLHO K cpea-
ctBam 06paboTku nHpopmaumu;

d) paccMoTpeHue BO3MOXKHOCTU NOAXOAALLEro CTpaxoBaHUA, KOTOpoe MOXeT CTaTb YacTbio obLiero
rnpoLecca HenpepbIBHOCTU BU3Heca, a Takke YacTbio MEHeDKMEHTa 3KCNNyaTauUoHHOTo puUcka;

e) onpeaeneHne u paccMoTpeHWe BHeAPEHUA AOMNONHUTENbHBIX NPEBEHTUBHBLIX U HENTPanU3yIoLmnxX
Mep U CpedcTB KOHTPOMA U ynpasnieHus;

f) onpegeneHue AocTaTo4HOCTUN (PUHAHCOBBIX, OPraHN3aLUOHHBIX, TEXHUYECKUX PECYPCOB U pPecypcoB
OKpyXaloLlen cpedbl ANA pearnpoBaHus Ha BhiSIBNEHHbIe TpeboBaHua MHdopMaumnoHHo 6esonacHocTy;

g) obecnevyeHune BesonacHoOCTU NepcoHana u sawurta cpeacTs 06paboTkn HopMaummn U uMmyLLiecTsa
opraHusaumu;

h) paspaboTky 1 AokyMeHTanbHoe ocpopMneHne nnaHoB obecneveHns HenpepLIBHOCTM BusHeca, yuu-
TelBaOLWMX TpeboBaHWA MHpOopMaunoHHon 6e30nacHOCTU B COOTBETCTBUM C COrNacoBaHHOW cTpaTernen
oBecneveHuns HenpepbIBHOCTM BusHeca (cMm. 14.1.3);

i) perynsipHoe TeCTUpoBaHne N 06HOBNEHNE AaHHBIX NNAHOB U NPUMEHAEMbIX NpoLeccoB (cM. 14.1.5);

j) obecneveHue yBepeHHOCTU B TOM, YTO MEHE)KMEHT HenpepbIBHOCTU GU3Heca opraHU4HO BNUCHIBa-
eTCS B MPOLECChl 1 CTPYKTYPY OpraHu3aLmum; OTBETCTBEHHOCTb 3a NPoLLece MeHeaXMeHTa MHopMaLMOHHON
6e3onacHoOCTU cneayeT HasHavyaTb Ha COOTBETCTBYIOLLEM YPOBHE B pamMKax opraHusauum (cm. 6.1.1).

PekomeHaauus no peanuzaluu, XxapakTepHas 4N TeNeKOMMYHUKaLun

TenekoMMyHMKaLOHHbIE opraHu3aumMy AomkHbl obecneymBaTtb yBepeHHOCTb B 6e30nacHoOCTU Tene-
KOMMYHUKaLMOHHBIX CPeACTB, T. €. B UX COOTBETCTBUU TpeboBaHUAM MHOPMaLIMOHHOM 6e30NacHOCTH Kak B
OOHOM U3 OCHOBHBIX 3/IEMEHTOB MEHeKMeHTa HerpepbiBHOCTU 6usHeca.

14.1.2 HenpepbIBHOCTb 6U3HeCa U OLIeHKa pUCKa

MpumenATb nyHKT 14.1.2 UCO/MOSK 27002.

14.1.3 PazpaboTka u BHegpeHUe nnaHoB ob6ecnevyeHUA HenmpepbIBHOCTU GU3lHeca, y4UTbIBaKo-
WMx uHpopMaLMOHHYI0 6e30NacHOCTb

Mepa 1 cpeACTBO KOHTPOS U ynpaBrieHUA

Cnepnyet pa3paboTaTb U BHeAPUTb NiaHbl obecneveHus HenpepbIBHOCTU GU3Heca ¢ Lenbio noaaepxku
WM BocCTaHOBMEHUs onepauuii u obecneyeHns 4OCTYNHOCTM MHpopMaLmm Ha Tpebyemom ypoBHe U B Tpe-
6yemble cpoku nocrne npepbiBaHUs unn cbos KpuTuyecknx npoLeccos busHeca.

PekomeHaauus no peanusauuu

Mpouecc NnaHUpoBaHUs HenpepbIBHOCTM BU3HECa AOMMKEH NpeAycMaTpuBaTh creaytoulee:

a) onpefeneHue U cornacoBaHue Bcex 0bBsi3aHHOCTER U npoueayp, cBsizaHHbIX € obecneveHuem
HenpepbIBHOCTU BusHeca;

b) onpeaeneHune npuemnemeix noTepb UHGOPMALIMK U YCHIYT;

C) BHeApeHue npoleayp, NO3BONSIOLUMX BOCCTaHOBUTL U BO306GHOBUTL onepauun 6usHeca u AocTyn-
HOCTb UHcbopmauum B Tpebyemble cpoku; ocoboe BHUMaHWe criedyeT yAenuTb OLeHKe BHEWHUX U BHYTPEH-
HUX 3aBUCUMOCTE BUsHeca 1 CyLLeCTBYIOLUX JOrOBOPOB;

d) aKkcnnyaTauuoHHbIe NpoLeaypbl, KOTOPLIM HeOBX0AMMO creioBaTb B OXMAAHUU 3aBepLUeHUs BOC-
CTaHOBMEHUs 1 BO30OHOBIEHUS NPOLECCOB;

€) AOoKyMeHTanbHoe oopMIleHWe corflacoBaHHbIX Npoueayp U NpoLeccos;

f) cooTBeTCTBYIOLWEE OOYYeHNe COTPYAHMKOB COrfacoBaHHbLIM MpoleaypaMm U npoueccam, BKIoYan
ynpasrieHue B KpUTUYECKUX CUTYaLIUSIX;

g) TecTupoBaHue u 06HOBMNEHME NNaHOB.
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Heobxoaumo, 4ytobbl B npoLecce nNnaHupoBaHusa ocoboe BHUMaHWe Gbino obpalueHo Ha Tpebyemble
Lienn brsHeca, HanpuMep, BOCCTAHOBIEHWe onpeaenieHHbIX YCNyr CBA3W ANA KNMUEHTOB B NpUeMnemMble Cpo-
k. Cnegyet yumTeiBaTh NOTPEBHOCTL B HEOBXOAMMBIX ANS 3TOr0 YCnyrax u pecypcax, BKNoYas yKoOMNNeKTo-
BaHHOCTb NEPCOHanoMm, pecypchl, He cBA3aHHble ¢ 06paboTkon UHdopmaLmn, a Takke Mepbl No nepexoay Ha
aBapUHbIN pexum cpefcts 0bpaboTku HdopmaLmun. Takue Mepbl N0 Nepexoay Ha asapUnHbLIA PEXUM MOTYT
BK/tovaThb B cebs JOrOBOPEHHOCTU C TPETbel CTOPOHON B BUAE B3aUMHbIX COrNalleHnin Unn KOMMepYeCcKmnx
aboHMpyeMBbIX yCnyr.

MnaHbl 06ecneyeHns HenpepeiBHOCTU BuaHeca AOMKHBI YYUTLIBATb YA3BUMOCTM OpraHn3aumum u noaTo-
MYy MOTYT codepaTb YyBCTBUTENbHYHO UHOPMaLMIo, HYXKAAoLWYCA B COOTBETCTBYIOWEN 3awmTe. Konun
nnaHoB obecnevyeHuns HenpepbIBHOCTU BusHeca cneayeTt XpaHUTb Ha AOCTaTOMHOM PacCTOAHUU OT OCHOBHO-
ro 3gaHus, YTobbl n3bexaTtb kakoro-nnbo nospexaeHUs BCneacTBue aBapuv B OCHOBHOM 34aHUK. Pykosoa-
CTBO [O/DKHO rapaHTMpoBaTtb, YTO OGHOBNEHME 1 3alumTa nnaHoB obecneveHns HenpepbiBHOCTU BuUsHeca
OCYLLEeCTBSIETCA Ha TOM XXe YPOBHE, UTO M B OCHOBHOM 3AaHuW. [pyrve matepuansl, Heobxogumble Ana
BbIMONHEHNS NNaHoB Mo obecneyvyeHuo HenpepbIBHOCTU BuaHeca, cneayeT Takke XpaHuTb B yAaneHHOM
mecTe.

Ecnu ana xpaHeHus NCNoNb3yloTCA pasnuMyHble BpEMEHHbIe MOMeLLeHUs, TO YPOBEHb peannu3yeMbixX
Mep U CpefCTB KOHTPOMS W ynpaBneHuss 6e30nacHOCTV B TaKUX NOMELLEHUAX AOMKEH PaBHATLCSA YPOBHIO
Mep, peannsyembiX B OCHOBHOM 34aHWW.

PekoMeHaauma no peanusauuu, XxapakrepHas Ans TenekoMMyHUKauumn

Mpu paspaboTke 1 BHeapeHWM NnaHa obecnedeHns HenpepbIBHOCTU GU3Heca TeNEKOMMYHUKALMOHHbIE
opraHnsauum AoKHbI paccMaTpmBaTh BO3MOXHOCTb BKITFOUEHMUS! B HETO NilaHa BOCCTAHOBEHUSA TeNEeKOMMY-
HUKaLMOHHBIX YCryr U obecneyeHunsi yBepeHHOCTU KIMEHTOB TeNeKOMMYHUKALMOHHBIX YCNYr B BaXKHENLUUX
KOMMYHWKaLMSAX Npu aBapun. ECin cocegHne cTpoeHns Unu nrowagku nospexaeHsl unu TpebytoT aBakya-
Lnun, cpedcTBa TeNeKoOMMYHUKALMOHHBIX YCIyr MOTyT hakTuieckn ctaTb HEKOHTPONMpYyeMbIMU, Aaxe ecrin
camu cpefcTBa He NoBpexaeHbl. TenekoMMyHUKaLNOHHbIe opraHMsaumMu AoMKHbl NpegycMmaTpueaTh Mephbl
no ycTpaHeHWo Taknux CUTyaLnui.

JononHutenbHaa uHdpopMmaumn

MnaHbl o ynpasreHnio B KpUTUYECKUX CUTYaLnsX U aencTeus [cMm. nepevucnenue f) 14.1.3] moryT oTnu-
YaTbCs OT MEHeKMeHTa HernpepbIBHOCTHN BUaHeca; T. €. KpU3NC MOXET BbITb yNnaxeH obbIMHBIMU NpoLeaypa-
MW yripaBneHus.

14.1.4 OcHoOBbI NNaHUPOBaHUA HenpepbIBHOCTU GU3Heca

MpumeHsATb NyHKT 14.1.4 NCO/M3K 27002.

14.1.5 TecTupoBaHuUe, NoAOepXKKa U NepecMOTP NNaHOB HenpepbiBHOCTU 6U3Heca

MpumeHaATb NyHKT 14.1.5 NCO/M3K 27002.

15 CooTBeTCTBMUE

MpumeHsaTb pasgen 15 UCO/M3BK 27002.

34



rOCT P NICO/M3K 27011—2012

Mpunoxenne A
(o6sa3aTtensHoe)

HOHOHHMTeﬂbeIﬁ nepevdeHb Mep U CpeACTB KOHTPOMNA U ynpaBneHua ans TeneKommyHuKauuﬁ

B aaHHOM NpunoxeHnn npeAcTaBrieHbl onpeaeneHusi HOBbIX Leneii, HOBbIX MEP M CPEAICTB KOHTPOIs U YNpaBIieHus],
a TaKke HOBbIX peKOMeHaauUuii No peanu3aumm B BUAe SOMNONTHUTENBHOIO NEPEYHst Mep U CPeCTB KOHTPOSIS M yNpaBreHus
Aansi tenekoMMmyHukauun. Lienv ynpasnenmnsa ns MCO/MIOK 27002, cBasaHHbIE C 3TUMU HOBLIMY MEPaMKU U CPEACTBAMMU KOH-
TPOns ¥ ynpaeneHusi, noBTopsiloTcsi 6e3 uameHenuin. fliobor opraHnsaumm, peanuayowen 3T Mepbl M CpeICTBa KOHTPONS
v ynpaenexus B koHTekcte CMUB, npegHasnaveHHon gns cootBetcTBus MCO/M3K 27001, pekomeHayeTcs AONONHUTD
cBolo «BegomocTb NpuMeHeHUsi Mep U cpefcTB KOHTPONS U ynpaeneHusi» (chopMMpPOBaHHYI0 Ha OCHOBE NPUNoXeHust A
MCO/M3K 27001), BkNiOUMB TyAa Mepbl U CPEACTBa KOHTPONS W YNpaBneHusl, ykasaHHble B 4aHHOM MPUINOXEHUN.

A.9 ®dusnyeckasn 6ezonacHoCTb M 3alMTa OT BO3AENCTBUI OKpyXKalowwen cpeabl
A.9.1 30HLI Oe3onacHocTH

Llenb: MNpepoTBpatTe HEeaBTOPU30BaHHLIN (DU3NYECKUI [OCTYN, NOBPEXAEHWE U BO3AENCTBUE B OTHOLLIEHWUM
noMeLLeHn U nHpopmaumum opraHu3aummn.

CpeactBa 06paboTkyM KpUTHMHECKON UNWU YYBCTBUTENBHON MHDOpMaumn Heobxoaumo pasMewaTe B 30Hax 6esonac-
HOCTH, 0603HaYeHHbIX onpeAeneHHBEIM nepumeTpom GesonacHocTH, obnagalwWwmMmM COOTBETCTBYIOWMMMN 3aLUNTHBIMU
6apbepamu 1 cpeACTBaMn, KOHTPONUPYIOLWMMU BXOA,. DTN 30HbI AOMKHbI BbITh (DU3NUECKN 3aWmLLeHbl OT HeaBTOPU3O-
BaHHOIO AOCTYNAa, NOBPEXAEHUS U BO3AENCTBUSA.

YpoBeHb 3alMLLEHHOCTY A0MKeH 6biTb copa3mepeH BbISIBNIEHHBIM PUCKaM.

A.9.1.7 3awmTa y3noB CBA3M

Mepa n cpeaCcTBO KOHTpORS M yripaBneHna

[ns y3noB cBA3u, rae pa3MeLLaloTc TeNEeKOMMYHUKaUUOHHbIE CPEACTBA, Takne Kak KOMMyTaunoHHoe 06opyaoBa-
HWe, I0IKHA NPOEKTMPOBaTLCS, pa3pabaTbiBaTbCa U NPUMEHATLCH U3nyeckas sawmTa.

PekomeHgaumsa no peanusaumm

Ons 3awmThl TENEKOMMYHUKALMOHHBIX CPeACTB, TakMX Kak KOMMyTauuoHHoe obopyaoBaHue, obecnevumBaiolee
TENeKOMMYHUKaLWOHHbIV B1M3HeC (B AanbHelIeM Ha3biBaeMbIX y3riamy CBSI3U), JOMKHbI cOGN0AaThCA cnegyiowme ycno-
BUSI:

a) Ans ysnoB CBS3W ONKHA ObiTh BeiGpaHa Nnolaaka Ha TBEpA0M NOUBE; B HEKOTOPbIX CNYHanx MOXeT BbIGupaTe-
Csl MeHee TBepgdasi No4YBa NpyW YCrOBWM NPUHSATUS afieKBaTHbIX Mep Ansi NpeJoTBPaLLeHNsi HEPOBHOW OCagKu;

b) ans yanoB cBA3n gomkHa GbiTe BbiGpaHa nrollagka C OKpYXKalowen cpeaoll HaumeHee BOCMNPUMMYMBON K
NOBpPEXAEHUAM OT BETPa, BOAbI U T. A.; B Cryyasix BbiGopa nnoL,afgkv ¢ oKpyKatoLer cpeaon, BOCNPUMMHYMBON K NoBpexae-
HUAM, AOMXHbl 6bITb MPUHATHI COOTBE TCTBYIOLLME MEPbI AN 3alLMThl OT ONACHOCTEN, CBA3AHHbIX C BO3AENCTBUEM CTUXUN;

C) ANs y3noB CBA3WM JomkHa GbiTe BoiGpaHa Mnowagka ¢ OKpyXalowei cpeaon, HauMeHee BOCNPUUMHUBON K
NOBPEXAEHUAM OT CUINBHOMO SMTEKTPOMArHMTHOIO NOTst; B Cy4Yasnx BbiGopannowazaku, noaBepXeHHon 4eNCTBUI0 CUNbHBIX
3M1EeKTPOMArHUTHbIX NOMewn, AOMXHb! OblTb NPUHATHI COOTBETCTRYIOWME MEPbI 4NA 3aWmUThl TENEKOMMYHUKAUMOHHbIX anna-
pPaTHbBIX C MOMOLWLbIO 3MTEKTPOMAarHUTHLIX 9KPaHOB;

d) yanbl CBSA3K He JONKHbBI pacnonaraTbCsi Ha NNOWaaKax, HaXoAALWMXCA PAAOM C COOPYKEHUAMM 4TSI XPAHEHNA
OnacHbIX BELLECTB, HECYLUMX Yrpo3y B3pbiBa UITM BOCNIIAMEHEHWUS;

€) 3JaHus y3noB CBS3W OOMKHbI UMETb CEMCMOCTONKYIO KOHCTPYKLMIO;

f) 3paHus yanoB cBA3M JOIKHbI IMETb OTHECTOMKYIO UITM OTHEYNOPHYIO KOHCTPYKUMIO;

g) 3A4aHus y3noB CBA3W JOIKHbl 06nagaTe COOTBETCTBYIOLLEH MPOYHOCTBI KOHCTPYKUWMKM, YOOBIETBOPSIOWLEN
HeoBXoaMMON Harpyske Ha NepekpLITUS;

h) B yanax cBsiau gonxHa 6biTb yCTAHOBNEHa aBTOMaTUYecKas NoXapHasi CUrHanmaaums.

A.9.1.8 3awmTa TENEKOMMYHMKALMOHHbLIX annapaTHbIX

Mepa n cpeacTBO KOHTpOnNsA M ynpaBrneHus

Ons annapaTtHbiX, rae pasMeLLaTcs TeNnekoMMyHUKaLWMOHHbIe cpeacTea ansa obecneveHmns TeENeKOMMYHUKALMOH-
Horo BusHeca, foMKHA NPOEKTUPOBaTLCS, pa3pabaTbiBaTbCA U NPUMEHATLCH huandeckan sawmra.,

PekomMmeHOauua no peanusaumnm

[nsa 3aWwmThl NOMeLLeHWIA, rae pacrnonaraloTcs cpedcTBa ANA NPeAoCTaBNeHNA TeNEeKOMMYHUKALMOHHBIX yenyr (B
JaneHelLlem HadblBaeMblX TENEeKOMMYHUKaLUOHHBIMW annapaTHbIMKY), OOMKHbI pacCcMaTpuBaTeCA Creayowme Mepbl u
cpepcTBa KOHTPOMS U yNpPaBneHust:

a) TeneKkoMMYHMKaLMOHHbIE annapaTHble AOJKHbI pacnonaratsCsi B MeCTax HarMeHee yA3BUMbIX K BHELLHEMY BO3-
OerCTBUIO, TAKOMY KaK NpupoaHbie 6eacTeus;

b) TenekoMMyHMKaLWOHHbIE annapaTHbIe AOMXHBI pacnonaraTbCsl B MECTaX, HauMeHee YSI3BUMbIX K BTOPXKEHUIO
HeynonHOMOYEeHHOro NepcoHana; Ansi NpeaoTBPaLLEHUsI TaKUX BTOPXEHWIN JOMKHbI BbiTb NPUHATLI adeKBaTHbIE Mephl;
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€) TenekoMMYHMKaLMOHHbIE annapaTHble JOIKHbI pacnonaraTbCs B MecTax, HavMeHee YA3BUMBIX K 3aTOMIEHUIO;
€CIV OHU JOIMKHbI ObITb PACMoNOXeHbI B YA3BUMbIX K 32 TOMMEHUIO MECTaXx, TO 4OIKHbI BbITb NPUHATE HEOOX0AMMble Mepbl,
Takve Kak NogHsATUE YPOBHSI MNora, yCTaHOBKA BOOHOW Nperpagbl Unu cneuunanbHbiX CpeacTs A4nsi 0TBoAa BOAbl;

d) TenekoMMyHMKaLMOHHbIE annapaTHbIe JOMKHbI pacrnonaratbCa B MECTax, HauMeHee YA3BUMBIX K MoBpexaeHN-
SIM OT CUITBHbIX 31TEKTPOMarHWTHBIX MONEN; eCIIM OHU JOIKHbI ObITh pacnonoXeHbl B TAKMX MecTax, To HeoOxoauma awmra
€ NOMOLLBIO SNEKTPOMArHUTHbBIX SKPAHOB UMW KaKnX-TO APYIUX Mep; B Cryyasix, korga B TeNeKOMMYHMKaLUMOHHbIX annapar-
HbIX YCTAHOBMEHbl UCTOYHUKM 3MNEKTPONUTaHWS, AOMXKHb! BbITb NMPUHSTEI COOTBETCTBYOLWME Mepbl 4N NpeaynpexaeHus
noMex OT INEKTPOMarHUMTHOro nons,

€) BaXHeNWwwe cpecTBa AOMKHbI PA3MeLLATbCsl UCKITIOUUTENBHO B TENEKOMMYHMKaLMOHHBIX annaparHbIX ¢ COOT-
BETCTBYOLWEN dn3nyecKon 3amuTom;

f) AOMXHBI BbIT NPUHATHI MEPBI AN NPegoTBPALLEHWSA pa3pyLWeHUs Y NageHUsa MaTepnanos, NCNOSb30BaHHbIX ANS
CTeH, nona, NoTonka v T. 4., Hanpumep, B C BA3M C 3eMINETPSICEHWEM C HOPManbHOW NPeacKazyemMon MarHUTyLoN;

g) martepuarnsl, ICNONb30BaHHbIE ANs MoNa, CUeH, NOTONKa U T. 4., A0MKHbI GbiTb HEFOPIOYUMMN NN OTHECTONKUMM;

h) AomkHbl 6bITb NPUHATLI Mepbl A4na 6opb6bI CO CTATUYECKUM SNEKTPUIECTBOM;

i) kabenbHble kaHanb!, COEAVHSIIOWME TENEKOMMYHUKaLMOHHbIE annapaTHbIe 4OMKHbI BbITb CNPOEKTUPOBAaHbI TaK,
YTOObBI 3aMeANsiTe UMK NPEAOTBPALLATL PACNPOCTPAHEHUE OFHSA;

j) npy HeoBxoaUMMOCTU AOMKHBI ObITh MPUHSTHI MEPLI ANSA 3aAWMUTLI OT SNEKTPOMArHUTHOrO BO3AENCTBUS NOMeLLe-
HWUA, NpeHa3HauYeHHbIX s XPaHeHWsl aHHbIX, U CENdOB C AAaHHBIMY;

k) npv Heo6X0AMMOCTU AOMKHBI BbITh MPUHATHI MEPLI NO 06ecneYeHN o OTHECTOMKOCTN NOMELLLEHUIA ANA XpaHEeHUs!
OaHHbIX N cneunanbHbIX XPaHUNuLL, JaHHbIX;

I) B TenekoMMyHMKaLMOHHON annapaTHON U B NoMeLlleHnn ¢ 060pyaoBaHMEM ANs KOHAWLUMOHUPOBaHUS BO3ayXa
AOnXHa ObITb yCTaHOBNEeHa aBToMaTu4vecKas noxapHas curHanunsauua,

m) B TeNIeKOMMYHWUKaLMOHHOW annapaTHOM 1 B NoMeLLeHun ¢ 06opyaoBaHMeM ans KOHAULMOHMPOBaHWUSA BO3ayXa
AOMXHbI ObITb YCTaHOBIIEHbI OTHETYLUUTENN;

n) B TENEKOMMYHWKaLWOHHON annapaTHoOW AOMKHO obecneunBaTbCs KOHAUUMOHMPOBaHWE BO3AYXa;

0) TenekoOMMYHUKaLUWOHHasi annapartHasi, e pa3MmellLalnTcs BaXHble cpeacTBa CBA3M, A0MkKHa obecnevnBaTbes
CUCTEMON KOHOANLMOHNPOBAHUSA BO3AyXa, OTAENBHOW OT TON, YTO NpeaHasHaqveHa gnsa ohUCcoB U ApYrmx NOMELLLEHUA.

A.9.1.9 3awmTa pn3nMvecKm N3oNNpoBaHHbIX pabounx 30H

Mepa n cpeacTBO KOHTpONS M yripaBreHns

Ons dbuamyeckm n3onnpoBaHHbIX pabounx 30H, rae pasmeLLaTcs TeNeKOMMyHUKaUMoHHbIe cpeacTBa agnsa obecne-
YeHUs1 TeNeKOMMYHUKALMOHHOIo BusHeca, AOMKHbI NPOEKTMPOBATLCSA, pa3pabaTbiBaTbCa U peann3oBLIBATLCS Mepbl 1
cpepcTBa KOHTPOMSA U ynpaeneHusi husnyeckon 6e3onacHoCTbIO.

PexomeHpaunm no peanvnsaunm

Ansa sawmnTel hranyHeckm nzonmpoBaHHomn paboden 3oHsb! (Hanpumep, 6a3oBol cTaHUMK MOBUITLHON CBSI3K), e pac-
nonaraiTcsi TeNeKOMMYHUKALUOHHbIE cpeAcTBa Ansa obecnevyeHnsa TeNeKkoMMyHUKaLMOHHOro 6u3Heca (B fanbHenwem
Ha3bIBAEMOW N3ONMPOBaHHOM paboyeri 30HON), AOMKHEI GbITh NPeAYCMOTPEHLI Crieylowmue Mepbl M CPEACTBA KOHTPONA U
yNpaBreHus:

a) usonupoBaHHble paboune 30HbI AOMKHBI ObITH CENCMOCTONKMMU, OTBEYas 06s13aTenbHbIM HAaLUMOHANbHBLIM UMK
pervoHanbeHbIM CTaHdapTaMm;

b) naonuposaHHble paboune 30HbI 4OMKHBI ObITb OCHaLWEHbI aBTOMATUYECKMMU NPOTUBOMNOXaPHbLIMU CUCTEMaMW;

C) W30MMpOBaHHble paboune 30HbI AOMKHLI NOABEPraTbCa AUCTAaHUMOHHOMY MOHUTOPUHIY C LieNnblo 06HapyXeHus
cb6oeB 060pyaoBaHMS, HApYLWIEHNA 3HEProCHabXeHUs, BO3ropaHus, KOHTPONS BNAaXHOCTU, TEMNEPATYPLl U T. A.;

d) nepumeTpbl thuamnyeckor GezonacHoCTU AOMKHbI BbITb 0BecneveHbl Hagnexawmm obpa3om, Harnpumep, ¢
MCMNOMNb30BaHWEM HAAEXHbIX OTpaXKaeHWI, OXBaTbIBAIOLLMX M3ONUPOBAHHYIO pabo4yio 30HY; NOCKOSIbKY OHM 06bI4HO pabo-
TalT B aBTOMaTUYECKOM pexunme, TpebyeTcsi ocHaleHne X aBTOMaTUHECKON CUCTEMON OMOBELLLEHUS] ONepaLuoOHHOIO
LeHTpa B Clyyae UHUMAEHTA.

A.9.3 Be3onacHOCTbL MeCT, HaXoAAWMXCA MO KOHTPONEM APYron CTOPOHbI

Llenb: O6ecne4mBaTh 3awmTy 060pyaoBaHns, pa3MeLLeHHOro BHE MOMeLLEHUA TENEeKOMMYHUKALMOHHOW OpraHu-
3auUmK (HanpMmep COBMECTHOE pasMeLLeHNe) OT OU3UYECKUX YIPO3 U YIpo3 BHELLHEN cpeaebl.

A.9.3.1 OG6opynoBaHue, pa3meLleHHOe B NOMELLUEeHUAX APYron opraHnsauum, npeaocTaBnsiowen ycnyram
CBA3MN

Mepa n cpeacTBO KOHTpONSA M ynipaBreHus

Mpu ycTaHOBKE TENEKOMMYHUKALMOHHBIMU OpraHu3aumamn obopyaoBaHusi BHe COBCTBEHHbIX NMOMELWEHUIR, OHO
AOIKHO BbITh Pa3MELLEHO B 3aLLMLLEHHBIX 30HAX, CHUXAIOLWMX MoOble pUCKM OT Yrpo3 Uiy OnacHOCTelN BHELHEN cpeabl 1
OT BO3MOXHOCTU HECaHKLIMOHMPOBaHHOIO A0CTyna.

PekomeHgaumna no peanusauumn

Ons sawutel 060pyaoBaHUst TENEKOMMYHUKALMOHHON OpraHn3aumm, pasmeLwweHHOro B NOMeLeHnsX Apyrmx Tene-
KOMMYHVKALMOHHbBIX OpraHu3auuii, AormkHbl 06ecrneunBaTbesa crnegyowme Mepbl M CPeacTBa KOHTPOIS 1 yrpaBeHns:

a) AOMXHbl ObITh ONpeaeneHsbl rpaHnLbl 1 B3aUMOAENCTBINE C APYron TerneKOMMYHVKALUWOHHON opraHn3auuen, a
o6opyaoBaHve JOMKHO NErko N3onumpoBaTbes OT 060pYAOBaHUS OPYrov OpraHnaaumm, ecnv ato notpebyercs;
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b) AonxHo BbITk 3aKMOYEHO cornaweHne ¢ Apyron TeNekoOMMYHUKaLMOHHOW opraHm3aumen 0 NoCTaBke Noaaepu-
BaKOLUX YTUINUT;

C) PYKOBOACTBO AONMKHO NOATBEPANTDL, UTO MeCTo, rae byaeT ycTaHOBNeHo o6opydoBaHue, cooTBeTCcTBYeT obecne-
YeHUIo KXenaemoro ypoeHs 6esonacHocTu.

JononHuTenbHas nHdgopmaumns

HonxHbl 6bITE 3apaHee NPoBepeHbl CornalleHne U NpaBua, KacatWwmnecsi AOCTKEHUST KernaemMoro ypoBHsi 6e30-
NacHOCTU C APYrMMY TeNEeKOMMYHUKaLWOHHLIMW OpraHn3aunsiMu, ¢ Lenbio CornacoBaHus ypoBHel 6e3onacHocTy nome-
LWEHWI OpYyron opraHnaauum u co6CTBEHHBIX MOMELLEHUI TENeKOMMYHMKaLMOHHON opraHnsaumm.

A.9.3.2 Ob6opynoBaHMe, pa3aMeLleHHOe B MOMELLEHNAX nonb3oBaTenemn

Mepa n cpeacTBO KOHTPONSA M ynpaBrneHns

Mpu ycTaHoBKe 060pYACBaHNSA TENIEKOMMYHUKALMOHHbIX OpraHn3auuii B NoMeLWweHUsiX KNMeHTa TeneKoMMYHUKaLm-
OHHbIX YCIyr Ansi COeaMHeHus ¢ 060pyaoBaHMeM KNneHTa gomkHa obecneuneaTbes 3awmura ob6opyaoBaHVA OpraHu3aumm
ANl CHWXEHUs1 pUCKa OT Yrpo3 UMM ONacHOCTEN BHELLHel cpedbl M OT BO3MOXHOCTU HECAHKLMOHUPOBaHHOIO [OCTYNa.

PekomeHaauua no peanusaumm

Ons 3awmTel 060pyaOBaHUS, pa3MeLLLEeHHOrO Ha NNOWAaAKe KNMeHTa TeNeKoMMYHVKaLMOHHbIX YCIyT, AOMKHbI o6ec-
ne4YnBaTbCA cnegylowme Mepbl U CpeacTBa KOHTPONS U yNpaBneHns:

a) obopygoBaHue, Takoe Kak, HanprMep, CTONKa Ans pa3MeLleHust annapaTyphbl, yCTaHOBNEHHOE Ha NNoLajaKe K-
€HTa, JOIKHO GbITb MPOYHbIM, YTOGbI €ro Hernb3si ObINO NErko OTKPbITh HEYNONTHOMOYEHHBIM MOMb30BaTEersIM;

b) AomxHbl ObITb CNpeaeneHsl FpaHnLbl U B3anMOAENCTBYE C KITMEHTOM, 1 06opyAoBaHue AOMKHO BbITb Nerko n3o-
nvpoBaHo oT 060pyAOBaHMA KNMeHTa, ecnu 370 noTpebyeTcs;

C) AomxHa BbiTb BO3MOXHOCTb OCYLLECTBNEHNS yAaNeHHOro MOHMTOPUHIa COCTOsSIHMA o60pyA0BaHWs UNu ynpae-
neHusn obopygoBaHvem.

A.9.3.3 BaanmocBsizaHHbIe TENTEKOMMYHWKALIMOHHbIE YCIYTU

Mepa n cpeacTBO KOHTPONSA M ynpaBrneHns

B cnyvae npepgocTaBneHms B3anMOCBS3aHHbIX TENEKOMMYHWKaLMOHHbBIX YCIYT TENEeKOMMYHUKaLMOHHbIE OpraHn3a-
LMW OSKHbI ONPeAenUTb rpaHnLy M B3aumogencTere ¢ apyrumm TeNeKOMMYHUKaLMOHHBIMU OpraHn3aumusimm, 4Tobbl MOX-
HO Gbino obecneunTb GbICTPOE pasdbeduHEeHWe M U3OMNSLUI0 KaXaon opraHM3aumm torga, korga waeHtuduumupyetcs
cobbITHe purcka.

PekomeHOauum no peanu3auum

HonxHbl 6bITb 06ecrnevyeHbl COOTBETCTBYIOLLME MEPbI M CPEACTBA KOHTPOMS U yNpaeneHusl, NpeaHa3HaYeHHble Ans
NPOBEPKU YCNYyT B3aUMOAENCTBYIOLLUNX TENEKOMMYHMKAUNOHHBIX OPraHn3auni B OTHOWEHUN UX Peann3aunmn B yCroBUAX
HOPManbHOW 3KChnyaTauuu.

Ons gnarHocTMpoBaHWsi Npobnem 1 NPUHSITUSI KOPPEKTUPYIOLUMX Mep Y OpraHn3auui 4omkHa 6biTb BO3MOXHOCTb
M30MNMpoBaTh CBOE 060pyAOBaHne oT 060PYAOBaHUS APYIMX OPraHN3aumn n 3aHOBO NOAKINIOYNTE €ro B TOYKE B3aUMHOIO
COeUHEHUS.

TenekoMMyHUKaLMOHHbIE OpraHn3aLum AOMKHbI NocreAoBaTeNbHO NPOBOAUTE MOHMTOPUHT COCTOAHUA Tpaduka B
TOYKE B3aWMHOIO COEAUHEHUA.

TenekoMMyHUKaLMOHHbIE OpraHM3aLmm J4OIKHbI onpeaennTs B COrNaweHnmn unu 4OroBope BO3MOXHOCTL NpeKpa-
LWEeHWUs NPeaoCTaBNeHNs TENEeKOMMYHUKALMOHHbLIX YCIYT TEM KITUMEHTaM, YbW KOMMYHUKaUMKM NpeacTaBnsaioT npobnemy
ans 6ecnpensaTCTBEHHOrO NPEAOCTaBNEHUs YCIyr B3aMMOAENCTBYIOWNX TENEKOMMYHUKALMOHHbBIX OpraHn3auun.

A10 MeHeaXMeHT KOMMYHMKaLMNA n paboT
A.10.6 MeHeaXxmeHT 6e3onacHOCTH ceTH

Llenb: O6ecneunTb yBEPEHHOCTD B 3alUmMTe MHG OPpMaLIMK B CETAX U 3aluUTe NoAaepXUBatoWEn UHPaCcTPYKTypbI.

MeHemgkmeHT 6e30NacHOCTU ceTel, KOTOpblE MOTYT NPOXOAUTE 3a Npeaenamu opraHnsaunm, Tpebyert npucrans-
HOro BHMMaHUSA K NOTOKaM AaHHbLIX, NPaBOBbIM MOCNEACTBUSIM, MOHUTOPUHIY U 3awuTe.

HononHuteneHbie Mepbl U cpecTBa KOHTPOJSIS M YNPaBIeHUsl MOryT Takke noTpeboBaTbCa ANA 3aWwmThl HyBCTBU-
TenbLHOWM nHopMaLum, nepegaBaeMom rno obLeaoCTYNHbIM CETSAM.

A.10.6.3 MeHeaxmeHT 6e30NacHOCTH NOCTABKN TeNEKOMMYHNKALMOHHbIX YyCNyr

Mepa n cpeacTBO KOHTPONSA W yNpaBreHNA

TenekoMMyHUKaUMOHHBIE OPraHM3aLmMK JOMKHbI YCTAHOBUTH YPOBHM 6830NacHOCTU A4NS pasnnyHbIX NPeanoXeHni
6usHeca o NpeaoCTaBNSEMbIX TENEKOMMYHUKALMOHHBIX YCNYrax, M3BeCTUTb O HUX KITWEHTOR A0 NPeAOCTaBNEeHNS YNy U
Hagnexawmm o6pasom NogaePKMBaTh U OCYLLECTBIATb MEHEIKMEHT CBOMX TENEKOMMYHUKALMOHHBIX YCNYT.

PekomeHgauua no peanusaumm

TenekoMMyHUKaUMOHHbIE OPraHM3aLUmMK JOMKHbI BbIMOMNHATL cnegyiowme pyHKUMN Ans KNMEHTOB TeNEKOMMYHUKa-
LIMOHHBIX YCNYT:

a) NpepocTaenATb NEepeYeHb U YeTKOE U3ITOXKEHME YCINOBUI 6@30NacHOCTH, ypOBHEN ycnyr n TpebosBanui meHea-
XKMEHTa TEeNEeKOMMYHUKALUMOHHbBIX YCIyT;

b) obecneunBate Heob6xoaUMOEe MHDOPMUPOBAHUE C LIENbIO 3aWMThl NONb3OBATENEeN TENEKOMMYHUKALUWOHHBIX
yenyr ot cnama, HTepHeT-npecTynneHni, KOMMNbIOTEPHBLIX BUPYCOB U T. 4.
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TenekoMMyHVKaLMOHHbBIE OPraHM3auum JOMKHLI TakKe NpeaycMoTpeTh cnegylowee:

C) peanu3aumio OTBEYAIOWMX COOTBETCTBYIOLMM 3aKOHAM U NPeANUCcCaHNsaM Mep U CPEACTB KOHTPONS W ynpaene-
HUS1, TaKNX KaK NpeayrnpexaeHne HeCaHKLMOHUPOBAHHOIO NepexBaTta n o6ecneveHnsa B3anMoaencTBuiA C 4pyrMMu NOCTaB-
LMKaAMW TENEKOMMYHUKALMOHHbIX YCIyT;

d) npepocTaBneHvne KOMMyHUKaLMA, HEO6XoAMMBIX ANA cneunanbHbIX YPOBHEW YCNYT, TAKUX KaK BaXXHENLNE KOM-
MYHUKaLMW B aBapuiHblX cutyaumsix (cm. A.15.1.8);

€) peanusaumio Mep 1 CpedCcTB KOHTPOIS K ynpaeneHusi 6e3onacHOCTLIO ANSA KaXKA0M NpeaocTaBNAeMon ycnyrm,
nofo6HbLIX cneaylLwum:

- ycnyrm IP coeamHennin/ycnyrm nuHhopMaLMoHHOTO LeHTpa:

1) Mepbl M cpeacTBa KOHTPONS U yNpaBneHwa NpoTue cnama (cm. A.10.6.4);
2) mepbl M cpeacTBa KOHTPOIs W ynpaeneHus npotue DoS/DDoS-atakm (cM. A.10.6.5);
3) Mepbl M cpeacTBa KOHTPONS M ynpaBneHuss NPOTUB TEeXHWYECKUX YA3BUMOCTEN (CM. NyHKT 12.6.1

MCO/M3K 27002);

- cTaumMoHapHasi/mobunbHas TenedoHHas CBs3b:

4) ob6paboTka BaxXHENLIMX KOMMYHUKALWI;
5) obecneyeHne NPUOPUTETHLIX BEI3OBOB B YPE3BbIHaNHON CUTYaUUU;
6) Mepbl M cpeAcTBa KOHTPOIS M yNpaBneHusl NPoTUB Neperpy3kn Tpaduka TenetoHHbIX BbI3OBOB;

- ynpaensieMble yCcrnyru:

7) wcnonb3oBaHue ayteHTudukauun/wmndpoBaHus;
8) TwarenbHo cnnaHupoBaHHasi 06paboTka B NPUBUNErMPOBAHHOM PexuMme;

f) peanusaumio mep 1 cpeacTB KOHTPONS U yNpaBreHust 6e30nacHOCTbIO ANA CTPOrol NoAAEPXKKN CNeaytowmx ane-
MEHTOB yrnpasrieHust uHdopmaLmeii Npyu NocTaeke yCnyr:

1) obecneuyeHne HepasrnaweHusi uHpopmaLmm o coeauHeHUsX, BKNoYan aetanu tenedoHHbIX BbIZ0BOB,;

2) 3awmTa nepcoHarnsHon uHdopmaumm.

Onsi noaaepxku NpeaocTaBnseMblX TENEKOMMYHUKALMOHHBIX YCNYr TENEeKOMMYHUKALMOHHbIE OpraHn3aumm gon-
JKHbI MPUMEHSITb Crieflylolme Mepbl U CPeCTBa KOHTPOIs U YNpaBneHus:

g) cooTBeTCTByIOLEE TEXHUYECKoe obcnyxmBaHue cpeAcTB NepeaaYmn AaHHbIX, TakMx Kak kabenw, u onepaTeBHbIN
PEMOHT B aBapUMHbIX CUTyaLMsIX;

h) cooTtBeTcTByIOLLIEE TEXHUYECKOE ODCNYKMBaAHNE KOMMYTaUUOHHOTO 060pyAOBaHUS AN TENEKOMMYHUKALMOH-
HbIX YCNYT UMW NOCTOSIHHBIA MOHUTOPUHI X MHCOPMALIMOHHOW Harpy3ku; NepeknioveHne Ha pesepeHoe o6opyaoBaHue
Wnu gpyrme MapwpyThbl, 4HToObI M3bexaTe neperpy3kn Tpaduka B Hpe3BblMaiHbIX CUTYaLMAX;

i) MeToabl U cpeAcTBa NOAAEPXKKA (PYHKUMIA TENeKOMMYHMKaLMOHHBIX CpeAcTB B criydae DoS-artak, KOTopble
MOTYT BbIHYAUTb KOMMYTaLWUOHHOE 060pyAoBaHue, TaKoe Kak MapLupyTu3aTopbl, 06pabaTsiBaTh 60nbwnii 06bem Tpadu-
Ka No CpaBHEHWI0 C OBbIYHBIMU CUTYaLMAMY;

j) cooTBeTCTBYIOWMIA MEHEMKMEHT MapLpPYTHON MHAOPMaLuun 1 ynpaensiiowen uigopmauum, Takon kak DNS.

JononHntenbHaa nHdopmauma

Mpn NocTaeke TeNeKOMMYHUKALMOHHbIX YCNYr TEeNeKOMMYHVKALWOHHbIE OpraHm3aumm OOJKHbI YYUTbIBaTh Nog-
po6Hoe onucaHue aTux ycnyr, 4tobbl nabexaTe HaBs3bIBaHWSA NOXHOIO NpeacTaBneHns o6 ycrnyrax nocpegcTBOM yMbiLu-
neHHoro cokpbiTus otobpaxenuss URL oT nonb3oBaTtenelt TENeKOMMYHUKALMOHHBLIX YCIYr MO HEeCOOTBETCTBYIOLMNM
npyvHMHam, 1 TaKMx onepaumn, n3-3a KOTopbIX NOSNb30BaTENAM TENEKOMMYHMKALMOHHbLIX YCIyT NpUAeTCA NpMocTaHaBW-
BaTb UK ocnabnATe yHKUMIO NpoBepkM 6e30MacHOCTM Ha CBOEM TepMMHare.

A10.6.4 PearnpoBaHne Ha cnam

Mepa n cpeacTBO KOHTPONSA M ynipaBrneHus

TenekoMMyHUKaUMOHHbIE OpraHn3auuy AOMKHbI NPeaycMoTpeTs NOMUTUKY pearnpoBaHusi Ha cnaM 1 peanmao-
BaTb COOTBETCTBYICLUME MEpPbI M CPEACTBA KOHTPOIA U YNPaBneHUs Ans yCTaHOBNeHWs1 bnaronpuaTHON 1 kenaTenbHOoM
cpenbl ANsi nepegaYvn coobLeHW No SneKTPOHHON novTe.

PekomeHOauua no peanusaumm

Ecnv TenekoMmMyHVKaLMOHHbIE OpraHn3auun y3HaoT 0 dakTe cnama u3a xanobbl Nonb3oBaTenst TeNeKkoOMMyHUKa-
LMOHHBIX YCIYT Y O TOM, YTO COOTBETCTBYICLLMM CMIAMEPOM SABMSAETCS UX COBCTBEHHbIN KITMEHT, OHU OIMKHBI 006paTUTLCA
K COOTBETCTBYIOLLEMY KITMEHTY € 3arnpocoM O NpeKpaLweHn pacchinky cnama.

Ecnu B 0TBET Ha TakoM 3anpoc cnamepom He NPeanpPUHNMAaloTCS UMW HE OXXUJAKTCS COOTBETCTBYIOLLME AENCTBUSA,
TO TENEeKOMMYHUKaLNOHHbIE OpraHvu3aumy AOMKHblI NPUOCTAHOBUTL MOCTABKY TENEKOMMYHVMKALWOHHBIX YCNyr COOTBET-
CTBYIOLLEMY KNUEHTY, UTOObI BNOKMpPOBaTL pacchifky cnama.

Ecnn cnam pacceinaeTcs u3 cetu gpyrmx TeNeKOMMYHUKaLMOHHBIX OpraHn3aumii, ¢ KOTOpbIMY B3aMMOLENCTBYIOT
TENeKOMMYHUKaLUOHHbIE CPeACTBa AAHHOW OpraHvW3auuy, TO OHa [OMXHA MPOCUTH COOTBETCTBYIOLWLYIO OpraHvu3auuio
NPUHATE HeobxoanMble Mepbl No BNoKMpOBaHUIO cnama, & COOTBETCTBYIOLWasA OpraHn3auust 4oMmKHa NPUHSTL Heobxoau-
Mble Mepbl B OTBET Ha TaKoW 3anpoc.

Ansa npuHATUS 3PHEKTUBHBIX MEP NPOTMB CNama TeNeKOMMYHUKaLMOHHbIE OpraHM3aumnm 4omkHel paboTaTs B Tec-
HOM COTPYOHWYECTBE C APYTMMY TENEKOMMYHUKALMOHHBIMU OPraHm3aunsiMm, 8 Takke HauMOHaNbHbIMU 1 3apyOeXHbIMU
opraHv3auymsiMu, 3aHuMarLwmmmcs 6opb6or co cnamom.

38



rocT P UICO/MIK 27011—2012

TenekoMMyHVKaLMOHHbIE OpraHu3auum AomkHbl paspabaTeiBaTe M peanun3oBbIBaTb MONUTUKY, HanpaBneHHYyo
NpoTMB cnama, B COOTBETCTBUM C HALUMOHAmNbHbLIMW 3aKOHaMM 1 HOpMaMK U genaTtb WX 4OCTYNHbIMK A5 ny6numku.

HononnuteneHas pekomeHgaums no peanusaumm NpuBoanNTCs B NpunoxeHun B (cnpasoyHom).

A10.6.5 PearnpoBaHue Ha DoS/DDoS-aTtaku

Mepa n cpeacTBO KOHTpONSA M ynipaBreHus

TenekoMMyHVKaUMOHHbIE OpraHu3auuy AOMXKHbI NPeayCcMoTPeTb NONUTUKY pearnpoBanusa Ha DoS/DDoS-ataku n
peann3oBaTh COOTBETCTBYIOLMUE MEPLI M CPEACTBA KOHTPOMS U YNpaBneHust Ans yCTaHOBIEHWUs 61aronpusiTHOM U «KOM-
hOpTHOW» cpeapl AN TENeKOMMYHWKALMOHHBLIX YCIyT.

PekomeHgaumsa no peanusaummn

Ecnv TenekoMmyHUKaLMOHHbIE OpraHn3aummn y3HatoT o cnydae DoS/DDoS-atak, OHM BOMKHbI NPUHATE COOTBET-
CTBYIOLLME KOHTPMepbl Ansi obecneyveHns cTabunbHOro NPeaoCcTaBNeHnsi TENeKOMMYHUKAUUOHHBIX YCIyT.

XoTs1 KOHKpeTHble HeobxognMble Mepbl 3aBucAT oT Buga DoS/DDoS-aTak, TenekoMMyHUKaUUOHHbIE OpraHu3aumm
OOIKHbI yYMTBIBaTh cCnegylome KOHTPMepPsbI:

a) unbTpaumsa 3aroflOBKOB NakeTOB, HAMPABIISIEMbIX HA CaWT, NOABEPILUMICS aTake;

b) BeaeHue orpaHuyeHust Anst KOMMYHUKaLWOHHOTO NopTa, ucnons3yemoro anst DoS/DDoS-arak;

C) YMEHbLUEHWE NN NPUOCTaHOBITEHNE 3KCTNyaTalumn OTAENbHbIX TENEKOMMYHUKALWOHHbIX CPEACTB.

Ecnn DoS/DDoS-ataky ocyw,ecTBnsieT COBCTBEHHbIN KIMMEHT TeNEeKOMMYHUKaLWOHHbBIX OpraHu3auuii, To cneayet
NMPUOCTaHOBWTL OKa3aHue TeneKOMMYHUKAUUOHHbLIX YCMyr COOTBETCTBYIOWEMY KIWeHTy, 4ToObl OrnokvpoBaTtb
DoS/DDoS-aTakvm Ha TENEeKOMMYHUKAUMOHHbIE CPeacTBa.

Ecnn DoS/DDoS-atakm ncxogat us cetu gpyrmx TENEeKOMMYHUKALUUOHHbBIX OpraHn3auui, ¢ KOTOPbIMU CBA3aHbI
TENEeKOMMYHUKALNOHHbIE CPEeACTBA AAHHOW OpraHvm3auvuv, TO OHa AOIKHA NMPOCUTBE COOTBETCTBYIOLWLYIO OpraHu3aumio
NPUHATEL Heobxoanmble Mepbl Ans GnokupoBanus DoS/DDoS-aTak, a CoOOTBETCTBYHOLWAs OpraHnM3aumns 4OMmKHa NPUHATL
Heobxoaumble Mepbl B OTBET Ha TaKOW 3anpoc.

Ansa npunsaTua adpdekTnBHbIX Mep npoTuB DoS/DDoS-aTak TeNeKOMMYHUKaLMOHHbIE OPraHn3auun 4omkHbl pato-
TaTb B TECHOM COTPYAHWNYECTBE C APYIMMMW TENEKOMMYHUKALUOHHBIMW OPraHn3aunsmMm, a Takke HauMoHanbHLIMU U 3apy-
GeXHbIMU OpraHm3aunsiMm, 3aHumarowummncst 6opb6olt ¢ knbep-Teppopr3mMom.

HononHutensHasa pekoMeHA4aumsa No peanvaaumm NpMBOAMTCSA B NpunoxeHun B (cnpaBovHom).

A11 YnpaBneHue oOCTYNnom
A.11.4 YnpaBneHvne JocTynom K cetm

Uene: MpegoTeBpatTe HEABTOPU3OBAHHLIN JOCTYI K CETEBLIM YCIyram.

JocTyn K BHYTPEHHVM U BHELLWHWM CETEBbIM YCyram ACIKEH ObiTb KOHTPONMPYEMBIM.

370 HEOBX0AMMO ONSA NONy4YeHUs! YBEPEHHOCTU B TOM, UTO NOJIb30BaTENU, KOTOPLIE MMEIOT JOCTYMN K CETSIM U ceTe-
BbIM YCIyram, He HapywaioT ux 6e30nacHoOCTb, NyTem:

a) obecneveHnsi COOTBETCTBYIOLLMUX MHTEPENCOB MeXAY CEThI0 OpraHu3aumm n CETAMU, NPUHAANEKALLMMK ApY-
MMM OpraHv3aumsim, 1 o6LeaoCTyNHBIMY CeTSIMY;

b) BHegpeHWs COOTBETCTBYIOWMX MEXAHN3MOB ayTEHTUM(MKALUM B OTHOLIEHUN NONb30BaTenei n 06opyaoBaHus;

C) NpeanvMcaHHOro yrnpasrieHusi JOCTYNOM Nonb3oBaTene K MHPOPMAaLMOHHBIM YCNyram.

A11.4.8 UpeHTndmkauma n ayTeHTUdMKaLUMA Nonb3OBaTEeNAMU NMOCTaBLUMKA TeNleKOMMYHMKALMOHHbIX
ycnyr

Mepa n cpeacTBO KOHTPONA M ynpaBreHus

TenekoMMyHUKaUMOHHbIE OPraHn3auumn AoMmkHbl 0becrnevnTb COOTBETCTBYIOLLYIO MEpY U CpeACTBO KOHTpOMNs u
ynpaeneHus ans nonb3oBartenew, 4Tobbl Te MOrmu NaAeHTMPUUUPOBATL 1 ayTEHTUPULNPOBATL TENEKOMMYHUKaLMOHHbIE
opraHu3saumm.

PekomMmeHgauua no peanusaumm

Ecnun TenekoMMyHVKaUMOHHBIE YCIYTM UCTONb3YTCs Yeped MOOWIbHYIC CBA3b UMK MOCPEACTBOM YAareHHOro
NnoAKmNtoueHus (1. e. yepes obopydoBaHne Apyrmx opraHu3aunin), To CyLLeCTBYIOT Yrpo3sbl He obGecneveHusl Hepasrnawe-
HUS1 THEPOPMaLUK O COEANHEHNAX N3-38 UMUTaLMKN KeM-NTMGO ponu nocpegHuka. MosTomy ansi nonb3oBaTernen TeNnekoM-
MYHUKa LMW BOMKHbI GbITb 06ecneYeHbl COOTBETCTBYIOLLNE MEPLI M CPeACTBa KOHTPOIA U YNpaeneHus, YTobbl OHW MOINN
MOEHTMPMLUMPOBATE U ayTEHTUPULMPOBATE TENEKOMMYHWUKALMOHHbLIE OpraHn3aumm.

B cny4yae, korga nones3oBaTeny TENEKOMMYHUKALWOHHbIX YCINYT HE MOTYT ayTeHTUDULNPOBATE TENEKOMMYHMKaLW-
OHHbI€ OpraHu3auun, nocregHne AOMKHbI YBEAOMIATL NONb30BaTENen 0 TOM, YTO (PYHKUMA ayTeHTUdUKauum HegocTyn-
Ha, BMECTe C y4eTOM BO3MOXHbIX PUCKOB, KOTOPbIM OHW MOABEPratoTes.

JononHntensHaa nHdopMauma

CyuwecTByeT HECKOINBKO arbTePHaTUBHbIX BAPMAHTOB C UCMONIb30BaHUEM TEXHOMOIMU WNPOBaHWUs AN UAEHTU-
dukaumm 1 ayteHtTudrkaLmn.

OpHol 13 BO3MOXHbIX aTak B CrnyYae, koraa nosb3oBaTeny He MOTyT NpaBvuibHO MAGHTUDULMPOBATE U ayTeHTH-
dULMPOBaTL TENEKOMMYHUKALUOHHBIE OPraHn3aLun, IBMSIOTCSA aTaku «4ernoBeK B cepeguHe.
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A15 CooTBetcTBME
A151 CooTBeTtcTBME TpebGOBaHMAM 3aKOHOAATENbLCTBA

Uenb: WabexaTtb HapyweHni noboro 3akoHa, npaBoBbIX, HOPMATUBHbIX MW AOTOBOPHLIX 06513aTeNbCTB, a Takke
nobbix TpeboBaHuii 6e30nacHoOCTH.

MNpoektnposBaHne, HYHKUMOHUPOBAHWE, UCMOMNb3OBaHWEe U yrnpaBneHne MHMOPMaLMOHHBIX CUCTEM MOXET BbiTb
npegmMeToM NpYMeHeHWs NPaBoBbIX, HOPMATHBHLIX U AOrOBOPHLIX TpeboBaHWi Ge3onacHOCTU.

CnefyeT KOHCYNbTVPOBATLCS C OPUCTaMM OpraHnM3alun B OTHOLEHUM KOHKPETHBIX KOPUANYECKMX BONPOCOB, UIN C
NPaKTUKYIOWUMMN IOPUCTaMU, UMEIOLLIMMMK COOTBETCTBYIOWYI0 KBanudukaumio. 3akoHogaTernbHble TpeboBaHUsi pasHbix
CTPaH OTNMYaKTCA APYr OT ApYyra, U OHW MOTYT MEHSITbCSA B OTHOWEHUM MHOpMaLun, CoO34aHHON B OHONW CTpaHe u
nepefaHHon B APYyrylo CTpaHy (Hanpumep MHOPMAaLMOHHbIN NOTOK, NepeaaBaeMblil Yepes rpaHully).

A151.7 HepasrnaweHune nHdopmaumm o coeguHeHUAX

Mepa n cpeacTBO KOHTPONSA M ynpaBrneHus

HonxHo obecneynBaThCA HepasrnaweHue MHopMaLMmn 0 coeguHeHnsIX, 06pabaTbiBaeMblX TENEKOMMYHUKaLMOH-
HbIMW OpraHn3aLusMu.

PekomMmeHgauma no peanusaumm

TenekoMMYHUKaLNOHHbIE OPraHn3aLun AOMKHbI YYUTbIBaTh Criefylowme pekoMeHaaumm:

a) Hagnexawmm obpasom obcnyxmMeaTh TeNeKOMMYHMKaLUOHHbIE CpeACcTBa Ans o6ecneyveHus yBepeHHOCTU B
HepasrnaweHun nHopMaLum 0 CoOeanHeHNsX;

b) nmpuHumaTL HeobGxoauMble Mepbl A4Ns NpedoTBpaLleHnsl HenpeaHaMepeHHOro pasrnaleHust uHopMaumum o
ApYyrux coeanHeHusIX BO BpeMsi 06bIMHOMO MCMONb30BaHUS B TOYKE NOAKMIOUEHUS TEPMUHANbBHOrO 060pya0BaHNS NONb30-
BaTeney TeNeKOMMYHUKALMOHHBIX YCINYT K TENEeKOMMYHUKaLMOHHOMY KaHany;

C) NpvHUMaTb HeobxoauMble Mepbl Ansi NPeAoTBPaLLEHUs] HECAHKLMOHUPOBAHHOTO AOCTYNa, YHUHMTOXEHUS UK
hanbcnmdrKaummy 3anvcen 1 aHHbIX Nonb3oBaTenen TeNeKOMMYHUKALMOHHbIX YCITYT, XPaHSILLMXCH B TENEKOMMYHUKaLU-
OHHbIX CpeacTBaXx;

d) sanpelwaTte HECaHKUMOHMPOBAHHOE UIN HE3aKOHHOE UCMONb30BaHWe NepcoHAnoM TerneKOMMYHUKALUOHHBIX
opraHuaauui nboi nHpopmaunm, CBS3aHHON C COEAUHEHUSIMU KITUEHTOB;

€) YCTaHOBUTb COOTBETCTBYIOWMI NEPUOA XPAHEHUA TENEeKOMMYHUKALMOHHbLIX AAHHLIX B pamkax BPeMEHHOro
nepuoaa, TpebyemMoro ansi BeINONHEHWUs 3a4a4, CBA3aHHbIX C COXpaHEeHUeM AaHHbIX, U He3aMeAnMTeNnbHOe yaaneHne ux
Nno NCTEYEHUN Nepmoga XpaHeHUs unm No 4OCTUXKEHNUN LUenew;

f) sanpeTnTb NpegocTaBneHne KAKMX-NMMGO CEKPETOB O COEAUHEHNUAX TPETLUM CTOPOHAM, HE UMES 3aKOHHOTO OCHO-
BaHWS UMM COFNacusi Cammx Mnorb3oBaTeneil TenekoMMYHUKALUOHHBIX YCNyT;

g) npeanoxutb QyHKUMOHAINBHYIO BO3MOXHOCTb, MOCPEACTBOM KOTOPOM NOMb30BaTeNyn TENEKOMMYHUKALUMOHHBIX
YCNYr MOTYT B K&XAOM KOHKPETHOM Cry4Yae NPUHSTL PELleHne, HanpaenATb NN HET CBON MAeHTUMUKATOP (Hanpumep
naeHTUdMKaTop Bbi3biBaloLwero aboHeHTa) Ans o6ecneyeHns BO3MOXHOCTU BEIMOMHEHUS YCNYrU «MaeHTUDUKaUNS BbI3bl-
Bawowero aboHeHTax;

h) 3anpetmTb npegocraenexHve naeHTMUKaTopa Bbi3biBaloLWero aboHeHTa TPEeTbUM CTOPOHAM, HE UMEs 3aKOHHO-
ro OCHOBaHUS UIK COTNIacusi CaMUX Norib30BaTenen TeNEKOMMYHUKALMOHHbBIX YCIyT;

i) NpeanoXuTb KINMEHTAM TENEKOMMYHMKALMOHHBIX YCIYTr BO3MOXHOCTb BbIGOpa, 3aHOCUMTb NN HET UX HOMepa
TenedOHOB UMW NAEHTUDUKATOPLI B CIIMCKK, CBSI3aHHbIE C APYTMMM ycnyramm (B NoaaepKKy YCNyr «CrIpaBoOYHOro CTona);
©CNKY Norb30BaTenm NPocsT He 3aHOCUTL MX HOMEPAa B CIMIUCKU, TO TENEKOMMYHVUKALMOHHbLIE OPraHN3aLyumn AOIMKHbI He3a-
MEeANMUTENBbHO UCKIMIOYUTb UX AaHHbIE U3 YCIYT «CMPaBOYHOrO CTonay;

j) ecnu TernekoMMyHUKaUMOHHbIE OpraHM3aLmmn NONyYaloT 3anpock! 0 NpeAocTaBneHnn nHdopMaLuum, CBA3aHHON C
nosnb3oBaTensiMM TENEKOMMYHNKALMOHHLIX YCIYr, BKIIOYaa HepasrnaweHme nHopmMauum 0 COeANHEHUSIX, TO TENEKOM-
MYHUKaLMOHHbIE OPraHM3aunmn HY>XAaloTCsl B MOATBEPXKAESHUN, YTO 3anpochl NPABOOXPAHUTENBHLIX UMK CNEeACTBEHHbIX
OpraHoB MpoLUSM NErMTUMHYIO NpoLeaypy B COOTBETCTBUUN C HALMOHAIbHLIMY 3aKOHAMWU Y HOPMAaTUBHbLIMY aKTaMmM.

A15.1.8 BaxHenwume KOMMyHMKaLUK

Mepa » cpeacTBO KOHTPORS M yripaBreHna

B cnyuae ctuxuiiHoro 6e4CTBUsI, HECHACTHOrO CNy4as, APYron Ype3BblvaiHON CUTyaLmMmM UMU pyucka X BO3HUKHOBE-
HUS1 TENIEKOMMYHUKaLMOHHbIE OpraHu3auum gOJKHbI OTAABATE NPUOPUTET BAXXHENLLMM KOMMYHUKaLMSM, NOAAEpXaHne
KOTOPbIX HE06X0AUMO ANs NPEeAOTBPAaLLEHUSA, NOMOLLW NN BOCCTaHOBIEHUS NMPY TakUX UHLMOEHTaX, Uy ansi obecneve-
HUs1 6e30MacHOCTM NEPEBO30K, CBA3W UM 3HEProcHabxeHusn, a Talkke Ans noaaepxaHusi o6LecTBEHHOIO Nopsiaaka.

PexomeHaauma no peanusaumm

TenekoMMyHUKaLMOHHBIE OPraHn3auun JOMXKHbI YHUTbIBAaTb BO3MOXHOCTL MPUOCTAHOBITEHWUS] UIIU OrPaHNYEHUS]
4acTy CBOeN TENEKOMMYHUKALUUOHHON AeATENBHOCTU C Uenbio obecneueHns BaXKHENLWNX KOMMYHUKaLUIA, OCYLLECTBsIe-
MbIX, Hanpumep, NMPUBEAEHHLIMU HWXE OpraHn3aumamm U (Mnu) B COOTBETCTBMU C HALMOHAIILHLIMM 3aKOHaMu U
HOPMAaTUBHbLIMU aKTaMMu:

a) MeTeoporiorMvyeckMMy opraHn3aumsamm;

b) opraHusauusimm nNo NPeOTBPALLEHNIO 3aTONNEHUS;

C) noxapHbiMu cnyx6amm;

d) opraHu3aumsiMm Nno OKasaHuio NOMOLLY B HPE3BbIHaNHbIX CUTYaUUSIX;
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€) opraHu3auusiM1, HeNnocpeACTBEHHO CBAI3AHHBLIMU C OXPaHON OGLWECTBEHHOIO NOPSOKA;

f) opranHmzauusMm, HENOCPEACTBEHHO CBSA3aHHLIMU C 0GOpOHON;

g) opraHu3aumsiMu, HENoCpeACTBEHHO CBSI3aHHbIMU C 6@30NacHOCTLIO HA MOpE;

h) opraHusaumamm, HenocpeaCTBEHHO CBA3aHHbIMKU C 06ecnevYeHnemM TpaHcnopTa;

i) opraHMsaumamm, HeNnocpeacTBEHHO CBSI3aHHBIMU C YCNYraMun CBS3u;

j) opraHmsaumsmmn, HENOCPEACTBEHHO CBA3AHHBIMU C 3HEProcHabxeHnewm;

k) opranuMsaunsiMu, HENOCPEACTBEHHO CBS3AHHLIMU C BOAOCHabXEHMEM;

1) opraHmsaumamm, HenocpeacTBEHHO CBA3aHHbIMK C rasocHabxeHuewm;

m) unzbupatenbHbIMU OPraHU3aLmsIMK,;

N) XypHaNuMCTCKUMWN OpraHn3aumsamMu,

0) (PUMHAHCOBBIMM YUPEXOAEHNAMM;

P) MEQUUMHCKUMKN YYpeXaAeHNAMM;

q) OpraHv3aumsiM1, HENOCPEeACTBEHHO CBA3AHHBIMU C NOCTABKaMM NPOAOBOIILCTBUS;

r) APYrMMW HaLMOHANbHLIMW UMW MECTHBIMY OPraHN3aLUAMM, YNPaBISIOLWMMUN BaXKHEWLLMMU KOMMYHUKALNSIMU.

TenekoMMmyHMKaLUMKM opraHM3auumn B cny4ae, Korga ux TenekoMMYyHUKaLUOHHbIE CPeACcTBa B3aUMOAEWCTBYIOT C
TENEeKOMMYHMKALMOHHLIMU CPEACTBAMU APYTNX TENEKOMMYHUKALMOHHbIX OpraHn3aumii, IOMDKHbI NPUHATL HeoGxoguMble
Mepbl ANA 3aKnioYeHUs 0roBopa 0 NPMOPUTETHOM 06CNYXMBaHUM BaXXHENLIMX KOMMYHUKaLMK, 4Tobbl o6ecneunTs yBe-
PEHHOCTL B 6eCnpenATCTBEHHOM U HENPEPLIBHOM (DYHKLUNMOHMPOBAHUY BXKHEWLLMX KOMMYHUKALIUNA.

A.15.1.9 3akOHHOCTb AENCTBUI B Ype3BbIMAWHbIX CUTYyaLUAX

Mepa n cpeacTBO KOHTPONA M yripaBreHns

Bce Mepbl, ocywecTBnaemMble TENEKOMMYHNKAUUOHHbIMU OpraHu3aumsimm B Hpe3BbIHaﬁHbIX cuTyaumax, OOIMKHbI
orpaHV4MBaTBLCA MEpPaMn, Heo6XoAMMBIMU U JOCTATOYHBIMU AN 3aKOHHON CaMOODOPOHBI MNN IKCTPEHHON 3BaKyaLuu.
Takne mepbl AOMXKHbI GbITE YMECTHBIMU U HE YPE3MEPHbBIMMU.

PekoMmeHgauuAa no peanusaumm

TenekoMMyHVKaUMOHHBIE OpraHM3auum JoNXHbI 3apaHee pa3paboTartb npouedypbl Ha cnyqYan HenpeaBUAEHHbIX
06CTOATENBLCTB, BKAOUAOWUX UHUMAEHTBI MHOPMaLMOHHOW 6e30MacHOCTH, U MONYYUTb COBETLI M PEKOMEHAALUN OT
IOPVCTOB MO BOMPOCAM, HE SIBNSAIOTCA NN YCTAaHOBNEHHbIE YPE3BblHaiHbIE MEPbI YPE3MEPHBIMU, U YTO OHU HEOGXOAUMBI U
[OCTaToOuHbI A4S 3aKOHHOW CaMOOBOPOHbLI MITM SKCTPEHHOW 3BaKyaLun.

TenekoMMyHVKaUMOHHbIE OpraHU3aummn 4OMXHbI O3HAKOMUTb U MHDOPMUPOBaTL CBOMX KIIMEHTOB TENEKOMMYHU-
KauWOHHbIX YCIyr O TOM, YTO OpraHu3auum MOIyT HyX4aTbCsl B NMPUHATUM HEOBXOAMMBIX Mep, TakMX Kak NpUMOCTAHOBKA
npeaocTaBneHusi TENEeKOMMYHUKaLUMOHHBIX YCIYT, ANsl pearMpoBaHus Ha MHUMAEHTH!, HAaNpUMep, Koraa coeauHeHue co
CpeacTBaMm KIIMEHTOB TENEKOMMYHUKALMOHHbLIX YCNyr MelwaeT PyHKUMOHUPOBAHUIO CPEACTB TENEKOMMYHUKALMOHHbIX
opraHn3auvmn unv CpeacTB ApYrux KIMEHTOB TENEKOMMYHMKALMOHHBIX YCIYr U APYTUX NNOWALO0K, a TAKKe MOXET oKasbl-
BaTb BNUSAHUE Ha 3awmTy 1 6e3onacHoCTb Niogden.
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Mpunoxenne B
(cnpaBouHoe)

JononHutenbHble peKoOMeHAALUN NO peanusayum

B.1 Mepbl 6e3onacHoCTK ceTn Ans 3aWnTbl OT Knbepartak

a) 3awmTa ceTeBOro obopynosaHma

TenekoMMyHVMKaUMOHHbIE CPEACTBA A0MKHbI BbITb Hagnexawmm o6pa3om sawmuieHsl, 4Tobbl 3bexaTb CywecT-
BEHHbIX NOMEX B NPEeAOCTaABNEHNN TENEKOMMYHUKALUMOHHBIX YCNYT, BbI3BAHHBIX HEOXUAAHHBLIM MOBEAEHNEM, KOTOpOe
MOXeT OblTb HEHaMePEHHO CNPOBOLIMPOBAHO BPEAOHOCHLIMUY NMporpammamy, NoNasWUMKN OT NONb3oBaTenein TenekoM-
MYHUKaLMOHHbIX YCINYT UKW TENEKOMMYHUKAUUOHHBIX CPEACTB APYIrUX OpraHn3aumn.

Ons 3awmtel obopyaoBaHus IP-ceTel, Takoro kak cepBepbl U MaplpyTu3aTopbl, OT kubepartak (Hanpumep,
DDoS-aTtak) y TeNnekoOMMyHUKALMOHHBIX OPraHn3aunm AorkHbl 6bITb MexaHn3aMbl hpunbTpaLum cooBLLLEHUIA T OrpaHn-
YEHWA NOMnockl YacToT ¢BA3n B IP-agpecax, KOMMYHMKAUMOHHBIX NOPTaxX U NPUKNagHbIX NPOTOKONax, COOTBETCTBEHHO.
B 3aBMCMMOCTM OT TENEKOMMYHUKALIMOHHBIX YCNYT TaKMe MeXaHn3mbl punbTpaumm 4ONXHbI peanu3oBbiBaTbLCA B CBSI3U C
06paboTkoi curHanoB yrnpaeneHusi, ayTeHTudukaumen nonb3oBarens, Mepamyu n CpeacTBaMmu KOHTPOIS U yrNpaBneHust
JOCTYINOM.

b) Mepbl, HanpaBneHHbIe NPOTUB UMUTALMU NCTOYHUKA

TenekoMMyHVKaUMOHHbIE OpraHM3auun OMKHbI peanu3oBbiBaTb Mepbl Ansa 3awuTel oT umutauum IP-agpecos
(IP cnydcbwmhr).

Ons npegoTBpalLeHns UMUTaLMK UCTOYHWKA JOIKHbI ObITh peann3oBaHbl COOTBETCTBYIOWME MEPLI U CPEACTBa
KOHTPOINS U ynpaeneHust 6e3onacHocTbio Ansl NpeAoTBpaLLeHNs] HECAaHKLMOHUPOBAHHOIO AOCTyNa B cucTemax, obecne-
YMBAKOWMX ayTEHTUDUKALMIO NONb3oBaTeNnen, NyTem BBEAEHUS CTPOIUX MEP U CPEACTB KOHTPONSA U yrnpaBrieHusi Napo-
naMy, a Takke CTOMKMX (PyHKUMWM ayTeHTudukaumm, Hanpumep o06A3aTenbHOr0 MCNONbL3OBAHWS Naponewn, He
noaJaoLWMXcs NPeACcKa3aHunio N ANTMHON Bbllle OnpeAeneHHON, U BBEASHUSA OQHOPA30BbLIX NAPONEN U CTPOTMX ayTeHTU-
PUKaALNOHHBIX TOKEHOB.

TenekoMMyHUKaLUOHHbIE CPeACTBa, CBA3AHHbIE C BXKHENLMMWN KOMMYHUKALMSIMU, JOIDKHBI NPUBOAUTL B UCMON-
HeHWe MexaHW3Mbl Ans NpegoTBpalLeHUs nMUTaumm naeHTudmukaTopa NcTouHrka (BoidbiBatowero aboHeHTa). Hanpu-
Mep, PEeKOMEeHAYyeTCA BBeAeHWe TepMMHAaNoB Ha 6a3se XXeCTKO 3aKoAWPOBaHHOIO MAeHTUdMKaTopa MNn MexaHu3MoB
BepudmKaLmMn naeHTUdUKaTopa Bbi3biBaOWeEro aboHeHTa B TeNEKOMMYHUKaLMOHHOM ceTeBOM obopyaoBaHum nytem
MCMOMNb30BaHNSA B MOMEHT pervcTpaumm u 3anpoca coeguHEHUs 3apermcTpupoBaHHOro Napors.

c) MpnBnevyeHne BHUMaHNA Nonb3oBaTenen TeNeKOMMYHNKALMOHHbIX YCNyr

Onsa caepxuBanus HenpegHaMepeHHbIX knbepaTak ¢ MHOUUMPOBAHHBLIX NEPCOHArNBHLIX KOMIMBIOTEPOB NONb30Ba-
Tenewn TeNneKOMMYHUKaLUMOHHBIX YCNyr nnn 6bICTPOro n Hagnexawero pearmpoBaHusi Ha kubeparaky TenekoMMyH1Kaum-
OHHblE@ OpraHn3auun JOJKHbI YETKO YKa3biBaTb CPOKM WM YCNOBUSA NpeaocTaBlieHust ycnyr, a Takke uHdopmaumio o6
OrpaHu4eHUN NCMOMNb30BaHNSI TENEKOMMYHUKAUMOHHLIX YCMYT B CNy4ae neperpy3kyM TeNeKOMMYHUKALMOHHbLIX CPeACTB.

TenekoMMyHVKaLMOHHbIE OpraHu3aumn AOIKHbI 06pawaTe BHUMaHue nonb3oBaTeneil TerneKOMMYHUKALMOHHBbIX
YCNyr Ha Takue yrpo3bl, Kak BUPYCbl 1 GOTHETLI, KOTOPbIE MOTYT NPUBECTU K knbepaTtakaM, U NpU3bIBaTh UX K NPUHSITUIO
COBCTBEHHbIX HEOBXOAUMBIX Mep.

MpumMeuvaHne — TepMuH «6OTHET» OBLIYHO MCNONB3YETCA ANA YNOMUHAHUS TPYNNblI CKOMMNPOMETUPOBAHHbIX
KOMMNbIOTEPOB (Ha3bIBAaEMbIX KOMIMbLIOTEPAMU-30MBM), 3anycKaloWmX NPOrPaMMbl, 0ObIMHO HA3bIBAEMbIE TPOSIHCKMMM KOHSI-
MK, YepBsiMU unu 6akgopamum, B 061uen nHppacTpykType KOHTpona u ynpaenenusi. Uumumatop 6oTHeTa («x03smH 6oTtan),
06bIbMHO AeicTBYS ¢ HEONaroBUAHLIMK LENSIMW, MOXET yAANeHHO YNPaenATb IPYNMOM C MOMOLLbIO TakMX CPEACTB, Kak
UuTepHer-uar (IRC).

B.2 Mepbl 6ezonacHOCTM ceTn ANA 3aWUTbI OT CETeBOWN Neperpy3kun

a) MexaHn3aMbl OGHapyXXeHNA N OrpaHUveHnsi CeTeBON Neperpyskn

Y TenekoMMyHUKaLMOHHBIX CPeACTB JOIKHbI BbITh MeXaHn3Mbl OBHapyXeHNA CETEBON neperpy3ku U Bo usbexa-
HWE KOHLUEHTpauuM CoeauHEHNI B Criyyae CeTeBOW neperpysku.

Ins TeNnekoMMYHMKaAUMOHHbLIX CPEACTB, CBSA3AHHbLIX C BAXHENLWNMU KOMMYHUKAUUSIMK, CrieflyeT yuuTbiBaTh, YTO
OrpaHVYeHne CBSI3N, Takoe Kak hunbTpaums coobWeHni, He BbidbiBaeT NoGouUHbIX 3¢hheKTOB B HENPEPLIBHOM NpeAocTaB-
NeHUN BaXXHENLLINX KOMMYHUKaLWIA.

TenekoMMyHUKaLMOHHbIE OpraHM3aunmn OSDKHbI 0CO3HaBaTh npeaens! 3¢pHEKTUBHOCTM COOTBETCTBYIOLLUNX KOM-
MYHUKALMOHHbIX CPECTB M pearnuv3oBbiBaTb MEXaHM3Mbl KOHTPOMSA YMCNa 3anpoCcoB Ha NpeaMeT OCTUXEHUs npeena.
Kpome Toro, ecnu aTo BO3MOXHO, Tpadmk gonxeH obpabartsiBaTbCa pacnpegeneHHsIMn cpecTBamm.
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b) 3abnaroBpemeHHbINn cO6op nHopMaLKUK O COBBITUAX, KOTOPbIE MOTYT BbI3bIBaTbh Neperpysky

TenekoMMyHVKaLMOHHBIMY OpraHn3aumaMm 4oMmKkHbl BbiTb NPeayCcMOTpeHbI Npaeuna paboTsel No cbopy nHdopma-
LMK, Kacarowercs 6e4CTBUI M NNaHMPyeMbIX MEPONPUATUIA, KOTOPbIE MOMYT BbI3BaTb NeperpysKky ceTu, HanpumMep, ycra-
HOBMEHWe CTPYKTypbl cbopa MeTeoCBOAOK M WMHGOPMauuM © MnaHupyeMblXx Meponpusitusix. [omkHbl BbiTb
yCTaHOBIEHbl MeXaHu3Mbl U NpoLleaypbl 0606weHna cobpaHHol nHpopMaLumm ¢ Lenblo nogaepxaHns MHOOPMUPOBaH-
HOCTW nepcoHana.

¢} Mepbl no ynyullueHn10 BpeMeHHON NPONYyCKHOW CNOCOBGHOCTH

Mpu HeobxoaUMOCTH, yunTbIBas MacliTab noTeHUManbHbIX paspyleHnin u 6eacTBUiA, JOMKEH paccMaTpUBaThest
BOMPOC UCMONb30BaHWUs pacnpegeneHHbiX LeHTpoB o6paboTku 1 BBOAa B SKCMNyaTauuio 4ONoNHUTENBHBIX CPeacTB, a
TaKKe COOTBETCTBYIOLLMNX U3MEHEHMI KOHUIypaLuuu.

d) WpentTndmkauma v npnoputeT BaXHENLINX KOMMYHMKaLU M

BaxHenWwnmM KOMMYHUKaLMAM OOIDKHO yaensiTbCsi ocoboe BHUMaHKe.

B cnyyasx, korga TenekoMMYHUKaLNOHHbBIE OPraHn3aumy CBA3aHbl ¢ PYIMMY TENEKOMMYHUKALUOHHBIMW OpraHu-
3aUMsaMK, AOMKHO BbITh 3aKMIOYEHO cormalleHne 0 NPUOpUTETHON 06paboTke BaXHEMWNX KOMMYHUKAUMWA U NPUHATLI
COOTBETCTBYIOLLME NPUOPUTETHBLIE MEPDI.

e) 3abnaroBpemMeHHbIN c6op MHdOpMaunm o cobbITUAX, KOTOPbIE MOTYT MHULMUPOBaTL COoMn

Mockonbky 6eAcTBUS,, HECHACTHbIE ClyYan W coumarnbHble SIBNEeHWs, Kak NpaBuno, SBNSIOTCS NpUHMUHON c6oes
TENEeKOMMYHUKALMNOHHbIX CPEACTB U NEpPEerpy3ok ceTw, TENeKOMMYHUKaUMOHHbIE OpraHM3aumMy OOMKHbI 3apaHee pac-
CMOTpeTb Mepbl MO COOPY COOTBETCTBYIOWEN MHADOPMaLWK U PerynsapHOMY HaKONMEHUIo 3HaHWIN.
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Mpunoxenne A
(cnpaBo4Hoe)

CBefeHUs1 0 COOTBETCTBUU CChINOYHBIX MEXAYHaPOAHLIX CTAHAAPTOB CChINOYHLIM HaLUUOHaNbHbLIM
cTtaHgaptam Poccuiickon ®egepauuu

Ta6nwuuya A1

0O603Ha4YeHUe CChINOYHOTO CrteneHb

O603Ha4YeHUe 1 HauMeHoBaHue COOTBETCTBYIOLLEro HauMoHanbLHOro cTaHaapTa
MEeXOYHapOoaHOro ctaHaapTa COOTBETCTBUA

NCO/M3K 27001:2005 IDT FOCT P MCO/M3K 27001—2006 «WMHtopMaLnoHHasi TEXHOMOMUS.
MeTogabl u cpeacTBa obecnevenusi 6ezonacHocTh. CUCTEMbI MEHEPKMEH-
Ta uHdopmauunoHHol beaonacHocTn. TpeGoBaHusa»

MCO/M3K 27002:2005 IDT FOCT P MCO/M3K 27002—2011 «MHbopMaunoHHasi TEXHOMNOIMS.
MeToabl u cpeactea obecrnedeHusi 6esonacHocT. CBOA HOPM U NPaBuI
MeHeAXMeHTa MHhbopMauMOHHON 6e30NacHOCTU»

MpumedyaHune— B HacTosiwen Tabnuue UCMNONb30BaHO criegylollee ycrnoBHoe 0603HavYeHne CTeneHn co-
OTBETCTBUSI CTAHAAPTOB:

- IDT — ngeHTu4YHble cTaHaapThl.
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ISO/IEC 18028-2:2006, Information technology — Security techniques — IT network security — Part 2: Network
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ISO/IEC 18028-3:2005, Information technology — Security techniques — IT network security — Part 3: Securing
communications between networks using security gateways
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" OduumarnbHIN NepeBoa 3TOro Mex/ayHapoaHOIo cTaHaapTa HaxoauTes B PeaepanbHOM MHOPMaLMOHHOM POH-
e TEXHWYECKMX PErnamMeHToB U CTaHAapToB.
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