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Mpeaucnosue

1 PASPABOTAHbLI ABTOHOMHOI HekoMMmep4yeckon opraHusaumein «Hay4Ho-uccnegoBaTenbckun
LEHTP KOHTPOIS U AUarHoCTUKN TexHudeckux cuctem» (AHO «HUL| KO »)

2 BHECEHbI TexHu4eckum komuteTom no ctaHaaptusaumm TK 10 «MeHeaXmeHT puckar»

3 YTBEPXOEHbI M BBEOEHbI B AEMCTBUE Mpukasom denepanbHOro areHTCTBa No TEXHUYECKOMY
perynMpoBaHuio U meTponorumn ot 22 Hossbps 2013 r. Ne 1668-cT

4 BBEJAEHbLI BMNEPBbIE

UHbopmayus 06 UBMEHEHUSIX K HAaCMOSIULUM peKoMeHOauusIM nybrukyemcs 8 exe200HOM ykazamerne
«Pykosoldsiujue OOKYMeHMbl, peKkoMeHOayuu U fipasuna», a meKcm UsMeHeHUl U onpasoK — 8 eXeMecsiy-
HOM UHGbOPMAaULUOHHOM yKazamerie «HayuoHarnsHele cmaHdapmel». B cniyyae nepecMompa (3ameHbi) unu
OmMMeHbI HacmosiLuX pekoMeHdayulicoomeememesyioujee yeedoMneHue 6ydem onybruKko8aHo 8 exxeMecsiy-
HOM UHGhOPMaUUOHHOM yKasamerne «HauuoHarnbHbie cmaHBapmbly. Coomeememaeyioujasi UHhopMayus,
yeedomrieHue U mekcmel pasMewjaromes makxe 8 UHhopMayuoHHoU cucmeme obuwie20 ronb308aHus — Ha
ochuyuansHom calime PedeparnsHo20 azeHmMemaa o MexHUYECKOMY pe2ynuposaHUIo U Memporioauu 8 cemu
UHmepHem

© CraHgapTuHepopm, 2015

HacTtoswune pekomeHaaLMM HE MOTYT 6bITb NOMAHOCTbLIO UMM YaCTUHHO BOCNpousseaeHbl, TUpaXKUpoBaHbI
U pacnpocTpaHeHbl B KavecTse ouLManbHOro UsgaHua 6e3 paspelweHna PegepanbHOro areHTcTea no TexHu-
Yeckomy perynuposaHuio U MeTposnorum
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BBegeHue

Kak npaBuno, npu oueHke yrpo3 6e30MacHOCTM opraHM3almnn co CTOPOHEI MepcoHana paccmaTpuBaoT
JOCTYN COTPYAHWKOB K akTBaM OpraHu3aLiMu, nocrneAcTBUs, KOTOpbIe 3TO NPeAcTaBnsaeT Afd opraHMsalmm, u
[0CTaToUMHOCTh KOHTPMEP. Bee aTo siBNseTca ocHoBOI NpoLiecca o6ecneveHust Ge3onacHOCTU opraHn3aLmm.
KpaiiHe BaxkHbI Takke 4ns obecnevyeHns 6€30nacHOCTM PUCKM, KOTOPBIM NOABEPKEHA OpraHn3aLmns co CTOpPO-
Hbl BO3EMCTBNA YenoBeveckoro aktopa.

HacToswwue pekoMeHdaLmMm MoryT 6bITb MONesHbl OpraHn3aLunm Npu:

- OLEHKe yrpos co CTOPOHbI AENCTBUIA MepcoHarna U npu4acTHbIX CTOPOH;

- paHX1pOBaHUM PUCKOB OIS OpraHusaLum;

- onpeaeneHnu KOHTPMEP A1 CHKEHNUS 3TUX PUCKOB;

- pacnpegeneHun pecypcoB Ha obecnedeHne 6e30nacHOCTU.
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PEKOMEHOAUMUMU n o CTAHAOAPTMUWI3I ALULUMN

MeHeaXMeHT pUucka

PYKOBOJACTBO MO OLEHKE PUCKA OJ11 ONTACHOCTEWN
CO CTOPOHbI YEJTOBEYECKOIO ®AKTOPA

Risk management.Guidance for risk assessment of dangers from the human factor

Darta BBegeHnsa — 2014—12—01

1 O6nacTb NpMMeHeHUs1

B HacTosILMX peKoOMeHOaLMsIX Ha MPOCTOM NpUMepe NokasaHo NpUMeHeHe MeToAa OLeHKU pucka opra-
HU3aLUM1 A8 ONacHOCTeN CO CTOPOHbI AEACTBUA NepcoHana Uiy napTHepoB, UMerLUX JOCTYN K akTuBam
opraHumsauun.

MokasaHbl NpUems! Ka4yecTBEHHOM OLEeHKN BePOATHOCTU NOCIEACTBUIA ONAaCHOro cobbiTusa ¢ NnpUMEeHeHn-
eM yCJ'IOBHOIZ LUKanbl 1 NCNOMb30BaHNA TakMX OLLEHOK ANA onpeaeneHnsi KauecTBEHHOM OLLEeHKM pyucka.

2 HopmaTuBHbIe CCbISIKU

FOCT P 51897—2011/PykoBogcteo NCO 73:2009 MeHemkmeHT pucka. TepMUHbI U onpedeneHns
rOCT P MCO/MBK 31000—2010 MeHemxkmeHT pucka. MpuHUMNbI 1 pyKoBOoACTBO

MpumedyaHune—lpu NONb30BaHMN HACTOSLWMMK PEKOMEHAAUMAMN LeNnecoobpasHo NpoBepuTb AenNcTBre
CCbINOYHbIX CTaHAAPTOB B MHOPMaLMOHHON cucTeme obLwero nonb3oBaHna — Ha opuumnansHom cante dPegepansHoOro
areHTCTBa NO TEXHWYECKOMY PErYIIMPOBaHMIO Y METPONOTMU B c€TU VHTEPHET Unmn No eXerogHomMy MHMOPMaLUNOHHOMY
ykasaTtento «HaunoHanbHble CTaHAapThi», KOTOPbIN 0Ny6nnkoBaH No COCTOSHNIO Ha 1 AHBaPA TEKYLWEro roaa, v No ebinyc-
KaM eXeMeCsiHHOro MHPOPMaLMOHHOTO yka3aTtens « HaunoHanbHble CTanaapThi» 3a TeKywWwmii rog. Ecnn 3ameHeH cebinoy-
Hbli CTaHAapT, Ha KOTOPbIA AaHa HeJaTUPOBaHHAS CCbINKa, TO PEKOMEHOYeTCs UCMONb30BaTh ASNCTBYIOWYIO BEPCUIO
3TOro CTaHAapTa C y4eTOM BCEX BHECEHHDBIX B JAHHYI0 BEPCUI0 M3MEHEHWUN. ECnn 3ameHeH CCbINOYHbIN CTaHAApT, Ha KOTOo-
pbll7l AaHa gatupoBaHHasi CCbifka, TO peKOMeHAyeTCA UCNOoNb3oBaTh BEPCUIO 3TOrNO CTaHaapTa C yKas3aHHbIM Bbilwle rogom
yTBepxaeHus (NpuHAaTus). Ecnu nocne yTBepXKaeHUs HACTOSILUMX PEKOMEHAAUNIA B CCbINOYHbIM CTAaHAAPT, HA KOTOPbIN
AaHa gatmpoBaHHas CCblJika, BHECEHO U3BMEHEeHU e, 3aTparmsatolee NnonoXXeHne, Ha KoTopoe aaHa CCbifnika, TO 3TO NONOXe-
HUe pekoMeHayeTCs NPUMeHsTb 6e3 yueTa AaHHOro nameHeHusi. ECny ccbinoYHbin cTaHaapT oTMeHeH 6e3 3ameHsl, TO
NonoXxeHue, B KOTOPOM AlaHa CCblJ1IKa Ha HEero, pEKOMeHAYETCHA NPUMEHATL B YacTu, He 3anarwBarou.|,e|71 3Ty CCbINKYy.

3 TepmuHbI M onpeaeneHvs

B HacTosilem cTaHaapTe NpUMeHeHbl TepMUHbI 1 onpeaenenus no FOCT P 51897—2011.

4 O6wme NONoOXeHUs!

4.1 Be3onacHOCTb OT AeACTBUIA YenoBevecKkoro cpakropa

Ob6ecneyeHne besonacHOCTU OT OENCTBUIA YenoBeyeckoro akTtopa — 3TO cUCTEMa MeHeKMEHTa,
BKITHOYaroLLIast NONUTUKY M NpoLieayphbl, HanpaBrieHHas Ha CHXKeHWe pucka Ansi opraHn3auum oT onacHoOCTen co

CTOPOHbI NepcoHana unn noapaa4Mkos, MMe WX 3aKOHHbIN OOCTyN K akTuBam Unu B noMeLleHNA opraHu3a-
LK. Tex, KTo UMeeT 3aKOHHbIN A0CTyN, Ha3blBAOT «NOCBALLUEHHBIMU NTULLAMWY .

U3spanve opmumansHoe
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B HacToSAWNX pEKOMEHAAUNAX NOAN, UMeL e 3aKOHHbI AOCTYN K aKTUBaM opraHu3auun, HoO He OTHO-
csuMecs KwTaTy unv nogpsgymkam (Hanpumep, NnoYToBble PaGOTHUKM) HE OTHECEHbI KMOCBSIWEHHbIM NTMLLAM.

CyuiecTByeT MHOFO Mep 3aliMTbl OpraHu3auuum OT HEeCcaHKUMOHWPOBAHHbIX AENCTBWII nepcoHana wu
noapsAYMKoB, KOTOPble 06bLIYHO UCMONbL3YT AN o6ecneyeHnss 6e30NacHOCTM opraHm3ayuu. bonbwas yacTb
M3 HUX OTHOCUTCS K yKa3aHHbIM BTab6nuue! kateropusm.

Ta6nuya 1— OCHOBHble MEPONPUATMS 3aLUMTbI OT HECAHKLMOHNPOBAHHbIX AeiCTBUiA

Mepb! obecreyeHns 6e3onacHoCTu MeponpusTus

Mepbl 06ecrneyeHns 6e30MacHOCTU A0 BKAOYeHUs B 1) [Mposepku:

LITAT opraHMsayuM ny, NPMHUMaeMbIX Ha pa6oTy - NpoBepkKa AaHHbIX Npy NPUEME Ha paboTy,
- OLeHKa BO3MOXHOCTMW BK/IIOUEHWSI B NOCBSILLEHHbIE LA,

- npoBepka Ccnyx60li HaunoHasbHON 6e3onacHocTlL

Mepbl o6ecneveHnss 6e3onacHOCTV nocne Bknwye- 2) MNposepku:
HUWS1 B LUTAT OpraHu3auuy nuL, NPUHSATLIX Ha paboTy - MpoBepKa AaHHbIX Npu NpuemMe Ha paboTy,
- OLEeHKa noBefeHus,
- MpoBepka Cnyx60li HauMoHaIbHO 6e30MacHOCTY;
3) ynpaeneHve JOCTYNoOM;
4) BHepgpeHue KynbTypbl 6e30nacHoOCTY;
5) counanbHas uHxeHepus;
6) BbISIB/IEHNE HA/IMUUS KOHTPOJIA 1 BTOPXKEHUS];

7) paccnepoBaHus

1) MpoBepka cnyx60i HauvoHanbHOW 6e30MacHOCTY CYLLECTBEHHO OT/IMYAETCA OT MEPONPUATUIA 3aLLMNTbI B OpraHu-
3aumn. Takyo NPoBepKy NPUMEHSIOT TO/IbKO K 0COBbIM A0/MKHOCTAM B OpraHu3auuu.

4.2 MeHeOXXMEHT pucka BO6/1acTu 3alMTbl OT ONACHOCTE CO CTOPOHbI YesToBeYEeCKOro dpaktopa

O6ecneyeHne 6e30MacHOCTN OpraHM3aynmn No3BOASET NPeA0TBPaTUTbL PAL NPECTYNHbIX NOcAraTeNbCTB
nnpecTynneHunini NocBsLLeHHOTo nuua (Kpax, XM eHuit, NoAXoroe, akToB BaHfanm3ma, o6liecTBeHHbIx 6ecno-
pAAKOB, NPOBeAEeHNSA TeppopucTMYecKnXx akToB). PaspaboTka meponpuaTuini Nno 6e30nacHOCTM MOXeT 6biThb
TPYL0EMKOW, AOPOrocTosAW el U MOXET NPUBECTU K 3aTPYAHEHMUSAM B AeATE/IbHOCTU OopraHusauum, noatomy
Heo6xoAMMO onpeaeneHne afekBaTHbIX PUCKY OpraHu3auuMmn 1 3HaynMblM NocneacTBMSIM Mep no obecneyve-
HUtO 6e3onacHOCTN. MeHeXXMEHT puUcka ABNSeTCA OCHOBOWN AnsA ob6ecnedyeHns ahpekTUBHON 6e3onacHoCTuU
opraHusauymn. Obuwas cxema MeHegXXMeEHTa pucka npuesefeHa Ha pucyHke 1.

M'U'E;T;';p”' OueHka
4 o nocneacTeui
onacHocTelk
OueHka BbinonHeHne
KOHTpMeEp KOHTpMeEp

PucyHok 1 — Cxema MeHempKMeHTa pucka

MeHeaXMEHT pucka BKOUYAET B CEOSA:
- oueHKy pucka (JomkeH 6biTb onpeaeneH pUCK opraHusauuu, B TOM 4YUC/ie BEPOATHOCTb ONAcHOro

COo6bITUS U BO3MOXHbIE NMOCNEACTBUS);
- BbINosIHEHME (N5 CHUKEHNS BEPOSITHOCTM M NOCNEACTBUI HEeXenaTenbHOro co6biTUS 40 JONYyCTUMO-

r0 YpOBHA AOOJIXXHbI ObITb onpeneneHbl U BbIMONMHEHbLI Mepbl MO obecneyeHunio 6G3OI'IaCHOCTM);

2
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- OoueHKY 3P PEeKTUBHOCTU KOHTpMep (LOo/MKHbI ObliTb OnNpeAenieHbl KOppekTupywlwmnue felcTBua u
3P PEKTUBHOCTb NPEANPUHATbLIX Mep Mo ob6ecneyeHunto 6e3onacHoOCTu).

Mpouecc MeHeaXMeHTa pucka BkYaeT NpoBefeHne NOCTOAHHON OLEHKN pucka n aHanns adekTns-
HOCTM KOHTpPMep. Bonblioe 3HayYeHne Ansa npouecca MeHeAXMEeHTa pucka MMeeT cucTtemaTuyeckoe mccnepno-
BaHWe onacHoCTel, mocneacTBuii U KOHTpPMeEpP C yyeToM o06s3aTenbCTB nepej NPUYacTHbIMKA CTOPOHAMMU.
O6eyxXaeHNsa AaHHbIX 0 Mepax, NPUHATLIX 418 o6ecnevyeHns 6e30NacHOCTU, NO3BONAIT 4OCTUYL B3aUMONOHN-
MaHusa c napTHepaMun 1 ApYyruMu NpuyacTHbIMU CTOPOHAMMN.

Mpouecc oueHKM pucka BKAKOYaeT aTanbl WAeHTUdMKaLUMM OnacHocTeil n mocneacTsuit (CMm. Takxe
FTOCTPNCO/M3K31000).

HacToAwune pekomeHAaLum NOCBALLEHbl OLEHKe pUcka A1 0NacHOCTER CO CTOPOHbI BO3AEeWCTBUA Yeno-
Beuyeckoro paktopa. Cxema OLEHKM pucka npusBegeHa Ha pUcyHke 2.

PucyHok 2 — CxemMa OLeHKN pucka

O6bIYHO MO PUCKOM NOHMMAKT COYeTaHNe BEPOSATHOCTU peanu3auuy cobbiTua 1 ero nocnencteuiil).

Peanusauusa cobbiTua BkAOYaeT TPU cCOCTaBMsOUIME: HAMEpPeHUe, BO3MOXHOCTU U 61aronpusiTHble
ycnoBusa. HamepeHune xapakTepusyeT pelwiMMOoCTb MOCBSALLEHHOTO MLa COBEPLWMNTL NPECTYNHY akuyuio. Bos-
MOXHOCTU ONpeAensnT Hainyme y NOCBALWEHHOTO LA HaBbIKOB, 3HAHWI 1 pecypcoB A1 YCNELWHOro Bbino-
HEHUS NONbITKN MPECTYNHOW akuuu.

Enaronpmmele ycnosua — 370 KOM6I/IH6.LLVIF| pocTtyna, KOTOprﬁ nocedauwieHHoe nnuyo nMmeeTt K aktuBam
opraHusaummn (Ha OCHOBE €ro MoJIOXEHUSI U PYHKLMOHaNbHbIX 06513aHHOCTEN) M YA3BMMOCTU cpegbl (Hanpu-
Mep, cpefia NOCTOSIHHO KOHTPO/MpyeMas TeflekamepaMu MeHee ysi3BMMa /151 HEKOTOPbIX OMacHoCTel, 4yeM
cpefa, He OCHalleHHas 3TUMu cpefcTBamim).

MocnefctBMs HeO6XOA4MMO paccMaTpuMBaTb C TOYKM 3PEHUS LEHHOCTW akTUBOB M BCEX BO3MOXHbIX
nocnepcTeuii. HanpuMep, MOWEHHNYECTBO MOCBSALLEHHOTO ML A MOXET NoB/eYb PUHAHCOBbIE MOC/EACTBUSA
WU CHUXEeHWe penyTauumn opraHusaumu.

4.3 OTHOCUTENbHbIE N aBCOMIOTHbIE OLEHKN pucKa

B HekoTOpbIX cyyasax Ansi onpefesieHUs OLEHKU puUcKa MCMNOJb3YKT KOMYECTBEHHbIE Mepbl, KOTOpble
ABNATCA abCONOTHBIMU UAN OTHOCUTENbHBIMU. AGCONOTHAA OLEHKa p1UcKa nokasbiBaeT BEPOATHOCTb CO6bI-
TWA 1 ero NocnefcTBME B KOIMYECTBEHHbIX Mepax, Takux Kak (hMHaHcoBas CTOMMOCTb WM MOTEPU YesioBeyec-
KMX XMN3Hel. OTHOCUTeNbHAA OLEeHKa pucka Nulb yka3blBaeT MecTo JaHHOro cobbiTus Npyu paHXWpoBaHUK
BEPOATHOCTEW M NocneaCcTBUA.

YacTo HEBO3MOXHO NONY4YNTb abCOMIOTHbIE OLEHKN PUCKA, MO3TOMY NPUMEHSIOT CMellaHHble NoAX0abl, B
KOTOPbIX UCNOMb3YIOT Takme 3HaYeHns AN BEepPOSATHOCTU M NOCNeACTBUIA, KaK «0YEeHb HU3KUIA», «OYEHb BbICO-
Kuii» nap. Batom cnyyae Heo6xoauMmMo, YTOGbl BCE yHaCTHUKMA OAHO3HAYHO NOHUMANUN 3TU TepMUHbI. CaMu 3KC-
nepTbl 4O/MKHbI 6bITb B COCTOSHUN MPUCBOUTL COOLITUIO COOTBETCTBYIOLW EE 3HAYEHNE.

1) Cwm. Takke defepasibHblii 3aKOH «O TEXHUYECKOM perynnposaHum» Ne 184 ®3 o1 27.12.2002 T.
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4.4 YpoBHM OLEHKU pUCKa

CylecTByeT TpY YPOBHS, A1 KOTOPbIX MOTYT BbITh OnNpeaeneHbl OLEHKN 0NacHOCTEN CO CTOPOHbI BO3-
OelCcTBUSA YenoBeYvecKkoro daktopa:

1) YpoBeHb opraHusaLumu.

2) YpoBeHb rpynnel.

3) YpoBeHb coTpyaHuKa.

B nepsoM criyyae nccrnegyroT v paHXMpyroT TUMbl ONaCHOCTEN CO CTOPOHbI MOCBSALLEHHOro N1La, KoTopble
npeAcTaBnsoT onacHoCTb A8 opraHusaumn B Lenom. Bo BTopom criydae nccnegytoT rpynnbl ¢ pasnnyuHbIMy
BO3MOXHOCTAMU MPUYMHEHWUS Bpeda opraHusauuu, a B TpeTbeM criydae uccregyroT OOKYMeHTUPOBaHHbIe
COrnaLleHns ¢ KaXablM COTPYAHUKOM OTAENbHO.

BonbLWNHCTBO NPaKTUKOB CHUTAIOT NOSE3HBIM HavyaTb C CAMOTO MPOCTOMO N BbICLUEro YPOBHS — OLLEHKU
pucka opraHusauuun, KoTopbld obecrnevnBaeT kpaTknid 0630p ONacHOCTEN M BO3MOXHOCTb paccMOTpeHust
KoHTpMep B Lenom. OLeHka pucka Ha ypoBHe rpynnbl TpebyeT 6onblLue BpeMeHN 1 YCUIUIA, HO MOXKEeT NPUBECTU
K BbISIBNIEHWIO FPYMN COTPYAHUKOB, KOTOPbIE Aat0T NOBOA A1 COMHEHWIA B UX NnosnbHocTU. OueHKka Ha ypoBHe
COTPYAHUKA ABMIAETCA CAMON CNOXHOW, KorAa uccreaytoT KaXaoro coTpyaHuka ang onpedeneHus obLmx Bos-
MOXXHOCTEN KOHKPETHOro MOCBSALLEHHOro uua.

Bbi60op ypoBHSA OLEHKN pUcKa 3aBUCUT OT 0COBEHHOCTER opraHn3anumn 1 nepcoHana. CneayeT NOMHATD,
YTO KaxkaoMy noaxody COOTBETCTBYeT CBOW TWN pelleHW. Hanpumep, ecnuy oLeHka pucka Ansi opraHusaunm
nokasbiBaeT HannyMe He3HauYUTeNbHOM Yyrpo3bl BHECEHUS MOCBSLWEHHbIM NULOM BomMbbl B 30aHne opraHusa-
LnKn, 3TO MOXKET UCKMIoYMTb TpeboBaHue 0 caaye CyMOK, NakeToB U APYron pyyYHOR Knagm B Kamepy XpaHeHUst
npu BxoAe B 3aaHune. OueHKa pycka Ha YpoBHe rpymnnbl MOXeT nokasaTb, UTO Y orpeAerieHHON rpynnbl COTpyA-
HUKOB NMeeTCsl AOCTYM K 0UeHb KOHbMAEHLNANbHON W 3HaYMMON A48 opraHuaaLuun MHdopMauum, nosTomy
3a HUMK HeoBxoaum Bornee BbICOKWI ypoBeHb HabnoaeHnid. Ecnu Ha ypoBHe oTAeNbHOro COTPYAHWUKA, Y Kako-
ro-tTo paboTHWKa MMeeTCsl BEICOKWI YPOBEHb BO3MOXKHOCTEN HaHeCeHUs1 Bpeda opraHusauun, To 4fisl 3Toro
paboTHWKa MoXxeT NoTpeboBaTbes cneLnanbHblil MeHeXKMEHT pucka.

4.5 MpoBeaeHue oLeHKU pucka 6e3onacHOCTU NepcoHana

OueHkM pucka Hanbonee achHEKTUBHDI, ECIIN OHU SABMASAIOTCA HEOTHEMIIEMO YacTbio CUCTEMbI MeHe -
XMeHTa pucka.

Haunyuwwme peaynbTaTtbl MOTyT 6bITb NOMAYYEHbI, KOrga rpynna oLeHKN pucka BKIloYaeT B cebs:

- cneumnanucTos no 6e3onacHocT B 061aCTN YenoBeveCcKUX pecypCcos;

- CNEeLMarnucToB, XOPOLLO 3HaOLWMNX OYHKUUN PaBOTHUKOB;

- cneuuanucToB B 061acT BHELWHNX KOHTaKTOB.

Mpouecc oLeHkM pucka 4omKeH BbITb UHTEPaKTUBHBIM C UCMIONb30BaHWEM rpyNNoBbIX 06cyxaeHui. LieH-
HOCTb 3TUX 06CYKaAeHUIA MOXET BbITb NOBLILLIEHA NPW HANWYUK KBaNWUULMPOBAHHOMO PYKOBOAMUTENS U UCMOb-
30BaHWUM HarnsaHbIX nocobuin. CoctasneHue y4acTHUKammn o6cyxaeHna 60bLUIOro KoNMyecTsa cxem, Tadbnuu,
(cM. npunoxenue B), Takke noMoraeT NoBbICUTL 3hpPEeKTUBHOCTL 3TUX 0BCYKAEHWIA.

5 OueHKa pucka Ha YpOBHe opraHusaumm

5.1 O6wme nonoxeHus

OLeHKka pUcka Ha YpOBHe opraHusaumnmn naeHTuduumMpyeT ananasoH onacHOCTeN CO CTOPOHbI NOCBSALLEH-
HOTO NNLA, KOTOPLIE PAHXUPYIOT B COOTBETCTBUN C UX BEPOATHOCTbIO U NocneacTBusiMu. 31o hhopMupyeT noHu-
MaHWe BHYTPEHHUX PUCKOB A5 opraHnsauun. Taike 310 COCTaBMNAET OCHOBY ANA pa3paboTku u BHeapeHus
mep no obecneyeHnio 6€30NacHOCTU OT HeCaHKUMOHUPOBAaHHLIX AeNCTBUA CO CTOPOHLI NepcoHana u npu-
YaCTHBIX CTOPOH.

Pe3ynbTaThl OLEHKN pUcKa Ha YPOBHE opraHu3aumnmn AomkHbl 6biTb 3achukcuposaHbl B Tabnuue, dopma
KOTOpOW NpuBeaeHa B Tabnuue 2.

Tabnwuuya 2— dopma Tabnmubl AAHHBIX ANS OUEHKN pucKa

KoHTpmepb!
B el Mpeanonoxexusn fpeanono- Panr
HYTPEHHARA nor
bl BeposiTHOCTb pen Mocneacreus XeHus
onacHocTL Ansa (1—5) OTHOCUTENBHO (1—5) OTHOGHTENBHO pucka Cyuecr. CyuiecTayio-
opraHusaummn BEPOSATHOCTH n?cn:rcfsb:ﬁ (1—4) By:'o"l vo | e mepel HoBble
A ytow AOCTaTOMHbI?
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Tabnuuy OLEHKN pUcKa 3aN0/THAOT N0 Mepe NosyYeHus AaHHbIX. MNocne 3anonHeHusa Tabanuya CogepxuT
MOJIHbIA NepeyYeHb BHYTPEHHUX ONacHOCTed.

5.2 3JT1an 1. NgeHTUdunkKayna BHYTPEHHMNX ONMacHOCTEN

Mpumep 3anonHeHunsa Tabnuybl 2 Ha aTane lnpueBegeH B Tabnuue 3.

Tabnuya 33— Mpumep 3anonHeHns Tabnuubl 2 Ha atane 1

Jran 1 Oran 2 dran 3
MpeanonoxeHns MpeanonoxeHns
BeposTHOCTb MocneacTtsus
BHYTpeHHAss onacHOCTb (1-5) OTHOCUTE/ILHO (1-5) OTHOCUTESIbHO
BEPOATHOCTH nocneacTBuii

Hanpumep, pa6oTHUK opraHusauuu BBOAUT BUPYC B
NT-cnctemyl)

Hanpumep, pa6oTHUK OpraHn3auuy NPoOHOCUT B3PbIB-
HOe yCcTpoiiCcTBO B 3faHue

Ha nepsom aTane Heo6XoAUMO WAEHTUPUUMPOBATb BHYTPEHHME OMACHOCTW OpraHu3auuu u caenatb
3anMcb O HMUX B MepPBOI KOMOHKe Tabnuubl. MepeyeHb BHYTPEHHUX OMNACHOCTEN NpuBeAEH B NPUAOXeHUn A.
Kaxpas onacHocTb fo/kHa 6bITb onpegefnieHa B onucaTtenbHOW hopme: NOCBALWEHHOE NMLO OCylecTBAsSeT
[eCTBUA B HECAHKLNOHNPOBAHHbIX LLensx, 4To TpebyeT ero AocTyna B opraHusayumio.

OnacHOCTU JOJIXHbI 6bITb TWATE/IbHO U YETKO OnpeAeieHbl, eC/i Ha OCHOBE OLLeHKU pUCKa [OKHBI ObITh
NPUHATHI BaXHble peLleHuns.

5.2.1 [Awnana3oH onacHocTel

Mpn onpegeneHun onacHocTen cnefyeT U3yUnTb NOJIHbIA NepeyeHb HECAHKLMOHUPOBAHHOW AesATeNb-
HOCTM MOCBSAIWEHHOro nuua, BKAYasa (HO He orpaHumymBascb) U3MYeckoe HanageHue, 3fnoynoTpebrneHune
WHTEeNNeKTyanbHOW COBCTBEHHOCTbI M HECAHKLWOHUPOBAHHOE pacKpbiTUE 3HAYMMOW (4N AEeATENbHOCTM
opraHusaunm) nnm KOHULEeHUManbHoOW NHopMaLmu.

5.2.2 OnpegeneHne onacHoCcTel NOCBALWEHHOIO nuua

CnefyeT yunTbiBaTb, YTO NOCBSLLEHHOE NNLO MOXET UMEeTb HaAaMEpPEHMe UCNO0Ib30BaTb CBON 3aKOHHbIM
[OCTyn KakTuBaM opraHusaummn B HECaHKLMOHMPOBAHHbIX Lensx.

5.2.3 YpoBeHb geTannsaynm onacHocTel

OnacHoCTM [AO/KHbI 6bITb OnMpefeneHbl Ha YpOBHe AeTanu3auuu, NO3BOMAKLWEM paccMaTpuBaTtb
KOHTpMepbl ANa Kaxaolk onacHocTu. OYeHb LMPOKOro onpefeneHnss onacHOCTU, TaKoro kak «6om6bl» unu
«yTeykn uHopmMauum» HefoCTaTOYHO, NOTOMY YTO OHM He cogepxaT AOoCTaTouyHol uHdopmauum ans
KOHTpMep. C A4pyroi CTOPOHbI, UCMOMb30BaHUE CANLIKOM Yy3KUX OnpefeneHnini MoXeT AaTb CAMWKOM 6onblioe
KONMYeCTBO onacHoCTel, NCXOAALMX OT NOCBALWEHHOTO Nmua.

5.3 3T1an 2. OuyeHKa BEpPOATHOCTU
Mpumep 3anonHeHna Tabnuubl 2 Ha aTane 2 npuBeaeH BTabnuue 4.

Tab6bnuya 4 — MNpumep 3anonHeHna Tabnunubl 2 Ha atane 2

Jran 1 Jtan 2 Jrtan 3
MpeanonoxeHus
BeposTHOCTb MpeanonoXeHns 0THOCUTENBHO Mocnepacteus
BHYTpeHHAA onacHoCTb OTHOCUTE/IbHO
(1-5) BEPOATHOCTK (1-5) o
nocneacTBuii
Hanpumep, paboTHUK BBOAUT BU- 2 Hanuune y paboTHMKA CUCTEMHbIX
pyc B UT-cuctemy npas agMuHuctpartopa, Heobxoamn-

MbIX A0S NpeofosieHnsa  3awuTbl
NT-cnuctemsl

Hanpumep, pa6oOTHWK NpPUHOCUT 1 COoTpyAHWK  NpUHEC  B3pbiBHOE
B3pbIBHOE YCTPOMCTBO B 3jaHue YyCTPONCTBO B CyMKe
opraHusaumm

3 NT — nHdopMaLnOHHbIe TEXHOOTUN.
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[ns kaxaoi onacHocTu onpefensoT BepPOATHOCTb ee peasm3alymn v ykasblBaloT B KOMIOHKe «BeposaT-
HOCTb». [pu OLeHKe BEPOATHOCTMW He CriefyeT paccMaTpyBaTh NOCNeACTBUSA peasm3aumm onacHocTu. OueHKu
BEPOSATHOCTM ¥ NOCNEACTBUI peannsaummn onacHoCcTn cnefyeT AenaTb He3aBnCcKMMO Apyr OT Agpyra. Ha gaHHom
aTane He cnefyeT NbITaTbCA ONPefensaTb BEPOATHOCTU C BbICOKOW TOYHOCTbIO. [lOCTATOYHO yCTaHOBUTL BEPO-
ATHOCTM ONacHOCTeli 0THOCUTENbHO ApYr Apyra B 6annax ot 1 (ManoBeposaTHO) A0 5 (04eHb BEPOATHO).

YacTto 6biBaeT Nose3Ho NPOCMOTPETh BECh NMEPeyeHb UcCiefyeMblX ONacHOCTEl U Ha3Ha4YMTb ONacHoC-
TAM OLLeHKM BeposATHOCTM OT 140 5 (5 — Hanbonee BepoOSATHON ONacHOCTH, a OLeHKY 1 — HavMeHee BepoAT-
Holt). Lkana oueHKn BEpOSATHOCTN ONACHOr0 COOLITUSI MpUBEAEHa Ha PUCYHKe 3.

1 2 3 4 5

PucyHok 3 — LLIkasia oueHK/ BEPOSTHOCTM OMACHOIo CO6bITUS

B pe3ynbTaTe BCe onacHble COObITUA A0/KHbI ObITb PACMO/I0XEHbI B NOPSAKE BO3pacTaHUsi BEPOSTHOCTU
UX peanusaymu.

Bce npeAnonoxeHns, UCNo/ib30BaHHbIE NMPU OLEHKE BEPOSATHOCTU, AO/MKHbI GbiTb 3aPEerncTpMpoBaHbl B
KO/oHKe «IpenosioXeHnss OTHOCUTENIbHO BEPOATHOCTM». 3Ta MHOPMALIMA MOXET 6bITh MNOJIe3HA NPU paspa-
60TKe KOHTPMep. Heob6xoAMMO Takke yuuTbiBaTb YaCTOTY peanusaunm onacHoro cobbiTusa. OnacHoe cobbiTve
MOXeT NPOM30iiTH B TEYEHMEe OHOr0 rofa Un HecKoNbKMX NeT. Ecnn caenaHbl NpeanonoxeHnst OTHOCUTENbHO
BPEMEHW, B TEYEHME KOTOPOro peasin3ytoTcsi onacHble cobbITUS, 3TU NPEANOSIOKEHNS CNeayeT yunTbliBaTh Ha
BCex aTanax aHasimsa.

Mpw oueHKe BepPOATHOCTY crieayeT pacCMOTPETb CleytoLLe BONpocChl:

- HacKO/IbKO peasibHO, YTO B OTHOLUEHWM opraHu3auuu 6yaeT BbIMOMHEHO AAaHHOEe NPOTUBOMpPaBHOE
aencrene?

- opraHusauus yxe nogsepranacb AaHHOMY TUMY MPOTMBOMNPABHOIO AEWCTBUS paHee? ITO NoATBeEp-
XAaeT yMeCTHOCTb Y BO3MOXHOCTb peann3alun onacHoCTH, HO He 06513aTe/TIbHO NOBbILIAET BEPOATHOCTb AaH-
HOro onacHoro co6biTus. CrnegyeT NOMHUTb, YTO OTCYTCTBME pacCMaTpUBAEMbIX OMACHbLIX COBbLITWI B NPOLLIOM
He 03HauaeT, YTo OHU He ByAyT NPOUCXOAUTb B GyAYLLEM;

- KakoBa cuTyaLusi ¢ 6e30MacHOCTbIO B OpraHn3aLMm n B COOTBETCTBYIOLLLEl oTpacnu?

- CYLLEeCTBYIOT /I B OpraHu3aLum npoBepkn nepcoHana, Hanpas/ieHHble Ha BbIsIBAIEHUE Y COTPYAHUKOB
BO3MOXHOCTE BbINOJIHEHMS! UCC/eAyeMOoro NpoT1BONPAaBHOIO AeCTBUA?

- HacKoJ/1bKO 3(D(DEKTUBHbI CYLLLECTBYIOLLME B OpraHm3anum nnaHbl AeiicTBuii B HENpeABUAEHHbIX 06CTO-
ATENbCTBAX U CYLLECTBYOLWME KOHTPMEPbI?

5.4 3tan 3. OueHka nocneacTBuil
MpuMep 3anoniHeHust Tabauubl 2 Ha 3Tane 3 npuBeseH B Tabnuue 5.

Ta6nuua 5— lMNMpumep 3anonHeHnsa Tabnuubl 2 Ha atane 3
Oran 1 Oran 2 Jran 3

Mpeanonoxexnsa
BeposTHOCTb MpeanonoxeHus oTHocuTeNbHo  MocneacTens

BHyTpeHHss onacHoCTb OTHOCUTE/ILHO
- BEPOSITHOCTU - o
(1-5) EPOATHOC (1-5) nocneacTeuii
Hanpumep, coTpyfgHuk BBen 2 Hanuuune y paboTHMKa CUCTEM- 2 Hapylwienne  pa6oTbl
Bupyc B NT-cnucrtemy HbIX nNpasB agMuHucTparopa, NT-cuctembl B Teue-
Heo6XxoAuMbIX ANA npeogone- Hve 24 yacos
HUA 3aWwnTel NT-cuctemsl
Hanpumep, CcOTPyAHWK npu- 1 CoTpyAHUK MpuUHEeC B3pbiBHOE 5 Mornéno meHee 50 ye-
Hec B3pbIBHOE YCTPONCTBO B YCTPOWCTBO B CyMKe JloBeK

3aHne opraHusauum

MocneacTBUA onacHoro cobbiTVsi OLLEHWBAIOT aHaIoMMYHO Mo LWkase oT 1 (caMble cnabble nocneacTeus)
[0 5 (camble 3Ha4MMble nocneacTsus). Lkana oueHkn nocneacTeuii NpuBeaeHa Ha pUcyHke 4.

6
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PucyHok 4 — Lkana oueHku nocneAcTBuUii onacHoro co6biTus

HecMoTps Ha TO 4TO WKana ABNSAETCA OTHOCUTE/NIbHOWN, OHa A0/KHa 6biTb OCHOBaHAa Ha 3HAYMMbIX AN
opraHusaumnm pakTopax, Takmx Kak:

- KOJINYeCTBO WM 3HAYNMOCTb AJ151 OpraHn3anmy HapyLeHHbIX UK paspyLlleHHbIX paboymnx MecrT;

- Hanuuue TpaBM cpefu nNnepcoHana u HacesneHus;

- (hMHaHcoBble NoTeEpY;

- noTepwu ANnA penyrtauun opraHusaumnu;

- Bpewms, Heob6xoaMmoe 4719 BOCCTAHOBEHUA AeATe/IbHOCTU opraHusaymnu;

- afeKBaTHOCTb N/IaHOB Ha C/AyYali HeWwTaTHbIX CUTyaLuid U CyLLeCcTBYOLWUX KOHTPMEP.

B konoHke «[peanoioXeHnss 0THOCUTENbHO NOCeACTBUIN» He06Xx04MMO 3athMKCMPOBaTh Npenoioxe-
HUSA, UCMONb30BaHHbIE NPU OLEHKE 3HAYNMbIX MOCAEACTBUA.

MocnencTBNA KaXAoro onacHoro cobbiTUA AOJ/DKHbI ObiTb 3aperucTpupoBaHbl B Tabsivue B KOJSIOHKe
«lMocnepctena».

5.5 3Tan 4. PaHXupoBaHue pucka

Mpumep 3anonHeHns Tabnuubl 2 Ha aTane 4 npuBegeH B Tabnuue 6.

Ta6nunya 6— MNpumep 3anonHeHna Tabnuubl 2 Ha 3Tane 4

Oran 1 Oran 2 Oran 3 Otan 4
Mpeanonoxexuns
BeposATHOCTb Mpepnonoxexuns MocnepncTeus MpuopuTeT
BHYTpeHHss onacHOCTb OTHOCUTE/ILHO
(1-5) OTHOCMTE/IbHO BEPOSITHOCTYU (1-5) o pucka
nocnescTeui
Hanpumep,coTpyaHUK BBEN 2 Hannune y paboTHuka 2 HapyweHnne pa- 2
Bupyc B UT-cuctemy CUCTEMHbIX nNpas agmu- 60Tl UT-cucte-
HUcTpatopa, Heob6xoau- Mbl B TeyeHue 24
MbIX ANA  NpeofonieHns yacos
3awnTtbl NT-cuctemsl
Hanpumep, coTpygHuk npu- 1 COoTpyAHUK NPUHEC B3PbIB- 5 Mornéno <50 4
Hec B3pbIBHOE YCTPOWCTBO B HOe YyCTPOWCTBO B CyMKe yesnoBek

3aHne opraHmsaunum

Ha ocHOBe OLeHOK BEPOSITHOCTY U NOCNEeACTBUI PAHXMPYIOT PUCKU A1 pacCMaTPUBaEMbIX ONacHOCTEI.

B HEKOTOPbLIX C/lyUYasix B KauecTBe prcka paccMaTpusaloT npousseaeHne 6annos, NPUCBOEHHbLIX BEPOSIT-
HOCTW W NMOC/NeACTBUAM, CUATAs!, YTO MeHbluee 3HaYeHne NPoun3BeLeHUss COOTBETCTBYET MEHbLUEMY PUCKY U
Hao60poT. OfHAKO 3TO He BCerga NpremMaemMo, MOCKOMbKY CUTyaunUn C HU3KOW BEPOATHOCTbIO M 3HAYNMbIMU
nocneAcTBUAMMU M CUTyaL NN C BbICOKO BEPOATHOCTLIO M HEGOMbLUMMMN NOCNEACTBUAMU B 3TOM C/lyyae MOryT
6bITb HEPA3/TMYUMbI.
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BHeApeHWe KOHTPMep, Kak NpaBu/o, OKasbiBaeT CYLWECTBEHHOE B/IMSIHWE Ha BEPOATHOCTb W nocre-
ACTBUSI, MPUYEM CTeNeHb B/IUSIHUS MOXET 3HAUUTENTbHO OT/INYATLCS 415 Pa3/INYHbIX onacHocTei. MonyyeH-
Hbl€ faHHble 0 BEPOATHOCTM Y MOC/EACTBUAX 06BEAMHAIOT B MATPULLE pUcKa.

B mMaTpuLe pucka nokasaH puck, COOTBETCTBYIOLLMIA KaXA0i onacHoCTM. MaTtpuua pucka obecneumsaeT
HarnagHoe npeacTaBfieHVe CUTyaLmm ¢ y4eToM UCNo/b30BaHHbIX NPeAnosIoXKeHWA.

UeM BbilLe B MATpULLE pUCKa PacnosiOKEHO ONacHoe CoGbITUe, TEM Go/ee 3HaUMMBbIe NOCNEACTBUSA OHO
BbI3bIBAET, YEM MpPaBee — TEM Bbllle BEPOSTHOCTb €ro peasimsaumm (CM. PUCYHOK 5). YacTo aHanms maTpuupbi
pucka TpebyeT nepecmoTpa pe3yibTaToB, NOSyYEHHbIX Ha NPeblayLuX sTanax.

o 00
(0] 0 o
OO 0

o) 0

(o}

(0]

1 2 3 4 5

BepoAaTtHoCcTb

PucyHok 5 — Martpuua pucka

Bce HOBble NpeAnoIoXeHNSA OTHOCUTENIbHO BEPOSITHOCTU WM NOCNEACTBUIA ONacHbIX COBLITUNA, caenaH-
Hble B pe3y/nbTare aHasv3a MaTpuvLbl pUcCKa AN N3MEHEHUS NMPEXHUX NPeANOI0XEHNA JOMKHbI 6bITb 3adunk-
CMpOoBaHbl B TabMLLe OLEHKM puUcka.

PaHxupoBaHue pucka NpoBOAAT NOC/E PaHXUPOBaHNA BCEX OMACHbIX COGLITUIA B MaTpuLe pucka. Onac-
Hble CO6bITUSI B BEPXHEM NPaBOM YI/ly MaTpuLbl prCKa COOTBETCTBYIOT CaMOii BbICOKOW BEPOSITHOCTU M CaMbIM
3HauYMMbIM nocneacTeusiM. VIM cooTBeTCTBYET paHr 1. OnacHble COBbITUS B HUKHEM IEBOM YT/ly MaTpuLbl pyc-
Ka COOTBETCTBYIT CaMOil HM3KOW BEPOATHOCTM UM HAMMEHEE 3HAaYUMMbIM NOCNeACcTBUSAM. VIM COOTBETCTBYET
MUHUMasbHBIA paHr, HanpuMep paHr 4. Mpumepbl paHXUpoBaHUA pucka NnpeAcTaBfeHbl Ha pUcyHke 6.

Ha npakTvike paHXupoBaHue pUCKOB MO YeTbIPeEM KaTeropnsmM npuMeHsieT 60bLIas YacTb OpraHm3aLmii.
OfHaKo MOXeT 6bITb UCNO/b30BAHO APYroe KO/IMYeCcTBO KaTeropuii pucka. Hanpvmep, Tpu uam nsatb kaTe-
ropuid.

[JeneHve matpuupbl Ha NSATb UK GOJbLIEe KOMMYECTBO KaTeropuii pucka obecneumBaeT GOMbLUYIO TOY-
HOCTb, HO MOXeT NoTpeboBaThb 60/bLIEe BpEMEHU A1 aHanM3a.

Ha ocHOBe paHXMpoBaHWs PUCKOB NMPMHUMAIOT PeLLEHME O pacnpeseneHnm pecypcos.

PaHr pucka Ans kaxzoihi onacHOCTU A0/KEH ObiTb ykasaH B COOTBETCTBYLLEN KOMOHKE Tabnuubl
[aHHbIX.
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PucyHok 6 — lMprmMepbl paHXMpoBaHUsi pucka

5.6 3Ttan 5. KOHTpMepbl

3TOT 3Tan BLINOMHAKT 60/1€e NOAPO6GHO NPY OLLEHKE PUCKA Ha YPOBHE rpynnbl. MpU BbINOHEHUMN OLEHKN
prcka Ha ypoBHe rpynnbl, He/lb3s 3aBepliatb pa6oTy aHa/lM30M KOHTPMEp Ha ypoBHe opraHusauuu. OgHako
npu aTom gonyctumo 6osiee obuiee pacCMOTPEHNE KOHTPMEP Ha YPOBHE opraHusauuun. Npumep 3anosiHeHus

Tabnuubl 2 Ha aTane 5 npuBegeH B Tabnauue 7.

Tab6nuya 7— lMNprumep 3anonHeHNsa Tabnuupsl 2 Ha aTane 5
Jran 5
KoHTpmepsb!
CyLiecTytoLLye CyLLeCTBYHOLLME KOHTPMEPbI AOCTaTOUHbI? Hosble
MpumeHeHne aHTMBMpPYC- - PaboTa cucteMbl MOXET ObiTb Hapywe- - BBefeHue ABYX npaswl NPUOCTAHOBKM
Holi 3aWnThbI Ha OTAEe/IbHbIMU COTPYAHMKaMU; aHTMBMPYCHOW 3almnThbl;
- JlnuHble ycTpoiicTBa USB MoryT 6biTb - 3anpet nosb3oBaHus USB noptamu Ha
CBAi3aHbl C KOMMbIOTEPaAMW OpraHu3almm KOMMbloTepax
MpoBegeHve B TeueHne - BHO4YHOE Bpems NPOBEPKW He NPOBOJAT, - BBegeHne BbIGOPOYHOrO AOCMOTPa Cy-

[IHA BbIGOPOYHOTO AOCMOT-
pa cymok

- Cornacue Ha f,OCMOTP CYMKM He dhmKeK-
pyetca

MOK BO BHEYPOUHOE Bpemsi;
- BBegeHue npouecca  (OMKCUPOBaHUS
JocMoTpa CyMoK
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HauuHas ¢ pucka kaTeropuu 1 8 konoHke « CyLLecTBYIOLLME» YKa3EIBAIOT BCE NPUMEHsiIeMble B HacTosiLee
BpEeMs KOHTPMEPbI.

Kaxgas koHTpMmepa AomkHa BbITb NpoaHanMsnpoBaHa Ha 4oCTaToMHOCTb. [0 KaXgoi KOHTPMepe MoryT
6bITb 3a4aHbl criedyoLne BONpochI:

- MpOoLWAn N COTPYAHWKM cnyx6bl 6e30MacHOCTN CooTBETCTRYOWee oBydeHne, No3BonsAloLee oTn-
YyaTb NoA03pUTENbHbIE 0OBLEKTHI OT NPOYNX?

- KakoBa BepOSITHOCTb OLWMBOK NPy 06HapYXeHUN NOA03PUTENTbHBIX OB BEKTOB Ha OCHOBE MPOBOANMBIX
npoBepok?

- UMeeTCs N pe3epBHbIN annapat AN A0CMOTpa CYMOK B Cllyvae oTKkasa OCHOBHOTo?

B konoHke «CyLuecTBytoLLME KOHTPMEPLI»AOCTATOMHO CAENAaTh 3an1cu 060 BCEX COMHEHMSX, 8 B KOMOH-
ke «HoBble» ykasblBatoT He06X0ANMbIE KOHTPMEPEI.

3aTeM NpoBOAAT aHanM3 BCeX KOHTPMEpP U ONpeaenstoT, No3BONSAT MM OHWN NOAAEPXKMBATbL PUCK Ha
gonyctnuMmom ypoBHe. [Npr HeobxoaMmMocTh B KonoHke « CyllecTBytoLlMe KOHTPMEpPbI 4OCTaTOUHbI?» genatoT
OOMNONHUTENbHbIE 3anUcK, NCNONb3YH pekoMeHaaLun 3KCnepToB, N onpeaensoT HOBble KOHTPMEPLI, KOTOPbIe
yKasblBatoT B KOMOHKe «HoBbIe».

5.7 9tan 6. Co3pgaHue abGCoONOTHOM WKanbl OL,eHKU nocneacTBuin

[na 6onblUMHCTBA opraHn3aLuii 3T AOMNOMHUTENbHBIA 3Tar, KOTOPbIN NPUMEHSIOT ANa o6ocHOBaHUA
Unu onpegeneHns 3aTpaT Ha BbINOSIHEHWE KOHTPMED.

Ucnonb3ys nHdgpopmaumio, npeacTaBneHHyro B TabnuLe AaHHBIX A1 KaXA0ro ornacHoro cobbitus, Heob-
XOAMMO PaccMOTpeTh 3aTpaThl, CBSA3aHHbIE C ero nocrneacTBMAMU, UCMOMb30BaHHbIE NMPEANOOKEHU N UX
BMUsIHWE Ha 3aTpaTbl.

B kaxxgoMm cnyyae Heobxoaumo npoaHanusnposats NoYeMy nocneacTB1sIM NPUCBOEHO TO MW UHOE 3Ha-
YeHue. Ecnv nocneacTsust MoryT ObiTb NpeAcTaBeHbl B AeHEXHOM BbIpaXXeHUW, TO KakoBbl NpeanonaraemMble
notepu? Ecnu nocneactsns cBssaHbl C YENOBEYECKUMM XKepPTBaMU, TO KaKoBO rnpearnosiaraemoe KomyecTso
xepTB? ECcnu nocneacTsus cessaHbl ¢ NpUYMHEHMEM Bpeaa UMYLLECTBY OpraHusaLiMm, TO KakoBo npeanonara-
eMoe KONM4eCTBO MOBPEXAEHHOIo MMyLLeCTBa.

OTo No3BONSIET NOCTPOUTDL LUKANY AN rpyboi OLeHKM NoTepb B AEHEXHOM BbipaXeHuUW, B BUAe Konu-
YecTBa YeT0BEYEeCKUX KEePTB, KONMMYeCcTBa paspyLUeHHbIX 06 beKTOB U ApYruX eauHULax.

Heobxogmmo 06paTuTb BHMMaHWE, YTO LWKana He obs3aTtenbHo AomkHa ObiTb NuHenHon. OHa MoxeT
6bITb MOKasaTebHOW, UK AeneHUs WKasbl MOTyT U3MEHSATLCS HeperynapHo.

CHavana cocTasnsitoT abConoTHbIE LWKanbl A1 pas3nnyHbIX TUNOB NOCNEACTBUNA, a 3aTeM hopMUpyoT
06beMHeHHY0 aBCONOTHYIO LWKany, NOMeCTMB UX PSAOM APYr ¢ APYroM (CM. pucyHok 7). Takoi noaxoa UCKno-
YaeT Heo6X0AMMOCTb COMOCTaBMEeHUs NOTePb PasnUYHBIX TUMOB ApYr ¢ APYroM (Hanpumep, rmbenb nogeii ¢
pmHaHCOBLIMU MOTEPAMU).

MpenmyLLEecTBOM 3TOro 3Tana ABNSAETCS TO, YTO OH NO3BONSET NPOBEPUTL NOCNEAOBATENLHOCTL BbIBO-
OOB W 3aKMOYeHWiA, caenaHHbIX B npoLecce ouUeHkU pucka. B pesynbtate YacTb pelleHuin MoxeT 6biTb
n3meHeHa.
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durHaHcoBble noTepu

Bonee 5 msH. pyb6.

OT 4 o 5 M/H. py6.

5
4
3 OT 3 40 4 M/H. py6.
2 OT 2 po 3 M/H. py6.
1

MeHee 2 M/H. py6.

5.8 3aknwu4yunutTenbHble 3Tanbl

'méenb ot 1 a0 5
TpaBMbI NoAy4NIn
6onee 100 ven.

'méenb ot 50 go 100

'mbenb meHee 50 2

P 50.1.088—2013

Yenoseyeckune XepTsbl

'm6ens 6onee 6 yen. MoTepy umyLecTsa

5 Pa3spylleHo 3aaHne

Pa3pyLleHo nomeLleHme
4 afMMHUCTpaLmm
1 5 nogpasaeneHuil

Pa3pyLleHo nomeLlieHve
3 afMUHUCTpaLmm
1 3 noapasaeneHns

AZLMUHUCTPALMS He paboTaeT

He paboTaeT ogHO
noapasaenexHue

Motepn 6onee 5 MH. pyo6.
'mbenb 6onee 6 yen.
PaspylueHo 3aaHme

Motepu oT 4 go 5 MAH. pyo6.

'méenb ot 1 go 5 uen.

Pa3pyLieHne nomMeLleHnin agMuHncTpaumm
1 NATU noAapasaeneHuii

Motepu oT 3 A0 4 M/H. pyob.

Bonee 100 yen. nonyyunm TpasMbl
Pa3pylieHne noMeLleHunii agMUHUCTpaLmm
1 Tpex nogpasaeneHunii

MoTepu OT 2 g0 3 MSH. pyob.
Ot 50 no 99 yen. nonyyunam TpasMbl
AOMUHMCTPauua He pabotaet

MoTtepn meHee 2 M/H. pyb6.
MeHee 50 yen. nonyuunu TpaBmbl
He pa6oTaeTt ogHO noapasgeneHvie

PucyHok 7 — A6contoTHasA WkKana nocneactBuii

OueHKa pucka Bk/YaeT UAEHTU(UKALMUIO onacHoCTeld M oueHKy cnabbix MecT MeHeaXMeHTa pucka.

OcTaBluMecs ABa 3Tana BKIOYalOT B ce65 paspaboTKy M BHepeHNe KOHTPMEpP HAa OCHOBE OLLeHKM pUCKa M aHa-

nn3a aPPEeKTUBHOCTM KOHTpMep. MepedyeHb NPeANnoNoXeHU, cAeNaHHbIX Ha aTane oueHkn pucka, oCo6eHHO

noneseH Ha gaHHOM 3aTane.

Ha ocHoBe aHanunsa MmaTpulbl pucka BUAHO, UTO Noj BO3AeVICTBVIEM KOHTpMEp onacHble cobbITUA nepe-

MelwarnTCcAa BHN3 U B/1IEBO.

Mpun pa60Te C OTHOCUTENNbHBIMW BENMNYNHAMMNU 06Hapy)KI/ITb CHMNXeHne BepoATHOCTHU n/nnn I'IOCJ'Iep,CTBI/IVI

cnoxHee. Ncnonb3oBaHne abCONOTHON WKaNbl B 3HAYNMbIX ANa NpUHATUA DELUGHMVI eagnHnygax mnsmepeHuna

(Hanpmmep, COoKpalwieHna npegnonaraemMblx abCONTHBIX 3anaT) noBblillaeT BO3SMOXHOCTb BblAB/1IEHNA CNOCO-

60B CHMXEHUSA pucka.
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6 AHa/ M3 OLEHKU puUCKa Ha ypOBHe opraHmsayumn
B gaHHOM pa3gene nokasaHa OLEeHKa pucka Ha YpOBHE OpraHu3auuu Ha OCHOBE npuMepa 3anofIHeHus
Tabnuubl cueHapues onacHblX coObbITUR (cM. Tabnuuy 8), Tabnuubl oLeHKN pucka (cM. Tabnuuy 9) 1 maTpuubl

pucka (CM. pUcyHok 8).

Tab6nuya 8— CueHapun onacHbIX COObLITUIA

No
onacHoro CueHapuin onacHoro cobbIus
cobbITns

1 COTpyAHVK NPUHOCUT B 34aHne 60M6Yy 1 OHa B3pbiBaeTca

2 CoTpyaHuk nepegaeTt uHopmayuio Tpetbemy nuuy (MOLWEHHNYECTBO)

3 CoTpyAHUK BBOAUT BUpPYC B UT-cuctemy

4 CoTpyAHuUK, AeCTBYOWNIA B OAMHOYKY, NEPEBOANT HEOOMbLLIOE KOMMYECTBO AEHEXHbIX CPeAcTB (MeHee
10 000 py6.) Ha HECAHKLMOHNPOBaHHbIW cyeT

5 CoTpygHuK nomMoraeT TpeTbemy fvuy MoAy4uTb AOCTYN K 3HAUYMMOW ANS opraHusauuy uHdopmaumm c
YCTpOICTBa K/IHOUEBbIX JIOFTEPOB

6 CoTpyAHUK COBEpPLUAET HanafeHne Ha nepcoHas C HOXOM

7 CoTpyAHVK packpbiBaeT pe3ynbTaTthl AeATeNIbHOCTW OpraHu3auuy Ha KOHeL, roga paHblue cpoka (B npecce)

8 CoTpyaHvK nepefaeT MHOPMaLMIO YeNoBeEKY, CBA3aHHOMY C 9KCTPEMUCTCKON opraHusaumeli unm opraHu-
30BaHHOIN MPecTYNHOCTbIO

9 COTpyAHMK CNOCOBCTBYET TPETHEMY /IULY B MPECTYNHbLIX NocAraTeNnibcTBax Wiv NPOHUKHOBEHWIO B 34aHue
(c 6omboIt)

10 COTpyAHWK BbINOHAET HanageHue Ha VT-cucTemy C Lenbio HapyLueHus o6CcnyxmnBaHus nosb3oBartenel

ik CoTpy[HVK packpbiBaeT MHhopMaLmio o cucteme obecneyeHns 6e30nacHOCTH U, Takum obpasom, nomora-
eT Kpaxe

12 CoTpygHUK NpMBO3MT 60MOY Ha NOA3EMHYK aBTOCTOSAHKY OpraHu3auum

13 pynna coTpyAHVKOB (2 un 6onee 4yenoBek) y4acTBYIOT B TaliHOM CroBope O NPOBeAEeHNN HE3AaKOHHOW Bbl-
nnatbl

5 1,9 12
©
4
8(2) 11
3 6 13, 7 5 2
2 3, 10
© (D

1 4

1 2 3 4 5

© — obnacTb HauBbICLLErO pucka (puck 1)

PucyHok 8 — MaTtpuua pucka, cooTBeTCTBYyHOWasA Tabavue 8
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Ta6nwuya 9— Tabnvua oueHkU pucka
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No CueHapuit onacHoro Beposir- MpennonoxeHns Mocnen- MpeanonoxeHus Karero-
onacHoro HOCTb CTBUA o pusa
cobbITUA OTHOCUTENIbHO BEPOATHOCTU OTHOCUTENBbHO NocneacTenn
cobbITUA 1—5 1—5 puicka
1 CoTpyaHuk  MNpOHOCUT 1 MpoBoasitT  BbIGOPOYHbIE 5 MeHee 50 cnyqaes rnbe- 4
6omby B 3gaHue u oHa JIOCMOTPbI CYMOK v noge
B3pbIBAETCH
2 CoTpyaHuk nepegaet 4 - Wudopmaumsa npownam 3 - Yyactue B KPyrnHOM MO- 2
MHpopmMauuio TpeTbe- BKINIOYa@eT OAHHbIE O Kpe- WeHHu4ecTBe  (MoTepsi
My nuuy (MOLLEHHWUYeC- anTHOW KkapTe, b6aHKoB- 6onee 100 000 py6.);
TBO) CKOM C4yeTe W Apyrow - CHwxeHve penytaumm
uHcopMaLmMm Ans nocTo- BcneacTene  GonbLlioro
SIHHBIX KITMEHTOB; KOnu4ecTBa nocTpajas-
- Y 6onbLIOro KOmnu4ecT- WX KNNEHTOB
Ba COTPYAHUKOB €CTb
Takasi BO3MOXHOCTb
3 CoTpygHvK BBOAWT BU- 2 - HericTBylOT MexXaHW3Mbl 2 - [NoBpexaeHune gaHHbIX; 3
pyc B UT-cuctemy 3alWmnThl OT BUPYCOB, - Hapywenne paboTbl
- Utob6bl oBolTU 3awmnTy UT-cuctembl B TeqeHune
OT BMPYCOB Heobxoaumbl 24 yacos;
npaesa CUCTEMHOIo agMmu- - ®OyHkummn  UT-cuctemsl
HUCcTpaTopa HapyLLEHb;
- HekoTtopoe cHuxeHue
penyTauun opraHM3aumm;
- PesepBHoe konupoBsa-
HWE CUCTEMbI UCMPABHO
4 CoTpyaHuVK (QencTeys B 4 - Metogsl aeTopmsauuu 1 Motepa menee 10 000 4
OOMHOMKY) nepeBoauT He NMPVIMEHSIIOTCS; pys.
Hebornbloe Konu4vecT- - Y MHOMMX COTPYAHWKOB
BO AEHEXHbIX Cpencts €CTb Takas BO3MOXHOCTb
(meHee 10 000 py6) Ha
HeCaHKLMOHNPOBaH-
HbIA CYeT
5 CoTpygHuk nomoraet 3 - Huskass 6autenbHOCTb 3 CyuwecTtBeHHasi notepsi 2
Tpetbemy nuuy nony- (HepocTaToK cpeacTs penyTaumm opraHu3auum
YUTb OOCTYM K 3Ha4u- KOHTpOIs focTyna);
MOM MHGpopmauum ¢ - CyuiecTBeHHasi yrposa
YCTPOWCTBA KIIOYEBbIX KOMMEPYECKOro LUMMoHa-
norrepos xa
6 CoTpygHuk coBepluaet 1 - PaHee arta onacHocTb 3 MeHee nsiTy YenoBek no- 4
HanageHne Ha nepco- 6bina TOMbKO BHELHEN TNy4unu paHeHue
Han C HOXOM (He co CTOpOHbI coTpyAa-
HUKOB);
- BbibopouHbie gocmoT-
pbl CYMOK
7 CoTpyaHuk packpbiBa- 2 - OrpaHuyeHHbIi nepco- 3 - CywecTtBeHHas norepsi 3
eT pesynbratel Aes- Han 3HaeT uHgopmaumio; penyTauum opraHM3aumm;
TENbHOCTM  OpraHu3a- - OrpaHuueHHbI npeue- - MapeHne Ha Oupxe
UMM Ha KOHel roja AeHT (npoucxoauT OAWH cToMMOCTM  akuum  (He
paHblle cpoka (B npec- pa3 B TeYEeHWe HECKOmNb- NPOOOMKUTENBHOE)
ce) KUX IeT)
8 CoTpyaHuk nepepaet 3 - CoTpygHVK He 3HaKoM 4 - KoHndwumaeHumanobHas 2
VMHOPMaLMIO YeNoBe- €O cneumndmrKOn U He 0CO3- nHdopmaumss  OTKpbITA
Ky, CBSI3aHHOMY C 3KC- HaeT nocrneacTeBusi pac- Ansi npecchl;

TPEMUCTCKOW  OpraHu-
3aument UM OpraHmnso-
BaHHOW NPECTYNHOCTbIO

KPbITUS1 MHDOPpMaLMK

- BoamoxeH cyuiecTBeH-
Hbl OTTOK MOCTOSIHHBIX
KIMEHTOB;

- Penytauus opranmsa-
LMK CyLLLeCTBEHHO NoAop-
BaHa
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OkonvaHue mabnuyst 9

Ne N BeposT- Mocnen- Karero-
onacHoro CueHapuit onacHoro iy MNpeanonoxenus CTBUS MNpeanonoxexus 5 pusi
CoBbITUS cobbITUA 1—5 OTHOCUTENIbHO BEPOATHOCTU 1—5 OTHOCUTEeNbHO NocneacTsun pucka

9 CoTpyaHuKk nomoraeTt 1 - HekoTtopbie niogn nme- 5 - To xe, ¥TO B cnyvae, 4

TpeTbemy nuuy B npe- 10T HamepeHue caenatb KOT4a COTPYAHWUK MPUHO-
CTYMHbIX nocsrarens- B3pbIBHOE YCTPONCTBO; CUT B 3a4aHne camogenb-
CTBAX wNu BOWTH B - Het npeueaeHntoB HOE B3pbLIBHOE YCTPOW-
3paHue (npuHecTy 6om- CTBO;
6y) - Normbwmnx  menee
50 yven.
10 CoTpyAHVK BbINONHAET 2 - Hepocratok TexHuuec- 2 - HapyweHue cuctemsl B 3

Hanagexue Ha UT-cuc- KUX 3HAHWIA; TeveHue 24 4acos;
TEMY C Lenbio HapyLle- - PaHee BHelwHsIs yrpo3a; - OTpuuarenbHele  no-
HUs ob6cnyxmBaHus - JocTtynHocTb TexHu4ec- cnepctevA AnA penyTa-
nonb3oBarenen KOM WMHOpMaLUM NO3BO- unun opraHusauum;

NSIeT 3TO BbINOJIHUTD; - MunumanbHas noteps

- NmeeTcs pesepBHOe KO- KIWEHTOB;

nupoBaHue nHdopmMaumum - Motepsa poeepua no-

Tpebutenen
11 CoTpyaHuK packpbiBa- 4 - WwmetoTcs npeueneHThl; 4 - Motepwm B cymme 6onee 1

€T MHhopMaLmio O cuc- - VimetoTcs siBHbIE CBUAE- 1000 000 py6new;
Teme 6GesonacHocTn u TenbCTBa OMacHOCTH; - Het noctpagaBwmx;
TakuMm obpasoMm nomo- - 3970 npocTo caenartb - Boicokas noteps peny-
raeT Kpaxe Tauum

12 CoTpyaHVK  MpUBO3NT 2 - JlocTtynHOoCTE  aBTOCTO- 5 - KonuuyecTtBO paHeHbIX 1 3

6omMOy Ha noa3emHyio SHKM; ybutbix menee 200 yeno-
aBTOCTOSIHKY opraHusa- - BbibopoyHble npoBepku BeK;
uun TPaHCNOPTHBIX CPEACTB; - MoBpexaenune 3aaHwus,
- Mpouenypel npoBepok HE no3BomsiloWEee WUC-
He3PEKTHBHBI nonb3oBaTb €ro Npoaon-
XUTENbHOE BpPEMsi, BO3-
MOXHOE MepeMeLleHne
nepcoHana

13 pynna coTpygHvKoB (2 2 Ans BbinonHeHus Tpeby- 3 MoTtepu B cymme Gonee 3

unn 6Gonee 4enoeek) eTcsl ABOWMHas aBTOpU3a- 100 000 py6.;
y4acTBylOT B TalHOM ums CyuwecTtBeHHasi notepsi
Croeope o NpoBeaeHUN penyTaumm opraHu3auum
HEe3aKOHHOW onnarbl

7 OueHKa pycKa Ha YpOBHe rpynnbi

OueHka pucka Ha ypoBHe rpynnbl NO3BONSAeT NoNMy4uTh CyLLeCTBEHHO Gornblue CBeAeHUiA 0 pUcke opraHu-
32U CO CTOPOHbI BO3AENCTBUSA YeNoBeYeckoro hakropa. B yacTHOCTH, OHa NO3BONAET ONpeaesuTb KOHTpMe-
Pbl, KOTOPbIE AOMKHbI GbITb NPUMEHEHbI K OTAENbHLIM PYKOBOAUTENSAM UM COTPYAHUKaM.

B kavecTBe McxoaHoOU UHGOPMALMU UCTIONb3YIOT pesyrbTaThl OLUEHKN pUcka Ha YPOBHE OopraHusauuu.
Mpu 3TOM 0co6Goe BHUMaHUe yAeNnsaoT rpynnamM CoTPYAHUKOB, UMEIOLLMX BO3MOXHOCTb BbINOMHUTL ONacHbie
AEWACTBUA U UMEIOLLMX A0CTYN K aKTUBaM OpraHv3aLuuy, B TOM Yuchie K MHopmaummn, matepuanam, cucteMam,
3[aHUI0 U NepcoHarny.

OueHKy p1cka Ha YpOBHE rpynnbl AOMMKHA BLINOSHATL KOMaHAa, BKNOYaLWasa cneuuanucTos B 06nacTu

YernoBeYECKUX PecypcoB, pykoBoauTenem crny6bl 6e30macHOCTU U ApYrMX HEOBXOAUMBIX 3KCNEPTOB.

Pe3ynbTaTbl OLEHKWU pucka Ha ypoBHE rpynnbl AoSTKHBI ObITh 3adnkcupoBaHbl B Tabnuue. ®opma Tabnu-
Lbl npuBeaeHa B Tabnuue 10.
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Taobnunya 10 — Popma Tabnuubl OLEHKM pUCKa Ha YPOBHE Fpyrnbl

KoHTpmepb!
OnacHOCTU CO CTOPOHBI lovina
MOGBAILIGHHOTO /LA B Bb?élOKMX MprunHbI Doctyn OnacHocTun
nopsifke ybsiBaHUA Ux BO3MOKHOCTE p Ty Cywecrsyowue
nocneacTeun cyulecteyioliune Mepb! HOBbI€
NOCTATOMHbI?

Tabnuuy 3anonHAT NocneaoBaTensHO B COOTBETCTBUM C 3TarnaMu OLLEHKN p1cka.
7.1 3tan 1. UaeHTUUKaLUA U paHXMPOBaHUE ONACHOCTEN CO CTOPOHLI MOCBSLWEHHOro nuua
Mpumep 3anonHeHna Tabnuubl 10 Ha aTane 1 nokasaH B Tabnuue11.

Tab6nunya 11— MNpumep 3anonHenuss Tabnuubl 10 Ha aTane 1

Oran 1 Otan 2 Otan 3 Oran4

OnacHOCTM CO CTOPOHbI NOCBSALLEHHOMO NULA
B nopsiake yObIBaHWs NX NocneacTBumn

CoTpyaHUK pacKpbiBaeT KoHugeHumanb-
HYl0 nHdopMaLmio

OueHkKa 4o/MKHa HaunMHaTLCS C MAEHTUMKALMN M paHXXUPOBaHUsSl ONACHOCTEN CO CTOPOHbI NOCBALLEHHO-
ro nuua v nepedncrieHns Ux B NepBoOn KONOHKe Tabnuubl.

7.2 3Jtan 2. BbinonHeHuWe HavyanbHou uaeHTUdUKaLUKM rpynn ¢ 60MbLLIUMUY BO3MOXHOCTAMU
Mpumep 3anonHeHnsa Tabnuubl 10 Ha aTane 2 nokasaH B Tabnuue12.

Tabnwnuya 12 — MNpumep 3anonHexHus Tabnuubl 10 Ha sTane 2

Otan 1 Stan 2 OTtan 3 Oran4

OnacHOCTM co CTOPOHbI NOCBSLLEHHOro Nuua | Mpynna coTpyaHWKoB ¢ 6onbLumnmMm
B nopsigke y6biBaHns ux nocneacTeum BO3MOXHOCTAMM

CoTpyAHUK packpbiBaeT KoHdumaeHumans- | Ctaplume MeHeaxepsbl
HYI0 uHOPMaL Mo

CucTeMHble agMUHUCTPaTOpPbI

Llenb aToro atana cocTouT B MaeHTUMUKALNM COTPYAHUKOB, Ha KOTOPLIX ACKHA CKOHLEHTPUPOBATLCS
oLeHKa pucka. OueHKy HeoBGXoANMMo NPOBOANTL AOCTAaTOMHO BbIcTpo; Gonee AeTanbHas oLeHka GyaeT BbiNos-
HeHa Ha nocneayrLmx atanax.

HeobxoanMmo paccMoTpeTb Kaxayto onacHOCTb M onpeaennTsb, Kakue rpynnbl coTpyaHukos obnagatoT
GonbLUei BO3MOXHOCTbIO peannsalnmi aToil onacHocTy. BeiBodbl cnedyeT OCHOBLIBATL Ha:

1) CTeneHu AocTyna cCOTPYAHUKOB K aKTMBaM B COOTBETCTBUM C pacCMaTpMBaeMoi OrnacHOCTbIO.

2) Ya3BUMOCTM OKpY>KatoLLeid cpedbl Mo OTHOLIEHMUIO K onacHbIM AeMCTBUAM CoTpyaHMKa.

B0o3MOXHOCTU peanusaLmm onacHOCTeR ANA rpynn CoTPYAHWUKOB A0 HEKOTOPOK CTeneHn cBsAsaHbl ¢ 06s-
3aHHOCTSAMU COTPYAHMKOB B opraHusalun. Hanpumep, ecniu paccMatprBaeMas onacHocTb ceszaHa ¢ UT-cuc-
TeMamu, To OAHOW 13 Py C BEICOKMMM BOSMOXHOCTAMMU peannaasmi onacHOCTU ABNAITCA aAAMUHUCTPaTOPbI
UT-cuctem. OagHako B HEKOTOPLIX rpynnax HeT Koppensuui ¢ HernocpeacTBeHHbIMU CryeBHbIMU 06si3aHHoC-
TAMU COTPYAHUKOB, NMOSTOMY BaXKHO PaccMoTpeTb 06513aHHOCTU BCEX COTPYAHUKOB rpynmbl.

Pe3aynbTaTbl onpeaeneHns rpynn ¢ HaunbonbsbLW MY BOSMOXHOCTAMU criegyeT sanvcaThb B TaGnuuy OLeHKN
pucka.

MoneaHo 06paTuUTb BHUMaHWE Ha YUCTIEHHOCTb rpynbl. ECn rpynna sBMsieTca o4eHb MHOTOYUCTIEHHOI,
3TO MOXET 03HayaTb, YTO B OpraHusaLum MMeeTcs rnomelleHne Un MecTo, obecrneymBalollee BOSMOXHOCTb
peanunsaLum onacHoro cobbITus.

UncneHHOCTb rpynbl MOXKEeT NOBMUATh Ha BePOATHOCTL OMacHoro cobbiTust, onpeaeneHHyo Npu oLeHKe
pUCKa Ha ypoBHe opraHusauun. HanpuMep, BEpOATHOCTb TOTO, YTO MOCBSILLEHHOE NMNLIO NOBPEANT rMaBHYyo
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6a3y AaHHbIX, MOXET GbITb yBENMYEHa, eCAN BO3MOXHOCTb Takoro akta uMeeTcsl y 60MbLUIoi rpynnbl cCoTpyaAHNU-
koB. B 3TOM cry4ae crieayeT UCNpaBUTb MaTPULLy pucka.

UncneHHOCTb rpynnbl MOXeT Takke NOBMUATL Ha MOCNeAcTBUA onacHoro cobbiTua. Hanpumep, kpaxa
COTPYOHUKOM HOyT6yka okasbiBaeT cnaboe BnusiHAE Ha paboTy opraHvM3auun, HO MHOFOYUCAEHHbBIE KPaXu
MOTYT NPUBECTU K 3HAYMTENbHBIM MOCNeACTBUAM. B 3ToM crniyyae Heo6xoAMMO NOBTOPHO PAacCMOTPETh OLIEHKY
puyUcka Ha ypoBHe opraHusaLuy U onpeaennTb Heo6XoAUMOCTb BHECEHUS USMEHEHWIA B MaTpuLly pucka. Name-
HEeHWe NocneacTBMiA MOXeT NPUBECTU K HEO6XOAUMOCTU NepecMoTpa KOHTPMED.

7.3 3tan 3. OnucaHne BO3MOXHOCTeN peanusalum onacHoro cobbiTus
Mpumep sanonHeHnsa Tabnuubl 10 Ha 3Tane 3 nokasaH B Tabnuue13.

Taonwuuya 13 — Mpumep 3anonHenusi Tabnuupbl 10 Ha aTane 3

Otan 1 3tan 2 Otan 3 Ortan4

OnacHocTn co CTopoHbl | [pynna coTpyaHukoB ¢ | Bosmoxnoctn
NOCBSILLEHHOro Nuua B No- | GonbMMK BO3MOXHOCTSI-
psake yOblBaHUSI MX MO- | MM

cneacTBui
CotpyaHuk  packpbiBaeT | Ctaplume meHemKepbl Crapune meHegKepbl UMEIOT
KOHPMAEHUMANbHYIO  WH- Joctyn K Gonbwomy o6bemy
cdopmauumio KOHMAeHUnansHon uHGOp-
Maumm
CuctemHble agMmmHucTpa- | CuctemHble  agmuHUCTpaTo-
TOpbI pbl MOTYT MONyYUTb HECAaHK-
LMOHMPOBAHHbIN goctyn,

Mcrnornb3ysi HaBblkM paboThbl ¢
NT-cucremon

B konoHke «BosamoxxHOCTW», 3anuckiBatoT dhakTopbl, o6ecneumBatowme rpynnam coTpyaHUKOB BbICOKUIA
YPOBEHb BO3MOXHOCTEN peanvaaumnm onacHOCTU. OTY BO3MOXXHOCTU AOMKHbI ObITb paccMOTpeHbl Ha aTane 3 1
3achnkcMpoBaHbl B Tabnuue.

YKasaHHble Ha JaHHOM 3Tarne NPUHMHLI NOMOTaloT onpeaeneHUo Heo6Xo0AUMBIX KOHTPMEP, NO3TOMY BadK-
HO YKa3blBaTb 4OCTATOYHOE KOIMYECTBO AeTaneun.

7.4 3tan4.lllkana Bo3aMoOXHOCTeN
Mpumep 3anonHeHns Tabnuuel 10 Ha aTane 4 nokazaH B Tabnuue14.

Tabonwuuya 14 — Mpumep 3anonHenns Tabnuupl 10 Ha 3Tane 4

Otan 4
Sran 1 Oran 2 Ortan 3
Hoctyn YA3BUMOCTb
OnacHocTn €O CTOpOHbl No- | pynna ¢ GonbwuMy | Bo3MOXHOCTH
CBSILLEHHOIO NUUA B NOPSAAKE | BO3MOXKXHOCTAMU
y6bIBaHUA UX NnocneacTeui
CoTpyAHUK packpbiBaeT KOH- | Craplumne MeHempKepbl Crapuwwve MeHempKepbl UMEIoT B B
tuaeHunanbHylo nHdopma- JocTtyn K Gonbliomy ob6bemy
uuio KOH(bmaeHumansHoW MHGOP-
mMaumm
CucrtemHble agMuHUCT- | CUCTEMHbIE aAMMHUCTPaTO- C C
patopbl pbl MOTYT MOMY4YUTb HECaHK-
UMOHWPOBAHHbLIN gocrtyn,
MCNonb3ysi HaBblkn paboTkl ©
UT-cuctemon
MpwumeyaHune—B — Boicokni/Bbicokas; C — cpegHui/cpeaHss.

Ha paHHOM 3Tane A0CTyN N ya3BUMOCTb OLeHUBaoT 6onee cUCTEMHO 1 NCNOJIb3YKOT CTaHAaPTU30BaH-
Hble LWKanebl ANa conoctaeneHus. LUkanel 3aTeM UCNONb3YOT ANA onpeaeneHus obuiein Mmepbl BO3MOXHOCTH
peannsaunn onacHOCTU.
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Mpu paccMoTpeHun gocTyna criegyeT onpefennTb CTeneHb A0CTyna COTPYAHUKOB (MMEIOLLYCA 1an
BO3MOXHYI0) KonpeaeneHHbIM akTuam. [115 3Toro MoXeT 6bITb UCNOb30BaHa cneayoLas Wwkana goctyna B,
C, H(cm. Tabnuuy 15).

Ta6nunya 15— Wkana goctyna B, C, H

LLikana goctyna (B, C, H) OnpepgenexHve
Bbicokuii(B) PerynsipHblii 4ocTyn, NpeAyCcMOTPeHHbI (DYHKLMOHANbHBIMWN 06A3aHHOCTAMM
Cpepnuii (C) Bo3moxeH focTyn B onpefAefieHHbIX CUuTyaumax
Hun3kuii (H) HecaHKLMOHMPOBaHHbI AocTyn

[na oueHKn ya3BMMOCTHY CrielyeT UCNob30BaTh TabnLy OLEHKM YA3BMMOCTU. PEeKOMEHAYETCA OLEeHU-
BaTb YSA3BUMOCTb paboyero MecTa Kak BbICOKYH, CPEHIOH, HU3KYHO.

Ha gaHHOM 3Tane rpynnbl COTPYAHUKOB HEOBXOAMMO OLEeHUTL OTHOCUTE/IbHO A0CTYNa K akTMBam opraHu-
3auun. 3aTemM He06X0AMMO 06 bEANHNTL NONYYEHHbIE AaHHbIE U COPMUPOBATL 06LLYH0 MepPY BO3MOXHOCTEl B
6annax ot 110 5.

Heobxoaumo onpegenntb Kak nepesecT JOCTYN U YSA3BUMOCTb B BO3MOXHOCTW. [/ 3TOr0 MOXHO
NnoCTPOUTbL MaTpuLy (CM. pUCYHOK 9) 1 3aTeM peLlnTb, Kak pa3smecTuTb uucna 1,2,3,4, n5Ha ocHoBe KOMbBUHa-
uuii foctyna nysassumocTu. MaTpuua Ha pyucyHke 9 npeacTtaBnseT O4HY U3 BO3MOXHbIX CXEM OLEHKN BO3MOX-
HOCTeM.

JocTyn

PrcyHok 9 — Matpuua BO3MOXHOCTe
OLeHKy BO3MOXHOCTE, COOTBETCTBYIOLLYIO KaXA0N KOMOMHaUMM AOCTyna 1 ya3BUMOCTU, YKa3biBaloT B
KaXX[0W KneTke maTpuubl.

MaTpuua BO3MOXHOCTE nomMoraeT OLLEHUTb COTPY/HUKA C TOUKN 3peHUs ero BO3MOXHOCTel peanunsa-
Lyn onacHocTu (CM. pucyHok 10).

B0O3MOXHOCTb

PucyHok 10 — Matpuua BO3MOXHOCTEl 1 ySi3BUMOCTH
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7.5 Otan 5. AHanu3 KOHTpMep
Mpumep 3anonHerusa Tabnuubl 10 Ha aTane 5 nokasaH B Tabnuue16.

Tabnwuuya 16

Otan 1 OT1an 2 O1an 3 Otan 5
Mpynna KoHTpmepsbl
T| HWUKOB C
OnacHocts COBEI)::%KMMM CyujecTByloLue mepbl
BEPOATHOCTAMU CyulectBytowme OCTATONHbI? HoBble
MepcoHan pack- | Ctapwue Me- - CornalweHnusi o koH- | - Bpanamayap He 06- | - Hactponka 6paHa-
pblBaeT KOMMEp- | Hemkepsl duaeHUManbLHOCTH; HapyxvBaeT nepega- | mayapa Ha 6nokupo-
Yeckn  BaxHyto/ - 3awmTHas Mapku- | 4y JOKYMEHTOB C 3a- | BaHWe JOKYMEHTOB C
KOHPMAEHUW- poBKa; LMTHON  MapKUpOB- | 3aLUMTHON MapKu-
aneHyto  uHop- - [NpoHymepoBak- KOW; pPOBKOW;
Maumio Hble KOMMKn - Cnyxba 6e3onac- | - KoHTponb BbInorn-
HOCTW pexe MpOBO- | HEeHUs gocmoTpa
OMT JOCMOTP CYMOK | cyMOK nepcoHarna
cTapwux MeHemxe-
poB
CuctemHble aa- [MpoBepka kommnbto- | - Cuctema komnbio- | - BHegpeHue cucre-
MUHUCTPaTOopPBbI TEPHOW TEXHUKM TEPHOW NPOBEPKM 06- | Mbl curHanusauum wm
HapyXvBaeT, HO He | npeaynpexaeHus
npegoTBpallaeT He- | Ans OMoBELEeHWUst O
CaHKLUVOHUPOBAHHBIN | HEMPaBOMEPHOM
pocTtyn pocrtyne

Kak 1 B cnyyae oLeHK/ pucka opraHusaumm, Heobxoaumo HavaTb ¢ nepevncneHns B ctonbue «Cyulect-
BYIOLLIME» BCEX CYLLLECTBYIOLLUX KOHTPMED, KOTOpbIE NOMOraloT NPeAoTBpaTUTL peanusauuio paccmaTpusae-
MOW Yrposbl.

3areM HeobXoAUMO paccMoTpeTb KaXayl KOHTPMEpPY 1 onpeaenvTb ee AocTaToMHOCTL. Ecnu yrposa
onpepgeneHa kak «lMocsileHHoe NULO BBOAUT BUPYC B OCHOBHYIO KOMMbLIOTEPHYIO CUCTEMY» W FPYNIMOA C Hau-
6onblueit BepoSITHOCTLIO AABNSKOTCS COTPYAHUKM areHTCTBa MHOPMALMOHHBIX TEXHOMOMMIA, TO CYLLEeCTBYIO-
LMe KOHTPMEPbI MOTYT BKIMO4aTb NPOBEPKY BnaroHaaeXXHocTU nepes npueMom Ha paboTy, KOTopas oroBopeHa
B KOHTPaKTe Mexay opraHusauuei n areHTCTBOM MHGOPMAaLIMOHHBIX TeXHOMOrMIA. Ho 6e3 KOHTPOoNSA BbINOMHe-
HWUA TakUX NPOBEPOK MaNoBEPOSITHO, YTO HanuumMe KoHTpakTa byaeT AocTaTO4YHOW KOHTPMEPOH.

B ctonbue «CyuwecTBylowme Mepbl AOCTATOUHbLI?» HeobXoAUMO ykasaTb HegocTaTku u npobensl B
KOHTpMepax, a B cTonbue «HoBbie» ykazaTb AeACTBUS, HEOOX0AMMBIE AN UX YCTPaHEeHUs.

3atem HeobxoouMoO paccMoTpeTb BCe NepeyuncrieHHble KOHTPMEePbl MPUMEHUTENBHO K rpynne ¢ caMoin
BbICOKOW BEPOAATHOCTbIO M pellnTb, 40CTAaTOYHbI FIA OHU ANS OrpaHUYeHMst BO3MOXXHOCTU peanunsawumn onacHoc-
TV M NoAAePXKaHUA pyUcKa Ha AoMYCTUMOM ypoBHe. CrieayeT 3anucaTth Bce COMHeHUs B cTonbue «CyluecTsyto-
WwMe Mepbl 4OCTATOYHbI?» U 3aTeM UCMOMb3oBaTbh 3HAHUSA FPyMMbl U, NpU HEOBXOAUMOCTU, KOHCYNbTaLUN
3KCNEepTOB MO NMPUMEHEHMUIO HOBBIX KOHTpMep. HoBble KOHTpMephI NepedncnsaioT B ctonbue «Hosbley.

Mocne onpeaeneHus rpynn ¢ BLICOKOW BEPOSITHOCTLIO peanusalym ornacHOCTen ¢ paHrom pucka 1 m pac-
CMOTpPEHNA KOHTPMEp B KaXKJ0M criydae criefyeT NoBTOPUTb NpoLeaypy Ans BCeX OCTanbHbIX ONAcHOCTEN ¢
ApYyrumn paHramm pucka.

Ecnu BpeMeHu AN BbINONHEeHUs OLEHKU pUcka He AI0CTaTOYHO, MOXHO NPUHATL pelleHne o6 aHanuse
0onacHOCTeN TOMNbKO ¢ Haubonee BLICOKAM PaHroM pucka. BaXKHO MOMHWTb, 4TO MOTYT cyllecTBOBaTb hakTophl,
KOTOpble NPOABATCS TOSNbKO BO BPEMS OLIEHKN pUCKa Ha YPOBHE rpynibl, Hanpumep, aktop 6onbLioro pasmepa
rpynnbi.

7.6 Mpumepbl OLIEHKU pUCKa Ha YPOBHe rpynnbi:

7.6.1 OueHKa BO3MOXHOCTe NOCBALWEHHbIX NUL, BbIGpaHHbIX AN OLEHKU pUCKa
B ta6nuue 17 npuBeaeHbI NpUMepbl 0NacHOCTeN CO CTOPOHBI MOCBALLEHHBIX ML, KOTOPBIM COOTBETCTBY-
eT Hanbonee 3HaYUMbIA PUCK AN OpraHu3aLun.
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OnacHocTe co

Kakve rpynnel obnagaroT

PaHr | BbICOKMMU BO3MOXHOCTAMMU Hoctyn | Ya3BUMMOCTB
CTOPOHbI Mpr4mrHBI
NOGESILEHHOMO fMua pucka peanusavuum onacHoro (B, C, H) (B,C, H)
cobbitua?
CoTpyaHuK packpbil- 1 CoTpyaHuku cnyx0bl | - COTPpyaHVKM pasmelleHbl Takmm B C
BaeT  KOH(unaeH- H6e3onacHocTm obpasom, 4TO MOryT UaeHTUdWLU-
umaneHyre MHAOP- poBaTb ysA3BMMble MecTa Ansl He-
mMaumio CaHKLMOHUPOBAHHbIX OEWCTBUN
CoTpygHukn  cnyx6bl | - COTpygHUKM pasmelleHbl Takum o} o}
BesonacHocT (oxpaHa) | 06pasom, H4TO MOryT uagHTUUUK-
poBaTb ysA3BMMble MecTa Ans He-
CaHKLMOHMPOBAHHbIX AeNCTBUN
CotpyaHuk  noka- 3 Bbiclwiee pyKOBOACTBO - Joctyn Kk wHOpMauum OrpaHu- B C
3biBaeT pesynbra- YEHHOro pacnpoCTpaHeHus;
Tbl AEATENbHOCTH - Cywecrtsytowme koHTaktel 8 CMU
opraHmsauum  Ha
KOHeLU roga paHb- Otpen nevatn (BHYT- | - JocTyn K wHcopmauum orpaHu- B B
e cpoka PEHHUI/BHELLHWIA) YEHHOro pacnpocTpaHeHus
CoTpygHuk coBsep- 3 WT-nepcoHan; - Hannune y coTpyaHWKOB HaBbIKOB C H
waeT aTtaky Ha BoiBwun NT-nepcoHan | 1 BO3MOXHOCTEW AnNa peanu3aumu
UT-cncremy 3a npoweawve ABa | Yrposbl;
roga - 3HaHue cucTemsl;
- 3HaHve yA3BUMOCTEN CUCTEMBI
CoTpygHvk BBOAUT 3 WT-nepconan (c Hagne- | - Hanvune y COTPyAHMKOB HaBbIKOB B C
BMPYC B MHpOpMa- KawmMm  JOCTYNOM U | U BO3MOXHOCTEW Ansi peanusauvu
LIMOHHYIO CUCTEMY npaeBamu agMmMHUCTPa- | yrpossel (MX NpaBa agMUHMUCTPaTopa
Topa); Oal0T BO3MOXHOCTb NPUOCTaHOBUTL
UT-nogpsauvkm,; 3awWmTy OT BUpYyca);
BoiBmit UT-nepcoHarn | - 3HaHMe ysisBUMOCTEN CUCTEMbI
3a npowegwve asa
roga
CoTpyaHuK npoHo- 4 Y BCeX COTPYAHWKOB | - 3MOYMBIWIEHHUKN OENCTBYIOT B C (]
cut BGomGy B 3aa- ecTb Takasi BO3MOX- | Hepabodee BpeMmsi, Korga NpoBepKu
HME W OHa B3Pbl- HOCTb, HO UMeloT bonb- | 6e30NacHOCTM He TaK YacThl;
BaeTcs LYo BO3MOXHOCTb crie- | - [IocMOTp CyMOK NpOM3BOAMTCS
Jyolme CoTpyAHUKK: BbIGOPOYHO
nogpsiaqvky, WNT-unxe-
Hepbl, 06CNyXMBaIOLLMIA
nepcoHar,  KIMHWHIO-
BbI MepcoHan
OxpaHHUKK CywecTByeT BO3MOXHOCTb He CO- C B

6nogatb Mepbl 6e30MacHOCTH

MpwumeyaHu e — B — Bbicokmi/Beicokasi; C — cpegHuin/cpeaHss; H — HU3kui/H13kas

7.6.2 OueHKa KOHTpMep
B Ta6nuue 18 npuBeaeH npuMmep aHannaa KOHTPMep A8 AaHHbIX Tabnuubl 17,
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Tabnwuuya 18
KoHTpmepsi
CueHapun yrposbi Fpynna
CyuwectBytowjue Cywectayiowme mepel Hosble
NOCTATOMHbI?
CoTpyaHuk pack- | CoTpyaHuku - MNpoeepka coTpyaHu- | HepoctatouHbit  KOHT- | - MpoBeaeHne TpeHwH-
pbiBaeT KOHMU- | cnyxbbl Ge- KOB cnyx6bl 6e3onac- | ponb AocTyna K CekpeT- | ra rno npmoGpeTeHnio He-
AeHunarnbHyo 30NacHOCTH HOCTM  Ha  Hanuuue | How uHdopmaunn 06X0ANMBIX 3HAHWIA;
nHhopmauuio CyauMOCTH, - NpoBeAeHne portauumn
- MPUMEHEHNE  TEeXHU- nepcoHarna Ha Krode-
YecKMx cpeACTB KOHTPO- BbIX nocrax obGecneuve-
NS gocTyna; Hus 6e3onacHoOCTH;
- COTPYAHWKM - rMepcoHan opraHu3a-
opraHmusauum obnagaiTt UMM OOIKEeH OUEHUTb
PasnuUuHON  KynbTypown CBOIO KynbTypy 6e3onac-
6e3onacHocTH HOCTH
CotpyaHnkm - MNpoeepka coTpyaHu- - MNMpoBepgeHne TpeHuH-
cnyx6bl  Ge- KoB cnyx6bl 6esonac- ra no npuobpeTeHuio He-
30MacHOCTH HOCTM  HA  Hanuune 06Xx0AUMbIX 3HAHWI;
(oxpaHa) CyanMocCTH, - npoBegeHne porauumn
- MPUMEHEHNE  TEXHU- nepcoHana Ha KJoJe-
YeCKMX CpeACTB KOHTPO- BbiX nocrax obecneuve-
nsa gocTyna; Husi 6e3onacHocTy;
- COTPYAHWKN - nepcoHan
opranusauvn obnagaioT opraHusaumm  [OJKeH
PasnUYHON  KynbTypown OLEHWUTb CBOKO KYmNbTypy
6e3onacHocTn 6e3onacHocTH
CotpyaHuk npo- | Moapaguvkm, - Bbi6opouHbI no- | - MNpumeHenne CTaH- | - BbIGOpOYHBLIN no-
HocuT Gomby B | UT-uHxeHe- CMOTp CyMOK (B AHEBHOE | AAPTOB,; CMOTP CYMOK (B HOYHOE
34aHve un  oHa | pbl, obcnyxu- | Bpems); - nopsaok NPoOBEPOK | Bpems);
B3PbIBAETCH BaloWmi - peKve NpoBepKM MoJ- | U3MEHSIETCH B 3aBUCU- | - TEXHUYECKMe CpeacT-
nepcoHar, PSAOUMKOB MOCTM OT CUTHamNoB CUC- | Ba OGHapyXeHWs B3pbIB-
KNMMHUHIoOBbIN TEeMbl CUrHanN3auum; 4YaTbIX BEWecCTs;
nepcoHan - HeJoCTaTo4yHasi Mpo- | - eXerogHble TPEHWHIK
Bepka nogpsgyvkon no 6e3onacHocTy;
- MpoBepKa noapsAa4n-
KOB Takasli e, KakK npo-
Bepka NMOCTOSIHHOTO
nepcoHana ¢ TeM Xxe
YPOBHEM focTtyna
OxpaHa BeiGopounbii  gocmoTp | - lNpumenenne  cran- | - BBeaenne HoBon cuc-
CYMOK (B OHEBHOE Bpe- | JapTOB; TEMbl KOHTPOIA OXpaH-

YE))

- NOPSIAOK NPOBEPOK U3-
MEHSIeTCSl B 3aBUCHMOC-
TW OT CUrHAINOB CUCTEMbI
curHanmaaumm;

- OTAenbHble OXpaHHU-
KU HaxXoasiTCsl B ApYyXKec-
KMX OTHOLWIEHUSIX U He

NpoBEPSIOT ApYr Apyra

HUKOB NpU BbIGOPOYHOM
JOCMOTPE CYMOK

CoTpygHuk pac-
KpbIBaeT pesynb-

TaTbl paboTsbl
opraHvM3aumMm Ha
KOHeU roga B

rnpecce paHblue
cpoka

20

Boicwee pyko-
BOACTBO

- JlokymMeHTBl MpoHyme-
poBaHbl U MMewT orpa-
HUYEHHOe pacnpocTpa-
HeHue;

- npoBepka agpecos
SNEKTPOHHON NOMThI;
- WCrnonb3oBaHue
LUMTHOW MapKUPOBKY;
- MOMUTUKE  «YUCTOro
cTona» v NPUHUMN Hanu-
YUl «HeoOX0AMMbIX 3Ha-
HUAY

3a-

Het orpaHunyennii no
pacnevaTke 9nNeKTpOH-
HbIX MUCEM UK MX nepe-
Cbilke Ha  BHELWHWNK

agpec

- Wndposanne 3Haum-
MON M KOHUAEHUMab-
HOW wWHOpMaLMM Ans
YMEHbLUEHUS] pucka ee
nepegadn no aneKTpPoH-
HOW MoMTE;

- OorpaHuyeHve gocTyna
HEmNOSAMNbHbLIX COTPYAHW-
KOB K 3HaYMMOW M KOH-
draeHumansHon
mHhopmaumu;
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CueHapui yrposbl

pynna

KoHtpmephbi

CyuecTBytoue

Cyuwiectylowme mepsbl
[OCTATOUHbI?

HoBble

- npogBuxeHue addek-
TUBHOW KynbTypbl 6e3o-
NacHoCTH;

- 3anpeTr Ha AocTyn B
34aHue ¢ Kamepow unm
MOBUNBHBEIM  Tenedo-
HOM

Otaen nevatu

- CornawweHunsi 0 KoHuU-

- Huskoe cootBeTCcTBUE

- ObecneveHne norHo-

AeHUNanbsHoOCTH; MONUTUKE «4YMCTOrO CTO- | O COOTBETCTBUSI MOMNU-

- AOKYMEHTbl MpOHymMe- | nax; TUKe «YUCTOrO CTonay;
poBaHsbl 7 umeroT | - HeT orpaHnMyeHMn no | - ycuneHuwe  acnekToB
orpaHVyYeHHoe pacnpoc- | pacnedyatke 3reKTPOH- | 3awuTbl OT pacneyaTtku
TpaHeHwe; HbIX MMCEM UK UX Nepe- | uHopmMaLmu;
- NCMONb30BaHWE  3a- | CbiNKE Ha BHEWHWW | - wudpoBaHUE 3HAUW-
LLIMTHOW MapK1pPOBKM; agpec MOWM U KOHMAEHUMAIb-
- NONUTUKA  «4YUCTOrO HOW wmHdopmauum Aans
cTona v NpUHUUN Hanm- YMEHbLUEHUs] pucka ee
uns «HeobxoanmMoro nepeaayumn no SreKTpoH-
3HaHWAY HOW nouTe

CotpyaHuk  co- | UT-nepcoHan - Hanwuve cuctembl Bu- | - Cnuctema BuaeoHab- | - BHegpeHve npaBuna

Beplaet araky AeoHabnoaeHus; NIOAEHNsT HE OXBaTblBa- | HAXOXAEHUs1 COTPyAHU-

Ha |/|T-CVICTemy1) - KOHTPONMb W €eCTeCT- | €T HEKOTOpble KioYe- | Ka B CEpBEPHOMN KOMHATE
BeHHoe  HabniogeHue | Bble MeCTa; C CONPOBOXAEHUEM;
Konneramu; - He MpPOBOAWTCSl €Xe- | - NpeaoCcTaBreHne cuc-

- NpUMeHeHne CUCTEMBbI
pe3epBHOrO  KOnupoea-
HUA

rogHas oueHka 6e3onac-
HOCTU W  OTCYTCTBYET
cucTema nHepopmmpoBa-
HUs1 0 NnpoGnemax u ona-
CeHunnAx

TEMBbI, nosgonsiowen
coOTpyAHVKaMm coobwate
0 npobnemax u onace-
HUSAX, Kacalwuwmnxcsa CBO-
UX Konner

BeiBLIMI
WT-nepcoHan

- ABTOMaTn4eckoe ypa-
NeHne NONMHOMOYUIA MpK
BO3BpaTe uaeHTUdMKa-
LMOHHOWM KapTbl COTPYA-
Hvka (MO-kapTbl)

- Katanor cotpyaHukoB
He obHoBnsieTcsl cpasy,
yBenMYMBasi noTeHuman
Ans atak MeTogamm co-
LUnansHOM UHXeHepun

- WndopmuposaHue
wTata COTPYOHWKOB O
Heob6XoAUMOCTU  MOBbI-
WweHHbIX mep Oesonac-
HOCTM B  OTHOLLEHWM
6bIBLUMX COTPYOHVKOB;

- aBTOMaTM3auusi npo-
Luecca yaareHusi paspe-
WeHUn U1 OONyCKOB
coTpyaHvka wu3 6a3bl
JaHHbIX nepcoHana, Kor-
[a OH BO3BpallaeT CBOIO

na-kapty

CoTpygHvK BBO-
OUT BUPYC B WH-
HOPMaLMOHHYI0
cuctemy

WT-nepconan
(¢ Hagnexa-
MM JocTy-
nom v npasa-
MU aMMWHWUC-
Tpartopa)

- MNpumeHeHne aHTUBK-
PYCHOIO MPOrpPaMMHOro

obecneveHus;

- MONUTUKA  NPOBEPKN
Ha BUpYCHI;

- cuctema  BuAeoHab-
noaeHnun

- AHTMBUMpPYCHOE  npo-
rpammHoe obecneveHune
MOXeET BbITb BbLIKITIOUEHO
COTPYAHMKOM C NpaBamu
aAMUHUCTPaTOopa;

- MpoBepka  sIBNsieTcA
PeTPOCNEeKTUBHON N HE
obecneunBaeT cBoeBpe-
MeHHoe cpabaTbiBaHne
CUCTEMBI CUTHaNM3aumm

1 NpeaynpexapeHve

- TpebGoBaHnue nogreep-
KOalwen aBTopmusauum
HAa OTKMIOYEHUe UM
NpyvoCTaHOBKY  paboThbl

aHTUBUPYCHOTO npo-
rpamMHoro  obecnieve-
HUsI;

- OrpaHn4yeHne Ha Wuc-
nonb3oBaHNe KOMMYHU-

KALMOHHbIX  YCTPOMCTB
(Hanpumep, HakonuTe-
nem c¢ unHtepdencom

USB vnn DVD-guckoB);
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CueHapwii yrposbl

pynna

KoHTpmepb!

Cyuwiecteyiowue

CyuiecTBytoLLne Mepbl
[OCTATOMHbI?

Hosble

- HabnwopeHne 3a WH-
opMaLMOHHBIMU  CUC-
TeMamu B peanbHOM
BPEMEHW U Mpeaynpex-
JeHne O noaoapuTenb-
HbIX 4eNCTBUAX

UT-noapsgym-
Kn (¢ mpaBamm

- MpvmeHeHne aHTMBK-
PYyCHOro nporpaMmmHoro

- NT-nogpsg4mkos
MHOrAa MNPVHMMAKOT B

- ObecrnieveHne nocTo-
AHHOINoO COnNpPOBOXAEHUA

agMunHucTpa- obecneveHus; liTaT Ao 3aBeplienHns ux | noboro  UT-nogpsiguqn-
TOpa) - MONMMTMKa MNPOBEPKU | MPOBEPKY; Ka, NPUHATOrO A0 3aBep-
Ha BUPYCb; - @HTVMBMPYCHOE  MpO- | LUEHUS ero NpoBepKY;
- cuctema  BuaeoHab- | rpammuoe obecneveHne | - TpeGoBaHue
TNIOAEHNIA MOXET ObITb BBIKMIOYEHO | NoAaTBepXaaiowelr aB-

COTPYAHUKOM C NpaBamMm
aAMUHUCTPaTopa;

- npoBepka  SIBNSIETCSH
pPeTPOCNEKTUBHOW U He
obecneuvBaeT CBOEBpe-
MeHHOe cpabaTbiBaHue
CUCTEMBI CUrHaNM3auum

TOpU3auun Ha OTKIoYe-
HUEe WNU NPUOCTaHOBKY
paboTbl aHTMBMPYCHOIO
nporpammHoro oGecne-
YeHus;

- OIPaHUYeHne Ha Wuc-
Nonb3oBaHMe KOMMYHU-

M NpeaynpexaeHve KaUWOHHBLIX  YCTPOWCTB
(Hanpumep, HakonuTe-
nen ¢ wHTepdencom

USB unu DVD-guckoB);
- HabnwopeHne 3a WH-
(HOpMaALMOHHBIMU  CUC-
TEMaMn B pearnbHOM
BPEMEHU U Npeaynpex-
JeHne O nopo3puTenb-
HbIX AENCTBUSIX

) Ataka ¢ uenbto HapyLIEeHV HOPManbHOro 06CNyXMBaHUSI NONb3oBaTeNen.

7.6.3 OueHKa pucka onacHoCTen co CTOPOHbI NepcoHana

MoaxoA oLeHKM pucka Ha ypoBHe rpynnbl HAYNMHAETCS C PACCMOTPEHNS OracHOCTEN A1 opraHM3aLnm co
CTOpOHbI NepcoHana v noapag4vka. lNMpu aTom paccMaTpuMBaloT BO3MOXHOCTU COTPYAHUKOB pasfnyHbIX Npo-
deccuit n gomkHocTel. MNaBHbIM NPeMMYLLIECTBOM TaKoro noaxoda siBfsieTcs To, YTO KOHTPMEePbl MOTyT ObiTh
NpUMeHeHbI K CoOTpyAHKaM onpedeneHHon npodeccun. OgHako aToT NOAX0M BKIHOYaET KaueCTBEHHYHO OLIeH-
Ky pucka 1 He NosBOSSeT KONMYECTBEHHO ONPeaennTb PUCK CO CTOPOHBI COTPYAHUKOB onpeaeneHHON npo-
theccun.

BmecTe nnv BMecTo Takoro noaxoaa MOXHo UCMoMb3oBaTh KOMMYECTBEHHBIN Noaxod. [insi 3Toro npouns-
BOAAT NoAcyeT BO3MOXHOCTEN ANS peanusaummn onacHoro cobbiTusi COTPYAHMKaMK, 3aHUMaoLWMMK onpeae-
NEHHYI0 AOMKHOCTb, Y NOCNeACTBUIA 3TOT0 coBbITUSA. [yTemM 0bbeaUHEHUs 3TUX pe3yNbTaToB MOXHO OLEHUTb
061K ypoBEHb prcKa CO CTOPOHbI COTPYAHWUKOB C OrnpeAerieHHON AOMKHOCTbIO. MpenMyLLecTBOM Takoro noa-
Xo4a sIBSIeTCA TO, YTO AOIMKHOCTU MOTyT GbiThb pacnonioXeHbl B COOTBETCTBUM C 3TUMW pesyrbTaTamu, a
KOHTPMEpPbl — COOTHECEeHb! C A0MNYCTUMbIMU 3HaYEeHUAMU. Hanpumep, MoXeT ObITb NTPUHATO peLleHue, YTo ANs
coTpyAHuUKa nobon OMKHOCTW, KOoTopasi HAXOAMTCA B NEPBOA AeCATKE Mo BO3IMOXHOCTU OCYLLECTBIEHNUS
yrpos, NpoBOANTCA MPOBEepKa Ha Hanuymne NpaBoHapyLLEHWA B MPOLLIIOM.

Ha npakTuke YacTo cunTatoT, 4To Takoi nogxoq obecneymsaet NpOCToe NPaBUo NPUHATAS PELLEHWIA.
OpHako y aToro noaxoa cyllecTByeT ABa HegocTaTka:

1) OHHe cnocobeTByeT AeTanbHOMY PACCMOTPEHMIO OMACHOCTEN 1 CNoco60oB MX peanunsaLnum coTpyAHU-
Kamy ¢ pasnuyHbiMK gormkHocTaMu. OBblYHO paccMaTpuBaloT 060CHOBaHHbIE HaWXyALMe MOCneacTBuUs
AEeNCTBUA COTPYAHWKOB C onpeaeneHHbIMU AOMKHOCTSMA. Hanpumep, MOXHO NpeanonoXuTb, 4To 060CHOBaH-
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HOW HauXyAaLen onacHOCTbIO CO CTOPOHbI Byxrantepa, ABMsAeTCA MOLLIEHHUYECTBO, @ BO3MOXHOCTb ByxranTe-
pa coBepwuTb, HanpuMmep, dusndeckoe HanageHwe, He paccMmaTtpuBaloT. PacnpeaeneHue kKoHTpmep ¢
UCMOJSIb30BaHUEM TaKoro noaxoaa siBNsieTcs MeHee TOUYHbIM 1 BCECTOPOHHUM.

2) Ans Toro 4tobbl noacunTaTh BEPOSITHOCTL U NOCNeAcTBUsl, HeobxoauMmo paspaboTaTb YMCNOBLIE
WKanbl, yYuTbiBawoLmMe AnanasoH AOMKHOCTHLIX 00A3aHHOCTeN U BO3MOXHLIX OMAaCHOCTeN, YTo ABnseTcs
CNOXHON 3aa4en.

8 OueHka pUCKa CO CTOPOHbLI OTAENbHLIX COTPYAHUKOB

Ha nHamemnayansHOM ypoBHE BbINMOJHSIIOT aHanM3 BO3MOXXHOCTEN (T. €. NPeCTYMHbIX HAMEPEHWIA U CKITOH-
HOCTU K UX BbINOMHEHWIO) OTAENbHBIX COTPYAHUKOB, a Takke onpeaensiioT BeposiTHOCTU OCYLLIeCTBIIEHASI UMU
onpeaeneHHbIX AeAcTBUiA. NHAMBMAYaNbHLIA PUCK ABNSETCA COYeTaHUEM 3TUX OLEHOK, MO3TOMY BbICOKasl
OLleHKa OCHOBbIBAETCS Ha BLICOKON BEPOSITHOCT M U BBICOKMX BO3MOXHOCTSIX COTPYAHMKA.

MpoLiecc oLeHKN pucka Ha 3TOM YpoBHe TpebyeT cyLuecTBEHHO 60MbLUNX 3aTpaT pecypcoB YeM oLeHKa
Ha YpOBHEe opraHusauum Unu rpynnel. Takke TeXHUYECKU oYeHb TPYAHO AOCTOBEPHO OLIeHUTb HaMepeHus u
CKINOHHoCTM Ntogei. Moatomy nuwb HeGoMbLIOE KONMYEeCTBO OpraH3aLnil UCNonb3yeT aToT noaxod. HekoTo-
pble opraHusaLn NCrnonb3yoT OLLEHKY CO CTOPOHBI OTAENbHBIX COTPYAHWUKOB AN HEBONbLWON YacTN NepCcoHa-
na, BXodsLero B rpynmy (Mnu rpynnel) ¢ camMmbiM BbICOKMM YPOBHEM pUCKa, BbISIBMEHHYIO C MOMOLLbIO OLeHKN
prcKa Ha ypoBHe rpynmbl.
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MpunoxeHne A
(cnpaBouHoe)

MepeyeHbL ONacHOCTEN CO CTOPOHBLI NOCBALWEHHOrO NULa

[aHHbIN NepeyeHb He SIBIAETCS NCYEPTbIBAIOLLUM, HO MOXET ObITb NONe3eH NPy aHanuae onacHoCTen AnA opraHn-
3aumm.

OOCTYN KMHOOPMALIMA
XnweHvne nHdopmaumm / MHTENNEeKTyanHOW COGCTBEHHOCTH

PackpbiTe onacHon ans opranm3aumv nHdpopmaumm. Packpeitue koHuaeHumansHoM nHpopMaumm ana napTHe-
POB WIM 3aUHTEPECOBAHHbLIX CTOPOH. PackpbiTne koHhmuaeHumansHon nHdopmaumm obwectey

UckaxeHue CylecTBYIOWNX AAHHBIX

MoBpexaeHne AaHHbIX oOpraHusaumy; Qanbcudmukaumus AaHHBLIX OpPraHMU3aunK; YHUYTOXeHue/nepemelLeHue
OaHHbIX

HenpaBunbHoe ncnonb3oBaHne nHdopmaumm

PacnpocTtpaHnenmne nudopMaummu cpeam HeCaHKLIMOHMPOBaHHBIX NONb3oBaTenen BHyTPU/BHE OpraHu3auum
OOCTYN KUT-CUCTEMAM

XvueHne aneMeHTOB

Xuuwenue ncrnonbayembix UT-cucTem 1 npeacTaBneHne BO3MOXXHOCTEN NOMb30BaHWSA MW 3aUHTEPECOBaHHBIM CTO-
poHam

PackpbiTne ncrounvka vicgpopmaunmn
PackpbiTne KoHdUAEHUMANBHBIX MCTOYHUKOB MHOPMaLUK 3aUHTEPECOBAHHBIMU CTOPOHAMM
Banom UT-cnctembl

Banom UT-cuctemMbl ans konupoeaHus MHopMaumm, ee AanbHeNLEro NCNOIb30BaHNS Xakepamu, B TOM YUCTIe A11s1
KOHTPOIsi UCnornb3oBaHus U T-cnctem

BpeanTenbCTBO B OTHOLWEHMWM CYLLECTBYIOWMX CMCTEM/QAHHbIX

BpeanTensCTBO B OTHOLWEHWM CYLLIECTBYIOLLUX CUCTEM — Pa3pyLLUEHUe CUCTeM, HanpruMep, pa3pyLLEHNE C NMOMOLLLIO
BHEApeHWs Bupyca

BpeanTensCTBO B OTHOLWEHUM CYLLECTBYIOLLMX AaHHBIX — hanbcuuKaumns 4aHHbIX

BpeaunTenbCTBO B OTHOWEHUN CYLLECTBYIOWMX AaHHbIX — paspyLlueHve/yaaneHne AaHHbIX

PaameleHne «ky4koB» B TenecoHHON cucTeme

Mcnonb3oBaHue «xy4koB» A5 KOHTPOoNs TenedoHHON ceTu
Mcnonb3oBaHue «xy4koB» A NpocrnyLiMBaHms TenedoHHbIX NeperoBopoB

3noynoTtpebneHnsa UT-cuctemamm

O6nerdyeHHbIV BOCTYN TpeTbel cTopoHe K U T-cuctemam (3anncu npeanonaraemelX NOCNeACTBUIA B KONOHKE «Npej-
NOMNOXeHUs1 OTHOCUTENBHO NOCNeACTBUIY)

HdocTynHocTb Byaylwmnx cuctem n paspaboTok

HocTtynHocTb Byaylmx cuctemM n paspaboTok — paspyLueHne/noBpexageHne byayLwmx cucteM n paspaboTok
HocTtynHocTb Byaylumx cuctem n paspaboTok — paspylueHne goctyna k 6yaylwmm cuctemam u paspaborkam, pac-
KpbITWE JOCTYyna onpeaeneHHbIM CTOPOHaM

JOCTYN K CAUTAM, 3JAHUAM, MATEPWANAM U MEXAHWUYECKUM CUCTEMAM
O6neryeHHbIV fOCTYN TPeTbeW CTOPOHe B 3aaHue

OO6neryeHHbIN 4OCTYN TPETLEW CTOPOHE B 3aaHne, HanpuMep, Yepea NoXapHble BbIX0oAb! (3anucy NpeanonoxeHn B
KOIOHKE «NPeAMnoNoXeHUs1 OTHOCUTENBHO NMOCNEACTBUN» )

danscndukaums aencTBun crnyx6bl 6esonacHoCTH

CoobLeHue o geicTBUSIX CNYXGbl 6e30MacHOCTM APYIM CTOPOHaM
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O6neryeHune gocTtyna K uH(popmauum TpeTben CTOPOHE

O6neryeHne goctynak MHopmaumm TpeTbel CTOPOHE (3anucu NpeanonoXeHWi B KONOHKE «NPeanonoXeHnsi OTHO-
CUTENbHO NOCNEACTBNIY )

XuweHne ToBapoB/maTepnanoB

XuieHue /pacnpocTpaHeHre onacHbIX MaTepuanoB (HanpuMep, paanoakTUBHbLIX MaTepuarnoB UM OPyxus)
XuiweHre /pacnpocTpaHeHne He onacHbIX MaTepuanos (HanpuMep, NacnopToB, BOAUTENBLCKUX NPaB, fOKYMEHTOB O
CYyAMMOCTM, YAOCTOBEPEHWI U Ap.

BpeanTtenbcTBO B OTHOLWEHUM TOBapoB/MaTeprnanoB/3gaHusa

BpeauTenbCTBO B OTHOLWEHUM 06 HEKTOB AOCTYNa — MNOBPEXAEHUE CKNagoB Ans co3aaHnsa gedvumnta, HapylweHue
pabounx MHCTPYKUMIA AN HapyLWeHWs yHKLMOHUMPOBaHWSA CKNaaoB; BPeAWTENBCTBO B OTHOWEHUM 0OLEKTOB; Bpeau-
TENBbCTBO B OTHOLWEHUM MWLM U BOAbI; NOBPEXAEHME MM TOB, 3CKanaTtopoB, NoAgbe MHUKOB, MPUBOASILLEE K YENOBEYECKNM
XKepTBaM; NOBPEeXAeHNe NOYTOBOW CUCTEMbI, HAapyLLatoLlee pabounii npouece

PackpbiTne nHdopmaumm o HeABMXNMOCTN U CUCTEMe Be30MacCHOCTH

PackpbITne nicpopmaLmm o0 3gaHnm, Hanpumep, O ero YA3BUMbIX MeCTax (3aMHTEPECOBAHHLIM CTOPOHAM)
PackpbiTne nHthopmaumm 06 MMeWUXCst CUCTEMAaX CPeACTB 3almThl, BUAOB OXpaHbl PEXMMOB 1 Mepax Gesonac-

HOCTU
Mepeaava nHgopmaummn 06 MMEIBWMXCA CMCTemMax u Mepax 6e30NacHOCTM 3aMHTEPECOBAHHBIM CTOPOHAM

Mpsamasn aTaka Ha 3gaHue (Hanpumep, B3pbIB)

MpsAmMas aTaka Ha MexaHM4YecKne cUcTembl
®dusnyeckoe paspylweHme cuctem/cpannos
dusnyeckoe paspyleHne cnctem (Hanpumep, ueHTpa UT)
dusnyeckoe paspyweHne hannos (HaNpUMep, CKMraHme)

[ocTyn Kk pa3paboTaHHbIM/pa3pabaTbiBaeMbIM TEXHONOTMSIM

Hoctyn k paspaboTaHHbivM/paspabaTbiBaEMbIM TEXHONOTUSIM - YHUUTOXEHNE

Hoctyn k paspaboTtaHHbivM/paspabaTbiBaeMbIM TEXHONOMMSIM - caboTax

Hoctyn k paspaboTtaHHbiM/paspabaTbiBaeMbiM TEXHOOMMSIM — packpbiThe nHdopmaumm ans obwecTea

Vicnonb3oBaHve 3anucsLIBaLLUX YCTPONCTB

BBegeHve n ncnonb3oBaHne 3anucblBaOLWMX yCTPONCTB/CKaHEPOB/yCTPONCTB HE3aKOHHOMO MNOAKIIOUEHMS K MEXay-
HapoaHom TenedOHHON CUCTEME, pasrialeHne nHhopmMauum

OOCTYM KMNEPCOHAY
PackpbiTne KoHpmaeHuManbHOoN nHopmaumnm

PackpbiTne 06,eCTBEHHOCTU U 3aMHTEPE COBaHHBLIM CTOPOHAM MHOpMaumMK, coOpaHHON B NpoLuecce Heoduumarnb-
HbiX 6ecep M NUYHbIX BCTpeY

CknoHeHue nioaen Kk coopy v nepeaave nHdopmaumm

YcTaHOBNEHWe B3avMOOTHOLIEHUI € Lenbio NpuobpeTeHusi cBegeHuii (4ONrocpoYHbIX) 06 M3BECTHLIX N0asiX 3a
B3SITKM

Bep6oBka — KOMMep4YeCKMI LWUNUOHAX — HanaAeHUA/yrpo3sbl noaam/rpynnam coTpyaHMKOB

dusnyeckoe HanageHne Ha oTAeNbHbLIX COTPYAHVKOB

dusnyeckoe HanageHne Ha rpynnbl COTPYAHUKOB

MpoBeaeHVe MacCcoBOro HaNaAeHVs Ha COTPYAHWKOB C HAHECEHUEM TPaBM U paHEHUN
OckopbneHue cBoboabl NMMYHOCTU / TpyNNbI Noger (Hanpumep, B3siTUE 3a50XHWKOB)
Yrposbl nepcoHany
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MpunnoxeHune b
(cnpaBo4yHOE)

OvarpamMmmMbl, pekoMeHAyeMble A UCNONb30BaHUs Npu NPOBEAEHUN aHanm3a pucka

Mpy NpoBeAeHUU aHanM3a pucka pekoMeHAyeTcs UCNo/sib30BaTb AMarpammsl, NpuBeAeHHble Ha pucyHke B1. Uix
MOXHO KONMpPoBaTh, YBEIMUMBATbL U UCMO/b30BAaThL Ha 3aceaHnsaX MO3roBoro LWTypma.

A — [lnarpamma noc/ieiCTBMiA ONacHoro cobbITus

B — [uarpaMmMa OLEeHK1 BEPOSITHOCTM ONACHOIo CO6bLITUS

1 2 3 4 5

C — Marpuua pucka

PucyHok B.1 — [umarpaMMbl, pekoMeHAyemble 471 UCNOoNb30BaHNa Npu NPoBeAeHNN aHanmsa pucka
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KnitoueBble cnoBa: nepcoHarn, YenoBeyecknin akTop, onacHoCT, NOCNeACTBUSA, PUCK, aHanM3 pucka, oLeHKa
pucka, NHUMAEHT, KOHTPMEpPbI, MEHEPKMEHT pucka, abCcontoTHas Wkana
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