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O6 yrepxaennn TpeGoBannii
0 3amuTe HHPOPMANHH, He COCTABJIAIONIEH rOCYAaPCTBEHHYIO TAlHY,
cozeprkalleiics B rocy1apcTBeHHbIX HHPOPMAaUHOHHBIX CHCTeMax

NMMPHUKA3

B coorBerctBuH ¢ uyactelo 5 crathd 16 ®egepanbHoro 3akoHa oT
27 vrona 2006 r. Ne 149-®d3 «OO0 nidopmauri, HHPOPMALMOHHBIX FCXHOMOIHAX H O
sawure MHpopmaunu» (Cobpanue 3akoHomarenscTBa Poccuiickoii ®enepauuu,
2006, Ne 31, cr. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, cr. 2038; Ne 30, c1. 4600;
2012, Ne 31, cr. 4328) u [Tonoxenuem o denepansHoll cnyxbe Mo TEXHHYECKOMY U
IKCTIOPTHOMY ~ KOHTPOJIO,  yTBepxdeHHbiM VYkazoM [lIpesupenta Poccuiickoi
®enepaunu ot 16 aBrycra 2004 r. Ne 1085 (CoGpatue 3akoHomarenbersa Poccuiickoii
®enepaunu, 2004, Ne 34, ct. 3541; 2006, Ne 49, cr. 5192; 2008, Ne 43, cr. 4921; Ne 47,
CT. 5431;2012,Ne 7,¢cr. 818), TIPHK A3 bI B A 1O:

I. YTeepaute npunaraemeie TpeGoBaHua o 3awmre uHbopMauuu, He
COCTaBAAIONIEH TOCYNAapCTBEHHYIO TailHYy, COEpXaleics B rocyJapCTBCHHBIX
HH()OPMALIHOHHBIX CHCTEMAX.

2. YcranosuTs, uTo ykazansbic B nyukte | Hactosuicro npukaza Tpebosanus
TPUMEHAIOTCS Ul 3alMThl HHPOPMALHH B roCyAapCTBEHHBIX HH(POPMALHOHHBIX
cuctemax ¢ | centabpa 2013 r.

JAUPEKTOP ®EJEPAJIBHOM CJ1YXEbI
MO TEXHUYECKOMY H IKCIIOPTHOMY KOHTPOJIIO

W// B.CEJIUH


https://meganorm.ru/list2/63765-0.htm

YTBEPX/IEHbB!
npukazom ®CTIK Poccuu
oT « 77 » penpans 2013 r. Ne 77

TpeGoBauns
0 3a1IHTe HH(POPMALKH, HE COCTABJIAIOWEH FOCYAapPCTBEHHYIO Talny,
coAepKAUCHCH B 1'0CYAAPCTBCHHBIX HHDOPMALHOHIBIX CHCTEMAX

I. ObuHMe NoaoKeEHHS

1. Hacrosiue TpebosaHus paspaboTtaHbl B cooTBeTcTBUM ¢ (DeaepaibHbim
3akoHom oT 27 wons 2006 r. Ne 149-03 «O6 uubopmauuu, MHPOpMaLMOHHBIX
TeXHONOruAX u o 3awure nHbopmauun» (CobpaHue 3akoHonartenbcTBa Poccuiickoii
(denepauun, 2006, Ne 31, cr. 3448; 2010, Ne 31, cr1. 4196; 2011, Ne 15, ¢r. 2038; Ne 30,
cT. 4600; 2012, Ne 31, ct. 4328), a TakKe ¢ y4eTOM HAUMOHAILHBLIX CTAHAAPTOB
Poccuiickoii Meacpaunn B o0iacTn 3awmThl uHpopMauuu u B8 obiactu cozpanus
aBTOMATH3UPOBAHHbIX CUCTEM (flaNiee — HallMOHANTbHBIE CTAHAPTHI).

2.B nokymeHTe ycraHaBnuBaloTCs TpeboBaHMA K 00ECTEeHeHHIO 3alMThI
MHPOPMALMK OrpaHMYEHHOro NOCTYMNa, HE COAEpXKalled CBeAeHUs, COCTABAIOUINE
rocyapcTBEHRYIO TaiiHy (faniee — HHAOPMALMA), OT yTEUKH N0 TEXHHUECKHUM KaHAIaM,
HECAHKLIHOHUPOBAHHOrO J0CTYIA, CleUHalbHbIX BO3AEHCTBHIA Ha TaKkylo WH(OopMaLHio
(Hocutenu uHbOpMaLUKMK) B UeNsX ce [0ObIBAHMS, YHHUTOXKCHHS, MCKAIKCHHA WIIM
Gnokuposanus JlocTyna K e (naice — saumra undopMannu) 1ipy  odpaborke
yKa3aHHOR HH(OpMaLMK B FOCY1apcTBEHHBIX HHPOPMAUHOHHBIX CHCTEMAX.

Hactoswne TpeGoBaHWs MOryT NPHUMEHSTLCA [UIS 3alMTbi OOWCIOCTYTHOM
HHpopMalMK, conepxaliefics B rocy1apCTBEHHbIX MHOOPMAUMOHHBIX CHCTEMaX, AN
IOCTHXKEHUA Lefed, yKasaHHbIX B MyHkTax | u 3 uwactu | crateu 16 ®epepansHoro
3akoHa oT 27 wiona 2006 r. Ne [49-03 «O6 undopmaunn, HHPOPMAUMOHHBIX
TEXHOJIOrHAX M O 3aluTe HHGOPMaLMU».

B nokymenre He paccmarpuBalotcs TpeGoBaHua o awmre  undopmaiinu,
CBS3@HHbIE C NpPUMEHEHWEM KPHUNTOrpa(uuecKUX METOAOB 3alUThl HHpOPMAUHK H
1K(POBaAbHBIX (KPUMTOrpaHUECKHX ) CPEACTB 3aLUMThl MH(POPMALIUK.

3. Hactosiumte TpeGoBaHus siBasloTcs  obs3aTelbHbiMM  [IpH  obpaGoTke
MHGOpMaLKH B I'OCYAAapCTBCHHBIX WIIOPMALMOHHBIX CHCTCMAX, (PYHKIHOHUPYIOWMX
Ha Tepputopud Poccuiickot (deaepauuu, a TaKkke B  MYHHUMOAAbHbIX
HHQOPMALMOHHBIX CHCTEMAX, €CIM WHOE He YCTAHOBNEHO 3aKOHOATENbCTBOM
Poccuiickoit Mepepauny 0 MECTHOM CaMOYNpaBIEHHH.

Hacrosume TpeOoBanus He pacnpocTpaHAIOTCA Ha  rocy/lapcTBeHHbIe
HHOpopMaunoHHble cucTeMbl AaMHHKcTpauud TpesuacHta Poccutickoii ®encpaumn,
Cosera beszonacnoctu Poccuiickoit ®enepaunn, ®eaepanbhoro Cobpanus Poccuiickoii
(Depepaunn, [lpaButensctBa Poccuiickoii ®epepauny, Koucruryumonnoro Cyja
Poccuiickoii ®denepaunu, Bepxosworo Cyna Poccuiickoit denepaumun, Boictuero
Apburpaxtoro Cyna Poccuiickoii Denepaunn n Meacpanbhoi cnyxObl HesonaciiocTv
Poccuiickoi denepauuu.

4, Hacrosiune TpeGoBaHMA npeiHa3HaueHbl AJis objiajaTened MHQPOpMAaLH,
3aKa34MKOB,  3aKJIOYMBLUMX  OCYJapCTBEHHbiH  KOHTpPakT  Ha  cO3JaHHE
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rocynapcTBeHHOM HHGOPMALIMOHHOM CHCTeMBI (#alee — 3aKa3dMKH) U OIEpaTopoB
rocyZapcTBEHHBIX MHAQOPMALMOHHBIX CHCTEM (Jlajiee — OIepaTopsl).

Jluno, obpabaTeiBatomee uHbOPMALMIO, SBIAIOIIYIOCS TOCYAApCTBEHHBIM
HHDOPMALMOHHBIM PECYPCOM, N0 HOpY4eHHIO obnamarens MHpOpPMauuH (3aKa3uuKa)
WM oreparopa U (WIH) IpeJoCTaBIsIolIee UM BEIYHUCIUTENbHbIE PeCypChl (MOLIHOCTH)
I obpaboTkH MHGOpMalMM Ha OCHOBAaHHMH 3aKIFOYEHHOrO [oroBopa (Zanee —
YIOJHOMOYEHHOE JIMHO), ofecneyuBaeT 3alOMTy HHQOPMAllMM B COOTBETCTBHH C
3aKoHozatenscTBoM Poccuiickoit @enmepauun 06 unboOpManud, MHGOPMALHOHHBIX
TEXHOJIOTHAX H O 3amuTe HHObOpmauuH. B noroBope AomkHa OBITH IpeaycMOTpeHa
0053aHHOCTh ~ YTMOJHOMOYEHHOTro JMua ofecrevyuBaTh 3alMTYy HHpOpMaLwH,
ABISIOMIEHCS TOCYyJapCTBEHHHIM HHGODMALMOHHBIM DPECYpPCOM, B COOTBETCTBHM C
HactosmumMu TpeGOBaHHAMH.

5. Ilpu o6paboTke B rocyfapcTBeHHOH HHPOPMAIMOHHOH! CHCTEMe HHOOPMALVH,
cofiepxaleil IIepcOHANbHEIE faHHbIe, HacTosmue TpeGoBaHNS NPUMEHAIOTCS HAPAAY C
TpeOOBaHMAMH K 3alIdTe IMEPCOHANBHBIX JaHHEIX MpH HX o6paGoTke B
HHGOPMaIHOHHBIX cHcTeMax HEPCOHATBHBIX JaHHBIX, YTBEPIKAEHHBIX
nocraHoBneHHeM IIpaButensctBa Poccuiickoit ®enepauun ot 1 Hosbpa 2012 r.
No 1119 (CoGpanue 3axoHomarenscrBa Poccuiickoit ®epepamumn, 2012, Ne 45,
cT. 6257).

6.Ilo pemenuio obnagatens uHGOpPMalmuM (3aKa3yMKa) WIH oOmepaTopa
Hactosimme TpeGoBaHus MOTYyT TIPUMEHATBCA JUIs  3alUThl  MHGOpMAaLHH,
coflepkalleiicss B HErocyJapCTBEeHHBIX HHPOPMaLHOHHBIX CUCTEMAX.

7. 3amurta HHbOpPMALKH, cofepkalleiicd B FOCyAapCTBEHHOH HHPOPMAIMOHHORK
cucreMe (namee — WHGOpPMAIMOHHAs CHCTeMa), o0ecredHBaeTCs ITyTeM BHIMOJHEHHs
obnagateneM uH(popMauuM (3aKa3dMKOM) M (MIM) omepaTopoM TpeGOBaHHM K
OpraHW3auMy 3aIMUTHI HHGOpMALKK, ComepX)alueics B MH()OPMALMOHHOM CHCTEME, U
TpeGOBaHMi K MepaM 3ammMThl HHGOPMALKM, comepkauleiici B HH(POPMALMOHHOMN
CHCTEME.

II. TpeGoBaHus K opraHM3alKy 3aIlKTH HHGOPMALKH, cofepKaileiics B
HHpOPMALMOHHOH cucTeMe

8. B unQopMauuoHHON cHCTeMe OObeKTaMH 3allMTHI ABIAOTCA HHpopMaims,
coaepxaiuasics B HWHOOPMALHOHHON CHCTeMe, TeXHHYeCKHe cpeAcTBa (B TOM 4YHCIE
cpencraa BBIYHCIIMTENBHOMN TEXHHKH, MAllIHHHBbIE HOCHTEITH HH(I)OPM&IIPIH, cpe€acrsa u
CHCTEMBI CBS3M W Mepeladyd OaHHBIX, TEXHHMYECKHEe cpeicTBa 0OpaboTku GyKBEHHO-
uupposoit, rpaduueckoii, Bumeo- H peyeBodl uH(POpMalHuH), OOLIECHCTEMHOE,
NpHKIaJHOe, CIelManbHOe IporpaMMHoe  obecreueHne, WHGOPMALHOHHBIE
TEXHOJIOTHH, a TaKKe CPeJICTBa 3aIIMTH HHGOpMALUH.

9. llns obecneueHus 3alIUTE HHQOpPMaLIUM, COAeprKalleiics B HHPOPMaLMOHHO#H
CHCTEME, OIEPaTOpOM Ha3HA4aeTCsi CTPYKTYPHOE MOIPa3feiIeHHE HIM IOKHOCTHOE
s (paGOTHHK), OTBETCTBEHHBIE 33 3AIIUTY HHPOPMALIHH.

10. ina mpoeneHust paGor no 3amure HWHGOpMAUMKM B XOJAE CO3NAaHUS H
9KCIUIyaTalHH HHQOPMaLHOHHOM cHCcTeMBl o0naaateneM uHbopManuy (3aKa3uuKoM) U
OnepaTopoM B COOTBETCTBHHM € 3aKOHOAaTenscTBOM Poccuitckoit ®eneparuu npu
HEOOXOIMMOCTH TPHBIEKAIOTCA OPraHW3alyH, UMEIOIINe THIEH3HIO Ha AEATeIbHOCTh
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10 TeXHWYECKOH 3amuTe KoH(uAeHUHATbHOH HMHGOpMAalMM B COOTBETCTBHH C
DenepanpubiM 3akoHOM OT 4 Mast 2011 r. Ne 99-03 «O nuueH3MpOBaHHH OTAEIHHBIX
BuaoB JesrensHoctHy (CoOpaHue 3akoHozaTenscTBa Poccuiickoit ®enepariuu, 2011,
Ne 19, c1. 2716; Ne 30, cT. 4590; Ne 43, ct. 5971; Ne 48, c1. 6728; 2012, Ne 26, ct. 3446;
Ne 31, ct. 4322; 2013, Ne 9, ct. 874).

11.lnn ~ obeceyeHns  3ammuTel  uHGOpMamuM,  coepxkamieiics B
HHOODMAILMOHHOM  CHCTEME, NPUMEHSIOTCA CPEeICTBA 3aIUMTHl  MHCGOPMALHH,
IpoLIeIIHe OLEHKY COOTBETCTBHMs B (GopMme oOs3aTenbHOH cepTUPUKaumu Ha
COOTBETCTBHE TpeOOBaHHAM IO 0e30ImacHOCTH HH(OpPMaluM B COOTBETCTBHH CO
cratbeit 5 Oenepansroro 3akoHa ot 27 mexabpst 2002 r. Ne 184-03 «O TexHUecKOM
peryaupoBanun» (CoGpanue 3akoHonarenbcTa Poccuiickoit ®enepannu, 2002, Ne 52,
cT. 5140; 2007, Ne 19, ct. 2293; Ne 49, cr. 6070; 2008, Ne 30, ct. 3616; 2009, Ne 29,
cT. 3626; Ne 48, cr. 5711; 2010, Ne 1, ct. 6; 2011, Ne 30, ct. 4603; Ne 49, ct. 7025;
Ne 50, ct. 7351; 2012, Ne 31, cr. 4322; 2012, Ne 50, ct. 6959).

12.3amura uHpOpMaUMH, cofepkamieiics B HHPOPMALMOHHOR CHCTeMe,
SBIAETCS COCTABHOM 4acThio paboT Mo CO3JaHMIO U IKCIUTyaTalMd MH(OpMalMOHHOM
cucTeMsl ¥ ofecrleuMBAaeTCS HAa BCeX CTaguaX (ITamax) ee CO3JaHuA U B XOHe
SKCITyaTallUd [IyTeM HPUHATHUS OpPIraHH3alMOHHBIX M TEXHHYECKMX Mep 3alllUTHI
nHopMauuy, HampaBNeHHHIX Ha OnokupoBaHHe (HeHTpaiM3aLHIO)  yrpo3
GesoracHOCTH HH(pOpManud B HHOOPMAUMOHHOH CHCTEME, B paMKaxX CHCTEMBI
(moOCHCTEMBI) 3aUMTEL MHPOPMaluy HHOOPMAIMOHHON CHCTEMBI (Janee — cHcTeMa
3aIUTE HHOOPMALHH HHPOPMALIHOHHON CHCTEMBI).

OpraHH3alHOHHEIE 1 TEXHHYECKHE MEPHI 3alllUThl HHYOPMALIUH, pealii3yeMble
B paMKax CHCTEMBl 3amuThl HHPOpManud HHGOPMALHOHHOW CHCTEMBI, B
3aBUCHMOCTH OT MHQOPMALMH, COAEpXKaleics B HHPOPMALHOHHOH cHcTeMe, nene
co3fanus UHGOPMAMOHHOM CHCTEMBI M 3ajad, PemaeMbIX 3TOH HHGOPMaLMOHHOM
CHCTeMOH, NOMXHBI OBITH HaNpaBleHbl Ha HCKIIOYEHHE:

HeNpaBOMEPHBIX JocTyma, KOMHPOBAHUA, TIpeloCTaBIeHHS WiH
pactpoctpanenus uHdopmarmu (obecnedeHne KOHGQHACHIHANBHOCTH HHGOPMANKH);

HENPaBOMEPHBIX ~ YHHYTOXEHHA WIH  MOAUGHUIMPOBAHHA  MHQoOpManuu
(obecrnieuenne nenocTHOCTH HHpOpMAIIHH);

HenpaBoMepHOro OnokupoBaHus HHGpopMarHu (obGecniedeHHe JOCTYNHOCTH
HH(popMaLuu).

13. ina oSecnedeHHs 3aIHThI nabopManuy, cofiepxanieics B
HUH(DOPMALIHOHHOI CHCTEME, TIPOBOIATCS CNEAYIOIIHE MEPOTIPHATHA:

tdopmupoBanue TpeGoBaHMit K 3anmrte uWHGOpMaUMM, Coxepxkauleiics B
HHPOPMALIHOHHOI cUcTeMe;

pa3paboTka cHCTEeMbI 3aIUTHI HHPOpMaLyH HHHOPMALHOHHOH CHCTEMBI;

BHeJIpEHHE CHCTEMBbI 3aIlTH MHGOpMAIMH HHHOPMALIOHHOM CHCTEMBI;

arrectauus HHGOPMALIHOHHOM CHCTEMEI IO TPeOOBAHHAM 3aIIHTHI HHYOpPMALMH
(manee — arrectauus MHGOPMAIMOHHON CUCTEMBI) H BBOJ €€ B IEHCTBUE;

obecnedenne 3aWIMTHl HHQOpMAIMH B XONE OSKCIUTyaTaUHH aTTECTOBAaHHOM
“HGOPMALIMOHHOM CHCTEMEI,

ofecriedeHne 3amMTBl  MHGOPMAMM IIpH  BBIBOJE M3  AKCILTyaTalMH
aTTeCTOBaHHOH WH(GOPMAlMOHHONW CHCTEMBI WIM TIOCHE IPUHATHA pelleHHs 06
OKOHYaHU¥ 00paboTKH HHOPMALHH.
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DopmupoBanye TpeGoBaHuii K 3amuTe HHGOpMaUH, conepxameiica B
uHPOPMAIUOHHO# CHCTEMe

14. ®opmupoBanne TpeGoBaHMII K 3aituTe HHGOPMALMH, coAepxcamieiics B
HHOOpMALIMOHHOW  CUCTeMe,  OCyHIeCTBseTcs  obnajarenem  UHGOpPMaUMH
(3aKa3yuKoM).

@®opmuposaHHe TpeOOBaHMH K 3amMTe HHGOpMAUMH, COJEpXKamieHca B
nHpopMaroHHO# cHcTeMe, ocymiectBaserca ¢ yderom 'OCT P 51583 «3awmuta
nHpopmarmm. Ilopsfok co3fanus aBTOMATW3MPOBAHHBIX CHCTEM B 3allMIUEHHOM
ucnonnenud. O6mue nonoxenus» (Hanee - TOCT P 51583) u I'OCT P 51624 «3ammura
ﬂH(bOpMaI.lHI/I. ABTOMaTH3Hp0BaHHBIe CHCTEMBI B 3alIMIIICHHOM HCIIOJHEHHH. OGH.IHC
TpeGoBanuA» (manee - TOCT P 51624) u B TOM YHCIIe BKIIOYAET:

TIPUHATHE PEEHAs O HEOOXOAUMOCTH 3alMTHl HH(OPMAIMH, colepXKalieics B
HH(OPMAITHOHHOMN CHCTEME;

KraccuPukanuio HHPOPMALMOHHONW CHCTEMBl 1O TPeGOBAHMAM  3aLINTHI
uHpopManuH (nanee — KnaccuUKalus HHPOPMALMOHHOM CHCTEMBI);

omnpezeneHne yrpo3 OesonacHocTH HHGOpManuM, peantn3alis KOTOPBIX MOXKET
NPHBECTH K HapyimeHHIo Ge3omacHOCTH HHOpManuy B HHQOPMALHMOHHON CHCTeMe, H
pa3paboTKy Ha HX OCHOBE Mozenu yrpo3 6e30nmacHoCTH HHpopMaLuy;

onpeenenne TpeGoBaHMII K cHCTeMe 3auuThl WHGOpPManuu HHGOPMAaIMOHHON
CHCTEMEL.

14.1.TIpy npuHATHH pemeHHss O HEOOXONMMOCTH 3alMUTHl HHGOPMALUH,
cofepxatelica B HHPOPMAIIMOHHON CHCTEME, OCYILIECTBIACTCS:

aHanu3 ueneit cosganus MHGOPMALMOHHON CHCTEMBI H 3afiay, pelllaeMbIX ITOMH
HH(OPMAIMOHHOH CHCTEMOI;

ompezenenue MHbOpManuH, noanexamell obpaborke B MH(OpPMaLHOHHON
CHCTEME;

aHalli3 HOPMAaTHBHAIX MNPAaBOBBIX &aKTOB, METOAHYECKHX JOKYMEHTOB H
HAlMOHANBHBIX CTaHJAapTOB, KOTOPHIM JIOJKHA COOTBETCTBOBaTh HH(MOpMAIMOHHAS
cHucTeMa;

TIpUHATHE PEILEeHNS 0 HeOOXOMHUMOCTH CO3JaHUS CHCTEMBI 3allMThl MHQOpMAIH
HHOOPMAllMOHHO! CHCTEMBI, a TaKKe OmpeleseHHe Leded H 3adad  3allUThl
HHQOpPMAUMH B HHQOPMAIMOHHON CHCTEeMe, OCHOBHBIX 3TallOB CO3JaHMS CHCTEMBI
3alMTEl HHpOpManuH HWHGOPMALHOHHON cHCTeMbl M GYHKUMH Mo obecnedeHHIO
3amMTEl MHGOPMaIUH, conepiamleiics B HWHGOPMaLIHOHHON cHcTeMe, obnagarens
uHpOpMaIHH (3aKa3urKa), ONepaTopa U YIOJTHOMOYEHHEIX JIHII.

14.2. Knaccuguxauus nHGOPMalHOHHONW CHUCTEMBI MPOBOOHUTCS B 3aBUCHMOCTH
OT 3HaYUMOCTH 00pabaTeiBaeMoii B Hell HHpOpMaLUK 1 MacmTaba UHGOPManHOHHOM
cucrems! ((benepaabHbIi, peruoHANbHbIH, 06 BEKTOBBI).

VcTaHaBIUBaKOTCA YeThipe KiIacca 3allMIIEHHOCTH HHPOPMAaLHOHHOH CHCTEMBI,
onpejeNAiONINe YPOBHU 3alUMILEHHOCTH coepxaleiics B Hel mHbopmauuu. Camblii
HH3KHMH KlacC — 4eTBepTHIH, caMblii BBICOKHMIE — mepBbl. Knacc sammmeHHOCTH
HH(i)OpMaHHOHHOﬁ CHCTEMBbI ONpeAcisieTCs: B COOTBETCTBHH C INPWIOXKCHHEM Nelx
HactosaumM TpeGoBaHuAM.

Krnacc 3aumineHHoCcT! onpenensercs IS HHOOPMALMOHHON CHCTEMBI B LIEJIOM
H, NpH HEOoOXOOUMOCTH, I €e OTHAEJAbHBIX CerMeHTOB (COCTaBHBIX wdacTei).
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Tpe6GoBanne k Kjaccy 3alIMLIEHHOCTH BKJIIOYAeTCA B TEXHHYECKOE 3aJaHHE Ha
cosgande HMHOOPMALMOHHOW CHCTEMBl M (MJIHM) TeXHHYecKoe 3ajaHHe (JacTHoe
TEXHUYECKOE 33/IaHN€e) HA CO3[aHHE CHCTEMBI 3aIIUTHI HHGOPMALMH HHHOPMALHOHHON
cucreMbl, paspabatbipaeMsie ¢ yueToM ['OCT 34.602 «HH]opMalMOHHasA TEXHONOTHA.
Kommnexc cranaaproB Ha aBTOMaTH3MPOBaHHBIE CHCTEMBI. Te€XHMYECKOE 3aJaHue Ha
co3JaHKe aBTOMaTH3upoBaHHO# cucTeMbD (manee —~ TOCT 34.602), TOCT P 51583 u
FOCT P 51624.

Knacc 3amuIneHHOCTH NHGOPMALTHOHHON CHCTEMBbI MOJJIEXKHT NMEPECMOTPY NpH
H3MeHeHHH MacuuTaba HHPOPMALHOHHOM CHCTEMBI WIH 3HaYUMOCTH o0pabaTriBaeMoi
B Heil uH(opManuu.

PesynbTathl KiaccHpUKanu¥ MHGOPMALOHHOH CHCTEMBI O(QOPMIIOTCS aKTOM
KIaccu(pUKaLIAH.

14.3. Yrpossl Ge3zomacHOCTH HH(OpManud ONpENENAIOTCA MO pe3ynbTaTaMm
OLIEHKH BO3MOXHOCTeH (MOTEHLHana, OCHALIEHHOCTH M MOTHBAlMM) BHELIHHX U
BHYTPEHHMX HapylIMTelel, aHAIHM3a BO3MOXHBIX YA3BHMOCTeH HHQOpPMaUMOHHO#M!
CHCTEMBI, BO3MOXHBIX CIIOCOGOB peanu3alyd yrpo3 Oe3omacHocTH HMHbOpPManuM H
NocneacTBHi oT HapyUIeHus CBOMCTB 6e3onacHoOCTH HHpOPMaLHK
(XOHQUIEHIIHATEHOCTH, LETOCTHOCTH, JOCTYIIHOCTH).

IMlpu onpemenenuu yrpo3 0e30macHOCTH HMHGOPMALMH  YYHTHIBAIOTCS
CTPYKTYpHO-GYHKLIMOHANIBHEIE ~ XapaKTePUCTHKH  MH(OPMAIMOHHOH  CHCTEMBI,
BKJIIOYAIOLINE CTPYKTYpPY H COCTaB HHGOPMAIMOHHOH CHCTEMBI, (H3HYECKHE,
JlorndecKue, GyHKLHOHANbHBIE H TEXHOJNOTMYECKHE B3aMMOCBA3H MEXAY CErMEHTaMH
HHOOPMALMOHHOH CHCTEeMBl, € MHBIMA HH(POPMAIMOHHBIMM CHCTEMaMH H
HH(OPMaLHOHHO-TEIEKOMMYHHKALHOHHBIMHI ceTaMH, PEXKHMBI 06paboTku
uHdopManuu B MHOOPMALMOHHONW CHCTEME M B €€ OTACIBHBIX CETMEHTaX, a TaKKe
HHBIE XapaKTEPUCTHKH HHPOPMALIMOHHON CHCTEMBI, NpAMEHAEMble HH(MOPMaIHOHHBIE
TEXHOJIOIHH ¥ OCOOEHHOCTH ee $YHKLUOHUPOBaHHSL.

IMo pesynsrataMm omnpeaeneHuss yrpo3 Oe3omacHOCTH HHGOpMaluM IpU
HeoOXOIUMOCTH pa3pabaTHIBAlOTCH PEKOMEHJAMM N0 KOPPEKTHPOBKE CTPYKTYpHO-
(YHKUHOHANBHBIX XapaKTEepHCTHK HWHQOPMAIMOHHOH CHCTEMBI, HaNpaBleHHBIE Ha
GnoKHUpoBaHKe (HEHTpanH3aLKio) OTAENBHBIX YTpo3 6e30nacHOCTH HHGOPMALIUH.

Mouzaens yrpos GesomacHOCTH HHOOpPMaLMKM MAODKHA COJEPXKATh ONUCAHUE
WHOGOPMALHOHHON CHCTEMBI H €€ CTPYKTYpHO-QYHKIMOHAIBHBIX XapaKTEepHCTHK, a
TaK)Ke ONHCaHHe Yyrpo3 0e30NMacHOCTH WHGOPMaLMH, BKIOYAlONiee OMHUCAHHE
BO3MOXHOCTeH HapyluuTenedl (MoOZeNs HapyLIWTeNns), BO3MOXHBIX YA3BHMOCTe
WHGOOPMALIMOHHON CHCTEMBI, CIIOCO00B peaM3aluu yrpo3 6e3omacHoCcTH HHPOpMAIU
U OCIEeICTBUI OT HapyILEeHUs CBOMCTB 0€3011acHOCTH HHGMOPMALIHH.

Ins omnpenenenus yrpo3 GezomacHocTH WHGOpMaluM U pa3paboTKU Monenu
yrpo3 Ges3omacHOCTH HHGOpPMALHH INPHMEHAIOTCS METOOHYECKHE JOKYMEHTSHI,
paspaboranHble 1 yrBepxaeHHble PCTOK Pocchu B COOTBETCTBHH C MOANYHKTOM 4
nyHkra 8 IlonoxeHus o ®emepaybHON ciyx0e O TEXHHYECKOMY M 3IKCHOPTHOMY
KOHTpOMIO, yTBepkheHHoro Ykasom [IIpesunenta Poccuiickoit ®Penepauuu ot
16 aBrycra 2004 r. Ne 1085 (CoOpanue 3axoHomaTensctBa Poccuiickoit ®Menepauun,
2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, c1. 4921; Ne 47, ct. 5431; 2012,
Ne 7, ct. 818).
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14.4. TpeGoBauus K CHCTEME 3aIUTHl HHGOpMALNK HHGOPMAMOHHON CHCTEMBI
olpefeNfioTCS B 3aBUCHMOCTH OT KJIacca 3alIMINEHHOCTH HHGOPMAaIHOHHON CHCTEMBI
H yrpo3 Ge3zomacHOCTH MHGOPMALMH, BKIOYEHHBIX B MOZENb yrpo3 0e30macHOCTH
HEpOpMalHH.

TpeboBanns k cHcTeMe 3amUTH HHpoOpMAaUHH HHGPOPMAMOHHON CHCTEMBI
BKITIOYAIOTCA B TEXHHYECKOE 3aJlaHHE Ha CO3NaHNe HHPOPMAIHOHHON CHCTEMBI U (HIIH)
TeXHHYeCcKoe 3aflaHie (YacTHOe TEXHWYECKOoe 33[jaHue) Ha CO3JaHHe CUCTEMBI 3aUIMThI
napopManny HHGOPMALMOHHOM chcTeMBl, pa3pabaTriBaemele ¢ ydetoM ['OCT 34.602,
T'OCT P 51583 u I'OCT P 51624, 1 no/mKHBI B TOM YHCIE CONEPKATh:

uenb M 3ajayu obecmedeHHsA 3ammThl MH(OpManuu B HHGOPMALHOHHOM
cucTeMe;

KJ1ace 3alHIIEHHOCTH HH(OPMALIOHHOM CHCTEMBI;

HepeyeHb HOPMATHUBHBIX MpPABOBRIX AaKTOB, METOAHYECKHX HOKYMEHTOB H
HAllHOHANBHBIX CTAHAapTOB, KOTOPHIM JOJDKHA COOTBETCTBOBaTh HH(OPMAIHOHHAS
CHCTEMa;

HepeyeHs OOBEKTOB 3alUThl HHPOPMAIMOHHOM CHCTEMEBI;

TpeGOBaHMA K MepaM M CPelICTBaM 3amiMThl MHGOpPMAlWH, NPUMEHAEMBIM B
HHbOPMaLHOHHOM CHCTeMe;

TpeGoBaHKA K 3alliuTe HH(GOPMALMH OpH HHPOPMALMOHHOM B3aHMOJEHCTBHH C
HHBIMU HHGOPMaUHOHHEIMH CHCTEMaMH " HHGOPMALIMOHHO-
TENEKOMMYHHUKAI[IOHHBIMH CETSMH, B TOM YHCle ¢ HH)OPMALHOHHBIMH CHCTEMaMH
YIOJHOMOYEHHOIO JIHLi@, a Taloke IPH NPHMEHEHWH BHIYHCIMTENBHBIX PECYPCOB
(MoImHOCTei), INpeNoCTaBNAeMHX YIOTHOMOYEHHBIM JHIOM 1ii  0oOpaboTkH
uHbopMaIyH.

IMpu onpenenenuu TpeGoBaHMH K  CHCTeMe  3alUMTEl  WHGOPMALUH
HHOOPMAILIMOHHOM CHCTEMBl YYHTHIBAIOTCSA MOJOXKEHHS TMOMMTHK obecredeHus
uHbOpMalMOHHO Ge3zonacHocTH obnajarens uupoOpMaLHMHK (3aKaz4yHKa) B Clyyae HX
paspabotku mo 'OCT P UICO/M3K 27001 «MudopmaimonHas Texuonorus. Meroms u
cpenctBa obecneuenns OesomacHocTH. CHCTEMbl MEHEDKMEHTa HH(OPMAIHOHHOH
6esonmacHoct. TpeboBanus», a TaKkKe NOMMTHK obecrneyeHuss HHOPOPMAHOHHON
Ge3omacHOCTH omeparopa M YNOAHOMOYEHHOTrO JMIia B YacTH, HE MPOTHBOpedvalieit
MOMUTHKaM o6nasaTens uHpopManuH (3aKa34yHka).

Pa3pa6orka cucTeMbl 3aIUTh HHPOpMa UK
#H(DOPMAHUOHHOM CHCTEMBI

15. Paspa6oTka cHCTeMBbI 3amMTEl HHGOpPMAlMH HHGOPMAIHOHHOH CHCTEMEI
opraHusyercs obiiajaresieM HHpOpMALMHU (3aKa3UHUKOM).

PaspaGoTka cHcTeMBl 3amWTHl HHGOpMamuu HHGOPMAMOHHOR CHCTEMBI
OCYLIECTBIAECTCS B COOTBETCTBHH C TEXHHMYECKMM 3aJaHMEM Ha CO3/aHUe
HHPOPMALMOHHOM CHCTEMBI M (MAM) TEXHHYECKHM 3aJaHHEM (YaCTHBHIM TEXHHYECKHUM
3aflaHHeM) Ha CO3/laHHE CHCTEMBI 3aIMTHl HH(OpMaIH HHGOPMAIIMOHHOM CHCTEMBI C
yuetoM 'OCT 34.601 «Mudopmannonnas texuonorus. KoMiuiekc craHmapToB Ha
aBTOMATH3HPOBaHHbIE CHCTEMBI. ABTOMaTH3UpOBaHHble cHCTeMBl. CTaJHH CO3JaHAA»
(nanee —T'OCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4KCJIe BKIIOYAET:

[POEKTHPOBAaHHE CHCTEMBI 3ANHTH MHGOPMaUH HHPOPMAIIHOHHOMH CHCTEMBI;



paspaboTKy  JKCIUIyaTaUMOHHOM  JOKyMEHTalldd Ha CHCTEMY  3alliUTBI
nHopMaLuy HHGOPMALIMOHHON CHCTEMEI,

MaKeTHpOBaHME€ M  TECTHPOBaHME  CHCTEMBl  3allUTHl  MHQOpMaLuH
MHPOPMALHOHHOM CHCTEMBI (IIPH HEOGXOIUMOCTH).

CucteMa 3amuThl HHGOPMAIMH HMHQOPMAIIMOHHON CHCTEMBI HE JONKHA
NPEeNATCTBOBATh AOCTIKEHMIO Leneit co3fanus MHGOPMAIMOHHOH CHCTEMBI U ee
(GYHKIMOHHPOBaHUIO.

[Mpu pa3paboTke cUCTEMBI 3aIMUTHI MHGOPMAUMH HHQOPMALMOHHON CHCTEMBI
yYHTBIBaeTCA ee MHQOPMAIMOHHOE B3auMOACHCTBHE ¢ HMHBEIMM HH(OPMalMOHHBIMH
cUcTeMaMHd W HMH(POPMAlIHOHHO-TEJIEKOMMYHHUKAUMOHHBIMU CETAMH, B TOM YHCIE C
MHQOPMALIMOHHBIMH CHCTEMaMH{ YIOJTHOMOYEHHOrO JHMIa, 4 TaKkkKe TpHMEHEeHHe
BEIYHMCIIMTENBHBIX pecypcoB (MOILHOCTEH), INpPEeAOCTAaBIAEMBIX YIONMHOMOYEHHEIM
JULOM 111 06paboTKH HHGpOpPMaLUH.

15.1. [Ipx MpOEKTHPOBaHMM CHCTEMBI 3aIOUTHl HH(pOPManuH HHGOPMALMOHHON
CHCTEMBI:

OMpeNeNAIOTCS THNEI CYOBEKTOB HOCTYIa (IIONB30BAaTeNH, MPOLECCHI M HHBIE
cyObeKTBl JocTyma) M OOBEKTOB JOCTYNA, SBIAIOIHUXCA OOBEKTaMH 3alllUTHI
(ycTpoiictBa, 00BexTHl (aitioBoii cHCTeMBl, 3amycKaeMble M HCMONHAEMble MOIYIH,
00BEKTEI CHCTEMBI yIpaBiIeHus 6a3aMi JaHHBIX, OOBEKTHI, CO3/[aBaeMble MPHKIIAJHBIM
NpOorpamMMHEIM o0ecriedeHHeM, MHbIe 00BEKTHI JOCTYTA);

ONpEeAENsIOTCA MeTOIbl YIpaBleHHs JOCTYIIOM (AMCKPELHOHHLIH, MaHIaTHBIiH,
POJIEBOIi WK MHBbIE METOJBI), THITHI JOCTyNa (YTEHHE, 3aNKkCh, BHINOJHEHHE WM HHBIE
THUMBI AOCTYMa) U ApaBHia pasrpaHH4yeHHs JOCTYNa CyOBEKTOB JOCTyNa K oGbeKTaM
[OCTyna (Ha OCHOBE CIIHCKOB, METOK 0e30macHOCTH, ponell W HHBIX IIpaBHII),
MoJUIeXKAINHe pealn3alMy B HHOOPMallHOHHO#H cucTeMe;

BHIOUpAIOTCS MepBI 3aUlUTHl HHGOPMALMH, NOoyIeKaIlie peann3alyi B CHCTEME
3aIUTE] HHPOpMALMH HHOOPMALMOHHOM CHCTEMBI,

OMNpeneNsIoTCs BUABI U THIB CPEJCTB 3alliUThl HH(OPMallKH, obecnednBaroiye
peanu3anuIo TEXHUIECKHUX Mep 3allUTH HH(popMaLuy;

ompefeNnseTcs CTPYKTypa CHCTEMB! 3allliThl MH(QOpPMAlMH HHQOpPMAIMOHHOMH
CHCTEMBI, BKITIOUasi cocTaB (KOJHMYECTBO) U MECTa Pa3MEILEHHUA €€ 31€MEHTOB;

OCYILECTBIIAETCS BHIOOp CpeNCTB 3alIUThl HH(pOpMaIMH, cepTHOHUILMPOBaHHEIX Ha
COOTBETCTBHE TpeGoBaHusIM No Ge3onacHocTH MHGOPMaLHUM, C Y4ETOM UX CTOMMOCTH,
COBMECTHMOCTH ¢ HH(OPMALUOHHBIMM TEXHOJOTUAMH M TEXHHYECKHMH CPEACTBAMH,
¢dyHK1m#t Ge30MacHOCTH 3THX CPEACTB H OCOOEHHOCTeH UX peanu3allyH, a Takke Kracca
3aIIMLIEHHOCTH HHGOPMALMOHHOMH CHCTEMBI;

OTIPeAeNAIOTCS MapaMeTpbl HAaCTPOHKH IPOrpaMMHOro obecredeHHs, BKIIOYAA
MporpaMMHOe ofecrieueHHe CcpelcTB 3amuThl MHGopMaimy, obecnevnBaroime
pealn3aldil0 Mep 3aWMTel HHGOpMAlMM, a TakKe YCTpaHEHHE BO3MOXKHBIX
YA3BAMOCTEH WHGOPMALMOHHOK CHCTEMBl, NPHUBOISIAX K BO3HHKHOBEHHIO Yrpo3
Ge3onacHOCTH HHGOPMaLIUH;

ONpedeNAOTCA  Mepsl  3alUThl  HMHGOpManWu OpH  HH(OPMAIHOHHOM
B3aMMOJEHCTBMH C HHBIMH HH(OPMAIMOHHBIMM CHCTeMaMH H HHGOPMAIMOHHO-
TEJeKOMMYHHKAIIHOHHBIMHI CETSMH, B TOM 4HCI€ ¢ MHOOPMALMOHHBIMH CHCTEMaMH
YTIOJHOMOYEHHOr0 JIHIIA, @ TaKXKe IpH NPHAMEHEHHH BBIYMCIUTEIBHBIX pPECYPCOB



(MomHOCTe#), MpEeOCTaBNSEMBIX YMONHOMOYEHHBIM JIMIOM ia  06paboTku
uHbOpMALIH.

Pe3sy/BTaTsl MPOEKTUPOBAHKMS CCTEMBI 3aIMTH MHPOPMalUK HHGOPMALHOHHOM
CHCTEMBI OTPAXKAIOTCA B IIPOEKTHOH JOKYMEHTAlMH (ICKH3HOM (TEXHHYECKOM) TPOEKTe
1 (unn) B pabodeil TOKYMEHTAUUK) HAa HHPOPMALHOHHYIO CHCTEMY (CHCTEMY 3allUTBI
uHbOpPMaLKK HHPOPMAMOHHON CHCTeMEI), pazpabaTeiBaeMbix ¢ yuetoM 'OCT 34.201
«IHpopmanmoHHas TexHomorua. KoMILIeKC CTaHAapTOB Ha aBTOMAaTHU3MPOBAaHHBIE
CHCTEMBl. BuIPI, KOMIIIEKTHOCTE M O00O3HauYeHHE [OKYMEHTOB IIpH CO3JaHMH
aBTOMATH3MPOBaHHLIX cucTeM» (manee — [OCT 34.201).

[MpoekTHas JOKyMeHTauusd Ha MH)OPMALMOHHYIO CHCTeMY U (HIH) ee CHCTeMy
3AIUTEL MH(OPMALMKM IOJUIEXaT COIVIACOBAHHMIO C ONEPaTopoM HH(OPMAIMOHHOM
CHCTEMEI B CJIy4ae, €C/d OH OnpejesieH TaKOBBIM B COOTBETCTBHH C 3aKOHOJATEIbCTBOM
Poccuiickoii Denepaun K MOMEHTY OKOHYaHMS IPOEKTHPOBAHUA CHCTEMBI 3aIMTHI
nHbopManuu HMHQOPMALMOHHOH CHCTEMBI M He SBISeTCAd 3aKa34UKOM JaHHOH
HHGbOPMaHOHHO! CHCTEMBI.

Ilpu  oTCcyTCTBUM  HeOOXOOMUMBIX  CPEHCTB  3alUTBl  MHGOpMALUH,
CepTHOULMPOBAHHBIX HA COOTBETCTBHE TpeGOBaHMAM no GesomacHocTH HWH(MOpMaLUH,
opranusyercsi paspabotka (gopaGoTKa) CpeACTB 3alMThl MHQOpPMalMH M HX
cepTH(HUKaAlU B COOTBETCTBHH C 3aKoHofaTenscTBoM Poccuiickoit ®epeparyu wmu
TIPOU3BOJNTCS KOPPEKTHPOBKA NPOEKTHBIX pellleHuif Mo MH(POpMALHOHHOH cHCTeMe H
(un) ee cucteMe 3alMTHl UHGOPMALKMH C y4eTOM (yHKLHOHAIBHBIX BO3MOXKHOCTEH
HMEIOIIHXCS CePTU(PULIHPOBAHHEIX CPEACTB 3aLIUTHl HHPOPMALUH.

15.2. Pa3paboTka 9KCIUTyaTallMOHHOM HOKYMEHTAalMH Ha CHCTEMY 3allUThl
uHbOpManMy HHGOPMAILIMOHHOR CHCTEMBl OCYILIECTBISETCA B COOTBETCTBHM C
TeXHUYECKMM 3aJaHHeM Ha co3faHve HHGODOPMAUMOHHOH cHcTeMbl U (WIH)
TEXHUYECKUM 33JaHHeM (JacTHMM TEXHHYECKHM 3alaHHEM) Ha CO3JJaHHE CHCTEMBI
3alMTH MHGOpMaLUK UHGOPMALIBOHHON CHCTEMBI.

OKCMyaTallMOHHasi JOKYMEHTAalMs Ha CHCTeMy 3alldThl HHGOpPMaLHH
HHOOPMALHOHHOM cHCTeMbl paspabareiBaercs ¢ yderom 'OCT 34.601, T'OCT 34.201 u
T'OCT P 51624 u nosmkHa B TOM YHCIIE COAEPXKATh OMMUCaHKE:

CTPYKTYPBI CHCTEMBI 3a1UMTHl HHPOpMaLK HHYOPMAILMOHHOH CHCTEMBI;

COCTaBa, MECT YCTaHOBKH, NapaMeTPOB M MOpAIKa HACTPOHKH CPEICTB 3aIMMUTHI
HHpOpMaLNH, NPOrpaMMHOro oGecneueHUs U TEXHUYECKUX CPEACTB;

NpaBHI JKCIUTyaTallMd CHCTEMBI 3alMTHl MHGOpPMAaIMH HHPOpPMaLMOHHOI
CHCTEMBI.

153. [Ipy MakeTHpOBaHUH W TECTHPOBAHUHM CHUCTEMBI 3AUIUTHl HHPOPMALMU
HMH(OPMALIMOHHON CHCTEMBI B TOM YHCJIE OCYILECTBSIOTCS:

NpoBepKa paboTOCIIOCOOHOCTH M COBMECTHMOCTH BBIOPaHHBIX CPEJCTB 3aLLMTHI
HHpoOpMalMH ¢ HHPOPMALIMOHHBIMH TEXHOJIOTHAMH U TEXHHIECKUMU CPEACTBAMH;

NpoBepKa BHINOJHEHHS BHIODAaHHEIMH CPeACTBAMH 3aUMTHL  MHGOpManuu
TpeGoBaHHH K CHCTeMe 3allUTH HEhOpMaUH HHPOPMALIMOHHON CHCTEMEL,

KOPDPEeKTHPOBKAa TPOEKTHHX pEINCHWii, pa3paboTaHHBIX NpPH  CO3AAHUH
HH(OPMaIHOHHOH CHCTEMBI H (H/MH) CHCTEMBI 3alUThl HHGOPMaLHK HHPOPMAUHMOHHON
CHCTEMBI;

KOPPEKTHPOBKAa MPOEKTHOH M IKCILTyaTallHOHHOW NOKYMEHTALMH Ha CUCTEMY
3amuUThl HHPOpMauH HHHOPMALROHHON CHCTEMBI.
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MakeTHpOBaHHE CHCTEMBI 3aIMTHl HHQOPMALMH MHGOPMALHOHHONH CHCTEMBI U
¢e TECTHPOBaHHME MOXET MPOBOAUTECA B TOM HYHCIE C HCIOIB30BAHHEM CPEACTB W
METOJI0B MOJIETUPOBAaHAA HHQOPMALIMOHHEIX CHCTEM M TEXHOJIOTHH BHPTYTH3aLlHH.

BHeapeHue cucTeMBI 3aIMTH HHpopManuu
HHGOPMALHOHHON CHCTEMBI

16. BHegpenre cHCTeMBlI 3al0MTHl MH(OpPMALMH HHOOPMAMOHHOH CHCTEMBI
opraHmusyertcs obianaresieM HHPOPMAIMH (3aKa3HHKOM).

BHenpenue cucTeMbl 3amuThl WHGOpPManWM HHPOPMALMOHHOH CHCTEMEI
OCYILECTBIAETCS B COOTBETCTBHH C NMPOEKTHOH M SKCILTYaTalIOHHON JOKyMeHTaruei
Ha CHCTeMy 3aliuThl HHpopManuu WHGOPMALHOHHOH CHCTEMBI M B TOM YHCIIE
BKIIIOYAeT:

YCTaHOBKY ¥ HACTpOMKY CpeACTB 3alMThl WHGOpMalud B HHGOOPMAIMOHHON
cHCTEME;

pa3paGoTKy JOKYMEHTOB, ONpeeIONX NPaBuia U MPOLERYPhI, pean3yeMble
onepatopoM s obecniedeHus 3amMThl HHGOpMaLUH B MH(OPMAIIMOHHO! CHCTeME B
Xo0/le ee JKcIUlyaTanuu (Janee — OpraHW3alHOHHO-PacHOpAAMTENbHbIE JOKYMEHTHI 110
3aImuTe HHOpMaNuH);

BHEJPEHUE OPraHM3alHOHHbIX Mep 3aIUUThi HHPOPMaLHH;

npeaBapHUTENbHBIE HCIILITAHNSA CHCTEMBI 3aIUTHI HHpOpMaLH
HHPOPMALIHOHHOH CHCTEMBI;

OMNBITHYIO IJKCIUTYyaTalldi0 CHCTEMbl 3alUUTHl WHOOPMALMH HHGPOPMALMOHHOM
CHCTEMBI;

aHanu3 yA3BUMOCTeHd HHGOPMALMOHHOM CHCTEMBI K IMPHHATHE MEp 3aIHMTHI
HHPOPMALIUM TT0 UX YCTPAHEHHIO;

[IPMEMOYHLIE HWCOBITAHWS CUCTEMBI 3aLUUTHl UHGOPMAuMH HHGPOPMALHOHHON
CHCTEMEL.

K BHeIpeHH:O cHCTeMBI 3alIMTBl MHPOPMaLUMH HHYOPMAUMOHHOH CHCTEMBI
IpUBJIeKaeTcs ollepatop WHQOPMAIHOHHON CHUCTEMBI B CIy4ae, €ClM OH OnpeneneH
TaKOBEIM B COOTBETCTBHM C 3aKOHOZATenscTBOM Poccuiickoil depepanuy Kk MOMEHTY
BHEJIpEeHUS CHCTEMBI 3allUThl HHGOpMaluY HHYOPMALMOHHON CUCTEMEI U He SBIfeTCA
3aKa3yHKOM HaHHOH HH(OPMAIIHOHHON CHCTEMEL.

16.1. YcraHoBka ©  HacTpodika CpeACTB  3alUTBl  HMHGOpPMauHH B
HHPOPMALMOHHOM  cHCTeMe  JOKHA  HPOBOOMTBCS B COOTBETCTBHH  C
OKCIUTyaTaMOHHOM  JOKyMeHTaldedl  HA  CHUCTeMy  3allUThl  MHGOpMAalHU
HH(POPMALMOHHOM CHCTEMEI I JOKyMEHTaNueil Ha cpe/IcCTBa 3alUMThl HHGQOpMalHy.

16.2. Pa3pabaTriBaeMble OpraHM3alHOHHO-PACIIOPSANTENBHBIE TOKYMEHTHl MO
3amuTe “HGOPMaLNH JOIDKHBI ONPEAEIIATh IPaBAIa U TPOLIeLyphl:

ynpaBneHus  (aIMMHHCTPUPOBAHWA)  CHCTEMOM  3amuTbl  HHOOpMaLUH
HHDOPMALHOHHOM CHCTEMEI;

BBISABIEHNS WHLUUIEHTOB (OJHOro COOBITUA MAM IpymNsl coObiTHil), KOTOpEHIE
MOIYT NpPHBECTH K COOSM MM HapylueHuI0 (YHKLHOHHPOBAHHA HH(OOPMALMOHHOM
cucTeMsl W (WiHM) K BO3HUKHOBEHMIO yrpo3 Oe3omacHOCTH HHGOpPMalHH
(1anee — MHLIMIOCHTHI), ¥ PEarMPOBAHUs Ha HUX;

ynpaBleHHss KOH(QUrypalHell aTTecTOBAaHHOW HH(OPMALMOHHOM CHCTEMBI U
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CHCTEMBI 3aIUTHI HHGOPMALX HHPOPMALIHOHHONH CHCTEMBI;

KOHTpONss (MOHMTOpUMHra) 3a obecreyeHHeM YpPOBHA  3allMIIEHHOCTH
uH(popMannu, cofepxaiieiics B HHPOPMaUMOHHOH cucTeMe;

3aIUTH HHOOPMAIIHMH IPH BEIBOZE U3 IKCIUTyaTalUH HHPOPMAIMOHHOH CHCTEMBI
WIH HOCIIe IPHHATHA pelieHnst 06 OKOHYaHHH 06paboTki HH(OpMAIHH.

163.1lpu BHeApPEHWH OPraHW3aLMOHHBIX Mep 3alMTHl  HHGOpPMaLMH
OCYIECTBIIIOTCS:

peanuzaliis OpPaBUN pasTPaHUYEHWs IOCTYMa, pETIAMEHTHUPYIOIUX [paBa
JocTyna cy0BeKTOB AocTynma K oOBeKTaM J0CTynma, M BBeICHHE OFpaHHYeHMH Ha
JelicTBHA MOJB30BaTENel, a TAKKe Ha U3MEHEHUE YCIOBH SKCILTyaTallid, COCTaBa U
KOH(MMIypaluy TEXHHYECKUX CPEACTB U MPOTPaMMHOT0 o0ecriedeH s,

NpoBepKa NOJHOTEI W JETAIBHOCTH ONHCAaHHA B  OPraHA3alUOHHO-
pacropsAMTENBHBIX JOKyMEHTaX MO 3aliMTe HHpOpMannH AeACTBHIl nonp3oBaTenell u
aIMUHUCTPATOPOB MH(OPMALMOHHOH CHCTEMBI N0 pealu3allii OPraHH3aLMOHHBIX Mep
3aIUTHI HHpOpMAaLUH;

oTpaboTKa AeiicTBHI JOMKHOCTHBIX JIML W NOAPa3/eNeHNi, OTBETCTBEHHBIX 3a
peayi3anuio Mep 3alNTh MHQOpPMAIUH.

16.4. IlpenBapuTencHBle  HUCTIBITAHHA ~ CHCTEMBI  3alMTHL  HHGOpManuu
nHbopMalnoHHO#H cHcTeMbl mpopogaTca ¢ ydetom 'OCT 34.603 «HMudopmauuonnas
TexHonorus. Buasl ucnpiTaHuii aBTOMaTH3UpOBaHHEIX cucteM» (nanee — OCT 34.603)
M BKIIOYAIOT MPOBepKy paboTOCHOCOOHOCTH CHCTEMBI 3aIIMTEI  HH(pOpMaLUH
MHGOPMaLMOHHOM CHCTEMBI, @ TaKKe NMPHHATHE PEIICHHUS O BO3MOXXHOCTH OIBITHOMN
SKCTUTyaTallik CHCTEMBI 3allNTH HHOOpMaLHH HHGOPMALIOHHOH CHCTEMBI.

16.5. OnbiTHas SKCIUTyaTalysi CHCTEMBI 33T HH(GOPMAaIMH HHPOPMALMOHHOH
cuctembl mnposogutcs ¢ ydetom ['OCT 34.603 u BmodaeT MpPOBEPKY
(YHKIIMOHHPOBAHHS CHCTEMBI 3alMTHl MH(OpPMaK UHGOPMAIMOHHOM CHCTEMBI, B
TOM YHCJIE pPeanr30BaAHHBIX MEp 3aIUUThI m{(bopMaumd, a TaKXe€ TIOTOBHOCTH
nonb30BaTeelt 1 aAMHHHCTPATOPOB K OKCIUTyaTallid CHCTEMBI 3aIOUTH HHPOpMaLMU
HH)OPMaLMOHHOM CUCTEMBI.

16.6. Ananu3 ys3BuUMoOCTeH HH(GOPMAIMOHHONW CHCTEMBI MPOBOJMTCA B LENAX
OLEHKM BO3MOXHOCTH IIPEONONICHUs] HapylIHTeJIeM CHCTEMBI 3allUTBl MHQOpMAIHU
WHQOPMAalMOHHOM CHCTEMBl M TpENOTBpAallleHHs pealu3aldd yrpo3 O0e30IacHOCTH
HHbOPMALIHH.

AHanus  ysa3BuMocTeil HMHGOpPMALMOHHOM  CHCTEMBI  BKJIIOYAeT  aHaJM3
yA3BUMOCTEH CPeACTB 3au(UThl HH(POPMALMH, TEXHUYECKHX CPEACTB H INPOrpaMMHOTO
obecnieueHus HHPOPMALIHOHHOH CHCTEMBI.

INpu aHanmu3e ys3BUMocTe# HHOOPMAIIMOHHON CHCTEMBI TPOBEPAETCS OTCYTCTBUHE
U3BECTHBIX YS3BUMOCTEH CpENCTB 3alUTHl HHGOPMAaLUM, TEXHHYECKHX CPEICTB U
IporpaMMHOro oecrnedeHus, B TOM HHCIE C y4yeTOM HHGOpMalUMH, HMEIoLIeHcs y
pa3paGOTYHUKOB U MMOTYyYEeHHON U3 APYTUX 0OIIEAOCTYIIHBIX HCTOYHUKOB, IIPaBHIIBHOCTD
YCTAQHOBKH M HACTPOMKH CPEICTB 3aluThl WHGODMaLHH, TEXHHYECKHX CPEACTB U
NporpaMMHOro ofecreyeHns, a TakXke KOPPeKTHOCTh pabOThl CPEeICTB 3allHTHI
HHPOPMALIMHK TIPH MX B3aMMOJEHCTBUM C TEXHHYECKMMH CPEACTBAMH U NTPOrpaMMHBIM
obecrieyeHuEM.

B cnydae BbIsABIEHUS YS3BEMOCTEH MHQOPMAaMOHHON CHCTEMBI, IPHBOAAIIMX K
BO3HMKHOBEHHIO JIOTIOJIHUTENBHHX Yrpo3 0e3omacHOCTH HHQOpPMALUM, IPOBOAUTCS
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yTOUYHeHWe MOJIeNH yrpo3 Oe3omacHOCTH HHGOpPMaUMH M TNpH HeoOXOAHMOCTH
NPHHUMAIOTCA JONOJHUTEIbHBIE MEphl 3allUTHl MHGOPMAlWH, HalpaBiIeHHbIE Ha
YCTpaHEHHE  BBIABICHHBIX YA3BUMOCTEH HNIHM  HCKIIOYAIOMIME  BO3MOXHOCTH
HCIIOJIb30BaHUsI HAPYIIUTENEM BBIBICHHBIX YA3BUMOCTEHH.

16.7. [IpuemounsIe HCIIBITAHUSA CHCTEMBI 3aLIHTEI uHQOpMaITHH
uHbopManHoHHOR cucTeMbl mpoBosAtcs ¢ yderoM I'OCT 34.603 u BKIIOYarOT
NpOBEpKY  BBIMONHEHHMsT  TpeOOBaHMII K  CcHCTeMe  3aliUTEl  MHGOpMAaLHH
VHOOPMANUOHHOM CHCTEMBl B COOTBETCTBHH C TEXHMYECKMM 3aJaHMEM Ha CO3JaHHE
VHGOPMAaIMOHHON CHCTEMBI U (MIIM) TEXHHYECKHM 3aJaHHeM (YaCTHBIM TEXHUYECKHM
3afaHHeM) Ha CO3JaHHie CHCTEMBI 3alMTHl HHPOpMaIid HHPOPMALIMOHHOMK CHCTEMBI.

Arttectanus HHGOPMaLHOHHON CHCTEMBI M BBOJ €€ B AeiicTBHe

17. ATrectauust HMHGOPMAalMOHHONW CHCTEMBl OpraHH3yeTcs obJamarenieM
HHpOpMalMK (3aKa3YMKOM) HJIM ONEpaTopoM M BKIIOYAeT NpPOBENEHHE KOMILIekca
OpraHM3alMOHHBIX M TEXHHYECKHMX MEpPOMPUATHH (aTTeCTAMOHHBIX HCIBITAHHM), B
pe3ynbTaTe KOTOPHIX HOATBEPXIAETCS COOTBETCTBME CHCTEMBI 3alUThl HH(opManu
HHQOPMALMOHHOH CHCTEMEI HacToAMM TpeGoBaHusM.

17.1.B xadecTBe HCXONHBIX [OaHHBIX, HEOOXOMUMBIX IUIA aTTeCTALMH
WHQOPMALMOHHOH  CHCTEMBI, HCIIONB3YIOTCH  MOAeNb Yrpo3  0e30macHOCTH
uHpOpMaNuH, aKkT KIaccH(pUKauui HHOOPMALHOHHOM CHCTEMBI, TEXHHUYECKOE 3aaHue
Ha co3gaHne WHGOPMALMOHHONW CHCTeMBl M (HIM) TEXHHYECKOEe 3alaHHe (YacTHOe
TeXHUUECKOe 3alaHHe) Ha CO3[JaHUe CHCTEMBI 3aLIMTHI HHPOpMaLHuH HHPOPMALIIOHHO#H!
CHCTEMBI, IMPOEKTHAs! M OKCIULyaTaUMOHHAasi NOKYMEHTalMs Ha CHUCTEMY 3allHTHI
uHpopManKuH HHOOPMAUHOHHONH CHCTEMBI, OpPraHH3aUMOHHO-PAaCHOPAIHTEIbHbIE
JOKYMEHTBl 1O 3amiTe MWHOOpPMauuH, pe3yNasTaThl aHaiu3a yi3BHMOCTE#
MHOOPMALMOHHOK  CHCTEMEBI, MaTepuanbl NpPefBapUTENBHBIX M NPUEMOYHBIX
HCIBITaHM# CUCTEMBI 3aILUTH HHGOPMaLMH HHPOPMALHOHHOMH CHCTEMBI, @ TAK)Ke HHBIE
TOKYMEHTSI, pa3pabaTsiBaeMble B COOTBETCTBUH C HACTOAIUMH TpeGoBaHUsMH.

17.2. Atrecraiys UHGOPMALIMOHHOH CHCTEMBI MPOBOJUTCS B COOTBETCTBUM C
MporpaMMoil ¥ MeTOAMKaMM AaTTECTAHOHHBIX HCMBITAaHHH N0 Hadana o6paboTKH
dHbOpMauuH, Moasexalueit 3amure B MHPOpMauHOHHON cucTeMe. s npoBeaeHus
aTTecTalMd HHG)OPMALMOHHON CHCTEMBI HPHMEHSIOTCS HALHOHAIIBHBIE CTAHNAPTHI, a
TaKKe METOAUYECKHE JOKYMEHTH, pa3paboTanHele H yTBepxaeHHble PCTIK Poccuu B
COOTBeTCTBMH ¢ noarmyHktoM 4 nyHkta 8 Ilosoxenus o ®exepanpHoil ciyxOe Mo
TEXHHYECKOMY H OKCIIOPTHOMY KOHTpOMIO, YTBepxkleHHoro Ykasom IlIpesuzenra
Poccuiickoii ®enepaumu ot 16 asrycta 2004 r. Ne 1085.

INo pe3ynbTaTaM aTTeCTALMOHHBIX HCIBITAHHA OQOPMISIOTCS MPOTOKONBI
aTTECTAUUOHHBIX HCIBITAHUM, 3aKIOYeHHE O COOTBETCTBHMM HHQPOPMAIMOHHOM
cHCcTEMBI TpeOOBaHMWAM O 3amuTe MH(OPMALMM W aTTECTaT COOTBETCTBUA B Clyuae
TOJIOKUTENBHBIX Pe3yJIbTaTOB aTTECTAllIOHHBIX HCIBITAHMUH,

17.3. Jdonyckaercs arrecrauus HHGOOPMAlMOHHOM CHCTEMBI Ha OCHOBE
pe3y/IbTaTOB  ATTECTALMOHHBIX  HCIBITAHUA  BBIAENEHHOr0 Habopa CerMeHTOB
HH(QOPMAIMOHHON  CHCTEMBI, peaTH3YIOUIMX MOJNHYI0 TEXHOJOrHio o6paboTku
HHPOPMALIHH.
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B aTOM ciiydae pacnpocTpaHEHHE aTTecTaTra COOTBETCTBHA Ha APYTHE CETMEHTHI
¥HGPOPMALMOHHOM CHCTEMBI OCYIUECTBIISIETCS INPH YCIOBHM HX COOTBETCTBHS
cerMeHTaM UHQOPMaIMOHHOMR CHCTEMBI, IPOLICAIIVM aTTECTAIMOHHbIC UCTIHITAHMS.

CerMeHT CUMTAETCs COOTBETCTBYIOIMM CErMEHTY HH(POPMALIMOHHOH CHCTEMBI, B
OTHOIIEHMH KOTOpOro OBLIM TpOBEJECHBI ATTECTALIMOHHBIE MCIBITAHMA, €CIH Ui
yKa3aHHBIX CErMEHTOB YCTaHOBIEHH! OJMHAKOBBIE KJIAcChl 3aAINHIIEHHOCTH, YIPO3bI
OezomacHOCTH HMHOOpMaLWH, pealn30BaHbl OJMHAKOBBIE NPOEKTHBIE pEHICHHS IO
HH(POPMALIOHHOM CHCTEME M e€ CHCTEME 3alllMThl HHPOPMALIHH.

COOTBETCTBHE CETMEHTa, Ha KOTOPHIH paclIpOCTPaHACTCA aTTECTaT COOTBETCTBUA,
CerMeHTy HHGOPMAILMOHHON CHUCTEMBI, B OTHOIIEHHH KOTOPOro OBLIH IpPOBEIEHBI
aTTecTallMOHHbIE HCHBITAHUS, NOATBEPXIAaeTcs B XolAe IPHEMOYHBIX HCIBITAHHIH
MH(POPMALOHHOM CHCTEMBI HIIM CETMEHTOB HH(GOPMAHOHHOH CHCTEMBI.

B cerMeHTax HHGOpPMALMOHHOW CHCTEMBI, Ha KOTOpbl€ pacIpoOCTpaHAETCs
aTTecTaT COOTBETCTBHSA, ONEPaTopoM obecrneunBaeTcs CoOMOIeHHE IKCILTyaTallHOHHON
HOKyMEHTallHH Ha CHCTeMY 3allMThl HHGOpPMaLuM HHGOPMALMOHHOH CHCTEMBI U
OpraHH3alMOHHO-PACMIOPAAUTENBHEIX JOKYMEHTOB 0 3alllMTe HHPOPMAIIMH.

OcobeHHOCTH aTTecTald WHOOPMAIIMOHHOH CHCTEMBbI Ha OCHOBE Pe3YJIBTATOB
aTTecTalIMOHHEBIX MCIBITAHHI BBIEIEHHOro Habopa ee CErMEHTOB, a TaKXkKe YCIIOBHS H
NOPAZOK PpAaclpOCTPaHeHUs arTecTaTa COOTBETCTBUA HA  [pyrHe  CErMeHTHI
HHQOPMAlMOHHOM  CHCTEMBI ONpElNeNAIOTCH B INporpaMMe M METOAMKAaX
aTTeCTallMOHHBIX MCHBITAaHUH, 3aKIIOYEHUH ¥ aTTECTATE COOTBETCTBUS.

17.4. TloBropHas atTectauus HHGOPMAIMOHHOHW CHCTEMBI OCYILECTBIAETCS B
ciyvae OKOHYaHWs CpOKa JAEHCTBHMS aTTecTara COOTBETCTBHA WJIM MOBBILIEHHS Kiiacca
3aUMILEHHOCTH HH(OPMaLMOHHON CHCTeMbl. [IpM yBeNHYeHHH COCTaBa Yrpos
GesonacHOCTH HMHGOPMAlMM WIA M3MEHEHHS INPOEKTHHIX pelIeHHH, pealu30BaHHbBIX
OpH CO3MAaHHMM CHCTEMBI 3alWMTHl HHpOpManMKH WHPOPMALMOHHON CHCTEMBI,
MpOBOAATCA AONOJHHTEIbBHBIE aTTCCTAllHOHHEBIC HCIIBITAHHSA B paMKax ,ueiflcnaylomero
arTectaTa COOTBETCTBHUA.

17.5.BBog B peiictBHe HHPOPMALHOHHOM CHCTEMBI OCYIUECTBIAETCA B
COOTBETCTBHM C 3aKoHopatensctBoM Poccuiickoit ®Penepauuu o6 uHpopMauuw,
HHQOPMAIMOHHBIX TEXHONOIHAX H O 3aumre uHpopmauuu u ¢ yuetom [OCT 34.601 u
P4 HAJIMYHH aTTECTaTa COOTBETCTBHS.

OGecneyenue 3auTE HHPOPMAIMK B XOJI€ IKCIUTyaTalUuu
aTTecTOBaHHOH MH(GOPMAIIMOHHOH CHCTEMBI

18. Obecnieyenue 3amuThl HHPOPMaNUH B XOJ€ IKCIUTyaTallMM aTTeCTOBAaHHOMN
MHOOPMALMOHHONH CHCTEMbI OCYLIECTBISETCS OMEPaTOPOM B COOTBETCTBHH C
3KCIUTyaTaUMOHHOH  JOKyMEHTalMeidl Ha CHCTeMy 3amUTel  HMHGOpPMauuH U
OpraHu3alMOHHO-PACTIOPAUTENBHBIMH JJOKYMEHTAMH 110 3aIlUTe HHGOPMALIHK H B TOM
YHClle BKIIIOYAeT:

ynpaBineHHe  (aJMHHHUCTPHPOBAaHME) CHCTEMOH  3alUUTHL  HHPOPMALUHK
HHOOPMATHOHHOH CHCTEMEL;

BBIABJICHHE HHIMIEHTOB U pearHpoBaHue Ha HUX;

ylpaBjieHHe KOHQHUrypauuell aTrecToBaHHON HHGOPMALOHHONW CHCTEMBI H ee
CHCTEMBI 3alUTHI HHGOpMaLuy;



13

KOHTPONb  (MOHMTOPHHI) 3a o0ecredyeHHEM YPOBHS  3aLIMILEHHOCTH
uHbOpMaNKH, cofepKaleiicss B THQOPMAILIHOHHOH CHCTeMe.

18.1.B xome ympaBmeHus (aJMHHMCTPHPOBaHHA) CHCTEMOH  3allMTHI
nHpOopManuy HHGOPMALIMOHHOH CHCTEMEI OCYILECTRISIOTCA:

3aBefleHMe ¥ YyJajeHHe YYeTHBIX 3amucell TNoJL30BaTeNel, yMpaBieHHe
NOJHOMOYMSAMH TONb30BaTeseil HHOOPMAIIMOHHON CUCTEMBI U NOJyIepKaHHe MPABHI
pasrpaHMYeHHs JOCTyNa B HHOOPMALHMOHHON CHCTEME;

yTipaBlieHHe CPEACTBAMHU 3aIlUThl HHPOPMaIUH B HHGOPMAMOHHON CHCTEME, B
TOM 4YHCIE [apamMeTpaMM HaCTpOHKM NpOrpaMMHOIO oOecleveHHs, BKIOYas
nporpaMMHoe ofecriedeHHe CpelCTB 3alMThl HHGOPMALMH, YTIpaBIEeHHE YYETHBIMH
3aTMCSAMH  TIONIB30BATENeH, BOCCTaHOBJIEHHE PabOTOCIOCOGHOCTH CPEACTB 3alIUTHI
HH(bOpMALWH, FeHEPALIUIO, CMEHY H BOCCTaHOBJIEHUE Maposiel;

YCTAaHOBKa OOHOBJIEHHH MpPOrpaMMHOro obecrievyeHMs, BKIIOYAsA [TpOrpaMMHOE
ofecrieueHne CpeAcTB 3alIMThl HMHQOpPMaLWM, BHITYCKaeMbIX pa3paboTunkamu
(TIpon3BOAUTEIISIMU ) CPECTB 3ALIUTHI UHHOPMALIHH HITH 110 HX MTOPYYEHHUIO;

LIEHTPAJIN30BaHHOE yIpaBleHHe cucTeMoii 3aILIUTHI uHdopmarHu
HMHPOPMAIHOHHOI CUCTEMBI (IpH HEOOXOAUMOCTH);

perdcTpanus # aHaiu3 coOBITHIT B MHGOPMALMOHHOH CHCTEME, CBS3AHHBIX C
3amuToil uHdopMauuu (manee - coGHITHA Ge30MaCHOCTH);

nHbOpMUpPOBaHHE IoJb30BaTeneil 06 yrposax GesomacHoctu HHGbOpPMauUHH, O
TIpaBUJIax IKCIUTyaTallMy CUCTEMBI 32U Thl HHGOPMalMH HHPOPMALUOHHOK CHCTEMBI U
OT/IENBHBIX CPECTB 3alIMTHl HHGOPMALIMH, a TAKXKe X 00y4eHHe;

COMpoBOKIEHUe  (YHKIHOHHPOBAaHHUA  CHCTEMBI  3aumuTel  MHGOPMAUMH
AHDOPMALHOHHOM CHCTEMBI B XOIE €€ OJKCILyaTallMd, BKJIOYas KOPPEKTHPOBKY
JKCIUTyaTalMOHHOH JOKyMEHTallMM Ha Hee M OpraHM3alMOHHO-PACHOPSAUTESBHBIX
JIOKyMEHTOB I10 3aIIKTe HHYOpMaLuH;

18.2. B Xoze BBISBICHHUS HHIMAESHTOB U pearipOBaHUA HA HUX OCYINECTBISIOTCH:

oIpe/ie/ieHHe JIMH, OTBETCTBEHHBIX 3a BBIABJICHHE MHLMAECHTOB U pearupoBaHHe
Ha HUX;

obnapyxeHne ¥ WIeHTHOUKAUUA HHIMAEHTOB, B TOM UYHCIe OTKAa3oB B
obcy>kuBaHHH, cOoeB (Tepe3arpy3ok) B paboTe TEXHUYECKHUX CPEACTB, NPOrpaMMHOrO
obecrieueHus M CPEACTB 3alUTHl MH(GOpMALMK, HApyUICHHH MpaBHWII pa3rpaHUYEHUs
JIOCTyTa, HEMPaBOMEPHBIX AeHCTBHH 1o cOopy WHOpMaLMK, BHEAPEHHH BpeJOHOCHBIX
KOMMNBIOTEPHBIX IIporpaMM (BHPYCOB) M HHBIX COOBITHH, NPUBOMAILIMX K
BO3HHKHOBEHHIO HHIHJAEHTOB;

CBOEBpEMeHHOE HH(POPMHpOBaHME JIMI, OTBETCTBEHHEIX 3a BHIABIEHHE
WHIMIEHTOB M pearMpoBaHME Ha HUX, O BO3HUKHOBEHMH WHLHAEHTOB B
UHGOPMALIMOHHON CHCTEME II0JIB30BaTeNIsIMH U aJIMHUHHCTPATOPaMH;

aHaluM3 MHLUUAEHTOB, B TOM UYHCIE ONpeJeliecHhe HCTOYHHKOB H [PHYUH
BO3HHKHOBEHHS HHIUAEHTOB, a TAKXKE OLEHKa UX MOCJIeJCTBHI;

IUIAHUPOBAaHHE W MPHHATHE MEp MO YCTPAaHEHHIO MHIMIECHTOB, B TOM YHCIE MO
BOCCTaHOBNEHHIO HH()OPMALMOHHON CHCTEMBI M €€ CErMEHTOB B Cly4ae OTKa3a B
OOCITy>XMBaHHM MJIM Tioclie cOOEeB, YCTpaHEHWMIO NOCHEACTBHH HapyLUCHWs IIpaBul
pasTpaHM4YeHMs JOCTYyla, HEMpaBOMEpHBIX MAeHCTBHA mo cOopy HHopMamuu,
BHEIPEHUS BPEJOHOCHBIX KOMIIBIOTEPHBIX MpPOTpaMM (BHUPYCOB) M HHBIX COOBITHIA,
NpHUBOJALIMX K BOSHUKHOBEHHIO HHIIUJCHTOB;
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[JIaHMPOBaHHE MW INpPHHATHE MEP INO MPESAOTBPAILCHHIO IOBTOPHOro
BO3HHKHOBEHHS HHIMIEHTOB.

18.3. B xozme ymparneHHs KOHQHIypanueil aTTeCTOBaHHON MHGOPMALMOHHOM
CHCTEMBI H €€ CHCTEMBI 3aIUTH HHGOPMALMH OCYILECTBISIOTCS:

nojuepkaHue KoHGUrypauun HMHQOPMALMOHHOM CHCTEMBI M €€ CHCTEMBI
3aIUTE MHQOpManuK (CTPYKTYpPhl CHCTEMBI 3aIUTHl HHYOPMaLHH MHPOPMALIHOHHOMH
CHCTEMEL, COCTaBa, MECT YCTAHOBKM W IapaMeTPOB HACTPOMKH CPEACTB 3allMThl
HH}OpMaLHH, IPOrPaMMHOTO 0OECIIEUEHHS H TEXHUYECKHUX CPEACTB) B COOTBETCTBHH C
3KCIUTYaTallHOHHOM JOKyMeHTaluel Ha CHCTeMY 3alliuThl HHdopmMauun (MoanepxaHue
6azoBoii KOHQUrypauMH UHPOPMALMOHHOW CHCTEMBI M €€ CHCTEMBI 3allUTHI
uHbopMaLHK);

ompezieNeHHe JIHII, KOTOPBIM pa3pelIeHbl JeCTBHA 10 BHECEHHMIO M3MEHEHHH B
0a30BYI0 KOHOMrypauHl0 HHPOPMALMOHHON CHCTEMBI M €€ CHCTEMBbI 3AIMMTHI
uHpOpMAallHH;

yrpaBlieHHE H3MEHEHHAMH 0a30Boif KOH(HUrypauun HHGOPMALHOHHOM CHCTEMEI
M ee CHCTEMbI 3alMTH WHGOPMALMH, B TOM HHCIIE Ofpefie/ieHHe TUIIOB BO3MOXHBIX
U3MeHeHHH 06a30Boil KOHQHryparuu HHOOPMALHOHHONH CHCTEMBI M €€ CHCTEMEI
3alUTEl MHQOpMAalLWH, CaHKIMOHMPOBAHME BHECEHMS HW3MEHEHWH B 6a30ByIO
KOHOMrypanuio HHGOPMALMOHHOH CHUCTEMBI H €€ CHCTEMBI 3allUThl MHMOPMALUH,
JIOKyMEHTHpOBaHHe JEHCTBHI MO BHECEHHIO M3MeHeHHil B 6a30ByI0 KOHMUIrypauuio
HHQOPMalMOHHOH CHCTEMBI H €€ CHCTEMBI 3aIUTH HHPOPMALMK, COXPaHEHHE JAHHBIX
00 m3MeHeHHAX 6a3oBoil KOHGHUrypaluH MHPOPMALMOHHON CHCTEMbI M €€ CHCTEMEI
3aUTel MHGOpMALUH, KOHTPONb JEHCTBHH M0 BHECEHHMIO H3MEHEHHMii B 6a30ByI0
KoH(uUrypaiuo HHbOPMaLIHOHHOH CHCTEMBI U €€ CHCTEMBI 3allUThl HHPOpMALKH;

aHanu3 IMOTeHUMAJbHOTO BO3/EHCTBHA IUIAaHHPYEMBIX H3MEHEHHHd B 0a3zoBoil
KOHOHUrypaid MHGOPMALMOHHONW CHCTEMBI H €€ CHCTEMBI 3alIUThl HHPOPMALUM Ha
ofecrievenre 3aluThl HMH(POpMAlMK, BO3HHKHOBEHME [OMOJHHTENBHBIX YIpo3
GesonacHocTH HHbOPMANKU ¥ PaGOTOCTIOCOOHOCTS HHPOPMALMOHHOR CHCTEMBI;

OMNpefeNeHne MapaMeTpoB HACTPOHKH INpPOrpaMMHOI0 obecneueHus, BKIIOYAs
MpOrpaMMHOe ofecreueHre CPeACTB 3alIUTH HHHOPMALIMH, COCTaBa U KOH(UIYpaLHu
TEXHUYECKUX CPEACTB M INPOrpaMMHOro obecreuyeHus HO BHECEHHsS H3MEHEHMd B
0asoByl0 KOH(QUrypauuio HHQOPMALMOHHOH CHCTEMBI M €€ CHCTEMBI 3allUThI
HHbOpMalH;

BHeceHHe HHGOpMaiuu (HaHHBIX) 00 M3MeHEeHHMAX B 6a30BOi KoHUrypaluu
HHPOPMAIHOHHOM CHCTEMBI H €€ CHCTEMBI 3allUThl HH(OPMALMH B 3KCINTyaTAlIHOHHYIO
JOKyMEHTALMIO Ha CUCTEMY 3alliThl HHQOPMALUK HH(POPMALIMOHHON CHCTEMBI;

[IPUHATHE pEeLIeHHs M0 pe3ylnbTaTaM ympaeieHus KoH(Hrypanueil o mOBTOPHOMR
arrecTaudd HHQOPMALMOHHOM CHUCTEMBI WJIH MPOBEIACHUM  IOTMOJHHTENBHBIX
aTTeCTAllMOHHbBIX HCIIBITaHUH.

18.4. B xoze KOHTpOIIs (MOHUTOPHHTA) 32 0OecredeHHEM YPOBHS 3allUIIIEHHOCTH
undopmanuu, cogepxauleiics B HHGOpPMaLHOHHONA CHCTEME, OCYILECTBIAIOTCS:

KOHTPOJIb 32 COOBITHSMHM 0e30MmacHOCTH M JEHCTBHAMH Toib3oBaTeNiell B
HHOPMaIHOHHO CHCTEMe;

KOHTpOJIb  (aHaiu3) 3alMINEHHOCTH HH(OpMaluH, cogepaieiics B
HHbOPMaLIHOHHOH cHucTeMe;
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aHan¥3 M OLEeHKa (YHKIMOHUPOBAaHMS CHCTEMBl 3alMTH HH(pOpMaLMK
HH(QOPMALHOHHON CHCTEMBI, BKJIIOYas BbISBICHHE, aHANM3 U YCTpaHEeHHe HeJOCTATKOB
B QYHKIMOHUPOBAHHH CHUCTEMBI 3aIUTH HHGOpMAIU HHGOPMALUOHHOH CUCTEMET;

HepuoquuecKuil aHaNW3 H3MeHeHHs Yrpo3 Oe3omacHocTH uHbOpMauuu B
HHYOPMALMOHHON CHCTEMe, BO3HHKAIOLIKHX B XOZe ee DKCIUTyaTallMH, ¥ IPHHATHE Mep
3alIUTEl WHQOPManWH B cClIyyae BO3HHKHOBEHHMS HOBBIX Yrpo3 0e30macHOCTH
HHbopMaIumy;

JOKyMEHTHpOBaHHe MpoLexyp H pe3ylbTaroB KOHTpONsA (MOHMTOPHHIA) 3a
obecrieyeHneM  YpPOBHA  3alMIIeHHOCTH  MHQopMaiyM, conepxaiueiica B
HHOOPMAUHOHHOMN CHCTEME;

HPHHATHE PeIleHHs 110 pe3ybTaTaM KOHTpos (MOHHTOPHHTa) 3a obecnedeHueM
YPOBHS 3alLIMIEHHOCTH MH(bOpMaLHH 0 nopaboTke (MOAEPHH3ALMA) CHCTEMBI 3ALIHTHI
uHpopManuu WHPOPMALMOHHON CHCTEMBI, IOBTOPHOM aTTecTallud HHGOPMAIIMOHHOM
CHCTEMBI HIIH IPOBEJIEHHH JNOMOHUTEBHBIX aTTECTAHOHHBIX HCTIBITAHHUIA.

Obecnevenne 3aMTH HHGOPMALMY IIPH BEIBOJE U3 IKCILTyaTalUu
aTTeCTOBaHHOM HHGOPMAIHOHHO CHCTEMBI WIIH IOC/IE NPHHATHUA pellieHus 06
OKOH4YaHUH 00paboTku nHGOpMaLUH

19. OGecrieuenne 3amuTel HHQPOPMAIMM @PH BBIBOJE M3 OIKCIUTYaTALUH
arTecTOBaHHOW HWH(GOPMAIMOHHON CHCTEMBI WIM [OCJIE [IPHHATHS pelleHus o6
OKOHYaHHH 00paboTKu MHOpMAIUKU OCYHIECTBISETCS ONEPATOPOM B COOTBETCTBHH C
SKCIUTyaTallAOHHOW  JOKyMeHTalueli  Ha  CHCTeMy  3alluThl  MHpOpMaIMH
UHPOPMALIHOHHON CHCTEMbI H OpPraHH3alMOHHO-PacIIOPIAUTENEHBIMH JOKyMEHTAMH O
3aluTe HHOOPMALIMH U B TOM YHCIIe BKIIOYAET:

apXuBHpOBaHKe HHGOPMALMH, COLepx alleiics B UHDOPMALHOHHOMN cHCTEME;

yHH4TOXEHUe (cTHpaHHe) OaHHBIX W OCTaTOYHOH HHGpOpMalUH ¢ MallHHHBIX
HocuTenell uHpopMalny 1 (WIM) YHHUTOXKEHHE MAIIMHHBIX HOCHTENeH HHpOpMalnH.

19.1. ApxuBupoBanne uHbOPMaIMY, CcofepXaileidcs B HWHPOPMAIMOHHON
CHCTeMe, JOJDKHO OCYILECTBIATHCS MPY HE0OXO0AUMOCTH AaJIbHEHIIEro UCMoab30BaHUS
uHbOpMaLKH B JeATENBHOCTH ONIepaTopa.

19.2. Yau4yroxeHue (cTupaHHe) [JaHHBIX M OCTaTO4YHOH uH(opMamuu ¢
MAaIIMHHBEIX HOCHTeNed HMH(OpMaluy TPOM3BOIMTCS IPH HEOOXOAMMOCTH mNepemadu
MAaIlHHHOTO HOCHTeNd MH(POpMalUH JApyroMy IOJAb30BaTeNl0 HHMOPMALUOHHOM
CHCTEMbl WM B CTOPOHHME OpTraHH3alluM I PEMOHTA, TEXHUYECKOro 00CIyKUBaHMS
HITH JabHEeHIIero yHHYTOXEeHUA.

[pwu BEIBOZE U3 HKCIITyaTALIMK MAlIMHHBIX HOCUTeNe# nHMOpMAIliY, Ha KOTOPBIX
OCYILECTBIAINCh XpaHeHHe H o0paboTka WHGOpMaLUK, OCyLIeCTBIAEeTCS (U3NIECKOe
YHHUTOXEHHe 3THX MalIWHHBIX HOCHTeN el HH(popMaLun.

II1. TpeGoBanus K Mepam 3aIUTHl HHPOpMaLuK, coAepxaleics B
uH(popMaIMOHHOI cHCTEMe

20. OpraHu3alMOHHBIE W TEXHHYECKHE MeEpBl  3allUThl  HHQOpMauuy,
peamrusyeMeie B MHOOPMAalMOHHONW CHCTeMe B paMKaX €€ CHCTEMbl 3allUTHI
HHbOpMALWH, B 3aBHCHMOCTH OT yrpo3 0e30macHOCTH HHGOPMaLHH, HCMOIb3yeMbIX
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HHQOPMAIHOHHEIX TEXHONOTHHT M CTPYKTYPHO-(QYHKUHOHANBHBIX XapPaKTEPUCTHK
HUHGOPMAIHOHHOM CHCTEMBI JIOJDKHEI 00eCcnedUuBaTh:

HIeHTHUKALHKIO H ay TEHTH(QHUKALHIO CyOBeKTOB JOCTyTIa ¥ 0OBEKTOB JOCTyNa;

yIpaBieHHe JOCTYIIOM CYOBEKTOB AOCTyIa K 00BEKTaM NOCTYIIa;

orpaHH4YeHHe IIPOrpaMMHOH Cpefbi;

3aIMTy MAIIMHHBIX HOCHTENeH HHbOopMaluy;

perucTpanuio cobbITHI 6€30MacHOCTH;

AQHTUBHPYCHYIO 3aLIUTY;

oGHapyxeHue (IpeJOTBPAICHHE ) BTOPKEHHH;

KOHTpPOJIb (@HAJIK3) 3aIIIEHHOCTH HHpOpMAaLMHK;

LeJIOCTHOCTE UHGOPMAMOHHON CHCTeMBI M HHGOPMAaLIUH;

JOCTYITHOCTh HHbOPMaLMK;

3aIlUTY Cpelbl BUPTYaTU3alliy;

3aIUTY TEXHUYECKUX CPEACTB;

3aIIMUTY WHGOPMALMOHHON CHCTEMBI, ee CPeACTB, CHCTEM CBS3H H Mepenayvd
JaHHBIX.

Coctas Mep 3auuThl HH(pOpMALMH U HX 6a30Bbie HAOOPHI 1JI COOTBETCTBYIOLINX
KJ1aCCOB 3aIMIIEHHOCTH HH(GOPMAIIMOHHEIX CHCTEM IPHBEAEHBI B MPUIOKEHHH Ne 2 K
Hactosumm TpeGoBaHuIM.

20.1. Mepsl Mo HIEHTHHKALMHA M ayTEeHTH(HKAIMH CYOBEKTOB JOCTyNa H
00BEKTOB JOCTyNa LOJDKHBI OOecrevuBaTh MNPUCBOEHHE CyOheKTaM H 00bexTam
JOCTYNa YHHKAIBHOIO TMpU3HaKa (UAeHTHdUKATOpa), CPABHEHHE IPEXbABIAEMOrO
cyosexroM (OOBEKTOM) IOCTyNa HIEHTH(QHKaTopa C MEpPeYHEM MPHCBOEHHBIX
HIeHTUUKATOPOB, a TaKXKe [IPOBEPKY IPHHAJUIEKHOCTH cyOBekTy (00BeKTy) mocTynma
HpEeRBABIEHHOr0 UM HAEHTHQUKaTOpa (MOATBEPXAEHHE NOUIMHHOCTH).

20.2. Meps! 110 yIpaBiieHHIO JOCTYIIOM CYGBEKTOB ROCTyTNa K 0GBEKTaM JOCTyma
IOMKHBI 06ecreynBars yrpaBieHHe NPaBaMH U NMPUBHIETHAMH CyOBEKTOB NOCTYNa,
pasrpaHHYeHHE HOCTyna CyOBeKTOB JOCTyrma K o0ObeKraM MOCTynma Ha OCHOBE
COBOKYIIHOCTH YCTAHOBJIEHHBIX B MH(OpPMaLOHHOM cHCTeMe NPaBHJI pa3sTpaHU4EHMA
JI0CTYIIa, a Takxke 00ecrieYnBaTh KOHTPOIL COOJIOICHHS STHX MPABHIL.

20.3. Meprl WO OrpaHWYEHHIO NPOrPaMMHOM Cpensl JOIKHBI 0OecHeYHBaTh
YCTaHOBKY M (MNH) 3amycK TONBKO pPa3pelieHHOr0 K HCIONb30BAaHHIO B
MHGOPMAUMOHHOM  CHCTeMe NpOrpaMMHOrO  obecrHedeHHs HIH  HCKJIIOYaTh
BO3MOXKHOCTh YCTQHOBKM ¥ (MJHM) 3alycka 3alpellieHHOTO K HCMOJAb30BAaHHIO B
MHQOPMALOHHO CHCTEME NIPOrPaMMHOro obecnedeH s.

20.4.Mepsl mo 3ammTe MALIMHHBIX HOcHTeNell HHOpMauud (cpeAcTBa
00paboTku (XpaHeHUA) UH(POpPMAILMH, CheMHbIE MAalUMHHBIE HOCHTENIM HH(OpMAIHH)
JOMKHBl MCKIIOYAaTh BO3MOXHOCTD HECaHKIHMOHHPOBAaHHOIO AOCTYNa K MAUIMHHBIM
HOCHTEISAM M XpaHAIlelcs Ha HUX HMHQOPMAaLUM, a TaKkkKe HeCaHKUHOHUPOBaHHOE
HCIIOJIb30BaHHe CheMHBIX MalIMHHBIX HOCHTe e nHbopMaluH.

20.5. Mepsl 1o peructpauuu coOBITUR Ge30MacHOCTH AOMKHBI OOecrevnBaTh
cbop, 3amuch, XpaHeHHe M 3alINTy HHQOpManuu O COOBLITHAX 6e30MacHOCTH B
HHGOPMALMOHHOM CHCTEME, a TAKKe BO3MOXKHOCTS IPOCMOTPA H aHanH3a HHHOpMaLHH
0 TakuX COOBITHAX U pearnpoBaHue Ha HUX.

20.6. Mepsl N0 aHTUBHPYCHOMN 3alllMTe JODKHBI 0OeclevnBaTh OOHapYKEHHE B
HHPOPMALHOHHON CHCTeMe KOMIBIOTEPHBIX IporpaMM JHGO HHOM KOMIBIOTEPHOH
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uHpopMalMK, OpeJHa3HAYeHHOH [UIA HECaHKMOHHMPOBAHHOIO  YHMYTOXKEHHH,
6nokupoBaHHd, MOAW(UKANWH, KOMHUPOBAHHS KOMIIBIOTEPHOH WHGOpMAUMH WIH
HeHTpaiM3alMH CpeAcTB 3amMThl HHQpOpPMAllMH, a TakKe pearHpoBaHHWe Ha
00HapyXXeHHe 3THX NporpaMM U HHbOpMaLHH.

20.7.Mepsl 1o oOHapyXeHHIO (NpeNOTBPAILEHHIO) BTOPKEHHH OJDKHBL
obecrieunBaTh OOHapyXeHHe NeHCTBHH B HHPOPMALMOHHOHN CHUCTEMeE, HAaNpaBICHHBIX
Ha IpenHaMepeHHBIH HeCaHKIMOHMPOBAaHHBIA AOCTYN K MH(OPMAIMH, CHenyalibHbie
BO3JEHCTBHS Ha WHOPMAIMOHHYIO cucTeMy H (WiIH) HHGOPMAalHMIO B LensX ee
JOOBIBaHHA, YHHUTOKCHHS, HCKaXXKEHHA H OIOKMpOBaHHA JOCcTyna K MHQopMamuH, a
TaKXKe pearMpoBaHHe Ha 3TH JeHCTBUA.

20.8. Mepsl no KOHTpONIO (aHaNMM3y) 3aAUIHINEHHOCTH WHQOpMalyu AOJKHBI
obecneyuBaTh KOHTPONb YPOBHS 3allMINEHHOCTH WHQOpPMaLMH, coiepxamieics B
HHGOpPMALMOHHONH CHCTEMe, IyTeM [NpPOBEACHUA MEPONPUATHA IO aHANU3Y
3alIUIEHHOCTH WHG)OPMALMOHHOH CHCTEMBI M TECTHPOBAaHHIO €€ CHCTEMBI 3alIMThI
HHbOpMAaLHH.

20.9.Mepsl mo 00ecTeyeHHIo LENTOCTHOCTH HWH(POPMALMOHHON CHCTEMBI H
uHpOpMaLMK NOIDKHBI ofecreynBaTh OOHapy)KeHHe (JaKTOB HECAHKIMOHHPOBAHHOTO
HapylIeHHs LIEJIOCTHOCTH HHGOPMAIlMOHHOH CHCTEMBl H cojepxamieiics B Hel
MH(OpMALIMH, a TaKkKe BO3MOXKHOCTb BOCCTAHOBICHHS WHGOPMALMOHHON CHCTEMBI H
cozmepxarueiics B Hell HHGopManuu.

20.10. Mepst 1o  ofeclie4eHHIO  JAOCTYIIHOCTH HHQOpPMAaLMH  JOJDKHEI
obecreyrBaTh aBTOPU30BAHHEIN JOCTYI MOJb30BaTeNel, HMEIOMUX MpaBa Mo TaKoMy
Joctyny, K uHbopMauuH, cofepikaiieiics B HHPOPMaNHOHHON cHCTEMe, B ILTATHOM
pexxuMe QYHKIHOHUPOBaHHS HHPOPMALMOHHOM CHCTEMBI.

20.11. Mepbr mo 3amMrTe Cpenbl BUPTyalW3allMd JODKHBI  HCKIIOYATh
HEeCaHKLIHOHWPOBAHHBIR AocTyn K HHbopMauuu, obpabartoiBaeMoii B BHPTYaIbHOM
HHOPacTPyKType, M K KOMIOHEHTaM BHMPTYalbHOH MHQPacCTPyKTYphl, a TaKKe
BO31eiicTBHe Ha HHGOPMALHIO W KOMIIOHEHTHI, B TOM YHCIIE K CPeCTBaM YIpaBIeHuUs
BHPTYaJIbHOH HHOPACTPYKTYpOH, MOHUTOPY BHPTYalbHBIX MAIUKH (THIEPBU30DY),
CHCTEME XpaHEHUA J[aHHBIX (BKJIOYas CHCTEMY XpaHeHHs o6pa3oB BHpPTyalbHON
UHQPacTPyKTYphl), CETH Iepefaiyd MOaHHBIX 4Yepe3 JJIEMEHTHl BUPTYaNbHOH WIH
¢uzmyeckoit HPPaCTPYKTYpHl, FOCTEBBIM ONIEPALIOHHBIM CHCTEMaM, BUPTYaJlbHBIM
MampHaM (KOHTeiiHepaM), CHCTeMe€ M CeTH pelUIHKalMH, TEPMHHANBHBEIM U
BUPTyaJIbHbIM YCTPOHCTBaM, a TaKkKe CHCTEME pe3epBHOTO KONUPOBaHUA MU
c03JaBaeMbIM €10 KOMHSM.

20.12.Mepsl 1o 3amyTe TEeXHUYECKHX CpeJCTB JOKHBI  HCKIIOYATh
HECAaHKLIMOHMPOBAHHBI! JOCTyNl K CTAaLMOHAPHBIM TEXHUYECKHM  CpeIcTBaM,
oOpabaTsiBaroiM HHGOpPMALIMIO, CpeacTBaM, oGecneuuBaomiuM (QyHKIHOHUPOBaHHE
HH(OpMALMOHHOH CHCTEMBI (laiee — cpeacTBa obecrniedeHus (yHKIMOHNPOBAHHUS), H B
IIOMEILEH s, B KOTOPEIX OHH [OCTOSIHHO PAacIIOIOXKEHBI, 3alHTY TEXHHYECKHX CPEACTB
OT BHEIUHUX BO3JEHCTBUH, a TakKe 3alIMTy HHQOpMalMH, NpeACTaBIeHHOH B BHIE
WH(QOPMATHBHBIX IEKTPHIECKUX CUTHAIOB H (HU3HIECKUX MOJNEH.

20.13. Meps! no 3amure HHPOPMAIMOHHOH CHCTEMBI, €¢ CPElICTB, CHCTEM CBS3H
M nepelaud  JaHHBIX JODKHBI obecneuMBaTh 3aluTy HMHQOpPMauMM  MpH
B3aHMOZEHCTBIHH MH()OPMALIMOHHON CHCTEMBI MU €€ OTAENBHBIX CeTMEHTOB C HHBIMH
HHQOPMALMOHHBIMH  CHCTEMaMH U MHGOPMAIHOHHO-TE/IEKOMMYHHKAIHOHHBIMH
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CeTAMH IOCPEACTBOM IIPHMEHEHHS apXUTeKTypbl HH(MOPMalUHOHHOH CHCTEME,
[POEKTHBIX pelleHui M0 ee CHCTEMe 3allMTsl WHOOPMAIMH, HANpaBICHHBIX Ha
ofecrieyeHne 3aUTH HHQOPMALHH.

21. Beifop Mep 3aumTel HHGOPMALMK TS UX pealHu3anuy B MHOOPMAUMOHHOM
CHCTEMeE B PaMKaXx ee CUCTEMBI 3alllUThI HHPOPMAlHH BKITIOYAET:

onpeneneHne 6a3oBoro Habopa Mep 3allThl HHGOPMAIHK AN YCTAHOBJIEHHOTO
Kiacca 3alIMIICHHOCTH WHQOpMAUHOHHOM CHCTEMBI B COOTBETCTBMM C 6a3oBbiMM
HabopamMM Mep 3aIMTBl HH(OPMAIMH, NpPUBENEHHBIMA B MNpHIOXKEHHMH Ne2 K
HacrosumM TpeGoBanusM;

ajantanuio 6asoBoro Habopa Mep 3alMTHl HHGOPMALUMH MPHMEHHTENBHO K
CTPYKTYPHO-(YHKLIHOHAILHEIM ~ XapaKTepUCTHKaM  HH(DOPMALHOHHON  CHCTEMBI,
HHGOPMAILHOHHBIM TEXHOJIOTHSAM, 0COGEHHOCTIM (byHKIHOHUPOBaHHS
UHGOPMAIMOHHOM CcHCTEMBI (B TOM 4MCle NPESyCMATPUBAIOUIYI0 WCKIIOYEHWE W3
6asoBoro HaGopa Mep 3alIMTH MH(OpPMalUH Mep, HENOCPEACTBEHHO CBS3AHHBIX C
MH(pOPMallMOHHBIMY TEXHOJIOTHAMH, HE HCHOIb3yeMbIMHI B HHQOPMALMOHHOI CHCTEME,
WM CTPYKTYpHO-QYHKIMOHANBHBIMH  XapaKTEpUCTHKAMH, He CBOWUCTBEHHBIMH
HH(OpMaLOHHOH cHcTeMe);

yTOYHEHME aqanTHPOBaHHOTO 6azoBoro Habopa Mep 3alUTHl HHPOpMALHUHU C
Y4€TOM He BBIOpPaHHBIX paHee Mep 3aLlHUTHl UH(YOPMAIHY, MPUBEAECHHBIX B PHIOKEHHH
Ne 2 k HactosmmM TpeGoBaHUAM, B pe3yNbTaTe 4Yero ONMPENENIOTCA MEPHl 3alliUThI
uHpopmaunn, obecneunBaromye OnokupoBaHHMe (HelTpanu3auMio) BceX yrpo3s
GesomacHocTH WHGOpPMauMW, BKIIOYEHHBIX B MOIENb Yrpo3 0e30macHOCTH
HH(pOpMaLIHH;

JOMOTHEHNE YTOYHEHHOTO aJalTHPOBaHHOrO Ga3oBoro Habopa Mep 3auIUTHI
UHbOpMaLiiy MepaMH, o0OecHeYMBAIOIIMMH BBHIMONHEHHE TpeOOBaHUH 0 3amUTe
nHDOpPMALNK, YCTAaHOBIICHHHIMH HWHBIMH HODMATHBHBIMH IIPAaBOBBIMH aKTaMH B
obgacTi 3ammThl MHPOpMalWH, B TOM YHCIE B OOJAaCTH 3alUMTBI MEPCOHAILHBIX
JIaHHBIX,

Jns Boibopa Mep 3amuThl HMHOOPMALMH IS COOTBETCTBYIOILETO Kiacca
3alUIIEHHOCTH HHGOPMAMOHHO# CUCTEMBI MPUMEHSIOTCA METONMYECKHE TOKYMEHTEHI,
paspaboTanuble u yrBepxkaenHbie PCTOK Poccuu B cooTBeTCTBHH € MOAMYHKTOM 4
nyHkta 8 Ilomoxenus o MexepanbHoil cimyxbe 1Mo TeXHHYECKOMYy M IKCHOPTHOMY
KOHTPONIO, yTBepxkAeHHoro Yxkasom Ilpesumenta Poccuiickoii Penepaiuu ot
16 aBrycra 2004 r. Ne 1085.

22. B uHpOpManMOHHO#M CHCTEME COOTBETCTBYIOLIErO Kjacca 3allMIEHHOCTH B
paMKax ee CHCTEeMBI 3auIMTh HHGOPMaLHK JOJDKHBI OBITH pealn30BaHbl MEPHI 3AHIMTHI
HHpOpMaLUK, BBIOpaHHBIE B COOTBETCTBHH C IIyHKTOM 21 Hactosiux TpeGoBanuil u
obecneunBalomye GloKHpoBaHHe (HEHTpamu3amMio) BceX yrpo3 0e30macHOCTH
HHbOpMALIHH.

IMpu stoM B uHQOpMaumOHHOW CHUCTEMe HOKEH ObITh, KaKk MHHHMYM,
pearu3oBaH aJanTHPOBaHHbIA 0a3oBeii Habop Mep 3aummTel HHOpMAIMH,
COOTBETCTBYIOUINH YCTaHOBIEHHOMY KIaccy 3allllIIeHHOCTH WH(OPManMOoHHOM
CHCTEMBHI.

23. Tlpu HEBO3MOXHOCTH pealu3allid B MHQOPMALHOHHOH CUCTEME B paMKax ee
CHUCTEMBI 3aIUTE HHPOPMALMHK OTAENBHLIX BEIOPAHHEIX Mep 3aluThl HHGOpMaIuy Ha
sTamax ajanTtaiuu OasoBoro Habopa Mep 3amuTel MHGOPMAaLUM WM YTOMHEHHS
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ajanTHpOBaHHOTO  GasoBoro  Habopa Mep  3amUTl  HHOOPMAUUMM  MOTYT
paspabaTeiBaThCcs HHble (KOMIIGHCHpPYIOIIME) Mephl  3allMTH  MHGOpMauMy,
o0ecnieunBarIUe afeKBaTHOE OJIOKMpOBaHUE (HEWTpalIH3aLuio) yrpo3 6e30macHOCTH
HHOOPMAIIHH.

B oarom cmywae B xofe pa3paboTKM CHCTEMBI 3allMThl UHOOPMALUM
HHQOPMALMOHHOH CHCTEMB! JOIDKHO OBITH NpOBEAEHO OOOCHOBaHHE NPUMEHEHHS
KOMIIEHCHPYIOIUMX Mep 3alllMTHl MHQOPMANWH, a NPH aTTECTAlMOHHBIX HCHBITAHMAX
OLICHEHa JOCTATOYHOCTh M aJCKBAaTHOCTh HAHHBIX KOMIEHCHPYIOUIMX Mep Ui
OnokupoBaHus (HelTpanu3anuy) yrpo3 6e30nacHOCTH HHGOPMaLUH.

24.Mepsl  3amuThl MHQOpPManmM  BHIOMPAKOTCS W peanusyloTcA B
HMHQOPMAIMOHHOM CHCTEMEe B paMKaX €€ CHUCTEMBl 3alllUTHl HH(POPMAaLMH C yd4eToM
yrpo3 GesomacHOCTH HMH(OPMalUM IPUMEHHTENbHO KO BceM OOBeKTaM W CyObeKTaM
JOCTyIa Ha aNapaTHOM, CHCTEMHOM, IIPUKJIATHOM M CETE€BOM YPOBHSX, B TOM YHCIIE B
cpeZe BUpTyalu3aluy H 00Ja9HBIX BEIYHCICHHUH.

25. BeibpaHHBle ¥ peanu30BaHHEIE B MHGOPMAalLOHHOW CHCTEME B paMKax €e
CHCTEMBI 3aIIMTH HH(POPMAIUH MePhI 3aIUTH HHGOPMAIIMH TOKHBI 00eCIIeYHBATS:

B MHOGOPMALMOHHBIX cHCTeMaX | Kiacca 3alMIIEHHOCTH — HeHTpaTH3aLMI0
(bnoxupoBaHne) yrpo3 ©Ge3omacHOCTH WHGOPMalHM, CBA3aHHBIX C AeHCTBHAMH
HapyIIMUTENs ¢ BRICOKHM MTOTEHIHAIOM;

B MHGOpDMALHOHHBIX CHCTeMax 2 Kjacca 3alUIIEHHOCTH — HeWTpalu3auuio
(6nokupoBaHue) yrpo3 Oe3omacHOCTH HH(OpMalMH, CBA3aHHBIX C AEHCTBUAMH
HapyLIHTeNA C OTEeHIHATIOM He HIXXE CPeAHEro;

B MH(OOPMaLHOHHBIX CHCTeMax 3 ¥ 4 KI1acCoB 3allHIIEHHOCTH — HEHTpaIN3aLMIo
(6nokupoBanne) yrpo3 ©6e3onmacHOCTH HH(GOpPMALMK, CBS3aHHBIX C JEHCTBHAMH
HapyIIUTeNd ¢ HU3KUAM MIOTEHIHATIOM.

IMoTeHiMan HapyWIHUTeNs OINpeNeNseTcs B XONE OLEHKH €ro BO3MOXHOCTE,
MPOBOAMMOH MpH OINpedeNeHNH yrpo3 Ge30MacHOCTH MH(OpPMAlMH B COOTBETCTBHH C
nyHkToM 14.3 Hacrosmux TpeGoBaHuil.

OrnepaTopoM MOXET OBITh IPHHATO PellieHHe O MPUMEHEHUH B HHOPMAITHOHHOMH
CHCTEME COOTBETCTBYIOILETO Kiacca 3alMIIEHHOCTH Mep 3aluThl HHGOPMALuH,
o0eCHeuyBaloNMX 3allliTy OT Yrpo3 0e30macHOCTH HH(OpMAIMH, pealu3yeMbIX
HapyuuTeneM ¢ 6osiee BHICOKUM MOTEHIIHATOM.

26. TexHudeckue Mepsl 3alUNThl MHGOPMAILMH PEanu3yioTcs HOCPeACTBOM
NPHMEHEHHA CPEeACTB 3allUThl HHPOpMAIH{, HMEIOLIUX HeoOXOomuMble QYHKIHH
Oe3onacHoCTH.

B stom ciiyyae B uH(pOpManHOHHEIX cucTemax | M 2 Kiacca 3allHUIEHHOCTH
TIPUMEHSTIOTCS:

CpelcTBa BBIYMCIMTENFHON TEXHUKH He HIDKE 5 Kilacca;

CHUCTeMBl OOHapyKeHHA BTOPXEHHH U CPEACTBA aHTHBHPYCHOH 3allIUTHI HE HIXKE
4 knacca;

MeXCeTeBble OKpaHbl He HIDKe 3 Kilacca B Cly4ae B3auMoJeHCTBHs
MHGOPMALMOHHONH CHCTEMBI ¢ HH(OPMALMOHHO-TENIEKOMMYHUKALHOHHBIMU CETSMMU
MeXIyHapoiHoro #HQpopmMaloHHoro obMeHa M He HIKe 4 Kiacca B Ciy4ae
OTCYTCTBHS B32HMOJACHCTBMA WHGOPMALHOHHOH CHCTEMbl C HH(OPMALHOHHO-
TeNeKOMMYHHKAIIHOHHBIME CETSIMH MeXAyHapoJHOro HH(OPMalHOHHOTo o6MeHa.

B nsdopMammonHbix cucTeMax 3 Knacca 3al[HIIeHHOCTH NPUMEHSIOTCS:
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CpelCcTBa BLIYMCIUTENBHOM TEXHUKU He HIXKe 5 Kracca,

CHCTEMBI OOHApYKeHHS BTOP)XEHUH U CpelNCcTBAa aHTUBHPYCHOH 3alllMTHl HE HUKE
4 xnacca B Cliyyae B3aMMOJEHCTBHS MH(OPMALMOHHON CHCTEMBI ¢ HH(POPMaLMOHHO-
TeJeKOMMYHHKALHOHHEIMA CETAMU MeXAyHApOJHOro HH(POPMaLMOHHOro OOMeHa H He
HIDKE 5 KJacca B Cllydae OTCYTCTBHS B3aUMOJEHCTBUSA MHPOPMAIMOHHOH CHCTEMEI C
HH(OPMALHOHHO-TEIEKOMMYHHKAMOHHBIMH CeTsIMH MeXIYHapOIHOTrO
HH(OPMaALIMOHHOTO OOMEHa;

MeXCeTeBble JKpaHbl He HKe 3 Kiacca B Clyd4ae B3aHMOZEHCTBUSA
UHGOPMALMOHHOM CHCTEMBI C HH(OPMALHOHHO-TEJEKOMMYHHKAI[MOHHEIMH CETAMH
MeXxAyHapoAHoro uHdopManHoHHOro oOMeHa W He HIDke 4 Kiacca B ciydae
OTCYTCTBUA B3aUMoZeiicTBUA HMHQOPMALHOHHOM cHCTEMBI ¢ HHGOPMalHOHHO-
TeNEeKOMMYHHKAIIHOHHEIMH CETAMH MEXIYHapOIHOTO HHOOPMAaMOHHOTO 0OMeHa.

B uHbOpMaMOHHBIX cHCTeMax 4 Kiacca 3aIlULIIeHHOCTH IPUMEHSIIOTCSL:

CpPeACTBA BBIMUCIUTEILHOM TEXHUKY HE HUKE 5 Ktacca,

CHCTeMBI OOHapYKeHHS BTOPXKEHHI U CPeACTBA aHTUBHPYCHOM 3alIUTEI HE HHXKE
5 kJacca;

MEXCeTEBbIe IKPaHBI He HIXe 4 Kiacca.

B unbopManuOHHEIX cHcTeMax 1 M 2 KJIaccOB 3aIUMINEHHOCTH INPHUMEHAIOTCS
CpeacTBa 3alUThl HMHGOpPMalMH, NpPOrpaMMHOE OOeCHeuYeHHe KOTOPHIX MPOILIO
IIPOBEPKY HE HHXe 4YeM 110 4 YpOBHIO KOHTPOJIS OTCYTCTBHS HeAeKJIapUPOBaHHBIX
BO3MOMKHOCTEH.

27.B cmyuae o00paGoTkH B HHQOPMalMOHHOM cUCTeMe HH(POPMALIH,
coflepKallieii MepcoHaNbHbEIEe JaHHbIE, peanu3yeMble B COOTBETCTBUH ¢ MyHkTamu 21 u
22 nacrosmmx TpeGoBaHMil MepH 3alUUTH HHGOPMAIHH:

A vHOOPMaLMOHHOM CHCTEeMBI | Kilacca 3allMINEHHOCTH 00ecneYnBaroT
1,2, 3 1 4 ypOBHH 3aIIMIIIEHHOCTH NIEPCOHAJIBHBIX JaHHBIX ;

Ui MHOOPMALIMOHHOM CcHCTEMBI 2 Kjlacca 3allMILEHHOCTH O0eCneuHnBaoT
2,3 ¥ 4 ypOBHH 3aIUHMIIEHHOCTH NEPCOHATBHBIX JAHHBIX |

i UHGOPMAalMOHHOM CHCTeMBbl 3 Kjlacca 3alllMIIEHHOCTH O00ecrneYyHBaloT
3 ¥ 4 ypOBHH 3aIHMIICHHOCTH NEPCOHATBHBIX JAHHEBIX ;

ans MHOOPMALMOHHOW CHCTEMBI 4 Kiacca 3alIMLIEHHOCTH, 00ecrmeYuBaloT
4 ypoBeHb 3alHMIEHHOCTH NIEPCORATBHBIX TaHHBIX .

28.1lpy  wucnonb3oBaHHH B MHPOPMAaHMOHHBIX  CHCTEMaX  HOBBIX
HH(i)OpMaI.IHOHHBIX TEXHOJIOTHH B BBISABJIIEHHH AOIMOJIHHUTEIBHBIX YIpo3 6e30MacHOCTH
nH(GOPMALUK, O KOTOPHIX HE ONpelesieHbl Mephl 3allUThl MHGOPMALMHK, NODKHBI
pa3pabaThiBaThC KOMIIEHCHPYIOIHE MEpPbl B COOTBETCTBHH C MYHKTOM 23 HAaCTOALLIHX
TpeGoBaHuii.

»

VcTaHaBnuBaeTcA B COOTBETCTBMM ¢ TpeboBaHMsMH K 3alIMTe MEPCOHANLHBIX NaHHLIX NpH MX 06paboTke B
WHGOPMALMOHHBIX CHCTEMUX MEPCOHANLHBIX EAHHLIX, YTBEPXIAEHHbIMU nocTaHoBieHuem Ilpasutensctsa Poccuiickoi
Denepawuy ot 1 HOsA6pa 2012 . Ne 1119.
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Ipunoxenne Ne 1 x

TpeboBanusM o 3amuTe HHGOPMALIUH, He
COCTAaBIISAIONICH rOCYIapCTBEHHYIO TaliHy,
coziepialiieiics B rocy1apCTBEHHBIX
HH(OPMALMOHHBIX CHCTEMaxX

Onpenenemle KJacca 3alHIICHHOCTH mlq)opmaunonnoii CHCTEeMbI

1. Kiacc 3ammumeHHoCTH HHQOpMalUMOHHOH cucteMsl (mepBhiit kimacc (K1),
sropoii kimacc (K2), tperuit knacc (K3), uerseptoiit knacc (K4)) onpepensiercs B
3aBHCHMOCTH OT YpOBHs 3HaumMoctH uHGopmamuu (V3), obpabatbiBaemoit B 3TOM
HHpOpMALHOHHOH cHcTeMe, H MaciTaba MHGOPMAIMOHHON CHCTEMBI ((enepalbHBIi,
PerHoHaJbHEI, OOEEKTOBBII).

Knacc 3ammmennoctn (K) = [ypoBenp 3naumMocTH HHGOpMalMHy;, MacmirTab
CHCTEMBI).

2. YpoBeHb 3HAYUMOCTH MHGOPMALMM ONpENeNsIeTCs CTENEHBI0 BO3MOXHOTO
yiep6a Ans obnagarens uHdpopMauuy (3aKa3uuka) U (MIH) onepaTopa OT HapyLIEHHs
KOH(HIEHIHATBHOCTH (HEenpaBOMepHBIe AOCTYII, KOMMPOBAHUE, [PeJOCTaBlIeHHe HIH
pacmpocTpaHeHue), LETOCTHOCTH (HenpaBoMepHbie YHHYTOXEHHE HIn
MoaudULKMpOBaHKE) WIH JOCTYITHOCTH (HerpaBoMepHOe OJ0KHpOBaHHe) HHPOpMaLIHH.

V3 = [(koH(}HIEHUIHANBEHOCTD, CTENeHE yiep6a) (LIeTOCTHOCTD, CTENeHb yiepba)
(moctynHoCTB, cTENEHb yuiepba)),

rae crTeneHb BO3MOXKHOIO ymepba ompegensercs obnagareneM uHboOpMaLuu
(3akazuMkoM) M (MIIM) ONMEpPaTOpPOM CaMOCTOATENBHO OSKCIIEPTHBIM MIH HHBIMH
METOaMHU U MOKET ObITh:

BBICOKOH, €CTM B pe3ynbTaTe HapylUIeHHS OJHOTO U3 CBOMCTB Ge30MacHOCTH
uHbopMamuK  (KOHOHMAEHLUMANBHOCTH, LETOCTHOCTH, [OCTYIIHOCTH) BO3MOMHBI
CyIIECTBEHHBIE  HEraTHBHBlE  [IOCNEACTBAA B  COLMAIBHOH, MONUTHYECKOH,
MEXTYHapOIHOMH, SKOHOMHYECKOM, (PHHAHCOBOM MM MHBIX OONACTSIX AESTENBHOCTH U
(unu) uHOpMalMOHHas cucTema U (uiu) omeparop (obnanaTens MHpOPMaUMH) He
MOTYT BHIMONHATH BO3NOXKEHHBIE HA HUX (yHKLMH,

cpenHeil, ecld B pe3yibTaTeé HapylleHHs OJHOTO H3 CBOHCTB 6€30MacHOCTH
uHpopMauny  (KOHOHIESHUUAIBHOCTH, HEIOCTHOCTH, MAOCTYITHOCTH) BO3MOXHBI
yMepeHHbIe HeraTUBHBIC OCEACTBUSA B COLMATIBHOM, ITOTUTUYECKOH, MeXKIyHAPOTHOH,
OKOHOMHYECKOH, (HMHAHCOBOW WIH WHBIX OONAcTAX JedATeNbHOCTH W (WiM)
HHpopMaLHOHHas cucteMa u (uiH) omeparop (oGnagarens wHbOpPMAaLHH) HE MOTYT
BBINONHATE XOTS OBI OJIHY U3 BO3/IOXKEHHBIX HA HUX (YHKLMIA;

HM3KOH, eciii B pe3ynbTaTe HapylleHHs OJHOIO W3 CBOHCTB Ge30MacHOCTH
nHbopMatuy  (KOHOHACHUHANBHOCTH, LEAOCTHOCTH, JOCTYITHOCTH) BO3MOJXKHBI
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He3HauWTeNbHbIE HETaTUBHbIE INOCNEACTBHS B COLMAlbHOM, IIOJHTHYECKOH,
MEXIYHapOXHOH, YKOHOMHYECKOH, (PUHAHCOBOM MM MHBIX 00IACTIX AEATENBHOCTH W
(myn) mEQOpMaNMOHHAA cHcTeMa H (uaK) oneparop (o6nanarens HHGOPMALIHH) MOTYT
BBIIONHATH BO3JOXKEHHbIE Ha HUX (YHKLIHMH C HEJOCTATOYHOH 3(P(HEKTHBHOCTHIO WM
BBIIIONTHEHNE (QYHKIHH BO3MOXKHO TOJIBKO C IPUBIICYEHHEM JOMONHUTENBHBIX CHI H
CpenCTB.

Hudopmanus uMeeT BBICOKHI ypoBeHb 3Ha4MMOCTH (Y3 1), ecnu xoTs GBI o
OJTHOTO M3 CBOMCTB 6e30MacHOCTH HHGOpMaLUH (KOHOHIEHIMATEHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH) OfpefeleHa BEICOKas cTeneHb yurepba. Vnbopmauus umeer cpemnuit
yposeHb 3HayuMocTd (Y3 2), ecnu xors OBl I OAHOrO M3 CBOMCTB 0€30MacCHOCTH
HHpOopMauuH (KOHQHIEHIMANBHOCTH, LEJOCTHOCTH, OCTYIHOCTH) OIpeJeseHa
CpelHAsA CTeleHb yumlepOa M HeT HM OJHOrO CBOMCTBa, ANA KOTOPOIO OIpejesieHa
BbICOKas cTemeHs yiiepba. MHbopMaris uMeeT HU3KHUIE ypoBeHb 3HauumocTd (Y3 3),
ecM IS BceX CBOHMCTB GesomacHocTH WHGoOpMauuu (KOHQUACHIHAILHOCTH,
LEIOCTHOCTH, AOCTYIHOCTH) ONpe/ieNeHbl HU3KHE CTENeHH yiepoa.

HNudopmamuss HMeeT MHHHUMaNbHBI ypoBeHb 3HauuMmoctd (Y3 4), ecnu
obnanateneM uHboOpMalMu (3aka3ynkoM) U (MJIH) ONEpaTopoM CTeNeHb ylepda ot
HapylleHHss  cBOHMCTB  6esomacHocTH ~ MHOOpManud  (KOH(HACHUHAILHOCTH,
11eJOCTHOCTH, NOCTYIHOCTH) HE MOXeT OBITh OmpefeneHa, HO PH 3TOM HH(pOpMaUHs
HOUICXKHUT 3allUTe B COOTBETCTBHH C 3aKOHOAaTeNnsCTBOM Poccuiickoi Pepepanuu.

Ipu o6paGotke B HHOOPMALMOHHOM CHCTEME ABYX U Golee BUAOB UHOPMAIMH
(cnyxebHas TaifHa, HANOroBas TaiilHa M WHHIE YCTAHOBIEHHBIE 3aKOHOHATENBCTBOM
Poccuiickoit ®enepanuu BHAW HH(GOPMAIMM OTPaHHYEHHOTO [AOCTYIa) YpPOBEHb
3Hauyumocti uHGopMamuu (Y3) ompemenATcs OTAENBHO Ui KaXAOro BHAA
undopmanuu. HITOroBblif ypoBeHB 3HAauYMMOCTH HHQOpMaimH, obpabaTsiBaeMOil B
HHQOPMALIHOHHOM CHCTEMe, YCTaHABJIMBAETCS MO HAWBBICLIAM 3HAYEHHSAM CTENEHH
BO3MOXHOT0 ymiepba, oOmpeNencHHbIM Uil KOHPUAECHUMAIBHOCTH, UENOCTHOCTH,
JOCTYITHOCTH MH(OPMALHK KOKAOTO B2 HHOPMALMH.

3. UadopmanonHas cucreMa HMeeT ¢efepalbHBlii Maciital, ecid oHa
dyuxumonupyet Ha Teppuropum Poccuiickoii @epepaunn (B npesenax denepaibHOro
OKpyra) H UMeeT cerMeHTH B cyObekTax Poccuiickoit ®enepaiyii, MyHUIHMNANBHBIX
o0pa30BaHuAX U (W) OPraHU3amMaX.

HudpopmannonHas cHcTeMa HMeeT perHoHaibHBIH MacwTab, ecnd oOHa
(dyHkuHOHHpPYeT Ha TeppuTOpHH cybpexTa Poccuiickoit Penepaliii H UMeET CErMEHTHI
B OJJHOM HWJIH HECKOJIBKMX MyHHIHIATBHBIX 00pa3oBaHUAX U (MIIH) MOABENOMCTBEHHBIX
1 HHBIX OPTaHU3a[usX.

HubopMaumonHas cucrema uMeeT OOBEKTOBBIH MacluTal, ecid OHa
(yHKIMOHHpYeT Ha 00BEKTaX OAHOTO (eiepanbHOro OpraHa rocyJapCTBEHHOI BIACTH,
opraHa rocyAapcTBEHHOH BacTH cy6bexTa Poccuiickoit ®enepallii, MyHHIMIIATBHOIO
obpa3oBaHMs W (WIM) OpPraHW3alMH W HE HMEET CErMEHTOB B TEPPUTOPHAIbHBIX
opraHax, ipeACTaBUTENbCTBAX, (purnanax, HOABEXOMCTBEHHRIX H HHBIX OpraHH3aLUAX.
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4.Knacc 3alMIeHHOCTH HMH(OPMAIMOHHOM CHCTEMBI  ONpenenseTcs
COOTBETCTBHH C TaONULEH:

YposeHb Macnrrab uHGOPMAITMOHHOH CHCTEMBI
3HAUYMMOCTH DenepanbHbIH PernonansHeii OOBeKTOBBII
uH(bopManuy

y31 K1 K1 K1
v32 K1 K2 K2
V33 K2 K3 K3
Y34 K3 K3 K4




24

Ipunoxenue Ne 2

TpeboparuaM o 3aimyTe HHPOPMALMH, He
COCTABIAIOMIEH rOCYJapCTBEHHYIO TaliHy,
cofiepxarieiics B rocylapCTBEeHHBIX
HHGOPMALIMOHHBIX CHCTEMax

Cocras Mep 3amuThl HHGOPMaLHH H HX 6a30Bbie HA0OPRI 1JIA COOTBETCTBYIOIIErO
KJiacca 3alHIeHHOCTH HH(POPMALHOHHOMH CHCTEMBbI

YcnoBHoe Mepsi 3aIUTH HHPOPMALKMHU B HHPOPMALIMOHHBIX Knaccet
o6Go3Have- CHCTeMax 3AIMILEHHOCTH
HHe U uH$pOpMaLHOHHOK
HOMep CHCTEMBI
MEpEI 4] 3] 2] 1
1. UnenTuduKanus u ayreHTUGHKALHS
cyOBeKToB focTyna 1 06bexToB goctyna (MAD)
HAD.1 Unentuduxanus u ayreHTHHKAIMs nons3oBareneif, | + | + | + | +

SBJISIIOLIMXCS paGOTHUKaMHU olepaTopa

HAD.2

WnentrduKalvd 1 ayTeHTHOUKALMA YCTPOHCTB, B TOM
YHUCJIe CTAUHOHAPHBIX, MOOHIBHEIX K [TOPTATHBHBIX

HAD.3

VnpaBienne HASHTHQUKaTOpaMH, B TOM YHCIE
co3zaHHe, IIPHCBOEHHE, YHHYTOXEHHE
HAeHTH(HKaTOpOB

HAD.4

VihpaeneHHe cpencTBaMM ayTeHTH()HKAOHH, B TOM
4yHhcne XpaHeHue, BBIAAYA, MHHMLMAIH3a1H,
ONOKHpOBaHHE CPEACTB ayTeHTU(GHKAIWM W IIPUHATHE
Mep B Cly4yae yTpaThl H (WJIM) KOMIPOMETalMK CPEICTB
ayTeHTHpUKaLHH

HA®D.5

3auura oGpaTHo# CBA3H npu BBOJIE
ayTeHTH(UKAUMOHHOH HHpOpMaLH

HA®.6

Wnentudukauus U ayTeHTHOHMKALUA MOJNb3OBaTeNei,
He ABISIOLIMXCA paGOTHUKaMH omneparopa (BHEIIHHX
THOJIb30BaTeNeii)

HAD.7

Unentuduxauus u  ayreHTHPuUKamus  0OBEKTOB
¢aiinoBoil CHCTEMBI, 3alyCKaeMBIX H HCTIONHAEMBIX
Moayne#i, OOBEKTOB CHCTEM YIpaBlieHHs O0a3aMu
JaHHBIX, OOBEKTOB, CO3[aBa€MBIX TIPUKIAXHBEIM H
CMeLHANIBHBIM [POrPAMMHBIM  O0ecledeHHneM, HHBIX
00beKTOB JOCTYNA

II. YnpaBnenue noctynom
cy6BeKToB AocTyna Kk o0bektaM jgocryna (YI1I)

Y141

VnpaBnenue (3aBefieHHe, aKTUBAIMA, GIOKHPOBaHHE U
YHUYTOXKEHIE) YUETHBIMH 3alUCAMH IOJIB30BaTelNei, B
TOM YHCJIE BHEIIHHX MOb30BaTeNnei

YIia.2

Peanuzauus HeoGXOAAMBIX METOOB (IHMCKPELIMOHHBIH,
MaHJaTHBI, poJIeBOii Ml UHOH MeToA), TUNOB (YTEeHHe,




o~ —— —

25

VnpaBicaue (GiirTpaund, MapuIpyTi 3aiHA. KOHTPONb
COEMMHCHUI. OIHOHANDPABICHHAA Nepedada W WHbIC
CnocoOs ynpasiiecAus) HHOOPMALMOHNLIMH FIOTOKAMU
MEXIY yCTpoilcTiamy, CerMeHramy “i(lopMalroHHOH
CHCTEMBI, 2 1aKKe MEXny HHGHOPMALUOHIBIMY
oncreMamu ]

Pasnenenic  no.1HoMOTHR (poaeii) mnoaLlosaTened,
aIMMHNCTPATOPOB u i, 0BeCneUHBAWMX
| hynKuMoHHposanue HHGOPMALMOHHOH CHCTEMbI

Hasnauesue \MHHMATBHO HEOBXOIHMbIX ;paa “
UpyBusieruif  noas3osatensM, aIMUHIHCTPATODAM A
nunaM, 0BeclieunBAIOLAM GVYHKUHOHUPOBAHHME
nBHOPMALMOHHOT CHCTEMBL e — - ——

— —— —

3ANKCL, BHIOOAACHHE HAW HHOH THO) M paBMJlI 1
| pasrpasyuenus 10cry ra

S MU S I N S

+

—————

“+

QrpaHuyeHue  HC) CMENIHbIX HOMBITOK BXOj@ B
nHGOPMaLHOHN) 1O cucTeMy {;tocryna K

1 HHPOPMAHOHHON CHCTEME) —

[peaynpexierie ONB30BATENA NpPH €r0 BXOAE B
pHEOPMALMOHIVK) — CHCTEMY O TOM.  HTO B
pHPOPMALIMOHTION CHCTEME PEATTM30RAHb! MEPhI 3ALIUThHI
UBDOPMALKMK. H O HCOOXOMMMOCTH COOIKICHUS UM
YCTaHOBIIGHNIBIX  OMEPAaTOpOM  MpuasH.1 06paboTicn
uug)_gma[mw o

QnoBecweHHe DOIb30BATENA HOCTe \cneu.mom BX0Ja B
“HPOPMALMOHAN IO CHCTEMY O €T0 1Ipe bl Iy HIEM RXOAE B
HHPOPMAIMOHIY K CHCTEMY o

VL9

Orpanunterive 4yuciia napamlessHbX C€ancoB 40cTyna
MIA  Ka¥T0iT  VYETHOM  3amicH  1N0ib30RATENA
HHPOPMALNOHHOH CUCTEMBI

VIO

bnoxkuposanne ceanca mocTyna B HHBOPMALIHOHAYIO
CHCTCMY MOCIIC \CTAHOBIGHHOTO BpeMCHHE Oe3aeicTBHS
(11eaKTUBHOCTI) MO1b30BATENA MY NO <o 3a1pocy

YITOLL)

Pazpeienye  (3anpet) HmedcTsuit  no.p3osaresed,
Pa3peICHHLIX 10 HICHTHMKALIMKM U Q) TCHTHPHKAUHH

" VILL12

(MeTOK 0e3011aCHOCTH), CBA3AHHLIX ¢ dHPOpMmaupcid B
_npouecce cc xpaHeHus u 06paborru

llomacpxka ¢ coxpaHeHHe aTpHdYTOB OCIOLIACHOCTH

VIO 13

Peanusauus 3aluMIIEHHOr0 YIATCHHOIO  A0CTYnNa
cyOheKTOB 10CTYIia K 0GBeKTaM J0CTY1a YCPC3 BHEIHNWE
HHOOPMALIHOITHO-TEIEKOMMYHHKAIIMOHHBIC CETH

Y114

PersiamenTaiss ¥ KOHTPOb  MCNOIB3OBAHHA B
uidOpMALMOHHON cHUCTEME TeXHOI0IH Gecnposoanoro

A0CTytta e -

YIIO.15

—_—

PeriavcHrauvs ©  KOHTPOIb  HCHOTBIOBAHWA B
HIOPMaUHEHEOT  CHCTEME MOt is+inlX 1 @NHIIUECKHX

Y]
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CpEICTB

VIIA.16

VYnpasnenne B3auMoneiicTBHEM ¢ MHPOPMALIHOHHBIMH
CHCTEMaMM CTODOHHMX  OpraHW3aluii  (BHEWIHHE
HH(OPMAIHOHHBIE CHCTEMBI)

VIO 17

Obecniedende  JOBEpPEHHOH  3arpy3kd  CpeiACTB
BBIYMCJIMTENBHOH TEXHUKU

I11. Orpasuuenne nporpammuoii cpeast (OIIC)

OIIC.1

VYnpasienue 3amyckoM (OOpaILIEHHAMH) KOMIIOHEHTOB
NpOrpaMMHOT0 00eCIIeYeHHUs, B TOM YHUCIIE ONpeAeicHHe
3aIlyCKaeMbIX KOMIIOHEHTOB, HacTpoiika NapaMeTpoB
3allycka KOMIIOHGHTOB, KOHTPOJb 3a  3aIlyCKOM
KOMIIOHEHTOB MIPOTPAMMHOT0 O0eceyeH s

OIIC.2

VYupasnenue YCTaHOBKOI# (uHCTAIANHEeH)
KOMIIOHEHTOB MPOrPaMMHOTO 00ecIeueHHA, B TOM YHCIe
oInpejesieHAe KOMIIOHEHTOB, MOUIEXAIUUX YCTAHOBKE,
HacTpoiika mapaMeTpoB YCTAHOBKM KOMIIOHEHTOB,
KOHTPOJIb 32 YCTAHOBKOH KOMIIOHEHTOB MpPOrpaMMHOrO
obecneueHus

OIIC.3

VcraHOBKa (MHCTALIALMA) TONBKO pPa3pelleHHOro K
HCIOJB30BaHUIO MPOrpaMMHOIO oOecredeHus U (HIIH)
€ro KOMIIOHEHTOB

OIlC.4

VinpaBneHne BpeMeHHBIMM ¢aiinaMH, B TOM uHcle
3alpeT,  paspellieHHe, MepeHanpaBleHHe  3aluCH,
ylajleHHe BpeMeHHbIX (haiioB

IV. 3amuTta MammHHBIX HocHTeneH nHbopmarmu (3HU)

3HHU.1

VyeT MalUMHHBIX HOocuTeJ el HHpopMaLu

+

3HU.2

VhpaBieHHe XOCTYNOM K MAiIMHHBIM HOCHTEJSAM
uHpopMaLK

+

3HH1.3

KoHTpons mepeMellieHHss MAalIMHHBIX  HOcHUTelnei
nHGOPMAITHH 32 TIpejiedsl KOHTPOINPYeMO 30HbI

3HN.4

UcknioueHre BO3MOXHOCTH HECaHKLIMOHHPOBAHHOTO
O3HAaKOMJIEHHS C  COJAEepXaHHeM HHPOpMALIUH,
XpaHslleiics Ha MamIMHHBIX HOCHUTENAX, H (WJIH)
UCIIONB30BaHUA HocuTeneff HHQOpMaLWM B  HMHBIX
HH(MOPMAI[HOHHEBIX CHCTEMAX

3HA.S5

KoHtpons wucnosnbsoBaHust HHTepdelicoB  BBOOa
(BeIBOoga) wHMpOpPManMH Ha MAaIUMHHBIE HOCHTEIH
uHbopMalHU

3HU.6

Kontpons BBOja (BeIBOmAa) HHOOpMalMu Ha
MallHHHble HOCHTENIH HHbOpMAalH

3HN.7

KoHTpone mnojkiTIOWeHHss MAIUMHHBIX  HOCHTelei
HH(pOpMalMH

3HN.8

VHuutoxeHue  (ctupaHue) — MHGOpPMAlMM  Ha
MallHHHBIX HOCHTENSX IPH HX [epelade MeXIy
MIONB30BATEsIMK, B CTOPOHHME OpraHH3alMH A
peMOHTa WM YTHWIAALUWH, a TaKXe KOHTpONb
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| yuuuToxenns (crupanus)

V. Peructpanus cobsrruii 6ezonacHocti (PCH)

PCB.1

Onpenenenne coOBITHH 6€30MAaCHOCTH, MOAJEKALIMX
pErucTpalyy, i CPOKOB UX XpaHEHHS

PCB.2

Ormpenenenne cocTasa U colepXxaHus WHGOPMaLHH O
COOBITHIX 6€30MacHOCTH, NOANEKANIUX PErHCTPALNH

PCB.3

Cb6op, 3amuch ¥ XpaHeHHe HHGOPMALMH O COOBITHAX
Ge30acHOCTH B TEYEHWH YCTAaHOBIIEHHOTO BpEMEHH
XpaHeHHs

PCB.4

PearupoBanne Ha COOM NpH pErucTpaldd COOBITHI

6e30nacnoc1‘n, B TOM YHUCIIC anmnapaTHeIC H
nporpaMMHeie ommOku, cOoM B MexaHH3Max cOopa
uHpopMalMM M JOCTHXKEHHE  Tpelena  WIH
niepenonHeHns obbremMa (EMKOCTH) MaMATH

PCB.5

MonuTopHHr  (IIpOCMOTp,  aHaM3)  pe3YJbTaTOB
perucTpaunu coOBITHH 6e30macHOCTH M pearHpoBaHHe
Ha HHUX

PCB.6

leHepupoBaHHE  BpPEMEHHBIX METOK W (WIH)
CHHXPOHM3aLHs CHCTEMHOrO BpeMeHH B
MH(OPMALMOHHOH cHcTeMe

PCB.7

3amnTa HHbOPMaLHMHK O COOBITHAX 6€30MacHOCTH

PCB.8

OGecnieyeHre BO3MOXKHOCTH NPOCMOTPa H aHajau3a
HHOOPMAILMH O JNefiCTBHAX OTAENBHBIX MOJNB30BaTENei B
uHGbOpPMaLMOHHOM CHCTEME

V1. AntuBupycHas 3amuta (AB3)

AB3.1

Peanuzais aHTHBUPYCHO#H 3alUHMThHI

AB3.2

OO6HoBeHHe 6a3bl JaHHBIX IPU3HAKOB BPECAOHOCHBIX
KOMIIBIOTEPHBIX Iporpamm (BHpYCOB)

VII. O6Hapyxenue sropxenuii (COB)

COB.1

O6HapyXeHHe BTOPKEHHI

COB.2

O6HoBCHHE 6a3bl pelaOIUX NPaBUI

VIII. KoHTpoJp (aHai3) 3aHMIIEHHOCTH MHGOpMaIH

AH3

AH3.1

BeisipiieHre, aHamu3 ys3BUMocTeil WHGOpMAITHOHHOM
CHCTEMBI M  ONEpaTUBHOE  YCTPAaHCHHE  BHOBB
BLISIBIEHHBIX YSA3BUMOCTEH

AH3.2

KoHTposs yCTaHOBKM OOHOBIEHMH NpOrpaMMHOIO
ofecrieyenns, BKIOYas OOHOBJEHHWE MPOTPaMMHOTO
obecneueHHs CpECTB 3alUTHl HHPOpMALHH

AH33

Kontpons paborocnocoGHOCTH, napameTpoB
HaCTPOHKH H  TPaBHIBHOCTH  (YHKIMOHHPOBaHHUS
MPOrpaMMHOrO  o0ecrieyeHMs W CPEACTB  3alllMTHI
uHbOopManun

AH34

Kontpons cocTaBa TEXHUIECKHX Cpe/CTB,
[IpOrpaMMHOro obecreyeHHss M CPeiACTB  3allMThI
uHbopMalHH
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AH3.5

KoHTposib MpaBun TreHepaid M CMEHB Maponei
HOJB30BaTeNeH, 3aBelleHHs M YAQICHHA YYETHBIX
3anmucei MoJb30BaTeeH, peanu3alyu IIpaBMII
pasrpaHu4YeHHs OCTYIIOM, MOJHOMOYHH Ionb3oBaTeeit
B HH(QOpMALHOHHO# cucTeMe

IX. Obecneuenue LeIOCTHOCTH
nH}popMaIHoHHO# cHcTeMb! 1 HHbopManuu (OLT

OLL.1

KoHTpoIib HENOCTHOCTH MPOrpaMMHOrO obecriedeHus,
BKJIIOYasl NPOrpaMMHOE OO€CHeYeHHe CPeICTB 3allHThI
HHbOpMaIHK

O1)1.2

KoHrpons nexocTHocTH HH(bOpPMALMH, copepx)alencs
B 6a3ax JaHHBIX HHGOPMALHOHHOH CHCTEMEI

OLJL3

ObecneueHune BO3MOXXHOCTH BOCCTAHOBJIEHUS
OporpaMMHOro obecnedyeHus, BKIIOYass NPOrpaMMHOE
obecrieyeHHe CpeACTB 3alUTHl HHGOpPMalWM, MpPH
BO3HHKHOBEHHH HEUITATHBIX CUTyalHH

OLyL4

OOHapyXeHHe M pearnpoBaHHE Ha TMOCTYIUICHHE B
HHGOPMaLHOHHYIO cucTeMy He3anpalIdBaeMbIX
3NIEKTPOHHBIX cOo00LIeHNH (TTHCeM, TOKYMEHTOB) M MHOM
HHGOPMALHH, HE OTHOCAIHXCA K (PyHKUHOHHPOBaHHIO
HHGOPMaLMOHHOH CHCTEMBI (3aIlKMTa OT CIlaMa)

OLUL5

Kontpons conepxanns uH(opMauuy, nepenaBaeMoit

W3  WHQOPMALMOHHOH  CHCTEMBI  (KOHTEeHHEpHBIH,
OCHOBaHHBII Ha cBo#icTBax o0OBeKTa [JOCTYNa, H
KOHTEHTHbIH, OCHOBAaHHBIH HA MOUCKE 3alpeuleHHOH K
nepefaye MHOOPMALMH C MCIONB30BAHHEM CHTHATYP,
Macox M  HMHBIX METOHOB), U  HUCKIIOUEHUE
HENpaBOMEPHOH nepeadu uHbopMaLu u3
HH(POPMaLHOHHON CHCTEMBI

OILJL.6

Orpannuense fpaB mnoNb30OBareliedl MO  BBOLY
WHGOPMALIMK B HHOOPMALMOHHYIO CHCTEMY

OLJL7

KOHTPOJ'IB TOYHOCTH, IIOJHOTBI U TIPaBUIBHOCTH
JAAHHBIX, BBOOUMBIX B HH(bOpMaIIHOHH}’IO CHCTEMY

OLIL8

KoHTpone ommbo4HBX AeiicTBHiI Mosib3oBaTenedl Mo

BBOAy W (uwaM) mepenadye  uHpOpMAalMH U
IOpegynpexieHHe monmb3oBaTeled 00  OmMMGOYHBIX
AEeHCTBHAX

X. O6ecneuenne gocrynuoctd uadopmauun (OAT)

OJT.1

Hcnons3zoBanue o*rmoycmﬁlmsslx TEXHHYECCKHUX
CPEACTB

OJT.2

PesepeupoBanue TEXHUYECKHX CpeACTB,
nporpaMMHOro  obecmeueHHs, KaHaJIOB  Iepefayu
HHpOpMaIVH, CpeAcTB obecneyeHus
GYHKIMOHUPOBaHHS HHPOPMALMOHHON CHCTEMBI

OJAT.3

Kounrpomnn 6e30TKa3HOTO (yHKUMOHUPOBaHHUA
TEXHHUYECKHX CPeACTB, OOHApYKEHWe H JOoKanu3aiuus
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OTKa30B (YHKIMOHHPOBAHHA, IMpPHHATHE Mep IO
BOCCTAHOBJIEHHIO  OTKa3aBUIMX CPEACTB M HX
TECTHPOBaHHE

OIT.4

ITepromuieckoe pesepBHOe KOMHPOBaHHE
HHGOpMallM Ha pe3epBHble MAIMHHBIE HOCHTENIM
uHdpopManuu

OAT.5

Obecneuenue BO3MOXXHOCTH BOCCTaHOBJIEHUA
uHGOpPMAllMH C pe3epBHBIX MALIMHHBIX HOCHTeNei
uHpopmanmu  (pe3epBHBIX  KOMHA) B  TEYESHHH
YCTaHOBIEHHOTO BpeMEHHOTO HHTEpBaia

OJT.6

Kiactepusanus HHGOPMALIHOHHON CHCTEMBI U (UiH) ee
CErMEHTOB

OAT.7

KOHTpONIE COCTOSHHS M KauecTBa MpeNOCTABIEHHA
YHONHOMOYEHHBIM JIMLOM BBIYUCIHTENBHEIX PECYpPCoB
(MouHOCTEiH), B TOM YHCIIE [0 Nepeaade HHPopMau

XI. 3ammTa cpenbl BupTyanusauuu (3CB)

3CB.1

Wnentuduxamus ©  ayTeHTHHKALus CYOBEKTOB
JocTyna # OOBEKTOB JOCTyma B  BUPTYaIbHOM

HHQPACTPYKTYpe, B TOM YHCIE aIMHHHUCTPATOPOB
YHpaBlI€HHA CPCACTBAMH BHPTYaIH3allHHA

3CB.2

VipaBneHue JOCTYNoM CYOBEKTOB JocTyna K
00BeKTaM HOCTYNa B BUPTYalbHOM HHGPAacTpPyKType, B
TOM YHCIIe BHYTPH BUPTYaJlbHBIX MalIHH

3CB.3

Peructpauus cobbiTuii 6e30MacHOCTH B BHPTYaIbHOI
HHGPACTPYKTYype

3CB4

Ynpasnenue (punbTpanus, MapIpyTH3aus, KOHTPOJIb
COeMHEHHs, ONHOHANpaBJIEHHas Iepefaya) NMOTOKaMH
vMHDOpPMAllMd MeXDy KOMIIOHEHTAMH BHPTYaJIbHOM
HHPPACTPYKTYPHI, a TaKKe MO NEPHMETPY BHPTYalbHOH
HHpacTpyKTyphi

3CB.5

JloBepeHHas 3arpy3ka cepBepOB BHpTyallH3alluH,
BHPTyaJbHOH  MamuHbl  (KOHTeHHepa), cepBepoB
YIpaBlI€HHUs BUpTyanu3anuen

3CB.6

YnpaBnenue nepeMemieHHeM BHPTYalbHBIX MallMH
(xoHTElHepoB) U 0OpabaThiBaeMbIX Ha HHX JAHHBIX

3CB.7

Konrpons LIeJIOCTHOCTH BHPTYaJbHOM
HHOPacTPyKTYpHI U ee KoHQHTYpaluii

3CB.8

PesepBHOe KomHMpoBaHMe HaHHBIX, pe3epBHUpPOBaHHE
TEXHHYECKHX CpeICTB, MpOrpaMMHOro obecreyeHus
BUPTYallbi 0 HHGOPACTPYKTYPHI, a TaK)Ke KaHaNOB CBSI3M

BHYTDH BHPTYaJIbHOH HHOPACTPYKTYPhl

3CB.9

Peanuzauust u ynpaBieHHe aHTUBHPYCHOH 3alMTOH B
BHPTYaJIbHOH HHPPaCTPYKType

3CB.10

Pazbuenne  BupTyansHOH  uMH(QpacTpyKTypel Ha
CerMeHTHI (cerMeHTHpOBaHHE BUPTYaIbHOMH
HHpacTpyKTypsl)  Ins  obpaGotku  uHdopManum
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OTAEeNbHBIM  MOJb30BaTeneM M (WIM)  rpynmnoH
noJip3oBatenei

XI1I. 3aiumra texamueckux cpeacts (3TC)

3TC.1

3aiura HH(}popMaLmH, obOpabaTriBaeMoii
TEXHAYECKHMH CpeACTBAMH, OT €€ YTeYKH II0
TEXHUYECKUM KaHaIaM

3TC.2

Opranuzanns KOHTPOJIHUpYeMO# 30HBI, B mpefenax | +
KOTOPOH MOCTOSAHHO pa3MelaloTC  CTalMOHAPHbIE
TeXHAYECKUE CpelcTBa, obpab6artsiBarolye
HHGOPMALMIO, U CPEACTBAa 3alUMTHl HHGOpMauuH, a
TaKoKe cpeAicTBa obecneyeHus (pyHKIHOHAPOBAHHS

3TC.3

Kontpons u ynpaeieHHe ¢GH3HYECKUM HOCTYIIOM K
TEXHUYECKUM  CpENCTBaM,  CPEACTBaM  3alIUTHI
HH(OOpMaIuy, cpencTBaM obecrnieueHus

(QYyHKUHOHHpOBaHHS, a TaKKe B [OMEIIEHHI U
COODYXEHHi, B  KOTOPBIX OHH  YCTaHOBICHBI,
HCKIIOYAIOINHE HECAHKUHOHMPOBAHHBINA  (H3HIECKHH
AOCTYH K cpeicTBaM 00paboTkH  uHpOpMaLuy,
CpefcTBaM  3alMTHl HHGOPMAalHH M  CPEeACTBaM
obecneveHns (GYHKUHOHHPOBaHUA HHGOPMALHOHHOMH
CHCTEMBI U MOMEILEHHA H COOPYXKEHHs, B KOTOPBIX OHH
YCTaHOBIIEHBI

3TC.4

PasMemienne ycTpolicTB  BbiBoga  (0TOOpaXkeHHs)
HH(pOopMaLHy, HCKITIoYalolee ee
HECaHKI[HOHHPOBAHHBIH IPOCMOTP

3TC.5

3ammuTa OT BHENIHHX BO3AEHCTBUII (Bo3jeiicTBHit
OKpyXatoulei cpensl, HeCTaOHJIBHOCTH
JNeKTPOCHAOKEHH, KOHAMLMOHHPOBAHUA M  HHBIX
BHEIUHUX (HaKTOpOB)

XI1. 3aumta nHGOpMALIMOHHON CHCTEMBI,
€€ CpelCTB, CHCTEM CBA3H U nepenayn aanHsix (3UC)

3UC.1

Pasnenenue B HHQOpMaHOHHOMN cucTeMe GYHKUHH O
YIpaBieHHIO (3aAMHUHHCTPHPOBAHHIO) HHGOPMALMOHHOM
CHCTEMOV, yTpaBJIeHUIO (aZIMHUHHCTPHPOBAHHIO)
cucTeMOi  3amuTel  MHoOpMauuH, GYHKUMH MO
obpaborke  MHpopMaUMH H  HHBIX  QYHKUMH
HH(OPMAIHOHHO# CHCTEMBI

3UC.2

Hpeno*mpameﬂue 33J€PXKXKKH UIIH IpEepLIBaHuA
BBITIOJIHEHHST TIPOHECCOB C BBICOKMM HNPHOPDHTETOM CO
CTOPOHBI IMTPOLIECCOB C HH3KUM IIPMOPUTETOM

3UC.3

OGecnieyeHre 3alIATH HH(OPMALHMH OT PAaCKpHITHA,

MoAMUKalUMH M  HaBA3BIBAaHUA  (BBOJA  JIOXKHOH
nHpOpMaUUK) TIpH ee Hepefadve (MIOATOTOBKE K
nepefade) MO KaHanaM CBA3H, HWMEIOMIMM BBIXOJ 3a
Ipenesbl  KOHTPOJMPYEMOH 30HB, B TOM YHCIE
6ecrpoBOIHBIM KaHAIaM CBA3H
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3UC.4

OGecrieueHne HOBEPEHHBIX KaHana, MapuipyTa Mexay

aIMUHHACTPAaTOpOM, [ONB30BaTeNieM W  CPEACTBaMH
saumrtel  MHGopManuM  (QyHKUMSMH Ge30IacHOCTH
CPEZACTB 3alUTh HHPOpMaLKH)

3UC.5

3anpeT HeCaHKI[MOHUPOBaHHOM yJaleHHON aKTHBaLUK
BH/IEOKaMep, - MUKPOQOHOB W MHBIX rmeprepuiiHbIX
YCTPOMCTB, KOTOpEIE MOIYT aKTMBHUPOBAaThCA YAAIEHHO,
W OIOBEIllgHHE NoJb30BaTenedl 00 aKTHBALMH TAaKHX
YCTpOHCTB

3UC.6

Ilepesaya ¥ KOHTPONMB LEJNOCTHOCTH AaTpHOYTOB
Ge30macHOCTH (METOK Oe30MmacHOCTH), CBA3aHHBIX C
uHbopMauuei, npu oOMeHe uHQpopManued ¢ HHBIMA
MHOOPMAIIHOHHBIMH CUCTEMaMH

3UC.7

KoHTpons CaHKUHMOHUPOBAHHOTO U  HCKIIIOYEHHE
HECaHKLIMOHHMPOBAaHHOTO HCTIONB30BaHUSA TEXHONOTHH
MOOHIIBHOTO KOJa, B TOM HHCJ€ PerucTpanus coObITHiA,
CBA3aHHBIX C MCIOJAb30BAHHEM TEXHONOIHH MOOHILHOrO
KOJa, WX aHalu3 M peardpoBaHHEe Ha HapyILUeHHs,
CBSI3aHHBIE C KCIIONb30BaHUEM TEXHOJIOIH MOOHIBHOTO
KoJa

3UC.8

KOHTpONE  CaHKIMOHMUPOBAaHHOTO M HMCKIIIOYEHHE
HECaHKLIMOHUPOBAHHOIO HCIOJNB30BaHHA TEXHOJNOTHiA
nepegayd peyd, B TOM YHCIie PErHCTpalusi COOBITHiA,
CBA3aHHBIX C HCNONb30BAHMEM TEXHONOTHH mNepenadn
pedd, WX aHaJlW3 W pearupoBaHHe HAa HapyLIEHUs,
CBA3aHHbIE C HCIONb30BAaHWEM TEXHOJOTHH Mepeaavn
pedn

3UC.9

KoHTpons  CaHKIMOHMPOBAaHHOH H  HCKIIOYEHHE
HEeCaHKIMOHMPOBaHHOJ mepefiayd BuAeoHHDOPMALHH, B
TOM 4HCJI€ PpErHcCTpanMsa COOBITHH, CBA3aHHBIX C
nepegadeii  BugeoMHGOpManMHM, MX  aHaUM3 M
pearpoBaHMe Ha HapyLIeHHs, CBA3aHHBIE C mepegavei
BUAeOMH(OpPMAIMH

3UC.10

HoaTtBepxaenue TIPOUCXOXACHUS MCTOYHHKA
uHbOpMALMH, NOTydaeMoil B Mpolecce OmpeneneHus
CETEBBIX aJIPECOB IO CETEBbIM HMEHAM HJIH OIpeAeNeHUs
CETEBBIX HMEH 110 CETEBBIM ajipecaM

3UC.11

OOGecrieueHye TMOITUHHOCTH CETEBBIX COEIMHEHMM
(ceaHcOB B3a#MOJEHUCTBHUA), B TOM YHCJIE JUIA 3ALHTHI OT
MOJIMEHBI CETEBBIX YCTPOHCTB H CEPBHCOB

3HC.12

HUckimodeHue BO3MOXKHOCTH OTpULAHUA
nosis3oBareneM (axkta OTHpPaBKA HHOOPMAaUUH APYroMy
HOJIb30BATENIO

3MC.13

Hcwmrouenue BO3MOYKHOCTH OTpHUAHHA
nojp3opareneM ¢Gaxkra mHONy4YeHHs WHGOpMaLMU OT
JPYroro NoJib30BaTes
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3UC.14

Hcrone30BaHHe yCTPOHCTB TEpMHUHANIBHOTO JOCTYMNa
JUis 06paboTKH HHPOpMaHH

3UC.15

3amura apxXuBHHIX (haiisIoB, MapaMeTpoB HACTPOHKH

CPEACTB 3alllUThl HHGOpPMAallMd # IPOrPaMMHOrO
obecriedeHHss W MHBIX JaHHBIX, HE MOUIEXKAIIHX
HW3MEHEHHIO B IpoLecce 06paboTku MHpOpMaLHH

3UC.16

BeisBnenue, aHanm3 M OnokupoBaHHE B
HHGOPMALMOHHOMN CHCTEME CKPBITBIX KaHAJIOB NEpeAayH
HHGOpMauud B OOXOX peanTH30BaHHBIX Mep 3allUTHI
HHGOPMALMK © MM BHYTPH Ppa3peIlCHHBIX CETEBBIX
HPOTOKOJIOB

3UC.17

Pa36uenne MHQOPMALMOHHON CHCTEMEI Ha CErMEHTBI

(cerMeHTHpOBaHMe WH(POPMALMOHHOM CHCTEMBI) U
ofecriedeHde  3alIUTBI  [TEPUMETPOB  CETMEHTOB
HHQOPMAIHOHHOM CHCTEMBI

3UC.18

ObecreyeHre 3arpy3kd H HCIIOJIHEHHS MPOrpaMMHOIO
ofecriedeHns ¢ MalIMHHBIX HocuTenell WHpOpMaLVH,
JOOCTYNHBIX TONBKO QI YTEHHA, H KOHTPOJb
IIEJIOCTHOCTH JaHHOTO MpPOrpaMMHOro obecrneyeHus

3UC.19

Msonaumsa rmnpoueccoB (BBINOJIHEHHE MPOrpaMM) B
BBIJIENICHHO#M 0071aCTH HaMATH

3UC.20

3amura GeCIIpOBOIHBIX COeIUHEHHI, MPUMEHAEMBIX B
HHGOPMALHOHHOMN CHCTEME

3UC.21

Hckmoyenne focTyna mojs3oBateis K HHMOpMaLUH,
BO3HHMKIIEH B pe3y/braTe JeWCTBHH MpeaplayLIero
MONIB30BATENsl Yepe3 pPeecTphl, ONEPaTHBHYIO NaMATh,
BHEILIIHHE 3alOMHHAIOIIME YCTPOMCTBA M HHBIE 0OLye
s nosb3oBaTenedl  pecypcsl  MHGOPMaLMOHHOH
CHCTEMBI

3UC.22

3amuta WHQOPMALHOHHON CHUCTEMBI OT  Yrpo3
Oe3onacHocT MH(OpMAalNHK, HANpaBIEHHBIX HA OTKA3 B
o0cyx1BaHNH HHPOPMALMOHHON CHCTEMBI

3H1C.23

3amuTa nepumeTpa (PpU3UUECKUX U (MIIH) JOTHIECKHX
rpaHvi)  HHGOPMAaLMOHHOM  CHCTeMBl TpH  ee
B3aUMOAEHCTBHH C HHBIMM  HMH(OPMALMOHHBIMH
CHCTEMaMHU H HH(OPMaIHOHHO-
TeJEKOMMYHHKALHOHHBIMH CETAMHU

3KC.24

IIpexpaieHre  ceTeBBIX  COEAMHEHHH MO WX
3aBEPIICHUH WM N0 HCTEYEHUHU 3aJ]aHHOTO ONEPATOPOM
BPEMEHHOTO  WHTEpBala HEAKTHBHOCTH  CETEBOr0
COeTMHEHUs

3UC.25

HcnonbzoBanne B HHGOPMAIIMOHHON CHUCTEMe HIIH ee
CerMEHTax  Ppa3iMYHBIX THUIOB  OOIIECUCTEMHOrO,
OPUKIAJAHOTO M CHEHHAIBHOTO  [POrpaMMHOTO
obecreueHus (Co3naHue FeTepOTeHHOH cpesbl)
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3UC.26 Hcmonp3oBaHue  MPUKIAJHOTO W CHEHHAIBHOIO
NPOTPaMMHOr0 obecHeueHHsI, UMEIOIHIX BO3MOXHOCTD
GYHKIIHOHUPOBaHUA B cpenax Pa3IUYHBIX
OIepaliOHHBIX CHCTEM

3UC.27 Cosnmanne (3Mynsuus) JIOXKHBIX HH(POPMAIHOHHBIX
CHCTEM HIIM MX KOMIIOHEHTOB, MpeJHa3HaYeHHBIX LA
oOHapyXeHHS, perucTpaldd ¥ aHammM3a AelcTBHH
HapylIuTeleii B  Ipolecce  pealu3alldd  yrpo3
6e30macHOCTH HHGOpMaIMH

3UC.28 BocnpousseZieHHe  JIOXHBIX M (WIHM)  CKphHITHE
HCTHHHBIX OTAENBHBIX HHPOPMAaUHOHHEIX TEXHONOTHH H
(M)  CTPYKTYpHO-(PYHKIIMOHANBHEIX XapaKTEPHUCTHK
AHQOPMALMOHHOM CHCTEeMBI WM €€ CerMeHTOB,
obecrieynBarolllee HaBS3pIBAHHE HAPYIIHTENIO JIOKHOTO
HpencTaBleHHss 00 MCTHHHBIX  HMH(pOPMAIMOHHBIX
TEXHONOTHAX M (WIH) CTPYKTYpHO-()YHKIMOHATBHBIX
XapaKTEPUCTHKAX HH(POPMALIHOHHOH CHCTEMBI

3UC.29 IlepeBon WHQOPMALIOHHOH CHCTEMBI MIH  ee
YCTPOHCTB (KOMIIOHEHTOB) B 3apaHee OIpeleeHHYIO
KOHUrypaiuio, obecrneuHBaIoLIyo 3aLUTY
nH$OpMaLKH, B Cllydyae BOSHHKHOBEHUH OTKa30B (cO0eB)
B cHCTeMe 3amuThl HHGopMauuH WHGOPMALMOHHOH
CHCTEMBI

3UC.30 3ammTa  MOOWJBHBIX ~ TEXHMYECKHX  CpPeICTB, + |+ |+
[pHUMeHAeMBIX B HHPOPMALIMOHHOM cHCTEMe

«t» - Mepa 3alMTBl MHPOpPMAuWM BKIIOYeHAa B 0a30Bblii HaGop Mep mis
COOTBETCTBYIOLLETO KJIacca 3aIlULIEHHOCTH HHPOPMaUHOHHON CHCTEMBI.

Meps! 3amyThl HHGOPMAILHH, He 0003Ha4YEHHBIE 3HAKOM «+», IPHMEHAIOTCS TIpH
ajantauuu 6azoBoro Habopa Mep M YTOYHEHHH afanTHpOBaHHOro 0azoBoro HaGopa
Mep, a TaKKe INpH pa3paboTKe KOMIICHCHPYIOIMMX Mep 3alMThl HHEGOpPMAaLWH B
WHGOPMALIHOHHOM CHCTEME COOTBETCTBYIOLLETO KJIacca 3aLMILIEHHOCTH.
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