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BBeaeHue

Hacroawme pekoMmeHgauuu cogepxar onucaHue pacwmpeHus aokymeHta PKCS#15 «Cryptographic
Token Information Format Standard» [1], pazpa6oraHHoro u onybnukosaHHoro RSA Laboratories. OH onuchbl-
BAET CMHTAKCUC NPEACTaBAEHMSA KNOYEBON MHGOPMAaLMK, LMPPOBLIX CEPTUPMKATOB, ayTEHTUAUKALMOHHON
UHbopMaLK M APYIMX AAHHLIX NPU UX XPAHEHUU HA BHELLUHUX HOCUTENSIX.

HaHHoe paclmpeHue [1] n03BONSAET UCMONb30BaTb CUHTAKCMC 6a30BOro CTaHAgapTa 4NA Co3aaHus KOHTEN-
HEepPOB XPaHeHUA KNIYEBON MHAOPMaLIMK, MCNONbL3yeMOoN B kpunTtorpaduyecknx anroputmaxno FOCT P 34.10
n MOCT 28147—89.

LlenecooBpa3HocTb pa3paboTku HACTOALUX PEKOMEHAALINI BbI3BAHA NOTPEOHOCTLIO B YHUPULIMPOBAH-
HOM pELLEHNM, UCMOMb3YIOLLEM HALMOHAmMbHbIE KpunTorpaduyeckme CtaHaaptel M no3sonsolem obecne-
YUTb COBMECTUMOCTb CPEACTB KpUNTOrpadpuyeckon 3awuTel pasnuyHbiX pa3paboTyuMkoB B YacTtu dopmMara
XpaHeHus KMo4eBoi MHpopMaLMn Ha HOCUTENE NOoMb30BaTens.

n puMedYaHne — OcHoOBHas YacTb HacToALMX peKOMeH,ElaLWIVI AONOJTHEHa NPUNOXEHNAMN Aunb.
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PEKOMEHAIZALMUNMN no CTAHALAPTMUS3IALULMUM

UndopMaLmoHHana TEXHONOrus
KPUNTONPA®UYECKAA 3ALUINTA UHOOPMALIMA
KoHTelHep xpaHeHusA Knovyen

Information technology. Cryptographic data security.
Key storage container

Nara BBeaeHua — 2017—06—01
1 O6nacTb NpUMeHeHuA

Hacroswme pekoMeHaauuu npeaHasHayeHbl AN NMPUMEHEeHUs B 00LLUEAOCTYNHLIX MHGOPMALMOHHO-
TENEKOMMYHUKALMOHHBIX, KOPNOPATUBHLIX CETSIX U MH(POPMALIMOHHBIX CUCTEMAX ANA 3aLWmuTbl HOPMaLUK,
He coaepXallen CBeaeHUn, COCTaBNAIOLWUX rOCYAapPCTBEHHYIO TalHy, C UCNOMNb30BAHUEM MEXAHU3MOB UG-
pPOBaHUA U 3aLUMTbI ayTEHTUYHOCTU A aHHbIX.

2 HopmaTuBHbIE CCbINTKU

B HacToALMX peKOMeHAaumMsAX UCNomNb30BaHbl HOPMATUBHbBIE CCbIMKU HA Crieaylowme CTaHaapTbl:

FOCT P 34.10 HpopmaumoHHasa TexHonorua. Kpuntorpaduyeckas sawmra uidgopmagun. MNpoueccol
HhOPMUPOBaAHUS U NMPOBEPKMU BNEKTPOHHOW LIMPOBOW NOAMUCH

FOCT P 34.11 UndopmaumoHHaa TexHonornsa. Kpunrorpaduyeckan sawmra nHgopmauun. PyHkuuaA
X3LWMpPOBaHUSA

FOCT 28147—89 «Cuctembl 06paboTkn nHpopmauuu. 3awmrta kpunrorpacduyeckasi. ANrOpUuT™M Kpun-
Torpacmyeckoro npeobpasoBaHnA»

P 50.1.111—2016 WHdopmaumoHHaa TexHonorna. Kpuntorpadudeckaa sawmrta undopmauuu. lNa-
porbHas 3awuTa KnioveBon nHdopmaumm

P 50.1.112—2016 UndopMmaumoHHasa TexHonorusa. Kpuntorpaduyeckas sawpmra nHpopmauyun. TpaHc-
MOPTHbIN KINIOYEBOW KOHTENHED

P 50.1.113—2016 UNudopmauunoHHasa TtexHonorus. Kpuntorpacduyeckas 3awmrta uHdopmauum. Kpun-
Torpadpuyeckne anropuTMbl, CONYTCTBYIOLLME NMPUMEHEHUIO anrOPUTMOB SNEKTPOHHON LUPOBOA NOANUCH K
PYHKLUUN X3LLMPOBaAHMUSA

MpumeyaHue—pKu NONb3OBAHWN HACTOALMMU peKOMeHAaLmMAMU LienecoobpasHo NpoBepuTL AeiicTBUE
CCbINOYHBIX CTAaHAAPTOB (pekoMeHAaLMWiA) B MHEPOPMaLIMOHHON cucTeMe obLLero nonbL3oBaHus — Ha ouymansHoM cainte
depepanbHOro areHTCTBa Mo TEXHUYECKOMY PeryriMpoBaHuio U METPOSIoru B ceTu VIHTepHET Ui No eXerogHomy WH-
dopmMaLMoHHOMY Yka3aTento «HaLuoHanbHbele CTaH4apThl», KOTOpbIA ONy6nuKkoBaH No COCTOAHUIO Ha 1 AHBaps TeKyLuero
roga, v no BbiMyckaM eXeMeCA4YHOro MHPOPMaLIMOHHOro yKkasaTens «HauvoHanbHele cTaHAapThi» 3a TeKyLuii rog. Ecnu
3aMeHeH CChIMOYHBI CTaHAapT (PeKOMEeHAaLMM), Ha KOTOPLI AaHa HefaTnpoBaHHas cehiflka, To PEKOMEHAYETCS UCMOSb-
30BaTb AENCTBYHOLLYIO BEPCUIO 3TOrO CTaHAapTa (peKomMeHaumii) ¢ y4eToM Bcex BHECEHHbBIX B iaHHYH BEPCUIO U3MEHE-
HUWIA. ECnn 3aMeHeH CChINoYHbIN cTaHAapT (pekoMerAaLmMn), Ha KOTopbIiA AaHa AaTMpoBaHHast CChINKa, TO PeKOMEHAYeTCs
“cnone3oBaTh BEPCUIO STOrO CTaHAapTa (pekoMeHaaLuin) C ykasaHHbIM Bhillie rofoM YTBepXAeHUs (NpuHaTus). Ecnu no-
cre yTBepXaeHNs HacToALWMX peKOMeHalUuil B CChINOYHbIA CTaHAapT (pekoMeHAauUmMm), Ha KOTOpbIi faHa AaTupoBaHHas
CCbIfNKa, BHECEHO U3MEHeHWe, 3aTparuBaroLLee NonoxeHne, Ha KOTOPOe faHa CChifka, TO 3TO NONOXEHWe PeKOMEHAYETCA
NpPUMeHsTb 6e3 ydeTa faHHOro U3MEHeHWUsA. Ecnu cebinovHbIi cTaHfapT (pekoMeHgaunu) oTMeHeH 6e3 3ameHbl, TO Mno-
NOXeHWe, B KOTOPOM AiaHa CChifika Ha Hero, NPUMEHSETCA B 4YacTy, He 3aTparuBatoLleit 3Ty CChIMKY.

3 TepMuHbI, onpeaeneHnsa u o603HavYeHus

B HacTosiLpmx pekoMeHaauusax NpUMEHeHbl TePMUHbI, onpeaeneHnsa U 0603Ha4YeHUs1, onpeaeneHHble B
JOKYMEHTaXx, MpuBeAEeHHbIX B pasgene «bubnuorpadusy.

U3paHue ocpuumnanbHoe
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4 ba3oBble TUNbI [1]

BasoBble Tunbl noagpo6HO onucadbl B 6.1 [1]. STux 6a30BbIX TUMOB AOCTATOMHO AN cneuudukayum uH-
dropManumy 0 Knovax, BKINOYas Ha3HaYeHne KINioden, Cpoku AENCTBUSA, AaHHbIE O BaJenbLe, u3gartene u T. n.

B [1] oTCyTCTBYET OonpeaeneHne «MmMa KOHTENHepay, U ANst HAMMEHOBAHMA 0ObEKTOB NPUMEHEHA METKA
6.1.3[1).

Label ::= UTF8String (SIZE(0..pkcs15-ub-label))

OObeKTbl 3aKpPbITbIX, OTKPbITLIX KMOYel U cepTudmkaToB coaepxkart uaeHtudukarop iD (CM. CTPYKTypbI
CommonKeyAttributes, CommonCertificateAttributes [1]). WaeHTubukaTop nmeet cnegytowuii Tmn:

Identifier ::= OCTET STRING (SIZE(0..pkcs15-ub-identifier).

MaeHTndukatop ABNSETCS YHMKanbHbIM And 00bekta 0gHOro TMna B paMkax Og4HOro KoHTenHepa [1].
CoBnageHvne UaeHTUUKATOPOB OOBLEKTOB PA3HOro TMMa O3Ha4YaeT UX B3aumocBA3b. Hanpumep, cooTsert-
CTBUE 3aKPbITOrO KNioYa OTKPbITOMY KIHOYY UMM COOTBETCTBUE KIo4a cepTudukary.

Onsa naeHTudukaymn Knoyven Takke MOryT UCnonb3oBaTbCA nomnsa subjectName, cogepawme mms
cybbekTa kntova (cMm. cTpyktypbl CommonPrivateKeyAttributes, CommonPublicKeyAttributes [1]).

B [1] 0ObekTbl MOTYT XPaHUTLCA Kak B BUAE 3HAYEHUI, TaK U B BUAE CCbINOK HA Apyrue obbekTbl. Ans
3TOro NpUMeHeH Tun gaHHbix PathOrObjects (6.1.7 [1]).

PathOrObjects {ObjectType} ::= CHOICE {
path Path,
objects [0] SEQUENCE OF ObjectType,

indirect-protected [1] ReferencedValue {EnvelopedData {SEQUENCE OF
ObjectType} },
direct-protected [2] EnvelopedData {SEQUENCE OF ObjectType},
}

Hacrosilume pekomeHaauuu onpeaensior, YTo AN XPaHEeHUst HEKOHDUAEHLUMANbHBIX 0OBEKTOB (OTKpbI-
Thle KIo4Yn, cepTudukaTbl) AOMKEH UCNONb30BaTLCA BapuaHT objects[0], a Ana xpaHeHus KoHMUAeHUmanb-
HbIX 0OBEKTOB (3aKPbITblE U CUMMETPUYHbIE KMNOYKM) — BapuaHT direct-protected|[2].

Ona npeHTMdmKkaumm napaMmeTpoB OOBLEKTOB M 0Bnactum ux npuMeHeHus ucrnons3dyerca tun Keylinfo
6.1.13 [1).

Keylnfo {ParameterType, OperationsType} ::= CHOICE {
reference Reference,
paramsAndOps SEQUENCE {
parameters ParameterType,
supportedOperations OperationsType OPTIONAL
}
}

Camun 0bbekTbl [1] npeacraBnaoT cobon HAabop aTpubyTOB PasHOrO YPOBHA AeTanu3aumu, no3Bofsowmnx
onucarb BCEBO3MOXHbIE CBOICTBAa 0GbEKTOB U NPU HEOBXOAUMOCTY PACLUMPUTL NEPEYEHb ONMCHIBAEMbIX CBOCTB.

PKCS150Dbject {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {
commonObjectAttributes CommonObjectAttributes,
classAttributes ClassAttributes,
subClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes

}

5 OOBLEeKTbI Arnst XpaHeHUsA Krouen

[1] onpeaeneHo, YTO B KOHTENHEPE MOTYT XPAHUTLCA KITHOYM TPEX TUMNOB: 3aKPbITbl€, OTKPLITLIE U CUMME-
TpU4HbIe. Huxke onpeaeneHsl pacluMpeHus COOTBETCTBYIOLLMX CTPYKTYP ANS XpPaHEHUs KIo4ven anroputMos
FOCT P 34.10 u TOCT 28147—389.

5.1 NpepcraBneHue knrova

Ons oBecneyeHns 3aWmMTbl 3aKPbITbIX U CUMMETPUYHbLIX KIIOYEl OT yTevyek no noOO4vHbIM KaHanam
npu CYUTLIBAHUM W NPOBEAEHWUM Onepauuii ¢ Kniv4aMmu LenecoobpasHo UCMONb30BaHUE MaCKMPOBAHHbLIX
2
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Knoyen. Ons xpaHeHUs MackupoBaHHbIX KNoyei 1 HA6opOB Macok MCNONIb30BaHbI NPEACTABNEHUS KNioYen
B BMAE:
GostR3410-2012-KeyValueMask ::= OCTET STRING { K |M,|M,|....|M, }
Gost28147-89-KeyValueMask ::= OCTET STRING { K [M, |M,|....|M, }

Moapo6Hoe onncaHue AaHHbLIX NPeACTABNEHUII KNIoYen u3noxeHo B pasaene 4 P 50.1.112—2016.

5.2 O6GEeKT 3aKpbITOro Knr4a

B cooteetcTBumM ¢ 6.3.1 [1]:

PrivateKeyType ::= CHOICE {
privateRSAKeyPrivateKeyObiject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey[2] PrivateKeyObject {PrivateDSAKeyAttributes},
private KEAKey[3] PrivateKeyObject {PrivateKEAKeyAttributes},
... -- For future extensions

}

PrivateKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

[ns xpaHeHus Kniodeid, BeipaGoTaHHbix no anroputmy MOCT P 34.10, B cTpykTypy PrivateKeyType Bee-
OEH CneayoLWuii TUN Kntova:

privateGostR3410-2012Key [27] PrivateKeyObject {
PrivateGostR3410-2012KeyAttributes}

PrivateGostR3410-2012KeyAttributes ::= SEQUENCE {
value ObjectValue {GostR3410-2012PrivateKey},
keylnfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations}
OPTIONAL,
... == For future extensions

}
GostR3410-2012PrivateKey ::= GostR3410-2012-KeyValueMask

GostPrivateKeyParameters ::= CHOICE {
gostR3410-2012ParamSet OBJECT IDENTIFIER,
privateKeyParamSet [0] GostR3410-2001-ParamSetParameters,

}

rae gostR3410-2012ParamSet — ugeHTudukaTop napameTpoB anroputma, KOTopbliil BbibpaH B COOTBETCTBUM
¢ «MaeHTudpukaropel 06bekToB (OID) TEXHMHECKOTO KOMUTETA NO CTaHAapTU3auuny [2]. PekoMeHayeTcsa uc-
none3oBaTk 3HavyeHue id-tc26-gost-3410-12-512-paramSetA.

Ecnu ctpykTypa keylnfo oTcyTcTByeT, TO npeanonaraercs sHa4eHue napameTpos N0 YMOSHAHMIO:

Keylnfo.paramsAndOps.parameters = id-tc26-gost-3410-12-512-paramSetA

5.3 O6BEKT OTKPLITOro Kro4a
B 6.4.1 [1] onpeaeneHbl OTKPbITbIE KITHOYK:

PublicKeyType ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublicKeyObject {PublicKEAKeyAttributes},
... == For future extensions
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PublicKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

Ana xpaHeHus OTKPLITOro Kniova, BblpaboTanHoro no anroputmy FOCT P 34.10, B CTPYKTYpY
PublicKeyType BBeaeH cneayiowmit Tun:

publicGostR3410-2012Key [27] PublicKeyObject {
PublicGostR3410-2012KeyAttributes}

PublicGostR3410-2012KeyAttributes ::= SEQUENCE {
value ObjectValue {GostR3410-2012PublicKeyChoice},
keylnfo Keylnfo {GostPrivateKeyParameters, PublicKeyOperations}
OPTIONAL,
... —- For future extensions

}

GostR3410-2012PublicKeyChoice ::= CHOICE {
raw GostR3410-2012Point,
spki SubjectPublicKeyInfo,

}

Mpu ucnonb3oBanum SubjectPublicKeylInfo OTKpbITLIA KMIOY U €r0 NapaMeTpbl AOMKHLI ObITb NpeacTaB-
neHbl B cooTBeTCTBUM C 4.3 [3]. Mone SubjectPublicKeylnfo.algorithm.parameters ne aoniHo 6bitb NULL.

Mpu ucnonb3oannu GostR3410-2012Point OTKPbITBIN KIOY A0SDKEH UMETL NpeACTaBreHne, onucaH-
Hoe B P 50.1.112 — 2016.

GostR3410-2012Point ::= GostR3410-2012-PublicKey.
Ecnu crpyktypa keylnfo oTcyTCTBYeT, TO npeanonaraeTcs 3Ha4eHue napaMeTpos No YMOMYAHMIO:

Keylnfo.paramsAndOps.parameters = id-tc26-gost-3410-12-512-paramSetA

5.4 OGBEKT CUMMETPUYHOTO KNtovYa
CTpyKTypa CUMMETPUYHOIO CEKPETHOrO Kimtoya onpeaeneHa B 6.5.1 [1].

SecretKeyType ::= CHOICE {
genericSecretKey SecretKeyObject {GenericSecretKeyAttributes},
rc2key [0] SecretKeyObject {GenericSecretKeyAttributes},
rc4key [1] SecretKeyObject {GenericSecretKeyAttributes},
desKey [2] SecretKeyObject {GenericSecretKeyAttributes},
des2Key [3] SecretKeyObject {GenericSecretKeyAttributes},
des3Key [4] SecretKeyObject {GenericSecretKeyAttributes},
castKey [5] SecretKeyObject {GenericSecretKeyAttributes},
cast3Key [6] SecretKeyObject {GenericSecretKeyAttributes},
cast128Key [7] SecretKeyObject {GenericSecretKeyAttributes},
rc5Key [8] SecretKeyObject {GenericSecretKeyAttributes},
ideaKey [9] SecretKeyObject {GenericSecretKeyAttributes},
skipjackKey [10] SecretKeyObject {GenericSecretKeyAttributes},
batonKey [11] SecretKeyObject {GenericSecretKeyAttributes},
juniperKey [12] SecretKeyObject {GenericSecretKeyAttributes},
rc6Key [13] SecretKeyObject {GenericSecretKeyAttributes},
otherKey [14] OtherKey,
.. -- For future extensions

}

SecretKeyObject {KeyAttributes} ::= PKCS150bject {

CommonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}

[na xpaHeHus CUMMETPUYHOrO Kniova ans anroputma FOCT 28147—89 B cTpykTypy SecretKeyType
BBEJEH TUM:

gostKey [27] GostSecretKey
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GostSecretKey ::= SEQUENCE {

keyTypeGost OBJECT IDENTIFIER,

keyAttr SecretkKeyObject {GostSecretKeyAttributes}
}

B kayecTBe maeHTudukaropa Tuna Knioda AormkeH ObiTb NpeacTaBneH uaeHTudukaTop anropurmMa s
cooTrBeTcTBum ¢ 8.1 [4]:

keyTypeGost = id-Gost28147-89
ATpUBYTbl CUMMETPUYHOTO KIoYa ONpeeneHsl cneayowmM obpasom:
GostSecretKeyAttributes ::= SEQUENCE {

value ObjectValue {Gost28147-89-KeyValueMask},

keyInfo Keylnfo {GostSecretKeyParameters, SecretKeyOperations}

OPTIONAL,

}

GostSecretKeyParameters ::= CHOICE {
cryptoProParamSet OBJECT IDENTIFIER,
secretKeyParamsSet [0] Gost28147-89-ParamSetParameters,

}

SecretKeyOperations ::= Operations

MaeHTucukatopbl napametrpoB anroputma cryptoProParamSet sbibupatotcs B cootBetcteun ¢ 8.1
RFC4357 [4] u pasgenom 4 [5].

CT1pykTypa Gost28147-89-ParamSetParameters onpeaenena B 8.1 [4].

Ecnu cTpykTypa keylnfo oTcyTCTBYET, TO NPUHMMAETCH 3HAYEHUE MO YMOSYaAHUIO:

KeyInfo.paramsAndOps.parameters = id-Gost28147-89-CryptoPro-A-ParamSet

6 ObecneyeHne KOH(pPUACHUNANBLHOCTYU KITIOYEN

Ons obecnevyeHnst KOHPUAEHUMANBHOCTU OGBLEKTOB 3aKPLITOrO U CUMMETPUYHOrO Krioya B COOTBET-
ctBum ¢ [1] ucnonbsosaH Tun EnvelopedData. laHHbIli TUN onpeaeneH B pasaene 6 [6].

EnvelopedData {Type} ::= SEQUENCE {
version INTEGER {v0(0), v1(1), v2(2), v3(3), v4(4)}(vO|v1|v2,...),
originatorinfo [0] Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
encryptedContentinfo EncryptedContentinfo{Type},
unprotectedAttrs [1] SET SIZE (1..MAX) OF Attribute OPTIONAL

}

3awwmcpoBaHHOe coaeMKUMOe KOHTEMHEpa NPEACTaBNEeHO B BUAE:

EncryptedContentinfo {Type} ::= SEQUENCE {
contentType OBJECT IDENTIFIER,
contentEncryptionAlgorithm Algorithmldentifier
{{ContentEncryptionAlgorithms}},
encryptedContent [0] OCTET STRING OPTIONAL
}CONSTRAINED BY {
-- 'encryptedContent’ shall be the result of encrypting DER-encoded
-- value of type — Type}
)
Tun MHKaNCYNMPOBaHHbIX AaHHbIX Type B COOTBETCTBUM C 7.3 [1] naeHTuduumpoBaH Kak:
pkcs15-ct-PKCS15Token OBJECT IDENTIFIER ::= {pkcs15-ct 1}
pkes15-ct OBJECT IDENTIFIER ::= {pkcs15 3}
pkcs15 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-15(15)}
Mpu wmcbpoBaHum AomkeH BbITb MCNonbL30BaH anroputm MOCT 28147—89. AnropuT™m U napameTpsbl
wudposanus contentEncryptionAlgorithm yka3seisaiot B cooTBeTcTBum ¢ 5.1 [7] u pasgenom 5 [5].
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MoryT 6bITb UCNONb30BaHbI ANTOPUTMbI LULMCPPOBAHUSA C 3aBepLUAOLLE UMUTOBCTABKOMN:
ANropuTm rammupoBaHusi ¢ 06paTtHol ceasbto (pasgen 4 MTOCT 28147—89):
id-Gost28147-89-cbc-imm OBJECT IDENTIFIER ::=
{iso(1) member-body(2) ru(643) rans(2) infotecs(4)
algorithms(3) gost28147-89(2) cbc-imm(2) }
Anroputm rammupoBaHnus (pasgen 3 FOCT 28147—89):
id-Gost28147-89-cnt-imm OBJECT IDENTIFIER ::=
{iso(1) member-body(2) ru(643) rans(2) infotecs(4)
algorithms(3) gost28147-89(2) cnt-imm(3) }

[NapameTpbl anropyuTMoB C 3aBepLUaloLLEn MMUTOBCTABKOW yKa3aHbl B COOTBETCTBUM € 5.1. [7] n pas-
aen 5 [5]. 3awundpoBaHHble AaHHbIE coAepXkaT pe3ynbrar 3almdpoBaHna KOHKATEHWPOBAHHLIA C UMUTOB-
CTaBKOW, BbIMMCIIEHHOWN HA TEX Y& napameTpax, YTo 1 Npu 3awmdpoBaHuu.

B kauyectBe knova wudposarHusa (Key Encryption Key, KEK) ncnone3osaH cuMMeTpuyHbIn krtod MOCT
28147—89. ndhopmauus o kntoye wungposaHmsa pasMeLleHa B cTpyktype Recipientinfo:

Recipientinfo ::= CHOICE {
ktri KeyTransRecipientinfo,
kari [1] KeyAgreeRecipientInfo,
kekri [2] KEKRecipientinfo,
pwri [3] PasswordRecipientinfo,
ori [4] OtherRecipientinfo

}

Mudopmaumsa o wudpoaHmmn B 3TOM Criydae MoxeT ObITh NpeacTaBneHa kak B Buae kekri, Tak u B Buge
pwri (6.2.3 n 6.2.4 [6] COOTBETCTBEHHO).
KEKRecipientinfo ::= SEQUENCE {
version CMSVersion, -- always set to 4
kekid KEKIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,
encryptedKey EncryptedKey
}

PasswordRecipientinfo ::= SEQUENCE {
version CMSVersion, -- Always setto 0
keyDerivationAlgorithm [0] KeyDerivationAlgorithmldentifier
OPTIONAL,
keyEncryptionAlgorithm KeyEncryptionAlgorithmidentifier,
encryptedKey EncryptedKey
}

Mpn ucnons3osaHun Bapuanta pwri none keyDerivationAlgorithm onuceiBaeT anroputm u napameTpebl
BbIPAbOTKM KOYa U3 Napons nonbL3oBaTens B COOTBETCTBUM C pekomeHaaumnammn PKCS#5 no cxeme PBKDF2
¢ ucnonb3osannem MOCT P 34.11 B cootBetcTBUM ¢ 7.1 P 50.1.111—2016.

Mpu wmdpoBaHum knova AomkeH 6biTb ncnonb3oBaH anroputMm MOCT 28147—89. AnropuTtm 1 napame-
Tpbl wnposaHusa keyEncryptionAlgorithm ykasaHel B cootBeTcTBUM € 5.1 [7] n pasgenom 5 [5].

3almndpoBaHHbIf KoY NpeacTaBneH B BUAE:

Gost28147-89-EncryptedKey ::= SEQUENCE {
encryptedKey Gost28147-89-Key,
maskKey [0] IMPLICIT Gost28147-89-Key OPTIONAL,
macKey Gost28147-89-MAC

}

7 O6ecneyeHne LENOCTHOCTU MHpopMaLmn

Onsi oBecneyeHnst LENOCTHOCTU KMOYen pesynbTupyowas crpyktypa PKCS15Token wuHkancynu-
posaHa B AuthenticatedData B coorsetctBumn ¢ 9 [6] u E.1.3 [1] ¢ ucnonbsosanmem anroputma HMAC_
GOSTR3411_2012_512 no P 50.1.113—2016.

6
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AuthenticatedData ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientInfos Recipientinfos,
macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL

}
MessageAuthenticationCodeAlgorithm ::= Algorithmldentifier

Mcnonb3oBaH cneaylowmin naeHTudukaTop anroputma:
MessageAuthenticationCodeAlgorithm.algorithm

= id-tc26-hmac-gost-3411-12-512
Mapamerpbl HMAC_GOSTR3411_2012_512 He yka3aHbl:
MessageAuthenticationCodeAlgorithm. parameters = NULL

8 Obwasn cTpyKTypa KOHTeHepa XpaHeHUs KIouen

B cootBeTcTBUM C 7.3 1 E [1] KOHTEHHEP XPaHEHUA KMOYER MOXET ObITb NPeACTaBreH B CTPYKTypax Tpex
BWAOB:

1) cTpyktypa PKCS15Token B cooTsetcTeuu ¢ [1];

2) cTpykTypa AuthenticatedData B cooTeeTcTBMM C [6], MHKancynupyowas cTpyktypy PKCS15Token;

3) cTpykTypa SignedData B cootBeTcTBMM C [6] U [8], MHKancynupytowasa ctpyktypy PKCS15Token.

CTpYKTYpbl BUAOB 2 U 3 UCMOMb3YIOT B TEX Cry4asx, Koraa Heobxoanumo 06ecneynTb LENOCTHOCTL KOH-
TenlHepa XpaHeHUa KIo4en.

B cootBetctBum ¢ 7.3 [1] cTpykTtypa PKCS15Token onpeaeneHa, kak:

PKCS15Token ::= SEQUENCE {
version INTEGER {v1(0)} (v1,...),
keyManagementinfo [0] KeyManagementinfo OPTIONAL,
pkcs150bjects SEQUENCE OF PKCS150bjects

}

KeyManagementinfo ::= SEQUENCE OF SEQUENCE {
keyld Identifier,
keyInfo CHOICE {
recipientinfo Recipientlinfo,
passwordInfo [0] PasswordInfo

}
} (CONSTRAINED BY {-- Each keyID must be unique --})

PasswordInfo ::= SEQUENCE {
hint Label OPTIONAL,
algld Algorithmldentifier {{KeyDerivationAlgorithms}},

} (CONSTRAINED BY {--keyID shall point to a KEKRecipientinfo--})

MNpu ucnonb3oBaHun npeacrtasneHns mHdgopmaummn B Buge pwri B KeyManagementinfo dakruyecku
ayénupyetca nHcopmauus o wmncppoBaHum knoda B cTpyktype EnvelopedData. [JanHyio nHdopmaymio Mox-
HO OMUMOHAamNbLHO UCMONL30BAaTL ANA BbiOOpa U NpeaBapuTesibHON NPOBEPKU NAPOSA B TOM Criydae, ecnum ans
pasHbIX 0OBLEKTOB UCNOMb3YIOT Pa3HblE Naponu.

Mpun ncnonb3oBaHun npeacrasnexnus kekri naeHTudukaTopbl B Tabnuue kntovein keyld obecneunsator
O[JHO3HAYHOE COMOCTaBMEHME MapamMeTpoB BbIPAOOTKM NApOMNbLHOIO KoYa M Knioya, 3amdpoBaHHOIO Ha
AaHHoM napone B cTpykType KEKRecipientinfo.
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MpunoxeHue A
(cnpaBouHoe)

ASN.1 Moaynb KOHTEWHEpPa XPaHEHUS KIlouYen

PKCS15-GOST-v2-0
DEFINITIONS IMPLICIT TAGS ::=

BEGIN
IMPORTS

AuthenticatedData, SignedData
FROM CryptographicMessageSyntax2004 { iso(l) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs—-9(9) smime(16) modules (0) cms—2004(24) }

PKCS15Token, PrivateKeyObject, PublicKeyOperations, PublicKeyObject, ObjectValue,
Operations, SecretKeyObject, SubjectPublicKeyInfo, KeyInfo
FROM PKCS-15 {iso(1l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkecs-15(15)
modules (1) pkecs—-15(1)}

ALGORITHM-IDENTIFIER, id-PBKDF2, PBKDF2-params
FROM PKCS5v2-0 {iso(l) member-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-5(5)
modules (16) pkecs5v2-0(1)}

GostR3410-2001-ParamSetParameters
FROM GostR3410-2001-ParamSetSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gostR3410-200l1-ParamSetSyntax(12) 1 }

1d-GostR3410-2001-TestParamSet, 1id~GostR3410-2001-CryptoPro-A-Param3et,
1d-GostR3410-2001-CryptoPro-B-ParamSet, id-GostR3410-2001-CryptoPro-C-ParamSet,
1d-GostR3410-2001-CryptoPro-XchA-ParamSet, 1d-GostR3410-2001-CryptoPro-XchB-ParamSet
FROM GostR3410-2001-PKISyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gostR3410-2001-PKISyntax(9) 1 }

1d-Gost28147-89-CryptoPro-KeyWrap
FROM GostR3410-EncryptionSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gostR3410-EncryptionSyntax(5) 2 }

1d-Gost28147-89, 1d-Gost28147-89-TestParamSet, 1d-Gost28147-89-CryptoPro-A-ParamSet,
1d-Gost28147-89-CryptoPro-B-ParamSet, 1d-Gost28147-89-CryptoPro-C-ParamSet,
id-Gost28147-89-CryptoPro-D-ParamSet, id-Gost28147-89-CryptoPro-Oscar-l-1-ParamSet,
1d-Gost28147-89-CryptoPro-Oscar-1-0-ParamSet, id-Gost28147-89-CryptoPro-RIC-1-ParamSet,
Gost28147-89-1IV
FROM Gost28147-89-EncryptionSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gost28147-89-EncryptionSyntax(4) 1 }

Gost28147-89-ParamSetParameters

FROM Gost281l47-8S-ParamSetSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gost28147-89-ParamSetSyntax(6) 1 }

—-— OID-m

id-tec26 OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) std-org(7) tc26(1l) 1}
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id-tc26-algorithms OBJECT IDENTIFIER ::=
{ id-tc26 algorithms (1) }

id-tc26-digest OBJECT IDENTIFIER ::=
{ id-tc26-algorithms digest(2) }

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::
{ id-tc26-digest gost3411-12-512(3) }

id-tc26-mac OBJECT IDENTIFIER ::=
{ id-tc26-algorithms mac(4) }

id-tc26-hmac-gost3411-12-512 OBJECT IDENTIFIER ::
{ id-tc26-mac hmac—-gost3411-12-512(2) }

id-tc26-constants OBJECT IDENTIFIER ::=
{ id-tc26 constants(2) }

id-tc26-sign-constants OBJECT IDENTIFIER ::=
{ id-tc26-constants sign-constants(1l) }

id-tc26-gost3410-12-512-constants OBJECT IDENTIFIER ::=
{ id-tc26-sign-constants gost3410-12-512-constants (2) }

id-tc26-gost3410-12-512-paramSetTest OBJECT IDENTIFIER ::=
{ 1d-tc26-gost3410-12-512-constants paramSetTest (0) }

id-tc26-gost3410-12-512-paramSetA OBJECT IDENTIFIER ::=
{ id-tc26-gost3410-12-512-constants paramSetA(l) }

id-tc26-gost3410-12-512-paramSetB OBJECT IDENTIFIER ::=
{ 1d-tc26-gost3410-12-512-constants paramSetB(2) }

id-tc26-cipher-constants OBJECT IDENTIFIER ::=
{ 1id-tc26-constants cipher-constants(5) }

id-tc26-gost-28147-constants OBJECT IDENTIFIER ::=
{ id-tc26-cipher-constants gost-28l47-constants(l) }

id-tc26-gost-28147-param—-Z OBJECT IDENTIFIER ::=
{ 1id-tc26-gost-28147-constants param-Z (1) }

id-infotecs-gost281l47-algorithms OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) rans(2) infotecs(4) algorithms(3) gost28147-
89(2) 1}

1d-Gost28147-89-cbc-imm OBJECT IDENTIFIER ::=
{ id-infotecs—-gost28l47-algorithms cbc-imm(2) }

id-Gost28147-89-cnt-imm OBJECT IDENTIFIER ::=
{ id-infotecs—-gost28l47-algorithms cnt-imm(3) 1}

—— KoHTelHepn PKCS15-GOST

PKC315-GOST-Token ::= PKC3S15Token (CONSTRAINED BY {

-- 1. Paspesnwe 7.2, 7.3 u E.1.2 B "PKCS #15 vl.1l: Cryptographic Token Information
- Format Standard".

-- 2. B crpykType 'PathOrObjects' IDOJIXHE MCIOJNBL30BATHCS BapuaHTH 'objects' umm
-- 'direct-protected' (Ong OTKPHITHX M 3alMPPOBAHHEIX OBBEKTOB COOTBETCTBEHHO) .

-- 3. Bce ccruikym Ha 'ContentEncryptionAlgorithms' nospxHel OBITH 3aMeHEHB Ha

- 'ContentEncryptionAlgorithmsGost'.
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-— 4, Bce ccrmnku Ha 'KeyDerivationAlgorithms' nosixubel OBITH SaMeHEHBH Ha

- 'KeyDerivationAlgorithmsGost'.

—-— 5. Bce ccouiku Ha 'KeyEncryptionAlgorithms' nDoJxHEI OBITE BaMeHEHH Ha

-- 'KeyEncryptionAlgorithmsGost'.

-- 6. B crpykTypax 'RecipientInfo' HOJIXHBE MCIOJBL30BATLCS TOJLKO BapMaHTH 'kekri'
- n 'pwri'.

-- 7. Bce cchuiku Ha 'PrivateKeyType' OoJikHH OBTHL 3SaMeHeHH Ha 'PrivateKeyTypeGost'.
-— 8. Bce ccruiku Ha 'PublicKeyType' DOOJIXHH OHTL 3aMeHeHH Ha 'PublicKeyTypeGost'.
-— 9. Bce cchuikM Ha 'SecretKeyType' OOJIXHH OHITL 3aMeHeHH Ha 'SecretKeyTypeGost'.

PKCS15-GOST-AuthenticatedToken ::= AuthenticatedData (CONSTRAINED BY {

-- 1. Paspgener 7.3 m E.1.3 B "PKCS #15 vl.1l: Cryptographic Token Information

-— Format Standard".

-— 2. Bce ccHuku Ha 'PKCS15Token' @nDoJixHB OBTb SaMeHeHB Ha 'PKCS15-GOST-Token'.
-- 3. Bce ccomku Ha 'KeyEncryptionAlgorithms' pmospxHe! ObITH B3aMeHEHE! Ha

- 'KeyEncryptionAlgorithmsGost'.

-— 4. Bce ccpuikv Ha 'DigestAlgorithms' nospxHbl OBITH 3aMeHeHH Ha 'DigestAlgorithmsGost'.
-- 5. Bce ccmnku Ha 'MACAlgorithms' nosrxHEl OHITH 3aMeHeHH Ha 'MACAlgorithmsGost'.

PKCS15-GOST-SignedToken ::= SignedData (CONSTRAINED BY ({

-— 1. Paszmen 7.3 B "PKCS #15 vl.1l: Cryptographic Token Information Format Standard".
-- 2. "Meromudyeckue perxoMeHmauum TK 26. McnosbsoraHue ajaropuTMor I'OCT 28147-89,
-- T'OCT P 34.11 m T'OCT P 34.10 B kpunrorpadpuueckux coobueHusax dopmarTa CM3".
—— 3. Bce ccpuiku Ha 'PKCS15Token' npoJsixHbl OBITh BaMeHeHbl Ha 'PKCS15-GOST-Token'.

H)

—— Tuner gis PKCS15-GOST
—-— OID-B M HaBOpH NapaMeTpoOB

GostSecretKeyAlgs OBJECT IDENTIFIER ::= ({
id-Gost28147-89,

}

Gost28147-89-ParamSets OBJECT IDENTIFIER ::= {
Gost28147-89-CryptoPro-ParamSets |
Gost28147-89-TC26-ParamSets

}

Gost28147-89-CryptoPro-ParamSets OBJECT IDENTIFIER ::= ({
id-Gost28147-89-TestParamSet | —-- Only for testing purposes
1id-Gost28147-89-CryptoPro-A-ParamSet |
id-Gost28147-89-CryptoPro-B-ParamSet |
id-Gost28147-89-CryptoPro-C-ParamSet |
id-Gost28147-89-CryptoPro-D-ParamSet |
id-Gost28147-89-CryptoPro-Oscar-1-1-ParamSet |
id-Gost28147-89-CryptoPro-Oscar-1-0-ParamSet |
1id-Gost28147-89-CryptoPro—RIC-1-ParamSet

}

Gost28147-89-TC26-ParamSets OBJECT IDENTIFIER ::= {
id-tc26-gost-281l47-param-2,

}

Gost3410-2001-ParamSets OBJECT IDENTIFIER ::= {
id-GostR3410-2001-TestParamSet | -- Only for testing purposes
id-GostR3410-2001-CryptoPro—-A-ParamSet |
id-GostR3410-2001-CryptoPro—-B-ParamSet |
id-GostR3410-2001-CryptoPro-C-ParamSet |

10
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1d-GostR3410-2001-CryptoPro-XchA-ParamSet |
1d-GostR3410-2001-CryptoPro-XchB-ParamSet,

}

Gost3410-2012-ParamSets OBJECT IDENTIFIER ::= {
id-tc26-gost3410-12-512-paramSetTest | -- Only for testing purposes
id-tc26—gost3410-12-512-paramSetA |
id-tc26—gost3410-12-512-paramSetB,

}
ContentEncryptionAlgorithmsGost ALGORITHM-IDENTIFIER ::= f{
{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89 } |

{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89-cbc-imm } |
{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89-cnt-imm },

}

KeyDerivationAlgorithmsGost ALGORITHM-IDENTIFIER ::= {
{ PBKDF2-Gost3411-2012-512-params IDENTIFIED BY id-PBKDF2 },

}

KeyEncryptionAlgorithmsGost ALGORITHM-IDENTIFIER ::= ({
{ Gost28147-89-KeyWrapParameters IDENTIFIED BY id-Gost28147-89-CryptoPro-

KeyWrap 1},
}

DigestAlgorithmsGost ALGORITHM-IDENTIFIER ::= ({
{ NULL IDENTIFIED BY id-tc26-gost3411-12-512 1},

}

MacAlgorithmsGost ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY id-tc26-hmac-gost3411-12-512 1},

}

Gost28147-89-Parameters ::= SEQUENCE {

iv Gost28147-89-1V,

encryptionParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets)
}

PBKDF2-Gost3411-2012-512-params ::= PBKDF2-params (CONSTRAINED BY ({
—-— PexoMeHmaumm oo craHjapTusauum P 50.1.111-2016 " VHbOopMaALMOHHAS TEXHOJIOTMUS.
~— Kpunrorpad¢nueckasa sammrTa MHOopMauum. [laposibHasd samUTa KIIOUeBOM MHbopMaimm"

)

Gost28147-89-KeyWrapParameters ::= SEQUENCE {
encryptionParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets),
ukm OCTET STRING (SIZE (8)) OPTIONAL

}

—— 3BaKpHTEI KJIOY
PrivateKeyTypeGost ::= CHOICE {

privateGostR3410-2012Key
[27] PrivateKeyObject {PrivateGostR3410-2012KeyAttributes},

11
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PrivateGostR3410-2012KeyAttributes ::= SEQUENCE ({
value ObjectValue {GostR3410-2012PrivateKey},
keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations} OPTIONAL,

}

GostR3410-2012PrivateKey ::= GostR3410-2012-KeyValueMask
GostR3410-2012-KeyValueMask ::= OCTET STRING (CONSTRAINED BY {
-—- PexoMeHpmauum no craHmapTusauum P 50.1.112-2016 " MHpopMauMOHHAS TEXHOJIOTHS.

-- Kpunrorpadpuueckas sammra mMHbopMaumu. TPaHCIOPTHEI KJIOUEBOM KOHTelHep"

})

GostPrivateKeyParameters ::= CHOICE {
gostR3410-2012ParamSet OBJECT IDENTIFIER
(Gost3410-2001-ParamSets | Gost3410-2012-ParamSets),
privateKeyParamSet [0] GostR3410-2001-ParamSetParameters,

}

—— OTKPBITBII KJIOYU

PublicKeyTypeGost ::= CHOICE ({
publicGostR3410-2012Key
[27] PublicKeyObject {PublicGostR3410-2012KeyAttributes},

}

PublicGostR3410-2012KeyAttributes ::= SEQUENCE ({
value ObjectValue {GostR3410-2012PublicKeyChoice},
keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations} OPTIONAL,
-- For future extensions

}
GostR3410-2012PublicKeyChoice ::= CHOICE {

raw GostR3410-2012Point,
spki SubjectPublicKeyInfoGost,

}

GostR3410-2012Point ::= GostR3410-2012-PublicKey
GostR3410-2012-PublicKey ::= OCTET STRING (CONSTRAINED BY {
—-—- PexoMeHpauuy O cTaHmaptusaumm P 50.1.112-2016 " NubopMalMOHHAS TEXHOJIOTMS.

-- Kpunrorpadpmnueckas sammura MHOopMauuyr. TPaHCIOPTHEI KIIOYEBOM KOHTeMNHep"

b

SubjectPublicKeyInfoGost ::= SubjectPublicKeyInfo (CONSTRAINED BY {

-- Meromuueckue pekxoMeHmaumy TK 26 "Texuuueckas cHelMudMKaLMsS MCIOJNLSOBAHMUS ajlo—
purMoB I'OCT P 34.10, T'OCT P 34.11 B npodune ceprTudukaTa M CIUCKE OTSBHBA CepTUOU-—
KaToOB

-— (CRL) uHbpacTpyKTypH OTKPHTEX Kjouer X.509" (mpoexT)

})
—-— Secret Keys

SecretKeyTypeGost ::= CHOICE ({
gostKey [27] GostSecretKey,
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GostSecretKey ::= SEQUENCE {
keyTypeGost OBJECT IDENTIFIER (GostSecretKeyAlgs),
keyAttr SecretKeyObject {GostSecretKeyAttributes}

}
GostSecretKeyAttributes ::= SEQUENCE ({

value ObjectValue {Gost28147-89-KeyValueMask},
keyInfo KeyInfo {GostSecretKeyParameters, SecretKeyOperations} OPTIONAL,

}

Gost28147-89-KeyValueMask ::= OCTET STRING (CONSTRAINED BY {
—-—- PexoMeHpmauum no craHmapTtusauuu P 50.1.112-2016 " MubopMalMOHHAS TEXHOJIOTUS.
—-- Kpunrorpadmuueckas sammuTa MHOopMauuyu. TpPaHCIOPTHBI KIIOUEBOM KOHTeMHep"

H)

GostSecretKeyParameters ::= CHOICE ({
cryptoProParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets),
secretKeyParamSet [0] Gost28147-89-ParamSetParameters,

}

SecretKeyOperations ::= Operations

END

13
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MpunoxeHune b
(cnpaBouHoe)

KOHTpOnbHbI npumMep

B AaHHOM npuMepe NpUBEAEHO 3HaYeHNe KoHTelHepa XpaHeHUs KIoyeil, cojepallero:

- HavyansHoe 3anonHeHne ACY;

- KOPHEBOW cepTudmKar;

- CMUCOK OT3bIBa;

- cepTudmKat noneaosarens 1;

- 256-paspagHblil 3aKkpbITHIA KNk none3osaTens 1;

- 256-paspagHblil 3aKkpbITHIA KNKOY Nofib3oBaTens 2;

- OTKPBITHINA KoY Nonb3oBaTens 2,

- 512-paspagHblil 3aKkpbITHIA KoY nonb3osaTens 3;

- OTKPbITBINA Kkitod nonb3oBaTens 3;

- CEKpEeTHbIE NPOU3BONbHLIE AaHHbIE,

- OTKPBITbIE NPOU3BONbHLIE AaHHBIE.

Ansi 3almMThl CeKPETHBIX AaHHBIX M 0BecneYeHns LieNIoCTHOCTU KOHTElHepa Ncnonb3osaH naponb «123» (wecTHaa-
LaTepuyHoe npegcraenenue — 31 32 33).

3HaveHue KoHTeHepa XpaHeHuna krtodeit (MHKkancynuposaHHoro B AuthenticatedData) B Base64 npeactasnexuu:

MIIYHQIBADFZolcCAQOWBgQEAAAABTAeBgcqhQMCAgOBMBMGBYyqFAWI CHWEECMkmMz2Ug2nEBCow
KAQglF48CCMbv0pg9T9/Y/Qed0XWT1FjVuMwUvv50MLVSOsEBLT50T8wCgYIKoUDBWEBBAKhCgYT
KoUDBWEBAgMwghbzBgoghkiGOwOBDWMBoI IW4AwSCFt8wghbbAgEAOE4WTAQEAAAABaBEMEIGCS QG
SIb3DQEFDDALBCBOuu6gvst3Xk7JurUuAUqg7t/wloAUU2qO09BVLAVTTAwICBIACASAWCYYIKoUD
BWEBBAIwghaEp4IBbaCCAWMhQDAWDBFGYWNOb3ItVFMgdmVyc2lvbgMBADANBgs rBgEEAegAg3cB
AGEXBgsrBgEEAegAg3cBAGAIMAYCAQSAAQChggEjMBCMEVIhbmRvb SBJIbml 0IFZhbHV1AWI GWDAN
BgsrBgEEAegAg3cBAaGB+AYLKWwYBBAHOAIN3AQGigegCAQIxWaJXAgEEMAYEBAAAAAUWHGYHKoUD
AgINATATBgcghQMCAh8BBAjwhgCKtBdaSwQqMCgEIPNzO0kOI3XVpi3jbijB8kPB94kTd7qyIlgZtyg
kh20VUyMBARLZi5YMIGHBgkghkiG9wOBBWEWHWYIKoUDAGQDAGIWEWQI16gxLDKOr IAGByqFAWIC
HWwGAWVTDW7JkvgEIJHYWB2C+3ek2Jqgg0Ak3Q4gizLLvHh1X6wISXbAWAWAHCF2xV7aV0ukVCrmgzg
7TpVrX8/156zvc81li30W5ridI3w3TkperiLtxyxFDoFxYGuihpYID/aCCA/kwggP1MBsMF1Jvb3Qg
02VydGlmaWNhdGUgb2YgQOEDAQAWCQQEAAAAAQEB/ 6GCA8mMgggKSMIICaKADAgGECAhAHSLrFkOLF
mO0xPD+cEmJyoMAgGBiqFAWICAZBOMSMWIQYJKoZIThveNAQkBRFhRtaXZhbm92QGZhY3RveilOcySy
dTELMAKGALIUEBhMCUlUxDzANBgNVBAcCTBk1vc2NvdzESMBAGALIUEChMJIQ3J5cHRVUHIVMQ4wDAYD
VOOLEWVQcm9tbzERMASGALUEAXMITWEF4aW0gVUMWHhcNMT IwMzIXMTI zOTM4WhcecNMTcwMzIxXMTIO
NJjEyWiB6MSMwIQYJKoZIhveNAQkBFhRtaXZhbm920GZhY3Rveil0cy5ydTELMAKGALIUEBhMCU1Ux
DzANBgNVBAcTBk1vc2NvdzESMBAGAIUEChMJIQ3J5cHRVUHIVMQ4wDAYDVQQLEWVQcmOtbzERMASG
A1UEAXMITWF4aW0gVUMWYzAcBgYghOMCAhMWEgYHKoUDAGI jAQYHKOUDAGIeAQNDAARAL 8 vdQt +A
KBOymRFka+E4EgI fboNfszWxSBXgQ812JG2NcFIQuUGFHQOM/iMUSUUTnVzy07JEAZJy/XnfRCgMTd
nKOBxzCBxDALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/ zZAdBgNVHQ4EFgQUwbmsLvj2/PBi
LIgANd/aYygX7+0wcwYDVROfBGwwa jBooGagZIYwaHROcDovL3ZVZIWS5tZWgtZDBmMig2YS9DZXJ0
RWS5yb2xsL01lheGltITIwWVUMuY3JshjBmaWx10i8vXFx2b2VubWVoLWQWZjI4NmFcQ2VydEVucm9s
bFxNYXhpbSBVQy5jcmwwEAYJKWYBBAGCNXUBBAMCAQAWCAYGKoUDAGIDAOEAWXTg/ChvhIy6+iTt
06VRRJIfU4kZOwtSeufgbUxyYuqqV2+vadqIFLwWZ8Zazny/xceUSZsvrWTKky9XtqO0Hz4 rTB6MSMwW
IQYJKoZIhvcNAQkBFhRtaXZhbm92QGZhY3RvcilOcyS5ydTELMAKGAIUEBhMCULUXDzZANBgNVBACT
Bk1lvc2NvdzESMBAGALUEChMJIQ3J5cHRVUHIVMQ4wDAYDVQQOLEWVQcmOtbzERMA8GALIUEAXMITWE 4
aW0gVUOgEDBEMSMWIQYJKoZIhveNAQkBFhRtaXZhbm92QGZzhY3RveilOcy5ydTELMAKkGAL1UEBhMC
UlUxDzANBgNVBAcTBk1vc2NvdzESMBAGALUEChMJQ3J5cHRVUHIVMQ4wDAYDVQQLEWVQcmO9tbzER
MASGALlUEAXMITWF4aWOgVUMCEAdIUusWQ6sWhTESPS5wSYnKinggN4oIIDJAKGCASAWEAWLQL1IMIGZyY
b20gQOEDAQAWDQYLKwYBBAHOAIN3AQKhggNLBgs rBgEEAegAg3cBAgCCAZOWgGgM2BAQAAAABOHWW
ejJEJMCEGCSgGSIb3DQEJARYUbW12YWS5vdkBmYWNOb3TtdHMucnUxCzAJBgNVBAYTALJIVMQ8wWDQYD
VQQHEWZNb3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGALUECXMFUHJIvObW8XxETAPBgNVBAMT
CElheGltIFVDMIICrjCCALOCAQEWCAYGKoUDAGIDMHoxXIzAhBgkghkiGOwOBCQEWFGlpdmFub3ZA
ZmFjdGO9yLXRzLnJIIMQswCQYDVQOGEWISVTEPMAOGALIUEBXMGTWIzY293MRIWEAYDVQQKEWLDcnlw
dG9Qcm8xDjJAMBgNVBAsTBVByb21 vMREWDWYDVQODEWhNYXhpbSBVOxcNMTIWNTE1IMDkxMDAZ2WhcN
MTIWNTIyMjEzMDA2W])CBgTApAgGphBNZnAAAAAAASFWOXMIAIMDI xMTQxM)daMAWWCgYDVROVBAMK
AQUWKQIKYRBfpgAAAAAABR cNMTIWNTAyMTEzODIwWjAMMACGAL1UdFQQDCGEFMCkCCmHPpQakARAAA
ABEXDTEyMDUWM]jExMzgwNVowDDAKBgNVHRUEAwWoBBaCCAS4wggEQMB8GALUdIWQYMBaAFMOZrC74
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9vzwYiyKgDXf2mMoF+/tMBAGCSsGAQQBg) cVAQQDAGEAMAOGA1UJFAQDAGEFMBWGCSsGAQQBgjcV
BAQPFWOxMjAIMjIwOTIwMDZaMIHKBgkrBgEEAYI3FQ4EgbwwgbkwgbaggbOggbCGgals ZGFwOi8v
LONOPU1lheGltJTIwVUMsQ049dm91bm11aClkMGYyODZhLENOPUNEUCXDTj1QdWJIsaWMIMjBLZXk1l
MjBTZXJ2aWN1lcyxDTj1TZXJ2aWN1lcyxEQz1VbmF2YW1lsYWJIsZUNvbmZpZ OROP2N1cnRpZmljYXR1
UmV2b2NhdGlvbkxpc3Q/YmFzZTOvYmplY3RDbGFzcz1jUkxEaXNOcmlidXRpb25Q0b21udDAIBgYq
hQOMCAgMDQOBwt kKKmuMFgp5/W5eharGE+/gj5/LNAGQMCkuhTg49R9IikDD£GnTxLqww6oQwLfwI 1l
AneIOgME/WEsm5Kwg6tXoIICI6CCALIOT7ggI fMCMMHVBYaXzhdGUgS2V5IGIMIEFUZHI1eSBGZWRY
dG92AwWIHgDAXBAQAAAACAWMGZ EADAGXgGA8 yMDEyMDUXODEXMDMwWMFQADZ IWMTMWN TE4MTEXMj Aw
WgCBVTCBUjEjMCEGCSgGSIb3DQEJARYUZmVkb3RvdkBmYWNOb3TItdHMucnUxCzAIJBgNVBAYTALJV
MRUWEWYDVQQOHHgWEHAQ+BEEEOgQYBDAXGzZAZBgNVBAoe EgQkBDAEOgRCBD4EQAALBCIEITERMASG
AlUECx4IBCIENQRBBEIxPzZA9BgNVBAMeNgQkBDUENAQ+BEIEPgQyYACAEEAQO9BDQEQAQIBDKATIAQS
BDsEMAQOBDgEPAQ4BEAEPGQYBDgGER6GCAQOIgfUCAQIxWa JXAGEEMAYEBAAAAAUWHgYHKOUDAGIN
ATATBgcghQMCAhS8BBAj+eDWftOAlsQQGMCYEICD1UBEQH] tnpiNOSNa402dQnXwzJOrnMuG7 0VxM
72D9BATXF9f1MIGUBgkghkiGIw0OBBWEWHWYIKoUDAGQDAGIWEWQItA025Kp0vQkGBygFAWI CHWGA
ZkavznRD37azfHnu+crVVbSwVsPlv8YGzYFg48u/AbSmWeuFfP7gJ5s4tfhIJBKWBThkn8VjonlJo
SOhZUaS2DetnIUBQP2696DGiUNMQsGBGXnEOSyasz3C/S0jGdz05106yxhk28DAIBgcqhQMCAIMB
PIIFQQCCBT4wggU6MCIMHUN1cnRpZml jYXRIIGOMIEFuZHJIle SBGZWRVAGI2AWEAMAYEBAAAAAKA
ggUKoIIDvzCCA26gAWIBAGIKYUp2IgAAAAAAHTAIBGgYqhQMCAgMwe JEJMCEGCSgGSIb3DQEJARYU
bW12YWS5vdkBmYWNOb3ItdHMucnUxCzAIJBgNVBAYTAL1 JVMQO8wWDQYDVQQOHEWZNb3Njb3cxEjAQBgNV
BAOTCUNyeXBOb1BybzEOMAWGA1UECXMFUHJVbW8 XxETAPBgNVBAMTCE1heGltIFVDMB4XDTEyMDUx
ODExXMDMwWMFoXDTEzMDUXODExXMTIwMFowgboxIzAhBgkghkiGOwOBCQEWFGZ1ZG90b3ZAZmFjdGOy
LXRzLnJ1MQswCQYDVQQGEWJ SVTEVMBMGA1UEBx4MBBWEPgRBBDo EMgOWMRswGQYDVQQKHhIEJAQwW
BDoEQgQ+BEAALQQiBCEXETAPBgNVBAseCAQiBDUEQQRCMT 8wWPQYDVQQDH]YEJAQ1BDQEPGRCBD4E
MgAgBBAEPQQOBEAENQQ5ACAEEGQ7BDAENAQ4BDWEOARABD4EMgQ4BECWYzZACcBgYghQMCAhMWEGYH
KoUDAgIJAQYHKOoUDAgIeAQNDAARAT7ZIDZgAQEbmsMmgoVnaV0kuxHyJmgvxTzJHKagoUMGcnalND
0eKTFkshABKJR8iG+SFE1IVEIpOXmF4VzdZ1kTqOCAZEwWggGNMA4GA1UdDWEB/WQEAWIESDATBgNV
HSUEDDAKBggrBgEFBQgCAJAIBgNVHQ4EFgQUULlitDEVDDeX23j17dzs9+R1p/zkwHwYDVROjBBgw
FoAUwSmsLvij2/PBiLIgANd/aYygX7+0wdQYDVROfBGAwbDBqoGigZoYwaHROcDovL3ZVvIW5tZWgt
ZDBmMjg2YS9DZXJORWSyb2xsL01lheGltIJTIWVUMUY3JshjImaWx10i8vXFx2b2VubWVoLWQWZjI4
NmFcQ2VydEVucmOsbFxNYXhpbSUyMFVDLmNybDCBrgYIKwYBBQUHAQEEgaEwgZ4wTAYIKwYBBQUH
MAKGQGhOJdHAGLY92b2VubWVoLWOWZ j I4ANmEVQ2VYydEVUcm9sbC92b2VubWVoLWQwWZ jI4ANmFfTWEF4
aWO01lMiBVQy57cnOwTgYIKwYBBQUHMAKGOMZ pbGU6LYScXHZVZIWS tZWgt ZDBmMjg2YVxDZXJORWSy
b2xsXHZVZW5tZWgt ZDBmMI g2YVINYXhpbSUyMFVDLmMNydDAIBgYghQMCAgMDQQBx2yNnJzzJ0IYqg
yR3ZnarIUbypLLrOgvP0js8MgXenLzUOitibsbAKGFCifs+KbcteUyGICOzzyno2A02i8fXkMIG6
MSMwIQYJKoZIhveNAQkBFhRmZWRVAG920GZhY3Rveil0cyS5ydTELMAKGALIUEBhMCULUXFTATBgNV
BAceDAQcBD4EQQQ6BDIEMDEDMBkGATIUECh4 SBCQEMAQ6BEIEPGRAACOEIgQhMREWDWYDVQQLHggE
IgQ1BEEEQJE/MDOGA1UEAX42BCQENQQOBDAEQgQ+BDIATIAQQBDOENARABDUEOQAGBBIEOWQWBDQE
OAQ8BDgEQAQ+BDIEOARHOoHWWe JEJMCEGCSqGSIb3DQEJARYULW12YW5vdkBmYWNOb3ItdHMucnUx
CzAJBgNVBAYTALJVMQ8wWDQYDVQOQHEWZNb3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGALUE
CxMFUHJvbW8 XETAPBgNVBAMTCE1heGltIFVDAgphSnYiAAAAAAAdOoIIBQKCCATY7ggE4MBSMGUS1
dyBHZWS51lcmFO0ZWQgUHIpdmF0Z SBLZXkDAgeAMA4 EBAAAAAMDAGUgAWIF4KGCAQOigfUCAQIxXxWaJX
AgEEMAYEBAAAAAUwHGYHKoUDAGINATATBgcghQMCAh8BBAGVEDWYK24 1mAQGMCgEIHTaHgSIEbop
HC9V/0zdoiJdxJI5+2M4+sBjZypmOFsn53SBASOnnwOMIGUBgkghki GOWOBBWEWHWYIKoUDAgQDAGIW
EwQI+cwk4g5mKEKGBYQFAWICHWGAZjrP51hTaeVIGhIM1SLpQ//xh9wQbqmONJ2 rZ DRXmopNTNTD
m4rhVjisgOm6xfZmsYdiIwntBYxv02zplqdpsXF8emiw8NUGNMyRH4k1BLOvNdghwv9ord/Vrao/+
NXBBYC47j22pNYjAIBgcqhQMCAiMCoYGSoIGPu4GMMCOMKFB1YmxpYyBLZXkgZm9yIE51dyBHZWS1
cmF0ZWQgUHJIpdmF0ZSBLZXkDAQAWCGQEAAAAAWMCAQKhT6BCBEAei 879 fIXoTxHiWhSgWP1byz4k
iTrekVmZ 6ydbo6+vHATViWwyomTTiubNB1QOMdnt BXmRUC+kjAqf06vplzfZLMAKGBygqFAWICIwWKg
ggHBoIIBVbUuCAbkwGQWTNTEYLWIpdCBwcml2YXR1IGt1eQMCB4AWMAQEAAAABAMCBSADAGXgGABY
MDEzMTAyMjEyMTQzM1gADzIWMTQxXMDE4Mj IWMDAWWGGCAWiiggFXAgECMVMiVWIBBDAGBAQAAAAF
MB4GByqFAWICDQEWEWYHKoUDAGI fAQQIQ116v0b62SQEKJAOBCCG/ACAYQCXLWULXpO4Nz /6w vP
DCapFcCevwQfDEfWx7QQE42g82DCBI9gYJKoZIhveNAQecBMB8GCCQFAWIEAWICMBMECP1i1cO7kVILE
BgcqghOMCAh8BgIHHSAZMW3SKRLx1gyLSz2irGpx0zHh+Q4jr6JwtFcLLvOh2NbrtxUruxWAnOjDc
CpROkJI5s4ilnP5ZRF+gKw8Z0VLKcYme2GzZPtla+1LjZ2avVI1lJQl9kQh3kbG8IMPbzZyYN2StXS
9TTPVsoGA6BUXa+xZcbgg3WroEKO08GnD8ESrfZc3ZmjeubxOu+JkIFH/610MIXIbCU7178N8BCTC
EVzP+8xJ8vJ0T4Kn/EmlxNQzpCUsrcfTXmZ31xS1KgnxQS172zA2sTALBgkghQMHAQIBAgChgfOg
gfC7geO0wIwwiUHVibGljIGtleSBmb3IgNTEYLWIpdCBwecml2YXR1IGtl1eQMBADASBAQAAAAEAWIB
AhgPMjAxMzEWMJIxMjEOMzNagA8yMDEOMTAXODI yMDAWMFqhgZOggYMEgYAP6sVXoKYw7qylOhzL
yUhtweEAjcu6rcm3£f4v+1DLBOgnahQlAjRwXIaxTNjR+pEDMJI6SbrboFWPWdkAkrSzkeC988Zpng
6SUXE+Ge+P6s0TsmlBoIuszncdADJKBnNgTtKHshB5AycqoYOLrDvVFrnCoi2+7KuLFfEtsaoXT5
AzALBgkqhQMHAQIBAgCnggEgoIIBHKGCARGWFQWPVGOWLXN1Y3J1dCBEYXRhAWIGWDANBgsrBgEE
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AegAg3cBBKGBTwWYFKYNIVVKigeUCAQIxWa JXAGEEMAYEBAAAAAUWHgYHKOUDAGINATATBgcqghQMC
Ah8BBAiRUP442GWxSQQIMCgEIEreeRUx8RT4pxDjbItscBL+VFX+kwe lgHN+KMPOC2x1BASMXaf0
MIGEBgkghkiGOwOBBWEWHWYIKoUDAGQODAgIWEWQIVhCwclAB2HcGBygFAWICHWGAVrSgjIpwdcal
sbCdixi70aliKzowtb3GlpfDad9FRgGAISvrUdfXXEocym83z2XIUyoQupvgCU3SGkzISUKYESL/
Gh1INEMXICVUj5Xgo9gY7dT+Ns2lsp2ugaaFnMBEMC1BlYmxpYyBEYXRhAWIGQDANBgs rBgEEAegA
g3cBBKFDBgYphX2DMAGgOQQ3VGhpcyBpcyBzb211IGOWZWAgZGF0YS4gVGhl cmUncyBubyBuZWVvk
IHRvVIGVUY3J5cHQgaXQuAKJIsMBkGCSgGSIb3DQEJAZEMBgoghki GOwOBDWMBMESGCSgGSIb3DQEJ
BDFCBEBzSigsPONER703sxCuY5PBk5DseIncZjd33xbaJKBBY3sveb6CE0SMICNesB7yTbF+NzueC
rDuxV2ajsbUcUvY+BEAmMPK+zDst16Hbso4ujOmd4BQZj6a0IlZ3kSrrrRDkpdWJd/87jXAIoK3Tiv
Czjk8sNQI9RWnbnX0ijvlibvTOI 6mb

Mpouecc hopmmpoBaHUA KOHTEHEpA:

pl5 add cert: Adding certificate 'Root Certificate of CA':

trusted: 1

ca: 1

certificate (701 bytes):

30 82 02 B9 30 82 02 68 A0 03 02 01 02 02 10 07 [0...0..he.voan |

48 BA C5 90 EA C5 9B 4C 4F OF E7 04 98 SC A8 30 |H...... LO...... 0]
08 06 06 2A 85 03 02 02 03 30 7A 31 23 30 21 06 |...*..... 0z1#0!.|
09 2A 86 48 86 F7 0D 01 09 01 16 14 6D 69 76 61 |.*.Heveeueonn miva |

6E 6F 76 40 66 61 63 74 6F 72 2D 74 73 2E 72 75 |nov@factor-ts.ru]
31 OB 30 09 06 03 55 04 06 13 02 52 55 31 OF 30 [|1.0...U....RU1.0]|
OD 06 03 55 04 07 13 06 4D 6F 73 63 ©6F 77 31 12 |...U....Moscowl. |
30 10 06 03 55 04 OA 13 09 43 72 79 70 74 6F 50 |0...U....CryptoP]|
72 6F 31 OE 30 0C 06 03 55 04 0B 13 05 50 72 6F |rol.0...U....Prol
6D 6F 31 11 30 OF 06 03 55 04 03 13 08 4D 61 78 |mol.0...U....Max]|
69 6D 20 55 43 30 1E 17 OD 31 32 30 33 32 31 31 |im UCO0...1203211|
32 33 39 33 38 5A 17 0D 31 37 30 33 32 31 31 32 |23938z..17032112]
34 36 31 32 5A 30 7A 31 23 30 21 06 09 2A 86 48 |4612z0z1#0!..*.H]|

86 F7 0D 01 09 01 16 14 6D 69 76 61 ©6E 6F 76 40 |........ mivanov@|
66 61 63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 |factor-ts.rul.O.]
06 03 55 04 06 13 02 52 55 31 OF 30 OD 06 03 55 |[..U....RULl.O...U|
04 07 13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 |....Moscowl.O...]|
55 04 OA 13 09 43 72 79 70 74 6F 50 72 6F 31 OE |U....CryptoProl.|
30 0C 06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 |0...U....Promol. |
30 OF 06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 ]0...U....Maxim U]
43 30 63 30 1C 06 06 2A 85 03 02 02 13 30 12 06 |COcO...*..... 0..]

07 2A 85 03 02 02 23 01 06 07 2A 85 03 02 02 1E |.*....#...*..... |
01 03 43 00 04 40 97 CB DD 42 DF 80 28 13 B2 99 |
11 64 6B E1 38 12 02 1F 6E 83 5F B3 35 B1 48 15 |.
EO 43 CD 76 24 oD 8D 70 52 10 B8 61 47 40 CF E2 |.
31 4E 54 51 39 D5 CF 23 BB 24 47 59 27 2F D7 9D |
I
I

F4 42 A8 C4 DD SC A3 81 <C7 30 81 Cc4 30 0B 06 03

55 1D OF 04 04 03 02 01 86 30 OF 06 03 55 1D 13 U.ovvnnn 0...0..
01 01 FFr 04 05 30 03 01 O1 FF 30 1D 06 03 55 1D |..... 0....0...0.
OE 04 16 04 14 C3 99 AC 2E F8 F6 FC FO 62 2C 8A |.eiveeeneosos b, .

I
I
I
I
Booool.. 0..0...]|
I
I
I
I

80 35 DF DA 63 28 17 EF ED 30 73 06 03 55 1D 1F |.5..c(...0s..U..
04 6C 30 6A 30 68 AO 66 A0 64 86 30 68 74 74 70 | .10j0h.f.d.0Ohttp]|
3A 2F 2F 76 ©F 65 6E 6D 65 68 2D 64 30 66 32 38 |://voenmeh-d0f28|
36 61 2F 43 65 72 74 45 6E 72 6F 6C 6C 2F 4D 61 | 6a/CertEnroll/Ma |
78 69 6D 25 32 30 55 43 2E 63 72 6C 86 30 66 69 | xim%20UC.crl.Ofi |
6C 65 3A 2F 2F 5C 5C 76 ©6F 65 6E 6D 65 68 2D 64 |le://\\voenmeh-d|
30 66 32 38 36 61 5C 43 65 72 74 45 6E 72 6F 6C |0f286a\CertEnrol |
6C 5C 4D 61 78 69 6D 20 55 43 2E 63 72 6C 30 10 |1l\Maxim UC.crlO.|
06 09 2B 06 01 04 01 82 37 15 01 04 03 02 01 00
30 08 06 06 2A 85 03 02 02 03 03 41 00 Cl 74 EO |O... .
FC 28 6F 84 9C BA FA 24 ED A3 AB D1 44 97 D4 E2 | (oveeeSeve.Deu|

|

|

|

46 74 C2 D4 OE BY9 F8 1B 53 1C 98 BA AA 95 DB EB Ft...... Sieeeans
DA 76 A2 45 2F 05 99 F1 96 B3 9F 2F F1 71 E5 12 V.E/ e, /.d. .
66 CB EB 59 39 32 F5 7B 6A DO 7C F8 AD £..Y92.{3.|
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pl5 add crl: Adding CRL 'CRL from CA':
crl (690 bytes):
30 82 02 AE 30 82 02 5D 02 01 01 30 08 06 06 2A [0...0..]...0...%]

85 03 02 02 03 30 7A 31 23 30 21 06 09 2A 86 48 |..... Oz1#0!..*.H|
86 F7 OD 01 09 01 16 14 6D 69 76 61 O6E 6F 76 40 |........ mivanov@l
66 61 63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 |factor-ts.rul.O.|
06 03 55 04 06 13 02 52 55 31 OF 30 OD 06 03 55 |..U....RU1.O. |
04 07 13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 |....Moscowl.O...|
55 04 OA 13 09 43 72 79 70 74 6F 50 72 6F 31 OE |U....CryptoProl.|
30 0C 06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 |0...U....Promol. |

30 OF 06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 ]0...U....Maxim U]
43 17 0D 31 32 30 35 31 35 30 39 31 30 30 36 5A |C..1205150910062%|

17 OD 31 32 30 35 32 32 32 31 33 30 30 36 5A 30 .120522213006Z0 |
8l 81 30 289 02 OA 61 04 D6 67 00 00 00 00 00 12 0)..a..9ccuunn |
17 0D 31 32 30 35 30 32 31 31 34 31 32 37 5A 30 120502114127ZO|

|-
|-
|-
0C 30 0A 06 03 55 1D 15 04 03 OA 01 05 30 29 02 |.0...U....... 0) .1
-
|
|

0A 61 10 5F A6 00 00 00 00 00 07 17 0D 31 32 30 A vreeaee 120]
35 30 32 31 31 33 38 32 30 5A 30 0C 30 0OA 06 03 502113820%0.0... |
55 1D 15 04 03 0A 01 05 30 29 02 0A 61 E9 42 AS U.ovenn O)..a.B.I
00 00 00 00 00 11 17 OD 31 32 30 35 30 32 31 31 Jeeeeunnn 12050211
33 38 30 35 5A 30 0C 30 OA 06 03 55 1D 15 04 03 [3805Z20.0...U....]
0A 01 05 A0 82 01 2E 30 82 01 2A 30 1F 06 03 55 [....... 0..%0...U|
1D 23 04 18 30 16 80 14 C3 99 AC 2E F8 F6 FC FO |.#..0.......0.t. |
62 2C 8A 80 35 DF DA 63 28 17 EF ED 30 10 06 09 |b,..5..c(...0...]
2B 06 01 04 01 82 37 15 01 04 03 02 01 00 30 0A [|+..... Teweenn. 0.
06 03 55 1D 14 04 03 02 01 05 30 1C 06 09 2B 06 |..U.veu... O...+. |
01 04 01 82 37 15 04 04 OF 17 OD 31 32 30 35 32 |.eeeeTeuunn. 12052|
32 30 39 32 30 30 36 5A 30 81 CA 06 09 2B 06 01 |2092006ZO |
04 01 82 37 15 OE 04 81 BC 30 81 B9 30 81 B6 A0 |...7..... O 0 o
81 B3 A0 81 BO 86 81 AD 6C 64 61 70 3A 2F 2F 2F |..eeeen. ldap: ///|

43 4E 3D 4D 61 78 69 6D 25 32 30 55 43 2C 43 4E |CN=Maxim3%20UC,CN|
3D 76 6F 65 ©6E 6D 65 68 2D 64 30 66 32 38 36 61 |=voenmeh-d0f286al]
2C 43 4E 3D 43 44 50 2C 43 4E 3D 50 75 62 6C 69 |,CN=CDP,CN=Publi |
63 25 32 30 4B 65 79 25 32 30 53 65 72 76 69 63 |c?20Key%20Servic|
65 73 2C 43 4E 3D 53 65 72 76 69 63 65 73 2C 44 |es,CN=Services,D|
43 3D 55 6E 61 76 61 69 6C 61 62 6C 65 43 6F 6E |C=UnavailableCon|
66 69 67 44 4E 3F 63 65 72 74 69 66 69 63 61 74 |figDN?certificat |
65 52 65 76 ©6F 63 61 74 69 6F 6E 4C 69 73 74 3F |eRevocationList?|
62 61 73 65 3F 6F 62 6A 65 63 74 43 6C 61 73 73 |base?objectClass|
3D 63 52 4C 44 69 73 74 72 69 62 75 74 69 6F 6E |=cRLDistribution|
50 6F 69 6E 74 30 08 06 06 2A 85 03 02 02 03 03 |PointO...*...... |

41 00 70 B6 42 8A 9A E3 05 82 9E 7F 5B 97 Al 6A |A.p.B....... [..31
Bl 84 FB F8 23 E7 F2 CD 02 A3 02 92 E8 53 83 8F |....#........ S..l
51 F4 88 A4 O0OC 37 C6 9D 3C 4B AB 0C 3A Al 0OC OB [Q....7..<K..:...|
7F 02 35 02 77 88 D2 A3 04 FD 67 EC 9B 92 BO 83 |[..5.W..... Tevenn |
AB 57 | . W |

pl5 add private key: Adding key 'Private Key of Andrey Fedotov':

key usage: DECRYPT SIGN UNWRAP NON REPUDIATION

key access: SENSITIVE EXTRACTABLE ALWAYSSENSITIVE

key parameters (1-8 - cproA,B,C,XchA,XchB,512test,512A,512B): 1

start date: 2012-05-18 11:03:00

end date: 2013-05-18 11:12:00

key (little-endian):

D8 DB F1 EE 28 84 7D 4C 4C 0B D6 09 96 34 1C 23 |....(.}LL. 4. 4|
DB A6 13 77 <C8 68 7C CD 58 53 5E 44 D4 24 E8 B3 |...w.h|. XS D S.. |

Remasking private key 'Private Key of Andrey Fedotov':

Unmasked key (little-endian):

D8 DB F1 EE 28 84 7D 4C 4C OB D6 09 96 34 1C 23 |....(.}LL....4.#
DB A6 13 77 C8 68 7C CD 58 53 5E 44 D4 24 E8 B3 |...w.h|.X3"D.$S..
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Masked key (little-endian):

C5 F7 B3 4F ED A8 10 1D 07 54 A0 07 CD A7 57 9F |...0..... T..o..W.|
26 95 DO B8 54 5D 40 62 CO BS EA 51 59 94 19 3B |&...T]@b...QY..;|
Mask 1:

8D 20 1F 80 E5 92 33 96 41 B7 26 D4 B5 D5 26 4A |. ....3.A.&...&7]|
10 8B 3C A6 64 1F BB 81 FA 72 96 F5 84 A8 3D B6 |..<.d....r....=.]|
Mask 2:

4B 4A FA OE O9A 4A OA 83 B4 4F 2E BD 05 F4 1B CO [|KJ...J...0...... |
70 33 53 F5 CB 5D 5E B1 18 19 3B A4 88 OB 81 3D |[p3S..]1"...;....=]|

pl5 add cert: Adding certificate 'Certificate of Andrey Fedotov':
trusted: O

ca: O

certificate (963 bytes):

30 82 03 BF 30 82 03 6E A0 03 02 01 02 02 0A 61 |0...0..n.vvvunn al
47 76 22 00 00 00 00 OO 1D 30 08 06 06 2A 85 03 |Jv"...... O...%. .|
02 02 03 30 7A 31 23 30 21 06 09 2A 86 48 86 F7 |...0z1#0!..*.H..
0D 01 09 01 16 14 6D 69 76 61 6E 6F 76 40 66 61 |...... mivanov@fal

63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 03 |ctor-ts.rul.O...|
55 04 06 13 02 52 55 31 OF 30 OD 06 03 55 04 07 |U....RUL1.O...U..
13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 55 04 |..Moscowl.O...U.

0OA 13 09 43 72 79 70 74 6F 50 72 6F 31 OE 30 0OC

|
|
...CryptoProl.0.|
|

06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF .U....Promol.O.
06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 43 30 ..U....Maxim UCO]
1E 17 0D 31 32 30 35 31 38 31 31 30 33 30 30 5A ...1205181103002]
17 0D 31 33 30 35 31 38 31 31 31 32 30 30 5A 30 ..13051811120020|
81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 L0 LR UHL L L |
01 16 14 66 65 64 6F 74 ©6F 76 40 66 61 63 74 6F ...fedotov@facto|
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 r-ts.rul.0...U..|
13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0OC 04 RUL.O U..o... |
1C 04 3E 04 41 04 3A 04 32 04 30 31 1B 30 19 06 >WAL:.2.01.0.0
03 55 04 0A 1E 12 04 24 04 30 04 3A 04 42 04 3E Ue... $.0.:.B.>]
04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 04 @.-.".!'1.0...U0.|

|
|
|
|
|
|
|
|
|
|
|
l.
OB 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D 06 |....".5.A.B1?0=.]|
|
|
|
|
|
|
|
|
|
|
|

03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 42 U...6.$.5.4.>.B]
04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 35 >.2 =.4.Q.5]|
04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 3C 9. ...;.0.4.8.<]
04 38 04 40 04 3E 04 32 04 38 04 47 30 63 30 1cC .8.@.>.2.8.G0cO0. |
06 06 2A 85 03 02 02 13 30 12 06 07 2A 85 03 02 I 0 ool
02 23 01 06 07 2A 85 03 02 02 1E 01 03 43 00 04 oo q oo, c..
40 ED 92 03 66 00 10 11 BS AC 32 68 28 56 76 95 @ f.o.o... 2h (Vv. |
D2 4B Bl 1F 22 66 82 FC 53 CC 91 CA 6A OA 14 30 PR UL N I O
67 27 6A 53 43 D1 E2 93 16 4B 21 00 12 89 47 C8 g'jsC....K!'...G.|
86 F9 21 44 95 51 08 A7 45 E6 17 85 73 75 9D 64 ..!'D.Q..E...su.d|
4E A3 82 01 91 30 82 01 8D 30 OE 06 03 55 1D OF N....0...0...U..|
01 01 FF 04 04 03 02 04 FO 30 13 06 03 55 1D 25 Jueeevvunan. 0...U.3]|
04 0OC 30 OA 06 08 2B 06 01 05 05 08 02 02 30 1D (O 0.1
06 03 55 1D OE 04 16 04 14 52 58 AD 0C 45 43 0D Uovvnnn RX..EC. |

|

03 55 1D 23 04 18 30 16 80 14 C3 99 AC 2E F8 F6 . .
FC FO 62 2C 8A 80 35 DF DA 63 28 17 EF ED 30 75 ..b, o 50 0ce(.. . 0ul
06 03 55 1D 1F 04 6E 30 6C 30 6A A0 68 A0 66 86 |..U...n010j.h.£f.]|
30 68 74 74 70 3A 2F 2F 76 6F 65 6E 6D 65 68 2D |Ohttp://voenmeh- |
64 30 66 32 38 36 61 2F 43 65 72 74 45 6E 72 6F |d0f286a/CertEnro]
6C 6C 2F 4D 61 78 69 6D 25 32 30 55 43 2E 63 72 |11/Maxim%20UC.cr|
6C 86 32 66 69 6C 65 3A 2F 2F 5C 5C 76 6F 65 6E |1l.2file://\\voen |
6D 65 68 2D 64 30 66 32 38 36 61 5C 43 65 72 74 |meh-d0f286a\Cert]
45 6E 72 6F 6C 6C 5C 4D 61 78 69 6D 25 32 30 55 |Enroll\Maxim%20U|

|
[ ..
E5 F6 DE 39 7B 77 3B 3D F9 1D 69 FF 39 30 1F 06 |...9{w;=..1.90..
|
|

43 2E 63 72 6C 30 81 AE 06 08 2B 06 01 05 05 07 |C.crlO....+..... |
01 01 04 81 Al 30 81 9E 30 4C 06 08 2B 06 01 05 [..... 0..0L..+...
05 07 30 02 86 40 68 74 74 70 3A 2F 2F 76 6F 65 |..0..@http://voe]
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6E 6D 65 68 2D 64 30 66 32 38 36 61 2F 43 65 72
74 45 6E 72 6F 6C 6C 2F 76 6F 65 6E 6D 65 68 2D
64 30 66 32 38 36 61 5F 4D 61 78 69 6D 25 32 30
55 43 2E 63 72 74 30 4E 06 08 2B 06 01 05 05 07
30 02 86 42 66 69 6C 65 3A 2F 2F 5C 5C 76 6F 65
6E 6D 65 68 2D 64 30 66 32 38 36 61 5C 43 65 72
74 45 6E 72 6F 6C 6C 5C 76 6F 65 6E 6D 65 68 2D
64 30 66 32 38 36 61 5F 4D 61 78 69 6D 25 32 30
55 43 2E 63 72 74 30 08 06 06 2A 85 03 02 02 03

| nmeh-d0f286a/Cer|
| tEnroll/voenmeh-— |
|d0f286a Maxim%320 |
IUC.crtOﬁ..+ ..... |
|0..Bfile://\\voe |
| nmeh-d0f286a\Cer|
| tEnroll\voenmeh- |
|dOf286a_Maxim%20|
|UC.crt0...*..... |

03 41 00 71 DB 23 67 25 9C C9 DO 86 2A C9 1D D9 |.A.q.#g%....*...]|
9D AA C8 51 BC A9 2C BA F4 82 F3 F4 B8E CF 0C 81 [|...Q..,cccreccnn |
77 A7 2F 35 34 8A D8 9B Bl BO OA 18 50 A2 7E CF |w./54....... P.~.|
8A 6D CB S5E 53 21 88 08 EC F3 CA 7A 36 02 8D A2 |.m."S!'..... z6...1
F1 F5 E4 ... |

pl5 add private key: Adding key 'New Generated Private Key':
key usage: SIGN

key access: SENSITIVE EXTRACTABLE ALWAYSSENSITIVE

key parameters (1-8 - cproA,B,C,XchA,XchB,512test,512A,512B): 2
start date: absent

end date: absent

key (little-endian):

71 C6 2A 26 C9 CC 94 BE 89 BE LF 12 18 FO B2 AB [|[d.*&...... IR |
BF 20 50 C1 68 70 70 3B 6F EC 56 A7 9B FO FA 72 |. P.hpps;o.V....r|
Remasking private key 'New Generated Private Key':

Unmasked key (little-endian):

71 C6 2A 26 C9 CC 94 BE 89 BE 5F 12 18 FO B2 AB |g.*&...... IREEEE |
BF 20 50 C1 68 70 70 3B 6F EC 56 A7 9B FO FA 72 |. P.hppj;o.V....r|

Masked key (little-endian):

09 31 E6 3C BD 14 OA F3 29 65 47 A6 93 2A 01 AC |.l.<.... e
32 7B B3 01 6D ED 53 77 CB 1C 3B 5F 02 FD CE 12 |2{..m.SW..; ....]|
Mask 1:

B7 6D E5 26 5C 83 3F 86 AC BD BE D5 AE C1 F1 92 |.m.&\.2..0eccn.. |

DD 63 D8 78 B8 0D 6A D9 97 2D 4B 2C 20 E7 72 2E |.c.x..j..-K, .r.|
Mask 2:
ED 67 60 4F 56 32 EF 45 7F 4F 91 80 45 4A DF 7F |.g OV2.E.O..EJ..|

FB 4C BS 16 21 7C F2 EF BB 1A 73 09 78 BO 9B BA |.L..!']....5.X...]|

pl5 add public key:
key usage: VERIFY
key parameters (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 2
start date: absent

end date: absent

key (little-endian):

Adding key 'Public Key for New Generated Private Key'

l1E 8B CE FD 7C 95 E8 4F 11 E3 5A 14 A0 58 FD 5B |....|..0..Z..X.[|
CB 3E 24 89 3A DE 91 59 099 EB 27 5B A3 AF AF 1D |.>$.:..Y.."[ |
D4 D5 8D 6C 32 A2 64 D3 8A E6 CD 07 54 0C 76 7B |...12.d..... T.v{]|
41 5E 64 54 OB E9 23 02 A7 F4 EA FA 65 CD F6 4B |A™AT..#..... e..K]|

pl5_add private key: Adding key '512-bit private key':

key usage:
key access:

key parameters

start date:

SIGN
SENSITIVE EXTRACTABLE ALWAYSSENSITIVE
(1-8 - cproA,B,C,XchA,XchB,512test, 512A,512B): 6
2013-10-22 12:14:33

end date: 2014-10-18 22:00:00
key (little-endian):

38 02 3C F1 7E 36 6C DC A6 BO 17 8B 84 05 OF 07 [8.<.~6l...ccu... |
D5 1D F5 30 63 0C 49 64 C4 CE D7 72 07 07 FD Bl | Oc.Id...r |
60 61 OE 1B D6 A7 C2 EE 89 4D 01 99 59 D2 98 20 | @uueuuc.. M..Y |
5B 1D 6B 62 7D F4 B3 83 5A 80 81 34 CD 80 4B 2D |[.kb}...Z..4..K—|
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Remasking private key '512-bit private key':
Unmasked key (little-endian):

38 02 3C F1 7E 36 6C DC A6 BO 17 8B 84 05 OF 07 |8.<.~6l..uvuveun. |
D5 1D F5 30 63 0OC 49 64 C4 CE D7 72 07 07 FD B1 |...0c.Id...r....|
60 61 OE 1B D6 A7 C2 EE 89 4D 01 99 59 D2 98 20 | a . .
5B 1D 6B 62 7D F4 B3 83 O5A 80 81 34 CD 80 4B 2D |[.kb}...Z..4..K-|
Masked key (little-endian):

F4 3E C1 61 62 CA 43 77 85 BB 72 17 86 6F 29 E7

| I
1B SE 3B FD 99 7C BB CE 89 BA 15 9F 5D 5B 63 C6 | I 1 |
85 9E E2 33 7JF BA DO 2B 5F Bl D3 39 01 AB 2A AC | 3...+ 9 |
40 B6 45 DB F9 73 F9 30 89 CA 84 3B 2B B6 DF 06 |Q@.E..5.0...;4...]|
Mask 1:

F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 16 21 DD |.S.E./..e.u.... v
Bl 65 FB 1F 53 AB CY9 4C 1D 64 B3 BD 3F D9 D8 OC |.e..S..L.d..?...]|
2D 97 B7 91 F9 AE B6 DC AF C2 F3 9F 7TA 34 5E 20 |~.'veeuwnnnns z4” |
2A BO FE 1E C2 62 63 3B 2E S5F 1F 1B O9A 7F 58 7C |*....bc;. ....X|]|
Mask 2: -

8A DO 00 FB 06 40 32 4D DF 2F 70 F7 EB 78 D3 84 |..... @2M./p..%X.. |

5D 47 47 36 72 A7 05 37 A2 14 A9 61 CB 1A 49 59 |1GGo6r..7...a..IY|
53 59 7F 76 E1 D8 C4 D7 OA AA FB 7E 9D 1A 83 F8 |SY.V.ueee.on.. ~ewen|
98 24 78 92 87 AB FO 97 EB 7C 32 02 D4 E9 28 50 |.SX...... [2...(P]

pl5 add public key: Adding key 'Public key for 512-bit private key'
key usage: VERIFY

key parameters (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 6
start date: 2013-10-22 12:14:33

end date: 2014-10-18 22:00:00

key (little-endian):

OF EA C5 57 A0 A6 30 EE AC A5 3A 1C CB C9 48 6D |...W..0...:...Hm]|
Cl E1 00 8D CB BAAD C9 B7 7F 8B FE 94 32 Cl D2 | :.euuuwueeeeeenn 2.4
09 DA 85 0D 40 8D 1C 17 21 AC 53 36 34 7E A4 40 Q...'.564~.@Q|
CC 27 A4 9B AD BA 05 58 F5 9D 90 09 2B 4B 39 1E Y. X .+K9. |

I
.
0B DF 3C 66 99 EA E9 25 17 13 E1 9E F8 FE AC 39 |..<f...%....... 9|
I
|
I

3B 26 94 1A 08 BA CC E7 71 DO 03 24 A0 67 36 A4 P& q..$.96. |
ED 28 7B 21 07 90 32 72 AA 18 38 BA C3 BD 51 6B ({'..2r..8...Qk|
9C 2A 22 DB EE CA B8 B1 O5F 12 DB 1A Al 74 F9 03 M., t..|

pl5 add oiddo: Adding abstract data object 'Top-secret Data':

oid: 1.1.456.7890

to encrypt: 1

data (80 bytes):

54 68 69 73 20 69 73 20 73 6F 6D 65 20 63 6F 6E |This is some con]|
66 69 64 65 O6E 74 69 61 6C 20 61 62 73 74 72 61 |fidential abstra |
63 74 20 64 61 74 61 2E 20 49 74 20 77 69 6C 6C |ct data. It will|
20 62 65 20 65 6E 63 72 79 70 74 65 64 20 69 6E | be encrypted in|
20 74 68 65 20 63 6F 6E 74 61 69 6E 65 72 2E 00 | the container..|

pl5 add oiddo: Adding abstract data object 'Public Data':

oid: 1.1.765.432.1

to encrypt: 0

data (55 bytes):

54 68 69 73 20 69 73 20 73 6F 6D 65 20 6F 70 65 |This is some ope]
6E 20 64 61 74 61 2E 20 54 68 65 72 65 27 73 20 |n data. There's |
6E 6F 20 6E 65 65 64 20 74 6F 20 65 6E 63 72 79 |no need to encry|
70 74 20 69 74 2E 00 |lpt it.. |

pl5 get pwkey: Generating the password key from the password using PBKDF2 (HMAC-
GOST3411-2012) .

Input password:

31 32 33 [123

Iteration count: 2000
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Salt:
74 BA EE A0 BE CB 77 5E 4E C9 BA B5 2E 01 4A AO [t WN..o.. J. |
EE DF FO 96 80 14 53 6A 8E F4 1B CB 76 F4 D3 E3 [ veeenn Sj....v...l

Generated password key:
6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]|
50 AD C8 AA D9 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P...ee... /b..ENC. |

Making KEKRecipientInfo for AuthenticatedData:
kekri.kekid.keyIdentifier:

00 00 00 05 [ oo
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

C9 26 33 3D 94 AB 69 C4 |.&3=..1. |
Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C [|1\<..fWn.{c.l..1l]|
50 AD C8 AA DS 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P....... /b..ENC. |
Session key:

CA OF C3 47 47 09 52 F5 82 06 7D OA 7A A8 49 08 |...GG.R...}.z.I.|
C7 6D 3C 2F F8 9C 3B C3 09 31 3B 2A 61 B3 46 F5 |.m</..;..1;*a.F.|
Wrapped key:

D4 5E 3C 08 23 1B BF 4A ©6A F5 3F 7F 63 F4 1E 77 |."<.#..Jj.2.c..w|
45 D6 4E 51 63 56 E3 30 52 FB F9 DO C2 D5 48 EB |E.NQcV.OR..... H. |
MAC of key:

B4 F9 39 3F [..97 |

kekri.encryptedKey content:

30 28 04 20 D4 5E 3C 08 23 1B BF 4A 6A F5 3F 7F |0(. ."<.#..J3.72.]
63 F4 1E 77 45 D6 4E 51 63 56 E3 30 52 FB F9 DO |c..wE.NQcV.OR...|
C2 D5 48 EB 04 04 B4 FS 39 3F [..H..... 9?

AuthenticatedData.macAlgorithm.algorithm: 1.2.643.7.1.1.4.2
AuthenticatedData.digestAlgorithm.algorithm: 1.2.643.7.1.1.2.3
AuthenticatedData.encapContentInfo.eContentType: 1.2.840.113549.1.15.3.1

Making PKCS15Token:

token.keyManagementInfo.keyId:

00 00 00 05 [....
token.keyManagementInfo.keyInfo.passwordInfo.algld.algorithm:
1.2.840.113548.1.5.12

Making token.keyManagementInfo.keyInfo.passwordInfo.algld.parameters (PBKDF2-
params) :

par.salt.specified:

74 BA EE AO BE CB 77 5E 4E C9 BA B> 2E 01 4A A0 |t..... WN..... J. |
EE DF FO 96 80 14 53 6A 8E F4 1B CB 76 F4 D3 E3 |...... Seeeav...
par.iterationCount:

07 DO | .. |

par.keyLength: 32
par.prf.algorithm: 1.2.643.7.1.1.4.2
token.keyManagementInfo.keyInfo.passwordInfo.algld.parameters (encoded):

30 35 04 20 74 BA EE A0 BE CB 77 S5E 4E C9 BA B5 |05. t..... WAN. ..
2E 01 4A A0 EE DF FO 96 80 14 53 6A 8E F4 1B CB |..Juv..... STeenn

|
76 F4 D3 E3 02 02 07 DO 02 01 20 30 OA 06 08 2A [V.iesu.uun, 0...7%]|
85 03 07 01 01 04 02 [eevenn.

Making token.pkcsl50Objects:

Making Factor-TS version DataObject:
Setting DataType.oidDO choice.
01dDO. commonObjectAttributes.label:
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46 61 63 74 ©6F 72 2D 54 53 20 76 65 72 73 69 6F |Factor-TS versio]
6E |n |
0idDO. commonObjectAttributes.flags: 0x00, size=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.3

0idDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.3

Choosing 0idDO.typeAttributes.value.direct choice.
FactorTSVersion.majorVersion: 4

FactorTSVersion.minorVersion: 0

Encoded o0idDO.typeAttributes.value.direct:

30 06 02 01 04 80 01 0O [0veeenn

Making RandomInitValue DataObject:

Choosing DataType.oidDO choice.

0i1dDO. commonObjectAttributes.label:

52 61 6E 64 ©OF 6D 20 49 6E 69 74 20 56 61 6C 75 |Random Init Valu|
65 le I
0idDO. commonObjectAttributes.flags: 0xC0O, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.1

0idDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.1

Choosing o0idDO.typeAttributes.value.direct-protected.

Making RandomInitValue:

RandomInitValue.randomInit:

F6 9F A8 86 2D 52 Cl1 8E 3B A6 CC 87 65 BB 7B 0OC |....-R..j;...e.{.|
74 70 70 52 12 2A 80 50 DD 8E C8 00 OF CA 11 88 |tppR.*.P...coeu.. |
D7 DF B8 19 83 EA FF Cl1 09 B4 ED 5C F2 CA 61 00 |uueeeeeeenen. \..a.|
3B 3D B4 C5 38 60 01 84 D1 50 82 15 14 EE 9F F6 [;=..8"...P...... |
RandomInitValue.moreRandom:

56 03 1D 59 14 76 D5 DC B9 E1 11 6E 7D 94 8C V.. Y.v..... n}.. |
Encoded RandomInitValue:

30 53 04 40 F6 9F A8 86 2D 52 Cl 8E 3B A6 CC 87 |0S.Q@....-R..;...|
65 BB 7B 0C 74 70 70 52 12 2A 80 50 DD 8E C8 00 J|e.{.tppR.*.P....]|
OF CA 11 88 D7 DF B8 19 83 EA FF CL 09 B4 ED 5C | eeeeeeeeoooanne \
F2 CA 61 00 3B 3D B4 C5 38 60 01 84 D1 50 82 15 |..a.;=..8"...P..|
14 EE SF F6 04 OF 56 03 1D 59 14 76 D5 DC B9 El |...... VeoYoVeoool
11 6E 7D 94 8C |.n}.. |

Making EnvelopedData of RandomInitValue:

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [o...
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

FO 86 00 8A B4 17 5A F7 RSN Z. I
Key wrap:

Pw key:

6C 5C 3C E5 Cob 66 57 6E 9D 7B 63 00 31 B5 85 6C [1\<..fWn.{c.1l..1|
50 AD C8 AA D9 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P....... /b..ENC. |

Session key:
74 D1 B8 53 64 3F A0 01 54 EO E8 3D AF 19 1C B3 |t..8d?..T..=....|

9D 20 91 56 1B 07 5C 46 5C 55 6A 5B B3 15 45 2D |. .V..\F\Uj[..E-|
Wrapped key:

F3 73 D2 4D 08 DD 75 69 8B 78 DB 8A 30 7C 90 FO |.s.M..ui.x..0|..]|
7D E2 44 DD EE AC 88 81 9B 60 92 1D B4 55 4C 8C [}.D...... “...UL. |
MAC of key:

4B 66 2E 58 |Kf.X |
kekri.encryptedKey content:

30 28 04 20 F3 73 D2 4D 08 DD 75 69 8B 78 DB 8A |0(. .s.M..ui.x..|
30 7C 90 FO 7D E2 44 DD EE AC 88 81 9B 60 92 1D |0]|..}.Devu.nn T
B4 55 4C 8C 04 04 4B 66 2E 58 | .UL...Kf.X |
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EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv

D7 AA Bl 2C 32 BD AC 80 ceer 2
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 D7 AA Bl 2C 32 BD AC 80 06 07 2A 85 [O0...... P20 o

03 02 02 1F 01 [oeenn

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header):

S5E C3 5B B2 64 BE A1 09 1D 8C 01 D8 2F B7 7A 4D |*.[.d....... /. zM|
89 AA OD 00 93 74 38 82 2C CB 2E F1 EL1 D5 7E BO |..... 8., .. ... ~ |
21 25 DB 01 6E 16 00 70 85 DB 15 7B 69 5D 2E 91 [!%..n..p...{1i]..]|
50 AB 9A A6 60 EE 95 6B O5F CF E5 E4 6C EF 73 C9 [|P... ..k ...l.s.|
62 DF 45 B9 AE 27 48 DF OD D3 92 97 AB 88 BB 71 |b.E..'H........ ql
CB 11 43 A0 5C 58 1A E8 E1 [..C.\X... |

Adding token.pkcslbObjects.trustedCertificates element:

Making object for certificate 'Root Certificate of CA':

Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:

52 6F 6F 74 20 43 65 72 74 69 66 69 63 61 74 65 |Root Certificate |
20 6F 66 20 43 41 | of CA |
x509. commonObjectAttributes.flags: 0x00, len=1, unused bits=6
x509.classAttributes.iD: -

00 00 00 01 [....
x509.classAttributes.authority: true

Choosing x509.typeAttributes.value.direct choice.

Certificate (701 bytes):

x509.typeAttributes.subject:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 OD 01 09 |0zlf#O!'..*.H..... |

01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 Jr-ts.rul.0...U..|
13 02 52 55 31 OF 30 0D 06 03 55 04 07 13 06 4D |..RU1.0...U....M]|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 OA 13 09 |oscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |[CryptoProl.O0...U|
04 OB 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]
04 03 13 08 4D 61 78 69 6D 20 55 43 |....Maxim UC |
x509.typeAttributes.issuer:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... I

01 16 14 éD 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.O0...U..|
13 02 52 55 31 OF 30 0D 06 03 55 04 07 13 06 4D |..RUL1.0...U....M|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 0A 13 09 |oscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 O0OC 06 03 55 |[CryptoProl.0...U]
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U|
04 03 13 08 4D 61 78 69 6D 20 55 43 |....Maxim UC |

Adding token.pkcsl5Objects.dataObjects (CRL) element:

Making CRL object 'CRL from CA'

Choosing DataType.oidDO choice.

01dDO. commonObjectAttributes.label:

43 52 4C 20 66 72 6F 6D 20 43 41 |CRL from CA
01dDO. commonObjectAttributes.flags: 0x00, len=1, unused bits=6
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0idDO.classAttributes.applicationOID:
0idDO. typeAttributes.id:
Choosing o0idDO.typeAttributes.value.direct choice.
Making CRLContainer structure:

CRLContainer.iD:

00 00 00 01
CRLContainer.issuer:

30
01
72
13
6F
43
04
04

CRLContainer.crl

TA
16
2D
02
73
72
0B
03

31
14
74
52
63
79
13
13

23
6D
73
55
6F
70
05
08

30
69
2E
31
77
74
50
4D

21
76
72
OF
31
oF
72
6l

Encoded o0idDO.typeAttributes

30
30
69
2E
31
77
74
50
4D
02
23
6D
73
55
6F
70
05
08
35
32
D6
31
04
00
30
30
31
oA
82
C3
28
01
01
OF
30
BC
6C
25
2D
43
32
72
6C
72

24

82
21
76
72
oF
31
6F
72
61
01
30
69
2E
31
77
74
50
4D
30
31
67
31
03
00
5A
29
32
06
01
99
17
04
05
17
81
30
64
32
64
4E
30
76
61
74

03
06
6l
75
30
12
50
6F
78
01
21
76
72
OF
31
oF
72
6l
39
33
00
34
oA
07
30
02
30
03
2A
AC
EF
03
30
0D
CA
81
6l
30
30
3D
53
69
62
69

36
09
6E
31
0D
30
72
6D
69
30
06
61
75
30
12
50
6F
78
31
30
00
31
01
17
oc
0A
35
55
30
2E
ED
02
1c
31
06
B9
70
55
66
50
65
63
6C
66

04
2A
6F
0B
06
10
6F
6F
6D
08
09
6E
31
0D
30
72
6D
69
30
30
00
32
05
0D
30
61
30
1D
1F
F8
30
01
06
32
09
30
3A
43
32
75
72
65
65
69

04
86
76
30
03
06
31
31
20
06
2A
6F
0B
06
10
oF
6F
6D
30
36
00
37
30
31
oA
E9
32
15
06
Fo6
10
00
09
30
2B
81
2F
2C
38
62
76
73
43
63

06 09 2A
61 6E ©OF
75 31 0B
30 0D 0o
12 30 10
50 72 6F
oF 6D ©oF
78 69 6D
(690 bytes).
00 00 00
48 86 F7
40 66 61
09 06 03
55 04 07
03 55 04
OE 30 o0cC
11 30 OF
55 43 30
06 2A 85
86 48 86
76 40 66
30 09 0o
03 55 04
06 03 55
31 0OE 30
31 11 30
20 55 43
36 5aA 17
5A 30 81
00 12 17
5A 30 O0cC
29 02 O0A
32 30 35
06 03 55
42 A9 00
31 31 33
04 03 O0OA
03 55 1D
FC FO 62
06 09 2B
30 0OA 06
2B 06 01
35 32 32
06 01 04
B A0 81
2F 2F 43
43 4E 3D
36 61 2C
6C 69 63
69 63 65
2C 44 43
6F 6E 66
61 74 65

86
76
30
03
06
31
31
20

01
0D
63
55
13
0A
06
06
82
03
E7
61
03
07
04
0c
OF
17
0D
81
0D
30
6l
30
1D
00
38
01
23
2c
06
03
04
30
01
B3
4E
76
43
25
73
3D
69
52

48
40
09
55
03
OE
11
55

.value.

A0
01
74
04
06
13
03
03
02
02
0D
63
55
13
OA
06
06
0D
31
30
31
OA
10
32
15
00
30
05
04
8A
01
55
01
39
82
A0
3D
oF
4E
32
2C
55
67
65

86 F7
66 61
06 03
04 07
55 04
30 O0cC
30 OF
43

direct
7C 30
09 01
6F 72
0o 13
4D 6F
09 43
55 04
55 04
AE 30
02 03
01 09
74 6F
04 06
06 4D
13 09
03 55
03 55
31 32
32 30
29 02
32 30
06 03
5F A6
31 31
04 03
00 00
35 5A
A0 82
18 30
80 35
04 01
1D 14
82 37
32 30
37 15
81 BO
4D o1
65 6E
3D 43
30 4B
43 4E
6E ©61
44 4E
76 6F

1.3.6.1.4.1.13312.503.1.2
1.3.6.1.4.1.13312.503.1.2

0D 01 09 |Ozl#0O!'..* H..... |
63 74 6F |...mivanov@facto]
55 04 06 |r-ts.rul.O0...U..|
13 06 4D |..RU1.0...U....M]|
0OA 13 09 |oscowl.O...U....|
06 03 55 |CryptoProl.0...U]|
06 03 55 |....Promol.O0...U|
|....Maxim UC |
(CRLContainer) :
7A 31 23 |0..6....... | Oz 14|
16 14 6D |O!'..* . H.veee... m|
2D 74 73 |ivanov@factor-ts|
02 52 55 |.rul.0...U....RU]|
73 63 6F |1.0...U....Mosco]|
72 79 70 |wl.0...U....Crypl
OB 13 05 |toProl.0...U....|
03 13 08 |Promol.0...U....|
82 02 5D |Maxim UCO...0..]|
30 7A 31 |...0...*% ... 0zl|
01 16 14 |#0!'..*.He'v'evuu.. |
72 2D 74 |mivanov@factor-t|
13 02 52 |]s.rul.0...U....R]|
6F 73 63 |Ul1l.0...U....Mosc|
43 72 79 Jowl.0...U....Cryl|
04 0B 13 |ptoProl.O...U...|
04 03 13 |.Promol.O0...U...|
30 35 31 |.Maxim UC..12051|
35 32 32 |15091006Z..120522|
0A 61 04 |21300620..0)..a.|
35 30 32 | .geeeeennn 120502
55 1D 15 1114127Z20.0...U..|
00 00 00 ... 0)..a. ...
33 3832 |..... 12050211382
0A 01 05 10Z20.0...U. e |
11 17 0D |0)..a.B.eveveuunn |
30 0C 30 112050211380520.0]|
01 2E 30 | Uit et tnnennn 0]
16 80 14 |..*0...U.#..0. |
DF DA 63 |.eeieeennn b,..5..cl|
82 37 15 | {( Ot 7.
04 03 02 |eeeunun 0...U..... |
15 04 04 |..0..e+..un. Teo|
30 36 5A |...1205220920006%7]|
OE 04 81 |0..uueteeon. Teoool
86 81 AD |.0..0...00vurnn. |
78 69 6D |ldap:///CN=Maxim]|
6D 65 68 |%20UC,CN=voenmeh |
44 50 2C |-d0f286a,CN=CDP, |
65 79 25 |CN=Public%20Key?%|
3D 53 65 |20Services,CN=Se|
76 61 69 |rvices,DC=Unavai |
3F 63 65 |lableConfigDN2?ce |
63 61 74 |rtificateRevocat |



P 50.1.110—2016

69 6F 6E 4C 69 73 74 3F 62 61 73 65 3F 6F 62 6A |ionList?base?obj]|
65 63 74 43 6C 61 73 73 3D 63 52 4C 44 69 73 74 |ectClass=cRLDist]|
72 69 62 75 74 69 6F 6E 50 6F 69 6E 74 30 08 06 |ributionPointO..

I
06 2A 85 03 02 02 03 03 41 00 70 B6 42 8A SA E3 |.*...... A.p.B...|
05 82 9E 7F 5B 97 Al 6A Bl 84 FB F8 23 E7 F2 CD |...eleeju-o o]
02 A3 02 92 E8 53 83 8F 51 F4 88 A4 0C 37 C6 9D |..... S..Q....7..]
3C 4B AB 0C 3A Al OC OB 7F 02 35 02 77 88 D2 A3 |<K..:..... SewW.e .|
04 FD 67 EC 9B 92 BO 83 AB 57 [eegeeenn. w |

Adding token.pkcsl5SObjects.privateKeys element:

pl5 mk prkey obkj: Making private key 'Private Key of Andrey Fedotov' object:
Choosing PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label:

50 72 69 76 61 74 65 20 4B 65 79 20 6F 66 20 41 |Private Key of A|
6E 64 72 65 79 20 46 65 64 6F 74 6F 76 |ndrey Fedotov
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 02 [ oo
key.classAttributes.usage: len=2, unused bits=6:

64 40 | de@ |
key.classAttributes.accessFlags: len=1, unused bits=3: 0xEO
key.classAttributes.startDate:

32 30 31 32 30 35 31 38 31 31 30 33 30 30 5A |20120518110300Zz |
key.classAttributes.endDate:
32 30 31 33 30 35 31 38 31 31 31 32 30 30 5A [20130518111200z |

key.subClassAttributes.subjectName:

30 81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 0..1#0!'..*.H....|

|

09 01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 |, fedotov@factl
6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 |or ts.rul.0...U.|
06 13 02 52 55 31 15 30 13 06 03 55 04 07 1E OC |...RUL. 0 U .|
04 1C 04 3E 04 41 04 3A 04 32 04 30 31 1B 30 19 |...>.A. 2 01 0 |
06 03 55 04 0A 1E 12 04 24 04 30 04 3A 04 42 04 |. U ..... $ 0.:.B.]|
3E 04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 [|>.@.—-.".!'1. 0 .U|
04 OB 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D Jeuun. ".5.A. B1°0=|
06 03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 |..U...6.8.5.4.>.|
42 04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 |B.>.2. ...=.4.Q.|
35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 |5.9. ...;.0.4.8.|
3C 04 38 04 40 04 3E 04 32 04 38 04 47 [<.8.Q@.>.2.8.G
Encoded GostPrivateKey (98 bytes):

04 60 C5 F7 B3 4F ED A8 10 1D 07 54 A0 07 CD A7 |. v..0¢.e... T....]|
57 9F 26 95 DO B8 54 5D 40 62 CO B9 EA 51 59 94 |W.&...T]@b...QY.|
19 3B 8D 20 1F 80 E5 92 33 96 41 B7 26 D4 B5 D5 |.;. ....3.A.&...]|
26 4A 10 8B 3C A6 64 1F BB 81 FA 72 96 F5 84 A8 |&J..<.d....r....]|
3D B6 4B 4A FA OE 9A 4A OA 83 B4 4F 2E BD 05 F4 |=.KJ...J...0....]|
1B CO 70 33 53 F5 CB 5D O5E Bl 18 19 3B A4 88 OB |..p3S..1"%...;...]|
81 3D | .= |

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-
protected:

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [oon. |
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

FE 78 35 9F B4 EO 25 Bl | . x5...%. |
Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]
50 AD C8 AA D9 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P....... /b..ENC. |

Session key:
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B5 64 68 9B 6B 3F 1D B9 A2 A3 99 88 7B 60 6B 61 |.dh.k?...... { kal
53 Cl1 87 84 0D CB 67 F9 A4 AB BC 90 3D 41 D4 8C [|S..... Tevenn =A..|
Wrapped key:

20 E5 50 11 10 1E 5B 67 A6 23 4E 48 D6 B8 43 67 | .P...[g.#NH..Cgl
50 9D 7C 19 24 EA E7 32 EI1 BB D1 5C 4C EF 60 FD |P.]|.$..2...\L." .

MAC of key:
D7 17 D7 F5 [oonn |
kekri.encryptedKey content:

30 28 04 20 20 E5 50 11 10 1E 5B 67 A6 23 4E 48 |0(. .P...[g.#NH|
D6 B8 43 67 50 9D 7C 19 24 EA E7 32 EI1 BB D1 5C |..CgP.|.$..2...\]
4C EF 60 FD 04 04 D7 17 D7 F5 [L. e euet |

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147_89_Parameters):

par.iv

B4 0D 36 E4 AA 74 BD 09 |..6..t..
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 B4 0D 36 E4 AA 74 BD 09 06 07 2A 85 |0..... 6..t.... L]

03 02 02 1F Ol [T |

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit) :
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header):

46 AF CE 74 43 DF B6 B3 7C 79 EE F9 CA D5 55 B4 |F..tC...|y....U.]|
BO 56 C3 E5 BF C6 06 CD 81 60 E3 CB BF 0Ol BE 66 |.V....... T £l
59 EB 85 7C FE EO 27 9B 38 B5 F8 49 04 A5 81 4E |Y..|..'.8..I...N|
19 27 F1 58 E8 OE 52 74 48 E8 59 51 A4 B6 0D EB |.'.X..RtH.YQ....
67 21 40 50 3F 6E BD E8 31 A2 50 D3 10 BO 60 46 |g!@P?n..1.P... F|
5E 71 OE 4B 26 AC CF 70 BF 48 E8 C6 77 3D 39 94 |"q.K&..p.H..w=9.|
EE B2 C6 19 36 FO |e...6. |

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 1

Adding token.pkcsl50bjects.certificates element:

Making object for certificate 'Certificate of Andrey Fedotov':

Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:

43 65 72 74 69 66 69 63 61 74 65 20 6F 66 20 41 |[Certificate of |
6E 64 72 65 79 20 46 65 64 6F 74 6F 76 |Andrey Fedotov |
x509. commonObjectAttributes.flags: 0x00, len=1, unused bits=6
x509.classAttributes.iD:

00 00 00 02 | oo

Choosing x509.typeAttributes.value.direct choice.

Certificate (963 bytes).

x509.typeAttributes.subject:

30 81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 0..1#0!'..*.H....

|

09 01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 |....fedotov@fact|
6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 Jor-ts.rul.O0...U.|
06 13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0OC |...RUL.O0...U....
04 1C 04 3E 04 41 04 3A 04 32 04 30 31 1B 30 19 |...>.A.:.2.01.0.
06 03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42 04 |..U..... $.0.:.B. |
3E 04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 |>.@.-.".!'1.0...U]|
04 0B 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D |..... ".5.A.B120=|
06 03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 |..U...6.5.5.4.>.|
42 04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 |B.>.2. ...=.4.Q.
35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 |5.9. .;.0.4.8.
3C 04 38 04 40 04 3E 04 32 04 38 04 47 |<.8.@.>.2.8.G
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x509.typeAttributes.issuer:
30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |Ozl1#0!'..*.H..... |

01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...m1vanov@facto|
72 2D 74 73 2E 72 75 31 OB 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 0D 06 03 55 04 07 13 06 4D |..RUL.0...U....M|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 0OA 13 09 Joscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 0OE 30 O0C 06 03 55 |CryptoProl.O0...U|
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U|
04 03 13 08 4D 61 78 69 6D 20 55 43 [....Maxim UC |

Adding token.pkcsl50bjects.privateKeys element:

pl5 mk prkey obj: Making private key 'New Generated Private Key' object:
Choosing PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label: h

4E 65 77 20 47 65 6E 65 72 61 74 65 64 20 50 72 |New Generated Pr|
69 76 61 74 65 20 4B 65 79 |ivate Key |
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 03 [ ..., |
key.classAttributes.usage: len=2, unused bits=6:
20 | |

key.classAttributes.accessFlags: len=1, unused bits=3: OxEQ
Encoded GostPrivateKey (98 bytes):

04 60 09 31 E6 3C BD 14 OA F3 29 65 47 A6 93 2A |. .1l.<....)eG..*|
0l AC 32 7B B3 01 6D ED 53 77 CB 1C 3B 5F 02 FD [..2{..m.Sw..; ..|
CE 12 B7 6D E5 26 5C 83 3F 86 AC BD BE D5 AE Cl |...m.&\.?....... |
Fl1 92 DD 63 D8 78 B8 OD 6A D9 97 2D 4B 2C 20 E7 |...c.x..J..-K, .|
72 2E ED 67 60 4F 56 32 EF 45 7F 4F 91 80 45 4A Ir .g OV2.E.O. EJI
DF 7F FB 4C B9 16 21 7C F2 EF BB 1A 73 09 78 BO |...L..!']....s.x.]|

9B BA |.. |

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-
protected:

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [.... |
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

15 B4 3C 18 2B 6E 35 98 |..<.+n5. |
Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]
50 AD C8 AA D9 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P....... /b..ENC. |
Session key:

C8 B8 8B EO B3 67 67 OF 64 8D FD D1 D9 96 F8 3F |..... gg.d...... 7|
AF 03 53 71 14 3F AF 52 D7 68 FA B8 B7 OB BB E9 |..Sg.?.R.h...... |
Wrapped key:

74 DA 1E A4 88 11 BA 29 1C 2F 55 FF 4C DD A2 22 |t...... )./U.L.."|
71 27 9F B6 33 8F AC 06 36 72 A6 63 85 B2 7E 52 |qg'..3...6r.c..~R]|
MAC of key:

8E 9E 7C 34 |..14 |
kekri.encryptedKey content:

30 28 04 20 74 DA 1E A4 88 11 BA 29 1C 2F 55 FF |0(. t...... ). /U |
4C DD A2 22 71 27 9F B6 33 8F AC 06 36 72 A6 63 |L.."g'..3...6r.c|
85 B2 7E 52 04 04 8E 9E 7C 34 |[..~R.... 14 |

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1

EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.643.2.4.3.2.2
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Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv -

F9 CC 24 E2 AE 66 28 49 [..8. . £(T
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 F9 CC 24 E2 AE 66 28 49 06 07 2A 85 |O..... S E(I..*.|

03 02 02 1F 01 [oenn.

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header):

3A CF E7 58 53 69 E5 49 1A 1D 4C 95 22 E9 43 FF |:..XSi.I..L.".C.|

F1 87 DC 10 6E A9 BD 34 OSD AB 64 34 57 9A 8A 4D | .n..4..d4w. .M|

4C D4 C3 SB B8A El1 56 3B 20 D2 6E Bl 7D 99 AC 61 |L..... V; .n.}..al

D8 88 C2 7B 41 63 1B CE DB 3A 75 AB 8A 6C 5C 5F |...{Ac...:u..1\ |

1E 9A 2C 3C 35 41 A7 33 24 47 E2 4D 41 2F 4B CD |..,<5A.3$G.MA/K. |

76 08 70 BF DA 2B 77 F5 6B 6A 8F FE 35 70 41 60 |v.p..+w.kj..5pA" |

2E 23 DB 6A 4D 62 I |

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 2

Adding token.pkcslbObjects.publicKeys element:

pl5 mk pubkey obj: Making public key 'Public Key for New Generated Private Key'
object:

Choosing PublicKeyType.publicGostR3410 2012Key choice.
key.commonObjectAttributes.label:

50 75 62 6C 69 63 20 4B 65 79 20 66 6F 72 20 4E |Public Key for N|

65 77 20 47 65 6E 65 72 61 74 65 64 20 50 72 69 |ew Generated Pri|

76 61 74 65 20 4B 65 79 | vate Key
key.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 03 [oo.. |
key.classAttributes.usage: len=2, unused bits=6:
02 . I

Making key.typeAttributes.value:
Choosing key.typeAttributes.value.direct.raw choice.
GostR3410Point (w/o ostr header):

1E 8B CE FD 7C 95 E8 4F 11 E3 5A 14 A0 58 FD 5B |....|..0..Z2..X.[]
CB 3E 24 89 3A DE 91 59 99 EB 27 5B A3 AF AF 1D |.>$.:..Y.."[....]|
D4 D5 8D 6C 32 A2 64 D3 8A E6 CD 07 54 0C 76 7B [|...12.d..... T.v{]|
41 5E 64 54 0B E9 23 02 A7 F4 EA FA 65 CD F6 4B |A"dAT..#..... e..K]|

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 2

Adding token.pkcslS50bjects.privateKeys element:

pl5 mk prkey obj: Making private key '512-bit private key' object:
Choosiﬁg PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label:

35 31 32 2D 62 69 74 20 70 72 69 76 61 74 65 20 |512-bit private |
6B 65 79 | key |
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 04 [ oo |
key.classAttributes.usage: len=2, unused bits=6:
20 I |

key.classAttributes.accessFlags: len=1, unused bits=3: O0xEO
key.classAttributes.startDate:

32 30 31 33 31 30 32 32 31 32 31 34 33 33 5A [20131022121433Z |
key.classAttributes.endDate:
32 30 31 34 31 30 31 38 32 32 30 30 30 30 5A [20141018220000Z |
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Encoded GostPrivateKey (195 bytes):
04 81 CO F4 3E Cl1l 61 62 CA 43 77 85 BB 72 17 86
6F 29 E7 1B 9E 3B FD 99 7C BB CE 89 BA 15 9F 5D

|

lo) P
5B 63 C6 85 S9E E2 33 7F BA DO 2B 5F Bl D3 39 01 |I[c 3.t )
AB 2A AC 40 B6 45 DB F9 73 F9 30 89 CA 84 3B 2B |.*.@.E..s.0...;+
B6 DF 06 F4 53 80 45 BO 2F C8 C6 DE AA 0l ED A5 | S.E./veinnn \
16 21 DD B1 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F |.!..e..S..L.d..?]|
D9 D8 0C 2D 87 B7 91 F9 AE B6 DC AF C2 F3 9F 7TA | .. .=t iuernnn .z
34 5E 20 2A BO FE 1E C2 62 63 3B 2E 5F 1F 1B 9A |4~ * .bc; \
7F 58 7C 8A DO 00 FB 06 40 32 4D DF 2F 70 F7 EB | .X|.evu.. @2M./p. . |
78 D3 84 5D 47 47 36 72 A7 05 37 A2 14 A9 61 CB |xX..]GG6r..7...a.|
1A 49 59 53 59 7F 76 E1 D8 C4 D7 9A AA FB 7E 9D |.IYSY.V..u.eun. ~
1A 83 F8 98 24 78 92 87 AB FO 97 EB 7C 32 02 D4 | SXuvuunn [2..]

E9 28 50 | . (P \

Wrapping GostPrivateKey to  EnvelopedData (key.typeAttributes.value.direct-
protected:

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [P
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

42 59 7A BF 46 FA D9 24 |BYz.F..$ \
Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]
50 AD C8 AA D9 1E F9 B4 2F 62 F9 OA 45 4E 43 1C |P....... /b..ENC. |

Session key:
8C 35 96 F6 3E CF 3A 2F 70 9A E7 FC 15 91 02 90 |.5..>.:/pueeee.s |

B9 10 04 9F E5 C7 EF 1F F2 99 45 DO 74 B9 4F 14 |....c..... E.t.0.|
Wrapped key:

86 FC 00 80 C9 07 31 2D 65 0B C6 93 B8 37 3F FA [...... l-e....72.
C3 BB CF OC 2A A9 15 CO OE BF 04 1F OD F5 B1 ED |....*........... |
MAC of key:

E3 68 3C D8 | .h<. |
kekri.encryptedKey content:

30 28 04 20 86 FC 00 80 €9 07 31 2D 65 OB C6 93 |O0(. ...... l-e...
B8 37 3F FA C3 BB CF 0C 2A A9 15 CO O9E BF 04 1F |.72..... oo |
0D F5 B1 ED 04 04 E3 68 3C D8 [ eeenn h<. |

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147_89_Parameters):

par.iv

F8 B5 70 EE E4 BC 82 c4 [.opee.n.
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 F8 B5 70 EE E4 BC 82 C4 06 07 2A 85 [0..... Peereenn *.

03 02 02 1F 01 [eenn |
Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header):
48 0OC CC 5B 74 8A 44 BC 75 83 22 D2 CF 68 AB 1A |H..[t.D.u."..h..|

9C 74 cCc 78 7TE 43 88 EB E8 9C 2D 15 C2 CB BC E8 |[|.t.x~C....—..... |
76 35 BAED C5 4A EE C5 60 27 3A 30 DC 0A 94 74 |v5...J..7":0...¢t]|
90 92 39 B3 88 A5 9C FE 59 44 5F AA 2B OF 19 D1 |..9..... YD .+...

52 CA 71 89 O9E D8 6C D9 3E D9 5A FB 52 E3 67 66 |R.q...1.>.Z.R.gf|
95 23 52 50 D7 D9 10 87 79 1B 1B C2 0C 3D BC D9 | .
C9 83 76 4A D5 D2 F5 34 CF 56 CA 06 03 A0 54 5D |..vJ...4.V....T]|
AF Bl 65 C6 EO 83 75 AB A0 42 B4 FO 69 C3 FO 4E | B
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6B 7D 97 37 66 68 DE B9 BC 4E BB E2 64 20 51 FF |k}.7fh...N..d Q.
EB 5D 0C 21 72 5B 09 4E F5 EF C3 7C 04 24 DC 11 |.].!'r[.N...|.S$..
5C CF FB CC 49 F2 F2 74 4F 82 A7 FC 49 A5 C4 D4 |\
33 A4 25 2C AD C7 D3 5E 66 77 D7 14 A5 2A 09 F1 |3.
41 29 7B DB 30 36 Bl | A

H
t
O
H

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:

pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B):

Adding token.pkcsl50bjects.publicKeys element:

pl5 mk pubkey obj: Making public key 'Public key for 512-bit private key' object:

Choosing PublicKeyType.publicGostR3410 2012Key choice.
key.commonObjectAttributes.label:

50 75 62 6C 69 63 20 6B 65 79 20 66 6F 72 20 35 |Public key for 5|
31 32 2D 62 69 74 20 70 72 69 76 61 74 65 20 6B |1l2-bit private k|
65 79 ey |
key.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 04 [ ..., |
key.classAttributes.usage: len=2, unused bits=6:

02 | . |
key.classAttributes.startDate:

32 30 31 33 31 30 32 32 31 32 31 34 33 33 bA [20131022121433Z |
key.classAttributes.endDate:

32 30 31 34 31 30 31 38 32 32 30 30 30 30 5A [20141018220000Z |

Making key.typeAttributes.value:
Choosing key.typeAttributes.value.direct.raw choice.
GostR3410Point (w/o ostr header):

OF EA C5 57 A0 A6 30 EE AC A5 3A 1C CB C9 48 6D |...W..0...:...Hm]|
Cl E1 00 8D CB BA AD C9 B7 7F 8B FE 94 32 Cl D2 |.uvveveennenns 2..1
09 DA 85 0D 40 8D 1C 17 21 AC 53 36 34 7E A4 40 Q...'.564~.@Q|
CC 27 A4 9B AD BA 05 58 F5 9D 90 09 2B 4B 39 1E el X .+K9. |

3B 26 94 1A 08 BA CC E7 71 DO 03 24 A0 67 36 A4
ED 28 7B 21 07 90 32 72 AA 18 38 BA C3 BD 51 6B
9C 2A 22 DB EE CA B8 BL 5F 12 DB 1A Al 74 F9 03 |.*"..... IR
Making key.typeAttributes.keyInfo.paramsAndOps.parameters:

I
[ .
OB DF 3C 66 99 EA E9 25 17 13 E1 9E F8 FE AC 39 |..<f...%....... 9|
I
I

pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test, 512A,512B):

Adding token.pkcsl50bjects.dataObjects (abstract data) element:

Making abstract data object 'Top-secret Data'

Choosing DataType.oidDO choice.

01dDO. commonObjectAttributes.label:

54 6F 70 2D 73 65 63 72 65 74 20 44 61 74 61 | Top-secret Data |
01dDO. commonObjectAttributes.flags: 0xCO, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.4

01dDO. typeAttributes.id: 1.1.456.7890

Choosing o0idDO.typeAttributes.value.direct-protected choice.

Data to encrypt (wrapped in OCTET STRING): (82 bytes):

04 50 54 68 69 73 20 69 73 20 73 6F 6D 65 20 63 |.PThis is some c|
6F 6E 66 69 64 65 6E 74 69 61 6C 20 61 62 73 74 |onfidential abst |
72 61 63 74 20 64 61 74 61 2E 20 49 74 20 77 69 |ract data. It wi|
6C 6C 20 62 65 20 65 6E 63 72 79 70 74 65 64 20 |11 be encrypted |
69 6E 20 74 68 65 20 63 ©6F 6E 74 61 69 6E 65 72 |in the container|
2E 00 [ |

Wrapping the data to EnvelopedData (o0idDO.typeAttributes.value.direct-protected):

pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:
00 00 00 05 [ |
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kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

91 50 FE 38 D8 65 Bl 49 |.P.8.e.I |
Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]
50 AD C8 AA D9 1E F9 B4 2F 62 F9 0OA 45 4E 43 1C |P....... /b..ENC. |
Session key:

97 DF 62 D7 B2 D2 A3 6E 04 02 2D CF Fl1 9A Cl AA |..b....n..—..... |
D7 37 E7 8A E4 2B EB 6B 66 78 56 E1 37 EB F1 86 |.7...+.kfxv.7...
Wrapped key:

4A DE 79 15 31 F1 14 F8 A7 10 E3 6C 8B 6C 70 12 |J.y.l...... 1.1p.|
FE 54 55 FE 93 07 B5 A8 73 7E 28 C3 F4 OB 6C 65 |.TU..... s~(...le|
MAC of key:

8C 5D A7 F4 [.1.. |
kekri.encryptedKey content:

30 28 04 20 4A DE 79 15 31 F1 14 F8 A7 10 E3 6C |0(. J.y.1l...... 1|
8B 6C 70 12 FE 54 55 FE 93 07 B5 A8 73 7E 28 C3 |.lp..TU..... s~ (.|
F4 0B 6C 65 04 04 8C 5D A7 F4 [..le... 1. |

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm:
1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv

56 10 BO 73 50 01 D8 77 |V..sP..w
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 56 10 BO 73 50 01 D8 77 06 07 2A 85 ]0...V..sP..w..*.|

03 02 02 1F 01 leennn |

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header):

B4 A0 8C B8A 70 75 C6 8B Bl BO 9D 8B 18 BB AL A2 |....PUccececcnnn |
E2 2B 3E BO B5 BD C6 D6 97 C3 6B 8F 45 46 01 80 |.+>....... k.EF..
23 DB EB 51 D7 D7 5C 4A 1C CA 6F 37 <CD 95 C8 53 |#..0..\J..07...8]
2A 10 BA 9B EA 09 4D D2 1A 4C C9 49 42 B2 11 2D |*..... M..L.IB..—|
7F 1A 19 4D E8 C5 C8 09 55 23 E5 78 28 F6 06 3B |...M....U#.x(..;
75 3F 8D B3 69 6C Juz..il |

Adding token.pkcslSObjects.dataObjects (abstract data) element:

Making abstract data object 'Public Data'

Choosing DataType.oidDO choice.

0idDO. commonObjectAttributes.label:

50 75 62 6C 69 63 20 44 61 74 61 |Public Data
0idDO.commonObjectAttributes.flags: 0x40, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.4

0idDO. typeAttributes.id: 1.1.765.432.1

Choosing o0idDO.typeAttributes.value.direct choice.

Data (wrapped in OCTET STRING) oidDO.typeAttributes.value.direct:

04 37 54 68 69 73 20 69 73 20 73 6F 6D 65 20 6F |.7This is some o]
70 65 6E 20 64 61 74 61 2E 20 54 68 65 72 65 27 |pen data. There'|
73 20 6E 6F 20 6E 65 65 64 20 74 6F 20 65 6E 63 |s no need to enc|

72 79 70 74 20 69 74 2E 00 | rypt it.. |
AuthenticatedData.encapContentInfo.eContent (w/o ostr header) (5855 bytes):
30 82 16 DB 02 01 00 A0 4E 30 4C 04 04 00 00 00 |0..iueununn NOL..... |
05 AO 44 30 42 06 09 2A 86 48 86 F7 0D 01 05 0OC |..DOB..*.H...... |
30 35 04 20 74 BA EE A0 BE CB 77 5E 4E C9 BA B5 |05. t..... wN. ..
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3C D8 30 81 F6 06 09 2A 86 48 86 F7 0D 01 07 01 [<.O. *H...... |
30 1F 06 08 2A 85 03 02 04 03 02 02 30 13 04 08 [O0...*....... 0. |
F8 B5 70 EE E4 BC 82 C4 06 07 2A 85 03 02 02 1F |..pPeeeenn. o, |
01 80 81 C7 48 OC CcC 5B 74 8A 44 BC 75 83 22 D2 |....H..[t.D.u.".|
CF 68 AB 1A 9C 74 CcC 78 7E 43 88 EB E8 9C 2D 15 |.h...t.x~C....-.|
C2 CB BC E8§ 76 35 BA ED C5 4A EE C5 60 27 3A 30 |. vb...J.. ":0]
DC OA 94 74 90 92 39 B3 88 A5 9C FE 59 44 5F AA |...t..9..... YD .|
2B OF 19 D1 52 CA 71 89 OE D8 6C D9 3E D9 5A FB |+ R.g...1.>.7.|
52 E3 67 66 95 23 52 50 D7 D9 10 87 79 1B 1B C2 |R.gf.#RP. Veool
0OC 3D BC D9 CS 83 76 4A D5 D2 F5 34 CF 56 CA 06 |.=....vJ...4.V..|
03 A0 54 5D AF Bl 65 C6 EO 83 75> AB A0 42 B4 FO |..T]..e...u..B..|
69 C3 FO 4E 6B 7D 97 37 66 68 DE B9 BC 4E BB E2 |i..Nk}.7fh...N..|
64 20 51 FF EB 5D 0C 21 72 5B 08 4E F5 EF C3 7C |d Q..].!'r[.N. [
04 24 DC 11 5C CF FB CC 49 F2 F2 74 4F 82 A7 FC [.$..\...I..tO0...]|
49 A5 C4 D4 33 A4 25 2C AD C7 D3 5E 66 77 D7 14 |I...3.%,..."%fw..|
A5 2A 09 F1 41 29 7B DB 30 36 B1 30 OB 06 09 2A |.*..A){.06.0...%]

85 03 07 01 02 01 02 00 Al 81 F3 A0 81 FO BB 81 |..ieeeirninnnnnnn
ED 30 27 0C 22 50 75 62 6C 69 63 20 6B 65 79 20 |[|.0'."Public key |
66 6F 72 20 35 31 32 2D 62 69 74 20 70 72 69 76 |for 512-bit priv|
6l 74 65 20 6B 65 79 03 01 00 30 2C 04 04 00 00 J|ate key...0,....]|
00 04 03 02 01 02 18 OF 32 30 31 33 31 30 32 32 J|........ 20131022
31 32 31 34 33 33 5A 80 OF 32 30 31 34 31 30 31 [|121433Z..2014101|
38 32 32 30 30 30 30 5A Al 81 93 A0 81 83 04 81 [8220000Z........ |

80 OF EA C5 57 AO A6 30 EE AC A> 3A 1C CB C9 48 |....W..0...:...H|
6D C1 E1 00 68D CB BA AD C9 B7 7F 8B FE 94 32 Cl |m....vvvennnn. 2.
D2 09 DA 85 0D 40 8D 1C 17 21 AC 53 36 34 7E A4 |..... @...!.s564~.|
40 cCc 27 A4 9B AD BA 05 58 F5 9D 90 09 2B 4B 39 @."..... X .tK9 |
1E OB DF 3C 66 99 EA ES 25 17 13 E1 O9E F8 FE AC <f... %0000, |
39 3B 26 94 1A 08 BA CC E7 71 DO 03 24 A0 67 36 9/& ... d..$.96]|
A4 ED 28 7B 21 07 90 32 72 AA 18 38 BA C3 BD 51 '..2r..8...0]

|
|
|
Lo (f!.
6B 9C 2A 22 DB EE CA B8 Bl 5F 12 DB 1A Al 74 F9 |k.*"..... et
|
|
|
|

03 30 OB 06 09 2A 85 03 07 01 02 01 02 00 A7 82 O |
01 20 A0 82 01 1Cc Al 82 01 18 30 15 OC OF 54 6F |. ...o...n. 0...To]
70 2D 73 65 63 72 65 74 20 44 61 74 61 03 02 06 p-secret Data. |
CO 30 OD 06 0B 2B 06 01 04 01 E8 00 83 77 01 04 O +o oo W. .ol
Al 81 EF 06 05 29 83 48 BD 52 A2 81 E5 02 01 02 |[|..... ) JH.Rovon
31 59 A2 57 02 01 04 30 06 04 04 00 00 00 05 30 [|lY.Ww...0....... 0l
1E 06 07 2A 85 03 02 02 OD 01 30 13 06 07 2A 85 |...*...... O...*.|
03 02 02 1F 01 04 08 91 50 FE 38 D8 65 Bl 49 04 |........ P.8.e.I.|
2A 30 28 04 20 4A DE 79 15 31 Fl1 14 F8 A7 10 E3  [*0(. J.y.l...... |
6C 8B 6C 70 12 FE 54 55 FE 93 07 BS5 A8 73 7E 28 |l.1lp..TU..... s~ (|
C3 F4 0B 6C 65 04 04 8C 5D A7 F4 30 81 84 06 09 |...le...]1..0....]|
2A 86 48 86 F7 OD 01 07 01 30 1F 06 08 2A 85 03 [|[*.H...... O™
02 04 03 02 02 30 13 04 08 56 10 BO 73 50 01 D8 [..... 0...V..sP..|
77 06 07 2A 85 03 02 02 1F 01 80 56 B4 A0 8C 8A |w..*....... A
70 75 C6 8B Bl BO 9D 8B 18 BB Al A2 E2Z 2B 3E BO |pu........... +>.
B5 BD C6 D6 97 C3 6B 8F 45 46 01 80 23 DB EB 51 |...... k.EF..#..0]|

D7 D7 5C 4A 1C CA 6F 37 CD 95 C¢8 53 2A 10 BA 9B |

EA 09 4D D2 1A 4C C9 49 42 B2 11 2D 7F 1A 19 4D |

E8 C5 C8 09 55 23 E5 78 28 F6 06 3B 75 3F 8D B3 |....U#.x(..;u?..]
69 6C A7 6B A0 69 Al 67 30 11 0C OB 50 75 62 oC |

69 63 20 44 61 74 61 03 02 06 40 30 0D 06 OB 2B |

06 01 04 01 E8 00 83 77 01 04 Al 43 06 06 29 85 |....... W...C..).
7D 83 30 01 A0 39 04 37 54 68 69 73 20 69 73 20 ]}.0..9.7This is
73 6F 6D 65 20 6F 70 65 6E 20 64 61 74 61 2E 20 |some open data.
54 68 65 72 65 27 73 20 6E 6F 20 6E 65 65 64 20 |There's no need
74 6F 20 65 6E 63 72 79 70 74 20 69 74 2E 00 |to encrypt it..
Message digest (hash) of the eContent (ostr header not included):

73 4A 2A AC 3F 43 44 47 BA 37 B3 10 AE 63 93 Cl1 |sJ*.?CDG.7...c..

B e
o+
g =~
Q .
o b
[
c Q
- O
(> *
(@)

o

c

o
+

|
93 90 EC 78 89 DC 66 37 77 DF 16 DA 24 A0 41 63 |...x..f7w...$.Ac]|
7B 2F 7B A0 84 A3 93 09 08 D7 2C 07 BC 93 6C 5F [{/{....... el |
8D CE E7 82 AC 3B Bl 57 66 A3 B1 BS 1C 52 F6 3E [..... ;.WE. .. R.>|
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Making AuthenticatedData.authAttrs:
(id-contentType) :
1.2.840.113549.1.9.3

attrl
attrl.attrType:
attrl.attrvValuel:
attr2

1.2.840.113549.1.15.3.1

(id-messageDigest):

attr2.attrType: 1.2.840.113549.1.9.4
attr2.attrValuel: ostr len=64 - message digest
Encoded authAttrs (standalone):

31 6C 30 19 06 09 2A 86 48 86 F7 0D 01 09 03
0C 06 OA 2A 86 48 86 F7 0D 01 OF 03 01 30 4F
09 2A 86 48 86 F7 0D 01 09 04 31 42 04 40 73
2A AC 3F 43 44 47 BA 37 B3 10 AE 63 93 Cl1 93
EC 78 89 DC 66 37 77 DF 16 DA 24 A0 41 63 7B
7B A0 84 A3 93 09 08 D7 2C 07 BC 93 6C 5F 8D
E7 82 AC 3B Bl 57 66 A3 Bl B5 1C 52 F6 3E
Calculating HMAC of authAttr:

Key:

CA OF C3 47 47 09 52 F5 82 06 7D 0OA 7A A8 49
C7 6D 3C 2F F8 9C 3B C3 09 31 3B 2A 61 B3 46
authAttrs HMAC (AuthenticatedData.mac):

26 3C AF B3 O0OE CB 75 E8 76 EC A3 8B A3 D2 67
05 06 63 ES A3 88 67 79 12 AE BA D1 OE 4A 5D
97 7F F3 B8 D7 00 8A OA DD 38 AF 0B 38 E4 F2
50 F5 15 A7 ©6E 75 F4 8A 3B F5 6E F4 CE 23 A9

38

(see above)

31
06
4A
90
2F
CE

08
F5

78
58
C3
BA

oo o* . Houe v v n 00. |
[.*.Heuu'.. 1B.@sJ|
| *.?2CDG.7...Cuev .|
X ETw. L S A/
....... A B

.~

[&<. ... u.V..... gx|
[eoCcevigyeenn.. J]X|
[eevienenn 8..8...]
|[P...nu..;.n..#..|



(1]
(2]

(3]

[4]

(5]

6]

[7]

(8]

PKCS #15

MeTogudeckune
pekoMeHAaLuu
TK 26
TexHu4eckasn
cneyndukayma
TK 26
RFC4357

MeToauveckue
pekomeHgayuu
TK 26

RFC5652

RFC4490

MeToauveckue
pekomMeHaaLuun
TK 26

P 50.1.110—2016
BuGnuorpadus

PKCS#15 (Bepcusa 1.1) dopmaT npeAcTaBreHns WHpopmMauuu B Kpuntorpaduyeckom Toke-
He [Cryptographic Token Information Format Standard (v.1.1), RSA Laboratories]
NaeHTudukaTopel 06bekToB (OID) TexHU4YecKoro KoMuTeTa Mo cTaHAapTu3auumn «Kpunto-
rpaduyeckas 3awuta uHdopmauuu» (TK 260ID)

WcnonbsosaHwe anroputmoe FOCT P 3410 u FOCT P 3411 B npodune ceptudukara u
cnucke oTsbiBa cepTudukatoB (CRL) MHDpacTpykTyphl OTKpbITLIX Kitodeld X.509 (TK26UOK)

B. Monos., U. KypenkuH, C. JleoHTbeB. [JononHUTENbHBIE anropuTMel LWNPOBAHUA A9 UC-
none3oBaHus ¢ anroputmamu no NOCT 28147—89, TOCT P 34.10—94, TOCT P 34.10—
2001 n TOCT P 34.11—94 [Popov V., Kurepkin |. and S. Leontiev. Additional Cryptographic
Algorithms for Use with GOST 28147—89, GOST R 34.10—94, GOST R 34.10—2001 and
GOST R 34.11—94 Algorithms, Informational, IETF RFC4357, January 2006]

3ajaHune y3noB 3amMeHbl 6noka MOACTaHOBKM anroputma WwudposaHus OCT 28147—89
(TK26Y3)

P. Xaycnu. Cuntakcuc kpuntorpadgpumyeckux coobulerunin [R. Housley. Cryptographic Message
Syntax (CMS), Standards Track, IETF RFC5652, September 2009]

C. JleonTbes, I Yypos. McnonbaoBaHue anroputmo MOCT 28147—89, TOCT P 34.11—94,
MOCT P 3410—94 n TOCT P 3410—2001 c cuHTakcucom KpunTorpadguyeckux coob-
weHun (CMS) [Leontiev S., Chudov G. Using the GOST 28147—89, GOST R 34.11—94,
GOST R 3410—94 and GOST R 34.10—2001 Algorithms with Cryptographic Message
Syntax (CMS), Standards Track, IETF RFC4490, May 2006]

NcnonbsosaHne anroputMmoB MOCT 28147—89, TOCT P 3411 n NOCT P 34.10 B kpunto-
rpacdpudecknx cooblyeHusx dpopmata CMS (TK26CMS)
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