POCCHUMCKAST ®EEPALIAS
(I)EJIEPA.JII)HBII?'I 3AKOH

O GesonacHocTH KpuTHYeckoii HHGOPMALHOHHOIH
HHppacTpyKTyps! Poccuiickoii ®@egepamun

Hpunsar 'ocypapersensoit dymoit 12 wrona 2017 rozpa

Opno6pen CoBeToM ®Pepmepaimu 19 wonsa 2017 roga

Crates 1. Cepa aeiicrBus macrosiero ®egepaisHOro 3aKona

Hacrosmuit ®epepanpHblii 3aK0H perylupyeT OTHOIUEHHWsS B oOiacTH
obecrieuenus 0e30MacHOCTH KPUTHIECKOH HHPOPMALMOHHON HHPPACTPYKTYPhl
Poccuiickoit @epepannn (manee Takke — KpHUTHYecKas HHPOPMAIHOHHAS
#HpPACTPyKTypa) B NENSIX €€ YCTOWYMBOrO ()YHKIHOHHPOBAHHS IIPH
TIPOBEACHHH B OTHOLIIEHUH €€ KOMITBIOTEPHBIX aTaK.

Crartes 2. OcCHOBHbI€ IOHSITHS, HCHOJb3yeMbIe B HACTOSIIEM
PenepanbHOM 33K0HE

Jdns  neneft  Hactosmero (®enepaibHOTO  3aKOHA — HCIIONB3YIOTCS

ClIeQYIOIE OCHOBHBIC ITOHATHA:


https://meganorm.ru/mega_doc/norm/prikaz/6/term_81-03-29-2001_territorialnye_edinichnye_rastsenki.html

1) aBTOMaTH3MPOBaHHAA CHCTEMa YIIPABIEHHS — KOMILTEKC HPOrPaMMHEIX
¥ TPOrpaMMHO-aIIIapaTHBIX CpeJCTB, NpPEeJHA3HAYCHHBIX I KOHTPOJIL 3a
TEXHOJIOTHYECKUM u (unH)  NPOM3BOACTBEHHEIM o6opynoBaHueM
(MCTIONHUTENBHBIMM YCTPOHCTBAMH) M NPOM3BOAMMBIMU HMH HPOLIECCAMH, a
TaKXe AN YIPaBleHUA TaKuMA 000pyIOBaHHEM ¥ TIPOIIECCaMI;

2) 6e301macHOCTb KPHTHYECKOH HMHOOPMAIMOHHOM HH(PPacTPYKTYPH —
COCTOSHHE 3aIUIICHHOCTH KPUTHYECKOH HH(OPMAIIMOHHOM HHPPACTPYKTYPH,
obecneyHBaroliee €¢ ycToiunBoe (YHKUHOHMPOBaHWE HpY NPOBENEHHH B
OTHOIIEHHH €€ KOMIIBIOTEPHEIX aTak;

3) 3HaYUMBIH 00BeKT KpUTHYECKOH HH(OPMALHOHHOIH
HH(PACTPyKTYpPHI — OOBEKT KPUTHYECKOH HH(YOPMALIMOHHON UHPPACTPYKTYPHI,
KOTOpOMY HPHCBOEHA OHA U3 KaTeropuil 3Had4MMOCTH U KOTOpbIH BKIFOYEH B
peecTp 3HaUYHUMBIX 00BEKTOB KPUTHYECKOH HHPOPMAMOHHOH MH(PACTPYKTYPHL;

4) xoMObIOTEpHas ~ aTtaka —  IeNeHalpaBlIeHHOE  BO3ZAeEiCTBHE
HPOTPaMMHBEIX M (WMJIH) HPOTPaMMHO-AlIIAPATHEIX CPEACTB Ha OOBEKTHI
Kputudeckoii HH(GOPMALMOHHOW HHOPAaCTPYKTYPHI, CETH 9JIEKTPOCBA3M,
HCIONB3yeMble I OPraHM3alliHl B3aUMOREHCTBUS TakuX OOBEKTOB, B LENLIX
HapylleHus W (WiH) NpeKpalleHus X (QYHKIMOHHPOBAHUS U (WMJIH) CO3LaHUs
yrpossl 0e3omacHoCTH o6pabaTeiBaeMolf TaKUMH 00BeKTaMK HHGOPMALHK;

5) KOMIBIOTepHBIH MHUUICHT — (hakT HapyuleHHs U (Win) MpeKpamieHus

(YHKIHOHUPOBaHHSA ob6bexTa KpHTHYECKOH HH(pOpMaLIOHHOH



HHQPACTPYKTYpPHl, CETH OSNEKTPOCBA3HM, HCHONB3YeMON IUI1 OpraHM3aLH{
B3aUMOefiCTBHS TakuX o00bexkToB, M (WIM) HapyuieHus 6Ge30macHOCTH
obpabarriBaeMoii TaKUM 00BEKTOM HH(pOPMALIMK, B TOM YHCJIE POH30MIEH LIk
B pe3ylibTaTe KOMITBIOTEPHOH aTaKy;

6) xputmaeckass HHpopManHOHHas1 HHQpPacTpyKTypa — OOBEKTHI
KpUTAYEeCKO#  MHQOPMAalMOHHOM  HHQPAaCTPYKTYphl, a TaKxe CeTH
3JIEKTPOCBSA3H, HCIONB3YeMBle [UI1 OpraHU3alU{d B3aUMOJCHCTBHA TaKHX
00BEKTOB;

7) 00bexThl  KpuTHYeckod WHGMOPMALMOHHON HHOPACTPYKTYPH —
HHQOPMALHOHHEIC CHCTEMBI, HH)OPMALHOHHO-TeJIeKOMMYHHKAITHOHHEIE CETH,
aBTOMATH3HPOBAHHBIE CHCTEMBI YNpaBieHHsA CyOBEKTOB  KPHTHYECKOH
HHGOPMALMOHHOM HHPPACTPYKTYPHI;

8) cyOnexTel  kpuTHHecKo HMHGOpMAIMOHHOX HMHGPACTPYKTYypH —
TOCYZapCTBEHHBIE OpraHbl, TOCYJapcTBEHHBIE YUPEXKICHHS, PpOCCHHCKHE
IOpUAMYECcKHe JIULA U (W) HHOUBULYATbHEIE TIpeIIPUHAMATENH, KOTOPEIM Ha
mpaBe COOCTBEHHOCTH, apeHAsl WIM Ha KHOM 3aKOHHOM OCHOBaHHHM
[pUHA IeXaT uH(bOPMaIOHHEIE CHCTEMBI, UH(POPMALHOHHO-
TeNeKOMMYHHKALIIOHHBIE CETH, aBTOMATH3HPOBAHHBIC CHCTEMBI YIIPABICHHUA,
¢dyHKOHoOHMpYyIOIIEe B chepe 31paBOOXpaHeHHs, HayKH, TPAaHCIOPTa, CBA3M,
9HepreTHKY#, OaHKOBcKofl cdepe M mHBIX cdepax (UHAHCOBOIO pHIHKA,

TOINIMBHO-3HEPIeTHYECKOIO  KOMILJIEKCA, B objlacTH  aTOMHOH DHEpruu,
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00OpOHHOMH, paKkeTHO-KOCMUYECKOi, ropHOAOObIBatoIIEH, MeTalTyprudeckoii 1
XMMHYECKOH TNPOMBINUIEHHOCTH, pPOCCHiiCKMe IOpHAMYEecKHe Jmua u (WiH)
HHUBHAYaIbHBIE TIpeIPUHAMATEIH, KOTOpBIE obecneunBaioT
B3aUMOZENCTBHE YKa3aHHBIX CHCTEM WU CeTei.

Crarps 3. IIpaBoBoe peryiupoBanne OTHOIeHH# B o0nacTn
obecneyenns 6e30NaCHOCTH KPATHYECKO#H
uabopmannonHoii HHPPACTPYKTYPBI

1. OtHomennss B obmactm obecredeHus O€30IaCHOCTH KPHTHIECKOH
nHGOPMAIIMOHHOH HHQPACTPYKTYphl PETYNHPYIOTCA B COOTBETCTBHH C
Koncruryumneit Poccuifckoit ®epeparuy, o0Imenpu3HaHHEIME IPUHLUATAME U
HOpPMaMH MeXIyHapOJAHOro IpaBa, HacroamuMm PelepaibHBIM 3aKOHOM,
ApyraMu (pefepallbHBIMM 3aKOHaMU U IPHHAMAEMBIMH B COOTBETCTBUH C HHUMHM
HHBIMA HOPMaTHBHBIMHU IIPaBOBBIMH aKTaMH.

2. OcobernHocTr TpuMeHeHHs Hacrosmero @enepanbHOro 3aKoHa K
ceTaM CBs3H OOINero moib3oBaHus onpeAeisorcs DenepaibHBIM 33KOHOM
ot 7 mons 2003 roga Ne 126-@3 «O cBa3u» ¥ NPUHAMAEMBIMH B COOTBETCTBHU
¢ HIM HOpMaTUBHBIMH IIpaBoBeIMH akTamu Poccmiickoii Peneparmn.

Cratpa 4. Hprauans: ofecnedyendsn 6e30MaCHOCTH KPHTHYECKOH
andopManHoHHOi HHPPACTPYKTYpPBI

Hpunuunamu obecrieyenns Ge3zomacHoCTH KPHTHYIECKOM
HUH(POPMALTHOHHOM HH(PPACTPYKTYPbI SBISIOTCS:
1) 3aKOHHOCTD;

2) HENpPEepHIBHOCT, M KOMIUIEKCHOCTh obecriedeHHs  6e30TacHOCTH



KpHTHYeCKOH HH(MOpMaIHOHHONH HH(APACTPYKTYpPhI, ZOCTATaEeMbIE B TOM YHCIE
32 CcueT B3aMMOJEHCTBHA  YIIONHOMOYCHHBIX  (beNepambHBIX  OpPraHOB
HCIIOJIHMTENbHOM BIAacTH M CyObeKTOB KpHTHYeckodl wH(bOpManHOHHOH
HH(PACTPyKTYpEI;
3) mpropuTeT NpeJOTBPAIIeHAS KOMITBIOTEPHEIX aTakK.
Crates 5. 'ocyRapcrBeHHast cHCTeMa 00HApYKEHHS,
npeaynpe:xAeHHs H JAKBHARIHH NOcaeAcTBHIl
KOMIILIOTePHBIX aTAK Ha HHOPMANMOHHBIE PecypChl
Poccniickoii ®enepanun
1.TocymapcTBeHHass cucTeMa OOHapyKeHHS, NpeNyNpexAeHUd W
JIMKBUIAIUY [TOCIENCTBHH KOMIBIOTEPHEIX aTaKk Ha HH(OPMAaIlHOHHEIE PECYPChI
Poccuiickoit ®epepanuu mpencrapiseT coboll emuHBIE TeppUTOpHANBLHO
pacIpelleleHHBIH  KOMIUIEKC,  BKIIOYAOIMMH  CHJIBI M CpEJCTsa,
npenHasHayeHHble Mg OOHAapy)XeHHA, NPEXYNPEXKACHUA M JHUKBHAAIUM
NOCHEACTBAN KOMIBIOTEPHBIX aTaKk M peardpoBaHMs HAa KOMITBIOTEPHEIC
HHIUOEHTH. B nensx Hactosmed crathd 1oj MHOOPMAIMOHHEIME pecypcaMy
Poccuiickoii  Depmepanyi  NMOHUMAIOTCS  MH(QOPMAUMOHHBIE  CHCTEMBI,
HHGOPMAIFIOHHO-TIEKOMMYHHKAIIHOHHEIE CeTH M  aBTOMATH3HPOBAHHEIE
CHCTEMBI yIpaBieHMs, HaXxoAsmyecs Ha TeppHTopHd Poccniickoii @enepanuy,
B IUIUIOMaTHYEeCKUX IPEeJICTABHTENECTBAX U (WIH) KOHCYIBCKHX YUPEXKISHUIX
Poccutickoii ®enepanun.
2.K cunaM, mpeInHasHaYeHHBIM U1 OOHApYXKeHHUS, NpeAyNpexIeHus H

JMUKBUJAIINN  TIOCJICHCTBUMA KOMIIBIOTEPHBIX AaTaK M peardpoBaHUA Ha



KOMIIBIOTEPHEIE HHITUACHTHI, OTHOCATCA:

1) mompasmeneHHs H HAOKHOCTHBIE JHIa (edepabHOIO OpraHa
HCIOJHUTENLHOM BJIACTH, YMONHOMOYEHHOro B oONacTH obecmedeHus
¢$byHKUHOHEPOBaHUS roCyZAapCTBEeHHOMH CHCTEMBI oOHapyXeHm,
TIpeNynpeKAeHNs W JIMKBHIAIMH IIOCHEeJICTBHH KOMIIBIOTEDHEIX arak Ha
uHGOpMaHOHHEIE pecypchl Poccriickoit @enepaiiy;

2) oprasmsanus, cosfaBaeMas (efepaabHbIM OpPraHOM HCIOJHHTENBHOM
BJIACTH, YIIOJHOMOYEHHBIM B o0iacti ofecnedeHHs (YHKLIAOHHPOBAHHS
rOCY/JapCTBEHHOH CHCTEMB! OOHApyXXeHMA, HpPEeXYNpEeXICHUS H JMKBHAAIMH
MOCIIEACTBIH KOMIBIOTEPHBIX aTak Ha HHpOpMalHoHHEIE pecypchl Poccuiickoit
Qenepanyy, M1 obecHeveHHs KOOPAHHALHK JeATENbHOCTH CyOBEKTOB
KpuTH4eCKO# HHGOpMaLMOHHOH HHQPaCTPyKTypHI IO BOIIpocaM oOHapyKeHus,
HNpPenyNpeKOeHUS ¥ JMKBUAAIMM IIOCHEACTBHI KOMIIBIOTEDHBIX aTak H
pearupoBaHds. Ha KOMIBIOTEPHBIE HHLIIEHTH (Janee — HaNUOHANBHEIN
KOOPIMHAIMOHHBIH LEHTD [0 KOMNIBIOTEPHBIM MHIMACHTaM);

3) mogpasmeneHus M JOIDKHOCTHBIE JHLA CYOBEKTOB KPHUTHYECKOM
uH(GOPMAallMOHHON WHQPAacCTPYKTYpH, KOTOphle IPHHMMAIOT ydacTHE B
oGHapyXeHUH, PeIyNpPeKTeHAN U IMKBAAAIMH TOCIEACTBHE KOMITBIOTEPHBIX
aTax U B pearHpOBaHNH Ha KOMIIbIOTEpHbIC HHIMACHTHIL.

3. Cpencrramu, npeHa3HaYeHHbIMU Ui oOHapyXKeHus,

NpeaynpexXaceHus # JIMKBHAALHNY TOCJIeACTBHIA KOMIIBIOTCPHEIX aTak H



peardpoBaHus Ha KOMIIBIOTEDHBIE HHUWJCHTH], SABIAIOTCA TEXHHUYECKHE,
IIporpaMMHBIe, IPOrpaMMHO-ANIAPaTHEIE H HHBIE CPEACTBa JUIA OOHApYyKeHHT
(B ToM 4uHCIe /A TIOMCKa NPH3HAKOB KOMITBIOTEPHBIX arak B CeTAX
3NMEKTPOCBA3H, HCHONB3YEMBIX JJI OpraHu3alid B3aHMOACHCTBHA OOBEKTOB
KpHTHYeCKO}  HH(GOPMAUWOHHON  HHOGPACTPYKTYpHl), NpEAYIpexAcHHs,
JAKBHIALINM NOCTEICTBHI KOMITBIOTEPHBIX aTax u (i) o6MeHa nHpopMarwel,
HeobXonuMol cyOBeKTaM KPHTHYIECKOH WH(OPMAIMOHHOM WHQPACTPYKTYpHI
npH oOHapyXeHWH, NpeAynpeXIeHWH M (WIM) JIMKBHAIUM IIOCHENCTBHI
KOMIIBIOTEPHBIX aTaK, a TaKXe KpHOTorpadHuecKue CpeICcTBa 3allfUTHI TaKoi
uH(pOpManuH.

4. HaupoHanbHbli KOODAMHAIMOHHBIM IHEHTP MO KOMIIBIOTEPHBIM
WHOUIEHTaM OCYIIECTBIAET CBOIO JEATENbHOCTh B COOTBETCTBHH C
MONIOXEHHEM, YTBEpXJaeMbIM (efepansHBIM OpPraHOM HCIIONHHTEHbHOM
BIACTH, YIOMTHOMOYEHHHIM B oOnactu ofecrieueHus (GYHKIMOHHPOBAHUA
TOCyIapCTBEHHOH CHCTeMBl OOHapyXeHHs, NPeIyNpexAeHAS W JHKBUIaLNH
TOCJIEICTBHI KOMIIBIOTEPHEIX aTaK Ha HH(OpMaIHOHHEIE pecypchl Poccuiickoi
Oenepanun.

5.B rocynapcTBeHHOH cucTeMe oOOHapyXeHHs, NPERYNPEXACHHA H
JUKBUJAIUY HOCIeICTBHI KOMITBIOTEPHBIX aTaK Ha HH(OPMAaLHOHHBIE PECYPCH
Poccuiickoii Penepanun ocymiecTBIOTCS c60p, HAKOIDIEHHE, CHCTEMaTH3allHsg

¥ aHanu3 nHGopMAaIiH, KOTOpas IOCTYIIAeT B JaHHYIO CHCTEMY Yepe3 CPEACTBa,



npenHasHadyeHHble I OOHAapyXeHHS, NpeAyNpekACHHA W JMKBHAALUH
HOCIIEACTBHH KOMMBIOTEPHBIX aTak, HH(pOpPManum|, KOTopas NpelCTaBIIseTCs
cyobextamu  kpurtudeckod — uHbopManmoHHOM — HHOPACTPYKTYpH  H
benepaisHBIM OPraHOM MCTIONHUTENBHOM BIACTH, YIIOTHOMOYEHHEIM B 00acTu
obecrieuenns 0e30MacHOCTH KPHTHYECKOH HH(POPMaMOHHON HHPPACTPYKTyPhI
Poccuiickolt Dexmepanuu, B COOTBEICTBHM C IepeyHeM HHGOpMalMH X B
HopsfKe, OHpeneiseMbIMH (befiepanbHbIM OpPraHOM HCIOJHHUTENBHOH BIACTH,
YIOIHOMOYeHHEIM B oOmactw  ofecrmedeHHS  (YHKIHOHHPOBAHHS
TOCYAapCTBEHHON CHCTEMBI OGHapy)KeHUd, NpedyNpexAeHWS M JTUKBUAALMH
TIOCTIEACTBYH KOMIIBIOTEPHBIX aTak Ha MHpOpManMoHHBIe pecypcsl Poccutickoit
Deneparyy, a Takke HHGOPMAIUH, KOTOPas MOXKET IPEJICTABNATECA MHEIMHA He
SBILTIONIMMACS CyOBEKTaAMH KPUTHYECKOH HH(POPMAMOHHON HHPACTPYKTYPHI
OpraHaMH ¥  OpraHH3alMsIMH, B TOM UHCIeé HHOCTPaHHRIMH H
MEXIYHapOIHBIMH.

6. QefepanbHEll OpraH HCIOJIHHTENBbHOHN BIACTH, YNONHOMOYEHHHIH B
obmactu obecrnedeHns (QYHKIMOHUPOBAHWS TIOCYJApCTBEHHOH CHCTEMEI
06HapyKeHNs, MPeNyNPEXACHHS ¥ JIMKBHIALMA [OCIEACTBHI KOMIBIOTEPHBIX
aTak Ha HHbOpManuoOHHEIe pecypcsl Poccuiickoit Denepaiini, OpraHu3yeT B
YCTQHOBJIEHHOM MM mopsAnke oOMeH wuH(opMamuedi O KOMIBIOTEPHEBIX
HHUMACHTAX  MEXZAy  CyObeKTaMH  KpHUTHYeCKod  HHQOPMAI[HOHHOM
HHOPACTPYKTYphI, a  TaKxe  MexQy  CyGheKkTamMu  KPHUTHYECKOR

HHGOPMAIMOHHON  HHOPACIPYKTYpHL M YIOJHOMOYEHHBIMM  OpraHaMu



HHOCTPaHHBIX TOCYJapcTB, MeXAyHapOAHBIMHU, MeXIyHapOXHBIMU
HeNpaBUTENbCTBEHHEIMY OpraHu3allisIMH ¥ HHOCTPAHHBIMH OpPraHM3alMIMY,
OCYIIECTBILIIOIIMMH JIEATENIBHOCT B 00JIACTH peardpOBaHus Ha KOMIIBIOTEPHBIE
HHIMACHTHL
7.IlpemocTaBieHre K3 TOCYHapCTBEHHOH CHCTeMBI OGHApyXeHHS,
OpenynpexIeHus M JHKBUAALMH HOCIENCTBHN KOMIBIOTEPHBIX aTak Ha
uH(OpMaOHHEIE pecypcsl Poccuiickoit OGenepanun CBEICHUH,
COCTaBIISIONIMK TOCYXAPCTBEHHYIO JHOO HHYI0 OXpaHSSMYIO 3aKOHOM TaliHy,
OCYILIECTBISIETCSI B COOTBETCTBUM C 3aKOHOJATENbCTBOM Poccuiickoit
Denepanum.
Crarps 6. Ilonnomouns Ilpesunenta Poceniickoii @enepanun
H OPraHoB rocyaapcrseHnoii Biacru Poccniickoii
Denepaunn B 061acTH obecriedeHust 6e30MacCHOCTH
KpuTHYeckoii madopmMannonHoii HHPpPacTPyKTYypbi
1. TIpesunent Poccutickoit Penepayy onpenenseT:
1) ocHOBHBIE HampaBlNeHHS TIOCYHapCTBEHHOH MOJNMTHKH B 06IacTu
obecredenust 6e3011aCHOCTH KPUTHIECKOH HHPOPMAIIHOHHOM HHOPACTPYKTYPH;
2) dbenepanbHbId OpraH HCIONHUTENLHOH BIACTH, YIOJHOMOYEHHHIH B
obnmactn  obecmeueHHss 6e30maCHOCTH  KpUTHYeCKOM  MHGOPMAIMOHHOH
undpactpykrypsl Poccuiickoit @enepanumn;
3) benepanbHBIA OpraH HMCHOJHHTCIBHOH BIACTH, YIOJIHOMOYCHHBIH B

obmact obecmedeHns ¢(YHKIMOHMPOBAHWS FOCYAApCTBEHHOM CHCTEMBI

oOHapyXeHHsl, TpeIyNpeKAeHIA U THKBHIANUH HOCHEICTBUH KOMIBIOTEPHBIX



10

aTak Ha HHpOpManHOHHEIE pecypchl Poccuiickoit ®enepanyuy;

4) mopsAmOK  CO3MaHMA M 3alaud  TOCYJapCTBEHHOH  CHCTEMSI
obHapyxeHus, NpeAyNpexaeHNs U THKBUAAINN TOCISACTBAR KOMITBIOTEPHBIX
aTak Ha uHGOpMaLOHHbIE pecypchl Poccniickoi Penepanmm.

2. IIpaBurensctBo Poccuiickoii Pefepanyn yCTaHAaBIUBACT:

1) moxasatenu  KpHTepHeB 3HAYUMOCTH OOBEKTOB  KpHUTHHECKOH
HMH(POPMAIMOHHOH HHOPACTPYKTYPH! M HX 3HAYEHHS, a TAKXKe MOPATOK U CPOKH
OCYINECTBIIEHH MX KaTerOpHpOBaHuS,

2) HOPSZOK OCYIIECTBIECHHS TOCYyJapCTBEHHOTO KOHTpOJif B objactd
obecrieueHus Ge3omacHOCTH 3HaYUMBIX 00BEKTOB KpUTHYECKOI
uH(OpManuOHHOH HHOPACTPYKTYpEI;

3) DOpANOK MOATOTOBKY M HCIIONB30BAHHA PECYpCOB €IHHOH ceTH
anekTpocBsa3u Poccuiickoit @epepanuu s obecrieyeHns GyHKIHOHUPOBAHUA
3HAYUMBIX OOBEKTOB KPUTHUECKOH HHPOPMALMOHHON HH(PPaCTPYKTYPHL.

3. ®enepanpHBIt OpraH HCIONHHUTENBHON BIIACTH, YIOJIHOMOYEHHEIH B
obnactu  obecnieueHus Ge30MaCHOCTH  KPUTHYECKOH  HHGOPMALMOHHOM
uHppacTpykrypsl Poccriickoiit ®enepanmuu:

1) BHOCUT HPEAJIOKCHHSI O COBCPHICHCTBOBAHHMH HOPMATHBHO-IIPAaBOBOTO
perynupoBaHus B obOmacth obecnedeHuss Ge30MacHOCTH  KPHUTHYECKOH
nHpopmanuonsoil uHGpacTpykTyph Ilpesupenty Poccuiickoit ®enepamun u

(unm) B IIpaButensctBo Poccuiickoit depepanumn;



11

2) yTBepKAaeT IOPSHNOK BeleHWSd peecTpa 3HAYMMBIX OOBEKTOB
KpUTHYECKOH MHGOPMAIMOHHOM HH(PACTPYKTYPHI H BeJIeT AaHHBIH peecTp;

3) yrBepxzaer (opMy HanpaBleHHS CBEACHMH O  pesynpTarax
NPUCBOEHHS 0OBEKTY KpHTHIeCKO# uHpOpMaUOHHOMH HHPPaCTPYKTYPHI OMHOM
H3 KaTeropuii 3HaYAMOCTH JIM00 06 OTCYTCTBHH HEOOXOIMMOCTH NPHCBOSHUS
eMy OJHOM W3 TaKUX KaTeropui;

4) ycranasnuBaer TpeboBamumi 1o  obecrmedeHuio  OesomacHoCTH
3HAYMMBIX OOBEKTOB KpHUTHUeCKoH HH(POpPMaIMOHHON HH(PACTPYKTypHI
(TpeboBanms 1o obecneyeHnIo Ge3onacHocTH nH(pOpMaLHOHHO-
TeeKOMMYHHKAIIMOHHBIX CeTeH, KOTOPhIM IPHCBOEHa OJ[HA M3 KaTeropmii
3HAYMMOCTH M KOTOpPBIE BKIIIOUECHBI B PeeCTp 3HAYHMBIX 00BEKTOB KPHTHIECKOH
rrpopManuoHHONH HHOPACTPYKTYPHI, YCTAaHABIHBAIOTCA IO COITIACOBAaHUIO C
(efepaibHBIM OPraHOM HCIIOJHUTENIBHOM BIACTH, OCYIIECTBIAIONIM QyHKIHH
1o BeIpabOTKe M pealH3aluy TOCYJapCTBEHHO!H IONHTHKA H HOPMAaTHBHO-
TpaBOBOMY peryiaMpoOBaHHIO B 00JacTH CBA3M), a Takke TpeGOBaHHA K
CO3MaHMIO CHCTeM Oe30MacHOCTH TakMX OOBEKTOB M ofecmedeHMI0O Hx
¢ysaxumonuposanus (B 6aHKOBCKOH cdepe M B MHBIX cepax (HHAHCOBOTO
pBIHKZ YCTaHAaBIMBaeT YyKa3aHHbIC TpeOOBaHMA [0 COIVIACOBAHHIO C
entpansusmv 6ankom Poccuiickoit @epepanumn);

5) ocyIIecTBIsIET rOCYJapCTBEHHBI KOHTPONb B 00JIacTH oOecrnedeHus

0e30MacHOCTH  3HAYUMBIX  OOBEKTOB  KPUTHYECKOH  MH(pOPMAUMOHHOM
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HHPPACTPYKTYPEL, & TakXKe yTBepxkAaeT GopMy axTa NPOBEpKH, COCTABIAEMOrO
110 UTOTaM NPOBEAEHN S YKa3aHHOIO KOHTPOJIA.

4. @epepanbHblii OpraH HCIOJHHTENBHOM BIAacTH, YHNOJHOMOYEHHBIH B
obmactu obecmedeHus (GYHKUHOHHPOBAaHUA TOCYJapCTBEHHOH CHCTEMBI
oOHapyXeHus, IpeNyIpeXIeHrs U JTUKBUAALNH [TOCIEACTBHA KOMIIBIOTEPHBIX
aTax Ha HHQOpMaIMoHHbIe pecypchl Poccuiickoit @epepanum:

1) BHOCHT NpeIUIOXeHKUA O COBEPUICHCTBOBAaHWH HOPMATHBHO-TIPABOBOTO
perynupoBaHus B oOnactH ofecriedyeHHS 6€30IAaCHOCTH  KPHTHYECKOR
uH(opManuorHo# uHbpacTpykryps! Ilpesunenty Poccuiickoit @epepaumnu u
(unm) B Ipasurenscreo Poccuiickoit @enepanmy;

2) co3maeT HaNMOHAIBHBIH KOOPAHHALMOHHEIH IIEHTp IO KOMITBIOTEPHEIM
UHHUACHTAM U YTBEPKAACT NOJOXCHHE O HEM;

3) xoopauHUpPYET JeATeNIBHOCTD CyOBeKTOB KPUTHYECKOH
uHpopMalMOHHOR  MHOPacTPYKTYpsl IO  BompocaM  OOHapyXeHmd,
OpeIynpeXIeHus ¥ JWKBHOAUWM IIOCHEACTBHH KOMIOBIOTEPHBIX aTaKk H
pearnpoBaHusi Ha KOMITBIOTEPHBIC HHIMICHTEI;

4) opraHusyeT W INpPOBOANT OLCHKY O0E30HACHOCTH KPUTHYECKOI
HH(OPMAIMOHHON HHPPaCTPYKTYPEI;

5) ompemenser — mepedeHb — WH(oOpManuu, — OpeACTaBiseMOil B
TOCYHapCTBEHHYIO CHCTeMy OOHAapY)XeHHs, NpemyNpeXAeHHsS W JHKBATAIUH

NOCIeCTBHI KOMIIBIOTEPHBIX aTaK Ha HH(MOpMalHoHHbIe pecypcsl Poccuiickoit
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Denepanyn, ¥ NOPSIOK €€ IPEACTABICHNS;

6) yrBepikpaeT TOpAnOK MHGOpMHpOBaHHA (enmepansHOro OpraHa
HCIOJNHUTENbHOM BNAcTH, YNOJHOMOYEHHOTO B obyactd  ofecrmedeHus
byHKUHOHUPOBAHYS rOCYy/apCTBEHHOM CHCTEMBI oGHapyXeHus,
NpeAYNpeXACHHS W JUKBHAAMA IIOCHAE/ACTBHH KOMIIBIOTEPHEIX aTaK Ha
nHopManuoHHbIe pecypchl  Poccuiickoit ®Defiepanns, O KOMIBIOTEPHBIX
WHIMACHTaX, PpEarupoBaHNs Ha HHX, NPHHATAA Mep 0O JIUKBANALMH
TIOCNEACTBHH KOMIIBIOTEPHBIX aTaK, NMPOBEJCHHHIX B OTHOMICHHH 3HAYMMBIX
00BEKTOB KpHUTHYECKOH HHpOpManuoHHOM MHGPacTpyKTYpHl (B GaHKOBCKO
cthepe 1 B MHBEIX chepax GHHAHCOBOrO PHIHKA YTBEPIKAAET YKA3AHHBIA HOPITOK
110 cornacoBanuio ¢ HentpansHeiM 6ankoM Poccniickoit depgeparm);

7) yrBepxnaeT mnopsnox ofMeHa uH(opMamueli O KOMIBIOTEPHBIX
HHOUIEHTaX  MexXHy  cyObekTaMM  KpHTHYecKod  uH(OpMauHOHHOM
HHQPacCTPYyKTypsl, Mexay CcyObeKTaMu KpUTHYECKOH HH(MOpMAnHOHHO#M
HHQPACTPYKTYPHI ¥ YIOIHOMOYEHHBIMA OpPraHaMy HHOCTPAaHHBIX I'OCYJapcrB,
MeXIyHapOJHEIMH, MeXKTyHapOAHBIMU HEIPaBUTETbCTBEHHBIMH
OpraHM3alMsiMH X HHOCTPAaHHBIMH OpTaHW3AIHAMH, OCYIIECTBISIOMMMU
JeATENBHOCTh B OOGNACTH pearHpoBaHMs HA KOMIIBIOTEPHBIE MHIMACHTHI, a
TakKe MOPSHOK IIONydeHUs CyOBeKTaMH KpPHTHYeCKOM HH(OPMAanHOHHOH
HHQPacTpyKTypsl HH(pOpMamMH O CPeACTBaX M CHoco0ax MpOBEEHUs

KOMIIBIOTEPHBIX aTaK ¥ 0 METONaxX MX MPeAyIpexIeHus 1 o6GHApYKEHH,
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8) opraHmsyer yCTaHOBKY Ha 3HAUMMBIX OOBEKTaX KPHUTHYECKOH
HHGOPMAIMOHHOH HHOPACTPYKTYPhl H B CETAX JJICKTPOCBS3H, HCIIONB3YEMBIX
IS OpTaHHW3allMy B3aUMOJICHCTBUSA OOBEKTOB KpHTHYECKOH HMHGMOpManuOHHOM
HHQPACTPYKTYphl,  CpeACTB, MpeAHAa3HA4YeHHBIX JIs  OOHapyXeHHd,
IpefynpexAeHdss ¥ JUKBHJALUM IOCIECACTBHE KOMIOBIOTEPHBIX aTtak M
PpearipoBaHus Ha KOMITBIOTEPHBIC HHITUSHTBI;

9) ycraHaBnuBaeT TpeGOBaHMS K CpelNCTBaM, IIpeIHA3HAYEHHBIM A
oOHapyXeHHs, NPefyNpeXAeHHS U JUKBHAALHH TOCIESACTBHI KOMITBIOTEPHBIX
aTaK ¥ pearupoBaHUsI Ha KOMIIBIOTEPHbIE HHIUISHTHI,

10) yTBepxaaeT IOPANOK, TEXHHUECKHE YCIOBHUSA YCTAHOBKH H
SKCILTyaTalyy CpeJcTB, IpeHa3HauYeHHbBIX Juis obHapyXeHus,
TpeyTIpeXOeHuss ¥ JHUKBHIAIlMHM IIOCIEACTBHH KOMIIBIOTEPHBIX aTak H
pearupoBaHHs Ha KOMIIBIOTEpHBIC HHIHMAEHTHI, 3a HCKIIOYEHHEM CPECTB,
OpEAHA3HAYEHHBIX IS TIOMCKAa TIPH3HAKOB KOMMBIOTEPHBIX arak B CETAX
9NIEKTPOCBSA3M, WMCIONB3yEeMBIX AN OPraHH3ali B3aUMOAEHCTBHA 00BEKTOB
KPHUTHIECKOM HH(OPMALHOHHON HHPACTPYKTYpHl (B GaHKOBCKOH cdepe U B
HHBIX cepax (HUHAHCOBOrO pHIHKA YTBEPXKIAeT YyKa3aHHbBIC IOPANOK M
TeXHHYECKHE YCIIOBHSA O cornacosaHmio ¢ [lenrpansubiM G6ankom Poccutickoit
®Depnepanun).

5. QepepanbHBIf OpraH WCIONHATENBHON BIACTH, OCYIIECTBIAIOMIMI

¢yHKIMKA TO BEIPabOTKE M peaM3alldd TOCYZapCTBEHHOH IONMTHKH H
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HOpPMATHBHO-TIPABOBOMY PETyJIHPOBaHHMIO B OOJIACTH CBA3H, YTBEPXKAAeT IIO
COTTIAacOBaHMIO C  (erepanbHBIM OPraHOM  HCIOJHHTEIBHOH  BIIACTH,
YIIOITHOMOYEHHBIM B obmactd  obecrmeueHus (GYHKITHOHUPOBaHUA
rOCYJapCTBEHHON CHCTEMBI OGHApyKeHHSA, HpEeXyNpexIeHHUs H JHKBUAALMA
MOCTEACTBII KOMIIBIOTEPHBIX aTak Ha HHGOPMaIOHHBIE pecypchl Poccuiickoi
Qenepauyy, IHOPSHOK, TEXHUYECKHWE YCHOBHS YCTAHOBKM M OKCIUIyaTalyH
CpelCTB, MpelHasHaYeHHBIX A MOWCKAa IPU3HAKOB KOMIIBIOTEPHBIX aTaK B
CEeTAX O3JIEKTPOCBA3HM, HCIONB3yeMBIX [ OpraHu3alliyd B3aHMOAEHCTBHA
06beKTOB KPUTHYECKOH HHPOPMAHOHHON HHGPACTPYKTYPEHL.

Cratps 7. KaTeropupoBanne 06beKT0B KPHTHYECKOH
AHGOpManHOHHOI HHPPACTPYKTYpPBI

1. KareropupoBanne  ofGbexkra  KpHTH9eckodl  wHQOpMaIMOHHOM
HHQPACTPYKTYPHI IIpejicTaBnieT coGoif ycTaHOBIEHHE COOTBETCTBHS 00BEKTa
KPUTHYECKOM MHGOPMALHOHHOH HAGPACTPYKTYPhl KPHUTEPHAM 3HAYUMOCTH U
HOKa3aTe/siM MX 3Ha4YSHUH, IPHCBOCHNE eMy OJHOI W3 KaTeropuit 3HaYMMOCTH,
TIPOBEPKY CBEACHHUI 0 pe3ynbpTaTax ee IpUCBOCHH.

2. KateropupoBaHHe OCyIIECTBIISETCS HCXOM U3:

1) coupanpHOM 3HAYMMOCTH, BHIPAXKAIOIIEHCS B OLIEHKE BO3MOXKHOIO
ymepba, OPUYHHAEMOTO JKH3HM MIH 3[0DOBBIO JIIOfeH, BO3MOXHOCTH
TpeKpamieHus WIH HapylleHus (YHKIHOHHPOBAHHSA OOBEKTOB 0OeCIedeHHs
JKU3HENSITENBHOCTH HaceleH s, TPaHCIIOPTHOH HH(PACTPYKTYPHI, ceTell CBA3H,

a TakXxe MaKCHUMaJIbHOM BpPEMEHH OTCYTCTBHA HOCTyIa K FOC)’I[apCTBCHHOfI
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yciryre IUis Holy4daTtesnel Tako# yciyrH,

2) monATHYeCKOH 3HAUMMOCTH, BBIpaXKaloIlelicss B OLEHKE BO3MOXHOIO
opuuyHeHns ymepba wuHTepecam Poccmiickoit ®emepampm B Bompocax
BHYTpEHHeH ¥ BHENHel IOIMTHKY;

3) sxOHOMMYECKOl 3Ha9MMOCTH, BRIpaXKaloIelicsa B OLEHKE BO3MOXHOIO
IpUYMHEHHs NpAMOTro H KOCBEHHOro yumiepba cyGbexram Kpurudeckoi
nHpOpMaMOHHOM HHOpacTpyKTypsl u (wim) Ooomxetram Poccuiickoit
Oenepanyy;

4) 5KOJIOTUYECKOH 3HAYMMOCTH, BBIp@XKAIOMIEHiCd B OLEHKE YPOBHS
BO3ZEHCTBHS HA OKPY>KAIOIIYIO CPeLy;

5) 3HAUUMOCTH o0BexTa KpUTHIECKOR uHbOpMaLOHHOR
unbpacTpyKkTypsl nans obecredeHHss OGOPOHBI cTpaHbl, ©6e30IMacHOCTH
FOCYZAapCTBa H IIPaBOIOPsIKa.

3. YcranaBiuBaroTCA TPH KaTeropHy 3HAYUMOCTH 00BEKTOB KPUTHIECKOH
HHGOPMAHOHHO HHPPACTPYKTYpEI — ItepBasi, BTOpas ¥ TPEThA.

4. CybpexTsl KpuTHYeCKoH WHQGOPMAIMOHHOH HH(PAaCTPYKTypEl B
COOTBETCTBHH C KPHUTEPHAMH 3HAYMMOCTH M IIOKa3aTeNsAMH HX 3HA4YEHHH, a
TaKKe MOPSAKOM OCYIIECTBJICHHS KaTeropHpOBaHMS IPHUCBaHBAIOT ONHY H3
KaTeropil 3HAYHMOCTH [PHHAAJIE)KAWHM UM Ha IIpaBe COOCTBEHHOCTH, apeH bl
WIM HHOM 3aKOHHOM OCHOBaHHM OOBEKTaM KPHTHYECKOH HH(pOpMaHOHHOH
uHppactpykTypsl.  Ecnm  ofbexr — KpuTHdeckodl — HH(OpMAIMOHHOM

HHOPaCTPYKTYpbl HE COOTBETCTBYET KPHTEpHAM 3HAUMMOCTH, IIOKa3aTeliM
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3THX KPUTEPHUEB M HX 3HAYCHHUAM, €My HE IIPUCBAUBACTCA HH OJHA H3 TaKHX
KaTeropui.

5.CBefieHus O pesyiabTartax IIPUCBOEHHA OOBEKTY KPHUTHYECKOH
HHPOPMAHHMOHHON HHPPACTPYKTYDPHI OJHOM U3 KaTeropuil 3HaTUMOCTH JIHO0 00
OTCYTCTBHH HEOOXOMMMOCTH TPHCBOCHHA €My OXHOM W3 TaKMX KaTeropuii
CyOBEKTHl KpUTHYIECKOH HHGOpPMaIMOHHOM HHOPaCTPYKTyphl B IHCHMEHHOM
BHIE B JECATUAHEBHBIA CPOK CO HHSI TIPHHATHA MMM COOTBETCTBYIOILETO
pellleHHs HampaBIsIOT B (hefepaibHEIl OpraH WCHOJNHUTENbHONW BIAcTH,
YHOMHOMOYEHHEI B obnactu obecredeHns O6e30IMacCHOCTH KpPHTHYECKOH
uHpopManuoHHOH  mHGpacTpykrypsl  Poccumiickoit  ®Pemepammu, 1m0
YTBEPXKIEHHON UM dopme.

6. @efepanbHEIi OpraH HCTIOJHUTENBHOHM BIACTH, YINOJHOMOYECHHEBIH B
obnmactu  obecreueHuss 6esomacHOCTH  KpuTHYeCKOH wH(OOpMaruoHHOMH
uHpacTpykTypsl Poccuiickoit @enepanuy, B TpHANATHAHEBHBIA CPOK CO JHA
TONIy4eHHs CBeIeHMH, YKa3aHHBIX B 4YacTH 5 HacTosmel cTaTbH, IPOBepsieT
co0oieHNe TOpAIKa OCYILIECTBIGHUS KaTeropupoBaHUA M IPaBUIBHOCTH
[IPHACBOEHMI 00BEKTY KPHTHIECKOH HH(OPMAIMOHHOH HHBPaCTPYKTypsI ONHON
U3 KaTeropHil 3HAYMMOCTH JIUO0 HENPHCBOCHHA €My HH ORHOH M3 TaKux
KaTeropui.

7.B cmydae, ecam cyOpekTOM KpHUTHYecKoil uH(popMammonHoit

HH(PaCTPYKTYpEl COOMIONEH NOPSIOK OCYIIECTBICHHS KaTeropMpOBaHUA M
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IpHHajIeKanleMy eMy Ha IpaBe COOCTBEHHOCTH, apeHAB! WM HHOM 3aKOHHOM
OCHOBaHHH OOBEKTy KpHTHYECKO# HHGOPMAIMOHHOH MH(pPacTpyKTyphI
TIPaBIIBHO IIPHCBOEHA OJHA M3 KaTeropHil 3Ha4MMOCTH, (erepanbHEIl OpraH
HCHOJHHTCIBHOM BNacTH, YNONHOMOYEHHbIH B ofnactu obecnedenus
OesomacHOCTH KpHUTHYECKOH uWH(bOpManuoHHOH HHOpacTpykTypH Poccuiickoif
Qenepanili, BHOCHT CBeleHHS O TakoM oOObeKkTe  KpUTHYECKOMH
uHGOPMALMOHHON  HMHOPacIpyKTypsl B peectp 3HAYHMBIX OOBEKTOB
KpuTHieckodl MHPOPMAIMOHHOM HHQPACTPYKTYPH, O YeM B JECSATHIHEBHBIH
CpOK YBEIOMIIIETCS cyOBeKT KPUTHHECKOR uHbOpMaIOoHHOH
UH(PacTpyKTypEIL.

8.B cumyudae, ecnmu ¢enepanbHEIM OpraHOM MCIIOMHHUTENBHOH BIIACTH,
VIIOJIHOMOYEHHEIM B o00nactu obecredeHns 6€30MacHOCTH KPHUTHYECKOH
undopMalnnoHHOH HHOpacTpykrypsl Poccuiickolt ®enepanuy, BHIIBIECHEH
HapyIleHHs IOPSOKAa OCYLIECTBICHHA KAaTeropupoBaHuA U (WIH) OOBEKTY
KpUTHYECKOH HHOOPMAIIHOHHOH UH(pacTPYKTypH, IpHHA/UIeXaIIeMy Ha Ipase
COOCTBEHHOCTH, apeHOBl HJIM HMHOM 3aKOHHOM OCHOBaHHH CYOBEKTy
KpuTHYeCKOH HMH(OPMAlMOHHOM MH(PaCTpyKTyphl, HENMpPaBUILHO IPHCBOEHA
OJIHa U3 KaTeropHii 3HaAYMMOCTH ¥ (MIH) He0OOCHOBaHHO He IIPHCBOEHA HU om%a
U3 Takux Kateropuif M (wiM) CyGbeKTOM KpHTHYecKoH HH(OPMalHMOHHOM
HHOPACTPYKTYPHl NPEACTABIICHB! HEMOJHBIE ¥ (WIH) HEAOCTOBEPHBIE CBeNEHHUS

0 pe3yiabTaTax NPHCBOEHHS TaKOMy OOBEeKTy KpHTHUeckod uH(OpManuoHHOH
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MHQPaCTPYKTyphl ONHOH H3 KaTeropuii 3HAUYMMOCTH JHO0 006 OTCYTCTBHH
Heo0XOMMMOCTH NIPUCBOCHHS €My OZNHOM M3 TaKHX KaTeropuii, ¢emepanbHbii
opraH HCHONHHTENLHOH BJIACTH, YIOJNHOMOYEHHHIH B oOiactm obecnedeHms
6e30macHOCTH KPUTHYECKOH HHGOPMaNMOHHOM HHOPaCTpyKTypsl Poccuiickoit
@enepanuy, B AECATHIHEBHBIH CPOK CO JHA IOCTYIUIEHHS IIPENCTABICHHBIX
CBEACHHH BO3BpallacT HX B IHCHMEHHOM BHIE CYOBEKTYy KPUTHUECKOH
HHQOPMAlOHHOH HH(PacTpyKTypsl ¢ MOTHBHPOBAaHHEIM OGOCHOBaHHMEM
TIPUYHH BO3BpATa.

9. Cy6pexr kpuruueckodl uHGOpMauuOHHONH HHQPACTPYKTYpPHI [OCIE
TONy4YeHHs MOTHBHPOBaHHOrO OCOCHOBAHMA IIPHMYMH BO3BpaTa CBENEHHIA,
yKa3aHHBIX B 9acTH 5 HacTosmeif craThy, He OoJee YeM B JECATHAHEBHEIH CPOK
ycTpansaeT OTMEYCHHBIC HENOCTATKHA U ITIOBTOPHO HAINIPaBJIICT TaAKHE CBEACHHUS B
tenepanbHBI OpraH HCIOJHUTENIBHON BIACTH, YHNOJIHOMOYEHHBIH B o0nactu
ofecreyeHns 6e30MaCHOCTH KPUTHYECKOH HHYOPMAIHOHHOH HHQPACTPYKTYPHI
Poccuiickoit @enepanmu.

10. CBenenuss 06 OTCYTCTBHM HEOOXOHHMMOCTH IPHCBOGHHA OOBEKTY
KpUTHYeCKOH HHPOPMAILMOHHOM HH(PACTPYKTYpHl ONHOM U3 Kareropuii
3HAYMMOCTH IIOCHe MX HPOBEPKH HANPAaBIAIOTCS (ellepalbHBIM OpPraHoOM
WCTIONIHATENbHOM  BJIACTH, YIOJHOMOYEHHBIM B 001acTd obecrmedeHus
Ge3omacHOCTH KpUTHYECKOH HH(bOpManuoHHOH HHOpacTpyKTyphl Poccuiickoit

@egnepanyy, B rocyIapcTBEHHYIO CHCTEMY OOHapyKEHMS, MPeAyNpexueHus u
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JMKBAAIAY ITOCIICACTBHI KOMIBIOTEPHHBIX aTak Ha HH(GOPMALHOHHBIE PeCYPCHI
Poccuiickoit ®enepanun, 0 4eM B JeCSTHAHEBHBIH CPOK YBEIOMIIAETCS CYOBEKT
KpHTHIECKOH MH)OPMAIMOHHOH HHAPAaCTPYKTYPHL.

11.B cirydae HenpeJCTaBICHHA cybpexToM KPHTHIECKOH
HH(OPMAIMOHHON HH(PACTPYKTYphl CBENEHHWH, YKa3aHHBIX B 4YacTH 5
Hactosmed  cratbW, (efepalbHBIf OpraH  HCHOJHHUTENBHOH  BIAcTH,
YIIOMHOMOYeHHBI B oOnact# oOecrievenus O6e30IacCHOCTH KPHTHYECKOU
uHpopMaroHHoH HHppacTpyKkTypsl Poccuiickolt ®Penmepanuu, HampasiseT B
afpec ykasaHHOro cyObekra TpeGoBaHHE O HEOOXOAHMOCTH COONIONEHHSA
IOJIOXKEHNH HACTOAMIEH CTaThH.

12. Kateropus 3HAYHMOCTH, K KOTOpOH OTHECEH 3HAUMMBIH OOBEKT
KpUTHYeCKOH HMHOQOPMAIMOHHOM HH(PACTPYKTyphl, MOXET ObITh H3MEHEHa B
HOpsIAKe, IPEeLyCMOTPEHHOM IJISl KaTerOpHPOBaHUA, B CIENYIOMIMX CIydasx:

1)mo  MoTHBHMpOBaHHOMy  pelieHMI0O  (efepalbHOr0  Oprasa
WCTIONHHTENFHON BIIACTH, YIIONHOMOYeHHOro B ofmactH obecredeHns
GezomacHOCTH KpUTHYeckol mu(popmanuonHo# HHOPacTPyKTypsl Poccuiickoit
Qenepanuy, IPUHATOMY IO pe3yiibTaraM IPOBEPKH, IPOBEACHHOH B paMKaX
OCYIIECTBICHHS TOCYJapCTBEHHOro KOHTpOIs B oOnactu obecmedeHus
6e30IacHOCTH  3HA9MMBIX  O0BEKTOB  KpUTHYECKOH  HH(popManuoHHOH

HHQPacTpyKTypBI;

2)B chmydae ~ H3MEHEHHMS ~ 3HAYMMOro  00BEKTAa  KPUTHYECKOM
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HH(OPMALMOHHOH HH(PACTPYKTYpHl, B pe3yiNbTaTe KOTOPOrO TaKoi OOBEKT
mepecTan COOTBETCTBOBATH KPHTEPHSIM 3HAYHMOCTH M IOKa3aTeNsaM HX
3HaueHMH, Ha OCHOBaHMH KOTODHIX €My Obiia MPHCBOEHA OHpEAeTCHHAA
KaTeropys 3HaYMMOCTH;

3)B cBA3M C JMKBHAaLmel, peopraHmsanueil CyObeKTa KPHTHIECKOM
nHbGOpMaUMOHHOH  MHQpAacTpykTyps: ¥ (WIM)  HU3MEHEHHEM  €ro
OpraHM3aIUOHHO-IIPAaBOBONH (IOPMEI, B pe3yJbTaTe KOTOPHIX OBUIH M3MEHEHBI
qubo yTpadeHH HpH3HaKH CyObekTa KpHTHYeCKOH HH(POpPMaIMOHHOM
HHQPACTPYKTYPHIL.

Crarps 8. PeecTp 3HaUHMBIX 06beKTOB KPHTHYECKO#
HHpopMauHOHHOH HHPACTPYKTYPBI

1. B memax ydera 3Ha4MMBIX 0OBEKTOB KpHTHYeCKOH HH(popMaIimoHHOH
HHOPacTPyKTYpsl  (elepanbHelit  oprad — HCHONHUTENBHOW  BJACTH,
YHOTHOMOYeHHBIT B oOmactu obecmeuennss Ge30IaCHOCTH KPUTHYECKOH
uHpopManHoHHON HMHOpacTpykrypsl Poccmiickoii Denmepanuu, BEAET peectp
3HAYUMEBIX O00BEKTOB KpHTHYecKOH MHGOPMAIHOHHOH HHQPACTPYKTYpH B
YCTaHOBIGHHOM HM TIOpsAKe. B HaHHBIH peecTp BHOCATCS CHENYIOLIHE
CBEAEHUA:

1) HamMeHOBaHHe 3HAYAMOTO 00BEKTa KPHTHHECKOH HH(pOpMauuoHHOM

MH(PaCTPyKTYpHI;

2) HauMEeHOBaHKE cy0ObekTa KpUTHYECKOH HHGOPMALIHOHHOK

MH(PaCTPYKTYpHI;
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3)cBemeHuMs O B3aMMONEHCTBHM 3HAYNMOro OOBEKTa KpHTHYECKOl
uH(bOpMaOHHOH HH(PACTPYKTYPEI H CeTeH 37EeKTPOCBA3H;

4) cBefieHus O JMIE, SKCIUTYaTAPYIOIEM 3HaYHMBIH 00BEKT KpHTHIECKOH
HHOOPMATHOHHOH HHOPACTPYKTYPHI;

5) Kateropust 3Ha4HEMOCTH, KOTOpas IIPHCBOEHa 3HA4YHMMOMY OOBEKTy
KPUTHYECKOH HHPOPMAIIMOHHOH HHGPACTPYKTYPHI;

6) cBelleHHA O MPOTPaMMHBIX M IPOrpaMMHO-aNIapaTHBIX CpPEeICTBaXx,
HCIOJNB3YEMBIX HAa 3HAYAMOM OOBeKTe KpHUTHYECKOH HHOPOPMaLHOHHOM
HHPACTPYKTYPHI;

7) MepsI, TpuMeHseMBle i obecnedeHHs 06e301MaCHOCTH 3HAIUMOTO
00beKTa KpUTHIECKO# HHPOPMAIMOHHOH HHPPACTPYKTYPEL.

2.CBeferuss M3 peecTpa 3HAaUYHMBIX OOBEKTOB  KPHTHYECKOH
HHQOPMalHOHHON HH(PACTPYKTYpEl HAIpaBIAIOTCA B TOCYJapCTBEHHYIO
cucreMy oOOHapyXeHHs, MpeSYNpeXAeHUs K JIUKBHAALMU IOCIeJCTBU
KOMIIBIOTEPHEIX aTak Ha HHGopMaluoHHEIe pecypchl Poccuiickoit ®eneparmm.

3.B cmygae  yIpaThl = 3HaYMMBIM = OOBEKTOM  KpPHTHYECKOMH
HHPOPMAHOHHOH HHPPaCTPYKTYPHl KATETOPUH 3HAYAMOCTH OH HCKIIOYAeTCs
(efepaabHEIM OPraHOM HCIIOJHHTENBHOM BIACTH, YIOITHOMOYEHHHEIM B 06/1acTH
obecrieyerns 6e30IacHOCTH KpUTHIECKoH HHGOPMAIIMOHHOA HH(PACTPYKTyphl

Poccuiickoit Penepanuu, M3 peecTpa 3HAUMMBIX OOBEKTOB KPHTHYECKOH

HH(DOPMALIHOHHOM HHPPACTPYKTYPHL.
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Cratps 9. IlpaBa n 06s13aHHOCTH CYy0HLEKTOB KPHTHYECKOH
nHopmannoHHOH MHPpaCTPYKTYpPBI

1. Cy6beKTH KpUTHYeCKOii HHPOPMAIMOHHOH HH(PaCTPyKTYpPH HAMEIOT
IIpaBo:

1) momy4ats 0T (emepaJbHOTO oOpraHa MCIOJIHHTENBHON BiacTy,
YIONHOMOYEHHOr0 B obyacTH ofecmedeHuss O0€30IaCHOCTH KPUTHYECKOH
uHbopManuonHol unbpacTpykTypsl Poccuiickoit Depeparyu, urdopMaImio,
HeoOxomuMmyio st obecniedeHHMs 0e30MacHOCTH 3HAYMMBIX  OOBEKTOB
KpHTHYECKOH HH(POPMAIMOHHOM HHOPaCTPyKTYpPH], NpHHAIIEXKAIAX WM Ha
mpaBe COOCTBEHHOCTH, apeHIbl MM MHOM 3aKOHHOM OCHOBAHHH, B TOM UHCIe
06 yrpo3ax 6esonacHocTH o6pabaTsiBaeMoi TakuMK oGbexTaMu HHGOPMALHH 1
yA3BMUMOCTH TIpOrpaMMHOro obecmedeHns, 00OpyJOBaHHS M TEXHOJOIHH,
HCIIO/IB3YyeMBIX HA TAKHX OOBEKTAX;

2) B HIOpsAAKe, YCTAHOBICHHOM (eiepanbHEIM OPraHOM HCIIONHHUTENBHOM
BIACTH, YIOJHOMOYEHHHKIM B o00nacTd obecredeHus (YHKIMOHHPOBAHMA
TOCYAapCTBEHHOM CHUCTEMBl OGHapyXeHUsd, NpefyNpeXneHus M JUKBHAALUU
MOCNeNCTBHI KOMIIBIOTEPHBIX aTaKk Ha HHGOpMaMOHHEIE pecypcs! Poccuiickoit
Depepauyy, moiydaTh OT YKAa3aHHOTO opraHa MHQOpMAIMIO O CpeACTBax U
criocobax TpOBeAeHHs KOMIBIOTEPHBIX aTak, a Takke O MeTOoax HX
HpeRynpexaeHus u oOGHapyKeHus;

3)npu Hamwyuu cornachi (QefiepabHOrO OpraHa HCHOJHHTENBHOM

BIIACTH, YIONHOMOYEHHHIM B oOnacrd obecrmedeHus (QYHKIMOHHPOBAHHUS
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rOCYJapCTBEHHON CHCTeMBI OOHapyKeHHs, NPEeRyNpeXKIeHH H JHMKBHAALMH
TIOCIIeACTBHIT KOMITBPIOTEPHBIX aTak Ha HHpopMalroHHbIe pecypchl Poccuiickoit
Qegnepanuy, 3a CBOHl cYerT mpuoGpeTarh, apeHAOBAaTh, YCTAHABIHMBATh H
06CITyXUBaTh CPENCTBa, npefHa3HaYeHHEIE JUIsA o6HapyxeHus,
OpefynpeXneHns U JUKBUAAUUM MOCHEACTBHH KOMIBIOTEPHBIX aTaKk H
pearapoBaHKs Ha KOMITBIOTepHbIE HHIMAEHTHI;

4) paspabaTeiBaTh M OCYIIECTBIATH MEPOIPHATHA 1O obecredeHnIo
6e3011aCHOCTH ~ 3HAYMMOTO  O0BeKTa  KpUTHYECKOM  MH(pOpMaIOHHON
HH(PaCTPYKTYpEL.

2. CyObeKkThl  KPUTHYECKOH  MH(OPMALHOHHOH  HHOPaCTPYKTypsI
o0s13aHbL:

1) HezaMeANUTENEHO HMHGOPMHUPOBATh O KOMIILIOTEPHBIX HHIMJICHTAX
(epepanbHEIL OpraH HCHOJIHUTENBHOH BIAcTH, YHOJNHOMOYEHHHIH B obnmactu
ofecreyeHus (YHKIMOHHPOBAHUS IOCYIapCTBCHHOM CUCTEMBI OOHApYXCHHS,
TpefyNpexaeHNs ¥ JNUKBUOAIWE TOCTENCTBUH KOMIIBIOTEPHBIX arak Ha
uHpopmanmoHHbIe pecypesl Poccuiickoiit ®epepammu, a take leHTpanbHbli
6ank Poccuiickoit ®Pemepanum (B ciydae, ecid CcyOBeKT KPUTHUECKOH
unbOpManyoHHON  HMHQPACTPYKTYPBl  OCYLIECTBIET  JAEATENBHOCTE B
GaHKOBCKOH chepe U B HHBIX cepax (QUHAHCOBOIO PHIHKA) B YCTAHOBICHHOM
yKa3zaHHBIM (elepanbHBEIM OpPraHOM MCIIOTMHATENBHON BIAacTH Hopsaxe (B
GankoBcKoif cepe 1 B HHEIX cepax GUHAHCOBOTO PHIHKA YKA3aHHBIN IOPSHOK

ycTaHapluBaeTcs Mo coriacoBaHmo ¢ IleHTpasmpHeiM GamkoMm Poccriickoit
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Denepanun);

2) oxa3bIBaTh cofeificTBHe JODKHOCTHBIM JHMIAM (efiepaiibHOro OpraHa
HCTIONHUTENBHON  BIACTH, YHONHOMOYeHHoro B ofjacti obecneueHus
(byHKIMOBHPOBaHHL rocyAapcTBeHHOH CHCTEMBI oOHapyxeHuU,
TpeRympexaeHus ¥ JIHKBHAAUMH IIOCHEACTBHH KOMIBIOTEPHBEIX aTak Ha
uHpopManHoHHEle pecypehl Poccumiickoit ®egmepanuu, B 0OHapyXeHUH,
HpenynpexxIeHHH H JHWKBUAAIMH IOCHSACTBHH KOMIBIOTEPHBIX arak,
YCTAHOBIEHHW TIPUYUH W  YCIOBHMH  BO3HHKHOBEHHS KOMIIBIOTEpPHBIX
VHITHIeHTOB;

3) B caydae YCTaHOBKH Ha 00BeKTax KpHTHYECKOH HHGOPMaUOHHOH
HHOPACTPYKTYPBI CpEICTB, NpefHasHAYeHHBIX  JIA oOHapyXeH¥s,
IpenynpeXxAeHnsT ¥ JUKBHNAIMM ITOCTENCTBHH KOMNBIOTCPHBIX aTaK H
pearHpoBaHus Ha KOMIBIOTEPHBIE HHIMIEHTHI, O0ecreYuBaTh BBHINONHEHHE
HOpSAKa, TEXHHYECKUX YCIOBUH YCTaHOBKH U 3KCILTyaTaliHy TAKUX CPEICTB, HX
COXPaHHOCTb.

3. CyOBekTsl  KpuTHdeckodi  HHGOPMAMOHHOM  HH(PACTPYKTYPHI,
KOTOpHIM Ha IpaBe COOCTBEHHOCTH, apeHIbl WM MHOM 3aKOHHOM OCHOBaHHH
HpUHANIOKAT  3HAYAMBIE  OOBEKTHI  KPUTHYECKOH  HHGOPMAIMOHHOH
HHOPaCTPYKTYPHI, HApAAy C BHINOJHEHHEM O6Gf3aHHOCTEH, NPEeRyCMOTPEHHBIX
YacTHIO 2 HACTOAMIEH CTaThH, TaKxKe 06a3aHbL:

1) cobmomate TpeGoBaHKs IO obecredeHUro 0e30MacHOCTH 3HAYMMBIX
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00BexToB KpuTHIeCKOH MH()OPMaUMOHHOH MH(PACTPYKTYPHI, yCTaHOBJIEHHEIC
teaepaEHEIM OPraHOM HCIOJHUTEIBHOH BIIACTH, YIIOTHOMOYEHHEIM B 001acTi
ofecnieuenus 6e301aCHOCTH KpATHIECKOH HHGOPMALMOHHON HHPPACTPYKTYPEL
Poccuiickoii Penepaunm;

2) BBIIOJIHATE JIPSANHUCAHUS JOIDKHOCTHBIX JHI (efepalsHOro oprana
HCIIONHUTENBHOM BIacTH, YIONHOMOYEHHOTO B 00nacTd oOecHedeHUs
6e3onacHOCTH KpHTHYeCKOil MH(pOpMaLOHHOH MHpacTpyKTypsl Poccuiickoit
®eneparnuy, o6 ycTpaHeHHH HapyHeHHH B 4acTé cobmionenus TpeGoBaHuil o
obecrieyeHuIo 6€30I1aCHOCTH 3HaYHMOTO obBexTa KPHTHYECKOH
uHGOpPManHOHHOH  MH(PACTPYKTYypHl, BBIIAHHbBIE 3THMH JIHLAMH B
COOTBETCTBHH CO CBOSH KOMIIETEHIUEH;

3) pearupoBaTh Ha  KOMIBIOTGPHBIE HHIMAEHTHI B  HOpAIKE,
YTBEpXXACHHOM  (beflepalibHRIM  OpTaHOM  HCIONHUTSNHGHOM  BIIACTH,
YHOMHOMOYEHHBIM B o0nacTH  obecrmedeHus  (yHKIHOHAPOBAHHA
rOCyHapCTBEHHON CHCTEMBI OGHAapyXeHHs, NpelylpexAeHHs M JIMKBHIALHH
HOCIIeACTBHI KOMIIBIOTEPHBIX aTak Ha HHGOpMalUOHHEIE pecypesl Poccuiickoi
Denepaliny, MPUHAMAT MEPHI II0 JUKBUJAUMH NOCHECICTBHH KOMIIBIOTEPHBIX
aTak, IIPOBENEHHBIX B OTHOLIEHHH 3HAYMMBIX OOBEKTOB KPHTHYECKOH
PHGOPMaIHOHHOM HHOPACTPYKTYPEI;

4) obecrieunBaTh OECIIPETATCTBEHHBIA JOCTYN JOJDKHOCTHBIM JIHIAM
(enepansHOro oprasa HCIONHHTENBHON BIACTH, YIOJIHOMOYEHHOTO B 06iacTH

ofecrieyeHus 0€30MIaCHOCTH KpUTHUeCKOH uH(popMannoHHOH HHPaCTPYKTYph
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Poccuiickoit Deneparyu, K  3HaYUMBIM  oObeKkTaM  KpHTHYECKOH
uHGOpPMALHOHHOR WH(PACTPYKTYypsl NpH peaju3aldd JTHMH JIHIAMH
NONTHOMOYHH, NpeJyCMOTpeHHBIX crathell 13 Hactosmero ®enepanbHOTO

3aKOHa.

Cratbs 10. CHerema Ge30macHOCTH 3HAYMMOro 06LeKTa
KpHTHYeCKOH HHPOpManHOHHOH HHPPACTPYKTYPHI

1.B memix ofecredyenus 6e30IlaCHOCTH  3HAYMMOro  0OBEKTa
KpUTHYeCKOH HHDOPMAMOHHON WHOPACTPYKTYpEl CyOBEKT KpPHTHYECKOH
WHOOPMAHOHHONH HHQPACTPYKTYPE B COOTBEICTBHMM C TpeGOBaHMAMH K
CO3JaHMIO CHCTeM G€30NaCHOCTH TaKUX OOBEKTOB M OOECHeUeHHIO HX
(YHKIIMOHAPOBAHMU, YTBEP)KA€HHBIMH dbenepanbHBIM OpraHoM
HCHONHUTENLHON BJIACTH, YIOJTHOMOYGHHEIM B obmactu obecnedeHUs
6e30MacHOCTH KpUTHYECKOH MH(pOpManuoHHOH uH(pacTpyKTyphl Poccuiickoit
Qenepanun, co3naeT cHCTeMy 6€30HacHOCTH Takoro o0bekTa ¥ oOecHedHUBaeT
ee QYHKIMOHUPOBAHHE.

2. OCHOBHFIMM 3ajiauyaMH CHCTEMBl 0e30IaCHOCTH 3HAYMMOro OGBeKTa
KpUTHHecKo# HHOOpManuoHHON HH(PaCTPYKTYpHI ABISAIOTCS:

1) npenoTBpalicHue  HENPaBOMEPHOIO JOCTyHa K HHGpOpMaUHUH,
006pabarbiBaeMONl  3HAYHMBEIM OGBEKTOM KPUTHYECKOH MH(POPMAILMOHHON
UHOPACTPYKTYpHI, YHUITOXKEHHA Takoif uHopManuu, ee Momu(HIIUPOBAHMS,
GIOKHPOBaHUS, KOIMPOBAHHUS, HPENOCTARICHHS M PaCHpPOCTPAaHEHUs, a TakKe

HHBIX HEIIPABOMEPHBIX IeHACTBHI B OTHOIICHUH TaKOH HH(I)OpMaHKPI;
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2) HeponymieHHe BO3/IeHCTBHA Ha TeXHHHECKHe CpeAcTBa 00paborku
HHOOpMAIHH, B pe3yJbTale KOTOPOTO MOXXeT Obirh HapymieHo # (W)
HpeKpameHo  (YHKIMOHHPOBAaHHE  3HAYAMOrO0  00BEKTa  KPUTHYECKOM
HH(OPMAIMOHHOH HH(PaCTPyKTYpEI;

3) BoccTaHOBNIEHHE (YHKIHOHHPOBaHUA 3HaYHMOTO obnexra
KpUTHIeCKO MHPOPMANUOHHOH MH(PACTPYKTYphl, 06ecrequBacMoro B TOM
YHCIIe 32 CYeT CO3/AaHUA H XpaHEeHUs Pe3epBHBIX KON He0OX0OUMOili A 3TOro
uHQopMaIHy;

4) HenpeppIBHOEC  B3aHMOJCHCTBHE C TOCYHAapCTBEHHOH CHCTEMOH
o0HapyXeHHs, PEAYHIPEKISHUS H TUKBUAALNH MOCIEACTBHI KOMIIBIOTEPHBIX
arak Ha nH(OpPMamoHHsIe pecypcsl Poccuiickoit Oegeparui.

Crates 11. TpeOGoBanns no oGecnedeHnio 6e30NacHOCTH 3HAYHMBIX
00beKTOB KpHTHYecKo#i HHpopManHonHoii

HHPACTPYKTYPBI

1. TpeGoBauuss mo oGecmeyeHHI0 Ge30NACHOCTH 3HAYMMBIX OOBEKTOB
KpuTHUeckoff  HMHGOpMAIOHHOM  HMHQPACTPYKTYpsl,  yCTaHaBIMBacMbIe
tenepaibHBIM OPraHOM HCIIONHUTENBHON BIaCTH, YIIOIHOMOYEHHBIM B 0011acT!
obecriegeHns 6e30macHOCTH KPUTHYECKO HHPOPMAaIHOHHOM HHGPAaCTPYKTYPHI
Poccuiickoit @enepanmm, AuddepeHINPYIOTCS B 3aBUCHMOCTH OT KaT€roOpHH
3HaYMMOCTH OOGBEKTOB KPHTUYECKOH HHGOPMAIHOHHONH HMHOPAaCTPyKTypHl H

9TUMH TPeOOBaHMAMH NPelyCMaTPUBAIOTCH:
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1) mnanupoBanue, pa3paboTKa, COBEPHICHCTBOBAHHE H OCYIIECTBICHHE
BHEZIPEHHs1 MepONpPUATHIi 1o obecneueHn0 6e30aCHOCTH 3HAYUMBIX 00HEKTOB
KpuTHIecKo# HH(OpMaMOHHON HHGPACTPYKTYPBI;

2) npuHATHE OPraHM3AIMOHHBIX M TEXHHYECKUX Mep I obecreueHus
6e30IacHOCTH  3HAYMMBIX  OOBEKTOB  KpUTH4eckodl  HH(opManuoHHOH
HHQPacTPyKTypsI;

3) ycTaHOB/IGHWe IIapaMeTpOB M XapaKTEepUCTHK HPOTPaMMHBIX H
IpPOrpaMMHO-aNIIapaTHBIX  CPEACTB, NPHMEHAEMBIX [ oOecHedeHHs
0e30macHOCTH  3HaYMMBIX OOBEKTOB  KpuTHHYeckofi  uHpOpMauuoHHON
HHPACTPYKTYPHL

2. TocynapcrBeHHBIe OpraHbl M pOCCHiiCKHe IOpHIMYECKHEe JHIA,
BBINONHSIOIMKE (QYHKOMM [0 pa3paboTke, MNPOBENEHHIO HWIH peaH3alyiy
TOCYIApCTBEHHOM IOJUTHKY H (MIM) HOPMAaTHBHO-TIPABOBOMY PEryJIHpPOBAHHIO
B YCTaHOBIEHHOH cdepe HeATeTHHOCTH, IO COINIACOBAHMIO C (pefepanbHBIM
OpraHoM MCIIONIHUTENbHOM BACTH, YIIOJIHOMOYEHHEIM B o0nacty obecrieueHHs
6e301macHOCTH KPHTHYECKO# MH(popMmainoHHOH MHbpacTpykTypsl Poccuiickoi
Qenepanuy, MOTYT YCTaHaBIMBaTh JONONHHUTENbHBIE TpeGoBaHUA IO
oGecnieteHuI0 6€3011aCHOCTH 3HAYUMBIX OOBEKTOB  KpHTHUECKOU
rHGOPMALHOHHOH HHOPACTPYKTYPHL, coJiepiKaIye 0coGeHHOCTH

(byHKITMOHUPOBAHHUS TaKUX 0OBEKTOB B yCTAHOBIICHHOM cepe nearenbHOCTH.
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Crarssa 12. Onenxa 6Ge3onacHOCTH KPHTHYecKo#H HHGpOPMaNHOHHOM
HHppaCTPYKTYphI

1. Onerka 6e30MacHOCTH KPUTHUYECKOH HHPOPMAHOHHOMH
HH(PacTPyKTypHl ocymecTBiIfeTcs (efepalbHbIM OPraHOM HCIOTHHUTENBHOR
BIACTH, YTIONHOMOYEHHBIM B o0macTu obecrmedeHHs (QYHKIMOHUPOBAHHS
TOCYRapCTBEHHOHM CHCTeMBl OOGHAapy)XeHUs, NpeXyNpexXIeHUs N JIHKBHIALHH
IocyeCcTBIH KOMIBIOTEPHEBIX aTak Ha uH(popMaluoHHsle pecypcesl Poccuniickoi
Qenepanyy, B LENAX NPOTHO3MPOBAHHS BO3HUKHOBEHWS BO3MOXHHIX YIpo3
0e30MacHOCTH KPUTHUUECKOH HH(GOPMAIHOHHON MH(PACTPYKTYPHI ¥ BhIpabOTKH
Mep 10 NOBBHILIEHHI0 YCTONYMBOCTH ee (DYHKIHOHHPOBAHHS [IPH NPOBEEHHH B
OTHOIICHHH €€ KOMIILIOTEPHBIX aTaK.

2.TIpu  ocymIecTBIEHHM  OHEHKH  Oe30HacHOCTH  KpUTHUYECKOH
‘HHGOPMANMOHHOH HHPACTPYKTYPbI IIPOBOXUTCS aHAIIM3:

1) naHHEBIX, MOTyIaeMBIX pH HCIIONb30BaHUH CpEICTB,
OpeIHa3sHaYeHHBIX JUI1 OOHapyxeHWs, INPeNyNpeXIeHHs W JIUKBHIALUH
MOCTEACTBUM KOMIBIOTEPHBIX aTaKk M PpEearHpOBaHUs Ha KOMIIBIOTEpHEIS
HHIMLCHTE], B TOM uMClie MHOOPMamHd O HANMYMH B CETAX SJICKTPOCBA3H,
HCHONB3YEeMBIX ISl OpraHM3alMH B3aMMOJACHCTBHS OOBEKTOB KPUTHYECKOM
HHGOPMaLHOHHON HHOPACTPYKTYPHI, IPH3HAKOB KOMIIBIOTEPHBIX aTakK;

2) undopmanyy, TpeJicTaBIsIeMOiH cyGbexTamMu KpUTHYEeCKOH
uHbOpMaHOHHOR “HOPACTPYKTYPHI u deneparbHEIM OpraHoM

HCITIONHUTENIPHON  BJIAacTH, VIIOJIHOMOYECHHBIM B obnactu  obecrieueHus
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6esomacHocTi KpuTHUeckol mH(opMarmonHo# MH(pacTpykTypsl Poccuiickoii
Qenepanuu, B COOTBETCTBHM C HepeyHeM MH(OpMAUMH W B IOPAAKE,
ompezieNseMbIMi  (emepajbHEIM  OpPraHOM  WCIIONHHTENbHOH  BJIACTH,
YUOJHOMOYEHHBIM B ofmactm  ofecneueHns  (QyHKIMOHHMPOBAHHA
TOCY[IapCTBEHHOM CHCTEMBI OOHapyeHHA, NPEeNyNpekKAEHUS ¥ JIMKBHAAIMH
NOCTTe/ICTBHH KOMIIBIOTEPHBIX arak Ha HHbopMalroHHbe pecypcsl Poccuiickoit
Qenepanuy, a TakkKe HHBIMH He SBISIONIAMMCA CyOBeKTaMM KpHTHYECKOl
HH()OPMaIHOHHOH HHGPACTPYKTYPHI OpraHaMi M OpraHH3allisIMH, B TOM YHCIE
HHOCTPpaHHBIMHA M MEOKAYHAPOAHBIMH;

3) celleHumit, TNpeACTaBNAEMBIX B  TOCYJapCTBEHHYI0  CHCTEMY
o0OHapyeHus, NpeRynpexAeH:s U NTHKBHJALMH NOCIEACTBUH KOMIIBIOTEPHBIX
arak Ha wH(opMmaumonHsle pecypcki Poccuifckoit ®epmeparuu mo HTOraM
OpOBEJICHAs.  TOCYAAapCTBEHHOro KOHTpois B  ofiactu  obecriedeHns
0e30MacHOCTH  3HAYMMEIX  OOBEKTOB  KpUTHYecKod  uHGOpManHOHHOH
MHOPaCTPYKTYpPE], O HapymeHun TpeGopaHuil o obecnedeHmIo Ge30MACHOCTH
3HAYMMBIX OOBEKTOB KpHTHYeCKOH HH(OPMaUKOHHOH HHQPACTPYKTYpHI, B
pesynbTaTe  KOTOPOTO  CO3MAafOTCs  HPEATNOCHUIKM  BO3HUKHOBEHHUA
KOMITHIOTePHEIX MHIHU/ICHTOB;

4)upoit  wHdopMammm, pomydaeMoif  ¢emepalsHBIM  OPTaHOM
HCTONHATENBHOM BIACTH, YHONHOMOYEHHBIM B objactm obecneueHus

(YHKOMOHUPOBaHHA roCcy/iapCTBEHHOH CUCTEMBI o6GHapyKeHu,
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HpemynpexieHus M JHKBUAAIMM IIOCIESJCTBHH KOMIBIOTePHBIX aTak Ha
unpopManonssle pecypcs! Poccmiickoif Pexmepanuy, B COOTBETCTBHH C
3aKoHOZaTenscTBOM Pocculickoil @enepanun.

3. lna peanuzaiyy IOJIOXKCHUH, INIPEAyCMOTPEHHBIX dacTaMu 1 m 2
HacTosIIeH CTaThd, (enepaibHBII OpraH  HCIONHHUTENHHOM  BIACTH,
YTIOJHOMOYEHHBIH B obmactm  obecriedeHHS  (PYHKIMOHHMPOBAHHSA
rocylapCTBEHHOM CHCTeMBl OOHapyXeHHs, HOPeXyHnpeXACHHUd H JHKBHIANUH
MOCTEACTBHI KOMITBIOTEPHBIX aTak Ha HH(pOPMAaIHOHHbIE pecypchl Poccuiickoit
Qezepaniyy, OpraHU3yeT YCTAHOBKY B CETAX 3JIEKTPOCBA3H, HCIIONb3YeMBIX AT
OpraHu3alMU B3aUMOJEHCTBHA OOBEKTOB KpPHTHYeCKOH HHGPOPMANMIOHHOH
HHOPACTPYKTYPHI, CpeINCTB, IpeJHa3sHAUYeHHLIX JUI1 IIONCKAa IIPH3HAKOB
KOMIIBIOTEPHBIX aTaK B TAKHX CETAX EKTPOCBA3HU.

4.B memsx pa3paboTKH Mep IO COBEPHIEHCTBOBAaHMIO 6e30IacHOCTH
KpUTHYeCKO HHGOpPManMOHHOM HWHOPACTPYKTYphl (efepalbHEI oOpran
UCIONHUTENbHOM BNACTH, YIOJHOMOYCHHBIH B obmacti obecnedeHHs
GYHKUHOHUPOBaHUS rocyapCTBEHHOH CHCTEMBI o0HapyXeHHS,
TPenyNpeXIeHus M JIMKBHAAUMHM IIOCIEJCTBUH KOMIBIOTEPHBIX aTak Ha
nHpopManmoHHBle pecypcel  Poccmiickoii ®epmepammu, HampaBiser B
benepanbHelii OpraH WCIOIHHTENLHOM BIACTH, YIOJHOMOUYEHHEIH B 06macTd
obecrieueHns 6e30IaCHOCTH KPUTHYIECKOH HH(DOPMALMOHHOM HHPPACTPYKTYPH

Poccuiickoii ®epmepamnuu, pe3ynsraThl OCYLIECTBICHHS OIEHKH 0€30IacHOCTH
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KpuTHUEeCKOH HHOOPMAHOHHOMK HHDPACTPYKTYPEL.
Crartpa 13. T'ocynapcTBeHHbIH KOHTPOJIBb B 06/1acTH o0ecneyenust
6e30NMacHOCTH 3HAYHMBIX 00BEKTOB KPHTHYECKO#
HHpOpManHOHHOH HHPPACTPYKTYPhI
1. TocynapcTBeHHBIH KOHTpPONL B obnactu obecreueHns Ge30macHOCTH
3HaYMMBIX OGBEKTOB KpHTHYECKOH HH(OpMamMOHHON uH(pPacTpyKTyphl
HPOBOZWTCA B NEIIX IPOBEPKH COOMIONEHHST CyObeKTaMu KpHTHYECKOM
WHGOPManUOHHOA HHQPACTPYKTYpPHl, KOTOPEIM Ha IIpaBe COGCTBEHHOCTH,
apeHIbl MM MHOM 3aKOHHOM OCHOBAaHHH IPHHAUIEKAT 3HauYUMBle OOBEKTHI
KPUTHYECKOIH UHGOPMALHOHHON HHPACTPYKTYPHI, TpeGoBaHHii,
YCTAQHOBJICHHBIX HacToAmuM @elepaibHBIM 33aKOHOM H IPHHATEIMH B
COOTBETCTBMM C HHMM HOPMATHUBHGIMM IIPaBOBBIMH aKTaMH. YKa3aHHBI
FOCyZapCTBEHHBIN KOHTPOIb HPOBOZHTCS ITyTEM OCYIIECTBIECHMS (emepabHbIM
OpraHoOM HCITOJNHMTENBHOH BIIaCTH, YIIOMHOMOYEHHEIM B obnacTu obecredyenus
Ge3011acHOCTH KpHTHYecKol MHbopManroHHOH HH(pacTpyKTypsi Poccuiickoit
Denepaliyy, IIIAHOBHIX MM BHEIUIAHOBBIX IIPOBEPOK.

2. OcHoBaHHEM M1 OCYILECTBIACHHA IIAaHOBOH IIPOBEPKH SABIAETCA
HCTeYeHUE TPEX JIeT CO JIHS:

1) BHeceHna cBeleHMit 06 oOBeKTe KpHTHYECKOH HHPOPMANMOHHOH
HHQpaCTPYKTypsl B peecTp  3HAaYUMBIX  OOBEKTOB  KPHTHYECKOM
HHPOpPMaUHOHHOK HHOPACTPYKTYPHI;

2) OKOHYAHHA OCYIIECTBIEHHS @OCienHell IJaHOBOM TIpOBEpKH B
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OTHOLIEHHH  3HAa4UMOro  o0BEKTa  KPHUTHYECKOH  HH(OPMAILHOHHOH
HH(PaCTPyKTYPHL.

3. OcHOBaHMEM AT OCYIUECTBIICHUS BHEITAHOBOM IIPOBEPKH ABJIAECTCS:

l)ucredenue  cpoxa  BBIIOJHEHHS  CYOBEKTOM  KPUTHYECKOH
uHbOpManMoOHHOH HH(PAaCTPYKTYpH BEIIAHHOTO (erepambHBIM OpPraHOM
HCIIOJIHUTENIBHOR  BJIACTH, YIOJIHOMOYEHHEIM B obmact obGecriedeHus
Ge30macHOCTH KpUTHYeCKoH HH(popMaimoHHoH HHppacTpyKTypht Poccuiickoif
Qenepanum, mnpeanucaHus o0 yCTpaHEHMH BBIABICHHOTO HapyHICHHUS
TpeboBaHMi 0 obeceueHIIo 6e30NMacHOCTH 3HAYUMBIX 00BEKTOB KPUTHYECKOH
HHGOPMAIOHHOM NHGPACTPYKTYPEI;

2) BO3HUKHOBEHHE KOMITHIOTEPHOTO VHILUEHTa, TIOBJIEKINIETO
HEraTHBHBIE  IOCIIEACTBHA, Ha  3HAYHMOM  OOBEKTe  KPHTHYECKOM
HHGOPMALHOHHOH HHOPACTPYKTYPHI;

3) mpuka3 (pacmopsbkeHue) pyKoBomuresd (herepanbHOrO  opraHa
UCIONHUTEbHOM BIIACTH, YHOJHOMOYEHHOro B oOmactu obecneyeHus
Ge3omacHOCTH KpuTHYecKoii mHpopManHoHHOH HHbpacTpyKTypsl Poccuiickoit
Denepanny, U3JaHHBIL B COOTBETCTBMH C mopydenueM [Ipesunenra
Poccuiickoii @exeparmn umn Ipasutenscrsa Poccuiickoit Oepepanun ubo Ha
OCHOBaHHH TpeGOBaHHs IPOKYpOpa 00 0CylIeCTBICHHH BHEIUIAHOBOM [IPOBEPKU
B paMKax HpOBeIieHHs Haf30pa 3a UCIOJHEHNeM 3aKOHOB IO ITOCTYIHBIINM B

OpraHbI NIPOKYPaTypsl MaTepranaM i 00paleHHsIM.
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4.Tlo wroraM NNaHOBOM WM BHEMJAHOBOH NpPOBEpKH (elepaibHbIM
OpraHoM HCHOJHHTENIBHOH BacTH, YIIONHOMOYEHHBIM B 001acTH obecrneuenus
GesonacHOCTH KpHTHYeCKo MH(popMauwoHHOH uHbpacTpykTyps Poccuiickoit
®denepayy, COCTaBIACTCA aKT IPOBEPKM IO YTBEPXKICHHON YKa3aHHBIM
oprasoM ¢opme.

5.Ha ocHoBaHMH aKTa NIPOBEpKM B CIlIydae BbIABIEHHSI HapYIICHHS

Tpebopanuii HacTosmero OefeparbHOro 3aK0OHa 1 IPHHATHIX B COOTBETCTBHH C
HHM HOPMAaTHBHBIX IIPABOBELIX aKTOB IO 00€CTIeYeHHIO 6€30MacCHOCTH 3HAYHMEIX
0ob6BexTOB KpuTHIecKod HH(POpMAanHOHHOH HHGPACTPYKTYpHl (enepansHbiit
OpraH HCHOJHATEIbHOH BJIACTH, YIOJHOMOYEHHBIH B 006macTH obecnedyeHusd
GesomacHOCTH KpmrHieckoil HudopMaiioHHoft HHbpacTpykryps Poccuiickoit
Deneparmmy, BBIIAET cy6BeKTy KPHTHYECKOH HHPOPMaLHOHHOH
UHGPACTPYKTYPHl NIPeANHcaHne o6 yCTpaHEHWH BBIABICHHOIO HapyuIeHHST C
yKa3aHHeM CPOKOB €ro yCTPaHeHHUs.

Cratps 14. OTBeTCTBEHHOCTD 32 HapyHIeHHe TpeGoBaHMil
HacTosmero ®eaepaibHOro 3aKoNa H NPHHATHIX B
€OOTBETCTBHH C HIM HHBIX HOPMATHBHBIX NIPaBOBBIX
aKTOB

Hapymenue tpe6oBanuii Hactosmero ®exepalbHOro 3akOHa H NPHHATEIX

B COOTBETCTBHM C HHM HHBIX HOPMATHBHEIX IIPAaBOBHIX aKTOB BlieueT 3a coboit

OTBETCTBEHHOCTh B COOTBETCTBHH ¢ 33aKOHOHATEILCTBOM Poccuiickoit

Qenepanyy.
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Cratps 15. Beryniienne B cuiy nacrosimero @eepajibHOro 3aKoHa
Hacrossmuit ®enepanbHblil 3aKoH BCTymaeT B cuily ¢ 1 sguBaps 2018

rozma.
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