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MpeancnoBue

1 PASBPABOTAHbI LieHTpoM 3aluuTbl MHopMaLmn 1 cneunansHon cesasn ®CB Poccun ¢ yyactuem
OAOQO «MHdopmaunoHHbIE TEXHONOM MU Y KOMMYHUKaLWOHHBIE CUCTEMBbI»

2 BHECEHbI TexHuveckum komuTeToM Mo cranaaptmsauun TK 26 «Kpuntorpadudeckas sawmta
NHopMaLUn»

3 YTBEPXIEHb! M BBEJEHbI B JEMCTBUE Mpukasom deaepansHoro areHTcTsa no TexHu4ecKkomy
perynnupoBaHuio U MeTpornornm ot 25 oktadpa 2017 r. Ne 1518-ct

4 BBEJEHbI BMEPBLIE

[pasuna npumMeHeHUs Hacmosauwux pekomeHOayull ycmaHosneHel 8 cmamee 26 ®edepasibHO20 3aKoHa
om 29 uroHs1 2015 2. Ne 162-®3 «O cmaHOapmu3sayuu e Pocculickol ®edepauuu». UHhopmauus o6 usmeHe-
HUSIX K HaCMOSUWUM peKoMeHOauusiM rybrukyemcsi 8 exxe200HOM (110 COCMOSIHUI Ha 1 siHeapsi mekyujeeo
200a) UHGhopMaUUOHHOM yKazamerse «HayuoHarnsHble cmaHdapmel», a ohuyuansHbil mekcm usmMeHeHul u
r10npasoK — 8 eXeMeCsYHOM UHGbopMaUuUOHHOM ykazamerne «HauyuoHanbHele cmaH8apmely. B criyqae nepe-
cMompa (3aMeHbl) Unu OMMeHb! Hacmosuwux pekomerHdayuli coomeememasyouiee ysedomneHue bydem
onybnuxkosaHo 8 6riuxaluieM 8bIlyCKe eXeMecsiHHo20 UHOopMaUUOHHO20 yKazamersns «HauyuoHanbHble
cmaHdapmely. Coomsemcmsyiowas UHopMayusi, ysedoMIIeHUe U MeKCMmbl pasMewaromcsi makxe e
UHhopMatUuoHHOU cucmeme obuyezo ronb3osaHust — Ha ogpuyuansHoM calime dedepanbHo2o azeHmemea
10 MeXHUYECKOMY peaynuposaHuio U Mmemporoauu 8 cemu ViHmepHem (www.gost.ru)

© CtaHgapTuHdopm, 2017

Hacrosilume pekomeHaauMn He MOryT BbITb BOCTIPOMSBEAEHbI, TUPAXUPOBaHbl U pacnpocTpaHeHbl B
kavecTse ochuumanbHoro usgaHus 6es paspelueHnsa deaeparnbHOro areHTCTBa N0 TEXHUYECKOMY perynupoBsa-
HUIO 1 MeTporiorn
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BBeageHune

CpepacTBa 3aWmThl MHDOPMaUNK B page ciyvyaes peanunsyoT KpunTorpaguyieckne npoToKombl, NCrosb-
3yloLLMe HauMoHanbHble kpunTorpaduyeckne anroputmel, onpeaeneHHsle FOCT P 34.12. B cocTaBe npoToko-
na daHHble anropuTMbl YHKUUOHMPYIOT B pexxnmMax, onpegeneHHbix FOCT P 34.13. OgHoM U3 OCHOBHBIX
KpunTorpadnyeckmx XapakTepucTnK peanmnsyemMblx peXxnMoB paboTel 6I0UHBIX LWAMDPOB SABASETCA BeNNYNHA,
onpeaensiowas 4onycTMMoe KonM4ecTBo 610KOB OTKPLITOrO TEKCTa (06 beM MaTepuana), KoTopble MoryT 6biTb
06paboTaHbl B 4aHHOM pexunme 6e3 nameHeHus knoda 6nodHoro wudpa.

HacToswmre pekoMeHAauun onpeaensioT Nopsaaok pacdeTa MakecumanbHe AONyCTUMOro Konudectsa
GNOKOB OTKPLITOrO TeKcTa, KoTopble MOryT BbiTb 06paboTaHbl Ha OQHOM KIlloYe, AN HEKOTOPLIX BapUaHTOB
pexumoB pa6oThl, onpeaeneHHbix FTOCT P 34.13, ans 6noyHbIx wndpos, onpegeneHHbix FOCT P 34.12.

HeobxoaMMocTb paspaboTkn HacTOSALMX pekoMeHAaL Ml Bbi3BaHa NOTPeBHOCTbIO B chopMUpoBaHun
eUHOro NoaxXo/1a K oLleHKe MakcMMasbHO A0MYCTUMOro KonnmvecTBa 6510KOB OTKPLITOrO TEKCTa, KOTOPbIE MOTYT
6biTb 06paBoTaHbl Ha oAHOM KIove, Ana BroyHbIX WU pPOB, peanusyemMblx B cucteMax o6paboTku nHgop-
MaLyK, B KOTOPBIX MPOTUBHUK He pacnofiaraeT BO3MOXHOCTbIO NOyYeHUs1 AONONHUTENbHON UHopMaLmn
0 Krove.
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PEKOMEHOALUMUM NO CTAHAAPTU3AULUUMU

UHdopmauoHHasa TexHonorus
KPUNTONPA®UYECKAA SALUIUTA UHOOPMALIU

DonycTuMmble 06 beMbl MaTepuana Ana o6paboTku Ha oAHOM KIoYe Npu UCNONb30BaHUU
HEeKOTOPbIX BaApUaHTOB PeXUMOB pa6oTbl 6novHbIx wudgpos B coorBeTcTBUU ¢ FTOCT P 34.13—2015

Information technology. Information cryptographic protection. Permissible amounts of data processed under a single key
for variants of block cipher modes of operation defined by GOST R 34.13—2015

Aara BBeaenna — 2018—04—01

1 O6nacTb npuMeHeHns

HacToswme pekoMeHaaL MM npegHasHaYeHbl A51s OLeHKU MakCMMarbHO AoMyCTUMOro konuvecTsa 6no-
KOB OTKPBITOrO TeKcTa, koTopble MOTyT GbiTb 0O6paboTaHbl Ha o4HOM Kiove, AN BroYHbIX WKPOB Mo
FOCT P 34.12 B pexumax ux pabotel no FOCT P 34.13 npu paspaboTke, NpouM3BOACTBE, 3KCNyaTauuu u
MoAepHM3aLMM cpeacTB KpunTorpaduryeckoin 3awmtbl uHopMmaLum B cuctemax obpaboTku uHdbopmaumm
pasnnYHOro HasHa4YeHNs1, B KOTOPBIX MPOTUBHMK He pacnonaraeT BO3MOXHOCTbIO MOSTy4eHUs1 A0NOMHUTENbHON
nHdopmaLMm O Kode.

2 HopmaTuBHbI€e CCbINKK

B HacTosILMX pekoMeHAaLMAX UCMoMNb30BaHbl HOPMaTUBHbBIE CChISIKU Ha crieaytowne cTaHAapThl:

FOCT P 34.12 NHdbopmaunoHHas TexHonornsa. Kpuntorpadgpuyeckaa sawura nHgpopmaumn. BnoyHsie
wncppbl

FOCT P 34.13 WNHdopmaunoHHasa TexHonorus. Kpuntorpadudeckas sawmra nHdopmauun. Pexumol
paboTbl 6r0YHBIX LWNGPOB

MpumedatHune—Tlpu NONb30BaHMN HACTOSILLMMK PeKOMeHAauMAMN LenecoobpasHo NpoeepuTb aencTeme
CCbINTOYHBIX CTaHAAPTOB {pEKOMEHAALNI) B UHDOPMALNOHHON CUCTEME 06LWEro NoNb30BaHUA — Ha ohuuManbLHOM cante
depepanbHOro areHTCTBa No TEXHUYECKOMY PerynupoBaHmnio u MeTponorvm B ceTu IHTepHeT unm no exerogHomy nHdop-
MaUMOHHOMY yKasaTenio «HaunoHanbHble CTaHAaPThI», KOTOPLIA ony6rMKoBaH MO COCTOAHWIO HA 1 AHBaps TeKywero
roga, v No BbiNyckam eXxeMecsiHHOro MHOPMaLMOHHOTIO ykasaTens « HaunoHaneHble cTaHgapTel» 3a Tekywui rog. Ecnu
3aMeHeH CChINOYHLIN cTaHaapT (PeKoMeHAaUmMK), Ha KOTOPbIV AaHa HegaTUpPOBaHHas CCbIIKA, TO PEKOMEHAYETCA UCNOSb-
30BaTh AEMCTBYIOLLYI0 BEPCUIO 3TOFO cTaHAapTa (PeKoMeHAauUmii) ¢ yHeTOM BCeX BHECEHHbIX B AaHHYI0 BEPCUIO N3MEHE-
HWUIA. ECNK 3aMeHeH CCbinoyHbIv cTaHaapT (PeKoMeHdaumm), Ha KOTOPLIN AaHa AaTUPOBAHHARA CCbINKA, TO PeKOMeHayeTCs
MCMOSb30BaTh BEPCUIO BTOMO CTaHdapTa (pekoMeHOauuin) ¢ ykazaHHbIM Bbllle rogoM yTeepxaeHus (npuHatus). Ecnn
nocre yTBepxXaeHusi HacTosLLMX peKOMEHAAUMI B CChINOYHbIM CTaHAapT (pekomMmeHgaumm), Ha KOTOPLIN gaHa AaTUPOBaH-
Has cCbinka, BHECEHO U3MEHEeHNe, 3aTparvBatoLl.ee NornoXeHne, Ha KOTOpoe AaHa CCbIIKa, TO 3TO NONOXEeHNEe peKoMeHay-
eTCs NpUMeHATL 6e3 yueTa 4aHHOro M3MeHeHWs. Ecnn cebinoYHbIl cTaHaapT (pekoMeHaaumumn) oTmeHeH 6e3 3ameHsl, TO
NnonoXeHwe, B KOTOPOM AaHa CChIfka Ha HEro, MPMMEHSIETCS B YaCTW, He 3aTparvBaiowWwen 3Ty CCbInKy.

3 TepMuHbI, onpeaeneHnsa n 0603Ha4YeHnA

3.1 TepMuHbI M onpeaeneHUsn

B HacTosaLwWwmx pekoMeHgaunax npuMmeHeHbl cnegyrouine TepMmnHbl C COOTBETCTBYHOWMMK onpeaeneHna-
MU

UzpaHne ocpmumansHoe
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3.1.1 kmou: MameHAeMbI MapamMeTp B BU4e NocneaoBaTensHOCTU CUMBOMOB, ONpeaensaowmni Kpun-
Torpacpudeckoe npeobpasoBaHue.

3.1.2 6nok: Ctpoka 61T onpeaeneHHon ANNHbI.

3.1.3 oTkpbITbIA TeKCT: HesalwmndposaHHas MHpopMaLms.

3.2 O6o3HavyeHun

B HacToALmMX pekoMeHaaLMsaX UCNoNb30BaHbI credytoline 0603HaveHns:

n — ABouYHan anvHa 6noka 6noyHoro wmdpa;

Tlgpe — MAKCUMarbHO AoNyCTUMOe 3HaYeHUe BepoATHOCTY 3(DhEKTUBHOIO NPUMEHeHNs MeToA0B Kpun-
Torpachnyeckoro aHanunsa

T mae — MaKcUMarbHO 4ONYCTMOE 3HaueHe BEpOSITHOCTM OOHOKPAaTHOrO HaBs3bIBaHMsA COoBLIEHNS;

N ax — MaKkcumarnbHo AonycTUMoe KonuvecTso 6rokoB (06bem MaTtepuana), Kotopble MOryT 6GbiTb
0bpaboTaHbl ¢ UCnonb3oBaHWeM BblibpaHHoOro pexuma paboTbl anroputmMom GroyHoro wrdposaHns 6es
N3MeHeHUs 3Ha4YeHNA Ktova;

S — napamerTp, onpeaensioLmMii ABOUYHYIO ANUHY BMIOKOB OTKPLITOrO TeKCTa, AN PeXUMOB raMMUpoBa-
HUWS, raMMUPOBaHWA ¢ 0BpaTHON CBA3bLIO MO BEIXOAY, rAMMUPOBaHUS C 0BPaTHON CBA3LIO MO LNMPTEKCTY U
BbIpaboTKM UMUTOBCTABKY;

m — napameTp, onpeaensowniA ABOUYHYIO ANNHY CUHXPOMOCHINKA ANS PEXMMOB raMMUpPOBaHUS C
obpaTHOI CBA3bIO MO BLIXOAY, rAMMUPOBAHWNA C 06PaTHON CBA3LIO MO LWMMPTEKCTY M NPOCTON 3aMeHBbI € 3aLern-
neHvem.

4 MakcuManbHO [ONYCTUMbIN 06beM MaTepuana

[ns HeKoTOpPbIX BAapUaHTOB PEXNMOB paboThl 6roYHbIX LWNDPOB, onpeaeneHHbix B FTOCT P 34.13, B Ta6-
nuue 1 npyBedeHbl 3HaYeHUs MakcuMarbHO OOMYCTUMOro Konnyectsa OfIOKOB OTKPLITOrO TekcTa (0b6bem
MaTepuana), KoTopble MoryT 6bITb 06paboTaHbl Ha O4HOM KITHoYe, B 3aBUCMMOCTU OT BeposiTHOCTeN achpekTus-
HOro NPUMEHeHNA MeTod0B KpunTorpaduieckoro aHanumaa n ogHoKpaTHOro HaBsA3biBaHNA coobLeHus. [aH-
Hble 3HaueHWs criegyeT uUcnonb3oBaTb NpU paspaboTke, NPOM3BOACTBE, IKCMyaTauun U MoaepHU3aLmn
cpeAacTB kpunTorpadmyeckon salmnTel HdopMaLumn B cuctemax o6paboTkv HopMaumm pasnndHoro HasHa-
YeHUs, B KOTOPLIX MPOTUBHUK HE pacnonaraeT BO3MOXHOCTLIO NofyveHWs 4OMONHUTENLHOW UHopMaLmm o
Krove.

Tabnwuuya 1

HassaHue pexvima B COOTBETCTBUM
cOCT P 34.13

MakcumanbHO AoNyCTUMOE Konuyec-

BapuaHT peanusauum pexvma
TBO BIIOKOB OTKPLITOTO TeKCTa

MMpocToi 3ameHbl Niax =1
raMMupoBaHusi s=n h
Niax = 22 v Tenc
FamMmMupoBaHus ¢ 06paTHON CBSI3bIO MO BbIXOQY s=m=n n-1
Niax =2 2 vV Tenc
[MpocTol 3ameHbl ¢ 3auenneHnem m=n -t

Nimax =2 4 yTenc
FammupoBaHusi ¢ obpaTHOM CBA3bIO MO Wndp- s=m=n

n
2 —
TeKkcTy Npax = 3 22 f

BbipaGoTku uMMTOBCTaBKM s=n ny

Tenc
22 1
N == In -
max n mac ~on
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YK 681.3.06:006.354 OKC 35.040

KntoueBble crnoBa: nHopMaLMoHHas TeXHoMorms, Kountorpaduyeckas sawmra nHdopmadum, Metoa pacye-
Ta, AOMYCTUMOE KONNYECTBO BIIOKOB, KoY, PEXUM paboThl 6rTOYHBIX WG POB
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