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BBeaeHue

CyLLeCTBYIOLLMI B HacTosiLee BpemsaA B Poccuiickon deaepauun nopaaok paspaboTku WndpoBanbHbIX
(kpunTorpamyecknx) CpeacTB 3aLmTbl MHOPMaLIMK, HE coaepXKallen CBEAEHUI, COCTaBNALWMX rocyaap-
CTBEHHYIO TaliHy (aanee — CK3W), onpeaenserca MNMonoxeHnem o paspaboTke, NpOU3BOACTBE, peanu3aumm
1 aKcnnyaraumu wndposanbHbIX (KpUNTorpadnyecknx) cpeacTs 3awumTbl nHpopmauyunu (Monoxenne MK3 —
2005) [1].

B cootBetrctBun ¢ MNonoxenmem MNMK3 — 2005 ocylectBnaeTcsa B3auMMOAENCTBUE MEXIY 3aKas4MKOM
CK3MW, paspabotunkom CK3W, cneumanmanpoBaHHON OpraHusauuen, NpoBOAALIEN TemaTu4eckne nccneao-
BaHusa CK3U, n &Cb Poccun, ocyLLeCcTBRAIOWEN 9KCNEPTU3Y Pe3ynbTaToB TEMaTUYECKUX UCCNELOBaHUNI, MO
pesynbTatam KOTOPOW OnNpeaensaeTca BO3MOXHOCTL gonycka CK3W k akcnnyatauuum.

Hactoswmin AOKYMEHT HOCUT METOAUYECKUI XapaKTEP U COAEPHUT B ce0e NPUHLMMEI, HA KOTOPBIX JOIK-
Ha OCHOBbLIBaTLCA pa3paboTka u/unu moaepHusauusa aencreytowmx CK3N.

ObnacTb NPMMEHEHUs1 I0KYMEHTa — B3aUMOAENCTBUE 3aKa34uMKOB U paspabotunkos CK3U npu ux o6-
LLEHUU:

- mexay cobon;

- CO crneunanu3MpoBaHHbIMK OpraHM3aumsaMy, NPOBOAALLUMU TEMATUYECKME NCCNE0BAHUS;

- ¢ ®CB Poccuu, oCyLLECTBIIAIOLLEN IKCNEPTU3Y Pe3ynbTaTtoB TEMaTUYECKUX UCCREA0BAHUN.

3akasumkam CK3W HacToALWMIA AOKYMEHT NO3BONSET COPUEHTUPOBATLCA U 03HAKOMUTLCS ¢ NpobnemMa-
MU, BO3HMKAOLWMMK Npun paspaboTke u akcnnyartauun CK3W. M3noxeHHble B HACTOALLEM AOKYMEHTE NMPUHLIM-
bl NO3BONSIOT 3akasunky CK3W onpeaenuTbes € NOMOXEHUSAMU, KOTOPbIE JOMKHbI BKIHOYATLCA B TEXHUYECKOE
3ajaHue Ha pa3pabotky u/unu moaepHusaumio CK3W, a Takke B COOTBETCTBUMN C NPUHATLIMU B POCCUIACKON
depepauum npaBunaMmu knaccudukaumm CpeacTB 3aluMThl ONpeaenuTb knacc paspabarbiBaemoro CK3U u
oBecneuntb HeOOX0AUMBIN YPOBEHL 6E30MacHOCTM 3alUMLLAaeMon MHOpMaLUK.

Paspa6otunkam CK3W HacToAwmin 4OKYMEHT NO3BONSIET 0O0CHOBATL NP 06LLIEHUM C 3aKa3yunKoM nepe-
YeHb HeobXoauMBIX Ana paspaboTku u/unu moaepHusauum CK3W pabort, a Takke opraHM3oBaTb B3auMoaen-
CTBME CO CMeuuanuM3upoBaHHbIMK OpraHm3auusiMu, nomyyasi ot HUX Heobxoaumyto ansa paspabotku CK3U
MHOpMaLMIo.
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PEKOMEHOALULMWUMU no CTAHAAPTMHUWI3IAUNMU

MHdopMaLnOHHaA TeXHONorus
KPUNTOrPA®PUHECKAA SALLNTA NHPOPMALINU

MpuHUMNBI pa3padboTku U MoaepHU3aLMu WK poBasnbHbIX (KpunTorpacdmyeckux) cpeacTs
3awWuThLI MHopmaLum

Information technology. Cryptographic data security. Principles of creation and modernization for cryptographic modules

Dara BBepeHus — 2018—05—01

1 O6nacTtb NnpMMeHeHus

Hacroawme pekomeHaauMu pacnpocTpaHATCA Ha WwudpoBanbHble (kpuntorpaduyeckue) cpeacraea
3awuTtbl nHhopmauun (CK3U), npegHaszHayeHHbIe AnNa UCNONb30BaHMA Ha Tepputopuun Poceuiickon deaepa-
umm.

Hacroswwme pekomeHAauuM ONpPeaensloT NpuHUMnbl paspaboTkn U MoAepHU3aumn WMAdPOBanbHbIX
(kpunTorpaduyeckmx) cpeacTs 3aLuTbl MHOPMaLUUK, He coaepXaluein cBeaeHnin, COCTaBNAIOLWMX rocyaap-
CTBEHHYIO TalHy.

MpuHumnbl o6ecneveHns 6e3onacHOCTM 3awmwaemon ndopmaumm 4o ee obpabortku B CK3U B HacTo-
sILLeM OKYMEHTE HE pacCMaTpUBaloTCA.

MpuHUMnbl paspaboTkn U MoaepHU3aUmMn WudpoBanbHbIX (KpUNTorpachuyeckux) cpeacTs 3almTbl UH-
dopmMauuu, NepeUnCeHHbIX B NonoxeHuu [1] (NyHKT 4), MOryT perynupoBaTbCA OTAENbHBIMU PEKOMEHAALU-
AMU MO CTaHAapTU3aLun.

2 HopmaTtuBHbIE CCbISIKU

B HacToAawmx pekoMmeHgaLmax ncnonb3oBaHbl HOPMAaTUBHBIE CCbINIKU HA cneaylowme CTaHaapThbl:

FOCT 2.114 EpuHas cucteMa KOHCTPYKTOPCKOW AOKYMEHTauuu. TexHuyeckue ycnosus

FOCT 19.202 EpuHas cuctema nporpaMMHon aokymeHTtauun. Crneuudukauus. TpebosaHua k coaep-
KaHWIO U 0OHOPMIIEHNIO

FOCT 19.401 EpuHas cuctema NporpamMmmHON JokyMeHTauun. TekcT nporpammbl. TpeGoBaHusa K Co-
AepXKaHuIo U 0hOPMIEHUI0

FOCT 19.402 EguHasa cuctema nporpammHon gokymeHTauuu. OnucaHue nporpammsl

FOCT 19.501 Eaunas cuctema nporpaMmHOn AokyMeHTauun. dopmynsap. TpeboBaHus K CoaepKaHuio
n 0popPMMEHNIO

FOCT 19.502 EaguHas cuctema nporpaMmMHoOi JokymeHTaumu. OnucaHue npumeHeHus. TpeboeaHusa K
COAEPXKAHUIO U ODOPMIIEHMIO

FOCT P 51275—2006 3awmta nHdopmauyum. O6bekT nndopmauumn. PakTopsl, BO3LEHCTBYOLME Ha
uHdpopmauuto. O6LIMe NonoxeHus

FOCT P 56136—2014 YnpaBneHWe *M3HEeHHbIM LMKIOM NPO4YKLMU BOEHHOIO Ha3HavyeHus. TepMuHbI
1 onpeaeneHus

Mpumevyanune — lpn NOMb3OBAHUN HACTOALMMU PEeKOMEHAaUMSAMN LienecoobpasHo NpoBepuTb AeicTBUeE
CChINOYHbIX CTaHAapToB B MHPOPMaLIMOHHOK cucTeme obLuero nonb3oBaHUs — Ha oduLmansHoM caiite defepanbHoro
areHTCTBa MO TEXHUYECKOMY PEryrnmpoBaHuio 1 MeTposiornn B ceTn VIHTEpHET MK No exerogHoMy UHOpMaLMOHHOMY
yKasaTento «HauunoHansHble cTaHgapTbi», KOTOpbIA onyGnmnkoBaH No COCTOAHWUIO Ha 1 sHBapsA Tekyllero roga, v no Bbl-
nyckaM exeMecsa4Horo MHopMaLMOHHOro yKkasaTensa «HauuoHanbHele cTaHaapThi» 3a TekyLwmii rog. Ecnu 3ameHeH cebl-

U3pgaHue oduuymanbHoe
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MOYHLIA CTaHAapPT, Ha KOTOophIi jaHa HeaaTUpoBaHHas coblnka, TO PeKOMEHAYETCA UCMONb3oBaThb AEHCTBYIOLYIO BEPCUIO
3TOro CTaHAapTa C y4eTOM BCEX BHECEHHLIX B faHHYH BEPCUIO U3MEHEHUA. ECIM 3aMeHEH CChINTOYHbINA CTaHAapT, Ha KoTo-
pblii faHa faTupoBaHHas cebinka, To PeKOMEHAYETCA UCMoNb30BaTh BEPCUIO 3TOr0 CTaHAapTa ¢ yKasaHHbIM BbiLLe rogoM
YyTBEPXAEHUS (MPUHATMA). Ecnu nocre yTBepXAeHUS HacTOALWMX peKOMeHAaLUin B CChINTOYHbIA CTaHAapT, Ha KOTOpbIiA
JaHa AaTupoBaHHas cchifka, BHECEHO M3MEHEHMWe, 3aTparuBatoLlee NorioXeH1e, Ha KOTOpPOe AiaHa CChirka, To 3TO Nono-
XEeHUe PeKoMeHAYeTcs NMPpUMeHsTb 6e3 y4eTa JaHHOTO M3MEHEHUs. ECrn cebinoYHbIi cTaHpapT oTMeHeH 6e3 3aMeHsbl, To
MnornoxeHue, B KOTOPOM J@Ha CChifika Ha Hero, MPUMEHSIETCA B YacTy, He 3aTparuBaioLLeil 3Ty CChIMKY.

3 TepMuHbI, onpeaeneHUs U CoKpall,eHust

3.1 B HacTosAWMX pekoOMEHAALUMAX NPUMEHEHbI crieayiolme TePMUHbI C COOTBETCTBYIOLLIMMU onpeae-
NEHUsAMMU:

3.1.1 annapaTHoe cpeacTBo; AC: dusnyeckoe yCTpoiCTBO, peanusyloLlee OfIHy UM HECKOSNbKO 3aaaH-
HbIX OYHKLIMIA. B pamkax HaCcTosALLEero AOKyMeHTa annaparHoe cpecTBo noapasaensercsa Ha AC Co n AC CK3N.

3.1.2 araka: LieneHanpasreHHble AEeACTBUS C UCMOSNb30BAHMEM annapaTHbIX CPeACTB U/ nporpaMmm-
HOro o6ecnevyeHunst C LUenblo HapyLeHusa 6e30nacHOCTY 3almaeMon MHPoOpMaLUmmn Unu ¢ Lenbio Co3aaHnA
YyCroBuiA 4ns 3TOro.

3.1.3 ayTeHTUbUMKaumuna cyobekTa goctyna: COBOKYNHOCTb AENCTBUI, 3aKIIOHAIOLUMXCS B NpOBEpKe
1 NOATBEPXOEHUU C MCNONb30BaHMEM KpunTorpadhuyeckux MexaHu3mMoB MHAOpPMaLUK, NO3BONSIOWEN O4HO-
3HAYHO OTNMYUTbL ayTEHTMULMPYEMBIN (NPOBEPSIeMbIii) CyObEeKT 0CTYNa OT APYrMx CyObLEeKTOB AocTyna.

3.1.4 6uonornyeckuit gaTymuk cryyanHbix yucen; 6ACY: flatuuk, BbipabaTbiBaOLMI CITy4anHYIO No-
cnepoBaTenbHOCTL NyTEM peanu3aumu CnyyYyaiHbIX UCMbITAHUIA, OCHOBAHHLIX HA Crly4ainHOM XapakTepe MHO-
rokpatHoro Baumogencrausa yenoseka ¢ CK3U n cpegon pyHkumonuposanus CK3N.

3.1.5 pokymeHTauuA: COBOKYNHOCTb B3aMMOCBSA3aHHbIX JOKYMEHTOB, 00beANHEHHbIX 00LLENn uenesom
HanpasneHHOCTbIO. B paMkax HacTosLero AOKyMeHTa AOKYMEHTauusi Noapasaenserca Ha JOKyMEHTauuio
NC, Co, MO CK3N n AC CK3W, a Tarke Ha agokyMeHTauuio CK3U, Bxoasawyyto B komnnekt nocraskm CK3WU.

3.1.6 xu3HeHHbI umnkn CK3M: COBOKYNHOCTb SIBIIEHUM U NPOLIECCOB, MOBTOPAIOLLMUXCA C NEpuoauyd-
HOCTbIO, ONPEeAENsieMON BPEMEHEM CyLLIECTBOBAHMSA TUMOBOW KOHCTPyKUuKn (06pasua) CK3U ot ee 3ambicna
40 yTunusauum unu KOHKpeTHoro aksemnnisspa CK3W or MOMeHTa ero npou3BoACTBa A0 yTunmusauumn (Cm.
FOCT P 56136—2014, cTratbd 3.16).

317

3awmwaeman mHgopmaumsa: NHdpopmauusn, ABNAIOWAACA NPeaMETOM COOCTBEHHOCTM U noagnexa-
Liasi 3aLuTe B COOTBETCTBUM C TPEOOBAHMSMU NPABOBbLIX 40KYMEHTOB Unu TpeboBaHMsAMU, yCTaHaBNUBae-
MbIMWU COBCTBEHHUKOM MHCpOpMaLUN.

MpumMmedvyaHue — CobBcTBEHHUKAMU MHGOPMaLUMK MOTYT BbITb: rocyAapcTBo, IopuanYECKoe NuLo, rpynna ¢u-
3MYECKUX UL, OTAEMNbHOE PU3NYeCcKoe ULO.

[FOCT P 50922—2006, craTbs 2.5.2]

3.1.8 sawmweHHaa nidopmauusa: 3awuwaemasn nHpopmaums, npeodbpasosaHHasa CK3U npu nomo-
LM OQHOIO UIKM HECKOMbKUX KpUnTorpaduyeckux MexaHu3mos.

3.1.9 MmMuTaums UCTUHHOrO coodweHusa (umutaums): JNloxxHoe coobLueHne, BOCNPUHUMAEMOE NOMb-
30BaTeneM Kak MCTUHHOE coobLeHne.

3.1.10 umuroBcTaBka: NHhopmauma B 3MeKTPOHHON hOpME, KOTOpas NPUCOEAMHEHA K APYrOW WH-
dopmMaLun B aneKTpoHHON chopme (obpabaTbiBaEMOn UHGMOPMALMKM) MU MHBIM 0Opa3oM CBA3aHa C TakoW
nHGOpMaLMen U KoTopasi UCNONb3yeTcst AN 3awuTbl 06pabaTtbiBaeMoin nHopMaLum ¢ UCnonb3oBaHUeM
KpunTorpadm4eckmx MEXaHN3MOB OT HaBA3bIBAHWUA NOXHON MHpopMaLmK,

3.1.11 umutosawura: 3awurta obpabarbiBaemMon MHPOPMaLUMK C UCMONb30BaHUEM KpunTorpaduye-
CKUX MEXaHW3MOB OT HaBs3bIBaHUSI NOXHOW MHOPMAaLUK.

3.1.12 MHXeHepHO-KpunTorpaUYeCcKMn MexXaHmu3m: ArnropuTMUYecKasa unm TexHM4eckas Mepa, pe-
anusyemas B CK3U ansa sawutbl nHpopmaumm OT aTak, BO3HMKAOWMX BCNEACTBME HEUCMPaABHOCTEN UNK
c6oeB AC CK3 n AC Co.

3.1.13 MHMUManusupyrwas nocrnegoBaTesibHOCTb (MCXOoAQHAA KnrouyeBas MHdopmaums): Coso-
KYMHOCTb AaHHbIX, ucnonb3yemas MACY ans BbipaboTku NceBaoCny4anHon nocneaoBaTenbHOCTU.

3.1.14 uHdopmMaTUBHbBIN curHan: CurHan, no 3Ha4eHUsIM W/unmu napameTpamM KOTOPOro MOXET ObITk onpe-
JereHa sawmuiaemMas unu kpuntorpadmyeckn onacHas uHopmauma (CM. pekomerngauuu [2], cratba 3.2.6).

2
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3.1.15 undopmaunoHHaa cucrtema; C: Cucrema, npegHasHaueHHaa AN nNpeacTraBneHusi, XpaHe-
HuA, 06paboTkKn, NOMCKa, pacNpoCTPaHeHUs 1 nepeaaYn No kaHanam CBA3W UHdopMaLuu, JOCTYN K KOTOPOiA
OCYLLECTBNAETCA C UCNONb30BaHMEM CPEACTB BbIMUCIUTENLHON TeXHUKU. B cnyyae ucnonb3oBaHua CK3U
ans 3awutel o6pabatbiBaemon B UC mHdopmaummn nicpopMmaumoHHas cuctema npeacraBnset coboin oaHy
MU COBOKYMHOCTb HECKOMbKUX cpea pyHKunoHuposaHua CK3WN.

3.1.16 xaHan cBA3n: COBOKYMHOCTb TEXHU4ECKUX CPEACTB, obecneqnsalomx nepeaadvy uHdopmauum
OT UCTOYHMKA K nony4arento. B COBOKYNHOCTb TEXHMYECKUX CPEACTB MOMYyT BXOAUTL, B YaCTHOCTH, nNepeaar-
YUK, NIMHUA CBA3U, HOCUTENb MHAOPMaLMKU, NPUEMHUK, annapaTHbIE W/UNKU NPOrpamMMHbIE CPEACTBA.

MpumevyaHne — [lpUMepamMn KaHaNOB CBSA3U MOTYT CAYXMUTb: NPOBOAHbIE N GeCnpoBOAHbLIE KaHarbl, paguo-
KaHanbl, a Takxe KaHasbl, peanindyeMble C UCMONb30BaHUEM OTHYXAAeMbIX (CbeMHBIX) HocUTenel MHdopMaLmu.

3.1.17 kmoy aytenTudukaumm: Kpuntorpadudeckun kniod, ucnonb3yemblii Ana ayTeHtudukaumm
cybvekTa gocryna.

MpuMmeuyaHue — B HacTOsLLEM JOKYMEHTE NOA KNKOYaMKU ayTeHTUDUKaLMKU NOApasyMeBaloTcsl Napbl — ce-
KPETHBII U OTKPBLITHINA KNHOY, UCNONb3yeMble B aCUMMETPUYHBIX KpUNTOrpaduueckux cxemMax v npoTokonax. B kauectse
KN4l ayTeHTUUKALMU MOMYT BLICTYMaTb KN4 3NEKTPOHHOM NOAMMUCU WU KIOY NPOBEPKU 3MIEKTPOHHOI MOAMMCH, OT-
KPLITBIA U CEKPETHBIN KMHOYM Y4aCTHUKOB NMPOTOKONa BIPaGOTKKN 06LLEro KNto4a unu acCUMMETPUYHOIA (TMBPUAHON) CXeMbl
WwudppoBaHna. Takke K KNioHam ayTeHTUdMUKaLMU OTHOCATCS Naponu.

3.1.18

KIH04 NPOBEPKU INEKTPOHHON NOANUCU: YHUKASIbHAs NOCNEA0BaTeNbHOCTb CUMBONOB, OAHO3HAYHO
CBA3aHHAA C KMIOYOM 9MIEKTPOHHON NOANUCU U NpeAHa3HA4YeHHAasa Ana NPOBEPKU NOANUHHOCTU SFEKTPOH-
HOM NoANUCHU.

[PenepanbHbIf 3aKOH [3], cTaTbhsl 2, NYHKT 6]

3.1.19 Koy 3MeKTPOHHON noanucu: Kpuntorpaduyeckmin Kniod, NpeacTaBnaowmin coboi yHukanb-
HYI0 NOCNEeaoBaTENbLHOCTL CUMBOSIOB, NPEAHA3HAYEHHYIO ANg CO3/laHua dNeKTPOHHON noanucu (Peaepanb-
Hbl 3aKOH [3], cTaTbA 2, NYHKT 5).

3.1.20 knovyeBaa uHbopmaumsa: CneumanbHelM 06pa3oM OPraHM30BaHHAsi COBOKYMHOCTb AaHHbIX
n/unu KkpunTorpaduyecknx KNYEN, NpegHasHa4yeHHaa AN 0CYLECTBNEeHUA KpUNTorpaguyeckomn 3awmTbl UH-
hopMaLum B TEYEHNE ONPESENEHHOTO CPOKA BPEMEHM.

3.1.21 knroueBOM AOKYMeHT: KnioueBoli HocuTene MHOpMaLmMu, cogepxaiuuin B cebe KnioveByto UH-
hopMaLmIo /MU MHALMANU3MPYIOLLYHO NOCNEA0BAaTENbHOCTL, 8 TaKXKe, NMPU HEOOXOAUMOCTU, KOHTPOSILHYIO,
Cry»e0HyI0 N TEXHONOTMYECKYI0 MHpopMauuio.

3.1.22 knoyeBON HOCUTENb: PUNYECKMIA HOCUTEMb ONPEAENEeHHON CTPYKTYpPbl, NpeAHAa3Ha4YEeHHbIN
ANA pasMeLLeHNs U XpaHeHUs Ha HEM KIOYEeBON MHGOPMaLMK W/MNU MHALManNn3npyioLLei nocnegoBaTtesb-
HocTW. Pa3nuyatoT pa3oBblii kNoveBow HocuTenb (Tabnuua, nepdoneHTa, nepdokapra u T.N.) U KNOYEBON
HOCUTENMb MHOFOKPATHOrO MCMONb30BaHMA (MarHMTHas neHTa, AucKkeTa, komnakt-guck, Data Key, Smart Card,
Touch Memory u T.n.).

3.1.23 koHcTpykTOpCKana aokymeHtauma: fJokymeHtaumsa Ha CK3U, AC, CP u UC, coagepxawan ae-
TanbHyto MHAOPMaLMIO 0 NpUHUMNax yHKLUMOHMPOBaHUA U npouecce paspabotku CK3U, AC, Cd n UC.

3.1.24 koHTponupyemas 30Ha: [1poCTpaHCTBO, B Npejenax KoToporo pacnonaratTcs LWTaTHble cpea-
CTBa W OCYLLECTBMSAETCA KOHTPONb 3a NpebblBaHMEM M AEACTBUAMM MWL /MW TPAHCNOPTHLIX CPEACTB.

MpumevyaHue — MpaHULE KOHTPONMPYEMON 30HBI MOXET ObITb, HaNpUMep, NepuMeTp OXpaHsAeMoil Teppu-
TOpUU NMPeAnpUATUA (YUpexXaeHUs), orpaxaatoLine KOHCTPYKLUU OXpaHAeMoro 3faHus, oxXpaHsaeMon YacTu 3gaHus, Bbl-
[ erneHHoro nomelLLeHus.

3.1.25 kpuntorpaduueckaa pyHkumsa: Mapamerpudeckas dyHkuus, peanusyemaa CK3U u npegHa-
3Ha4yeHHaa ansa obecneyeHns 6e3onacHOCTU 3amilaemon nHgopmauun. OgHUM M3 napaMeTpoB KpUNTorpa-
PUYECKON PYHKLMM MOXKET SIBMATLCA KPUNTOrpadU4ECKUIA KoY.

MpuMevyaHne — B HacTosWeEM JOKYMEHTE NOJ KpUNTOrpaduyeckumMm yHKLUAMM, KOoTopble MOryT BbITh pea-
nusoBaHbl CK3W, crnegyet noHumars:

- (PYHKUMIO BLIPaboTKM NceBAoCyYaiHbiX NocnefoBaTelbHOCTE;

- hyHKUMIO 3aLuMdpoBaHusA/paclUMdpoBaHUSA faHHBIX;

- PYHKLUMIO UMUTO3aLLMTbI (PYHKLMIO KOHTPOMSA LENOCTHOCTU AaHHBIX);

- (OYHKLMIO CO3JaHuns SNEeKTPOHHOWR nognucwy,

- (OYHKLMIO NPOBEPKN SNEKTPOHHOW nognucy,
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- OYHKLMIO CO3AaHNs KNtova 31eKTPOHHON NOAMMUCK U Kto4a NPOBEPKU ANEKTPOHHOMN Noanucy;
- OYHKLIMIO U3rOTOBMEHNA KITHOYEBLIX 4OKYMEHTOB;

- (OyHKLMIO Nepefjayun KIoHeBoi MHopMaLM Mo KkaHanam CBA3M;

- DYHKUMIO ayTeHTUdMKaLmu.

3.1.26 kpunTorpacuuecku onacHas nHdopmauma: Mobas nHdopmaums, xpaHumas u/unu sbipaba-
TbiBaemas Ha arane akcnnyaraumn CK3U, obnagaHue koTopoi HapyLLUMTENEM MOXXET NMPUBECTU K HAPYLLEHUIO
6e3onacHOCTU 3aLmLLLaeMOl U/MnNK 3aLuuLLeHHOW nHdopMaumm.

3.1.27 knioyv (kpuntorpadpuyeckuin Kinoy): MiameHaeMbIl anemMeHT (napameTp), KaKAOMY 3HAYEHUIO
KOTOpPOro O4HO3HA4YHO COOTBETCTBYET O4HO U3 OTODPaxkeHUn (kpuntorpacbmuueckux yHKLUN), peanu3yeMblx
CK3W (cm. cnosaps [4], c. 31).

MpumMedyaHune — BHacTosLeM JOKYMEHTE KpUATOrpachuieckue Kroun Nogpasgensitorcsi Ha CEeKPeTHbIE KUK
W OTKPLITEIE KITHOMMU.

3.1.28 kpuntorpacduyeckmii MeXaHu3m: AnropuTM, NPOTOKON MU CXeMa, B X0 e BbINOMHEHUA KOTO-
pbIX MponMcxoanT npeobpasoBaHue MHGpOPMaL K ¢ UCNONb30BaHUEM KpUnTorpaduyeckoro kniova (kpuntorpa-
duyeckoe npeobpasoBaHue).

3.1.29 HaBsA3bIBaHMWe: ATaka, ocCyLlecTBnaemMas nytem AoBeAeHus A0 Nonb3oBaTens UMUTauumn uc-
TUHHOTO COOBLUEHUS, NONYYEHHON NyTeM (POPMUPOBAHUS NOXHOFO COOBLLEHUS unKu MoagudMKaLun peansHo
nepesaBaemoro UM XpaHaLerocs CoOo6LIeHus.

3.1.30

HeZeKrapupoBaHHbIe BO3MOXHOCTHU (NPOrpaMMHOro oéecnevyeHuns): OyHKUUOHANbHLIE BO3MOX-
HOCTM NPOrpamMmHOro 06ecneYeHnsl, He ONMMCaHHbIE B AOKYMEHTaLuN.
[PekomeHaauuu [2], ctaTtbs 3.2.19]

MpuMeyaHue — B HacTosILeM AOKYMEHTe NOA HeAeKNapUPOBaHHLIMIA BO3MOXHOCTAMM CrieflyeT NoHUMaThb
YHKLMOHarbHbIE BO3MOXHOCTM MPOrpaMMHOro obecnedeHns, a Takke annapaTHblX cpeacTs, dKCnryaraumusi KoTopbIX
MOXET NPMBECTU K HapyLLeHWo B6e30NacHOCTH 3aLynLLaeMon MHChOPMaLIMK UMK K CO3AAHNI0 YCNOBWIA ANst STOTO.

3.1.31

HECAHKLMOHUPOBaHHbIN AOCTYN K MHopmauum: [locTtyn K MHpopmauum, oCyLLECTBASAEMbIN C Ha-
pyLwieHneM yCTaHOBMEHHbIX NpaB u/unu npasun 4octyna K uHopmayum.
[PekomeHgauum [2], ctatba 3.2.10]

MpumevaHus

1 HecaHKLUMOHWPOBaHHBIA JOCTYN MOXET OCYLLECTBMATLCH OPUANYECKUM JMLIOM, (PUNHECKUM NULIOM, Tpynnown
ur3nyeckux nuL, B TOM Yncne, obLLecTBEHHOW opraHu3aLmen.

2 B kavecTtBe uHdopmaLmm, AN KOTOPOI He paspelleH HeCaHKLMOHUPOBaHHLIA AOCTYN, MOXET BLICTYNaTh, B YacT-
HOCTH, 3alyiaemMan nHgopmaums, krtoueBas nHgopmaLlms, KpunTorpaduyueckun onacHan UHpopmaLus.

3.1.32 mecTto 3kcnnyaTtauun CK3U: Mecto pacnonoxeHus WTaTHbIX CPeACTB, HA KOTOPOM MPOUCXO-
aurt akennyarauna CK3WU.

3.1.33 o6vekT undopmaTusaummu: CoOBOKYNHOCTb MHPOPMALMOHHBIX PECYPCOB, CPEACTB U CUCTEM 06-
paboTkn uHbopmaLmK, UCNOMNb3yeMbIX B COOTBETCTBUM C 3a4aHHON MHGHOPMALMOHHOW TEXHONMOIUEN, CPEACTB
obecnevyeHns obbekta MHpopMaTU3aLMKU, NOMELLEHUI UKW 0OBLEKTOB (3A4aHWI, COOPYXKEHUI, TEXHUYECKUX
CpeAcTB), B KOTOPbIX OHM ycTaHoBneHbl (cM. FOCT P 51275—2006, ctatba 3.1).

MpumevyaHue — B HacToswEM JOKyMeHTe K 0ObeKTaM UH(OPMaTU3aLnmn OTHeCeHbl, B YacTHocTu, NC, CD,
CK3W, wraTHble cpeacTBa, MOMELLEHUS, B KOTOPbIX pasMeLLeHbl WTaTHbIe CPeACTBa, KaHarbl CBSA3W.

3.1.34

opraHu3aLUMoOHHbIe Mepbl o6ecnevyeHus MH(popMaunoHHON Ge3onacHocTu: Mepbl o6ecneveHus
uHpopmaLuuoHHoi Be3onacHoCTU, NpeaycMaTpuBaloLLMe YCTAHOBMIEHUE BPEMEHHbBIX, TEPPUTOPUANbHBIX,
NPOCTPAHCTBEHHBIX, MPABOBbIX, METOANYECKUX U UHBIX OTPAHUYEHWII HA YCNOBUSI UCMONMb30BAHUA U PEXU-
Mbl pa6oTbl 06LEKTOB MHGOPMaTH3aLUK.

[FOCT P 53114—2008, cratbsl 3.6.4]

3.1.35 opraHu3auMOHHO-TeXHUYEeCKue Mepbl: COBOKYNHOCTb A€NCTBUIA, HANPaBnEHHbIX HA COBMECT-
HOE NpUMEHEeHue OpraHu3auMOHHbIX Mep obecneyeHns UHAPOPMALMOHHOW BE30MacHOCTU, TEXHUYECKUX U
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KpunTorpagmyecknx cnocoboB 3aluTbl MHhOpMaLMK, C UCNOIb30BAHMEM CPEACTB, MPOLUeALWNX Npoueaypy
OLIeHKV COOTBETCTBUA TpeboBaHUAM 3akoHodaTenbcTBa Poccuiickoih depepauun B 06nacTv o6ecneyeHuns nH-
(popMaLMOHHO 6e3onacHoCTK.

3.1.36 OTKpbITbLIA KAOY: HecekpeTHbIn KpunTorpaduyecknii kK4, KOTopblii 04HO3HAYHO CBSi3aH C ce-
KpeTHbIM Knto4yom CK3W (cm. cnosapsb [4], c. 32).

MpumeyaHune — MPUMEPOM OTKPBITOrO KHOUA CIYXWT K/toY MPOBEPKU 3/IEKTPOHHOIN MOATMCY.

3.1.37 naponb: Kpuntorpaduyeckuii Koy, NPUHMMAOLWMNIA 3HAYEHNS U3 MHOXECTBa Masioii MOLLHO-
cTn. Kak npaBuno, npefcTaBnsieTcsl B BUAe KOHEYHOI MocnefoBaTeflbHOCTUM CUMBOOB U3 (OMKCUPOBAHHOIO
andpasuTa 1 Ucnonb3yeTtcsa ANsA ayteHTudurkaumm cybbekta goctyna Kk CK3U.

3.1.38 nporpammHoe obecneyeHune; MO: COBOKYNMHOCTb AaHHbIX 1 KOMaH4, NpeAcTaBNeHHasi B BUAE
MCXOAHOTO W/MAN UCMOMHAEMOro Koja W npefHasHadeHHas Ans yHKUMOHMPOBAHWA Ha annapaTtHbIX cpef-
cTBax cneLnanbHOro 1 o6Lero HasHavyeHus ¢ Lenbio NonyvyeHus onpefeneHHoro pesynbrara.

MpumeyaHne — B pamkax HaCTOSILLEro AOKYMEHTa MporpaMMHoe obecrieveHre noapasaensietcst Ha MO Co,
MO AC C®, IO CK3W 1 MO AC CK3W.

3.1.39 nporpaMmHbIii fgaTtyuk cny4daiHbix umucen; MACY: fatumk, BbipabaTbiBatoWmMii nceBfocny-
YyaiiHylo nocnefoBaTeflbHOCTb MyTem AeTepMUHVPOBAHHOIO NpeobpasoBaHWsa MHULManu3vpyoLleli nocneno-
BaTe/IbHOCTU (MCXO4HO KoYeBOin MHopMauun).

3.1.40 poneBas ayTeHTudukaumsa cybbekToB pocTtyna: AyTeHTUpukauua cybbekToB [OcCTyna,
ycreLHoe 3aBepLlueHne KOTOpoii NO3BOJISIET CBA3aTh C CyObEKTOM A0CTyna 3apaHee onpeAesieHHyl0 COBOKYIM-
HOCTb NpaBw/ B3auMogeicTeumsa cybbekTa goctyna ¢ CK3.

3.1.41 cekpeTHbI/ knwY: Kpuntorpadmuecknii KoY, COXpaHsaemblli B cekpeTe OT /iul, He UMEHLUX
npae AocTyna K sawuuaemMoin uHcopmauuu, kpuntorpadguueckum knrovam CK3U n/mnm K Mcnonb3oBaHuio
kpunTorpaduueckmx cyHkuuii CK3U (cm. cnosapb [4], c. 32).

3.1.42 cneunanusnpoBaHHas opraHusaumnsa: OpraHu3aums, uMerowas nNpaeso Ha ocyllecTBleHne oT-
OeNbHbIX BUOOB AEATENbHOCTU, CBSI3AHHbIX C LWUMGIPOBa/IbHBIMU (KpunTorpaduyeckummn) cpesctsaMu, 1 Bbl-
NoJsIHAKLWAA TemaTnyeckne nccrefoBaHns (CM. NonoxeHue [1], ctatba 2, NyHKT 32).

3.1.43 cpega pyHkumonnposaHmsa CK3W; CP: CoBOKYNHOCTb OLHOIO WM HECKOJSIbKMX annapaTHbIX
cpeacts (AC C®P) n nporpammHoro o6ecneveHus (MO), COBMECTHO € KOTOPbIMK LITATHO yHKUMOHMpYeT CK3N
1 KOTOpble CMOCO6HbI NOBAWATL Ha BbiNO/IHEHVE NpeabasnseMbix K CK3W TpeboBaHuiA.

MporpamMMHoe obecneyveHne nogpasfensercsa Ha:

- nporpammHoe obecneyveHne annapaTHbIX CPeacTB cpefbl hyHkUMoHpoBaHua (MO AC C®), npeacras-
nawuee coboli nporpammHoe obecnedeHve, YHKLMOHMPYOLLEE B paMKax OAHOr0 annaparHoro cpefcrsa
1 npefHasHavyeHHoe ANs pelleHns y3kocneunannsmpoBaHHOro kpyra safgad, Hanpumep BIOS, gpaiiBep KOH-
TpoJIIepa XecTKoro gucka nT.n.;

- NnporpammHoe obecrneyeHne cpefbl PyHkUnMoHmposaHusa (MO C®P), KoTopoe nogpasfenseTcsa Ha:

1) onepauuoHHyto cuctemy (OC),

2) npuknagHoe nporpammHoe obecneyenne (MMO), KOTopoe A0MHKHO (PYHKLMOHUPOBATL WM (PYHKLMO-
HUpYeT B onepauvioHHOW cucteme.

CxemaTu4yHo cpefia hyHKLMOHMPOBaAHUS MOXET 6biTb NpeacTaBneHa cnegyounm obpasom (CM. pucy-
HOK 1).

PucyHok 1
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3.1.44 cpepacTBO KpunTorpadmyeckoi 3awmtbl MHopmaumum; CK3W: LWndpoBanbHoe (kpuntorpa-
hnueckoe) cpefcTBo, npegHasHauyeHHoe A5 3awmTbl MHopMauun, He cofepxalleil cBefeHuid, cocTaBns-
IOLLMX FOCyAapCTBEHHYIO TaliHy [5], 1 npefctasnsowee cob60il COBOKYNHOCTb OAHOM WM HECKOIbKUX COCTaB-
NAOLWMX:

- nporpammHoro obecneyverus (MO CK3W);

- annapatHbix cpeacts (AC CK3W);

- NporpaMmMHOro obecneyvenus annapatHbix cpeacts (MO AC CK3WN).

CxematnyHo CK3W moxeT 6bITb NpeAcTaBNeHOo criefylowmum o6pa3oM (CM. pUCYHOK 2).

PuncyHok 2

3.1.45 cybbekT gocTtyna: J/Myo nam npouecc MHPOPMAaLIMOHHONM CUCTEMbI, AeiCTBAS KOTOPOro Mo Ao-
CTyny K pecypcam VMH(OPMALIMOHHOW CUCTEMbI PErIaMeHTUPYIOTCA MpasBuiaMu pasrpaHMyeHns focTyna.

MpunmeyaHne — B kayecTBe cybbekTa goctyna Kk CK3M, B 4aCTHOCTM, MOXET BbICTyNaTh (iM3nyeckoe mup,
ncrnonb3ytollee Kpuntorpadmdeckve dqoyHkumm CK3W anst obecneyeHus 6e30nacHOCTU 3almiiaeMoit HchopmaLmmn, win
NPOLECC MHAIOPMALWOHHOM CUCTEMBI, B3anmogeicTeytowmii ¢ CK3.

3.1.46 TaKTUKO-TEXHUYEeCcKue TpeboBaHMSA Ha Kn4YeBble AOKYMeHTbl; TTT: [JOKyMeHT, onpegens-
owuiA Kpuntorpaguyueckme, cneuuanbHble U TEXHUYECKMe TpeboBaHMsA, KOTOpbIM AO/MKHbI YAOBNETBOPATL
KNtoueBble AOKYMEHTb! (CM. nonoxeHue [1], ctarbs 2, NyHKT 28).

MpumeyaHne — TakTUKO-TEXHMYECKME TpeboBaHNA paspabaTbiBatoTca paspadoTumkom CK3U nyTBepxaatoT-
ca ®CB Poccvn.

3.1.47 TemaTuuyeckue mccnepoBaHma: Komnnekc kpuntorpacdmyeckvx, WHXEeHepHo KpunTorpaduye-
CKMX W chneumanbHbIX UccnefoBaHuii, HanpaBieHHbIX Ha oueHKy cooTBeTcTBus CK3W Tpe6oBaHusM no Ge-
30nacHocTV MHopmauun, npegbasnsembiMm kK CK3W (cm. nonoxexue [1], ctatbs 2, nyHKT 31).

3.1.48 TexHmueckue xapaktepuctukn CK3W: MapameTpbl nporpammHoro obecneveHus un annapar-
Hbix cpeacTB CK3W, a Takke MeTogoB obecrneyeHuss 6e30NacHOCTU 3alluLLaeMoin MHpopmauumn n/vnn 3am-
weHHo CK3W nHbopmaLmu B npoLecce ee XpaHeHns Wav nepejaqv no kaHanam CBA3W, 3HAYEHWS KOTOPbIX
no3BO/IAT 06ecneunTb HeO06X0ANMbIA YpOBEHb 0becneveHns 6e30nacHOCTu.

MpumeyaHne — KTexHnyeckum xapakrepuctukam CK3W MOryT 6bITb OTHECEHbI, B Y4aCTHOCTW, OGLEM WH-
chopmaumm, 3aLmdpoBbLIBAEMbI HA OAHOM CEKPETHOM K/IHoYe, BEPOSITHOCTM HEWCrpaBHOCTel Wi Cc60eB anmapaTHbIX
cpencts CK3M wwnmn cpefbl chyHKUmoHpoBaHua CK3W, napameTpbl MHPOPMATVBHBIX CUTHAIOB.

3.1.49 yHuBepcanbHOe nporpamMmHoe obecnedeHue; YIO: lMporpammHoe obecneyeHne 06LLErO
NPUMEHEHWSA NOJIb30BAaTENAMU, KPYr KOTOPbLIX HE onpefesieH. YHUBepcaslbHOe nporpammHoe obecrneyeHve pas-
pabatbiBaeTca 6e3 opueHTauMmn Ha Kakyto-im60 KOHKPeTHYI0 cdepy AeATeNbHOCTU U BXoauT B coctas MO Co.

3.1.50 ycnewHas aTtaka: ATtaka, AOCTUras CBOeEW LEenn.

3.1.51 ysAszBumocTb: CsoiictBo AC w/unn MO, BbiTEKaloWwee, B YAaCTHOCTW, M3 OLWIMGOK peanunsaunm
n/vnn cylecTBOBaHWS HeeknapnpoBaHHbIX BO3MOXHOCTEN 1 NO3BOMSIOWEE peann30BbiBaTh YCNeLlHble ata-
Kn Ha CK3W.

3.1.52 dumsnueckunii gaTtumk cnydaiHoix umcen; ®ACY: fatumk, BbipabaTbiBalowWmii cnyyaiiHylo no-
cnefoBaTeNlbHOCTb NyTEM Npeo6pasoBaHUs CUrHana CryvyaiHoro mpouecca, reHepupyemoro HegeTepMUHU-
pOBaHHO (PM3NYECKOI CUCTEMON, YCTOWUMBOI MO OTHOLLEHWIO K peasibHO BO3MOXHbIM M3MEHEHUAM BHELLHNX
YC/0BWI1 U CBOVX NapaMeTpoB.

3.1.53 wraTtHble cpeacTBa: CoBokynHocTb AC 1 MO, Ha koTopbIx peannsosaHbl IC, C® n CK3W.

3.1.54 askcnopTupyemasn pyHkuusa: PeannsosarHHasa B MO CK3W v onucaHHas B gokymeHTauun Ha MO
CK3W dhyHKUMsA, kOTOpas npegocTasiseTcsa paspaboTumkam, ocyliecTBnsawwmm sctpamBate CK3U B UC.

3.1.55 anekTpoHHas nognuck; 3M: NHdopmaumsa B 3NeKTPOHHON chopme, KoTopasi npucoeamHeHa K
Opyroii nHdhopmaumy B 3N1EKTPOHHONM hopme (noanucbiBaeMOn MHopMaLmMm) Uam UHbIM 06pa3oM CBsi3aHa
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C Takon MH(OPMAaLMEN N KOTOPas UCMONb3YyeTCa ANa onpeaeneHusa nuua, NoANMCLIBAIOLLEro uHdopMauuio
(PenepanbHbin 3aKOH [3], cTaTba 2, NYHKT 1).

n puMedyaHue — Bugamu SNEeKTPOHHbIX noanucein ABNAOTCA npocTaa dNeKTPpOHHaA NoAMNMUCH U yCUNeHHasa
3NeKTPOHHasA nofanuck. Pasnuyatotes YCUneHHan HeKBaJ'IVI(*)MLMPOBaHHaﬂ ANeKTpOoHHaA NoANUChH N yCUNeHHasA KBaJ'II/ICbM-
LUMpoBaHHaA aneKTpoOHHasA NoAnUch.

3.1.56 atan xu3HeHHoro umkrna CK3U: Yactb xu3HeHHoro umkna CK3W, euigensemas no npusHakam
MOMEHTOB KOHTPOrS (KOHTPOMbHbLIX pyOexen), B KOTOPbIE NpeaycMaTPUBAETCA NPOBEPKA XapakTepPUCTUK NPo-
€KTHbIX peLUeHMn TUNOBON KOHCTPyKuuu CK3WU u/unu dusnueckux xapakrepuctuk aksemnnspos CK3U (cm.
FOCT P 56136—2014, cTtatba 3.18).

MpnMevyaHne — B HacTosl|eM JOKYMEHTE paccMaTpUBAIOTCA TONLKO CneayoLue 3Tanbl XU3HEHHOro LiMKna
CK3MW: paspaboTka (MofepHU3aLnsi), NPOU3BOACTBO, XpPaHEHUE, TPAHCNOPTUPOBaHWUE, BBOA B SKCNNyaTaLuio (NyckoHana-
fo4Hble paboThbl) u akcnnyaTaums CK3U.

3.2 B HacToAwuMX peKOMEHAaUUaX UCNONb30BaHbI CNeAyIoLWmMe COKpaLLeHUs:
AC — annapartHoe CpeacTBo;

AC CK3M — annapatHoe cpeactso CK3U;

AC C® — annaparHoe cpeacTBO cpeabl (PYHKLMOHUPOBAHUS;

BACYH — 6uonoruyecknin gaTumk CrnydamHbIX YUCEN,

ACH — patuuk cnyyaiiHeix uucen (nogpasaenserca Ha ACH, BACY n NACY);
NC — nHcopmaymnoHHasa cuctema;

OC — onepaunoHHas CUCTEMA;

MACY — nporpaMmHbIi 4aTYMK CryYaniHbIX YUCernt;

MO — nporpammHoe obecneveHue;

MO AC CK3W — nporpammHoe obecneveHue annapatHoro cpeactea CK3U;
MO AC C® — nporpammHoe obecneveHue annapaTtHoro cpeacTsa cpeabl PYHKUMOHMPOBAHUS,
MO CK3WN — nporpammHoe obecneuenne CK3W;

MO C® — nporpammHoe obecneveHune cpenbl (PyHKLUUMOHMPOBAHUS;

MrNMO — npuknagHoe nporpammHoe obecneyeHue;

CK3U — cpeactBo kpuntorpaduyeckon 3awmTbl MHcpopMaLmu;

C® — cpena OyHKUMOHMPOBAHUS;

T3 — TexHu4eckoe 3agaHue Ha paspaboTky (moaepHusaumio) CK3U;

TTT — TakTUKO-TEXHMYECKME TPEOOBAHUA HA KNIOYEBLIE [10KYMEHTDI;

YMNO — yHuBepcanbHOe nporpaMMHoe oGecneveHue;

SOCY — husndeckunii gaTumnk cnydamHbiX Yucen;

3l — aneKkTpoHHas NoANUCh.

4 O6wue npuHUMNbI noctpoeHua CK3U

B HacToswem pasaene npusoasarcs obwme NpUHUMNBI, HA KOTOPbIX OCHOBLIBAETCS pa3paboTka HOBbIX
unu moaudukauus gencreyowmx CK3N.

4.1 CK3W pomkHo obecneunBarb 6€30NacHOCTb 3awmwiaemon uidopMauum nNpu peanusauuum artak B
npouecce o6paboTku 3awmwiaemon nudopmauuu B CK3U n/unu npu ycnoBum HeCaHKLMOHMPOBAHHOIO A10-
cTyna K 3awmuieHHon CK3W nHopmayumn B npouecce ee XpaHeHUst nu nepeaaqun no KaHanam CBsisu.

4.2 CK3WM poomkHO peann3oBbiBaTb OAHY UMM HECKONbKO kpunTorpaduyeckux dyHkuuii. B 3aBucumo-
CTW OT peanudyembix kpuntorpadunuecknx pyHkumn CK3U mMoxeT BbiTb OTHECEHO K OJHOMY UITU HECKONMbKUM
cpeacteam [1]:

a) cpeacTBy LUMGPOBAHHUS,

6) cpeacTBy UMUTO3ALUUTDI;

B) CPEACTRY 3MEKTPOHHOW NOANUCY;

r) CpeacTBy KOAUPOBAHUS,

1) CpefCTBY U3rOTOBIEHMUS KIOYEBbLIX JOKYMEHTOB,;

€) KITIOYEBOMY AOKYMEHTY.

4.3 B HacTosiLLeM AOKYMEHTE CpPeACTBa KOAUPOBAHUA HE pacCMaTpUBAIOTCS.

4.4 Bce CK3M nogpasaensiorcst Ha 5 Knaccos, ynopsa04EeHHbIX N0 CTapLUMHCTBY:

a) knacc KC1 — mnagLunii no oTHoLLEHUIO K knaccam KC2, KC3, KB n KA;

6) knacc KC2 — mnagLunii no otHoLLieHuto K knaccam KC3, KB, KA 1 crapLumii no oTHoLLIEHUIO K knaccy KC1;

7
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B) knacc KC3 — mnaaLwumii no oTHOWeHUIO K knaccam KB, KA u ctapLumii no oTHoOLLEHMIO K knaccam KC1,
KC2;

r) knacc KB — mnajLumin no 0THOLWEHUIO K knaccy KA n ctaplumii no oTHoweHuio K knaccam KC1, KC2,
KC3;

A) knacc KA — crapLumin no oTHoLweHuto K knaccam KC1, KC2, KC3, KB.

4.5 Knacc paspabatbiBaemoro (MoaepHusupyemoro) CK3U onpeaensiercs 3akasumkom CK3WU nytem
¢ opMUpOBaHMA NepeYvHs noanexawmx sawmre 0ovekTos NC u COBOKYNHOCTU BO3MOXHOCTEN, KOTOPbIE MOTYT
6bITb MCNONBb30BaHbI NPU CO3AaHNUM CNOCOG0B, NOArOTOBKE U NPOBEEHUM aTak Ha yKa3aHHble 06LEKTbI, C yye-
TOM npuMeHsieMbix B IC MHAOPMAaLMOHHBIX TEXHOMOMUI, Cpeaibl (PYHKLIMOHMPOBAHUA U annapaTHbIX CPeACTB.

4.6 COBOKYMHOCTb BO3MOXHOCTEN, KOTOPble MOTYT ObITb UCNONL30BaHbI NPKU CO3AaHuK ¢nocoboB, noa-
roTOoBKE M MPOBEAEHUM aTak, A0IpkHa (POPMMPOBATLCA HAa OCHOBE NPUBEAEHHON B NPUNOXeHun A 6a3oBoi
COBOKYMHOCTU U cornacoBbiBaTtbesi ¢ PCH Poccun.

4.7 Knacc paspabartbiBaemoro (MoaepHusmpyemoro) CK3W, COBOKYMHOCTb BO3MOXHOCTEN, KOTOpPble
MOTyT ObITb UCMONBL30BaHbI NMPU CO3iaHUU CNOCODOB, NOATOTOBKE U NPOBEAEHMU aTak, U COCTaB kpuntorpadu-
yeckux yHkumii CK3U gomkHbl onpeaenatbea B T3 Ha padpabotky (moaepHu3aumio) CK3U.

4.8 PaspabarbiBaeMble (MoaepHusupyembie) CK3M gormkHbl yaoBRneTBOpsiTb TpeboBaHuaMm no 6e3o-
nacHocTu uHdopMaLmm, yCTaHaBNMMBaeMbIM B COOTBETCTBUMU C 3aKOHOAATENbLCTBOM Poccuiickon deaepauun
(cm. nonoxenue [1], crarba 1, nyHkT 12). CoBOKYNHOCTL Npeabasnsembix k CK3U TpeGoBaHuin onpeaenseTcs:

a) knaccom CK3U;

6) cocrtaBom kpunTorpapuyecknx yHKUMI, KOTOPbIE AOMKHbI ObITh peanu3oBaHbl B CK3U.

4.9 B T3 Ha paspabotky (MoaepHusaumio) CK3U MoryT npeabaBnsiTbCA AONONHUTENbHbIE TPpeGoBaHUA
kK CK3W, He npoTuBOpevalyme NpuHUMnamM HacTosLWwero JoOKyMeHTa.

4.10 [onyckaetca npoBeaeHue npoueaypbl oueHkn cootBeTcTBus CK3WM nponsBonbHOWM COBOKYNHOCTHU
U3 NpeabsBNEHHbIX K HEMY TpeOoBaHui ¢ Bbigayen 3aknioueHnss PCB Poccun 0 coOTBETCTBUM (HECOOTBET-
cteun) CK3W naHHO COBOKYNHOCTU TpebOoBaHUNA.

411 Ceprtudukar cooretrctBuss CK3W Bbigaerca ToNbLKO B TOM criyyae, ecnu ansa seoga CK3U B akc-
nnyarauuio He TpebyeTcsa npoBeaeHue AONONHUTENbHLIX TEeMarudyeckux ncenegosanuin CK3U nocne yreepx-
AeHuns nonoxuTenbHoro 3akmnoveHnsa ®Cb Poccumn o cootBeTcTBuMM CK3U BCeM npeabaBnsieMbiM K HEMY Tpe-
GoBaHuAM.

4.12 B oTaenbHbIX Crny4vasax, NPy HanM4Mm COOTBETCTBYIOLWEro 060CHOBaHMSA no pewweHnio $CB Poccum
MOXeT ObITb paspelueHa akcnnyatauusa CK3WU, koraa otaenbHble NonoxeHus TpeboBaHuii no 6e3onacHocTu
WUHPOPMaLMK K HUM HE BbINOMHEHDI.

5 MpuHUKMNBLI NPUMeHeHus KpUnTorpaPuyecKMx MexXaHM3mMOB 3allUTbI

B HacTosiLeM pa3sgene npMBOAATCA NPUHLMNBLI NPUMEHEHUS KpUNTOrpacuyeckux MEXaHM3MOB 3aLUMUTbI
UHOPMaLUK, LaTYMKOB CITy4anHbIX YUCEN, NPUHUMNLI BbIPABOTKM U UCNONb30BaHUs KIIOYEBOW MHpOpMaLIu,
a TaKkKe ayTeHTudukauum cybbektoB goctyna k CK3U.

5.1 MpumMeHeHue KpuntTorpadPruyeckux MexaHu3mMoB

MpumeHeHne kpunTorpaduyeckux mexaHuamos B CK3M 0CHOBBLIBAETCA HA crieayoLmx NpUHUMnax:

5.1.1 lMpu paspabotke (MoaepHusaumm) CK3U cneagyer ncnonb3oBarb Kpunrorpacuyeckue mexaHus-
Mbl, YTBEPXXAEHHbIE B KAYECTBE HALMOHAanNbHbLIX CTaHaapToB Poccuiickon ®eaepauum unu pekoMmeHgawuuin no
cTaHgaprTu3auumn Poccranpapra, unm Kpunrorpaduyeckue MexaHu3mbl, UMEIOLLME MONOXMUTESNIbHOE 3aKIiove-
Hue ®CB Poccun no pesynsrataMm ux 3KCNEPTHLIX KPURTorpacuyueckmx UCCneaoBaHu.

5.1.2 3HaueHuss napameTpoB KpUNTOrpacpu4eckux MexaHUu3MOB AOIDKHbI YA OBMNETBOPATb YCIOBUSIM,
onpeaensieMbiM B peKOMeHAauusX no BbIGOpY napaMeTpoB KpunTorpachuyeckux MexaHMsMoB, yTBepaae-
MbIX PCB Poccuu.

5.1.3 Kpunrorpacduueckue MexaHusMbl, a Takxe npeobpasoBaHus, peanuayiolme o6paboTky kniove-
BOW MHOPMaLIMK, ee BbIpabOTKy U yaaneHue, cneayet peanusoBbiBaTb HENocpeacTBeHHO B CK3U.

5.2 NMpuMeHeHUe AATYUKOB CIIyHaNHbIX Yucen

MpumeHeHue AaT4uMKoB criyvanHbiX Yncen B CK3M ocHOBLIBAETCS HA cneaylowmx npuHumnax:
5.2.1 [latumnk cny4vamHbIX Ynucen ABnAeTca coctaBHOn Yactbio CK3U u gormkeH npoxogute Temartuye-
CKue uccnegoBaHusa coBmectHo ¢ CK3W, B KOTOPOM OH NPUMEHSIETCA.

8
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5.2.2 [latumk criyyaiiHbIX Yncen crneayer MCnonb30BaTh ANA reHepauun cnydariHbiX (ncesgocnyyan-
HbIX) NOCNEeAoBaTeNbHOCTEN C LieNblo BLIPAOOTKU KIMOYEBON MHpOpMAaLMK W/unn Apyroin cny4anHon (nces-
[ocrnyyanHou) uicpopmaumm, ucnonbsyemon B CK3U.

5.2.3 TNpu ucnonb30BaHUM AaTUMKa CRyYalHbLIX YMcen Ans ueneu, OTNMYHbLIX OT BbIPaboTKU KNIOYEBON
uHdOpMaLMKM UnuM MHULManuaupyowlen nocnegoarensHoctu MACY, TpeGoBaHuA K 4aT4nKy Crny4anHbIX Yu-
cen cneayert npeabsBnsaTb B T3 u 060CHOBLIBAThL B X0/1€ TEMATUYECKUX uccneaosaHuin CK3W.

5.2.4 TMpu BbipaboTke KMo4eBoi uHopMauum ans Bcex knaccos CK3W gonyckaerca ucnonb3oBaHue
oaOCcH u NACY.

5.2.5 MACY, exoaawmin B coctaB CK3WU, gomkeH ucnonb3osarb Ans BblpaboTku Knio4eBon uHgopmMa-
LUUM U3 MIHULMANU3UPYIOLLEH NnocneaoBaTenbHOCTU KpunTorpaduyeckuii MeXaHu3m, yaoBneTBOPAIOWMI NPUH-
yunam 5.1.

5.2.6 MNpu BbIpaboTKE MHULManNu3upyioLwwen nocnegosarensHoctu ana MACY aonyckaercsa ucnonb3o-
BaTh:

a) ®1CYH — ana CK3W Bcex knaccos;

6) BACY — ana CK3U knacco KC1, KC2 un KC3.

5.2.7 Wnuymnanusupylowme nocneaosarensHoctu ans MACY moryT BbipabaTbiBaThCs:

a) PCb Poccun — gnsa CK3U Bcex knaccos;

6) opraHusauusmMu, UuMeloLMMmn nuueHsun ®CB Poccum Ha M3rotoBneHne u pacnpegeneHmne KIoveBbix
JOKYMEHTOB W/UMM UCXOAHOW KNoYeBon uHdopMaLmm Ans BbIpaboTku KNIoYEBbIX 4OKYMEHTOB C UCNOMb30Ba-
HWeM annaparHbiX, NPOrPaMMHbIX M NPOrPaMMHO-annapaTHbiX CPEACTB, CUCTEM U KOMMSIEKCOB U3rOTOBIEHUSA
1 pacnpegeneHuns KnoveBbix 40KyMmeHToB — ans CK3W Bcex Knaccos;

B) Ha mecTtax akcnnyarauum CK3UN — ana CK3U knaccos KC1, KC2, KC3.

5.2.8 B cnyyae BbipaboTku uHmumuanuaupytowen nocnegoarensHoctu MNACYH Ha mecTax akcnnyarauumm
CK3W (cm. 5.2.7, nepeuncneHue B), He0O6X0AUMO:

a) B xoge Temarndeckux uccnegosanuii CK3M nposectu noctpoenue, 060CHOBAHME U aHanNu3 Teope-
TUKO-BEPOATHOCTHON MOAENW AaTynKa cnyyarnHbiX Yncen, opMUPYIOLLIEro MHULMANU3UPYIOLLYIO NocneaoBa-
TEnNbHOCTb;

0) obecneunTb NPOBEPKY CTATUCTUYECKOTO Ka4eCcTBa MHULManu3upylowen nocnegosarenbHoctu MACY,
OCYLLECTBMNAEMYIO B aBTOMATUYECKOM pexxume pyHKUMoHUpoBaHma CK3U (amHammyeckuin KOHTpOnb);

B) peanusoBarb MEXaHW3M NepuoanYECKON CMEHbI MHULMANM3UPYIOLLEN NOCNEA0BATENbHOCTY; yKa3aH-
HbI Mepuoa AOIMKEH onpeaensaTbcs M 060CHOBLIBATLCA B X04€e TeMaTUdYeckux uccneaosanuin CK3N.

5.2.9 Ona ©OCH, sxoasuwmx B coctaB CK3U Bcex knaccos, B Xoae TEMATUYECKUX UCCNEA0BaHUN A0MK-
Ha BbITb paspaboTaHa TEOPETUKO-BEPOSTHOCTHAS MOAENb ucnonsayemoro B ®ACYH cny4anHoro hman4eckoro
npoLecca, a Takke A0MmkHa BbiTb NPOBEAEHA KCNEePUMEHTanbHas NPoBepKka COOTBETCTBUA YKa3aHHON Moae-
nm peanusauun ¢OCH.

5.2.10 Ona ¢OCH, Bxoaawmx B coctae CK3U knacca KA, B xoge TemaTU4eCckux UccneaosaHui no
napameTpam TeOpeTUKO-BEPOSTHOCTHOW MOAENMU AOMmkHA ObITb TEOpeTUYeckn 060CHOBaHA OLEHKA KavecTBa
BbIXOAHOW nocnegosaTtensHocTn ®ACH, a Takke NnpoBeaeHa CTaTucTuyeckas NPoBepKa NONyYEeHHON OLEHKN
ana peanusauyun ¢4CH.

5.2.11 Onga Bcex knaccos CK3W Ha mectax akcnnyatauyum CK3W cneayer npoBOAUTL NPOBEPKY CTaTu-
CTMYECKOro Ka4ecTBa BbIXOAHOW nocneaosarenbHocTn JCY. [laHHyto npoBepKy NPOBOASAT:

a) B X0A€ pPErnaMeHTHbIX NPOBEPOK AATYMKA CryYaiHbIX Yncen (pernameHTHbIA KOHTPONb) — ANA BCEeX
knaccos CK3WU;

0) B aBTOMaTM4YeCKOM pexume B npouecce hyHKUMOHUpoBaHa CK3U (AMHAMUYECKNIA KOHTPOSb) —
ana knaccos KC3, KB n KA.

5.2.12 Mepunoa pernaMmeHTHOro KOHTPONA onpeAensoT 1 060CHOBLIBAKOT B X04€ TEMaTU4ECKUX uccne-
posaHnn CK3W.

5.2.13 Cnoco6 npoBepkn CTaTUCTUYECKOTO KavyeCTBa WMHMLMAaNM3UpYOLWEn U BbIXOOAHOW nocneaosa-
TenbHocTei [CY B xoae pernaMmeHTHOro U AMHaAMUYECKOro KOHTpons [cM. 5.2.8, nepeuncnenune 6) u 5.2.11]
onpeaensioT u 060CHOBLIBAIOT B X0A€ TeMaTUYeCcKnx uccrneaosanuii CK3U.

5.3 BbipaboTKa Kno4yeBoW UHopMaLum

BbipaboTka knoueBoi MHOpMaLMmM OCHOBLIBAETCA Ha Crieayowux npuHumunax:

5.3.1 Bbipabotky knio4eBoin nHdopMmauumm cnegyet npoussoauts CK3U, peanusyiowmm kpunrorpadu-
YECKYH OYHKLMIO U3FOTOBINEHMUSA KITHOYEBLIX JOKYMEHTOB U/UMKN (PYHKLIMIO CO3AaHUA KIoYa SNEKTPOHHON nNoa-
MUCK N KIoYa NPOBEPKU 3MEKTPOHHOW NOANUCH.
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5.3.2 [Ons Bcex knaccoB CK3W BbipaboTKy Knoven ayTeHTUuduKaumm, B YaCTHOCTH, KNIOYEN 3NEKTPOH-
HOW NOANUCU, MOXKHO NPOU3BOAUTD:

a) ¢Cb Pocecun;

6) opraHusauuammn, UMetoLLMMK nuueHsun $CB Poccum Ha U3roTOBMEHME 1 pacrnpeneneHne KnoYeBbiX
OOKYMEHTOB WU/MNN UCXOZHOW KNKOYEBON UH(OPMaLIMKN ANs BbIPAOOTKU KMIOYEBbIX JOKYMEHTOB C UCMONbL30BA-
HWeM annaparHbiX, TPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPeacTB, CUCTEM U KOMMMEKCOB M3rOTOBNEHUA
U pacnpeaeneHuns Knio4YeBbiX JOKYMEHTOB;

B) Ha mecTax akcnnyarauun CK3W, ¢ nucnonb3oBaHMeM garymka cnyvanHbiX YUCen, yaoBneTsopaowero 5.2.

5.3.3 UcxoaHylo KnodeByto nHpopmauumio, ucnonbdyemyto CK3U ans seipaboTku KnovweBon MHpopma-
UMK, OTAIMYHOM OT KNoYei ayTeHTuukauumn, MOXHO Npon3BoanTb:

a) ¢CB Poccun — ansa CK3 Bcex knaccos;

6) opraHusauuammn, UMeoLLMMK nnueHsun $CB Poccumn Ha U3roTOBMEHME W paCTpeneneHne KnoveBbixX
JOKYMEHTOB W/WNN UCXOAHOW KMoYeBOn MHdopMaLum ans BblpaboTku KNioveBbIX 4OKYMEHTOB C UCNOMb30Ba-
HMEM annapartHbIX, MPOrPaMMHbIX M MPOrPaMMHO-annapaTHbIX CPEACTB, CUCTEM U KOMMMEKCOB U3rOTOBNEHUNA
W pacnpeaeneHuns Knioyesbix JoKyMeHToB — Ans CK3W Bcex Knaccos;

B) Ha MecTax akcnnyaTtauun CK3W, c ucnonb3osaHnem garymka cryvanHbiX YUCES, yAOBNETBOPAIOLWErO
5.2, — ansa CK3W knaccos KC1, KC2, KC3.

5.3.4 [Ons Bcex knaccoB CK3M Ha mectax akcnnyaTtaumm CK3UM gonyckaercs BbipaboTka KnioueBon UH-
hopmaumm ¢ UCnonb30BaHUEM NPOTOKONOB BbipaboTku 06LLEro knoya, yaoBneTsopsaowmx 5.1 u cneayiowmm
AONOSNHUTENBHBIM YCIOBUAM:

a) obsisaTenbHa ayTeHTUdUKaUna xots Obl 0AHOTO CyGbekTa, y4acTBYIOLEro B NPOTOKONE BbipaGoTku
obLero knioua;

6) CK3U knacca KA gomkHbl MCNOMb30BaTh NPeABapUTENBHO pacnpeAeneHHbI CEKPETHBIN KoM,

B) B NPOTOKONax BbipaboTku 0BLLero knioya cneayer MCrnonb3oBarb AaTYUKU CRyYalHbIX YuCen, yaoB-
nersopstowye 5.2.

5.3.5 BbipaboTKy Kno4eBoin MHOpMALMK, UCXOAHON KIOYEBOW UHOPMaALUKU U U3TOTOBREHNE KIIO-
yeBbIX JOKyMeHToB PCB Poccuun u opraHusaumamu, umerommm nuueHsnn ®Cb Poccuun Ha narotosneHune u
pacnpegeneHue KnoYeBbiX JOKYMEHTOB U/MNuU MCXOAHOM KMIoYeBOW uHdopmaumm Ansa BbIpaboTKM KNo4eBbIX
[OKYMEHTOB C MCNOSb30BaHMEM annapaTtHbiX, NPOrpaMMHbIX U NPOrPaMMHO-annaparHbiX CPEACTB, CUCTEM U
KOMMNMEKCOB M3rOTOBMEHUA U pacnpeneneHns Kno4eBbiX 40KYMEHTOB, NPOU3BOAAT NO yTBepXaeHHbIM $CH
Poccun TakTuKo-TeXHMYeCkum TPEBOBaAHMSIM HA KSOYEBbIe AOKYMEHTHI.

5.4 Ncnonb3oBaHue KIIKO4YeBOM MHPOpPMaLUN

Wcnonb3oBaHue knoveBon uHopmaun B CK3M 0CHOBLIBAETCA Ha CReAYIOLMX NPUHUMNAX:

5.4.1 Bcsa ucnonb3dyemass CK3W knioueBas MHpopmauma aomkHa ObiTh BolpaboTtaHa B COOTBETCTBUM
c53.

5.4.2 B cnydyae ecnu knioveBas nHgopmMauus BeipaboTtana apyrum CK3W, To foBeeHne KNIOYEBOW UH-
¢dopmauumn ao ucnone3yiowlero ee CK3M cneayet ocywectenatb CK3U, peanusyiowmm kpuntorpacduyeckyto
(DYHKLMIO Nepeaaym KnoyeBon nHopMaLmm nNo KaHanam CBssu.

5.4.3 Mpu nepenaue’) knoveBoit tHOPMALMM NO KAHANAM CBA3N NPUMEHSIIOT KpUNTOrpachuyeckue Me-
XaHWU3MbI, yaoBrneTopsiowme 5.1 u ucnonbytowme Kpuntorpaduyeckme Knoum, BbipaboTaHHbIE:

a) nubo ®Cb Poccuu;

6) nu6o opraHusauusamm, uMewmmmn nuueHsun $CB Poccun Ha U3roToBneHue U pacnpeaeneHue Kiio-
YEBbIX JJOKYMEHTOB WU/MNN UCXOAQHOW KIIOYEBOW MHCpopMaumK AnSA BbipabOTKM KNIOYEBLIX JOKYMEHTOB C UC-
nonb30BaHUEM annapaTtHbiX, NPOrPAMMHbIX U NPOrpaMMHO-anNapaTHbIX CPEACTB, CUCTEM U KOMMNIEKCOB U3-
rOTOBMEHMUS U pacnpeserneHns KnioYeBbiX JOKYMEHTOB.

5.4.4 BO3MOXHOCTb OTKa3a OT UCMONb30BaHUA KPpUNTOrpadpuIecKknux KIouen, yaoBneTsopsowmx 5.4.3,
npu nepeaaye Kro4eBoi MHAMOPMaUMKM NO KaHanaM CBA3KM AOMKHA ObiTb 0O0CHOBaHA B XoA€e MPOBeAEHMA
TemMaTu4eCckuX UCCneoBaHui.

5.4.5 Ucnonb3yemyio CK3U kniouesyto uigopmauuio nubo xpaHat HenocpeacteeHHo B CK3U Ha npo-
TSDKEHUM YCTAHOBIEHHOIO Cpoka aencTteusi, nn6o BBoaaT B CK3U ¢ knoveBoro fokymeHTa.

1) Ctout oTMeTUTL, YTO NPOTOKONLI BLIPABOTKM 06Lero Kiloya (cM. 5.3.4)  NPOTOKONLI Nepeaaqm Kniodei nmelot
npuHUMNUaneHoe pasnuuue. B nepsoM cnyyae NoO kaHanam CBA3W nNepefaeTca BcrnoMmoratenbHas MHdgopmauus, Ha
ocHoBe koTopoii CK3W BbipabaTbiBaeT obLyuil cekpeTHbIN Kniod. Bo BTOpOM cnyyae no kaHanam cBA3W nepeaaerca
BblpaboTaHHbLIN 3apaHee CeKPETHLIA KoY.
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5.4.6 MNepedeHb TUMOB KIOYEBLIX HOCUTENeEN, ucnonb3yeMbix CK3W, cneayet onpeaensts B T3.

5.4.7 na pasnu4yHbIX KpUnTorpaduyecknx MeXaHM3MoB HEOOX0ANMO MCNONbL30BAaTb PA3SIMYHYIO KO-
YeByl0 MHdopMauuio. MIcnons3oBaHne 04HOW U TOW Xe KIIOYEBON MHpOpMaLmmn B pasfnuyHbIX KpunTorpadcu-
YECKUX MEXaHM3MaX JOMMKHO ObiTb 060CHOBAHO B X04€ TEMAaTMYECKUX NCCIeA0BaHUN.

5.4.8 [Ina obecneyeHnsi NOANMHHOCTU OTKPbITbIX KIMHOYEN ayTeHTUdDKUKALMMU UCMONb3YIOT MEXaHW3M Cep-
TUPUKATOB OTKPLITLIX KIHOYEN:

a) B cnyyae ucnonb3osaHnsa B CK3W oTKpbITLIX KNioYel ayTeHTudukayum, o6nactb NPUMEHEHUs! KOTO-
pbIX perynupyetca deaepansHbiM 3aKOHOM [3], cneayeT UCNoNb30BaTk MEXAHU3M, YAOBNETBOPAIOLMIA Tpebo-
BaHUAM K (hOpMe KBanuULMpoBaHHOTO cepTudmkaTa Kno4a npoBepKu SNEKTPOHHOI nognuck [6];

6) B OCTamnbHbIX Criy4yasx MexaHu3m cepTudUKaTOB OTKPLITHIX KNoYen cneayet onpeaenate B T3 U
060CHOBbIBaTL B XOA€ NPOBEAEHUSA TEMAaTUYECKUX UCCNEA0BaHUIA.

5.4.9 MakcumanbHble cpoku AencTBuA kpuntorpaduyeckmx knoden CK3U aomkHbl ObiTb onpeaeneHsbl
B T3 1 YTOUYHEHbI B X01€ NPOBEAEHMSA TEMATUYECKUX CCIEeA0BaHUA.

5.4.10 B CK3U pomkeH ObiTb pean3oBaH MEXaHU3M KOHTPONS CpPOKa AEWCTBUSA KpuntTorpadmuyeckux
Krno4en, OCHOBaHHbIW Ha CNeAYIOLLIMX MONOXKEHUSX:

a) ana CK3W knaccos KC1 n KC2 tpeboBaHusi K MEXaHU3MY KOHTPOMS Cpoka AeWUCTBUS KpunTorpadu-
yeckux kntover onpeaensiet paspaborunk CK3M n 060CHOBLIBAIOT B XOA4€ TEMAaTU4ECKMX UCCNEAOBAHUIA;

6) B CK3W knacca KC3 pomkeH ObiTb peann3oBaH MEXaHM3M KOHTPOMSI CPOKa AEWCTBUS KPpUNTOrpa-
dUYECKMX KIHOYeid, No3BONAIOWMA CUrHaNM3UpoBaTh O 3aBEPLUEHWW CPOoKa AENCTBUSA KpUNTOrpachu4eckux
KMOYen B TeyeHue 3aJaHHOro MHTepBarna BPEMEHU A0 3aBepLUeHWUs Cpoka AEWCTBUS KpUATOrpachuieckux
KItOYen;

B) B CK3U knaccos KB n KA mexaHu3M KOHTPOMA CpoKa AEeNCTBUA KpUnTorpaguyeckux Knoven 40omKeH
COOTBETCTBOBATL TpeboBaHusAM nepeuncnexus 6), a Takke 6nokuposars pabory CK3U ¢ kpuntorpacpuuecku-
MU KIIO4aMu, CPOK AENCTBUS KOTOPbIX 3aBEPLLEH;

r) ana CK3W knaccoe KC3, KB n KA nitepsan BpemMeHu curHanu3auum o 3aBepLueHuu cpoka AencTeus
KpunTorpadpu4eckux Knoven aomkeH ObiTb onpeaeneH B T3.

5.5 AyTteHTUhbUKauma CyObLEKTOB AOCTYNa

AyTeHTuduMKaumsa cyObEKTOB AOCTYNA OCHOBLIBAETCS HA CreayOWMX NPUHLMNAax:

5.5.1 B CK3W Bcex knaccoB AOMKHbI ObITb peanu3oBaHbl KpUnTorpaduyeckme MexaHwambl, yaoBnerT-
Bopsitolme 5.1 n obecneunBaome ayTeHTUPUKaUMIO CyObeKTOB A0CTyna, OCYLECTBASIOWMX 4OCTYN UNnu
B3aumogeiicTeytoux ¢ CK3W.

5.5.2 Wcnonb3oBaHue naponen Ans ayTeHTudpukaummn cybbekToB 4OCTYNA, ABNAIOWMXCA IUUHECKUMK
nuuamu n ocyuiectensaowmx goctyn k CK3W, gonyckaetca tonbko Ans CK3U knaccos KC1 n KC2. na CK3U
knaccoB KC3, KB 1 KA HeobxoaMMoCTb UCMONb30BaHUsi naponen Ansa ayreHTudukaummn cybbektos goctyna
AOMmKHa ObITb 0G0CHOBAHA 3aKa34ukom, a TpeboBaHMA K Naponsam onpeaeneHbl B Xoae TemMaTnieckux nccne-
[OBaHUN.

5.5.3 Onsa ayteHTucukaumm cybbekToB AOCTYyNA, ABMAOWMUXCS (PU3n4ecCkumMmmn nuuamm U ocyLecTens-
towmx goctyn k CK3WM knaccoe KC3, KB u KA, pekOMeHIyeTCA MCNONb30BaHNE KMoven ayTeHTudukaumu,
XPaHALLMXCA B KMHOYEBLIX JOKYMEHTAX.

5.5.4 Ona CK3W knaccos KC3, KB n KA npu ayteHTudumkaummn cybbekToB 4O0CTYyNa, ABNAIOWMUXCA u-
3MYECKUMM NMLAMM M OCYyLLECTBAOWMX gocTyn K CK3U, nomxHa ObiTe peanu3oBaHa ponesas ayTeHTuduka-
uust cybbektoB goctyna. Mpu stom TpebyeTcs nogaepxka crneayowmx ponen:

a) pornb NONbL30BATENsA, B paMKax KOTOPON BbIMOMNHAIOTCA peann3oBaHHble B CK3W kpuntorpaduyeckue
pyHKLMH;

6) ponb NPUBUNETMPOBAHHOIO NONL30OBATENSA, B paMKax KOTOPOW MOTYT BbINONHATLCA (PYHKUMKU ynpas-
neHns CK3W (HacTpoika, KOHUrypupoBaHue u T.n.).

5.5.5 [na CK3WM knaccoe KC3, KB u KA npu ayteHTudukaummn cybbekToB AOCTYNa, ABNAIOLLUXCA NPO-
Leccamu U ocyLuecTersowmx s3aumoaencrtene ¢ CK3U, gomxkeH ObiTb peanu3oBaH MexaHW3M, NO3BONAIO-
LUMI accoumMmMpoBaTh ayTeHTUMLMPYEMbIA NPOLECC C (PU3UYECKUM NMLIOM, OT UMEHU KOTOPOTrO OH AENCTBYET.

5.5.6 TpeboBaHus K MEXaHWU3MY, NO3BOSIOLLEMY acCOLUMPOBaTL ayTeHTUdULUPYEMbIA NPOLECC C Nu-
LIOM, OT UMEHM KOTOPOro OH AENCTBYET, onpeaenset paspaboryunk CK3U n 060CcHOBLIBAIOT B X04€ TemaTude-
CKMX UccneaoBaHum.

5.5.7 Ona scex knaccos CK3W ansi nio6oro peanm3oBaHHOro MexaHuama ayTeHTudukaumm cyobLekToB
[0CTyna AomKeH ObiTh peanM3oBaH MEXaHW3M OFPaAHUYEHUS YUCna CNeayiomux NoAPAA HEYAa4YHbIX NONLITOK
ayTeHTuduKkauum oaHoro cybbekra AocTyna.
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5.5.8 lMpu npesbilUEHUM YUCNa CReayloWwmMx Noapsa HeyaadHblX MOMbITOK ayTeHTUMKaLUM OOHOro
cybGbeKTa focTyna yCTaHOBIIEHHOTO NPEAEnbHO AONYCTUMOrO 3HaYeHust AOCTyn 3Toro cydbekTa AocTyna K
CK3W cnegyet bnokmpoBaTh Ha 3a4aHHbIN NPOMEXYTOK BPEMEHMU.

5.5.9 3HaueHue NpPoMeXxXyTka BPEMEeHU, B TEYEHME KOTOPOro BbINOMHAETCS GrnokupoBka cybbekra fo-
CTyna, BbI3BAHHASA NPEBLILLEHNEM YUCTIA CNEAYIOLLMX NOAPSAA HEYAAYHbIX NOMNbITOK ayTeHTudukaumm, cneay-
eT onpeaensaTb U 060CHOBLIBATL B X0A€ TEMaTUYeCKUX uccneaosanmin CK3U.

5.5.10 Onga CK3W knacca KA ans nto6oro peanmsoBaHHoro B CK3M mexaHuama ayteHTudpukaumm cyon-
€KTOB J0CTyna A0kHbI BbITb Peanu3oBaHbl BO3MOXHOCTU YCTAHOBKU NpeaeribHO AONYCTUMOTO Yncha cneay-
IOLLMX NOAPAA HEYAAYHbIX MOMbITOK ayTeHTUPMKaL MW O4HOTO CyObekTa JOCTYNa U YCTAHOBKU BPeMeHMW Broku-
poBku goctyna k CK3W Ha mectax akcnnyaTtauun CK3WM npuBunermpoBaHHbIM Nomnb3oBaTenem.

5.5.11 Ona CK3WM Bcex KnaccoB peKOMEHAYETCA yCTaHaBNUBaTh NPeaenbHO A40NyCTUMOE YMCAOo cne-
AyOLWMX NoapsAa HeyAaYHbIX MOMbITOK ayTEHTUMMKALUKM OAHOro cybbekTa AOCTyna B 3HAY€HUE, He NMpPeBbI-
LatoLlee AecsiTu.

5.6 MmuTosawmra

Peanusauus umutosawmtel B CK3U gomkHa OCHOBBLIBATLCA HA CneayoLMX NpMHUMNax:

5.6.1 Kpuntorpacuyeckme MexaHuambl, 06ecnevmBatome UMMTO3aLmMTy MHCpopMaLMK, AOMKHBI YAO0B-
neTBOpATL TpeGoBaHUAM 5.1.

5.6.2 [lonyckaeTcs MCNONb30BaHWME YCUIEHHON SNEKTPOHHOW noanucu ans obecnedeHns uMuTo3awu-
Tbl NepeaaBaembiX COOBLLEHMN.

6 MpUHLUMNBI NPUMEHEHUSI MHXEHEPHO-KPUNTOrpacMIeCcKuX MeXaHu3mMoB
3aWmnThI

6.1 NMpuMeHeHWe nHXeHepHO-KpUNTOrpauyeCcKux MexaHmM3MoB

Mcnonb3oBaHue MHxeHepHo-kpunTorpaduyeckux mexannamos B CK3M ocHoBbIBaeTcs Ha cneayowmx
npuHuunax:

6.1.1 NnxeHepHo-kpunTorpadpuyeckas sawmra CK3M gomkHa UCKMIOUYNTL ONacHble cOObITUS, BO3HMKA-
oLme BcneacTeue HeucnpasHocTein unu cboes AC CK3M n AC CP n npueoasiLLmue K BO3IMOXHOCTU OCYyLLECT-
BMEHUA ycnewHbIx atak Ha CK3U.

6.1.2 NuxeHepHo-kpunTorpadpuyeckas sawmra CK3M gomkHa npegycmaTpuBaTh 3awuTy OT BO3MOX-
HbIX HEeMpegHaMepeHHbIX AeiCTBUI NoNb3oBaTess, He NPeayCMOTPEHHBIX NpaBunamMmu nonb3osaHua CK3N un
NpMBOAALLMX K BOSMOXHOCTW OCYLLECTBIEHMS YCMEeLUHbIX atak Ha CK3W.

6.1.3 B kayectBe coctaBHoii yactu CK3W Bcex knaccoB AomkHa GbiTh peanu3oBaHa cucrema 3awmTbl
OT HECaHKLIMOHWPOBAHHOIO 40CTYyna K ncnonedyemon CK3WM knovesoit n kpuntorpaduyeckm onacHomn nHeop-
mauuu. Take B kauecTse coctaBHol yactu CK3UM knaccos KC2, KC3, KB u KA gomkHa GbiTb peanu3oBaHa
CUCTeMa 3aLLuThbl OT HECAHKLMOHMPOBAHHOIO aoctyna k 3awuwaemoin CK3W nHdopmaumu.

6.1.4 B xope temaruyeckux uccnegosanuin CK3M gomkHbl OGbiTb ONpeaeneHbl TEXHUYECKUE XapaKkTepu-
ctukn CK3W u ux npegenbHbie 3Ha4EHKs, no3sonsiowpme 06ecneyYnTb BbiNoNHEHNE NpeabaBnseMbix kK CK3M
TpeboBaHuii.

6.1.5 B CK3W Bcex KnaccoB AOSMKEH ObITb peann30BaH KOHTPOMMPYIOLLMIA MEXaHN3M, CUTHANU3MpYyHo-
Wi unu 6nokupytowmin paboty CK3W npu goctuxeHun npeaenbHbiX 3Ha4eHN I TEXHUYECKUX XapaKTEPUCTUK
CK3MW.

6.1.6 Ona CK3W Bcex KnaccoB KOHTPONMPYIOLLMIA MEXAHU3M MOXKET J0MyCKaTb BO3MOXHOCTb CaHKLMO-
HUPOBaHHOWN KOPPEKTUPOBKU NpedernbHbIX 3HaYEHUI TEXHUYECKUX XapakTepuctuk CK3U:

a) ana CK3W knaccos KC1 n KC2 pernameHT KOPPEKTUPOBKMN NpeaerbHbIX 3HAYEHUIN TEXHUYECKNX Xa-
paktepuctuk CK3U cneayet onpeaensatb B T3 U YTOUHATL B X0A€ MPOBEAEHNUSI TEMATUYECKUX NCCIEe0BaHMWIA;

6) ana CK3U knaccoe KC3, KB 1 KA kOppekTUpPOBKY MpeaenbHbIX 3Ha4YEHUii JOMMKEH NPOBOAUTL MpU-
BUNErupoBaHHbIi nonb3osaresns [cMm. 5.5.4, nepeuncnenune 6)].

6.1.7 B CK3W no6oro knacca gomkHa BbITh NpeaycmoTpeHa peanusauus 6nokuposaHust paborel CK3U:

a) 6nokupoeky CK3U crnegyet ocyluecTBnsATb B criyyasix AWArHOCTMKM HemcnpaBHocTn CK3U (cm. 6.1.1),
npu OOCTUXEHUMN NpeaenbHbIX 3Ha4eHU TeExHuYeckux xapakrepuctuk CK3U (cm. 6.1.5), npu ncreyeHun cpo-
ka gevcrteus knoyen [ana CK3WM knaccos KB u KA cm. 5.4.10, nepedncrnieHue B)], HapyLLeHUU LeNOCTHOCTH
MO CK3W [cm. 6.1.9, nepeuncnenue K)];
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6) npu 6nokmposke CK3W pomkHa 6biTb 06ecneveHa HEBO3MOXHOCTb BbIXOAa 3aLUULLAEMON U KPUMTO-
rpacpmyeckn onacHon UHpopMaLmmn B KaHan CBA3M;

B) nepeyeHb cryyaes, koraa bnokuposka CK3U siBnsieTca obsi3aTenbHON, YTOYHSAETCS B X04€ NpoBeje-
HUA TeMaTUu4eCcKnux I/ICCJ'IeJJ,OBaHI/IVI;

r) NPOMEXYTOK BPEMEHU, B Te4eHUe KOToporo bnokupyerca pabora CK3W, onpeaenseT 3akasunk CK3U
U YTOYHSIIOT B XOA1€ NPOBEAEHNUS TEMATUYECKNX UCCNEA0BaAHMIA.

6.1.8 B Hauane pa6oTbl CK3M BCex knaccos crieqyeT npoBOAUTL AUMArHOCTUYECKUI KOHTPOMbL paboTto-
CNOCOBHOCTU Mep KpUnTorpaduyeckoi 1 UHKEHEPHO-KPUNTOrpachMUYECKO 3aLLUThI.

6.1.9 Ona CK3WU Bcex knaccoB aomkeH BbiTb 06ecneveH KOHTponb LenoctHocT CK3W Ha aTanax xpa-
HEeHWA, TPaHCNOPTMPOBAHMS, BBOAA B 3KCMIIyaTaLMIO U SKCMyaTaumm XxusHeHHoro uukna CK3W, a takxe KoH-
Tponb uenoctHocTu CP Ha aTtane akcnnyaTauum XU3HeHHoro umkna CK3K:

a) ana CK3U knaccoe KC1, KC2 n KC3 TpeboBaHNUsi K MEXaHU3MY KOHTPOIS LIENTOCTHOCTU onpeaensior
B T3 1 YTOYHAIOT B X0A€ NPOBEAEHUSA TEMATUYECKUX UCCIE0BaHUIA;

6) ana CK3U knacca KC3 pekomMeHAYETCS UCNONb30BaHWE KPUNTOrpadniecknx MexaHusmoB KOHTPONS
LIeNoCTHOCTH;

B) ansi CK3U knaccos KB 1 KA KOHTPOMb LIENOCTHOCTU CneayeT OCYLUECTBATb TONbKO C UCMONb30Ba-
HWEM KpunTorpacn4ecknx MeXaHM3MoB;

r) ana CK3U knaccos KB n KA MexaHW3M KOHTPONS LIENMOCTHOCTU AODKEH BKIKOYATb CPEACTBA KOHTPONS
COBCTBEHHOI KOPPEKTHON paboThl;

[l) nepeyeHb 06bLEKTOB cpeabl PYHKUMOHMPOBaHNSA CK3W, KOHTPONb LIENMOCTHOCTH KOTOPbIX OCYLLECTBIS-
etcs CK3W, onpegensior ¢ y4eToM 6.4 1 060CHOBLIBAIOT B XOA4€ NPOBEAEHUSA TEMATUYECKUX UCCNEA0BAHMIA;

e) ana CK3W Bcex knaccoB KOHTPOIMb LENOCTHOCTM crefyeT NpoBoAUTL A0 Havana o6paboTkm uHdop-
mauuu, 6e3onacHOCTL KOTOPOI AomkHa oBecneunsatbes CK3U;

) anst CK3W Bcex knaccoB aomkeH BbiTb peanu3oBaH NEPUOAUYECKUIA KOHTPOMb LIENOCTHOCTU. Mepuog
KOHTPOMNA OnpeaensoT 1 060CHOBLIBAIKOT B X04€ TeMaTuyeckux uccnegosanuin CK3WU;

n) ana CK3M Bcex knaccoB Heo6x0aMMO NPOBOAUTL KOHTPOIb LIENOCTHOCTU B XOA€ PErMaMEHTHbIX NPo-
Bepok CK3W Ha mecTax akcnnyatauuu;

K) B Cry4ae o6Hapy>XeHWs1 HapyLUEHWA LENOCTHOCTU CreayeT ocyLlecTBnsaTb 6nokuposky CK3U.

6.1.10 B cocras CK3W BCex knaccoB AOMKEH BXOAUTb MEXaHU3M, o6ecnednBaioLuii KOHTPOsb LEenoCT-
HOCTU KMKOYEBOW U UCXOAHOW KNIOYEBOW MHAOPMaLM.

6.1.11 B coctaB CK3WM BCex knaccoB AOIKHbI BXOAUTL KOMMOHEHTHI, o6ecnevmpaiowme o4ncTky o6-
nacren namsaTu, ucnonbayembix CK3U ans xpaHeHus sawmwaemon, KIo4ueBon, UCXOAHON KNOYEeBON U Kpun-
Torpadpuyeckn onacHom uHcpopmaumm, npu ocsoBoXaEHUU M/MnNKU nepepacnpeaeneHnn obnacten namsaTu,
nyTeM 3anucu B 0Gnactu naMmsTu cny4yanHon uHopmauuu, BbipabarbiBaeMon 4aTYUKOM CRyHaWHbIX YUCEn.

6.1.12 ina CK3U knaccoB KB n KA gomkeH ObiTb peanu3oBaH MEXaHU3M aBapUIHOTO (3KCTPEHHO-
ro) YHUUTOXXEHUA KNo4eBOoi U KpunTtorpaduyecku onacHon nicopMmauun. MexaHnsMm yHUUTOXEHUSA, a Takke
nepeyeHb CUTyauun, B KOTOPbIX NPOBOAAT YHUUTOXEHWE KIMIOYEBOI M KpunTorpadpuyecku onacHow nHpopma-
UM, onpeaenser 3akasyuk U YTOYHSAIOT B Xoae Temartnyeckux uccnegosanuin CK3W.

6.1.13 [na CK3U knaccos KC1 n KC2 HeobxoaumocTb npeabsaBreHust TpeGoBaHui K peructpaumm co-
ObITUI M MX cogepxanune onpeaensiot B T3.

6.1.14 B CK3U knaccos KC3, KB u KA cneayeT peanu3oBbiBaTh CrieayloLmMii MEXaHU3M peructpauun
cobbITUn:

a) B coctas CK3U knaccos KC3, KB un KA aomKeH BXoAUTb MOAYNb, NPOBOAALLMIA PEMCTPALMIO B SNEK-
TPOHHOM >XypHane perncrpauum cobbituin B CK3U n Co, cesasaHHbIX ¢ BbinonHeHnem CK3W onpeaeneHHbix B
T3 kpunTtorpadpuyeckux PyHkUmN;

6) B nepeyeHb perucTpupyembix cobbiTUi, B YACTHOCTU, AOMMKHbI BXOAUTD!

- haKTbl BBOAA, CMEHbI U CTUPAHUA KNIOYEBOW MHOpMaLu;

- ¢hakTbl cpabarbiBaHus 6nokmposku CK3U no npuumHe ncyepnbiBaHus Kno4eBoin MHopmaLuu;

- haKTbl OKOHYAHUA CPOKa AENCTBUS KPUNTOrpadueCKuX KIoyen;

- (bakTbl NOBTOPHOIO BBOAA KMOYEN;

- haKTbl OTKa3a OT BBOAA KMIO4eil B CBA3MN C HapyLueHueM TpeboBaHui, yctaHasnmeaemblxX TTT Ha Knio-
YeBbl€ JOKYMEHTbI;

- ¢hakTbl cpabaTblBaHUSI CUCTEMBI 3ALLUTHLI OT HECAHKLIMOHUPOBAHHOTO A0CTYNA K MHGopMaLuu;

- pe3ynbraTthbl KOHTpONs uenoctHoctu MO CK3U;

- ¢hakTbl NPOBEAEHUSI PEMMAaMEHTHbIX padorT;
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B) NepeyYeHb COObITUIA, PETMCTPUPYEMBIX B XXYpHane pernctpaumu CoObITUIA, MOXET YTOUHATLCA B Xo4e
npoBeAeHNs TEMATUYECKUX UCCNENOBaHMIA;

r) XKypHan permcrpaumm codbiTuin JOSKeH OblTb 4OCTYNEH TONbKO NPUBUNENMPOBAHHBLIM MOSNb30BaTENSAM
CK3U [cm. 5.5.4, nepeuncnenue 0)], n TONMbKO Ang NPOCMOTPa 3anucei U nepeMeLLeHUa CoaepPXXMMOTo Xyp-
Hana perucrpauuii coObITUII HA apXUBHbIE HOCUTENMN;

[) B criyyae HeBO3MOXXHOCTU NEePEeHOCa XXypHana perncrpauumn coobITuin B apxus NPUBUNETMPOBAHHOMY
nonbL30BaTento MOXeT ObITb AOCTYNHA (PYHKUMA CTUpAHUSA ypHana. B stom cnyyae CK3W aomkHo obecne-
yuBaTb coxpaHeHue mHdopmaumn 0 nocneaHux Tpex cytkax paborbl CK3W, a Tawke permcrpauumio dakra
OYMCTKM XKypHara ¢ COXpaHEeHNeM B HEM AaTbl OMUCTKM U MHAPOPMALIMK O MPUBUNETMPOBAHHOM NONb3oBaTene,
NPOBOAMUBLLEM ONEPALMIO OYUCTKN.

6.1.15 B CK3UM knaccos KC3, KB n KA gomkeH ObiTb peanu3oBaH KOHTPOSb LIENOCTHOCTU XKypHanoB
peructpaumuu cobbiTuii:

a) HeoOxoAMMOCTb M NOPAAOK UCNONbL30BAHUA KPUNTOTpadPUIECKUX MEXAHM3MOB KOHTPONSA LENOCTHO-
ctn ana CK3U knacca KC3 onpegensior B T3;

6) ana CK3U knaccoe KB u KA KOHTpOnb LeNOCTHOCTU CreayeT OCYLECTBNATL TONbKO C MCNONb3oBa-
HUEM KpunTorpamyeckux MexaHu3MoB.

6.2 Ba3soBbie NONOXeHUA ANA NPorpaMmmHoro obecneyenus CK3U

Mpu paspabotke n BcTpansaHum MO CK3U pekoMmeHAyeTCs yuuTbIBaTh Creaylowme NonoXeHus:

6.2.1 [ina nposeaeHua Temarudeckux uccnegosanuii MO CK3U ansa Bcex knaccos 4omkHO ObITk Npea-
CTaBNEHO B BUAE UCXOAHLIX TEKCTOB, CMOMHSAEMOTO KOAA U JOKYMEHTALMN.

6.2.2 UcxoaHble Tekctbl MO CK3U aomkHbI yA0BNETBOPATL CREAYIOWMM YCOBUAM:

a) ucxopaHsie TekcTbl MO CK3U pekomeHnayetcs BbINONHATL B cooTBeTcTBUM ¢ FTOCT 19.401. Mpun atom
crneuuanuanpoBaHHasa opraHusauua, NpoBOAALLAA TEMATUYECKME UCCNEAOBAHUS, MOXET YCTaHaBNUBaTb CO0-
CTBEHHble TPeOOBaHUA K coaepxaHuio u ocpopmnenuto Tekcroe MO CK3U;

0) ncxopHble Tekctbl MO CK3U pomkHbl cogepxatb KOMMEHTapPUKU, AOCTATOYHbIE AN NOHUMAHUSA anro-
putma yHkumoHuposaHua NO CK3K;

B) ucxogHole Tekctol MO CK3U aomxkHbl cogepxatb nonHei Habop dainos, HeobxoaumMblin 4Ns BOC-
NPOU3BEAEHUS U3 HUX UCTIONTHAEMOTO KOAA, MAEHTUYHOTO NPEACTaBNEHHOMY ANs NPOBEAEHNS TEMaTUYECKNX
nccriegoBaHuim;

r) 6uHapHble U accemMbnepHble BCTaBKW, BCTABKM MHGOPMALIMOHHBLIX MACCUMBOB U BXOASLLME B COCTaB
MCXOAHBIX TEKCTOB (DParMeHTbl, HE UMEIOLLME NPSAMOTrO OTHOLLEHMSA K peanu3auumn kpuntorpaduyiecknx yHk-
uun CK3W, oomkHbl ObITb 4OKYMEHTUPOBAHbLI U 060CHOBAHbI.

6.2.3 [OokymeHTtauus Ha MO CK3W pgomkHa Bkntovath B ce6s:

a) cneuudukaymio MO CK3N;

6) onucanue MO CK3U;

B) onucaHue npumeHerus MO CK3N,

I) NOSAAICHUTENBHYIO 3aMUCKY.

6.2.4 Cneuudukauyun MO CK3U [cm. 6.2.3, nepeuncneHune a)] gomkHa ObiTb BbINOMHEHA B COOTBET-
cteum ¢ FOCT 19.202.

6.2.5 Onucanue MO CK3W [cm. 6.2.3, nepeuncneHue 6)] 4OMKHO GbiTb BbINOHEHO B COOTBETCTBUM C
MOCT 19.402 u cogepxarb, B YACTHOCTU:

a) OCHOBHble cBefeHuss o0 coctaee MO CK3U (C ykazaHMEM KOHTPOMbHbLIX CyMM paiinoB, BXoASLIMX B
cocras MO CK3W);

6) nornveckyto cTpyktypy MO CK3WU;

B) onucaHue NO C® CK3WU;

r) onucaHue MeTooB, MPUEMOB U NPaBMN JKCNIyaTauum CpeacTB TEXHONOTMYECKOrO OCHALLEHUS, UC-
nonb3oBaHHbIX Npu cosgaHun MO CK3U;

) VHCTPYKUMIO N0 COOpKe U3 McxoaHblx TekcToB MO CK3U 3arpy304HbIX U UCMONHAEMBbIX Moayneit CK3W.

6.2.6 OnucaHue npuMeHeHus MO CK3U [cm. 6.2.3, nepeuncneHmne B)] AOMHKHO BbITb BLINOMHEHO B CO-
oreetcTBuU ¢ FOCT 19.502 u coaepxatb:

a) ceefeHuns o HasHa4vyeHuu MO CK3K;

0) ceeaeHus 06 obnactu npumeHenus MO CK3U;

B) CcB€AeHus 0 knacce pewaembix MO CK3U 3agay;
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r) ceeaeHus 06 orpaHudeHusax npu npuMmeHeHun NO CK3U;

4) cBedeHMA 0 MMHUMAarbHOW KOHdUrypauumn TEXHUYECKUX CPEACTB;

e) ceeaeHns o Co;

)K) cBeAeHus 0 nopsaake pabotbl CK3N.

6.2.7 MosicHuTEnbHas 3anucka [cMm. 6.2.3, nepeuncneHune r)] 4omkHa coaemkarb, B YaCTHOCTU:

a) BCe CBEAEHWNs1 O HAa3HA4YeHUM KOMMOHEHTOB, BXoasLWwmx B coctas 1O CK3U;

6) nepeyeHb BCcex peannsoBaHHbIX B MO CK3W dyHKUMiA;

B) CBEAEHMA 0 napameTpax (aprymeHtax) peannsoBaHHblx B MO CK3W yHkumn;

r) ceeaeHus 0 hopMupyeMblx Kogax Bo3spara peanun3oaHHbIxX B MO CK3U dyHkumi;

4) nepeyeHb aKkcnopTupyembix dyHkuumii MO CK3N;

€) OrnMcaHne UCNomnb3yeMbIX NEPEMEHHBIX;

) OnMcaHue anroputMoB oyHKUMOHMpoBaHus MO CK3U;

1) ONUcaHne KpuTeprnes, METOAMKM N PE3ynbTaToOB TECTUPOBaHNA peann3oBaHHbIX B MO CK3U dyHkumii.

6.2.8 Moaay4a Ha BXx0A4 Ni0ObIX 3HAYEHUI NapaMeTPOB IKCNOPTUPYEMBIX PyHKUMI MO CK3U He pomkHa
NPMBOAUTL K MOSABNEHMIO YA3BMMOCTEN, NO3BONAOLLMX peanu3oBbiBaTb YenelHble ataku Ha CK3U.

6.2.9 B cnyvae BbisiBNeHUst Npu NPOBEAEHUM TEMATUYECKUX UCCNEeaoBaHUI 3HAYEHUI NapaMeTpOoB IKC-
nopTupyembiX yHKUui MO CK3W, npuBoaALMX K NOABMEHUIO YA3BUMOCTEN, NO3BONAOLWUX Peanu3oBbIBaTb
ycnewHble atakn Ha CK3WM, coctaBnsaioT CNMCOK Taknux (OYHKUUIA U 3HAYEHMI napaMeTpoB. OTOT CNMCOK UC-
KnovaT u3 gokymeHntaumm Ha CK3U [cm. 6.5.4, nepeuncnenune €)], npeacraensiemon paspabotyumkam, ocy-
wecrensaowmm BctpansaHue CK3U B NC. Oericteue ceprucukara coorsercteua CK3U Ha pyHKUMK U3 yka-
3aHHOrO CnucKka He pacnpoCTpaHAETCs.

6.3 MNMonoxeHunsa ana annapatHbix cpeacTtB CK3U

Mcnone3osanne AC CK3U (ecnu B CK3U BxoaaT AC CK3WM) AOMKHO COOTBETCTBOBATb CNEAYIOLLIMM MO-
NOXEHUAM:

6.3.1 B cny4ae nnaHupoBanus pasmewieHns CK3U B nomeLweHunax, B KOTOPbIX NPUCYTCTBYET peyeBas
akycTtuyeckasn v BusyanoHasa uHopmaumsa, coaepallan CBeaeHns, COCTaBNAIOLWMNE roCyAapCTBEHHYIO TanHy,
u/unu ycraHosneHsl AC 1 cuctembl npuema, nepeaadu, o6paboTtku, XxpaHeHUs n 0ToOpaXkeHUs MHpopmaumu,
cofepxalleit CBeAeHMsi, COCTaBMAIoLLIME TOCYAAPCTBEHHYIO TaitHy, AC CK3W MHOCTPaHHOrO Npou3BOACTBA
AO0SDKHbI GbITh MOABEPrHYTLI NPOBEPKAM NO BLIABIEHUIO YCTPOMCTB, NPeiHa3HauYeHHbIX ANl HErMACHOIo Mony-
YEHUA MHopmMaLmu.

6.3.2 B cnyyae nnaHuposanus pasmerieHuss CK3U B nomeLleHusIX, B KOTOPbIX OTCYTCTBYET peyeBast
aKkycTuyeckas u Bu3yanbHas uHdopmauus, coaepailasi CBei€HUsi, COCTaBNSAIOLLME rOCyAapCTBEHHYIO Tali-
HY, M He ycTaHoBneHbl AC 1 cuctemsl Nnpuema, nepeaayqu, o6paboTku, xpaHeHusi u oTobpaxkeHust uHgopma-
LuK, coaepxallier ceeaeHusi, COCTaBnsaIoLMe rocyJapCTBEHHYIO TalHy:

a) peLueHue o nposeaeHun nposepok AC CK3U uHOCTpaHHOro Npou3BoACTBa, BXOASALLMX B cocTas CK3U
knaccos KC1, KC2, KC3 u KB, npuHuMaeTt opraiusauusi, obecneumnsatoLas skcnnyataumio gaHHbix CK3U;

6) nposepku AC CK3M nHocTpaHHOro Npou3BoACTBa, BXoAsALWmX B coctaB CK3U knacca KA, nposogar
B 00A3aTENbHOM Nopsiake.

6.4 MNpuvHUMNBl B3aumogencTBUsA co cpegoni dyHkuMonnpoBaHua CK3U

Bsaumopeinctesme CK3W co cpesoit (pyHKLUMOHMPOBAHWA OCHOBLIBAETCA Ha Creayowmx NpUHUMnax:

6.4.1 Cocras C® onpegensiet paspadotumk CK3W, a npaBunbHOCTL onpeaeneHus cocrasa MO Co u
AC C® npoBepsIoT B X0fe TEMaTUYECKMX UCCNEN0BAHUNA.

6.4.2 Ona CK3W knaccoB KC1, KC2 n KC3 gonyckaerca HenonHoe onpeaeneHue cocrasa CP. B or-
HoLleHun yactn C®P, cocrtaB KOTOpPOM He onpegeneH, paspaborumkom CK3W, cOBMECTHO ¢ opraHusaumen,
NpoBOAsALLE TEMATUYeCKMe NcCneaoBaHus, AOMkHbI BbiTb ChopMYyNMpPOBaHbl peKOMeHAALMK, peanusauns
KOTOPbIX HE0BX0AMMA ANsi BLINOSIHEHUS NpeabaBnsaeMblix K CK3U TpeGosanui.

6.4.3 Ina CK3W knaccoe KB n KA coctas C® fomKkeH ObITb ONpeaeneH nonHOCTbIo.

6.4.4 NO Cd ansA CK3WM Bcex knaccos:

a) fomxHO obecneunBatb paboTocnocobHOCTe CK3M 1 KOppeKTHOE BbINOMHEHUE KPUNTOrpacuueckmux
dyHKUui, peanudyembix CK3U;

) He 10MKHO OKa3blBaTb BIIMAHWA HA Pe3yNbTar BbINOMHEHUs KpUnTorpaduueckux hyHKLmii, peanuay-
embix CK3U;
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B) He [JO/MKHO CoAepxaTb BOSMOXKHOCTEN, MPUBOASILLMX K MOCTPOEHMIO aTak, BKMKOYas NOCTPOEHUE Ka-
Hanos o6xona CK3W.

6.4.5 B cocras MO MO C® He aomkHbLI BXOAUTL CPEACTBA aHanuaa, paspabotku n otnaaku MNoO. Bknio-
YeHue AaHHbIX cpeacTs B coctaB Cd aomkHO ObiTb 060CHOBAHO B X04€e TeMaTn4eckux nccnegobanmin CK3U.

6.4.6 YMO MO Cd ana CK3U knaccos KC2, KC3, KB 1 KA 10/mMDKHO MMETb ONUCaHMEe JOKYMEHTUPOBaH-
HbIX BO3MOXKHOCTEN. [MepeyeHb MO Cd, otHocumoro k YMO MO Co, onpeaensior B T3.

6.4.7 Ina CK3WU knaccos KB 1 KA fomkHbI GbiTb BLIMOMHEHBI creayloLime TpeboBaHus:

a) MNO MO C® AO0MKHO UMETb UCXOAHbIE TEKCTbI;

6) nepeveHb KOMMNOHEHTOB, BxoaALmMX B cocTaB OC MO C® 1 ANA KOTOPLIX NPEAOCTABASAIOTCH NCXOA-
Hbl€ TEKCTbl, JOSIKEH ObITb onpeaeneH B T3 1 060CHOBAH B X0fie TeMaTUYECKNX nccnenosanuin CK3U;

B) AOMXHbI ObiTb peann3oBaHbl U 060CHOBaHbLI B X04€ TeMaTtuyeckux uccrenosanmin CK3M mepbl no
HenTpanu3auun arak, UCnonb3yoLWux HeonybnukoBaHHble yassumoctn MO Cd. Mepbl N0 HedTpanusaLmm
arak, Mcnosb3yoLLMx HeonybnukoBaHHble ys3BuMocTu MO Cd, onpeaensior B T3 u 000CHOBLIBAIOT B X04€
TeMmarudeckux nccrnegosanunin CK3W.

6.5 MpuHUMNbI pa3paboTkn gokyMeHTauumn Ha CK3U

HokymeHTtaumio Ha CK3W cnepyet paspabarbiBaTb Ha OCHOBaHMU CriEAYIOLLMX NPUHLUMMOB:

6.5.1 B cocras gokymeHtauun Ha CK3U BxoaaT dropmynsip Ha CK3W, TexHuyeckue ycnosua Ha CK3U
(ecnun B coctaB CK3U Bxoaat AC CK3W) n npasuna nonb3osanna CK3W.

6.5.2 ®opmMynsap oopmnaot B cooTBeTcTBUM ¢ FTOCT 19.501. [ononHutensHo B hOpMynsaipe yKasbl-
BaIOT:

a) HasHayeHue n obnacTtb npumeHeHust CK3U;

6) coctaB U HasHaueHue AC u MO, obecneunsarowmx yHkyuoHuposatme CK3U;

B) CpeACcTBa 3aLnThl MHOPMAaLMK, UCTONb3yeMble COBMECTHO ¢ CK3U n oGecneunsaioume Gesonac-
HOCTb 3aLumLiaemoi nHpopmaumm n 6e3onacHOCTb ucnonb3oBaHusa CK3N.

6.5.3 TexHu4eckue ycnosus opopmnsioT B cooTBeTCTBUK ¢ FTOCT 2.114. B TEXHNUYECKMX YCNIOBUSX A0-
MOSIHMTENbHO YKa3bIBalOT MEPLI NPOTUBOAENCTBUA aTakaMm Ha CK3W Ha aTane npou3BoACTBa.

6.5.4 B npasunax nonb3oBaHusi, B YaCTHOCTM, YKa3bIBAKOT:

a) knacc CK3W n peanusyemble UM kpuntorpacumueckme yHKLUK;

6) Bua 1 chopmaT 3aLUMLL@aeMOi U 3aLLUMLLIEHHONW UHOPMaLnK;

B) ycnoBus akcnnyartaumm CK3W n orpaHudyeHuns Ha ucnonbsosaHue CK3U;

r) nopsgok yyeta CK3U;

A) uHeTpykumio no Beogy CK3U B akcnnyaraumio;

€) uHcTpykuuio no scrpaneanuto CK3M 8 UC (B cnyvae, ecnu Takoe BCTpanBaHue npeaycMorpeHo T3),
coJepxaLlylo nepeyeHb aprymeHToB 1 BO3BpaLL@eMbIX 3HaYeHui hyHKLMIA, 06ecneunBaoLLuX BO3MOXKHOCTb
ucnonb3oeaHus CK3W, ¢ ykazaHuem gonycTUMbIX 3HA4YEHUI STUX NapaMeTPOB;

X) nopsiaok popmMupoBaHua (M3roTosneHusl) U paboTbl C KNIOYEBON MHOPMALUEN, a TaKKe Mephbl 3a-
LLMTbI KMIOYEBOI MHGIOPMALMK OT HECAHKLMOHMPOBAHHOIO J4OCTYNa;

1) NopsaoK M POPMY 3aKasa KIo4eBbIX JOKYMEHTOB (B Crly4ae ux ucnonb3osanus) B CB Poccun nubo
B OpraHusaumax, umeowmx nuueHsun eCE Poccun Ha U3roToBneHue u pacnpeaerieHue KIoYeBbIX A0Ky-
MEHTOB W/MNN NCXOAHOM KIoYeBON MHAOpMaLMM AN BLIPABOTKU KMIOYEBLIX 4OKYMEHTOB C UCTONb30BAHUEM
annaparHbix, NPOrpamMMHbIX U NPOrpaMMHO-annaparHbiX CPEACTB, CUCTEM U KOMMNIIEKCOB M3rOTOBINEHUS W pac-
NPeaeneHns KIYeBbIX JOKYMEHTOB;

K) Mepbl no obecnevennto LenoctHoctn CK3U, AC CP u MO Cd n gokymentauum Ha CK3U u Ha AC
C® n MO Cd nocne 3aBepLUeHNsI NPON3BOACTBA, XPAHEHUS!, TPAHCMIOPTUPOBAHUS M BBOAA B SKCNSyaTaLmio
(nyckoHanago4Hbix paboT) CK3M 1 Ha aTane ero akcnnyarauuu;

1) MHCTPYKLUMIO No BoccTaHoBneHUo CK3U n CO B cnyyae HapyLeHUs LLENOCTHOCTH, a Takke Nopsaaok
NepuoanNYEcKoro KOHTPONS LieNoCTHOCTK atanoHHoro MO, ucnonb3yemoro ansa BoccraHosnennsa CK3U n Co;

M) Mepbl No 3awuTe oT atak Ha C® n yepes Hee Ha CK3U u3 MHOPMAaLIMOHHO-TENEKOMMYHUKALMOHHBIX
ceTeil, AOCTYN K KOTOPbIM HE OrpaHUYEH ONpeAerneHHbIM KpyroMm nuu, (Npu Heo6XoaMMOoCTH);

H) Mepbl N0 3aLLUMTe OT HECAHKLMOHUPOBAHHOIO A0CTyNa K MHcopMauum B C, B KOTOPBIX MCMONbL3YIOT
CK3W, B TOM uncne agMUHUCTPATUBHLIA pernaMeHT U nopagok NPOBEPKM BbIMOMHEHUS TpeGoBaHuii No 3a-
LUTE OT HECAHKLIMOHMPOBAHHOIO AocTyna K uHgopmauun, CK3U n Co;
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n) NOPSAOK AEUNCTBUIN B HELUTATHLIX CUTYyaLMSAX, CBA3aHHLIX C ucnons3osaHnem CK3U;

P) UHCTPYKLMIO MO KOHTPOIIO TexHUYeckux xapakrepuctuk CK3W npu akcnnyatayum n xpaHeHnn CK3U;

C) NepeyeHb cUTyauuid, B KOTOPbIX CReayeT NPOBOAUTbL aBaPUNHOE (IKCTPEHHOE) YHUUTOXEHUE KIove-
BOW W KpunTOrpacmMyeckn onacHom nHcopmauuu;

T) NOPSIAOK BbINOSTHEHMSA TEXHUYECKOTO 0BCNYXMBAHUSA, pErMamMeHTHbIX paboT, pEMOHTA, BbIBOAA U3 9KC-
nnyarayuu n ytunusauun CK3U;

y) opraHusauuoHHble Mepbl No obecneyeHunio 6esonacHocTn CK3N.

6.5.5 OueHKy MOMHOTLI U KOPPEKTHOCTM CBEAEHUN, U3NOXEHHbIX B AOKYMeHTauun Ha CK3W, BbInonHs-
0T B X0[1€ TemaTtuyeckux nccnegosanHnn CK3N.

6.5.6 ®opmynap Ha CK3W, texHnueckne ycnoesua Ha CK3WM v npasuna nons3osanua CK3U nognexar
cornacosaHuto ¢ ®CB Poccuu.
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MpunoxeHnue A
(o6sa3aTrenbHoOE)

Ba3oBas COBOKYNHOCTb BO3MOXHOCTEM, KOTOPbIe MOIYT ObITb UCMOSIb30BAHbI NPU CO3AAHUN
cnoco60B, NOAroTOBKE U NPOBEAEHUM aTtak

A.1 HacToswwana coBoKYNHOCTb BO3MOXHOCTE, KOTOpbIE MOTYT 6bITb MCMNONL30BaHbI MPU CO3aHNKU cnoco6oB, Noj-
roToBKe U NpoBeAeHUU aTak, chopMmMpoBaHa C YHETOM BO3MOXHOCTE, cofiepxalluxca B [7], a Takke B [8].

Kaxpaas aTaka, npoBogumas ¢ Lenblo HapyLleHWss 6e3onacHoCTU 3allyLiaemMoit MHgopMaLMKu UK cosfaHmns ycro-
BUIN ANA 3TOro, MOXeT BbITb 3ajaHa cneayoLMMU XapakTepucTUKamu:

a) o6bekToM npoBeAeHUsA aTaku, 6e30macHOCTb KOTOPOro AorkHa obecneunBaTbCa B TEHEHUE ONpefeNneHHoro ne-
puofia BpeMeHn uunu onpegeneHHoro arana xuaHeHHoro yukna CK3U;

6) BO3MOXHOCTAMM, KOTOpbIE MOTYT GbITh MCMONbL30BaHbLI NMpU CO34aHUKM cnoco6oB, NOArOTOBKE U MPOBeAEeHUN aTak.
Kaxpaas Bo3aMOXHOCTL onpeaenseTcs:

- CBeflEHUSAMM, a TaKke

- TEXHUYECKUMU CpeACTBaMM, UCNONb3yeMbIMU NMPU co3faHum cnocobos, NOAroToBKE U NPOBEAEHUN aTak,

B) MECTOM NPOBEAEHUS aTaku.

Ans onpeaeneHus knacca CK3W 3aka3uuk gormkeH chopMUpoBaTh NepeveHb nognexawux sawure obwektos NC
(cM. A.2) N cOBOKYNHOCTb BO3MOXHOCTE, COCTOSILLYIO U3:

a) NepeyHs cBefeHuiA, KOTopble MOMyT BbITb MCMOMb30BaHbLI MPW NPOBEAEHUN aTak;

6) NepeyHs TEXHUYECKUX CPERCTB, KOTOpblE MOTYT BbiTb UCMONb30BaHLI NPU NPOBEAEHUN aTak;

B) MecTa NpoBefeHnsa aTak.

B kavecTBe knacca CK3U 3akas3unky CK3U cnepyet BoIGUpaTh MNagLwumii knacc, cnocobHbIN NPOTUBOCTOATL aTakam
Ha BCe yKa3aHHble B ChOpMMPOBAHHOM 3aKa34yMKOM MNepeyHe oObekTbl atak, ¢ yYeTOM OrpaHUYeHuid, HaknagbiBaeMblX
Ha knacc CK3W coBOKYMHOCTLIO BO3MOXHOCTEN, cofepxalleica B CChOPMUPOBAHHLIX 3aKa3HUKOM NepeqHsAX cBeAeHUin n
TEXHUYECKUX CPeACTB, KOTOpble MOTyT GbITb MCMONb30BaHbI MPU NPOBEAEHUN aTak.

A.2 OO6bekTbl aTak

A.2.1 Knacc CK3WM onpepensitoT, ucxogs us BoamoxHoctn CK3U npoTMBOCTOATL atakaM, s KOTOpbIX 3aKa34MKoM
onpefeneHsl noanexatlme salmTe o6beKThl aTak.

A.2.2 CK3W Bcex knaccoB JOMKHbBI NPOTUBOCTONATL aTakaM Ha crnegytolue o6bLekTbI:

a) 3alymLaemyro MHOPMaLMIo ¢ MOMeHTa ee obpaboTkn B CK3M B TeueHMe nepuoga BpeMeHU, ONpeaensieMoro
B T3;

6) 3awuLieHHyto CK3WM nHopmMauuto B NpoLecce ee Nepefadi No KaHanam CBA3W Ha sTare sKcniyaTalum XU3HeH-

Horo umnkna CK3W n/unu xpaHeHus B Te4eHWe nepuoga BpemMeHu, onpeaensdemoro B T3;

B) KIHOYEBYIO, UCXOAHYIO KITHOYEBYIO U NaponbHyto MHgopmauuto CK3M B TeueHWe nepuoga BpEMEHU, ornpeaersie-
Moro B T3;

r) 3l B Te4eHWe nepuoaa BpemMeHw, onpegensemoro B T3;

[l) UMUTOBCTaBKY B Te4eHUe nepuoga BpemMeHu, onpegensemoro B T3;

€) KpunTorpaduyeckn onacHyto nHdopMaLuto Ha aTare sKernnyaTauum Xu3HeHHoro uukna CK3U;

X) CK3M Ha Bcex aTanax u3HeHHoro uukna CK3U;

1) CP Ha BCex aTanax Xu3HeHHoro Lukna CK3U;

K) HesalluLLieHHble AaHHble, NepefaBaeMble Mo kaHanam CBs3W, Mo KOTopeIM nepefaeTcs 3awmiyeHHan CK3U uH-
dopMaLus, Ha aTane aKkennyaTauum xusHeHHoro yukna CK3U,

n) aokymenTauuto Ha CK3U, CP n UC Ha sTanax paspaboTkv (MogepHU3aLmMmn), MPOU3BOACTBA, XpaHEHUs], TpaHC-
NopTUPOBaHUA 1 BBOAA B 3KCMyaTaLMto XusHeHHoro Lukna CK3U,

M) WHble 06beKThl aTak, KoTopble NpU HEOOXOAUMOCTU yKasbiBatoT B T3 Ha paspaboTky (MogepHusauuio) CK3U ¢
y4eToM ucnonsbayemelx B C nHpopmaLmoHHeix TexHonoruit, AC n MO.

A.2.3 CK3UM knaccos KC2, KC3, KB 1 KA gomkHbl NPOTUBOCTONATE aTakaM Ha crefyrolime o6bekTo:

a) AokymeHTauuto Ha CK3WN, CP n NC Ha sTane skcnnyatauuu xusHeHHoro yukna CK3W;

6) 06beKTbl MHopMaTU3aLMK, B KOTOPLIX pa3MelleHbl LWTaTHbIE CPeACTBa, Ha STane aKchmnyaTauun XU3HEHHOro
uukna CK3K.

MpumedaHune — BoamoxHocTe CK3M NpoTBOCTOSTL aTakaM Ha nepeqncrieHHble B A.2 06beKkTbl aTak unnio-
cTpupyetca Tabnuueit A.1, B KOTOPOIA 3HaK «+» o3HauaeT, yTo CK3W NpoTMBOCTOUT atakaM Ha paccmaTtpusaemblil B A2
06BEKT aTaky, a 3HaK «—» — He MPOTUBOCTOMT.
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Ta6bnuya A1
Knacc
MyHKT
KC1 KC2 KC3 KB KA
A22 + + + + +
A23 - + + + +

A.3 CsepfieHns, ncnonbsyemMble Npu co3faHun cnocoboB, NOAroTOBKE U NPOBEAECHNH aTak

A.3.1 Knacc CK3W onpeaensot ucxoas u3 BoamoxxHocT CK3U NnpoTUBOCTONATL atakam, UCTIONb3YIOLMM CBEAEHMUS
0 3awuwaemon uHdopmaLmu.

A.3.2 CK3W Bcex Knaccos [JOMKHLI MPOTUBOCTOATL aTakaM, UCMOMb3YOWUM CrEAYIoLLUe CBELEHNS:

a) obuwme ceefieHna 06 uHdopmaLmMm, MCNonb3yeMoi B Npouecce akcnnyaTaymm CK3U;

6) sawmuieHHyto CK3U uHdopmauuio;

B) BCe AaHHble, NepefiaBaeMble NO KaHanaM CBA3K, He 3aLULLeHHLIM OT HeCaHKLMOHUPOBAHHOIO A0CTYNa K MHGOp-
MaLuKn OpraHn3aLMOHHO-TEXHUYECKUMN MepaMMm.

A.3.3 CK3W Bcex knaccoB A0MKHLI NPOTUBOCTOATL aTakaM, UCMONb3YoWMM crieaytolue ceegerns o CK3U:

a) cogepxaHue aokymeHTaumn Ha CK3U (cm. 6.5.1 HacToAwmx pekomeHgaLmii);

6) AokyMeHTUpoBaHHbIE 1 onybnukoBaHHble Bo3aMoxHocTH MO CK3U, MO AC CK3U u AC CK3U;

B) ucxogHele koabl MO CK3N n MO AC CK3U;

r) coaepxaHme KOHCTPYKTOPCKOW AoKyMeHTayuu Ha CK3W;

A) cBefeHus 060 BCex HapylleHNsAX NpaBnn Nonb3osaHua CK3W, nposensiowmUxca B KaHanax cBA3MW, He 3alyLeH-
HbIX OT HECaHKLMOHUPOBAHHOIO A0CTYNa K MHGOpMaLMN OpraHU3aLUOHHO-TEXHUHECKUMIU MEpaMK;

e) cBefileHus 060 BCex HeucnpaBHOCTAX U c6osx AC CK3U, NposiBrsioLymnxca B KaHanax CBA3W, He 3alULLEHHBIX OT
HeCaHKUMOHNPOBaHHOro AOCTYNa K UH(hOPMaLMM OpraHU3aLMOHHO-TEXHUYECKUMUA MEPaMU.

A.3.4 Knacc CK3M onpenenstoT, ncxoas us BosMoxHocT CK3M NpoTMBOCTOATL aTakaM, UCTONb3YIOWUM CBEASHNUS
o Co.

A.3.5 CK3W Bcex KnaccoB A0mKHbI MPOTUBOCTOATL aTakaM, UCTONb3YIOWNUM CreyIoLLne CBEAEHNS:

a) cogepxaHue gokymeHTauun Ha CO,

6) ony6rnnkoBaHHsle BO3MOXHOCTU U ys3BuMocTH MO CD, MO AC CP u AC CP;

B) cBefleHMA 060 BCex HapylleHusx npaBun skcrnyatauuu CP, NposBRSIOWMXCS B KaHarnax cBsS3un, He 3allyLeH-
HBIX OT HecaHKLMOHWPOBaHHOrO AOCTYNa K MH(OPMaLK OpraHn3aLNnoHHO-TEXHUMECKUMI Mepamm;

r) cBefeHUs 060 Beex HencnpasHocTAX N c6osix AC CO, NPosBRSIOMUXCSA B KaHanax CBS3N, He 3aluLIeHHbIX OT
HeCaHKLMOHUPOBaHHOro A0CTYNa K MH(OpMaLIMK opraH13aLOHHO-TEXHUHECKUMI MEpaMi.

A.3.6 CK3W knaccos KB 1 KA JomxHEl NPOTUBOCTOSTE aTakam, UCMONb3YIOLMM CBEAEHNS, coaepXallnecs B 1C-
Xo4HbIX TekcTax MO CO n MO AC Co.

A.3.7 CK3U knacca KA BomKHbI NMPOTUBOCTOSATL arakam, UCTMONb3YHOLLUM CBEAEHMUS, CogepXKallnecst B KOHCTPYK-
Topckoii fokyMeHTaLum Ha AC CO n MO AC Co.

MpumeyvyaHue — BosmoxHocTe CK3M NpoTUBOCTOATL aTakam, UCMonb3yloWuM cBeferns o CD, nepeuncneH-
Hele B A.3.5, A.3.6 n A.3.7, unnroctpupyetca Tabnuueit A.2, B KOTOpoW 3HaK «+» o3HajaeT, 4To CK3M npoTuBoCTONT aTa-
KaM, UCMonb3yoLWMM COOTBETCTBYIOLLME CBEAEHUS, @ 3HaK «—» — HE NMPOTMBOCTOMT,

Tabnuuya A2

Knacec
MTyHKT
KC1 KC2 KC3 KB KA
A35 + + + + +
A36 - - - + +
A3.7 - - - - +

A.3.8 Knacc CK3W onpegensior, ucxops U3 BO3MOXHOCTU CK3W MpoTUBOCTOATL aTakaM, MCMosb3yoLMM CBeAeHNs
06 NC.

A.3.9 CK3M Beex Knaccos JormkHLI NPOTUBOCTOSATL aTakaM, UCTOoNb3yoWwuM cregytone cBefeHns:

a) obwme ceegerna o6 UC, B koTopoit ncnonb3ytoT CK3U (HasHaueHne, cocTas, onepaTop, 06beKThl, B KOTOPbIX
pasmMelleHbl pecypcel UC);

6) NOKYMeHTMpoBaHHLIe U onybnukoBaHHbIe cBeAeHNS 06 MHOPMAaLMOHHBLIX TEXHONOrUsIX, 6a3ax AaHHbIX, AC, MO,
ucnonbsyembix B UC coBMecTHo ¢ CK3U;

B) cBEAEHUA O KaHarnax CBS3W.
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A.3.10 CK3WM knaccos KC3, KB 1 KA gomkHel NpOTUBOCTOATL aTakam, UCMonb3yroLmMM cBefeHust 000 BCEX CeTsX
cBA3n B cocTase NC, paboTalolwnx Ha e4UHOM KPUNTOrpaduieckoM Kriroue.

A.3.11 CK3M knaccos KB 1 KA fomxHEl NPOTUBOCTOSATE aTakam, UCNOSb3y LM CBEeL,eHNs, COAEPXKaLUMECs B KOH-
CTPYKTOPCKOW AOKYMEHTaLMN Ha MHpopMaLMOHHbIe TexHonorum, 6asel gaHHelx, MO, ucnonbsyemsle B IC COBMECTHO ¢
CK3W.

A.3.12 CK3W knacca KA gonxXHbl NPOTUBOCTOSTL aTakam, MCMOMb3YOWUM CBELEHUS, CofepKalLMecs B KOHCTPYK-
TOPCKON flokyMeHTauumn Ha AC, ucnonesyemble B UC coBMecTHO ¢ CK3W.

MpumeyaHue — Bo3moxHocTb CK3WM npoTUBOCTOATL aTakam, UCNorb3yowmuM cBeaeHns 06 UC, unntoctpupy-
eTcs Tabnuuen A3, B KOTOPOiA 3HaK «+» 03HavaeT, 4To CK3M npoTUBOCTOMT arakam, MCNonb3yowWwmuM COOTBETCTBYOLLNE
CBeJlEeHNS, @ 3HaK «—» — He NPOTUBOCTOUT.

Tabnuya A3

Knacc
MyHKT
KC1 KC2 KC3 KB KA
A39 + + + + +
A.3.10 - - + + +
A3.11 - - - + +
A.3.12 - - - - +

A.3.13 CK3WM knaccos KC2, KC3, KB 1 KA gomkHbl NPOTUBOCTOSTL aTakaM, UCNONb3YOLMM Crieaylowne cBefeHunn
06 opraHU3aLOHHbLIX Mepax:

a) CBeAeHUA 0 hM3NYECKNX Mepax 3aLLyThl 06LEKTOB MHPOPMAaTM3aL|K, B KOTOPLIX pa3MeLLeHbl LTaTHbIe CPEACTBa;

6) cBefeHns o Mepax no 0becnedeHnIo KOHTPOSTMPYEMOIl 30HEI 0BLEKTOB MHOpMaTU3aLnN, B KOTOPLIX pasMeLle-
Hb! WITATHLIE CPEACTBa;

B) CBe4EHMA 0 Mepax No pasrpaHUYeHUIo AocTyna Ha 06bekTsl MHOPMaTU3aLUMK, B KOTOPLIX PasMeLLeHb LWTaTHble
cpeacTsa.

A.3.14 Knacc CK3M onpepenstoT, ucxons u3 Bo3MoxHocTM CK3W npoTUBOCTONATL aTtakam, UCTOoNb3yIownM ceege-
HWUS O HeJeKnapnupPOoBaHHbLIX BO3MOXHOCTSAX U YA3BUMOCTAX.

A.3.15 CK3WM Bcex knaccoB JOMKHEI MPOTUBOCTOSATL aTakam, UCMOb3YoLLMM cBefieHUs 06 onyGnuKoBaHHbLIX METO-
Aax ucnonb3oBaHusa yassumocter MO CO n AC CO.

A.3.16 CK3WU knaccos KB 1 KA AomKHbI NPOTUBOCTOSTL aTakam, UCMomMb3yoLWMM CBEAEHUS O HelleKnapupoBaHHbIX
BO3MOXHOCTAX MO CP 1 HeonybnunkoBaHHbIX ys3BuMocTsx MO CO.

A.3.17 CK3WU knacca KA pomxHbl NpOTUBOCTONATL arakaM, UCNonb3yLyM CBeAEHNA O HeaeKnappoBaHHbIX BO3-
moxHocTAx AC C®, MO AC CO n HeonybnukoBaHHbIX yassumocTsax AC CO u MO AC Co.

MpumedaHune — BoamoxHocTb CK3M NpoTBOCTOSITL aTakam, UCMonb3yoLMM CBEAEHUSA O HegeKnapupoBaH-
HbIX BO3MOXHOCTSAX U YA3BMMOCTSAX, UNNOCTPUpYeTes Tabnuuen A.4, B KOTOPOM 3HaK «+» 03HaqaeT, 4To CK3W npoTneo-
CTOUT aTakam, MCNOSb3yOLM COOTBETCTBYIOLME CBEeHUS, @ 3HaK «—» — He NPOTUBOCTOMT.

Tabnwuuya A4

Knacc
MyHKT
KC1 KC2 KC3 KB KA
A.3.15 + + + + +
A.3.16 - - - + +
A.3.17 - - - - +

A.4 TexHuueckue cpeacTBa, MCNOMNb3yeMble NMPU CO34aHMN CNOCOBOB, NOArOTOBKE U NPOBeAeHNM aTaK

A.4.1 Knacc CK3W onpefensioT, ncxops us BoamMoxHocT CK3W NpoTUBOCTONTL aTakaM, MCMOMb3YHLLIUM TeXHUYe-
CKve cpepcTBa.

A.4.2 CK3WM Bcex knaccoB [OMKHbI NPOTUBOCTOSTL aTakaM, UCMOonb3yoLLMM CreayoLne cpeacTea:
a) WraTHble CpeacTsa;

6) cneyuansHo paspaboTaHHele AC u MO.
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A.4.3 CK3W knaccoB KB 1 KA AoMmKHbI NpOTUBOCTOSATL aTakam, UCMOoNb3yHLLMM crefyroLlne cpeacTea:

a) cpefcTea NpoBeAeHUs NabopaTopHbIX UCCeAoBaHUA LUTATHBIX CPEACTE;

6) cpefcTBa NPOBEAEHNS UCCIeoBaHWUin HefeKnapupoBaHHbIX BO3SMOXHOCTE 1 yazBumocTeit 0.

A.4.4 CK3W knacca KA JOmxHbl NPOTUBOCTOSITL aTakaM, WCMonb3yLWMM cpeicTBa NpPoBeAeHWst UCCriefoBaHui
HefeknapupoBaHHbLIX BOSMOXHOCTER 1 yassumocTei AC.

MpumevaHune — BosmoxHocTe CK3W NpoTMBOCTOATL aTakam, MCMONb3YHOLMM TEXHUYECKUE CPeLcTBa, UNsko-
cTpupyeTcs Tabnuueit A.5, B KOTOPOii 3HaK «+» o3HavaeT, 4To CK3W NpoTMBOCTOWT aTakam, UCMoNb3YHLWMM COOTBETCTBY-
toLLMe CpeACcTBa, a 3HaK «—» — He NPOTUBOCTOWT.

Tabnunuya A5
Knacc
MyHKT
KC1 KC2 KC3 KB
A4.2 + + + +
A4.3 - - - +
A4d.4 - - - -

30HbI.

A.4.5 CK3WM gomnxHel NpOTUBOCTOATL aTakam, UCMOoNb3yoLWKUM CrieqytoLime TeEXHUYeCckue KaHanbl:
a) KaHarbl cBssn — ana CK3WM Beex knaccos;

6) VHble KaHanbl pacnpocTpaHeHus HopMaTuBHEIX curHanos — ans CK3W knaccos KB n KA.

A.5 MecTo npoBeaeHusa atak
A.5.1 Knacc CK3W onpeaenstoT, CX04a U3 MecTa NpoBeAEeHUs aTaku.

A.5.2 CK3W Bcex knaccoB AOMKHBI NPOTUBOCTOSATE aTakam, NPOBOASALMMCH W3-3a NPeferioB KOHTPONMpyemoii

A.5.3 CK3W knaccos KC2, KC3, KB 1 KA fomxHbl NPOTUBOCTOATL atakam, NpoBoAALMMES U3 NpeaenoB KOHTPO-
NUpyeMOoit 30HbI.
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Mpuka3 ®CB Poccuun

oT 9 ceBpans 2005 r. Ne 66

(B peaakuyum npukasa OCb Poccun
oT 12 anpens 2010 . Ne 173)

PekomeHAauum no craHaaptusayuu
P 50.1.053 — 2005

depepantHbli 3akoH Pocceuniickoi
®depepaumu ot 6 anpens 2011 r. Ne 63

CnoBapb Kpuntorpagu4eckux
TEPMUHOB

[NocTaHoBNEeHWe
[NpaBuTenscTBa
Poccuiickoit ®egepauum

oT 16 anpens 2012 . Ne 313

Mpukas ®CB Poccum
oT 27 pekabps 2011 . Ne 795

[Mpukas OCB Poccuu
oT 27 pekabpsa 2011 . Ne 796

Mpukas ®CB Poccum
oT 10 nronsa 2014 . Ne 378

Bubnuorpadua

O6 yTBepxaeHun MNonoxeHns o pa3paboTke, NPOU3BOACTBE, peanusauuu
W aKcrnyaTtaymmn WndpoBanbHblX (KpunTorpaduyeckux) cpefcTs 3alumThl
nHdpopmarmu (MonoxeHue MNMK3 — 2005)

UHdpopmMaLmoHHas TexHonorna. OCHOBHbIE TEPMUHBI U onpeaeneHuns B 06-
nacTy TEXHUYECKOIA 3almTbl UHdopMaLmn

Ob6 aneKkTpoHHOI nognucu
Mox. pea. B.A. Moropenosa n B.H. Cavkosa. —M.: MUMHO, 2006. — 94 c.

O6 yTtBepxaeHUn [MONOXEHUS O NUUEH3UPOBAHUW AEATENBHOCTA MO
paspaboTke, NPOU3BOACTBY, PACNpPOCTPaHEeHNIo LWNdPOBanbHLIX (KPUMTO-
rpacuyecknx) cpeacTs, WHMOPMALMOHHBLIX CUCTEM W  TENEeKOMMYHW-
KaLMOHHbIX CUCTeM, 3allULIEHHbIX C WCNoNb3oBaHWeM LWndpoBanbHbIX
(kpunTorpacuyecknx) CpPeAcTs, BLINOMHEHUIO paboT, okasaHWio ycnyr
B obnactn wudpoBaHa WHDOpPMaLUK, TexHUHeckoMy obcnyxuBaHuio
LM poBanbHbIX (KpUNTOrpaduyHecknx) cpeacTs, MHPOPMaLIMOHHBLIX CUCTEM
U TENEeKOMMYHUKALMOHHBIX CUCTEM, 3aLUULLEHHBIX C MCMONb30BaHMEM
LLnppoBanbHbIX (KpUnTorpaduyecknx) CpeacTs [3a UCKMIOYEeHNEM cryyas,
ecnu TexHu4eckoe obcnyxuBaHne WUdpoBanbHbLIX (KpMnTorpaduyeckux)
cpeacTs, UHPOPMALMOHHBIX CUCTEM WU TENEKOMMYHUKaLMOHHBIX CUCTEM,
3alULEHHBIX ¢ UCNONb3OBaHNEM WM POBanbHLIX (KpunTorpaduiecknx)
cpeacTs, ocywecTenAeTca AnA  obecneyeHusi COBCTBEHHBIX HyXA
HOpUANYECKOro NULa NN UHAUBNAYanNbLHOro NpeanpuHUMaTens)

O6 yTtBepxaeHun TpeboBaHuit K copme KBaNUMULUPOBAHHOIO CEpTU-
dukaTa Kniova NpoBepKuU 3NEKTPOHHOW nognucu

O6 yTBepxaeHun TpeGoBaHUA K CpeacTBam SNEKTPOHHOW noanucu M
TpeGoBaHWii K CpefCTBaM Y0CTOBEPSIHOLLEro LieHTpa

O6 yTBepxaeHUN cocTaBa 1 CofiepXXaHnUsa OpraHN3aLMOHHBIX U TEXHUHMECKNX
Mep no obecnedeHnio 6e30MacHOCTM NEePCOHaNbHLIX AaHHbIX MpU WX
obpaboTke B WHGOPMALMOHHLIX CUCTEMax MNepPCOHanbHLIX JaHHbIX C
UCToNb3oBaHNEM CPeACTB Kpuntorpadpuyueckon 3awmtel UHGopMaLmu,
HeoOXoAUMBIX ANSA  BbINOSIHEHUA  YCTAHOBMEHHbIX [1paBUTENbLCTBOM
Poccuiickoit Pefiepauynmn TpeboBaHWil K 3aWuTe NEpPCOHarbHbLIX AaHHbIX
ANA KaXA0ro U3 ypoBHe| 3allnLLEHHOCTH
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YK 681.3.06:006.354 OKC 35.040

Knioyesble crioBa: MHOPMaUMOHHAsA TEXHOMOMMUA, Kpuntorpaduyeckas sawpmra MHgopmayumn, NpUHUMnbI
pa3paboTku U MoaepHM3aumm, undpoBarnbsHbie (KpuntTorpaduyeckne) cpeacTaa 3awmutsl MHpopmauun, CK3U
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