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BBeaeHue

HacrosiLme pekoMeHaaumm cogepxar onmcaHue npoTokona 6€30nacHOCTU TPAHCMOPTHOTO YPOBHSA BEp-
cun 1.2 (TLS 1.2), ¢ kpunToHAbopamMu Ha OCHOBE anropuTMoB GrnoyvHoro wudposanua «Marma» n «KysHe-
Yuk», onucanHbix B FTOCT P 34.12—2015.

HeobxoanmocTb pa3paboTkn HACTOALLEr0 AOKYMEHTA Bbi3BaHA NOTPEBGHOCTLIO B 0OecneveHnn cosme-
CTMMOCTM peanusauyuin npotokona TLS ¢ ucnonb3oBaHMeEM POCCUMCKUX rOCYAapCTBEHHbIX KpunTorpaduye-
CKUX CTaHOAapTOB.

MpumMevyaHune — OCHOBHas YacTb HACTOALMX peKoMeHAauui JonofnHeHa npunoxeHuamu A—B.
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PEKOMEHIOAUMNMN no CTAHAODAPTMUWUWSI3IAUNMN

MucdopmaunoHHaa TexHONorus
KPUNTOMPA®PUYECKAA SALLMTA MHOOPMALIMKN

Ucnonb3oBaHue pocCUNCKUX KpunTorpadmyeckmx ariroputMoB
B NPOTOKOJIe 6€30MacHOCTU TPAHCMOPTHOrO ypoBHA (TLS 1.2)

Information technology. Cryptographic data security.
The use of the russian cryptographic algorithms in the transport layer security protocol (TLS 1.2)

Dara BBepenna — 2019—02—01

1 Obnactb NPUMeHeHusA

OnnCaHHbIN B JaHHBIX PEKOMEHAALMUAX NPOTOKON NpeAHa3HayveH Ans yCTaHOBIEHUS 3aLULLEHHOIO CO-
€AVHEHN MeXay KIMEHT-CepBEpPHbIMU NMPUNOXEHUAMU B ceT MHTEpPHET ¢ UCNOMNb30BaHUEM anrOpMTMOB,
onpeaensieMbiX POCCUIACKMMU TOCYAApCTBEHHLIMU KpunTtorpacduyeckumu craHgapramu, ansa oGecnedeHus
ayTeHTUucpukaumm CTopoH, KOHMUAEHLMANBLHOCTU U LENOCTHOCTU MHOpMaLMK, nepeaaBaemon No KaHany
CBA3U, B KOTOPOM JONYCKAETCA NPUCYTCTBME aKTUBHOIO NPOTUBHUKA. [1POTOKON MOXET NPUMEHATLCA Ans obe-
cneveHuns 3almThbl KaHaNoB CBsI3u Npu 06paboTke nHopmaumu, He coepXalleinn CBeeHUI, COCTABNSIOLLMX
rocyaapCrBEHHYIO TalHy.

2 HopmaTUBHbIE CCbISIKK

B HacToALWMX pekoMmeHAauMsax UCMONb30BaHbl HOPMATUBHbLIE CCbINIKM Ha CNeaylowme cTaHaapThbl:

FOCT P 34.10—2012 UHdpopmaumoHHas TexHonorus. Kpuntorpaduyeckasn sawmra uHgpopmavuu. Mpo-
Leccbl POPMUPOBAHUA U NPOBEPKN SMEKTPOHHOW LIMPPOBOIN NOANUCK

FOCT P 34.11—2012 UHdopmaumoHHasa TexHonorusa. Kpuntorpaduyeckas sawmra uHhopMmauuu.
PYHKUMA X3LUMPOBAHUSA

FOCT P 34.12—2015 WUHpopmaumoHHaa TexHonorusa. Kpunrtorpaduyeckasa 3awmra uHdopMaumm.
BroyHble Wwndpbl

FOCT P 34.13—2015 MHdhopMauuoHHasa TexHonorus. Kpuntorpaduyeckas sawmra nHcopmauuu. Pe-
UMbl paboTbl BNOYHbIX LW POB

FOCT P NCO/M3K 9594-8 NHdopmMaLmMoHHasa TexHornorusa. B3aaumocBA3b OTKPLITLIX cucteM. Cnpasoy-
HUK. YacTb 8. OCHOBbI ayTeHTUdMKaALIMK

P 50.1.113—2016 UHdopmaumoHHasa TexHonorus. Kpuntorpadmyeckas sawmrta uHdopmayum. Kpun-
Torpacduyeckue anropuTMbl, CONYTCTBYIOLLME MPUMEHEHUIO anropuTMOB 3NIEKTPOHHON LiMchpOBOI NOANUCH W
YHKUMU X3LLMPOBaHUSA

P 1323565.1.017—2018 UHdopmaumoHHan TexHonorusa. Kpunrorpaduyeckas sawmra unHdopMaumm.
KpunTtorpadumyeckue anropuTMbl, COMyTCTBYIOLLWE NPUMEHEHMIO anNropuTMOB BrNOYHOrO LM POBaHUS

MpumedaHue — Tllpu NONb3OBaHUM HACTOSALWMMU pPeKOMeHJaunsaMK LienecoobpasHo NpoBepuTb AelcTBUE
CCBINOYHbIX CTaHAAPTOB B MHGOPMaLMOHHON cucTeme 0bLLyero Nonb3oBaHus — Ha oduLuansHoM caiite degepanbHoro
areHTCTBa MO TEXHUYECKOMY PEryNUPOBaHNIO U METPONOTAU B CETU MHTEPHET WM NO eXerogHoMy WHGOpMaLMOHHOMY
yKasaTento «HalunoHanbHble cTaHAapThl», KOTOPLIA onyBrnkoBaH no cocTosHWUI0 Ha 1 AHBaps TeKyLero roga, 1 no Bel-
nycKkaM exeMecs4YHOro MH(OopPMaLMOHHOro ykasaTens «HaluuoHanbHble cTaHaapThli» 3a TeKywuid rog. Ecnn 3aMeHeH

M3pgaHue oduuymanbHoe
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CChINOYHBIN CTaHAApT, Ha KOTOPLIN AaHa HeaaTMpoBaHHas CCbifika, TO PeKOMeHAYETCA UCMOb30BaTh 4eNCTBYIOLLYHO Bep-
CUI0 3TOrO CTaHAapTa C y4eTOM BCEX BHECEHHBIX B AaHHYH BEPCUIO U3MeHEHUI. ECNI 3aMeHeH CChINMOYHBIN CTaHAapT, Ha
KOTOpPLI AaHa faTupoBaHHas CChifika, TO PEKOMEHAYETCS UCTONb30BaTh BEpCUo 3TOrO CTaHAapTa C ykasaHHbIM Bbille
rOAOM YTBEpPXAEHUA (MPUHATUS). ECnu nocre yTBep»AeHNst HacToSALMX peKOMEHAaLMA B CChINOYHEIN CTaHAapT, Ha Ko-
TOpbIil AaHa AaTMpoBaHHas CChinka, BHECEHO U3MEHEHWe, 3aTparuBatolliee NONOXEHWe, Ha KOTOPOE JaHa cebinka, TO 3To
MONOXeHe pekoMeHAYeTCs NPUMeHsTb Ge3 ydeTa JaHHOTO 3MeHeHWsl. ECNu cChINIoYHbIA CTaHfapT oTMeHeH 6e3 3ame-
Hbl, TO NOMOXeHMWe, B KOTOPOM AaHa CChifika Ha Hero, MPUMEHSIETCA B YacTy, He 3aTparmBaroLLeit 3Ty cChimnky.

3 TepMuHbI, onpegeneHnsa n 06o03HavYeHus

3.1 TepMuHbI U onpeneneHus

B HacTOALLMX pekoMeHAauMAX NPUMEHEHbI CNeayoLme TEPMUHbI C COOTBETCTBYHOLLMMUW ONnpeaeneHusiMu:

3.1.1 kpunToHa6op (cipher suite): Habop kpuntorpaduyeckmx anropuTMOB M UX NapaMeTpoB, onpeae-
nawowmn paboty npotokona TLS B paMkax COOTBETCTBYIOLLEN AaHHOMY KpMNTOHAbopy ceccuu.

3.1.2 cornacoBaHHbIN KpunToHa6op: KpuntoHabop, COOTBETCTBYIOLUMIA MAEHTUUKATOPY KPUMNTOHA-
6opa, cornacoBaHHOMY CTOPOHaMM B3aMMOAENCTBUSA B NPOLIECCE BbINONHEHUA npoTokona Handshake, onu-
CaHHOro B pasaene 6.

3.1.3 oTKpbITLIN KN4 cepBepa: Knioy, paBHbIi KWy NPOBEPKU NOAMUCH, XPaHALLEMYCS B CEPTURDU-
KaTe cepeepa.

3.1.4 3akpbITbIA KINOY cepBepa: Knioy, paBHbIi KoYy NOANUMCK CepBepa, COOTBETCTBYIOLLEMY K04y
NPOBEPKM NOAMMUCHU, XpaHsLLIeMyCH B cepTudukare cepsepa.

MpuMevyaHne — B HacTOALMX peKOMEHaLMAX TEPMUHBI «OTKPbITHIN KITHo4 cepBepay, «3aKpbITbli Ko cep-
Bepa» UCTMONb3YHTCA BMECTO TEPMUHOB «KITKOY NPOBEPKU MOAMUCH CEPBEPaY, «KNKOY NOANUCK cepBepa» B LIENAX KOHKpe-
Tusaumu cnocoba Ux UCMONbL30BaHMS 1 yKa3biBakT Ha TO, YTO AaHHble KNoYM He ucnonb3aytotces B npoTtokone TLS 1.2 ans
dopmMmpoBaHna NOANUCH, @ y4acTBYHOT B BelpaboTke obLero knioda npu pabote npotokona Handshake (cm. pasgen 6).

3.2 O603HaYeHun

B HacToswWmMX pekoMmeHaaumsaX UCMONb30BaHbI cneaylolme 0603Ha4YeHus:
xmody — OCTaToK OT iIeNeHUA LEeNOoro YMCcna X Ha Lenoe Yncno y,
B, — MHOXeCTBO 0aWTOBbIX CTPOK ANMUHbLI S, $ > 0. CTpoka b= (b1,...,b ) npuHagnNexuvT
MHOXeCTBY By, ecnu by,...,bg €1{0,...,255}. Mpu s=0 MHOXECTBO B, COCTOUT U3

€OWUHCTBEHHOW MYCTON CTPOKK ANUHbI O;
| — KOHKATeHalMsl [BYX GailTOBLIX CTPOK; ANA ABYX CTPOK a=(a,,...,ay )€ By,
b= (b1,. . .,bsz) € By, UX  KOHKaTeHauuen alb Ha3blBaeTcA  CTpokKa

c= (a1,...,as1,b ,...,bsz) e B,

1+s2°

b[i..j] — crpoka b[i..j]:(bi,bi+1,...,bj)e Bj_js e 1<i<j<s n b=(b,...b;)eBy;

INT (b) — umeno INT (b) = 25651 - by +---+256 - by_,+bg, tae b=(b,,...b;) e B;

STR,(r) —ctpoka STR,(r)=(by,....bg) € B,, cootsetcTBYyIOWAs uncny r=256%" b+ -+
+256-b_4+bg <256° -1,

stry (r) —crpoka  str (r)=(bg,....b;) € B,, cootetcTBYlOWan uucny r=256%"-b +---+
+256-bg_4+bg <256° —1;

LMB, (b) —ctpoka LMB; (b)=(b,,....b;) € B, cooTeetcTBylomas crpoke b= (by,...,bs)e B,
1<t<s.

n — napameTp anroputma OrnoyHoro WwnudpoBaHus, HasbiBaEMbIA ANMHON Groka; B pam-
Kax JaHHOTO JOKYyMEHTa n3mepseTcs B banrax;

k — napameTtp anroputma 6no4Horo WMpoBaHus, Has3biBaeMblii ANUHON KNOYa; B pam-

Kax JaHHOTo JOKYMEHTa uamepserca B banrax;
ENC(K,IV,M) — anroputm LumcpoBanusi coobLieHna M Ha Kitode K C NOMOLLbIO BEKTOPA MHULMANW-
3auum 1V, KOTOpbIN 3aaaeTcs BbIOPaHHbIM KPUNTOHAGOPOM;

MAC(K,M) — anropuTm BblYMUCIIEHUs KOAA ayTeHTUMKaLmMu coobLeHua M Ha kniode K, KOTOpbIi
3ajaeTca BbIOPaAHHbLIM KPUMTOHAO0POM;
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q — NopPSAAO0K NOArPYNMbI rPynnbl TOUYEK ANNUNTUYECKON KPUBOW, COOTBETCTBYIOLLEA OTKPbI-
TOMY K04y CepBepa;

P — TOUKa SNMUNTUYECKON KPUBOI NOpsAAKa g, COOTBETCTBYIOLLIEH OTKPLITOMY KIKOHY cepBepa;

0] — HyrneBas TOYKa ANNUNTUHECKON KPUBOR;

Q¢ — KN4 NPOBEPKUN NOAMUCHU, XPaHALLMIACA B CEPTUDMKATE KNUEHTA;

ke — KIIOY NOANNCYN KNUEHTA, COOTBETCTBYIOLLIMI KoMy Qg

Qg — OTKpbITBIii KITIOY cepBepa;

Kg — 3aKpbITLIN KIMIOY CEPBEPA;

rc — GariToBas CTpoka CO CriydyaiHbIMU AaHHbIMU, cooTBeTCTBYIOLLAA nonto ClientHello.random,
onucaHHomMy B 6.3.2;

s — GaitToBas CTpoka Co CryyaiiHbIMMU AaHHbIMKM, COOTBETCTBYIOLLAs nonto ServerHello.random,
onucaHHomy B 6.3.3;

SIGN,, — anropuTM NOANUCU Ha Knoye K, OnucaHHbIi B 6.4.6;

HASH — xaWw-yHkuma FOCT P 34.11—2012 ¢ anuHoi Beixoaa 32 baiira (256 our);

KEG — anropuTM reHepaLmm Krniodemn aKkenopTa, onmcaHHblin B 6.4.5.1;

PRF — ncesaocnyyanHaa dyHkuua PRF_TLS_GOSTR3411_2012_256, onucaHHas B
P 50.1.113—2016;

KExp15 — anropuTM SKCropTa Kroven, onmcaHHbii B P 1323565.1.017—2018, ucnonb3yowmin
6GrnoYHbIX Wnp, 3agaowmiica BbiIOpaHHbIM KpUnToHabopowMm;

Kimp15 — anropuTM MMMopTa Kno4veu, onucaHHbin B P 1323565.1.017—2018, ncnonb3yiowumin
GnoYHbIX WKpP, 3aaatowmincs BoIoOpaHHbIM KpMNTOHAO0POM;

& — onepauus No6MTOBO KOHBLIOHKLMU (NobutoBoe «Uy);

HM — NepeMeHHasn, XpaHsALLaa KOHKaTeHaLMIO BCEX NepecrnaHHbIX U NONyYeHHbIX coobLye-

Huin npoTtokona Handshake, HaumHas ¢ coobwienus npusetrcreus ClientHello n 3akan-
unBasn coobLyeHnemM (HO He BKMioyas ero), npu POPMUPOBAHMKU KOTOPOIO 3Ta nepe-
MEHHas UCMOoNb3yeTcH; nNpu 9ToM coobweHne 3anpoca npusetcteusa HelloRequest,
coobueHus npotokona Change Cipher Spec u coobuieHus npotokona Alert He Bknito-
yawTca B nepeMeHHyto HW.

MpuMedaHue 1 — [AnA onucaHnsa NPOTOKOMa B HACTOALWMX PEKOMEeHAaLMsX UCToNb3yeTcs obLenpuHATHIA
A3bIK MPeAcTaBneHns (danee — A3blK Npeacrtasnenuns TLS), onucaHHbIn B [1].

MpuMedaHune 2 — B HacToAWMX pekOMEHaLUsAX BCe CTPOKOBLIE KOHCTaHTLI NPUBOAATCA B KaBbIYKaX W npea-
cTasnstoTes B koguposke ASCII.

MpuMedaHue 3 — B HaCTOALWMX PEKOMEHAALMSX B LEMNAX COXPaHeHUss TEPMUHOSOTUYECKOH NpeeMCTBEHHO-
CTU C JeUCTBYHOLMMU OTEYECTBEHHBIMU HOPMATUBHLIMU [LOKYyMEHTaMU W ONyGINMKOBAHHBIMU HayYHO-TEXHUMECKUMU W3-
AaHUAMU YCTaHOBMEHO, YTO TEPMUHBI «X3LU-PYHKLUAY, «KpUMTOrpacuyeckasn Xall-pyHKLMUsA», «DYHKLWUS X3LLMPOBAHUAY
W «kpunTorpadguyeckas yHKLUsS X3LUMPOBaHUSA» SBIIAKOTCS CUHOHUMaMM.

MpuMedaHune 4 — B HacTosLUX peKOMEHAALMSX B LENSIX COXPaHEHUS TEPMUHOMOMMYECKOK NPEEMCTBEHHOCTH
C AeWCTBYIOLMMU OTEHECTBEHHEIMU HOPMATUBHLIMU JOKYMEHTaMU U onyGnmnKoBaHHLIMU Hay4HO-TEXHUHECKUMU U3[aHM-
SIMU YCTAHOBMNEHO, YTO TEPMUHBI «3M1EKTPOHHAS NOANUCEY», «LMdpOoBasi NOANUCELY, «ANEKTPOHHANA LndpoBas nognuck» 1
«NOAMNUCLY» ABMSHOTCH CUHOHUMaMM.

MpumedaHue 5 — B HacTOAWMX PeKOMEHAALMAX UCMOMb3YIOTCA 0003Ha4YeHUs napameTpoB SNAUNTUHECKUX
KpuBbix B cootBeTcTBMU ¢ [OCT P 34.10—2012 (pasgen 5).

4 Nepapxua uHpopMaLuMoHHOro oomeHa B nporokone TLS

Mpotokon TLS cOCTOMT U3 ABYX YPOBHEN: HUXKHETO U BEPXHETO. Ha HUXKHEM YPOBHE HAX0AUTCSA NPOTOKON
Record, pabortatoLymnii TOBEPX HEKOTOPOro TPAHCMOPTHOrO npoTokona (Hanpumep, TCP) ¢ rapaHTMpOBaHHOM
JOCTaBKOW MaKETOB JaHHbIX, KOTOPbIM 06eCcneYnBaeT AOCTaBKY COODLLUEHNI C COXPAaHEHNEM UX O4EPESHOCTH,
OTCYTCTBMEM NOTepb U AybnuposaHuin. Moeepx npotokona Record, B CBOKO ovepenb, paboTatot cneayioLime
npoTokornbl: npotokon Handshake, npotokon Alert, npotokon Change Cipher Spec u npotokon Application
Data.

Cxema o6meHa AaHHbiMK B npoTokone TLS n3obpaxeHa Ha pucyHke 1.
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MpuknagHbie NPOTOKONbI

[
/ i

MpoTokonkl BepxHero ypoBHsi TLS

TLS , |

MpoTokon Record

/

TpaHCcnopTHbIA NPOTOKON

J Y N

PucyHok 1 — Cxema obMeHa AaHHbIMM B npoTokone TLS

OCHOBHO€E Ha3HayeHue npotokona TLS — cosgaHue 3awmLLeHHOro KaHana ceasu Mexay AByMs B3au-
MOAENCTBYIOLLMMM CTOPOHAMU, TO €CTb 0DecneYeHne cneayroLmux CBONCTB:

- ayTeHTUUKaLMA CTOPOH: KPUMTOHAOOPLI, OMUCAHHLIE B HACTOALLMX PEKOMEHAAUMNAX, NPeaoCTaBnsaloT
BO3MOXXHOCTb OAHOCTOPOHHEN UMW ABYCTOPOHHEN ayTEHTUdMKALIMU CTOPOH. AyTEHTU(UKALMS KITMEHTA OCYLLECT-
BISIETCA 3a CYET NPOBEPKU NOANUCK KIIMEHTA; ayTeHTUAIMKALMS CEepBepa OCYLLECTBISETCA 3a CHET NOATBEPXKIAE-
HuS 00nagaHns oOLLMM CEKPETOM C MOMOLLILIO 3aKPbITOTO KIH04a, COOTBETCTBYIOLLIETO CEPTUCUKATY CEPBEPA;

- KOH(pmaeHUManbHOCTL: 06ecneunBaeTca 3a cyeT WwudposaHna nepeaasaeMon nHhopmauum;

- LIeNOCTHOCTbL: 06eCneYnBaeTCst 3a CHET UCNONL30BAHMA KOLOB ayTEHTUdMKALUN NEpefaBaEMbIX CO-
0o6LLEeHUI.

Nepapxusa uHgpopmaumoHHoro obMeHa npotokona TLS BknovaeT B cebsi ceccun, coeauHEHuUs!, NoTok
COO0O6LLEeHNI pasnNNYHbIX TUMOB, KOTOPbIA pasbuBaeTcs Ha 3anucu. B ogHoM ceccun MoXKeT ObITb peanm3oBaHo
HECKOMNBLKO COEAUHEHUI, NPOU3BONBHO PAa3HECEHHBLIX MO BPEMEHH.

Kaxkgas ceccusi xapaktepusyeTcs cnegylowmmm napamerpamy 6e30nacHOCTH, KOTOPbIE COrnacoBbIBa-
10TCA B X0A4e pabotbl npoTtokona Handshake (cm. pasgen 6) n oCcTalOTCA HEM3MEHHBIMU ANS KAXKA0r0 coeau-
HEHUs B pamkax JaHHOW CeCCUm:

- naeHTudmnkaTop ceccuu,

- ceptudumkar cepsepa;

- ceptuchukar knueHTa (B crnyyae ABYCTOPOHHEN ayTeHTMduUKaLun);

- KpuntoHabop;

- obLUee CeCCUOHHOE CEKpPETHOE 3HaveHne MS (chopMupyeTca KMMEHTOM U CepBEPOM B xoae paboThbl
npotokona Handshake, CoOTBETCTBYIOLLEMO MOMHOM CXemMe 0bMeHa COOBLLUEeHNSIMN).

Kaxxgoe coeamHeHne xapakTepusyeTcs crneaylowuMm napaMeTpamm 6e3o0nacHoCTH, KOTOpbIE COrnaco-
BbIBaOTCA B Xo4€ npotokona Handshake (cm. pasaen 6):

- CTpOKa CO CryyaiHbiMi GaiTamm r, 3aaaBaemMas KImeHToM;

- CTpOKa CO cryyariHbiMn GaiiTamu rg, 3afaBaemas CepBepomM,

- KIIOY KNUEeHTa ANd BbIYMCNEHNA KOg4a ayTeHTUdMKauumn coobLueHna K/\%tgc;

- KN4 KNUeHTa Ansd NpoBEPKK koga ayTeHTudukayum coobueHns K,{/‘fggc;

- KN4 CepBepa Ans BbIYUCIIEHMS Koda ayTEHTUUKALMUN COOBLIEHNS Km{fgs;

- KMIO4 CepBepa Ans MPOBEpKY koja ayTeHTUduKkaLmun coobiuenns Kiodd o;

- KMIOY KMNEHTa A 3aLmdPoBaHUs AaHHbIX KXTE

- KIIOM KNuUEeHTa Ans paclumdpoBaHns AaHHbIX KE\?gc?

- KN4 CepBepa Ans 3alundpoBaHms AaHHbIX K o

- KIOY cepBepa Ansi paclumpoBaHust AaHHbIX Kgi\,ags;
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- BEKTOP MHMUManu3auum KnMeHTa ans 3awmnpoBaHus gaHHbIX /vgﬂ'fe;
- BEKTOp MHMUManu3aumu KnueHTa ana pacumdpoBaHun AaHHbIX /Véead;
- BEKTOp MHMUManu3auuu cepeepa Ans 3awmgpoBaHusa AaHHbIX IVé’V”"e;
- BEKTOP MHMUManusauuu cepeepa anga paclumpoBaHUA AaHHbIX lVSfead.

MpumedaHue 1 — MNpn NEPBUYHOM OTKPLITUM CECCUN BO BpeMsl BLINMONHEHUA npoTokona Handshake Bbipaba-
TLIBAKOTCS Kak NapaMeTpbl CECCUM, TaK U napameTpbl COeAUHEHMSA.

MpumMmedaHne 2 — KpunToHabopbl, OMUCaHHbIE B HACTOALMX PeKOMeHJaUMUAX, COOTBETCTBYIOT CUMMe-
TPUYHOW CxeMe 3alnThl AaHHbLIX: BEKTOPbI MHULMANU3auumn 1 KnNioYu BbIYMCNEHNS KoAa ayTeHTUdUKaLmn coobie-
HWUS U 3aWMPPOBAHNSA COOBLYEHMSA, KOTOPLIE UCTIONb3YtOTCA AN (POPMUPOBAHUA 3aLLULEHHOM| 3anucK ofHOI cTo-
POHOW, MCMOMb3YIOTCA AMA NPOBEPKU Koga ayTeHTUdMKaLUNU coobLyeHns n paclundpoBaHus cooBLUEHUS ApYroi
CTOPOHOIA.

5 Mpotokon Record

Mony4mB AaHHbIe OT NPOTOKONOB Bonee BbICOKOro ypoBHA, NpoTokon Record hopmupyeTt us HUX nocne-
[0BaTeNbHOCTb CTPYKTYP, KOTOpPble HasbiBaloTcA 3anucamu. 3atem chopMUpoBaHHbIe 3anucu nepeaoTcs
TPaHCMNOPTHOMY MPOTOKOJTY.

3anucu COCTOAT U3 3arosioBKa, OMUCHIBAIOLIETO NEepeAaBaeMble AaHHbIe, U CaMUX AaHHbIX, KOTOPbIE
nepeaaioTca B OTKPLITOM MM 3aLUMLLEHHOM BUAE B 3aBUCUMOCTU OT TEKYLUErO COCTOSHUA cOoeAuHeHus. 3a-
rofioBOK BCEraa NepeaaeTcs B OTKPLITOM Buie.

JaHHble, Nony4yeHHble OT NPOTOKONa TPaHCNOPTHOIO YPOBHSA, MpOTOKOoN Record uHTepnpeTupyer kak
3anucy u popMMpyeT U3 HUX COOBLLEHNS ANA NPOTOKONOB BEPXHETO YPOBHA, ONUPAACL Ha 3arofoBKu 3a-
nuce.

B HacTosiLem pasaene Bce AeUCTBUSI OyayT ONUCaHbI 45 O4HOW (PUKCUPOBAHHOW CTOPOHbI B3aUMOAEn-
cTBuUA (KNUeHTa unu cepeepa), koTopas oGnajaer Kio4YoM LMcpoBaHNS K,‘;.V,’\;tg KNIOYOM BbIYUCEHUSA Koaa
ayTeHTuukauum coobLueHuns K,\"/V,ﬁfg, BEKTOPOM MHMLManusauun [VWite ang hopMuposaHnsa 3anucen n knio-
4oM pacLumdpoBaHus K24, knioyom npoBepku Koaa ayTeHTudmkaLmm coobLLeHns K,{Zj’g, BEKTOPOM WHU-

ENC’
umanusauunu 1Vea9 ans ytenus sanuceii.

5.1 CocTosiHMe coeauHeHunA

CocTosiHne coeuHeHns onpeaensieT nopsaok 06paboTku AaHHbLIX, NepeaaBaeMbiX B pamKax 3T0ro co-
eanHeHns. B kaxabll MOMEHT BPEMEHU BbIAENSAETCA TEKyLUEee COCTOAHUE YTEHUA U TeKyLlee COCTOsIHue 3a-
nUcK ANA Kaxaon U3 CTOPOH B3aMMOAENCTBUSA.

B kaxablii MOMEHT BpeMeHU Bce 3annucu obpabatbiBaloTca B COOTBETCTBUM C TEKYLMM COCTOAHUEM
coeMHeHUs. YCTaHOBKA U CMEeHA COCTOSIHUSI COeAWHEHUS NPOU3BOAATCA NOCNEe B3aMMHOro obMeHa co-
oOweHusamn ChangeCipherSpec, npoussoaumoro B pamkax npotokona Change Cipher Spec. [laHHoe
coobLleHne curHanuaupyet CTopoHaMm B3auMOAENCTBMA O TOM, YTO TEKylLlee COCTOsiHMe JYTeHusa/3anu-
CU MEHSIeTCH Ha HOBOE COCTOsIHWE, KOTOpoe Obifio COrnacoBaHo B pe3ynbTaTe BbINOMIHEHUA NPOTOKONa
Handshake.

COCTOAHUSA YTEHUA/3annCKU XapaKkTepuU3yloTCs CNeayIoLWMMIU 3HAYEHUAMU: NapaMeTpaMu ceccumn, napa-
MEeTpamu coeauHeHusi, HOMepoM nornydyaemon/nepecoinaemon 3anucu seqgnum (4mucnom ot 0 go SNMAX,
roe napametp SNMAX 3apaetcst BbIGpaHHbIM KpUNTOHAGOPOM), KOTOPLIN YBENUYUBAETCA HA €4AuHULY nocne
KaXkgon Nony4yeHHON/oTnpaBneHHon 3anucu. Npu CMeHe COCTOSIHNA YTEHMA/3anucu HOMepy nepechbinaeMon
3anucu AOSMKHO NPUCBAnMBaTLCA HYMNEBOE 3HAYEHUE.

Mpu ycTaHOBNEHUM NEPBOro COeAUHEHUST anrOpUTM BbIYMCNEHUS KOAa ayTeHTudukaummn n wudposa-
HUSA He UCMONb3YETCs, TO eCTb BCE AaHHble, NepeaaBaemMble npu pabore npotokona Handshake, 6yayTt nepe-
CbINaTbCsi B OTKPLITOM BUAE [10 TEX MOP, NOKA CTOPOHbI HEe 0BbMeHsiioTcs coobweHuamu ChangeCipherSpec u
HE CMEHSAT COCTOSIHWUSA YTEeHMsA/3anncK, Nocne Yero BCce AaHHbIE HAYHYT NepeaaBaTbCs B 3alMLLIEHHOM BUAE B
COOTBETCTBUU C TEKYLLUMM COCTOSATHUEM YTEHUSA/3ANUCHK.

Mpu co3gaHWm HOBOrO COeAMHEHUS B pamKax TEKyLLero COeAMHEeHWs Bce COoobLeHusi npoTokorna
Handshake nepeaatotca B 3aMWEeHHOM BUAE B COOTBETCTBMU C COCTOSIHUEM YTEHUS/3anucu, COOTBETCTBYIO-
UMM TeKyLLeMy COeMHEHUIO, 10 TeX NOP, NoKa CTOPOHbI He 0OmMeHsoTCa coobweHnnamn ChangeCipherSpec
N HE CMEHAT COCTOSIHUS YTEHUSA/3aNUCH.
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5.2 dopMupoBaHue 3anucu

Kaxcaaa 3anucb cogepxut cnegylolime napamerpsl: type, version, length, fragment. Mepeble Tpu na-
pameTpa type, version, length o6pasyloT 3aronoBoK 3anucu, ONUCaHHbINA B 5.2.2, 1 yKa3bIBalOT Ha TUN co06-
LLeHWA, BEPCUIO NPOTOKONA U ASIMHY NepeaaBaeMbix AaHHbIX COOTBETCTBEHHO, a napameTp fragment cogep-
XKUT dpparMeHT JaHHbIX, NepegaBaemMbiX B OTKPLITOM UMK 3alUMLLEHHOM Buae. pu 9TOM C Ka)Kaomn 3anmcbio
HEsIBHO aCCOLIMMPYETCH e NOPSAKOBLI HOMep segnum.

YacTb AaHHbIX, NONYYEHHbIX OT NPOTOKOSIOB Goree BLICOKOrO YPOBHS UM BbIAEMNEHHbIX NpU d)parmeH-
Taumm B COOTBETCTBUM C 5.2.1, nepeBoautcs B TLSPlaintext-cTpykTypy, KOTOpas 3ajaerca cneaylowmm o6-
pasom:

struct {
ContentType type;
ProtocolVersion version = {3, 3}; /*TLS v1.2 */
uint1l6 length;
opaque fragment [TLSPlaintext.length];
} TLSPlaintext;
enum {
change_cipher_spec(20), alert(21), handshake(22),
application_data(23), (255)
} ContentType;
struct {
uint8 major;
uint8 minor;
} ProtocolVersion

MNone TLSPlaintext.fragment coaepxuT dparmeHT nepegaBaeMbiX JaHHbIX B OTKPbITOM BUAE.

Mpu MHMUManusauum coegumHeHuss 4o obmeHa cropoHamu coobueHusimm ChangeCipherSpec npo-
Tokon Record onepupyeT He3alWLEHHbIMU 3aMUMCAMU, KOTOPble (POPMUPYIOTCA HEMOCPEACTBEHHO B BUAE
TLSPlaintext-cTpykTyp.

Mocne obmeHa coobueHuamn ChangeCipherSpec Bce aaHHbIe NEPECHINAIOTCA B 3aLUMLLEHHOM BuAe.
Mpu ycraHOBNEHMM CTOPOHAMK 3aLUULLEHHOTO peXxMMa nepecbinku AaHHbIX nNpoTokon Record nepesoaut
AaHHble TLSPlaintext-cTpykTypb! B 3awuueHHbin sua, hopmupys us Hux TLSCiphertext-cTpyktypy (dopmar
CTPYKTYPbI NONHOCTLIO coBnagaeT ¢ hopmatom cTpyktypbl TLSPlaintext), koTopon 3ateM onepupyeT npu uH-
¢dhopMaLnoHHOM 0OMEHE:

struct {
ContentType type;
ProtocolVersion version = {3, 3}; /*TLS vl1.2 */
uint16 length;
opaque fragment [TLSCiphertext.length];
} TLSCiphertext;

Mone TLSCiphertext.fragment coaepxut parMeHT nepeaaBaeMbiX AaHHbIX B 3aLUULLEHHOM BUAE U
cdhopmupyetcs n3 nonsa TLSPlaintext.fragment B cooTBETCTBUM C COrnacoBaHHbIM KpunToHabopom. Mpouecc
dopmupoBaHusa 9TOro nonsi onucaH B 5.2.3.

PopmMUpOBaHUE 3aLLMLLEHHON 3anucu n3 dparMeHTa JaHHbIX, BbIAENEHHOTO Npu dparmeHTauum B co-
OTBETCTBUM C 5.2.1, BbINOMHAETCA B COOTBETCTBMM CO CREAYIOLMMMN ITanamm, CXeMaTUYHO OTPaXEeHHbIMU HA
pucyHke 2:

1) dopmuposaHune HesawmLEHHON 3anucu, uMetowen cTpyktypy TLSPlaintext;

2) BblUUCNEHNE KOAA ayTeHTUdMKaumMm B COOTBETCTBUM C 5.2.3.2 OT KOHKaTeHauum Homepa 3anucu, 3a-
roONnoBKa HE3aLMLLEHHON 3aNUCU U JaHHbIX HE3aLUMLLEHHON 3anucH;

3) 3awmdpoBaHe AaHHbIX HE3ALWMLLIEHHOW 3anucu U KoAa ayTeHTUdMKaLUUK, NONYYEHHOro Ha npeabl-
AywieMm uiare;

4) bopMmpoBaHue 3aLnLLEHHON 3anucu, nmerowen cTpyktypy TLSCiphertext.
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PucyHok 2 — ®opMupoBaHune 3aluiLeHHON 3anucu

MpumedaHue 1—Ha pucyHke 2 nog HDR 1 HDR’ nofpasymeBaroTcA 3arofoBKU He3alUMLLEHHONR U 3alyyULLeH-
HO 3anuncei COOTBETCTBEHHO.

MpumedaHue 2 — B cootBeTcTBUM C [1] NpoLecc popMupoBaHua 3anucu npotokona TLS 1.2 ponyckaer Ha-
nuyne aTana cxxatus gaHHbIX, 0fHaKo Npu paboTe NPOTOoKoTa B COOTBETCTBUM C KpUNMTOHaGopaMu, ONMMCAHHLIMU B AaHHBLIX
pekoMeHAaLusX, STOT aTan oTcyTCTBYET. B ¢BsA3n ¢ aTUM cTpyKTypa TLSCompressed, onucaHHas B [1], cuutaetcs naeH-
TUYHOMN cTpyKType TLSPlaintext 1 B TeKCTe HACTOSALLMX peKoMeHAaLMUiA He UCronb3yeTes.

5.2.1 ®parmeHTauus

MpuHSTbIE C BEPXHErO YPOBHA AaHHbIE pa3busatoTcsa npotokonom Record Ha cdparmeHTbl, nomewae-
Mble B nons TLSPlaintext.fragment. 3nayeHne nons TLSPlaintext.length He gomkHo npesbiwate 214 (To ecTb
pasmep nonsa TLSPlaintext.fragment He gomkeH npesbiwaTh 16 Kbanr).

Ecnu cocrosiHme coeamMHeHUa NnoapasymeBaeT 3aluTy AaHHblX, TO cTpykTypa TLSPlaintext ucnonb3ayer-
cs ana dopmuposaHus cTpyktypel TLSCiphertext. Mpu atom pasmep nona fragment ctpykTypel TLSCiphertext
MOXeT okasaTbCsa BonblLue pasmepa COOTBETCTBYIOLLEro nonsa CTpykTypbl TLSPlaintext ns-3a gobaeneHus koaa
ayTeHTMuKaummn coobLleHnst (3T0 NpuBOAMT K TOMY, yuTo 3HadeHue nonsi TLSCiphertext.length craHoBuTcs
6onbLue 3Ha4veHus nons TLSPlaintext.length). Mpu paGoTte npoTokona B COOTBETCTBMK C KpUNTOHaBGopamm, onu-
CaHHbIMM B A@HHBIX peKoMeHaauusx, 3HayeHmne nons TLSCiphertext.length He AorpkHO npeBbiwats 214 + 16.

OpHo coobLieHne npoTtokona, paboTtawowlero Haa npotokonom Record, moxeT GbiTb pa3buto Ha He-
CKONbKO pparmeHToB. OgHOMY (bparMeHTy MOryT NpuHaanexarb AaHHbIE HECKONMbKUX COOOLLEHUI OAQHOrO
TMNAa, TO €CTb COOBLLEHNI A OAHOrO NPOTOKONA BEPXHErO YPOBHS. 3anpeLyaeTcsa nocklnarb parmeHThbl Hyne-
BOW ANMHbI Anst coobLenuii npotokona Handshake u Change Cipher Spec. 3anpelyaercs oparMeHTMpoBaTh
coobuleHus nporokona Alert.

Cnocobbl (hparMeHTaLmMn He BIMAIOT Ha KOPPEKTHOCTL paboTbl BCero npoTtokona TLS 1.2 U AOMKHbI
OMpeaenaTbCs Ha aTane ero peanusauuu.

5.2.2 dopMupoBaHue 3arornoBka sanucu

3anucu COCTOAT M3 3aronoBKa, ONMCHIBAIOLLEro nepefaBaeMble JaHHble, U camoro dparMeHTa gaH-
HbIX. Kaxxgan sanucb nepepaerca B oTKpbiToM (TLSPlaintext-ctpykTypa) unu sawmwenHom (TLSCiphertext-
CTPYKTYpa) BMAE B 3aBMCMMOCTU OT TEKYLLEro COCTOAHUSI coeAuHeHus. B kaxxaom us AByx criy4aes 3aronoBok
nepenaeTcs B OTKPLITOM BUAE, MMEET ANUHY 5 6alT 1 COCTOUT U3 CrneayoLmX nonen:

type  — Tun coobLieHus (1 6aiT). Bcero onpegeneHo YeTbipe TMNAa coobLLEeHMii: coobLLeHNs NpoTokona
Change Cipher Spec (tun 20), coobweHua npoTtokona Alert (tun 21), coobLleHns npoTokona
Handshake (Tun 22), coo6wenus npotokona Application Data (Tun 23);
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version — BepcusA npotokona (2 6aiTta). [JaHHbIi NapamMeTp COAEpPXUT BHYTPEHHUII MAEHTUAMNKATOP BEPCUN
npotokona TLS. BHyTpeHHui uaeHTudukarop sepcuu nporokona TLS 1.2, onucaHHOro B HacTos-
LMX pekoMeHaauusx, paseH (3, 3);

length — pnuHa dparmeHTa gaHHbIx B 6aitax (2 6aiita). [JaHHbIi napaMeTp onpeaenser KonmuecTso Gaii-
TOB, nepegaBaeMbiX B 3anuCU nocne ee 3aronoBka. 3HadyeHusa nonen TLSPlaintext.length u
TLSCiphertext.length gomkHbI YA0BNETBOPATL OFPaHUYEHUAM, ONpPeAENeHHbIM B 5.2.1.

5.2.3 3awuTa gaHHbIX
B HacTosiLLem pa3gene npeanonaraeTcs, YTo HesalMLIEeHHas 3anucb C HOMEPOM segnum 0003HayaeT-
cs panee vepes Rec:

TLSPlaintext Rec;

B HacTosiLem pasgene npeanonaraeTcsl, YTo 3alULLEHHAs 3anucb C HOMEPOM seqgnum 0003HavaeTcs
aanee yepes PRec:

TLSCiphertext PRec;

Mpn o6ecneyeHnn 3awmThl AaHHBIX C NOMOLLBIO BbIMMCIIEHUS KoAa ayTeHTUuduKauum u wndposaHus
3HayeHue nonA PRec.fragment 3alWMLIEHHON 3aNUCW, COOTBETCTBYIOLLUENH HOMEpY seqnum, BblMMCNSAETCH
cneayowmm obpasom

PRec.fragment = RecENC, Q)

rae 3HayeHne RecENC BbluucnsieTca cornacHo 5.2.3.3.
5.2.3.1 Anroputm TLSTREE BbipaboTku Knio4en 3awuTbl 3anucei
B HacTosiiem pasaene onuceiBaetca anroputm TLSTREE, ucnonb3yemblii Ansi NOPOXAESHUA KNIOYen
3aLuuTbl 3anuceli u3 KopHeBoro kntova K, . € Ba,.
TLSTREE (K, o) = Divers, (Divers2 (Divers, (K

ro root’

STRy (i&Cy)).STR, (1 &C,)).STR, (1&C, )), @

roe
- 4ucno i e {0,1,...,264 —1};
- KoHcTaHThl Cy, C,, C5 € 2264 OrpeaensTCa KOHKPETHLIM KPUMTTOHAO0POM;
- Divers;(K,D), je{123} — anroputm ausepcudukaumuu knioua K € B;, N0 AaHHbIM AUBEPCH-

J 2 o
¢ukaumn D € By, koTOpblii 3apaeTca ¢ nomoubio yHkunu KDF,g, onpegenseMoi anroputMom

KDF_GOSTR3411_2012_256, onucanHbim B P 50.1.113—2016 (noapasaen 4.4):
Divers, (K,D) = KDF,55 (K,"level1",D);

Divers, (K,D) = KDF,s¢ (K" level2",D); ©)

Divers, (K,D) = KDF,54 (K,"level3",D).

5.2.3.2 Kog ayTeHTudukaumm coobLueHus
B HacToslLeM pasaene NpeanonaraeTcs, Yto kmoy Ky, ~ COOTBETCTBYET Kriovy Kmfg [NA COCTOAHUA
3anucu n Knovy K,{jjg [nNsi COCTOAHUS YTEHUSA.

Ons 3anucn Rec ¢ HOMEPOM Seqnum KoA ayTeHTUPUKaLMUN BbIYUCTISIETCA OT CREAYIOLMX AAHHBIX:

MACData = STRg (seqnum) | Rectype | Rec.version | Rec.length | Rec.fragment. “4)

3HaueHne kniova Ky i, COOTBETCTBYIOLLIETO KOHKDETHOMY HOMEPY Seqnum, NoMy4aeTca u3 Krioda

Kyac € nomoupto anroputma TLSTREE, onucarHoro B 5.2.3.1, B COOTBETCTBUN C POPMYON
Ko™ = TLSTREE (K c-seqnum). (5)

MapameTpbl anropuTMa BbIMUCNEHNUA Koga ayTeHTudukauumn coobieHns MAC onpenensorcs corna-
COBaHHbIMK KpunToHabopamu B cooTeeTcTBum ¢ 10.3.
Ons 3anucu Rec ¢ HOMEPOM seqnum Kop ayTeHTudmkaumm coobeHnss RecMAC onpeaensieTcs B
COOTBETCTBUU C POPMYIION
RecMAC = MAC (K,fﬁg“’",MACData). ®)
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5.2.3.3 lUndpposaHue

B HacToAWMX pekoMeHAaLUaX ONUCLIBAKOTCS KPUNTOHAOOPLI, AN KOTOPLIX UCMONb30BaHWE anropuTMa
LwuncbpoBaHmaA Npu HOPMUPOBAHUMN 3ALLMLLEHHON 3anucK ABNSETCA 00A3aTenbHbIM.

B HacTosLleM pasgerne npeanonaraercs, YTo ko4 Ky COOTBETCTBYET KIltOMy K,‘::V,(;fg ANSA COCTOSHUA
3anucu 1 Kniovy Kread AN COCTOSIHWUA YTEHUS. Takke nonaraemM, YTo BEKTOP MHUUManu3auum /V cooTBeT-
CTBYET BEKTOpY MHmumanwsaumm Jvwrite nng cocTOSHMA 3anMch 1 BeKTOpy MHMUManusauun /vVead ang co-
CTOSHUA YTEHUA.

Ons 3anucu Rec ¢ HOMepoMm segnum 3aluMdPOBLIBAIOTCA CriegyloLye AaHHbIe:

ENCData = Rec.fragment | RecMAC. @)

3HaueHue knioua Ko, COOTBETCTBYIOLLEE KOHKPETHOMY HOMEpY 3amuCU Seqnum, Nofy4aeTcss u3

Knova Kgpye © nomotbto anroputma TLSTREE, onucanHoro B 5.2.3.1, B COOTBETCTBUU C (HOPMYIIOV

K “™ = TLSTREE (Kgyc,seqnum). ®
3Ha4yeHue BeKTopa uHUUmManusauum IVseqnum’ COOTBETCTBYIOLLEE KOHKPETHOMY HOMEpPY 3anucu seqnum,

onpegenserca crieaytowmmM o6pasom

Wooqnum = STRy2 (INT (IV) + seqnum)mod 278/2). ©
MapameTpbl anroputMa wnudpoBanus ENC onpefensioTcs cornacoBaHHbIM KpUNTOHabopoM. 3Haue-
HWe RecENC BblMMCNAETCSA B COOTBETCTBUM C DOPMYIION

RECENC = ENC (Ko™ VsoqmENCData), (10)
npu 9TOM 3awumdpoBaHue gaHHbix nposoagutca B pexwume CTR-ACPKM, onucanHom B P 1323565.1.017—
2018 n ncnonb3yowem 0noYHbIi WKndp, COOTBETCTBYIOLLMIA COrNAaCOBAHHOMY KpunToHabopy.

6 Mporokon Handshake

MpoTtokon Handshake paboraer nosepx nporokona Record n ncnonb3yerca Ana cornacosaHns cnegy-
IOLWKUX NapaMeTpoB CECCUK:
uaeHTudmnkaTop ceccum — Npou3BoONnbHasA nocneaoBatenbHOCTL GaiiToB, BbipaboTaHHas cepsepom Ans
MAEHTUUKALMM aKTUBHON UMK BO30GHOBNSIEMOI CECCUM;
ceptudhukar CTopoHbl  — ceptudukar B popmare X.509, hopMupyioLmiicsi B COOTBETCTBUU C [2]. AYyTEHTU-
ukaLusi onuMOHanNbLHO MOXET ObITb OIHOCTOPOHHEN (ayTeHTUdMKauma cepeepa
KIUMEHTOM, cepTudukaTt NpeaocTaBnsieT TONbKO CepBep) UM B3auMHON (B3auM-
Has ayTeHTUUKALMS CEPBEPA U KITUEHTA, KITMEHT U cepeep 0OMEHNBAIOTCA cep-

Tudpukaramu);
naeHTudukarop — uaeHTudukaTop, onpeaensioLmii Habop anropuTMOB U UX NAPaMETPOB, UCNOSb-
KpuntoHabopa 3yIOLUMXCA B PaMKax AaHHOW ceccuu;
3HaveHne MS — obLlee CekpeTHoe 3HauyeHue ANuHOW 48 0aiT, koTopoe BbipabaTbiBaeTcs
(master secret) CTOPOHAMKU C MOMOLLLI0 NPOTOKONAa BLIPAOOTKM M MOATBEPXKAECHUA KNIOYa
(cm. 6.4);
3Ha4veHue hnara — dphnar, paspeLualowmin/anpeLuatroLuii NOBTOPHbIE COEAUHEHUA B paMKaX AaHHON
B0306HOBNEHUSA Ceccum.

Mpotokon Handshake HauuHaeT cBoio paboty ¢ coobuieHus ClientHello, koTopoe MoxeT ObiTb No-
CNaHo KNWEeHTOM No ero cobcTBeHHOW MHMUMaTMBe NUOO B KayeCTBe OTBETa Ha coobuieHue cepsepa
HelloRequest.

Cxema o6meHna coobuieHnsimu B npotokone Handshake mMoxeT ObiTb NONHOW MNU YNPOLLEHHOW.

MonHasn cxema o6mMeHa coobLLeHMAMMU (CM. PUCYHOK 3) UCMONb3YETCA, €CNU KIMUEHT B COOOLLIEHUU Npu-
setcTBuA ClientHello B kayecTBe naeHtudumkaropa ceccuum ykasan nycryto CTpoky nubo ecnu cepsep He CMOr
HaWTW B K3LWE CeCcCcUi napameTpbl CECCUM, COOTBETCTBYIOLLEN AAaHHOMY UAEHTUMMKATOPY.
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Client Server
ClientHello —_—
ServerHello
Certificate
{CertificateRequest}
-~ ServerHelloDone
{Certificate}
ClientKeyExchange
{CertificateVerify}
ChangeCipherSpec
Finished ——
ChangeCipherSpec
[ — Finished
Application Data B —— Application Data

PucyHok 3 — MNonHasa cxema o6MeHa cooblyeHnammn B npotokone Handshake

MpumMmevyaHne 1— DurypHeiMKU ckobkamMm oTMeYEHBI Te COOBLLEHUS, KOTOpbIE SBMSAIOTCSA ONUMOHANBHBIMU.

Mpumevanune 2 — CoobeHune ChangeCipherSpec dopmanbHO OTHOCUTCA He K npoTokony Handshake, a k
npotokony Change Cipher Spec.

MpumevaHne 3 — B cootBetcTBUM C [1] npoTokon TLS 1.2 gonyckaeT BO3MOXHOCTb YCTaHOBIIEHUS aHOHUM-
Horo coefiMHeHWA 6e3 o6MeHa cepTudrkaTamu, OHaKo B NPOTOKONE, COOTBETCTBYIOLEM KpUNToHabopam, onMcaHHbLIM B
JaHHbBIX peKoMeHAaLuaxX, JaHHasa onuyusa CNonb3oBaTbCA He JOMMKHA.

Ecnun knueHT xo4eT co3aarb CoeAMHEHME B pamKax CyLLECTBYIOLWEN CeCCUU, TO B COOOLLEHMU NpuBeT-
cteus ClientHello oH gomkeH ykasaTb uaeHTudukarop aToi ceccuu. B cnyyae ecnu cepep CMOr HanuTU B
KoLle ceccui napameTpbl CECCUKU, COOTBETCTBYIOLLEA AAHHOMY naeHTUduKaTopy, npoyecc ooMmeHa coobuye-
HuAMK npoTokona Handshake cooTBETCTBYET ynpoOLLEHHOW CXeme (CM. PUCYHOK 4).

Client Server
ClientHello EE——

ServerHello

ChangeCipherSpec

) ~——— Finished

ChangeCipherSpec

Finished —_—

Application Data - Application Data

PucyHok 4 — YnpoleHHasn cxema obMeHa coobLeHusmm B npotokorie Handshake

Bo Bpems ynpoLueHHOn cxembl paboTbl npotokona Handshake cTtopoHbl He BbipabaTbiBalOT HOBOE 06-
Liee CECCUOHHOE CeKpeTHOoe 3HaueHne MS. [insa BoipaboTku KnioueBoro marepumana, Heobxoaumoro ans pabo-
Tbl NpoToKkona Record B paMkax yCTaHaBNIMBaeMoro COeAUHEHUs, NCNnonb3yerca 3HadyeHne MS, soipaboran-
HO€E Npu BbINONHEHUM NOMHOW CxeMbl NpoTokona Handshake, B xoge koTopon 6binu yCTaHOBREHLI NApamMeTpbl
CeccUu C AaHHbIM UAEHTUUKATOPOM.

6.1 Cxema B3auMmoaeCTBUA CTOPOH

B Tabnuue 6.1.1 nyHKTUPHOW NUHMEN 0603HAYEHbI BCE ONUMOHANbHbIE COODLUEHUN, KOTOpbIE nepeaa-
I0TCA B Crny4yae JBYXCTOPOHHEW ayTeHTUudmkauum.

Tabnuya 6.1.1 — Cxema B3auMoAEeNCTBUA CTOPOH B nNpoTokone Handshake

dopMupoBaH1e napameTpos U AetcTaus Nepepasaemble dopMupoBaHme NapameTpoB U AelcTBnsA
CO CTOPOHbI KNWeHTa C coobLyeHus CO CTOPOHbI cepeepa S
Beipa6oTka criyqaitHoro sHaueHus re ClientHello
Tc

10



TpodomxeHue mabnuub! 6.1.1

P 1323565.1.020—2018

dopmMupoBaHue nNapameTpos U AeicTBUA
CO CTOpPOHbI KnueHTa C

MNepepasaemble
coobLeHuna

dopmupoeaHue NapaMeTpos U AeNCTBUA
CO CTOpOHbI cepBepa S

ServerHello
s

Bblpa60TKa Crny4ainHoro 3HavYeHus I's

Otan

BblpaboTku obLero ce

KpeTa

Certificate

Cert S
(copepxmt Knov Q)

CertificateRequest

ServerHelloDone

Certificate

Certc
(copepxwut kmoy Q)

Bripabotka obLero cekpeta PS,
(BLIGMpaeTcs criyqaitHo s Bs,)

dopmMupoBaHue aheMepHOro Knrova
Ha Kp1BOW, COOTBETCTBYHOWER Qg

Qepy = KepP
rae kgpy BeIOUpaeTca crydqainHo u3 Z;

(kEPH ! QS ! H)

H = HASH(rg |rs)

KEX®, - KEG

Exp
K ‘ ENC

MAC

DopMUPOBaHNE BKCMOPTHOrO NPeAcTaBeHNs
obLero cekpeta PS:

IV = H[25.24+n/2];

PSExp = KExp15(PS, Kigfe, KEX?

ENC'IV)

ClientKkeyExchange
Qppws PSExp

H =HASH (r5|rs)

Exp _
Kenc =

WA KEG (ks Qepp:H)

Kwiac

M3BredeHne obLuero cekpeTa
U3 3KCMOPTHOTO NPELCTaBMNEHMS:

IV =H[25.24+n/2];

PS = Kimp15(PSExp, K KE®., IV

)

sgng = SIGN, (HM)

CertificateVerify

Sgn c

lNpoBepka sgn.

3Tan BbipaboTky Krtovel u3 sHavyennsa PS

BelpaboTka 06LLero ceCCOHHOro CEKPETHOro

BripaboTka o6LLero ceCCUOHHOTO CEKPETHOTO

3Ha4YeHnA:
MS = PRF (PS," extended master secret ",
HASH (HM));
leHepayus kro4eBoro Matepuana
coegUuHeHuA:
it d 1 i —
KiTA&  [KT88 o KERE o [ KIS o v |1veeee =

PRF (MS," key expansion” rg|r)

3Ha4YeHUA:
MS = PRF (PS," extended master secret ",
HASH (HM));
[eHepauus KrtodeBoro Marepumana
CcoelNHEHUA:
Kisad s|Krite s| Kised s | ke s|1veead rvgre =

PRF (Ms, " key expansion" rg |r )

1
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OkoHvaHue mabnuypi! 6.1.1

dopMUpoBaH1e NapaMeTpoB U AedCcTBUA MNepepasaeMble dopMUpoBaHNe NapamMeTpoB U AeNCTBUA
CO CTOPOHBI kinineHTa C coobLeHuns CO CTOpPOHbI cepBepa S

3Tan NoATBepXAEHUS KNioda

ChangeCipherSpec

client _verify _data = Finished
PRF (MS," client finished ", HASH (HM));

client_verify_data

ChangeCipherSpec
Finished server _verify _data =
server verify_data PRF (MS," server finished ",HASH (HM));

6.2 dopmat coobweHun nporokona Handshake

Kaxxgoe coobueHne nporokona Handshake copepxut cneumanbHbii 3aronoBoK, COCTOALWMI U3 YETbI-
pex 6anToB. Nepsbiii 6ANT COAepPXUT KOA TUNa coobLLeHus, Tpu cneayowmx baita — AnuHy coobLweHus:

enum {
hello_request(0), client_hello(1l), server_hello(2),
certificate(11), certificate request(13),
server_hello_done(14), certificate_verify(15),
client_key exchange(16), finished(20), (255)
} HandshakeType;
struct {
HandshakeType msg type; /* handshake type */
uint24 length; /* bytes in message */
select (HandshakeType) {
case hello_request: HelloRequest;
case client hello: ClientHello;
case server_hello: ServerHello;
case certificate: Certificate;
case certificate_request: CertificateRequest;
case server_hello done: ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_ key exchange: ClientKeyExchange;
case finished: Finished;
} body;

} Handshake;

CoobLweHua npotokona Handshake, onucaHHble HWXe, NPUBEAEHbI B TOM NOPAAKE, B KOTOPOM OHU
[OIKHbI criefioBaTh Ans obecnevyeHnst KOppeKTHOW paboTbl NPOTOKONa. EAUHCTBEHHBIM UCKNIOYEHUEM SBNSI-
eTcs coobuieHne 3anpoca npusercreus (HelloRequest), koTopoe MOXeET GbITb NOCNAHO CepBEepOM B Moboit
MOMEHT, HO KOTOPO€ J0IMKHO ObITb NPOUrHOPMPOBAHO KTMEHTOM, €CIN OHO MONYYEHO BO BPEMSI BbINONMHEHUSA
nportokona Handshake.

6.3 CooGwweHua npuBeTCTBUA

6.3.1 Coobuwenue 3anpoca npusetcteus (HelloRequest)

JaHHoe coobLieHne MoXeT BbiTb MOCNAHO CEPBEPOM B NIOGON MOMEHT U UCNONL3YETCA ANS ONOBeLLE-
HUS KITMEHTA O TOM, YTO TOT AOSKEH HAYaThb NPOLIECC COrnNacoBaHNUA NapameTpoBs ceccuu 3aHoBo. B oteeT Ha
JaHHbIN 3aNpOC KNWEHT AoMmkeH nocnark coobueHue npusercreus ClientHello.

12
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[aHHoe coobLieHne 4omKHO ObITb NPOUTHOPUPOBAHO KNMEHTOM, €CIIU B 3TOT MOMEHT OH Y€ y4acTBYET
B Npouecce cornacoBaHua napaMeTpoB ceccuu. B crniyyae ecnu KIMEeHT OTKa3biBAETCA NepecornacoBbLIBaTh
napamMeTpbl Ceccun, TO OH MOXET NPOUTHOPUPOBAaTb 3TO CoobLieHne nMMbo nocnatb B OTBET ONOBELLEHUE
no_renegotiation (cMm. pasaen 8).

Ecnu cepsep nocnan coobuieHue 3anpoca npusetcteus HelloRequest, Ho He goxpancs coobLieHus
ClientHello B kauecTBe oTBETA CO CTOPOHbI KIIMEHTA, OH MOXET 3aKpbITb COEANHEHUE, nepeaas onoseLleHne
06 ombke ¢ ypoBHeM fatal (cm. pasgen 8).

MNocne oTnpasku coobLeHus 3anpoca npuBeTcTeusa HelloRequest cepsep He J0MKEH NOBTOPHO OTNpas-
nATb AaHHoe coobLueHne A0 Tex Nop, NoKa NoCneayoLWmii NpoLece cornacoBaHns napaMeTpos CECCUN Ha
aTane BbINonHeHus npotokona Handshake He ByaeT 3aBepLueH.

[JaHHoe coobLeHne He JOMKHO BXOAUTL B NepeMeHHylo HM.

6.3.2 Coo6weHune npuBetcTBUs KnueHta (ClientHello)

KnneHt nocbinaet coobweHne npusetcteua ClientHello B ogHom 13 cneayowmx cny4aes:

- KNUEHT BNepBbl€ NOAKMNIOYAETCS K CEpBEepY;

- Kak OTBET Ha coobLeHne 3anpoca npueercTeus HelloRequest;

- C LUenbio nepecornacoBaHusi napameTpoB CECCUM.

CoobuueHue ClientHello coaepxut cneayroume napameTpbl:

BEpCuUA npoToKona — MaKkcuMarbHasa BepPCcusa NPoTOKOoMa U3 TeX, KOTOPbIE rOTOB NOAAEPXKUBATb KNMUEHT

(client_version) [HacTOsILMeE pekoMeHaaummn oNuckLIBaOT KpunToHabopbl AnsA npotokona TLS 1.2,
AnNA KOTOPOro 3HayeHne sepcun pasHaetes (3, 3)];

CTPOKa CO CNyyalHbIM¥ — CTPOKA AaHHbIX ANWHbI 32 GaiiTa, BbipaboTaHHas KNMEHTOM, B KOTOPOW nep-

AaHHbIMK (random) Bble 4 BaiiTa 3aHMMAaEeT 3HAYEeHMe TeKyLlero BpeMeHn B 32-0utHom dpopmate

UNIX [konu4ecTBO CeKyHA, npoLueaLumnx ¢ nonyHo4uu (00:00:00 UTC) 1 aHBapsa
1970 roaal, a octanbHble 28 GalT 3aHMMAET CTPOKa, BbipaboTaHHasA cny4vai-
HbIM 0Bpa3owm;

naeHTudukaTop ceccum — UAEeHTUAUKATOP CeCccum, BbIOpaHHbIN KNMMEHTOM. Ecnn agaHHOe none nycro, 3Ha-

(session_id) YMUT KIMUEHT XOYET cornacosaTb NapaMmeTpbl HOBOW CECCUM;
CNUCOK KpMNTOHAaboOpoB — CNMCOK KPMNTOHAObOpOB, KOTOPble MOAAEPXKMBAET KNMeHT. Nopsaok Kpunto-
(cipher_suites) HabopoB B CNUCKE OTpa)kaeT uX CTeneHb npeanovteHusa (npeanovTuTenb-

Hble uayt nepsbiMu). Ecnu none ClientHello.session_id He nyctoe, none
ClientHello.cipher_suites aomkHo coaepxatb uaeHTudMkaTop KpuntoHabopa,
COrMacoBaHHOrO BO BPEMsi YCTAHOBIIEHUS MAPaMETPOB CECCUUN, UMEIOLLIEN UAEH-
Tudpukarop ClientHello.session_id;

CNMNCOK METOA0B CXaTunua — AaHHaaA BepCuA NpPoToKoNna He noaaepXnsaet MetToabl CKaTusa, u none AOINKHO

(compression_methods) cogepxarb oaAuH MeToa ¢ naentudukatopom null (0);

pacLuMpeHus — KpMNTOHAOOPbI, ONUCAHHLIE B HACTOSILLEM AOKYMEHTE, Npeanonaralr Hanuwuue

(extensions) Tpex obsAsaTenbHbIX pacluMpeHuit Co CTOPOHbLI KnueHTa: signature_algorithms,
extended_master_secret n renegotiation_info.

CoobueHue ClientHello umeeT cneayioLLyo CTPYKTYpY:

struct {
ProtocolVersion client version;
Random random;
SessionID session_id;
CipherSuite cipher_suites<2..2716-2>;
CompressionMethod compression methods<l..2”8-1>;
Extension extensions<0..2716-1>;

} ClientHello;

Mocne otnpasku coobLueHus ClientHello knueHT oxuaaet ot cepeepa coobuieHus ServerHello. B oTeeT
Ha noboe apyroe coobLueHue npotokona Handshake (3a ucknioueHnem coobLueHUss 3anpoca NpPUBETCTBUS
HelloRequest) knueHT gormkeH oTBETUTL OnoBeLleHnem 06 ownbke ¢ ypoBHeM fatal (cm. pasaen 8).

6.3.3 Coo6weHune npuBetcTBuA cepBepa (ServerHello)

[aHHoe coobLLeHne oTnpaBnseTcs cepBepomM nocne nosyveHns uMm cooblenust ClientHello npu ycno-
BUM, 4YTO CPeaN NapameTpoB, NEPeAaHHbIX KIIMEHTOM B COOBLLEHUI NPUBETCTBMS, NMPUCYTCTBYET NOAAEPXKUBa-
emblii cepeepoM HaGop NapameTpoB YCTaHOBMNEHMSI COEAUHEHUS.

13
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CooB6LLeHIe NPUBETCTBUA COAEPXKMT CrEAYIOLLMe NapaMeTpsl:

BEpCUA NpoTokona — MaKkcuMmarnbHas noaaepXmBaemMasi CEpBepoM Bepcus NPOTOKONa, He NMPeBOCXO-
(server_version) AsLan sepcuun knuenTa client_version.
MpumevyaHne — OpraHusayns obpaTHOW COBMECTUMOCTU MPOBOAMUTCA B COOTBET-

CTBUU C npunoxernmem E gokymeHta [1];

CTpOKa CO CMy4aiHbIMM — CTPOKa AaHHbIX ANuHbl 32 OainTa, BbipaboTaHHas cepBepoM, B KOTOPOW nep-

JaHHbIMK (random) Bble 4 OanTa 3aHMMaeT 3Ha4yeHue TekyLero BpeMeHn B 32-6utHoM chopmare
UNIX [konuyecTBO cekyHA, npowieawmx ¢ nonyHouu (00:00:00 UTC) 1 saneaps
1970 ropal, a octanbHble 28 GanT 3aHMMaET CTpoka, BbipaboTaHHasA cnyyaii-
HbIM 06pasom;

naeHTuduKaTop ceccum — uaeHTudukaTop Ceccuu, B pamkax KOTOpOu OCYLLECTBIIAETCA coeanHeHune. Ecnu

(session_id) none ClientHello.session_id He Obino myCTbiM, TOrAa B K3LLe CECCUI cepBep
ULLIET NnapameTpbl Ceccun, COOTBETCTBYIOLLEN AAHHOMY uaeHTudukaropy. B cny-
yae ecnu Takas ceccus CyLLeCTBYET U CepBep rotos co3fatb COEAUHEHNE B pam-
Kax AaHHOW Ceccumn, OH NPMCBaWUBAET TO Xe 3Ha4YeHne ugeHTudukaropa ceccum
nonto ServerHello.session_id. Ecnu none ClientHello.session_id 6bino nycrbiM
nmMbo ecnu cepsBep He Haluen napameTpbl CECCUM, COOTBETCTBYIOLLEH AaHHOMY
uaeHtTudukaropy, cepsep 3agaeT HOBOE 3Ha4YeHUe uAEeHTUdMKaTopa, ykasbl-
BaIOLLEro Ha cosgaBaemyto ceccuto. CepBep MOXET nocnath Mycroe 3HaueHue
naeHtudukaropa, aTo 6yaer o3HayaTh, YTO NapamMeTpbl AAHHOW ceccum He ByayT
XPaHWUTBLCS B K3LLE cepBepa WU NOBTOPHOE COo3faHue CoeaWHeHUA B paMKax AaH-
HOIt ceccun ByaeT HEBO3MOXHO;

KpunToHabop — kpunToHabop, KOTOpbI cepBep BbibupaeT u3 cnucka ClientHello.cipher_suites.

(cipher_suite) Ecnu 3Hauenue ClientHello.session_id He HyneBoe, AaHHbIN napaMmeTrp Aon-
XeH coaepXatb uaeHTudukatop KpuntoHabopa, COrnmacoBaHHOIO B CECCUU
ClientHello.session_id;

MeToA cxaTus — [laHHas Bepcus NPOTOKOMNa He NoAAEPHMBAET METOALI CXKATUSA, U NONe AOIMKHO
(compression_method) coagepxarb oAuH MeToa ¢ uaeHtudukaropom null (0);

pacwmpeHuns — KpUNTOHAbOPbI, ONUCaHHbIE B HACTOSILLEM AOKYMEHTE, Npeanonaraior Hanuwiue
(extensions) AByX 006s3aTenbHbIX pacLUMPEHUii CO CTOPOHbI cepBepa: extended_master_secret

n renegotiation_info.
CoobuieHue ServerHello uMmeeT crneayioLylo CTPYKTYpY:

struct {
ProtocolVersion server_version;
Random random;
SessionlID session_id;
CipherSuite cipher_suite;
CompressionMethod compression method;
Extension extensions<0..2716-1>;

} ServerHello;

6.3.4 PacumpeHusn (extensions)
Kaxgoe pacwmpeHue, nocbinaemoe KIIMeHTOM U CEPBEPOM, MMEET CEAYIOLLYIO CTPYKTYPY:

struct {
ExtensionType extension_type;
opaque extension_data<0..2716-1>;
} Extension;
enum {
signature_algorithms (13),
extended_master_secret (23),
renegotiation info(65281), (65535)
} ExtensionType;

14
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6.3.4.1 PacumpeHnue signature_algorithms

Pacwmpenue signature_algorithms sasnsertca o0s3aTensHbIM TONBKO AN KIMEHTa U He nNepecbinaercs
cepeepoM. laHHOE pacluMpeHUe COAEPXXUT CNMCOK nap anropuTMOB NOAMUCU U X3ILLMPOBAHUA, NOAAEPKUBA-
€MbIX KITMEHTOM.

HanHoe pacwmpenue umeet Tun 13. MNone extension_data pacwumpenus signature_algorithms, nepecei-
naemoro KnuMeHToM, coaepXmT napametp supported_signature_algorithms, koTopeblit 3agaetca cneaylowmm
cnocobom:

SignatureAndHashAlgorithm
supported_signature_algorithms<2..27°16-2>;
struct {
HashAlgorithm hash;
SignatureAlgorithm signature;
} SignatureAndHashAlgorithm;

MHOXXECTBO NOAAEPKMBAEMbIX aNITOPUTMOB X3LLNPOBAHNSA 3aAa€eTCs CrieayloLLMM 06pasom:

enum {
gostr34112012_256(238),
gostr34112012_512(239), (255)
} HashAlgorithm;

Mpu aTom 3HaveHna gostr34112012_256 u gostr34112012_512 COOTBETCTBYIOT anroputMy XaLUMpPOBa-
Hus, onpeaeneHHomMy B FTOCT P 34.11—2012, ¢ onuHom Bbixoaa 256 u 512 6UT COOTBETCTBEHHO.
MHOXeCTBO noaaepXMBaEMbIX aNrOPUTMOB NOANUCH 3a4aeTCA Cneaylowmm odpasomMm:

enum {
gostr34102012_256(238),
gostr34102012_512(239), (255)
} SignatureAlgorithm;

Mpu aTom 3HayeHus gostr34102012_256 u gostr34102012_512 COOTBETCTBYIOT anropuTMy NOANUCHU,
onpeaeneHHomy B FOCT P 34.10—2012, ¢ AnuHoui Knioya 256 u 512 6UT COOTBETCTBEHHO.

B npotokone, cOOTBETCTBYIOLLEM KpuUNTOHAbOpaM, OMUCAHHLIM B AAHHLIX PEKOMeHAauuax, Aony-
CKaeTCA WCMNonb30BaHWE Creaylowmx nap anroputMOB MoanucU u xawmpoBaHus: (gostr34112012_256,
gostr34102012_256) u (gostr34112012_512, gostr34102012_512).

MpuMedaHne —B pamkax NpoTokona, COOTBETCTBYIOLLEro KpUMTOHabopaM, ONMcaHHbIM B JaHHbIX PEKOMEH-
AaLusax, ykasaHue noajepXxuBaemMoro anroputma xsLiMpoBaHUs SBNSETCs U3GLITOMHBIM U Ucrnonb3yeTca Ana obecneve-
HWA COBMECTUMOCTM ¢ hopMaToM paclunpeHmns signature_algorithms, onucaHubiM B [1].

6.3.4.2 PacumpeHnue extended_master_secret

[aHHoe pacLumpeHne BCeraa nochbINaeTcsa KNMMEHTOM U CEPBEPOM U CUTHANM3UPYET O TOM, YTO KIUEHT U
cepBep UCMOMb3YIOT PacLUMPEHHbIN BAPUAHT reHepauum 3HayeHust obLero cekpeTHoro 3HayeHuss MS B coot-
BETCTBUMU C 6.4.7.

[aHHoe paclmpeHne nepechINaeTca nycTblM U UMeeT Tun 23.

MpumedaHune — OnucaHue paclumpeHus extended_master_secret cootBeTcTayeT [3].

6.3.4.3 PacumpeHnue renegotiation_info

[laHHoe paclumpeHmne Bceraa nocblNaeTcs KMMEHTOM U CEPBEPOM U CBA3LIBAET KAXKA0€ HOBOE MOBTOP-
HOE COrnacoBaHue COEAUHEHUs C NpeaLecTByolwmMKu coobueHuamu Finished, 4To npensTcTByeT BHeape-
HUIO COOOLLEHUI NPOTUBHUKA.

HaHunoe pacwumpeHne umeet tun 65281. lMNMone extension_data pacwwupeHus renegotiation_info,
nepechinaeMoro KNMeHToM, CoaepXuT CTpykTypy Renegotiationinfo, kotopas 3agaerca cnegyiowmm 06-
pasom:

struct {
opague renegotiated_connection<0..255>;
} RenegotiationInfo;
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B cnyyae ecnu coobwenus npotokona Handshake noceinaioTcs Bnepsble, TO €CTb HE B paMKax pa-
Hee COo3aHHOro coeanHeHus, none renegotiated_connection gomkHO o0CcTaBaTbLCA NYCTbIM KakK B COOGLLUEHUN
ClientHello, Tak n B coobwwenun ServerHello.

B cnyyae ecnu coo6ieHune npusercteus knuenta ClientHello nepeaaetcs B paMkax paHee CO3aaHHOrO
coeanHeHus, none renegotiated_connection gormkHo coaepxatb gaHHble client_verify_data, kotopble nepe-
cbinanuck KnueHTom B none verify_data coobiueHus Finished Bo Bpemsi BbinonHeHus npotokona Handshake,
B pesysibTate KOToporo 6bio co3aaHo Tekyliee CoeauHeHue.

B cny4ae ecnu cooblieHne npuBetcTBUs knueHTa ServerHello 66110 nepeaaHo B pesynstare NoBTOp-
HOro cornacoBaHus coeauHeHus, none renegotiated_connection OmKHO coaepkate KOHKATEHALMIO AAHHbIX
client_verify_data u server_verify_data, kotopsle nepecbinanucb KNMEHTOM U CEpBEPOM COOTBETCTBEHHO B
none verify_data coobLenus Finished Bo Bpems BeinornHeHus npotokona Handshake, B pesynksrare kKoToporo
GbINO CO34aHO TEKYLLEE COeIMHEHMUE.

B cnyyae oTCyTCTBMA KOPPEKTHO CCHOPMMPOBAHHOIO paclumpenus renegotiation_info B coobuieHusax
ClientHello unu ServerHello npoepsioLias gaHHOe COOBLLEHNE CTOPOHA AOIMKHA OTBETUTL ONOBELLEHNEM 00
owwmbke ¢ yposHem fatal (cMm. pasgen 8).

MpumevyaHue — Onucanue paclumpeHus renegotiation_info cootBetcTyeT [4].

6.4 BoipaboTka u nogrBepxaeHue Krnrova

6.4.1 CooGweHue c ceptudukatom cepeepa (Certificate)

[aHHOoe coobLLeHre NOChINaeTCsi CePBEPOM U COAEPXKUT LIENOYKY cepTudukatos. Ceptudmkar cepeepa
crneayert nepsbiM B JAHHOMN LIENOYKE U COOAEPXUT OTKPLITBLIN KIOY cepeepa.

Kaxxabii cepTudmkaT us Lenovku ceptuchukaror cepeepa aosmkeH GbiTb NOANUCAH B COOTBETCTBUM C 0A-
HOI U3 nap anropuTMOB K3 paclumperua signature_algorithms. OTKpbITbIN KNO4 cepBepa A0MKeH COOTBETCTBO-
BaTb OAHOM U3 Map anropuTMOB NOANUCK U XILLUMPOBAHUS, YKA3aHHOW B paclumMpeHumn signature_algorithms.
Mpu 3TOM anropuTM NOANUCH, UCMOSb30BABLLMIACA ANS NOANUCAHUA CEPTUDUKATOB U3 LIENOYKU cepTudmka-
TOB CEpBEpPa, MOXET OTNMYaTLCA OT anropuTma rnoanMcU, COOTBETCTBYIOLLErO XpaHALLEMyca B cepTudmkare
cepBepa OTKPLITOMY KN4y cepBepa.

CTpyKTypa AaHHOro COOBLLUEHNS BbIMMAAUT cneaylowmum obpasom:

opaque ASN.l1Cert<l..2724-1>;

struct {
ASN.1Cert certificate list<0..2724-1>;
} Certificate;

6.4.2 Coo6uieHune 3anpoca ceprudguxara (CertificateRequest)
[aHHoe coobLieHne NOChINAETCA CepBEPOM B CIlyYae B3aMMHON ayTeHTUDMKALMK.
Coo6uleHue 3anpoca ceptucbukara coaepXxuT crieqyloLme napamerpbi:
TUMbI cepTUdUKaToB — HacTosiLMe  peKkoMeHjauuu onpejensior ABa Tuna  cepTUdUKaTOB:
(certificate_types) gostr34102012_256, gostr34102012_512. [JaHHble TUMbl YKa3bIBAKOT HA TO, YTO
cepsep NPUHMMAET cepTUduKaThbl KNUeHTa C KryaMm NpoOBEPKM NoaNUCH, COOT-
seTcreyowmmMmn anroputmy MOCT P 34.10—2012 ¢ anuHou knoya 256 u 512 6ut

COOTBETCTBEHHO;

noagaepxvsaemble — napbl anNfOpUTMOB MOAMUCU U XILUMPOBAHUSA, YKa3biBalOLLME HA TO, C NOMOLLBIO
anropuTMbl NOANUCHU U KaKux anropuTtMOB MOTYT ObITb NOANUCAHBLI CEPTUMUMKATBI U3 LIENOYKkKU cepTudu-
X3WuUpoBaHusa KaToB knueHTta. Knioy npoBepku NOANUCU, XPaHALLMIACA B cepTudukate KnumeH-
(supported_signature_ Ta, AOMMKEH TaKKe COOTBETCTBOBATbL OJHOMY W3 anropuTMoB noanucu (He o6s-
algorithms) 3aTenbHO TOMY >Xe, KOTOPbIM NOANUCAH CcepTUdUKAT), NePEUNCNEHHbIX B NOne

supported_signature_algorithms;

yaocrosepsowme — CMNUCOK A0NYCTUMbIX yaocToBepalowmx LeHTpos (YLL), npeacraBneHHbix B pop-
LeHTPbI Mare koaupoBaHus DER. [laHHbIn CNNCOK MOXET 3aAaBaTtb AOMYCTUMbIE UMEHA
(certificate_authorities) Ana kopHeBbIxX YL, unu ana nogvmHeHHsix YL. Ecnu aaHHoe none ocraercs ny-

CTbIM, TO KIMTMEHT MOXET NOChbINaTb NboN cepTudukar, COOTBETCTBYIOLLUI NOSIO
certificate_types.
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CTpyKTypa JaHHOrO COOBLUEHUS BbIMMAAMT Creayowmm obpasom:

struct {
ClientCertificateType certificate_types<l..278-1>;
SignatureAndHashAlgorithm
supported_signature_algorithms<2..2716-2>;
DistinguishedName certificate_authorities<0..2716-1>;
} CertificateRequest;

MHO>XECTBO TUMOB CEPTUCHUKATOB 3a1aeTCsA CneayloLwmum 06pasom:

enum {
gostr34102012_256(238),
gostr34102012_512(239), (255)
} ClientCertificateType;

Crtpykrypa SignatureAndHashAlgorithm 3agaerca B 6.3.4.1.
Tun DistinguishedName 3agaetcs cneayiowmm o6pasom:

opaque DistinguishedName<l1..2716-1>;

6.4.3 Coobuwenue o 3aBepweHun npusercTeua (ServerHelloDone)

[laHHoe coobLeHne NOCLINAETCS CEPBEPOM M CUTHANU3UPYET O TOM, YTO BCe CO0bLUeHus aTana npu-
BETCTBUS NepeaHbl U CepBep NEPExXoAUT B COCTOSIHME OXUAAHUS COOBLLIEHUIA OT KNUEHTA.

CTpyKTypa AaHHOI0 COOBLLIEHUs BLIMMSIAUT crieayowmm obpasom:

struct { } ServerHelloDone;

6.4.4 Coobwenune ¢ ceprucpukatom knuenta (Certificate)

[aHHoe COOBLLEHNE MOCHLINAETCS KNUEHTOM B Criyyae ABYXCTOPOHHeH ayTeHTuukauum, To eCTb Kak
OTBET Ha coobLeHne 0 3anpoce cepTudukara co CTopoHbl cepeepa CertificateRequest. [laHHoe coobLieHue
COAEPXMT LienoYky ceptudukatos. CepTuukaT KnmeHTa cneayer nepBbiM B AaHHOW LIEMOYKE U COAEPXUT
KS104 NPOBEPKU NOAMNUCU KIIUEHTA.

Kaxabln n3 cepTuduKaToB LENoYkM ceptudukaTa KnmeHTa gomkeH ObiTb NOANUCAH B COOTBETCTBUM C
oaHon U3 nap anroputmoB U3 cnucka CertificateRequest.supported_signature_algorithms.

Kntoy nposepku NoanNucu B cepTudmkaTe KnneHTa ormKeH COOTBETCTBOBATb anroputMy noanucu, yka-
3aHHOMY B pacwmpenun CertificateRequest.certificate_types.

CTpyKTypa AaHHOro coobLUEHUst AEHTUYHA CTPYKTYpe B 6.4.1.

6.4.5 Coo6weHne ¢ knouoM oomeHa knueHTa (ClientKeyExchange)

Onsa dopmuposaHus coobweHus ClientKeyExchange KnmMeHT BbINOMHSAET CNeayoLMe Lwaru:

- BblpabaTbiBa€eT CEKPETHOE 3HaYeHne PS, koTopoe BbI5VIpaeTCF| Cly4anHo M3 MHOXecTBa Bs,;

- BblOMpaeT cryyaiiHoe 3HaveHue Kgpy U3 MHOXECTBA Z

- (bopmMupyeT 3cheMepHbIn KoM Qepyy = Kgpy - P

- C nomowbio anroputma KEG, onucanHoro B 6.4.5.1, chopmupyeT knioum akcnopra

cneayowmm obpasom

Bm Exp
K KENC

H=HASH(rg | rg);
Kyic | Kene = KEG (kepy.Qs.H);

- (hOpPMUPYET BKCNOPTHOE NpefcTaBneHne obero cekpera PS:

(1n

IV =H[25.24+n/2];

(12)
PSExp = KExp15(PS, K KEX IV ).

CTpyKTypa AaHHOIO COOOLLEHUS BLIFMSANT Cneaylowmm o6pasom:
enum { vko_ kdf gost } KeyExchangeAlgorithm;
struct {

select (KeyExchangeAlgorithm) {
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case vko_kdf_gost: PSKeyTransport;
} exchange_ keys;
} ClientKeyExchange;
CtpykTypa PSKeyTransport onpeaensiercs cneayrowmum obpasom:

PSKeyTransport ::= SEQUENCE {
PSExp OCTET STRING,
ephemeralPublicKey SubjectPublicKeyInfo
}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BITSTRING
}
AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY OPTIONAL

}

3gece B none PSExp nepeaaeTcs 9KCNOPTHOE MpeacTaBneHue knioda PSExp, a none
ephemeralPublicKey 3agaetca ctpyktypoi SubjectPublicKeylnfo (cm. FTOCT P UICO/M3K 9594-8, pasaen 8)
1 COAEPXMUT UHdOPMaLIo 0 napameTpe Qgpy.

Monyyne coobueHne ClientKeyExchange, cepBep BbIMOMHSAET CReAyIOLLME Laru;

- MPOBEPSIET BLINOSHEHWUE CMEAYIOLMX TPEX YCMOBUIA U B Cly4ae HEBLIMONHEHNS OQHOTO U3 HUX Npe-
KpaLlaeT B3auMoAencTene, nockinasn coobweHune o6 owmdke ¢ yposHem fatal (cm. pasgen 8):

1) Touka Qgpy; NPUHAANEXUT KPUBOIA, COOTBETCTBYIOLLE OTKPLITOMY KIIOMy CEpBepa;

2) Touka Qgpy HE paBHa HyneBow Touke O,

3)q-Q =0;

- (bole:-MPF’J-gIeT KMIo4mM aKkcnopra Kﬁ’/;pc " Kg,’\(lpcz

H = HASH(rg | r5);

(13)
E E .
Kinc | Keng = KEG (ks Qgppy.H);
- U3Bnekaer oodwuii cekpeT PS U3 SKCMOPTHOIO NpeacTaBnenus PSEXp:
IV=H[25.24+n/2];
14

PS = KImp15(PSExp, Kypsfe, KEX IV ).

6.4.5.1 Anroputm BblpaboTku knioueii akcnopta KEG

AnropuTm BbipaboTku kntovel akcnopra KEG npuHUMAET Ha BXOZ, 3aKPbIThIiA KoY d, OTKPbITBIN KoY Q
n CTPOKy h € By,. PesynstatoMm paboThl AAHHOMO anroputMa sIBMAETCA CTPoKa AnuHbl 64 Gaita.

Anroputm BbipaboTKK Kntodeli akcnopTa 3agaerca AByMs cnocobamn B 3aBUCUMOCTHM OT AMUHbI 3aKpPbl-

TOro Kntova.
B cnyyae ecnu anuHa 3akpbiToro knioya d pasHa 64 6anta (512 6ur), anroputm KEG onpegensieTca

cneayoLwmM obpasomM
KEG(d,Q,h) = VKO3, (d,Q,UKM), (1%)

rae B kavectse pyHkumn VKO;,, ncnonbsyetcsa anroputm VKO_GOSTR3410_2012_512, onpeaeneHHbii B
P 50.1.113—2016, a napametp UKM onpeaensercsa cneayomm 00pasom
r,ecnnr =0

UKM =
{1, ecnnr=0

.rae r=INT (h[1..16]). (16)
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B cnyyae ecnu anuvHa 3akpbITOro knoya d pasHa 32 6aita (256 6ut), anroputm KEG onpeaensertcs
cneayowmm o6pasom:

KEG (d,Q,h) = KDFTREE ys (Kyp, " kdf tree", seed, 1), A7)

rae B8 kadectBe pyHkumm KDFTREE,;, wucnonbdyerca anroputm amsepcucmkaumn KDF_TREE_
GOSTR3411_2012_256, onpeaenenHslii B P 50.1.113—2016, pesynsratom paboTbl KOTOPOTro SIBNSIETCA CTPO-
ka K(1)| K(2) € By4, a napametpel Kgyp M seed 3anaiotca cneayiolmm o6pasom:

Kexp = VKO,54 (d,QUKM); (18)
UKM = recnur 20
" |1ecnur=0’

r =INT (h[1..16]);
seed = h[17..24].

rae B kavectse pyHKuMn VKO,gs ucnonbsyetca anroputm VKO_GOSTR3410_2012_256, onpeaeneHHblii B
P 50.1.113—2016.

6.4.6 CooGweHune npoeepku ceprudukara (CertificateVerify)

B cnyvae ecnin cepeepom Gbino nocnano coobuieHne 3anpoca ceptucpukara CertificateRequest, knuex-
TOM nepechbinaerca coobLieHne npoeepku cepruchukara CertificateVerify, kotopoe conepxut B cebe 3HaueHune

sgnc = SIGN, (HM) = str, (r)| str; (s), (19)
roe
- SIGN, — anroputm nognucu FOCT P 34.10—2012 Ha knioye nognucy KnueHta K¢, COOTBETCTBYI0-
LLeM Knody np%Beme noanucu Q. n3 ceprudukara knmeHTa, pesynsTaToM paboTbl KOTOPOTO ABAAIOTCA ABa
yuecna ru s, onpeaenerHsix B FOCT P 34.10—2012;
- Ans cepTuduUKaToB, COOTBETCTBYIOLLMX anroputMy noanucu gostr34102012_256, / = 32, a ana ceptu-
dmKaToB, COOTBETCTBYOLLUX anroputmy gostr34102012_512, /= 64.

MpuMevaHne — llepemeHHas HM B [aHHOM crydae ABNSAETCA KOHKaTeHaLuelh Bcex coobLyeHuit npoTtokona
Handshake, HauuHas ¢ coobleHua npusetctaus ClientHello u 3akaHumBas cooblyeHuem CertificateVerify (He Bkniovas
faHHoe coobLieHue).

CTpyKTypa AAHHOrO COOBLLEHUS BbIMMSAUT CrieayloLlmm obpasom:

struct {
SignatureAndHashAlgorithm algorithm;
opaque signature<0..2716-1>;

} CertificateVerify;

MNpu atom none CertificateVerify.signature conepxut 3Ha4eHne sgn..

MonyuuB coobuieHue CertificateVerify, cepep npoBepsieT 3HaueHue noanMcU ¢ NOMOLLLIO Krova Npo-
BEPKM noanucn Qg, NONy4EHHOro U3 cepTuduKaTa KnueHTa.

6.4.7 Coo6wenune 3apepweHusa nporokona Handshake (Finished)

KnueHT u cepsep BbipabGaTbiBaloT 06LLE€E CEKPETHOE 3HAYeHUe MS anuHbl 48 GainT:

MS = LMB,g (PRF (PMS," extended master secret",HASH (HM))). (20)

NMpumeyaHune — [llepemeHHas HM B aaHHOM crydae SBRSETCA KOHKaTeHaLMel Bcex cOOBLLUEHNIE NnpoTokona
Handshake, HaunHas ¢ coobieHus npusetcteus ClientHello u 3akaHunsas coobuwieHnem Finished co CTOpoHbl KNUeHTa
(He BKNIOYasA gaHHoe cooblyeHune).

KnueHT BbipabaTbiBaeT KIMOMM BLIMUCNEHUS KoAa ayTEHTUUKALMMW, KIIOYM LMpPOBAHMS U BEKTOPI
MHULUMANU3aLMM ANs KaXA0ro U3 COCTOAHWUIM YTEHNA/3aMnmnCK:

wrife read write read write read _
KMAC,C |KMAC,C IKENC,C | KENC,C |/VC |’VC -

@
LMB,,, ,(PRF (MS,"key expansion",rg | r;))-
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Cepsep BbipabaTbIBAET KIHOYM BbIMUCIIEHUA KOAA ayTEHTUMKALUMM, KIHOYM LUMADPOBAHNUS U BEKTOPI
MHULManu3aunm 4ns KaXaoro u3 COCTOAHWIA YTeHUA/3anmncu:

read write read write read write _.
KMAC,S I KMAC,S | KENC,S | KENC,S | /VS | IVS -

(22)
LMB,, . n (PRF (MS," key expansion",rg | Ie ))

Cpa3dy nocrne oTnpasku coobLUeHnst naMeHeHun coctosiHus ChangeCipherSpec KnueHT nockinaer co-
obwenne Finished, kotopoe cogepxuT B cebe AaHHble client_verify_data, cchoopMupoBaHHble cregyowmm
obpasom

client_verify_data = PRF (MS," client finished",HASH (HM)). (23)

Mpu nonyyeHun coobeHus Finished, nepegaHHOro co CTOPOHbI KNMEHTA, CEPBEP NOCLINAET CBOO Napy
coobLeHnin ChangeCipherSpec u Finished. Mpu aTom aaHHble server_verify_data, nepecbinaemslie B coo6-
weHunn Finished, hopMupytoTcsi B COOTBECTBUU C DOPMYIION

server_verify_data = PRF (MS," server finished",HASH (HM)). (24)

MpumevyaHne — TllepemMeHHas HM B faHHOM crydvae SBMAETCA KOHKaTeHaLme Bcex coobLeHuii npoTokona
Handshake, HaunHas ¢ coobleHus npusetctus ClientHello 1 sakaHumBas coobleHnemM Finished co cTOpoHbl knueHTa
(He BKNto4as faHHoe cooblLueHWe) B criydae dopmupoBaHus client_verify_data nu6o cooblieHnem Finished co cTopoHbl
cepsepa (He BKItoYasn AaHHoe cooblyeHune) B cnyyae dopmupoBaHus server_verify data. Takum o6pa3om, 3HaueHue ne-
pemMeHHol HM npu dpopmmpoBaHuu cooblueHns Finished co cTOpoHbI knueHTa GyAeT OTNNYATLCA OT 3HAaYEHUSI NEpeMEH-
HOW HM npu dpopmuposaHum cooblyeHus Finished co cTopoHbl cepaepa.

CTpyKTypa AaHHOro coobLLEeHNs BbIMAANUT creayowmm obpasoMm:

struct {
opaqgue verify_datalverify_ data_lengthl;
} Finished;

rae napametp verify_data_length npuHumaet 3HaveHune 32.
Mpu nony4veHun coobLeHmns Finished knueHT n cepsBep AOMKHbI MPOBEPUTL KOPPEKTHOCTL AAHHbIX, Ne-
pecbinaemMbix B none verify_data.

7 Npotokon Change Cipher Spec

Coo6uweHne npotokona Change Cipher Spec, nepecbinaemoe 060MMuM y4acTHUKaMM NPOTOKONA, CUT-
Hanu3npyeT 0 TOM, YTO C JAHHOTO MOMEHTA CTOPOHa, NocrasLlas AaHHoe COOBLIeHNe, YCTaHaBMMBAET 3aLu-
LLEHHBI PEXUM MEPECHINKN AaHHBIX, KOTOPLIN COOTBETCTBYET HOBOMY COCTOSIHUIO COEAUHEHUS, NapameTpbl
koToporo 6binu BeipaboTaHbl B Xoae paboTkl npoTokona Handshake.

Coo6uweHune npotokona Change Cipher Spec cocrout u3 ogHoro 6arita, NpPUHMMAaIOLLEro 3HadYeHune 1.

struct {
enum { change cipher_spec(1l), (255) } type;
} ChangeCipherSpec;

8 Mporokon Alert

Kaxxgoe coobeHue npotokona Alert cogepxmT nHdOpMaUmIio 0 NepechinaemMomM ONOBELLEHUN:

struct {
AlertLevel level;
AlertDescription description;
} Alert;

Mone level (ypoBeHb ONOBELLEHMS) 3a4aeTCa OAHMM DalTOM M MOXET NPUHUMAThL 3HAYEHUs1 warning u
fatal:

- OnoBeLlLeHUss ¢ ypoBHEM warning He TpebyloT HEMEANEHHOro npekpalwieHust coeguHenns B 06-
weM cnyyae. MNpu NOAy4eHUM JaHHOTO ONOBELLEHUSI CTOPOHA B3aUMOAEHCTBUA MOXET NPUHATL PELUeHne
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0 NpoAomKeHnn paboTbl UNK O 3aKpbLITUM coeauHeHus. B nocnegHem cnyyae oHa AOMKHA NocnaTh OTBETHOE
onoseuyeHue ¢ ypoHem fatal.

- OnoseLueHus ¢ ypoBHeM fatal 4OMmKHbI NPMBOAUTL K HEMEANEHHOMY NPEKPALLEHUIO coeauHeHus. B atom
cnyyae Apyrue CoeiMHEHMUs1, OTHOCSLLIMECH K JaHHOW CeCCUM, MOTYT NPoAomKaTb (DYHKLMOHMPOBATL, OHAKO
naeHTudukaTop ceccumn 006s3aH ObITb aHHYNMPOBAH (TO €CTb UCKMIOYEH U3 KALLA paHee CO3AaHHbIX CECCUM),
4yT0ObI NPEAOTBPATUTL BO3MOXHOCTb CO34aHUS HOBOFO COEAMHEHWN, UCMONb3YIOLWEro napameTpbl AaHHOM
ceccum.

enum {
warning (1),
fatal(2), (255)
} AlertLevel;

Mone description (onucanue onoseLleHust) 3aaaeTca 0qHUM 6aiNTOM, COOTBETCTBYIOLIMM ONpeaeneHHo-
My TUMy ONOBELLEHUs, ONMUCAHHOMY B CTpykType AlertDescription:

enum {
close notify(0),
unexpected_message (10),
bad_record mac(20),
record_overflow(22),
handshake_failure(40),
bad_certificate(42),
unsupported certificate(43),
certificate revoked(44),
certificate expired(45),
certificate_unknown (46),
illegal parameter (47),
unknown_ca(48),
access_denied(49),
decode_error (50),
decrypt_error(51),
protocol_version(70),
insufficient security (71),
internal error(80),
user_canceled(90),
no_renegotiation(100),
unsupported_extension(110), (255)

} AlertDescription;

MpumedaHue — B npoTokone, COOTBETCTBYIOLLEM KpunToHabopam, OMMCaHHbBIM B AaHHbLIX pekoMeHfa-
uusx, onoeelyeHus decryption_failed_ RESERVED(21), decompression_failure(30), no_certificate_ RESERVED(41) u
export_restriction_ RESERVED(60), onucaHHble B [1], nepecklnaTbcs He AOMKHbI.

OnoBeLLeHnA NOCLINAKTCA CTOPOHaMU B3aMMOAENCTBUSA B ABYX Cry4asnx:
- CTOPOHbI XOTAT KOPPEKTHO 3aBEPLUNTL CoeaAnHeHne (CM. 8.1);
- B Mpouecce BbIMOSIHEHNUSA NPOTOKONAa npou3oLuna owmbka (cm. 8.2).

8.1 OnoBelweHNA 3aKPbITUA COeANHEeHUSA

KnueHT n cepeep A0mMKHbI BCErga 0OMEHMBATLCA APYr € APYroM MHOpMaLMEN O 3aBepLUeHUn coean-
HeHus. B cnyyae ecnu B npouecce paboTel NpoTokona TLS He BO3HUKIO HM OAHOTO OMOBELLEHNS C YPOBHEM
fatal, npu okoH4aHuK B3aumoaencTBUs Kkaxaas CTopoHa obsi3aHa nocnaTk COOOLLEHNE 3aKPbITUSI COEMHEHUS
close_notify, koTopoe npeaHazHa4YeHO AN OCYLLECTBNEHUSI KOPPEKTHOMO 3aBEPLUEHUS COEANHEHUS.

MHuyumnpoBatb 06MEH ONOBELLEHMAMU 3aKPbITUSI COEAUHEHUST MOXKET Kak KnueHT, Tak u cepsep. Ono-
BELLEeHWEe 3aKpbITUSi COEANHEHMS, MOCNAHHOE NEePBO CTOPOHON, CUrHANU3UPYET O TOM, YTO ero OTnpaBuTENb
3aKpbln COeaMHEHUE ANa OTNPAaBKM AAHHbLIX U G6OMbLUEe HE NOLUMET HU OAHOTO COOOLLEHUsI B paMKax AaHHOTO
coeMHeHus. Bropas cTopoHa npu nonyvyeHuu ONOBELLEHMA 3aKPbITUSI COEAMHEHUST AOMKHA OTBETUTL NEPBON
CTOPOHE CBOMM COOCTBEHHbLIM OMOBELLEHUEM 3aKPbITUA COEAUHEHUA U HEMEATEHHO 3aKPbiTb COEAUHEHME.
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MepBoi CTOpOHE PEKOMEHAYETCA He A0XUAATLCA OTBETHOrO OMNOBELLEHUNA 3aKPbITUA COEAMHEHUs, npexae
YeM 3aKpbiTb COEAUHEHNE ANS YTeHUSA AaHHbIX. JlioOble AaHHbIe, NONyYeHHbIE NOCIE ONOBELLEHUSA C TUMOM
close_notify, 4OMKHbI UITHOPUPOBATLCA.

PekomeHayeTcA npucsanBaTb ONOBELLEHNIO 3aKPLITUA coeanHeHUs close_notify yposeHs warning.

8.2 OnoBeuweHus 06 ownoKax

B cny4ae BO3HMKHOBEHMA owmbku B npouecce pabotbl npoTtokona TLS cTopoHa B3auMOAENCTBUSA NO-
cbinaer onoselueHue o6 owmoke.
Hacroswme pekoMeraaummn onpeaensior onoseLueHns 06 owmoke B cOOTBETCTBUM C Tabnmuamm 8.2.1—8.2.3.

Tabnuya 8.2.1 — OnoseweHus 06 ownbKe, KOTOpblE MOTYT BO3HUKHYTL B Npoljecce paboTkl npoTokona Handshake

HassaHue onoseLjeHnA Ycnosua u nopPAAOK UCMonb3oBaHUA onoBeLleHUA
handshake_failure OTnpaBuTenb He cMor cornacoBaTb HeobxoauMble NapameTpebl 6e3onacHoOCTy.
[HaHHoe onoBseLLieHne Bceraa AOMKHO UMETL ypoBeHb fatal
illegal_parameter Mone coobuweHns npotokona Handshake HekoppekTHo NMMBo He cornacyeTcs ¢ ApyruMu
nonsmu.

[aHHoe onoseLleHue Bcerga AomMKHO UMETL YpoBeHb fatal

unknown_ca CepTtudukar YL| He 6bin HaidAeH UK He coBnan HA ¢ OAHUM U3 U3BECTHBIX cepTUCU-
KaToB AoBepeHHbIX YLI.
[aHHoe onoBelleHne Bcerga AOMmKHO UMETb ypoBeHb fatal

access_denied Bbin nonyyeH KOppeKTHLIA cepTUdUKAT, OAHAKO NPU NPUMEHEHUN NOMUTUKA KOHTPONS
AOCTyNa oTnpaBUTENb PeLUWUST He NPOAOMXaThb CornNacoBaHUe CoegUHEHNs.
[aHHoe onosellieHWe Bceraa JOMKHO UMETb ypoBeHsb fatal

decrypt_error Mpu BBINONHEHUMN KpunTOrpacudeckon onepauun (HanpuMep, Npu NpoBepKe MoAnucy,
nposepke cooblyeHns 3aBeplueHmns Finished) Bo Bpems paboTthl npotokona Handshake
BO3HUKNA oLmbKa.

[aHHoe onoBellieHWe Bceraa JOIMKHO UMETb ypoBeHb fatal

protocol_version Bepcus npotokona, ykasaHHasa KNNEHTOM, pacno3HaHa KOPPeKTHO, O4HaKO He noaaep-
XNBAETCA CEPBEPOM.
[aHHoe onoBelLeHWe Bcerga JoMKHO UMETL ypoBeHs fatal

insufficient_security MockinaeTca BMecTo ornoBelleHnsA handshake_failure B ToM cnydae, ecnu cepsep Tpe-
GyeT kpunToHabopbl, obecneunBatome Gonee BLICOKUNA YPOBEHb CTOMKOCTU, YeM Te,
YTO MOAAEPKUBAIOTCS KITUEHTOM.

[aHHoe onogeLleHWe Bcerga fomKHO UMETb ypoBeHb fatal

unsupported_extension [aHHoe onoBeLleHWe MOCkINaeTCA KIMEHTOM U CUTHaNMM3UPYET O TOM, YTO B coodLue-
Hun ServerHello cogepxanock pacLuMpeHue, KOTopoe He BbINo NMocnaHo KIWEHTOM B
coobueHuu ClientHello.

[aHHoe onoBellgHUe Bcerga AoMmMKHO UMeTk YpoBeHs fatal

bad_certificate CepTudmkar 6bin NOBpeXAeH, cepTUdUKaT COAEPXKUT HEKOPPEKTHYIO MOAMNUCHL U T. M.
PekomeHgyeTca npucsamBaTh AaHHOMY OMoBeLLEeHUIo ypoBeHb fatal

unsupported_certificate Bbin nonyyeH cepTudMKaT HenogaepxmBaemMoro Tuna.
PekomeHgyeTes npucsansaTh aHHOMY OMoBeLLeHUIo ypoBeHb fatal

certificate_revoked CepTudumkar 6611 0To3BaH NOANUCHIBaKOLLEH CTOPOHOIA.
PekomeHayeTcs nprceanBaTh JaHHOMY OMOBELLEHUIO ypoBeHsb fatal

certificate_expired Cpok AecTBUA cepTudukaTa UCTek Unmn ceptTudmkaT He eACTBYET B HacTosILLiee BpeMs.
PekomeHngyeTcs npucsauBaTts AaHHOMY OMOBELLEHUIO ypoBeHb fatal

certificate_unknown Mpwn 06paboTKe cepTUduKaTa BO3HUKIA HEKOTOpas oLuMbKa, He COOTBETCTBYOLW AN HUKa-
KUM U3 crniyvaes, Nepe4ncrneHHbIM BhbiLLE.
PekomeHayeTest npucBauBaTth AaHHOMY OMOBELLEHUIo ypoBeHb fatal

user_canceled Pa6oTa npoTokona Handshake 6bina octaHoBeHa No HEKOTOPLIM NPUYUHAM, He cBSA3aH-
HbIM ¢ owmnbkamu B paboTe npoTokona. [JaHHOe onoBeLleHWe LOMKHO COMPOBOXAATLCS
onoBeLleHneM close_notify.

PekomeHgyeTcst npucBanBaTe AaHHOMY OMOBELLEHWIO YPOBEHb warning
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OkoHyYaHue mabnuypl 8.2.1

HassaHue onoseLleHUsA YcnoBumaA U Nopsaaok UCTonb30BaHUA onoseLyeHUA

no_renegotiation [aHHoe onoBeLleHWe NockinaeTca KNMEHTOM B OTBeT Ha coobujeHne HelloRequest
Unu cepepoM B oTBET Ha coobuyeHune ClientHello npy B3aumogeiicTeBuMmu B paMkax pa-
Hee YCTaHOBMEHHOr0 COEAUHEHUS C LieNbio OMOBELLEeHUs nony4vartens o ToM, YTo oT-
npaBuUTenb 4aHHOTO OMNOBELLUEHNUA He MOALEPXKUBAET NepecornacoBaHWe napameTpoB
ceccuu. MNpun NonyyYeHWn JaHHOro OrnoBeLLEHWUS BTopasi CTOPOHa AOMKHA NPUHATL pe-
LUEHUEe O NPOAOIMKEHNN B3aUMOAENCTBIUS.

[aHHoe onoBeLLeHNe Bcerga AOMKHO UMETb YPOBEHb warning

B cnyvyae ecnu onoeeweHusa bad_certificate, unsupported_certificate, certificate_revoked,
certificate_expired, certificate_unknown 6b1rn nocnaHel ¢ ypoBHEM warning, HeENOCPEACTBEHHO MOCHE MX MO-
nyyYeHus NpMHUMaloLLaa CTOPOHAa AOMXHA 3aKpbITb cCoeaduHEHue ¢ onoeeLleHuem close_notify nubo 3akpbiTb
coefuHeHue ¢ onoeeLleHmem o6 owmbke, umerowmm yposeHb fatal.

Tabnunya 8.2.2 — OnoseleHns o6 owmnbKe, KOTopble MOTyT BO3HUKHYThL B Npolecce paboTkl npoTokona Record

HassaHue onoseLleHUA Yenosua u NOopAAOK NCMOSb30BaHNA onoBeLLleHUA

bad_record_mac [aHHoe onoBelleHWe MockINaeTcss B TOM criy4qae, ecnv npu obpaboTke nomnyyYeHHOM
3anuncn Bo3HMKNa oLnbKa Npu NpoBepke 3HaYeHWUs Kofa ayTeHTudukamu.
[aHHoe onoBelleHWe BCeraa AoMKHO UMETb YpoBeHb fatal

record_overflow [aHHoe oroBelleHWe nockinaeTca B TOM cny4vae, ecrnu AnvHa nonyvyeHHoi 3anucu
npeBbILLaeT MakcuMansHo [onycTUMOoe 3Ha4YeHue.
[aHHoe onoBelleHWe Bceraa AoMKHO UMeTb YpoBeHsb fatal

Tabnwnya 8.2.3 — O6wue onoBeLleHnss 06 ownbke, KOTOpbIE MOTYT BO3HWKaTb B NpoLiecce paboTkl npotokona TLS 1.2
B COOTBETCTBUW C KpUNTOHabopamu, ONUCaHHLIMW B aHHbIX PEKOMEHAaLmMaxX

HasBaHue onoBeLleHUA Yenosua 1 nopaaok UCNONbL30BaHUA ONOBELLEHUA

unexpected_message Bbino nosny4yeHo HeKOppeKTHoe coobLLeHMe.
[JaHHoe onoBelleHne Beerga 4oMmKHO MMETb ypoBeHb fatal

decode_error CoobLeHne He MOXET 6biTb 06paboTaHo, Tak Kak COAepPXUT OA4HO UKW HECKONBKO He-
KOPPEKTHbIX Moneil.
[aHHoe onoBelleHUe Bcerga AomMKHO UMETL ypoBeHb fatal

internal_error Mpou3sowwuna BHYTPeHHSA owmnbka, He cBA3aHHaa ¢ paboToil npoTokona (Hanpumep,
olumbka BbleneHuss naMsATh), KoTopas AenaeT HEBO3MOXHbLIM MPOAONMKEeHUe AanbHer-
el paboTbl npoTokona.

HaHHoe onoBellyeHne Beera AoMmKHO UMETL YpoBeHb fatal

9 lNpotokon Application Data

MpuknagHble AaHHbIE NEpPeAaloTcsl NOCne OTNPaBKM CTOPOHOM B3aumogencTeusa coobweHuns Finished.
MpuknagHble AaHHbIE 3aLLMLLIAIOTCS B COOTBETCTBUMU C TEKYLLMM COCTOSSHMEM COEAUHEHUA, KOTopoe Obino
YCTAHOBNEHO B pesynbTrate BbiNonHeHus nporokona Handshake. Coobwenus nporokona Application Data co-
Aepxar doparMeHT AaHHbIX, MPUHSATLIX OT NPOTOKONA BEPXHEro YPOBHS, U nepeaatorcs nporokony Record 6e3
AOMONHUTENBLHOTO hOPMATUPOBAHUA.

10 KpuntoHabopbl

Hacroswme pekoMmeHaaumm onpeaensior ABa kpunToHabopa, npegHasHavYeHHbIX 4151 UCNOSb30BaHUs B
npotokone TLS 1.2, co cneayopmmmM NnpMBaTHbIMU HOMEpPaMM:

- TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC, {OxFF, 0x89.};

- TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC, {OxFF, 0x88}.

YkasaHHbI NOpAA0K CnegoBaHNUsa KpUNTOHAO0POB SIBNSETCA PEKOMEHAYEMbIM NOPSAKOM NPEANOYTEHUA
ANA KNUEHTOB, noaaepXuvBaiowmx pabory ¢ o6oumm kpuntoHabopamu.
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10.1 CepTuduKaTbl CTOPOH

KnueHT 1 cepsep, B3aUMOAENCTBYIOLLME B COOTBETCTBMU C ONMCAHHBIMU B HACTOALLIEM JOKYMEHTE KpUn-
TOoHabopammu, MOTYT noaaepXuBartb ftoboii TN cepTudukaTos Ans noboro KpunroHadopa.

10.2 BnoyvHbIn wuodp

OnpeaeneHHbIE B AaHHbLIX PeKOMeHAaLUUsAX KpunToHabopbl B kayecTBe BNOYHOro wudpa UCMonb3yoT
wudpp «Marma» nnu «KysHeuuk», onpegeneHHoie B FOCT P 34.12—2015. [inuHa 6noka n cocraBnsiet
16 Garit (128 6uT) Ans wudpa «KysHeuuky» u 8 bant (64 outa) ana wudpa «Marma», gnuHa kniovei k B 060-
ux crnyyasx cocraensiet 32 barita (256 6uT).

Tabnuya 10.2.1 — Anroput™ 6novHoro LnMposaHus

KpuntoHabop BriounbIn wudp
TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC FOCT P 34.12-2015, «Marma»
TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC FOCT P 34.12-2015, «Ky3Heunk»

10.3 AnropuTm BbIPaboTKM KOAa ayTeHTUduKauum coodeHna

OnpeneneHHble B AAHHbLIX PeKOMeHAauusax KpuntoHabopbl B kadectse dyHkumu MAC ucnonb3yior
GnoyHbIN WKdp, 3agatowmincs B cooteeTcTun ¢ 10.2, B pexxume BbIpaGoTKM UMUTOBCTABKM, ONPEAENEHHOM
B [OCT P 34.13—2015, ¢ AnMHOW UMUTOBCTaBKWU PABHOIA N.

10.4 AnropuT™ wndg poBaHns CoOGWEHNN

OnpeaeneHHble B AaHHLIX PEKOMEHAAUMAX KpUnToHabopbl B kavectse dyHkuuu ENC ucnonbsylor
6noyHbln Wncp, 3adaowmiica B coorBerctBun ¢ 10.2, B pexume CTR-ACPKM, onpegeneHHoMm B
P 1323565.1.017—2018. inuHa bnoka rammel S, onpeaeneHHas B P 1323565.1.017—2018, pasHa n.

MapameTpsl pexuma wudposaHua CTR-ACPKM onpeaeneHbl B Tabnuue 10.4.1.

Ta6bnuya 10.4.1 — Anroputm W poBaHna coobLLEHNiA

KpunToHa6op Pasmep cekuum
TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC 1 K6aiAT
TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC 4 K6aift

10.5 MakcumanbHOe KONMMYecTBO 3anucen B COeAUMHEHUH

Mapametrp SNMAX 3apaeT makcumanbHOE KOMWYEeCTBO 3anucein, KOTopble MOTYT NepeaaBaThest B pam-
Kax 0fIHOrO CoeaMHEHUs (HOMEpP 3anucu seqnum MOXET NPUHUMaTL 3HaYeHus ot 0 go SNMAX BknouuTernb-
HO), M onpeJenseTcsa B COOTBETCTBUM ¢ Tabnuuer 10.5.1.

Tab6nuya 10.5.1 — MakcumarbHoe Konn4ecTBO 3anuceil B CoefUHEeHUM

KpuntoHa6op SNMAX
TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC 232 _4
TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC 264 _ 4

10.6 MapameTpbl KNOYEBOro AepeBa

KoHctanTbl C,, C,, Cs, UCNONb3yeMble 4Nt NOPOXAeHus KNoYen 3almThbl 3anucen, onpeaensiioTcs B
CcooTBETCTBMU C Tabnuuen 10.6.1.
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Tabnuya 10.6.1 — MNapameTpsbl KNOYEBOro iepeBa

P 1323565.1.020—20138

KpuntonaGop

KoHcTaHThl C;, Gy, C4

TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC

C, = OXFFFFFFC000000000,
C, = OXFFFFFFFFFE000000,
C, = OXFFFFFFFFFFFFF000

TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC

C, = OXFFFFFFFF00000000,
C, = OXFFFFFFFFFFF80000,
C, = OXFFFFFFFFFFFFFFCO

11 Bonpocbl 6e3onacHoOCTU

B uensx cozganna adhdekTUBHON peanusaumn Npu ucnonbL3osaHuun anroputma TLSTREE obpauieHue
K (pyHKLMK Dlvers je {1 2 3} AOMKHO NPOBOAUTLCA TONLKO B TE€X Criyyasix, KOrga Homep 3anucu seqnum
AOCTUraeT Takoro 3Haqe|-m;| yTo seqnum&Cj # (seqnum — 1)&C B NPOTUBHOM chny4ae HeobxoauMo uc-
nonb30BaTb 3Ha4YeHne, BoipaboTaHHOE paHee. [aHHbIi nogxoa nossonﬂeT TaKke NPOTUBOAENCTBOBATL aTa-

KaM no noH6oYHbLIM KaHanaM.
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26

MpunoxeHue A
(cnpaBouHoe)

KoHTponbHbIe npumepbl padoTbl anroputMa TLSTREE

[aHHoe npunoxeHne HocuUT CI'IpaBOHHbIVI XapaKkTep N He ABNAETCA YacTbo HacToALMX peKOMEH[J,aLI,VIVI.

A.1 TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC

3Ha4eHus KopHeBoro kitova K, ;!

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF;

BripaboTKa kntoda 3awuTel 3anucy ¢ Homepom 0:
1. Kntou repBoro ypoBHS, ABNSAIOLNACS pesynstaToM paboTsl dyHkuun Divers,:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 bF A2 11 96 A6 AE 12 CO 14 83 F1 AZ2.

2. Kritod BTOpOTo ypoBHS, ABNSIOWNACS pesyrnstatoM paboThl dyHKUun Diversy.

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 9B.

3. MToroBoe 3HaueHue Knioda, SBIAIOLeecs pesyrsTaToM paboTsl (hyHKUMK Divers,:

50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

BelpaboTka kntoda 3awuTel 3anucy ¢ Homepom 4095:
1. Knito4 nepBoro ypoBHA, SBMALWNIACA pesynbTaToM paboTsl yHKUuuK Diversy:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 BF A2 11 96 A6 AE 12 CO 14 83 F1 AZ2.

2. Kritod BTOPOTro ypOBHS, ABNAIOLMACA pesynbtaToM paboTbl pyHKuun Divers,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 9B.

3. NToroBoe 3HaueHue Knitoda, SBMstoLLeecs pesynsTaTtoM paboTsl (yHkUmu Divers,:

50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

BrlpaboTka Krkoda 3alluThl 3anucu ¢ Homepom 4096:
1. Kriro4 nepsoro ypoBHs, ABnstoLmiics pesynsratom paboTel coyHkuun Divers;:

27 67 S9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 AZ.

2. Knitou BTOpOro YpoBHA, sBRslOLMiACA pesynsTatoM paboTel (yHKuumn Divers,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 9B.

3. ToroBoe 3HaueHue Kntoua, SBMsiioLleecs pe3ynsratoM paboTsl yHKLMK Diversg:

71 86 93 EC D3 F1 DC E2 11 93 BD 56 40 6A A4 E2
09 OF E1 C8 7A 5D 5D 7A 8C E6 EO D8 28 A4 39 15.

BripaboTka kntoda sawuThl 3anucu ¢ Homepom 33554431:
1. Krito4 nepBoro ypoBHS, SBNAIOLLMIACA pesynkTatom paboTel dyHkuun Divers,:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 AZ.

2. Kntou BTOPOTO YpOBHSA, SBNSAIOWMIACS pesynsTaToM paboTel pyHKuun Divers,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 9B.
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3. UToroBoe 3HaueHwe KTiova, SBNAoLLeecs peaynsTaTom paboTsl yHkummu Diversg:

CD 4E 6F 09 94 C4 CA 17 A9 AD E5 3D 69 20 49 77
57 87 3B CO 8D 4F 98 06 E3 C9 99 A7 E4 AE 70 EO.

BreipaboTka kntoda 3awuThl 3anucy ¢ Homepom 33554432:
1. Krtod nepBoro ypoBHs, ABNAIOLLMIACA pe3ynsratoM paboTsl dyHkuun Divers,:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 A2.

2. Kntod BTOPOro ypoBHS, ABNAIOLMIACA pe3ynsraToM paboTel ¢yHKLUK Divers,:

AC 22 FD 64 6B 15 94 8B 94 52 EA 19 3F 40 72 C7
72 CA 54 DA 8E A2 F6 96 92 98 1F 7C 9E 29 B8 B9.

3. UToroBoe 3HaveHwe KrTova, SBNAILLEECs pe3yrnsTatoM paboTsl pyHkUuM Diversg:

4E AB OF 8A 28 2D E5 78 85 7B EO 15 D1 32 CD FD
88 FO EB D9 9D 10 CC A3 B6 D9 11 4E 37 56 5D E7.

BbipaboTka kntova 3aluTel 3anucu ¢ Homepom 27487790694 3:
1. Knto4 NepBoro ypoBHS, ABAAIOWMIACA pe3ynsTatoM paboTsl coyHkumn Divers,:

27 67 S9F FB FA 99 43 54 30 51 FD LE A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 AZ.

2. Krito4 BTOPOro ypoBHS, ABNAOWLMIACA pe3ynkTaToM paboTel chyHkuyun Divers,:

80 A8 35 D6 A3 8A CB 77 CB AC DF C8 E8 E1 50 97
C5 8F 24 08 D6 08 B2 1B 39 CC 85 E4 1C 5C E9 5A.

3. VToroBoe 3HaueHme Kntoqa, SBSIIOLIEecs pe3ynsTatoM paboTbl dyHKkuM Diversy:

37 06 Bl BE E6 F3 BE DB 74 66 4E 1C 43 40 B5 El
81 5F FA 87 EA 80 F4 OE AF CC 28 EF 30 DD F3 BB.

BelpaboTka Krtoda 3awuThl 3anucu ¢ Homepom 274877906944:
1. Knito4 NepBoro ypoBHs, ABMsAOWMiACA pesynsTatoM pabotsl coyHkumn Divers,:

89 AB 52 9B 2F E3 DC 74 C2 78 46 9F 15 7F AF 6B
A9 FB 32 D4 B3 C8 Al OE CY9 DE 68 E5 2A 25 3D DE.

2. Kntod BTOPOro ypoBHS, ABNAOLNACSA pesynsTaTom paboTsl dyHkumuu Divers,:

AA 4D 07 83 68 C7 D8 85 3C 77 BC EF C2 B5 77 FE
EC EF 53 79 FB 6A 69 22 71 5F 6D 70 5F B9 SF 3D.

3. MToroBoe 3HaueHu e Kitoda, sBnstoLleecs pesynsTatoM paboTtel hyHKUMKM Diversg:
9B E5 7C B5 2F 46 B6 0C 68 40 CD 4E 95 SA 16 8A
74 82 2C 1D 00 6A C7 46 DA BB B9 84 8E BO A5 8A.

A.2 TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC
3HadeHusA KopHeBoro kova K, ;
FEORE OFE OFE ORFE KR ORE ORE OEE OEE KR OFE OFE OFE OFE ORE

FEORE OBE R OFEOFE OFE ORE REOFE OFE R OFE ORE FEORE;

BuipaboTka kitoda 3awwuTsl 3anucu ¢ Homepom 0:

1. Knto4 NepBoro ypoBHs, ABMsOWMiACA peynsraTtoM paboTsl dyHkuuu Divers,:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 A2.

2. Krito4 BTOpOro ypoBHS, ABMSAOWMIACS pesynsTaTtoM paboTtsl yHKuuu Divers,,

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 O9B.

3. UToroBoe 3HayeHwWe KITko4a, ABMSAOLWEeCs pe3yrsTaToM paboThl dyHKLMK Diversg:

50 76 42 DY 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.
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BripaboTKa Kntoda 3aluThsl 3anucu ¢ HoMepom 63:
1. Krito4 nepBoro ypoBHs, ABnstoLuiics pesynsTatom paboTsl dyHkuyun Divers,:

27 67 SF FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 A2.

2. Knitoy BTOpOro ypoBHs, ABRsoLniics pesynstatoM paboTsl yHkumu Divers,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 ES9 O9B.

3. MToroBoe 3HaueHmne KItoua, ABMAlLLeecs pesynsTaToM paboTbl yHKLMK Diversy:

50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

BeipaboTka kntoda saluTsl 3an1Mcy ¢ HoMepom 64:
1. Krto4 nepBoro ypoBHsi, SBNAOLMACS pe3ynsTaTtoM paboThl dyHKLMUK Divers,:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 A2.

2. Kritod BTOpOro ypoBHS, ABnstoLniicst pesyrnstatom pabotsl dyHkumu Divers.,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 EY9 9B.

3. NTorosoe 3HaueHue Kntoda, sBstoLeecs pesynstaToM paboTsl dyHkUMM Diversg:

Cl 9B 63 9F 4B EA 78 8C 1C 59 B4 C8 87 DB 5B 07
Cl 91 19 10 18 68 DA B8 9A 8D 93 61 B2 FO 10 F3.

BripaboTka kritoya 3amThl 3anucu ¢ HomepoM 524287:
1. Knito4 nepBoro ypoBHS, sBNAOLWMIACA pesynbTaTtoM paboTsl dyHKuynn Diversy:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 AZ2.

2. Kritod BTOPOTro ypOBHS, ABNAIOLLNACS pesyrnbtatoM paGoTbl (pyHKuun Divers,:

AB 3D FD 55 68 6D 55 97 63 5C FE 08 6C 12 FO 2D
40 72 2B A4 65 9F 51 77 34 F8 C5 84 B8 F9 E9 9B.

3. Torooe 3HaueHUe Kntoda, SBMsALEEcs pesynsratom paboTel hyHKUMU Diversg:

92 30 3E B5 61 56 88 54 E3 3E 4F EO 97 A9 95 99
17 9F 5B 90 94 AE 34 79 E6 1C 43 69 3A 3F OA 06.

BripaboTka kntoda 3aluTsl 3anuck ¢ Homepom 524288:
1. Kntou nepsoro ypoBHs, ABRsOLLMIACA pesynbtatom paboTsl doyHKUmu Divers;:

27 67 SF FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 AZ.

2. Knitoy BTOPOro YpoBHA, SBAAIOWMIACS pesysibTatoM paboTel (yHKuun Divers,:

1E C6 92 34 D7 1F B8 92 1A CF 26 C9 2F B8 8C 52
10 57 0B 6B 21 OD BF 77 4E 75 97 C1 D8 CE 16 0C.

3. NTorosoe 3HaueHue Knioua, sBnAtoweecs pesynsrartoM paboTel pyHkummn Diversy:

E8 55 A0 E2 CB DD 68 C1 13 7C EF 3E 80 1E OB FF
68 62 8C 36 43 68 27 6D 0C B8 7E B5 6E 94 EF 42.

BeipaboTka Krtoua 3awuTsl 3anuMcu ¢ Homepom 4294967295:
1. Kniou nepBoro ypoBHsi, sSIBNSIOWWIACA pesynsTatom paboTsl doyHKuuu Divers;:

27 67 9F FB FA 99 43 54 30 51 FD 5E A3 50 C7 FO
32 EC C2 E7 5F A2 11 96 A6 AE 12 CO 14 83 F1 A2.

2. Krito4 BTOPOro YpoBHS, SBNSAIOWMIACS pesynsTaToM paboTel (yHKuuu Divers,:

ED 6A F8 70 1B 59 Al EF D4 5A 6E 33 CF 80 B7 66
D5 20 7A OB 28 80 CD 63 63 4E 80 B1 83 F9 F3 DA4.
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3. MToroBoe 3HaueHwe Koy, ABNstoLLeecs pesynsratoM paboTsl pyHKumn Diversy:

93 D3 CA E9 5A 55 B7 1A A3 B9 A7 DD F9 SA 6A AC
3F DA 17 2A 79 60 58 04 A9 C9 FC 6E 84 8A F1 AA.

Breipabotka krtoqa 3awuTthl 3anucu ¢ HomepoM 4294967296:
1. Knte4 NepBoro ypoBHSA, ABMNAOWMUIACA pesynsTaTtoM paboTsl coyHkumn Divers,:

E2 BE DA BC 66 55 9F 65 FB 55 E5 52 73 56 50 EE
71 OF 08 81 AO 81 EF EA 6B 7A BA 82 BD AF 8A 6E.

2. Krito4 BTOpOro YPOBHS, SBMSHOLLMIACSH pesynsTaToM paboTsl cyHKunn Divers,:

5E 6A DS 06 EE E7 85 F8 BE 28 6C C7 04 C2 5D 46
D6 54 9D 18 71 9D 9B E7 FE 79 DO 1D A4 37 Al DB.

3. MToroBoe 3HaueHwe Krtoda, ABNAIoLLEeCcs pesyrsTaToM paboTsl yHKUMM Diversy:

7F FB 1A D7 E5 7B 70 BE 10 96 31 D2 71 92 98 B9
7D EE 3B 00 8D 86 F8 3D AA F6 2A 4E A5 B7 AA FD.
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MpunoxeHune b
(cnpaBouHoe)

KoHTponbHbIe npuMepbl Ans pa6otbl nporokona Record

[aHHoe npunoxeHne HOCUT CMPaBOYHLIA XapakTep U He ABMSIETCA YacTbio HAaCTOAWMUX pekoMeHAaUun.

Tak kak npouecc 06paboTk1 faHHBIX BO BpeMsi paboThl npoTokona Record oguHakos Arns cepBepa U KNMeHTa, Bee
OelCTBMSA ONUCLIBAOTCA ANA O4HOM (hUKCUPOBaHHOW CTOPOHLI B3auMopekcTema. Cnocob dpparmeHTaumm gaHHbIX, AnNuHa
AaHHbIX U KONTUYECTBO 3anucen Bbl6paHbI n3 yCJ'IOBMI7I y,qOGCTBa U HarmaAaHOCTU.

[nsa HarnsgHocTu 6aiiToBLIe CTPOKK pasfensioTcs Ha NoacTpoku (He bonee 16 6aiiToB B NOACTPOKE) € yYKalaHUeM
CMeLLeHWA TekyLLei NOACTPOKN OTHOCUTENLHO Havana cTpokn. CMelleHne yKasbiBaeTca cnesa OT NOACTPOKU B LWeCTHaa-
LaTepu4HOM BUAeE U OTAENSAETCA OT COOTBETCTBYOLLEN NOACTPOKU JBOETOUMEM.

B.1 TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC

B HacTosileM pasgene npuBefLeH TecToBhlii Npumep paboTtel npotokona Record ansa kpuntoHabopa TLS_
GOSTR341112_256_WITH_MAGMA_CTR_OMAC. PaccmaTtpuBaetcsi criyyail 06pabotkn 4097 cooblieHuid, npu aTom
3Ha4YeHUs KOHTPOMbHBIX NPUMEPOB NPUBOAATCA AMA TPEX M3 HUX, AEMOHCTPUPYIOWNX Hanbonee BaxHbIe 0COGEHHOCTH
paboTel npoTokona.

MpeanonaraeTcs, YTO B pesynkTaTe BeINONHeHUs npotokona Handshake ctopoHoit B3aumogeincTsusa 6uinu seipa-
GoTaHbl criegytolue napameTpbl:

- KITHOM BBIYUCNEHNS UMUTOBCTaBKU COOOLLEHNS K,y

000000: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000010: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF;

- KIHoY 3allnbpoBaHns AaHHbIX Kepye:

000000: 00 00 00 00 00 0O 0O 0O 0O 0O 00 OO OO 00 00 00
000010: 00 00 00O 00 00 00 00 OO 00O 00 00O OO0 OO OO0 0O 00;

- BEKTOP MHULManW3aumm 4ns sawndpoBaqns gaHHbix /V:
000000: 00 00 00 00.

B.1.1 ®opmMupoBaHue 3alwMLLEHHONK 3anucK ¢ Homepom 0
OparMeHT AaHHbIX AnuHBL 7 6aiT, nepeparolmiica B pamkax npotokona Application Data B 3anucu ¢ Homepom
seqnum = 0:

000000: 00 00 00 00 00 00 00.
HesawmieHHas 3anuck Rec®, npencrasnennas B Buae cTpykTypel TLSPlaintext:
000000: 17 03 03 00 07 00 00 OO0 00 00 00 00,

Kntou K,?MC BbIUUCIIEHUS1 UMUTOBCTaBKM A5l 3anucu ¢ Homepom seqnum = 0, BolpaboTaHHbIi B pe3ynerarte pabo-
Tbl anroputma TLSTREE:

000000: 50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
000010: F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

3HaveHne RecMAC pansa 3anucu ¢ HomepoM seqnum =0:
000000: 30 70 B8 64 77 9D 95 47.

Knrou K[%NC 3awndgpoBaHus Ans 3anucu ¢ Homepom seqnum = 0, BbipaboTaHHLIN B pesynsrate paboTel anroput-
Mma TLSTREE:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: C3 83 40 32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.

BekTop uHuumanusaummn V0 ans sanucn c Homepom segnum = 0:
000000: 00 00 00 0Q0.

3awwmdposaHue faHHbiX ENCData npoBOAWTCA Ha OIHOM CEKLMOHHOM Krode K.
CekuuonHblit knod K1:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: C3 83 40 32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.
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SawmuieHHas 3anuck PRec?, npepctaBneHHas B Buae cTpykTypbl TLSCiphertext;

000000:
000010:

B5.1.2 ®opmMmupoBaHue 3alMLLieHHON 3anMcu ¢ Homepom 4095

17 03 03 00 OF 1B B1 C2 20 BE 6D 55 F4 79 58 DD

63 81 F3 D6.
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@parMeHT AaHHbIX ANUHEl 1024 Gaiita (1 KbaiiT), nepepatowyuiica B pamkax npotokona Application Data B 3anucu ¢

HoMepoM seqnum = 4095:

000000:
000010:
000020:
0003DO0:
0003EOQ:
0003FO0:

HesawuierHas 3annck Rec?09% npeacraBneHHas B Buge cTpykTypbl TLSPlaintext:

000000:
000010:
000020:
0003DO0:
0003EOQ:

0003FO0:
000400:

4095
Kritod Ky

000000:
000010:

00
00
00

00
00
00

17
00
00

00
00
00
00

00
00
00

00
00
00

03
00
00

00
00
00
00

00
00
00

00
00
00

03
00
00

00
00
00
00

00
00
00

00
00
00

04
00
00

00
00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00.

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00

00.

00
00
00

00
00
00

50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4

F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

3HadyeHne RecMAC gns sanucu c Homepom seqnum = 4095:

000000:

ED EE A5 8C E6 28 B7 7C.

BBIYMCTIEHUS) UMUTOBCTABKM [AIA 3aMUCH C HOMepOM seqnum = 4095 paBeH Kilody Ko

Kniou K2 salmdposaHis Ans 3anuck ¢ Homepom seqnum = 4095 paeH kntody K2,

000000:
000010:

F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC

C3 83 40 32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.

BekTop nHumanusaummn V4095 nns sanucu ¢ Homepom seqnum = 4095:

000000

00 00 OF FF.

[anHele ENCData pa3sbusatoTcs Ha [jBe CeKLMM, 3allMdpoBaHne NpoBOAUTCS Ha ABYX CEKLMOHHBIX Kitodax K1 n K2,

CekumoHHbIiA kiioy K1:

000000
000010

CeKLMOHHbI Krtou K2:

000000+
000010

SawmuieHHas sanuce PRec09 npepcraBnerHas B Buae cTpykrypbl TLSCiphertext:

000000:
000010:
000020:
0003DO0:
0003EOQ:

0003FO0:
000400:

b5.1.3 ®opmupoBaHue 3alMLLEHHOW 3anucy ¢ HoMepom 4096

F7 97 25
C3 83 40

44 90 bF
10 43 10

17
39
09

67
ED
A3
4D

03
92
16

25
93
E6
9B

03
35
64

5B
3B
91
42

68 45 F3 6C FO 75 60 34 45 CD 32 2B AC

32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.

EF 56 6A 28 2A BO 71 A6 C4 FB 54 84 06

22 A0 5C 76 47 32 1A 15 4E 3E 2F 03 67.

04
48
74

60
50
Fl
42

08
51
E2

D5
3D
D8
95

A2
73
50

0B
TA
cc
E3

DE
91
01

CA
1F
9C
18

3A
7D
e

42
2F
52
64

B5
FE
8F

12
D7
35
25

2F
TF
B6

51
72
75
D7

DA
59
89

92
B1
25
FD

c7
03
77

C1
76
E1
B6

5C FE

0A AO

BB BE

A3

F8

FD 52

99

90.

30

84
BO
38

94
B8
AB

E4
55
BB

BC
EC
48

OparMeHT AaHHbIX ANUHBI 2048 6aiT (2 KbaitTta), nepeaatolLmiica B pamkax npotokona Application Data B 3anucu ¢

HOoMepoM seqnum = 4096:
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000000: 00 00 00 00 00 00 00 00 00 00 00 OO 0O 00 00 00
000010: 00 00 00 00 00 00 00 0O OO 00 0O OO0 0O 0O 00 0O
000020: 00 00 00 00 00 00 00 00 00 00 00 OO OO 00 00 00

0007D0: 00 00 00 00 00 00 00 00 00 00 00 OO 0O 00 00 00
0007E0: 00 00 00 00 00 00 00 0O 00 00 0O OO0 0O 0O 00 0O
0007F0: 00 00 00 00 00 00 00 0O 00 00 0O 00 OO OO0 0O 00.

HesawmweHHas sanuck Rec?0% npepcraenenHas B uge cTpykTypel TLSPlaintext:

000000: 17 03 03 08 00 00 00 00 00 00 0O 00 00 0O 00 00
000010: 00 00 0O 00O 00 00O 00 0O 00 00 00 0O 0O OO 0O QO
000020: 00 00 00 00 00 00O 00 0O 00 00 00 0O 0O OO 0O 0O

0007D0O: 00 00 00 00 00 0O 00 0O 00 00 00 0O 0O OO 0O 00
0007EO0: 00 00 0O 00 00 00 00 0O 00 00 00 0O 0O OO 0O 0O
0007F0: 00 00 00 00 00 00 00 0O 00 00 00 00 0O OO0 0O 00
000800: 00 00 00 00 0O.

Kntou K99 BbluMCreHUst IMUTOBCTaBKY ANA 3aMUCk ¢ HOMepoM segnum = 4096, BripaboTaHHbIi B pesynstaTe
pabotbl anroputma TLSTREE:

000000: 71 86 93 EC D3 F1 DC E2 11 93 BD 56 40 6A A4 E2
000010: 09 OF E1 C8 7A 5D 5D 7A 8C E6 EO D8 28 A4 39 15.

3HaveHne RecMAC pns 3anucu c HomepoM seqnum = 4096:
000000: 9E 76 D1 8E 75 A5 DB 32.

Koy Ké?\,%e 3awmpoBaHus And 3anucu ¢ HoMepoM seqnum = 4096, BelpaboTaHHbIi B pesynisrarte paboTel anro-
putma TLSTREE:

000000: 60 BA 8C DF 9C 67 OA DO 5C 5B E3 B5 EO 04 B7 37
000010: 13 9F 1A A9 05 92 8A 02 8F 6C C4 BO 95 49 CC A4.

BekTop uHMumanuaauun V4098 nns sanucn ¢ Homepom seqnum = 4096:
000000: 00 00 10 00.

DaHHble ENCData pa3BuBaloTcsi Ha TPU CeKumK, 3alundgpoBaHne NPOBOANUTCS Ha TPeX CEKLUMOHHLIX Kntovax K1,
K2 u K8.
CeKunoHHbIN kntod K1:

000000: 60 BA 8C DF 9C €67 OA DO 5C 5B E3 B5 EO 04 B7 37
000010 13 9F 1A A9 05 92 8A 02 8F 6C C4 BO 95 49 CC A4.
CeKLMOHHBIN ko4 K2:

000000: 08 BO OA BB 92 9E D2 EE 8F 73 3B 95 DF 1B D4 F5
000010 84 24 A1 8A 37 53 0OC BB 34 E7 F7 AF 50 09 9B 51.
CeKUNOHHBIN Kntod K3:

000000: 74 E2 E2 AS C3 3A 22 D2 20 43 F8 33 OA 46 DC A7

000010: 54 0D DO 6E EC 1E 3B OB 06 B8 D3 E2 EE 4A 22 95.
SawuieHHas sannce PRec4098 npencrtasneHHas B Buae cTpykTypbl TLSCiphertext:

000000: 17 03 03 08 08 37 97 76 53 95 C2 35 18 98 17 23
000010: CA B5 85 4F 7A 90 9C F5 DO B7 9F 5B 6E D1 6C 65
000020: 1B AA 29 C6 CD DC 32 06 5F 75 BD 67 C8 CE 08 8A

0007D0: OA FO 56 4B B9 E1 1E 82 D5 A2 42 D3 24 F2 5F 72
0007EO0: 8D C8 07 1F 4A AD 14 17 F7 92 8D BB 8B AE 57 CF
0007F0: D2 2C E6 72 1C 26 E6 4E 66 2A 3B 5F D3 80 4D 27
000800: 1A BO 41 A6 2E 89 DB BB 8F 24 92 AE 5C.

B.2 TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC

B HacToAlWem pasgene npuBefeH TecToBblM nMpumep paboTel npoTokona Record ans kpuntoHabopa
TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC. PaccmaTpusaeTtcs cnyvait obpaboTku 65 coobLueHui,
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NPU STOM 3HAYEHUSI KOHTPOMBHLIX MPUMEPOB NPUBOASTCS ANA TPEX U3 HUX, AEMOHCTPUPYHOLLMX Hanbonee BaxHbIe 0co-
6eHHocTn paboTkl NpoToKona.

MpegnonaraeTcs, YTo B pesynbraTe BLINOMHEHNUS npoTokona Handshake cTopoHoit B3anmogencTens Gbinu Beipa-
6oTaHbl crieaytoLine napameTpbl:

- KoY BbIMUCNEHNS UMUTOBCTaBKM COOBLLEHUA Kyjp

000000: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000010: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF;

- KN4 3aLUNPOBaHNA AaHHBIX Keye:

000000: 00 00 00 00 00 0O 0O 0O 0O 00 OO OO OO 00 00 0O
000010: 00 00 00 00 00 OO OO OO OO OO OO 00 OO 00 00 00;

- BEKTOp MHULUManuaauum gns sawmdpoBaHus gaHHelx /V:
000000: 00 00 00 00 00 0O 0O 0O.

B.2.1 ®opmupoBaHue 3alMLLIEeHHON 3anMcKu ¢ Homepom 0
@parMeHT JaHHbIX AnWHBI 15 GaliT, nepeparolymiica B paMkax npoTtokona Application Data B sanucm ¢ HOMepom
seqnum =0:

000000: 00 00 00 0O 0O OO OO 0O 00 00 00 0O 0O 0O 00.
HesawuweHHas sanncs Rec®, npeacTtaeneHHas B Buae cTpykTypsl TLSPlaintext:

000000: 17 03 03 00 OF 00 00 0O 00 00 OO OO0 00 00 00 0O
000010: 00 00 00 O0O.

Kritou K,?,,AC BbIYMCMEHUA UMUTOBCTaBKM AN 3anucu ¢ HomepoM segnum = 0, BelpaboTaHHbIi B peaynerate pabo-
Tbl anroputMa TLSTREE:

000000: 50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
000010: F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

3HayeHne RecMAC pns sanucu c Homepom seqnum =0:
000000: 75 53 09 CB C7 3B B9 49 C5 OE BB 86 16 OA OF EE.

Kritou Kch 3alwmdpoBaHua Ars 3anucKu ¢ HomepoM seqnum = 0, BbipaboTaHHbIW B pesynkrate paboTbl anropur-
ma TLSTREE:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: C3 83 40 32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.

Bektop nhuumanusauumn /V0 ans sanucu ¢ Homepom segnum = 0:
000000: 00 00 00 00 00 00 00 00.

Bawundposanune aaHHbix ENCData npoBoAuTCs Ha OHOM CEKLIMOHHOM Kntove K.
CeKUMoHHbI Kkntoy K1:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: C3 83 40 32 BC 42 5E 4D 3C 84 95 23 6F 7B 6C AF.

Sawmwennas sanuck PRec?, npeactaBnenHas B Bue cTpykTypsl TLSCiphertext:

000000: 17 03 03 00 1F F3 17 A7 1D 3A CE 43 3B 01 D4 E7
000010: D4 EF 61 AE 00 D5 3B 41 52 7A 26 1E DF C2 BA 78
000020: 57 C1 93 2D.

b.2.2 ®opmupoBaHue 3alMLLIEHHONW 3anMcu ¢ Homepom 63
DparMeHT gaHHbIX AnNuHLlI 4096 GairT (4 KbaiiTa), nepepatoLmiica B pamkax npotokona Application Data B 3anucu ¢
HOMepoM seqnum = 63:

000000: 00 00 OO 00 OO0 OO OO 0O 00 00 OO 00 OO 00 00 0O
000010: 00 00 00 00 OO OO OO OO OO0 00 OO OO OO 0O 00 00
000020: 00 00 OO 00 OO OO OO 0O 00 00 OO 00O OO 00 00 0O

000FDO: 00 00 00 00 OO0 OO OO0 0O 00 00 OO 00 OO0 00 00 0O
00OFEO: 00 00 00 00 00 00 OO 00O 00 00 OO OO 00 00 00 00
000OFFO: 00 00 00 00 0O OO 0O 0O 00 00 OO 00 OO 00 00 0O0.
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HesawmweHHas sanucb Rec®3, npegcraenenHas B Buge cTpykTypsl TLSPlaintext:

000000: 17 03 03 10 00 00 00 00 0O 00O 00 OO 00 00 00 0O
000010: 00 00 OO 00 OO OO OO 00 0O 00O 00 OO 00 OO0 00 00
000020: 00 00 0O 00 0O 00O OO OO OO OO 00 OO 00 OO0 00 00

000FDO: 00 00 00 00 00 00 0O 00 00 00O 00 00O 00 00 00 00
OOOFEO: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
OOOFFO: 00 00 00 00 00 00 00O 00 00 00 00 0O 00 OO0 00 00
001000: 00 00 00 00 00.

Kntou K,‘?,,?qc BbIYUCIIEHUSA UMUTOBCTaBKW ANA 3aM1MCU C HOMepPOM seqnum = 63 paBeH KoYy K,?,,AC

000000: 50 76 42 D9 58 C5 20 C6 D7 EE F5 CA 8A 53 16 D4
000010: F3 4B 85 5D 2D D4 BC BF 4E 5B FO FF 64 1A 19 FF.

3HayeHne RecMAC pans 3anucu c HomMepoM seqgnum = 63:
000000: OA 3B FD 43 OF CD D8 D8 5C 96 46 86 81 78 4F 7TD.
Kntoy KE%,C 3alumdpoBaHnUs ANa 3anucu ¢ HOMepoM seqnum = 63 paBeH KIlo4y KgNC:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: C3 83 40 32 BC 42 S5E 4D 3C 84 95 23 6F 7B 6C AF.

BekTop nHnumanusaumm V83 pnsa sanucn ¢ Homepom seqnum = 63:
000000: 00 00 00 00 00 00 00 3F.

HaHHble ENCData pa3tusalotca Ha ABe CeKuuM, 3alundpoBaHne NpOBOAUTCS Ha ABYX CEKLMOHHBIX Kntodax K1 u K2.
CeKUMOHHbIIA kntow K:

000000: F7 97 25 68 45 F3 6C FO 75 60 34 45 CD 32 2B AC
000010: (C3 83 40 32 BC 42 S5E 4D 3C 84 95 23 6F 7B 6C AF.

CeKUMOHHBI Ktod K2;

000000: 3E E3 23 10 86 B9 3E 86 €9 3B 6A 08 25 ED 68 4B
000010: 2B CC D2 89 E4 E7 6C 7D 4D B8 89 AA E2 DA DC DD.

SauuieHHan sanues PRecS3, npencraenenHas B Buae cTpyktypsl TLSCiphertext:

000000: 17 03 03 10 10 6A 18 38 BO A0 D5 AO 4D 1F 29 64
000010: 89 6D 08 5F B7 DA 84 D7 76 C3 9F 5C DC 37 20 B7
000020: B5 59 EF 13 9D E4 38 F8 84 97 BD 27 92 Al 67 31

OOOFEO: 82 5C B1 24 41 OA 81 29 9B 35 98 19 5D D4 51 68
OOOFFO: A6 38 50 A7 6E 1A 4F 1E 6D D5 EF 72 59 3F AE 76
001000: 55 71 EC 37 E7 17 F5 B8 62 85 BB 5B FD 83 B6 6A
001010: B7 63 86 52 08.

B.2.3 ®dopmMupoBaHUe 3alMILIEHHOW 3aNUCK ¢ HoMepom 64
®parMeHT AaHHbIX ANvHbl 8192 Gaiita (8 K6aiiT), nepeaatowmiica B pamkax npotokona Application Data B 3anucu ¢
HoMepoM seqnum = 64

000000: 00 00 0O 0O OO 00O OO OO OO OO OO0 OO 00 00 00 00
000010: 00 00 0O 0O OO 0O OO OO OO OO OO OO 00 00 00 00
000020: 00 00 0O 0O OO 0O OO OO OO OO 00 OO 00 00 00 00

001FDO: 00 00 0O 00 00 00 00O 00 00 00 00 00 00 00 00 00
O0O1FEO: 00 00 0O 00 OO0 00 OO OO0 00 00O 00 00 00 00 00 00
001FFO: 00 00 0O 0O 0O 0O 0O 00 00 OO 00 OO0 00 00 00 0O0.

HesawwuweHHas 3anucs Rec®?, npeacTtaBnenHas B Buge cTpykTypbl TLSPlaintext:

000000: 17 03 03 20 00 00 00 00 OO0 OO 00 OO 00 00 00 00
000010: 00 00 0O 0O OO0 00 OO 00 OO0 OO 00 OO0 00 00 00 00
000020: 00 00 0O 0O OO OO OO OO OO OO 00 OO0 00 00 00 00
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K2 n

001FDO: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
O001FEO: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

001FFO: 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
002000: 00 00 00 00 00,
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Krtod K/%c BLIYUCIIEHNA UMUTOBCTABKM ANS 3aNUCK C HOMEPOM Seqnum = 64, BelpaboTaHHbLIN B pesynsTaTe pa-
6oTbl anroputma TLSTREE:

000000: Cl1 9B 63 9F 4B EA 78 8C 1C 59 B4 C8 87 DB 5B 07
000010: C1 91 19 10 18 68 DA B8 9A 8D 93 61 B2 FO 10 F3.

3taueHne RecMAC Ans sanucu c Homepom segnum = 64:

000000: 47 25 A2 3C 64 3C CA E1 28 28 FE DC 0D 65 EB B3.

Koy Kg;‘\,c 3aWNPPOBAHUS 4N 3aNUCK C HOMEPOM seqnum = 64, BblpaGoTaHHbIN B pesynsrate paboTsl anropuT-
Ma TLSTREE:

000010: F3 C9 BA 5C 5D 43 AA 38 8B 9F 9A 8C 98 05 23 9D
000010: 16 23 08 C8 85 CB 2D 1C 92 76 13 83 2F 96 70 00.

BekTop uHuymanusaumu V84 nng sanucu ¢ HoMepoM seqnum = 64

000000: 00 00 00 00 00 00 00 40.

HanHble ENCData pasbusatotca Ha Tpu CeKLWM, 3aliMcpOBaHUe NMPOBOAUTCS Ha TPEX CEKLMOHHLIX Kniodax K1,

K3.

CeKUMOoHHBIA Koy K':

000000: F3 C9 BA 5C 5D 43 AA 38 8B 9F SA 8C 98 05 23 9D
000010: 16 23 08 C8 85 CB 2D 1C 9A 76 13 83 2F 96 70 00.
CeKUMOHHBIN Kntoy K2:

000000: F8 40 F3 80 A0 7B B6 2D EC 02 5F 9A 07 46 AF 68
000010: EC 19 23 75 3F F6 16 24 D5 84 A5 53 DD 76 FB 78.

CeKUMOHHBIN Kntod K3:

000000: A9 3D 06 1E 9B 9E OC 88 02 2E E4 A3 8B FD 4B 37
000010: 81 20 18 B2 8A 3E 99 DE 96 FD 71 4D 55 18 A5 BC.

3alynieHHasn sanuce PRect4, npeacTtasneHHas B Buge cTpykrypol TLSCiphertext:

000000: 17 03 03 20 10 FD 8D 03 90 DO 28 1A 18 CF 0D 24
000010: SA 83 AB 05 71 A2 CD DA 64 E4 E6 9E FE 11 4A BO
000020: 4F 24 5C 6A 30 E9 F1 80 28 9A D6 09 7E F8 C1 81

O0O1FEO: 1F 03 21 53 6E 1E FC E3 5E 75 EC 9C AE 8A 0D 17
O0O1FFO: C6 73 Bl 72 15 BC 2D CE CB 35 E9 52 6D 14 6D 6E
002000: 25 4E A9 DA EA A4 BO 4A 73 AB BA 93 12 FE DO B1
002010: 93 66 89 ED AB.
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MpunoxeHue B
(cnpaBouHoe)

KoHTponbHbie NpuMepbl AnAa padotbl npotokona TLS

[JaHHOe NpUnoXeHne HOCUT CrPaBOYHLIA XapaKkTep U He SBSETCS YaCTbio HACTOALMX peKoMeHaaL .

NS HarmsiAHOCTM faHHbIe, KOTOpPLIMM ONEpupyIoT KWEHT W cepBep, NpeACTaBneHbl cnesa U crpasa oT BepTy-
KarbHOii YepThl COOTBETCTBEHHO. PN 3TOM 0B03HAYEHUS K-——-—->» U «<-———» UCTIONb3YIOTCA ANA YKa3aHWA Ha faHHble,
nepecbifiaeMble Mo KaHany cBA3U KIMeHTOM U cepBepoOM COOTBETCTBEHHO.

B.1 TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC

B HacTosAweM pasgene npuBeaeH TeCTOBLI NpuMep cueHapusi pabotbl npoTokona TLS 1.2 ana kpuntoHabopa
TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC, npu KOTOPOM MUcCMosb3yeTcs MornHasa cxema paboTbl npoTokona
Handshake ¢ ogHOCTOpOHHe# ayTeHTUdUKaUmel. OTKpLITLIA U 3aKPLITLIA KITOYKM cepBepa 3afatoTcsl criefytoLmM obpasom.

MaeHTudukaTop KpuBoi ceptTudukata cepsepa:

id-tc26-gost-3410-2012-256-paramSetA, «1.2.643.7.1.2.1.1.1».

OTKpbITLIA Krou cepaepa Qg:

X = OxCO3EDEE3604CCBO26E56E91272454707
94E0508A1FE1602371F443DC20E313FD;
y = 0x994D579491A2DBB720E78EOAFAC8479C

8D1A852989A46D4969C799E39A1025EC.
3aKpbIThIA Kto4 cepBepa Kg!

0x0880FD1E94C7656CA143A310553A04B5
5583E16ABF56D91336AB271B7396E0E4 .

Mpeanonaraertcs, YTo COefUHEHUE ycTaHaBnMBaeTcs Brepsble. Ana yaobcTea B pamkax Kaxpaoi sanucu nepepa-
eTcA TONbKO 0fHO coobLeHre.
dopmupoaHue coobieruns ClientHello Ha cTopoHe KnueHTa:

msg_type: 01
length: 000040
body:
client_version:
major: 03
minor: 03
random: 933EA21EC3802A561550EC78D6EDS1AC

2439D7E749C31BC3A3456165889684CA
session_id:

length: 00
vector: -
cipher suites:
length: 0004
vector:
CipherSuite: FF88
CipherSuite: FF89
compression_methods:
length: 01
vector:
CompressionMethod: 00
extensions:
length: 0013
vector:

Extension: /* signature_algorithms */
extension_type: 000D
extension_data:

length: 0006
vector:
supported_signature_algorithms:
length: 0004
vector:
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/* IlepBas Napa aJCOPUTMOB */
hash: EE
signature:
EE
/* Bropas Napa allopUTMOB */
hash: EF
signature:
BE
Extengion: /* renegotiation_info */
extension_type: FFO1
extension_data:

length: 0001
vector:
renegotiated_connection:
length: 00
vector: -

Extension: /* extended_master_secret */
extension_type: 0017
extension_data:
length: 0000
vector: --

WNTorosoe coobuierune ClientHello:

000000: 01 00 00 40 03 03 93 3E A2 1E C3 80 2A 56 15 50
000010: EC 78 D6 ED 51 AC 24 39 D7 E7 49 C3 1B C3 A3 45
000020: 61 65 88 96 84 CA 00 00 04 FF 88 FF 89 01 00 00
000030: 13 00 OD 00 06 00 04 EE EE EF EF FF 01 00 01 00
000040 00 17 00 00

dopMUpoBaHWe HesalluLLeHHON 3anncK ¢ HoMepoM 0 Ha CTOPOHE KIWeHTa:

type: 16
version:
major: 03
minor: 03
length: 0044
fragment: 010000400303933EA21EC3802A561550

EC78D6EDS1AC2439D7E749C31BC3A345
6165889684CA000004FF88FF89010000
13000D00060004EEEEEFEFFF01000100
00170000

WToroBas 3anuck ¢ HomMepom 0 Ha CTOPOHe KNueHTa:

000000 16 03 03 00 44 01 00 00 40 03 03 93 3E A2 1E C3
000010: 80 2A 56 15 50 EC 78 D6 ED 51 AC 24 39 D7 E7 49
000020 C3 1B C3 A3 45 61 65 88 96 84 CA 00 00 04 FF 88
000030 FF 85 01 00 00 13 00 OD 00 06 00 04 EE EE EF EF
000040 FF 01 00 01 00 00 17 00 00

dopmMuposaHue cooblyeHnsa ServerHello Ha cTopoHe cepBepa:

session_id:
length: 10
vector: C3802A561550EC78D6EDS1AC2439D7E7
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msg_type: 02
length: 000041
body :
server version:
major: 03
minor: 03
random: 933EA21E49C31BC3A3456165889684CA

A5576CE7924A24F58113808DBDI9EF856
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38

cipher_suite:

CiphersSuite:

compression_method:

CompressionMethod:
extensions:

length:
vector:

Extension:

Extension:

FF88

00

0009

/* renegotiation_info */
extension_ type:
extension data:
length:
vector:

length:
vector:
/* extended master secret */
extension type:
extension data:

length:

vector:

FFO1

0001

renegotiated_connection:

00

0017

0000

WToroBoe coobuleHune ServerHello:

000000
000010:
000020:
000030:
000040

02
61
80
ED
00

00
65

8D BD

51
00

00
88

AC
17

41
96
9E
24
00

03
84
F8
39
00

03 93 3E A2 1E 49 C3 1B C3 A3 45
CA A5 57 6C E7 92 4A 24 F5 81 13
56 10 C3 80 2A 56 15 50 EC 78 D6
D7 E7 FF 88 00 00 09 FF 01 00 O1

dopMUpOBaHUE HesalLWLLeHHOW 3anucu ¢ HomepoM O Ha CTOpOHe cepBepa:

type:

version:

major:
minor:
length:

fragme

nt:

16

03

03

0045
020000410303933EA21E49C31BC3A345
6165889684CAA5576CET7924A24F58113
808DBDOEF85610C3802A561550ECT78D6
ED51AC2439D7E7FF88000009FF010001
0000170000

UTorosas 3anuce ¢ Homepom 0 Ha CTOpOHe cepBepa:

000000 :
000010:
000020:
000030:
000040:

16
C3
4A
15
09

03
1B
24
50
FF

03
C3
F5
EC
01

00
A3
81
78
00

45
45
13
D6
01

02 00 00 41 03 03 93 3E A2 1E 49
61 65 88 96 84 CA A5 57 6C E7 92
80 8D BD 9E F8 56 10 C3 80 2A 56
ED 51 AC 24 39 D7 E7 FF 88 00 00
00 00 17 00 00

dopmMupoBaHue cooblieHus Certificate Ha cTopoHe cepBepa:

msg_type:

length
body :

certificate list:

le
ve

ngth:
ctor:

ASN.1Cert:

length:
vector:

OB
0002BC

0002B9

0002B6

308202B230820261A003020102020A28
A290E3000000D8D142300806062A8503
020203303A31123010060A0992268993
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1D996AT50AC8DA2C3EF228475ED3FBCY
9A3EA1CTD580AEO8DO81F314B48809BD
2CD4B58FA84CB2B66611FD6COAS4BESS
253D1887CC02

NTorosoe coobuyeHue Certificate:

000000« 0B 00 02 BC 00 0z B9 00 02 Be 30 82 0z B2 30 82
000010: 02 61 AO 03 02 01 02z 02 OA 28 A2 90 E3 00 00 00
000020 : D8 D1 42 30 08 06 06 2A 85 03 02 02 03 30 3A 31
000030+ 12 30 10 06 OA 09 92 26 89 93 F2 2C 64 01 19 16
000040 : 02 72 75 31 12 30 10 06 OA 09 92 26 89 93 F2z2 2C
000050 64 01 19 16 02 63 70 31 10 30 OE 0O6 03 55 04 03
000060 : 13 07 74 65 73 74 2D 63 61 30 1E 17 0D 31 37 31
000070 : 30 32 34 30 32 35 30 35 36 5A 17 0D 32 37 31 30
000080 : 32 34 30 39 33 30 35 36 H5A 30 21 31 1F 30 1D 06
000090 03 55 04 03 13 16 53 65 72 76 65 72 54 4C 53 31
O000AOD:: 32 54 65 73 74 53 61 6D 70 6C 65 73 30 68 30 21
O000BO : 06 08 2A 85 03 07 01 01 01 01 30 15 06 09 2A 85
0000CO : 03 07 01 0z 01 01 01 06 08 2A 85 03 07 01 01 02
0000DO0 : 02 03 43 00 04 40 FD 13 E3 20 DC 43 F4 71 23 60
O000EO : E1 1F 8A 50 EO 94 07 47 45 72 12 E9 56 6E 02 CBE
O000FO : 4C 60 E3 D6 3E CO EC 25 10 9A E3 99 C7 69 49 6D
000100: A4 89 29 85 1A 8D 9C 47 C8 FA OA 8E E7 20 B7 DB
000110: A2 91 94 57 4D 99 A3 82 01 59 30 82 01 55 30 13
000120: 06 03 55 1D 25 04 0C 30 OA 06 08 2B 06 01 05 05
000130: 07 03 01 30 OE 06 03 55 1D OF 01 01 FF 04 04 03
000140: 02 04 FO 30 1D 06 03 55 1D OE 04 16 04 14 BO 90
000150: 04 86 FC 71 C5 91 HA CA 9B 6B 36 1C 18 A8 37 14
000160: 35 1B 30 1F 06 03 55 1D 23 04 18 30 16 80 14 9E
000170: 03 FO B8 9C FC 60 DC 8A 18 1E E8 00 DF A8 5B 32
000180: CD 73 76 30 3F 06 03 55 1D 1F 04 38 30 36 30 34
000190: AO 32 A0 30 86 2ZE 68 74 74 70 3A 2F 2F 76 6D 2D
O001A0: 74 65 73 74 2D 63 61 2E 63 70 2E 72 75 2F 43 65
0001BO: 72 74 45 6E T2 6F 6C 6C 2F 74 65 73 74 2D 63 61
0001CO: 2E 63 72 6C 30 81 AC 06 08 2B 06 01 05 05 07 01
0001DO0 : 01 04 81 9F 30 81 9C 30 4B 06 08 2B 06 01 05 05
O001EO: 07 30 02 86 3F 68 74 74 70 3A 2F 2F 76 6D 2D 74
O001FO: 65 73 74 2D 63 61 2E 63 70 2E 72 75 2F 43 65 72
000200 : 74 45 6E 72 6F 6C 6C 2F 76 6D 2D 74 65 73 74 2D
000210: 63 61 2E 63 70 2E 72 75 bF 74 65 73 74 2D 63 61
000220: 2E 63 72 74 30 4D 06 08 2B 06 01 05 05 07 30 02
000230: 86 41 66 69 6C 65 3A 2F 2F 5C 5C 76 6D 2D 74 65
000240: 73 74 2D 63 61 2E 63 70 2E 72 75 5C 43 65 72 74
000250 45 6E 72 6F 6C 6C 5C 76 6D 2D 74 65 73 74 2D 63
000260 : 61 2E 63 70 2E 72 75 5F 74 65 73 74 2D 63 61 2E
000270 63 72 74 30 08 06 06 2A 85 03 02 02 03 03 41 00
000280 93 30 50 11 50 42 80 3B 6F DD 1D 99 6A 75 0OA C8
000290 : DA 2C 3E F2 28 47 5E D3 FB C7 9A 3E A1l C7 D5 80
O002A0: AE 08 DO 81 F3 14 B4 88 09 BD 2C D4 BL5 8F A8 4cC
0002BO : B2 B6 66 11 FD 6C OA 84 BE 59 25 3D 18 87 CC 02

dopMUpoBaHNe He3aLUULLIEHHON 3anncn ¢ HoMepoM 1 Ha CTOpPOHe cepBepa:

type: 16
version:
major: 03
minor: 03
length: 02C0o
fragment: 0OBOOO2BCO002B90002B6308202B23082

0261A003020102020A28A290E3000000
D8D142300806062A8503020203303A31
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40

DAZC3EF228475ED3FBCT9A3EALICTD580
AEOS8DO81F314B48809BD2CD4B58FA84C
B2B66611FD6COA84BES9253D1887CC02

WToroBas 3annuce ¢ HOMEPOM 1 Ha CTOPOHe cepBepa:

000000 :
000010:
000020:
000030:
000040
000050
000060 :
000070 :
000080 :
000090 :
O0O00AOD::
0000BO:
0000CO:
0000DO :
OO00EOD :
OO0O0FO :
000100:
000110:
000120:
000130:
000140:
000150:
000160:
000170:
000180:
000190:
O001AO:
0001BO:
0001CO:
0001DO0 :
O001EO:
O001FO:
000200
000210:
000220:
000230:
000240:
000250:
000260:
000270:
000280:
000290:
0002A0:
0002BO:
0002CO:

16
82
90
02
2C
26
06
17
0D
31
72
73
15
03
43
E9
99
8E
82
2B
01
16
1C
30
00
38
2F
72
73
01
2B
2F
75
74
73
05
76
5C
65
74
02
99
3E
D4
3D

03
02
E3
03
64
89
03
0D
32
1F
54
30
06
07
F4
56
c7
E7
01
06
FF
04
18
16
DF
30
2F
75
74
05
06
76
2F
65
74
05
6D
43
73
2D
03
6A
Al
B5
18

03
B2
00
30
01
93
55
31
37
30
4c
68
09
01
71
6E
69
20
55
01
04
14
A8
80
A8
36
76
2F
2D
05
01
6D
43
73
2D
07
2D
65
74
63
03
75
C7
8F
87

02
30
00
3A
19
F2
04
37
31
1D
53
30
2A
01
23
02
49
B7
30
05
04
BO
37
14
5B
30
6D
43
63
07
05
2D
65
74
63
30
74
72
2D
61
41
OA
D5
A8
cc

CO
82
00
31
16
2C
03
31
30
06
31
21
85
02
60
CB
6D
DB
13
05
03
90
14
9E
32
34
2D
65
61
01
05
74
72
2D
61
02
65
74
63
2E
00
C8
80
4c
02

OB
02
D8
12
02
64
13
30
32
03
32
06
03
02
E1l
4C
A4
A2
06
07
02
04
35
03
CD
AQ
74
72
2E
01
07
65
74
63
2E
86
73
45
61
63
93
DA
AE
B2

00
61
D1
30
72
01
07
32
34
55
54
08
07
03
1F
60
89
91
03
03
04
86
1B
FO
73
32
65
74
63
04
30
73
45
61
63
41
74
6E
2E
72
30
2C
08
B6

02
AQ
42
10
75
19
74
34
30
04
65
2A
01
43
8A
E3
29
94
55
01
FO
FC
30
B8
76
AQ
73
45
72
81
02
74
6E
2E
72
66
2D
72
63
74
50
3E
DO
66

BC
03
30
06
31
16
65
30
39
03
73
85
02
00
50
D6
85
57
1D
30
30
71
1F
9C
30
30
74
6E
6C
9F
86
2D
72
63
74
69
63
6F
70
30
11
F2
81
11

00
02
08
OA
12
02
73
32
33
13
74
03
01
04
EO
3E
1A
4D
25
OE
1D
Ch
06
FC
3F
86
2D
72
30
30
3F
63
6F
70
30
6C
61
6C
2E
08
50
28
F3
FD

02
01
06
09
30
63
74
35
30
16
53
07
01
40
94
CO
8D
99
04
06
06
91
03
60
06
2E
63
6F
81
81
68
61
6C
2E
4D
65
2E
6C
72
06
42
47
14
6C

B9
02
06
92
10
70
2D
30
35
53
61
01
01
FD
07
EC
9C
A3
0cC
03
03
5A
55
DC
03
68
61
6C
AC
9C
74
2E
6C
72
06
3A
63
5C
75
06
80
5E
B4
OA

00
02
2A
26
06
31
63
35
36
65
6D
01
06
13
47
25
47
82
30
55
55
CA
1D
8A
55
74
2E
6C
06
30
74
63
2F
75
08
2F
70
76
5F
2A
3B
D3
88
84

02
OA
85
89
OA
10
61
36
5A
72
70
01
08
E3
45
10
Cs8
01
OA
1D
1D
9B
23
18
1D
74
63
2F
08
4B
70
70
76
5F
2B
2F
2E
6D
74
85
6F
FB
09
BE

dopmupoBaHue coobuyeHunna ServerHelloDone Ha cTopoHe cepBepa:

msg_type:
length:
body:

OE

000000

NTorosoe cooblyeHne ServerHelloDone:

000000 :

OE 00 00 00

B6
28
03
93
09
30
30
5A
30
76
6C
01
2A
20
72
9A
FA
59
06
OF
0E
6B
04
1E
1F
70
70
74
2B
06
3A
2E
6D
74
06
5C
72
2D
65
03
DD
C7
BD
59

30
A2
02
F2
92
OE
1E
17
21
65
65
30
85
DC
12
E3
OA
30
08
01
04
36
18
E8
04
3A
2E
65
06
08
2F
72
2D
65
01
5C
75
74
73
02
1D
9A
2C
25



P 1323565.1.020—2018

DopMMpOBaHUe He3alLYWLLEHHO 3anMcu ¢ HOMepoM 2 Ha CTOPOHE cepBepa:

type: 16
version:
major: 03
minor: 03
length: 0004
fragment : OEO000000

WTorosas 3anuck ¢ HOMepOM 2 Ha CTOpOHe cepBepa:

000000 16 03 03 00 04 OE 00 00 00

3HauyeHne PMS, creHepUpOBaHHOE Ha CTOPOHE KIUeHTa:

000000:
000010:

A5 57 6C E7 92 4A 24 F5 81 13 80
F5 BD C3 B1 83 CE 5D AD CA 36 AS

8D BD 9E F8 b6
3A A0 77 65 1D

CnyvaitHoe 3HaueHne kpyy, BbIOpaHHOE Ha CTOPOHE KrneHTa:

OxXA5CT77CT7482373DE16CE4A6F73CCETF78
471493FF2C0709B8B706COE8A25E6CLE

OdhbemepHbIii Kot Qpy ).

X = 0x86D9192A6C85737E2AF5CCT7C3761F3D9
BE127378C218E27439E230B04C0F498D,
y = 0x71190E76B8E48FDIF172D9610RA4EECEC

2D5E088CCDA71B245B40C636B8C1LCEOO
Xalu-3HaueHne H oOT KOHKaTeHaLun ciydaiHbiX CTPOK KNWeHTa n cepeepa:

000000
000010:

C3 EF 04 28 D4 B7 A1 F4 C5 02 5F 2E 65 DD 2B 2E
A5 83 AE EF DB 67 C7 F4 21 4A 6A 29 8E 99 E3 25

leHepaums koyent akenopra. 3HaveHue r:
0xC3EF0428D4B7A1F4C5025F2E65DD2B2E
AnNropuT™ reHepauunu krtodein akcnopTa. 3HaveHne UKM:
0xC3EF0428D4B7A1F4C5025F2E65DD2B2E
[eHepaums kntodeit akernopTa. 3HadeHne seed:

000000: A5 83 AE EF DB 67 C7 F4
l'eHepauus Kkrnto4el skcropTa. 3HadeHne Ky p!

000000: 45
000010: 49

2C 59 66 54 DC 02 97 DF 5A C5 97 54
5C DO 66 SA BS CA 00 5D 92 E4 41 35

2F 99 04
82 BE 76

Knitoum skcnopra KEXP. | KEXE. pns BbiuMcnenns umuToBcTaBky 1 WwincdpoBaHms:
000000: BA 46 01 4B 6F 47 60 38 45 52 3B A9 BB D5 AO0 6F
000010: 15 37 54 C7 65 72 AE 81 C5 29 AB A4 D4 6E C5 27
000020: FE 98 27 44 58 70 32 40 EB 45 F3 E2 49 EA 14 4C
000030: F9 21 3B 3E 05 Al D1 55 07 CE D1 F9 19 80 16 E8

3HadyeHune BeKTopa UHULManusauumn /V:
000000: 21 4A 6A 29

3kenopTHoe npeacTasneHne PMSEXP 3HaveHua PMS:

000000 25 36 55 6C CD AC 34 91 4F D1 15 4C 2A 9F 9E 5D
000010: 7F DE 77 43 50 FD 66 90 7A 20 21 A9 Al DF 8C 98
000020: 2F 30 CF 2B E4 CF 91 AF

dopmuposaHue coobuenus ClientKeyExchange Ha cTopoHe knueHTa:

msg_type:
length:

10
000097
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body:

aexXchange_keys: 30819404282536556CCDAC34914FD115

AC2A9F9ESD7FDE774350FD66S07A2021
A9AIDF8CO982F30CF2BE4CFI91AF306830
2106082A85030701010101301506092A
850307010201010106082A8503070101
020203430004408D490F4CB0O30E23974
E218C2787312BEDSF361377CCCF52A7E
73856C2A19DS8600CECLB836C6405B24
1BA7CD8CO85E2DEC6C4EQA61DY972F1D9
8FE4B8760E1971

NTorosoe cooblieHune ClientKeyExchange:

000000
000010
000020
000030:
000040
000050
000060
000070
000080
000090

10
91
90
AF
15
03
30
CC
Cé
DS

00 00 97 30 81 94 04 28 25 36 55 6C CD AC 34
4F D1 15 4C 2A 9F 9E 5D 7F DE 77 43 50 FD 66
7A 20 21 A9 A1l DF 8C 98 2F 30 CF 2B E4 CF 91
30 68 30 21 06 08 2A 85 03 07 01 01 01 01 30
06 09 2A 85 03 07 01 02 01 01 01 06 08 2A 85
07 01 01 02 02 03 43 00 04 40 8D 49 OF 4C BO
E2 39 74 E2 18 C2 78 73 12 BE D9 F3 61 37 7C
Fb 2A 7E 73 85 6C 2A 19 D9 86 00 CE C1 B8 36
40 5B 24 1B A7 CD 8C 08 5E 2D EC 6C 4E 0OA 61
72 F1 D9 8F E4 B8 76 OE 19 71

dopMUpoBaHNE He3aLLMLLEHHOW 3annucK ¢ HOMepoM 1 Ha CTOPOHE KIMeHTa

type:
version:
major:
minor:
length:
fragment:

16

03

03

009B
1000009730819404282536556CCDAC34
914FD1154C2A9F9ELD7FDE774350FD66
907A2021A9A1DF8C982F30CF2BE4ACF91
AF3068302106082A8503070101010130
1506092A850307010201010106082A85
03070101020203430004408D490F4CBO
30E23974E218C2787312BED9F361377C
CCF52ATET3856C2A19D98600CEC1B836
C6405B241BA7CD8CO85E2DEC6C4EOAGL
DO972F1D98FE4B8760E1971

UTorosas 3anuck ¢ HOMEpPOM 1 Ha CTOpPOHE KIueHTa:

000000
000010:
000020:
000030:
000040:
000050
000060
000070
000080
000090

42

16
55
77
CF
01
01
8D
D9
00
EC

03 03 00 9B 10 00 00 97 30 81 94 04 28 25 36
6C CD AC 34 91 4F D1 15 4C 2A S9F 9E 5D 7F DE
43 50 FD 66 90 7A 20 21 A9 Al DF 8C 98 2F 30
2B E4 CF 91 AF 30 68 30 21 06 08 2A 85 03 07
01 01 01 30 15 06 0% 2A 85 03 07 01 02 01 01
06 08 2A 85 03 07 01 01 02 02 03 43 00 04 40
49 0OF 4C BO 30 E2 39 74 E2 18 C2 78 73 12 BE
F3 61 37 7C CC F5 2A 7E 73 85 6C 2A 19 D9 86

CE Cl1 B8 36 C6 40 5B 24 1B A7 CD 8C 08 5E 2D

6C 4E OA 61 D9 72 F1 D9 8F E4 B8 76 OE 19 71

M3BneyeHune akcnopTHoOro npeactasneHns PMSEXP.

000000 : 25 36 b5 6C CD AC 34 91 4F D1 15 4C 2A 9F 9E 5D
000010 7F DE 77 43 50 FD 66 90 7A 20 21 A9 Al DF 8C 98
000020 : 2F 30 CF 2B E4 CF 91 AF

X3lWw-3HadyeHne H OT KOHKaTeHauuu criydaiiHblX CTPOK KITMeHTa U cepBepa:

000000 : C3 EF 04 28 D4 B7 A1 F4 C5 02 5F 2E 65 DD 2B 2E

000010 A5 83 AE EF DB 67 C7 F4 21 4A 6A 29 8E 99 E3 25




Xaww-3HaveHne HASH (HM) koHkaTeHaLmn BCex cooblyeHnit npotokonia Handshake ansi popmuposa-

Hua MS:

000000
000010

OBlLLee cekpeTHoe 3HadYeHUe MS, BolpaBoTaHHOE Ha CTOPOHE KITUeHTa:

000000
000010:
000020:

Kntoun BbIYMCNEHNS KOAa ayTeHTUUKALIMKM, KIOYM LUMGPOBaHUS U BEKTOPLI MHULUManu3aumm Ans
KaX[QOro 13 COCTOSHUI YTeHNs 1 3anuen KPIE | Kread .| KWite | Kfead | | [vyrite | fyfead.

000000
000010
000020
000030
000040
000050:
000060
000070:
000080

61
96

BC
DA
D3

85
53
96
8D
C9
23
E9S
ocC
0D
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[eHepauuma Kntouel akenopTa. 3HaveHune r-
0XC3EF0428D4B7A1F4C5025F2E65DD2B2E
leHepauus kntovelt akcnopTa. 3HadeHne UKM:
OxXC3EF0428D4B7A1F4C5025F2E65DD2B2E
[eHepauus kntovelt akcnopTa. 3HadeHue seed:
000000 : A5 83 AE EF DB 67 C7 F4
leHepauus Kntodeit akcnopta. 3HadeHne Kgyp!

000000 : 45 2C 59 66 54 DC 02 97 DF 5A C5 97 54 2F 99 04
000010 49 5C DO 66 SA B9 CA 00 5D 92 E4 41 35 82 BE 76

Exp Exp .
Kntoum akenopta Kypae | Ky ANst BBIMUCTIEHNS UMUTOBCTaBKM U LUMPOBAHHUSI:

000000 : BA 46 01 4B 6F 47 60 38 45 52 3B A9 BB Db A0 6F

000010 15 37 54 C7 65 72 AE 81 C5 29 AB A4 D4 6E C5 27
000020 FE 98 27 44 58 70 32 40 EB 45 F3 E2 49 EA 14 4C
000030 F9 21 3B 3E 05 A1 D1 55 07 CE D1 F9 19 80 16 ES8

3HavyeHne BekTopa uHULManusauum [V:
000000 : 21 4A 6A 29
M3BneyeHHbI obuwmii cekpeT PMS:

000000 A5 57 6C E7 92 4A 24 F5 81 13 80 8D BD 9E F8 56
000010 F5 BD C3 Bl 83 CE 5D AD CA 36 A5 3A A0 77 65 1D

FB 2C 5B 70 73 65 8F 94 14 ED 28 29 A0 F3 BA
42 27 0C C4 53 2E 33 FE 16 60 72 39 7C 62 CD

56 49 C5 A8 C7 33 E8 E3 5C 06 7E 84 4F 35 6E
F3 6E BF 33 4E CF C8 EB FB 71 C4 74 3E 18 C7
F7 B7 86 C2 98 BB 54 B6 C4 9C DC 1B E2 BA El

MAC, ENC, ENC,

F6 45 AD 9C EF CO BO C8 2B 42 1A 39 FD 2B AE
10 40 B1 96 8B AE DC 7A 88 OE F8 1F 27 7B F6
16 AB 12 72 39 DF 5D FC CB D4 08 B5 BD C6 42
5A 3C 70 C1 1A 8F A1l A3 25 01 12 4E 73 11 78
72 81 91 8E 3D 50 BC 41 97 1A F6 8F 38 37 BF
C7 OA E3 F2 2C BE F7 59 14 D6 57 E9 EA 01 DB
FB DF EB EF 0C 29 F6 OB E4 6D 30 CO 3C 52 CB
OF 6B 27 8E 7B OA A9 5F 23 0OA F8 E7 33 54 06
40 AF 14 5A 5C 9E 93

Xaww-3HaveHue HASH (HM) koHkaTeHaLum Bcex cooBLUeHmii npoTokona Handshake anst hopmmpoBa-
Hua MS:

000000 61 FB 2C 5B 70 73 65 8F 94 14 ED 28 29 A0 F3 BA
000010 96 42 27 0C C4 53 2E 33 FE 16 60 72 39 7C 62 CD

ObLuee ceKpeTHoe 3HadeHne MS, BbipaGoTaHHOE Ha CTOPOHE cepBepa:

000000 BC 56 49 C5 A8 C7 33 E8 E3 5C 06 7E 84 4F 35 6E
000010 DA F3 6E BF 33 4E CF C8 EB FB 71 C4 74 3E 18 C7
000020 D3 F7 B7 86 C2 98 BB 54 B6 C4 9C DC 1B E2 BA El
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Kritoui BbIMMCTIEHUS KOAa ayTEHTUDMKALMN, KITKOYM LUMEDPOBAHNS 1 BEKTOPBI MHULMANU3aLMN ANs Kax-
AOTO U3 COCTOSHMI 3amucy v YTenns Kiead o | KIIe o | KEsad o | KTte o | [vgead | jvyrte:
000000: 85 F6 45 AD 9C EF CO BO C8 2B 42 1A 39 FD 2B AE
000010: 53 10 40 B1 96 8B AE DC 7A 88 OE F8 1F 27 7B F6
000020: 96 16 AB 12 72 39 DF 5D FC CB D4 08 B5 BD C6 42
000030: 8D BA 3C 70 C1 1A 8F Al A3 25 01 12 4E 73 11 78
000040: C9 72 81 91 8E 3D 50 BC 41 97 1A F6 8F 38 37 BF
000050 23 C7 OA E3 F2 2C BE F7 59 14 D6 57 E9 EA 01 DB
000060: E9 FB DF EB EF 0C 29 F6 OB E4 6D 30 CO 3C 52 CB
000070: 0C OF 6B 27 8E 7B OA A9 S5F 23 0A F8 E7 33 54 06
000080:  OD 40 AF 14 5A 5C 9E 93

dopmupoBaHue coobuieHus ChangeCipherSpec Ha cTopoHe knueHTa:
type: 01

Utorosoe coobieHne ChangeCipherSpec:

000000: 01

dopmMUpoBaHMe He3aLLULLIEHHON 3anNUch ¢ HOMEPOM 2 Ha CTOPOHE KNUeHTa:

type: 14
version:
major: 03
minor: 03
length: 0001
fragment: 01

MTorosasi 3anvcb ¢ HOMEPOM 2 Ha CTOPOHE KNUeHTa:
000000: 14 03 03 00 OL 012 >

Xaww-3HaveHne HASH (HM) koHkaTeHaLmn Beex cooblyeHuit npotokonia Handshake ans dpopmuposa-
Hua client _verify _data:

000000 61 FB 2C 5B 70 73 65 8F 94 14 ED 28 29 A0 F3 BA
000010 96 42 27 0C C4 53 2E 33 FE 16 60 72 39 7C 62 CD

OanHele client _verify _data:

000000 7E 25 94 46 10 69 1B ED 2E 78 15 AE FA CE 93 45
000010 9B DD D2 A6 B1 A3 3A C9 7C DD 69 D8 D8 F8 EA 33

dopmupoBaHue coobLleHus Finished Ha cTopoHe knneHTa:

Type: 14
length: 000020
body:
verify_ data: 7TE25944610691BED2E7815AEFACE9345

9BDDD2A6B1A33ACOT7CDD69D8DSF8EA33

WMToroBoe coobuleHue Finished:

000000: 14 00 00 20 7E 25 94 46 10 69 1B ED 2E 78 15 AE
000010: FA CE 93 45 9B DD D2 A6 B1 A3 3A C9 7C DD 69 D8
000020: D8 F8 EA 33

dopMrpoBaHUe 3allMLLEeHHOl 3anucu ¢ HomepoM O Ha CTOpPOHe KnueHTa:

type: 16
vergion:
major: 03
minor: 03
length: 002C
fragment: OCA6A44828011B82E436ADTB597EA2RD

8EBFA401AD9C18223E286285DD6C8125
COC2EAAE9ASB2DOE40DDCAOF
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UToroBas salmLLieHHas 3anck ¢ HOMepoM 0 Ha CTOPOHe KMUeHTa:

000000: 16 03 03 00 2C 0OC A6 A4 48 28 01 1B 82 E4 36 AD

000010: 7B 59 7E A2 BD 8E BF A4 01 AD SC 18 22 3E 28 62 | ~TT7T77 >
000020: 85 DD 6C 81 25 CO C2 EA AE 9A 5B 2D 0E 40 DD CA
000030: OF

dopmupoBaHue coobujeHnsi ChangeCipherSpec Ha cTopoHe cepsepa:
type: 01

WUtorosoe coobueHune ChangeCipherSpec:

000000 : 01

dopMUpoBaHHe He3aLWMLLIEHHON 3annci ¢ HOMEPOM 3 Ha CTOpPOHe cepBepa:

type: 14
version:
major: 03
minor: 03
length: 0001
fragment : 01

MTorosas 3anuck ¢ HOMepoM 3 Ha CTOPOHE cepBepa:

<—mmm - 000000 : 14 03 03 00 01 01

Xaww-3HaveHne HASH (HM) koHkaTeHaLmm Bcex cooBLueHnit npotokona Handshake pns ¢hopmuposa-
HUA server _verify _data:

000000 CE 25 31 8E 4F A2 46 0D 4C A9 27 7E 6F 29 C5 25
000010 52 0OE 30 FA OC 97 F2 75 06 D7 4D 9F A9 B4 3C 55

HanHvble server _verify _ data:

000000 2A 75 BE 8D B1 28 18 20 C3 E9 1C 3A CF B3 56 E5
000010: 38 BD C6 40 DA OA 81 63 59 86 F3 D2 8C 39 15 21

dopmupoBaHue cooblenus Finished Ha cTopoHe cepBepa:

type: 14
length: 000020
body:
verify data: 2A75BE8DB1281820C3E91C3ACFR356ES

38BDC640DA0A81635986F3D28C391521
MToroBoe coobLueHue Finished:

000000: 14 00 00 20 2A 75 BE 8D B1 28 18 20 C3 E9 1C 3A
000010 CF B3 56 Eb5 38 BD C6 40 DA OA 81 63 59 86 F3 D2
000020: 8C 39 15 21

dopMrpoBaHUe 3aLLWLLeHHON 3anuck ¢ HoMepoM 0 Ha CTOpOoHe cepBepa:

type: 16
version:
major: 03
minor: 03
length: oo2cC
fragment: 05DA23CF5F7FAEF635AE9FF2CF13FAA3

8EATC66595E1F2A99F7E70E19B13B21C
D8F3B01526AFB670D22B73C9

UTorosas 3almLeHHas 3anuck ¢ HoMepoM 0 Ha CTOpOHe cepBeepa:

000000 16 03 03 00 2C 05 DA 23 CF 5F 7F A6 F6 35 AE OF

<==----- 000010 F2 CF 13 FA A3 8E A7 C6 65 95 E1 F2 A9 9F 7E 70
000020: E1 9B 13 B2 1C D8 F3 BO 15 26 AF B6 70 D2 2B 73
000030 Cco9
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OaHHble, Nnepepatomecs B nepsoM coobLieHun npotokona Application Data, noceinaemMom knveHTom
rocre 3aBeplLueHus npoTokona Handshake:

000000 00 00 00 00 00O 00 QO 00 0O 00O 0O 0O 00 00 00 0O
000010: 00 00 00 00 00 00 0O OO0 0O 0O OO0 0O 00 0O 00 0O

q)OpMVIpOBaHVIE 38LLWILI46HHOI7I 3anncum ¢ Homepom 1 Ha CTOPOHE KITneHTa:

type: 17
version:
major: 03
minor: 03
length: 0028
fragment: D44DF1A3077B0O30FDE9OCOO01BFA344BB
D22F7F0F13B1B8114380646B6REAE4F3
7D9899D476442753

WToroeas saljuieHHan 3anuck ¢ HOMepom 1 Ha CTOpOHE KNNeHTa:

000000 17 03 03 00 28 D4 4D F1 A3 07 7B 03 OF DE 90 CO
000010: 01 BF A3 44 BB D2 2F 7F OF 13 B1 B8 11 43 8064 | —=====~ >
000020 6B 6B EA E4 F3 7D 98 99 D4 76 44 27 53

HaHHble, nepeaatolmecs B nepsomM coobLieHun npotokona Application Data, noceinaemom cepsepom
nocre 3asepLUeHUa npoTokona Handshake:

000000 F¥ F¥ FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000010: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

dopmMupoBaHue 3aLULLEHHON 3anucK ¢ HOMEPOM 1 Ha CTOpOHe cepBepa:

type: 17
version:
major: 03
minor: 03
length: 0028
fragment : 42219CF2EB265D9C50CF23EERB21FAOBL
6ASDFBBDFF348BC55FF190B9B88B551C
04ECAT7666B79FBFC

WToroBas sawymueHHas 3anuck ¢ HoMepoM 1 Ha CTOpOHe cepBepa:

000000 17 03 03 00 28 42 21 9C F2 EB 26 5D 9C 50 CF 23
I 000010: EE B2 1F AO B1 6A 5D FB BD FF 34 8B C5 5F F1 90
000020: B9 B8 8B 55 1C 04 EC A7 66 6B 79 FB FC

dopmMupoBaHue onoseLleHunsa close_notify Ha cTOpoHe knueHTa:

Alert:
level: 01
description: 00

WTorosoe onoBelleHWe Ha CTOpOHe KnueHTa:
000000: 01 00

DopMrpoBaHUe 3alLULLEHHO 3an1cu ¢ HOMepOM 2 Ha CTOPOHe KITeHTa:

type: 15
version:
major: 03
minor: 03
length: 000A
fragment: S8FBAB978D7EABREECACCS

MToroeas salwuuieHHas 3anncb ¢ HOMEPOM 2 Ha CTOPOHE KITMeHTa:

000000+ 15 03 03 00 OA 8F BA B9 78 D7 EA BE EC AC C3 | —==mm—- >

46



P 1323565.1.020—2018

dopmupoBaHmne onoselleHuns close_notify Ha cTopoHe cepeepa:

Alert:
level: 01
description: 00

MToroBoe onoBeLLeHUe Ha CTOPOHE KNKUEHTa:
000000: 01 00

dopmMrpoBaHue 3allULLEHHON 3anUcK ¢ HOMEPOM 2 Ha CTOPOHE cepBepa:

type: 15
version:
major: 03
minor: 03
length: 000A
fragment: 777BEEF672FED88A6BE2

UToroBas 3alyuLLeHHas 3aNUck C HOMEPOM 2 Ha CTOPOHE cepBepa:

000000: 15 03 03 00 OA 77 7B EE F6 72 FE D8 8A 6B E2

B.2 TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC

B HacTosieM pasfene NpuUBEAEH TECTOBLIW NpuMep cueHapus pabotbl npotokona TLS 1.2 ana kpuntoHabopa
TLS_GOSTR341112_256 WITH_KUZNYECHIK_CTR_OMAC, npu KOTOpPOM UCNONb3yeTcA NonHas cxema paboTsl npo-
Tokona Handshake c aBycTopoHHeit ayTeHTUdUKaynein. OTKpbITHIA M 3aKpbITHIA KoY cepBepa 3afaloTcs CrneayroLmum

obpasom.

MpeHTndrkaTop KpMBOI cepTudukata cepsepa:
id-tc26-gost-3410-2012-512-paramSetC, «1.2.643.7.1.2.1.2.3».

OTKpbITHIA KIToY cepBepa Qg!

X = OxF14589DA479AD972C66563669B3FF580
92E6A30A288BF447CDOFF6C3133E9724
7AS706B267703C9B4E239FOD7C7E3310
C22D2752B35BD2E4FD39B8F11DEB833A;

y = OxF305ES95B36502D4E60ATI059FB20AB30B
FC7C95727F3A2C04B1DFDDB53B0O413F2
99F2DFE66ALEICCB4101ATAO01IDEL2BES
BD78E1E3B3D567EBB16ABES87AL1IF4EA .

3aKpbITLIA KNtod cepBepa k!

0x12FD7A70067479A0F66C59F9A25534AD
FBC7ABFD3CC72D79806F8B402601644B
3005ED365A2D8989A8CCAE640D5FCO8D
D27DFBBFEL37CF528E1ACED445192E01.

Kritou NpoBepKy MOANMCH U KITHoY MOANUCH KIIMeHTa 3agatotcsl cregyrowmmM o6pasom.

MaeHTudMKaTop KpUBOI cepTudmKaTa KIUeHTa:
id-tc26-gost-3410-2012-256-paramSetA, «1.2.643.7.1.2.1.1.1».

Knrou nposepku nognmucm knnenta Qg

X = OxXOF5DB18ASELLSF324B778676025BFD7B5
DF066566EABAALICS51CD879F87B0B4975;
OxXSEESBBF18361F842D3F087DEC2943939
EOFA2BFB4EDEC25A8D10ABRB22C48F386.

Yy

Kritod noanucu KnneHTa K.

0x0918AD3F7D209ABF89F1E8505DA894CE
E10DAOSD32E72E815D9COADA30B5A103.

MpegnonaraeTcs, YTO COeAUHEHWEe ycTaHaBnNUBaeTCs BrnepBble. OnA yaobcTBa B paMKax Kaxnoi 3anucu nepega-

€TCA TONbKO OQHO cooneHme.
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dopmupoBaHue coobuleHus ClientHello Ha cTopoHe KnueHTa:

msg_type: 01
length: 000040
body:
client version:
major: 03
minor: 03
random: 933EA21EC3802A561550EC78D6EDS1AC

2439D7ET749C31BC3A3456165889684CA

seggsion id:

length: 00
vector: --
cipher suites:
length: 0004
vector:
CiphersSuite: FF88
CipherSuite: FF89
compression_methods:
length: 01
vector:
CompressionMethod: 00
extensions:
length: 0013
vector:

Extension: /* signature_algorithms */
extension_type: 000D
extension data:
length: 0006
vector:
supported_signature_algorithms:
length: 0004
vector:
/* TlepBad Mapa alropuTMOB */
hash: BE
signature:
Hh
/* BTopad Mapa aJlropuTMoB */
hash: BEF
signature:
HE
Extension: /* renegotiation_info */
extension_type: FFO1
extension data:

length: 0001
vector:
renegotiated connection:
length: 00
vector: --

Extension: /* extended master gecret */
extension_type: 0017
extension data:
length: 0000
vector: --

Wtorosoe coobuieHue ClientHello:

000000
000010:
000020
000030:
000040

48

01 00 00 40 03 03 93 3E A2 1E C3 80 2A 56 15 50
EC 78 D6 ED 51 AC 24 39 D7 E7 49 C3 1B C3 A3 45
61 65 88 96 84 CA 00 00 04 FF 88 FF 89 01 00 00
13 00 0D 00 Oe6 00 04 EE EE EF EF FF 01 00 01 00
00 17 00 00
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dopMUpOBaHNE He3aLULLIEHHON 3anuck ¢ HoMepoM 0 Ha CTOPOHE KITUEHTa:

type: 16
vergion:
major: 03
minor: 03
length: 0044
fragment: 010000400303933EA21EC3802A561550

EC78D6EDS1AC2439D7E749C31BC3A345
6165889684CA000004FF88FF89010000
13000D00060004EEEEEFEFFF01000100
00170000

ToroBasa 3anuck ¢ HoMepoM 0 Ha CTOpPOHE KIneHTa:

000000 16 03 03 00 44 01 00 00 40 03 03 93 3E A2 1E C3

000010: 80 2A 56 15 50 EC 78 D6 ED 51 AC 24 39 D7 E7 49

000020 C3 1B C3 A3 45 61 65 88 96 84 CA 00 00O 04 FW 88 | — 7777 s
000030: FEF 89 01 00 00 13 00 OD 00 06 00 04 EE EE EF EF

000040: FF 01 00 01 00 00 17 00 00

dopmuposaHue cooblyeHus ServerHello Ha cTopoHe cepsepa:

msg_type: 02
length: 000041
body:
server_version:
major: 03
minor: 03
random: 933EA21E49C31BC3A3456165889684CA

AS5T76CET924A24F58113808DBDIEF856
segsion_id:

length: 10

vector: C3802A561550EC78D6EDS1AC2439D7E7
cipher suite:

CipherSuite: FF89
compression_method:

CompressionMethod: 00
extensgions:

length: 0009

vector:

Extension: /* renegotiation_info */
extension type: FFO1
extension data:

length: 0001
vector:
renegotiated_connection:
length: 00
vector: --

Extensgion: /* extended master_secret */
extension type: 0017
extension data:
length: 0000
vector: -

Utoroeoe coobuieHne ServerHello:

000000 02 00 00 41 03 03 93 3E A2 1E 49 C3 1B C3 A3 45
000010 61 65 88 96 84 CA AL 57 6C E7 92 4A 24 F5 81 13
000020 80 8D BD 9E F8 56 10 C3 80 2A 56 15 50 EC 78 D6
000030 ED 51 AC 24 39 D7 E7 FF 89 00 00 09 FF 01 00 01
000040 00 00 17 00 00
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dopMUpoBaHUe HesalULLEHHOI 3annck ¢ HoMepoM O Ha CTOpOHe cepBepa:

type:
versgsion:
major:
minor:
length:
fragment:

16

03

03

0045
020000410303933EA21E49C31BC3A345
6165889684CAAS5T76CET924A24F58113
808DBDY9EF85610C3802A561550EC78D6
ED51AC2439D7E7FF89000009FF010001
0000170000

WNtoroBas 3anuce ¢ Homepom O Ha CTOPOHe cepBepa:

000000 :
000010+
000020
000030:
000040:

16
C3
4A
15
09

03
1B
24
50
FF

03
C3
F5
EC
01

00
A3
81
78
00

45
45
13
D6
01

02 00 00 41 03 03 93 3E A2 1E 49
61 65 88 96 84 CA AL 57 6C E7 92
80 8D BD 9E F8 56 10 C3 80 2A 56
ED 51 AC 24 39 D7 E7 FF 89 00 00
00 00 17 00 00

dopmupoBaHue coobLyeHus Certificate Ha cTopoHe cepBepa:

msg_type:
length:
body:

certificate_list:

length:
vector:

ASN.1Cert:

length:
vector:

MToroeoe coobuleHne Certificate:

000000
000010:
000020:
000030:
000040:
000050:
000060 :
000070:
000080:
000090:
0000ADQ:
0000BO:
0000CO:
0000DO :
0000EOQ:
0000FO:
000100:
000110:
000120:
000130:
000140:
000150:

0B
01
03
48
65
70
09
30
35
06
31
79
55
AA
09
01
B8
9F
Fo6
63
BE
AT

00
AE
07
86
72
72
53
35
30
09
32
70
04
30
2A
01
39
23
9F
65
6A
01

02
AO
01
E7
76
6F
65
32
31
2A
5F
74
03
21
85
02
FD
4E
CD
Cé6
B1
41

4c
03
01
0D
65
2E
72
35
30
86
73
6F
13
06
03
03
E4
9B
47
72
EB
CB

00
02
03
01
72
72
76
30
39
48
65
70
09
08
07
03
D2
3C
F4
D9
67
1C

0B
00024cC

000249

000246

30820242308201AEA003020102020101
300A06082A850307010103033042312C
302A06092A864886F70D010901161D74

371AF83C5BC58B366DFEFAT7345D50317
867C177AC84ACO7EE8612164629AB7BD
C48AAQF64A741FET298E82C5BFCES672
029F875391F7

02 49 00 02 46 30 82 02 42 30 82
01 02 02 01 01 30 OA 06 08 2A 85
03 30 42 31 2C 30 2A 06 09 2A 86
09 01 16 1D 74 oC 73 31 32 5F 73
35 31 32 43 40 63 72 79 70 74 6F
75 31 12 30 10 06 03 55 04 03 13
65 72 35 31 32 30 1 17 0D 31 37
39 32 35 31 38 5A 17 0D 33 30 30
32 35 31 38 5A 30 42 31 2C 30 2A
86 F7 0D 01 0% 01 16 1D 74 6C 73
72 76 65 72 35 31 32 43 40 63 72
72 6F 2E 72 75 31 12 30 10 06 03
53 65 72 76 65 72 35 31 32 30 81
2A 85 03 07 01 01 01 02 30 15 06
01 02 01 02 03 06 08 2A 85 03 07
81 84 00 04 81 80 3A 83 EB 1D F1
5B B3 52 27 2D C2 10 33 7E 7C 0D
70 67 B2 06 97 7A 24 97 3E 13 C3
8B 28 OA A3 E6 92 80 F5 3F 9B 66
9A 47 DA 89 45 F1 EA F4 11 7A 58
D5 B3 E3 E1 78 BD E6 2B 61 1D AO
5E 6A E6 DF F2 99 F2 13 04 3B Bb
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000160: DD DF Bl 04 2C 3A 7F 72 95 7C FC OB B3 0OA B2 9F

000170: 05 Al 60 4E 2D 50 36 5B E9 05 F3 A3 43 30 41 30
000180: 1D 06 03 55 1D OE 04 16 04 14 87 9C C6 5A OF 4A
000190: 89 CB 4A 58 49 DF 05 61 56 9B AA DC 11 69 30 0B
0001A0: 06 03 55 1D OF 04 04 03 02 03 28 30 13 06 03 55
0001BO: 1D 25 04 0C 30 OA 06 08 2B 06 01 05 05 07 03 01
0001CO: 30 OA 06 08 2A 85 03 07 01 01 03 03 03 81 81 00
0001DO0: 35 BE 38 51 EC B6 E9 2D 32 40 01 81 OF 8C 89 03
0001EOQ: 52 42 F4 05 46 9F 4C 4E CB 05 02 7C 57 E2 71 52
0001FO0: 12 AF D7 CD BB 0C ED 7A 8B 4D 33 42 CC 50 1A BD
000200 99 99 75 A5 8A DE OE 58 4F CA 35 F5 2E 45 58 BY
000210: 31 1D 49 DO AQ 51 32 79 F7 39 37 1A F8 3C 5B Cb
000220: 8B 36 6D FE FA 73 45 D5 03 17 86 7C 17 7A C8 4A
000230: CO 7E E8 61 21 64 62 9A B7 BD C4 8A AO F6 4A 74
000240: 1F E7 29 8E 82 CH5 BF CE 86 72 02 9F 87 53 91 F7

dopMupoBaHWe He3allMLLeHHOM 3an1Mch ¢ HOMepoM 1 Ha CTopOoHe cepBepa:

type: 16
version:
major: 03
minor: 03
length: 0250
fragment: 0B00024C000249000246308202423082

01AEA003020102020101300A06082A85
0307010103033042312C302A06092A86

8B366DFEFA7345D50317867C1T7T7AC84A
CO7EE8612164629AB7BDCA48AA0F64AT74
1FE7298E82C5BFCE8S8672029F875391F7

WToroBas sanuck ¢ HOMepPOM 1 Ha CTOpPOHe cepBepa:

000000 16 03 03 02 50 OB 00 02 4C 00 02 49 00 02 46 30
000010: 82 02 42 30 82 01 AE AO 03 02 01 02 02 01 01 30
000020: On 06 08 2A 85 03 07 01 01 03 03 30 42 31 2C 30
000030 2A 06 09 2A 86 48 86 F7 OD 01 09 01 16 1D 74 6C
000040: 73 31 32 5F 73 65 72 76 65 72 35 31 32 43 40 63
000050 72 79 70 74 6F 70 72 6F 2E 72 75 31 12 30 10 06
000060 03 55 04 03 13 09 53 65 72 76 65 72 35 31 32 30
000070 1E 17 0D 31 37 30 35 32 35 30 39 32 35 31 38 5A
000080 17 0D 33 30 30 35 30 31 30 39 32 35 31 38 5A 30
000090 : 42 31 2C 30 2A 06 09 2A 86 48 86 F7 0D 01 09 01
O000AD : 16 1D 74 6C 73 31 32 5F 73 65 72 76 65 72 35 31
0000RO: 32 43 40 63 72 79 70 74 6F 70 72 6F 2E 72 75 31
0000CO: 12 30 10 06 03 55 04 03 13 09 53 65 72 76 65 72
0000DO0 : 35 31 32 30 81 AA 30 21 06 08 2A 85 03 07 01 01
_______ 0000EOQ: 01 02 30 15 06 09 2A 85 03 07 01 02 01 02 03 06
0000FO0: 08 2A 85 03 07 01 01 02 03 03 81 84 00 04 81 80
000100 3A 83 EB 1D F1 B8 39 FD E4 D2 5B B3 52 27 2D C2
000110: 10 33 7E 7C 0D 9F 23 4E 9B 3C 70 67 B2 06 97 7A
000120: 24 97 3E 13 C3 F6 9F CD 47 F4 8B 28 0A A3 E6 92
000130: 80 F5 3F 9B 66 63 65 C6 72 D9 9A 47 DA 89 45 F1
000140: EA F4 11 7A 58 BE 6A B1 EB 67 D5 B3 E3 E1 78 BD
000150: E6 2B 61 1D AO A7 01 41 CB 1C 5E 6A E6 DF F2 99
000160: F2 13 04 3B B5 DD DF B1 04 2C 3A 7F 72 95 7C FC
000170: OB B3 OA B2 9F 05 Al 60 4E 2D 50 36 5B E9 05 F3
000180: A3 43 30 41 30 1D 06 03 55 1D OE 04 16 04 14 87
000190: 9C C6 HA OF 4A 89 CB 4A 58 49 DF 05 61 56 9B AR
0001A0: DC 11 69 30 OB 06 03 55 1D OF 04 04 03 02 03 28
0001RO: 30 13 06 03 55 1D 25 04 0OC 30 OA 06 08 2B 06 01
0001CO: 05 05 07 03 01 30 OA 06 08 2A 85 03 07 01 01 03
0001D0: 03 03 81 81 00 35 BE 38 51 EC B6 ES9 2D 32 40 01
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0001EO: 81 OF 8C 89 03 52 42 F4 05 46 9F 4C 4E CB 05 02
0001FO: 7C 57 E2 71 52 12 AF D7 CD BB 0C ED 7A 8B 4D 33
000200: 42 CC 50 1A BD 99 99 75 AL 8A DE OE 58 4F CA 35
000210: F5 2E 45 58 B7 31 1D 49 DO AO 51 32 79 F7 39 37
000220: 1A F8 3C 5B C5 8B 36 6D FE FA 73 45 D5 03 17 86
000230: 7C 17 T7A C8 4A CO 7E E8 61 21 64 62 9A B7 BD C4
000240: 8A A0 F6 4A 74 1F E7 29 8E 82 C5 BF CE 86 72 02
000250: 9F 87 53 91 F7

dopmMupoBaHue cooblleHus CertificateRequest Ha cTopoHe cepBepa:

msg_type: 0D
length: 00000B
body :
certificate _types:
length: 02
vector:
/* gostr34102012_256%*/
EE
/* gostr34102012_512%*/
BE
supported_signature_algorithms:
length: 0004
vector:
/* TlepBasa mHapa ajlTopuTMOB */
hash: EE
signature: EE
/* BTopad Mapa alTlopuTMOB */
hash: EF
signature: EF
certificate authorities:
length: 0000
vector: --

WToroBoe coobuienune CertificateRequest:
000000 0D 00 00 OB 02 EE EF 00 04 EE EE EF EF 00 00

dopMUpOBaHUE HesaLLWLLEHHOW 3an1cK ¢ HOMePOM 2 Ha CTOPOHe cepBepa:

type: 16
version:
major: 03
minor: 03
length: 000F
fragment: ODOOOOORBO2EEEFOO04EEEEEFEFO0000

MTorosas 3annces ¢ HOMEpPOM 2 Ha CTOPOHe cepBepa:

000000 16 03 03 00 OF OD 00 00 OB 02 EE EF 00 04 EE EE
000010: EF EF 00 00

dopmMmupoBaHue coobleHusn ServerHelloDone Ha cTopoHe cepBepa:

msg_type: 0FE
length: 000000
body: =

WToroBoe coobuieHne ServerHelloDone:
000000 OE 00 00 00

dopMUpOBaHUNE He3aLLWLLEHHOW 3anucK ¢ HOMepOoM 3 Ha CTOPOHe cepBepa:

type: 16
version:
major: 03



minor:

length:
fragment:

000000 :

03
0004
OE0O0000O0

®opmuposaHue coobuyeHus Certificate Ha cTopoHe KnueHTa:

msg_type:
length:
body:

certificate list:

length:
vector:

ASN.1Cert:

length:
vector:

Ntorosoe coobuyeHue Certificate:

000000: OB
000010: 01
000020: 03
000030: 48

000040: 6C
000050: 74
000060: 03
000070: 32
000080: 37
000090: 30
0000AOQ: 2C

0000BO: 73
0000CO: 40
0000DO0O: 1F
0000EOQ: 00
0000FO: 30
000100: 06
000110: 07
000120: D8
000130: 78
000140: 10
000150: FO
000160: 06
000170: A6
000180: 03
000190: 25
0001A0: OA
0001BO: 35
0001CO: FB
0001DO0: 60
0001EOQ: 65

00
8D
07
86
69
6F
1E
00
30
35
06
31
63
06
6E
68
09
01
1cC
B7
8D
D3
03
28
55
04
06
22
OF
37
82

01
AQ
01
F7
65
70
18
35
35
30
09
32
72
03
00
30
2A
01
C5
24
5A
42
55
OE
1D
0cC
08
B4
34
BA
66

EA
03
01
0D
6E
72
00
00
32
31
2A
5F
79
55
74
21
85
02
Al
F3
C2
F8
1D
72
OF
30
22
11
51
83
C4

00
02
03
01
74
6F
43
36
35
30
86
63
70
04
00
06
03
02z
BA
15
DE
61
0E
Al
04
OA
85
02
BD
OF
84

OB

O0O01EA

O001EY

O001E4

16 03 03 00 04 OE 00 00 00

WUToroBasn 3anucb ¢ HOMepoM 3 Ha CTOPOHe cepBepa:

308201E03082018DA003020102020101
300A06082A850307010103023053312E
302C06092A864886F70D010901161F74

C1CAB43ACO1AFBOF3451BDC2DB188BBC
B77884251CDF6037BA830F4B31D5E96F
DCO9BC1CSLABE6L58266C48402E070DELF
292724E8

01
01
02
09
32
2E
00
00
30
39
48
6C
74
03
32
08
07
03
EA
9E
4E
83
04
13
04
06
03
D6
C2
4B
02

E7
02
30
01
35
72
6C
41
39
33
86
69
6F
1E
00
2A
01
43
66
8A
FB
F1
16
9D
03
08
07
20
DB
31
EO

00
02
53
16
36
75
00
00
33
31
7
65
70
18
35
85
02
00
65
Bl
2B
BB
04
D9
02
2B
01
1F
18
D5
70

01
01
31
1F
41
31
69
5F
31
31
0D
6E
72
00
00
03
01
04
06
5D
FA
E5
14
90
07
06
01
23
8B
E9
DE

E4
01
2E
74
5F
21
00
00
31
38
01
74
6F
43
36
07
01
40
DF
OF
EO
9E
74
8B
80
01
03
50
BC
6F
1F

30
30
30
6C
45
30
65
45
38
5A
09
32
2E
00
00
01
01
75
B5
86
39
A3
49
FA
30
05
02
Cl
B7
DC
29

82
0A
2C
73
40
1F
00
30
5A
30
01
35
72
6C
41
01
06
49
D7
F3
39
43
1E
Pl
13
05
03
CA
78
9B
27

01
06
06
31
63
06
6E
1E
17
53
16
36
75
00
00
01
08
OB
BF
48
94
30
77
03
06
07
41
B4
84
C1l
24

EO
08
09
32
72
03
00
17
0D
31
1F
41
31
69
5F
01
2A
7B
25
2C
C2
41
30
30
03
03
00
3A
25
C9
E8

30
2A
2A
5F
79
55
74
0D
33
2k
74
5F
21
00
00
30
85
F8
60
B2
DE
30
D3
OB
55
02
1C
Cco
1cC
5A

82
85
86
63
70
04
00
31
30
30
6C
45
30
65
45
15
03
79
67
AB
87
1D
42
06
1D
30
2D
1A
DF
BE

dopmupoBaHme HesalULLEeHHOR 3anucn ¢ HOMepPoM 1 Ha CTOPOHE KIUeHTa:

type:
version:

16
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major:

minor:
length:
fragment:

03
03

OlEE
OBOOO1EAOOOL1E70001E4308201E03082
018DA003020102020101300A06082A85
0307010103023053312E302C06092A86

3522B41102D6201F2350C1CAR43ACO1A
FBOF3451BDC2DB188BBCB77884251CDF
6037BA830F4B31D5ES6FDCO9BCICI95ABE
658266C48402E070DE1F292724E8

HTorosas 3anuck ¢ HOMEPOM 1 Ha CTOPOHE KIWUeHTa:

000000:
000010:
000020:
000030:
000040:
000050:
000060:
000070:
000080:
000090:
0000AOQ:
0000BO:
0000CO:
0000DO0:
0000EO:
0000FO:
000100:
000110:
000120:
000130:
000140:
000150:
000160:
000170:
000180:
000190:
0001A0:
0001BO:
0001CO:
0001DO:
0O001EO:
0001FO0:

3Ha4vyeHne PMS, creHepupoBaHHOE Ha CTOPOHE KIUEHTa:

000000:
000010:

16
82
0A
2C
73
40
1F
00
30
5A
30
01
35
72
6C
41
01
06
49
D7
F3
39
43
1E
F1
13
05
03
CA
78
9B
27

03
01
06
06
31
63
06
6E
1E
17
53
16
36
75
00
00
01
08
0B
BF
48
94
30
77
03
06
07
41
B4
84
C1
24

03
EO
08
09
32
72
03
00
17
0D
31
1F
41
31
69
5F
01
2A
7B
25
2C
C2
41
30
30
03
03
00
3A
25
C9
E8

01
30
2A
2A
5F
79
55
74
0D
33
2E
74
5F
21
00
00
30
85
F8
60
B2
DE
30
D3
0B
55
02
1C
Co
1C
5A

EE
82
85
86
63
70
04
00
31
30
30
6C
45
30
65
45
15
03
79
67
AB
87
1D
42
06
1D
30

0B
01
03
48
6C
74
03
32
37
30
2C
73
40
1F
00
30
06
07
D8
78
10
FO
06
A6
03
25
0A
35
FB
60
65

00
8D
07
86
69
6F
1E
00
30
35
06
31
63
06
6E
68
09
01
1C
B7
8D
D3
03
28
55
04
06
22
OF
37
82

01
AQ
01
F7
65
70
18
35
35
30
09
32
72
03
00
30
2A
01
C5
24
5A
42
55
0E
1D
0C
08
B4
34
BA
66

EA
03
01
0D
6E
72
00
00
32
31
2A
5F
79
55
74
21
85
02
Al
F3
Cc2
F8
1D
72
OF
30
2A
11
51
83
Cc4

00
02
03
01
74
6F
43
36
35
30
86
63
70
04
00
06
03
02
BA
15
DE
61
OE
Al
04
OA
85
02
BD
OF
84

01
01
02
09
32
2E
00
00
30
39
48
6C
74
03
32
08
07
03
EA
9E
4E
83
04
13
04
06
03
D6
C2
4B
02

E7
02
30
01
35
72
6C
41
39
33
86
69
6F
1E
00
2A
01
43
66
8A
FB
F1
16
9D
03
08
07
20
DB
31
EO

AL 57 6C E7 92 4A 24 F5 81 13 80 8D
F5 BD C3 Bl 83 CE 5D AD CA 36 AL 3A

00
02
53
16
36
75
00
00
33
31
E7
65
70
18
35
85
02
00
65
B1
2B
BB
04
D9
02
2B
01
1F
18
D5
70

BD
A0

CnyuaiiHoe 3HauyeHue Ky, BbIbpaHHOE Ha CTOPOHE KIeHTa:

0x550ACD11B66DD695AD18418FATA2DC63

6B7E29DCA24536AABC826EE3175BB1FA

ALCT7CT7482373DE16CE4A6F73CCETF78
471493FF2C0709B8B706CO9ESA25E6CLE

OpemMepHbIA Kntod Qppyy:

X =

0xC941BE5193189B476D5A0334114A3E04

BBESB37C738AE40F150B334135288664
FEBFC5622818894A07B1F7AD60E28480
B4B637B90EATD4BA980186B605D75BC6,

54

01
01
31
1F
41
31
69
5F
31
31
0D
6E
72
00
00
03
01
04
06
5D
FA
E5
14
90
07
06
01
23
8B
E9
DE

9E
77

E4
01
2E
74
5F
21
00
00
31
38
01
74
6F
43
36
07
01
40
DF
OF
EO
9E
74
8B
80
01
03
50
BC
6F
1F

F8
65

30
30
30
6C
45
30
65
45
38
5A
09
32
2E
00
00
01
01
75
B5
86
39
A3
49
FA
30
05
02
C1l
B7
DC
29

56
1D




y = OxA154F7B93E8148652011FAFD52COA06A
6471ADB28DOA949AE26BC786DE874153
ABCOOB35164F3214A8A83CO0ECE27831
B093528456234EFE766224FC2A7TE9ABE

Xalw-3HaueHe H OT KOHKaTeHaLuu criyyaiiHbiX CTPOK KIMeHTa U cepBepa:

000000: C3 EF 04 28 D4 B7 A1 F4 C5 02 LF 2E 65 DD 2B 2E
000010 A5 83 AE EF DB 67 C7 F4 21 4A 6A 29 8E 99 E3 25

[eHepaums kntodeit akcnopTa. 3HayeHue r.
OxXC3EF0428D4B7A1F4C5025F2E65DD2B2E
AnropuTM reHepauuu kritodei akcrnopta. 3HaveHne UKM:

OXC3EF0428D4B7A1F4C5025F2E65DD2B2E

Kntoun akcnopTa KﬁijIKE,’\‘,% AN BbIYMCNEHUA UMUTOBCTaBKM U LIWPOBaHUS, ABNSAOLMUecs

pesynsratom paboTsl dyHkuumn VKO,

000000+ CA B8 4E 00 83 5A 63 8C AA 74 8C 1lE 52 64 5E 1A
000010: 10 C8 F7 85 E2 40 D5 AF 29 E4 F6 73 FB 15 EA AO
000020: Cé CD E4 A7 08 74 45 7D 3F 2A 1D 06 2C E2 97 58
000030: 37 F2 1D CA 63 CF 33 D7 30 BO 92 20 8D 99 05 1D

3HaveHune BekTopa UHMLmanusauum [V:
000000+ 21 4A 6A 29 8E 99 E3 25

BkenopTHoe npeacTasnedne PMSEXP 3HaveHus PMS:

000000 B8 EC 18 E3 33 23 4B 54 66 21 F3 B6 90 4A 5B 87
000010: E4 AA 8B 8B BF 4C 95 13 AD E8 34 F5 25 58 91 94
000020: 58 D2 AO AB C4 F1 6C 4B 52 A9 EE OF B9 92 CD BS

QopmuposaHue coobleHus ClientKeyExchange Ha cTopoHe KiWeHTa:

msg_type: 10
length: 0000E2
body:
exchange_keys: 3081DF0430B8EC18E333234B546621F3

B6904A5B87E4AASBSBBF4C9513ADES34
F52558919458D2A0ABC4F16C4B52A9EE

93B03178E2ECO03CA8A814324F16350B
COAB534187DE86C76BE29A940A8DB2AD
71646AA0C952FDF411206548813EBOF7
54A1

WUtoroBoe coobuyeHue ClientKeyExchange:

000000 : 10 00 00 E2 30 81 DF 04 30 B8 EC 18 E3 33 23 4B

000010: 54 66 21 F3 B6 90 4A 5B 87 E4 AA 8B 8B BF 4C 95
000020: 13 AD E8 34 F5 25 58 91 94 58 D2 A0 AB C4 F1 6C
000030: 4B 52 A9 EE OF B9 92 CD B8 30 81 AA 30 21 06 08
000040 2A 85 03 07 01 01 01 02 30 15 06 09 2A 85 03 07
000050 01 02 01 02 03 06 08 2A 85 03 07 01 01 02 03 03

000060 : 81 84 00 04 81 80 C6 5B D7 05 B6 86 01 98 BA D4
000070: A7 OE B9 37 B6 B4 80 84 E2 60 AD F7 B1 07 4A 89
000080: 18 28 62 C5 BF FE 64 86 28 35 41 33 OB 15 OF E4

000090 8A 73 7C B3 E5 BB 04 3E 4A 11 34 03 5A 6D 47 9B
0000AO: 18 93 51 BE 41 C9 BE 9A 7E 2A FC 24 62 76 FE 4E
0000BO: 23 56 84 52 93 BO 31 78 E2 EC 00 3C A8 A8 14 32
0000CO: 4F 16 35 OB CO AB 53 41 87 DE 86 C7 6B E2 9A 94
0000DO0 : OA 8D B2 AD 71 64 6A AO C9 52 FD F4 11 20 65 48
0000EO: 81 3E B9 F7 54 Al
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DopMMpOBaHUe He3aLLULLIEHHO 3an1Mcn ¢ HOMEPOM 2 Ha CTOPOHE KIMEHTa:

type: 16
version:
major: 03
minor: 03
length: 00E6
fragment: 100000E23081DF0430B8EC18E333234R

546621F3B6904A5B87E4AA8B8BBF4C95
13ADE834F52558919458D2A0ABC4F16C

2356845293B03178E2ECO003CA8A81432
4F16350BCOAB534187DE86C76BE29A94
OA8DB2AD71646AA0C952FDF411206548
813EBOFT754A1

WToroBasi 3anucb ¢ HOMEpPOM 2 Ha CTOPOHE KITUeHTa:

000000: 16 03 03 00 E6 10 00 00 E2 30 81 DF 04 30 B8 EC
000010: 18 E3 33 23 4B 54 66 21 F3 B6 90 4A 5B 87 E4 AA
000020: 8B 8B BF 4C 95 13 AD E8 34 F5 25 58 91 94 58 D2
000030: A0 AB C4 F1 6C 4B 52 A9 EE OF B9 92 CD B8 30 81
000040: AA 30 21 06 08 2A 85 03 07 01 01 01 02 30 15 06
000050: 09 22 85 03 07 01 02 01 02 03 06 08 2A 85 03 07
000060: 01 01 02 03 03 81 84 00 04 81 80 C6 5B D7 05 B6
000070: 86 01 98 BA D4 A7 OE B9 37 B6 B4 80 84 E2 60 AD | N
000080: F7 Bl 07 4A 89 18 28 62 C5 BF FE 64 86 28 35 41
000090: 33 0B 15 OF E4 8A 73 7C B3 E5 BB 04 3E 4A 11 34
0000AD: 03 5A 6D 47 9B 18 93 51 BE 41 C9 BE 9A 7E 2A FC
0000BO: 24 62 76 FE 4E 23 56 84 52 93 BO 31 78 E2 EC 00
0000C0O:  3C A8 A8 14 32 4F 16 35 OB CO AB 53 41 87 DE 86
0000D0: €7 6B E2 9A 94 OA 8D B2 AD 71 64 6A A0 C9 52 FD

0000EQ: F4 11 20 65 48 81 3E B9 F7 54 Al

M3BnedeHne akcnopTHoro npeacrasneHus PMSEXP:

000000 B8 EC 18 E3 33 23 4B 54 66 21 F3 B6 90 4A 5B 87
000010: E4 AA 8B 8B BF 4C 95 13 AD E8 34 F5 25 58 91 94
000020: 58 D2 A0 AB C4 F1 6C 4B 52 A9 EE OF B9 92 CD B8

Xslu-3HadeHe H OT KOHKaTeHaLuW criyyaiiHbiX CTPOK KnWeHTa U cepeepa:

000000 : C3 EF 04 28 D4 B7 Al F4 C5 02 5F 2E 65 DD 2B 2E
000010: A5 83 AE EF DB 67 C7 F4 21 4A 6A 29 8E 99 E3 25

leHepauus kntovei skenopta. 3HaqeHue r.

OxC3EF0428D4B7ALF4C5025F2E65DD2R2E
leHepauusa kntoveit akcnopra. 3HadeHne UKM:
OxXC3EF0428D4B7A1F4C5025F2E65DD2B2E

Kntoun skcropTa Kﬁ’;"dKE,’f,% ANSA BLIMUCTIEHNS UMUTOBCTaBKA U WM POBaHNS, SABAAIOLWMECS
pesynsratom paboTsl pyHKUMK VKOg,,:

000000 CA B8 4E 00 83 5A 63 8C AA 74 8C 1E 52 64 5E 1A
000010: 10 C8 F7 85 E2 40 D5 AF 29 E4 F6 73 FB 15 EA AO
000020: Ce CD E4 A7 08 74 45 7D 3F 2A 1D 06 2C E2 97 58
000030: 37 F2 1D CA 63 CF 33 D7 30 BO 92 20 8D 99 05 1D

3HaueHue BekTOpa UHULUManuaauyuu /V:
000000 : 21 4A 62 29 8E 99 E3 25
M3BnedeHHbI 06K cekpeT PMS:

000000 A5 57 6C E7 92 4A 24 F5 81 13 80 8D BD SE F8 56
000010: F5 BD C3 B1 83 CE 5D AD CA 36 A5 3A A0 77 65 1D
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Cny4aiiHoe 3Ha4YeHWe K, UCTIONb3YIOLLEECs KITMEHTOM NpU (hOPMUPOBAHUM NOANUCH:

O0xDE3962EEA268203E7C6B3F70BF8D4A36
6458D7CC55B47928D85E7EAD25564E5F

3Hauenne noanmen sgng = SIGN, (HM):

000000 : F7 1F 43 62 45 5B Ch5 5B A8 9A 8F AF 01 82 88 EC
000010 00 B3 27 17 48 2E 76 24 B2 57 D9 79 7C 8F Fé6 02
000020: 79 96 D8 46 27 60 9F F8 62 56 37 DF AE F4 A6 48
000030: C4 A3 51 7C A6 BE 5B A3 79 4D Cb 99 78 39 EF 1A

dopmupoBaHue cooblyerus CertificateVerify Ha cTopoHe knueHTa:

type: OF
length: 000044
body:
algorithm:
hash: EE
signature: EE
signature:
length: 0040
vector: F71F4362455BC55BA89A8BFAF018288EC

00B32717482E7624B257D2797C8FF602
7996D84627609FF8625637DFAEF4A648
C4A3517CAG5ESBA3794DC5997839EF1A

Utorosoe coobuyeHune CertificateVerify:

000000 : OF 00 00 44 EE EE 00 40 F7 1F 43 62 45 5B C5 5B
000010 A8 9A 8F AF 01 82 88 EC 00 B3 27 17 48 2E 76 24
000020 B2 57 D9 79 7C 8F F6 02 79 96 D8 46 27 60 9F F8
000030: 62 56 37 DF AE F4 A6 48 C4 A3 51 7C A6 5E 5B A3
000040 79 4D C5 99 78 39 EF 1A

dopmMupoBaHne He3alLULLIEHHOR 3ancu ¢ HOMEPOM 3 Ha CTOPOHE KIUEHTa:

type: 16
version:
major: 03
minor: 03
length: 0048
fragment: OF000044EEEEQQ40F71F4362455BC55B

AB8OABFAF018288ECO0B32717482E7624
B257D9797C8FF6027996D84627609FF8
625637DFAEF4A648C4A3517CAC5ESBAS
794DC5997839EF1A

WTorosas 3anucek ¢ HOMEPOM 3 Ha CTOpOHE KIneHTa:

000000 16 03 03 00 48 OF 00 00 44 EE EE 00 40 F7 1F 43

000010: 62 45 5B C5 5B A8 9A 8F AF 01 82 88 EC 00 B3 27

000020 17 48 2E 76 24 B2 57 D9 79 7C 8F F6 02 79 96 D8 | ————___ >
000030 46 27 60 9F F8 62 56 37 DF AE F4 A6 48 C4 A3 51

000040: 7C A6 LE 5B A3 79 4D Chb 99 78 39 EF 1A

Xaw-3HaueHne HASH (HM) koHkaTeHaLm Beex cooblueHuii npoTokona Handshake ansa ¢gpopmuposa-
Hus MS:

000000 : OA BO 3E 23 94 34 14 CE 60 19 F3 57 BA DO 2E 10
000010 7D 17 FB C3 73 2B 58 CF 90 2A 59 Eb5 BB 50 22 CB

ObLwee cekpeTHOe 3HavYeHUe MS, BbipaboTaHHOE Ha CTOPOHE KIUeHTa:

000000 : 51 27 78 4A A7 99 04 2A BC 6B B9 A8 57 33 Bl 24
000010 78 BA 81 26 D1 C2 84 80 10 6C 67 82 78 89 02 06
000020 E6 02 58 E1 AA 63 1E 72 CO EC C9 A9 A4 E2 97 C3
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Kntoun BEIYMCIIEHNA KoAa ayTeHTUDMKALMK, KIKYM LWMPOBAHUS M BEKTOPBI MHULMaNU3aLumMi Ans
K&X[10rO 13 COCTOSIHUI YTeHus U 3annc Kie | Kread | Kiile . | Kpgad . | [vgrie | v iead:

000000
000010
000020
000030
000040:
000050
000060
000070+
000080:

dopmuposaHue coobuieHus ChangeCipherSpec Ha cTopoHe knueHTa:

type:

WToroeoe coobuyeHne ChangeCipherSpec:

000000

dDopMUpOBaHE He3aLLWLLEHHO 3anMcn ¢ HOMEPOM 4 Ha CTOPOHE KIMeHTa:

type:
version:
major:
minor:
length:
fragment:

MToroBasi 3anuck ¢ HOMepPOM 4 Ha CTOPOHE KnuneHTa:

000000

Xalw-3HaqeHne HASH (HM) koHkaTeHaLyu Bcex coobLueHuil MpoTokona Handshake Ans popmMupoBaHms
client _verify _data:

000000
000010:

HaHnHble client _verify _data:.

000000
000010:

58

5E
94
BA
42
AC
D8
1c
7C
6F

01

14

0A
7D

6C
11

ENC,C
B6 5A 74 00 52 7E C3 41 FO 00 76 8D 2B BE 42
EC 1E F5 C8 5A OB EO OA C6 1D 6E EA DO 41 33
2D D8 EF C3 46 A7 E9 90 F7 F7 C6 DE BD F8 BE
78 51 74 A4 S5F 15 32 30 7B 07 86 9A 38 8D 00
71 F5 FF FE 6E 4A 31 ES9 CO 06 73 5B C3 35 8A
FD B2 9D 23 A6 DA 4E 36 E2 E9 50 A7 F5 CE 0D
1D OE 4E 55 B1 1B D9 6F 32 FD 22 AE FB 4F 34
1A DC E2 1B 9B 98 49 9B E7 77 97 A3 1C 07 El1
A5 OF C3 1B C6 C5 40 F9 2D C3 AE 20 ED CF 27

Xalw-3HaueHne HASH (HM) koHkaTeHaLymm Bcex coobLueHmil npoTokora Handshake ans (opmuposa-
HUs MS:

000000 : OA BO 3E 23 94 34 14 CE 60 19 F3 57 BA DO 2E 10
000010: 7D 17 FB C3 73 2B 58 CF 90 2A 59 E5 BB 50 22 CB

ObLuee cekpeTHoe 3HaveHne MS, BeipaboTaHHOEe Ha CTOPOHe cepBepa:

000000 : 51 27 78 4A A7 99 04 2A BC 6B B9 A8 57 33 Bl 24
000010: 78 BA 81 26 D1 C2 84 80 10 6C 67 82 78 89 02 06
000020 E6 02 58 E1 AA 63 1E 72 CO EC CS A9 A4 E2 97 C3

Kritoun BblUMCIEHUst KOAa ayTeHTUDUKALMM, KITKUM LMGPOBAHINS U BEKTOPBI UHULMan3aLumu Ans
KaX/10ro 13 COCTOSHUIA YTeHnst 1 3anucn Kiead o | Kviie o | KIead o | Kite o | vgead | jyyrite:

MAC,S | *ENC,S | *"ENC,S
000000 : 5E B6 5A 74 00 52 7E C3 41 FO 00 76 8D 2B BE 42
000010: 94 EC 1E F5 C8 5A OB EO OA C6 1D 6E EA DO 41 33
000020 BA 2D D8 EF C3 46 A7 E9 90 F7 F7 C6 DE BD F8 BE
000030: 42 78 51 74 A4 S5F 15 32 30 7B 07 86 9A 38 8D 00
000040 AC 71 F5 FF FE 6E 4A 31 E9 CO 06 73 5B C3 35 8A
000050 D8 FD B2 9D 23 A6 DA 4E 36 E2 E9 50 A7 F5 CE 0D
000060: 1C 1D OE 4E 55 B1 1B D9 6F 32 FD 22 AE FB 4F 34
000070 7C 1A DC E2 1B 9B 98 49 9B E7 77 97 A3 1C 07 E1

000080: 6F A5 OF C3 1B C6 C5 40 F9 2D C3 AE 20 ED CF 27

01

14

03
03
0001
01

03 03 00 01 01 ] e N

BO 3E 23 94 34 14 CE 60 19 F3 57 BA DO 2E 10
17 FB C3 73 2B 58 CF 90 2A 59 E5 BB 50 22 CB

18 ED 88 6B 52 E2 DB BF 11 7E A3 24 F6 02 FE
86 08 Bl F1 98 FC 85 33 77 5D 90 E3 73 40 F1
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dopmuposaHue cooblenuns Finished Ha cTopoHe knueHTa:

type: 14
length: 000020
body :
verify_data: 6C18ED886B52E2DBBF117EA324F602FE

118608B1F198FC8533775D90E37340F1

WUTorosoe coobueHue Finished:

000000 14 00 00 20 6C 18 ED 88 6B 52 E2 DB BF 11 7E A3
000010: 24 F6 02 FE 11 86 08 Bl F1 98 FC 85 33 77 5D 90
000020: E3 73 40 F1

dopMUpoBaHme 3alLLLieHHOI 3anucu ¢ HoMepoM O Ha CTOPOHE KIUeHTa:

type: 16
version:
major: 03
minor: 03
length: 0034
fragment: 1DFC377D25D1CCD22A61D4C35424478F

64084B0997C3D6129CBBBASC12D24A93
3883E78ACT7C800B16661FB8147BF1690
FE2A94F4

UToroBas 3almuieHHas 3anuck ¢ HoMepoM O Ha CTOpOHe KnueHTa:

000000 16 03 03 00 34 1D FC 37 7D 25 D1 CC D2 2A 61 D4
000010: C3 54 24 47 8F 64 08 4B 09 97 C3 Dé 12 9C BB BA
000020: 9C 12 D2 4A 93 38 83 E7 8A C7 C8 00 B1 66 61 FPB | TTTT >

000030: 81 47 BF 16 90 FE 2A 94 F4

dopmuposaHue coobueHunsa ChangeCipherSpec Ha cTopoHe cepsepa:
type: 01

WUTorosoe coobuieHne ChangeCipherSpec:

000000 : 01

DopMupoBaHne HesalUWLLIeHHOI 3anucu ¢ HoMepoM 4 Ha CTOPOHE cepBepa:

type: 14
version:
major: 03
minor: 03
length: 0001
fragment: 01

MToroBas 3anuck ¢ HOMEpOM 4 Ha CTOPOHE cepBepa:
<mm - 000000: 14 03 03 00 01 01

Xaw-3Hayerne HASH(HM) koHkaTeHaLu Beex coobLueHni npotokona Handshake Ans dopmmposa-
HWUsa server _ verify _ data:

000000 : Fl1 37 16 1D D1 21 89 6A 39 13 B7 57 BA CC AD D5
000010 9C 52 C5 A8 D4 45 E9 A9 45 00 9B 02 AA Bl 3B 23

HaxHble server _verify _ data:

000000 : 11 OE 66 E6 EA 34 13 20 6C 73 A9 F4 36 EA TF F5
000010 0C B5 62 7C Cl1 62 9F 23 A7 34 EF B5 55 4C 71 A3

dopmupoBaHue cooblyeHns Finished Ha cTopoHe cepaepa:

Cype: 14
length: 000020
body:
verify data: 110E66E6EA3413206C73A9F436EATEFFS

0CB5627CC1629F23A734EFB5554C71A3
59
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Utorosoe coobleHue Finished:

000000 : 14 00 00 20 11 OE 66 E6 EA 34 13 20 6C 73 A9 F4
000010: 36 EA 7F F5 0C B5 62 7C Cl 62 9F 23 A7 34 EF B5
000020: 55 4C 71 A3

dopMuUpoBaHUe 3aLLULLEHHOW 3anucKh ¢ HomepoM 0 Ha CTOpOoHe cepBepa:

type: 16
version:
major: 03
minor: 03
length: 0034
fragment: TCOF32F58190651FC2E2B11B5E8CHAEC

S5FD36BA46206AAD25BCB44266B4C3249
B6FAS5A6B528420D076BAA3D2521578B3
43611361

HUtorosas 3aluLeHHas 3anuck ¢ HomepoM 0 Ha CTOpOHEe cepBepa:

000000 16 03 03 00 34 7C 9F 32 F5 81 90 65 1F C2 E2 Bl
000010: 1B 5E 8C LA EC 5F D3 6B A4 62 06 AA D2 5B CB 44

<TTTTToo 000020: 26 6B 4C 32 49 B6 FA 5A 6B 52 84 20 DO 76 BA A3
000030: D2 52 15 78 B3 43 61 13 61

HaHHble, NnepefatoLmeca B nepeoM coobleHnn npotokona Application Data, nockinaemMom KnueHTom
nocre 3aBepLUeHus npoTokona Handshake:

000000: 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00
000010 00 00 00 00 00 00 0O 0O OO OO 00 00 00 00 00 00

dopMUpOBaHWE 3aLLWLLEHHO’ 3anucu ¢ HOMepOM 1 Ha CTOPOHE KIMeHTa:

type: 17
version:
major: 03
minor: 03
length: 0030
fragment: EE18002EC4R1CB28405E36DEDE2CCESD

11F2B2A939A10D94BDD82633CT74FAFE3
2A02FDBB3514AEDBO5D500029ABFD169

MToroBas 3alyuiuieHHas 3anuck ¢ HOMepOM 1 Ha CTOpOHE KITueHTa:

000000: 17 03 03 00 30 EE 18 00 2E C4 B1 CB 28 40 5E 36

000010: DE DE 2C CE 8D 11 F2 B2 A9 39 Al oD 94 BDDS8 26 | N
000020: 33 C7 4F AF E3 2A 02 FD BB 35 14 AE DB 05 D5 00

000030: 02 9A BF D1 69

[HaHHble, nepeaatowmecs B nepsomM coobuieHun npotokona Application Data, noceinaemom cepepom
nocne 3aBeplLUeHnA npoTokorna Handshake:

000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000010: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

dopmunpoBaHue 3alLMLLEHHOW 3an1Mch ¢ HOMepPOM 1 Ha CTOpOHe cepBepa:

type: 17
version:
major: 03
minor: 03
length: 0030
fragment : BAEAAE34690007D3EAOD888CSBBY94D3R

5AD6166EF672347AAE23C6DC20B2C817
9B45B5C2D96A3CT7A293BDBOD4936EESC

WToroBas 3alyyLieHHas 3anuck ¢ HOMepOM 1 Ha CTOpOHe cepBepa:

000000 17 03 03 00 30 BA EA AE 34 69 00 07 D3 EA 0D 88
000010 8C 8B B9 4D 3B 5A D6 16 6E F6 72 34 7A AE 23 C6
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000020 DC 20 B2 C8 17 9B 45 B5 C2 D9 6A 3C 7A 29 3B DB
000030 0D 49 36 EE 5C

dopmMupoBaHue onoelleHns close_notify Ha cTopoHe KnueHTa:

Alert:
level: 01
description: 00

MToroBoe onoBeLLeHNe Ha CTOPOHE KNneHTa:
000000+ 01 00

dopMuUpoBaH1e 3alULWEHHON 3aNUCU C HOMEPOM 2 Ha CTOPOHE KIUeHTa:

type: 15
version:
major: 03
minor: 03
length: 0012
fragment: C2AB4BB5C1558F69033B81935D190AAD
B7F1

Wtoroeas 3alnuieHHan 3anucbk ¢ HOMepoMm 2 Ha CTOpPOHE KnuneHTa:

000000: 15 03 03 00 12 C2 AB 4B B5 C1 55 8F 69 03 3B 81
000010: 93 5D 19 OA AD B7 F1

dopmMupoBaHUue onoseLleHus close_notify Ha cTopoHe cepBepa:

Alert:
lavel: 01
description: 00

MToroBoe onoBeLLeHUe Ha CTOPOHE cepBepa:
000000: 01 00

dopmMUpoBaHUe 3aLLULLIEHHO 3an1McU C HOMEpPOM 2 Ha CTOpPOHe cepBepa:

type: 15
version:
major: 03
minor: 03
length: 0012
fragment : E838B24A21759CF05B841848088C1555
320A

UToroBas 3allmLeHHas 3annck ¢ HOMEPOM 2 Ha CTOPOHe cepBepa:

000000 : 15 03 03 00 12 E8 38 B2 4A 21 75 9C FO 5B 84 18
000010 48 08 8C 15 55 32 OA
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