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NMPEABAPUTENbHbIN HALUMOHANbHbLIN CTAHOAPT POCCUACKOW ®EQEPALUU

MHTennekTyanbHble TPAHCNOPTHLIE CUCTEMBI

ABTOMATUYECKAA MAEHTUPUKALINA TPAHCMOPTHOIO CPEACTBA
N OBOPYOOBAHMUA.
ANEKTPOHHAA PEMMCTPALIMA MAEHTUDUKALIMOHHbLIX OAHHbIX
TPAHCNOPTHbLIX CPEACTB

Yactb 4
Be3onacHbIlii 06MEH JaHHbLIMM C UCMONIb30BAHMEM ACUMMETPUYHBbIX TEXHONOIUMI

Intelligent transport systems. Automatic vehicle and equipment identification.
Electronic registration of identification data for vehicles.
Part 4. Secure communications using asymmetrical techniques

Cpok aeicTBuAa — ¢ 2019—06—01
Ao 2022—06—01

1 O6nacTb NpMMeHeHus

Hacroawwin ctangapT ycraHaBnueaeT TpeGoBaHnA K 3NEKTPOHHON perncTpaumum uaeHTUUKaLMoHHbIX
AaHHbIX (ERI), ocHOBaHHOM Ha naeHTUduUKaTope TpaHCNopTHOro cpeacrtea (TC) (Hanpumep, AnNA pacnosHa-
BaHWS OpraHaMu rocyjapCTBEHHON BNacTu), UCNosb3yemMon B CreAyIOLLUX Cry4vasx:

- NPU 9NEKTPOHHON UAEHTUUKALUU MECTHBIX U MHOCTPaHHbIX TC opraHaMu rocyqapCTBEHHOMN BNAaCTU;

- npoussoacTtee TC, obGcny>kMBaHUKM BO BPEMS IKCNIyaTauMOHHOro cpoka TC M uaeHtudumkaymmn npu
€ro OKOHYaHuu;

- YCTaHOBMEHMWN CPOKa Cny>0bl (ynpaBneHUN XXU3HeHHbIM Luknom TC);

- aganTupoBaHuu gaHHbiX TC (HanpuMmep, Ana MeXayHapoaHbIX NPOAAx);

- ugeHtudurkaummn B uensx obecneveHus 6e3onacHocTy;

- COKpaLleHUW Yucna cosepLUaeMblX MPECTYNNeHun;

- NpW OKasaHMN KOMMEPYECKUX YCNYT.

MonuTuka KOHMPUAEHLMANLHOCTU U 3alUUThl AAHHLIX AEWCTBYET B OTHOLUEHMM MHAOPMauuu, npuee-
[JEeHHOW B HacTosillem ctaHaapTte. B HacTosiwem ctaHgapTe nNpeacTaBneHO OMUMCaHWEe KOHUEMUMKU C TOYeK
3peHuns 6opToBoro 06opyaoBaHus U 060pyaOBaHNA AOPOXKHON MHAPACTPYKTYPbI, HEOOXOAUMbIX Ansi paboThl
CUCTEMBI.

2 HopmaTuBHbIe CCbISIKM

B HacTosiLleM cTaHaapTe UCMONb30BaHbl HOPMATUBHLIE CCbINKU Ha CrieayloLme cTaHgapThl:

MHCT 343—2018 WHTennekTyanbHble TPaHCMNOPTHbIE CUCTEMbI. ABTOMAatu4yeckas uaeHTudukaums
TpPaHCNOPTHOro cpeacTBa M 060pya0BaHUS. SNEKTPOHHAs perucTpaums aeHTUOUKALUMOHHBIX AaHHbIX TPaHC-
MOPTHbIX CpeacTB. YacTb 3. ApxuTekTypa

MHCT 344—2018 WHTennekTyanbHble TPaHCMOPTHbIE CUCTEMbI. ABTOMartM4veckass uaeHTudukauus
TPaHCNOPTHOIO cpeacTBa M 06OPYAOBaHMA. JNEKTPOHHAas perucrpauusi MAeHTUMUKALMOHHBIX AaHHbIX.
YacTb 4. BesonacHblit 06MEH AaHHLIMW C UCNOMb30BaHNEM aCUMMETPUYHBIX TEXHOMOT Ui

MHCT 345—2018 WHTennekTyanbHblE TPAHCMOPTHbIE CUCTEMbI. ABTOMaruveckas uaeHTudukauus
TPaHCMOPTHOrO cpeacTBa M 06OpyAOBaHWA. ONEKTPOHHas perucrtpauns uaeHTUUKALMOHHBIX AaHHbIX.
YacTb 5. BesonacHblit 06MEH AaHHbIMK € UCMNOMb30BaHUEM CUMMETPUYHBLIX TEXHOMOTUN

N3pgaHue oduumanbHoe
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MpumMevyaHune —pu NONL3OBAHUN HACTOALLUM CTaHAapPTOM Lienecoobpa3Ho NpoBEPUTL AENCTBUE CCINOYHBIX
CTaHAapToB B MH(OPMaLMOHHON cucTeme obLLero nonb3oBaHUs — Ha oduLmManbHOM caiite defepanbHoro areHTcTBa no
TEXHUYECKOMY pEerynupoBaHuio 1 METPONOrUn B ceTU VIHTEPHET MINU MO eXeroqHoMy MHopMaLMOHHOMY yKasaTernto «Ha-
LMoHanbHble CTaHAapTbI», KOTOPLIA ony6nMkoBaH NO COCTOSAHUIO Ha 1 IHBaps TEKYLLEro roAa, U No BuiNyckaM eXemecsy-
HOro UHPOpPMaLMOHHOrO yKasaTena «HavuuoHanbHble cTaHfapThi» 3a TeKyLMiA rof. Ecnn 3aMeHeH ccbinovHblii cTaHaapr,
Ha KOTOpLIiA JaHa HeAaTUPOBaHHAA CCbINKa, TO PEKOMEHAYETCA UCTONb3oBaTh AENCTBYIOLLYIO BEPCUIO 3TOrO CTaHjapTa
C YY4ETOM BCEX BHECEHHbIX B JaHHYI0 BEpCUI0 U3MeHeHUn. Ecnn 3aMeHeH CChINoYHbIi cTaHAapT, Ha KOTopbli faHa faTu-
poBaHHas cchbifika, TO PeKOMeHAYeTCA NCnoNb3oBaTh BEPCUI0 STOMO CTaHAapTa C yKasaHHbIM BbilLe rOA0M YTBEPXAEHUA
(NpuHATKA). Ecrin nocne yTeepXAeHna HaCTOoALLero cTaHaapTa B CChINOYHLINA CTaHAapT, Ha KOTOPLIA faHa JaTupoBaHHas
CChlNKa, BHECEHO U3MEHEeHWe, 3aTparuBatoLLee NoNoXeHNe, Ha KOTopoe AiaHa CChlfnka, TO 3TO MoMoXeHWe pekoMeHayeTcs
NPUMeHsATb 6e3 y4eTa JaHHOro U3MeHeHNs. ECnn CCbiNouYHbIA cTaH[apT oTMeHeH 6e3 3amMeHbl, TO NMOMOXeHWe, B KOTOPOM
JlaHa cchinKa Ha Hero, peKoMeHyeTcs NPUMEHSATL B YacTu, He 3aTparuBaroLLei aTy CChInKYy.

3 TepMuHbI 1 onpeaeneHns

B HacTosiLeM cTaHaapTe NPUMEHEHbI CreayoLmue TEPMUHBI C COOTBETCTBYIOLLMMU OMNPeaEneHUsIMU;

3.1 aBTopu3auus (authorization): MNpegocrasnexune npas, BkNOYawLLee obecnevyeHne 4ocTyna Ha oc-
HOBE Mmpas gocTyna.

3.2 akTuBHaA yrposa (active threat): Yrposa npegHaMepeHHOro HeCaHKLUMOHUPOBAHHOMO U3MEHEHUS
COCTOSIHUSA CUCTEMBI.

3.3 ayteHTUbMkaumna obbekra (entity authentification): MoaTeepxaeHue Toro, YTo NpeanpUATUE ABNSA-
€TCA 3asBMNEHHbIM.

3.4 6esorkasHocTb (non-repudiation): Hu ogHo U3 noapasgeneHuit, y4acTBYOLMX B COOBLLEHUU, HE
MOXET MOSIHOCTBLIO UIIM YACTUYHO HANOXUTL 3anpeT Ha y4acTue B COOOLLEHUN.

3.5 becnpoBogHon uHTepdeinc (air interface). MHTepdelic 6e3 nposogHuka mMexagy 60pToBbIM 060-
pyAOBaHUEM U CYUTLIBATENEM/OMPOCHBLIM NIMCTOM, MOCPEACTBOM KOTOPOro coeamHeHme 60ptoBoro o6opyano-
BaHuA (OBE) co cyuTbiBaTENEM/3anpOCHMKOM OCYLLECTBAAETCA C NOMOLLbLIO 3NEKTPOMAarHUTHbIX CUrHanoB.

3.6 ooproBoit aBTop ERI (onboard ERI writer): AsTop ERI, KOTOpbIii SIBNAETCA 4aCTblo BCTPOEHHOIO
obopyaosaHus ERI.

3.7 Bepudpukartop (verifier): OOBLEKT, KOTOPbIW ABNAETCA UM NpeacTaBnaeT 00bekT, Tpebyowmin ayTeH-
TUPULMPOBAHHOIO YAOCTOBEPEHUSA TPAHCNOPTHOIO 06bekTa.

3.8 BHewHnn 3anucb ERI (external ERI reader); cuutbiBatenb ERI (ERI writer): CuutbiBaTens ERI,
KOTOpbIV HE SIBMSIETCA YaCTbiO €€ BCTPOEHHOro 06opyaoBaHus.

MpuMmeyvaHus
1 BHewHuit cunTeiBaTens ERI He ycTaHOBNEH BHYTPW UNU CHapyXun TPaHCMNOPTHOrO CpeACcTBa.

2 EcTb pasnuune mexay énmxkHuM (DSRC) n yaaneHHsIMM BHEWHUMKU aBTopamu. CUnTLIBaloLLlee YCTPOWCTBO ANA
npubnmxeHna Moxet BbiTb, Hanpumep, PCD, ¢ yueTom [1]. BHewHwWit cunTeiBaTens ERI MoxXeT GbITb YacTbo NPUAOPOX-
Horo o6opyaoBaHus, py4Horo obopyaoBaHust U MoburnbHoro o6opyaoBaHuA. YaaneHHas BHelWHsANA 3anuck ERI MoxeT
6bITb YacTbio 63k-ocpucHoro obopyaosanus (BOE).

3.9 Bpemsa xu3Hu (lifetime): Nepuoa BpemeHn, B TeMEHNE KOTOPOTO CyLLIECTBYIOT nNpeaAMeT obopyaoBsa-
HUA U PyHKUUK.

3.10 BcTpoeHHoe o6opynosaHue ERI (onboard ERI equipment): O6opyaoBaHue, yCTaHOBNEHHOE BHY-
TPU UK CHapy>XXu TPAHCNOPTHOIO CpeaCTBa U ucnonb3yemoe ana uenen ERI.

MpumevyaHune — BeTpoeHHoe obopyaoBaHue ERI cogepxut ERT 1 MOXeT Takxke cofepXaTb AONONHUTENbHbIE
yCTpoicTBa CBA3N.

3.11 BcTpoeHHbI cuutbiBaTenb ERI (onboard ERI reader): CuutbiBatens ERI sBnsierca yactbio
BCTPOEHHOro o6opyaosanua ERI.

MpumMeyvyaHune — BCTpoeHHbIn cunTbiBaTenb ERI MoxeT 6bITb, Hanpumep, YCTPOACTBOM C GECKOHTAKTHBIM CO-
eauHenneM PCD.

3.12 BbI30B (challenge): SnemeHT AaHHbIX, BbIGPAHHLIN CRyYariHbiM 06pa3oM M OTNPAaBNEHHLIN BEpU-
PUKaTOPOM 3asABUTEMIO, KOTOPLIN UCMONB3YETCS 3asiBUTENEM B COMETaHUM C CeKpeTHON uHdopmauuen, xpa-
HALLeCA 3aaBuTENem, ANs reHepanumn 0TBETa, KOTOPbI OTNPAaBNAETCA Bepudukaropy.

MpuMevyaHune — B HacToAWweM cTaHAapTe TEPMUH «BbI30B» UCMONL3YETCS Takke B TOM crnyyae, ecnu ERT He
UMeeT BO3MOXHOCTU LWnpoBaHuA U konupyetcs 6e3 cekpeTHoW uHgopMaumu.
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3.13 maBHbin (principal): OGbeKT, YbA NMUYHOCTb MOXET ObITb ayTeHTUULMPOBaHa.

3.14 nannbie ERI (ERI data): JaHHble naeHTMduMKaLmMm TPaHCNOPTHOIO CPEACTBA, KOTOPbIe MOTYT ObITh
nony4exsol U3 ERT, cocrodwien n3 ngeHtudpukaropa n BO3MOXHbIX JOMOSTHUTENbHBIX AaHHbIX TPAHCMNOPTHOTO
cpeacrtea.

3.15 pepxartenb ERT (ERT): KOpuauueckoe unu pusnyeckoe nuuo, umerowiee ERT.

Mpumeyanue — fepxatenem ERT moxeT 6biTb, HanpuMep, Aepxatefb perucTpaLmMoHHOro Homepa unu ena-
Aeneu, onepaTop UNKU XpaHUTeNb TPAHCNOPTHOrO cpeacTBa.

3.16 pononHuTenbHbIE AaHHbIE TPAHCNOPTHOro cpeacrtsa (additional vehicle data): [JaHHble anek-
TPOHHOW perncrpauum naeHTUUKaLMOHHLIX AaHHbIX ERI B fononHeHne Kk uaeHTudukaTopy TpaHCNOpPTHOIO
cpeacrtea.

3.17 3anuck ERI (ERI writer): YcTponcreo, ncnonb3yemoe Anst HENnoCpPeaCTBEHHOro UMM KOCBEHHOTO
BBOAA AaHHbIX ERI B ERT nyTem Bbi3oBa TpaH3akuuii ERI.

MpumedaHune — Ecnu konup ERI 06MeHnBaeTca 6nokamu faHHbIx npotokona ERI HenocpeacTBeHHO No kaHa-
ny nepefayu gaHHblx ¢ ERT, ero Takke HasbiBatoT ERR. Ecnn oH obMeHuUBaeTCca AaHHBIMU Yepes OAWH WU HECKOMBKO
Y310B, TOMbLKO NOCNeAHUIA y3en B 3Toi nocrnegopaTenbHOCTU HasbiBaeTes ERR. Kak cnefictBue BHeluHuid nucatens ERI
MOXET B 3aBUCUMOCTM OT KOHPUrypaLumn Ha BopTy feitcTBOBaTb ANSi HEKOTOPLIX TPAHCMOPTHBLIX cpeacTB Kak ERR.

3.18 sawwura (security): 3awmra nHOpPMaLMK U 4aHHbIX 4Nl TOr0, YTOObI, C OAHOW CTOPOHbI, HEABTO-
pW30BaHHbIE NULIA NN CUCTEMbBI HE MOTITIM UX YATaTh UNM MOAUMULUUPOBATL, a C APYroW, YNONHOMOYEHHbIM
nuuamM unm cucteMam Bbin NpefocTaBneH AOCTYN K HUM.

3.19 3aaBuTenb (claimant): OBbekT, ABNAIOLWLMIACS UNK NpeacTaBnsAwmi coboin npuHyunan ansa uenen
ayTeHTudmkauum, Bknovas yHKUMKM, HeoOXoauMble Anst yyacTus B oOMEHe ayTeHTudpukauuein ot UMEHu
npuHuunana.

3.20 npeHtTudukaums (identification): JencTeme nnum akt yctaHOBREHUA NUYHOCTMU.

MpumMmedaHue — CM. Takke: UEHTUDUKALMS TPAHCMOPTHOMO CpeacTBa.

3.21 kimoy (key): MocnenoBaTenbHOCTL CUMBOSIOB, YNpaBnsaiowas paboTon kpunTorpacuyeckoro npe-
obpasoBaHusa (Hanpumep, WMdpoBaHue, gewmndpoBaHue, BblvnCreHne pyHKUUKM KpunTorpadpu4eckon npo-
BEPKU, reHepauusi nognucy Unm npoBepka nognucm).

3.22 knrou ob6wepnoctynHoro wudgpoBanusa (public encipherment key): OTKpbITLIA KMIOY, KOTOPLINA
onpeaenser npeobpa3oBaHne OTKPLITOrO LUMPOBAHKS.

3.23 knoy yacTHou noanucwu (private signature key): 3akpbITbiii Kniod, onpeaensioLmii npeobpasosa-
HWE YaCTHOW NOAMNUCH.

3.24 xoHTpoOnb goctyna (access control): MpeaoTepaLUeHUe HECAHKLUMOHUPOBAHHOTO UCNOMb30BaHUSA
pecypca, B TOM YACNe HeCaHKUMOHUPOBAHHbLIM 0OpasoMm.

3.25 koHpuaeHumanbHocTh (confidentiality): MUHdopmauusa, He npegocTasnaemas unu He packpbisae-
Masi HeaBTOPM3OBAHHbLIM NULAM, OPraHM3aLUusiM Unm NpoLeccam.

3.26 koHdbuaeHUMaNbHOCTb (privacy): MpaBo OTAenbHbIX NUL KOHTPONMMPOBATbL UMK BAUATHL HA COOp K
XpaHeHue UHoPMaLMK, OTHOCALLENCA K AaHHBIM NIMLIAM, BKITIOYas ee agpecaumio.

MpumedaHune — Tak Kak 3TOT TEPMUH OTHOCUTCS K NPaBy OTAENbHLIX NUL, OH He MOXET ObiTh OBLLENPUHATBIM,
u ero crieayet usberatb, 3a UCKNIO4EHUEM MOTMBaLIMK K TpeboBaHuto Ge3onacHoCTu.

3.27 kpuntorpadusa (cryptography): Jucuunnuua, sonnoLyaoLLasn npuHLUMIbI, CpeacTsa u MeToabl Ans
npeobpa3oBaHus 4aHHbIX, ANA TOFO YTOObI CKPbITb CBOW MH(POPMALIMOHHbLINA KOHTEHT, NPeaoTBPaTuTb €ro He-
0OHapPY>KEHHYIO MOANdUKALMIO U/MNN HECAHKLUMOHMPOBAHHOE UCMONb30BaHUE.

3.28 mackapapg (masquerade): MNpeacraBnsaTe 0AUH OOLEKT B KAYECTBE APYroro.

3.29 obHapyxeHue manunynauumu (manipulation detection): MexaHuam, ucnonb3yemblin Ana onpeae-
neHust Toro, 661N N moanduLMpoBaH G6yOK AaHHLIX (Cry4aiHO UNW NpegHaMepeHHo).

3.30 oaHocTopoHHAA ayTeHTudukauua (unilateral authentification): Oencreue, nossonsiowiee naeH-
TucbmMuMpoBaTb 0AUH OOBLEKT ANA YAOCTOBEPEHUA NIMYHOCTM APYroro, HO HEe HaobopoT.

3.31 onepartop cuctemsl ERI (ERI transaction): Ycrporicrso 3anucu ERI, ucnonsdyemoe ang npsamoro
UnM KOCBEHHOro BBoAa AaHHbiX ERI B ERT nytem BbioBa TpaH3akumin ERI.

Mpumeuanue — Ecnu konup ERI obmeHunBaeTcs bnokamu gaHHbIX npoTtokona ERI HenocpepcTBeHHO Mo kaHa-
ny nepegaym aaHHbIX ¢ ERT, ero Takke HasbiBaloT ERR. Ecnu oH o6MeHuUBaeTcsl AaHHLIMU Yepe3 OAMH UM HECKOIBKO
Y3510B, TOMbKO MOCMeAHUIA y3en B 3Toi nocnefoBaTenbHOCTU HasbiBaeTes ERR. Kak cnefictBue BHeluHwid nucatens ERI
B 3aBUCMMOCTHU OT KOHpUrypauum Ha 60pTy MOXET feNCTBOBaTL ANs OrnpeAerneHHbIX TPaHCNOPTHEIX cpefAcTB kak ERR.
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3.32 opran Bnactu (authority): OpraHusauus, sapeructpupoBaHHasi COrnacHoO AEMCTBYIOLLIEMY 3aKOHO-
AarenbCTBy AN UAeHTUMUKaALUM TPAHCNOPTHOMO CPeACcTBa C UCMONb30BAHMEM 3NEKTPOHHOMW peructpauuu
naeHTUPUKaLMOHHbIX AaHHbIX ERI.

3.33 ot koHua po koHua (end-to-end encipherment): LLincpoBaHne gaHHbIX BHYTPU UMK B UCXOQHOWN
KOHEUYHOWN CUCTEME C COOTBETCTBYIOLLEN AELUMPOBKOM, NPOMCXOASILLEN TONBKO BHYTPU UITUM B KOHEYHOMN CU-
creme.

3.34 oTkpbITbIN TeKCT (cleartext): [laHHbIe, CEMaHTMYeCKOe CoAepXKaHue KOTOPbIX U3JTOXKEHO AOCTYNHO.

3.35 oTkpbIThIN KoY npoBepku (public verification key): OTKpbITLIA KoY, onpeaensiowmii npeobpa-
30BaHUe O0OLLECTBEHHOTO NOATBEPXKAEHUS.

3.36 ornuuutenbHbIn naeHTudukarop (distinguishing identifier): Mucpopmaums, kotopas 0ogHO3HaAYHO
OTNMYAET TUM.

3.37 naponb (password): KoHuaeHuymansHaa undopmaumsa ayreHtugukaumm, 00bIMHO COCTOALLAA U3
CTPOKM CUMBOJIOB.

3.38 naccuBHas yrpo3sa (passive threat): Yrpo3a HeCaHKLIMOHUPOBAHHOTO pacKkpbiTusa uHdopmauum 6e3
U3MEHEHUA COCTOAHUA CUCTEMBI.

3.39 nepuoauyeckoe ucnbiTaHue TpaHcnopTHoro cpeactea (periodic motor vehicle test): O6sasa-
TenbHbI NepuoanYecKkuini (HanpuMmep, eXeroAHblil) TeCT Ha NPUrogHOCTb TPAHCMOPTHOrO CpeacTBa nocrne
onpeaeneHHOro CpokKa aKcnnyaTayum unm CBMAETENbLCTBO O NPOXOXAEHUU TaKOro UCMbITAHUS.

3.40 noBTOpHas ataka (replay attack): Mackapaa, npegnonaraioLLmit UCNONbL30BaHUE paHee nepeaaH-
HbIX COOBLLEHMWIA.

3.41 nonHomouua (credentials): JaHHble, nepegaowmeca AN yCTraHOBNEHUA NUYHOCTU Nyua.

3.42 nopsaakoBbIM HOMep (Sequence number): MapamMeTp BpeMeHu, 3HaYeHUe KOTOPOro COOTBETCTBYET
3a1aHHOI NOCNeaoBaTeNbHOCTU, HE MOBTOPSAIOLLENCS B TEYEHUE ONpeenieHHOro nepuoaa BpeMeHH.

MpumevyaHus
1 B cny4ae Bblcokoii 6esonacHocTv ERT siBNseTcA TMMOM 3alLyLLEHHOro npuknagHoro moaynsa SAM.

2 ERT MoXeT 6bITb OTAEMNbHEIM YCTPOWCTBOM U BCTPOEHO B 60pTOBOE YCTPOICTBO, KOTOPOE TakxXe NpefocTaBnsi-
€T Jpyrve BoaMoxHocTU (Hanpumep, DSRC-cBA3b).

3.43 npoMexyTouHbIN UeHTp ceptudukaumm (intermediate certification authority): Llentp ceptudou-
Kauuu, Ans KOTOPOro CepTMdUKaThl OTKPLITOTO KIto4a BbIAAIOTCA LEHTPOM cepTUdUKaLmMM BbICLLETO YPOBHS.

MpuMmedaHue — ITO ONPELENeHNe NOAPasyMEBAET, YTO MOXET GbiTb TOMBKO OAWNH YPOBEHL NPOMEXYTOUHBIX
LEHTPOB cepTudukaLmn.

3.44 pacuudposka gewndpoBaHua (decipherment decryption): PassopoT coorseTcTBylOLWENH 00pa-
TUMON LUNAPOBKM.

3.45 perucTpupylowMii OpraH TPaHCNOPTHbIX cpeAcTB (registration authority of transport vehicles):
OpraH, OTBETCTBEHHbIN 32 perucTpauumio  Be4eHWe 3anucei TPaHCNOPTHLIX CPeaCTB.

MpumevyaHue — OpraH MOXKET TNPeAOCTABNATbL 3anNUCU TPaAHCNOPTHLIX CPEACTB  aKKPEAWUTOBAHHBIM
opraHusaLusMm.

3.46 pernctpupyrowuin oprad aaHHbix ERI (registration authority of ERI data): Opranusauus, otset-
CTBEHHas 3a 3anucb gaHHbix ERI 1 agaHHbix 6€30NacHOCTM B COOTBETCTBUM C MECTHLIM 3aKOHOAATENLCTBOM.

MpuMevyaHue — DyHKUUN perucTpupytoLero opraHa gaHHelx ERI MoryT 6biTb TakuMm Xxe, Kak U pyHKUUN peru-
CTpUpYIOLLero opraHa Ansi TPaHCTMOPTHbLIX CPEACTB.

3.47 cBupetenbCTBO peructpaumm (registration certificate): [lokymeHT perucrpauumu TpaHCNOPTHOIO
cpeacTsa (AOKYMEHT UMM CMapT-Kapra), BblAaHHbIA PErMCTPUPYIOLLMM OPraHOM TPaHCNOPTHLIX CPEACTB, B
KOTOPOM 3aperucTpupoBaHbl TPAHCNIOPTHOE CPEACTBO, €r0 BNaageney nnu apeHaarop.

3.48 ceptudmkar oTkpbiTOro knwoyva (public key certificate): UHhopmauua oTKpbITOro knova 0gHoro
nuua, 0CBUAETENLCTBOBAHHAS LIEHTPOM cepTudmkaLmm u, cneaosarenbHo, abContioTHO HeAOCTYNHAA APYIUM
nuuam.

n puMedyaHue — B HacTosALeM CTaHAapTe cepTI/Id)VIKaT OTKPLITOro Knto4a TaKke onpeaenseT pone o6be|cra, ana
KOTOPOro npefocTaBnsAeTcs UHopMaLMsl OTKPLITOro KIko4va, HanpuMep NPou3BOAUTENA UNK PErncCTPUPYoLLIEro opraHa.

3.49 cnyuvaitHoe uucno (random number): MapameTp BpeMeHU, 3Ha4YeHue KOTOPOro Henpeackasyemo.
3.50 cnucok koHTponsa goctyna (access control list): CnMcok cywHoCTen BMeCcTe CoO CBOMMU NpaBamm
[O0CTYNna, KOTOPbIM pa3peLueH AOCTYN K PECypay.
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IMpumep — Modudgpukauyus, eocripouseedeHue coobujerHull, ecmaeka JIOXKHbIX coobujeHull, MaCKUpPOeKa e
Kayecmee yroJIHOMOYEHHO20 Jlula U omKa3 é ob6cryxueaHuu.

3.51 TpaHcnopTHbin uaeHTudukarop (vehicle identification): Odencrteme unu akt uaeHtudukauuu
TPAHCMOPTHOIO CpeacTBa.

MpumeyaHue — Bepudukatop BKrIto4aeT B ceba GyHKUUKM, Heobxogumble AnNs yyacTuss B oBMeHe
ayTeHTUMKaLUmei.

3.52 yrpoa3a (threat): MoTteHunanbLHoe HapyLueHWe 6e30NacHOCTU.
3.53 yctpoucTteo utenusi ERI (ERI reader): YCTponcTBO, MICNONb3yeMoe ANA NPAMOro Unm KOCBEHHOTO
cuntbiBaHuA aaHHbIX ERI 3 ERT nytem Bbi3oBa TpaH3akuui ERI.

MpumMeyaHue —Ecnu cuutbiBatens ERI obMeHuBaeTca 6nokamu gaHHbX npotokona ERI Hanpsimyto no kaHany
nepeaadn AaHHbIX ¢ ERT, ero Takke HasbiBaloT ERR. Ecniv oH 06MeHUBaeTCA faHHBIMU Yepe3 O4WH UKW HECKOSBKO Y3MOoB,
TONbLKO NMOCNEAHWUIA y3en B STOW NocrnefoBaTenbLHOCTU HasbiBaeTca ERR. Kak cneficteue BHewWwHui cuuTbiBaTenb ERI B 3a-
BUCUMMOCTU OT KOHpUrypaLmmn Ha 60pTy MOXET BbICTYNaTh AN onpeAeneHHbIX TPaHCNOPTHLIX CPeAcTB B kadecTBe ERR.

3.54 xew-kon (hash-code): Ctpoka 6uTOB, KOTOpas ABNSETCA BLIBOAOM XeLU-(PYHKLUK.

3.55 xew-thyHkums (hash-function): ®yHkuus, otobpakatoLuas cTpoku GUTOB B CTPOKU (PUKCUPOBAHHOM
AnNuHbl BUTOB, YAOBNETBOPSIOLLUME CREAYIOLIMM ABYM CBOWCTBAM:

a) ANa AaHHOrO BbIX0Aa NyTEeM BbIYMCIIEHUSA HEBO3MOXHO OOHAPYXMTh BXOA, KOTOPbIA CONOCTaBNAETCA
C 3TUM BbIXO0M;

0) AnA AaHHOrO BbIX0A4A NYTEM BbIYUCIIEHUSA HEBO3MOXHO OOHaApY>XMTb BTOPOW BXOA, KOTOPbIA 0TOOpa-
YKaeT OAMH U TOT XKe BbIXOA,.

Il pnMevyaHune — BbluncnutensHaa BO3MOXHOCTb 3aBUCUT OT KOHKPETHBIX TpeGOBaHI/Iﬁ 6e3onacHoCTU 1 cpeabl.

3.56 uenocTHOCTbL AaHHbIX (data integrity): [laHHbIE, KOTOPbIE HE UBMEHEHbI UITN YHUYTOXEHbI HECAHK-
LMOHUPOBAHHbIM 0O6pa3omMm.

3.57 ueHTp cepTuduxauum (certification authority): dusnyeckoe unu opuguyeckoe nNULO, yNOIHOMO-
YEHHoe co3aaBaTb CepTUdUKaTbl OTKPLITBLIX KIOYEN.

3.58 ueHTp cepTudpmkauumn Boicwero yposHa (top-level certification authority): Ceptuduumpyowmii
opraH, cepTuukaTbl KOTOPOro MOryT ObiTb NPOBEPEHbI, TaK Kak ero obLeaoCTyNHbIA(e) KNiod(u) NpoBepku
0e30nacHOCTK 3anucbiBaeTCA(IOTCA) KaK AaHHbIe TONbKO Ans yteHus B ERT 40 MOMEHTa ee HACTPOWKN unu
BBOAA B 9KCMyaTauuio.

3.59 uudposasa nognuck (digital signature, signature): JaHHble unu kpuntorpacduyeckoe npeobpaso-
BaHWe Ornoka AaHHbIX, aeHTUULMPYIOLLME UCTOMHUK ANs nonyyarens 6noka aaHHbIX, a Takke obecnevyusa-
oLMe LenocTHOCTL Brioka AaHHbIX U 3aluTy OT NOAAENKKW, HAaNpUMep noryvarenem.

MpumedvyaHune — CM. Takke «kpuntorpacus» (3.29).

3.60 yacTHbIN kntou (private key): Kniou acMMMeTpu4yHOM napbl Knioyer o6bekTa, KOTOPbI JAOIMKEH
ObITb UCNONB30BAH TOMLKO 3TUM OOBLEKTOM.

MpumevyaHne — B cnyyae acUMMETPUYHON CMCTEMbI MOAMUCK YacTHLIA KNod onpeaensieT npeobpasoBaHue
MOANUCH; MPU aCUMMETPUYHOIA cUcTeMe LLIppOBaHMSA YaCTHbINA Kniod onpegenseT npeobpasosaHue felundpoBaHus.

3.61 yacTHbIN Kntoy aewmndposaHua (private decipherment key): 3akpbITbifi Kniod, onpeaenaowmii
npusaTtHoe npeobpasoBaHue aelmMpoBaHus.

3.62 yucno ERT (ERT number): Homep, npucBOEHHbIN U 3anucaHHbil B ERT, KOTOpLIN BLICTYNAET B
Ka4yecTBe yHuKanbHoro uaeHtudukatopa ERT.

NMpumevyaHue —MNpeanonaraercs, 4to HoMmep ERT 3anuceiBaetcs B ERT Bo BpeMsl ero U3roToBneHUs U nocne
€ro 3annucK He MOXeT BbITb U3MEHEH.

3.63 wudposaHHbIn TekcT (chipertext): [laHHbIE, NONYYEHHbIE C NOMOLLbIO LUM(POBAHUS, CEMAHTHYE-
CKO€e coep>KaHMe KOTOPbIX HEAOCTYMHO.

3.64 anexTpoHHbINA perucTparop yteHusa ERR (electronic registration reader, ERR): YcTpoiicTBo, uc-
nonb3yemoe Anst YTEHUS1 UMK YTEHNA/3aMNUCKH aHHbIX U3/B SNEKTPOHHYIO PEFMCTPALMOHHYIO0 MeTKy ERT.

MpumevaHusa

1 ERR cBA3biBaeTcs HanpsaMylo, T. €. Yepes NuHUIo faHHbix OSI, ¢ ERT.

2 ERR TaKke MOXeT 6bITb cuMTHIBaTENEM M/MMKN 3anucbiBatoWwmmM ycTpoiictBoM ERI nu6o BeicTynaTth B KadyecTse
peTpaHcnaTopa B obMeHe Mexay npoTokonamu aaHHeix ERI, ERT v cuutbiBatowmm yctpoiicteoM ERI.
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3.65 anekTpoHHas perucTpauma uaeHTUPUKAUMOHHBLIX AaHHbIX; ERI (electronic registration
identification): [lencreue unu akt maeHTuduMKaLum TPaAHCNOPTHOrO CPEeAcTBa C MOMOLLBIO 3NEKTPOHHbIX
CpeAacTs.

3.66 anekTpoHHasa permcrTpaumoHHasa metka ERT (electronic registration tag, ERT): BcTpoeHHoe
yctpoincteo ERI, copepxawee aanHbie ERI, Bkniovas COOTBETCTBYIOLME BHEAPEHHbIE NONOXEHUs Gesonac-
HOCTU M OAUH UM HECKONbKO MHTEPENCOB AN A0CTYNA K 3TUM AAHHbLIM.

4 CokpaweHusi

B HacTosiLIeM cTaHaapTe NpUMEHEHb CrieayloLme COKpaLLEHUS:

AE| — aBromaTtuueckas uaeHtudukaumsa obopyaosanus (automatic equipment identification);
AES — pacwmpeHHbIi ctaHaapt wudposaHua (advanced encryption standard);

ASN.1 — abcrpakTHas cuHTakcuyeckas Hotauus (Abstract Syntax Notation One);

AVI — aBTOMaTHUECKan naeHTudUKaLua TPaHCNOPTHLIX cpeacTs (automatic vehicle identification);
BOE — 6a3k-ochucHoe obopyaosaHue (back office equipment);

EN — eBponeiickue Hopmbl [Europdische Norm (German), European Standard (English)];

ENV — eBponeiickuii npeasapuTenbHblii ctanaapt [Europdische Norm Vorausgabe (German), European
Pre-Standard (English)]

ERI — anekTpoHHas peructpauusa naeHtucmukaumoHHblX AaHHbIX (electronic registration identification);
ERR — aneKTpoHHbIN perncTpaymoHHbiin cunTbiBatens (electronic registration reader);

ERT — anekTpoHHas peructpaunoHHas metka (electronic registration tag);

EU — Esponenckum coto3 (European Union);

IEC — MexxayHapoaHas anekTpoTexHuydeckasa komuccus (International Electrotechnical Commission);

ISO — MexayHapoaHasn opralusaumsa no ctaHaaptusauuu (Interational Organization for Standardiza-
tion);

OBE — 6optoBoe o6opyaosanue (on board equipment);

OS| — 0bbeanHeHne oTkpbITbiX cucteM (Open System Intercorrection);

PICS — 3asBneHus o cootBeTCcTBUM peanusayuu npotokona(-os) [Protocol Implementation Conformance
Statement(s)];

PIN — nepcoHanbHbIi naeHTuduKkaumoHHbIn Homep (personal identification number);
SAM — moaynb npunoxenua 6esonacHoctu (secure application module);
VIN — naeHTndMKaLmMOoHHbI HOMEp TpaHCNOPTHOro cpeacTea (vehicle identification number).

5 KoHuenuusa CUCTEMHbIX KOMMYHUKaLUA

5.1 BBegeHue

B HacTosiem nogpasgene coaep>xuTcsa BBeAEHUE B KOHTEKCT, COrMacHo KOTOPOMY AaHHble ERI n aaH-
Hble 6e30NacHOCTM MOTYT CYMTLIBATLCS UMM 3anuckiBaTbcst B ERT, no3sonsioLyo ngeHtudpuumposats TC, a
TaKkXe NpeacTaBneHbl BApuaHThl, KOTOPblE MOTYT ObITb MCNONb30BaHbLI NPU hakTUYeCcKon peanusauuu. Hop-
MaTuBHble TpeboBaHMA Ans UHTEPdERCOB NPUKNAAHOrO YPOBHA NPUBEAEHLI B pa3aene 6 u npunoxeHun A.
MpunoxeHne B coaepxut HOpMy, ONPEAEnsIoLLy0 OrpaHUYEHUs DaKTUYECKOW peanusaumm npoTokona
CBA3MN.

5.2 OnucaHue coCTaBNAKOWMUX KOHLIENLUUU CUCTEMHBIX KOMMYHUKaUUMN

5.2.1 UpeHTndukauua perucTpaumm TPaHCNOPTHOrO cpeacTea

SneKTPoHHasn perncrpaumns naeHTUOUKaLMOHHbIX AaHHbIX ERl — 3TO AeiCTBME UMK akT naeHTuduka-
uum TC € NOMOLLIbIO SNEKTPOHHLIX CPEACTB.

MaeHTudukarop, ucnonb3yemoiin ana naeHtucukayumn TC, HasbiBaeTca naeHtTugukaropom TC.
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MpuMmeyaHus
1 MpegnoYTUTenbHBEIM BapuaHToM uaeHTudukatopa TC sasnsetca VIN, KoTopblii HasHa4eH ero UsrotoBuUTenem
(cMm. [1]), KpoMe Toro, MoALEepPKUBAIOTCA ansTepHaTuBbl (MogpobHee cM. MHCT 343—2018).

2 Bonee noapobHasa uHpopmaums o6 ngeHtudukatope TC n gaHHblx ERI npusegena B MHCT 343—2018.

B HacTosLLEM CTaHaapTe B KA4ECTBE 04HO3HAYHOMO NaEeHTUUKaTopa OTINYUTENBHOW YEPThI UCMOMb30-
BaHa KOMBUHaLMSA YHUKANbHOrO naeHtudukaropa TC u yHUKansHoro Homepa ERT.

5.2.2 KoHuenuusa cucteMbl M nogaepxuBaemMble UHTEpdEnChI

Ha pucyHke 1 npeacraBneHbl MHTEPGENCHI, ANA KOTOPbIX NPUKNAAHOW YPOBEHL YKasaH B HaCTOsLLEM
cTaHgapre.

TpaHcnopTHoe
CpeacTeo
OnekTpoHHasi
perucTpauuoHHas
meTka (ERT)

— — 4 __ ViHTepderic, ykasanHbiii WHTepdeiic, ykasaHHbIii

B HacTosilem cTaHaapTe B HACTOSILLEM CTaHAapTe

BoptoBbie BHewHuiA
yuTaTtens/nucarens Bpyme Cpenctsa yuTaTtens/nucarens

I
|

ERI (ERT) MPAMEHEHNA cesam i ERI
|

MonoxeHne GopTOBOH CBA3N

Apyroe 6opToBoe
oGopyposaHue

PucyHok 1 — KoHuenuus cuctemsl U nogaepxveaemble UHTEpdENCHI

BCTpoeHHbI KOMMOHEHT, o6ecneunBatoLmii BesonacHyto cpeay ans AaHHbix ERI u gaHHbix 6e3onac-
HOCTU, Ha3blBAETCA SMEKTPOHHOW permcTpauuoHHon metkon ERT.

MpuMevyaHUe — VICNOMHUTENL MOXET UHTErPUPOBaTL APYrue MONoXeHus (Hanpumep, AOMONHUTENbHbIE NO-
noxeHus o cBasun) B ERT npu cobntogeHun ee GesonacHoCcTy.

B 3aBMcMMOCTU OT CcBOMX BO3MOXHocTen ERT agantupyercs kK KOHKkpeTHOMy TC Ha Tpex nocneaosa-
TenbHbIX 3Tanax (CM. pucyHok B.2 npunoxeHus B):

a) Bo-nepsblx, ERT HacTpoeHa ¢ naeHtudukatopom TC npunoxexua B u, npu HeobGxoaumocTn, ¢ ao-
MONMHUTENbHBIMMU AAHHLIMKU O TC. 3TOT LWar MOXET ObITb BbIMNOMHEH TONMLKO OAUH pa3 B Te4eHue Xmu3Hu ERT.
Monb3oBarenbckan HacTpoMKa HE NO3BONIAET NPEAOCTaBMATL YCNYru Wngposanua unu nognucu ERT,

6) BO-BTOPbIX, PEFMCTPUPYIOLLMIA OpraH MOXET ObITb TEKYLUMM perncTpupyiowmm opraHom TC, nobasus
ero gaHHble 6e3onacHoCTU. PerncTpupyoLwwmin opraH MOXET U3MEHUTb CBOM JaHHble 0 Be30MacHOCTU MyTeM
NOBTOPHOIO BBOAA AaHHbIX B AeicTeue. MNpu nogaepxke ERT BBO4 B 9KCnnyarauumio NO3BONAET NpeaocTas-
NATb YCAYrM KOHUAEHUMaNbLHOCTU U ayTeHTuukauun ERT, Hanpumep HeobxoauMble Knoun 6e30nacHoOCTHU.
Ecnu knioy He ykasaH, COOTBETCTBYHOLUME CNyxObl He OyAyT BKIHOYEHbI.

MpuMevyaHue — BOMLLIMHCTBO CMaPT-KapT NPUHaANEexXaT N KOHTPONUPYIOTCA O4HUM SMWTEHTOM Ha NpoTsaXe-
HWUW BCei UX XXU3HW, 0fHaKo B oTHolweHun ERT cutyaumsa uHas. Korga npogaxa TC ocyluecTBneHa B gpyroi ctpaHe, ERT
nonagaeT noj KOHTPOIb HOBOTO PErMcCTPUpPYIOLLEro opraHa, nostoMy ByayT odopmieHbl HoBas HOMepHasa Tabnuyka u
HOBLI perucTpaLuoHHblil cepTudpmkat gna TC. 3atem ERT GyaeT noBTOpPHO BBEAEHA B SKCMIyaTaLuio;

B) B-TPETbUX, TEKYLLUMIA PErUCTPUPYIOLMUIA OpraH MOXET U3MEHUTb AONOSHUTENbHLIE AaHHble TC, ans
TOro 4ytobbl 3aperncTpupoBaTh UX U3MeHeHUe (3a ucknioveHmem Vehicleld).
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MpumevyaHue — YynTbiBas ocobeHHOCTH pernctpauum TC B pasHbIX CTpaHax, MOXHO BKIIOYUTb pasnuyHble
BapuaHTkl NpUBeAEHUA AONONHUTENbHbLIX AaHHbIX 0 TC (nogpobHee cm. NMHCT 343—2018).

MonoxeHusi 0 6OPTOBOI CBA3U AOMKHBI ObITb CNOCOOHLI NepeaaBarth AaHHbie u3/B ERT 6e3 usmeHeHus
9TUX A aHHbIX.

MpumevyaHue — MNonoxeHus o GOpTOBOIA CBA3W MOryT BbITb, HaNpUMep, YacTbio 6opToBOl Nnardopmel AN
npumeHeHus TC.

YCTpOICTBO CBA3W MOXET ObITh CBA3aHO C BHELUHWMM CHUTbIBAIOLLUMM YCTPOMCTBOM WIU CUUTbLIBATENEM
NPOKCUMWUTU, CO CYMTbIBATENEM W/UMM 3anWCbIBAIOLLMM YCTPOINCTBOM C MarnbiM paguycoM AEWCTBUS UIU C
yaaneHHbIM 63k-0hmcHbIM 06opynosaHmem (BOE).

YCTPOICTBO CBSI3W, KOTOPOE OCYLLECTBNSAET CBA3b C BHELLUHUM CYUTLIBAIOLLUM YCTPOWCTBOM/CUUTLIBATE-
nem ERI, aencreyeT Kak peTpaHCrATOP MeXAy STUM BHELLUHWM CYMTbIBAIOLLMM YCTPOMCTBOM/CUMTLIBATENEM
ERI 1 BCTPOEHHbIM YCTPONCTBOM YTeHusa/3anucu ERI. YCTponcTBO CBA3M Takke MOXET ObiTb MUCMONb30BAHO
ANs ApYyrux NPUNOXEHWUN.

5.2.3 cnonb3yemble ponu

B HacTosILLIEeM cTaHAapTe BblAEMNeHbl CreayoLne «ponuy Ans hu3ndeckux Unm Iopugmieckux nuu;

- npousBoguTenu, HasHadatowme Homep VIN unu waccu ana kaxgoro TC, kKoTopoe oHu co3aator. Us-
roTOBUTENb MOXET TaKkxe HacTpoutb ERT ans koHkpeTHoro TC;

- perucTpupyowime opraHel (B OTHOLWEHUU AaHHbIX ERI), kOTOpble MOryT:

- HasHa4uTb HoBOe TC (B cnyyae aedekToB) M HacTpouTb ERT (Hanpumep, B cnyvyae Aed)EKTOB UMK
O0OCHaLLEeHus).

MpuMevyaHune — PerncTpupyroLLWia opraH MOXET NPUCBOWUTE HOBLIN UaeHTUduKaTop TC (HanpuMep, koraa Ho-
Mep Ha accu noBpexgeH). 3atem oH J06aBUT HOBBIA MAEHTUdMKaTOp Ha wwaccu 1 3adukcupyet ero B ERT (npuuem
naeHTudukaTop TC He MOXeT BbITb NepesanuncaH);

- NOPYy4YMTENLCTBO cebsi B KA4ECTBE perncTpupytowlero opraHa ans TC;

- npegocTasneHue Apyrum opraHam BracTu Aonycka K gaHHbIM ERI;

- npegocrtasneHue paspeweHus gepxarento ERT npegocraenath ApyruM NOCTaBLUMKaAM YCiyr JOCTYN
K AaHHbIM ERI, KOTOpbIe OTBEYAIOT 32 perucTpaumnio 40nonHUTENbHbIX AaHHbLIX 0 TC B ERT B cooTBETCTBUM C
MECTHbIM 3aKOHOAATENbCTBOM (NOAPOOHEE CM. HUXKE).

MpumevyaHus

1 OxwuaaeTcs, YTO PErNCTPUPYIOLLMIA OpraH B OTHOLLEHUU AaHHbIX ER| ABNAeTca TeM xe opraHoM, KOTOPbIN XpaHUT
opmumManbHbIR peecTp, B KOTOPOM ykasaHo TC.

2 MNpepnonaraeTcs, 4To Kaxaoe TC ykazaHO B perucTpe, KOTOpbIA copaepXuT naeHtTudukatop TC n gononHuTens-
Hble AaHHble, oTHocALMecs K TC. [NpuyeM 3TOT perucTp Takke naeHTUULUPYET OTBETCTBEHHOrO 3a TC (Hanpumep, ero
Bnagenblia, oneparopa, XpaHuTens, apeHaaropa Wunu soguTtensy);

- LEHTpbI cepTudmKaLmm, ynonHoMOYEHHbIE CO3aaBaThk cepTuduKaTbl OTKPLITOro kntoda. Ceprudukarsl
OTKPbITbIX KMIOYEH UCNONb3YIOT AN NPeAoTBPaLLeHUsl Takmx CUTyaumi, NpU KOTOPLIX MOLLEHHUYEeckasa opra-
HMU3auna MOXET 3aMacKUpPOBAaTLCA Kak NPOM3BOAUTENb NN perucTpupyowmn oprai. CywecTeyer Asa Tuna
LleHTpoB cepTudmkaumm:

- LEHTp cepTudUKaLum BbICLLETO YPOBHA U

- OAMH NPOMEXXYTOUHbIN LEeHTp cepTtudmkaumm unu donee.

MpumeyaHusa

1 LleHTp cepTudukaumm He byaet HanpsaMyto cBasbiBaTbesl ¢ ERT. Ux cepTudpunkaTtel UCNONb3YIOT NPOU3BOAUTENN U
perucTpupytoLLiye opraHbl.

2 C AByMsi YpOBHSIMU LIEHTPOB cepTUdUKALUKN LEHTP BLICLLETO YPOBHA MOXET Aenerupoearb pacnpocTpaHeHue
CEpTMGUKATOB NMPOMEXYTOUHOMY LIEHTPY cepTudUKaLm, KOTOPLIA OTBeYaeT 3a Co3faHne cepTUdUKaToB AN PerucTpu-
PYIOLLMX OpPraHOB U NPOU3BOAMUTENEN B HEKOTOPLIX PernoHax;

- OpraHbl BNacTH, YNOMHOMOYEHHbIE PErMCTPUPYIOLLMM OPraHoM Ans CYUTbIBaHUA AaHHbIX ERI ¢ TC
(Hanpumep, NOTOMY, YTO OHM UMEIOT NPABO AenaTb 3TO B CUNy AENCTBYIOLIEro 3aKkOHOAaTenbCTBa);

- OOMNOMHUTENbHBbIE NOCTABLUUKU YCNYT (FOCYyAApPCTBEHHBIE UMM YaCTHbIE), KOTOPbIE NPEAOCTaBAIOT YC-
nyry, TpedyioLylo anekTpoHHoW naeHtTudukauyum TC w/mnu aaHHbiX ceptucpmumposanHoro TC. Bnaaeney,
ERT moxeT paspeluarb unu He paspeLuarb AONOMHUTENBHOMY MOCTaBLUMKY YCNYr YnTatb naeHtucukarop TC
W AONOMHUTENbHbIE AaHHbIE TC;
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- aepxarenu ERT, koTopele mMoryT ObiTh, HAanNpuMep, Bnagensuem TC, onepaTtopoM Unu XpaHuTenem
TC.

[axke B Tex cnyyasx, Korga nogaepkmBaerca kKoHpUaeHUmansHOCTb AaHHbIX ERI, Bnageney ERT nme-
eT npaBo uutatb ERI B cBoem TC u paspelwiatbs ApyriM NOCTaBLUMKaM YCRYr YWTaTb AaHHble UAEHTUK-
katopa TC. PIN-koa, BblAaHHbIA peructpupyowmmM opraHom aepxarenio ERT, o6ecneunBaet He0BX0aAUMbIi
KOHTPONb goctyna agna aepxatens ERT.

MpumedvaHue — Ponu n TpeboBaHWA, cBsI3aHHEIE CO cneLuduKaLmeir, NPOeKTUpoBaHNEM U NMPOU3BOACTBOM
(BKrtovasa TecTupoBaHue) ERT, BEIXOAAT 3a paMku HacTosILLEro cTaHgapTa.

5.2.4 KOMMYHUKaLMOHHbIN KOHTEKCT AJIA YTEeHUA

Ha pucyHke 2 nokasaH KOHTEKCT CBSI3U Ans YTeHusa AaHHbiX U3 ERT.

BopTtoBoy nnu BHeLWwHMn cuutbiBaTens ERI ncnone3yetca AnAa YTeHUs AaHHbiX M3 ERT. BCTpOEHHbIN
cuntbiBatenb ERI B3aumogencreyet HenocpeacTtBeHHO ¢ ERT M HanpsMyl0 unu KOCBEHHO CBSI3bIBAETCS C
ERT, HanpumMep: HENOCPEACTBEHHO B Cly4ae KapMaHHOr0 CYUTLIBATENS UNU MHTETPMPOBAHHOIO YCTPOMCTBA
ERI nnu onocpegosaHHO Yepe3 GOPTOBOW MOAYIb CBA3M U BCTPOEHHLIN cuuTbiBaTens ERI. BoproBoi Moaynb
CBAI3U MOXET ObITb TAKKE CNOMb30BaH ANA APYrUX NPUNOXKEHNNA.

JononHuTenbHbIA Aepxarenb
Bractb MOCTaBLLMK yCIYr ERI
Darumnk
Tpurep
Cneuudmkaums nHtepdenca . N

JneKTpoHHas B HacTosILLeM CTaHaapTe BoproBoit BHelwHuiA
perncTpauuoHHas > yuTarens
mertka (ERT) (Hanpumep, ERR)

PucyHok 2 — KOMMYHUKaLMOHHbBIN KOHTEKCT AnsA YTenus us ERT

CeHcopHasa cucrtema (BHE pamMOK HaACTOsILLEro craHgapra) MOXeT ObiTb MCNonb3oBaHa Ans 3anycka
BHeLuHero cuutbiBaTens ERI npu comkcupoBaHum TC, KOTOpOEe HEOBXOAUMO MAEHTUULIMPOBATL.

Inya, kotopble MoryT cuuthiBaTh AaHHble ERI n3 ERT, npeacraeneHsbl B 5.2.3. MpaBa aocryna pasnuy-
HbIX 06bLEKTOB OnMcaHbl B 5.3.5.1.

Bnageneu ERT MOXeT noxenarb UMETb ZOCTYN K AaHHbIM ERI N0 paznuyHbiM npuunHam:

- ANA NPOBEPKW NPaBMIbHOCTU AaHHbIX ERI;

- NONyyYeHus ayTeHTUDULMPOBAHHOIO (MOANMCAHHOrO) naeHTudukatopa TC unu gaHHbiX ERI, koTopbie
OyayT Mcnonb30BaHbl ANA APYroro NPUMoXeHUs;

- MPOBEPKKU cnucka KoHTponsa goctyna (cm. 5.3.5) npu ero Hanuwuum B ERT,

- NPOBEPKU UCTOPUYECKUX AaHHbIX ERI n/mnu ncropmyeckux AaHHbIX BBOAA B IKCNAyaTauuio Npu mx
Hanuyuu B ERT.

O6opyaoBaHue, UCMOMb3yemoe OpraHom BnacTu, AOMOSHUTESNbHbLIM NOCTaBLUUKOM YCAYF UMK aepKarte-
nem ERT B cBOEM odhuce (T. €. B 3aKpbITOM NOMeELLEHUN), Ha3biBaeTca 63k-odncHeIM 06opyaoBaHuem (BOE).

PacnpegeneHune dyHkuuii mexxay BOE u BHewHUm cuntbiBatenemM ERI BbIXOAMT 3a pamKn HaCTOALWETO
cTaHgapra.
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5.2.5 KOMMYyHUKaLMOHHbIN KOHTEKCT ANA HanucaHuaA

Ha pucyHke 3 npeacTtaBneH KOHTEKCT CBA3W AN 3anucu AaHHbIX B ERT.

BopToByto Unu BHELLHIOW 3anuck ERI ncnonb3yor ansa sanucu gaHHbix B ERT. BCTpO€HHbIN KOMMYHUKa-
Top ERI HanpsamMyto cesidbiBaeTcs ¢ ERT. BHelwHasa 3anucb ERI MOXET HanpsiMyto MnNn KOCBEHHO CBA3bIBATLCA
¢ ERT, Hanpumep: HeNOCpeACTBEHHO B Cnyvyae KapMaHHOrO 3anucbiBaloLLEr0 YCTPOMCTBA NMBO UHTErpUpo-
BaHHoOro ycrponcrea ERI unu onocpeaosaHHo yepes GOpTOBOM MOAYNb CBSI3W W BCTPOEHHYIO 3anuch ERI.
BopToBOI MOAYNb CBA3M TaKkKe MOXET OblTb NPUMEHEH ANS APYIMX NMPUMOXKEHUMN.

OpraH npoussoacTea
HT .| PIN
Ic;l:pmpcbukauum CopTUMKET, | LAnn PErnCTPUPYHOLLMIA ~| Nepxarens ERI
opraH
Ceptudpukar + OaHHble
pemcTpauuoHHbIe aBTopusaumn
OTKprTbIﬁ AaHHble nocraBLUMKa
Knioy yenyr
/ Y
AneKTpoHHas WTepdeiic, ykasaHHbiit BcTpoeHHbid unm
» B HacToOsILLEM CTaHaapTe «
perucrpaunoHHas BHELUHWIA cuuTbiBaTenb ERI
meTka (ERT) (Hanpumep, ERR)

PucyHok 3 — KOMMYHWKaLMOHHbLIN KOHTEKCT Ana 3anucu B ERT

Pa3nuyHble 00bEKTbI, KOTOPbIE MOTYT 3anucbiBaTh AaHHble ERI (GesonacHocTu) B ERT, onucanbl B 5.2.3.
MpaBa gocryna pasnuyHbiX 0ObEKTOB OnucaHsl B 5.3.5.2.

LieHTpbl cepTudukaumm npesocTaBnaloT cepTuukaTbl OTKPLITOrO Knoya A Npou3BoaUTENEN U peru-
CTpUpyoLux opraHoB. CepTudurkaTbl MCMONbL3YIOTCA Npu 3anMcu AaHHbiX B ERT kak Aoka3aTensCTBO NOASUH-
HOCTU (NOAMMUCAHHbLIX) AaHHbIX, MOMYYEHHbIX OT MPOM3BOAMUTENS MU PETUCTPUPYIOLLErO oprana. Ceptuduka-
Thbl TAKXKE NPUMEHAIOTCA ANA NPOBEPKU NOANMHHOCTM AaHHbLIX ERI npy cunTbiBaHUM.

Peructpupylowuin opraH Hagenser nonHoMmounsamu aepxarens ERT nytem npeaocrasneHus napons
(PIN). 3arem Bnageney ERT MOXeT npeaoCTaBUTb AONOMNHUTENLHOMY MOCTABLUMKY YCAYr AOCTYN K AaHHBLIM
ERI.

Pacnpegenenve dpyHkuuin mexay BOE 1 BHEWHUM yCTPOMCTBOM ERI BbIXOAUT 32 paMKn HaCTOALIErO
cTaHgapTta. Perncrpupylowmii opraH MOXET NOPYYUTb MUCAaTenio AeNCTBOBaTb OT €r0 UMEHU MU UCNONb30-
BaTb €ro, HaNpPMMep: NUcaTernb SABMAETCA PETPAHCNATOPOM ANS yaaneHHOro nucbMa u3 ceoero 6ak-ocuca.

5.2.6 NMoponepxuBaemMble ypoBHu ERT

Mpeanonaraetcs, YTO pa3HbIie NONb30BATENN MOTYT UMETL pasHble TpeboBaHus k ERI, noatomy B HacTo-
ALeM cTaHaapTe nNpeacTasneHa noaaepkka pasnuyHbixX ypoBHeN obcnyxuBaHus BO3MOXxHocTel ERT.

Ha pucyHke 4 npeacraBneHo onMcaHue pasfnuyHbIX YPOBHEH BoamoxxkHocTeln ERT [cMm. Takke npodunu
cooteeTcTBus npotokona (PICS) B npunoxeHuu b).
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Onsa ERT, noaaepxuvsaioLlei
KoH(maeHUManbLHocCTb ¢/6e3 gocryna:
- APYTUX OPraHoB;

- BOMNOJTHUTENbHbIX NOCTaBLLMKOB YCITyT

OCHOBHbIE BapHaHTbI:
Tonbko Id — Tonbko ureHne
Tonbko YTeHue

C AOMNONHUTENBHBIMU
AaHHbiMmM 0 TC

YreHue/szannch
6e3 noaTREPXKASHUS

S N\

AyTteHTUdMKaums KoHdpunaeHUManbHOCTL

X 7 e

ABb (b
AyreHTndmkaums + koHpnASHUMaNLHOCTL gm;r:gkkﬁ:gnﬂmaz;

PucyHok 4 — MNopaepxusaemblie ypoBHum ERT

Pasnuualor crnegyoLume OCHOBHbIE BapuaHTbl (BAPUAHT B HAKOHEYHMKE CTPENOK TaKxe BKMo4YaeT B cebs
BO3MOYKHOCTM O4HOTO U3 XBOCTOB CTPESKK):

- TONbKO id — TONbKO YTEHUE: 3TO NpocTenLumi BapuanT ERT. MaeHTudukarop TC 3anucbIBaETCA TOMNb-
KO oAWH pas, u apyrasa uidopmauua He MOXeT ObiTb AobaBneHa. B atom cnyvae cuutbiBatens ERI moxer
cunTbiBaTh naeHtTudukarop TC HenocpeacTeeHHo us TC (ERT);

- TONbKO ANS YTEeHUs ¢ AONONHUTENBLHLIMU AaHHbIMK 0 TC: B aTOM cny4yae ERT moxeT Takke coaep-
XaTb AononHuTeNbHble AaHHble 0 TC (cM. MHCT 343—2018). OgHako BCe AaHHble MOTyT ObiTb 3anucaHbl
TONbKO OAWH pa3 B Te4eHue Xm3Hu ERT.

Mo coobpaxkeHnsiM 6€30NaCHOCTU AaHHbLIE MOTYT TaKkKe CoAepKaTh NOANUCL CO34,aHHOI0 OOBLEKTA;

- yTeHue/3anuch 6e3 noaTeepXaeHus ayteHTudukauum unu KoHPUAEHUManLHOCTU: B 3TOM Chny4vae
ERT coaepxuT uaeHtudukatop TC naoc AoNONHUTENbHLIE AaHHble 0 TC. Npu HE0OX0AUMOCTM 3TK A0NOs-
HUTENbHbIE AAHHbIE MOTYT GbITb OGHOBMEHbI;

- YyTeHue/3anuck ¢ ayteHTudukauumein: B aTom cnydae ERT Takke npeaocrasnser ycnyru ayreHTucuka-
uun. ERT moxeT npoBepsiTb NOANUCH, MPUKPENIIEHHYIO K 3aNUCaHHbIM B HEe AaHHbIM. Ecrnin npegycmoTtpeHo,
ERT moxeT Takke NpucoeamHUTb NOAMUCH K AaHHbLIM, KOTOPbIE OHa OTnpaenseT B cuntbiBatens ERI. 3atem
cuuTbiBaTent ERI MOXeT npoBepuTh, YTO NONyYEHHbIE AaHHbIE NPOUCTEKaloT M3 noanuHHon ERT, a He u3
danbLumMBon.

MpuMeyaHune — PerucTpupyioLmin opraH MOXeT OTKAIOUUTL BO3MOXHOCTU nognuck ERT, HO He ee NpoBepky;

- YyTeHue/3anucb ¢ KOHMAESHUMANBLHOCTLIO: B 3TOM cny4dae ERT MoxeTt npegocrasnaTe ycnyrn KOHU-
AeHumanbHocTU. ERT moxeT gewmdpoBarb AaHHble 6e30nacHOCTH, 3alumdpoBaHHblie 3anuckio ERI. Ecnu
npegycmoTpeHo, ERT moxet Takke WwndpoBaTb AaHHbIE, KOTOPbLIE OTNPABIAET B cuMTbIBaTENb ERI. 3TH gaH-
Hble MOTYT ObITb MHTEPNPETUPOBAHLI TONBLKO TEMU CTOPOHAMM, KOTOPbIE UMEIKOT COOTBETCTBYIOLLIMI YaCTHbIN
KIToY AelumdpoBaHus.

MpumedyaHne — PerncTpupyoLLnii opraH MOXET OTKITHOUUTL BOSMOXHOCTM WndposaHna ERT, HO He BO3MOX-
HOCTW AelundpoBaHus;

- YTeHMWe/3anuch C UCMONb30BAaHNEM Kak ayTeHTUUKaLMu, Tak U KOHPUAEHLMANLHOCTU: B 9TOM Cny4yae
ERT oGecneunBaet kak ayTeHTUUKALMIO, TaK U YCIYr1 KOHpMAEHUUanbHOCTK.
B nononHeHWe K 3TUM OCHOBHbIM BapuaHTaM MOXHO pasnuyatb pasnuyHble nogBapuaHTbl, Hanpumep
ERT:
1"
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- YTeHus/3anucy, KOTopas Taioke BeAeT XKypHan UCTOPUYECKMX AaHHbIX, T. €. Npeabliaywmx onepauui
3anucu,

- C ycnyramu KOHMAEHLUMANbHOCTU, ANA KOTOPbIX PErucTpUpyIoWwmii opraH MOXeT Takke HaaenuTb
NOMHOMOYMAMM ApYrve opraHbl AN AOCTyna K AaHHbIM ERI;

- ycnyramu KOHMAEHLMansLHOCTH, ANS KOTOPbIX PErMCTPUPYIOLLMIA OpraH MOXET Talkoke NpeaocTaBUTb
Bnaaenbuy ERT paspelueHue Ha uTeHue aaHHbIX (uctopuyeckux) ERI;

ycnyramu KOHMUAEHLUMANbHOCTHU, AN KOTOPbLIX PErMCTPUPYIOLWLMIA OPraH MOXET Taloke NpeaocTaBUTb
aepxarenio ERT paspelueHue Ha aBTopu3aumio 4ONOMHUTENbHLIX NOCTABLUMKOB YCAYT ANA UTEHUSI AaHHbIX
ERI.

5.2.7 YpoBHM 6€30nacHOCTN U DYHKLMOHASNIbHAsA COBMECTUMOCTb

B HacTosLLEeM cTaHAapTe nepeyvcrieHbl MofIHOMo4Yua no uaeHtudukauum TC, BKAOYAs POYMUMHI U3
IOPUCANUKLIMKM APYTUX PErMCTPUPYIOLLIMX OpraHoB. Mo3sToMy O0nbLIoe BHUMAHWE YAEeNnAeTCA B3aMMOAENCTBUIO
ERT u cuuTbiBaTENEn pasnuuHbiX YpOBHEN BO3MOXHOCTEN, T. €. uaeHtudpukauyus TC nocpeacTtBoM NpoCToro
ERT ¢ nOMOLLBIO CIOXHOIO CYMTLIBaTENS, U HA0OOPOT.

OcHoBHbIM nNpuHUMNnom B3aumogeincTeus ERT u cuutbieatenei ERI asnaerca 1o, uto yutarens byaer
(PYHKLUMOHUPOBATL C MOMHbLIM CNEKTPOM BO3MOXHOCTeN ERT. Ecnu uutatent He o6ecneunBaeT NomnHyio hyHk-
UMOHANbHOCTb, Hanpumep Tpebyemble BO3MOKHOCTU AelundpoBaHus, Toraa NOAHOMOUUS, UCTIONb3YIOLME
yuTarens, MOryT 3anpalLumBarb NOMOLUbL (AeLuMcPOBOYHYIO) OT PErMCTPUPYIOLWErO opraHa. AHanoruvHas cu-
Tyauusa uMeeT MecTo B TOM cny4ae, koraa ERT noanuceiBaeT gaHHble.

B tabnuue 1 npeacraeneHbl pasnuyHbie KOMOMHaumu, koraa ERT u cuutbiBatens ERI umelor pasHble
KpunTorpacguyeckme BO3IMOXKHOCTH.

Tabnuuya 1 — B3anmogeiictBue Mexay ERT u cuntbiBatensmu ERI

ERT | Yuratenb ERI CoBMECTUMOCTb

LLindppoBaHue: Pacwudposka:

na HeT YnTaTens He NoWMeET gaHHble ERI, koTopble HyxAaalTCcs B MOMOLM pe-
rmncTpupytowero opraHa TC ana gewndpoBaHnsa NPOYUTaHHBIX 4aHHbIX

HeT aa YuTaTtento He HYXHO UCMonb3oBaTh BOZMOXHOCTU paclunpoBKu
MognucaHue: [MpoBepka nognucu:
ha HeT YuTaTenb He CMOXET npoBepwuTb Ntobyl0 NOANUCH, NPEAOCTaBNEHHYIO

Ans gaHHbix ERI.

HeT aa YUuTaTtento He HYXHO UCNonb3oBaTb BOSMOXHOCTU NPOBEPKU NOANUCHU

Ons Toro 4yTo6bl NoAAEPKMBaTL YnTaTenen 6e3 BO3MOXHOCTU pacLuMdPOBKN, PEFMCTPUPYIOLLUIA OpraH
MOXKET, NpU HEOBXOAUMOCTH, OTKIOYUTb BO3MOXHOCTU LwndposaHust ERT ans TC, HaxoasLLMXCS B €10 lopuc-
OUKLMK.

TMpumep — Kozda TC umnopmupyemcs U3 cmpaHbi ¢ 8bICOKUM YPO8HEM KOHGhudeH ualbHoCMu 8 cmpaHy
C MeHee CmpoauM ypoeHeM 3awjumbi KoHudeH uanbLHocmu (ciredoeamesibHO, UCMOL308aHbI Yumamernu, He
umelowjue 803MOXHOCMU pacuiughpoeKu), moada peaucmpupyroujue opaaHbli MO2YM OMKIIOYUMb 803MOXHO-
cmu dewucppoeaHusi ERT npu ee eeode e aKcilyamayuio.

MpumedaHue — CormacoBaHue TpeGoBaHNii Ge30MacHOCTM CO CTOPOHBI PEFUCTPUPYIOLLEro OpraHa BeIXoauT 3a
paMK1 HacTOsILLero cTaHgapTa.

Urto kacaeTcs pyHKUMOHanNbLHON coBMecTuMocTu mexay ERT un nucatensmu ERI, npuoputer otaaetcs
6e30nNacHOCTU BbILLE YPOBHS MOAAEPKKU MexayHapoaHbIX (MOBTOPHbIX) npogax. Tak Kak perucTpupyoLLuii
opraH MOXeT 3ameHuTb ERT, 970 He cuuTaercs cepbesHbiM orpaHuyeHnemM. OCHOBHbIM NPUHLMMNOM Hanuca-
HWUA SAABRSIETCA TO, YTO aBTOP W, CREefoBaTeNbHO, PErMCTPUPYIOLLMIA OpraH MOryT ONpeaensATb BO3MOXHOCTH
ERT, 1 Ha OCHOBAHMM 3TOr0 PErMCTPUPYIOLLMIA OPraH MOXET PELLMTL NPUHATL AaHHYO ERT unu sameHuTb ee
Ha COOTBETCTBYIOLLYIO NpeabsABnseMbliM TpeboBaHUsM.

MpumeyaHune — Ecnu perncTpupytoLuini opraH He NpuHUMaeT onpeaenerHyto ERT, To peructpupytowwuit oprat
[O/KeH 3aMeHNTb ee Ha NMPUEMIEMYH U OCYLLIECTBUTL HACTPOIKY B JanbHellleM No Mepe HeOGXOAMMOCTM.
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Bsaumogencrene ERT u nucatenern ERI ¢ pasnuyHbiMKM ypOBHSIMW BO3MOXHOCTEM NOKA3aHO B
Tabnuue 2.

Tabnwnuya 2 — B3aumopeicTene mexay ERT u asTopamu ERI

MucaTtens ERI ERT CoBMeCcTUMOCTb

LLindpposaHme: Paclimndposka:

na HeT [Mucartenb ERI MoXeT 3anucbiBaTh JaHHble Tonbko B ERT, ecnu oH oTKMto-
YaeT BO3MOXHOCTU LU pOBaHUSA

HeT da ERT He 6ygeT npuHUMaTE AaHHbIe, KOTOpble JOMKHEI ObITh 3allndpoBa-
Hbl TaKUM aBTOPOM

[Nognucaxue: MpoBepka nognucu:

aa HeT ERT He GyaeT npoBepsTb Mognucb, MpefocTaBrieHHylo aBTopoMm. Kak
CreAcCTBUE KaxAbli aBTOp MOXeT ObiTb WUCMOMb30BaH ANA U3MEHEHUA
JaHHbIX ER| 1 AaHHBIX 6e3onacHocTw.
MpuMeYvyaHune —He pekoMeHAOBaHa, HO pa3peLLeHa B paMKax HacTo-
Awero ctaHgapTa. OTBETCTBEHHbIN OpraH paspeLlaeT Unu He paspeluaeT
(T. €. nopy4aTb UNKU He BBOAUTL KOMUCCUIO) Takoro poaa ERT.

HeT aa ERT He npuHuUMaeT gaHHbIE OT 3TOro aBTopa

OTBETCTBEHHbIN PErMCTPUPYIOLLWIA OpraH AOMKEH NPUHATL UMK HE NPUHATL KOHKPETHYIO ERT B npeae-
nax cBOEN IOPUCANKLUM, T. €. PEMMCTPUPYIOLLUI OPraH MOXKET NPUHATL PeLLIeHNe OTHOCUTENBHO PO NOPYYK-
Tens B KOHKpeTHON ERT.

5.3 Cnyx0bl 6e3onacHOCTH

5.3.1 MNMpeanonoxeHun

KoHuenuusa 6esonacHocTu o6meHa gaHHbiMu mexxay ERT u cuutbiBatenem unu astopom ERI ocHoBaHa
Ha cneayloLmx NpeanonoXEeHUsAX:

- ucnonb3oBaHne ERT moxeT ObiTb 00A3aTenbHbIM M, CnegoBaTenbHO, AOMKHO ObiTb YCTONYUBLIM K
MoweHHu4vecTBy. ERT (cm. [2]) AomkHA ObITb YCTOWUMBONM K AaKTUBHBLIM Yrpo3am (HanpuMmep, M3aMeHeHue, BOG-
nNpou3BeaeHNe COOBLLEHNI, BCTABKA NOXHbIX COOBLLEHMIA U MACKUPOBKA);

- yteHue ERT A0mkHO ObITb NPUroAHLIM B KAYECTBE IOPUANYECKOrO A0KA3aTeNbLCTBA (HEOTKA3yeMOCTH).

MpumMmevyaHunme — [Ana aToro MOXeT noTpeboBaTbcA cneyudukayma npoduns 3awuTbl (BKNoHas 40CTaToYHbIA
ypoBeHb obecneveHus oueHkn, EAL) ana ERT (cM. [3]). OgHako Takasa cneyudukayusi BLIXOLUT 3a paMKN HACTOALLEro
cTaHpapTa;

- ERI gomkHa umeTb BO3MOXXHOCTb 06eCneunTb BbICOKUI YPOBEHb 3aLLMThI YACTHOM XXMU3HU (T. €. BO3-
MOXHOCTU FEerko OTCMeXuBaTb Mogenu mobunbHocTU TC, U, CneaoBaTenbHO, ero 0ObIYHOTO BOAUTENS He
OOIMKHO ObITk). Kak cneactene ERT Takke A0mkHA GbiTb YCTOWUYMBONM K MACCUBHBIM YIpO3am;

- ERI gomkHa uMeTb BO3MOXHOCTb NpeaycMarpuBaTb MEpbI 3aLUUTLI, A58 TOro 4tobbl NPEeaAoTBPaTUTL
ucnonb3osaHne ERI gng 3anycka ataku Ha TC;

- 9)PEeKTUBHOCTb MEXAHN3MOB BE30MaCHOCTYU I0IDKHA ObITh I0CTUXKUMON B TEYEHME BPEMEHU, AOCTYN-
HOro npu aswxxeHun TC.

TMpumep — Ymerue daHHbIx TC co ckopocmiio 180 km/4 e npedesax 10-mempoeo2o duanasoHa cyumsbliea-
Hus1 00JKHO 6bImb docmuz2Hymo e meyeHue 200 Mmc.

5.3.2 AyteHTudmMkauma od6beKra npm YTeHMn gaHHbix ERI

[oBepue K NOANMHHOCTU YTEHUA AaHHbIX ERI 3aBUCUT OT crieaytowmx acnekToB ayTeHTudukauum, Ko-
TOpPbI€ AOMXKHbI ObITb BbINOSHEHBI ANA TOMO, YTOOLI NOSTHOCTLIO J4OBEPATL UTEHUIO:

a) ERT HacTpauBaetca ¢ 4OCTOBEPHbIM naeHTudgukaropom TC u npukpennsercs K TC;

6) ERT He moxeT ObIThb yaaneHa n3 TC, He genas ero HepaboTocnocobHbIM;

B) AaHHble ERI cuuTbiBaloTCA M3 nognuHHon ERT, T. €. u3 aeicTBylOWEero Ha 3aKOHHbIX OCHOBaHUAX
YCTPONCTBA (3TO HEpennMUUMpPOBaHHOE coobLleHne oT nogaensHoi ERT). 310 AoCTUraeTcs nyTem noanuca-
HUS1 AaHHbIX ERI BMecTe ¢ koaoM BbI30Ba, NpeaocTaBnsieMbiM cuuThiBaTenem ERI;
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r) AaHHble ERI npaBunbHO cunTbiBaloTcs U3 ERT (UeNOCTHOCTb AaHHbIX, OGHAPY>XeHUe MaHUMynsauuii).
3TO0 4OCTUraeTcs C NOMOLLbIO CTaHAAPTHbLIX MEXAHU3MOB, UCMOMNb3yeMbIX B 0OOMEHe AaHHbIMU, NYTEM NOANUCH
OaHHbIX U, B kKavecTBe nobovHoro adpdekTa, wndposanus gaHHbix ERI (aewmndposanne nospexaeHHoro 3a-
LWMPPOBAHHOTO TEKCTA HE NPOAYKTUBHO);

4) ecnu gaHHble ER| npaBunbHO npountaHbl M3 NOANMHHOW ERT no KOHKPETHOMY 3anpocy, CNOXHO BMO-
cneacTBun ByaeT ocnapuBath, YTO 3TU AAHHbLIE HE NPOYUTaHbI U3 3TOT0 KOMMOHEHTA MO 3TOMY 3anpocy (HeoT-
Ka3yeMOoCTb), YTO JOCTUraeTcs NyTeM noanucaHus gaHHelx ERI BMecTe ¢ KogoM BbI30Ba, NPEAOCTaBNAEMbIM
cuutbiBaTenem ERI.

MpumevyaHunsa

1 MyHkT 5.3.2 KacaeTcs Tonbko nepevncneHnin ry—p). NyHKT 6) ykasax B MHCT 342—2018.

2 Wcnonb3oBaHue TEPMUHOMNOMMK, NPUBEAEHHON B NepevncrnieHnsx r) u 4) [4], nogaepxuBaeTcs nyTemM npumeHe-
HWS |BYXCTOPOHHEro 04HOCTOPOHHEro MexaHu3Ma ayTeHTUUKaLUUn. EQUHCTBEHHOCTL/CBOEBPEMEHHOCTL KOHTPOITUPYET-

€A NyTem reHepupoBaHUs U NPOBEPKM CryvailHoro vucrna, oTnpaeneHHoro cuntobiBatenem ERI (Bepudukatopom) B ERT
(3asBuTenb).

5.3.3 KoHthuaeHumansHOCTb NpU YyTeHun gaHHeix ERI

B HacTosilem cTaHaapTe noadep>KuBaeTcA KOHMAEHUManbHOCTb, npegocraensas agaHHole ERI B 3a-
wmdpoBaHHOM Buae. 3awmdpoBaHHble aaHHble ERI moryT Haxoautbcs B cBOOOAHOM AocCTyne, HO ByayT
pacumndpoBaHbl U MHTEPNPETUPOBAHbI TOMbLKO YNOMHOMOYEHHbIMKU NULAMK/060pyaoBaHUeM (CKBO3Has LLMd-
poBka).

Ona Toro ToObl 3anpeTUTb MCNONb3oBaHUe 3alwndpPoBaHHbIX AaHHbIX ERI B kayecTBe nceBaoHuma, kK
AanHubiM ERI nepea wudposaHnem aobaBnsieTcst nOpAaKOBLIA HOMEp.

MpumevaHue — KoHduaeHUMaNbHOCTb B TEXHUYECKNX TepMUHaxX obecneqnBaeTca ¢ NOMOLLBIO aCUMMETPUY-
HbIX Krlodel. B cnyyae onepauuii uteHus ERT ncnonb3ayeT ob6LefoCTYNHBLIA KoY WM pOBaHUA opraHa, 3aperucTpupo-
BaHHoro B ERT peructpumpytoLimm opraHom unu Bnagenstem ERT (4ns gononHUTENbHOro noctaswuka yenyr). B cnyyvae
onepauuil 3anucu KoHPUAEHLUaNBLHOCTE JOCTUrAeTCA ¢ MOMOLLbIO 06LLefoCTYNHOro Knova WK poBaHUsA, KOTOPLIA MO-
XeT ObITb NonydeH n3 ERT. 3aTem faHHble, KOTOPEIE HYXKHO 3anucaTb, MOryT GbiTb AelMdpoBaHbl TONIBKO C NOMOLLLIO
CeKpeTHOro Kntova gelwmndposanus ERT.

5.3.4 Knoun ana ayteHTUUKaUMmM u KOHPUAeHUNaNbLHOCTH

TpaHCNOPTHOE CPeacTBO MOXET ObiTb 3aperMcTpUpOBaHO HA MPOTSXKEHMM ANUTENLHOIO NPOMEXyTKa
BPEMEHMU, TaK e Kak n MHorue gpyrue TC. Kak cnegCcTBue perucTpupyloLmMin opraH JOMKEH BCerga ucnonb3o-
BaTb NMOO O4HU U Te e KNovu, NMBOo pasHble Kitoun Ans pasHeix TC. [ina nocnegHero criydas Kioy MOXHO
MAEHTMULMPOBATL C NOMOLLLIO MAeHTUdUKaTopa Knya.

B cnyyae wmdpoBaHua naeHTudukarop knioda obLieocTynHoro WwupoBaHUA NpUKpennsaeTcs K 3a-
LWMcpOBaAHHOMY TEKCTY U 3aTeM MOXET ObiTb UCNONL30BaH nony4varenem Ans onpeaeneHus COOTBETCTBYIO-
LLero 4acTHoro Knioua gewmdpoBaHus.

[ns npoBepku NOANUCU K NOANMCAHHLIM AaHHbIM 406aBnSETCa OAWH Unn ABa ceprudukarTa OTKphbITOro
Knioya. Ana gaHHbix, nognucaHHbix ERT, ceprudmkar npegocraBnsieTcs perucTpupyowmMM OpraHom B TOT
MOMEHT, KOrja CeKpeTHbIN Kniod noanucu cdukcupyerca B ERT (cm. Tpan3dakumio komuccun ERT). Ana pan-
HbIX, KOTOPblE AOMKHbI ObITb NoANMcaHbl BOE, cekpeTHbIN kniod nognucu ans ceprudukara BbICLLIETO YPOBHSA
onpezernsiercsi C NOMOLLBIO KIMIOYEBOro naeHTudukaropa, KoTopbii MOXeT ObiTb nonyyeH u3 ERT. 3ToT knio-
4eBOM MAEHTMAMUKATOP U OTKPLITHIA KMKOY NPOBEPKKN 3anuceiBaioTcs B ERT npu ero usrotoBneHuu.

B cOOTBETCTBUM C HACTOSAILLUMM CTaHAAPTOM PErMCTPUPYIOLLMIA OpraH U3MEHSET CBOW OOLLEAOCTYMHbIN
Koy wmdposBanus, Koy yactHon noganucu m PIN-kog ana aepxarens ERT. 310 moxeT ObiTb, Hanpumep,
4acTbio NEpPMoAMYECKOro ucnbitaHua TC.

MpumeyaHne — Hanpumep, COTPYAHUKU rapaxa, BbINOMHAIOWNE NEPUOAUYECKUI TECT, CAMOCTOSITENBLHO U3-
MEHSIIOT 3TOT KItoy. HecMoTpA Ha To YTO B paMKax HacToAWEero craHfapTa onpefeneHsl Mepbl 6e3onacHoCTH, KOTopble
[AOIDKHbI MPUMEHSATLCA PErUCTPUPYIOLLIMMKU OpraHaMm AN 3aLLUTbI CBOUX CEKPETHLIX KNtodeit, 6onee BeposiTHO, YTO laHHble
COTPYAHUKW YCTaHOBAT cBA3b Mexay ERT 1 perucTpupyowmM opraHoM, KOTOpbIii MOXeT 3aTem 6ezonacHo o6HoBUTL ERT.

5.3.5 Kontponb goctyna k aaHHbIM ERI

5.3.5.1 KoHTponb AoCTYNna K YTeHuio

a) OBObeKTbI C AOCTYNOM YTEHUS

Cnegyoume Tpu TUNa 06bLEKTOB MOryT noTpe6oBarb A0CTyna K AaHHbIM ERI:
- OopraHbl BNacTy;

- aBTOPU3OBAHHbIE MOCTABLUUKMN YCAYT;

14



MHCT 344—2018

- aepxarens ERT.

Ecnu ERT ucnonb3yet BO3MOXHOCTU LWN(PPOBAHUS, OHA KOHTPONUPYET AO0CTYN AN YTEHMS NOSIHOMOUUIA
1 YNONMHOMOYEHHbIX AONONTHUTENbHBIX NOCTABLYMKOB YCIyT NOCPEACTBOM CNMCKA KOHTPOSA A0CTYNA, KOTOPbIN
COAEPXMUT AN KaXaoro obbekTa cneayowme qaHHble:

- naeHTudmkarop;

- 06LWeAOCTYMHbIN KMoY LWMAPOBAHUA U MAEHTUMDUKATOP KNoYa;

- YKa3aHue Ha MONIHOMOYMS JAHHOTO NnLA.

OTKPbITbINA KNoY LWUMPOBAHUA UCNONB30BAaH AN LMPPOBAHUA CAYHYANHOIO CEKPETHOrO KNYa, AaHHbIX
ERI, otnpaBneHHbIX cuuThiBarenio ERI.

Ecnu peructpupylowmii opraH He nogaepXMBaeT KOHMPUAEHUNANbHOCTb, €ro Koy o6LeaoCTynHOro
wmndpposaHnsa Byaer UMETb HYNeBoe 3HadeHue, n nboe cogepxMMoe cnucka ynpasneHus aoctynom Gyaer
npourHopupoBsaHo. B sTom cniyyae aanHble ERI 6yayT oTnpaBnaTbCA B BUAE OTKPLITOrO TEKCTA B CYNTHIBATEND
ERI.

6) Oocryn Ans YTeHUst AN YNONMHOMOYEHHbIX OPraHOB

Ecnu ERT ucnonb3yeTr BO3MOXXHOCTU LUM(PPOBAHUA, PErMCTPUPYIOLLIMIA OPraH MOXKET paspeLumnTb NOMHO-
MOuMS AN CYUTbIBAHUA AaHHbIX ERI nyTem 3anucu ee ngentudukartopa, kmoya obeaocTynHoro wudposa-
HUA 1 naeHTuduKaTopa Knova B CNUMCOK ynpasneHusa aoctynom ERT (cm. 5.3.5.2).

Yutarenb ERI ynonHOMOYEHHOr0 opraHa MOXET UMEeTb KOH(PMAEHUManbHLIN AOCTYN K AaHHbIM ERI,
npepocrasnas uaeHTucdukarop atoro opraHa. 3atem ERT 3awmndpyet gaHHble ERI ¢ nomowybto cBoero o6ule-
OOCTYNHOrO Knioya WwudpoBaHus.

B) [ocTyn AN HeCaHKUMOHMPOBAHHOIO YTEHUA OpraHamm BRacTu

OpraH BnacTu, KOTOPOMY He pa3peLleHO cunTbiBaTb AaHHble ERI, He gomkeH ykasbiBaTb uaeHTUdu-
kaTop obbekTa B ero 3anpoce Ha yteHue. 3atem ERT wudpyer gaHHubie ERI ¢ noMoulbio o6LweaocTynHoro
KSmoya wmdpoBaHua perucTpupytowero opraHa TC.

3arem ansa aewmdpoBaHus AaHHbIX ERI TpeGyeTca yacTHbIi knio4 aewmndpoBaHnS B PErMCTPUPYIOLLEM
opraHe TC, 4TO MOXET ObITb BbINMONHEHO HECKONLKMMU CNOCOBaMm (KOTOPbIe He BXOAAT B PAMKM HACTOALLETO
cTaHgapra):

- cuntbiBaTens ERI MOXXHO BBECTM B 3KCnayataumio, NPeAOCTaBUB CEKPETHLIM Koy AewumdpoBaHus
pPerucTpupytowero opraHa, HanpuMmep SAM, u B 9TOM Criyyae CUMTbIBATENb MOXET Aewudposatb AaHHble
ERI;

- NOKanbHbIA (PErMCTPUPYIOLMIA) OpraH MOXKET MMETb 3TOT 3aKPbITbIA KN4 U 3aTem pacmdposatb
AaHHble ERI, nonyyeHHble YuTatenem;

- peructpupytoiemy opraHy TC MOXeT ObiTb NpeanoxeHo paciumdposarb AaHHble ERI.

MpumedaHune — Mpolesypbl COTPYAHNYECTBA MEXAY PETUCTPUPYIOLLUMI OpraHaMu BLIXOAAT 3@ PaMKW HAcTo-
slLiero cTaHaapTa.

r) floctyn agns yTeHus, npeaoCTaBnsemMblil aBTOPU30BAHHBLIM NOCTaBLUUKAM YCnyr

HocTyn k AaHHbIM NOCTaBLUMKA YCIYT KOHTponupyeTtcs nytem o6asnexHus ero uaeHtTudukaropa, oTkpbl-
TOrO Ktoya WM poBaHusi U naeHTuduKaTopa Krnova B CMCOK ynpasneHua goctynoM B ERT. 3atem cuutbiBa-
Terb 9TOro NOCTaBLUMKA YCNYr MOXET OblTb BBEAEH B IKCMIyaTaLmio C NOMOLLbIO COOTBETCTBYIOLLETO YaCTHOTO
Kntoya gelundpoBaHus.

Mpwu 3anpoce aaHHbix ERI o1 TC cuuTbiBaTEnb Npegocrasnaet ERT naeHtudmkaTop nocraswmka ycnyr.
Ecnun B cnucke ynpaeneHus 4OCTYNOM COAEPXUTCA STOT MAEeHTUdhMKATOp, COOTBETCTBYIOLMIA Knitoy o6Lieno-
CTYMHOTO WMcpoBaHMs UCNONb3YeTCA ANA WndpoBaHua aaHHbIX ERI, Bo3BpawaemMbix cuuteiBaTenio. B npo-
TUBHOM Cry4Yae UCMNONb3yeTcs 00LLEeAO0CTYMNHbIA KoY LWMpPoBaHUs B pernctpupyiowem oprase TC.

4) Doctyn ansa uteHus ana aepxatena ERT

Hacrosiwumii ctaHgapt ob6ecneunBaeT A0CTYN K AaHHbIM ERI OTKpbITOro Tekcra, ecnu 3anpoc coaepxuTt
Kak naentudukarop vehicleld, Tak u naponb (PIN), nocrasnsemsliit aepxarento ERT.

Mcnonb3oeanue Tonbko vehicleld Hapywaer TpeGosaHume o Tom, 4yto ERI He GyaeT nerko ucnonb3o-
BaTbCA AN 3anycka araku Ha TC. Ycnex NonbiTKU CHUTbIBAHUA AaHHbIX C UCNONb3oBaHueM Tonbko Vehicleld
B KayecTBe MH(OPMAaLMM OTHOCUTENMbHO ayTEHTUMKALUU MOXKET 3aTEM NPUMEHATLCA B KAYECTBE TaKoro
Tpurrepa. Ucnonb3oBaHue PIN-kKoga CHUXAET 3TOT pPUCK.

5.3.5.2 KoHTponb AoCTyna K 3anucu

a) OBbLEKTbI C AOCTYNOM Anst 3aNUcu

focrtyn k 3anucu MoxeT noTpeboBaTbCs cneayowmmM Tunam o6bLeKToB:

- W3rOTOBUTENSAM U PETUCTPUPYIOLMM OpraHam Ana Hactpoikn ERT ana koHkpetHoro TC;
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- PerucTpupyloLIMm opraHam Ans BBOAA B dKCNnyaTaumio 1 0GHOBNEHMs aanHbIX ERI unm gaHHbix 6e3-
ONacHoCTH;

- Brnagensyy ERT.

0) JocTyn k 3anucu Ans HaCTPOWKKU NPOM3BOAUTENAMU U PErUCTPUPYIOLLUMMI OpraHamMm

Hacroawwi ctangapt nogaepxuaet HacTponky ERT ans KoHkpeTHoro TC npou3BoaUTENEM Unun peru-
CTPUPYIOLLIMM OPraHoM.

Hactpoiika ERT ana koHkpeTHoro TC OCyLIeCTBNSAETCA NyTEM HanucaHua uaeHtudukatopa TC u B
KOHEYHOM CHYETE BHECEHNA AOMONHUTENLHLIX AaHHbLIX TC (Hanpumep, AaTbl perucTpauum, perucTpaLmoHHoro
HOMepa, Tuna ABuraTens U T. 4.) B 3TOT KOMMOHEHT.

ERT M0OxHO HacTpauBaTb TONbKO OAWMH pa3 B TEYEHWE CpoKa €e sKcnnyatauuu, a uaeHtudgukarop TC B
ERT He MOXeT ObITb U3MEHEH HU NMPU KaknX 0BCTOATENbCTBAX.

MpumevaHune — OT0 MOXeT BbITb BLIMOMIHEHO, HANPUMEP, U3rOTOBUTENEM BO BpeMs cGopku TC perucTpupyto-
UM opraHoMm, npw HeobxofmumocTu, Npu 3amMere ERT (Hanpumep, n3-3a fedekTa) unv ee mogudukaLlum.

[ns Toro Yto6bl NONYYUTb OCTYN K 3anucu, nuLyLiee 06opyaoBaH1e JOMKHO 40Ka3aTh, YTO OHO Aei-
CTBYET OT UMEHU MPOM3BOAMTENSA UMK PErUCTPUpPYlOLEro opraHa. C SToil uenbio nuwyllee oGopyaoBaHue
[AOMKHO NPEAOCTaBUTb OAWH U3 ABYX CEPTUCUKATOB OTKPLITOrO Krloya:

- CepTUMKAT OTKPLITOrO KIioYa, BblAAHHLIA NMGO LIEHTPOM CepTMCMKALMK BbICLLErO YPOBHSA, nubo
MPOMEXYTOUHBLIM LIEHTPOM CepTUdUKaLIUM;

- €Cnu cepTUdMKaT OTKPLITOrO KMoYa BblgAeTCs MPOMEXKYTOUHBIM LEHTPOM cepTudmkaLmm, To CepTu-
¢hUKaTOM OTKPBITOTO KItoua CHUTAETCH CepTUChUKAT, BbigaHHbINA LEHTPOM CePTUCMKALIMK BLICLLETO YPOBHSI.

MpumMmevyaHusa

1 Mo Mepe TOro kak oTKpbITLIA(bIe) Krto4(1) 0BLLECTBEHHOrO KOHTPONS LeHTpa cepTudUKaLnm BLICLLEro YPOBHS No-
Melyaetcsi B ERT npu U3rotoBneHUn, STOT KOMMOHEHT MOXET NPOBEPUTL NOANUCH B cepTUdUKaTe, BbljaBaeMOM LIGHTPOM
cepTUdUKaLMK BbICLLEro YpOBHS.

2 Tak kak Tpebyetcs, 4ToObl faHHbIe, KOTOpblE JOMKHBI ObITh 3anucaHbl B ERT, 6binu BbigaHbl oduuynanbHbIM
PErmcTPMpYHOLMM OpraHoM (U cogepxaTe feicTBUTeNbHbIN uaeHTudukaTop TC), oTcyTCcTBYeT HEOOXOAUMOCTL CaHKLMO-
HUpoBaTh NuLyLiee obopynoBaHue. KaHan cBsswn, ucnonbsyemelii Ana obmeHa aanHeiMu ERI ot BOE peructpupytoLero
opraHa B ERT, MoxeT 6biTb Hebe3onacHbIM.

B) [lONONHWUTENbLHbLIW AOCTYN AN 3anNUCU B PETUCTPUPYIOLLME OpraHbl

B gononHeHne K HacTpoMKe HaACTOALWMI CTaHAApPT TAKKe NOAAEPKMBAET, HACKONLKO 3TO NPUMEHUMO,
JOCTYN K 3anucu B peructpupyiowmii oprad B ERT, ansa Toro uro6bi:

- Nopy4nTb cebsi B KAUeCTBE perucTpupytolero oprada TC;

- n06aBUTb UNU M3MEHUTD KITIOY YACTHOW NOANUCU, KOTOPLIN ByaeT ucnonb3oBarbcs ERT ana nognuca-
HWSA cooOLUEeHuIi U cepTudMKkaTa Ans COOTBETCTBYIOLLETO OTKPBLITONO KIioYa NPOBEPKU, NOAMUCAHHOTO CAMUM
nonb3oBarenem.

MpuMeyaHune — 3TOT cepTUdUKAT TaKKe BKITIOYaeT uaeHtudpukarop TC;

- A06aBUTb UMM U3MEHUTbL CBOW 0OLLIEAOCTYMHbIN KNIOY LWMpOBaHUA, HE0OX0ANMDIN Ans LWMdPOBAHUSA
AadHbix ERI (npu coxpaHeHun KoHUAEeHLUManbHOCTH);

- paspewmTb ApyruM opraHam, Ao0aBnssi ux uaeHTMdUKaTop, MCNonbL30BaTh KMiod 00Lea0CTYNMHOrO
wndpoBaHUs M uAEHTUUKATOP KIoya B cnncke KoHTpons goctyna ERT (ecnu HeobGxoammo noaaepxuBarb
KOH(PMAEHUMANBHOCTD);

- nobaBuTb unu usmeHnTb PIN-koa, BbiAaHHbIN aepxareno ERT (npu coxpaHeHuu KOHUAeHUManb-
HOCTH).

MpumMeyaHue —Kakum obpa3om u Korga perucTpupyoLLuii opraH noceinaet gepxarento ERT (Hosblit) PIN-kog,
BbIXOAWT 3a paMKW HacTosILLero cTaHjapTa;

- U3MEHUTb [laHHble 0 AoNOonHuTEeNnLHOM TC (Hanpumep, ero perncTpaLmMoHHbIi HOMEP U LBET, TUN ABU-
ratensi U T. i.) COrmacHo TpeboBaHUAM MU paspeLIeHsIM MECTHOTO 3aKOHOAATENbLCTRA.

JocTyn K 3anucu nony4aeTca nyTemM nepeaayuM ogHOro Unu AByx CepTudUKaToB OTKPLITOrO KMo4a, Kak
onucaHo B NpeablayLieM pasaene.

r) Joctyn k 3anucu ana gepxarenen ERT

B HacTosiLeM nyHKTE noaaepXvBaeTcs A0CTyn kK 3anucu aepxarensa ERT ¢ uenbio asTopusaumm ao-
cTyna Aans YTeHus:
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- ANA AONONHUTENBLHOIO MOCTaBLMKA YCNYr NyTeM 3anucu uaeHtudukaropa, obLueoCTynHOro Kniova
wmnchpoBaHua U naeHTudumkaTopa Knioda aToro nocraswmka ycnyr s ERT;

- B6oproBble NPUNOXeHUs/06opyaoBaHUE, KOTOPbIE AOMXHbI NPOBEPATb UMW ayTeHTU(ULUMPOBaTL AaH-
Hble ERI, 3anucbiBas naentudukarTop, o0LeaoCTynHbIA kKNiod wnudposaHus u naeHtudukarop kniova s ERT.

[Ansa Toro 4Tobbl NONyuUUTL AOCTYN K 3anucy, Bnageney, ERT gomkeH ngeHtuduumposars cebs kak aep-
xarens ERT, cogepxaiuero agaHHble ERI, u ¢ aton uenbio ucnoneyetr naeHtudukarop TC n napons (PIN),
MOSYYEHHbIN OT PErMCTPUPYIOLLIETO OpraHa.

NMpumevaHune — Kakum obpasom u korga Bnageney ERT nonyvaet atot napons (PIN), BbIXOAUT 3@ paMku Ha-
cTosllero cTaHaapTa.

Mcnonb3oBaHue uckniountenbHo naeHtudpukaropa TC Hapywaer TpeboBaHue o Tom, 4to ERI He Gyager
nerko Mcnonb3oBaTbCa ANs 3anycka ataku Ha TC. MNpuHATUE NONLITKW 3aNUCKU AaHHBIX C NPUMEHEHUEM UC-
KnountensHo uaeHtTudukaropa TC B kadyecTBe MHbOpMaLK ayTeHTUPUKALMN MOXKET ObITb UCNONB3OBAHO B
kayectse Takoro Tpurrepa. lNpumeHeHune PIN-koqa CHUXAET 3TOT PUCK.

5.3.6 UaeHTuduKauma Knrova rocyaapcrBeHHou ceptudukaummn

LleHTp cepTudmkaLmm BbICLLETO YPOBHS MOXET UCMONBL30BaTb PAa3HbIE KIOYM YacTHON noanucu. NpeH-
TUUKATOP KNioYa NPUMEHSIETCA ANs ONpeAeneHmns KIio4a YacTHOW NOANUCH, KOTOPbIN COOTBETCTBYET 00LLe-
JOCTYNHOMY KNOMy NpOBEpKM, XpaHaweMycs B ERT ¢ npaBoM yteHus.

5.4 OnucaHme apxuTeKTypbl B3aUMOCBA3U

5.4.1 UpeHTudmkauma TpaHCNOPTHOrO CpeAcTBa C ABTOPU3OBAHHLIM CYUTLIBATESNIEM KOPOTKOro
3aMbIKaHUA

Ha pucyHke 5 npeacraBneHa KOHUENUUS B3auMOCBSI3W Anst uaeHtTudukauum TC ¢ aBTOPU30OBaHHbLIM
cuntbiBatenemM ERI ¢ ncnonb3oBaHmem KOPOTKUX COOOLLEHUN.

Monk3oBartens: Hepxartens ERT OpraHbl BNacTm
WK Apyrye nonb3oBaTesnu
Moanuus: TpaHcnoptHoe Hacrosiwmit Ha nopore Bak-o¢mnc
cpencreo cTaHgapr
O6opynoBaHue: OBE CuuTbiBaTens BOE
ERI
BaauMocBsi3b: Koportkoe paccrosinue, DSRC TenedoHHas cBs3b

PI/ICYHOK 5 — B3aumocBs3b B brivxkHet 30He ¢ aBTOPU3OBaHHbLIM CHUTbLIBaTenem

B HacTosiem ctaHgapre Ucnonb30BaH NPUKIagHON ypoBeHb 6ecnpoBOAHOIO uHTepderca mexay 6op-
TOBbIM 060pyaoBaHuem ERI u BHewHUMU cunTbiBaTensamu ERI ¢ Manoi 4anbHOCTLIO.

[MpumeyaHue — BHewHwuii HTepdeiic cuntoiBatens ERI TC cootBeTcTBYET aTanoHHomn Touke DELTA (cMm. npu-
noxexue A c yyetom [5], 5.5.1). BHeluHuii nHTepdeiic cunTeiBatens ERI 63k-ocuca coOTBETCTBYET 3TANOHHOW TOUKE
ALPHA (cm. [5]).

Onucanue uHTepdeiica Mexxay BHEeLHUM cuuTbiBatenem ERI u BOE BbIXOAWUT 3a pamKu HacTOALLEro
cTaHpapra. 310 MOXET UCNOMb30BaThLCA, HANpPUMep, ANa BBOAA B 3KcnnyaTaumio cuutbiatens ERI, obmena
GenbiMK UMK YepHbLIMKU CIMCKaMKU W/UNK AN 3arpy3ku pe3ynbraTtoB YTEHUs, T. €. NOKanbHbIM UHTepdencom B
6ak-opuce unu B LLMPOKOMNONOCHOM CETEBOM UHTEPerice.

Bak-0puc MOXET ObITb 0PUCOM PETUCTPUPYIOLLETO OpraHa Unu AONONMHUTENBHOMO NOCTaBLUMKA YCAYT.

AHanormyHas cuTyauus OTHOCMTCA U K aHanorm4Hon curype ans uaeHtudmkauum TC ¢ aBTOpu30BaH-
HbIM BHELUHUM CUMTbIBarenem 6€CKOHTAKTHOro A0CTyna.

5.4.2 UpenTudmkauma TpaHCNOPTHOIO CPeaAcTBa C NOMOLbLI0 ABTOPU3OBAHHOIO CYUThIBaTENA €
Marnou AanbHOCTbIO

Ha pucyHke 6 npeacrasneHa KOHUENUUA B3auMocBa3n aAns uaeHtudukaymm TC ¢ HEaBTOPU30BAHHBLIM
cuutbiBaTteneMm ERI 6rnmxHero AeUCTBus, T. €. C BHELLHMM CYMTBIBAIOLLMM YCTPOWCTBOM ERI, kOTOpOE HE nme-
€T YaCTHOro Kkniova agewmdpoBaHusa Ana aewmdposanmnsa gaHHbix ERI.
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Monbsosatens: | Oepxartens MecTHble YNonHoMoueHHas
ERT opraHbl BNactu opraHusauus
Moanums: TparcnoptHoe | Hactoswmit | Ha gopore TNokanbHblif MHOCTpaHHbIi
CpeacTeo craHaapt ocuc ocmc
O6opyaosaHue: | OBE CuutbiBaTens NokanbHble WHocTpaHHoe
ERI BOE BOE
B3aumMoces3ab: KopoTkoe pacctosiHue, DSRC TenedoHHas cBsi3b

PI/IC)/HOK 6 — KOMMyHVIKaLWIVI € Marnow AansHOCTbIO CBA3M C HEeaBTOPU3OBaHHLIM CHUTBIBaATENEM

Ons naentudukayumn nHoctpanHoro TC, T. e. TC, AnNa KOTOPOro BHELUHWI cymTbiBaTens ERI He pas-
peLueH, HeoBXxoaANMO COTPYAHUYECTBO C YNONHOMOYEHHbIM OpPraHoOM, HanpUMepP PErncTPUPYIOLLIMM OPraHoM,
KOTOpbIN 3apeructpuposan TC.

Kpowme Toro, aons nony4yeHus He0OxoAMMON MHPOPMALIMM MOXHO 0BPaTUTLCA € 3aNnPOCOM K NpeacTaBu-
Tenam 3apybexxHoro 6aHka nnu apxmBUpoBaTb €ro Yepes COOCTBEHHbIN DaHK.

AHanorm4yHasa cutyaumsi OTHOCUTCA U K aHanormdHon dourype ansa naeHtudpukaumm TC ¢ HeCaHKUMOHK-
POBaHHbLIM BHELUHUM CHUTbIBaTENEM BECKOHTaAKTHOroO A0CTyna.

5.4.3 O6wana KOHUenuUua KOMMYHMKaLUKU ONA yaaneHHoro aocryna

Hacroawwii ctaHgapT Takke nogaepXuMBaeT yaaneHHbi goctyn kK ERT. PernctpupyioLwmii opraH MOXEeT,
Hanpumep, UCMNOMb30BaTh yAaneHHbIn AOCTYN, ecnu OH OyAeT peann3oBaH, Ans NPOBEPKM unu 0OHOBMNEHUS
AaHHbIX 0 gononHuTenbHbIX TC unu gaHHbix 6esonacHocTu. Bnageney ERT MOXET NPUMEHATL yAaneHHbIn
JOCTyn Ans NPoBepKM AaHHbIX ERI nnu aBTopusauum 4ONOAHUTENLHOTO NOCTaBLUMKA YCAYT.

Ha pucyHke 7 npegcrasneHa KOHUENUUA B3aMMOCBA3M ANA yaaneHHoro goctyna k ERT TC.

Monb3oearensb: | Nepxarens ERT OpraHbl BNacTm OpraHbl BNactm
wnu gpyrue wnu gpyrue
none3oBaTtenu nonb3oearenu

Mosunuus: TpaHcnopTHoe Hacroswmii | Ha gopore Bak-oguc

cpencTeo craHaapt

O6opynosanue:| OBE CuuTbiBaTens BOE
ERI

BaaumMocBssb: | Kopotkoe pacctosiHue, DSRC TenedoHHas cBS3b

PucyHok 7 — ObLwas KoHLUenuust AUCTaHLMOHHOW B3aMMOCBA3M
B HacToswem cTtaHaapTe npeacTaBneH ypoBEeHb NPUIOXKEHNUSI CETEBOTO MHTepdenca mexay 60pToBbIM
o6opyaoaHnem ERI u guCTaHLUMOHHBIM BHELLHUM YCTPOWCTBOM YTeHus/3anucu ERI.
M punmMedyaHune — PeaJ'II/ISaLJ'I/Iﬂ BO3MOXHOCTEW yAaneHHoro 4ocTtyna BbIXOAUT 3a paMKU HacToALlero ctaHjapTra.

5.4.3.1 bopToBas cBA3b
Ha pucyHke 8 npeacraeneH aGcTpakTHbI 0630p BO3MOXHOIN apXUTEKTYpPbl OOPTOBON B3aUMOCBA3N.
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Hacrosawun
craHaapt
YerpoiicTso: ERT Opyroe YCTpOWCTBO ANsl CBSI3N
GopToBoe
YCTPOWCTBO
Bsaumocesiab: | Kopotkoe pacrosivue, DSRC TenedgoHHas cBsi3b

PucyHok 8 — BcTpoeHHas apxutekTypa

MpumevyaHune — MNpu KOHKPETHOM peanu3aLmm onpegensieTcsl, AOMKHLI M ERT u ycTpoitcTBO CBA3M BbITh OT-
AenbHBIMW KOMMOHEHTaMU.

5.5 UnTtepdpeiicnl

5.5.1 BnuxHuin 6ecnpoBoaHon uHtepdgeinc

B3aumocsase mexay 6GoprosbiM obopyaoBaHuem ERI M BHEWHMM cuyuTbiBaTENEM/3aNMCHIBAIOLLIUM
yCTpoicTBOM ERI Ha KOPOTKMX paCCTOAHUAX UCMONb3YET CTEK NPOTOKONOB, NPUBEAEHHbLIN HA PUCYHKE 9.

AVI (cm. [6] nntoc AonoNHUTENbHLIE YCNYrn)

YpoBeHb ERI (go6aBneHue cnyx6 6esonacHoctu ERI v ynpaBnenus nmu)

YpoBeHb NpUNoXeHus, HanpuMep npuknagHon yposeHs DSRC unu aHanornyHbii ypoBeHb

HwxHune cnowu

PucyHok 9 — CTek npoTokona gns onuxHero 6ecnposBogHoro uHTepdeiica

MpuMmevyaHune — OTHOLIEHUE MEXAY STUMMU YPOBHSMU U OMOPHbIMU Todkamn BETA k ZETA npuBeaeHo Ha

pucyHke 10 (cm. npunoxeHue A [5]). (Opuentup ALPHA pacrnonoxeH Mexgy cunTeiBarowmm yctpoiictBom ERI n BOE
6ak-ocuca.)

OBE CuutbiBatens ERI
Cnoit AVI AVI NOKAJTbHASA
(cjl-\lf [5]) NMPUMEHEHWE CUCTEMA
-ZETA —BETA-
Cnoii ERI
KoHTponb cesaau KoHTponb cesan )—-
H )
HaomeD DsRC |
EPSILON 1— — GAMMA -
®unanueckuii cnow OSI MynbTumMeauitHoe MynbTuMeauitHoe
npuMeHeHue o6opynosaHve

DELTA (BECMPOBOAHON MHTEP®EWC)
PucyHok 10 — PacnonoxeHve ypoeHsa ERI B aTanoHHoil apxutekType (cM. [5])
5.5.2 BeckoHTaKTHbI uHTepdeinc ¢ ERT

B3aumocsnasb Mexxay ERT 1 GOpTOBLIM UM BHELLHUM CYUTLIBATENEM/3aMNCHI0 MPOKCUMUTYI UCTIONb3YET
CTEK NPOTOKONOB, MPUBEAEHHbIN HA PUCYHKE 11,
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AVI (cM. [6] nntoc fononHUTENbHbIE YCNyru)

YpoeeHb ERI (no6aeneHue cnyx6 6esonacHoct ERI 1 ynpaBneHust umu)

ypOBeHb nepeja4u

HuxHue cnoun

PucyHok 11 — Ctek npotokona ans uitepderica mexay ERT u cuntbiBaolwmm ycTpoucTsom

6 TpeboBaHus k UHTepdency

6.1 OOwWwuMe NONoOXeHus

B HacTosiwem pasaerne npeacraeneH uHTepdeinc NpuknagHoro ypoBHs Ana Aoctyna k AaHHbiM ERI B
ERT, B 4aCTHOCTU:

B 6.2 npuBeaeHO abCcTpakTHOE onpeaeneHue TpaHsakuuin ERI ¢ ucnonb3osanmem ASN.1;

6.3.2 onpeaeneH 6eCKOHTAKTHbIN MHTEpdenc ¢ ERT,

6.3.3 onpepgeneH Gnwxkanwmi GecnpoBogHON UHTepdenc mexay 6optosbim obopyaosaHmem ERI u
BHELUHWUM CHUTbIBAIOLLMM YCTpOCTBOM/CuMTLIBaTENEM ERI;

6.3.4 npuBeaeH uHtepdenc Ana yaaneHHoro gocryna.

YpoBeHb NPUNoXXeHUA BCTPOEHHOTO uHTepdhelica onpeaensiercs kak peanusauusa abCcTpakTHbIX onpeae-
nenwuii B 6.2. BHewHue untepdencol, npueeaeHHble B 6.3.3 1 6.3.4, ucnonb3ayiotca nubo Ansa NpsiMol CBA3M
¢ ERT B ToM cnyuae, koraa BCTpoeHHoe obopyaosaHue ERI unterpuposano B ogHo ycrpovicteo (ERT), nu6o
ana nepegayn 6nokoB AaHHbIX NpoTokona ERI Ha BCTpoeHHbIN cunThiBaTeNb/3anucek ERI (CM. pucyHok 1).

6.2 AGcTpakTHble onpeAeneHus TPpaH3akuumn

6.2.1 OnucaHue TpaH3aKLui
B HacToAwem nyHKTe onpeaeneHsl TpaH3akyum ERI B Tabnuue 3.

Ta6nuuya 3 — Ob6nasatentHble ¥ Heobs3aTeNbHble TpaH3aKLnu

MyHKT TpaHsaKums | Req? | OmvcaHve

Onepayuu YTeHUs gaHHbix ERI

6.2.3 | getEriData R [Onsa ERI co cTopoHEl opraHoB BNacTu U AONONHUTENBHBIX MOCTaBLLMKOB
yenyr
6.2.4 | getAuthenticatedEriData c [ns nonyvyeHus ayTeHTUPULMpPpOBaHHbLIX AaHHbIX ERI gepxaTtenem ERT

TpaH3akyuu ynpasneHus faHHbIMK (BKNoYasa HacTpoitky) ERI

6.2.5 | setEriData R [ns HacTpoiikn ERT npoussogutenem unu perucTpupyoLum opraHom
1 Ans 06HOBMNEHUA [OMNONHUTENBHBLIX AaHHBIX TC perncTpupytoLLum op-
raHom

6.2.6 | getCiphertextHistoric O [na nonyyeHus aBTOPUTETOM aprymeHTa Gornee paHHUX TpaH3akuwit

EriData setEriData B 3allmMdppoBaHHOM TeKcTe
6.2.7 | getCleartextHistoric O Ans nonyveHusa gepxatenem ERT aprymeHTa npefblaylwux TpaHsak-
EriData uui setkEriData B OTKpLITOM TekcTe

KOMMWCCUOHHbIE Caenku

6.2.8 | getPublicCertificate A, C | Ons nonyyeHnA ngeHTUUKaTopa OTKPLITOro Krtova npoBepKu LieHTpa
VerificationKeyld cepTUdUKaLNmn BbICLLEro YypoBHS

6.2.9 | getPublicEncipherment A, C | Onsa nony4yeHus obLenocTynHoOro kitoya wudposanusa ERT ans wud-
KeyErt pOBaHWUsA YacTHOro KOMMNOHEHTa AaHHbIX BBOAA B 3KCMyaTaLuio

6.2.10 | commissionErt A, C | C uenblo HageneHna perncTpupytoLero opraHa noiHOMOYUAMU peru-

cTpayuv aAna ERT n obHoBneHus AaHHbIx 6e30nacHOCTU perncTpupy-
foLLiero opraHa
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MyHKT TpaHsakuma Req? OnucaHue
6.2.11 | withdrawCommissioning o C uenblo oT3blBa PErMCTPUPYIOLLIMM OpraHOM paspelleHUsi Ha BBOJ, B
akcnnyatayuto TC (noaaepxka «0 KOHLa cpoka crnyx0bbi»)
6.2.12 | getCiphertextHistoric o [na nonyyeHUsi opraHoM BnacTh aprymeHTa npeabiyLmx TpaH3akumii
ComData CommissioningErt B 3alumppoBaHHOM TekcTe
6.2.13 | getCleartextHistoric o Ana nonyyeHus aepxateneM ERT aprymeHTa npefblAylmx TpaH3ak-
CombData yunit CommissioningErt B cleartext
Onepauwnu KoHTpons focryna
6.2.14 | updateAccessControlList O, C | Ana gobaBneHnsa unu yaaneHnsa NOMHOMOYMIA MU AOMOMHUTENBHOrO
nocTaBLLYMKa ycnyr B/Unn U3 cnucka ynpasneHus goctynom ERT
6.2.15 | getCiphertextAccess ®) [na nonyyYeHusa aBTOPUTETOM faHHBIX M3 CMUCKa YrpaBreHust JoCTy-
ControlListEntry noM B 3awngpoBaHHOM TEKCTe
6.2.16 | getCleartextAccess o Ana nonydyenuna aepxarenem ERT 3anucu cnucka ynpasneHus JoOCTY-
ControlListEntry NoM B OTKPLITOM TeKCTe
Mpoyee
6.2.17 | getErtCapabilities o Ana nonyvexuns Bo3mMoxHocTH (wngpoBaHusa) ERT
a) CtonGell, o3arnaeBneHHbIi «Req», ykasbiBaeT, Bcerga nu Tpebyetca Tpansakums (R), Tpebyemas ans obe-
cnedeHusi KoHduageHUnanbHocTh (C), kKoTopas NpegHasHaveHa Ans ayTeHTudukayum (A), Unu oHa sBnsieTcs Heobs-
3aTtensHoii (O).

OnpeaeneHue TpaH3akUui OCHOBAHO Ha knacce uHdopMauuoHHbix 06bekTtoB ASN.1 TRANSACTION
(cm. 6.2.2).
B 6.2.18 npuBeaeHbl onpeaeneHus, aBnaowmecs ooWwmmmu Ans HECKONbKUX TPAH3AKLMNA.

6.2.2 PDU ERI u TpaH3akuum

6.2.2.1 KoHuenuus TpaH3akuuu

3anucb u YTeHne gaHHbiX B/u3 ERT gocturaerca nocpeacTBoM TpaH3akUMid, KOTOpble onpedeneHbl Kak
aK3eMnnsApbl knacca nHopmaLmoHHbix 00bekToB TRANSACTION.

Knacc nHdopmaymnoHHbix 06bektoB TRANSACTION onpeaeneH cneaytowmmM o6pasom:

}

CODE
}

TRANSACTION ::= CLASS {
&ArgumentType
&ResultType

&ErrorCodes

&transactionCode

WITH SYNTAX {
ARGUMENT
RESULT
[ERRORS

ErrorCode OPTIONAL,
INTEGER UNIQUE

&ArgumentType
&ResultType
&ErrorCodes]

&transactionCode

Caenka aomkHa ObiTb Bbi3aBaHa cuuThiBateneM ERI unu ycrpoiicteom ERI u BeinonHena ERT.
Caernka cuMTaeTcsi aTOMHOM B TOM CMbICRE, YTO AaHHble B ERT He GyayT uaMeHeHbl, ecnu TpaH3akums
He OyaeTt BbiNOnHeHa (noapobHee cM. cneuudukaumnio oTaeNbHbIX TPaH3aKLMIA).
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OpHa TpaH3aKkuusa He 4OMMKHA BbI3blBaTbCA BCTPOEHHLIM YCTPOMCTBOM YTeHusa/3anucu ERT B TO Bpems,
korga ERT BbINOMHAET Apyryio TpaH3akumio. Ecnm oTBeT MOXeT ObiTb HEMpeackasyeMbiM, TO aTOMapHOCTb
TpaH3akumin AOMmKHa ObITb rapaHTMpOoBaHa.

Mone &ArgumentType AOMKHO yKasbiBaTb TUN AaHHbIX aprymMeHTa TpaH3akumu.

Ecnu TpaH3akuua BbINOMHEHA YCNELLUHO, OHa BO3BpaLLaeT pe3ynbrar, ykazaHHbli B none &ResultType. B
NPOTUBHOM Crny4vae BO3BpaLlaeTcsa koa owmbku, ykasaHnHbiin B none &ErrorCode.

MNone &ResultType AOMKHO yka3biBaTb TUM AAHHbLIX BO3BPALLAEMOro 3Ha4YeHUs pesynerara TpaHsakuuu
npu yCNELUHON TPaH3aKUuu.

Mone &ErrorCode, ecnu oHO npucyTcTBYET, MMeeT Tun ErrorCode.

Mone &transactionCode ykasbiBaeT LIENOYUCNEHHOE 3HAaYEHUE, KOTOPOE UCNONbL3YETCH ANS MAEHTUK-
Kauuu Tuna TpaH3akumu.

6.2.2.2 EanHMLUbI AaHHbIX npoTtokona ERI

Bnokn gaHHbix npotokona ERI (PDU) onpeaeneHbl crneayiowmm o6pasom:

EriPdu ::= CHOICE {
requestPdu  EriRequestPdu,
reponsePdu EriResponsePdu

1
EriRequestPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode (
{EriTransactions}),

argument  TRANSACTION.&ArgumentType
( {EriTransactions} {@.transactCode}) OPTIONAL
1

EriResponsePdu ::= CHOICE {
resultPdu EriResultPdu,
errorPdu EriErrorPdu

1

EriResultPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode (
{EriTransactions}),
result TRANSACTION.&ResultType ( {EriTransactions}
{@.transactCode})

1

EriErrorPdu ::= SEQUENCE {

transactCode TRANSACTION.&transactionCode (
{EriTransactions}),

error TRANSACTION.&ErrorCodes ( {EriTransactions}
{@.transactCode})

!

EriTransactions
TRANSACTION

getEriData |
getAuthenticatedEriData |

setEriData | getCiphertextHistoricEriData
getCleartextHistoricEriData | getPublicCertificateVerificationKeyld

| getPublicEnciphermentKeyErt |

1
~
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commissionErt | withdrawCommissioning |
getCiphertextHistoricComData | getCleartextHistoricComData |
updateAccessControlList |
getCiphertextAccessControlListEntry | getCleartextAccessControlListEntry
| getErtCapabilities

}

Bnok gaHHbix npotokona ERI umeet tun EriData u siBnsietca nu6o EriRequestPdu, nubo EriResponse
Pdu.

Bnok aaHHbIX npoTokona EriRequestPdu ucnonb3ayerca Ans BbI30Ba TpaH3aKUMK, kKOTopasi AOSKHA ObITb
BbinonHeHa ERT.

EauHuua npotokona gaHHbix EriResponsePdu ucnonbsyercsa ans pesynsrata unu yBeaomrneHus o6
oLmnbke TpaH3akuum, BeinonHaemoin ERT.

EriTransactions 3agaet Habop TpaH3akuuin ERI.

KomnoHeHT transactCode gormkeH cogepxarb 3HaYeHUe KoAa TpaH3akuum ANnsa TpaH3akuMyu B yCTaHOB-
neHHbIx EriTransactions.

KOMMNOHEHT aprymeHTa, Npu ero HanMuuu, AOImkeH ObITb TOTO XKe TUMNAa, KOTOPbIN YKa3aH Ana aprymeHTa
TpaH3akuuu, uaeHTuduLmpyemMon sHayeHnem transactCode.

KOMMOHEHT aprymMmeHTa AOMKEH NPUCYTCTBOBATbL, €CNU apryMeHT ANs TPaH3aKUuu onpeaeneH, u oTcyT-
CTBOBAaTk, €CMU HE OMNpPeaeneH.

KOMMOHEeHT pesynbraTta AoSkeH ObITb TOMO e TUMAa, YTo U Ans pedynbsrara TpaH3akuuu, uaeHTUuduLm-
poBaHHOro 3Ha4YeHneM transactCode.

KomnoHeHT ownbku gomkeH 6biTb KOAOM OLWMOKKM M3 Habopa KoAoB OLLMOOK, KAK YKa3aHO Ans TpaH3ak-
Uun, naeHTnduumpoBaHHom sHadyeHnem transactCode.

6.2.3 MonyuuTtb aaHHble ERI

6.2.3.1 Onepauus nonyyeHusa gaHHbix ERI

Onepauusa getEriData ucnone3yetcs ans YreHusa gaHHblx ERI ¢ nomowyblo cuuteiBatena ERI. Onepauus
getEriData onpegenena cneayowmm o6pasom:

getEriData TRANSACTION
={
ARGUMENT GetEriDataArgument
RESULT GetEriDataResult
ERRORS {notCustomized}
CODE 1
}

Onepauus getEriData BobisbiBaetca ¢ aprymentom GetEriDataArgument u BosBpalyaer peaynberar
GetEriDataResult.

Korga ERT elue He HAacTpoeHa, Bo3BpaLyaeTcs koa owumbku notCustomized.

Onepauus getEriData siBnseTca eAMHCTBEHHOWN KPpUTMYECKU BaXkHOW TpaH3akuuen ERI.

MpumMmedaHue — 3TO eANHCTBEHHas TpaH3aKUUs, KoTopas AomkHa ObiTb BhINOMHeHa BO BpeMsi 4BWKeHNst TC.
KpoMe Toro, oTCyTCTBYET BO3MOXHOCTb NPefoTBPaTUTL Ui eHTU(dUKaLIMIO NOCPECTBOM BLICOKO ckopocTi TC.

6.2.3.2 ApryMeHT TpaH3akuuu gaHHbIX ERI
Tun GetEriDataArgument onpeaeneH cneaywowmmM o6pa3om:

GetEriDataArgument ::=
SEQUENCE {
onBehalfOf Entityld OPTIONAL,
challenge Challenge,
includeAdditionalData BOOLEAN
}
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KomnoHeHT onBehalfOf, npu ero Hannuuu, ykasoisaeT 06bEKT, OTKPITINA KIHOY LUMGPOBAHUSA KOTOPOTO B
KOHEe4YHOM uTore ByaeT MCNoNb30BaH ANsi BO3BpaLLaeMblX f4aHHbIX. B npoTuBHOM cnyyae, koraa ERT BBoauT-
€A B 9KCrifyataumio, 3Ha4eHnemM no ymonyaxuio asnaertca Entityld peructpupyrowsero oprada. Koraa ERT ewue
He BBeZleHa B 3KCnnyarauuio, 3HayeHne komnoHeHTa onBehalfOf urnopupyercs.

MpumevaHune — KomnoHeHT onBehalfOf ngeHtuduumpyet nuéo perucTpupyroLmnii oprad, nu6o AononHUTeNb-
HbIii MOCTaBLLWK YCNYT.

KOMNOHEHT BbI30Ba — 3TO CMy4YanHoe YnCno, reHepupyemoe cqutbiatenem ERI, kotopoe B pesynesrate
AOIMKHO ObITb BO3BPALLEHO ASA TOr0, YTOObI NOKAa3aTh, YTO BO3BPALUEHHbIN Pe3ynbrar AeliCTBUTENLHO ABNS-
€TCA pesynbTaTtoM 9TOr0 BbI30BA, a HE PennMUMPOBAHHOIO COOBLLEHMUS.

KomnoHeHT includeAdditionalData gorkeH 6bITb MCNONBL30BaH AN TOro, YToObl ykasaTk, Oyaer nu pe-
3ynbTar cogepxatb AononHuTenbHble AaHHble TC. Ecnun ucnonb3osaH FALSE, TO BKkOYEH TONMbKO MOEHTU-
dukatop TC; ecnn TRUE, To Takke AOMKHbI ObITb BKIOYEHBI A4ONOSNHUTENbHbIE AaHHble TC (Npu UX Hanu-
Yuu), NPeoCTaBIEeHHbIE PErMCTPUPYIOLLUM opraHom TC.

6.2.3.3 Pesynbrar TpaH3akumm gaHHbix ERI

Tun GetEriDataResult onpegeneH cneayiowmm o6pasom:

GetEriDataResult ::= SEQUENCE {

registrationAuthority Entityld OPTIONAL,
eriResultData SECURED {CleartextEriData}}
}

KomnoHeHT registrationAuthority, npu ero Hanuyuu, JomkeH MAEHTUMULMPOBATbL PErUCTPUPYIOLLMIA Op-
raH TC.

KomnoHeHT registrationAuthority gomkeH npucytcrsoBarte, koraa ERT BBOAUTCA B 9kcnnyaTaumio, U oT-
CYTCTBOBaTHL B 0OpATHOM Crny4ae.

KomnoHeHT eriResultData fomkeH cogepxarb 3awyiieHHble gaHHble ERI oTkpbiToro Tekcra (cm. 6.2.18.1).

YeTkune ganHble ERI AomkHbI ObITb 3aLLULLEHDI, T. €. NOANUCaHbI U/NK 3awmndgpoBaHbl, B COOTBETCTBUN
¢ Bo3MoxHocTAMKU ERT.

6.2.3.4 [aHHble Cleartext ERI

Tun CleartextEriData ncnons3yerca ans aaHHbix ERI B COOTBETCTBMM C 3aNPOCOM Ha BbI30B TPaH3aKLMK
getEriData unu GetAuthenticatedEriData n onpepaensiercs cneayowmm odpasom:

CleartextEriData =
SEQUENCE {
eriDataOrld EriDataOrld,
ErtSecurityStatus ErtSecurityFlags OPTIONAL
}

KomnoneHT eriDataOrld umeert tun EriDataOrld, kak onpeaeneHo Huxe.

KomnowneHT ertSecurityStatus, npu ero Hanmuum, gomkeH uMmeTb TN ErtSecurityFlags, kak onpeaeneHo
HUXxe.

KomnoweHT ertSecurityStatus agomken npucytcrBoBarb, ecnu ERT umeer BO3MOXHOCTb YCTaHOBUTL N
cOpOCUTL KaK MUHUMYM OAUH U3 BUTOB COCTOSIHUA Be30nacHOCTU. B NPOTMBHOM criyyae KOMNOHEHT He A0N-
YXeH NPUCYTCTBOBATb.

6.2.3.5 NanHble unu uaentudukarop ERI

Tun EriDataOrld ucnonb3yercs ans ykasanus agaHHbix Vehicleld unu ERI u onpeaensietca cneayiowmm
obpasom:

EriDataOrld ::= CHOICE {
vehicleld Vehicleld,

unsignedDatedEriData DATED {EriData},

datedAndSignedEriData SIGNED {DATED {EriData}, PrivateSignatureKey} — BOE signed
}
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AncstepHatuea Vehicleld pomkHa ucnons3osarbcsl, ecnu komnoHeHT includeAdditionalData B none apry-
MEHTA Bbl3bIBAEMON TPaH3aKLUMM UMeeT 3Hadenue FALSE.

KomnoHeHT unsignedDatedEriData nomkeHn ncnonb3oBarbcs, ecnu KOMNOHEHT includeAdditionalData B
romne apryMeHTa Bbl3blBAaeMOW TpaH3akumm umeet 3HadyeHne TRUE u gaHHbie ER| He nognucaHbl npu 3anucu
B ERT.

3HaueHue komnoHeHTa unsignedDatedEriData siBnsetca 3HaueHnem gaHHbiX, nony4veHHbix oT ERI, kak
3anucaHo B ERT npu BbINOMHEHWUM NOCNEAHEeN TpaH3akuum AaHHbIX ERI.

KomnoHeHT dateAndSignedEriData gomkeH ncnonb3oBarbcs, ecrnum KoMnoHeHT includeAdditionalData B
rnone aprymeHTa Bbi3biBaeMoW TpaH3akuuu nmeet 3Hadenme TRUE u ganibie ERI nognucaHbl npu 3anucu B
ERT.

3Ha4veHue komnoHeHTa dateAndSignedEriData 4omkHO ObITb 3HAaYE€HUEM yCTapeBLUMX U NOANUCAHHbIX
naHHbiX ERI, 3anucanHbix B ERT nocneaHei yCnewHo BbINOMHEHHON TpaH3akunen aaHHbix ERI.

6.2.3.6 JanHbie ERI

Tun EriData nomkeH ncnonb3oBatbcsa Ans AaHHbIX ERI u onpeaenserca cneayowmm obpasom:

EriData ::= SEQUENCE {

id Vehicleld,
additionalEriData OCTET STRING (CONTAINING
} AdditionalEriData) OPTIONAL

MaoeHnTudpukarop gomkeH cogepxatb ungentucukarop TC B coorsercreum ¢ NMHCT 343—2018. fonon-
HUTENbHbLIM KOMNOHEHTOM EriData siBnsieTcs cTpoka okTera, coagepkallasa AononHuTensHble AaHHblie ERI co-
rnacHo NMHCT 343—2018.

MpumevaHue —Ipu nepeHoce fgononHuTenbHbIX AaHHbIX ERI B cTpoky okTeTa ERT He HyxaaeTcs B kogupoBa-
HUKU/feKoanpoBaHUM AoNONHUTENBHLIX AaHHbIX ERI. MosToMy ByayLume nameHeHus onpeaeneHns AonoMHUTENbHOro Tuna
AaHHbIx ERI Takke He 6yayT BNuAThL Ha AusaiiH ERT (kpoMme MakcuManbHOro pasmepa 3anucu gaHHblx ERI).

6.2.3.7 dnaru 6esonacHocTu ERT
Llensto conaroe 6esonacHocTu ERT sBnsieTcs curHanusauusa 6e30nacHOCTH, KOTOpas MOXET ObiTb Bbl-
3BaHa nonbiTkamu BMewwarbecs B ERT.

MpumeyaHue — BoamoxHocTu obecneveHus 6e3onacHocT ERT MOXHO NONYYUTL C NOMOLLbIO TPaH3aKLWii no-
nyyeHus BosmoxHocTell ERT. Tun ErtSecurityFlags ncnonbsyerca ans ykasanus dnaros 6e3onacHocTi U onpegensaetca
criegyroLmmM obpasom:

ErtSecurityFlags ::= BIT STRING {
flagsHaveBeenResetted  (0),
notCommissioned (N,
lowSupplyVoltagelndication (2),
highSupplyVoltagelndication

3),
lowClockFrequencylndication

4),
highClockFrequencylndication

(5)
lowTemperaturelndication (6),
highTemperaturelndication (7)
} (SIZE (0..16)) - bit 8 .. 15 reserved for future use

]

HavanbHoe 3HayeHne GUTOBOW CTPOKK A0MKHO BbiTb «0100000000000000» B, T. €. eLle He BBEAEHO B
SKCnyaraymio, ewe He obHapyXeHo n cbpoc OTCYTCTBYET.

Ecnn 3Hayennme Tuna ErtSecurityFlags pasHo ‘0000000000000000'B wnu ‘0100000000000000'B,
onepauusa cbpoca He M3MEHUT 3TO 3HadeHue. B mMpoTUBHOM criyyae onepauusi c6poca yCTaHOBUT €ro Ha
«1000000000000000».

25



MHCT 344—2018

But notCommissioned OyaeT yctaHoBneH B 1, ecnu TpaH3akuus BBOAA B dKChnyaTaumio Oyaet Bbinosn-
HeHa yCneLUHo, M YCTaHOoBIEH B 0, eCnK Bbi3bIBAETCA TPaH3aKLMA BBOAA/BbIBOAA.

MpuMmevyaHue — 3HayeHne koMnoHeHTa ErtSecurityFlags mMoxHo cOpocute ¢ nomolybto TpaHsakuyuu ERT
KOMMCCUM.

But 2 .. 15 OyaeT ycTaHoBMEH B 1, €Cnv COOTBETCTBYIOLLEE YCIOBUE OOHAPYXEHO.

MpumeyvyaHue — 3HadeHne 0 ykasbiBaeT Ha TO, YTO YCIOBUE HE OBHAPYXEHO. 3TO MOXET BbITb CBS3aHO C TEM,
yTo ERT He UMeeT COOTBETCTBYIOLLIE BO3MOXHOCTU 0BHapyxeHus (cM. Takke 6.2.17).

6.2.4 AyteHTu(huumMpoBaHHble aaHHble ERI

6.2.4.1 AyteHTnduuMpoBaHHan TpaH3akuua aaHHbix ERI

Onepauus getAuthenticatedEriData ucnonb3yercsi Ans nony4yeHus ayTeHTUMULMPOBAHHOW BEPCUU
AaHHbIx ERI 1 onpegensietca cneayowmm o6pasom:

getAuthenticatedEriData  TRANSACTION ::={

ARGUMENT GetAuthenticatedEriDataAr
gument

RESULT GetAuthenticatedEriDataRe
sult

ERRORS {notCustomized}

CODE 2

}

Onepauus getAuthenticatedEriData Bbi3biBaeTcs ¢ aprymentom GetAuthenticatedEriDataArgument.
Ecnu ERT HacTpoeHa, BosBpatyaerca GetAuthenticatedEriDataResult.

Ecnu ERT He HacTpoeHa, BO3BpaLLaeTCA KoA HECTaHAAPTHOW OLUMOKK.

6.2.4.2 AyTEHTUPULMPOBAHHLIN aprymeHT TpaH3akuum gaHHoix ERI

Tun GetAuthenticatedEriDataArgument onpeaeneH cneayiomm o6pasom.

GetAuthenticatedEriDataArgument ::= SEQUENCE {
ertHolderCredentials ~ ErtHolderCredentials,
challenge Challenge,

includeAdditionalData BOOLEAN

}

KomnoHeHT ertHolderCredentials gomxkeH cogepxaTtb yyeTHble AaHHble Bnagenoua ERT, 1. e. naeHtu-
dukarop TC u PIN-koa Bnagensua ERT.

KomnoHeHT BbI30oBa M KOMMNOHEHT includeAdditionalData onpegeneHbl Tak e, Kak M B Tune
GetEriDataArgument.

6.2.4.3 Pesynbrar ayteHTuduKkaumm gavHsix ERI

Tun GetAuthenticatedEriDataResult onpeageneH cneayouimm o6pasom:

GetAuthenticatedEriDataResult ::= SEQUENCE {
registrationAutho Entityld OPTIONAL,
rity
authenticateResul CLEAR-SECURED
tData {CleartextEriData}
}

KomnoHeHT registrationAuthority, npu ero Hanmuumn, fomkeH nageHTUPULMPOBATL PErNCTPUPYIOLLUIA Op-
raH TC.

KomnoHeHT registrationAuthority gomxeH npucytcreosatb, ecnu ERT BBeAeH B aKcnnyaraumio, u oT-
CYTCTBOBAaTb B NPOTUBHOM Crly4ae.
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3nemeHT authenticateResultData gormkeH cogepxarb 3awMuieHHbIe, HO He 3aluMdpoBaHHbIe AaHHbIE
ERI oTkpbiTOro tekcra (cMm. 6.2.18.1).

Yetkme aaHHble ERI 4eTKO 3awuiieHsl, T. €. noANMCaHbl/He NOANUCaHbI, B COOTBETCTBUN C BO3MOXXHO-
cramm ERT.

6.2.5 YcTaHoBKa gaHHbIX ERI

6.2.5.1 YcraHoBneHHas TpaH3akuusa AaHHbIX ERI

Onepauus setEriData ucnonbsyercs ans Hactpoiku u o6HoBneHns ERT u onpeaenserca cneayiowmm
obpasom:

setEriData TRANSACTION ::= {
ARGUMENT SetEriDataArgument
RESULT NULL
ERRORS {SetEriDataErrors}
CODE 3
}

setEriData BbisbiBaeTcst ¢ aprymeHToM TUna SetEriDataArgument.

Ecnu TpaH3akuus seinonHeHa ycnewHo, ERT Bosspauwiaet sHayenme NULL. B npotuBHOM cnyyae BO3-
BpaLlaeTca oauH n3 kogos owmbok u3 SetEriDataErrors.

[aHHble He AormKHbI XpaHuTbca B ERT, ecnu TpaH3akuus He BbINOSIHEHA YCMNELLHO.

Koraa TpaH3akums BbINOMHAETCSA B NepBbIi pa3 ¢ noMmowbio ERT, cuutaercs, uto ERT HacTpoeHa. Koraa
ERT HacTpoeHa, TC B gaHHOW ERT He MOXET ObITb UBMEHEHO HU NMPU KaKUX OOCTOATENLCTBAX.

MpumedaHue — Ecnu ERT He nMeeT BO3MOXHOCTM NPOBEPKM NoANMcH, Noboii nucarTenb MOXET 3anuchbiBaTh
nwobble agaHHble ERI B ERT.

6.2.5.2 AprymeHT TpaH3akumm gaHHbix Habopa ERI
Tun SetEriDataArgument onpeageneH cnegyrowmm obpasom:

SetEriDataArgument ::= CHOICE {
clearTextArgument ClearTextSetEriDataArgument,
encryptedArgument ENCRYPTED {ClearTextSetEriDataArgument}
}

AnbTepHaTMBa 3aluM@pPOBaHHOIO apryMmeHTa He Bbibupaercs, ecnu y ERT OTCyTCTBYIOT BO3MOXHOCTHU
aewwmcposaHus.

MpumMmeyaHue — HesaBucumo ot Toro, MoxeT nm ERT onpeaenuTs BOZMOXHOCTN AelindpoBaHUSA ¢ NOMOLLbIO
TpaH3akuuu nony4yexunsa ERT.

Ecnu Beibpana anstepHatua encryptment, sHadyeHue ClearTextSetEriDataArgument gomkHO BbiTb 3a-
LWMpPOBaAHO C NOMOLLBIO KIH04a 00LLIeA0CTYNHOTO LM POBAHUS, KOTOPbIN MOXET ObiTb NOYYEH C TPAH3aKLUM-
e getPublicEnciphermentKeyErt.

6.2.5.3 Tun aprymeHnTa gaHHbix Tuna ERI

Tun ClearTextSetEriDataArgument onpegeneH cneayowum o6pasom:

ClearTextSetEriDataArgument ::= CHOICE {
authenticatedEriData BOE-AUTHENTICATED {DATED {EriData}},
notAuthenticatedEriData DATED {EriData}

}

AyTeHTuduumposaHHas ansrepHatuea EriData BuiGupaetrcs astopom ERI B TOT MOMeEHT, koraa ERT
MMeeT BO3MOXXHOCTH NPOBEPKN NOAMUCU, MU MOXKET ObITb BbiDpaHa, korga ERT He uMeeT BO3MOXHOCTE npo-
Bepku noanucu. NotAuthenticatedEriData moxet BbiTb BbiGpaHa TONbLKO B TOM cnyvae, ecnu ERT He umeet
BO3MOXXHOCTEN NPOBEPKN NOANMUCH.

MpumeyaHue — HesaBUCMMO OT TOro, MOXeT 1M ERT UMeTb BO3MOXHOCTM NpOBEPKW NOANUCH, MOXHO onpefie-
NWUTb TpaH3akuuio get ERT.
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AyteHTuduyuposatHbie EriData, npu ux Hannumm, JOMKHbI cogepXxartb AaHHble ERI kak gaTupoBaHHble
M noanucaHHble [CM. nepeuncneHue a) 6.2.18.3] perucTpupylowmum OpraHom unu U3roToBUTENEM, BKMOYas
ceptudukart(bl) ANA OTKPLITOrO KIO4a NPOBEPKM PETMCTPUPYIOLLIETO OpraHa unu NpousBoauTens.

NotAuthenticatedEriData, npu ero Hanuuuu, JormkeH coaepxatb AaHHble ERI, ycrapeswme [cMm. nepe-
yucneHue a) 6.2.18.3].

Korga TpaH3akuus Bbi3blBAETCA B T€YEHWE BTOPOro unM nocneayowero spemerdn, TC B aprymeHte
OOJDKHO ObITb TAKUM XK€, KaK U Npu HacTponke ERT.

6.2.5.4 Peructpayus 3afaHHbIX apryMeHToB AaHHbIX ERI

3HaueHue ClearTextSetEriDataArgument kaxgon TtpaHsakuuu setEriData aomkHo ObiTe mocneno-
BaTeNnbHO NMPOHYMEPOBAHO U coxpaHeHo B ERT ana nocnepywowero ussneveHnsa. 3HadveHue ClearText
SetEriDataArgument TpaH3akUuM HAaCTPOMKKN JOIMKHO ObITb NPOHYMEPOBaHO 1.

ERT pomkHa MUMETb BO3MOXHOCTb COXPAHATb OAHO UINKU HECKONbKO 3HaueHun ClearTextSetEriDataArgu-
ment, T. €. HONb 3HA4YEeHUIt UNK 6onee OT YCNELLHO BbIMOMHEHHbIX PAHEE YCTAaHOBMNEHHbIX BbI30BOB AaHHbIX ERI.

Ecnu gocturHyto makcumansHoe konu4vectso 3HadeHun ClearTextSetEriDataArgument, koTopble yaa-
nock coxpaHute ERT, npuMeHaeTca cneayiowias npoueaypa:

korga ERT moxet xpaHuTb TOnbKO oaHO 3HayeHue ClearTextSetEriDataArgument, T. e. uctopuyeckue
JaHHble He xpaHAaTcA, HoBoe 3HadyeHue ClearTextSetEriDataArgument 3ameHsaer crapoe;

koraa ERT moxet xpaHuTb aBa 3HaueHus ClearTextSetEriDataArgument unu 6onee, T. €. XpaHUTbL UCTO-
puyeckue gaHHble, HoBoe 3HadyeHne ClearTextSetEriDataArgument 3ameHaeT BTOpoe cTtapoe CyLuecTByloLee
3HauyeHune ClearTextSetEriDataArgument.

MpumeyaHune — Yaanaa BTopoe CTapoe, a He CaMoe CTapoe 3HauyeHUe, UCXOAHbIE AaHHble ERI coxpaHstoTea.

Ecnu pasmep 3HaueHus ClearTextSetEriDataArgument npesbiLLaeT MakCMMarnbHOe 3Ha4YeHune, paspe-
LUEHHOe ANns 9TOro aprymeHTa, BO3BpallaeTcs kog owwmbku resourceLimitExceeded n o6HOBREHWE AAHHBLIX
ERI He nponcxoauT.

6.2.5.5 AyteHTudunkaums gaHHolx ERI

[aHHble ayTeHTUUKaL MM He AOMKHbI UMETb KOMMOHEHT AaThbl C AATOW, NPeALLECTBYIOLLER AaTe npeabl-
ayuwero BbizoBa setEriData.

MpuMmevyaHne — OTO TakkKe 3aliuMTa OT MOBTOPHOW aTaku, NpeaoTBpalLaloOWan He3aKOHHYI NepeycTaHOBKY
ncTopuyeckoi Bepcun AaHHbix ERI HecaHkunoHupoBaHHoW 3anucu ERI.

Ecnu TpaH3akuus BbI3bIBAETCA HA BTOPOE BPEMA UK nocneaytowee Ao Tex nop, noka ERT He BeeaeHa
B 9KCMJlyaTauuto, 3Ha4eHne KOMNOHeHTa SMUTEHTA B AATUPOBAHHbLIX AAHHBIX AOMMKHO ObITb TAKUM Xe, Kak U B
TPaH3aKuUn HaCTPONKM (T. €. OT TOTO >KE NPOU3BOAUTENSA UNN PEMMCTPUPYIOLLIErO OpraHa).

Ecnu TpaHsakuusi BbidbiBaeTca npu BBoge ERT, o6bekT Entityld B AaHHbIX ayTeHTU(MKauMm AomkeH
ObITb TAKWM e, Kak U B TPAH3aKLMM BBOAA B IKCMITyaraumio (T. €. OT TOr0 XK€ PEerucTpupyioLLero opraHa).

Caenka He JOMmkKHa BbI3bIBATLCA BO BPEMSI CHATUA BBOAA B dKCnnyartaumio.

Korga y ERT eCTb BO3MOXXHOCTM NPOBEPKMA NOANNCU, NPUMEHSIIOTCA CrieayloLLMe YCroBus:

- ecnu ERT He BBOAMNACHL B 3KCMyaTaLmio, aHHbIE B apryMEeHTe NoANUCLIBAIOTCA UroTOBUTENEM UNK
perncTpupyroLLMM OpraHom;

- ecnu ERT 6bina BBeAgeHa B 3KCnnyaTauuio KAk MUHUMYM OAMH pas3, AaHHbIE B apryMeHTe AOMKHbI
ObITb NOANUCAHbI PErMCTPUPYIOLLIUM OPTaHOM;

- poctyn kK ERT koHTponupyeTcs ceprudukaramm, BKIIOYEHHbIMU B apryMeHT. Bce ceptudukarsl B ap-
rYMEHTE JOMKHbI ObiTb AENCTBUTENBHBLIMU (T. €. YXKE BbiNYLUEHbI M eLe He UCTEKNU) Ha AaTy, CoaemKaLlyoca
B KOMMNOHEHTE AaTbl B AAHHbIX ayTeHTUdUKaLmm.

6.2.5.6 YcraHoBneHHble owmMbkM TpaH3akuum aaHHbix ERI

Tun SetEriDataErrors sasnsercs nogtunom tuna ErrorCode, koTopbliii onpeaeneH cneayiowmm oopasom:

SetEriDataErrors ErrorCode ::= {

illegalArgument | illegalVehicleld |

illegalCertificate | illegalSignature |

illegalDate | notCommissioned |
resourceLimitExceeded | otherError

}

SetEriDataErrors umetor Tun EriErrorCode u coaepxar nepeyncneHHble 3Ha4eHns.
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Korga ERT nmeeT BO3MOXHOCTU NPOBEPKU NOANUCU U AaHHble ERI B apryMeHTe He ayTeHTuduumposa-
Hbl, BO3BPALLAETCH 3HAYEHUEe HE3aKOHHOTO apryMeHTa.

Korga TpaH3akuusi Bbi3bIBAETCH BO BpeMs CHATUS BBOAA B 9KCMyaTauuio, BO3BPALLAETCH 3HAYEHue
notCommissioned.

6.2.6 NMonyyatb ucropuvyeckue aavHble ERI sawmndcgpoBaHHoro tekcra

6.2.6.1 Nepenaya gaHHbIX 06 ayTeHTUdMKauum ERI 3awumdpoBaHHoOro Tekcra

Onepauyus getCiphertextHistoricEriData ncnonb3yercsa aAnsa u3BnevYeHns OKOHYaTeNbHO 3aWNdPOBaAHHO-
ro aprymeHTa npegbiaylien Tpansakyuu setEriData n onpeaensietca cneaytowmm o6pasom:

getCiphertextHistoricEriData TRANSACTION ::= {
ARGUMENT GetCiphertextHistoricEriDataArgument

RESULT SECURED {HistoricEriData}
ERRORS {notCustomized}
CODE 4

}

Onepauus getCiphertextHistoricEriData BbisbiBaetca ¢ aprymeHtom GetCiphertextHistoricEriDataArgu-
ment.

Ecnu ERT HacTpoeHa, TpaH3akuusa Bo3BpalLaeT ucropudeckne aaHHole ERI, nognucaHHblie n/wnu 3a-
LIMPPOBaHHbIE B COOTBETCTBUM C BOSMOXHOCTAMU ERT (cm. 6.2.18.1 ana onpeaeneHua SECURED {}).

Ecnu ERT ewe He HacTpoeHa, BO3BPALLAETCs KO C HECTAHAAPTHOM OLUMOKON.

6.2.6.2 AprymMeHT TpaH3akumu gaHHolix ERI nonyyeHus sawmpoBaHHOro TeKcTa

Tun GetCiphertextHistoricEriDataArgument onpeaeneH cneaytowmm o6pasom:

GetCiphertextHistoricEriDataArgument ::= SEQUENCE {

onBehalfOf Entityld OPTIONAL,

challenge Challenge,

number INTEGER (1..int4)
}

KomnoHeHT onBehalfOf, npu ero Hanuunm, ykasbiBaeT 00bEKT, OTKPbITbIA KIoY LUMAIPOBaHNSI KOTOPOToO B
KOHEYHOM uTore ByaeT MCMONb30BaH ANs BO3BpaLLAeMbIX AaHHbIX. ECnn 9T0 He ykasaHo, 3HayeHMeM no ymor-
YaHuto aensetca oowekT Entityld peructpupytowero oprana TC. Korga ERT eLle He BBeAeHa B 9KCnnyaraymio,
3HayeHne komnoHeHta onBehalfOf urHopupyercs.

KOMNOHEHT BbI30Ba — 3TO CryvanHoOe 4YMcno, reHepupyemoe cuutbiBatenem ERI, koTopoe B KOHEYHOM
UTOre JOMKHO ObITb BO3BPALLEHO B MOAMMCAHHONM YacTu pe3ynbrara, Ans Toro 4Tobbl nokasarb, YTO BO3Bpa-
LLEHHBIN pe3ynbraT ABNAETCS Pe3ynsraToM 3TOr0 BbI30BA, @ HE PENMULUPOBAHHOTO COOBLLEHUS.

CoxpaHeHHble aprymeHTbl TpaH3akuumi setEriData nocnegosarensHO HYMepPYHOTCA. MNepBbIi COXpaHeH-
HbIl aprymeHT (418 HacTponku TpaHsakuumn setEriData) npoHymeposaH 1.

KomnoHeHT number ngeHtudnumnpyet aprymeHT BbidoBa setEriData.

Korga 3HaueHmem YncnoBoro KOMMOHEHTA ABMSAETCH YMCIO YAaneHHbIX apryMeHTOB, BO3BPaLLAEeTCA ca-
MbIA CTapbl 4OCTYNHbLIA apryMeHT nepea yaaneHHomn TpaHsakuyuen setEriData.

Korga 3HauyeHne 4uncnoBoro KOMNOHeHTa Bonee Yucna NoCNeaHero COXPaHEHHOrO apryMeHTa, AaHHble
3TOro NOCneaHero apryMeHTa A0MmkHbl ObITb BO3BPALLEHbI.

6.2.6.3 NcTopunueckune gaHHble ERI

Tun HistoricEriData ucnonb3yeTca Ana M3BrnevYeHna aprymeHToB U ANS YCTAHOBKU TPaH3aKUMN AaHHbIX
ERI n onpenensieTca cneaytomm obpasom:

HistoricEriData n=
SEQUENCE {
number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord ClearTextSetEriDataArgument
}
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KomnoHeHT uucna HistoricEriData naeHtucdmumpyer 3Havenune ClearTextSetEriDataArgument, nepe-
ZJaHHoe B koMnoHeHTe HistoricalRecord.

KomnoHeHT outOf ykasblBaeT 4MCMO Camoro MOCMEAHEro COXpaHeHHOro 3Havenus ClearText
SetEriDataArgument.

KomnoHeHT historyRecord coaepxut 3HaveHne ClearTextSetEriDataArgument, onpeaeneHHoe 3Have-
HUEM 4YNCNOoBOIro KOMMOHEHTA.

6.2.7 MonyuyeHne UcTopuvecknx AaHHbIX ERI ¢ OTKPBLITBLIM TEKCTOM

6.2.7.1 UcxoaHasa TpaH3akuua aaHHbix ERI

Onepauus getCleartextHistoricEriData gomkHa ncnonb3oBaTbCa AN U3BNEYEHNA aprymeHTa npeabiay-
Lmux TpaHsakuuin setEriData B OTKPbITOM TEKCTE M ONpeAenseTca cneaylowmm obpasom:

getCleartextHistoricEriData TRANSACTION = {
ARGUMENT GetCleartextHistoricEriDataArgument
RESULT CLEAR-SECURED {HistoricEriData}
ERRORS {notCustomized}
CODE 5
}

Mone ARGUMENT umeet Tun GetCleartextHistoricEriDataArgument.

TpaH3akuusa Bo3BpaLlaeT ucropuyeckne aaHHoie ERI (cm. 6.2.6.3), noanucaHHbie/HeNnoaAnMcaHHbIE B CO-
OTBETCTBMU C BO3MOXHOCTSIMU ERT (cm. 6.2.18.1 npu onpegenennn CLEAR-SECURED {}).

Ecnu ERT elle He HAcTpoeHa, BO3BPALLAETCA KOA C HECTAHAAPTHOMW OLLMOKON.

6.2.7.2 VicxoaHbIvi apryMeHT TpaH3akuyuu AaHHbiX ERI

Tun GetCleartextHistoricEriDataArgument onpeaeneH cneayowmm o6pasom:

GetCleartextHistoricEriDataArgument ;= SEQUENCE {
credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER (1..int4)

}

KOMNOHEHT YyYeTHbIX [JaHHbIX OMpefenseTca Tak Xe, Kak W B apryMeHTe TpaH3akuuu
getAuthenticatedEriData.

KomMnoHeHTbI BbI30Ba UM 4ucna ONpPedensioTcs Tak e, Kak W B aprymeHTe TpaH3akuuu
getCiphertextHistoricEriData.

6.2.8 NMonyyeHune TpaH3aKuMu ¢ MAEHTUPUKATOPOM KIoYa NPOBEPKU NOANUMHHOCTU cepTUd UKaTa

Onepauusa getPublicCertificateVerificationKeyld ucnone3dyetca ana u3snevyeHus naeHtudukaropa or-
KPbITOTO KIoYa MPOBEPKU, KOTOPbI OyAET MCMONb30BATLCA AN MPOBEPKU CEPTUMUKATOB OTKPLITOTO Koda
BbiCcLLEro ypoBHA. Onepauus getPublicCertificateVerificationKeyld onpeaenserca cneaytowmm 06pasom:

getPublicCertificateVerificationKeyld TRANSACTION ::= {
ARGUMENT NULL RESULT Keyld
CODE 6

}

MNone aprymeHTa umeet Tun NULL.

Pesynsratom TpaH3akuuu ABRSETCA MOEHTUUKATOP OTKPLITOrO Kro4a NpoBepKku, KOTopbI Byaer uc-
nonb3oBaThbCA AN NPOBEPKU CepTUUKaTOB OTKPLITOrO kntoda toplevel. Ecnu ERT He nogaepxxuBaet npo-
BEPKY NOAMUCU UMK STOT KIIOY HEJOCTYNEH, BO3BPALLAEeMOe 3HAYEHME PABHO HYIHO.

MpumevyaHne — OTO NO3BONSAET LEHTPY cepTUdUKaLMM BLICLLENO YPOBHSA UCMOML30BaTh HECKOMBKO Nap Kito-
Yeit ANA CBOMX CepTUUKATOB. 3aTeM KIlo4eBOW UAEHTUDUKATOP MOXHO UCMOSb30BaTh ANSA BbIGopa A0CTOBEpHOrO(bIX)
cepTudpmKaTa(oB) ANs TpaH3aKLum 3anucu.
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6.2.9 Nonyyenue obwenoCcTyNHOrO Knova wudposanua ERT

6.2.9.1 Mony4yeHue TpaH3akuuu o6WEA0CTYNHOrO Kniova wudposanus ERT

Tpan3sakums getPublicEnciphermentKeyErt gomkHa ucnonb3oBaTbCsl AN U3BMEYEHUs knova obuleno-
CTynHOro wudpoBaHua ERT perucTpupyiowmm opraHoMm. STOT KoY HE0OXxoauM ANA WndpoBaHUA AaHHbIX
nM4HOTO BBOAA B 3KcnnyaTtauuio. Onepauus getPublicEnciphermentKeyErt onpeaenena cnegyiowum obpa-
30M:

getPublicEnciphermentKeyErt TRANSACTION ::= {

ARGUMENT BOE-AUTHENTICATED
{vehicleld}

RESULT PublicEnciphermentKey

ERRORS {GetPublicEnciphermentKeyE
rrors}

CODE 6

}

Mone aprymenta umeet Tun BOE-AUTHENTICATED {Vehicleld} n coaepxut ugeHtucukarop Vehicleld
Kak ayteHTuduumpoaHHoe BOE (cM. 6.2.18.4). Noanuc4nkom AaHHbIX ayTEHTUUKALMUU ABMNSETCA PErMCTPU-
pyHOLLMIA OpraH.

MpumedaHune — Tak Kak kntoy obLeaocTynHoro wndposaHua ERT ncnonesyetca Ans wWndpoBaHUA ApYrux
Knrouer, 8TO — FNaBHbI KoY, KOTOPbIA JOMKeH ObITb HEAOCTYNEH ANS 06beKToB 6e3 pearnbHO He06X0AUMOCTH.

B cny4ae ycnexa TpaH3akuusa BO3BpaLLaeT o0LWeaoCTyNHbIN Koy wudposanua ana ERT. Ecnu ato He
yaaetcsa, TpaH3akuua Bo3spaiuaet sHavyeHne GetPublicEnciphermentKeyErrors.

6.2.9.2 Mony4yeHue ownbok NnyGnuyHoro wmdposaHusa TpaHsakumin ERT

Tun GetPublicEnciphermentKeyErrors — ato noatun tuna ErrorCode, KOTOpbI onpeaenseTca cneny-
oM o6pasom:

GetPublicEnciphermentKeyErrors ErrorCode ::= {
illegalArgument |

illegalVehicleld |

illegalCertificate |

illegalSignature | illegalEntity
noDeciphermentCapability |

otherError }

Tun GetPublicEnciphermentKeyErrors umeet Tun EriErrorCode u A0mkeH NpUHMMATL OAHO U3 nepe-
YMCMEHHbIX 3HAYEHWIA.

6.2.10 Komuccusa ERT

6.2.10.1 Komuccus no caenke ERT

Peructpupyiowui opraH AOMKeH MCNonb3oBaTh TpaH3akumio commErt aona nopyvyenuss ERT unu oGHOB-
neHusi napameTpoB besonacHoctn ERT. Caenka commissionErt onpenenena cnegyowmum obpasom:

commissionErt TRANSACTION ::=

{
ARGUMENT CommissionErtArgument
RESULT NULL
ERRORS { CommissionErtErrors }
CODE 7
}
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MpumevyaHnue — Cpenka BBoAa B aKcnnyaTaLumio MOXeT 6bITb Bbi3BaHa TONbKO Npu HacTpolike ERT.

AprymeHT comissionErt TpaHsakuum umeer Tun CommissionErtArgument.

Ecnu TpaHsakuua sbinonHeHa ycnewHo, ERT Bo3spaiyaer sHayeHne NULL. B npotuBHOM crnyyae Bo3-
BpaLLaeTca oauH u3 kogos owmbok CommissionErtErrors.

[laHHble He JomKHbI XpaHuTbeca B ERT, ecnu TpaH3akuus He BbINONHEHA YCNELWHO.

MpumevyaHue — Ecnu ERT He uMeeT BO3MOXHOCTU NpoBepkM nognucu, nioboii asBTop MoxeT 3anucatb B ERT
AaHHble BBOAa@ B 3KCTINyaTaLuio.

6.2.10.2 AprymeHT BBOAA B 3Kcnnyarauuio ERT
Tun CommissionErtArgument onpeaeneH cneaytomm o6pasom:

CommissionErtArgument ::= CHOICE {

authenticatedData BOE-AUTHENTICATED { DATED {CommissioningData}},
notAuthenticatedData DATED {CommissioningData}
}

AnbTepHaTuBa ayTeHTM(ULMPOBAHHOW ankTepHaTuBbl BbiOupaeTca, koraa ERT umeer BO3MOXHOCTb
npoBepKM Noanucu, U MoxeT ObiTb BbiOpaHa, koraa ERT He umeer BO3MOXHOCTEW NpPOBEPKU NOAMMUCHU.
NotAuthenticatedData moxeTt ObITb BbIOpaHa TONLKO B TOM cny4ae, ecnu ERT He umeet BO3MOXHOCTU Npo-
BEPKU NOAMUCH.

AYTEHTUPULMPOBAHHBIE AAHHBIE, MPU UX HANWMYUK, AOMMKHbI COAEPXaTb AAHHLIE O BBOAE B dKCNyaTa-
LMI0, KaK 4aTUPOBaHHbIE U NOANMCaHHbIE [CM. nepeuncnexune a) 6.2.18.3 n 6.2.18.3] pernctpupyiowmm opra-
HOM, BKItoYasn ceptudukar(bl) Ans OTKPLITOrO KIova NpoBepKu PErMcTpupylowero opraxa.

HeayTeHTUULMPOBaAHHbLIE AaHHbIE, MPU UX HANUYUK, AOMKHLI COAepPXaTb AaHHbIE O BBOAE B dKCMnya-
Taumio [cM. nepedyncneHue a) 6.2.18.3] perucTpupyoLLIMm OpraHom.

6.2.10.3 Peructpauus BBoga B akcnnyarauuio ERT u cHaTus aprymeHToB BBOAA B 3KCNMyaTauuio

AprymeHTbl komuccun ERT u CHATUA TpaH3akuuii BBOAA B dKCMNyaTaUUIO, KOTOPLIE BbINOINHAOTCA
YCMELLHO, A0SKHbI BbITb NOCNEA0BATENLHO NPOHYMEPOBAHBI M COXPaHEHbI AN MOCNeAyoLero noucka. Apry-
MEHT NePBOro YCNELLHOro BbI30BA A0MKeH ObiTk MPOHYMEPOBAH 1.

ERT gomnxHa 6biTb CnocobHa XpaHUTb 04HY USIM HECKOSNbKO KOMUCCUOHHBIX ERT U CHUMaTb apryMeHTbI
0 BBOJE B 3KCMnyatauuio, T. €. HOJIb apryMeHTOB unu Gonee ycneLuHo BbINOSIHEHHON NpeabiayLein KOMUCCUm
ERT, unu aHHynupoBarb TpaH3akumu.

Ecnu AocTUrHyTO MakcumanbHOEe KOMMYecTBO TpaH3akuuii ERT M cHATME KOMMCCMOHHLIX onepauui,
KOTOpbI€ yaanocb coxpaHutbe ERT, npumeHseTca cneayiowasa npoueaypa:

ecrim ERT MOXET XpaHWTb TONbKO OAUH apryMeHT, T. €. UCTOPUYECKUE [aHHbIE HEe XPaHATCA, HOBbIN
apryMeHT 3aMeHSIET CTapbin;

ecnn ERT MOXeT xpaHuTb ABa aprymeHTa unu 6onee, T. €. XpaHUTb UCTOPUYECKUE AAHHbIE, HOBbIN ap-
rYMEHT 3aMEHSAET BTOPOI Camblil CTapbli apryMeHT.

Ecnu pasmep aprymeHTa npeBbIlLAaeT MakCUMarbHbIi pasMep, KOTOPbI MOXET xpauuTb ERT, Bo3Bpa-
wiaetca koa ownbku resourceLimitExceeded.

6.2.10.4 [laHHble 4ns BBOAA B 3KCMsyaTaumio

Tun BBOAA B 3KCNNyaTauuio COAEPXUT BCe AaHHble, HeoOxoauMbIe Ans BBOAA B akcnnyartaumio ERT, n
onpeaensieTcsa crneayowmm o6pasom:

CommissioningData ::= SEQUENCE {
vehicleld Vehicleld,

registrationAuthority Entityld, resetSecurityFlags BOOLEAN,
enciphermentKeyld Keyld OPTIONAL,
publicEnciphermentKeyAuthority PublicEnciphermentKey OPTIONAL,
publicVerificationKeyCertificate ErtCertificate OPTIONAL,
privateData ENCRYPTED {PrivateCommissioningData} OPTIONAL

}
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KomnoneHT vehicleld naeHtudunumpyer TC. 3HayeHne AOMKHO ObITb TAKUM e, Kak U ANs HACTPOMKM
ERT.

KomnoHeHT registrationAuthority naeHTnduumupyetr perncTpupyowmnin opraH, KOTopblii (MOBTOPHO) Mo-
pyuun ERT.

B komnoHeHTe resetSecurityFlags ykasbiBaetcs, cneayet nu cBpocutb dhnaru 6e3onacHocTu: ecnu
TRUE, oHM AonHbl ObiTh cOpoLleHbl; ecnu FALSE, oHn He ByayT cOpoOLLEHBbI.

KomnoHeHT enciphermentKeyld, npu ero Hanuuuu, MAEHTUOUUNPYET OTKPbITLIA KoY LUMppOBaHUS, UC-
nornb3yemblil AN WugpoBaHus. PasnnyHbie perncTpupytowme opraHbl MOTYT UCMNOMb30BaTb OAHU U Te Xe
naeHTudukaTopsbl.

n puMedyaHune — I'Ipw Bo3BpaTe C SaLUMCppoBaHHbIMVI AaHHbBIMKW 3TO 3HaYeHWe MOXET UCNOoNb3oBaTbCA AJ1A
onpegeneHusa COOTBETCTBYHOLLEro YaCTHOroO Kniova ,qeumcpposava.

KomnoHeHT enciphermentKeyld AaomkeH npucyTcrBOBaTb, €CAW  NPUCYTCTBYET  KOMMOHEHT
publicEnciphermentKeyAuthority. B npoTuBHOM crniy4yae KOMMNOHEHT A0/MKeH OTCYTCTBOBATb.

KomnoHneHt publicEnciphermentKeyAuthority, npu ero Hanuuun, COAEPXMT OTKPLITLIA KNoY wndpoBa-
HUA PETUCTPUPYIOLLIEr0 OpraHa, ykasaHHbli KOMMOHEHTOM registrationAuthority. [JaHHbIA KoY ucnonb3yercs
Ansa wudpoBaHua pesynsraToB, Bo3spalLaembix ERT, ecnu 310 npuMmeHumo.

KomnoHeHT publicEnciphermentKeyAuthority gomkeH npucyTcTeoBath, koraa ERT nMeet BO3MOXHOCTH
LUMpPOBaHUS, KOTOPbIE AOIDKHBI ObITh BKIMIOYEHBI. B NPOTMBHOM Crly4ae KOMNOHEHT AOIMKEH OTCYTCTBOBATb, U
no6bie BO3MOXHOCTM WKMdpoBanus ERT, npu ux Hanmuuu, AOMKHbI ObITb OTKMIOYEHbI.

MpumMeyaHmne — ITo NO3BONSAET UCMOMB30BATL JtoGble BO3MOXHOCTH WidpoBaHua ERT, npu ux Hanuumu, nog,
KOHTPOSIEM PErMCTPUpYIOLIEro opraHa BBoga B SKCryaraumio.

KomnoHeHT publicVerificationKeyCertificate, npu ero Hanu4uun, aomkeH cogepxarb ceprudukar and
001LLen0CTYNHOTO KNio4a NPoBepku AnsA npoBepku nognucei ERT. 310t cepTudukar BblaaeTcs perucTpupyio-
MM OpraHoMm, ykasaHHbIM B KOMMNOHEHTe registrationAuthority.

KomnoHeHT publicVerificationKeyCertificate =~ gormkeH NPUCYTCTBOBATD, ecrnu KOMMOHEHT
privateSignatureKeyErt npucytcreyet B KOMnoHeHTe privateData. B npoTMBHOM criy4ae OH OTCYTCTBYET.

KomnoHeHT privateData, npu ero Hanuuuu, cogepxxut saumcposanHblie PrivateCommissioningData. Uc-
nosb3yemblii 0BLLEAOCTYMHbIA KoY LUMAPOBaHUA AOMKEH GbiTh PublicEnciphermentKey, koTopbiii MOXeT
ObITb MOMYYEH C NOMOLLbIO TpaH3akuymu getPublicEnciphermentKeyErt.

KomnoHeHT privateData gomkeH npucyTcTBoBaTh, ecnu Tun PrivateCommissioningData coaepxut kak
MUHUMYM OWUH KOMMOHEHT. B NPOTUBHOM Criy4ae OH OTCYTCTBYET.

6.2.10.5 JaHHble NM4YHOro BBOAA B SKCNyaTauuio

Tun PrivateCommissioningData conepuT BCe NUYHbIE faHHble, HE0OX0AUMbIE AN BBOAA B 9KCnnyara-
uuio ERT, n onpeaensieTcsa cneaytomm obpasom:

PrivateCommissioningData ::= SEQUENCE {
privateSignatureKeyErt  PrivateSignatureKey OPTIONAL,
pin PIN OPTIONAL }

KomnoHeHT privateSignatureKeyErt, npu ero Hann4uu, Coaep>UT KN4 YaCTHOW NOAMUCK, KOTOPbLIN Oy-
aet ucnonb3osatbea ERT ansa noanucy pesynerara TpaH3akuui.

KomnoHeHT privateSignatureKeyErt gomkeH npucyTcrBoBarh, korga ERT umeer BO3MOXHOCTM NOANUCHI-
BaHMS, KOTOPbIE AOMKHbI ObITb BKIOYEHbI. B NPOTMBHOM Criy4ae KOMMOHEHT [0DKEH OTCYTCTBOBATb, U Niobble
BO3MOXHOCTU NOAMUCKMW, NPU UX HANWUYUK, AOMKHbI ObITb OTKMIOYEHBI.

MpumedaHue — UgeHTudukaTop kniova He TpebyeTca. ERT Bcerga npukpennsieT cepTudukaT ANA COOTBET-
CTBYIOLLIEro OTKPLITOrO KrtoYa NpoBEpKU K Kaxaon nognuen ERT.

KOHTaKTHBIA KOMMOHEHT, NPW €ro Hanu4uu, JOMKEH coaepxatb cnydaiHblii PIN-koa, KOTOpbIA MOXET
MCNONb30BaTbCA B CoveTaHun ¢ TC, Ans Toro Ytobbl NONYYUTb AOCTYN K A@HHLIM ERI € OTKPLITBIM TEKCTOM
(Hanpumep, aepxarenem ERT).

MpuMedaHune — besonacHoe pacnpocTpaHeHue PIN-koga Ha fepxatens ERT BbIxogWT 3a paMKn HacTosLLEro
cTaHaapTa.
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KOMNOHEHT WTbIpa AOMKEH NPUCYTCTBOBATL, €CMM BO3MOXHOCTM WndpoBaHua ERT BKnoYEHbI U JO5K-
Hbl nogaepxmsarbca getAuthenticatedEriData, getCleartextHistoricEriData, UpdateAccesControlList (ans
aepxarenen) nnu getCleartextAccessControlListEntry. B npotuBHOM criy4ae OH 4OMKEH OTCYTCTBOBATb.

Ecnn KOHTaKTHbIN KOMNOHEHT NPUCYTCTBYET, KOr4a BO3MOXHOCTU wndpposanna ERT oTknioueHsbl, ero
3HAYEeHWEe UTHOPUPYETCA.

6.2.10.6 Owmbku TpaHsakummu kommuccuu ERT

Tun CommissionErtErrors onpeaeneH crneayowmm o6pasom:

CommissionEntErrors ErrorCode 1= {

illegalArgument |
illegalVenhicleld |
illegalCertificate |
illegalSignature | illegalEntity
illegalDate | notCustomized |

resourceLimitExceeded |
noEnciphermentCapability |
secretKeyEncryptionAlgorithmNotSuppor
ted |
publicKeyEncryptionAlgorithmNotSuppor
ted |
noSigningCapability |
hashingAlgorithmNotSupported |
signingAlgorithmNotSupported |
otherError  }

Tun CommissionEntErrors umeet tun ErrorCode u A0MMKeH NPUHMMATL OZLHO U3 NEPEYNCIIEHHBIX 3HAUEHUN.

6.2.11 Beoa B akcnnyarauuio

6.2.11.1 Onepayus CHATUA B3bICKAHUSA

Onepauus CHATUSA C NPOU3BOACTBA AOSMKHA ObiTh UCNONbL30OBAHA ANA CHATUA BBOAA B JKCNNyaTauuio
ERT, Hanpumep, B cnyvae OKOHYaHUA cpoka cnyxObl TC.

Onepauus CHATUS C NPOM3BOACTBA ONpeaeneHa cneayiowmm obpasom:

withdrawCommissioning TRANSACTION ::={
— this transaction also removes all public encipherment keys

ARGUMENT WithdrawCommissioningArgument

RESULT SECURED {WithdrawCommissioningResultData}
ERRORS {WithdrawCommissioningErrors}

CODE withdrawCommissioningCode

}
withdrawCommissioningCode INTEGER ::= 9

MNMone ARGUMENT gorxHo umetb Tun WithdrawCommissioningArgument.

Ecnn ERT BBeaeHa B aKcnnyarauuio, TpaHsakums sosspaiwaetr SECURED WithdrawCommissioning-
ResultData (cm. HWXe), NOANUCAHHBIA U/UNK 3aLUMAPOBAHHbBIA B COOTBETCTBUM C BO3MOXHOCTAMM ERT (cMm.
6.2.18.1 ana onpeaenenna SECURED {}). B npoTUBHOM Cry4ae BO3BPALLAETCS OAUH U3 KOAOB OLLMGOK U3
CommissionErErrors.

PeructpupytoLumii opraH, KoTopbiil 3akazan ERT, MOXeT ObiTb Bbi3BaH TpaH3akUUen.

BbinonHeHne 31O TpaH3akuumn NpuBEAET:

K yaaneHuto scex knoven u PIN-koga, npu ux Hann4umn, yCtaHOBMNEHHbLIX PErMCTPUPYIOLLIMM OPraHoMm Mo-
CpeaCTBOM TpaH3akuuu BBOAA B 3KCNnyarauuio;

yaarneHuio BCex 3anncen U3 Crucka ynpasneHust 40CTYNOM;
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OTKSIIOMEHUIO, B CNy4Yae NPUMEHEHUS, BO3MOXHOCTEN wngposanua ERT;
ycTraHoBke 6utoe «notCommissioned» B ¢hnarax 6esonacHoctu ERT;
HyMepauuu U COXpPaHEHUIO 3HaYeHua aprymeHTa (cm. 6.2.10.3).

MpumevyaHune — OcHOBHaA uaes 3Toil TpaH3akyMn — OTKNIOMUTL JanbHelwee ucnonsaosaHne ERT. OgHako,
YTOOLI NPEAOTBPATUTL HE3aKOHHOE Ucnonb3oBaHWe TC nocne 3Ton TpaH3aKuWK, ero NPoOU3BOANTENBHOCTL CUTHANU3NPY-
eTcA ToNbKO B chnarax 6esonacHocTn ERT, u ERT B feACTBUTENBHOCTU HE OTKNIOMEHA. W Tak kKak HEO6X0AUMOCTb 3aLUThbl
KOHMAEHUMANBHOCTN OTCYTCTBYET, BCE BO3MOXHOCTU LUNPPOBAHUA TAKKE OTKIIOHEHbI.

6.2.11.2 ApryMeHT TpaH3aKuuu CHATUS BBOAOM
Tun WithdrawCommissioningArgument onpeaeneH cneayiowmum 06pa3om:

WithdrawCommissioningArgument ::= CHOICE {

authenticatedData BOE-AUTHENTICATED {Vehicleld},
NotAuthenticatedData Vehicleld

}

AnbrepHaTtuea authenticatedData Boibupaercs B Tom cny4ae, koraa ERT uMmeeT BO3MOXXHOCTU NPOBEPKU
noanucu, u MOXeT ObiTb BbiGpaHa Toraa, korga ERT He umeeT gaHHbIX Bo3moxHocTen. NotAuthenticatedData
MOXET ObITb BbIOpaH TONbLKO Npu ycroBuu oTcyTcTBua y ERT BO3MOXHOCTU NPOBEPKM NOANUCH.

AyTeHTUDULMPOBAHHBIE AAHHBLIE, NMPU UX HANU4YUU, AOMKHBLI coaepxatb uaeHtudgpukarop TC, noanu-
CaHHbIN (CM. 6.2.18.4) permcTpupyloLm OpraHoM, Bkovan ceptudukat(bl) ANA OTKPLITOrO Kno4a NpoBEPKU
perucTpupytoLlero opraHa.

HeayTeHTUUUMPOBaAHHbIE AAHHBIE, NPU UX HANUYUK, JOMKHBLI coaepXaTb uaeHTudukarop TC.

MpumevyaHune — Ecnn ERT He UMeeT BO3MOXHOCTU NPOBEPKUA NOAMNUCK, KaXAbIA MOXET CHATL BBOA B 3KCNNY-
aTauuio, Aaxe ecnu BeibpaHa anstepHaTusa authenticatedData (ecnu nognuch He NOATBEPXKAEHA, MOXHO UCNONB30BaTb
(PUKTUBHYIO MOAMNUCH).

6.2.11.3 [aHHble pesynkTara TpaH3akuMu CHATUA BBOAOM
Tun WithdrawCommissioningResultData onpeaenen cneaytowmmM o6pasom:

WithdrawCommissioningResultData = [APPLICATION
withdrawCommissioningCode ] SEQUENCE {

withdrawn  WithdrawCommissioningArgument,
historicComData HistoricComData

}

OTO0OpaHHbIN KOMMOHEHT AOIMKEH UCNONbL30BATLCA ANA BO3BpaTa apryMeHTa TpaH3akuuu.
KomnoHeHT HistoricalComData gomkeH cogepxaTb 3Ha4eHMe caMmoro NocrnegHero XpaHMmMoro apryMmeH-
Ta TpaH3akymn ERT gnsa BBoAa B akcnnyaTauuio.

6.2.11.4 OwmnBKM TpaH3aKLMM CHATUSA C NPOU3BOACTBA
Tun WithdrawCommissioningErrors onpeaeneH cnegyowmm ob6pasom:

WithdrawCommissioningErrors ErrorCode ::= {
illegalArgumenti |
llegalVehicleld |
illegalCertificate |
illegalSignature | illegalEntity
ilegalDate |
notCustomized | notCommissioned |
otherError }

Tun WithdrawCommissioningErrors umeet tun EriErrorCode n gomkeH NnpuHUMAaTbL OAHO U3 MEepedunc-
NEHHbIX 3HA4YEHU M.
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6.2.12 MonyyeHue JaHHbIX BBOAA B 3aiM( pOBaHHbIN TEKCT

6.2.12.1 MNony4yeHune TpaH3akuuy ¢ AaHHbIMKM 00 ayTeHTudMKaumMm 3amdpoBaHHOro TEKCTa

Onepauus getCiphertextHistoricComData ncnons3yerca gns u3sne4eHnsa OKOH4YaTesnbHO 3amdpoBaH-
HOTro aprymeHTa npeaslayLueit Tpadsakumum CommissionErt u onpeagensietcsi cneayrowmm obpasom:

getCiphertextHistoricComData TRANSACTION ::= {

ARGUMENT GetCiphertextHistoricComDataAr
gument

RESULT SECURED {HistoricComData}

ERRORS {notCommissioned}

CODE 12

}

Mone ARGUMENT pomxHo 6b1Tb TUNa GetCiphertextHistoricComDataArgument.

Mpu Hanuyun ERT nnu ee BBoAe B IKCNyarauuio TpaH3akuusa BO3BpaLLaeT UCTOpUYECKUE AaHHble
BBOAA B 9KCMayaTaumio, NOAMUCaHHbIE W/MNK 3anpoBaHHbIE B COOTBETCTBUU C BO3MOXHOCTAMU ERT
(cm. 6.2.18.1 ana onpeaeneHna SECURED {}).

Ecnu ERT He BBeAeHa B aKCnyaTaumio, 40yDkeH ObiTb BO3BpaLLEH Koa owmbku notCommissioned.

6.2.12.2 ApryMeHT TpaH3akuMu AaHHbIX BBOAA AaHHbLIX 3awMPPOBaAHHOIO TEKCTA

Tun GetCiphertextHistoricEriDataArgument onpeaenen cneaylowmm o6pa3om:

GetCiphertextHistoricComDataArgument ::= SEQUENCE {

onBehalfOf Entityld
OPTIONAL,

challenge Challeng
€,

number INTEGER

(1..int4)
}

KomnoHeHT onBehalfOf, npu ero Hanu4yuu, ykasbiBaeT 00bEKT, OTKPbITbIN KoY LWMGPOBAHUA KOTOPOrO B
KOHEYHOM utore ByaeT MCNomnb30BaH AN BO3BpaLLaeMbIX AaHHbIX. [py OTCYTCTBUM AaHHBIX YKa3aHUI 3Ha4e-
Huem no ymon4vaHuto siensetcs obbekT Entityld peructpupytowero oprana TC. Koraa ERT ewle He BBeaeHa B
aKkcnnyaTtauuio, 3Ha4yeHue KomnoHeHTa onBehalfOf urHopupyetcs.

KoMnOHEHT BbI30Ba — 3TO Cry4anHOe Yncno, reHepupyemoe cuutbiatenem ERI, koTopoe B KOHEYHOM
uTore AOMKHO ObITb BO3BPALLEHO B MOAMUCAHHON YacTu pesynsrara, Ans Toro Yytobbl moka3arb, YTO BO3Bpa-
LUEHHBIN pesynbraTt ABNAETCA PE3YNLTAaTOM STOr0 BbI30BA, @ HE PENMULUMUPOBAHHOTO COOBLLEHUS.

CoxpaHeHHble apryMeHTel TpaH3akuyuin CommissionErt nocnegosarensHo Hymepytotcs. MepBbiii coxpa-
HEHHbIW apryMeHT NpoOHyMepoBaH 1.

KomnoHeHT number naeHTudunumnpyeT aprymeHT BoidoBa CommissionErt.

Korga 3Ha4yeHuem 4ncrnoBoro KOMMOHEHTa ABNSAETCA YUCNO YAANEHHbIX apryMeHTOB, BO3BPaLLAeTCs ca-
MbIf CTapbIii 4OCTYMHbIM apPryMeHT YCNeLIHO BbI3BaHHOM TpaH3akuuu CommissionErt.

Korga 3HaueHue 4ucnoBoro KOMNoHeHTa 6onee yucna nocneaHero COXPaHEeHHOro apryMeHTa, AaHHbIe
3TOr0 NOCNeAHEro apryMeHTa JomKkHbl BbiTb BO3BPALLEHSI.

6.2.12.3 NcTopnyeckne gaHHble BBOAA B IKCMyaTauuto

Tun HistoricComData ncnone3yetcs 4ns MCTOPUYECKMX AaHHbIX BBOAA B AKCMMyaTauumio U onpeaenser-
csa cneayowmm o6pasom:

HistoricComData ::= SEQUENCE {
number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord CommissionErtArgument
}

36



MNHCT 344—2018

KOMMOHEHT number naeHTMduLUMpyeT aprymeHT TpaH3akuum CommissionErt, nepeaaHHblii B KOMMOHEH-
Te historicRecord.

KomnoHeHT outOf yka3biBaeT HOMEP NOCNEAHErO XPaHUMOro aprymeHTa TpaHsakuum CommissionErt.

Ecnu ERT cogepXuT TONbKO TEKyLUMe AaHHble BBOAA B 3KCNNyaTauuio U He COAEPXMT UCTOPUYECKUX
[aHHbIX, 3HAaYEHWNE KakK Yncna, Tak 1 KOMNOHEHTOB, HE BXOAALUMX B YMCII0, JOIKHO ObiTh 1.

KoMnoHeHT historicRecord coaepXuMT apryMeHT yCneLHoro Bbizoea TpaH3akumm CommissionErt, naes-
TUULMPOBAHHOTO 3HAYEHMEM YMCIIOBOIO KOMMOHEHTA.

6.2.13 NonyuyeHne UCTOPUYECKUX AAHHbIX BBOAA B OTKPbITbIN AOCTYN

6.2.13.1 Mepenaya faHHBIX 0 TPAH3AKLUAX C YUCTOTON

Onepauus getCleartextHistoricComData ucnons3yerca 4ns U3BNEYEHUA apryMeHTa npeabiayLmux TpaH-
3akuuint CommissionErt B OTKpPLITOM TEKCTE U ONpeaensaeTcsa creayowmm obpasom:

getCleartextHistoricComData TRANSACTION ::= {

ARGUMENT GetCleartextHistoricComDataAr
gument

RESULT CLEAR-SECURED
{HistoricComData}

ERRORS {notCommissioned}

CODE 13

}

MNone ARGUMENT umeet Tun GetCleartextHistoricComDataArgument.
Cpaenka Bo3BpalLaeT UCTOPUYECKMe AaHHbIe BBOAA B 3KCnnyaTauuio, NOANMCAHHbIE UK HENOAMUCaH-
Hbl€, B COOTBETCTBUM C BO3MOXHOCTAMU ERT (cm. 6.2.18.1 ana onpeaenenns CLEAR-SECURED {}).

Ecnn ERT elle He BBeAeHa B 3KCNsyaTauuio UM ecnu BBOA B 9KCNslyaTauuMio CHAT, BO3BpALLIAETCA Ko
ownbkm notCommissioned.

6.2.13.2 AprymMeHT TpaH3aKkuMmn ¢ AaHHLIMKU O NMEepBOHAYaNbHOM BBOAE AaHHbIX C OTKPLITEIM TEKCTOM
Tun GetCleartextHistoricEriDataArgument onpeaeneH cneaytowmm o6pasom:

GetCleartextHistoricComDataArgument ::= SEQUENCE {
credentials ErtHolderCreden
tials,
challenge Challenge,
number INTEGER
(1..int4)
}

KomnoneHTsl GetCleartextHistoricComDataArgument onpeaensitorcs kak B GetCleartextHistoricEriData
Argument.

6.2.14 OGHOBMEHWe cnucka ynpaeneHns A4OCTYNoM

6.2.14.1 MNepemMeHHas cnucka ynpasneHUs 4OCTYNOM K OGHOBMNEHMIO

Tpansakyusi updateAccessControlList fomkHa ucnonb3oBaTeCs ANA AobaBneHus unu yganeHus sanu-

cen U3 cnucka ynpasnenusa goctynom ERT. TpaHsakuusa updateAccessControlList onpegeneHa cnegyowmm
ofBpasom:

updateAccessControlList TRANSACTION ::= {

ARGUMENT UpdateAccessControlListAr
gument

RESULT NULL

ERRORS {UpdateAccessControlListE
rrors}

CODE 11

}
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Onepauusa updateAccessControlList Bbi3biBaeTcs ¢ aprymeHTom Tuna updateAccessControlListArgument.

Caenka MOXeT ObITb Bbi3BaHa MO0 PErMcTpUpyOLLUM OpraHoM, KOTOpbIi Bbi3Ban ERT, nubo snagens-
uem ERT.

Ecnu TpaHsakuua BbinonHeHa ycnewHo, ERT Bo3sspawaer sHayeHme NULL. B npoTMBHOM criyyae BO3-
BpaLaeTca oauH u3 kogos owmbok n3 UpdateAccessControlListErrors.

[aHHble He AomkHbl XpaHuTbeca B ERT, ecnu TpaH3akums He BbINOMHEHA YCMNELUHO.

6.2.14.2 AprymeHT cnucka ynpasneHust OCTYNOM K OOHOBMEHUIO

Tun UpdateAccessControlListArgument onpeaeneH cnegyowmm 06pas3om:

UpdateAccessControlListArgument ::= CHOICE {
authorityUpdate SIGNED {AccessControlListUpdate},
holderUpdate HolderAccessControlListUpdate

}

AnbrepHatuea authorityUpdate ucnonb3syetcs, koraga cnucok ynpaeneHust goctynom ERT o6HoBnserca
peructpupytomm opraHom. AnstepHaTuea Bnagensua Update gorpkHa ucnonb3oBatbCcsi npu 0GHOBREHUU
cnucka KOHTpons goctyna enagensuem ERT.

KomnoHeHT authorityUpdate, npu ero Hanuuuu, gomkeH umeTtb AaHHble AccessControlListUpdate, noa-
MUCaHHbIE C TAKUM XK KITIOYOM, KOTOPLIN MCMONbL30BANCA ANs NOCNEAHEN yCNEeLIHO BbINOMHEHHOW TPaH3aKLUmm
BBOJA B 3KCMnyaTauuio. B npoTMBHOM criydae BO3BpaLLAETCsl Ko OWMGKM HE3AKOHHOW| CUCTEMBI.

Mpun Hannuun y ERT BO3MOXXHOCTU NPOBEPKM NOANMCU NOANUCL KOMMNOHeHTa authorityUpdate aomkHa
ObITb MPOBEPEHA C CEPTUdUKATAMMU, BKIIOYEHHBIMUA B aPTYMEHT NOCAEAHEN YCNELLHO BbIMOMHEHHON TPaH3ak-
LuuM BBOAA B 3KCNNyaTaumio.

6.2.14.3 Tun o6HOBNEHNUSA CNMCKA KOHTPONSA AOCTyna Aepxarens

Tun HolderAccessControlListUpdate onpeaenen cnegyiowmm o6pasom:

HolderAccessControlListUpdate ::= SEQUENCE {
credentials ErtHolderCredentials,
entry AccessControlListUpdate
}

KOMNOHEHT YYEeTHbIX AaHHLIX AOMMKEH CoAepXaTb y4YeTHble AaHHble (vehicleld nnioc PIN) aepxarens
ERT. YueTHble gaHHble nposepstoTca ERT.

6.2.14.4 Tun o6GHOBNEHUA CNUCKA yNpaBneHUs A0CTYNOM

Tun AccessControlListUpdate ncnonb3syerca ans ykazaHus 0GHOBNEHUsSI CMUCKA yNPaBneHus A0CTYNOM
ERT u onpeaensietca cneayowmm o6pasom:

AccessControlListUpdate ::= SEQUENCE {
mode ENUMERATED {deleteAllAndAdd (0),
add (1), delete (2)}
DEFAULT add,
entry AccessControlEntry OPTIONAL
}

KOMNOHEHT pexxuma onpeaensiet pexxuM 0OHOBNEHUA U MOXET UMETb OAHO U3 CREAYIOLLUX 3HAYEHUI:

- deleteAllAndAdd — B sTom criy4ae cHavana nubo Bce 3anucu, J00aBNEHHbIE PErMCTPUPYIOLLUM Opra-
HOM, YO ansIoTCA, €CNU TPaH3aKLMS BbI3bIBAETCS PETUCTPUPYIOLLMM OpraHom, nubo Bce 3anucu, AobaBneHHble
Bnagensuem ERT, yoansiorcs, ecnu TpaH3akuus Bbi3biBaeTcs agepxatenem ERT. 3atem gobaenserca HoBas
3annck, ECNu OHa NPUCYTCTBYET;

- pobaeneHuss — ans Toro, 4Tobbl 4O6AaBUTH HOBYIO 3annChb B CNMUCOK YNpaBneHUs JOCTYNoM. 3anucu,
BHECEHHbIE PErUCTPUPYIOLLUM OpraHoM, 40BaBNAOTCA B Ka4eCTBe OpraHoB. 3an1cu, BHECEHHbIE BnagenbLemM
ERT, no6aBnsitoTCA B ka4ecTBe AONONMHUTENbHLIX NOCTABLUMKOB YCIT;

- yaaneHus — Ans Toro, 4tobbl yAanuTb 3anucb U3 CIMCKa ynpasrieHust 4OCTYNOM. PerncrpupyoLmii
opraH MOXeT YAansTb TOMbKO 3anucu,
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- no6aBneHHoro (BO3MOXHO, APYruM) pPerucTpupylommM opraHoM. Oepxarens ERT MoxeT ypanstb
TOIbKO 3anucy, 4oBGaBneHHble (BO3MOXHO, NpeabiayLumM) aepxateneMm ERT.

OnemMeHT 3anucu, Npu ero HanuMuuu, AOMKeH coaepXKaTb 3anuchb, KOTOPY Heobxoaumo A06aBUTb UMK
yoanuTtb.

KOMMOHEHT 3anMcu AOMKEH OTCYTCTBOBATL, ECMNU KOMMNOHEHT pexxuma umeert 3HadeHue deleteAllAndAdd,
M HUKaKMe 3anucu He J06aBnsoTcs. B npoTUBHOM Criy4ae KOMMOHEHT 3an1cy AOMKEH NPUCYTCTBOBATb.

Ecnu pexxum «a06aBnsieT» 1 ecnu yxe ectb 3anucb Ans 06bekTa ¢ TOi e CyLHOCTbI0, A0BaBneHHas
3anuCb J0MKHA NOMHOCTLIO 3aMEHUTL CTapYIo.

6.2.14.5 Tun aneMeHTa ynpaBneHus 4OCTYMNOM

Tun AccessControlEntry onpeaeneH cneayiowmm o6pasom:

AccessControlEntry =

SEQUENCE{
id Entityld,
name Text OPTIONAL,
enciphermentKeyld Keyld OPTIONAL,

PublicEnciphermentKey OPTIONAL

publicEnciphermentKey

Reader
!

KoMnoHeHT id aomkeH naeHTuduuupoBaTb 00bLEKT, NpaBa A0CTYNa KOTOPOro 406aBnaoTCa unu yaans-
I0TCA.

KOMMNOHEHT UMEHN, NPX ero Hanu4MK, J0IMKEH coaepXatb UMA 06bekTa, npaBa AOCTyNa KOTOpPOro f0-
GaBnal0TCA MNW yaansaTes. Ecnu 3aanuck fomkHa ObiTb yaaneHa, niobas LeHHOCTb, NpUcyTCcTRyloLas B ERT,
JOMmKHA BbITb NPOUrHOPUPOBAHA.

KomnoHneHT enciphermentKeyld, npu ero Hanu4ynm, naeHTMUUUPYET OTKPLITBINA KMIOY WNPOBaAHUSA, UC-
nonb3yemslii AN LWMdposaHusA. PasnuyHele 06bEeKTbI MOryT UCMONbL30BaTh OAUHAKOBLIE UAEHTUUKATOPSI.

MpumedyaHue — MNpu Bo3BpaTe ¢ 3aMPPOBAHHBIMU AaHHBIMU STO 3HAYeHUE MOXET BbiTb UCNOMbL30BaHO ANA
onpeAereHns COOTBETCTBYIOLLIEro YacTHOrO KIoya AeLundpoBaHns.

KomnoHeHnT enciphermentKeyld pomkeH npucyTcTBOBaTbL NpPM  HanuyMum KOMMOHeHTa public
EnciphermentKeyReader. B npoTUBHOM Criy4ae KOMNOHEHT AOSMKEH OTCYTCTBOBATb.

KomnoHeHT publicEnciphermentKeyReader, npu ero Hanuuuu, 4OmkeH coaepatb Koy obLenocTyn-
HOro LM poBaHMA 00bEKTa, NpaBa JOCTyna KOTOPOro Ao6aBnaloTCs. 3TOT KoY JOHKEH UCMONb30BaTLCA
ansa wudposaHua gaHHeix ERI nepen ero otnpaekoii B BuAe 3alumppoBaHHOro TekcTa B cuntbiBaTens ERI,
JENCTBYIOLLMIA OT UMeHU 0ObekTa, aEHTUPULMPOBAHHOIO KOMMOHEHTOM id.

KomnoHeHT publicEnciphermentKeyReader omkeH OTCYTCTBOBATb, €CMU 3HAYEHUEM KOMMOHEHTa pe-
*uMa aBnsetcs «delete». B npoTMBHOM Cniydyae KOMMNOHEHT AOMKEH NPUCYTCTBOBATb.

6.2.14.6 Owmbkun TpaH3aKUMin cnMcka ynpaesneHna 06HOBNEHUAMU

Habop 3na4enun UpdateAccessControlListErrors onpeaeneH cneayowmmM o6pasom:

UpdateAccessControlListErrors ErrorCode ::= {

illegalArgument |
illegalVenhicleld |
illegalSignature |
illegalHolderAccess |

illegalDate | noEntry |
resourceLimitExceeded | noEnciphermentCapability |
otherError }

3HayeHus UpdateAccessControlListErrors umetotr Tun EriErrorCode u cogepart nepedncneHHble 3Ha-
YeHus.
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6.2.15 NonyyeHue cnucka 3anucei KOHTPONA 3alnMdPpPoBaHHOrO TeKCTa

6.2.15.1 Onepauua cnucka ynpasneHusi 4OCTYNOM K LUNAIPOTEKCTY

Onepauus getCiphertextAccessControlListEntry gomkHa GbITb MCNONb30BaHa ANA U3BNEYEHUA 3aNuUCK
M3 CnucKa ynpasrieHust 4OCTYNOM B pe3yrnbrare 0OHOBNEHUs NONHOMOYWI 3TOr0 Cnucka B 3alimndpoBaHHOM
Tekcte u3 ERT u onpepensietca cneaylowmmM o6pasom:

getCiphertextAccessControlListEntry TRANSACTION ::= {
ARGUMENT GetCiphertextAccessControlListEntryAr
gument
RESULT SECURED
{AuthorityAccessControlListEntry}
CODE 9
}

Mone ARGUMENT umeet Tun GetCiphertextAccessControlListEntryArgument.

TpaHsakuusa BosBpawyaet aaHHble AuthorityAccessControlListEntry, noanucaHHble n/unu sawmdposaH-
Hble B COOTBETCTBUM C BO3MOXHOCTAMU ERT (cM. 6.2.18.1 ana onpeaenenua SECURED {}).

Mpu wmcpoBaHum Kniod o6LLEAOCTYNHOMO LWMGPOBAHUA — 3TO Kniod 06LeaA0CTYNHOO WMdPOBaHUA
perucTpupylowero opraHa, KoTopslit 3akasan ERT.

MpnMeyaHue — MaeHTUdUKaTOp permcTpUpyioLLero opraHa, kotopblii BBen ERT, MOXHO NONY4nTL C NOMOLLbIO
TpaH3akuyuu getEriData.

Onepauus getCiphertextAccessControlListEntry pabotaer B cnucke ynpasneHus gocTynom. JToT cnu-
COK KOHTPONA AOCTyna npeacraBnseT cobou CnMCcoK BCeX 3anucen ynpasneHua goctynom B ERT, kotopble
no6GaeneHbl unu 0OHOBNEHLI C NOMOLLLIO TpaH3akumu updateAccessControlList ¢ apryMeHTOM NOMHOMO4MI
Update. Kaxxgoii 3anucu B 3TOM CNUCKE, NMPU €e HanuuMu, 3aaeTca oTAEnNbHbLIN HOMEp Mexay 1 u konu4e-
CTBOM 3anucem B CIUCKE.

Cn1CoK KOHTPONS AO0CTYNA MOXET ObiTb NYCTLIM.

6.2.15.2 AprymMeHT TpaH3akumu BBOAA CNUcKa A0CTyNna K Lwudpyemomy tuny

Tun GetCiphertextAccessControlListEntryArgument onpeaeneH cneayiowmm obpasom:

GetCiphertextAccessControlListEntryArgument ::= SEQUENCE {
challenge Challenge,
number INTEGER (1..int4)
}

KOoMMNOHEHT Bbi30Ba — 3TO CAy4ailtHOe YnCcno, reHepupyemMoe cuntbisateneM ERI, kotopoe B KOHEYHOM
UTOre AOMKHO BbiTb BO3BPALLEHO B NOANMCAHHON YacTU pe3ynbrara, Ans Toro 4tobbl noka3arb, YTO BO3Bpa-
LUEHHBLIN pe3ynbraT ABNSAETCA PE3ynsTaToM 3T0r0 BbI30BA, @ HE PENNULUPOBAHHOIO COOBOLLEHMS.

KomnoHeHT number yka3biBaeT HOMep 3anucu, Kotopas Oyaer usBnevyeHa us Cnncka ynpasneHus ao-
CTYMNOM, Ha KOTOPOM paboTaer TpaH3akuus.

6.2.15.3 lNpaBa ans 4OCTynNa K KOHTPOSbHOMY CMUCKY 3anucu

Tunbl AuthorityAccessControlListEntry u AccessControlListEntry onpeaenetbl cnegyiowmm o6pasom:

AuthorityAccessControlListEntry =
AccessControlListEntry (WITH COMPONENT {...,
holderEntry ABSENT} )

AccessControlListEntry  ::= SEQUENCE {
number INTEGER (0..int4), outOf
INTEGER (0..int4),
authorityEntry
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AccessControlEntry OPTIONAL,
holderEntry

AccessControlEntry OPTIONAL
}

Ons Tuna AccessControlListEntry oTrcyTcTByeT 3anuch o Bnagensue TC.

KoMnoHeHT number gomkeH ykasbiBaTb HOMEP HAaNAEHHON 3anUCu B CNUCKE ynpaBsieHus A0CTYNOM, B
KOTOpoM paboTaer TpaH3akuus. Ecnn aToT cnncok nycr, ero 3HavyeHue pasHo 0.

Koraa 3Ha4eHue KOMNOHEHTa Yucna B apryMeHTe TpaH3akumm Gbino MeHee unu paBHO KOMNUYECTBY 3a-
nuCen B CMNCKe yrnpasreHus AOCTYNOM, Ha KOTOPOM paboTaer TpaH3akuusi, 3Ha4eHMe KOMIMOHEHTa uucna
ZAOMKHO ObITb TAKUM XKe, Kak U 3Ha4YeHWe KOMMNOHEHTa Yucna B aprymeHTe, TO eCTb 3anucb, yka3aHHas B apry-
MeHTe, OyaeT BOCCTAHOBINEHA.

Ecnu 3HayeHne 4yncrnoBoro KOMMOHEHTA B apryMeHTe TpaH3akuuu bonee, YeM KONMM4eCTBO 3anucei B
HenycToOM CMUCKe ynpaBfieHns AOCTYNOM, Ha KOTOPOM paboTaer TpaH3akuusl, 3Ha4€HWe YUCIIOBOro KOMIO-
HEeHTa AOMKHO BbITb PaBHO KONUYECTBY 3anuceii B Cnucke, T. €. OyaeT BOCCTAHOBIEHA NOCNEAHSIS1 3anUCh B
crnucke.

KomnoHeHT outOf gomkeH cogepxaTb KONIMYECTBO 3anucei B CNUCKE KOHTPONA AO0CTyna, B KOTOPOM
paboTaeT TpaH3akyus.

KomnoHeHT authorityEntry, npu ero Hanuuuu, ykasbiBaeT 3arnucb B CNUCKE ynpassieHUs 40CTYNOM, Me-
IOLLEM 3HAYEHMEe KOMMNOHEHTAa uncna.

Bnacte Entry fomkHa npucyTCTBOBaThL TONBLKO TOrAA, KOrAa 3anucb B CUCKE yNPaBneHna 4OCTYNOM, Ha
KOTOpOW paboTaeT TpaH3akLus, ABMAETCSA 3anucbio, 106aBnsiemMoi unu 06HOBNSIEMO NOCPEACTBOM TPaH3aK-
uun updateAccessControlList ¢ aprymenTom authorityUpdate.

KomMmnoHeHT holderEntry, npu ero Hanu4yuu, ykasbiBaeT 3anucb B CNMCKE ynpaBneHun 4oCTynom, umeto-
LLeM 3Ha4YeHUe KOMMOHEHTa Yncna.

KomnoHeHT holderEntry gomkeH npucyTCTBOBATL TONbLKO TOrAA, KOrAa 3anucb B CNKUCKE ynpasneHus
[OCTYNOM, Ha KOTOpPOM paBoTaeT TpaH3aKuusa, ABMSETCA 3anucblo, Ao6aBnaemon unu o6HOBNAEMON nocpea-
cTBOM TpaH3akuun updateAccessControlList c aprymeHtom ownerUpdate.

6.2.16 MNMonyyeHue cnucka KOHTPONA AOCTYNa B OTKPLITOM AOoCTyne

6.2.16.1 Onepauusa BBOAA CNUCKA AOCTYNA K OTKPLITOMY KOHTEKCTY

Onepauusa getCleartextAccessControlListEntry aomkHa ucnonb3oBartbca Bnagensuem ERT unu ot ee
UMEHM AN NONYYEHMUs 3annCKU OTKPbLITOrO TEKCTA U3 CMNCKA yrnpasneHus A0CTynom, cogepxawieroca B ERT.
Onepauus getCleartextAccessControlListEntry onpeaeneHa cneayowmm 06pasoM:

getCleartextAccessControlListEntry TRANSACTION ::={
ARGUMENT GetCleartextAccessControlListEntryArgument
RESULT CLEAR-SECURED {AccessControlListEntry}
ERRORS {GetCleartextAccessControlListEntryErrors}
CODE 10
}

Mone ARGUMENT umeer tun GetCleartextAccessControlListEntryResult.

Ecnn TpaHsakuusi BbINonHeHa ycnewHo, ERT Bo3Bpawaer 3HadeHue CLEAR-SECURED
{AccessControlListEntry}. B npotuBHOM criyyae Bo3BpaLlaeTcsi oauH u3 kogos owmbok us GetCleartextAccess-
ControlListEntryErrors.

3Hayenne CLEAR-SECURED {AccessControlListEntry} coaepxut aaHHble AccessControlListEntry,
noAnuUCaHHbIE UNU HENOANUCAHHLIE, B COOTBETCTBUM C BO3MOXHOCTAIMU ERT (cm. 6.2.18.1 ana onpeaenexus
CLEAR-SECURED {}).

TpaH3akuua paboTaeT co CMCKOM BCEX 3anucen ynpasneHust 4oCTynoM, cogepxaiumxca B ERT. ERT
NPUCBANBAET KaXKAO0M 3aNUCU B 3TOM CNIUCKE, NMPU €€ HaNUuuK, OTAeNbHOE YnCno oT 1 A0 konnyecTsa 3anucen
B 3TOM CMUCKE.

6.2.16.2 CueHapuii TpaH3akuMmu BBOAA CNMCKa AOCTYNA Af1A OTKPbLITOro TekcTa

dyHkuma GetCleartextAccessControlListEntryArgument onpeaenena cneaytowmm o6pasom:
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GetCleartextAccessControlListEntryArgument ::= SEQUENCE {
credentials ErtHolderCreden
tials,
challenge Challenge,
number INTEGER
(1..int4)
}

KOMMOHEHT y4eTHbIX AaHHBIX JOIMKEH cofepxartb y4yeTHble aaHHble (Vehicleld u PIN) aepxartens ERT.

KOMNOHEHT BbI30Ba — 9TO Cly4anHoe Yncno, reHepupyemoe cumtoieatenemMm ERI, kotopoe B KOHEYHOM
UTOre AOMKHO ObiTh BO3BPALLEHO B NOAMUCAHHON YacCTU pe3ynbrara, Ans Toro 4tobbl Nokasarb, YTo BO3Bpa-
LLIEHHbIV pe3ynsTaTt ABMAETCA pe3ynsratoM 3TOro Bbi30Ba, @ HE pennuuUUMpPOBaHHOMO COOOLLEHUS.

KoMnoHeHT number ykasbiBaeT HOMEp 3anucu, KoTopasi 6yaeT usBneyeHa U3 Cnucka ynpasneHus ao-
CTYNOM, Ha KOTOPOM paboTaeT TpaH3akuus.

6.2.16.3 OwmBKM TpaH3akLuy BXOA4A B CMIUCOK OYUCTKM OTKPbITOTO TEKCTa

Habop 3HaueHuin GetCleartextAccessControlListEntryErrors onpeaeneH cnegytowmm o6pasom:

GetCleartextAccessControlListEntryErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalHolderAccess | otherError

}

Tun GetCleartextAccessControlListEntryErrors umeet tun ErrorCode u aomkeH npuHMMaTb O4HO U3
NePEYNCIIEHHbIX 3HAYEHUA.

6.2.17 NonyyeHne BO3MOXHOCTU ERT

6.2.17.1 Onepayus nonyvyeHusa sosamoxxHocren ERT

TpaHnsakumus getErtCapabilities gomkHa ncnonb3osarbLca ans nonyyeHusi BO3MoxxHocten ERT u onpeae-

nAeTCA cregyrowmm o6pasom:

getErtCapabilities TRANSACTION ::={
ARGUMENT NULL
RESULT ErtCapabilities
CODE 15
}

Mone aprymeHnTa umeet tun NULL.

Mone RESULT umeer tun ErtCapabilities, kak onpeaeneHo Huxe.
6.2.17.2 Pesynbrar TpaH3akuum nomny4eHusi BO3MoxHocten ERT
Tun ErtCapabilities onpeaenen cneayiowmm o6pa3om:

ErtCapabilities ::= SEQUENCE
{
supportedTransactions SEQUENCE OF INTEGER,
hashingAlgorithms SEQUENCE OF HashingAlgorithm
OPTIONAL,
signingAlgorithms SEQUENCE OF PublicKeyAlgorithm
OPTIONAL,
SEQUENCE OF PublicKeyAlgorithm
signatureVerificationAlgorithms OPTIONAL,
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SEQUENCE OF SecretKeyAlgorithm

secretKeyEncryptionAlgorithms OPTIONAL,
SEQUENCE OF PublicKeyAlgorithm
publicKeyEncryptionAlgorithms OPTIONAL,
SEQUENCE OF PublicKeyAlgorithm
publicKeyDecryptionAlgorithms OPTIONAL,
maxBitsPublicKeys INTEGER (0..int4),
maxOctetsPin INTEGER (0..int4),
maxOctetsSetArgument INTEGER (0..int4),
maxNumberSetArguments INTEGER (1..int4),
maxNumberComArguments INTEGER (1..int4),
maxSizeAccessControlList INTEGER (0..int4),
maxNumberAuthorities INTEGER (0..int4),
INTEGER (0..int4),

maxNumberAddServProviders
ErtSecurityFlags,
ertSecuritylndicationSupport

maxinteger INTEGER (1..int4),
maxStringSize INTEGER (1..int4),
}

MpuMedyaHune — HeobXxoaMMOCTb yKkasbiBaTb, OTKMIOHEHO NN PErUCTPaLMOHHOE areHTCTBO ANS WNPOBaHMA U
ayTeHTUdmKaLmm, oTcyTeTBYeT. MOXHO BbI3BaTh TpaH3akuuio nonyyeHus ERI-gaHHbIX U nocMmoTpeTb Ha pesynirat. Peru-
CTPUPYIOLLIMIA OpraH MOXET Takke onpeenuTb 3To, NPOBEPUB apryMeHT nocnefHei onepayun no BBOAY B KCNyaTauuio,
UCMonb3ysa TpaH3aKLUmMio Nepeaayn faHHbIX 3alunmdpoBaHHOro BBOAA.

KomnoHeHT supportedTransactions yka3biBaeT noaaepxupaemble TpaH3akuuu, MAEHTUMULUPOBAHHBIE
3Ha4YeHMeM Nons Koaa TpaH3aKLUuK.

KomnoHeHT hashingAlgorithms, npu ero Hanuuum, ykasbliBaeT nogaepXXmBaembie anropuTMbl XeLIMpo-
BaHMUS.

KomnoHeHT hashingAlgorithms aomkeH npucytcrBoBarth, ecnu ERT uMeeT BO3MOXHOCTU ayTeHTUduka-
LuKM Unm noanucu. B NnpoTUBHOM CnyyYae OH OTCYTCTBYET.

KomnoHeHT signingAlgorithms, npu ero HanuumMu, ykaseiBaeT Noaaep>XMBaeMblie anropuTMbl OTKPLITOrO
KroYa Ansa nognucaHus.

KomnoHeHT signingAlgorithms aomkeH npucyTcTBoBaTb Npu Hanuuun y ERT Bo3MOxHOCTM nognucu. B
NPOTUBHOM CIly4ae OH OTCYTCTBYET.

KomnoHeHT signatureVerificationAlgorithms, npu ero Hanuuum, ykasbiBaeT noaaemKUBaeMble anropuT-
Mbl OTKPbITbIX KIOYEN ANA NPOBEPKU NOAMUCH.

KomnoHeHT signatureVerificationAlgorithms aomken npucytcreoBatb, ecnm ERT umeer BO3MOXHOCTH
NPoBEpPKM Nognucu. B NpOTUBHOM Cny4Yae OH OTCYTCTBYET.

KomnoHeHT secretKeyEncryptionAlgorithms, npu ero Hanuuuu, ykasbiBaeT NOAAEPXKUBAEMbIE anNrOPUT-
Mbl CEKPETHBIX KIMIOYEN.

KomnoHeHT secretKeyEncryptionAlgorithms gomkeH npucytcreoBatb, ecnu ERT umeer BO3MOXHOCTH
wupposanma. B npoTMBHOM Criyyae OH OTCYTCTBYET.

KomnoHeHT publicKeyEncryptionAlgorithms, npu ero Hanuuuu, ykasbiBaeT noaaemkuBaemble anropuT-
Mbl OTKPBITOTO KMtoya Ans WwndppoBaHusi.

KomnoHeHT publicKeyEncryptionAlgorithms gomkeH npucyrcrsoBaTb, ecnu ERT UMeeT BO3MOXHOCTU
LwmnpposaHua. B npoTMBHOM Criy4ae OH OTCYTCTBYET.

KomnoHeHT publickeyDecryptionAlgorithms, npu ero Hanuuum, ykasbiBaeT NnoagaepXMBaeMble anropuT-
Mbl OTKPbLITOrO Krtoya Ans AelumdpoBaHus.
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KomnoHeHT publicKeyDecryptionAlgorithms gomkeH npucytctsoBartb, ecnv ERT nmMeeT BO3MOXHOCTU
AewmdpoBaHua. B npoTUBHOM cryyae OH OTCYTCTBYET.

KomnoHeHT maxBitsPublicKeys yka3sbiBaeT MakcumanoHoOe KOnmyecTBo OMTOB, KOTOPOE MOXET UCMOIMb-
30BaTbCA ANA OTKPLITOrO UMW 3aKPbLITOrO Knio4a.

Ecnu anropuTMbl OTKPBITBIX KMOYEH HE NOAAEPXKUBAIOTCA, 3HaYeHne KomnoHeHTa maxBitsPublicKeys
paBHO HyIIO.

KomnoHeHT maxOctetsPin yka3biBaeT MakcumManbHOE KONIMYECTBO CUMBOIIOB, KOTOPOE MOXET UCMOSb-
3oBarbca ana PIN-koaa.

Ecnu PIN-koabl He noaaepkMBaloTCs, 3Ha4eHne komnoHeHTa maxOctetsPin paBHO Hynto.

KomnoHeHT maxOctetsSetArgument ykasblBaeT MakCUManbHOe KONMMYECTBO OKTETOB, KOTOpbIE MOryT
MCNOnNb30BaThbCA ANg apryMeHTa TpaH3akuumn aaHHbix ERI.

KomnoHeHT maxNumberSetArguments yka3biBaeT MakCUMarbHOE KONMYECTBO apryMEHTOB 3aJaHHOWM
TpaH3akumm gaHHbix ERI, koTopble MOryT ObiTb cOxpaHeHbl B ERT.

KomnoHeHT maxNumberComArguments yka3biBaeT MakCUManbHOE KONMMYECTBO apryMeHTOB TpaH3ak-
UMM BBOAA B dKCNMyaTauuto, KOTOpble MOTyT ObiTb COXpaHeHbl B ERT.

KomnoHeHT maxSizeAccessControlList onpegenser makcumanbHOE KONMMYECTBO 3anuCEn B CNUCKe
ynpasneHusa gocrynom B ERT.

KomnoneHT maxNumberAuthorities ykasbiBaer MakcumanbHOe KONUYeCTBO 3anucen Ans nofiHOMOoYUm
B CrMCKe ynpasneHus ocTynoM B ERT. 310 uncno gomkHO 6biTb MEHEE UMW PABHO 3HAYEHMIO KOMMOHEHTA
maxSizeAccessControlList.

KomnoHeHT maxNumberAddServProviders ykasbiBaeT MakCUManbHOe KONMYeCTBO 3anucen Ana Aonorn-
HWUTENbHbLIX NOCTABLUMKOB YCAYT B CNUCKE ynpasneHusa aoctynom B ERT. 310 uncno AomkHO GbiTb MEHEE MIn
paBHO 3HAYEHUI0 KOMNOHEHTa maxSizeAccessControlList.

Cymma 3HadeHuii maxNumberAuthorities n komnoneHtoB maxNumberAddServProviders moxeT ObiTb
Gonee yeM 3HayeHne KomMnoHeHTa maxSizeAccessControlList.

KomnoHeHT ertSecuritylndicationSupport ykaseiBaeT nogaepxxy Bo3MoxHocTeln 6esonacHoctu ERT u
nmeet Tun ErtSecurityFlags. But «1» ykasbiBaert, 4To noaaep)xMBaeTcsl COOTBETCTBYIOLLAS BO3MOXHOCTb, OUT
«0» — He nogaepXxuBaetcs.

MpnMeyaHue — Takol xe TUN Ucnonb3yeTcs ANs KOMNoHeHTa ertSecurityStatus B Tune CleartextEriData, Ho ¢
JOPYTM 3HaYeHWeM, NpUKPENTIEHHbIM K GuTam.

KomnoHeHT maxInteger 3apgaet makcuMmanbHOe 3Ha4YeHue Lenoro Yucna, Kotopoe Moxert obpabarbiBatb
ERT.

KomnoHeHT maxStringSize yka3sbiBaeT MakCUManbHOE KONMYECTBO OKTETOB, KOTOPbIE MOTYT UCNOMbL30-
BaTbCA ANA CTpoku B aton ERT.

6.2.18 OOwune onpeneneHusn

6.2.18.1 laHHble C OTMETKOW U 3awmTon ERT

a) 3aluLUeHHble JaHHble

MapamerpuposanHblil TN SECURED pomken ucnonbsosatbca ERT ana 3awmrtbl AaHHBLIX B COOTBET-
CTBUM C €r0 BO3MOXXHOCTSIMW U ONpPEAENseTcs crneayiowmm obpasom:

SECURED {ToBeSecured}
::= CHOICE {
ENCRYPTED {ERT-AUTHENTICATED {TAGGED
authenticatedAndEncrypte {ToBeSecured}}},
d
authenticated ERT-AUTHENTICATED {TAGGED
{ToBeSecured}},
encrypted ENCRYPTED {TAGGED {ToBeSecured}},
cleartext TAGGED {ToBeSecured}
}

[na Bcex anbrepHaTMB napaMeTpupoBaHHbiin TN TAGGED pobasnser yHukanbHblii HOMep ERT u, B
crnyyae npuMeHeHus, BbI30B U NOPSAKOBLIN HOMEpP (CM. onpeaeneHue napametrpuposaHHoro Tuna TAGGED
HWXE).
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AyTeHTuduumnpoBaHHas ansrepHaTusa AndEncrypted gomkHa ucrnonb3osarscs, ecnu ERT BeeaeHa B
3KCNNyaTaumio U UMEeT Kak BKIOYeHHOoe LunpoBaHue, Tak U BO3SMOXHOCTU NOANUCH.

AyTeHTuduuMpoBaHHas anstepHatuea AndEncrypted, npu ee HanM4nK, AOMKHA coAepPXKarTb TermMpoBaH-
Hble gaHHble TAGGED {ToBeSecured}, npowealwme nposepky NOANUMHHOCTU U BNOCNEACTBUM 3aLLMPpoBaH-
Hble ERT.

AyTeHTMMUMPOBaHHAA anbTepHaTUBa AOMKHA UCNonbL3oBarbes, ecnu ERT BBoAUTCA B aKkCnnyartaumio
1 UMEET BO3SMOXXHOCTb MOAMUCU, HO HE LLMEPPOBAHUSA.

AyTEeHTMUMLUMPOBaAHHAA anbkTepHaTUBa, NpU €e Hanmuuuu, J0SMKHa CoAepKaTb TEerMPOBAHHbIE AAHHbLIE
TAGGED {ToBeSecured}, ayteHTuduumpoBaHHble ERT.

3awmcpoBaHHan ansTepHaTMBa AOMMKHA UCMONb30BaThLCH, ecnu ERT BBOAMTCA B 3KCnnyatauuio u ume-
€T BO3MOXHOCTU LWMAIPOBAHUS, HO HE NOANUCH.

3awmdpoBaHHas ansTepHaTuea, Npu ee HanMyuu, J0sHKHa CoaepKaTb TerMpoBaHHble AaHHble TAGGED
{ToBeSecured}, sawmdppoaHHbie ERT.

AnstepHaTtuBa cleartext gormkHa ucnone3oBartbcsl, ecnu ERT He BBeAeHa B akcnnyarauuio, He UMeeT
BO3MOXHOCTM BKITIOYEHUS LUIMPPOBAHUS U HE NOAAEPHMBAET BO3MOXXHOCTM MOAMUCHK.

AneTepHaTMBa OTKPLITOrO TEKCTa, MPU €€ Hanuyuuu, COAEpXUT MOoMeveHHble AaHHble TAGGED
{ToBeSecured}.

Knioyv 06Lwero wudposaHns, NCNonb3yembli Ans LM poBaHUs, AOIDKEH ObITb KIMIOYOM, MAEHTUDULUUPO-
BaHHbIM B KOMMOHeHTe onBehalfOf B apryMmeHTe Bbi3biBa€MOW TPaH3aKLUUK, UK, ECAU HE AOCTYNEH, KIOHYOM
06LLUe0CTYNHOrO WMAPOBAHUS PETMCTPUPYIOLLIErO OpraHa, KoTopbli 3akasan ERT.

Kniow yacTtHoi noanucu, Mcnonb3yemMblin Ans ayreHtucbukauum, AormkeH ObiTb ykaszaH B nocnegHen
TpaH3akuMu BBOAA B KCMMyaTaLuio.

6) YncTble 3alMLLEHHbIE AAHHbIE

MapamerpuposaHHbivi TN CLEAR-SECURED pormkeH ucnonb3oBatbcsl ERT aAnsa 3awurbl AaHHBIX OT-
KPbITOrO TEKCTA B COOTBETCTBUM CO CBOMMM BO3MOXKHOCTAIMU U ONpEeAEenseTca cneayiowmm o6pa3om:

CLEAR-SECURED {ToBeSecured} ::= SECURED {ToBeSecured} (WITH
COMPONENTS

{authenticatedAndEncrypted ABSENT, encrypted ABSENT} )

B) MapkupoBaHHble AaHHbIe

MapametpupoBaHHbIi TN TAGGED gomkeH ncnonb3oBarbcs ana gobasnenus Homepa ERT u gaHHbIX
KOHKPETHOW TpaH3aKUMK K pe3ynbTaTy TPaH3aKkuMmu YTeHUs 40 TOro, Kak 3TOT pesynbrar Oyaer nognucaH unu
3awmdpoBsaH, ecrnu gonyctumo. MapamerpuposaHHbiii Tun TAGGED onpeaenen cneayiowmm o6pasom:

TAGGED {ToBeTagged} ::= SEQUENCE {
ertNumber ErtNumber,
challenge Challenge
OPTIONAL,
sequenceNumber INTEGER (1..int4)
OPTIONAL,
tobeTagged ToBeTagged
}

KomMnoHeHT ertNumber JOmkeH cogepxaTtb yHUKanbHbii Homep ERT.

KOMMOHEHT BbI30BA, NPU €r0 HanW4uK, AOMMKEH COAepXaTb 3HaUeHWe napamMeTpa Bbi30Ba M3 aprymeHTa
BbI3bIBAEMOW TPaAH3aKLUM.

KoMMNOHEHT 3anpoca AOMKeH NPUCYTCTBOBaThL NMPU BbINONHEHUMM oboux ycnosui: ERT aktusuposana
BO3MOXHOCTU NOAMNUCK, M Npo6riema NnpMCcyTCTBOBaria B apryMeHTE Bbi30Ba TPAH3AKLMN.

KOMMNOHEHT BbI30Ba MOXET NPUCYTCTBOBATL, korga ERT He uMeer paspelleHHbIX BOSMOXHOCTEW NOA-
nucu, HO Npobnema NPUCYTCTBYET B apryMeHTe BbI30Ba TpPaH3aKLUMu.

KoMnoHeHT 3anpoca He JOMKEH NPUCYTCTBOBATL B CMy4ae ero OTCYTCTBMA B apryMEHTE BbI30Ba TpaH-
3aKunu.
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MpumevyaHune — KOMMNOHEHT 3anpoca rapaHTUpyeT, YTO NoAnUCaHHbIe JaHHble HE ABNAKTCA pennuuupoBaH-
HbIM COO6LI4€HI/IeM, a AeACTBUTENBHO pe3ynbratoM 3Toro KOHKpETHOro Bbi3oBa TpaH3akuyun.

KomnoHeHT sequenceNumber, npu ero Hanuuumn, AOIMKEH coaepKaTb NOPAAKOBLIA HOMEP TPaH3aKLUK
YTeHUs1. ATO YMCIO JOIDKHO HAYUHATLCA C 1 U AOMKHO ObITb YBENMMYEHO HA 1 NOCNe UCNONbL30BaHUA B pPesyrb-
Tare TpaH3akuuu.

Ecrnn Homep nocnenoBarenbHOCTU AOCTURAET CBOEM0 MakCUMasibHOTO 3HAaYEHUs, ero crneayioLlee 3Ha-
YyeHue paBHo 1.

KomnoHeHT sequenceNumber aorkeH NpucyTcTeBoBarh, koraa ERT akrusuposana BO3MOXHOCTH M-
poBaHwus1.

KomnoHeHT sequenceNumber MOXET NpUCYTCTBOBATb UMM HE NPUCYTCTBOBAaTL, koraa ERT He umeer
paspeLLeHHbIX BO3MOXHOCTEN WM POBaHUA.

MpuMmevyaHne — ITOT NOPSAKOBLIA HOMEp rapaHTUPYET, YTO ABa 3alnppoBaHHbIX coobleHust ERT He cosna-
[aloT, laxke eclin UCMOoMNb3yeTcs 0O4Ha U Ta Xe npobnema. 3To NpeaoTBpaLlaeT Npu 3awndpoBaHUK NOSBIEHUE «NCEBAO-
HUMOBY, T. €. COOBLLEHNIA, KOTOpble HenpeiHaMepeHHO naeHTUdULMPYIOT TC TONBKO NOTOMY, YTO COOBLLEHUS OUHAKOBHI.

6.2.18.2 Onpeaenexus ayreHtudpukayum ERT
a) Aytentucpukauusa ERT
MapamerpuposanHbiii TuNn ERT-AUTHENTICATED onpeaeneH cnegyowmm o6pa3som:

ERT-AUTHENTICATED {ToBeErtAuthenticated} ::= SEQUENCE {
ertSigned SIGNED {ToBeErtAuthenticated, PrivateSignatureKey},
publicVerificationKeyCertificate ErtCertificate

}

KommnoHeHT ertSigned coaepuT ayTeHTUOULMPOBAHHbIE AaHHbIE, T. €. AaHHbIE, NOANUCAHHLIE KITIOYOM
cekperHon nognucu ERT.

KomnoHeHT publicVerificationKeyCertificate aomken coapepxatb ceptudukar OTKPLITOrO Knova, BblaaH-
HbIA perncTpupytowmMm opraHom TC, ANS OTKPLITOrO Kro4a NpoOBEPKU, KOTOpbIA ByaeT ucnonb3oBaTbcs AN
npoeepku nognucein ERT.

MpumevyaHune — ITOT cepTUDUKAT OTKPLITOro KNtova JorxkeH 6bITk 3anmcaH B ERT kak yacTb TpaH3aKuuu Ko-
mMuceun ERT.

6) Ceptucukatr ERT
Tun ErtCertificate onpegenen cneagyowmm o6pasom:

ErtCertificate ::= SIGNED {ErtCertificationData, PrivateSignatureKey}

ErtCertificationData gomkeH umets coaepxumoe ceptuchmukata ERT.
ErtCertificationData nognucbiBaeTca ¢ Kro4OM YaCTHON NMOAMUCU PETUCTPUPYIOLLETO OpraHa.

MpuMmeyaHuns

1 He Tpebyetcs, 4Tobbl anropuTM XELLMPOBaHUSA U arnropuTM OTKPLITOro Knkoda nogaepxueanuce ERT. CepTudukat
ERT npepocTaBnsieTcs perncTpupylolLiMM opraHom B TpaHaakuuu komuccun ERT v BosBpalaetes ERT B TpaHaakuum
yTeHus. Ceptudnkar ERT He KOHTponupyeTcs u He uHTepnpetupyetcs ERT.

2 TeM He MeHee, TaK Kak yuTaTens ERI gomkeH MMeTb BOZMOXHOCTE MCMOMb30BaTL CePTUdUKaTLI, BblAaHHbIe pe-
FUCTPUPYIOLLMM OpraHoM, KakK anroputM XeLUMpoBaHWs, Tak U anropuTM € OTKPLITEIM KIHOHOM LOSMKHEI MOAAEPXKMBATLCS B
COOTBETCTBUM C HAaCTOALLWUM CTaHAapPTOM.

B) OaHHble cepTudukara ERT
Tun gaHHbix ErtCertificationData gomueH ncnonb3oBatbCsa Ana cepTudMunpyemblX aHHbIX U onpeae-
naeTca crneayowum obpasom:

ErtCertificationData
= SEQUENCE {
vehicleld Vehicleld,
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PublicVerificationKey,
publicVerificationKey
signatoryld Entityld,
date DATE
}

KomnoHeHT vehicleld coaepxut daiin vehiceld.

KomnoHneHT publicVerificationKey coaep>muT OTKpbIThIN KNOY NPOBEpKU AN npoBepku noanucen ERT.

Signatoryld coaepXmut naeHTudunKaTop perucTpUpyioLLEero opraHa, BolaBLuero ceptudpmkar.

KoMMoHEeHT aathl coaepdmT Aaty nognucaHus ceptudukara.

6.2.18.3 Onpeaenexua aytentudpukaunn BOE

a) MapameTtpuposanHbiii TN DATED ucnonb3yercs Ansa NPUKPensieHns 4aHHbIX OCTOBEPHOCTU U Onpe-
AenseTca crneayowmm o6pasom:

DATED {ToBeDated} ::= SEQUENCE {
date DATE,
validThru DATE OPTIONAL,
issuer Entityld,
toBeDated ToBeDated
}

KoMnoHeHT AaHHbIX AOMKEH coaepxartb AaTy, (PMKCMPYIOLLYIO N0ANUCL 3HaueHus napameTpa ToBeDated.

3HayeHue napamerpa ToBeDated craHoBUTCA AENCTBUTENBHBLIM B MOMEHT, YKA3aHHbIW B KOMMNOHEHTE
aatbl.

KomnoHeHT validThru, npyu ero Hanuuuu, ykasolBaeT Ty AaTy, A0 UCTEYEHUSI KOTOPOW AEeNCTBUTENbHA
noanuch Ans 3HadyeHus napamerpa ToBeDated.

Koraa koMnoHeHT validThru otcyTcTByert, 3HayeHue napametpa ToBeDated peiictByeTr B TeUYeHue He-
OrpaHMYEHHOro Nepuosa BPEMEHMU.

KomnoHeHT amuTeHTa uageHtuduumpyeT sHadeHne napamerpa ToBeDated, T. €. npoussogutena unu
pPerucTpupyoLLero opraHa, KoTopblili NogNucan STo 3HaYyeHue.

KomnoneHT toBeDated coaepxuT 3HadyeHne napamerpa ToBeDated.

©0) Mpoeepka nognuHHocTn BOE

MapamerpupoBanHbii Tun BOE-AUTHENTICATED ucnonb3yetca aAnsi ayTeHTUudUKauumM AaHHbLIX, Bbl-
[AaHHbIX PErMCTPUPYIOLLMM OPTraHOM, U OMPEAENAETCA CNeayoLmm 06pasom:

BOE-AUTHENTICATED {ToBeBoeAuthenticated} ::= SEQUENCE {
signedParameter SIGNED {ToBeBoeAuthenticated, PrivateSignatureKeys},
certificates SEQUENCE SIZE(1..2) OF BoeCertificate

}

KomnoHeHT signedParameter gomkeH copepxartb 3HavyeHue napamerpa ToBeBoeAuthenticated, noa-
MUCAHHOrO C NOMOLLBIO KIHo4a YaCTHOWM NOANUCH PErUCTPUPYIOLLIEro opraHa.

KOMMOHEHT cepTUdmKaToOB AOMKEH COAEMKATb NOCNEA0BATENLHOCTL M3 OAHOTO UNu ABYX cepTtuduka-
TOB OTKPbITBIX KNtoden Tuna BoeCertificate, kak onpeaeneHo Huxe.

Korga KOMMNOHEHT cepTudUKaTOB COAEPKUT TONBLKO OAMH CepTU(UKAT OTKPLITOrO KNo4a, 3TOT cepTtudu-
KaT AOIMKEH BbigaBaTbCs LIEHTPOM CepTuduKaLmMm BEPXHEro YPOBHA ANS KIi0Ya OTKPLITON NOANUCH PErMCTPU-
pytoLLEero opraHa, AaHHbIe KOTOPOro AOMXKHbl ObITb ayTEHTUMULIMPOBAHbI.

Koraa KOMNOHEHT cepTuukaToB CoAepXUT ABa cepTUdMKaTa OTKPLITOrO KMo4a, NepBbIi U3 HUX BbiAa-
€TCHA LEHTPOM CepTUdMKaLIMK BEPXHETO YPOBHSA ANs Kntova o6LLei NoANMCHU NPOMEXKYTOYHOIO LiEHTpa cepTu-
doukaumm, KOTOpbIN noanucan BTopon ceptudukar. Bropon cepTuukaT BblgaeTcst NPOMEXYTOYHbIM LIEHTPOM
cepTuduKaumMm Ans OTKPLITOrO Krova NOANUCKH PErncTPUPYIOLLIEro opraHa, AaHHble KOTOPOro AOJDKHbI ObITh
ayTeHTUULMPOBAHbI.

CepTudomkaTel OTKPLITOrO KMto4a B NOCNef0BaTeNlbHOCTU A0MKHbI ObITh AeiCTBUTENBHLIMU HA AATY NoA-
nucaHua sHadeHusa napametpa ToBeBoeAuthenticated.
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B) Ceptucukar BOE
Tun BoeCertificate onpeagensietcsa cneayiowmm o6pasom:

BoeCertificate ::= SIGNED {BoeCertificationData, PrivateSignatureKey}

BoeCertificationData gomkeH cogepxatb BoeCertificationData.
BoeCertificationData nognucbiBaeTcsa LEHTPOM CepTUdUKALIM C UCTIONb30BAHMEM anNropUTMa XeLumpo-
BaHUA ¥ anropuTMa OTKPLITOro knioya, nogaepxvsaemoro ERT.

MpumevyaHus

1 ERT ponxHa npoBepuTb NOANUCHL PErMCTPUPYIOLWEro opraHa, MCnosb3yst OfAWH WKW HECKONBbKO cepTUdUKaToB
BOE.

2 CnuUcok NoaAepKMBaeMbIX anropuTMOB MOXHO NOSYYUTL, Bbi3BaB TpaHaakuuio get ERT.

r) daHHble ceptudpukauum BOE
Tun CertificationData onpeaenex cneayiowmm o6pasom:

BoeCertificationData

= SEQUENCE {
entityld Entityld,
entityRole EntityRole,
entityName Text OPTIONAL,
publicKey Key,
signatoryld Entityld,
signatoryName Text OPTIONAL,
signatoryRole EntityRole,
date DATE,
validThru DATE
}

KomMnoHeHT entitityld naeHTudmumnpyet ceptunUMpoBaHHbIii 06BLEKT.

KomnoHeHT entityRole onpeaenset ponb cepTuduULMpPoOBaHHOrO 00bekTa.

KoMnoHeHT entityName, npu €ro Hanu4uu, coaepkUT UMA CEPTUULMPOBAHHOTO OObEKTA Ha si3bIKE,
BbIOpaHHOM MOANUCKLIO cepTudmkara.

KomnoHeHT publicKey conepxut OTKPbITbIA K04 CepTUPULUPOBAHHOIO 0OBLEKTA.

KomnoHeHT signatoryld ngeHtudpuympyet nognucymka ceptudukara.

KomnoHeHT signatoryName, npu ero Hanuyuuu, OMKEH coAepXatb UMSA NOANUCABLUErO Ha BbIOpaHHOM
UM £3bIKE.

KomnoHeHT signatoryRole onpeaenser ponb noanucasLUero.

KoMnoHeHT gartbl cogep>xuTt aarty noanucaHusa ceptudukara.

3nemeHT validThru ykassiBaert Ty aaTy, 40 UCTEYEHUSA KOTOPON AECTBUTENEH CepTMduKar.

a) Ponu obbekTa

Tun EntityRole onpegensiet ponb CyLHOCTU U ONpeAenseTca cneayowmm o6pasom:

EntityRole::= ENUMERATED {
topLevelCertificationAuthority (0),
intermediateCertificationAuthority (1),
manufacturer (2), registrationAuthority (3),
authority (4), serviceProvider (5), eriHolder (6) 3

Tun EntityRole MOXeT npuHMMaTb OAHO U3 OMNpeaerneHHbIX 3HaYEHUIA.
6.2.18.4 MoanucaHue U noanucu
a) Moanuce
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MapamerpupoBanHbii TN SIGNED gomkeH ucnonb3oBaTtbCA AN MOAMUCU AAHHLIX U ONpeaenseTca
cneayowmm o6pasom:

SIGNED {ToBeSigned, PrivateSignatureKey} ::= SEQUENCE {

toBeSigned ToBeSigned,
hashingAlgorithm HashingAlgorithm DEFAULT sha1,
signatureAlgorithm PublicKeyAlgorithm

DEFAULT ellipticCurve,  signature SIGNATURE

{ToBeSigned, HashingAlgorithm,
PublicKeyAlgorithm, PrivateSignatureKey}

!

KomnoneHT toBeSigned agomken coaepxark 3HayeHune napametrpa SIGNED ToBeSigned.

MapameTtp PrivateSignatureKey nomkeH cogepxarb 3Ha4Y€HME KIiova YaCTHOM NOANUCHU, UCMONb3yemo-
ro 4ns nognucu komnoHeHTa toBeSigned.

KomnoHeHT hashingAlgorithm, npu ero Hanuuuu, JOMKEH yKasbiBaTb anropuTM XeLMpPoBaHUA, UCMOSb-
3yeMmblil A4NA BbIYMCNEHUA Xell-koaa no napameTpy ToBeSigned. B npoTMBHOM crny4ae 3Ha4eHueM no ymorn-
YaHuto aensetca shat.

KomMmnoHeHT signatureAlgorithm, ecrnu oH NpUCYTCTBYET, AOJDKEH YKA3blBaTb anNropuTM OTKPLITOrO KItoya,
UCNonb3yeMblil 4Na noanMcu xeLl-koaa no napamerpy ToBeSigned, B NpOTUBHOM Criydae 3Ha4YeHue no ymor-
YaHUIO — BNNUMTUYECKOE.

KoMnoHeHT noanucu JomKeH coaepaTb NOANUCH ANa 3Ha4YeHUs napametpa ToBeSigned ¢ ucnonb3o-
BaHuemM anroputmos hashingAlgorithm u signatureAlgorithm [cMm. nepeuncnenune 6) 6.2.18.4].

6) Mpoeepka noanucu

MapametpuposanHbiin TN SIGNATURE onpegeneH cneaylowmm o6pasom:

SIGNATURE {ToBeSigned, HashingAlgorithm, SignatureAlgorithm,
PrivateSignatureKey} = BIT STRING (CONSTRAINED BY
{HashingAlgorithm, — and -- SignatureAlgorithm, - with --

PrivateSignatureKey, — applied to - ToBeSigned} )

3HaueHue SIGNATURE — at0 BIT STRING, koTopas aBnserca pesynsratom AByX3TanHoro npouecca.
Bo-nepBbiX, XELL-KOA, BbIYMCIISAETCA C MOMOLLBIO anropuTMa XeLMpoBaHUs MO 3aKOAMPOBAHHOMY 3HAYEHUIO
napamertpa ToBeSigned. 3atem 3T10T xeLl-K0A 3aLMPPOBLIBAETCA C NOMOLLLIO anropuTmMa NOANUCHU C OTKPbI-
ThIM KIMIOYOM, MCMONb3ysl 3Ha4YeHne napametpa PrivateSignatureKey B kauecTse knioya 4aCTHON NOANMUCH.

B) NapameTtp BbI30Ba

Tun 3agauu onpegeneH cneaylowmm o6pasom:

Challenge ::= INTEGER (1..int4)

6.2.18.5 O6Lwwme onpeaeneHus wngpoBaHna
a) LudpposaHne ERT
MapamerpupoBanHbiii Tun ENCRYPTED onpeaenen cneayiowum o6pa3som:

ENCRYPTED {ToBeErtEncrypted} = SEQUENCE {

enciphermentKeyld Keyld,

publicKeyEncryptionAlgorithm PublicKeyAlgorithm DEFAULT ellipticCurve,
secretKeyEncryptionAlgorithm SecretKeyAlgorithm DEFAULT aes,

encryptedKey KEY-ENCRYPTION {SecretTransactionKey, PublicKeyAlgorithm,
PublicEnciphermentKey}, ciphertext CIPHER-TEXT {ToBeErtEncrypted, SecretKeyAlgorithm,
SecretTransactionKey}

}
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KomnoHneHT enciphermentKeyld naeHtuduumpyert kniod 0611ea0CTYNHOTO WnpoBaHUS, UCNOMNb3yeMbIit
AnA wudpoBaHUA CEKPETHOTO KNioYa TpaH3akuuu. Ero 3HayeHne A0MmKHO UCMONb30BaTLCA ANS OnpeaeneHus
COOTBETCTBYIOLLIETO YaCTHOTO Kniova gewmncdpoBaHusl.

Ecnu wmdposaHue BbINONHAETCA ¢ noMoulbio ERT ¢ BKMIOYEHHbIMU BO3MOXHOCTAMU LWUMPOBAHUS U
OTCYTCTBYET OTKPbITbIW KIoY WmMppoBaHuna, Kitod Id 4omKeH NpUHUMAaTb NPOU3BOSIbHOE 3HAYEeHHe.

MpumMevyaHue —B o6biuHbIX yenosusax ERT HUKoraa He AomkHa Ucnonb3oBaTh cnydaiiHoe sHadeHue ans keyld.
OpHaKko, ecnu Kitod He OCTYNeH, cnyYaiHoe 3HaueHue 3aTpyAHSET ANA HeneranbHOro YuTaTens BO3MOXHOCTb 3aMETUTD,
4YTO KNKOY He JOCTYNeEH.

KomnoHneHT publicKeyEncryptionAlgorithm, npu ero Hanuuuu, AOMKeH naeHTUNMUUPOBATL anNropUTM
OTKPbITOrO KNio4a, UCNOoMNb3yeMbli AN WngpoBaHus Criy4aiHo BbIOPAHHOTO CEKPETHOrO kntoya aAns wmdpo-
BaHuA AaHHbIX ToBeEncrypted. B npoTUBHOM Cryyae 3Ha4eHMEM NO YMOSYaHUIO ABNSETCA anropuTM annun-
TUYECKOW KPUBOMW.

KomnoHeHT secretKeyEncryptionAlgorithm, npu ero Hanuuuu, OMMKeH MAeHTUMPULUMPOBaTL anropuTM
CEeKPETHOro Krioya, Ucnonb3yemblii Ansa wudposaHusa AaHHbIX ToBeEncrypted. B npotusHOM cnyyae 3Haue-
HUEM NO YMOSYaHUIO fiBNAeTca anroputMm AES.

KomnoHeHT encryptedKey coaep>uT CEKPETHbIN Cry4anHblii KItoY TpaH3akumm, 3awmpoBaHHbIi C Mo-
MOLLbIO OBLLEAOCTYNHOrO KNiova WndpoBaHus.

MpuMevyaHune — B KpUTUHECKU BaxHbIX cuTyaumsax ERT MoXeT salumndgpoBaTh 3TOT CEKPETHLIN KITtoY TpaH3ak-
LMK Ao Toro, Kak ByAeT Bei3aBaHa TpaH3aKumMaA, AN KOTOPOi OHa HeobxoanMma.

KOMMOHEHT 3awwmdpoBaHHOrO TEKCTa CoAepXUT pesyneTar LndposaHua napamerpa ToBeEncrypted
CEKPETHBLIM KITO4OM TpaH3aKLuuu.

MpumevyaHue — Mo coobpaxeHNAM NpoU3BOAUTENBHOCTU AaHHble ERI| 3awmndpoBbIBaloTc CUMMETPUYHBIM
KIO4OM TOMBKO OAMH pas, KOTOpPbIA 3allndpoBaH ¢ NOMOLLbIO aCUMMETPUYHOIO OTKPLITOrO KMtoda LM POoBaHHUS.

0) LUncbposaHme ¢ OTKPLITbIM KIOYOM
MapamerpupoanHbin Tun KEY-ENCRYPTION onpeaeneH cneayowmm o6pasom:

KEY-ENCRYPTION {KeyToBeEncrypted, PublicKeyAlgorithm, PublicEnciphermentKey} ::=
BIT STRING ( CONSTRAINED BY {

PublicKeyAlgorithm, — with -- PublicEnciphermentKey, - applied to -- KeyToBeEncrypted -- or random bit
string with same length if no public key is available --} )

3nauveHne BIT STRING sBnsetca pesynbraTtoM LUMPOBAHUS OTKPLITOrO Krova 3HaYeHus napame-
Tpa ToBeEncrypted ¢ ucnonb3oaHnem anroputMa OTKPbLITOrO Kroya, UAEHTUULMPOBAHHOIO napameTpoM
PublicKeyAlgorithm, n 3HaueHnsa napametpa PublicEnciphermentKey B kayecTBe OTKPbLITOrO Kro4a Lumdpo-
BaHUS.

Ecnu wmdposanne BbinonHaeTca ERT ¢ BKIMOYEHHBIMU BO3MOXHOCTAMU LUMPPOBAHUA U OTKPLIThIM
knoyom wmdposaHus, BIT STRING npuHumMaeT cnyvyanHoe sHavyeHue Takom Xe ASUHBbI.

B) LLInchpoBaHmne CekpeTHOro kniova

MapamerpupoanHbiin Tun CIPHER-TEXT onpeaenen cneayowmm o6pasom:

CIPHER-TEXT {ToBeEncrypted, SecretKeyAlgorithm, SecretKey} ::=
BIT STRING ( CONSTRAINED BY {

SecretKeyAlgorithm, -- with — SecretKey, -- applied to -- ToBeEncrypted -- or random bit string with same
length if no public key is available --} )

3HaveHune BIT STRING aBnsaerca pedynstatoM LLMpoBaHus 3HaveHus napametrpa ToBeEncrypted ¢
MCNonb30BaHNEM anropuTMa CEKPETHOrO Knya, naeHtuduymnposaHHoro napametpom SecretKeyAlgorithm,
3Ha4yeHus napameTpa SecretKey B ka4ecTBe (CUMMETPUYHOIO) KIOMa CEKPETHOTO LUMPPOBAHUA.

Ecnu wmdposaHue BbinonHaercs ERT ¢ BKMOYEHHBIMWU BO3MOXHOCTSAAMU LLUMAPPOBAHMA U OTKPbLITBIM
knoyom wndpposaHus, BIT STRING npuHMMaeT cnyvyanHoe 3HavyeHue Takow Xe AfUHBbI.

6.2.18.6 Opyrue oGwwme onpeaenexus

a) YpocroeepeHusa snagensua ERT
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Tun ErtHolderCredentials onpeaeneH cneaytowmm obpasom:

ErtHolderCredentials =

SEQUENCE {
vehicleld Vehicleld,
pin PIN
}

KomnoHeHT vehicleld coaepxuT Vehicleld TC.

KoHTakt komnoHeHTa cogepxuT PIN-kog anga gepxartensa ERT.

©) Kpunrtorpacuyeckme anroputmbl

1) XewmpoBaHue anroputmos

Habop noaaepxuBaembix anropuTMOB XELUMPOBAHUS ONpeaEneH cneaylowum odpasom:

HashingAlgorithm ::= ENUMERATED {
shat,

-}

B HacTosee Bpems noaaepKUBaETCs TONbKO anroputM 6esonacHoro wndpposanusa 1 (cm. [7]).

MpumedaHue — OnpegeneHne NPeLoCTaBseTCA TONLKO ANA NoAAePXKKN OyAyLLMX pacLUMpeHUit HacTosLLero
cTaHgapTa.

2) ANropuTMbl OTKPbLITOrO Kno4va
Habop nogaepxuBaeMbix anropuTMOB OTKPbITbIX KIMKOYEl onpeaeneH cneayowmm obpasom:

PublicKeyAlgorithm =
ENUMERATED {
ellipticCurve,

)

B HacToAwee Bpema noaaepxnuBaeTcs TONbKO anropuTM aNNUMNTUYECKON KPUBOW (CM. [8] u [9]).

MpumMmedaHue — OnpefeneHune NpefocTaBnseTcs TONLKO AN NoaAepxku GyayLmux pacluMpeHUil HacTosLLEro
cTaHgapra.

3) ANropuTMbl CEKPETHOTO Krova
Habop nogaepxuBaembix anropuTMOB CEKPETHLIX KIMKOYEN ONpeaeneH cneayowmm o6pasom:

SecretKeyAlgorithm = ENUMERATED {
aes,

-}

B HacToqwee Bpema nogaepxusaetca Toneko anroputm AES (cm. [10]).

MpumMmedaHue — OnpefeneHne NpefocTaBnseTcs TONLKO AN NoAAepx)KM ByayLMX pacluMpeHUit HacTosLLEro
cTaHgapra.

B) Kntouu n knoveBble nAeHTUPUKaTophbI
PasnuyHble TUNbI KMOYeER onpeaeneHsl cneayowpmm o6pasoM:

SecretTransactionKey = Key
PublicEnciphermentKey = Key
PrivateDeciphermentKey = Key
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PrivateSignatureKey = Key
PublicVerificationKey = Key

Key = BIT STRING

PIN 2= NumericString (SIZE(4))
Keyld = INTEGER (0..65535)

Tun Keyld umeet tun integer n 4ormkeH Ucnonb3oBaTbCcs Ana uaeHtudukaumum knoda. OH MOXET Npu-
HUMaTb noboe 3HaveHue ot 0 1o 65535.

r) Homep ERT

Tun ErtNumber onpeaeneH crneaylowmm o6pasom:

ErtNumber = INTEGER —|

a) Tekct
Tun Text ucnonb3yerca Ang TEKCTOBOrO ONUCaHUA Ha SA3biKe, BLIGpaHHOM Nonb3oBarernem, u onpeaens-
ercs cneayowmm o6pa3som:

[ Text = UTF8String (SIZE (1..256)) |

6.2.18.7 Int4
3HaueHue int4 onpegeneHo cneayowmM 06pa3om:

| int4 INTEGER ::= 4204967295 |

a) Koabl ownbok ERI
Tun EriErrorCodes onpegeneH cnegytowmm obpasom:

[ ErrorCode ::= ENUMERATED { ]
illegalArgument, illegalVehicleld,
illegalCertificate, illegalSignature,
illegalEntity, illegalHolderAccess,
illegalDate, notCustomized,
notCommissioned, noEntry,

resourceLimitExceeded,
-- encipherment support errors

noEnciphermentCapability, noDeciphermentCapability,
secretKeyEncryptionAlgorithmNotSupported,
publicKeyEncryptionAlgorithmNotSupported,
-- authentication support errors
noSigningCapability, noSignatureVerificationCapability,
hashingAlgorithmNotSupported,
signingAlgorithmNotSupported,

otherError,

-}

Tun EriErrorCode MOXET NPUHUMAaTb OAHO U3 CREAYIOLLUX 3HAYEHUIA:
- HE3aKOHHbIN apryMeHT — eCnu apryMeHT UMEET HE3aKOHHYIO CTPYKTYPY WU HE3AKOHHYIO LIEHHOCTb;
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- illegalVehicleld — ecnu VIN, npu ero Hanuuumu, He COOTBETCTBYET HOPMATUBHOMY JOKYMEHTY, npuee-
AeHHowmy B [1], unm vehicleld He cogepxuT TpebyeMoro 3HayeHus;

- HE3aKOHHbIN cepTuuKaT — €Cnu OAMH UM HECKOMbKO CePTUIUKATOB ABMAIOTCA HE3AKOHHLIMU UMK
He coaepXar NpaBUNbHbIX 3HAYEHUN;

- HEe3aKOHHasi NoANUCb — eCNu NOANUCHL HEBEPHA;

- illEntity — ecnu ponb entityld unu entity HeBepHa;

- illegalHolderAccess — ecnu yuyeTHble gaHHble aepxartens ERT HeBepHble;

- HEe3aKOHHas Aata — ecnu aara Obina HenpaBuIbHOW, HANPUMEp: ykasaHa He B TeYEHUE Cpoka Aeu-
cTBuA ceptudukara(oB) unu He No3agHee, YeM B NPeAbIAYLLUX AaHHbIX ayTeHTUdMKaumu;

- notCustomized — ecnu ERT eLle He HacTpoeHa (M ewye He cogepxut naentudukarop TC);

- notCommissioned — ecnu ERT HacTpoeHa, HO HE BBEAEHA B 3KCnayaTaumio;

- noEntry — ecnu 3anucb OTCYTCTBYET NPYU HaNUuuu maeHTudukaTopa, Hanpumep OTCYTCTBYET 3anUChb
C onpejeneHHbIM UAEeHTMAUKATOPOM 3anucy;

- resourceLimitExceeded — ecnu ERT He MOXET XpaHWUTb AaHHbIE B apryMeHTe TpaH3akuum, Tak Kak
pa3mep AaHHbIX NPEBLILLAET €r0 eMKOCTb;

- noEnciphermentCapability — ecnu ans TpaH3akumu TpebyloTca BO3MOXHOCTH wMdpoBaHus, a ERT
HEe MMEeeT BO3MOXHOCTU LUM(PPOBAHUS;

- noDeciphermentCapability — ecnu ana TpaHsakuuu TpebyloTca BO3MOXHOCTH AelumcdpoBaHus, a ERT
HEe UMEET AaHHbIX BO3MOXHOCTEN;

- secretKeyEncryptionAlgorithmNotSupported — ecnu TpaH3akuusa ykasbiBaeT anroputm LumdposaHus
CEKPETHOrO KIio4ya, KOTopbii He noaaepxmsaerca ERT,

- publicKeyEncryptionAlgorithmNotSupported — ecnu TpaH3akuua ykasblBaeT anropuTM OTKPLITOrO
Knova ana wudposanus/aeumdpoBaHus, KOTOpbIN He noaaepxusaeTcs ERT;

- noSigningCapability — ecnu ans TpaH3akuyumn TpebyioTcs BO3MOXXHOCTU NOANUCH, B TO BpeMa kak ERT
He MMeeT pas3peLleHHON BO3MOXHOCTU NOANUCH;

- noSignatureVerificationCapability — ecnu ans TpaH3akummu TpebyioTca BO3MOXXHOCTU NPOBEPKU NOA-
nucu, B TO BpeMs kak ERT He umeeT BO3MOXXHOCTU NPOBEPKM NOAMNUCH;

- hashingAlgorithmNotSupported — ecnu TpaH3akuus yka3biBaeT anroputm XeLLMpOBaHUS, KOTOPbIN He
nogaepxuveaerca ERT;

- signedAlgorithmNotSupported — ecnu TpaH3akuMa ykasbiBaeT anroputm OTKPLITOrO Knya Ansa noa-
nNUCcKu UM NPOBEPKU NOANUCU, KOTOPLIN He noaaepxmeaerca ERT;

- OtherError — ecnu owmnbka npousowna B0 BpeMsa NONbITKA TPaH3aKUUK.

6.3 UnTepdhencbl ERT

6.3.1 O6wue Tpe6oBaHuA k uHTepdeincy ERT

HaHHble ERI, paHHble 6esonacHocT ERI n Homep ERT MoryT GbiTb AOCTYMNHLI TONIBKO B TOM BUAe, B
KakoM yKasaHbl B HacTOsILLEM CTaHaapTe.

Bnok gaHHbIX NPOTOKOMNa MPUKNAAHOrO YpPOBHS, nognexawmi oomeHy ¢ ERT, gormkeH ObiTb Gnokom
AaHHbIX npoTokona ERI tuna EriPdu, 1. e. Tuna EriRequestPdu unu tuna EriResponsePdu.

EanHuua gaHHbix npotokona ERI gomkHa KoanpoBaTbCA B COOTBETCTBMU C KAHOHUYECKMM BApPUAHTOM
kognposaHusa (CANONICAL-PER) ALIGNED.

MpOTOKOMbI HUXKHETO YPOBHS AOMKHbI COOTBETCTBOBATb NPOTOKOIAM MEXAYHAPOAHbIX CTAHAAPTOB.

MpumMmedaHue — Mpu HeoBXoAUMOCTH GOK JaHHbLIX NpoTokona ER| MoXeT GbiTb CErMeHTMpPOBaH W NOBTOPHO
cobpaH.

6.3.2 NHTepdeiic

Korga nHtepdeic mexay ERT n 60pTOBbIM MU BHELUHUM CYMTbIBaTENEM/cHnThIBaTENeM ERI gomken
COOTBETCTBOBATh:

- ERT, geiictytoulen kak PICC (GeCkoHTaKkTHas MHTerpanbHas nnara) tuna A unu B;

- BCTPOEHHOMY cyuTbiBaTenio/cunTbiBatento ERI, gencreyowemy kak PCD (ycTporicTBO ¢ 6ECKOHTaKT-
HbIM COeaMHeHneM, nogaepkupatolee oba tuna, A u B).

Bnok aaHHbix npotokona ERI gomkeH ObITb HAaNpPsAMYIO NnepegaH ¢ ucnonb3oadmem nonst INF ogHoro
UK HECKONbKKX |-BrokoB.

MpumedaHue — CrnegoBaTentHo, Grok gaHHbIX npoTokona ERI He ynakoBbIBaeTcs B MHDOPMALIMOHHLIE eau-
HWLBI npoTokona (em. [11]).
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CermeHTaums 1 nosTopHan cbopka 6roka AaHHbIX NPoTokona ERI AOmKHbI BLINOAHATLCA, €Cnun Tpeby-
eTca, C Uenbio.

CTONKHOBEHUA MeXay GOPTOBLIM CUMTLIBATENEM WITM 3aNUCbIBAIOLLUM YCTPOWCTBOM W BHELHUM (Kap-
MaHHbIM) CHMTbIBaTENEM UMK NUCaTenem cneayet usberarb.

MpuMevaHune — [Na KapMaHHOTO CUATLIBATENSA UMK 3aMUCHIBAIOLLErO YCTPOICTBA 3TO MOXET GbITb BLINOMHEHO,
ecnu gpyroe 6optoBoe o6opygosaHue ERI oTkniovaeTcsa npu BeIKIIOYEHHOM ABuratene w/unu korga TC He npuBoauTCS
B ABUXEHMe.

6.3.3 BnvxHun paguountepdeic

6.3.3.1 O6uwue TpeboBaHua k BvkHEMY paauycy paguouHtTepdenca

Bo3ayLwHbli nHTepdenc OnmkHero AencTena A0mKeH 0OMeHnBaTbcsa 6nokamu AaHHbix npotokona ERI,
cooTeeTcTeylowmMu 6.3.1.

BcTpoeHHOe KOMMYHUKALMOHHOE YCTPOWCTBO, obecneunBaiowlee goctyn k EPT ¢ Manoi aanbHOCTbIO,
AOMKHO obecneunBarb nepeaadvy O6nokoB AaHHbIX NpoTokona ERI, nony4eHHbIX OT OAHOPaHIoBOM CeTu (Co-
TOoBOW ceTn), B ERT n obpartHo.

6.3.3.2 Mcnonb3oBaHue NpoToKona ypoBHs npunoxeHus DSRC

a) Obwme nonoXxxeHus

Ecnun npotokon yposHsa npunoxeHnss DSRC ucnonbsyerca ana tpaHsakuuin ERI, To npumensetcs, kak
yKa3aHo B 9TOM pasjaene.

MpnmeyaHune — 310 aenaeT uHTepdeitic ERI DSRC coBMecTUMBIM ¢ ApyrumMyU uHTepdeiicammu NpunoxeHnin
DSRC, npueegeHHbiMu B [12].

6) Ncnonb3oBaHue cnyxoObl uHUYmanusayun DSRC

Ecnu DSRC-cBs13b JomKHA UCMONb30BaTLCA ANA TpaHsakuuii ERI, ycnyra uHnynanusagum gomkHa npu-
MEHATLCA cneaywmum oopasom:

- nubo komnoHeHT mandApplications, nubo komnoHeHT nonmandApplications ana T-PDU
initializationrequest (Tabnuua obcnyxwveaHua Beacon, BST) gomkeH coaepxatb KOMNOHEHT npunoxexus ERI;

- KOMMOHeHT npunoxenun T-PDU ¢ nHuynanusauuen-otsetom (Vehicle Service Table, VST) aomkeH
coAepxartb KOMMOHEHT npunoxeHus ERI.

3Ha4yeHune KOMMOHeHTa NnpunoxxeHuss ERI B 3anpoce nHnumanusaumm unu uHMLManu3auMu-0TBeTa AOMK-
HO ObITb CNeayLWUM:

- BCMOMOraTesbHbIi KOMMNOHEHT AOMKEH UMETb 3HAYEHUe «uaeHTuduKaumus asTomaTudeckoro TCy;

- 9neMeHT eid MOXeT ObITb ONMYLUEH U, NPU €70 HaNM4MK, AO0IMKEH ObiTb NPOUTHOPUPOBAH NPUNOXKEHUEM
ERI;

- KOMMNOHEHT napameTpoB MOXET ObITb ONYLLEH W, NPU €70 HaNMMYuM, AOIMKEH ObITb NPOUTHOPUPOBAH 3a-
LLUMLLEHHBIMW DYHKLMAMU CBA3W C UCMOSIb30BaHWEM aCUMMETPUYHBIX METOAOB, ONPeAENeHHbIX B HACTOALLEM
cTaHgapre.

MpnuMmedaHus

1 OBo3Ha4yeHne NpUNOXEHNS Kak obssaTenbHOe UnKU HeobszaTenbHOE U €ro NonoXeHUe B CUCKE NPUNOXEHUN
BbIXOAAT 3@ paMKu HacTosiLLero ctaHgapTa. OHU BAWAIOT TONBKO Ha NPUOPUTET Npunoxehusi ERI no oTHoWweHUIo kK apyrum
NPUNOXeHNAM, ykazaHHeIM B BST.

2 OpfHaKo KOMMOHEHT eid U KOMNOHEHT NapaMeTPOB MOTYT UCMONL30BATLCS ASA APYTUX NMPUAOKEHUNA, OTANYHBLIX OT
ERI, AVI.

B) cnonb3oBaHnue 3anpoca DSRC-aeicTeua

3anpoc TpaH3akuuu ERI oTnpasnaeTtca us cunteiBatens/aanucu ERI Ha BCTpoeHHbIn moayne DSRC B
KayecTBe 3anpoca creaylowmm o6pasom:

- 3HayeHue KOMMOHeHTa pexuma AomkHo ObiTb TRUE (Tak kak Bce TpaH3akuuu ERI noaTeepaeHbl);

- 3HayeHue KoMnoHeHTa eid AomkHO GbiTk O;

- 3HayeHue KoMnoHeHTa actionType AomkHO GbITh eriTransaction;

- KOMMOHeHT accessCredentials He JomkeH NPUCYTCTBOBATD;

- 3HayeHune KOMNoHeHTa accessParameter nepepaetcs kak nonyyeHHoe B ERT 3HayeHue eriRequestPdu;

- KOMIMOHEHT iid He JOmKeH NPUCYTCTBOBATD.

MpumeyaHune — 3anpoc-aencTeue uMeeT TUN Action-Request, KoTophlil onpegeneH cneayowmM obpasom:
Action-Request::=SEQUENCE{
mode BOOLEAN,
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eid Dsrc-EID,

action Type ActionType,

accessCredentials OCTET STRING (SIZE (0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc-EID OPTIONAL

}

(end of note)

r) icnonb3oBaHue otBeTHOro aevicteus DSRC

Otser TpaH3akuuu ERI, nonyyeHHbiti o1 ERT, oTnpaensietca BCTpoeHHbIM 6nokom DSRC BO BHeLLHMI
cuntbiBatens ERI cneayiowmm obpasom:

- 3HaYeHue KOMMNOHeHTa eid AOMKHO ObiTh 0;

- KOMNOHEHT iid He JOIPKEeH NPUCYTCTBOBATb;

- 3Ha4YeHMe KOMMNOHEHTa responseParameter, npu ero Hanu4uu, AOMKHO ObITb 3HaYeHueM
eriResponsePdu, nony4yeHHbiM OT ERT;

- KOMIOHEHT ret MOXXET He UCMOMb30BaTbCA, OAHAKO B Crly4ae ero UCNosb30BaHUSA OH UTHOPUPYETCH,
ecnu npeacrasneH eriResponsePdu.

MpumeuyaHne — [leiictBne-otBeT fomkHo BbiTb TUNa Action-Response, koTopoe onpegeneHo cnegylowmm
o6pa3om:

Action-Response :: = SEQUENCE {

BanonHute BIT STRING (PASMEP (1)),

eid Dsrc-EID,

iid Dsrc-EID AOMONMHUTENBHO,

answerParameter Container JOMNOJIHUTESNBHO,

ret ReturnStatus JOMONMHUTESIBHO

}

Ecnu yctpoiicteo DSRC He cnocobHo nepeaatsb eriRequestPdu B ERT, B npuaopoxxHblii 6nok Bo3spa-
LaeTcAa OTBET, cogepkawmii komnoHeHT ret Tuna ReturnStatus.

MpuMevyaHune — MexaHusmsl, ucnonesyemole Ans nepegayn EriRequestPdu ¢ yctpoitictea DSRC Ha ycTpoik-
cTBO ERI, BbIXOAAT 3@ paMku HacToswero ctangapra. [peanonaraercs, 4to nossutca obuwjas 6oprosas nnatdopma unu
CeTb, KOTOPble MOTYT OblTb UCNOMbL30BaHbl C 3TO Lenblo. TeM BpeMeHeM u3roToBuTenb ycTpoiictea DSRC, BO3MOXHO,
OyaeT Mcnonb3oBaTh pasnnyHble cpeacTsa ANs NofKodeHns cBoero yctpoiictBa DSRC Kk BCTpOEHHOMY cHMTbIBaTENHO/
3anucbiBaroLLeMy yeTpolcTay 6rioka ERI.

) BHeapeHue nonoxenun ERI B onpeaeneHue ypoBHA npuknagHoro yposHss DSRC

Mudopmauyua o mogyne ASN.1 npuseaeHa B A.2 npunoxxenus A.

6.3.4 Uutepdeic yoaneHHoro gocryna

ABOHeHTCKMI uHTephenc bnuxHero AenCTBUA A0MKEH UMETbL BO3MOXKHOCTb 0OMeHa GrniokaMmu NnpoToKo-
na aaHHbix ERI B cootBeTcTBUM € 6.3.1.

BcrpoeHHoe yCTpOWCTBO CBAI3M, obecneumnBaioLlee yaaneHHolin goctyn k ERT, JomkHO npeaocTasnaTh
BO3MOXKHOCTb Nnepeaauun 6nokoB AaHHbIX npotokona ERI, nony4eHHbIX OT 0HOPAHIOBOM CETU (COTOBOW CETH),
8 ERT u o6partHo.
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2018.

MpunoxeHue A
(o6sa3arenbHoOe)

Moaynu ASN.1

A.1 O630p

37O npurnoxeHue cogepxuT cnegyowne mogynu ASN.1:

MoZAyIb TpaH3aKUuu,;

YMeHbLUEHHbIA MoAYrb, ANA TOro YTobbl NoKasaTb, kKakum 06pa3oM ero MOXHO UCTMONMbL30BaTh.

MHdopmauuoHHbii Mogynb TC ElectronicRegistrationldentificationVehicleDataModule npuseaer B MHCT 343-

A.2 Moaynum
MpuMeyvyaHune — ITOT pasgen MOXHO B Lenom npeobpa3oBaTb B NPOCTON TEKCT M 3aTeM CKOMNUAWPOBATL, NO-

3TOMY OH He COAepPXXUT 3arojloBKOB U 3aroNoBKOB AONONHUTENBHBIX npeanoXeHUi.

A.2.1 Moaynb onepauui
ElectronicRegistrationldentificationTransactionsModule

{iso (1) standard (0) is024534 (24534) TpaH3akuuu (2) sepcus (0)}
OMPEAEJNIEHNA ABTOMATUYECKUE TEIMA :: = HAYATb

- Onepauuu ¢ anNeKTpOHHOW peructpayunein ngeHTudukaunoHHblx gaHHblx (ERI)
- OKCIOPT Bce;

UMIMOPT
RegistrationAuthority, Vehicleld, AdditionalEriData, Entityld

FROM ElectronicRegistrationldentificationVehicleDataModule;

EriPdu ::= CHOICE {

requestPdu EriRequestPdu,
reponsePdu EriResponsePdu
}
EriRequestPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
argument TRANSACTION.&ArgumentType
( {EriTransactions} {@.transactCode}) OPTIONAL
}
EriResponsePdu ::= CHOICE {
resultPdu EriResultPdu,
errorPdu EriErrorPdu
}
EriResultPdu ::= SEQUENCE {
transactCode TRANSACTION. &transactionCode ( {EriTransactions}),
result TRANSACTION.&ResultType ( {EriTransactions}
} {@.transactCode})
EriErrorPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
error TRANSACTION.&ErrorCodes ( {EriTransactions}
} {@.transactCode})
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A.2.2 Onepauuun

TRANSACTION ::= CLASS {

&ArgumentType ,
&ResultType ,
&ErrorCodes ErrorCode OPTIONAL,
&transactionCode INTEGER UNIQUE
}
WITH SYNTAX {
ARGUMENT &ArgumentType
RESULT &ResultType
[ERRORS &ErrorCodes]
CODE &transactionCode
}
EriTransactions TRANSACTION ::={
getEriData |
getAuthenticatedEriData |
setEriData | getCiphertextHistoricEriData | getCleartextHistoricEriData |

getPublicCertificateVerificationKeyld | getPublicEnciphermentKeyErt |
commissionErt | withdrawCommissioning |
getCiphertextHistoricComData | getCleartextHistoricComData |

updateAccessControlList | getCiphertextAccessControlListEntry
getCleartextAccessControlListEntry | getErtCapabilities
}

A.2.3 MonyuuTb AaHHble ERI

getEriData TRANSACTION ::={

ARGUMENT GetEriDataArgument
RESULT GetEriDataResult
ERRORS {notCustomized}
CODE 1
}

GetEriDataArgument ::= SEQUENCE {
onBehalfOf Entityld OPTIONAL,
challenge Challenge,
includeAdditionalData BOOLEAN
}

GetEriDataResult ::= SEQUENCE {
registrationAuthority RegistrationAuthority OPTIONAL,
eriResultData SECURED {CleartextEriData}
}
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A.2.4 AyTeHTUdbMKaums AaHHbIX ERI

getAuthenticatedEriData TRANSACTION ::= {
ARGUMENT
RESULT
ERRORS
CODE
}

GetAuthenticatedEriDataArgument
GetAuthenticatedEriDataResult
{notCustomized}

2

GetAuthenticatedEriDataArgument ::= SEQUENCE {

ertHolderCredentials
challenge
includeAdditionalData

}

GetAuthenticatedEriDataResult ::= SEQUENCE {
Entityld OPTIONAL,

registrationAuthority
authenticateResultData

}

ErtHolderCredentials,
Challenge,
BOOLEAN

CLEAR-SECURED {CleartextEriData}

A.2.5 laHHble ERI u cpnaru 6esonacHoctn ERT

CleartextEriData ::= SEQUENCE {
eriDataCOrld
ertSecurityStatus
}

EriDataOrld ::= CHOICE {
vehicleld
unsignedDatedEriData
datedAndSignedEriData
}

EriData ::= SEQUENCE {
id
additionalEriData

}

ErtSecurityFlags ::= BIT STRING {
flagsHaveBeenResetted (0),
lowSupplyVoltagelndication (2),

3), lowClockFrequencylindication (4),

(5), lowTemperaturelndication (6),
} (SIZE (0..16))
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EriDataOrld,
ErtSecurityFlags OPTIONAL

Vehicleld,

DATED {EriData},

SIGNED {DATED {EriData}, PrivateSignatureKey} -- BOE
signed

Vehicleld,
OCTET STRING (CONTAINING AdditionalEriData)
OPTIONAL

notCommissioned (1),
highSupplyVoltagelndication
highClockFrequencyIndication
highTemperaturelndication (7)

- bit 8 .. 15 reserved for future use
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A.2.6 YcTtaHOBKa gaHHbIX ERI

setEriData TRANSACTION ::={

ARGUMENT SetEriDataArgument
RESULT NULL
ERRORS {SetEriDataErrors}
CODE 3
}
SetEriDataArgument ::= CHOICE {
clearTextArgument ClearTextSetEriDataArgument,
encryptedArgument ENCRYPTED

{ClearTextSetEriDataArgument}

ClearTextSetEriDataArgument ::= CHOICE {

authenticatedEriData BOE-AUTHENTICATED {DATED
{EriData}},

notAuthenticatedEriData DATED {EriData}

}

SetEriDataErrors ErrorCode ::= {

ilegalArgument | illegalVehicleld |

illegalCertificate | illegalSignature |

illegalDate | notCommissioned |

resourceLimitExceeded | otherError

}

A.2.7 NonyyeHue uctopuueckux aaHHboix ERI

getCiphertextHistoricEriData TRANSACTION ::= {

ARGUMENT GetCiphertextHistoricEriDataArgument
RESULT SECURED {HistoricEriData}
ERRORS {notCustomized}
CODE 4
}

GetCiphertextHistoricEriDataArgument ::= SEQUENCE {

onBehalfOf Entityld OPTIONAL,

challenge Challenge,

number INTEGER (1..int4)
}

getCleartextHistoricEriData TRANSACTION ::= {

ARGUMENT GetCleartextHistoricEriDataArgument
RESULT CLEAR-SECURED {HistoricEriData}
ERRORS {notCustomized}
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CODE

GetCleartextHistoricEriDataArgument ::= SEQUENCE {

credentials
challenge

number

}

HistoricEriData ::= SEQUENCE {
number
outOf
historicRecord

}

ErtHolderCredentials,
Challenge,
INTEGER (1..int4)

INTEGER (1..int4),
INTEGER (1..int4),
ClearTextSetEriDataArgument

A.2.8 NMonyuyeHune o6LeaOCTYMHOTO Krtoya NpoBepKU

getPublicCertificateVerificationKeyld TRANSACTION ::={

ARGUMENT
RESULT
CODE

}

NULL
Keyld
6

getPublicEnciphermentKeyErt TRANSACTION ::={

ARGUMENT

RESULT
ERRORS
CODE

}

GetPublicEnciphermentKeyErrors ErrorCode ::= {

illegalArgument |
illegalCertificate |
illegalEntity |
otherError

A.2.9 BeeaeHue B akcnnyarauuio

commissionErt TRANSACTION ::={
ARGUMENT
RESULT
ERRORS
CODE
}
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BOE-AUTHENTICATED
{Vehicleld}

PublicEnciphermentKey
{GetPublicEnciphermentKeyErrors}
7

illegalVehicleld |
illegalSignature |

noDeciphermentCapability |
}

CommissionErtArgument
NULL

{CommissionErtErrors}
8



CommissionErtArgument ::= CHOICE {
authenticatedData

notAuthenticatedData
}

CommissioningData ::= SEQUENCE {
vehicleld
registrationAuthority
resetSecurityFlags
enciphermentKeyld
publicEnciphermentKeyAuthority
publicVerificationKeyCertificate
privateData

}
PrivateCommissioningData ::= SEQUENCE {
privateSignatureKeyErt

pin
}

CommissionErtErrors ErrorCode ::= {
illegalArgument |
illegalCertificate |
illegalEntity |
notCustomized |
noEnciphermentCapability |

MHCT 344—2018

BOE-AUTHENTICATED {DATED
{CommissioningData}},
DATED {CommissioningData}

Vehicleld,

Entityld,

BOOLEAN,

Keyld OPTIONAL,
PublicEnciphermentKey OPTIONAL,

ErtCertificate OPTIONAL,
ENCRYPTED {PrivateCommissioningData} OPTIONAL

PrivateSignatureKey
OPTIONAL,

PIN OPTIONAL

illegalVehicleld |
illegalSignature |
illegalDate |
resourceLimitExceeded |

secretKeyEncryptionAlgorithmNotSupported |

publicKeyEncryptionAlgorithmNotSupported |

noSigningCapability |
signingAlgorithmNotSupported |
otherError }

A.2.10 Beop B aKcnnyaTtauuto

withdrawCommissioning TRANSACTION ::= {

hashingAlgorithmNotSupported |

-- this transaction also removes all public encipherment keys

ARGUMENT
RESULT

ERRORS
CODE

}

withdrawCommissioningCode INTEGER ::= 9

WithdrawCommissioningArgument ::= CHOICE {

WithdrawCommissioningArgument
SECURED
{WithdrawCommissioningResultData}
{WithdrawCommissioningErrors}
withdrawCommissioningCode

authenticatedData BOE-AUTHENTICATED {Vehicleld}, notAuthenticatedData Vehicleld

}
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WithdrawCommissioningResultData ::= [APPLICATION withdrawCommissioningCode ] SEQUENCE {

withdrawn WithdrawCommissioningArgument, historicComData
HistoricComData
}
WithdrawCommissioningErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalEntity | illegalDate |
notCustomized | notCommissioned |
otherError }

A.2.11 NonyyeHue UCTOpPUYECKUX AAHHbIX BBOAA B dKCNnyaTauuio

getCiphertextHistoricComData TRANSACTION ::={

ARGUMENT GetCiphertextHistoricComDataArgument
RESULT SECURED {HistoricComData}
ERRORS {notCommissioned}
CODE 9
}
GetCiphertextHistoricComDataArgument ::= SEQUENCE {
onBehalfOf Entityld
OPTIONAL,
challenge Challenge,
number INTEGER (1..int4)
}
getCleartextHistoricComData TRANSACTION ::= {
ARGUMENT GetCleartextHistoricComDataArgument
RESULT CLEAR-SECURED {HistoricComData}
ERRORS {notCommissioned}
CODE 10
}
GetCleartextHistoricComDataArgument ::= SEQUENCE {
credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER (1..int4)
}
HistoricComData ::= SEQUENCE {
number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord CommissionErtArgument
}
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A.2.12 O6HOBNEHME CNUCKa YNpaBneHus JOCTYNOM

updateAccessControlList TRANSACTION ::= {

ARGUMENT UpdateAccessControlListArgument
RESULT NULL
ERRORS {UpdateAccessControlListErrors}
CODE 1

}

UpdateAccessControlListArgument ::= CHOICE {
authorityUpdate SIGNED {AccessControlListUpdate, PrivateSignatureKey},
holderUpdate HolderAccessControlListUpdate

}
HolderAccessControlListUpdate ::= SEQUENCE {
credentials ErtHolderCredentials,
entry  AccessControlListUpdate
}
AccessControlListUpdate ::= SEQUENCE {
mode ENUMERATED {deleteAllAndAdd (0), add (1), delete
2}
DEFAULT add,
entry AccessControlEntry OPTIONAL
}
AccessControlEntry ::= SEQUENCE {
id Entityld,
name Text OPTIONAL,
enciphermentKeyld Keyld OPTIONAL,
publicEnciphermentKeyReader PublicEnciphermentkey OPTIONAL
}
UpdateAccessControlListErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalSignature | illegalHolderAccess |
illegalDate | noEntry |
resourceLimitExceeded | noEnciphermentCapability |
otherError }

A.2.13 NonyyveHue cnucka ynpaBneHusa JOCTyNom

getCiphertextAccessControlListEntry TRANSACTION ::= {

ARGUMENT GetCiphertextAccessControlListEntryArgument
RESULT SECURED {AuthorityAccessControlListEntry}
CODE 12
}
GetCiphertextAccessControlListEntryArgument ::= SEQUENCE {
challenge Challenge,
number INTEGER (1..int4)
}
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getCleartextAccessControlListEntry TRANSACTION ::= {

ARGUMENT GetCleartextAccessControlListEntryArgument
RESULT CLEAR-SECURED {AccessControlListEntry}
ERRORS {GetCleartextAccessControlListEntryErrors}
CODE 13
}

GetCleartextAccessControlListEntryArgument ::= SEQUENCE {
credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER (1..int4)

}

AuthorityAccessControlListEntry ::= AccessControlListEntry (WITH COMPONENTS {..., holderEntry
ABSENT} ) AccessControlListEntry ::= SEQUENCE {

number INTEGER (0..int4),
outOf INTEGER (0..int4),
authorityEntry AccessControlEntry
OPTIONAL,
holderEntry AccessControlEntry
OPTIONAL

GetCleartextAccessControlListEntryErrors ErrorCode ::= {

illegalArgument | illegalVehicleld |
illegalHolderAccess | otherError

}

A.2.14 MNonyyeHue BoamoxHocTen ERT

getErtCapabilities TRANSACTION ::= {

ARGUMENT NULL
RESULT ErtCapabilities
CODE 15

}

ErtCapabilities ::= SEQUENCE {

64

supportedTransactions SEQUENCE OF INTEGER,

hashingAlgorithms SEQUENCE OF HashingAlgorithm OPTIONAL,
signingAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,
signatureVerificationAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,
secretKeyEncryptionAlgorithms SEQUENCE OF SecretKeyAlgorithm OPTIONAL,
publicKeyEncryptionAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,
publicKeyDecryptionAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,
maxBitsPublicKeys INTEGER (0..int4),

maxOctetsPin INTEGER (0..int4),

maxOctetsSetArgument INTEGER (0..int4),

maxNumberSetArguments INTEGER (1..int4),



maxNumberComArguments
maxSizeAccessControlList
maxNumberAuthorities
maxNumberAddServProviders
ertSecuritylndicationSupport
maxInteger

maxStringSize

}

INTEGER (1..int4),
INTEGER (0..int4),
INTEGER (0..int4),
INTEGER (0..int4),
ErtSecurityFlags,

INTEGER (1..int4),
INTEGER (1.. int4),

A.2.15 MapkupoBka u ayTeHTucpukauus ERT

SECURED {ToBeSecured} ::= CHOICE {
authenticatedAndEncrypted

ENCRYPTED {ERT-AUTHENTICATED {TAGGED
{ToBeSecured}}}, authenticated ERT-AUTHENTICATED {TAGGED {ToBeSecured}},

encrypted ENCRYPTED {TAGGED {ToBeSecured}},
cleartext TAGGED {ToBeSecured}
}

CLEAR-SECURED {ToBeSecured} ::= SECURED {ToBeSecured} (WITH COMPONENTS

{authenticatedAndEncrypted ABSENT, encrypted ABSENT} )

TAGGED {ToBeTagged} ::= SEQUENCE {
ertNumber
challenge
sequenceNumber

tobeTagged
}

ErtNumber,

Challenge OPTIONAL,
INTEGER (1..int4)
OPTIONAL,

ToBeTagged

ERT-AUTHENTICATED {ToBeErtAuthenticated} ::= SEQUENCE {

ertSigned SIGNED {ToBeErtAuthenticated, PrivateSignatureKey},

publicVerificationKeyCertificate ErtCertificate

}

ErtCertificate ::= SIGNED {ErtCertificationData, PrivateSignatureKey}

ErtCertificationData ::= SEQUENCE {
vehicleld
publicVerificationKey
signatoryld
date
}

Vehicleld,
PublicVerificationKey,
Entityld,

DATE

MHCT 344—2018
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A.2.16 Oatbl U ayTeHTUPUKauus BOE

DATED {ToBeDated} ::= SEQUENCE {
date DATE,

validThru DATE OPTIONAL, issuer Entityld,
toBeDated ToBeDated
}

BOE-AUTHENTICATED {ToBeBoeAuthenticated} ::= SEQUENCE {
signedParameter SIGNED {ToBeBoeAuthenticated, PrivateSignatureKey}, certificates SEQUENCE
SIZE(1..2) OF BoeCertificate

}

BoeCertificate ::= SIGNED {BoeCertificationData, PrivateSignatureKey}
BoeCertificationData ::= SEQUENCE {

entityld Entityld, entityRole EntityRole, entityName Text

OPTIONAL, publicKey Key,

signatoryld Entityld, signatoryName Text
OPTIONAL, signatoryRole EntityRole, date DATE,

validThru DATE

}

EntityRole::= ENUMERATED {
topLevelCertificationAuthority (0), intermediateCertificationAuthority (1),

manufacturer (2), registrationAuthority
@),

authority (4), serviceProvider (5),

eriHolder (6) }

A.2.17 Moanucanune
SIGNED {ToBeSigned, PrivateSignatureKey} ::= SEQUENCE {

toBeSigned ToBeSigned,

hashingAlgorithm HashingAlgorithm DEFAULT sha1,

signatureAlgorithm PublicKeyAlgorithm DEFAULT ellipticCurve,
signature SIGNATURE {ToBeSigned, HashingAlgorithm,

PublicKeyAlgorithm , PrivateSignatureKey}
}

SIGNATURE {ToBeSigned, HashingAlgorithm, SignatureAlgorithm, PrivateSignatureKey} ::=
BIT STRING (CONSTRAINED BY

{HashingAlgorithm, -- and -- SignatureAlgorithm, -- with -- PrivateSignatureKey, —- applied to -
ToBeSigned} )

Challenge ::= INTEGER (1..int4)

A.2.18 LLudpoBaHue
ENCRYPTED {ToBeErEncrypted} ::= SEQUENCE {
enciphermentKeyld Keyld,
publicKeyEncryptionAlgorithm PublicKeyAlgorithm DEFAULT ellipticCurve,
secretKeyEncryptionAlgorithm SecretKeyAlgorithm DEFAULT aes,
66



encryptedKey KEY-ENCRYPTION {SecretTransactionKey,

PublicKeyAlgorithm, PublicEnciphermentKey}, ciphertext CIPHER-TEXT
{ToBeErtEncrypted, SecretKeyAlgorithm, SecretTransactionKey}
}

KEY-ENCRYPTION {KeyToBeEncrypted, PublicKeyAlgorithm, PublicEnciphermentKey} ::=
BIT STRING ( CONSTRAINED BY {

PublicKeyAlgorithm, — with — PublicEnciphermentKey, -- applied to — KeyToBeEncrypted
- or random bit string with same length if no public key is available —} )

CIPHER-TEXT {ToBeEncrypted, SecretKeyAlgorithm, SecretKey} ::=
BIT STRING ( CONSTRAINED BY {
SecretKeyAlgorithm, — with — SecretKey, -- applied to -- ToBeEncrypted
-- or random bit string with same length if no public key is available --} )
A.2.19 Anroputmbl lWKMcppoBaHua
HashingAlgorithm ::= ENUMERATED {
sha1,
o}
PublicKeyAlgorithm ::= ENUMERATED {
ellipticCurve,

3

SecretkeyAlgorithm ::= ENUMERATED {
aes,
-}

A.2.20 YyeTHble AaHHbIe U KIIOYn

ErtHolderCredentials ::= SEQUENCE {
vehicleld Vehicleld,
pin PIN
}
SecretTransactionKey = Key
PublicEnciphermentKey = Key
PrivateDeciphermentKey =  Key
PrivateSignatureKey n= Key
PublicVerificationKey ::= Key
Key :=BIT STRING
PIN ::= NumericString (SIZE(4))
Keyld ::= INTEGER (0..65535)

A.2.21 NpenTtudpmukatop ERT
ErtNumber ::= INTEGER

A.2.22 Tekct
Text ::= UTF8String (SIZE (1..256))

—int4

int4 INTEGER ::= 4294967295

MHCT 344—2018
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A.2.23 Koabl owumn6ok

ErrorCode ::= ENUMERATED {

illegalArgument, illegalVehicleld,
illegalCertificate, illegalSignature,
illegalEntity, illegalHolderAccess,
illegalDate, notCustomized,
notCommissioned, noEntry,

resourceLimitExceeded,

— encipherment support errors
noEnciphermentCapability,
noDeciphermentCapability,
secretKeyEncryptionAlgorithmNotSupported,
publicKeyEncryptionAlgorithmNotSupported,

- authentication support errors
noSigningCapability,
noSignatureVerificationCapability,
hashingAlgorithmNotSupported,
signingAlgorithmNotSupported,

otherError,

-}
END
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MpunoxeHue b
(o6sa3aTenbHoe)

dopwma npotokonoB PICS

5.1 BBeaeHue

B HacTosAwWweM NpunoxeHun cogepxarcsa npodopmbl opmbl cooTBeTcTBUA NpoTokona (PICS), koTopble ByayT mc-
none3oBatbea ana ERT n cuntbiBaTenen u nucartenei ERI.

b.2 MNopaepxKa TpaH3aKuumn
HacToslee npunoxeHune npuMeHseTca kak kK ERT, Tak n k yutatenam wnu nucatensm ERI.

GetEriData

LononHutenbHas nogaepxka gaHHbIx Eri Ha/Her

Bpewms otBeta ERT gna naeHtudpukatopa TC, Mc

Bpewms otBeTa ERT gns 3anvcu gaHHblx ERi MakcumMansHOR gnvHel, MC

GetAuthenticatedEriData

[Nopgaepxusaer Ha/vet

[ononHutensHas nogaepxka gaHHbIX Eri Ha/Het
SetEriData

[NopgaepxuBaet Ha/net

LononHutensHas nogaepxka gaHHbIx Eri Ha/Het

GetCiphertextHistoricEriData

[NoaaepxuBaet Ha/Het

GetCleartextHistoricEriData

[MopgaepxusaeT Ha/Het

GetPublicCertificateVerificationKeyld

[Noppepxusaer Ha/net

GetPublicEnciphermentKeyErt

[Nopgaepxusaer Ha/net

CommissionErt

Yenyrn koHduaeHUMansHoCTH La/vet

Mopapepxka PIN-koga gepxatens ERT Ha/net

WithdrawCommission

[Nopgpepxusaer Ha/net
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GetCiphertextHistoricComData

Mopnepxusaet Da/net

GetCleartextHistoricComData

Moanepxusaet Da/net

UpdateAccessControlList

Moanepxusaet Dalnet
Moaaepkka BBOAA B AKCUITyaTaumio Ha/ner
HononnutensHasa nogaepxka asTopusauun nocTasLymka ycnyr Ha/ner

MpuMeyvaHue — ITa TpaH3aKUMA UMEET CMbICT TOMbLKO TOrAa, KOrAa NOAAEPXUBAETCA KOHPUAEHLIMANBHOCTD.

GetCiphertextAccessControlListEntry

Moanepxusaet Ha/net

GetCleartextAccessControlListEntry

Moaaepxusaer Oa/net

ErtCapabilities

MoanepxveaeT DNalvet

Bo3amoxHocTn GezonacHocTu
Yenyru 6e3onacHocTy
OTOT NyHKT pacnpocTpaHseTes Kak Ha ERT, Tak U Ha cuyuThIBaTEnei unu nucaxne ERI.

OnucaHue 3HaveHue(s)
Moanucanune noaaepxkun (ERT. yTeHne TpaHaakuuMit, CLEHapUCTLI: 3annch TpaH3aKLMiA) Ha/ver
Mopaepxka npoBepkn noanucy (ERT: TpaH3akLMK 3anucK, cHUTLIBATENN: YTEeHWe TpaH3aKLWii) Oa/Her
Mopaepxka wudpoBaHns (ERT. YTeHWe TpaH3aKUMiA, cUEeHapuCTbI: 3anuch TpaH3akuuii) Oa/ver
Moanepxka gelwndposannsa (ERT: TpaH3akumm 3anucy, cHMTLIBATENN: YTeHWe TpaH3aKLuit) Oa/Her

MopfepxuBaeMble anropuTMel XeLUMPOBaHWS (AN1A NogNUcaHums) —

I‘Ion,qepmmaaeMble anropuTMbl CEKPETHOrO KrtoYa —_

[NopgaepxuBaemMble anropuTMbl CEKPETHOIO Krtova —_

Mogaepxka MOHUTOPWHIa cOCTOsIHWS 6e3onacHoCTu
OTOT NYHKT OTHOCUTCSA Torbko K ERT.

OnucaHue 3HayeHune(s)
OBHapyXeHUe HU3KOro HanpskeHus Oa/Het
OB6HapyXeHUe BbICOKOro HanpsbKeHus Oa/Het
HuskovacTtoTHoe o6HapyxeHue YacToThl Oa/ner
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OnucaHne 3HaveHne(s)
OBHapyxeH1e BbLICOKOW YacToThl Na/net
OGHapyxeHue HU3KoW TemnepaTypsl HNa/net
O6HapyxeHue BbICOKOW TeMnepaTyphbl HNa/net

5.3 EMkocTb xpanunuwa ERT

3TOT NYHKT NPUMEHUM UCKNIOMUTENBHO K ERT.
b5.3.1 EMKocTb XpaHeHUa AaHHbiX ERI

MakcumManbHble 3HavyeHne

e
Onucahn Unn AuanasoH

MakcumanbHbIiA pasMep 3anucn gaHHeix ERI

Ob6veM namaTu ansa 3anucei aprymentos SetEriData (umcno)

B5.3.2 EMKOCTb XpaHEeHUA AaHHbIX KOMUCCUMN

MakcumanbHble 3HauyeHue
wnn guanasoH

OnucaHue

MakcuMarbHbIi opraH perucTpaymu

MakcumarnbHbIA Knod YacTHOW cekpeTHol noagnucn ERT

MakcumaneHbll yanuHutens PIN ERT

EmkocTb 3anuceit CommisionErt (umucno)

B.3.3 O6bem namaTH ANA KOHTpoNnA gocTtyna

MakcumManeHble 3HauyeHue

OnucaHue WU AuanasoH

MakcuMarbHble ASMHHbBIE KIHoYK 06I.Lle,D,OCTyI'IHOFO LIJI/IquOBaHVIH opraHoB Bflactun
M AONONHUTENbHbBIX MOCTaBLLIMKOB yCIryr

MakcuMarnbHoe KonmyecTBo NOSTHOMOYMA, KOTOpbI€ MOTyT 6bITb paspelleHbl

MakcuMarnbsHoe KOTMYECTBO AOMOMHUTENbBHBIX MOCTABLYMKOB YCIYr, KOTOpLIE MOMYT GbITh
paspeLleHsbl

b5.3.4 OOwWwme 3HavYeHus

MakcumansHble 3HavyeHne

Oon
ncaHve unyn guanasoH

Liensie yucna (MUHUMansHoe N MakcuMarksHoe)

CTpoku (MakcumanbsHbIA pasmep)
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MpunoxeHue B
(cnpaBouHoe)

3KCI1.I1yaTaL|MOHHbIe cueHapuu

B.1 CueHapuii HacTpPOKM U BBOAA B IKCNnyarauuio

B.1.1 CueHapwii

HacTpoiika 1 BBoA B aKkcnnyaTtauuio ERT cooTBeTCTBYET nNpuBeeHHOMY Ha pucyHke B.1.

OevlicTBytoLee nuuo.
Ycrnosue npoBefeHNs AeNCTBUA

JeiicTBus OrpaHI/NeHVIFI/I'IpVIMeHEHI/IH

M3roToBrneHne yCcTponcTB:
[eiicTaytoLee nNuLo:
npoussogutens ERT
Ycnosus:

- korga ERT unarotoBneHa

Ho6aeneHHble:

- 06LEeAOCTYNHBIA KOHTPOMBHBIVA KIHOY 1 KINKOYEBOW MAEHTUUKATOP LieHTpa cepTu-
du1KaLmm BbICLLEro YPOBHS,

- acMMMeTpUYHasa napa Krovein Ans BBoja B aKcnnyaTauuio LWngpoBaHna TpaH-
3aKkuum

OrpaHudeHue/npuMevaHme:
- BHELUHWIA YacTHbI KoY AelwmdpoBaHus He ByfeTt JocTyneH

MHavBuayansHaa  HacTpomnka
(8Ns KoHkpeTHoro TC)

OelictBytowune nuua:
npon3BoguTENb UMK
perucTpupytoLuii opraH
YcnoBus:

- korga TC cKOHCTpyupoBaHo
unu

- Korga yctaHoBneH HOBbI
KOMMNOHEHT

HobaBneHHsble:

- AaHHble TC 1 gononHuUTenNbHbIe JaHHble, MPU UX HanM4um
OrpaHudeHua/npuMedaHus:

370 AeiicTBE MOXET ObITh BBINOMHEHO TONLKO OfUH pa3.

OpfHoO Unn LBa CBUAETENbCTBA AOMKHBI OTO3BaTh AeiAcTBYIOLIEe NULO.
OfuH cepTUdmKaT BblgaeTcs LEHTPOM cepTUdUKALIMM BLICLLETO YPOBHS.

BTopoii, ecnu 1MeeTcs, BbAAaeTea NPOMEXYTOYHBIM LIEHTPOM CepTudukaumMu, ans
KOTOpOro BbigaH NepBblii cepTudgukar

BeegeHue B akcnnyatayuio
OeiicTBytowee nuyo:
perucTpupytowuin opraH
Yenosus:

- Koraa AaHHble 0 6e3onacHo-
cTu foGaBneHbl unn
o6HOBNEHDI

Jo6GaBneHHble NN N3MeHEeHHbIEe:
- WAEHTUDUKATOP PErMCTPUPYIOLLErO OpraHa;

- KNIOY YacTHOI noanucKn u naeHTUdUKaTop Ktoda aAnsa AaHHelx ERI (ecnu TpebyeT-
ca ayTeHTUdMKaLus);

- ecnun obLeOCTYNMHBINA KMoy WM poBaHWSA U nAEHTUdUKATOP KNioda ANA 3aWnTbl
KoHdpuaeHUnansHoCcTU (Npu HeobXoaMMOCTU cUUTBHIBaTENU AOMKHBI OblTh BBEAEHbI
B 3KNMyaTaumio C COOTBETCTBYIOLUM CEKPETHBLIM KIOHOM AendpoBaHns);

- PIN-koa, koTophlit formkeH 6bITh BblgaH gepxatento ERT ansa goctyna K NONHOMY
Joctyny (ecnu Tpebyercs kKOHOUAEHUWNANbHOCTL)

OrpaHuyeHna/MpuMeYaHmus:
- TC B AaHHbIX ERI gomkHO 6bITb TakuM Xe, Kak U AN HaCTPONKMK;
- ANA NpoBepKM NOANUHHOCTU

PucyHok B.1 — HacTtpoiika u BBog B akcnnyatauuio ERT

B.1.2 UsrotoBneHue ycTponucTea
[na npoBepku cepTUUKATOB, BbifaHHbLIX LEHTPOM cepTUdUKaLUN BbICLLErO YPOBHS, TpebyeTcsa obLieocTynHbIA

KOHTPONbHbIA KoM,
B.1.3 Hactpoiika

KoHTponb AocTyna BbINOMHSAETCA ¢ cobniogeHnemM Takoro TpeboBaHWs, Npyu KOTOPOM 3aKasquk nognucan UAeHTU-
dukatop TC U Aokazan cBou Npasa [OCTyNa NyTeM NpefoCTaBreHns cepTudmkara, BbINYLLEHHOrO LEHTPOM cepTUdu-
Kauuu BbicLero ypoBHA. 3aka3uuky Tpebyetca ANA npefocTaBrieHUs TONbKO OAWH cepTUdMKaT, eCrii OH MONYYeH He-
NOCPEACTBEHHO OT LEHTpa cepTudpUKaLUn BbICLIEro YpoBHS, U ABa, €CNW OHU NOMyYeHbl OT MPOMEXYTOYHOro LeHTpa
cepTudukaumu. B nocnegHem cnyyae oauH U3 cepTUdUKaTOB AoIKeH BbITb cepTUdUKATOM, NONYyYEHHBIM LEHTPOM cep-
TUUKaLWUK BLICLLETO YPOBHA AN KoYa 06LWeocTyNHOro WM poBaHUA NPOMEXYTOUHOTO LieHTpa cepTudUKaLmvi.
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Korga ERT He nogaepxuBaeT npoBepKy NognucK, cepTutukat(bl) He NpoBepsaeT(roT)cs.

MpumeyvyaHune — Tak Kak AaHHble ERI He cofepxaT KOHpMAEHUMANBHBIX 3NMeMEHTOB, TakuX Kak 3aKpbIThIi KoY
UMK NUYHble faHHble, OTCYTCTBYET HeobXoAMMOCTb LN poBaTk aHHble ERI npu HacTpoiike ycTpolicTa ERI.

B.1.4 O BBOAE B 3Kcnnyarauuio

WHdopmaLms Ans KOHTponsa focTyna npusefeHa B B.1.3.

Korga ERT He nogaepxusaeT WndpoBaHue, obLLUeA0CTYNHbIE KINHYM LN poBaHNSa He JoMmKHbI 3aMeHATbes. Koraa
ERT He nopaepxvuBaeT NpoBEPKY NOANUCU, cepTUUKaThl U CEKPETHBIV Ktod nognucu Ans nogmvcuy farHHeix ERI ERT He
LOMXKHbI noanexars 06MeHy.

Ecnu ERT He NoaLepXWBaeT HW ayTEHTU(UKALMIO, HU KOHDUAEHUMANBHOCT, HE JOMKHbI NPUMEHATLCA Mepbl 6e3-
OMacHOCTU K TpaH3aKUMu BBOg4a B 9KCNyaTauuio; faHHble 3aTeM MoryT BbiTe HenocpeAcTBeHHO 3anuncarbl B ERT.

MpumevyaHue — JoGoN perncTpUpyHOLLWA opraH MOXeT (MOBTOPHO) Nopy4unTh ftoboii koMnoHeHT ERI, cogep-
Xawuii faHHble ERI. 3T0 cOOTBETCTBYET TeKyLUel npakTuke, COrnacHo KOTOpoW Mool perncTpupyroLnili opraH MoXeT
NpeaocTaBUTL HOBYIO HOMEpHYto Tabnunyky ansa TC (He3aBMCMMO OT TOrO, COOTBETCTBYET SN 3TO MpakTuke MexayHapoa-
HbIX COrnalleHunii, Tak Kak BbIXOAUT 3@ paMKi HacToALLero ctaHaapTa).

B.1.5 Cxema nepexopna coctosiHua ERT
Ha pucyHke B.2 npeactaBneHa gnarpamMa coctosHua ERT B OTHOLLIEHUM HACTPOMKK 1 BBOA @ B 3KCMMyaTaLuto.

He HacTpoeH 1 He BBeaeH
B 3KCMIyaTaumio
(Ha4anbHO® COCTOAHME)

YcTaHoBUTbL gaHHbIe ERI
(vpeHTudmkarop TC)
(no M vnu RA)

BBog B akcnnyaraumio
no RA

CHATHUE B3biCKaHUsA

WNupusuayansHo
6es 3akasa

3aka3 n BeOg
B 3KcnAyaTauuio

WuavBuayanbHbli
BBOA B 3KCrUyarauuio

B 3KCnnyarauuio

RA
YcraHosuTb AaHHbie ERI Beopa B akcnnyataumio (no RA) Bsog B akcnnyartaumio (no RA)
(ot xe naeHtudukarop TC) Ha6opa aaHHbiX ERI Habopa aaHHbiX ERI
(ToT xe naeHtudukarop TC) (ToT e naeHTncukarop TC)

PucyHok B.2 — Auarpamma coctoaHua ERT

MpumeuyaHue —lNepexoabl COCTOAHUSA BbI3bIBAKOTCA NpoussoauTensammn (M) unu peructpmpyowmummn opraHamm
(RA).

B.1.6 CueHapuu ERI ¢ paznnyHbiMu ypoBHAMKU 6e30nacHOCTH

B.1.6.1 KoHTtekct

PasnuyHble pericTpupytowme opraHbl MOryT TpeboBaTb pasHoro ypoBHS BesonacHocTu. B cooTBeTCTBUU € STUMU
TpeboBaHUAMM AomkHa ObiTb coBpeMeHHas crnyx6a ayTeHTudukauum, KOHUAEHUWaNbLHOCTU U KOHTPONA A0CTyna; o4-
HaKo 3TW yCroBUsi MOTYT ObITb He cobniofeHbI.

B HacTosiLeM NyHKTe npuBefeHbl cleHapun ana ERI ¢ pasnuuHbiMKU ypoBHAMU Be3onacHOCTU. OTU cueHapuu co-
BMECTUMbI C MOBLILUEHHBIM YPOBHEM W B HEKOTOPOI CTENeHW C NOHWKEHHLIMM YpPOBHAMM BesonacHocTu. TC ¢ ycTpou-
cTtBoM ERI ¢ MeHblLueld cTeneHbio 3aluTel MOXHO MAEHTUULMPOBaTL C NoMOoLLb0 06opyA0BaHNUA, NpeAHa3HaYeHHoro
ANs YCTPoMiCTB ¢ 6onbluei 3alUToN.

Ons cyeHapueB ERI npuBegeHbl ypoBHu 6esonacHocTu ERT, nogaepxusatoyme:

ayTeHTUdMKaLMIO N KOHUAEeHUMaNLHOCTL,

ayTeHTUdMKaLmio, HO He KOHPUAEHLMANBbHOCTb;
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KOHMIEHUMaNLHOCTL, HO He ayTeHTU(MKauuto, a Takke ERT, He nogaepxusaroline HW ayTeHTUUKaLUIO, HU
KoHdpuaeHUmanbHocTb (T. e. Tonbko Ansa TC).

Ansa ynpouyeHus NpuBeAeHHbIX HUXe CLEHapueB KOMMNOHEHT «[ononHuTensHele faHHble 0 TC» He oToGpaxaeTcs
(1 cumTaeTca NTIOXKHbLIM).

B.1.6.2 ERI ¢ ERT, nogaepxusatoLeit kak ayTeHTUUKaLnIO, Tak U KOHPUAEHLNaNbHOCTb

Ecnu koMnoHeHT ERI, koTopblii coaepXuT aaHHble ERI, noaaepxuBaeT Kak ayTeHTUdUKaLMIO, TaK U KOHPUAEHLUM-
anbHocTb, ERI paboTaeT cornacHo cxeme, npuseeHHON Ha pucyHke B.3.

ERT Cuutbiearens ERI

GetEriData.Request
{uneu-rudmxa'rop NONHOMOYMIA

Heobsi3aTenbHbIiA), BbI3OB
BoproBbie pacuyerhl:
- o6HOBNEHue Knioua,

- reHepaums criy4aiHoro Kroua LwudposaHms,
- lMchpoBaHKUe Kriouya LWMpOoBaHUS.

GetEriData.Response

- BblYMCIIEHMe [JaHHbIX OTBeTa, [MaeHTMdMKaTOP PEervcTPaLMOHHOM

- yaaneHve gaHHbIX oTBeTa 3aABneHus,
naeHTUdMKaTOpP Knioya 06LWeCTBeHHON
besonacHocTy,

3awwmgpoBaHHbIN KINOM WKdposaHns,
3awmcgpoBaHHbiii (tobesigned),
nocneaoBaTenbHOCTL Yncen,

Halla 3afava,
HoMep ERT,
meum%arop TC,
craryc . ,
meum¢uxarab?:mqa noanuck, Pacyetbi:
noamuck ERT, - npeobpa3oBaHue YacTHOro
cepTudmkaT Knoya noanucu] LmcpoBaHus,
- knioy wmdppoBaHusi/aelndgpoBaHus,
- NOANMUCAaHHLIe fJaHHbIe,
\\ - NpUHsITHE KIloya oGLLEeA0CTYNHOM
noanucuy,
- NognNUch

PucyHok B.3 — ERI us ERT, koTopas nogaepXuBaeT Kak KOHpUAEHUUanbHOCTb, Tak U ayTeHTUgpUKaLuo

MpumevaHuns

1 Ecnu naeHTudmkaTop nonHOMOUMA ONyLLEeH Unu OTCYTCTBYET B CMINCKE YNpaBneHusa JOoCTYNoM, UaeHTudmnkaTop
Mo YMOMYaHUIo ABMAETCA PErMCTPUPYIOLLIUM OpraHoM, KOTopbli nopyyunn ERT.

2 B KpUTUYHBIX MO BPEMEHU CUTYaLMAX STOT CEKPETHBIN KIMHoY TPaH3aKLMK YxKe MOXET ObiTk 3allndpoBaH 4o Toro,
Kak OyAeT Bbl3BaHa TpaH3aKLus, AN KOTOPOW OHa Heobxoguma.

B.1.6.3 ERI c nogaepxkoit ERT, HO He KOHUAEHUMANBLHOCTb

Ecnn komnoHeHT ERI, koTopelii cogepxut AanHsle ERI, nogaepxusaer ayTeHTUdUKaLMIO, HO He KOHUaeHUMans-
HocTb, ERI paboTaeT cornacHo cxeme, NpuBeAEHHOW Ha pucyHke B.4.
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BoproBble pacuyeTh:
- BbIYUCIIGHVE AaHHbIX OTBeTa

ERT
GetEriData.Request
[waeHTUdbMKATOP NONHOMOYMUIA

GetEriData.Response
[waeHTUMKaTOp perucTpaUMoHHOro
yaocToBepeHus ToBeSigned,
nocnegoBaTeNbHOCTL Yucer,

HoMep ERT,

naeHTudukatop TC,

crartyc 6esonacHocTu,
MASHTUUKATOP KIlo4a NoanucH,
nognuck ERT (ceptudukar kntova

noanucu)]

woa]/

\
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CuutbiBatens ERI

Pacuethbi:
- NPUHATUE KNKYa O6LLEeAOCTYNHOM
noanucu,
noanvch

PucyHok B.4 — ERI 13 ERT, KoTopas nogfepXuBaeT UCKIIOMUTENBHO ayTeHTUMUKaL o

MpumevaHmns

1 MiaeHTudukaTop NONHOMOYUIA B 3TOM criydae He ucnonbyetes ERT.
2 Homep nocrefoBaTenbHOCTU He HyXeH, HO BKMIOYEH B NOANUCAHHYIO YacTb OTBETA.

B.1.6.4 ERI c ERT, nogaepxwvBatoLen KoHdPUgeHUNanbsHoCTb, HO He ayTeHTUduKauumio
Ecnu komnoHeHT ERI, KoTophlid cofepXxuT faHHble ERI, noggepxuBaeT KoHpUASHUMANLHOCTb, HO He ayTeHTUdU-
kayuo, ERI paboTaeT cornacHo cxeme, NpusefeHHoON Ha pucyHke B.5.

BopToBble pacyeTs!:

- OGHOBMNEHME KNK4a U MOUCK KNIova,
- reHepaums criyqariHoro Kniova
LUMPPOBEHUA,

- BbI4WCIIEHWE AaHHbIX OTBETA,

- yAaneHue AaHHbIX oTBETa

ERT

GetEriData.Request
[maeHTUdDMKaTOP NONMHOMO4WIA
(HeoGsi3aTenbHbIA), BbI30OB

GetEriData.Response
(mpeHTUdMKaTOp permcTpaLMOHHOTO
YAOCTOBEpEeHUs,

naeHTudMKaTop Koya obLLEeCTBeHHOM
6e3onacHocTy,

3almngpoBaHHbIA KoM LIMGPOBaHUA,
nocriefoBaTernbHOCTb Yucen,

Homep ERT,

naeHTudukarop TC,

ctartyc 6esonacHocTh)

\\

Cuutbisatens ERI

Pacuetbi:

- npeoGpa3soBaHue 4acTHOIO
wuchpoBaHUA,

- knov wnudpposaHus/aelundpoBaHus,
- NoANUCaHHbIe AaHHbIe,

- NPUHATUE KNoua 0bLEeNoCTYNHOM
noanucu

PucyHok B.5 — ERI n3 ERT, koTopas nogfepXuBaeT UCKIHOUYUTENBHO KOHUASHUNANBHOCTb
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MpuMevyaHunsa

1 Ecnu ngeHTdUKaTop NOTHOMOYMIA ONYLUEH UNW OTCYTCTBYET B CMUCKE YNpaBneHus AoCTynoM, naeHtndukartop
no yMOn4aHuio SBNAETCS PErMCTPUPYIOLLMM OpraHoM, KoTopbli nopyyun ERT.

2 CuTyauus, npu KOTOpOW NoAJepXXUBaeTC KOHDUAEHLMANBHOCTb, HO He ayTeHTUdUKaLUA, ManosepoaTHa. Tem
He MeHee OHa BKNtoYeHa, YTobbl nokasaTb coBMecTUMOCTb ERI ¢ pasnuyHbiMu ypoBHSAAMU Be3onacHoCTu.

3 Ecnn ayTeHTMdUKaLmMsi abconioTHO He NofAepXuBaeTcs, Npobnema MoXeT BbITb UCKIIOYEHA U3 OTBETA.

B.1.6.5 ERI ¢ ERT, He nogaepxusatoLLieil HU ayTeHTUdMKaLmnio, HU KOHUAEHLManLHOCTb
Ecnu komnoHeHT ERI, koTophlii coaepxuT AaHHble ERI, He nogaepXuBaeT HM ayTeHTUMKaLUIO, HU KOHDUAESHLU-
aneHocTb, ERI paboTaeT cormacHo cxeme, NpUBEAEHHON Ha pUcyHke B.6.

ERT CuutbiBatens ERI

GetEriData.Request
[maeHTUdUKaTOp NONHOMOYMIA

(Heobs3aTenbHbIi), Bbi30B]
BoproBbie pacuersl OTCYTCTBYIOT

GetEriData.Response
(vaeHTU(UKATOP PErMCTPALIMOHHOMO
YAOCTOBEpEHMS,
NoCnNeaoBaTeNbHOCTL YMcer,

Homep ERT,

npeHtudukarop TC,

craryc 6esonacHocTu)

\\ PacueTbl OTCYTCTBYIOT

PucyHok B.6 — ERI u3 ERT npu otcytctBum cnyx6 6esonacHoctu

MpumevaHuns
1 Tak kak ERT He TpebyeT BbIMUCIIEHUS], 3TO MOXET GbITb AOBONBHO NPOCTOE YCTPOWCTBO.
2 OdeHb npocToit BapuaHT ERT MoXeT gaxe onycTUTb BbI3OB U3 OTBETA.

3 Ecnu BLI30B He UCMONB3YeTCs B OTBETE, €AUHCTBEHHBIE HaKNagHble pacxoabl AN obecnedeHUss COBMECTUMOCTH
¢ Bonee crnoxHelMu ycTpoiictBamMn ERI HaxopaTcs B napametpax «MaeHTudgukatopy» (HeobasatenbHblil) n «Bbi3oB» 3a-
npoca. 3To TONbLKO YCNOXHAET cunThiBaTens ERI B otnuune ot cuuteiBatena ERT.

B.1.6.6 TpeboBaHus
B Tabnuue B.1 npuBedeHbl NapaMeTphbl OTBETa B 3anpoce AaHHbiX ERI, koTopble Heo6xoauMbl Anst NogAepKKN KOH-
raeHUNanbHOCTU UK ayTeHTUDUKaLMK.

Tabnwuya B.1— JdaHHble otBeTa ERI u cnyx6b1 6e3onacHocTh

MNapameTp AyTeHTUUKaLMA KoHdbuaeHumansHoCTb MNocTosAHCcTBO

NaeHTUdUKaTOp perncTpupyoLlero opraHa — — R

NaeHTUdUKaTOp OTKPLITOro Kritova —

3awndpoBaHHbIi KoY LW poBaHUs —

o |®|o
|

MocnepoBaTenbHOCTL Yncen —_

BblzoB R — _

Homep ERT —_ —

NoeHtudukatop TC — —

A|lAO|A

CocTtodaHune 6e3onacHoOCTU — _
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Okon4yaHue mabnuybi B.1

MapameTp AyTeHTUUKaLmMA KoHdnaeHLmManbHOCTL MocToAHCTBO
MaeHTudukaTop Knroda nognucu R - _
Moanuce ERT R — —
CepTudmkaT Knroda nognueu @) — —
LLindppoBaHme (nognucaHHbIX) AaHHbIX — R —
MpumevyaHne — R— Tpebyerca; O — obsAsaTenbHbIN.

B.1.6.7 ObecneyeHune cobniogeHust npaBun u Apyrux ycnyr. NpuMeHeHne CKOpoCTU ABUXEHUA TpaekTopun. KoH-
TeKeT

[opOoXHBIA onepaTop Mnu Nonuuust XoTAT ob6ecnednTb orpaHMYeHe CKOPOCTU MO TpaekTopuu AopoxHoi cetu. C
3TOW Lienblo B HaYane 1 B KoHLe TpaeKTopumn ycTaHasnueatoT cuuthiBaTenu ERI, cnocobHele o6HapyxuBaTh paccTosHue
fo TC. Tak kak paccTosH1e Mexay STUMW TO4KaMi U3BECTHO, MOXHO CAENaTh BbIBOA O TOM, 4YTO kaxgoe TC, Ans kotoporo
BpeMs MeXAy NepBbiM U BTOPLIM CUYUTLIBATENAMMW HUXE OMPefeneHHOoro 3HadeHnsl, UMEET CPEAHIOI CKOPOCTb BLILLIE J0-
nycTUMoro npegena.

B.1.6.8 CueHapwuii

CueHapwii paboTaeT cnegyrowmm o6pasoMm:

- Ana kexgoro TC, BXOASLLEro B TpaeKTopuio, perncTpupytores ugeHtudukarop TC n spems sxoga. Mocne Toro
Kak MUHUManbHoe Bpems A1A ABUXKEHNSA TPaeKTOpUM NIC HEKOTOPOe BpeMs ANA AEHTUdUKaUMU UHOCTPaHHbIX TC nc-
TeKaerT, aTW AaHHble oTOpackiBatoTCs,

- Ana TC, saperncTpupoBaHHOro B ApyroM perucTpupyroLiemM opraHe, NpUMEHAETCA 0fHa U3 cneayowmnx BO3MOX-
HocTeik:

- cyuTbIBaTenb ERI ynonHomMoueH ans ngeHtudukaymm TC oT 3TOro perucTpupytowero opraHa, unu

- perucTpupytoLiemMy opraHy, KoTopblid 3apeructpuposan TC, npeanaraeTca paclwmndpoBaTh JaHHble, NONYyYeHHble
oT TC, ansa nonyyeHus ugeHtudukatopa TC.

Onsa kaxgoro TC, nokupatoLLero TpaeKToputo ABWXKEHNS, perncTpupytotes ugeHtudgukatop TC 1 Bpems BbIXoaa, a
BXOJHOW perncTp npoBepsaeTcsa Ha BXOLHYI pernctpauuto Toro xe TC B TedeHWe ycTaHOBNEHHOro BpeMeHU. Ecnu naen-
Tudukatop TC He HallaeH, AaHHbIe BbIxoaa ByayT oTOpoLLeHbl; ecn oBHapyeH, npoLeaypa Ha4MHAETCS C HaYUCNEHUS
WTpadpa BnagensLy unu xpaHutento TC.

Ana TC, 3aperncTpMpoBaHHOrO B APYroM PerucTpupyroLieM opraHe, UCMonb3yeTcs Ta Xe npoueaypa, 4To U npu
BXOZ€ B TPAEKTOPUIO, OHa MOXET BbITb MPUMEHeHa Ha BbIXoge.

B.1.6.9 TpebopaHus

TC B6nN3N ABWXYLLMXCS MECTHBIX U MHOCTPaHHbIX TC JOSMKHO ObITh MaeHTUDULMPOBaHO NpU NMPOXOXKAEHUN.

MpumeyaHus

1 TaK Kak He UMeeT 3Ha4eHus, Ha Kakol monoce ABWxeHus TC BXOAWUT WUNu BbIXOAWT U3 TpaekTopum, Tpebyetca
TOMbKO UAEHTUUKaLMsa Brvxaiwei Toukn. Jaxe naeHTudukaumsa TC Ha cocefHell Mpoesxei Nonoce He BLI3OBET HU-
Kakux npobnem Jo Tex nop, noka ABUXKeHUe Ha CMEXHOI Npoesxeil nonoce He GyaeT paboTaTb B O4HOM HaNpaBneHUN ¢
Gonee BbICOKAM MpefenomM CKopocTU. Tak kak npasuna EC TpebytoT, 4ToObl NpUHYAUTENbHOE UCNOHEHWe BbiNo Heau-
CKPUMMHALMOHHBIM, Ha TeppuTopun EC untatenu ERI gomkHbl, no kpalHell Mepe, UMETb BO3MOXHOCTb WAEHTUULMPO-
BaTb TC 13 apyrux rocygapcTts — 4nexos EC.

2 \geHTudnKaLms MHOCTpaHHbIX TC He ABNSAETCA KPUTUYHOI Mo BpeMeHu, ecrnu He TpebyeTes ux 3afjepxaHue.
B.1.6.10 KoHTponb gocTyna
KoHTekeT

JopoxHbIA onepaTop Mnu nonuumsa XoTAT obecneunTts cobnofeHne HapyleHuid Ha nonoce HOV unu HGV ¢ no-
MOLL{bIO @BTOMaTUYeCKUX CPEACTB.
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CueHapuit
CueHapuit npuBeaeH Ha pUCyHke B.7:

ERT CuntbiBarens ERI Cuutbisarens ERI CuutbiBatens ERI
GetEriData.Request

[waeHmdukarop

NONMHOMOMMIA (HeobA3aTenNbHbIN), BLI3OB],
BKITIOYAIOT OMNONHNTENbHbI®

AaHHbie 0 TC]

CGetEriData.Request
(noeHTndpmkarop
PEerMCTPaLMOHHOIO
YAOCTOBEPEHUS,

OTKPbITbIM KMoy
wuncpoBaHus,
3awmnpoBaHHbIN
naeHTudmkaTop
perncTpaunoHHoro
yaocroeepeHusi ToBeSigned,
nocriefoBaTenbHOCTb YUCar,
Homep ERT,

naeHTudmkarop TC,

craryc 6e3onacHoCTH,
nognucek ERT,

nognuce nageHtudmkaropa
Kriova,

cepTuchuKaT Kioqa rnoarnucu)

ReportEriData.Request
(OaHHble
GetEriDataResponse)
— Ecnu cunTbiBaTenb He aBTOPU3OBaH:
DecryptEriData.Request
\ (GetEriDataResponse data)

(vaeHTUdMKaTOP OTKPLITOTO KIiova,
3alvdpoBaHHbIN KoY AOMKeH
6bITb NoAnMcaH,
NOCNeaoBaTenbHOCTL Yucer,
Homep ERT,

naentmdukarop TC,

craryc GesonacHocTw,
nognmcb ERT)

Mpu HE3aKOHHOM NPOHMKHOBEHMM HA
TeppUTOPUIO MHOCTpaHHoro TC
(GetEriHolderRequest,

Homep ERT,

naeHtudukarop TC)

Oreer GetEriHolder
(zawmdpoBaHHbIi KoY
wnposaHuf,
3amgpoBaHHbLIN naeHTUdMKaTop
PerucTpaumoHHOIO YA0CTOBEPEHNS
ToBeSigned,

BbI30B,

rocrefoBarernbHOCTb,

AaHHble pepxarens ERI,

NnoAnuch AOMAaLLHero opraHa)

Mpy HEe3aKOHHOM NPOHMKHOBEHMW Ha
TeppUTOPMIO MHOCTpaHHoro TC —
wrpag Ha gepxarens ERI

PucyHok B.7 — lNpuHyxgaeHune k HapyweHuto nonockl HOV unu HGV

GetEriData.Request
Onepauusa nonyyeHna aaHHLIXERI BhisbiBaeTcs cunteiBateneM ERI, koraa aatumnk o6HapyxusaeT HoBoe TC B no-
noce. NpeHTudukaTop NOAHOMOUUIA MAESHTUMULMPYET OpraH, KOTOpbIA nopy4un cunteiBatens ERI.
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GetEriData.Response

Pesynirat Wwndpyetcs ¢ nomoLblo kitoda obLeAocTyNHOro WingpoBaHUSA opraHa, KOTOpbIi 3akasan cHUTbIBaTeENb
ERI, ecnu oH JOCTYMeH B CNKCKe yrpaBrieHns JOCTYNOM K KOMMOHEHTY ERI, cogepxalyemMy aaHHble ERI. B npoTuBHOM
cry4ae OH 3almMppoBaH ¢ MOMOLLbIO Kitoda 06LLeoCTYNHOro LW poBaHNUs PErMCTPUPYIOLLIEro opraHa, KOTopbIi nopyynn
KomnoHeHT ERI, cogepxalwuit faHHble ERI.

HaHHble ERI noagnuceiBaoTea ¢ KMto4oM YacTHOW nognucn komnoHeHTa ERI, cogepxauyero gaHHble ERI.

ReportEriData

Ecnn cuntbiBaTenb HE MOXET OMNpeaenuTsb, paspelueHo nu TC nenonb3oBaTh NONOCY ABUXEHUA, OH ByaeT coob-
WaTb AaHHble ERI TC Ha nokanbHoe BOE.

MpumevyaHune — CuutbiBaTENb MOXET TOMBKO ONPeAEnuUTs, YTo TC paspellueHo Ucnonb3osBaTh B TOM cnydae,
ecnun aaHHble ERI 3awmndpoarbl ¢ NoMoLbio 06LLef0CTyNHOro Kiko4a Mg poBaHUS opraHa, KOTOpbI Nopy4nn YnTaTte-
110, W ecnu AonornHuTensbHble AanHble TC cofepxar HeobxoauMyro MHopmauuio (Hanpumep, gakT Toro, 4to TC — 310
aBTOOyC, Taken MMM HGV n T. 4.).

DecryptEriDataRequest

Ecnu ganHble ERI 3awmdpoBaHbl ¢ NOMOLLb0 06LIEAOCTYMNHOrO Kitoya WMMPOBaHNA PErUCTPUPYIOLLEro opraHa,
KOTOpbIA nopy4nn koMnoHeHT ERI, cogepxallnii faHHble ERI, 1 ecniv MecTHOMY opraHy He Nopy4eHo paclundpoBaTh 3TH
[laHHble, MeCTHbIN opraH BnacTu JosmKeH BOCMOoNb3oBaThes MHOCTpaHHbLIM BOE Ansa ux pacwmndgposaHus.

DecryptEriDataResponse

Mo coobpaxeHusM GesonacHOCTH pesynbraT AelndpoBaHns TpaH3akuumu gaHHbix ER| 6yaeT 3awundposaH ¢ no-
MOLL{bIO KiTtoda 06LLEeOCTYNHOMO WM POBaHUS MECTHBLIX OPraHoB BracTy.

MpumeyaHune — KoHduaeHUManbHOCTb MHDOPMaLMK Takke MOXET ObITb 3alluLieHa ApyrMMU cnocobamMu, Ha-
npYMMep 1cnonb3ys 3awnpoBaHHoe (YacTHas BUPTYalibHas cXema) coefiMHeHe.

GetEriHolderRequest

Ecnn nHocTpaHHoe TC HapyluaeT rnonocy nponyckaHus, MecTHble opraHbl BnacTu obpalyalotca B MECTHbIW peru-
CTpUpYIOLLUIA opraH 3a uHdopmaLmen o snagensue ERT.

GetEriHolderResponse

Mo coobpaxeHnsm Ge3onacHOCTW pe3ynesraT TpaH3akuuu Bnagensua ERT GyaeT 3awmndpoBaH ¢ NOMOLLbIO Krtoda
06L4eA0CTYNHOrO LN POBAHNSA MECTHLIX OPraHoB BNacTu.

MpumeyaHune — KoHpUAEHLMANBHOCTb UHGOPMaLMK Takke MOXET ObiTb 3allyLLeHa ApyruMu cnocobamu, Ha-
npuMep Mcronb3ys 3alinhpoBaHHOE (YacTHas BUPTyanbHas cxema) COeguHeHHe.

LWtpad

NHocTpaHHoe TC, koTopoe He ocTaHaBNMBaeTcs Mo TpebGoBaHUIO Ha MecTe, NoABepraeTcs HanoxeHuio Wrpada
COrnacHo MexayHapofHoMY npasy W/unu ABYCTOPOHHUM COMMaLLEHUAM.

B.1.16.11 TpeboBaHusi

MNpu BXoLe Wnn npoesze B Nosoce ABWKEHNUS A0IKHO 6bITb 06HapyXeHo MecToHaxoxaeHue TC Bbnu3n ABMKyLLMX-
€5l MECTHbIX U UHOCTPaHHbIX TC.

MpumevyaHus

1 Tak kak npasuna EC Tpebytot, 4To6bl NPUHYAUTENBHOE UCNIONHEHUE GBINO HEAUCKPUMUHALIMOHHLIM, B EC untaTe-
nu ERI gonxHbl, No KpaikHen Mepe, UMETb BO3MOXHOCTL aeHTuduumposate TC U3 Apyrux rocyfapcrB-4seHoB.

2 UpeHTudurkaumsa nHomapok aeBnseTca KpUTUYHON No BpeMeHu, ecnu He TpebyeTcs ocTaHaBnueaTe 3T TC Ha
mecTe.
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MCO 3779

NCO 7498-2:1989
MCO/M3K 15408
(Bce YacTH)

NCO/M3K 9798-3:1998

NCO 14814:2006

NCO 14816
MCO/M3K 10118-3
MCO/M3K 15946
(Bce YacTH)
MCO/M3K 18033-2
MCO/M3K 18033-3

NCO/M3K 7816-4

MCO 14906

Bbubnuorpadusa

TpaHcnopT AopoXHbIA. MaeHTudmnKaLmoHHblii HoMep asToMobunei (VIN). CogepxaHue
W CTpyKTYypa

Cuctembl 06paboTku nHdopMaumu. Baaumopencteune oTkphbITbIX cucteM. baszosas ata-
NOHHaA MoAenb. YacTb 2. ApXUTeKTypa 3aluThl

MHdopmMaLmoHHble TexHorornn. MeTogbl 3awuTel. Kputepun ouyeHkn 6e30nacHoOCTU UH-
HOpMaLMOHHLIX TEXHONOIMUIA

WHdopmMaLmoHHble TexHorornn. Metoabl 3awmTel. AyTeHTudgukayusa obbekToB. Yactb 3.
MexaHuaMbl, ucnone3yoLine MeTofs! LudpoBoil nognucu

Tenemarnka Ans aBTOMOBMIBHOTO TpaHCMopTa U AOPOXHOrO ABUXEHUA. ABToMarude-
ckasi MAEHTUUKaLIMA TPaHCNOPTHBIX CPeAcTB U 060pyaoBaHUsA. STanoHHaA apxUTeKTypa
¥ TEPMUHOMOTUS

TenemaTuka AN JOPOXHOrO TpaHCnopTa U 0POXHOIO ABUKEHWUS. ABTOMaTUYECKas UaeH-
TUMKaLMA TPaHCMOPTHLIX CPEACTB U 060pyAOBaHMS. HyMepaums U cTpyKTypa AaHHbIX

MHopMaLmoHHble TexHonornn. Metoabl 3aluthl. Xew-pyHkuyun. Yacts 3. BelgeneHHble
XeLw-gyHKLUN

NHdopmaLmoHHble TexHonorun. MeTtoabl 3awmTel. KpunTorpacudeckue MeTogbl Ha oc-
HOBE ANNUNTUYECKUX KPMBBIX

MHdopMaLMoHHble TexHorornu. Metoasbl 3awuthl. ANropuTMel WindpoBaHusa. YacTb 2.
AcUMMETPUYHbIE LLINPBI

MHdopMaLMoHHbIe TexHonoruu. Metoasl 3awutel. ANropuTMel WindpoBaHusa. YacTb 3.
BrioyHble Wudpb

KapTouku uaeHTudukaunorHble. KapTouku Ha UHTerpanbHelx cxemax. Yacts 4. OpraHu-
3ayusi, 6esonacHocTb U KoMaHabl AN obmeHa

Tenematuka ANt aBTOMOGMUIBHOrO TPAHCNOPTa W AOPOXKHOMO ABUXKEHUS.. SNEKTPOHHbIN
cbop nnatexei. OnpeaeneHne NPUKNAZHONO WHTepdeica AN KOMMyHUKaLWii B Bbige-
NEHHOM KOPOTKOM JuarasoHe



MHCT 344—2018

YK 656.13:006.354 OKC 35.240.60

KnioueBble cnoea: MHTENMEKTYarnbHble TPAHCMOPTHLIE CUCTEMBI, ANEKTPOHHBIA COOp NnaThl 3a Npoess, apxu-
TeKkTypa cucrem c6opa nnatbl 3a npoesa, 6oproBoe 06opyaoBaHue

81



B3 2—2019/33

Pepaxtop /1.C. Sumunoea
TexHu4yeckuit pegaktop B.H. [pycakosa
KoppekTop J1.C. fibiceHko
KomneloTepHaa BepcTka E.A. KoHdpauwiogoli

CpaHo B Habop 06.02.2019.  TMoanwucaHo B nevatb 13.02.2019.  dopmat 60x84%.  [apHuTypa Apuwan.
Yen. ney. n. 9,77. YJy.-usa. n. 8,42.

MoaroToBneHo Ha ocHoBe 3]'IeKTp0HHOI7I Bepcuu, I'Ipe,D,OCTaBJ'IeHHOI;I pa3p360T‘-WIKOM CTaHAapTa

CosgaHo B eguHUYHOM ucnonHeHnn ®ryr « CTAHOAPTUHOOPM»
AnA komnnekTosaHna PegepansHoro MHPOPMaLMOHHOTO poHAa CTaHAapTOB,

117418 Mocksa, HaxvmoBckuii np-T, 4. 31, k. 2.
www.gostinfo.ru  info@gostinfo.ru


https://meganorm.ru/Index2/1/4293730/4293730948.htm
https://meganorm.ru/Data1/47/47401/index.htm
https://meganorm.ru/mega_doc/fire/opredelenie/15/apellyatsionnoe_opredelenie_yaroslavskogo_oblastnogo_suda_ot_241.html

