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Mpegucnosue

1 PA3PABOTAH deaeparnbHOi Cry00i no TEXHUYECKOMY U 9KCMOPTHOMY KOHTposo (PCT3K Poccun),
AKLMOHePHbIM 0611ecTBOM «Hay4yHO-Npon3BOACTBEHHOE 00beanHeHne «3wenoH» (AO «HIMO «3wenony»)
2 BHECEH TexHuuyeckum KOMUTETOM Nno craHgaptusaummn TK 362 «3awmrta nHopmaummns»

3 YTBEPXIEH W BBEJEH B AENCTBUE Mpukaszom deaepansHOro areHTCTsa No TeXHUUECKOMY pe-
rynupoBaHuio u metponorum ot 21 mas 2019 r. Ne 204-ct

4 BBEJEH BMNEPBbIE

lMpasuna npumeHeHuss Hacmosaweeo cmarHfapma ycmaHoeneHel 8 cmamee 26 ®edepanbHo20 3aKoHa
om 29 uwHs 2015 2. Ne 162-03 «O cmandapmu3sayuu e Pocculickoli ®edepayuu». UHpopmauus 06 u3-
MEHEeHUsX K Hacmoswemy cmaHOapmy ny6rnukyemcs 6 exe200HOM (1o cocMosaHuIo Ha 1 sHeaps mekyuiezo
200a) uHhopMauuoHHOM ykaszamene «HayuoHanbHble cmaHd0apmbly, a ohuyuarnbHbill MeKcm u3MeHeHull
U 1onpasoK — 8 €XeMecs4YHOM UHhOPMaUyUOHHOM yKka3amerne «HayuoHanbHble cmaHOapmsbl». B criyyae
nepecmompa (3aMeHbi) Uil OmMeHbl Hacmosuweeo cmaHdapma coomeememeyioujee yeedomieHue 6ydem
onyb6nukoeaHo 6 bruxaliluem 6biIlyCKe EXEeMEeCAYHO20 UHGPOPMaUUOHHO20 ykasamens «HayuoHarnbHbie
cmanOapmbly. Coomeemcmeyroujan UHgpopmayus, yeedoMneHue U mekcmbsl pasmewiaomes makke 6 UH-
gopmayuoHHO cucmeme 06wea0 Nnob308aHUs — Ha ogpuyuanbHom calime dedepanbHo2o azeHmcemea no
MEXHUYECKOMY pezyrnupoeaHuro U Memponoauu e cemu MiHmepHem (gost.ru)

© CraHgapTtuHgopm, odopmnenue, 2019

Hacroswwmii cTaHgapT He MOXET BbITb NOMHOCTbIO UM YaCTUYHO BOCMPOU3BEAEH, TUPAXUPOBAH U pac-
NPOCTpaHEH B ka4ecTBe opuLManbHOro usaanus 6es paspeluenus degepansHOro areHTCTBa Mo TEXHUYECKO-
MY PerynmpoBaHu1io 1 METPOIOrnu
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BBeaeHue

HacTtoawwmin craHgapt BXoAUT B KOMMNIEKC CTaHAapTOB, HanpasBneHHbIX Ha AOCTWXKEHWUE Lenen, CBS-
3aHHbIX C NpPeaoTBpaLleHneM NOABNEHUS U/MNU YCTPaHEHUEM YA3BMMOCTEN NporpamMm, U COAEPKUT CUCTe-
MaTU3MPOBAHHBIN NepeYeHb yrpo3 6€30MacHOCTM MHOpMaLMK, KOTOPbIE MOTYT BO3HWUKATL NpW paspaboTke
nporpaMMHOro obecneveHus.

MHdpopmaums, npeacraBneHHas B HaCTOSALLEM CTaHAAPTE, MOXET ObITb UCMOMb30BaHa pa3paboTUMKoM
nporpaMMHoro obecnedeHusi npu Bblibope (onpeaeneHun) U peanusauun mMep no paspabotke 6e3onacHoro
nporpaMMHOro obecneyeHus, yctaHoBneHHbix FOCT P 56939.
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HAUMWOHANBbHBIN CTAHAOAPT POCCUNCKOWN ®EREPALUUMN

3awmTa v opmauumn
PA3PABOTKA BE3OMNACHOIO NPOrPAMMHOINO OBECNEYEHUA
Yrpo3nl 6e3onacHocTu nidopMaumm npu paspaborke nporpaMMHOro obecneyeHus

Information protection. Secure software development. Software development life cycle threats

Nara BBegeHna — 2019—11—01

1 Obnactb NnpUMeHeHus!

HacTosAwmi cTaHaapT yCTaHaBNMBAET NEPEYeHb U COAEPXKUT OnncaHue yrpo3 6esonacHocTn nHgopma-
UMK, KOTOpble MOTYT BO3HMKATb Npu paspaboTke nporpammHOro obecneveHus. Hacrosawwmin craHgapt npea-
HasHa4eH ansa pa3paboT4yMKOB M NPOM3BOAUTENEN NPOrpaMMHOro obecneveHns U NPUMEHSAETCH COBMECTHO C
FOCT P 56939. UHdopmaLuust o Mepax no paspaborke 6e3o0nacHOro (3alwmLUeHHOro) NporpaMmmHoro obecne-
YeHus1, yctaHoBneHHbix FOCT P 56939, peanu3sauusi KOTOpbIX CNOCOBCTBYET HeWTpanu3auum yrpo3 6esonac-
HOCTU MHhOpMaLUK Npu pa3paboTke NporpaMmMHOro obecneyeHuns, NpuseaeHa B NPUNOXEHUN A,

MepeyeHb M onucaHue yrpo3 6e3onacHOCTU UHpopMaLmKn, NPeacTaBNeHHbIe B HACTOALLIEM CTaHAapTe,
MOTYT MCMONb30BaTLCA ANsi onpejeneHusl yrpo3 6e30nacHOCTH, akTyanbHbIX ANA cpeabl paspaboTku npo-
rpaMmHoro obecnedeHusi u paspabartbiBaeMoOro NporpaMMHOro obecneyeHus. B HEKOTOPBIX Crny4asnx, Hanpu-
Mep, B npouecce paspaboTku nporpamM ana 3BM ¢ OTKpbITbIM KOAOM UMM NPU UCMONb30BaHUM NPOrpamm
ana 3BM ¢ oTKpbITbIM KOAOM B cocTaBe paspabarbiBaemoro MO paspaboTumk MOXET NPUHATbL OCO3HAHHOE
pewieHne 06 OTCYTCTBMU HEOBXOAMMOCTU COXPaHEHUA KOHMAEHLMANBHOCTU ONpPeaesneHHbIX KOMMNOHEHTOB
MO, 4To COOTBETCTBYIOLUM 0BPA30M MOXET OTPAa3UTLCA Ha pesynbratax uaeHTudukaumm U OUEHKU yrpos
6e30nacHOCTU MHpOpMaLuMK: yrpo3bl HapyLweHUsa KOHuAEeHUMansHOCTU uHdopmauun, cogepxaiencs B
yKa3aHHbIX kKoMnoHeHTax MO GyayT ABNSATLCA HEaKTyanbHbIMK.

2 HopmartuBHbI€ CCbINKN

B HacTosiLem cTaHaapTe UCNONb30BaHbl HOPMATUBHBIE CCbIMKKA Ha CNEeayoLue CTaHaapThi:

FOCT 19781 OGecneyveHune cuctem 06paboTkM MHpOPMALIMKM NPOTPAMMHOE. TePMUHBI U ONpeAEneHns

FOCT P 50922 3awuta nHdpopmaumm. OCHOBHbIE TEPMUHBI U ONpeaeneHns

FOCT P 51275 3awuTa nHcdopmaumn. O6bekT uHdopmarmsayum. $akrTopbl, BO3LENCTBYIOLIME HA UH-
dopmauumio. O6Lme NoNoXKeHUs

FOCT P 54593 UndhopmaumoHHble TexHonorun. CeoboaHoe nporpaMmHoe obecneverne. Obwue no-
NOXeHna

FOCT P 56939 3awwuta nicopmauummn. PaspaboTtka 6e3onacHoro nporpammHoro obecnedveHus. Obuue
TpeboBaHua

FOCT P NCO 10007 MeHemxmeHT opraHusauun. PykoeoasLumMe ykazaHus Mo yrnpasneHuio KoHdurypa-
uuen

FMOCT P UCO/MIK 12207 WUHdopmaumoHHas TexHomnorna. CUCTEMHAs M NPOrpaMmHas MHXKEHepus.
Mpouecchbl XU3HEHHOTO LMKNa NporpaMMHbIX CPeCTB

FOCT P UCO/M3K 27000 UNHdbopmaumoHHas TexHonorus. Meroabl n cpeacrtea obecneyeruns 6esonac-
HoCTU. CUCTEMbI MEHEAXKMEHTA UHAOPMaLMOHHON B6e3onacHocTu. O6LWuMin 0630p U TePMUHONOrUA

U3paHue oduuymanbHoe
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MOCT P UICO/M3K 27001—2006 MudopmaumoHHasa TexHonorusa. Metoabl u cpeacrea obecnevyeHus
6e3onacHOCTU. CUCTEMBI MEHEMKMEHTA H(pOpMaLMOHHON GesonacHocTu. TpeboBaHua

NMpumMmeyaHune —Tlpn NONL3OBAHWUW HACTOALMM CTAHAAPTOM LienecooGpasHo NpoBepUTL AENCTBUE CChINOY-
HBIX CTAHAAPTOB B MH(OPMALMOHHON cUCTeMe 0BLLEro NOMb30BaHNA — Ha oULManbHOM caiiTe GefepanbHOro areHT-
CTBa NO TEXHUYECKOMY PETYIINPOBAHWIO U METPONOTMU B CETU MIHTEPHET UMM NO EXETOAHOMY UHCDOPMALIMOHHOMY YKasa-
Tento «HauuoHanbHble CTaHAapTLI», KOTOPLINA ONYBNUKOBaH NO COCTOSHUIO Ha 1 SHBapsA TEKYLLEro roga, U no Boinyckam
€XeMeCsHHOro MHOpPMaLIMOHHOTO yKkasaTens «HauvoHanbHble CTaHAapTLI» 3a TeKyLKil rod. ECfn 3aMeHeH CCINoYHBIN
CTaHAapT, Ha KOTOpLI AaHa HefaTUPOBaHHAS CCHINIKA, TO PEKOMEHAYETCS UCNOMbL3oBaTL ASNCTBYIOLLYH BEPCUIO STOMO
cTaHAapTa C Y4E€TOM BCEX BHECEHHbIX B JAHHYI0 BEPCUIO U3MEHEHWI. ECIM 3aMeHeH CCbINOYHBIN CTaHAApT, Ha KOTOpbIiA
JaHa AaTMpoBaHHasi CCbiNka, TO PEKOMEHAYETCA UCNONB30BATL BEPCHIO STOMO CTAHAAPTA C YKAa3aHHLIM BbILWE FOOM YT-
BepXAeHna (NpuHATUSY). Ecnu nocne yTBepXAEHNA HACTOAWEro cTaHfapTa B CCLINOYHBIA CTAHAAPT, Ha KOTOPLIA AaHa
AaTUpOBaHHas CChINIka, BHECEHO M3MEHEHNe, 3aTparuBaloLyee NofIoXeHNe, Ha KOTOpoe AaHa cCbifika, TO 3TO NoSIoXeHue
peKOMeHAYETCS PUMEHSTL 6e3 y4eTa AaHHOrO U3MEHEeHUSA. ECAN CCLINOYHBIA CTaHAapT 0TMeHeH 6e3 3aMeHsbl, To noro-
XeHue, B KOTOPOM JjaHa CChifika Ha Hero, PeKOMEeHAYETCS NPUMEHSTb B YacTH, He 3aTparuBaroLei 3Ty CCbIKY.

3 TepmuHbl M onpeaeneHus

B HacTosiwem craHgapte npuMeHeHbl TepmuHbl no MOCT P MICO/M3K 27000, TOCT P NCO 10007,
MOCT 19781, TOCT P 50922, FTOCT P 51275, TOCT P 54593, TOCT P 56939, a Takxe cneayowme TEPMUHBI
C COOTBETCTBYIOLUMMU ONPEAENEHNAMMN:

3.1 uHCcTpyMeHTanbHoOe cpeacTBo: [porpaMMa, ucnonb3yemasi kKak cpeacTBo paspaboTku, TeCTupo-
BaHMA, aHanu3a, npon3BoAcTBa UM MoaudukaLum Apyrux nporpamMmm Unmn JOKYMEHTOB Ha HUX.

3.2 ucxoaHbIN Koa NporpaMmei: [NporpaMMa B TEKCTOBOM BUAE HA KaKOM-TMGO A3bIKe NPOrpammMupo-
BaHUS.

3.3 cpepa paspaboTku nporpaMmHoOro obecnevyenus: Cpeaa, B KOTOpOW OCYLIECTBAAETCA pa3paboT-
Ka nporpaMMHOro obecneyeHus.

4 OOwmue nonoxeHus

4.1 TMpu peanusauun Tpe6osanuii FOCT P 56939 paspabotunkom 6e3onacHoro nporpammHoro obecne-
yeHusa (MO) nomkeH BbITb ONpPeaeneH NepeveHb Mep, NoANEeXaLux peanusauumn npu ero paspadortke B Lenax
NpeaoTBpaLLEHUs NOSIBIIEHUA U YCTPAHEHUSA YA3BUMOCTEN NPOrpamMm B MPOLIECCAX UX XKM3HEHHOTO LMKNa. Bhbl-
6op 1 yTouHeHWe Mep no paspabotke 6ezonacHoro MO AomkeH OCHOBLIBATLCA HA pe3ynbTaTax NPOBOAUMOrO
paspa6oTunkom MO aHanu3a yrpo3 6e3onacHOCTV MHOPMALMK, B pe3ynbTaTe KOTOPOro A0MKHbI BbITh onpe-
AeneHbl akTyanbHble ana cpeabl paspabotku MO yrpo3bl 6e3onacHocTU uHdopmauuu. Yrpo3sl 6e3onacHocTu
uHgopmauum npu paspabotke MO, npeacTaBNEeHHbIE B HACTOALLEM CTaHAapTe, MOryT ABNATLCA OCHOBOW ANA
npoBeaeHuMs aHanu3a yrpo3 6e3onacHoCcTu uHopMaLun KOHKPETHON cpeabl paspabotku MO.

4.2 TMepe4veHb yrpo3 6esonacHOCTU MHGOPMAaLMK, NPUBEAEHHBIN B HACTOALEM CTaHAapTe, sBNSETcA
cneunuYHbIM ANst NpoLIECCOB XU3HEHHOro uukna MO, B xoae koTopbix B MO MOryT 6biTb BHEAPEHBI YS3BUMO-
CTU MpPOrpaMmbl UNuU HapyLLeHa KOHMUASHUNANbHOCTL UHGOPMAaLUK, NOTEHUMANbHO CNoCcOOCTBYIOLLEN Bbi-
ABNeHuio HegocTtaTkos MO u ya3BUMOCTel NporpaMmbl. Yrpo3bl 6€30nacHOCTU MHOPMAaLMK, NPUBEAEHHbIE B
HacToALLEM CTaHAapTe, ABNAIOTCA aHTPONOreHHbIMKU. B HacToALeM cTaHaapTe He paccMaTpuBaloTCs yrpo3bl
6e3onacHoCcTU MHMOPMaLUUK, CBA3AHHbIE CO CTUXMMHBIMU B6eACTBUAMK, NPUPOAHBIMU ABNEHUAMU U YTEUKOM
MHAOPMaLUN NO TEXHMYECKUM KaHanam.

4.3 TMepedveHb yrpo3 6e30nacHOCTU MHAOPMAaLUN He ABNSETCA UCHEPNLIBAIOWMUM U MOXET ObITb AoNon-
HEH W (MNn) YTOYHEH B npouecce uaeHTudmkaumm yrpos 6e3onacHoCTu HGOpMaLum Ans KOHKPETHOWM cpeabl
paspa6otku MO.

4.4 B kavecrBe UCTOMHUKOB yrpo3 6e3onacHocTn nuidopmaumuu npu paspabortke MO moryT BbicTynarh:

- nuua (HapyLmTenu), OCyLLEeCTBRSIOWNE NpeaHaMepeHHble UM HenpeaHaMepeHHble AEUCTBUsI, Ha-
npasneHHble Ha BHeapeHue B MO yassuMocTen Nporpammel UK HapyLleHue KOHMUAEHLUUANLHOCTU HGOP-
MaLuK, NOTeHLUManbLHO cnocobCTBYIOLLEN BLISBMNEHUIO HeAoCTaTkoB MO 1 yA3BMMOCTEN NPOrpaMMmbl;

- WHCTPYMEHTanbHblE CpeacTBa, NpumeHsemble npu paspabotke MO, anroputm paboTbl KOTOPLIX MO-
XKET CTaTb NPUYNHON BHeAPEHUA B MO yasBuMOCTEN NporpaMMei.
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n pnmMmedaHune — K WHCTPYMEeHTalnbHbIM CpeACTBaM OTHOCATCA, HanpuMep, TPaHCNATOPbl, KOMMUNATOPLI,
NpuKnagHele nporpamMmmebl, UCNonb3yemble 4NA NPOEKTUPOBaAHUA U AOKYMEHTUPOBaHNA, pefaKkTopbl NICXOAHOMO Koga npo-
rpamMM, oTnagymkn, HTerpupoBaHHbIe cpelbl paapa60TKv|.

HenpeaHamepeHHbie yrpo3bl 6e30nacHOCTU MHopmauun npu paspabortke MO BO3HMKAIOT M3-3a He-
OCTOPOXHOCTU UMM HEKBANUULMPOBAHHLIX AeNCTBMI paboTHUKOB paspabotunka MO u cBa3aHbl ¢ HegocTa-
TOYHON OCBEOMIIEHHOCTbIO PAGOTHUKOB B 06racTu 3awmTbl MHdopmauum u paspaboTtkm 6ezonacHoro MO.

4.5 C y4yeTOoM BO3MOXHOCTEN NO AOCTYNy K cpede pa3pabotku MO HapywmTenein B HaCTOSALLEM CTaH-
Japre nogpasgenstoT Ha ABa Tuna:

- BHELUHWEe HapyLUUTenu — nuua, He MMeloLLIMe A0CTYyNa K cpefe paspaboTku MO n peanuayioLume yrpo-
3bl 6E30MaCHOCTM UHAOPMALIMK U3 BblAENeHHbIX (BEAOMCTBEHHbIX, KOPMOPATUBHbLIX) CETEN CBA3M, BHELUHUX
ceTen cBA3u 0BLLEero nornb30BaHUs;

- BHYTPEHHWE HApyLUMTENU — Nuua, UMEeLLUe NOCTOSHHBIA UMK Pa3oBbIi AOCTYN K cpeae paszpaboTku
Mno.

BHYTpeHHME HapyLUMTENM MOTYT peanu3oBbiBaThk Yrpo3bl 6€30nacHOCTU MHopmaLmm npu paspaboTke
MO nytem:

- BJIMSIHWA HA NPOLECCHI XXM3HEHHOro yukna Mo;

- OCYLLEeCTBMEHUS NpeaHaMepPEHHbIX UMW HenNpeaHaMEPEHHbIX AeNCTBUI B OTHOLUEHUW OTAENbHbIX 00b-
€KTOB cpeabl pazpabotku MO, B TOM YncCre 3NeMEHTOB KOHUIypaLuu, BbINOMHAS CAHKLMOHUPOBAHHbIV A0-
cTynm,

- OCYLLECTBNEHUSA NPEAHAMEPEHHBIX AENCTBUI B OTHOLUEHUU OTAENMbHBIX 0OBLEKTOB Cpeabl pa3paboTku
MO, B TOM Yncne 3NEMEHTOB KOHPUrypauuu, BbINONHAS HECAHKLMOHUPOBAHHbIV A0CTYN.

BHelLHWe HapyLuMTEnn MOTYT peanu3oBbiBaTb Yrpo3bl 6€30nacHOCTU MHpopmauumu npu paspabotke MO
nyTeM yaaneHHoro AocTyna (M3 BHELLHMX CeTel CBA3M 00LLero nonb30BaHns) k o6bekTam cpeabl pazpaboTku
MO, B TOM 4nCne anemeHTaMm KOHUrypawuum, BbiNOMHAA HECAaHKLMOHMPOBAHHLIN 4OCTYN. BHeLWHWe HapyLn-
Tenu Ans NOBbILLEHUSI CBOMX BO3MOXHOCTEN NO AOCTYyNy K o6bekTam cpeabl paspabotku MO moryT BCTynartb
B CrOBOP C BHYTPEHHUMMW HAPYLUUTENSMMU.

5 Yrposbl 6e3onacHOCTU nHopmauum npu paspadboTke NPOrpaMmmMmHOro
obecneueHus

HomeHknatypa yrpo3 GesonacHoctu uHdopmauumn npu paspabotke MO, npeactaBneHHas B AaH-
HOM pasgerne, npuseaeHa NPUMEHUTENbHO K MpoueccaM >u3HeHHoro uyukna Mo, ycraHoeneHHbix MTOCT P
NCO/M3K 12207.

5.1 Yrpo3bl ©e3onacHOCTM uH(pOpMauuM nNpu  BbINOSIHEHUM  aHanNu3a TpeboBaHUM
K MPOrpaMMHOMYy oGecneyeHutro

5.1.1 Yrpo3sa nosiBneHusi yA3BUMOCTEN NPOrpamMmMbl BCreacTBUE OWMOOK, AONYILEHHbIX NpU 3a-
OaHum TpeboBaHU No 6e30NacHOCTU, NpeaAbABAEMbIX K CO34aBaeMOMy NMPOrpaMMHOMY obecneve-
HUKO

JdaHHasa yrpo3a 3akno4aerca B npegHaMepeHHOM UNW HenpeaHamepeHHOM 3agaHum TpeboBaHui no
6esonacHocTu Kk cozgaBaemomy MO, cogep>kalmx OLUMOKM, KOTOPbIE NMPU YCIIOBUKM MX HEOBHAPYXKEHUSA Unu
HeucnpaesneHnss MOryT CTaTb NPUYUHOW MOSIBNIEHMS YS3BMMOCTEN nporpammel. Peanusauusi yrposbl MOXET
ObITb CBA3aHa:

- C npegHaMepeHHbIMU AEUCTBUAMU HAPYLLUUTENS,

- C npuHATMEM pa3pabotunkomM MO OCO3HAHHOMO peLieHuss O HeUCnpaBneHn OOHAPYXKEHHbIX B Tpe-
6oBaHKUAX No 6e30MacHOCTU OLLMBOK B CUMY Pa3NUYHbIX NPUYUH, HANPUMED, ANS COKPAaLUEHUS BPEMEHU pas-
paboTkn Nporpammel;

- HEeKa4yeCTBEHHOW MM HENOMHOW NpopaboTKoN nepeyHsa TpeboBaHui;

- HeucnpaeneHnem oOHapyY>KEHHbIX OLWMOOK BCNEACTBUE HEOCTOPOXHbLIX UMM HEKBANUMULNPOBAHHBIX
AENCTBUI, HETOYHOCTSAMU, A0NYLUEHHbIMU B (DOPMYNMPOBKaxX TpeboOBaHWN;

- Hey4eToMm npu popmupoBaHum TpeboBaHui Kk paspabatbiBaemomy MO BCeX NPUMEHUMbIX UCTOMHU-
KOB, HanpuMep: 3aKOHOB, HOPMAaTUBHbIX NPAaBOBLIX aKTOB, OTPACMEBLIX CTAHAAPTOB, TPeBGOBAaHMI NOMNb30Ba-
Tens, cueHapues npumeHeHus MO, akTyanbHbIX yrpo3 6€30MacHOCTU UHbOpMaLuK.
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YA3BMMOCTM Nporpammbl, NOSIBUBLUMECS U3-3a OLLMOOK B TpeboBaHUsIX NO 6e30MacHOCTU, B AanbHeEN-
Lwem MOoryT ObITb UCMONb30BaHbI C LENbO BbIMOMHEHUSI KOMMbLIOTEPHLIX aTak Ha MHPOPMALIMOHHBIE CUCTEMBI
nosnb3oBarenen, npumenaowmx Mo.

Peanu3sauua gaHHONM yrpo3bl BHYTPEHHUM HapyLUMTENEM MOXET ObiTb OCYLLECTBIEHA NYTEM BUAHUA Ha
dhopmupoBaHue TpeboBaHuii o 6e30MacHOCTM B NPOLIECCE MX 3aaHUSI MU BHECEHUSA U3MEHEHUI B Nobble
006beKThI cpeabl pa3paboTku MO, B TOM YMCne B SNEMEHTbI KOHUrypauuu, cosgaBaemble UNu MCNOMb3yemble
npu onpeaeneHun aTux TpeboBaHuii. UISMEHEHUsE MOTYT BHOCUTBLCA NYTEM CAHKLMOHUPOBAHHOTO UMK HECaHK-
LMOHMPOBAHHOIO A0CTyna k o6bekTam cpeabl pazpabdotku MO.

MpuMevyaHne — B kadectBe NpuMepoB 06bLEKTOB cpefbl paspaboTku MO MOXHO NPUBECTU: AOKYMEHTHI,
paspabatbiBaemble no TpeboBaHuam MOCT P 56939 (TexHudeckoe 3agaHue, 3agaHue no 6esonacHocTu), NOCTAHOBKU 3a-
Aau, VHble JOKYMEHTBI, B TOM YUCHE SMEKTPOHHbIE, CO34aBaeMble UNK UCMoNb3yeMble NPy onpegeneHun TpeGoBaHuid no
6e3onacHocTy. [Npu BEINONHEHUW aHanu3a AaHHow yrpo3bl 6e3onacHoCT MHgOpMaLMM crnegyeT y4nuTbIBaTb, YTO 0BLEKTHI
cpenbl paspabotku MO, cosgaBaemble UnNK Ucnonb3yemble Npu onpegeneHnn TpebosaHuii No 6e3onacHOCTH, MOTYT He
ABMATLCA ANeMeHTaMn KOHUrypauum, KOHTPOrMpyeMbIMKU CUCTEMOW YNpasreHnsa koHdurypauuen MO.

BHeLuHuWI HapyLLMTENb MOXKET peanu3oBbIBaTb AaHHYIO Yrpo3y NyTeM yAaneHHoro AocTyna (M3 BHELUHUX
ceTeli CBA3M 06LLero nonb3oBaHUsA U (MNu) CeTei MexayHapoaHoro MHOPMaLMOHHOro 06MeHa) kK 06bekTaM
cpeabl paspaboTku MO, cosgaBaeMbIM UM UCNOMb3YEMbIM NpY onpeaeneHun TpebosaHuii no 6e30MacHOCTU.
Peanusauusi aHHOW yrpo3bl BHELLUHUM HApyLUMTENEM BO3MOXHA Npu YCIOBUMW MOAKIMIOYEHUS cpelbl paspa-
60TKkM MO K BHELLUHUM CETAM CBSI3U 06OLLETr0 NONb30BaHUSA U (MNN) CETAM MEXAYHAPOAHOr0 MH(POPMAaLMOHHOIO
obmeHa.

Yrposa ofycnoBneHa HegocTaTkamu B peanu3oBaHHbIX pazpabotymkom MO mepax KOHTPONS AocTyna
U KOHTPOMS LIeNOCTHOCTU, MPUMEHSEMbIX K 0ObekTaM cpeabl paspabotkn MO, u mepax no paspabotke Ges-
onacHoro MO, B 4aCTHOCTU: OTCYTCTBMEM MEP, CBA3AHHLIX C onpeaeneHnem TpeboBaHui no 6esonacHocTy,
HENOMHOW UNKN HEKAYECTBEHHOW OLIEHKON CCHOPMYIIMPOBAHHbIX TPebGoBaHMi No 6e30nacHOCTU, HeaocTaTkamm
B Mepax, CBA3aHHbIX C ynpasneHuem koHdurypaumei MO n obyveHnem paboTHukoB paspaborumka MO B 06-
nactu paspabotku 6esonacHoro MO.

MpumMmedvaHne — B KayecTse NpumMepoB OWNBOK B TpeBGoBaHUSAX No 6e30MaCHOCTU MOXHO MPUBECTH: OLUNG-
KV Npu 3afaHun TpeGoBaHUi K ponisiM nornb3oBateneii (oTcyTcTBUE HeOBXOAUMBIX poneil, NpeBbileHne HeobXoaUMBIX
MpVBWMErkid U MOMHOMOYWIA poneit), OTCYTCTBUe TpeGoBaHUS ayTeHTUMUKALMW AN BBINOMHEHUA KPUTUHHBIX OMNepaLyii,
OTCyTCTBWE TpeBGoBaHUi No UCMOMNbL30BaHUIO CEPTUDULIMPOBAHHLIX CPEACTB KpUNTOrpachuieckoi 3alluTsl MHopMaLmu.

5.1.2 Yrpo3a BbiiBNeHUA YA3SBUMOCTEH NpPOrpamMmMbl BCHieACTBUE PACKpbITUA UHdopMauum o
Tpe6oBaHuAxX No 6e30NacHOCTH, NPpeAbABMAEMbIX K CO3AaBaeMOMY NPOrpaMMHOMY o6ecnevyeHuto

[aHHas yrpo3sa 3aknioyaercs B NpeAHaMepPEHHOM UIN HENPEAHAMEPEHHOM (M3-32 HEOCTOPOXKHOCTU MU
HeKBanMPMUUPOBaHHbIX AeHCTBUIT paboTHUKOB paspaboTtumka MO) packpbitun uHopmaumm o TpeboBaHnAX
no 6e30nacHOCTH, NpeabsBNsSeMbIX K cosgasaemoMy MO. HapylueHne koH(MAEHUNANBHOCTU AAHHOW WH-
dopmaumm MOXET CrnocobCTBOBaThL BLISABMEHMIO HeaocTatkoB MO u ysi3BUMOCTEN NPOrpaMmbl, KOTOpbIe B
AanbHenwem MOryT ObiTb UCNOMNb30BaHbI C LIENbIO BLINOMHEHUS KOMIMbIOTEPHLIX aTak Ha UH(POPMALIMOHHBbIE
cucTeMbl nonb3oBartenen, npumeHsowmx Mo.

Peanusauus faHHON yrpo3bl BHYTPEHHUM HapPyLUMTENEM MOXET ObITb OCYLLECTBIIEHA NYTEM PACKPLITUSA
MHdopMaLuK, coagepaluenca B ob6bekTax cpeabl paspabortku MO, B TOM yucne B dneMeHTax KOHpurypa-
LMK, CO3aaBaeMbiX UM UCNONb3yeMbix pazpabotumkom MO npu onpeaenenun TpeboBaHuii No 6€30NacHOCTH,
BCNeACTBUE CAHKLMOHMPOBAHHOIO UM HECAHKLMOHUPOBAHHOIO AOCTYNA K YKa3aHHbIM 0ObeKkTaMm.

BHeLuHuWi HapyLLMTENb MOXET PEanu3oBbIBaTh AAHHYIO YIPO3y MYTEM YAANEeHHOro A0CTyNna (M3 BHELUHUX
ceTeii cBsI3u 06LLIEro nonb3oBaHusl U (MNU) CETER MEXIYHAPOAHOI0 MH(OPMALIMOHHOTO 06MeHA) kK 0b6bekTam
cpeabl paspabotku MO, cozgaBaeMbiM UM UCMONb3YEMbIM NpU onpeaeneHun TpeboBaHuii No 6e3onacHocTu.
Peanusayusa gaHHOW yrpo3bl BHELLHUM HapyLuMTENIEM BO3MOXHA MPU YCIIOBUM NMOAKIIOMEHUA Cpeabl paspa-
60T1KM MO K BHELLHUM CETAM CBA3M 0OLLEro Nonb30BaHUA U (MNU) CETAM MEXAYHAPOAHOI0 UHPOPMALMOHHOIO
obmeHa.

Yrpo3a obycnosneHa:

- HegocTaTkamu B pearnu3oBaHHbIX pa3pabotuukom MO mepax KOHTpOnsi AOCTYNna, NPUMEHAEMbIX K
obbekTam cpeabl pa3paborku MO U HaNPaBMNEHHbIX HA OFPAHMYEHNE KPYra UL, MMEIOLMX AOCTYN K KPUTUY-
HO#i MH(OpMAaLMK, U onepaLyi, KOTOpble MOFYT ObITh BbINONHEHbI C 0ObekTaMu cpeapbl pa3paboTkn (Hanpu-
Mep, BbIBOA MH(pOpMALIMM C UCMONb30BaHUEM HOcUTENEN MHGOPMALMK UMK KAHANOB Nepeaayn AaHHbIX);
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- HeJOCTaTOYHOM 0CBEAOMIMEHHOCTLIO paboTHMKOB paspaboTymka MO B obnacTtu o6ecneveHns KOHK-
AeHUManbHOCTU MHdopmaLum.

5.2 Yrpo3sbl ©6e3onacHocTM MHcopMauun nNpu BbINOSIHEHUU MNPOEKTUPOBAHUA APXUTEKTYPbI
nporpamMmbil

5.2.1 Yrposa nosiBneHusa ya3BUMOCTEN NporpaMmbl BCneacTBue OWMO60K, AONYLWEHHbIX NPKU CO3-
DaHUU NpoeKTa apxXUTEeKTYpbl NPOrpaMmmbl

[aHHas yrpo3a 3akno4aerca B NpegHaMEPEeHHOM MNW HENPeaHaMEPEHHOM CO3[aHWM MPOEeKTa apxu-
TEKTYpPbl NPOrpammsbl (Jlormyeckas CTPyKTypa nporpaMmbl, B KOTOPOW UAEHTMMUMPOBaHbI KOMMNOHEHTbI, UX
UHTEpdENCbl U KOHUENUUs B3aMMOAENCTBUS MEXAY HUMM), coaepallero owmnbkm (HeaocTaTku), KOTopble
npu yCroBUKU MX HEOBHAPYXXEHUS UNU HEUCNIPABINEHUA MOTYT CTaTb NPUYMHON NOSIBNEHUS YA3BUMOCTEN Npo-
rpaMmel. Peanusauyus yrpo3bl MOXET ObITb CBA3aHA:

- C nNpeaHaMepeHHeIMU 4eiCTBUAMU HapyLUMTENS;

- C npuHATUEM pa3paboTynkomM MO OCO3HAHHOTO PeLUeHMs O HeWUcrpaBneHun OGHAPYXKEHHBIX B NPO-
eKTe apXWTEKTYpbl NPorpaMmMbl OLLMGOK B CUIY PasfUYHbIX NPUYWH, HANpPUMEpP ANA COKpaLUEHUS BPEMEHU
pa3paboTku nporpammel;

- C HEBEpPHOM MHTepnpeTaumeit TpeboBaHui No 6e30MacHOCTH, NpeabaABNAEMbIX K cozgasaemomy MO,
npu CO3aaHNM NPOEKTa apXUTEKTYPbl NPOrpaMMbl, HEYYETOM NPU CO3AaHUM MPOEKTa apXUTEKTYPbl Nporpam-
Mbl TUMOBbLIX CLIEHAPWEB KOMMbIOTEPHbLIX aTtak u yrpo3 6e3onacHocTu nHopmaumm, HeucnpasneHnem obHa-
PY>XEHHbIX B NMPOEKTE apXUTEKTYpPbl NPOrpaMMbl OLLMOOK BCEACTBME CriydaiiHbIX HEBEPHbIX MU HEKBaNUU-
LMpPOBaHHbIX AENCTBUNA.

YA3BMMOCTU NPOrpaMMbl, MOSBUBLUMECS M3-3a OLUMBOK B MPOEKTE apXUTEKTYpbl NPOrpamMmbl, B AanbHER-
LWeM MOryT ObITb MCNOMb30BaAHbI C LENbIO BbIMOMHEHUA KOMMBIOTEPHbLIX aTak Ha UHPOPMALMOHHBLIE CUCTEMBI
nonb3osarenen, npumeHsowmx Mo.

Peanusauus gaHHOW yrpo3bl BHYTPEHHUM HapYLUMTENEM MOXET ObiTb OCYLLECTBNEHA NYTEM BMSHUSA
Ha (hOpPMUPOBAHUE NPOEKTA aPXMTEKTYPbI MPOrpamMmbl, B TOM YUCHE HA MOAENUPOBaHKUE Yrpo3 6e30nacHOCTH
UHGMOPMaLUK, KOTOPbIE MOTYT BO3HUKHYTEL BCneacTBue npuMeHenus MO, unu BHeCEHU M3MEHEHU B niodble
06bekTbl cpeabl pa3pabotku MO, B TOM Yncne B aNeMeHTbl KOHUrypauuu, Co3gaBaemble UM CNosb3yemblie
npy NPOEKTUPOBAHUU APXUTEKTYPbI MPOrpaMMbl. I3MEeHEeHNs MOryT ObiTb BHECEHbI NYTEM CAHKLMOHUPOBAH-
HOTO UM HECAHKLMOHUPOBAHHOTO AOCTYNA K 00bekTaM cpeabl paspabotku IMO.

MpuMmeuyaHune — B kayecTBe NpuMepoB o6LEKTOB cpeAbl pa3paboTkn MOXHO NPUBECTU. [OKYMEHTbI, pas-
pabaTbiBaemble no TpeboBaHusM FOCT P 56939 (pesynbraThl MogenupoBaHus yrpo3 6esonacHocT WHOpMaLumn, Npo-
€KT apXUTeKTypbl I'IpOFpaMMbI), NOCTAaHOBKKU 3aAaY, UHble JOKYMEHThI, B TOM YUCIE aNeKTpOoHHbIe, co3faBaeMble UNn Uc-
nonb3yemble NpU NPOEKTUPOBaAHUM apXMTEKTYPLI Nporpammbl. Mpu BEINOIIHEHUM aHanu3a JaHHoN yrpossl 6esonacHocTH
vHopMaLMK cneayeT yuuTbIBaTh, YTO 0ObeKTHl cpefbl pa3pabotku O, cosgaBaeMble UM UcNonb3yemele Npu nNpo-
€KTUPOBaHWUN apXUTEKTYPbLI NPOrpamMMbl, MOTYT He SBMSATHCA 3MleMeHTaMu KOHGUrypaumm, KOHTPONUpyeMbIMU CUCTEMON
ynpasneHns kondurypavueit NMO.

BHeLwHWn HapyLLMTENb MOXET peanu3oBbIBaTh AAHHYIO YIPO3y NyTEM yAaneHHOro 4ocTyna (U3 BHeLHNX
ceten cBA3WU 00Wlero NoNbL30BaHUA U (MNKU) CETe MEXAYHAPOAHOrO MHOPMALUMOHHOrO 06MeHa) kK 0GbekTam
cpeabl paspabotku MO, co3gaBaemMbiM UK UCNONb3YEMbIM MPU NPOEKTUPOBAHUN apXUTEKTYPbI NPOrPaMMbl.
Peanu3auus gaHHOM yrpo3bl BHELULHUM HapyLUMTENEM BO3MOXHA NMPU YCIIOBUM NOAKIIOYEHUA Cpeabl pa3pa-
60Tku MO K BHELWHWUM CETSAM CBSI3M 00LLIEr0 NOrNb30BaHUA U (MITN) CETAM MEXAYHAPOAHOrO0 MHCPOPMALIMOHHOTO
obmeHa.

Yrpo3a o6ycnoeneHa HeoCTaTkaMu B peanu3oBaHHbIX paspaborunkom MO mepax KOHTPONA AocTyna u
KOHTPONS LIENOCTHOCTH, NPUMEHSIEMbIX K 00bekTam cpeabl paspabotku MO, u mepax no paspaboTke Gesonac-
Horo MO, B 4aCTHOCTU: OTCYTCTBMEM Mep, CBSA3aHHbIX C MOAENUMPOBAHMEM Yrpo3 6e30nacHOCTM MHcopmaLmu,
KOTOPbIE MOTYT BO3HUKHYTbL BCNEACTBUE NpUMEHEHUA O, HENOMHbLIM UK HEKaYeCTBEHHbIM MOAENUMPOBAaHM-
em yrpo3 6e30nacHOCTU MHOPMALUKU, HEYYETOM PE3YNLTaTOB MOAENUPOBAHMA Yrpo3 6e30nacHoCTH HGop-
Mauuu Npu YTOMHEHUN NPOEKTa apXUTEKTYPbl NPOrPaMMBbl, HEAOCTaTKaMN B MEPAX, CBA3AHHBIX C YNPaBrneHu-
em koHdurypauueri MO, 06yuyeHnem paboTHukoB paspadotuuka MNO B obnactu paspadoTtkm 6esonacHoro MO
M NpoOBeAEeHNEM CUCTEMATUYECKOTO NOMCKA YSI3BUMOCTEN NPOrpamMmbl.

NMpuMevyaHue — B KayecTBe NPUMEPOB OLUIMGOK B NPOEKTE apXUTEKTYpPLl NPOrpaMMbl MOXHO NMPUBECTU: OT-
CYTCTBUE 3aLUNTLI faHHBIX, NepeAaBaeMbiX MEXLY KOMMOHEHTaMW NPOrpaMMbl, OT PACcKPLITUSA UK MOAUDUKALM, OTCYT-
CTBWe NPOBEPKU BXOAHLIX AaHHLIX, MONyYaeMblX U3 HEJOBEPEHHOMO UCTOMHUKA U NepeaaBaeMbIX UHTepdeiicy nporpam-
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Mbl WM UHTepdelicy KOMMOHEHTa NPOrpaMMel, OTCYTCTBUE perucTpauni CoBhITUI, KPUTUYHBIX C TOUKU 3PEHUs 3aluuThl
UHopMaLmu.

5.2.2 Yrpo3a BbiAABNeHUA YA3BUMOCTEN NMPOrpaMmMmbl BCneaCTBUE pPacKpbITUA uHpopmauum o
npoeKTe apXUTEKTYpPbl NPOorpaMmmbl

[aHHas yrpo3sa 3akniovaeTcsi B npegHaMepeHHOM Ui HenpegHaMmepeHHOM (U3-3a HEOCTOPOXKHOCTM UIN
HeKBanunLUMpoBaHHbIX AEWCTBUIA paboTHUKOB paspabotyuka MO) packpbiTuM MHAOPMALUK, CBA3AHHON C
NPOEKTOM apXMTEKTYpPbl NporpaMmmbl. HapyweHne KoHMaeHUManbHOCTU AAHHOW UHOpMaLMK MOXET Cro-
co6CTBOBATL BbISIBNEHMIO HeAocTaTkoB MO 1 ysa3BUMOCTEN NporpaMMbl, KOTOpPbIE B AanbHERLIEM MOTYT BbITb
MCMNOMb30BaHbI C LENbIO BbINOMHEHNS KOMMBIOTEPHbIX aTak Ha MH(POPMALIMOHHBLIE CUCTEMbI NMONL30BATENEN,
npumeHsowmx Mo.

Peanusauusa gaHHOM yrpo3bl BHYTPEHHUM HApPYLUMTENEM MOXET ObITb OCYLLECTBMEHA NYTEM PaCKPbITUS
UHdopMaLmuK, cogepxallenca B obbektax cpeabl paspabotku MO, B TOM B YMCE 3feMEHTaxX KOHurypa-
LMK, cosgaBaeMblX UNKU UCNonb3yembix paspaboTynkom MO Npu NpoekTMpoBaHUKM apXUTEKTYPbl NPOrpaMmbl,
BCMEACTBME CaHKLIMOHMPOBAHHOIO UMM HECAHKLIMOHUPOBAHHOIO A0CTYNA K yKa3aHHbIM ObbekTam.

BHeLWHWIT HapyLUMTENb MOXET peanu3oBbIBaTb AaHHYIO Yrpo3y NyTeM yAaneHHoro AocTyna (M3 BHELUHUX
ceTeil cBA3M 00LIero Nonb30BaHUA U (MNK) CETEW MEXAYHAPOAHOTO MHOPMALMOHHOTO 0OMEHA) K 0OBbEeKTaM
cpeabl paspabotku MO, co3gaBaemeiM UK UCMONb3YEMBIM MPU MPOEKTUPOBAHUN apPXMTEKTYPLI NPOrPaMMbl.
Peanusauus aaHHOW yrpo3bl BHELUHUM HapyLUMTENEM BO3MOXHA NPW YCNOBUM NOAKMIONEHUA Cpeabl pa3pa-
60TKM MO K BHELUHUM CETAM CBA3M 0OLLEro NONbL30BAHUA U (MNK) CETAM MEXAYHAPOAHOro MHAOPMAaLMOHHOIO
obmMeHa.

Yrposa o6ycnoeneHa:

- HegocTaTkaMu B peanu3oBaHHbIX paspabotymkom MO Mepax KOHTPONA AO0CTyna, NPUMEHSIEMbIX K
obbekTam cpeabl paspabotku MO u HanpaBreHHbIX HA OrpaHUYMEHUE Kpyra NUL, MUMEIOLLMX AOCTYN K KPUTUY-
HON MHbopMaUMK, U onepauui, KOTopble MOTYT ObITb BbINOMHEHbI ¢ OGbeKkTamu cpeabl pa3paboTkm (Hanpu-
Mep, BbIBOA UHPOPMALMKU C MCNOMB3OBAHUEM HOCUTENEN MH(POPMAaLIMK UNKU KaHaNoB nepeaayn 4aHHbIX);

- HeJOCTaTOYHON 0CBEAOMITEHHOCTLIO paboTHUKOB paspabotunka MO B o6nactu o6ecnevyeHus KOHGM-
AeHUMansHOCTU MHGOPMaLUK.

5.3 Yrpo3bl 6e3onacHOCTU MH(hOpMaUun Npu BbINONTHEHUM KOHCTPYUPOBAHUA
W KOMMJEKCUPOBAHUA NPOrPaMMHOro od6ecneyeHuns

5.3.1 Yrposa BHegpeHUA YA3BMMOCTEN NPOrpaMMbl B UCXOAHBIN KO NPOrpaMMbl B Xo4e ero pas-
pa6oTku

[aHHan yrposa 3aknio4aeTcs B npegHaMepeHHOM Unu HenpegHaMepeHHOM BHEAPEHUN B UCXOAHbIN KOA
nporpamMmMbl OLWNBOK (HEAOCTaTKOB), KOTOPbIE MPU YCIOBUM UX HEOOHAPYXKEHUS UMW HEUCTIPABIIEHUA MOTYT
CTaTb NPUYMHOI NOABNEHUA YA3BUMOCTEN NporpamMmMbl. Peanuaauums yrpo3bl MOXET ObITb CBA3aHA:

- € npegHaMepeHHbIMY AENCTBUAMU HAPYLLUTENS;

- € NpuHATMEM pa3paboTumkom MO 0CO3HAHHOIO peLUeHUst O HEUCNPABNEHUN 0OHAPYXEHHbIX B UCX0A-
HOM KoAe NporpaMMbl OLLMGOK B CMAY PasnU4HbIX NPUYKH, HANPUMED ANt COKPaLLeHUsi BpeMeHn pa3paboTku
nporpaMmbl;

- ¢ owmbKaMu, BHECEHHbIMW B UCXOAHBLIN KOA Nporpammbl criydaiiHbiM 0b6pa3omM nubo BCneacTeue He-
KBanNMpUUMPOBaHHLIX AeiCTBUI pabOTHUKOB, HaNpUMep B Crlydae UrHOPUMPOBaHMSA pabOTHUKOM npasun U
pekomeHagauui, CBA3SAHHbLIX C UCMONb30BAHMEM U3BECTHbIX YS3BUMMbIX KOHCTPYKLMIA B UCXOAHOM KOAE npo-
rpaMmbl.

YA3BUMOCTU NporpaMmbl, NOSIBUBLLUMECS U3-3a OLUMOOK B UCXOAHOM KOAE NMPOrpaMmbl, B AanbHENLWEM
MOTYT GbiTb MCMOMb30BaHbI C LIENbIO BbINOSIHEHUS KOMMNbIOTEPHbIX aTak Ha MHOPMALMOHHbIE CUCTEMbI NOJb-
3oBarenen, npumeHsowmx Mo.

Peanusauua AaHHOM yrpo3bl BHYTPEHHUM HAPYLLMTENEM MOXET ObITb OCYLLECTBIIEHA MyTEM BHECEHUA
M3MEHEHUI B UCXOAHBII KoA nporpaMmmbl. U3ameHeHus MoryT ObiTb BHECEHbI NYTEM CAHKLIMOHMPOBAHHOIO UNK
HECaHKLMOHUPOBAHHOTO AOCTYNA K MICXOAHOMY KOAY NpOrpamMMbl.

BHeLwHMI HapyLUMTENb MOXET peanu3oBbIBaTb AAHHYIO YIPO3y NyTeM yAaneHHOro 4ocTyna (M3 BHELHUX
ceteli cBA3KM 0OLLEro Nonb30BaHUs U (MNn) ceTein MexayHapoaHOro MHOPMALMOHHOTO 06MeHa) K UCXOAHOMY
Koay nporpammbl. Peanu3auusa AaHHOW Yrpo3bl BHELLUHUM HapyLUMTENEM BO3MOXXHA NPU YCIOBUMKM NOAKIOYE-
HUA cpeabl pa3pabotkm MO K BHELUHUM CETSIM CBA3M ODLLETO MOMb30BaHUA U (MNM) CETSIM MEXYHApPOAHOTO
MH(POPMALMOHHOTO 0OMeHa.
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Yrposa oGycnoeneHa HeOCTaTkamMu B peanu3oBaHHbIX paspaborunkom MO mepax KOHTPONA AoCTyna u
KOHTPONSA LIENOCTHOCTU, NPUMEHSAEMbIX K 00bekTam cpeabl paspabotku MO, u mepax no paspabotke 6esonac-
Horo MO, B 4aCTHOCTU: HEKA4EeCTBEHHbIM UITU HEMOMHbLIM NPOBEAEHMEM CTAaTUHYECKOrO aHanu3a unun akcnep-
TU3bl NICXOAHOTO KOZA MPOrpaMMbl, HEYYETOM MpPU CO3A4aHUU NPOrPaMMbl NPOEKTa apXUTEKTYPbl MPOrPaMMbl
n/unu nopsiaka obOpPMIIEHMSA UCXOAHOTO KoAa NPOrpaMmbl, HeJoCTaTkamMu B Mepax, CBA3AHHBIX C ynpaBneHu-
em KoHdurypaumeii NO, o6yuyeHuem paboTHukoB padpaboTtuuka NO B obnactu paspaboTku 6esonacHoro MO
U NPOBEAEHUEM CUCTEMATUYECKOTO NOMCKA YS3BUMOCTEN NPOrpamMMmbl.

MpumeyaHune — B kayecTBe NpUMepoB MNpegHaAMEPEHHBIX OLUMGOK (HEROCTaTKOB) B UCXOAHOM KOAe Npo-
rpamMmel, KOTOpble MOIFYT CTaTb I'Ipl/NI/IHOVI noABneHuA yﬂBBVIMOCTeﬁ nporpaMmmbl, MOXXHO NpUBECTU. 3aZjaHne B UCXO4HOM
Koge nporpaMmmbl ayTeHTI/IQ)I/IKaL[I/IOHHbIX AaHHbIX, BHEApeHWe nporpaMMHbIX 3aknagok. B kadectBe npumepoB Henpea-
HaMepeHHbIX owmnbok (HeLl,OCTaTKOB) B UCXOAHOM KOA€ NnporpamMMebl, KOTOpbI€ MOTYT CTaTb ﬂpMHMHOVI nosiBNeHusa yassu-
MOCTel nporpaMmmbl, MOXHO NPUBECTU. HEQOCTATKN, CBA3AHHbLIE C HEKOHTpOﬂVIp)'EMOﬁ CbOpMaTHOﬁ CTpOKOﬁ, HeaoCTaTKuy,
CBA3aHHble C NnepenosiHeHUeM 6yq)epa namMATHU, HeaoCTaTKn, CBA3aHHbIE C HEMOSHOTOW npoaepKon BBOAUMBIX (BXO,CIHbIX)
LaHHbIX.

5.3.2 Yrpos3a BHeApeHUs yA3BMMOCTEN NPOrpaMMbl NyTeM UCNONMbL3OBaHUA 3aUMMCTBOBAHHLIX Y
CTOPOHHUX Pa3paboTYUKOB NPOrpPaMMHOro o6ecneyeHusn ya3sBUMbIX KOMIIOHEHTOB

[aHHas yrpo3sa 3akno4aeTcs B npeiHaMepPEHHOM UK HenpeHaMepPEHHOM BHEAPEHUM B paspabarbiBa-
eMyl0 NporpaMmMy 3auMCTBOBAHHLIX Y CTOPOHHMX pa3paboTunukoB MO KOMMOHEHTOB (NPOrpaMMHbIE MOAYNH,
UCXOAHbIN KOA), COAemKaLUMX YS3BUMOCTU. YA3BUMOCTHN NPOrpaMmbl, MOSBUBLUMECH U3-3a NPUMEHEHUSA YA3-
BMMbIX KOMIMOHEHTOB, B AanbHENLLEM MOTYT ObITb UCNONBL30BAaHbI C LIENbIO BbINOMHEHWUA KOMMNbIOTEPHBIX arak
Ha MHPOPMAaLIMOHHbIE CUCTEMbI NOMNb3oBaTenen, NnpuMeHsawmx Mo.

Peanu3auusi 4aHHOM yrpo3bl BHYTPEHHUM HApYLLMTENEM MOXET ObiTb OCYLLECTBNEHA MYTEM UCMONbL30-
BaHMA npu paspaboTke NPOrpaMmmHbIX MOAYNEN UK UCXOAHOTO KOAA MPOrpaMMm CTOPOHHMUX pa3paboTYmMKOB,
cogepxaLumx yasBMMOCTH, @ TaKKe BHECEHUSI KBMEHEHUI B NPOrpaMMHbIE MOAYMW UMW UCXOAHbIW KOA Npo-
rpaMmm CTOPOHHMX paspabotuukos NO, ucnonb3dyemMble npu paspabotke nporpammbl B cpeae paspabotku MO
Unu B Npouecce ux nepegayu u3 cpeabl paspaboTkum CTopoHHero paspaboruumka MNO.

BHeLwHMi HapyLuMTenb MOXET peanu3oBbiBaTb AAHHYIO YIPo3y NyTEM yAaneHHOro 4ocTyna (M3 BHELUHUX
ceTei CBA3M 00LLEro Nonb3oBaHus u (Mnu) ceTel MeXxayHapoaHOro MHGOPMaLUMOHHOro 0OMEHa) kK NporpaMmm-
HbIM MOZYFSM UMM UCXOAHOMY KOZY NPOrpamm CTOPOHHMX paspabotuukoB MO, ucnonb3yembiM Npu paspa-
6oTke nporpammbl. Peanv3aumsa AaHHOM yrpo3bl BHELLHUM HapyLUMTENEM BO3MOXHA NpW YCNOBUW NOAKMIOYE-
HUA cpeabl pa3paboTku MO K BHELHUM CETAM CBSA3M OOLLETO NMOMb30BaHUA U (MNM) CETSM MEXAYHapPOAHOTo
MHPOPMAaLMOHHOFO 0BMeHa.

Yrpo3sa o6ycrnosneHa HeaocTaTtkaMu B peanu3oBaHHbIX paspaborunkom MO mepax KOHTPONA 4ocTyna u
KOHTPONS LEeNOCTHOCTU, NPUMEHsIEMbIX K 00bekTam cpeabl pa3pabotku MO, u mepax no paspabotke 6esonac-
Horo MO, B YaCTHOCTU: HEKAYECTBEHHbIM UM HEMOJIHLIM aHANU30M YS3BUMOCTEN B KOMMOHEHTAX, 3aMMCTBO-
BaHHbIX Y CTOPOHHUX pa3paboTuukos MO, HegocTaTkamu B Mepax, CBA3aHHbIX C ynpasneHuem KoHdurypaum-
el MO, oby4yeHuem pabotHukoB paspaboruuka MO B obnacTu paspabotku 6esonacHoro MO u nposeaeHUEM
CUCTeMAaTUYECKOro NoMcKka ya3BMMOCTEN NPOrPammbl.

6.3.3 Yrpo3a BHeapeHUA YA3BUMOCTEW NMPOrpaMMbl M3-3a HEBEPHOTO UCMOSIb30OBAHUA MHCTPY-
MEeHTasIbHbIX CPeACTB NPU pa3paboTke NPOrpaMmMHOro obecneyeHus

[aHHasn yrposa 3aknioyaercs B HenpeAHaMEepPEHHOM BHECEHUM B NPOrpaMMy HEAOCTaTKOB M3-3a OLM-
60K, AONYLLEHHbIX NPU UCNONbL30BAaHUM MHCTPYMEHTAaNbHbIX cpeacTB pa3pabotku MO, unu npegHamMepeHHON
MoaudukaumMm MHCTPYMEHTanNbHbIX CPeICTB U 06LEKTOB cpeabl paspaboTtku MO, coaepxalmx uHdopmauuio
0 NPUMEHAEMBIX NPU CO3AaHUM MPOrPaMMbl NAPaMETPax MHCTPYMEHTANbHLIX CPEACTB, KOTOPLIE NPU YCNOo-
BMU UX HEOOHApPY>KeHUS1 UNU HEUCNIPABNEHUS1 MOTYT CTaTb MPUYUHON NOABNEHUA YA3BUMOCTEN NPOrpamMMmbl.
Ucnonb3oBaHue B npouecce pa3paboTku Mporpammbl MOAMMPULIMPOBAHHLIX WHCTPYMEHTANbHLIX CPEACTB,
coaepxalumx NPorpaMmmHbIe 3aknagku, Unu HeBepHOW UHAGOPMAaLMKM, CBA3AHHOW C mapameTpamu UHCTpy-
MeHTarnbHbIX CPEACTB, MOXET NPUBECTU K BHEAPEHUIO B MPOrpaMMy ysA3BUMOCTEN. YA3BUMOCTU NpOrpamMmbl,
NOSBUBLLMECH U3-3a OLLUMOOK NPU UCNONb30BaHUN UHCTPYMEHTASbHbIX CPEACTB UM UCNONb30BaHUS MOAU M-
LUMPOBAHHbIX MHCTPYMEHTAaNbHbIX CPEACTB MIN UX HEBEPHbIX HACTPOEK, B AanbHENWLLEM MOTYT ObITb UCMONb-
30BaHbl C LeNbIO BbINOSIHEHUSI KOMIMbLIOTEPHBLIX aTak HA MH(POPMALIMOHHBLIE CUCTEMBI NOMb3OBaTENeu, Npume-
HAWmx MO.

Peanu3auus AaHHOM Yrpo3bl BHYTPEHHUM HAPYLUMTENEM MOXET OCYLUECTBAATLCA NYTEM:

- UCMOMb30BaHNA UHCTPYMEHTANbHbIX CPEACTB Cnocobamu, He COOTBETCTBYIOLLIMMU MOPSAAKY UX JKCIY-
arayum (Hanpumep, U3-3a MCNONb30BaHMSA OLUMGOYHON HACTPONKKU), BCNEACTBME UCNONb30BaHUSI MHCTPYMEH-
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TanbHbIX CPEACTB, MPUMEHEHNE KOTOPbIX HE NPeayCMOTPEHO npu pasdpabotke MO, Unu nyTem BHECEHUA U3-
MeHeHWii B Nobble 06bekThI cpeabl paspaboTku MO, coaepkalume NPUMEHAEMBIE NPU CO3daHUM NporpaMmel
napameTpbl UHCTPYMEHTASbHbIX CPEACTB;

- moaudUKaLMKn NN 3aMeHbl MHCTPYMEHTasIbHbIX CPEACTB UM BHECEHUSA U3MEHEHWI B NoObIe 00bek-
Tbl cpeabl paspabotku MO, coaepxalyme MHGOOPMAaLUIO O MPUMEHSAEMBIX MPU CO34aHUM NPOrpaMMbl napamMe-
Tpax MHCTPYMEHTasIbHbIX CPEACTB.

M3meHeHust MoryT BbiTb BHECEHbI MYTEM CAHKLIMOHUPOBAHHOIO UMW HECAHKLMOHUPOBAHHOrO AOCTYNAa K
yKa3aHHbIM 06bEeKTaM UK MHCTPYMEHTAalbHBIM CPEACTBAM.

BHELUHWIT HapyLLMTENb MOXET PEanu3oBbLIBaTL AAHHYIO Yrpo3y NyTEM yAaneHHoro 4ocTyna (M3 BHELUHUX
ceTeii cBsi3M 06LLEro NONb30BaHUS M (MNK) CETEN MEXAYHAPOAHOTO MHPOPMALMOHHOTO 06MEHa) K UHCTPYMEH-
TanbHbIM cpeacTBam unu oGbektam cpeabl paspaboTtku MO, coaepxalmm MHAOPMAaLUID O NPUMEHSIeMbIX
npu co3gaHMKu NporpamMMbl NapameTpax MHCTPYMeHTanbHbIX CpeAcTB. Peann3auus AaHHOW yrpo3bl BHELUHUM
HapyLUMTeNeM BO3MOXHA NP1 YCIOBUK NOAKIIOYEHUS cpefbl pa3paboTku MO K BHELUHUM CEeTAM CBA3M 0BLLero
Nonb30BaHusi U (UNN) CETAM MEXIYHapOAHOro MHGOPMAaLMOHHOTO 06MEHa.

Yrposa oBycrnoBneHa HegocTaTkamu B peann3oBaHHbIx pazpabotymkom MO mepax KOHTpons AocTyna
U KOHTPONS LIeNOCTHOCTU, MPUMEHSIEMbIX K 0ObekTam cpeabl paspabotkn MO, u mepax no paspabotke 6es-
onacHoro MO, B YaCTHOCTU: HEKAYECTBEHHON UMW HEMOMHON uaeHTMdUKaLuein MHCTPyMEHTaNbHbLIX CPeACTB
paspabotku MO u ux napaMeTpoB, HEAOCTATKAMMN B Mepax, CBA3aHHbIX C ynpasneHuem koHdurypauuen MO,
oby4yeHneM paboTHUKOB paspaboTumka MO B obnactu paspabotkm GesonacHoro MO u NnposBegeHUEM cucre-
MaTUYECKOro Noucka ysa3suMoCTeN nporpammsl.

MpuMeYyaHUe —KUHCTPYMEHTamNEHBIM CPeACcTBaM OTHOCATCA, HanpuMep, TPaHCIATOPbI, KOMMUMSATOPSI, pe-
JaKTopbl UCXOAHOTO Kofia MporpamMm, oTrnaguvky, UHTErpupoBaHHbIE cpedbl pa3paboTku.

5.3.4 Yrposa nosiBNeHusi ysa3sBUMOCTeN NporpamMmMbl BCrieCTBUE OWUOOK, AONYUWEHHbIX B JKC-
nnyaTtauMoHHbIX JOKYMEHTaX B X04e OCYLLeCTBIIEHMA UX Pa3paboTKM N XpaHEeHUA

[aHHas yrpo3a 3akmio4aeTcs B NpeAHAMEPEHHOM UMM HENMPeaHaMEPEHHOM BHECEHMM OLUMOOK B JKC-
nnyataumoHHble JOKYMEHTbI, KOTOPbIE MPYU YCNOBUM UX HEOOHAPY>XEHUS UMM HEUCNPABMEHUSA MOTyT CTaTb
NMPUYMHON NOABMEHUA YA3BUMOCTEN NpOrpaMmbl, CBA3aHHbIX C OnpeaeneHneMm ee koHdurypauum (napame-
TPOB HACTPOWiKK) U (MnK) ¢ onpeaeneHnem KoHurypauum ee cpeabl PYHKLUMOHUPOBaHUA. Peanu3auyus yrpo-
3bl MOXET ObITb CBSI3aHa:

- C NpuHATMEM pa3paboTymkom MO 0CO3HAHHOMO peLUeHUs O HeucnpasneHun OOHaPYXEHHbIX B 9KC-
nnyataumoHHbIX OKYMEHTax OLLMOOK B CUIy pasnUYHbIX NPUYMH, HANPUMEP, ANA COKPALLEHUA BPEMEHU pas3-
paboTkn NnporpaMmmel;

- C HEKOPPEKTHbIM, HETOYHbLIM UITU HEMOJHLIM U3FOXXEHMEM ONUCAHUA KOHdUrypauumu (napameTpos Ha-
CTPOIikK) NporpamMmsl 1 (Mnu) ee cpeabl PyHKLIMOHUPOBAaHUS, MO0 HeucnpasneHuem 0GHapyXeHHbIX OLUMBOK
B 1aHHbIX ONMUCAHUAX, BCNEACTBUE CyYalHbIX HEBEPHbIX AEWCTBUIA UK HEKBANNDULIMPOBAHHLIX AEACTBUNA.

YA3BMMOCTM MpOorpammbl, CBsI3aHHbIE C onpeaerneHuemM ee KoHdurypauumn (napaMmeTpoB HACTPOWKKN) U
(Mnu) KoHUrypaumu ee cpeabl (DYHKLIMOHUPOBAHUS, B AanbHERLLEM MOTYT ObiTb MCNONB30BaHbI C LIENbIO Bbl-
MONMHEHMNA KOMMbIOTEPHBIX aTak HA MH(POPMALIMOHHbIE CUCTEMbI NMONb30BaTenen, npuMeHsowmx MNo.

Peanusauua gaHHoW yrpo3bl BHYTPEHHUM HapyLLUMTENEM MOXET ObiTb OCYLUEeCTBIeHa NyTeM BIUSHUSA
Ha popMMpoBaHMe onucaHmin KoHurypayum (napameTpoB HaCTPOKK) NporpamMmmbl n (Mnn) ee cpeabl PyHK-
LMOHMPOBaHUSA B NpoLECcce paspaboTku aKCMyaTaLUUOHHbIX JOKYMEHTOB MU BHECEHUS U3MEHEHUN B Niobble
06bekTbl cpeabl paspaboTku MO, cozaaBaeMble UM UCNONb3yeMble NPU pa3paboTke IKCMyaTaLUOHHbIX A0-
KYMEHTOB. /3MeHeHns mMoryT ObiTb BHECEHbl MyTeM CAHKLUUOHMPOBAHHOIO WM HECAHKLUOHUPOBAHHOIO J10-
cTyna k obbektam cpeabl pazpadotku MO.

MpumMmeyvyaHue — BkadecTBe NpUMepoB 06LEKTOB cpefbl pa3paboTkn MOXHO NPUBECTU: AOKYMEHTHI, pa3paba-
TbiBaeMble no TpeboBaHuaM FOCT P 56939 (Hanpumep, onucaHve NpUMEHEHUS, PYKOBOACTBO oneparopa), MoCTaHOBKU
3afja4, MHble OKYMEHThI, B TOM Y/CIe NIEKTPOHHbIE, Co3flaBaeMble UMK Ucnofb3yeMble Npu paspaboTke akcnnyaTaLmoH-
HbIX JOKYMEHTOB. [pu BEINONHEHUW aHanu3a faHHoii yrpo3bl 6e3onacHOCTM UHOPMaLMKN CrIEAYET yYUThIBaThb, YTO 06bL-
eKTbl cpeabl paspaboTku MO, cosgaBaeMble MK UCMONb3yeMble NpU pa3paboTke aKcnyaTaLMOHHbBIX OKYMEHTOB, MOTyT
He ABNATLCA 3NeMeHTaMu KoHUrypaLum, KOHTpOrMpyeMbIMU CUCTEMON ynpaBreHus koHdurypauueii MO.

BHewwHuii HapyLLMTENb MOXET peanu3oBbIBaTh AAHHYIO YIPO3y NyTEM YAANeHHOro A0CTyNa (M3 BHELLHUX
ceTei cBA3M o0LLero nonb3oBaHMA 1 (MNu) CETe MEXAYHAPOAHOro MH(OPMALIMOHHOTO 0OMeHa) kK 06bekTam
cpeabl paspabotku MO, cosgaBaembIM UK UCNONbL3yeMbIM NPU pa3paboTKe KCNyaTaLMOHHbIX JOKYMEHTOB.
Peanusauus gaHHOW yrpo3bl BHELUHUM HapyLUMTENEM BO3MOXHA NMPU YCMOBUU MOAKMIOYEHUS cpeabl pa3pa-
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60Tk MO K BHEWHUM CETAM CBA3U 06LLETO NONbL30OBAHMA U (MNK) CETAM MEXAYHAPOAHOrO0 UHCOPMALMOHHOTO
obmeHa.

Yrposa oGycnoeneHa HepocTatkaMmu B peanu3oBaHHbIX paspadorunkom MO mepax KOHTpONA AocTyna u
KOHTPONS LIENOCTHOCTU, NPUMEHAEMbIX K 00bekTam cpeabl paspabotkm MO, n mepax no paspabotke 6esonac-
Horo MO, B 4aCcTHOCTU: B Mepax, CBA3aHHbIX C ynpasneHuem koHdurypauuen NO, onpeaeneHMeM B aKcnnya-
TaUUOHHBbIX AOKYMEHTaX KOHUrypauum (napaMeTpoB HACTPOMKKU) NPOrpaMmbl Unu ee cpeabl PYHKLMOHMPO-
BaHusi, 0by4eHuem paboTHukoB paspaborumka MO B obnactu paspabotku 6ezonacHoro MO u npoBeaeHneEM
CMCTeMAaTU4YeCcKoro Nomcka yassumocTen nporpammel.

MpuMmevyaHune — B kavecTBe NpMMepoB OIMGOK, KOTOPbLIE MOMYT CTaTb NPUHUHOW NOABAEHUS YA3BUMOCTEN
nporpamMmel, CBA3aHHbLIX C ONpeaeneHneM ee KoHdUrypawum (napamMeTpoB HaCTPONKK) U (MNK) ¢ onpeaeneHneM KoHU-
rypauyumn ee cpefbl OyHKLUMOHUPOBAHUS MOXHO NMPUBECTU: OLUMOKN B MHCTPYKLMUSAX MO NEpBOHaYanbHOW HacTpoiike npo-
rpamMmbl (Hanpumep, oTcyTCTBUE TpeboBaHUS K CMeHe naporns agMUHWUCTpaTopa, KOTopbi 6bin 3afaH paspaboTinkom
nporpaMmel), OWKNBKN B UHCTPYKUUSX No 6e3onacHOMY KOHMUIypupoBaHWio NporpamMMbl B nNpouecce skcniyarauum (Ha-
npumep, oTcyTcTBUE TpeboBaHWUI O 3anpeTe UCMONb30BaHUS CrIoBapHLIX Naponei), ownbku B MHCTPYKUMAX no Besonac-
HOMY KOHDUIYpUpoBaHUIo cpeabl PyHKLMOHMPOBaAHUSA NporpaMmel (Hanpumep, oTcyTcTBUe TpeGoBaHUA K 0ba3aTensHomMy
NMpUMEHeHNIo akTyanbHblX 06HoBNEHW MO cpeabl PyHKLMOHUPOBAHUS).

5.3.5 Yrposa BbifiBNeHUs yAa3BMMOCTEN NporpaMmMbl BCReACTBUE PACKPbLITUA UCXOQHOrO Koaa
nporpaMmbl

[laHHasa yrpo3a 3akniovaeTcs B NpeAHaMEPEHHOM UIU HENPeHAMEPEHHOM PaCKPbITUM UCXOAHOTO KOAA
nporpammbl. HapyweHue kOHpUASHUMANLHOCTU AAHHOW UH(OPMALIMK MOXET CNOCOGCTBOBATL BbISIBIEHUIO
HepgoctaTkos MO u ya3BUMOCTEl NPOrpaMMmbl, KOTOPbIE B AaSIbHEWLLEM MOTYT GbiTb MCNOSBb30BaHbI C LIENbIO
BbINOSTHEHUA KOMMbIOTEPHBLIX aTak Ha MHAPOPMALIMOHHBIE CUCTEMBI NMOMb30BaTenen, npumensowmx Mo.

Peanusauus aaHHOM yrpo3bl BHYTPEHHUM HapyLUMTENEM MOXET ObiTb OCYLLUECTBEHA NyTEM PacKpbITUSA
MCXOAHOrO KOAAa NPOrpaMMbl BCREACTBME CAHKLIMOHMPOBAHHOIO UMM HECAHKLIMOHMPOBAHHOIO AOCTYNA.

BHeLwHWI HapyLMTENb MOXET peann3oBbiBaTh AAHHYIO YIPO3y MyTEM yAAneHHOro A40CTyna (M3 BHELLHUX
ceTen CBA3U 06LLEero Nonb30BaHus U (MNu) CeTen MeXxayHapoaHOro MHPOPMALIMOHHOTO 06MEHA) K UCXOAHOMY
KoZy mporpaMmbl. Peanu3auus AaHHON yrpo3bl BHELLHUM HAPYLUMTENEM BO3MOXHA NPU YCAOBUM NOAKMNIOYE-
HUA cpeabl pa3pabotku MO K BHELUHUM CETAM CBA3M OBGLLETO NONMb30BaHUA U (MUNM) CETAM MEXAYHAapPOAHOro
MHOPMAaLUOHHOTO 06MeHa.

Yrposa obycnosneHa:

- HegocTaTkamu B peanu3oBaHHbIX paspabortyukom MO Mepax KOHTpoONs AOCTyna, NPUMEHSIEMbIX K
obbekTam cpeabl paspabotku O U HanpaBneHHbIX Ha OrpaHUYEHUE Kpyra nuL, MMEIOLMX AOCTYN K KPUTHY-
HOW MHCbOpMaLUumM, 1 onepaumii, KOTopble MOTyT ObiTh BbINONHEHbI ¢ 06bekTamu cpeabl pa3paboTku (Hanpu-
Mep, BbIBOA MHOPMaLUKU C MCMOSNb30BAHMEM HOCUTENEN MHpOpMALUKM UMK KaHanoB nepegayvn AaHHbIX);

- HE0CTaTOMHON OCBEAOMNEHHOCTLIO paboTHUkoB paspaboryuka MO B obnactu obecneyeHnss KoHU-
AeHunanbHOCTU MHAOpMaLUN.

5.4 Yrpo3sbl 6e3onacHOCTU MHOPMaLUU NPU BbINOSTHEHNMU KBANU(PUKALIMOHHOTO TECTUPOBAHUA
nporpamMmMHoro o6ecnevyeHus

5.4.1 Yrpo3a nosiBrieHns yA3BUMOCTEN BCrieaCTBUE U3MEHEHUA TeCTOBOM AOKYMEHTaLuuM C Le-
N0 COKPbITUSA YA3BUMOCTEN NPOrpaMMmbl

[aHHas yrposa 3aknioyaercs B npegHaMepeHHOM unu HernpegHamepeHHOM U3SMEeHEHUU TECTOBOW AOKY-
MeHTauuu (NnaHbl TECTUPOBAHUSA, ONUCaHWUE BbINOMHAEMbIX TECTOB U UHCTPYMEHTanbHbIX CPEACTB, UCMOMb3Y-
eMbIX ANS TECTUPOBaHUA NPOrpammel, PakTU4eckme pesynsratbl TECTUPOBAHUSA, NEPeYeHb BbISIBIIEHHbIX MPU
TecTupoBaHum MO owmbok MO 1 ya3BMMOCTEN NporpamMmbl), KOTOPOE MOXKET NPUBECTM K COKPLITUIO MHAOP-
Mauumn 06 yasBumMocTAx nporpammel. Cnonb3oBaHme MoanuuupoBaHHbIX MNaHOB TECTUPOBAHMSA, ONUCAHUI
BbIMOSTHAEMbIX TECTOB M ONMUCAHMI OXUAAEeMbIX PE3ynbTaTOB TECTUPOBAHUA MOXET CTaTb MPUYUHON TOTO, YTO
YsI3BUMOCTM NPOrpamMmbl, BHECEHHbIE MPU BbINOMHEHUM aHanu3a TpeBGoBaHWin, NPOEKTUPOBAHUSA apXUTEKTYPbI
nporpaMMbl UM KOHCTPYMPOBaHUSA U KoMMnekcupoBanus MO, He ByayT oOHApY>KeHb! NPW BbINOMHEHUN KBa-
nmduKkaumoHHoro Tectupoanus MO. Moaudukaumsa hakTuyeckux pesynstTatoB TECTUPOBAHUS UMM NEPEYHS
BbISIBMEHHBIX Npu TecTupoBaHuu MO owmbok MO u yassumMocTel nporpaMmMel MOXET CTaTb NPUYMUHON TOTO,
YTO YA3BMMOCTM NPOrpamMmbl, BbISBIIEHHbIE MPU TECTMPOBaHMK, HE OyayT ucnpaeneHbl. Peanusauus yrposbl
MOXeT ObITb CBA3aHa C NpuHATHEM paspaboTymkom MO 0CO3HAHHOIO PELLEHWUSA O HEBLINONIHEHUUN HEKOTOPbLIX
TECTOBbIX NpoLEeAYp UMK HeucnpasneHun oBHapyY>XeHHbIX OLLMBOK UK YA3BUMOCTEN NporpamMmmel B CUIy pas-
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NWYHBIX MPUYKMH, HANPUMeEp, ANS COKpPAaLLeHUsi BpEMEHM paspaboTkn nporpammbl. YA3BUMOCTM MPOrpamMmMel,
KOTOpble HEe Obinu 0OHapY>XeHbl U (UNK) MCNpPaBMneHbl NMPU BbINONHEHUU TecTuposaHusa MO, B AanbHenLem
MOTyT ObITb MCNOMb30BaHbI C LIENbLIO BbINOMHEHUS KOMMbLIOTEPHBLIX aTak Ha HPOPMALUOHHBIE CUCTEMBI MOSb-
3oBareneun, npumensaiowmx Mo.

Peanu3auusi 4aHHOM Yrpo3bl BHYTPEHHUM HAPYLLUMTENEM MOXET ObiTb OCYLLECTBNEHA NyTEM BAIUAHUSA HA
chopMUpOBaHUE TECTOBOW [OKYMEHTALMKU UIN BHECEHUA M3MEHEeHui B niobble 06bekTbl cpeabl pa3paboTku
MO, B TOM unCre B ANEeMEHTbI KOH(Urypaumm, cosgasaemMble UM UCNOMb3yemble NPU BbINOAHEHUU TECTUPO-
BaHug MO. N3ameHeHuss MoryT ObITb BHECEHDBI MYTEM CAHKLUOHUPOBAHHOMO MW HECAHKLUMOHUPOBAHHOIO A0-
cTyna k obbekTam cpeabl paspabotku MO.

BHeLwHuWI HapyLLMTENb MOXET peanu3oBbIBaTb AaHHYIO Yrpo3y NyTEM YAAaNeHHOro A0CTyna (M3 BHELUHNX
ceTeii cBA3M 00LLEro nonb3oBaHMs U (MNu) ceTei MexayHapoaHoro MHopMaLmMOHHOTo o6meHa) K obbekTam
cpeabl paspabotku MO, co3gaBaeMbiM UMM UCMONbL3YEMbIM NPU BbiNONMHEHMKU TectupoBaHus MO. Peanusa-
UMs AaHHOM Yrpo3bl BHELLUHUM HapyLuMTeneM BO3MOXKHA NpU YCMOBUM NOAKMIOYEHUs cpeabl paspabotku MO
K BHELLUHUM CETSIM CBsi3u 0BLLEro nonb30BaHMSA U (MNK) CETAM MEXAYHAapPOAHOro UHopMaLMOHHOTO obMeHa.

Yrposa o0ycnoBneHa HeaoCTaTkaMu B peanu3oBaHHbIX pazpabotumkom MO mepax KOHTpons Aoctyna
U KOHTPOMS LENOCTHOCTH, NPUMEHAEMbIX K 00bekTam cpeabl paspadotku MO, u mepax no paspaborke 6es-
onacHoro MO, cBA3aHHbIX C ynpasneHnem koHdurypaumei MO n odyueHnem paboTHukos paspaborumka MO
B obnacru paspabotku 6esonacHoro MO.

5.4.2 Yrpo3a BbIIBIIEHUS YA3BUMOCTEN BCNeACTBUE PACKPbLITUA MH(OpMaALMKU O TeCTUPOBAHUMN
nporpaMMHOro o6ecneyeHus

[aHHas yrpo3a 3aknoyvaeTcsa B nNpegHaMepeHHOM UNu HenpegHaMepeHHOM pacKkpbiTUM nHgopmaumu,
CBA3aHHOW € TecTupoBaHuem MO (nnaHbl TECTUPOBAHUA, ONUCAHME BLIMOMHAEMbIX TECTOB U MHCTPYMEH-
TanbHbIX CPEACTB, UCMONb3YEMbIX 4TS TECTUPOBAHUA NPOrpamMmebl, hakTUdeckue pesynsrartbl TECTUPOBAHUA,
nepeyeHb BbISIBNIEHHBIX NPy TecTuposaHum MO yassumocTel nporpaMmmbl u owmbok MO). Hapywwexune koHdu-
AeHLManbHOCTU AaHHOW MHOopMaLIMK MOXET cnocoBCTBOBATL BbIABNEHUIO HeaocTaTkos MO u yassumocTen
nporpamMbl, KOTOPbIE B AanbHEWLIEM MOTYT ObiTb UCNOSIb30BaHbI C LIENbIO BLINOMHEHNS KOMMNbIOTEPHBIX aTak
Ha MH(POPMALIMOHHbIE CUCTEMbI MONb3oBaTenen, npuMeHsowmx Mo.

Peanu3auus aaHHOM yrpo3bl BHYTPEHHUM HapyLUMTENEM MOXET ObITb OCyLLECTBIIEHa NyTeM PaCKpbITUA
UHGOPMauumn, coaepxalleinca B obbektax cpeabl paspaborku MO, B TOM yucne B anemeHTax koOHurypa-
uuu, cosgasaemMbiX UMM UCNOMb3yembix paspaborunkom MO npu BuinonHeHuu TectupoBanusa MO, Bcneacraume
CaHKLUMOHUPOBAHHOIO UMM HECAHKLMOHMPOBAHHOIO AOCTYNA K YKa3aHHbIM 0ObekTam.

BHeLuHuIi HapyLUMTENb MOXET peanu3oBbIBaTb AAHHYIO YTPO3y NyTeM yAaneHHOro 4ocTyna (M3 BHELLHUX
CeTen cBA3u 00LIero NonbL30BaHUSA U (MNU) CeTel MEXAYHAPOAHOro MHAOPMALIMOHHOrO 06MeHa) kK oObekTam
cpeabl paspabotku MO, cozgaBaeMbiM UNM UCMONb3YEMbIM NPU BbINONHEHMKU TecTuposanus MO. Peanu3sa-
UMs AAHHOWM Yrpo3bl BHELLHMM HapyLLUMTENEM BO3MOXHA NMPU YCAOBUM NOAKIMIOYEHUA cpeabl paspaboTtku MO
K BHELLUHUM CETSIM CBA3M 0OLLEro Nonb30BaHUA M (UNK) CETAM MEXAYHAPOAHOro MHOPMALIMOHHOTO oBMeHa.

Yrposa o6ycnosneHa:

- HepgocTaTkaMu B peanu3oBaHHbIX pa3paboTuukom MO mepax KOHTPORA AO0CTyna, NPUMEHAEMbIX K
obbekTam cpefbl pa3pabotku MO 1 HanpaBnEHHbIX HA OFpaHUYEHNE Kpyra nuy, UMEIOLWUX AOCTYN K KPUTUY-
HOI MHAOpPMaLMK, U Onepauum, KOTOpble MOFYT ObITh BbINOMHEHBbI C 0ObeKTamu cpeabl paspaboTku (Hanpu-
Mep, BbIBOA MH(OPMALMK C UCMONb30BaHUEM HOCUTENEN MHAOPMAaLMN UMM KAHANOB Nepeaayn AaHHbIX);

- HegOCTaTOUHOW 0CBEAOMITEHHOCTLIO paboTHUKOB paspabdotunka MO B obnacTu obecneveHnsa KoHpu-
JeHUManbHOCTU MHgopMaLum.

5.4.3 Yrposa nosiBNeHUA yA3BUMOCTEN NporpaMmbl BCreacTBuEe COBepLIeHUs OWUOOK Npu Bbl-
NONMHEHUU TeCTUPOBAHUA NPOrPaMMHOro obecneyeHus

HaHHag yrposa saknioyaeTcs B HenpeaHaMmepeHHOM CoBepLUIEHUM OLWMBOK NPW BbINONIHEHUU TECTUPOBA-
Hus MO. CoepLuaemMble OLUMOKM MOTYT HOCUTb CIy4alHbIN XxapakTep unu ObiTb CBSA3aHbl C HEBEPHbLIM BLIOOPOM
cTpaTeruin TECTUPOBAHUA, HeOCTaTO4HbIM MOKPLITUEM TECTOBLIMU NpoLeAYyPaMu nNpoBepsieMblX TpeGoBaHui,
HETOYHBbIM OMUCAHMEM CLIEHAPUEB TECTOBBLIX NPOLIEAYP, HAYaNbHLIX YCMOBUIA U 0XXMAAEMbIX PE3YNbLTATOB Te-
CTUPOBAHUS, COBEPLLEHNEM OLUMOOK B NMPOLIECCE BINOSIHEHUS TECTUPOBAHUS (BOCMPOM3BEAEHUE HAYaNbHbIX
YCINOBWiA, peanusaunsi TECTOBbIX CLIEHapUEB, UCMONb30BAHWE MHCTPYMEHTAsbHbIX CPEeACTB crnocobamm, He
COOTBETCTBYIOLLIMMU NOPSAKY MX JKCMyarauumn, MCnonb30BaHNME UHCTPYMEHTANbHBIX CPEACTB, MPUMEHEHNE
KOTOPbIX HE NPEeAYCMOTPEHO NPU TECTUPOBAHUU, JOKYMEHTUPOBAHUE JAHHOIO NMPOLecca), OWMOOYHOW MOaK-
dumkaumen dakTnyeckux pe3ynsratos TectTuposanus MO unu nepeyHs BbISIBNEHHbIX Npu TecTupoBanuu MO
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YA3BUMOCTEN Nporpammel. YS3BUMOCTU MPOrpPamMmbl, KOTOPbIE HE Obinu OBHapYXeHbl U (MNK) UCTpPaBMeHbI
u3-3a owmBOK Npu BeINONHEHUN TecTupoBaHus MO, B gansHeiwemM MOoryT BbiTb UCNONBL30BAaHbI C LIENbIO Bbl-
NOSIHEHUA KOMMbIOTEPHbLIX aTak Ha MHPOPMAaLMOHHbIE CUCTEMBI MOSb3oBaTenen, npumeHsaowmux MNo.

Peanusauusi naHHOM yrpo3bl BHYTPEHHUM HapyLUMTenem MOXET ObITb OCYLLECTBNEHA NyTEM BIIUSAHUA Ha
hOpMUpOBaHUE NNAHOB TECTUPOBAHUA, OXXUAAEMbIX UNKU (PAKTUYECKMX PE3YNLTAaTOB TECTUPOBAHUS, MEPEYHS
BbISIBMEHHbIX Npu TeCTUpOBaHMK MO ys13BUMOCTEN NPOrpaMmMbl UM BHECEHUSA U3BMEHEHUI B NIOObLIE 0ObEKTHI
cpenbl paspabdotku MO, B TOM Yncne B aNEMEHTbI KOHpUrypauum, Co3gaBaemMble Uu UCTMONb3YEMbIE NPU Bbl-
nonHeHun tectupoBanud MNO. Mpu 3TOM UMEHEHUSI BHOCAT NyTEM CAHKLIMOHUPOBAHHOTO JOCTYMNa K 00bekTam
cpeabl paspabotku MO.

Yrpo3a o6ycnoBneHa HegocTaTkamu B peanu3oBaHHbix paspabotyumnkom MO mepax no paspabotke 6e30-
nacHoro MO, B YaCTHOCTU: HEKAYECTBEHHbIM UM HENOMNHbIM NPOBeAeHUEM DYHKLUMOHANBHOIO TECTUPOBAHUA
nporpamMmbl, TECTUPOBAHUA HA MPOHUKHOBEHUE, AMHAMUYECKOTO aHanu3a koaa nporpammsl, as3uHr-TecTu-
pOBaHUA NPOrpaMMbl, HEAOCTATKAMU B Mepax, CBA3aHHbIX C ynpaeneHnemM koHdurypauueii MO n obydeHnem
paboTHukoB paspaborunka NO B obnactu paspabotku 6ezonacHoro MO.

5.5 Yrpo3sbl 6e3onacHocTU MHPOPMALIUK NPU BbINOMHEHUN UHCTANNALUKN NPOrpamMMmel
U NoaaepXKU NPUEMKU NPOrpaMMHoOro obecnevyeHus

5.5.1 Yrpo3sa BHegpeHUA YA3BUMOCTEN B NPOrpaMmy B NpoLiecce ee NocTaBkn

[aHHas yrposa 3aknioyaeTcsi B npegHaMepeHHON HEeCAHKUMOHUPOBAHHON Moaudukauumu nporpammbl
(auctpubyTrBa MporpaMmel) B X0A4€ OCYLLECTBMNEHUS €€ nepeaaqn nonb3osartenio unu HenpeaHaMepeHHOW
NOCTaBKe NOMb30BATENO NporpaMmel (4MCTpMOYTUBA NPOrpamMmbl), CoaepaLleil U3BeCTHble paspaboTumnky
MO ya3BMMOCTU NPOrpammeil.

Mepegava nonb3oBaTento NporpamMmbl, CoaepKaLlein yasBuMOCTU, MOXET ObITb CBA3aHa:

- C HEeBEepHbIM UMM HETOYHBIM OnNKucaHuem npouecca nocrasku MO nonb3oBatenio, CNy4YanHbLIMU HeBep-
HbIMW UMW HEKBanUUUMPOBAHHLIMU AEWCTBUAMU PAaBOTHUKOB Npu ocywlecTBneHun nepegaqm MO nonb3o-
BaTENIO;

- C BHEAPEHWEM B NepefaBaeMylo NporpaMMy ysa3BUMOCTEN, a Taike nogMeHy nepeaaBaeMon npo-
rpammMbl Ha NPOrpammMy, COAEPXKALLYIO YA3BUMOCTH.

YA3BUMOCTM NPOrpamMmMbl B JanbHEALLEM MOTYT ObITb UCNOMNb30BAHBI C LIENbIO BLINOSHEHUSA KOMMNbIOTEP-
HbIX aTak Ha MHPOPMALIMOHHbIE CUCTEMBI NONb3oBaTene, NpuMeHsowmx Mo.

Peanu3auusi 4aHHON yrpo3bl BHYTPEHHUM HApyLLUUTENEM MOXET ObITh OCYLLECTBREHA NYTEM BHECEHUSA
M3MEHEHUI B nporpammy (4McTpubyTUB NporpaMMbl), KOTOpas nNepeaaeTca Nonb3osaTento. M3MeHeHus moryT
ObITb BHECEHbI NYTEM CAHKUMOHUPOBAHHOIO UM HECAHKLIMOHMPOBAHHOIO 4OCTYNa K NporpaMme npu ee nepe-
Jade nonb3oBatenio.

BHeLUHMI HapyLLMTEeNb MOXET Peanu30BbIBaTb AAHHYIO YIPO3y MyTeM yAaneHHOro A0CTyna (M3 BHELWHUX
ceTen CBsi3n 06LLEro NoNb30BaHus U (Mnu) ceTen MexxayHapoaHOro MHOPMaLUUMOHHOTO 06MeHa) kK nporpaMme
(amcTpubyTUBY MporpamMmel) Npy €€ NocTaBke Monb3oBaTeno. Peanu3auma gaHHOW yrpo3bl BHELUHUM Hapy-
LMTEeNnemM BO3MOXHA MPU YCIOBUM UCNONb30BaHUA paspabdorunkom MO ansa nocrasku MO BHEWHUX ceTeit
CBA3M 00LLEro nonb30BaHUs U (Mnu) CETeN MeXAyHaApOAHOT0 MHOPMALMOHHOTO 0OMeHa.

Yrpo3a o0ycnoBneHa HegocTaTkaMu B peann3oBaHHbix paspatoTtunkom MO u (unu) opraHusaumen, npu-
Brekaemoii paspatborymkom MO ana nocraeok MO (nocraswmkom MO), MexaHM3Max KOHTPONs AocTyna u
KOHTPONSA LENOCTHOCTU, NMPMMEHAEMBIX K MepeaaBaemon nporpamme, U Mepax no paspabortke 6esonacHoro
MO, B yacTHOCTU: HeJocTaTkaMu B npoueaype nepegadu nporpaMmmbl NONbL3OBaTento U (Mnu) NOCTaBLUMKY
MO, HegocTaTkammu B Mepax, CBA3aHHbIX C ynpasneHuem koHdurypauymen NO n obyueHnem paboTHUMKOB pas-
pabotumka MO B obnactu paspabotku 6esonacHoro MO.

MpumeyaHune — Npu BLINOIIHEHUM aHanNMU3a AaHHOMN yrpo3bl 6€30nacHOCTM MHGOpMaLMU B KaYecTBe Nosb30-
BaTens nepefasaemoii nporpaMmel (AUCTpUbYTUBa NporpaMMmel) CreAyeT paccMaTpuBaTh B TOM YUCHE CTOPOHHUE opra-
HW3aLK, BbINOMHAOLLME MHTErpaLWio NporpaMMel B KOMMEKCHOe usgenve UHOopMaLMOHHBIX TEXHOMOMMI, NocTaensie-
Moe Monb3oBaTensM.

5.5.2 Yrposa nosiBneHus ya3BUMOCTEN NporpamMmmel BcrieacTeue moaundukaumm 3KCnsyaTaumoH-
HbIX JOKYMEHTOB NpPU UX nepegaye nosib30BaTesnio

HaHHasg yrposa 3akniovaeTcs B npeHamMepeHHON UNu HenpeaHaMepeHHoW moaudukaummu akcnnyara-
LIMOHHBIX AOKYMEHTOB, BKIOYAs UX NOAMEHY, C LIENbI0 BHECEHUSA B HUX CBEAEHUI (HEKOPPEKTHLIX UMW HETOM-
HbIX JaHHbIX), KOTOPbIE, B Crly4ae nX HeOOHAaPYXEHUsi, MOTYT CTaTb NPUYUHON NOSBNEHUS YA3BUMOCTEN Npo-
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rpaMMbl, CBA3aHHbIX C onpeaeneHuem ee KoHdurypauum (napameTpos HAaCTPONKK) U (MNK) C onpeaeneHnem
KoH(urypauum ee cpeabl PyHKUMOHUPOBaHUA. Mepeaaya nonb3osaTenio 3KCNNyartaumoHHbIX AOKYMEHTOB,
coaepxaLumx oLmnbku, MOXeT ObiTb CBA3AHA C HEBEPHLIM UMM HETOMHBLIM ONMCAHMEM NpOLUECCa NOCTaBKU
MO nonb3osarenio, Cry4anHbLIMM HEBEPHBLIMU MU HEKBANUMULMPOBAHHLIMU AEUCTBUAMMU PABOTHUKOB NpU
ocyulecTBneHun nepeaaum MO nonb3oBaTtenio. YA3BUMOCTU MPOrPaMmbl, CBA3aHHbIE C ONpeaeneHneM ee
KOH(pUrypaumum (napameTpos HaCTPONKK) U (MnNuU) KOHUrypauum ee cpeabl PyHKUMOHUPOBAHUA, B AanbHen-
LLIEM MOTYT ObITb UCMONB30BAHbI C LIEMbIO BbIMOMHEHUS KOMMBIOTEPHBIX aTak HA UHPOPMALIMOHHBIE CUCTEMDI
nonb3oBareneu, npumesowmx Mo.

Peanu3auusa AaHHON yrpo3bl BHYTPEHHUM HapyLuMTENemM MOXET ObiTb OCYLUECTBIEHA NYTEM BHECEHUSA
M3MEHEHUI B IKCMIyaTaUMOHHbIE AOKYMEHTbI, KOTOpble nepeaaloT nonb3osarento. MameHeHus mMoryT 6biTb
BHECEHbl MNYTEM CaHKLUMOHUPOBAHHOTO MMM HECAHKLUMOHWUPOBAHHOMO AOCTYNA K 3KCNNyaTauuoHHbIM AOKY-
MEHTaM.

BHeLuHuWin HapyLLMTENb MOXET PEanu3oBbIBaTb AAHHYIO YIPO3y NyTEM YAANEeHHOro A0CTyNna (M3 BHELUHUX
ceTen CBsA3n 00LIero nonb30BaHuAa U (Mnun) ceten MexayHapoaHoro MHMOPMAaLUOHHOTO 0BMeHa) K akcnnya-
TaLMOHHLIM AOKYMEHTaM Npu UX NOCTaBke Nofb3oBatenio. Peanusaumsa AaHHON yrpo3bl BHELUHUM HapyLUK-
Tenem BO3MOXHA NpU YCNOBUM UCNONb30BaHMA pa3pabotunkom MO ans noctasku MO BHELIHUX CeTEN CBA3K
00LLEero NnonbL30BaHUA u (MNK) ceTel MEXAYHAPOAHOTO UHPOPMALIMOHHOTO OGMeHa.

Yrpo3a obycnoBneHa Hegoctatkamu B peanusoBaHHbIX pa3patotunkom MO u (Mnu) opraHusauyuen, npu-
Brnekaemoii paspaboruukom MO ana noctasok MO (nocraswmkoM MO), MexaHU3MaxX KOHTPONA AOCTYNA U KOH-
Tponsa LENOCTHOCTU, NPUMEHAEMBIX K NepeaaBaeMbiM 3KCNyaTaUMOHHBIM AOKYMEHTaM, U Mepax no paspa-
6oTke 6e3onacHoro MO, cBA3aHHLIX C BO3MOXHOCTBIO 0OHapYXeHUS Nonb3oBaTenemM HeCaHKLIMOHUPOBAHHBIX
M3MEHEHUIN B MONYYEHHbIX 9KCNIyaTaUUOHHbIX JOKYMEHTAX, ynpaeneHnem koudurypauueii N0 u obyyeHnem
pabotHukoB pa3paboruuka MO B obnactu paspabotku 6esonacHoro MO.

5.5.3 Yrpo3sa BHeapeHUA ya3BUMOCTEN B OOHOBMEHUA NPOrpaMMHOro obecneyeHus

[aHHas yrposa 3akniovaeTcs B nofiy4eHuu nonb3osarenem obHosnexui MO, coaepalumx BHeAPEHHbIe
YA3BMMOCTU NPOrpaMMbl UM yA3BUMOCTU NPOrpaMMbl, NOSIBUBLLMECSA B pesynbrare oumbok unu Heksanudu-
LMPOBaHHbIX AENCTBUI paboTHUKOB paspabdotuuka MO npu onpeaeneHun U peanusaumu npoueaypbl 0GHOB-
nexHua MO. YA3BMMOCTU nporpamMMbl MOTYT ObITb BHEAPEHBI B OOHOBNEHUA KOMNOHEHTOB MO cobcTBEHHOM
paspaboTku, a Takke B OOHOBNEHUS KOMMOHEHTOB MO, KOTOpPble 3aUMCTBYIOT Y CTOPOHHUX paspaboTunkos IMO.
BHeapeHue ya3BumocTen nporpamMmmbl MOXKET ObITb OCYLLECTBIIEHO NyTeM Moaudukauuu (BKNo4an nogMeHy)
o6HoeneHui MO npu ux nepegaye nonb3oBaTenio U3 cpeabl paspabotku MO, npu ux nepeaaye NonNb3oBaTeNo
13 cpeabl paspaboTku CTOpoHHEro paspabdorumka MNO u npu ux nepeaaye paspaboTunky us cpeabl paspaboTku
CTOPOHHEro paspabotyuka MNO. Y43BMMOCTU NpOrpaMmMbl MOTYT ObiTh BHEAPEHbI B OGHOBNEHUS 3aMMCTBOBAH-
HbIX Y CTOPOHHUX pa3paboTynkoB MO KOMMOHEHTOB NyTeM UX MoaudUKauun B cpeae paspaboTku CTOPOHHETO
paspabotuuka MNO. BHegpeHHble yI3BUMOCTHU NPOrpaMmbl B AanbHenLem MOryT ObiTb UCNONb30BaHbl Hapy-
LUMTENEM C LIENbIO BbINOMHEHWS KOMMbIOTEPHbIX aTak Ha UH(OPMALIMOHHYIO CUCTEMY NOMb30BaTENS.

Peanusauus faHHON yrpo3bl BHYTPEHHUM HapyLLMTENEM MOXET ObiTb OCYLUECTBNEHA NYTEM BHECEHUSA
U3MEeHEeHU B 06HOBNeHns koMnoHeHToB MO, a Takke B 0OHOBNEHNUS KOMNOHEHTOB MO, KOTOpPLIE 3aUMCTBYIOT
Yy CTOPOHHUX pa3paboT4mkos MO. 3mMeHEeHUs MOryT ObiTb BHECEHDBI MYTEM CAHKLMOHUPOBAHHOTO MU HECAHK-
LMOHMPOBAHHOIO AocTyna k o6HoBneHusm MoO.

BHeLwHWI HapyLLMTEnNb MOXET pEeanu3oBbLIBaTh AAHHYIO YIPO3y NyTEM YAANeHHOro A0CTyNa (M3 BHELLHUX
ceTei CBA3W OOLLEro nonb30BaHUs U (MNU) CeTel MEeXAyHapoAHOro MHGOPMALUOHHOTO 06meHa) kK 0GHOB-
neHusIM komnoHeHToB 1O, a Takke K 0OOHOBNEHUAM KOMMOHEHTOB O, KOTOpble 3aUMCTBYIOT ¥ CTOPOHHUX
paspabotuukos MO. Peanusauna aaHHON yrpo3bl BHELUHUM HapyLUMTENEM BO3MOXHA NpW YCNOBUW NOAKITIO-
YeHus cpeabl pa3pabotku MO K BHELUHUM CETAM CBA3M OOLLIEro NonNb30BaHUA 1 (K1) CETAM MEXAYHapPOAHOro
MHOPMAaLMOHHOTO 0BMeEHa.

Yrposa o6ycnoeneHa:

- HegocTaTkaMu B peanu3oBaHHbIX paspaborunkom MO u (unu) opraHusauuen, npusneKkaemon pas-
pa6oTunkom MO Ansa nocrasok MO (noctasymkom MO), MeExaHM3MaX KOHTPONS AOCTYNA U KOHTPOSS LIeNoCT-
HOCTU, NPUMEHSAEMbIX K 0GHOBNEHNSIM KOMNOHEHTOB MO cobCTBEHHON paspaboTku, a Takke Kk 0GHOBNEHUAM
KOMMOHEHTOB MO, KOTOpbLIE 3aUMCTBYIOT Y CTOPOHHUX Pa3paboTYnKoB;

- HeJocTaTkamu B npoueaype nepeaadun 06GHOBMEHWIA NPOrpaMmel NONbL3OBATENIO U (MNN) NOCTABLUMKY
MO, cBA3aHHbIMK C OTCYTCTBMEM BO3MOXHOCTM y nonb3oBatens u (unu) noctaswmka MO obHapyxeHus He-
CaHKLMOHUPOBAHHbLIX U3BMEHEHMIA B NOMYyYEHHbIX OOHOBMEHUAX KOMMOHEHTOB O coGcTBEHHON paspaboTku, a
TaKke B 0GHOBNEHUsIX KOMMOHEHTOB MO, KOTOpble 3aUMCTBYIOT Y CTOPOHHUX pa3paboTUnKoB;
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- HegocTaTkaMu peanu3oBaHHbIX pa3pabotynkom MO mepax no paspabotke 6esonacHoro MO, cBsi3aH-
HbIX C NPOBEAEHMEM CUCTEMATUYECKOrO NMOUCKA YA3BMMOCTEN NporpamMmMbl U 00yveHnem paboTHUKOB pa3pa-
6otumka MO B obnacrtu paspabotku 6esonacHoro MO.

Il pumMmed4yaHune — |_|pI/I BbINOMHEHUN aHanu3a gaHHon yrposbl 6e3sonacHocTn ManopMame B Ka4eCTBe Nnosib3oBa-
Tena nepefjaBaeMoro 0BHOBMEHMSA nporpamMmmMbl cnegyeT paccMaTpuBaTb B TOM YKUCIe CTOPOHHWE OpraHn3aLun, BeIMONHA-
owme nHTerpaunto nporpaMmmbl B KOMNNEKCHoe nusgenve VIHCbOpMaLWIOHHbIX TEXHOMNOrMI, NOCTaBNAEMOE Mofb30BaTENSAM.

5.6 Yrpo3sbl 6e3onacHocTU MH(OPMaLUK NMPU pelleHUn NPoGneM B NPOrpaMMHOM oGecneyeHum
B npouecce 3Kcnsyarauum

5.6.1 Yrposa HeucnpasrieHUA OOHAPYXeHHbIX YA3BUMOCTEN NPOrpaMmbl

[aHHas yrposa 3akno4aercsa B TOM, YTO 0OHapyxeHHble owmnbku MO, KOTopble MOTYT CTaTh NPUYUHON
NOSAABNEHNA YA3BUMOCTEN, HE UCMPABNSIOT UMM UCNPABNAIOT HECBOEBPEMEHHO BCNEACTBUE HEKBANUMULMPO-
BaHHbIX AENCTBUIA PAabOTHUKOB pa3paboTynka npu ONpPeaeneHun u peanu3auum npoueayp OTCNEXUBAHUS U
ucnpasneHus oGHapyeHHbIX owmnbok MO.

OBHapy>KeHHble oLMBKKU MOTYT BbITk HE UCTIpaBNeHbl (MU HECBOEBPEMEHHO UCNPAaBIEHbI) U3-38 OTCYT-
CTBUA MH(popMayumn, HeobxoaMMON ANa ycTpaHeHus, nMbo No NPUYKMHE TOro, YTO MHopmauua, Heobxoanmas
Ansi ycTpaHeHus ownbku, SsBnsieTcs HeKoppekTHOI. Pa3paboTunk B cuny pasmnnyHbIX NPUMUH MOXKET NPUHATL
0CO3HaHHOE peLLeHne 0 HeucrnpaeneHUn OTAeNbHbIX 0OHaPYXXeHHbIX OLUMGOK, SIBMAIOLMXCA NPUYMHON NOSIB-
neHus1 ysi3BUMOCTEI nporpaMmbl, NGO 0TKasaTbCsA OT peanuaauyun Nnpouesyp OTCNeXXUBaHUSA U UcnpasneHus
oBHapy>XeHHbIX OLUMBOK NporpaMmbl, MPUHUMAas MOCNEACTBUS HEraTUBHOTO BIMSIHUS TAKOTO peLleHus Ha 6es-
onacHocTb paspabarbiBaemoro MO, MpUYMHON OTCYTCTBUSA MU HEKOPPEKTHOCTU MHhOpMaLMK, HEOBX0AUMON
Ans yCTpaHeHus owmnbOoK, MOXET ABNATLCS NpefHaMepeHHas Moaudukaumus 0ObekToB cpeabl pazpaboTku
MO, co3paBaeMbIX U UCMONb3YEMbIX ANA ONpefenieHns u peanu3auun nNpoueayp OTCMEXMBAHUS U UCMpaB-
neHns 06HapyXeHHbIX OLMBOK NporpaMmMbl. Moaudukaumm MOryT noaBepraTbCs kak 00beKThbl, coaepxalime
uHcbopmauuio, HeobxoauMyto Anst ycTpaHeHusa owmbok (Hanpumep, cneuuanbHas 6a3a AaHHbIX UMK JOKy-
MeHTanLHO 0)OpPMIIEHHbIN NepedeHb 0GHapYeHHbIX OLUMBOK), TaK U MHCTPYMEHTarIbHbIE CPeCTBa, UCMOSIb-
3yeMble 4 peanu3ayum npoueayp OTCIEXUBaHNUSA U YCTpaHEeHUSA 0GHapYXeHHbIX OLUMBOK NporpamMmbl, M/unm
06bekTbl cpeabl paspabotku MO, cogepxalue HeoBxoaMMYI0 MHGOPMALUIO O Npoueaypax OTCNEXMBaHUS
n yctpaHeHus owmnbok MO unu nHdopmaumio 06 MCNONbL3OBAHUM U NAPAMETPaX UCTIONb3YEMbIX UHCTPYMEH-
TanbHbIX cpeacTs. OwmMOKKM NPOrpamMmel, KOTOPbIE HE ObINKU UCNPABMEHbI, MOTYT CTaTb MPUYUHON YA3BUMOCTEN
nepeaasaemoi NONbL30BaTENIO NPOrpamMmel. YS3BUMOCTU NPOrpamMmel B JanbHEALEM MOryT ObiTb MCNOMNb30-
BaHbI C LIENbIO BbIMOMHEHUS KOMMbIOTEPHbLIX aTak Ha UHOPMALMOHHbIE CUCTEMbI MONb30BaTENEN, NPUMEHS-
rowmx NO.

Peanusauusi saHHOM yrpo3bl BHYTPEHHUM HapyLUMTENeM MOXET ObITb OCYLLECTBNEHa NyTeM BIUSAHUA Ha
onpeaeneHne U peanusauuio NpoLeayp OTCNeXMBAHUSA U UCMPaBreHnss 06HapyXeHHbIX OLIMGOK NporpaMMbl
UM BHECEHUSA U3MEHEeHW B nobble 06bekThbl cpeabl pazpabotku MO, cosgaBaemMble UM UCNONb3yeMble Npw
OTCMEXMBAHUM U UCTIPABIIEHNM 0BHaPY>XEHHbIX OLUMOOK MPOrpammbl, MyTEM OCYLLECTBIIEHUS CaHKLIMOHUPO-
BaAHHOTO UNK HECAHKLIMOHUPOBAHHOIO AOCTYNA.

BHeLWHWI HapyLLIMTENb MOXET Peanu3oBbIBaTh AAHHYIO YIPO3y NyTeM yAaneHHoro 4octyna (U3 BHELLHUX
ceTei cBA3W 00LLIero Nonb30oBaHWUA U (MNK) CETEN MEXAYHAaPOAHOro MHPOPMAaLMOHHOrO 0OMeHa) kK 0ObekTam
cpeabl paspabotku O, cosgaBaemMbiM UK UCNOMb3yeMbiM paszpabotynkom MO npu OTCRneXmBaHUM U Ucnpas-
neHnm obHapy>eHHbIX OWNBOK NporpamMbl. Peanusaumsa 4aHHON Yrpo3bl BHELUHMM HAPYLUMTENEM BO3MOXHA
npu yCnoBumM NOAKIIOYEHNA cpeabl pa3paboTkn MO K BHELWHUM CeTsiM CBA3KM 00LWero nonb3oBaHusa u (unm)
CeTsM MeXayHapoaHoro UHhopMaLuoHHOro 06MeHa.

Yrpo3a obycrnoBrneHa HegocTaTkaMmu B peann3oBaHHbiX pa3paboTunkom MO MexaHW3mMax KOHTPOns Ao-
cTyna k o6bektam cpeabl pazpaboTku MO u KOHTPONA LENOCTHOCTU 0OBLEKTOB cpeabl pa3pabotku MO, a Takke
mepax no paspabotke 6esonacHoro MO, B 4aCTHOCTU: OTCYTCTBUEM MEP, CBSA3AHHLIX C PELLEHUEM Npobnem B
MO B npouecce akcnnyarauum, HeaoCTaTkaMmn B NPOLIEAYPAX, CBA3AHHbIX C OTCMEXMBAHWMEM U UCNPABNEHUEM
o6Hapy»eHHbIX owmnbok MO u 06yyeHnem paboTHUKOB paspaboTtumka MO B o6nactu paspaboTkm 6esonacHo-
ro MO.

5.6.2 Yrposa BbIfiBNIeHUA yA3BUMOCTEN BCNeACTBME PacKpbITUA MHopMauum 06 olumnGkax npo-
rpaMMHOro o6ecneyvyeHusi u ya3sBUMOCTAX NPOrpamMmbl

[laHHas yrposa 3akno4yaercs B npeaAHaMEpPEeHHOM WM HenpeaHaMepPEHHOM (M3-3@ HEOCTOPOXKHOCTH
UNK HEKBaNUMUUUPOBAHHbIX A4ENCTBUI paboTHMKOB paspaboTumnka MO) packpbiTun nHbopmalumn 06 o6Hapy-
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MXEeHHbIX owmbkax MO u yazsBMMOCTAX nporpammbl. HapylueHne KoHpuaeHUMansHOCTU AaHHOW MHopMaLmn
MOXET CNOCOBCTBOBATb BLISIBNEHMIO YA3BMMOCTEN NPOrpamMmbl, KOTOPbIE B AarbHERLLEM MOTYT ObITb MCMONb-
30BaHbl C LIENbI0 BbIMOSIHEHUSI KOMMbBIOTEPHLIX aTak Ha UHPOPMALIMOHHbIE CUCTEMBI NONL30BaTeNen, npume-
HAowmx MO.

MpuMmedyaHue — B kayecTBe NPUMEPOB UCTOMHUKOB MHGPOPMALIMM MOXHO NPUBECTU: JOKYMEHTaNbHO 0hopM-
NeHHBbIA NepedeHb 0GHapyXXeHHbIX ownbok MO U ys3aBUMOCTel nporpammbl, 6a3y AaHHBIX ¢ UHGopMaLmeli 06 obHapy-
XeHHbIX oLnBKax MO 1 yA3BUMOCTSAX NPOrpamMsi.

Peanusauusa aaHHOW yrpo3bl BHYTPEHHUM HAPYLUMTENEM MOXET ObITb OCYLLECTBMEHA MYTEM PACKPbITUSA
UHbopMaLun, coaepkaLleics B o6bekTax cpeabl paspabotku MO, B TOM YKuCne B AneMeHTax KoHdurypawuuu,
c03aaBaeMbIxX UK UCMOoSb3yemMblx pazpaborymkom MO npu peanusaumu npoueayp OTCMNEXMBAHUS U UCNPaB-
neHus owmboK, BCNeaCTBME CAHKLIMOHUMPOBAHHOIO UM HECAHKLMOHMPOBAHHOIO AOCTYNAa K yKasaHHbIM 00b-
eKkTam.

BHeLHUII HapyLUMTENb MOXET peanu3oBbIBaTb AaHHYIO YTPO3y NyTeM yAaneHHOro 40CTyna (M3 BHELLHUX
ceTel cBA3K 0bLLero nonbL3oBaHusA U (Mnu) ceTen MexayHapogHOro MHpOPMaLNOHHOToO 06MeHa) k 06bekTam
cpeabl paspabotku MO, cozgaBaemMbiM UMM UCNOMb3yEMbIM NPYU peanu3auuu npoueayp OTCNeXUBaHUSA U UC-
npasneHus owmnbok. Peanusaums 4aHHON yrpo3bl BHELUHUM HapyLUMTENeM BO3MOXKHA MPU YCIOBUMN NOAKIIHO-
yeHus cpeabl pazpaboTkm MO K BHELUHUM CETSIM CBA3M 00LLEro nonb3oBaHusA 1 (Unu) CeTAM MEXAYHapOAHOro
MHOPMAaLUOHHOTO 06MeHa.

Yrposa oGycnosneHa:

- HegocTaTkamMu B peanu3oBaHHbIX paspabotyukom MO Mepax KOHTPOMA A0CTyna, NPUMEHSeMbIX K
obbekTam cpefbl pa3pabotku MO 1 HanpaBnEHHbIX HA OrpaHUYEHUE KPyra fuy, UMEIOLLMX AOCTYN K KPUTUY-
HOW MHApOpMaLmMK, U onepauuii, KOTopble MOTYT ObITb BbIMOMIHEHbI C 00bLEKTaMK cpeabl pa3paboTku (Hanpu-
Mep, BblBOA, MH(pOpMaLUKN C NCNOMb30BAHUEM HOCMTENEN MHDOPMALMK UKW KaHaNoB nepegayqn 4aHHbIX);

- HeJ0CTaTOMHON OCBEAOMIEHHOCTbLIO paboTHUKOB pa3paboTtunka MO B obnactu obecnevyenHnss KoHu-
AeHUManbHOCTU UHopmaumm.

5.7 Yrpo3bl 6e30nNacHOCTH MH(pOPMaLUU B NPOLECCE MeHeQXKMeHTa OOKYyMeHTauuen
M KOH(Urypaumen nporpaMmmsl

B 5.7.1 npeacraeneHa yrpo3a 6e30nacHOCTU MHGOpMAaUuMK, CBA3aHHAA C UCMNOMNb30BAHUEM CUCTEMbI
ynpasneHus KoHdurypauuen MNMO. [ina npouecca MeHeaKMEHTa AOKYMEHTaLmMen u KoHpurypauuen nporpam-
Mbl aKTyanbHbl MHbI€ YrPO3bl 6830MacHOCTM UHAOPMaLUUK, CBSI3aHHbIE C AOCTYNOM K 3eMeHTam KOHdurypa-
uum. 3TH yrpo3el 6€30NacHOCTU MHpOPMaLMKN NPEACTABNEHbI B COOTBETCTBYIOLLUX MYHKTAXax HACTOALLErO
cTaHaapTa C y4eToM Tuna anemeHTa KoHdurypauum cnegyomm obpasom:

- yrposa 6e3onacHoCTu MHOPMaLK AN SNIEMEHTOB KOHAUIrypaLum, CBA3aHHas ¢ onpeaeneHmemM Tpe-
6oBaHuit N0 6e30MacHOCTU, NpeabsaBnsieMbix k cosgasaemomy MO: 5.1.1;

- yrposa 6e3onacHoOCTU UHOPMALMK ANA ANEMEHTOB KOH(Urypaumm, cB3aHHasa ¢ NPOeKTMPOBaHUEM
apxXUTeKTypbl nporpamMmsl: 5.2.1;

- yrposa 6e3onacHocTn nHdopmaLlun, CBA3aHHAA C UCXOAHbIM KOAOM nporpaMmsl: 5.3.1;

- yrposa 6e3onacHocTu nHOpMaUumn, CBA3aHHasa C NPOrpamMMHbIMU MOZYNSIMU CTOPOHHUX pa3paboT-
yukos M0: 5.3.2;

- yrpo3sa 6e3onacHoCTM MHOPMaLUK, CBSI3aHHasi C UHCTPYMEHTanbHbIMKU cpeacTeamu: 5.3.3;

- yrpo3sbl 6e30nacHOCTM MHhopMaLUK, CBA3AHHbIE C dKCNyaTauMOHHbIMKU AOKYMeHTamu: 5.3.4, 5.5.2;

- yrposa 6e30nacHOCTM MHAOPMaLUUK, CBsI3aHHasi C TECTOBOW AOKyMeHTaumein: 5.4.1;

- yrposa 6e3sonacHoCcTu MHopmayum, cea3aHHasa ¢ NnporpammMon (4uCTpubyTMBOM nNporpaMmel) U 00-
HoBneHuamu MO: 5.5.1;

- yrpo3sa 6e3onacHOCTU UHAOPMaLMK, CBA3AHHAA C OTCMEXMBAHMEM U UCNIPABMNEHUEM OOHAPYXKEHHbIX
owmnbok MO u ys3BumocTeln nporpammsl: 5.6.1.

5.7.1 Yrposa BHeApeHUA B NporpamMmmy ysa3BUMOCTEM NpuU ynpaBreHuM KoHdurypauuen npo-
rpaMMHOro o6ecneyeHus

JaHHas yrposa 3akno4aeTcs B HenpegHaMepeHHOM CoBepLUEHMN OLMBOoK paboTHUKamu paspaboTymka
MO npu ynpaeneHun koHdurypayuen MO unu npegHaMmepeHHon mogudukaumm oObEKTOB cpeabl pa3paboT-
kn MO, cosgaBaeMbix unu mcnonb3yembix paspabotunkom MO npu ynpasneHun koHdpurypauymen MO, yro
MOXXET CTaTb MPUYMHON NOSIBNEHMSA YA3BMMOCTEN NporpamMMbl B Criydae HeobGHapyxeHust moamdukaumii. Co-
BEpPLUAEMbIE OLUMOKM MOTYT HOCUTb CIy4YaliHbI XapakTep unu ObiTb CBA3aHbI G HEBEPHbLIM NIIAHUPOBAHUEM
ynpasnexHusa KoHdurypaumein MO, HeBepHOW naeHTUduKaunen anemMeHToB KOHUrypauum nnm aKkcnnyaraum-
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ell cuctembl ynpaeneHusi koHgurypaumen MO cnocobamu, He COOTBETCTBYIOLLMMI NOPSIAKY €€ UCMONb30Ba-
HWSA, BCNEACTBME CNy4YaiiHbIX HEBEPHLIX UMM HEKBaNUMULUMPOBAHHLIX AECTBUA pabOTHUKOB paspaboTymka
MO. CoBepLueHHbIe OLWNBKK, NPU YCIIOBUM MX HEODHAPY>XXEHWUS UMW HEUCTPABEHUSA, MOTYT CTaTb NPUYMHON
nepegayvn nonb3oBaTenio NPorpamMmbl, COAEMKALLEN U3BECTHbIE YA3BUMOCTU, UMK IKCMMYaTaUUOHHbIX JOKY-
MEHTOB, HE COOTBETCTBYIOLLUMX MepeaaBaemMon nNporpamMmme, YTO MOXET CTaTb MPUYMHON HEBEPHON KOHK-
rypaumu nporpaMmbl U (unu) ee cpedbl PYHKUMOHUPOBAHMSA. YA3BUMOCTU NPOrpaMmbl, NOSBUBLLMECA M3-3a
UCMONb30BaHMSA MOAUULUPOBaHHbLIX 0OBLEKTOB cpeabl paspaboTku MO, cozgaBaeMbiX UMM UCMOMb3yeMbIX
paspabotunkom MO npu ynpasneHumn koHdurypauumeii MO, B agansHeliwemM MOryT 6bITb UCNOMb30BaHbI C Lie-
b0 BbINOMHEHMSA KOMMbIOTEPHbIX aTak Ha MHPOPMALIMOHHBIE CUCTEMBI NONb30BaTENEeN, NpuMeHsowmx Mo.

MpuMeyvyaHune —BkadyecTBe NpUMepa MOXKHO NPUBECTU BHECEHUE NPOrpaMMHbBIX 3aKnajokK B UCMOMNb3yeMble
ANA ynpasreHusi KoHpurypauueit MO WHCTpyMeHTarbHbIE CPefCcTBa, KoTopble ByayT BHeAPSATb YA3BUMOCTU B co3aaBae-
MYI0 Mporpammy.

Peanu3auusi saHHOI yrpo3bl BHYTPEHHUM HapyLLUMTENEM MOXET ObITb OCYLLECTBNEHA NyTEM BIIUSHUA Ha
npouecc ynpasneHusi Kondurypaumen MO unm BHeCEHNA n3MeHeHui B Nnobble 00beKTLI cpeabl pa3paboTku
MO, cosgaBaemble UM UCNONb3yemble Npu ynpaeneHnu kKoHdurypauyuen MO, nyTem ocyLeCTBNEeHUA CaHKL K-
OHWPOBAHHOIO UMK HECAHKLIMOHUPOBAHHOTO AOCTYMA.

BHeLLHWI HapyLUMTENb MOXET Peanu3oBbIBaTb AAHHYIO YIPO3y NyTEM yAaneHHOro 40CTyna (M3 BHELLHUX
ceTeli CBA3M 00Lero nonb30BaHUS U (MNK) CETEW MEXAYHAPOAHOIO MHAOPMALMOHHOTO 0OMEHA) k 00bEeKTaM
cpeabl paspatdoTku MO, cosgaBaeMbiM UM UCNOMb3yeMbIM paspaboTunkom MO npu ynpaeneHun KoHduUrypa-
yueii MO. Peanusauuna 4aHHOM Yrpo3bl BHELLUHUM HaPYLUMTENEM BO3MOXHA NPW YCIOBUK NOAKIIOYEHUA Cpeabl
pa3paboTtku MO K BHELUHUM CETSIM CBA3M 0OLLEro NOMb30BaHUA U (MNK) CETAM MEXAYHapPOAHOro MHopMaLm-
OHHOro obmeHa.

Yrposa oBycnosneHa HegocTatkamu B peanu3oBaHHbIX pa3paborymkom MO mMepax KOHTpons goctyna
N KOHTPONS LENOCTHOCTU, NPUMEHAEMbIX K 0ObekTam cpeabl paspabotku MO, n mepax no paspaborke 6e3-
onacHoro MO, B YaCTHOCTU: B Mepax, CBSI3aHHbIX C ynpaBneHueM koHdurypauuer MO, obyyeHnem paboTHU-
KoB paspabotumnka NO B obnactu paspabotku 6e3onacHoro MO n npoBeAEHUEM CUCTEMATUYECKOTO NMOUCKA
YA3BUMOCTEN NPOrpamMmel.

MpumMmevyaHne — B kadecTBe npuMepoB o6LEKTOB cpedbl paspaGoTku MO MOXHO MPUBECTU: UHCTPYMEH-
TanbHble CpeACTBa, UCTONb3yeMble ANs yNpaBrneHnst KoHpUrypauueii MO, cBA3aHHyo ¢ HUIMU UHGOPMaLUIo, JOKYMeHThI,
OMUCHIBatOLLME UCTIONB30BaHWE CUCTEMbI YTpaBrieHust KoHdurypauuei Mo.

5.8 Yrpo3sbl 6e3onacHOCTU MH(OpPMaLMKU B NpoLecce MeHeaKMeHTa MH(PPaACTPYKTYpPOn cpeabl
pa3paboTKu NnporpaMMHOro oéecneyeHus

[na npouecca MeHemxMeHTa MHpaCcTPyKTypor cpeabl paspaboTku MO akTyanbHbl Yrpo3bl 6€30nacHo-
CTU MHPOpMALIMK, CBA3AHHbIE C AOCTYNOM K OObEKTaM cpeabl pa3paboTku, B TOM YUCHE AreMeHTaM KOH(M-
rypaumu. 3tu yrposbl 6€30MacHOCTM UHAOPMALUK NPeACTaBeHbl B COOTBETCTBYIOLLMX NYHKTAX HACTOALLETO
CcTaHagapTa ¢ y4eTom Tuna obbekTa cpeabl pa3paboTku cneayrowmm obpasom:

- yrpo3bl 6e3onacHocT MHGOPMaUMn ANA SNEMEHTOB KOHUrypauumu, CBA3aHHLIX C ONpeaeneHnem
TpeboBaHuin No 6e30nacHOCTU, NpeabaBnsaembIX K cosgasaemomy MO: 5.1.1, 5.1.2;

- yrpo3sbl 6e3onacHoCTM HAOPMaLMK AN ANeMEHTOB KOHUIypaLmmn, CBA3aHHbIX C MPOEKTUPOBAHNEM
apxXuTeKTypbl nporpaMmel: 5.2.1, 5.2.2;

- yrpo3bl 6e30nacHoCTN MHAOPMALMK, CBA3AHHbIE C MCXOAHbLIM KOAOM nporpammsl: 5.3.1, 5.3.5;

- yrpo3a 6e3onacHOCTU UHOpMaUun, CBSI3aHHasi C MPOrpamMMHBIMU MOAYNAMU CTOPOHHMX pa3paboT-
yukoB MO: 5.3.2;

- yrpo3a 6e30nacHOCTU MHhopMaLmMK, CBA3AHHAA C MHCTPYMEHTanbHbIMK cpeacTBamu: 5.3.3;

- yrpo3bl 6e30MacHOCTM MHAOPMaLUUK, CBA3AHHbIE C dKCMyaTauMOHHbIMU AOKyMeHTamu: 5.3.4, 5.5.2;

- yrpo3bl 6e30nacHOCTM HAOPMaLMK, CBA3aHHbIE C TECTOBOW AOKyMeHTauuen: 5.4.1, 5.4.2;

- yrpo3sbl 6e30nacHOCTM UHOpPMaLUK, CBA3aHHbIE C NPOrpammon (AncTpubyTMBOM NporpaMmel) u 06-
HoBneHuamu MO: 5.5.1, 5.5.3;

- yrpo3sbl 6e30nacHoCTM MHOPMAaLUK, CBA3AHHbIE C OTCMEXMBAHUEM U UCTIPABIEHMEM OOHAPYXEHHbIX
owmndok MO u ysssumocTen nporpammel: 5.6.1, 5.6.2;

- yrpo3bl 6€30MacHOCTU MHOPMALMU, CBA3AHHbIE C UHCTPYMEHTAaNbHbIMU CPEACTBAMU U OObeKTamu
cpeabl paspabotku MO, ncnonb3yembiMu AnNA ynpaeneHus kKoncurypaumeii NoO: 5.7.1.
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Mpu naeHTudukaumm nHeix yrpos 6e3onacHoCT MHAOPMAaLUKM, KOTOPbIE MOTYT BO3HUKHYTL B NpoLiecce
MeHeIKMEeHTa MHAPACTPYKTYPOU cpeabl paspabotku MO, paspabotunk MO gomkeH pyKOBOACTBOBATLCS MO-
noxxexuamm NOCT P NICO/M3K 27001. MNpwu BLINONHEHMMW naeHTUdMKaLMn akTuBoB paspabotumnky MO cneay-
eT paccmaTtpuBarb cneayioLime 00bekTbl cpeabl paspadbotku MO u anemeHTbl KOHAUrypauumm:

- nporpamMa (aucTpubyTme Nporpammbl);

- MPOrpaMMHbIE U IKCMIyaTaLUOHHbIE JOKYMEHThI;

- UCXOAHBIN KOA NMPOrpammbl;

- MPOrpamMMmHbIE MOAYNW, B TOM YUCNE MOAYNW CTOPOHHUX paspadoTuukos MO;

- WHCTPYMEHTanbHbIE CPeaCTBa U CBA3aHHAA C HUMK MHAOpMaUus;

- nHdopMauus, ceaszaHHasa ¢ 06HoeneHnaMU MO n yCTpaHeHMAMU YA3BUMOCTER NpOorpaMmsl;

- MepeyveHb BbISABNEHHbIX YA3BUMOCTENH NporpaMmbl.

5.9 Yrpo3bl 6e3onacHOCTH UH(POpPMaLIMK B NpoLiecce MeHeZXKMEeHTa JIIACKUMU pecypcaMmu

5.9.1 Yrposa nosiBneHus yA3BUMOCTEN NpOrpamMmbl BCJieACTBUE COBEpPLIEHUA pa3paboTUYUKOM
nporpaMMHOro obecnevyeHmMsa owWMNOOK Npu 06y4YeHMU CBOUX pabOTHUKOB B 06nacTu paspaborkm oes-
ONacHOro NporpaMMHoOro oéecneyeHus

[aHHag yrposa 3akno4aeTca B HenpegHamepeHHOM coBepLueHuu owmbok paspabotyunkom MO npu
00y4eHnmn cBoux paboTHMKOB B oBnacTtu paspaboTkn 6esonacHoro MO. CoepLuaemMble OLLIMOKM MOTYT HOCUTb
Cny4yaiHblii Xapaktep unu ObiTb CBSI3aHbl C OTCYTCTBMEM Npouecca 00yyeHus (NOBbILLEHUA KBanMAUKaLMm)
paBOoTHWKOB, HEBEPHbIM MIIaHUPOBAHUEM MpoLecca obyy4eHuss paboOTHUKOB WU OTCYTCTBMEM MEepecMoTpa
nporpaMm 00y4eHusi C y4eToM TeHAEHUMI B obractu paspabotku 6esonacHoro MO. CoBepLueHHble OLwnMOKK
MOTYT CTaTb MPUYMHON HU3KOW KBanudukauum pabotHukoB paspabotumnka MO B obnactu paspaboTku Ges-
onacHoro MO. Ya3BMMOCTU NporpaMMbl, NOSBMBLUMECS M3-3a HU3KON kBanudukauun paboTHMKOB pa3paboT-
yuka MO, MOryT ObiTb UCMNOMNBL30BaHbI C LIESbIO BbINOMHEHUSA KOMIMbIOTEPHLIX aTak Ha MHAOPMAaLMOHHLIE CU-
CTeMbl Nofnb3oBarenen, npumeHsowmx Mo.

Peanuzauus gaHHol yrpo3bl BHYTPEHHUM HapyluuTenem MoXeT OblTb OCyLLecTBrneHa nyTeM BrUsiHUSA
Ha npouecc 06yyeHns paboTHUKOB UITM BHECEHUSI U3MEHEHUI B NioBble 00BbEKTLI cpeabl pazpaboTtku MO, cos-
[aBaeMble UNu UCMONb3yemble Npu Ux 00yvyeHun. MI3ameHeHUs npu 3TOM BHOCST MYyTEM CAHKLIMOHUPOBAHHOTO
aocrtyna k obbektam cpegbl paspatdotku MO.

Yrposa obycrnoeneHa HegocTatkaMu B peann3oBaHHbIX pazpadoTunkom MO mMepax no paspaboTke 6e30-
nacHoro MO, B YaCTHOCTU HEKAYeCTBEHHbIM 06y4YeHneM paboTHUKOB B 06nactu paspabdoTkm 6ezonacHoro MO.
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Mpunoxenue A
(cnpaBouHoe)

Mudopmauusa o mepax no paspaborke 6€30NacHOro NPOrpaMMHOro o6ecneyeHus,
yctaHoBneHHbIx FTOCT P 56939—2016, peanu3auus KOTOPbIX CNOCOGCTBYET HEUTPANU3aLum yrpos
6e3onacHocTn nHdopmMaumm npu paspaboTke NporpamMmMHOro obecneyeHus

Tabnunuya A.1— CooTBeTCTBUE MeXAY Yrpodamu 6ezonacHOCTH WHopMaLmm npu paspaboTtke MO 1 mepamu
no paspaboTtke 6esonacHoro MO, yctaHosneHHbIMU TOCT P 56939—2016

Yrposa 6e3onacHocTW UHdopMaumn
npu paspaboTtke MO

Mepa no paspaboTke 6esonacHoro MO cornacHo FOCT P 56939—2016

5.1.1 Yrposa nosBnNeHus ysassBuMocTeW
nporpammel BCREACTBUE OLIMGOK, Ao-
MyLUeHHbIX MpU 3ajaHuu TpebosaHuit
no 6e3onacHOCTW, MpeAbABNseMbIX K
cosfaBaeMoMy nporpaMmHomy obecne-
YeHuto

OnpegeneHnue TpeboBaHuii no 6esonacHoOCTH, NpeabABNAeMbIX K pa3paba-
TeiBaemomy MO (5.1.3.1);

peanusauus U Ucnonb3oBaHue MNpoLeaypbl YHUKaNbHOW MapKUMPOBKN Kax-
fon sepeuu MO (5.7.3.1);

ncrnonb3oBaHWe CUCTEMbI YnpaereHUa KoHdurypaumen O (5.7.3.2—
5.7.3.4),

3aluTa OT HecaHKLMOHMPOBAHHOTO AOCTYMa K aneMeHTaM KOHdurypaumm
(5.8.3.1);

pe3epBHOE KONUMpoBaHUe 3NeMeHTOB KoHdurypauum (5.8.3.2);

perncrpauums cobbITUiA, CBA3aHHLIX C hakTaMn UBMEHEHUS SNIEMEHTOB KOH-
durypauum (5.8.3.3);

onpefeneHne, JOKYMEHTUPOBaHUE U cobrntofieHne NonuTUKU MHpopmaLum-
OHHoW 6e3onacHocTy (4.13);

nepuoguyeckoe obyyeHue paboTHukos (5.9.3.1);

nepuoguyeckunii aHanms nporpaMmMbl 06y4eHmns paboTHukoB (5.9.3.2)

5.1.2 Yrposa BbISIBNIEHUs ys13BUMOCTEN
nporpamMmel BCrefCcTBUE PacKpbITUS UH-
dopmMaumu o TpeboBaHWAx no Gezonac-
HOCTH, NPEABABNAEMBIX K CO3[,aBaeMo-
My nporpaMMHOMy obecnederuto

Onpepenenune, JOKYMEHTUpOBaHWE U cobniofeHne NONUTUKN MHDOPMaLM-
OHHoit 6esonacHocTy (4.13)

5.2.1 Yrposa nosBnNeHUs ysi3BUMOCTEN
nporpammel BCREACTBUE OLWMBOK, Ao-
MYLUEHHBIX NPU CO3AaHWM MpoekTa ap-
XUTEKTYpbl NporpaMMbi

MogenuposaHue yrpos 6esonacHocTu uHdopmayum (5.2.3.1);

YTOMHEHWE NpoeKTa apXUTEKTypLl NPOrpamMmel ¢ yHETOM pe3ynsTaToB Mojie-
nuposaHusa yrpos 6esonacHocTu uHpopmayumn (5.2.3.2);

peanusauna U ucnonb3oBaHne NpPoUeaypbl YHUKaNbHOW MapKUPOBKU KaK-
Aon Bepeun MO (5.7.3.1),

nposegeHUe CUCTEMaTUYECKOro NOUcKa yassuMocTei nporpammel (5.6.3.4,
5.6.3.5),

ucnonb3oBaHWe cucTeMbl ynpasBneHua KoHdurypauuein MO (5.7.3.2—
5.7.34),

3aluTa OT HeCaHKUMOHWPOBaAHHOMO AOCTYNa K aneMeHTaM KoHdurypauuu
(5.8.3.1),

pe3epBHOE KONMMpoBaHUe 3NeMeHToB KoHdurypauum (5.8.3.2),

peructpaumsi cobbITUiA, CBA3AHHBIX C hakTaMU U3MEHEHNS 3NIEMEHTOB KOH-
durypauyun (5.8.3.3),

onpefeneHne, AoKyMeHTUpOBaHWE U cobniofeHUe NOMUTUKN MHOpMaLM-
OHHOM (4.13),

nepuoguyeckuini aHanua nporpaMmmel 06y4eHuna pabotHukos (5.9.3.2);

5.2.2 Yrposa BbISIBNEHUA ys3BUMOCTEW
nporpamMmel  BCMEACTBUE  PACKPLITUA
WHopMaLn o NpoekTe apXWUTEKTypkl
nporpammel

OnpepeneHue, AOKYMeHTUpOBaHWEe U cobniofeHne NONUTUKA MHopMaLm-
OHHoli 6e3onacHocTu (4.13)
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Yrposa 6esonacHOCTU UHgopmMaLmn
npu paspa6otke MO

Mepa no paspaboTke 6esonacHoro MO cornacHo MOCT P 56939—2016

5.3.1 Yrposa BHeApeHUs ysa3BUMOCTEN
B UCXOAHbIA Kof NporpaMMbl B XOAE €ro
pa3paboTku

Co3sgaHune nporpaMMbl Ha OCHOBE YTOYHEHHOTO NPOeKTa apXMTEKTypbl Npo-
rpammel (5.3.3.2);

co3faHue (BbIGoOp) M UCMoONb30BaHUE MPpU CO3AAHWU NpOrpamMMbl Nopsiaka
ocbopMNeHNA ncxoaHoro kofa nporpammel (5.3.3.3);

CTaTUYECKNA aHanu3 NCXoAHOro Kofa nporpammel (5.3.3.4), akecneptusa uc-
XofHoro koga nporpammel (5.3.3.5), npoBeaeHne cucTteMaTU4eCcKoro noucka
yassumocTei nporpammel (5.6.3.4, 5.6.3.5);

peanusauna U ucnonb3oBaHne NPoUeaypbl YHUKANbHOW MapKUPOBKU KaX-
Aon Bepeumn MO (5.7.3.1),

nucnonb3oBaHWe cucTembl ynpaBneHuss KoHdurypauuein MO (5.7.3.2—
5.7.3.4),

3aWuTa OT HeCaHKUMOHUPOBaAHHOIO A0CTyna K aneMeHTaM KoHdurypauum
(5.8.3.1),

pesepBHOe KONUpoBaHWe anemMeHToB KoHdurypauum (5.8.3.2);
peructpaums cobbITU, CBA3AHHBIX C haKTaMU U3MEHEHUS 31IEMEHTOB KOH-
durypayuu (5.8.3.3);

onpefeneHue, AOKYMEHTUpoBaHUe 1 cobrnogeHne nonuTUKM MHgopmaLm-
OHHo 6esonacHocTu (n. 4.13);

nepuoguyeckoe obydenne pabotHukos (5.9.3.1);

nepuoau4ecKknin aHanua nporpammel 06y4eHuns pabotHukoB (5.9.3.2)

5.3.2 ¥Yrposa BHeApeHUsi yA3BUMOCTEN
nporpaMMbl NyTeM WUCMoOMb3oBaHUA 3a-
MMCTBOBaHHbIX ¥ CTOPOHHUX pa3paboT-
YWKOB MPOrpamMMHOro o6ecrneyeHns yas-
BMUMbIX KOMMOHEHTOB

CTaTn4ecKkuin aHanua ucxogHoro koga nporpammel (5.3.3.4);

3KCNepTU3a MCXOAHOro Koaa nporpaMmel (5.3.3.5);

npoBeAeHWe cUcTeMaTU4ecKoro Noucka yassumoctein nporpammel (5.6.3.4,
5.6.3.5);

peanusauusa U UCMONbL30BaHWe NPOUEAYPbl YHUKANbHOW MapKUPOBKN KaX-
Zoii Bepeumn MO (5.7.3.1),

Mcnonb3oBaHMe cucTembl ynpaeneHus KoHogurypauuen IO (5.7.3.2—
5.7.3.4),

3aluTa OT HeCaHKUMOHUPOBaAHHOIO AOCTYNa K aneMeHTaM KoHdurypauum
(5.8.3.1),

pesepBHOe KONUpoBaHWe 3nemMeHToB KoHdurypauum (5.8.3.2);
peructpauuns cobbITUi, CBA3AHHBIX C haKTaMW U3MEHEHUS 31IEMEHTOB KOH-
durypayuu (5.8.3.3);

onpefeneHue, AOKYMEHTUpoOBaHNe U cobriofeHne NonuTUKM MHgopmaLm-
OHHoMW 6esonacHocTu (4.13);

nepuoguyeckoe obydyeHne pabotHukos (5.9.3.1);

nepuoguyeckuii aHanus nporpammel 06yveHusa pabotHukos (5.9.3.2)

5.3.3 Yrposa BHeApeHUA ysa3BUMMOCTEN
Nporpammebl U3-3a HEBEPHOIO UCMOSb30-
BaHWA UHCTPYMEHTanNbHBIX CPEACTB NpU
pa3spaboTke nporpaMmHoro obecneve-
HUS

MposeaeHne cucTemaTUYECKoro NoUcka yassmmocTtei nporpammel (5.6.3.4,
5.6.3.5),

peanu3auns M UCNONb3OBaHWE NPOLEAYPLl YHUKANBHON MapKUPOBKU Kax-
Aow Bepeun MO (5.7.3.1),

ucnonb3oBaHWe cucTeMbl YynpaBneHua KoHdurypauuwen MO (5.7.3.2—
5.7.3.4),

3aWuTa OT HeCaHKLMOHUPOBAHHOIO AOCTYNa K aNeMeHTaM KoHdurypauum
(5.8.3.1),

pe3epBHOe KONUpoBaHUe 3nNeMeEHTOB KoHdurypaumm (5.8.3.2),
perucTpaumsi CobbITUIA, CBA3AHHBIX C hakTaMU U3MEHEHUS 3NIEMEHTOB KOH-
durypayun (5.8.3.3),

onpefeneHne, A0KyMeHTUpoBaHWE 1 cobniofeHne NONUTUKN MHOPMaLM-
oHHol 6e3onacHocTu (4.13);

nepuoguyeckoe obyyeHne pabotHukos (5.9.3.1);

nepuoauyeckuit aHanua nporpammel 06yveHns pabotHukoB (5.9.3.2)
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Yrposa 6esonacHocTn uHopmaLmu
npw paspabotke MO

Mepa no paspaboTke 6esonacHoro MO cornacHo FOCT P 56939—2016

5.3.4 Yrposa nosiBneHust ysiaBUMOCTEN
nporpammel BcneacTene owmnbok, Ao-
MyLUEeHHBIX B 3KCMyaTaLWOHHbIX AOKY-
MEHTaXx B XOAe OCYLLECTBNEHNA UX pa3-
paboTK1 1 XpaHeHus

MocTaBKa Monb3oBaTento aKkennyaTayMoHHbeIX JokymeHToB (5.5.3.2);
npoBefeHne cucTteMaTu4eckoro noucka ysassmmoctei nporpammel (5.6.3.4,
5.6.3.5),

peanusauus W Ucnone3oBaHue MNpoLeaypbl YHUKaNbHOW MapKUPOBKU Kax-
aon sepeun MO (5.7.3.1);

ucrnonb3oBaHWe cucTembl YyrnpasneHus KoHdpurypauveid MO (5.7.3.2—
5.7.3.4),

- 3alynTa OT HECAHKLMOHUPOBAHHOIO AOCTYMa K arieMeHTaM KOHdUrypaumm
(5.8.3.1);

- pesepBHOe KOMWpoBaHWe 3aNeMeHToB KoHdurypauum (5.8.3.2);

- peructpauusi cobbITuiA, CBA3AHHLIX C dakTamu W3MEHEHMUs 3NeMeHTOB
KoHdurypauumm (5.8.3.3).

OnpegeneHve, AOKYMEHTUPOBaHWe W cobriogeHne NonmMTUKA UHopMaLy-
OHHoit 6esonacHocTu (4.13);

nepuoguyeckoe obyyeHue paboTHukos (5.9.3.1);

nepuognYecknii aHanma nporpaMmmel 06y4eHus paboTHukos (5.9.3.2)

5.3.5 Yrposa BbIfiBNeHUss ysA3BUMOCTEN
rporpammel BCNeACTBUE pacKpbITUS UC-
XOAHOro KoAa rnporpaMmbl

OnpepeneHune, JOKYMEHTUPOBaHWE U coBnofeHe NONUTUKU UHGopMaLM-
OHHoit 6esonacHocTm (4.13)

5.4.1 Yrposa noseneHus ys3BUMOCTEN
BCMNeACTBUE U3MEHEeHWUs TecTOBOW Ao-
KyMEHTaLuKN C Lienbio COKPbITUSA YA3BU-
MOCTeil nporpammbl

Peanusayusi u ucrnonb3oBaHWe Npoueaypbl yHUKansHOW MapKUPOBKU KaX-
gon sepeun MO (5.7.3.1);

ncrnonb3oBaHWe cUcTeMbl ynpaeneHus KoHdurypauymen IO (5.7.3.2—
5.7.3.4),

3aWuTa OT HeCaHKUMOHWPOBAHHOMO A0CTYNa K areMeHTaM KoHdurypauuu
(5.8.3.1);

pe3epBHOe KONMpoBaHUe aneMeHToB KoHdurypauum (5.8.3.2),
perucTpaumsi cobbITUiA, CBA3AHHBIX C haKTaMW U3MEHEHNS 3NIEMEHTOB KOH-
durypauuum (5.8.3.3);

onpefeneHue, AOKYMEHTUpOBaHUe 1 cobnioaeHne NonUTUKN MHdopmauu-
OHHol 6e3onacHocTy (4.13);

nepuogunyeckoe obyyeHue paborHukos (5.9.3.1);

nepvoauYECcKUii aHanu3a nporpammel 06y4eHna paboTHukos (5.9.3.2)

5.4.2 Yrposa BbIIBNEHUA ys3BUMOCTEWN
BCNEACTBUE PaCKpbITUS MHPOPMaLMK O
TecTUpoBaHUM nporpaMmHoro obecne-
YeHus

OnpepgeneHue, AOKYMEHTUpOBaHWE U cobniogeHne NONUTUKN UHOpMaUu-
OHHol 6e3onacHocTH (4.13)

5.4.3 Yrposa nossBneHWsa ysiaBUMOCTEW
nporpaMmbl BCNEACTBUE COBEpLUEHMS
ownBoK NpW BLINONHEHWM TECTUpOBa-
HWs nporpaMMHoro obecneveHns

®yHKUMOHanbHoe TecTUpoBaHue nporpammbl (5.4.3.1), TecTupoBaHue
Ha npoHukHoBeHue (5.4.3.2), AWHaAMUYECKWA aHanu3 Kkoga nporpaMmbl
(5.4.3.3), pasauHr-TecTupoBaHue nporpammel (5.4.3.4).

Peanusauuns n ucnonb3osaHue npoueaypbl YHUKarbHOW MapKUPOBKW Kax-
o Bepcum MO (5.7.3.1),

ucnonb3oBaHWe cuUcTeMbl YnpasBneHua KoHdurypauuwen MO (5.7.3.2—
5.7.3.4);

nepuoguyeckoe obyyeHue pabotHukos (5.9.3.1);

nepvoanYecKUii aHanu3a nporpammel 06y4eHns paboTHukos (5.9.3.2)

5.5.1 Yrposa BHefpeHUs ysi3BUMOCTEW
B Nporpammy B npoLecce ee NnocTaBku

Obecneyenne sawuTel MO oT yrpos 6esonacHocTU UHOpMaLUK, CBSI3aH-
HbIX C HapyLLIEHUeM LeNOCTHOCTH, B MPOLiecce ero nepeaqu nonb3osarernto
(5.5.3.1);

peanu3aLusi 1 UCNONb3OBaHWe NpoLeaypbl YHUKaNbHOW MapKUPOBKW KaX-
Aou sBepeum N0 (5.7.3.1),
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Yrposa 6esonacHocT MHgopmMaLmn
npu paspabotke MO

Mepa no paspa6oTke 6esonacHoro MNO cornacHo MOCT P 56939—2016

5.5.1 Yrposa BHeApeHUs ysA3BUMMOCTEN
B NporpamMmy B npoLecce ee NocTaBku

ucnonb3oBaHWe CcUCTEeMbl YnpaBneHusa KoHdurypauuein MO (5.7.3.2—
5.7.3.4),

3aluTa OT HeCaHKUMOHUPOBAHHOIO AOCTYNa K aneMeHTaM KOHUrypayun
(5.8.3.1),

pe3epBHOe KONUpoBaHUE 3aNeMeHTOB KoHdurypaumm (5.8.3.2),
perucTpauusi cobbITUiA, CBA3AHHBIX C pakTaMn U3MEHEHNS SNEMEHTOB KOH-
durypauum (5.8.3.3);

- onpepereHne, JOKYMEHTUPOBaHWE U cobniogeHne NoNMUTUKN WHOopMaum-
OHHoI1 6e3onacHocTu (4.13)

5.56.2 Yrposa nosiBneHus ys3BMMOCTEN
nporpammebl BcrieicTBue MoaudmrKaLum
3KCnnyaTauMoHHLIX JOKYMEHTOB MPU KUX
nepepade nonb3oBaTesio

Ob6ecneyenue sawuTbl MO oT yrpos 6esonacHOCTU MHpOpMaUMK, CBA3aH-
HbIX C HapyLUEHWeM LieNIoCTHOCTH, B NpoLiecce ero nepegadu nonb3osaTento
(5.5.3.1),

peanu3auus U UCMonb3oBaHUE NpOoLUEAYPbl YHUKANbHOW MapKUPOBKU Kax-
o sepcum MO (5.7.3.1);

ucnonb3oBaHWe cuUCTeMbl YnpaeneHusa KkoHdurypauunen MO (5.7.3.2—
5.7.3.4);

3aluTa OT HecaHKUMOHUPOBAHHOrO AOCTYNa K aneMeHTaM KOoHduUrypauuu
(5.8.3.1);

pe3epBHOe KOnupoBaHUe aremeHToB KoHdurypauum (5.8.3.2),
perucTpaumsa cobbITUiA, CBA3AHHLIX C pakTaMU U3MEHEHNA 3NEMEHTOB KOH-
dpurypauum (5.8.3.3);

onpefeneHue, AoOKYMEHTUpoBaHUe 1 cobntogeHne NonuTUKU MHgopmaLm-
OHHoiA 6e3onacHocTy (4.13);

nepuogunyeckoe obyyenue pabortHukos (5.9.3.1);

nepuoguyeckuii aHanus nporpaMmmel 06yueHna pabotHnkos (5.9.3.2)

5.5.3 Yrposa BHeApeHUs yA3BUMOCTEN
B 06HOBMEHUA nporpamMHoro obecne-
YeHus

Obecneyenne sawuTbl MO oT yrpos 6esonacHocTU MHdoOpMaLymK, cBA3aH-
HbIX C HapyLWeHUeM LieNnOCTHOCTH, B MpoLiecce ero nepefayn Nofb3oBaTento
(5.5.3.1),

npoBegeHne CUCTEMaTUHECKOro Moucka yasBuMocTeil nporpammel (5.6.3.4,
5.6.3.5);

peanu3auus 1 UCNONb3oBaHWE NPOLEAYPbl YHUKaNbHON MapKUPOBKU Kax-
gon Bepeuu MO (5.7.3.1),

Ucnonb3oBaHWe cucTeMbl ynpaeneHus koHdurypauuen MO (5.7.3.2—
5.7.3.4),

3aluTa OT HecaHKLMOHUPOBAHHOMO JOCTyMa K aneMeHTaM KoHdurypauuu
(5.8.3.1);

peaepBHOe KOMUpOBaHUe 3nemMeHToB KoHdurypayum (5.8.3.2),
perucTpaums cobuITUI, CBA3AHHBIX ¢ dhakTaMu U3MEHEHUS SNEMEHTOB KOH-
durypauuu (5.8.3.3);

onpeaeneHue, fOKYMEHTUPOBaHWE U cobniogeHne NonuUTUKU MHopMaum-
OHHolt 6esonacHocTy (4.13);

nepuoguyeckoe obyyeHne paboTHukos (5.9.3.1);

nepuoguyeckuii aHanus nporpaMmmel 06yveHmsa paboTHnkos (5.9.3.2)

5.6.1 Yrposa HeucnpaeBneHus obGHapy-
XEHHbIX YA3BUMOCTEN NporpaMmel

Peanusauyus v ucnonb3oBaHWe npoLesypbl YHAKarbHON MapKUPOBKU Kax-
gon Bepeuu MO (5.7.3.1),

Ucnonb3oBaHWe CUCTeMbl YnpasneHus KoHdurypauuein MO (5.7.3.2—
5.7.3.4),

3aluTa OoT HecaHKLMOHUPOBAHHOMO AOCTYNa K 3NeMeHTaM KoHdurypaLlum
(5.8.3.1);

peaepBHOe KOMUpoBaHUe aneMeHTOB KoHurypauum (5.8.3.2);

perucTpaLms cobbITUI, CBSA3AHHBEIX ¢ haKTaMu U3MEHEHUS SNEMEHTOB KOH-
durypauuu (5.8.3.3);

onpeaeneHue, fOKYMEHTUpOBaHWe U cobniogeHne nonuTUkM MHopMaLm-
OHHolt 6esonacHocTy (4.13);

nepuoguyeckoe obyyeHne paboTHukos (5.9.3.1);

nepuoauYeckunii aHanma nporpammel 06y4eHuns paboTHukos (5.9.3.2)
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5.6.2 Yrposa BbISIBNEHUS ysA3BUMOCTEWN
BCMNEACTBUE packKpbITUA WHopmaLmm
06 owwubkax nporpaMMHoro obecneve-
HUS 1 YA3BUMOCTSAX Nporpammbl

OnpepeneHue, JOKyMEHTUpPOBaHWe U cobniofgeHne NONUTUKA UHopMaLU-
OHHolt 6e3onacHocTy (4.13)

5.7.1 Yrposa BHeApeHMA B nporpamMmy
YA3BMMOCTEN NpU yrnpaerneHun KoHgpW-
rypauueit nporpammHoro o6ecneveHus

MpoBeAeHWe cucTeMaTUYECKOro NOUCKa ysisBMMOCTel nporpammbl (5.6.3.4,
5.6.3.5);

peanusauns U UCnonb3oBaHue NpoLeaypbl YHUKaNbHOW MapKUPOBKU Kax-
pon Bepcun MO (5.7.3.1);

ucnonob3oBaHWe CUCTeMbi ynpaBreHus KoHdurypauuen MO (5.7.3.2—
5.7.3.4),

3aluTa oT HeCaHKUMOHMPOBAHHOIO AOCTYNa K aneMeHTaM KoHdurypauuu
(5.8.3.1);

pe3epBHOE KONUPOBaHWE 3NeMeHTOoB KoHduUrypauum (5.8.3.2);

perucTpaums cobbITUiA, CBA3AHHBIX C hakTaMU U3MEHEHNUS 3NIEeMEHTOB KOH-
durypayum (5.8.3.3),

onpeaenexue, AOKYMEHTUpPOBaHUe U cobniogeHne NonUTUKU MHOpMauu-
OHHoli 6e3onacHocTy (4.13),

nepuogunyeckoe obyueHue pabotHukos (5.9.3.1);

nepvoanYecKknin aHanu3a nporpaMmel 06y4eHuns pabotHukos (5.9.3.2)

5.9.1 Yrposa noseneHns ys3BMMOCTEN
rporpamMmmel BCMeLCTBME COBEPLUEHUS
paspaboTyukoM nporpammHoro obe-
crne4eHns owmnbok npu oby4yeHn CBOUX
paboTHuKkoB B obnactu paspaboTku 6ea-
OMacHoro nNporpaMMHoro obecrneyeHus

Mepnogunyeckoe obyveHue paboTHukos (5.9.3.1);
nepuoanHeckunii aHanus nporpammel 06yueHns pabotHukos (5.9.3.2)
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KnioueBble crioBa: ya3BUMMOCTb Mporpammel, 6e3onacHoe nporpaMmHoe obecneveHue, yrposbl 6esonacHo-
CTU MHOpMaLMK, 3aLumTa nHdopmanum
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Pegnaktop J1.B. KopemHukosa
TexHu4eckuin pegaktop B.H. [pycakosa
Koppekrtop M.B. ByyHas
KomnbtoTepHas BepcTka A.H. 3onomapesoli

CpaaHo B Habop 22.05.2018. lMognucaHo B nevyaTb 29.05.2018.  ®opmart 60><841/8. lFapHuTypa Apuan.
Yen. ney. n. 3,26. Yu.-ns3g. n. 2,95.
MoAroToBMNeHo Ha OCHOBE ANEKTPOHHOW BepcUU, NpefocTaBneHHoN paspaboTuMkoM cTaHgapTa

CosgaHo B eAMHUYHOM KcronHeHun Bo ®IYT « CTAHOAPTUH®OPM» ana komnnektoBaHua ®eaeparnbHoro
uHdopmMaLmoHHoro coHAa ctaHaapTos, 117418 Mocksa, HaxumoBckuid np-T, 4. 31, k. 2.
www.gostinfo.ru  info@gostinfo.ru
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