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06 yrBep:xnennn Ilopaaka 1 TexnuveckHx ycJi0BHi yCTAHOBKH
H IKCIVIYaTAIlHH CPEACTB, NPeAHA3HAYEHHbIX /JIF IOHCKA NPH3IHAKOB
KOMINBIOTEPHBIX aTAK B CETAX 3JEKTPOCBA3H, HCHOJIb3yeMbIX ISl OPraHH3aNHH
B3aHMOAEHCTBHSA 00bEKTOB KpuTHYeCcKoH RHpopManuOHHOH HHPPACTPYKTYPBI
Poccriickoii ®exepanun

B coorBeTcTBHH ¢ 4acThIO 5 crarhu 6 @enepanbHOro 3aKoHa ot 26 uroms 2017 r.
Ne 187-®3 «O OGe3omacHOCTH KpHTHYECKOH HH(MOPMANMOHHOH MHOPACTPYKTYpPEI
Poccuiickoit ®enepanun» (Cobpanue 3akoHopmarensctBa Poccuiickoii ®Penepauum,
31.07.2017, Ne 31, ct. 4736), Ilonoxxennem o0 MunucTepcTBe 1HGppOBOro pa3sBUTHS, CBA3H
U MaccOBBIX KoMMyHHKauMi Poccuiickoli ®enepanyu, yTBEpXKICHHBIM IOCTaHOBICHHEM
INpasutensctBa Poccuiickoit ®enepauuu ot 2 uioHs 2008 r. Ne 418 (Cobpanme
3aKoHoAatenscTBa Poccuiickoit ®enepampn 2008, Ne 23, cr. 2708; 2019, Ne 36, ct. 5046)

IMTPUKA3BIBAIO:

1. V1Bepauts Ilopsanok ycTaHOBKM M SKCILUTyaTalliH CPEACTB, NPEAHA3HAYEHHBIX
JUIA MIOMCKA NPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3H; HCIONb3YEMBIX I
opraHu3alHH B3aHMOJIEHCTBHA 00BEKTOB KpHTHYECKOH HH(OPMALHOHHO#M
uHQpacTpykTypsl Poccuiickoit Pemepauns, COINIaCHO NPHIOKEHHIO | K HAcTOALIEMY
MpHKa3sy.

2. Vipepaurs TexHWdecKkde YCNOBHS YCTAaHOBKM M OKCILTyaTalliM CPEICTB,
TpeAHa3HauYeHHbIX AJs MOMCKA MPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETHAX 3NEKTPOCBA3H,
HCNOJIb3YEMBIX  JUIi  OpraHW3allid  B3aWMOJEHCTBHS  OGBEKTOB  KPUTHUECKOMH
HMH(DOPMAIHOHHOIH HHPPACTPYKTYPHI Poccuiickoii ®enepauuy, COTJIacHO
MIPUIIOKEHMIO 2 K HACTOSLIEMY IIpHKa3y.

3. HanpaButp HacTOfmui TpWKa3 Ha TOCYAApCTBEHHYI0  PETHUCTPaLHUIO
B MunucrepcTBo foctunmu Poccuiickoii @enepaiyu.

4. KOHTpONs 3a MCHOJIHEHUEM HACTOSILNErO NpHKa3a BO3JNOXHUTH HA 3aMECTHTENS
Munuctpa nubpOBOro pa3BHTHS, CBS3H M MAacCCOBBIX KOMMyHHKauuii Poccuiickoii
®enepauun A.B. Cokonosa.

Munuctp M.U. lllapaes


https://meganorm.ru/Index2/1/4294829/4294829370.htm

TTPAUJIOXKEHME 1
K npuka3y Munucrepcrea nuhpoBoro
Pa3BUTHS, CBS3M U MACCOBBIX
KoMMmyH#uKauuit Poccuiickoit @eneparu

or 4#. 03 2020r. Ne /14

MNOPSAOK
YCTAHOBKH H 3KCINIyaTAllHH CPeJCTB, NpeJHa3HAYEHHBIX /IS MOHCKA
NPH3HAKOB KOMIILIOTEPHBIX ATAK B CETHAX 3JIEKTPOCBSI3H, HCIOIb3YeMBbIX JJISl
OpraHu3aniH B3aHMojelicTBuS 00beKTOB KPUTHYECKOH HH(POPMAIIHOHHOM
nHdpacTpyxrypsl Poccuiickoii ®enepaunu

1. Ilopsnox yCTaHOBKHM M 3KCIUTyaTall¥l CPEACTB, [IpeAHA3HAYEHHBIX AJIS MOHCKA
[PH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX MEKTPOCBSA3H, HCHIONB3YEMBIX IJIsi OpraHU3aLIK
B3aUMOZEHCTBU  OOBEKTOB  KPHUTHYECKOH  HMH(QOPMAIMOHHONW  HH(PACTPYKTYPHI
Poccuiickoit Denepanyu (manee — I[lopamok), onpexnesser TpeGOBaHHS K yCTaHOBKE
¥ 5KCIUTyaTalliH CPeACTB, Npe/IHa3HauYe€HHBIX JUI IOHCKa IPU3HAKOB KOMITBIOTEPHBIX aTaK
B CETAX JJIEKTPOCBS3H, MCIIONB3YEMBIX AJSi OPraHU3aldd B3aHMMOJCHCTBHA OOBEKTOB
KpuTH4YeCKOM  HMHpopMaumoHHOH  mH$pacTpykrypsl  Poccuiickoii ~ ®enepauuu
(manee — cpeactBa noucka arak, KV cooTBeTCTBEHHO).

2. Tlopsamok peryaupyer NpoOLEAypY B3auMOIEHCTBHS (hefepaabHOTO OpraHa
HCTIONHUTENBHOMN BIACTH, YIIONTHOMOYEHHOTO B 0671acTH obecnieyeHns GyHKIMOHHPOBAHHS
rocyJapCTBEHHOM CHCTEMbI 0OHApYKeHHMS, IpeynpexaeHUs 1 JIUKBUIALHN 10CIeACTBAH
KOMIIBIOTEPHBIX aTaK Ha MH(OpMalMOHHbIE pecypchl Poccuiickoit ®epepannn’ (nanee —
VYnonaomouennsiit oprad ['ocCOIIKA), dbenepanbHOro opraHa HCIOJIHHTENLHON BacTH,
OCYILECTBIIAIOLIEr0 YHKINK 10 BEIpabOTKE H pealu3aliy roCyAapCTBEHHOH NONMTHKH M
HOPMAaTHBHOMY IIPaBOBOMY pETYIHPOBaHHUIO B 001acTH CBsA3H (fanee — YnoJHOMOYEHHLIH
opraH B 00JIaCTH CBSI3H) U OIIEPAaTOPOB CBA3H.

3. VYcraHOBKa M 3KCIUTyaTalus CpeACTB MIOUCKa aTak BKIIOYaeT B cebs:

olnpefeneHHe HeOOXOAUMOCTH H MECT yCTAHOBKH CPE/JICTB IIOMCKa aTak;

YCTAHOBKY CpEOCTB IIOMCKa aTaK, WX NOIKIIOYEHHE K CETAM JJIEKTPOCBA3M
M K KaHaJlaM CBSI3Y, HEOOXOIHUMBIM Ui YNIPaBJIEHUs CPEACTBaMH IIOHCKA aTak;

HACTPO#KY W TPOBEPKy paboTOCIOCOOHOCTH YCTaHOBICHHBIX CPEJICTB IOUCKA aTaK;

IPHEM B DKCIIyaTAlUIO YCTAHOBJIEHHBIX CPEJICTB IIOKCKA aTak;

obecrieueHye HenpepbpIBHOH paboThl CPEACTB MOKCKA aTAK;

NPOBEACHHE TEXHUYECKOro oOCiy)KMBaHMS, 3aMEHY M JEMOHTaX YCTaHOBJICHHBIX
CPEeACTB IIOKCKA aTakK;

obecrneueHre COXpaHHOCTH YCTAHOBIECHHBIX CPE/ICTB IIOMCKA aTakK;

! Vkasom [Ipesupenra Poccuiickodi ®epepaunu ot 22 pexabpa 2017 r. Ne 620 «O coBeplueHCTBOBaHUM
rOCyAapCTBEHHOR CHCTEMbI OGHApY)KEHMA, MNpENyNPEeXACHHA H JIMKBMAALMM HOCIEACTBMA KOMIBIOTEDHbIX aTaK Ha
uHbopMaLoHHble pecypebl Poccuiickoit Denepauuu» (Cobpanne 3akoHoaarenscTsa Poceutickoit ®eaepaunn, 2017, Ne 52,
cT.8112) dynkumu deaepansHOro opraHa MCHONHMTENbHOM BAAcTH, YNOJHOMOYEHHOTO B o0nacTd obecnedeHus
(YHKUMOHMPOBAHMA rOCYAApPCTBEHHOW CHCTEMBI OOHapyKeHHs, NPEeNYNPEeXIAEHWA M JIMKBUAAUMM TOCNEACTBMH
KOMIBIOTEPHBIX aTak Ha uHdOpmauuoHHbie pecypcsl Poccuiickolt ®enepaunyu Bo3noxeHbl Ha Penepanbhyio cayx6Gy
6e3omacHocTH Poccnitckoii Genepaunn.



OCYILECTBICHHE MOHUTOPUHIA 33 (PYHKLIMOHMPOBAHHEM CPE/ICTB IOUCKA aTaK.

4. HeobGxomuMocCTh H MECTa YCTAaHOBKH CPEeCTB IIOUCKA aTaK Ha CeTH 3IEKTPOCBA3H,
obecneunBaromeil B3aumozeiicTeue 06vexToB KUY, onpeapenstorcs YHOIHOMOYEHHBIM
opranoM T'ocCOIIKA Ha OCHOBaHHH OLEHKM 0€30MaCHOCTH  KpHTHY€CKOM
HHGOPMAHOHHONH HHPACTPYKTYPHI, IPOBOAUMON B COOTBETCTBHH C MYHKTOM 4 yacTu 4
ctatbh 6 @epepanbHoro 3akoHa oT 26 wmoas 2017 r. Ne 187-@3
«O 6esonacHocTH KpuTHYecKoi HHQopMaunoHHOH uH@pacTpykTypsl Poccuiickoi
Oepepammn» (Cobpanne 3akonoparensctBa Poccuiickoit ®epepanum, 2017, Ne 31,
cT. 4736) (manee — 3akoH).

5. VcTaHOBKY B CETSX 2MEKTPOCBA3M CPEICTB NOMCKA aTak B COOTBETCTBUU C
MyHKTOM 8 4acTy 4 c1aThd 6 3akoHa opranmsyer YnojaHoMouenHsi# oprad ['ocCOITKA.

B cootserctuu ¢ noamyakramu 50 u 50.1 nynkTa 9 INonoxeHus o QexepanbHOH
cmyx6e GesomacHocTH Poccmiickoit ®enepaunu, yreepikiaensoro Yxasom IlpesupeHra
Poccuiickoit @epepaiu ot 11 aBrycra 2003 r. Ne 960 (CoGpanne 3akoHOZATENLCTBA
Poccuiickoit @eneparuu, 2003, Ne 33, ct. 3254; 2018, Ne 28, ct. 4198) YnonuoMoveHHb1#
oprad I'ocCOIIKA MoxxeT npHBIieKaTh OPraHU3aLHio Al yCTAaHOBKY CPEACTB HOKUCKa aTak
B CETAX 3JIEKTPOCBA3H (Hanee — OpraHuszanmus).

6. YnonHomouennsiii oprain ['ocCOINKA HanpaBiseT omnepartopy CBsi3u IO MOYTE
3aKa3HBIM THCEMOM C YBEJAOMIICHMEM O BpPYYEHHHM CIEAYIOIYHd MHHGOOPMALMIO U
JOKYMEHTBI:

CBelieHHs 0 HeOOXONMMOCTH YCTAHOBKM CPEACTB IIOMCKa aTak ¢ yKa3aHHEM MecCT
YCTaHOBKH Ha CETH 3JIEKTPOCBS3H ONiepaTopa CBs3H;

JKCILTyaTaI[HOHHEIE XapaKTepUCTHKU yCTAHABITHBAEMBIX CPEJICTB IOMCKA aTakK;

HauMeHoBanue OpraHu3andH (B Clly4yae PUBICYCHHSA);

damunus, wMma, ordecTBO (TIPH HAJIMYUH), AODKHOCTh JOJDKHOCTHOIO JIHLIA
VnonHoMoueHHoro  opraHa [ocCOIIKA  wmwim  HauMeHOBaHHE  CTPYKTypHOrO
noapasaeneHus Y nonsomoueHHoro oprana 'ocCOIIKA, 0TBETCTBEHHOTrO 33 OPraHH3alHio
pabor;

MHCTPYKLMS 0O SKCIUTyaTalldd CPEACTBa NOMCKAa aTaK, YCTaHOBKa KOTOpOro
IUTAHHPYETCA Ha CETH EKTPOCBS3H.

7. Omepatop cBa3u He mno3gHee 10 KaneHAapHBIX AHEH C JaThl TIONYYEHHs
uHdOpMaIuK, NpelycMOTpeHHOH myHKToM 6 Hacrosmero Ilopanxa, ompezaenser
JOIDKHOCTHBIX JIML ONlepaTopa CBsA3H, JONYILEHHBIX K AaHHOH HH(OpManuu.

8. Omeparop cBa3u B cpok He Oonee 30 kajneHAApHBIX AHEH C AaThl NOMYYEHHS
undopManuy, npeaycMOTpeHHOM MyHKTOM 6 Hactosimero ITopsaka, myTeM HanpaBieHus B
ajipec MOKHOCTHOrO JHIA (CTPyKTYPHOTO MOApa3fieiieHus) YIIOIHOMOYEHHOIO OpraHa
I'ocCOIIKA, 0TBEeTCTBEHHOTO 3a OPraHH3aLMIO paboT, 3aKa3HOIo MHCEMa C YBEZIOMIIEHHEM
0 BpYYEHHH YTOYHSIET CleAyIonyio HH(popMmaLuio:

MECTa yCTaHOBKH CPEACTB ITOMCKA aTaK;

€11oco0BI NOKIIIOYEHH CPEACTB NOUCKA aTaK K CETAM NEKTPOCBA3H, Yepe3 KOTOphie
ocymecTBIseTcs B3auMoaeiicTeue o6bexroB KIY;

CIOCOOEI HNOAKIIOYCHHA CPCACTB IIOHCKAa aTaKk K KaHajlaM CBi3H, HCO6XOI.(HMI>IM
YrnonnomouernnoMy oprany I'ocCOITKA s ynpaBneHus Cpe/iCTBAMH IIOHCKA aTaK;

CPOKH H TpOLE/lypa yCTAHOBKH CPEJICTB MOHCKa aTaK.




B ciyyae TexHMueCKo# HEBO3MOXKHOCTH YCTAHOBKH CPEJICTB MOHCKA aTaK HA MECTa,
onpejeseHHbie Y nonHoMoueHHbIM opraHoM ['ocCOIIKA, onepartop csa3u 1 Opranuzanus
IO COrNacoBaHHIO ¢ YHonHOMOYeHHBIM opraHoM I'ocCOINKA B mopsike,
TIpelyCMOTpeHHOM NyHKTOM 6 HacTosiero Ilopsnka, B cpok He Gonee 10 kaneHmapHbix
IHEH CO {Hs yCTaHOB/ICHHA TEXHUIECKOI HEBO3MOXKHOCTH YCTAHOBKH CPELCTB NOKCKA aTaKk
Ha MECTa, onpejeieHuple YnoiHoModeHHsIM opraHoM ['ocCOITKA, ompeaensior uHbie
MECTa YCTaHOBKH CPEACTR IIOMCKA aTaK.

9. Hudopmanus no nyHkty 8 Hactostero Ilopsaka 11 KaXA0ro MECTa YCTAHOBKH
oTpaxatorcd Ha CxeMmax yCTaHOBKH CPEACTB Mowcka artak (majee — Cxembi YCTaHOBKH).
CxeMbl yCTaHOBKH COCTABISIOTCS ONEpPaTOPOM CBS3M B JABYX OK3eMIUIpax
¥ HaINpaBJIAI0TCs Ha coryacoBanue B YnonHoMmoueHHs# opran I'ocCOIIKA B Teuenne 30
pabouux JHeH ¢ naThl MONYYeHHUS HHPOpPMALMH, MNpPEeJyCMOTPEHHOM MYHKTOM 6
HacTosmero Ilopsaka.

Vnonsomouennsit opran I'ocCOIIKA o6s3an B TeueHne 30 kaneHpapHbIX AHeH
co aHg noaydeHns CXeM yCTaHOBKH IPHHATH PEIIEHHE O COTacOBaHAM CXeM yCTaHOBKH
una 06 060CHOBaHHOM OTKase B corylacoBanun CxeM yCTaHOBKH. YKa3aHHOE pelleHHe
HampaBnsercs YnomHomoueHHBIM opraHoM ['ocCOITKA omepatopy cBf3W He MO3IHEe
5 pabouux nHeit co AHS ero IpHHATHS.

B cnywae npuHATHE YnonHoMmodeHHRIM opranoM I'ocCOIIKA pemenus
06 060cHOBaHHOM OTKase B coriacoBaHnd CXeM yCTAHOBKH OLEparop CBiA3M 00s3aH
B TedeHHe 15 pabodmx aHel co AHS TOMydYeHHs yKa3aHHOrO pelleHUst BHECTH HU3MEHEHHS B
CxeMBl yCTaHOBKM M HalpaBUTh YHOMHOMo4eHHOMY opraHy I'ocCOIIKA u3meHeHHBIE
CxeMbl YCTaHOBKH.

10. YcTaHOBKa CpefcTB IOMCKAa araK, MX IOAKIIOUEHHE K CETAM 3JIEKTPOCBS3H
A KaHajlaM CBS3H IPOBOIATCS OTBETCTBEHHBIM JIMLHOM YIOJNHOMOYEHHOIO OpraHa
I'ocCOIIKA wmnu OpraHu3aliy 1 ONEpaTopoM CBsi3d B CpOK He Gonee 60 pabouux mHei
co IHs cornacoaHus YnonHoMmoueHHbIM opraHoM 1'ocCOIIKA CxeM ycraHoBkH, ecnu
MHO¥ cpoK He coryiacoBaH Y noaHoMoueHHbIM opraHoM ['ocCOIIKA.

11.Tlpy mnpoBefeHHH TIPHEMKH B OKCIUIyaTaOUI0 CpEACTB IIOMCKa  aTak
OCYINECTBIAIOTCA HAacTpoiika M MpoBepka paboTOCHOCOOHOCTH YCTAHOBIEHHBIX CPENCTB
IIOMCKa aTak JMIaMH, yKa3aHHBIMM B nyHKTe § Hacrosmlero Ilopsaaxa, B cOOTBETCTBUU
€ 9KCILTyaTalHMOHHOH JOKyMeHTalueli Ha JaHHBIE CPEICTBA.

12. TlpueM B SKCIULyaTaLMIo YCTAHOBJICHHBIX CPEJICTB IOUCKA aTaK OCYILECTBIAETCS
KoMHccHeH, Ha3HAUYeHHOH OmepaTopoM CBs3H W3 IpejcTaBUTeNeil YNORHOMOYEHHOro
oprana I'ocCOITKA, Opranu3sanuu (B citydae NpHUBJICYECHHS) # ONEPATOpa CBA3M.

13. Ilo pe3ynabraram npueMKH odopmiseTcs AKT IPHEMKH CPEJCTB MOHCKA aTak B
9KCIUTyaTauuIo (fjaee — AKT IPHEMKH B SKCILTyaTaLHIo).

B AxTe npueMKH B SKCILTYaTal[Ui0 yKa3bIBalOTCS:

HauMeHOBaHHe 00beKTa CBA3H,

JlaTa NPHEMKH CPEICTB MONCKa aTakK;

daMuIKsA, UMs, 0T4ECTBO (IIPH HANMYHH) U JOJDKHOCTh KaXKAOTO WIEHA KOMHCCUH;

MECTa yCTaHOBKH CPEICTB IIOMCKa aTak (azpec, HOMELICHHE);

COCTaB H cepuiiHble HoMepa (cepHifHbIe HOMepa KOMMOHEHTOB) YCTaHOBJIEHHBIX
CpeJICTB ITIOHCKA aTak;

Ppe3ynbTaT NpOBEPKH PaboOTOCIIOCOOHOCTH YCTAHOB/ICHHBIX CPEACTB MIOKCKA aTak;



CXeMa yCTaHOBKM CPEACTB MOHCKa aTak.

AKT NIPHEMKH B 9KCIUTyaTalMIO [IOAMKCBIBAETCA BCEMH 4JIEHAMH KOMHCCHH.

14. Oxcruryatanust CpeACTB IIOHCKa aTaK OCYLIECTBIETCH YIOIHOMOYEHHBIM
oprarnom I'ocCOITKA.

15. HemnpepblBHOCTP (QYHKIMOHHPOBaHMA B KpPYI[JTIOCYTOYHOM pEXUME H
COXPaHHOCTh CPEeJCTB MOHCKa aTak 00ecTieYBalOTCS ONEPATOPOM CBS3H CAMOCTOSTEILHO
nmyTeM COGJIONEHHs YTBEP)KACHHBIX YIIONTHOMOHYEHHBIM OpPraHoM B 00JacTH CBA3H
TEeXHHYECKHX YCIOBUH YCTAHOBKH H OKCINIyaTallMM CPEACTB, NpEeJHA3HAYEHHBbIX Jd
MOHCKA NPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX O3JIEKTPOCBA3H, HCHOJIBL3YEMBIX s
OpraHu3aLHH B3auMoAeHCTBIA 06beKTOB KPHTHYECKOH nHbOpMaLHOHHOMH
uHppacrpykrypsl Poccriickoit @eaepanun (qanee — TexHuueckue ycaoBus).

Jna opranusamuu B3auMozeicTsua ¢ YnonHoModeHHBIM opraHom ['ocCOIIKA
OnepaTop CBA3M ONpeJieNsieT OTBETCTBEHHAIX JIMIL.

16. Texaugeckoe 06CITyXKHBaHNE YCTaHOBJICHHBIX CPEACTB NIOMCKA aTaK NPOBOJUTCS
OTBETCTBCHHBIMH JIHIAMHA Y1nonHoMO4YeHHOTO oprasa I'ocCOIIKA
wiu Oprasuzaiuei (B cilyyae npUBJieyeHHs).

17. Uadopmanuio 0 cpokax H MPOJOKMTENbHOCTH MPOBEREHHS TEXHUYECKOTO
obciTy>KHBaHHS CpeJICTB ITOKCKA aTaK U JMNaX, IPOBOAAILINX TeXHHYECKOE 00CTyKHBaHHUE,
VYnonHomouennsiii oprad 'ocCOIIKA HampaBiseT oneparopy CBS3H 110 IOYTE 3aKa3HbIM
IIUCBMOM C YBEJOMJICHHEM O BpYy4YEHHHM He ToO3JlHee 4YeM 3a 7 KaleHJAapHBIX OHeH
[0 Hayajla NpoBeieHHA paboT 110 TEXHHYECKOMY 00CIyXHBaHHIO.

18. Onepatop cBfi3M B CPOK HEe MEHee ueM 3a 14 kaneHAapHBIX JHeH N0 Hayaia
IPOBEZIEHHS [UIAHOBBIX paboT, KOTOPbie MOrYT NMOBJ€Ys HapyIleHHe (yHKUHOHHPOBAHHUS
CpelicTB MOMCKa aTak, omoBemaer YmonHoMoueHHsIH opraH I'ocCOIIKA mocpencTsom
HanpaBieHUs YBEIOMIEHHS 10 ITOYTE 3aKa3HbIM HHUCBMOM C YBEIOMJIEHHEM O BPYYCHHH
0 CpOKax M NMPOAOIDKUTENHHOCTH NPOBEICHUS YKa3aHHBIX IIIaHOBBIX palboT.

19. 3ameHa cpeiacTB NHOHWCKa arak OCYLIECTBISAETCS B Clydae HapyLIEHHS HX
GYHKIMOHUPOBAaHHUSA UM HEOOXOAMMOCTH MX MOJAEPHU3ALMH B TOM XK€ NOPAIKE U B TE Ke
CpOKY, 4TO U IIPOBEAEHHE TEXHUYECKOro 00cyKUBaHHS CPEACTB ITOMCKA aTakK, yKa3aHHbIE
BIyHKTax 16 u 17 Hacrosiero Iopska, ¢ opopmnenreM AKTa NPHEMKH B 3KCILTYaTAalMIO,
yka3aHHoOro B nyHkTe 13 Hacrosmero ITopsaka.

20. JleMOHTaX CpEeACTB NOWCKa arak IPOBOAUTCA B ClydYac He0OXOIMMOCTH
HW3MEHEHHs MECT YCTAaHOBKM CpEJICTB IIOMCKa aTak WM B CBA3M C peopraHu3salueH,
JUKBUJALMEH MM I@peKpalleHHeM MOeATENbHOCTH OIEpaTopa CBA3M MO DELICHHIO
VnonHomouenHoro oprada ['ocCOIIKA u B cpok, cornacoBaHHBIH ¢ ONepaTOpOM CBSI3H,
OTBETCTBEHHBIMH JiMIamMy YrionHoMoueHHoro oprana 'ocCOINKA unu Opranusanus.

Ilo pe3ynbraTaM HEMOHTaXa CPEICTB IIOMCKAa aTaK YIIOJHOMOYCHHBIM OPraHOM
I'ocCOIIKA 1 onepatopoM CBA3HM COCTaBIAETCA aKT O JEMOHTAXKE B JBYX 9K3EMILIApax, 110
OIHOMY ISt K&XKAOH U3 CTOPOH.

B AxTte neMOHTaXa yKa3blBalOTCS:

HaHMeHOBaHHe 00bEKTa CBA3H,

JaTta AEMOHTaXKa CpEACTB IOKUCKA aTak;

dbaMunmsa, wWMs, oOT4ecTBO (IPM HaNIMYHM) M JOKHOCTh MpPEACTaBUTENS
YnonsomouenHoro opraga 'ocCOIIKA u onepatopa cBs3u;



MECTa YCTaHOBKHM CPEJICTB IIOMCKa aTaK (aJpec, NOMELIEHHE), B OTHOLIEHUH KOTOPBIX
TIPOU3BOAUTCS AEMOHTAX;

COCTaB M cepuiiHble HOMepa (cepuiiHble HOMepa KOMIIOHEHTOB) JEMOHTHPYEMBIX
CPEACTB [IOUCKA aTax.




IMPMJIOXEHUE 2
K npuka3y MuHucTepeTBa U (pOBOTO
PasBUTHA, CBI3H M MacCOBRIX
KOoMMyHHKauu# Poccuiickoit @eaepaunu

or 7Z. ©2 2020r. Ne 714

TEXHUYECKHUE YCJIOBHSA
YCTRHOBKH H DKCIJIyaTalliH CPEJCTB, NpeJHA3HaYeHHbIX A MOHCKA
NPH3HAKOB KOMNBIOTEPHBIX aTAK B CETHX 3JIEKTPOCBA3H, HCNOJIb3YeMbIX I
OPraHH3alHH B3AaHMOACHCTBHS 00beKTOB KPUTHYECKOH HH(OpMAaLlHOHHOH
undpacTpyxrypsnl Poccniickoii ®epepanun

1. YcnoBus yCTAHOBKHM M 3KCIUIyaTalldM CPEACTB, NPERHA3HAYCHHBIX IUIA IOHCKA
TIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBA3H, UCIONB3YEMBIX UL OpraHU3alluH
BiauMoJielicTBHS  0OBEKTOB  KpuTHueckodi  uH(oOpMammoHHON  HHOPAaCTPYKTYpHI
Poccuiickoit ®enepauun (manee — TexHuueckwe ycnoBus), pa3paboTaHel C Y4YETOM
TpeboBaHMI K cpeacTBaM IIOHMCKAa aTaK B IOCYJapCTBEHHOH cHCTeMe OOHapyXeHMs,
npenynpexiaeHus u JIMKBHJIALIUH nocneAcTBri KOMIBIOTEPHBIX aTak
Ha uH(popManuoHHsle pecypchl Poccmiickoii ®epepanuy, YCTAaHOBIECHHBIX NPHKa30M
@enepansHoii ciryx651 6ezonacHocTu Poccuiickoit ®enepanum ot 6 mas 2019 r. Ne 196
(3apeructpupoBan MuniocroM Poccun 31 Mas 2019 r., peructpanmonssiii Ne 54801).

2. CpegcrBa mnoucka arak JOJDKHbI OBITh YCTAQHOBJIEHbI B [OMEIICHUSX,
B KOTOPEIX 0bGecneyeHo:

MECTO Ul YCTAHOBKH M HEIPEPHIBHOI SKCILTyaTallud B KPYIJIOCYTOYHOM PEXHME
CpeJCTB MOMCKA aTakK;

KOHTPONE ¥ OrpaHHYeHHe (PU3UYECKOro JOCTyNa MepcoHana K CpPeACTBaM MOMCKa
aTakK ¢ IeNblo 00eCIeueHHs HX COXPaHHOCTH;

HOAJIepXKaHUe TeMNepaTyphl M BIAXHOCTH BO3[yXa, B Ipefenax KOTOPhIX MOXKET
OCYILIECTBIATECA OKCIUTyaTalHs (B COOTBETCTBMH C MHCTPYKLHMEH IO BKCIUTyaTauuu
CpeACTB MOKCKA aTaK);

BBIAACNICHHE MapHIpyTH3upyeMbix IP-afpecor u moaxinioueHue CpeJiCTB NOHCKa aTak
K KaHaJaM CBs3M, HEOOXOAMMBIM (ellepajlbHOMY OpraHy HCIOJIHHTEIFHOH BIACTH,
YIIOMHOMOYEHHOMY B o6macTu ofecmedeHus GyHKUMOHMPOBaHHS TIOCYAapCTBEHHOM
cucTeMbl 0OHApYXEHHUS, NPEXYNPEXACHHS H JIMKBAALUY TIOCTEJCTBUN KOMIIBIOTEPHBIX
aTak Ha MHQOpMalMOHHbIe pecypchl Poccuiickoli @epmepaumu, Hnd yIpaBleHHS
CpeICTBAMH IIOMCKA aTaK, a Takke obecneyeHne GyHKIMOHHIPOBAHHS YKa3aHHBIX BBILLIE
KaHaJIOB CBSA3H;

MOAKIIOYEHHE CPEACTB IIOMCKA aTaK K JMHUAM CBS3H U CPEACTBaM CBS3H ceTed
3NEeKTPOCBA3M, 4Yepe3 KOTOphlE OCYILECTBIACTCA B3auMozelictBue o6bektoB KHU,
HeoOXORMMBIM JUTs BRINOJNHEHMS 3aJa4 CPEJCTR MOKCKA aTak;

HaJlM4He CpeJcTB MoXapHO#H CUTHAJIM3AIUH 74 HOXAapOTYIIECHHUS
€ BO3MOYKHOCTBIO BU3YaJIbHOTO U 3BYKOBOT'O OIIOBELIEHHU.

3. Ycnosus obecniedeHus CPEACTB IOMCKA aTaK IEKTPOIIUTAHHEM:



BBIAENIAeMast 171 MOAKIIOUEHHS MOIMHOCTD 3IEKTPHYECKOH CETH JOKHA NPEBLIIATh
He MeHee vueM Ha 20 DNpPOLEHTOB MOIIHOCTh, TpebyeMyl0 B COOTBETCTBHU
¢ HHCTPYKIIHEH N0 IKCIUIyaTalluu CPEACTB IOMCKa aTak;

CpEACTBa NOKCKAa aTaK AO/DKHBI OBITH NOAKIIOYEHbl K JJIEKTPHYECKHM CETSIM H
obecnieunBaThCa OecriepeOOHHBIM ANEKTPONIUTAHUEM.
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