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MNpepgnucnoBne

1 PABPABOTAH O6L,ecTBOM C OrpaHMYeHHOn OTBETCTBEHHOCTbIO «PTCodT — CmapTt pug» (000
«PTCopT — CI'»)

2 BHECEH TexHunyeckum KomuteToM no ctaHgaptusaumm TK 016 «DnekTpoaHepreTuka»

3 YTBEPX/JEH W BBEJEH B JEWCTBWE Mpukazom ®efepasbHOro areHTcTBa No TEXHUYECKOMY pe-
rynupoBaHunio 1 metposiorum oT 15 ceHTabpsa 2025 r. Ne 1042-ct

4 BBEJEH BIEPBbIE

MpaBuna NpMMeEHeHNA HaCTOAWEro craHjapTa yCTaHOB/IeHbl B cTaThbe 26 PefepasibHOro 3akoHa
0T 29 mwoHa 2015 r. Ne 162-®3 «O cTaHgapTusauum B Poccuiickoin depepauyumn». MHdopmaynsa o6 ns-
MEHEeHUAX K HACT OSLLLeEMY CTaHgapTy Ny6nMKyeTCcsA B eXerogHom (No cocTOAHUIO Ha 1aHBapa TeKkywero
roga) MHOpPMauMOHHOM yKalaTene «HauuoHanbHble cTaHAapTbl», a opuUManbHblii TEKCT U3MEHEeHW
M nNonpaBoK — B eXeMeCAYHOM WMH(popMaLMOHHOM ykKasaTene «HauuoHanbHble cTaHgapThbi». B cnyyae
nepecMoTpa (3aMeHbl) UK OTMEHbl HACTOSALWEro craHjapTa CoOOTBETCTBYIOLWEee YyBeJOoMNeHne byneT
ony6nnkoBaHo B OnuxalilleM BbIMYCKE eXeMeCAYHOro MHMOopMaLMOHHOTIO ykasaTensa «HauuoHanbHble
cTaHgapTbl». CooTBeTCTBYyWLWAas nHpopmaumnsa, ypejoMneHme U TEKCThbl pasMewanTCcsad Takxe B UH-
hopmaLMOoHHON cucTeme 06LLEero Nob30BaHMAa — Ha oduunanbsHoOM caliTe PefepanbHOro areHTCcTBa no
T EeXHUYEeCKOMY PeryiMpoBaHuio U meTponorum B ceTn MHTepHeT (Www.rst.gov.ru)

© OdopmneHne. ®rbY «NHCTUTYT cTaHgapTusaumm», 2025

HacToawwnidi ctaHAapT He MOXET GbiTb MOJSIHOCTHI WU YACTUYHO BOCTPOM3BELEH, TUPAXMPOBAH W pac-
NnpocTpaHeH B kKayecTBe ouULManbHOro m3fadus 6es paspeleHuns defepanbHOro areHTCTBa No TeXHWYECKo-
My PerysimpoBaHuio 1 MeTpoJsiorim
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HALUWOHANbHbBIN CTAHAOAPT POCCUWMCKOW SEALEPALUMN

EQnHan aHepretTuyeckas cucrema
N N30/IMPOBaHHO paboTalolme 3HepProcucTemMbl

PENENHASA 3ALLUTA 1 ABTOMATUKA

ABTOMaTU3NPOBaHHbIE CUCTEMbI MOHUTOPUHIA (PYHKLMOHNPOBAaHNA
M aHanm3a paboTbl MUKPOMPOLLECCOPHbIX YCTPOIACTB peslieiHOlM 3aluThl U aBTOMAaTUKN.
Hopwmbl 1 TpeboBaHusA

United power system and isolated power systems. Relay protection and automation.
Automated monitoring and analysis of the functioning of relay protection and automation control systems.
Norms and requirements

Jata BBefeHna — 2025—10—15

1 O6nactb NpUMeHeHuUs

1.1 HacTtoAwwmin ctaHpapT ycTaHaB/MBaeT HOpPMbl M TpeboBaHWSA K aBTOMATM3MPOBAHHLIM CUCTEMAM
MOHUTOPUHIa (PYHKLMOHUPOBAHUA W aHanm3a paboTbl MUKPOMPOLECCOPHbLIX YCTPOWCTB peneinHoi 3awuTbl
n aBtomaTtukm (ganee — ACM P3A), B TOM 4uC/e YyCTPOICTB, BXOASAWMX B KOMMN/IEKC TEXHUYECKNX CPEeAcCTB
aBTOMAaTU3MPOBAHHbLIX CUCTEM yNpaB/iIeHWS TEXHO/IOTMYECKUMU NpoLeccaMn O6BbEKTOB 3/IEKTPO3HEPreTuKu,
obopyaoBaHMs U annapaTypbl KaHa/s0B CBs3M, o6ecnevymBakwlLiMX PYHKLMOHMPOBaHWE YCTPOWCTB peneinHoini
3aWmnTbl 1 aBTOMaTUKN (ganee — yCTPONCTBa penenHoi 3awmnTbl 1 aBTOMATUKN M YKa3aHHble Bblle YCTPOli-
cTBa, o6opyfoBaHue 1 annapartypa kaHasioB CBA3UM COBMECTHO MMEHYITCA «060pyaoBaHuNeE»), NPUMEHAEeMbIX
Ha 06bekTax 3/1eKTPOIHEPreTUKN BbICLUIUM K/1ACCOM HOMWHA/IbHOTO HanpshkeHus 6 kB u Bbille.

1.2 HacTtosAwwmin ctaHfapT npefHasHayeH 4718 NPpUMEHEHWs NPy NPoeKTUpoBaHum, codgaHum (MogepHu-
3auyun) ACM P3A, B TOM 4uc/e B npoLecce NpoekTUpoBaHUA U CTPOUTESNbCTBA, PEKOHCTPYKLUN, MOLepHU3a-
LUK, TEXHUYECKOTO NEPEBOOPYXEHUA 0OBEKTOB 3/1IEKTPOIHEPreTUKMN, CO34aHMa (MoAepHM3aLnn) Ha o6bekTax
aBTOMATU3NPOBAHHbIX CUCTEM, oGecnedyeHnn PyHKLMOHUPOBaHUS 1 akcnayaTtaumm ACM P3A.

1.3 TpeboBaHuA HacCTOALLEr0 cCTaHgapTa npeAHa3HayvyeHbl AN NPUMEHEHUS Cy6beKTamMun 3/1eKTPO3Hep-
reTuku, NoTpebuTensiMmn 3/IEKTPUYECKONW SHEPTUM U MHBIMU OpraHM3auusMun, ocyLecTBAAKWNMN pa3paboTky,
BHegpeHne, passutne, moaepHusaymio un akcnnyartaunio ACM P3A.

1.4 TpeboBaHuA HacTOALLEro cTaHgapTa npegHasHauvyeHbl A9 NPUMEHEHUS MPOU3BOAUTENSAMU MUKPO-
NPOLLECCOPHbIX YCTPOWCTB PesieiHON 3aluTbl U aBTOMaTWKA W MPOrpaMMHO-TEXHUYECKUX CPeACTB aBTOMa-
TU3NPOBAHHON CUCTEMbl YNpaB/ieHUs TEXHOOTMYeckuMu npoueccamy nNpu mx paspaboTke, U3rOTOBMEHUU U
pasBuTUM, MOoLEepHM3aLUN.

1.5 PeweHnsa no astomatmsauum ACM P3A Heo6xoAuMOo onpefensatb UCXOAA U3 peasin30BaHHbIX Ha
06beKTax 3/1EKTPOIHEPTreTUKN TEXHUYECKUX PeLUEeHU B Y4acTu YCTPOMNCTB peneiiHon 3awunTbl U aBTOMATUKW,
KOMMiekca NPorpaMMHO-TEXHUYECKUX CPeACTB aBTOMATU3MPOBAHHOW CUCTEMbI YNPaBAeHUsA TEXHOOTMYECKu-
MU npoueccamMmu, cuctembl cbopa n nepegayn MHOpPMaLUM U TEXHOIOTMYECKO CeTU CBA3MU.

2 HopmaTtuBHbIEe CCbIKK

B HacTosAWweM cTaHAapTe MCNo/b30BaHbl HOPMATMBHbLIE CCbISIKM Ha cneaywuiue cTaHgapTbl:
FOCT P 27.102 HagexHOCTb B TexHUke. HagexHocTb 06bekTa. TEPMUHBLI 1 onpeaeneHuns

M3gaHne opuuynanbHoe



FOCT P 72289—2025

FOCT P 53114 3awuTta mHhopmaymn. ObecneyeHne MHPOPMAaLUOHHON 6€30NacHOCTU B OpraHM3auunm.
OCHOBHble TEPMUHBI 1 OonpeaeneHns

FOCT P 57114 EgnHas sHepreTuyeckasa cucreMa 1 M3oiMpoBaHHO paboTarowmne aHeprocucTembl. daek-
Tpo3HepreTnyeckne cuctembl. OnepaTuBHO-ANCNETYEPCKOE YNpaB/ieHne B 3N1eKTpO3HepreTnke u onepaTus-
HO-TexXHosIornyeckoe ynpasseHne. TepMuHbl 1 onpegeneHns

FOCT P 57329/EN 13306:2010 Cuctembl MPOMbILWIEHHON aBToMatMsauum u nHTerpauus. Cucremsl
TEXHUYECKOTO 06C/IYXXUBAHNS N peEMOHTA. TEPMUHBLI U oNpeaeseHns

FOCT P 58601 EguHas aHepretTnyeckas cumctema uM n3onMpoBaHHO paboTalwuwme saHeprocuctemsl. One-
paTuBHO-gUCNeTYepPCcKoe ynpasneHue. PeneiHas 3awmta 1M aBToMaTuka. ABTOHOMHbIE perucrparopbl aBa-
puWiiHbIX CObbITMIA. HOpMbI 1 TpeboBaHNSA

FOCT P 58651.7—2023 EgnHas aHepretnyeckas cuctema n n3osiMpoBaHHO paboTarlime aHeprocucre-
Mbl. MIH(hopMaynoHHas mModesib 3/1eKTpoaHepreTukn. Mpodunb MHOPMaLMOHHOK MoAenn HeonepaTUBHOM
TEXHOIOTMYECKON MHpopMaLun

FOCT P 58651.8—2023 EguHas sHepreTMyeckas cucremMa v M30/MPOBAHHO paboTarowune aHeprocu-
ctemMbl. IHbopMaunoHHasa Mogenb 3N1eKTpoaHepreTukn. Mpodunb MHPOPMALMOHHON MOAeNn onepaTuBHOINA
TEXHOIOTMYECKON MHopmMaLnn

FOCT P 59390 ABTOMaTn3npOBaHHbIE CUCTEMbI YNpaB/eHNA TEXHOIOTMYECKMMN npoLeccamm aToOMHbIX
cTaHumii. TepmMuHbl 1 onpegeneHus

FOCT P 59550 EpuHas aHepretudeckas cuctemMa M M30/IMPOBaHHO paboTawuime aHeprocuctemsl. Pe-
neiiHas 3awmTta n aBTomatmka. C6op, xpaHeHMe u nepegada B AMCNeTYEpPCKMEe LLEeHTPbl B aBTOMAaTU4YECKOM
pexume ¢aiinoB caaHHbIMU perncTpaymn aBapuiiHbix cobbiTuin. Hopmbl 1 TpeboBaHus

FOCT P 59853 NHdopmaLnOHHbIe TexHoorun. Komnnekc ctaH4apToB Ha aBTOMaTU3MpOBaHHble cucTe-
Mbl. ABTOMaTU3NPOBaHHbIE CUCTEMbI. TEPMUHBI 1 OnpeaeneHns

FOCT P 70450 EguHas aHepretnyeckas cumctema v n3onMpoBaHHO paboTawuwme saHeprocuctemsl. One-
paTuBHO-TEXHOJIOTUYECKOE YynpaBsieHne. ABTOMAaTU3UPOBAHHbIE CUCTEMbl TEXHOMOIMMYECKOro ynpasrieHus
LEHTPOB ynpaB/feHUa CeTsiMWU CeTeBbIX OpraHusauuii. Ycnosus cosgaHusa. Hopmbl 1 TpeboBaHus

FOCT P 70451 EpuHasa aHepretnyeckasi cuctemMa M U30NMpoBaHHO paboTakuime aHeprocuctemsl. Moga-
CTaHUUM 3anekTpuyeckme. ABTOMaTU3NPOBaHHbIE CUCTEMbI yNpaBfieHUs TEXHO/IOTMYECKUMU npoueccamun. Yc-
nosusa cosgavnsa. Hopmbl 1 TpeboBaHnA

MprumedvaHue — [Mpu NOIL30BAHMN HACTOSILLMM CTAHAAPTOM Lie/IecO06pa3HoO NPOBEpPUTL AelCTBME CCbloY-
HbIX CTaHAAPTOB B MHOPMALIMOHHOW CUCTEME OGLLETO MO/Ib30BaHUA — Ha odMUMaibHOM caiiTe deaepasibHOr0 areHT-
CTBA MO TEXHWUYECKOMY PEery/IMpoBaHuio 1 METPOSIOMN B CETU VIHTEPHET Wan Mo eXerogHoMy MHDOPMaLMOHHOMY yKasa-
TeNo «HauyoHasIbHble CTaHAapTbh», KOTOPbIA ONy6/IMKOBaH MO COCTOSHMIO Ha 1 AHBapsi TEKYLEro roAa, W Mo Bbinyckam
€XemMecsYHOro UH(hOPMAaLIMOHHOTO yKazaTens «HauuoHasbHble CTaHAapTbI» 3a TEKyLWi roa. Ec/M 3aMeHEH CCbIMOYHBIl
CTaHAapT, Ha KOTOpbIi faHa HeJaTMpOBaHHAs CCblKa, TO PEKOMEHAYETCS UCMOMb30BaTb AECTBYIOLLYH0 BEpPCUIO 3TOro
CTaHAapTa C YY4eToM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 M3MEHeHWA. ECnn 3aMEHeH CCbINIOYHbIN CTaHAapT, Ha KOTopbiii
[laHa aTMpoBaHHas CCbiNka, TO PEKOMEHAYETCS UCMO/b30BaTh BEPCUIO 3TOT0 CTaHAapTa C yKasaHHbIM Bbille rofjoM yT-
BepxaeHus (NpuHsATWs). ECnm nocne yTBEPXAEHWS HACTOSILLETO CTaHAApTa B CCbUIOUHbLIA CTaHAAPT, Ha KOTOPbIA faHa
[laTVpoBaHHas CCblka, BHECEHO M3MEHEHMe, 3aTparuBatoLLee NosiokeHre, Ha KOTOPOoe aHa CCblka, TO 3TO MOJIoXKEHNe
peKoMeHayeTcsl MPUMEHSTL 6e3 yueTa aHHOTO U3MeHEHWsl. ECN CCbIOYHbIA CTaHaapT OTMEeHEH 6e3 3aMeHbl, TO NoJio-
)XEHVE, B KOTOPOM [aHa CCbl/Ika Ha HEro, PEKOMEHYETCs! MPUMEHSITb B YacTy, He 3aTparvBaloLLeil 3Ty CCbUky.

3 TepMuHbI, onpeaesnieHnst U CoKpalleHus

3.1 B HacToAlWwem cTtaHgapte npuMeHeHbl TepMuHbl no FOCT P 27.102, TOCT P 53114, TOCT P 57114,
FOCT P 57329, TOCT P 58601, TOCT P 58651.7, TOCT P 59390, TOCT P 59550, TOCT P 59853, TOCT P 70450,
FOCT P 70451, npasunam [1] u [2], a Takke cnegywlmne TepMUHbI C COOTBETCTBYHOLWMMU onpeaesieHUAMN:

3.1.1 aBTOMaTM3MpOBaHHas CUCTeMa MOHUTOPUHra PYHKUNOHMPOBaHUA N aHanm3a paboTbl MU-
KPOMNPOLLECCOPHbIX YCTPOWCTB pPesieiHON 3alWnTbl U aBTOMaTukM; ACM P3A: Cuctema, cocTosiwjas wu3
KoMMaekca cpefcTB aBTOMatTu3auunm AeATeNIbHOCTU NepcoHana, peanusylowas MOHUTOPUHT PYHKLUOHUPO-
BaHMA M aHann3 paboTbl YCTPOWCTB pesieHoR 3almnTbl U aBTOMaTukM, B TOM 4YucCne YyCTPOWCTB, BXOASAWMX B
KOMMMEKC TEXHUYECKMUX CPeCTB aBTOMAaTU3MPOBAHHbBIX CUCTEM YNpaB/ieHNa TEXHONOIMYeCcKUMy npoLeccamu,
a Takke obopygoBaHusA u annapaTtypbl kaHasnoB CBA3U, obecneynBawWmnx PyHKLNOHMPOBaHNE YCTPOMCTB pe-
NelHON 3awWuTbl 1 aBTOMAaTUKN.
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3.1.2

OaHHble perncrtpaumn aBapuiiHbiX CObbITUIA; gaHHble PAC: [laHHble, cpOpMUPOBaHHbIe aBTOHOM-
HbIMW perucTparopaMmu asapuiiHbiX COObITUIA; OCuMAOrpamMMbl aBapuiiHbiX coObITUI, CHOpMMPOBAHHbIE
MVKPOMPOLLECCOPHBIMWN YCTPONCTBAMU pesieliHoli 3alnTbl, CETEBON aBTOMAaTUKN, NPOTMBOABAPUINHON aBTo-
MaTUKW, CUCTEM BO36YXAEHUA CUHXPOHHbIX FeHepaTopoB C UCNO/b30BaHMEM B HUX (DYHKLMK peructpauunn
aBapuiiHblIX COBLITUIA; pe3ynbTaTbl ONPeAeseHNs MecTa NOBPEXAEHWUS Ha JIMHUM 3nekTponepefayun; Xyp-
Hanbl cpabaTbiBaHWi MWKPOMPOLECCOPHbIX YCTPONCTB peneiiHol 3awunuTbl, CeTeBol aBTOMaTUKA, NPOTUBO-
aBapuinHoin aBTOMaTWKK, CUCTEM BO30OYXAEHUS CUHXPOHHBLIX TEHEPaTopoB.

[FTOCT P 59550—2021, nyHkKT 3.1.1]

3.1.3 TexHoJsiormyeckasa uHdopmauma (B 3/IEKTPOIHEPreTMKe): HeonepaTuBHas TexHosiornyeckas
VIHCbOpMaLI,VIﬂ noneparmBHaa TexHosiornyeckas I/IH(*)OpMaLI,VIﬂ.

MpumeyaHne — Cm. nyHKT 3.1.1 TOCT P 58651.7—2023 n nyHkT 3.1.1 NOCT P 58651.8—2023.
3.1.4

XML-[00KYMEHT: DNEKTPOHHbI AOKYMEHT, CQOPMUPOBAHHbI/ MPU NOMOLLM paclinpAeMoro s3bika pas-
MeTkn XML.
[P 1323565.1.033— 2020, nyHkT 3.1.1]

3.2 B HacTofleM cTaHgapTe MCNOo/Mb30BaHbl cneaylolmne cokpaweHus:

ATB — aBTOMaTn4yeckoe NOBTOPHOE BK/OYEHUE;

APM — aBTOomMatu3npoBaHHoe paboyee MecCTo;

ACA P3A [L — aBTOMaTM3MpoBaHHasa cucTema aHanusa paboTbl YCTPONCTB pesieiiHoOi 3awuTbl 1 aB-
TOMaTWKW, YCTAHOBJ/IEHHAA B AUCMNETYEPCKUX LEeHTpax cybbekTa onepaTuBHO-ANCNETYEPCKOrO ynpaB/ieHus B
3N1eKTPO3HepreTuke;

ACYTIMN — aBTOMatTu3MpoBaHHas cuctemMa yrnpasieHnsa TEXHO/IOTMYEeCKMMN npoleccamu o6bekTa asnek-
TPO3HEPreTUKN;

ALIN — aHanoroBo-uuposoii npeobpasosaTers;

AL — aucnetyepckuii LeHTp cybbekTa onepaTnBHO-AUCMIETYEPCKOro YNpaBieHUsa B 3N1eKTPO3IHEPreTHKe;

K3 — kopoTkoe 3amblkaHne (MexaydasHoe KOpOoTKOoe 3amblkaHne, ogHoasHoe nam mexagydgasHoe Ko-
poTKOe 3aMblKaHWe Ha 3eM/i);

NIBC — nokanbHaa BblYUC/INTENIbHAA CETb;

N3N — nuHna anekTponepegauu,

OAlNB — ogHoha3zHoe aBTOMaTMyeckoe NOBTOPHOE BK/IOYEHUE;

033 — ogHOoa3Hoe 3amMblkaHWe Ha 3eM/1o;

OMI1 — onpegeneHue mecTta NoOBpexXAeHus;

MO — nporpammHoe obecneyveHune;

PAC — perucTtpauuns aBapuiiHbiX COObITWIA;

P3A — peneiiHasa 3awuta 1 aBTOMaTHKA;

PC BAIC — peructpatop cobbiTuii BbICOKOABTOMATU3MPOBAHHON NOACTAHLUMMN /19 MOHUTOPUHTA 1 Ana-
FTHOCTUKM LN POBbLIX KOMMYHUKauuin (cm. [3]);

COMNT — cuctema onepaTtnBHOINO NOCTOAHHOIO TOKa,

CCIWM — cuctema cbopa v nepegavn nHgopmaynm;

TAMNB — Tpex@asHoe aBTOMaTM4yeckoe NOBTOPHOE BK/IOYEHWUE;

TC — TenecurHanunsauuns;

YMNACK — yCcTpolicTBO nepefayn aBapuinHbIX CUTHANOB M KOMaHA;

COMTRADE — o6uuii hopmat gna obmMmeHa AaHHbIMW NepexoHbIX MPOLECCOB AN 3HEPTOCUCTEM;

GOOSE (Generic Object-Oriented Substation Event) — obuwune 06beKTHO-OPUEHTUPOBAHHbIE COBbLITUSA
Ha 06bekTel)

MMS (Manufacturing Message Specification) — cneyndunkaumsa npoM3BoACTBEHHOIO coobueHna?2);

1) CneuvnanbHblii npoTokon (cMm. [3]), npeacTasnsieT coboi cepBuC, NpegHasHauyeHHbI A1 06MeHa AMCKPETHbIMU
curHanamu mexay yctporicteammn P3A n ACYTI B undpoBoM BUAE.

2) Cneumanv3npoBaHHbI MPOTOKON Nepefayn AaHHbIX MO TEXHOMOMMN «KIMEHT — cepBep» (cm. [1]).
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SCD (System Configuration Description) — onucaHue KoHdurypaumm obbekta 3/1eKTpO3aHepreTuknl),

SV (Sampled Values) — npoTtokon [4] ans nepegavym MrHOBEHHbIX 3HAYEHWIA TOKA M HAMPSXXEHUSA OT 13-
MepuUTeNbHbIX TpaHcopmaTopos2);

XML (Extensible Markup Language) — paclwimpseMblil A3blKk pasMeTKu.

4 HasHauyeHuve n o6upme TpeboBaHMS K aBTOMATU3VMPOBaHHOM CUCTEME
MOHUTOPUHIa PYHKUMOHNPOBaHNSA 1 aHa/in3a paboTbl MUKPOMPOLLECCOPHbIX
YCTPONCTB pesnieriHon 3aumTbl 1 aBTOMAaTUKU

4.1 ACM P3A npepHasHayeHa 19 aBTOMaTU3MPOBAHHOIO MOHUTOPUHIa OYHKLMOHUPOBAHNA 1 aHannsa
paboTbl 060pyAOBaHNA, C yYeTOM TEXHWYECKUX BO3MOXHOCTEN 3TOro ob6opyaoBaHWs Ha 06bekTe MpoekTu-
poBaHMA, N MOXeT 6biTb 3afeiicTBOBaHa B npoueccax TEXHUYECKOro yyeTta U aHanmsa (PYyHKUMOHUPOBAHUSA
ycTpoiicTe P3A, a Takke npu opraHvM3auum TEXHWYECKOro 06CNYXMBaHUA MUKPOMPOL,ECCOPHbIX YCTPOWCTB
P3A no coctosaHWO B COOTBETCTBUU C npasBunamu [2].

4.2 OAnsa gyHkynoHmpoBaHua ACM P3A pomxeH 6biTb obecnedyeH aBToMaTmyeckuin cbop nHgopmayun
c obopyAoBaHUA, ykasaHHOW B NpuaoxeHun A, B 6a3y AaHHbIX MOHUTOPUHIa (PYHKLUOHMPOBAHUA MWUKPOMPO-
LueccopHbix ycTpoiicte P3A (panee — 6asa faHHbIX MOHUTOPMHra) yepes nogkntyeHne Kk ACYTI nubo k cu-
cTeme cbopa u nepegayun nHopmaymm nUam TEXHONOTNYECKOW CETU CBA3M 0O6bEKTa 3/1eKTpoaHepreTukn. Mpu
OTCYTCTBMM TEXHWYECKO BO3MOXHOCTW [OMNyCcKaeTCA aBTOMaTW3NPOBaHHbLIAN c6op dainioB KoHdurypauunii u
napameTpupoBaHus ycTpoicte P3A.

4.3 ACM P3A pgoskHa BbINOMHATL criegylouime yHKUMM ¢ yyetom TpeboBaHuii npasun [2] (nyHKT 36).

4.3.1 B HOpMasbHOM peXuMe 3HEepProcucTeMbl U JOaBapPUIiHOM peXume 3HepProcucTeMmsbl:

1) aHanus cainoB KoOHUrypaLum n napamMeTpupoBaHUs ¢ 060py[0BaHUS;

2) MOHUTOPUHT PYHKLMOHMPOBAHNSA 060pyA0BaHMs, BKAKOYaAs:

a) MOHWTOPWHI HaIW4YMA CUrHanoB CH60€eB M OWMNOO0K, BbIIBIEHHbLIX B pe3y/bTare camMoguarHoCTUKu
ob6opynoBaHus;

6) MOHMTOPWHI HaNM4YMUsA CUTHANIOB cpabaTbiBaHUA (M Nycka) U HEMCNPABHOCTN MUKPOMPOLLECCOPHbIX
ycTpolicte P3A;

B) MOHWTOPUHT TEKYLLEro NOJIOXKEHNS KaXA0ro nepekawyanoLlero ycrponcrtesa P3A, ycTaHOBEHHOTO
B WwWKady (mnaHenm) ¢ MUKPONPOLLECCOPHbIM yCcTponcTBOM P3A;

r) MOHUTOPMWHI TEKYLLEro cocToAHnsa yHkumnin P3A (BBegeHHOE Unv BbiBE4EHHOE COCTOSHME);

) MOHWTOPUHT TEKyLWero COCTOSHUS ONCKPETHbIX BXOAO0B U BbIXOL4O0B 060pyA0BaAHNS;

3) MOHUTOPUHT pPaboTOCNOCOBHOCTN M3MEPUTENbHOW YacTu 060opyAoOBaHUA, BKAOYAS MOHUTOPUHE U3-
MepsieMblX o6opyfoBaHuem P3A aHasoroBbiXx BeNWYUMH OT TpaHCcOPMaTOpPOB TOKA W HanpsXeHWs, TpaHc-
dopmatopoB oTbopa HanpseHus;

4) MOHUTOPUHT TEKYLLEro COCTOSAHMUSA UCMNO/b3yeMbIX KaHa/n0B CBA3MN, ob6ecneyunBamLnx paboTocnocob-
HOCTb ¥ (DYHKLMOHMPOBaHNE MUKPONPOLECCOPHbIX YCTPOWCTB P3A 1 ncnonb3yemblX AN nepefayn cCUrHanos
N KOMaHg peneiriHoli 3awnTbl, CETEBON M NPOTUBOABAPUINHON aBTOMATUKW, OPraHM30BaHHbIX MeXAy COOTBeT-
CTBYHOLW MMM yCTpolicTBaMK U KoMnaekcamMn P3A 06beKTOB 3/IEKTPOIHEPreTUKN (KaHasbl CBA3N OCHOBHbIX 3a-
wunt SIBM, BKNOYasA KaHasbl CBA3W, OpraHn3oBaHHble C ucnosb3oBaHnem YIACK), a Takke MOHUTOPUHT "
AVNarHocTuKy LM poBbIX KOMMYHMKaL M No NpoTokonam obmeHa nHgopmaynein: MMS, GOOSE, SV (cwm. [1]).

MpumeyaHune — VHdopMaums o faHHbIX NPOTOKoNax npueegeHa B [4], [6].

5) MOHUTOPWHI HaMMuKUa ONepaTUBHOTO NUTAHWUA W KOHTPOJIb UCNPABHOCTY Lenei ynpaBneHns CUoBbIX
BblK/lOuaTeneli HanpsbkeHnem 6 kB 1 Bbllwe;

6) hopmupoBaHue ¥ nepefaya MHpopMaLuu Ans XpaHeHUss B 6a3e AaHHbIX MOHUTOPUWHIA, UCMO/b3ye-
MOl ANa HakonfeHust U nocseaylollero npeacTaBeHuss Ha ycTpolicTBax oTob6paxeHus (APM);

7) hopMupoBaHUE OTYETOB O pe3y/ibTaTax MOHUTOPUHTa (QYHKLMOHUPOBaHUS 060pyAOBaHNSA U UX Ne-
pefava Ans XpaHeHus B 6a3y AaHHbIX MOHUTOPUHTA;

8) yBegomneHus, obecneumBalroline CBOEBpeMeHHoe npeaocTaBieHne nepcoHany uHgopmauum o co-
GbITUSX MOHUTOPUHTA,;

1) dopwmar haiina onMcaHnsi KOHUrypaLmy 06beKTa 3/IEKTPOIHEPTETUKN.

2) CneupanbHsblii npoTokon (cM. [5]) Anst nepegaqn ouUdIPOBaHHbIX MIHOBEHHBIX 3HAUEHUI TOKa 1 HANPSHKEHUST OT
M3MEPUTE/BHBIX TPAHCGIOPMATOPOB TOKA U HAMPSHKEHUS.

4
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9) 06MEH AaHHbIMW C BHELWHWMMW UHOPMALMOHHBIMK CUCTEMAMU;

10) o6meH haitnamun ocuunaorpamMm KM XXypHanoB COObITUIA € cucTemol cb6opa gaHHbix PAC ALl.

4.3.2 B nepexofHOM peXume 3HEpProcuctembl, aBapuiHOM 3/1€KTPOIHEPTeTUYECKOM pexume [Bkyas
HEHOpMasbHbIl pexum paboTel 1AM (AT, T, P 1 npoyee)] n nocneaBapuinHoOM pexunme 3HEProcUCcTEMbI:

1) Bce dhyHKUMK, yKa3aHHble B 4.3.1;

2) aHann3 gaHHbiXx PAC1), xpaHAwmxca B 6a3e gaHHbIX MOHUTOPUHTA;

3) aHanu3 paboTbl ycTpoinicTB P3A u peann3oBaHHbIX B UX cocTaBe QYHKUuii P3A;

4) aHann3 aBapuilHbiX COBGLITUNA;

5) bopmumpoBaHMe 0OTY4ETOB NO pe3ysbTaTaMm aHanuza paboTbl ycTponcTB P3A u peasnim3oBaHHbIX B UX
coctaBe (hyHkunin P3A 1 ux nepegava Ans xpaHeHus B 6a3y faHHbIX MOHUTOPUHTA.

B ACM P3A gomxHa obecneuymBaTbCs BO3MOXHOCTb yyeTa uHcopmauymum ot ACA P3A AL, npusepeH-
HOW B npunoxeHun b, no pesynbTaTtam MOAEeNPOBaHUSA aBapuiiHOINO CO6bITUA C UCMOIb30BAHNEM pacYeTHbIX
MaTeMaTuyeCckux MoAenein 3aHeprocuctem u ycTpoiicTe (dyHkumii) P3A B gncrneTyepckoM LEeHTpe u (onuyuo-
HasbHO) yyeT MHopmauum OT cucTeM COOBCTBEHHUKOB W WHbIX 3aKOHHbIX BnajefnblLeB 06bEKTOB 3/1EKTPO-
aHepreTukn (ganee — Bnageney 06bekTa 3/1€KTPO3HEPreTUKN), No3BonsWMX GopmMupoBaTb pesynbTaThbl
MOAEeNUpPoBaHNs aBapuiiHOro cobbiTUs 1 paboTbl yCTpoicTB (pyHkunin) P3A ¢ ncnonb3oBaHNEM pacHeTHbIX
MaTeMaTnyeckux mogenen cetm u yctponcts (pyHkunin) P3A.

MpumevaHne — ACA P3A [L, ocywecTBnseT aBTOMaTM3MPOBaHHbI aHann3 MyckoB W cpabaTbiBaHuii
ycTpoiicTe P3A 1 peanin3oBaHHbIX B 1X COCTaBe QOYHKLMIA C MCNOMNb30BAHNEM PacHETHbIX MaTeMaTuyeckmx mogeneii anek-
TPO3HEPreTUYECKUX CUCTEM, NpeAHa3HAYEHHbIX A1 PacyeTOB AENCTBYIOWEro 3HaYEHNST OCHOBHOM FapMOHWK/A Nepruoau-
YECKOI COCTaBNSIOLLEN TOKa B HaYasIbHbIN MOMEHT K3, No 06bekTam 3/1eKTPOIHEPreTUKN Knaccom Hanpshkenus 110 kB u
Bbillle B pacCcMaTpyuBaeMoOM 3HepropainoHe (B nNpegernax anekTpuyeckol ceTun, BkIHawlwen PY HanpshkeHuem 110 kB n
BbIlLie, HaxXoAALWMecs B nNpefenax Tpex nocnefosaresisHO COeAUHEHHbIX CETEBbLIX aneMeHToB (J13I1, TpaHcopMaTopos,
aBToOTpaHcopmaTopoB) OT PY wamn I3, Ha KOTOPbLIX NAEHTUMLUMPOBAHO MECTO MOBPEXAEHUS), a Takke nepegady pe-
3y/bTaTOB YKa3aHHOro aHa/msa Bnajesbliam 0ObeKTOB 3/1EKTPOSHEPIETUKM, HA KOTOPbLIX YCTAHOB/IEHbI 3TU YCTPOIACTBA,
NP1 YCMOBUM NOJyYEHNS B aBTOMATUYECKOM PEXMME OCLM/IN0rPamM, 3anucaHHbIX MUKPOMNPOLLECCOPHBIMU YCTPONCTBaMM
P3A, c 061eKTOB 3/1eKTPO3HEPreTUKN HanpskeHrem 110 kB v Bbille, BXOAALWMX B BbllLeyKa3aHHbI 3HepropanoH.

4.4 B 6a3e faHHbIX MOHUTOPUHIA AO/MKHA XpaHUTbLCA MHopmMaumsa, cobupaemas B COOTBETCTBUN C 4.2,
3a nepuog mexay ABYMS NaHOBbIMU TEXHUYECKUMWU OO6CNYXMBAHUAMU, HO HE MEHee YeM 3a YeTbIpexseTHUN
nepuoa;

a) OCLUI0TPaMMbl M XXYpPHanbl COBbITWIA, permcTprupyemMbiX MUKPONPOLLECCOPHBLIM ycTpoiicTBom P3A, a
TakKe aBTOHOMHbIM PErmcTpaTtopoM aBapuiiHbiX COObITUI (MPYU HANMYUN YCTAHOB/IEHHOITO aBTOHOMHOIO peru-
cTpaTopa aBapuiiHbIX COOGbITUIA Ha 06bEKTE 3/IEKTPOIHEPTrETUKN);

6) dhaiinbl KOHGUrypaumnii 1 napameTpMpoBaHuns ycTpoiicTe P3A;

B) CUrHasbl C60EB M OWNGOK, BbISIB/IEHHbLIX B pe3ynbTaTe camMoAuarHocTukn yctpoiicte P3A, n curHanbi
HencnpaBHOCTEN ycTpoincTB P3A;

r) curHansl cpabaTtbiBaHusa (nycka).

4.5 BefileHne 1 MecTo XpaHeHus 6asbl AaHHbIX MOHUTOPUHIa onpegenserca TpeboBaHMsAMU Bnajenbla
06bEKTOB 3/IEKTPOIHEPreTUKN B OTHOLIEHUMN YCTPOICTB (KomnsekcoB) P3A, yCTaHOBMEHHbIX HA NpuHagiexa-
WMX emMy Ha npaBe COOBCTBEHHOCTWU WM MWHOM 3aKOHHOM OCHOBaHWM OObeKTax 3/1eKTPOIHEPTreTUKMN.

4.6 MNepeyeHb MCTOYHUKOB [aHHbIX U COCTaB TEXHO/OTMYECKoi MHpopmayumn, ncnosblyemon B ACM
P3A, npusefeH B NpuioxeHun A.

4.7 Pe3ynbTaTaMu MOHUTOPUHTA PYHKLMOHMPOBAHUS 1 aHa/n3a TeXHOorndeckon nicpopmaymm B ACM
P3A ponXHbl GbITb CBEAEHUSA O BO3SHWKHOBEHUM HEWCnpaBHbIX COCTOSIHUI (HeMcnpaBHOCTeR) n/mnn Hepabo-
TOCMOCOGHbLIX COCTOAHMUI U/MIN HepaboUynMx COCTOSHUIA, NBMEHEHUAX NapamMeTpOoB HaCTpoOlikm ycTpolicTe P3A
B HOpPMasibHbIX pexumax paboTbl, aHannse u oueHke paboTbl ycTpoiicTB P3A 1 peann3oBaHHbIX B UX cOCTaBe
yHKUNA (Nyckun, cpabaTbiBaHUA U O0TKa3bl cpabatbiBaHuSA).

4.8 ACM P3A gomkHa obecneynBaTb BO3MOXHOCTb O6MeHa AaHHbIMU B COOTBETCTBUUN C TPEOGOBaHUAMN
ctaHgapToB cepun FOCT P 58651 Ha MHPOPMAaLMOHHYIO MOAesb 3/IEKTPOIHEPreTUKu.

1) B NepexofHOM pexumMe 3HEProCUCTEMbI, aBapUHOM 3/IEKTPO3HEPrETUYECKOM PEXVME W MOoCc/eaBapuiiHOM
PEXMME 3HEPTOCUCTEMBI MPY TEXHUYECKON BO3MOXHOCTU AO/XEH ObiTb 06ecneveH c60p AaHHbiXx PAC, Heo6XoanMbix
Ans doyHkUmoHupoBaHus ACM P3A, B npeaenax yyacTka 3/IEKTPUUECKOl CETU, BKIIOYAIOLLEro BCE pacnpefennTesibHble
YCTPOIACTBA O6BEKTA 3/IEKTPOIHEPIETUKM, HAXOASLIMECS B MNpefesiax TPeX MNOC/ef0BaTe/IbHO COEAMHEHHbIX CETEBbIX
anemeHToB (/13N, TpaHchopMaTopoB, aBTOTPAHCOPMATOPOB) OT pacnpeAeUTe bHbIX YCTPOUCTB un 13N, Ha KOTOpbIX
3ahrKCMpoBaHO aBapuiiHoe CoGbITHE.
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5 TpeboBaHuA K 3a4a4aM aBTOMaTU3MPOBAHHOW CUCTEMbI MOHUTOPUHIa
PYHKUMOHMPOBaHNA 1 aHa/i3a paboTbl 060pya0BaHNA pesleiHON 3alnTbl
N aBTOMaTUKN

5.1 Tpe6oBaHUsi K MOHUTOPUHTY PYHKLNOHMPOBaHUS 060pyA0BaHNS

5.1.1 MOHUTOPMHI PYHKLNOHMPOBaHNA 060pyA0oBaHNA 1M ero U3MEpPUTESIbHOI YacTu OCyLLecTBASeTCA
nyTeM MepuoANYecKOro CYMTbIBAHWA W aHann3a M3MepssieMblX aHanoroBbiX BeNYMH OT TpaHcopmMaTopoB
TOKa M HanpsiXXeHus, TpaHcopmaTopoB 0T6opa HanpsixXeHns (B TOM Yncie BblYMCASEMbIX BEIMUYMH), a TaKxe
CUTHaAN0B HeucnpaBHOCTEl M OWMOO0K, BbISIB/IEHHbLIX B pe3y/nbTaTe caMoAnarHoCTUKK.

5.1.2 ACM P3A pgomxHa obecneymBaTb MOHUTOPUHI (DYHKLMOHMPOBAHMA criegylouero o6opygoBaHus
(npn Hanuuum):

a) MUKpPOMNPOLLECCOPHbIX yCTpolicTB P3A;

6) CTaHLMOHHbLIX KOHTPO/1ePOB (CEpPBEPOB TeNEeMexXaHUkn);

B) LU POBbLIX N3MepUTenbHbIX NpeobpasoBaTenen (MHOTOYHKLMOHANbHBIX);

r) npeobpasoBaTesieil aHa/OroBbIX CUrHanNoB, nNpeobpasoBaTteneli AUCKPETHbIX CUTHas/I0B, Npeobpaso-
BaTesieil aHanoroBbiX U AUCKPETHbIX CUTHANOB;

A) 3NEeKTPOHHO-ONTUYECKNX 6/10KOB LMK POBLIX U3MEPUTE/bHbIX TPAHCHOpPMaTOpPOB;

e) cepsepos ACYTN (CCMW), PC BAIIC, cuctembl obecneyeHns eanuHOro BpemMeHu;

X) KOHTPO/INEepPOB NpuUcCOeanHEHWN;

3) TesleKOMMYHUKaLMOHHOro obopyaoBaHusa JIBC o6bekTa 3/1€KTPOIHEPreTuku;

1) obopypoBaHuA 1 annapartypbl KaHasa cBA3n ANnA YHKLMOHUpoBaHus P3A;

K) COIT.

5.1.3 B ACM P3A MOHWUTOPWUHI MCNpaBHOCTN 060OpyAOBaHMA AO/HKEH KnaccuguumpoBaTbCs MO TpPeM
rpynnam:

a) KpuMTMYeckass HeMcnpaBHOCTb — HEWUCNPaBHOCTb, KOTOPas MOXEeT NPMBECTWN K HenpasuibHOW paboTte
ob6opyaoBaHus;

6) HekpuTuyeckass HeucnpaBHOCTb (NpeaynpeguTenibHas curHanusauus) — HeucnpaBHOCTb, KoTopas
He MOXeT MPUBECTU K HEMpaBUNbHON paboTe 060pyA0BaHMS;

B) MH(bopMaLMOHHOE COObITHE.

5.1.4 B ACM P3A pomkHa (pukcnupoBaTbCA HEUCNPABHOCTb BHYTPEHHUX KOMMOHEHTOB o6opyaoBaHus
no co6bITUAM, NpUBEAEHHbLIM B NpUIoXeHun B. O606LWEHHbIE CUTHA/IbI HEUCNPABHOCTM 060pyAOBaHUS IUK-
CUpYOTCA NpY 0BGOCHOBAHUM TEXHUYECKOI HEBO3MOXHOCTM (PMKCaALMN HEUCNPABHOCTEN BHYTPEHHUX KOMMNO-
HEHTOB NPU HEKOMM/IEKCHOW PEKOHCTPYKLUN N TEXHUYECKOM NEPEBOOPYXEHUN.

5.1.5 B ACM P3A pgonxHa (hmkcmpoBaTbCsl HEMCNPABHOCTb BHELWHUX Uenein obopygoBaHusa (Tekyliee
COCTOSIHME UCNOJIb3YEMbIX KaHanoB CBA3M, obGecneymBaluUimMx paboToOCNOCOOGHOCTb M (PYHKUMOHMPOBAHKE
o60opyAoBaHus, TEKyLLee COCTOSHME AUCKPETHbIX BXOA4OB U BbIXOAOB P3A) M KOHTPO/IMPOBATLCA MOJIOXEHME
nepekavarumx yctpoiicte P3A no cobbiTAM, NPUBEAEHHBIM B NPUAOXeEHUN T.

5.1.6 NCTOYHUKAMMN ANCKPETHbIX CUTHANOB O MOJIOXEHMUN Nnepekntodatwmx yctponcte P3A B8 ACM P3A
OOJ/KHbI ObITb:

- TC ot ACYTIT;

- TC OT MMKPOMPOLLECCOPHbIX YCTPOIicTB P3A,

- ocuunnorpaMMbl MUKPOMNPOLLECCOPHbIX yCcTpoiicTB P3A.

MprumedaHue — lMepeyeHb NpUBELEH B NOPSIAKE NPUOPUTETHOCTY.

C60p nMHcopMaumy 0 NOMOXEeHUN nepekntoyawwmx yctpoiicte P3A B ACM P3A cneayeT npoBoAuTh B
uMdpoBOM BUAE NOCPEACTBOM CTaHAapTHbIX NPOTOKONOB obmMeHa MHGopmauuein, obecneunBarwnx nepe-
JaJvy faHHbIX C MeTKaMy BpeMeHu.

5.1.7 B ACM P3A ponxeH Npon3BOAUTLCS MOHUTOPUHT U aHalIn3 U3MEHEeHUs AaHHbiX B hainax KoH-
durypaunm n napameTpmpoBaHus obopygoBaHua (aHanmM3 coOOTBETCTBUS (haKTUUYeCKnX napameTpoB HaCTpOIi-
kKn (ycTaBOK) M anropuTMoB (hyHKLMOHMPOBAHUA MUKPOMPOLECCOPHbIX yCTpolicTB P3A 3agaHHbIM), BK/IOYas
BEPCUK NporpaMmHOro obecnevyeHus:

a) aBTOMAaTMYecKu Npu NOAB/IEHUN B XypHasne cobbiTnini o6opyposaHnsa coobuieHns 06 n3MmeHeHun na-
pameTpoB HacCTPOIiKK;

6) mMepuogMyYeckn Yyepes HacTpaMBaeMblil MHTepBasl BPEMEHW, HO He pexe O4HOro pasa B 24 mecsua.
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5.1.8 TMpu KOHTpO/AEe M3MEHEHWI JaHHbIX B halinax KoOHdurypaunm v napameTpupoBaHus obopygosa-
HUS yYMTbIBAETCH, YTO yKasaHHble daisbl MOryT 6bITb 3anucaHbl B NponpueTapHoM dopmaTte npoussoante-
neii o6opyaoBaHus.

5.1.9 ACM P3A pgonxHa BecTM MOHUTOPUHI M3MEHEHW B dhaiinax koHdwurypaumm m napameTpupoBa-
HUS 06opyaoBaHuA n OUKCMpoBaTb COObLITUSA, NPUBEAEHHbIE B NPUIOXEHUN [.

5.1.10 Mo pe3ynbTataM MOHUTOPWMHIa PYHKLNOHUPOBaHUS 060pyA0BaHUA N €ro N3MepPUTENIbHON YacTu
B ACM P3A ponxHa onpefensatbcs obuwas oueHka ucnpaBHOCTM M paboTocnoco6HOCTU ANna 06opynoBaHuUA.

5.1.11 OnpegeneHne ob6Leli OLEHKN MCNPaABHOCTU 060pyA0BaHMA AO/HKHO BbINOAHATLCA B mpouecce
OCYLLECTB/IEHNS MOHUTOPUHTA C Y4€TOM COOGCTBEHHbLIX W TPYNnNoOBbIX nokasaTesne.

5.1.12 K co6CcTBEHHbIM NnokasaTensMm OUEeHKU UCMPaBHOCTU OTHOCATCA:

a) OUEHKM COObITUI A9 MOHUTOPUHIA NCMPABHOCTU BHYTPEHHUX KOMMOHEHTOB 060pYyA0BaHMS;

6) pe3ynbTaTtbl MOHUTOPUHIA PaboTOCNOCOOGHOCTM M3MEPUTENbHOI YacTn 060pyaoBaHUs;

B) pe3ynbTaTbl aHanu3a paboTtbl ycTpolicTB P3A 1 peannsoBaHHbIX B UX COCTaBe (DYHKUMIA;

r) NpeBbllleHne cpoka cnyxobl;

) npeBblleHNe HOPMATMBHOIO MHTEpPBasia C MOMeHTa nocnefHero 06CnyXmnBaHus;

€) NpeBbilleHNe BpeEMEHN cpeaHeli HapaboTkn Ha OTKa3 C MOMEeHTa BBOZA B aKkcnayaTauuw nmbo ¢ mMo-
MeHTa yCTpaHeHus nocnegHen KpUTUYECKON HEMCNPABHOCTN C 3aMEHON UM PEMOHTOM HEWCNPaBHOrO 6/10Ka;

X) WCTOPUSI HEUCMNPABHOCTEWN YCTPOMCTBA, BbIAB/IEHHbIX paHee M YCTPaHEHHbIX;

1) pakTbl HEMPaBU/ILHON pPaboTbl, MPUYMHA KOTOPbLIX HE YCTPaHeHa.

5.1.13 K rpynnoBbiM nokasaTenisimM OLEHKN MCMPaBHOCTU OTHOCATCH:

a) obuwas ctatucTuka otkaszoB MO — c60eB M OWKNOOK ANA AaHHOW MPorpamMMHO NaaTgopMbl, Ha KO-
TOPOW BbINOSIHEHO yCTpOlicTBO P3A nnu aTtoit xe cepumn (Tuna, mogenu) yctpoiictea P3A;

6) o6uwias cTaTUCTUKa OTKA30B 3/IEKTPOHHbLIX MoAyneli — c60eB M BO3HUKHOBEHUS HEUCMPABHOCTEWN
BHYTPEHHUX Ueneli ANna gaHHON annapaTHOW nnaTtdopMbl, Ha KOTOPOW BbINOSIHEHO 060pyAOBaHME UM 3TOW
Xe cepuun (Tuna, moaenu).

5.2 TpeboBaHUS K MOHUTOPUHIY U GNAarHOCTUKE LNGPOBbIX KOMMYHUKaL WA

5.2.1 MOHWTOPUHT 1 AMAarHOCTMKa LN POBLIX KOMMYHUKALMWA AO/DKHbI 3aKIl04aTbCsA B KOHTPOJie COOT-
BETCTBMA nepefayn faHHbIX M0 npoTtokonaml) sanekTpoHHOMY npoekTy (SCD-chaliny), a Takke B KOHTpose
ncnpaBHocTn nepegaun SV, GOOSE n MMS coob6LeHunii.

5.2.2 [aHHbI BUA MOHUTOPUHIa OCYLLECTB/ISETCA HA OCHOBE CUTHaso0B, nosiydyaembix oT PC BATC, ans
COBOKYMHOCTU 060pYyAOBaHMA M NPOLECCOoB, B TOM 4YMC/ie KOMMYTaropoB, MapLlpyTM3aTopoB, MeXCeTeBbIX
3KpaHoB, 6/10KOB NMUTaHUA YCTPOWCTB, NpoueccoB nepegayn SV mn coobuweHunii GOOSE u np.

5.2.3 ®yYHKUMA MOHUTOPWMHIa M ANArHOCTUKM LU(POBbLIX KOMMYHMUKaLMA [O/MKHA pellatb credylouimne
3ajauu:

a) mmnopT (3arpy3ka) u akcnopT (Bbirpyska) gpannos SCD;

6) Banupauus n BepcuoHnpoBaHune gparinos SCD;

B) Bu3yanusauyma GOOSE un SV KOMMYyHMKauuii u BbiBO4 (QOPMY/ISAPOB nepefaynm OTYETOB Ha OCHOBE
anna SCD;

) KOHTPOJIb CETEBOrO Tpagmka Ha cooTBeTcTBME haliny SCD B pexnme peanbHOro BpemeHu (cm. [3]);

A) MOHUTOPWUHT MHGOPMaLMOHHOro o6MeHa gaHHbIMK no npoTokonam MMS, GOOSE un SV B 4acTu us-
MEHEHUS 3Ha4yeHuli nepefasaeMblX CUTHaNOB, WX ylaroB KayecTBa, MPU3HAKOB CUHXPOHM3AUUWU BPEMEHMU,
U3MEHEHNS KOHQIUTypauum, NoTepU U 3afepPXKN KafpoB;

€) BbisiB/IEHNE HeonucaHHbiX B haiine SCD MMS, SV 1 GOOSE coob6LleHnin B TEXHONTOTMYECKON ceTn
C yKaszaHuem ux napameTpos;

X) BbISiBJIEHWE HeOMNucaHHbIX B haiine SCD ycTpolCTB B TEXHOJ/IOTMYECKON CETU C yKasaHMeM Wux
MAC-agpecos;

n) 3anucb ocumnaorpamMm no gaHHbiIM GOOSE u SV coob6uieHnit 1 ceteBoro Tpacuka B dpopmaTe
PCAP2) c nyckom no cobbituam guarHoctnku MMS, GOOSE un SV-coob6ueHunii ¢ 3axBaToM npefaBapuitHoro
N aBapuinHOro pPexnmos;

1) Cwm. 3], [4], [3]-
2) PCAP (ot aHrn. Packet Capture) — 6ubnmnoTeka A1 CO34aHUSA MporpaMm aHanm3a CeTeBbIX [aHHbIX,
NOCTYNAKLMX Ha CETEBYIO KapTy KOMMNboTepa.
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K) XpaHeHue ocuunnorpaMm M 3anuceli CeTEBOro Tpaguka B TEYEHUE HEe MEHee YeM LEeCATU [HEel C
MOMEHTa 3anucu.
5.2.4 ACM P3A pgomkHa uKcMpoBaTb HEUCNPaBHOCTU B LUGPOBbLIX KOMMYHUKaLMAX MO COOLITUSAM,

npuBefeHHbIM B NpuioxeHun E.

5.3 TpeboBaHUA K aHa/IN3y aBapUMHbIX COObITUIA

5.3.1 AHanus3 aBapuitHbix co6bITii B ACM P3A [O/KEeH OCyLW,ecTBAATbCA OJ1S KaXAO0ro criyyas BO3-
HWKHOBEHUS noBpexaeHuna N3N (AT, T, P n npoyee) nam HeHoOpMasabHOro pexuma pabotbl 13N (AT, T, P u
npoyee), conpoBoxgatuierocs cpabartobiBaHnem (0Tka3om cpabaTbiBaHuA) ycTpoincte P3A u doyHkunin P3A,
3a4eiCTBOBAHHbIX B JIMKBMAALNN 3TOr0 MOBPEXAEHUS WAN HEHOPMAJIbHOTO pexuma paboTbl, HENpaBUbHOM
paboToli ycTpoiicte P3A n hyHkynin P3A.

5.3.2 OCHOBHbIMW MCTOUYHMKAMU [AaHHbIX A8 aHanu3a CoObITUA AO/DKHBI ObITb OCUMAIOTPaMMbl U XYp-
Hanbl CO6bLITUIA, 3anMcaHHble MUKPOMPOLECCOPHbIMKU ycTpoiicTBaMu P3A, BkYas ocuuanorpaMmmsl, 3anu-
CaHHble aBTOHOMHbIMWU perncTpaTopaMmn aBapuiiHbiX COObITUA WU AaHHBIMU CAMOAMArHOCTUKN U MOHUTOPUHIa
NOKanbHOM BblYncnnMTenbHol cetn ACYTI B YacTu MOHUTOPUHIA OWMOBOK Ha NpeaMeT NoTePU WU UCKaXKEHUS
nakeToB M aHasM3a 3arpy>XeHHOCTMW /I0Ka/IbHO BbIYMC/INTE/IBHON CeTu AN NPOLEeccoB nepegayn notokos SV
n coobuweHnii GOOSE.

5.3.3 lMpu aHanuze cobbITU HE AO0J/IKHA WCMNOMb30BaTbCA MHGOpPMauns oT obopyaoBaHuUs, KOTopble
UMEKT KPUTUYECKYID HEUCMPABHOCTD.

5.3.4 ACM P3A posmkHa BbINOMAHATb B3aMMHYK CUHXPOHM3ALMI0 OCUMAA0orpamMmMm npu cobbiTUAX € Mo-
rPEeLHOCTb0 He 6osiee OAHOI0 UHTepBana AucKkpeTmsaunun, onpeaeneHHoro Ansa ocuuanorpaMmMbl ¢ HaMMeHb-
e yacToTol agnckpeTtusauum.

5.3.5 Pe3ynbTaTbl aHann3a A0/XHbl CoAepXaTb Creayuwy nHhpopmaumto:

a) NMoBpeXAeHHOe WM Haxogsueecs B HeHOopMasbHOM pexume 1AM (AT, T, P n npoyee) mam y4yactok
cxeMbl 06bekTa, ¢ mectom K3, 033 wam obpbiBOM dhas;

6) npn K3, 033 nnn obpbiBax haz — BUA NOBPEXLEHUS U NOBPEXAEHHbIE (hasbl;

B) BpPeMSs Hauyasa M OKOHYaHUA CcoObITUS;

r) npu K3 Ha 13N — paccTosiHMe A0 MecTa NoBpexAeHus;

A) npu K3 — ycnewHocTb AMNB n gnnTenbHOCTbL 6eCTOKOBOW nay3bl B Lukie AlB;

e) aHanu3 paboTbl ycTpoiicTB P3A 1 peannsoBaHHbIX B UX cOCTaBe (PYHKLWUIA B COOTBETCTBUU C TPebHO-
BaHuaAMu 5.4.

5.3.6 ACM P3A pgomxHa (OnNuuoHasnbHO) BbINO/HATL 06beAMHEHNE B O4HY MTOrOBYH OCLMAAOrpaMmy
BCEX OTAE/IbHbIX OCLMAMOrpaMM OT yCTpoincTB P3A B rpaHuLax BO3HUKWEro COObITUA NPU BbINOSHEHUU che-
aywwnx TpeboBaHuii:

a) uToroBas ocumnnorpamma AoOJ/IKHa cooTBeTcTBoBaTb cTaHgapty COMTRADE (cwm. [5]) u 3anuchbi-
BaTtbcs B popmat CFF ¢ BO3MOXHOCTbIO BblbOpa 4acToThl AUCKpeTU3aLmnm;

6) aHa/floroBble U ANCKPETHbIE CUTHAsIbl B COCTaBe UTOrOBOW OCLUUINOrpaMMbl AO/KHbI 6bITb CUHXPOHU-
3UpoBaHbl Mexay cob60li N0 BpeMeHU C NOrpeLwHoCTbio He 6onee 1 Mmc:

B) MUTOroBas ocuunnorpamMma fo/hkHa oxXBaTbiBaTb UHTEpBasa BPeEMeEHM, BKAuawlwmnii B cebs npepasa-
pWIAHBIA peXnm 3anucu, aBapuitHblli pexnm 3anucu, a Takke Mpouecc pasBuUTMS aBapuu BMIOTb 40 YCTaHOB-
NeHna nocneasapuiiHOro pexumMa 3anucu ocuuaiorpaMmm;

r) NOpsAAOK CnefoBaHWUS aHaNoroBbliX M OUCKPETHbIX CUTHA/IOB B UTOTOBOI ocuuinorpaMme AOJ/DKEH CO-
OTBETCTBOBaTb MOPAAKY CNleOBaHNS B UCXOAHbIX OCUMANOrpaMmMax, NCnofb3yeMbix AN hopMupoBaHus UTo-
roBOi ocuwuasorpaMmmel;

) LO/MKHa 6biThb NpefycMOTpeHa BO3MOXHOCTb pefakTupoBaTb HanMeHOBaHWUA aHanoroBbiX U ANCKpeT-
HbIX CUTHA/I0B B COCTaBe MTOrOBOI OCLMNNOTpPamMMbl.

5.4 TpeboBaHMA K aHa/IM3y pPaboTbl YCTPONCTB P3A 1 peasin3oBaHHbIX B UX cOCTaBe (PYHKLWNA

54.1 AHanu3 pab6oTbl ycTpoiicTB P3A u peann3oBaHHbIX B UX cocTaBe (MyHKuuiA P3A BbINOMHAKT NO
pe3ynbTaTamMm aHanunsa 3apMKCUPOBaAHHbIX COObITWIA:

- cpabaTtbiBaHuii 1 (M1Kn) oTkasa ycTpolicTtB P3A 1 peann3oBaHHbIX B UX cocTaBe pyHKumin P3A;

- cpabaTbiBaHuii 1 (Mnn) oTkasa cpabaTbiBaHWUS MYCKOBbLIX W/MAN U3MEPUTENbHLIX OpraHoB wu/vnn op-
raHoB JIOTUKN anropuTMoB (PYHKLMOHMPOBAHWA YCTPOWCTB P3A, C yyeTOM 3KCnjyaTalMOHHOTO0 COCTOSSHUSA U
pexvma paboTbl ycTpoicTB P3A, 1 peann3oBaHHbIX B UX cocTaBe pyHKuuii P3A.
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5.4.2 AHanu3 pab6oTbl ycTpoiicTe P3A u peannsoBaHHbIX B UX cocTaBe (hyHKUMini P3A BbINOSHAKT Kak
npy Hannuumn TpeboBaHuii cpabaTtbiBaHMSA yCTpPoOcTB P3A unm peannsoBaHHbIX B UX cocTaBe (OYHKUMIA, Tak u
npu nX OTCYTCTBMMU, HO NpU HanMumm TpeboBaHusa cpabaTtbiBaHUA A5 APYrUxX ycTpoicTs P3A unu ana apyrux
yHKuunii P3A.

5.4.3 Tlo pe3ynbTtaram aHanmsa gns Kaxaon pyHkuymm yctpoiictea P3A n gnsa yctpoiictea P3A B uenom
AO/KHA 6bITb COPMMpPOBaHa OLeHKka paboTbl B COOTBETCTBMKU C npaBunamu [1]:

a) npaBUNbHO;

6) HenpaBW/IbHO:

- N3nnwHee cpabaTbiBaHue;

- NNOXHoe cpabaTbiBaHue;

- 0TKa3 cpabaTbiBaHus;

- ponyueHHoe HenpaswuibHOe cpabaTbiBaHueE;

- AONylWleHHOoe HenpaBubHOEe HecpabaTbiBaHUe.

5.4.4 ACM P3A fo/xHa BbINOHATbL OLEHKY paboTbl P3A n peann3oBaHHbIX B ee cocTaBe (DyHKUMIA C
ucrnonb3oBaHnemM mMHopmaumm, nonyveHHol ot ACA P3A AL, Tpe6oBaHua K cocTaBy KOTOpOl NpuBefeHbl B
npunoxeHun b.

TpeboBaHnsa K nHthopmaymoHHOMY 06MeHY 1 B3ammopgencTeuio mexagy ACA P3A AL, n ACM P3A npu-
BeAeHbl B npunoxexun b.

OnuynoHanbHo ACM P3A ponxHa MMeTb BO3MOXHOCTb BbINOSIHEHUA OUeHKu paboTbl P3A n peanu-
30BaHHbIX B €e cocTaBe (OYHKUuUii € mcnonb3oBaHnem uHopmMauuy, NOMYYEHHOW Ha OCHOBE pe3ys/bTaToB
MOAEeNNPOBaHNA aBapuinHOTo co6bITUA M paboTbl YCTPOCTB (hyHKuMin) P3A € MCNONb30BAHWEM pacCYeTHbIX
MaTeMaTuyeckux Mogenen cetu n yctpoincte (pyHkunin) P3A, paspaboTaHHbIX BnagenbuamMmy 06beKTOB 3nek-
TPO3HEPreTuKN.

5.5 TpeboBaHUs K OTYeTHOW MHopmaunum ACM P3A

5.5.1 B npouecce aBTOMaATU3MPOBAHHOIO MOHUTOPUHIA CYHKLUMOHMPOBAHMA W aHanm3a paboThl
ycTpoiicte P3A dhopmupyetca oTueTHass MHpopMauna B COOTBETCTBUM C npaBunamu [2].

5.5.2 [omkHa 6bITb 06ecnevyeHa BO3MOXHOCTb PYYHOlM KOPPEKTUPOBKM TEKCTOBLIX (paiiyioB OTYETOB C
BO3MOXHOCTbIO nocneaywuieil uaeHTurkaLmum nonb3oBartens, BHECEro COOTBETCTBYOWME KOPPEKTUPOBKMU.

5.5.3 Pe3ynbTaTbl MOHUTOPWUHIa (QYHKLMOHWPOBaAHWA W aHann3a paboTbl 060pyA0BaHNA COXPaHAKT B
TeyeHne BCEro cpoka cnyx6bl 3Toro 06opynoBaHnsA ¢ BO3MOXHOCTbIO pacliMpeHnss pecypcoB 6asbl AaHHbIX
MOHUTOPUHIA C UEesfbl0 XpaHeHus pe3ynbTaToOB B TEYEHMEe YyCTaHOBJ/IEHHOro 060pyA0BaHU0 cpoka akcnnya-
Tauuu.

5.5.4 ACM P3A no pesynbTaTtaM MOHUTOpPWUHra (yHKUMOHMPOBaHNA 060pyA0BaHusa foshkHa obecnevu-
BaTb (pOpMMpPOBaHME OTYETOB, KOTOPbIE AO/KHbI COAepXaTb CneayLy nHhpopmMaymio:

1) UHdopmaumio 06 ycTpoiictee P3A, C ykasaHUeM:

a) MecTa YCTaHOBKM (4MCMEeTYEPCKOro HaMMEeHOBaHMsA 06bekTa 3M1EeKTPO3HEPreTuKn, Wwkada);

6) HaMmeHOBaHMA ycTpoicTBa (B ciyyae, ecnum yctpoinctBo P3A aBnsietcsa o6bekToM gucnetyepu-
3aumn, NCNoNb3yT ANCNEeTYEepPCKoe HaMMeHOBaHWe Takoro ycTpolicTea);

B) MOJENM yCTpOiCTBa M BEPCMM NMPOrpaMMHOro obecneveHus;

r) cepuiiHOro Homepa;

0) AaTbl BBOAA B 3KCMayaTauuio U CpoKa CNyxXo6bl;

€) AaTbl Noc/iefHero TeEXHNYECKOro 06CNyXnBaHus;

X) pe3ynbTaTtoB NPOBEPKM M3MepUTEesbHbIX Leneli 060pyaoBaHus;

2) WHopmaumio 0 BbIABNEHHbIX HEUCMPABHOCTAX yCTpoicTe P3A, Bkioyas notepiw nutaHusa, npona-
JaHve KaHa/ioB CBA3M, nepesarpysky, OWWOKW, BbIAB/IEHHbIE CUCTEMOIN BHYTPEHHE caMoguMarHOCTUKMW, Ha-
pYyLWEeHNS CUHXPOHU3aL NN BPEMEHMU, C YKa3aHUeM:

a) onucaHusa HeucnpasBHOCTU;
6) KaTeropuy HEUCNpPaBHOCTU: KpUTMYEcKas, HeKpuTuyYeckas nam nHopmMaLnoHHOe CobbITuE;
B) JaTbl Y BpeEMEHN hnKcaLnum HEMCNPABHOCTU;
r) BO3MOXHbIX NPUYNH BO3HUKHOBEHUS;
) BO3MOXHbIX MOC/EACTBUA HEYCTPAHEHUS HEUCNPABHOCTMY;
€) Mep U pekomeHgaunii No yCTpaHeHU0 HEUCMPABHOCTU UM PEMOHTY/3aMeHe.
3) 06wy OUEeHKY UcnpaBHOCTM M paboToCNOCO6HOCTN 060pyAOBaHMS.
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4) XypHan n3ameHeHnin daiinoB KoHcurypauum v napameTpuMpoBaHus ycTpolicTB P3A 3a BbliGpaHHbIi
nepuog,.

5.5.5 ACM P3A no pesynbTtataMm aHannsa paboTbl ycTpoiicTB P3A 1 peann3oBaHHbIX B MX cOCTaBe OyHK-
uuin P3A go/mkHa obecnevnBaTb OPMMPOBAHME OTUYETOB, KOTOPbLIE COLEPXAT CAeAyL Yy MHHopMauuio:

a) cBefeHns 0 3ahMKCMpOBaHHbIX COOLITUAX U pe3y/bTaTax aHanmsa paboTbl ycTpolicte P3A B APM
ACM P3A;

6) OoT4yeT No aHanui3y paboTbl ycTpolicTB P3A 1 peanun3oBaHHbIX B MX cocTaBe pyHKUnNn P3A;

B) WTOrOBYH ocuuanorpaMmy cobbiTua (OnynuoHasibHO).

5.5.6 OT4YeT No aHann3ly paboTbl yCTPONCTB P3A 1 peann3oBaHHbIX B UX cocTaBe (hyHKUmniA P3A gomkeH
cogepxatb:

a) AaTy 1M BpeMsi BO3HMKHOBEHMUSI COObITUSA;

6) AucneTyepckoe HaMMeHOBaHMe 06bekTa 3/1eKTPO3HEPTreTUKN;

B) AMcneTyepckoe HaMMeHOBaHWe OTK/IYeHHOro(bix) anemeHTa(oB) ceTu;

r) BUA4 NOBPEXAEHMA U NOBpeXAeHHble dasbl;

A) wHopmaymo 06 ycnewHoctn (HeycnewHoctn) TAMB nan OANMB;

e) pesynbtatr OMMN ana N30,

X) U3MepeHus napaMmeTpoB aBapuiiHOro W NpefaBapuiniHOrO pexuma ANs NOBPEeXAEHHOro npucoepun-
HeHus;

M) nepeyeHb ycTpoiicTB (hyHKuUMiA) P3A noBpexXAeHHOro 3jieMeHTa CeTU M HaxoAslWwmxcs B npegenax
Tpex nocnepoBaTesibHO COEAUMHEHHbIX ceTeBbiX 3fiemeHToB (1AM, T, AT) OT 3/IEMEHTOB CETWU, Ha KOTOPbIX
NAEHTUOULNPOBAHO MECTO NOBPEXAEHMNS, C yKa3aHNEM (PaKTUYeCckn cpaboTaBLUNX M NYCTUBLUMXCS YCTPOWCTB
(thbyHkumit) P3A (Mpy HanMuMM TEXHUYECKON BO3MOXHOCTU cbopa gaHHbIX)1) 1 ykazaHMeM COOTBETCTBYHLLUX
UM chyHKumnin yctpoiicte P3A, KoTopble A0/MKHbI 6blM cpaboTatb M NYyCTUTLCS NO pesy/nbTaTaM MoAenupoBa-
HUS aBapuUMHOro cobbiTusA 1 paboTbl YCTPONCTB (hyHKUMA) P3A ¢ MCNnoNb30oBaHWEM pacyeTHbIX MaTtemMaTuye-
CKMX Mogesiei cetn un ycTpoiicTs (dyHkumii) P3A (onunoHanbHoO);

K) pe3ynbTaTbl aHannsa paboTbl ycTpoiicTB P3A 1 peannsoBaHHbIX B UX cocTaBe (QyHKUunii P3A;

N) OUEeHKY npaBWIbHOCTM cpabaTbiBaHMSA M Nycka BCEX NpoaHa/IM3UPOBAHHbIX CTyneHeiln u yHKUni
ycTpolicte P3A;

M) Mepbl MO YCTPAHEHWI0 BbIABNIEHHbIX OTK/TOHEHWIA.

1) ACM P3A npv aBapuvitHOM COBbITVM A0/HKHA NPOBOAMTL aHa/IM3 M OLEHKY PaboThl BCex yCTpoiicTB P3A B npegenax
yyacTka SM1EKTPUYECKO CeTW, BKIIOYAOLLEro BCe pacnpefenvTefibHble YCTPOWCTBa OOGbekTa 3/IEKTPO3HEPreTuky,
HaxoZsaLmecs B npeaenax Tpex nocnefosaresibHO COeMHEHHbIX CETEBbIX 3/1eMeHTOB (J13M1, T, AT) oT pacnpeaenmTenbHbIX
ycTpoiicTB nnm J13M, Ha KOTOpbIX 3ad)MKCMPOBAHO aBapuiiHoe cobbITue.

10
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MpunnoxeHue A
(o6s3aTenbHoOE)

MepeyeHb UCTOUYHUKOB AaHHbIX M COCTAB TEXHOJIOTMYECKOU UHopmaunn,
NCMO/b3yeMOI B aBTOMaTU3MPOBAHHOW CMCTEME MOHUTOPUHTa (PYHKLMOHUPOBaHUSA
N aHannsa paboTbl MUKPOMPOLECCOPHbIX YCTPOIACTB pesieiiHoi 3aluTbl 1 aBTOMaTUKN

MepeyeHb NCTOYHMKOB Aa@HHbIX U COCTaB TEXHOOrMYeckoi nHgopmaumm, ncnonb3yemoin B ACM P3A, npuBeeH B
Tabnuye A.l.

Ta6nuya Al — WcTtouHunkn gaHHbix ACM P3A
HanmeHoBaHMe UCTOYHMKA AaHHbIX I‘IepeueHb MHdJOpMaLI,VII/I

MVKpOMpPOLECCOPHbIE  YCTPOW-  CUrHasIbl CaMOAMAarHoCTMKM (B TOM YMCe 0606LLEHHbIE CUTHASIbI HEMCTIPABHOCTH MO
ctBa P3A (Tenemsmepenusi, TC  kaxaoMy YCTPOICTBY (Komnniekty) P3A)
[BrtOyasa aBapwiiHo-npenynpe-
OUTENbHYHO CUrHanusauuiol,
ocunnnorpamma, KypHan  Co- - perpctpupyemMble B OCLAIIOTPAMME aHa/IOTOBbIE CUTHAsbI (WKW U3MepsieMble,
ObITuiA) BblUNCNSAEMbIE BEMMUMHBI):

- (hasHble HanpshKeHus;

- YTPOEHHOE HanpshkeHne Hy/eBOi nocnefoBaTeslbHOCTY;

- hasHble TOokK;

- YTPOEHHbIA TOK HY/1eBOW MOCeA0BaTeIbHOCTH;

- TOK B HeliTpasin (HyneBbIX BbiBogax) AT, T;

- yacToTa 3/IEKTPUYECKOro Toka

CUTHaUTbl Nepesarpysku

Tekylne namepsiemble (W/UNM BblMUCASEMbIE BEMYMHBI) aHa/I0roBblE CUMHasIbI MO
[LaHHbIM Tenen3mepeHns:

- hasHble HanpshkeHus;

- MexzaydasHble HanpsKeHus;

- ¢hasHble TOKY;

- yacToTa 3/IEKTPUYECKOrO TOKa;

- CMMMETpUYHbIe cocTasnaoLlme (npsivas, obpaTHas, Hynesas nocnegoBarteslbHo-
CTW) TOKOB 1 HanpshxeHui

perMcTpupyemble AUCKPETHbIE CUTHA/bI U3MEHEHWS COCTOSIHUA Mepek/ToYatoLLyxX
ycTpolicte P3A (BHYTPEHHMX) (MporpamMMHbIX JIOTMYECKUX Kodeli/nepeknoyare-
new)

perncTpupyemMblie OUCKPETHbIE CUTHasTbl U3MEHEHWS MOJSIOKEHNS MEepeKTioHaoLLIMX
ycTpoiicTB P3A (BHELLHYX)

perucTprpyemble OUCKPETHbIE CUrHasIbl cpabaTbiBaHusl qyHkuumM PAC Ha nyck 3a-
MCK OCLM/INIOTPaMM

perncTpupyemMble AUCKPETHbIE CUTHasTbI (DYHKLMOHPpOBaHMs P3A:

- cpabartbiBaHue YCTPONCTB (pyHKUMIA) P3A;

- cpabaTtbiBaHWe MyCKOBbIX, U3MEPUTE/IbHbIX W OpPraHoB MPOMEXYTOYHOW OTUKK
ycTpoicTB (dhoyHKumin) P3A

perncTpupyemMble AUCKPETHbIE CUTHAUIbI:
- aKTMBHas rpynna yctaBok (Homep);

- pexum paboTbl PyHKUMIA (BBEAeHa/BbiBeAeHA/

6/10KMpOBaHa);

- COCTOSIHUSI OTAENbHbLIX CTyneHel yHKUniA (BBeAeHa/BbiBeaeHa/

6/10KMpOBaHa);

- COCTOSIHME hYHKLMM OnepaTUBHOrO YCKOPEeHUs 3almT (BBeAeHa/BbiBeAEHA);

- cocTtosiHue dhyHKumm AMB (OAIMB, TAIB) (BBeAeHa/BbIBEAEHA);

- pexum AlB (ycnosusi cpabaTtbiBaHus);

- COCTOSIHME OTAE/bHbIX YNPaBASOWMX BO3AeicTBUiA (koMaHA) (BBeAeHbI/BbiBe-
[O€EHbl);

- PeXUM HapyLleHus hukcauum NpucoesyHEHnin Nno cucTemam LUnH
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MpoponxeHne Tabnuubl A. 1
HanmeHoBaHne UCTOYHUKA AaHHbIX

MWKpPOMPOLLECCOPHbIE  YCTPOIA-
ctBa P3A (tenemsmepenusi, TC
[BkNtOHas aBapuitHO-Npegynpe-
ONTENbHYH0 CUrHanM3aumio),
ocumnnorpaMma, >KypHan co-
ObITWIA)

ABTOHOMHBIi perucTparop asa-
puiiHbIX cobbitnii (TC, ocumn-
norpaMmMa, TEKCTOBbI/i OTHYET 06
aBapuiiHOM CO6bITWN)

CTaHUMOHHbIN KOHTpO/nep
(cepBep TenemexaHukm)

Lindoposoii N3MepUTeNbHbINA
npeo6pasoBatenib (MHOroyHK-
LMOHASIbHBbII)

Cepsepbl ACYTI (CCIMNN), cep-
BEP MOHUTOPWUHIA W ANArHoCTu-
KN UMPOBBLIX KOMMYHMKaLWiA
no npotokonam (cm. [3]) (cep-
Bep PC BAIC)

KoHTponnepbl NpucoeivHeHuit

CepBep cucteMbl obecrneyeHus
€4MHOro BpeMeHun

12

MepeyeHb MHopmaLmm

permcTpupyemMble OUCKPETHbIE CUTHA/IbI HEMCMPABHOCTU BHELUHMX LEMei, KOHTPO-

nupyembix yctponcteamn P3A

dhaiinbl KoOHGMrypaumii 1 napameTpupoBaHust ycTpoiicts P3A
dhaiinel ocupnnorpamm

dhalinbl XypHasia cobbITui

CUrHasIbl CaMmoAnarHoCTUKN

CUrHas O Mycke 3anucu ocUUIIorpamMmbl

aHanoroBsble U AMUCKPeTHble curHauibl, peructpupyemble PAC no MOCT P 58601

- Nepek/oYeHne C OCHOBHOMO KOHTPOJI/iepa Ha pe3epBHbIi (411 KOMMYHMKALMOH-

HOro KOHTpoNepa);

- COCTOSiHME KaHa10B CBA3U C pernoHasibHbIM AUCNEeTYEPCKMM ynpaBneHnem, LeH-
TPOM ynpaBneHna ceTaMn, permoHasibHbIMXA CETEBbIMUA KOMMaHUAMMN (OCHOBHOFO n

pe3epBHOr0);

- CUIHa/Tbl CaMOANarHoCTUKN:

a) AmarHocTuyeckas MHdopmaums Modynei, BXOAALWMX B COCTaB KOHTPOIepa,;
6) HanMuMe NUTaHWA YCTPoicTBa (OCHOBHOIMO M PE3EPBHOIO);

B) COCTOAHME U ANarHoCTuKa nopToB; Hasinyme BHYTPEHHUX CUCTEMHbIX OLUMBOK "

HeMCﬂpaBHOCTel‘;I

CUrHa bl CaMOANArHOCTUKM:
Ha/MuMe NUTaHKs ycTpoiicTBa (OCHOBHOTO M pe3epBHOro);

- COCTOSIHME W AMArHOCTUKA MOpPTOB;

- Ha/IMuMe BHYTPEHHUX CUCTEMHbIX OLUMGOK 1 HeUCNpPaBHOCTEN;
TeKyLIMe N3MepeHns oasHbIX TOKOB U HANpPsKeHUi

nsmepeHve hasHbIX TOKOB 1 HanpshxeHuii (4ns cepeepa ACYTI (CCrN))
CUrHasIbl HENCMPABHOCTY CBA3M C MUKPOMPOLLECCOPHbIMK ycTpoiicTBamy P3A

CUrHaU/1bl camMoanarHoCTUKK:
- COCTOsAAHME K AnarHoCTuka nopTos,;
- Haymymne BHYTPEHHUX CUCTEMHbIX omn6oK 1 HeMCHpaBHOCTeVI

CWTHasbl OTK/IUEHNsI cepBepa
TekyLye 13MepeHusi oasHbIX TOKOB W HANPSHKEHWIA

CUTHaU/1bl caMoanarHOCTUKN:

- AvarHoctunyeckas uHdopmaums moaynei, BXOASALWMX B COCTaB KOHTPOEpa;
- Ha/mMymne nuTaHus ycTpolictea (OCHOBHOIMO 1 pe3epPBHOr0);

- COCTOsiHME U AnarHoCTuka nopTos,

- Ha/IMune BHYTPEHHWX CUCTEMHbIX OLLIMOBOK ¥ HEMCNpaBHOCTENR

CUTHasIbl U3MEHEHWS NMOMOXEHNS BHELLHKX Nepek/oyarwmx yeTpoincte P3A
CUrHasIbl HeMcnpaBHOCTU
CUrHasibl NoTepu r1o6asbHOr0 UCTOUHMKA BPEMEHN

CUrHaU/1bl camMoanarHOoCTUKK:
- COCTOsAAHME N AnarHoCTuka nopTos,;
- Ha/mmuymne BHYTPEHHUX CUCTEMHbIX OLINBOK © HeMCHpaBHOCTeVI



OkoHuyaHve Tabnuupl A. 1
HanmeHoBaHne UCTOYHUKA AaHHbIX

TenekoMMyHUKaLMoHHoe 060-
pygoBaHue JIBC o6bekTa anek-
TPO3HEPreTHKM

O6opygoBaHme 1 annapartypa
KaHana cBA3n Ana OYyHKUMOHN-
poBaHus P3A

conT

(Tenensmepenns, TC [BIo4vas
aBapuiiHo-npegynpegnTenb-
HYI0 CUTHasIM3aumio], ocumno-
rpamma, >XypHasa cobbITuiA)

VIHchopMaLMOHHBIi 0o6mMeH
fanHbimn ¢ ACA P3A AL v
MHBbIMW cuUCTeMamy  cybbekTa
3/1EKTPO3HEPreTUKN, NO3BO/ISIO-
WM chopmMmnpoBaTh pesysnbTa-
Tbl MOAENMPOBAHNSA aBapuitHO-
r0 COBbITUS C MCMO/Ib30BaHMEM
pacuyeTHbIX  MaTemaTU4ecKux
MoZeneidi cetTM W YCTPOIACTB
(doyHkumin) P3A

NHhopMaLmMOHHbI 06MeH aaH-
HbIMW C onepaTuBHO-NHgOpMa-
LIVOHHBIM KOMIN/1IEKCOM

Pernctpatop CcOGbITWIA  BbICO-
KOaBTOMATV3MPOBaHHON  nog-
CTaHUMM AN MOHWUTOPUHIa W
ANarHocTvkn  UndpoBbIX  KOM-
MyHuKauuii (cm. [3]) (PC BAIC)

FOCT P 72289—2025

MepeyeHb MHOpMaLun
CUrHa/1bl HEUCMPaBHOCTU

CUrHa/1bl CaMOAMarHOCTUKM:
- COCTOSIHME ¥ AMarHocTvKa NopToB;

- 3arpy3ka ceTeBbIX MHTepPHencos;

- HaJMumMe nuTaHusl ycTpoicTea (OCHOBHOIO 1 PE3EPBHOr0)

CUTHa/Tbl HEVCMPABHOCTM M CAMOAMArHOCTUKY BbICOKOYACTOTHBLIX MOCTOB, a Takke
TEXHUYECKMX CPEACTB CBSI3W, MpPeAHAa3HAUEHHbIX A/ OpraHu3aumn KaHasioB CBS3M,
UCMOSIb3yeMbIX AJ11 Nepeaaun nHopmaummn mexay yctpoiicteamu P3A

CUTHaU1bl HEMCNPABHOCTUN B KaHau1€ CBA3U

CUrHasbl HeucnpasHoCcTU (curHanmsaums) COMMT:
- curHasnbl HencnpasHocTn COIMT;
- cpabartbiBaHue CUrHanM3aLUmm CHKEHNA CONPOTUB/IEHUS N301ALMN

Tekylne nsmepsemMble (WM BblMUCAEMbIE BEINMYMHBI) aHaI0roBble CUTHASIbI:
- CONPOTUBEHNA U30NALNK;

- HarnpskeHne mexay nosntocamu;

- HanpsbkeHve mexay nosocamun n «3emseii» COMT

peructpupyemble COMT aHanoroBble CUrHasbl (UMM U3MEpsiEMbIE, BbIUUC/SEMbIE
BE/IMUMHBI) U AUCKPETHbIE CUrHAbI

pe3yfbTaTbl aHaM3a MyckoB M cpabaTbiBaHWii (oyHKLMIA peneiiHoii 3amTsl 1 ceTe-
BOIi aBTOMATVKN WM UX OTAEMbHBLIX CTyMEeHel UCXoAs U3 XPOHOMOMMK aHanusnpye-
MO0 aBapmiiHOro CoBbITUS

N3MEHEHNE NOJTI0XEHNA KOMMYTalUWOHHbLIX annapaTtoB o6bekTa 3N1EKTPOIHEPIreTUKN

CurHanbl caMoanarHoCTUKK:

- COOTBETCTBME KOMMYyHUKaunii GOOSE, SV n MMS daiiny SCD;

- 06HapyxeHve He onucaHHbIx thaiinom SCD GOOSE, SV n MMS koMMyHUWKauwmii ¢
OTOBPaKEHNEM UX NapameTpos;

- 0bHapyxeHue nogxntoueHust K JIBC yCcTpocTB, He onucaHHbIx thaiinom SCD;

- HewcnpaBHocTb GOOSE, SV 1 MMS KOMMYyHVKauuii;

- HEencnpaBHOCTb CUCTEMbI 06ecneveHns eJMHOr0 BPEMEHW.

daiinbl XypHania cobbITuil (MU HanMuuK).

daiinbl ocumnnorpamm (MpY HaMuum).

daliinbl 3axBata ceTeBoro Tpadgvka B qgopmate PCAP (Packet Capture) ¢ nyckom no
cobbITvaAM gnarHoctrkn MMS, GOOSE 1 SV KOMMyHMKaUMiA ¢ 3axBaToM npegasa-
pWIHOTO, aBapuiiHOTO 1 MOC/IeaBapunHOrO PEXNMOB (C OAHOBPEMEHHbIM 3aXBaToM
Tpaduka B pas3/inyHbIX CErMEHTax ceTu)
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MpunoxeHve b
(o6sa3aTenibHoOe)

TpeboBaHUA K MUHPOPMALVMOHHOMY B3aMMOAENCTBUIO aBTOMATU3NPOBaHHONM CUCTEMbI
aHanmsa paboTbl YCTPOICTB pesienHon 3aWmTbl 1 aBTOMATUKN
M aBTOMaTU3NPOBaHHOW CUCTEMbI MOHUTOPUHIa PYHKLMOHNPOBaHMA
M aHanmsa paboTbl MUKPOMNPOLLECCOPHbIX YCTPONCTB pesieiHon 3aWmnTbl 1 aBTOMaTUKN

B.1 Tpe6oBaHUs K MHpOpPMaLUNOHHOMY 06MeHY AaHHbiMU n3 ACA P3A AL B ACM P3A

B.11 VHdopmaumsn, npegasaeman n3 ACA P3A AL, B8 ACM P3A, fomkHa coaepxars:
a) vHdopmaumio 06 NAEHTUDULMPOBAHHOM BUAE U MECTe MOBPEXAEHNSA, BKIHOYaS:
- AaTy 1 BpeMs MOMeHTa BpemeHun dnkcauumn nospexaeHns (K3);
- party n Bpema OMIT;
- HaMmeHoBaHue noBpexaeHHol JIAM wm AT, T,
- Bug K3;
- noBpexXAeHHble ¢asbl;
- MHopMaLMo 0 pacyeTHOM MecTe MoBpeXAeHus;
- [elicTByloLMe 3HaUYeHUs hasHbIX HAMPSHKEHWIA 1 TOKOB, CUMMETPUYHBLIX COCTaBAIOLLMX HAMPSHKEHWIA 1 TOKOB
B JOaBApPUINHOM pexume;
- [elicTBytoLMe 3HauYeHUs hasHbIX HANPSHKEHWI 1 TOKOB, CUMMETPUYHbIX COCTaBIAIOLLMX HAMNPSHKEHWIA 1 TOKOB
B MOMEHT BPEMEHU OnpefeneHns MecTa NoBpeXaeHus;
6) wHcopmaumio 06 ycnewHoctn TAMB;
B) MHchopmauumio 0 NnpeaBapuTenbHON OLEHKE NPaBUIbHOCTY cpabatbiBaHUiA ycTpoiicTB P3A, nyckoB u cpabaTbiBa-
HUIA chyHKUMIA P3A nnm oTaenbHbIX CTyneHel doyHkumii P3A (Mpy Hanmnumm AaHHbIX O NycKkax v cpabaTtbiBaHUSX QOYHKLWIA,
OTAeNbHbIX CTyneHel hyHkumii P3A B ocuniiorpammax).
B.1.2 CocTaB fononHUTENbHON MHhopmaumu, nepegasaemoli n3 ACA P3A ALl B ACM P3A, onpegensietcst Cyobek-
TOM onepaTvBHO-AUCNETHEPCKOrO YrNpaBieHNs B 3NEKTPO3HEPreTuke.

B.2 Tpe6oBaHns K nHhopMaLnoHHoi coBmecTumocTn ACA P3A [LL c ACM P3A

B.2.1 3HaueHMss naeHTUUKaTOPOB YCTPOCTB M doyHKUMA P3A, chopmat, NpoTOKO/T M HACTPOIKA MapameTpoB WH-
dropmanmoHHoro obmeHa mexay ACA P3A L, B8 ACM P3A HeobxoaMmo Cor/iacoBbiBaTb C CyObEKTOM OnepaTMBHO-AMC-
MeT4epCKOro ynpas/ieHUs1 B 3/IEKTPO3HEPreTuKe.

b.2.2 MNMepepgaya gaHHbIX oT ACA P3A AL B ACM P3A gomkHa OCYLECTB/IATLCA C MCMO/b30BaHWEM MallvHo4vuTa-
embIx hainnos B hopmate XML B Buge xml-gokymeHTa 1 otyeTa B hopmarte PDF.

Bb.3 Tpe6oBaHus K MHhopMaunoHHOMY 06MeHY gaHHbiMn n3 ACM P3A B ACA P3A AL

B.3.1 ACM P3A fomxHa BbINOMHATbL B aBTOMaTMYECKOM pexumMe nepeaady caiinos ocuuiiorpaMmm 1 xypHanoB co-
ObITUIA, 3anNMCaHHbIX MUKPOMPOLLECCOPHbIMY ycTpoiicTBamy P3A, Bk/IoUYas ocumIorpaMmbl, 3anmcaHHble aBTOHOMHbLIMU
peructparopamu aBapuiiHbIX COGbITUIA, B cuctemy cbopa gaHHbix PAC AL

B.3.2 ViHdhopmaumoHHbIn obmeH mexay ACM P3A n cuctemoin céopa gaHHbix PAC L, AomkeH GbITb OCyLeCcTBEH
B cooTBeTcTBMM € TOCT P 59550.
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MpunnoxeHve B
(o6sa3aTtenbHoOE)

FOCT P 72289—2025

MepeyvyeHb COObITUIA AN MOHUTOPUHIA UCMPABHOCTU BHYTPEHHUX KOMIMOHEHTOB
060pyAOBaHNA penenHon 3aWwmnTbl N aBTOMAaTUKN

MepeyeHb COBLITUIA 411 MOHUTOPUHIA UCMPABHOCTM BHYTPEHHWUX KOMMOHEHTOB 0GOPYAOBaHMS NpUBEAEH B Tabnu-

ue B.11).

Ta6nuuya Bl — CoObITUS MOHUTOPUHIA NCMPABHOCTY BHYTPEHHMX KOMMNOHEHTOB 060pYyA0BaHMS

MapameTp

CUHXpOHM3auus
BpPEMEHN

AnnapartHoe
obecnevyeHue

MporpamMmmHoe
obecneyeHne

Mepe3arpyska
ycTpolicTBa

Myck
ocuunnorpadga

BHyTpeHHue
n3meputesibHble
uenmu

CobbITuA

HencnpaBHOCTb CUHXPOHU3ALMM BPEMEHM.
C6poc YacoB UM namsTy

HewncnpasHocTb AL,

HeuncnpaBHOCTb BHYTPEHHEro NUTaHus.
HeuncnpaBHOCTb MOAYNSA LEHTPasIbHOro npo-
Leccopa.

HewncnpaBHOCTb MOAyNs aHasI0roBOro BBOAA.
HeuncnpaBHOCTb MOAYA AUCKPETHbIX BXOAOB/
peneiHbiX BbIXOAOB.

Huskunin 3apsg, 6atapen

HencnpaBHOCTb OMEPATVBHOIO 3anoMUHAK-
LLEero ycTpoiicTea

HencnpaBHOCTb MOCTOSIHHOTO — 3anoMuHato-
LLlero ycTpoiicTea

HewncnpaBHOCTb AaTunka LyroBOW 3alyThl.
HewucnpaBHoCTb nepudepuiiHoro 610ka ayro-
BOI 3alyTbl NPUCOEANHEHMS

HeuncnpasHocTts MO

Mepesarpyska ycTpoiicTBa.
Mepe3arpyska npu ownbke MO.
Mepe3arpyska npu notepe nuTaHus.
UacTan nepesarpyska ycTpomnctea

YacTblii mycK 3anMcy oCLMIIIorpamumbl

OwmbKa N3MepuUTesIbHBIX Lienei

Onuncaxue

C60ii U oLLMGKa CUHXPOHU3ALMI BHYTPEHHUX
yacoB peasibHOr0 BPEMEHU, HEMOCPEACTBEHHO
B/MAIOLLAA HA paboTy yCTpoiCTBa.

C6poc BpeMeHM UM HaCTPOEK BHYTPEHHUX ya-
coB

HeucnpasHocTb AL, o4HOro K3 BHYTPEHHUX
npeobpasoBartenieli  HamnpskeHusl,  CUrHasbl
HeucnpasBHOCTEW 3/1EKTPOHHBIX MOoZyfen, cur-
Hanv3aumsa o0 HM3KOM 3apsife 6atapen ycTpoii-
cTBa

O6O06LLEHHbIV CUTHA/T HEMCNpPaBHOCTU onepa-
TUBHOI NamsITh

O6O00LLEHHbIV CUTHA HEUCTPABHOCTU 3HEpro-
3aBUCVMOIA MM 3HEPrOHE3aBMUCUMOI NamATK

OG606LLEHHbI cUrHan HeMCNPaBHOCTM 3alLuUThbI
OT AYroBbIX 3aMblKaHWiA

O606LLEHHbIN curHan HeucnpasHocTh MO

CurHauibl nepesarpysku 1 curHanbl Npu OTK/IO-
YeHNW/BKIOUEHWM ycTpoicTBa P3A.

YacTaa nepesarpyska BbIsIBSIETCA MO hakTy
nocnefoBaTtesibHON perncTpauuy ¢ MMHUMa Ib-
HOli NEepUOANYHOCTLIO HECKOSIbKUX CUTHas10B
nepesarpysku

YacTbllii nyck ocuunnorpada BbISBASETCA MO
thakTy nocnegoBaTeslbHOM — perucTpaumm ¢
MVHMMaJIbHOW  NEPUOAMYHOCTBID  HECKO/BbKUX
MyckoB ocuwuniorpaga oT OAHOro YCTpoicTBa
P3A 6e3 dmkcaummn aBapuiHbIX COObITUI

O6OO6LLEHHbIN CUrHas, BKIOYAOLWWIA CUTHabI
HEeCVMMETPUN U3MePEHUIA, HeNpaBWIbHOTO Ye-
penoBaHuna (pas, HEWCNpPaBHOCTU BTOPUYHbLIX
ueneli TpaHcchopmaTtopa Toka, TpaHcdopma-
TOpa HanpshkeHus

1) MepeyeHb COAEPXKMT MUHUMA/IbHBIE TPEBOBAHKS B YacTU COBLITUIA, HEOBXOAMMbIX 4151 MOHUTOPMHIA UCMPABHO-
CTU BHYTPEHHKX KOMMOHEHTOB 060PY0BaHNsI, NMPY COOTBETCTBYHLLEM 0G0CHOBAHUU/HA/IMYMM TEXHUYECKOW BO3MOXHOCTY
nepeyeHb MOXET ObITb PACLLUMPEH.

15



FOCT P 72289—2025

OkoHuyaHne Tabnuubl B. 1

MapameTp

TemnepaTypHblIii
pexum paboThbl

JocTtyn
K YCTPOWCTBY

Pexvm paboTbl
yCTpoiicTBa

16

CobbiTus

OnacHblii TeMnepaTypHbIn peXxmm

MoakntoyeHre K yCTPOICTBY.

MpeBbIlEHNE KONMMYecTBa NOMbITOK ayTeHTU-
Gomkaumm.

Ownbka aBTOpM3aALMM

OTK/OYEHNE YCTPOICTBRA.
MepeBog B TECTOBLIN PEXMM

OnuncaHne

Pa6oTa B ycnoBusx Bbixoga TemnepaTypbl 3a
npeaesbl LOMYCTUMbIX 3HAYEHWIA.
OO6O0O6LLEHHBI CUrHa/T HeponycTUMoln Temne-
patypbl y3710B 060pyA0OBaHUs, Hanpumep ne-
perpes npoueccopa 1 npoyee

CvrHanmsaumsa 0 NOAKMIOYEHNN YCTPOICTBAa K
nepcoHasibHOMY  KOMMbIOTEPY  MOCPEeACTBOM
cepsucHoro 0.

CvrHanmsaums 0 npeBbIeHUn [0NyCTUMOro
KONMyecTBa NonbITOK ayTeHTUdMKaLLMN

VI3MeHeHne pexuma paboTbl ycTpoiicTBa B
0fHO 13 cocTosiHMIA: BBepeHo/TecTt/TecT n Bno-
KnpoBka/BbiBog,
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MpunoxeHune I
(o6s3aTenbHoOE)

MepeyeHb COGbLITWIA A1 MOHUTOPMHIA MCNPABHOCTU BHELIHUX Lenei

MepeyeHb CobbITWIA 419 MOHUTOPUHIA NCMPABHOCTM BHELLHMX Leneli obopyaoBaHus npueedeH B Tabnuue In.1.

Tab6nunya T[1— CobbITUSA MOHUTOPUHIA UCMPABHOCTU BHELLHWX Lieneli obopyaoBaHus

MapameTp

MutaHne
onepaTtuBHbIX Lienei

KoMMyHuKaumsa
¢ o6opygoBaHnem
P3A

CBAsb mMexay
(PYHKLMOH&/TbHO
CBAI3aHHbIMK
ycTpoiictBamn P3A

Mepekntoyarowpe
ycTpoiictea P3A
n ACYTI

Co6bITusA

OTK/IHOYEHNE BHELLHErO NUTaHNS
yCTpolicTBa.

OTK/IOYEHNE MUTAHUST BXOAHBIX
uenei.

OTK/IIOYEHNE NUTAHUA  BbIXOA-
HbIX Lienei

HeuncnpaBHOCTb  NOAKMOYEHUS
cBSi3n ¢ 06opyaoBaHnem P3A

C6oli 0bMeHa OaHHbIMU Mexay
(hYHKUMOHANBHO  CBSA3AHHbLIMU
ycTpoiictBamn P3A

HecooTBeTcTBME TekyLlero no-
NOXEeHNs 3afjlaHHOMY

OnucaHne

CurHanbl OTKIIOYEHMS aBTOMATWYECKUX BblK/oUaTenei
NUTaHWUSA YCTPOICTBA U NUTaHNA ONepaTuBHbIX Lenel, He-
ucnpasHocTu COMT nm cucTeMbl COBCTBEHHbIX HYX[, Ha-
Nnyvie onepaTMBHOIO MUTaHWSA W KOHTPO/Ib UCMPaBHOCTU
Lenein ynpasfieHWsi CUIOBbIX BbIK/OYaTeNen HanpskeHu-
eM 6 kB v Bblwe

CobbITve OTCYTCTBMS NOAKNIOYEHUS Uk ¢60s1 CBA3W € 060-
pyposaHuem P3A

KpaTkoBpeMeHHas wiv AnutenbHas notepsi CBAsw, c6oi
nepefayn AaHHbIX B KaHanax CBSA3W, HEWCMPABHOCTb WM
BbIBOA M3 paboTbl KaHanoobpasytoleid annapaTypbl 415
ycTpoiicte P3A (audbchepeHumansHasn 3awmra IMHUK, Bbl-
COKOYaCTOTHbIV NocT AvddepeHumanbHo-asHol 3awm-
Tbl, YMACK)

CobbITe BbISIBASETCA MPW HECOBMafgeHWW Tekyllero no-
NoXeHus nepekntovarowero ycrpoiictea P3A n ACYTI ¢
3a/laHHbIM 3Ta/IOHHbIM MOJIOXKEHMEM AN AAaHHOro nepe-
Kntovatowlero yctpoiictea P3A n ACYTIT B aBTOMATM3NPO-
BaHHOW CUCTEME MOHUTOPUHra
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MpunoxeHuve [
(o6sa3aTenibHOeE)

MepeyeHb COOBLITUI A1 KOHTPOSA N3MeHeHus hanioB KOHQUrypaumm
1 napameTpupoBaHNA MUKPOMNPOLLECCOPHbIX YCTPOWCTB
penenHon 3awmTbl U aBTOMaTUKN

MepeyeHb CoBbLITUI ANS KOHTPOMSA U3MEHEHUA dhaliioB KOH(Mrypauum 1 napaMmeTprupoBaHns MUKPOMPOLLEECCOPHbIX
yctpoiicte P3A npvBegeH B Tabnmue O.1.

Ta6nunuya [O1 — CobbITUs KOHTPO/IA M3MEHEHNS (DaiNIoB KOHhMrypaummn 1 napameTpupoBaHns ycTpoincte P3A

MapameTp

KOHTpO/b n3MeHeHus
KOHpurypaumm

1 napamMeTpMpoBaHns
MWKPONPOLLECCOPHOro
ycTpoiictea P3A

KOHTpOb n3meHeHus
KOHpu1rypaumm
1 napameTp1poBaHns
doyHKuMn PAC

MpumevyaHna

CobbITus

HecooTBeTCcTB/E NapamMeTpoB Ha-
CTPOWKN B Tekyllem chaiinie KoH-
durypaumm n napameTpupoBaHus
ycTpoiictBa P3A 3agaHHOMy 3Ta-
NIOHHOMY dhaliny KOoHMIypaumm
1 napameTprpoBaHna MUKPOMpPo-
LLeCCOpPHOro ycTpoiictea P3A

HecooTtseTcTBrE napameTpos
HacTponkn doyHkumm PAC B Teky-
wemM pavine koHdurypaumm oc-
uunaorpamMmmbl MUKponpoLeccop-
Horo ycTpoiictea P3A 3agaHHOMY
3TaNOHHOMY ¢halinly KoHdurypa-
UMM ocumnorpamMmmbl MUKPOMPO-
LLeccopHoro yctpoiictea P3A

OnucaHve

CobbITe JO/MKHO BbISBNATLCA Mpu aHanuse B ACM
P3A Tekywlero ¢paiina napameTpupoBaHUs YCTPOIi-
ctBa P3A v HecoBnageHuu ero ¢ 3afaHHbIM 3Taul0H-
HbIM (paiiiloM KoHcurypaumm n napameTpupoBaHus
(Npy HaNMUMN TEXHUYECKOW BO3MOXXHOCTY MalLMHOYM-
TaemocTu):

- Bepcum MO,

- TeKyLleil akTUBHOI rpynrbl YCTaBoK;

- 3Ha4YeHWii NapamMeTPOB HACTPONKKU (YCTaBOK)

Co6bITve [O/MKHO BbIABNATHCA Npy aHanmse B ACM
P3A Tekywero chaiina KoHdurypauum ocuunnorpam-
Mbl (TONBLKO ANS1 CnyvyaeB npeacTaBneHus alisios B
dopmatre COMTRADE) 1 ero HecoBnageHusx C 3a-
[aHHbIM 3Ta/IOHHbIM (haitfioM KOHdMrypauum ocumn-
norpammbl (CFG, .CFF), B yactu:

- KONMYecTBa aHasI0roBbIX U IUCKPETHbIX KaHAs0B;

- NnopsgKka CnefoBaHWs aHasloroBbiX W AUCKPETHbIX
KaHas0B;

- HaMMeHOBaHWIi aHasI0rOBbIX U ANCKPETHbIX KaHas10B;
- HaMMeHOoBaHUs noAacTaHuuK (station_name), ycTpoit-
ctBa P3A;

- HammeHoBaHus P3A (rec_dev_id);

- roga pegakumm cpopmata COMTRADE (rev_year);

- 4acToTbl AncKpeTM3aumn (samp);

- UHJIOpMaLUMM O BPEMEHM W COOTHOLUEHWN MeXay
MeCTHbIM BpemeHem n UTC (SU) (time_code, local_
code)

1 STan1oHHbIN thalin KoHUrypaumm 1 napameTpupoBaHus: guaiin KoHdpurypaumm n napaMmeTpmpoBaHms MUKPO-
NpoLEeCCopHOro yctpoiictea P3A, AaHHble KOTOPOro NPUHSTLI 38 UCXOAHYIO (3TasI0H) MHGpopMauumto (B YacT napame-
TPOB HacTpoiikn (yctaBok) P3A) mpy nepBMYHON KOHMMrypaumm MMKPOMPOLLECCOPHbIX ycTpoiicTe P3A B ACM P3A.
3a 3Ta/I0HHbI haiin KoHdUrypaumm 1 napameTpmpoBaHns npuHuMaeTcs dhaii, chopMMpOBaHHbIA Mo pesysbTaram
BbINOSIHEHUA 3afaHNA BnafesbLa 06bekTa 3/1EKTPOIHEPTETVKM U NPOLLEALLNIA NPOBEPKY BbINOSIHEHNS 3a4aHns Mo Ha-
CTpoiike ycTpoiicTBa P3A BnagesnbLem 06beKTa 3M1EeKTPOIHEPTETUKM.

2 DTa/l0HHbIN haiin KoHUrypaumm ocumaiorpammel: aiin KoHurypaumm ocLuuiiorpaMmel, 3anucaHHbIi My-
KPONPOLLECCOPHbLIM YCTPOCTBOM peseinHoN 3aluuThl, CETEBOM aBTOMATUKM WM aBTOHOMHbIM PAC, faHHble KOTOporo
NPVHATBI 332 UCXOAHYO (3Ta/I0H) MHAIOPMAaUMIo (B YacTU PerncTpupyemMbiX aHasoroBbIX UM AUCKPETHBLIX CUTHASI0B) Mpu
NepBUYHOW KOHMMIypaummn YCTPONCTB peneiiHoli 3alyTbl, CETEBOI aBTOMAaTUKU 1 aBTOHOMHbLIX PAC B ACM P3A.
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MpunoxeHue E
(o6s3aTenbHoOE)

FOCT P 72289—2025

MepeyeHb COBLITUIA A1 MOHUTOPUHIA U ANArHOCTUKN LUPOBBLIX KOMMYHUKaLWNiA

MepeyeHb COOLITUIA A1 MOHUTOPUHIA M OUArHOCTUKU LMGIPOBLIX KOMMYHMKaLMiA No npoTokonam [3] npuBedeH B

Tabnuue E.1.

Tabnuuya EI1 — CobbITS MOHUTOPUHIa UCNPaBHOCTY LMGPOBBLIX KOMMYHUKaumii (cm. [3])

MapameTp

JocTynHocTb
o6opypoBaHus B JIBC

CBA3M pas3MYHoro
060py0BaHNsT Mexay
coboin n cBA3n
o6opyaoBaHus

c ACYTN

CobbImust

OTcyTCTBME Nepefayn [aHHbIX OT 060pyAoBaHUA Ha
06LLYI0 LUMHY YPOBHEN npouecca/npucoeguHeHns/cTaH-
78

OTcyTCcTBME OTBETA OT 060PYAOBaHWS NpW €ro onpoce
C NMOMOLLbKO CTaHAAPTHbIX YTWIUT MOHUTOPWHIa AOCTyn-
HOCTW.

OTcyTcTBME MHGIOPMaUMM 06 OCHOBHbLIX MNapameTpax
obopypoBaHus (IP-agpec, vMcnpaBHOCTb YCTpPOWCTBA WU
€ro NUTatoLLMX 3/IEMEHTOB, TEKYLUMIA CTaTyC, LOCTYMNHbIE
6M10KN KOHTPO/IS OTHETOB U T. 4.)

GOOSE-/MMS-/SV-coo6udeHne:

- 0BbHapyxeHune nepegaun coobuieHuii no JIBC He B co-
OTBETCTBMM C KOHGPUIypaumnoHHbIM chainniom SCD;

- 0BHapyxeHne notepu coobLLEeHMS OT YCTPOCTBa MO
cermeHTy cetn PRP1) (A wn B);

- HapylLeHue nocnefoBaTenbHOCTY nepejayn cooblue-
HWA;

- M3MeHeHVe Npu3HaKoB/KauecTBa CMHXPOHU3auun Bpe-
MEHMN COOBLLEHNIA;

- 3a/iepxKa nepegaynm coobLLEeHWn No cetu (C ykasaHu-
€M BPEMEHN 3a4epPXKN);

- HEeCOOTBETCTBME NPUKNAAHbIX Y KOMMYHUKALVOHHBIX
napameTpoB COOBLLEHMIA N UX CTPYKTYPbl AaHHbIX KOH-
durypaymoHHomy dpaiiny SCD (C ykasaHMeM O6GHapy-
YXEHHbIX HECOOTBETCTBWIA);

- Ha4yaU10 1 3aBepLUEHNE nepegayn COobLLEHWI, He onu-
CaHHbIX thainnom koHdurypaumm SCD;

- M3MEHeHne kadvecTBa ([OCTOBEPHOCTM) nepepaBae-
MbIX CUTHA/10B;

- nepegaya CMMy/IMPOBaHHbIX COOBLLEHNIA;

- n3meHeHne MAC-agpeca UCTOYHMKA COOBLLEHWIA;

- ycTtaHoBka MMS coeanHeHUs1 ¢ KIMEeHTOM/CepBEPOM,
onucaHHOM/He onucaHHOM B dhalinie KoHgMrypaumm
SCD;

- 3aBepweHne MMS coeguHeHusi ¢ KaneHTom/cepse-
poM, onucaHHOM/He onucaHHOM B oaline SCD;

- nepegaya OTYETOB OT cepBepa, ONMCaHHOro/He onu-
caHHoro B thaiine SCD;

- nepegaya komaHpg, 3anvucu/ynpasneHns MMS oT knn-
€HTa, OnMcaHHOro/He onvcaHHoro B haline SCD;

- nepegaya KomaHg yrnpaBfieHUst OT K/MEeHTa C Hekop-
PEKTHbIMX nNapameTpamu, He COOTBETCTBYIOLUMMW Ha-
CTpOiikaM MOZENN ynpaB/ieHUs cepBepa;

- OTMeHa KOMaHAbl yrnpas/ieHua OT K/IMeHTa C HeKop-
PEeKTHbIMX NapameTpaMu, He COOTBETCTBYHOLLUMMU Ha-
CTpOiikaM MOZENN ynpaB/eHUst cepBepa;

OnucaHue

Co6bITUS1  KpaTKOBPEMEHHOW UK
ONMTENbHOW noTepu CBsi3W, Cc6osi
nepefayn AaHHbIX B KaHasax CBsi-
31, HEWCMNPaBHOCTU WM BbIBOAA
M3 paboTbl kaHanoobpasytoLlei
annaparypbl

Co6bITMA noTepU N UCKaKEHUS
nepenaBaemMbiX MakeToB AaHHbIX,
nosiy4yeHna gaHHbIX OT HeonncaH-
HbIX B KOHJIMrypaumm obopyaosa-
HWA, HEeuUcnpaBHOCTb WU BbIBOA
u3 paboTbl KaHanoobpasywLlel
annaparypsbl, c60ii nepefayv aaH-
HbIX B KaHaU1aX CBA3N

1) Parallel Redundancy Protocol (PRP) — npoTokon napannenbHOro pe3epBupoBaHus.
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OkoHuyaHve Tabnuupl E. 1

MapameTp CobbITuA OnwucaHune
CB#3n pa3nnyHoro - OTK/NIOHEHWe/NoATBEPXAEHNE BbINOSIHEHUS KOMaHZbI
obopyfoBaH/A Mexay  Ynpas/ieHus CEpBEpPOM;
co6oii 1 cBsA3n - 0BbHapyxeHune HoBoro mactepa PTP1) B cety;
06opyaoBaHNA - n3MeHeHuve knacca mactepa PTP;
C ACYTN - OBHapyXeHne pPesKoro M3MEHEHUST 3HAYEHUS] KOpPPEK-

Lum Bpemenun PTP.

1) PTP (aHrn. Precision Time Protocol — «nNpoTOKOM TOYHOrO BPEMEHW») — MPOTOKO/, UCMOMb3YEMbI AN1A CUHXPO-
HM3aumMy YacoB Mo KOMMbIOTEPHOW CeTu.
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Bubnnorpadus

MpaBwna TEXHNYECKOTo yyeTa 1 aHasm3a OyHKLUMOHMPOBAHUS peneiiHoi 3alinTbl U aBTOMAaTUKM (YTBEPXAEHbI Npu-
ka3om MuH3aHepro Poccun ot 8 doeBpans 2019 r. Ne 80)

MpaBwna TeXHNYECKOro 06CAYXMBAHWUA YCTPOMCTB M KOMIMEKCOB PEeiHON 3alumTbl 1 aBToMaTukn (YTBEPXAEHbI
npukasom MuHaHepro Poccun ot 13 uons 2020 r. Ne 555)

M3K 61850 (Bce yacTu)

M3K 61850-9-2:2011

M3K 60255-24:2013/
IEEE Std C37.111-2013

M3K 61850-8-1:2011

CeTun 1 cMCTEMbI CBS3M 419 aBTOMaTU3aumMm SHeprocucTem o6LLero nosb3osaHus (Com-
munication networks and systems for power utility automation)

CucTtembl aBTOMaTM3aUmMM U CeTU CBA3WM Ha noAcTaHuusax. Yactb 9-2. Cxema ocoboro
KOMMYHMKaUMOHHOro cepsuca (SCSM). 3HadeHuns Bblibopok no ISO/IEC 8802-3 (Com-
munication networks and systems for power utility automation — Part 9-2: Specific com-
munication service mapping (SCSM) — Sampled values over ISO/IEC 8802-3)

M3mepuTtenbHble pene v yCcTpoicTBa 3awmTbl. Yactb 24. O6wuii doopmar ana obmeHa
AaHHbIMK nepexofHbix npoueccos (COMTRADE) gns aHeprocuctem (Measuring relays
and protection equipment — Part 24: Common format for transient data exchange (COM-
TRADE) for power systems)

CeTu CBSI3N 1 CUCTEMbI aBTOMAaTU3auuM 3HEProcucTeM 06LLEro Nosib3oBaHus. YacTb 8-1.
Cxema pacnpegeneHus ocoboin ycnyru csasu (SCSM). Cxema pacnpefeneHus ans npo-
N3BOACTBEHHON CUCTEMbI MOAY/bHON KOHCTpyKuun MMS (ISO 9506-1 un ISO 9506-2)
n no ISO/IEC 8802-3 (Communication networks and systems for power utility automa-
tion — Part 8-1: Specific communication service mapping (SCSM) — Mappings to MMS
(ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3)
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YAK 621.311:006.354 OKC 27.010-01

KntoueBble cnoBa: aBToMaTu3MpoOBaHHasi cMCTeMa MOHUTOPWHTIA, peseliHas 3awuTa 1 aBToMaTtika, aBToMaTu-
3MpoBaHHaa cuUcTeMa ynpaBieHUst TEXHOMOMMYeCcKMMI npoLleccamm
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