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BBepgeHne

Cuctema cTaHAapToOB B LMMPOBOA NPOMBILLIEHHOCTY UMEET BaXHOEe 3HauYeHue A1 ynpaBfieHus npo-
ueccamu umndposoli TpaHcopmauum 1 co3gaHnss YMHbIX NPOU3BOACTB, OCHOBAHHbLIX Ha WHTErpauum u WH-
TeponepabenibHOCTU Pa3/IMyHbIX aBTOMAaTM3MPOBAHHbLIX CUCTEM ynpaB/ieHus, TeXHOornyeckoro obopyaosa-
HWUSA, NPOMbILINIEHHbIX POOOTOB, CPEACTB OCHALLEHUSA, KOHTPOIEPOB U AATYMKOB.

HacToAwwmin ctaHgapT ABNAeTCA NepBOli 4YacTbl cepuum cTaHgapToB «LimdpoBas NPOMbIWIEHHOCTb.
YHudunynposaHHasa apxutektypa OPC». Bce yactu gaHHoOli cepum cTaHAapTOB BXOAAT B CMCTEMY CTaHAApPTOB
B LM(POBON NMPOMBbILLIIEHHOCTH.
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HAUWOHANBbBHBLW CTAHAOAPT POCCUMCKOMN SGEAQLEPALUNMN

LUnchpoBas NpOMbILWNIEHHOCTb
YHNOVNLUNPOBAHHAA APXUTEKTYPA OPC
Yactb 1
O630p M KOHUeNuun

Digital industry. OPC unified architecture. Part 1. Overview and concepts

Jata BBegeHusa — 2025—02—01

1 O6nacTtb NPUMEHEHNSA

B HacToslwem cTaHgapTe npeacTtaBfieHbl 0630p M KOHUENUMU YHUULUPOBAHHOW apXUTeKTypbl OTKPbI-
To nnatgopmbl B3aumopgelicteBua (OPC UA — Open Platform Communication Unified Architecture), o6e-
crneynBarolLeit yHuBepcasnbHblii MexaHn3M o6MeHa faHHbIMK B NPOMbILIIEHHbBIX CUCTEMAX KOHTPO/ISI U ynpas-
neHns.

B HacToAWMIA cTaHAapPT BKAOYEHbI TEPMUHbLI U ONpefenieHns, AaHo onucaHue APYrux vacteid cepum
cTaHaapToB «LndpoBas NpomMbilWAIEHHOCTb. YHUMpMLMPOBaHHasa apxutektypa OPC», COBMECTHO C KOTOPbIMM
OH [,0/KEH MCMNO/Ib30BaThCS.

2 HopmaTnBHbIe CCbIIKA

B HacToAWwem cTaHAapTe UCNO/b30BaHbl HOPMATUBHbLIE CCbINIKU Ha cnefylowmne cTaHfapThl:

FOCT P 59799 YmMHOe npon3BoACTBO. Moaenb 3TanoHHOW apxutektypbl MHaycTpumn 4.0 (RAMI 4.0)

FOCT P 70988 Cuctema cTaH4apToB B LM(POBOA NPOMbILWIEHHOCTU. OCHOBHblE MoOA0XeHusa. Obwune
TpeboBaHuA K cucteme

FOCT P 70992 UndpoBass NpOMbIWAIEHHOCTb. MIHTerpauna n niteponepabesibHOCTb cUcTeM. TepPMUHbI
n onpepeneHns

FOCT P 71807 UudgpoBas nNpoMbIlLNIEHHOCTb. YHUgununpoaHHaa apxutekrtypa OPC. Yactb 2. Mogenb
6e3onacHocTu

FOCT P 71808 Lundposas npombIWIEeHHOCTb. YHUrymMposaHHasa apxutektypa OPC. YacTb 3. Mogenb
afipecHoro npocTpaHcTBa

FOCT P 71809 UwndpoBas npomMblWAEHHOCTb. YHUguymnpoBaHHaa apxutektypa OPC. YacTtb 4. Cep-
BUCbI

FOCT P 71810 UudgpoBas npoMbIWIEHHOCTb. YHUUynpoBaHHaa apxutekrypa OPC. YacTtb 5. NHop-
MaloHHasas mMofenb

FOCT P 71811 LimdpoBas NpoOMbIWIEHHOCTb. YHUuumnposaHHaa apxutekrypa OPC. YacTtb 6. Cono-
cTaBneHus

MpumevyaHne — [Mpu NOMb30BaHMM HACTOSILLMM CTAHZAPTOM Lie/IecO06pa3HoO MpOBEpUTb AelCTBUE CCbIoY-
HbIX CTaHAAPTOB B MH(pOPMALIMOHHOW CUCTEME OBLLETO MOJSIb30BaHUS — Ha OdMLManibHOM caiiTe defepasibHOro areHT-
CTBA MO TEXHUYECKOMY PEerysiMpoBaHuio 1 METPOSIOMMN B ceT VIHTEPHET v no exerogHoMy UHOPMALMOHHOMY ykasa-
Teno «HauuoHasIbHble CTaHAAPTbI», KOTOPbIA ONyG/IMKOBaH MO COCTOSIHUKO Ha 1 siHBapsi TEKYLLEro rofa, v no BbiMyckam
€XEeMeCsYHOTO UHC(hOPMALMOHHOTO yKasaTens «HauvoHa/lbHble CTaHAapTbI» 3a TEKYLMIA rof. Ecnm 3aMeHeH CCbINIOYHBII
CTaHaapT, Ha KOTopbIli JaHa HeJaTVpOBaHHas CCblfika, TO PEKOMEH/yeTCsl UCMosb30BaTh BEPCUIO 3TOMO CTaHaapTa C yue-

M3pgaHne odumumnanbHoe
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TOM BCEX BHECEHHbIX B [laHHYI BEPCUO M3MEHeHWid. ECny 3aMeHeH CCbIIOYHbI CTaHaapT, Ha KOTopblii gaHa AaTupo-
BaHHasl CCbINKa, TO PEKOMEHyeTCs MCMo/b30BaTb BEPCUIO 3TOr0 CTaHJapTa C yKasaHHbIM Bbllle rofjoM YTBEPXAeHUs
(NpuHATKS). ECnn nocne yTBepXAeHUst HACTOSILLEro CTaHAapTa B CCbTIOYHbIV CTaHAApT, Ha KOTopbIi AaHa faTypoBaHHas
CCbl/IKa, BHECEHO M3MEHEHMe, 3aTpar1BatoLiee NosoXeHVe, Ha KOTOpoe AaHa CCbl/Ka, TO 3TO MOJIOKEHNE PEKOMEHAYETCS
NPVMeHsITb 6e3 yueTa AaHHOTO M3MEHeHUsl. ECNM CCbI/TOUHbIV CTaHAapT OTMEHEH 6e3 3aMeHbl, TO NMOSIOXKEHVE, B KOTOPOM
JlaHa CCbINKa Ha Hero, PeKOMeHAyeTCsl MPUMEHSITb B YaCTW, HE 3aTparvMBaloLLeli 3Ty CCbIKY.

3 TepMUHbI, onpeaeneHnst U COKpaLleHs

3.1 TepMUHBbI U onpeaenieHns

B HacTosAwem cTtaHgapTte npuMmeHeHbl TepMuHbl no FTOCT P 59799, TOCT P 70988 u TOCT P 70992, a
Takke cnegywuime TeEpMUHbI C COOTBETCTBYOLWMMY ONpeaeieHnAMN:

3.1.1 agpecHoe npocTpaHcTBO (adress space):. Habop nHdopmauum, KOTOPYH cepBep AenaeTt BUAU-
MOl 471 CBOMX K/IMEHTOB.

MpuMmeyvyaHne — OnucaHue cofepXaHus W CTPYKTYpbl apecHOro npocTtpaHcTea cepsepa cornacHo MOCT
P 71808.

3.1.2 aTpnbyT (attribute): baszoBasa xapakTepucTuka ysna.

MpumeyvaHne — Bce atpubyTtsl onpegensorca OPC UA 1 He MOryT 6bITb onpefesieHbl KNneHTaMn unm cep-
Bepamu. ATpubYTbl ABMAOTCA €AVHCTBEHHBIMW 3/1IEMEHTaMV B 8/JpeCHOM NPOCTPAHCTBE, KOTOPblE MOTYT MMETb 3HaYEHUs
[OaHHbIX.

3.1.3 6a3oBasa cuctema (underlying system): AnnapaTHble WM NporpamMmMHblie NNaTtopMmbl, CyLLecTBY-
IolWMe Kak caMocToAaTelbHas CyLLHOCTb.

MpnmeyaHnd

1 NpunoxeHus UA 3aBUCAT OT CyLLECTBOBAHUSA CYLLHOCTM, YTOObI BbINOMHATL ycnyrn UA. OfgHako CYLLHOCTb He
3aBucuUT ot npunoxeHnii UA.

2 AnnapartHble ¥ nporpaMmmHble NAaTopMbl BKIOHAKT (husnyeckoe obopyaoBaHve, BCTPOEHHOE MNporpammHoe
obecrneyeHne, onepauMoHHYlO cuCTeMy, CeTeBOe B3auMofelicTBue, He oTHocswmecs kK UA MpUIOXKeHWsl, paBHO Kak W
apyrue npunoxenns UA. PacnpegeneHHas cucteMa ynpaeneHusi, M/1K/yctpoiictBo n UA-cepBep ABMSKOTCA NpyMepamm
6a30B0I cMCTEMBI.

3.1.4 6pokep (broker): NMporpaMMHbIi MOAYNb-NOCPEAHUK, KOTOPbLIA HanpaBAseT ceTeBble CO06LWEeHNs
OT u3patenei K nognucymkam.

MpumeyaHune — Bpokepbl ABNAKTCS COCTABHbLIMU YacTsAMM cBsidyloLLero MO, OpreHTMPOBaHHOTO Ha 06paboT-
Ky COOGLLEHNIA.

3.1.5 n3patens (publisher): CywHocTb, oTnpaBnsawoLwas cetTeBble coobleHnsa B ceasytowee MO, opueH-
TMpOBaHHOE Ha 06pPaboTKy COOBLEHNIA.

MpumevaHne — M3gatenb ABNSETCA OPUrMHasIbHLIM MpunoxeHrnem OPC UA unn nNpuioXeHnem, KoTopoe
obnagaet faHHbIMU NUWb O cBA3yoweM 1O, OpMeHTMPOBaHHOM Ha 06paboTky COO6LUEHWA 1 npaBunax KoAMpOBaHWA
CEeTEeBbIX COOBLLEHUIA 1 cO0bLLEHUI A Habopa AaHHbIX.

3.1.6 nHcpopmaumoHHasa mogenb (information model): OpraHnzaymoHHasa CTpykTypa, onpegensiouias,
XapakTepuaylLlian 1 cBA3biBawwWwas MHHPOPMaLVOHHbIE PECYpChbl AAaHHOW CUCTEMbl UM Habopa CUCTEM.

MpumeyvyaHne — OCHOBHaA MOAEb afPECHOI0 NPOCTPaHCTBa NoAAepXmBaeT npeacrasneHme NHopMaLMoH-
HbIX MOAENeli agpecHoro npocTpaHcTBa. OnncaHne 6a3oBoit MHopMaumoHHo Mogenn OPC UA npeactaBneHo B FTOCT
P 71810.

3.1.7 knacc y3na (node class): Knacc y3na B agpecHOM NpocTpaHCTBeE.

MpnmevaHne — Knaccol y3na onpedensitor MeTafgaHHble AN KOMMNOHEHTOB 06bekTHON mogerim OPC UA.
OHM TakKe onpefensoT KOHCTPYKUMM, Takue Kak NpefcTaB/ieHus, KOTopble UCNO/b3YTCA A1 opraHu3aunm afpecHoro
NpoCTpaHCcTBa.

3.1.8 knumeHT (client): MporpammHoe NpuUnoXeHUe, KOTOpoe oTnpassfeT coobuieHns Ha cepsepbl OPC
UA, B COOTBETCTBMM CO CNyx6amMu, ykasdaHHbIM B JaHHOM Habope crneundukaymii.
3.1.9 meTopg (method): BbidbiBaemas nporpaMMHas yHKLUSA, ABNAOLWAACA KOMNOHEHTOM 06bekTa.
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3.1.10 mogenb «n3gatenb-noanucymk» (publisher-subscriber): Micnonb3dyemsbiii OPC UA BapuaHT wa-
6/10Ha 06MeHa Coo6LEeHNS MM «NyBAMKauna-noanncka.
3.1.11 Habop gaHHbIX (data set): CNMMCOK HAMMEHOBAHHbIX 3HAYEHWUI AaHHbIX.

MpumeyaHne — Habop AaHHbIX COCTOUT K3 NOMel COObITUIA UM 3HAYEHUI NEPEMEHHbIX.

3.1.12 Habop cnyx6 (service set): 'pynna cBsA3aHHbIX CAYX6.

3.1.13 obHapyxeHue (discovery): lMpouecc, ¢ NOMOLLbID KOTOPOrO KAMEHT nosiydyaeT MHdopMauuto o
cepsepax, BK/1OYas MHPOPMALMIO O KOHEYHbIX TOYKax U 6e30nacHoCTH.

3.1.14 o6bekT/ak3emnnsap ob6bekTa (object/object instance): Y3en, npeacTtaBnaWMin usnyeckuii nnm
abCTpPaKTHbIA 31EMEHT CUCTEMBbI.

MpumeyaHne — O6GBLEKTHI MOAEMPYHOTCA C MOMOLLbLI 06beKTHOI Moaenn OPC UA. MpruMepamy 06bEKTOB
ABNAIOTCA CUCTEMbI, MOACUCTEMBI U yCTpocTBa. O6BLEKT ONpeaenseTcsa Kak aK3emMnasap tmna obbekTa.

3.1.15 nepemeHHasn (variable): ¥Y3en, cogepxalumnii kakoe-nmbo 3HayeHune.
3.1.16 noagnucka (subscription): Onpegensemas KIMeHTOM KOHe4YHas TOYKa B cepBepe, Mcnosb3lyemas
AN BO3BpaTa yBeOM/IEHUA KNUEHTY.

MpumevyaHne — «Moanucka» — 3TO OBLMIA TEPMUH, OMUCHIBAIOLLMIA HAGOP Y3/10B, BbIGPAHHBIX KMEHTOM,
KOTOpbIA cepBep NepUOAMYEcKM OTCMIEXMBAET Ha Ha/IMUMe Kakoro-iMbo COCTOSIHWSI U A1l KOTOPOro CepBep OTnpaBsieT
YBEIOM/IEHNSI KSIMEHTY NPU 0BHAPYXEHWUI COCTOSIHUS.

3.1.17 nognucyuk (subscriber): O6beEKT, nosyvyawwmini coobl,eHns HabopoB faHHbIX M3 CBA3YHLLEro
MO, OpueHTUPOBAHHOIO Ha 06paboTKy COO6LLEHNIA.

MpumedyaHune — Tlloanucunk ABNSETCA COBCTBEHHBbIM MpunoxeHnem OPC UA win npuioXeHueMm, KoTopoe
3HaAEeT TO/IbKO O cBA3yLWEeM MO, OpMEeHTUPOBAHHOM Ha 06paboTKy COOGLLEHUI 1 NpaBuiax A4EKOAMPOBAHNSA CETEBbIX CO-
06LLEHNIA 1 COOBLLEHNIN HABOPOB AaHHbIX. Mognucka B Mogenn OPC UA «KIMeHT-cepBep» MMEET MHOe 3HayeHve, Yem
NOAMNMCYMK B MOAENN «U30ATEMb-MOANMNCHMK».

3.1.18 npepgcTtaBneHune (view): OnpegeneHHoe MNOAMHOXECTBO aApecHOro npOoCTpaHCTBa, KoTopoe
npeacTaBfsieT MHTepec ANS KAneHTa.

3.1.19 npunoxeHne OPC UA(OPC UA application): KnneHT, Bbi3biBatWmnini cnyx6sl OPC UA, unn cep-
BEpP, BbIMOSIHAKLWMNI ONUUK 3TUX CAyX6, nnu xe nognucumk nnm nigatens OPC UA.

3.1.20 nporpamma (program): VicnonHsaeMbli 06BbEKT, KOTOPbI NPy Bbl30BE HEMEANEHHO BO3Bpalwaet
OTBET, yKa3blBaloLW Wil Ha Ha4yano BbINOJIHEHWSA, a 3aTeM BO3BpalliaeT NPOMEXYTOYHbIE U OKOHYATesibHble pe-
3ynbTaTbl Yepe3 NOAMNUCKK, ONpefesieHHble KIMEHTOM BO BpeMs Bbl30Ba.

3.1.21 npodunb (profile): KOHKpeTHbIN Habop BO3MOXHOCTEN, Ha COOTBETCTBME KOTOPbIM MOXET npe-
TeHgoBaTb cepsep.

MprmevyaHne — Kaxablili cepBep MOXET 3asBUTb O COOTBETCTBUU GOJIEE YEM OAHOMY NPOOUIIIO.

3.1.22 cBa3ywuwee [I10, opueHTMpoBaHHOe Ha 06paboTKky coobueHui (message oriented
middleware): VIHdpacTpykTypa, nogaepxvBarmlias oTnpaBky M MpMeM CeTeBbIX CO0OLEeHNA Mexay pacnpe-
AeNeHHbIMU cucTemamu.

MpumevyaHune — MpunoxeHne OPC UA noaaepxvBaeT pas/iMuHble TUMbl MHAPaCTPYKTyp cssasytowero MO,
OPVMEHTMPOBAHHOIO Ha 06pPaboTKy COOBLLEHUIA, U NPOTOKONOB, Takmx kak AMQP, MQTT wwm UDP c IP mynbTukacT. dpyrue
Tnbl, Takne kak DDS win XMPP, Takke MoryT 6biTb MHTerpmposaHbl B Mogens OPC UA «un3gatenb-noannucumks.

3.1.23 curHan npegynpexaeHus (alarm): Tun co6biTUS, CBSI3aHHbIA C COCTOSHWEM, KOTOpoe TpebyeT
NoATBEPXAEHNS.

MpumevyaHne — OnucaHne aBapuitHbIX cCMrHaaoB npueegeHo B FOCT P 71807.
3.1.24 cnyxb6a (service): Bbi3biBaeMas onuus Ha cepsepe.

MpumeyaHne — Cnyxobl onpeaenerbl B FOCT P 71809. Cnyxb6a aHasiornyHa BbI30BY MeTofa B A3bIKe NPo-
rpaMmMmnpoBaHus WM onumn B koHTpakTe WSDL Be6-cepBrCOB.

3.1.25 co6bITue (event): O6WU TEPMUH, UCNOMb3YyEMbIii A5 ONUcaHWUsa cOBbLITUS, MeloLero onpeje-
JIEHHOE 3HauyeHWe B CUCTEME WU ee KOMIMOHEHTE.

3.1.26 coBOKYNHOCTbL (aggregate): ®yHKUNSA, BblUMCASIOWAA NPOU3BOAHbIE 3HAYEHUA 13 HeEoGpaboTaH-
HbIX AaHHbIX.
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MprumeuyaHne — HeobpaGoTaHHble faHHbIE MOYYAKOTCS U3 UCTOPUUECKUX WK ByDEpPU30BaHHbIX MCTOYHVKOB
B pEa/IbHOM BPEMEHM AaHHbIX. O6bIYHbIE COBOKYMHOCTY BK/IHOUAOT CPEAHME 3HAYEHUS MO 3a[aHHOMY BpeMEHHOMY fna-
MasoHy, MUHUMYM MO BPEMEHHOMY AManasoHy U MakCyMyM Mo BpeMeHHOMY Ayana3oHy.

3.1.27 cepBep (server): MNMporpammMHOe NpWAIOXeHWe, BOMoOLAaKLEe U AEMOHCTpUpyloWwee Cyxo6bl,
yKasaHHble B flaHHOM Habope cneundukaumii.

3.1.28 ceptudunkat (certificate): CTpykTypa gaHHbIX ¢ UMpoBOi Noanucblo, cogepxalias OTKPbITbIl
K4 M NAeHTUUKALMOHHbIE AaHHble KMeHTa uan cepsepa.

3.1.29 ceccusa (session): lnntenbHoe normyeckoe coefuHeHne Mexay KNMeHTOM U CepBepoM.

MpumevyaHne — Ceccua coxpaHsieT MHpopmaLmio 0 COCTOSHUN MexXzy Bbl30Bamu CepBuca OT K/IMEHTA K cep-
Bepy cornacHo NOCT P 71811.

3.1.30 ceTeBoe coobuieHne (network message): CoobuieHnsa Habopa AaHHbIX 1 3aro/I0BOK ANst ynpo-
LeHns AoCTaBku, MaplpyTusaymnm, 6e3onacHoOCTM 1 hunbTpayunn.

MpumeyaHunsa

1 W3pgaTenb nepepaeTt ceteBoe coobuieHne cBsasyowemy MO, opneHTMpOBaHHOMY Ha 06paboTKy COO0OLLEHWI
(TpaHCnOpTHbI YpOBEHb) AN AOCTaBKM COOBLLEHNA Habopa AaHHbIX NOAMUCUMKaM.

2 B Mupe o6MeHa COOGLLEHNAMY TEPMUH «COOBLLEHNE» UCNOMB3YETCS C Pas/IMYHbIMK 3HaYeHusIMK. M3gaTtens no-
HYMaeT COObLIEHNE KaK HEM3MEHHYHO NOME3HY0 Harpysky, nepefaHHyto CBS3yoLLeMY NPOrpaMMHOMY 06ecreyeHno, opu-
€HTVPOBaHHOMY Ha 06paboTKy COOOLLEHWA. MoanMCHMK NMOHUMAET COOGLLEHME HE TOJSIbKO Kak HEU3MEHHYH MOMEe3HY0
Harpysky OT OTMPaBUTENSA, HO W Kak pas/inyHble aHHOTauuu, MONYTHO MPeAoCTaB/IiEMbIE CBS3YOLEMY NPOrpaMMHOMY
o6ecneyveHno, OpPUEHTMPOBAHHOMY Ha 06paboTKy CcoobLEeHMn. YToBbI n3bexartb myTaHuubl, TEPMUH <COO06LLEHNEe und-
POBbIX JAHHbLIX CUCTEMbI> UCNOSMb3YEeTCA A1 0603HAYEHNSA COOBLLEHNS, NOCTABISIEMOr0 U3garesieM Ans Habopa AaHHbIX,
a TEPMUH <CETEBOE COOOLLEHME> UCNONb3YyeTCs Asi 0603HAYEHNS COOBLLEHNA Habopa AaHHbIX MAC CeKUMKU AN aHHO-
Tauuii B ero Havasie n KoHUe.

3.1.31 coobuweHne (message): EgnHuua gaHHbIX, nepegaBaemMas Mexay KNMeHTOM 1 CepBepoMm, KOTO-
pasi npeacTaBnsieT co60ii KOHKPETHbIN 3aNpoc UM OTBET CNYXObI.

3.1.32 coobuweHne Habopa AaHHbIX (data set message): MonesHaa Harpyska ceTeBOoro coobuieHus,
co3faHHasa Ha OCHoBe Habopa faHHbIX.

MpumeyaHue — CoobLieHMe Habopa AaHHbIX — 3TO HEM3MEHHasi Mosie3Hast Harpy3ka CeTEBOro COOOLLEHUs,
nepegaHHas B casizytollee MO, opreHTUpoBaHHOE Ha 06paboTKy COOBLLEHWMIA (TPAHCNOPTHLIV YPOBEHB) A1S LOCTABKU N3-
Jatenem. MNoanvcurk nosyyaeT coobLieHne Habopa AaHHbIX Kak Moe3Hylo Harpysky CETEBOrO COOGLLEHMS OT usgarens
KaK NoJIe3HyH0 Harpysky C AOMO/THATE IbHbIMM 3aro/ioBKaMu, KOTOpble MOMYTHO NpefocTaBAsTCA cBA3yowmumM MO, opuen-
TUPOBaHHbLIM Ha 06pPabOoTKy COOBLLEHUIA.

3.1.33 coobuieHne-yBegomnerHune (notification message): CoobueHne, ony6MkoBaHHOe NOANUCKONM ©
cojepxaliee O4HO UN HECKO/IbKO yBeAOMIEHWNIA.
3.1.34 cocTosHue (condition): O6WKIi TEPMUH, ABNAKOLWMNICA CeaCTBUEM COObITUSA.

MpumedyaHune — CocTosiHME OTOBPaXaeT COCTOSHME CUCTEMbI WM OAHOTO 13 e KOMINOHEHTOB 1 BCerga nMeet
OonpefeneHHbIin crtaTtyc.

3.1.35 cchinika (reference): MNMpamas cBA3b (MMEHOBaHHbLIN ykasaTesb) OAHOMO y3fna ¢ ApYruMm.

3.1.36 cTek cBfA3M (communication stack): MHoroypoBHeBbIli Habop NporpamMHbIX MOAynein mexagy
npuNoXeHWeM W annapaTtHbiM obecneyeHnem, obecneumBaloWwmii pasnnyHbie YHKUUW AN KOAUPOBAHWSA,
WwndposaHna u dpopmaTnpoBaHnsa OoTNpaB/AeMOro coobLeHns, a TaKxkKe A/ AeKoAupoBaHuA, adewundposa-
HUS 1 pacnakoBKW NOJIYYEHHOTO CO06LeHNs.

3.1.37 Tun o6bekTa (object type): ¥Y3en, npeacrasnawwmnin onpegeneHne tuna obbekTa.

MpumeyvyaHne — Ysen, co,u,epmaLu,vlﬁ CCbI/IKY, ABNAETCA UCXOAHbIM Y3/10M, a CCbIﬂaiOU.LI/IVICﬂ y3en — ueniesblM
y310M. Bce cCbi/iky OnucbIBAOTCA onpeaeneHnsaMy Tuna CCbIoK.

3.1.38 Tun ccbinku (reference type): ¥Y3en, npeAcTtaBnaowWmnini onpegeneHne tuna CCbiiku.

MpumMmeyaHue — Tun ccbifikM ONPEAENSET CEMAHTUKY CCbIIKW. HasBaHWe Tuna CCblIKW OmnpenensieT, kak uc-
XOfHble Y3/bl CBSI3aHbl C LIeNIEBbIMU Y3/1aMi, U OGbIYHO OTpaXXaeT Onepauymio Mexay HUMW Hanpumep «A COAEPXUT Bx.

3.1.39 yBegomuTenb cobbiTnii (event notifier): CneunanbHblil aTpnbyT y3na, ykasbiBawWWii Ha ToO,
YTO K/IMEHT MOXET MOANUCATLCA Ha 3TOT KOHKPETHbI y3en, 4To6bl nosyyaTb YBEAOM/IEHUA O BO3HUKHOBEHUN
COGbITUIA.

4
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3.1.40 yBepgomnieHue (notification): O6WMin TeEpMUH AN AaHHbIX, coobuwarwumnx 06 o6HapyXeHun co-
6bITUA NN U3MEHEHUSA 3HAYEeHUS aTpubyTa. YBeAOM/eHMA NOChiNalTCcA B BUAE COOOLEeHUA-yBEeLOMIEHNS.

3.1.41 y3en (node): OCHOBHOIi KOMMOHEHT aApPEeCcHOro NpocTpaHCcTBa.

3.1.42 snemeHT MoOHUTOpUHra (monitoredltem): Onpegensemas KJIMEHTOM CYLWHOCTb Ha cepBepe, Uc-
nonb3yemas Ans MOHUTOpPUHra aTtpubyToB wunavM yBegomuTeneil cobbiTMl Ha NMpeaMeT HOBbIX 3HAYEHWU WUnn
COObITUIA 1 reHepaunn yBegoMMEHUIA AN HUX.

3.2 CokpalieHuns

B HacTosleM cTaHfapTe NPUMEeHeHbl clefylolmne CoKkpaleHus:
A&E — curHanbl 1 cobbiTna (Alarms and Events);

AMQP — OTKpbITbIi NPOTOKON A58 nepegayn coobuwieHuii mexay kKomnoHeHTamu cuctemobl (Advanced
Message Queuing Protocol);

APl — nporpammHbiii nHTepdeic npunoxeHnsa (Application Programming Interface);

COM — mogenb KOMNoOHeHTHoro obbvekta (Component Object Model);

DA — poctyn K gaHHbim (Data Access);

DCS — pacnpegeneHHas cuctema ynpasneHuns (Distributed Control System);

DDS — cnyx6a pacnpegenenus gaHHbix (Data Distribution Service);

HDA — pocTyn K AaHHbIM 3a npouwnblie nepuofbl (Historical Data Access);

HMI (UMW) — uyenoBeko-mawmnHHbIA nHtepdelic (Human-Machine Interface);

JSON — HoTauua o6bektoB JavaScript (JavaScript Object Notation);

LDAP — nerkoBecHbIn npoTokon goctyna k katanoram (Lightweight Directory Access Protocol);

MES — cuctema ynpaBneHusa npousBoACcTBEHHbIMU npoueccamun (Manufacturing Execution System);

MQTT — nepepadva TenemeTpun odepenn coobueHuii (Message Queue Telemetry Transport);

OPC — OPC Foundation (Hekommepueckasi NpoMbllWIEHHAa accoyuauusl) paHee 6blsia akKpOHUMOM
ana «OLE for Process Control». AKpoOHUM 60Mblle He UCMNO/b3yeTcs;

PLC — nporpammupyemsbiini nornyeckunii koHtponnep (Programmable Logic Controller);

SCADA — pucneTtyepckoe ynpasseHune n cbop gaHHbix (Supervisory Control And Data Acquisition);

UA — yHudgununposaHHas apxutektypa (Unified Architecture);

WSDL — Aa3blk onucaHuns Beb6-cepsucos (Web Services Definition Language);

XML — pacwupsemsblii A3bik pa3meTkn (Extensible Mark-up Language);

XMPP — pacwupsiemMbli npoTokos o6mMeHa coobueHusamMu u  unHpopmauuein 0 nNpuUcyTCTBUM
(ExtensibleMessaging and Presence Protocol);

MOM — npomexyTo4yHOoe nporpamMHoe o6GecnevyeHue, OpuMeHTUpPOBaHHOe Ha coobueHusa (Message
Oriented Middleware).

4 Ctpyktypa cepun OPC UA

4.1 OpraHunsauma cneyundurkauun

B NOCT P 71807, TOCT P 71808, TOCT P 71809, TOCT P 71810 n TOCT P 71811 noka3aHbl OCHOBHble
Bo3MOXHocTu OPC UA. Cnyx6bl, paboTalolime cornacHo CTPyKType afpecHOro npocTpaHcTeBa, onpejens-
0T Mogenb ny6nukauum-nognuckn OPC UA. B fonofsiHeEHME K MOAENN KMEeHT-cepBep, OnpefesieHHOol Ans
cepBucos cornacHo NOCT P 71809, [1], [2], [3] v [4], NnpMEHSOT OCHOBHblE BO3MOXHOCTU KOHKPETHbIX TUMOB
[ocTyna, paHee paccMmaTpuMBaBLUIMXCA B OTAesIbHbIX cneyudukaunax OPC COM, Takmx kak AOCTYN K AAaHHbIM
(DA), curHanbl TpeBorn u cobbiTusa (A&E) n goctyn K gaHHbiM 3a npownbie nepuogbl (HDA). [5] onucbkiBaeT
MeXxaHn3mbl o6HapyxeHus ans OPC UA, a [6] — cnocobbl 06begnHEHNA AaHHbIX.

HacToslwas cneuudukaLns opraHm3oBaHa B BUAE MHOTOKOMMOHEHTHON cneuudukauum, Kak nokasaHo
Ha pucyHke 1.
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MHOrokoMmnoHeHTHas cneundgmkaums OPC UA

OCHOBHbIe HacTu

cneunduKaLmm YacTtu cneymdpmkaumm Tmna goctyna
YacTtb 1- O6Lme NonoxeHus YacTtb 8 - [lOoCTyn K AaHHbIM
YacTtb 2 - Mopgenb Yactb 9 - CurHauibl npegynpexaernvs u CoctosHuA
6esonacHocT1 YacTb 10 - Mporpammbl
Yactb 3- Mopgenb agpecHoro YacTtb 11 - [locTyn K faHHbLIM 3a NpoLusible nepuogpl
npocTpaHcTea

YacTb 4 - Cnyx6sl
YacTb 5- NHcopmaumoHHas
Mozesnb

YacTb 6 - OTOGpaxeHus

CNyxo6 YacTn cneundukauum yTunuTbl

YacTb 7 - Mpodmnn
YacTb 12 - OGHapyxeHue

Yactb 14 - «W3partenb- YacTb 13 - COoBOKynHoCTU
NOAMNCYUK

PucyHok 1— OpraHusauus cneundmkauum OPC UA

4.2 OCHOBHbIe YacTu crneuyndumnkaymm

Yactb 1 — O6wme nonoxeHuns
HacTtosawuin ctaHgapT ycTaHaBnmBaeT obuwme nosoxeHus OPC UA.
YacTb 2 — Mopgenb 6e3onacHocTn

FOCT P 71807 ycTtaHaBnmMBaeT Mogenb Ans obecneyeHnss 6€30NacHOCT B3aMMOAENCTBUS MeXAy npu
noxexnnamm OPC UA.

YacTb 3 — Mogenb afpecHoro npocrpaHcTea

FOCT P 71808 ycTtaHaBnMBaeT cofepXaHue n CTPYKTYpy afpecHOro npocrtpaHcTea cepsepa.

YacTtb 4 — Cnyx6bl

FOCT P 71809 ycTaHaBAMBaeT CnyX6bl, NpefocTaBnsieMble cepBepamu.

Yactb 5 — MH(popmaynoHHas mogenb

[OCT P 71810 ycTtaHaBnvBaeT TUMbl U UX B3aUMOCBA3MW, ONpefefneHHble 419 CEPBEPOB.

YacTb 6 — OTo6paxeHus

FOCT P 71811 ycTtaHaBnMBaeT OTOOGpPaXeHUs TPAHCMOPTHbIX MPOTOKO/IOB M KOAMPOBOK AAHHbIX, MOA
pepxunsaemblx OPC UA.

YacTtb 7 — Mpodunan

[7] ycTtaHaBnmBaeT npodunn, AocTynHble Ansa npunoxexHnin OPC UA. 3Tu npochunn npeacraBnsoT co
600 rpynnbl PYHKLNOHAMNBbHBIX BO3MOXHOCTEN, KOTOPbIE UCMOb3YTCA ANA CepTUguKauum ypoBHSA COOTBET
ctBus. Mpunoxenns OPC UA cnepyeT TecTupoBaTb Ha COOTBETCTBME MPOPUAAM.

4.3 YacTu cneumdukaymm tmna gocrtyna

Yactb 8 — [lOoCTyn K fi@HHbIM

[1] onpepenseT ncnonb3oBaHne OPC nMA[ns gocTtyna K faHHbIM.

Yactb 9 — CurHanbl npegynpexaeHus n coctoaHusa

[2] onpepenset ncnonb3oBaHne nopaepxkm OPC UA ana goctyna K curHanam npegynpexgeHus u co
cTosHuaAM. basoBasi cuctema BkAKYaeT B cebss NoAAepXKy MPOCTbIX COObITUIA; AaHHas cheyundukaumsa pac
WnpseT 3Ty NOAAEPXKKY, YTOObI BKAKOUYUTL NOAAEPXKKY CUTHANOB NpeaynpexaeHns U COCTOSHUA.

Yactb 10 — lporpammel

[3] onpepenseT nogaepxky OPC YApna goctyna K nporpammam.
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YacTtb 11 — [locTyn K A4aHHbIM 3a NnpoLwible nepuogbl
[4] onpepenseT ncnonb3soBaHne OPC UA ans gocTtyna K AaHHbIM 3a Npolwsbie nepuoabl. [JaHHbIn go-
CTyn BK/OYaeT B cebs Kak AaHHble, Tak U COObITUA 3a NPOoLW/ibie Nepuosbl.

4.4 Yactu cneundukaumm yTmnnTbl

Yactb 12 — O6HapyxeHue

[5] onpepensieT, kak cepBepbl 06HApPYXeHUs paboTalT B pas/IMUYHbIX CLLeHapusx, U ONUCbIBaeT Kak Kau-
eHTbl 1 cepBepbl UA f0/MKHbI B3ammogeincTsoBaTb C HUMKU. OH Takke onpegensiet, Kak cBsizaHHas ¢ UA uWH-
gopmauus goskHa 6biITb 4OCTynHa C MCNO/b30BaHMEM 06LWMX MPOTOKO/IOB CAYXObl KaTasoroB, TakuMx Kak
LDAP.

YacTtb 13 — COBOKYMHOCTM

[6] onpepensieT, kak BblYMCAATH WM BO3BpaliaTb arperartbl, Takne kak MUHUMYM, MakCUMyM, cpefHee
M T 4. COBOKYNHOCTU MOTYT UCNO/b30BaTbCA C TEKYLWLMMN N NUCTOPUYECKMMU AAaHHBLIMU.

Yactb 14 — «M3patenb-nognucymk»

[8] onpepenseT KOMMYHUKALWOHHYO MOAE/Nb «M34aTeNb-NOANUCHMK» YHU(ULNPOBAHHOW apXUTEKTYpbI
OPC (OPC UA). Mogenb cBf3N «M3paTeNb-NoANUCHMK» onpegenset mogens nyb6nvkauum-nognuckn OPC UA
B 4OMNOJIHEHME K MOAENN «KNMEHT-CepBeEpP», OnpeaeneHHon cnyxoéamu B [7].

5 O630p

5.1 O6nacTb npumeHeHnsa UA

OPC UA npumMeHMM K KOMMOHEHTaM BO BCEX MPOMbILWJ/IEHHbIX 06NacTAX, TakMX Kak NpPOMbILI/IEHHbIE
[aTYNKN U UCNOJSTHUTE IbHbIE MEXAHU3Mbl, CUCTEMbI YNPaB/IEHUA, CUCTEMbI YNpaB/eHUs NPou3BOACTBOM U CU-
CTeMbl MJ1AHMPOBAHWA PecypcoB MNpeanpuaTUsA, BKAOYas NpOMbIWIeHHbIR WHTepHeT Beweit (MoT), mexma-
WNHHOe B3aumogenctene (M2M), a Takke cuctembl nHayctpum 4.0 n Kutaa 2025. 3t cuctembl npegHasHa-
YyeHbl N8 obmeHa uUHdopMauuein u UCNoNb30BaHMA KOMaHA W ynpaBieHWs NPOMbILWIEHHBIMY NpoLeccamum.
OPC UA, onpepgensioT o6ulyt0o Modesnb UHQPACTPYKTYpbl A 06/1eryeHnss Takoro obmeHa mMHdgopmaymeil.
OPC UA onpegenser:

- MHOPMALUMOHHYI0O MOAeNb ANA NpeAcTaBNeHUs CTPYKTYPbl, NOBEAEHUSA U CEMAHTUKN;

- MoZesnb COOBLEHNA ANa B3aMMOAENCTBUS MEXAY NPUIOXKEHUAMU;

- MoJesib CBA3M ANA nepejayv AaHHbIX MeXAYy KOHEeYHbIMU TOYKamu,;

- MoJesib COOTBETCTBUA A1 06ecneyeHnss CoOBMeCTUMMOCTU MeXAy cucteMamu.

5.2 O6wme NonoxeHus

OPC UA— HeszaBWCUMbI OT niatopMbl cTaHAApT, C MOMOLLbI0 KOTOPOro pas/inyHbie TUMbl CUCTEM U
YCTPOICTB B3anmofencTByoT, oTnpasnaa CoobleHus c 3anpocamMu u OoTBeTaMu MexXay KaveHTamu u cep-
BEpaMu WU cCeTeBble COOOLEHMA Mexay u3gaTensMu 1 nognucuymkamy no pasfiMyHbiM Tunam ceteir. OH
nofAepXuBaeT HafexHyl, 6e30nacHyo CBA3b, KOTOpas rapaHTUpyeT MAEHTUYHOCTb npusioxeHnin OPC UA u
NPOTUBOCTOMT aTtakam [6].

B mogenun knueHT-cepBep OPC UA onpegensieT Habopbl cnyx6, KoTopble NpeAoCTaBNsAlT cepBepsbl, a
oTOeNbHble CepBepbl yKa3blBalOT KIMEeHTaM, Kakme Habopbl C/iyx6 oHu nogaepxusatoT. MIHopmauua nepesa-
€TCA C NOMOLLbI0 TUNOB AaHHbIX, onpegesnieHHbix OPC UA n nocTaBL KoM, a cepBepbl onpefenstoT 06bekT-
Hble MOZEeNu, KOTOpble KAMEHTbl AUHaMuyeckn obHapyxusalT. CepBepbl AOMKHbI NpefocTaBnATb AOCTYN K
aKTyanbHbIM AaHHbIM W AaHHbIM 3a NPOLW/ible Nepuofbl, a Takke K curHasam npeaynpexgeHus u CoOCTOSHUAM
LA OMOBELEHNA KIMEHTOB O BaXHbIX U3MeHeHusax cornacHo NOCT P 71809. OPC UA posmxeH nMeTb CBA3b
C pas/INYHbIMN KOMMYHUKALMOHHLIMW NPOTOKOAAMU, A0NYCTUMO, 4YTO Obl aHHbIE KOAMPOBANUCH PA3/INYHbLIMU
cnocobamu, NO3BOMAKLWMMUN coveTaTb NOPTATUBHOCTb U 3 EKTUBHOCTD.

B gononHeHue Kk mogenu knuneHT-cepsep, OPC UA onpepensieT MexaHuaMm nepegayn vHdopmayum ot
nsgateneil nognMcUMKkaMm C NOMOLLbI0O MOAenn «usgatenb-nognucumk» [8].

5.3 Uenun paspaboTku

OPC UA obecneunBaeT cOriacoBaHHYl, MHTETPUPOBAHHYIO MOAEb afpeCHOro NpocTpaHcTBa M Cyxo,
4YTO MO3BOJISET CEPBEPY BCTpamBaTb AaHHblE, CUTHa/bl NMpeaynpexaeHns, cobbiTua U NCTOPUI0 onepauuii B
CBO€ afpecHOoe NpPOCTPaHCTBO U NpeaocTaBnATb AOCTYN K HUM C MOMOLLbIO BCTPOEHHOro Habopa cnyx6. 91u
CNyX6bl Takke cogepxat BCTPOEHHY MoAeNb 6e30MacHOCTH.
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OPC UA posmxHa faBaTb BO3MOXHOCTb CepBepaM MpefocTaBNATb KAWEHTaM onpefesieHusa TUNoB AN1A
06BbEKTOB, AOCTYN K KOTOPbIM OCYLLEeCTB/ISIETCA W3 afjpecHOro npocTpaHcTBa, YTo onpefenseT NpuMeHeHue
MHOPMaLMOHHBIX MoOAesneli ANa OonucaHus COoLEepPXUMOro afpecHoro npoctpaHctea. OPC UA nossons-
eT npeAcTaBfATb AaHHble B pasfinyHbiX hopmarax, Bk/oYaa GMHapHbIE CTPYKTYpbl U AOKYMeHTbl XML wnnu
JSON. ®opmart gaHHbIX onpegenserca OPC, gpyrumu cTaHAapTHbIMK OpraHusauusamMmm Uan nocrtasLiMKaMu.
Yepe3 afpecHOoe MPOCTPaHCTBO K/AWEHTbl 3anpallvMsBalT y cepsepa MeTajaHHble, onucbiBawline dopmar
JaHHbIX. KNnneHTbl, He nMelLw e 3anporpaMM1MpOBaHHbIX 3HaHWI 0 dpopmaTax AaHHbIX, MOTYT ONpeAennTb UX
M NPaBU/IbHO MUCMNOJ/Ib30BaTb BO BPEMS BbINOSIHEHUA 3afaHuiA.

OPC UA fobaBnsieT noAfepxKy MHOXeCTBa OTHOLIEHU MexXxay y3/namu, He orpaHnymBasiCb e JUHCTBEH-
HOl nepapxuein. Cepsep npeacTaBaseT AaHHble B Pa3/INYyHbIX Nepapxusix B COOTBETCTBUN C TeM, KakK 0BbIYHO
XOTAT BUAETb 3TU faHHble pas/inyHble KANEeHTbl. Takas rMbkoCTb B COYETaHUM C NMOAAEPXKKON onpefeneHui
TnnoB genaet OPC UA npuMMeHMMbIM K LUMPOKOMY CMeKTpy Npo6/eMHbix obnacteit. Kak nmokasaHo Ha pw-
cyHke 2, OPC UA opueHTMpOBaH He Tosibko Ha uHTepcpeiicel SCADA, PLC u DCS, HOo u Ha obecnevyeHue
60/bLIEN COBMECTUMOCTN MeXAy PYHKUMAMMN 60onee BbICOKOTO YPOBHS.

Corporate Enterprise

OPC UA

MNpon3BoACcTBO, NPOAYKLUNSA 1 06CNYyXUBaHNe

OPC UA
OPC UA
MK MpomblunenHele C60p AaHHbIX 272,00 ??

DCS ceTtn

PucyHok 2 — Llenesble npunoxeHns OPC UA

OPC UA paspaboTaH ans obecneyeHns HageXHOCTU Ny6nnKyembliX AaHHbIX. [NaBHOW 0COGEHHOCTbIO
Bcex cepBepoB OPC sABnseTcsa BO3MOXHOCTb Ny6nukauum gaHHbIX U yBegomaeHuii o cobbituax. OPC UA
npefocTaBAseT KIMeHTamMm MexaHu3mbl A/ 6bICTPOro 06HapyXXeHUs 1M BOCCTaHOBNEHWUA Mocse c60eB CBA3N,
CBAA3aHHbIX C 3TUMU Nepepayvyamu, 6e3 He06XO04MMOCTU OXNAAHUA AINTENbHbIX TallM-ayToB, XapakKTepHbIX A48
6a30BbIX NPOTOKO/I0B.

OPC UA paspaboTaHa 4719 NOALAEPXKA LLUMPOKOro cnektpa cepsepos, oT MJIK Ha npousBoacTBe 40 KOp-
nopaTvBHbIX CEPBEPOB. ITU CEPBEPbLI XapakTepusylTCa WNPOKUM AMana3oHOM pa3mepoB, NPOU3BOAUTESb-
HOCTW, NIaTPOPM MCNOSIHEHUS W (PYHKUMOHANbHLIX BO3MOXHocTein. OPC UA onpepgensieT NosHblii Habop
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BO3MOXHOCTEW, B TO BPEMS Kak cepBepbl peanunsyloT NNWb OTAEe/bHble NOAMHOXECTBa 3TUX BO3MOXHOCTEN.
Onsa obecneyeHns cosmectumoctn OPC UA onpegensieT NnogMHOXeECTBa, HaslbiBaeMble Npodhnasmu, cCooT-
BETCTBMA KOTOPbIM [OJ/DKHbI 06ecrneynBaTbCa cepsepamu. KnmeHTbl MOryT 06HapyXxuTb npodunu cepsepa u
HacTpouTb CBOE B3aUMOAENCTBME C CEPBEPOM Ha OCHOBe npodnnei. Mpodunan onpegenetsl B [7].

Cneuyndmkaunn OPC UA vMelT MHOTOYPOBHEBYK CTPYKTYpPY, YTOOblI M30/1MpOBaTb OCHOBHYIO CTPYK-
Typy OT 6a30BOI BbIYUCANTENBHO TEXHOMOIMMM W CEeTeBO nepegayn. DTO NO3BONSET NPM HEOOXOAMMOCTM
apantmpoBaTb OPC UA Kk 6yaylinm TEXHOIOTUAM, HE OTKa3biBasiCb OT 6a30BOI KOHCTPYKUUM. OTO6GpaxeHus n
KOAMPOBKM AaHHbIX onucaHbl B [1]. OnpefeneHsl TpU KOAUPOBKN [aHHbIX:

- XML/text,

- UA Binary,

- JSON.

Kpome TOro, onpegeneHbl NpPoOTOKO/IbI:

- OPC UATCP,

- HTTPS,

- WebSockets.

MpunoxeHna OPC UA, noanepxusatwlme HECKONbKO BapuaHTOB nepejayun nHopmMaunm n KognpoBoK,
JOJDKHbI NO3BOJIATL KOHEYHLIM NOJSb30BaTeNAM MPUHUMATbL PelleHns O KOMMpOoMMUccax Mexay npou3BOAu-
TE/IbHOCTLIO U COBMECTMMOCTbLIO Ha 3Tane pasBepTbiBaHWA, a He [0BepATb MPUHATME 3TUX KOMMNPOMWUCCOB
noctaBlwmky OPC Ha aTane pa3paboTku npoaykra.

OPC UA paspaboTaH kak nNyTb nepexoga gns KNueHToB u cepBepoB OPC, OCHOBaHHbIX Ha TEXHOOMMNK
Microsoft COM. CyuwecTBylowne gaHHole, otobpaxaemblie cepepamum OPC COM (DA, HDA n A&E), fO/KHbI
6bITb COBMECTUMbI U oTob6paxaTtbcsa Yepe3d OPC UA. MNocTaBWMKM AO/DKHbI MMETb BO3MOXHOCTb MEPEnTn K
pa3paboTke CBOMX NPOAYKTOB cpa3y Ha OPC UA wam ncnonb3osatb BHEWHWE MOAYNW ANA npeobpasoBaHus
n3 OPC COM B OPC UA un Haob6opoT. Kaxgasa n3 npegbiayuwmx cneuymdpumkaynin OPC onpegensna cBot cob-
CTBEHHYIO MOAE/b afpeCHOro NpPocTpaHCcTBa U CBOW COBCTBEHHbIN Habop cnyx6. Xapaktepuctnkn OPC UA
JO/DKHBI 0O6beANHATL Npegbigyuine Mogenu B efuHoe WHTEerpupoBaHHOe afipecHOoe NPOCTPaHCTBO C eAUHbIM
Habopom cnyx6.

Mopgens OPC UA «usgatesnib-nofgnncynK» OTKpbiBaeT HOBble 061acTtn npumeHeHns OPC UA. Huxe npu-
BefleHbl NpUMepbl UCMONb30BaHNA MOAEN «M3AaTe b-NOANMUCHUK>»:

- KOH(hurypupyemass OfHOpaAHrosas CBf3b MeX[y HECKOJIbKUMW KOHTPOJI/IepamMmm u Mexny KOHTPOJI-
nepamu n nporpaMmmumpyembiMun TepmuHanamu. OLHOPAaHTrOBble CUCTEMbl HE CBA3aHbl HaMPsAMY W faxe He
OO/MKHbI 3HAaTb O CyW,ecTBOBaHUM Apyr gpyra. OAna obMeHa gaHHbIMU TpebyeTcs Tako (OUKCUPOBAHHbLI Bpe-
MEHHOW MHTepBan KakK «TOYKa-ToUYKa» WU/IM MHOrOTOYEYHOE COefMHEHUE;

- aCuMHXpPOHHble paboune npouecchl. Hanpumep, npunoxeHuwe ans o6paboTkM 3aka3oB MMeeT BO3MOX-
HOCTb NOMECTUTb 3akKa3 B oyepefb COOOLWEHNA UK WNHY KOPNOPATUBHBIX CIYX6;

- BefleHne XypHanoB onepauunini B HECKOJIbKMX cucTemax. Hanpumep, gaTtyukm WauM UCMOJSIHUTESNbHbIE
yCTpOiCTBa A0/DKHbI 3aNUCbiBaTb XYPHabl onepaunin gns cuctem MoHuTopuHra, HMI, apxmBHOro npunoxe-
HWA 4N nocnedylollero 3anpoca v Tak ganee;

- cepsepsbl, NpeacTaBafwlWmne cayx6bl WM ycTpoicTea, MOryT nepefasatb faHHble B MPUIOXKEHUS,
pasmelleHHble B 06nake; Hanpumep B cepBepbl 63KeHAa W aHaUTUYecKue cucTeMbl 60MbLINX AaHHbIX 415
onTMMM3aLum cucteM u NpodInUIaKkTUYeCcKoro o06CnyxxmsaHus.

Mogenb «u3gatenb-nognucynK» He nNpMBsi3aHa K KOHKPETHOW cucteme obmeHa coobuieHusmu. OHa co-
nocTtaBvmMa C pas/iMyHbIMU cuctemamu. Hanpumep, mogenb «usgatenb-nognucumnk» ¢ UDP npucnocobnexHa
ANA YyacToil nepefayn HebONbWNX 06BEMOB AlaHHbIX B NPOU3BOACTBEHHbIX cucTtemax. OHa TakKxe nossonsdet
OCYLLLEeCTBNATb OOMEH faHHbIMU B KOHPUTYPaLUAX «O4UH K OAHOMY» U «O4WH KO MHOTMM». [ pyrum npuMepom
ABNAETCA UCNO/Sb30BaHMe YCTOABLUMXCHA MPOTOKO/IOB O6MeHa CoOo6WeHns MM C KOAMPOBKON gaHHbiX JSON,
noggepxuearwuwee nyTe 06N1a4yHONn MHTerpauum n nossonswliee obpabdaTbiBaTtb MHpOpMaLNIO B COBPEMEH-
HbIX MOTOKOBbLIX M MaKeTHbIX aHaIMTUYECKUX CUCTEMAX.

5.4 BCTpOEHHble MOAENN N CEPBUCHI

5.4.1 Mogenb 6e3onacHoOCTHU

5.4.1.1 O6uwune nonoxeHus

BesonacHocTtb OPC UA cBfi3aHa Cc ayTeHTUuKauunel KIMeHTOB U CepBePOB, ayTeHTuukauuneln nonb-
30BaTesieil, LEeNOCTHOCTbI N KOHPUAEHUMANBbHOCTLIO COOBLWEHN, a Takke Bepudunkaymeli PyHKLMOHANIbHO-
ro cootBetctBus. OPC UA He onpegenseTt 06CcToATEeNbCTBA, NPU KOTOPbLIX TPEOYTCSA pas3/inyHbie MeXaHU3Mbl
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3awnTel. dTa cneundmrkayms o4YeHb BaxHa, HO OHa onpegenseTtcsa paspaboTynkaMy CUCTEMbI HA KOHKPETHOM
06bekTe U MOXeT ObITb YyTOYHEHA B APYrMX cTaHgapTax.

Mogenb 6e3onacHoctn OPC UA npepgocTtaBneHa B TOCT P 71807, rge ykasaHo, 4To Mepbl 6e3onacHo-
CTV BbIGMpAKT M HacTpamsBarT AN COOTBETCTBUSA MOTPEBHOCTAM 6€e30MacHOCTM KOHKPETHOW YyCTaHOBKM. 3JTa
MOZ€eNb BK/KOYAEeT B ceb6a MexaHW3Mbl 1 napamMeTpbl 6€30NacHOCTM, KOTOpble ONpeaensioT MexaHu3M obMeHa
napameTpamm 6e30MacHOCTW, HO He onpefensT Cnocob, KOTOPbIM NPUIOXKEHUA UCNONbL3YIOT 3TU napame-
Tpbl. aHHaa mogens OPC UA Takxe onpefensieT MUHMMaJsIbHbIA Habop npodunein 6e3onacHoCTU, KOTopble
noAAepXuBalT BCE ee MPUMOXKEHUS, XOTS OHU U MOTYT MPUMEHATLCSA He BO BCEX KOHQurypaumax. Mpodunn
6e3onacHoCcTM onpepeneHol B [7].

5.4.1.2 O6HapyXeHue 1 ycTaHOBJ/IeHNE Ceccumn

Be3onacHOCTb Ha YPOBHE NPUIOXEHUA obecneynBaeTcs 3alyulLLEeHHbIM KaHasioM CBA3MW, KOTOPbLIA aKTu-
BEH B TeYEeHMe BCeli ceccum NMpUIoXeHns n obecneymBaeT LENOCTHOCTb BCEX NMepefaHHbIX CO0OOWEeHNA, npo-
X0AUTb ayTeHTU(PUKaLno TONbKO OAMH pa3 npy YCTaHOBIEHUM CcecCun NPUIoXeHusa. MexaHnsmbl o6Hapyxe-
HUS CEPBEPOB U YCTAHOB/IEHUA 3alLMLLEHHbIX KaHas/I0B CBA3WM M NPUKNaAHbIX CECCUI ONMCaHbl B HACTOALLEM
cTaHgapTe n B TOCT P 71811. flononHutensHas uHgopmaymsa o npouecce obHapyxeHus onucaHa B [7].

Mpn ycTaHOB/IEHUM CECCUMN NPUSIOXEHUSA K/TMEHTA U CepBepa CornacoBbiBaldT 6€30NacHbIi kKaHan CBSA3W.
Ona ngeHTudnkaumm KnaneHTa u cepeepa ucnonb3ytcsa uudposbie ceptudukatol (ITU X.509). Cepsep go-
NOSTHATENLHO ayTeHTUULMPYeT NONb30BaTeNA U yTBEPXAaeT nocneayouime 3anpochl Ha AOCTYN K 06bekTam
cepsepa.

5.4.1.3 Ayaut

OPC UA BKknoYaeT NoaAepxKy XypHanos ayanta 6e30nacHOCTU C BO3MOXHOCTbIO COMOCTaBNEHNSA MeX-
Ay XypHanamu ayauta knveHTa u cepsepa. lNpu o6HapyXeHuUM Npobsembl 3aluTbl HA CEPBEPE MOXET bObITb
HalifleHa 1 n3yyeHa COOTBETCTBYHOLAsA 3anucb B XypHane ayauta knueHta. OPC UA Takxe npegoctasnser
cepBepaM BO3MOXHOCTb FreHepupoBaTb YBEAOM/IEHUA O COObITUAX ayauTa KnvmeHTam, A8 ux o6paboTkm n
peructpauun. OPC UA onpegensieT napameTpbl ayguta 6e30MacHOCTU, KOTOpble MOTYT ObiTb BK/HOYEHblI B
3annucu XypHana ayauta v B yBeLOMIeHNS 0 cobbITuAX ayauta. He Bce cepBepbl U KNMEHTbI NpefocTaBnsaioT
BCe PYyHKUMM ayauTa. Mpodmnun, npusegeHHble B [7], yka3biBaloT, Kakne yHKUMM NogaepXxumBarTcs.

5.4.1.4 be3onacHoOCTb nepefayun AaHHbIX

BesonacHocTb OPC UA gononHaeT MHPaCTPYyKTypy 6e30nacHOCTU, NpeaocTaBnsieMyo 60/1bLWMHCTBOM
nnatdopm, nogaepxunsarwnx seb-cnyxosbl.

Be3onacHOCTb YypOBHA nepefayn AaHHbIX MOXET MCNoJjib3oBaTbCA AN1A WKUGPOBaAHUA U MNOAMUACK CO-
ob6uweHnii. lndgposaHne n nognucu sawmuiaoT OT packpbiTus uHopmauum 1 obecneymBardT LEeNoCTHOCTb
coo6ueHunii. Bo3aMoxHOCTM wWindpoBaHnsa obecneurBaoTcs 6a30B0OI TEXHONOTMEW CBA3M, UCNOMb3YEMON O/15
obmeHa coobueHuamu mexay npunoxeHnamm OPC UA. [7] onpegenseTt anroputmbl WMGpPoBaHUa 1 nognu-
CW, KOTOpble AO/DKHbI UCMOMb30BaTbLCA ANA AAaHHOro npoduns.

5.4.2 VHTerpupoBaHHasa mMoAesib afjpecHOro npocrpaHcTBa

Habop 06beKkTOB 1 conyTCTBYHOLWaa MHOpMaLmus, KOTopble CepBep AeNnaeTt 4OCTYMHbIMU AN KTMEHTOB,
Ha3blBaeTCs €ro agpecHblM NpocTpaHCTBOM. AgpecHoe npocTtpaHcTBO OPC UA oTob6paxaeT cBoe COfepXu-
MOe kak Habop y3/10B, COeMHEHHbIX CCblIIKAMU.

MpUMUTMBHbIE XapakTepPUCTUKN Yy3/10B onucbiBardTcA onpegeneHHsimm OPC aTpubytamu. ATpubyTbl —
3TO €lMHCTBEHHbIE 3/1IEMEHTbI CepBepa, KOTopble UMeIT 3Ha4YeHUsa AaHHbIX. Tunbl AaHHbIX, onpegensawwne
3HavyeHnsa aTpmbyToB, MOTyT ObiTb NPOCTLIMU WUAWN C/OXHBIMU.

Y37bl B aApeCHOM NPOCTPAHCTBE KnaccuuumpyTca B COOTBETCTBUN C UX UCNOJIb30OBAHWEM U 3HAUYEHU-
eM. Knacchbl y3/10B onpegenstoT MeTagaHHble A5 agpecHoro npoctpaHctea OPC UA. [5] onpegensieT knacchl
y3nos OPC UA.

Ba3oBblii knacc y3na onpegenseT obwue A5 BCeX y3/I0B aTpubyTbl, MO3BOIAKOLWME UAEHTURULMPO-
BaTb, knaccuuunupoBaTb M HasbiBaTb y3/bl. Kaxablli knacc y3na Hacnegyet aTm atpubyTbl ¥ MOXET A0Non-
HUTENbHO ONpeaensiTb COGCTBEHHbIE aTpPUByThHI.

Ona obecneyeHna COBMeCTUMOCTU K/IMEHTOB W CepBepoB afpecHoe npocTpaHcTtBo OPC UA nepapxu-
YeCKN CTPYKTYpMPOBaAHO, NpUYeM BepxHUe YPOBHWU CTPYKTYpbl OAWHAKOBbLI A1 BCEX CepBepoB. XOTH Yy3/bl B
aflpecHOM MPOCTPAHCTBE 0ObIYHO AOCTYMHbI Yepe3 mepapxuio, OHM MOTYT UMeTb CCbIJIKA APYr Ha Apyra, 4To
Nno3BONAeT afpecHOMY MPOCTPaHCTBY NpPeACcTaBATb B3aMMOCBA3aHHYI0 ceTb y3/710B. Mogenb agpecHoro npo-
cTpaHcTBa onpepeneHa B FOCT P 71808.

CepBepbl MOTyT pasmellaTtb afpecHoe NpoCTPaHCTBO B NpeAcTaBfeHNAX ANA YNPOLWEeHNA focTyna Knm-
eHToB. B 6.3.4.3 60nee noapo6HO onucaHbl NpeacTaB/eHNs afpecHOro NpocTpaHcTBa.

10
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5.4.3 NHTerpnpoBaHHasa o06beKTHas Moaesnb

O6bekTHas mogens OPC UA obGecneumBaeT coOrflacoBaHHbIN, WHTErPUPOBaHHbI Habop KiaccoB y3-
NoB [N15 npeactasneHns 06beKToB B ajpeCHOM NpocTpaHcTBe. 3Ta MoAenb NpeacTaBnseT 06beKTbl C TOUKM
3pEHNSA MEPEMEHHbIX, COObITU U METOAOB, a TakKe WX OTHOWEHWIA c gpyruMmu ob6bektamu. TOCT P 71811
onucblBaeT 3Ty MoAesb.

O6bekTHas mogens OPC UA no3BonsieT cepBepamM npefocTaBnATb onpefeneHns TMNoB 418 06beKToB
N UX KOMNOHEHTOB. OnpegeneHnsa TUNOB MOryT 6bITb noaknaccamu. OHU Takke MOryT 6biTb 06 UMY NN NPU-
HaznexaTb KOHKPEeTHON cucteme. Tunbl 06bEKTOB MOryT ObiTb ONpeAesieHbl opraHu3aunsamMmy no craHgaptunsa-
UMK, NocTasLMKaMU WX KOHEYHbIMW M0JIb30BaTENAMMU.

OTa Mogesnb MNO3BOMAET WHTErpMpoBaThb AaHHble, CUTHaNbl MpeaynpexpeHns, cobbiTus, a Takke ux
NUCTOPUIO B eAuHbI cepBep. Hanpumep, cepBepbl MOryT NpeacTaBnAaTb AATUMK TemMnepaTtypbl Kak 0O6bekT,
COCTOAWMNI N3 3HAYEeHUsa TemnepaTypbl, Habopa napameTpoB TPEBOrN 1M COOTBETCTBYHOLWEro Habopa npeaenb-
HbIX 3HAYEHWIA.

5.4.4 NHTerpnpoBaHHblIe CNYXObl

VIHTepgoeiic mexay KnmeHTamMu 1 cepBepamu onpegensieTcsa Kak Habop cnyx6. 3Tn cnyx6bl opraHnso-
BaHbl B /IOTMYECKME TPyNnbl, Ha3biBaeMble Habopamu cnyx6. Habopbl cnyx6 npeacrtaBneHsl B 6.4 1 onpege-
nexbl B TOCT P 71809.

Cnyx6bl OPC nAgarwT kKnneHTam gBe BO3MOXHOCTU. OHM MO3BOASKT KAMEHTaM OTnpaB/isfATb 3anpochl
Ha cepBepbl U NosayyvyaTb OT HUX OTBeTbl. OHU Takxe NO3BOJIAKT KIMeHTaM MNOANUCbLIBATbLCA Ha cepBepbl AN
nonyyeHus ysegomseHuii. Cepsep nUcnosb3yeT yBeAOMIEHNUS A1 COO6LEeHNS 0 TakMx COObITUAX, KaK CUTHa-
Nbl NpeaynpexaeHns, U3MEeHEeHUs 3HauYeHWn faHHbIX, COObITUA 1 pe3ynbTaTbl BbIMOSIHEHWUS NPOrpamMmmbl.

B uenax adpgektuBHoctn coobueHns OPC UA moryT 6biTb 3akoAupoBaHbl B Buge Tekcta (XML wunn
JSON) nnn B gBonMuyHOM chopmaTte. lNepegada coobLULEeHN MOXET NPOBOANTLCA C UCMNO/Ib30BAHUEM HECKO/b-
Knx 6a30BbIX NMPOTOKO/0B nepegayun, Hanpumep TCP nan HTTP. CepBepbl MOryT NpeAocTaBnisATb pas/inyHbie
KOOAMPOBKN W NPOTOKO/IbI Nepegayun, kak onpegenedHo B FOCT P 71810.

5.5 Ceccun

B3anmopgeiictBue knueHT-cepsep OPC UA TpebyeT Hanuuua mogenu coctosHusa. NHdopmayms o co-
CTOSAHUW MOAAEPXUBAETCSA BHYTPU CECCUU MPUNOXEHUA. [puMepamun MHpopmauum 0 COCTOSHUU SABAIOTCA
NOANWUCKN, yYeTHble AaHHbIe NOJIb30BaTessl Y TOUYKU NPOLOHKEHNA ANSA onepauunii, 0XBaTbiBalLWNX HECKO/TbKO
3anpocos.

Ceccuun onpefensanTca Kak 1oruveckne coeguHeHna Mexay KnumeHtamu n cepsepamu. Cepsepbl UMeOT
orpaHuyeHns no 4yncsy OfHOBPEMEHHbIX CECCUI B 3aBUCUMOCTM OT JOCTYMHOCTU PECYPCOB, a Takxe ML eH-
3MOHHBIX N MHbIX hakTopoB. Ceccus He 3aBUCUT OT 6@30BbIX MPOTOKO/IOB CBA3M. CH60M B 3TUX NPOTOKOAAX He
NpMBOAAT K aBTOMaTUYECKOMY 3aBeplueHunto ceaHca. Ceccum npekpaliaoTcsa Ha OCHOBaHUKW 3anpoca KaneHta
Unn cepBepa, a TakKe Ha OCHOBaHMK 6e3feincTeua knmeHTa. MHTepBan BpemeHn 6e3aelicTBMA cornacoBbiBa-
eTCcA BO BpPeEMS YCTaHOB/IEHUA CECCUMN.

6 KoHuenuum cuctem

6.1 O630p MoAenn K/NeHT-cepBep

ApxuTtektypa cuctem OPC UA mogenupyet K/IMEHTOB M CePBEpPbI KaK B3anMOAeNCTBYOLWMNX NapTHEPOB.
Kaxpas cuctema MOXeT CoAepxaTb HEeCKONIbKO K/IMEHTOB U cepBepoB. KaXAbll KIVEHT MOXeT 04HOBPEMEH-
HO B3aumofeicTBoBaTb C O4HUM WM HECKO/IbKMMW CepBepamu, W KaxAbli cepBep MOXeT OAHOBPEMEHHO
B3aumofeicTsoBaTb C O4HUM WW HECKOJIbKUMU KnuneHTamu. MpunoxeHne moxeT 06befUHATb KOMMNOHEHTbI
cepBepa M knMeHTa Ana obecneyeHms B3aMMoAelicTBUS C APYTMMWU cepBepaMu U KNmeHTamu, coriacHo 6.3.7.

KnueHTbl 1 cepBepbl npeacTaBsieHbl B 6.2 1 6.3, Ha pucyHKe 3 nokaszaHa apxutekTtypa ¢ 06beUHEHHbIM
CepBepoM U KNIMEHTOM.
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3anpoc 3anpoc
KNMeHTa * KNMeHTa
O6beay-

Knvent n OrseTb Henrel N Ortser Cepsep
OPC UA cepeepa OPCUA cepeepa OPC UA
W KNINEHT
Ory6/MKOBaHHbIe Ory6/MKoBaHHbIe
yBeJoM1eHUA n yBeIOM/IEH/SA

PucyHok 3 — Apxutektypa cuctemol OPC UA

6.2 KnueHTbl OPC UA

KnuneHtckasa apxutektypa OPC UA mogenvpyeT KOHEUYHYI TOYKY KMeHTa BO B3aMMOAENCTBUAX KNUNEH-
Ta 1 cepsepa. Ha pucyHke 4 nokasaHbl OCHOBHbIE 3/IEMEHTbI TUMNUYHOTO K/IMEHTA U UX B3aMMOCBA3b.

K cepsepy Or cepsepa K cepsepy Or cepeepa
OPCUA OPCUA OPC UA OPCUA

PucyHok 4 — ApxutekTypa knveHta OPC UA

KnneHTcKkoe nNpuaoXeHne — 3TO KOA, KOTOPbIN peanndyeT yHKUUIO KnmeHTa. OHO ncnonb3yeT APl knu-
eHTa gNns oTnpaBKyM M nonyyvyeHus 3anpocos cnyx6 OPC 11An oTBeToB Ha cepBep. Cnyx6bl OPC UA onucaHsbl
B 6.4 n onpegenedsl B FTOCT P 71809.

«AP| KnueHTta» ABNAETCA BHYTPEHHUM WHTepdeincom, KOTOopbIli U30AUPYET KOA, KIMEHTCKOTo Npunoxe-
HMs oT cTeka cBAsn OPC UA. Ctek cBAsm OPC UA npeo6pasyeT Bbi30Bbl APl k/ineHTa B COOOLLEHNS U OT-
npaBnsieT ux yepes3 6a30BYH CYLLHOCTb CBSA3W Ha CEpBEp MO 3anpocy KAMEHTCKOro npunoxeHus. CTek cBA3U
OPC UA Takxe nosiy4yaeT OTBET U cOo0bLLeHNA yBeJOMNIeHNss OT 6a30BOl CYLLHOCTU CBA3N U AOCTaBASAET UX
KJIMEHTCKOMY npunoxeHuio yepes APl knneHTa.
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6.3 CepBepbl OPC UA

6.3.1 0O6uwme NosOXeHns
ApxnTektypa cepsepa OPC UA MoaenvnpyeT KOHEUYHYH TOYKY CEpBEpPa BO B3aMMOAENCTBUAX KAMEHTA U
cepBepa. Ha pucyHke 5 nokasaHbl OCHOBHblE 3/IEMEHTbI CepBepa U UX B3aUMOCBSA3b MexXAay COOOW.

K cepsepy Ot cepBepa K cepsepy Ot cepBepa
OPC UA OPC UA OPC UA OPC UA

PucyHok 5 — ApxutekTtypa cepsepa OPC UA

6.3.2 PeanbHble 06bEKTHI

PeanbHble 06bekTbl — 3TO (husmyeckme wam nporpammHble O06bEKTbI, AOCTYNHbIe CEpPBEPHOMY npu-
NIOXXEHMWI0, WU KOTOpble OHO o6cnyxmnBaeT BHYTpu. lMpumepamn ABnsAwTCA usnyeckme ycTpoictea v gua-
FTHOCTMYECKNE CYETUUKMN.

6.3.3 CepBepHOe npunoxeHune

CepBepHoe NpuioxeHne — 3TO KoA, peanusylwmini yHkunio cepsepa. OHO ncnonb3yet API cepeepa
ANa oTnpaBkM M nonyyeHus coobueHnin OPC U A ot kneHToB. «API cepBepa» ABsieTCA BHYTPEHHUM WHTEp-
doeiicom, KOTOpbIA N30AUPYET KOA4 NPUNOXEHUS cepBepa OT cTeka cBA3m OPC UA.

6.3.4 AgpecHoe npocTtpaHcTtBo OPC UA

6.3.4.1 Y3nbl agpecHOro npocTtpaHcTea

AfpecHoe NpoCcTpaHCTBO MoAenupyeTcs kak Habop y3noB, AOCTYMHbIX KAMEHTam C WCMOJ/Ib30BaHMUEM
cnyx6 (mHTepdeiicoB n metogos) OPC UA. ¥Y3nbl B agpecHOM NpOCTpaHCTBE MCNOMb3YHTCA ANA NpeacTas-
NeHus peanbHbiX 06bEKTOB, MX ONpeAesieHniAi U CCbINOK APYT Ha Apyra.

6.3.4.2 OpraHunsaumns agpecHoro npocTpaHcTea

[na nocneposaTesibHOTO CO3[aHWSA afpecHOro npocTpaHcTBa M3 B3aMMocBA3aHHbIX y3nos [OCT
P 71808 coaepxut getanu «CTpouTesibHbIX 6/10k0B» MeTamogenun. Cepsepbl MOryT cBo60HO OpraHu3oBbl-
BaTb CBOM Yy3/bl B afjpeCcHOM MpocTpaHcTBe. cnonb3oBaHWe CCbINIOK MexXxAy y3fnaMmu no3Bonser cepsepam
OopraHn3oBbIBaTb afjpecHoe MPOCTPAHCTBO B Mepapxuio, NOJIHYIO AYEUCTYI0 CeTb Y3/10B WA N060e BO3MOX-
HOe coyeTaHue.
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B agpecHom npocTtpaHctBe OPC UA onpepenser y3nbl, CCbIJIKN U UX opraHusauunto. HekoTopble npo-
omnmn He TpebyT peanusaynmn Bcex y3nos UA cornacHo NOCT P 71810.

6.3.4.3 lNpeacTaBneHna afpecHoro npocTpaHcTea

MpeactaBneHne — NOAMHOXECTBO afpecHOro npocTtpaHcTBa. [lpeacTtaBneHMs MCNoMb3ywTCA ANA
orpaHmyeHns y3noB, KOTOpble cepBep AesiaeT BUAUMbIMW O KAMEHTa, TeM CamblM OrpaHuuymMBas pasmep
aflpecHoro nNpocTpaHcTBa AN 3anpocoB Ha 06cnyXuBaHue, oTnpaBnsemMbiX KnueHTom. lMpeacTaBieHneM no
yMO14aH1O ABNSETCHA BCe afpecHoe npocTpaHcTBo. CepBepbl ONUMOHANIbLHO ONpeaensoT Apyrue npeacraB-
neHus. MNpepactaBneHns BUOHbI Yepes ajpecHOoe NPOCTPaHCTBO, U KANEHTbI MOTyT npocmMaTtpusaTtbh npeacraB-
neHus, ytobbl onpeaenunTb UX CTPYKTypy. MNMpeacTaBfieHns YacTo SABMSAKT cob6oii nepapxmm, KOTopble yA0GHbI
KNMeHTam AN HaBurauuum u npeacTaB/ieHns B BUAE AepeBa.

6.3.4.4 MNopaepxka MHpopMaLNOHHbIX Moaenen

AppecHoe npocTtpaHcTBo OPC UA nogaepxuBaeT nHpopmaynoHHble mogenn cornacHo NOCT P 71810.
OTa nogaepxka obecneymBaeTcsa yepes:

- CCbI/IKW Ha y3/bl, KOTOpPble NO3BOAKT 0O6beKTam B afpecHOM NpocTpaHcTBe ObiTb CBA3aHHbIMU APYT
C Apyrowm;

- y3/7bl TUNOB 06bEKTa, KOTOpble NPefoCTaBAAT CEMaHTUYECKYHD MHOpMauu A5 peasibHbiX 06b-
eKTOoB (onpegesieHnsi TUNoB);

- y3/bl TUNOB 06BLEKTOB A8 NOAAEPXKKN MOAKIACCOB onpefeneHunii TUNnos;

- onpepjesieHUsa TUMOB AaHHbIX, NPeACTaB/IEHHbIX B alpECHOM MPOCTPaHCTBE, KOTOPble NO3BONSAKT UC-
NoNb30BaTb OTpac/eBble TUMbl AAHHbIX;

- conyTcTBylouwme ctaHgapTel OPC UA, nossonstowme otpacneBbiM rpynnam onpegensatb npeacrasne-
HME KOHKPETHbIX NMHDOPMAaLMOHHbIX MOAeNeli B agpecHOM NpPOCTpaHCTBE cepBepa.

6.3.5 CylWHOCTN NOAMUCKMN

6.3.5.1 2/1eMeHTbl MOHUTOPUHIa

ONeMeHTbl MOHUTOPUHIa — CYLHOCTW Ha cepBepe, Co34aHHble K/IMEHTOM, KOTOPbIE OTCMEXUBAKT y3/ibl
aflpecHOro NpocTpaHCcTBa W WX peasnbHble aHanoru. MNpu o06HapPYXeHUN U3MEHEeHWSA AaHHbIX WIN BO3HWKHO-
BEHWs cobbiTus/curHana npegynpexzeHusi, OHW reHepupylT yBeLOM/IeHMe, KOTOpOoe nepefaeTcsa KAWEHTY
nocpencTBOM NOZLMUCKMA.

6.3.5.2 Mognunckn

Mopgnucka — KOHEeYHas Touyka Ha cepBepe, KoTopas nybnvkyeT yBeAOMAEHUS AN KAMEeHTOB. KaneHTsbl
KOHTPOIMPYKOT CKOPOCTb My6Aukauuii nyTem oTnpaBku COO6LEeHNa Ny6ankaymu.

6.3.6 NMHTepdeiic cnyxobl OPC UA

6.3.6.1 O6wme nonoxeHus

Cnyx6sbl, onpegeneHHbie ana OPC UA, npegctasneHsl B 6.4 n onpegenensl B FOCT P 71809.

6.3.6.2 Cnyx6bl 3anpoca/oTBeTa

Cnyx6bl 3anpoca/oTBeTa — 3ajayu Ha OAHOM WAN HECKOJIbKMX y3/1ax B aApeCHOM NpoCTpaHCcTBe W A4
BO3Bpara oTBeTa.

6.3.6.3 CnyX06bl nognMcKu

Cnyx6a noanuckn Bbl3blBaeTcs yepe3 nHTepdeinc cnyxosl OPC UAC Uenblo Nnepnoanyeckon oTnpaBku
yBELOMJIEHUI KNMEHTaM. YBeAOM/IEHNS BKAKYAKT COObITUSA, CUTHA/bI NpeaynpexaeHuns, N3MeHeHus AaHHbIX
N BbIXOAHbIE laHHble Nporpamm.

6.3.7 MexcepBepHble B3aumMogencreus

MexcepBepHOe B3anMOAElNCTBME B MOAENMMN «K/INEHT-CEPBEP» — 3TO B3auMMoAeicTBue, Npy KOTOPOM
O[MH cepBep BbICTynaeT B KA4YeCTBe K/MeHTa Apyroro cepsepa. MexcepBepHoe B3aMmMofeincTene nossonser
paspabaTbiBaTb CepBepbl, KOTOPbIE:

a) o6bmeHMBalwTCA MHOpMaumein Apyr ¢ ApYyroMm Ha OAHOPAaHroBOW OoCHoBe. Peanv3auums faHHON Tex-
HOMOTMM MOXET BK/YaTbh U3ObITOUYHbIE WM YAaNeHHble CepBepbl, KOTOpPble UCMNONb3YTCA ANA NOALEPKKN
onpeaeneHnin obuwecmctemHoro tuna (CM. pUCyHok 6);

6) 06bEAUHATCA B MHOTOYPOBHEBYIO apXUTEKTypy CEPBEPOB AN 06ecneyeHus:

- arperaumun faHHbIX C CEPBEPOB HWKHET0 YPOBHS;
- BbICOKOYPOBHEBOI CTPYKTYPbl AaHHbIX NS KINEHTOB;
- KNMEeHTCKMe MHTepdelicbl KOHUeHTpaTopa, obecneynBawlne eAnHYH TOYKY AOCTyna K HECKO/b-
Kum 6a30BbIM cepBepam.
B3anmogelicTBne Mexay ceppepamu npencTaB/ieHO Ha PUCYHKe 6.
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Cetb

Cepsep OPC Cepsep OPC
MHTepdeiic MHTepgoeiic
cepsepa KneHTa
MexcepBepHble
B3auMMogeicTBums
WHTepdeiic WHTepdeiic
KMeHTa cepsepa

PucyHok 6 — OfiHOpaHroBoe B3aMMOZENCTBME MexXay cepBepamu

MopobHble oAHOpPaHroBble B3auMOAeWcTBMA MOryT ObiTb peann3oBaHbl C noMolwbio mogenn OPC UA
«uU3paTenb-nofgnucynk», rae Kaxaoe ofHOPaHroBoe MPUIOXeHNe MOXeT O4HOBPEMEHHO ABNATLCA Kak uiga-
Tenem, Tak v NOAMNNUCHNKOM.

Cxema 06benHEHNS CepPBEPOB AJ/19 BEPTUKABHOIO A0CTYNa K AaHHbIM Ha NpeanpuaTUM npeacrasfeHa
Ha puUCyHke 7.

YpoBeHb
CeMaHTUKN
npeanpuaTns

YposeHb
> CEMaHTUKKN
npoveccos

YpoBeHb
> CeMaHTUKu
YCTPOWACTB

PucyHok 7 — lMpumep 06beanHEHUS cepBepoB

6.4 Pes3epBupoBaHue

OPC UA npefocTaBnsieT CTPYKTYpPbl AaHHbIX U C/yX6bl, KOTOpPble C NPUMEHEHUEM CTaHAAPTU3UPOBAH-
HbIX XapakKTepPUCTUK oNpefesiaioT BO3MOXHOCTb pe3epBUpOBaHUs. Pe3epBrpoBaHNe NMPUMEHUMO AJ1si MOBbI-
lWEHUs1 [OCTYMHOCTM, OTKA30yCTOWUYMBOCTU M GanaHCMPOBKM Harpysku. PesepBupoBaHue KNUEeHTa, Cnyx6bl 1
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cetn popmanbHo onpegesieHo B FTOCT P 71809. Mpodunamu, npencraBieHHbIMU B [7], onpegenseTtca Kak
nogaepxusaetca pesepsuposaHune npunoxeHnem OPC UA.

Tpebyemble curHanbl, NocTynawliMe OT KINEHTA U cepBepa, CBA3aHbl C ABYMS pexumamu pe3epBupo-
BaHMA cepBepa: Npo3payHbiM U Henpo3pauHbiM. O6A3aHHOCTU KIMEeHTa U cepBepa Mnpu UCNoNb30BaHUU NpPo-
3payvyHoOro WM Henpo3payHoro pesepsupoBaHnsa onpepgenedsl B FOCT P 71809.

Cepsepbl, nogaepxunsaloLie HenpospayHoe pesepBupoBaHMe, MOTyT Takxe nogaepxuBarb ynpabns-
emMoe KNMEeHTOM pacnpegeneHue Harpysku. CoCTOsiHME cepBepa, BK/IYas ero cnocobHoOCTb 06CnyxuBaTb
3anpochl, B COBOKYMNHOCTU onpefenseTcs Kak ypoBeHb cryx6bl. OnpegeneHne ypoBHA cnyx6bl NpuBefeHO B
FOCT P 71809. B 'OCT P 71810 npepcTaB/ieHbl YeTbipe nogananasoHa ypoBHA CNYX6bl M NpuMepbl UX UC-
Nno/sib30BaHuA.

6.5 My6nnkaumsa-nognucka

Mpn Mcnonb30BaHUU MOAENN «U3[aTenb-nognucuuk» npunoxeHuns OPC UA He o6meHMBaloTCsa 3anpo-
camu 1 oTBeTamMu Hanpsmyw [8]. BmecTo atoro, msgartenu nocblinakT coobuweHua ceasywuwemy MO, opueH-
TUPOBaHHOMY Ha 06pabOTKy COOOLWEHUI, HE 3HAss O TOM, AOCTYMHbI /1IN TaM Kakue-nnbo nognucumkn. AHa-
NOTMYHO, MOANUCYMKM BblpaXalT UHTEpecC K onpefesieHHbIM Tunam AaHHbiX, U o6pabaTbiBaloT cO06LWEHUS,
cogepxalime aTn gaHHble, 6e3 yueTa BO3MOXHOCTEN N PYHKUUIA nsgaTteneil.

Ceasywouiee MO, opueHTUpPOBaAHHOE Ha 06paboTKy coobuieHnii — 3TO NporpamMmmHas Uan annapartHas
UHpacTpyKTypa, noggepxusawlias OTNpaBKy M MOMyvYeHUe COOOLLEHU MexAy pacnpegesieHHbIMKU cucTe-
Mamu. OT ceasywuwero MO, OpMEeHTUPOBAHHOIO Ha 06paboTKy COObLLEeHNIA, 3aBUCUT, Kak ByaeT peasim3oBaHo
370 pacnpejeneHuve.

UTo6bl 0XBaTUTb 60/bLIOE KOMMYECTBO cnocob0oB mMcrnonb3oBaHus, mogens OPC UA «u3pgatenb-nog-
nNUCYMK» NogaepXxvneaeT BapuaHTbl cBsA3yowero MO, opMeHTUPOBAHHOIO Ha 06paboTky coobueHnin [2]. K HUmM
OTHOCATCS:

- thopmat 6e3 6pokepa, rae ceasywuiee MO, opueHTUpOBaHHOE Ha 06pabOTKy COOOLEHU, ABAseTcA
ceTeBOl MHGPACTPYKTYpOIli, CNOCOOHOW HanpaBnATb COOOWEHNs Ha OCHOBe gatarpam. Mognucumkm m msga-
TeN UCNOJIb3YIT AaTarpaMmMHbie NMPOTOKO/bI, Takne kak mysbtukact UDP;

- (bopmart, ocHOBaHHbII Ha 6pokepax, rae ceasywuiee MO, opueHTUpoOBaHHOe Ha 06paboTKy coobule-
HWUI, aBnsieTca 6pokepoM. MoaNNCUYMKN 1M n3gaTtenn UCNosb3yT CTaHAAapPTHbIe MPOTOKObI 06MeHa coobuye-
HuAMK, Takne kak AMQP wunm MQTT, ans cBa3uM ¢ 6pokepoM. Bce coobuieHns nyb6aunkytoTcs B odepeamn (Ha-
npumep, TEMbI, y3/bl), KOTOpPble packpbiBaeT GpPoOKep, a NOAMNUCYMKM 3TW oyepeau npocnywmearoT. Bpokep
nepeBoauT coobLleHns n3 hopMasibHOro NPoToKoNa obMeHa coobweHnAMU nsgatensa B popMasbHbI Npo-
TOKO/T 06MeHa coobLWeHNAMM nognmcumnka.

Mogenb «u3gaTesib-noANNUCUYMNK» UCNOMb3yeTca ANA nepefadn coobWeHnlii Mexay pasMyHbIMU KOMMO-
HEHTaAMW CUCTEMbI, NPU 3TOM KOMMOHEHTaM He HYXHO 3HaTb WAeHTUduKaTopbl APYr Apyra.

M3paTenb 3apaHee HaCTPOEH Ha OTNpaBKy KOHKPETHbIX AaHHbIX. YCTAHOBMEHUA COeANHEHUSA MeXay U3-
paTesieM 1 NoANUCYNKOM He MPOUCXOAWT.

3HaHVe O TOM, KTO fIBNAETCHA NoANUCYMKamu, U nepecbinika onybnMKOBaHHbIX AaHHbIX Mognucynkam
nepeknagbiBaeTcsa Ha cBaAsywuwee MO, OpueHTMPOBAHHOIO Ha 06paboTKy coobuweHnin. Misgatens He 3HaeT n
[OMKEH OMpefenaTb HasMyme W YMCAO0 NOANUCYMKOB. TpeboBaHMA K YyCUNMAM W pecypcaMm u3gaTtens npej-
CKasyeMbl M He 3aBUCAT OT KoJmyecTBa NoAnucyvMkoBs. [8] onuceiBaeT getann mogenn OPC UA «uspatenb-
NOANUCYNK.

6.6 BlanmopeiictBmue moaenem

Mogenun «usgatenb-noAnuCUYMK» U «KJINEHT-CEPBEP» OCHOBAHbl Ha MHOpmMauuoHHolii mogenn OPC
UA. Mogenb «u3gatenb-nognucymnk» /1erko BHeAPAETCA Kak CepBepy, Tak U KNUEeHTy, rae usgatesb ABNAeTCA
cepBepom (Bnagensuem uHcopmaymmn), a nognnucUYMk— knmeHtom. C nomowbio mogenn OPC UA «KANEeHT-
cepBep» MHGOPMaLMOHHAa MOAeb KOHpUrypaynum «msgatenb-nognucuymk» cnocobCcTByeT KoHUrypaymm ms-
pateneil n nognucunkoB. Ha pucyHke 8 nokasaHo oAHO npunoxeHme OPC UA, koTopoe BbiCTynaeT B poau 1
cepsepa, 1 usgarens.
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PucyHOK 8 — VHTErprpoBaHHble MOAEMN «KIIMEHT-CEPBEP» U «M3AaTe b-NIOAMUCHNK

7 Habopbl cnyxo

7.1 O6wme NoNoXeHns

Cnyx6bl OPC UA pa3geneHbl Ha Habopbl Cnyx6, Kaxablii U3 KOTOPbIX onpefenseT IOTMYecKy rpynny
CNyX6 ans goctyna K acnekty cepBepa. Habopbl cnyx6 onucaHbl B 7.2—7.11. Habopbl cnyx6 u nx cnyxoébl
onpegeneHbl B FTOCT P 71809. MNogaepxuBaeT Nn cepBep Habop CNyX6 MM KOHKPETHYK ycnyry B Habope
cnyx6, onpegensetcsa ero npogunem. NMpodunm npeacraeneHsl B [7].

7.2 Habop cnyx6 o6HapyxeHus

LaHHbIn HaGop cnyx6 onpeAensieT cnyx6bl, UCNOMb3yeMble ANS 06HAPYXEeHUA B cUCTeMe AO0CTYMHbIX
cepBepoB. OH Takke obecneynBaeT CNOCO6, C MOMOLLbID KOTOPOrO K/IMEHTbl MOTYT MPOYMTaTb KOHQUIypaumto
6e30nMacHoOCTN, HeobXxoaMMy ANA NOAKAKYEeHUs K cepBepy. CnyxObl 0GHapyXeHUuss peanusyrTcs OTAeNb-
HbIMW CepBepaMu U BblAeNleHHbIMU cepBepaMy O6HapyXeHUsi. XOpoWo W3BECTHble BblAeflEHHblE CEpPBEPLI
o6HapyXeHUs NpeaocTaBAsAT KIMEHTaM BO3MOXHOCTb OOGHApYXWTb BCE 3aperncTtpupoBaHHbie CepBepbl.
B [5] onucaHo, Kak Mcnosib3oBaTb CAYXObl 06HAPYXEHUS C BblAENEHHbIMU cepBepamMun O0GHapyXeHus.

7.3 Habop cnyx6 3aluueHHOro kaHana

[aHHblAi Habop cnyx6 onpepensieT CAyXO6bl, UCNOAb3yeMble ANS OTKPbITUA KaHana CBA3W, KOTOPbIN
obecneunBaeT KOHPUAEHLNANBHOCTb U LENOCTHOCTL BCEX COOOLLEHMNI, NepefaBaeMblix Ha cepep. basoBbie
KoHUenuuu 6e3onacHocTu UA onpegeneHbl B TOCT P 71807.

Cnyx06bl 3alMWEHHOr0 KaHasna oTnnyalTcsa OT APYIMX CiyX6, NOCKO/IbKY OHW He peann3ylTcs Heno-
cpeacteeHHo npunoxeHnem OPC UA. BmecTo 3TOro oHM npenocTaBnsAlTCA CTEKOM CBA3W, Ha KOTOPOM no-
cTpoeHo npunoxeHne OPC UA. MpunoxeHus OPC UA npocTo A0/HKHbl MPOBEPATb UTO 6Ge3onacHbIii KaHan
aKTMBEH, KaxAblli pas, korga oHu nosny4vatoT coobuieHne. TOCT P 71811 onucbiBaeT npumMeHeHue cnyxb6 3a-
WULLEHHOTO KaHana B pas3/InyHbIX TUNax CTEKOB CBA3MN.
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3alMWeHHbIi KaHan — ANTeNbHOEe NIOTNYecKoe coefuHeHne Mexay O4HUM KIMEHTOM U O4HUM cepBe-
pom. [laHHbI KaHan noggepxuweBaeT HAboOp kYeli, KOTopble U3BECTHbI TO/IbKO K/IMEHTY U CEPBEPY U UCNOJb-
3ylTCA AN ayTeHTUdmKauum n wnupoBaHns coobweHnin, nepegaBaembix No cetn. Cnyx6bl 3alWnLU,EHHOT0
KaHasia No3BONAT K/IMEHTY U cepBepy 6e30MacHO CorflacoBbiBaTb MCNO/b3yEMbIE KTHOUN.

TOYHble anropuTMbl, UCNOMb3YEMbIE ANA ayTeHTudukaymm n WwnugpoBaHnsa coobLeHNA, onncaHbl B No-
NMTuUKax 6e3onacHoOCTU cepBepa. Takume MNOSINTUKM OTKPbIBAKTCA C MOMOLb0 Habopa cnyx6 obGHapyXeHus.
KnneHT BbiGBMpaeT COOTBETCTBYILLYID KOHEYHYH TOYKY, KOTOopas NOAAEPXMBAET XeNaemyw NonuTuky 6es-
onacHoOCTK cepBepa npu co3faHny 3aliMWeHHOro KaHana.

Mpn obweHnn Yepes 3alMNLLLEHHbIA KaHan KAWeHT U cepBep MPOBEPSIOT, BCE N BXOAsLMe coobWweHns
6b1/1 nognucaHbl n/unu 3awndpoBaHbl B COOTBETCTBUM C MONUTUKOW 6e3onacHocTu. MpunoxeHne UA gonx-
HO NpourHopupoBaTh /l060e coobLieHne, He COOTBETCTBYOLLEE NOMNTMKE 6E30MacCHOCTM KaHana.

BesonacHblii KaHan oTaeneH ot ceaHca UA-npunoxeHus; goctyn kK ceaHcy UA-NpUAI0OXKEHUST MOXET OCYy-
LWEeCTBNATLCS TONIbKO Yepe3 6e3onacHblii kaHan. UA-NpuioXeHne onpeaensiet, Kakon 3aliMuleHHbIR kaHan>
CBA3aH C KaxgbiM coobuweHnem. CTek cBA3U, ob6ecneynmBalWmnii MexaHn3m 3alnLLEeHHOro KaHana, HO He Mo-
3BOIAO WM NMPUIOKEHUID Y3HATb, Kakol 3al MU eHHbIA KaHan> 6bl1 NCNOMb30BaH 4158 AAHHOIO coobLeHuns,
He MOXeT ObiTb MCNOMb30BaH ANA peanusaunn Habopa C/yX6 3al UL eHHbIR KaHa >,

B3anMoCBA3b Mexay ceaHCOM npuaoxeHna 11Aun 3alyunuLieHHbIM KaHa/ioM nokasaHa Ha pucyHke 9. Mpu-
noxeHusa UA ncnonb3ylT CTeK CBA3W A1 06MeHa coobueHnammn. Cnyxobbl 3alMULLEHHOT0 KaHana npuMeHs-
H0TCA ANA YCTAHOBNEHNS 3al UL, EHHOTO KaHasa> Mexay ABYMS cTekaMu CBA3MW, YTO NO3BONSET UM 6e3onac-
HO obmeHmBaTbCA coobueHuamun. MpunoxeHnsas UA ucnonb3ylT Habop cnyxb ceccum gnsa ycTaHOBIEHUS
ceccuun npunoxenna UA.

KnueHt OPC UA Cepep OPC UA
Ceccus
MpunoxeHne UA e > MpunoxeHne UA
Crek cBA3n Crek cBA3n

3alyLieHHbI KaHau

PrcyHoK 9 — 3allyienHbIl kaHan 1 cnyxbbl ceccum

7.4 Habop cnyx6 ceccumn

Habop cnyx6 onpegensiet cayxo6bl, UCNOMb3yeMble A1 YCTAHOB/IEHUS COEAUWHEHUA Ha MNpuUKNagHoOM
YPOBHE B KOHTEKCTE CECCUN OT MMEHWN KOHKPETHOro MnoJjib3oBaTens.

7.5 Habop cnyx6 ynpaBneHusa ysnamu

HaGop cnyx6 ynpaBfeHUst y3namu no3BOASET KAMeHTaM [06aBfsiTb, U3MEHSTb W yAanstb y3fbl B
afipecHOM NpocTpaHCcTBe CAyXO6bl NPefoCTaBAsAT UHTepdelic ANna KOHUIYpMpoBaHUS CepBEpPOB COr/lacHo
FOCT P 718009.
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7.6 Habop cnyx6 npeacrtaBneHui

MpeacTaBneHns sABNSOTCS 06Wef0CTYNHbIMK, CO34aBaeMbiMU CEPBEPOM NOAMHOXECTBaMU afpecHoro
npocTpaHcTBa. Bce afpecHoe NPOCTPaAHCTBO MO YMOSYaHUIO, ABMSETCS NpefCcTaBfeHNEM U NO3TOMY CNyX6bl
npeacTassieHnii paboTarT co BCEM aApecHbIM NpocTpaHcTBOM. Pa3BuTue Bepcuit aToii cneundmkaunm npega-
nonaraet pa6oTy cnyx6bl ANa cO34aHUs onpefensieMblX KIVEHTOM npeAcTaBaeHuni.

Ha6op cnyx6 npeactaB/ieHUii No3BoAsSeT KNMEHTAM 06HAPYXUBATb y3/bl B NpeACTaB/AeHUM NyTeM MNpo-
cMoTpa. MpocmoTp NO3BOMSET KIMEHTAM NEpPeMeLLaTbCs BBEPX M BHU3 MO MEpPaAPXUM WX CEef0BaATb CCbIIKaM
MeXZay y3namu, cogepxaljmuMmncs B npeacTtaBieHnn. Takum o6pa3om, NPOCMOTP Takxe Mo3BOMSEeT KIMeHTam
06HapyXnBaTbh CTPYKTYpYy NpefcTaB/eHus.

7.7 Habop cnyx6 3anpocoB

Ha6op cnyx6 3anpocoB No3BosisAeT NoMb30BaTe/ 1AM MosyyaTb AOCTYN K afpecHOMY MpoCTpaHcTBy 6e3
npocMoTpa W 6e3 3HaHWS JIOTMYECKO CTPYKTYpbl A1 BHYTPEHHEr0 XpaHeHUsi AaHHbIX.

3anpoc no3BonsieT KNMeHTam BblGUpaTh NOLMHOXECTBO Y3/10B B NPeACTaBNE€HNN HA OCHOBE HEKOTOPbIX
KpuTepueB (hunbTpa, NPefocTaBAseMbIX KMEHTOM. Y3/bl, BbibpaHHble U3 NpefcTaB/ieHUss B pe3y/ibTaTe Bbl-
MOJSIHEHUSI 3anpoca, Ha3biBalOTCS HAGOPOM pPe3y/ibTATOB.

CepBepbl MOMYT CTONKHYTbLCSA C TPYAHOCTSIMW Npu 06paboTke 3anpocoB, TPebylwmux gocTyna K gaH-
HbIM BO BPEMSl UCMOJIHEHUS, HANpVMep K flaHHbIM ycTpolicTBa. Takas o6paboTka cBA3aHa C PecypCoeMKUMU
onepauusMu Wan 3HaAYUTENbHbIMU 3afepxkamMu. B Takux cnyyasx cepBep MOXET CYecTb Heo6XOAVMMbIM OT-
K/IOHEHWe 3anpoca.

7.8 Habop cnyx6 atpubyTtos

Ha6op cnyx6 aTpubyToB MCNONb3yeTCs AJ1S YTEHWS W 3anncu 3HayYeHuii aTpubyToB. ATpUGYTbl SABNSA-
I0TCA npocTeiwnmn xapaktepuctukamu ysnos OPC UA. OHM He MOryT 6biTb OnpefenieHbl KAMeHTamu Win
cepsepamu. ATpubyTbl — eAWHCTBEHHbIE 3N1EMEHTblI a[pPecHOro NpPocTpaHcTBa, KOTOPbIM A0MNYCTUMO UMETH
3HauYeHUs gaHHbIX. Ocobblii aTpubyT, aTpMbyT 3HAYEHUS, UCMNOMb3yeTca ANA OnpefefieHns 3HavyeHus nepe-
MEHHbIX.

7.9 Habop cnyx6 metonos

MeToabl NpeacTaBnsAoT co60li BbI30Bbl MYHKUUIA 06bekToB. OHWM onpefenieHbl B HACTOsLEM cTaHgap-
Te n TOCT P 71808. MeToabl Bbl3biBAOTCA UM BO3BpaLlalOTCA MOCNe 3aBepLleHNs, HEBAXHO, YCMNELWHOoro nm
HeygayHoro. Bpems nNpvMeHeHVWs MeTO[0B MOXeT BapbuMpoBaTbCA B 3aBUCUMOCTU OT BbINOSIHAEMOW UMK
PYHKLNN.

Habop cnyx6 meTofo0B onpefensaeT cpefcTBa Bbi30oBa MeToAo0B. MeToj Bceraa siB/sieTc KOMMNOHEHTOM
ob6bekTa. O6Hapy)XeHMe OoCyLlecTBAAETCS C NOMOLWbI0 CcAyX6 npocMoTpa u 3anpoca. KnmeHTbl 0GHapyXxunBa-
10T MeToAbl, NoALEPXKNBAEMbIE CEPBEPOM, NMpocMaTpuBasa UMelLwmnecs 06beKTbl, KOTOpble UAEHTUPULNPYIOT
noffepXxveaemMmble UMU METOAbI.

MocKkonbKy MeToAbl MOTYT KOHTPO/IMPOBATb HEKOTOPble acnekTbl MPOW3BOACTBEHHON paboTbl, BbI30OB
mMeTo4a 3aBMCUT OT BO3AENCTBUI OKpyXallLein cpedbl WM APYTNX YyCNOBUA. DTO 0COBEHHO akTyasibHO npu
nonbiTke MOBTOPHOrO BbI30Ba MeTo4a cpasy nocjie 3aBepLieHus ero Mcnosib3oBaHusA. YCroBus, Heobxogu-
Mble A/15 Bbl30Ba MeTofa, MOTyT He BEPHYTbCHA B COCTOSIHME, MO3BOJISAOWEE NMOBTOPHLIA 3anyck metoga. Kpo-
Me TOro, HEKOTOpble MeToAbl MOryT nogfepXxuBaTb OAHOBPEMEHHbLIE Bbl30Bbl, B TO BpeMs Kak Apyrue Moryt
MMeTb TONbKO OAWH BbI30B, BbIMOMHAEMbI B AaHHbIA MOMEHT BPEMEHMU.

7.10 Habop cnyx6 anemMeHTOB MOHUTOPUHTa

Habop cnyx6 371eMeHTOB MOHUTOPMHIA UCMO/b3yeTCA KAMEHTOM ANA CO3[4aHuUS U 06CnyXuBaHusa ane-
MEHTOB MOHUTOPUHIa. dNeMeHTbl MOHUTOPUHIA OTCNEXUBAKT NepeMeHHble, aTpubyTbl U yBegOMUTENN CO-
6biTUii. OHM OTCMIEXMBAKT NepeMeHHble Ha nNpegMeT U3MEHEHUS 3HAaYeHUs WM COCTOAHUA, aTpubyTbl — Ha
npeamMeT M3MEHEHNS 3HAYEHUs, a YBeAOMUTEIN COObITUIA — Ha NpegMeT BHOBb CO3[aHHbIX OTYETOB O CUTHa-
nax npepynpexaeHns n cobbITUaX.

Kaxablil aleMeHT MOHUTOPUHIa NAEHTUMDULUPYET 3N1IEMEHT 419 MOHUTOPUHIa 1 nognucky, kotopas Oy-
JeT ncnosb3oBaTbCA OJ19 NepPUoAMYecKoin nybnukaumn ysefomaeHunii ana knveHta (cm. 7.11). Kaxablii ane-
MEHT MOHUTOPUHra Takxe onpefensetr CKOPOCTb MOHUTOpPUHra (M3MepeHnsa) afnemMmeHTa, a A1 NepeMeHHbIX
N yBeAoOMUTENEN cOObITUI — KpuTepun unbTpauum ansa reHepauyun ysegomnenus. Kputepunm cdounbTpa ans
aTpubyToB 3ajalTcsa MX onpegeneHnamu atpnoytos cornacHo FOCT P 71809.
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Ecnn yactoTa U3MepeHuUs anemMeHTa MOHUTOPMHIA Bbille, YeM yacToTa ny6aukauum nofnucku, To afne-
MEHT MOHUTOPUHIA A0/KEH GbiTb HACTPOEH Ha oyepeab BCeX YBeAOMJIEHWUI UM Ha oyepedb TOMbKO nocren-
HWX YBEAOM/IEHUI Ana nepegayn no noanucke. B nocregHem cnydae pasMep oyepenun paBeH eanHuue.

Cnyx6bl 3/IEMEHTOB MOHUTOPUHIA TakXe ONpefensiioT PexXuM MOHUTOPUHra. PeXum MOHUTOpPUHra Ha-
cTpamBaeTcs Tak, YTO6bl OTK/IOUYNTL U3MEPEHUS U OTYETHOCTb, BKIKUYNTb TOSTIbKO U3MEPEHUss Un BKIUYUTL U
N3MepeHns, N OTYETHOCTb. EC/IM M3MepeHusl BK/IOUYEHbl, CEpBEp NPOU3BOAUT M3MepeHus afnieMeHTa. Kaxgoe
N3MepeHne oLleHMBaeTCs, YToGbl oNpeaennTb, cneayeT M reHepupoBaTh yBegoMaeHne. Ecnv ga, To ysegom-
NleHne cTaBuTCA B ouepeab. Ecnv BkAYeHa PyHKLMA OTYETHOCTU, oUepeb CTAHOBUTCS AOCTYMHON NoAanvcke
ANs nepegaun.

3NeMeHTbl MOHUTOPWHIA AO/KHbI 6biTb HACTPOEHbI A/ 3anycka OTUYETOB APYrMX 3/IEMEHTOB MOHUTO-
pvHra. B 3TOM c/liyyae pexum MOHWUTOPUHra 3/1€MeHTOB OTyeTa ycTaHaB/IMBAETCS TOJIbKO Ha M3MepeHue, U
Korfa VHULMUMPYOLWKIA 3N1eMeHT reHepupyeT yBegoM/eHne, Ntobble YBeAOMIEHNS B ouyepeaun ANsl 91eMeHTOB
oT4yeTa CTAHOBSTCS AOCTYNMHLIMU NOANWCKe ANs Nepegauu.

7.11 Hab6op cnyx6 noanucku

Habop cnyx6 nognucku ucnonb3yeTca KJAMEHTOM AN co3faHus M 06CNyXuBaHus noanucok. Moanwu-
CKW — 3TO CYLLHOCTU, KOTOpPble nepuoamnyveckn ny6anKyrT coobLLeHnNs yBeAOM/IEHUS AN HA3HAYEHHOIo UM
31eMeHTa MoHUTOpUHra (cm. 7.10). CooblieHne yBeAOMAEHNS COAEPXKMT 0OLWMIA 3aroN0BOK, 3a KOTOPbIM c/e-
AyeT cepusi yBegoMneHuii. dopmaTt yBegoOMMNEHWI A 3aBUCUT OT TMNa 3/1IEMEHTa MOHUTOpUHra (To ecTb nepe-
MEHHbIX, aTpMbyTOB 1 YBELOM/IEHNI O COObLITUAX).

Mocne co3gaHus cyliecTBOBaHWe NOANUCKN HE 3aBUCUT OT CECCUW K/IMEHTA C CepBepoM. To No3BonseT
OfHOMY K/IMEHTY co3aaTb NOAMNUCKY, a BTOPOMY, BO3MOXHO, PE3EPBHOMY K/IMEHTY, Nnosy4yaTb OT Hee coobuie-
HUS yBELOM/IEHUS.

ANnsa 3aWmnTbl OT HEUCNOMBL30BAHUA KMEHTaMW NOAMUCKA UMEKT HACTPOEHHbIA CPOK CNYyXObl, KOTOPbIiA
KNMEHTbI NepuoANUYECKM 0BHOBAT. ECN Kakoii-nmbo KNUEHT HE MOXET NPOASNTL CPOK AelicTBUSA, CPOK Aeii-
CTBUS MUCTeKaeT, U cepBep 3akpbiBaeT noAanucky. Korga nopnucka 3akpbiTa, BCE 3/IEMEHTbl MOHUTOPUHTa, Ha-
3HayYeHHble nognucke, ygansTcs.

Moanuckn BKAOYAKT PYHKLMK, NoALEepPXMBalOWMe 06HapPYXeHMe U BOCCTAHOB/IEHWE MOTEPSHHbIX CO-
obuweHnii. Kaxgoe coobLuieHne yBegoMIEHNS COAEPXUT NOPSAKOBLIA HOMEpP, KOTOPbIA MO3BOASET KAMEHTaMm
06HapyXWUTb NpPONyLeHHbIE co0bWeHNs. Ecnn B TeueHne nHTepBana nogaepXaHus akTUBHOCTM HET yBeAOM-
NEeHNt ans oTnpasBkW, CepBep OTNpaBnsieT coo6UeHNe NOATBEPXKAEHMA aKTUBHOCTU, cofepxaliee nopagko-
Bbli HOMEP CcrieAyloWwero oTnpaB/IeHHOr0 coo6LeHns yBegomaeHnsa. Ecnm KNnMeHTy He yaaeTcs NoayyuTb Co-
o6LLeHMe NO UCTEeYEHUN UHTepPBana NOALEPXAaHUSA aKTUBHOCTU UMM €C OH 0BHapPYXWA NPOMNyCcK coobLLeHus,
TO OH A0/IKEH 3anNpoCUTb Y cepBepa MOBTOPHY OTNPaBKy OAHOrO MAW HECKOSIbKUX COOBLLEHNNA.
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