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MNpepgncnoBne

1 NOArOTOBNEH AkunoHepHbIM 06LW,EeCTBOM «Bcepoccnincknini HayyHo-nccnenoBaTenNbCkuii UHCTUTYT
ceptucpmnkaymm» (AO «BHUNC») n Hekommepueckum napTHepcTBOM «Pycckoe o06LWecTBO coaelicTBus
pasBuTUi0O OGMOMETPUYECKUX TEXHONOrWMA, CUCTEM W KOMMYyHuKauuin» (Hekommepueckoe mnapTHEpPCTBO
«Pycckoe 6nomeTpuyeckoe o6LW,EeCcTBO») HA OCHOBE COOGCTBEHHOIO NepeBoja Ha PYCCKUI A3bIK aHT/10A3bIYHOM
Bepcun ctaHgapTa, yka3aHHOro B MyHKTe 4, Npu KOHCY/NbTaTUBHOW nogaepxke ®egepanbHOro rocyfapcrBeH-
HOro 6l4XEeTHOro 06pas3oBaTe/IbHOIO yypexaeHusa BbiClIero obpasoBaHMsa «MOCKOBCKUIA FoCyAapCTBEHHbIN
TexHu4yeckuii yHmsepcuteT umenn H.3. BaymaHa (HauuoHanbHbIli nccnepoBaTenbCckuii yHusepcutet)» (MITY
um. H.3. BaymaHa)

2 BHECEH TexHuuyeckum KomuTeTom no ctaHgaptusauum TK 098 «bromeTpus n 6MOMOHUTOPUHT»

3 YTBEPX/AEH W BBEAEH B JENCTBUE [Mpukasom ®defepanbHOro areHTCTBa MO TEXHUYECKOMY
perynmpoBaHuto n metponorum ot 31 okta6psa 2019 r. Ne 850-cT

4 HacToAwwmin ctaHgapT AaBnseTca MoAUMULNMPOBAHHBIM MO OTHOLEHWIO K MEXAYHAaPO4HOMY CTaHfapTy
MCO/M3K 30107-1:2016 «WMHopmaLnoHHbie TexHosornn. OO6HapyXeHue aTtakm Ha OGuomeTpuyeckoe
npegabasnedHne. Yacte 1. Ctpyktypa» (ISO/IEC 30107-1:2016 «Information technology — Biometric
presentation attack detection — Part 1: Framework», MOD) nyTemM WU3MeHeHua oTAeNbHbIX hpas (cnos,
3HaUYeHWU nokasaTeneil, CCbINOK), KOTOPbIE BblAENEHbl B TEKCTE KYPCMBOM. BHECEHME yKa3aHHbIX TEXHUUYECKNX
OTK/OHEHW HanpaBMeHO Ha yyeT NoTpe6HOCTel HaLuMOHaNbHON 3KOHOMUKM Poccuiickoin ®epgepaunu.

HanmeHoBaHMe HacToAWeEro craHgapta W3MEHEeHO OTHOCUTE/IbHO HauWMeHOBaHUA YyKa3aHHOro
MeXyHapoAHOoro ctaHgapta Ans npusefeHus B cootsetcteme ¢ FTOCT P 1.5—2012 (nyHkT 3.5).

CBefleHNss O COOTBETCTBUM CCbIZIOYHBIX MEXIOCYAapCTBEHHbIX CTaHAapTOB  MeXAYHapOoAHbIM
cTaHfapTam, MWCMNOMIb30BaHHbIM B KayeCTBE CCbI/IOYHbIX B MNPUMEHEHHOM MeXAyHapOo4HOM cTaHjapTe,
npvBefeHbl B fOMOMHUTE/IBHOM NpuaoxeHun JA.

ConocTtaBfieHne CTPYKTYpbl HacToslWero cTaHgapta CO CTPYKTypoil MNPWMEHEHHOr0 B HEM
MeX/AyHapoAHOro ctaHgapra npusefeHo B [ONO/IHUTE/IbHOM npunoxeHun b

5 BBEJEH BIEPBbIE

6 HekoTopble 3/eMeHTbl HacTosILero cTaHgapta MoryT 6biTb  06bekTaMu naTeHTHbIX MNpas.
MexayHapofHas opraHusauus no ctaHgapTtusauuu (MCO) n MexayHapoaHas 3/1eKTpOTeXHMYeckas KoMuccus
(M3K) He HecyT OTBETCTBEHHOCTM 3a YCTAHOBJIEHWE MOANIMHHOCTU KaKUX-NnbBo Wan BCexX Takmx MaTeHTHbIX
npas

MpaBuna NpMMeHeHNA HACTOAWEro cTaHjapTa YCTaHOB/IeHbl B cTaTbe 26 PefepasibHOro 3akoHa
oT 29 wuiwoHa 2015 r. Ne 162-®3 «O cTaHgapTulauum B Poccuiickoin depepauyumn». NHpopmauua o6
U3MEHEHUAX K HACT oS EeMY cTaHfapTy ny6nukyeTCca B eXerogHom (Mo COCTOAHMIO HA 1AHBapsa TeKyLl,ero
roga) MHopMaLMOHHOM yKasaTene «HauuoHanbHble CTaHAapTbi», a ouuManbHblii TEKCT W3MEHEHWI
M NONpPaBOK — B €XEMECAYHOM WMH(OPMaLMOHHOM yKasaTesie «HauuoHanbHble cTaHfapThi». B cnyuyae
nepecmoTpa (3aMeHbl) U1K OTMEHbl HACTOALWEro cTaHjapTa CoOOTBETCTBYKLUee yBegoMneHne bygeT
ony61nKkoBaHo B 6aumxkalilleM BbIMYCKE €XeMeCcsAYHOro MHM(OpPMaUUoHHOro ykasaTensa «HauuoHanbHble
cTaHjgapTbi». CooTBeTCTByWWaa WHpopMaLus, yBeAOMJIEHWE W TEKCThl pas3MmelialnTca Takke B
MHPOPMAaLMOHHON cucTeMe 06WEro NoAb30BaHNSA — Ha ohuumanbHoM caliTe PegepanbHOro areHTCTBa
No TEeXHWYECKOMY perynmpoBaHuio 1 MeTposiornn B ceTn MMHTepHeT (wWww.gost.ru)

© 1SO, 2016 — Bce npaBa coxpaHAaloTcs
© CTtaHgapTuHdopM, ohopmneHme, 2019

HacToawunii ctaHaapT He MOXET GbiTb MOSIHOCTBIO WU YACTMYHO BOCMPOU3BELEH, TUPAXMUPOBAH 1 pac-
NMPOCTPaHeH B KayecTBe ohULMANbLHOTO N3jaHus 6e3 paspelleHus degepanbHOro areHTcTBa No TeXHUYECKo-
My PeryimpoBaHuio 1 MeTPOJIorun
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BBepgeHne

BuomeTpuyeckme TEXHONOIMU 4acTO MCNONb3YHTCA B cucTemax 6e30nacHoOCTM ANA pacno3HaBaHusA
WHAVBUAOB Ha OCHOBE WX OGUOIOTMYECKMX U NMOBEAEHYECKUX XapakTepucTuk. C NoMolibid 6GMOMEeTpUuYecKknx
cuctem 6e30MacHOCTM MOTyT COBepllaTbCsA MOMbITKM pacno3HaBaHMs Cy6bekToB cbopa OGMOMETPUYECKUX
JaHHbIX, CyObekToB — Hapywutenel cbopa OMOMETPUYECKUX [AAHHbIX WM CyO6bEeKToB, GuomeTpuyeckme
[aHHble KOTOPbIX OTCYTCTBYIOT B CUCTEME.

C camoro Havana npuMeHeHuss 6MOMeTPUYEeCKUX TEXHOMNOrMn oTmeyanacb BO3MOXHOCTb B3/iOMa
pacno3HaBaHWs CO CTOPOHbI CyO6bLEKTOB — Hapywwutenein cbopa 6MOMETPUYUECKUX AaHHbIX, a Takke He-
06X0AUMOCTbL MPUHATUA Mep A1 O06HapyXeHUs U NpeceyeHuss MNONbITOK B3/ioMa pacno3HaBaHus wnm
aTtak Ha OuomeTpuyeckoe npegbaABneHve. O6nacTb MNPYMEHEHUS CEPUM HaUMOHasbHbIX CTaHgapToB
«/HhopMaLmoHHble TexHonorun. buomeTpus. O6HapyXeHne aTakm Ha 6uoMeTpuyeckoe npeabsaBIeHne»
orpaHmyeHa mMeTofamMu aBTOMaTMUYECKOro 06HapyXeHus aTtak Ha 6GUoMeTpuyYeckoe npeabsBEHNE, OCYLLECT-
BNsieMbIMU cyb6bekTamMu cbopa GMOMETPUYECKUX AaHHbIX B Mpouecce 6MOMETPUYECKOro npeabsBAEHUs W”
cbopa COOTBETCTBYHLLMX BUOMETPUYECKUX XapaKTepuUCcTUK. [laHHble aBTOMaTuyeckme MeToAbl HasbiBalTCSH
MeTofamMu o06HapyXeHus atakm Ha 6uomeTpuyeckoe npegbvasneHune (OABIM).

BepoATHOCTb B3/10Ma 6MOMETpUYECcKUX CUCTEM B npouecce cbopa AaHHbIX MHAUBMAAMWU, UMUTUPYIO-
WMMn cyb6bektoB cbopa 6MOMETPUYECKUX AaHHbIX, OrpaHuymaia BO3MOXHOCTb WMCNONb30BaHUA 6GuomeTpuun
B MPUIOXEHMAX, KOTOPble He KOHTPO/ANPYKTCHA onepatopom OMOMETpPUYECKOW CUCTEMbl, Hanpumep Takue,
KaK yfasieHHbIi c6op OGMOMETPUYECKMX AaHHbIX C WCMOMb30BAaHWEM HEHaAEeXHbIX ceTeil. B aBTOHOMHbIX
NPUNOXEHNSAX, HANPUMEpP TakuX, Kak yAaneHHas ayTeHTudukauusa ¢ UCNosb30BaHMEM OTKPbITbIX CeTel, Ans
CHWXEHUSA pucKa aTtak MOryT MPUMEHATLCS METoAbl aBTOMATMUYECKOro 06HapyXXeHus atak Ha GuomeTpuyeckoe
npeabsasneHne. [lpMmeHeHue CcTaHAapTOB, pekoMeHgauunm W MeToAbl He3aBWCUMOW OLEHKA MOryT
NOBbICUTL 6€30MacHOCTb OGMOMETPUYECKMX CUCTEM, BKIOYAA OGMOMETpUMYEecKMe CUCTEeMbl pacrno3HaBaHus,
obecneunBawwme 6e30MaCHOCTb OH/IANH-TPAH3aKUWil, BHE 3aBUCUMMOCTU OT TOr0, KOHTPOSIMPYeTCA u
npouecc cbopa 6MOMETPMUYECKUX AAHHbIX ONepaTtopoM WU HET.

Kak n meTtonbl 6uomeTpuyeckoro pacnosHaBaHus, metoabsl OABI noaBepXeHbl 0XHOMON0XUTEbHbIM
MU NOXHoOTpuuaTenbHbIM pe3y/nbTaTtaM. B cnyyae N0OXHOMOIOXWUTENIBHOTO pe3ysbTata cuMcTemMa OWubo4vHO
KnaccupmumpyeT Hagnexauiee 6MOMEeTpuYeckoe npeabsBeHMEe Kak aTaky, TeM camMbiM CHmKas s ek-
TUBHOCTb CUCTEMbI, & B C/lydyae /1I0XXKHOOTpULATENIbHOTO pe3yfnbTaTta cuctema oWKWB604YHO Krnaccuduuumpyet
aTaKky Ha 6nomeTpuyeckoe nNpeabsABMEHNE Kak Hagnexaluee 6momeTpuyeckoe npefbsB/ieHue, B pesysbTare
4yero npPoucxoauT HapyweHue 6e3onacHocTu. [1o3aToMy peweHne 06 WCNoMb30BaHUM BGUOMETPUYECKONA
cucTemoli KoHkpeTHoro metoga OABI 6yaeT 3aBUCETb OT €e NPUMEHEHUSA M KOMAPOMUCCA MEXAY YPOBHAMM
6e3onacHocTy 1 ahPEKTUBHOCTU.

HacTtoswmii cTaHgapT ycTaHaBnvMBaeT TepMuHbl U CTpyktypy OABIM ¢ uenbio o06HapyXxeHus,
Knaccuukaumm u getanbHOro onucaHusa aTtak Ha 6GuomeTpuyeckoe npeabsABNeHWe A8 NocneaylLwero
NPUHATUS pPELUEHUS O CPaBHEHWU W ONpefesieHns 3KChayaTauWOHHbIX XapakTepucTuk cuctembl. OaHako
meTtog OABI, onpegeneHHblli B HACTOALWEM CTaHAapTe, He npeacTaBnseTcsa B kKavyecTBe 06LWEeNPUHATOrO.

BroCTP 58624.2 (MCO/M3K 30107-2:2017) ycTaHOBJ/IEHbI Tpeb6OBaHNA K hopMaTy 06MeHa faHHbIMKU ©
pesynbTatamu pabotsl MeTogos OABMN. BTOCTP 58624.3 (MCO/M3K 30107-3:2017) onpeneneHbl NPUHLUMMbI
N MeToAbl OUeHKM 3thekTUBHOCTU paboTel meTtoaos OABI.
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HAUWOHANBbHBIA CTAHAOAPT POCCUWNCKOW SEALEPALUMN

NHopMaLMOHHbIE TEXHOOINK
BVNOMETPUA
O6HapyXeHune aTakm Ha buomeTpmnyeckoe npeagbsaBeHUe

YacTtb 1
CTpyKTYypa

Information technology. Biometrics. Biometric presentation attack detection. Part 1. Framework

Jata BBegeHns — 2020—06—01

1 O6nactb NpUMeHeHus

HacTtosawwmin ctaHgapT ycTtaHaBiansaeT TEPMUHbI U onpefeneHns, Ncnonb3yemble 418 ONUCAHUA, a Takxe
CTPYKTYpYy MeTOA0B O6HapyXeHus aTak Ha 6uomeTpuyeckoe npeabsasneHve (OABI) c uenblo o6HapyxeHus,
Knaccuukauum u geTasibHOr0O ONucaHWs aTak Ha 6GuomeTpuyeckoe npeabsABeHWE ANA Nocnefylu,ero
NPUHATUA pPeLleHns O CPaBHEHUN 1 onpefeneHns aKcnayaTaunoHHbIX XapakTepucTuK CUCTEMBbI.

B 06n1acTb NpUMEHEHMST HACTOSALWEro cTaHAapTa He BXOAAT:

- cTaHpapTusauunsa KOHKpeTHbiX metogos OABIT;

- nogpo6Haa MHGopMauus 0 mepax npegoTBpaweHns atak (To ecTb MeTogax 3awuTbl OT cnyduHra),
anroputmMax UM 6MoMeTpuYecKnx ckaHepax;

- KOMMNieKcHas oueHka 6e30MacHOCTM UAKU YSI3BUMOCTM Ha CUCTEMHOM YPOBHE.

ATakn, pacCMOTPEHHble B Cepun HauMOHasbHbIX CcTaHgapToB «/HMOpMaLnoHHbIe TEexXHONoruN.
BuomeTpua. O6HapyxeHne aTaky Ha GuomeTpuyeckoe npefbsaBneHNe», HanpaBaeHbl Ha BuomeTpuyeckunii
CKaHep BO BpeMsi 6UOMETPUYECKOro NpeabsaBeHns 1 c6opa 6MOMETPUYECKUX AaHHbIX.

HacTtosawwmin ctaHfapT He pacnpocTpaHsaeTCsa Ha Apyrve Tunbl aTak.

2 HopmMaTuBHbIE CCbI/IKN

B HacTosALWeM cTaHgapTe MCMNOJIb30BaHbl HOPMAaTUBHbIE CCbINIKM Ha cnejylolwmne ctaHgapTbl:

FOCT ISO/IEC 2382-37 WNHGopmaynoHHble TexHonorun. Cnosapb. YacTb 37. BuomeTpus

FOCT ISO/IEC 19794-1 WHcopmauuoHHble TexHonorun. buomeTpua. dopmaTbl 06MeHa
6nomMe T puyYeckUMn gaHHbiMn. YacTb 1 CTpyKTypa

MprmedyaHne — [pyu NOMb30BAHUM HACTOSILLMM CTaHAAPTOM Liefiecoo6pasHo NPoBEPUTL AENCTBIUE CCbITOYHBIX
CTaHZApTOB B MHCDOPMALMOHHOI crCTeMe OBLLEro Mo/b30BaHUS — Ha ohuLMasbHOM caiiTe defepasibHOro areHTcTea
Mo TEXHUYECKOMY PETYIMPOBAHMIO U METPO/IOTN B CETU VIHTEPHET UM MO EXerogHoMy VHGIOPMAaLMOHHOMY YKasaTesto
«HauyoHasIbHble CTaH4apTbI», KOTOPbI OMyG/MKOBaH MO COCTOSIHWMIO Ha 1 siHBapsl TEKYLEero roAa, v Mo Bbinyckam
€XEeMeCcsIHHOTO MHChOPMALMOHHOTO yKasaTens «HauvoHa/lbHble CTaHAapTbl» 3a TEKYLMIA roa, Ecnm 3aMeHeH CCbINOYHBbII
CTaHZapT, Ha KOTOpblli AaHa HeAATMPOBAHHAsi CCbUIKA, TO PEKOMEHAYETCS UCMO/Mb30BaTh [AECTBYIOLYIO CCbIIKY 3TOrO
CTaHfapTa C y4eTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 M3MEHEHWIA. ECNM M3MEHeH CCbINOYHbI CTaHaapT, Ha KOTopblii
[laHa [laTMpoBaHHas CCblka, TO PEKOMEeHAYeTCcs UCMOoMb30BaTb BEPCUIO 3TOM0 CTaHAapTa C yKasaHHbIM Bbille [0AoM
yTBEPXAEHUS (MPUHATKS). ECnM nocne yTBEPXAEHNS! HACTOSILLEro CTaHaapTa B CCbUTOUHbIA CTaHAApT, Ha KOTOpbIiA AaHa
[aTVpOBaHHAs CCbI/IKa, BHECEHO M3MEHEeHWe, 3aTparyBatoLiee NosIoKeHre, Ha KOTOPOoe AaHa CCbIKa, TO 3TO MOJoXKEHMe
PEKOMEHAYETCS MPUMEHATL 6e3 yueTa [aHHOro M3MEeHeHWsl. EC/M CCbINOuHbIi CTaHAapT OTMeHeH 6e3 3aMeHbl, TO
MOMOXeHUe, B KOTOPOM A@Ha CChiika Ha HEro, PEKOMEHAYETCS MPUMEHSATL B YaCTW, HE 3aTparnBatoLLeil 3Ty CCbUIKY.

M3pgaHve ochuumnanbHoe
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3 TepMuHbI 1 onpefeneHvs

B HacToslem cTaHgapTe npuMeHeHbl TepmuHbl No FOCT ISO/IEC 2382-37 n FTOCT ISO/IEC 19794-1, a
Takke cneaywlime TeEpMUHbI C COOTBETCTBYHLW UMY ONpeAe/IEHUAMU:

3.1 aptechakt (artefact): VckyccTBeHHbI1 06BLEKT uM nNpeacTaBfeHMe C KONMein OGUoMeTpuYecKnx
XapakTepuctuk nam CMHTesnpoBaHHbIMN 6VIOMETpVIHeCKVIMVI AaHHbIMW.

3.2

BuTanbHocTb (liveness): CBOICTBO WAM COCTOSIHUE >KMBOTO UWHAWBUAA, MOATBEPXAAemMoe
aHaTOMWYEeCKUMMN XapaKTepUcTUKaMu, HENPOU3BOJIbHbIMU peakuuaMu, r3nonorniyeckuMmu gyHKLUsMH,
NPOU3BOMLHLIMU PeakUUAMU UM NOBEAEHUYECKUMU XapakTepUCTMKaMU UHAWBUAA.

(14, (2.

Mpumepsbl

1 NornouieHne cBeTa KOXel 1 KpOBbIO ABNSETCA aHAaTOMUYECKMMU XapaKkTepmucTmKaMm YacTel Tena.

2 Peakuusa pagy>xHoii 060104k rnasa Ha CBeT M NyNbCUpOBaHWe KPOBOTOKa SABMAOTCA HENPOU3BO/b-
HbIMU peakumamMn (HasbiBaeMbIMU TakKxke U3N0I0rnyecKumMu oyHKLNAMN).

3 CxumaHuve nanbues PyK Npu ngeH Tudukaymum no reomeTpun KOHTYypa KUCTU PyKU 1 BUomMeTpuyeckoe
npeabsBfieHNe B OTBET Ha NPAMYI0 KOMaHA4y ABAAK T CA NPOU3BOJIbHbIMU peakunsamMmn (HasbiBaeMbIMU Takxe
noBeAeHYECKUMM XapaKTepPUCTNKaMn Cy6bekTa).

3.3

ob6HapyxeHue ButanbHocTu (liveness detection): WV3mepeHue wu aHanM3 aHaTOMMUYECKUX
XapaxkTepucTuK, HENPOU3BOJIbHbIX UAN NPOU3BOJIbHBLIX Peakuuii MHAMBUAA C Lenblo onpefeneHns Toro, 4Tto
6rnomeTpuyeckunii obpasel, NOsyyeH OT XMBOTO0 MHAMBMAA.

(4, [2

MpumeyaHune — OBGHapyxeHNe BUTA/IbBHOCTU BXOAUT B Uumciio metogos OABIT.

3.4 Hagnexauiee 6GuomeTpuyeckoe npeabsABneHne (normal presentation): B3aummopelicTeue
cybbekTa cbopa GUoOMeTpPUYECKMX AaHHbIX U NOACUCTEMbI cOopa BMOMETPUYECKNX AaHHbIX B COOTBETCTBUMN C
NOSINTUKON GUOMETPUYECKO CUCTEMBI.

MpumedaHne — TepPMUH «HAZNEXaWMii» aHanorMyeH TepMUHY «CTaHAapTHbIM», Korga peys WaeT o
«HaffiexatleM GMOMETPUYECKOM MpeabsBieHun». Jloboe 6UOMETPUYECKOE MPEAbAB/EHNE, HEe ABMSIOLLEECS aTakoi,
CUNTaETCs «HaA/IEeXalluM GUOMETPUUYECKUM NPeabaBIeHNEM>.

3.5 aTaka Ha 6uomeTpuyeckoe npegbsaBaeHue (presentation attack): BuomeTpuyeckoe npeabsaBieHne
noacucteme c6opa 6UMOMETPUYECKNX AaHHbIX C Lefblo BMelwaTebcTBa B paboTy 6MOMETPUYECKON CUCTEMBI.

MpumeyaHuns

1 Ataka Ha GMOMEeTpUYECKOe MPeabSBEHNE MOXET ObiTb peasin3oBaHa MHOXECTBOM METO/O0B, HanpuMmep nytemM
1cnonb3oBaHus aptedhakta, NOBPEXAEHUs, BOCNPOM3BEAEHUS U Tak aanee.

2 ATaku Ha GMoMeTpuyecKoe NpeabaBeHe MOrYT UMETb PAf Lenel, Hanpumep UMUTaUMs UM He pacno3HaBaHme
BMOMETPUYECKON CUCTEMOIA.

3 BuomeTpuyeckne cucTeMbl He MOTYT OT/IMYUTL aTaky Ha GMoMeTpUYeckoe NpeabsiBlEHNE C LEe/bio BMeLllaTe/IbcTea
B paboTy CUCTEMbI U HEHaAEXalLllee BMoOMeTpUYeckoe npeabsiBfeHe.

3.6 oOHapyXeHMe aTaku Ha bnomeTpuyeckoe npeabsasneHmne; OABI (presentation attack detection;
PAD): ABToMaTuyeckoe o6HapyXeHue atakm Ha 6GUOMeTpPUYECKOoe NpeabsiB/IEHMNE.

MpumeyaHnue — OABI He NO3BOMSIET ONpPeAe/MTb HaMepeHust cyobekTa. [MonmbiTka 0BGHapYXWUTb aTaky B

npouecce c6opa GMOMETPUYECKMX AaHHbIX WM B NOSYYEHHOM OMOMETPUYECKOM 06pasLe MOXET OKa3aTbCsi HEBO3-
MOMHOIA.

3.7 VIHCTPYMEHT atakm Ha 6uomeTpuyeckoe npepbaBsieHne; MABIM (presentation attack instrument;
PAl): BuomeTpuueckas xapakTepucTuka unu O6BEKT, UCMNONAb3yeMble ANA aTtakm Ha 6uomeTpuyeckoe
npegbasrieHune.

MpumevaHne — Momumo apTechaktoB WABI BkIoHaeT B Cebs GUOMETPUYECKME XapaKTepUCTUKW, MOoNy-
YEHHble OT MEepPTBOrO MHAMBMAA, U U3MEHEHHblE BUOMETPUYECKME XapPaKTEPUCTUKK (HanpuMep, U3MEHEHHbIE OTMeYaTku
nasibLEeB), KOTOPbIE UCMOMb3YHTCS A/1s1 aTaku.
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4 O603HaYeHVs 1 COoKpalleHns

B HacTosuWem cTaHfapTe UCNob30BaHbl criedylowme 0603HaYeHNsA U COKpalleHus:
OABI — o6HapyxeHne aTaku Ha 6GuoMeTpuyeckoe npebsABNeHUE;
MABI — MHCTPYMEHT aTaku Ha 6uomeTpuyeckoe npenbsBieHMne.

5 ATakm Ha buomeTpuyeckoe rnpeabaBieHne

5.1 O6uwmne nosoxeHus

ATakm Ha GMOMETPMUECKYID CUCTEMY MOrYT OCYLLEeCTBAATbLCA /06bIM Cy6bekToM B 06O Touke
6nomMeTpuyeckoin cuctembl. HacToswmini cTtaHgapT MOCBSWEH OMOMETpMYECKMM aTakaM Ha noAcucTemy
cb6opa 6GMOMETPUYECKMX faHHbIX CybbekTaMu cbopa GMOMETPUUECKUX AaHHbIX, MbiTalOWMMNCSA BMeLlaTbCs B
pa6oTy 6MoMeTpUUYECcKoli cucteMbl. ATaku, NMPOBOAUMbBIE APYIMMU CY6BbEKTAMM W B APYrUX TOUYKAX CUCTEMbI,
B HaCTOsILLEeM cTaHAapTe He paccMOTpeHbl. B HacToswem cTaHgapTe He onpefeneHbl MeToAbl 3aliuTbl
noacuctemMbl c6opa GUOMETPUUECKMX AaHHbIX, BKAKYass 6MOMETpUYecKknii ckaHep, oT mogudumkaymmn, 3ame-
Hbl WM U3BMEYEHUs, a TakKe MeToAbl 3alUTbl KaHA/IOB CBS3WM Mexay Nnofcuctemoit c6opa 6nomeTpuyecknx
AaHHbIX U APYTMMU NOACUCTEMAMMU.

ATakn Ha 6uomeTpuyeckoe npeabsABAEHNE MOTYT BbIMOAHATECA ABYMS TunaMy CcCy6bektoB —
HapywuTeneli c6opa 6UOMETPUYECKUX AAHHbIX: Camo3BaHLEM, TO eCTb Cy6bekTOM — Hapywutenem céopa
GMOMETPNYECKNX AaHHbIX, KOTOPbIA HaMepeBaeTCcsA ObiTb Pacno3HaHHbIM Kak APYrol MHAMBWUA, WAW YKpbiBa-
TeneM NINYHOCTU, KOTOpbIi HaMepeBaeTcs M3bexaTb CoBNageHusi ¢ /Ilo6biM 6GMOMETPUUYECKUM KOHTPOJ/IbHbLIM
WwabsloHOM, XpaHsaWwmumMca B 6MoMeTpuYecKoii cucTeme.

Camo3BaHLUbl MOryT coBepllaTb aTakM ABYMsSl pasHbiMu cnocobamu. B nepBom cnydae cy6bekT-
HapywuTenb HamepeBaeTcs 6biTb pacno3HaHHbIM KakK OnpeAeneHHblii MHAMBUA, U3BECTHbIN GMOMeETpUYECKoi
cucteme. Bo BTOpOM c/lyyae Cy6bekT-HapywuTe b NbiTaeTcs 6bITb pacno3HaH Kak 160l nHaMBuA, M3BecT-
Hblli BUOMETPUYECKOW cucTeme.

YKpbiBaTe€/lb JIMYHOCTU, HAO60pOT, OyAeT NbiTaTbCSA CKPbITb CBOM COOGCTBEHHbIE OGUOMETpuYeckue
XapakTepUCTUKN NyTeM noaaesiku 6UOMeTPUYECKUX XapakTepPUCTUK, U3BECTHbIX GMOMETpPUYECKoi cucteme
CyO6BEKTOB, HanpuMmep C WUcnosib3oBaHMeM apTedakTta WM C NOMOLLbH MAaCKUPOBKA WM U3MEHEHUSA
COBGCTBEHHbIX OBMOMETPUYECKUX XapaKTepUCTUK.

5.2 VIHCTPYMEHTbI aTtakM Ha 6MoOMeTpUUYecKoe npeabsiBrieHue

O6bLEKTOM WM XapakKTEpPUCTUKOW, UCNOAb3YyeEMOI AN aTakm Ha GuomeTpuyeckoe npegbsiBneHue, sB-
nsetca WABI. ATakm Ha 6uomeTpuyeckmini ckaHep c ucnonb3oBaHnem WABI penatca Ha ABe kaTeropuwu:
WUCKYCCTBEHHO CO3[JaHHble WM Ha OCHOBE 4YEeJ/I0OBEYECKMX XapakTepucTuk. CyliecTByeT TpeTbs Kateropus
MABI — Ha OCHOBE XUBOTHbIX UAN pacTEHW.

B HacToslwem pasgene, M B 4acTHOCTM B Tabnuue 1, MCNONAb3YOTCA TEPMUHbl «COBMECTUMbIN» W
«HECOBMECTUMBbIN», HO OHW He BAMAKT Ha kogupoBaHue OABIl, MOCKO/AbKY UX 3HAYEHWE CBA3aHO C B3au-
MogencTBMemM cybbekTa M 6GMOMETPUYECKOro CKaHepa, KOTopoe TPyAHO OOGbLEKTUBHO M3MEPUTb M KOTOpOeE,
cnepoBaTeflbHO, He MOXeT ObiTb 3akogupoBaHo. [lpuMepoM Takoro HEeCOBMECTUMOro B3auMOAeincTBuA
SBNISIeTCA pa3MelleHne nasbla 60KOBO NMOBEPXHOCTbLIO Ha paboyeli MOBEPXHOCTM GMOMETPMYECKOTO CKaHepa
0oTrneyaTkoB nasibLeB BMECTO NoAyleykn nanbla.

O6HapyxeHHass aTaka MOXeT OblITb Bbl3BaHa npobnemamn obuiegocTynHocTn wnM  ypobeTea
MCNONb30BaHNS BMOMETPUYECKOTO CKaHepa, a He MonbITKON atakoBaTb GMOMETPUYECKYH CUCTEMY.

Ha pucyHke 1 noka3aHbl kateropun WNABI 1 cooTBeTCTBYOLWME UM TUMbI.
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PucyHok 1— Twunbl atak Ha 6GruomeTpuyeckoe npeabsiBneHne

B Tabnuue 1 npuBefeHbl NpuMMepbl KaXaoro KoHkpeTHoro Tuna WMABI, npeAcTaBneHHOro Ha pUcyHke 1
Ha TpeTbeM ypoBHe. C NOMOLLbI NpuaaraTenbHOro U3 BTopoi rpadbl Tabnunuybl 1, 3a KOTOpPbIM criegyeT C0BO
13 nepeBoli rpadbl Tabnuubl 1, MOXHO onucaTb KOHKpeTHbIt VMABIM. Hanpumep, YacTb Tena, nonyvyeHHasa ot
Tpyna, saBnfetca npumepom «Hexunsoro VABI Ha oCHOBe 4yesioBeYeCKNX XapakrepucTuk».

Tab6nunuya 1— MNpuMepbl NCKYCCTBEHHO co3aaHHbIXx NABIT n MABI Ha OCHOBE YEM0BEYECKMX XapaKTepUCTUK

VckyccTBeHHO MonHocTblo XKenaTvHoBbIA NoaAenbHbIA Nanew, Buaeo3anvch amua
co3gaHHble VIABI

YactnyHo HaHeceHve knes Ha naneu, COJIHUE3aWUTHbIE OYKN,
MacCKupyruine KOHTakTHble JIMH3bI, MaKusaX

WABI1 Ha ocHoBe HexwuBble YacTb Tpyna, OTpe3aHHbIli nanewy, uim pyka
yesloBeYecKnx
XapakTepncTuk N3MeHeHHbIE HaHeceHne yBeuwii, onepauus No nepecajke y4acTKOB

KOXU MeXay nanbuamy pyk Wunm nanbuamy Hor

HecoBmecTuMble M3mMeHeHMe BblpaxkeHus nuua/npoBefeHne NNacTUYecKux
onepauuii nuua, pasmelleHme nasbua Ha paboyeli NOBEPXHOCTH
61OMETPUYECKOTO CKaHepa OTNeYaTkoB NasibLEeB KOHYMKOM W
60OKOBOI1 CTOPOHOIA

MpuHyguTENbHLIES Cy6bekT B 6ecco3HaTeNlbHOM COCTOSIHUM, MPUHYXAEHNE
CyGbeKTa K BbINOJIHEHWIO HEOGXOAMMBIX AeNCTBUIA

CoBmecTnmble MonbITka camo3BaHua 6e3 3artpavymnBaHuAa yCVU'IVII7I

a MpepnonaraeTcs, YTO HEBO3MOXHO OGHAPYXMTb BCE C/lydan NPUHYAUTENIBHOTO GYOMETPUYECKOTO MPeAbsIB/IEHMSI.
HekoTopble MOAanbHOCTV MO3BOMAT ONPEefensTh MNokasaTen NPUHYXOEHWs, TakMe Kak HanpsbkeHue B rosoce,
BbICOKasi YacToTa My/ibca Un BblpaXKeHne aMoLmi Ha nvue (CTpax).

6 CTpyKTypa MeTofoB OOHapy)XeHUsl aTaku Ha BuomeTpuyeckoe npeabAaB/ieHVe

6.1 Tunbl MeTOA0B O6HAPYXEHUsI aTaku Ha GUMOMeTpUUYecKoe NnpeabsiB/ieHNEe

Kak nokaszaHo B Tabnuue 2, metoabl OABI gendaTtca Ha ABe KaTeropum: MeTofbl HA OCHOBE AaHHbIX,
NOJSly4YeHHbIX C MNOMOLWbI noAcucteMbl cb6opa O6GMOMETPUYECKMX [aHHbIX, W MeTodbl Ha OCHOBe Mep
obecneyeHns 6e30MacHOCTU Ha CUCTEMHOM YpPOBHe. He cyliecTByeT B3aWMHO-O4HO3HAYHOrO COOTBETCTBUSA
Mexay metogamu OABM u Tunamn MABI (CM. pUCYHOK 2).
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Ta6nuua 2— Mpumepbl meTogos OABI

OGHapyxeHune OGHapyxeHue OGHapyXeHne XapakTepHbIX OCOOEHHOCTEN, YKa3blBAKLLMX
aTak yepes apredakTos Ha ucrnonb3oBaHvWe apTedakta. Hampumep, 3nekTpuyeckoe
nogcvcremy cbopa COMNpOTMB/IEHNE NaUibLia HA BUOMETPUYECKOM CKaHEepe HaxoAnTCH 3a
61oMeTprYecKmnx npegenamy TUMWYHOTO AManasoHa; N306paxeHns NoBEepPXHOCTHOIO
[JaHHbIX 1 NOJKOXHOTO OTrNeyaTkoB nasiblia CyLWeCTBEHHO OT/IMYaloTCA

O6HapyxeHue OnpepeneHve npueegeHo B 3.3. MNMpumepbl npusegeHsl B 6.2.1
BUTa/IbHOCTU n6.22

O6HapyxeHve O6HapyXeHne XapakTepHbIX OCODEHHOCTEN, YyKasblBatoLmx
N3MeHeHIA Ha MonbITKN M3MEHeHNs GuomMeTpuyeckoro npusHaka. Hanpumep,

onpeneneHne Hasimuma wpama Ha otrneyatke nasibua

OGHapyxeHue O6HapyXeHne OTK/IOHEHW, KOTOpble He AO/MKHbI HabnwaaTbCs
HecooTBETCTBUSA npy Hagnexawem 6MOMETPUYECKOM npeabssneHun. Hanpumep,
06HapyxeHve HEeCOOTBETCTBUSA YPOBHSI OCBELLEHHOCTY

HOPMaJ/ibHbIM YC/IOBUAM 3KCnlyataunm

O6HapyxeHue Hanpumep, aHann3 HanpsKeHUst B ro1oce WU Hasimune amouuit
NPUYHYXAEHNSA

OGHapyxeHune OGHapyXeHne TOro, 4TO0 OMOMETpPUYECKME MPU3HAKN OblIn
NCKaOXKEHWI YaCTMYHO WM MOJSIHOCTBIO CKPbIThl. Hanmpumep, 0OGHapyXeHwue

akceccyapa (Wwapa win Wsnbl), 3aKpbIBAOLLETO YacTb LA

O6HapyxeHue CueTuuk Hanpumep, o6HapyxeHue nOCNef0BaTENBHOCTY OAHOTUMHBIX
aTak Ha CUCTEMHOM o6HapyxeHus HEeYAaUHbIX MOMbITOK
YpOBHe HEYAauHbIX MOMbITOK
OnpegpeneHue Hanpumep, o6HapyXeHMe MECTOMOMIOKEHUS WM BPEMEHU
MecTa aTaku GMOMETPUYECKOro npesbsiBIEHUS], HEeZoMyCTUMOro nm

HexapaKkTepHOro Ansa cybbekTa cpaBHEHUs
OnpepenexHne
BPEMEHUN aTaku

BuageoHabniogeHne Hanpumep, o6GHapyXeHne aTtaks onepaTtopom (4e/I0BEKOM W/
cUCTEMOI BMAEOAHASIUTIKM)

6.2 MeTop «3anpoc-oTBeT»

MeToa O0GHApyXeHMst aTak «3anpoc-0TBET» LIMPOKO WCMO/Mb3yeTcsl B CUCTEMax pacno3HaBaHus,
OCHOBAHHbIX KaK Ha OWOMETPUYEeCKMX, TaKk M Ha HeBUOMETPUYECKUX XapakTepuctukax. B HacTosiwem
nogpasgene npeactaBneHa CTPyKTypa MeToAa o6HapyXeHWUsi aTaku «3anpoc-oTBeT» 06liero Buaa, a Takxe
peanusauus faHHOro MmeToda AN o6HapyXeHWs aTtak Ha GUMOMEeTpUUYecKkne CUCTeMbl U AN onpefeseHus
XWBOIO MHAMBUAA.

B [OaHHOM KOHTEKCTe Moj 3anpocoM MnoApasymMeBaeTcs LesieHanpasB/ieHHOe [JeicTBue, KoTopoe
NPMBOAMUT K OXMNLAEMOMY OTBETY NPV Ha/IMYUK LLENIEBOTO YC/IOBUS.

6.2.1 OO6GHapyXeHUe BUTaNlbHOCTU C UCNO/Ib30BaHMEM MeToda «3arpoc-oTBeT»

MeTog, «3anpoc-0TBET» MOXET UCNOMb30BaThCA 418 ONpeAeneHunsa Toro, NosyyYeHo i 6uomeTpuyeckoe
npegbsBaeHne cybbekTa OT XUBOro cybbekta c6opa 6GuomMeTpuyecknx AaHHbIX. Hanpumep, oxugaeTtcs, 4To
N3MEHEeHNs B MUHTEHCUBHOCTM BMAMMOTO CBeTa (3anpoc) npuBeayT K MSMEHEHUsAM pa3mepa 3padka (oxugaemsbiii
OTBET B C/lyuyae npeabsBAeHUs pagyXHol 060/104KM r1asa XMBOTO YesloBeKa).

B tabnuue 3 npeacTaBsieHa CTPyKTypa BCeX KOMMOHEHTOB MeToja «3amnpoc-0TBeT» A8 06HapyXeHus
BUTANIbHOCTM 6GUOMeTpuyeckoro obpasua. MeTod, npeacTaB/ieHHbI B nocnegHel rpace taébnuubl 3, B
oT/IMuMe OT ABYX APYIMX METOAOB HEe MOXET WCNOoMb30BaTbCsA NpW NEPBOM B3aMModeicTBMM cybbekTa
C GMOMETPUYECKO cUCTEMON uninM ANna o6GHapyXeHWs BUTaNbHOCTW BO Bpems npouecca GuMomMeTpuyeckom
perucrpauum.
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Ta6nwu ua 3— O6Hapy>KeHV|e BUTa/IbHOCTU C MCNOJIb30BaHNEM MeETOoAa «3arpoc-0TBeT»

MeTop, HenpownssosibHbIE

peakuuu

LleneHanpaBneHHbIi
MMMysbC,
npegHa3HayYeHHbIN
AN N3BECTHbIX
61OMETPUYECKNX
XapaKTepucTuk

3anpoc

EcTecTBEHHbIE,
Henpou3BOosibHbIE
peakuuu,

He KOHTpopyemble
Cy6BEKTOM

OortBeT

Mpumepsbl V13meHeHune pa3mepa
3payka B 3aBUCUMOCTYU
OT U3MeHeHUs

WHTEHCMBHOCTUN CBETa

[Mpon3Bo/bHbLIE peakuun

Moackasku (3BYKOBbIE,
BU3ya/lbHble W T. 4.), Hanpas-
JNIEHHbIE HA BbIMOJIHEHNE KOH-
KpPeTHOro AeicTBusi, pesynbTar
KOTOPOro A0/KEH ObITb Nony-
YyeH B1OMETPUYECKON CUCTEMOIA

Peakuyn, OCHOBaHHbIe
Ha  BOCMpuATMM  CyObekTa,
M MNPOV3BO/IbHbIE  peakuuu,

KOHTPO/IMPYEMbIE CYy6HEKTOM

M3veHeHne yrna Hak/ioHa
ronoBbl B OTBET Ha MpPOCLOY
MOBEPHYTL rO/I0BY.

OKkNo3NSA pagy>xHoii
060/104KM NIEBOTO r/1a3a B OTBET
Ha npocbOy 3aKpbiTb NEBbIN
rnas

CoueTaHuie TOro, UTO 3HAET CYGbEKT, 1
TOrO, YTO AB/IAETCA YaCTLI0 Cy6bekTa

YkazaHusl no 6romeTpuyeckomy
NPeAbsAB/IEHNIO C UCNOMNb30BAHNEM
paHee 3aperncTpmMpoBaHHoOn MHop-
maumn

Peakuyu, 0CHOBaHHblE Ha BOCMPUATUN
cybbekTa 1 6oMeTpruyEeckon perncTpa-
Lun MHAMBMAA

Mopsanok nanbues (BbIGPaHHbIA Chy-
YaiiHbIM 06pa3oM CUCTEMOI1) onpeae-
NAeT nNpaBW/bHbIA NOPSAOK Npouecca
61OMeTPUYECKOro NpeabsBIeHNs]

1 CpaBHEHVS NaslbLEB.

Mopsgok undp onpegensieT npasusib-

HblA NOPAA0K NPON3HECEHWS 1 CPaBHe-

HUA Ludp

6.2.2 OGHapyXeHUe BUTaNIbHOCTN 63 NCNO/Ib30BaHNA MeTo4a «3anpoc-OTBET»

O6HapyxeHue BuTanbHOCTM 6€3 WMCNOMb30BaHUA MeTofda «3anpoc-OTBeT» Ha3biBaeTCss MPOBEpPKOWA
nocpesCcTBOM HEBK/HOYEHHOro HabnwAeHWs 3a BUTaNbHOCTbIO (MM «NACCUBHbIM»  OGHapyXeHuem
BUTaNbHOCTM). B 3aTom cnyyae ob6HapyxeHue BUTANIbHOCTU MPOBOAUTCHA Ha OCHOBE [AaHHbIX, MOMYYEHHbIX
6noMeTpUYECKUM CKaHepoOM 3a onpefesieHHbll nepuof BpemeHn 6e3 1Cnosib3oBaHusA LesieHanpasieHHOro
umnyneca. NpuMepbl METOA0B NMACCUBHOTO 06HapPYXeHUsS BUTa/IbHOCTMW:

- noTooTAeneHve nanbues (3a onpegeneHHoe Bpems),

- Masible ABMKEHUSA padyXHON 060/104KM rnasza/vyactoTa ABUXEHUI (3a KOpOTKOe Bpewms),

- n3mepeHue nynbca (3a onpegeneHHoe Bpems),

- MyfnbTUcCnekTpasbHOe ocBeleHne (aHanu3 K03 ULNEHTOB NOI/IOWEHNS CBETa KPOBbLIO WM KOXEN).

6.2.3 MeTop «3anpoc-oTBeT» A/19 HeEOGMOMEeTPUYECKOro pacno3HaBaHusa

HekoTopble MeToAbl ayTeHTUdUKALUU, He OCHOBaHHble Ha O6MOMETPUYECKMX XapakKTepucTukax
WHAMBMAA, UCMOb3YIOT METOA «3anpoc-0TBeT» A/15 MOBbIWEHUA YPOBHA 6€30MacCHOCTM CUCTEMbI, Kak npaBu-
10, C NOMOL b0 MHOTO(AKTOPHON ayTeHTUnKaLum (6€3 MCnosb3oBaHUS BUOMETPUYECKNX XapaKTepUCTUK Ans
pacno3HaBaHusl). B aTom cnyyae 3anpoc MOXeT NpeacTaBnATb cO60/ NONbITKY ayTeHTU(MKaLMKM ycTpolicTBa
AN NAEHTUMPUKALNOHHOW KapTbl HA OCHOBE LUIPOBbLIX CepTUdMNKATOB WM 3anpoca OTBETa Ha KOHTPOJIbHbLIN
BONpPOC (CEeKpeTHbIN).

6.3 Tlpouecc o6HapyXeHMs aTakm Ha bBuomeTpuyeckoe npegbABAeHUe

Mpouecc OABIM wmoxeT 6bITb nNpeacTaBneH aHaslornyHbIX 3Tanam

6MOMETPMYECKOrO pacno3HaBaHus:
1) c60p Heob6paboTaHHbIX AaHHbIX Cy6bekTa nogcucTtemoin cbopa buomeTpuyeckmx gaHHboix gns OABIT;

B Buage 3Tanos, npouyecca

MpumedvaHue — YcTpoiicTBa c6opa AaHHbIX OABI MOryT OT/IMYaThCsl OT GMOMETPUYECKUX CKaHEPOB, a coop
GVOMETPUYECKUX AAHHBIX U AaHHbIX OABI MOXET pacxoAuTbCs BO BPEMEHU, YTO MOXET NPUBECTU K YSI3BUMOCTU CUCTEMBI.

2) u3BneyeHne Npu3HakoB u3gaHHbiXx OABIT;

3) cpaBHeHUe nony4veHHblX NnpusHakos OABI € yCTaHOBNEHHbIMU KPUTEPUAMMU;

4) Bo3BpalleHne pesysbTaTa cpaBHeHUs (0O6HapyXeHHas ataka, OTCYTCTBME aTaku, OueHKa U T. 4.). 3Tu
[aHHble OTAENbHO UM B COYETAHUMN C APYTUMUN AaHHbIMU OYyAYT YUMTbIBATHCA MPU NPUHATUN OKOHYATENBHOrO
peweHns 6GUOMETPUYECKON CUCTEMBI O MPUHATAN WU OTKIIOHEHMM BUOoMeTpuyeckoro obpasua.

AT1ansl npouecca OABI f0MKHbI BbINO/IHATLCA B NPUBELEHHOM Bbllle NopsafKe, HO OHU He o6sA3aTesibHO
LO/MKHbI ObITb HENPEPLIBHLIMW BO BPEMEHU U NPOCTPAHCTBE.

6



FOCT P 58624.1—2019

KpuTepun npuHATUA pelleHns, UCnosib3yemble Ha TpeTbeM 3aTane npouecca OABI, MoryT 6bITb 06LW K-
MU AN BCEX CYOBHEKTOB WA MHAMBUAYaNbHbIMUN A5 KaxXAoro cybbvekra. Hanpumep, ons o6HapyXeHus ataku
Ha GMoMeTpuyeckoe npeabsB/IEHNE Ha OCHOBE HEMPOM3BOJIbHbIX peakuynin, nanonornyecknx GyHKUN,
NPOV3BOJIbHbLIX peakuuii UanM MNoBeAEeHYECKUX XapaKTepUCTUK cybbekTa MOryT MCNo/sib30BaTbCA KpUTepun
OABI, obwure ans Bcex CyOLEKTOB, B C/lydyae HEBbLICOKOI TOYHOCTM WX M3MepeHus. Mpu ncnosb3oBaHUK
kputepmeB OABI1, N3MEpPEHHbIX C BbICOKON TOYHOCTbIO, OHW MOTYT ObiTb MHAMBUAYANbHbIMU ANA KaXKAOr0
cybbekTa.

CnepoBaTenibHO, NpOLECC perucTpauun KputepmeB Heob6XoAuM B Tex c/yyasx, Korga OHW SBASTCA
UHANBUAYaANbHLIMU AN KaXA0ro cybbekTa.

6.4 MoacnucteMa o6Hapy)XeHUs aTakum Ha 6MomMeTpuyeckoe nNpeabsiBNieHWe B CTPYKType 6Guome-
TPUYECKOW CUCTEMBI

6.4.1 MoacucteMa oGHapyXeHUs aTakm Ha 6UoMeTpuyeckoe MnpeabsiB/ieHUe B CTPYKType 6UO-
MeTpUUYECKOW cucTembl o6LLero BUga

XoTa B 0651aCTb NPUMEHEHMA HacTosfAWero craHgapTa BXOAAT TONIbKO aTakm B Toyke cbopa
6nomeTpnyecknx daHHbiX, npouecc OABI MoxeT 6biTb BbIMOAHEH B /OO0 TOUYKE CUCTEMbI U B N106OM
npouecce, BbINO/IHAEMOM CUCTEMOIA.

Ha pucyHke 2 nokasaHa ofHa W3 BO3MOXHbIX peanusauyuii nopcuctembl OABI B cTpykType
6rnomeTpuyeckoit cuctembl obuiero suga. CywecTByeT HECKO/IbKO CNOCO60B BkIOUYeHUA nogcuctembl OABI
(n ee oTAeNbHLIX NMPOLECCOB) B CTPYKTYPY GMOMETpPUYECKOn cuctembl obuiero Buga. MNpouecc obHapyxeHus
aTakm Ha 6uomeTpuyeckoe npenabsABeHME MOXeET ObiTb BbIMOSIHEH nocne (Man BO BpeMs) npouecca cbopa
6nomeTpunyecKknx AaHHbIX U/Mau nocne npouecca o6paboTKM CUrHana, Kak nokasaHo NMYHKTUPHLIMU JINHUAMU
Ha pucyHke 2. Mpouecc OABI MOXeT Takke 6biTb BbINOSHEH Mocne paboTbl NOACUCTEMbI CPaBHEHMUS UK
NOACMCTEMbI MPUHATUA pPeLUeHNii (faHHasa peanvs3aumns He nokasaHa Ha PUCYHKE 2) WM B HECKOJIbKMX TouKax
cuctembl. Kpome T10ro, B cUCTEME MOXET 6bITb peann3oBaHo annaparHoe, BpeMeHHOoe uan PYHKLMOoHalbHoe
pacnapannenuBaHue npouecca cbopa OMOMETPUYECKUX [aHHbIX C LUefiblo pacno3HaBaHUs JIMYHOCTU U
npouecca O6GHapyXeHWs aTakm Ha OuomeTpuyeckoe npeabsBneHne. B 6.4.2 un 6.4.3 npeAcTaB/ieHbl
[ONOSIHUTENbHbIE CBefeHNss O BO3MOXHbIX peanusauunax npouecca OABI B  pasfiMyHbIX ToYKax
GMOMETPNYECKON CUCTEMBI.

rl 1

Mopcuctema c6opa
6MOMETPUYECKNX JaHHbIX

Hagnexauwee

6romeTpuyeckoe
npegbsBneHne

\%

BuomeTpuryeckuii
ckaHep

BriomeTpuyeckoe 3asBneHve

PucyHok 2 — CTpykTypa 61OMETPUYECKON CUCTEMBI OBLLETO BUAA C NOACUCTEMOI OGHAPYXEHWST aTak
Ha GMOMETpPUYECKOe NpefbsiBeHne
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Ha pucyHke 3 npuBepneHbl 4ONONHUTENIbHbLIE CBEAEHUA O KOMMNOHeHTax nogcucteMmbl OABIT. B HEKOTOpPbIX
peanusaynsax nogcuctemol OABI MoxeT He 6biTb 6/10ka n3BnevyeHus npusHakos OABI, HO 610K cpaBHEHUSA
OABI n xpaHumbie kputepunm OABI aBnsAwTCA 06s3aTesibHbIMUM KOMMNOHEHTamMu noacucTtembl. Kputepun
OABIN moryT 6bITb 06WMMK ANA BCEX CYOBEKTOB WM MHAMBUAYAIbHBIMU ANA KaXA0ro cybobekTa.

PucyHok 3 — KOMMOHEHTbI MOACUCTEMbI OGHAPYXEHUS aTak Ha 6UOMETPUYECKOE NpeabsiBieHue 06LLEero BUaa

6.4.2 O6paboTKa AaHHbIX OABI OTHOCUTENBHO APYINX BMOMETPUYECKUX NOACUCTEM

C6op nobpaboTky AaHHbIX OABI 1 aaHHbIX GUOMeTpuyeckoro obpasua cnegyeT pasfensaTb BO BpeMeHMU
n npoctpaHcTBe. Ob6a Tuna faHHbIX MOryT CylecTBOBaTb OAHOBPEMEHHO WM Cyl,ecTBOBaTb B OTCYTCTBME
apyroro. Mpouecc OABI MOXET BbINONHATLCA GMOMETPUYECKOW CUCTEMOI OLHOBPEMEHHO, A0 WAW nocne
npouecca paboTtbl Nw60 13 ee nogcmucteM. KoMmnoHeHTbl nogcuctembl OABIM MOryT 6biTb peanM3oBaHbl B
KayecTBe OTAEe/bHOW NOACUCTEMbI, MeXAy npoueccamm paboTbl HECKOTbKUX MOACUCTEM W/UM OLAHOBPEMEHHO
Cc Humun. Pesynbtat OABI MOXeT 3aBMCeTb OT MHOXecCTBa MNOJIyYeHHbIX GMOMETpPUYEeCKMX o6pas3LoB U He
o6A3aTesibHO ABMAETCHA MPOCTbIM ABOUYHLIM UHOUKATOPOM.

Mpumepsbl

1 BuomeTpuyeckunii ckaHep MoOXeT co3fdaBaThb AaHHble 6MOMeTpMYecKoro obpasua v gaHHble OABIM
0N KaXAoro cobblTna cbopa AaHHbIX. B 3aBUCMMOCTU OT KOHCTPYKUUM OGUOMETPUYECKON CUCTEMbI
6nomeTpunUecKknii CkKaHep MOXeT BbIBOAMTb AaHHble 6MoMeTpuyeckoro obpasua He3aBMCUMO OT pe3ynbTaTa
npouecca OABI nnn ToNbLKO B TOM criydae, ecnu nogcucrtema OABI He o6Hapyxuna aTaku. Mpn co3gaHum
baHHbIXx OABIN 6e3 nonyyeHuss GuomeTpUYeckoro obpasua pesynbTaTom OABIM 6ygeT ABNATbLCA NPOCTO
OBONYHbBIN NHANKATOP OOHAPYXXEHHOW aTaKu.

2 MNonyyeHHble pAaHHble OABIT moryT OblTb NpoaHanu3upoBaHbl B npouecce ob6paboTkn curHana
nocne nony4yeHnss 6uoMeTpuyeckoro o6pasua. B aTom cnyyae 6uomeTpuyeckuii obpaseu, 6nomeTpuyeckmne
npu3Hakm nnn 6momMmeTpuyeckas Mmogesnb, NOAyYeHHbIe U3 NoACUCTEeMbl 06paboTKN CUrHana, MoryT COMpoBO-
XaaTbcsa nokaszaTesiem OABI, onpegeneHHbIM B npolecce 06paboTKN curHana.

3 Mpouecc cb6opa gaHHbIX OABI 1 npouecc Ux aHaM3a MoryT pasfenaThbCA BO BpemMeHU. B 3 Tom cnyyae
CUrHan 3anycka o6paboTku pgaHHbiXx OABIl xpaHnTCcA Cc 6uomeTpuyecknm obpasuom, GUoMeTpPUHeCcKNMU
npusHakammn nam 6uomMe T pUUYecKoi Moaenblo.

MpumeyaHune — TakKakcuUcTeMa He BCErga MOXeT KOHTPOIMPOBaTh NpoLecc cbopa faHHbIX B peXUMe peasib-
HOro BpeMeHW, BuAeoHab/1l04eHE N aHaI0TUYHbIE CMOCO6bI 3anMcu MOryT cTaTb 30PEKTUBHBIM MEXaHN3MOM 0OHapYXEHUSE
atakm 1 aHanmsa npouecca(oB) GUOMETPUYECKOTO MPeAbsBAEHUS U YC/I0BUI OMOMETPUYECKOro MNpeabsBEHUs, Kak,
Hanpumep, 06HapYXeHNs KPaXk CPeACTB U3 aBTOMAaTUYECKNX KACCOBbLIX MALLMH C UCMO/Ib30BaHNEM HE3aKOHHO CO34aHHbIX
Oy6nmkaToB kapT. 3TO MOMI0 6bl MNOBLICUTL 3(EKTUBHOCTL MCMOMB3YEMOr0 METoAa OGHapYXXeHUs ataku (YCrneLlHoro
WM HET) WM MPUHYXAEHUS cyobekTa. [aHHblli MexaHuW3m MOo3BO/AeT NOMyuuTb AO0NOSIHUTENbHbIE GuomMeTpuyeckme
06pasupl 4151 PEeTPOCNEKTUBHOrO aHanusa (HanpuMmep, M3006paXeHus vua, NoslyYeHHble C KaApoB BUAEOHAGMAEHMS
3a aBTOMAaTVYECKMMU KAaCCOBbIMW MalLMHaMK, AOCTYN K KOTOPbIM OCYLLECTB/SIETCA C MOMOLLbI0 OThevaTka nasbua), YTo
MOr0 6bl YCUINTb (DAKTOP CAEPXMBAHMSA aTak Ha TakMe cucTeMbl. OnMcaHHble PEeLLeHUst UCMO/b3YOTCA B HacTosiLiee
Bpems A1 NPefoTBpaLLEeHNs 1 0BHAPYXEHUS HeHaA/1eXallero UCnob30BaHWs CUCTEM M MOTYT NPUMEHATLCA B KaYecTBe
pekomMeHaLmnin npy peanusauum 6MOMETPUYECKUX CUCTEM.

6.4.3 BnuaHue peannsaumm OABIN Ha o6MeH faHHbIMU

KomnoHeHTbl nogcuctemsl OABIM MoryT 6biTb peasin3oBaHbl B pa3/iMyHbIX TOUKaxX cUCTeMbl (KIMEHTCKOM
WA CepBEPHON YacTu CUCTEMbI, MHTEP(EWCHON WU NPUKNafHON 4YacTu, MOOWNBLHOM YCTPOCTBE WU B
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nporpammMHOM obecnedyeHun npunoxeHus/obnake). Mpogykrel, nogaepxusatouine OABI, moryT npegcTaBnaTb
Cc0060i pasnmMyHble YCTPOICTBA U ObiTb peasin3oBaHbl B Pa3/IMYHbIX TOYKAX CUCTEMBbI.

Hwxe npuBefeHbl BO3MOXHble noaxoAbl Kk OABI, HeKOTOpble M3 KOTOPbIX HE CBA3aHbl C NPOLEeccoMm
o6MeHa AaHHbIMU (U He 3aBUCAT OT Hero).

Mpouecc OABI MOXeT BbINOAHATLCA Ha GUMOMETPUYECKOM ckaHepe. lMpu MCNOMb30BaHUN YCTPOICTBA,
UMEILLEero AO0CTATOYHYK BbIYMCAUTE/IBHYIO MOLWHOCTb [ANA BbiNOAHeHuMs npouyecca OABI, MoxeT He
TpeboBaTbcA nepefava pesynbtata OABI 13 ycTpoiictBa (Hanpumep, nepegaya Ha KOMNbloTep 6asbl faHHbIX,
cepBep uau npunoxeHue). BbiBo4 faHHbIX 6GuomeTpuyeckoro obpasua nav npegocrtasneHne npas goctyna
(N HeBbINOJIHEHME YyKa3aHHbIX AENCTBUIN) MOXeT ObiTb AOCTAaTOYHbIM MOKasaTenem pesynbTaTa npouecca
OABI.

C Opyroit CTOpPOHbI, AaXe ecnn BCce KOMNOHeHTbl nogcuctembl OABI peann3oBaHbl B 6MOMETPUYECKOM
CKaHepe, NMPUIOXKEHUA C YSA3BUMOCTSIMU BbICOKOW CTENeHW pucka MOryT HanpaBuTb 3anpoc Ha NosyyeHue
UHpopmMauum o B3aUMOLENCTBUN C OGUOMETPUYECKMM CKAHEPOM, [AaHHbIX O HeyAaBLMXCHA NonbiTKax
N HageXHOCTM O6MoMeTpuyeckoro obpasya Ha OCHOBaHWMM [AOCTYMHbIX AaHHbix OABIM  (Hanpumep,
Heo6paboTaHHbIX faHHbIX UM OUEHOK).

LdaHHble OABI MmoryT 6biTb MOJIyYeHbl [OBEPEHHbIM YCTPOWCTBOM W NepefaHbl Ha cepBep WM B
npunoxeHue (3anyuleHHoe nporpammHoe obGecnedyeHune, CO3[aHHOE APYyrMM paspaboTuynkom) C Lebio
NPUHATUA peLleHns Mo YTBEPXAEHUIO IMYHOCTU U NpaBax AocTyna. B 3aBMCMMOCTU OT NPUIOXEHNUSA faHHble
OABT1, BK/IWYEHHbIE B Mpouecc o6MeHa AaHHbIMW, MOTryT MpeAcTaBfisATb co60/ HeobGpaboTaHHble AaHHble,
nepefaBaemblie B TOM BMAE, B KOTOPOM OHU OblN NOMYYEHbI, UM NOKasaTenn u faHHble, U3BJIEYEHHbIE /10-
Ka/lbHbIM YCTPOWCTBOM U3 6BMOMeTpuyeckoro obpasua.

7 MpoTnBOAeCcTBNE aTakaM camo3BaHLAa Ha BUoOMeTpMyeckoe nNpeabsBeHne
B BMOMeTpUYeckoii cucrteme

[Onsa npoBefeHns ycnewHoi atakm camo3BaHUa Ha GuomeTpuyeckoe npeabsBaeHne B GMOMeETPMYECKON
cucTeme:

I) 6uomeTpuYeckunii obpasew, ANa NPOBEAEHUS aTakn Ha GUOMeTpUYeckoe npeabaBneHne foMKeH 6biTb
nosayyYeH nogcucTemoi c6opa 6UOMETPUUECKUX AaHHbIX;

Il) 6uomeTpuyecknii obpasel, ANa NPOBeAEHNS aTakn Ha BUoMeTpuYeckoe NpeabsB/EHNE LOMKEH ObITb
ycnewHo o6paboTaH Ans noayyvyeHuss 6MomMeTpuyeckoro wabsoHa unm 6uoMeTpuyeckoin npobsl;

Ill) peweHne 0 cpaBHEHUM GMOMETPUYECKOW MNPOOGLI AN GUOMETPUYECKOro LWabsioHa, MOJIYYEHHbIX B
npouecce ataku Ha 6uomeTpuyeckoe npeabsiBieHne, U GUOMETPUYECKOTO KOHTPOJILHOTO WwabsioHa A0/IKHO
6bITb NOSTOXUTENBHBIM;

IV) npoBegeHne atakum AOIKHO OblTb peann3oBaHo npu cobnaeHnn mep 6e30NacHOCTM Ha CUCTEMHOM
YPOBHE;

V) noacuctema OABI, Npu ee HaMyYUM B CUCTEME, HE AO/HKHA KnaccuduumpoBaTtb npeabsaBAeHHbIN
6nomMeTpuyecknin obpasel, kak NonbITKY aTaku.

ATaka Ha 6uomMeTpuyeckoe npenbsBieHWe MOXeT 6biTb NpefgoTBpalieHa Ha N6oM U3 3TUX 3TanoB B
3aBMCUMOCTU OT TUMA GMOMETPUYUECKON CUCTEMbI U C/IOXHOCTK aTaku. Hanpumep (B COOTBETCTBUU C MOPSAKOM
3TanoB NPoOBeAEHMA aTaku, NPeacTaB/IeEHHbIM Bblle):

[) MOXeT 6bITb MONYYeH OTKa3 B GMOMETpMYEeckoli perncTpaumm apTedakta 6narogapsi 0CO6eHHOCTAM
KOHCTPYKUMM BUOMETPUYECKOrO CKaHepa W CBOWCTB, KOTOPble OH KOHTPOAWPYET MNpu  NoJyvYeHun
6nomMeTpuyecknx obpasuoB, Hanpumep Npu NpeabsBAEHUM CUJIMKOHOBOTO MOAAE/IbHOr0 oTnevyatka nanbla
€MKOCTHOMY CKaHepy oTneyaTtkoB NasibLes;

Il) noacuctema 06paboOTKM CUTHaNa MOXET OTK/IOHWUTb OGuomeTpuyeckuii obpasel, MOJIyYEeHHbIA C
ncnosb3oBaHneM apTedakta, BBUAY HEYA0BNETBOPUTENBHOIO KayecTBa,;

Ill) pe3ynbTaT CpaBHEHWSI MOXET He NpeBblWaTb YCTAHOBMEHHbIA NOPOr NPUHATUA pelleHnii BBUAY
MCNONb30BaHUA ANA CPaBHEHWUS NMeyaTHOW KonuM UCTUHHOTO 6MoMeTpuYeckoro obpasua HU3KOTo0 KavyecTBa,;

IV) npegbsBneHnMe TOI0Bbl MaHeKeHa B HaTypasibHyl BesIMYMHY, BEposATHO, O6yAeT 3aMeyeHo
onepaTtopomMm CUCTEMBbI.
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MpunoxeHve OA
(cnpaBo4HOE)

CBefeHns 0 COOTBETCTBUU CCbINTIOYHbIX MEXIoCyAapCTBEHHbIX CTaHAAPTOB MeXAyHapoaHbIM
cTaHfgapTam, UCMNOJ/Ib30BaHHbIM B KaUeCTBE CCbI/IOYHbIX
B NPUMEHEHHOM MeXAyHapoAHOM cTaHAapTe

Ta6nunya OA1

O603Ha4YeHne CCbISIOYHOTO CTeneHb O603HaYeHNEe N HAMMEHOBaHMNe
MeXrocyfapcTBeHHOro craHgapra COOTBETCTBUSA CCbIJIOYHOTO MeXAyHapoAHOro craHgapra

[OCT ISO/IEC 2382-37—2016 oT ISO/IEC 2382-37:2017 «/HhopMaLMOHHbIE TEXHOMOMMU.
CnoBapb. YacTb 37. buomeTtpusa»

[OCT ISO/IEC 19794-1—2015 HoT ISO/IEC 19794-1:2011 «MHOpMaLUOHHbIE TEXHOOMUN.
dopmatbl 0o6mMeHa 6GMOMEeTpUYecKUMU fdaHHbIMK. YacTb 1.
CTpyKkTypa»

MpumeyaHne — B HacTosAwWwen Tabnuue WCMNOMb30BaHO Ccregylllee YC/0BHOE 00603HayYeHue CTeneHn

COOTBETCTBUS CTaHJAPTOB:
- HOT — naeHTWYHbIe CTaHAAPTbI.

MpunoxeHwne b
(cnpaBo4HOE)

ConocTtaBfieHne CTPYKTypbl HACTOSILWEro cTaHgapTa Co CTPYKTYPOi NPYMEHEeHHOoro
B HEM MeXJYyHapogHoro craHgapra

Tabnuya Ob.1

CTpyKTypa MeXAyHapoAHoro ctaHgaprta

CTpyKTypa HacToAwero craHgapra MNCO/M3K 30107-1:2016

Mpunoxexnve OA CeefeHust 0 COOTBETCTBUM CCbIJTIOYHBLIX MEXIO-
Cy[apCTBEHHbLIX CTaHAAPTOB MEeXAyHapoAHbIM cTaHfapTam, UCNosb-
30BaHHbIM B KAYECTBE CCbI/IOYHbIX B NPUMEHEHHOM MeXAyHapoLHOM
cTaHfapTte

Mpunoxenve AB ConoctasneHue CTPYKTYpbl HACTOSALLEro CTaH-
JapTa co CTPYKTYpOl MPUMEHEHHOTO B HEM MeX[yHapOAHOro CTaH- —
fapta

MpumedvaHune — CoMNoOCTaBMEHNE CTPYKTYpPbl CTAaHAAPTOB MPUBEAEHO HauuHas C¢ npunoxeHus [A, Tak kak
npeaplaylme pasaenbl CTaHAapToB UAEHTUYHBI.
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