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MNpegncnosne

1 NOArOTOBNEH AkunoHepHbIM 06LecTBOM «Bcepoccuiickuii Hay4yHo-ucciefoBaTelbCkMii UHCTUTYT
ceptudnkauum» (AO «BHUNC») n O6LLecTBOM C OrpaHNYeHHO OTBETCTBEHHOCTLIO «/HhOpMaLMOHHO-aHa-
NINTUYECKUIA BbIYMCAUTENBHBIV LeHTp» (OO0 WABLL) Ha ocHOBe COGCTBEHHOrO NepeBofAa Ha PyCcCKuii A3blK
aHrN0a3bIYHON BEepCcUN [OKYMEHTa, YKa3aHHOro B MyHKTe 4

2 BHECEH TexHunyecknm KoMmuTeTom no ctaHgaptnsaummn TK 022 «HhopmauoHHble TEXHONOMUN»

3 YTBEPXJEH VI BBEJEH B ,EI,EI7ICTBVIE Mpukaszom defepasibHOrO areHTCTBa N0 TEXHUYECKOMY pe-
rynupoBaHuio 1 MeTposornu ot 16 oktabps 2019 r. No 1005-ct

4 HacTosAwwii ctaHgapT siBAseTcs MoANGULMPOBAHHLIM N0 OTHOLLEHUIO K MEeXAYyHapo4HOMY cTaHhapTy
MCO/M3K 20922:2016 «/HopMaLnOHHbIE TEXHOMOMMK. [POTOKO OpraHM3aLmmn odepeseli LOCTaBKM Tene-
meTpuyecknx coobernnin MQTT. v3.1.1» (ISO/IEC 20922:2016 «Information technology — Message Queuing
Telemetry Transport (MQTT) v3.1.1». MOD) nyTem M3MeEHEHUS ero CTPyKTypbl A1S NPUBELEHNS B COOTBET-
CTBME C npasunamu, yctaHosneHHoiMu B FOCT 1.5 (nogpasgensl 4.2 n 4.3). CpaBHeHUe CTPYKTYpbl HacTo-
ALero craHgapTa Co CTPYKTYPOI yka3aHHOro MexyHapofHOro ctaHgapta NpuBeAeHO B JOMOMHUTE/IbHOM
npunoxeHun i

5 BBEJEH BMNEPBbIE

6 HekoTopble MOJMIOXEHUS MEXAYHAPOAHOr0o CTaHAAPTa, YKa3aHHOIO B NYHKTE 4, MOTYT SIBAATLCA 06b-
€KTOM MaTeHTHbIX npaB. MCO n M3K He HeCyT OTBETCTBEHHOCTM 3a WAEHTUUKALMIO NOAO0GHBIX NMaTEHTHbIX
npas

MpaBuna npuMeHeHUs HaCcTOSALWEero cTaHgapTa yCTaHOoB/eHbl B cTaTbe 26 defepasbHOro 3akoHa
0T 29 uioHAa 2015 r. W 162-9®3 «O cTaHgapTu3aunm B Poccuiickoin ®enepauun». MiHdopmaunus 06 uns-
MEHeHUAX K HacTosWweMy cTaHgapTy Ny6/IMkye TCA B eXerog>om (Mo cocTOosAHMI0 Ha 1AHBaps TeKyLwero
rofa) UHOPMaLMOHHOM yKazaTene «HaunoHaslbHble CTaHAapThi», a ohULMabHbIi TEKCT U3MEHEHWIA
M NOMpaBOK — B eXeMeCA4YHOM MH(opMaunoHHOM ykasaTene «HauuoHanbHble cTaHgapThi». B cnyvae
nepecMoTpa (3amMeHbl) UM OTMEHbl HACTOALWEro cTaHAapTa CooTBeTCTBYLEee yBeJoMIeHe bygeT
ony6/NKOBAHO B GAMXKAMLLEM BbIMYCKE €XEMECSUYHOro MH(OpMaUMOHHOIO ykaszaTensa «HaunoHasbHble
cTaHgapTbi». CooTBeTCTBYyLWasa nHpopmauns, yBeJoMNIeHEe U TEeKCThl pasMeLLalnTCca Takke B UH-
chopmaLMOHHOM cucTeme obLLero NoNb3oBaHNs — Ha oduumansiiom caiTe degepanbHOro areHTCcTBa no
TEeXHUYEeCKOMY perynupoBaHuio 1 MeTposorum B ceTun MHTepHeT (wWww.gost.ru)
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BBepeHve

MQTT — K/MeHT-CepBepPHbI NPOTOKON Nepeaayy coobLLeHNi, OCHOBaHHbIN Ha Mofenu «msgaresnb —
noAnucunk». OH ABNAETCA NIETKNM, OTKPbITbIM, MPOCTLIM, W CMPOEKTUPOBAH Takum 06pa3oM, YTO6bI ero /ierko
MOXHO 6bIN10 peann3oBaTh. [laHHble XapakTepUCTUKN fenatT ero naeasnbHbIM 418 UCNO/Tb30BaHNS BO MHOTMX
cuTyaumsx, B TOM Y/C/Ie B OrpaHUYEeHHbIX cpefax, Hanpumep, 418 opraHu3auuy CBA3W B cpefe MeXmalluvH-
Horo B3aumogelicteusa (M2M) n VHTepHeTa Beweit (10T), rae TpebyeTcs HebonbLOl pa3mep koga wwnu npo-
nyckHas cnoco6HOCTb CeTU ABNSETCA NPUOPUTETOM.

MpoTOKON BLINO/HAETCA C UCNOMb30BaHNEM NPOTOKO/10B U3 Habopa TCP/IP unu yepes gpyrue cetesble
NPOTOKO/IbI, KOTOPbIE 06ecneynBaloT ynopsgoyeHHble AByHanpaBieHHble coeMHeHns 6e3 notepb. Ero doyHk-
LN BKIHOHALOT.

a) ucnonb3oBaHue WabnoHa NPOEKTVPOBaHUA «u3garteslb — MNOANUCUMK», KOTOPbI obecneynBaeT pac-
npegeneHne coobLieHnli No NPUHLMNY «OAWH KO MHOTUM>;

6) focTaBka CoO6LLEHUIA, He 3aBHCALLAasA OT COAEPXUMOro MHPOPMAaLMOHHOTO HANOHEHUS;

B) TPM YPOBHA KadecTBa ycnyrn (QoS) nepegaumn faHHbIX;

- «He 6051ee o4HOrO pasa», Korga coobLLeHVa 4OCTaBIATCA B COOTBETCTBMN C ONTYMaslbHbIMK 3aTpa-
Tamu onepauLuvoHHON cpefbl. MOXeT Npon30iTu noTeps coobLleHunid. JaHHbI ypOBEHb MOXET UCMO/b30BaTb-
cA. Hanpumep, ANS Nepegayn faHHbIX gaTynka TeMnepartypbl OKpyxarLei cpefpl, rae noteps oTAe/bHOro
N3MepeHnNs He UMeeT 3HaYeHWs, NOCKO/bKY BCKOpe nocsie aToro 6yAeT ony6/nKoBaHo cregylollee nsmepe-
Hue;

- «He pexe ogHoro pasa», B 3TOM C/lyyae rapaHTipyeTcsl 4ocTaBka COO6LLEeHNIA, HO BO3MOXHbI Ay6u-
Kartbl;

- «POBHO 0AMH pas», B 3TOM C/ly4yaB rapaHTupyeTcs AocTaBka COOOLieHN A pOBHO OAMH pas3. [aHHbIi
YPOBEHb MOXET MCN0/Mb30BaTbCA, HaNpUMep, B BUIJIMHIOBBLIX cUCTEMaXx, rae Ay6nupylowmeca unmn noTepsiH-
Hble COObLLEeHNs MOTYT NPUBOANTL K NPUMEHEHNI0 HENPaBW/1bHbIX COOPOB;

r) Manblii 06bem cnyxe6Horo Tpadmka v NPOTOKOIbHble 0OMEHbI CBOAATCA K MUHUMYMY A1 CHUXEHUS
ceTeBOro Tpaduka;

{1) MexaHu3M yBeJlOMNIEHNS 3aNHTEepPeCcOBaHHbIX CTOPOH B C/lyyae aBapuiiHOro paspbiBa CBSA3M.
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HALULWOHANBbHBIN CTAHOAPT POCCUMNCKOWMW SGEOLEPALMUWN

MHopMaLnOHHbIe TEXHONOTNKU
WHTEPHET BELLEW

MpoTokon opraHu3auny odepeneil [OCTaBKU TeNeMeTPUUYECKUX
coobweHnini MQTT. Bepcua 3.1.1

Information technology. Internet of things.
Message Queuing Telemetry Transport (MQTT) v3.1.1

Jata eBefeHns — 2021—01—01

1 O6nacTb NpPUMEHEHMNs

HacToswwii ctaHgapT onpeaenseT Tpe6oBaHus kK paspaboTke KnveHta MQTT n peannsauun Cepaepa
MQTT.

O6nA3aTesibHble HOpMaTUBHbIE NOMOXEHUSA HACTOSLLEro ctaHAapTa, cocTaBnsolime TpeboBaHNs K pe-
anusauum npotokona MQTT. oTMeueHbl cneunanbHbIMU 0603HaYeHNAMM, ChOPMUMPOBAHHBLIMY MO LWAGIOHY
[MQTT-x.Xx.X-y) (cm. pasgen 3). n pasMeLleHHbIMWU cpa3y Mocne COOTBETCTBYIOLLEr0O HOPMATUBHOIO MOJIOXe-
HUs. TToNHbIA NepeyeHb 0653aTeIbHbIX HOPMATUBHBIX NOOXEHUI CNPaBOYHO NPeACcTaBeH B MPUIOXeHUN b.

CTeneHb 3HAYMMOCTU OTAE/IbHbIX TPeOOBaHMI W MOMOXEHUIA HaCTOSALLEro craHgapTa o603HavatoTcs
cneymanbHbIMM TEPMUHAMU, NPUBEAEHHbIMY B nogpasaene 2.1 HacToswero craHgapTa.

Kputepuu oueHkn cootBeTcTBUA peanusauun Knventa MQTT unu Cepsepa MQTT TpeboBaHUsIM Ha-
cTosILLero ctaHgapTa, npuBeeHble B pasgene 9 HacTosWwero craHgapTa.

2 TepMuHbI 1 onpeaeneHuns

B HacToseM cTaHAapTe NPUMEHEHbI clelyowmne TePMUHbLI C COOTBETCTBYIOLLVMY ONpeaeneHnsMu.

21 KnoyeBble cnosa «[OJDKEH». «HE OOJDKEH*. «TPEBYETCA». «BYAET». «HE BYOET».
«CNEAYET», «HE CNEAYET». «<PEKOMEHAYETCHA». «MOXET» n «OMUMNOHANBHO» B HacTosiei
Creuudmkaummn nHTepnpeTmpytoTcs, kak onucaHo B IETF RFC (paboyem npeaiokeHun nHxeHepHol pabo-
yeit rpynnbl MHTepHeTa) 2119 [1]. cnegytowmm ob6pasom:

2.1.1 AODKEH (MUST), a Takke TepMuHbl «Tpebyetcsa» (REQUIRED) n «HyxHO» (SHALL) ncnonb3y-
eTca ansa TpeboBaHWii, KoTopble ABNSTCA abCOMOTHO HEOOXOAVMbIMM B AHHON cneumdukaLmum.

2.1.2 HE AO/MKEH (MUST NOT) unu cnosa SHALL NOT (He no3BossieTcs) o3HayakT abCcoMOTHBbINA
3anpeT B pamkax cneymdukaumn.

2.1.3 C/IEAYET (SHOULD), a Takxe rnaron pekomeHayetcs (RECOMMENDED) ucnonb3yeTcs As
0603HavYeHna TpeboBaHW, OT BbINOSIHEHUSI KOTOPbIX MOXHO OTKa3aTbCA MPY HaNNUYUWM PasyMHbIX NPUYKH.
OpHako npy Takom oTkase criefyeT NOMHUTb O BO3MOXHbIX Npobnemax B pesyfnbTare oTkasa v npuHuMaTtb
B3BELLUEHHOE pelleHmne.

2.1.4 HE CNEAYET (SHOULD NOT) u rnaron He pekomeHayeTtcsa (NOT RECOMMENDED) ucnonb3sy-
0TCS MPVMEHUTENbHO K OCOBEHHOCTAM MW OYHKLMAM, KOTOPble A4OMYCTUMbI U MOTYT 6GbiTb NOSIE3HBIMU, HO
MOTYT BbI3blBaTb NP06/eMbl. Mpy peanusauun Takux onuuii cnesyet yUnTbiBaTb BO3MOXHOCTb BO3HUKHOBE-
HMA NPO6aeM ¥ MPUHUMATh B3BELLEHHOE peLleHue.

M3paHue oduymansHoe
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2.15 MOXET (MAY), a Takke npunaratefnibHoe HeobszaTtesnbHblii (OPTIONAL) 0603HaYat0T 3/1IEMEHTHI,
peanusaumsa KOTOpbIX ABNSETCA Heobsa3aTenbHo. OgHM pa3paboTumkn MOTYT BK/IOUaTb Takme onuuy B CBOKO
npoAyKLMio ANSA pacluMpeHns BOSMOXHOCTEN, a Apyrme — onyckaTtb B Lensx ynpoweHus. Peanusauus, He
BK/IIOYAtOLasa Ty WK MHYIO ONUMIO, AO/MKHA GbiTb FOTOBa K paboTe ¢ peann3alusiMu, KOTOpPble UCMOMb3YOT
3Ty onumio (BO3MOXHO cOBMecTHas paboTa GyaeT obecneunBaTbCs 3a CUET HEKOTOPOro yuiepba yHKumo-
HaNbHOCTK). Bkawouawuime onuuio peasmsaynmn Ao/MKHbl OblTb FOTOBbI (ECTECTBEHHO, 6€3 NCMO/Ib30BaHUs
Takow onumun) K B3auMOAEeiCTBMIO C peanusaunamy, KoTopble Takyl ONuMio He NoAAEPXMBAIOT.

2.2 ceteBoe coefnHeHune (network connection): CTpykTypa, npegoctasnsemas 6a30BbIM TpaHCNopT-
HbIM MPOTOKOJ/IOM, KOTOpbI ncnosnb3yetcs MQTT.

- nogkntoyaeT KnneHrta k Cepsepy;

- npepocTaBnseT cpeAcTBa 418 OTNPaBKM YNOPSA0YEHHOrO NoToka 6aliToB B ABYX HanpasneHusix 6e3
noTepsb.

MpumevyaHune — lMpumepsbl NpuBeaeHsl B noapasaene 7.2.

2.3 coobweHune npunoxenuns (application message): laHHble, nepegaBaemMble npoTokosiom MQTT no
ceTn AN npunoxeHusi. MNpu nepegaye coobLUEeHMt ¢ Ucnonb3oBaHWeM npoTtokona MQTT o6ecneunBaeTcs
COOTBETCTBYIOLLMI YPOBEHb KayecTBa yCyr nepefayn faHHbIX 1 yKkasbiBaeTCa Ha3BaHue TeMbl.

2.4 knneHT (client): Mporpamma unu ycTpoicTeo, ncnonb3ywee MQTT. KnueHT Bcerga yctaHaBnvea-
eT ceTeBoe nogknyeHne kK Cepsepy. KNnMeHT MoOXeT:

- ony61rKoBaTh COOOLUEHNA NPUMOXEHWUIA, B KOTOPbLIX MOTYT ObITb 3aMHTepecoBaHbl Apyrne KameHTbl;

- BbIMOMIHUTL NOANWCKY A8 3anpoca COO6LEeHNI NPUNOXEHNS, B MOyYEHUN KOTOPbIX KNMeHT 3anHTe-
pecoBaH;

- OTMEeHWTb NOAMMCKY, YTOObI YAaNUTb 3anpoc Ha COOBLLEHUS NPUIOXEHWIA;

- oTKnounTbCA oT CepBaepa.

2.5 cepBep (server): Mporpamma nnn ycTpoiicTBO, KOTOPOE BbICTyNaeT B Ka4ecTBe nocpeaHuka mexay
KnveHTamu, koTopble Ny6AuKylOT COOOLEHNA NPUAOXKEHWH, 1 KnveHTamun, KoTopble BbINOAHWAN [oANUCKN.
CepBep MOXeT:

- MpUHMMATL CeTeBble NOAKMIOYEHUSA OT KIMEHTOB;

- NPVHMMAaTb COOBLLEHNS NPUOXEHWA, Nybnnkyemble KnneHtamu:

- obpabatbiBaTb 3anNpochl Ha NOANWUCKY W OTMEHY MOANUCKN OT KNneHTos;

- nepecblnartb CO06LLEHNS NPUIOXEHNI, COOTBETCTBYIOLLME noAnuckam KnneHTos.

2.6 nognucka (subscription): Mognucka BkNYaeT UILTP MO TEMaM ¥ MaKCUMasbHbIA YPOBEHb Ka-
yecTBa yC/yr nepefauv faHHbix. MNognucka cesasaHa ¢ ogHum CeaHcoM. CeaHC MOXET BK/oYaTb HECKObKO
Mopnucok. Kaxaas Mognucka B pamkax CeaHca UMeeT pasnnyHble uibTPbl N0 TEMaM.

2.7 Ha3BaHMO TeMbl (topic name): MeTka, NpUKpenseHHas K COOGLLEHNI0 NPUIOXEHUS, conocTaBnse-
mas ¢ Moanuckamu, nssectHbiMn Cepsepy. Cepsep OTNpaB/seT KOMUIO COOBLLEHNA NMPUIOKEHNUA KaXKAoMY
KnveHTy, nmetowemy cooTBeTCTBYOLLYIO Moanucky.

2.8 unbTp nNo Temam (topic filter): BoipaxeHue, cogepxalyeecs B NoANUCKe, onpeaensiolee nHTepec
K COOBLLIEHNAM OfHON UNWN HECKOMbKMX TeM. PUILTP TEMbI MOXET CcofiepXaTb NOACTAHOBOYHbIE 3HAKN.

2.9 ceaHc (session): MexceTeBoe B3aumopgelicTBue mMexay KnneHtom n CepBepoM C COXpaHeHueMm
cocTosiHuA. HekoTopble CeaHcbl NPOAOHKAOTCA TOIbKO BO BPEMS CETEBOro COeIMHEHMS, Apyre MOryT oxsa-
TbiBaTb HECKOJ/IbKO NOCNefoBaTe bHbIX CETEBLIX COeAnHeHnn Mexay KnueHtom n Cepsepom.

2.10 ynpaBnswowmnit naketT MQTT (MQTT control packet): MakeT nHchopmauym, KOTopblid oTNpass-
eTca yepe3 CeTteBoe nogknoyexne. Cneundukauns MQTT onpefenseT yeTbipHaAUaTbh pPas/NyHbIX TUMOB
ynpaBAsoLWMX NakeToB, 04ANH 13 KoTopbix (NakeT PUBLISH /OMNYB/IMKOBATb/) ncnonb3yeTcs Ana nepegayn
COOGLLEHNI NPUNOXEHNIA.

2.11 nocnegHaa sonsa (will): MexaHusm npoTokona MQTT. BkAYalLWMiA cneuvanbHoe coobLyeHre
NPUNoXeHNsA 1 Habop xapakTepusyoLmMx ero napameTpoB, NpefHasHayvYeHHbI 4N 06paboTKN cuTyauuii
aBapuitHOro paspbiBa coeguHeHuns mexay KnneHTom n CepBepoMm, KOTOpble MOryT BO3HUKATb Npu:

- owwnbKax BBOAa/BbIBOAA M 0TKa30B ceTU, 06HapyeHHbIx CepBepom;

- MpeBbIWEHNAX BPEMEHN OXUAaHUSA KNneHTom:

- owunbkax cobnaeHNs NpoTOoKoa.
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3 O603Ha4YeHNs U CoKpaLleHUsI

3.1 O603HauYeHUn

3.1.1 [MQTT-x.x.x-y]: O603Ha4aeT NOM0XEHNA HACTOALLEro cTaHAapTa, oba3aTesbHble C TOUKM 3peHust
TpebosaHwuii k npoTokony MQTT. rae X.X.Xx — HOMep pas3gena, Y — NopsAKOBbIA HOMEP NMOOXEHUS B pamkax
pasgena. O6o3HayeHne pasmeLLaeTcs HeNnocpeACTBEHHO Nocsie NepBoro NosAB/IEHNUSA COOTBETCTBYIOLLEro no-
NOXEHUs B TEKCTEe HACTOSALLero cTaHgapTa.

3.1.2 U+XXXX: O603HavaeT Homep cumBona B koguposke UTF-8. rge X — cumBon yucna B 16-m uc-

yncnenum (ot 0 go F).

3.2 CokpalieHusa

MQTT KnueHT-cepBepHbIlii NPOTOKON nepefayn COOOGLEHUA, OCHOBAaHHbIA Ha MOAenu «usgatens —
noANUCUNK»
UTF-8  ®opmart npeobpasoBaHus HOHukoaa. 8-6mt

ASCII 7-6UTHbIN KOAMPOBAHHBI HA6OP CMMBOOB
QoS KauyecTBO npepfoctaBisieMbIX ycnyr

TCP/IP  Habop ceTeBbix NPOTOKO/I0B Nepejayun AaHHbIX
UDP [MpoTokoN Nonb3oBaTeNbCKkMX gararpamm

TLS MpOoTOKO/ 3alWmUTbl TPAHCNOPTHOIO YPOBHSA

IANA AQMUHNCTPaUNA agpecHoro npoctpaHcTesa VIHTepHeT
SSL YpoBeHb 3allyLLeHHbIX COKETOB

4 MNpeAacraBneHve gaHHbIX

4.1 but

BuTbl B 6aliTe 0603HaueHbl ¢ 7 no 0. BUT HoMep 7 sSIBASieTCsA caMblM 3HAUMMbIM 6UTOM, HaUMeHee 3Ha-
yauiemy 6uTy npucsavisaetcsi Homep O

4.2 LlenoyncneHHble 3Ha4YeHNA JaHHbIX

LlenouncneHHble 3HaYeHUs faHHbIX COCTaB/AalT 16 6UT B 06paTtHOM nopsigke 6aiiToB: cTapluMin 6anTt
npeAwecTByeT maaglwemMy 6anty.

OT0 03HauaeT, YTo 16-6UTHOE C/I0BO NPeACTaB/IEHO B CETW Kak Haubonee 3Havawwmii 6aint (MSB), 3a
KOTOpbIM crielyeT HauMeHee 3Havawumii 6anTt (LSB).

4.3 3akogupoBaHHble cTpokn UTF-8

TekcToBble MOMA B YNPaBNALLWMX NakeTax, ONUCaHHbLIX HUXe, KOAUPYITCA Kak cTpoku UTF-8. UTF-8
[2] — adhpekTuBHLI MeToA KoAMpoBaHuA cMBooB Unicode [5]. kOTOpbIi ONTUMU3NPYET KOAOBY Tabnuuy
ASCIl onsa nogaepXxkm obMeHa TEKCTOBbIMU COOBLLEHNAMU.

Kaxpaoli u3 aTux cTpok npeaLiectByeT npedduke AMHONM B ABa GaiiTa, KOTOpbI onpeaenseT KoM4ecTBo
6aliToB B camoli KogmpoBaHHOW cTpoke UTF-8. kak npusefeHo B Tabnuue 1. CnegosaTtesnbHO, CylecTByeT
orpaHu4yeHne Ha pasmep CTPOKU, KOTopas MOXeT 6biTb NepefaHa B 04HOM U3 3TUX KOAMPOBAHHbIX KOMMNOHEH-
ToB UTF-8; HEBO3MOXHO NepefaTb CTPOKY pa3mepom 6onee 65535 Gaiir.

Ecnu He ykasaHo MHoe, BCe KOAMpoBaHHble cTpokn UTF-8 MoryT nmeTb nobyto ANnHY B uanasoHe oT
0 fo 65535 6aiir.

Tab6nuuya 1— CTpyKTypa KogMpoBaHHbIX CTpok UTF-8

Bur 7 6 5 4 3 2 1 0
Baiit 1 OnuHa cTpokn MSB
BanT 2 AnuHa cTpokn LSB
bair 3... [laHHble 3akogupoBaHHOro cumsona UTF-8. ecnu annHa > 0
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CVMBO/bHbIE AaHHblE B KoaupoBaHHOlU cTpoke UTF-8 AOJ/IKHbI 6biTb NpaBuibHO CCHOPMUPOBAHBI,
Kak onpegzeneHo cneuudukaumnein Unicode [5] n nogreepxaeHo B RFC 3629 (2]. B yacTHOCTU, 3TV faHHble
HE OOJDKHbI Bkntoyatb Kogosble Toukn Mexay U+D800 n U+DFFF. Ecnv Cepsep unu KnueHT nonyyaer
ynpaBnsoLWumii NakeT, cogepxalyunii HenpasuibHoO cdhopmmpoBaHHblii UTF-8. oH JO/IKEH npepBath ceTeBoe
nogknoyeHve [MQTT-4.5.3-1].

3akogupoBaHHasa ctpoka UTF-8 HE AOJ/IKHA BkntoyaTb KOAUPOBKY Hynesoro cumeona U+0000. Ecrim
nonyyatesnb (Cepeep wan KnveHT) nonyyaeT ynpasnstowmii nakeT, cogepxawmnini U+0000. oH JO/HKEH npe-
pBaTb ceTeBoe coeguHeHne [MOTT-4.5.3-2].

B navHble HE CNEAYET Bkayatb KogoBble NyHKTbl Unicode [5]. nepeuncneHHble Hwke. Ecnv nony-
yatenb (CepBep nnn KnneHT) nonyyaeT ynpasnsiownii nakeT, cogepxalyuii n1to6oii n3 Hux, o MOXET npe-
pBaTb ceTeBOe COefMHEHNE:

- ynpasnswouwue cumsosbl U+0001..U+001F;

- ynpasnswouwwme cumsosnsl U+007F..U>009F;

- KoJoBble TOYKM, KOTOpble cornacHo cneundukaumm Unicode [5] He ABns0TCA cumBonammn (Hanpumep,
U+OFFFF).

KoguposaHHas UTF-8 nocneposartenbHocTe OXEF OxBB OxBF Bcerga fo/mkHa MHTEPNpeTupoBaTbCs Kak
U+FEFF («<HEPA3PbIBHbI/ MPOBE/T C HY/JIEBOW LNPVHOW»), rae 6bl OHa HI NOSBNAANACH B CTPOKE, U
HE AOJ/DKHA 6bITb NponylwieHa win yganeHa nonyyarenem nakera [MQTT-1.5.3-3].

Mpumep — CTpoka A, KoTopas npeacTasneHa 3AMMTABHOW IATUHCKOM BYKBOWM A. 3a kKoT opoii cnegy-
eT kogoBas Touyka U+2A6D4 (npegcTasnsawwein WOEOTPAPNYECKOE PACWUMPEHWE CJK cumBon B), koaupy-
eTcH cneaywmum o6pa3om, npuBefeHHbIM B Tabnuuye 2.

Ta6nwunuya 2— Npumep CTPOKM B Kogmposke UTF-8

BuT 7 6 6 4 3 2 1 0

bant 1 [OnvHa ctpokn MSB (0x00)

0 0 0 0 0 0 0 0
bait 2 OnuHa ctpokn LSB (0x05)

0 0 0 0 0 1 0 1
baiTt 3 ‘A (0x41)

0 1 0 0 0 0 0 1
baiT 4 (0xF0)

1 1 1 1 0 0 0 0
baiit 5 (OxAA)

1 0 1 0 1 0 1 0
baiit 6 (0x9B)

1 0 0 1 1 0 1 1
bawT 7 (0x94)

1 0 0 1 0 1 0 0

5 ®opmat ynpaenswowero naketa MQTT

5.1 CTpyKkTypa ynpasnswowero naketa MQTT

MpoTtokon MQTT pa6oTaeT, 06MeHUBasACb cepuein ynpaenswwmux naketoeB MQTT onpegeneHHbIM 06-
pa3om. B gaHHOM pasperne onucbiBaeTcs popmart Takvx NakeTos.

Ynpasnstowmii nakeT MQTT cocTouT 13 Tpex YacTell, Bcerga pacnosioKeHHbIX B cneayowem nopsiake,
npuBefeHHoOM B Tabnuue 3.
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NC Yactn ynpasnstowero naketa MOTT

1 ®DUKCMPOBaHHbIV 3aro/I0BOK, MPUCYTCTBYIOW W BO BCeX nakeTax ynpasneHns MOTT

2 MepeMeHHbI 3aronoBoK, NPUCYTCTBYIOLLWIA B HEKOTOPLIX NakeTax ynpasnenna MOTT
3 MonesHasn Harpyska, NpUCyTCTBYHOLLAA B HEKOTOPbLIX NakeTax ynpasneHua MOTT

5.2 dukcupoBaHHbIli 3aro/0BOK

Kaxgblii ynpaBnsiowmii naket MQTT cogepXxut mkcupoBaHHbIA 3aronioBok. B Tabnuue 4 npuBeneH
hMKCMpOBaHHbI hopmaT 3arosioBka.

Ta6nuya 4 — OGUKCMPOBaHHbIN hopMaT 3aronoBka

Bur

baiTt 1

Baliit 2...

7

B 5 4

Tun ynpasnstouero naketa MQTT

3 2 1 0

dnaru, onpefenieHHble 415 KaX40ro tmna
ynpasnswouwero naketa MOTT

OcrTaTok 6aliToB

5.2.1 Twn ynpasnswowero naketa MQTT
Mo3uymna: 6ait 1. 6UThl 7-4.
3HaueHus, NpeAcTaB/ieHHble B BUAe 4-pa3psaHoli BenmuvHbl 6e3 3Haka, npuBeaeHsbl B Tabnuue 5.

Tab6nunya 5— Tunbl ynpaBnsawLWmnx nakeTos

HasBaHvie
3ape3epBrpoBaHo
CONNECT

CONNACK

PUBLISH

PUBACK

PUBREC

PUBREL

PUBCOMP

SUBSCRIBE
SUBACK
UNSUBSCRIBE
UNSUBACK
PINGREQ
PINGRESP
DISCONNECT

3ape3epBnpoBaHo

3HameHve
0

1

10

12
13
14
15

HanpasneHvie natoka
3anpeLleHo
KnueHnt — Cepsep
CepBep — KnueHt

KnneHnt — Cepsep
nnn Cepsep — KnneHTt

KnneHT — CepBep
wnu CepBep — KnueHTt

Knnent — Cepsep
nnun Cepsep — KnuneHt

Knuent — Cepsep
wnu CepBep — KnueHTt

Knnent — Cepsep
wnu Cepsep — KnueHTt

KnueHnt — Cepsep
Cepsep — KnueHt
KnneHT — CepBep
CepBep — KnueHt
KnneHT — CepBep
CepBep — KnuneHt
KnneHt — Cepsep

3anpetuieHo

OnvcaHve
3apesepBupoBaHo
3anpoc KnueHTa Ha nogknoyeHne Kk Cepeepy

MoaTBepxaeHne NoAKIYEHNS

Ony6nukoBaThb co0b6LIEHNE

MoaTtBepxaeHne ny6avkaumum

MonyyeHve ny6nmkauun (4actbl mMexaHusma ra-
paHTUMPOBaHHOI NOCTaBKM)

CoobuieHue Ans ny6avkauuu  OTNpaBieHo
(4acTb 2 MexaHu3Ma rapaHTUPOBAHHO| NOCTaBKM

My6nnkaumns coobLieHns okoHYeHa (4acTb 3 Me-
XaHu3Ma rapaHTUpPOBaHHON NOCTaBKM)

3anpoc nognucku ot KnmeHta
MoaTBepXaeHne NoAnuckn

3anpoc 06 oTkase OT NOANUCKM
MoaTBepxXaeHne oTkasza OT NoANUCKN
3anpoc PING

OTBeT PING

CoobueHne 06 oTkoYeHun KnneHta

3apesepsnpoBaHo
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5.2.2 ®dnarun

OcTanbHble 6uThl (3-0) 6aiita 1 B (hvKCcMpOBaHHOM 3arosioBKe cogepxat diarv, cneuncudHslie ans
Kaxgoro Tvna ynpasnstouiero naketa MQTT. kak npusefeHo B Tabnuue 6. Ecnn B Tabnuue 6 6ut dnara oT-
MeYeH. Kak «3ape3epBnpoBaHO», TO OH 3ape3epBupoBaH AN 6yaywero ucnonb3osannsa n JO/MHKEH 6bITb
YCTaHOBJ/IEH B 3HAaYeHWe, ykasaHHoe B AaHHOW Tabnuue [MQTT-5.2.2-1). Ecnn nonyyeHHbln NakeT COAepXUT
HeBepHble drnaru, nonyyatens JO/DKEH npepBatb ceTeBoe coeguHeHne [MQTT-5.2.2-2]. Bonee nogpo6Has
nHhopmaLmsa 06 06paboTke ownbHOK NnpuBeLeHa B nogpasaene 7.8.

Ta6bnunya 6— butbl chnaros

Ynpasnsawouwmnii naket duKCcMpoBaHHble hnaru 3aronoBKoB but 3 But 2 But 1 Buto
CONNECT 3ape3epBupoBaHo 0 0 0 0
CONNACK 3ape3epBrpoBaHO 0 0 0 0
PUBLISH Mcnonb3yetca B MQTT 3.1.1 DUP1 QoS2 Qo0S2 RETAIN3
PUBACK 3ape3epBrpoBaHo 0 0 0 0
PUBREC 3ape3epBupoBaHoO 0 0 0 0
PUBREL 3apesepBupoBaHo 0 0 1 0
PUBCOMP 3ape3epBupoBaHoO 0 0 0 0
SUBSCRIBE 3apesepBupoBaHo 0 0 1 0
SUBACK 3ape3epBrpoBaHO 0 0 0 0
UNSUBSCRIBE 3apesepBupoBaHo 0 0 1 0
UNSUBACK 3ape3epBUPOBaHO 0 0 0 0
PINGREQ 3apesepBupoBaHo 0 0 0 0
PINGRESP 3ape3epBrpoBaHO 0 0 0 0
DISCONNECT 3ape3epBrpoBaHo 0 0 0 0

DUP1= lNoBTOpHaAa AocTtaska ynpasnstouiero naketa PUBLISH

Qo0S2 = Kauectso ycnyru nepegauv PUBLISH

RETAIN3 = ®nar coxpaHeHuns naketa PUBLISH

B nyHkTe 6.3.1 npusegeHo onucaHne DUP, QoS 1 RETAIN B cocTase ynpasnstouiero naketa PUBLISH.

5.2.3 OcTaTok baiToB

Mo3nuns: HaunHaeTcs ¢ 6aitTa 2.

OcTaTtok 6aiiTOB — 3TO KONIMYECTBO 6aiiTOB, OCTABLUMXCA B TEKYLLEM NakeTe, BKI4Yasa faHHble B nepe-
MEHHOM 3arosioBke 1 Nosie3Hylo Harpysky. B aTo uncno He BXoAaT 6GaiiTbl, NCNONb3yeMble A/ KOAUPOBaHNUS
camoro yucna octaBliMxcs 6aiiToB, ykasaHHOro B hMKCMPOBAHHOM 3arosloBKe.

Uuncno ocTaBLUMXCA B f@aHHOM NakeTe 6aiiToB KOAWPYETCSH C UCMO/Ib30BaHNEM CXEMbl KOAUPOBAHUS C
nepemMeHHO A/IMHO, KoTopas UCNob3yeT OauH 6aiiT ANs 3HaveHwii o 127. Bonee KpynHble BeMYMHbl 06-
pabaTbiBalOTCA Cefylowmum 06pa3om. HaumeHee 3HaUMMble CEMb GUT Kaxaoro 6aiita KoaupyT AaHHble, a
caMblii CTaplmii 6UT ncnonb3yeTcs ANS yKaszaHus, YTO B MpeAcTaBfeHny NPUCYTCTBYIOT crieayoline 6aiTbl.
Taknum o06pa3omM, Kaxablii 6anT kogupyeT 128 3HauyeHnid n «6uT NPoAOc/IKEeHNs». MakcumasibHOe KOIM4ecTBo
6aiiToB B none «OcTaToK 6aliTOB» PaBHO YETLIPEM.

Mpumep —lecaTunYHOe yncno 64 kogupyeTcsa Kak OAnMH 6aliT, AecATNYHOe 3HaYeHne 64, wecTHajuaTe-
pnuHoe 0x40. lecaTuyHoe yucno 321 (- 65 + 2AL28) koampyeTcs Kak ABa 6aliTa, HaMMeHee 3HAUYMMble yKa3bl-
Bal Tcsa nepBbiMu. MepBblii 6ali T paBeH 65 + 128 - 193. O6paTuTe BHUMAHUE, YT O BEPXHUA BUT ycTaHOBNEH
ANs ykasaHua xoTsa 6bl 0O4HOTO cneaylowero 6ainTa. BTropoit 6aiT paBeH 2.

MpumeuaHne — KoguposaHue octaTka 6aiiToB NMO3BOMSET NPUIOXKEHNAM OTNPaBAATL yNpaBAsiowne nakeTbl
pa3mepom go 268435455 (256 MB). NpeacTtaBneHne aToro Yncna B 3akoamposaHHoM Buge: OxFF, OxFF, OxFF, Ox7F.

B Tabnuue 7 npuBeaeHbl 3HaYeHMs ocTaTka 6aiiToB, NpeacTaB/eHHble B MOpsiAke BO3pacTaHus uucna
6aiToB.

6
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Ta6nunya 7 — Pa3svep nons octatka 6aiiTos

Lundppbl or flo
1 0 (0x00) 127 (OX7F)
2 128(0x80. 0x01) 16 383 (OXFF, OX7F)
3 16 384 (0x80. 0x80, 0x01) 2097 151 (OxFF. OXFF. OX7F)
4 2097 152(0x80. 0x80. 0x80, 0x01) 268 435 455 (OxFF. OxFF. OXFF. OX7F)

MpumevaHns

1 ANroputMm KOAMPOBaHWSA HeoTpuuaTesibHoOro uenoro (X) B CXxemMy KOAMPOBaHWUA C NEPEMEHHON ATMHON BbIrNSANT
cnepyowmnm obpasom:
- BBOA
encodedByte = X MOD 128
- X=XDIV128
Il ecnun gns KkogMpPOBaHWA faHHbIX AOCTYMHO 60/blUe AAHHbIX, YCTAHOBUTE BEPXHUIA 6UT aToro Gaiita
ecnu (X >0)
encodedByte = encodedByte NN 128
- endif
‘output’ encodedByte
korga (X > 0)
ecnn MOD sBnsieTcs onepatopom modulo (% in C), DIV aBnsetca uenbim genexunem (/in C), a OR — nopaspsagHbim
nnu (| B C).

2 ANroputm gekogmpoBaHusa nons «OctaTok 6aiiToB» BbIMNAAUT CleAyoLlmnM o6pa3om:
- MHOXUWTEeNb = 1

3HayeHue =0

- BBOA

encodedByte = «cnepyowmii 6aifT U3 noToka»

- 3HaueHue + = (encodedByte AND 127) * MHOXMTeNb

MHOXUTenb * = 128

- ecnu (MHOXuUTeNb> 128 * 128 * 128)

BbIBOAMT OWNGKY (Hegonyctumasi OctaTok 6aiiToB)

- koraa ((encodedByte AND 128)! = 0)

- rae AND — 6uT-6uT 1 onepatop (& B C).

Korga aToT anropuTm 3aBepluaeTcsl, Be/IMUYNHA COAEPXUT 3HaueHne «OcTaBLUeicsa A VHbI».

5.3 [lepeMeHHbIli 3arof10BoOK

HekoTopsble TUNbI ynpasnsowmx naketos MQTT cofepxat KOMMNOHEHT NepeMeHHOro 3arosioska. OH Ha-
XOANTCA Mexay PMKCPOBaHHbLIM 3aro/I0BKOM W NOSIE3HON Harpyskoi. CoAepxXrnmoe nepemMeHHOro 3arosioBka
3aBWCUT OT TUNa ynpasnswLero naketa. MNMone «aeHtudmkatop naketa» nepeMeHHOro 3arofioBka sBnseTcs
06LLMM [/19 HECKOJIbKMUX TUMOB MaKkeTos.

5.3.1 WpeHTudukatop naketa

B Tabnuue 8 npuBefeHbl 6aiiTbl naeHTUdMKaTOpa nakeTa.

Tabnunua 8 — baiiTbl ngeHTUdMKaTOpPa NakeTa

Bur 7 6 5 4 3 2 1 0
baiit 1 NpeHTndmkatop naketa MSB
Baliit 2 MpaenTtudmnkatop naketa LSB

KOMMNOHEHT nepemMeHHOro 3arosioBka A1 MHOTMX TVNOB YNpaBAoLWMUX NakeToB BkIOYaeT B cebsa none
naeHTudmkarTopa nakeTta u3 2 6aiitTos. Takumu ynpasnsowmmy naketamu sasnsoTtca PUBLISH (rae QoS >0).
PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE. SUBACK, UNSUBSCRIBE, UNSUBACK.

Ynpasnswwue naketel SUBSCRIBE, UNSUBSCRIBE v PUBLISH (B cnyyasx, korga QoS >0) 4OJ/KHbI
cofepxatb HeHyneBoW 16-paspsgHbiii ngeHtTudrkarop naketa (MQTT-5.3.1-1J. Kaxablii pas, korga Knvent
OTnpaB/seT HOBbI NakeT 0A4HOro U3 3TUX TUNOB, OH JO/DKEH HaszHauuTb eMy HENCNOb3yEMbIli B HAcTosILLee

7
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BpemMs ngeHtudukartop naketa [MQTT-5.3.1-2], Ecniv KnnMeHT NOBTOPHO OTNPaB/sieT KOHKPETHbIN ynpaBsio-
wuii naket, oH JOJ/DKEH ncnonb3oBaTth TOT Xe naeHTUUKaTOp Naketa B Noc/eyoLnx NoBTOPHbLIX OTNpaB-
Kax aToro naketa. MgeHTudukaTop nakera CTaHOBUTCA AOCTYMHbIM AJ/1S NOBTOPHOrO WMCMO/b30BaHWA nocne
TOro, Kak KnmeHT o6paboTan coOTBETCTBYOLWMI NakeT noaTeepxaeHus. B cnyyae QoS 1 PUBLISH — 3T0
cooTBeTcTBYOWMI PUBACK; B cnyyae QoS 2 — ato PUBCOMP. ina SUBSCRIBE unn UNSUBSCRIBE —
370 cooTBeTcTBYloWMiA SUBACK nnm UNSUBACK [MQTT-5.3.1-3]. Te xe ycnoBus npumMmeHsitotcs Kk Cepsepy,
Korga oH otnpaBnset PUBLISH ¢ QoS > 0 [MQTT-5.3.1-4],

MakeT PUBLISH HE AOJ/IXXEH copepxaTb naeHTUdrkaTop naketa, ecnum ero 3HavyeHne QoS ycTtaHOB-
nexHo Ha 0 [MQTT-5.3.1-5],

Maketel PUBACK. PUBREC unn PUBREL AOJ/DKHbI copgepxaTb TOT e naeHTUmkatop nakera, 4to
1 MepBOHavyasbHO OTNpaB/fieHHbI nakeT PUBLISH [MQTT-5.3.1-6J. AHanornyHo SUBACK n UNSUBACK
OO/MKHbI copepxaTb naeHTUdMKATOP MNakeTa, KOTOpbIA WCMOMb30BasiCd B COOTBETCTBYIOLIEM NakeTe
SUBSCRIBE 1 UNSUBSCIBE. cootBeTcTBEHHO [MQTT-5.3.1-7],

Ynpasnsiowme naketol, Tpebywlme naeHtudukatop naketa, npuseeHsl B Tabnuue 9.

Tab6nuuya 9— Ynpasnsawuwume naketbl, cogepxatwme ngeHtndrkaTop naketa

Ynpasnsiowuii naket None naeHTUdUkaTopa naketa
CONNECT HET
CONNACK HET
PUBLISH AA (ecnn QoS > 0)
PUBACK AA
PUBREC OA
PUBREL OA
PUBCOMP OA
SUBSCRIBE OA
SUBACK OA
UNSUBSCRIBE OA
UNSUBACK OA
PINGREQ HET
PINGRESP HET
DISCONNECT HET

KnneHT n CepBep HasHa4yalT MAEHTU(UKATOPbI NakeToB He3aBWCUMO ApYyr OT Apyra. B pesynbTtare
napbl KnneHT-CepBep MOryT yyacTBOBaTb B napasisiefibHblx 06MeHax coobLweHniA ¢ NCnob3oBaHNEM O4NHA-
KOBbIX NAEHTU(UKATOPOB NaKkeToB.

Mpumep — KnmeHT mMoxeT oTnpaBuTb nakeT PUBLISH ¢c ngeHTudnkaTopom nakeTa 0x1234, a 3aTem
nonyunTb gpyroi nakeT PUBLISH c ngeHTudunkaTopom nakeTa 0x1234 co cBoero Cepsepa, Npexae 4em OH
nonyunT PUBACK no oTnpasneHHomy PUBLISH.

KnuneHt Cepsep
MaeHTudpnkatop naketa PUBLISH = 0x1234-------
e MaoeHtudukatop naketa PUBLISH = 0x1234
MpeHTudpmkatop naketa PUBACK = 0x1234-------
<--—-WNpeHTndukaTop naketa PUBACK = 0x1234
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5.4 TlonesHasa Harpyska

HekoTopble ynpaBnstowme naketbl MQTT cogepxaT NOME3HYH Harpysky B Ka4ecTBe KOHEYHOI vacTu
naketa, kak onucaHo B rnaee 6. B cnyyae naketa PUBLISH — 370 coo6ueHune npunoxeHus. B tabnvue 10
npvBefeHbl ynpaBnsoLne nakeTbl, B KOTOPble HEOGXOAMMO BK/IHOHATbL MOIE3HYH Harpysky.

Tab6nunya 10— Ynpasnsawowme naketbl, CoAepxaline nonesHyo Harpysky

ynpasnaowui raw i MonesHas Harpyska
CONNECT O6s3aTensHo
CONNACK Hert
PUBLISH OnuynoHanbHo
PUBACK Hert
PUBREC Het
PUBREL Hert
PUBCOMP Het
SUBSCRIBE O6sA3aTesnbHO
SUBACK O6sA3aTenbHO
UNSUBSCRIBE O6na3aTtenbHO
UNSUBACK Het
PINGREQ HeTt
PINGRESP Het
DISCONNECT Hert

6 Ynpasnawouwme naketol MQTT

6.1 CONNECT — KnueHT 3anpawuvsaeT nofakntwoyeHue Kk Cepsepy

lMocne Toro, Kak KnveHT yctaHoBWN ceTeBoe coeauHeHne ¢ CepBepom, nepsBbiM MakeTom, oTrnpasB/eH-
HbIM KnveHTom Ha Cepep. JOJ/DKEH 6biTb naket CONNECT (COEAVHEHUWE) [MQTT-6.1.0-1].

KnueHt moxet otnpasutb naket CONNECT uepes ceTeBoe NOAK/IIOYEHNE TOMLKO o4nH pa3. Cepsep
LOO/MKEH o6pa6otath BTOpoii naket CONNECT, oTnpaBfeHHblli KAnMeHToM, Kak HapylleHne npoTokona,
1 npepsatb coefguHeHune ¢ KnneHtom [MQTT-6.1.0-2]. MiHchopmauuss 06 ob6paboTke npuBegeHa B nogpas-
nene 7.8.

MonesHas Harpyska COAEPXMUT OAHO WM HECKONbKO 3aKOAMPOBaHHbIX noneii. OHW onpeaenstoT yHu-
KasbHbI naeHTudukaTop Knmenta ansa Knuenta, TeMy «nocnegHeli Bonn», coobLieHne «nocnegHeli Bom»,
1UMAa nosb3osartens v naposb. Bce nons, kpome ngeHtudurkatopa KnveHta, aBnsoTca Heobs3aTelbHbIMU 1
UX Hannumne onpepenseTca Ha OCHOBe hlaroB B NepeMeHHOM 3arosIoBke.

6.1.1 duKCUpOBaHHbI 3aron0BOK

B tabnuue 11 npuBeeH hukcMpoBaHHbI 3aronoBok naketa CONNECT.

Tab6nunuya 11— ®ukcnpoBaHHbIi 3aronoBok naketa CONNECT

BuT 7 6 5 4 3 2 1 0
BaiiT 1 Tun ynpasnswouwero naketa MOTT (1) 3apesepBrpoBaHo
0 0 0 1 o 0 0 0
baiit 2... OcTtartok 6aiitos



FOCT P 58603—2019

Mone «OcTaToK 6aiiToB»

OcTtaTok 6aliToB — 0TO A/IMHA NepeMeHHoro 3aronoska (10 6aiiT) nnc gnnHa nonesHol Harpy3ku. Cym-
MapHoe Ko/IM4yecTBO 6aiiT B OCTaTke KOAMpPyeTcs cnocoboMm, onncaHHbIM B NOAMYHKTe 5.2.3.

6.1.2 [lepeMeHHblli 3aronoBokK

MepemeHHsbIit 3aronoBok Ans naketa CONNECT cocTouT 13 yeTbipex Mnoneli B cneayoLlem nopsiake:
MMSA NPOTOKO/IA, YPOBEHb NPOTOKOAA, hNary NOAKMIOYEHNA U MHTepBana NoaAepXKKA akTUBHOTO COeNHEHNS.

6.1.2.1 Vmsa npoTokona

B Tabnuue 12 npuBeeHbl 6aiiTbl MUMEHN NPOTOKONA.

Ta6nuua 12 — BailTbl UMEHN NPOTOKONA

Mms npotokona OnvcaHvie 7 6 6 4 3 2 1 0
BaliT 1 [AnuHa MSB (0) 0 0 0 0 0 0 0 0
Baiit 2 Anvna LSB (4) 0 0 0 0 0 1 0 0
baiit 3 «M» 0 1 0 0 1 1 0 1
BainTt 4 «O» 0 1 0 1 0 0 0 1
baiit 5 «T» 0 1 0 1 0 1 0 0
Bait 6 «T» 0 1 0 1 0 1 0 0

Mms npoTokona — 310 KogupoBaHHasa cTpoka UTF-8. koTopas npefctasniseT coboil umsa npoTokona
«MOTT», 3anucaHHoe 3arnaBHbIMK ByKBamu, kak nokasaHo. CTpoka, ee CMeLleHne 1 /IMHa He MEHATCA B
nocnefywLwmx n3gaHmax cneymguxkaumnmn MQTT.

Ecnn uma npotokona HesepHo. CepBep MOXKET npepBaTtb coeauHeHue ¢ KnveHTtom, wav MOXET
npoaomknTbL 06paboTky naketa CONNECT B COOTBETCTBUM C HEKOTOPbLIMU APYyrumu cneumdukauuamm. B
nocnegHem cnydae Cepsep HE JOJ/DKEH npogonxatb o6pabatbiBate nakeT CONNECT B COOTBETCTBUM C
HacToswei cneyudmkaumein (MQTT-6.1.2-1].

Mpumep — VMIHCNeKTopbl Nake T OB, Hanpumep, 6paHamMayapbl, MOTYT Mcnonb3oBaTh IMs npoTokona ans
naeHTudunkaymn Tpaduka MOTT.

6.1.2.2 YpoBeHb NpoTOKONa
B tabnuue 13 npuBeaeH 6aiiT ypoBHSA NpoToKoNa.

Ta6nwuya 13 — BaiiT ypoBHS npoTokona

YpoBeHb nNpoTokona Onucaxune 7 6 6 4 3 2 1 0

Bant 7 YpoBeHb(4) 0 0 0 0 0 1 0 0

8-6UTHaa BenMumHa 6e3 3Haka, NpeAcTaBnAlOLLAas YpoBEHb BepCcUU MpOTOKOMa, MCnonb3yemblii Knu-
eHTOM. 3HayeHune nons «YpoBeHb MpoTokona» Ans Bepcum 3.1.1 npotokona 4 (0x04). Cepsep AOJ/DKEH
otBeTUTb Ha nakeT CONNECT nepegayeint naketa CONNACK ¢ kogom 0x01 (HenoanepxvBaemas Bepcus
npoToKosa), a 3aTeM npepsaTb coeuHeHne ¢ KnneHTom, ecnv ypoBeHb NpoToKoa He nogaepxusaetcs Cep-
Bepom [MQTT-6.1.2-2],

6.1.2.3 ®naru coeanHeHns

BaiiT hnaros coefMHeHNs COAEPXUT psAL NapaMeTpoB, onpeaensowmx nosegeHme coeguHeHna MQTT.
B Hem Takxe ykasblBaeTCsi HanuyvMe Uy OTCYTCTBME NoJeil B NoNe3HoW Harpyske. B Tabnuue 14 npusepeHsbl
6aliTbl hnaroB coeguHeHUs.

Ta6nuuya 14 — BaiiTbl hnaroB coefMHeHNA

But 7 6 5 4 3 2 1 0
®nar ®nar ®nar Q>s ®nar ®nar 3apesep-
UMEHN napons coxpaHeHus «noenepHei «nocneaHen OQUMCTKU BMPOBaAHO
nosib3oBarens «nocneaHei Bonu» BOJLV» BOSIN» CeaHca
Baiit 8 X X X X X X X X

10
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Cepsep JO/DKEH npoBepuTb, YTO 3ape3epBUpOBaHHbIil hiar B nakete ynpasneHns CONNECT ycTa-
HOBJ/IEH Ha HOJb U NpepBaTtb coeguHeHne ¢ KIMeHToM, ecri 3HayeHue OT/IMYHO OT Hynsa [MQTT-6.1.2-3].

6.1.2.4 ®nar ounctkn CeaHca

Mosunuma: 6uT 1 6aiita hnara coeguHeHUs.

3HaueHue aToro 6uta onpegenset cnocob 06paboTkn cocTosaHUa CeaHca

KnveHT n CepBep MOryT coxpaHsTb MHJOpMauuio o coctosHun CeaHca, YTOObl 06ecneynTb Hagex-
Hyl0 nepegauvy coobLeHnli B NOC/eA0BaTENIbHOCTU CeTEBbIX MOAKMOYEHWN. aHHbIl 6UT ucnonb3yeTtcs Ans
ynpas/ieHNs BpeMeHeM XpaHeHus coctosHma CeaHca

Ecnn gna dnara ounctkn CeaHca ycTaHOB/EHO 3HaveHne «0». Cepeep AOJ/DKEH B0306HOBUTL 06MEH
JaHHbIMK ¢ KNMeHTOM Ha OCHOBE COCTOSIHWSA TeKyllero ceaHca (kak onpegeneHo ngeHtundmkatopom Knvew-
Ta). Ecnm HeT CeaHca, cBSi3aHHOro ¢ ugeHtudgmkatopom Knuerta, Cepsep AOJ/IKEH co3aaTtb HOBbI ceaHc.
KnueHT n Cepsep OOJ/DKHbI coxpaHAaTb nHopMaLmio 0 CocTosHUM Tekyllero CeaHca nocne npekpalleHus
coeanHeHna mexay KnueHtom n Cepsepom [MQTT-6.1.2-4]. Mocne 3aBepweHns CeaHca, Mo KOTOpOMY na-
pameTp «OUYUCTUTL ceaHc» ycTaHoBneH Ha 0, Cepeep AJOJ/IKEH coxpaHuTb 0NONHUTE/NbHbIE COOOLLEHNA C
YPOBHEM KauecTBa 06CNyxunaHnsa 1 n 2, cooTBeTCTBYOWME N0OLIM NOANNCKaM, KOTOpble CyLlecTBOBan y
KnvueHTta Bo Bpems 3aBeplennsa Ceanca [MQTT-6.1.2- 5]. OH MOXKET Takke XpaHuTb COOBLLEHNSA C YPOBHEM
KayecTBa 06cnyxunsaHua 0. COOTBETCTBYIOLLME TEM Xe KPUTEPUSM.

Ecnn gnsa conara ounctkm CeaHca ycTaHOBIEHO 3HauYeHne «1», KnneHt n Cepsep JO/DKHbI 3aBepwntb
no6oit npegblaywmnii CeaHc mexay KnneHtom u CepBepoM U 3anycTuTb HOBbI. DTOT CeaHc gmMTcs 4o Tex
nop. noka CyLecTByeT ceTeBoe noAknyeHne. laHHble COCTOAHUA, cBA3aHHble ¢ aTuM CeaHcom. HE OOJIK-
Hbl noBTOpHO Mcnonb3oBaTbCcsA B N060M nocnepytouem ceaHce [MOTT-6.1.2-6].

CocTosiHMe ceaHca Yy KnimeHTa cocTouT us:

- CO06LEeHNIT C ypoOBHEM kayecTBa 06CnyxuBaHust 1un 2, kotopble 66111 oTNpasneHbl Ha Cepeep, HO He
6bI/IN NOTHOCTBLIO NOATBEPXKAEHDI:

- COOO6LUEHWIT C YPOBHEM KayecTBa 06CNYyXMBaHUS 2. KOTOpble BblIM NoyyeHsbl ¢ CepBepa, HO He Bbinn
NOJIHOCTLIO NOATBEPXAEHbI.

CocTosiHne CeaHca Ha CepBepe COCTOUT u3:

- nNpu3Haka cyuiectsoBaHma CeaHca, faxe ec/nu octasibHaa YacTb cocTosiHuA CeaHca nycra:

- noAnucok KnuneHra

- QoS 1 n QoS 2, koTopble 6bI1M OTApPaBeHbl KNneHTy, HO He Gblv MOSTHOCTLIO MOATBEPXKAEHDI.

- QoS 11 QoS 2, oxupawowme nepegaun KnveHry;

- coobueHna QoS 2, nonyveHHble OoT KmeHTa, HO He MOJTHOCTbLIO NOATBEPXLLEHHbIE.

- onuuoHasnbHO coobueHns QoS 0, oxmaaowme nepegaun Knvenry.

CoxpaHeHHble COOOLLEHNS He ABNAAIOTCA YacTblo cocTosaHua CeaHca Ha Cepsepe, oHn HE AOJ/DKHbI
ypanatbes, korga CeaHc 3akaHumBaetcs (MQTT-6.1.2.7].

Bonee nogpobHas uHhOpMaUMa W OrPaHNYEHUs COXPaHEHHOro COCTOSHWA NpvBeAeHbl B noapas-
nene 4.1.

Ecnu gna napameTtpa «O4UCTUTb CeaHC» YCTaHOBMEHO 3HayveHue 1, KnueHTt n Cepsep He J0/MKHbI 06-
pabatbiBaTb yAasneHne COCTOAHNA aToMapHO

MpumeyaHus

1 Yrto6bl 06ecneunTb Hajgnexatuiee COCToAHNE B Ciiy4ae c60s cBsA3n. KnueHt A0/HKeH NOBTOPUTb NONbITKM NOAK/HO-
YeHus. ycTtaHoBMB napameTp «OUYMCTUTbL CeaHc» Ha 1, noka coeuHeHne He 6y,qu yCnewHOo BbINOJ/IHEHO.

2 Kak npaBuno. KnueHT Bcerga 6yaet nogkaoyatbecsa ¢ UCNONb30oBaHWeM napameTpa «Ounctutb CeaHe», yCTaHOB-
neHHoro Ha 0 unn Ha 1. n He byAeT nepeknoyYaTbCsA C OJHOM0 3Ha4YeHNa Ha apyroe. Boibop 6yaeT 3aBuceTb OT Npuoxe-
HUA. KNUeHT, ncnonb3yowmii «Ounctutb CeaHc», yCTaHOBMEHHbIV Ha 1. He MOMY4YNT cTapble COOGLLEHUS NPUIOXEHUS
1 [JO/MKEH 3aHOBO NOAMUCLIBATLCS Ha /1t06ble TeMbl, KOTOPblE ero VHTEPECYIOT, NPY KaXA0M NOAKTIOYEHUN. KAneHT, uc-
Nonb3yLnii «OUncTUTL CeaHc», YCTaHOB/EHHbI Ha 0, NoNyynT Bce coobeHns QoS 1 uam QoS 2, koTopble 6bian ony-
6/1MKOBaHbl, MoKa OH 6bI1 OTKNOUeH. CneAoBaTenbHO, YTOGbI FapaHTUPOBaTb NOJyYeHNe CO0b6LLEeHNI Noce OTKIIYEeHNS,
ncnonb3yiite QoS 1 mnm QoS 2 ¢ napameTpoM «OUUCTUTb CeaHc», YCTaHOBMEHHbIM Ha 0.

3 Mpu nogknoyeHnn Knuenta ¢ napameTpom «OYUCTUTb CeaHc», yCTaHOB/IEHHbIM Ha 0. OH 3anpaluvBaeT, YToObI
Cepsep coxpaHun coctosHme ceaHca MQTT nocne ero oTkaoUeHns. KNneHTbl AO/IKHbI NOAKIYATLCA TO/ILKO C napame-
TpOM «O4MCTUTL CeaHc», ycTaHOBMEHHbIM Ha 0. eCn OHU NAaHVUPYIOT NOBTOPHO MOAKNIOUNTLCA K CepBepy B Kakoi-To
60/1ee No34HN MOMEHT BpemeHu. Korga KAveHT pewwusn, 4To oH 60Mblie He ucnonb3yet CeaHc, OH [O/KEH BbINOAHUTL
OKOHuYaTesibHOe coeAunHeHne ¢ napameTpoMm «OunucTuTb CeaHc», yCTaHOB/IEHHbLIM Ha 1, a 3aTeM OTK/HYUTLCA.

1n
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6.1.2.5 ®nar «nocnegHei Bom»

Mo3unumna: 2 6uta hnaros NOAKIOUEHUS.

YcTaHoBKa (hnara «nocnegHen Bonv» Ha 1 03HavaeT, YTo. ecnu 3anpoc 0 COeANHEHNN NPUHAT, cooblLue-
Hune «nocnegHen sonu» AOJ/DKHO xpaHuTbes Ha CepBepe 1 6biTb CBA3AHO C CETEBbLIM MOAKIYeHneM. Co-
o6LeHne o «nocnegHeii sone» JO/MKHO 6bITh ony6nkoBaHo, korga CeteBoe NoAk/yYeHne GyaeT 3aKpbITo,
ecnu coobueHre He 6bi10 yaaneHo Cepsepom npu nony4veHun naketa DISCONNECT [MQTT-6.1.2-8].

Cutyauun, B KOTOpbIX My6/NKyeTCs COObLEeHNEe O AaNbHENWNX AEACTBUAX, BKOYAKOT, HO HE OrpaHu-
ymBaloTCA:

- owwnbKoil BBOAA-BbIBOAA UK ceTeBbIM c60eM, 0b6HapyxeHHbIMM CepBepom,

- K/IMEeHT He MOXET BbINOMHUTL COEAHEHNE B TEYEHNE BPEMEHU akTUBHOIO COeANHEHUSA:

- KnneHT 3akpblBaeT ceTeBOE CoefMHEHME 6e3 NpeaBapuTesibHON oTnpaBku naketa DISCONNECT;

- CepBsep 3akpblBaeT ceTeBoe NoJKN0YEHMEe U3-3a ONOKM NPOTOKONA.

Ecnu chnar «nocnegHeit Bonv» yctaHoBneH Ha 1. NoNs ypoBHA kayecTBa 06CAYXMBaHWUA COOOLLEHNA
«rnocnefHeli Bonn» 1 COXpaHeHWe coo6LLeHNa «nocnefHeli Bonu» BO dhnarax coefvHeHus 6yayT ncnosb-
30BaTbca CepBepoM, a Nnosist TeEMbl «NOCNeHE BOM» U COO6LLEHUs «nocneaHein sonu» OJ/IKHbI npucyT-
CcTBOBaTh B Moe3Ho Harpyske [MQTT-6.1.2-9].

CoobuieHne o «nocnegHein sone» AO/IHKHO 6bITh yAasieHO U3 COXpPaAHEHHOro cocTosHus CeaHca Ha
Cepsepe nocne ny6navkauum, unu korga Cepsep nonyuun ot Knuexta naket DISCONNECT [MQTT-6.1.2-10].

Ecnun chnar ganbHenwmnx geicteuii yctaHosneH Ha 0. 3HaueHus noneint QoS u Gyayliee coxpaHeHue
[O/MKHbI OGbITb YCTAHOB/EHbI HA HOMb, & NOMA Gyaywel TeMbl U COObGLLEHNe 0 AanbHenwmnx gelicTBusax HE
LO/MKHbI npucyTcTBOBaTH B N0NE3HON Harpy3ke [MOTT-6.1.2-11].

Ecnun chnar ganbHeiwmnx geicTBuii yctaHoBneH Ha 0. cooblieHne «nocnegHeii som» HE AO/IKHO
ny6avMKoBaTbCs NpU 3aBepLUEHNM AaHHOTO CeTeBOro nogknyernmsa [MOTT-6.1.2-12].

CepBepy C/IEAYET HeMeA/IeHHO Ny6/IMKOBaTh COOOLLEHUS «NocneAHell Bou». B criyyae oTKIOYeHMA
unn cbos Cepsepa, oH MOXXET oTnoxmTb Ny6vKaunio coobLeHnii «nocnefHeli BoAm» [0 nocneayoLero
nepesanycka. Ecnv ato npousonger, MOXeT HabnoaatbCa 3afepxka Mexay BpeMeHeM, Korga npousoLlen
cboii CepBepa, 1 BpeMeHeM nybamnkaLmm coobLeHmnii «nocneaHel Bone.

6.1.2.6 YpoBeHb kauecTBa ob6cnyxuBaHusa (QoS) «nocnegHei Bom»

Mosnuma: 6utbl 4 n 3 chnaros CoOeUHEHUS.

OTn ABa 6uTa onpefeniaioT YPOBEHb kayecTBa obcnyxmBaHus QO0S. KOTOpbIi 6yaeT Mcnonb3oBaTbCs
npu ny6nunkaLmmn coobLleHunii «nocneaHen Bonm».

Ecnu donar «nocnegHeli Bonu» yctaHoBneH Ha 0. To 3HavyeHne QoS «nocnegHei sonm» JO/HKHO 6bITb
ycTaHoBsieHo Ha 0 (0x00) (MQTT-6.1.2-13].

Ecnu chnar «nocnepHein Bonn» yctaHoBneH Ha 1. 3HaveHne QoS «nocnefHeit Bonn» MoXeT 6biTb O
(0x00), 1 (0x01) nnn 2 (0x02). 3HavyeHne HE AOJIKHO 6bITb ycTaHoBeHO Ha 3 (0x03) [MOTT-6.1.2-14].

6.1.2.7 ®nar coxpaHeHusi «nocnegHen Bonu»

Mo3nuua: 6ut 5 chnaros coeguHeHus.

OTOT 6UT yKa3bIBaET, C/IeAYET I COXPaHATb COO6LLEHME «MNOC/EeAHEN BOMU», KOrga OHO ony6/1MKoOBaHoO.

Ecnwu cnar «nocnegHeii Bonv» yctaHosneH Ha 0. To donar 6yayuiero coxpanenuns JOJ/DKEH 6bITb ycTa-
HoBneH Ha 0 [MQTT-6.1.2-15].

dnar «nocnefHel BOM» YCTAHOBMEH Ha 1 B cnegylowmnx cayyasx:

- ecnu ans 6yayLero coxpaHeHus yctaHoBneHo 3HavyeHue 0, Cepeep JOJ/IKEH ny6nukosatb coobue-
HMe 0 fanbHenwmnx AecTBUSAX Kak He coxpaHeHHoe coobuieHne [MQTT-6.1.2-16];

- ecnu ansa yayuwero coxpaHeHms yctaHoBneHo 3HadeHne 1. Cepsep JOJ/DKEH ny6nunkoBatb coobLe-
HMe 0 fanbHenlnX AeliCTBUSIX Kak CoOXpaHeHHoe coobueHne [MQTT-6.1.2-17],

6.1.2.8 ®nar umeHn nosnb3oBatens

Mo3nuuna: 6ut 7 chnaroB coeguHeHus.

Ecnun napameTp hnara umeHu nonb3oBaTtens yctaHoBneH Ha 0. umsa nonb3osatens HE JOJ/HKHO npu-
CYTCTBOBaTb B N0s€3HOIN Harpy3ke [MOTT-6.1.2-18].

Ecnun napameTp onara MMeHU Nosib30oBaTesnis yCTaHoBAEH Ha 1, uma nonb3oBatens JOJ/DKHO npucyT-
CTBOBATb B N0OJI€3HOI Harpy3ke [MQTT-6.1.2-19].

6.1.2.9 ®nar napons

Mo3uuunsa: 6ut 6 6aiiToB hraros coeguHEHUS.

Ecnu cnar napona yctaHoeneH Ha 0. napons HE LOJDKEH npucyTcTBOBaTb B MOJIE3HON Harpyske
[MQTT-6.1.2-20].

12
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Ecnu conar napons yctaHoBneH Ha 1, naponb AOJ/DKEH npucyTcTBoBaTh B NonesHoii Harpyske [MQTT-
6.1.2-21,.

Ecnv napameTp chnara umeHun nonb3oBartens yctaHosseH Ha 0. conar napons AOJ/DKEH 6bITb ycTaHOB-
neH Ha 0 [MQTT-6.1.2-22].

6.1.2.10 WVHTepBas NogaepXku aKkTUBHOIO coefuHeHUs

B Tabnuue 15 npusegeHbl 6aiiTbl aKTUBHOTO COEANHEHNS.

Ta6nuya 15— BaiiTbl aKTUBHOMO COeAMHEHMS

BuT 7 6 5 4 3 2 1 0
Balit 9 AKTUBHOE coeauHeHne MSB
BaiT 10 AKTUBHOe coefnHeHne LSB

AKTUBHOE CcOeAVHEHUEe — 3TO BPEMEHHOWN MHTEepBasl, M3MepsAeMblii B CEKyHAax U npeacTaBnsieMblii B
Buae 16-6MTHOro cnoBa, YTO ABMSETCA MaKCMMaslbHO AOMYCTUMbIM BPEMEHHBIM MPOMEXYTKOM Mexzgy Mo-
MEHTOM. B KOTOpbIi KNNeHT 3akaHunBaeT nepegavy OA4HOro ynpasB/siolWero nakera u MOMEHTOM, B KOTOpPbIV
OH HauuHaeT OTNPaBNATbL CNeayLmnii. KNneHT HeceT OTBETCTBEHHOCTb 3@ TO. YTOGbI MPOMEXYTOK Mexay OT-
npasasieMbIMW yNpassaoWMMN nakeTaMmy He npeBbilas 3Ha4YeHne akTMBHOro coeuHeHus. B cnydvae otcyT-
CTBMSA HEO6XOAMMOCTU B OTNpaBke Kakmx-nnbo gpyrux ynpasnswowmx naketos Knnent AO/KEH oTnpaButb
nakeT PINGREQ [MQTT-6.1.2-23].

KnueHt moxeT oTnpaBuTb PINGREQ B nto60oe Bpemsi, HE3aBMCMMO OT 3HA4YeHWsi aKTUBHOIO coeanHe-
HUA. n ncnonslosatb PINGRESP gns onpegenenust Toro, Uto cetb u Cepeep paboTtator.

Ecnu 3HauyeHne akTUBHOIO COeMHEeHNA He paBHO Hyno, 1 CepBep He NosyyaeT ynpaBnsowuii nakeT ot
KnueHTta B TeyeHne nonyropa MHTEPBAsIOB Nepuoja akTUBHOro coeanHeHuns, oH JOJ/DKEH oTknounTb ceTe-
BOe coefuHeHune ¢ KnneHTom, kak ecnim 6bl nponsoluen co6oi cetn [MQTT -3.1.2-24].

Ecnn KnueHT He nonydaet nakeT PINGRESP B TeueHne pa3yMHOro npomMexyTka BpeMeHW nocne oT-
npaskn PINGREQ. emy C/IEAYET npepBaTb ceTeBoe noakoyeHvne k Cepsepy.

3HauveHVe akTMBHOro coeAuHeHusi, paBHoe Hymo (0). NPMBOAUT K OTK/IIOYEHUIO MeXaHu3ma OTC/exXu-
BaHWA aKTUBHOro coefAnHeHns. 3TO 03Ha4aeT, YTo B 3TOM cnyvae Cepsep He 06a3aH oTkIoYaTh KnveHta no
npuynHe OTCYTCTBUSA AElCTBUIA.

O6paTtnte BHMMaHue, uTo CepBepy paspelueHo oTKYaTb KnueHTa, KOTOPOro oH onpefensieT, Kak He-
aKTMBHOIO WX He pearnpytoLlero, B 1l060e Bpems, He3aBUCUMO OT 3HaYEHNS aKTUBHOIO CoeANHEHNs, npeso-
CTaB/IEHHOrO 3TUM KnveHToM.

NMpumMmeyaHue — dakTMyeckoe 3HAUYEHME aKTUBHOIO COEAWNHEHUs ABNSIETCS CNeLUUYHbIM 415 NPUNOXEHNS;
06bI4HO OHO COCTaBMAET HECKO/IbKO MUHYT. MakcMmanbHoe 3HaueHne cocTaBnseT 18 yacoB 12 MUHYT u 15 cekyHa.

Mpumep — MepeMeHHbI 3aroNoBoK NpuBeAeH B Tabnuuye 16.

Ta6nuua 16— MNpumep NepemMeHHOro 3aroaoBka
OnucaHne 7 6 5 4 3 2 1 0

Mmsa npoTtokona

Baiit 1 OnuHa MSB (0) 0 0 0 0 0 0 0 0
Baiit 2 AnvHa LSB (4) 0 0 0 0 0 1 0 0
Baiit 3 «M* 0 1 0 0 1 1 0 1
Baiit 4 «0» 0 1 0 1 0 0 0 1
baiiT 5 «T» 0 1 0 1 0 1 0 0
Baiit 6 «T» 0 1 0 1 0 1 0 0

YpoBeHb NpoTokona

Bant 7 YpoBeHb (4) 0 0 0 0 0 1 0 0
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OkoHuaHue Tabnuubl 16
OnuncaHue 7 6 5 4 3 2 1 0
dnarn coegnHeHnsa

®nar ¢c uMeHem nonb3osaTens (1)
®nar naponsa (1)
Bygyuiee coxpaHeHue (0)
BaiT 8 Byayuwee QoS (01) 1 1 0 0 1 1 1 0
dnar gansHenwmnx gelictenii (1)
OumnctuTtb ceaHc (1)
3apesepsupoBaHo (0)

AKTUBHOE coefuHeHune
Baiit 9 AxTnBHOE coeanHeHne MSB (0) 0 0 0 0 0 0 0 0

Bant 10 AkTuBHOE coefnHeHne LSB (10) 0 0 0 0 1 0 1 0

6.1.3 TlMonesHas Harpyska

Monesnan Harpyska naketa CONNECT cogepXuT OfHO WM HECKOSIbKO Mosieil ¢ npedpmkcoM A/vHBI,
Hannume KOTOpbIX onpegenseTcsa daramum B NepeMeHHOM 3arosioBke. 3Tu Nons, ecnm oun ectb. JO/HKHbI
nosIBNATLCA B NOpsike: naeHTudukaTop KnueHta, Tema «nocnefHein Bon», CO06LLEHNE «NOCNefHER BOMN»,
UMs nonb3oBaTens, naposb [MQTT-6.1.3-1].

6.1.3.1 NaeHTtudmkatop Knnenta

NpeHtudpmkatop Knuenta (Clientld) nossonsier Cepsepy ugeHTndguumnposate KnveHTa. Kaxabiii Knu-
eHT. nogknovaowmiicsa k Cepeepy, MeeT yHUKanbHblil aeHtudmkatop Knnenta (Clientld). WgeHTudpmkatop
Knuenta JOJ/DKEH wncnonb3oBatbca KnveHtamu n Cepsepamu AN onpefesieHnss ux CoCTOsAHUA B OTHOLLe-
HUK 3Toro ceaHca MQTT mexay Knuentom n Cepsepom [MQTT-6.1.3-2].

MpeHTndmkatop Knnenta (Clientld) AO/IKEH npucytcTBoBaTh 1 JOJ/DKEH 6bITb NepBbIM Mofem B no-
nesHoii Harpy3ke naketa CONNECT (MQTT-6.1.3-3].

Clientld JO/TKEH 6bITb KOAMpoBaHHO cTpokoit UTF-8. kakonpeaeneHo B pasgene 4.5.3 (MQTT-6.1.3-4].

Cepsep JO/DKEH o6pabaTbiBath aeHTUdmkaTopbl KIveHToB, A/ivHa KOTOpbIX NnonajaeT B AnanasoH
1—23 koanpoBaHHbIX 6aiiToB UTF-8, 1 KOTOpble COCTOAT TOMIbKO M3 cumBooB «0123456789abcdefghijklmno
pgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ» (MQTT-6.1.3-5].

Cepsep MOXXET o6pabaTbiBaTb naeHTudmkatopbl KnmeHTos, koTopble cofepxart 6onee 23 3akogu-
poBaHHbIX 6aiiToB. CepBep MOXXET pa3pewnts Clientld. cogepxatime cMMBOSbI, He BK/THOYEHHbIE B CMINCOK,
yKasaHHblli BblLLe.

CepBep MOXXET nossonutb KnueHty npepoctaButb Clientld. gnvHa koToporo paBHa Hy/o, OAHaKo,
ecnun oH genaet a1o. Cepeep AOJ/DKEH paccmatpuBaTh 3TO Kak 0CO6bIA criyyali M Ha3HauUTb YHUKasIbHbI
Clientld gns atoro KnueHta. OH JOJ/IKEH o6pa6atsiBath nakeT CONNECT, kak ecnu 66l KnueHT npegocTa-
BWN YHUKasnbHbI Clientld [MQTT-6.1.3-6].

Ecnn KnueHT otnpaensieT Clientld ¢ HyneBbiM 6aiitom. KnveHtT AOJ/DKEH Takke ycTaHOBMTbL chnar
ounctkn CeaHca Ha 1 [MQTT-6.1.3-7].

Ecnn KnuneHt otnpaBnset Clientld ¢ HyneBbiM 6aiiToM, C yCTAHOB/IEHHbIM 3HAuYeHWEeM dpriara O4YnUCT-
kn CeaHca paBHbiM 0. CepBep AOJ/DKEH oTBeuatb Ha ynpasnstowmii nakeT CONNECT oTnpaBkoii naketa
CONNACK c kogom Bo3spata 0x02 (oTk1OHEeHUe ugeHTudukaTopa), a 3ateM npepsaTb CeTeBOe coefJMHeHNE
[MQTT-6.1.3-8].

Ecnu Cepsep oTknoHsieT Clientld. oH JOJ/IXEH oTBeuatb Ha nakeT CONNECT oTnpaskoli CONNACK ¢
Kofom Bo3sBpata 0x02 (naeHTUrkaTop OTKNIOHEH), a 3aTeM npopsaTth ceTeBoe coeanHeHne [MQTT-6.1.3-9].

MpumevaHune — Peanusauns KnveHta MoxeT o6ecneunTs yA06HbIM MeToA ANA reHepaymm cnyyaiHoro Clientld.
Vicnonb3oBaHue Takoro MetToga He pekoMeHayeTcs, ecnu Ansa napametpa «OYUMCTUTb CeaHC» YCTaHOBNEHO 3HayveHue 0.

6.1.3.2 Tema «nocnegHein Bonu»

Ecnu conar «nocnefHelt Bonn» ycTaHoBMEH Ha 1, Tema «nocnefHel Bonu» GyAeT CrefyoLwmm noieM B
nosiesHoii Harpyske. Tema «nocnegHeli Bonv» JOJ/DKHA 6biTb KogupoBaHHo cTpokoii UTF-8. kak onpegene-
Ho B Pa3gene 4.5.3 [MQTT-6.1.3-10].
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6.1.3.3 CoobLeHne «nocnegHein Bon»

Ecnu chnar «nocnegHein Bonu» yctaHoB/EH Ha 1, TO 310 GyAeT cneaytollee none B NONE3HOW Harpyske.
CoobuieHne «nocnegHein Bonun» onpeaenseT coobLeHne NpunoXeHns, KOTOpoe A0/MKHO 6bITb 0Ny6/IMKOBAHO
B TEME, yKa3aHHoli B nose Tema «nocfiefHeiln BoNM», kKak onmcaHo B NoANyHkTe 6.1.2.5. 3T0 nose cocTonT u3
[ABYyX 6aiiT, onpefensoLwmx pasmep CoobLLeHNs, 3a KOTOPbIM cnefyeT nofe3Has Harpyska gnsa éygyliero co-
06LeHuns. BbIpaXXeHHas B BUAE NocnefoBaTeslbHOCTM U3 Hyns unu 6onee 6aiitos. Mone pasmepa coobLieHns
onpefensieT KosiM4ecTBO 6ANTOB B CNeAYOLWMUX HUXE AaHHbIX N HE BKIOYaET B cebs 2 6aiita, 3aHATbIX CaMUM
nonem.

Korga coobuerne «nocnefHei Bonv» nybavMkyeTca B TeMe «Noc/efHen BONN», ero nosie3Has Harpyska
COCTOMUT U3 AaHHbIX COOOLLEHNSA, U He BKIOYaET nose pasmepa CoobLLEeHNs.

6.1.3.4 N\ma nonb3osarens

Ecnn dnar vmeHnn nonb3oBaTens ycTaHOB/eH Ha 1. ABnseTcsa cnegylowWwuM B MOSIE3HOW Harpys-
ke. msi nonb3oBatens AO/MDKHO 6biTb koaMpoBaHHOW cTpokoit UTF-8, kak onpefenieHo B nyHkTe 4.5.3
(MQTT-6.1.3-11). OHO MOXeT ucnosb3oBaTbcs CepBepoM AN ayTeHTUMKALUN U aBTOpU3aLnN.

6.1.3.5 Maponb

Ecnwu dpnar napons yctaHosneH Ha 1, none, onpegensioliee naponb nosb3osaTtens, ABNseTca cnegyto-
MM B NOJIE3HOI Harpy3ke. Mone «lMaponb» cogepxut ot 0 o 65535 6aiiTOB ABOUYHbLIX AAHHbIX C ABYX6aliTo-
BbIM NPedMKCOM, yKa3biBalOLWMM KOIMYECTBO 6aliTOB, 3aHATLIX ABOUYHBIMU AaHHBIMW (OHO He BK/IOYaeT ABa
6aiiTa, 3aHATbIX caMuM npedmkcom). baiiTel naponsa npueeseHbl B Tabnuue 17.

Tab6nunua 17 — BaiiTbl napons

But 7 6 5 4 3 2 1 0
Baiit 1 Pasmep gaHHbIXx MSB
Baiit 2 Pa3mep gaHHbIX LSB
Baiit 3... faHHble, ecnu gnuHa > 0

6.1.4 OTBeT

BaxHbIM MOMeHTOM sBnseTcs To, 4To CepBep MOXXET nogaepxumBatb HECKOSIbKO MPOTOKO/IOB (BK/IHO-
Yyaa 6onee paHHWe BepcuM 3TOTO MPOTOKONA) HA OfHOM W TOM xe TCP-nopTy wuav Apyroli KOHeYHON Touke
cetn. Ecnun Cepsep onpegensieT, 4to npotokon asnasetcd MQTT 3.1.1. oH npoBepseT MNOMbITKY NOAK/IHOYEHUA
crnefyowmnm obpasom:

a) Ecnu Cepsep He nonyyaeT naket CONNECT B TeuyeHue pasyMHOro nNpomexyTka BpPeMeHW nocne
yCTaHOB/IEHUs ceTeBOro nofknoyeHuns. Cepsepy C/IEAYET 3akpbiTb cOeMHEHNE.

6) Cepsep AOJ/DKEH noateBepantb, 4to nakeT CONNECT cooTBeTCTByeT onucaHuio, AaHHOMY B
nogpasgene 6.1 v 3akpbiTb ceTeBoe coefuHeHne, He oTnpasnsas CONNACK, ecnn oH He COOTBETCTBYET
(MQTT-6.1.4-1].

B) CepBep MOXXET npoBoputb, 4Tobbl cogepxmmoe naketa CONNECT cooTBeTCcTBOBasIO /06LIM
[ONONHUTENbHBLIM orpaHnyeHnaMm n MOXXET BbINOSHATL MPOBEPKU NOAJIMHHOCTU 1 aBTopusauuun. Ecin ka-
Kas-nnbo M3 3TUX NPOBEPOK He Gblna npoligeHa. Cepeepy C/IEAYET oTnpaBuTb COOTBETCTBYHOLWMI NakeT
CONNACK ¢ HeHyneBsbIM KO4OM BO3BpaTa, Kak onvcaHo B nogpasgene 6.2. 1 3aKpbiTb CETEBOE COeAUHEHNE.

Ecnv nposepka npoluna ycnewHo. Cepsep BbINOMHAET Cneyowue warn:

a) Ecnn noentudmkatop KnueHta npeactasnset KnunenTa, yxe nogkniouveHHoro k Cepsepy. Cepsep
OOJ/DKEH npepBaTb coegnHeHue ¢ cywecTsyowmm Knventom [MQTT-6.1.4-2].

6) Cepsep AOJ/DKEH BbinonHMTL ouncTKy CeaHca corfiacHo npowueaype, onMcaHHoli B nognyHkTe 6.1.2.4
[MQTT-6.1.4-3].

B) Cepsep AOJ/DKEH noateepantb nakeT CONNECT c nomouibio naketa CONNACK. copepxatiero
HyneBoW kog Bo3Bpara (MQTT-6.1.4-4].

r) 3anycTuTb 4OCTaBKY COOGLLEHWIA U NPOAOIKUTE MOHUTOPUHT.

KnueHtam paspelueHo oTnpasisaTb 4ONOHUTEbHbIE YNPaBAsAoLLIMe NakeTbl cpasy nocse oTnpasku na-
Keta CONNECT: KnueHtam He Hy>XHO goxugartbca noctynneHus naketa CONNACK c Cepsepa. Ecnin Cep-
Bep oTknoHseT CONNECT, ov HE AOJ/DKEH o6pabaTbiBaTh N106ble AaHHble, OTNpaB/ieHHble KAWeHTOM no-
cne naketa CONNECT [MQTT-6.1.4-5].
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MpumeyvaHne — KnuneHTbl 06bl4HO oxmpaT naketT CONNACK. OgHako, ecnum KnumeHT ncnonb3yeT BO3MOX-
HOCTb OTNPaBNATL ynpasnswwmne naketbl, npexae yem oH nonyunt CONNACK. 3TO MOXeT ynpocTUTb MporpamMMHyto
peanusauunio KnveHta, nockonbky KnneHTy He TpebyeTca OTCeXMBaTb COCTOAHNE COefjMHeHNs. KnneHT cornawaeTcs ¢
TeM. 4YTo ntobble faHHble, oTNpaBieHHble UM Ao nonyvennsa naketa CONNACK c Cepsepa, He 6yayT obpabartbiBaTbCs,
ecnu CepBep OTX/IOHUT COeAVHEHME.

6.2 CONNACK — lNoaTBepxeHune 3anpoca Ha nogknoveHue

MakeT CONNACK — 370 nakeT, oTnpaBfeHHbli CepBepom B oTBeT Ha naket CONNECT, nonyuyeH-
HbIli OT KnueHTa. MepBbili nakeT, oTnpaBneHHblit ¢ CepBepa Knnenty. AO/IKEH 6biThb nakeTom CONNACK
[MQTT-6.2.0-1].

Ecnn KnueHnt He nonyyaet nakeT CONNACK c CepBepa B TeyeHue pasyMHOro NpomMexyTka BpeMeHu.
Knuenty CNEAYET npepBaTb ceTeBoe coeAuHeHUE. «PasyMHbIii» NPOMEXYTOK BPeMeHW 3aBWCMT OT Tuna
NPUNOXEHNA N NHPPACTPYKTYPbI CBA3MN.

6.2.1 ®uKcMpoBaHHbIN 3aro10BOK

dopmat hUKCMPOBAHHOIO 3arosioBka npusegeH B Tabnuue 18.

Tab6nunuya 18— dukcrpoBaHHbIli 3aronoBok naketa CONNACK

Bur 7 B 6 4 3 2 1 0
bant 1 Tun ynpasnsouwero naketa MQTT (2) 3ape3epBMpoBaHo
0 0 1 0 0 0 0 0
baiT 2 OcTaTok 6aliToB (2)
0 0 0 0 0 0 1 0

Mone «OcTaToK 6aliToB»

[laHHoe none onpegenseT pasmep nepemeHHoro 3aronoska. na naketa CONNACK oHa nmeeT 3Haue-
Hue 2.

6.2.2 TMopeMOHHbIi 3aron0BOK

dopmat nepeMeHHOro 3arosioBka npusefeH B Tabnuue 19.

Tab6nuuya 19 — MNepemeHHbIi 3aronosok naketa CONNACK

OnvcaHne 7 6 5 4 3 2 1 0
dnary NoATBEPXAEHNS CoeAVNHEeHUs 3apes3epBupoBaHo SP1
BaiiT 1 0 0 0 0 0 0 0 X
Kog, Bo3Bpata coeAnHeHus
Baliit 2 X X X X X X X X

6.2.2.1 dnaru nogTBEPXAEHUS COeUHEHNS

Baint 1 — 310 «®narn NnoATBEPXAEHNS coefuHeHus». butbl 7-1 3apesepsuposaHbl n JOJ/DKHbI 6bITh
ycTaHoB/eHbl Ha 0.

But 0 (SP1) — ato chnar Tekywero ceaHca.

6.2.2 2 ®nar Tekylwiero ceaHca

Mo3nuus: 6ut 0 donaros NOATBEPKAEHUSA COEUHEHNS.

Ecnn Cepsep npuHuMaeT coefuHeHue c donaroM oumctkn CeaHca, yctaHOBNeHHbIM Ha 1. CepBep
NOJ/DKEH ycTtaHoBuTb chnar Tekywero CeaHca Ha O B nakete CONNACK B JOMO/THEHME K YCTaHOBKE HyJ/1eBO-
ro koga sosspara B nakete CONNACK [MQTT-6.2.2-1).

Ecnn CepBep npuHuUmaeT coefuHeHne ¢ pnaroM o4ymctkn CeaHca yCTaHOB/IEHHbIM Ha 0. 3HauyeHwue,
ycTaHaBnuBaemoe A5 dnara tekywero CeaHca, 3aBMcuT OT Toro, coxpaHun nu Cepsep cocTtosiHue CeaHca
015 npefocTaB/ieHHOoro naeHTndgukatopa Knuenta. Ecnm CepBep coxpaHua cocTosiHue ceaHca, oH JO/DKEH
ycTaHoBUTbL chnar Tekywero CeaHca Ha 1 B nakete CONNACK [MQTT-6.2.2-2]. Ecnu CepBep He coxpaHun
cocTosiHne ceaHca, oH JO/MKEH yctaHoBuUTh donar Tekyuwiero CeaHca Ha 0 B nakete CONNACK. 370 BbInon-
HsieTCA AOMOSIHUTE/IbHO K YCTaHOBKe HyneBoro koaa Bo3spata B nakete CONNACK [MQTT-6.2.2-3],
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dnar Tekyuwero CeaHca no3sBosseT KNnMeHTy ycTaHOBWUTb, COBNajalwT /v npeacraBneHna KnuneHta u
CepBepa 0 CyLecTBOBaHUN YxKe COXPaHEHHOro cocTosHna CeaHca.

Kak Tonbko HavyanbHaa HacTpoiika CeaHca 3aBeplueHa. KMeHT ¢ coxpaHeHHbIM cocTosHuem CeaHca
oxupaeT, uto Cepsep 6yaeT noadepxunsarb cCoxpaHeHHoe cocTosiHue CeaHca. B cnyuae, ecnu 3HaveHue Te-
Kywero CeaHca, nonyyeHHoro KnveHtom c Cepsepa, He COOTBETCTBYET OXuAaHusaM. KNneHT MoxeT Bblbpartsb,
cnefyeT nv npogosmkaTe CeaHc Ui HeobxoAMMO npepsBaTb coefuHeHne. KnmeHT MoxeT cbpocuTb COCToAHME
CeaHca Kak y KnuneHTa, Tak n Ha CepBepe, BbINOIHMB OTK/IOYEHNE, YCTAHOBUB COeAMHEeHne ¢ harom o4mcT-
KW ceaHca, YyCTAaHOBJ/IEHHbIM Ha 1. a 3aTeM CHOBa OTK/THOUMBLUNC.

Ecnn Cepsep otnpasnseT nakeT CONNACK, cogepxalwuii HeHynesoli kog Bo3sparta, oH AOJ/DKEH
ycTaHoBUTL hnar Tekywero CeaHca Ha 0 [MQTT-6.2.2-4].

6.2.2.3 TopgknounTb Kog Bo3spara

BaliT 2 B 3arofioBke NepemMeHHoiA.

3HayeHnsa gnsa 6aliToBoro 6e33HaKkoBOro Noss kofa BO3BpaTa COeAMHEHUS NnepeuncieHbl B Tabnumue 20.
Ecnu CepBep npuHan npaBuibHO cpopmMmpoBaHHblii nakeT CONNECT, Ho CepBep He MOXeT ero obpaboTaTb
no kakoii-nn6o npuumnHe, Torga Cepsepy C/IEAYET nonbitatbest otnpaButb naket CONNACK. copepxalinii
COOTBETCTBYHOLWMIA HeHyneBoi kog Bo3Bpata CONNECT u3 atoii Tabnuubl. Ecnn CepBep oTnpaBsnsieT na-
keT CONNACK. coaepxalyuii HeHyneBoli kof Bo3BpaTta, oH JOJ/DKEH 3atem npepBaTtb CETEBOE COEAUHEHUNE
[MQTT-6.2.2-5].

Ta6nuya 20 — 3HaueHWst KoLa BO3BpaTa COeANHEHNs

3HaueHvie OrtBeT Kofa Bo3Bpara OnucaHve

0 0x00 CoeaunHeHVe NOATBEPXKAEHO CoefMHeHne NoaTBEPXAEHO

1 0x01 CoefuHeHue OTK/IOHEHO, Henpuemsnemaa CepBep He MOAAEpPXMBaeT YypPOBEHb MPOTOKOSA
Bepcua npoTokona MQTT, 3anpoLleHHbli KnneHtom

2 0x02 CoepguHeHne OTKNOHEHO, naeHTudwmkatop WaeHTudmkatop KnveHta — npaBuibHO chopmu-
OTK/TIOHEH poBaHHas cTpoka UTF-8, HO He pa3peleH Cepse-

pom

3 0x03 CoepguHeHue oTknoHeHo. CepBep Hepo- CeTeBoe MNOAK/MNOYEHME BbINOMIHEHO, HO CepBUC
CcTyneH MOTT HepocTyneH

4 0x04 CoefunHeHne OTK/NOHEHO, HenpasBw/ibHOe [laHHble B MMEHMW MO/b30BaTeNss Win napose He-
MMS Nofb30BaTeNs Uan naposb BEpPHbI

5 0x05 CoeiuHeHNe OTK/IOHEHO, He pa3peLleHo KnueHT He nmeeT npasa noAkIovaTbLcs

6-255 3apes3epBrpoBaHO AN GyAyLLero Ncnosb3oBaHns

Ecnv HY oAvH 13 KOofoB BO3BpaTa, NepeyvncsieHHblx B Tabnuue 20. He cumTaeTcs NPUMEHUMbIM, Toraa
Cepsep JO/TKEH 3akpbiTb ceTeBoe coeguHeHune, He otnpaenssa naket CONNACK [MQTT-6.2.2-6].

6.2.3 MNMone3Has Harpyska

Maket CONNACK He UMeeT None3Hoi Harpysku.

6.3 PUBLISH — My6nukaymna coobweHuns

Ynpasnsatowuii naket PUBLISH oTtnpaBnsietcs KnueHtom Ha Cepep uaun oT Cepepa k KnveHTy gns
nepeayv CoO6LEHUS NPUNOXKEHUS.

6.3.1 ®uKCMpOBaHHbIN 3aro/0BOK

B tabnuue 21 npusegeH dopmaT YUKCMPOBAHHOTO 3arosioBka.

Tab6numua 21 — duKcMpoBaHHbIA 3aronoBok naketa PUBLISH

Bur 7 6 5 4 3 2 1 0
Bait 1 Tun ynpasnstouiero naketa MQTT (3) ®nar DUP YpoBeHb Q0S dnar coxpaHeHus
0 0 1 1 X X X X
Baiit 2 OcTtartok 6aiTos
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6.3.1.1 ®nar gy6nuposaHus (DUP)

Mo3nuus: 6aiT 1, 6ut 3.

Ecnu pna dnara gyénuposaHua (DUP) ycTaHOBMEHO 3HayeHne O, 3TO 03Ha4aeT, YTo 3TO NepBbIi Chy-
Yaii. korga KnueHT nnu Cepep nonbiTasinch 0TNpaBuTb 3ToT nakeT MQTT PUBLISH. Ecnu donar gy6numposa-
HusA (DUP) ycTtaHoBneH Ha 1. 370 03HayaeT, YTO 3TO MOXET ObITb MOBTOPHOM MONbITKOW AOCTAaBUTL MakeT, yxe
OTNpaB/iEHHbIN paHee.

®nar gy6nuposanusa (DUP) AO/IKEH 6bITb ycTaHoBNeH Ha 1 Knnentom unm CepBepom, Korga ogHa
M3 CTOPOH MbiTaeTcs MOBTOPHO oTnpaBuTb nakeT PUBLISH (OMNYB/IMKOBATL) [MQTT-6.3.1.-1]. ®nar
DUP OO/DKEH 6bITb ycTaHoBeH Ha O AnsA Bcex coobLieHnii ¢ ypoBHEM kavecTBa o6cnyxuBaHus (QoS) 0
[MQTT-6.3.1-2],

3HayeHve cpnara gy6nmposarus (DUP) u3 npuHaTtoro Cepsepom naketa PUBLISH He fonxHO BAvATb
Ha cpnarn naketa PUBLISH, otnpaBnsiemoro CepepoM cBovM nognucyvkam. ®nar DUP B ucxogsiiem nake-
Te PUBLISH ycTtaHaBnuBaeTca He3aBUCUMO OT Bxogswero naketa PUBLISH, ero sHaueHne JOJKHO 6bITb
onpegeneHo ToNbKO ucxoas us Toro, nepegaetcs nv naket PUBLISH nosTtopHo [MQTT-6.3.1-3].

MpumeuvaHunsn

1 MNonyuyeHune KnneHtom nnu Cepeepom ynpasnsioLero naketa, cogepxatiero pnar gyénuposanmsa (DUP), ycta-
HOBJ/IEHHbIW Ha 1. He ABNAETCS Npu3Hakom Toro, 4To KnmeHT unm Cepsep yxe nofayyanu 60nee paHHIO KOMUIO 3TOro
naketa.

2 BaxHO 0TMeTUTb, 4To dhnar DUP oTHOCUTCS K camMOMy yrpaBnaloLeMy nakeTy, a He K cogepXaliemycsi B Hem co-
06LLEeHNIO NPUNoXeHns. Mpu NCNob30BaHUN YPOBHSA kavyecTBa 06¢cnyxuBanusa 1 KnveHT moxeT nonyumTb naket PUBLISH
¢ conarom DUP, ycTaHOB/NIEHHbIM Ha O, KOTOpPbI/i COAEPXUT NOBTOPEHME COOBLLEHNS NPUIOXEHUS, KOTOPOE OH MONyYus
paHee, HO C ApyruM ngeHtTudmkaTtopom naketa. B nyHkte 5.3.1 coaepxuTcs AononHUTeNbHas uHdopmaymsa 06 naeHTu-
chukaTtopax nakeTos.

6.3.1.2 YpoBeHb kayecTBa 06cnyxvBaHms (QoS)

Mo3nuus: 6aiTt 1. 6uT 2-1.

370 none ykasbiBaeT YpoBEHb NOATBEPXAEHNA AOCTABKM COOGLLEHUS NPUIOXEHUS. YPOBHM KayecTBa
o6cnyxuaHuns (QoS) npuBeaeHbl B Tabnuue 22.

Ta6nuya 22 — OnpegeneHus QoS

3HayeHne OoS But 1 but 2 OnucaHune
0 0 0 He 6onee ofHoit foctasku
1 0 1 Mo kpaliHeli Mepe ofHa foCTaBka
2 1 0 PoBHO 0ofiHa flocTaBKa
— 1 1 3ape3epBMpoBaHO — 3anpeLeHo NCnosb30BaThb

MakeT PUBLISH HE OOJ/IXEH nmeTb 06a 6uta Q0S. ycTaHOBNEHHble Ha 1. Ecnu CepBep wiun KnveHt
nonyyaet nakeT PUBLISH, y koTtoporo o6a 6uta QoS yctaHoBfeHbl Ha 1. oH JOJ/IKEH npepBaTb ceTeBoe
coeguHeHue [MQTT-6.3.1-4],

6.3.1.3 dnar coxpaHeHusa

Mo3nuusa: 6ant 1. 6ut 0.

Ecnun dnar coxpaHeHus yctaHosneH Ha 1. B nakete PUBLISH, otnpasneHHom KnueHTtom Ha Cepsep.
Cepsep AO/DKEH xpaHuTb coobLLeHne NpUioXeHUs 1 3HayeHe ero ypoBHA KayecTBa 06CyXnBaHus, 4To-
6bl OHO MOT/10 ObITb AOCTAB/IEHO ByAYLLUM NOANUCUUKAM, NOANMCKA KOTOPbIX COOTBETCTBYIOT HA3BaHWIO TEMbI
coobuweHuns [MQTT-6.3.1-5]. Korga ycTaHOB/ieHa HOBast Nognuncka, nocsiefHee cCoxpaHeHHoOe coobLieHne, npu
Hanmumu, no kaxgoi cosnagawuleli Teme AO/MHKHO 6bITh oTnpaBneHo nognucunky [MQTT-6.3.1-6], Ecnu
CepBep nosiyyaeT coobLyeHne ¢ ypoBHEM KauecTBa 06cnyxmanus 0 ¢ onarom coxpaHeHusl, yCTaHOB/IEHHbIM
Ha 1. oH JOJDKEH yganute nto6oe cooblueHne, paHee coxpaHeHHoe Ans atoi Tembl. CNIEAYET coxpaHutb
HoBOe coobuieHne QoS 0 B KayeCcTBe HOBOr0 COXpPaHEHHOro coo6LLeHuss AN 3Toi TeMbl, HO MOXXHO oTka-
3aTbCA OT Hero B /1l060e BpemMs — ecnn aTo NPoM3oAaeT, ANA 3TOW TeMbl He ByAeT COXpPaHEHHOro coobLeHns
[MQTT-6.3.1-7], lononiHUTE NbHY0 MHOPMALIMIO O COCTOSSHUN COXPaHeHUs cM. B nogpasgene 4.1.

Mpu otnpaBke naketa PUBLISH KnuneHty Cepsep AOJ/DKEH ycTaHOBUTbL thnar coxpaHeHus Ha 1. ecnu
coobLeHre oTnpaB/ieHo B pe3y/bTaTe HOBOM NoAnuckun, caenaHHol Knventom [MQTT-6.3.1-8]. OH AOJ/IKEH
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ycTaHoBUTb chnar coxpaHeHus Ha 0. korga naket PUBLISH otnpasnsetca KnveHTy, NOCKO/bKY OH COOTBET-
CTBYeT yCTaHOB/IEHHOI NOAMMCKe, HE3aBMCUMO OT TOrO, Kak 6bl11 yCTaHOBEH dar B NO/y4eHHOM COOGLLeHNN
[MOTT-6.3.1-9].

Maket PUBLISH c chnarom coxpaHeHusi, ycTaHOB/IEHHbIM Ha 1, 1 nonesHas Harpyska, cofepxatias
HyneBble 6aliTbl, 6yaeT obpabaTbiBaTbCs kak 06bI4HO CepBepoM W OTNPaBAATbCA KnneHTam C MOAMUCKOW,
COOTBETCTBYIOLLE Ha3BaHMio TeMbl. Kpome Toro, /toboe CylyecTByoLlee COXpaHEHHOe COObLLeHNE C TeM xe
umeHem Tembl JO/HKHO 6bITb yaaneHo, u niobble byayLime NOANUCUMKA 415 TEMbI HE NOJyYaT COXpaHeHHoe
coobuweHve [MQTT-6.3.1-10], «Kak 06bIYHO» O3HA4aeT, YTO dosiar COXpaHeHMs He YCTaHOB/IEH B COOOLLEeHUN,
Nosly4eHHOM cywecTByow My KnvneHtamm. CoxpaHeHHoe cooblieHune ¢ HyneBbiM 6avitom HE AOJ/IDKHO xpa-
HUTLCS KakK coXxpaHeHHoe coobuleHne Ha Cepsepe [MQTT-6.3.1-11).

Ecnu cpnar coxpaHeHusa yctaHosneH Ha 0, B nakete PUBLISH, otnpasneHHom KnueHtom Ha Cepsep,
Cepsep HE JOJ/DKEH xpaHutb 310 coobuweHve n HE AO/DKEH yaanaTe uin 3aMeHsTh CyllecTBylolLee co-
XpaHeHHoe coobuieHne [MQTT-6.3.1-12].

NMpumeyaHune — CoxpaHeHHble COOGLLEHUS NOME3HbI, KOrAa aBTopbl OTNPaBAAT COOBLLEHNA O COCTOAHUN Ha
HeperynsipHoii ocHoBe. HOBbI @GOHEHT NOYYUT CaMyH0 NOCNELHIO BEPCUID.

Mone «OcTaTokK 6aliToB»

3T0 pasmep NepeMeHHOro 3arosIoBKa n/loc pasMep nose3HoW Harpysku.

6.3.2 TepemeHHbIli 3arof10BOK

MepemMeHHbI 3aro/IoBOK COAEPXUT Creaylolwmne noas no nopsaky: HasBaHue Tembl, naeHTudmkaTop
nakera.

6.3.2.1 Ha3sBaHue TeMbl

HassaHune Tembl onpefenseT UHOPMALMOHHBIA KaHasl, B KOTOPOM Ny6/MKYIOTCA AaHHble MOJIe3HOM
Harpysku.

Ha3saHue Tembl JOJIXKHO npucyTcTBoBaTb B KayecTBe NepBoro nonsa B 3arosioBke naketa PUBLISH.
3710 AOJIKHA 6bITb KOgMpoBaHHasa cTpoka UTF-8 [MQTT-6.3.2-1], kak onpefeneHo B nyHkTe 4.5.3.

Ha3ssaHuve Tembl B nakete PUBLISH HE IOJ/I)KHO cogepxaTb N0ACTAHOBOYHbIX 3HaKoB [MQTT-6.3.2-2].

Has3saHve Tembl B nakete PUBLISH, otnpaBneHHom CepBepom KNUeHTYy-nognucyunky, AO/IKHO COOT-
BETCTBOBAaTb (PUbTPY TEMbI NOANNCKA B COOTBETCTBUM C NPOLECCOM COMNOCTaB/EHWs, onpeesieHHbIM B Pas-
nene 4.7 [MQTT-6.3.2-3]. OgHako, nockonbky CepBepy pa3peLleHo 3aHOBO OnpeaesiaTb Ha3BaHWe TeMbl, OHO
MOXeT He coBnajartb C Ha3BaHMeM Tembl B UCXOAHOM nakete PUBLISH.

6.3.2.2 NpeHTndukaTop naketa

Mone WpeHTudpmkatop naketa npucyTcTByeT ToMbKO B naketax PUBLISH, roe ypoBeHb QoS paBeH 1
unu 2. NyHKT 5.3.1 npegocTaBnsAeT f40NOMHUTENBHYIO MHOPMaL Mo 06 naeHTUUKaTopax nakeTos.

6.3.2.3 HeHopMaTMBHbI NpYMep NepeMeHHOro 3arooBka

B Tabnmue 23 npuBeaeH NpUMepHbIii MepeMeHHbI 3arofloBok Anst naketa PUBLISH.

Ta6nuya 23 — HeHopMaTuBHbIN NpUMeEp NepeMeHHOro 3arosioska naketa PUBLISH

HassaHue Tembl OnucaHune 7 6 5 4 3 2 1 0
baiiT 1 AnvHa MSB (0) 0 0 0 0 0 0 0 0
Baliit 2 LnuHa LSB (3) 0 0 0 0 0 0 1 1
BaliT 3 'a' (0x61) 0 1 1 0 0 0 0 1
BainT 4 7 (0x2F) 0 0 1 0 1 1 1 1
bait 5 b1(0x62) 0 1 1 0 0 0 1 0

MaeHTndrkaTop naketa
bBaliT 6 MaenTudmkartop naketa MSB (0) 0 0 0 0 0 0 0 0

Baliit 7 MpeHtndukatop naketa LSB (10) 0 0 0 0 1 0 1 0

KpaTtkoe onucaHne HeHOPMaTMBHOIO NpYMepa nepeMeHHoro 3arosioska naketa PUBLISH npueegeHo B
Tabnuue 24.

19



FOCT P 58603—2019

Tab6nunuya 24 — HeHopmaTtuBHbI npumep naketa PUBLISH

Mone 3HaueHune
HasBaHune Tembl H/a
NpeHTndmkaTop nakeTta 10

6.3.3 MNMone3Has Harpyska

MonesHas Harpyska coAepxXuT ny6vkyemoe coobLieHne npunoxeHns. KOHTeHT n hopmaT AaHHbIX cne-
LUMOUYHBI 415 NPUAOXKEHNs. [1IMHa NONe3HOW Harpysku MOXeT ObiTb BblYMC/IEHa NMyTEM BblYMTaHUS pasmepa
nepeMeHHOro 3arosioBka 13 nona «OcTaTok 6aiiToB», KOTOpOe HaxoauTcsl B PUKCMPOBaAHHOM 3arosioBke. 310
[OelicTBUTeNbHO B TOM yncne n Ana naketa PUBLISH, cogepxallero nosiesHyo Harpysky HyneBoro pasmepa.

6.3.4 OTtBeT

MonyuyaTtens naketa PUBLISH AO/DKEH oTtBeTuTb cornacHo tabnuue 25. kak onpefeneHo ypoBHEM
kauyecTtBa 06cnyxnBaHusa B nakete PUBLISH [MQTT-6.3.4-1],

Ta6nuua 25— Oxugaemblit oteeT naketa PUBLISH

Yposenb QOS Oxugaemblii oTBeT
QoS 0 Het
QoS 1 MakeT PUBACK
QoS 2 MakeT PUBREC

6.3.5 [elicTtBus

KnueHT ucnonb3yet naket PUBLISH ana otnpaBku coobLyeHns npunoxeHus Ha Cepsep A8 pacnpo-
CTpaHeHus cpean KNNEeHTOB C COOTBETCTBYHOLLMMW NOAMUCKAMMN.

Cepsep vcnosnb3yeT nakeT PUBLISH gna otnpaBku coO6LIEHNSA NPUIOXKEHNUA KaxXaoMy KnneHTy, KoTo-
pbl/i UMEeT COOTBETCTBYIOLLYIO NOAMUCKY.

Korpga KnveHTbl BbinonHAT Mognuckn ¢ chnabTpamu No Temam, KoTopble BKIOYalT NOACTAHOBOYHbIE
3HaKW, CTAHOBUTCS BO3MOXHbIM NepekpbIThe PUnbTPOB, 1 oNybInKoBaHHOE COOOLLEHNE MOXET COOTBETCTBO-
BaTb HECKO/IbKMM onnibTpam. B aTom cnyyae Cepsep AOJ/DKEH goctaBnsitb coobuieHne KNneHTy B COOTBET-
CTBMM C MaKCMasibHbIM YPOBHEM KayecTBa 06CNyXMBaHUs BCEX COOTBETCTBYOLMX noAnnMcok [MQTT-6.3.5-1].
Kpome Toro. Cepeep MOXXET gocTaBNATh AONOHUTENIbHbIE KOMUM COOBLLEHNSA, MO OJHOMY A5 KaXA0N Co-
OTBETCTBYHOLEl NOAMUCKU, ANA COBNIOAEHNSA YCTaHOBMIEHHOTO YPOBHSA KavecTBa 06CyXMBaHUS COOOLLEHNI
B KaXX[O0M c/iyyae.

[LeiictBua nonyuyarensa nocne npuema naketa PUBLISH, 3aBMCAT OT ypoBHA QOS. kak onucaHo B noj-
pasgene 4.3.

Ecnun CepBep B BUufe KOHKpPETHOl peanusauuu, N0 HEKOTOPbIM MPUYMHAM CUYMTaeT HefoMnyCTUMbIM Mo-
nyyenune naketa PUBLISH ot KnueHTa, OH He moxeT coobwmTtb 06 aTom KnveHty. Cepsep AO/DKEH wnn
NOATBEPAUTL NOMyYeHWe COO6LLEeHNA B COOTBETCTBUM C 3afaHHbIM YPOBHEM KauyecTBa 06CNYyXWBaHWUA Wn
npepsaTb ceTeBoe coeanHeHne [MQTT-6.3.5-2],

6.4 PUBACK — MopgTteepxaeHue nybnuvkayunn

Maket PUBACK — 310 oTBeT Ha nakeT PUBLISH c ypoBHem QoS 1.
6.4.1 ®ukcupoBaHHbIi 3aros0BOK
duKcMpoBaHHbI 3aronoBok naketa PUBACK npuBegeH B Tabnuue 26.

Ta6nuuya 26 — duUKCUpOBaHHbLIA 3aronosok naketa PUBACK

But 7 6 5 4 3 2 1 0
baiit 1 Twn ynpasnstoLero naketa MQTT (4) 3ape3epBupoBaHo
0 1 0 0 0 0 0 0
Baiit 2 OcTaTok 6aliToB (2)
0 0 0 0 0 0 1 0

20



FOCT P 58603—2019

Mone «OcTartok 6aliToB»

370 pa3mep nepemeHHoro 3aronoska. 15 naketa PUBACK oHa MeeT 3HayeHue 2.

6.4.2 TlepemeHHblil 3arof10BOK

MepemeHHbIii 3aronoBok naketa PUBACK, cogepxaluuii naeHTudumkatop naketa gna naketa PUBLISH,
npusefeH B Tabnuue 27.

Tab6nunya 27 — NepeMeHHbIn 3aronoBok naketa PUBACK

Bur 7 6 5 4 3 2 1 0
Baiit 1 NaenTudmkaTop naketa MSB
Baiir 2 MpeHTudumkatop naketa LSB

6.4.3 MNMonesHas Harpyska

MakeT PUBACK He nMeeT Nofe3Hol Harpysku.
6.4.4 fleiicTBus

OnucaHune npveBefeHo B NyHKTe 7.3.2.

6.5 PUBREC — MoaTteBepxaeHue nonyyeHnsa naketa PUBLISH ¢ QoS 2

Maket PUBREC — 370 oTBeT Ha nakeT PUBLISH c ypoBHeM kauyecTBa obcnyxuBaHus (QoS) 2. 31o
BTOPOI NakeT nNpu opraHu3auumn obmeHa no NPoTOKO/y C YPOBHEM KayecTBa 06CNYyXMBaHNUS 2.
6.5.1 ®UKCMPOBAHHbLI 3aros0BOK

dukcrpoBaHHbIi 3aronoBok naketa PUBACK npuBegeH B Tabnuue 28.

Tab6nunuya 28 — dukcMpoBaHHbIli 3aronoBok naketa PUBACK

Bur 7 6 5 4 3 2 1 0
Baiit 1 Tun ynpasnstouwero naketa MOTT (1) 3ape3epBrpoBaHo
0 1 0 1 0 0 0 0
Baliit 2 Ocrtatok 6aiToB (2)
0 0 0 0 0 0 1 0

Mone «OcTaTtok 6aliToB»

370 pa3mep nepemeHHoro 3aronoska. 15 naketa PUBREC oHa umeeT 3HayeHune 2.

6.5.2 TepemeHHblil 3aro10BOK

MepeMeHHbIli 3aro/IoBOK COAEPXUT naeHTudnkaTop naketa n3 naketa PUBLISH, koTopblii noaTBepxaa-
eTcsl. MNMepemeHHbIn 3aronoBok naketa PUBREC npuBeaeH B Tabnuue 29.

Tab6nunua 29 — lNepemeHHbIh 3aronosok naketa PUBREC

Bur 7 6 5 4 3 2 1 0
Bant 1 MaeHTudrkaTop naketa MSB
baiiT 2 MpeHTudurkatop naketa LSB

6.5.3 MNonesHas Harpyska

MakeT PUBREC He nMeeT nosie3Holi Harpysku.
6.5.4 fleiicTBus

MonHocCTLIO onucaHo B NyHKTe 7.3.3.

6.6 PUBREL— Bbinyck naketa PUBLISH ¢ QoS 2

Maketr PUBREL siBnsieTca oTBeToM Ha nakeT PUBREC. 3T0 TpeTuii nakeT npu opraHusauum obmeHa no
NPOTOKOJy C YPOBHEM KayecTBa 06cnyxmBaHmsa (QoS) 2.
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6.6.1 duUKCMPOBAHHbLIN 3aros0BOK
dukcrpoBaHHsbIli 3aronoBok naketa PUBREL npuseaeH B Tabnumue 30.

Ta6nunya 30— PUKCMpOBaHHbLIN 3aronoBok naketa PUBREL

BuT 7 6 S 4 3 2 1 0
Bant 1 Tun ynpasnstouwiero naketa MQTT (6) 3apesepBrpoBaHo
0 1 1 0 0 0 1 0
Baiit 2 OcTaTtok 6ainToB (2)
0 0 0 0 0 0 1 0

Butbl 3. 2, 1 u 0 dmkcpoBaHHOTO 3arosioBka B nakeTe ynpasneHus PUBREL 3ape3epBupoBaHbl 1
LOOKHBbI 6b1Tb ycTaHoBneHbl Ha 0. 0?1 1 0 cooTBeTcTBEHHO. CepBep AOJ/TKEH cuutath nto6oe apyroe 3Ha-
YeHne UCKaXeHHbIM U NpepbiBaTb ceTeBoe coeanHeHne [MQTT-6.6.1-1].

Mone «OcTaTok 6ainToB»

3T0 pa3mep nepemMeHHoro 3arosioska. Ansa naketa PUBREL 3To 3HavyeHne paBHO 2.

6.6.2 [lepeMeHHbI 3aro/i0BOK

lMepeMeHHbIN 3aro/I0BOK COAEPXMUT TOT Xe MAeHTudmkaTop naketa, 4to n naket PUBREC. KoTopbliit
noaTeepxaaeTtcs. MNepemMeHHbIi 3aronoBok naketa PUBREL npuseaeH B Tabnuue 31.

Tab6nunuya 31 — lNepemMeHHbI 3aronosBok naketa PUBREL

Bur 7 B 6 4 3 2 1 0
bant 1 MaeHnTudmkatop naketa MSB
Baiit 2 MpaeHTudpnkaTop naketa LSB

6.6.3 MNosiesHas Harpyska

MakeT PUBREL He nMeeT nosie3HoiA Harpysku.
6.6.4 [lelicTBuS

OnucaHuve npuBefeHo B NyHkTe 7.3.3.

6.7 PUBCOMP — MNy6aukaumns 3aBeplieHa

MakeT PUBCOMP — 3710 oTBeT Ha nakeT PUBREL. 310 4yeTBepThIii U NOC/eAHMI NakeT Npu opraHusa-
Lumn obmMeHa No NpPOTOKOJly C YPOBHEM KauecTBa 06CnyxmBaHusa 2.

6.7.1 duKCUPOBAaHHbLIN 3aroN0BOK

duKcnpoBaHHbI 3arosioBok naketa PUBCOMP npuBegeH B Tabnuue 32.

Ta6nuuya 32 — ®UKCMPOBAHHBIN 3arosioBok naketa PUBCOMP

But 7 B 6 4 3 2 1 0
Baiit 1 Twun ynpasnstouwero naketa MQTT (7) 3apesepBupoBaHo
0 1 1 1 0 0 0 0
Balit 2 OcTaTtok 6ainToB (2)
0 0 0 0 0 0 1 0

Mone «OcTaTok 6aiiToB»

370 pa3mep nepemMeHHoOro 3arosioska. nsa naketa PUBCOMP 370 3HayeHue pasHo 2.

6.7.2 TlepeMeHHbI 3aro/i0BOK

MepeMeHHbIi 3arofI0BOK COAEPXKMT TOT Xe naeHTUdMKaTop nakeTa, 4to n nakeT PUBREL. KoTopblil nog-
TBEpXAaeTcA. [epeMeHHsbIil 3aronoBok naketa PUBCOMP npuBegeH B Tabnuue 33.
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Tab6nunya 33 — NepeMeHHbIn 3aronoBok naketa PUBCOMP

Bur 7 6 S 4 3 2 1 0
Baiit 1 NpaenTudmkaTop naketa MSB
Baiir 2 NpeHTudumkatop naketa LSB

6.7.3 MNMone3Has Harpyska

Maket PUBCOMP He nmeeT none3Holi Harpysku.
6.7.4 feiicTBusA

OnvcaHue npuBeAeHo B NyHKTe 7.3.3.

6.8 SUBSCRIBE — lMopgnucka Ha TeMbl

MakeT SUBSCRIBE oTtnpasnsetca KnveHTom Ha CepBep ANS CO34aHUSi OAHOW UM Heckonbkux Mog-
nucok. Kaxaan nognvcka noatsepxjaeT nitepec KnneHTta k o4HOW unn Heckonbkum Temam. CepBep oTnpas-
nset naketbl PUBLISH KnueHTy, 4To6bl NepeHanpaBuTb COO6LLEHNS NPUIOXKEHWI, ONy6NKOBaHHbIE B TEMAX,
COOTBETCTBYOLMX Nnognuckam Knventa. MakeT SUBSCRIBE Takke onpegensiet (4N Kaxaoi NoanMckn) Mak-
CMMasbHbI YpoBeHb KayecTBa 06cnyxmeaHua (QoS), koTopblli CepBep Ao/KeH ob6ecneynBaTtb NpW OTNpaBke
coo6uieHnit NpunoxeHns Knnexty.

6.8.1 ®uKcMpoBaHHbIl 3aros0BOK

dukcmpoBaHHbI 3aronosok naketa SUBSCRIBE npusefeH B Tabnuue 34.

Tab6nuua 34 — duKcMpoBaHHbIA 3aronoBok naketa SUBSCRIBE

Bur 7 B 5 4 3 2 1 0
BaiiT 1 Tun ynpasnswwero naketa MQTT (8) 3apesepBrpoBaHo
1 0 0 0 0 0 1 0
Baiit 2 OcTtatok 6aiiToB (2)

Butbl 3. 2,1 1 0 dmkcmpoBaHHOro 3arosioBka ynpasnsouiero naketa SUBSCRIBE 3apesepsupoBaHbl 1
OOJDKHbI 6bITb ycTaHoBNeHbI Ha 0, 0.1 1 0 cooTBeTCcTBEHHO. CepBep AOJ/IKEH obpaboTaTh noboe apyroe
3HaYeHne Kak NCKaxeHHoe 1 npepsaTb ceTeBoe coeguHeHne [MOTT-6.8.1-1].

Mone «OcTaTok 6ariToB»

3T0 pa3mep NepeMeHHOro 3aronoska (2 6aliTa) nac 4MHa NOAe3HON Harpysku.

6.8.2 [lMepemeHHbIli 3aron0BoOK
MepeMeHHbI 3aroNoBOK COAEPXKUT naeHTUdmKaTop naketa. B nyHkTe 5.3.1 cogepXxutcs AONONHUTENb-
Has nHdopmaumnsa 06 naeHTuduKkaTopax nakeTos.

Mpumep — B Tabnuue 35 npuBeAeH nepeMeHHbIl 3aro/l0BOK C UAeH TN MKaTOpOM nakeTa, yCTaHOBMEH-
HbiM Ha 10.

Tab6nunuya 35— lMepemMeHHbI 3aroNoBok C naeHTUdkaTopom naketa 10

OnucaHve 7 B 5 4 3 2 1 0
NpaeHTudnkaTop naketa
Baiit 1 MaeHTudpukaTtop naketa MSB (0) 0 0 0 0 0 0 0 0
bar 2 NpenTudmkatop naketa LSB (10) 0 0 0 0 1 0 1 0

6.8.3 lMonesHasa Harpyska
MonesHas Harpy3ka naketa SUBSCRIBE cogepXxut cnvcok hnnbTpoB NO TemMaM, B KOTOPOM yKasaHbl
TeMbl, Ha KoTopble KNuMeHT HamepeH nognucaTtbcs. PUnbTpbl TEM B Nosie3Hol Harpyske naketa SUBSCRIBE
OOJIKHbI 6b1Tb 3akogmpoBaHHbiMM UTF-8 cTpokamu, Kak onpegeneHo B nyHkte 4.5.3 [MQTT-6.8.3-1]. Cep-
Bep AOJ/DKEH nogaepxusatb unbTPbl TEM. COAepXalle CUMBO/IbI NOACTAHOBKM, OnpeaesieHHbIe B NyHKTe
7.7.1. Ecnu peanusauna Cepsepa He noggepxunsaeTr UIbLTPbl TEM. KOTOpble cofdepxaT NofCTaHOBOYHbIEe
3Hakn, oH NOJ/DKEH oTkNoHWUTL M060i 3anpoc Ha MOANMCKY, B KOTOPOM cogepxartcs Nofo6Hble uabTpbI
(MQTT-6.8.3-2). 3a kaxablM IbLTPOM crnepyeT 6aiiT, HasbiBaeMmblli 3anpoleHHbiM QoS. OH onpegenset
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MaKCUMasibHbIi YPOBEHb KayecTBa OGCNYXMBaHWSA, KOTOPbLIA fo/KeH obecneynBaTbest CepBepom Mnpu OT-
npasKe COOGLLEHN NPUNIOXEHUA KnneHTy.

MonesHas Harpyska naketa SUBSCRIBE AOJ/DKHA cogepxaTb MO MeHblUeli Mepe OAHO coyeTaHue
dmnbTpa TeMbl 1 3anpolueHHoro QoS. MakeT SUBSCRIBE 6e3 nonesHoli Harpysku sBNSeTCS HapylleHuem
npoTokona [MQTT-6.8.3-3J. MIHdhopmaLusi 06 06paboTKe oWMGOK NpBEAeHa B nogpasaene 7.8.

Mone 3anpoLLeHHOro MakCMMasibHOTO YPOBHS KayecTBa 06CNyXVBaHNA 3aKogMpoBaHo B b6aiiTe, cnefy-
IOLLEM 3a KaXAblM MMeHeM TeMbl B koguposke UTF-8, 1 aTn coueTaHns hunbTPOB TEM U 3anpoLleHHbIX QoS
dhopMUpYIOT HENPEepPbIBHbIA NakeT.

dopmaT nonesHon Harpysku naketa SUBSCRIBE npuBegeH B Tabnuue 36.

Tab6nunuya 36 — dopmat nonesHoli Harpysku naketa SUBSCRIBE
OnucaHue 7 B 5 4 3 2 1 0

PunbTp TEM

BaiiT 1 OnvHa MSB
Baiit 2 AnvHa LSB
Bait 3... N dunbTp TEM

3anpoleHHbIii QoS
3apesepBrnpoBaHO QoS

Baint N+1 0 0 0 0 0 0 X X

BepxHue 6 6uUT 6aiiTa 3anpoleHHoro QoS He UCNOMb3yTCA B TeKyLlel Bepcun npoTokona. OHu 3ape-
3epBuUpoBaHbl AN byayulero ncnonb3oanusa. Cepsep JO/MKEH cuntate naket SUBSCRIBE ncKaXXeHHbIM 1
npepbiBaTh CeTeBOE COeAMHEHNe, ecnn No6oi N3 3ape3epBrpoBaHHbIX GUTOB B NOME3HON Harpyske OT/MYeH
OT Hyns, unn QoS He paBHo 0.1 unu 2 [MQTT-6-8.3-4],

Mpumep — B Tabnuue 37 npuBefeHa nonesHas Harpyska gna nakera SUBSCRIBE.
Tab6nwuuya 37 — baiiToBbIii hopmaT nonesHoi Harpy3ku ana naketa SUBSCRIBE
Onucaxune 7 6 S 4 3 2 1 0

®unbTp No Temam

Baiit 1 [OnnHa MSB (0) 0 0 0 0 0 0 0 0
baiit 2 [AnnHa LSB (3) 0 0 0 0 0 0 1 1
Baiit 3 'a' (0x61) 0 1 1 0 0 0 0 1
bait 4 V (0x2F) 0 0 1 0 1 1 1 1
Baiit 5 «b' (0x62) 0 1 1 0 0 0 1 0

3anpoLeHHbIi QoS
Baiit 6 3anpoweHHbli QoS (1) 0 0 0 0 0 0 0 1

®unbLTp NO TEMAM

Bait 7 AnvHa MSB (0) 0 0 0 0 0 0 0 0
Baiit 8 AnunHa LSB (3) 0 0 0 0 0 0 1 1
bait 9 «c' (0x63) 0 1 1 0 0 0 1 1
Bait 10 Y (Ox2F) 0 0 1 0 1 1 1 1
bavT 11 +d' (0x64) 0 1 1 0 0 1 0 0

3anpoLlleHHblii QoS
Bait 12 3anpoweHHbIi QoS (2) 0 0 0 0 0 0 1 0
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OnucaHue nonesHoli Harpyskun ans naketa SUBSCRIBE npuBegeHo B Tabnuue 38.

Ta6nuuya 38— MNprmep NONE3HON Harpy3ku

HaszoaHuc TeMbl *alb*
3anpoleHHbIi QoS 0x01
Ha3BaHne TeMmbl *c/d"
3anpoLeHHbIi QoS 0x02

6.8.4 Ortset

Mpu nonyyeHun Cepsepom naketa SUBSCRIBE ot Knuenta. Cepsep AOJ/IKEH oTBeyatb ¢ naketom
SUBACK [MQTT-6.8.4-1J. Maketr SUBACK AOOJ/DKEH umeTb TOT Xe uAeHTUdMUKATop naketa, YTo U naket
SUBSCRIBE, koTopblii OH noaTBepxaaeT [MQTT-6.8.4-2].

CepBepy paspeLueHo HaunHaTb 0Tnpasky naketos PUBLISH, cooTBeTcTByOWMX Moanucke, 40 TOro, Kak
Cepsep otnpasuT nakeT SUBACK.

Ecnn Cepsep nonyuyaet nakeT SUBSCRIBE, cogepxaluii uibTp TeM. KOTOpbIi UAEHTUYEH CYLLEeCTBY-
owemy dounbtpy Tem Mognuckun, oH JO/DKEH nonHocTblo 3amMeHuTb cyllecTBytowyo MNognucky Hosoi Mog-
NUCKON. PUNbLTP Tembl B HOBO Moanucke 6yaeT naeHTUYeH unbTPy Tembl B Npeablayllei Moanucke, XoTs
ero MakcMmasibHOe 3HayeHune ypoBHSA KavecTBa o6cnyxmBaHusa (Q0S) MOXeT oTmuaTbes. Jliobble cywecTBy-
IOl Me coxpaHeHHble coobLeHuns, cooTBeTcTBYOWME nnbTpy Tembl. JOJ/IHKHbI 6b1Tb NOBTOPHO OTNPaBEHbI,
HO noTok ny6nukaumit HE AOJ/DKEH npepbiBatbest [MQTT-6.8.4-3J.

Ecnu comnbTp TeMbl He nAEHTUYEH cyllecTByoWwemy dunbTpy MNognucku, co3gaeTtcsa Hoeas Mognucka v
OTNpPaB/IAOTCA BCe COOTBETCTBYOLLME COXPAHEHHbIE COOOLLEHUS.

Ecnn Cepep nonyyaet naket SUBSCRIBE, koTOpblli COAEPXUT HECKOMBKO (hunbTpoB Tem, oH AO/1-
XXEH o6pabartbiBaTtb 3TOT nakeT, kak ecnu Obl OH NOJYy4YWN MOCNefoBaTe/IbHOCTb M3 HECKO/IbKUX NakeToB
SUBSCRIBE, 3a 1ck/ito4eHnem Toro, YTo OH 06beuHAeT 0TBETbI HA HUX B 0AWH oTBeT SUBACK [MOTT-6.8.4-4].

Maket SUBACK. otnpaBneHHbili CepBepom KnuneHty, JOJ/DKEH copepxaTtb kof Bo3BpaTta A/is Kaxao-
ro coyeTaHns UILTPOB TEM U 3anpolleHHbiX QoS. 3T1oT koA Bo3spata AO/DKEH unn 0603HaunTh mMakcu-
MasibHbIli YPOBEHb kayecTBa 06CNyXunBaHWs, KOTOPbIA 6bln 0b6ecneuyeH Cepsepom Ana 3Toin Mognucku, nnm
ykaszatb Ha c6oii noanuckn [MOTT-6.8.4-5]. CepBep MOxeT o6ecneunTb 60/1ee HU3KWIA YpOBEHb KayecTa
06CNyXMBaHUSA, YeM 3anpocun noanucyuk. s nepecbiiaembix coobueHnii npunoxeHns Cepsep JOJ/DKEH
obecneunTb Takoli Xe ypoBeHb kayecTBa 06CNyXMBaHNS, YTO Gbl/1 yKa3aH B MOMyYeHHbIX coobLweHnax. Ecam
3TO HEBO3MOXHO, To Cepsep AJOJ/IKEH 06ecneynTb MakCMMas/lbHO BO3MOXHbIA YPOBEHb KauyecTBa 06C/TyXu-
BaHWA. NpeayCcMOTPeEHHbIN peanu3auueil. Cepsepy paspelleHo oTnpaenaTb f4y6ukarbl coo6LeHnin nognmc-
4YuKy B Cnlyvae, Korga UcxofHoe cooblyeHne 66110 ony6mkoBaHo ¢ QoS 1. a MakcumanbHbIM NpefocTaBieH-
HbIM QOS 6b121 QoS 0 [MQTT-6.8.4-6J.

Mpumepsbl

1 Ecnu KnneHTy-noANUCcYMKy 6bl1 NpefocTaBneH MakcumanbHbiii QoS 1 ana KOHKpeTHOro cdunbTpa
TeMm, To coobuweHne npunoxennsa QoS 0, cooTBeTCTBYylLUWee punbTpy, gocTabnseTcsa KnuenTy npu QoS 0.
OTo0 03HauyaeT, YTO KNneHT nonyyaeT He 6Gosiee OAHOWN Konuu coobuieHus. C apyroii CTOPOHbI, COO6LLEHNE

QoS 2. ony6nnkoBaHHOEe MO TOW Xe Teme, 66110 NOHWKeHO CepBepoM A0 QoS 1ana gocTaBkn KnmenTy, 4yTo-
6bl KNnMeHT MOT nonyyaThb AY6AUKAT bl KONWUIA COOGLLEHNS.

2 Ecnu KnueHTy-nognucynky npeaocTasBfeH MakcumanbHblii QoS 0, Torga coobuieHne NpUnoXeHus,
nepeBoHavasbHO onyb6nmkoBaHHoe kak QoS 2, MoxeT noTepsaTbcA Npu nepexoge K KnmeHTy, Ho Cepsep He
[O/DKEeH OTNpaBNATh Ay6nuKkaT 3Toro coobueHms. CoobweHne QoS 1. ony6nnkoBaHHOe B TOW Xe TeMme,
MOXeT 6blThb NOTEPSHO UAN Ay6anpoBaHo Npu ero nepegaye Takomy KnneHTy.

NMpumeyaHue — Mognucka Ha hMNLTP TEM C 06ECNEYEHHBIM YPOBHEM KayecTBa 06C/YXUBAHUS 2 3KBUBAIEHT-
Ha BbICKa3blBaHUIO «5 xoTen 6bl NOAyYaTh COO6LEHUS, COOTBETCTBYOLWME ITOMY (DULTPY C TEM YPOBHEM KayecTBa 06-
CNYXXMBAHUSI, C KAKUM OHU Bbl/IM 0NY6AMKOBaHbI». DTO 03HAYAET, YTO M3AaTESb HECET OTBETCTBEHHOCTL 3a ONpejeneHne
MaKCcMManbHOro YpoBHA kadecTBa 06CNyXUBaHWA, KOTOpbIi GyaeT o6ecnedeH Npu AocTaBke COOGLLEHNS, HO MOAMUCUMK
MOXeT noTpe6osath 0T CepBepa NOHU3UTL 3TOT YPOBEHb NPV HEOOGXOANMOCTHU.

6.9 SUBACK — lMoaTtBepxaeHne noanucku

Maket SUBACK otnpasnsietca CepsepoM KnneHTy Ans NoaTBEPXAEHUS NONyyeHns n obpaboTkm na-
keTa SUBSCRIBE.
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MakeT SUBACK cofiepXuT CN1COK KOJOB BO3BpaTa, KOTOpble ONpeaensioT MaKCUMasbHblli YPOBEHb
QoS. KoTopbIii 661 NpefocTaBNeH No kaxAaoii Mognucke, 3anpoleHHo nakeTom SUBSCRIBE.

6.9.1 ®ukcupoBaHHbI 3aro10BOK
duKcrMpoBaHHbIli 3arosioBok naketa SUBACK npuegeH B Tabnuue 39.

Ta6nuua 39 — duKCMPOBaAHHLIA 3aronoBok naketa SUBACK

Bur 7 B 6 4 3 2 1 0
Baiit 1 Tun ynpasnsatouwero naketa MQTT (9) 3apes3epBrpoBaHo
1 0 0 1 0 0 0 0
Baint 2 Ocrtartok 6aiToB

Mone «OcTaTok 6anTOB»

OT0 pasMep NepemMeHHOro 3arosioBka (2 6aiTta) nc AMHA NONE3HOW Harpy3ku.

6.9.2 TllepeMeHHbIi 3aros0BOK

[MepeMeHHbIl 3arofloBOK COAEPXUT MAeHTUdMKaTop naketa n3 naketa SUBSCRIBE, koTopblii noa-
TBEpxAaeTca. B Tabnuue 40 npmeeeH hopmat nepemMeHHOro 3arosioBka.

Tab6nunuya 40 — lNepemMeHHbI 3aronosBok naketa SUBACK

Bur 7 B 6 4 3 2 1 0
bant 1 MaeHnTudmkatop naketa MSB
Baiit 2 NpeHTndmkaTtop naketa LSB

6.9.3 TllonesHas Harpyska

MonesHasn Harpyska COAePXUT CNUCOK KOJOB Bo3BpaTa. Kaxablli Koj Bo3BpaTa COOTBETCTBYET UnbTpy
Tem B noarsepxaeHHom nakete SUBSCRIBE. MNopagok kogos so3spata B nakete SUBACK OOJIKEH cooT-
BETCTBOBaTb Nopsaky duibTpos TeM B nakete SUBSCRIBE [MQTT-6.9.3-1].

B Tabnvue 41 npuBeLeHoO nose koga Bo3BpaTa, 3aKkoAMpoBaHHoOe B GaliTe B NOME3HYI0 Harpysky.

Tab6nuua 41 — dopmart nonesHoli Harpy3sku naketa SUBACK
Bur 7 6 6 4 3 2 1 0
Kop Bo3spata

Baiit 1 X 0 0 0 0 0 X X

PaspelueHHble Kofbl BO3BpaTa:

0x00 — YcnewHo — Makc. QoS 0

0x01 — YcnewHo — Makc. QoS 1

0x02 — YcnewHo — Makc. QoS 2

0x80 — OTka3

Kopgbl Bo3BpaTta SUBACK. oTnmnyHble ot 0x00. 0x01, 0x02 n 0x80, 3ape3epsupoBaHbl 1 HE AOJDKHbI
ncnonb3osarbca (MQTT-6.9.3-2J.

Mpumep — B Tab6nuue 42 npusefeH 6aliToBbIN (hopMaT Nose3HoW Harpysku gna nakeTa SUBACK.

Tab6nuuya 42 — MNprvMep NOME3HON Harpysku

OnvcaHve 7 6 5 4 3 2 1 0
Baiit 1 YcnewHo — MakcumansHoe QoS 0 0 0 0 0 0 0 0 0
Bait 2 YcnewHo — MakcumanbHoe QoS 2 0 0 0 0 0 0 1 0
baiit 3 OTkas 1 0 0 0 0 0 0 0

Kpatkoe onucanve naketa SUBACK npusegeHo B Tabnuue 43.
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Ta6nuuya 43 — lMpumMep NoMEe3HOWN Harpysku

HanmeHoaanva 3HaueHune
YcnewHo — MakcumansHoe QoS 0 0
YcnewHo — MakcumanbHoe QoS 2 2
OTka3s 128

6.10 UNSUBSCRIBE — OTMeHUTb NOANNCKY Ha TEMbI

Maket UNSUBSCRIBE oTtnpaensetcs KnveHtom Ha CepBep C Lefblo 0TKasa OT MOAMNNCKM Ha TEMbI.
6.10.1 ®uKCUMpOBAaHHbLIN 3aro/I0BOK
dukcmpoBaHHbIi 3aronoBok naketa UNSUBSCRIBE npuseaeH B Tabnuue 44.

Ta6nuua 44 — dukcupoBaHHbIA 3aronosok naketa UNSUBSCRIBE

But 7 B 5 4 3 2 1 0
Baiit 1 Tun ynpasnstowero naketa MQTT (10) 3apesepBrpoBaHo
1 0 1 0 0 0 1 0
baiit 2 OcTatok 6aiiToB

BuTbl 3, 2. 1 1 0 dhvkcupoBaHHOro 3arofoBka ynpasnsiowero naketa UNSUBSCRIBE 3ape3epBupoBa-
Hbl 1 JOJ/DKHbI 6b1Tb ycTaHoBAEeHbI Ha 0. 0. 1 1 0 cooTBeTcTBEHHO. CepBep AOJ/DKEH cunTtaTh Nto6oe gpyroe
3HaYeHne UCKaXKeHHbIM U NpepsaTb ceTeBoe coefnHeHve [MQTT-6.10.1-1].

Mone «OcTaTokK 6aliToB»

OT0 pa3mep NepemMeHHOro 3arosioBka (2 6alita) ntc AsinHa Nosie3Hol Harpysku.

6.10.2 TepemeHHbIli 3aron0BOK

MepemeHHbIli 3aroNoBOK COAEPXNT naeHTudmKaTop naketa. B nyHkre 5.3.1 cogepxunTcs 4ONONHNTENb-
Has nHopmaumsa 06 naeHTudpmkaTopax nakeTos. B Tabnuue 45 npuBegeH nepeMeHHbIli 3aronoBOK nakeTa
UNSUBSCRIBE.

Tab6nunuya 45— lMepemeHHbI 3aronosok naketa UNSUBSCRIBE

Bur 7 B 5 4 3 2 1 0
Baiit 1 NpeHTudrkaTop naketa MSB
baiir 2 MaeHTudmkatop naketa LSB

6.10.3 TlonesHas Harpyska

MonesHas Harpy3ka gna naketa UNSUBSCRIBE cogepXut cnvcok hunbTpoB TeM. 0T KOTopbIX KnueHt
HamepeH oTnucaTbes. PunbTpbl TeM B nakete UNSUBSCRIBE JOJ/TKHbI 6b1Tb 3akoAnpOBaHHbIMU CTPOKaMU
UTF-8. kak onpegeneHo B nyHkTe 4.5.3. (hopMrpoBaTh HENPEPBIBHbIA NakeT AaHHbIX [MQTT-6.10.3-1].

MonesHas Harpy3ka naketa UNSUBSCRIBE AOJ/DKHA cogepxaTb, kak MAHUMYM, OAVH (OUIbTP TEM.
MakeT UNSUBSCRIBE 6e3 none3Hoii Harpy3ku sBnseTcs HapyleHmem npoTtokona [MQTT-6.10.3-2]. WHdop-
mMauua no obpaboTke owWNBOK NpusefeHa B nogpasgene 7.8.

Mpumep — B Tabnuue 46 npuseAeH NnpuMep Nosfe3Hoi Harpysku gna nakeTa UNSUBSCRIBE.
Tabnuuya 46 — Mpumep 6aliToBoro choopmarta NonesHoi Harpyskm
OnucaHvie 7 B 5 4 3 2 1 0

®unbTP No Temam

Baint 1 Anuna MSB (0) 0 0 0 0 0 0 0 0
baiir 2 OnuHa LSB (3) 0 0 0 0 0 0 1 1
Bait 3 a' (0x61) 0 1 1 0 0 0 0 1
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OkoHuaHue Tabnuubl 46

OnucaHue 7 B 6 4 3 2 1 0
Bait 4 I (0x2F) 0 0 1 0 1 1 1 1
baiit 5 b' (0x62) 0 1 1 0 0 0 1 0

Baiit 6 OnuHa MSB (0) 0 0 0 0 0 0 0 0
Baiit 7 [nuHa LSB (3) 0 0 0 0 0 0 1 1
baiit 8 *C (0x63) 0 1 1 0 0 0 1 1
Bait 9 o (Ox2F) 0 0 1 0 1 1 1 1
BainTt 10 ud (0x64) 0 1 1 0 0 1 0 0

MakeT UNSUSCRIBE kpaTko onucaH B Tabnuue 47.

Ta6nuua 47 — Npumep NonesHolit Harpyskm

HanmeHnoBaHue Tema
HassaHune Tembl “a/b"
Ha3saHue Tembl “cnr

6.10.4 OrtBet

duUnbTPbl TEM (HE3aBUCMMO OT TOTO, COAEPXaT /I OHN NOLCTAHOBOYHbIE 3HAKW WN HET), yKasaHHble B
nakeTe UNSUBSCRIBE. O/1)KHbI cpaBHMBaTbLCA MO KaXA0MY CUMBOJY C TEKYLLUM HA60pOM (hUbTPOB TEM.
xpaHsawmxcsa Ha Cepsepe ans Knuenta. Ecnv HailaeHo TOYHOe COOTBEeTCTBME, TO MOANMUCKA yaanseTcs, B Npo-
TVBHOM C/lyyae HUKakoli AOMOMHNTENbHON 06paboTku He npomcxoauT [MQTT-6.10.4-1].

Ecnn Cepsep ygansaeTt nognucky:

- oH JOJIKEH npekpatuTb 106aBnATb HOBble COO6LLEHNA B o4yepeb Ha nepecblnky [MQTT-6.10.4-2]:

- oH JOJDKEH 3aBepwutb foCTaBKy Nto6bIx coobleHunii QoS 1 nam QoS 2, KoTopble OH Havasa oTnpas-
nate Knuenty [MQTT-6.10.4-3];

- oH MOXXET npogomxuTb OCTaBKy N06bIX CYLLECTBYOLMX COOOLLEHNI, COXpPaHEHHbIX B Bydhepe ans
poctaBkn KnneHrty.

Cepsep JOJ/DKEH oTtBeuaTh Ha 3anpoc UNSUBCRIBE. otnpasus nakeT UNSUBACK. Naket UNSUBACK
OOJ/DKEH vnmeTb TOT Xe naeHtudukatop naketa, 4yto n naket UNSUBSCRIBE [MQTT-6.10.4-4]. faxe ecnu
Hukakve Mognuckn Ha Tembl He yaaneHsl. Cepep JOJ/DKEH otnpaButs UNSUBACK [MQTT-6.10.4-5].

Ecnn Cepep nonyyaet naket UNSUBSCRIBE, cogepxalmnii Heckonbko gunabTpoB Tem. oH AOJ1-
)KEH obpabatbiBaTb 3TOT MakeT, Kak ecnu 6bl OH MoMy4un nocnefoBaTeflbHOCTb U3 HECKOJIbKUX MakeToB
UNSUBSCRIBE, 3a uckitwo4yeHmem Toro, 4To OH oTnpaBnseT Tobko ognH otBeT UNSUBACK [MQTT-6.10.4-6].

6.11 UNSUBACK — lNoaTteepxXAeHne oTMeHbl MOANMUCKN

Maket UNSUBACK otnpaBnsetca CepBepoMm KAveHTy ANnA NOATBEPXAEHWA MNONYYeHUs naketa
UNSUBSCRIBE.

6.11.1 ®uKcMpOBaHHbI 3aron0BOK

dukcrpoBaHHbIi 3aronosok naketa UNSUBACK npuBegeH B Tabnuue 48.

Tab6nunuya 48 — dukcMpoBaHHbIli 3aronoBok naketa UNSUBACK

Bur 7 6 5 4 3 2 1 0
Bant 1 Tun ynpasnswouwiero naketa MQTT (11) 3apesepBrnpoBaHo
1 0 1 1 0 0 0 0
Baiit 2 OcTaTok 6aliToB (2)
0 0 0 0 0 0 1 0
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Mone «OcTartok 6aliToB»

370 pa3mep nepemeHHoro 3aronoska. s naketa UNSUBACK gaHHOe 3HayeHue pasHo 2.

6.11.2 [MepeMeHHbI 3aron0BOK

MepeMeHHbIli 3arooBoK coaepxuT naeHtudukatop naketa UNSUBSCRIBE, koTopblii noaTBepxaeT-
csa. MNepemeHHbIi 3aronosok naketa UNSUBACK npuBefeH B Tabnuue 49.

Tab6nunya 49 — NepeMeHHbI 3aronoBok naketa UNSUBACK

Bur 7 6 5 4 3 2 1 0
Baiit 1 NaenTudmkaTop naketa MSB
Baiir 2 MpeHTudumkatop naketa LSB

6.11.3 Tlones3Hasa Harpyska
MakeT UNSUBACK He umeeT nosie3How Harpysku.

6.12 PINGREQ — 3anpoc PING

MakeT PINGREQ oTtnpasnsietcs KnveHtom Ha CepBep. Ero MoXHo ncnonb3oBatb 415 TOro, YTobbl:

- ykaszatb CepBepy, YTO KNMEHT akTMBEH, NPU OTCYTCTBUU Kaknx-Nnbo Apyrux ynpasnsiowmx nakeTos,
oTnpasnsemblx KnmeHtom Ha Cepsep.

- HanpasuTb 3anpoc AJ/15 Nosly4eHUs NoATBEPXKAEHUS, 4TO CepBep aKTUBEH:

- NPOBECTU TECT CeTU nepefaun AaHHbIX, YTO6bl NOATBEPAUTL, YTO CETEBOE NOAKIYEHNE aKTUBHO.

[aHHbIli NakeT Mcnosnb3yeTcs Ans 06paboTkM akTUBHOTO coefuHeHns, 6onee nogpobHas MHopmauus
npvsegeHa B noAnyHkre 6.1.2.10.

6.12.1 ®UKCMPOBAHHbIN 3aro0BOK

dukcrpoBaHHbIi 3aronoBok naketa PINGREQ npuBegeH B Tabnuue 50.

Ta6nunuya 50 — dukcmpoBaHHbIli 3aronoBok naketa PINGREQ

But 7 6 S 4 3 2 1 0
BaiTt 1 Twn ynpasnswouwero naketa MQTT (12) 3ape3epBupoBaHoO
1 1 0 0 0 0 0 0
Baiit 2 OcTtaTtok 6aiitos (0)
0 0 0 0 0 0 0 0

6.12.2 MepeMeHHbIi 3aronoBokK

MakeT PINGREQ He nmeeT nepeMeHHOro 3arosioBka.

6.12.3 MNMonesHasa Harpyska

MakeT PINGREQ He umeeT NnonesHoi Harpysku.

6.12.4 OTBeT

Cepsep JOJ/DKEH otnpasutb nakeT PINGRESP B oTBeT Ha nakeT PINGREQ [MQTT-6.12.4-1].

6.13 PINGRESP — OtBet PING

Maket PINGRESP otnpaBnsietca CepsepoM KnneHTty B oTBeT Ha nakeT PINGREQ. OH yka3sblBaeT, 4To
CepBep aKkTuBeH.

[aHHbIil nakeT ucnonb3yeTcs ANs NOAAEPXKNA aKTUBHOTO coefiMHeHns mexgy CepsepomM v KnvmeHTom,
6onee nogpobHasa MHopmaumsa npueeeHa B noanyHkte 6.1.2.10.

6.13.1 ®ukcupoBaHHbI 3aros0BOK

dukcrpoBaHHbIi 3aronosok naketa PINGRESP npusegeH B Tabnuue 51.
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Ta6nuya 51 — dukcnpoBaHHbIN 3aronoBok naketa PINGRESP

Bur 7 6 S 4 3 2 1 0
Baiit 1 Twn ynpasnsiowero naketa MQTT (13) 3apesepsBrnpoBaHo
1 1 0 1 0 0 0 0
BanT 2 OcTatok 6aiitoB (0)
0 0 0 0 0 0 0 0

6.13.2 NOPOMOHHbI 3aron0BOK

Maket PINGRESP He nMeeT nepemMeHHOro 3arosioBka.
6.13.3 MNones3Hasa Harpyska

MakeT PINGRESP He nmeeT nonesHoli Harpysku.

6.14 DISCONNECT — YBefomaeHne 06 oTK/I0UEHUN

MakeT DISCONNECT saBnserca nocriefHUM ynpas/sloWUM naketoMm, oTrnpasnsemMbiM KnneHtom Ha
Cepsep. OH ykasbiBaeT, 4To KveHT oTktouaeTca npegHaMepeHHo, B COOTBETCTBUM C MPOLLefypoil, yCTaHOB-
NIEHHON HaCTOoALMM CTaH4apToOM.

6.14.1 duKkcupoBaHHbI 3aros0BOK

durkKcmpoBaHHbI 3aronioBok naketa DISCONNECT npuBegeH B Tabnuvue 52.

Tab6nuuya 52 — dukcrpoBaHHbIli 3aronoBok naketa DISCONNECT

Bur 7 6 6 4 3 2 1 0
Baiit 1 Tun ynpasnstowero naketa MQTT (14) 3apesepBrpoBaHo
1 1 1 0 0 0 0 0
Baiit 2 OcrTaTtok 6aiitoB (0)
0 0 0 0 0 0 0 0

Cepsep JO/DKEH npoBepuTb, 4TO6bI 3ape3epBrpoBaHHble 6UTbI GbINN YCTAHOB/EHb! HA HOJb U OTK/H0-
ynTb KnueHTta, ecniv oHM He pasHbl Hyo [MQTT-6.14.1-1].

6.14.2 MNMepeMeHHbIli 3arooBoOK

MakeT DISCONNECT HO nmeeT nepeMeHHOro 3arosioBka.

6.14.3 MNones3Hana Harpyska

MakeT DISCONNECT He umeeT No/1e3HOi Harpysku.

6.14.4 OtBeT

Mocne otnpaskn naketa DISCONNECT KnueHT:

OOJ/DKEH pa3opBaTb ceTeBoe coefuHeHne [MQTT-6.14.4-1];

6onbwe HE AO/MKEH oTnpaBnaTb ynpaBisioowume MakeTbl 4yepe3 3TO ceTeBOe MOAK/IHYeHMe
MOTT-6.14.4-2].

Mpu nonyyennn DISCONNECT Cepsep:

OO/MKEH ypanuTb nto6oe coobuieHne «nocnefHei Boam», CBA3aHHOE C TEKYLLUM NOoAKIoYeHem, 6e3
ero ny6nukauuy, kak onmcaHo B pasgene 6.1.2.5 [MQTT-6.14.4-3];

CNEAOYET npepBaTb ceTeBoe coeAnHeHne, ecnn KNNeHT ellle 3TOro He caenad.

7 OnuncaHwne paboTbl MPOTOKOJ/IOB

7.1 CoxpaHeHune coCcToAHUA

KnuneHty n Cepeepy Heob6x0AMMO COXpaHATb cocTosiHWe CeaHca, Y4To6bl AO/MKHBIM 06pa3om obecne-
ynBaTb HEOOXOAMMBIA YpOBEHb kKayecTBa o6cnyxmnsanna (QoS). KnueHt n Cepsep JOJ/IKHbI coxpaHaTb co-
cTosiHMe CeaHca Ha npoTsxeHun Bcero CeaHca [MOTT-7.1.0-1]. CeaHc OOJDKEH gnutbcs kKak MUHUMYM [0
Tex nop, Noka akTMBHO ceTeBoe coeguHeHne [MQTT-7.1.0-2].
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CoxpaHeHHble CO0OLLEeHUs He ABMASKTCA YacTbio coOXpaHeHHOro coctosiHus CeaHca Ha CepBepe. Cep-
Bepy C/IEAYET coxpaHaTb Takue coo6LeHus, noka ux He yaanuT KinenT.

MpumeuvaHunsa

1 O6bem xpaHunuw, KnueHta n Cepepa, KOHEYHO, orpaHnyeH. Camu xpaHuauwa rnoryT 6biTb 06 beKTaMy NOANTUK
afAMUHUCTPUPOBAHUSA, HanpMmep, B YacTU MakCMMasibHOro BPEMEHU XpaHeHMs cocTosHMs CeaHca Mexay NoBTOPHbLIM
yCTaHOBJIEHNEM CeTeBOro coeAnHeHns. CoxpaHeHHoe cocTosiHne CeaHca MOXeT GbiTb aHHY/IMPOBAHO B pe3ysbTaTe Aeil-
CTBWIA agMUHMUCTpaAToOpa, BK/IOYas aBTOMaTUYeCKWuii OTBET Ha onpefesieHHble YC/IoBusA. OTO NPUBOAMT K 3aBEpPLUEHUIO
CeaHca. [laHHble feliCTBUSI MOTYT 6GbITb Bbl3BaHbl OTPAHUYEHUSMU PECYPCOB MU APYTVMU ONepaLVoHHbIMU NPUYMHAMN.
ByaeT pasyMHbIM OLEHUTb BO3MOXHOCTY XpaHunuw, Knnenta n Cepsepa, 4To6bl rapaHTUpOBaTb UX AOCTATOYHOCTb.

2 C6ou B annapaTHOM WM NporpaMmMHOM ob6ecneyeHun MOoryT NpMBECTW K NOTepe WAN NOBPEeXAEeHU0 COCTOAHUA
CeaHca, coxpaHeHHoro Knnentom nnu Cepsepom.

3 Mpu HopManbHOM hYHKUMOHUPOBaHUKN KnneHta unn Cepeepa NpUUYNHON NMOTEPU WAV NMOBPEXAEHNS COXPaHEeH-
HOro coctosiHua CeaHca MOTyT cTaTb AeicTBMA agMUHMCTPaTopa, c60li NporpamMMHOro Wan annapaTtHoro o6ecneyeHus:.
[JelicTBus agMuHmMcTpaTopa MoryT 6biTb aBTOMATU4eCKUM OTBETOM Ha onpefesnieHHble ycnoBus. [laHHble geiicTBnA MOryT
6bITb Bbi3BaHbl OrpaHUYEHUAMU PECYPCOB WUAW APYTMMU ONepaLMoHHbIMU NpuynHamu. Hanpumep, CepBep MOXeT onpe-
[eNNTb. YTO. COTNacHO BHELUHel nHdopmauun, coobLieHne nnm coobleHns 6onblue He MOTyT JOCTaBASATLCS Tekylemy
nnun 6yayuemy KnmeHry.

4 Monb3oBaTenu npotokona MOTT A0O/MKHbI OLEHUBATb BO3MOXHOCTU XpaHUMULL, TeX WM UHbIX peanu3aunii Knu-
eHTa n Cepsepa, 4715 LO/DKHOTO 06ecneyeHnss nx COBCTBEHHbIX HYXA,.

Mpumepsl

1Hanpumep, nonb3oBaTeNb, Xenawlmnii cobpaThb NoKasaHWs cCYHe T YNKOB 31€KTPOIHEPTUUN, MOXET pe-
WNThb, 4TO €My HEO6XOAMMO UCMONb30BATbL Co06LWEeHNA QOS 1, NOCKObKY OH AO/KEH 3aWUTMNTb NOKasaHns
0T NoTepu No ceTH, 0OJHAKO OH MOXeT OnpeAennTb, YTO UCTOUYHUK NN T aHUA JOCTaTOYHO HAAEXHbI, YT O0-
6bl AaHHble Yy KnueHTa n CepBepa MO/ XpaHUTbCSA B 9HEPro3aBnCcMMOi naMaTun 6e3 0cob6oro pucka norepu.

2 W, HaobopoT, co3faTeNb NPUIOXKEHNA MO onnaTe NapkoBKW MOXeT pewnTb, 4YTO niaTexHoe co-
obweHne He MOXeT 6blTb NOTEPSAHO HM NPU KaknX 06CTOATEeNnbCcTBax, NO3TOMY TpebyeTcs, 4TO0Obl BCe
faHHble 6bl1N 3anncaHbl B 9HEProHe3aBuCcUMoii naMaTH A0 TOro, Kak oHu 6yayT nepefaHbl Mo ceTW.

7.2 CeTeBble NOAKIOYEHUSA

Ons pa6oTbl NpoTokona MQTT TpebyeTcs 6a30Bblii NPOTOKON Nepefiayuun AaHHbIX, KOTOpPbIA o6ecneunt
yrnopsifoueHHyo nepegady notoka 6aiitoB 6e3 notepb oT KnueHta k CepBepy 1 oT CepBepa K KnneHTy.

MpumeuaHuns

1 TpaHCnOpTHLIM MPOTOKO/IOM, UCMO/b3yeMbIM ANna paboTel MQTT 3.1, 6611 TCP/IP, kak onpegeneHo B [6]. TCP/IP
MOXeT ucnonb3osatbes ana MQTT 3.1.1. Takxe nNoAxXo4AT cnegyoLlmne:

- TLS [3]:

- WebSocket [4].

2 TCP-nopTbl 8883 1 1883 3apeructpuposaHbl B IANA B oTHOWweHUN MQTT TLS v oTAuuHol oT TLS KoMMyHMKaLmm,
COOTBETCTBEHHO.

lMpoToKo/bl Nepefaun faHHbIX, He npefycMaTtpusalolime npeasaputesibHoro yctaHoB/ieHUs coenHe-
HMA. Takne kak UDP. He nogxomaT ans obecneveHns pa6otel MQTT, NOCKO/IbKY OHW MOTyT NOTEPATbL UK U3-
MEHUTb NOPALOK JaHHbIX.

7.3 YpOBHM KayecTBa OGC}'Iy)KI/IBaHMFI M NOTOKN NPOTOKO/10B

MQTT obecneunBaeT f0OCTaBKY COOOLLEHUA NMPUIOXEHNI B COOTBETCTBMU C YPOBHAMM KayecTsa 06Cny-
xuBaHusa (QoS), onpefeneHHbIMU B HACTOSALLEM cTaHaapTe. MpOTOKON [OCTaBKN ABNSETCA CUMMETPUYHbBIM,
B onucaHunn Hmxke KnmeHT n CepBep MOryT BbINOMHATL ponb OTnpasutens wnum Monyuyatens. MpoTtokon fo-
CTaBKV OMUCbIBAET UCKTIOUYNTE/IbHO [O0CTaBKYy COOOLLEHNS NPUIOXEHNS OT OAHOro OTNpaBuTeNns K 04HOMY Mo-
nyyatento. Koraa CepBep f0OCTaBNs€T COOGLLEHNE NPUNIOXEHUS HECKONbKUM KnueHTam, Kaxablii KnneHT 06-
pabaTbiBaeTCA He3aBMCMMO. YPOBEHb kayecTBa 06CcnyxmBaHus, obecneyvBaemblii Npu AoCTaBKe MCXOAALLLEr0
COO06LLEHNSA NPUIOXEHNA KNNeHTY, MOXeT OT/IM4yaTbCsa OT TaKOBOro A/151 BXOAALLEr0 COOBLLEHNS NPUNOXEHUS.

HeHopmaTuBHblE 6M10K-CXEMbI B CReaylowWwmux pasfgenax npegHasHaveHbl 418 AEeMOHCTpauMm BO3MOX-
HbIX NOAX0A0B K peanunsauuu.

7.3.1 QoS 0: JocTaBka He 6onee of4HOro pasa

CooblLeHre focTaBnseTcs B COOTBETCTBMM C BO3MOXHOCTAMM 6a30Bol ceTu. MonyyaTenb He oTnpas-
nAeT OTBET, U OTNPaBUTE b HE BbINO/IHAET HUKaKMX MOBTOPHbIX MOMNbLITOK 0TNpaBku. CoobLeHne gocTasniseT-
CA nony4yartesnto TONbKO OAWH pa3 Un He JOCTaBNseTCs BOBCE.
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Mo npoTokony goctaskn QoS 0 oTnpasuUTeNb:

- AOMKEH otnpasutb nakeT PUBLISH ¢ QoS = 0. DUP = 0 [MQTT-7.3.1-1J.

Mo npoTokony goctaskn QoS 0 nonyyatesnb:

- MpUHMMAaET coobLyeHne npu nonyyeHun naketa PUBLISH.

B tabnuue 53 B kayecTBe npumepa npueefeHa TexHonornyeckas cxema nportokona Qos.

Tab6nuya 53 — TexHonoruyeckas cxema npotokona QoS O

feiicTBus oTnpasutens Ynpasnawuwunii naket feiicTBua nonyuyatens

PUBLISH QoS 0. DUP=0

OTnpaBuTb COOBLLEHNE MPUIOKEHNSI COOTBET-
CTBYIOLLEMY MonyyaTesnto (nonyyarensm)

7.3.2 QoS 1: locTaBKa He MeHee OAHOr0 pasa

Mpy faHHOM ypOBHE KayecTBa 06CyXMBaHUA rapaHTUpyeTcs, YTo cooblleHne byaeT focTaB/IeHO MNOo-
nyyartesno He MeHee ofHoro pasa. MNaketT PUBLISH QoS 1 nmeeT ngeHtudukatop naketa B nepemMeHHoOM
3arosioBke n noareepxgaetca naketom PUBACK. [jononHutenbHas uHdopmaumsa o6 naeHtudmkatopax na-
KeToB yKa3aHa B nyHkTe 5.3.1.

B npotokone goctaeku QoS 1 otnpasutesnib JOJIKEH:

- HasHauyaTb HeWcnosb3yemblli MAEHTUdMKATOP NakeTa Kaxablii pa3. Korga y Hero ecTb HoBoe coobue-
HVe NpunoxeHusa ansa nyénvkauuu;

- oTnpaBuTb NnakeT PUBLISH, cogepxaliuii 3ToT ngeHTudumkaTop naketa ¢ QoS = 1. DUP =0;

- paccmatpuBatb nakeT PUBLISH kak «HenoATBEepXAEHHbIM», NOKA OH He NOJy4YUT COOTBETCTBYIOLLNI
nakeT PUBACK oT nonyuyatens. bonee nogpo6Hasa nHgopMaLma 0 HENOATBEPXKAEHHbIX COOOLLEHUAX Npu-
BefieHa B nogpasgene 7.4.

[MQTT-7.3.2-1],

WpeHTudpmkaTop naketa cTaHOBUTCA AOCTYMNHbLIM A9 NOBTOPHOrO UCNOJ/Ib30BaHUSA, KakK TONIbKO OTrpasu-
Tenb NoMy4nn cCoOoTBETCTBYOWMIA nakeT PUBACK.

O6paTnTe BHUMaHWE, YTO OTNPABUTENIO paspeLLeHo OTNPaBnATb AanbHelwmne nakeTbl PUBLISH ¢ pas-
JIMYHBIMU MAEeHTUdIMKATOPaMy NakeToB, Noka OH OXWAaeT NoyYeHNs NoATBEPXAEHWA.

B npotokone goctaBkn QoS 1 nonyyatens JOJ/DKEH:

- MpuHAB coobuieHne npunoxeHus u3 naketa PUBLISH, otBeTuth naketom PUBACK. cogepxalimm
COOTBETCTBYIOLWMI NAEHTUNKATOP NakeTa;

- nocrne otnpasku naketa PUBACK cuuTatb nto6oii Bxogawmii naket PUBLISH, koTopsblii cogepXxuT ToT
Xe ngeHtTudmkaTop nakeTta, HoOBOM ny6nukaunen, HesaBUCMMO OT ycTaHoBKM donara DUP.

[MQTT-7.3.2-2],

TexHonormyeckas cxema nNpPoOTOKONA YPOBHSA kavecTsa 06cnyxnsaHnsa (QoS) 1 npvsegeHa B Tabnuue 54.

Ta6nuua 54 — TexHonornyeckas cxema npotokona QoS 1
[leficTBus oTnpasutens Yynpasnsitouuit naket [lelficTeus nonyyatens

CoxpaHuTb cooblieHne

Otnpasutb PUBLISH QoS 1. buPO, - >
«/peHTudpmkatop naketa>

MNHnyunpoBath 0TNpaBKy CO06LEeHNs NpunoXeHnal*

OTnpaButb PUBACK «/feHTudmnkaTop nakera>
AHHynMpoBaTtb coobuieHne

liMonyyaTento He TpebyeTca AOCTaBNSATL COOOLLEHNE NPUNOXeHNUa nepes oTnpaBkoii PUBACK. Korga ero nep-
BOHauasbHbIl oTNpaBuTesnb nonyyaeT nakeT PUBACK. npaBo cO6CTBEHHOCTM Ha COOGLLEHME NMPUIOXEHUS NePeEXoanT
K nonyvarernio.
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7.3.3 QoS 2: PoBHO 0fHa gocTaBka

[JaHHbIl ypoBeHb kayecTBa 06CNYXMBaHUA ABNSETCA CaMblM BbICOKMM YPOBHEM KauecTBa 06CnyxuBa-
HMA 4NA MCMOMb30BaHWA B Cly4vasx, Korga Henpuemsiembsl HU noTepu, Hu fy6nuposaHue cooblueHwui. Mpu
nepegave coobLLeHUli C AaHHbIM YPOBHEM KauyecTBa 06CNYXMBAHUS BO3PacTalOT HakNajHble pacxofpl.

CoobueHne QoS 2 umeeT ugeHTuumkaTop naketa B nepeMeHHOM 3arosioBke. B nyHkTe 5.3.1 copep-
XWUTCA AonosHuTesibHas uHdopmaumsa o6 ngeHTudmkaropax nakeTtos. Monyyatenb naketa PUBLISH ¢ QoS 2
VHMLMaNu3npyeT npouecc NOATBEPXAEHUS, COCTOALMNIA U3 ABYX 3TANOB.

B npoTtokone goctasku QOS 2 oTnpasuUTeNb.

- BO/IKEH Ha3HaunTb HENCnosb3yemblil naeHTunkaTop naketa, ecam y Hero ecTb HOBOe CO06LLeHne
nNpunoXeHns ansa nyénvkauum;

- LOMMKEH otnpaBuTb nakeT PUBLISH, cogepxatyuii gaHHblii naeHTndmkatop naketa, ¢ QoS = 2.
DUP =0;

- BO/MKEH cunTath nakeT PUBLISH «HenofTBepXAeHHbIM», NOKa OH He MOJlyYnT COOTBETCTBYIOLLMIA
naket PUBREC o1 nonyyatens. CMm. nHdopMaLMio 0 HenoATBEPXAEHHbIX CO0bLEeHNAX B nogpa3sgene 7.4,

- JOMDKEH otnpaButb naket PUBREL, korga oH nonyvaeT nakeT PUBREC oT nonyuyatensi. [JaHHbli
nakeT PUBREL OOJ/IKEH copepxatb TOT e uaeHTumkaTop nakerta, 4to U UcxofHolit nakeT PUBLISH;

- BO/MDKEH cuutatb naket PUBREL «HenoATBepXAeHHbIM», NOKa OH He NOJly4YuT COOTBETCTBYIOLLMIA
naket PUBCOMP ot nonyyatens;

- HE MOJXXET nosTopHo otnpasute PUBLISH nocne otnpaBku cooTBeTcTBylolero naketa PUBREL
[MQTT-7.3.3-1].

NpeHTudrkaTop nakeTa CTaHOBUTCA JOCTYMHbIM A1 NOBTOPHOIO UCMOJIb30BaHUSA, KakK TO/IbKO OTNpaBu-
Tefb NONy4Ynn COOTBETCTBYOLWMIA nakeT PUBCOMP.

O6paTnTe BHMMaHUe, YTO OTNPaBUTESII0 paspeLLeHo OTNpaBAaTeL cneayowme naketsl PUBLISH ¢ pas-
JINYHBIMN MAEHTUdMKaTOpamMy NakeToB, NoKa OH OXnAaeT NonyvyeHUs NofTBEPXAEHNI.

B npoTtokone goctasku QoS 2 nonydarens JOJDKEH;

- NPUHAB cooblleHre npunoxeHusa us naketa PUBLISH, otBeTuTb naketom PUBREC. cogepxalum
COOTBETCTBYIOLMNIA NAEHTU(MKATOP NakeTa;

- [0 Tex nop, Moka OH He MOMyYnT cOOTBETCTBYHLWMI nakeT PUBREL. nogtBepxaarth Nt060i nocne-
ayowmii naket PUBLISH ¢ Tem xe ngeHTudmkatopom naketa, otnpasus PUBREC. B atom cnydvae oH HE
OOMKEH wmHuumupoBath gy6impoBaHne coobLyeHunii aa nocneaywwmnx noayyarenei;

- oTBevatb Ha nakeT PUBREL. otnpasue naket PUBCOMP. cogepxalyuii TOT Xe naeHTugukarTop na-
KeTa. 4to n PUBREL,;

- mocne TOro, kak oH oTnpasuin PUBCOMP, cuntatb nto6oli nocnepyrowmini naket PUBLISH, coaepxa-
LWKWIA gaHHbIA naeHTUdVKaTOp NakeTa, HoBol nNy6nukauvein [MOTT-7.3.3-2].

HeHopmaTVBHbIV NpYMep TEXHOIOTMYECKO CXxeMbl NPOTOKOA YPOBHS KayecTBa 06¢cnyxunsanus (QoS) 2
npviBegeH B Tabnauue 55.

Ta6nuuya 55— TexHonornyeckas cxema npotokona QoS 2

Ynpasnstowmii
naket

[lelicTBus oTnpasuTens [leiicTBUSA nonyvatensi

CoxpaHuTb coobLeHne

PUBLISH QoS 2. DUP 0.
«/peHTudbukaTop naketa>

Cnoco6 A. coxpaHnTb CO06LLeHNEe Un

Cnoco6 B. coxpaHutb «/igeHTudnkatop naketa>. satem
MHMLMMPOBaTL Nepefadvy A0CTaBKM COOGLLEHUs npuo-
XeHnal)

PUBREC «MWpaeHTudmkatop naketa»
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OkoHuaHue Tabnuubl 55

[elicTBus otnpasutens Wpa:gggmmm [elicTBus nonyyarens
AHHY/IMpOBaTb COOGLLEHNE, COXPaHUTb
nony4yeHHslii PUBREC «WpaeHTudmkatop
naketa>
PUBREL «/geHTudmkaTop naketa>
---------- >

Cnoco6 A. MHULMNPOBATL OTNPABKY COO6LLEHUst NPUIO-
XEeHNs 1, 3aTeM OTMEHUTb COOBLEHNE: Un

Cnocob6 B. aHHynmpoBaTh «/igeHTudnkaTop naketa>

OTtnpaBute PUBCOMP «/aeHTudukatop naketa>

AHHYNMpoOBaTbL COXPaHeHHOe COCTOAHNE

N MonyyaTento He TpebyeTcs AOCTaBNATb COOGLLEHME NPUNOXEHUS Nepes oTnpaBkoit PUBREC nnn PUBCOMP.
Korga ero nepeoHavanbHblii oTnpaBuTenb nonyvaet nakeT PUBREC. npaBo cO6CTBEHHOCTM Ha COO6LLEeHne npunoxe-
HVSA NepexoauT K nosyyartento.

B Tabnumue 55 onucaHbl ABa cnocoba, ¢ NoMoLLbio KOTopbIX Q0S 2 MoXeT o6pabaTbiBaTbCs Nosyyate-
neM. OHM pa3NnyaloTcsl B TOM TOUKE, B KOTOPOW COOBLLEHNE CTAHOBUTCSA JOCTYNHLIM A/1s NOC/oAytouLeii 4o-
cTaBku. BbiGop cnoco6a A unu cnoco6a B siBNAETCSs KOHKPEeTHbIM A1t KaX4oro cnydas. Ecniv npu goctaeke
BbI6GpaH OMH M3 3TUX NOAXO0A0B, 3TO He BIMSIET Ha rapaHTumM notoka QoS 2.

7.4 NoBTOpHasA gocTaBka coo6LWweHNi

Korga KnueHT noBTOpHO noAknovaeTcs ¢ narom ounctkm CeaHca, yctaHoBneHHoMy Ha 0. KnveHT u
Cepsep AOJ/IKHbI noBTOpHO 0TNpaBnATh /t06bie HenoaTBepXAeHHble nakeTsl PUBLISH (rae QoS> 0) u na-
keTbl PUBREL c ncnonb3oBaHvem Ux UCXOAHbIX naeHTudgmrkatopos naketos [MQTT-7.4.0-1]. 370 eAUHCTBEH-
Hoe 06cToATEeNbLCTBO, Korga KnveHt nnu Cepsep JOJ/1KHbI noBTOpHO 0TNpasasaTb COO6LEHNS.

MpumeyaHne — lVcTopuuecks NOBTOPHasA nNepejaya ynpasnsloWmx naketos Tpebosanach /15 NpeofoneHmns
noTepu AaHHbIX B HEKOTOPbLIX CTapbix ceTax TCP. 3To MoxeT ocTaBaTbcsA npo6nemoii, korga peanusauns MOTT 3.1.1
AO0/HKHa 6bITb pasBepHyTa B TakKux cpepax.

7.5 NMonyyeHune coobueHns

Mpv nonyyeHnn CepBepomM npasBa cCO6CTBEHHOCTM Ha BXoAsllee coobuieHre npunoxeHns, o JO/HKEH
[06aBNTb €ro B COCTOAHME ceaHca AN Tex KNMeHToB, KoTopble NMEeIT cooTBeTCTBYOWMe Moanucku. MNpasu-
na cooTBETCTBUSA onpeferieHbl B nogpasgene 7.7 [MQTT-7.5.0-1].

O6bI4HO KNneHTbl nonyyatoT coobLeHNs B OTBET Ha Co3faHHble uMun Mognuckn. KNneHT Takke MoxeT
nonyyartb COOBLLEHNS, KOTOPble HE COOTBETCTBYIOT HW OAHOW M3 ero NpsMbIX MoANNCOK. ITO MOXET NPOU30IA-
T, ecnn CepBep aBTOMATUYECKN HasHauna nognucky KnveHty. KnneHT Takke MOXeT nony4yatb coobuieHus,
noka BbinonHseTcs onepauns UNSUBSCRIBE. Knuent AOJ/DKEH nogtBepauth no6oin naket PUBLISH, ko-
TOPbIV OH NOMyYaeT, B COOTBETCTBUW C YPOBHSIMU Ka4eCcTBa 06CNYXUBaHUSA LOCTAaBKM 3TOT0O NakeTa, He3aBncu-
MO OT Toro, 6yfeT /i oH ob6pabaTbiBaTh coepxalleecsi coobuieHme npunoxeHus. [MQTT-7.5.0-2].

7.6 NMopALoK oTNpaBKy COO6LLEeHNI

KnveHnt OJTXKEH cneposaTh 3TUM npasunam npu peanusaunm noToKoB AaHHbIX, onpefesieHHbIX B faH-
HOM pasfenie HacTOsILLero cTaHgapra:

- Korja OH NOBTOPHO OTNpaBnsieT kakne-nn6o naketbl PUBLISH, noBTOpPHO OTNpaButh NX B TOM NOpsAA-
Ke. B KOTOPOM 6bIK OTNpaBfieHbl UCXoAHble nakeTbl PUBLISH (3T0 oTHOCMTCA K co06LweHusm QoS 11 QoS 2)
(MQTT-7.6.0-1);

- oTnpaBnATb nakeTel PUBACK B TOM nopsifke, B KOTOPOM Obl/IN NOMyYeHbl COOTBETCTBYIOLLME NaKeTbl
PUBLISH (coobuweHns QoS 1) [MQTT-7.6.0-2];
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- oTnpasnATb nakeTsl PUBREC B TOM nopsifke, B KOTOPOM 6bI/IN MOSlyYeHbl COOTBETCTBYOLME NakeTbl
PUBLISH (coo6uweHua QoS 2) [MQTT-7.6.0-3];

- oTnpaBnATb nakeTbl PUBREL B TOM nopsigke, B KOTOPOM 6bI/IM NOMlyYeHbl COOTBETCTBYHOLLME NAKEThI
PUBREC (coobueHusa QoS 2) [MQTT-7.6.0-4].

Cepsep JO/DKEH no ymonuaHuio cuMtaTtbh Kaxayw TeMy ynopsigoyeHHon Temoii. OH MOXXET npepo-
CTaBUTb aAMWHUCTPATUBHBIA UM UHOW MexaHW3M, NO3BOAIOWNIA CHMTATb OAHY WU HECKO/IbKO TEM yrnopaao-
YeHHbIMU Temamun [MQTT-7.6.0-5].

Mpu o6paboTke CepBepomM coO6LLEHMSA, ONYGNKOBAHHOIO B yNopsifoveHHol Teme, oH JO/DKEH cne-
[oBaTb NpvBEeAEHHbIM Bbille Mpasuiam npu focTaBke COOBLEHWI KaXAOMY U3 CBOMX MOANUCYMKOB. Kpo-
me Toro, oH AO/DKEH oTtnpasnste nakeTbl PUBLISH KnueHTam (B 3Toli Xe TeMe U C TeM Xe YPOBHEM Ka-
yecTea 06CNyxusBaHua) B TOM Nopsfdke, B KOTOPOM OHM 6biAM NoJslyvyeHbl OT /1060ro ykaszaHHoro KnveHta
[MQTT-7.6.0-6].

MpumevyaHune — lpasBuna, NnepeyncneHHblie Bbille, rapaHTUPYIOT, YTO. KOrAa NoToK coobuieHuii ny6naukyeTca
1 Ha Hero ohopMIAeTcs MoAnncka c ypoBHEM kayecTBa 06CAyXuBaHUSA 1. OKOHYaTeslbHble KOMWUM KaXA0oro coobLueHns,
nepejasaemoro nognucumkam, 6yayT AoCTaB/ieHbl B TOM NOpsifKe, B KOTOPOM OHU 6bl/1M NepBOHaYaIbHO ONy6/IMKOBaHbI,
HO BO3MOXHOCTb Ay6/1MPOBaHNSA COOBLLEHNI I MOXET MPUBECTH K B NOBTOPHOI oTNpaske 60/1ee paHHero coo6LeHns, nony-
YeHHOro nocsne OAHOro 13 ero NocneayLWmnX coobLeHnii. Hanpumep, aBTop MOXeT OTNPaBNATbL CO06LeHNs B nopsigke 1.
2. 3.4. a abOHEHT MOXeT Ux nonyunTb B nopsgke 1.2, 3. 2. 3. 4.

Ecnun KnueHT n CepBep yA0CTOBEPSIOTCSA, YTO B NpoLiecce AOCTaBKM HaXoAMTCA TOMIbKO O4HO coobLye-
Hve B /11060 MOMEHT BpeMeHW (He OTnpasisfs CooblieHne [0 Tex nop. noka goctaska npefbigyLiero co-
06LeHnsa HO ByaeT NoATBepPXAeHa), TO Nocne N60ro nocneayoLLero coobLeHns He ByaeT NnonyyeHo nepe-
CbllaeMoe paHee cooblleHne QoS 1 — Hanpumep, abOHEeHT MOXeT NonyyunTb ux B nopsgke 1.2.3.3.4. HO He
1.2.3.2.3.4. OrpaHnyeHne pasmepa NoToKa NepechliiaeMblX COO6LWEHN 40 1 COOBLIEHNA Takke O3Ha4aerT,
4YTO MOPSIJOK ByAeT CoXpaHeH, faxe ecnu aBTop OTNPaBAseT NocnefoBaTeslbHOCTb COOBLLEHNI C pasHbIMU
YPOBHAMU QOS No OAHOI 1 TOI Xe Teme.

7.7 HaszBaHusa TOM U UNbTPbLI TOM

7.7.1 MoAcTaHOBOUYHbIE 3HAKM B Ha3BaHUAX TeM

Pasgenutesnb ypoBHA TeMbl UCMOMb3YeTCA A1 BBEAEHUA CTPYKTYpPbl B Ha3BaHue TemMbl. Ecnv oH npu-
CYTCTBYET. OH i€NIUT Ha3BaHWe TeMbl HA HECKO/IbKO «TeMaTUYeCKUX YPOBHEN».

PunbTp TEM NOAMUCKUM MOXET CofepXaTb cneuuasnbHble CUMBOJIbI NOACTAHOBKM, KOTOPbIE NO3BOJAIOT
cpasy noAnucbIBaTbCs Ha HECKO/bKO TEM.

CvMBO/IbI MOACTAHOBKM MOFYT MCMOMb30BaTbCcs B duibTpax Tem. Ho HE AOJ/DKHbI ncnonb3oBatbesa B
Ha3gaHuu Tembl [MOTT-7.7.1-1].

7.7.1.1 Pa3penutens ypoBHs

Mpsimas kocas yepta (7 U ¢ 002F) ncnonb3yeTcs A8 pasfesieHns Kaxaoro ypoBHS B AepeBe TeM U1
ob6ecneyeHns nepapxnuyeckoii CTPYKTYpbl Ha3BaHWii TeM. Micnonb3oBaHue pasfenutens ypoBHSA TeM ABNseTcA
BaXHbIM, KOra ofvH U3 ABYX CUMBOJIOB NOACTAHOBKM BCTpevaeTcs B huibTpax TeM. ykasaHHbIX KnveHtamu-
nognucumkamun. Pasgenutenn TemaTnyeckmx ypoBHel MOryT otobpaxaTbecs B /1l060M MecTe B oubTpe TeM
UMW Ha3BaHWU TeMbl. CMeXHble pa3fenuTenn YpoBHS TeM YKasblBalOT HA YPOBEHb TEMbI HY/1€BON ANNHBI.

7.7.1.2 MHOTOypOBHEBbIiA LIaboH

3Hak peweTkn (‘# U + 0023) ABnsieTcs NOACTAHOBOYHLIM CMMBOJIOM, KOTOpPbI/i COOTBETCTBYET /1t060-
My KO/IMYECTBY YPOBHEel BHYTPY TeMbl. MHOTOYpOBHEBbI NOACTAHOBOYHBIA 3HaK NpeAcTaBnseT co6oii poau-
TeNbCKUA 1 Ntoboe KONMYEeCTBO AOYEPHUX YPOBHEW. MHOTOYypOBHEBbIV NOACTAHOBOUHbIV 3HaK OJ/IKEH 6biTh
ykasaH mbo camocTosTeNbHO, MM60 nocne pasgenuTens ypoBHs TeM. B no6om cnyyae, oH JOJ/DKEH 6biTb
nocnefHNM CUMBOJIOM, YKa3aHHbIM B punbTpe Tem (MOTT-7.7.1-2].

Mpumep — Ecnu KnveHT nognucbiBae T CA Ha «CNOPT/TEeHHUC/ TeHHUCUCT 1/#», oH byfeT nonyyaThb co-
o6l eHns. ony6MKOBaHHbIE C UCNOb30BaHWEM T akux Has3BaHuii Tem:

- XCnopT/TeHHUC/TeHHNCUCTb*;

- «CnopT/TeHHUC/TEeHHNCUCT UpeldTUHI»;

- ACnopT/TeHHUC/TeHHncucT 1/cue T/YUmbngoH».

Kpome aToro:

- AcnopT/U» Takxke COOTBETCTBYET eJVHCTBEHHOMY ACNOPTY», TakK Kak tt BkAouyaeT poAnT eNbCKui
YpPOBEHb;

- AK» gelicTBuTeENeH n 6yaeT nonyyaThb Kaxjoe coobu eHne NpunoxXeHus;

- ACnopT/TeHHnUc/U» gelicTBUTENEH:
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- «CnopT/TEeHHUCHA» HelEICTBUT ENEH;
- «CnopT/TeHHUC/IUped TUHI» HefelicTBUTENEH.

7.7.1.3 TloACTaHOBOYHbIN LWAGIOH OAHOTO YPOBHS

3Hak nntoca (‘¢' U + 002B) saBnseTca NoACTaHOBOYHLIM CYMBOJIOM, KOTOpPbIA COOTBETCTBYET TOJIbKO Of-
HOMY TeMaTU4eCKOMY YPOBHIO.

OpHOYPOBHEBSIN WAGMOH MOXHO MCMOMbL30BaTh HA NHOOOM ypoBHE huibTpa TeM. BKOYas NEPBbI U
nocnegHuii yposHu. Ecnu oH ucnonbsyetcs, oH JOJ/DKEH 3aHuMaTh BeCcb YpoBeHb thunsTtpa [MQTT-7.7.1-3].
OH MOXeT MCNOo/b30BaTbCsA HA HECKO/IbKMX YPOBHAX B MIbTPE TEM. U MOXET WUCMO/b30BATLCA B COYETaHUN
C MHOTOYpPOBHEBbIM LLUAGIOHOM.

Mpumep — «cnopT/TeHHUc/*» coorTBeTCcTBYeT «CnopT/TeHHUC/ TeHHUucncT1l» n aCnopT/TeHHuc/
T EeHHUCUCT 2». HO He «CNopT/TeHHUC/ TeHHncncT1/peli TuHr». Kpome TOro, NOCKONbKY O4HOYPOBHEBbIN Wa-
6/10H COOTBETCTBYET TONbKO OJHOMY YPOBHIO. «CnopT/*» He COOTBETCTBYET «CMOPT», HO OH COOTBET-
cCTBYyeT AcnopT/».

Kpome aToro:

- A*» peiicTBUTENEH;

- «*/TeHHuc/A» peicTBUTEeNeH;

- ACnopT+W HeleNCTBUT e/EH;

- «CnopT/*/TeHHUCUCT 1» felicTBUTeNeH;

- fA/nHAHCbI» COOTBETCTBYET A*/*» N A/*», HO He

7.7.2 Tembl, HaunHawwmecs ¢ $

Cepsep HE JOJ/DKEH oToxaecTBnATe uAbTPbI TEM. KOTOPblE HAYMHAKTCA C CMMBO/1A NOACTAHOBKN (#
NN +) C Ha3BaHUAMM TeM. HauuHawwumucsa ¢ cumsona S [MQTT-7.7.2-1], Cepsepy C/IEAYET 3anpeliaTb
KnveHnTam ncnonb3oBaTb Takme MMeHa Tem 4518 o6MeHa coobleHnsamun ¢ gpyrummn Knuentamu. Peanusaumm
Cepsepa MOTIYT ncnonb3oBaTb Ha3BaHWs TEM, HAYMHaOLWMeECs ¢ cumBona «$» Ana Apyrnx uenei.

MpumevaHusa

- SSYS/ wunpoko ncnonb3yetca B kayecTse npedukca ANA TeM. KOTopble cofepxaTr MHhopmaLnio 0 KOHKPETHOM
Cepsepe unu ynpasnsioulyo nHdopmaumio API;

- MpUNoXeHUsi He MOryT UCMO/b30BaTb TEMY C HaYas/ibHbIM CUMBOJIOM S AN5i CBOWX Lieneil;

- Mopnwncka Ha «#» He MO3BOMUT NoNy4YaTb COO6LLEHNSA, ONY6NKOBAHHbIE B TEME, HaUYMHaloLWelca ¢ «S»:

- Moanucka Ha «+/MOHUTOPUHI/KNNEHTbI» He MO3BOMNT NONyvyaTb COO6LWEHMs, onybanKoBaHHble B Teme «$SYSZ
MOHUTOPUHT.'KNINeHTbI»

- Moanucka Ha «$SYS/#» N0O3BONWUT Noayvatb COOOLWEHUSA, OoNy6ANKOBaHHbIE MO Temam, HaudyumHawwumces c «$
SYS/»

- Moanncka Ha «$5Y5/MOHUTOPUHT+» MNO3BOMMT NosyyaTb COO6LWEHUA, ony6/MKoBaHHble B Temax «$SYSZ
MOHUTOPWB/KNNEHTbI »

Lna nonyyeHus coobLyeHnit no Temam, HaumHatowmumes ¢ $ SYS/ 1 no Temam, KOTopble He HauMHaTCA
¢ $. Knuenty CNIEAYET nognucaTbes Ha «#» 1 «$SYS/#»

7.7.3 CemaHT/Ka TeMbl U ee Ucnosb3oBaHne

K HasBaHuAM TeM 1 hnbTPOB TEM NPUMEHSAIOTCA cledyoLne npasuna:

- BCe Ha3BaHuA Tem U puabTpbl Tem JOJ/DKHbBI nmeTsb, kKak MUHUMYM, oanH cumBon [MQTT-7.7.3-1];

- HasBaHus TeM 1 UNbTPbl TEM YYBCTBUTESIbHbBI K PETUCTPY;

- MMeHa TeM 1 (unbTpbl TEMbI MOTYT BK/IOYATb CMMBOJ Npo6ena;

- NepBblil UM KOHEYHbIV CUMBON «/» cO3aaeT OTAeNbHOe Ha3BaHne TeMbl NN UNbTP Tem;

- HasBaHue TeMbl Ay UALTP TEM. COCTOALLMI TObKO U3 CUMBONA «/». AeCTBUTENEH;

- HasBaHue TeMbl U PunbTpbl Tem HE AOJ/DKHbI BkaouaTth Hynesoit cumeon (Unicode U + 0000) (5)
(MQTT-7.7.3-2);

- HasBaHue TeMbl ¥ PUALTPbI TEMbl — 3TO KOAMPOBaHHble cTpokn UTF-8. oHn HE AOJ/IKHbI kognpo-
BaTb 60n1ee 65535 GaiT [MQTT-7.7.3-3], CM. NyHKT 7.5.3.

HeT orpaHnyeHunii Ha KOIMYECTBO YPOBHEN B Ha3BaHUW TeMbl UK OUILTPE MO TemaM, Kpome Tex. KOTo-
pble HaknagblBalTCsA obLieli AIMHOW KoAMpOoBaHHON cTpokn UTF-8.

Mpu conoctasnenun nognucok Cepsep HE OOJ/DKEH BbINOAHATL Kakylo-nnbo Hopmanu3auuio Ha-
3BaHWI TeM UAn UILTPOB TeM. a Takke N6yl MoanMUKaLMIo MM 3aMeHy Hepacno3HaHHbIX CUMBOJIOB
[MQTT-7.7.3-4). Kaxgablii ypoBeHb B (duIbTPe TEM. 3a WCK/TIOYEHNEM COAEepXalunX CUMBO/bI NMOACTAHOBKM,
[O/IKEH NOCYMBOJIBHO COBMNaAaTh C COOTBETCTBYIOLLMM YPOBHE B HA3BaHUWN TEMbI A1 YCNELIHOIo ycTaHoB/e-
HVA coBnafeHus.
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MpumevaHne — lMpaBuna kogmupoBanma UTF-8 o3HaualoT, 4TO cpaBHeHUe uabTpa TEMbl U Ha3BaHWUA TeMbl
MOXeT 6bITb BbIMOSIHEHO NGB0 NyTem cpaBHEHWA KoAMPOBaHHbIX 6aiiToB UTF-8. 1n60 nyTeM cpaBHEHUS feKOANPOBaHHbIX
cumBon0B KOHUKOAA.

- «AKKAYHTbI» n «AKkayHTbI» — 3TO [iBa pa3HbIX Ha3BaHUA Tewm;

- «KpeanTtopckasa 3a0/MKEHHOCTb» — 3TO AeNCTBUTE/IbHOE Ha3BaHWE TeMbI;

- «/dpHaHCbI» OTNNYaEeTCA OT «(OMHAHCbI».

CooblLLeHe NPUIoXKeHNA OTNpaBnseTcs Mo KaxAolk noanucke KnueHta, unbTp TeM KOTOPOW COOT-
BETCTBYET Ha3BaHWIO TEeMbI, MPUKPENIEHHOMY K COObLLEeHNI0 npuioxeHus. Pecypc Tembl MOXET 6bITb M60
npegonpegeneH Ha Cepeepe agMuHUcTpaTopoMm, m6o MOXKET 6bITb AuHamuyecku co3gaH CepBepom, Kor-
[Ja OH nonyyaeT nepsylo MNOAMMUCKY VAN COOGLLEHVNE MPUIOXEHVA C 3TUM MMeHem Tembl. Cepsep MOXET
TakKe UCNosib30BaTb KOMMOHEHT 6e30MacHOCTV A/151 BbIGOPOYHON aBTOpM3aLMKU AeiicTBUl B pecypce TeMmbl
ONs KOHKpeTHoro KnveHTa.

7.8 O6paboTka oWwWnNB6OK

Ecnn He ykasaHo uHoe, korga Cepsep unn KvMeHT CTankusaloTCA C HapylleHuem NpoToKona, OHU
OOJTKHbI pa3opBaTb ceTeBoe coefMHEHNE, NOCPEACTBOM KOTOPOro 6Gbia NOyYeH ynpaBAsolWmii NakeT, Bbl-
3BaBLUMI HapyLlleHne npoTokona [MQTT-7.8.0-1].

B npouecce paboTbl KnneHT nnu CepBep MOryT CTOSIKHYTbCS C HECUCTEMATUYECKON owunbKoli (Hanpu-
Mep. nepenosiHeHue 6Gydhepa), koTopas He AaeT BO3MOXHOCTU BbIMNOSIHUTL YCMELWHY 06paboTKy nakeTa
MOTT.

Ecnn KnuneHT unu CepBep 06HapyXmnBalT HECMCTEMATMUYECKYH OLUIMOKY Mpu 06paboTKe BXOAALLErO
ynpasnsaiwouwero naketa, oHn JOJ/DKHbI pa3opBatb ceTeBoe coefuHeHue, NoCpeAcTBOM KOTOPOro nosyyeH
JaHHbIl ynpasnsawwmii naket [MQTT-7.8.0-2]. Ecim CepBep o6HapyxuBaeT HecucTeMaTU4ecKyt OLn6Ky,
emy HE C/IEAYET oTcoeAnHATLECA UM OKasbiBaTb Kakoe-nnmbo Apyroe BAUSIHUE HA ero B3auMOAEeWCTBUE C
no6bIM ApyruM KnueHTom.

8 WNcnonb3oBaHne WebSocket B kauecTBe NpoOTOKO/1a nepefayun faHHbIX

B cnyuyae, ecnu ynpasnsawwume naketel MQTT nepegatotca nosepx npotokona WebSocket (4), npume-
HAKTCA CreayloLune ycnoBus:

- ynpasnswowme naketol MQTT AOJ/IKHbI 6bITb NOMeLleHbl B 6UHapHble nakeTbl AaHHbix WebSocket.
Ecnv nonyyeH kakoii-nubo Apyroi TMn nakeTa AaHHbIX, nonydatens AO/MHKEH npepBaTh ceTeBoe coefvHe-
Hue [MQTT-8.0.0-1J;

- 0MH nakeT gaHHbIXx WebSocket MoxeT cofepxaTb Kak MHOXECTBO YNpas/AloLWmMX NakeTos, Tak K
NVWb YacTb O4HOro ynpasnstouwero naketa MQTT. MNonyyatens HE AOJ/IXEH npegnonaratb, YTO ynpaBnsio-
wue naketel MQTT COOTBETCTBYIOT pamkam naketa gaHHblx WebSocket [MQTT-8.0.0-2];

- KnueHt JOJDKEH BKtoYaTh K/IHOUYEBOE C/I0BO «Mgtt» B cnncok cy6-npoTokosioB WebSocket. koTopsiii
OH npegnaraet [MQTT-8.0.0-3];

- umsa cybnpoTtokona WebSocket. BbiGpaHHOoe 1 Bo3BpawaeMoe CepBepoM, AO/MKHO ObiTb «mqtt»
[MQTT-8.0.0-4];

- URI WebSocket. ncnonbsyemblii ana nogkntwoyeHmss KnueHta u Cepsepa, He BAMSET Ha MPOTOKON
MQTT.

8.1 TlMpumeyvaHus IANA

B HacToswem ctaHaapTe IANA peructpupyet cy6-npotokon WebSocket MQTT B peecTpe noanpo-
rpammHoro umeHn WebSocket Name co cnegyowmmy gaHHbIMUW, NpYBEAEHHbIMU B Tabnuue 56.

Tabnuua 56 — NpaeHtudukatop IANA WebSocket

YacTb cy6-npoTokona [laHHble perucTpauumn
MpeHTndukatop cyb-npotokona Mqtt
O6uee nms cyb6-npotokona Maqtt
OnpepeneHune cy6-npoTokona http~r/docs.oasis-open.org/nTqtt/nrqtt/v3.1.1/mqtt-v3.1.1.html
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9 CoBMECTUMOCTb

Cneuundmkauus MQTT onpegensieT COBMECTUMOCTb peanu3aumnii Knuenta MQTT u peanusauun Cep-
Bepa MOTT.

Monoxenusa craHgapta MQTT MOTYT ucnonb3oBaTtbcs An1a peanusauuun kak KnneHta, tak n Cepse-
pa MQTT. CepBep, KOTOPbIA NPUHUMAET BXOAALLME NOAKTIOYEHUS U yCTaHaBNIMBAET UCXOASLME MOAKNI0Ye-
HUa kK gpyrum Cepsepam, JOJ/DKEH 6biTb coBmecTuM kak ¢ KnueHtamn MQTT, Tak n ¢ Cepsepamu MQTT
[MQTT-9.0.0-1J.

CoBmecTuMble peanu3aumn HE OJ/IKHbI TpeboBaTb MCNOMb30BaHNA Kakux-nnbo paclumpeHuii, onpe-
[JeneHHbIX BHE HACTOALLEero cTaHAapTa, YToobl B3aumMoaeicTBoBaTh € N10601 Apyroil coBMecTUMOi pa3paboT-
koin [MQTT-9.0.0-2].

9.1 Llenn coBMecTMMOCTH

9.1.1 CepBep MQTT

Cepsep MQTT coOTBETCTBYET HacTosWEeMy CTaHAapTy, TO/IbKO €CN OH YA0B/IeTBOPSAET BCEM MpuUBe-
OEHHBIM HUXe UHCTPYKLUAM:

a) ®dopmart Bcex ynpassoLWnx NakeTos, oTnpasnsembix CepsepoM, COOTBETCTBYeT hopmarty, onncax-
HoMy B pasgenax 5 v 6;

6) OH COOTBETCTBYET Npasuiam CONocTaBNeHNs TEM. ONMCaHHbIM B Nnogpasgene 7.7:

B) OH cooTBeTCTBYEeT BCceM TpeboBaHuaM ypoBHA MUST (OOJ/TKEH) B cnegytolmx pasgenax, kotopble
yKasaHbl HUXe, 38 UCKTI0YEeHNEM TeX. KOTOpble NPUMEHUMbI TONLKO K KNMEHTY:

- Paspen 4 — lMpepcTtaBneHne faHHbIX:

- Pasgen 5 — dopmart ynpasnswouiero naketa MQTT:

- Pasgen 6 — Ynpasnsawwme naketel MQTT:

- Pasgen 7 — OnucaHne paboTbl NPOTOKO/OB;

- Pasgen 8 — Mcnonb3oBaHne WebSocket B kauecTBe nNpoTokona nepefayuun AaHHbIX:

- Pasgen 9 — CoBMeCTUMOCTb.

CoBmecTumblii Cepeep AOJ/IKEH nopaepxvBatb UCMNOMb30BaHWE OAHOTO WM HECKOSIbKMX 6a30BbIX
TPaHCNOPTHbIX MPOTOKO/OB, KOTOPble 06ecneynBaloT ynopsigoUveHHbI, He fonyckatoLWwmii noTepb NOTOK 6ai-
T0B OT Knuenta k CepBepy u ot CepBepa k Knnenty [MQTT-9.1.1-1]. OgHako cooTBeTCTBME TpeboBaHM-
AM CTaHAapTa He 3aBWCUT OT BbINOJIHEHUA UM KakuX-NnMb0 KOHKPETHbIX TPaHCMOPTHbLIX NPoTOoKo10B. Cepsep
MOXXET noaaepxwuBatb Nt060i U3 TpaHCNOPTHbLIX NPOTOKO/I0B, NMEPEUYUCTIEHHbIX B NoAapa3gene 7.2, unm nio-
60V Apyroii TpaHCMOPTHbIN NPOTOKO, COOTBETCTBYOWMIA TpeboBaHmam (MQTT-9.1.1-1).

9.1.2 KnueHt MQTT

KnneHT MQTT cooTBeTCTBYeT 3TOi cneuudukaunm, TONbKO eCnv OH Y40BNeTBOPSET BCEM MPUBELEH-
HbIM HUXE VHCTPYKLUAM:

a) dopmart Bcex ynpasnsioLmX NakeTos, oTnpasasembix KnmeHTom, cOOTBETCTBYET hopmarty, onucax-
HOMY B pa3genax 5 un 6.

6) OH ygoBneTBopsieT Bcem TpeboBaHuam ypoBHa MUST (AOJ/IKEH) B cnepytowmx pasgenax, Kotopble
yKasaHbl, KpOMe TeX. KOTOpble NMPUMEHAITCA TOMIbKO K CepBepy:

- Pasgen 4 — lNpepacTaBneHne faHHbIX;

- Pasgen 5— ®opmar ynpasnstwowero naketa MQTT;

- Pa3sgen 6 — Ynpasnsawouwme naketsl MOTT,;

- Pasgen 7 — OnucaHne paboTbl NPOTOKONOB;

- Paspgen 8 — Vicnonb3oaHne WebSocket B kauecTBe NpoTokosa nepefayn AaHHbIX;

- Pa3gen 9 — CoBMeCTUMOCTb.

CoBmecTuMblit KnueHT OO/MKEH nopaepxuBatb UCMOSIb30BAHUE OFHOMO WM HECKOJIbKMX 6a30BbIX
TPaHCNOPTHBIX MPOTOKO/OB, KOTOPble 06ecneynBaloT ynopsgoveHHbI, He foMyCKatoLWwnii NnoTepb NOTOK 6ai-
TOB OT KnneHTa Kk CepBepy n ot CepBepa Kk KnueHnty [MQTT-9.1.2-1], OgHako cooTBEeTCTBME TpeboBaHMAM
HacTosLero cTaHgapTa He 3aBUCUT OT BbINOSTHEHNUA UM KaKUX-/IM60 KOHKPETHbLIX TPAHCMNOPTHLIX NPOTOKO/IOB.
KnueHt MOXET nogaepxvBatb /1060/ 13 TpaHCNOPTHbIX MPOTOKO/IOB, MepeyncrieHHblX B nogpasgene 7.2,
Unn NGOl APYroi TPaHCMOPTHLIA NPOTOKO/, COOTBETCTBYHOLWMIA TpeboBaHAM [MQTT-9.1.2-1).
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MpunoxeHune A
(pekomeHayemoe)

Be3onacHocTb

A.1 BeepgeHue

[laHHOoe npunoxeHue npeaocTaBAseTCA TOMIbKO B kKauyecTBe CNpaBOYHOrO Matepuana U SBASETCH HeHOpMaTuB-
HbIM. TEM He MeHee, M0 HaCTOATe/IbHOI pekomeHaaumun, NpUBeAeHHOl B HACTOSILLLEM CTaHapTe, B peann3auusax Cepse-
pa, ncnonb3yLwmx npoTokon TLS. ucnons3osancsa TCP-nopt 8883 (HasBaHue cnyx6bl IANA: secure-maqtt).

CyluecTByeT psf yrpos, koTopble cnegyeT yunTbiBaTh paspaboTyvkam, Hanpumep:

- ycTpoiicTBa MOryT 6bITb Ae(EKTHbI:

- JaHHble, xpaHswmecsa y KnneHtos 1 Ha CepBepax, MOryT 6bITb AOCTYMHbI:

- nosefeHne NPoToKoNa MOXET NMeTb No6oUHbIe adphekTbl (HanpuMep, «BPeMeHHbIe aTaku»):

- aTaku, Bbi3blBatoLine oTkas B 06¢cnyxmsanmmn (DoS):

- CBA3b MOXeT 6bITb NepexBayeHa, U3MeHeHa, nepeHanpaB/ieHa Wan packpbiTa;

- B NOTOK fi@HHbIX MOTYT GbiTb BHEPEHbI NOAAENbHbIE YNpaBAsioWme nakeTbl.

Pewenuns MOTT yacTo pa3BepTbiBalOTCA BO BpaxAebHbIX cpefax cBA3n. B Takmx cnyyasx peanunsaunsm 4acTo He-
06X04MMO NpefyCMOTPETb MEXaHU3Mbl A/1S:

- npaeHTudmkaLum nonb3oBaTeneii N ycTpoincTs:

- aBTopu3auuu goctyna k pecypcam Cepsepa:

- LLeNoCcTHOCTU ynpaBnsowmx naketoB MQTT v aHHbIX NPUNOXKEHNS, COAEPXAaLLUXCS B HUX:

- KOHhMAeHUnanbHOCTN ynpasnaowmnx naketos MQTT n faHHbIX MPUIOXKEHNSA, COAEePXaLLUXCA B HUX.

B kauyecTBe TpaHCNOPTHOro npotokosna MOTT 3aHMMaeTCcsl TONbKO Nepefayeli cCOO6LLEHNIA, 1 OTBETCTBEHHOCTL 3a
obecneyeHvie 6€30MaCHOCTH NeXUT Ha paspaboTunke. [l 3TOro 06bIYHO NpuMeHseTca npoTokon TLS (3].

B gononHeHne K TexHnyeckum npobrnemam 6e30MacHOCTU Takxe MOryT CylecTBoBaTb reorpaduuyeckme (Hanpu-
Mep. «30Ha 6e3onacHocTu» CLUA-EBpona [25]), oTpacnesble (Hanpumep, PCl DSS [16]) n perynsituBHble (Hanpumep,
Sarbanes-Oxley [24]).

A.2 PeweHnna MQTT: 6e30nacHOCTb 1 cepTudunkaymnsa

Peanusauyus moxeT notpe6oBaTb COOTBETCTBUSA ONpefesieHHbIM OTpac/eBbiM CcTaHAapTaMm 6e30nacHoCTU, Takum
kak NIST Cyber Security Framework (MHtpacTpykTypa knéepbesonacHoctun [13], PCI-DSS [16]). FIPS-140-2 [9] u NSA
Suite B [15].

PykoBoAcTBO Nno ncnonb3oBaHnio MQTT B pamkax NIST Cyber Secunty Framework [13] MOXHO HaliTui B ,ONONHN-
TenbHbIX Nny6nukaumsax MQTT, MQTT u NIST Framework for Improving Critical Infrastructure Cybersecurity (CTpyktypa
ANSA yNyylleHns KpUTUUYECKo MHPPaACTPYKTypbl kKnbep6eaonacHocTu) [12]. Vicnonb3oBaHWe NPOBEPEHHbIX B OTPAC/IN, He-
3aBUCKUMO NMPOBEPEHHBIX U CEPTUGNLMPOBaHHbLIX TEXHOOTMIA NOMOXET COOTBETCTBOBaTbL TpeboBaHUAM.

A.3 YnpoujeHHas kpuntorpadus n orpaHnyYeHHble ycTpoiicTBa

LLinpoko npumeHsieTca YnyuyleHHblli ctaHaapT wudposarnsa (AES) [7] n CTaHgapT wudpoBaHus fgaHHbix (DES) [8].
ISO 29192 [11] faeT pekomeHAaLuMn B OTHOLWEHUW KpunTorpaduyeckmx NPUMUTUBOB, CMeLnasbHO HACTPOEHHbIX
ANns paboTbl HA YCTPONCTBAX «HU3KOTO YPOBHSA» C OFPAHNYEHHbIMU BbIYUCIUTENIbHBIMUA MOLLHOCTAMM.

A.4 3amevyaHus no peanusauummn

Mpw BHeagpeHUn nnm ucnonb3osaHum MQTT Heo6X0AUMO yuynTbiBaTb MHOrMe npobnembl 6e3onacHocTn. Cneayto-
Wi pasgen He cnepyeT paccMaTpuBaTth Kak NpsMoe pyKoBOACTBO.

Peanusauus MoXeT BbINOMHATb BCE UIWN HEKOTOPbIE U3 NPUBEAEHHBIX HUXe TpeboBaHWii:

A.4.1 WpeHnTudunkauns KnneHtos CepBepom

Maker CONNECT cogepxuT nons «/ms nonb3oBatensa» u «Maponb». Mpn peannsaunm MOXHO BblGUpaTtb, Kak nc-
nonb3oBaTb COAEPXMNMOe 3TUX noneii. OHM MOryT NpPeAoCcTaBUTb CBON COGCTBEHHbIV MeXaHu3M naeHTudukaLmm, NCcnonb-
30BaTh BHELUHIOK CUCTEMY NAEHTUdMKALNW, Takyto Kak TokeHbl LDAP [18] unn OAuth [22], nnm ucnonb3oBaTb MexaHU3Mbl
naeHTudmKaLum onepaynoHHoOR cucTemMsl.

Peanusauun, nepegawolme fgaHHble UAEHTUdVKaLUY C NOMOLLbIO OTKPbITOrO TEKCTa, UTHOPUPYIOLLNE 3TV napame-
Tpbl NN TpebyloLne OTCYTCTBUA faHHbIX MAEHTUdMKALUW, [O/MKHbI 3HaTb, YTO 3TO MOXEeT MPUBECTM K atakam, CBA3aH-
HbIM C MOAK/IYEHNEM B3/IOMLLMKA K KaHa/ly CBA3W M B3/IOMOM 3aluTbl NyTeM 3amelleHns opurnHana. B nogpasgene
5.4.5 onucaHbl cnocobbl o6ecneyeHnss KOHPUAEHLNaNLHOCTN aHHbIX.

BuptyanbHas uactHas cetb (VPN) mexgy KnueHtamu n Cepsepamy MoXeT 06ecneynTb YBEPEHHOCTb B TOM. YTO
[aHHble NMPUHMMAIOTCA TONIbKO OT aBTOPM30BaHHbIX KNNeHToB.

Ecnu ucnonbsyetcs TLS [3]. SSL-cepTudmnkaTbl, OTnpasB/ieHHble 0T KnneHTa, MoryT ucnonb3oBaTbcs CepBepomM
ana naentudrkaunn Knvexra.
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Peanusauus Moxet fonyCcTUTb MAEHTUMKALMIO, KOTAa YUYeTHble AaHHble OTNPaB/AlOTCA B COOOLLEHNN NPUIOXe-
Hus KnveHtom Ha Cepsep.

A.4.2 AsTopusauuns Knunentos Cepsepom

Peanunsauna moxeT orpaHnmumsatbh 4ocTyn k pecypcam Cepsepa Ha OCHOBe MHopmaLun, npefocTaBneHHol Knn-
eHTOM. Takoli kak imsa nonb3oBatens. NgeHTudukarop Knventa, nma xocia'lP-agpec KnmenTa unv pesynbtat MexaHus-
MOB ayTeHTuunKaymm.

A.4.3 AyTeHTudpukauyuns Cepsepa KnmeHtom

Mpotokon MQTT He fiBNSieTCA HAAEXHbIM CUMMETPUYHLIM MPOTOKO/IOM: OH He NpeAocTaB/isieT MeXaHU3M A1 npo-
Bepku nogsimHHoctn Cepsepa.

Ecnu ncnonb3yetca TLS [3]. SSL-cepTudukaTsl, oTnpas/ieHHble ¢ CepBepa, MOryT UCNo/b30BaTbCAa KnneHTom
ansa naeHtudurkaymn Cepsepa. Peanunsaumn, npegoctasnswowme ycnyry MOTT g5 HECKOSIbKMX MMEH XOCTOB C OfHOT0
IP-agpeca, 0MXHbI 6bITb 0OCBEA0M/EHBI O paclunpeHny ykasaTtens umeHn Cepsepa ana TLS, onpegeneHHbix B pasgene 3
RFC [21]. 970 no3BonseT KnneHTy coobuwate Cepepy ums xocta CepBepa, kK KOTOPOMY OH MbITA€TCSA MOAK/TIOUNTLCS.

Peanusauuns MoxeT No3BoNUTb MAEHTUMKALMIO, KOTAA YUYEeTHble AaHHble OTNPaB/IAloTCA B COO6LIEHNN NPUIOXKe-
HuA ot Cepsepa KnveHty.

VPN mexay KnneHtamu n CepBepamu MOXeT o0b6ecneunTb yBEPEHHOCTb B TOM. YTO K/MEHTbl MOAKIYaTCA K
npeanonaraemomy Cepsepy.

A.4.4 LLenoCTHOCTb COOBLLEHNI NPUNOXKEHNI N yNPaBAAKLWMNX NAaKeToB

MprnoXeHNs MOryT HE3aBMCKHMO BK/OYATb X3LU-3HAYEHUA B CBOWM COOOLLEHNA NpUAoXeHui. 3To MoxeT obecne-
YUTb LEe/I0CTHOCTb COLEPXMMOro ynpasnsatowmnx naketos PUBLISH.

TLS [3] npefgocTaBnseT xawW-anropuTmbl 415 NPOBEPKN LLE/TOCTHOCTU JaHHbIX, NepejasaembiX N0 ceTu.

Mcnonb3osanne VPN ansa noaknovenns KnveHtos n CepBepoB MOXeT o6ecneynTb Le/lOCTHOCTb JaHHbIX B pas-
fAene ceTun, oxsatbiBaemoii VPN.

A.4.5 KOHMAeHUManbHOCTb COOOLWEHNI A NPUIOXEHNI 1 YyNpPaBAAOLW X NakeTos

TLS [3] moxeT obecneumsaTthb WndpoBaHne gaHHbIX, NepejaBaeMblX N0 ceTu. VimetoTca AeicTBUTENbHbIE NakeTbl
wundposaHua TLS, koTopble BKAOYAOT anroputm wndposarnnsa NULL, koTopbIii He wudpyeT AaHHble. YTo6bI 06ecneuntsb
KOHMAeHUManbLHOCTb KnneHTbl n CepBepbl A0/KHbI n3berarb 3TUX HA60poB WNMPOB.

MprnoxeHne MoOXeT CaMOCTOSATENIbHO WN(POBaTb COAEPXKMMOE CBOUX COOBLLEHN NPUIOXeHNs. 3TO MoxeT obe-
CneynTb KOHPUAEHLMANBHOCTL COOOLLEHNSA NPUNOXEHUS KaK MO CeTU, TakK 1 B COCTOSAHUM MOKOSA. ITO He ob6ecneynsio Gbl
KOH(UAEHUNaNbHOCTb ANS APYTNX CBONCTB COO6LLEHNSA NPUIOXEHNS, HanpuMep, Ha3BaHNsa TeMmbl.

PaspaboTkn KnveHnta n Cepsepa MOryT npefoctaB/isiTb 3allMPPOBAHHOE XpaHUNuLLe AN faHHbIX B COCTOSIHUM
NoKOSl, TaknX Kak COOOLLEHNA NPUNOXEHNI, XpaHsLmnecs kak yacTb CeaHca.

Mcnonb3oBanne VPN ansa nogkntoyeHns KnneHtos n CepBepoB MoxeT o6ecneuntb KOHPUAEHUNANBHOCTb AaHHbIX
B pasfene cetun, oxsaTbiBaemom VPN.

A.4.6 OTKa3 oT nepefayn coobLeHni

Pa3paboTunku NpUNoXeHWn, BO3MOXHO, AO/MKHbI 6yAyT paccMoTpeTb COOTBETCTBYIOLNE CTpaTernn Ans AoCTuxe-
HWA NOMHOW HEBO3MOXHOCTU OTKasa OT hakTa nepefayn no cetu.

A.4.7 HaxoxpaeHune komnpomucca mexay Knnentamm n Cepsepamm

Peanunsaunn KnueHta n Cepepa ¢ ncnonb3oBaHuem TLS [3] go/mkHbl o6ecneymBartb BO3MOXHOCTb TOTO, YTOObI
nobble SSL-cepTudmkaTtbl, NpegocTaBnsieMble Npu 3anycke coeguHeHunst TLS [3]. 6b1n cBA3aHbl C UMEHEM XOCTa noa-
Knovatouierocs Knuenta, nam ¢ Cepsepom, K KOTOPOMY MPOU3BOAMTCA NOAKIOYEHME.

Peanusauun KnneHta n Cepsepa ¢ ucnosib3osaHnem TLS [3] MoryT npefocTasisaTb BO3MOXHOCT/ NPOBEPKN CMU-
ckoB 0T3bIBa cepTudukatos (CRLs [20]) n oHnaliH npoTokona ctatyca cepTudukato (OSCP) [23] ons npegoTepalleHns
MCMNOJIb30BaHNSA 0TO3BAHHbIX CEPTUMUKATOB.

dusnueckoe passepTbiBaHME MOXET couyeTaTb 3aliMlieHHOe OT HeCaHKLMOHMPOBaAHHOTrO JOCTyna o6opyAoBaHune
C nepegaveil KOHKPETHbIX AAHHbIX B NPUIOXEHNAX. Hanpumep, cyeTUYnk MOXeT UMeTb BCTPOEHHbIi GPS, uTo6bl rapaH-
TMPOBaTb. YTO OH HE UCMO/b3yeTCs B HECAHKLVMOHMPOBAHHOM pacnosioxeHun. [10] ABnseTca ctaHgapTom Ans peanusa-
UMM MexaHu3MOoB ayTeHTUdUKauum naeHTudgmkaTopa ycTpoiicTea ¢ UCNob30BaHNeM Kpuntorpaduyeckn npuBa3aHHOro
naeHTuukaropa.

A.4.8 O6HapyxeHMe aHOMa/IbHOrO NoBeAeHns

Peannsauun Cepsepa MoryT oTcrexusatb nosefeHue KnveHTta gna obHapyXeHWs NOTeHUMasbHbIX VHUWAEHTOB
6e3onacHocTu. Hanpumep:

NOBTOPHbIE MOMbLITKN NOAKNOYEHUSA:

NOBTOPHbIE NOMbITKN ayTeHTUmKaLmu;

HeKOppeKTHoe npekpaLlieHne coeAvHeHNN;

CKaHWpoBaHme TeMbl (MOMbITKA OTNPaBUTb UK NOANMUCATLCA HA MHOTUE TeMbl);
oTnpaBka coobLeHNii, focTaBka KOTOPbIX HEBO3MOXHA (6€3 NoANNCUNKOB Ha Tembl);

- nogknoyeHve KNnnMeHToB, He OTNpasBAsAloWmX AaHHbIe.

Peanunsauun Cepsepa MOryT oTKN0UNTL KNMEHTOB, KOTOPbIE HapyLlaloT ero npaeuna 6e30nacHocTu.

Peanusauun Cepsepa, o6Hapyxusawwme HexenaresbHoe NoBefeHne, MOryT co3faBaTtb JUHAMUYECKUe CrncKn
6/10KMPOBOK HAa OCHOBE TaKux MAeHTUdnKaTopos, kak IP-agpec nnn ngeHtudurkarop Knnenra.
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Peanusauynm MoryT ©cnosnb3osartb CpeACcTBa ynpas/ieHUs ceTeBbiM YPOBHEM (F4e AOCTYMHO) A1 OTPaHNYeHns unm
6/10KMPOBKM CKOPOCTN Ha OcHoBe IP-agpeca wnamn Apyroii nHopmauuu.

A.4.9 ipyrue coobpaxeHnsa 6e30nacHoOCTn

Ecnun ytepsaHbl ceptudmkatel SSL KnneHtos nnn CepBepoB, Uan cYMTaeTcs, 4TO OHU MOTYT 6bITb UCMOPYEHbI, UX
cnepyeT aHHynmposaTth (ucnonb3ys CRL [20] n/mwnm OSCP [23]).

YueTHble faHHble 415 NPOoBepKu NnoasmMHHOCTU KnuenTta nnm Cepsepa, Takue Kak UMA nosib3oBartenis 1 naposb,
KOTOpble MOTEPSAHbI UK CYATAIOTCA UCMOPYEHHBIMU, [O/KHbI ObiTb @aHHYIMPOBAaHbI M/MNKN NepensgaHsbl.

B cnyyae npofo/KMTeNbHbIX MO BPEMEHW COeANHEHWNIA:

- peanusaumn Knuenta n Cepsepa ¢ ncnonb3osaHnem TLS [3] 4o/KHbI faBaTb BO3MOXHOCTb NOBTOPHOrO 06CYX-
AeHua CeaHca, 4TO6bl yCTaHaBNMBaTb HOBble KpunTorpaduyeckne napameTpbl (3aMeHATb K/Il0UM ceaHca, MeHATb Habop
LWNPOB, UMEHATL YYETHbIE AaHHble AN1A NPOBEPKM NOAMHHOCTK):

- CepBepbl MOryT oTkno4aTb KAneHToB u Tpe6oBaTb OT HWX MOBTOPHON MAEHTUdMKALUM C HOBBIMW YyUYeTHbIMU
JaHHbIMU.

YcTpoiicTBa € OrpaHNYeHHbIMU BblYUCANTENbHBIMU MOLHOCTAMU U KNNEHTbI B OrpaHNYeHHbIX CeTAX MOryT UCMOoSb-
30BaTb BO306HOBMEHNE ceaHca TLS [19], uToObl CHM3NTbL 3aTpaTbl HA NOBTOPHOE NOJK/I0YeHne ceaHcos TLS [3].

KnueHTbl, nogknoyeHHble Kk CepBepy, UMeKT TPpaH3UTUBHbIE AOBEPUTESIbHbIE OTHOLLIEHWUA C ApYyruMun KnvneHtamu,
NOAKNIOYEHHBIMU K O4HOMY 1 TOMY Xe CepBepy, Uy KOTOPbIX €CTb NO/THOMOUYNS Ny6ANKOBaTb AAaHHbIE MO TEM Xe TemaM.

A.4.10 Ncnonb3osaHue Cepeepos SOCKS

Peanun3auna KnveHTOB fJO/KHA YUnTbIBaTb, YTO B HEKOTOPbIX Cpefax TpebyeTcst UCNONb30BaHNE NPOKCU-CEPBEPOB
SOCKSV5 [17] ans co3gaHusi UCXOAALWMNX CeTeBbIX NOAKNOUYeHNA. HekoTopble peanusauun MQTT MOryT MCMO/b30BaThb
anbTepHaTBHbIE 3allMiieHHble TYHHenn (Hanpumep. SSH) ¢ ncnonb3osaHvem npokcu-cepsepos SOCKS. B Tex cnyyasx,
Korga paspaboTku npegnountaloT ucnosnb3osatb SOCKS, OHW f0/MKHBI BbIMOAHATL 06a TUNa (aHOHWMHBIA 1 C naponem,
noATBeEpPXAaWMM UM nonb3osaTens), naeHtTudukauun npokcn-cepsepa SOCKS. B nocnegHem cnyyas peanvsauum
[0/MKHBI 6bITb OCBEAOMIEHBI O TOM. 4TO MAeHTUdUKaumas SOCKS mMoxeT BO3HUKATb B TEKCTOBOM BuAe, NO3TOMY cnefyeT
nsberatb NCNOMb30BAHNA TEX XK€ YYeTHbIX AaHHbIX ANS nogknoyeHns k Cepsepy MQTT.

A.4.11 Mpocwunu 6e3onacHocTn

VcnonHuTenu n paspaboTumkn pelleHnii MoryT OTHECTUCH K 6e30MacHOCTU Kak K Habopy npoduneit, koTopble MoryT
NPUMeHATLCA K NpoTokony MOTT. Huxe npusefeH npuMep nepapxuv yposHeli MHOroypoBHeBOI 6e30nacHocTu.

A.4.11.1 YncTbli Npodhnsib KOMMYHMKALMM

Mpy ncnonb3oBaHWM YACTOTO NPOIUAA KOMMYyHUMKauun npotokon MOTT paboTaeT No OTKPbLITON ceT 6e3 Kakux-
NN60 AOMNOMTHUTENbHbIX 3aLNLLEHHBIX MEXAHU3MOB CBA3N.

A.4.11.2 3awmieHHblil Nnpounb ceTeBoi CBA3N

Mpu ncnonb3oBaHUM Npouna 3alyniLeHHO ceTeBol cBsidu npoTokon MQTT npoxoAuT Yepes hmuanyeckyo unm
BUPTYasibHYI0 CeTb, KOTOpPas MMeeT 3/1eMeHTbl ynpaseHns 6esonacHocTbio, Hanpumep, VPN nan duanyeckn s3alymuieH-
HYy10 ceTb.

A.4.11.3 3awniieHHblt npodnab TpaHCNOPTHOrO NPoToKoNa

Mpy Mcnonb3oBaHMU 3aLULLEHHOTO NPOdUAS TPaHCNOPTHbIA NpoTokon MOTT NpoxoAnT Yepes husnyeckyo unm
BUPTYasibHYl0 ceTb 1 ncnonb3yet TLS [3]. uto obecneunBaeT naeHTUMUKaLMNIO, LLeNOCTHOCTb U KOHPUAEHLNANBHOCTD.

TLS [3] aeHTudmnkaumsa KnmeHta MoXeT MCNOb30BaTbCA B fONOHEHNE K nagenTudukaumn Knuenta MQTT uu
BMECTO Hee. Kak ykasaHo B nonsx ims nonb3osatens v Maponb.

A.4.11.4 OTpacnesble npounn 6e30NacHoOCTU

MpepnonaraeTcs, 4To npotokon MQTT 6yaeT BCTPOEH B oTpac/ieBble NPONaN NPUNOXKEHWNIA, Kaxblii U3 KOTOPbIX
onpegenseTr MoAesb Yrpo3bl Y KOHKPETHblE MeXaHU3Mbl 6€30NacHOCTH, KOTopble 6yAyT MCNO/Ib30BaTLCA ANA YCTPAHEHUSA
3TWX yrpo3. PekomeHAaLuy No KOHKPETHbIM MexaHn3mam 6e30MacHOCT 4acTo NPMHUMAOTCA Ha OCHOBaHWM CyLLecTBYIO-
L MX AOKYMEHTOB, B TOM YuC/ie:

- VHdpacTpykTypa knbepbesonacHocTn NIST [13]:

- NISTIR 7628 PekomeHaaLun no o6ecneyeHnto 6€30NacHOCTN NHTeeKTyanbHbIX ceTeil [14]:

- TpeboBaHus 6e3onacHocTn ans kpuntorpaduyeckux moayneii (FIPS PUB 140-2) [9];

- CraHpapT 6e30nNacHOCTU faHHbIX AN5 naaTexHsix kapT PCI-DSS PCI [16]:

- NSA Kpuntorpacus, kat. B [15].
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MpunoxeHne b
(cnpaBoyHoe)

O6s3aTefibHble HOPMaTuBHbIE MOJIOXEHNA

[aHHOB MpWOXEHWEe NPeJoCTaB/seTCss TONbKO B KayecTBe CMpaBOYHOrO MaTepuana U siBNsieTcsl HEHOPMaTUB-
HbIM. B Ta6bnuue B.1 npuBegeH nepeyeHb 3asiB/IEHN 0 COBMECTUMOCTM, COAEPXKALLMXCH B OCHOBHO Y4aCTW HACTOALLENO
ctaHgapta. OKoHYaTes bHbI CNUCOK Tpe6OoBaHW K COOTBETCTBUIO NpMBeseH B passene 9.

Ta6nuua B.1 — MNepeueHb HOPMATUBHbIX NOSIOXEHUA O COBMECTUMOCTU

Homep HOpmMaTMBHOTO

nonoxeuusa

[MOTT-4.5.3-1)

[MOTT-4.5.3-2]

[MQTT-4.5.3-3]

[MOTT-5.2.2-11

[MQTT-5.2.2-2]

[MOTT-5.3.1-11

[MQTT-5.3.1-2)

[MOTT-5.3.1-3]

[MOTT-5.3.1-41

[MOTT-5.3.1-51

[MQTT-5.3.1-6)

[MOTT-5.3.1-71

[MQTT-6.1.0-11

[MOTT-6.1.0-2

42

HOpMaTMBHOe nonoxeHue

CuMBO/IbHbIE flaHHbIE B KOAMpPOBaHHoI cTpoke UTF-8 IO/IXKHbI 6bITb NpaBnabHO cchopmMmpo-
BaHHbIMM UTF-8. kak onpegeneHo cneuyudukaumein Unicode [5] n nepecuntansl B RFC 3629
[2J. B yacTHoCTK, aTn gaHHble HE AOJDKHbI BkAloYaTh KOAMPOBKM KOAOBbLIX TOYEK MEXAy
U+D800 n U+DFFF. Ecnu Cepsep unn KnmeHT nonyyaeT ynpasasiowmnii nakeT, cogepxalynii
HenpasunbHO cchopmupoBaHHbii UTF-8, oH JOJ/IXKEH npepBath ceTeBoe NOAKIIOYEHNE

3akogupoBaHHasa cTpoka UTF-8 HE [OOJ/DKHA BknouaTb KOAMPOBKY HY/1€BOr0 CUMMBOSA
U+0000. Ecnun nonyyatens (Cepsep wan KnueHT) nony4yaeTt ynpaBasoLWNiA nakeT, cogepxa-
Wit U+0000, oH AO/DKEH npepBaTb ceTeBoe coeAnHeHne

KoauposaHHas nocnegosatenbHocTb UTF-8 OXEF OxBB OxBF Bcerga goskHa MHTepnpeTu-
poBaTtbcsi Kak o3Havawwas U+FEFF («Hynesas wwupuHa 6e3 npobena»), rae 6bl oHa HW no-
aBnsnacb B ctpoke, n HE O/IKHA 6bITb NponylieHa Win oTKKYeHa nosiyyaTesiemMm nakeTos

Ecnun 6uT chnara oTmMeyeH kak «3ape3epBuMpoBaHo» B Tabnuue 5.2 — BuTbl hnaros, oH 3a-
pe3epBupoBaH 415 6yayuiero ncnonb3osaHns n JOJ/MNKEH 6biTb yCTaHOBMEH B 3HaYEHWE, yKa-
3aHHOe B 3TOli Tabnuue

Ecnun nonyuyeHbl HegonycTumble conaru, nonyyarens JO/DKEH npepBaTb ceTeBoe coeanHeHne

SUBSCRIBE. UNSUBSCRIBE n PUBLISH (B cnyyasx, korga QoS > 0) ynpasnsiouime MakeTbl
OOJ/KHbI cogepxaTb HeHyneBoW 16-paspAaHbli nageHTUduKaTop naketa

Kaxablii pa3. korga KnMeHT oTnpaBsieT HOBbIV NakeT OA4HOTO U3 3TUX TMNoB, oH JOJIXKEH Ha-
3HAUNTb EMY HENCMO/Ib3YEMbIil B HACTOSILLEE BPEMS NMAKETHbIN MAEHTU(MKATOP

Ecnun KnneHT NOBTOPHO OTNpaBnsieT KOHKPEeTHbIW ynpasnstowmii naket, oH JO/DKEH ncnonb-
30BaThb TOT Xe MAeHTUdMKaTOp nakeTa B MOCAeAYOLWMX NOBTOPHbLIX OTNPaBKax 3Toro nakeTa.
MaeHTuduKaTop naketa CTaHOBUTCA AOCTYMHbLIM /151 MOBTOPHOIO UCMO/b30BAHUA Noc/e Toro,
Kak KnneHT o6paboTan cooTBETCTBYHOLW M NakeT noaTBepxaeHns. B cnyyas QoS 1 PUBLISH
3T0 cooTBeTcTByOWMA PUBACK; B cnyyae QoS 2 ato PUBCOMP. ins SUBSCRIBE wumu
UNSUBSCRIBE — 370 cooTBeTcTBYytOWMit SUBACK nnm UNSUBACK

Te xe ycnosus npumeHstotca kK Cepsepy, korga oH otnpasnset ONYB/INKOBATb /PUBLISH/
cQoS >0

Maket PUBLISH HE OOJ/DKEH cogepxatb naeHTudumnkaTtop nakera, ecnm ero 3HayeHme QoS
ycTaHOBNEHO Ha 0

MakeT PUBACK, PUBREC unu PUBREL AOJ/I)KEH cogepxaTb TOT Xe naeHTudmkatop nake-
Ta, YTO N NepBOHaYasbHO OTNpaB/eHHbI nakeT PUBLISH

AHnanornyHo SUBACK n UNSUBACK O/DKHbI cogepxaTb ngeHtudmkatop naketa, KOTopblii
ncnonb3osascsa B cooTseTcTeyolem nakete SUBSCRIBE n UNSUBSCIBE. cooTBeTCTBEHHO

Mocne Toro kak KNnMeHT yctaHoBUN ceTeBoe coefuHeHne ¢ CepBepoM, NepBbIM NakeToMm, OT-
npasneHHbIM KnneHtom Ha Cepsep. IO/DKEH 6b1Tb nakeT CONNECT

Cepsep AO/DKEH ob6pa6oTatb BTOpOii nakeT CONNECT, oTnpaBneHHblii KnmeHToMm, Kak Ha-
pYLUEHWE NPOTOKONA, U OTKIHUNTL KineHTa
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Mpogomkernne Tabnuybl b. 1

Hokep HopmaT/iBHOTO HopmaTVBHOE NomoXeHue

NoNoXeHus

[MQTT-6.1.2-1]

[MQTT-6.1.2-2]

[MQTT-6.1.2-3]

[MQTT-6.1.2-4]

[MQTT-6.1.2-5]

IMQTT-6.1.2-6]

MQTT-6.1.2.7]

[MQTT-6.1.2-8]

[MQTT-6.1.2-9]

[MQTT-6.1.2-10]

[MQTT-6.1.2-11]

[MQTT-6.1.2-12J

[MQTT-6.1.2-13]

[MQTT-6.1.2-14]

[MQTT-6.1.2-15]

Ecnu ima npotokona HesepHo. Cepeep MOXKET oTtknwountb Knnenta, nan MOXXET npogon-
XUTb 06paboTky naketa CONNECT B COOTBETCTBMM C HEKOTOPLIMU ApyrumMu crneuudmkaumsa-
mu. B nocnegHem cnyyas Cepsep HE A OJ/TIXKEH npogonxatb o6pabaTsiBats nakeT CONNECT
B COOTBETCTBUW C HacTOsLel cneundmkaLlmei

Cepsep JO/MKEH pearvpoBatb Ha nakeT CONNECT nepepaueii koga CONNACK 0x01 (He-
npuemMnemblii ypoBeHb MPOTOKONA), @ 3aTeM oTk/ovaeT KnmeHTa, ecnm ypoBeHb NpoTokoa He
nogaepxveaetca Cepsepom

CepBep [AOJ/DKEH noatBepauTb, 4TO 3ape3epBMPOBaHHbI dhnar B nakeTe ynpaBfieHus
CONNECT ycTtaHOB/IEH Ha HOMb W MNpepBaTb coeAnHeHne ¢ KNMeHToM, ecnn 3HavyeHne He
pasHO Hy/o

Ecnun gnsa napametpa «O4NCTUTbL CeaHC» YyCTaHOBNEHO 3HadveHne «0». Cepsep JOJ/IKEH B03-
06HOBUTb 0O6MEH faHHbIMW C KNMeHTOM Ha OCHOBE COCTOSIHUS C Tekyllero ceaHca (kak onpe-
AeneHo naeHTudukatopom Knnenta). Ecnm ceaHc He cBfi3aH ¢ nageHtTudrkatopom KnvenTa.
Cepsep JJO/MKEH co3gaTb HOBbI ceaHc. KnneHT n Cepeep AOJIKHbI coxpaHaTb ceaHc no-
cne pasbeanHenns Knuenta n Cepsepa

Mocne oTknoyeHuss CeaHca, MO KOTOPOMY NnapameTpoM «OUUCTUTb CeaHC» yCTaHOBMEH Ha 0.
Cepsep JO/TKEH coxpaHuTb gONoNHUTENbHbIe coob6LleHns QoS 1 n QoS 2. cooTBETCTBYIO-
wue no6bIM NognNuckam, KOTopble cywecTBoBanu y KnneHta Bo BpeMsi OTK/IIOUEHMSA B cOCTaBe
cocTosHmA CeaHca

Ecnv gns napameTtpa «O4YNCTUTL CEAHC» YCTaHOBNEHO 3HaveHne 1. KnueHT n Cepsep JOJTXK-
Hbl oTMeHUTb NpeabiAywmnii CeaHc 1 3anyCTUTb HOBbI. 3TOT CeaHC AIMTCA A0 Tex Nop. noka
cyluiecTByeT ceTeBoe MofknoyeHne. [laHHble COCTOAHUSA, CBA3aHHble ¢ 3Tum CeaHcoM. HE
OO/MKHbI noBTOpHO ncnonb3oBaThCs B 060N nocneayouein ceccum

CoxpaHeHHble COO06LEeHNA He ABMAIOTCA YacTblo cocTosiHus CeaHca Ha Cepsepe, oHU HE
OO/MKHbI yoanaTteca, korga CeaHc 3akaHumBaeTcs

Ecnu dhnar ganbHeiwmnx geiicTenii yctaHoBneH Ha 1. 3To 03HayaeT, YTO. eCc/n 3anpoc O Co-
efnHeHun npuHAT. CooblyeHne o ganbHewunx genctemax AOJHKHO xpaHuTbeca Ha Cepeepe
1 CBA3AHO C ceTeBbIM NoAkNtoYeHnem. CoobLieHne o ganbHeiwmnx geictenax JO/NKHO 6bITb
ony6nukosaHo, korga CeTeBoe nofk/oueHne byaeT 3akpbiTo, ec/im coobujeHne He 6b110 yaa-
neHo Cepsepom npu nonyyeHnu naketa DISCONNECT

Ecnu dnar ganbHeliwnx aeincTBuii yctaHoBsieH Ha 1. nons 6yaywero QoS u 6yayuiero co-
xpaHeHua B pnarax CONNECT 6yayT ncnonb3oBatbcst CepBepoMm, a nons 6yayuieii TeMbl v
coobueHne o ganbHeiwnx gelictenax JOJ/IKHbI npucyTcTBoBaTh B MONE3HOW Harpyske

CoobleHune o ganbHeiwnx geictBuax JO/KHO 6biTb y4aneHo U3 COXpaHeHHOro COCTOSIHMSA
Ceanca Ha CepBsepe nocsie ero ny6naukauuu, uau. korga Cepeep nosyuusn ot KaveHTta naket
DISCONNECT

Ecnu chnar ganbHewnx gencreunini yctaHoBneH Ha 0, 3HayeHus nonein QoS un 6yayuiero co-
XpaHeHus [O/KHbI OblTb YCTAHOB/EHbI PaBHbIMW HY/IIO, & NoNA byaylias Tema n coobLieHve o
panbHeliwnx geiictensax HE AOJDKHbI npucyTcTBOBaTh B NOME3HON Harpyske

Ecnu dnar ganbHeiwmnx aeicteuii yctaHoBneH Ha 0. cooblieHne o0 fanbHellnx AeiAcTBrUaAX
HE AOJ/1KHO ny6nmkoBaTbCs MPY 3aBEPLLUEHMN 3TOTO0 CETEBOr0 NOAK/IYEHNSA

Ecnwu cpnar ganbHeiwmnx geicteuii yctaHoBneH Ha 0. To 6yaywmii QoS AOJIKHO 6bITb ycTa-
HoB/eHO Ha 0 (0x00)

Ecnu conar ganbHellunx fgeicTBuii yctaHoBNeH Ha 1. 3HauyeHne 6yayuiero QoS rnoxet 6biTb O
(0x00). 1 (0x01) unun 2 (0x02). 3HayeHne HE AO/IKHO 6bITb ycTaHOBNEHO Ha 3 (0x03)

Ecnv conat ganbHeiwmnx gecTBuii yctaHosneH Ha 0. To donar 6ygyuiero coxpaHenmsa JO/DKEH
6bITb yCTaHOBMEH Ha 0
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MpopomkeHne Tabnuuybl b. 1

Homep HOpMaTUBHOTO

nonoxewusa

IMQTT-6.1.2-16]

(MQTT-6.1.2-17]

(MQTT-6.1.2-18]

(MQTT-6.1.2-19]

[MQTT-6.1.2-20]

[MOTT-6.1.2-21]

IMQTT-6.1.2-22]

[MQTT-6.1.2-23]

[MOTT-6.1.2-24]

[MQTT-6.1.3-1]

[MQTT-6.1.3-2]

[MOTT-6.1.3-3]

[MOTT-6.1.3-4]

[MOTT-6.1.3-6]

IMQTT-6.1.3-7]

IMQTT-6.1.3-8]

IMQTT-6.1.3-9]
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HOpMaTMBHOe nonoxeHune

Ecnu gns 6yayLiero coxpaHeHusi ycTaHoBneHo 3Hadenne 0. Cepeep JO/DKEH ny6nnkoBaTb
coo6LeHne 0 AanbHenWwnx 4eicTBUAX Kak He CoXpaHeHHoe coobLeHne

Ecnun ans 6ygyuiero coxpaHeHus yctaHoBsieHo 3HadveHne 1. Cepsep AOJ/DKEH ny6nvkosatb
coobLieHne 0 fJanbHelWwnx AeiCTBMAX Kak coXpaHeHHoe coobLieHne

Ecnu napameTp cnara C MMEHeM Mo/b30BaTenisi ycTaHoBneH Ha 0. umsi nonb3osatens HE
OOJ/MKHO npucyTcTBOBaTbL B NOME3HON Harpyske

Ecnu napameTp dnara ¢ MMeHeM Mo/b30BaTe/Is YCTAHOBMIEH HA 1. UMs nosnb3oBartesns
AO/MKHO npucyTcTBOBaTL B NO/IE3HOI Harpyske

Ecnn donar napons yctaHosneH Ha 0. napons HE JOJDKEH npucyTcTBOBaTh B MONE3HON Ha-
rpyske

Ecnu chnar napons yctaHoBneH Ha 1, napons JOJ/DKEH npucyTcTBOBaTh B NOME3HON Harpyske

Ecnu napameTp chnara ¢ nmeHeM nosnb3oBaTens ycTaHosneH Ha 0. conar napons AO/DKEH
6bITb yCTaHOB/EH Ha 0

KNMEHT HeceT OTBETCTBEHHOCTb 3a TO. YTOGbI MPOMEXYTOK MexXAy OTnpaBisieMbiMU ynpas-
NIAOWNUMN NakeTamMn He MpPeBbllas 3HaYeHNe akTMBHOTO COeAMHEHUs. B ciydaB oTCyTCTBUS
OTNpaBKM Kaknx-nM6o Apyrux ynpasBnsiowmx naketoB KnueHnT LOJ/DKEH oTnpaBuTb nakeTt
PINGREQ

Ecnn 3HauYeHne aKTWBHOTO COEAMHEHWsSI He paBHO Hynto, n CepBep He Nony4yaeT KOHTPOSb-
HbIli MaKeT OT K/iMeHTa B TEUEHME MoJyTopa MHTePBasIOB Nepuosa akTUBHOTO COEANHEHUS], OH
OOJ/KEH npepBaTh ceTeBoe NofkoueHne ¢ KnmeHToMm, kak ecnu 66l npomsoluen c6oii cetu

MonesHasa Harpy3ka naketa CONNECT cofepXuT O4HO UM HECKONIbKO nosneli ¢ npegukcom
[ONVHBL, HANMYMe KOTOPbIX onpeaensieTcsa paramu B 3aro/ioBke nepemMeHHol. 3Tu nons, ecnm
OoHU ecTb. IO/DKHbI nosBnATbCs B nopsigke: naeHtudukaropa Knnenta, éyayuias tema, co-
o6LleHne o fjanbHellwnx geicTemax. MiMs nonb3oBartens, naponb

Kaxablii KnueHT, nogknovatowuiica Kk Cepsepy, uMmeeT yHukasnbHblil Clientld. NWaeHTudmkatop
Knuenta JOJ/IKEH ncnonb3osaTbea KnveHtamu n Cepsepamu Ansa onpefeneHns nx coctos-
HWS B OTHOLIEHUKN 3Toro ceaHca MQTT mexay KnneHtom n Cepsepom

Maoentndukatop Knuenta (Clientld) JO/MKEH npucyTtctBoBaTh M JO/DKEH 6bITh NEpBbIM NO-
nem B nonesHoi Harpyske naketa CONNECT

Clientld 4O/MKEH 6bITb kOAMPOBaHHOW cTpokoit UTF-8, kak onpegeneHo B nyHkTe 4.5.3
[MQTT-6.1.3-4].

Cepsep JO/KEH pgonyckaTtb Clientlds. anvHa koTopbix nonagaeT B Anana3oH 1—23 koanpo-
BaHHbIX 6aiiToB UTF-8. 1 cofepxunT Tonbko cumBonbl «0123456789abcdefghijkimnopgrstuvwx
yzABCDEFGHIJKLMNOPORSTUVWXYZ»

Cepeep MOXXET nossonuTtb KnneHTy npegoctasuTh Clientld, gnmHa koTtoporo paBHa Hysio,
ofHako, ecnu oH aenaet 310. Cepeep AOJ/DKEH paccmaTtpuBaTb 3TO Kak 0COGbI/ cnyvaii
1 HasHaunTb yHuKanbHblii Clientld gna atoro Knuenta. OH OOJ/IKEH obpab6artbiBaTb naket
CONNECT, kak ecnu 6bl KnneHT npegoctaBu yHukanbHblli Clientld

Ecnn KnueHTt otnpaensieT Clientld ¢ HyneBbim 6aiitom. KnveHt AOJ/IKEH Takke ycTaHOBUTb
«OuyncTUTb ceaHe» Ha 1

Ecnn KnueHt otnpasnseT Clientld ¢ HyneBbiM 6aiiToM, C yCTaHOB/IEHHbIM 3Ha4YeHnem «Ouu-
CTUTb ceaHc» pasHbiM 0. Cepsep AOJ/IXXKEH oTtBeuaTtb Ha naket CONNECT kofom Bo3spata
CONNACK 0x02 (oTknoHeHue nageHTudmkatopa), a 3atem npepsartb ceTeBoe CoeguHeHne

Ecnn Cepsep oTknoHset Clientld. on JOJ/IKEH oTtBevaTb Ha nakeT CONNECT kogom BO3-
Bpata CONNACK 0x02 (naeHTudmkatop OTK/IOHEH), @ 3aTeM NpepBaTb CETeBOE COeAVHEHNE
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Mpogomkernne Tabnuybl b. 1

Howmep HopmaTiBHOrO HopmaTVBHOE NomoXeHue

NoNoXeHus

[MQTT-6.1.3-10]

[MQTT-6.1.3-11J

[MQTT-6.1.4-1]

[MQTT-6.1.4-2]

[MQTT-6.1.4-3]
[MQTT-6.1.4-4]

[MQTT-6.1.4-5]

[MQTT-6.2.0-1]

MQTT-6.2.2-1]

[MQTT-6.2.2-2]

[MQTT-6.2.2-3]

[MOTT-6.2.2-4]

[MOTT-6.2.2-5]

[MOTT-6.2.2-6]

[MQTT-6.3.1-1]

[MQTT-6.3.1-2]
[MQTT-6.3.1-3]

[MQTT-6.3.1-4]

Ecnu chnar ganbHeliwnx AeicTBuil yctaHoBseH Ha 1. 6yaywasa Tema 6ygeTt cnegylowum no-
nem B nonesHoii Harpyske. Byayuiaa Tema JOJIKHA 6bITb KOAMPOBaHHOM cTpokoii UTF-8, kak
onpejeneHo B nyHkte 4.5.3

Mmsa nonb3osatens JOJIKHO 6biTb KOAUPOBaHHO cTpokoit UTF-8. kak onpefeneHo B NyHKTe
4.5.3

Cepsep OO/MKEH nogtBepanTb, 4To nakeT CONNECT cooTtBetcTByeT Pa3sgeny 6.1. u npe-
pBaTb ceTeBoe coegunHeHne, He otnpasnsas CONNACK. ecniv oH He COOTBETCTBYET

Ecnu Ctientld npeactaBnaet KnveHTa, yxe nogkntwyeHHoro Kk Cepsepy. Cepsep OJ/DKEH oT-
KMUNTb cyllecTBytowero Knmernrta

Cepsep JO/IKEH BbINOMHNTL 06paboTKy «OUMCTUTH CEAHC», ONMCAHHOIO B NoANyHKTe 6.1.2.4

Cepsep AO/DKEH noagteepautb naket CONNECT c nomowbio naketa CONNACK. cogepxa-
Lero Hy/eBoli ko Bo3Bpara

Ecnun CepBep oTknoHseT CONNECT, oH HE AOJI)KEH o6pab6aTbiBaTb Nto6ble gaHHble, OT-
npassieHHble Knnentom nocne naketa CONNECT

MepBblit NakeT, oTnpaBieHHbIi ¢ CepBepa KnueHty, LO/DKEH 6b1Tb naketom CONNACK

Ecnu CepBep nNpuHMMaeT cCOeAUHEeHMEe C YyCTaHOBKOW napametpa «O4uMCcTUTb ceaHCc» Ha 1,
CepBep OOJ/DKEH ycTtaHoBuTbL Tekywuii ceaHc Ha O B nakete CONNACK B fonofnHeHue K
yCTaHOBKe HyneBoro koga sosspara B nakete CONNACK

Ecnu CepBep NpMHUMAaET COeAUHEHNE C YCTAHOBKOW napameTpa «O4YncTuTb ceaHc» Ha 0, 3Ha-
YeHue. yCTaHOB/IEHHOE A/18 TEKYLLEero ceaHca, 3aBUcuT OT TOro, COXxpaHuni nu Cepeep cocTos-
HUE ceaHca f/151 NPeAoCTaBNEHHOTO naeHTUdUKaTopa KnvexTa.

Ecnu CepBep coxpaHui cOCTOsIHNE ceaHca, oH JOJ/DKEH ycTaHOBUTb TEKYLLUA ceaHc Ha 1B
nakete CONNACK

Ecnu CepBep He coxpaHun coctosiHme CeaHca, oH JOJ/IKEH ycTaHOBUTbL TeKyLMii ceaHc Ha
0 B nakete CONNACK. 3T0 f0NONHUTENIbHO K YCTAHOBKE HY/1eBOr0 KoAa BO3BpaTa B nakeTe
CONNACK

Ecnn Cepsep otnpasnsieT nakeT CONNACK. cofepxaliunii HeHyneBoil koj BO3Bparta, OH
[OOJDKEH ycTaHOBUTL Tekylinii ceaHc Ha O

Ecnu Cepsep otnpasnsieT naket CONNACK. cogepxalynii HeHyneBoi kof Bo3Bparta, OH
AOJ/DKEH 3atem npepsaTh ceTeBOe COefUMHEHNE

Ecnv HY 0auH 13 KO0B BO3BpaTa, NepeyncneHHblx B Tabnuue 6.1 — 3HaueHus koga Bo3BpaTa
coefiMHeHUs, He cumTaeTca npumeHumbim, Torga Cepsep AOJIXKEH 3akpblTh ceTeBOE coean-
HeHue. He oTtnpaBnsAs naket CONNACK

dnar DUP OJ/DKEH 6bITb ycTaHoBneH Ha 1 Knuentom nnu CepBepom, Korga OH nbiTaeTcs
NOBTOPHO OTNpaBuTb naket PUBLISH

®nar DUP O/MKEH 6bITb ycTaHoB/eH Ha 0 Ans Bcex coobuieHunii QoS 0

3HauveHne dnara DUP u3 Bxogsuiero naketa PUBLISH He pacnpocTpaHsieTcs, korga naket
PUBLISH otnpasnsetca nognucynkam Cepsepom. ®nar DUP B ncxogawem nakete PUBLISH
ycTaHaB/MBaeTCs He3aBMCMMO OT Bxogslero naketa PUBLISH, ero 3HayeHne JOJ/TXKHO 6b1Tb
onpeaeneHo TONIbKO UCXOAA M3 TOro, SIBAsSieTCA Nu ucxofawmii naket PUBLISH noBTopHOiA
nepegayeri

Maket PUBLISH HE AOJ/1KEH nmeTb 06a 6uta QoS. ycTaHoBNeHHbIe Ha 1. Ecnn Cepep win
KnueHT nonyyaeT naket PUBLISH, y koToporo o6a 6vta QoS yctaHoBieHbl Ha 1. oH AOJ/DKEH
npepBaTb CeTEBOE MOAK/MOUEHNE
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Homep HOpMaTUBHOTO
HOpMaTMBHOe nonoxeHune

nonoxewusa

[MQTT-6.3.1-5)

[MOTT-6.3.1-6]

[MOTT-6.3.1-7]

[MOTT-6.3.1-8]

[MOTT-6.3.1-9]

[MQTT-6.3.1-10]

[MQTT-6.3.1-11]

[MQTT-6.3.1-12]

[MOTT-6.3.2-1]

[MOTT-6.3.2-2]

[MOTT-6.3.2-3]

[MOTT-6.3.4-1]

[MOTT-6.3.5-1]

[MOTT-6.3.5-2]

[MQTT-6.6.1-1]

[MOTT-6.8.1-1]

IMQTT-6.8.3-1]
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Ecnun cbnar RETAIN yctaHoBneH Ha 1, B nakete PUBLISH, otnpaBneHHom KnneHnTtom Ha Cep-
Bep. Cepsep AO/DKEH xpaHuTb coobujeHne npunoxeHns n ero QoS. 4Tobbl OH MOT f0CTaB-
naTbcs 6yAywmMm nognucuynkam, NoANUCKA KOTOPbIX COOTBETCTBYIOT UX HA3BAHUIO TEMbI

Korpa yctaHoBneHa HoBasi nofnucka, nocriefHee coobLlieHne ¢ COXpaHeHneM, ec/ii OHO ecTb,
no KaxoMy nMeHun cooTeeTcTBytowero Tuna JO/KHO 6bITb OTNPaBAEHO NOANNCUNKY

Ecnun Cepsep nonyyaet coobuieHne QoS 0 ¢ conarom RETAIN, ycTaHOBMeHHbIM Ha 1. oH JOJ1-
XXEH oTmeHuTb Nto60e coobleHne, paHee coxpaHeHHoe A8 atoi Tembl. CIEAYET coxpa-
HWTb HOBOe coobLeHne QoS 0 B kKauecTBe HOBOrO COXPAHEHHOro COO06LeHNs AN 3TOW TeMbl,
HO MOXXHO oTka3aTtbcs OT Hero B 1l060e BpeMs — ecnn 3TO Npou3oiiaeT, ANS 3TOro pasgena
He 6yfieT COXpaHeHHOro coobLeHns

Mpun otnpaske naketa PUBLISH Knuenty Cepsep JOJIXXEH yctaHoBuTb chnar RETAIN Ha 1.
ecnn cooblyeHne 0TNpaBneHo B pe3ynbTaTe HOBOW NOANUCKN, CAeNnaHHo KnneHTom

On JO/DKEH yctaHoBuTb thnar RETAIN Ha 0. korga naket PUBLISH oTnpaBnseTca Knventy,
NOCKONbKY OH COOTBETCTBYET YCTaHOBJ/IEHHOW MOANNCKE, He3aBMCMMO OT TOro, Kak 6bla ycTa-
HOB/IEH h/1ar B NO/Iy4EHHOM CO06LLEHNN

MaxeT PUBLISH c dnarom RETAIN, ycTaHOBAeHHbIM Ha 1. n nonesHas Harpyska, cogepxa-
was Hynesble 6aiTbl, 6yaeT o6pabaTbiBaTbCA Kak 06bIYHO CepBepoOM 1 OTNPaBAAaTbCA KnneH-
Tam C NOAMUCKOIA, COOTBETCTBYIOLLEl Ha3BaHWIO TeMbl. Kpome Toro, nto6oe cyljecTsytoLlee co-
XpaHeHHoe coobLieHne ¢ TeM xe umeHem Tembl JOJDKHO 6bITb yaaneHo, n niobsle byayuine
noANUCHNKN AN TeMbl HE NOy4YaT cCoxpaHeHHoe coobLeHne

CoxpaHeHHoe coobLeHune ¢ HynesbiM 6aiitom HE JO/TNKHO XpaHuTbCa Kak COXpaHeHHoe Co-
oblieHne Ha CepBepe

Ecnun pnar RETAIN paBeH 0. B nakete PUBLISH, otnpaBneHHom KnueHTom Ha CepBep. Cep-
Bep HE LOJ/TXKEH xpaHuTb 370 coobuieHne n HE AO/MKEH yaanaTe unm 3aMeHsiTb CyLecTBy-
oL ee coxpaHeHHoe coobLeHne

HassaHue Tembl JO/IKHO npucyTcTBOBaTb B kauecTBe MepBOro Noss B 3arosioBke naketa
PUBLISH. OH JOJ/DXEH 6bITb KOgMpOBaHHO Kogmposkoii UTF-8

Ha3BaHue Tembl B nakete PUBLISH HE JOJI)XHO cogepxaTb NoACTaHOBOYHbIX 3HAKOB

HassaHue Tembl B nakete PUBLISH, otnpasneHHoe Cepsepom KnneHTy-noagnucumky, AOXK-
HO COOTBETCTBOBATbL (PUNLTPY TEMbI NOAMUCKN B COOTBETCTBUM C NPOLLECCOM COMNOCTaB/IeHNS,
onpegeneHHsiM B Pasgene 4.7

MonyyaTtens naketa PUBLISH AOJ/IXXEH oTBevaTb B COOTBETCTBMM C Tabnuuein 6.4 — Oxuga-
emblii oTBeT naketa PUBLISH, kak onpegeneHo QoS B nakete PUBLISH

Cepsep JO/HKEH poctaBnATb coobuweHne KNnmeHTy B COOTBETCTBUM C MakCcuMasnbHbiM Q0S
BCEX COOTBETCTBYIOLLMX NOANNCOK

Ecnu peanusauyma Cepsepa He paspelwaeT KNMeHTy BbINoMHATL nakeT PUBLISH: oH He moxeT
coobwnTb 06 aToM Knnenty. OH JOJDKEH caenaTe nonoxuTenbHoe NOATBEPXAEHNE B COOT-
BETCTBUM C 06bIYHbIMM NpaBunamMn QOS nnu npepeaTb CeTEBOE COeANHEHNEe

Butbl 3. 2. 11 0 hkcMpoBaHHOIO 3aronoBka B nakeTe ynpasnenns PUBREL 3ape3epsupoBsa-
Hbl 1 JOJ/IKHbI 6bITb ycTaHoBNEHbl Ha 0.0.1 1 0 cooTBeTcTBeHHO. CepBep JOJ/TKEH cuntath
noboe Apyroe 3HaYeHMe UCKaXKEHHbIM, 1 NpepBaTb CETeBOE COefjMHeHNe

Butbl 3. 2. 1 1 0 dhuKcpoBaHHOro 3arosioBka ynpasnsiouiero naketa SUBSCRIBE 3apesep-
BupoBaHbl U JJO/DKHbI 6b1Tb ycTaHoBNEHbI Ha 0. 0. 11 0 cooTBeTcTBEHHO. Cepep JO/DHKEH
cunTtatb Nt06oe Apyroe 3HaYeHne UCKaXeHHbIM U NpepBaTh CeTEBOE COeANHEHNe

®dunbTpbl TEM B NoNe3Holi Harpyske naketa SUBSCRIBE JOJ/KHbI 6biTb 3aKogMpoBaHHbIMMK
UTF-8 cTpokamu, kak onpegenieHo B Pasaene 4.5.3
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Moxep HopmaT/IBHOTO HopmaTVBHOE NomoXeHue

NoNoXeHus

[MQTT-6.8.3-2]

[MQTT-6.8.3-3]

[MQTT-6-8.3-4)

[MQTT-6.8.4-1]

[MQTT-6.8.4-2]

[MQTT-6.8.4-3]

[MQTT-6.8.4-4]

[MQTT-6.8.4-5]

[MQTT-6.8.4-6)

[MQTT-6.9.3-1)

[MQTT-6.9.3-2)

[MQTT-6.10.1-1)

(MQTT-6.10.3-1)

[MQTT-6.10.3-2)

[MQTT-6.10.4-1J

EC/iv OH npeanounTaeT He NoAAepXMBaTh (PUNLTPbI TEM. KOTOPbIE COAEPXaT NOACTAHOBOUYHbIE
3Haku, oH JOJ/IKEH oTKOHNTL Nio6oii 3anpoc Ha NoAnNucky, PUALTP KOTOPOTO UX COAEePXUT

MonesHaa Harpyska naketa SUBSCRIBE [OJ/I)KHA cogepxaTb MO MeHblleli Mepe OAuH
hunbTp Tem’'napy QoS. MakeT SUBSCRIBE 6e3 none3Holl Harpysku siBAsieTcs HapyleHuem
npoTokona

Cepsep JOJ/IKEH cuutath naket SUBSCRIBE uckaxeHHbIM 1 NpepsBaTb ceTeBoe coefuHe-
Hue. ecnn N0 60oii 13 3ape3epBUPOBaHHbIX OUTOB B NOMIE3HOV Hay3Ke OT/INUEH OT HYNs, Uan
QoS He paBHO 0. 1 unmn 2

Korpga Cepsep nonydaet naket SUBSCRIBE ot Knuenta. Cepsep [JO/IKEH oTBeuartb ¢ nake-
Tom SUBACK

MakeT SUBACK AOJIXXEH umeTb TOT Xe ugeHTudukatop naketa, 4to n naket SUBSCRIBE,
KOTOpbIA OH NoATBEPXAAET

Ecnu Cepsep nonyuyaet naket SUBSCRIBE, cogepxalunii hnnbTp TeM. KOTOpPbIA MAEHTUYEH
cyuiectsytowemy unbtpy Tem Mognuckn, o JOJ/IKEH nonHOCTbIO 3aMeHWUTb CyLLeCTBYIO-
wyto Mognucky HoBol Mognuckoit. ®unbTp TeMbl B HOBOW Mognucke 6yaeT uaeHTuYeH punb-
TPy Tembl B NpeAbiayLieli Nognucke, XoTsa ero MakcrManbHoe 3HadeHne Q0S MoxeT oTnyaTthb-
csa. Jliobble CcyllecTBYlOLIEe COXPaHEHHble COO6LLeHMs, COOTBETCTBYyOWME (DUNLTPY TeMbI.
AOJ/HKHbI 6bITb NOBTOPHO OTNPaB/ieHbl, HO NOTOK ny6aukaunii HE JO/MKEH npepbiBaTbes

Ecnn Cepsep nonyuyaet nakeT SUBSCRIBE, KoTOpbIii COAEPXNUT HECKO/IbKO (hU/IbTPOB TEM.
oH [IOJIXXEH obpabaTbiBaTb 3TOT NakeT, kak ecnu 6bl OH Noay4nn nocnefoBaTeslbHOCTb U3
Heckonbknx naketos SUBSCRIBE, 3a uckntoueHnemMm TOro, 4TO OH 06beAuHSeT X OTBETbl B
oauH oTBeT SUBACK

MakeT SUBACK. otnpasneHHbliit Cepsepom KnuenTy, LO/DKEH cogepxatb koA Bo3BpaTa ans
Kaxporo dounbTpa Tem/napbl QoS. 10T kof Bo3Bpata AOJ/DKEH nokasaTb mMakcumasibHoe
QoS. KoTopoe 6bIN10 NpeAoCcTaBNEHO AN 3TOW MognMCcKM, UK ykasaTb Ha c6oi nognucku

CepBep MOXeT npefocTaBuUTb 60nee HU3KMIE MakcuMasbHbli Q0S, yem 3anpocun NoANUCHHUK.
QO0S coobuieHnin nonesHon Hadyskn, oTNpasB/eHHbIX B OTBET Ha nognucky. 4OJ/DKHbI 6bITh
MWUHUManbHbIM QOS M3Ha4YasIbHO ONy6/IMKOBAHHOIO COO6LLEHNA Y MakCcMMasnbHoro QoS, npe-
nocTtasneHHoro Cepsepom. CepBepy paspeleHo oTnpaBnATb Ay6aukatbl konNuii coobLeHmns
noAnNucYMKy B cryyae, Korga UcxofHoe coobuieHve 661710 ony61mMkoBaHo ¢ QoS 1. a Makcu-
MasnbHbIM NpefocTaBneHHbiM QoS 6611 QoS 0

Mopapok kogos Bo3Bparta B nakete SUBACK AOJ/KEH cooTBeTcTBOBaTh NOPAAKY (PUIBTPOB
Tem B nakete SUBSCRIBE

Koabl Bo3BpaTta SUBACK. oTninuyHble oT 0x00. Ox01. 0x02 n 0x80. 3ape3epsupoBaHbl 1 HE
AOJ/HKHbI ncnonb3osatbes

Butbl 3.2.1 1 0 hukcpoBaHHOro 3aronoska ynpasnstouiero naketa UNSUBSCRIBE 3ape3sep-
BupoBaHbl 1 JOJDKHbI 6bITb ycTaHoBMeHbl Ha 0. 0. 1 1 0 cooTBeTcTBEHHO. CepBep JO/KEH
obpabaTbiBaTh N1060€ APYyroe 3HaYeHne Kak UCKaXeHHOe 1 3aKpbiBaTb CETEBOe COeANHeHNe

dunbTpbl Tem B nakete UNSUBSCRIBE AOJ/1)XHbI 6bITb 3akoanpoBaHHbIMU cTpokamu UTF-8.
Kak onpegeneHo B pasgene 4.5.3. (hopMupys HENPepPbIBHbI nakeT

dunbTpbl Tem B nakeTe UNSUBSCRIBE AOJ/1)XHbI 6bITb 3akognpoBaHHbIMU cTpokamu UTF-8.
Kak onpefeneHo B nyHkTe 4.5.3. hopmupys HenpepbIBHbIA nakeT

®UnbTPbLI TEM (He3aBWCUMMO OT TOT0, coAepXaT /I OHU MOACTAHOBOYHbIE 3HAKM WUW HET), No-
ctaBnsemble B nakete UNSUBSCRIBE. JOJ/I)XHbI cpaBHMBaTbCA N0 KaXx oMy CUMBOJY C Te-
KylWw MM HabopoM cunboB TeM, xpaHswmuxca Ha Cepsepe ans KnueHta. Ecnv kakoit-nm6o
hnNbTP TOYHO COOTBETCTBYET, TO €ro co6¢TBEHHan Mognucka ygansaertcs, B NPOTUBHOM criyyae
HUKaKOl AOMNONHUTENbHO 06PaB6OTKMN He MPOUCXOAUT
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[MQTT-6.10.4-2]

[MQTT-6.10.4-3]

[MQTT-6.10.4-4]

[MQTT-6.10.4-5]

[MOTT-6.10.4-6]

[MQTT-6.12.4-1]
[MQTT-6.14.1-1]

IMQTT-6.14.4-1]

[MOTT-6.14.4-2]

[MOTT-6.14.4-3]

[MQTT-7.1.0-1]
[MQTT-7.1.0-2]

[MOTT-7.3.1-1]

IMQTT-7.3.2-1]

[MOTT-7.3.2-2]
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HOpMaTMBHOe nonoxeHune

Ecnn Cepsep yganseTr noanucky, oH NOJ/DKEH 3aBepwuTb MOCTaBKy /106bIX COOOLEHNI
QoS 1 nnn QoS 2. koTopble OH Havyan oTNpaBNATb KnneHTy

Ecnn Cepsep yganseT nognucky, oH JO/IDKEH npekpatnTb 406aBNSTb HOBble COO6LEHNS AN
pocTtaskn KnneHty

Cepsep JOJDKEH oTtBevatb Ha 3anpoc UNSUBSUBCRIBE. otnpasue naket UNSUBACK. Ma-
keT UNSUBACK 0 OJ/IXKEH nmeTb TOT Xe naeHtudmkatop nakerta, 4to u naket UNSUBSCRIBE

[axe ecnu Hukakue Mognucku Ha Tembl He yaaneHsl. Cepsep JOJ/DKEH otnpasuts UNSUBACK

Ecnu Cepsep nonyvaet naket UNSUBSCRIBE, coaepxalynii HeCKonbko puabTpoB TEM. OH
OOJ/KEH obpabatbiBaTh 3TOT NakeT, kak ecny 6bl OH NOy4Yna nocrefoBaTelbHOCTb U3 He-
ckonbknx naketos UNSUBSCRIBE, 3a UCK/l04YeHNEM TOrO, YTO OH OTNPaBfseT TOJIbKO OAUH
oteeT UNSUBACK

Cepsep AOJ/DKEH otnpaBuTb nakeT PINGRESP B oTBeT Ha nakeT PINGREQ

Cepsep O/DKEH npoBepuTb, 4TO6bI 3ape3epBUpOBaHHbIe 6UTbI Gbl/IM YCTAHOBEHbI HA HOJb,
1 npepsartb coefuHeHne ¢ KNMeHTOM, eC/in OHN He paBHbl HY/O

Mocne otnpasku naketa DISCONNECT Knuent JOJ/IXXEH npepsaTh ceTeBoe coefjuHeHne

Mocne otnpaBkn naketa DISCONNECT KnueHT HE AOJ/IKEH oTnpaBnATb 60Mblue ynpaBns-
IOLLMX NaKeToB 3TUM CETEBbIM MOAKIIOYEHEM

Mpy nonyyeHnn DISCONNECT CepBep AO/DKEH oTMeHUTb nto6oe cooblieHne, cBsi3aHHOe C
TeKywWmMM nogktoyeHvem, 6e3 ero nybavkauum, kak onmcaHo B pasgene 6.1.2.5

KnneHT 1 Cepsep OJ/IKHbI coxpaHATb COCTOsIHME CeaHca Ha NPOTSHXXEHUW BCEro ceaHca
CeaHc JOJ/IKEH gnnTbCca Kak MUHMMYM [0 TeX Nop. Noka eCTb aKkTUBHOE CEeTeBOE COeuHeHne

B npoTtokone goctaskm QoS 0 oTnpasButenb:
OOJKEH otnpasutb naket PUBLISH ¢ QoS =0. DUP =0

B npoTokone goctasku QoS 1 otnpasutesns JOJ/IKEH:

HasHauaTb HeWcnosnb3yeMmblii nAeHTUMKATOP NakeTa KaxAbli pas. korga y Hero ecTb HOBOe
coobuieHne NnpunoxeHna ansa nybavkauum;

oTnpasuTb nakeT PUBLISH, cogepxawuii atoT ngeHtudukatop naketa ¢ QoS = 1. DUP = 0
paccmatpusaTb nakeT PUBLISH kak «HenoATBepXAeHHbl1», noka OH He Nojy4uT cooTBeT-
cTBylowWmnii nakeT PUBACK oT nonyvaTtensi. Cm. 6onee noapobHyo nHdopmauymio 0 Henoa-
TBEPX/EHHbIX CO0bLWeHNAX B nogpasgene 7.4.

B npoTtokone goctaskn QoS 1 nonyyatens JOJ/DKEH:

HanpasuTb nakeT PUBACK. cogepxalnii naeHTucmnkatop naketa u3 BXOAsLEro naketa
PUBLISH, npuHsAB npaBo COGCTBEHHOCTM Ha COOGLLEHNE NPUNOXEHUS:

Mocne otnpaBkn naketa PUBACK cumTaTth 060t Bxoaawmii naket PUBLISH, koTopblii co-
[EepPXNT TOT Xe naeHTudukaTop naketa, HOBOI Ny6nnKaLnei, He3aBUCMMO OT YCTaHOBKMN ero
c¢nara DUP
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Hokep HopmaTV1BHOrO
MO/IOXEHNSs

[MQTT-7.3.3-1]

[MQTT-7.3.3-2]

[MQTT-7.4.0-1]

[MQTT-7.5.0-1]

[MQTT-7.5.0-2]

[MQTT-7.6.0-1]

[MQTT-7.6.0-2]

HopmaTtunsHoe nonoxeHve

B npoTokosne goctaskn QoS 2 oTnpaBuTesib:

AOJ/MKEH Ha3HaunTb Heucnosb3yeMblil naeHTunkaTop naketa, ec/im y Hero eCTb HOBOE CO-
obLeHne Npunoxenna gnsa nyéankauuu:

AOJ/MHKEH otnpasuTb naket PUBLISH, cogepxalyuii aToT ngeHTudukaTop naketa, ¢ QoS = 2.
DUP =0;

OOJ/DKEH cumtatb naket PUBLISH «HenoATBepXAEeHHbIM», NOKa OH He MoJly4uT COOTBETCTBY-
rowmii naket PUBREC oT nonyuyatensi. CM. MHQOpMaLMio 0 HeNOATBEPXKAEHHbIX COOBLLEHNAX
B Paspgene 4.4;

NOJ/DKEH otnpasuTh naket PUBREL, korga oH nonyvaet nakeT PUBREC oT nonyuarens.
O71oT naket PUBREL JOJ/XEH cofepxaTtb TOT Xe naeHTUdukaTop nakeTta, Yto U UCXOAHbIN
naket PUBLISH;

OOJTKEH cuutath nakeT PUBREL «HenoaTBepXAEeHHbIM», MOKa OH He MOJly4YnT COOTBETCTBY-
rowmnii naket PUBCOMP oT nonyyatens;

HE MOJXET nosTopHo otnpasuTb PUBLISH nocne oTtnpaBku COOTBETCTBYHOLLEro naketa
PUBREL

B npoTokone goctaskn QoS 2 nonyuatesns JOJIDKEH:

otBeuatb PUBREC. cogepxalium ugeHTudunkaTop naketa u3 exogsuiero naketa PUBLISH,
MPUHSAB NPaBO COBCTBEHHOCTM HAa COO6LLEHME TMPUTOKEHNS:

[lo Tex nop. noka OH He Nosy4MT cooTBeTCTBYOWMA nakeT PUBREL, nogTeepAnTb Mt060# no-
cnegyowmii naket PUBLISH c TeM xe naeHtudunkatopom naketa, otnpasns PUBREC.

B atom cnyyas oH HE AOJ/IXXKEH nHuymmpoBaTb Ay6nvpoBaHne coobluieHunii ana nocnegyto-
WKx nonyyatenei;

B npoTokosne goctasku QoS 2 nonyuyatens JO/DKEH:

otBeuatb PUBREC. cofepxalium ugeHTMdnkaTop naketa u3 Bxogsuiero naketa PUBLISH,
NPUHSIB NPAaBO COGCTBEHHOCTY Ha COOGLLEHNE NPUNOXEHUS;

[lo Tex nop. noka OH He Nony4uT cooTBETCTBYIOWMI nakeT PUBREL. nogTBepaunTb Nto6oii no-
cnepyowmnii naket PUBLISH c Tem xe ngeHtudukatopom naketa, otnpasms PUBREC. B atom
cnyvae oH HE JOJ/DKEH nHuummposaTh Ay6nvnpoBaHme cooblieHnii 4ns nocneayowmx nony-
vyaTteneit;

oTBeyaTb Ha nakeT PUBREL, otnpaBus naket PUBCOMP. cogepxalynii TOT Xe ngeHtudmka-
Top nakeTta, 4to n PUBREL,;

Mocne Toro, kak oH oTnpasun PUBCOMP. cuntaTb nto6oii nocnegyowmnii PUBLISH-nakeT. co-
Aepxalyuii aToT ngeHTudukaTop naketa, HoBol nybnvkaumnei

Korpga KnueHT NnoBTOPHO noAknitovaeTtca K napameTpy «OUMCTUTb CeaHC», yCTaHOB/IEHHOMY Ha
0. KnuneHT n Cepsep AOJ/DKHbI noBTOPHO OTNpaBAATb N0Oble HENOATBEPXAEHHbIE NaKeTbl
PUBLISH (rae QoS> 0) n naketol PUBREL ¢ ucnonb3oBaHnem nx MCXOAHbIX UAEHTUUKATO-
poB nakeToB

Korga Cepsep nony4yaeT npaBo COGCTBEHHOCTW Ha BXOAsliee COO6LieHNEe MPUIOXKEHUS, OH
OO/MKEH po6aBnTb ero B COCTOAHME ceaHca ANA Tex KNMeHToB, KOTOpble UMEKT COOTBeT-
cTytowme Mognucku. MpaBuna cooTBeTCTBUA onpeAesnieHsl B pasgene 7.7

Knnent AOJ/DKEH noaTBEpAnTb, YTO N06OIA Ony6NKOBaHHbIA NakeT, KOTOPbIA OH NonyvaeT B
COOTBETCTBUM C NPUMEHUMbIMW NpasBunamum QoS, He3aBWCKMMO OT TOro, BbIGUPAET /N OH 06-
paboTKy COO6LLEHUS MPUMIOXKEHNS O TOM. YTO OHO COAEPXUT

Korga oH noBTOpHO oTnpaBnseT kakne-nn6o nakeTel PUBLISH, oH JOJ/DKEH noBTOpHO OT-
npaBuTb X B TOM MOPsAAKe, B KOTOPOM Oblan OTNpas/ieHbl ucxoaHble naketsl PUBLISH (aTto
OTHOCUTCA K coobLeHnssM QoS 1 n QoS 2)

Knnent AO/DKEH otnpaBnsaTth naketel PUBACK B TOM nopsigke, B KOTOPOM 6bi/iv MOyYeHb!
cooTBeTCcTBYHOWME nakeTbl PUBLISH (coo6uieHuns QoS 1)
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[MQTT-7.6.0-3)

[MQTT-7.6.0-4)

[MQTT-7.6.0-5J

[MOTT-7.6.0-6)

[MQTT-7.7.1-1J

[MQTT-7.7.1-2J

[MOTT-7.7.1-3)

[MOTT-7.7.2-1)

[MOTT-7.7.3-1)
[MOTT-7.7.3-2)
[MQTT-7.7.3-3)

[MQTT-7.7.3-4J

[MQTT-7.8.0-1J

[MOTT-7.8.0-2)

[MQTT-8.0.0-1)

[MQTT-8.0.0-2)

[MOTT-8.0.0-3)

[MOTT-8.0.0-4)
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HOpMaTMBHOe nonoxeHune

Knvnent AOJ/DKEH oTnpaBnath nakeTsl PUBREC B TOM nopsjke, B KOTOPOM ObliN NOMTyYeHbI
cooTBeTCcTBYOLWMe nakeTbl PUBLISH (coo6leHns QoS 2)

Knvnent AO/DKEH oTtnpasnaTh naketsl PUBREL B TOM nopsigke, B KOTOPOM OblIN NOMTyYeHbI
cooTBeTCcTBYOLWMe nakeTbl PUBREC (coobuweHns QoS 2)

Cepsep JOJDKEH no ymonuaHuio paccmMatpusaTh Kax gyl TEMY KaK «yrnopsAA0YEHHY TeMy».
OH MOXXET npepgocTaBuTb afiMUHUCTPATUBHbIV UNX MHO MexaHn3M, NO3BONALWMNIA paccma-
TpMBaTb OJHY UM HECKO/IbKO TEM KaK «HeynopsijoHeHHYI0 TeMy»

Korpa CepBep o6pabaTtbiBaeT cooblieHne, ony6nKoBaHHOE B ynopsioueHHol Teme, oH JON1-
XEH cnepoBatb NpvBefeHHbIM Bbille NpaBuiam npu AocTaBke COOOLLEHNI KaXA0MY N3 CBOMX
noanucunkos. Kpome toro, oH JO/DKEH oTnpaenate naketsl PUBLISH KnuneHtam (no Toii xe
Teme 1 Q0S) B TOM nopsjke, B KOTOPOM OHM GbiAIN NOMyYeHbl OT N060ro ykasaHHOro KnveHrta

CVMBO/IbI NOACTAHOBKM MOTYT MUCMO/b30BaThLCSA B (punbTpax Tem. Ho HE AOJIXKHbI ncnonb3o-
BaTbCS B HA3BAHUN TEMbI

MHOroypoBHeBbI/i NOACTAHOBOYHbIA 3Hak JOJ/IKEH 6bITb yka3aH 160 caMoCTOATENbHO, 60
nocne pasfenurens TeMaTu4yecknx ypoBHeA.

B nto6om cnyvyae oH JO/DKEH 6bITb nOCNeAHVM CUMBO/IOM, YKa3aHHbIM B (hunbTpe Tem

OfHOYpOBHEBbIN WA6GN0OH MOXHO MCMOMb30BaTh Ha /060M ypoBHE dhunbTpa Tem, BkIOYas
nepBblii U nocneaHwii ypoBHu. Ecnu oH ncnonbsyetcsi, oH JOJ/DKEH 3aHnMaTh BeCb YPOBEHb
dunbTpa

Cepsep HE JOJ/TDKEH coeanHAaTb (OunbTPbl TEM. KOTOPbIE HAYMHAKOTCH C CMMBOA NOACTAHOB-
Ku (# nan +) ¢ Ha3BaHUAMMK TeM, HauMHaKwLWUMncs ¢ cumsona $

Bce Ha3BaHus Tem v punbTpbl Tem JOJDKHbBI umeTb Kak MUHUMYM OAWH CUMBO
HasBaHue Tembl 1 punbTpbl Tem HE AOJIKHbI BkAtoyaTb Hynesoii cumeon (Unicode U + 0000)

Ha3saHne TeMbl 1 UAbTPLI TEMbl — 3TO KOAMpPOBaHHble cTpokn UTF-8. onn HE AOJIDKHbI
KogupoBaTtb 6onee 65535 6aiiT

Korpa BbINOMHSETCS COEANHEHNE B COOTBETCTBUM C noanuckoin Cepsep HE AOJ/IKEH Bbinon-
HATb KaKyl-1mb0 cTaHAapTU3auMio Has3BaHuii TeMm Uan UAbLTPOB TEM. a Takxe N6y Moau-
dukaumio nan 3aMeHy Henpu3HaHHbIX CUMBOJIOB

Ecnu He ykasaHo nHoe, ecnu Cepsep unn KNnMeHT cTankuBatloTcA C HapyLlleHneM npoTokosa,
oHu JOJIXKHbI 3akpbITh CETEBOE COELMHEHNE, HA KOTOPOE MOJyYeH Takoli ynpasnstowmii na-
KET. KOTOpbIVi BbI3Ba/ HapyLleHne NpoTokoia

Ecnn KnueHT nnn Cepsep o6HapyxmBatoT HecuctemaTmyeckyt ownbky npu obpaboTke BXO-
Aawero ynpasnsiouiero naketa, oHn AJOJDKHbI 3akpbiTh ceTeBOe coefAVHEHME, Ha KOTopoe
noslyyYeH Takoii ynpasnsiowmii naket

Ynpasnsouwwne naketsl MQTT AOJ/DKHbI 6biTb 0TnpaBieHbl B 6MHApHble NakeTbl faHHbIX
WebSocket. Ecnn nonyyeH kakoi-nu6o Apyroii Tun nakeTa AaHHbIX, nonyyatens JOJDKEH
npepsaTtb ceTeBOe COefuHeHne

OpavH nakeT gaHHbix WebSocket rnoxeT cofepxarb MHOXECTBEHHbIE UM YaCTUYHbIE ynpaB-
nawwme naketel MOTT. Monyuyatens HE JOJIKEH npegnonaratb, 4TO ynpasistolime nakeTbl
MOTT cooTBeTCTBYIOT pamkaM nakeTa faHHbiXx WebSocket

Knuent JO/MKEH BkAtoyatb *mqtl» B cnucok cy6-npotokonoB WebSocket, KoTopblii OH npeg-
naraet

Mms cy6-npoTtokona WebSocket. BbibpaHHOe u Bo3Bpaljaemoe CepBepoM, [JO/IKHO ObiTb
«maqtt»
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OkKoH4aHve Tabnuuybl b. 1

Moxep HopMaTV1BHOTO
MO/IOXEHSs

[MQTT-9.0.0-1]

[MQTT-9.0.0-2]

[MQTT-9.1.1-1]

[MQTT-9.1.2-1]

HopmaTtueHOe nonoxeHve

CepBep, KOTOPbI NPUHUMAET BXOASALME NOAK/IIOHYEHUS M yCTaHAB/IMBAET UCXOAALME NOAKIIIO-
yeHus Kk gpyrum Cepsepam. JO/DKEH cooTBeTcTBOBaThL Kak KnneHty MQTT, Tak u Cepsepy
MQTT

CootseTcTBytowne peanusaunn HE JOJDKHbI Tpe6oBaTb MCNONb30BaHUA KakMx-Tmbo pac-
LUMPEHWIA. onpefesieHHbIX BHe 3Tol cneyndukanumn, 4Tobbl B3auMoAeicTBoBaThb C /1060W Apy-
roli coBMecTumoi peanusauuei

CootseTtcTBytoWwmit Cepep JO/KEH noagaepxusaTe UCNONb30BaHNE OLHOTO UM HECKOMbKNX
6a30BbIX TPAHCMOPTHbIX MPOTOKO/I0B, KOTOPble 06ecneynBaloT ynopsaAoUeHHbIl, He fonyckato-
W uii noTepb NOTOK 6ariToB OT KnneHTa k Cepsepy 1 oT CepBepa k KnneHTy

CooTBeTcTBytoWMii KnueHt JOJIKEH noagepxusarb UCNONb30BaHWE OLHOTO UMM HECKOSbKMX
6a30BbIX TPAHCMOPTHBIX NMPOTOKOJIOB, KOTOPbIE 06ECMNeUNBAIT YNOPAL0UEHHbINA, HE AOMyCKaK-
WKt noTepb NoTok 6aiiTo oT KnueHta k Cepsepy u oT CepBepa k KnneHTty
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MpunoxeHne B
(cnpaBoyHoe)

MpeancnoBue K OpUTMHaNLHOMY U3AaHWI0

ISO (MexayHapoaHas opraHusauus no ctraHgaptusauymmn) n IEC (MexayHapoaHas 3/1eKTpoTexHnyeckass KoMnccus)
06pasyloT cneuyanM3npoBaHHyto cUCTEMY CTaHAapTu3aLmmn Bo BceM Mupe. HauvoHanbHble opraHbl, Bxogsawue B 1ISO niu
IEC, yyacTByloT B pa3paboTke MexAyHapoAHbIX CTaH4apTOB Yepe3 TeXHWYECKMe KOMUTETbI, CO3[laHHble COOTBETCTBYIO-
el opraHnsalmen AN pacCMOTPEHNS KOHKPETHbIX 061acTell TeXHNYecKol essTeNbHOCTU. TexHuueckme komuteTsl ISO
n IEC coTpygHuyaloT B 0651acTsax, npefcTaBAsioWmnX B3auMHbli MHTepec. B pa6oTe Takke NMpUHMMAlOT yyacTue gpyrue
MeXAyHapoAHble opraHnsauun, NpaBuUTeIbCTBEHHbIE Y HEMPaBUTENbCTBEHHbIE, B COTpyAHMYecTBe ¢ ISO un IEC. B o6na-
CTN UHOPMALMOHHbIX TeXHoOrMiA 1ISO u IEC co3fanu COBMeCTHbI TexHuyeckuii komuTeT ISO/IEC JTC 1.

Mpoueaypbl, UCNonb3yembie 415 pa3paboTkyM HaCTOALWEero ctaHaapTa U npejHasHavyeHHble AN ero ganbHewero
o6cnyxuBaHus, onucansl B iupektnse ISO/IEC, YHacTb 1. B yacTHOCTU, cnielyeT OTMETUTb Pas/inyHbie KpUTepun yTBepx-
AEeHNs. HeobxoaMMble A1 pa3HbIX TUNOB AOKYMEHTOB. HacToAWwmii cTaHAapT COCTaB/eH B COOTBETCTBUN C peAakKLNOHHbI-
Mu npasunamu Aupektusbl ISO/IEC, YacTb 2 (cM. vwnv.iso.orgfdireclives).

CnepgyeT 06patuTb BHMMaHNE Ha BO3MOXHOCTb TOF0, YTO HEKOTOPbIE 3/IeMeHTbl HACTOALWEero ctaHaapTa MoryT 6biTb
npegMeToM naTteHTHbIX Npas. ISO n IEC He HecyT OTBETCTBEHHOCTM 3a BbISIB/IEHNE NIOObLIX UM BCEX TaKUX MaTeHTHbIX
npas. Mogpo6Has nHopmaumsa 0 Kakux-Nnbo naTteHTHbIX NpaBax, OnpeAesieHHbIX Npu paspaboTke cTaHjapTa, byaeT
npejcTtasfieHa BO BBeeHUN U/uaun B Cnucke 3asBOK Ha nateHT ISO (cM. wwv/.iso.org/patents).

Mo6oe ToproBoe HasBaHue, NCMONb3yeMOe B HACTOALEM CTaHAapTe, ABnseTca nHdopmaumneid, npeaocTaBieHHo’
ANna yaobcTBa nonb3oBatenel, N He ABNSETCA NOATBEPXAAOLMNM KayecTBo.

ISO/IEC 20922:2016 6bin1 NOArOTOBMEH TexXHUYECKUM KOMUTeTom no CeTeBOMy NpoTOKO/ly 06MeHa coobLeHuns-
MU Mexay ycTpoiicteamu (MQTT) B OASIS 1 6b11 NPUHAT B COOTBETCTBUU C npoueaypoii PAS COBMECTHbIM TEXHUYECKUM
KkomuTeTom ISO/IEC JTC 1 «/H(OopMaLMOHHbIE TEXHOOTUW» NapasnefnibHO C ero yTBepXAeHeM HaunoHa bHbIMK opra-
Hamu ISO un IEC.
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Mpunoxexve I
(cnpaBo4HOE)

M3BelleHne NnpaBoo6najaTens 0puUrMHanbHOro usgaHus

ABsTopckoe npaBo © OASIS Open 2014. Bce npasa 3alluLLeHbl.

Bce TepmuHbI € 3arnaBHoli 6ykBbl 8 criedytolem TeKCTe UMEIOT 3HaueHus, NPUCBOEHHbIe UM B MonuTrke OASIS no
3alnTe NpaB Ha UHTENNEKTyanbHY0 CO6CTBEHHOCTL («MonnTrka OASIS no 3AMVCWU»). MonHbIi TEKCT NOAUTUKN MOXHO
HaiiTn Ha Beb-caiite OASIS.

HacTtoAwwii ctaHaapT 1 ero nepesofpbl MOryT 6blTb CKONMPOBaHbLI M NPefoCTaB/eHbl CTOPOHHUM NuLam, a npo-
13BOAHbIE PaboTbl, KOTOPbIE KOMMEHTUPYIOT WMAWN UHbIM 06Pa30M OOBLACHAIOT €ro VAN NOMOralT B €ro OCyLeCTBAEHUN,
MOTYT 6bITb NOATOTOB/IEHbI, CKONUPOBAHbI, ONY6MKOBaHbI M PacnpoCTPaHeHbl NOTHOCTLI0 WU YAaCTUYHO 6e3 Kakux-nm6o
OrpaHUYeHunii Npy yCroBMK, YTO BbILLEYNOMAHYTOE YBeJOM/IeHNe 06 aBTOPCKMX NpaBax v AaHHbll pasfen BKAYeHbl BO
BCE TaKue KOMun 1 Nnpounsso/Hble paboTbl. TeM He MeHee, HacToALWMIA cTaH[apT cam no cebe He MOXeT 6bITb KakuM-1M60
06pa3oM M3MEHEH, B TOM Ync/e NyTem yaaneHus yBeAoMaeHns 06 aBTOpCKkMX npaBax uam ccbiiok Ha OASIS, 3a ucknio-
YeHneM cfyyaes, Korga 370 Heo6XoAnMo AN pas3paboTku N6Oro JOKyMeHTa WA NPOEKTHON AOKyMeHTauun TexHuue-
cknum komutetom OASIS (B 3TOM Criyyae f0/KHbI CO60AaTLCA NpaBuaa, NPUMeHMble K aBTOPCKMM npasaMm, Kak ykazaHo
B Monutuke OASIS no 3MNC) unu. ecnun TpebyeTca BbINONHUTL NEPEBO/, Ha ApPYrne A3bliKW, KPOME aHrNACKoro.

OrpaHuyeHHble paspeLleHns, NpeAocTaBeHHbIe Bbllle, ABASATCA 6eccpoUHbIMM U He 6yAyT oTo3BaHbl OASIS, ero
npeeMHUKamy UM HasHavYeHHbIMU NnLamu.

HacTosAwwuii ctaHAapT 1 cofepxalasca B HeM MHgopMauvs npefocTaBnsiloTCs «B CYLLECTBYOLWEM BUAE», U
OASIS OTKA3BIBAETCH OT BCEX FAPAHTUN. ABHbIX UV MOAPA3YMEBAEMbIX. BK/IHOYAA. HO HE OIPAHU-
YNBAACH JIIOBLIMU TAPAHTUAMU. YTO NCMNOJIb3OBAHUE NHOOPMALMN. COLEPXALLENCS B HACTOSALLEM
CTAHOAPTE. HE HAPYWAET KAKWE-NMBO MPABA COBCTBEHHOCTW VN NOBbIE NMOAPA3YMEBAEMbBIE TA-
PAHTUN KOMMEPYECKOW LLEHHOCTW VAW NPUTOLAHOCTW ANA OMNPELENEHHOM LENN.

OASIS npocuTt, 4tobbl kakasa-nn6o CtopoHa OASIS nnu nobasa gpyras CTOpoHa, KoTopas cuuTaeT, YTO OHa umeeTt
naTeHTHble NpeTeH3un, KOTOpble HenmpeMeHHO ByAyT HapylleHbl B pe3ynbTaTe NpUMeHeHuUs HacToswero ctaHgapTa Ko-
muteta OASIS unu CtaHgapta OASIS, ysegomuna AgmuHuctpatopa TK OASIS v coobuina o roToBHOCTU npejocTa-
BUTb JTATEHTHbIE JINLEH3UN MO TakM NaTeHTHLIM MPETEH3MAM B COOTBETCTBUK C pexumom 3rMNNC TexHnyeckoro komureta
OASIS, KoTopblil NoAroToBUN HacToAwyo Cneundukauuio.

OASIS npegnaraeT nt060i 13 CTOPOH cBa3aTbesa ¢ Aamuumuctpatopom TK OASIS, ecnu emy n3BecTHO o Tpebo-
BaHUK MpasBa CO6CTBEHHOCTU Ha f1l06ble NaTeHTHble NPeTeH3UW, KOTOpble HenpeMeHHO 6yAyT HapylleHbl B pesy/bTarte
peanusauuun HacToswein Cneyndukaymn BnagenbLuem nateHTa, KoTopblii He XenaeT NpefocTaBNATh INLEH3NI0 Ha Takue
naTeHTHble NPeTeH3nN B COOTBETCTBUK C pexunmoM 3MNC TexHnyeckoro kommteta OASIS, KOTOPbI NOAFOTOBU HACTOS-
wyto Crneundmkauymio. OASIS MOXET BKIOYATL Takme NpeTeH3nn Ha cBoeM Beb-caliTe, HO OTKasbiBaeTCs OT Kakunx-1m6o
06A3aTe/IbCTB B 3TOM OTHOLLIEHU.

OASIS He 3aHVMMaeT NO3ULNI0 OTHOCUTENIbHO AeiCTBUTENbHOCTY MK cdpepbl NPUMEHeHNs 60V HTeNneKkTyanb-
HOW COBCTBEHHOCTU MM APYrMX Npas, KOTOPble MOrYT 6biTb 3asBNEHbI B OTHOLIEHUW peann3auuy UAN UCNoJb30BaHuA
TEXHOI0TUW, ONMUCAHHOI B HACTOALWEM CTaHAapTe, WK B CTENEHW, B KOTOPOIA Nt06as MLLEH3NA N0 TakuM npaBam MOXeT
6bITb UM He 6bITb AOCTYMHON’; KOMUTET TakXe He 3asaB/seT 0 TOM. YTO NPUNOXWUN BCE YCUNNSA ANSA BbISIBNEHNS Taknx npas.
NHdopmauuio o npoueaypax OASIS B OTHOLWEHNW NpaB Ha Nt0601 AOKYMEHT UM NPOEKTHYI0 JOKYMeHTaLuo, NoaroTos-
neHHyt TexHuyeckum komuteTom OASIS, MOXHO HaliT Ha Be6-calite OASIS. Konuu 3asBnexuii o npasax, npejocTas-
NEeHHbIX ANA ny6avkauuu, n nobble rapaHTUW BbiAaun MLEH3UIA, UAX pe3ynbTaTt MOMbITKM NOAYYNTb OOLLYI0 IMLLEH3NI0
NN paspelleHne Ha WCNo/b30BaHUe TakuX MMYLLECTBEHHbIX NpaB WCMOMHUTENAMU UMW NOMb30BaTeNIAMN HacToALlel
Cneundvkauun Komuteta OASIS unu Ctangapt OASIS, MoxHO nonyuntb y AgMmuHuctpatopa TK OASIS. OASIS He ge-
NnaeT HUKakuxX 3asB/ieHunii 0 TOM. 4To nobas nHpopmauusa UM CNMCOK Npas UHTeNeKTyanbHO CO6CTBEHHOCTU B 110601
MOMEHT 6y/JeT 3aBepLUeH, UKW YTO MI06ble NPeTeH3NN B TaKOM crnucke hakTuyeckn senasoTcst OCHOBHLIMU NPETEH3NAMMU.

HasBaHne «OASIS» aBnseTcs ToBapHbIM 3Hakom OASIS, Bnagenbua 1 pa3paboTynka HacTosLell cneyudukaymm,
1 ero cnegyeT UCNONb30BaThb TOMLKO A1 0603HAUEHNS OpraHn3aunn n ee ouunanbHbix Npogyktos. OASIS npuseTCTBY-
eT ynoMuHaHue, NpUMEeHeHNe 1 CNoNb3oBaHne cneuudurkalmii, CoxpaHasa nNpaso NPUHYAUTENBLHOTO NPUMEHEHUS CBOUX
3HaAKOB B OTHOLLUEHWUW BBOAALMX B 3a6nyx/jeHne BUA0B UCMO/Ib30BaHNA. Bbllieyka3aHHble pekoMeHAauny cM. No agpecy:
httpsjAwvw.oasis-ODen.orQj'ooiicies-cuideiines.'trademark-
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MpunoxeHue [
(cnpaBou4HOE)

CBefeHus 06 N3MEHEHUAX, BHECEHHbIX B TEKCT HalWOHaNbHOro CtaHgapTa
NO OTHOWEHNK K NCXOAHOMY CTaHOapTy

CraHgapTt «MHtopmaLoHHble TexHonorun. iHTepHeT Beleli. MpoToKon opraHnsaunn ovepegein ocTasku Tene-
MeTpuyeckux coobueHnii MQTT. Bepcusi 3.1.1» siBNsieTca MOANGULMPOBAHHBIM MO OTHOLEHWIO K MEXAYHAPOLHOMY CTaH-
fapty MCO/M3K 20922:2016 NHdopmaLoHHbie TexHonornu. MpoTokoa opraHusauun ovepefeii JOCTaBku TesieMeTpu-
yeckux coobuieHnii MQTT v3.1.1 (ISO/IEC 20922:2016 Information technology — Message Queuing Telemetry Transport
(MQTT) v3.1.1) nyTeM N3MEHEHNA ero CTPYKTYpbl B COOTBETCTBMU C YCNOBUAMM, ykasaHHbiMy B M B.13 TOCT 1.3—2014 ¢
Lenbio NpMBEAEHNS ero B COOTBETCTBME TpeboBaHNAM, ycTaHOBNEHHbIM B TOCT 1.5.

B npouecce moandmkaLumn B UCXOAHbIN CTaHAapT 6blan BHECEHbI Cefylolne U3MeHeHuUs:

a) lo6aBneHne pa3genos K UICXOAHOMY CTaHAapTy

1 [lo6aBneHbl pasgensl «Mpeancnosue». «BeeaeHne». «O6nacTb NpUMeHeHns», «O603HAYeHNsI U coKpalle-
HUsi». «bubnnorpadus».

2 TekcT pasgena «O6nacTb NpUMeHeHUs» J06aB/ieH Ha OCHOBE MOJIOXEHWUI CXOAHOro cTaHdapTa.

3 B pasgen «TepMuHbl ¥ onpegeneHus» fobasBneHbl OCHOBHbIE MOMOXEHUA AOKyMeHTa [1] kak 3HauyuMmble Ans
V3MI0KEHNA HaLMOHaNbHOro cTaHAapTa. BcTaBneHHbIli TeKCT BbifeneH BepTukanbHol nuHneid. fobasnexn TepmuH 2.11,
BblAe/IEH KYPCUBOM.

6) YaaneHve pa3fenos NCXOAHOrO cTaHgapTa

1 Y6paHbl nogpasaenbl UCxoaHoro ctaHgapta «URL-cneymdukaunm», «TexHndeckuii komuteT», «Mpeacenare-
nn». «Pepaktopbl», «CMeXHble HanpaBfeHUs nccnefoBaHnii». «®opmar cCbiikn». «CNUMCOK PUCYHKOB 1 Tabnuuy», «1.1
OpraHusaumna MQTT». «McTopusa pefakuymnii». "BbipaxkeHne npusHaTenibHOCTH” .

B) MNepeHoC pa3fenosB UCXOAHOrO cTaHaapTa.

1 TekcT pasgena «[lpeancnosne» UCXOAHOro CTaHjapTa NepeHeceH B NpuioxeHne B (cnpaBoyHoe) HauOHasb-
HOro cTaHgapTa.

2 TekcT nogpasgena «Bbifepxka» WCXOQHOro cTaHgapTa nepeHeceH B pasfen «BsegeHue» HauWOHaNbHOro
cTaHgapra.

3 TekcT nogpasgena «W3BelweHus» NCXOAQHOrO cTaHAapTa nepeHeceH B npunoxeHue I (cnpaBo4vyHOE) Hauuo-
Ha/IbHOTO CTaHaapTa.

4 TekcT nogpasgena «1.3 CcblfiKM Ha HOPMaTKBHbIE [AOKYMEHTbI» UCXOAHOro cTaHfjapTa nepeHeceH B pasgen
«Bbubnnorpadua» HauMoHaNbHOro CTaHA4apTa, NpU 3TOM CCbIJIOYHbIE 3HAKM W HyMepauus NpuBeAeHbl B COOTBETCTBME C
poccuiickumu TpeboBaHUAMMU NO CTaHJapTU3aLUN.

5 MonoxeHuna nogpasgena «1.6 PegakuymoHHble cornalleHna» NCXoAHoro ctaHjapTa BK/IOYEHbl B TEKCT pasgena
«O6nacTb NPUMEHEHUSA» HaLMOHANLHOIO CTaHaapTa.

6 Pasgen «5 Be3onacHOCTb» UCXOJHOrO cTaHjapTa nepeHeceH B npuioxeHve A (pekomeHayemoe) HaunoHasb-
HOro cTaHgapTa.

7 N3meHeH NopsfoK CnefoBaHns NPUIOXKEHWIA HaLMOHaNbHOTO cTaHjapTa ¢ yd4eToM [06aBfeHnsi HOBbIX Mpu-
NOXEHWA.

r) 13ameHeHns TekcTa UCXOAHOro cTaHAapTa B COOTBETCTBMM C TpeboBaHusMU Poccuiickoli cTaHgapTusaumu.

1 /i3MeHeHa HyMepauwus 3aro/ioBKOB 1-ro ypoBHS 1 NPUIOXEHWI UCXOAHOTO CTaHAapTa.

2 PucyHkn npeacTasneHbl B Buae tabnuu. Hymepauus Tabnuy, B COOTBETCTBUU C HyMepaLueil pas3genos oTMe-
HeHa. Tabnmuam NprYcBOeHa Cn/oLWHaa HyMepaumsa no HapacTaHuio No BceMy TeKCTy cTaHgapTa.

3 M3meHeHa Hymepaums 0603HaveHunii 06a3aTeNbHbIX HOPMATUBHbIX NOTOXEHWI, NPefyCMOTPeHHbIX M. 3.1.1 Ha-
LMOHa/IbHOTO CTaHAapTa, a Takke BHYTPEHHUX CCbIZIOK Ha pa3fesibl B COOTBETCTBUM C U3MEHUBLUECA Hymepauuneii pas-
[lenoB.

4 V13 TeKCTa UCXOAHOro cTaHjapTa UCK/IYEHO BbleNeHne LBeToM.

5 W3 TekcTa UCXOHOro cTaHAapTa UCKYeHbl crioBocoyeTaHns «HeHopmaTuBHbI npumep» n «HeHopmaTue-
HbIi KOMMeEHTapuii», COOTBETCTBYIOLME 6/10KM TEKCTa BblAe/IeHbl Kak NPUMepbl UK Kak nprMeyaHus (B 3aBUMCMMOCTU OT
cofepxaHus cooTBeTCTBYOLWero 6s10ka) B COOTBETCTBUM € TpeboBaHuamu FOCT 1.5.
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