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acnektbl. (ISO/IEC TR 29181-1:2012, Information technology — Future Network — Problem statement and
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BeBepgeHune

MCO (MexpayHapogHass opraHusauusa no craHgapTtusaumm) n M3K (MexayHapogHas 3/1eKTpPOTexXHU-
yeckas Kommuccusa) obpasyloT cneunann3vpoBaHHyl0 CUCTEMY BCEMUPHON CTaHgapTu3auun. HaumoHanbHble
opraHbl, aaswolwmecs yneHammn NCO nnn M3K, yyacTsyloT B pa3paboTke MexayHapoaHbIX CTaHAapToB C Mo-
MOLLbIO TEXHUYECKNX KOMWUTETOB, CO3AaHHbIX COOTBETCTBYIOLLE opraHusaunein AN pacCMOTPEHNS KOHKpeT-
HbIX 06n1acTeli TEXHUYEeCKoW AeaTenbHoCTU. TexHuyeckre komutetol ICO 1 M3K coTpyfHMYaloT B 061acTaXx,
npescTaBNSAOLWMX B3aMMHbI/ MHTepec. B paboTe Takke NPYHUMAIOT y4acTue 1 Apyrue MexzayHapoaHble opra-
HM3aLuMK, NpaBUTeIbCTBEHHbIE U HENPABUTE/IbCTBEHHbIE, COBMeCTHO ¢ MMCO 1 M3K. B obnactu nHgopmanum-
OHHbIX TexHonoruii MICO n M3K yupegunun O6beanHeHHbI TexHnyeckuin kommteT MICO/M3K OTK 1.

MexgayHapogHble cTaHfapTbl paspabaTbiBaloTCA B COOTBETCTBMU C NpaBuiamu, NpMBeLEHHbIMU B WH-
cTpykumax MCO/M3K. yacTb 2.

OcHoBHaa 3agadya O6befMHEHHOro TEXHUYECKOro KOMMTEeTa COCTOMT B NOATOTOBKE MeXAyHapOAHbIX
cTaHAapToB. MpoeKTbl MeXAyHapoAHbIX CTaHAapTOB, NOArOTOB/EHHbIE O6beNHEHHBIM TEXHUYECKUM KOMU-
TETOM. pacCblNalTCcsA HauMOHa/IbHbIM KOMUTETaM Ha rofiocoeaHue. My6amkaumsa B kayecTse MeXxayHapoaHo-
ro ctaHgaprta TpebyeT yTBepXAeHUsA He MeHee YeM 75 % HalMOoHasIbHbIX KOMUTETOB, YHacTBYIOWMX B ros10-
coBaHuu.

B MCKNOUNTENbHBIX Cyvasx, korga O6beArHEHHbI TEXHUYECKU A KoMUTET cobpan AaHHble MHOro posja
Mo CPaBHEHMIO C TEMU, YTO OObIYHO NYBNNKYIOTCS B KAYECTBE MeXAyHapoAHOro ctaHgaprta (HanpuMep, o no-
CnefHNX JOCTUXEHNAX B TEXHWKE), OH MOXET NPUHATL peLueHre o nybavkauum TeXHUYeckoro otyeTa. TexHu-
YeCKWUA OTYET HOCUT UCKNIOUMTENbHO MHAOPMAaTUBHBIN XapakTep 1 NoANeXUT NepecMoTpy Kaxable NATb net
TaknM e 06pa3oM, Kak n MexayHapoAaHbIi cTaHaapT.

Ob6palyaeTcst BHUMaHWe Ha TO. YTO HEKOTOpbIe 3/IeMEHTbI HACTOSLLLEr0 MeXAYHapoAHOro cTaHaapTa Mmo-
ryT 6bITb 06BLEKTOM NaTeHTHbIX nNpaB. MCO n MOK He HecyT OTBETCTBEHHOCTY 3a OnpeaesieHne Kakoro-nm6o
NN BCEX TakMX NMaTeHTHbIX npas.

LokymeHT ISO/1EC TR 29181-1 paspab6otaH O6beanHEHHbIM TEXHUYECKUM KomuTeToMm MCO/M3K OTK 1
«MHhopMaLMOHHbIE TEXHONOTNN», NOAKOMUTETOM 6 «TeNleKOMMYHVKauun n 06MeH nHhopmaumein Mexay cuc-
TeMamm».

ISO/IEC TR 29181 cocTouT 13 ceayoLwmx Yacteil nos o6wum 3arofloBKOM «/IHhOpMaLMoHHbIE TEXHO-
norun. bygyuwme cetn. 3noxeHne npobnemsl 1 TpeboBaHUS».

- YacTb 1. O6Lwme nonoxeHus.

B pa3paboTke HaxogaTcs cnegyoLwme yactu.

- YacTtb 2. MNMpuceBoeHne nmeH 1 afpecos.

- YacTb 3. KommyTtauma n mappyTtmnsaums.

- YacTtb 4. MO6GUNLHOCTb.

- YacTb 5. BesonacHoCTb.

- YacTb 6. PacnpocTpaHeHve cpeacTtBamu MaccoBoi nHopmauum.

- Yactb 7. CogepxaHue cepsuca.

CoBpeMeHHbIli IHTepHeT npeBpaTtuica B 0CO6YI0 KOMMYHUKaLMOHHYO MHPACTPYKTYPY, CAyXaLllyio He
TOJIbKO A1 nepefayn faHHbIX, HO 1 419 peasim3aumn coumnasbHbIX NPOEKTOB, TakMX Kak 3/1eKTPOHHOE rnpa-
BUTE/IbCTBO. yNpaB/ieHne 3Heprueit / LOPOXHbIM ABMXEHMEM, a Takke A8 PMHaHCOBOI cdepbl, 06y4YeHus,
3/ paBOOXPaHEHNsa 1 T. 4.

Ho. HecmoTpsA Ha CTOMb BbICOKMI YPOBEHb Pa3BUTUA, Mbl NPofo/XaeM Habnwaate psag npobnem, cBs-
3aHHbIX C TEXHUYECKMMMK acnekTamy coBpemMeHHoro MHTepHeTa, Bkntoyas IP-cetn: npobnembl ¢ Macwtabu-
poBaHWeM. Be3[eCyLHOCTbIO, 6€30MacHOCTbI0, HAAEXHOCTbIO, MOBW/ILHOCTLIO, Pa3HOPOAHOCTLIO, KAYeCTBOM
cepsuca (Q0S), CNOCOGHOCTBIO K M3MEHEHUIO KOHUrypaummn, BOCMPUATAEM KOHTEHTa, ynpaBisemMocCTbio,
9KOHOMWYHOCTBIO U T. 4. Kpome Toro, passButve YCTPOWCTB XpaHeHUs AaHHbIX 60/blIOro 06bema, BbICOKO-
CKOPOCTHbIX BbIYAC/IMTENbHbIX YCTPOWCTB WM TEXHOMOIUIA YNbTPALLUMPOKOIONOCHOW nepegayun (Hanpumep,
peta/exa/zeta 604) NPUBOANT K MOSIBNIEHNIO MHOTMX HOBbIX YCTPOICTB, TaknxX Kak AaTuyvkn, MAKPOYCTPOCTBA,
cpefcTBa AocTaBku U T. A. MNonyyeHHan B pesynbTaTe 3TOr0 HoBas hopma apxXuTekTypbl MHGOPMaLMOHHO-
KOMMYHUKaLVOHHbIX TexHonormin (MKT) 1 orpoMHOe KONM4YecTBO HOBbIX CEPBUCOB HE MOTYT NOALEPXUBATLCA
COBPEMEHHbIMUN CETEBLIMU TEXHONOTMAMUN Ha [O/MKHOM YPOBHE.



FOCT P 58210—2018

KoHuenumsa Future Network (FN) nnn Byayuime cetn (BC). koTopas, kak oxugaeTcs, obecneynTt yHK-
LiMOHaIbHbIe BO3MOXHOCTU 1 CEPBUCHI, BbIXOASILLNE 32 PaMK1 OrpaHUYeHN COBPEMEHHbIX CETEBbLIX TEXHO/10-
rvid. 6bl1a n3yyeHa uccnegosarensmu B 061actu ceTeil CBA3U 1 cepBUCOB BO BceM Mupe. TexHonorun 6C B
HacTosiLee BPEMS LUMPOKO M r1y6OKO M3yyeHbl BO MHOMMX UCCrefoBaTeIbCKMX OpraHmnsaumnsax u opraHax ro
cTaHAapTu3auum.

B paHHoli yacty gokymeHTta ISO/IEC TR 29181 onucaHbl 06wue acnekTbl BC. Bkoyas onpegesneHuve,
06LYI0 KOHLeNuMto, Nnpobaemsl 1 TpeboBaHUS.

Kpome Toro, 3gecb obcyxaetcs atan ctaHgaptusaummn bC.
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HALUWMWOHANBbHbBIWKN CTAHOAPT POCCUWNCKOW OEJLEPALUNWU

MNHopmMaLoHHbIe TeXHOMOTUN

CETU BYAYLIETO.
®OPMY/IMPOBKA MPOBMIEM U TPEBOBAHNSA

YacTtb 1

O6luime acnekThbl

Information technology. Future Network. Problem statement and requirements. Part 1. Overall aspects

[Oata BBefeHus — 2019—02—01

1 O6nacTtb NpuMeHeHUs

Hactosiwwmii cTaHaapT faeTt onpegenexHve, onvucbiBaeT 06LLY0 KOHUenuuto, npobnembl 1 TpeboBaHus
ans byaywux cetein (BC). B HeM Takke paccmatpuBaeTcs 3Tan cTaHfaptuauum BC. B cogepxaHue 3Toro
CcTaHJapTa TaKkKe BXOIAT:

NpWYMHbI, No KoTopbiM BC Heob6xoanMmbl;

onpejeneHune, obLan KoHuenumsa n TepMmuHonorna bC;

- cepBuChbl 1 npunoxeHuns s bC;

npo6aembl CyL,ECTBYOLLNX CETEN:

uenu aAnsa npoekTuposaHua 1 TpeboBaHMs BbICOKOTO YpoBHS K BC;
- aTansbl gn1a ctaHgaptusauum bC.

2 HopmaTuBHbIEe CCbIJIKU

HopmaTuBHbIE CCbINIKN OTCYTCTBYIOT.

3 TepMuUHbI 1 onpeaeneHns

B HacTosLem cTaHgapTe NpUMEHEHbI CeayloLine TeEPMUHBI U OnpeaesieHuns:
3.1 6yaywasn ceTb (BC): CeTb 6yayLiero, NOCTPOEHHAA «C HyMsi», C NO3TanHbIM NOAXOA0M K NPOEKTU-
poBaHuto.

NMpumeuyaHnne — OHagonxHa obecneunBats B 6yayLemM BO3MOXHOCTU U CEPBUCHI, BbIXOAsILLME 32 PAMKU Orpa-
HUYEHUN CyLecTBYIOLWEN ceTu, BKoYas VIHTepHeT.

3.2 NpoeKTUpoBaHMe «c Hyns»: Moaxoad, Npy KOTOPOM cUCTeMAa W CeTb pa3pabaTbiBaOTCS C YACTOTO
JINCTA, OCHOBAHHbIIi Ha A0NTOCPOYHBIX PEBOJTIOLMOHHbIX LESIX.

MpumeyaHune — lMpu noaxone «c Hynsa» obpaTHas COBMECTUMOCTb MOXeT He notpe6osaTbes [1]. (2.
3.3 BupTyanusauma cetu: TexHonorusa, no3sonsawLLLan cosfasaTh JIOTMYECKN N30/1IMPOBaHHbIE CceTeBbIE
pa3gesbl B COBMECTHO MCNOJIb3yEMbIX KOMMOHEHTaX (hU3NYECKO MHDPACTPYKTYpbI, B pe3ysibTate Yero MHO-

XECTBEHHblE reTeporeHHble BUPTYyasibHble CETU MOTYT COCYLLECTBOBATb OJHOBPEMEHHO B Pa3HbIX COBMECTHO
1Cnosib3yeMbiX MHPPACTPYKTYPHbIX KOMMNOHEHTAX.

N3paHue oduymansHoe
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MpumeyaHune — BupTyanusauusa cetm faeT BO3MOXHOCTb O6BbELUHEHWNS MHOTOUMCNEHHBIX PECYPCOB, Mpej-
cTaB/seMbIX B Buae eguHoro pecypcea [3]. {4].

3.4 KOMMYHUKaLUN MeXay passIMyHbIMU YPOBHAMU: TEXHOMOMMSA, NO3BOMAIOWASA co3gaBaTb HOBble
nHTepdeiickbl, 3aHOBO OnNpeaenaTb rpaHuLbl ypoBHEN, padpabaTtbiBaTb MPOTOKO/Ibl, OCHOBbLIBASACH Ha feTansx
NPOEKTMPOBaHWA APYIUX YPOBHEN, NPOM3BOAUTbL COBMECTHYIO HACTPOIKY NapaMeTpoB MeXAy YPOBHAMU Wn
co3fiaBatb MOJTHOCTbIO HOBYIO abCcTpakuumio.

3.5 aBTOHOMHbI cepBuc: CepBuc, NO3BONAIOLWNI NOML30BATENAM UAN MOBUIbHBIM CEpBMCaM aBTO-
HOMHO HacTpauBaTb CETU W yNpaBAsATb CETAMU.

3.6 KOHTEKCTHO-OPMEHTUPOBAHHLIN cepBuc: CepBuC, NO3BONSIOWMI NPUNOKEHUAM WU cCepBUCAM
afianTmpoBaTb CBOE NoBefeHne nog hunsnyeckyto cpeay.

3.7 opraHu3aums ceTn Ha OCHOBE KOHTeHTa: TexHO/orMsa, no3sonsLLas nogaepxmsaTe MapLpyTu-
3alMi0 Ha OCHOBE KOHTEHTA, a He h13MYECKOro MeCTOMNOOXKEHUS.

3.8 KOMNOHOBKa cepBuca: TexHonorvs, koTopas nogaepxnBaeT cocTaB AeNCcTBUI, HEOBXOAUMBIX A5
06beAUHEHNS U YBA3KN CYLLECTBYIOLLMX CEPBMCOB (ATOMapHbIX U faxe COCTaBHbIX CEPBUCOB) A1 CO34aHusA
HOBBbIX MPOLLECCOB, HanpuMep, BO3MOXHOCTb HACTPOUTL CEPBUCHI, NPefoCcTaB/IAeMble KOHEYHbIM NOJb30Ba-
Tenam.

3.9 TexHOo10rns HacCTPOMKKM OTHOWeHUA Qo0S/QOE (kauecTBO cepBUca/kayecTBO YCNYrn Ha OCHOBE
oLeHKM (BOCNPUATUA) nonb3oBaTesniem): TexHonorus, nossonsawwas nogaepxusarb npeanoyTuTesibHble
HacTPOMKN N. COOTBETCTBEHHO, KOMMOHOBKY / MEPEeKOMMNOHOBKY CepBuca.

3.10 akoHOMuMYecKne cTumybl: MNMoolpeHne, BoHarpaxaeHe 1 KomneHcauus, KoTopble 3KOHoOMUye-
CKM MOTWBWPYIOT CTOPOHbI (KOMMOHEHTbI / YHaCTHUKOB) Ha CO3faHune ceTeil, CepBUCOB WM NpefoCcTaBeHne
CBOMX Pecypcos.

3.11 meToA «KOHCTPYKTMBHbIX 31eMeHToB» (BB): MeTog pa3paboTku Habopa cTaHAapTOB NyTeM CO3-
[aHna HeKoTopbIX 6a30BbiX MOAynel UNn 31eMEHTOB, KOTOPbIE MOTYT 6blTb 06bEAMHEHbI BMECTE A8 MOoy-
YeHUs1 06LLel apXUTEKTYPbl UK LefbIX onepauuii.

MpumeyaHne 1— ITOT NOAXOL MOXET 6bITb UCNOL30BAH /151 PA3Pa6GOTKU HOBOV C/TIOXKHOM TEXHONOIMM, TaKoW
Kak Future Network, B KOTOPOii Ha TekyLeM aTarne He BCEM OCHOBHbIM CBSI3aHHbIM 3/IEMEHTaM MOXHO AaTb onpejesieHue.

MpuMmeuyaHune 2— Onpegenexvie NuTepHeta u NGN (ceTb crnegytoLiero nokoneHus).

NHTepHET — Habop B3aMMOCBSI3aHHbIX CETE, NCNO/b3YOLWNX UHTEPHET-NPOTOKOJ1, KOTOPbIA NO3BONAET
UM (DYHKLMOHMPOBATh Kak euHas KpynHomaclutabHasa kpynHas BupTyasbHas ceTb [5]. VIHTepHeT — rnobanb-
Hasi cMcTemMa B3auMOCBSA3aHHbIX KOMMbIOTEPHbLIX CeTell, KOTOpble 0OGMEHUBAKTCA AAHHLIMU NyTEM KOMMYyTa-
LN NakeToB C UCNOMNb30BaHWEM CTaH4apTU30BaHHOMO Naketa MHTepHeT-npoTtokona (TCP / IP). 310 «ceTb n3
ceTell», cOCTOAALLAS U3 MUIIOHOB YaCTHbIX U 06LLECTBEHHBIX, akageMUYeckux, AeN0BbIX ¥ MpaBUTENbCTBEH-
HbIX CeTel OT NoKaSIbHOro A0 rNobanbHOro macwrtaba, KoTopble CBA3aHbl MeAHbIMW NPOBOAAaMMK, ONTOBOJIO-
KOHHbIMUK Kabensmu, 6ecnpoBoAHbIMU COEANHEHUSIMU U C NMOMOLLLIO APYTUX TeXHoNoruii (5].

CeTtb cnepytwouyero nokonenuss (NGN) — nakeTHasi ceTb, CMOCOGHas NpefoCcTaBATh TEIEKOMMYHUKA-
LMOHHbIE CEPBUCHI M UCMO/Ib30BaTh HECKO/IbKO LUMPOKONO/IOCHBLIX TEXHOMOrMIA Tpadmka ¢ nogaepxkon QoS,
B KOTOpPOWi (DYHKL MM, CBA3AHHbIE C CEPBUCOM, HE 3aBUCAT OT 6a30BbIX TEXHOOIMMIA Tpaduka. OHa obecneun-
BaeT HeorpaHUYeHHbI fOCTYN Nosib30BaTesnieil K CETAM U KOHKYPMPYHOLWMM MOCTaBLUMKaM CEPBUCOB U (1K)
cepBucam no ux Bolbopy. CeTb CieAyrLLErO NOKONEHNST NOAAEPXMBAET 0606LEHHYI0O MOBU/TLHOCTL, KOTOPast
No3BO/IUT 06ecneynTb NOCTOSAHHOE Y NOBCEMECTHOE NpefocTaB/ieHne CepBICOB Nosb3oBaTenam [6].

4 CokpalieHus

AAA — (Authentication. Authorization, and Accounting) ayTeHTudukaLms, aBTopusaLmsa n yuerT;
BB — (Building Blocks) KOHCTPYKTVBHbIE 3/1IEMEHTHI;

DNS — (Domain Name System) cuctema fOMEHHbIX UMEH;
FA — (Functional Architecture) hyHKUMOHaNbHAA apxXUTEKTYpa;
FI — (Future Internet) nHTepHeT 6yayLLero;

FIRE — (Future Internet Research andExperiments) nccnefoBaHvs 1 akcnepumeHTbl B 06n1actn NHTepHeTa
6yayLiero:
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FN — (Future Network) 6yaywine ceTu;
FP7 — (Framework Program 7) pamoyHas nporpamma 7,
GENI — (Global Environment for Network Innovations) rno6anbHas cpega s ceTeBblX MHHOBaLWIA;
ICT — (Information Communication Technology) nHOpPMaLVNOHHO-KOMMYHUKALMOHHbBIE TEXHOMOMMK
(kT);
IoT — (Internet of Things) uHTepHeT Beweli (hr3nyecknx o6bLEKTOB);
IP — (Internet Protocol) nHTepHeT-NpoTOoKO;
IPv4 — (Internet Protocol version 4) HTepHeT-NPOTOKON, Bepcus 4;
IPv6 — (Internet Protocol version 6) MHTepHET-NPOTOKON, Bepcus 6;
ISP — (Internet Service Provider) uHTepHeT-npoBaingep;
NAT — (Network Address Translation TpaHcnsauus ceTeBblX apecoB.
NGN — (Next Generation Networks) ceTu crneyloLero nokoneHus;
NwWGN — (New Generation Network) ceTb HOBOrO NMOKO/IEHUS;
P2P — (Peer-to-Peer) ogHopaHroBas ceTb;
Pl — (Provider Independent) He3aBuCKMbIl/i OT NpoBaiifepa:
QOE — (Quality of Experience) ka4ecTBO yCNyrn Ha OCHOBE OLEeHKM (BOCMPUATUSA) NOSIb30BaTeEM:
QoS — (Quality of Service) kauecTBO cepBuca;
SOA — (Service Oriented Architecture) cepByCHO-OPUEHTUPOBAaHHAA apxuTekTypa.

5 0630p

5.1 Heo6xoaAuMOCTb B UCCefoBaHUM U cTaHgapTusaymm byayuwnx cetei

CyuiecTBylowaa TexHos0rms Ha ocHoBe |P nmeeT 3HauuTeNbHble HefocTaTkv, KOTopble HeobxoAuMo
YyCTPaHUTb, Npexefe YeM OHa MOXET CTaTb efuHOV rN06anbHOM KOMMYHUKALMOHHOW MHGPaCcTPyKTypoii. B
4acTHOCTU, B CyllecTBylOWMX IP-ceTAX ecTb Npo6aembl C 6O/bLIMM KOSIMYECTBOM XOCTOB, TakMx Kak gatyu-
KW. pasnunyHble 6ecnpoBoAHble N MOGW/bHbIE Y3/bl, MHOXECTBEHHbIMW UHTepdeicamu 1 ysnammu, obbean-
HAIOLWMMMN HECKO/IbKO [OMOB, a Takke npo6aemMbl C HE06X0AMMOCTLI0 NOAAEPKKNA MOBUbHBIX TEXHOMOTUI B
peasibHOM BpPEMEHM 1 BGbICTPOAENCTBYOLLUX MOBUIBHBIX XOCTOB, C HEOOXOAMMOCTbI0 0becnevyeHns 6esonac-
HOCTW 3N1EKTPOHHbIX TPaH3aKUMil, KayecTBa rapaHTUMHOrO 06CAyXuBaHMsA, ¢ 6usHec-acnektamu n T. 4. lo-
3TOMY AN peLleHns 3Tux Npo6aem 6bin NpoBefeHbl pas/inyHblie nccnefosaHus. Kpome Toro, B HacTosiLee
BpeMs MposiBASeTCA 3HauMTeNbHass 06eCnoKOEHHOCTb B CBA3M C TEM. YTO HeJoCTaTku He 6yAyT NOSIHOCTbIO
yCTpaHeHbl TPaAMLMOHHBLIM CMNOCOO60M TEKyLMX UccrefoBaHuii ¢ «06pPaTHON COBMECTUMOCTLIO» U Mep Mo
cTaHgapTusauum. VIMeHHo no 3Toi npuunHe nccnenosaHnsa BC Ha3biBalOT «pa3paboTKoi apXUTEKTypbl HOBOM
ceTu ¢ Hyns». Npegnonaraetcs, 4To paspaboTka BC gomkHa 06CyXaaTbCA Ha OCHOBE MOAXOAA «C HyNs», a
TaKKe NoLlaroBoro NPOeKTMPOBaHUS.

B cBA3K ¢ 3TUM Heob6xoguMMO M3Yy4uTb U cTaHgapTusvposaTb BC. KoTopas npeogonieeT orpaHuyeHus
CyLLecTBYIOLLUX ceTell 1 o6ecneyunTt HoBble CepBuChl, 0bnagatolme 6oraTbiM1M BO3MOXHOCTSAMMU.

5.2 3HauYeHue v KoHuenuns Byayuimx cetoii

BusHec-mogens BC HanpaBneHa Ha pacnpegesneHue npubbiav Mexay nocTaBLyuKamMmyu UHPACTPYKTY-
pbl. MOCTaBLLYKAMN CEPBUCOB, NOCTABLUMKAMU MPUIOXEHNIA N KOHEUHBIMW NO/Ib30BATENSIMU NYTEM CO34aHUS
KOOMEPaTUBHBLIX IKOCUCTEM MEXAy HUMW. DTO [OCTUTAETCS OTKPbITOCTLIO W Y/AOB/IETBOPEHUEM Pa3/IMUHbIX
Tpe6oBaHuii BCEMU CTOPOHaMU.

Kpome Toro, BC cMoryT npefocTaB/siTb MUIIMOHBI / MUNApAbLl CEPBUCOB, NO3TOMY AJ/1A NpeaocTaB-
NEHUsI KOHTEKCTHO-OPUEHTMPOBAHHbLIX cepBucoB BC noTpebyeTcsi rMbkas CTPyKTypa. KOHTEKCTHO-OpUEeHTU-
pOBaHHbIi cepBuc — 3TO KtoueBas PyHKLMOHAILHOCTL, Heo6xoAuMas ANsi NpefoCcTaBAeHUs AUHAMUYECKN
afanTupyeMbix CEPBUCOB, U KtoueBas qoyHKLWSI, rapaHTupytolas 6ecnepe6oiiHoe npefocTaBneHe Meaua-
CEPBUMCOB. YTO MO3BO/INT CO34aBaTh PACLUMPEHHbIE Y OGHOB/IEHHbIE CEPBUCHI A/151 KOHEUHbIX MOo/b3oBaTeseil.

3
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BuaeHue passutnsa BC npusefeHo Ha pucyHke 1.

PucyHok 1 — BugeHue pa3sutus bygywmx ceteit

CerogHsHNe ceTu, Kak npasunio, OCHOBaHbl Ha MHTepHeT-npoTokone IPv4. ns coseplueHCTBOBaHMUA
MHTepHeTa cyuiecTByeT ABa NOAXOAA K NPOEKTMPOBaHMIO: paspaboTka «C Hy/ns» W NolaroBoe NpoekTupoBa-
Hve. IHTepHeT GyayLuero 6yaeT paspaboTaH «C Hy/s», CMOAENVPOBAaH U pa3BePHYT MPMMEPHO B NEPUOL, MEX-
oy 2015 n 2020 rogamu. B To xe Bpems cerogHswHue cetn 6yayT NOCTENEeHHO 3BOMIOUUOHMPOBATbL. Takum
obpasom, 6yayT cocyliecTBoBaTb ABE pas/iMyHble CeTeBble TeXHON0rMu, ANA noafepxkn 6ecnpobriemHol
MHTEerpauuym KoTopbix notpebyetcs degepauus v murpaums cepsmcos. Pegepaumnsa Ao/MHKHA onpefenaTbes
KakK B3aMMOCBSi3b HECKOJIbKMX TeTEPOreHHbIX ceTei (Hanpumep, IPv4, IPv6. Byayliero nHTepHeTa Uan ceTei,
He OoCHOBaHHbIX Ha IP). ®efgepauus o6bluHO 06beanHAET reorpadnyeckm pacrnpefenieHHble ceTn, KoTopble
yrnpaBnsTCA pas/MyHbIMU OpraHm3auusamu/mHTepHeT-nposarigepamu. OgHako oHu B6yayT cuMTaTbCs YacTblo
eMHOI ceTn, MOCKONbKy paboTaloT B 06LLei CTPYKType ynpaBneHns B paMKkax eAuHOro opraHa ynpasfieHus.
Takvm 06pa3om, HECKO/TbKO FeTeporeHHbIX ceTeli B KOHeYHOM utore OyyT paccmaTpuBaTbCa Kak eguHas de-
fepatnBHan cetb — BC. BC oxBartbiBalOT BCE «MNPOPbIBHbIE» CETU, a TakKe ApYyrne CyLlecTByloLme ceTu.
BEC vmeeT 6onee LWMPOKWIl OXBaT, YeM Byayuinii NHTEPHET, ¥ BkIOYaeT B cebs Apyrue ceTw, OT/IMYHbIE OT
IP-ceTein (Hanpymep, AaTYnK1, CETU TPAHCMNOPTHBIX CPEACTB, CAYTHUKN U T. A4.).

6 CepBMCbl U NPUMOXEHUST B ByayLnx ceTsx

B HacTosiLeM pasfene npeAcTaBieHbl Criefyolne CepBrchl CeTH GyayLLEro, KOTOpbIE paccMaTpmBatoT-
CSl KaK OpUEeHTUPbI Ans co3gaHus BC.

XOTA nepeyncrieHHble CepBUCHI NPUBELEHBI B KAYECTBE NPUMepOoB (HE06s3aTeNbHbIX), OHW NoApasyme-
BAKOT NOA CO6OVi CyLLeCTBEHHbIE, CoLUabHbIe U UH(PPACTPYKTYPHbIE CEPBUCHI U TPEBYIOT 3HAUNTESIbHBIX Ce-
TEBbIX PECYPCOB, KOTOPbIE HbIHELLUHASI MHTEPHET-TEXHOOMSA NOAAEPXKUBATL HE CNOCOGHA.

WccnepoBatenbckue NpoekTbl Mpeanonaraemble GyfyLLme CepBUCHI
GENI (7) - MNMoBCeMECTHO fOCTYNHOE 34paBoOXpaHeHve
(rnobanbHas cpefa AN ceTeBbIX MHHOBALWIA) - C6op uHthopmaumm o ropoackoii cpesie € ydacTueM ee xuTtenen

- ObpalleHne ¢ NnepcoHaIbHbIMU faHHbIMN
- Tene-npucytcreue

NwGN (8] - KpuTnuyeckn BaxHble CeEPBUCHI: 34paBOOXPAaHEHWe, TPaHCnopT,

(apX1TeKTypa CeTi HOBOTO NOKOEHNS) MOMOLLb B UPE3BLIANHBIX CUTYaLnAX
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OKOHYaHve Tabnuupl
Wcecneposaresnbekie npoekTbl Mpepgnonaraemble GyayLmne cepsuchl

EU FP-7 [9]
(pamouHas nporpamma 7 EBponeiickoro coto3a) - [lom 6ygyuiero

Co3sfaHue nepcoHasbHbIX CEPBUCOB

Byaylee TpaHcnopTa

BupTyansbHas peanbHoCTb
- VIHCTpYMEHTbI A/151 NOBbILIEHUS NTPON3BOAUTENILHOCTH

CTtpaTerum passuTMs M pacnpocTpaHeHus - CepBuChl MHTENNEKTyaNbHbIX ceTell
MHTepHeTa 6yayuiero Pecny6nuku Kopes [10] - CepBuchl 06nauHbIx ceTeil

- CepBuchl ViHTepHeTa BeLyeit

OTnnyasnch oT TPaAMUNOHHBIX KT (KOMMYHUKALUOHHBIX TexHonoruii) nnn UT (MHDOopMaLMOHHbIX Tex-
HOMOrunit). cepBuChbl ByayLLero AO/MKHbI BbiTb NEPECMOTPEHbI B COOTBETCTBUM C 60Mee LIMPOKOM KOHLenuu-
eil. nockonbky BC 6yayT oxBaTbiBaTb LUMPOKUIA CNEKTP reTeporeHHbIx ceTei [11]. yuuTbiBatoLwein npobaemsi:
Be3[eCyLHOCTH, (PYHKLMOHA/ILHOCTW, MOLLHOCTY, AeTanu3aunn, BpeMeHu, Maclutaba, UHTennekTa, posnei,
nojeit n ux uMyLLecTsa, a Takke NpuHLMNa «K BaliuM ycnyram».

Cepsucam BC MOXHO gaTb cnegyoLine onpeaeneHus.

3TO cepBUChI, KOTOpble nosBATcA kK 2020 rogy.

3T0 cepBUChI, CO3aBaEMble «C HyNs» Ha 6ase HOBbIX ceTeli N UHTerpupyemblie C CyLLeCTBYOLMMN
ceTamU. NOCKObKY CEPBUCHI MO CBOEW NpMpoae ABMAITCA He3aBUCMMbIMU OT TEXHOIOTMN Nepefayn AaHHbIX
unm cnocoba focTyna B CeTb, OHN MOTYT OXBaTbIBaTb BCE CYLLECTBYIOLLNE CETU N NOCTPOEHHbIE «C HYNSA» CETU.

CopBuCbl, OpMEHTUPOBaHHbIe kak Ha nonb3osatens (I-Centric), Tak n Ha ceTb (Net-Centric). Llenbto cep-
BMCOB GyayLlero sBnseTca yaoBneTBopeHne notpebHocTel n obecneyeHme makcuManbHOro yaobcrea Ans
KOHeYHbIX Nosib3oBaTesnieli Npu oNTUMasibHOM UCMNO/b30BaHUN CeTEeBbIX PECYPCOB.

OHK 6yayT oxBaTbiBaTb 0651acTn UT. TeNeKOMMYHUKALMIA, MeanafaHHbIX N 061auHbIX BbIYNCIEHWA, KO-
TOpble CMOTYT NPefoCTaBAATLCA Ha /0ObIX YPOBHAX CETU (CM. PUCYHOK 2). Hanpumep, byaylime cepBuchl
pecypcoB VKT cMoryT npefocTaBfiaTbCA HEMOCPEACTBEHHO Ha YPOBHE TpaHCcnopTa 1 pecypcoB Win Ha YpoB-
He ynpaB/ieHMs TpaHCMopTOM / pecypcamu B Cay4yaB KOHTPO/IA KayecTsa. AHa/IOMMYHbIM 06pa3oM cepBuUChI
KOMMYHWMKaLmMii ¢ athdheKTOM NOorpyxeHns CMOryT nNpefocTaBaATbLCA Ha YPOBHE NOALEPXKKM NPUNOXeHniA/cop-
BMCOB WM Ha YPOBHE yMnpaBfieHns cepBucamvi B COOTBETCTBUM C COBCTBEHHOWN MONMUTUKOW 0BCNYXMBAHUA 1
BO3MOXHOCTAIMU npoBaiigepa. JoCTyn K BO3MOXHOCTSM KaX/J0ro CeTeBOro YpOBHSA MOXET 6biTb NOy4YeH ¢
NMOMOLLbI0 OTKPbITbIX CTAHAAPTU30BAHHbIX MHTEPENCOB.

PucyHok 2 — KoHuenuusi cepsucoB Byaylinx ceteit
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B yncno KIYeEBbIX PYHKLMIA, KOTOPbIE AO/MKHLI NOAAEPXUBATL cepBuchl BC. BXOASAT:
- KOHTEKCTHO-OpPWEHTVPOBAaHHBbI Noaxos;

- AUHamMuuyeckas afanTUBHOCTb;

- caMmoopraHu3aumsi 1 cCaMmoKOH(UIYpUPOBaHWE;

- camofumarHocTvka U caMOBOCCTaHOB/EHNE;

- pacnpefeneHHoe ynpaeneHue;

- ynpaBnieHne 6oNbWUUMUN JaHHBIMU.

7 ®opmynupoBaHve Npo6aem

[Ona BC npob6nembl MOXHO KnaccuuumpoBaTh kak: 1) OCHOBHble Npo6aemMbl 1 2) Npo6seMbl, CBA3aH-
Hble C OCHOBOMOMAaralvLlWMMM NpUHUMNaMU NPOEKTMPOBaHUSA CyLlecTByloWero VHTepHeTa. BoMbLWMHCTBO U3
HUX TaKkke U3y4varTcsa 1 UccnenyroTcsa BO MHOTUX OpraHu3aumsax U ncciefoBatesibCknx npoekTax, Takmx Kak
IETF / IRTF [12, 13]. ITU-T [14]. rpynna FIA Arch EU [15].

7.1 OcHOBHble Npo6aembl

7.1.1 OTKasbl mMapwpyTusauum n macwtabnpyemoctb

B cywecteytowem NHTepHeTe umetoTca npo6aemMsl, CBSA3aHHbIE C BOMPOCaMy MacluTabrpyeMocTn apxu-
TeKTypbl MapLipyTusaumm n agpecaunn. PaccMoTpeHHble Npo6aembl 06yC0BEHbl; MOGUIBHOCTBIO, MHOXe-
CTBEHHOW agpecauueil, nepeHymepauuei, He3aBMCMMOCTbIO npoBaigepos (Pl maplpyTusauus), BAMSAHUEM
npoTokona IPv6 Ha CyLLeCcTBYIOLLYI0 apxUTekTypy VHTepHeTa u ApyruMmu npuunHamu. 3BecTHo, 4YTo gaHHas
npobnema Bbi3BaHa CyLLECTBYIOLMM CNOCOOOM CTPYKTYpPMPOBaHUA naeHTudvkatopa — fokatopa B cxeme
IP-agpeca. Mo mepe Toro, kak VIHTepHeT npogokaeT pasBuBaTbCs, nNpobnembl ¢ obecneyeHvem maclitabm-
pyemoi 1 HafeXHOoM rnobanbHOl CMCTEMbI MapLUpyTU3aLmum Takke co BpeMeHeM U3MEHSITCS.

7.1.2 He3awn,eHHOCTb

OpHa u3 rnaBHbIX Npo6nem cyllecTeyoLwero HTepHeTa 3ak/loyaeTcs B He3alMLWEeHHOCTU KOMMYHU-
Kauuii. KoMMyHuKaLuy cerogHa He Bcerja Bbli3blBaloT AOBepue, Npy 3TOM OYeBMAHbLI Takue npobaemMbl Kak
pOCT ysi3BMMOCTEW, pacnpocTpaHeHne BUPYCOB («4epBeii»), a Takke ceTeBble ataku. [laxe 6e3 atak cepsuc
4yacTo GbiBaeT HeJOCTyNneH K3-3a 0TKa30B 060pyA0BaHNS, NOAAEPXUBAIOLWEIO HEHaAeXHble NPoToKonbl IP-
MapLupyTu3aumm.

7.1.3 Mo6unbHOCTb

CyuwecTsytowue |IP-TexHoNorMn npegHasHayeHbl 415 XOCTOB B (DMKCUPOBAHHBIX MECTOMOIOXEHUAX U
N10X0 NOAXOAAT 4719 NOAAEPXKKA MOBUBbHBIX XOCTOB. [1719 NoAAepXKu MOOGUIBHOCTU XOocTa 6bln paspaboTaH
npoTokon Mobile IP. ofHako OH MeeT HeKOoTOopble NMPo6aeMbI, CBA3aHHbIE C 3aflepPXKoli 06HOBEeHNS, c605MM
npu nepegave faHHbIX, C 06ecneyeHmem KOHOUAEHLMAIbHOCTM MECTONOMOXeHNS. Kpome Toro, CyLecTByo-
Las apxuTekTypa npotokona Mobile IP ctankuBaeTcs ¢ TpyAHOCTAMM Npy GbICTPON BEPTUKANLHOW nepegadye.
Bonee Toro, HejaBHO cTanu JOCTYMNHbI MHOXECTBEHHbIe UHTepdelickbl ANA N0b30BaTeNbCKMNX YCTPOWCTB ANA
JocTyna K reTeporeHHbIM CeTM MHOXeCTBEHHOro goctyna. B aTom cnyyae Heo6xoaum KOHTpoONb Tpadvka
YPOBHS NOTOKa B [LONOJIHEHWNE K YNpaBfeHNI0 MOOGUIbHOCTLIO HA YPOBHE XOCTa.

7.1.4 KayecTBO cepBuca

CyuwiecTByloLLeli apxuTekTypbl HTepHeTa HefoCTaToOuHO ANS NOAAEPXKM kayecTBa O6GCAYXMBaHUA C
TOUKW 3pEHUsA NoNb3oBaTens Win NpuaoxeHus. MNoka HeACHO, Kak 1 rae MOXHO MHTerpupoBaTb pas/iMyHble
YPOBHM KayecTBa 06CNYX1BaHUS B flaHHOW apXuTekType.

7.1.5 l'eTeporeHHble husnyeckme ypoBHU, NPUNOXKEHNS U apxuTekTypa

CyuiecTBylowan apxutektypa ViHTepHeTa 6bl/1a U3BECTHA KaK «y3Koe MeCTO» B CEerOfHSLIHUX «Necoy-
HbIX yacax» WHTepHeTa. CerogHAwHUiA IP-nHTepdheiic No3BONSET UCMONb30BaTh LLUMPOKUIA cnekTp dusnye-
CKUX YPOBHEW 1 NpuioxeHuii. Ho aTn onsmnyeckne ypoBHU 1 reTePOreHHOCTb NPUI0XKEHNI CO34at0T OrPOMHbIE
npobnembl AN CeTeBOW apxXWUTEKTYpbl, pacnpefenieHns pecypcoB, HaAEeXHOro TPaHCNopTa, pacno3HaBaHus
KOHTEeKCTa, nepekoHdurypaumuu n 6e3onacHocTu.

7.1.6 YnpaBsieHne ceTblo

Y cylwiecTByloLeii apxuTekTypbl IHTEpHeTa HeA0CTaTOYHO BO3MOXHOCTEW B NnaHe ynpaBnieHus. MrHo-
BEHHOE W NpoCToe ynpasfeHne KpaviHe Heob6xoAVMMO AM1A Mofb3oBaTeneli, NOcKoNbKy VIHTepHeT 6yayliero
MOXEeT COCTOATb 13 BHOBb BO3HMKAOLLUX reTeporeHHbIXx 6eCcnpoBoAHbIX, MOOWU/IbHBIX U CUTYaTUBHBIX apXuUTek-
Typ. Hanpumep, gna 6yaylimx MobunbHbIX ceTei cnefyeT npeaycMoTpeTh crefytollee aBTOHOMHOE ynpas-
NleHne: camo3alluta, cCaMmoBOCCTaHOB/IEHNE, CaMOKOHpurypaumsa, camconTummsaumsa u T. A.

6
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7.1.7 OTKa3 npu n36bITOYHOI Harpyske

OrpaHuyeHHoCTb Tekyuero TCP geMOHCTpUpyeTCcsl He0CTaTOUHbIM AUHAMUYECKUM Anana3oHoM A/s
06paboTKM BbICOKOCKOPOCTHbIX LUMPOKOMOJIOCHbIX CeTel, HU3KOW 3PP eKTUBHOCTLIO MOWCKA MO CCblfkam, He-
npesAckasyembiMU XapaKTePUCTUKAMU HEKOTOPbIX BUAOB GECNPOBOAHON CBA3M, NIOXMMU XapaKTepucTukaMm
BpeMeHU 3afepXKn A1 KOHKYPUPYIOLMX NMOTOKOB B peasibHOM BpeMeHU U T. 4.

7.1.8 BEpOATHOCTHbIE KOMMYHMKaLUK

CoBpeMeHHbIli VIHTepHeT 6bln pa3paboTaH A5 NoALEPXKA MOCTOSHHOTO MNOAK/OYEHNS C KOPOTKOW 3a-
[epXKOW. CUMMETPUYHOI CKOPOCTLIO MepeAayn AaHHbIX U HU3KO CKOPOCTbio 06MeHa CoobLLEHNAMU, HO MHO-
rvie acnekTbl COBPEMEHHbIX ceTeli (Hanpumep, HecTaluMoHapHOe NoAK/YeHne, AnnTeNbHan Uam nepemMeHHas
3aepxKa, acCMMMeTPUYHbIE CKOPOCTW NepeAayn AaHHbIX, YacTble OWNOKM U T. [.) HE COOTBETCTBYIOT 3TOMY
nogxopy.

7.1.9 bbicTpas MexayropogHas cBsi3b

CyLecTByOWMiA IHTEPHET OCHOBaH Ha MpPUHLMNE CKBO3HOW Nepechisikv NakeToB, TO €CTb Noucka Haw-
Ny4yliero no CKOpocTu KaHana, Nno3Tomy B Y3KOM MecTe BO3HUKaeT 3afepxka. C yBe/MyeHneM paccTosHus
BEPOATHOCTb MOSAB/IEHNA «Y3KOr0 MecTa» CTaHOBWUTCA BbliLLe.

7.1.10 OTcyTtcTBME 3D EKTMBHOrO pacnpocTpaHeHns Mmeana-nHgopmauumn

CoBpeMeHHble Npo6/ieMbl, CBA3aHHbIe CO CPeACTBaMWM MacCoBOW MHGOpMaL M — 3TO OTCYTCTBUE WUC-
TUHHOTO B3aMMOJENCTBMA MeXAy /0AbMU U NOTOKaMy MOAuafaHHbIX. OTCYTCTBUE 3hEKTUBHBIX MeXaHu3-
MOB MoOWCKa W W3BeYEHWs MHpopMaLMK, OTCYTCTBME GNArONPUATHLIX YCMOBWIA ANA COBMECTHOW paboThl,
pa3po3HEHHbIN N He MyNbTUMOAA/bHBIA AOCTYN K KOHTEHTY, paspbiB MexXAy KOHTEHTOM (MefuafaHHbIX) W
39MOLMOHa/IbHON COCTaBNAOLWEl, a Takke OTCYTCTBME 3MOLMOHaNIbHOTO KOHTakTa Mexay nosib3oBarens-
My 1 coobuiecTBamMu. Ceilvac npobaemamu cetTu SIBAATCA HALEXHOCTb CeTU, C/IOXKHOCTb yNpaBfieHus, ee
acuMMeTpUYHbI xapaktep (bonblue ckauvBaHWiA, Yem 3arpy3ok), OTHOCUTE/NIbHO OrpaHnyYeHHas MponyckHas
CNOCOBGHOCTb NNHUIA [OCTYNa, OrpaHUYeHHas BO3MOXHOCTb AOCTUXEHUS NOBCEMECTHOro focTyna, HepocTta-
TOYHas uHTerpauma QoS u 6e3onacHoOCTb B npegenax MoOWIbLHOCTU, HeLOCTATOYHOCTb MexaHW3MoB obe-
cnevyeHns 6e3onacHocTn (06HapyXXeHue BTOPXEHWUA, CMAryeHne atak, GbICTpas peakuus Ha atakm U T. 4.) u
TPYAHOCTN MOHUTOPUHIA 3P hEKTUBHOCTU CETU.

7.1.11 ApantupyemocTb

CueHapun ncnosib3osaHus MHTepHeTa onpefensioT nsMeHeHns B HeM. MepBoHayasribHO HTepHeT uc-
NoNb30Ba/ICA B OCHOBHOM YYeHbIMU 19 CeTeBbIX UCCef0BaHni 1 06MeHa cTaTnyeckoin nHdopmauvein. Og-
Hako Temnepb ero Takke WCNOoNb3yT ANA TPaHCNAUMN UNGPOBLIX MeanafaHHbIX, TakMxX Kak ayano u Buaeo,
KOTOpblE MMEIOT OYeHb pa3Hble TpeboBaHus K ucxogHomy Tpaduky. Bonee Toro, B 6amxaiiem 6ygyliem poct
3TOr0 Pa3HOPOAHOIO U AVHAMWUYECKOTO KOHTEHTa OyfeT aKCMOoHeHuuanbHbIM. [TOMUMO npoyero, oxugaercs,
4YTO UHTEPHET-NOTOK MeAnafaHHbIX 6yayLiero No3BOAAT pacnpefensTb U pacnpocTpaHATb BbICOKOKAYECTBEH-
HbIiA (B TOM yncne 3D) MynbTVMEAWAHbIA KOHTEHT U CEPBUCHI TMOKUM, 3PHEKTUBHBLIM 1N NEPCOHATM3NPOBaH-
HbIM CNOCO60M. OTO HaMPAMYIO MOBANAET Ha YNy4llEHNe KauyecTBa XW3HW, YC/I0BUWA Tpyaa, pasBrieveHnii u
6e3onacHocTH.

Monb3oBatenb GyaeT NOTPe6NSATb yCAyry, KOTOPble COCTaBAT NPOCTbIE WAN yXe COCTaBHble CEepPBUCHI,
N OHW He ByayT OorpaHuMuMBaTbCs TOSILKO MeAua-cepBucamMu, B KX COCTaB Takke BONAYT ceTeBble U /obble
apyrvue Tpebyemble CepBuChlI.

Kpome Toro. BC noTpebyioT paboTbl C TpaHCNapeHTHbIMU CeTEBbIMU «YEePHbIMU ALLMKaMU» A8 co3aa-
HWSA UHTeNNeKTyanbHOl ceTn (B OTMYME OT NPUHLMMIA CKBO3HOTO UCMO/Ib30BAHNSA, peasin3yemoro B TeKyLeM
NHTEpPHEeT-Amn3aliHe). NMPOMeXyTOUYHbIe YCTPOACTBA UM «YepPHbIE SLLMKU» AO/MKHbI NO YMOSIYaHWI0 NOAAEPXN-
BaTbCA CETSAMM, MOCKO/IbKY OHWU UrpaloT KIHYEBYHO Posib B 06ecneverHnn 6yayLimx CepBucoB U BO3MOXHOCTEN
c fo6aBfieHHOl CTOMMOCTbHO.

7.1.12 SKOHOMMKaA U MONIUTUKA

CylecTByeT Takke BONPOC O TOM. Kak npoBaiifepbl MHPacTPYKTypbl, NOCTaBLLMKA CEPBUCOB U KO-
HeyHble Monb30BaTeNIM CMOTYT NPOAO/IKATb NosyyaTb NPUbbIIb. HekoTopble 3KOHOMUYECKUE W3LEepPXKn ce-
rofHsLLHero ViHTepHeTa MOryT 6bITb NPOC/AEXeHbl A0 oWwnbKN B paspaboTke. B cyuwectsywowem NHTepHeTe
HEeloCTaTOYHO ABHbIX 3KOHOMUYECKUX 3/1EMEHTOB.

7.2 Mpo6nembl, 0OCHOBOMNO/MArawWmMe NPUHLKUNbLI NPOEKTUPOBAHUA CyulecTBYtoLlero MIHTepHeTa

7.2.1 KommyTauus nakeTtos
CerofHsLlWHNE WMHTEPHET-TEXHOJIOMUM UCMNO/b3YIOT KOMMYyTaLU0 MakeToB 6e3 yCTaHOB/IEHUSA coefu-
HeHWs, YTO 3aTpyAHseT obecneyeHne rapaHTMPOBAHHOTO QOS WM WUCMOMb30BaHWE NPeuMyLLecTB, npego-
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CTaB/ISIEMbIX YCOBEPLUEHCTBOBAHMSAMMN ONTUYECKOW KOMMYyTauuu. V3BECTHO, YTO KOMMYyTauusi NakeToB He-
npuemnema ansa sagpa ceteil 60nbLLIOK eMKocTn (HanpuMep, TepabuT). BmMecTo atoro moxeT notpebosarbes
nepekoHUrypupoBaTb KOMMYTaLWU0 AUHAMUYECKON CXeMbl U NPUMEHNTb TMOPUAHYIO (NakeTHYH0) KOMMY-
Tauuo ana agpa ceTeil.

7.2.2 Mogenu no CKBO3HOMY NpUHLMNIY

Mogenn CKBO3HOrO MPUHLMMNA NOCTENEHHO paspyLllannch, rnasHbIM 06pa3oM 3a CYeT UCMO/b30BaHNA
TpaHcnATopoB ceTeBblX agpecoB (NAT), KOTopble M3MEHAIOT agpeca 6paHAMay3poB U APYTUX NPOMEXYTOou-
HbIX YCTPOWCTB, A1 KOTOPbIX HEOOXOAMMO NOHUMaHWe CemMaHTMKM Nboro Homepa nopta (Hanpumep, ANA
6710KMPOBKM MK andppepeHunanbHoli 06paboTkm NoToka). B pe3ynbrate KOHEYHblE XOCTbl 4acTo He MOryT
NOAKMIYNTLCA, AaXe ecnn noaMTuka 6e30nacHOCTU JonyckaeT Takue noaxnveHns. dta npobnema oyaet
TOJIbKO YCYry6naTbCsA C pOCTOM HeobxoanumocTn B nepexoge ¢ IPv4 Ha IPv6. MNomumo aToro, npouve nsmeHe-
HUSA B cnocobe Mcnosib3oBaHus VIHTepHeTa NOBAWANN HA UCXOAHYI0 MOAE/Nb YHUKalbHOro agpeca / noprta B
TPaHCNOPTHBIX COeANHEHNSX.

7.2.3 Pa3geneHune Ha ypoBHHU

Pa3geneHvie Ha ypoBHW 6blsia OAHOW W3 BaXHbIX XapakTepuCTUK COBPEMEHHbIX NHTEPHET-TEXHONOIUIA,
HO Ha [aHHOM 3Tane oHa Heu36exHo TepseT 3hPEKTUBHOCTL. OAHOW U3 CMOXHBLIX NPO6eM ABNSETCA Noj-
AepxXka ObICTPO MOOGWILHOCTN B reTepOoreHHO MHOroypoBHeBOW apxuTekType. Heo6xoaumo nccnefosartb,
rae HaxogATcs NHTepdelicbl, U Kakne CepBUCHI AO/KEH NPeAoCTaBIATb KaXAblA yPOBEHb.

7.2.4 TlpucBOEHME NMEH N afpecoB

CxeMbl IMEHOBaHWA 1 afpecauny SBAAITCA ABYMS BaKHbIMU U K/IIOYEBLIMU 3/IEMEHTaMU B apXUTEKTY-
pe ceTu 1 NpegocTaB/ieHn cepBucoB. Pa3paboTka KoHUuenuuy MMeHoBaHUs 1 agpecauun nmeeT pellarollee
3HauYeHne 15 XxapakTepucTuk n ahPeKkTUBHOCTY ceTeir. PyHAamMeHTaNlbHas CTPYKTypa CXeEMbl MIMEHOBAHMWS 1
ajipecalun B COBPEMEHHbIX CETSAX, 0CO6EHHO B IP-ceTsX, B OCHOBHOM 6bina paspaboTtaHa 6onee 40 neT Ha-
3aj 1 npefctaenseTt coboii OCHOBHOM KOPeHb NPO6/1eM, C KOTOPbIMY CTa/IKMBAIOTCA CyLLeCTBYOLW e ceTu. Ha-
npumMep. npotecc noucka IP-agpeca B DNS 1 npouecc TpaHCAsauny, LeHTpasim3oBaHHasa perucrpaums MeHu
[OMeHa, nepapxmyeckas CTPyKTypa u Tak fjanee orpaHM4mMBailoT noTeHuman cylecTBylowmx ceteii. Cnegyet
M3y4nTb HOBble NPUHLMMLI UMEHOBAHNA 1 agpecaLuum, 4Tobbl NOMOYb AOCTMKEHUIO Lenei BC.

8 O6uwue TpeboBaHUA K Byaywmnm ceTam
B fnaHHOM pasgerne NpuvBeAEHO onncaHne HOBbIX LiENei NPOEKTUPOBaHUS U BbICOKMX TpeboBaHuii k BC.

8.1 MacwTabupyemocTb

BC ponxHbl noggepxuBarb MaclTabvpyemyro apxuTtekTypy maplipytusauuun. MNpobnema macwtabu-
pyemMocTn BO3HMKAET MO Mepe MOCTOSHHOrO pocTa KynbTypHbIX TpeboBaHWi K CO3haHuio ceTeil byayuiero.
MpegnonaraeTcs, 4To B TeyeHne cnegyowmx 10—15 et TenekoMMyHUKaLNOHHbIE CETN, BKOYas VIHTepHeT,
npeTepnsT psg 3Ha4YUTE/IbHbIX U3MEHEHWI B OTHOLLEHUW TEXHOOIWIA, CEPBUCOB, MacluTaba u T. 4. Hanpumep,
MOXeT 6bITb pacnpocTpaHeHa CBA3b MeXAy MalluHaMun B JONOJIHEHUE K CYLLECTBYHOLEMY CNOCO6Y 06LeHns
Mexzay nogbmu. MacwtabupyemocTb A0/MKHA BKIYaTh B cebs cnepyowme acnekrbl:

- apxuTekTypa maplpyTtusaun u agpecauuu:

- MHOXeCTBeHHas agpecauus 1 He3aBMCMMOCTb NpoBaligepos (MapwpyTusauus Pl).

8.2 Cxema npucBOEHNA UMEH N apecoB

Ona BC moryT noTpe6oBaTbCA HOBble CXEMbl MMEHOBaHWSA W agpecauuu, Ans KOTopbix noTpebyeTcs
cnepyoulee:

- HOBble CXEMbl MMEHOBAHUS W ajpecauun AO/KHblI WUCMOMb30BaTb MPEUMYLLECTBO paspaboTkyn «c
Hyns», YTo6bl UCCNefoBaTb, MAEHTUMNLMPOBATL U 3KCNEPUMEHTANbHO 3aBEPLUNTL MOSIHOCTHIO HOBY apXu-
TeKTypy;

- 3Ta apxuTekTypa He AOJ/HKHA NOAUYMHATLCSA CTapbiM NpaBuiamM UMEeHOBaHWA U agpecalumn ceTeil, Ho, ¢
[pYroii CTOpOHbI, BOMPOC COBMECTUMOCTU U B3aUMOAENCTBUSI TakKe CrefyeT YYnTbIBaTb MPU OLEHKE TEXHW-
YeCcKUX NpeanoKeHwii:

- apxuTekTypa, koTopas morna 6bl nomoub BC gocTuub Takux Leneid, kak macwtabupyemocTb, 6e3-
0MacHOCTb. MOGW/IBHOCTb, HAAEXHOCTb, FETEPOreHHOCTb, KAYeCTBO CEPBMCOB, afanTUPYyeMOCTb U Hanuyme
3KOHOMUYECKMNX CTUMY/IOB;
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- CNOCOBHOCTb MHTErpaunmn pasfimyHblX ceTeid, NoaAepXKN HOBbIX MPOTOKO/IOB, CO3faHns 6a3 Ans Ho-
BbIX NPUIOXEHMUI N CEPBUCOB M NOAAEPXKA HOBbIX CETEBbIX TEXHOMOTHIA.

8.3 besonacHocTb

BC cnepyeT cTpouTb UCXOAS U3 MPeAnoChbiIKK, YTO AO/MKHA ObliTb obecneyeHa 3awmta OT B3/IOMOB,
pacnpocTpaHeHns «4epBoli» 1 cnama, a Takke OT CeTeBbIX aTak U T. 4. B 4yaCcTHOCTV TWaTeNbHO M3yyaloTcs
crnepyouie TpeboBaHus K ayTeHTudmkauum.

8.3.1 KoHdhnaeHumanbHOCTb

M3 npakTnyecknx coobpaxeHunii No npefoTBpaLLeHNio Taknx atak, kak «CnyduHr», cnegyeT 3akpenuTb
KaXxAoro nonb3oBaTens UM yCTPOCTBO 3a OAHUM UAEHTUMKATOPOM. TeM He MeHee, No/ib30BaTeny LeHaT
KOH(bUAEHUMaNbHOCTL 1 BPAA N 6yAyT NCNOMIb30BaTb CUCTEMbI, KOTOPbIE TPEBYIOT 0TKa3aTbCsA OT CBOEN aHo-
HUMHOCTW. Hanpumep, 60NbLINHCTBO Nosib3oBaTenieil 6yayT HefoBO/bHbI Takoil CMCTEMON, kak MO6GWUIbHAas
IP-ceTb. KOTOpas No3BOMAET APYTMM 3HATb X MECTOMOMIOXEHNE. YBA3Ka BONPOCOB KOH(PMAEHUMANBHOCTY C
HeobX0AMMOCTbI0 MPOBEPKN NOAMHHOCTU B BC noTpebyeT LWnpoBaHns U3 NpaBoBbIX, COLMabHbLIX U Npak-
TUYECKUX CO0BPAKEHWIA.

8.3.2 Mo6uMnbHOCTL

TpagnLMOHHbIE MEXaHW3Mbl ayTeHTUUKaUMM ANa ceTeil 4YacTo OCHOBaHbl Ha OTHOCUTENIbHO CTaTuy-
HO 1NN OUKCMPOBAHHOW CeTu, U faxe caMoOpraHusylLmecs ceTv 06bIYHO NpeanosaraioT orpaHUYeHHYo
MO6MNBLHOCTL, YacTo dhokycupysack Ha KMK n HoyTbykax, NnepeHoCHMbIX nofb3oBarensamv. KOHCTpyKuus me-
XaHu3ma ayTeHTudukaummn gna BC gomkHa yunTbiBaTb CUTYaLMio BbICOKOW MOGUIBHOCTM B ceTn. Hanpumep,
B CETAX TPaAHCMOPTHbIX CPEACTB, rAe B3aumogeincTeme aBTOMO6WIeRn 3aTpyAHEHO WY OrpaHnyeHo, Helene-
co06pa3Ho nosaraTbCa Ha NPOTOKO/bl, TPEOYIOLLME 3HAUNTEILHOTO B3aMOAENCTBUA MeXAY OTNpaBuTenem un
nonyyarenem Ana ayTeHTudmkaLmm.

8.3.3 OgHopaHrosas ceTb

Moyemy cerofHs ayTeHTUdMKaLuus N [OBepue K KOPPECNOoHAEHTY CTAHOBSTCS npo6nemoli B ceTsx?
OfHa 13 BaXHbIX NPUYMH 3aK104aeTca B TOM. YTO MHOTME MexaHW3Mbl ayTeHTudMKauum He cnoco6Hbl 06e-
cneynTb NOSIHOLEHHYIO NpoLeAypy B3anMHON ayTeHTudukauum. Hanpyumep, ceiiuac BHYUMaHve cocpegoTtoye-
HO Ha TOM. Kak aeHTUunLMpoBaTh CTaHUMIO «CnythuHra» cepeepomM, B TO BPEMS KakK Ha CTaHLUuu 06bIYHO HeT
3hheKTUBHOI Cxembl MPOBEPKM NOAMHHOCTU cepBepa B ceTu. CnepoBatesnibHO AN BC AomkHbl 6bITb pas-
paboTaHbl MeXaHW3Mbl ayTEHTUUKALMM B OLHOPAHTOBON CeTU 1 06ecneyveHunss KoNIeKTMBHON 6e30nacHOCTY.

8.3.4 Pecypc

C poCTOM MOBCEMECTHO [OCTYNHOCTY CeTell CTaHOBUTCS O4EBUAHO, YTO OrpaHNyeHns pasmepa u cTo-
MMOCTHM y3N1a Takke orpaHnynBaloT aHeproadPeKkTMBHOCTb, 06BEM NaMATV U NPOU3BOAUTENBHOCTb BblYKC/Ie-
HWIA. YTO co3gaeT npobnemy ayTeHTudmkaunm ana BC. Hanpyumep, npu HexsaTke pecypcoB MpOLECCOpPOoB 1
naMaTy HelenecoobpasHo 1CNoNb3oBaTb aCUMMETPUYHbBIE KPUNTOCUCTEMDI, Takne Kak kpuntocuctema RSA.
ANna ayTeHTUdmKauuym B 6eCnpoBOAHbIX CETAX AATUMKOB, rAe KakAblii y3en cocToMT U3 Mef/IeHHOro Masio-
MOLLIHOTO npoLeccopa ¢ 06beMOM onepaTuBHON namaTu scero 4 K6.

8.3.5 'eTeporeHHoOCTb

MexaHusmbl ayTeHTudmKauumn ana BC fOMKHbI yunTbIBaTb reTEPOreHHY0 CeTeBYIO apxmTekTypy (Ha-
npumep, 6ecnpoBOfHY0, MOGUIBHYIO 1 CAMOOPraHW3yLLYCS) 1 NpuioxeHne. HanpuMep, opurvHaibHbie
MexaHu3Mbl ayTeHTUdmKalummn, Kkak npasuao, 6bin paspaboTaHbl ANA NOAAEPXKKA MAEHTUdUKaLumn xocta.
OpHako HOBble cepBUCbl OyayT B 60nblueli CTENEHN OPUEHTMPOBaHbI Ha AaHHble. Lienbio ayTeHTudmkalum
ABNAOTCA faHHble, a He XOCT. [Monb3oBaTenn NPOCTo XOTAT NOAYUYNTb A4OCTYN K ONpeAeieHHbIM 4aHHbIM Un
cepsucy (Hanpumep, k P2P) 1 He 3a60TATCA O TOM, re Haxo4ATCa 3TN faHHble WK CEPBUC, U K KAKOMY Y31y
OHW NOAK/TIOYEHBI.

8.3.6 Ataka

CyllecTByeT MHOIO BMAOB aTak Ha CyLLecTBYIOLME MexaHu3Mbl ayTeHTuduKkauui. Hanpumvep, atakv
Ha KnlouM ayTeHTudmKauum, npoleaypy oomMeHa ayTeHTUUKaLMOHHOM MHopMaLmeii, npouecc HavanbHol
perucTpauuu, ynpaeneHve kilo4aMu ayTeHTUdUKauMn 1 Tak ganee, a Takke MeToAbl atak, BKIYas ataku
nepexsaTy/KoOB, aTakv NOCPEAHUKOB, aTaku C NOBTOPEHMEM, aTakn NyTeM NogMeHbl ayTeHTudukaTopa, ataku
Ha napomu u T. 4. B BC fonxHbl 6b61Tb NpeAycMOTPEHbl MeXaHn3Mbl ayTeHTUudmkauun ana peanvsauunm paga
KOHTpMEp NPOTVB ONMCAaHHbIX BbllLEe aTak Ha ayTeHTUdMKaLuio.
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8.4 MOGUNBLHOCTbL

BC pgomkHbl cTabunbHO nogaepxXunsatb MOOGWILHOCTbL YCTPOICTB, CepBUCOB, Nosb3oBaTenei u (Mam)
rpynn nonb3osatenein. Ana acdekTMBHOIO ynpasieHns MobunbHocTblo B BC He06XxoAMMO yunTbiBaTh cre-
aywoume TpeboBaHus.

Pa3peneHve ngeHtudukaTopa nonb3oBaTensa 1 ceTeBoro ajgpeca.

MockonbKy cyuiecTBytowmii VIHTepHeT 6bis1 pa3paboTaH B OCHOBHOM ANS1 MOAAEPXKM CTaLMOHaPHbLIX
TepMUHANoB, TPyAHO obecneuyntb MO6GUALHOCTL Monb3oBartenei/TepMuHanos. OgHa U3 NPUYKUH 3TOW Npo-
61embl CBA3aHa ¢ TeM. 4To IP-agpec ncnonb3yeTcs Kak uAeHTMdmKaTop 1 4158 nonb3oBaTtens, U 4 CeTeBoro
agpeca. Moatomy ansa adpheKTMBHON NOAAEPXKKM MOBUNBHBIX TEPMUHANOB TpebyeTcs, UTo6bl naeHTudmka-
TOp nofb3oBatens Obl1 OTAENEH OT CETeBOro agpeca.

OTgenexHne yHKLUM ynpasaeHns MOGUIbHOCTBIO OT PYHKL MK Nepefadn nosb30BaTesbCKuX AaHHbIX

C TOUKM 3peHns MOBUNBHOCTY (PYHKLMSA ynpasieHnss MOGUIbHOCTBIO f0/MKHA ObITb OTAEeNeHa OT hyHK-
LM KOHTPO/IA NOMb30BaTENbCKNX AaHHbIX, YTO rapaHTUpyeT UCNONb30BaHWe Cxembl (UM NpoToKoNa) ynpas-
NeHNa MO6UMBHOCTBIO C PasNNYHbIMU OYHKLMAMW Nepefayn AaHHbIX Nonb3oBaTens (Hanpumep, nepecbiika
[OaHHbIX, NPOTOKO/bl MapLupyTusauumn nT. g.). Kpome toro, cnegyet oTMETUTb, UTO A1 onepauuii ynpaBneHns
MOOGMNBHOCTLIO (CUTHA/IM3ALMKN) MOXET NoTpe6oBaThCA nNnepefava AaHHbIX B pexvume peasibHOro BPeMeHu ¢
BbICOKOI CTEMEeHb0 HaAeXHOCTU, Torga Kak A1 onepauuin nepegayn AaHHbIX (UM NPUIOXKEHWI) NoNb3oBa-
Tensa MoryT noTpeboBaTbCs pas/iMyHble YPOBHWN HAfEeXHOCTN 1 CBOEBPEMEHHOCTH.

KoHthnaeHUnanbHOCTL MECTONOMOXEHNA B MOGUIBLHO ceTu

B BC gomxHa 6bITb 06ecneveHa KOHOUAEHUNANbHOCTb MECTONOIOXEHNA MOBUNbHBIX NONb30BaTENEN.
B yacTHoOCTW, Korga oTnpaBuTeNb NepedaeT onpegeneHHble nakeTbl nonayyartento. IP-agpec (unm cetesoi
ajipec) oTnpaBuTeNs MOXET ObITb CKPbIT OT NONyYaTens, Koraa ato Heobxoanmo. Byaywnii IHTepHeT gomkeH
6bITb CNOCO6EH 06ecneunTb KOHPUAEHUNANBHOCTb MECTOMOIOXKEHUSA C TOYKN 3PEHUSS MOOBUIBHOCTY.

Mopaepxka BCTPOEHHOTO ynpas/ieHUst MOBWIbHOCTbIO HA OCHOBE CeTu

Onsa achdekTmBHOro obecneyeHns MobuUNbLHOCTU Nonb3oBateneih B BC AoMKHbI 6bITb NPeAyCMOTPEHbI
dyHKLMKN ynpaBneHns MOOUIbHOCTbIO Ha OCHOBE ceTu. B yacTHOCTW, OyHKUMOHaNbHOCTL ynpaBieHns Mo-
6GUNBHOCTLIO AO/MKHA NPeAoCTaBNATLCA MO MPUHLUMNY «BCTPOEHHas (PYHKUMOHANBHOCTb», a He «AobaBfeH-
Has PYHKLMOHANbHOCTbY.

OonTumunsaums mappyta

Mpy nepemelleHN MeCcTOMNosIoXKeHne MOOWIbHOTO TepMUHaNa MOXET U3MEHUTbCS, cnefoBaTesbHO,
MOXEeT U3MEHMTbLCS MapLIpyT AOCTaBKM AaHHbIX. BC A0/MKHbI GbITb B COCTOSHUM 06ecneynTb oNTUMU3aLmio
mMapLupyTa 4719 MOOUbHLIX TEPMUHA/OB, YTO HEO6XOAMMO Y4nTbIBaTL NPV paspaboTke ynpasieHns Mobub-
HoCTbi0 ansa BC.

Vicnonb3oBaHne MHOpMaLMN HKHETO YPOBHSA

UT06bI 06ecneynTb 6e3ynpeyHbie cepBuUChl A1 MOGUbHLIX NOMb30BaTeneli Npu ynpaBneHun Mobusnb-
HocTblo B BC Heo6xoAnMo No BO3MOXHOCTW MCNO/b30BaTh MHAPOPMAaLMI0 HXHENO YPOBHA (Hanpumep, Tpur-
repbl YPOBHSA KaHasa CBSI3W, Takue Kak «Ha CCbl/IKYy BBEPX», «Ha CCbUIKY BHM3» W T. fI.) U TaK HasblBaemoe
NPOeKTUPOBaHVe Mexay YPOBHAMU WU ONTUMK3ALMIO.

Moaaepxka MOGUILHOCTY YPOBHS NMOTOKA

Koraa Ha xocTe 04HOBpPEMEHHO aKTVBHbI HECKOMbKO MHTepdhelicoB, cuctema Ao/HKHa 6biTb CNOCO6HA
AVHaMnYeckn pacnpefensATb Kaxblli MOTOK COPBWCOB B OAHY W3 Hambonee NoaxoAsaLmx n atpdeKTUBHbIX
ANsA Hero ceTei goctyna, Y4Tobbl NpeaocTaBnsaTh NOMb30BaTE IO WNPOKNIA Anana3oH QoS/QoE. Mpunoxexue
TaKke JO0/HKHO UMEeTb HEeCKO/IbKO coeauHeHuit 1 paspeluatb ntoboMy Tpadmky MCNoNb3oBaTh CeTb A0CTyna
C Hanbosiee NOAXOAAWMMUN AN HEro xapakTepuctukamu. Moatomy Byaywnini IHTepHeT Ao/mKeH 6biTb B CO-
CTOSIHUM 06ecneunTb MexaHu3m 415 NOAAEePXKU YNpaBieHUns MHOXECTBEHHbIMW NOAKIOUYEHUAMU U MOBWb-
HOCTbIO MOTOKA.

Kpome Toro, B KOHTEKCTE MO6UALHOCTM B BC f0/MKHBI 6bITh 06EcneyeHbl cnegyroLme yHKLUn.

8.4.1 KOHTEKCTHO-OPMEHTMPOBAHHbIA MOAX0A,

OxmpaeTcsa, YTo Mo6wUnbLHOCTL B BC ByaeT nogaepxuBaTth pacno3HaBaHue KOHTekcTa (cuTyauun). B
8.7.4 npvBefeHbl AeTann pacno3HaBaHWsA KOHTeKcTa. HecMoTps Ha To. YTO onpefesieHne MecTonosI0XKeHNs
ABNAETCA OCHOBOMONarawLwyM, CUTyaLMoHHas OCBELOM/IEHHOCTb O MECTOMO/IOKEHNN He 06s3aTeflbHO OT-
paxaeT Bce NpefcTaBnaoLLiMe NHTEPEC N3MEHSIIOWMNECA UM MOGUIbHbIE acnekTbl.

8.4.2 MHoroysnosas CTpyKTypa 1 nnaBHoe nepekstoyeHne noTokos

Mo6unbHocTe B BC gosmkHa noadepxuBaTb MHOrOy3fioByH CTPYKTypy, TO ecTb obecneuvBatb He-
CKOMbKO MyTeli focTyna K reTeporeHHbIM/TOMOreHHbIM ceTaM. B aTom cnyyae fomkHa 6biTb npegycmoTpe-
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Ha BepTukasibHasa nepegaya KOHTPONS ANA 6ecnpenAaTCTBEHHOW KOMMyTauuM CeTEBOr0 COeAUHEHUs, Korga
3T0 HeobxoAumo. MomM1MO NoAAEePXKKM FOPU30HTabHO/BEPTUKaNbHON NnepeAayn KOHTPO/IA Ha ypOBHE XocTa
HeobxoAMMO nogdepxuBaTh yrnpasfeHne TpadMkoM Ha yYpOBHe MOTOKa, Y4TOObl NOTOKM Tpadmka MOrnun Au-
HamMuyecku pacnpefensatbCsa Nno pasIMyHbIM CeTAM A0CTyna, Nno3Bo/iAA XOCTY OAHOBPEMEHHO UCMO/b30BaTh
HeCKo/bKO MHTepdelicos.

8.4.3 leTeporeHHOCTb

OxunpaeTcs, 4To Mob6unbHOCTb B BC byaeT nogaepxumsaTb reTeporeHHocTb. B 8.6 npusegeHa nogpo6-
Has MHopmMaLms O reTeporeHHOCTH.

8.5 AjanTupyemoe KauyecTBO CEpBUCOB

BC ponxHbl nopaepxmBaTb kayecTBo cepsuca (QoS) ¢ Touku 3peHus nonb3oBartenein u (Mnu) npuno-
XeHuii. Kpome Toro, oxuaaeTtcs, uto QoS B BC 6yaeT nogfaepxmBatb CTPYKTYpy cepBuca U pacnosHaBaHune
KOHTEKCTa, onucaHHble B 8.7.2 1 8.7.4 COOTBETCTBEHHO.

8.6 [eTeporeHHOCTb 1 ceTeBas BupTyannsauums

BC po/mkHbl 06ecneunTb ropasgo Nyyluylo NOALEPXKY LIMPOKOro CnekTpa MpUioXeHWnYcepBrucoB U
npefocTaBNATb HOBble NpunoxeHus/cepsuckl. Kpome Toro. BC fo/mkHA yunTbiBaTb reTeporeHHble usmnye-
ckune cpefbl. Takke, B KOHTEKCTE NOAAEPXKKM reTeporeHHocTn, B BC Ao/mkHbI BbiTb 06ecneyeHsl creaytolyme
YHKLMN.

8.6.1 eTeporeHHOCTb NPUNOXeEHMA/cepBuca

BC f0/MKHbI GbITb paccunTaHbl Ha NOAAEPXKKY HOBbIX CEPBUCOB U (M/1M) NPUIOXEHWIA, Hanpumep cepau-
COB. OPMEHTUPOBAHHbIX Ha AaHHble. CyliecTByoWwmin VIHTepHeT 6bin pa3paboTaH, kak OpUeHTUPOBaHHbIA Ha
XOCTbI, YTO O3HA4aeT, YTO NOJIb30BATENN COOBLLAIT KINEHTY yKkasaHue cBA3aTbCs C APYrMM XOCTOM (Hanpu-
mep. telnet, ftp). OfHako BHOBb BO3HMKAIOLLME CEPBUCHI, CKOPEe BCEro, OPUEHTUPOBAHbI Ha flaHHble. Monb3o-
BaTe/In XOTAT NOMAYUYNTb AOCTYN K ONpeAeneHHbIM AaHHbIM uav cepeucy (Hanpumep. P2P), He 3a60TACH O TOM.
rfe HaxofaTcsa faHHbIe UKW cepsuc.

8.6.2 eTeporeHHOCTb yCcTpoiicTBa

BC fomkHbl 6yayT nofaepXuBaTh HOBble YCTPOICTBA, Takue Kak AaTuuku, paanovyacTtoTHbie naeHTudu-
katopbl (RFID) n T. A.

8.6.3 eTeporeHHOCTb (hn3nyeckoii cpepbl

BC pgo/mkHbI pasmellatb pasHoOpoAHble huanyeckne HOCUTENW, Takme Kak ONMTUYECKOoe BOJIOKHO, CeTu
6ecnpoBogHoro goctyna (Hanpumep. |IEEE 802.11/16/15.4 ...) nT. A. 3Ta hunsmyeckas reTeporeHHoCTb co3ga-
€T OrpoOMHble NPo6eMbl AN apXUTEKTYpbl Byayuiero MHTepHeTa.

8.6.4 BupTtyanusauus cetu

BC pomkHbl 06ecneynTb ropasfo Nyullyo NoAAepXKYy LUMPOKOro CnekTpa NPUIOXeHWn, CepBUCOB U
ceTeBbIX apxuUTekTyp. B BC NpuCyTCTBYIOT HECKO/IbKO M30/IMPOBAHHBIX TOTMYECKUX CETENR, Kaxkaas 13 KOTOPbIX
MMeeT pasHble NPUIOXEHUS, CEPBUCHI N apXMTEKTYPbl, KOTOPbIEe J0/MKHBI COBMECTHO MCMOMb30BaTh husmnye-
CKYI0 MHhpacTpyKTypy 1 pecypcbl. CeTeBas BUPTyasim3auuns npefocTtaBnseT Knodesble PyHKUUM 418 X nog-
[EepXKU. a Takke Nogaepxkn degepaluv, 1 NporpamMmMmnpyemMocTb CETH A0/DKHA OblTb TECHO C HEll cBA3aHa.

BupTyanbHble ceTv UMET N30/IMPOBAHHYI0 apXUTEKTYPY, MO3TOMY pasHble BUPTYyasibHble CETU MOTyT 1C-
noNb30BaTh pasHble NMPOTOKO/bI U hopMaThl NakeTos. [porpaMMMpyeMocTb CETEBbLIX 3/IEMEHTOB AaeT NoJib-
30BaTeNIIM BUPTYasibHbIX ceTeli BOSMOXHOCTb MPOrpaMMMpoBaTh CETEBbLIE 3/IEMEHTbLI Ha /TObIX YPOBHSAX, OT
dmanyeckoro fo npuknagHoro. OHM MOTyT faxe onpefennTb HOBYH apXWUTEKTypy NMOCTPOEHWUS YPOBHEN, He
Mellasa paboTe Apyrnx BUPTyasibHbIX ceTel. [ipyrummu cnoBamu, Kaxaas smpTyanbHasa ceTb MOXeT npegocra-
BWTb COOTBETCTBYIOLLEN rpynne nonb3oBaTesnieil NosHbIA CNeKTP CeTeBbIX CEPBUCOB, aHANOMMYHbIX TEM. KOTO-
pble NpefoCcTaBnAlTCA TPAAMLMOHHON HEBMPTYaNNaMpOBaHHOWM ceTblo. Kpyr nonb3oBateneii BUPTyasbHbIX
ceTeil MOXeT He orpaHMuMBaTbCA NONb30BaTENSAMN CEPBUCOB WU NPUIOKEHWUIA, HO Takke BKIOYaTb B cebs
NnocTaBLLMKOB CEpBMCOB. HanprmMep, NocTaBLLMK CEPBUCOB MOXET apeHA0BaTb BUPTYaslbHYl0 CeTb U npeso-
CTaBNSATb HOBbIE CEPBMUCHI U TEXHOMOIMW, Takme Kak Cyxo6a 06n1adHbIX BblYMCIEHNI 1 Tak Aanee. Mposaii-
[lepbl CEPBNCOB MOTYT peasnin3oBbiBaTb HOBbIE CEPBUCHI, Kak ecnn Gbl OHW Bnafeny cneuuannsnpoBaHHbIMM
MHppacTpyKTypamn usmyeckoii cetn. Ytobbl 061erynTs BHeAPEHNE CETEBOI BMPTyasM3auuu, MOXET Mo-
TpeboBaTbCcs NpefocTaBuTb NpoLeAypbl YNpPaBneHus, Takme Kak co3faHvne BUPTyasbHbIX CeTeid, MOHUTOPUHT
COCTOSIHMA BUPTYasIbHOW CeTu, oueHka athdheKTMBHOCTN 1 T. .

Takke pekomeHayeTcs, 4To6bl BC noaaepxusany hegepaunto 1 NPOrpaMMUpPyeMoCTb C MOMOLLbH TeX-
Honoruun BupTyanusaumun cetn. Pegepauus no3sBonseT ceTam paboTaTb Kak YacTM efMHON ceTn C COBMeCT-
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HbIM MCNOJIb30BAHNEM CETEBbIX PECYPCOB, AaXe ecnn ceTn pacnpegeneHbl reorpacmnyeckn 1 ynpasnsatoTcs
pa3HbiMK npoBaligepamu. MNporpammmnpyemocTb NO3BOAAET MOMb30BATENAM AUHAMUYECKMN UMNOPTMPOBaTh U
NMOBTOPHO HacTpavBaTb HOBble N306PEeTEHHbIe TEXHOMOMMK B BUPTyanM3oBaHHOe obopyaoBaHue (Hanpumep,
MapLIpyTU3aTOPbI/KOMMYTaTOPbI) B CETAX.

8.7 OnoseleHne 0 COCTOAHUN cepsucos

BC fo/mkHbl adhheKTUBHO NpefocTaBnATb CEPBUCHI C YH4ETOM TpeboBaHuii, NpeabsaBAseMbIX KaXAbIM
nepefaHHbIM coobuieHnem. Takum o6pa3oM, npefocTas/ieHne CEPBUCOB JO/MKHO YUUTbIBaTb NOTPEBHOCTU C
TOYkM 3peHns QOE v npefnoyTeHuns 3anpatuvBaloleil cTopoHbl. CnefoBaTenbHO, 3anpatlvBaloLas cTopoHa
YAYULINT CBOW CepBuC, ec/iv ee TpeboBaHUs ByayT pacCMOTPEHBI.

Kpome Toro, KOHTEKCTHbIE laHHble He06X0AMMbI /19 NpefoCcTaBeHns aaanTMpoBaHHbIX CEPBUCOB, A5
co3faHvAa 1 oboralleHnss CepBMCOB C A06aBNEHHON CTOMMOCTbIO U X aganTtauun Npy N3MEHEHUN COCTOAHUS
KOHTEKCTa BO Bpems npefocTaB/ieHus cepsuca.

BC A0/MKHbI MMETb BO3MOXHOCTb OOHapyXuBaTb UM COCTaBNATb CEPBUCHI C y4eTOM napameTpoB QOE,
npeanoyYTeHNA N COCTOSTHUA KOHTEKCTa.

Cnepytowve yHKUUM ABAAIOTCA YHAAMEHTa/IbHbIMY AN5 UX NpuHATMA BC:

ob6HapyXeHune cepBuca,;

cofepxaHue cepsuca,

CaMOoOpPraHN3yLWNACA KOHTEKCTHO-OPMEHTVPOBAHHBIA CEPBUC;

cepsuc QoE.

8.7.1 Ob6HapyxeHune cepsuca

BC pomkHbl 0ob6ecneunTb 06HapyxeHne cepsuca, 4Tobbl NPefoCcTaBAaATb CepBUCHI B COOTBETCTBUM C
MOMIMTUKOW KOHKPETHbIX Y3/10B W KOHTEKCTHONM MHpopmaumei (Hanpumep, nonb3osaTens, yCTpoicTea, cep-
BMCA. CUCTEMHbIX PECYPCOB U CETEBOr0 KOHTeKcTa). B BC f0/MKHO 6bITb NpeAycMOTpeHo obHapyxeHue pac-
npefesieHHbIX CepBuCcoB, NOCKO/IbKY OHa ByAeT COCTOATb U3 60/LLIOro KOMYecTsa CepPBUCOB U PecypcoB B
pacnpefesneHHon cpepe.

B yacTHOCTW, OGHapyXeHve cepBuca 3ak/lyaeTcs B TOM, YTOObl HalTU U BbiGpaTb Nyywnii cepBuc
N3 HECKObKUX 06HApYXeHHbIX Mo 3anpocy Ha obcnyxusaHue. Mo 3anpocy nonb3osaresieM Win COCTaBHbIM
CepBNCOM O TuNe, CepBUCHI-KaHAMAATbI 06HaPYXMBAKOTCA Ha OCHOBe 3anpolleHHoro Tuna. 3atem bBC BbIGu-
palT O4MH M3 HUX C yYETOM KOHTEKCTa M UX CBOMCTB, TakMX Kak cTaTyC akTMBHOCTH, 3d(heKTMBHOCTb, LieHa 1
3arpyska.

8.7.2 CopepxaHue cepBuca

BC gomxHbl nogaepxmeatb aheKkTMBHbIE METOAbI COCTaB/IEHNA A1 COCTaBHbIX cepBucoB. BC gonx-
Hbl NOAJEPXUBATL CTATUYECKUIA N AMHAMMUYECKuli coCTaB CEpPBUCOB, KOraa ctaTuiecknii cocTaB HabupaeTcs
BO BpeMs pa3paboTku, a fuHAMUYeCcKuii CocTaB HaMOMHAETCA BO BPEMSI UCMOSTHEHUS.

BC fo/mkHbI NoffepxuBaTb KOHTEKCTHO-OPUEHTUPOBAHHbIN CEPBUC, UCNO/b3YSA Pas/IMYHble TUMbl KOH-
TekcTa B MpoLecce cocTaB/ieHuss cepsuca. ATo o3HavaeT, YTo BC f0MKHbI BbITb CNOCO6HBLI afganTMposaTtb
CBOV onepauun K USMEHEHUSIM KOHTeKCTa Ha aTane npefocraB/ieHns cepsuca (To ecTb NoAdepXxusaTb AnHa-
MUYECKYI0 afanTauuio).

[ns coctaBneHus cepeuca BC fomxHbl 06ecneynTs MapLUpyTU3aLmio cepBuca, KOTopblii JOMKEH npe-
[0CTaBNATb CEPBUCHI B COOTBETCTBUM C NOSIMTUKON KOHKPETHbIX Y3/10B MapLUpyTU3auuM U KOHTEKCTHOW WH-
dopmaumeli (Hanpumep, NonbL3oBaTens, yCTPOWCTBa, CEPBUCA, CUCTEMHBIX PECYPCOB 1 CETEBOr0 KOHTEKCTA).
MapLlupyTusauma cepBucoB oxBaTbiBaeT 3afadvy 0b6HapyXeHus S4epHbIX CEPBUCOB B reTePOreHHbIX CeTeBbIX
cpefiax v Bblbopa Nyyllero cepsrca U3 HECKO/IbKMX 0OHapYXXeHHbIX Mo 3anpocy o cepsuce. Mo 3anpocy nosib-
30BaTesieM UM COCTaBHbIM CEPBMCOM O TWME CEPBUCHI-KaHAWAATb 06HAPYXVBAKOTCA Ha OCHOBE 3anpoLUeH-
HOro Tuna. 3aTeM KOMMOHEHT COCTaB/IEHUS CepBMUCa BbIOMPAET OAUH U3 HUX C YH4ETOM KOHTEKCTa 1 UX CBOWCTB,
Takux Kak cTatyc akTUBHOCTU, 3(PEKTUBHOCTb, LieHa, CTaTyC ceTu 1 3arpyska.

8.7.3 CamoopraHusylLuiicsa cepeuc

BC fomkHbl 06ecneunsaTtb NOALEPXKKY CamoopraHm3aluy CepBucoB, KOTOpble PacnpocTpaHeHbl B CeTU.
CepBucCbl MOTYT 6bITb pacnpeenieHbl aBTOHOMHO, PENIMLUPOBaHbI U NepeHeceHbl No BC ana ontummnsauum
[OCTYMHOCTU, 3PDEKTUBHOCTHN, BPEMEHWN OTK/INKA U UCMO/b30BaHNUSA CETU.

B BC noTpebyeTtcsa obecneuntb athdhekTnBHbIE MexaHU3Mbl CAMOOPraHn3aunmn pasmeLLeHns 1 Koopau-
HaL My cepBMCOB BHYTPW CETU, NOCKOSIbKY OHW MO3BONSAIOT BbINOMHATL aBTOHOMHYIO KOHburypaumio n aganta-
LMI0 K AMHAMUYECKMM U3MEHEHUAM C YH4ETOM [OCTYMHOCTU CEPBUCOB, Neperpysku uam coos.
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B yacTHOCTM CNOCOGHOCTL CamMoOpraHn3aLlm CepBUCOB BKIOYAET B ce6A camMOKOHurypaumio, camo-
oNTUMU3aumnIo U CaMOBOCCTaHOB/IEHNE CEPBUCOB.

8.7.4 KOHTOKCTHO-OPMEHTUPOBAHHbIV NOAX0A,

BC f0/MKHbI yMEeTb pacno3HaBaTb KOHTEKCT. Tpy BaXKHbIX acnekTa KOHTeKcTa (CuTyauumm): rae Bbl. C KeM
Bbl 1 Kakue pecypcbl BaMm AOCTYNHbI. Hanpumep, korga KOHTEKCTHO-OPUEHTUPOBAHHLIV NOAX0[ NPUMeEHsieTcs
K MOBWIBHOCTU, OHA OTHOCUTCSH K 06LEeMy Knaccy MOGUMBHBIX CUCTEM, KOTOpble MOTyT YyBCTBOBaTb CBOH
hunsnyeckyto cpefy, TO eCTb KOHTEKCT UX UCNOJIb30BaHUS, U COOTBETCTBEHHO afjanTupoBaTh CBOE NOBEAEHNE.
KOHTEKCTHO-OpUEHTUPOBAHHbIV NOAX0A NPUMEHSIETCS K CeTeBbIM 06beKTaM, KOTopble 3HAKT N6y NHAOp-
Mauuto (To eCTb KOHTEKCT), KOTOpasi MOXET UCMO0/Ib30BaThCA 4715 BOCNPYATUSA U pearMpoBaHus B 3aBUCMMOCTY
OT cpeapl.

MpUIoXeHNa Unn cepBuUCbl MOTYT UCNOMb30BaTb 3TY KOHTEKCTHYIO MHGhopMaL Mo A8 CBOMX COOCTBEH-
HbIX Lenei. BMecTo Tex NpuioXeHnin 1 cepBNCOB, KOTOPbIE UCMbITLIBAIOT TPYAHOCTU C NOJIyYEHMEM KOHTEKCTa
13 pasHbIX UCTOYHWKOB, CeTb ByayLinx ceTeld fJo/MKHA B3STb Ha ceba cO0p MCXOAHO MHOpMAaLMU N3 NCTOY-
HWKOB U MoJenunpoeaHue/aprymeHTaLuo KOHTeKCTa.

Takoli KOHTEKCT BK/lloHaeT B cebsl, B TOM YMC/ie Nob30BaTeNs, yCTPOWCTBO, CEPBUC, CUCTEMHbIE pecyp-
Cbl 1 CETEBOI KOHTEKCT. KOHTEKCT NOMIb30BaTe NIt MOXET BK/I0UYATh B CEOS1 XapakTepucTMKX Nob30BaTens, ero
MeCTOMnoNIoXeHVe, NpeAnoYvTeHns, a Takke orpaHuyeHuns cpelbl AN nonb3oBatens (Hanpumep, 06LeCcTBEH-
Hble MecTa, rae TpebyeTcs TMwMHa, paboyee MecTo, OM U T. 4.). KOHTEKCT ycTpoiicTBa MOXET BK/to4YaTb B
cebs TMN 1 BO3MOXHOCTY YCTpoiicTBa. KOHTEKCT cepBuca MOXeT BK/I4YaTb B cebA [OCTYNHOCTb CEPBUCOB,
Heo6xoauMbI ypoBeHb Q0S 1 3thPEKTUBHOCTL 06CNYXMBaHNA. KOHTEKCT CUCTEMHBLIX PECYPCOB MOXET BK/10-
yaTtb B cebsa LIMY. namATb, npoueccop, AMCK, YCTpolicTBa BBoda / BbiBOAA v XxpaHunuvuie. CeTeBOi KOHTEKCT
MOXET BK/Io4aTb B Ce651 MPONYCKHYK CMOCOBHOCTb, TpadvkK, TONOMOrMI0 N 3PAEKTUBHOCTL CETU.

Takoli KOHTEKCT MOXHO o6pabaTbiBaTb Kak COBOKYMHO, Tak U OTAE/IbHO C KaX[blM NOSb30BaTesieM,
YCTPOCTBOM, CEPBMCOM M CETEBLIM KOHTEKCTOM. Hanpumep, cOCTaBHON KOHTEKCT MOXET ObITb CKOHCTPYMPO-
BaH 06beAMHEHVEM KOHTEKCTa Mosib30oBaTens 1 ceTn. Takoil cocTaBHOW KOHTEKCT MOXET OblTb MCMOMb30BaH
npy cocTaB/IeHUN CEPBUCOB WU NPU BHELLHEM MCMNOMb30BaHUN cepBucamMu, 4tobbl UM He NPUXOANI0Ch A0-
NOTHUTE/NTbHO cobupaTb UM 060CHOBBLIBATL APYr1e TUMbl KOHTEKCTA.

BC gomxHbl noadepxueaTh ynpaBneHne KOHTEKCTOM A5 NpefocTaBNeHNs HacTpamBaeMbIX U KOHTEK-
CTHO-OPUEHTUPOBAHHbIX CEPBUCOB.

8.7.5 Noka3aTtenb QOE copsuca

BC A0/MKHbI 6bITb CNOCO6OHBLI NMPeAoCcTaBnAaTb HAacTpavBaeMble CEPBUCHI B COOTBETCTBMN C KOHTEKCTOM
NN NpeanoYTEHNAMU MNosb30BaTesniei, YTo6bl MakcMMU3npoBaTb Nokasatesnb OOE (kayecTBa BOCMPUSATUS
nonb3oBaTesnieM), Heo6XxoANMbIA 418 cepBuca.

Moka3atenst QOE aABnsieTcs cy6bEKTUBHOW OLEHKOW YA0B/IETBOPEHHOCTU NOSIb30BATESIA NPY UCMO/b30-
BaHUM onpejeneHHoro cepsuca. MeTpuku, Heob6xoauMble AN OLeHKM YPOBHA QOE. 3aBUCAT OT KOHKPETHOro
cepsuca, 3anpatumsaemoro nosb3osatesnieM. Kpome Toro, nokasartesib QOE TecHo cBa3aH ¢ QoS — nokasaTte-
NeM, Npu3BaHHbIM 06BEKTUBHO OLLEHUTL CepBUC, NPeLOCTaBAsAeMbI NpoBaligepomM.

8.8 lNMepepava meanagaHHbIX

BC po/mkHbI nogaepxunBate 3h(EKTVBHbIE METOAbl AOCTaBKA MeAnafaHHbIX. 18 BbINOMHEHUS 3TUX
YCNOBUiIA HEOBXOAUMO YUNTbIBATb ONpeAesieHHble Tpe6OBaHUS K pa3paboTke. Bo-nepBbiX, 3TO KOHTEHT-OpU-
eHTUpoBaHHas paspaboTka, obecneynBatollas MakCMMasibHO BO3MOXHOE Ka4eCTBO B peaslbHOM KOHTEKCTe
nosnb3oBartens. Bo-BTOpbIX, KOMTEHT-OPUEHTUPOBAHHAA pa3paboTka ceTu, NO3BOMSAOLWAS NONb30BaTENsIM NO-
nlyyaTb AOCTYN K MHChopMaumM Npo3payHo 1 C YyyLeHHOo 3pheKTUBHOCTLIO NoMCKa, He 3Has Npu 3TOM Me-
cTa pacnofioxeHus UK agpeca xocta. B-TpeTbux, paspaboTka 4sa obecrneyeHnst KOHKypeHLun, noaaepxka
rmMbknx 6rusHec-mogeneli B OTKPbITON cpefe. B-ueTBepTbiX, HAAEXHOCTb, 0becneyeHne 6e30NacHOCTU U KOH-
huaeHLMaNbLHOCTU A1 BCEX 3aMHTEPECOBAHHbLIX CTOPOH. V. HakoHeL, 3TO rMBKOCTb, NO3BOAAKOWAS NO/b30-
BaTeslo nosyyatb UHGOPMaLMIo, pacnpeaesieHHY No pasHbiM MeCTOMNOMOXEHUSIM.

8.9 HoBas MHOroypoBHeBasi apxXuTekTypa

[na BC moxeT noTpe6oBaTbCsA HOBas MHOTOypOBHEBas apxutektypa. B Lenom pasgeneHne Ha ypoBHu
6blN10 OHON M3 BaXKHbIX XapakTePUCTUK COBPEMEHHbIX MHTEPHET-TEXHOOMMIA, HO B NOC/eAHEe BpPeMs Takxe
0TMevaeTCs, YTO UHOTAA 3TO HEM3B6eXHO CHMkaeT adhdekTnBHOCTL. CnegosatenbHo BC mMoryT obecnevvsaThb
MeXypoBHeBble DYHKLMKN CBA3N. YTOObLI 4O6UTLCA 3TOr0, HYXXHO CHayana uccnefoBaTb 3aBUCHMOCTb MEXAy
YPOBHAMW NPOTOKOMA A1 MOBbILEHUA NPOU3BOAUTENBHOCTY, a 3aTeM CO34aTb HOBble MHTEpPAeChbl Mexay
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YPOBHSIMU, NepeonpeseniuTb rpaHnLbl 3TUX YpoBHENR, paspaboTaTb NPOTOKOS YPOBHS, OCHOBbLIBAsICL Ha AeTa-
NISIX NPOEKTUPOBaHUSA APYroro YpoBHs, COBMECTHOI HacTpoiike napaMeTpoB Mo YPOBHSIM, UM CO34aTb COBEP-
LIeHHO HOBYH abCTPAKTHYI KOHCTPYKUMIO. Llenb KOMMYHMKaLuii Mexay YPOBHSIMM COCTOUT B 0GecneyeHnn
cnoco6a NpsIMOil CBS3M MeXZAy MPOTOKO/IAMU HA HECMEXHbIX YPOBHAX WM O6MeHa MepeMEeHHbIMU MeXay
YPOBHSIMU. Mbl NpYHUMAaeM 3TOT MPUHLMM TOMbKO ANt MO6UIbHBIX, GECNPOBOAHBIX, CEHCOPHLIX NoAceTel,
MOCKO/IbKY BCErAa CyLecTByeT KOMMPOMUCC MEXAY ONTUMMU3ALMEN N CNOXHOCTLIO (abcTpakyyeil). Takum 06-
pasom M3MepeHue ¥ MOHUTOPUHT JO/KHbI GbiTh 06ecneyeHbl 3apaHee. Kpome Toro, 3ToT NPUHLMN NpegHa-
3HauYeH A8 NoaAepXKkn Ha No60M ypoBHe (Hanpumep, OT PU3NYECKOTO YPOBHS [0 YPOBHS NMPUTOXEHUS) U
[O/MKeH GbITb peann3oBaH Yepes BUPTyanun3aLmio cetu A1 NoaLepXK/ TMBKOCTU U NporpaMMm1pyemMocTy.

8.10 YnpaBneHue

BC pomxHbl nogaepxuBarb MIHOBEHHOe W npocToe ynpasneHne. BC 6yayT cTaHOBUTLCS BCe 6Gonee
C/IOXHOI N0 Mepe NOABMEHUSI HOBbLIX CEPBUCOB 1 3a CYET pa3Hoobpasnsa apxuTekTypbl. B KOHTeKCcTe ynpase-
HUA B BC f0/1XHbI NPeoCcTaBNATLECA CriefyoLne BO3MOXHOCTU.

8.10.1 HagexXHocTb

BC [0/MKHbI ObITb TakMMM e HaAeXHbIMU, OTKa3oyCTOWYMBBIMW W LOCTYMHbIMW, Kak NpoBOAHAA Te-
nedhoHHaa ceTb cerofHA. HagexHocTb crnegyeT paccMmaTtpvBaTth B CMeAylolmxX acnektax: aBTomarmyeckas
OTYETHOCTb O CHOSIX CBA3M U OTKa3ax 060pyf0BaHNA U HEMe[ IEHHAs NOBTOpPHAs MapLlupyTusauuns B 06xog,
c60eB: BO3MOXHOCTb YCTPAHEHUs 0TKa30B 060pyA0BaHNA 1 YCTOWYMBOCTL K atakam Tuna «oTka3 B 06C/TyXu-
BaHUW» U aHaNOIMMYHbIM aTakam.

8.10.2 ABTOHOMHOCTb

[nsa 6yaywmx MobunbHbIX ceTeil MOXeT OblTb NpeyCMOTPEHO aBTOHOMHOE yrpaB/ieHve: camo3allymnTa,
CaMOBOCCTaHOB/IEHWE, CAMOKOHpUrypaumsa. camoonTummsanmsa u T. 4.

8.11 SHeproadhheKTUBHOCTb

BC fomkHbl 06ecneynTb BO3MOXHOCTN 3HeprocobepexeHns Ansa nogaepxku aKo0rMYeckn YNCTbIX cpeq
WKT. SHeprocbepexeHne B CeTax 03HayaeT CeTeBble BO3MOXHOCTU TaMm. rAe cuctemaTtuyeckn notpebnsaercs
o6Laa MOLLHOCTbL CETEBOr0 060PYA0BaHNA, TAKOro Kak MapLLpyTU3aTopbl U KOMMYTaTOpPbl, NO3BOJIAA CHU3UTD
noTpebsieHne aHeprum No CPaBHEHMIO C CYLLLEECTBYIOLLIMMUN CETAMMU.

8.12 DKOHOMMUYECKNEe CTUMY/IbI

BC pomkHblI 0b6ecneyrBaTb 3KOHOMUYECKME CTUMY/bI 415 NPOBaifepoB UHPACTPYKTYpPbl, NOCTaBLYM-
KOB CEpPBMCOB W KOHEYHbIX MO/Ib30BaTes1eil, KOTopble BHOCAT BKNaf B co3faHve ceTeil. Hanpumep, npoeaiige-
pbl MHPPACTPYKTYPbI U MOCTABLLMKA CEPBUCOB BHOCAT BKNaf B cOo3faHne UHpacTpykTypbl ceTn. KoHeuHble
nonb3oBartenu Bbluncnenuii GRID (MHTepakTuBHbIE rpadinyeckvie gucnnen) cnocobCcTBYOT NPeaoCcTaBNeHuIo
pecypcoB. MoaTomy xenartenbHo, 4Tob6bl BC NpefocTaBNsAn ABHbIE 3KOHOMUYECKME CTUMYSIbI. B KOHTEKcTe
3KOHOMMYECKNX CTUMY0B B BC AO/MKHBI NpefocTaBnAaTbCA Cnefyolme BO3MOXHOCTH.

8.12.1 KauecTBO cepBuca/BocnpusaTusa nonb3osatesiemM

BC gomkHbl 06ecneynBaTh fOCTaTOUHOE KayecTBO cepsuca (QoS) v (nn) BocnpuaTUA nosb3osaTenemM
(QOE) ¢ Touku 3peHusa nonb3oBaTeneil n (Mnun) npunoxeHuii. Kpome atoro, oxumgaetcs, 4to QoS/QoE B BC
OyAyT CMOCO6HbI pacno3HaBaTb KOHTEKCT, Hanpumep MecTOnosIoKeHve.

8.12.2 YnpaBnfaemMocCTb

BC 6yayT cTaHOBUTLCA BCe 60/1ee C/I0XKHOW 3a CUHeT NOosBNEHUS HOBbIX CEPBUCOB 1 pa3HO0bpasust apxu-
TekTypsbl. MoaTomy B BC xenaTenbHO o6ecneynTb BbICTPYIO U NPOCTYIO YNpaBnsieMocTb. [JOCTyMHOCTb pecyp-
COB — OfiHa M3 BaXHbIX NPO6/IeM, KOTOPbIE HY)XHO peLlaTb C TOYKN 3PEeHNSA IKOHOMUYECKNX CTUMyoB B BC.

8.12.3 ApanTupyemocTb

JomkHa nMeTbCa BO3MOXHOCTb HACTPOikn BC ¢ y4eTom pasnnuHbix Tpe6oBaHuii 1 (Mn) npeanoyuTeHui
Kaxk[,0ro rnonb3oBaTesisi.

8.12.4 AAA n 6e3onacHoOCTb

[ns obecneyeHnss 3KOHOMUYECKUX CTUMYNOB BC AOMKHbI CTPOMUTLCS Ha OCHOBe NpuHumna AAA (ayTeH-
TudmKaumsa. aBTopm3sauns u yyeT) n 6esonacHocTu.

8.12.5 OnepaumnoHHbIil acnekT

BC fomkHbI NpefocTaBNAaTb CeTeBbIM npoBaligepam u (Unv) HTepHeT-npoBaligepam pabodyto nnat-
hopMy (MHbpaCTPYKTypy 1 apxmTeKTypy) 415 o6ecrneyeHnss 3KOHOMUYECKON AeATENbHOCTY.
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9 3ranbl ctaHpgapTusayum bC
B paHHOM pasfene onucbiBaeTcs Habop NepcrneKkTUBHbLIX 31eMEHTOB AN1A cTaHAapTusauun BC.

9.1 O6wwuit nnaH pa6oThbl

[JaHHbI TeXHUYecknii oT4eT onncbiBaeT NOCTaHOBKY 3afaun n Tpebosanus k BC. B xoge ob6cyxaeHuii
BC 6bin pa3paboTaH Ha6op Tpe6oBaHWii MO NPOEKTUPOBAHMWIO AN fanbHeliwel paboTsl No cTaHAapTU3aAL UK
BC.

Ha ocHoBe aTux pe3ynbTatoB Heobxogumo paspaboTartb apxutekTypy BC n obecneuntb pa3paboTky
KOHKPETHbIX NPOTOKO/I0B B KAYecTBe OyAyLMX paboynx 31eMEeHTOB, Kak NokasaHo Ha cnefyloLlemM pucyHke 3.

[ oo - \ J o \ / \
Jtan 1 OTan 2 Otan 3
MocTaHoBKa 3a4a4m ApxuTtekTypa Byayimx MpoTokonbl ByayLmx
1 TpeboBaHMs ceTeli (c Habopom ceTeli (C HabopoMm
KOHCTPYKTUBHbIX MPOTOKO/I0B)
. ; 3/1EMEHTOB)
Y /

PucyHok 3 — O6Lwwue atanbl ctaHgapTmsauumn 6C

Ha atane 1 BfaHHOM OT4YeTe onpegeneH Habop TpeboBaHW 415 NPOEKTMPOBaHNA apxmuTekTypbl BC. Ha
3Tane 2 6yaet paspabotaHa apxutektypa BC. Pa3paboTky apxutekTypbl BC MOXHO BbINOMHWUTL C NMOMOLLbIO
Habopa KOHCTPYKTMBHbIX aniemeHToB (BB) 06ueii apxutektypbl BC. Moaxop Ha ocHoBe BB — 3To meTof pas-
paboTkn Habopa cTaHA4apTOB NyTEM CO34aHWA onpefesieHHbIX 6a30BbIX MoAyeli Unn 31IeMeHTOB, KOTOpble
MOryT 6bITb 06beAMHEHbI 419 NOTYYEeHNs 06LLEel apXMTEKTYPbl NN Lefbix onepauuii. 3To CBA3aHO C TeM. YTO
apxuTekTypa BC coiepXnT MHOXeCTBO TEXHNYECKNX 0COOEHHOCTEl, KOTopble CleayeT yunTbiBaTb, TaknX Kak
CepBUCHI/NPUNOXEHNSA. nAeHTUMKaUma, UMeHoBaHne/agpecaums. ynpasneHne moouabHoOCTbo. QoS. 6e30-
nacHOCTb W BUpTyanusaums ceTu, nepeHoc u3 Tekyuein cetn B BC. Mpu aHHOM NoAX04€e Ha OCHOBE KOHCTPYK-
TUBHbIX 3/IeMEHTOB Habop apxutekTyp BB npusefeT K co3gaHuio obueit apxmTtektypbl BC. U3 apxutekTypbl
BC Ha atane 3 MoxeT ObITb pa3paboTaH OAUH WU HECKOLKO cneuuduryeckmnx npotokonos BC. MogpobHas
nHchopmaums o npotokonax Ansa bC. koTopble NpeAcToMT paspaboTtaTtb, NOTpebyeT AasbHEALWero N3yyeHus.

9.2 Apxutektypa BC

Apxutektypa BC 6yaeT paspabartbiBaTbCsi Ha OCHOBE Habopa apXMTEKTYPHbIX KOMMOHEHTOB, SB/A0-
LLMXCS KOHCTPYKTUBHbIMUW 3nieMeHTamu (BB). 3T BB mMoryT BktouaTb B ceba cnefytowme KOMNOHEHTbI apXxu-
TEKTYpPbl. HO HE BCE 13 MepPeUNC/IEHHbIX:
cepsucblYceTeBas Mofesnb U oyHKLMoHanbLHasa apxutektypa (FA);

- NPUCBOEHME UMEH U afipecos;

- KOMMyTaumsa n MapLupyTusauus;
- MOOGWBLHOCTb;

- 6e30nacHoCTb;

- nepejgava meaunagaHHbIx;
co/iepXaHue cepsuca;

- hepepaums.

Mpy HEO6XOAMMOCTM MOXHO PacCMOTPETb eLle HECKOJIbKO AONOSIHUTENbHbIX BB. 3Tv apXuTekTypHble
BB cocTtaBaT obLyto apxutektypy BC. kak nokasaHo Ha pucyHke 4.
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PucyHok 4 — KOMMNOHEHTbl KOHCTPYKTUBHbIX 31eMeHTOB <BB) ansa apxutektypbl byayunx ceTei

Kak nokasaHo Ha pucyHke 4, CepBUCbl N KOHCTPYKTUBHbIE 3/1EMEHTbI CeTu 6yAyT MCNo/b30BaTbCA B
KayecTBe OCHOBHbIX PeCypCOB An1a pa3paboTku o6Lein hyHKLMoHanbHoW apxutekTypsl BB. Ha ocHoBe dyHk-
LMOHanbHOW apxmTekTypbl BB MOryT 6biTb pa3paboTaHbl crefytoline KOHKpeTHble (hyHKUMOoHanbHble BB:
KOMMyTauus/mapLupyTu3auymsa. KOMNo3uuus cepBnCOB, pacrnpocTpaHeHne MeamagaHHblx, 6e30nacHoCTb, MO-
6UNBHOCTb ¥ ApYyre AONONHUTE bHbIE KOHCTPYKTUBHbIE 3fIeMeHThl. [1nsa cTaHjapTu3aumm kaxaslin n3 BB 6y-
[leT BbINOJIHEH Kak YyacTb 06Leil apxutekTypbl BC.

B BbllleyKa3aHHbIA CNNCOK MOXHO [06aBUTh eLle HecKo/IbKO YacTeil {KOHCTPYKTUBHbIX 3/1IEMEHTOB) B
3aBMCMMOCTW OT cuTyauum.

9.2.1 ApxutekTypa Byayuiux ceteii: cepeucbl/ceTeBas Moaenb U PyHKLMOHANbHAA apXMTeKkTypa

B kauecTBe 6a30BOI apxUTEKTYpbl cneayeT onpefennTb CepBuUChl U ceTeBylo Mogens ana bC. 3ta pa-
60Ta npu3sBaHa pewmnTb cnegyloLime npobemsl:

cepBUCHI, BKNOYasA onpeAeneHHblii Habop LieneBbIX CEPBUCOB U K/OYEBbIX NMPUIOXKEHWUIA, AOMKHbI Npe-
focTtaBnATbea B cpefe BC;

Mofesnb CeTu AO0/HKHA YUMTbiBATbCA NPU MPOEKTMpoBaHuM apxutektypbl BC. koTopas 6yaeT Bkaoyatb
B ceba ceTb CTaLMOHApHOro.'6ecnpoBoAHOro A0CTyNa, OCHOBHYIO/Pe3epBHYIO CeTb, B3aumogelicTBne Mexay
ceTAMU AocTyna u 6a3oBbIMK CeTAMMU;

abCTpaKTHbI CTEK MPOTOKO/I0B B MHOTOYPOBHEBOW apX1TeKType;

naeHTMmnKaLma nonb3oBareneil, ycTpoiicTs, cepBucoB B ceTn BC, B KOTOPOIi pa3nnyHble TOUKWN MEHO-
BaHUA. apecalun 1 cxembl Hymepauumn 6ygyT nccnegosaHsl ¢ nosuuum BC.

Brnokn BB dhyHKLMOHaNbHOI apxntekTypbl FA cTaHyT OCHOBHOI YacTbio apxutektypbl BC. Heobxogumo
onpegennTb NogpobHoCTM hyHKUMOHaNbHOCTH, Tpebyemble ana BC. 1 onucaTb B3aMMOCBS3b WM B3auMO-
fdenictene mexay hyHkumammn BC. CnefyeT Takke N3yuynTb CXeMbl UAN NPUHLMNLI MapLUpyTu3aLum/kommyTa-
uum ansa BC. Ota paboTa npu3BaHa pewnTb cneayrolime npodnems:

YHKUMOHANbHOCTL, Tpebyemasn ana BC, Takasa Kak maplipytusauus, KOHTposib MobunbHoCcTU. QOS,
6e30MacHOCTb U T. A.;

KOHKpEeTHbIW CTeK MPOTOKO/I0B, coAepXallmii npoTokobl BC B apxutekType:

CBA3b MeX/[y YPOBHEM nepefayn faHHbIX NoSb30BaTeNS U YPOBHEM YNpaB/eHus.

9.2.2 ApxutekTtypa byayuinx ceTeii: NpMcBOEHNEe UMEH 1 afpecos

[laHHbIA KOHCTPYKTUBHbIV 3/1€MEHT AO/HKEH NPefcTaBUTb apXMTEKTYpy NPUCBOEHWS UMEH W afpecoB
ansa BC. Ota paboTa npussaHa pelwnTb criegyroLme npodaemMsbl:
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NAeHTUdVKaLNA N naeHTudmukKaTop;

pasgeneHune naeHTudukaTopa nosb3oBaTesia U ceTeBoro agpeca,;

mMacwtabypyemoe NpucBoeHne UMeH 1 afpecos.

9.2.3 ApxuTtektypa byaywunx ceteil; KomMmyTaumsa n MaplpyTusaumsa

[JaHHbIli BB fo/keH npeacTaBuTb apxXMTEKTYPY KOMMYyTauun/MapLupytusauum ana 6C. 9ta paboTta npu-
3BaHa pewuTb cnegytoume npobaems:

MOZAE/Nb YPOBHSA YNpaB/ieHUA N YPOBHSA AaHHbIX;

yHKLMOHaNbHAsA apxuTekTypa A0S KoMMyTauuy / mapLupyTusaumm:

TpeboBaHNA K NPOTOKO/1IaM YPOBHS ynpas/ieHus;

COBMECTUMOCTb 1 MUTPaLUA.

9.2.4 ApxutekTtypa byayuinx ceteil: MO6GUNbLHOCTb

[aHHblii BB gomxeH npeAcTaBUTb apXUTEKTYPY KOHTpons MobuibHocT ans BC. Ota paboTa npussaHa
pewunTb cnegyowme npobnems:

cxema KOHTposns MobunsbHocTu B BC;

ynpaBneHMeM MecTOMo/IOXEHNEM MOGUbHBLIX NOMb3oBaTenel;

6ecnpobieMHbIil NepeHoC NogAepXkn 418 MOOGWIbHBIX Nosb3oBaTenei;

pasfeneHvie naeHTudrKaTopa nosb3oBaresia 1 CeTeBoro ajgpeca,

oTAeneHve PyHKUUM nepeHoca faHHbIX Nonb3osatens oT MYHKLMU KOHTPO/A 32 MOOWU/ILHOCTLIO;

KOHTEKCTHO-OPUEHTVPOBAHHBIA NOAXOS;

MHOXEeCTBEHHas agpecauusa v nogaepxka BepTUKanbHOro nepeHoca,;

reTeporeHHoCTb ceTeli Co cTaunoHapHbIM U 6ecnpoBOHbIM AOCTYMNOM.

9.2.5 ApxutekTtypa byayuwnx ceTteil: 6e3onacHocTb

[JaHHblli BB fomkeH pewnTb BOnNpoc obecneveHns 6e3onacHoCT nonb3osatesneli BC v MoxeT BK/o-
yaTb B cebs nccnegoBaHve NpUrogHOCTN MHOXECTBA CYLLECTBYOLLMX CXeM obecneyeHns 6es3onacHocTn 4ns
BC. 31a paboTa npussaHa pelwunTb cnegytoLive npobnemsi:

pOCT uncna ysa3sBumocTel;

pacnpocTpaHeHve «4yepBeii»;

aTaky Tuna «oTka3s B 06CyXXMBaHUM».

9.2.6 ApxutekTtypa byayuiux ceTteii: noTok megmagaHHbIX

[JaHnHbii BB gomkeH pewmnTb BONPOC nepejaun meguvagaHHbiX nonb3osatensm BC. Ota pabota npu-
3BaHa pelwnTb cnegyoLmne npodaemsbl:

obHapyxeHne MeavafaHHbIX:

yrnpas/fieHne Ceccrammn mMegnafaHHbIX:

MexaHW3M pacnpocTpaHeHusa MeanafaHHbIX;

ynpasrieHne QoS/QoE;

QINYHOE MPOCTPAHCTBO M 6€30MacHOCTb.

9.2.7 ApxutekTtypa byayuwiux ceTteii: coctaB cepsuca

[aHHbili BB fo/mxeH npefcTaBuTb apXUTEKTYpy cocTaBa cepBuca ans 6C. 3ta paboTa npussaHa pe-
WNTb cnegylowme npobaemsl:

CepBUCHO-OpueHTMpoBaHHasa apxutektypa (BOA);

pasgeneHune 1 nepekoMnoHoBKa CepBUCOB:

BO3MOXHOCTb MOBTOPHOTO KOH(UIYpMpoBaHua v onpegesieHne MecTonosioxXeHusa cepeuca:

MapLipyTusaunsa cepsuca,

OnHamuyeckas agantauus.

9.2.8 Apxutektypa byayuux cetein: hegepauns

[JaHHblli BB fo/KeH pelunTb BOMPOC MHKOPNOPUPOBaHWNSA MHOTOYNC/IEHHBIX FeTEPOreHHbIX ceTell B eaun-
Hyto ByayLyto ceTb. OTa paboTa npu3saHa pewwnTb cnegytoline npobnemsbi:

rnobasibHoe NPOCTPAHCTBO AN UMEH;

CepBUCbl MeTafaHHbIX;

aBTOHOMHOCTb canTa;

cbop 1 0bmeH pecypcamu,

pasfeneHvie ayTeHTUMKaLMnM 1 asTopusaLmu.

9.2.9 MpoTokonbl Ans byayuwmx cotoii

Ha cnepgytoem atane Heo6xoanmo paspaboTatb HAbOP KOHKPETHbIX NPOTOKO/I0B A5 paspaboTaHHOM!
apxutekTypbl BC. 3Ta paboTa go/mkHa 6bITb BbINOIHEHA B KayecTBe HoBoro npoekta B OTK 1/CK 6.
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OKOHuaTe NbHbIl CNMCOK TpebyeMbix NPOToKos10B BC MoXeT 3aBuceTb OT apxuTekTypbl BC. HO Ha Ha-
CTOALLMIA MOMEHT NepCneKTUBHBIA NakeT NPOTOKO/I0B BK/OYaeT B cebs crneayoLee:

MPOTOKO/IbI A1 MapLIpyTM3aumMm 1 KOMMyTaummn AaHHbIX U nakeTos ynpasnexuus B bC;

B3aMMO/eiicTB/ME NMPOTOKO/I0B MapLUpyTM3aLun/KOMMyTaLmmn ¢ reTeporeHHbIMM 6a30BbIMU TEXHOMOMUS-
MW fOCTyNa;

CKBO3Hble MPOTOKO/IbI NepeAayn AaHHbIX A58 06paboTKu 1 ynpaBneHns nosb3oBaTelbCKMMN JaHHbIMU;

MPOTOKO/Ibl A1 KOHKPETHBIX NPUIOXEHWIA.
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MpunoxeHune A
(cnpaBoyHoeE)

O6wasn koHuenuusa byayuwux cetei

O6was koHuenuns BC mMoxeT 6bITb ONMcaHa cnegyowmm obpasom:

6yayujas ceTb — 3T0 ceTb Oyayliero, kotopas paspabarbiBaeTcs «C HyMsS» C NO3TanHbiM NOAXO40M K NPOEKTUpoBa-
Huto. CrnegyeT 06paTUTbL BHUMAHUE Ha TO. YTO NOAXO0[ «C HY/If» NOHMMAaETCA Kak NPUHLMMN NPOEKTUPOBAaHUA, a He acnekT
BHE/JpeHus;

OHa [l0/1XHa obecneynmsBaTb MHHOBALMOHHbIE (DYHKLUN N CEPBUCHI, BbIXOAALLWNE 3a PAMKU OFPaHUYeHNii cyllecTBy-
WX ceTel, Bknovas NHTepHeT;

6yaylias ceTb He A0/KHA 3aBUCETb OT CYLLECTBYIOWUX TEXHONOTUA 1 peLleHnii;

6yayujas ceTb NpeAocTaBnseT MexaHW3mbl, KOTOPble NPUHOCAT NO/Mb3Y KaXAOMY Y4YaCTHWKY COpa3MepHO Bknagy
nocnepgHero.

PucyHok A.1 nnnctpupyeT obLlyto KoHuenTyanbHytlo mogdens BC. KoHuenTyanbHasa mofens BC onucbiBaetcs B
[IByX acnekrtax: ceteBas apxuTekTypa u CepBuUCHas apxutekTypa.

CeTeBasi apxuteKktypa — 37O CTPYKTypa KOMMYHWKALMOHHOV CeTU AN onpejeneHns hunsnyecknx KOMNOHEHTOB
cetn n nx yHKLMOHANbHO opraHnsauun v koHdurypauu, NpUHLKUNOB ceTn v npoueayp paboTsl, a Takke opmaros
[aHHbIX, ucnonb3yembix B ee paboTte. CeTeBas apxutekTypa BC onpegensieTcs TeM. Kak CeTb WCMO/Ib3yeT MakeT KOM-
NOHEHTOB apXUTEKTYpbl, TaKNX KaK KOHCTPYKTUBHbIE 3/1eMeHTbl (BB). a He TpaguLMOHHbIA nakeT NHTEpPHEeT-NPoTOKON0B
TCP/IP. Takne BB moryT Bkntoyatb B ceba cneaytoline KOMNOHEHTbl apXUTEKTYPbI, HO He BCe U3 NepeyvncsieHHbIX:

NPUCBOEHME UMEH 1 a[ipecos;

mMapLpyTusaumus;

MOOWUMBHOCTb;

onTumun3aumus 6ecnpoBOAHON TEXHONOTNK;

60pbba co cnamom, 6e30nacHoOCTb;

KOMMYHUKaLUU MeXay pasfniyHbIMU YPOBHAMM,;

QO0S/QOE;

3HeproapexkTueHoe! b;

ynpasneHue.

Kpowme Toro, BupTyanusauus cetu npefocTaBniseT BO3MOXHOCTY /1 BHEAPEHUA NakeTa reTeporeHHbIX apxXuTekTyp-
HbIX KOMMOHEHTOB B pamKax eMHO NHTerpupoBaHHoli BC-apXuTeKTypsbl.

CepBucHasa apxuTekTypa — 3TO KOHCTPYKLUA KOMMYHUKaLUOHHOTO cepsuca. CepsucHas apxutektypa bC takxe
npeactasnaeT coboii Habop cepBNUCOB 1 NPUNOXEHNN, Taknx kak BB. 3Tn cepsucbl 06MeHNBAOTCA AaHHbIMU APYT C ApY-
rom. flaHHble BB moryT Bknouyath B cebs cneaytolne cepBrCHbIe KOMMOHEHTbI, HO HE BCE U3 MepeynCeHHbIX:

KOHTEKCTHO-OPUEHTUPOBaHHbIV NoAxos,;

CEepPBUCbI, CBA3AHHbIE C AAHHbIMU;

cofepxaHue cepsuca;

VIHTepHeT BeLleil;

BelllaHne u meanafaHHble,;

CEMaHTUYECKN CTPYKTYPUPOBaHHasA CETb.
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KOHIC™T, T#4> Copocel, Coaepomne uHTBENBT Coblanrnrkx
CMONMHBI* «cBuCH G KkaTkmBC VMKW AOUNbIO 44,1 41 UPUH'KMKI
newoa 0 ieHHbIMM 36H«>0» cets

w

A b8

BupTya/nzauys cetn

MHTerpauus apxutekTypbl Bygywmx ceteit

MeTeporeHHble NHPPaACTPYKTYpbI

PucyHok A.1— O6was koHuenuus byayuux cetei

20



FOCT P 58210—2018

Mpunoxexne B
(cnpaBo4HOE)

AHanus pasnunuuii

B HacTosileM npunoxeHun B o6cyxgatoTcst pasnmuns Mexgay CyLecTBYIOLWMMU cTaHAapTamMmn 1 koHuenuueii bC.
CooTBeTCTBYIOLME TEXHOMOMMN U apXUTeKkTypa A5 aHanusa pasnuuuii cnegyoume:

ITU-T NGN [16. 17J;

IETF WHTepHeT Ha ocHose IPV6 [18].

B.1 NGN npoTtuB BC (oco6eHHOCTM)

KoHuenums NGN (ceTb crieaylowero nokoseHus) BHeJpeHa C y4eTOM HOBbIX peasinii B TeNeKOMMYHUKaLWOHHOM
oTpac/n, xapakTepusyloLmnxca TakuMm pakTopamu, Kak: KOHKYPeHUMs Mexay onepatopamu us-3a npogosnkarollerocs
[leperynmpoBaHns pbIHKOB, B3PbIBHOW POCT LM(POBOro Tpadvika, Hanpumep yBenmyeHne yucna nonb3osateneii NHTep-
HeTa. poCT crnpoca Ha HOBble My/ibTUMeANiiHbIe CePBUCHI, POCT cnpoca Ha 06LLy0 MOGUIBHOCTb, KOHBEPTEHLMIO ceTel n
YyCnyr n T. .

ITU-T (cekTop no cTaHAapTu3aLuu TeNIeKOMMYHUKaLuii B cocTase cot3a ITU) npeanpuHumaeT ycunms no paspa-
60Tke NGN v nybnmkyeT Becbma BaxHble pe3dynbtatel N0 NGN, KOoTopble onucbiBaloT TpeboBaHUs n HeobxoanMble YHK-
umm. NGN. Bbinyck 1 1 Tekylias BepCusl BbiMyCcKa 2 OXBaTbIBAlOT LIMPOKY0 06/1aCTb TEXHOMOMMIA, BKIOYAS MEXCEeTEBbIE
onepauuu, B3aumogeincTeue ¢ cetamu, He oTHocAwmmucs kK NGN, TpaHcnopTHble COeAVHEHUS, yNpaBeHne meanapecyp-
camu, ka4yecTBO cepBuca, 6e30NacHOCTb, yNpaB/eHne CeTblo, OTKPLITYIO CpeAy CEepBUCOB, My/NbTUMEAUIHYO NoACUCTEMY,
y4yeT 1 BbiCTaBfeHne cyeToB U T.4. byaeT obecneyeHo noAknoyeHne Bcex TpaauLMoHHbIX ceTelt B NGN v nogaepxka
6ecnpo6neMHbIX CEPBUCOB /18 LUPOBbLIX NMPUIOXKEHWA ByayLiero.

NGN moxeT B ganbHelilwem onpefensitbCA CAEAYIOLWMUMN OCHOBHbIMU XapakTepuctTukamu. 3T xapakTepucTukm
MOXHO CpaBHUTL C Lenamu npoektuposaHus BC [16. 17J:

nakeTHas nepepgada c ucnosib3osaHnem IP-agpeca;

pasgeneHune hyHKLUIA ynpaBieHns Mexy BO3MOXHOCTAMMW kaHana, BbI30BOM'CEAHCOM W NPUI0XeHnem/cepBucom;

oTAenieHne npefocTaB/EHNA CePBUCOB OT TpaHCcnopTa v NpeAocTaBieHne OTKPbITbIX MHTepdeiicos;

noaAepXka LUMPOKOro cnekTpa ycnyr, NPUAoXeHUi A 1 MexaHW3MOB, OCHOBAHHbIX Ha KOHCTPYKTUBHbIX 3/IeMeHTax
CepBUCOB (BK/IOYAA CEPBUCHI B PeXnUMe peanbHOro BpeMeHn/noToka/He B peanbHOM BPeMeHW U My/nbTuMeauiiHble cep-
BUCbI):

LIMPOKOMNO/IOCHbIE BO3MOXHOCTU C KOMMNIEKCHOI oueHKoli QoS (kauecTsBa cepsuca);

B3auMofeicTene ¢ TPaAULMOHHBIMI CeTAMK Yepe3 OTKPbITble MHTepdelick:

0606u1eHHast MO6GUIbHOCTb;

HeorpaHWYeHHbIl AoCcTyn Nonb3oBaTteneil K pasnMyHbIM NpoBaligepam ycnyr,

pasnnyHble CXeMbl UaeHTUdVKaLum:

YHUULMPOBaHHbIE XapakTePUCTUKN ANA CepBuca, BbiI6PaHHOro nosib3osBarenem;

KOHBEPreHTHbIe CEePBUCHI MeXAy CTalMoHapHO "MOBUALHOI ceTblo;

He3aBUCUMOCTb PYHKLMIA, CBSA3AHHbIX C CEPBMCOM, OT 6a30BbIX TPAHCMNOPTHbLIX TEXHOOTNA;

noaAepXka HeCKONbKNX TEXHONOIMI «nocnefHen Muan»:

COOTBETCTBME BCEM HOPMATUBHbLIM TPEeGOBAHUSIM, HaNpUMep, KacatLnmcs aBapuitHoi cBA3un, 6e30MacHOCTU, KOH-
hnaeHLManbHOCTN. 3aKOHHOTO nepexsara u T. 4.

Ecnu conocTtaBuTb CNUCOK Lieneil npu npoektuposaHun BC u obwmx TpeGosaHuii k xapaktepuctrukam NGN. To
MOXHO 3aMeTUTb, YTO OHW OYEeHb MOXOXW APYr Ha Apyra, W 3TO MOXHO paccmMaTpuBaTb Kak OCHOBHble yTypucTuyeckne
3ajaun cetu byayuiero.

OCHOBHbIe 0T/IMUMSA 3aK/yalTca B TOM. 4TO B HacTosuee Bpems Ana bC He npegnonaraeTcs kakas-nm6o cetesas
apxuTekTypa Uam TeXHOI0rMs KOMMyTaumm naketos Ha ocHose IP, Torga kak B ocHoBy NGN nosoxeHsbl IP-ceTn n nakeTHas
nepepayva. Kpome Toro, nccnegosarnms no NGN ocHoBaHbl Ha KpaTKOCPOYHOM / CpeHECPOYHOM 3BOJIOLMOHHOM Noaxoae,
noatomy TexHonorum NGN mMoryT 6bITb Npeo6pa3oBaHbl U3 cyllecTBytowet IP-ceTu. Mpu aTom BC ocHOBLIBAETCA Ha Npo-
€KTUPOBaHUN «C HY/IA» C [O/ITOCPOYHLIM PEBOJIIOLMOHHBLIM MOAXO40M.

OcHOBHOI Uenbto NGN sBnsieTcsi cofeicTBMe KOHBEPreHUMn ceTelh U KOHBEpPreHuun cepBucoB. Takum o6pasom
NGN — 3710 He coBceM HOBasi CeTb, a CKOpee BCe KOHBEPreHTHble ceTu ¢ nogaepxkoit IP. BmecTe ¢ Tem. uccnegosarenu
BC nonarawT, YTO HEBO3MOXHO PeLnTb NPO61eMbl HOBbIX XapakTepucTuk (Mnu TpeboBaHuii), cTosWwmMe nepes CerofHsLL-
Heli TexHonorueli IP. 6e3 nepeocMbICIeHNs hyHAaAMeHTaNbHbIX AONYLEHWIA.

Tem BpemeHeM 6blv NOCTaB/IeHbl HEKOTOPbIE BOMPOCHI MO TekyLliei ceTn. OHWM BO3HUKAN W3-3a «arOHUW» Cerop-
HAWHero HTepHeTa, KoTopas ykasblBaeT Ha HEKOTOPbIe HenpeABuAeHHbIe NMOCIeACTBUA.

- MpaBWIbHO TN COXPaHUTb TeKYLLLY0 ponib VIHTepHeT-agpeca, KOTOpbIii onpeAenseT T0. KeM Bbl ABNSETECH, rAe Bbl
Haxo4muTech, 1 Kak A0/KHbI JOCTaBNATLCA NakeTbl?

- CospgaeT /M TekyWwnii MexaHn3m agpecaunn 6onblune npo6aemsl ANS NOAAEPKKA MOBUNBHOCTN?

- flBnAeTca mi cnam Hen36eXxHbIM cieACTBMEM AOCTaBK/ NOYTbl N0 NHTepHeTy?
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- Moyemy ngeHTUUKaLMA 1 [OBEPUE KOHEUHBIX Nosib3oBaTeseli CTaHOBATCA NPoGaeMoii?

- Moyemy nsmepeHue nokasarens QoS okasanocb KOMMepYeckn HeyaayHbIM?

- Cnoco6eH N1 XOCT-OpPNEHTUPOBAHHbIN VIHTEepHET NnaBHO NepeiTn B VIHTEPHET, OPMEHTUPOBAaHHbI/ Ha 1CNob30-
BaHWe faHHbIX?

Cuntaetcs, yto NGN paspabatbiBaeTcsi 418 NoAfepxku 6ecnpo6iemMHoii MOBUNIBHOCTH, BbICOKOV 6e30macHoCTy.
QoS u Tax fanee, YTo Bk/OYaeT B ceba BCe 3TV Npobsiembl. TeM He MeHee, Noka HeACHO, 6biIn N 3TU NPoBAeMbl Heus-
6eXHbl, 1 He nepeliayT N oHn B NGN. Takum o6pa3om Heo6GX04UMbI UCCNEe0BaHUS, YTOGbI HAiTU OTBETbI U BHECTU BKIag
B pa3paboTky 3a npegenamu NGN nnu gpyrux 6yayLuimx npoeKkTos.

B.2 WHTepHeT Ha ocHoBe IPv6 npoTtusB BC (ocob6eHHOCTH)

IPv6 — aT10 VHTepHeT-npoTokon (IP) cnepytoLero nokoneHus, npeanaraemMblii kak npeeMHuk TekyLiero IPv4. Bax-
HbIM K/IIOYOM K ycnewHoMmy nepexody Ha |IPv6 saBnseTcsa COBMeCTMMOCTb C 60/blioi 6a30/ yCTAHOB/IEHHbIX Y3/10B U
MapLpyTmnsaTopos IPv4.

Tpe6oBaHua n uenun paspaboTkn Ansa IPv6 6binun cnegyrowmmm [18J:

KO/INYEeCTBO afpecos:

3(pheKTMBHOCTb B MapLIpyTM3aTopax C HU3KOW M OYEHb BbICOKOW MPOMYCKHOW CNOCOBGHOCTBIO;

6e30nacHoOCTb;

MOGUIBHOCTB;

aBTOMaTUyecKas KoHduUrypauyms;

6ecnpobnemHbIi nepexos.

Kak cnepfyet n3 ckasaHHoro Bbilwe. IPv6 6bi1 paspaboTaH Kak fonosiHeHne K cywecTtsyowemy IP. IPv4, noatomy
rnaBHol 3agadvein IPv4 6bi10 yHacnefoBaThb Tekylme xapakrepuctuky IP. Takum obpasom, Korga paccmarpuBaeTcs pas-
BepTbiBaHWe 1 Murpauns c Tekyero IPv4. IPv6 MoXeT cTaTb NyyllnM NoaxoAoMm K ceTu byayuiero. Hekotopble uccnepo-
BaTenn paccmarpusaloT IPv6 kak o4HO 13 npegnaraemMbix pewenunin ana BC. OgHako IPv6 nmeeT Takue e orpaHuyeHuns,
Kak IPv4, n IPv6, He MOXeT BbINO/IHUTL BCe TpebosaHusa k BC.

Ecnn cpaBHWUTb cnvcok Leneli npoekTnposaHus BC n obuwmx TpeboBaHuii ¢ xapaktepuctukamu IPv6, To cTtaHeT
SICHO, YTO OHM OYEHb CXOXMN B HEKOTOPbIX MO3ULKAX, HO MHOTMEe Apyrne HoBble TpeboBaHusa B IPV6 no-npexHemy oTcyT-
CTBYIOT, HanpvMep reTeporeHHOCTb, BO3MOXHOCTb NepekoHdurypaymm, pacnosHaBaHne KOHTEKCTa, OPUEHTUPOBAHHOCTb
Ha flaHHble, ceTeBas BUPTyanm3almns, 3KOHOMUYECKMEe CTUMY/bl. Ha caMoM fiefnie 3TK HoBble Tpe6oBaHUsi He MOryT 6bITb
yAoBneTBOpPeHbl 6€3 HOBOI MOMbITKM NepenpoeKTMpPoBaHus.
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