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Mpepgucnosune

1 PABPABOTAH OG6WecTBOM C OrpaHWYeHHOl OTBETCTBEHHOCTbIO «LleHTp 6e3onacHOCTM MHGopma-
uumn» (000 «LIBU»)

2 BHECEH TexHnuyeckum komuTeToM no ctaHgaptusaunn TK 362 «3awmta nHopmaymm»

3 YTBEPXJEH W BBEAEH B AENCTBMUE MNpukasom denepancHoro areHTcTBa N0 TEXHUYECKOMY
perynnposaHuio u metponorum ot 24 mas 2018 r. N9 273-cT

4 HacToswmii cTaHfapT pas3paboTaH C y4yeTOM OCHOBHbIX HOPMATWMBHbIX MOMOXEHUR MexAyHapon-
Horo ctaHgapTa ISO/IEC TR 20004:2015 «MHhopmaumoHHaa TexHonorus. MeTtogbl U cpegcTea obecneye-
HMA 6e3omacHocTu. [leTanusauma aHanusa ya3BMMOCTeli MpPOrpaMMHOro o6ecneyeHUss B COOTBETCTBUM C
MNCO/M3K 15408 n MCO/M3K 18045» (ISO/IEC TR 20004:2015 «Information technology — Security tech-
niques — Refining software vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045», NEQ)

5 BBEJAEH BMEPBbIE

MpaBwia NpUMEHEHNsI HacTosALW ero cTaHgapTa yCTaHOBMEHbl B CTaTbe 26 degepasbHOrO 3akoHa
oT 29 moHA 2015 r. Ne 162-d3 «O cTaHgapTusauum B Poccuiickoin degepaunm». VHdopmauus o6
N3MEHEHUSIX K HACTOSIW,EMY CTaHAAPTY Ny6ANKYEeTCs B eXXerogHom (Mo COCTOSIHMIO Ha 1siHBaps TEKYLLero
roga) MHopMauroHHOM yKasaTtene «HauuoHanbHble CTaHAapThl», a oPUUUANLHBIA TEe KCT U3MEHEHWI
M NOMNpPaBOK— B EXEMECAYHOM WHCHOPMALMOHHOM yKa3aTene «HauuoHasbHble cTaHgapTbli». B cnydae
nepecMoTpa (3amMeHbl) UM OTMEHbI HacTOsILL ero ctaHgapTa COOTBeTCTBYOLLee yBefoMeHne 6yaeT
ony61KoBaHO B GmKalilleM BbINYCKE €XEeMeCAYHOro MH(OPMALMOHHOIO ykasatensi «HauuoHabHble
cTaHgapTbl». CoOTBeTCTBYyH LW, Aaa MHPOPMaUNs, yYBeLOMSEHNE U TEKCTbl pasMeljalnTcs Takxe B
MHpopMaUMOHHOI cucTeMe o6LLero Nosib30BaHNa — Ha oduuuanbLHOM caiTe defepanbHOro areHTcTBa
No TEXHUYECKOMY PEry/IMPOBaHNI0 U MeTponorun B cetn MHTepHeT (Www.gost.m)
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BesepeHune

HacTtoawwuin ctaHgapT BXOAMT B KOMMJEKC CTaHAapToB, yCTaHaBAuWBallWuMx geTanusauuio aHanusa
YyA3BUMOCTEN NMPOrpamMmMHOro o6ecnevyeHns B 4acT UCMOJIb30BaHUA AOCTYMHbIX UCTOYHUKOB ANA NAEHTUU-
Kauun noTeHunanbHbIX yA3BUMOCTEW U TeCTUPOBAHUSA NMPOHUKHOBEHNS.

HacTosAwwnii cTaHfapT YTOUHAET 1 geTanm3upyeT 4eCTBUA OueHWMKa (McnbiTaTeNbHOn nabopaTtopun),
n3noxeHHole B FTOCT P NCO/M3K 18045. BbinosiHAEMble NPU aHanu3e ys3BuMocTein. CTaHfapT npegHasHa-
YeH ANa COBMECTHOro UCMNOosb30BaHus unn B gononHenne Kk FOCT P MCO/M3K 18045. YTouHeHue, getanu-
3aumnsa 1 pyKoBoACTBa, Npe/cTaB/ieHHble B HACTOALWEM cTaHfapTe, He nNpefHa3HayeHbl ANA BbINO/THEHUS BCEX
Tpe6oBaHuii, npeabsasnsembix cemeiicteom AVAJ/AN TOCT P NCO/M3IK 18045, n He orpaHuunBaroT ges-
TeNbHOCTb. OCYLLECTBAAEMYI0 OLEHLWNKOM, HO 06ecneynBalT COrnacoBaHHOCTb NOCPEeACTBOM AeTann3aunu
MUHMUManbHbIX 6a30BbIX AEeCTBUI OLEHKMN BbINONHEHUA TpeboBaHuii cemelictea AVA_VAN.

HacTtoswmii cTaHAapT pacnpocTpaHsAeTCca Ha AeATeNbHOCTb OLEeHLWMKOB (AChbiTaTenbHbIX naboparto-
puit). ucnonb3ywwmnx FOCT P NCO/M3IK 18045. akcnepToB OpraHoB No cepTudmkaumm, npoBepsaoLWwmnx Bbl-
NoJIHEHWE LWaroB OLeHUBAHWA, a Takxe 3asBuTenein Ha cepTudumkauunio, pa3paboTynkKoB CPeAcTB 3alnTbl
MHopMayMm n nporpaMmHoro obecrneyeHus u Apyrue rpynnbl NoSb30BaTenei, y4yacTBYHOLMX B npoLec-
Cce OLUEHKW cpefcTB 3aluTbl MHpopmMauum u nporpaMMHoro obecneyeHuns no tpeboBaHusaM 6e30nacHoOCTH
UHopmaymu.
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HALULMWOHA/NBbHBN CTAHOAPT POCCUMUCKOMN PELEPAL NN

MHopMaLoHHas TeXxHonorus
METOAbI N CPEACTBA OBECMNEYEHWA BE3OMACHOCTU

[etanusauua aHanusa ysi3BuMocCTel nporpammMHoro o6ecneyeHns B COOTBETCTBUM
c FOCT P MNICO/M3K 15408 n TOCT P NCO/M3K 18045

YacTtb 1

Mcnonb3oBaHne [OCTYNMHbIX NCTOYHUKOB ANA VI,D,eHTI/ICtJVIKaLU/II/I noTeHyuanbHbIX yHBBMMOCTeIZ

Information technology. Security techniques. Refining software vulnerability analysis under GOST R ISOIIEC 15408
and GOST R ISO/IEC 18045. Part 1. Using of available information for identification of potential vulnerabilities

[ara BBefeHus — 2018— 11— 01

1 O6nacTtb NPpUMEHEHUSA

HacTtoawwnii cTaHAapT YyTOUYHSET AeiiCcTBUA OLeHLmnKa, onpegeneHHble cemeiictBom gosepua AVA_VAN
FOCT P NCO/M3K 18045, n npeacraBnseT geTanm3npoBaHHoOe PyKOBOACTBO MO MAEHTU(IMKALUN akTyanb-
HbIX MOTEHLMaNbHbIX YA3BMMOCTEl NpW MpOBeAEeHUN OLEeHKM o6bekTa oueHkun B cooTBeTcTBum ¢ FOCT P
MCO/M3IK 15408. B HacTosiLeM cTaHfapTe UCNoMb3yeTcs Knaccudurkaymsa ya3BuMocTeli B COOTBETCTBUMN C
FOCT P 56546 n onucaHune yassumocTeii B cootBeTcTBUM ¢ TOCT P 56545.

2 HopmaTuBHbIE CCbINKU

B HacToslwem cTaHfapTe MCMNO/b30BaHbl HOPMAaTUBHbIE CCbIIKM Ha cneaylouine cTaHgapThbl:

FOCT P NCO/M3K 15408-3 VHdopmaumoHHaa TexHonorusa. Metoabl n cpeactBa obecneveHus 6es-
onacHocTtu. Kputepun oueHkn 6e30nacHOCT MHPOPMALMOHHbLIX TexHoNoruii. YacTe 3. KOMNOHEHThI AoBepus
Kk 6esonacHocTn

FOCT P NCO/M3K 18045 HpopmaLumoHHaa TexHonorus. MeToabl 1 cpeacTBa obecneyeHns 6esonac-
HOCTW. MeTof0/10rMsA OLEeHKMN 6€30NacHOCT MHPOPMALMOHHBIX TEXHONOTUIA

FOCT P 56545 3awuTa nHhopmaunun. Ya3sMMmocTn MHPOpPMaLMoHHbIX cucTem. MNMpasuna onnucaHusa yas-
BUMOCTEl

FOCT P 56546 3awuTta nHdpopmaymm. Ya3smumoct nHpopmMaLnoHHbiX cuctem. Knaccudukauymsa yassu-
MOcCTell MTHPOPMaLMOHHbIX CUCTEM

FOCT P 58143- 2018 WHdopMaunmoHHaa TexHonornsa. MeTtoabl M cpeacTBa obecnedveHus 6e3-
onacHocTu. [JeTtanu3aums aHanuMsa YA3BMMOCTel NporpaMmMHOro o6ecrneyeHMs B COOTBETCTBUM C
FOCT P NCO/M3K 15408 n TOCT P NCO/M3K 18045. UacTb 2. TecTupoBaHue NpoOHUKHOBEHMUSA

MpumedaHune — [Ipy NONL30BAHMM HACTOSLLMM CTAHAAPTOM Lie/1ecoo6pasHo NPOBEPUTL AENCTBIUE CCbIoY-
HbIX CTAHAAPTOB B MHOPMALMOHHO cucTeMe 06LLEro Nob30BaHNs — Ha oduLmManbHoM caiire defepanbHOro areHT-
CTBa MO TEXHWYECKOMY PEry/IMPOBaHNI0 U METPO/IOMUU B CETU VIHTEPHET UM MO EXEroAHoMy WH(OPMaLMOHHOMY YKa3a-
Teno «HauyoHasbHble CTaHAaPTbI», KOTOPbIA ONyG/IMKOBaH N0 COCTOSIHMIO HAa 1 iHBapsl TEKYLLEro roga, 1 no Bbinyckam
€XEeMeCSHHOro MHGOPMAaLOHHOTO YKa3aTens «HauvoHa bHble CTaHAapTbh» 3a TeKyLWii rog, Ecnm 3amMmeHeH CCbiIoUHbIN
CTaHAapT, Ha KOTOpbI 4aHa HeAaTMpPOBaHHas CCbIIKA, TO PEKOMEHAYETCS WCMOo/b30BaTb AECTBYIOLYI0 BEPCUI0 3TOMO
[IOKYMEHTA C YYETOM BCEX BHECEHHbIX B JaHHY0 BEPCUI0 M3MEHEHWA. ECNM 3aMeHeH CCbINIoYHbIN CTaHaapT, Ha KOTo-
pbiii faHa AaTvpoBaHHAs CCbIIKA, TO PEKOMEHAYETCS UCMOo/b30BaTb BEPCUIO 3TOTO CTaHA4apTa C yKa3aHHbIM Bbllle r040M

MN3paHne ouymansHoe
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yTBepXAeHus (NpuHATKSY). ECnn nocne yTBepXaeHNs HacTosILLero cTaHAapTa B CCbINIOYHbIV CTaHAAPT, Ha KOTOPbI/ AaHa
[laTVpoBaHHas CCbl/ika, BHECEHO U3MEHEHVe, 3aTparusaroLiee NosoXeHne, Ha KOTOPoe AaHa CCbifKa, TO 3TO MOJIoKeHNe
pekomeHfyeTcs NpUMeHsTb 6e3 yueTa fiaHHOTO U3MEHeHWs. ECnn cCbioYHbI CTaHAapT OTMeHeH 6e3 3aMeHbl, TO Nosio-
XEHMe. B KOTOPOM [laHa CCbl/IKa Ha Hero, peKoMeHAyeTCsl MPUMEHATL B YaCTu, He 3aTparnBaioLLell 3ry CCbUKy.

3 TepMuHbI U onpefeneHusn

B HacToslWeM cTaHaapTe NPpMMEHeHbl cieqylolie TepMUHbI C COOTBETCTBYIOW UMY ONpeaeneHnsmu:
3.1 BepucuynpoBath: MpoBECTV CTPOryo AeTaNbHY0 NPOBEPKY C HE3ABUCMMbIM ONpejeieHneM ee
[O0CTaTOYHOCTW.

MpumeuyaHue — CM. Takke TEPMUH «MOATBEPAUTLY». TEPMUH «BEPUULIMPOBATL» UMEET 6onee rny6oKuii
cMbIc/l. OH UCMO/b3YeTCs B KOHTEKCTE AEVCTBMI OLEHLLKA, KOraa TPe6yoTcs He3aBUCMMble YCUMNS OLEHLLMKA.

3.2 noATBEPAUTL: [leKnapupoBaTtb, YTO YTO-TO leTa/ibHO MPOBEPEHO C HE3ABUCUMbIM ONpeAeeHnem
[,0CTaTOYHOCTH.

MpumeuyaHue — TpeGyemblil ypoBEHb CTPOrOCTY 3aBUCUT OT TWMa paccMaTpuBaemoro npeamMeta. JaHHblii
TEPMUH NPUMEHNM TOJLKO K AEHCTBUAM OLEHLLMKA.

3.3 genatb 3aknyeHune: MoaTBepaUTb HEKOTOPOE 3aK/loYeHne, OCHOBAHHOE Ha He3aBWCMMOM aHa-
nn3e ana AoCTMXXEHUA 3TOro 3ak/ryeHns.

MpumeyaHue — Mcnonb3oBaHWe AaHHOTO TEPMUHA NOAPA3yMEBAET BbINOSHEHWE Ae/CTBUTENILHO HE3aBUCH-
MOTO aHann3a, 06bI4HO B YCNOBUSIX OTCYTCTBUSI KAKOro Gbl TO HU 6bI/10 NPESLIECTBYIOLLETO aHa/IM3a. TEPMUH «fenatb 3a-
KNOUEHWE» OT/INYAETCS OT TEPMUHOB «MOATBEPAUTLY WU «BEPUPUUMPOBATL», KOTOPbIE MPeanoiaralT Heo6X0ANMOCTb
MPOBEPKY paHee BbINOIHEHHOTO aHaIN3a.

3.4 BbI6Op: BblgeneHne ofHOro0 UAN HECKOMbKUX NYHKTOB M3 MEpPeYHs B KOMMOHEHTe TpeboBaHuii.

3.5 06bekT oueHku: COBOKYNHOCTb NPOrpaMMHOro, mporpaMMHo-annapaTHOro u/mau annapaTHoro
obecneyeHuns, conpoBoXaaemMas pyKoBoACTBaAMMU.

3.6 noTeHumnan HanageHua: Mopa ycunuii, BbipaXKeHHas B nokasatensix KOMNeTEeHTHOCTU, OCHAaLleH-
HOCTW pecypcamMy 1 MOTUBALUKN HapyLInTens.

3.7 wabnoH atakn: Cnocob6 (Mogenb) NCNONb30BAHUA YA3BUMOCTM ANA peanu3auuy KOMNbTEPHOW
aTaku.

3.8 yA3BuMMoOCTb: HepocTtaTok (cnabocTb) NporpaMmHOro (MporpaMMHO-TEXHUYECKOr0) cpeacTsa unm
NH(POPMaLMOHHOW CUCTEMbI B LLe/IOM, KOTOpbI/ (KoTopas) MoXeT 6bITb MCNO/b30BaHa AN1A peann3aumnm yrpos
6e30MacHOCTU UHdoOpMaLun.

3.9 HepocTaToK: XapakTepucTuKa Wan CBOMNCTBO 06beKTa OLEeHKN, KOTopoe Npu onpefesieHHbIX YCno-
BMSAX MOXET CNoCcOo6CTBOBATb BHECEHWIO YA3BUMOCTU B 06EKT OLEHKM.

3.10 o6bHapyXeHHble noTeHuuanbHble YA3BMMOCTU: MOTeHUManbHO yA3BUMbIE MecTa obbekTa
OLEeHKN, UAEHTUPULMPOBAHHbIE OLEHLWMNKOM NPU BbINOJIHEHUWN BUAOB AEATENbHOCTU MO OLEeHKe, KOTopble
MOTN 6bl 6bITb NCMOJIb30BAHbI ANA HAPYLIEeHNS PYHKLMOHabHbIX Tpe6oBaHuii 6e3onacHocTu.

3.11 npurogHas 4ns UCNOMb30BaHUA YA3BUMOCTb: YSI3BMMOE MeCcTO 06beKTa OLEeHKW, KOTopoe MOo-
XeT 6bITb UCNONL30BAHO ANA HapyLeHNa PYHKUMOHAaNbHbIX Tpeb6oBaHuWii 6e3onacHocTy B cpefe PyHKLUOHMN-
poBaHUsA 06beKTa OLEHKM.

3.12 noTeHuManbHas yA3BUMOCTb: [lpeAnonaraemblii, HO He MOATBEPXAEHHbIN HeJgoCcTaTOK 06beKTa
OLEHKMN.

MpumeyvyaHune — T[IpeanonoXeHNe OCHOBLIBAIOT HA TEOPETUYECKN AOMYCTUMON CXEME HanafdeHUs C Lesbio
HapyLeHus pyHKUMOHa/bHbIX TpeboBaHWi 6e3onacHoOCTU.

3.13 ocTaTouHas yA3BMMOCTb: YSI3BUMOE MECTO 06beKTa OLeHKN, KOTOPoe He MOXeT GblTb UCNO/b30-
BaHO B cpefe (PYHKLMOHUPOBaHNA 06bEKTA OLEHKM, HO KOTOPOE MOXeT GblTb UCMO/b30BaHO AN HApYLLeHNs
(hyHKUMOHANbHbIX TpeboBaHUii 6e30MacHOCTU HapyliuTenemM ¢ 60/ee BbICOKMM MOTEHLUANOM HanajeHus,
yem npegnonaraeTca B cpefe PYHKLMOHMPOBAHMS 06bEKTA OLEHKH.

3.14 npocunb 3awuThl: HesaBucuMoe OT peanusauuu WU3N0XKeHMe MoTpeGHOCTel B o6ecnedyeHun
6€30MacHOCTU A/151 HEKOTOPOro TUNa 06beKTa OLEHKU.

3.15 3apaHue no 6e3onacHocTU: 3aBUCUMOE OT peanu3aunn N3noxXeHne NoTpebHoCTEl B o6ecneve-
HUKM 6€30NaCHOCTU A1 KOHKPETHOTO MAEHTU(NLUPOBAHHOTO 06bEKTA OLEHKN.
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4 O6G03HaYeHNs N cokpauieHus

B HacToslWweMm cTaHfapTe NPUMEHEHbI creyLwne 0603HaYeHNS:
3b — 3ajaHue no 6e30MacHoOCTy;

NT — wnHcopmaunoHHasa TEXHOMOINS;

OO — 06beKT OLUeHKU:

TAB — TpeboBaHve foBepunsa K 6e30nacHOCTH;

TOO — TEeXHWYECKUI OTYET NO OLEHKE;

OTB — dyHKyMOHanbHoe TpeboBaHue 6e30nacHoOCTy.

5 O6wune nonoxeHus

Mogpasgen 15.1 TOCT P UCO/M3K 15408-3 onpegensieT «ya3BMMOCTU, BO3HUKalOLWMeE npu pa3paboT-
Ke». KaK yA3BMMOCTU, BHECEHHble B xof4e npouecca pa3pabotkn OO. cBA3aHHble C BO3MOXHOCTbIO NpPeojo-
NIEHUA HEKOTOPbLIX Er0 CBOCTB. B ToM e nogpasgene FOCT P NICO/M3IK 15408-3 onpefensietcs, 4To OLEH-
Ka ysa3BMMOCTeN, BO3HMKAOLWMX Npn pa3paboTke, oxBayeHa CeMelNCTBOM A0Bepus «AHann3 ysssBUMOCTel»
(AVA_VAN). B cootBetctBumM ¢ NOCT P MCO/M3K 15408-3 oxungaetcs, 4TOo AaHHbIi aHann3 onpepenut,
MOTYT I UAEHTUMULNPOBAHHbIE NOTEHUMANbHbIE YA3BMMOCTWM HapywuTb BbiNoNHeHne PTh; npu aHanuse
yunTbiBaeTCH yrpo3a Toro, 4YTo HapyLlwuTesb MOXET BbINOMHATbL MOUCK HEAOCTATKOB [KaK uaeHTUudULnpoBaH-
HbIX MOTeHunanbHbiX ysizBumocTeii] (TOCT P MCO/M3K 15408-3, nyHKT 15.2.1).

KomnoHeHTbl cemeiicTBa gosepusi AVA_VAN paHX1poBaHbl C/ieayowmum o6pasom:

- AVA_VAN.1 «0O630p ysa3sumocTeii» (TOCT P NCO/M3K 15408-3, nyHKT 15.2.3):

- AVA_VAN.2 «AHanus yassumocTeli» (FTOCT P MCO/M3K 15408-3. nyHKT 15.2.4);

- AVA_VAN.3 «®oKycupoBaHHbIi aHanms yassumocTei» (TOCT P MCO/M3K 15408-3, nyHKT 15.2.5);

- AVA_VAN.4 «MeToanueckunit aHanus yassumocTteii» (FTOCT P MCO/M3K 15408-3, nyHKT 15.2.6);

- AVA_VAN.5 «YcuneHHblii metogunueckunii aHanms» (FTOCT P NICO/M3K 15408-3, nyHKT 15.2.7).

KomnoHeHT AVA_VAN.1 — Mnagwuii no nepapxmv KOMNoOHeHT B ceMmeiicTee gosepusi AVA VAN. KOM-
noHeHT AVA_VAN.5 — cTapLiuii.

Tekyuwasn pegakuusa TOCT P MCO/M3K 15408 He npeabsaBnseT TpeboBaHuii Kk 3aaButento (paspabotun-
Ky. MPOVM3BOAMTENIO) MO NPOBEAEHUNI0 aHaNM3a yA3BUMOCTEN.

«AVA_VAN.4 MeToau4yeckunin aHanns yassmmMmocTei

3neMeHTbl felicTBuiA 3aaBuTens (paspaboTunka, NpoM3BoAnTeNs)

AVA_VAN.4.1D PaspaboTunk gomkeH npeactaButb OO ANA TeCcTUpPoBaHUA.

DNeMeHTbl coepxaHusa u npefcTaBneHnsa AOKYMeHTUPOBAHHOW MHopmaLlmm (cBUAeTENLCTB)

AVA_VAN.4.1C OO fosmkeH 6bITb NPUroAeH ANs TeCTUPOBaHMUSA.

LD

Ana obecnevyeHna NpeemMcTBEHHOCTU TpeboBaHWIi U COXPaHEHUSA NPUHATON TEXHONOMMN cepTudmkaunum
B NPohunax 3awntsbl, yTBepxaeHHbix PCTIK Poccun, TpeboBaHMA NO NPOBEAEHUID aHanM3a ysa3BUMOCTEN
3asBuTenem (pa3paboTynkom, nNpousBoAuTENeM) OonpeaensaTcs NyTeM BbINOSHEHUA YTOYHEHUS Hag COOoT-
BETCTBYHOLWMMN KOMNOHeHTaMu TAB n3 cemeiictea AVA_VAN:

«AVA_VAN.4 MeToan4yeckunini aHanns yaasumMocTeit

OnemeHTbl AelicTBUiIA 3aaBuTens (paspaboTyumka, nponssoanTens)

AVA_VAN.X.1D 3asasutenb (pa3paboTuvk, Npon3BOANTENbL) AO/HKEH BbINOMNHUTL aHain3 ya3BumMo-
cTeit OO.

DNeMeHTbl coepXaHusa u npefcTaBneHnsa AOKYMeHTUPOBAHHOW MHopmaLlmm (cBUAeTENLCTB)

AVA_VAN.X.1C [oKymMeHTauusa aHannsa ysi3BUMOCTEW JosKHa:

- copepxaTb pe3ynbTaTbl aHanu3a, BbINOTHEHHOTO 418 NOWCKa cnoco60B, KOTOPbIMU NOTEHLU-
anbHO MOXeT 6bITb HapyweHa peanusauunsa ®Tb:

- naeHTUduUUMpoBaTb NpoaHann3vpoBaHHble npegnosiaraemMmbie ya3BuMocTu;

- LeEMOHCTpMpOBaTb ANA BCEX MAEHTUPULMPOBAHHbLIX YA3BUMOCTEN, UTO HW OfHA W3 HUX HEe
MOXeT 6blTb UCNONb30BaHA B NpeanonaraemMoii cpege yHkunoHmposaHumsa OO.

[eTanusauns nNpoBepKn yKasaHHbIX Tpeb6oBaHuWii NPMBOAMTCA B HAcTOSWEM cTaHfapTe B pamMKax Bbl-
nonHeHus gericteuii AVA_VAN.X.1E B cooTBeTcTBUM ¢ FTOCT P MCO/M3K 15408 n TOCT P MCO/M3K 18045.
3
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Kpome Toro, B HacTosileM cTaHfjapTe npuBoAnTCA AeTanusauusa geiicteuii AVA_VAN.X.2E B cooTBeT-
ctBum ¢ FTOCT P NCO/M3K 15408 n TOCT P MCO/M3K 18045 no noucky v ngeHTudukaymm noteHymanbHbIX
yA3BUMOCTEN Ha OCHOBE AOCTYMHbIX NCTOYHUKOB AN1A aHanM3a:

BAVA_VAN.1.2E (TOCT P NCO/M3K 15408-3. nognyHKT 15.2.3.4.2);
- BAVA_VAN.2.2E (TOCT P NCO/M3K 15408-3. nognyHKT 15.2.4.4.2);
- BAVA_VAN.3.2E (TOCT P NCO/M3K 15408-3. nognyHKT 15.2.5.4.2);
BAVA_VAN.4.2E (TOCT P NCO/M3K 15408-3. noagnyHKT 15.2.6.4.2);

- BAVA_VAN.5.2E (TOCT P NCO/M3K 15408-3. nognyHKT 15.2.7.4.2).

FOCT P MCO/M3K 18045 ycTaHaBnnBaeT KOHKpeTHble Larn oueHWBaHUs, CBA3aHHble C AeNCTBMEM
«NpeHTndunkaumm noTeHynanbHoOM ya3BMMOCTM B OCTYNHbIX UCTOUYHUKaxX» (B moanyHkTax 14.2.1.5, 14.2.2.5,
14.2.3.5, 14.2.4.5) cnepgyoumm o6pa3om.

AVA_VAN.1-3, AVA_VAN.2-3, AVA_VAN.3-3. AVA_VAN.4-3

OueHWUmK (ncnbliTaTenbHan nabopartopus) AOMKEH nccnenoBaTb AOCTYNHbIE UCTOYHUKKN MHOpMaLnu,
4YTO6bI MAEHTUPULMPOBATL NOTEHUNANbHbIE ya3BumMocTn OO.

B03MOXHOCTb NPOCTOro AOCTyna HapywuTens K uHpopmauumn, kotopas nomoraeT ngeHtTuduumposaTb
YA3BUMOCTU 1 06/1erYnTb HanajeHve, CylLecTBEHHO yYBeinymBaeT NoTeHunan HanajeHusa aHHOro HapyLu-
Tensa. [ocTynHoCTb B ceTu WNHTepHeT uHdopmMauynn 06 ys3BMMOCTSAX M COBPEMEHHbLIX CpefcTBax peanunsa-
UMM aTak Mo3BOMSET C BbICOKOW CTEMeHbio BEPOATHOCTW MPeAnofiokunTb, YTO AaHHas nHdopmauma éyaet

MCNO/b30BaTbCA NPY MOMNbITKax NAEHTUMNLMPOBATL NOTeHUManbHble ysi3BumMocTn B OO 1 Ucnonb3oBatb KX.
CoBpeMeHHble NOUCKOBbIE CUCTEMbI AieNalT Takyl MHopMaLmMio Nerko4oCTynHON OLEHLMKY, 1 3aKyeHne
0 cToiikocTn OO K HanafeHWAaM C MCMoNb30BaHMEM OMNy6/IMKOBAHHbIX MOTEeHLUMabHbIX YSI3BUMOCTEN, a Tak-
€ K XOpOLLIO U3BECTHbIM TUMNOBbLIM HanafeHuAM (atakam) MoOXeT 6biTb aHO B TepMUHax «3(PMeKTUBHOCTb-
CTOUMOCTb».

Mounck focTynHoOW MHgopmaLun Heobxo4MMO COCPeA0TOUUTb HA UCTOYHMKAX, OTHOCALLUXCS K KOHKpeT-
HOMY npoAaykTy WT. Ha ocHoBaHuu KoToporo nonydeH OO. lMpu onpegeneHun Tpebyemoli WNPOTbI NOUcCKa
Heob6xo4MMO paccMoTpeTb cneagywme aktopbl: Tun OO, ONbIT OUEHLWMKa AN NPOBEPKK AaHHoro Tuna OO,
0oXMAaeMblil noTeHuMan HanageHus n ypoBeHb JOCTYMHbIX CBUAETENLCTB No knaccy ADV «Pa3spaboTka».

AVA_VAN.1-4, AVA_VAN.2-5, AVA_VAN.3-5. AVA_VAN.4-5

OueHwWmK gomkeH npusectn B TOO naeHTUULMpoBaHHbIe NOTEHLMANbHbIE YA3BUMOCTMW, KOTOPbIE AB-
nAlTCA NpeAmMeToM TECTUPOBAHUA U NPUMEHUMbI K gaHHOMY OO B cpefie ero yHKUVOHNPOBaHUA.

MoxeT 6bITb yCTAHOBNEHO, YTO He TpebyeTca AanbHelillee pacCMOTPEHNE KOHKPETHOW NoTeHunanbHol
YA3BMMOCTU, €C/IN OLEHLWMNK NAEHTUDULMPYET, YTO UCNOMb3YLWNXCSA B cpefe MYHKLMOHMPOBaAHUA Mep 3a-
LWNTbl. OTHOCALLLMXCA WU He OTHOCALWMXCA K UIT. OCTATOYHO A1 NpefoTBpaLlleHns BO3MOXHOCTU UCMNOMNb30-
BaHUA NOTEHLMaNbHON yA3BMMOCTN B laHHON cpefe (PyHKLMOHNPOBAHMS.

OueHWwMK dukempyeT nobble NPUYMHBI UCKAYEHNA NOTEeHUMaNbHbIX YyA3BUMOCTEN M3 fanbHeliwero
paccMOTpeHuns, ecnn OH caenaeT 3aknlOveHue, YTO NOoTeHuuanbHas YyA3BMUMOCTb He NMpUMeHuma B cpefje
(PYHKUMOHUPOBAHNA. B MHOM cnyyae OUeHW UK PUKCUPYET BbIABMEHHYI0 MOTEHUNANbHYIO YSA3BUMOCTb AN
JanbHelwero pacCMOTPEHNUS.

OueHumk gomkeH npusectn B TOO nepeyveHb NOTEHUMaNbHbIX YyA3BUMOCTEN, NpUMeHUMbIX K OO B ero
cpefe hyHKUMOHMPOBAHNSA, KOTOPbIA MOXET UCMNO/b30BaTbCA B KaYeCcTBe UCXOAHbIX AaHHbIX ANA AeNCTBUiA
Nno TECTUPOBAHWNIO NPOHUKHOBEHUS.

Kak yka3aHo B nyHkTe 14.2.5 TOCT P NCO/M3K 18045. TOCT P MNCO/M3K 18045 He onpegenseT waru
oueHnsaHna ansa komnoHeHta AVA_VAN.5.

KpaTkoe n3noxeHue cogepxaHus geiicTeus oueHwmka «MageHtudukaumns noTeHunanbHol yassnumocTum
B AOCTYMHbIX UCTOYHMKAX» NPUBEAEHO Ha PUCYHKe 1.

AeTtanunszauns pencTBuii, nNpefycMOTpeHHbIX KomnoHeHTamu TAB cemelictBa AVA_VAN. cBsi3aH-
HbIX C TECTMPOBAHWEM MPOHUKHOBEHUSA, B YacTW MOMUCKa CNOoCO60B U MeTOAOB TECTUPOBAHWA NpuBejAeHa B
FOCT P 58143- 2018.
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PUCYyHOK 1— OnucaHue 4eiicTBrs OLeHWMKa «/AeHTUUKaLys NOTEHLWAILHON YA3BUMOCTY B fOCTYMHBLIX MCTOYHUKAX»

6 [eicTBusa No oueHke ya3BUMOCTel

FOCT P CO/M3K 18045 onpepenseT warn oueHUBaHnsa 1 JOKYMEHTUPOBAHUA AN onpefefieHns ak-
Tya/lbHbIX MOTEHLMaNbHbIX YA3BUMOCTEA:

6.1 Mopsua peatenbHocTy no ouyeHke (AVA_VAN.1)

[eiicteue AVA_VAN.1.2E

AVA_VAN.1.2E OueHWMK AO/MKEH BbINOMHUTL MOUCK MHOPMaLUM B AOCTYMHbIX UCTOYHUKAX, YTOObI
naeHTudrunpoBaTb NoTeHyManbHble yassumocTtun B OO.

War oyeHnsanna AVA_VAN.1-3

B cootBeTcTBUM ¢ TOCT P NCO/M3K 18045

OueHLWKK AOMKEH nccnefoBaTb JOCTYMNHbIE UCTOYHUKN MHopMaLmK, 4Tobbl naeHTUdULmMposaTb no-
TeHuunanbHble yassumocTtn B OO.

OueHWmK nccnegyet AOCTYNHbIE UCTOYHUKM MHDOPMaL UK B LLeNsxX UAEHTUMKaLUN BO3MOXHbIX NOTEH-
umanbHbIX yassumocTtelh B OO. CywecTByeT MHOXECTBO AOCTYMHbIX UCTOYHUKOB MHAIOPMALUKN, KOTOpbIE He-
06X04MMO paccMOTpeTb OLEHLUKY. Hanprumep, CIUCKN pacchl/iku u hopyMbl 6€30NacHOCTH B CETU VIHTEpHeT,
B KOTOPbIX Ny6AnkyeTca nHopmanns 06 N3BECTHbIX YA3BUMOCTAX KOHKPEeTHbIX UT.

OUEeHLNK He AOKEH OrpaHNYMBaTbLCA PacCMOTPEHUEM AOCTYNHOM MHOpMaLUK U3 BblleynoMSAHYTbIX
MCTOYHUKOB: HEOOGXOANMMO PacCMOTPEThb /II0OYI0 APYry0 AOCTYNHY MHOPMAaLUIo, UMEKLWYI0 OTHOWeEHne K
yassumoctsam OO.

B npouecce nccneposaHus nNpefocTaBfieHHbIX 3aaBuTenem (pa3paboTynkom, Npou3BOAMTENEM) CBU-
[eTenbCTB, OLEHLMKOM JOJ/DKHA MCNO0/b30BaThCA AOCTYNHAA MHopMaumnsa 415 fasbHellwero nomcka noTeH-
LumanbHbIX ya3BumocTeli. OLeHLW MKy Takke Heo6xoanumMo 0co60 paccMoTpeTb BCIO AOCTYMNHY UHGopMaLuio,
MMELL Y0 OTHOWEHNE K UAEHTUMULNPOBAHHbIM ya3BumocTam OO.

MounckK AOCTYNHOW MHGopMaLun Heo6X0A4MMO COCPe0TOUNTL Ha TeX MCTOYHUKAX, KOTOPble OTHOCATCA K
KOHKpEeTHOMY nNpoaykTy UT, npuHsaTomy B kKadectse OO. Mpwu onpegeneHnn TpebyemMoii 061actv 3Toro novcka
HEeo6XxoAMMO paccMoTpeTb cneayowmne gaktopbl: Tn OO. ONbIT oueHWMKa AN gaHHoro Tuna OO, oxuga-
eMblii NnoTeHuMan HanageHna u ypoBeHb (CTeneHb AeTanu3aunn) 4OCTYMHbIX CBUAETENbCTB No knaccy ADV
«Pa3paboTkax.

Mpouecc naeHTUnKaLum ABNSETCA UTepauMoHHbIM (MOBTOPAKLIWMUMCS), T. €. nAeHTMdnKaLma ogHol
NoTeHUNanbHOW YyA3BUMOCTN MOXET NPUBECTU K UAEHTUUKALUN MHBIX NOTEHLUNANbHbLIX HEAOCTAaTKOB, KOTO-
pble TpebyT AanbHellWwero nccnefoBaHuns.

OueHLWWK NpMBOAMT B oTHeTe (CoobLeHnn) MHpopMaL o 0 AeNCTBUAX, NPeANPUHATLIX UM ANA UAEH-
TudhuKaLmm noTeHyanbHbIX yI3BUMOCTEN Ha OCHOBE JOCTYNHOW nHpopmaymmn. OgHako, ocyLecTBAsA NONCK
ySi3BMMOCTEl Ha OCHOBE JOCTYNHON MHOPMaL MK, OLEeHLNK MOXeT He UMeTb BO3MOXHOCTN 40 Havyana aHa-
nn3a M3N0XUTb LWarn, KOTopble OH NpegnpuMeT Npu naeHTUdUKaLMm NoTeHLanbHbIX yA3BUMOCTEN, NOCKONb-
Ky NOAX0[ K aHannm3y MOXeT U3MEHATLCA B 3aBUCMMOCTU OT MHopmaLuu, BbIABEHHOW B Npouecce noucka.

OueHW K NpuBOAUT B OTHETE CBUAETENbLCTBA, UCCMEef0BaHHble B Mpouecce Mnoucka NoTeHLMasbHbIX
ySiI3BUMOCTEIA.
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HAetanusauyma B cootBeTcTBUM ¢ MCO/M3IK TO 20004

OLueHLMK AO/MKEH NPOBECTU aHann3 nHopmMmalmm 06 ya3BUMOCTSX, NOJTyHEHHOI:

a) 3 6aHKa gaHHbIX Yyrpo3 6e3onacHocTy nHopmaunmn (6asbl AaHHbIX YSI3BUMOCTE);

6) OT yNOJIHOMOYEHHbIX hefepasibHbIX OPraHOB NCMOMHUTENbHOW BlacTy;

B) W3 MHbIX NCTOYHMKOB (Hanpumep. CVE, CWE).

BaHK faHHbIX yrpo3 6e3onacHocTun mHdopmMauyum pasmeweH Ha ouymnanbHom cante PCTIK Poccun
(www.bdu.fstec.rn) n cogepxuTt nHopmaumnio 06 ys3BUMOCTAX pas3/InYHbIX KnaccoB (TMNOB), BbISIBIEHHbIX B
nporpamMmHom obecneveHnn (BKIOYas nporpammMmHoe obecneyeHune cCpefCcTs 3alunTbl MHOPMaLmumn), npuve-
HSEeMOM B MH(DOPMALMOHHbIX CUCTEMAX.

MpumevyaHue — B 36 npy U3N0XeHUM yrpo3 6e30macHOCTV MHhopMaLi, KOTOPbIM NPOTUBOCTOUT MPOAYKT
UT. onucbiBalOTCA UCMOMb3yeMble YSI3BUMOCTU Ha YPOBHE KiaccoB (TUMOB) ysi3BUMOCTEN. OLEHLLIMK, ucnonb3ys baHk
[aHHbIX yrpo3 6e3onacHocTn uHcopmaumn PCTIK Poccuu, ocylecTsnisieT hunbTpaumio YS3BMMOCTe Mo HarMeHoBa-
HUIO (MK TUMY NPOrpaMMHOro obecneyeHus) n knaccy (Tuny) yassmmocTeii n3 3b. MNoayyeHHble onucaHus ys3BrMocTei
1CMOsIb3YHOTCA OLEHLLMKOM 19 Aa/ibHelllero aHanmsa.

YnonHoMoueHHble hegepasibHbie opraHbl UCNONHUTENIbHOW BNacTU MOTYT NpeAoCcTaBuUTb B UCMbITATE b-
Hyl0 nabopaTtopuio onucaHue ysSi3BMMOCTEN, xapakTepHblX ANns Tuna usgenua WT. 3asBNEeHHOro Ha cepTu-
hukayumio. ¢ yueTom npegnonaraemoit cpefbl hyHKUMOHUPoBaHUA. IHhopmaunio 06 ya3BUMOCTSAX YNOMHO-
MOYEHHbI hefepanbHblii OpraH WCNOMHUTENbHOW BAACTM MOXET NpeAoCTaBUTb MPU BbINyCKe pelleHns Ha
cepTuduKaunio uay B npouecce nNpoBeAeHna cepTudnKaLnoHHbIX UCMbITAHUA.

B KayecTBe UHbIX NCTOYHNKOB MHpopMaunn 06 yS3BUMOCTAX MOTYT BbiCTynaTbh MMeloLlWwmecs JOCTynHble
UCTOYHUKHN (Takue, Hanpumep, kak CVE. CWE).

MpumeyaHune — O6WMI NepedeHb yasBumocTel 1 puckos (Common Vulnerabilities and Exposures. CVE)
SABNSAETCA CNPaBOYHUKOM OO6LLEN3BECTHbLIX YS3BUMOCTEN NporpaMmmHoro obecnevenus. Mepeyerb CVE aBNseTCA LUMPOKO
NPMMeHseMbIM MHAYCTPUasTbHbIM CTaHAAPTOM ONVCaHWS YA3BUMOCTel 1 puckoB. OCHOBY CrpaBOYHKKa cocTasnaT CVE-
naeHTUMKaTopbl. KOTOpble 06ecneynBaloT OCHOBY 6a3 AaHHbIX YA3BUMOCTEN MHCTPYMEHTa/IbHLIX CPeACTB U CEPBUCOB,
NCMO/b3yeMbIX A8 OLEHKMN 3aLUMLLEHHOCTU CUCTEM.

Kpome Toro, cyLecTByeT He3aBUCUMbIA CTaH4apTU30BaHHbIV NepeyeHb NoTeHUMabHbIX YA3BUMOCTel (HegocTar-
KOB) NporpamMmmHoro obecneuyeHns B Buge O6LLero nepeyHst Hegoctatkos (Common Vulnerabilities and Exposures. CWE).
O6wwit nepeyeHb HegocTaTtkoB CWE sBnseTcs paspabdarbiBaeMbiM MexayHapoAHbIM Co06LwecTBOM (hopMasi30BaHHbIM
nepeyHeM O6LLUMX HELOCTATKOB MporpammHoro o6ecneveHusi. MepeyeHb CWE obecneuvBaeT Hamyve o6Liero ssbika
AN onucaHua HefoCTaTKOB NMPOrPaMMHOIO ob6ecrneyeHns, CTaHAaPTHbIX e4UHULL USMEPEHNS MHCTPYMEHTaSIbHbIX CPeACTB
OLLEeHKM 3alUMLLIEHHOCTU, BbISBAAIOLWMX 3TV YA3BUMOCTU, OCHOBY 4151 MAEHTUMKALIMY, YMEHbLUEHUA 1 NpefoTBpaLleHns
yassumMocTeid. CogepxkaHve nepeyHss CWE nononHaeTcs Ans hopmMypoBaHus CTaHAapTU3MPOBAHHOTO MeXaHu3Ma uaeH-
Tudmkaummn. cbopa, COBEPLUEHCTBOBAHMS U PacnpOCTpaHeHUs NepeyHst HeAOCTaTKOB NMPOrPaMMHOro o6ecrneyeHus cpean
coobLiecTBa pa3paboTyMKoB.

OueHLMK [O/MKEH 3af0KyMeHTUpoBaTh NAEHTUdULMPOBaHHbIE NpY aHanuse ya3sumocTu. OnucaHne
NAEHTUDULNPOBAHHbIX YA3BUMOCTE peKOMeHAyeTcs BbINOMHATL ¢ yyeTom TOCT P 56545 n TOCT P 56546.

[Ana BbINONMHEHWUS [AHHOTO LWara OueHWBaHWUS OLEHLUUK AO/MKEH ONpefennTb nepeyeHb yS3BUMOCTEN,
Nosly4eHHbI 13 6aHKa gaHHbIX yrpo3 6esonacHocT nHopmMauum (6asbl faHHbIX YA3BUMOCTER) U ngeHTUdun-
LupoBaTb YyA3BMMOCTN AN5 NpoBefeHUs aHanm3a. OUeHLW MK JO/MKEH onpefennTb (B clyyae NPMMEHNMOCTH)
Te ysA3BMMOCTM, KOTOPble OH MOY4YN OT YNOTHOMOYEHHbIX heAepasnbHbIX OPraHOB UCMNO/IHUTE/IbHOW BacTu.
OueHL KK JOMKEH onpeaenunTb Te yA3BMMOCTU, KOTOPble OH NAeHTUdULMpoBan 419 NPOBeAeHUs aHannsa us
WHbIX NCTOYHUKOB (Hanpumep. CVE, CWE).

MpumeyaHune — [lpu noucke MHHOPMaLMN OLEHLLMK AO/DKEH YyUnTbiBaTb, 4TO OO MOXET 6biTb MPOAYKTOM
WT. yacTblo npogykTa UT. Habopom npoaykToB UT. TakuM 06pa3oM Jo/MKeH GbITh OCYyLLeCTBIEH C60p MHhopmaLmm o npo-

aykte UT (npogykTtax UT), KOTOpbIi (KOTOpPbIE) YACTUYHO UK NMOHOCTHIO OXBaYeH (OXBayeHbl) 06bEKTOM OLieHKN. Bonee
noApO6HO MPUHLMMNbLI COOTHECEHNS MOHATUIA «0BBLEKT OLLEHKN» 1 «NpoayKT UT» npusegeHbl B TOCT P NICO/M3K 15408-1.

War oyennsanna AVA_VAN.1-4

B cooTtBeTcTBUM ¢ FTOCT P NCO/M3K 18Q45

OueHWuK aomkeH npueectn B TOO unaeHTUMUUMPOBAHHbIE NOTEHLMAaNbHbIE YS3BUMOCTU, KOTOpble
nognexar TeCTUPOBaHWIO U NPUMEHNMbI K aHHOMY OO B cpefie ero yHKLMOHMPOBAHUS.

MoxeT 6bITb YyCTaHOB/IEHO, YTO He TpebyeTca fasibHelilee pacCMOTPEHNE KOHKPeTHOI NnoTeHunanbHoi
yA3BUMOCTU, €C/N OUEeHLWMNK VI,CI,eHTI/I(bI/ILU/IpyeT, 4YTO ncnonb3ywunxca B cpene beHKLWIOHVIpOBaHI/Iﬂ Mep 3a-
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LWKUTbI, OTHOCALLUXCA UIN He OTHOCAWMXCA K UT. JoCTaTovHO A1 npefoTBpaleHns BO3MOXHOCTU UCMO/b30-
BaHWA NOTeHUWanbHOW yA3BUMOCTU B Aa@HHON cpege (PYHKUMOHMpoOBaHWA. Hanpumep, orpaHuyeHue dusu-
yeckoro goctyna kK OO u npefocTaB/ieHne Takoro focTyna To/IbKO YNO/IHOMOYEHHbBIM N0/Ib30BaTENAM MOXET
3HaUYNTesIbHO CHU3UTb BEPOSITHOCTb MCMO/Ib30BaHUSA NOTEHLMaNbHO YA3BMMOCTU AN HECAHKLMOHNPOBAHHO-
ro BMewarTenbcTBa B npouecc PyHKunoHuposaHus OO.

OueHWWK thuKkcupyeT Mobble MPUYMHBI WCKIIOYEHUS MOTEHUMaNbHbIX YyS3BUMOCTER U3 fanbHeliwe-
ro pacCMOTPEHUSA, €CNN OH JeflaeT 3ak/lyeHre, YTO NoTeHuuanbHas ya3BMMOCTbL He NpuMeHuma B cpefe
hyHKLMOHMpPOBaHMA. IHaye oueHLWw MK huKcMpyeT BbISBNEHHYIO NOTEHLNANbHYIO YA3BUMOCTb Kak ya3BUMOCTb,
npefHasHayYeHHY ANS fanbHellwero pacCMoTpeHus.

OueHWuK gomkeH npmeectn B TOO nepeyeHb NOTEHUMANbHbIX YA3BUMOCTEN, NpUMeHUMbIX K OO B ero
cpefe hyHKLMOHUPOBAHNS, KOTOPbIA MOXEeT NCMOb30BaTbCA B KAYECTBE UCXOAHbIX flaHHbIX 415 NPOBEeeHns
TeCcTUpPOBaHNA NPOHUKHOBEHUS.

AeTtanusauuna B cootBeTcTBUN ¢ MICO/M3K TO 20004

Llensto ncnonb3osaHnsa 60/1bWOr0 KO/MYecTBa UCTOYHUKOB UHGOpPMauun 06 yAa3BUMOCTAX ABNSETCA
aKcnayataums ya3BMMocTell, KOTopble MOryT 6blTb akTyanbHbIMU AN Pa3/IMyYHbIX YCN0BUA DYHKLUNOHMPOBA-
Hust OO. 15 TOro 4To6bl OFPaAHNUYUTL MHOXECTBO NOTEHLMaNbHbIX YA3BUMOCTE, MCNONb3YEMbIX NPU OLEHKe
no TpebosaHuAM 6e30MacHOCTU MHOpMaLMK, NCXOLHOE MHOXECTBO NOTeHUMaslbHO aKTyasibHbIX YA3BUMO-
CcTel fOMKHO 6bITb OTCOPTUPOBAHO METOAOM WUCK/YEHUSA YA3BMMOCTEN, KOTOpble He ABNAIOTCA aKTyaslbHbl-
MU 13-3a NpUMeHsieMbIX B cpefe yHKUnoHnposauus OO mep 6e3onacHoOCTU, NpefoTBpalanwmux Hanuume
noTeHUMasbHbIX YI3BUMOCTEN B flaHHON cpefe pyHKUMOHMpoBaHUA. OLEHLWUK JO/MKEH 3a40KYMeHTMpoBaTh
060CHOBaHME KaXA0ro UCKAYEeHNA YA3BUMOCTHU.

Ncnonb3ys ykasaHHble Bbllle AeACTBUS ANA COPTUPOBKM YSI3BUMOCTU, YTOUHAKOTCS LIarn oLueHWBaHns
AVA_VAN.1-3 B yacTu paccmoTpeHus yassumocTtei gna OO n hopMmupyeTcs akTyasbHblii NepeyeHb ys3Bu-
MocCTel.

OeTtannsauyns waros AVA_VAN.1-4 — AVA_VAN.1-10- BcooTBeTcTBUMU cTOCT P 58143— 2018.

CydeToMm BbinosiHeHus waros AVA_VAN.1-4 - AVA_VAN.1-10 BbinonHAeTca war AVA_VAN.1-11.

War oueHnsaHna AVA_VAN.1-11

B cooTtseTcTBMM ¢ TOCT P MCO/M3K 18045

OueHWwuK gosxeH npusectn B8 TOO nHdopmMauunto 060 BCEX MPUTOAHbLIX ANA UCNONb30BAHUA YA3BUMO-
CTAX U OCTATOUYHbIX YA3BMMOCTAX, AeTaNU3NPys ANA KaKLON:

a) UCTOYHMK YA3BMMOCTWM (Hanpumep, cTana w3BecTHa nNpu BbiNonHeHun pelicteuii FTOCT P
MCO/M3K 18045. n3secTtHa OUEHLLMKY, MpouynTaHa B nyb6amkauum):

6) CBA3aHHbIE C YA3BMUMOCTbI HEBbIMOMHEHHbIE DTH.

B) onucaHue ya3BMMOCTH;

r) NpurogHa Nu ya3suMoCTb A1 UCNONb30BaHNA B cpefie MYHKLMOHUPOBaHUA (T. €. NpurogHa nu yas-
BMMOCTb A1 UCNO/Ib30BAHNA UMW ABASIETCA OCTATOUYHOW YA3BUMOCTbIO);

) KONM4ecTBO BPEMEHMW, YPOBEHb KOMMETEHTHOCTW, YypoBeHb 3HaHua OO. HeobXxoAuMbIA ypo-
BeHb goctyna k OO. o6opyfoBaHue, Tpebyemble ANA WUCNONb30BAHUA WOEHTU(PULUPOBAHHbLIX YA3BUMO-
cTeli, a Takke COOTBETCTBYHLME 3HAYEHUSA, MOJSIyYEeHHble Ha ocHoBe Tabnuy B.2 n B.3 npunoxeHus B.4
FOCT P NCO/M3K 18045.

Jetanusayus B cootBeTcTBMM ¢ MCO/M3IK TO 20004

B fononHeHne K MHdopMaLun, n3noxeHHol B nognyHkte 14.2.1.6.7 TOCT P MCO/M3K 18045. oueH-
LWKUK foMKeH BKNOUNTL B TOO cnegytowyto nogpo6Hy nHgopmMaumnio 060 Bcex NpUrogHbiX N8 UCnonbL3oBa-
HUA YA3BUMOCTSAX U OCTATOUYHbIX YA3BUMOCTAX.

a) cooTBeTCTBYWOLWME WUAEHTUDUKATOPbLI YA3BMMOCTel (MaeHTUduKaTop, HauMeHOBaHWe, KpaTkoe
onucaHue).

6) ngeHTudmnkaTopbl WabnoHOB aTak (MAeHTMdMKATOP, HAaMMeHOoBaHne), ucnonb3yemMble 4159 AOoKasa-
TenbcTBa NOATBEPXAEHNS YA3BMMOCTU.

MpumeyvaHune — OueHLWMK (a TaKxKe 3a8BUTENb cepTUdIMKaumm Npy paspaboTke CBUAETENLCTB) MpU onpe-
[eNeHnn KoNnyecTsa BPEMEHU, YPOBHA KOMMETEHTHOCTM, YPOBHSA 3HaHua OO. ypoBHA BO3MOXHOCTM AOcTyna, o6opy-
[oBaHusA, TpebyembIx ANA UCNOMb30BaHWA WAEHTUMNLMPOBAHHBLIX YSI3BUMOCTEW, [O/MKEH CTPEMUTLCA K COKpALLEHWo
cybbekTmBm3ma.

MoryT cyuwiectBoBaTb MHble (N0 oTHoweHuo K FTOCT P MCO/M3OK 18045) meToaukn onpefeneHus noteHuvana
HapyLmMTens, HeobxoAMMOro ANs MCNOMb30BaHWA YS3BUMOCTEN, pesynbTaTbl NPUMEHEHUST KOTOPbIX (MPW HanuyumM co-
OTBETCTBYHOLLMX NCXOAHBIX AAHHbIX) MOXHO CpaBHMBaTb C pesynbTatamu no FOCT P MCO/M3K 18045 ans noBbilLeHNs
06EKTUBHOCTM OLLEHKN.
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Hanpumep, MOXeT NPUMEHATLCS HEeKoTopas MeToAuKa BblYMC/IEHNS NOTEHLMaNa HapyLmTens, 6a3npyoLascs Ha
nokasartesiix OnacHOCTW YSI3BMMOCTU, U3MOXEHHbIX B «llacnopTe ya3BuMOCT»» e cooTBeTcTBum ¢ FTOCT P 56545.

6.2 MoaBuabl foatTonbHOCTM No oueHke (AVA_VAN,2 — AVA_VAN,5)

AevictBue AVA_VAN.X.1E

AVA_VAN.X.1E OueHLMK Ao/HKEeH NOATBEPAUTb, YTO MpefcTaBneHHas WHGopmauusa yaosneTsopseT
BCeM Tpeb6oBaHMAM K COAEPXKaHUo 1 NpefcTaBNeHUI0 CBUAEeTeNbCTB.

MpoBepka BbiNoNHeHUA Tpeb6oBaHua AVA VAN.X.1C

AVAVAN.X.1C [loKymeHTauua aHanusa ysa3BUMOCTEN fo/mKHa:

cofepxaTb pe3ynbTaTbl aHann3a, BbINOJHEHHOrO A4/ Moucka cnoco60B, KOTOPbIMU MOTEHLNANBHO MO-
XeT 6bITb HapylweHa peanusauus ®T6;

naeHTUMUUMPoBaTL NpoaHann3npoBaHHblie npejnonaraemole yassnumocTy;

[eMOHCTpupoBaTh AN BCeX MAEHTUDNLMPOBAHHBIX YA3BUMOCTEN, YTO HU OfHA U3 HUX HE MOXEeT 6biTb
“cnonb3oBaHa B npejnonaraemoi cpege pyHkymoHuposaHus OO.

B cootBeTcTBUM ¢ TOCT P MUCO/M3K 18045

larn oueHnBaHna He onpepeneHsbl.

AeTtannsauns B cootBetcTBUM ¢ MICO/M3IK TO 20004

War oyueHnsaHna AVA_VAN.X-1

OueHLWNK AO/DKEH uccnefoBaTb MaTtepuansl aHanm3a ys3BMMOCTeN, BbIMO/THEHHOTO pa3paboTynKoM,
4yTOoObI CAeNaTh 3aKnoueHne, BCA N MH@oOpMaLns paccMoTpeHa npu NoucKe ya3sBMmMocTeil.

OueHWMK Ao/mkeH y6eanTbes, Y4To pa3paboTunk nposen aHannm3 nHdopmauumn 06 ysasBumMocTax, nony-
YeHHOI 13 6aHKa AaHHbIX Yrpo3 6e30MacHOCTU Hdopmauun (6asbl JaHHbIX yA3BUMOCTER) n naeHTUdymnpo-
Ba/ YSI3BUMOCTM 19 NPOBEAEHUsA aHanusa.

OueHWMK fo/KeH onpefenuTb (B ciyvyae NPUMEHUMOCTU) Te YA3BUMOCTU, MH(OPMAaLU0 O KOTOPbIX
pa3paboTynK Nonyyua oT ynosIHOMOUYEHHbIX hefepasibHbIX OPraHoB UCMOHUTE/IbHON BNACTU.

OueHL MK AOMKEH onpefennTb TO YA3BUMOCTU, KOTOpble pa3paboTunk ngeHtudnymnposan ons npose-
OEeHNA aHannM3a n3 NHbIX UCTOYHMKOB (Hanpumep. CVE. CWE).

Ana onpefeneHns akTyasbHblX NOTEHUMANbHbIX YSI3BUMOCTEN OLEHLWMK [O/HKEH CaMOCTOSATENIbHO
N3yUnTb JOCTYMHbIE€ UCTOYHUKN AN AeHTUMKaLUM NOTeHLanbHbIX yA3BUMOCTENR.

[na BbINOMIHEHUA [AaHHOTO Wara OLeHUBaHNA OLEHLLNK A0/DKEH NPOBECTU nccnejoBaHne martepuasnos
aHanun3a ysi3BUMOCTel, BbINOMIHEHHOTO pa3paboTuMkoM, a Takke CaMoCTOATeIbHO onpefenunTb NnepeyeHb yas3-
BUMOCTEW. NONYYEHHbI M3 BaHKa faHHbIX Yrpo3 6e3onacHocTn nHdopmaumm (6asbl AaHHbIX YA3BMMOCTEl) 1
NAeHTUMNLMPOBaTb YA3BUMOCTU AN1A NPOBEAEHNA aHanu3a.

OueHLWMK fo/MKeH onpeaennuTts (B ciydae NpUMEHUMOCTN) Te YA3BUMOCTU, MHPOPMAaL M0 O KOTOPbIX OH
NoJly4ymn OT YNOSTHOMOYEHHbIX (hefepasibHblX OPraHoB UCMOJIHATENbHON BNacTu.

OueHL MK AOo/KeH onpeaennTb Te YA3BUMOCTU, KOTOPblE OH UAeHTUdUUMpoBan ANa NPOBEeEeHNA aHa-
nn3a n3 NHbIX UCTOYHMKOB (Hanpumep. CVE. CWE).

3amMeyaHusa no NpUMeHeHuo

Mo takty npoxoxaeHus OO cepTudukauuu, a TakKxke B npoiecce nposefeHns cepTUdMKaLMoHHbIX
UCMbITAHUI YNONMHOMOYEHHbI hefepanbHbllii OpraH UCNOMHUTENbHON BACTM MOXeET NnoTpe6oBaTb NPOBEPKY
oTcyTcTBMA B OO AONOMHUTENbHbIX YA3BMMOCTEN, ONMcaHne KOTOpbIX OTCYTCTBYeT B 6a3e faHHbIX YSI3BMMO-
cTeii. Mpn 3TOM YNONHOMOYEHHbI dhefepasbHblii OpraH UCNOMHMTENBLHON BNAcTu npefocTasaseT B UCMbITa-
TeNbHYy0 nabopaTopuio onucaHne AaHHbIX YA3BUMOCTEN.

War oueHnBaHng AVA_VAN.X-2

OLueHWMK JO/MKEH nccnefoBaTb Matepuasnbl aHanm3a yAa3BUMOCTEN, BbIMO/HEHHOrO pa3paboTynKoM,
4yTo6bI CAenaTh 3ak/lyeHne, onucaHa N1 Kaxaas ngeHtTuduunposaHHas ys3BMMOCTb U faHo nn 060CHOBA-
HWe Toro, NOYeMy OHa ABASIETCA HENPUTOAHOW ANA UCNONb30BaHUA B nNpejonpegenieHHoii cpege OO.

[na BbINOMIHEHUA AAHHOTO Wara oOLeHUBaHNsa OLEHLLNK A0/DKEH NPOBECTU UCCNef0BaHne MaTtepuasnos
aHannsa ysa3BUMOCTEl, BbIMOSHEHHOrO pa3paboTUMKOM, U YA0CTOBEPUTHLCA B HENPUIOLHOCTM YyA3BMMOCTEN
AN UCNONb30BaHNA.

YA3BMMOCTb CUMTAETCA HeNpPUroAHON A5 UCNOMb30BaHNA, €CNV BbINOSIHAETCA OAHO unn 6onee us
cnepyrLnx YyCnoBuii:

- YSI3BMMOCTb ABNAETCA NPUrOAHOW ANA NCNONb30BaHUA TONTbKO HAPYLWNTENAMM, 061a4at0LLLUMMN Bbl-
COKMM MNOTeHLUManom HanajgeHus:

- B3bnMbo He yTBEpXAaeTcs 0 NPOTUBOCTOAHMM COOTBETCTBYIO W eii yrpo3e, Nnbo He yTBepxaa-
eTcAa 0 cnefoBaHun NoNuTMKe 6e30MacHOCTM opraHm3almmn, KoTopas MoXeT Obl Tb HapyLleHa.
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Oeiicteune AVA_VAN.X.2E

OUueHLWNK AOMKEH BbIMOMHNUTL NOUCK UHOPMAaLUN B AOCTYMHbIX UCTOYHMKAX, YTOObI naeHTMdhnLMpo-
BaTb NOTeHUManbHble yazsumocTn B OO.

War oyeHnsanna AVA_VAN.X-3

B cootBeTtcTBMM ¢ TOCT P MCO/M3K 18045

OueHLWKK AOMKEH nccnefosaTb JOCTYMHbIE UCTOYHUKN MHopmaLmu, 4Tobbl MaeHTUdULMposaTtb no-
TeHumnanbHble yazsumocTtun B OO.

OueHWmK nccnegyeT AOCTYNHbIE UCTOYHUKM UHpOpPMaLUK, B Lensax ngeHtTudukaunm BOo3MOXHbIX MO-
TeHunanbHbiX yAa3BumocTeli B OO. CyuiecTByeT MHOXECTBO AOCTYMHbIX UCTOYHWKOB MHGpOPMaLUK, KOTopble
Heob6Xxo4MMO paccMOTpeTb OLUEHLKKY. Hanpumep, JOCTYyMNHbIE WUCTOYHWKM UHpOpMaumnm B ceTu WHTepHer,
BK/OYasn:

a) crneumanbHble nyb6nmkauum (KypHanbl, KHUTKW):

6) pe3ynbTaTbl UCCnefoBaHUA.

OUueHLWNK He AOKEH OFrpaHNYMBaTLCA PacCMOTPEHEM AOCTYNHOW MHhopMauuy M3 BbileyNnOMSHYTbIX
MNCTOYHMKOB, HEOOGXOAMMO PacCcMOTpeTb /0OYI0 APYryl0 AOCTYNHY MHOPMaLUio, UMEKLWY OTHOWeEHue K
yassumocTtam OO.

B npouecce uccnegoBaHna npefocTaBfeHHbIX pa3paboTyMKoOM CBUAETENbCTB OLEHLWMKOM A0MXKHA Uc-
nofb30BaTbCA AOCTYNHAA MHOPMaLUsA A4NS fafbHelwero nomcka NoTeHymanbHbiX ya3BumocTeir. OLeHLnKy
TaKxe Heo6xo04MMO 0C060 pacCMOTpeTb BCIO JOCTYMHY MH(OPMaLUIO, UMEIOLLYI0 OTHOLWEHNEe K ugeHTudu-
LMpoBaHHbIM ysa3Bumoctsam OO.

Mouck AOCTYNHOW MHopMaLun Heo6x0AMMO COCPe0TOUNTL Ha TeX MCTOYHUKAX, KOTOPble OTHOCATCA K
KOHKpeTHOMY npoaykTy UT. npuHsaTomy B kadectse OO. Mpu onpegeneHnn Tpebyemoii 06n1acty 3TOro noncka
Heo6xoAMMO paccMmoTpeTb crneaywmne daktopbl: TN OO. ONbIT oueHWmKa ANa gaHHoro tuna OO. oxuaa-
eMblii NoTeHUMan HanageHua n ypoBeHb (CTeneHb geTanusauun) AOCTYMNHbIX CBMAETENbCTB Mo knaccy ADV
«Pa3paboTka».

Mpouecc naeHTUnkKaLum ABNSETCA UTepaLMoHHbIM (NOBTOPAKOLWMUMCS), T. €. nageHTuduKauns ogHol
noTeHUManbHOW yA3BUMOCTU MOXET NPUBECTU K UAEHTUUKALUN NHBbIX NOTEHLUNaNbHbIX HEA0CTAaTKOB, KOTO-
pble TpebyloT fAanbHellero nccnefoBaHns.

OueHLWWK NpuBOAMT B oTHeTe (coobLleHnn) nHpopmaLmio o AeicTBUAX, NPefNPUHATBIX UM AN UAEH-
TuchuKauuy noTeHumanbHbiX YA3BUMOCTER Ha OCHOBE JOCTYNHOI nHdopmauun. OfHako, oCyLwecTBAASA MOUCK
ySi3BMMOCTEl Ha OCHOBE JOCTYNHON MHhOPMaL MK, OLEHLLNK MOXET He MUMeTb BO3MOXHOCTW 40 Havyana aHa-
nn3a M3N0XUTb LWarn, KoTopble OH NpegnpuMeT Npu naeHTUdmnKaLmm NnoTeHuanbHbiX yA3BUMOCTEN, NOCKONb-
Ky NOAX0[ K aHannm3y MOXeT U3MEHATLCA B 3aBUCMMOCTU OT MHopmaLuu, BbIABIEHHOW B NpoLecce noucka.

OueHWKK NpUBOAUT B OTYETEe CBUAETENbCTBA, MUCC/EefOBaHHbIe B Npouecce Mnoucka noTeHunanbHbIX
ysizBUMOCTeli. Bbl6Op CBMAETENbCTB MOXET OCYW eCcTBAATLCA HAa OCHOBaHUU UAEHTUMULMPOBAHHbBIX OLEH-
LMKOM NOTEeHLMaNbHbIX HEJ0CTaTKOB 6€30NacHOCTH, CBA3aHHbIX C BO3MOXHOCTbIO NOSIyYEeHNA HapylimTenem
KOHKPETHbIX CBUAETEeNbCTB, NN COTNacHoO APYromy 060CHOBaHMIO, NPeAN0XEHHOMY OLEHLNKOM.

Jetanusayus B cootBeTcTBMM ¢ MCO/M3IK TO 20004

OueHW K A0/MKEH nAeHTUUUMpoBaTb noTeHuuanbHble ya3sumocTn B OO, KoTopble Ha ero B3rnfag
He 6bl1Kn onpegeneHbl pa3paboTynkom OO. ANA 3TOr0 OUEHLUK AO/MKEH NPOBECTU aHann3 nHopmauum ob
YSA3BUMOCTAX, NOJSIYyYEHHOI:

a) 13 6aHKa faHHbIX yrpo3 6e3onacHocT MHopMalumn (6asbl AaHHbIX YA3BUMOCTEN):

6) OT YNOSIHOMOYEHHbIX hefepanbHblX OpraHoB UCMONHUTENBHOW BNacTy;

B) M3 UHbIX UCTOYHMKOB (Hanpumep. CVE. CWE).

OUEeHLWNK JOoMKeH 3aA0KyMeHTMpoBaTb NAEHTU(ULMPOBaAHHbIE MPKU aHanuse ysa3BumMocTu. OnucaHue
NAeHTUULNPOBaAHHbIX YS3BMMOCTEN peKoMeHAyeTCs BbiNoNHATL ¢ yueTom FTOCT P 56545 n TOCT P 56546.

War oyeHnBaHnsa AVA_VAN.X-5

B cooTtBeTcTBUM ¢ TOCT P MCO/M3K 18045

OueHwukK gomkeH npueectn B TOO unaeHTUdUUMPOBAHHbIE MNOTEHUMaNbHble YA3BMMOCTU, KOTOpble
nognexar TeCTUPOBAHMUIO U NPUMEHUMBI K faHHOMY OO B cpefie ero dhyHKLMOHMPOBAHWUSA.

MoxeT 6bITb YCTAHOB/IEHO, YTO He TpebyeTcsa fanbHelillee pacCMOTPEHNE KOHKPETHO NOTeHLManbHoMi
YA3BUMOCTU, €CNN OUEHLWMNK naeHTnduupyeT, 4To UCNONb3YOLWNXCA B cpefe (MYHKLMOHUPOBaHUA Mep 3a-
LWKUTbI, OTHOCALLMUXCA NN He OTHOCAWMXCA K UT. oCcTaTovHO AN NpefoTBpaleHnss BO3MOXHOCTU UCMO/b30-
BaHWA NOTEHUMaNbHOW ya3BUMOCTM B faHHON cpefe PyHKLMOHMPOBaHMA. Hanpumep, orpaHuyeHve dusun-
yeckoro goctyna k OO n npegocTaBfieHne Takoro 4ocTyna To/IbKO YNO/THOMOYEHHbIM NO/Ib30BaTeNAM MOXeT
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3HaUYNTENbHO CHU3UTb BEPOATHOCTb NCMOMb30BAHNSA NMOTEHUNANBHON YA3BUMOCTU 4151 HECAHKLMOHUMPOBAHHO-
ro BMewarTenbcTBa B npouecc PyHKLMOHMpoBaHua 00.

OueHWwmK durkeupyeT nobble NPUYMHBI UCKIIOYEHUA NOTEHUMaNbHbIX YA3BUMOCTEW W3 fanbHeliwe-
ro pacCMOTPEHUA, ec/iK OH AesiaeT 3ak/ioyeHne, YTo NoTeHuuasbHas ya3BMMOCTb He NMpUMeHMMa B cpefe
hyHKUMOHUPOBaHUA. ViHaye oueHLW K hUKCMpyeT BbISSBIEHHYIO MOTEHLMANBHYIO YA3BUMOCTb KaK ya3BUMOCTb,
npefHasHa4yeHHYo AN ganbHellwero pacCMoTpeHus.

OueHuwmk gomkeH npusectn B TOO nepeyveHb NOTEHUMaNbHbIX YA3BUMOCTEN, NPUMEHUMbIX KO O B ero
cpefe hyHKUMOHNPOBAHMNSA, KOTOPbIV MOXET MCNONb30BATbCSA B KAYECTBE UCXOAHbLIX AaHHbIX ANA NpOBeAeHUs
TEeCTMPOBaHNA NPOHUKHOBEHMS.

HAetanusauyma B cootBetcTBuM ¢ MCO/M3K TO 20004

Llenbio ncnonb3oBaHMa 60MbLIOIO0 KoAMyecTsBa WCTOYHMKOB MHpopmauum 06 yAa3BMMOCTAX ABNAeTcH
aKcnayaTauns ya3BuMocTeld, KOTOpble MOTYT 6biTb akTyaslbHbIMUW 4151 Pa3/INYHbIX YCN0BUI (DYHKLMOHUPOBA-
H1a 00 . [nA TOro 4To6bl OrpaHNUYNTb MHOXECTBO NOTEHLMNAsbHbIX YA3BUMOCTEN, NCMONb3yeMbIX NPU OLLEHKe
no Tpe6oBaHNAM 6e30nacHoCTU MHAOPMAaLMK, UCXOAHOE MHOXECTBO MOTEHUMAaNbHO aKTyaslbHblX YyA3BUMO-
CTeil fOMKHO GbiTb OTCOPTUPOBAHO METOAOM WCK/UYEHNA YA3BMMOCTEN, KOTOPbIe He SIBNAITCS akTyasbHbl-
MU 13-3a NPUMeEHseMbIX B cpefe (yHKLMOoHMpoBaHusa 00 mep 6e30MacHOCTH, NpefoTBpalalLmmx Hanmine
noTeHumnanbHbIX yA3BMMOCTel B faHHOW cpefe hyHKUMOHUPoBaHMA. OUeHLW UK 4O/MKeH 3a40KYMeHTUpoBaTh
060CHOBaHME KaXA0ro UCKIYEHUS YA3BUMOCTH.

Mcnonb3ysa ykasaHHble Bbllle AeliCTBMA A1 COPTUPOBKM YA3BMMOCTU, YTOUHSIOTCA LWArn OLeHnBaHns
AVA_VAN.X-3 B 4yacTu paccMoTpeHus ysassmumocTeit gna OO n hopMupyeTcs akTyasnbHblli NnepeyvyeHb ysi3BU-
MOCTelA.

Aetannsaumna waros AVA_VAN.X-5 — AVA _VAN.X'1le cootBeTcTBumn c FOCT P 58143— 2018.

C yyetom BbinonHeHua waros AVA_VAN.X-5 - AVA_VAN.X-11 BbinonHaeTca war
AVA_VAN.X-12.

War oyexnnsanna AVA_VAN.X-12

B cooTtBetcTBUN ¢ FTOCT P NCO/MIK 18045

OueHWwumK gomkeH npusectn B TOO nHdopmaynio 060 BCeX NPUTOAHbIX A8 UCMO/b30BaHNA YA3BUMO-
CTAX M OCTATOYHbIX YA3BUMOCTSAX, AeTannu3npya A5 Kaxaon:

a) UCTOYHUK YA3BMMOCTM (Hanpumep, cTana W3BeCcTHa MpuW BbINOAHeHWW pJeiicteuin FTOCT P
MCO/M3K 18045. n3secTHa OLEHLIMKY, NpoyMTaHa B nyb6amkauumm);

6) cBAA3aHHble C YA3BUMOCTbIO HEBbINO/HEHHbIE ®PTH;

B) OonucaHue ya3BUMOCTH;

r) npurogHa N ysa3BMMOCTb ANA UCNOMb30BaHWA B cpefe (PYyHKUMOHUPOBaHUSA (T. €. NpUrogHa nu yas-
BMMOCTb [/18 UCMOJIb30BAHUSA NN ABASIETCA OCTATOUYHON YS3BUMOCTbIO);

) KONMMYEecTBO BpPEeMEeHW, YpOBEeHb KOMMETEHTHOCTW, YpoBeHb 3HaHuA OO. HeobxoAuMblli ypo-
BeHb gocTtyna kK OO. obopyposaHue, Tpebyemble AN UCMNOb30BaHUA WAEHTU(ULMPOBAHHBIX YA3BUMO-
CTeil. a TaKXe COOTBETCTBYHLME 3HAYEHUS, NONyYeHHble Ha OCHOoBe Tabnuy B.2 n B.3 npunoxeHua B.4
FOCT P MCO/M3K 18045.

[Aetannsaunsa B cootBeTcTBUM ¢ MCO/M3IK TO 20004

B gononHeHne K uHpopmaLmmn, N3N0XeHHOW B noanyHKTax 14.2.2.7.7, 14.2.3.7.7 n 14.2.4.7.7 TOCT P
MCO/M3K 18045. oueHwumk gomkeH Bkaounte B TOO cneaytolyo nogpo6Hyto nHgopmaunio 060 Bcex npu-
roAHbIX ANS UCMO/b30BaHNA YA3BUMOCTAX U OCTATOYHbIX YA3BUMOCTAX:

a) cooTBeTCTByWLIME unAEHTUMUKATOPbI YA3BUMOCTEd (uaeHTudukaTop, HaMMeHOBaHWe, KpaTkoe
onucaHue);

6) ngeHTudmkaTopsbl WabnoHOB aTak (MAeHTMdNKaTop, HauMeHoBaHue), Ncnonb3yemMble ANA AoKa3a-
TeNbCTBa NOATBEPXAEHUSA YA3BUMOCTH.
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