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HAUMWOHANBbHBIA CTAHOLAPT POCCUMCKON SEJLEPALUNMN

3awmTta MHhopmauum
SAWNTA NH®POPMALUWW MPN NCMNOJIb3OBAHUU TEXHONOM UM BUPTYANU3ALWN

O6uwWwmne NONOXeEHNSA

Information security, protection. Information security with virtualization technology. General

fNaTta BBegeHna — 2017—06—01

1 O6nacTb NpUMeHeHus

HacTosiwunii ctaHgapT ycTaHaBiMBaeT TpeboBaHUSA NO 3awuTte MHgopmauum, obpabaTbiBaeMoi ¢ 1c-
nosib30BaHNEM TeXHO/IOTN BUPTYyanm3aumm.

B HacTosuem cTaHAapTe paccMaTpuBatoTCA TOSbKO Yrpo3bl 6€30MacHOCTU U Mepbl 3alnTbl UHOPMa-
LK, o6pabaTbiBaEMOI C NOMOLLBbIO TEXHOIOTNI BUPTyannsaumn. Mepbl 3awuTbl MHPOPMaLUN, N3MT0XEHHbIE
B HacTOsiLEeM cTaHgapTe, npefHa3HavyeHbl A5 NPUMEHEHUS TOJIbKO B C/llydae 06paboTky MHopMaumn c
MCMNO/Ib30BaHMEM TEXHOMOMMIA BUPTyanusauun. Kpome Mep 3aliuTbl MHGOPMALUK, U3/TOXKEHHbLIX B HACTOSI-
lwem cTaHgapTe, 19 obecrnevyeHns TpebyemMoro ypoBHS 3aliMULLEHHOCTN MHgopMaLmm, obpabaTbiBaemMoi B
MHPOPMALMOHHBIX CMCTEMaX, MOCTPOEHHbIX C MUCMONIb30BaHMEM TEXHOOTNA BUPTyanmnsaumm, HeobXxoanmo
[OOMNONTHUTENBHO MPUMEHSTH Mepbl 3alnTbl MHOPMaLMK, 06w eynoTpebumble A1 N06bIX aBTOMATU3NPOBaH-
HbIX CUCTEM B 3alULLEHHOM WCMNOJSTHEHUN.

HacTtoswumii ctaHAapT NPUMEHSIIOT COBMECTHO C APYrMMU CTaHAapTamu, YCTaHaBAMBAKOLWUMWU Xapak-
TepUCTUKN NPOAYKUUN, NPaBu/ia OCYLECTB/IEHNS N XapaKTepUCTUKN NPOLLECCOB NMPOeKTUPOBaHUA (BK/IOYas
M3bICKaHUA), NPON3BOACTBA, CTPOUTENILCTBA, MOHTaXa, Hanaaku, akcnayarauumn, XxpaHeHusi, NepeBo3kn, pea-
nn3aunn 1 yTuamsaumn, BbINosIHEHUSs paboT WM OKasaHUs YCryr B 0o61acTy 3alnTbl MHAOPMaL K.

2 HopmaTtuBHbIe CCbINKK

B HacTosllwem cTaHgapTe UCNoJsib30BaHbl HOPMATUBHbIE CCbIJIKA Ha crefytowme cTaHaapThl:

FOCT 34.003 VHdopmaynoHHasa TexHos1orus. Komnaekc ctaHgapToB Ha aBTOMaTu3npoBaHHble CUCTe-
Mbl. ABTOMaTU3NPOBaHHbIe CUCTEMbI. TEPMUHbI U ONpeaenieHns

FOCT P 50922 3awwmTta nHdopmaumn. OCHOBHble TEPMUHbI U OnpeaeieHns

FOCT P 53114 3awuta uHpopmauyun. ObecneyeHme MHGpOPMaUMOHHOK 6e30MacHOCTU B opraHm3a-
umn. OCHOBHble TEPMUHbI U OnpeaeneHns

FOCT P NCO/M3K 27000 WNHcopmaumoHHaa TexHosiorms., MeTogbl U cpoAcTBa obecneyeHuss 6es-
onacHocTn. CUCTEMbI MEHEMKMEHTA MHPOPMaLMOHHOW 6e3onacHoCTU. O6LWmii 0630p U TEPMUHONOTNS

MpumeyaHune — MNpn NOAb30BaHNN HACTOSALWMM CTaHAAPTOM Liesiecoo6pasHo NPOBEPUTH AeliCTBME CCbIIOYHbIX
cTaHfapToB B MH(OPMALMOHHOM cucTeme O6LEero Noab3oBaHua — Ha oduunanbHOM canTe PegepasibHOro areHTcTBa no
TEXHUYECKOMY Pery/iMpoBaHuio 1 METPOJIOTMM B CETU VIHTEPHET UM Mo eXerogHoMy NHMOpPMaLMOHHOMY yKa3aTesnto «(Ha-
LMOHasIbHble CTaHAapThl#, KOTOPbI ONy6G/IMKOBAH MO COCTOSHMIO Ha 1 AHBapsi TekyLlero roga, 1 no BbiNyckaMm exemMecsy-
HOro MHMOPMAaLMOHHOTO yKa3aTensa «HalnoHanbHble cTaHAapThl» 3a TeKylnii roa. ECn 3aMeHeH CCbI/TOYHbIV cCTaHAapT,
Ha KOTOpbIii faHa HefgaTMpoBaHHas CCbl/Ka, TO PeKOMeHAYyeTCsl UCMO/b30BaTh AeCTBYIOLYI0 Bepcuio 3Toro ctaHgapra
C Yy4eTOM BCeX BHECEHHbIX B JaHHYI0 BEPCUIO U3MEHEeHWIi. ECn 3aMeHeH CCbIIOYHbIN CTaHAapT, Ha KOTOpbIii faHa gatu-
poBaHHasi CCbl/IKa, TO PeKOMeHAYeTCA UCMO/b30BaTb BEPCUIO 3TOTO CTaHA4ApTa € yKasaHHbIM Bbllle r0[0M YTBEPXAEHMNS
(MpuHATUA). ECnn nocne yTBepX/AeHUS HacTOALEro cTaHjapTa B CCbIIOYHbIN CTaHAApT, Ha KOTOPbI faHa faTupoBaHHas
ccblika, BHECEHO U3MEHeHUe, 3aTparmBalollee NosoxeHne, Ha KOTOPoOe AaHa CChl/iKa, TO 3TO NOJIOXKEHNe peKkoMeHyeTcs
npUMeHsATb 6e3 yueTa JaHHOro n3MeHeHus. Ecnun ccbiloyHblli cTaHAapT OTMeHeH 6e3 3aMeHbl, TO NOJI0XKEeHVe, B KOTOPOM
[laHa CCbl/IKa Ha Hero, pekoMeHAyeTcsl NPUMEHATb B YacTu, He 3aTparvBatolleli 3Ty CCbUKy.

N3paHne opuynanbHoe
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3 TepmuHbl U onpeaeneHus

B HacTofwem cTraHgapTe npuMeHeHbl TepMuHbl no FOCT P MCO/M3K 27000. FOCT 34.003,
FOCT P 50922. TOCT P 53114. a Takxe cnegytoLme TepMUHbI C COOTBETCTBYIOLWMMU ONpesesieHNAMN:

3.1 BupTyanusauua: pynna TEXHOMNOrWA, OCHOBaHHbIX Ha Npeobpas3oBaHuM chopmarta Wan napame-
TPOB NPOrpaMMHbIX N CETEBbIX 3aMPOCOB K KOMMNbLIOTEPHbLIM pecypcaM C Liefiblo o6ecnevyeHns He3aBMCUMO-
CTWN npoLeccoB 06paboTkn MHOpMaLUK OT NPOrpaMMHON NNK annapaTtHon naartdopmMbl MHEOPMALMOHHOW
cucTemsbl.

3.2 BuMpTyanmsaums nporpammHoOro o6ecnedyeHus (BupTyanusaumsa nporpamm): TexHOM0rma cos-
[aHVs M30/IMPOBaHHOM NPorpaMmMHoOl cpefbl (KOHTeliHepa) co cneumMdryecknm Habopom KOMMOHEHTOB UMU-
TPYyeMOii onepaLoHHOl CUCTeMbI, 06ecrneynBatoWnM paboTy OTAeNbHbIX MPOrpaMm.

3.3 BupTyanusauma annapatHOro ob6ecneyeHus, BUPTyanusauus BbIYUC/NTE/IbHbIX CUCTEM:
TexHoNorma cosfgaHus M30/IMPOBaHHON MNporpamMHON cpefbl (KOHTelHepa) co cneundmnyecknm Habopom
KOMMOHEHTOB UMUTUPYEMOrO MUKPOMPOrPaMMHOro 1 annapaTHoro obecnevyeHusi, obecrneumsarowmum padboTy
OTAe/IbHbIX ONepaLnoHHbIX CUCTEM.

3.4 BupTyanbHasa MawuHa; BM: BupTyanbHas BbluMCAUTENIbHAsA CUCTeMA, KOTopast COCTOUT U3 BUPTY-
a/IbHbIX YCTPOCTB 06paboTKM, XpaHeHUs 1 nepejayn AaHHbIX U KOTopas AOMO/THUTENIbHO MOXET cofepxaTtb
nporpaMmHoe obecneyeHve 1 Nosib30BaTe/IbCkne AaHHbIe.

MpnmeyvyaHnsa

1 BupTyanbHas MalunHa saBAsieTcs npocTeiileil QOpMOil BUPTYasibHbIX BbIYUC/IUTENbHBIX CUCTEM.

2 HeckonbKo BMPTYasibHbIX MallWH, 06beANHEHHbIX AN PELWEHMS ONPeAeeHHbIX 3a4a4, TakKe COCTaBNSAT BUP-
Tyas/ibHY0 BbIUYUC/IUTE/NbHYIO cUCTEMY. B 3TOM cniyyae BuMpTyasibHasi MallvHa BbICTyMaeT B KauecTBe 6a30BOro ajieMeHTa
npy NOCTPOEHUM (CNOXHbIX) BUPTYabHbIX BbIYNCAUTENBHBIX CUCTEM.

3 BupTyanbHaa MallMHa CKpbIBaeT HACTOSLYIO peasim3auunto HaxoasaWwmnxcs B Hell NpoLeccoB 1 06bEKTOB OT Mpo-
LleCCOB. 3anyLleHHbIX BHe BUPTyaslbHOW MalluHbl. BepHO 1 o6paTtHoe — BUpTyasibHasi MallvHa CKPbIBAeT HACTOSLLYHO
peanusaumnio HaxoAsWNXCS BHe ee NPOLEeCcCOB M 06BbEKTOB OT MPOLECCOB, 3anyLeHHbIX BHYTPY BUPTYa/IbHON MallUHBbI.

3.5 rocTeBas onepauMoHHasa cuctema: OnepaumoHHas cMcTemMa, yCTaHOBJ/IEHHas B BUPTYaslbHOM Ma-
LwnHe.

3.6 06pas3 BUpTya/nbHOW MawnHbl: Paiin (dhainbl), cogepxawmii(ne) NHOOPMaLUo O KOHdUIypauuu,
HacTpolKax N COCTOSAHUN BUPTYa/TbHOW MallVHbI, a Takke XpaHslWwmnecs e Heli nporpaMMbl U JaHHbIe.

3.7 BupTyanmsaums CUCTEM XPaHeHUA AaHHbIX: TeXHONOorMs MNOCTPOEHUS W30/IMPOBAHHOIO MNpo-
CTpaHCTBa XPaHEHWs faHHbIX C eANHbIM UHTepdeicoOM ynpaB/ieHUs1 Ha OCHOBE MalUWUHHbIX HaKonuTesen uH-
hopmaumn. obecrneunsatoLas NosyyeHne Heo6xXxoANMON MHAOPMaLMN NOCPeACTBOM ee Mepeayn no KaHa-
nam nepegayu faHHbIX.

NMpumeyaHne — BasoBbIM 3/7IEMEHTOM NPV MOCTPOEHUUN (C/IOXHbIX) BUPTYasIbHbIX CUCTEM XPaHEHWUS AaHHbIX
ABNAETCA BUPTyasibHbI/ HakonuTenb (BUPTyasibHbIN AUCK).

3.8 BMpTyanusaumsa BblUMCNTE IbHbIX ceTeli (BUpTyannsauus KaHanoB nepenavmn AaHHbIX): Tex-
HOMornsi 06 beMHEHNA annapaTHbIX U NPOrPaMMHbIX CETEBbLIX PECYPCOB 1 CETEBbLIX (DYHKUNI B eANHOM Npo-
rPamMMHO aAMWHUCTPMPYEMOM OGbEKTE NS peasim3aunn Ux JIOrMYeckoro B3auMoaencTBust Yepes AOMOMHU-
Te/bHbIEe BUPTYa/ibHblE CETEBbIE PECYPCbI M (DYHKLUN.

3.9 BupTyanbHas BblUMCAUTENbHAsA CeTb (BMPTya/bHbIl KaHan nepejavn faHHbIX): Bbluucan-
TeNbHas ceTb, coAepXallas OAVH UM 6o5ee BUPTYyaSlbHbIX CETEBbLIX PECYPCOB UMW PYHKLWIA.

NMpumeuvyaHne — BasoBbIMU 371EMEHTAMW NPU NOCTPOEHUUN (C/IOXKHbIX) BUPTYasibHbIX BbIYACNTENbHbIX CETEl,
KaK U ApYrnX BblYUCNTE/bHBIX CeTell, ABNAIOTCA ceTeBble Pecypcbl (OKOHEYHbIe U MPOMEeXYTOUHbIe y3/ibl [BblUnCAnTeNNb-
Holi ceTu]) n ceTeBble PYHKLMK (DUnbTpaumnsa, KoguposaHue Tpaduka n ap.).

3.10 annapaTHasa noAjepxka BupTyanusauuun: TexXHONOrMsa, peasimsoBaHHan B npoueccopax (4um-
ceTax) KOMMbIOTEPOB B BUAE UHCTPYKUMI (KOMaHA), cryxalas ans ynyylleHns TeEXHUYECKNX XapakTepucTuk
MH(OPMAaLMOHHbIX CUCTEM, MOCTPOEHHbIX C UCMO/Ib30BaHNEM TEXHO/IOT NI BUPTyannsaumum, n/mnv nosbileHns
6€e30MacHOCTV 06bEKTOB 3alUTbl TaKUX CUCTEM.

3.11 runepBu30p [BbIYNCINTESIbHBLIX CUCTEM] (MOHUTOP BUPTYas/ibHbIX MalwnH): Mporpamma, cos-
parowas cpefly hyHKLNOHUPOBaHUA APYrMxX Nporpamm (B TOM Yncrie Apyrnx runepeu3opos) 3a cueT umuTaumum
annapartHbIX CPeACTB BbIYUCNTE/IbHON TEXHWUKWN, YNpaB/IeHVs AaHHbIMU CpefcTBaMy 1 rocTeBbIMU Oonepauu-
OHHbIMU cucTEMaMu, (hyHKLMOHMPYIOWMMN B aHHOW cpege.

MpunmeyaHune — PasnuyaloT runepsusop | Tuna, runepsusop Il Tnna.
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3.12 xocToBas onepaumoHHas cuctema: OnepaunoHHas cucTema, B cpefie KOTOpol hyHKLMOHMPYeT
rmnepBusop.

3.13 runepBusop | Tuna: fmMnepsn3op, ycTaHaBMBaeMblii HEMNOCPEACTBEHHO Ha annapaTtHoe o6ecne-
YeHne B KaueCcTBe CMCTEMHOrO NMporpamMmmMHOro obecnevyeHus.

3.14 runepsusop Il Tuna: N'mnepBusop, ycTaHaBInBaeMblli B cpefe XOCTOBOM onepalyoOHHOM cucTembl
B KauecTBe MPUKIa4HOTo NPOrpaMMHOro o6ecneyeHums.

3.15 rMnepBU3Op CUCTEM XpaHeHus faHHbIX: lporpamMma, ycTaHaB/MBaemasi HenocpeAcTBEHHO
Ha annapaTHoe obecneyeHne B ka4yeCcTBe CUMCTEMHOrO MPOrpaMMHOro o6ecnevyeHnss WM B cpefe XOCTOBOM
onepauMoHHONM CUCTEMbl B KayecTBe MNPUKIa[HOro MPOrpaMMHOro ob6ecrnedeHus, BbINOSHAKOWAA YHKLUN
nocpegHuKa Mexay Normyecknm v U3NYeckMM agpecHbIMU MPOCTpaHCTBaMU A/t o6ecrneyeHnst BbICOKOro
YPOBHS yNpaB/ieHVs1 pecypcaMmn XpaHeHUs! AaHHbIX.

NMpumeyaHune — ObecneveHne HaUBbICLLETO YPOBHS yNpaB/ieHNs BCe COBOKYNMHOCTbIO BbIUMC/INTE/bHBLIX pe-
CYpCOB [0CTUraeTcs 3a CHET COBMECTHOMO MCMO/b30BaHUS rMNepBr3opa CUCTEM XpPaHEHMUA AaHHbIX U runepsusopa | unm
Il TNa. Mpw 3TOM rMNEepBU30P CUCTEM XPaHEHUS JaHHbIX U3MEHAEeT cnocobbl 06paboTkn 3anpocoB BBOAA'BbIBOAA rMnep-
Busopamu | uam Il Tuna Ana NoBbIWEHNSA NPOU3BOAUTENBHOCTM, 3(hheKTUBHOCTU NCMONb30BaHNA 1 yNpaB/ieHus pecypca-
MW XpaHeHWUs! faHHbIX.

3.16 BupTyanbHas MHQpacTpykTypa: KomMnosmuma vepapxmyecku B3avMOCBSI3aHHbIX Fpynn BUPTY-
a/lbHbIX YCTPOUCTB 06pabOTKM, XpaHeHUs U/Mnn nepefadn faHHbIX, a Takke rpynnbl HeO6X0AMMbIX ANA UX
paboTbl annapaTtHbIX U/ NPOrpaMMHbIX CPeacTB.

MpumeyaHunsn

1 Mpynna 3ageicTBOBaHHbIX annapaTHbIX CPeACcTB UM 3anyLeHHbIX NporpaMm (Npoueccos, NMOTOKOB), UCMOSb-
3yeMbiX AN18 peanusaunn paboTbl BUPTYaslbHbIX YCTPONCTB 06paboTKuN, XpaHeHUs n/vnu nepepayn AaHHbIX, COCTaBAseT
nepumeTp BUPTYasibHON UHDPaCTPYKTYpPbI.

2 B BUpTyasibHOW MHMPACTPYKTYpe pasinyatoT No MeHblieli Mepe TPy YPOBHSA nepapxuun:

- Ha NepBOM (HUXHEM) ypoBHe nepapxuu (ypoBHe 060pyA0BaHus) pacnosiokXeHa annaparHas YacTb nepumertpa
BUPTyasibHOI MHPACTPYKTYpbl — annapaTHble CpeACcTBa, UCMNo/b3yeMble 418 peannsaunumn TeXHONOrnii BupTyanunsaumuu,
B TOM 4YuC/le C peasiM30BaHHON B HUX annapaTHOW NoAAepXXKOW BUpTyanusauuu;

- Ha BTOPOM YpPOBHe vepapxuun (ypoBHe BUPTyanunsaumun) pacrnosiokeHbl rMnepBrU3opbl Y NOPOXAEHHbIe MU 06b-
eKTbl (BMpTya/ibHble MalluHbl, BUPTyasbHble CepBepa, BUPTyasibHble MPOLECCOopbl, BUPTyasibHble AUCKW, BUPTyasbHas
namsTb, BUPTya/slbHOe akTUBHOE M MacCUBHOe ceTeBOe 060pyJoOBaHWe, BMPTya/ibHble CpeAcTBa 3awuTbl MHoOpMauun

n Ap-);
- Ha TpeTbeM (BEpPXHEM) YPOBHe unepapxuv (YpOBHEe YMNpaBiEHUs) PacMOfIOKEHO CPEACTBO LEHTPA/IM30BAHHOTO
ynpasfieHusi rmnepBM3opamMyi B pamKax OAHON BMPTyasibHOW MHMPACTPYKTYpPbl — KOHCO/b YNpaB/ieHUsI BUPTYasibHOM

MHPaCTPYKTYPOIA.

3.17 KOMMOHEHT BUPTYasibHOU UHPACTPYKTYPbI: YacTb BUPTYya/lbHOW MHAPACTPYKTYpPLI, BblgeneH-
Hasi No onpefeNieHHOMY NPU3HaKy WM COBOKYMHOCTU MPU3HAKOB 1 paccMaTpuBaeMas Kak eMHoe Lienoe.

MpumeuvaHne — Cxema B3aMMOCBSA3M TEPMUHOB NpuBeJeHa B NPUIOXeHnun A

4 O6DBEKTbl 3alUTbI

Mop TEPMUHOM «BUPTYyasiM3auusi» 06beANHAETCS MHOXECTBO UH(DOPMAaLMOHHbIX TEXHOIOTMiA, NPU3BaH-
HbIX CHWXKaTb 3aTpaTbl Ha pa3BopayvBaHVE KOMMbHOTEPHOW CETU opraHu3auuu, MoBbIWaTb 0TKa30ycToiiuu-
BOCTb NPUMEHAEMbIX CepBEPHbIX peLIJeHVII?], a Takke gocturatb Apyrnx npenmyulecTs. BI/IpTyaﬂVI3aLU/IFI npea-
cTaBfiseT co60l MMUTaLMio NporpaMMHOro MYwim annapaTtHoro obecnedveHus, B cpege (Ha 6ase) KOTOporo
(PYHKLMOHMPYIOT pa3nnyHble NporpaMmbl.

BupTyanusauuvo npoBOAAT B OTHOLUEHWM;

- nporpamm;

- BbIUNC/IUTENIbHBIX CUCTEM;

- CUCTEM XpaHEeHUsI JaHHbIX;

- BbIYNC/IUTENIbHbIX CETEl;

- namaTu;

- [AHHbIX.

Mpy MCnonb30BaHWM TEXHOJOTUI BUPTya/iM3auun co3fatoTcs (BUPTYasibHblE U BUPTYa/IM30BaHHbIE)
06beKTbI JOCTyNna, Nosexalme 3aluTe HapaBHe € APYrMY 06bekTamMy MHOPMAaLMOHHbBIX CUCTEM, B TOM

3
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yucne annapaTHble cpeAcTBa MHPOPMALMOHHbBIX CUCTEM, UCMOb3yeMble A1A peannsalm TeXHO0rni BUp-
Tyanusauun. K OCHOBHbIM 06beKTam 3aliuTbl NPU UCMOb30BaHNM TEXHOIOTNI BUPTYa/i3aunm OTHOCAT:

- cpefcTBa coO3JaHusa 1 yrnpaBiieHUs BUPTyasibHOM WMHPPacTpykTypoi (rmnepsusop | Tuna, rvnepsu-
30p Il TMNa, rMNepBM30p CUCTEMbI XPaHEHUS JaHHbIX, KOHCOMb YNpPaB/ieHNs1 BUPTYasIbHON MHPACTPYKTYpOW
n ApP-);

- BUPTy&/ibHble BbIYNC/IUTESIbHbIE CUCTEMbI (BM, BUpTyasibHbIe cepBepa v ap.):

- BUPTyaJibHble CUCTEMbI XPaHEHUS AaHHbIX:

- BUPTyaJibHble KaHasbl nepefayn AaHHbIX;

- oTAe/IbHble BUPTyasibHble YCTPOCTBa 06paboTk/, XpaHeHMs 1 Nepefadn JaHHbIX (BUPTyasibHble Mpo-
Lleccopsbl. BUPTYa/ibHble ANCKW, BUPTYa/IbHYIO NaMsATb, BUPTya/ibHOE aKTUBHOE U NacCUBHOE ceTeBoe 060py-
noBaHvie n ap.).

- BUpPTyasibHble cpeAcTBa 3awnTbl MHpopmaummn (31) n cpeactea 3U. npeaHasHavyeHHble 418 UCMNOSb-
30BaHVA B cpefile BUpTyansaumm:

- NepumMeTp BUPTYa/IbHOW UHMPPACTPYKTYpbl (3a[eiCcTBOBaHHbIE MPU peannsaumnmnm TeXHONOrni BupTya-
nun3aunn UeHTpasibHble MpoLieccopbl U UX A4pa, ajpecHoe NPOCTPaHCTBO MamsATw, ceTeBble MHTepdelichl,
nopTbl NOAKTHOYEHUS BHELLUHMX YCTPOMCTB U Ap.).

[na 3aWwnTbl NepeyncrieHHbIX 06BEKTOB UCMNOb3YIOT Kak BUPTyasibHble cpenctsa 3U u cpeactea 34,
npejHasHayeHHble A/19 UCMNO/1b30BaHUA B cpefe BUpTyanumsauuu, ABNAIOWNECA Pa3HOBUAHOCTAMU CPeacTB
3W. Tak u gpyrve Buapbl cpeacts 3.

5 Yrpo3bl 6€30MacHOCTM, 06YCNOBEHHbIE UCNO/Ib30BAHNEM TEXHOMOTUIA
BMpPTYyanusauum

Mcnonb3oBaHne TEXHOJOMUIA BUPTyasiM3auumn co3faeT Npeanocbiuikv Ans nosiBfeHust yrpos 6esonac-
HOCTU. He XapaKTEPHbIX A1 MH(POPMALMOHHBIX CUCTEM, MOCTPOEHHbIX 6GE3 NCMOMb30BaHWS TEXHOOTMNI BUP-
Tyanusaunn. O6WNii NepeyeHb yrpos, JOMNOIHUTENIbHO MOTYLLMX BO3HMKATb MPU MCMOMb30BaHUN TEXHOTOMMIA
BUPTYaNIn3auum, BK/IOUYAET Yrpo3bl, ONMCaHHble gasee.

5.1 Yrposbl aTaku Ha akTUBHOE U/UAN NacCMBHOe BUPTyasibHOE WU/ManM PU3NYEecKoo ceTeBoe
o6opygoBaHune N3 PU3NYecKoin n/mnm BUpTyanbHOW ceTn

[aHHble yrpo3bl NOSAB/AIOTCA B CBA3U C OFPaHNYEHHOCTbIO (DYHKUMOHAIbHBIX BO3MOXHOCTEN (Hanmumem
cnabocTei) akTUBHOIO U/Mn NaCCUBHOTO BUPTYa/IbHOIo U/nnm hrsanyeckoro ceteBoro o6opyaoBaHunsl, BXxoas-
LLero B COCTaB BUPTYas/1IbHOV MHAIPACTPYKTYpbl. Ha peannsaumio AaHHbIX Yrpo3 NpsiMoe B/IMSIHWE OKas3bIBaloT:
Hannuune ys3BMMOCTE NPOrpaMMHOro N/Man MMKPONpPoOrpaMMHOro o6ecrnedyeHns ykasaHHOro o6opyaoBaHus,
Ha/Mume y Hero hMKCMPOBaAHHOTIO CETEBOrO afpeca 1 Apyrue napameTpbl ero HaCTPOLiKM, BO3MOXHOCTb N3Me-
HeHVs anropuTMa paboTbl NporpammHoro o6ecneyeHus (MO) ceTeBoro 060pyAoOBaHNs BPEAOHOCHLIMU MpPO-
rpammamu.

5.2 Yrposbl aTaku Ha BUpTyasibHble KaHa/bl nepegaqu

[aHHble yrpo3bl CBsi3aHbl CO C/MaBGOCTAMM TEXHOJIOTUI BUPTyasiM3aumn, C NOMOLLbIO KOTOPbIX CTPOST
BUPTYa&/ibHblEe KaHasbl Nnepefayn JaHHbIX (CETEBbIX TEXHOMOrMI BUPTYyanmusaumumn). HeKOppekTHoe MCMosib30-
BaHWe CeTEBbIX TEXHOJIOMMIA BMPTyasM3aumm MoXeT obecrneymBaTb BO3MOXHOCTb HECaHKLMOHVMPOBaHHOIO
nepexsaTa TpaguKa ceTeBbIX Y3/10B, HEAOCTYMHbIX C MOMOLLbIO APYTVX CETEBbLIX TEXHOOTUIA.

5.3 Yrposbl atakuM Ha runopBu30p U3 BUPTYyasibHOW MalnHbl U/unn usnyeckon cetu

[aHHble yrpo3bl cBsi3aHbl CO C1aboCTAMU rMNepBM3opa, a Takke cnaboCcTAMU NPOrpaMMHbIX CPeacTB U
OrpaHNYeHHOCTbIO (DYHKLMOHA/TbHBLIX BO3MOXHOCTEN annapaTHbIX CPeACTB, NCNO/Ib3yeMbIX /151 06ecneyeHns
ero paboTtocnoco6HoCTU. Peanusaumsi faHHbIX Yrpo3 NpMBOAUT K HEAOCTYNHOCTU Beeli (eCnv rmnepBm3op —
OAMH) NN Yactn (ecam UCNONb3YIOT HECKO/IbKO B3aMMOAENCTBYIOLNX MeXAy COOOW rmnepBu3opoB) BUPTY-
a/IbHOW NHPPaCTPYKTYpbl.

5.4 Yrpo3sbl aTaku Ha 3auimuaemMble BUPTyanbHble YCTPOWCTBA N3 BUPTYasibHOW n/nmnn
cumsnyeckoinn cetun

[laHHble yrposbl CBsi3aHbl C HAJIMYMEM Y TMINEPBU30POB CETEBLIX NMPOrpaMMHbIX UHTEPdeicoB, nNpeaHa-
3HaYeHHbIX A1 yAa/IeHHOro yrnpas/ieHWsi COCTaBOM U KOHMUrypaumeid BUpTyasibHbIX YCTPOWCTB, CO3A4aHHbIX
4
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(co3pgaBaembix) AaHHbIMW TMNEPBMU30PaMK, YTO MO3BOJISET 3/10YMbILIEHHUKY YAAIEHHO OCYLLEeCTBAATb He-
CaHKUMOHNPOBaHHbIV goctyn (HC/A) K 3TMM yCTPOMCTBaM C MOMOLLbIO CeTeBbIX TEXHONOMNI U3 BUPTYasibHOM
nivnn dnsnyeckol cetn. BO3MOXHbIN yulep6 MOXeT ObITb CBSAA3aH C AOCTYMHOCTbIO AaHHbIX BUPTYasibHbIX
YCTPOICTB.

5.5 Yrposbl aTaku Ha 3awuuiaemMble BUpTyasibHble MalWnHbl N3 BUPTyasbHOM’
nymnu pumsnyeckon cetn

[aHHble yrposbl NOSIBASIIOTCA B CBA3W C Ha/IMYMEM Yy cO3faBaeMbix BM ceTeBbIX afpecoB 1 BO3MOX-
HOCTbIO OCYLLECTB/IEHUSI UMW CETEBOr0 B3aMMOAENCTBMUSA C APYTMMY Cy6beKTamMn Kak ¢ NMOMOLLbI0 CTaHAapT-
HbIX CETEBbIX TEXHO/IOTUIA, TaK 1 C NMOMOLLbIO CETEBLIX TEXHOIOTNIA BUPTyaIn3aummn.

5.6 Yrposbl aTaky Ha 3awuliaeMble BUPTYyasbHble MalWWHbl U3 BUPTYyanbHOW
n/nnn pursnyeckoin cetn

JaHHble yrposbl NOsBAAIOTCA B CBA3W C Ha/IMYMeM Yy co3faBaeMblXx BM ceTeBbIX afipecoB 1 BO3MOX-
HOCTbIO OCYLLECTB/IEHNS MU CETEBOr0 B3aMMOAENCTBUA C APYTMMU CyHObeKTaMM Kak C NMOMOLLbI0 cTaHaapT-
HbIX CETEBbIX TEXHOJIOTUIA, TaK U C NMOoMOLbHO CeTEBbLIX TEXHOOrni BUpTYyanmsayun.

5.7 Yrpo3bl aTaku Ha CUCTEMY XpPaHeHUs fJaHHbIX U3 BUPTyasibHOW U/Mnu gusnyveckoin cetu

Yrpo3bl AaHHOro Tuna peasiu3yroTcsi 3a CUeT CaboCcTeli NPUMEHSIEMbIX TEXHOOMMI pacnpeaeneHuns
MHOPMaLMK MO Pas3/IMyHbIM BUPTYyaSlbHbIM YCTPOMCTBAM XPAHEHUS AaHHbIX WU BUPTYasibHbIM AMCKaM, a
Takxe cnabocTteli TeXHOOrMn eAVHOro BUPTYa/IbHOTO AMCKOBOIO MPOCTPAHCTBA. YKasaHHble cabocTu cBs-
3aHbl CO C/IOXHOCTLIO a/irTOPUTMOB 06ECrneyeHuUsi CorlacoBaHHOCTU MpY peanv3alumn npoLeccoB pacnpese-
NeHVa MHopMauuy B paMkax eAvHOro BUPTYasIbHOTO AMCKOBOrO MPOCTPAHCTBA, a Takke B3auMoAeicTBusA
C BUPTYasIbHbIMU U (PU3NYECKUMU KaHaflamMy nepejaun AaHHbIX Ana o6ecnedyeHns pa6oTbl B pamKax O4HOro
[AVCKOBOro NpOCTpaHcTBa.

5.8 ¥Yrposbl BbIXx04a npouocca 3a npefenbl BUPTyasbHOW MallnHbl

[aHHble yrpo3sbl CBA3aHbl C HaMunem cnaéocTei MO runeper3opa, peansyroLlero yHKLMI N3011po-
BaHHOW NporpaMmHoli cpeabl Ans YHKLUNOHUPYOLWNX B Heli nporpamM. B criyyae 3anycka BpegoHOCHOM npo-
rpaMmmori CO6CTBEHHOrO rmnepBmn3opa, (PyHKLMOHMPYIOLWEro NO YPOBHIO JIOTMYECKOrO B3auMOAENCTBUSA HUXeE
KOMNPOMETMPYEMOr0 rMnepBu3opa, NnocnefHuii, Kak 1 3anyleHHble B HEM CpeACcTBa 3aliuTbl, HE CNOCOGEeH
BbIMOMHATL (DYHKUUN 6e30MacHOCTM B OTHOLIEHMW NpOrpamMMm, (PYyHKUMOHUPYIOLWMX B COOGCTBEHHOM runep-
BU30peE.

5.9 Yrpo3bl HeCaHKLMOHMPOBAHHOIO AOCTyNa K flaHHbIM 3a Npegenamn 3ape3epBUpPOBaHHOTO
apecHoro NpocTpaHcTBa, B TOM Yuc/ie BblAENEHHOro Nnoj BUpTyanbHOe annapaTtHoe
obecneyeHune

[aHHble yrposbl cBsA3aHbl C Ha/lMuMem cnabocTtet MO runepsusopa, obecneynBaroLLEero N30aMpoBaH-
HOCTb aJpeCHOro NPOCTPAHCTBA, UCMOJIb3YEeMOro /151 XPaHEHUs NMPOrpamMmmMHoOro Koja He TOJIbKO 3alluLaeMoi
VHdopMaun 1 obpabaTbiBalOWMX ee NporpaMm, HO M MPOrpamMMHOrO Koja, peasu3ylollero BUpTyasibHoe
annapatHoe obecneyeHve (BUPTyasibHble YCTPOCTBa 06paboTKMN, XpaHEHUA 1 nepefadn faHHbIX), oT HCJ,
CO CTOPOHbI BPeAOHOCHOV nporpammbl, OYHKUNOHMpPYtoLWwen BHYTpn BM. B cnyuvae ocyuectBnenmns HC/ co
CTOPOHbI BPeAOoHOCHON nporpammbl, MYHKLUOHUPYIOLLE BHYTPU BM. K aHHbIM, XpaHAWUMCSA 3a npejenaMu
3ape3epBMPOBAaHHOrO MO/, Nosb30BaTeNbCKUe JaHHble afpecHOro NpocTpaHcTBa AaHHoV BM. BpegoHocHas
nporpammMa MoXeT He TO/IbKO HapyllaTb Le/I0CTHOCTb MPOrpaMMHOro Koga ceoen n/mnn apyrmux BM. dyHKuLm-
OHMPYIOLWMX MO ynpaB/ieHMeM TOro Xe rmnepeu3opa, HO U U3MEHATb napamMeTpbl ero (MX) HacTPOIKU.

5.10 Yrpo3bl HapyweHUs U3onauMn Nosib30BaTe/IbCKMUX AaHHbIX BHYTPU BUPTYasIbHON MallnHbI

[aHHble yrpo3bl cBA3aHbl C Halnumem cnabocTeit MO runepsusopa, obecneynBaroLEero N30aMpoBaH-
HOCTb a4,peCcHOro NPOCTPaHCTBA, NCMO/b3YEeMOro A8 XpaHeHNS NOoNb30BaTeNIbCKUX AaHHbIX NporpamMmm, yHK-
umMoHnpyowmx BHyTpn BM. oT HC/[], co cTopoHbl BpegoHocHoro MO. dyHKUMoHMpytoLero BHe BM. B pe3ynbTa-
Te peasiM3auumn AaHHOW yrpo3bl MOXeT ObITb HapylleHa 6e30MacHOCTb M0/Ib30BaTe/TbCKUX AAaHHbIX MPOrpamMM,

PYHKLNOHMPYIOLWNX BHYTPU BM.
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5.11 Yrposbl HapyleHus npoueaypbl ayTeHTU(MKaLUM Cy6bekTOB BUPTyasibHOTO
MHpOPMaLNOHHOIo B3auMoeNncTBuns

[aHHas yrposa cBsi3aHa C Ha/lMiMeM MHOXEeCTBa pas/INyHbIX MPOTOKO/I0B B3aMMHOW uaeHTudmnKaunm
N ayTeHTudunkaumm BUpTYyasibHbIX, BUPTYaUIN30BaHHbIX U (OU3NYECKNX CyObeKToB [0CTyna, B3anmMoaelicTBy-
IoWMX Mexay coboil B xofe nepefayn faHHbIX Kak BHYTPU OAHOMO YPOBHSI BUPTYyaslbHOM MHPACTPYKTYpsbl,
Tak U Mexay ee ypoBHAMU. Peann3yeMocTb AaHHOW yrpo3bl HanpsMyto 3aBUCUT OT KadecTBa peanunsauumn kak
camunx NPOTOKOJIOB, TaK U MEXAHU3MOB MX B3auMOAeNcTBuMS.

5.12 Yrpo3bl nepexBata yrnpas/sieHUA TMNepBNU30pPOM

Yrpo3sbl nepexsarta ynpas/eHUsi TMNepBU30POM CBs3aHbl C HA/IMYMEM Y KOHCOMN YNPaB/eHUsi rTMnepBu-
30pPOM MPOrpaMMHbIX UHTEPKENCOB B3avMoaeicTBus ¢ Apyrumy cybbekTamy goctyna (npoueccamu, npo-
rpamMMamu) W. Kak CreficTBue, C BO3MOXHOCTbIO HC/l K flaHHOl KOHCOMW. BO3MOXHbIN yliep6 MOXeT 6biTb
CBSi3aH C HapylleHWeM 6e30MacHOCTU MHOPMALMOHHBIX, NMPOrPaMMHBIX U BbIYUC/IUTENbHBIX PECYpPCOB, 3a-
pes3epBrYPOBaHHbLIX U YNpaB/isieMbiX rMnepBU3opomM.

5.13 Yrposbl nepexsaTa ynpas/eHUs cpefoi BupTyanusauunm

Yrposbl nepexsara ynpassieHUs cpefoli BUPTyainsaunm cesidaHbl C HA/IMYNEM Y KOHCO/N YnpaB/ieHns
BUPTYyasibHOl MHAPACTPYKTYPOiA, peannsyemMoli B pamkax ofgHoli n3 BM, a Takxe y ynpaB/isieMbiX C ee Mo-
MOLLbIO FTMNEPBU30POB NPOrpaMMHbIX NHTepdeicoB B3anmMoaelicTB/S C APYrMK NMporpaMmMamMu U, Kak cnep-
CTBWe, C BO3MOXHOCTbIO HC/l K ykazaHHOMY MO ypoBHS ynpaBneHns. Bo3aMOXHbIN ylep6 MOXeT ObITb CBA3aH
C HapyleHneMm 6e30nacHOCTN MHDOPMALMOHHbLIX, NMPOrPaMMHbIX U BbIYUCIUTENbHbLIX PECYPCOB BUPTYaslbHOM
NHPPaCTPYKTYpPbl.

5.14 Yrpo3bl HEKOHTPO/IMPYEMOTrO poCTa 4Ync/sa BUpTyasibHbIX MallnH

[aHHble yrpo3bl CBA3aHbl C HA/IMUYMEM OrpPaHNYeHHOCTM 06bema AUCKOBOro MPOCTPaHCTBA, BblAe1eHHO-
ro NoA BUPTYasibHY0 MHAIPACTPYKTYPY, U CNaboCTIMM TEXHOOTUIA KOHTPO/IA NpoLecca co3aaHus BM. B cBs3n
C YeM BO3MOXHO C/lydaliHOe W/IM HeCaHKLMOHMPOBAHHOE MpegHaMepeHHoe co3aaHune MHoxecTea BM. B pe-
3ynbTarte peanusauumn AaHHOl yrpo3bl MOXET 6biTb OrpaHUYeHa WM HapylleHa AOCTYMHOCTb BUPTYasibHbIX
PEecypCcoB /151 KOHeUHbIX Nosib3oBaTesneii 06/1auHbIX YCIyr.

5.15 Yrpo3bl HEKOHTPO/IMPYEMOr0O POCTa YMc/a 3ape3epBUPOBaHHbIX BblUNCIUTENbHbIX
pecypcoB

[aHHble yrpos3bl cBA3aHbl co cnabocTamu MO ypoBHA ynpaBneHUs BUPTYasibHOW MHAPACTPYKTYPON,
obecneynBaroLLEro BblAesieHe KOMMNbIOTEPHBIX PECYPCOB (BbIYMCNTE/IbHBLIX PECYPCOB M PECYPCOB NamMsaTh).
Peanunzauuns gaHHoOM yrposbl BO3MOXHa 3a cyeT HC/, k ykazaHHOMY MO 1 13-3a owmnb0oK B ero Koge.

5.16 Yrposbl HapyLlweHUs TeXHONOrnMn o6paboTkn nHopmMaLn NnyTeM HecaHKLMOHMPOBAHHOTO
BHECEeHNS U3MeHeHuli B 06pa3bl BUPTyasibHbIX MallWnH

[aHHble yrpo3bl CBsA3aHbl C OTCYTCTBMEM B MO BUpTyansaummn 3awmTHbIX MEXaHM3MOB, NpegoTepalla-
towmx HCJA k obpasam BM. B pesynbTate peanunsaumv faHHON yTPo3bl MOTYT 6bITh HapyLUeHbl KOHDUAEHLM-
aNbHOCTb 06pabaTbiBaemMoli C MOMOLBIO AaHHbIX BM 3awmuwaemori nHdopmMaymm, LenoCTHOCTb NPOrpamm,
yCTaHOBJ/1eHHbIX Ha BM. a Takxe [OCTYNHOCTb PecypcoB AaHHbIX BM.

Kpome ToOro, BHegpeHue BpefoHocHoro MO B o6pa3sbl BM. ncnosb3yemble B KayecTBe LWab/10HOB (3Ta-
NOHHblE 06pa3bl), MOXET ObITb UCMO/Ib30BaHO NPY Co3aHnM 60THETa B XOAe MNOAroTOBKN K NPOBEAEHUIO aTakn
TuUna «0TKas B 06/1y)XXMBaHMM». B 3TOM cnyyae MOXeT ObITb HapylleHa 6e30MacHOCTb MHopmaumm, obpa-
6aTbiBaeMoOli B apyrnx BM. cermMeHTOB BUPTYasibHOW WHAPACTPYKTYPbl UAN CTOPOHHUX MH(OPMAaLNOHHbIX
cucrtem.

MpumeuvyaHune — Mog 60THETOM MOHMMAIOT pacnpefeneHHy0 KOMMbIOTEPHYIO CeTb, CO3JaBaeMylo HapyLluTe-
nem nytem BHeAPEHMA cneyuanbHOro BpegoHOCHOro MO B AOCTYMNHbIE, HO HE NPUHaANexalmne emy KOMMbIOTePbl U Bbl-
ynucnuTesnbHble cucTembl (B OCHOBHOM — KOMMbIOTEPbI, MOAKIIOYEHHbIE K CeTU VIHTEpHET), npegHasHaveHHyo As cornia-
COBaHHOro OAHOBPEMEHHOrO NPOBEAEHUA pacnpeeneHHO KOMNLIOTEPHON atakn Ha LienNeByto KOMMNbIOTEPHYIO CUCTEMY
(KOMNBLIOTBP-XEPTBY).
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5.17 Yrpo3sbl HeCaHKLMOHMPOBAHHOIO A0CTyNa K XpaHMMOli B BUPTya/ibHOM NMPOCTPaHCTBe
3aumuaeMmoii MHopmaynm

B CBA3M C MPUMeHeHWeM MHOXecTBa TexXHOMorMii BUpTyanusauun, npegHasHayeHHbIX Ans pa6oTbl C
JaHHbIMW (pacnpefenieHne AaHHbIX BHYTPU BUPTYasibHbIX W JIOTMUECKUX AMCKOB, pacnpefesieHve AaHHbIX
Mexay TakuMy OUCKaMu, pacrnpefesieHne AaHHbIX MexXAay (U3NYECKUMU U BUPTYaSlbHbIMU HaKOMUTENsMu
€[IMHOro AMCKOBOTrO MPOCTPAHCTBA, BblAesieHne 061acTeil AMCKOBOrO NPOCTPaHCTBA B BUAE OTAE/bHbIX ANC-
KOB 1 [ip.), MPaKTUYeCcKM BCe haiisibl XPaHSATCA B BUAE MHOXECTBa OTAE/bHbIX CerMeHToB. CriejoBaTe/lbHO, B
noAaBNsoLWeM 60/bLUMHCTBE C/ly4YaeB MOC/EAOBATENIBHOE UTEHUE AAHHbBIX C OTAE/IbHO B3ATOrO HOCUTENS He
Nno3BoNsiET HapywaTb KOHMUAEHLUMANIBHOCTL 3alMiLaeMoil MHOPMaLUM, XpaHUMOM B cUCTEMax XpaHeHus
[JaHHbIX. B CBA3M C 3TM Mepbl N0 06ecrneyeHnio KOHPUAEHUMAILHOCTU MHAhOpMaLMK, XpaHsleincs Ha oT-
[AeNbHbIX HAKOMUTENSX, NPAKTUUYECKN HE MPUMEHSIHOT.

TeM He MeHee npvMeHeHve MO U MHPOPMALMOHHBLIX TEXHOMOIMIA NO 06paboTke pacnpesesieHHON WH-
hopmaLumn No3BosISieT BOCCTaHAB/IMBAaTL LIe/IOCTHOCTL pacnpefenieHHbIX (hainfoB, coaepxallmx 3auiumiiae-
Myl0 MHpOpMaLMIO, Y TEM CaMbIM HapyllaTb ee KOH(PUAEHLNANBHOCTb.

5.18 Yrpo3sbl owmnboK 06HOBAEHUA rMnepsBmnsopa

[aHHble yrpo3bl CBA3aHbl C 3aBUCMMOCTbIO (PYHKLMOHNPOBAHNA KaXA0ro BUPTYasibHOro yCTpoicTBa 1
KaXXA0ro BMPTYa/I3NPOBaHHOrO cybbekTa AOCTyna, a Takke BCell BUPTyasibHOW WHPaCcTPyKTypbl (Min ee
4acTu, ecsiM UCNonb3yoT 60siee OAHOro rmMnepsnsopa) oT paboToCNnOCOBHOCTU runepsm3opa. HeKoOppekTHO
OBGHOBNEHHbIN TMNEPBU30P MOXET NPUBECTU K ANCKPeanTaunn PyHKLMOHNPYIOLWMX HA ero OCHOBE 3alUUTHbIX
MexaHU3MoB, npegoTepawatowmnx HCA k o6pazam BM. BO3MOXHbI yulep6 MOXeT 6bITb CBSI3aH C HapYyLUEHU-
eM KOoH(MAeHUMaNbHOCTN o6pabaTbiBaeMOoi C NOMOLLbIO AaHHbIX BM 3awuiiaemoil nHopmaymm, LenocT-
HOCTM NporpaMmm un AOCTYMNHOCTU PecypcoB AaHHbIX BM.

MpumeyaHne — OwnGKamMn 0GHOB/IEHUS TUNEPBU3OPA ABMAOTCA:

- cboun B npoLecce ero 06HOBNEHNS;

- 0GHOB/IEHUS, B XOe KOTOPbIX BHEAPAKTCS HOBbIE OLWNGKN B KO rMNepBuU3opa;

- 0GHOBNEHMSA, B X04€ KOTOPbIX B r'MNEPBU30OP BHEAPSETCS NPOrpaMMHbI/ KOZ. Bbi3biBalowmii HECOBMECTUMOCTb
rmnepBmu3opa co cpefoii ero hyHKLNOHNPOBaHUSA:

- Apyrve UHUMAeHTbl 6e30nacHOCTU MHopMaLumn, Nnponucxoasiune B npoLecce o6HOBMEHUA rMnepBu3opa.

6 OCO6eHHOCTM 3aWUTbl MHpOPMaL UK NPU UCMOIb30BAHUMN TEXHOJOTUA
BUpPTYyanmsayuu

3awmTa nHopmaunm, obpabaTbiBaeMoit B MUHhOPMaUMOoHHbIX cuctemax (MIC). NOCTPOEHHbIX C UCMNOSb-
30BaHMEM TEXHOJIOTNA BUPTyasinsaumm, obecneymBaeTcs BbINOHeHWEM TpeboBaHuii K mepam 3U (Tunosast
CTPYKTypa Takol cucTeMbl NpeactaBsieHa B NpunoxeHun B). B uenom mepbl 3 aHanornyHbl Mepam, npu-
MeHsiembIM B VIC. He MCNOb3YIOWMX TEXHONOTUIO BUpTyanu3aumu. [lasnee npusefeHbl crneymduyeckne mepbl
31, gononHUTeIbHO NPUMEeHSAeMble NPU UCMO/Ib30BaHUN TEXHOOTMIA BUPTyan3aumm.

Mepbl 3/ pa3geneHbl Ha HECKOMIBKO rpynn B 3aBUCMMOCTW OT 06bekTa 3aliuThbl.

B cBA3M C TeM. 4YTO 3aWULEHHOCTbL MHAIOpPMaLuMK onpeaensetca TpeboBaHUSAMK, BapbUpyeMbIMKU MO
YPOBHIO 1 rNy6uHe B 3aBUCMMOCTM OT Knacca 3awuiueHHOCTn WVIC, NOCTPOEHHbIX B TOM 4YMC/le C MOMOLLbIO
TexXHONorii BUpTyanmsaumm, B HaCcTosILLEeM CTaHAapTe A1 Kax40ro o6bekTa 3awmTbl NpUBOAMTCS Habop Mep
3. cOOTBETCTBYHOLNI BbICWIEMY K/laccy 3aliueHHoCTn oT HCA,.

Mepbl 3U cnegyeT BblbMpaTb C y4eTOM Yyrpo3 6e30MacHOCTM, OCOGEeHHOCTEl NCNo/b30BaHNsA O6bEKTOB
3aWmnThl 1 AelicTBylOLLEro 3akoHodaTenbcTBa B ob6nactn 3. CBoAHble faHHble 06 yrpo3ax u mepax 3U. o6-
pabaTbiBaeMoli C MOMOLLbIO TEXHOMOMMIA BUPTyaninsaumm, npuBegeHbl B NpUIoXeHun B.

6.1 3awmTa CpeAcTB cO3f4aHuA U yNpaB/ieHUs BUPTYasibHO UHpacTPYKTypoii

MepamMu 3aWnTbl CPEACTB CO34aHUA 1 yNpaBieHns BUPTYasIbHON MHAIPACTPYKTYpOI SABNAIOTCS;

- aBTOMaTM4Yeckoe U3MeHeHre MaplipyToB Mepejayn CeTeBbIX MaKeTOB MexAy KOMMOHeHTamMu BUPTY-
a/IbHOI MHPACTPYKTYpPbI BHYTPY MMNepBU3opa;

- 6/10KMPOBKa A0CTyMNa K 06bekTaM BUPTYasibHOM MHMPACTPYKTYPbl ANsi Cy6bEKTOB A0CTynNa, He Mnpo-
weaLwmnx npoueaypy ayTeHTuukaumm;

- BbIsIBfIeHVE, aHaIM3 1 6/I0KNPOBaHNE BHYTPU BUPTYasIbHOW MHAIPACTPYKTYPbI CKPbITLIX KaHa/I0B nepe-
Aaun MHopMaumn B 06X0[ peasin3oBaHHbIX Mep 3/ Un BHYTPU pa3pelleHHbIX CETEBbLIX NPOTOKO/IOB;
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- 3awmMTa oT HC/J, K BBOAMMOW Ccy6bekTaMu A0CTyna, BXOASAWUMM B COCTaB BUPTYasIbHOW MHppacTpyK-
Typbl, ayTEHTUPMKALNOHHOW NHGopMaunmn:

- 3awmTa oT HC/J K XpaHsLweic B KOMNOHEHTax BUPTYa/IbHOW MHpPaCcTPYKTypbl ayTEHTUMNKALMOHHOMK
MHpopmaLmm o cybbekTax fOCTyna;

- naeHTUdUKauma n ayteHTumnkauma cybbLekToB 40CTyna Npu UX N0KasIbHOM UK yaaneHHoOM obpatle-
HUN K 06 beKTaM BUPTYaslbHOW MHADPACTPYKTYPbI;

- NOEHTUMMKaLNA N ayTeHTUMKaLNA CyObeKTOB A0CTyNa Npu OCyLWecTB/IEHUN UMW NOMbITOK AOCTYNa K
KOHCONSAM ynpaB/ieHUs napameTpaMmu annapaTHoOro obecneyveHus:

- KOHTPO/Ib BBOAA (BbIBOAA) MHpOopMaLmn B/U3 BUPTYyasibHYH(0) MHGpacTpyKTypy(bl);

- KOHTPO/1b BBOAA (BbIBOAA) MHOpMauun s/ns UC;

- KOHTPO/Ib [0CTyna CyOGbekToB AoCTyna K M30/MPOBaAHHOMY afpecHOMY MpPOCTPaHCTBY B MNaMATU
rmnepsunsopa;

- KOHTPO/Ib AOCTYNa Cy6bEKTOB AOCTYNa K N30/IMPOBaHHOMY aipeCHOMY MPOCTPaHCTBY B NaMsATH XOCTO-
BOVi onepaLuoHHOM CUCTEMBI;

- KOHTPO/b A0CTyna Cy6bEKTOB f0CTyNa K cpefcTBaMm KOHUIypupoBaHnsa BUPTYasIbHOrO annaparHoro
obecneyeHus;

- KOHTPO/b AOCTYNa Cy6beKTOB AOCTYNa K cpeAcTBaM KOHUIypupoBaHus runepeusopa n BM;

- KOHTPO/Ib AOCTyNa Cy6beKToB AOCTyna K cpefAcTBaM KOHMUIyprMpoBaHUS XOCTOBOW W/MAM rocTeBbIX
onepaumnoHHbIX CUCTEM;

- KOHTPO/b 3anycka runepsmnsopa U BM Ha OcHOBe 3afjlaHHbIX KpUTepmeB obecneveHns 6e30nacHoOCTU
06BbEKTOB 3aWnTbl (PeXnM 3anycka, TUN UCMNosib3yeMOro HoCUTeNa UT. 4.);

- KOHTPO/1b 3anycka XOCTOBOW U/MN roCcTEBbIX OMEpaLNOHHbIX CUCTEM Ha OCHOBE 3afaHHbIX KpUTepmes
obecneyeHns 6e30MaCHOCTM 06BEKTOB 3aluUTbl (PEXMM 3anycka, TUN UCNOoNb3yeMOro HocuUTensa U T. 4.),

- KOHTPO/Ib NepeAayn CnyXebHbIX MHPOPMALNOHHBIX COO6LEHNA, NepefaBaemMbiX B BUPTyaslbHbIX Ce-
TAX XOCTOBOW ONepaLnoHHOl CUCTEMBI, MO CrIeAYyHOLWNM XapakTepucTkaMm; cocTaBy, 06bemy 1 ap.:

- KOHTPO/1Ib Pab0TOCNOCOBHOCTU AYHNNPYIOLMX KMHOYEBbLIX KOMMIOHEHTOB annapaTHoro obecneyvexus AC;

- KOHTPO/Ib Pa60TOCNOCOBHOCTHM Ay 6/IMPYIOLLMX K/THOUEBBIX KOMMOHEHTOB BUPTYa/lbHOM MHADPACTPYKTYPbI;

- KOHTPOJ1b L,e/IOCTHOCTN KOMMOHEHTOB, KPUTUYECKUN BaXKHbIX A1 (DYHKLMOHNPOBaHUS runepesusopa 1 BM;

- KOHTPO/Ib LENOCTHOCTM KOMMOHEHTOB, KPUTUYECKN BaXHbIX A9 DYHKLUMOHMPOBAHUS XOCTOBOW U ro-
CTEBbIX ONePaLMOHHbIX CUCTEM:

- KOHTPO/1b Le/IOCTHOCTM MUKPONPOrpaMMHOro obecrneyeHuns annapaTHon yactu UC;

- MOHUTOPWVIHT 3arpy3kn MOLLHOCTel (hrn3nyeckoro n BUpPTyasibHOro annaparHoro obecnevyeHus;

- obecrneyeHne BO3MOXHOCTM Hac/nefoBaHUA YCTaHOBJIEHHbIX Ha YPOBHe ynpas/ieHus npas [ocTyna
Cy6BLEKTOB fOCTyna K o6bekTam AOCTyna Ha ypoBHe BUPTyasiM3aumm n 060pyaoBaHus;

- obecneyeHne N30M9LMM Pa3INYHbIX NOTOKOB AaHHbIX, NepeaBaemMbiX U 06pabaTbiBaeMbiX KOMMNOHEH-
Tamun BUPTYaslbHOW MHAPACTPYKTYPbl XOCTOBOW ONepaLOHHOM CUCTEMbI:

- obecneyveHne MOA/IMHHOCTU CeTeBbIX COeAMHEHWUI (CeaHCOB B3aMMOAENCTBMUSA) BHYTPU BUPTYasIbHOW
MHPACTPYKTYPbI, B TOM Yncne AN 3awuTbl OT NOAMEHbI CETEBbIX YCTPOCTB U CEPBUCOB;

- OTK/IIOYEHNE HEUCNOJIb3yeMbIX CETEBbIX MPOTOKOSIOB KOMMOHEHTaMW BUPTYasibHOW WHMPaCTPYKTYpbI
XOCTOBO/i ONepaunoHHON cucTembl;

- NpeAoTBpPaLLEHNE 3a4EPXKM WU NPePbIBaHUSA BbINOSIHEHUS B BUPTYa/IbHOW MHPPACTPYKType npouec-
COB C BbICOKUM MPUOPUTETOM CO CTOPOHbI MPOLLECCOB C HU3KMM MPUOPUTETOM;

- NpefoTBpaLleHne 3a4epXKn Uav npepbiBaHUA BbINOSTHEHWS npoueccoB BM ¢ BbICOKMM NpropuTeToM
CO CTOPOHbI Npoueccos BM ¢ HU3KMM NpUopuUTETOM;

- MPUMEHEHNE VHAMBUAYA/IbHbLIX MpaB AOCTyna K 06bekTam A0CTyna CyGbekToB AOCTyna A1t O4HOro
W11 COBOKYMHOCTN KOMMOHEHTOB BUPTYa/IbHOW UHAPACTPYKTYpbI;

- MpOBepKa Ha/IMYNA BPeAOHOCHbIX NPOrpaMm B 3arpy30oyHbIX 061acTaX MallMHHbIX HOcuTenel nHdop-
Maunun. NoaxKMYeHHbIX K UNC;

- MPOBeEpPKa Ha/INUNSA BPeAOHOCHbIX NPOrpaMm B MUKPONPOrpaMMHOM o6ecneyeHnm om3nyeckoro n Bup-
Tya/lbHOro annapaTrHoro obecneveHus;

- MpOBepKa Ha/IMUNA BPefOHOCHbIX Nporpamm B hanax koHdurypauumn runepsusopa n/mnav BM;

- NPOBEPKa Ha/IN4MA BPEAOHOCHbLIX Mporpamm B chalinax KoHdurypauum xXxocToBOW M rocTeBbIX onepa-
LMOHHbIX CUCTEM;

- MpOBepKa Ha/IMUNA BPeSOoHOCHbIX NporpaMm B doalinax-oépasax BupTyannsosaHHoro MO n BM. a Tak-
Xe dhalinax-obpasax, UCNosib3yemMbix A5 obecrneyeHnss paboTbl BUPTYasbHbIX (haii/loBbIX CUCTEM;
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- NpoBepka onepaTMBHON NaMaATN 1 palifioBol cucTeMbl rmnepeusopa u/unu BM Ha Hanvune BpegoHoC-
HbIX NporpamMmm;

- NpoBepKa onepaTtvBHOM NamMATU 1 haiIoBO CUCTEMbI XOCTOBOW M/MN FOCTEBLIX ONEPaLNOHHBIX CU-
CTEM Ha Hannyune BPefOHOCHbIX Nporpamm;

- pasmelleHne CEHCOPOB U/MNN AATYMKOB CUCTEM OBOHapyxXeHusa (NpefoTBpaLLeHnsn) BTOPXeHN B BUP-
TyaJlbHOM annapaTHOM obecneyeHuu;

- pa3MellieHie CEHCOPOB W/WN JaT4MKOB CUCTEM OOHapyxeHus (NpefoTBpaLleHns)) BTOPXEHW B ru-
nepsusope n/unn BM;

- pasmelleHne CeHCOpOoB U/MNN AaTYNKOB CUCTEM OGHapyXeHus (NpeaoTBpalleHns) BTOPXEHMIA B XO-
CTOBOI U/MNN TOCTEBBIX OMNEepPaLMOHHbIX CUCTEMAX;

- perncTpaums v y4deT 3anycka (3aBeplueHus) paboTbl KOMMIOHEHTOB BUPTYa/IbHOW MHpPacTPyKTypbl;

- perucTpauus Bxoga (Bbixoga) cyb6beKToB focTyna B/1U3 runepsusop(a) n/nnn BM;

- perucTtpaumsa Bxoga (Bbixoaa) Cy6obeKTOB A0OCTYyNa B/U3 XOCTOBYHO(0OW) U/unmn rocteBble(x) onepaumoH-
Hble”\) cucTembl (cucTem);

- perncTpauus 3anycka (3aBeplueHuss paboTbl) rmnepsusopa n/mav BM. nporpamMmm 1 npoL,eccoB B runep-
Bu3ope n/mnun BM;

- perucTpauus 3anycka (3aBeplueHns paboTbl) XOCTOBOW U/MNN FTOCTEBbIX OMNepaLOHHbIX CUCTEM, NPO-
rpamMm 1 NpoLLecCOB B XOCTOBOW U/MN TOCTEBbIX OMEPaLMOHHbIX CUCTEMAX;

- perncTpaums n yyet U3MEHEHWIA B cOCTaBe NpPorpaMMHoOl 1 annapatHoi Yactu NC Bo Bpems ee DyHK-
LMOHMPOBAHUA M/ B Nepuog ee annaparHoOro OTK/IYeHNS;

- perucTpauua n3MeHeHur npaBua AOCTyNa K BUPTYya/lbHOMY annapaTtHoMy o6ecneyveHuto;

- perncTpaums U3MeHeHuit coctaBa 1 KOHpUrypaumm BUPTYasIbHOrO annapaTHoOro o6ecrneyeHus;

- perncTpaums n3meHeHuit coctasa 1 KoHdurypauumn BM;

- perucTpauua mameHeHut coctasa MO n BMPTyasibHOro annaparHOro o6ecrneyeHWs B runepesusope
nivnn BM;

- perncTpaums n3MeHeHuii coctasa MO 1 BUPTYasIbHOrO annaparHoOro o6ecneyvyeHnss B XOCTOBOM w/vnu
rocTeBbIX OMepaLnoHHbIX CUCTEMAX;

- perucTpauua M3MeHeHus npaswua JocTyna K nHgopmaumm orpaHUYeHHOoro AoCTyna, XpaHMmon 1 o6-
pabaTbiBaeMoli B runepsusope n/vnn BM;

- perncTpaums M3MeHeHus nNpasua JocTyna K MHopMaunm orpaHMYeHHOro AoCcTyna, XpaHMMOW 1 06-
pabaTbiBaeMoli B XOCTOBOM W/UK FOCTEBbLIX ONEPaLMOHHbIX CUCTEMAX;

- pe3epBMpOBaHMe MPONYCKHOW CNOCOBHOCTM KaHana CBA3W ANA obecrneyeHns cTabu/ibHOro B3anMo-
OelicTBMS Mexay KOMMNOHEeHTaMN BUPTYa/IbHOW MHMPACTPYKTYPbl BHYTPY rMNepBr3opa;

- pe3epBHOE KOMMpOBaHWe 3alulaemori nHpopMmauumn B runepensope n/mnn BM. xpaHnmoii Ha cunsu-
YeCKNX N/ BUPTYasibHbIX HOCUTENAX MHAOPMALMK;

- pe3epBHOe KoNMpoBaHue 3aluiiaeMor NHopMaumn B XOCTOBOM N/MNN FOCTEBbIX ONepPaLMOHHbIX CU-
cTeMax. XpaHUMOUi Ha U3NYeCcKUX U/Mnn BUPTYyasIbHbIX HOCUTENSX MHAOPMaLnK;

- pesepBHOe KOMMpoBaHne N3N4eckoro n/mnm BUpPTyasibHOro AUCKOBOIO NPOCTPaHCTBa, UCNONb3yeMo-
ro AN XpaHeHus XypHanoB cob6bITUI rmnepeusopa n/vnm BM;

- CBOEBPEMEHHOE 06HapyXXeHne 0TKa30B KOMMNOHEHTOB BUPTYa/IbHOW MHPPaCTPYKTYpbI:

- co3fgaHue (MMUTauus) JIOXKHbIX KOMMNOHEHTOB BUPTYa/IbHOW MHAPACTPYKTYpbl, NpeAHasHauyeHHbIX Ans
obHapyXeHus, peructTpauun naHannsa geicTBui HapyLuMTenein B npoLecce peasmsaunmn yrpos 6e3onacHocTu;

- CTUpaHne ocTaToYHONM MHopMaLmn, obpa3sylolencs nocne yaaneHnus AaHHbIX, obpabaTbiBaeMbIX B
BUPTY&/IbHOM MHADPACTPYKTYype, cofepxalmx nHhopmMaumo orpaHUyeHHoro gocTyna.

- CTMpaHue ocTaTo4yHOol UHopMauun, obpasytolelica nocne ygaieHns gaHHbIX, cofepXatnx nHgop-
MaLuio orpaHn4eHHoro 4ocTyna, B runepsusope u/vnvn BM;

- CTUpaHue OCTaToYHON MHdopMaLmm, obpasylowencsa nocne yganeHnsa gaHHbIX, cogepxawmx nHgop-
MaLuio OrpaHMYeHHOro 4oCTyna, B XOCTOBOW W/MAN roCTeBbIX ONepaumoHHbIX CUCTEMAX;

- CTMpaHue OCTaToO4YHOW MHdopMauun, obpasytloulelica nocne ygasneHns gannos, cofepxawmx Ha-
CTpoOlikn BUpTyanu3oBaHHoro MO 1 BUPTya/ibHOro annapaTHoro obecneveHus;

- ynpas/ieHVe JOCTYNOM K annaparHoMy obecneyeHntio VIC. KOHTPOb NOAKIOYEHUSA (OTK/IHOYEHUS) Ma-
LUMHHBIX HOCUTEsNel nHopmaLmm,

- ynpas/ieHVe 3anyckom (o6palleHnsiMn) kKoMnoHeHToB MO. B TOM 4yuc/ie onpeefieHne 3anyckaeMblxX
KOMMOHEHTOB, HACTPOiiKa NapameTpoB 3arycka KOMMNOHEHTOB, KOHTPO/1b 3a 3arMyCKOM KOMMOHeHTOB [10;
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- ynpaBJ/ieHMe YCTaHOBKOM (MHCTannsaumei) komnoHeHToB MO. BXOAALWEro B COCTaB BUPTYa/IbHOW WH-
PpacTpyKTypbl. B TOM 4YncCne onpegeneHne KOMNOHEHTOB, Noanexawmx ycTaHOBKe, HacTpolika napameTpoB
YCTaHOBKWN KOMMOHEHTOB, KOHTPO/1b 3a YCTaHOBKOW KOMMNoHeHToB [0O;

- yCTaHOBKa (MHCTaNNSAUmMs) TONbKO pa3peLleHHoro K UCNosib30BaHUIO B BUPTYasibHOW MHpacTpyKType
MO n/vnn ero KOMNOHEHTOB;

- mnbTpauns ceteBoro Tpaduka Mexzay KOMMOHeHTaMu BUPTyalbHOW MHPACTPYKTYpPbl U BHELUHUMUN
CeTsIMMN XOCTOBOW OnepaumoHHOW CUCTEMbI, B TOM YUC/Ie CETAMU O6LLEro NO/b30BaHUs;

- hunbTpaumnsa ceteBoro Tpadmka OT/K KaXXAol rocTeBol onepaLoHHOM cucTembl(e).

6.2 3awmnTta BUPTYyasibHbIX BbIYNCANTENIbHbIX CUCTEM

Mepamu 3amTbl BUPTYa/IbHbIX BbIYUCINTESIbHbLIX CUCTEM SABAKOTCS;

- 6/10KMpOBKa [0CTyNna K 06beKTaM BUPTYaslbHOW MHPACTPYKTYpbl A5 Cy6beKkToB A0CTyna, He npo-
WeALWmMX npoueaypy ayTeHTUduKaumm.

- 3awmTa ot HC/, K BBOAMMOI Ccyb6bekTaMu AOCTYyNa, BXOAALWMMM B COCTaB BUPTYas/IbHON MHAPaCTPyK-
Typbl. ayTEHTUNKALMOHHOW NHGOpMauunm;

- 3awmTa oT HC/Jl K XpaHsLuelica B KOMNOHEHTax BUPTYa/IbHOM MHPaCTPYKTYpbl ayTEHTUMINKALMOHHOM
MHpopMaL MM o cybbekTax 4ocTyna;

- MAeHTUMKaLMA 1 ayTeHTUUKauusa cybbekToB 4OCTyNa Npyu NX JIOKaSIbHOM Unv yaaneHHoM obpatye-
HUN K 06 beKTaM BUPTYa/lbHOW MHAPACTPYKTYPbI;

- KOHTPO/Ib AOCTyna Cy6BLEKTOB A0CTyna K W30/IMPOBaHHOMY aApecHOMY MpPOCTpaHCTBY B MNamaTu
rmnepBusopa;

- KOHTPO/Ib AOCTYNa Cy6bekToB AOCTYNa K N30/IMpPOBaHHOMY apPeCHOMY NPOCTPaHCTBY B NamMsATU XOCTO-
BOW OnepaunoHHOWN CUCTEMbI;

- KOHTPO/Ib OCTYNa CY6BLEKTOB A0CTYNa K CpeAcTBaM KOH(UIypupoBaHus runepsmsopa n BM;

- KOHTPO/Ib AOCTyna Cyb6bekToB AO0CTyna K CpeAcTBamM KOHM(UIypMpoBaHUA XOCTOBOM W/MAWN FOCTEBbIX
onepayyMoHHbIX CUCTEM:

- KOHTPO/Ib JOCTyNa Cy6bEKTOB AocTyna K haiinam-o6pasam BupTyanmsoBaHHoro MO n BM. a Takxke
hainam-o6pasam, MCrnonNb3yemMbIM 418 obecneyeHnss paboTbl BUPTYasIbHbIX (DaI0BbIX CUCTEM;

- KOHTPO/Ib 3arnycka rmnepsusopa u BM Ha OCHOBe 3afaHHbIX KpuTepreB obecrneveHns 6e3onacHOCTU
06BEKTOB 3aWMTbI (pPexurmMa 3anycka, Tuna Ucrnosib3yeMoro HocuTens u T. 4.);

- KOHTPOJIb 3amnycka XOCTOBOI M/MAN FOCTEBbIX OMepPaLMOHHbIX CUCTEM Ha OCHOBe 3aaHHbIX KpuTepues
obecrneveHns 6e30MacHOCTU 06BLEKTOB 3alUThl (PeXnMa 3anycka, TMna 1UCnosib3yemMoro HocutTens N T. 4.);

- KOHTPO/1b Le/IOCTHOCTU KOMMOHEHTOB, KPUTUYECKM BAXHbIX 4151 (DYHKLMOHUPOBaHWs rnnepeumsopa n BM;

- KOHTPO/Ib Le/IOCTHOCTM KOMMOHEHTOB, KPUTUYECKN BaXHbIX A151 PYHKLMOHMPOBAHUS XOCTOBOW U ro-
CTeBbIX ONepPaLMOHHbIX CUCTEM;

- KOHTPO/Ib Le/IOCTHOCTU halinoB., coAepxXallinx HaCTPONKN BUPTyainsoBaHHoro MO n BM:

- KOHTPO/Tb Le/IOCTHOCTM (hali/ioB-06pa3oB BUPTyasin3oBaHHoro MO n BM. a Takxe caitnos-o6pas3os,
ncnosb3yembix 415 obecneyeHns paboTbl BUPTYaslbHbIX (Dali/IoBbIX CUCTEM;

- NpefoTBpaLleHne 3aePXKN UK NpepbiBaHUsA BbINO/HEHMSA NpoLeccoB BM C BbICOKMM MPUOPUTETOM
CO CTOPOHbI NpoLeccoB BM ¢ HU3KMUM NPUOPUTETOM:

- MPOBEpPKa Ha/IM4Ms BPeAOHOCHbIX MPOrpaMm B MUKPOMPOrpaMMHOM o6ecneyeHmnm om3nyeckoro n Bup-
Tya/IbHOrO annapaTtHoro obecneveHus;

- NPOBEpPKAa Ha/INUMA BPeAOHOCHbIX NporpaMm B chalinax koHurypaumm runepsusopa n/mnm BM;

- NPOBEPKa Ha/IN4MA BPEAOHOCHbIX Mporpamm B dhaiiiax KoHdUrypauum XoCTOBOW M roCTeBbIX onepa-
LMOHHbIX CUCTEM;

- NpoOBepKa Ha/Muma BPeAOHOCHbIX NporpamMm B dpaiiax-o6pasax BupTyasimsosaHHoro MO 1 BM. a Tak-
Xe halinax-obpasax, UCNosiblyemMbixX Ans obecrneyveHns paboTbl BUPTYyasibHbIX (haii/loBbIX CUCTEM,

- NPOBepKa onepaTVBHOM NamMsaTK 1 hainioBo cucTeMbl rmnepeusopa u/unm BM Ha Hannuune BpefoHoC-
HbIX NPOrpamm;

- MpoBepKa onepaTUBHOW NamATU U haiNIOBON CUCTEMbI XOCTOBOM W/MMN TOCTEBbLIX ONEPALMOHHbIX CU-
CTEM Ha Ha/mune BPefOHOCHbIX NPOrpamMm;

- pa3MelleHie CEHCOPOB WU/W/IN JAaTUMKOB CUCTEM OBHapyxXeHus (NpefoTBpaLleHnsi) BTOPXEHWI B BUP-
Tya/lbHOM annapaTtHoOM obecneyeHunn:

- pa3MelleHie CEHCOPOB U/MAN AaTUMKOB CUCTEM OGHapYXeHUs (npefoTBpalleHnst) BTOPXEHUA B ru-
nepsusope n/unn BM;
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- pa3melleHe CeHCOPOB M/MNN AaTYMKOB CUCTEM OGHapyXXeHus (NpeAoTBpPaLLeHNs]) BTOPXEHU B XO-
CTOEOW WU/MNN rocTeBbIX ONEPaLMOHHbIX CUCTEMAX;

- perucTtpaumsa Bxoga (Bbixoaa) CyobekToB AOCTyna B/u3 runepsusop(a) n/vnv BM;

- perucTpauusa Bxoga (Bbixoaa) cybbekToB AOCTyna B/M3 XOCTOBYH(OM) u/mnun rocteBble(X) onepaumoH-
Hble”\) cucTeMbl (CUCTeMm);

- perucTpauus 3anycka (3aseplueHns paboTbl) runepsnsopa u/mnm BM. nporpaMmm 1 npoLLeccos B runep-
Bu3ope u/nnm BM;

- perucTpaums 3anycka (3aBepLueHns paboTbl) XOCTOBOW U/MNN FTOCTEBbLIX OMNepaLOHHbIX CUCTEM, NPO-
rpamMm 1 NpoLLecCOB B XOCTOBOW U/MN TOCTEBbIX OMEPaLMOHHbIX CUCTEMAX;

- perucTpauusa M3MeHeHur npas AocTyna K darinam-o6pasam BupTyainsosaHHoro MO 1 BM, a Takxe
thaninam-o6pasam, Ucnonb3yembiM 4151 o6ecnedeHnss paboTbl BUPTYasbHbIX (hai/loBbIX CUCTEM,

- perncTpaums U3MeHeHuit NpaBua 4OCTyNa K BUPTya/lbHOMY annapaTrHOMy o6GecrneyeHuto;

- perncTpaums nameHeHuin coctasa n KoHdurypauum BM.

- perucTpauua mameHeHut coctasa MO n BMPTYyasibHOro annapartHoOro ob6ecrneyeHns B runepsusope
nivnn BM;

- peructpaums n3MeHeHuin coctasa MO 1 BMPTyasIbHOrO annapaTrHoro obecrnevyeHnss B XOCTOBOW u/mnm
rocTeBbIX OMNepaumoHHbIX CUCTEMAX;

- perncTpaums UsMeHeHusi Npasua J4ocTyna K MHpopMaLmm orpaHMY4eHHOro A0oCcTyna, XpaHMMon 1 06-
pabaTbiBaeMoli B runepsusope n/mnm BM;

- perucTpauua M3mMeHeHus npaswua focTyna K nHopmaumm orpaHU4eHHOro AoCTyna, XpaHMmoi n o6-
pabaTbiBaeMoli B XOCTOBOW W/WUN rOCTEBbIX ONEPALMOHHbIX CUCTEMAX;

- pesepBHOe KOMMpOBaHWe 3aluliaemort nHpopmauumn B runepernsope n/mnn BM. xpaHnmoii Ha cunsu-
YeCcKnX u/mnn BUPTYyasIbHbIX HOCUTENAX UHOPMaLUK;

- pe3epBHOE KOMMpPOBaHWe 3aluwaemMoi MHopMauun B XOCTOBOM W/MAM rOCTEBbIX OMepPaLMOHHbIX
cucTemax, XpaHUMol Ha hnsnyeckmx nmam BUpPTyasibHbIX HOCUTENSX MHOPMaLmK;

- pe3epBHOe KonupoBaHue halinoB-06pa3oB BUpTyasimsoBaHHoro MO 1 BM, a Takxe arinoB-o6pasos,
MCMob3yeMbIX A/15 o6ecnevyeHns paboTbl BUPTYasibHbIX (0ali/loBbIX CUCTEM:

- pesepBHOe KOMMpoBaHne N3NYEeCKOro N/unn BUPTYasibHOro AUCKOBOIO NPOCTPaHCTBa, UCMOb3yeMo-
ro AN XpaHeHus XypHanoB co6bITUl rmnepsusopa n/vnm BM:

- co3fgaHue (MMUTauUs) JIOXKHbIX KOMMNOHEHTOB BUPTYas/IbHOW MHAIPACTPYKTYpPbl, NpeAHasHauyeHHbIX ans
obHapyXeHus, pernctTpauun naHannsa gencTeuii HapyLuMTenein B npoLecce peanvsaunmn yrpos 6e3onacHocTu;

- CTUpaHue oCTaToYHON MHdopMaLmm, obpasyrowencs nocne yaaneHnsa gaHHbIX, cogepxawmx nHgop-
MaLMio OrpaHMyYeHHOoro A4ocTyna, B runepsusope wn/unm BM;

- CTUpaHne OCTaToYHOI MHopMaLmn, o6pa3yloLeiics nocne yaaneHnsa faHHbIX, coaepxalmx nHgop-
MaL Mo OrpaHMyYeHHOro A40CTyna, B XOCTOBOM U/UAN FOCTEBbIX ONepaLOHHbIX CUCTEMAX;

- CTMpaHue ocTaTouyHoW nHdopMauumn, obpasytowelica nocne yganeHus dainos-o6pa3os BM. B koTo-
pbIx obpabarbiBanacb MHOPMALMSA OrpaHNYeHHOro A0CTyNa;

- yCTaHOBKa (MHCTaNSaumnsa) TONIbKO paspeLleHHOro K NCNosib30BaHMIo B BUPTYasibHOW UHPaCTPYKType
MO n/nnn ero KOMMNOHEHTOB:

- unbTpaunsa ceTeBoro Tpaduka oT/K Kaxaor rocTeBoi onepaumoHHOR cuctemsbi(e);

- WwndpoBaHue haiinioB-06pa3oB BUpTyasinsoBaHHOro MO n BM. a Takxe ¢haiinoB-06pa3os, UCNO/b3ye-
MbIX 4151 o6ecrneyeHns paboTbl BUPTYa/TbHbIX haiifloBbIX CUCTEM, COAEPXALLNX NHIDOPMALMIO OrpaHUYEHHOro
poctyna.

6.3 3awuta BUPTyasibHbIX CUCTEM XPaHEeHUs AaHHbIX

Mepamu 3aWnTbl BUPTYa/TbHbIX CUCTEM XPaHEHMWsI AaHHbIX SBAAIOTCA:

- aBTOMaTM4YeCcKoe BOCCTAaHOB/IEHNE PabOTOCNOCOGHOCTU CUCTEMbI XPaHEHUST AaHHbIX, NOAKIOUYEHHOM K
BUPTYa/IbHOM UHPPACTPYKTYpE, B C/lydyae 0TKasa OAHOIO W/ HECKOSIbKMX €€ KOMMOHEHTOB;

- 6/10KMPOBKA AOCTyNa K 06bekTaM BUPTYasibHOM MHMPACTPYKTYPbl A58 CyGbEKTOB AOCTYyNa, He Mnpo-
WweALmnx npoueaypy ayTeHTudukaumm;

- 6/10KMPOBKA A0CTyMNa K 06bekTam BUPTYasibHOM MHMPACTPYKTYPbl A1 CyGbEKTOB AOCTYNa, He Mnpo-
WweaLWwmnx npoueaypy ayTeHTunkauum;

- 3awmTa ot HC/] K BBOAMMOIA Cy6bekTaMm A0CTyna, BXOAAWMMI B COCTaB BUPTYas/IbHON MH(PaCTPyK-
TYpbl. ayTeHTU(MKALNOHHOW MHdopMaumu;

- 3awmTa oT HC/, K XpaHsaLwelica B KOMMOHEHTaX BUPTyasibHOW MH(PACTPYKTYypbl ayTEHTUUKALMOHHO
HdopMauun o cybbekTax goctyna:
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- naeHTUdUKauma 1 ayTeHTudukaumnsa cybbekToB 4oCTyna npy nx JI0OKaslbHOM Wan yaasieHHoMm obpatye-
HUN K 06 beKTaM BUPTYasIbHOV MHPPACTPYKTYpbI;

- KOHTPO/Ib BBOAA (BbIBOAA) MHpopMaLmn B/M3 cucteMy(bl) XpaHeHUs faHHbIX, BXO4sALWYO(ei) B cocTaB
BUPTYa/IbHOW MHPACTPYKTYpbI;

- KOHTPO/Ib A0CTYyMNa Cy6bekToB AOCTYNa K cpeAcTBamMm KOH(UTYPUPOBaHUS CUCTEMbI XPaHEHUS AaHHbIX,
BXOZsLLEel/ B cCOCTaB BUPTYa/IbHOW MHPPACTPYKTYpbI;

- KOHTPO/Ib AOCTyNna Cyb6bekToB AocTyna K daiinam-obpasam BupTyanmsosaHHoro MO n BM. a Takxe
thalinam-obpasam, ncnonb3lyembiM Ans8 obecrniedyeHnss paboTbl BUPTYyasibHbIX (alisloBbIX CUCTEM;

- KOHTPO/Ib Pab0TOCNOCO6GHOCTU (M3HOLIEHHOCTN) MaLIUHHBIX HOCUTeNen MHpopmaL M, NOAKIHHEHHbIX
K BUPTya/ibHOV UHppacTpyKType, nepexoq Ha Ayb6nvpytoLlme npn Heo6xo4MMocTu;

- KOHTPO/1b Le/IOCTHOCTUN AaHHbIX, XpPaHUMbIX Ha MalMHHbIX HOCUTENAX MHopMauumn, NOAKNHOYEHHbIX
K BUPTyasibHOW MHppacTpyKType;

- KOHTPO/Ib Le/I0OCTHOCTU (haiisioB-06pa3osB BupTyanusoBaHHoro MO 1 BM. a Takxe paiinoB-o6pasos,
NCNoNb3yeMbIX ANA ob6ecnedeHns paboTbl BUPTYasibHbIX (halifioBbIX CUCTEM;

- obecrneyeHne foBepeHHbIX (3alWULeHHbIX) KaHana, mMaplpyTta nepegayvn faHHbIX B/M3 cuctemy(bl)
XpaHeHVs AaHHbIX, BXOAALLYO(ell) B cocTaB BUPTyasibHOM MHPaCTPYKTypbl;

- obecneyeHne NOANIMHHOCTM CETEeBbIX COeAVHEHWUI (CeaHCOB B3auMOAENCTBUS) BHYTPU BUPTYasibHOWN
MHPPaCcTPYKTYypbl, B TOM Yncrie 415 3aWwmnTbl OT NOAMEHbI CETEBbLIX YCTPOWCTB U CEpPBUCOB;

- NPOBepKa Ha/IM4ma BPeAOHOCHbIX MpOorpaMM B OnepauvoHHOW cpeje rmnepBmn3opa CUCTEMbI XPaHEeHNs
DaHHbIX;

- MpoBepKa Ha/IMuns BPefOHOCHbIX NporpaMm B dhalinax-o6pasax BMpTyainsoBaHHoro MO 1 BM. a Tak-
Xe dhalinax-obpasax, MCMO/b3yeMbIX A1 06ecneveHns paboTbl BUPTYyasibHbIX (DalifioBbIX CUCTEM;

- pasgeneHve AaHHbIX B 3aBMCUMMOCTU OT YPOBHSA KOHUAEHUMaslbHOCTU obpabaTtbiBaemoii mHdop-
Mauuu Mexgy KOMMOHEeHTaMU CUCTEMbl XpaHEeHUS [AaHHbIX, OTAe/IbHbIMU MalUMHHBbIMU HOCUTENSAMU UHAOP-
Mauun. BXOAALWMMN B COCTaB BUPTYas/IbHON MHMPPACTPYKTYpbl, IOTMYECKMMN AUCKAMU WX MeXAy nankammu
chaiinos;

- pa3MelleHre CUCTEMbI XPaHEHWS faHHbIX B 3aLULLEHHOM CerMmeHTe MHDOPMAaLNOHHOW CUCTEMbI;

- peructpauust nsmeHeHuli npas focTyna K MHopmaumn, XpaHsalelics B CUCTeMe XpaHeHUs AaHHbIX,
BXOASLLEN B COCTaB BUPTYa/IbHON MHAPaCTPYKTYpbl;

- perucTpauusi nsmeHeHuii npae AocTyna K dainam-obpasam BUpTyasimzoBaHHoro MO n BM. a Takxe
tharinam-o6pasam, MCrnonb3yembIM 418 obecneveHNss paboTbl BUPTYaslbHbIX PaiflIoBbIX CUCTEM;

- perncrpaumsa n3MeHeHun npaBua 4ocTyna K BUpTyasibHOMY U (hu3nyeckomy annapaTHoOMy obecrieye-
HUIO CUCTEMbI XPaHeHUs AaHHbIX;

- peructpauusi n3ameHeHuin coctasa v KOHdUrypauum BMpTyaslbHOTO 1 (OU3NYEeCKOro annaparHoro obe-
CneyvYeHns CUCTEMbI XPaHEHUS AaHHbIX;

- pe3epBHOE KONMpoBaHue haiinoB-06pa3oB BUpTyasinsoBaHHOro MO 1 BM. a Takxe daitnoB-o6pa3os,
Mcnosib3yemMbix A1 obecneyeHns paboTbl BUPTYaslbHbIX (Dali/IoBbIX CUCTEM;

- co3faHve (MMUTaLms) I0XKHbIX KOMMOHEHTOB BUPTYyaslbHOM UHMPPACTPYKTYpbl, NpegHasHa4yeHHbIX 415
0bBHapyXeHus, perncTpaunmn naHannsageiicTsBuin HapyLimMTene B npouecce peannsaumnm yrpos 6e3onacHocTu;

- ynpasJsieHve AOCTYMNOM K annapartHoOMy 06ecrneyeHnto CUCTEMbI XpPaHeHUs AaHHbIX, KOHTPOb NOAK/IO-
YeHVs (OTK/IHOYEHUS) MaLLVMHHBIX HOCUTe el nHdopMaunn k/oT BUPTyasibHOM NMHAPacTPyKType(bl);

- WwndpoBaHue aitnoB-06pa3osB BUPTyasim3osaHHoro MO 1 BM, a Takxke daiifioB-o6pa3os, UCNO/b3ye-
MbIX 019 06ecneyeHns paboTbl BUPTYa/bHbIX (Dain/ioBbIX CUCTEM, CoAepPXalMX NHCDOPMALMIO OrpaHNYeHHOro
pocTtyna.

6.4 3au.w|Ta BUPTYya/ZibHbIX KaHa/i0B nepepayvyn gaHHbIX

Mepamu 3aWuTbl BUPTYa/IbHbIX KAaHA/IOB Nepefayn AaHHbIX AB/ISOTCS:

- aBTOMaTMYeCKOEe BOCCTaHOBJ/IEHVE PA6OTOCNOCOGHOCTH CUCTEMbI XPaHEHUS AaHHbIX, NMOAK/THOUYEHHON K
BUPTYa/IbHOIM MHPACTPYKTYpe, B C/lyyaB 0TKasa OAHOTO UM HECKO/IbKUX ee KOMMOHEHTOB;

- aBTOMATMYeCKOoe M3MEeHeHMEe MapLUPYTOB MNepefaqyn CeTeBbIX MakeTOB MEXAY KOMMOHEHTaMu BUPTY-
aflbHOWM UHAPACTPYKTYpbl BHYTPU MMNEPBU30PA;

- 6/10KMpOBKa [0CTyNa K 06beKTaM BUPTYasibHOI MHPACTPYKTYpbl AN Cy6bEKTOB AOCTyna, He Mpo-
WeALWnx npoueaypy ayTeHTUMKaLuu;

- BbISIB/IEHUE, aHAIN3 U 6/I0KMPOBaHVe BHYTPU BUPTYa/IbHOW MHPPACTPYKTYPbIl CKPbITLIX KAHA/I0B nepe-
Aauv uHopmaLumn B 06xoa peanin3oBaHHbIX Mep 3/ Uiy BHYTpY paspeLleHHbIX CETEBbIX NMPOTOKOJIOB;
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- 3awmTa ot HCJl K BBOAMMOI Cy6bekTamm AOCTYNa, BXOAAWMMN B COCTaB BUPTYyaslbHOM MH(PaCTPyK-
Typbl. ayTEHTUPMKALWOHHOW MHopMauuu;

- 3awnTa oT HC/ K XpaHsLencs B KOMNOHeHTax BUPTya/lbHOV MHAPACTPYKTYPbl ayTeHTU(UKALMOHHOM
nHdopmauum o cyobekTax focTyna;

- MAeHTUMKaLNSA 1N ayTeHTUgUKaLUs Cy6bEKTOB AOCTYNa NpU UX JIOKa/IbHOM UK yaarieHHOM o6Gpaltle-
HUM K 06 beKkTam BUPTYya/ibHOW UHMPACTPYKTYPbI;

- KOHTPO/Ib Nepeaayun cryxebHbIX NHPOPMaLMOHHbIX COOOLLEHN, NepefaBaeMbliX B BUPTYaslbHbIX Ce-
TSIX XOCTOBOIi ONepaLMoHHOlM CUCTEMbI, MO CreAyWNM XapakTepucTmkam; coctaBy, 06bLemy u ap.;

- MOHUTOPWHT 3arpy3ky MOLLHOCTel (h1M3nyeckoro 1 BUpTYaslbHOro annaparHoro obecneyeHus;

- obecneyeHne N30MAUUN Pa3/IMYHbIX MOTOKOB AaHHbIX, NepegaBaemMbiX 1 06pabaTbiBaeMbIX KOMMOHEH-
TaMu BUPTYa/IbHOW UHPPACTPYKTYpPbl XOCTOBOW OnepaunoHHOW CUCTEMbI;

- obecrneyeHHO MOAJ/IMHHOCTU CETEBbIX COeAMHEHWUI (CeaHCOB B3auMOAENCTBUS) BHYTPY BUPTYaslbHOM
MH(PACTPYKTYPbI, B TOM YuMC/ie A8 3aWnTbl OT NOAMEHbI CETEBbLIX YCTPOWCTB 1 CEPBUCOB;

- OTK/II0UYEHNE HEeUCnosib3yeMblX CETEBbLIX MPOTOKO/IOB KOMMOHEHTaMU BUPTYa/IbHON MHAPACTPYKTYPbI
XOCTOBO/i OnepaunoHHOW CUCTEMbI;

- nepefaya M KOHTPO/b LE/IOCTHOCTU aTpubyToB 6e3onacHOCT (MeToK 6e30MacHOCTH), CBSA3aHHbIX C
MHdOpMaumer orpaHMYeHHOro AocTyna, obpabaTbiBaemMoii B BUPTYasibHOW MHPacTPyKType, Npu obmeHe
nHopmauymeii ¢ nHbIMn AC;

- pe3epBMpOBaHME MPOMNYCKHOW CMOCOBGHOCTM KaHana CBA3W ANA o6ecrneyeHns cTabusibHOro B3anMMo-
OelicTBUA MexZy KOMNOHEHTaMU BUPTYasibHOW MH(PACTPYKTYPbl BHYTPY rMNepBr3opa;

- co3gaHue (MMUTauUs) JIOXKHBIX KOMMNOHEHTOB BUPTYas/lbHOW MHAIPACTPYKTYPbl, NpeAHas3HauyeHHbIX A1s
obHapyXeHus, permctTpauun naHannsa geicTBuii HapyLumMTenein B npoLecce peanmsaunm yrpos 6e3onacHoOCTu;

- hunbTpaLma ceTeBOro Tpadmka Mexay KOMMOHEHTaMU BUPTYa/IbHON UHMPPACTPYKTYpPbl Y BHELUHUMU
CceTAMM XOCTOBOV ONepaLyoHHOM CUCTEMBI, B TOM YKC/le CETAMM O6LLEero nosib3oBaHus;

- unbTpaunsa ceteBoro Tpaduka OT/K Kaxaor rocteBoi onepaumoHHOR cuctemsi(e);

- lWndpoBaHne MHhOPMaLMK OrpaHNYeHHOro A0CTyna, nepegaBaemMoii No BUPTYasibHbIM U (OU3NYHECKUM
KaHasnaM CBA3W rMnepBM3opa;

- WndpoBaHme MHOPMaLMM OrpaHMYeHHOro AoCTyna, nepeaasaemoli No BUPTYa/lbHbIM U (hU3NYECKUM
KaHa/iaM CBS3U XOCTOBOI onepaLyoHHOl CUCTEMbI.

6.5 3awmTta oTAE/IbHbIX BUPTYyaslbHbIX YCTPOWCTB 06paboTKM, XpaHEHUsI 1 Nepefadn faHHbIX

Mepamu 3alnTbl BUPTYasibHbIX YCTPOCTB 06paboTkM, XpaHeHns 1 nepejayn faHHbIX SB/SOTCA:

- 6N10KMpPOBKa A0CTyNa K 06bekTam BUPTYaslbHOM MHPaCcTPYKTypbl A1 Cy6bEKTOB A0CTYMa, He npo-
weAWwnx npoueaypy ayTeHTudukaumm;

- 3awmTa oT HC/l K BBOAUMOW Cy6beKkTamu A0CTyna, BXOAALWMMN B COCTaB BUPTYyaslbHOM UHpacTpykK-
Typbl, ayTEHTUPMKALVWOHHOW MHopMauuu;

- 3awmTa ot HC/] K XxpaHsweiics B KOMNOHeHTax BUPTyasibHOl MHPPACTPYKTYpPbl ayTeHTU(UKALMOHHOA
MHbopmaumn o cybbekTax AoCTyna;

- ngeHTUMKaUNA 1 ayTeHTUdMNKaLnsa Cy6beKToB 4OCTyNa Npu Ux JIoKa/lbHOM UK yaasieHHOM obpaltie-
HUN K 06beKkTamM BUPTYasIbHOM MHGPaCTPYKTYpblI,

- KOHTPO/Ib JOCTYyNa Cy6bEeKTOB AOCTYyNa K cpefcTBaM KOH(OUIypupoBaHUs BUPTyasIbHOTO arnnaparHoro
obecneyeHus;

- KOHTPO/Ib AOCTyNa Cy6beKkToB AocTyna K daisam-o6pasam BupTyanmsoBaHHoro MO un BM. a Takxe
thainam-obpasam, UCnosib3yeMbiM A1 06ecneyeHnss paboTbl BUPTYasibHbIX (DaiifoBbIX CUCTEM;

- KOHTPOJIb Pab0TOCMOCOBHOCTY AYGANPYIOLMX K/HOUYEBbIX KOMMOHEHTOB BUPTYaU1bHOM MHMDPaCTPYKTYpbI;

- KOHTPO/1b LIe/IOCTHOCTY halifioB, coAepxalinx HacTpolikn BupTyannsosaHHoro MO n BM;

- MOHUTOPWHT 3arpy3kn MOLLHOCTel (PM3NYeCcKoro n BUpTYaslbHOro arnnaparHoro obecneyeHus;

- obecneveHne BO3MOXHOCTU HacsiefjloBaHUSA YCTaHOBJIEHHbIX Ha YPOBHE ynpas/ieHUs npas [ocTyna
Cy6BEKTOB AOCTyNa K 06beKkTam JOCTyna Ha YpPoBHU BUPTyasiM3aunmn 1 o060pyaoBaHNs;

- obecneyeHne NOAIMHHOCTU CeTeBbIX COeANHEHWI (CeaHCOB B3aMMOAENCTBUS) BHYTPU BUPTYalbHON
MHPAaCTPYKTYpbI, B TOM YMC/e ANSA 3alUTbl OT NOAMEHbI CETEBbLIX YCTPOMCTB U CEPBUCOB.

- OTK/IHOYEHVEe Heucnosib3yeMbiX CETEBbIX MPOTOKO/I0OB KOMMOHEHTaMU BUPTYasIbHOW MHMPaACTPYKTypbI
XOCTOBOV OnepaunoHHOW CUCTEMBI;

- NPUMeHeHne NUHAMBUAYa/IbHbIX NpaB AOCTyNa K 06bekTam AocTyrna Cyb6bekToB fOoCcTyna A/ 04HOro
W11 COBOKYMHOCTN KOMIMOHEHTOB BUPTYa/IbHOM MHPACTPYKTYpbl;

13
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- MPOBepKa Ha/IM4nsa BPeAOHOCHbIX MPOrpaMm B MUKPOMPOrpaMMHOM o6ecneyveHmnmn om3nyeckoro mn Bup-
TyaJlIbHOrO annapaTHOro obecnevyeHuns;

- pasgeneHune pr3nyecKnx pecypcoB Mexay KOMMOHEHTaMn BUPTYaslbHOW MHPACTPYKTYpbl B 3aBUCK-
MOCTW OT YPOBHS KOH(PUAEHLMaNTbHOCTM 06pabaTbiBaemMoli nHdopmauunu;

- pasmelleHne CEHCOPOB U/MNN faTYNKOB CUCTEM O6HapyXeHusa (NpefoTBpalleHns) BTOPXEHUA B BUP-
Tya/lbHOM annapaTHOM ob6ecneyeHuu;

- perncrTpaums u y4deT 3anycka (3aBepLieHuns) paboTbl KOMMNOHEHTOB BUPTYasibHOW MHAPACTPYKTYpbI;

- perncrpaumsa M yyeT U3MEHeHW B cocTaBe NMporpamMMHON M annapatHoi yacTteii IC Bo Bpems ee
PYHKLUNOHMPOBaHWA U/MNn B Nepuoy, ee annapaTHOro oTK/IH0YeHS;

- perncrpaums M3MeHeHui nNpaBua 4OCTyna K BUPTyaslbHOMY annapatHoOMy o6ecrneyeHuio;

- perncrpaumsa u3MeHeHui coctaBa U KOHUrypaunm BMpTyasibHOro annapaTrHoro obecneyeHus;

- peructpauusi nsMeHeHuli coctasa MO W BUPTYyasIbHOrO annapaTtHOro oGecnevyeHnss B rMnepBu3ope
nivnn BM;

- perncrpaumsa nsmeHeHun coctasa MO 1 BUPTyaNbHOro annaparHoOro obecnevyeHns B XOCTOBOM w/unu
rocTeBbIX OMepaunoHHbIX CUCTeMaX;

- pe3epBHOE KOMMpoOBaHue 3aluiaeMor nHhopmaunm, XpaHMMor Ha OM3NYECKUX U BUPTYasIbHbIX HO-
cuTensax nHdopmauunu;

- cBOeBpeMeHHoe 06HapyXeHne 0TKa30B KOMMOHEHTOB BUPTYas/IbHOM MHPaCTPYKTYpbl;

- co3fgaHne (MMUTaLms) NIOXHbIX KOMMNOHEHTOB BUPTYa/IbHOW MHAPACTPYKTYpPbl, NpeAHasHayeHHbIX A5
0b6HapyXeHus, perncTpaunmn naHannsageiicTsBuin HapyLimMTenei B npoLecce peannsaumnm yrpos 6e3onacHocTu;

-CTUpaHue OCTaToO4YHOW MHopmMauumn, obpasyiolleiica nocne yganeHvus daiinioB, cogepxawmx Ha-
CTPOWKN BUpPTYyann3oBaHHoro MO 1 BUPTyasibHOro annaparHoro o6ecneyeHus;

- ynpasrieHve JOCTYNoOM K annaparHoMy obecrnedeHnto VIC. KOHTPOb NOAK/IOHEHNS (OTKIOYEHMS) Ma-
LUMHHBIX HOCUTese MHhopMauun.

6.6 3awuTa BUPTYasibHbIX CPEACTB 3aWmnTbl UHpOPMALUM 1 CPEACTB 3aWwmnTbl nHOpMaL K,
npefHa3sHauyeHHbIX AJ1S UCMOMIb30BaHNUA B cpeae BUpTyanunsauunm

Mepamu 3awuTbl BUPTYa/lbHbIX CPEACTB 3awWmTbl MHhopMaLmm 1 CpeacTs 3awmTbl MHQOPMaUUn, npes-
HasHa4YeHHbIX A1 UCNONb30BaHNA B Cpefe BUpTyanusauuum, SBasoTcs;

- aBTOMaTnyeckoe BOCCTaHOBMEHWe Bcex byHKUMIA cpeacTe 3, Bxoaawmx B coctas UC;

- 3awmTa oT HC/ K BBOANMOW Cy6beKTamMmun A0CTyna, BXOAAWMMN B COCTaB BUPTYyaslbHOM MHpacTpykK-
Typbl, ayTEHTUMKALNOHHOWN NHOopMaLmny;

- 3awmTa ot HC/Jl K XpaHsLeica B KOMNOHeHTaxX BUPTYa/IbHOM NHPPaCTPYKTYpbl ayTeHTUdMKaLMOHHOM
MHdopMauUnmn o cyobekTax 4ocTyna;

- ngeHTUrKauma 1 ayTeHTuduKaumnsa cybbekToB 4OCTyna Npy nx I0OKa/IbHOM Unn yaasieHHoM obpatye-
HUN K 06beKkTaM BUPTYasiIbHOV MHPPACTPYKTYpPbI;

- obecneyeHne BO3MOXHOCTU Hac/Nefo0BaHUA YCTAHOBJ/IEHHbIX Ha YPOBHe Yyrpas/ieHusi npas [ocTyna
Cy6BLEKTOB flOoCTyna K o6bekTam AOoCTyna Ha YPOBHWN BUPTyasiM3aumm n 060pyaoBaHus:

- obecneyeHne AOBEPEHHbIX KaHana, Mapwpyta BHYTPU BUPTYas/lbHOW MHPACTPYKTYpPbl Mexay agmu-
HUCTPATOPOM. Mnosb3oBartesiem u cpegcteamun 3U (hyHKUMAMUM 6e3onacHoOCTU cpeacTts 3U).
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MpunoxeHue A
(cnpaBo4YHOE)

CxemMa B3auMOCBSI3M TEPMUHOB, NPUMEHsAEMbIX B 06/1aCTU BUpPTyanusayum

CxeMa B3avMOCBS3M TEPMUHOB, MPUMEHsieMbIX B 06/1aCTM BUPTyanusaumm, npejcrasreHa Ha pucyHke A.1.

PucyHok A.1
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MpunoxeHune b
(cnpaBo4yHOE)

TunoBas CTPYKTypa MHPOPMALNOHHOW CUCTEMBI,
NOCTPOEHHOW C UCMOIb30BaHUEM TEXHOJIOMNI BUPTYyannsaymm

Tunosas CTPYKTypa UHMOPMALMOHHON CUCTEMbI, MOCTPOEHHON C UCNO/Ib30BaHWEM TEXHOJIOTU BUPTyanusauuu,
npegcraBsieHa Ha pucyHke B.1.

YcnoBHble 0603HaYEHUs:

1*00 - dwm3nyecKuii NpoLieccop; - BUPTY&/IbHbIl MpoLieccop; - BUPTYa/IbHbI KOMMYTATOP;
raffi - dwsnueckan namvATb. - B/PTYa/lbHas NamsiTh, | Kosru» O - doanueckmii KOMMYTATOD;
lac«d - dmanueckmii HakonmTesb; 1:>0) - BUPTYa/TbHLIA HAKONUTESTb; - OGBEKTbI, NofyiexaLye
3aLTe NpU UCMo/L30BaHN
| oy ™ - dwm3nuyeckas ceTeBas KapTa; E? BYpTYa/IbHas ceTeBast KapTa; TEXHOSOMVIA BUPTYa/3aLym,
| 10 &b - chmsnUeckmiivexceTeBoaKpaH; | U3 - BYPTYanbHBIA MEXCETEBON 3KpaH; - kaHan nepefayn A3tbibIX
- huanyeckast BbMMC/IMTENBHAS CET; E S - aKTyanbHasi BbMUC/MTEbHAS CET;
PucyHok B.1
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MpunoxeHne B

FOCT P 56938—2016

CBOAHble AaHHble 06 yrposax v Mepax 3awmnTbl MHPOPMaL UK,
o6pabaTbiBaemMOii C MOMOLbIO TEXHOIOTNIA BUPTyanusauum

B pasgene 5 HacToAwero ctaHjapTa NnpuBeJeHa einHas HOMeHKaTypa yrpo3, KoTopble MOTyT 6bITb Bbi3BaHbl NPU-
MEHEHUEM TEXHOMOruii BUpTyanusauymu. OfHaKko Ha Hanmuume yrpos okasblBaloT BINSIHUE OCOBEHHOCTN 06paboTKM MHAOpP-
MauMn C NOMOLLbIO Pa3/INYHbIX 06EKTOB 3alnThl (MepevncrieHHbIX B pasjesne 4 HacTosiwero ctaHgapTa). O606ueHHas
cxema 3aBVCUMOCTU Ha/IMUNS YTPO3 OT UCMO/b3yeMbIX 06EKTOB 3alMThl NpuBeaeHa B Tabnvue B.1.

Ta6nunya Bl

Yrpo3sa 6e30MacHOCTV UHopmaLmm

Yrposbl atakM Ha akTuBHOe wu/unu
naccuBHOe BUpTyasibHOe W/mnn u-
3nyeckoe ceTeBoe o06opyaoBaHue
13 husmnyeckoli nmnun BupTyanbHoMN
cetn

Yrposbl ataku Ha BUpTyasibHble KaHa-
bl Nepegayu

Yrpo3sbl atakm Ha runepsusop us BM
nvnu punsnyeckolii cetn

Yrposbl ataku Ha 3awuuaeMmblie BUP-
Tya/lbHble YCTpOCTBa U3 BUPTYyasb-
HOW n/mnun dunsnyeckoii cetn

Yrposbl atakuM Ha 3auwuuaembie BM
1“3 BUPTYyanbHol u/mnu dusnyeckomn
cetn

Yrpo3sbl aTaku Ha 3awuwaembie BM
CO CTOPOHbI Apyrux BM

Yrposbl atakm Ha CUCTEMY XpaHeHUs
OaHHbIX U3 BUPTyanbHOW n/vnn du-
3n4eckoii cetn

Yrposa BbIxofa npouecca 3a npege-
bl BM

Yrposa HC/J, K gaHHbIM 3a npegena-
MV 3ape3epBUPOBAHHOIO afpecHoro
npocTpaHCcTBa, B TOM 4ucre Bblge-
NEHHOrO nog BMpTyasibHOe annapart-
Hoe o6ecneyeHune

Yrposa HapyleHns 13onsunn nonb-
30BaTe/IbCKNX AaHHbIX BHYTpY BM

CpepctBa
co3gaHva n
ynpas/fieHvsa
BUPTYa/IbHOM
MHApacTpyK-

Typoii

OtgenbHble BupTtyasnibHoe
OomMpTya/ibHbIC — cpefcTBo 3U u
ycTpolicTBa cpenctseo 3U.
06paboTkm, npegHasHaveH-
XpaHeHVs 1 HOe /151 UCMO/Tb-

nepefauv 30BaHuA BCpeae

[aHHbIX BUPTYa/M3aLmm
+ 4
+
4
+
+

17
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OKoHYaHue Tabnuybl B. 1

O6BEKT 3almTbl

OtgenbHble BUPTYa/IbHOE

Cpepcrea
BUPTY- BUPTY- BUPTYa/ibHble  cpeacTso 3U u
6 coshaHns v anbHasn abHas BUpTYa/ib- ycTpoiicTea cpeacteo 31
Yrpo3a 6e30nacHoCT¥ VHhopMaLmn yNpaBneHns ML KaHan ,
L BblMUC/M-  CUCTEMA 06paboTKK, npeaHasHaueH-
BUPTYa/1bHOW nepegaun
TeflbHas  XpaHeHus XPaHeHVsi 1 HOe AJ191 UCNosb-
VHbpacTpyk- AaHHbIX
ot cuctema [aHHbIX nepega4v 30BaHVA B Cpeae
Y [aHHbIX BUPTYa/mM3aLmm
Yrposa  HapyweHus npoueaypbl + + + +
ayTeHTUukaunn cybbektoB BUPTY-
aNbHOro NH(POPMAaLMOHHOIO B3aMMO-
peicTeuna
Yrposa nepexBarta ynpasfieHUs ru- +
nepBU3opom
Yrposa nepexsaTta ynpaBieHus cpe- + +
A0l BUPTYanusaumnm
Yrposa HEKOHTPO/IMpyemMoro pocTa A4
uncna BM
Yrposa HEKOHTPO/IMPYEeMOro pocTa .
yncna 3ape3epBMPOBaHHbIX BbIYNC-
NINTENbHbIX PECYPCOB
Yrposa HapyleHus TexHonorum o6- + +
paboTkn wuHOpMauMn nyTem He-
CaHKLUMOHNPOBAHHOTO BHECEHUS W3-
MeHeHuli B o6pasbl BM
Yrposa HC/[lI Kk XpaHuUMOW B BUpPTY- +
aNlbHOM MpoCTpaHCcTBe MHhopmauum
OorpaHUYeHHOro gocTtyna
Yrposa owmnbkn O6HOBEHUS runep- +

BM30pa

B nogpa3pgenax 6.1—6.6 HacTosiLero ctaHaapTa onpeAenieHbl HOMEHKNaTypbl Mep 3aluTbl MHopMaunn, peanmn-
3aumsa KOTOpPbIX Heo6xXoAMMa ANA HeNTpanusauum yrpos, NnpuBefeHHbIX B Tabnuue B.1. O606WeHHas cxema 3aBUCMOCTH
noanexatwmnx K npuMeHeH1o Mep 3awWmnTbl UHOpMaL My OT MCMO/Ib3yeMbIX 0GHEKTOB 3alnTbl NpuBeAeHa B Tabnuue B.2.

Ta6nunua B.2

O6beKT 3amTbl

OT1genbHble BupTtyanbHoe
Cpegcrea
cospa Bupty- Bupty- Bupty- BUPTYya/ibHble  cpeacTso 3U n
HVA 1 o o
anbmas aNlbHasn abHbIN CTpoiicTBa cpeacTso 3.
Mepa 3awmTbl HopMaummn yripaBsenmst yeTpe pes
BADTVanLHOA  BMHMCM cuctema KaHan 06paboTkm, npeaHasHayeH-
Z)Tyac TeNbHasi ~ XpaHeHUs nepefadqn  XpaHeHVWs U Hoe [/15 UCTC/b
VH TPYK-
szoﬁpy cuctema [AHHBLIX [aHHbIX nepejaun 30Bavns O cpefe
[aHHbIX BUPTYa/M3aLmm
ABTOMAaTN4eCKOe BOCCTAHOBJ/IEHNE BCEX +
dyHKUN cpeacTts 3. BXoAALWNX B CO-
cTtaB NC
ABTOMaTM4YECKOE BOCCTaHOB/IEHME pa- +

60TOCMOCOGHOCTM CUCTEMbI XPaHEHUs
AaHHbIX, NOAK/IOYEHHOR K BUPTYasibHOM
MH(pacTpyKType, B c/lyyae oTkasa of-
HOFO U/IN HECKOJIbKNX €€ KOMMOHEHTOB
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MpogonxeHne Tabnuubl B.2

O6BbeKT 3aLWuUTb

OTgenbHble BupTtyanbHoe
Cpeacea BupT BupT BupTt BUpPTyanbHble  cpeAcTBO 3U u
co3paHMs 1 pTY pTYy pTY pTY pen

Mepa 3awnTbl MHGoOpMaymn anbHasn anbHas anbHbI ycTpoiicTBa cpeacTtso 3U.
ynpasneHus

BUPTYasbHOM
WHpacTpyk-
Typoi

BblUNCAN- cuctema KaHan o6paboTku, npefHasHauyeH-
TenbHas XpaHeHWs nepejayM  XpaHeHUs U HOe ANA UCMOb-
cuctema AaHHbIX AaHHbIX nepepayu 30BaHuA B cpeae

AaHHbIX BUpTyanusauum

ABTOMaTU4eCKoe U3MEHeHUe Maplupy- + +
TOB Mepejayn ceTeBbIX MakeTOB Mexay

KOMMOHeHTaMn BUPTyasbHOW unHMpa-

CTPYKTYpbl BHYTPU rMnepBu3opa

BnokvmpoBka focTyna kK o6bekTam Bup- + + + + +
TyanbHOM MHAPaCTPYKTypbl ANSA Cy6b-

eKTOB A0CTyna, He Mpowejwnx mnpo-

uenypy ayTeHTudunkauum

BbisiBNieHWe, aHanu3 u 610KMpoBaHue 4 +
BHYTPY BUPTYasibHON MHDPACTPYKTYpbI

CKpbITbIX KaHasoB nepegaun UHpop-

Mauuu B 06X0f peasnim3oBaHHbIX Mep

3/ unu BHYTPU paspelleHHbIX ceTeBbIX

NpOTOKO/I0B

3awmnTta oT HCJA K BBOAMMOWN Cy6Gbek- + + + + + 4
Tamu focTyna, BXOAAWWMM B COCTaB

BUPTyanbHOW UHPACTPYKTYpPbl, ayTeH-

TUUKALNOHHOW MHhopmaLmmn

3awmTta oT HCJ, Kk XpaHswehca B KOM- + + + + +
NoHeHTax BUPTyaslbHOW MHPPacTPyKTy-

pbl ayTeHTUPMKALMOHHO MHopMaLmmn

o cybbekTax goctyna

NaeHTudmkaums un  ayteHTudmKauns + + . + + 4
Cy6bEeKTOB fOCTyna npu X JIoKasibHOM

nnn ypaaneHHom obpaweHun K obbek-

Tam BUPTyanbHOM MHPACTPYKTYpPbl

NoeHtTndukaumsa wn - ayteHTudpukauyms +
Cy6beKkToB AoCTyna npu ocyuiecTsrie-

HUM VMU MOMNbITOK AOCTYyNa K KOHCONSIM
ynpaB/ieHMs napameTpamy annapatHo-

ro obecneveHuns

KoHTponbk BBOAA (BbIBOAA) MHDOPMaLUN +
B/\3 BUPTYasibHOM MHpacTpykType!)

KoHTpone BBOAa (BbIBOAA) MHMOpPMa- +
uun B/m3 UC

KoHTponb BBoga (BbiBOAa) uHdopma- .
LMY B/M3 CUCTEMHbI) XpaHEHUS faHHbIX.
BxoAslWyto(eil) B cocTaB BUpTyasibHOM

MNHPacTPYKTYpbl
KOHTponb focTyna cy6bekToB foCTyna 4 +

K W30/IMPOBAHHOMY aApecHoOMy npo-
CTpPaHCTBY B MamsiTu runepsmsopa
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MpogonxeHne Tabnuubl B.2

Mopa 3awmTbl MHdopMaLMn

KoHTponb foctyna cy6bekToB gocTyna
K W30/IMPOBaHHOMY ajApecHoMy mpo-
CTpaHCTBY B NamsTW XOCTOBOI onepa-
LMOHHO cucTeMbl

KoHTponb foctyna cy6bekToB focTyna
K cCpefcTBaM KOH(UIypupoBaHus BUp-
Tya/lbHOrO annapaTHoOro o6ecneveHuns

KoHTponb gocTtyna cy6bekToB focTyna
K CpeAcTBamM KOH(UIypupoBaHus ru-
nepsunsopa u BM

KOoHTposib AocTyna cy6bekToB gocTyna
K CpeacTBaM KOH(UIYpPUPOBAaHUS CU-
CTEMbl XpaHEHWs1 AaHHbIX, BXOAsWwen B
cocTaB BMPTYasibHON UHPACTPYKTYpbI

KOHTposib AocTyna cy6bekToB gocTyna
K cpeAcTBaM KOH(UIYpPUPOBaHUS XO-
CTOBOI U/MNN TOCTEBbIX OMepaLMOHHbIX
cmuctem

KoHTponb gocTyna cy6bekToB focTyna
Kk palinam-o6pasam BM. a Takxe daii-
nam-o6pasam. ucnonbsyembiM Ans o6e-
crnevyeHns paboTbl BUPTyasbHbIX ali-
NOBbIX CUCTEM

KoHTponb 3anycka runepsusopa un BM
Ha OCHOBe 3aflaHHbIX kKpuTepues obec-
neyeHns 6esonacHocTn uHdOpmauumn
(pexunma 3anycka, Tuna ucnosb3yemoro
HocUTenaA N 1. 4.)

KOHTpONb 3anycka XOCTOBOUW w/unun
rocTeBbIX OMNEPALMOHHbIX CUCTEM Ha
OCHOBe 3afjaHHbIX kpuTepueB obecne-
yeHUss  6e30MacHOCTU  MHopmaun
(pexunma 3anycka, Tuna ucnosib3yemoro
HocuTena N T. 4.)

KOHTpOonb nepegayun CryXebHbIX WH-
opmMaUNOHHBIX COOGLEHNA, nepe-
faBaeMblX B BUPTyasibHbIX CeTSX XO-
CTOBOW OnNepaunoHHOl cucTembl, nNO
crefywWmMM xapakTepucTukam: cocTta-
By. 06beEMY U Ap.

KoHTponb  pabotocnoco6HocTn  (M3-
HOLIEHHOCTWN) MaLIMHHbIX HOcUTenew
MHopMaLMn, NOAKMIOYEHHbIX K BUPTY-
anbHOW MH(pacTpyKType, nepexof Ha
Ay6nupyoume npu Heo6xo4MMocTn

20

Cpepactea
co3gaHvs 1
ynpas/ieHus
BUPTYa/1bHOM
NHAPaCTPyK-

Typoii

Bupty-

anbHas
BbI4VCIN
TenbHast
cuctema

OGbEKT 3aLMTbI

Bupty-
abHas
cucTema
XpaHeHns
[AHHbIX

Buprty.
anbHbIA

KaHas
nepesauv
[aHHbIX

OTgenbHble
BUPTYya/IbHble
ycTpoiicTea
06paboTKM,
XpaHeHus n
nepegauv
[AHHbIX

BupTtyansHoe
cpeactso 3 n
cpeactsa 34,
npeaHasHayeH-
Hoe /1A CIHO'b
30Bakvs B cpege
BUPTyaM3aummn



MpogonxeHne Tabnuubl B.2

Mepa 3awuTbl MHopmaLun

KoHTponb pa6oTocnoco6HocTn Ay6nu-
pyOLWUX KIHOYEBbIX KOMMNOHEHTOB anna-
paTHoro o6ecneveHunsa UC

KoHTponb pa6oTtocnoco6HocTn ay6nu-
PYIOLWNX KOYeBbIX KOMMOHEHTOB BUP-
TyanbHO’ MHPACTPYKTYpbl

KOHTPO/1b LLeNIOCTHOCTY JaHHbIX, XpaHu-
MbIX H& MaWVHHbIX HOCUTENAX MHDOP-
Mauun. NOAK/IHOUEHHbIX K BUPTYasibHOIA

MHdpacTpykType

KOHTPO/Ib LIeIOCTHOCTU KOMMOHEHTOB,
KPUTUYECKN BaXKHbIX A5 PYHKLNOHMPO-
BaHuA runepsusopa n BM

KOHTPONb L,eNOoCTHOCTU KOMMOHEHTOB,
KPUTNYECKN BaXHbIX /151 (DYHKLNOHUPO-
BaHWUS1 XOCTOBOW M rocTeBbIX onepauu-
OHHbIX CUCTEM

KOHTPONb  LENIOCTHOCTM  MUKPOMpPO-
rpaMMHOro ob6ecneyeHns annapatHol
yactu NC

KoHTponb uenocTHocTn aiinos,
Aepxalwmx HacTpoikn BM

co-

KoHTponb uenocTHocTn dalinos-obpa-
30B BM. a Takxe ¢alinos-o6pasos, uc-
nonb3yembix ANns o6ecneveHns pa6oTbl
BUpPTYyasbHbIX (halinoBbix cuctem

MOHUTOPUHT 3arpy3kum MOLLHOCTEWN hu-
314ECKOro MU BUPTYasiIbHOIO annapaTHo-
ro obecneveHus

O6ecneuyeHne BO3MOXHOCTM  Hacrie-
[OBaHMS YCTAHOB/IEHHbIX Ha YPOBHe
ynpaBfieHWs npas [ocTyna Cy6bekToB
JOCTyna K 06bektaMm A0CTyna Ha ypoB-
HY BUpTyanusaummn n o60pya0BaHns

Ob6ecneyeHne [OOBEPEHHbIX  (3alu-
LeHHbIX) KaHana, MapwpyTa nepeja-
4n gaHHbIX BJlo cucremy(bl) XpaHeHus
AaHHbIX, BXoAslyto(eli) B cocTas BUpP-
TyanbHOW NHPaCTPYKTYpbl

Ob6ecneyeHne [OBEPEHHbIX KaHana,
MaplpyTa BHYTPUW BUPTyasibHOW WH-
pacTpykTypbl  Mexay aAMuUHUCTpa-
TOPOM. Mosib3oBaTtesnieM W cpeacTBamun
3U (dbyHKLMsIMU 6e30MacHOCTU CpeacTB
3n)

CpepacTtsa
co3jaHua n
ynpasneHus
BUPTyanbHoOM
WHpacTpyk-

Typoi

Bupty-
anbHasa
BblYncnaun-
TenbHas
cuctema

FOCT P 56938—2016

O6BbeKT 3aLWuUTb

Bupty-
anbHasa
cucrtema
XpaHeHuna
AaHHbIX

OTaenbHble BupTtyansHoe
Bupty BUPTyanbHble  cpeAcTBO 3U u
anbHbl it yctpouctea cpepcteo 3U.
KkaHan o6paboTku, npefHasHa4yeH-
nepejayn  XpaHeHUs U HoOe ANA UCNONb-
AaHHbIX nepepaun 30BaHus B cpefe
AaHHbIX BUpTyanusayum
+
+
+ +
+ *
+
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MpogonxeHne Tabnuubl B.2

OGbEKT 3aLMTbI

OtgenbHble BupTtyanbHoe

Buprty- Bupty- Buprty. BUpTY&/IbHble  cpencTteo 31 n

anbHas anbHas anbHbIi ycTpoiicTBa cpepctea 34,
BbI4MC/N cucTema KaHan 06paboTkK, npeaHasHayeH-
TeNbHasA  XpaHeHUst nepefadn  XpaHeHus U Hoe AJ/15 UCMoSib
cuctema [AHHbIX [aHHbIX nepegauv 30Bakvisi B cpege
[AHHbIX BUPTYa/M3aLmm

Cpepactea
co3gaHvs 1
ynpas/ieHus
BUPTYa/1bHO
NHAPaCTPyK-

Typoii

Mepa 3awmTbl MHdOPMAaLMn

O6ecneyeHne U30NSALUN  Pas/IUUHbIX + +
NMOTOKOB [aHHbIX, MNepefaBaeMbiX W

o6pabaTbiBaeMbIX KOMMOHEHTaMu BUp-

TyaslbHOW MHPPaCTPYKTYpbl XOCrOBOM

onepauvoHHOW cucTembl

O6ecnevyeHne MOAJ/IMHHOCTU  CeTEBbIX + + + +
coefVHEeHN (ceaHCOB B3anMOAEeNCTBUS)

BHYTPU BUPTYyasibHOW WMHPaCTPYKTypbl,

B TOM 4uc/ie AN1A 3aWmnTbl OT NOAMEHbI

ceTeBbIX YCTPOWCTB U CEPBUCOB

OTK/OYEHNE HEeWCnosib3yeMbiX ceTe- + + +
BbIX MPOTOKO/IOB KOMMOHEHTamMu BUpP-

TyanbHOW WH(PacTPyKTypbl XOCTOBOM

onepayMoHHOW cUcTeMbl

Mepefaya W KOHTPOSb  LE/IOCTHOCTU +
aTpnbyToB 6€30nacHOCTU (MeTok 6e30-

nacHoOCTK), CBA3aHHbIX C MHPOpMaLmeit

orpaHuyeHHoro goctyna, obpab6aTbiBa-

eMoli B BUPTya/lbHOW MHPaCcTPyKType,

npu o6bmeHe wuHdopmaunein ¢ MHbIMU

nc

MpegoTBpaleHme 3agepXxKu 1uam npe- +
pbiBaHUS BbINOJIHEHUA B BUPTYaslbHOM
MHPaCTPYKTYpPe NPOLECCOB C BbICOKVM
NprYOPUTETOM CO CTOPOHbI MPOLLECCOB C

HWU3KUM MPUOPUTETOM

MpepoTBpalieHre 3afepxkn unm npe- + +
pbiBaHUA BbINO/IHEHUA Npolueccos BM
C BbICOKMM MNPUOPUTETOM CO CTOPOHbI
npoueccoB BM ¢ HU3KMM NprvoputeToM

MpuMeHeHne WHAMBUAYaSIbHbIX MpaB + +
AocTyna K o6bekTam Aoctyna cyobek-
TOB A0CTyna Ans Of4HOro Un COBOKYnN-
HOCTU KOMMOHEHTOB BUPTYas/IbHOWN WH-

pacTpyKTypbl

MpoBepka HanM4ns BPeAOHOCHbIX MPO- +
rpaMm B 3arpy3o4yHbix 061acTsax Mma-
WWHHBIX HOCUTENe nHdopmaymn, noa-
K/MHOUYEHHbIX K NC

MpoBepka HanMunus BPefOHOCHbLIX NPo- + + +
rpaMM B MWKpOMporpamMmMHomMm o6ecre-

YeHUN (PM3NYECKOTO U BUPTYyasIbHOrO

annapaTHoro o6ecneyeHuns

MpoBepka HanMuus BPefOHOCHbLIX NpPo- +
rpaMM B onepauuoHHoOli cpefe runep-
BM30pa CUCTEMbI XPAHEHUS AaHHbIX
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O6BbeKT 3aLWuUTb

OTaenbHble BupTtyansHoe
CpepacTtsa
Co3maANMS 1 BupTy- BupTy- Bupty BUPTyanbHble  cpeAcTBO 3U u
Mepa 3awnTbl MHGoOpMaymn A anbHasn anbHas anbHbI ycTpoiicTBa cpeacTtso 3U.
npasneHus
yne < BblUUCAKN- cuctema KkaHan o6paboTku, npefHasHa4yeH-
BUPTyanbHOW
UHh pacTpyK TenbHas XpaHeHWa MNepejayn  xpaHeHUA U HOe ANA UCNONb-
P vpy cuctema AaHHbIX AaHHbIX nepegauu 30BaHus B cpefe
Typoi
b AaHHbIX BUPTyanusayuu

MpoBepka HanMuma BPefOHOCHbIX Mpo- + +
rpamm B palinax KoHurypauum runep-
Bu3opa n/mnm BM

MpoBepka HanMumsa BPeAOHOCHbIX MPO- . +
rpaMmm B dpaninax KoHdurypaymm XocTo-

BOI1 U rOCTEBbIX ONEPaLNOHHbIX CUCTe-

Me

MpoBepka HanMunsa BPeAOHOCHbIX MpPo- + + +
rpamm B palinax-o6pasax BM. a Takxe

hbaiinax-o6pasax, MCNONb3yembIX ANA

ob6ecrneyeHna paboTbl BUPTYyaslbHbIX

baiiNnoBbIX CUCTEM

MNpoBepka onepaTnBHOW NaMATU 1 haii- + +
NOBOWA cucTembl rMnepsmsopa u/mnn BM
Ha Ha/M4re BPeAOHOCHbIX NporpaMmm

MNMpoBepka onepaTnBHOW NamsATh u aii- + +
N0BOli CUCTeMbl XOCTOBOW U/Mnn rocre-

BbIX OMepauMoHHbIX CUCTEM Ha Hanu-

yne BpefOHOCHbIX NPorpaMm

PaspeneHve gaHHbIX B 3aBUCMMOCTU OT +
YPOBHSA KOHMAeHUManbLHOCTN obpaba-
TbIBaeMO MHhopMaLm Mexay KoMno-
HEHTaMW CUCTEMbl XpPaHEHUS AaHHbIX,
OTAENbHbIMU MAWWHHBIMU HOCUTENAMU
VHOopMauuKn, BXOASWMMW B COCTaB
BUPTYyaNbHOW CUCTEMbI, JIOTMYECKUMU
AVCKaMu 1AM Mexay nankamu dgalinos

PasgeneHne uanyeckux pecypcos +
MexAy KOMMOHEHTaMW BUPTYyasbHOWA

MNHMPACTPYKTypbl B 3aBUCUMOCTW OT

YPOBHSI KOHbMAeHUManbHOCTN o6paba-

TbiBaemoi nHgopmaymm

Pa3sMelleHne CEHCOPOB /MW AaTYMKOB . + +
cucTem oO6GHapyxeHus (npegoTepalle-

HVS1) BTOPXEHWIA B BUPTyasbHOM anna-

paTHoM o6ecneveHunn

PasmeLlieHre ceHCOPOB U/MN AaTUNKOB + +
cuctem o6HapyxeHus (nNpegoTepalle-

HVA) BTOPXeHuli B runepsusope u/mnm

BM

Pa3meLlieHrie CEHCOPOB U/MNN [aTYNKOB + +
cucteM o06GHapyxeHus (npegoTepalye-

HUS) BTOPXEHWUI B XOCTOBOW n/unu ro-

CTEBbIX ONEepPaLNOHHbIX CUCTEMAX

PasmelieHne CUCTEMbl XPaHeHUs faH- +
HbIX B 3awWuueHHoM cermeHTe NC
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Mopa 3awutbl MHthopmayum

PervcTpauusa n yyeT 3anycka (3aBeplie-
HYs1) paboTbl KOMMOHEHTOB BUPTYyasb-
HOU MHPaCcTPYKTYpbI

Pernctpauyus Bxoga (Bbixoga) cy6bekToB
AocTtyna B/M3 runepsuaop(pa) n/ivnm BM

Peructpaumnsa Bxopa (Bbixoga) cybbek-
TOB AOCTyna B/M3 XOCTOBY(0i) wnnnn
rocteBylo(biX) onepaunoHHble(bIX) CU-
cTeMsbl (cuctem)

PerucTpauna 3anycka (3aBeplieHuUs
pa6oTbl) runepsusopa u/wnu BM, npo-
rpaMm U1 npoueccos B runepsu3ope
nivnn BM

Peructpaums 3anycka (3aBepleHus
paboTbl) XOCTOBOW W/MNU  TFOCTEBbIX
onepauuoHHbIX CUCTEM, MporpaMm u
npoLeccoB B XOCTOBOW W/MNN FOCTEBbIX
onepayyoHHbIX CUCTeMax

PerucTtpauna n yyeT M3MeHeHuii B co-
cTaBe nMporpaMmHoOlii U1 annapaTHOW
yactn NC Bo Bpems ee (DYHKLNOHMPO-
BaHWA U/MNW B Nepuoj ee annapaTHoro
OTK/IOYEeHUA

PerucTpauns nsmeHeHuit npas gocTyna
K UHOpMaL K, XpaHsilencs B cucteme
XpaHeHVA AaHHbIX, BXOAsLIe B cocTaB
BUPTYasnibHOW MHPACTPYKTYpbI

Pernctpaums nameHeHuii npas goctyna
K (halinam-o6paszam BM. a Takxke daii-
nam-o6pasam. ncnonb3yembiM Ans obe-
crneyeHna paboTbl BUPTyasbHbIX ali-
NOBbIX CUCTEM

PervcTtpauna u3mMeHeHWn npaswua fo-
cTyna K BUPTyasibHOMY annapaTHoOMY
obecneyeHuno

Pernctpaunsi vsmeHeHwii npasun fo-
cTyna K BUPTYasibHOMY 1 (hn3nyeckomy
annapaTHOMy 06ecrneyeHno CcucTembl
XpaHeHUs AaHHbIX

PervcTtpauna u3MeHeHWdt cocTaBa WU
KOHpMrypauum BMpTyasnbHOro annapart-
HOro obecneyeHuns

PerucTtpaunsa un3MeHeHuWit cocTaBa W
KOHChUrypauny BUPTYyaslbHOTO U Oun3n-
Yeckoro annapaTHOro o6ecneyeHus cu-
CTeMbl XpaHeHUs AaHHbIX
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CpepactBa
cosfaHus u
ynpasneHus
BUPTyasnbHO
NH pacTpyk-

Typoii

Bupty-

anbHasn
BblUMCN
TenbHasa
cuctema

O6beKT 3aWuUThbl

OTaenbHble
BupTty- BupTy. BUPTyanbHble
anbHas anbublii ycTpoiicTBa
cnctema KaHan o6paboTku,
XpaHeHus nepejays  XpaHeHus u
faHHbIX faHHbIX nepepgauu
AaHHBIX
+
+
+
+
+
+
+
+

BupTtyansHoe
cpeacTso 3U n

cpeactea 3U,
npefHasHayeH-
Hoe Ans ucnonb
30Bakus B cpeje
BUpTyanusayum
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06bCKt sawutel

OTgenbHble BupTtyanbHoe
CpepacTtsa
Co3naANMS 1 BupTy- BupTy- Bupty BUpPTyanbHble  cpeacTBo 3U u
Mepa 3awnTbl MHGoOpMaymn A anbHasn anbHas anbHbI ycTpoiicTBa cpeacTtso 3U.
npasnexus
ynp . BblYUCAK- cuctema KaHan o6paboTkm, npefHasHauyeH-
BUPTyanbHOW
TenbHas XpaHeHWa nepejayn  XpaHeHMA U HOe ANA UCNONb-
WHpacTpyk-
. cuctema AaHHbIX AaHHbIX nepepaauu 30BaHus B cpefae
Typoii
by AaHHbIX BUpTyanusayum

Perncrpauua un3MeHeHwWid cocTaBa W + +
KoHdurypauum BM

Pernctpauunsa nsmeHeHunii coctasa NoO un + + +
BUPTya/IbHOrO annapaTHOro o6ecneuve-
HVA B runepsusope n/mnn BM

Pernctpauuna nameHeHunii coctasa No un + + +
BMPTyasibHOro annapaTtHoro o6ecneue-

HUSI B XOCTOBOW W/MNN rocTeBbIX onepa-

LMOHHbIX cUCTEMAx

PervcTtpaumsa u3MeHeHUs npaswua f0- + +
cTyna K uHdopmMauuy orpaHMYeHHOro

AocTyna, XpaHumoli n obpabaTbiBae-

MOW B runepsusope n/mnm BM

PervcTtpaumsa u3MeHeHUs npaswua fo0- + +
cTyna K uHdopMaumy OrpaHMYeHHOro

AocTtyna, XpaHumoli n obpabaTbiBae-

MO e XOCTOBOW U/Mnun rocTesbix onepa-

LMOHHbIX cucTemax

PesepBrpoBaHMe MNPOMyCKHOW cnoco6- + +
HOCTU KaHana CBsi3n ANs o6ecrneyeHus

CTabWUNbLHOTO B3aMMOAENCTBUS Mexay

KOMMOHEHTaMN BUPTYasibHOM WHppa-

CTPYKTYpbl BHYTpY runepeu3sopa

Pe3epBHOe konupoBaHue 3auuijaemMoi + +
MHdopMaumn B runepeusope n/mnu BM,

XpaHUMOIi Ha PU3NYECKNX UM BUPTY-

aNbHbIX HOCUTeNAX nHdopMaumm

Pe3epBHOE KONMpoBaHWe 3aliuiiaemMoii + +
VH(OopMaLUN B XOCTOBOW M/MNN rocte-

BbIX OMNEpPaLMOHHbIX CUCTEMAX, XpaHu-

MO Ha husnmyecknx nmnun BUpTyanb-

HbIX HOCUTENAX MHopMaLnn

Pe3epBHOe KonMvpoBaHue 3aluuiaemoli +
VHbopMaLmn, xpaHUMoi Ha cusmnye-

CKMX 1 BUPTYaslbHbIX HOCUTENSAX MHpOP-

Mauum

PesepBHOe KonuposaHue (haitnos-o6pa- + +
30B MaluH, a Takxe aitnos-o6pasos,

ncnosnb3yemblx Ana obecneveHua pabo-

Tbl BUPTyasibHbIX (haiifIoBbIX CUCTEM

Pe3epBHOe konuposaHune hn3NYeckoro + +
nvnn BUPTYanbHOrO AWCKOBOrO MNpo-

CTpaHCTBa. UCMO/b3yeMOoro Ansa xpaHe-

HUSA XypHanoB cobbiTuii runepsusopa

v>'wim BM
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Mopa 3awutbl MHthopmayum

CBoOeBpeMeHHOe OGHapyxXeHne oTKa-
30B KOMMOHEHTOB BUPTYyasibHOM MHdpa-
CTPYKTYpbI

CosfaHue (MMUTaUMS) NTOXKHbIX KOMMO-
HEHTOB BUPTyaNbHOM MHAPACTPYKTYPbI,
npeAHasHavYeHHbIX ANA 06GHapyxXeHus,
perucTpaumu n aHanusa AelicTBUA Ha-
pywuTeneii B npouecce peanusauuu
yrpo3 6esonacHocTn nHopmauumn

OGHyneHne pesepBUpPyemMoro nog Bbi-
nenexve BUPTYasibHbIX pecypcoB
XpaHeHWsi AaHHbIX A1 HOBOrO NOJSb-
3oBaTensa (opraHusauuun) agpecHoro
NpOCTPaHCTBa, B KOTOPOM XpaHuiacb
VHopMaunsi orpaHMYeHHoro goctyna
APpYrux nonb3oBartesieit (opraHnsaymii)

CTupaHue ocTaTO4HO WHOopMauun,
o6pa3sytolleiics nocne ypaneHus faH-
HbIX. 06pabaTbiBaeMbIX B BUPTyaslbHOM
VHMPaCTPYKTypa, cogepxalinx nHop-
Mauuto orpaHnUYeHHoro gocTyna
CTupaHue OCTaTo4HOl MHopMauuu,
o6pasytoleiics nocne yaaneHus faH-
HbIX. coAepxXalinx uHpopmauuio orpa-
HWYEHHOrO JocTyna, B runepsusope
nvnn BM

CTupaHue o0CTaTOYHOW MHOpMauun,
o6pasytollelica nocne ypaneHus fgaH-
HbIX. cofiepxXalinx UHcopmaLuio orpa-
HVWYEHHOro JoCTyna, B XOCToeol nunun
rocTeBbIX ONepaLOHHbIX CUCTeMax

CTupaHue oOCTaTOYHOW uHopmaymn,
o6pasytouleiics nocne yganeHnsa daii-
0B, cojepxXalnx HacTpPoWkn BUPTY-
anbHOro annapaTHoOro o6ecneyeHuns
CTupaHue ocTaToyHol uHopmayuu,
o6pasyoulleiics nocne yaaneHusa dai-
nos-o6pasos BM, B KoTopbix o6paba-
TbiBa1aCb NHpOpPMaLUSA OrpaHNYEHHOTo
aocTtyna

YnpaBsieHne AOCTYNnoM K annapaTtHoMy
o6ecneyeHnto NC. KOHTPONb MOAK/O-
YeHUA (OTKAYEHUSA) MaLUHHBIX HOCKU-
Tenen nHgpopmaymm

YnpaBneHve [OCTYNOM K annapatHo-
My O6ecrneyeHut0 CUCTeMbl XpaHeHus
[aHHbIX, KOHTPONb noAakt4eHns (oT-
KNH0YeHs) MaLUMHHbIX HocuTenei
nHdopmaLmn K/oT BUpPTyanbHOM MHdpa-
CTpYKType”?)
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CpepactBa
BupTy-
cosfaHus u
anbHan
ynpasnexus
. BblYMCAKN
BUPTyasnbHO
HE pacTpyK TenbHas
P upy cuctema
Typoii
+
+ *
+
+ +
+ o
+
+

O6beKT 3aWuUThbl

OTaenbHble
BupTty- BupTy. BUPTyanbHble
anbHas anbHbl i ycTpoiicTBa
cnctema KaHan o6paboTku,
XpaHeHus nepejays  XpaHeHuUs u
faHHbIX faHHbIX nepepgauu
AaHHBIX
+
+ + +
+
+
+
+

BupTtyansHoe
cpeacTso 3U n

cpeactea 3U,
npefHasHayeH-
Hoe Ans ucnonb
30Bakus B cpeje
BUpTyanusayum



OKOH4YaHue Tabnuubl B.2

Mepa 3awuTbl MH OpMaLun

YnpaBneHue 3anyckom (ob6palieHnammn)
KOMMOHeHTOB MO. B TOM uwucre onpe-
feneHne 3anyckaemblX KOMMOHEHTOB,
HacTpoiika nmapamMeTpoB 3anycka KOM-
NOHEHTOB. KOHTPO/Ib 3a 3anyckoM KOM-
noHeHTos NO

YnpaBnieHve ycTaHOBKOW (MHCTannsa-
uneid) komnoHeHtoB MO. BxoAslero B
cocTaB BUPTYaslbHOW WHMPaCTPYKTYypbl,
B TOM Yncrie onpeaeneHne KOMNOHEHTOB,
nogsiexalnx ycTaHoBKe, HacTpoiika na-
paMeTpoB YCTaHOBKW KOMMOHEHTOB, KOH-
TPO/ib 382 YCTaHOBKOI KOMMOHeHToB MO

YctaHoBKa (MHCTannsAuus) Tonbko pas-
pPEeLeHHOro K UCNo/Ib30BaHNi0 B BUPTY-
anbHO UHpacTpykType MO n/mnu ero
KOMMOHEHTOB

dunbTpauma ceTeBoro Tpaduka mexay
KOMMNOHeHTaMun BUPTyaslbHOW uWHMpa-
CTPYKTYPbl W BHEWHUMU CETAMU XO-
CTOBOIi OnepaLMoHHON CUCTEMbI, B TOM
yncne ceTsiMM 06LLEro NoNbL30BaHUS

PUnbTpaLmna ceTeBoro Tpadrka oT/k Kax-
[i0li rocTeBOW onepayoHHON cuctembl(e)

LUndpoBaHne [AaHHbIX, XpaHWMbIX B
BUPTyanbHOW WHMPaACTPYKType u co-
Aepxawmx WHpopmaumilo orpaHuyeH-
Horo goctyna

WncdpoBaHne wuHdOpMaUUn orpaHu-
YEeHHOro fJocTtyna, nepegasaemoli no
BUPTYya/ibHbIM U (PM3NYECKUM KaHanam
CBA3M rMnepsm3opa

LndpoBaHre MHOPMaLMM OrpaHnUeH-
HOro focTyna. nepefaBaemoii No BUPTY-
aNbHBLIM Y (PU3NUECKUM KaHasam CBA3U
XOCTOEOi OonepaunoHHOl CUCTEMbI

WncpoBaHne daiinos-o6pazos BM.
a Takxe (paiiioB-06pas3oB, WUCNOMb3y-
emMbIX Ana obecnevyeHns paboTbl BUp-
Tya/ibHbIX (paiinioBbIX cucTem, copep-
Xawmx MHopMaLmnio orpaHuyeHHoro
AocTyna

MpnmeyvyaHnsa

CpepacTtsa
co3jaHua n
ynpasneHus
BUPTyanbHoOI
WHpacTpyk-

Typoi

FOCT P 56938—2016

O6BbeKT 3aLWuUTb

OTgenbHble
BupTy- BupTy- BupTy BUpPTyanbHble
anbHasa anbHas anbMmblil ycTpouctea
BblYNCNN- cuctema KaHan o6paboTku,
TenbHas XpaHeHWss nepejayM  XpaHeHUs u
cuctema AaHHbIX AaHHbIX nepepayu
AaHHbIX
+
+
+ +
+
+
+ +

BupTtyansHoe
cpeactso 3U un

cpepcteo 3U.
npeaHasHauyeH-
HOe AN UCnonb-
30BaHus B cpeae
BUpTyanusayum

1 3Hak «+» 0603HayaeT, 4TO Mepa 3awWunTbl UHDOPMALUY MOANEXUT peanu3auny ANA HelkTpanusauum yrpos
6€30MacHOCTN KOHKPEeTHOTo 06 bekTa 3aluThbl.

2 Mepbl 3alnTbl UHCHOPMAL MK, HE 0603HAYEHHbIE 3HAKOM «+», [JOMYCKAETCS NMPUMEHSTb AOMO/THUTENBHO.
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