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MNpepucnosue

1 PASPABEOTAH 3akpblTbiM akLMOHEPHbIM 06WecTBOM «HopgaBuHa» U defepanbHbIM FOCyfapCcTBEH-
HbIM YHUTapHbIM Npeanpustuem «Bcepoccuiicknii HayYHo-uccnefoBaTeNbCkMii MHCTUTYT cTaHAapTM3aunm n
cepTudukaLmm B MawnMHocTpoeHun» (BHUMHMALL)

2 BHECEH TexHu4yeckum komuteTom no ctaHgaptmsaunmn TK 234 «CucteMbl TPEBOXHON CUrHaNu3aunm
1 NPOTUBOKPUMUHANBIONM 3aLLUTbI»

3 YTBEPX/JEH N BBEJEH B JENCTBME Mpukasom defepanbHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynupoBaHuio n metponorum ot 10 nwoHa 2014 r. Ne 527-cT

4 BBEJEH BMNEPBbIE

5 NEPEVN3AAHWUE. CeHTabpb 2019 .

MpaBuna npmMeHeHus HacTosLW ero cTaHgapTa YCTaHOB/EHbl BCcTaTbe 26 defepasibHOIO 3akoHa
0T 29 uoHA 2015 r. Ne 162-d3 «O cTaHgapTusauumn B Poccuiickoih ®epepauun». VIHopmauns 06 uns-
MEHEeHVAX K HacToALWeMy cTaHgapTy nybinkyeTcs B eXerogHoM (Mo cCOCTOsSHMI0 Ha 1 AHBaps TekyL,ero
roga) UHGOpMaLMOHHOM yKa3aTese «HauuoHaslbHble cTaHAapThi», @ 0ULNAbHBIA TE€ KCT WU3MEHEHWIA
M NONpaBOK — B €XEeMeCSAYHOM MH(OPMaUMOHHOM ykaslaTene «HauuoHanbHble cTaHAapTbli». B cnydyae
nepecmoTpa (3ameHbl) UM OTMEHbl HACTOALW Ero cTaHjapTa COOTBETCTBYH UL ee yBegomaeHne byaer
ony6/IMKOBaHO B GAMXKAlLLEM BbIMYCKE €XEeMEeCSAYHOro MHGOopMauUMOHHOro ykasaTensi «HauuoHasbHble
cTaHfapTbi». CooTBeTCTBYlO W aA vHpopMauus, yBeJOM/IeHEe U TEKCThl pasMelLalnTcs Takke B WH-
chopmaumoHHO cncTeme 061 ero NoNb3oBaHNsa — Ha opuumanbHOM caiTe ®egepanbHOro areHTcTBa No
TEXHUYECKOMY perynmpoBaHuio 1 MeTposiorun B cetn MHTepHeT (Www.gost.ru)

© CrtaHgapTuHcopMm. ocbopmnerne. 2015. 2019

HacTosawumii ctaHgapT He MOXeT 6blTb NOMIHOCTLIO UM YAaCTUYHO BOCMPOU3BEAEH, TUPAXUPOBAH U pac-
npocTpaHeH B kayecTBe odmumanbHOro n3gaHus 6es paspeweHus degepanbHOro areHTCTBa N0 TEXHUYECKO-
My pPeryimpoBaHui0 1 MeTposiorum
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BeBepeHuve

CunCTEMbl OXpaHHble TeNEBU3NOHHbIE NpefHa3HauYeHbl A8 NOMyYEeHNUs TENEBU3NOHHbLIX M306paXeHUit
C OXpaHsieMoro o6bekTa B Lensax o6ecnevyeHnss NpoTMBOKPUMUHANLHOW 3aWnTbl. MMoyyeHHble oLndpoBaH-
Hble BUAEOoAaHHble A0/MKHbI 6blTh 3allulLeHbl OT C/yYaiHoro u npefHamMepeHHoro uckaxeHus. Hacroswuii
cTaHAapT No3BOMSET YNOPSiA0UYNTb CYLLECTBYOLIME U pa3pabaTbiBaeMble MeTOAbl 3alUTbl OLUDPOBaHHbIX
BUAEOAAHHbIX, NPeAHa3HAYEHHbIX A1 NPUMEHEHUS B COCTaBe CUCTEM NPOTUBOKPUMUHANLHOW 3aWUThI.

BbiNosfHEHWe MeTOAOB 3aliuThl, YKa3aHHbIX B HacToAlWeM CcTaHgapTe, [OJ/IKHO rapaHTMpoBaThb

MOA/IMHHOCTL OUM(POBAHHLIX BUAEOAAHHBLIX NPU Nepedade MexAy 4acTMU OXPaHHbIX TeNeBU3NOHHbIX
CUCTEM U XPaHEHUU.
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HAUMOHANBbHBIA CTAHOLAPT POCCUWCKOW SOELEPAUUMN

Ccuctembl OXpPaHHble TENEeBU3NOHHbIE

SAWLNTA OUNPPOBAHHbBLIX BUAEOAAHHDBIX
OT CNYYAMHOTO UNPELHAMEPEHHOIO UCKAXEHUSA

O6wune TpeboBaHuna

Video surveillance systems.
Resistance for digital video data to accidental or deliberate distortion. General requirements

fAarta BBegeHna — 2015—09—01

1 O6nactb NPUMEHEHUS

HacTtoAwwmii ctaHaapT pacnpocTpaHAeTcsa Ha UMGPOBble CUCTEMbl OXPaHHble TeneBU3NOHHble (pa-
nee — LICOT) u yctaHaBnuBaeT obuwmne TexHnyeckne TpeboBaHna K NPUMEHEHUIO pa3/IMYHbIX METOAOB 3a-
WMTbl ouMPOBaHHbIX BuaeoaaHHbix B LLICOT oT cnyyaiiHoro n npefHaMepeHHOro NckaxeHus B npouecce ux
nepefayun n XxpaHeHus.

B HacTosAuweM cTaHgapTe He paccMaTpuBalTCA MeToAbl 3aliMTbl OT UCKaXEHWR, BO3HMKaKLWMX B pe-
3ynbTaTte HapyLweHns cnoco60B MOAKIIOYEHUS, HACTPONKM annapaTypbl U APYrux pusnyecknx Bo3aeicTBuiA.

HacTtosAwwmii ctTaHfapT cneayeT npuMeHATb coBMecTHO ¢ TOCT P 51558, FOCT P 54830. TOCT P 34.11 un
FOCT P NCO/M3K 27002.

2 HopMaTWBHbIE CCbINKM

B HacToslemM cTaHAapTe UCNO/b30BaHbl HOPMATUBHbIE CCbIJIKU Ha crefytolne cTaHfapThl:

FOCT 19.401 EpuHas cucTema nNporpaMMHOi AoKymeHTauuu. TeKcT nporpammbl. Tpe6oBaHMa K
cofepxXaHunio 1 ohopmIeHUIO

FOCT 19.402 EguHan cuctema nporpaMmHoOli fokyMeHTauun. OnucaHme nporpaMmmebl

FOCT 19.404 EguHas cuctema nporpaMmHoOi AokyMeHTauuun. NMosicHutenbHas 3anucka. TpeboBaHus K
cofepxXaHunio 1 ohopmIeHUIO

FOCT P 34.10 NHchopmaumoHHaa TexHonorusa. Kpuntorpaduyeckas sawmra uHopmaumn. Mpouecchl
¢hopmMnpoBaHNS 1 NPOBEPKU 3/1IEKTPOHHON LM POBOIA noAanucK

FOCT P 34.11 NHdopmaunoHHaa TexHonorua. Kpuntorpaduyeckas sawmrta nHpopmauumn. ®yHkuus
X3LWNpoBaHUSA

FTOCT P NCO/M3K 27002 WHMopmaunoHHas TexHosnorua. MeToabl M cpepcTBa obecnedyeHus
6e3onacHocTn. CBOJ HOPM U NMpaBual MeHeXXMeHTa NH(OPMAaLMOHHOK 6e30nacHoCTn

FOCT P 51558 CpepfcTtBa v cucTeMbl OXpaHHble TefieBU3NOoHHble. Knaccudukaumnsa. O6uime TexHmyeckme
TpeboBaHna. MeToabl UCMbITAHNMIA

FOCT P 54830 CucTtembl OxpaHHble TesieBU3MOHHbIE. Komnpeccus ouupoBaHHbIX BUAEOAAHHbLIX.
Obuwune TexHnyeckne TpeboBaHUA U MeTOAbl OLEHKN anropuTmMoB

MpumeyaHne — TMIpu NONb30BAHUM HACTOSLLMM CTAHAAPTOM LieNecoo6pasHo NpOBEPUTL AECTBUE CCbINOY-
HbIX CTAHAAPTOB B MH(DOPMALIMOHHOI CUCTEME OBLLETO NO/b30BaHNS — Ha OhuLMaibHOM caliTe deflepasibHOr0 areHT-
CTBa MO TEXHUYECKOMY PETY/IMPOBAHUI0 U METPOOMU B CETU VIHTEPHET UM MO EXETO4HOMY WH(DOPMALIMOHHOMY yKa3a-
Teno «HaunoHabHble CTaHAAPTbI», KOTOPbIV ONYG/IMKOBAaH MO COCTOSIHUIO Ha 1 SHBapsl TEKYLLEro roga, ¥ no Bbimyckam
€XEeMeCcAYHOro MHHOPMALWIOHHOTO yKasaTens «HauMoHabHble CTaHAAPTbI» 3a TeKyLWii rog EC/im 3aMeHeH CCbIoUHbIi
CTaHZapT, Ha KOTOpbIi JaHa HEeAATUPOBaHHAsS CCblfKa, TO PEKOMEHAYETCS UCMO/b30BaTh AEMCTBYIOLLYI0 BEPCUI0 3TOTO
CTaHAapTa C y4eToM BCEX BHECEHHbIX B JaHHYI0 BEPCUIO U3MEHEHUIA. ECIM 3aMEHEH CCbINOYHBINA CTaHAApT, Ha KOTOPbI
[laHa [aTypoBaHHas CCbifka, TO PEKOMEH/YETCS UCMO/b30BaTh BEPCUIO 3TOTO CTaHAApTa C yKa3aHHbIM BbilLe rOA0M yT-

N3paHne ohuynanbHoe
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BepXaeHUs (NpuHATWA). Ecnn nocne yTBEPXAEHNS HACTOSLLEro cTaHAapTa B CCbIIOYHbINA CTaHAapT, Ha KOTopblii AaHa
[laTMpoBaHHas CCbl/ika, BHECEHO U3MEHEHME, 3aTparmBatoLLee NosoXeHne, Ha KOTOpPoe AaHa CCbilka, TO 3TO MOIOXeHVe
pekoMeHayeTcs NpUMeHsATb 6e3 yueTa JaHHOTO U3MeHeHUs. ECn cCbIoYHbIV CTaHAapT OTMeHeH 6e3 3aMeHbl, TO Noso-
XXEeHue. B KOTOPOM [laHa CCbl/IKa Ha Hero, pekoMeHAyeTCsl NPUMEHSATb B YacTu, He 3aTparvBatoLLeli 3Ty CCbIIKy.

3 TepMuWHbI 1 onpeAeneHus

B HacToslleM cTaHAapTe NPUMEHeHbI ceylolne TEPMUHbI C COOTBETCTBYOLW VMY OonpeaeneHnamu:

3.1 IP-agpec (internet protocol address): YHukanbHblii ceTeBOi agpec y3na (BHEWHNA Unn BHYTPEHHNIA)
B KOMMNbIOTEPHOI CeTW, NOCTPOEHHbI No npoTokony IP.

3.2 RTSP (real-time streaming protocol): MpoTokon NOTOKOB B peasbHOM MaclwTabe BpemeHu, npea-
cTaBnswLWmMiA co60li NPOTOKON MPUKAAAHOTO YPOBHS, MpeAHa3HayeHHbI NS KOHTPONSA AOCTaBKM AaHHbIX
NPUNOXeHW i peanbHOro BpEMEHN.

3.3 SDP (session description protocol): CeTeBoit NpoTOKO/, NpefHa3HAYEHHbIl AN ONUCaHWA ceccun
nepepayy NOTOKOBbIX AaHHbIX.

MpumeyaHne — SDP-cooblieHne MOXeT cofepxaTb agpeca MecTa HasHadeHus; Homepa UDP-nopToB gns
oTnpasuTeNns v nosyyarens; Meana-popmarbl, KOTOPbIe MOTYT NPUMEHATLCSH BO BPEMS CECCUU: BPEMSA CTapTa U OCTaHOBKM.

3.4 UDP-nopT (user datagram protocol): MporpaMmHbIii agpec, ncnonb3yemsblii ANsi B3aumMogeicTeus
pasINYHbIX KOHEYHbIX TOYEK (CeTEeBbIX YCTPONCTB) B KOMNbIOTEPHbIX CETAX.

3.5 UTC-Bpems (universal time, coordinated): CtaHgapT, N0 KOTOpPOMY 06LLECTBO perynupyeT yacbl u
BpeMS.

3.6

BugeoaaHHble (video data), BugeonoTok (video stream): AHanorosblii curHan, HecyLmnii nHpopma-

L1I0 0 NPOCTPaHCTBEHHO-BPEMEHHbIX NapameTpax n3obpaxxeHuni.
(FOCT P 54830—2011. cTtatba 3.1]

3.7

BUAeokaMepa: YCTpoicTBO ANt Npeo6pa3oBaHus ONTUYECKOr0 U306paXeHnsl B 3/1eKTPUYECKUii BU-
AeocurHan. MNMepBuYHbIA UCTOYHMK BUAEOCUTHANA B COCTABE CUCTEMbI OXPaHHOI curHanusauuu.
(FOCT P 51558—2008. cTaTtba 3.3]

3.8 BuAeokoHTeliHep (video container): ®opmaT aitna unm BUAEONOTOKA, B KOTOPOM COXpaHSATCS
Unn nepepakwTca BuAeopan u cnyxebHana uHcopmauns, npegHasHavyeHHble ANA AanbHeiwein o6paboTkn/
aHanusa Bugeopsna, NM60 cocTaBHasa vyacTb MHOTO (haiina n KoHTeliHepa, npefHa3HavYeHHasa 4151 XpaHeHus
M nepefauu Bugeopsga u cnyxebHol nHdopmaymm.

NMpuMeuyaHne — Cneundmkauus BUAEOKOHTEiHEPA ONUCHIBAET CNOCO6 NPeACTaBNeHUs nepesaBaeMbIx JaH-
HbIX. MOXET HaknafblBaTb OrpaHNYEHUsI Ha aNropUTMbl UX KOAUPOBaHWS.

3.9 Bugeopan (video series): NMocnegoBaTenbHOCTb KagpoB, NOOYEpPefHO 3aMeHALWMX Apyr Apyra c
BbICOKOW CKOPOCTbIO.

3.10 rpynna kagpos: OnpegeneHHoe Yncno nocnefoBaTesibHbIX KafpoB BUAEOaHHbIX.

3.11 3akpbITbili KAty (private key): CekpeTHasi YyacTb napbl aArfOPUTMOB aCUMMETPUYHOTO WKNgpoBa-
HusA. cocTaBnslwasn gns UM yHukanbHylo nocnefoBaTelbHOCTb CUMBOMOB, U3BECTHYIO BNajenbly cepTu-
hukaTa knYa nognucK 1M NpefHasHavyeHHy 418 CO3[4aHUS B 3N1€KTPOHHbIX AOKYMEHTax 3N1EeKTPOHHOW uund-
POBOW NOANWUCK C UCMOMIb30BAHNEM CPEfCTB 3N1EeKTPOHHON LM poBO/ nognucu.

3.12 kagp (frame): dnemeHT Bugeopaga, oTaenbHoe n3obpaxeHue.

3.13 koHTpoNbHaa cymma (check sum): Uucno, paccuntaHHoe nyTeM npoBefeHWs onpepeneHHbIX
onepaumii Hag BXOAHbIMU AaHHbIMUW, 06bIYHO MCNONb3yeMOe 41 NPOBEPKM NPaBUIbHOCTW Nepefayn AaHHbIX
no KaHanam CBA3M.

MpumeyaHne — B HacToAWEM CTaHZapTe TEPMUH «KOHTPOJIbHAs CyMMa» WUCMONb3yeTcs AN 0603HaYeHUs
MexaH13ma HeKpUnTorpadgMueckoro KOHTPONS MHopMaLmn.

3.14 nokanbHoe Bpemsa (local time): Bpems, ycTaHOBN€HHOE Ha BULEOUCTOYHUKE.

3.15

HecaHKUMOHUpOBaHHbIe aelicTBuA; HCA: NpeaHamepeHHble 4eliCTBUSA, HaNpaBeHHble Ha HapyLle-

HMEe NPaBuUIbLHOCTU (PYHKLUMOHMPOBAHNA CUCTEMBbI.
(FOCT P 51558—2008. ctatbsa 3.13]
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3.16 onopHbiit kaap (key frame): Kagpsl, B KOTOpbIX KapTUHKa B Kagpe CyLeCTBEHHO MeHsieTcs.

3.17

oundpoBaHHble BugeonaHHble (digitized video data): laHHble, NO/ly4EeHHbIE NYTEM aHanoro-undgpo-
BOro NnpeobpasoBaHusa BUAEO[aHHbIX, NpefcTaBnsaowme coboii nocnegoBatebHOCTb 6aiiTOB B HEKOTOPOM
dopmate (RGB. YUV nnu gp.).

[FOCT P 54830—2011, ctaTtba 3.2]

3.18 nognuMHHOCTbL BuAeofaHHbiX (authenticity video data): CBOWCTBO CUCTEMbI COXpPaHATb
HEW3MEHHOCTb WAN O06HapyxmnBaTb (PakT HeCaHKLMOHWPOBAHHOIO MU3MEHeHWa MHopMauum n aTpubyTos,
ycTaHaBnMBalwL X aBTOPCTBO.

3.19

cuctema oxpaHHas TeneBu3noHHas; COT: TenesBu3noHHass cucTemMa 3aMKHYTOro Tuna, npefHa-

3HayYeHHasa 419 NoNyYeHUs TeneBU3NOHHbIX N306paxeHnini ¢ oxpaHaemMoro o6bekTa B Lenax obecnevyeHns
NPOTUBOKPUMUHANBbHOW 3aWmnThl.
[FTOCT P 51558—2008, ctaTtbs 3.20]

3.20 cnyxebHaa umHpopmauna (overhead information): MHdopmauunsa, gobasnsemas K kagpy uim
rpynne kagpos, cogepxalas Hymepauuto, gaty U BpeMs nepegavu, a Takxe gpyrue faHHole, onpegensiemole
cneyndgukon pa6otsl COT.

3.21 coobu,eHne (message): CTpoka GUT OrpaHUYEeHHOW ANUHBI.

3.22

TexHunyeckas sawuta nHopmayuu; T3N: 3awmnta nHopmaymm, 3aknovawwasca B obecneyeHnn

HekpunTorpagmueckummn meTogamm 6es3onacHocTM MHopmaunm (gaHHbIX), noanexauiei (nognexawunx)
3aluTe B COOTBETCTBUU C AECTBYIOLWMNM 3aKOHOAATENLCTBOM, C NPUMEHEHNEM TeXHUYEeCKuX, NporpaMmm-
HbIX U MPOrPaMMHO-TEXHUYECKNX CPEeLCTB.

[FTOCT P 50922—2006. cTatba 2.2.2]

3.23

opmat oyndposaHHbIX BugeogaHHbix (digitized video data format): MpepacrasneHne oyndposaH-
HbIX BUAEOAaHHbIX, ob6ecneynBatolee nx 06paboTKy LUMPOBLIMU BbIYUCAUTENbHLIMU CPeACTBaMMU.

MpumeuvaHue — dopMaT OLMEPPOBAHHBLIX BUAEOAAHHBIX BK/IOUAET B CE6S1 UCMOMb3YEMYIO LBETOBYIO MO-
[enb 1 pa3MepHOCTb (KONMYECTBO 6UT) NPeACTaB/IEHNS KXKA0r0 kaHana Asi UCMOo/b3yeMOii LIBETOBOI MoZesny.

[FOCT P 54830—2011. cTatbs 3.3]

3.24 oparmeHT kagpa (frame fragment): YacTb kagpa, cogepxauias nHgopmaumnto 06 nsobpaxeHuu.

3.25 xew-yHkyua (hash-function): ®yHkumsa, otobpaxatrowias CTPOKM 6GUT B CTPOKU BUT pUKCUPOBaH-
HOW ANMHBI 1 YA,0BNETBOPSIOLWLAs YCTAHOBNEHHbIM B HACTOSALEM CTaHAapTe CBOWCTBaM.

3.26 LenocTHOCTb BUAeofaHHbIX (video data integrity): O6ecneyeHne LOCTOBEPHOCTU M MOJTHOTbI UH-
hopmaumm 1 MetTofoB ee 06paboTKU.

3.27

[anekTpoHHas undposas] nognucek (signature), JLUIM: CTpoka 6uUT. NnoNyYyeHHas B pe3ynbTate Npo-

uecca hopMupoBaHns MOAMUCH.

Mpumeyvannsna

1 CTpoka 6UT. ABNAKOLWANACA NOANUCHI0, MOXET UMETb BHYTPEHHIO CTPYKTYPY, 3aBUCSLLYHO OT KOHKPETHOro
mMexaHu3ma hopMUpoBaHMA NOAMUCK.

2 B HacTosllleM CTaHfapTe B LEeNsx COXpaHeHWs TePMUHOMIOrMYECKOl NPeemMCTBEHHOCTU C AEeACTBYHLWMMA
0TEeYeCTBEHHbIMW HOPMATVBHbBIMW JOKYMEHTamU 1 OMy6/IMKOBaHHBIMW HaYYHO-TEXHUYECKMU U3[aHUSMW YCTaHOBNEHO,
YTO TEPMUHbI «3/IEKTPOHHAsA MOAMNUCL», «LUUpoBas MOAMNCL» W «3NEKTPOHHAA LMpoBas MOAMUCL» ABNSAIOTCA
CUHOHUMaMK.

[FOCT P 34.10—2012. ctatba 3.1.15]

4 O6uwme NONOXEHMUS

4.1 Xew-(hyHKLMUA JO/MKHA YA0BNETBOPATL CleyoUMM CBOWCTBaM.
- M0 fJaHHOMY 3HAYEHUIO (PYHKLMMN COXHO BbIYNC/TUTL NCXOAHbIE JaHHble, 0TO6paxaemMble B 3TOM 3Ha-
yeHuu;
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* ANsi 3afiaHHbIX UCXOAHbIX AAHHbIX CMOXHO BbIYMC/INTL ApYTUe UCXOAHble faHHble, 0To6paxaemMbie B
aToM 3HauyeHuu,

- CNOXHO BbIYUCIUTL KaKyl-TM60 napy MCXOAHbIX AaHHbIX, 0TO6paXaeMblX B OHO U TO Xe 3HAYEHUE.

4.2 OuudpoBaHHble BUAEOAAHHbIE MOTYT UMETh CeAytolne BUAbl NCKaXKEeHN:

- NoAMeHy Kagpa Wiau rpynnbl Kagpos;

- nogMeHy hparmeHTa(oB) Kagpa Uam rpynmnbl Kagpos;

- n3mMeHeHue Mopsgka cnefoBaHUs KagpoB MW FPYNN Kagpos;

- yaaneHue kagpa unu rpynn Kafpos;

- noTepr cnyxe6Hol MHhopmaymm, cBA3aHHO ¢ BUAEOPSAOM.

- NcKaxeHue cnyxe6Hol MHopmMaLum, CBS3aHHON C BUAEOPALOM;

- yaaneHve, fobaeneHve, nu3meHeHne 06HLEKTOB, NPeAMETOB, YH4ACTKOB U306paXeHns BHYTpU Kagpa,

- yaaneHue, fo6asneHve, U3MEHEHUE YUCIOBOTO M/MN BPEMEHHOTO Mapkepa (faTbl U BpEMEHM);

- yXyZlWeHne kayecTBa n3obpaxeHus (nepesannch, NnepekoanpoBaHue).

MpuMeyaHne — YkasaHHble NCKKEHWSI MOTYT NOSBUTLCS B pesyfbTaTte c/yyaliHoro unv npegHamepeHHoro
BO3AECTBUS.

4.3 B uyensx 3awuTbl MHGOPMaUMKU yCTaHaBAUBAKT Cleayllme YPOBHW 3aluTbl OLUGPPOBAHHBIX
BUAEOLaHHbIX:

- YPOBEHb | — 3auuTa OT C/ydaiiHblX U NpefHaMepPEHHbIX UCKAXEHWIA;
- ypoBeHb Il — 3awunTa oT CNydYalHbIX UCKAXKEHMWIA.
MpumeuvaHne — HasHaYeHNe KOHKPETHOTO YPOBHS 3alUThl 418 OLUMPOBAHHBIX BUAEOAAHHBIX onpeaenset

Bnagenew, nHcpopmaum.

5 O6wue TpeboBaHus

5.1 MeToabl 3awWunTbl OLM(POBAHHbLIX BUAEOAAHHbIX OT CAyYaliHbIX UAN NpeAHaMepeHHbIX UCKaXeHU
[OMXKHbI 6bITb pa3paboTaHbl (MOAEPHU3MPOBAHbI) B COOTBETCTBMM C TPE6OBAHUAMMN HACTOALLEro cTaHgapTa,
HOPMAaTMBHbIX AOKyMeHTOB (H/A) n/unn gpyroii TexHM4Yeckoin gokymeHtauum Ha COT KOHKpeTHOro Tuna.

5.2 lokymeHTauns, nogreepxgatolian npuMeHsaemMblii ypoBeHb 3aluTbl OLMGPOBaHHbIX BUAEOAaHHbIX
OT cAay4aliHbiX UaM npegHamMepeHHbIX UCKaxXeHui, go/mkHa cooTBeTcTBoBatb NOCT 19.401, TOCT 19.402,
FOCT 19.404.

5.3 O6a3aTenbHbIM 415 BCEX YPOBHEW 3aliuTbl ouMAPOBaHHbIX BUAEOAAHHbIX OT CAy4YaiHbIX U npega-
HaMepeHHbIX UCKaXeHUn ABNAeTCcA UCnosb3oBaHue BuaeodopMaToB/BUAEOKOHTENHEPOE C BO3MOXHOCTbIO
pecuHXpoHu3auum BuAeonoToka Npu noTepe/MoBpeXAeHUN 3arosioBka, T. €. Takux, 3arofloBOK KOTOPbIX Ha-
YMHaeTCa C Mapkepa CMHXPOHM3aLMK, NO3BONSAKLWEr0 O4HO3HAYHO ONpeAennTL cneayowWwuii 3arofoBoK nNpu
noBpexXAeHnn npeablayLiero.

5.4 TpeboBaHNA K 3aWMTe oun poBaHHbIX BUAEOAAHHbBIX YPOBHSA |

5.4.1 YpoBeHb | 3aWuTbl ouMpoBaHHbIX BUAEOAAHHbIX peanusylT gobaBneHunem uHgopMaumm K
oundpoBaHHbIM BUAEOAAHHLIM M NOANMCAHMEM TPYNMbl KAAPOB 3/IEKTPOHHON LucpoBoli nognuckto (ALM).

5.4.1.1 lo6aBnsiemas MHOpMaLmna K ounPpoBaHHbIM BUAEOAAHHBIM LO/KHA COAEepXaTb HyMepauuto
rpynnbl Ka4poB, MHhOPMALMI0O O BPEMEHMN Nepefayn N TeXHUYECKMe XapakTepucTukn BUAE0NCTOYHMKA.

5.4.1.2 Tpe6oBaHUA K Hymepauun rpynnbl KaapoBs:

- Tpynnbl Kagpue cAMayoT HymepoBaTb nocsegoBaTesibHO No Bo3pacTaHuio;

- HyMepauusa fos/KHa HayuHaTbes ¢ 1;

- war Hymepauuu paseH 1.

5.4.1.3 VIHhopmauusa o BpemeHu nepegayun A0/XHA cofepxatb:

- BpeMs (4acbl, MUHYThI);

- paty (aeHb, Mecsy, rog);

- pasHuuy mexay UTC u nokasibHbIM BpEMEHEM.

5.4.1.4 NHdopmaLma K TEXHUYECKUM XapakTepucTukam BUAEONCTOUYHMKA AO/KHA coaepxaTb:

- SDP-coo6ueHuB npu nepegaye ouncpoBaHHbIX BUAEOAaHHbIX NpoTokosioMm RTSP (cm. [1]);

- IP-agpec nepegatolieli Bugeokamepbl npu nepegaye oungpoBaHHbIX BUAEOAAHHBIX MPOTOKOOM, OT-
NNYHbIM OT RTSP;

- HOMep nocnefHero ONOPHOro Kagpa AN cxaTblX Kaapos.
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5.4.2 Tpe6oBaHua k JLIM:

- po6asneHne SUM ansa kaxaolh rpynnbl KagpoB ouMpoBaHHbIX BUAEOAAHHbIX ABNAeTCA 06a3aTenb-
HbIM;

- QUM gomxkHa reHepnpoBaTbCA B pPeXnMe peasibHOro BpeMeHu:

- pacueT xew-yHKunn gna LM gonxeH BbINONHATLCA nocne gobasneHna nHopmauum B BUgeoaH-
Hble;

- popmuposaHue u nposepky ALIMN cnegyeT ocywectsnAate no FOCT P 34.10;

- UCTOYHWKN BUAEOUHopMaLn JOMKHbI MMETb TeXHUYEeCKy 3aluTy, UCKIYaloLWwy BO3MOXHOCTb
cbema W/vam NoAMeHbl 3aKpbITOro kawya, cornacHo (2]. OpraHusaumsa 3To TEXHUYECKOW 3aliuTbl B HACTOA-
Lem ctTaHgapTe He paccmaTpuBaeTcs.

5.5 Tpe6oBaHuA K 3awuTe ounc poBaHHbIX BUAEOAaHHbIX YPOBHSA |l

b.5.1 YpoBeHb |l 3awWuTbl LN POBaAHHbIX BUAEOAAHHbIX peann3yoT a/ifopuTMOM pacyeTa KOHTPOJIbHOW
CYyMMbl.

5.5.1.1 Tpeb6boBaHUA K KOHTPONIbLHOW CyMMe:

- pasmep peructpa Ans BblYNCNEHUI fomKeH obecneynBaTtb BEpOATHOCTb OWNGKN He 6onee 2 M :

- anNropuTM pacyeTa KOHTPO/SIbHOW CyMMbl AO/DKEH obGecneymBaTb U3MeHeHUe B cpegHem 50 % 6uUTOB
KOHTPO/IbHOW CYMMbl NPU U3MEHEHUUN O4HOMO 6UTa BXOAHbLIX JaHHbIX.

PekomeHgyeTcs ncnonb3osatb anroputm CRC32 (cm. [3]).
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(1]
(2]

(3]
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