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MNpepgnucnoBne

1 PABPABOTAH ®epepanbHbiM 6IOAXETHbIM yupexaeHnem «KOoHCynbTaluWoOHHO-BHeLpeHYeckasa qup-
Ma B 06nactu MexayHapogHol cTtaHgaptuMsauun u ceptudpmkauumn - «dupma «MHTEPCTAHOAPT» (PBY
«KB® «MHTEPCTAHOAPT») coBMecTHO ¢ LleHTpanbHbiM 6aHkoM Poccuiickoii ®epgepaunn (BaHkom Poccun)

2 BHECEH TexHunyeckumun komuteTamu no ctaHgaptusaumm TK 122 «CtaHpgapTbl MHAHCOBLIX onepa-
unii» n TK 26 «Kpuntorpaduyeckas sawuta nHopmaumnmn»

3 YTBEPX/JEH W BBEJEH B JEWCTBWE Mpukazom ®efepasibHOro areHTCTBa N0 TEXHUYECKOMY pe-
ryMpoBaHu0 1 MeTponornm ot 22 Hoabpsa 2013 r. Ne 1714-cT

4 HacTosAwmii ctaHaapT pa3paboTaH ¢ y4eTOM OCHOBHbIX HOPMaTUBHbIX MOJIOXEHUN MeXAYHapOoLHOro
ctaHgapta MCO 15782-1:2009 «YnpaBneHune ceptudukatamm gns ouHaHcoBbix ycnyr. Yacte 1. CepTtudu-
KaTbl OTKPbITbIX Knoven» (ISO 15782-1:2009 «Certificate management for financial services — Part 1: Public
key certificates», NEQ)

5 BBEJEH BMNEPBbIE

6 MEPEV3AAHVE. despanb 2019 r.

MpaBuna NpMMeEHeHNA HACTOAWEro cTaHjapTa YCTaHOB/EHbl B cTaTbe 26 PefepasibHOro 3akoHa
0T 29 mwoHa 2015 r. Ne 162-93 «O cTaHgapTusauum B Poccuiickoin depepayum». MIHdopmaynsa o6 ns-
MEHEeHMAX K HACT oSl eMy cTaHgapTy nybnnkyeTcsa B eXerogHom (No coCcTOSAHMI0 Ha 1saHBapsa TeKywero
roga) MHoOpMaLMOHHOM yKasaTene «HauuoHanbHble CTaHAapTbi», a ouuManbHblii TEKCT WU3MEHEHWI
M NONpaBOK — B €XEMECAYHOM MH(OPMaLMOHHOM yKasaTesie «HauuoHanbHble cTaHjapTbhi». B cnyvae
nepecmoTpa (3aMeHbl) UK OTMEHbl HACTOALWLEro cTaHjapTa CoOOTBETCTBYKLULee yBegoMneHne byneT
ony6/1MKoBaHO B 6Amxalillem BbIMYCKE €XeMeCcsAYHOro MH(popMauMoHHOro ykasaTensa «HauuoHasnbHble
cTaHjgapTbi». CooTBeTCTBYyWLWAas MHpopMaymsa, yBeoMeHNE N TEKCThl pa3MelwalnTCa TakKe B WH-
popmMaynoHHOl cucTemMme 06WEro Nob30oBaHua — Ha opuumnanbHOM caliTe dPegepanbHOro areHTcTBa no
TEeXHUYeCcKoMy perynmpoBaHuto n meTponorum B ceTun MHTepHeT (Www.gost.ru)

© CtaHgapTuHgopM, odpopmMmaeHune, 2014, 2019

HacTosiwuii ctaHAapT He MOXeT 6biTb MOJIHOCTbLIO UM YaCTMYHO BOCMPOW3BEAEH, TUPAXMPOBAH 1 pac-
npocTpaHeH B KauecTBe oMLMaNbHOTO M3faHusa 6e3 paspelleHns defepanbHOro areHTcTBa No TEXHUYECKO-
My peryimpoBaHuio 1 MeTpoJsiorim
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BBepneHne

B HacToswem cTaHgapTe npuBefeHbl TpeboBaHus onsa cdepbl OUHAHCOBLIX YCAYT, a Takke onpegene-
Hbl Npoueaypbl ynpasaeHusa cepTudumkaTaMyn kaYeil NpOBEPKN 3/1IEKTPOHHON MOAMUCKU W 31EMEHTbI AaHHbIX
3TUX cepTMdInKaToB.

HecmOTpsa Ha TO 4YTO MeTOAbl, Yyka3aHHble B HaCTOsLEeM cTaHAapTe, NnpegHa3HauyeHbl AN obecnevyeHns
LLe/IOCTHOCTM COO6LeHN, nmetownx ruHaHCOBOe HasHayeHne, 1 NoOALEPXKN NX HEOTKa3yemMoCTu, NpuMeHe-
HVe HacCTOsLero ctaHfjapta He rapaHTUpyeT, YTO KOHKpeTHas peasnsauna obecneymT NnosHy 6e30nacHoOCTb.

CBA3b Mexay WAEHTUMUKALMOHHBIMU AaHHbIMW BAafesnbla kaw4va NpPOBEpKM 3/IEKTPOHHOW nognu-
CM N 3TUM K/IOYOM [AOKYMeHTUpyeTcs, 4yTo6bl AOoKa3aTb NpaBO COOCTBEHHOCTU Ha COOTBETCTBYHOLMIA K04
3N1EeKTPOHHON nognucu. 3Ta [OKYMEHTWPOBAHHAA CBA3b yCcTaHaB/IMBaeTCA CepTuukaTom Kkwoua npoBepku
3N1EeKTPOHHOI nognucu. CepTudukaTbl KIOYER NPOBEPKN 3/IEKTPOHHOW nognvucy hopMUPYOTCSA LOBEPEHHOW
opraHusaunein — yo0CTOBEPAIOWNM LEHTPOM.

Hapnexatee BbiNosiHeHMe TpeboBaHWn HacTosALWero ctaHgapTa npu3BaHo obecneuynTb YBEPEHHOCTb
B COOTBETCTBUN MAEHTUMNKALNOHHBIX AaHHbIX HPUANYECKUX UK (DU3NYECKUX NINL, K4y, UCNOSIb3YEMOMY
3TUMU OPUANYECKUMU NN U3NYECKUMU NnLaMy ANA NOANUCAHUA AOKYMEHTOB, B TOM uucne 6aHKOBCKMX
nepeBofiOB N KOHTPAKTOB.

MeToAbl, onpefensieMble B HACTOSILEM CTaHgapTe, MOryT ObiTb MCMOMb30BaHblI NPW YCTAHOB/EHUN Ae-
NOBbIX OTHOLWEHUA MeXAy PUANYECKUMUN NuLamu.
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HALUWOHANDBbHGbBIN® CTAHAOAPT POCCUMNCKOMN PEALJEPALUUNMN

YMNPABNEHNE CEPTU®PUKATAMW OANA PUHAHCOBbLIX YCAYT

CepTundunkatbl OTKPbITbIX K/OYeEn

Certificate management for financial services. Public key certificates

Jata BBegeHna — 2014—09—01

1 O6nacTtb NPUMEHEHNA

HacTtosawwmin ctaHgapT onpegenset CUCTEMy ynpasneHns cepTudukaTtaMu Kao4veid NpoBepKn 3/1€KTPOH-
HO mognucy ANs uUcnosb3oBaHus B cchepe PUHAHCOBOW AEATENBHOCTU OPUANYECKUMUN U PUINYECKUMU NN-
uamMu, BK/HOYALLYIO:

- cogepxaHue (gaHHble) 3anpoca Ha cepTudukaT Katova NPOBEPKM 3/IEKTPOHHON Nognucy;

-TUMbl CUCTEM YAOCTOBEPSAKLWMNX LEHTPOB;

- co3faHue, pacnpegesnieHne, NpoBepKy, 3aMeHy W MpoA/ieHne cepTudukaToB K/KYENR NPOBEPKM 3/1€eK-
TPOHHOI nognucu;

- NIPMOCTAHOBKY, BOCCTAHOB/IEHME W MpPeKpalleHne AeACTBUA CepTUIUKATOB K/Uell NMPOBEpPKU 3/ek-
TPOHHOI nognucu;

- Uenoyvkn cepTMdmKaToB KIOYeil NPOBEPKM 3/1IEKTPOHHOI nognucy;

- npoueaypbl aHHY/IMpOBaHUS.

B HacTosAWeM cTaHfapTe Takke faHbl peKOMeHAauum OTHOCUTENIbHO HEKOTOPbIX npoueayp (Hanpumep,
MeXaHW3MOB pacnpefeneHus, KpuTepmeB NPUEMIEMOCTU NMpefoCTaB/IeHHbIX CBUAETE/bCTB), NOJIE3HbIX AN
npakTU4eckoi AesaTenNbHOCTH.

Peanusayna HacToswWwero ctaHgapTa Takke A0J/KHA yYuMTbiBaTb PUCKM GU3Heca M NpaBOBble HOPMbI.

B HacToAweM cTaHAapTe He paccMaTpuBalTCs:

- coobueHns, ncnonb3yemble MexAy ydyacTHMKamy npouecca ynpas/ieHus cepTudukatamu Kiwudemn
NPOBEPKN 3/IEKTPOHHOW MoANuCHY;

-Tpe6oBaHUS OTHOCUTE/IbHO HOTapuasbHON N BPEMEHHO OTMETKMU;

-TpeboBaHUA K NpakTukam cosgaHus cepTuurkaToB Kao4yeli NPOBEPKU 3/EKTPOHHOW NognucKU U Noaun-
TVKam NpUMeHeHUs cepTuuKaToB KIKOYEN MPOBEPKN 3/1EKTPOHHONM nognucy;

- cepTudmkatbl aTpubyToB.

B HacTosllleM cTaHgapTe He 3aTparmBaeTcs CO3[aHWe UM TPaHCNOPTUPOBKA K/OYel, UCMONb3YyeEMbIX
AN wudpoBaHuA.

MpumeuyaHue — lcnonb3oBaHne MNONYXUPHOTO LwWpudiTa 6e3 3acedek, Takoro kak CertRegData wm
CRLEnNtry, 0603Ha4aeT MCMnonb30BaHWe abCTpaKTHOM cuHTakcmyeckoir Hotaumm (ASN.1), kak onpefeneHo B CTaH-
paptax NTOCT P NCO/M3K 8824-1—2001, TOCT P NCO/M3K 8824-2—2001, TOCT P NCO/M3K 8824-3—2002,
FOCT P MCO/M3K 8824-4—2003, MOCT P NCO/M3K 8825-1—2003, FOCT P NCO/M3K 8825-2.

2 HopmaTnBHbIe CCbIIKA

B HacToAWweM cTaHgapTe MCMNO/Ib30BaHbl HOPMAaTUBHbIE CCbINIKM Ha cnejylolwmne ctaHaapThl:
FOCT P NCO/M3K 8824-1—2001 MHopmaymoHHaa TexHonorms. AbcTpakTHas CMHTaKcMyeckasi HoTa-
uusa Bepcun ognH (ACH.1). Yacte 1. Cneundmkaymss OCHOBHOI HOTauuu

M3paHne oduuymanbHoe
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FOCT P NCO/M3K 8824-2—2001 NHpopmaynoHHaa TexHosorusa. AbcTpakTHas CMHTakcMyeckass HoTa-
uma sepcun oauH (ACH.1). YacTtb 2. Cneuundukaums MHPOPMaLNOHHOIO 06bekTa

FOCT P NCO/M3K 8824-3—2002 NHopmaymnoHHaa TexHonormsa. AbcTpakTHas CMHTakcMyeckas HoTa-
unsa Bepcunm oauH (ACH.1). YacTtbe 3. Cneumndukayms orpaHnyeHuns

FOCT P NCO/M3K 8824-4—20031) IHhopmaLnoHHaA TeXHOOrusa. A6CcTpakTHas CUHTaKcudyeckas Ho-
Tauma sepcun oanH (ACH.1). YacTb 4. MapameTpusauna cneyndurkaunm ACH.1

FOCT P MCO/M3K 8825-1—2003 WHMopmaunoHHas TexHonorua. [MMpaBuna koampoBaHus ACH.1.
YacTtb 1. Cneyuncpukauymsa 6aszobix (BER), kaHoHU4Yecknx (CER) n otnnuntensbHbix (DER) npaBmn KognpoBaHus

FTOCT P NCO/M3K 8825-2—2003 WHopmaumoHHasa TexHosorua. Mpasuna kogupoBaHusa ACH.1.
YacTtb 2. Cneumncdukayma npasua ynnoTHeHHoro koguposaHusa (PER)

FOCT P MCO/M3K 9594-8—98 VHhopMauMOHHaa TexHonornsa. BsauMocBa3b OTKPbITbIX cuctem. Cnpa-
BOYHUK. YacTb 8. OCHOBbI ayTeHTUdguKaumnm

MpumeyaHue — lNpy NOML30BAHMN HACTOSLWMM CTaHAAPTOM Lies1ecoobpa3Ho NPOBEPUTL AECTBME CCbIIOYHbIX
CTaH4apTOB B MH(POPMALMOHHOM cucTemMe 06LLEero nosib3oBaHns — Ha oMUMaibHOM caiiTe defepasibHOro areHTcTea no
TEXHUYECKOMY PerysiMpoBaHUl0 U METPOSIOTUK B CETU VIHTEPHET WM MO eXerogHoMy MH(OPMAaLMOHHOMY ykasaTesnto «Ha-
LMOHa/IbHblE CTaHAAPTbLI», KOTOpbI ONy6AMKOBaH MO COCTOSIHMIO Ha 1 AHBaps TEKYLLEro rofa, ¥ no BbiMyckam exemecsy-
HOro MHJPOPMAaLMOHHOTO yKasaTens «HauuoHanbHble cTaHAapTbk» 3a TEKYLWiA rod. Ecnnm 3ameHeH cCbifIouHbIl cTaHaapT,
Ha KOTOpbIl faHa HeAaTMpOBaHHasA CCbIKa, TO PEKOMEHAYETCS UCNOMb30BaTh AEMCTBYIOLLYI0 BEPCUIO 3TOTO CTaHAapTa
C YYETOM BCEX BHECEHHBIX B laHHYI0 BEPCUIO U3MEHEHWIA. ECNM 3aMeHEH CCbIIOYHbIA CTaHAapT, Ha KOTOpbI gaHa AaTu-
poBaHHas CCblfika, TO PEKOMEHAYETCS MCMNOMb30BaTh BEPCUIO 3TOT0 CTaHAapTa C yKasaHHbIM Bbllle FO0M YTBEpPXAEHUS
(NpuHATKA). Ecnv nocne yTBEPXAEHUS HACTOSLLEro CTaHJapTa B CCbISIOYHbIA CTaHAApT, Ha KOTOPbIA AaHa AaTMpOoBaHHas
CCblINIKa, BHECEHO M3MEHEHWE, 3aTparvBaroLLee NosIoKEHNe, Ha KOTOpPOe AaHa CCbi/ka, TO 3TO NOJIOKEHNE pPeKoMeHAyeTcs
NPYMEHSTL 6e3 yyeTa JaHHOTO n3MeHeHUs. Ecn cebloyHbIli cTaHAapT OTMEHEH 6e3 3aMeHbl, TO MOSIOKEHNE, B KOTOPOM
[aHa CCbIfKa Ha Hero, PeKOMEeHAYeTCs MPUMEHSITb B YaCTW, He 3aTparvMBatoLLeli 3Ty CCbIKY.

3 TepmMuHbI 1 onpepeneHusa

B HacToAweM cTaHfapTe NPUMEHEeHbl cnefyloline TePMUHbI U oNpeaeseHuns:

3.1 Bnageney cepTudumkarta knw4va NPOBEPKM 3/IEKTPOHHOW noanucu; Bnageney ceptudukarta
(public key certificate subject): KOpuagnyeckoe nan gusnyeckoe AULO, KOTOPOMY BblgaH cepTUdMKaT Kawva
NPOBEPKN 3N1EeKTPOHHOI noanucu.

3.2 BOCCTaHOBJ/IEHUE [eNCcTBUA cepTudukata (kwya NMpPoOBEpPKU 3/1IEKTPOHHON noanucu) (public
key certificate release): BocctaHOBMiEHME yAOCTOBEPSAOLWMM LEHTPOM AENCTBUSA cepTudmkaTa kawo4da npo-
BEPKN 3/IEKTPOHHON noAnucu, feicTBrMe KOTOPOro 6bi/10 MPUOCTAHOB/IEHO 3TUM YAOCTOBEPSAOLWMNM LLEHTPOM.

3.3 gaHHble 3anpoca Ha cepTUduKaT (k1o4a NPOBEPKM 3NEeKTPOHHOW nognucu) (request data on
public key certificate): MognucaHHas nHopMauMsa B 3anpoce Ha cepTudumkaT K4va NPOBEPKN 3/IEKTPOHHON
nognucu, BKIYaKLWas KN4y NpoBepKn 3/1EKTPOHHOW NoANUCcK PU3NYECKOro WK IPUANYECKOro nuua, aeH-
TU(PUKALMWOHHBbIE AaHHble 3TOr0 fMLa U ApYyry nHdopMaumnio, BKIKYaeMy B cepTudukar.

3.4 pBoliHOW KOHTpOoAb (dual control): Mpouecc COBMECTHOTO yYacTusa AByX Win 6onee puanYecknx nm
dunsnyeckux nuu, fenCcTBYOLWMNX B 06WNX Lensx obecneyeHns 3alnTbl BaXHbIX PyHKLWI 1 uHopmaunm.

MpumeyaHne — 3T NMLA HECYT pPaBHYIO OTBETCTBEHHOCTb 3a obecneyeHune 3awmTbl MHopMauuy, 3ageii-

CTBOBAHHOI B YA3BUMbIX onepauusix. Hun ogHoO 13 3Tux AWl B OTAE/ILHOCTU HE MOXET NOJyYnTb AOCTYN K MHhopMaumm
(Hanpumep, KpunTorpadMyeckoMy Kdy) Win UCnosb30BaTh ee.

3.5 AoBepeHHbIN K4 NPOBEPKM 3M1EKTPOHHOM noanucu (trusted certification authority public key):
Knioy npoBepKku 3NeKTPOHHOI noAnucu, noslyYyeHHblt 4OBEPEHHbIM 06pa3oM M UCNOb3YEMbI ANA NPOBEPKU
nepBoro ceptudpmkata kawya NpoBEPKN 3/1IEKTPOHHONM MOANUCK B LLEeNOYKe CEepTUUKATOB K/IHOUYEN NPOBEPKM
3/1eKTPOHHOW NoAnucKu Npu NPOBEPKE LLENOYKN CepTUdIMKaTOoB.

Mpumep - KopHEBOI4 K/1H0U B MepapXxmnyeckoii cucTeme yA0CTOBepAoLULMX LEHTPOB WM K/toY 10KaIbHO-
ro yaoc TOBEpsIIOLWEero ueHTpa B CETEBOW cucTemMe y40CTOBEPSAIOWNX LLeHTPOB (CM. nNpuoxexHue B).

3.6 xypHan ayguta (audit journal): XpoHonorunyeckas 3annucb CUCTEMHOI akTUBHOCTMW, AOcCTaTo4Has,
4YTO6blI NO3BOMINTL PEKOHCTPYKLMIO, aHaIN3 U M3yyeHne nocnefoBaTeflbHOCTU YCNOBWUIA 1 AENCTBUIA, OKpyxXa-
IOLWNUX NN NPUBOAALLNX K K&XKAOMY COObITUIO B XOfe TpaH3akuun oT ee Havyana v 40 BbiBOAA OKOHYATENbHbIX
pesynbTaTos.

3.7 3ameHa cepTudukarta (k104a NPOBEPKM 3MeKTpOHHOW noanucwu) (public key certificate re-key):
Mpouecc, nNpu KOTOPOM BAagenel cepTudukata kw4va NPOBEPKM 3N1EKTPOHHOW NoAnucu mnoayyvyaeT HOBbI
cepTudukaT kYa NPOBEPKN 3NEKTPOHHOW NOAMMCU HA HOBbLIN KMOY NPOBEPKM 3/1EKTPOHHON noanucy nocne
co3faHnsa HOBOI napbl KOYeW.

1) 3ameHeH Ha TOCT P MICO/M3K 8824-4—2016.
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3.8 k104 NpoBepKM 3NeKTpPpoHHOW noanuck (public key): YHukanbHasa nocnegosaTesibHOCTb CUMBO-
I0B, OfiHO3HAYHO CBfA3@aHHAsA C K/OYOM 3/1IEKTPOHHOW NOoANWCU W NpefHasHavyeHHas AN NPOBEPKN MOAJINH-
HOCTW 3/IEKTPOHHOW nognucwm.

MpumevyaHne — BHacToslWeM cTaHAapTe B LENSX COXPaHEHUs] TEPMUHOMNOMMYECKON NPEeMCTBEHHOCTM MO
OTHOLLEHUIO K AE/CTBYIOLMM HaUMOHa/IbHBIM NPaBOBbLIM M HOPMATMBHBLIM LOKYMEHTaM, PEryMpYLWMX OTHOLIEHMST MO
NCMNO/Ib30BaHNIO 3/1EKTPOHHOW nognucy (Hanpumep [1, 2]), n ony6AnKoBaHHbIM Hay4YHO-TEXHUYECKUM U34aHMSM YCTaHOB-
JIEHO, YTO TEPMMHbI «K/1OY MPOBEPKU 3/TIEKTPOHHOW NOANMNCU» N «OTKPLITLIA KOY» SBAAKTCS CUHOHUMaMW.

3.9 KoY 31eKTPOHHOM nognucu (private key): YHMKanbHaa nocnepoBaTtenbHOCTb CUMBO/IOB, NpegHa-
3HauyeHHasa ANA co3faHnsa 3/IEKTPOHHOW nognucu.

3.10 knto4veBasa uHdopmaumnsa (keying material): JaHHble, HeobxoaMMble A1 BbINOMIHEHUA KpUnTOrpa-
onueckmx onepauunii, Hanpumep M3roTOBAEHUS KAKOYEN.

3.11 KoHeuHbI Bnagenew ceptudurkarta knYa NPOBEPKM 3/TIEKTPOHHOW NOAMNUCU: KOHEYHbIA BNna-
feney ceptudukata (end entity): Bnageney ceptudumkara knoya NpoBEpKU 3/1E€KTPOHHOW NogNucHK, 3a UCKNI0-
YeHneMm yA0CTOBEPSAIOLWEro LeHTpa, UCMOAb3YIOW WA CBON KNOY 3/IEKTPOHHOW nognucu ana uenei, oTANYHbIX
OT moAnucaHna cepTuduKaTos Kw4eli NPOBEPKN 3NEKTPOHHONM MOANUCH.

3.12 kpunTtorpacunueckuin knwou (cryptographic key): NapameTp, KoTopbli onpegensieT paboTy Kpun-
Torpagouyeckon yHKLmu.

MpumMmeuvaHue — Kpuntorpadmueckas pyHKUMSI NO3BONSET OCYLLECTBUTL!
- Npeo6pasoBaHne 06bIYHOrO TEKCTA B LLUMIPOBAHHbIA TEKCT 1 HAOGOPOT;

- co3faHune KIYeBO MHpopmaumm;

- co3faHune Wam NPOBEPKY 3/IEKTPOHHOM NoAnucu.

3.13 kpocc-cepTudukaumnna (cross-certification): Mpouecc, Npu KOTOPOM ABa yAOCTOBEPSAIOLWMX LEeHTpa
B3aMMHO MNOATBEPXAAT KNH0UMU NPOBEPKN 3N1EKTPOHHbIX nognucei gpyr gpyra.

3.14 mogynb ASN.1 (ASN.1 module): COBOKYNHOCTb UAEHTUHULNPYEMBbIX BUAOB U 3HAYEHWIA abCTpaKT-
HOli CMHTakcmyeckoi HoTauun (ASN.1).

3.15 otnnuntenbHoe mmsa (distinguished name): YHukanbHblli ngeHTumnkaTtop Bnagensua ceptngu-
KaTa Kn4a NpoBepKn 3/1eKTPOHHOM MOAMUCH.

MpumeuyaHune — MeTodbl onpeaeneHnsl roGasibHOW YHUKA/IbHOCTU VMEHW BbIXOAST 3a PaMKu HACTOSILLEro
CTaHaapTa.

3.16 napa kntouyein (key pair): COBOKYNHOCTb K/t04Ya NPOBEPKM 3N1E€KTPOHHONM NOAMUCK 1 COOTBETCTBYIO-
Lero emy kawya 3/1eKTPOHHON noanuncy.

3.17 nonuTukKa nNpumMeHeHnsa cepTudurkaToB (kK/104Yeld NPOBEPKU 3/IEKTPOHHBbIX nognuceit) (public
key certificate policy): NonmeHoBaHHbIi Habop npaBun, onpeaensaArLwnin NOPALOK NPUMEHEHNS cepTudmkara
K/oYa NPoOBEpPKN 3NEeKTPOHHOI nognucun, ANs onpefeneHHo COBOKYNHOCTW W (MKn) OTAEeNbHOro knacca 6us-
Hec-nNpuIoXeHnin ¢ eguHbIMKU TpeboBaHUAMKU 6e30NacHoOCTH.

MpumMeyaHud

1 MNonuTrka NPUMEHEHNST CEPTUCIMKATOB K/THOUEl NPOBEPKM 3NEKTPOHHbIX NOANMCEN [OMKHA UCNONb30BaTLCS NOJb-
3o0BartesieM cepTudmkara Kaoya NPoBEPKV 3/IEKTPOHHOW MOAMUCK MPU NMPUHATUN PELLEHUs O TOM, CTOWUT /I NpU3HaBaTb
CBA3b Mexay Brafernblem cepTudmkara 1 KIHoM NPOBEPKU 3NEKTPOHHON NOAMMCHA.

2 KoHKpeTHas MosMTuka NpUMEHEHNS CEPTUUKATOB KIHOUe NPOBEPKM 3/IEKTPOHHBIX NOANMCEN MOXET yKasbiBaTb
Ha YCNoBWSA MPYMEHMMOCTH cepTudukaTa Koua NPOBEPKN 3/1IEKTPOHHON MOANMUCY K ayTEHTUMKALMN S/IEKTPOHHOTO 06-
MeHa JaHHbIMW MPU TpaH3aKLMsAX Mo TOProssie ToBapamy B npejesnax f4aHHOro LieHOBOro AuanasoHa.

3.18 nonb3oBatenb cepTudukata (relying party): KOpngnyeckoe nam msnyeckoe nnuo, UCNonb3yto-
wee ceptudukaT knYa NPOBEPKM 3EKTPOHHOW MoANMCY AN NPOBEPKW 3NEKTPOHHOW noanucu.

3.19 npuocTaHOBKa AeCTBUSA cepTudukarta (k/roua NpoBEPKU 3/1IEKTPOHHOW nognucu) (public key
certificate suspension): BpemMeHHOe npekpalieHne yaoCcTOBEPSAOWNM LEHTPOM AelicTBUA cepTudmkaTta Kito-
Yya NPOBEPKM 3/1EKTPOHHON nognucu.

3.20 npoaneHue cepTudukarta (k1wYa NPoBepPKM 3NeKTpoHHOW nopgnucu) (public key certificate
renewal): Mpouyecc, Npu KOTOPOM OpPUANYECKOMY MAN PU3NYECKOMY /1MUY BblAaeTCsa HOBbIA cepTudukar cy-
LLLeCTBYIOLLEro Koya NpoBEepKW 3/IEKTPOHHOW NOANUCK C HOBbIM CPOKOM AehCTBUSA.

3.21 paspgeneHHoe 3HaHue (split knowledge): MeToa XpaHeHUSA KpunTorpaguyeckoro kawya, npu KoTo-
pom gBa (Mnn 6onee) MU3NYECKNX UK IPUANYECKUX NnLa MO OTAEIbHOCTY UMEIOT YacTu K/va, KoTopble no
OTAENbHOCTU He AAlT HUKaKNX CBEAEHUIN O pe3ynbTUPYLWEeM KpuntorpauyeckomM Krue.

3.22 pernamMeHT Bblgaun cepTunkaTtoB K/l0Uer NMpPoOBEPKN 3/1EKTPOHHbIX noanucei; PBC (public
key certification practice statement): COBOKyNnHOCTb NpaBus, peryampyowmx nopsanok Bblgaym v ynpasneHuns
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cepTudhnkatamm knYein NPoOBEPKN 3I/TEKTPOHHbLIX NOANUCEN YAOCTOBEPSIOWMM LEHTPOM Ha MPOTSHKEHUN UX
XU3HEHHOTO uuKna.

3.23 peecTp cepTudukatoB (KJloUveii NpPoBepKU 3MEeKTPOHHbIX noanucei) (public key certificate
register): COBOKYNMHOCTb [aHHbIX, BKOYalLWasa CNNCOK BblAaHHbIX YAOCTOBEPAOLWMM LEHTpOM cepTuduka-
TOB K/KOUEW MPOBEPKM 3MEKTPOHHbLIX NOANMCEA M MHAPOPMAaLUID, CodepXallylcss B 3TUX cepTudukaTax, a
Takke MHpopmaynio 0 gatax npekpaweHns 4encTBMS UAN aHHYNIMPOBaHWS CepTUdIMKATOB K/HOYEn NPOBEPKU
3/1eKTPOHHbLIX NMOANMCEN 1 06 OCHOBAHUAX TakMX NpeKpaw,eHnii UM aHHY/IMPOBaHWiA.

3.24 cepTucukaTt k4vYa NPOBEPKU 3MEKTPOHHOM nognucu (public key certificate): 3neKTPOHHbIN
OOKYMEHT U AOKYMEHT Ha 6yMaXHOM HocuTene, BblAaHHble YA0CTOBEPSALWNUM LEHTPOM MO0 A0BEPEHHbLIM
NNLOM YAOCTOBEPSIOLWEro LEHTPA U NOATBEPXAAOLME NMPUHAA/IEXHOCTh K/l04a NPOBEPKM 3/IEKTPOHHON noa-
nucu Bnajenbuy AaHHOro cepTudumkata kya nNpoBepKM 3NEKTPOHHOW noanucu.

3.25 cepTudukaT KoUa NPOBEPKN 3NEKTPOHHOW NognNncn yaOCTOBEPSAKLWErO LeHTpa; cepTudu-
kat YL, (certification authority public key certificate): CepTudukat knwva NpoBEPKN 3/IEKTPOHHON nognucw,
BNagenbLemM KOTOPOro SIBAAETCA yA0CTOBEPSAIOWMA LEHTP, Yell K1Y 3N1eKTPOHHOW NOoANUCUM MUCMOMb3yeTcs
0N noAnNUcaHnsa cepTUgUKaATOB K/IKUYel NPOBEPKM 3MEKTPOHHON NOAMUCH.

3.26 cucteMa ygocToBepsOLWmnx LeHTpoB; cuctema YL, (certification authority system): CoBoKynHoOCTb
YA0CTOBEPSAKLWMNX LEHTPOB, KOTOPblEe YNPaBAAT cepTudukaramy kauelii NPoBepKN 3/IEKTPOHHbIX nognucei
(BK/OUAA COOTBETCTBYIOLLME UM K/OYM NPOBEPKM 3NEKTPOHHbLIX MNOAMUCENA W KTHOUYN 31EKTPOHHbLIX Noanucei)
Ha MPOTSXKEHUN XU3HEHHOTO UMKNa cepTudukaTa Kaw4va NpoBEepKM 3/1EKTPOHHON NOANUCH.

3.27 cNnUCOK HeAencTBUTENbHbIX CEPTUIUKATOB K/AKOUYEN MNPOBEPKU 3/IEKTPOHHbIX MOAMNUCEI;
CAC (public key certificate revocation/non-action list): Cnncok cepTuunkaToB karUeli NPOBEPKN 3NEKTPOHHbIX
nognucen, 06 bABMEHHbIX HEAENCTBUTENBHbLIMM.

MpumeyaHune — HedelcTBUTE/NBHBIMKA CEPTUMKATAMMU SBMSIOTCH CEPTUCMKATBI, CPOK AEACTBUS KOTOPbIX
CTeK, NMPMOCTaHOBIIEHHbIE CEPTUMKATLI U CEPTUUKATBI, aHHYIMPOBAHHbIE MO PELUEHWO Cyaa.

3.28 yBegomMneHue no gonosHNTeNnbHoOoMYy KaHany (out-of-band notification): YsegomneHune ¢ ncnonb-
30BaHWEM CpeacTB CBA3U, HE3ABMCUMbIX OT OCHOBHbIX CPeACTB CBA3WN.

3.29 ypoctoBepsatownii ueHTp; YL (certification authority): KOpungnyeckoe nuuo nnn MHANBUAYaNbHbIN
npegnpuHumMaTtenb, OCyuliecTBAAWLWME (DYHKLUM NO CO34aHUI0 U Bblgaye cepTUdUKaTOB K/loYeid NpoBepKU
9NEeKTPOHHbIX Nognuce, a Takxke NHble MYHKLMW, NPefyCMOTPEeHHble HaLWOHaNbHbIM 3aKOHO4ATENbCTBOM.

3.30 ynpaBneHue knw4damu (key management): Ob6palieHne ¢ KAKYEBON MHGoOpMaLmMen n knovyamm
Ha NPOTSXEHWUN UX XU3HEHHOrO LMKNa B COOTBETCTBUM C MOJNTUKOWA 6€30NacHOCTH.

3.31 yacTtb kno4a (key fragment): dparmeHT kaYa, NepefaHHblli HA XpaHeHne PUANYecKoMy Wuam
hur3nyeckomy nuLy Ana peannsaunn metopa pasgeneHus 3HaHui.

3.32 xaw-pyHkuumsa (hash-function): dyHkuusa, otobpaxarlas CTPOKM 6UT B CTPOKM 6UT puKcnpoBaH-
HOI O/IMHBI W yAOBETBOPAOWas cnefyoumM CBONCTBaM:

1) no faHHOMY 3HAYEeHUO PYHKLUN CNOXHO BbIYUCIUTL UCXOAHbIE AaHHble, OTO6paXaemble B 3TO 3HAYEHNE;

2) ANnS 3afaHHbIX UCXOAHbIX AaHHbIX C/I0XKHO BbIYUCAUTbL APYTUME UCXOAHble AaHHble, oTobpaxaemble B
TO Xe 3HayeHne YHKLUK;

3) C/I0XKHO BbIYUCANTL KakKyl-nnbo napy UCXOAHbIX AaHHbIX, 0TO6paxaemblX B O4HO U TO Xe 3Ha4vyeHue.

[FTOCT P 34.11-2012, nyHKT 3.1.6]

MpuMmedyaHue — lMNMpUMEHNTENBHO K 061aCTW UCNOMNBL30BAHNSA 3/1EKTPOHHOW NOAMMUCK CBOICTBO MO Mepeudunc-
NeHNI0 NoApasyMeBaeT, YTo:

1) No W3BECTHOI 3MEKTPOHHO MOANWCUM HEBO3MOXHO BOCCTAHOBUTb WCXOAHOE COOOLLEHME; CBOICTBO MO
nepeyncneHuio;

2) ANna 3afaHHOro nognMcaHHOro coobuleHnss TpyaHo nogobpath gpyroe (dhasnbecudmumpoBaHHOE) CO06LLEHNME,
MMEIoLLEE TY Xe 3/IEKTPOHHYIO MOAMUCL; CBOWCTBO MO NEPEUNCIEHNIO;

3) TpyAHO Noao6paTh Kakyr-nM6o napy COO6LLEHWIA, UMEIOLMX OAHY W TY Xe NOoAMnUCh.

3.33 ueHTp perucTtpaunn; UP (registration authority): Cnyx6a (nogpasgeneHue) YL, kotopas oTBeuvaeT
3a perucTpauuto, ngeHTudunkaLmio n ayteHTudukaunto snagenslues cepTuukaTtos u asnseTcs yactolo YL,
HO He cOo3/JaeT W He BblAaeT cepTudmKaTbl.

MpumeyaHne — LIP MOXET yyacTBOBaTb B MPOLECCE MOMYYEHNs1 cepTudmKaTa Kioya NpoBepKM 3M1eKTPOHHON
noAnucy, NpoLecce npekpalleHus AeiicTBus cepTudmkaTa Kioda NPoBEepPKM 3MNeKTPOHHO! NoanMcu uan B TOM U PYroMm.

3.34 uenoyka cepTMdUKATOB K/OUYE NPOBEPKN 3/1EKTPOHHbIX MOANMCEN; Lenoyka cepTudurkaTos
(public key certification path): YnopsgoyeHHass nocnefoBaTesibHOCTb CEPTUIMKATOB K/OUYeli NPOBEPKM 3Mek-
TPOHHBLIX MoAnucei, KoTopas, UCXOAs U3 YC/IOBUS [OBEPUA MepBOMY cepTudukaTy kawoya MPOBEpPKU 3fek-
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TPOHHOW noAnucK 3Toi uenouvkn (cepTudurkaTy yA0CTOBEPSAOLLEro LLeHTpa), MO3BOASET YCTAaHOBUTL AOBeEpue
KOHEYHOMY cepTuduKaTty Karya NpoBEPKU 3/1€KTPOHHOM MOoANMCU 3TOM LEMOYKN.

3.35 3/1eKTpOoHHasa nognuckb (digital signature): NMHdopmaunsa B 31eKTPOHHOW hopMe, KOTopas npucoeau-
HeHa K Apyroil nHopmaunn B 3/IEKTPOHHOI popMe (noAnucbiBaeMoin nHopmanmm) nam nHbIM ob6pa3om cBsi3a-
Ha C Takoi MHchopMaumein 1 KoTopass UCnonb3yeTcs AN onpegeneHns nuua, nognucbiBalowero nHopmauuio.

MpumMeyaHud

1 Buapbl 31eKTPOHHOM noanvcu onpegenexsl B [1].

2 MprYMeHeHre COOTBETCTBYIOLLEIO BUAA 3MIEKTPOHHON MOANMCK ONpeesisieTcsl Ha OCHOBE MpPaBOBbIX U HOPMATUB-
HbIX aKTOB YNO/THOMOYEHHbIX OPraHoB WM AOTOBOPHLIMY OTHOLLEHWUAMW MeXAYy YHaCTHUKaMW 3/1eKTPOHHOTO B3auMogei-
ctBus (cm. [1]).

4 VIHgpaCTPyKTypa OTKPbITbIX Koueit

4.1 O630p

MHdpacTpykTypa OoTKpbITbiX kAtoyel (PKI) — 3To TepMUH, NCNOMb3yeMbI ANsi ONUCAHUSA TEXHUYECKOIA,
IOpUAMNYECKO N KOMMEpPYECKO MH(PACTPYKTYpbl, KOTOpas AesiaeT BO3MOXHbIM LINPOKOE MPUMEHEHWNE TeX-
HO/TOTMM OTKPBLITOTO K/toua.

TexHONorns OTKPbITOrO K/K4a MCNoMb3yeTcs ANA COo34aHusa 3/1EKTPOHHON NoAnucu v ynpasieHns CUM-
MeTPUYHbIMK KtoYaMn. B kpuntorpadum ¢ aCMMMETPUYHBIM K/TIOYOM MCNOMb3YHTCHA ABa K/K4va: O4UH CKPbIT-
HO XpaHWTCH y MoNb3oBaTens, a APYroii CTaHOBUTCA MYy6AMUYHO AOCTYMNHbIM (OTKPbITbIM). [ognucaHHoe unn
o6paboTaHHOE C NOMOLLbI OAHOr0 K/4Ya MOXET 6biTb MPOBEPEHO HAa AEWCTBUTENIbHOCTb C MOMOLLbI A0N0N-
HSAKOLLEro ero kwya. PackpbiTue OTKPbITOrO K/o4Ya He KOMNPOMETUPYEeT AOMOJTHAKLWEro ero kawua.

AyTeHTumKaymna Kayein NpoBEPKM 31EKTPOHHOW NoANUCK ABASIETCS HEOOBXOAMMbIM YCOBUEM, U MO3-
TOMY Takue K14 HaxoaaTca B cepTuduKaTax Kal4ved NpoBepKku 3NeKTPOHHOW nognucnu. CepTudmkar kaya
NPOBEPKN 3/IEKTPOHHON MOANUCK COAEPXUT K4 MPOBEPKM 3/1EKTPOHHOW NOAMUCU U MAEHTU(UKALNOHHbIE
[JaHHble, a TaKke 3NeKTPOoHHY nognuck YL, Hactoawwuii ctaHgapT ocHoBaH Ha TOCT P MCO/M3K 9594-8 B
yacTu ayTeHTMdukaynum B OTKPbITbIX CUCTEMAX.

4.2 Mpouecc ynpaBaeHUs MHADPACTPYKTYPON OTKPbITbIX Kto4veli

O6s3aHHOCTAMM, yCcnyramm v npouegypamu, HeobxogumbiMyu ANA ynpaBAeHUs MHPPACTPYKTYpOi OT-
KPbITbIX K/OYEN, ABMAKTCA:

- cozfaHune Knwue;

- perncrpaums;

- co3faHue cepTuukaTos;

- pacnpegeneHue;

- UICMONb30BaHMe;

- NpMOCTaHoBKa, BOCCTAHOB/IEHNE;

- NpeKpalleHmne cpoka AencTBus;

- NpoaneHue;

- 3ameHa.

OcCHOBHbIE 3Tanbl Npouecca ynpaBneHUss MHPaACTPYKTYPO OTKPbITbIX K/IOYEW NokasaHbl Ha pucyHke 1.

4.3 YpocToBepsAOWNiA LEHTP

YL, co3paeT cepTudmkaTbl KAKYel MNPOBEpPKM 3NEeKTPOHHOM nognucu. tOpuguyeckne u gpusamyeckue
nvua (B Tom uncne YLL) MoryT ncnosb3oBaTb cepTudukaTbl KaoUeid NPOBEPKUA 3/1EKTPOHHON MognncK, 4To6bI
ayTeHTUdnuupoBartb cebsa Ass nonb3oBaTenein cepTudukaTos.

Mocne TOro kak cepTudumkaT kaw4va NPOBEPKM 3N1EKTPOHHOM NOANNCK CO3A4aH, LEeNoCTHOCTb ero coaep-
XaHua 3auuuiaeTca 3/IEKTPOHHOW NOANUCHI0 YAOCTOBEPSALWEro LeHTpa. HactosAwuii ctaHgapT He TpebyeTt
obecnevyeHUss KOHMAEHUNANBHOCTM CepPTUIIMKATOB KI4Yeld NPOBEPKM 3/1EKTPOHHOM noAnucu. YuuTbiBas,
4yTO Mo/sib3oBaTeNu cepTudumkaToB A0BepsT YL, 3To genaeT BO3MOXHOI NPOBEPKY CBA3M MeXAY K/IH4YOM
NPOBEPKN 3/IEKTPOHHON MOAMNUCK HPULNYECKOTO WM (PU3MYECKOTO nua, UAEHTU(PUKALNOHHBIMU AaHHbIMN
3TOro NiMua 1 Apyroin Heo6xoAMMON cofepxalieiics B cepTudmkaTe kl4va NPOBEPKU 3/1EKTPOHHON moAanvcu
nHdopmaune.
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Mpouecc xusHeaesTeNbLHOCTY cepTudukaTa kirua
NMPOBEPKMN 3/IEKTPOHHOI Nognuncu

MpuMeuyaHue — Liidpbl COOTBETCTBYHOT STarnam NpoLECCOB, AETa/M3NPOBaHHbIX Ha PUCYHKE 2.

PucyHok 1— TunoBoii npouecc ynpaeneHns NHPaCTPYKTYPOii OTKPLITLIX Ktouelt

Llenoyka cepTudnKaTtoB MOXET GbiTb COCTaBMEeHa AJ/151 ABYX OCHOBHbIX apXUTEKTYpP: Mepapxmyeckoi u
CeTeBO.

B nepapxuyeckoit cucteme YL, nonHomoumsa nogcTpavBaroTCs NoA rosoBHol YL, KoTopbIid co3gaeTt u
BblAaeT cepTugmnKaTbl KNUYel NPOBEPKU 3MEKTPOHHON noanucu ansa YL, HenocpeACTBEHHO €My MOAYUHEH-
HbIX. DTU NOAYMHEHHble YLl MOryT BblgaBaTb CepPTUUKATLI KOUYER NPOBEPKM 3/1EKTPOHHON nognucu noguun-
HEHHbIM MM YLl WM KOHEeYHbIM Brajenblam cepTUduKaToB. B nepapxnyeckoin apxuTekType K4 NpoBepku
3/1EKTPOHHOW MoAnMCcKM TFONIOBHOrO YL, BbiCTynaeT B KayeCTBE [OBEPEHHOr0O K/oua MPOBEPKU 3/IEKTPOHHOI
NOANWCU N U3BECTEH KaXAO0MY NOMb30BaTeslo cepTUuKaToB. [elicTBUTENbHOCTb cepTudukaTa kawya npo-
BEPKN 3/1EKTPOHHOM noanucu nrboro punanyeckoro nnm mu3nyeckoro amua MoxeT ObiTb NpoBepeHa nocpea-
CTBOM MPOBEPKM LLEMOYKM CepTU(MKATOB, KOTOpas BeAeT OT NPOBEPSEMOro cepTugukaTta Kawya NpoBepKu
3/1eKTPOHHOW nognucyu o6paTHO K AOBEPEHHOMY K/1H04y NPOBEPKM 3/1EKTPOHHOI noanucu (Kuy npoBepku
3/1eKTPOHHOI nognucu ronosHoro YL|). B atoin cucteme YL, ronosHol YL, aBnseTcsa o6uwein Toukol gosepus
AN Bcex nosb3oBatesieli cepTugmnKaTos.
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FonosHo YL, gna cBA3W 3a npegenamu cBoeli 06nacT OTBETCTBEHHOCTU [AO/DKEH KPOCC-CepTu-
gmumpoBaTbes ¢ YL, xenaemoii yoaneHHoin obnactu. NpoBepka Lenovkm cepTudumkaToB npegnonaraeT cosga-
HWe nocnefoBaTesIbHOCTU cepTUhUKaTOB KKUYENn NPOBEPKN 3N1EKTPOHHOW NOANUCK OT yAaneHHOro qouanyecko-
ro Win PUANYECKOrO iMua A0 rofI0BHOTO YL, ¢ noMOLW b Kpocc-cepTUnLMpPOBaHHOrO yaaneHHoro YL,

B ceTeBoil cucteme YL, HesaBucumble YL, MoryT kpocc-cepTudhnympoBath Apyr Apyra nocpeicTtBoM Bbl-
Jaun cepTudmKaToB KIOYEn NPOBEPKM 3NEKTPOHHOM noAanvucu Apyr Apyry. 9T0 NpMBOAUT K 06weli cxeme [0-
BEpUTENbHbIX OTHOWeEHUA Mexay YL, n no3sonseT Kax4on rpynne (Hanpumep, KIMPUHIOBOI nanate, dUHaH-
COBOMY YUYpPEXAEHWI0 UM ero nogpasfesieHnsiM) nmeTb cO6CTBEHHbIM YL|. KOpuandeckoe unm dusnyeckoe
NNLO MCNONb3YyeT KoY NPOBEPKN 3NEKTPOHHOW noanucu Bbl6paHHOro YL, kak AOBEpEeHHbIV K4 NpoBepKu
3NeKTPOHHOI nognucu. Llenoyka cepTudMKaToB COCTOUT U3 TEX CepTUUKATOB Ktoueli NPOBEPKN 3/TEKTPOH-
HOli nognucu, KoTopble nAyT B 06paTHOW nocnefoBaTesibHOCTUM OT NPOBEPAEMOro Ha AeNCTBUTENbHOCTb cep-
TMdmkaTa kaya NpPoBEpPKM 3MNEKTPOHHON noanucu Ao YL, KN4y npoBepKn 3/71eKTPOHHON NoANMCU KOTOPOro
noslyyeH nofnb3oBaTenemMm ceptudurkata 4OBEpPEHHbIM 06pa3oM.

KomnpomeTauns kiwya 3/71eKTpoHHOI nognucu YL, komnpomeTupyeTt Bce cepTudmkatbl kitodeid nposep-
KN 3NEKTPOHHOW NOAMUCHU, BblAaHHbIX aHHbIM YL, NOCKO/IbKY 3/10yMbILU/IEHHUKN C MOMOLL b0 CKOMNPOMETUPO-
BAHHOIO K/l04a 3/1EKTPOHHOW MOAMMCYM MOTyT co3faBaTb (hasbluMBble cepTudIMKaTbl KoUein NpoBepKn 3nek-
TPOHHOI nognucu, a 3aTeMm BblgaBaTb cebs 3a 04HOTO0 UM HECKOMbKMX KOHEYHbIX BNagenbuesB cepTudIMKaToB.

XXV3HEeHHbIA uukn ceptudukata kawya NPoOBEPKN 3M1EKTPOHHON NOAMNMCU KOHEYHOro Bnajenbua ceptu-
ovkaTa nokasaH Ha pucyHke 1.

4.4 LeHTp peructpauuun

LIP oTBeuaeT 3a perucrpauuio, MaeHTUMMKaLUIO 1 ayTeHTUMKaLno BnagensLes cepTudnkaToB, HO He
BbIMOMIHSAET PYHKUMM YL 1, cnefoBaTefnibHO, He co3faeT M He BblaaeT cepTudmkatbl. LIP MoXxeT cnoco6cTBo-
BaTb Nnpoueccy nonyvyeHusi ceptudpmkara, npoLeccy npekpaweHust ero felicTBUs Wi ToMy U gpyromy.

4.5 KoHeuHbll Bnageney ceptudukara

KoHeuHbIll Bnagenew, cepTugukaTa MCNoAb3yeT CBOIN KUY 3/1EKTPOHHOW MoAnucv ANsa uenen, oTaunu-
HbIX OT MOANUCaHUA CEePTUGUKATOB K/KUEel NPOBEPKM 3MEKTPOHHON NoAnucu.

5 Cuctembl YL

5.1 O6wasa nHgpopmauynsa

LIP (B cnyyae ero Hanunuusa) senseTca cnyxb6oli (nogpasgeneHnem) YL, geiicTeytouwein B pamkax perna-
MeHTa BblAaun cepTUUKaTOB K/KOYEN NMPOBEPKN 3MEKTPOHHbLIX NoAgnNMcein gaHHoro YL. Pernctpauus topuau-
Yeckux M Pu3nyecknx nuy ¢ cobaaeHnem Bcex TpebyeMbix Mep 6e30nacHOCTM MoXeT 6biTb nopyyeHa LIP
UM MOXET BbITb YacTblo ycnyr, npegocTasnsemMbix YLL.

Mpn ncnonb3oBaHun LIP B3ammopgeincteme LIP ¢ ocTanbHbiMK criyx6amu YL, gO/MKHO ObiTb ayTEeHTUdU-
uupoBaHo. [ns 3Toro npouecca MOXeT 6biTb UCNONb30BaHa 3/IEKTPOHHAS NOANUCH.

5.2 OTBeTCTBEHHOCTb B cuctemax YL

5.2.1 OTBETCTBEHHOCTb U XapakTepucTtuku YL

5.2.1.1 YLl HeceT OTBETCTBEHHOCTb 3a:

a) obecneyeHne 6e30MacHOCTM K/OYa 3/IEKTPOHHON MOANUCKU, CBA3AHHOTO C K/IHOYOM MPOBEPKU 3/1EK-
TPOHHOW noAnucu, cogepXxawmmcsa B cepTudukate Karda NpoOBEPKM 3NEKTPOHHON nognvcu YLL;

6) obecneyeHne yBEPEHHOCTU B TOM, YTO K/IOUM NPOBEPKU 3/1EKTPOHHOW nognucu, cepTudukatbl KOTO-
pbiX co3gaHbl YL, ABASOTCA YHUKaNbHbIMU B 06/1aCTU geincTensa atoro YLi;

B) o6ecneyeHne OTCYTCTBUA Ay6NMpOBaHUSA OTIMYUTENIBHOTO MMEHMW 3anpallBarLeinl CTOPOHbI C UMe-
HeM N060ro Apyroro hn3nyeckoro U LPULANYECKOro nnLa, cepTudurkaTt Kava NPoBEpPKN 3N1E€KTPOHHON NoA-
nMcu KOTOPOro 6bia co3gaH aTum YL,

r) co3gaHne cepTUduUKaToB K/4a NPOBEPKU 3/IEKTPOHHON NOAMUCK C MPUMEHEHMEM anropuTma 3anek-
TPOHHOI nognucu K MHopMaynmn, ykasaHHOW B cepTudmkaTe Knya NPoBEPKM 3NEKTPOHHOW NoAnucK;

4) noggepxaHve MexaHusma npekpaweHus AelicTBUS cepTUdUKaToB W NPOBEPKU, NPUEMIEMOrO A5
BNajenbLeB 1 Nonb3oBaTtesnieil cepTnugukaTos;

e) co3gaHue un pacnpegenenme CAC (cm. npunoxeHue f);

X) co3gaHue nap Knw4yein B COOTBETCTBUM C MOAPOOHLIM CLeHapveM npoueaypbl co3gaHus Ka4ven yao-
cToBepsAWUM LeHTpoM u TpebosaHuamu PBC;
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n) paspabotky PBC n ob6ecneyeHne ero 4OCTYMHOCTU AN BCEX OPUANYECKMX U (PUINYECKUX NNL;

K) obecneyeHne yBepeHHOCTM B TOM, YTO OH BfiafeeT v ynpasnseT CBOMMMW K/lo4aMu 3/1IEKTPOHHOW noanucuy;

N) 3aMeHy napbl kKntyei (NPoBepKN 3/1EKTPOHHOI nognucy / 3aNeKTpoHHOoW nognucu) YL, yepes nHtepsa-
Nbl BPEMEHU, COOTBETCTBYHLLME puckam GusHeca.

Pa6oTta YL, go/mkHa ocyuwecTBNsATbCA B cOOTBETCTBMM ¢ PBC 1 COOTBETCTBYHLWMMN NOAUTUKAMMU NPU-
MeHeHUsa cepTugukatoB. YL, HeceT OTBETCTBEHHOCTb 3a CO3faHne cepTuukaTtoB M JO/DKEH MMETb BO3MOX-
HOCTb NpeAcTaBNATb MHOpMaLMo, CoAepXallyloca B cepTudukaTax Kueil NpoOBEPKU 3NEKTPOHHONM noj-
nucu, B hopme, NPUrogHON ANS1 YTEHUS YE€/TOBEKOM.

TpeboBaHus K pacnpegeneHuto YL knw4yeli npoBepPKM 3NEKTPOHHOW nognucu onpegernieHsl B 5.3.5.

5.2.1.2 PekomeHgyeTcs, utobbl YL, o6nagan cnegyowmmm xapaktepuctTukamu:

a) nmen [O0CTaTOYHO pecypcoB ANA NOALEpPXaHWSA CBOEeN AeATeNbHOCTM B COOTBETCTBMM CO CBOUMMU
0653aHHOCTAMMU;

6) 6bI1 cnocobeH B fOCTATOYHON Mepe MPUHATbL CBOW PUCK OTBETCTBEHHOCTW Mepes KOHEeYHbIMWU Bria-
Aenbuamy cepTudurkaTos 1 NOMb30BATENSAMUN CEPTUDMKATOB, Kak 3TO AUKTYeTCHA NOSIMTUKON NPUMEHEHNS cep-
TUhMKaTOB;

B) NMPUMEHSA/T KafApOBYH MOMUTUKY, KOTOpas obecneymBaeTt foBepue K gedatenbHocTu YLI;

r) ncnonb3oBan ANa peanusauuun yHkuuin YL, cpepctsa, yAoOBAeTBOPSOLWME HOPMATUBHbIM TpeboBa-
HUSAM YNOJTHOMOYEHHbIX opraHoB. CpegacTtea YL, fo/mKHbI 6bITb COOTBETCTBYIOLMM 06pPa30M 3allULLLEHbI.

MpumMmeuyaHne - Knaccbl CpefcTB 3NEKTPOHHON noanucy u cpeacts YLL onpegenetsl B [2]. Heobxoanmblii

Knacc paspabaTbiBaeMblx (MOAEpPHU3NPYEMbIX) CPeACTB YL, onpeaensieTcsl 3aka3unkoM (paspaboTumkom) cpeacTts YL, Ha
ocHose [2];

a) obecneynBan LOCTYNHOCTb CBOMX CepTM(UKATOB K/OYeli NPOBEPKM 3/IEKTPOHHOW Mnognucu, knwda
NPOBEPKMN 3/1IEKTPOHHON noanucu u CAC ana nosb3oBaTtenein cepTudukaTos;

€) onpenensan n AOKYMEHTanbHO OQOPM/SAS BHYTPEHHWE MOMUTUKM (PYHKUMOHMPOBaHUA ana obnactu
pelictema YL, n obecneumBan nx [OCTYNHOCTb 3aMHTEPECOBAHHbLIM ULaM;

X) ob6ecneuyvBan yBepeHHOCTb B COOTBETCTBUM BCEM HaANexalMum HOPMaTUBHbIM TpeboBaHUAM.

Cuctema YL gomxHa obecneynTb YBEpPEHHOCTb B TOM, 4To o06sA3aHHOCTU YL, u UP (npm ero Hanuuun)
66111 onpefeneHsbl.

5.2.2 OTBeTCTBEHHOCTb, KOTOpas A0/DKHa 6biTb BO3N0XeHa Ha YL, wnu Ha UP

YU vnn UP (npu ero Hanmymmn) Heo6xoAMMO OCYLECTBAATb criegylouiee:

a) NpoBepATb 4EACTBUTENBHOCTb UAEHTUPNKALNOHHbIX AAHHbIX IOPUANYECKOTO AN on3myeckoro nuua,
3anpawvBarLLero ceptuukaT k1ryYa NPoOBEPKN 3/IEKTPOHHON NoANMCcKU Kak 6yaylwnin Bnageney gaHHoro cep-
Tngukarta;

6) NpoBepPATb AEiCTBUTENbHOCTb MAEHTUMUKALUOHHbIX AaHHbIX IOPUANYECKOTo M hn3nyeckoro nuua,
3anpalwvBatoLLero ceptTudumkaT KoyYa NpoBEPKN 3NEKTPOHHONM NOAMUCU Kak ALOBEPEHHOE NULO;

B) U3BellaTb O co3jaHun cepTudumkaTa Kaya NPoOBEpPKU 3NEKTPOHHOW NOAMMCU CTOPOHY, YKa3aHHyl B
cepTudgumkaTte kaw4a NPOBEPKN 3/1EKTPOHHOI noagnucyu (NpyM Heob6XoAUMOCTK);

r) ocywecTBnATb Nepegavy 3TOro U3BEeL,eHUss cnoco60M, OT/IMYHLIM OT N6bLIX CNOCO6G0B, UCNO/b3ye-
MbIX A1 nepefadn cepTudurkara kaya NpoBEpPKM 3/1EKTPOHHOM NMognuMcKu HPUAUYECKOTO UM U3nNyYeckoro
nuuya. NMpumepamn Takux cnocob6oB nepefayvn ABASAKTCA 06blYHbIE MOYTOBLIE MMCbMa AJ11 CUCTEM C HU3KUAM
YPOBHEM pUCKa (PO3HMYHAA TOProB/s) M 3akKa3Hble NMMCbMa ANS YaCTHbIX GaHKOBCKMX cucTeM. Peanusayus
3TOW (pyHKUMOHA/IBHOCTN OnpeaenseTca pUckoMm 6usHeca;

[) ocywecTBnATbL ayAuT npouecca Bblgayn cepTudukaTtoB KIHOYENn NMPOBEPKU 3MEKTPOHHOW noanvncu B
TeyeHne BPEMEHU, ONpefeeHHOro TpeboBaHNAMU K COXPaHEHUD 3anucei;

€) OCyLW,ecTBNATb B COOTBETCTBMM C TpeboBaHMAMU 6e30MacHOCTU perncrpayuio ayTeHTMULMPOBaH-
HbIX HPUANYECKNX U (PU3NYECKNX NUL;

X) npefocTaBNATb CBOMM KOHEYHbIM Bnajenbuam cepTuukaTtoB PykOBOACTBO No 6e3omacHOMy ynpas-
NIEHUNIO K/TOUOM 3M1EKTPOHHOM MOAMWCU KOHEYHOTOo Bnajenbla ceptugukaTa;

1) MTHhOpMUpPOBATbL KOHEYHOrO BNagesnbla cepTudukarta o Tom, YTO ero paboTta onpegensieTcsa Kak CKOM-
NPoOMeTMpPOBaHHAasA, €C/iM ero K4y 3/1eKTPOHHON NOAMWCK UCNOMb3YETCHA KakMM-1nmb0o APYrMM lopuandyeckum
nnn OU3NYECKUM NNLOM;

K) MICNO/Ib30BaTbh COOTBETCTBYOLME CPEACTBA, UTOObLI y6eaAnTbCA B TOM, YTO KOHEYHbIN Brageney ceptu-
hmkaTta noHMMaeT 0653aHHOCTU, cHOPMYMpPOBaHHble B 5.2.3, U B COCTOAHUN WX BbINOMHATD;

N) B cnyvyae KoMnpomMeTauumn Knw4va 371eKTPOHHOI nognucu YL, HesamegnutenbHoO MHpopMupoBaTb 06
3TOM BrafenibleB M Nonb3oBaTenen ceptuumkaTtos B o6nactu geiicteusa YL;

8
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M) OCYLLECTBNATL 06pabOTKy 3anpoCcoB OT HOPUANYECKMX U DU3NYECKUX NUL, Ha Bblgady, NpoasieHne u
3ameHy cepTucukaTta, Ha NpekpalleHVe uU BOCCTaHOBNEHWE AeicTBUA cepTudumkaTa, a Takke (N0 peleHuto
cypa) aHHy/MpoBaHne cepTudukara.

PacnpegeneHune ykasaHHbIx yHKUnii mexay LP v gpyrumun cnyxb6amu YL, onpegensietca npu peanu-
3auun cuctembl YL

MpunoxeHne B cofepXuT pekoMmeHayemble TpeboBaHNUA A1 NpuemMa AaHHbIX 3anpoca Ha cepTudumkar.

Ha npegmeT ob6ecneyeHns TpeboBaHUii KOHTPOASA U YBEPEHHOCTU B KayecTBe 6e3onacHocTu cMm. 5.4.

5.2.3 OTBETCTBEHHOCTb KOHEYHOro Bnagenbua ceptudunkarta

K koHeuYHOMy Bnagenbuy ceptudukaTa npegbaBasgTCca cregylume TpeboBaHuns:

a) obecneynBaTb YBEPEHHOCTb B TOM, YTO K/1tOY 3/1€KTPOHHOM NOAMNUCU KOHEYHOro Bragesbua ceptudu-

Kata:

-XpaHUTCA B KOHTPO/IMPYEMOW 30HEe, YCTaHOBJ/IEHHOW ANA CpeAcTBa, peanu3ylowero kpuntorpaguye-
ckne oyHKUum;

- UCMOJIb3yeTCHA TOMbKO YNOSIHOMOYEHHbIM /INLLOM C MPUMEHEHMEM Hafnexalmx Mep U CpeacTB KOHTPO-

NS 1 ynpaBfieHMs AOCTynom (Hanpumep, naposis), cornacHo cooTeBeTcTBykwemy PBC;

6) obecneynBaTb YBEPEHHOCTb B TOM, YTO pe3epBHas KOMUSA K/Ya 3/1IeKTPOHHON MOANNCK XPaHWUTCS B
KOHTPO/IMPYEMOI1 30He, YCTAHOB/IEHHON A1 CPEACTBA, peasin3ylolero Kpuntorpagpuueckne yHkuum, Torga
Kak camun cpeficTBa XpaHSTCA B 3alULLEHHOM XpaHuUauLie.

TpeboBaHua 6e3onacHoOCTV A1 pPe3epBHOr0 KOMUPOBAHUA K/OYel 3/IEKTPOHHON noanncu moryT 6biTb
OCHOBaHbl Ha 5.3.1.1. Knou 3/1eKTPOHHOW noAnucu crieayet TpaHCnopTMpoBaTbh 6e30nacHbIM CNoco6oMm;

B) NpeAnpuHNMaTh AeincTBUA No obecnevyeHuto KOHOUAEHLMANIBHOCTU Kal4Ya 3MEeKTPOHHOM noanucu
ANA npefoTBpalleHns HeCaHKLMOHMPOBAHHOTO MCMO/Ib30BaHMA M KOMIPOMeTaLnn Koya B TEHEHUE €ro XUus3-
HEHHOrO UKKNa,

r npeanpuHuMaTtb AeNCTBUA MO He3aMeAMTeNbHOMY yBeAoMneHutio YL, korga KOHeuHblid Bnagenel,
cepTudmkaTa 3HaeT UM nogo3peBaeT O NoTepe, packpbiTUM UM MHOTO poja KOMNpoMeTauuu CBOEro Kawuva
3NM1EKTPOHHOI noanucy;

a) obecneynTb YyBEPEHHOCTb B TOM, YTO MOC/Ae KOMMOpOMeTauun Ui O0T3biBa K/KYa 3/1EKTPOHHON NoA-
NMMCU KOHEYHOro Bnafenbua ceptudukaTa UCNOMb30BaHWE 3TOr0 KMYa 3NEKTPOHHOM noAnucu Hesamennu-
TeNIbHO M OKOHYaTesbHO NpekpaljaeTcs;

e) obecneynTb YBEPEHHOCTb B TOM, YTO K104 3/IEKTPOHHO MOAMUCK KaKOro-nnbo KOHEeYHOro Baagenbua
cepTudmkaTa, KOTopbliii 6bl1 paHee yTEPSIH WX CKOMMPOMETUPOBaH, a 3aTeM HaifeH, 6yAeT YHUUTOXEH;

X) obecneunTb YBEPEHHOCTb B TOM, YTO B C/lyyae NMpekpalleHus gesaTenbHOCTM (Hanpumep, NMkeuaauum
IOPMANYECKOTO NMLLa) KOHEYHOTO Biajesibla cepTudmkarta Cyw,ecTByeT Ha3HauyeHHass OTBETCTBEHHAsA CTOPOHA,
obecneuynBarlLas YHUUYTOXEHNE KIOYa KOHEYHOro Bnagesnbla ceptudumkara v ysegomaeHne cuctemsl YL;

1) o6ecneunTb ypoBeHb H6e3onacHocTu, Tpebyemblii PBC 1 onpefeneHHblii COOTBETCTBYOLMM AOrOBOP-

HbIM COrnaweHuem;

K) NpefocTaBNATb TOUYHbIE M MOJIHbIE AaHHble AN 3anpoca Ha cepTudukart;

n) coobuwats B YL/LIP 0 no6bIX HETOYHOCTAX WM U3MEHEHUSX B COAEPXAHUN cepTudimkara kaya npo-
BEPKM 3/1EKTPOHHOI nognucy (Hanpumep, U3MeHeHue chamunum nT. 4.).

5.3 TpeboBaHUS KXXWU3HEHHOMY LMKNY cepTuduKaTa K/to4ya NpoBepKM 3/IEKTPOHHOW noanucu

5.3.1 Cos3gaHune

5.3.1.1 CpeacTtBa YL, peanusywuime kpuntorpacunyeckne dyHKLUUM C KAKOYOM 3N1EKTPOHHOW nognucwy,
[OJ/DKHbI ObITb COOTBETCTBYOLWMM 06pa3om 3alyuieHbl U HeAOCTYNHbI A1 Kakoro-nmbo Apyroro opuanyecko-
ro nan pmsmnyeckoro nuua. Knwy afnekTpoHHol nognucu YL, Takke Ao/mMKeH 6biTb COOTBETCTBYHLIMM 06pasom
3alMLLeH, NOCKONbKY obsiagaHne MM MO3BOJIAT 3/10YMbILUIJIEHHMKY 3amackupoBatbca nog YL, n cdhopmupo-
BaTb J/IOXHbIE cepTudukaTbl KIHOYENR NMPOBEPKN 3NEKTPOHHOM noanucu.

TpeboBaHusa 6€30NacCHOCTU K K/KOYY 3/1EKTPOHHOW noanucu YL cnepywouime:

a) NoOpsiA0K CO34aHus, MCNOSIb30BaHUSA, XPaHEHUS N YHUUYTOXEHUA KwUa 3NEKTPOHHOW noanucm YL
onpepensieTcs B COOTBETCTBUM C Tpeb6OBaHMAMUK 3KCN/yaTauMoOHHOW AOKYMeHTauuu Ha cpegcTtea YL, peanu-
3ywume kpuntorpagpuyeckme yHKUUU, U HOPMATUBHLIMWU TPEOGOBaHUAMU COOTBETCTBYIOLLMX YMNOSHOMOYEH-
HbIX OpraHoB (Hanpumep, Tpeb6oBaHusamu [2]);

6) Nnpouecc co3gaHua kaw4va NPOBEPKU 3MEKTPOHHOW nognucy / Kawya 3/EeKTPOHHOW NOAMMCU [0J/KEH
obecneynBaTb YBEPEHHOCTb B TOM, YTO K/0YeBas MHoOpMaunsa COOTBETCTBYeT TpebOoBaHUAM K KUy Mpo-
BEPKW 3/1EKTPOHHON noanucu;
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B) TONIbKO YL, go/KeH nMeTb AOCTYN K CBOEMY K/1HOYY 3/1EKTPOHHO nognucy;

r) npu nepexoge yHkumii YL, Kk 4pyromy ynosiHOMOYEHHOMY HPUANYECKOMY WM (DU3NYECKOMY NMLY
KN4 91EKTPOHHOM noagnucn YL, gomkeH 6bITb 3KCNOpPTUpPOBaH 6e3o0nacHbIM CNOCO60OM, HanpuMep:

- NoA ABOWHBLIM KOHTPOJIEM C pa3fefsieHNeM 3HaHusa Wan

- B 3aWncpoBaHHOM BuAe, nNpyu 3TOM Kpuntorpaduueckas CTOMKOCTb LWIMGPOBaHUA [O/IKHA COOTBET-
CTBOBaTb YPOBHIO 3aLLUTbl 3KCMOPTMPYEMOrO K/toya 3NeKTPOHHONW nognucu YLi;

[) nocne UCTEYEHUS CpoKa AEeNcTBUSA KAw4va BCE KOMMM Kak4va 3/EeKTPOHHOW noanucu YL, (1 uvacteit
K/to4a, ecsiv OHN CYLLEeCTBYIOT) AO/DKHbI OCTaBaTbCA HALEXHO 3alULLLEHHBIMW WA AO/DKHbI ObITb YHUYTOXEHbI
6e3onacHbIM 06pa3om.

5.3.1.2 Mpwn co3gaHum napbl kf4Yeid N8 KOHEYHOro Brajesnbla cepTudukata Takke Heo6Xo4uMOo Co-
6ngaTb COOTBETCTBYOWME TpeboBaHUsA. B yacTHOCTN co3gaHume napbl K1KYen KOHEeYHOMY Bnajesibly cepTu-
hmkaTa MOXET OCYLLeCTBNATLCHA CpeAcTBamMu KOHEYHOro Bnagesnbua ceptudukara, peanvsyowmnuMmmn Kpunto-
rpacuyeckne yHkumu, unm cpegcreamu YL, NMopsagok co3gaHus, NCNOIb30BaHUs, XPaHEHUSA M YHUUTOXEHUS
Kno4ueBoli MHopMayum (Napbl KN4Yel) KOHeYHOro Bnagenbua ceptuukara onpegensercs B COOTBETCTBUU
C TpeboBaHMAMM 3KCMAyaTaLMOHHOM AOKYMEHTauMn Ha cpefcTBa, peanusytolime kpuntorpaguueckme yHk-
LUUN KOHEYHOro Bnafenbua ceptudukata, 1 HOpMaTUBHbIMK Tpeb6OBaHNAMN COOTBETCTBYHOLLUX YTO/THOMOYEH-
HbIX OpraHoB (Hanpumep, Tpeb6oBaHuamu [2]).

Ecnu napa knwoueli co3gaeTcs YL, To npuMeHUMbl cnegyouine ononHuTebHble TpeboBaHus:

a) YL pomxeH obecneynTb YBEPEHHOCTb B TOM, YTO K/OY 3/IEKTPOHHOW MOANUCKM KOHEYHOro Bnajesnbla
cepTudmkaTa He packpbiBaeTCs HMKOMY, KpOMe Brajesibla Knoua;

6) YL, He AO/MKEH COXPaHATb KOMUK KaKOro-nnbo Karua 3/1eKTPOHHOI MOAMUCK, KaK TOMbKO 3TOT KoY
[OCTaB/IEH KOHEYHOMY Bragensly ceptudukara;

B) YL, gomkeH obecneunTtb 6e30nacHbIi kaHan AOCTaBKM Mapbl KAHO4YEin KOHeYHOMY Bnafgenbly cepTu-
gmkaTa. MNpu aToM HEeo6XxoaMMO ob6ecneuynTb KOHPUAEHUNANBHOCTb U LLeTIOCTHOCTL K/to4Ya 3/1eKTPOHHON noj-
NMCN KOHEYHOTo Biajesnbua ceptudukarta.

5.3.2 TlMpepgocTtaB/ieHVe AaHHbIX 3anpoca Ha cepTudukart kno4va NPoOBEPKN 3/1EKTPOHHOM
noanucwu

[aHHble 3anpoca Ha cepTudrKaT KOHEeUHbI Bnageney ceptudukata npegoctasnset B LIP (a npn oTcyT-
ctBun LUP — B YLl). 3T AaHHble BKAKYAOT OTINUMTENBHOE UMSI KOHEYHOTO Bfagenbua ceptudukarta un apy-
ryto uHcopmaumto, nossonsawwyto LP (YL) npoBeputb naeHTU(PMKALNOHHbIE AaHHble KOHEYHOrO BAagenbua
cepTudgukata B COOTBETCTBUN € TpeboBaHuamu PBC.

3anpoc Ha cepTudurkaTt knva NPoBepPKU 3/1IEKTPOHHON NOANUCK A0/KEH ObiThb NOANWCAH KNHOYOM 3sek-
TPOHHOI MOAMUCK HPUANYECKOTO UM n3nveckoro nnya (B OTHOWEHUM COOTBETCTBYHOLWMX DOPM MPOBEPKU
NAEHTU(UKALNOHHBIX AAHHbIX CM. NpuaoxeHue B). UP (YLl) Heo6xoanMoO NpoBeEpUTb MOANUCH B fa@HHbIX 3a-
npoca Ha cepTudukat, 4To6bl 06ecneynTb yBEPEHHOCTb:

a) B LLe/IOCTHOCTM OT/IMYUTENIbHOTO WMMEHMW PpUAUYECcKOro uam (u3nveckoro nuua, knw4va npoBepku
3/IEKTPOHHOW noAnucx 1 Apyroii uHopmauum, NoANNUCaHHONW C UCNOMb30BaHUEM K/o4Ya 3/IEKTPOHHON nog-
n“cKu 3TOr0 PULMNYECKOTo NN PU3nYeckoro nnua;

6) B TOM, YTO K/IOY MPOBEPKM 3/1EKTPOHHOI MOANMCK B AaHHbIX 3anpoca Ha cepTudukar cCooTBeTCTBYeT
K104y 3/1EKTPOHHOW NoANNCK 3TOT0 KPUANYECKOTO MM dU3nMYeckKoro smua.

Mocne cosgaHuAa kaw4va, HO L0 ero UCNosb30BaHWsA, KOHeYHbIli Bnagenewy ceptudukara LOMKEH:

- NOArOTOBUTL A@HHble 3anpoca Ha cepTudukat, BKAKYas OTANYUTENbHOE MMSA KOHEYHOro Bnagesnbla
cepTudmkaTa 1 BHOBb CO3[aHHbI KMHOY NPOBEPKM 3/IEKTPOHHON moanucu;

- NOCTaBUTb 3/IEKTPOHHYI MNOAMWUCL NOA AaHHbIMU 3anpoca Ha cepTudukaTt ¢ UCMNONb30BaHMEM KO4a
3N1eKTPOHHOI MNoAMnncK, CBSAI3AHHOTO C K/IIOYOM MPOBEPKM 3/1IEKTPOHHOW NoAnucu, cogepxawumcsa B AaHHbIX
3anpoca Ha cepTudukar;

- NpefocTaBuUTb NOANUCAHHbIE AaHHble 3anpoca Ha cepTuduKat W ApYryi MHopMauuio B COOTBET-
cTBMK c TpeboBaHuamu PBC gna LUP (YL).

5.3.3 Perncrpauusa

Korga LIP o6pauwaetcs B cnyxby (nogpasgenenue) YL, ocywectenstowyo HeNoCpeaCTBEHHO co3jaHmne
cepTuduKaToB K/HOUYEN NPOBEPKN 3/IEKTPOHHBLIX NoAnucei, 3a cepTudnKaToM Kaw4va NPOBEPKM 3NEKTPOHHO
NoANMCKU OT UMEHU HPUANYECKOTO MM hU3NMYECcKOro nAnua, 3anpallvBallero cepTudukaT Kaya NpoBepKU
3/1EKTPOHHON MOANUCK, TO OH [0/DKEH:

a) NpoBepuUTb AEACTBUTENIBHOCTb NAEHTUUKALNOHHbBIX AaHHbIX KOPUANYECKOTO UM hM3NYECKOTO LA,
3anpawuBatouiero ceptugukat B coorsetctesum ¢ PBC YL, (pekomeHgauum no npuemy faHHbIX 3anpoca Ha
cepTudukaT cogepxarca B npunoxeHun B);
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6) NpoBepuUTb AECTBUTENLHOCTbL BNafAEHNS IOPUANYECKAM UM (IU3NYECKUM SINLLOM K/THOHOM 3/1EKTPOH-
HOW noAnuncuK, COOTBETCTBYIOWMM K/1H0UHY NPOBEPKM 3NEKTPOHHONM nognucy, AN8 KOTOPOro 3anpalwimvBaeTcs cep-
TUduKaT Kova NpoBEPKM 3NEKTPOHHON NoAnucu;

B) NPUHATL AaHHble 3anpoca Ha cepTUduUKaT OT KPUANYECKOro NN U3nYecKoro nuua, ecan ero naeH-
TUPUNKALNOHHbIE AAaHHblEe AENCTBUTE/bHbI;

r) NpOBEpUTb AaHHble 3anpoca Ha cepTuduKaT B OTHOLWEHUN OWKNGOK NN YNy eHWNI;

[4) NpOBEPUTb AEACTBMTENbHOCTb 3/IEKTPOHHON NognuMcK LPUANYECKOTro Uan un3n4eckoro nnya B gaH-
HbIX 3anpoca Ha cepTudmkar;

€) NpefocTaBuTh ANA KPUANYECKOTO NN PU3NYECKOTo Nnua KoUK Karda NpoBEPKU 3/1EKTPOHHONI noa-
nucu YL, B cooTBeTcTBUN € TpeboBaHMAMM 5.3.5, a Takke Konuo cepTuukata kawda NpoBEPKM 31€KTPOHHOM
noAnucY KOHeYHOro Bnafesnbla cepTugukara;

X) npegocTaBuUTb OPUAMYECKOMY UM PU3MYeCcKoMy NuLy yBeLoMeHe, NoATBepxpatlee ycnewHyto
perucTpaumnio 1 Bblgady ceptudukaTa kawva NpoBepky 3/1€KTPOHHOM noanvcu, NCnonb3ya mMeToq yBegome-
HUSA Mo AONOSIHUTENILHOMY KaHany;

1) B 3aBUCMMOCTHM OT pucka 6M3Heca, 3annucbiBaTb CBOW AENCTBUSA BXYypHan ayauta (CM. npunoxexHue A).

Mpwn oTcyTcTBUM LIP yka3aHHble Bbille AeNCTBUA OO/MKEH OCyWecTBAATbL YL.

Mpouecc Bbigaunm cepTudmkara kawya NpoBEPKU 3/IEKTPOHHOW MOAMNUCK C UCNO/Ib30BAHUEM TOJIbKO YL
nokasaH Ha pucyHke 2. MNpouecc Bblgaun cepTudukara kawva npoBepKN 3NEKTPOHHOW NoAnNucKM € UCNONb30-
BaHnemM LIP, Bxogsauiero B coctaB YL, npuseneH Ha pucyHke 3.

YBegoM/ieHve Mo AOMOSTHATE/TLHOMY KaHauTy

tOpnanyeckoe wm CepTudpmkar XKypHan
Cosparivie chranyeckoe ML Yy BElan,EHbm ' ayauTa
KntoHen npeaocTas/iseT Ha (3.4)a —> IODVMHECKOMY -1 IOPAIMYECKOTO
1)a paccmoTpeHve YL, aaHHbIe ! WM donisnyeckom wm
@ 3anpoca Ha cepTidmkar ® Ly Y chramnyeckoro
(2)a 6)& nvda

(1) Co3patoTcst KMKoH NPOBEPKU 3/1IEKTPOHHOM noanvcn/
K/HOY 3/1EKTPOHHOW NoAnMCH.

(2) FOpuanyeckoe nm chrsnyeckoe NnLo
NoAroTaB/IMBaEeT AaHHbIe 3arnpoca Ha cepTudomkar,
NnoAnMCLIBAET X CBOVM K/THOUOM 3/1EKTPOHHOA
noanucy 1 NpegocTaBsieT AaHHbIe 3anpoca Ha
cepTndmKaT Ha paccMoTpeHve YL, 6e3onacHbIM
Crocooom.

(3) YLL npoBepsieT AeicTBUTENBHOCTL
NpeaoCTaB/IeHHbIX AaHHbIX 3anpoca Ha cepTudmKar.

(4) YL, nogrotaBnmeaeT nHdiopmMauymio ceptudmkaTa
K/Ho4a NPOBEPKY 3/EKTPOHHONM nognucy m
MoOAMVCLIBAET €€ C 1CMO/Ib30BaHVEM K/ltoua
3NEKTPOHHOV nognmcu YL,

(5) YL BblgaeT cepTdomkaT ropuanuyeckomy Wim
dom3ryecKoMy /Ly 1 NoMb30BaTensiM cepTudmkara.

a Yucna oTHocATCA K aTanam npoLecca Ha pucyHke 1.

PucyHok 2 — Bblgaya cepTudimkaTa ToMbKo YA0CTOBEPSIOWLMM LEHTPOM

5.3.4 CospaHue cepTugumkaTta kao4va NPoOBEPKU 3/IEKTPOHHOW noanncu

[Nns HOBbIX 3aNpOCOB Ha cepTUdMKaT KaoYa NPOBEPKN 3M1EKTPOHHOI noanucu YL, AomkeH:

a) NPOBepuUTb ayTEHTUYHOCTb NpeAcTaBeHUs pPUaAnYeckoro nam Uanveckoro auya, sanpawmsarLle-
ro ceptudukaT, UM ayTeHTM4HocTb LUP (npu ero Hanuuunm);

6) NpoBepUTL AENCTBUTENBHOCTL NOANUCK B NPeAOCTaB/AEHHbIX AaHHbIX 3anpoca Ha cepTudukar;

B) 06ecneunTb YBEPEHHOCTb B OTCYTCTBUMU Ay6AMPOBAHUSA OT/IMUYUTE/IbHBIX UMEH 3anpalluBaloliero u
Kakoro-nnbo Apyroro LpuUANYEckKoro uam usmyeckoro nuua, ceptudukaTt Kaw4va NPOBEPKU 3/IEKTPOHHOWA
noAnucu KOTOPOro paHee 6bia co3gaH B YL;

r) o6ecneunTb YBEPEHHOCTb B YHMKa/IbHOCTM K/ll04a NPOBEPKM 3/1EKTPOHHOW Mnognucu, npegocTaBfieH-
HOro ANnS co3faHnsa cepTudurkaTa kaw4va NpPoOBEPKU 3/IEKTPOHHOW moanucy B obnactu gencteusa YL;
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(1) Co3patotcs K4 NPOBEPKU 31EKTPOHHOM nognmcu/

K/THOM 3M1EKTPOHHOW NOAMVCH. X
(2) FOpuanyeckoe W onanHecKoe N1 CepTudpuKar,
noAroTaBnvBaeT NpefoCTaB/eHVe JaHHbIX 3anpoca pacnpeaeneHHbIN
Ha CepTUCIMKAT, NOAMMCHLIBAET UX CBOVM K/THOHOM FOPUAVYECKOMY W
3NEKTPOHHOM noanvcK, 1 NpeacTaBnsaeT AaHHbIe dhmznyeckomy Ly
3anpoca Ha cepTudukat Ha paccmMoTpeHue LIP 5
6e30rnacHbIM Croco6oM. (G)a
(3) LLP npoBepseT AeicTBUTE/IBLHOCTL AaHHBbIX 3anpoca
Ha cepTndikaTt, NpeocTaB/IEHHbIX FOPUONHECKVIM v
W oM3NUECKVIM JIMLIOM, NMOATNCBLIBAET X CBOVIM CepTudpmKar,
K/TFOHOM 3/1EKTPOHHOM MOAMNMCHY, 1 nepeaaeT Ha pacnpeaeneHHbIV
paccmoTpeHue YL, 6e3omnacHbIM CrocoGoM. KypHan ayauta nosib30BarTesito
= HOPUANYECKOrO ceptTudmkarta
(4) YL npoBepsieT AelicTBUTE/IbHOCTL 3arpoca Ha W G)a
cepTvdmKaT, npegocTasieHHoro LP ot nmveHn hM3MUecKoro
HOPUANYECKOTO WM OU3MYECKOTO NnLLA, nnua
NoAnMUCLIBAET Ero C UCMO/b30BaHMEM K/O4a
3N1eKTPOHHOV nogrvey YL,
(5) YL pacnpegensieT ceptudomkat ropuanHeckomy Wim
domsnueckomy nvuy (nocpeactsom LIP) n XKypHan
nosib3oBaresisiM ceptudmkara. ayauta YKypHau
nonb3osarens  ayauta YLl
cepTudmkarta

a Yucna oTHocATCA K aTarnam npouecca Ha pycyHke 1.

PucyHok 3 — Bblgaya cepTudmkaTa yaoCToBEPAIOWMM LEHTPOM, 1UCMoNb3yowmum LIP

4) Npu oGHapyXeHun oyb6amMkaToB K/toueil NPOBEpPKN 3M1EKTPOHHONM nognucu YL, gomxeH:

1) npekpaTuTb AEWCTBME BCEX CEPTUMUKATOB K/IHOUEN MPOBEPKN 3MNEKTPOHHOW NOAMMCU, COAEPXALLNX
Ay6/1MpOBaHHbIN K04 NPOBEPKN 3/IEKTPOHHOW MOANUCHK;

2) OTKOHUTL 3anNpoC Ha NoJslyyeHne cepTudmkaTa Kaw4va NPoBEPKM 3NEKTPOHHON nognucu.

Ecnun kakasa-nnb6o 13 3aTMx NpoBepoOK OyaeT HeygauHoii, YL, fonXeH OTK/IOHUTb 3anpoc Ha cepTudmkar
Knto4Ya NpoOBEpPKM 3/1EKTPOHHON NOANUCH.

B oTHOWeEHUN 3anpoca Ha cepTugukaT KoyYa NPOBEPKN 3N1EKTPOHHONM nognucu YL Takke LOMKEH:

- o6ecneunTb YBEPEHHOCTb B COOTBETCTBUMN MHpOPMALUKN B NOAAX cepTudmkaTa Kaova NpoBEPKN 3/1ek-
TPOHHON mognucy, nHgopmalmm, cogepxalieiica B faHHbIX 3anpoca Ha ceptudumkar, PBC YL, n, npn Heo6-
XOAMMOCTMW, AONOMHUTE UAN U3MEHUTb MHOpPMaLMio B NONAX cepTudmkaTa kawva NpoBepKN 3/1EKTPOHHOW
nognucu Ans 4OCTUXEHUS COOTBETCTBUS;

- BK/IOUYMTb JOMNOJIHUTENIbHbIE NOMA B CEPTUUKAT KK4Ya NMPOBEPKM 3MEKTPOHHOI noAgnvMcu Ans nonon-
HeHMs MHdopmayum (Npu HeoB6XoAMMOCTN);

- UICMONb30BaTb OAUH WM HECKOJ/IbKO K/loUeil anekTpoHHOW nognucu YL, ana nognucaHnsa nHdopmMaymm
cepTudumkaTa kaw4a NpoBepKN 3/IEKTPOHHON nognucy, Tem cambiM co3faBas Of4MH UM HECKOIbKO cepTudu-
KaToB K/llouYa NPOBEPKM 3/IEKTPOHHON nmognucy B 3aBUCMMOCTM OT AeliCcTBYyHOLWEN Moaenn 6usHeca;

- NPOBEPUTbL CBOI 3/1IEKTPOHHYI0 NOANUCHL cepTudhmnkara knyva NPoOBEPKN 3IEKTPOHHOW NoANMCK [0 €ro
Bblgauu;

- NPefoCTaBUTb KOMWUIO KNtoya (knwyeit) NpoBepku 3NeKTPOHHON noanucu YL, B cooTBeTCcTBUM C Tpe-
6oBaHuaMKM 5.3.5, a Takke Konuw cepTudmkaTa(oB) Kw4a MPOBEPKM 3MNEKTPOHHOW NOAMWCKM KOHEYHOTO
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Bnagenbua ceptudukata B LLP1) (Npu ero Hannumm) uam HenocpencTBEHHO KOHEYHOMY BriafenblLy cepTudun-
KaTa, B 3aBUCMMOCTW OT CTPYKTYypbl cuctembl YL, (cM. pucyHkm 2, 3);

- npu Hannuum LIP yBegoMuTb ero 6e3onacHbiM cnoco6oM (MCnosb3ysi, NpM HEO06XOA4MMOCTN, BO3MOX-
HOCTW AONONMHUTENBHOTO KaHasa), YTo 6bl/IN COo3AaHbl OAWH WMAN HECKONbKO CepTUUKATOB K/toua MpoBEpPKU
3/1EKTPOHHOWN noAnucwy;

- 3anucaTb CBOM AEWCTBUSA B XYypHan ayauta.

MpumeuvaHune — Co3gaBaemble YL ceptudmkarsl ko4veli NpoBEPKM 3NeKTPOHHON nognucy n CAC JO/KHbI
COOTBETCTBOBATb MeXAyHapoaHbIM pekomeHgaumsam MC3I-T X.509 [3]. Bce nons v OoMNoNHEHUs, BK/IOYaEMble B CEpPTU-
dhmkaT KoUein NpoBepkn 3M1eKTPoHHOW nognucy 1 B CAC, AO/MKHbI GbITb 3aM0/IHEHbI B COOTBETCTBMM C pEKOMEHAaLMAMU
X.509. Mpn ncnonb3oBaHUM aslbTePHATUBHBLIX (hOpMaToB CepPTUIMKATOB KtOUE NPOBEPKN 3/IEKTPOHHOW MOANUCK [0MK-
Hbl ObITb OnpejesneHbl TpeboBaHNA K NPOTOKO/IaM CO3JaHus 1 NpekpaLleHns AelicTBMA CepTUUKaToB KIHUen NpoBepky
3/1EKTPOHHOI NOANMCK U Yka3aHbl B T3 Ha pa3paboTky (MogepHu3aumio) cpeacts YL, [2].

5.3.5 PacnpegeneHune knwuein NpoOBEPKM 3/IEKTPOHHOW noanucu

Cuctema YL gosmkHa npefoctaBnATh BnajenbuamMm 1 nosib3oBaTesiiM COOTBETCTBYOLWMX CepTU(UKaToB
OLIVH WM HECKOJIbKO AO0BEPEHHbIX K/OYEn NPOBEPKN 3NEKTPOHHON NOANUCY 1 COOTBETCTBYOLULME NapameTpsl,
KOTOpble 3TW Ainua MOryT MCNOoJb30BaTh ANA MPOBEPKM NEPBOro cepTudmkaTa kaya NPoOBEPKU 3/IEKTPOHHOM
NoANMUCK B LLENoYKe cepTUnkatos.

YLL moxeT pacnpenenaTb No HECKOJbKY KHOUen NpoBEpKM 3M1EeKTPOHHON nognucy Ansa obecneyeHus 3a-
MeHbl K/to4a NPOBEPKM 3/IEKTPOHHOW NOANUCK MO UCTEYEHWUM CpoKa AelCcTBMA yKa3aHHOW napbl kawuel (Npo-
BEPKN 3/1EKTPOHHOI noanucu / aNeKTPOHHOW nognucu), a Takke A8 UX pe3epBUpOBaHNSA 1 BOCCTAHOB/IEHUS.

LlenocTHOCTb K/toYa NPOBEPKN 3MNEKTPOHHON noanucu YL, n nobbix CBA3aHHbLIX C HUM NapamMeTpoB urpa-
eT BaXHYl ponb. Korga cywecrtByeT eAMHCTBEHHAA LEenoyka cepTudnkaTos, Le/IOCTHOCTb LEenoykn cepTu-
hbnkaToB 3aBMCUT OT LE/IOCTHOCTM K/AoYa NPOBEPKM 3/IEKTPOHHOK Nognucu M KOHPUAEHLMANbHOCTU Ko4va
39/1eKTPOHHOWN nognucy Kaxgaoro YL, B aToli uenouke.

YL gomkeH pacnpefensatb CBOM K104 NPOBEPKN 3/1EKTPOHHOW NOANWUCKU U CBA3aHHbIE C HUM napaMeTpbl,
BK/tOYalOL e CPOK AEACTBUA KNHOY NMPOBEPKN 3/IEKTPOHHOW Nognncu n oTamuuTenbHoe uma YL, a Takke obe-
cneyvBaTb YBEPEHHOCTb B LEMIOCTHOCTM M ayTEHTUYHOCTM 3TOr0 K/lo4Ya B npouecce pacnpefeneHvs. Metop,
pacnpegeneHus BblbupaeTca B 3aBUCUMOCTU OT pucka 6usHeca, Hanpumep:

a) [OBEPEHHbIEe K/UYN MPOBEPKM 3/IEKTPOHHON MOAMMCKH MOTYT M3HA4Ya/lbHO pacnpefensaTbCcs C UCMOSb-
30BaHueM, Hanpumep:

- MawmnHouYMTaeMblx HocuTenei (Hanpumep, USB-HocuTenu);

- BCTpamBaHusa B KNIMEHTCKWE CpeAcTBa, peannsylolime kpuntorpaduyeckme QyHKLUn;

- ap.;

6) €ecqn y 1opuandeckoro unn msnyeckoro nuua, obpauiarwerocs 3a ceptudukatom knwya nposep-
KW 3/1EKTPOHHOW nognucu, uau nonb3oBaTens ceptudmkara yxe nMmeeTcss 3aBepeHHas Konusi 40BEPEHHOrO
KNto4a NPOBEPKN 3NEKTPOHHOW NOANUCKU, HOBbIN AOBEPEHHbIV K04 NMPOBEPKN 3M1EKTPOHHON MOANUCUA MOXeT
pacnpefenAaTbCA NOCPeACTBOM, Hanpumep:

- NPAMOW 3NEeKTPOHHOM nepegayn ot YL;

-0 6bIX METOAOB HaYas/lbHOTO pacnpefeneHus.

LLlenoCTHOCTb M ayTEHTUYHOCTb [AOBEPEHHOrO K/to4va NPOBEPKM 3/1€KTPOHHON NOANUCK AO/XKHbI 6biTb
obecneyeHbl He3aBUCMMO OT cnocoba nepepayn. 370 MOXET ObITb AOCTUTHYTO MCNOJ/Ib30BAHUEM, Hanpumep,
OLLHOTO U3 HUXENEepeuynCNeHHbIX AN IKBUBANEHTHbIX UM METOA0B:

- pacnpejeneHue HocuTenein uHgopmaunm nog ABONHLIM KOHTPONEM C pa3fefleHHbIM 3HaHWEeM W Noj-
TBEPXAEHMEM MOosyyeHus. STOT MeToj HENPUMEHUM K NPAMON 3NeKTPOHHOI nepepadye;

- nognucaHve HOBOTO AOBEPEHHOr0 K/ya NPOBEpPKN 3/1EKTPOHHOW MOAMMCU C UCMO/b30BaHMEM Cylue-
CTBYIOLLErO AOBEPEHHOrO K/loYa 31eKTPOHHOI nognucu. Mpn ncnonb3oBaHUM 3TOr0 MeToda nonyvartesnb 40J1-
XEH MpoBepuTb AEeNCTBMTENIbHOCTb MoAnMcKU. DTOT METOS He MCMNO/b3yeTcs, eCnu K4 3/1eKTPOHHOW noj-
nucn YLL ckomnpomeTupoBaH.

Kniou YL moxeT 6bITb BK/IIOUYEH B cepTMdIMKAT Kova NPOBEPKU 3/1EKTPOHHON nognucu, nognucaHHbIi
apyrum YL, v 6biTb YacTbio LENOoYKkN cepTudnkaTtoB. B aTom cnyyae feiCTBUTENbHOCTb KalO4a MOXET ObiTb
npoBepeHa C NOMOLWbIO K/lo4a NMPOBEPKU 3/IEKTPOHHOW nognucy rM3 npeabiayuiero ceptudpmkara knya npo-
BEPKMN 3/IEKTPOHHOW NOANUCK B LiEeMNOUKe.

YT06bI NPOBEPUTHL AECTBUTENBHOCTbL LENoYkn, BKKOYAKOWeER HECKOSIbKO CepTUUKATOB KIyen npo-
BEPKM 3/1IEKTPOHHOW MOAMWCU Y[OCTOBEPSIOLIMX LEHTPOB, AENCTBUTENLHOCTb HayanbHOro cepTudukara

1) LIP HeT Heo6Xx0AMMOCTM MoMy4YaTh K4 MPOBEPKM 3MIEKTPOHHONM nognmcu YL no kaxkaomy 3anpocy ceptudmkara
K/H04a NPOBEPKN 3/IEKTPOHHOW NoAMUCK.

13



FOCT P 55811—2013

KNto4ya MPOBEPKN 3/IEKTPOHHON MoANMCKU B LIENOYKE NMPOBEPSETCH C NMOMOLLbI0 AOBEPEHHOIO K/o4Ya NpoBEPKU
3/1EKTPOHHON NoANUCK, KOTOPbIA MOXeT 6biTb pacnpefeneH O4HWM U3 METOAOB, OMUCAHHbIX B HACTOALLEM
cTaHpapTe.

MpoBepsawLWMNin foMKeH yoeanTbCs, YTO 3TOT AOBEPEHHbIW K1Y MPOBEPKN 3NEKTPOHHOM NoANMCU B Ha-
cTosllee BpeMS ABNAETCA AEliCTBUTENIbHbIM.

5.3.6 PacnpegeneHnne ceptnmnkatoB K/o4ueil NPOBEPKN 3/IEKTPOHHOM noanucu

CepTtucukatbl Ka4yelh NPoOBEPKU 3/1EKTPOHHOI noAnncu MoryT GbiTb pacnpefeneHbl Nosib3oBaTensm
cepTMduKaToB C UCNOMb30BAHMEM, HaNpumep, cneaywmnx MeTooB:

- BIOXXEHUEeM cepTuukaToB K/KYen NPOBEPKN 3NEKTPOHHONM NOAMMUCK B 3/IEKTPOHHOE coobLeHmne;

- BIOKEHNEM B 3/IEKTPOHHOE COOOLLEHME yKa3aHUs O MECTe Hax0XAeHUs (XpaHunuwa) cepTudmkaTtoB
KNo4Yei NPoOBEpPKN 3/TEKTPOHHON noanucu.

LIP Takke MOXeT pacnpegensaTb cepTudukaTbl KAHUYein NpoBepKyM 3M1EeKTPOHHOW nognucy nosb3oBaTte-
nam ceptucukatoB. CpefcTeBa pacnpefenieHnss B HacTOSALWEM CTaHAapTe He paccmaTpuBarTCS.

5.3.7 Ncnonb3oBaHue cepTUUKATOB K/KOUYEn NPOBEPKN 3IEKTPOHHOW noanucu

5.3.7.1 Ncnonb3oBaHne cepTuduUKaToB KAKUYel NPOBEPKM 3/1€KTPOHHOW MO4NMCKM AO/MKHO COOTBETCTBO-
BaTb Tpe60BaHUAM, U3NOXEHHbIM B 5.3.7.2 1 5.3.7.3.

5.3.7.2 Ans TOro 4ytoGbl NPOBEPUTbL AEWCTBUTENIbHOCTbL cepTudukara kawoda MPOBEPKM 31E€KTPOHHOM
noAnNMCU 1 NOMYUYNTb AENCTBUTENbHbIV KNOY NPOBEPKM 3/1I€KTPOHHONM NoAnvMCU A1 HEeMeLNEeHHOro NCMNoNb30-
BaHWs, NoOMb30BaTeNlb cepTudmkara AO/HDKEH NPOBEPUTh:

a) CpOoK AencTemsa cepTuduKaToB KKUel NpOBEPKM 3NEKTPOHHOW mognucu B uenodke (crepgyeTt obpa-
TUTb BHUMaHWe Ha TO, YTO CMHXPOHU3aLUA 4yacoB OTnpaBuTens, noayyvarens v Bcex YL, B Lenoyke ssnsertcs
npo6/1emMoii, 1 peleHns A0MKHbl 6biTb OCHOBaHbI Ha pucke 6M3Heca);

6) cTaTyC BCEX CEepPTUMKATOB K/OUE NMPOBEPKN 3/1EKTPOHHONM NOANUCKU B Llenoyke cepTudukaToB C Uc-
nonb3oBaHnem CAC nnun gpyrux cOOTBETCTBYIOLLMX MEXAHWU3MOB;

B) ,€CTBUTENBHOCTb MOAMNUCEN Ha BCEX cepTudmkaTax Kar4dein NpoBEPKN 3/IEKTPOHHOW noanucu B Le-
nouyke ceptudukaTos.

PelweHne oTHOCUTENILHO TOrO, MPUHATbL UAN OTK/IOHUTL COO6LLEHNE, [O/MKHO NPUHMMATLCA Nosb3oBaTte-
nem cepTugukarta B 3aBMCMMOCTM OT PUCKOB Gu3Heca.

5.3.7.3 Bcsknin pas, korga npoucxoaut c6oil NpoBepKU, AO/MKHbI ObITb MNPeAnpuHATLI cregylouime
nencTeus:

a) 011 6U3HEeC-NPUNOXEHNA C BbICOKOW CTEMEHbID pucKa MNosb30BaTe/n cepTudmkara LOMKHbI peru-
CTpMpoBaTb B XXypHane ayauTa BbisiB/IeHHble C60M NPOBEPKY;

6) nonb3oBartenn cepTudukata AOMKHbI COXPaHATb 3anncK, CBSA3aHHbIe CO CO0SAMU NPOBEPKM 3a Nepuog
BPEMEHW, B COOTBETCTBUM C TPEHOBAHUAMUN NPaBOBbLIX U HOPMATUBHbLIX aKTOB 1 TpeboBaHMAMMN 6usHeca. 3Tu
3anncu A0MKHbI BKAYaTh:

-coobuieHne, KOTOpPoe He NPOoLLIO MPOBEPKY;

- Uenouky ceptucukaToB, CBA3aHHYK C 3TUM COOGLLEHUEM;

- CAC unu pesynbtaTtbl MCNOMb30BaHUA APYrNX CTaHAapPTHbIX NPOTOKO/IOB NPOBEPKM cTaTyca cepTudu-
Kata kno4a NpoBepKu 3/1EKTPOHHON nognucu.

CepTudmkart kiw4a NPoOBEPKM 3/1EKTPOHHON NoAnNMCKU OO/MKEH OblTb MCMNOMB30BaH TOMLKO A/1S Lenei,
N3NT0XEHHbIX B NOINTUKE NPUMEHEHUA cepTudumkarta.

JonxHa 6biTb 06ecnevyeHa yBepPeHHOCTb B LLe/IOCTHOCTM 110600 KAtdYa NPOBEPKN 31EKTPOHHOI noanu-
CW 1 CBAA3@HHbIX C HAM NapamMeTpoB, COXpPaHSAeMbIX AN AasibHelWero ncnonb3oBaHnsa. Hanprumep, ato MoxeT
ObITb AOCTUTHYTO XpPaHEHWEeM BCeEro ceptudpmkara Kiw4ya NpPOBEpPKM 3/1IEKTPOHHONM NOAMMCU U MPOBEPKN €ro
no Mepe Heo6X0AMMOCTU UAN N3BNEYEHMEM U XPaHEHUEM K/Ya NPOBEPKU 3M1EKTPOHHON noanucu ansa one-
paTMBHOrO UCMOMb30BaHWs, o6ecneymBasi ero 3awuTy oT cay4vyanHol uam npegHaMepeHHONn MoaudrKauum.

B cootBeTcTBMM € 5.3.3 1 5.3.4 TpebyeTcs, 4Tobbl HOpuanYeckomMy nam nusnyeckomy nuuy 6bi1 npego-
CTaB/eH:

-IM60 K4 NPOBEPKM 3/IEKTPOHHON noanuncu YL, koTopblii nognucebiBaeT cepTudmkaT Kava NnpoBepKn
3/1EKTPOHHON NOANUCK OPUANYECKOTO UM OU3NYECKOTO Nnua;

- 60 KNOY NPOBEPKM 3/IEKTPOHHON nognucy N60oro YL, B BO3IMOXHONM Lenoyke cepTudunkaTtos mexay
oTnpaBuUTENEM W NosyyaTesieM NoANMCaHHOW MHopmMayuu.

Knoy npoBepkn anekTpoHHOW nognucu YL, nonb3oBaTens cepTudukara ucnonb3yeTtcs, 4Tobbl passep-
HYTb Leno4yky cepTudunkatoB oT YL, nonb3oBatens ceptudukata K YL, oTnpaButensa n go otnpasutens.

Ecnv knoy NpoBepKM 3MEKTPOHHOW nopnucu pgpyroro YL, B aTOl Lenoyke SABNSETCA AOBEPEHHbIM, TO
uenoyka MoxeT ObITb COkpalieHa. Hanpumep, MCnonb3oBaHMe NOBEPEHHOro K/l4ya MPOBEPKU 3/1EKTPOHHON
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nognucy ronoBHOro YL, no3sonseT NpoBepsATb LENOYKY OT 3TOro rosioBHoro YL, k otnpaButento, 6e3 Heobxo-
AUMOCTU MPOBEPKM LEMOYKM OT Nosb3oBaTtens ceptuchukata Kk ronoBHomy YL HekoTopble mpumepbl Takux
anbTepHaTMBHbLIX MOAENE A0BepUsA NpeacTaBneHbl B NPUI0OXEHUN B.

5.3.8 MpekpalieHne cpoka AelicTBUSA, MpUOCTaHOBKa AENCTBUSA UM aHHYNMpoOBaHue
cepTudukaTa Katova NPOBEPKN 3NEKTPOHHOW nognmcu

5.3.8.1 lMpekpalieHne nam NpUoOCTaHOBKa AeNcTBUA cepTudurkata MoryT 6biTb 3anpolleHbl camuMm Ba-
aenbuem ceptudgukata unm LP (npyu ero Hanuuum), CBsi3aHHbIM C 3TUM Bagenbuem ceptudukaTta. Cessb
¢ LP yctaHaBnumBaeTcsa B MOMEHT 3anpoca cepTudukata kawyva NpPOBEPKW 3MNEKTPOHHOW noAnucu B COOT-
BETCTBUU C NOSIMTUKONM NpuMeHeHusa ceptudukatos YL, v LP. Tam, rge Tpebyetca npefoTeBpalleHme oTkasa B
06CcnyXnMBaHMM, 3anpoc Ha Npekpaw,eHne nnm NPMoCcTaHoBKY AelCTBUA cepTudmKkaTa AO/DKEH ObiTb ayTeHTU-
uunpoBaH. B aToM cnyyae MoxeT ObITb MCMNOMIb30BaHa 3/1EKTPOHHAA MOANUCH.

[eictBne ceptudhukarta kawya NPOBEPKU 3NEKTPOHHOW NOANUCKA MOXET ObiTb MpekpaweHo uan npu-
OCTaHOB/EHO TO/bKO YL, BblAaBwnm cepTudukaT kawva NpoBEpPKM 3/IEKTPOHHOW nognucu. 3TO MOXET Mpo-
M30MTN MO LEeNnomMy psay NpuyuH, Hanpumep:

- KOMNpoOMeTaLunusa Ka4va 3/1eKTPOHHO NOANUCU KOHEYHOrO Bnafenbua ceptudukaTta;

- KOMNpoMeTauns KaYa 3/IeKTPOHHON nognucy YL;

- K/1I04 NMPOBEPKN 3/IEKTPOHHON MOAMNUCK 3aMEHEH APYTUM;

- UCTEK CPOK AelicTBMSA cepTudumkara Kya NpoBEPKU 3MEKTPOHHOW Noanucuy;

- NpekpauwieHne geatenbHocTn YL, 6e3 nepexoga ero yHkumii gpyromy YLL.

YU, (vnn LIP) gosmkeH npoBepuTb NOA/IMHHOCTb MAEHTUMUKALNOHHBLIX AaHHbIX HOPUANYECKOTO uan u-
314eCcKoro nvua, 3anpawiuvBallero npekpalieHne uam NpuocTaHOBKY AelcTBUSA cepTudimkarta, COrfacHo
npakTuke 6u3Heca, C Y4eTOM OTHOCWUTE/IbHOTO pUCKa HEeCaHKLMOHMPOBAHHOTO MNpekpaweHus OeiCTBUS Wn
NPUOCTaHOBKMN.

5.3.8.2 lo/mKHbl NPUMEHATLCA MpoLeaypbl U cpeAcTBa onepaTuBHON CBA3M A8 copelicTBus 6e3onacHo-
MYy M ayTeHTUPNLMPOBAHHOMY NpeKpaLLeHni0 Uan NPUOCTaHOBKE AEeliCTBUA:

- O4HOTO WM HECKONIbKNX CEPTUMKATOB K/IOUeid NMPOBEPKN 3N1€KTPOHHOM NOANUCHA OLHOIO UM HECKO/b-
KNX lOpuandecknx mnm usnyecknx nuu,;

- BCEX CepTMdnKaToB K/toYell NpoBEPKM 3NEKTPOHHOW NoAnucK, BblAaHHbIX YL, Ha ocHOoBe eAMHCTBEH-
HOM napbl KNt4eh (KN4 NPOBEPKN 3NEKTPOHHOW nognucu/kKny 31eKTPOHHOW nognucu), ucnonb3yemoi YL
ONS1 co3[aHns cepTUIUKATOB KAkoYeli NPOBEPKN 3NEKTPOHHOW NOoAMUCK;

- BCEX CepTMdINKATOB KNOYel NPOBEPKN 3/IEKTPOHHON noanucu, BbiAaHHbIX YL, He3aBUCMMO OT UCMOSb-
3yemoli napbl Kntoyen (K4 NpoBEPKU 3/1IEKTPOHHOW NOANUCU/KIOY 31EKTPOHHOI nognucn).

He3aBuUcUMO OT TOro, UCTEK N CPOK AEWCTBUSA CEepTUMKATOB K/HUEN NPOBEPKM 3/IEKTPOHHON noanu-
cu, 6bISI0 NN UX AENCTBUE NPEKpPALLEHO WM NPUOCTAHOB/IEHO, KOMUN 3TUX CEPTUUKATOB K/OUYell NpoBEpKM
3/1eKTPOHHOW noanucy n npowsbie Bepcun CAC A0/MKHbI GbiITb COXpaHeHbl YL, Ha nepuop BpemeHu, Tpebye-
MbIi 3aKOHO4ATENbLCTBOM, pasyMHbIMW NpakTMkamu 6mu3Heca u Hopmamu. TpeboBaHua ANA BeLEHUS 3anuceit
CAC, kacawumxcsa cepTugukaTtoB kaw4veil NpoBEPKU 3MEKTPOHHOW NOANUCKA C UCTEKLWNM CPOKOM AeincTBus,
yka3aHbl B 5.3.8.3.

B cnyyae npekpalieHuns geincteusa ceptucukaTa kaoya NnpoBepPKU 3/IEKTPOHHON nognucu geicTene Bcex
cepTucukaToB K1HOUYEN NPOBEPKM 3/1IEKTPOHHONM MOANUCK, COLEPXALLUX TOT Xe KoY NPOBEPKN 3/1EKTPOHHOA
noanucn, [OMKHO B6bITb HEMEANEHHO NpeKpalLeHo.

5.3.8.3 CepTudinkatbl K/oUeil NPOBEPKN 3/TIEKTPOHHON noanucu, gencTemne KOTopbiX ObiN0 Npekpal,eHo
WA NpUOCTaHOBMEHO, cregyeT BHOcuTb B CAC C OTMETKOW BpeMeHM, ykasbliBaloliei, Korga CBA3b Mexay
K/IH0YOM MPOBEPKM 3/TIEKTPOHHOW NOANUCU N NAEHTUUKALNOHHBIMW SaHHBIMWU OPULANYECKOrO UM hn3nyecko-
ro nuua 6bi1a nNpekpaleHa nanm NpuocTaHoBNeHa.

Mocne npekpalieHns AeicTeBus cepTudukaTta opuanyeckoe unm dusnyeckoe Nuuo, Yei ceptudumkar
KNo4ya NpoBepKU 3NEeKTPOHHOW noanucu npekpatun AeicTBue, He MOXeT co3faBaTb MOAMUCKA C NMOMOLLbIO
Kfto4a 3/1eKTPOHHOW NOANUCKU, COOTBETCTBYIOLLErO K104y NPOBEPKM 3/IEKTPOHHOW Nognucyu B 3TOM cepTudu-
Kate k/o4a NpoBepKn 3/1EKTPOHHON NOANUCH.

B otHoweHun CAC YL, fonxeH:

-co3paBaTb U nognucbiBaTb CAC, uT06bl Nosib3oBaTeNn cepTuduKaToB MOMIM NMPOBEPUTH UX LEN0CT-
HOCTb 1 JaTy BblAauu;

- pacnpegensate CAC Ha perynsipHoli OCHOBE, JaXe eC/iM C MOMEeHTa nocneaHeli Bbigayn He NPoOU3oLWwsio
HUKaKNX U3MEHEHWIA;

- obecneuuntb goctynHocTte CAC ana Bcex nosb3oBarteneli cepTngukaTos.
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MepuognuHocTb 1 cpoku Bbigaum CAC Heobxogumo onpegenntb B PBC. 3anucu CAC, onpegensiouime
cepTudmkaTbl K4Yen NPoBEepPKN 3MEeKTPOHHON Nognucu, AeNCTBME KOTOPbIX NpeKpaw,eHo, A0/MKHbl OCTaBaTb-
cs B CAC 00 OKOHYaHMSA CpoKa AeNCTBUS 3TUX CEPTUMKATOB KNOYeil NPOBEPKN 3/TIEKTPOHHOI noanucu.

B oTHoweHnn cnoco6oB pacnpegeneHna CAC cm. Takke NOCT P NCO/M3K 9594-8.

5.3.8.4 [lelicTBue ceptudmkata knw4ya NpoBEpPKM 3NEKTPOHHOW noAnucu onpepensercss CPOKOM Aeii-
CTBUSA, yKasaHHbIM B cepTudinkate kawova NpoBEPKM 3N1EKTPOHHOW MOAMUCU, HO KOTOPbIA MOXET OblTb OrpaHu-
yeH YL, cornacHo nonntuke NpUMEHEHUs CepTUUKaToB.

YL, MmoXeT NnpMocTaHOBUTL gelicTBue ceptudukata. NMpuumHaMmun Takmx geicTBuii ABAsSOTCA:

a) XenaHne yMeHbLlNTb OTBETCTBEHHOCTb 3a OLWNOKM NMpK NpeKkpalieHun gencTems ceptudurkara, Kkorga
npefocTaB/feHHON B YL nHgpopmaymm HegocTaTouHO, YTO6bl ONpeaenuTb, SBASETCS In 3anpoc Ha npekpalle-
HUe feincTBuA cepTudukata 4eNCTBUTENbHbIM;

6) gpyrne notpebHOCTM GU3Heca, Takme Kak NpMOCTaHOBKa AeicTBusA cepTudukata opugnveckoro nam
dm3nyeckoro nuua no pesynbtataMm ayauta uUam B NpoLecce paccnefoBaHus.

[elicTBne cepTudmnkara kawva NnpoBEPKN 3/IEKTPOHHON NOANWCK NpUOCTaHaBnMBaeTCsa nNyTemMm co34aHus
cooTBeTcTBYlOWeEN 3anmcn B CAC c ykaszaHMeM kKoga npuumnHbl certificatehold.

5.3.8.5 CopelicTBys 3anpawivMBarlemMy opugnyeckoMmy unm usnvyeckomy auLy B npouecce npuocTta-
HOBKW gelicTBua ceptudukarta, LIP gonxeH:

- NPOBEpPUTb NAEHTUUKALUOHHBbIE AaHHbIe U NOTHOMOYNSA PUANYECKOTo unn usmyeckoro nuua, 3a-
npawvBakLLLero NpMoCcTaHoBKY AeNCTBUA cepTudunkara;

- npeAcTaBuTb YL, 3anpoc Ha NpUOCTaHOBKY AENCTBUA cepTuhukata Hagsexaumm cnocooom;

- NpefoCTaBUTb 3anpaluvBanLWemMy lpuagnyeckomy nam usnyeckomMmy nuuLy NMCbMeHHOoe noATBepXae-
HUEe NPUOCTaHOBKN AeliCTBUS cepTudmkara.

5.3.8.6 locne TOro kak AencTevMe cepTudukarta kiawya NpOBEPKM 3/EKTPOHHOW MOo4NMCcKM NPUOCTAHOB-
neHo, YLL MOXeT BbINO/IHUTb OA4HO M3 Tpex AelCTBUI B OTHOLWEHWN AAHHOro cepTudmkata kaya npoBepku
3M1eKTPOHHOW noanucu:

a) ocTaBuTb ero B CAC 6e3 M3MeHeHuit;

6) 3aMeHNTb NPUOCTAHOBKY AENCTBMSA cepTudumkata Ha npekpalieHme AencTBMS TOro XXe camoro ceptu-
hmkaTa knoyYa NPOBEPKM 3/1IEKTPOHHON nognucy;

B) BOCCTAHOBUTL AelicTBue ceptudukara, yaannme CoOTBETCTBYHLLYIO 3anmucb 13 CAC.

CepTudukart kaw4a NpoBEpPKM 3/IEKTPOHHON MOAMNUCK MOXET 6biTb UCMOMb30BaH MOC/ie BOCCTaHOBIIe-
HUS ero gencTteus. [elicTBne ceptudmkaTa KaoyYa NPOBEPKU 3/IEKTPOHHON noanucu BOccTaHaB/MBaeTCs No-
CpeAcCTBOM HeBHeceHus B cnegytouwmin CAC.

5.3.8.7 Mpu npekpawlieHnn geincTeua ceptTndurkaTa Kaoya NpoBeEPKM 3/1EKTPOHHON nognucu YL, AOKeH:

a) NpOBEPUTb UAEHTUMMKALMOHHbIE AaHHbIE U MOSIHOMOYNSA KPUANYECKOTO UNN hU3NYecKoro nuuya, 3a-
npawmvBawLLero npekpaw,eHue gencTsua ceptudpukarta Knoya NpoBepkyn 3NEKTPOHHON nognucuy;

6) NoATBEPAUTL AENCTBUTENBHOCTL 3anpoca Ha NpekpalieHne geincTeus ceptudukara;

B) NOArOTOBUTL YBEAOMJ/IEHME O NpEKpalleHun AencTBua ceptudukarta, nognucatb ero CBOUM K/HOUOM
3/1EKTPOHHON MoANUCK M OTNPaBUTb €ro 3anpalinBalwllemMy pPpUuaNnYeckomy uam u3nyeckomy nuuy;

r) BHecTn nameHeHns B CAC u nognucaTb CBOUM K/OYOM 3/1€KTPOHHON nognucu;

a) obecneuynTb yBEPEHHOCTb B AOCTYNHOCTM MHOpMauuyM o cTaTyce cepTudukata kaw4va npoBepPKM
3/1eKTPOHHOI noanucu Ansi BCex nofib3oBartesieil cepTugnKaTos;

€) 3anucaTtb CBOM AEeNCTBUA B XypHan ayaura.

YL, ponmxeH npefocTaBuUTh OPUAUYECKOMY UMM PU3NYECKOMY NULy ayTeHTUMUMPOBaHHOE NOATBEPX-
JeHVe npekpaleHua geicTBna cepTudmkaTa Kya NPOBEPKM 3/1EKTPOHHON NOANUCU, a Takke MOXeT pac-
npefenaTb yBeAOMNIEHNSA O Npekpal,eHun AeincTBua cepTudukara Knya NpoBEPKM 3MEKTPOHHOW noanucu
APYTUM LOpUanYeckum n pmusnveckmm nuyam, obpatmewmmcs B YL, n nonb3oBatensam cepTudmKaToB.

5.3.8.8 LUP (npu ero Hannuum), cogemncTeys opugnyeckomy mam unsnyeckomy nuuy B npouecce npe-
KpalieHns feincTBua cepTudukaToB Kyeli NpoBepPKU 3/IEKTPOHHOW NOANUCK, AOJDKEH:

- NPOBEpPUTb NAEHTUHUKALNOHHbIE AAHHbIE W MOSIHOMOYNSA PUANYECKOTO unn usmyeckoro nuua, 3a-
npawmvBawLLero npekpaleHme gencTeua ceptudukata Knoya npoBepkyn 3NeKTPOHHOW noanucuy;

- npeAcTaBuTb YL 3anpocbl Ha NpekpaweHne AelNcTBMs CEPTUIMKATOB KOYEN NMPOBEPKMA 31EKTPOHHOM
noanucyn Hagnexawmm cnocobom, kak Toro Tpebyet PBC;

- NONlyYnTb U NPOBEPUTH NOATBEPXAEHWE Toro, yYto YL, nonyumn 3anpoc Ha npekpawieHve [elcTBus
cepTudmkaTa Kaw4va NpoBEPKM 3/IEKTPOHHON Noanucy;

- NpefoCTaBUTb 3anpawuBarl,eMy HPULANYECKOMY UMW (PU3NYECKOMY JINLY ayTeHTU(ULUPOBaHHOE
noATBEPXAEHMNE NpekpaleHnsa AelicTBMa cepTudmkara Knoya npoBepkn 3NeKTPOHHOW noanucuy;
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-06ecneynTb YBEPEHHOCTb B AOCTYNHOCTM WUHdOpMaUuM 0 craTyce cepTucukata kaw4va MPOBEPKU
3/1EKTPOHHON nognucu ANns Bcex nosib3oBaTtesieil cepTudnkaTos;

- 3anucaTb CBOW AeliCTBMSA B XypHan ayauTta.

LIP Takxe fO/KEH NpeAoCcTaBUTh OPUANYECKOMY MU (PU3NYECKOMY NINLY ayTEHTUULMPOBAHHOE No4-
TBEPXAEHME NpeKkpal,eHnsa 4eACTBUA CepTUPMKaToB KNUYeinl NpoBepKn 3NEKTPOHHOW NOAMNMCU, Kak TOro Tpe-
6yet PBC.

5.3.8.9 [JelicTBusa, KOoTOopble AOMKHbI ObiTb NPEeANpPUHATLI MPU Npekpaw,eHun WM NpuocTaHOBKe Aei-
cTBUA cepTudmkarta, onpeaeneHsl B Tabnvmye 1.

Ta6nuuya 1— [elicTBrs, KOTOPbIE AO/MKHbI NMPEANPUHUMATLECS MPU NPEKpaLLeHnn UM NPpUoCTaHoBKe AelicTBUSA cep-
TudmkaTa no Kakomn-1mbo npuyinHe

IO pugnyeckoe nnu

dun3nyeckoe nunyo Aeiictens
Bnapenev, ceptudvkata Bnapgeney ceptudpmkara wam LIP moryt:
K/lo4a NPOBEPKM 3/1EKTPOH- 1 3anpocuTb, 4TOGbL! YL npekpatus, NpMocTaHoBWA WM BOCCTAHOBUA AECTBME CEpTU-
HoW nognucw wn LIP dmkata, ykasbiBasi CertificateSerialNumber gna ngeHTudmkaumm ceptudmkara knoya

NPOBEPKM 3NIEKTPOHHON noanucu 1 3anpolleHHsbin CRLENtry reasonCode;

2 OTNpaBuTL MoMb30BaTeNsaM cepTudmkaTa yseoMIeHNE O NPUOCTAHOBKe (Npekpatle-
HUK) JencTBna ceptudukara;

3 06HOB/IATbL XypHaN ayauta A OTPaKeHWs NPeanpuHATLIX AEWCTBUIA U NPUUMH - KX
ocyuecTBfieHusi. MpuocTaHOB/IEHHblE CepTUdIMKaTbl K/KYel NPOBEpPKM S/1EKTPOHHON
noanvcy W cepTndmkaThbl, AeCTBNE KOTOPbIX NMPEeKPaLLEHO, A0/MKHbI ObiTb OTMEYEHbI
B XypHasie ayguTa

yu, YU, fomkeH yaoCcToBepUTbCS B AeWCTBUTENLHOCTM 3anpoca Ha npekpalleHve unm npu-
OCTaHOBKY fAeiicTBusA cepTuchukata B cootBeTcTBUM ¢ PBC YLL 1 BBINONHWTL Criegyto-
LUMe OencTBus:
1 06HoBUTL CAC. B cnydae npekpalleHuns 4eicTBus ceptudmkata Koua npoBepku
3/1eKTPOHHOIN NoANMCK OH AOo/MKeH ocTaBaTbes B CAC, kak MUHUMYM, [0 Bbifycka nep-
Boro CAC nocne gatbl NpekpalleHnsi Cpoka AencTBusi ykasaHHOro B 3ToM ceptudmkare
K/H04a NPOBEPKM 3/1EKTPOHHOW noanucu. B criyyae nMpuocTaHOBKU AeicTBUs cepTudu-
KaTa OH go/hkeH octaBaTbesl B CAC A0 Tex nop, noka He 6yaeT wWin iIBHOrO BOCCTaHOB-
NleHVst ero JeiicTBrsA, UCTEYEHNS CpoKa MPUOCTaHOBKW, UIN CpoKa AeiAcTBUA cepTudiu-
KaTta (4T0 HaCTynuUT paHbLUe);
2 oTnpaBuTb (OMNLMOHa/TLHO) NO/L30BATENIAM cepTudMkaTa yBefoMeHne o npekpaLle-
HUM gencTeusa ceptudmkata (MPUOCTaHOBKE);
3 06HOBUTB XypHan ayauTta ans OTpakeHVs NPeanpUHATLIX AeACTBUI M NPUYUH KX OCY-
wecteneHus. CepTudhukaTtbl KoUeli NPOBEPKM 3MEKTPOHHON NOAMUCK, AEACTBUE KOTO-
pbIX MPUOCTAHOB/IEHO WM MPEKPaLLEHO, AOMKHbI BbITb OTMEYEHbI B XXypHane ayauta

Monb3oBatenb ceptudpukara Monb3oBaTesnb cepTudukaTa LOMKEH:

KIHoYa NPOBEPKM 3M1eKTPOH- 1 oTBeprartb /1l060e coobLueHVe, noanucaHHoe Noc/se Aartbl NpekpalleHus OelicTBus

HOW nopgnucu COOTBETCTBYHLLENO cepTuchukata Kioua NPOBEPKY 3/IEKTPOHHON NOANNCY;
2 OBHOB/ISATb XypHaU1 ayauta A718 OTPaKEHVs NPeanpuHATLIX AEACTBUA U NPUYUH 3TUX
aencteuin. Ceptuchukatbl KIOUEl MPOBEPKM 3MIEKTPOHHONM MOoAnMCH, AECTBME KOTOPbIX
NPUOCTaAHOB/IEHO WM NPEKPALLEHO, JO/MKHbI ObITb 3apErMCTPMPOBaHbI B XXypHasie ayaura.
JononHntensHo MoryT 6biTb YBEAOMIIEHLI U ApYrMe nvua.
B Tabnuue 6 onpegeneHbl 4OMOSHUTENbHbIE AEWCTBUSA, NpeAnpuHMMaemMble B criyvae
npekpaLLeHnst N NPUOCTaHOBKN AECTBUA CepTUCMKATOB, NCNOMb3YEMbIX AN 3alLlu-
Tbl OGMEHA K/Il04aMM CUMMETPUYHOTO aniropuTma.

5.3.8.10 JononHutenbHble AENCTBUSA, KOTOPblE AO/MKHbI ObiTb NPEeANPUHATHI B 3aBUCMMOCTU OT MPUYN-
Hbl MpeKpaLlLeHns UM NPUOCTAHOBKM AeiCcTBUA cepTudukata, onpegeneHsl B Tabnuuyax 2—6.

JanbHelwnMmn AONONHUTENbHBIMU AENCTBUAMN, KOTOPbIEe MOTYT ObiTb NPEANPUHATBLI OPUANYECKAM UAN
du3ndecknm nuuyom unu LP (npu ero Hanuuuu), 3anpalivMBaklLiMM NPUOCTAHOBKY AeicTBuA cepTtudukara,
ABNAKTCA cnepywolime:

- lopuguyeckoe nnm cusnyeckoe Auuyo unm P moryTt 3anpocutb, 4To6bl YL, BbigaBwunii nognexatyuni
NPMOCTAHOBKE CepTUdIMKAT K/4Ya NMPOBEPKN 3/1EKTPOHHON NOANNCK, BbIMOSHU/ NPUOCTAHOBKY AeliCTBUSA cep-
Tndumkata, ykasas CertificateSerialNumber gna ngeHtudukaumm ceptudukarta knova nNpoBepKU 31EKTPOH-

HOW nognucu n onuMoHasnbHoe 3HavyeHue npuoctaHoBku certificateHold gna nona CRLEnNtry reasonCode;
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- ecni1 nognexawuini npuocTaHoBke cepTudumkaT Kr4Ya NPOBEPKU 3NEKTPOHHOI noanucy siBAsieTcsa cep-
TUMKaATOM K/oua NPOBEPKM 31EKTPOHHOM nognucu YL, To CAC YL, ocywecTBAsOLWEro npuocTaHoBKy, A0/1-
XEH cogepxaTb 3anucu 060 Bcex cepTudhukaTax Kawuelh NpoBepKkn 3/1EKTPOHHON nognucy (BbigaHHbIX YL,
pelictBne ceptuchukata KOTOPOro nNpuocTaHaB/MBaeTCs), AeNCTBME KOTOPbIX NMPEKpal,eHo WM NPUoCTaHOB-
NeHo, BblgaHHbiX YL, aeiictBne cepTudmkaTa KOTOPOro npMoctaHasnmBaeTCcs.

Ta6nuya 2— [lonofHATeNbHbIE AENCTBUA, NPeaNpMHMMaeMble B C/lydae KOMMpoMeTauun Uin Nofo3peHnst Ha KOM-
npoMeTaumto Koya 3M1eKTPOHHOI NOoANMCY IPUANYECKOro WM ousnyeckoro amua

O pnanyeckoe nnu

dunsmyeckoe AnMLO Aeictana
Bnapenew, ceptudmkata Bnapgeney ceptudmkata wim LP moryT Hanpasutb B YL, 3anpoc Ha npekpatie-
Klo4a MPOBEPKU SMIEKTPOH- HWE AelCTBUSA cepTudukata kiova MNpPOBEpPKM 3MEKTPOHHOW MOoAnUCH, yKasbiBas
HoW nognucn win LIP CertificateSerialNumber gns ngeHtudpmkaumm ceptudmkata kaoua npoBepkn dnek-

TPOHHOI noAnMcK M onumoHanbHoe 3HaveHne keyCompromise wi caCompromise
ana nona CRLENtry reasonCode. Ecnv Bnagensuem ceptudukata ssnsetca YL, 1o
JencTBme Bcex cepTUhUKaToB KKYe NPOBEPKU S/1EKTPOHHOW MOAMMNCH, BbIMyLLEHHBLIX
Ha CKOMMPOMETVPOBAHHOM K/toue Noc/ne AaTbl BO3MOXHOW KOMNpoMeTauuu, A0/MKHO
6bITb npekpawieHo n CAC camoro YLL mMoryT cofepxaTb 3anncu BCeX cepTudmKaToB
KtoYeli NPOBEPKV SMEKTPOHHOW MoANMCKM NOA03pUTENBHOTO YL ¢ ONUMOHasIbHBIM 3Ha-
yeHnem caCompromise ans nona reasonCode

v YL, Bblgawowmini ceptudmkatbl K/OYEN MNPOBEPKM 3/IEKTPOHHOM moAanucu, [on-
XeH 06HoBUTL CAC. CRLEntry B CAC MOXEeT ONuuoHaslbHO cofepxaTb 3HaueHue
keyCompromise nnm caCompromise ans nons reasonCode, cOOTBETCTBEHHO

Monb3oBatenb cepTudvkaTa [MpekpaTuTb UCMOb30BaHME BCEN KIHUEBON MHAOpMaumm, Koraa-imbo oTnpaBieHHON
KoYa MPOBEPKM 3/IEKTPOH- WM 3aALLUMLLEHHOW 3TUM CEPTUOMKATOM K/toua NPOBEPKU 3M1EKTPOHHONM noanucu
Holi mogmucu

Ta6nunua 3— [ononHutesibHble AeNCTBYS, NPeAnpUHMMaeMble No NpPUUMHE NpekpalleHnsl AesTebHOCTM

O punanyeckoe nnu

felicTtBus
thusnyeckoe nuyo

Bnageney ceptucmkata kiova Brageney ceptndmkata wnm LIP moryT HanpasuTb B YL, 3anpoc Ha npekpate-

NPOBEPKM 3/1EKTPOHHONM NOANW- Hue [JelicTBMS cepTudvkara Kio4Ya MpPOBEPKM  3MEKTPOHHOW  noanucu,  ykasbl-

cn v LP Bas CertificateSerialNumber pgnsa wgeHTUdmMkauum ceptudmkata Kaoda  npo-
BEPKM 3MIEKTPOHHOW noanucy, a Tawke CRLEntry w onuuoHanbHO 3HayeHue
cessationOfOperation ana nona reasonCode. Ecim BnagensLem ceptudukara aBns-
etca YL, To geiicTBue BCeX BblAaHHbIX UM CEPTUGIMKATOB JO/MKHO BbiTb NpekpaLleHo.
3anpoc MoXeT ObITb NpeacTaB/ieH PUANYECKAM WM (PUSNYECKAM SIULOM WK ero
3aKOHHbIM MpeacTaBuTenemM

vy, YL, pomxeH o6HoBuTL CAC, yKasbiBas onuuMoHasibHO 3HadeHne cessationOfOpera-
tion gna nons reasonCode.

Ta6nuya 4— [JonosfHuTenbHble AEACTBUS, NPeanpUHAMAEMbIE B CBA3U C U3MEHEHWUEM MPUHAAIEXHOCTN topuanye-
CKOTO Un Pr3nNYECKOro NMua

IO pugnyeckoe unu

LeiictBuA
dusnyeckoe nuuyo

Bnageneuy ceptucukata kiova Bnrapgeney ceptudmkata wnm LIP moryT HanpasuTb B YL, 3anpoc Ha npekpatie-

NMPOBEPKN 3M1EKTPOHHON NOAMWU- HWe [elcTBuS cepTudmkata kiwya NPOBEPKM 3NEKTPOHHON NOoAmucK, ykasbl-

cu v UP Bas CertificateSerialNumber pgns wupeHTudukaumm ceptudpmkara kioya npo-
BEPKM 3MIEKTPOHHOW MOAMMCM C  OMNUMOHA/IbHBIM  3anpallnBaeMbIM  3HAYEHVEM
affiliationChanged ansa nona CRLEnNtry reasonCode.
Ecnn Bnagenbuem ceptudkata sensetca YU, nepegatrowmii doyHkumm apyromy YL,
To CAC HoBOro YL, gomxeH BKIUMTb BCE 3anmcu 060 BCex cepTudmkarax Kiiouen
NPOBEPKM 3NEKTPOHHOIN nognucy, AeicTBre KOTOpbIX NpekpatleHo YL, nepegatoLimm
CBOMV (DYHKUMN.
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lOpugunueckoe nnm
dunsnyeckoe Nmuo

i, yy

[OJSIKEH

FOCT P 55811—2013

LeiictBua

06HOBNATL CAC, yKasblBasi OnuMOHasIbHO 3Ha4yeHue

affiliationChanged gns nonsa reasonCode.

Ta6nuya 5— [lononHuTesbHble AeliCTBUSA, NPeANpPUHMMAaEMbIe B C/lydae NpekpalleHus felicTBus cepTudpmkata kito-
ua NpoBepKU 3/1EKTPOHHOI NOAMNUCH MO NPUYMHAM, OT/IMYHBIM OT KOMMPOMETALMM K/toua, NPeKpalleHns AesiTeNbHOCTM

Nan NSMEeHeHNa NpuHag/iIeXXHoCTn

O pugnyeckoe unu
dunsnyeckoe nuuyo

Bnapgenel, ceptudukata kioya
NPOBEPKN 3MEKTPOHHON Noamu-
cu nm UP

LeiictBua

Bnapeney ceptudmkata unm LIP mMoryT Hanpasutb B YLl 3anpoc Ha npekpatieHue
JencTBus ceptudimkata kioya NpoBepky 3/1eKTPOHHOM nognucy, ykasbisas Certifi-
cateSerialNumber gns vaeHTMdmkaumm ceptudumkata Koda NPOBEPKM 3/1EKTPOH-

HOW nognucy u onuMoHasnbHoe 3HayeHne superseded wnm unspecified ana nons
CRLENtry reasonCode B CAC.

yu

YL, pomxeH o6HoBNATL CAC, ykasblBas onumoHanibHOe 3HadeHuwe superseded wnm

unspecified ana nona reasonCode coOoTBETCTBEHHO

Ta6nuuya 6— [lononHUTesIbHbIe AECTBUSA, NpeanpuHIMaeMble B Ciyyae npekpalleHnsl WA NprocTaHoBKY AelicTBus!
CEepTUIIMKATOB, UCMOMb3YEMbIX A5 3aliMTbl 0BMeHa K/louaMy CUMMETPUYHOMO afiroputMa

MpuunHa npekpaweHns uiu
NPMOCTAHOBKN AeNCTBUSA cepTudukara

KomnpomeTauus uiv nofo3peHne Ha KoM-
npomMeTauuto Ktoya 3/1EKTPOHHOM noanmcu
HOPUAMYECKOTO WM (PM3NYECKOro /InLa

WcTeueHne cpoka aeiicTeust win npekpaltlie-
HVe AelicTBus cepTudmkaTa kioua nposep-
KV 3M1EKTPOHHO MoAnMcK Mo NpuyMHaMm, He
ABNSIOLMMCA (DAKTUYECKOW KoMNpoMeTaLy-
el M Noao3peHNEM Ha KOMMPOMETALIMIO

[elicTBre cepTuchukata Kaoua NPOBEPK
3/1eKTPOHHOIA NOANUCU MPUOCTAHOB/IEHO MO
NpuuMHaM, He SBMSIOLLMMCS (hakKTUYeCcKol
KOMnNpoMeTauueii WM MOA03pPEHVEM  Ha
KOMMpOMETaLUI0

feicTBUA, KOTOpble A0MXHbI 6GbITb MPEANPUHATLI NONb30BATENAMMU
cepTudmukarta

Vicnonb3oBaHve Bceli KHYEBOW MHOPMaLuK, Korga-imbo npuc/iaHHoN
N 3alLUMLLEHHON C NOMOLBI 3TOr0 cepTucdhmkaTa knoda NpoBEPKM 3MeK-
TPOHHOW MoAMMCK, AO/MKHO ObITb MPEKPALLEHO.

Ecnn Bnagensuem cepTudmkata, AeicTBME KOTOPOro MpPeKpalieHo wum
NPVYOCTaHOB/IEHO, ABNseTcA YL, To B npouecce 3ameHbl K/IOYEBOW WH-
dhopmauunm Ao/MKEH 6bITb NCMOSb30BaH Apyro YL,

3ameHa BCeil KIH0UEBO MHopMaLmK, OTNPaBAEHHOW U 3aLLULLEHHON C
MOMOLLIbIO 3TOTO cepTudmkaTa, Kak TO/IbKO 3TO CTaHET BO3MOXHO

Korga pelictBue cepTudpmkata kioya NPOBEPKM 3/IEKTPOHHOW nogmucu
MPUOCTAHOB/IEHO MO NPUYMHAM, HE SIBASOLWMMCS (DaKTUUYECKO KOoMMpo-
mMeTauueil WM NoAo3peEHNEM Ha KOMMPOMETALMI0, BO3MOXHO Mpekpallie-
HVEe VCMOMb30BaHUA WM 3aMeHbl BCeli K/oueBoi MHopMauum, oTrnpas-
NEHHOW 1 3aLLMLLEHHOI C MOMOLLbIO 3TOr0 cepTudhukaTa Koua NpoBepku
3/1EKTPOHHOI MOAMNCH, KaK TOJIbKO 3TO CTAHET BO3MOXHO

5.3.8.11 CepTudukaT Knoya NPoBEPKM 3/1EKTPOHHON MOANUCU MOXET 6biTb aHHY/IMPOBAH MO PeELIEeHU0
Cyfa, B YaCTHOCTW, €C/In YCTAHOB/IEHO, YTO cepTudMKaT Kya NPOBEPKM 3/1EKTPOHHON NOANWUCK COLEPXUT
HEeAOCTOBEPHY MHpOpMaLUIo.

YL pomkeH B TeyeHne He 6osiee yeM O4HOro pabouyero gHA aHHy/MpoBaTb cepTudukaT kawya nposBep-
KN 3/1eKTPOHHOI NoANMCU NyTeM BHECEHWUS 3anncu O ero aHHy/IMpoBaHUM B peecTp cepTudnkaToB Mo pelle-
HWUIO cyfa, BCTYNMUBLUEMY B 3aKOHHYIO CUny.

Ncnonb3oBaHMe aHHY/IMPOBAHHOIO cepTudmkaTa kalya NPOBEPKU 3MNEKTPOHHOW MoAanucu He BnedyeT
IOPUAMYECKNX MOCNEACTBUIA, 3a UCKIOYEHMEM TeX, KOTOpble CBf3aHbl C €r0 aHHy/n1MpoBaHWeM. [0 BHeceHus
B peecTp cepTucukaTtoB nHopmaumm o6 aHHYNMpoBaHUM cepTudpukaTa knoya NPOBEPKM 3/1EKTPOHHON nog-
nucu YL, o6s3aH yBegoMuTb Bnagenoua ceptudukara 06 aHHyNMpoBaHUM ero ceptudmkaTta kitoya npoBepku
9N1EKTPOHHOW noanucK nyTeM HanpasfieHNs JOKyMeHTa Ha ByMaXHOM HOCUTesle Uan 3N1eKTPOHHOTO AOKYMEeHTa.
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5.3.9 MpoaneHne cepTnurKaToB KIOYEN NPOBEPKU 3/1IEKTPOHHOW nognucu

5.3.9.1 CepTudpmkat Kno4a NpoOBEPKN 3/1I€KTPOHHOW NoANMCYA MMEET CPOK AeliCTBUSA, YKa3aHHbIn B cep-
TUdmkaTe Kaw4da NpPoBEepPKN 31EKTPOHHONM noanucu.

[lo ncteyeHns cpoka pencTBusA cepTucukata KOHEUHbI Bnajeney ceptudukarta MOXET 3anpocuTb
npoaneHve cepTudukara NocpeacTBOM 3anpoca Ha npojsieHne cpoka ero geicteua (T. e. 3anpawmnsas gaty
notAfter 6onee no3gHOl, YeM gata notAfter cywecTByrlowero ceptudukata kawda nNnpoBepkn 3/1€KTPOHHOM
nognucu). Tem He MeHee gaTta Hadyana (gata notBefore) B npoaneHHoM cepTudukaTte kaw4va NpoBEPKN 3/1EK-
TPOHHOI NoANUCK A0KHA ObITb TOM XXe camOii, YTO B UCXOAHOM cepTudukaTte kawova NpoOBEPKU 3/1€KTPOHHOM
noanucu. NMpoaneHHbld cepTuduKaTt Karya NPOBEPKN 3/IEKTPOHHON nognucyu GyaeT MMeTb Ty Xe napy K-
yeil, YTO 1 NCXOAHbIN cepTudukaT Kva NPOBEPKN 3/IEKTPOHHON MOAMNUCHK.

CepTudukatbl KAOYEh NPOBEPKM 3NEKTPOHHOW NOAMUCKM MOTYT ObiTb MPOANEHbI TONLKO YL, BblgaBLIMM
OaHHble cepTudgukaTsl.

KoHeuHbll Bnageney ceptudukarta, 3anpawinsalwnin npogneHme ceptucukara, [o/HKeH cobpaTb AaH-
Hble A4Ns NPoA/sieHMs CBOero cepTudukara n npegoctaButb mx B LUP (npu otcytctBum LIP — B YL, KOTOpbIi
paHee copMupoBan 3TOT cepTudMKaT KroUYa NPOBEPKM 3MIEKTPOHHON nognucu). LaHHble Ans nNpoasieHus
ceptudmkata LO/MKHbI npepocTtaBnAate LP (YLU) goctatouHo nHdopmauwm, nossonswoweid LP (YL) npose-
pUTb oEeHTUMKALNOHHbIE faHHble KOHEYHOro Bnajesnbua cepTudukara n onpegenntb ceptudukart kioya
NPOBEPKN 3I/TIEKTPOHHON nognucy ana npogneHus. OHW BKAOYAlOT:

a) OTINYUTENIbHOE MMS KOHEYHOro Briagesibla ceptudukara;

6) cepuiiHblii HOMep cepTuduMKaTa Kao4ya NPOBEPKN 3/IEKTPOHHON nognucu;

B) 3anpaluinBaemMblit CPOK AeACTBMSA cepTudurkara.

KoHeuHbl1 Bnageney ceptudukara AO/DKEH MOCTaBUTh 3MEKTPOHHYK MOANUCH MO AAaHHbIMK 3anpoca
Ha npogseHne cepTudukarta.

5.3.9.2 YLl ansa npoaneHus ceptTudmKaTtoB AO/HKEH:

a) NoATBEPAUTb AEWCTBUTENIbHOCTb MOAMUCY Ha AaHHbIX, MPeACTaBNEHHbIX A8 NPOAJIEHNA cepTudmkaTa;

6) NPOBEPUTb Ha/luune n AeNCTBUTENbHOCTb cepTuchukaTa knyYa NPOBEPKU 3/IEKTPOHHOI nognucwy,
nojnexatiero npoaseHunto;

B) NPOBEpPUTb, 4YTO 3anpalliMBaemblii CpPOK AeNCcTBUA cepTudumkaTa COAEPXKUT Ty Xe camyl aarty
notBefore, uto 1 gata notBefore B ucxogHom cepTtucukate knova NPOBEPKN 3NEKTPOHHOW NOAMUCK, W YTO
nata notAfter aensietca 6onee nosgHel, yem gata notAfter B cywecTsyowem ceptudnkate kawda npoBep-
KN 3NEKTPOHHOW noanwucuy;

r) NpoOBEPUTb, YTO 3anpalimMBaeMblii CPOK AeNcTBUA cepTudukarta oTBevaeT TpeboBaHUSAM, OoNpeaeneH-
HbIM B MOSIMTUKE NMPUMEHEHUSA CepTUdNKaToB.

Ecnu Bce 3Ty NpPOBEPKN OKaXyTcs ycnelwHbiMu, YL, gonxeH chopmumpoBaTb 1 nognucatb HOBbI cepTu-
domKaT CyLLeCcTBYIOLLErO K/o4Ya NPOBEPKM 3N1EKTPOHHOW NoAnucu, oTanyarwniica ot npeabiaywero ceptugu-
Kata TO/IbKO CPOKOM AelCTBUS, CEPUIHBIM HOMEPOM cepTudukaTa Karya NPoOBEPKN 3MEKTPOHHOK noagnucu m
nognucbio YL, Ecnu kakasa-nn6o npoBepka 6yaeT HeyaayHoil, YL, Ao/mKeH OTK/IOHMTL 3anpoc Ha npogJjieHune
cepTudmkarta.

YLL ponxeH caenatb HOBbI cepTudukaTt Ko4a NPOBEPKM 31EKTPOHHON MOANUCK AOCTYMHbIM AN KO-
HeYyHoro Bfiajesnbua cepTudmrkarta B COOTBETCTBUM C MOJINTUKON MPUMEHEHUS cepTudunkaToB. PesynbTaTom
npoaseHna cepTudukaTa 6yfeT cyuecTBoBaHMe ABYyX CepTUUKATOB K/ova NPOBEPKN 3/IEKTPOHHON noanvcu
C O4HVM ” TEM € K/H04YOM MPOBEPKN 3MEKTPOHHOW noanucu. 3To nogpasymeBaeT, 4yTo:

- npoaneHve ceptudmkata He TpebyeT npekpaweHus AelcTBUA npeabliaywero ceptudukaTa kawuda
NPOBEPKN 3/IEKTPOHHON MOAMNUCH;

- NPU NepeceyvyeHnn CPOKOB AENCTBUSA CepTUUKATOB KIKOUYen NPOBEPKN 3TEKTPOHHbLIX MOAMUCENR MOXET
6bITb MCNOMb30BaH NGO N3 ABYX CEPTUIIMKATOB K/04a NPOBEPKN 3/IEKTPOHHOW MOANUCK.

5.3.10 3ameHa cepTudnkarta Karo4va NpPoOBEPKN 3/IEKTPOHHOK nognmcu

5.3.10.1 Knwoy nNpoBEpKM 3N1EKTPOHHOW NOANUCU UMEET CPOK AEWCTBMUS, KOTOPbIA MOXET OTmvyaTbCcs OT
Cpoka geWcTBMA, yKa3aHHOro B cepTudukaTe Kaw4va NPOBEPKM 3/1EeKTPOHHOIM noanucu. epen OKOHYaHMEM
cpoka AeincTBUA KMoYa NPOBEPKU 3/1IEKTPOHHONM NOANWCK WM BCAKUIA pas, Korga BO3HMKAET PUCK KOMMNpoMe-
Tauumn Knwya 371eKTPOHHON NOAMMCKU, KOHEYHbI Bnafeney cepTudukara MOXeT 3anpocuTb 3aMeHy cepTu-
hvkaTa knr4vYa NPOBEPKM 3/IEKTPOHHON MOANUCK C CO34aHUEM HOBOI Mapbl KAK4Yen. STOT HOBbIN cepTudumkar
KNto4Ya NpoBEPKM 3MEKTPOHHONM nognucu 6yaeT MMeTb CPOK AeACTBUS, YCTAHOB/EHHbI B COOTBETCTBUMU C MO-
NNTUKOW MNPUMEHEeHUn cepTudmkaToB. Ecnm 3ameHa cepTudukaTa kawya NPOBEPKU 3MEKTPOHHON noanucu
6blsla 3anpoleHa BCNeACTBME KOMMpOMeTauuu Kiya 3/1IeKTPOHHONM nognucu, To geincTeue ctaporo cepru-
dmkaTa Kn4va NpoBEPKM 3NEKTPOHHOW NOANUCY AO0/IKHO ObiTb NMpekpalieHo.
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KoHeuHbl1 Bnageney ceptudumkaTa, 3anpalinBallimnii 3aMmeHy AeNCTBYOLEro B HacTosLWee BpeMs cep-
TudmkaTa Karya NpoBEPKM 3/1EKTPOHHOI MOAMUCK, AO/DKEH cobpaTb AaHHble ANs1 3aMeHbl CBOEro ceptudgu-
KaTa K/4a NpOoBEPKN 3/1IEKTPOHHON nognucy u npefocTaBuTb Mx B LIP (npu oTcytcTBum LIP — B YL, KoTOpbIii
paHee chopMupoBan 3TOT cepTudumKaT Kova NPOBEpPKU 3/1IEKTPOHHOW nognucn). [aHHble A5 3amMeHbl cep-
TuchukaTa JOMKHbI npepoctaBnATs LP (YL) goctatouyHo mHdopmauyumu, nossonsawuwein LP (YL) nposepuTtb
NLEeHTU(PUKALNOHHbIE AAaHHbIE KOHEYHOTO Brajenblua ceptudukata v yTBepanTb cepTudurkar kawva nposep-
KN 3NEeKTPOHHOIM nognvcu Ansa 3ameHbl. OHU BK/HOYAKOT:

a) OTNIMYMTENBbHOE MMA KOHEYHOro Bnafjenbla ceptudukarta:

6) cepuiiHbli HOMEp 3aMeHSAeMOro cepTudukaTa Kaw4va NpoBEepKU 3/IEKTPOHHON moanucy;

B) 3anpalluBaemMblit CPOK AeACTBUS HOBOFO cepTudmkaTa kiwo4va NpoBEpPKM 3MEKTPOHHOW Nognucu;

r) HOBbI/A KNOY MPOBEPKM 3NEKTPOHHOW nognucu (ecnu HoBas napa kwueli co3fgaHa KOHEeYHbIM Bha-
fenbuem ceptudukara).

5.3.10.2 B npouecce 3anpoca Ha 3amMeHy cepTudmnkata AO/DKEH UCNOMb30BaTbCS KAKOY 3/1EKTPOHHOM
nognucyu LpPUAMYEcKoro nnan U3nYeckKoro nuua A8 nognucaHus AaHHbIX 4715 3aMeHbl cepTudukarta, a LP
(YL) ponxeH noaATBEepAUTb AENCTBUTENbLHOCTL NOAMNUCU AaHHbIX A1 3aMeHbl cepTudpmnkarta, 4To6bl 06ecne-
UNTb YBEPEHHOCTH:

a) B Le/IOCTHOCTM OT/IMYNTENIbHOTO MMEHU KOHEYHOro Bnajesnbua cepTudukara, HOBOro kaw4a nposep-
KW 3/IEKTPOHHOI nognucu u Apyroi nHopmaunn Bo BpeMsi NPUMEHAEMOTO NpoLecca, UCNob3ys HOBbIWA KoY
3NEKTPOHHOI noanucu;

6) B TOM, YTO K/1H0Y NPOBEPKM 3/IEKTPOHHON MOANUCK B AaHHbLIX A1 3aMeHbl cepTudnkaTa COOTBETCTBY-
€T HOBOMY K/1H04y 3/IEKTPOHHOW NOANUCK HOPUANYECKOTO unn ou3n4eckoro nuua;

B) B TOM, 4YTO B NpoLecce co3faHuns v nepegaymn Kaw4da He 6blJI0 HUKAKMUX OLINGOK.

5.3.10.3 MNocne co3gaHnsa kaw4va n 40 ero MCnosib30BaHUsa KOHeYHbIli Bnagenew ceptudukara LOMKEH:

- cobpaTb AaHHble O/ 3aMeHbl cepTudukata, BkA4Yas OTINYUTESIbHOE UMS KOHEYHOro Brajesbla
cepTudmkaTa 1M 3aHOBO CO3A4aHHbIN K1Y MPOBEPKN 31EKTPOHHOI noanucy;

- noAnucaTtb 3N1EKTPOHHON NOAMUCbLI0 AaHHbIE ANA 3aMeHbl cepTuduKkaTa, UCNOosb3ys HOBbIN KMOY 3/1€K-
TPOHHOV MOANUCK, KOTOPbIA CBSA3@H C HOBbLIM K/1HOYOM MPOBEPKU 3MEKTPOHHON NoAnwucu, cofepxaliumcs B
JaHHbIX AN 3aMeHbl CepTMRUKaTa;

- NpeAcTaBnTb NOAMUCaHHbIE AaHHble ANA 3aMeHbl cepTudukata n ApYyryro MHopmauuio, Kak 3Toro
Tpebyet PBC, B UP (YL).

5.3.10.4 ins 3aMeHbl cepTUdMKATOB Ko4Ya NPOBEPKN 3/1IEKTPOHHOW nognucu YL, fgomxeH:

a) noATBEPAMUTL AENCTBUTENbHOCTL NOAMUCK AaHHbIX, MPEeACTaBMEHHbIX AN 3aMeHbl cepTudunkara;

6) NPOBEPUTb Ha/Mune U AENCTBUTENLHOCTb CepTMdIMKaTa Ka4va NPoOBEPKM 3/1EKTPOHHON nNoanucu, Ko-
TOpPbIA AO/KEH ObiThb 3aMEHEH;

B) NPOBEPUTb, YTO 3aMpoc, BK/IYASA 3anpallMBaeMblili CPOK AelicTBus cepTtudukaTa, otBeyaeT TpeboBa-
HUAM, onpefeneHHbIM B NOINTUKE MPUMEHEHUA CEepPTUUKATOB.

Ecnn Bce 3TW NpOBEpKM SABNASAKTCA ycnewHbimu, YL, gomkeH cdoopMmupoBaTth 1 nognucaTb HOBbIA cepTu-
dmkaT K/KYa NPOBEPKM 3N1€KTPOHHOM NoAnNUcKU (C HOBbIM CEPUIHLIM HOMEPOM cepTudnkaTa Kanva NpoBepku
3/1eKTPOHHOW nognucu). Ecnn kakasa-nnbo npoBepka OyAeT HeypadHoi, YL, go/mkeH OTKNOHUTbL 3anpoc Ha
3aMeHy cepTudmkaTta.

YL, npomxeH obpabaTbiBaTb 3anpoC Ha 3aMeHy TOJ/IbKO B TOM C/lyyae, ecnv Mpeabliaywuin ceptudumkar
K/to4a NPOBEPKM 3/IEKTPOHHOW NoANUCU ABNSIETCS AeliCTBUTENbHbIM (T. €. HE UCTEK CPOK AeNCTBUS v ero ae-
CTBME HEe NpeKpaleHo).

3ameHa cepTudukaTa MOXET OCYLWeCcTBAATLCA TONbKO YL, BbiAaBLWIMM AaHHbI cepTudukaT knoya npo-
BEPKM 3/1EKTPOHHON NOANUCH.

5.4 Ob6ecneyeHne 6e3onacHOCTM U TpeboBaHNA KOHTPOSIA

5.4.1 TpeboBaHUsA K BEAEHUIO XypHasia ayguta

B cucteme YL| Heo6XxoANMO BECTU XYypHa/bl ayfuTa, € Lesblo npefocTas/ieHnsa 40CTaTOYHO NoAPO6HON
MHhopmauun gna BOCCTAHOB/EHUSA COObITUIA, ob6ecnevyeHns M yA0BNETBOPEHUSA MPABOBbIX U HOPMAaTUBHbIX
TpeboBaHuil. Bce 3anucu B XXypHanax ayamta LOMXKHbI O6biITb AaTMpPOBaHbl U UMETb OTMETKY BpeMeHU. XoTA
XypHanbl ayanta, Kak npaBuio, CO34alTca M nogfepxuBaloTca cuctemon YL, HekoTopble XypHanbl ayaurta
MOTyT, Mpu Heo6XoANUMOCTU, 3anONHATLCA BPYUYHYI. TpeboBaHMUA KOHTPONA AO/DKHbI 6biTb Yka3aHbl B PBC YLI.

XypHan ayguta YL, gonxeH cogepxartb 3anucu o060 Bcex onepauusx ¢ ceptudpmukaramm knoyein npo-
BEPKU 3/1IEKTPOHHOW nognucu n 060 Bcex onepauusax Mo ynpaB/eHUo Kawvamu, Takmx Kak cosgaHue, pe-
3epBMpOBaHMe, BOCCTAHOBMIEHNE U YHUUTOXEHUE K/loYeil, BMecTe C MAEHTUMNKALNOHHBIMWU AaHHBIMU NMLa,
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paspelualwuiero onepauuni, n nuy, pabortawwmx c Nwboin knw4veBoin MHopmaumen (Hanpumep, YyacTamu
KMHOYEen WA kaw4vamu, XpaHAawWwMMUCS B MOPTaATUMBHBLIX YCTPOMCTBaxX WAM Ha HOCUTensax uHdopmauum). N3-
MEHEHUS B XPaHEHUMN K/IOYEW 3/IEKTPOHHON NOAMMCU W CBSI3@HHbIX C HUMW MapamMeTpoB, a Takke yCTpOliCcTB
N HOCUTesel, Ha KOTOPbIX XPaHATCA K/4M, HEOGXOAMMO PErMcTpuMpoBaTb B XypHanax ayauta. B xypHansbl
ayauTa He fonyckaeTcs 3anucbiBaTb OTKPbITbIM TEKCTOM 3HAYEHUA KakMx-nubo Kyein 3nNeKTpOHHON nof-
MUCK, HO MOXHO YKa3sblBaTb 3HAYEHUA X3W-YHKLNKN, KaK CPeACTBO UAEHTUDMKALNK KIHOYER U NPOBEPKN KX
KOPPEKTHOCTN, a Takke K/4n NPOBEpPKU 3/1E€KTPOHHOW MOAMNUCK, MOJSTyYEHHbIe W3 KIo4Yel 3/1eKTPOHHOW noj-
nnMcyM NocpeacTBOM OAHOCTOPOHHEN OYHKLUK.

MepeyeHb COAEPXKMMOr0O XypHana ayauta npvBeneH B NpuaoxeHum A.

XypHanbl ayguTta AO/MKHbI BECTUCH B opme, npefoTepalatlLeli MX HeCaHKLMOHNPOBaHHYI0 MoANGU-
Kauu WM yHUYTOXeHne. ABTOMAaTU3MPOBAaHHbIE XYypHanbl ayauta AO/DKHbI ObiTh 3aluuieHbl OT MOAUU-
Kauum unm 3ameHbl, HanpMmep C UCNOAb30BaHUEM X3W-YHKLUN UM 3NEKTPOHHON nognucu. MNapa knw4en,
MCNonb3yeMblX ANA NOANMCAHUA XypHana ayauTta, He A0/DKHAa MCnonb3oBaTthCA ANA Apyrux uenein. Kpome
TOro, XypHan aygurta A0/DKeH ObiTb AOCTYNEH TOMIbKO YNOJITHOMOYEHHbIM iMLAM M NPU HaIMyMm BECKUX NpPU-
UYMH, Kacawwmxca 6usHeca M 6es3onacHoCTHU.

5.4.2 O6ecneyveHne 6e3o0nacHOCTU

JoKyMeHTpOBaHHbIe NpoLecchl 1 Npoueaypbl No obecneyeHnto 6e30NacHOCT HEO6XOAMMbI Kak 4YacTb
CUCTEMbl BHYTPEHHErO KOHTpPOASA 6e30MacHOCTU B Mpouecce ynpaBneHnsa ceptudukatamMmu kiyeli NpoBepKu
3/1eKTPOHHOW noanucu. XypHan ayauTa AO/DKEH NpoCMaTpuBaTbCs PerynsipHo (Hanpumep, exeaHeBHO) Co-
rNacHo yCcTaHOB/IEHHbIM TpeboBaHMsM obecnevyeHus 6esonacHocTu. MNpocMOTp AO/HKEH BKAKOYATh NOATBEPX-
[EeHNe UEesIoOCTHOCTM XypHana ayanTa, a Takke BbisiB/IeHMEe W HabnigeHne 3a HeCaHKUMOHWPOBAHHOW wnnn
NoA03pUTENBHON AeATENbHOCTLI (Hanpumep, AOCTyn B HEOObIYHOE BPEMS WAN U3 HEOObIYHbLIX UCTOYHUKOB,
HeOXunaaHHoe yBesinyeHne notpebaeHns CUCTEMHbIX PECYpPCOB).

MacwTabbl 1 yacToTa NPOCMOTPA, a TakkKe TpeboBaHUA K YCUNEHNIO ynpaBaeHus AO/MKHbI 6bITb onpege-
NleHbl C yYeTOM pucka 6usHeca. 151 6GU3HEC-NPUMOXEHNA C BbICOKOA CTEMEHbID puUcka UM ANs BbIMOSIHEHUS
NpPaBOBbIX N HOPMATUBHbIX Tpe60BaHU, UM 1 TOTO N APYroro, MoXeT NOTpeboBaTbCA, YTOObI KOHEYHble Bna-
Aenbubl U N0Mb30BaTeNN CEPTURMKATOB BENN XypHaN ayguTa.

5.4.3 NMpoBepka YL, n UP

MpoBepkn cootBeTcTBUA YL, 1 LUP TpeboBaHnAM 6€30MNaCcHOCTU AO0J/IKHbI SABAATLCA 0653aHHOCTbIO Op-
raHa He3aBUCUMOIO KOHTpPONs (BHYTPEHHEro, BHELWHEro nanm o60mnx) ¢ yCTaHOBIEHHOW NepuoguYHOCTblo (Ha-
npumep, exerogHo). NMpoBepka AOMXHA OXBaTbiBaTb COGAOAEHME NOMUTUKAM NPUMEHEHUS CepTUuKaTtos K
PBC, pykoBOACTB MO mpoueaypaMm U cneundukaymm no KOHgUrypauum mcnosb3yeMbiX CpeacTB. PesynbraThl
NPOBEPKU A0/MKHbI 6bITb OhMLUMaNbHO 0POPMIEHbI U NPeAoCTaB/IEHbl NPOBEPSAEMbIM AN YCTPAHEHUS 3aMe-
YaHuil 1 peanusaunm pekoMeHaauuii.

5.4.4 NMpoBepKa KOHEUYHbIX BfagesnibLeB cepTudurKaToB

B 6M3HEC-NMPUIOXEHUAX C BbICOKO/ CTENEHbK puUcKa NPOBEPKE MOTYT NOABEPTHYTHCHA TakkKe KOHEYHble
Bfiagesnblbl U NOMb30BaTENN CEPTURUKATOB.

5.5 MnaHMpoBaHMe HenpepbIBHOCTU 6U3Heca

TpeboBaHMA K MAaHUPOBAHUIO HEMPEpPbIBHOCTM OM3HEeca 3aBUCAT OT MOTPebHOCTEeN B AOCTYMHOCTU U
HENpPepbLIBHOCTU NPUIOXKEHNA 6u3Heca, nogaepxmeaemblX YL,. B 0oCHOBHOM 6GM3HEC-NPUIOXKEHUA C BbICOKOM
CTEMNEHbID pUCKa W BbICOKON AOCTYNHOCTbIO TpebytoT 60nee HafeXHbIX NpoLeccoB U MeToA0B obecneyeHus
HenpepbIBHOCTN 6U3Heca, YeM GU3HEC-MPUTOXKEHUA C HU3KAM YPOBHEM pUCKA U HU3KON LOCTYMHOCTLIO.

Kak MMHUMYM, nNfaHupoBaHue HenpepbiBHOCTU GM3Heca AO/DKHO BKKYaTb NPoLecchbl aBapuiiHOrO BOC-
CTaHOB/IEHUA AN BCEX KPUTUYECKMX KOMMNOHEHTOB cuctem YLL, Takux kak annapatHble cpefcTBa, nporpaMmm-
Hble CpeACcTBa U K/14M B C/lydae OTKka3a O4HOro WM HECKOSIbKAX TakuX KOMMOHEHTOB.

BapuvaHTbl aBapuiiHOTO BOCCTaHOB/IEHUSA AeATesibHOCTU YLL MoryT Bk/awuyaTb NMepeycTaHOBKY COOTBET-
CTBYHLLUX CPEACTB, MCNOMb3yeMbiX YL, 1 MOBTOPHYK Bblgayy BCEX CEPTU(UKATOB K/OUEA NPOBEPKM 3/EK-
TPOHHOW NOAMMCU, UCNOMb30BaHNE pPe3epBHbIX CpeacTB YL (YacTuyHoe pesepBUpPOBaHWE, «XONOLHbIA» UK
«ropsuunii» ysen).

Mpouecchbl aBapuiiHOTO BOCCTAHOB/EHUS AeATeNbHOCTM YL Takke TpebyloTcs B c/iyyae KomnpomeTtayum
OZIHOTO U3 BaXXHEWNWUX KOMNOHEHTOB 6e3onacHocTn. KomnpomeTauus wam nofo3peHMe Ha KOMMpomeTauuto
Kfroya 3n1ekTPpoHHO noanucu YL cnepgyeT paccMaTpuBaTth Kak MHUMAEHT 6e3onacHocTu. Bce cepTudumkatsl
KNH4Yein NpoBepKU 3NM1EKTPOHHON Mnognucu, NoAnucaHHble C MOMOLbIO 3TOrO K/K4a nocsie gatbl KOMMApoMe-
TayMmn (ecnu oHa M3BECTHA), AO/IKHbI paccmaTpuBaTbCs Kak NoA03puUTeNibHbIE W, ClefoBaTesibHO, AeicTBue
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UX OOMXHO 6blTb NpekpauwieHo. Mepbl 6e3onacHocTU, peanusyemble YL, Ans 3awuTbl K/oya 3/1€KTPOHHOM
noanvcu YL, fo/mkHbl obecneymBaTb YBEPEHHOCTb B TOM, YTO BEPOSTHOCTb KOMMpOMeTauuu 3TOro Kawua
ABNsSeTCA NpeHebpexmmo Masion.

Korga YL, fonXeH 3aMeHUTb UM BOCCTAHOBUTbL CBOIl KOY 3M1EKTPOHHOI nognucuy, nognexaT npumMeHe-
HUIO npoueaypbl 6e30MacHOro M ayTeHTUNLMPOBAHHOIO NpeKpaweHns 4elicTBUA BCeEX CepTUdMKaTOB KO-
yeli NPOBEPKM 3/TIEKTPOHHOWK NoAnucK, BblgaHHbIX YL, ¢ MCNoNb30BaHMEM 3TOrO K/4a 3/1EKTPOHHON nognuci.

MprmMepbl Npoueayp aBapuiiHOrO BOCCTAHOBMEHUSA AeATenbHOCTH YL, onucaHbl B NnpunoxexHun T.

KOpugnyueckoe nnn dunsmyeckoe ANLO MOXET MMETb OAWH WM HECKOJSIbKO [AEeNCTBUTENbHbLIX cepTudu-
KaToB K/1l0ueil NPOBEPKM 3/1EKTPOHHON MOAMMCK Ha ciiyvali npegnosaraemblX NepPeEMEH WaM BOCCTAHOB/IEHUS
aestenbHoctTn YL, 3Tn cepTtudpmkathbl Kawouyeli NpoBepKM 3/EeKTPOHHOW nognucu obecneymBardT HENpPepbIB-
HOCTb paboTbl (yCnyrn) no MCTeYeHNN cpoka AelcTBUA cepTudumkaTta Ka4va NnpoBepKU 3/1IEKTPOHHON nognucuy,
oTKasa CpefcTBa, peanusylowero kpuntorpaduyeckne yHKUUKU, WM KOMOpOMeTauun Kal4va 31eKTPOHHO
nognucu.
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MpunoxeHve A
(ob6s13aTeNIbHOE)

CofepxaHue U ncnonb3oBaHMe XypHana ayauTta YU

Al CopepxaHue v 3awmTa XxypHana ayamta YU v UP

A.11 O6wana nHpopmayma

3anucy xypHana ayauta fO/MKHbI ObiTb MAEHTUNLMPOBaHbI B OTHOLLEHUW UCTOYHMKA, AAaTbl U HOMepa 3anucu. B
XypHan ayauta cnefyet BHOCUTb TOMbKO NOATBEPXAAEMYIO Y HEOBXOAMMYIO A1 XypHana ayauTta nHgopmMaumio.

BONbLUMHCTBO 3anunceil 3aHOCUTCH B XXYpHaul ayauTa aBTOMAaTUYeCkU, OfHaKO HEeKOTOpble BaXHble, CBA3aHHble C
6€30nNacHOCTbI0, COObITUS MOTYT BHOCUTBLCS BPYUHYHO.

Takke 4OMKHbI ObITb YYTeHbl NonoxeHus 5.4.1 (nocnegHnii absaw).

A.1.2 SniemMeHTbIl, NoAsiexalime BK/AOYEHNIO BO BCe 3arncu XXypHasa ayauta

Bo Bce 3anucy XypHana JO/DKHbI ObITb BK/IOYEHbI Criefytolme 3NeMeHTbl:

a) gata 1 Bpems 3anucu;

6) perncTpaumoHHbIi UM NOPSIAKOBLIA HOMEP 3anuncu;

B) TMN 3anucy;

) WCTOYHMK (TEPMMHas1, MOPT, MECTOHAXOXAEHNE, KNEHT U T. A4.);

) nAEHTUNKALMOHHbIE AaHHbIE OPUANYECKOrO UM (OU3UNYECKOTO NNLA, AenatoLlero 3anmcb BXypHane.

3anucy, caenaHHble BXXypHasie BPYUHYH, AO/MKHbI, NPY HEOOXOAMMOCTM, BKKOYATL CreaytoLLee:

- NAEHTUMKALMOHHbIE AaHHbIE OPUANYECKOrO UM IN3NYECKOrO NLA, CaHKLMOHMPYIOLLEro onepaumio, 1 opuay-
YeCKMX nnn hmanyecknx nuy, obpabatbiBatowmx 06y KAKYEBY0 HGOPMaLMIO (HanpuMmep, YacTy KIUen nnm Kauu,
XpaHsiWwmecs B NOPTATUBHbIX YCTPONCTBAX UM HAa HOCUTENSX UHADOpMaLmK);

- cBefeHus 06 YCTPOCTBaX WM HOCUTENSIX, HA KOTOPbIX XPaHATCA KIHOUW.

A.1.3 VIH(hopmaLmsa o NpUMEHEHUN cepTudmMKaTa KarYa NPoBEPKN 3/1EKTPOHHONM noanucu, nogaexaiias

BHECEHUI0 BXXypHan ayauta LIP vam YU,

B xypHan ayauta fomkHa ObiTb BKIKOYEHA criefytolas nHdopmaums:

a) TN ngeHTudmkaumoHHoro(bIX) AOKyMeHTa(oB), NPeaCTaB/AEHHOIO PUANYECKUM W IN3NYECKM NNLLOM, 06-
patusLwmmesa B YL,

6) 3annCb YHVKasIbHbIX MAEHTUUKALMOHHBIX AaHHbIX, HOMEPOB UM UX KOMOBUHaUMK (Hanpyvep, HoMep LOKYMEH-
Ta, YAOCTOBEPSIOLLErO topuanyeckoe nnm hmanyeckoe nmuo, obparmslieecs B YLI), ecim 3To HEO6X0AMMO;

B) MECTO XpaHeHUs1 KOMuii 3asBOK Ha cepTudomkat (Ha ero cosgaHvie, nNpogsieHne v T. n.) U NAeHTUPUKALNOHHBIX
[OKYMEHTOB;

I nAeHTUGMKALMOHHbIE AAHHbIE NLA, NPUHSABLLErO 3asiBKy Ha cepTudinkar;

[1) METOA, UCMONb3yeMblit A1 NPOBEPKN UAEHTUMKALMOHHBIX JOKYMEHTOB, €C/IM TAKOBbIE VMEIOTCS;

€) HammeHoBaHue YL, (LIP), HenocpeACTBEHHO NPUHSBLLErO 3anpoc Ha cepTudmkar knoya NPoBEPKN SNEKTPOHHON
MOAMNMCY OT KOHEYHOTO BfafenbLa cepTucdmkara;

X) O NPUHATMU BrafenbLeM cepTudmkaTa kda NpoBEPKY 3MEKTPOHHON NOAMMCK NOMb30BATELCKOMO A0r0BOPa;

n) 0 corflacum puaNYecKoro uam manyeckoro amua, obpartmellerocs B YL, Ha BegeHue YL, 3anuceli, cogep-

Xallyx nepcoHasibHble AaHHble, U nepejadvy 3Tol MHGOPMaUMM ykasaHHbIM TPETbUM CTOPOHaM, a Takke nybnvkaumo
CepTUgINKATOB K/IHOUEl NPOBEPKN 3NEKTPOHHONM nognucuy (korga 310 TpebyeTcsl B COOTBETCTBUN C 3aKOHOAATE/IbCTBOM).

A.1.4 Co6bITusa, noasiexawme BHECEHUIO B XXypHan ayauta

B XypHasie Heo6xo4MMO perncTpupoBaThb criefytowme cobbiTUs, KacatoLmecs KIYeBoin nHhopmMaumu:

a) co3faHve Kyel;

6) ycTaHOBKa KpunTtorpadmyeckux Kioye BpyUHYH v ee pesynbTatbl (C MAEHTUIMNKALMOHHLIMU JaHHbIMW onepa-
TOpaY);

B) pe3epBHOE KOMMpPOBaHWE;

I XpaHeHue;

[1) BOCCTAHOB/IEHUE;

€) U3bATHE K/HYEBOl NHDOPMaLMU U3 0BCNYXMBaHNS;

X) YCNIOBHOE [EenOoHNpOBaHUE;

W) apxvBMpOBaHWE;

K) YHUUTOXEHUE;

n) chopMmpoBaHne cepTuukaTos;

M) MOJTy4YEHUE 3anpocoB Ha cepTudmkaTt(bl) KIoua NPOBEPKN 3MEKTPOHHON NoAnMcy, BKYas NepBUYHbIE 3anpo-
Cbl, 3aMPOChl HAa NPOAJ/IEHNE ¥ 3anpoChl HA 3amMeHy;

H) 3anNpocbl Ha NpekpalleHne 1 NPUOCTaHOBKY AelCTBUSA cepTudimkaTta;

0) NpekpaLleHne, NpruocTaHoOBKa 1 BOCCTAHOBMIEHUE AeCTBUSA cepTudmkaTta;

n) nonyyenvie, oopmuposBaHve u otnpasneHne CAC;

p) pacnpeeneHne Knya NPOBEPKN 3/1EKTPOHHON nognvcy YL,
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C) npefocTaB/ieHVe KoUeli NPOBEPKM 3MEKTPOHHON NOANMCH AN CepTUMKATOB KoUeli NPOBEPKM 3/1EeKTPOHHOM
noanucu;

T) AeNCTBYSA, NPUHATLIE MPU KOMMPOMETaLUMN Ktoya 3/1EKTPOHHOW NoAnvcu.

A.1.5 Co6bITUs, BaXHble MO OTHOLIEHUIO K 6€30MacHOCTU U Nnogsiexallme pernctTpaunn B XypHanie aygmta

3anncn xypHana ayauta [O/MKHbl cogepXaTb MHAopMaumio, Heobxoammyto ans aHanmsa. [oatomy B XypHase
HEeO6X0AMMO perMcTpupoBaTh creytolme cobbiTUs, BaXkHbIe MO OTHOLIEHWIO K 6e30MacHOCTM WK Kacatolmecs YyBCTBU-
TeNbHOW MHopmaLmm:

a) YTeHne WM 3annucb KOHMAEHLMaTbHBIX d)aii/ioB UV JOKYMEHTOB;

6) [EeCTBUS C KPUTUYECKM BaXKHLIMU MO OTHOLUEHMIO K 6e30MacHOCTY AaHHbIMK;

B) M3MeHeHus B npodousie 6e30MnacHOCTY;

I) MCNoMb30BaHNe MeXaHU3MOB MAeHTUhUKaLMM 1 ayTeHTUUKaLMK, Kak ycnelwHoe, Tak U HeyaauHoe (BKkiouvas
MHOrOKpaTHble HeyJauHble MOMnbITKA ayTeHTUMKaLMn);

[) BaXKHble M0 OTHOLIEHMIO K 6e30MacHOCTV HedhnHaHCOBble TpaH3akuun (Hanpumep, M3MEeHEeHUs YY4eTHON 3anucu
nm nmeHw/agpeca u T. n.);

€) OTka3 cucTeMbl, C60M annapaTHbIX CPeACTB U ApyrMe HeluTaTHble CUTyauuu;

X) JeiicTBuA, npegnprvHMMaemble Avuamy, WUCMOMHAWYIMU AOBEPEHHbIE POSIM: ONepaTopoB KOMMbIOTEPOB, CW-
CTEMHbIX aAMUHICTPATOPOB M AO/MKHOCTHbIX /UL, obecneunBaoLwmx NHPOPMaLOHHY0 6e30MacHOCTb CUCTEM;

1) N3MEHEHWe NMPUHAANEXHOCTY PUANYECKOTO U IU3NYECKOro NnUa;

K) AOCTYN K)XypHany ayauTa;

N) feincTBmsA, cBsA3aHHble ¢ 06X0A40M MPOLLECCOB WK MpoLedyp wndpoBaHus/ayTeHTUukaumu;

M) JocTtyn K cucteme YLL wim kakomy-1mbo 13 ee KOMNOHEHTOB.

A.1.6 CoO6LEeHNS 1 AaHHble, Nnog/exalime BHECEHUIO B XypHas ayanta

B xypHan ayguta 40/DKHbI GbiTb BK/IKOUYEHbI Criegytoline coobLLUeHNs 1 JaHHbIe:

a) Bce coobuyeHusi/gaHHble (B 3N1EKTPOHHOM BUAE), Bxoadwme (ncxogsawme) B (u3) YL, (Bkitouas CAC);

6) BCe chopMMpoBaHHble cepTudiMKaTbl K/KoUYei NPOBEPKM S1EKTPOHHOW noanvcy;

B) NAEHTU(MKALMOHHbIE AaHHbIe UCMOMb3YEMbIX KPUNTOrpacthmuyeckux Kouel n ux xaw (rae sTo npyMeHnumo)l);

I WAEHTU(UKALMOHHBIE AaHHbIE ML, NOJyYatoWMX YacTn KIHOUeN.

A.2 Pe3epBHOe KOMMpOBaHUe XypHasna ayanta

JaHHble xypHana ayavta YL, v LUP go/mkHbl noaseprarbCa pe3epBHOMY KOMMPOBaHWIO Yepe3 COOTBETCTBYHOLUNE
NMPOMEXYTKN BPEMEHW, a CO34aHHbIe KONUW CrnefyeT XpaHUTb BHE MecTa 3Kcnayaraumu.

A.3 Vicnonb3oBaHue XypHana ayauTa

PyuHble 1 aBTOMaTV3VMPOBaHHbIE NpoLeaypbl AOMKHbI OblTb AOCTYNHLIMU 4151 YNPOLLEHWS MCMNOMb30BaHUsA, Mpo-
CMOTpa 1 NOAAEPXKKM XypHana ayauta. Mpoueaypbl AO/MKHbI ONPeaensiTh, KorAa O BbISBNEHHbIX HapyLIEeHUN(5IX) AO/HKHO
ObITb 4O/IOKEHO PYKOBOACTBY.

K npumepam ycnosuii, TpeGyLMX aHanM3a U BO3MOXHbIX AEACTBUIA, OTHOCATCS:

a) HeobblYHOEe NoTpebreHne CUCTEMHbIX PECYPCOB;

6) BHe3anHoe, HeOXMAgaHHoe yBemyeHne obbemMa Tpadmka U T. n.;

B) AOCTYN B HEOOLIYHOE BPEMS M3 HEOObLIYHbLIX MECT.

1) KOHTPO/IbHbIE YnCna, NOMYHEHHbIE U3 KpUNTOrpacuyeckmx KUein ¢ NCnosib3oBaHWeM (hyHKLMM X3LIMPOBaHNS,
[LO/DKHbI GbITb BHECEHBI B XypHa ayauTa B KauecTBe CpefcTBa MAEHTUMMKALMM KToYeld 1 NPOBEPKU MX KOPPEKTHOCTY.
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MpunoxeHve b
(cnpaBo4yHOE)

ANbTepHaTUBHbIE MOAENV A0Bepus

B.1 O6wasa nHgopmauns

Mogenu goeepus ONpeaensiioT, Kak goBepue generupyetcs mexay YL, [ns npoBepku ceptudmkaTa kiua npo-
BEPKWN 3M1EKTPOHHOI MoAnncy Mnonb3oBaTteslb cepTudhmkaTta HaxoauT AOBEPEHHYH (HaAeXHYH) LLenoyky ceptudmkaTos,
OT cepTuchmkaTa knoya NPOBEPKM 3/1EKTPOHHOM MOANUCK, NPOBEPSIEMOro Ha AECTBUTENbHOCTL, A0 cepTudimkaTa Kaya
NPOBEPKN 3NEKTPOHHON nognucy YL, koTopomy ropuamnyeckoe unm husmyeckoe nuuo gosepsieT. Kopugnyeckoe nnm msu-
yeckoe Nnuo ogHoro YLL MoxeT He BnageThb (MM He 4OBEPATh) KIKOHYOM NPOBEPKM 3/1EKTPOHHOM nognucy YL, nognucas-
LIero cepTndmKaT Kova NPoBEPKM 3N1EKTPOHHON MOANMCU APYroMy HOpUANYECKOMY WK hru3nyeckomy nuy.

Pa3nuuHble mogenu foBepus onpesensioT MeXaHn3mMbl NOCTPOEHNS LIEMNOYKN cepTUdnkaTos Mo nepapxum YLL. 3tm
MOAENN [OBEPUS UMEOT OOLLYI0 XapaKTEPUCTUKY, 3aK/I0HatoLLYCA B TOM, YTO NOMb30BaTesto ceptudmkara Heobxoaumo
[OBepATb KoYy NPOBEPKU 3N1EKTPOHHON NOANMCK TOMbKO OAHOro YL, 4To6bl nonyyaTtb M NPOBEPSATL CepTUdIMKAT Koua
NPOBEPKN 3MIEKTPOHHON NOAMUCK HOPUANYECKOTO WM OM3NYECKOro Nnua. JJoBEPeHHbIM K0YOM, Kak NpaBuo, SBNSETCH
KoY ronoBHoro YL, (nepapxuyeckas cuctema YL) nam YL, BbigaBLiero ceptudamkat Kaoua NPoBEPKU 3/1IEKTPOHHON Nnoa-
nMcKn Lpuagnuyeckomy nnm mandeckomy nmuy (cetesast cuctema YLL).

Mepapxnyeckan cucteme YL, nokasaHa Ha pucyHke B.1. CeteBasa cucrtema YL, nokasaHa Ha pucyHke b.2. CmeluaH-
Has cuctema YL o6eyxaaetcs B b.4 1 nokasaHa Ha pucyHke B.3. Mpeumyliectsa 1 HeoCTaTKN MOAENN AOBEPUST KaKaoM
cuctemsl YL npuBegeHbl B Tabnuue b.1.

Bo6
CepTtudmkar (HanpaBnsieMbIi cepTUmLMpyeMoMy HopuanHeckoMy in amanyHecKomy SnLy)
YA0CTOBEPSIHOLLMIA LIEHTP

KB  KoHeuHblli BnageneLl, ceptudmkara

PucyHok B.1 — Vepapxunyeckan cuctema YL,
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CepTtudomkar (HanpasnsemMbli cepTUdMLMPYEMOMY HOPUANYECKOMY UM iN3NHECKOMY SNLLY)
Kpocc-cepTudmkaums
YaocToBepsitoLmii LIEHTP

KoHeuHblii Bnageney, cepTudmkara

PucyHok b.2 — CeteBas cuctema YL,
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CepTudhmkar (HanpasisieMblii cepTdnLpyeMoMy
JoM3NHECKOMY U/ FOPUANHECKOMY SIULLY)

* Tpebyemasi nepapxmyeckasi Kpocc-ceptmdomkaums
4— OcHoBHas1 Kpocc-cepTudhrkaums
jr CrnieupmasibHas Kpocc-cepTudmnkaLms

YOoCTOBEPSIOLWMIA LIEHTP
KoHeuHblii Bnagenew, ceptudimkara

PucyHok .3 — Cuctema YL, cmelusaHHoOro tuna
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Tabnunuya b1 — lMNpeumyllectsa U HefoCTaTKN MOZENM AOBEpPUS pas/inyHbIX cucTem YL,

Cuctema YL

Viepapxuyeckas

CeTteBas

CmellaHHas

MpeuvmyuwecTsa

- OpraHusaumoHHan CTPyKTypa ynpas/ieHVWss MHOTUX opraHv3a-
UWiA 6oNbLUE YacTblo ABNSETCH Mepapxmnyeckoit. OTHOLLIEHWS
[0BEPUS 4YacTO BbICTPaAMBAOTCA B COOTBETCTBMN C OpraHu3aLm-
OHHOW CTPYKTYPOW, NO3TOMY €CTECTBEHHbIM SBSETCA COrnaco-
BaHVe Lenoykn cepTucmkaTos C OPraHn3aLMOHHOW CTPYKTYPOIA.
- CTparerus novcka Lenoykn ceptntmkaToB SBASETCS NPOCTON.
- HekoTopble cyLlecTBytOLWME CUCTEMbI CMPOEKTUPOBaHbI Ve-
papxumyeckmm o6pasom.

- Y Kaxgoro Iopuanyeckoro wm dmsmyeckoro nua MMeeTcs
Lenoyka cepTudukaTos, Beaylwada obparHO K ronosHomy YLL.
YkazaHHOe opuanyeckoe nnm usnmyeckoe nLo MOXET npeno-
CTaBWTb CBOK LEMNouKy cepTudukatos N060My Apyromy topu-
ANYeckoMy WM usnyeckomy nudy, a nwboe apyroe ropuau-
yeckoe W hn3nyeckoe IMLO MOXET MPOKOHTPOMPOBATbL 3Ty
Lienoyky cepTudrnkaToB, MOCKOSbKY BCe topugnyeckne un dm-
3MYecKMe N1Mua 3HalT KoY NPOBEPKM 31EKTPOHHON Moanmucu
ronioBHoro YL

- OHa fABnsieTcA rmbKoii, cnocobCTBYET NPOM3BOSIbHLIM CBA3SAM
N OOoBepuTENlbHbIM OTHOLUEHMSIM, a Takke OTpakaeT ABYCTO-
POHHME OTHOLLEeHWS foBepus Gu3Heca.

- Hekoe topugnuyeckoe wnm msnyeckoe /nLo Kak MUHUMYM
posepsieT YL, BbigasliemMy emy ceptTudivkar kiouva npoBepKu
3/1EKTPOHHON MoAMMCK B Kakoir-nm6o PKI, noatomy pauumoHaib-
HO cfenatb 3TOT YL OCHOBOW BCEX OTHOLLEHW AOBEPUS.

- OpraHvn3auvoHHO yganeHHble YL, KoHeuHble Bnagenbupl
CepTUIMKATOB KOTOPbIX COTPYAHUYAIOT C BbICOKON CTEMNeHblo
[oBepus, MOryT OblTb HanpsAMYylo KpOCC-CepTUdULMPOBaHBI
B COOTBETCTBMM C MOJSIMTUKOIN BbLICOKOrO [OBEPWS, KOTOpas He
pacnpocTpaHsieTcsl Ha Apyrve M pacnosiokeHHble Bbiwe YL,
KOTOpble MOrnM Bbl 6bITb B 60/1€€ ATMHHON Mepapxnyeckon Le-
noyke cepTUdIMKaToB.

- OHa genaeT BO3MOXHOM NpsIMyt0 Kpocc-cepTudivkauuio YL,
lopuauyecke i dManyeckue nuua KoTopbiX 4Yacto o6ua-
I0TCH1, YMeHbLUas Harpysky, CBA3aHHYl C 06paboTKOi Lenoyku
cepTUMKaToB.

- BoccTaHoBneHne nocne KOMNpoMeTaummn KoUa 3/1eKTPOHHOM
noAnMcK Kakoro-nmbo YL, TpebyeT TO/bKO TOro, YToObl HOBbIV
K04 NMPOBEPKU 3/1EKTPOHHON nognucy (M cepTudimkaThbl Ktodel
NPOBEPKN 3M1EKTPOHHOW NOANWCK, MOANMCAHHbIE C MOMOLLbO
COOTBETCTBYIOLLErO HOBOIO K/lt04Ya 3M1eKTPOHHON nognucy) 6es-
oMacHo pacnpegensncs gepxarensMm ceptudmkaros atoro YL

- PeanusyeT mepapxuyeckylo ceTb [0Bepusi, KOTopas npego-
CTaB/IsAeT A1 KakA0ro nonb3oBaTens Lenoyky cepTudmkaros,
BeayLLy0 06paTHO K rosioBHOMY YLL.

- [lenaeT BO3MOXHOIN NpsMyt0 Kpocc-cepTudmkaumio YL, nosnb-
30BaTe/IN KOTOPbIX YacTo OBLLAKTCA, yMEeHbLIasA Harpysky, CBsi-
3aHHyI0 C 06pabOoTKON LenoYykn cepTUdINKaToB.

- OTpaxaeT [ByCTOPOHHME OTHOLLEHWS foBepus 6usHeca.

- BblpaBHMBaET UEMNoYKy CepTUMKATOB C OpraHv3auVioHHON

CTPYKTYypOii

HepocTtaTtku

- ManioBeposiTHO, 4TO GyAeT cy-
LLeCTBOBaTb E€AMHCTBEHHbIN TO-
noBHol YLl ana BcemmpHoii PKI.
- Kommepueckne n genosble go-
BEpUTE/IbHblIE  OTHOLLEHUSI  He
06513aTe/IbHO  ABNSAKOTCA Mepap-
XUYECKUMU.

KomnpomeTtauusi  rosioBHOro
K/KoYa 3/IEKTPOHHOI NoAnucY AB-
NAIeTCs YpesBblHaiHbIM NPOKCLLIE-
CTBMEM, W €r0 BOCCTaHOBJ/IEH/E
TpebyeT 6e30nacHOro pacnpege-
NIEHVs1 HOBOTO K/lo4a MPOBEPKU
9/IEKTPOHHONM NOANMCYU ON1A Kak-
[0r0  lopyandeckoro n dmsnde-
ckoro ivua. OfHako KomnpomeTa-
UMs K/THoYa 3/1IEKTPOHHOM noanucK
YL, BblgatoLlero ceprudukarsl
KTOYEe NPOBEPKU  3/IEKTPOHHOM
noanvcy, Aenaer  HepdewncTeun-
Te/IbHLIMU TOJSIBKO CepTUdhUKaThI
K/OYEn NPOBEPKN  3/IEKTPOHHO
noAanucy, BblgaHHble aTum YL,

- Crpaterm nowvcka LEenoykn
ceptucpukatos Moryt 6biTb 60-
Nlee CIOXHbIMMN.

- Hekoe topunanueckoe wm u-
3MYEeCKOoe SILI0 HE MOXET npeso-
CTaBUTb €AUHCTBEHHYHO LiENOYKY
cepTuukatoB, Kotopas sBNs-
€TCA rapaHTUPOBaHHOW, 4TOObI
cfienaTb BO3MOXHbIM MOATBEPX-
[JeHve ee noanvcein Bcemu apy-
MU IOpUONYECKUMU 1 (hu3nye-
ckumn nndammn PKI

- Crpatermm noucka LEnoyku
ceptuchukatoB MoryT ObiTb Ha-
MHOr0o 6051€€ CNIOXHbIMU.

- Kpocc-ceptudpukaumsa  mexay
nogyvHeHHoIMu YL npencrasns-
€T pUCK.
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B.2 Vlepapxuyeckas cuctema YL,

B nepapxuueckoin cucteme YL, ypoBeHb foBepus K 060My AeiCTBUTENbHOMY cepTudhukaTty kioda npoBeEpKU
9/1eKTPOHHOW MoAnucK sBnsieTcs (hakTMuecky ypoBHEM [OBEPUS K KIOYY MPOBEPKM 3MEKTPOHHON MOANMCH FOSIOBHOMO
YLl B aToi1 cucteme YL, k04 NPOBEPKU 31EKTPOHHON MOANMCU rofoBHOro YLl He cepTudhmuypoBaH, NocKosbKy SBHO OT-
CYTCTBYeT HOopuauyeckoe v usmyeckoe MU0, YTOObl CepTUULMPOBATL €ro KoY MPOBEPKN 3/IEKTPOHHOM MOAMNMCK.
B nepapxuueckoii cucteme YL ko4 MPOBEPKM 3M1EKTPOHHONM MOANMCK FOMI0BHOMO YL, pekomeHayeTcs pacnpefenstb C
MOMOLLbIO CPEeACTB AOMOHUTE/NBHOTO KaHasna [OoCTaBku (Hanpumep, KypbepoM, 3acTpaxoBaHHbIM COOTBETCTBYHOLLMM 06-
pasom). 310 TpebyeT MCMOo/IbL30BaHUS epapXMyeckoi cnuctemsl YL co3gaHus cepTudmkatos, Npy KOTOPOW lopuanyeckoe
nnn dan3nyeckoe Lo He 06513aHO0 MMETb AOBEPEHHYHO KOMMWIO K/1toUa NMPOBEPKM 3/IEKTPOHHOI nognucy csoero YL,

B nepapxuyeckoli cucteme YL ronoBHoi YL, BblgaeT cepTudukaThbl Koueil NPOBEPKU 3NEKTPOHHON NOANUCK NOA-
Y/MHEHHbIM YLI. 3Tn YL MoryT BblgaBaTb cepTudMKaTbl K/Ueid NpoBEPKM 3MEKTPOHHON nognucy YL, pacnonoXeHHbIM
HWXe VX B Mepapxun, Un lopuamyeckum u ousmyeckum nuuam. Mepapxmueckasa cuctema YL, nokasaHa Ha pucyHke bB.1.

B nepapxuueckoin cucteme YLL:

a) KoY MPOBEPKN 3/1IEKTPOHHON MOANMCK FON0BHOMO YL 13BECTeH KaaoMy HopnanMyeckoMy v husmyeckomy nuuy;

6) cepTudmKaTt KIYa NPOBEPKN 3NEKTPOHHOM NOAMMCK Kakoro-nmbo HopuanYeckoro nm rnsnyeckoro nmua MoxeT
6bITb NPOBEPEH Ha AeCTBUTENIbHOCTb C MOMOLLbIO MPOBEPKM LIENOYKM cepTMdIMKATOB, BeayLleil 06paTHO K rofnosHoMy YL

[anee npusegeH npumMep NPOBEPKN LENOYKy cepTUNKATOB AN nepapxnuyeckoin cnctemsl YL

Mpumep

Anvca:

- NpoBepsieT cepTUdUKaT KIoYa NPOBEPKN 3N1IEKT POHHON nognucu boba, BblgaHHbIn YU4; 3aTem

- cepTuduMKaT KItoUYa NPOBEPKM 3NEKTPOHHOM noanucu YU4, BbigaHHblli YU2; a 3aTem

- cepTudMkaT KIKO4Ya NPOBEPKM 3M1eKTPOHHON nognucn T YU2, BblgaHHbIN FONOBHbIM YL|1, ko4 npo-
BEPKM 3/1eKT POHHOWM NOANUCK KOTOPOro OHa 3HaeT.

MpoBepka Lenoyky cepTUNKaTOB OCYLLECTBSETCH TOMLKO B HanpasfieHny OT rofioBHOro YL, K Bnagenbuy npo-
BEPAEMOro cepTudivkaTa v NpoBEPKN LLENOYKM CepTUnkaToB B 06paTHOM HanpasfieHun (OT BNajesnbLa npoBepsemoro
cepTudmkata K ronoBHomy YLl) He TpebyeTcsi.

B.3 CeteBas cucrtema YL,

B ceTeBoii cucteme YL HesaBucuMble YLL kpocc-cepTudhmumpytoT apyr apyra (T. e. BblgatoT cepTudhmkaTsl apyr
Apyry), pesynbTaTom 3TOro SIBMSIETCS 06Las CETb AOBEPUTENbHbIX OTHOLEHMA Mexay YL Ha pucyHke B.2 nokasaHa ce-
TeBas cuctema YLl Hekoe topugunueckoe wim onsmyeckoe NnLO AOBepsieT K4y NPOBEPKM S/IEKTPOHHOW MOAMUCK, Kak
npasus1o, Toro YL, KoTopblil Bbigast eMy cepTudimkaT Kitoda NpoBEpPKM 3/1EKTPOHHONM MOANUCY U NPoBepsieT cepTudmkatol
OpYrux 1opuanyecknx unm uanyeckux vy, NnocpescTsoM NPOBEPKA CepTUMKATOB B LIEMOYKE CEPTUCIMKATOB, KoTopas
BeAeT obpaTHo K aTomy YLL

Mpumep

- Annca 3HaeT K104 NPOBEPKN 3N1eKTPOHHON nognucn YU3, n

- B06 3HaeT KAKY NPOBEPKN 3/1EKT POHHOW noanuncu YL4.

CylwecTBYyeT HECKO/NbKO Lenoyek cepTudmnkaToB, BegyLimx oT boba K Anuce, HO Anince HyXHa KpaT -
Yaiwasn, 4Tobbl NOATBEPANTb:

- cepTudQMKaT KIo4a NPOBEPKN 3/1eKTPOHHOM nognucy boba, BblgaHHbIN YU4, 3aTem

- cepTuUdUKaT KIoYa NPOBEPKM 3NEKTPOHHON noanucu YU4, BblgaHHbln YL5, 1, HaKoHel,

- cepTuUdUKaT KItoya NPOBEPKM 3NEKTPOHHON noanucu YLU5, BblgaHHbI YL3.

YU3 saBnsaeTcsa YU Anuckl, oHa goBepseT YL3 M 3HaeT ero ko4 NpoBeEPKM 3/1EKTPOHHOW NOAMNUCH.

b.4 CmewaHHasa cuctema YL,

CwMmellaHHas cuctema YL, BkIovaeT B cebsl XxapakTEPUCTUKN Kak Mepapxmyeckoil, Tak 1 ceTeBoi cuctembl YL Oc-
HOBHOIi KOHCTPYKTUBHbIA 610K NpeacTaBnseT coboii nepapxuio, KOTopas BKIKYAET rofoBHble YLl noguvHeHHble YL, n
KOHEYHbIX BMajesbLeB cepTudivkaToB. M0/10BHble YL co3galoT cepTudimkaTthbl KIoueil NPOBEPKY 3MEKTPOHHOW noanmcu
NoAYMHEHHbIM YL 1 OCyLLecTBNSAT Kpocc-cepTudmkaumio ¢ Apyrumu ronosHbiMn YL, Kaxgomy YL, He sBnstowemycs
rofIoBHbIM YLl, COOTBETCTBYET Lienoyka cepTuthukaToB, Hanpas/eHHas K rosioBHomy YL Takum ob6pasom, obpasyeTcs
nepapxuyeckas Lenoyka ceptugmkaTos, NPoxXoasLlas oT rofioBHOro YL, kK cBoMM NOoAYMHEHHBIM YL, 1 OT KaXKA0ro us atmx
YL, K X COOTBETCTBYIOLLMM MOAYMHEHHBIM YLL.

Mapbl Kpocc-cepTUMNKATOB K/TOUEl NMPOBEPKM 3NEKTPOHHOI Noanucy nofobHbl cepTudmkaTaM Kauein npoBepku
3MIEKTPOHHOW MOANMCK, nepapxmyeckn coefuHsowmmM YL ¢ ronoBHbiM YL 3Tv cpaBHUMbIE Mapbl KPOCC-CepTUcmKaToB
Kntoueli NPOBEPKM 3/1EKTPOHHOWN MOAMUCK, MOKa3aHHble Ha pucyHke B.3 ABYCTOPOHHMMU CTpesikaMu, NO3BOMIAT BGU3HeC-
NPUNOXKEHNAM, OCYLLECTBAAIOWMUM NPOBEPKY LEMNOYKM CEePTUUKATOB OT NPOBEPSEMOr0 «POAUTENLCKOro» (ro/I0BHOIO)
YL, Mcrnosnb3yoLwero napbl Kpocc-cEPTUGIMKATOB K/tOUel NPOBEPKM 3NEKTPOHHOI noanucy, BecTu paboTy ¢ ntobbim YLL.
3T0 AenaeT BO3MOXHbIM OCYLLECTB/IEHNE KpOCC-CepTUdmKaumm ¢ ApyruMm 061acTsiMy He TO/TIbKO Ha BEPXHEM (FO/I0BHOIA
YLl) ypoBHe, HO 1 cpeay NoAYMHEHHBIX YLL.
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B cmeluaHHoi cucteme YL, onpegensioT Tpy Buga Kpocc-cepTudnKaToB Ktoueli NPOBEPKU 3/1EKTPOHHOM NOANUCK:
nepapxnyecknii, 06LMIA 1 cneumasbHbIA.

WNepapxunyeckne Kpocc-cepTndmkaTtbl KloHein NpoBepKky 3/1EKTPOHHON NoAnvcy NoAo6HbI nepapxmyeckoil Lenoyke
cepTuukaToB, HanNpaB/EHHOW K rosioBHOMY YL, OHu o6ecneumBaloT yBepeHHOCTb B TOM, YTO NoMb3oBatenn ceptudmka-
TOB, KOTOPble AOBEPSIOT CBOEMY /I0KaNibHOMY YL (B 0T/MuMe OT ronoBHoro YLI), Bcerga MoryT HainTu Lenoyky ceptudmka-
TOB K JTIO60MY ApYroMy HOpUANYECKOMY UM in3nyeckomy nuy B cucteme YL,

Ob6Lme Kpocc-cepTUdMKaTbl KNYUeil MPOBEPKN 3/1EKTPOHHOM NOANMCY AOMNOMHAT MePapXmio co3gaHus ceptudu-
KaToB K/IlOYel MPOBEpPKM 3MEKTPOHHON NOAMMCU U AenaloT BO3MOXHbIMK 6oniee KOpoTkve Lenoukn ceptudimkaTos. MNpa-
BWA, KacaloLMecs MCMo/b30BaHMs 06LLMX KPOCC-CepTUUKATOB Ktoueli NPOBEPKU 3MEKTPOHHON NOAMMUCY, NO3BONSOT
pacnpocTpaHnTb [OBEpUEe C TakMM Xe OrpaHWyeHeM, Kak 1 pacnpocTpaHeHne A0Bepus Npu UCMOo/b30BaHUM HanMeHee
OrpaHMyeHHol LenoykM cepTudivkaToB OT rofloBHOro YL, nonb3oBaTtens ceptudmkara Kk npoBepsieMoMy Ha AeiCcTBUTe Tb-
HOCTb CepTUdIMKaTy Kova NPOBEPKN 3/IEKTPOHHON MOANMCH.

CneupasnbHble Kpocc-cepTudmnKaThbl KIUeil NpOBEPKY 3NEKTPOHHOM nognuncy obecneyrBatoT LEemnoykyu cepTudmka-
TOB, KOTOpblE MOTYT HE COOTBETCTBOBATL OrpaHNYeHnsaM, NpeanvcbiBaeMbIM Mepapxmyeckn no Lenoyke u3 ronosHbIx YL,
CneupanbHble Kpocc-cepTudnKaTbl KIYeil NPOBEPKY 3/1EKTPOHHON NOANMCU MOTYT BbITb CO3JaHbl MEXAY «/IMCTOBbIMU»
YU, JluctoBbiMn ABNAIOTCA YL, KOTOpble MMEIOT MepapXmyeckyro Liernoyky CepTUUKaToB, Hanpas/IeHHY0 K rO/I0OBHOMY
YL, onvHa KoTopoii orpaHuyeHHa «0». 3T0 AenaeT BO3MOXHbIM AasibHelillee pacnpocTpaHeHwe AoBepus K apyrum YL
Mo Mepapxmyeckoi Lenoyke cepTtudmkaTo. CneumanbHble Kpocc-CepTUdmKaThbl KUen NpoBEPKU 3/1EKTPOHHOK noanu-
CV afleKkBaTHbI TOraa, Koraa Kakablii u3 aByx YL geiicTByeT B COOTBETCTBUM C MOMIMTMKAMU MPUMEHEHUS CepTUCMKATOB,
JenaioLwyMy BO3MOXHbIM 60/1ee BbICOKMIA YPOBEHb AOBEPUS WM MEHbLUME OrpaHUuYeHns, Yem Te, KoTopble 6bln Gbl No-
3BOJIEHBI B /1I060M [pyrom criyyae.

Ha pucyHke B.3 Annca nokasaHa B uepapxuu, He SBAswoLeiica nepapxueli boba B pamkax cuctemsl YL Ecin
Anuca noxenaeTt NoATBepAUTL Noanucb Boba, oHa MOXeT caenaTtb CBOI BbI6OP M3 Leoro psaja Lenoyek ceptudgukaTos,
4yToObl YCTAHOBUTL [0OBepue K CBOeMy HenocpeacTseHHoMy YL, (YL3) nam k cBoemy ronosHomy YL (YU1). B npouecce
NOATBEPXKAEHNS MOA/IMHHOCTN LIeNOoYKM CepTUNKATOB KMeHTa Anncbl OTbICKMBAETCS, NO KpaliHeli Mepe, ogHa Lenoyka
cepTUNKATOB, COOTBETCTBYIOLLAA MNOSIMTVKE MPUMEHEHUs cepTUINKATOB WM APYTYM KPUTEPUSIM, KOTOpble TpebytoTcs
Anuce gna npoBepky cepTudinkaTa KoYa NPOBEPKN 3/1EKTPOHHOM noganvcy Boba.
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MpunoxeHve B
(cnpaBo4HOE)

PekoMeHAaUMN NO NPUHATUIO faHHbIX 3aMpoca Ha cepTUdMKAT K/oua NpPoBepKu
3/1eKTPOHHO’ noanucu

B.1 O6was nHdopmayms

OTO NPUNOXEHUE COAEPXUT pekoMeHAauMn Mo NPUHATUIO AaHHbIX 3anpoca Ha cepTudivkaT OT hM3MYeckoro um
IOPUONYECKOTO NMLa B Pas/iNyHbIX CUTyaumsix. PekoMeHgaumm HOCAT O6LWWin Xapaktep W npefHasHayeHbl, 4ToObl noka-
3aTb, YTO YPOBEHb YCWINIA, HEOOXOLUMbIX ASIA NPUHATUS AaHHbIX 3anpoca, [O/HKEH ObITb MPOMNOPLMOHaIEH PUCKY, CBS-
3aHHOMY C NPUHATUEM HeAeWCTBUTENIbHOTO 3anpoca Ha co3gaHue cepTudirkaTa Kiova NPoBepKM 3/1EKTPOHHON MoAnucK
(Hanpumep, ecnn UL, 3anpaluvBatoliee cepTUduKaT KIYa NPOBEPKM S/1EKTPOHHOW nognuncy, npeactasmio casibeu-
hvumpoBaHHble [OKYMEHTbI, YA0CTOBEPAIOLWME INYHOCTL). PakTuyeckme TpeboBaHus OyayT onpefensatbCs noMAUTUKON
6e3onacHOCTV YL, 1 nonnTrKoiA 6€30MacHOCTN BU3HEC-NPUMOXEHWA.

Or1a npouepypa He npensaTtcTeyeT YL, ncnonb3osats LIP s npoBepkun naeHTUNKaLMOHHbIX JaHHbIX pUANYeCcKo-
ro um gm3nyeckoro imua, obparmsLuerocs B YLI, Ha OCHOBe ero JIMYHOro NPUCYTCTBUS WU NPeACTaB/IeHns naeHTudmnka-
LMOHHbIX MO/THOMOUMIA (JOBEPEHHOCTN OT HErO).

Tpe6oBaHus, NpeAcTaBfeHHble B HACTOALLEM MPUIOXEHWN, ABASIOTCA TOMbKO OAHVWM K3 (hakTopoB, onpeaensio-
LLYM, HACKOMbKO criefyeT AoBepsATb cepTudmkaTam koueli NPOBEpPKU 3M1EKTPOHHOW nogmucy, BbldaHHbiM YL [pyrue
(hakTopb! BK/KOYAKOT OMEepaLVoHHYIO NOMMTUKY, NPOLeAypbl, a Takke Mepbl 1 CpefCTBa KOHTPO/IA U ynpasieHus 6esonac-
HOCTbIO YL, NO/IMTUKY KOHEYHOro Briafesnbla ceptudikaTta v npoueaypbl 415 paboTbl C KIloYaMmn 3/1EKTPOHHON noanmcu
nT. A. OTBETCTBEHHOCTb, KOTOPYO H6epyT Ha cebs YL, Bbigatolume cepTudmnkaTbl KoUeli NPOBEPKY 3/1EKTPOHHON NoAnncy,
N KOHEYHble Bnajesnblpl CepTUINKATOB, Takke WrpaeT OnpefenieHHy0 posfib B CTeneHu aosepus. Ceptudpmkar kiova
NPOBEPKN 3NEKTPOHHON MOANUCU MOXET COAEpPXaTb MOMUTUKN NPUMEHEHUS CepTUUKATOB; 3TO NO3BOJISET MOJSib30BaTe-
N0 cepTudmkaTa peLunTb, HACKONIbKO MOXHO A0BEpATb CBA3LIBAHWNIO UAEHTUMUKALNOHHBIX aHHbIX HOPUANYECKOro WUn
dom3nueckoro iMua C ero KKHoOM NPOBEPKM 3M1EKTPOHHONM nogmucuk. Kak npaBwio, KOHKPETHble NOMUTUMKM N MEXaHU3MbI
6e30MnacHOCTY, KOTOpble Peasn3yloT WX, ONPeaesisiioTC B AOKYMEHTE C AeTa/lbHbIMU WHCTPYKUMAMU, KOTOPbIA O6bIYHO
MMEHYETCS Kak «PerfiameHT Bblgaun cepTUUKaToB KoUeli NPOBEPKN 3/IEKTPOHHOM MOAMNCIK».

B.2 MpuHATYE JaHHbIX 3anpoca Ha CepTUMKAT K/koUYa NPOBEPKU 3/IEKTPOHHONM NOANUCY OT DU3MUEecKoro
niua

B.2.1 171 GU3HEC-NPUSIOXKEHUI C HU3KOW CTEMEHbI0 pucka
Mpumep - PO3HWYHbIE BAHKOBCKME KPeaMTHbIe KAPTOUYKM U TOProBble TepMuHanbl.

MpUHATVE AaHHBIX 3anpoca Ha cepTudukar AO/HKHO BbITb OCHOBAHO Ha MAeHTUbukaumm unsnyeckoro nmua, no-
JaioLlero 3asBKy Ha cepTudimMkaT K/loya NpoBepPKM 3M1EKTPOHHONM nogmmucun. YTo kacaeTcs 6U3HeC-NpunoXeHwn ¢ H3KOM
CTENeHbIO pUCKa, JaHHbIe 3anpoca Ha cepTudivkar HeobsasaTeslbHO A0/MKHbI ObITb NPeacTas/ieHbl IMYHO. CpeacTso AN
naeHTUdrKaLmm rsnyecKoro mua LO0/MKHO COOTBETCTBOBATL TPAAULMOHHBIM AE/I0BLIM NPaKTUKaM.

B.2.2 Ana 6u3Hec-nNpuioXeHNIn CO CpeaHE CTEMNEHBID puUCKa

Mpumep - Hepoporve/He60NbLWOro o6bema GU3HEC-MPUNOXKEHUS MO 3NEKTPOHHOMY O6MEHY AaHHbIMU
VNN NepcoHabHble CUCTEMbI MO YNPaB/ieHU0 akTUBaMMU.

MpuHATUE JaHHbIX 3anpoca Ha cepTudinkaT AO/MKHO ObiTb OCHOBAHO Ha OAHOM WM HECKOJSIbKUX MeXaHu3Max naeH-
Tudmnkaumm mM3nyeckoro Nnua, NoJatoLwero 3asaBky Ha cepTUdMKaT KIroya NPOBepPKM 3NEKTPOHHON nognuncu. 3T MeTogpbl
MOTYT 3HaUUTE/IbHO OT/IMYATLCA B 3aBMCUMOCTM OT TOrO, MpeAcTas/ieHa /in 3asBKa JIMYHO U NpefcTaB/ieHa v OT UMEHU
JINYHOCTM C NPYMEHEHVEM TPAAULIMOHHBIX AE/0BbIX MPAKTUK AN naeHTudmKaumm dmsnyeckoro nuua. MexaHmsmbl, KOTo-
pble MOryT 6bITb UCMOMb30BaHbI, B COBOKYMHOCTN BK/IOYAIOT:

- UCNONb30BaHWe 1 NOATBEPXAEHVE AEliCTBUTENBHOTO UAeHTUdMKaTopa 1 Napons nonb3oBarens;

- MpoLieaypbl NOBTOPHOIO BbI30B3;

- KoApl ayTeHTudmkaumm coobeHnin (MAC);

- 9/1EKTPOHHbIE KapTbl WM XETOHbI C MUKPOCXEMaMM.

B.2.3 Ina 613Hec-NpUIOXKEHN C BbICOKOW CTEMEHBLIO pUCKa

MpumMep - YacTHaa 6aHKOBCKas cucTema.

MpuHSITUE AAHHBLIX 3anpoca Ha CepTUdMKAT JO/MKHO 6biTb OCHOBAHO HA JIMYHOM MPUCYTCTBUM (DM3MUYECKOro Nmua
(WM YNoNHOMOYEHHOTO NMLA), NOAAMLLEro 3asiBKy Ha CepTUdMKaT Kodya NPOBEepKU 3/1EKTPOHHOW MOANMCU, U UCTIONb30-
BaHUN TPaAULMOHHbIX A€/TOBbIX NPAKTVK NS MAEHTMGMKALMKM dom3nyeckoro nuua (Win, ecnm ato Tpebyertcs, YnosIHOMO-
UEHHOTO YKa3aHHOTO (PU3NYECKOro ua). STO MOXET BK/oUaTb NMPOBEPKY SIMYHOCTM (PU3MUEecKoro nua ([A0BepeHHoro
OPUANYECKOrO MU (OM3UYECKOTO MWL), HaNpPUMEpP, WHCMEKTOPOM MO GAaHKOBCKMM cueTaM WK opUAaMYEcKoi crpmoii,
YTBEPXAEHHOW (OMHAHCOBBLIM YUpEXAEHNEM.
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B.3 MpuHATME AaHHbIX 3arpoca Ha CepTUMKAT KkoYva NPOBEPKU 3/IEKTPOHHON Noanmcu
OT lopuANYecKoro nnua

B.3.1 Ana oaHOYpOBHEBOro oMHAHCOBOIO yUpexaeHusi

Mpumep - KAupuHrosble pacyeTHble nanaTbl (Hanpumep, CHIPSY), CHAPS2) n cucTembl aBTOMaTU3U-
pOBaHHbIX pacyeTOB LieHTpasbHbIX 6aHKOB.

MpuHATHE faHHbIX 3anpoca Ha cepTUdmKaTr AO/HKHO ObITb OCHOBAHO Ha JINYHON A0CTaBKe AaHHbIX 3anpoca Ha cep-
TMdMKaT NpeacTaBuTeNeM IOPULNYECKOTO NNLA U Ha:

- CONPOBOAUTE/ILHOM MUCbME Ha (OUPMEHHOM 6aHKe C NOAMUCHLID M nevaTbio (MPU HEOBXOAMMOCTM) CTapLUero
[O/MKHOCTHOTO LA IopUaNYecKoro unam nsnMyeckoro nvua, YnosiHOMOYEHHOro nojatb 3asBKy Ha cepTudimkar kioya
NMPOBEPKN 3EKTPOHHOWN NoAnmcy;

- CpeacTBe uaeHTUMKauum npeacTaBuTens, AOCTaBUBLLENO AaHHble 3anpoca Ha cepTudikar, KOTopoe COOTBET-
CTBYeT TPaAMLMOHHBIM AE/I0BbIM NpakTvKam.

B.3.2 ina 6u3Hec-K/IMEHTOB (PUHAHCOBOTIO YUYpeXaeHusi

MprHATE AaHHbIX 3anpoca Ha cepTUdIMKaT AO0/MKHO 6bITb OCHOBAHO Ha JIMYHONM AOCTaBKe AaHHbIX 3anpoca Ha cep-
TUhmkaT ABYMS WM HECKOMBbKMMU MPeACcTaBUTeNaMU IOPUAVYECKOro NMua n Ha:

- 3asBKe Ha cepTuhukat KIva NPOBEPKN INIEKTPOHHON NoanucK Ha hupMeHHOM 6naHke, 3aBepeHHOW MoANMUChHIo
1 neyatbio (Npy HeobxoaMMOCTN);

- UCMO/Ib30BaHUN TPAAMLIMOHHbBIX AeN0BbIX NPaKTUK A8 AEHTUdMKaLMM noanmMcy 1 nevatu (npyM HeobxoarMocTm)
on3n4ECcKoro mug;

- cpeacTBe mAeHTUdMkauMn npeacTaBuTens, AOCTaBMBLLEroO AaHHble 3anpoca Ha cepTudivkar, KOTopoe COOTBeT-
CTBYET TPaAULMOHHbLIM AEN0BbIM MPaKTUKaM.

1) CHIPS (The Clearing House Interbank Payments System) — yacTHaa 3/1eKTPOHHAsA cucTemMa [eHeXHbIX rnepe-
sogos B CLUA.

2) CHAPS (The Clearing House Automated Payment System) — cucTema K/IMPUHIOBbIX PacveToB B BennkobputaHuu.
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MpunoxeHwne I
(cnpaBo4HOe)

MeToabl, NpUMeHsieMble YL, Ansi BOCCTAaHOB/IEHUA CBOEN AeATe/IbHOCTU Moc/sie NoTepu uau
KOMMNpomMeTaunun Kntda 31eKTPOoHHO! noanucu YL,

1 O6was nHdopmauusi

MoTepsa wm koMnpoMeTaums Kioua 3M1eKTPOHHOM noanvucy YL, paccmatprBaeTcsi Kak YpesBblyaiiHoe npovclue-
CTBME, TaK Kak cepTudukaThbl KIHoUei NPOBEPKU SM1EKTPOHHON NoANMCY, NOAMUCAaHHbIE C MOMOLLBIO 3TOTO K/toYa 3/1EKTPOH-
HOI MOAMUCK, BbI3bIBAIOT COMHEHUE B X UCTUHHOCTU. Haanexallee BocCTaHOB/EHME AesiTenibHOCTM YL, nocne nogo6Horo
ypesBblyaiHoro npowvclecTsns (6eACTBMA) BKIOYAET NpekpalleHne AelicTBuSA 1 nepeoddopMieHne Bcex cepTuukaTos
KIH0YEn NPOBEPKY 3NEKTPOHHONM NOAMMCK, KOTOPbIe BbIN NOANMUCAHbI C MOMOLLBIO K/KoYa 3N1eKTPOHHOM nognnck YL,

[na nepeochopmneHns cepTUMKaToB KYei NpoBepKy 3MEKTPOHHON nognucy YL, MOoXeT ucrnonb3oBatb MeTo-
[bl C NMPYMEHEHVEM ABYX Map K/OYER NPOBEPKN 3/IEKTPOHHOW Mogmuck, T. e. napbl NePBUYHBIX K/OYeR (KoY NpoBEPKN
3NEKTPOHHONM nognucn P1, Koy 3/1eKTPoHHOM nognuncy S1) n napbl BTOPUYHLIX Katoven (P2, S2), Hanpumep:

- YBeOM/IEHME C NOMOLLLIO Napbl BTOPUYHBIX Ktovein YL (CAC, nognmcaHHbIA € MOMOLLbIO BTOPUYHOTO K/1Ho4a);

- nepeodopMsieHNe CepTUdIMKATOB C NOMOLLIbIO Napbl BTOPWYHBIX kKtouelt YL;

- nepeodhopmieHne cepTUhmKaToB KUen NPOBEPKM 3/IEKTPOHHOW MOAMUCK C MOMOLLbIO Napbl HOBbIX MEPBUYHbIX
kntouen YL

- YBEOM/IEHNE C NOMOLLbIO MHOXECTBa NOANMCaHHbIX CEPTUCIMKATOB K/HYell NPOBEPKY 3M1EKTPOHHON NOAMMCHU.

YkasaHHble MeToAbl paccmaTpusaioTcs B [.2—TI.5 ¢ ncnonb3oBaHveM creaytoLein HotTaumm:

- P=>Ep: gna gaHHoro ceptudpukarta kioya NpoBepK/ 3NeKTPOHHON nogmuck Y L « E » ko4 NpOBEPKN 3/1EKTPOH-
HOn mognucn Ep npoBepsieTcs Ha AeACTBUTENbHOCTb K/IHOHOM MPOBEPKM 3MEKTPOHHON noanvcy P, npuHagnexawmm YL
CneposatersnbHo, ana Y UL « E » P pgaet Ep;

- P1=>Ep: Kntou npoBepkn 31eKTPOHHON nognvcu E npoBepsieTcs Ha AeNCTBMTENbHOCTb NEPBUYHLIM KHOHOM MPO-
BEPKM 3/1EKTPOHHON nognucy YL

- P2=>Ep: Kntou npoBepkn 3neKTPoHHOM nognucn E nposepsieTcs Ha AelCTBUTENIbHOCTb BTOPUYHBIM K/IKOHOM MpO-
BEPKM 3/1EKTPOHHON noanucu YL

- SI«E>>: MepBuUuHbIi cepTudukaTt kva NPOBEPKN INEKTPOHHON nogmvcy E nognuceiBaeTcs ¢ NCNOMb30BaHNEM
NePBUYHOTO K/oYa 31EKTPOHHOW nognucy YL,

- S2«E>>: BTOpUYHBbIA cepTdmKaT KIoYa NPOBEPKM 31EKTPOHHOW nognucy E nognuckiBaeTcst ¢ UCNONb30BaHNEM
BTOPMYHOTO K/IKoYa 31EKTPOHHON nognmcn YL,

MpumeuvaHune — Hotauys, ncnonb3lyemas B HACTOSILLEM CTaHAapTe, ABASETCA BapyvaHTOM HoTaumm X.509 [3]
ANs cepTUNKaTOB K/OUEl MPOBEPKU 3/IEKTPOHHOM MOANMCY, LEENOYKA CEPTUGIMKATOB U B3aIMOCBA3aHHOW UHG)opMaLmn.

.2 YBegOM/IeHME C MOMOLLbIO Napbl BTOPUYHbIX KkoYel YL

Korga HOBbIM KOHeYHbIA Briagenel, ceptudmkaTtos (E) npencraBsiseT CBOW K4 MPOBEPKV 3MEKTPOHHON nognucu
(Ep) YL, YLL chopmumpyeT NepBUYHbIA cepTudIMKaT KikoHa NPOBEPKM 3NEKTPOHHOM nogmuck YL 1« E » , nognucaHHbIi ¢ no-
MOLLbHO MEPBUYHOIO K/oUa 3/1eKTPOHHOM noanucy YL, 1 BTOpMYHbBIA cepTudiMkaT Ktova MPOBEPKN 3/IEKTPOHHOM NOANMCU
YU2« E », noanncaHHbIii C NOMOLLbI BTOPMYHOTO K/TK0Ya 3/1EKTPOHHOW nognucy YL, o BOCCTaHOB/EHWS AeATENbHOCTN
YL, nocne 6eAcTBus nosb3oBaTen cepTudMkaTtoB MMEKT oba cepTudiMkaTta Kirya MPOBEPKU 3/1EKTPOHHON Noanncn r
oba K/oya NPoBEPKN 3IEKTPOHHOW nognucy YLL, HO MCNONb3yHT TObKO NEepPBUYHBIVA KoY YL Ana NPOBEPKY NEPBUYHOTO
cepTudmkarta Kova NpoBEPKM 3NEKTPOHHON NoANMCH.

[lo BoccTaHoBNeHus aeatensHocTn YL, nocne 6eacteus: YU I« E » , PI=>Epu Y2« E » , P2.

Mocne BoccTaHoBeHNs aesAtenibHocTy YL, nocne 6epcteus: YU« E » , P1lnYL2« E » , P2=>Ep.

B Tex cryyasix, korga nepBUYHbIA K04 3/1EKTPOHHOWM noanvcy YLl ckoMnpoMeTupoBaH, BOCCTAHOB/IEHNE AeATe b-
HocTh YL nocne 6eAcTBMA 3ak/o4aeTcsa B MpeKpalleHun AeCTBUS BCEX CepTUUKATOB K/IHUen NMPOBEPKN 3/1IEKTPOHHOM
noanucK, NOANUCAaHHBIX C MOMOLLbI0 MEPBUYHOTO K/KYa 3/1EKTPOHHONM MOANMUCU, U B YBEAOM/IEHNM KOHEYHbLIX BNaAe/bLEB
CepTUdINKaATOB O MEPEKIOYEHNN HA BTOPUYHBIA CepTUCIMKAT Ktova NPOBEPKM 3MEKTPOHHONM nognucu. ocne BOCCTaHOB-
neHunst geatenbHocTn YL, nocne 6eacTBust kakgoe topuamyeckoe wim gomsmyeckoe nuuo, obpaularouweecs B YL, nog-
TBEPXAAEeT AENCTBMTE/IbHOCTb BTOPUYHBIX CEPTUCIMKATOB K/IHOUYEA NPOBEPKU 3/IEKTPOHHON MOAMNMUCU KOHEYHBIX Briafesb-
LeB cepTuukaToB, UCMO/b3yS BTOPUYHDIN K04 NMPOBEPKM 31EKTPOHHON nognvcy YLL.

[aHHbI MeTof, BOCCTAHOB/IEHUS AeATENIbHOCTU YL, MOXET ObITb BbINOSIHEH TOSILKO €AUHOXbI.

Pa3HOBMAHOCTL 3TOr0 MeTofa WCMo/b3yeTcs, Korga cepTudmnkaTbl KUeid NPoBEepKM 3MEKTPOHHOI nogmucn pac-
npefensioTcs Yepes LeHTpann3oBaHHyo ciyxoy. B aTom criyyae YL, yaanset Bce HeAelCTBUTE bHbIE NEPBUYHbIE CEpTU-
dmKaTbl KKYel NPOBEPKM 3/IEKTPOHHOM MOAMUCK U YBEAOMIISIET KOHEUHbIX BNafenbueB cepTudmkaToB 0 HE06X0aAMMOCTH
MCMO/Ib30BaHWSA CYLLECTBYHOLMX BTOPUYHBIX CEPTUCIMKATOB, KOTOPbIE NO-MPEXHEMY OCTalTCA AECTBUTENbHBIMU.
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I3 NepeochopmieHre C MOMOLLbIO Napbl BTOPUYHbIX KoYeid YL,

Korga HOBbI KOHeuHblli Bnagenew, cepTudukara (E) npeactaBnseT CBOM K04 NPOBEPKV 3NEKTPOHHON nogmnmcu
(Ep) YU, YU, choopmmpyeT cepTudmkaT Koya NpoBepKM 3NeKTPOoHHON nognvcy YU l« E » , noAnvMcaHHbI ¢ MOMOLLbIO
NEePBMYHOTO K/lOYa S/1EKTPOHHOW nognucy YL [lo BoccTaHOBNeHUs aeatenibHocTu YL nocne 6eAcTBusi mosb3oBaTenv
CepTUdMKaTOB UMEIDT TOMIbKO MepPBUYHbIE CEPTUMMKATBI KHoUel NPOBEPKU 3NEKTPOHHON noanvcy 1 oba kioya NpoBeEPKU
SN1EKTPOHHOW nognucy YL, HO UCNONb3YIOT TONBbKO NEPBUYHBIVA KoY YL, Ans NpoBepky NepBrYHOro ceptudinkaTa kioya
NPOBEPKN 3/IEKTPOHHOW NoAnmcy.

[o BoccTaHoBNeHus aesatensHocty YL nocne 6eacteus: YU« E » , P1=>Epu P2.

Mocne BoccTaHoBNEHNA AeaTenbHocTn YL, nocne 6epacteus: YUI« E » , P1lunYLU2« E », P2=>Ep.

B Tex cnyyasx, Korga nepBuYHbIA K04 3/1EKTPOHHOW noanvcy YL, ckoMnpoMeTupoBaH, BOCCTaHOB/IEHNE AeAaTelb-
HocTv YL, nocne 6eAcTBus 3akiioyaeTcs B NPeKpalleHnn AeicTBUS BCEX NepBUYHbIX CEPTUNKATOB K/toueli NpoBepKy
SM1EKTPOHHOW Nognncn 1 nepeodopMIeHN BTOPUYHbIX CEPTUAINKATOB KoUel NPOBEPKM 3NEeKTPOHHON nognucu. Mocne
BOCCTaHOB/IEHNS AeATeNbHOCTU YL nocne 6eACTBUA Kavkablid NPOBEPSIOLWMIA NoATBEPXAAET AeNCTBUTENbHOCTL BTOPUY-
HbIX CEePTUAIMKATOB K/OYel NMPOBEPKN 3/IEKTPOHHOI MOANMCYU KOHEYHbIX BrafenbueB cepTunkaTos, UCMOMb3ys BTOPUY-
HbI K104 NPOBEPKWN 3NEKTPOHHON nognuncn YL

JaHHbIi MeTos BOCCTAHOB/EHNSA AeATE/IbHOCTU YL, MOXET 6biTb BbINMOHEH TOSIBKO eAVHOXbI.

Pa3HOBMAHOCTL 3TOr0 MeTofa UCMo/b3yeTcs A1 LEeHTPaIM30BaHHbIX CYX0 pacnpefeneHuns. B atom cnydae YL
3aMeHsIeT BCe HefenCTBUTENbHbIE NEPBUYHbIE CePTUUKATLI KYeil NPOBEPKN 3/TEKTPOHHOM MOANMCK HOBbIMU AeNCTBY-
TeNbHbIMW BTOPUYHBIMI cepTudirKaTamm Kodeli MPOBEPKN 3/IEKTPOHHON MOANMCK Y1 yBEAOM/ISET KOHEUHbIX BladenbLes
cepTndMkaToB 0 HEOH6XOAMMOCTM NCNOJMb30BATbL HOBble CEPTUMNKATBI KKOYEe NPOBEPKY 3NEKTPOHHON NOAMMCH.

4 MepeodhopmaeHne ¢ NOMOLLIO HOBOV Napbl NEPBUYHbLIX Ktouen YL

Korga HOBbI KOHeYHbIli Bnagenel, ceptudpmkata (E) npeacrtaBnset YL, cBoli K04 NPOBEPKM 3/1EKTPOHHONM noa-
nucn (Ep), YL, dpopmupyeT cepTudmkar kioda NpoBEpKN 31EKTPOHHON nognucy YU 1« E » , nognucaHHblii ¢ MOMOLLbHO
NMepBMYHOrO K/Ya 3NEKTPOHHONM nognucy YLl [lo BOCCTaHOB/MEHUs AeAatenibHOCTU YL nocne 6eActBus nonb3oBaTesu
CcepTUNKATOB MMEIOT TO/TbKO NEPBUYHBbIE CEPTUMMKATBI KIKOUEn NPOBEPKN 3/1EKTPOHHON NoAnucK 1 06a Kroya NpoBepKu
3/1EKTPOHHOI nognucn YLL, HO MCNOMb3YIOT TO/IbKO MEePBUYHbIA KoY YLl AN NpoBEpKM NEPBUYHOIO cepTudnkata kova
NPOBEPKN 3/1EKTPOHHON NoANMCH.

[o BoccTaHoBneHus gesitensHocTy YL, nocne 6eacteus: YU 1« E » , P1=>Epun P2.

Bo Bpems BoccTaHOBNeHWs aeatenbHocTn YU, nocne 6eacteus: YUI<E » , P1lnYU2« P 3» , P2=>P3.

Mocne BoccTaHoBNEHNS aesaTenbHocTM YL nocne 6eacteus: YLU3« E » , P3=>Epu YL2« P 3» , P2=>P3.

B Tex cnyyasx, korga nepBUYHbIA KN4 3M1EKTPOHHON noanvcy YL ckoMnpomMeTupoBaH, BOCCTAHOBMIEHNE AeATe lb-
HocTu YL, nocne 6eacTBust 3aktoHaeTcs B NPeKpaLleHnn eNCTBUSA BCEX CEPTMMMKATOB KOUEn NPOBEPKN SNEKTPOHHON
noanuncKn, NOANMCaHHbIX C MOMOLLbIO NEPBUYHOIO K/KYa 31EKTPOHHOW noanucu. Bo Bpemsi BOCCTAHOBNEHNS AeATe bHO-
¢t YL, nocne 6eacteus YL, co3gaeT HOBYHO napy NepPBUYHbIX K/IOUEn NPOBEPKM 3NeKTPOHHOM nognvcu (P3, S3) u BbigaeT
HOBbI CepTUdIMKAT Koua NPOBEPKM 3MIEKTPOHHOM noanvucn YL2« P 3»  cBOero HOBOro MepBUYHOrO K/touYa NpPOBEPKM
3N1eKTPOHHOI nognucn (P3), nognuncaHHbIin ¢ MOMOLLbI0 BTOPMYHOIO K/ko4Ya 31eKTPOHHOM nognvcu YL (S2). Kaxgoe opu-
Andeckoe nnm cmsanyeckoe muo, obpaulatouieecs B YL, noaTeepxaaeT AeCTBUTEIbHOCTb HOBOTO cepTudmkata Kiroya
MPOBEPKN 31EKTPOHHON noanucy YL, ncnosb3ys BTOPUYHBIA K4 NPOBEPKM 3NEKTPOHHONM nognucu YL, BocctaHoBneHve
pestensHocTn YL nocne 6eACTBMA 3aBepLUAeTCsl MOBTOPHOM Bblgavein cepTUdNKATOB KIKOYEl NPOBEPKM 3/1EKTPOHHOW
nognucu YL, nognmcaHHbIX C MOMOLLbIO HOBOIO MEPBUYHOrO K/ua 3AeKTPoHHON nognucy YL, Mocne BOCCTaHOBAEHMS
aeatensHocTn YL nocne 6eACcTBMA Kaxablli KOHEUHbI Bnageney, cepTudmkaTtoB NoaTBepXaaeT AeCTBUTENbHOCTb HO-
BbIX CEPTUChMKATOB KIKOUEA NPOBEPKM 3NEKTPOHHONM MOAMMCU KOHEYHbIX BNafenbLeB CEepTUGIMKATOB, MCMNOb3Ysl HOBbIN
nepBuYHbIN K4 NPOBEPKN 3NEKTPOHHOI nognucun YL

[aHHblli MeTof BOCCTaHOBNEHUS AeAaTeslbHOCTM YL sABNsieTcsl NoBTOPSIEMbIM.

Pa3HOBMAHOCTL 3TOrO METoAa MCMOMb3yeTcsl, Korga cepTudhmkaTbl KoUein NPOBEPKM 3/IEKTPOHHOW noanucy pac-
npeaensioTca He Yepe3 LEeHTPasIM30BaHHy0 Cryx0y. B atom cnyvae YL, go6aBnsieT cBO COBCTBEHHbIN HOBbIA CEpTU-
dKaT KnoYa NPOBEPKM 3NEKTPOHHONM NOAMNUCK, 3aMEeHsieT BCe HeAeNCTBUTENbHble cepTudmKaTbl Klouel NpoBepKu
9/1EKTPOHHON NOAMUCK KOHEUHbIX BNafenbLeB cepTUMKATOB HOBbIMW AEeNCTBUTENbHBIMY cepTudukaTammn Kyein npo-
BEPKM 3NEKTPOHHON NOAMUCK 1 YyBEAOM/ISET KOHEUHbIX BnafesibLeB cepTuukaTtoB 0 HEOOX0AMMOCTM NPOBEPUTL HOBbI
cepTudmkaT Koua NPoBEPKN 3AEKTPOHHON noanucy YL, 1 HayaTb NCNOsb30BaTb HOBbIE CEPTUIMKATBI KIHOUel NpoBEpPKU
3/1EKTPOHHOW NOAMUCK KOHEYHbIX BriafesbLeB cepTugMKaToB.

.5 NMepeothopmieHme ¢ NOMOLbIO ovepedHO napbl koven YL

Korga HOBbI KOHeuHbI Bnageney, ceptudmkata (E) npeactaBnsieT YL, cBoit ko4 NPOBEPKM 3MEKTPOHHON Nog-
nucn (Ep), YL cdopmupyeT cepTudhmkaT kioda NPOBEpKM 3IEKTPOHHOM MOAMNMCKU KOHEYHOro Bragenbua cepTudimkara
YU« E », mognucaHHbIii C NOMOLLBbH NEPBMYHOTO KIKUYa 3MEKTPOHHON noanuck YL YL He pacnpefensiet CBOW BTO-
PVYHBIA K4 MPOBEPKM 3MEKTPOHHON MOAMUCK, HO €ro X3l COAEPXWTCSH B CaMOMOAMNMCAHHOM cepTudmkaTe ero nep-
BMYHOTO K/HO4Ya NPOBEPKM 3/IEKTPOHHONM nognucy, T. e. YL 1« P 1, xaw(P2)» . [lo BoccTaHOBNEHNUS AesATensHocTu YL no-
cne 6eAcTBUSI NOMb30BaTENIM CEPTUCIMKATOB MMEIKOT TOMBKO MEPBUYHbIE CEPTUMIMKATBLI KTHOYEn MPOBEPKN 3/IEKTPOHHOM
NoAMMCK KOHEYHbIX BMaferbLeB CepTUUKATOB 1 NEPBUYHBIA cepTUdMKaT KIova NPOBEPKM 3MEKTPOHHON noanucu YL,
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M MCMNOSb3YIOT NEepBUYHBIA KIod YL, Ans npoBepkn MEPBUYHOTO cepTudmkarta kawya MPOBEPKU S/IEKTPOHHOW noanvcu
KOHeYHOro Briafesnblia ceptudukara.

[lo BoccTaHoBneHuA aeatensHoctn YL, nocne 6eactensa: YU I« E » , PI=>Epun YL1« P 1, xaw(P2)» .

Bo Bpems BoccTaHOBMeHUA aeaTtenbHocTu YL, nocne 6eacteus: YU I« E » , P1u (P1, xaw(P2)) =>P2.

Mocne BoccTaHoBNEHNA aeaTenbHocTn YL, nocne 6epacteus: YU2« E » , P2=>Epun Y2« P 2, xaw(P3)» .

B Tex cnyyasx, Korga nepBuyHbIA K04 3/1EKTPOHHOW nognvcy YL, ckoMnpoMeTupoBaH, BOCCTaHOB/IEHWE AeATesb-
HocTy YL, nocne 6eAcTBMS CHadana 3awniouaeTcs B NpekpalleHun AeiCcTBMSA BCEX MEePBUYHBbIX CEPTUMUKATOB KIIHOYel
NMPOBEPKN 3/1EKTPOHHOW noanvcy, a Takke B pacnpefesieHv BTOPUYHOTO Kova NPOBEepKW 3/1eKTPOHHON nogmvcn YL
BTOpWuHbIA K1Y NPOBEPKM 3M1EKTPOHHON noanucy YL, pacnpegensieTcs B camonognucaHHoOM cepTudmkarte koya npo-
BEPKV 9/1eKTPOHHOW nognucn YU2« P 2, xaw (P3)», KOTOPbI TaKke COAEPXKUT X3LL CBOETO C/eAyHoLWwero k4ya npoBepky
9M1EKTPOHHOWN MOAMMCK — TPETWYHBIV KU NPOBEPKV 3/1EKTPOHHONM nognuncu YL, FOpuanueckoe nnm dmsnyeckoe nnuo,
obpaLuatolleecs B YL, noarBepxaaeT AeliCTBUTENbHOCTL HOBOTO cepTudinkaTa Kioua NPOBEPKU 3/IEKTPOHHOW MoAnmncy
YAOCTOBEPSIOLLErO LieHTpa nyTeM MpPoBEPKM CaMOMoAnMMCaHHOro ceptudivkara u nytem NpoBepKy TOro, YTO X3l Koya
NPOBEPKN 3/1EKTPOHHON nognucn P2 AeicTBMTENIbHO UAEHTUYEH XaLly, CoAepXallemMycs B NepBUYHOM cepTudmkare Kito-
Yya NMPOBEPKM 3MIEKTPOHHOW noAanvcy yaocTosepsiowero ueHtpa YL« P 1, xaw(P2) » .

BoccTaHoBneHve gesitenbHocTV YLL nocne 6eAcTBus 3aBepLiaeTcs MOBTOPHON Bblgayein YL, BTOPWUHbLIX CEpTU-
dmkaToB KIHOUER NPOBEPKM 3M1EKTPOHHOM MOANMCY KOHEYHbIX BnafenbueB cepTudivkaTtoB. lMocne BOCCTaHOBMEHWA ae-
ATenbHOCT YL, nocne 6eACTBMS Kadkaplii KOHEYHbIA Bnagenew, cepTudnkata noatsepxaaeT AeliCTBUTENIbHOCTb HOBbIX
CepTUUKaTOB K/loUel NPOBEPKM SMEKTPOHHOW NoAnMCH, UCNOMb3ys HOBbIV KUY NPOBEPKW 3/1EKTPOHHON nognuncn YL,

[aHHblAi MeTof BOCCTAHOB/EHUS AeATeNbHOCTU YL, ABnseTcs MOBTOPSiEMbIM, M CepTUdMKaTbl KYein nposep-
K/ 3MEKTPOHHONM MOAMUCK KOHEYHbIX BadesibLueB cepTudivkaToB, CHOPMMPOBaHHbIE C MOMOLLBI0 «ByAyLUMX» KHoyel
YL, Mornu 6bl 6bITb, MPU HEOOXOAMMOCTMW, pacnpefesnieHbl, Npexae yYem Oyaylmin kiod YL, cTaHeT «AencTBYHLLMM
kmoyom YL
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MpunoxeHve [
(cnpaBo4Hoe)

PacnpepeneHune cepTudmrKaToB K/toUedt NpoBepKy 3MNeKTPOHHOM noanucu n CAC

O.1 O6wan nHopmauma

B 3TOM MpuNoXeHUn o6CyXAatoTCs MEXaHU3Mbl pacnpefesnieHns cepTuchmkaTtoB KoUein NPpOBEpPKU 3/IEKTPOHHOA
noAnMCK PUANYECKAM U OM3NYECKMM NnLaM, KOTOPble He SIBASIOTCA BnadernbleM cepTudmkara, v mexaHusMbl pac-
npegenenns CAC. PacnpegeneHne CAC MOXeT OCYLECTBAATLCA C NMOMOLLBI 3/1EKTPOHHbLIX CPEACTB WM HocuTenei
nHgopMaumy, Hanpumep CD-ROM unm nevaTHbIX IMCTOB.

[.2 PacnpocTpaHeHue cepTUINKaToB K/itoueli MPOBEepPKM 3/1EKTPOHHOW nognuciu

Ecnun topngunueckoe nnm hmanyeckoe Mo UMeeT HECKOMNBbKO CepPTUIMKATOB K/toUe NPOBEPKN 3NEKTPOHHONM noa-
nucK, TO B CTPYKTYpe moAanvcy (Wi B NOANMCbIBAEMbIX AAHHbIX) XenaTeslbHO yKasaTb, Kakoi cepTudhmkat kiya npo-
BEPKW 3M1EKTPOHHOI MOANMCK JO/KEH ObITb MCMOMb30BaH A1 NPOBEpPKM nognucun. Mo noanncaHHOMY COOGLLEHUIO MOTYT
ObITb ONpeAesieHbl PErMCTPALMOHHBIA HOMEP cepTudnkaTa Kva NPOBEPKM 3/IEKTPOHHOM noanucy u BbigasLumii ero YLL.
B cnyyae ¢ cepTuchmkatoMm Ktoua NPOBEPKU 31EKTPOHHOW moAnucuy, nognucaHHbiM YL, ¢ HeCKoNbKUMU cepTudimkaTamm
K/oUeil MPOBEPKM 3/1EKTPOHHOIN MOAMMCK, MO/b30BaTelb CEPTUMKATOB MCNO/b3YEeT CePTUCMKAT KtoHa NPOBEPKM 3/1EK-
TPOHHOW nognuck, none subjectliniqueldentifier kotoporo coBnagaet ¢ nonem issuerlliniqueldentifier cepTndgmkara
K/t04a MPOBEPKM 3/1IEKTPOHHOW NMOANMCH, MOA/IEXALLEr0 NPOBEPKe.

[ns TpaH3akumid, KOTopble HEOHXO0AMMO NOANMCLIBATL, CYLLECTBYET P a/lbTEPHATUB MO PACcNpPOCTPAHEHWIO CepTUu-
dovkaTa KroYa NPOBEPKM 3MIEKTPOHHONM NOANMCK, HanpuMmep:

- nepefaya cepTudmkata kaoda NPOBEPKM SAEKTPOHHOM noanucy (WM LEenoyvkM cepTudInKaToB) MMEHLWEro oT-
HOLLEHME K TpaH3aKumu;

- nepegada ykasartesnsi Ha cepTudomkaT Kiova NpoBEPKN 3/IEKTPOHHOM MOANMCK, HEOBXOAMMOTO AN NPOBEPKX Moj-
MUCK, UMEIOLLLEr0 OTHOLLEHME K TPaH3aKuuu, Hanpumep:

- UMs nognucasLlero (M, BO3MOXHO, YHUKa/TbHbIA MAEHTUMKaTOP NOANMCaBLUErO) Man

- perucTpaumoHHbIA Homep cepTudhmkaTta u YL, BblgasLumii ero.

CepTudonkaTh! K/KoHa NPOBEPKM 3NEKTPOHHOI NOAMNCK, He NepeaaHHble NP TpaH3akuumM, MOryT ObITb MOJTyYEHbI U3
CnpaBoYHMKa CepTnMKaTOB COOTBETCTBYHOLLErO YL, UM ¢ aHalormyHoro cepaepa.

[.3 PacnpoctpaHeHne CAC

CAC moryT 6bITb NpefocTaBeHbl BNagensuam 1 nonb3osatensaMm ceptudukaros. K MexaHusmam pacnpocTpaHe-
HUSA OTHOCATCA CriegytoLpe:

- coo6LLeHne oT kpunTorpadmyeckoin cnyx6el, cogepxatyee CAC;

- BK/IOYEHVE B 3aro/I0BOK COOBLLEHMS, Kak B C/lydae ¢ cepTudhnkataMmm Koyeii NpoBepKn 3/1eKTPOHHON noanuvcy;

- 3anpoc pugndeckum nnm dmsndeckum amuom CAC YL wim eguHUYHOR 3anmMcu. B aTom cnyvae OTBET Mog-
nucbiBaeTcs YL, obcnyxuBarowmm aaHHbii CAC, Ana npefoTBpalleHus oTkasa B 06CYXMBaHUM NyTEM UMUTALMKN He-
[eicTBMTENIbHOCTN cepTudimkaTta Kya NpoBepKy 3M1IEKTPOHHON nognuncy. 3anpockl 6yayT HanpaBAATLCA K CPaBOYHUKY
cepTnukaToB COOTBETCTBYIOLLErO YL uin aHanormyHomy XopoLo U3BECTHOMY CepBepy;

- nepepaya eanHnyHoi 3anmc CAC (nognvcaHHoli YL). 3ToT MmexaHn3m GyAeT MCnonb30BaThCs A1 06ecneyeHnst
yBELOM/IEHNS O MpeKpalleHUn AeliCTBUA «B peaslbHOM BpeMeHu», Torga kak Becb CAC GyfeT OTnpaB/ieH Ha MNaHOBOW
OCHOBE B COOTBETCTBMM CO BPEMEHEM criefytoLero 0bHoBneHns. Bo3MmoxHa oTnpaska HOBOro (BHensiaHosoro) CAC nosn-
HOCTbIO, KOrga AeicTeme cepTudimkaTa KioYa NPOBEPKN 3/IEKTPOHHOM NOANMUCY NpeKpaLLeHo.

Kof, MpvyvHbl MOXET ObITb UCMO/L30BaH A/ ONpefesieHns Toro, PacrnpoCcTPaHATb WM He pacnpocTpaHATb yBe-
[OM/IeHVe O NpekpalleHnn aeiicTeus ceptudmkata go nextUpdate (cm. 5.3.8). Kpome Toro, Heckonibko CAC C pa3fiMyHoit
4acTOTON 0BHOBNEHNA MOTYT NOAAEPKMBATLCA HA OCHOBe reasonCode.
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