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Mpepucnosue

Llenn v npuHumMnbl cTaHAapTu3auny B Poccuiickoii ®epepanmmn ycTaHoBAeHbl PefepasbHbiM 3aKOHOM OT
27 pekabps 2002 1. N? 184-93 «O TeXHMYeCKOM perynmpoBaHumn», a npasuia NpUMMeHeHns HalMoHanbHbIX CTaH-
naptoB Poccuiickoii degepaunn — FOCT P 1.0—2004 «CTaHgapTu3auns B Poccuiickoin ®egepauun. OCHOBHbIE
NONOXEHNSA»

CeefeHuns o ctaHgapTe

1MNOArOTOBJIEH ®depgepanbHbiM rocyfapCTBEHHbIM yupexeHnem «LleHTpanbHblil Hay4HO-uccne-
[OBaTeNbCKMA MHCTUTYT opraHm3auum u wnHhopmatusaunn 3apaBooxpaHeHns MuH3gpascoupasBuTUa»
(ery UHNMOWM3 MuH3gpascoupa3BuTus) 1 O6LLECTBOM C OrpaHUYEHHOI OTBETCTBEHHOCTbLIO «KopnopaTusBHbie
3/IEKTPOHHbIE CUCTEMbI» HA OCHOBE COGCTBEHHOr0 ayTEHTUYHOIO NepeBoAa Ha PYCCKUiA A3bIK MeXAyHapoAHOro
[OKYMeHTa, yKasaHHOro B NyHKTe 4

2 BHECEH TexHu4yeckum KOMUTETOM MO cTaHgapTusaumm TK 468 «MHtbopmaTnsaumsa 340p0oBba» npu
Pry ULHNNOWM3 MuH3gpascoupa3BuTua — eaAnHONMYHbIM NpeactaButenem NCO TK 215

3YTBEPX/EH VI BBEJIEH B IENCTBUE MNpukasom ®eaepansHOro areHTcTsa no TEXHUYECKOMY peryu-
poBaHui0 U MeTponornm ot 29 oktabpsa 2012 r. Ne 585-cT

4 HacTtosiwuii cTaHAapT MAEeHTUYeH MexayHapoaHoMy AokyMeHTy MCO/TC 25237:2008 «MHdopmaTtusaums
3n0poBba. NceBgoHnMmsaumna» (ISO/TS 25237:2008 «Health informatics — Pseudonymization»)

Mpv NpyMeHeHNN HacToALWLero cTaHgapTa PeKOMeHAYyeTCs UCNO0Mb30BaTb BMECTO CChIJIOUHbIX MEXAYHa-
pOAHbIX CTAHAAPTOB COOTBETCTBYIOLME UM HaLuWOHanbHble cTaHjapTbl Poccuiickolt deaepaunn, ceegeHns o
KOTOPbIX NPUBEAEHbI B JONONHUTENILHOM NpUIoXeHun A

5 BBEJEH BMNEPBbIE

NHopmauna 06 n3brneHnAX KHacTosILLeMy cTaHgap Ty ny6ankye T Ca B eXerogHo nsgasaeMom nHdop-
MaLMOHHOM yKasaTesne «HaunoHanbHble CTaHAap Thi». a TEKCT U3MEeHEeHU 1 MONpPaBoOK — B eXeMeCAYHO
n3gaBaemMom MHPOpPMaLMOHHOM yKa3aTesne «HalunoHanbHble cTaHAapThl». B cnyyaB nepecmoTpa (3aMeHbl)
WM 0T MEeHbl HAC/IOSLLEero cTaHgapTa cooTBeTCTBYoLee yBeAOMeHNe 6yaeT ony6/IMKOBaHO B eXemMecsy-
HO N34aBaeMoM MHPOPMaLMOHHOM yKasaTesie «<HaunoHanbHble cTaHgapThi». CooTBeTCcTBYyoWas nHgop-
Maums. yBeloM/IeHEe N TEKCT bl padMmeLlalo T Cca Takxke B MH(OPMaLMOHHO cMcTeMe 06L,ero nosib3oBaHns —
Ha odmumanbHOM caiiTe ®egepasbHOro areHTCTBa MO TeXHNYEeCKOMY Pery/impoBaHuto u MeT posiorum B ceTu
MHTepHeT

© CraHgapTumdopm. 2013

HacTtosiwuii cTaHAapT HE MOXeT 6bITb MOTHOCTbLIO UK YACTUYHO BOCNPOU3BEAEH, TUPAXMPOBAH U pacnpoc-
TpaHeH B kauyecTBe ouLManbHOro nsgaHnsa 603 paspellerHus degepanbHOro areHTCTBa N0 TEXHUYECKOMY pery-
IMPOBaHUI0 N METPOJIOTN

H
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CopepxaHue

1 O6nactb NnpuMeHeHMnA
2 HopmaTuBHble CCbl KN
S TEPMUHDBI N OTTP LB ITEH IS 1. uitiieiieee ettt et ee ettt e ettt e sttt e o et e 4ot e e e 4k e e £ 4R ket e 22k et 2 st e 44 Re e £ e 4k e e e e ek b e e e en kbt e e e e e ane e e e nnneeas
4 OBO3HAUEHUA M COKPALLLE HU S ottt eiteeieestte et e sbe e sbeebe et sasees e s se e eh b e e e e sh s e e s e e b e e sbe et e enbeesasees b e e beesbbeenbeenbees
5 Tpe6oBaHNa No obecnevyeHnto KOHPUAEHLMaNbHOCTA UAEHTUYHOCTU UL, B cpepe 34paBoOOXPaHeHns . . .
5.1 KoHuenTtyanbHasa MoAenb NCEBAOHUMU3ALNN NEPCOHANBHBIX JaHHBI X .orieviriieiereiereieetieeeie e
5.2 KaQTETOPUM CYOBEKTOB [AHHBI X tuetiiiiiueieniieeiitestiesieesiteesttesteessteessteseesaeeesseesseeeab e et e ebs e enbeesbeeesbe e bt eaeeenneenbeeans
5.3 Kateropmm flaHHbl X..oooceciiiiiiieceiece e
5.4 loBepeHHble CYyXObl
5.5 Heo6xo0AnMOCTb BOCCTAHOBIEHUA WLEHTUYHOCTN NCEBAOHUMN3NPOBAHHbIX faHHbIX..
5.6 XapakTepucTuku cnyx6bl nceBfoHMMn3aLnu
6 Mpouecc nceBgoHuMmM3aLmy (MeToabl U peanusauns).
6.1 Kpntepum KOHCTpynpoBaHus
6.2 Mogenvpyemble CYLWHOCTH....
6.3 Mogenb NnoTokoB paboT
6.4 lMoarotoBKa g aHHbI X
6.5 Warn 06paboTkn B NOTOKe AeNCTBUNA
6.6 O6ecneyeHne KOHPUAEHUNANBHOCTU C NOMOLLbI0 NCEBAOHNMM3ALUN
7 Npouecc BOCCTAHOB/IEHUA NOEHTUYHOCTU (MeToAbl U peanusaymna)
8 Cneuyundukayna nHteponepabenbHOCTU MHTEPKENCOB (METOAbI Y PEAMTNBALMA) . .coiecueeireeeeee e
9 OnpegenexHve NONUTUKM DYHKLMOHUPOBAHMA CNYX6 nceBAoOHUMM3ALUN (METOAbl U peanmnsanymns)........
9.1 Obwue cBefeHuns
9.2 Monutuka obecnevyeHns KOHPUAEHLNANBHOCTH

9.3 loBepeHHas NPakTUKa AEeATENBHOCTU coooeieiiiieiieeeiieee e
9.4 Peanusauna AOBEPEHHON NPaKTUKN BOCCTAHOBAEHUSA MAECHTUUHOCT M c.oiiiineiieieiereiiieneeeeee e
Mpunoxenne A (cnpaBoyHoe) CueHapun NCEeBAOHUMU3ALUN B 34PABOOXPAHEHUN .covvviueciriiciiicecae
MpunoxeHne B (cnpaBo4yHoe) MocTpoeHne MoAesnn yrpo3 KOHMULEHUNANTBHOCT  cuererereniieieecieneeeeenes
Mpunoxexne JA (cnpasBoyHoe) CBefleHNsA 0 COOTBETCTBUN CChIJTOYHbIX MEXAYHAPOAHbIX CTaH4apTOB CCbl-
NI0OYHbIM HauWoHaNnbHbIM CTaHfapTam Poccuiickoi® epepaunmn

Bubnunorpaduns
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BeBepeHune

MceBAOHMMMU3AUNS — OANH U3 OCHOBHbIX METOA0B 3alNTbl KOHPUAEHLMANBHOCT NePCOHANbHOW Mean-
LIHCKOM MHdopmaLuum.

Cnyx6bl NCEBAOHUMM3ALNM MOTYT UCMONL30BATHLCA Kak BHYTPY CTPaHbI, TaK U NPU TpaHCTpaHUYHo nepeja-
4ye faHHbIX.

MpeameTHble 06n1acTh, B KOTOPbIX UCMO/b3YTCA NCEBAOHUMbI NALMEHTOB, BKIOYAOT B cebs:

- BTOPMYHOE UCNOJIb30BaHNe MeAULUHCKUX faHHbIX (Hanpumep, A5 HayYHbIX UCCNeL0BaHuiA);

- KNMMHWYECKNE UCTbITAHUS U MOCTPErNCTPALMOHHbIE MOHUTOPWHT MOGOYHbLIX AeCTBUIA IeKapCTBEHHbIX Npe-
naparos;

- aHOHUMHOE NneYeHme;

- CUCTeMbI ngeHTudnKaLum naymeHTos;

- MOHUTOPWHT M OLEHKY COCTOAHMNS 06LLEeCTBEHHOrO 340P0BbS;

- KOH(hngeHumanbHoe nHhopmupoBaHue 06 yrposax 6€3o0nacHOCTV NaunMeHToB (HanpuMep, 0 NO6OYHbIX 3gh-
chekTax neKkapCTBEHHbIX CPeACTB);

- conocTaB/ieHNe nokasarteneli kKayecTsa MeAULMHCKOV NOMOLLK;

- MeAULMHCKYI0 3KCNepTusy;

- 3aluTy NpaB noTpebuTeneit;

- 06CNyXmMBaHMe MegnLMHCKUX NPUGOPOB.

B HacTosweM cTaHfapTe npeanaralTcs; KOHLenTyanbHas Mogens o6nacteli NpUMeHeHUs NCeBAOHUMOB;
TpeboBaHWA K HAAEXHOI peannsauun NceBAoHMMU3aLUN; yKasaHns, HeobxogvMble AN obecnevyeHust naaHmpo-
BaHWA U BHEAPEHUSA CNyx6 nceBgoHMMM3anmnu.

OnucaHve o6Liero npoyecca npuMeHeHns NCeBAOHVMOB B COHETaHUM C NONIUTUKON NCeBAOHNMMU3ALUN MOXET
1Mcnofb3oBaThCs B KavyecTBe 06LLero pykoBoACcTBa 411 pa3paboTUMKoB CMCTEM, a Takxke 415 OLLeHKN KayecTBa,
Heob6Xxo04MMOW ANa onpefeneHns cTeneHn 4OBEPUA K npeanaraeMbiM ciyx6am nceBgoHMMU3aLmMm.

[ns obecneyeHns nHTeponepabenbLHOCTM NOCTABLLMKOB U NonyyaTeneii NCeBAOHUMOB, CUCTEM, Npeaoc-
TaBAALWMX CAYXKObl MCEBAOHMMU3ALNN. CUCTEM YNPABAEHNSA YHETHBIMU 3aNNCSIMU B HACTOSILLLEM CTaHAapTe on-
pepeneHsbl nHTephelickl cnyx6 nceBgoHUMU3ALUN.
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HALULWOHAMNbHEBIN CTAHAOAPT POCCUMNCKON OELEPALUM

MNHopmaTmsaumsa 340poBbs
NCEBAOHNMN3ALNA

Health informatics. Pseudonymization

[arta BBegerHna — 2013—07—01

1 O6nacTb NpUMeEHEHMNSA

B HacTofWweM cTaHAapTe onucaHbl MPUHLMNLI 06ecneyeHns KOHMUAeHUNanbLHOCTU NePCOHANbHON NHAOop-
MaLuuu ¢ NOMOLbI0 CAYX6 NCeBAOHMMM3ALUN, NPefHA3HAYEHHbIX AN 3aLUTbl NePCOHaNIbHOW MeULMHCKO
MHopMaLmm, a Takke TpeboBaHNa K3TUM cnyx6am. OH afpecoBaH opraHn3auusam, rapaHTUpyoLLUM AOBEepeH-
HOCTb OMnepaLuii, CBA3aHHbIX C NPUMEHEHMNEM CNYX6 NCeBAOHUMMU3aLNN.

B HacTosilwem cTaHgapTe:

-onpegeneHa 6a3oBas KOHLEeNUMs NCeBAOHMMMN3ALNY;

- npuBefeH 0630p pasNyHbIX CLieHapreB 06paTUMOoii 1 Heo6paTUMOi NCeBAOHUMU3ALNN;

-onpegeneHa 6asoBas MeTOA0/0MMA CNYX6 NCEBAOHMMM3ALUN. OXBaTbIBaOLLAA KaK TEXHUYECKNE, Tak 1
OopraHu3aunoHHble acnekTbl;

- NpMBeAEHO PYKOBOACTBO N0 OL,EeHKe Yyrpo3bl BOCCTAHOB/IEHUSA UAEHTUYHOCTMY;

- onpegeneHa obuias cxema NOIMTUKU U MUHMMAsIbHble TPe60BaHNS K LOBEPEHHON NpakTuKe NPUMEHeHUs
Cnyx6bl NCEBAOHNMU3ALNN;

- onpegeneHbl HTepdelickl, cnocobCTBYOLWLME MHTEpOonepabenbHOCTU UHTEPENCcoB Cyxo6.

2 HopmaTuBHbIE CCbINKN

B HacToAlWem cTaHgapTe WCNO/b30BaHbl HOPMATUBHbLIE CCbIJIKM Ha cnefylouine mexayHapofHbie
cTaHaapThl;

MNCO 27799* NHcbopmaTusaumnsa 340poBbsA. MeHemXMeHT 6e30nacHOCTU MHGOpMaunn no craHgapTy
MNCO/M3K 27002 (ISO 27799, Health informatics — Information security management in health using
ISO/IEC 27002)

3 TepMuHbI 1 onpeaeneHus

B HAcToAWEM CTaHAapTe NPpUMEeHEeHb! c/ieayioline TEPMUHbLI C COOTBETCTBYIOLWUMI ONpeaeeHNsIMu:

31

KOHTpO/b focTyna (access control): CpeAcTBa, C NOMOLbIO KOTOPbLIX PECYPChl CUCTEMbI 06paboTKK
[aHHbIX NPeoCTaBNATCSA TO/IbKO aBTOPU30BaHHbLIM Cy6bEKTAM B COOTBETCTBUM CYCTAHOB/IEHHLIMU NpaBuIa-
MU,

(MCO/M3K 2382-8:1998, onpepeneHune 08.04.011

3.2 06e3nmuynBaHue (anonymization): flelicTBus, B pe3ynbTare KOTOPbIX yAansaeTca CBA3b MeXy COBO-
KYMHOCTbIO MAEHTUULMPYIOLWUX JaHHbIX U Cy6bEKTOM JaHHbIX.

* CnepyeT UCnonb30BaTh NnocnefHee uU3faHve ykasaHHOro [OKyMeHTa, BKIouas BCe Monpasku.

M3paHve omumansHoe
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3.3

o6e3nMyYeHHble flaHHble (anonymized data): laHHble, N0 KOTOPbIM UX NOSly4YaTenb HE MOXET onpeje-
NNTb, K KAKOMY KOHKPETHOMY NauneHTy OHU OTHOCATCS.

[PykoBoAcTBO No KOHpuaeHunanbHocT opraHmsauum General Medical Council]

3.4 aHOHUMHBI naeHTudukaTop (anonymous identifier): aeHTudmkaTop nmMua, N0 KOTOPOMY HEBO3MOX-
HO OfJHO3HAYHO YCTAHOBUTb, KaKOe MMEeHHO hu3nyeckoe NnL0 OH o603HauaeT.

3.5ayTeHTudmnkauma (authentication): HagexHoe yctaHoB/f€HME NOA/IMHHOCTM 06bekTa.
3.6

3aWwmndpoBaHHbIi TeKCT (ciphertext): laHHble, NOSTyYEHHbIE C MOMOLLbI LN POBAHUSA, CEMaHTUYECKOE
coepxaHue KOTOpbIX HEAOCTYMHO 6€3 NPUMEeHeHNs KpunTorpadyeckux cpeacTs.
[NCO/M3K 2382-6:1998, onpeaeneHne 08-03-8]

3.7

KoHpuaeHunanbHocTb (confidentiality): CocTosiHue nHdopmaymm, Nnpyu KOTOPOM OHa HEAO0CTyNHa HeaBs-
TOPM30BaHHbLIM /MLaM, Cy6bekTaMm uau npoweccam.
[MCO 7498-2:1989. onpepeneHue 3.3.16]

3.8 kN4 WudpoBaHns KOHTeHTa (content-encryption key): Kpuntorpaduyeckuii knoy, ncnonib3yemslii
ANs W poBaHnsa cofepxaHnsa KOMMYHUKaLUN.

3.9yNONHOMOYEHHbIN OpraH No 3awWunTe NnpaB Cy6beKTOB NepcoHaNbHbIX AaHHbIX (controller): du-
31M4eckoe Uan lpuanyeckoe Lo, rocyfapCTBEHHbIN OpraH, areHTCTBO WAWN MHAas OpraHu3auyus, kKoTopoe caMmo-
CTOATENIbHO UM COBMECTHO C APYrMMU Cy6beKkTaMmn KOHTPOUpyeT Lenun 1 cnocobbl 06paboTkn NepcoHanbHbIX
[aHHbIX.

3.10

kpuntorpadus (cryptography): fucunnavnHa, onpegensiowas npuHLKUNLI, MeToAbl U cpeacTBa npeobpa-
30BaHNA AaHHbIX, MpeAHasHayeHHas Ans 3alWnTbl cogepxatleica B HUX MHopMaLuy oT HeyCTaHOB/IEHHOTO
MN3MEHEHUS U HeCaHKLMOHNPOBAHHOIO UCMO/Ib30BaHUS.

[MCO 7498-2:1989. onpepeneHue 3.3.20]

3.11 kpunTtorpadnueckuii anroputm (cryptographic algorithm): Metoa npeo6pasoBaHus gaHHbIX, obec-
neunsamwLLuii 3alnTy cogepxallelics B HUIX MHopMaLm OT HeyCTaHOBIEHHOIO U3MEHEHUS U HECaHKLMOHUPO-
BaHHOro UCMOMb30BaHuA (LWngposaHue).

3.12

ynpaBneHue kntodamm (key management, cryptographic key management): FeHepauus, XxpaHeHue, pac-

npocCTpaHeHue, yaaneHue, apxXxnsuposaHne naum npumeHeHune Knto4eli B COOTBETCTBUM C NONNTUKOM 6e3sonac-
HOCTW.

[NCO 7498-2:1989. onpenenexune 3.3.33]
3.13

LenoCTHOCTb AaHHbIX (data integrity): CnoCO6HOCTb AAaHHbIX HE NoABepraTbCA U3MEHEHUIO NN aHHYN-
pOBaHMI0 B pe3ynbTare HeCaHKLMOHMPOBAHHOIO 4oCTyna.
[NCO 7498-2:1989. onpepenexune 3.3.21]

3.14 ceaA3biBaHMe gaHHbIX (datalinking): ConoctaBneHne n o6begnuHeHne AaHHbIX, NONYYEHHbIX U3 He-
CKONbKNX 6a3 AaHHbIX.

3.15 3awmTa gaHHbIX (data protection): TexHnyeckas n coymanbHas cuctemMa MeponpuaTUii No coriacosa-
HUI0. ynpasfieHnto N obecnevyeHunio HeNPUKOCHOBEHHOCTU, KOH(PMAEHLMANBHOCTA 1 3alUNTbl MHOPMAaLUN.
3.16 cyb6bekTbl gaHHbIX (data-subjects): Jinua, K KOTOPbIM OTHOCATCA AaHHbIe.

3.17

pacwudposaHue (decipherment, decryption): lNMpouecc BocCTaHOBNEHMSI COOTBETCTBYOLLUX OTKPbIThIX
[aHHbIX U3 32N POBAHHBIX.

[NCO/M3IK 2382-8:1998, onpeaeneHune 08-03-04]

MpumeuyaHune — Ecnm TekCT 6bin 3alLMGPOBaH ABaXAbl, TO OAHOKPATHOE paclunpoBaHmie He 06ecneumnT
BOCCTAHOB/IEHNE WCXOAHbIX OTKPbITHIX AAHHbIX.

2
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3.18 pe-upeHTndukaymns (de-identification): Ob6wee Ha3BaHMe NO6Oro Npouecca yaaneHns cBA3N Mexay

COBOKYMHOCTbIO MAEHTUNLUPYIOLWNX AaHHbIX N CyObEKTOM AaHHbIX.
3.19 HenocpeAcTBeHHO naeHTUduuupyowme gaHHble (direct identifying data): laHHble, Henocpes-

CTBEHHO MAEHTUPMULMPYIOLLME KOHKPETHOE NINLLO.

MpumeyaHune — HenocpeacTBEHHbIMU UAEHTUMKATOPAMY ABNSAIOTCS TE. KOTOPblE MOTYT WUCMO/Mb30BaThCS
ANst MAeHTUdMKaUUM nuua 6e3 NpyBIEYEHUS LOMNOMHUTENBHON MHCOPMALM WM JaHHBIX U3 OTKPbITBIX WCTOYHVKOB.

3.20 pacnpocTpaHeHue (disclosure): PasrnaleHne faHHbIX WU NpefocTaB/ieHme K HUM focTyna.

M punmedyaHne — dakT pacnpocTpaHeHna He 3aBUCUT OT TOro, rqel‘/IICTBVITeI'IbHO N nonyyvartesb AaHHbIX YiTan
nX. NPUHAN BO BHUMaHWe nnu octasuny ceobs.
3.21

wudpoBaHue (encipherment, encryption): Mpouecc kpunTorpadgunyeckoro npeobpasoBaHns OTKPbITbIX faH-
HbIX B 3allNppoBaHHbIe.
[MCO 7498-2:1989. onpepenexue 3.3.27]
MpumeyaHune — Cwm. onpegenenue 3.10.
3.22 npeHTtudpunkatop cyb6bekta meguumnHckoin nomown (subject of care identifier, healthcare identifier):
NaeHTudchukaTop nnua, npeaHasHayeHHbl 18 NPYMEeHEHNA NCKNI0YNTENBHO B cdhepe 34paBoOXpaHeHUs.
3.23
naeHtudunymnpyemoe nuyo (identifiable person): /nuo, KOTopoe MOXeT 6bITb MPSMO UV KOCBEHHO UAEH-

TMNLUMPOBAHO. B YACTHOCTK, C MOMOLLbIO CBOEr0 naeHTUdnKkaTopa nam ogHoro AIn6o HeckoNbKUx hakTopos,
OTHOCALWMXCA K ero qu3myeckoii, n3nMon0rniyeckoii, nCMxonorniyeckon, IKOHOMMUYECKOW, KyNbTYPHOR nau

coUMabHOW NAEHTUYHOCTK.

[AvpekTuBa 95/46/EC EBponeiickoro napnameHta n CoseTa EBponeiickoro cot3a 0T 24 okTA6ps
1995 roga «O 3awuTe npas YacTHbIX UL, NPU 06paboTKe NepcoHanbHbIX AaHHbIX U CBOGOAHOM NepeMelleHnm
TaknX faHHbIX»]

3.24 npeHtndunkaumnsa (identification): Mpouecc cpaBHeHUS NpeAbABNEHHbIX UKW HabnAaemMbix atpuby-
TOB Cy6bekTa C NepeyHeM NPUCBOEHHbIX NAEHTU(MNKATOPOB B Le/1IX OTAe/IeHNsA O4HOro CybbekTa oT ApYyrux

Cy6beKTOB.

NMpumeuaHnune — VgeHTndmkauma cybbekta B onpefesieHHOM KOHTEKCTe MO3BOMSET APYromy cybbekTy
pacrnosHaTtb, C KakuM MMEHHO Cy6BbeKTOM OH B3anuMOAeiCTByeT.

3.25

ngeHtudukatop (identifier): MHpopmaumus, ncnonbsyemasn gna 06bABAEHUA MAEHTUYHOCTY Nepes Tem,
KaK noslyunTb NoTeHunanbHoe NoATBEPXAEHNE OT COOTBETCTBYIOLLENO O/103HaBaTeNs.
[ENV 13608-1]

3.26 kocBeHHO naeHTUnunpyowmne ganHole (indirectly identifying data): laHHble, N0 KOTOPbIM MOXHO
MAEHTUUUMPOBATL KOHKPETHOE NINLLO TOJIbKO B TOM C/lyyae, ec/ii OHM ByAyT A0NONHEHbI APYTUMU KOCBEHHO
NAEHTUDULMPYIOLL UMY AAaHHBIMU.

MpumeuyaHune — lNpu COBMECTHOM NPUMEHEHNN KOCBEHHbIE WAEHTU(UKATOPLI MOTYT Cy3UTb NOMYNALUMIO, K
KOTOPOIi NpUHaANeXUT 1Lo, [0 OAHOTO YenoBeka.

Mpumepbl — MoYT0BbIN MHAEKC, MO, BO3PACT, JaTa poxaeHus.

3.27 nupopmauma (information): CoBOKyNnHOCTb i@HHbIX C ONpefe/IeHHbIM CMbIC/IOBbIM COAEpXaHneMm.

3.28 HeobpaTumocTs (irreversibility): Cutyaums, korga nocne npeo6pasoBaHnsa MAEHTUDNKATOPOB B NCEB-
[OHNMbI 3a[ja4a BOCCTAHOB/IEHUA nAeHTUdUKaTopa no U3BECTHOMY NCEeBAOHUMY AB/IAETCA BbIYUC/IUTE/IbHO HEO-

CyL,ecTBUMOW.

3.29

knwou (key): MocneposaTenbHOCTL CUMBOOB, yNpasasaowas onepaunsamu wndposaHus (0) n pacwmd-
poBaHus (0).

[MCO 7498-2:1989. onpepeneHue 3.3.32]

3.30 cBA3bIBaHMe nHpopmaynoHHbiXx 06bekToB (linkage of information objects): Mpouecc, no3Bonsio-
L MiA yCTAHOBMUTb JIOTMYECKYIO CBA3b MEXAY Pa3/IMUHbIMU MH(OPMAaLVOHHBIMU 06 bEKTaMK.
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4pyrvo dpamunum, uMeHa, otuectsa (other names): ®amMunus, UMsi 1 OTYECTBO, NOJ KOTOPbIMU AaHHbI
nauneHT 6bl/1 HEKOTOPOE BPEMS U3BECTEH.
[NCO 27931:2009]

3.32 ugeHTtudukayna nuua (person identification): Mpouecc yctaHOBNEHUSA CBA3N MeXAy MHhopMaLoH-
HbIM 06bEKTOM 1 PU3NYECKMMM JTULLOM.

3.33 ugeHtndukatop nuua (personal identifier). NHchopmaums, c NOMOLLbIO KOTOPOW NNLLO MOXET BbITb
OiHO3HAUYHO MAEHTUULMPOBAHO B ONpeeNeHHOM KOHTEKCTe.

3.34

nepcoHanbHble AaHHble (personal data): /llo6as MHpopmaumsa, OTHOCALWAACA K UAEHTU MLUPOBAHHOMY
Un naeHTUnLMpyeMomy nnLy («Cy6bekTy AaHHbIX»).

[AvpekTnBa 95/46/EC EBponelickoro napnameHta u CoseTa EBponeiickoro cotsa oT 24 okTa6psA
1995 roga «O 3aLwuTe npas YacTHbIX UL, Npy 06paboTke nepcoHabHbIX faHHbIX 1 CBO6OAHOM nepemeLLeHnmn
TakuX faHHbIX»]

3.35 nepBMYHOE NCNONb30BaHNE NepcoHanbHbIX AaHHbIX (primary use of personal data). icnonb3o-
BaHue NepcoHasnbHbIX AaHHbIX NP HENOCPEACTBEHHOM OKa3aHuM MeANLUHCKON NOMOLLN.
3.36

3.39 ncesgoHuMnsayunsa (pseudonymization): Ocobblii cnyyaii o6e3nmymBaHuns, npu KOTOPOM NOMUMO yaa-
NIeHNA NPAMOIA CBA3MN C CyObeKTOM AaHHbIX CO34aeTcs CBA3b MeXAY KOHKPETHOV COBOKYMHOCTbLIO XapakTepucTuk
3TOro cy6bekTa v OHUM WU HECKONBbKUMU NCEBAOHNMAaMU.

3.40 nceBfoHuMm (pseudonym): aeHTudukaTop nuya, oTaMyarLWniics oT Toro, KOTOPbIA MNL0 06bIYHO
“cnosnb3yerT.

MpumeyvaHund

1 MNceBAOHUM TNOXET BbITb NPOM3BEAEH U3 0ObIYHO UCMOMb3YEMOro MAEHTUMKATOPA C NOMOLLBID 06paTUMOro
WM HeoGpaTVMOro NpeobpasoBaHNsl, HO MOXET M He MMeTb HVKaKoW CBSI3W C 3TUM UAEHTUUKATOPOM.

2 Topg NceBAOHMMOM B OCHOBHOM MoApasymeBatoT UAEHTUMKATOP, N0 KOTOPOMY Heflb3A BOCMPOU3BECTU 06bIY-
HO MCMonb3yeMblii MaeHTUdMKaTop Mmua. B aToM ciyyae vHcopmauys, CKpbiBaloLascs 3a nceBgoHUMOM, (hyHKLWO-
HanbHO 06e3nuueHa.

3.41 nuuyo, nonyyawueo 4OCTYN K NepCOHaNbHbIM AaHHbIM (recipient): ®usnyeckoe unu ropnguyec-
Koe NnL0, rocyfapCcTBeHHbIl OpraH, areHTCTBO UK UHasA opraHu3alus, KOTOpoMy NpeocTaBAATCA NepcoHalb-
Hble laHHble.

4
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3.42 BTOpMYHOE NCNONb30BaHWe NepcoHanbHbliX AaHHbIX (secondary use of personal data): J/lio6oe
Mcnosib30BaHne NepcoHabHbIX aHHbIX, OT/IMYaloLLeecs OT NepBUYHOTO.
3.43

nonutnka 6esonacHocTm (security policy): MpaBuna nan pykoBoasiime npuHLMUNbl, yCTAaHOBAEHHbIE ANs
o6ecneyeHns MHHOPMaLMOHHON 6e30NacHOCTU.
[MCO/M3IK 2382-8:1998. onpeaeneHune 08-01 -06)

4 O603Ha4YEHNSA 1 coKpal,eHns

HIPAA — 3akoH 0 MpeeMCTBEHHOCTU CTpaxoBaHMUs U OTYETHOCTM B 06nacTn 3apaBooxpaHeHusn (Health
Insurance Portability and Accountability Act);

MUC — mepuumnHckaa nHpopmaumnonHas cuctema (Hospital Information System);
B/Y — Bupyc ummyHogeduunta yenoseka (Human Immunodeficiency Virus);

IP — MexceTeBoli npoTokon (Internet Protocol);

XXH3 — xepTBa HapyweHus 3akoHa (Victim of Violence).

5 Tpe6oBaHusa no obecneyeHno KOHPNAEHLNANBHOCTN UAEHTUYHOCTU NUL B
chepe 3a4paBooOXpaHeHns

5.1 KoHuenTyanbHas MoAe b NCEeBAOHUMMU3ALNN NEPCOHANbHbIX faHHbIX

5.1.1 O6uwwne cBepeHmns

[e-ngeHtndukauus — o6l ee HazpaHne N0H60ro npouecca yaaneHns cBasn Mexay COBOKYNHOCTbIO A EH-
TUPUUNPYIOLW KX aHHbIX U CY6beKTOM faHHbIX. [ceBLOHMMM3aLMA NpecTaBnseT coboli YacTHbIN cnyvaii fe-
naeHTudukauun. NcesaoHum npegcTaBnseT coboii cpeAcTBO, C MOMOLL IO KOTOPOro MOXHO CBA3aTh MeXAy CO-
604 flaHHble OAHOTO M TOTO Xe NIMLA, XpaHsaLLMecs B pasHbiX 3anncax Uan B pas3HbiX UH(OPMAaLMOHHbIX CUCTEMAX,
He packpblBas ero ngeHTUYHOCTb. NceBAOHMMM3aLMA MOXET ObiTb 06PATUMOI AN HEO6PATUMOIA, TO eCTb MOXeT
No3BOJISATb NN HE NMO3BO/ISATb BOCCTAHOB/IEHNE UAEHTUYHOCTU CyObeKTa AaHHbIX. B 34paBooxpaHeHnm npakTuky-
I0TCSt HECKOMbKO CLeHapueB NCeBAOHUMMU3ALUN, PACCUNTAHHbIX HA YCKOPEHWE 3/IeKTPOHHOW 06paboTKu AaHHbIX
nauueHTOB B YC/IOBUSIX, KOTAa NauneHTbl NpeabsaBsaioT Bce 60/1ee BbICOKMEe Tpe6oBaHUsA K KOHOUAEHLNANbHOCTH.
HekoTopble NpUMepbl TakUX CL,eHapueB NpuBeAEHbI B MPUIOXEHUN A

NMpumeyaHune — Eue ogHOI pasHOBUAHOCTLIO fie-nAeHTUDMKaLMN SBNSETCS 06e31MumBaHme. B oTimune ot
nceBAOHNMM3aLMM 06e3N1UMBaHNE He NpefoCcTaB/fseT BO3MOXHOCTb CBA3bIBaHUA WHopmauum o6 oAHOM K TOM e
nvue, XpaHsuelics B pasHbIX 3anucsix WM B pasHbIX MH(OPMAaLMOHHBIX cucTemax. CnefoBaTtesibHO, BOCCTaHOB/EHWE
UAEHTUYHOCTN 06€3/INYEHHbIX JaHHbIX HEBO3MOXHO.

5.1.2 Llenb o6ecneyeHnsa KOH(UAEHLNANbLHOCTH

Lienbto o6ecneveHmns KOHUAEHUNaNbHOCTA NePCOHaNbHbIX faHHbIX, HANpPUMep C MOMOLL b0 NCEBAOHUMU-
3auun. ABAseTCs npefoTBpalleHne HeCaHKLMOHVPOBAHHOTO UM HeXeNnaTelbHOro pacnpocTpaHeHns nHdopma-
Lun 0 Nuue, KOTopoe MOXeT NoBeYb 3a coboii puanyeckme, afMUHUCTPATUBHbIE N 3KOHOMUYECKUE nocnes-
cTBua. ObecneyveHne KOHPMAEHLMANBHOCTY MEPCOHASbHBIX AaHHbIX ABNAETCS YacTHbIM ciyyaem 6onee obuieit
3a/iaun HepasrnaweHuns nHchopmMaLmmn, KoTopas no onpeAeneHunto BkavaeT B cebs gpyrne cy6bekTbl, Hanpumep
opraHu3auuu. Mockonbky Tpe6oBaHNA K KOHPNAEHLMANBHOCTM NepCoHanbHbIX aHHbIX XOPOLWO NpopaboTaHsl,
HacTosALWas KoHLenTyasbHas Moje b CPOKyCMpoBaHa Ha KoH(ugeHLmanbHoCcTU. Pellenuns no sawuTte niopma-
LK. paccumTaHHble Ha obecneyeHne KOHUAEHUNANBHOCTN NEPCOHANbHbIX aHHbIX, MOTYT 6bITb NPYMEHEHbI ANS
3aWwuTel MHopmMaLun o Apyrux cybbektax, Hanpumep 06 opraHmsaunax. 370 MoXeT 6bITb NONE3HbIM 415 TeX
CTpaH, rae obecneyeHne KOMMePYECKOl TaliHbl perynmpyeTcs 3aKkOHOAaTeNbHO.

B 3alyuTe nepcoHasbHbIX AaHHbIX BbIAENAIOTCA ABE 3a4a4n: nepBas — 3aljmuTa onepaTuBHOro focTyna Kk
nepcoHasbHbIM AaHHbIM (Hanpumep, B Be6-NpUIoXeHNaX), BTOpas — 3aluTta NepCcoHasbHbIX fJaHHbIX, XpaHa-
wmnxca B 6asax AaHHbIX. HacToAwWwMA cTaHAapT NOCBALLEH NocneaHen 3agaqe.

OnuncaHHas Huxe KoHLenTyanbHas Mofeb npejnonaraeT, 4To JaHHble MOryT U3B/leKaTbCa 13 6a3 AaHHbIX,
cofepxatinx, Hanpumep, MHPOPMaLMIo O IeYEHNN U AnarHo3ax naymeHTos. MNpu 3TOM A0/HKHO rapaHTMpoBaTh-
CSl HepasrnalleHue AEeHTUYHOCTN CYyObeKTOB AaHHbIX. HayuHble paboTHUKM N3yHatoT «Cryyan» 3abosieBaHuii, To
ecTb UCTOPUM HAabGNOeHNSA NaLMeHTOB, HaKoNeHHbIe 3a A/IMTeNlbHOe BpeMSA U/Un co6paHHble U3 pasHblX NCTOY-
HUKOB. OfHaKO AN arpernpoBaHmnsa pasIMyHbIX 31EMEHTOB faHHbIX B Takne «cayvyan» Heobxo4Mmo Ncnonb3o-
BaTb MeTO[, NO3BO/AOLWMNIA arpernpoBath flaHHble, HO MPU 3TOM He HapyluaTb KOH(UAEeHLMaNbHOCTY CBeAeHN 0
cyb6bekTax aTux AaHHbIX. B kauecTBe Takoro Metofa MoXeT MPUMEHSATLCA NCEBAOHNMMN3ALUS.
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5.1.3 Hepa3srnaweHue nHgopmaumm o cybbektax

B kauecTBe 0TNPaBHOW TOUKM KOHLeNTyasbHaa MoAe b UCNonb3yeT o6ecnevyeHne KOHOUAEHLNANbHOCTH
nepcoHasbHbIX AaHHbIX, HO MOHATUE «CYyObEKT AaHHbIX» He ucyepnbiBaeTca PU3NYEeCKMMM IMLLaMKU U MOXEeT 03Ha-
yaTb NOOYI0 APYTYy0 CYLWHOCTb, HANPUMep, OpraHn3aluio, yCTpoicTBO UAK NpuknagHyto nporpammy. OgHako
nosiesHo chokycnupoBaTtb MOAe b Ha PU3NYECKUX NULLaX, NOCKO/IbKY 0b6ecneyeHne KOHPUAEHUNaNbLHOCTN Nepco-
HaNbHbIX flaHHbIX PeryinpyeTcs 3akoHofgaTelbHO U HepasrnaleHne nHopmaLlmy npexae Bcero OTHOCUTCSA K
nepcoHasnbHbIM laHHbIM. B 3aKkoHO4aTeIbCTBE O NEePCOHaIbHbIX JaHHbIX COAEPXUTCHA ONUcaHne HeKoTopPbIX No-
HATWIA. NCNONb3yeMblIX B AaHHOW Moaenu. B KOHTeKCcTe 3a4paBooxpaHeHusa obecnevyeHme KOHPUAEHLMaNbHOCTH
nepcoHanbHbIX AaHHbIX ropasfo c/oXHee 06WunxX NOAX0A0B K HepasrnaleHuo nHpopmaymmn, Hanpumep 06
YyCTpPOIiCTBAax, MOCKOMbKY A5 MAeHTudrKaymm nuua noTeHunanbHO MOTYT MCMNO/Ib30BaThbCA CBEAEHUSA O ero
eHoTune.

5.1.4 CpaBHeHMe NepcoHaNbHbIX N AO-NAEHTUD NLNPOBAHHbIX fAaHHbIX

5.1.4.1 OnpepeneHve NepcoHasibHbIX AaHHbIX

B cooTBeTCcTBMM C [iIMpeKTUBOIi O 3alynTe NepcoHanbHbIX AaHHbIX EBponeiickoro napnameHta n CoseTta
EBponelickoro coto3a oT 24 okt6psa 1995 roga (gupekTtuea 95/46YEC) [7] nof «nepcoHanbHbIMU faHHbIMU» [0/1-
XHa NnoHMMaTbcA ntobas nHpopmauus, oTHOCALWAACA K UAEHTUDULMPOBAHHOMY NN nAEHTUUUMpyemMomy unsmn-
YyecKkoMy nuuy («Cy6bekTy flaHHbIX»): MPU 3TOM UAEHTUPULNPYEMBIM CYMTAETCA L0, KOTOPOE MOXeT ObITb Nps-
MO W/ KOCBEHHO NAEHTUMNLMPOBAHO, B YACTHOCTU MO HOMEPY, UAEHTUMULUPYIOLLLEMY Er0. NN MO OAHOMY UN
HecKoNbKnx haktopam, cneynduyHbiM A5 ero hnsnyeckoid, nu3nonornyeckon, NncMxonornyeckoii, akoHomuyec-
KOW, KyNbTYPHOW UK cOLManbHON NAEHTUYHOCTHN.

OTO NOHATWNE UCNOJIb3YETCA U B 3aKOHOAATENbCTBE APYINX CTPaH, OTHOCALWEMCS K TEM Xe Cy6bekTaMm, 4To
yKasaHbl B NpyBEEHHOM Bbille onpegeneHun (Hanpumep, B 3akoHe HIPAA).

5.1.4.2 \geanu3npoBaHHasa KoHLENUNa naeHTudukaLumn n ge-ngeHtndukanmm

B HacTosweMm NoANyHKTe onnucaHa ngeannsvpoBaHHas KoOHLenunsa ngeHtndukanmm n ae-naeHtudukauymm.
OHa npegnonaraet, YTO BHE MOAENN HET HUKAKWUX JaHHbIX, KOTOPblE, K MpuMepy, MOrun 6bl 6bITb CBA3aHbI C
OaHHbIMU B COCTaBe MoAeNu, 4Tobbl 06ecneynTb (KOCBEHHY0) MaeHTUdUKaL Mo Cy6EKTOB AaHHbIX. B 5.1.5 npu-
HATbI BO BHMMaHWe NoTeHUManbHble MCTOYHUKN MHOPMAaLIMK, BHELLHME N0 OTHOLWEHUI0 K Mogenn. 3To Heobxoau-
MO AN 06CyXAEeHNA YTPO3 BOCCTAHOB/IEHUA MAEHTUYHOCTU. Mpun npeactaBneHnn pyHKLUMOHANBHOM apXUTEKTYpbI
B MpOeKTax, OnucbiBaloLWMNX MHPOPMAaLNOHHbIE U KOMMYHUKALMOHHbIE TEXHOIOMWN, HUKOTAa He n3obpaxarTcs
OaHHble. MBucnonb3yemble B Mogenn. Ho ecnu mogennpyetca ngeHtudmkaymsa cybbekTos, TO KpUTUKM MOAeNN
anennupyrT KMHopMauum, koTopas MoXeT 6biTb 4,06bITa 310YMbILUNEHHUKOM A5 MAEHTUdUKaLum cybbekToB
OaHHbIX NN NoNyYyeHns 605ee TOYHbIX CBEAEHWI 0 HUX (HAaNnpUMep 0 NPUHAANEXHOCTMN K ONpefeneHHoi rpynne).

Kak nokaszaHo Ha pucyHke 1. Cy6beKTbl faHHbIX UMEIT PAf XapakTepucTuk (Hanpumep, pamunuio, gaty
pPOXAEHUSA, MEAULMHCKNE flaHHbIE), KOTOPble XPaHATCA B 6a3e faHHbIX MeAULUHCKON MHOPMaLNOHHON cUCTEMBI
(MNC) n aBnAlTCA NepcoHanbHbIMU faHHbIMU 3TUX CYy6bEKTOB. CyOBEKT AaHHbIX MAEHTUULUPYETCA B COBOKYN-
HOCTM Cy6BEKTOB, €C/IN €70 MOXHO O HO3HAUYHO BblAEeNTb Cpean HUX. DTO 03HaYaeT, UTO MOXeT ObITb HalgeHa
COBOKYMHOCTb XapakTepuCTUK Cy6bekTa fjaHHbIX, N0 KOTOPOI OH MOXeT 6bITb OAHO3HAYHO nAeHTUdLMpoBaH. B
HEKOTOPbIX C/TyYasnx A5 3TOro JOCTAaTOYHO eANHCTBEHHON XapakTepucTukn (K npumMepy, YHMKanbHOro HaunoHanb-
Horo ngeHTudmkatTopa cybbekra). B apyrux cnyyasax gnsa ngeHtmdukaunm cybbekta He06XxoAnMMO UCNob30BaTh
HEeCKO/bKO XapakTepucTuk, Hanpumep agpec, o KOTOPOMY OH MPOXMBAET C CEMbeli, eC/ TaKoi agpec 3BeCTeH.
HekoTopble xapakTepucTukn cybbekTa AaHHbIX (HanpuMep, Aata v MecTo poxaeHusa) 6onee NOCTOSIHHbI, YeMm
apyrve (Hanpumep afpec 3N1eKTPOHHON NoyThl).

CoBeytTMoen»Ccyo bMNM AL «blX COBOBYINUOCTbH P M TPUCLLK

PucyHok 1 — UpaeHTudmkaums cy6beKToB AaHHbIX
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MepcoHanbHble AaHHble MOXHO pa3AennTb Ha iBe YacTy B COOTBETCTBUN C KPUTEPUSAMMN UAeHTUdrKaymm
(CM. pUCyHOK 2):

- obpabartbiBaeMble flaHHble: YacTb AaHHbIX, COAepXallas XxapakTepucTukM, No KOTOPbIM CYy6BbEKT AaHHbIX
He MOXeT 6bITb 04HO3HAYHO NAEHTUDULMPOBAH; KOHLIENTYaNbHO 3TV AaHHbIe ABASAIOTCA 06€3/IMYEHHbIMY;

- nAeHTUMULMPYIOL e JaHHbIe: YacTb AaHHbIX, COfepXalias COBOKYMHOCTb XapakTepucTuK, N0 KOTOPbIM
CY6BEKT laHHbIX MOXET 6bITb OJHO3HAUYHO UAEHTUMULMPOBAH (Hanpumep geMorpadunyeckme gaHHble).

(MyHLTXK! B ANHN M) CoLUMYTaK0Tb XKLLIPXKIrapLLUTLL
PucyHok 2 — PasgeneHne nepcoHasibHbIX AaHHbIX

Cnepyet 06paTuTb BHUMaHWeE, YTO KOHLENTyanbHoe pasgeneHne nepcoHasbHbIX AaHHbIX HA «MAeHTUuLmn-
pylowumne» n «obpabatbiBaeMbie» MOXeET BECTU K MPOTUBOPEYMNIO, @ UMEHHO B Calyyae, Korga HenocpeacTBeHHO
naeHTUuLMpyoLme faHHble B TOXe BpeMs ABNATCA obpabaTbiBaembiMu. [pu pa3paboTke meToa nNceBfoHM-
Mu3aunn Heo6xo4MMO CTPEMUTBLCS K CHUXEHWIO YPOBHS HENOCPEACTBEHHO MAEHTUMULNPYIOLWNX AaHHbIX, Hanpu-
Mep, arpervpysi 3Tu gaHHbole B rpynnbl. B oTAenbHbIX cny4dasx, Korga 370 HEBO3MOXHO (Hanpumep Ans gatbl
POXAEHUSA HOBOPOXAEHHOrO0), PUCK MAEHTU(MKALUN AO0NKEH ObITb OTPaXKEH B OKYMEHTEe NOANTMKM 6e3onacHoc-
V. B cneayowem pasgene HacTosiLero ctaHgapTa pasjenieHve gaHHbix Ha obpabaTbiBaemble  nageHTUULNPY-
owmne ob6eyxaaeTcsi CKOpee C NpakTUYeCcKol TOUKN 3PEHUS, HEXENN KOHLENTyanbHOW. C KOHLENTyalbHOW TOUKN
3peHns AO0CTaTOYHO TOro, YTO Takoe pasjesieHne B NpuHLUUNe BO3MOXHO. BaXHO 0OTMETUTb, YTO pasnimune Mexay
obpabaTbiBaeMbIMU 1 NAEHTUDULUPYIOLWUMUN 4aHHBIMU He ABASeTCA abCcoNtoTHLIM. 115 Hay4YHOro nccnegoBaHns
MOryT Tpe6oBaTbCA HEKOTOPbIE faHHble, KOTOPble NPUHAANeXaT K Yncny naeHTuuLMpyoLWwmx, Hanpumep, rog n
MecsL poXaeHus.

5.1.4.3 KoHuenuusa ncesgoHnMmn3aLnn

[Ana pasBuTua MeANLNHbI BaXHO, YTOObl 3N1€MEHTbI faHHbIX KOH(PUAEHLNANbHbIX MEANLWHCKUX KapT 6bian
[OCTYNHbI AN151 BEAEHNSA HAay4YHOl paboThbl, KOHTPOA KayecTBa MeAULMHCKOM NnoMoLmn, 06pa3oBaHns U 4pyrnx
npunoxeHuii. CornacHo Tpe6oBaHNAM KOH(PULEHUNANBHOCTY 1 TPE6OBAHUAM K HAYUYHbIM UCC/Ie0BaHUSIM 3TN
3/1EMEHTbI AOMKHbI 6bITb MOANULUMPOBAHBLI TaKMM 06pPa30M, YTOGbI NAEHTUYHOCTb CybbekTa Gblna ckpbiTa.

Hwukakasa npouegypa ae-naeHTudukaymm He MOXeT yA0BNE€TBOPUTL Pa3/InyHbIM TpeboBaHNSIM NPpUMEHeHNs
nepcoHasbHbIX fJaHHbIX B MEAULUHE W B TO Xe BPEMS rapaHTUpOBaTb COKPbITUE UAEHTUYHOCTW. [NA Kaxaoro
npouecca 06paboTKn MeAULUHCKUX KapT A0/KHa ObITb MOCTPOEHAa MOAEeNb Yrpo3, yunTbiBalwlaa cneaywoume
thakTopbl:

- uenb 06paboTKM faHHbIX (HanpuMep aHanus):

- MMHMMasIbHO HEO6X0AUMYI0 UHChOpPMaLMI0, KOTopast Ao/KHa ObITb NpegocTasaeHa 418 4OCTUXEHUSA 3TON
uenu;

- Yrpo3bl pacnpocTpaHeHUs NepcoHasbHbIX AaHHbIX (BKIOYAs BOCCTAHOBNEHUE NAEHTUYHOCTHN).

- cywecTBylolMe npasuaa focTtyna K nepcoHanbHbIM AaHHbIM.

cxoas us atTux hakTopos, A0/DKHbI 6bITh ONpeAeneHbl AeTanu npoyecca A0cTyna v Mo4enu yrpos, a Takke
cTpaTerus CokpbiTUA NAEHTUYHOCTUW. DTy Npoueaypy Heo6XoAMMO NPOBOANTL ANA KaXA0ro HOBOro npouecca
[0CTyna K nepcoHasibHbIM AaHHbIM, XOTA 415 MHOTUX pa3/InyHbIX MPOLECCOB fOCTyna MoryT TpeboBaTbCcs obuias
cTparterusi n obwme getanu. Bo MHOTMx cnyyasax npyv ncnosb30BaHUM NepcoHasbHbIX AaHHbIX B 06pa3oBaHunm
Cylw,ecTByloT 06LUMe Lenu n TpeboBaHna K MUHUManbHO He06X04MMON nHopmaLm. Bo MHOMMX KIMHUYECKNX
ncnblTaHMAX TeKapCTBEHHbIX CPeACTB UCMOb3yeTcsa o6Las cTtpaTerus, ageTann npouecca goctyna Moryt me-
HATbCA. [le-ngeHTudrkayms MoxeT TPe60BaTLCS HE TONLKO ANA o6ecnevyeHns KOHPUAEHUNANBHOCTU, HO 1 NpU
ApYyrnx obcToATeNnbCTBaX, HaNnpUMep NPy NPoBeAEeHNN NPOCTbIX U ABONHbIX CNENbIX UCCNef0BaHWUiA, Korga ngeH-
TUYHOCTb Cy6beKTa [0/MKHA BbITb CKpbITa. Takne 06CTOATENbCTBA BINAIOT HA peLleHne 0 npeAocTaBleHmn nepco-
Ha/bHbIX AAHHbIX.

B HacToswem nognyHkTe npuBeieHa TEPMUHONOTNSA, UCNOMb3yeMas A/151 ONUCaHUA COKPLITUS MAEHTUULM-
pyrOLWNX daHHbIX.
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O6esnnunsaHmne (CM. pucyHok 3) npeAcTaBnseT co60ii npouecc yaaneHns CBs3n Mexay naeHtuduuupyto-
el COBOKYNHOCTbIO XapakTepUCTUK N CYyObEeKTOM faHHbIX. OHO MOXET 6biTb OCYLLECTBNEHO ABYMS pasHbIMMn
crnocobamu:

- C NOMOLLbIO YAa/IeHNsa Uan Nnpeobpa3oBaHNa xapakTepUCTMK, MPU KOTOPOM CBS3b MeXAY XapakTepucTuka-
MU 1 cyb6beKTOM AaHHbIX NM60 npekpaljaeTcs, MM6o nepectaeT 6biTb YHUKA/IBHON 1 yKa3blBaeT HA HECKO/IbKO
Cy6BbEeKTOB AaHHbIX;

- MyTeM yBe/IMYeHna nonynsunm cyobeKkToB AaHHbIX, NP KOTOPOM CBSA3b MeX/y COBOKYMHOCTbIO XapakTe-
PUCTUK N CyGBEKTOM AaHHbIX NepecTaeT 6blTb YHUKANbHOA.

MceBAoOHMMU3ALMS (CM. PUCYHOK 4) yAanseT CBA3b MeX/y COBOKYNHOCTbI0 XapakTepucTuk u Cy6bekTom
[laHHbIX 1 06aBNSIeT CBA3b MEX/Y 3TO COBOKYMHOCTbLIO M OAHWUM W/ HECKO/TbKUMU NCeBAOHUMaMU. TTOCKONbKY
CYLLL,ECTBYIOT CBSI3W MEX/y COBOKYMHOCTSIMU XapakTepucTUK 1 NCeBAOHMMAaMM, TO C (DYHKLMOHAIbHOM TOUKU 3pe-
HUSt MEXAY HECKONIbKUMU NCEBAOHUMU3NPOBAHHbLIMU COBOKYNHOCTAMM AAHHbIX, OTHOCALWMUMUCS KOAHOMY 1 TOMY
Xe CyObeKTy, MOXHO YyCTaHOBUTL CBSA3b, HE PACKPbIBAs €10 MAEHTUYHOCTbL. B pesynbTarte, Hanpumep, CTaHOBUTCSA
BO3MOXHbIM NPOBOANTb UCCNEA0BAHNSA PEabHbIX aHHbIX O NaLUEHTe, CO6PaHHbIX B TEYEHWE A/IUTENLHOIO Bpe-
MEeHU. He Hapywas Tpe6oBaHne KOHPULEHUNANLHOCTY.

Mpu HeobpaTUMOIi NceBAOHUMM3ALNY KOHLEeNTyanbHasa MOAeNb He COAEPXUT MeToA onpeaeneHns cybbek-
Ta JaHHbIX N0 COBOKYMHOCTMW €70 XapakTepUCTUK N NCEBLOHUMY.

Mpu o6paTumoil NnceBAOHMMM3AL MM (CM. PUCYHOK 5) KOHLENTyabHas MoAeb COAepPXnUT cnocob BoccTa-
HOB/IEHWNS CBA3U MeX/Y COBOKYMHOCTbIO XapakTepuUCTUK 1 Cy6bekToM AaHHbIX. CylWecTBYOT iBa MeToa pelle-
HWA 3TOl 3apaum:

- BblUMCNEHVEe naeHTudmnKaLum no obpabarbiBaeMbiM XapakTepucTukam; 3T0 MOXHO OCYLLLeCTBUTb, Hanpu-
Mep C NOMOLbI0 paclndpoBaHns ngeHTuduumnpyowei nhcopmayumn, cogepxatielics B obpabaTbiBaeMblX Xa-
pakTepucTuKax;

- BblYMCEHNE nAeHTUdMKaLMm No NCeBAOHUMY, HanprMMep ¢ MOMOLLbI0 TabanLbl COOTBETCTBYUS.

Obpatumasn nceBAOHUMU3ALNSA MOXET BbITb peann3oBaHa HeECKOIbKUMM cnocob6amu, HO Npu 3ToM cneayeT
MMeTb B BUAY, YTO NpeBpaLLeHne NCeBAOHMMA B UAEHTUMULMPYIOLLYIO MHCHOPMALMIO O/IKHO BbINO/HATLCS aBTO-
pM30BaHHbLIM NLLOM WM OpraHm3auueli B CTPOro onpefeneHHblx 06cToATenbcTBax. YTobbl 061erynTb pelexme
37Ol 3a4aun, B pasgene 9 onnucaHa pamMoyHasa NonMTMKa npouecca BOCCTAHOBNEHNS UAeHTUYHOCTM. O6paTumas
nceBAoHUMMU3ALMUS TpebyeT 60NbLuell 3alnTbl CUCTEMbI, BbINMOHSAOLLER NCEBLOHUMMU3ALMNIO, HEXENN HEOGBpaTH-
mas.
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O6e3nnueHHble AaHHble OT/IMYalTCA OT NCEBAOHUMU3NPOBAHHbIX TEM, YTO 419 NOCAEAHNX NpedyCMOTpeH
MeTOZ rPYNMnMPOBKY MO KPUTEPUAM, CCDOPMY/TMPOBAHHbLIM B TEPMUHAX XapakTepUCcTUK NepcoHabHbIX AaHHbIX, U3
KOTOPbIX NOMy4YeHbl NCEBAOHUMN3NPOBAHHbIE JaHHbIe.

PucyHok 5 — O6paTtumas nceBfoHMMMU3aLNA

5.1.5 TceBAOHMMU3ALUNA B peasibHOM MuUpe

5.1.5.1 OcHoBaHus

B 5.1.4 onucaH KoHLenTyasnbHbll/i N0AX0A K NCEBAOHUMU3AL NN, NPU KOTOPOM NOHATUS «CBA3b», «UAEHTU(NU-
LMPYOLNA». «NCEBAOHUM» UAPYTMe paccMaTpuBaloTCa kak abcosoTHble. Ha npakTuke TPYAHO OLEeHUTb yrpo3y
BOCCTAHOB/IEHUA NAEHTUYHOCTU NEPCOHASIbHBIX flaHHbIX. B HACTOSILLEM NOANYHKTE YTOUHSATCS NOHATUS NCEBAO-
HUMU3aLUN N HeXenaTenbHOro/HecaHKLMOHMPOBAHHOIO BOCCTAHOBNEHUA UAEHTUYHOCTH.

CornacHo geknapaunu 26 EBponeiickoii AUPEKTUBLI 0 3aLuTe NepcoHaNbHbIX AaHHbIX «415 onpeAeneHns
TOro, IBNSETCA N INL0 NAEHTUULNPYEMbIM, HEO6XO0AMMO YUnTbIBATHL BCE NPaBAonoA06HbIe CpeacTBa, KOTopble
onepatop nnu n6oe gpyroe NULO MOTyT MCNONb30BaTb A1 UAEHTUMKAL MM HA3BAHHOIO NNLa: NPU 3TOM NPUHLUK-
bl 3aLWUTbI HE JO/DKHbI MPUMEPATLCA K AAHHbBIM, CAENaHHbIM 06€3/TMYEHHBIMU TakUM CNOCO60M, UTO CyOBEKT
[aHHbIX 6onee He nAeHTUULMPYeTCS; MPU 3TOM HOPMbI PEryIMPOBaHUSA, yKa3aHHble B COAEPXaHWUmn cTaTbm 27,
MOryT 6bITb NOIE3HBIM NPABUIOM NPeAOoCTaBNeHNA PYKOBOACTBA NO cnoco6amM, C NOMOLLLbI0 KOTOPbIX AaHHble
fenalTcs 06e3/IMYEHHBIMU U COXPaHATCA B hopMe, NPpY KOTOPOW naeHTUdUKaLa nmua CTaHOBUTCA HEBO3MOX-
HOWi».

Kak 1 camo onpefeneHue nepcoHanbHbIX AaHHbIX, AaHHAA geknapauuna genaeT ynop Ha «ngeHtTudmka-
L1I0». TO eCTb Ha CBA3b MeXAy NepCoHaNbHbIMU JaHHbIMU U CYy6HEKTOM flaHHbIX.

Cwmbicn BblpaXeHunii «Bce NpaBAonoAo6HbIe cpeAcTBax» un «nboe apyroe N1L0» He ABNSETCS [0CTaTOu-
HO onpeaeneHHbIM. I NocKoNbKY CMbICN MOHATUIA «MAEHTUDULUPYEMbI» K «NCEBAOHUM>» 3aBUCUT OT Heonpeje-
NIeHHOro crnocoba AeicTBuiA (<yunTbiBaTh BCE NPaBAoNoA06HbIe CpeACcTBa») M HEONpeAeneHHbIX AeCTBYOLW X
nny («n6oe Apyroe 1uu0»), To KOHLENTyabHas MOAe b, ONucaHHas B HacTosWeM cTaHgapTe, A4o/KHa cogep-
XaTb «pasyMHble» NpeAnonoxeHns 060 «Bcex cpefcTBax», KOTOpble MOTYT NPUMEHATLCA «106bIM APYTUM NKn-
LOM» 1A YCTAHOBNIEHNA CBA3N XapaKTePUCTUK C CY6bEKTOM NepCOHabHbIX AaHHbIX.

B KOHUEeNTyanbHy MoAenb 6yAyT BHECEHbI YTOYHEHUWSA, OTpaxarlme pa3iniyHble BO3MOXHOCTH BOCCTa-
HOBNEHUA NAEHTUYHOCTU. KpoMe Toro, B Heli 6yayT NPUHATbHI BO BHUMaHUE TakMe NOHATUSA, KakK «basbl AaHHbIX
HaGNOAEHN» N «3N0YMbILINEHHNKN».

5.1.5.2 CTeneHu rapaHTuii o6ecneyeHns KOHPULEHUNANBHOCTH

B cywecTByloLLeil TEpPMUHONOTMN HEKOTOPbIE OnpeAeneHnsa cTpaganv oTCyTCTBMEM TOYHOCTH, Hanpumep
onpejeneHns TepMUHOB «NCEBAOHUM» UKW «NAEHTUDULMPYEMBI». HepeanbHo npegnonaraTb, YTO MOXHO ycTpa-
HUTb BCE HETOYHOCTY TEPMUHOMOTUK, MOCKO/IbKY NCEBAOHNMU3ALNS BCerga sBnseTca npegmMeTom ctatucTnku, Ho
MOXHO OLLeHWNTb CTEeMNEeHb YrPO3bl HECAHKLMOHNPOBAHHOIO BOCCTAHOB/IEHUA NAEHTUYHOCTU. Cuctema knaccudmka-
LUK 3TOW Yrpo3bl 4O/KHA YUUTbIBATb BEPOATHOCTb MAEHTUUKAL N CBOWCTB AaHHbIX, a Takke YeTkoe npeacras-
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NlIeHne 0 MOLENUPYEMbBIX CYLWLHOCTAX U UX CBA3AX. B 0gHMX cnyyasx MofeNb yrpo3 MoXeT orpaHuumBaTbCs
MUHMMU3ALNEN YTPO3bl CIYHARHOTO PackpbITUA UHhOPMaLUKN NN UCKTIOYEHNEM CMELLEHWIA B ABOWHbIX CNenbIX
nccnenoBaHnax, B ApYrMx oHa Ao/KHa npeaycmatpryBaTh BO3MOXHOCTb 3/10yMblLUEHHbIX AeiicTBuii. OTcloga
cnepyeT, UTO KOHKPETHbIE MOUTUKM 06ecneyeHnss KOHPUAEHLMANbHOCTU MOTYT, HaNpUMeEp, cAenaTtb «rpPaHuLbl
HETOYHOCTU» 6oslee y3KUMU 1 ONpeaesinTb, YTO B KOHKPETHOM KOHTEKCTE MOHMMAETCS Noj TEPMUHOM «UAEHTU(U-
LMpyeMoCTb» B pe3ynbTaTe 6yfeT nerye oueHUTb OTBETCTBEHHOCTb.

Hwxe npuBoanTcs knaccudmnkayms cTeneHn yrpos, kotopas, ogHako, TpebyeT AanbHeENLW ero yToUHeHus, a
MMEHHO B CBSI3W C TEM. YTO A1 KOSINYECTBEHHOW OLEHKN YIrpO3bl BOCCTAHOB/IEHUA UAEHTUYHOCTU TpebyTCcs
martemaTuyeckne Mogenu. Yrposbl BOCCTAHOBNEHUSA MAEHTUUYHOCTU CYLLECTBYIOT HE3ABUCHUMO OT TOF0, HACKO/LKO
XOpowW OTAENbHbIN anropnT™ Npeo6pasoBaHnsi 0AHOTO haiina NnepcoHasbHbIX AaHHbIX. BaXHbIM Wwarom npouecca
OLEHKW Yrpo3 ABAAETCA aHaNn3 pe3ynbTupytoLlein ae-naeHTuduunpoBaHHOK COBOKYNMHOCTY XapakTePUCTUK 110~
6bIX CTATUYECKUX TPYNM, KOTOPbIe MOTYT GbITb UCNOJIb30BaHbI /151 BOCCTAHOBEHUS UAEHTUYHOCTU. DTO 0COGEHHO
BaXHO B C/iyyasx, korga ans ueneii o6paboTkn HEO6X04MMbI HEKOTOPbIE NAEHTUULUPYIOLLNE XapaKTEPUCTUKN. B
HacTosleM cTaHAapTe Takne mMatemMaTmyeckme MO4enun He onucaHbl, 04HaKko B 6ubanorpadmm npuBeaeHbl NH-
(hopMaLMOHHbIE CCbI/IKN HA HEKOTOPbIE N3 HUX.

B oTnnumne oT naeanmsMpoBaHHOW KOHLENTYaNbHOW MOAENN, B KOTOPOW HEe NPUHMMAKTCS BO BHUMaHue
(M3BECTHbIE MU HEN3BECTHbIE) BHELLUHME UCTOYHWKN AaHHbIX, B METOAE OLEHKM YIPO3 BOCCTAHOBIEHUSA NAEHTNY-
HOCTW AONXHbI GbITb CAENaHbI ONpeAeneHHble NPeANoN0XEeHNA 0 TOM. Kakme BHELWHNEe UCTOYHMUKN AaHHbIX MOTYT
6bITb UCNO/b30BAHbI.

Mogenb peanbHOro MMpa fo/HkHa NpuHNUMaTh BO BHUMaHWe Kak HenocpeacTBEHHO naeHTuduumpyLwme,
TaK M KOCBEHHO MAEHTU(MLMpPYlOWMe faHHble. Heo6X0AMMO aHaNnM3npoBaTh KaxXablii cueHapuii Ha npegMeT Bbl-
AeneHunsa TpeboBaHUi K nageHTUMKaTopam Kak K MH(opMaLOHHbIM 06bEKTaM, a Takxe onpesesinTb, Kakne naeH-
TUUKaTOPbl MOTYT BbITb 3aMEHEHbI NYCTbIMW 3HAYEHUSIMU, Kakne MOryT 6blTb MCKaXEHbI, kKakme TpebyeTcs ocTa-
BUTb B MOJIHOI LLENOCTHOCTH, a Kakne A0/IKHbI 6GblTb 3aMEHEHbI NCEBAOHUMAaMMU.

Hwxe onpegeneHbl TpY YPOBHSA NpoLeaypbl NCEBAOHUMU3ALNN. KaXKAbIA U3 KOTOPbIX FapaHTUMpyeT onpege-
NIEHHY10 cTeneHb o6ecnevyeHuns KoHpraeHumanbHOCTU. OHU XapakTepu3yoT Yyrpo3bl BOCCTAHOBNEHUSA UAEHTUYHO-
CTW C YY4ETOM KaK HenocpeCcTBEHHO, Tak M KOCBEHHO UAEHTUULNPYIOLWUX AAHHbIX:

-ypoBeHb 1: yrpo3bl, CBSAI3aHHbIE C UCMO/Ib30BAHNEM 3/1IEMEHTOB AAHHbIX, MAEHTUMULUPYIOLWNX TNLO;

- YpOBEHb 2: Yrpo3bl, CBAA3aHHbIE C UCNO/Ib30BAHUEM arperaToB AaHHbIX:

- YPOBEHb 3; Yrpo3bl, CBSA3aHHbIE€ C UCNOMb30BAHWEM aHOMasIbHOW MHOpMaLunM B 3ano/IHEHHON 6Gase
[aHHbIX.

Ha Bcex ypOoBHSIX OLEHKa CTEMNeHN yrpo3 BOCCTAHOB/IEHNSA NAEHTUUYHOCTH A0/HKHA OCYLLEeCTBAATLCS Kak
UTEepaLMOoHHbI/ Npouecc ¢ perynsipHbIM NOBTOPEHNEM OLEHKMN (COrNacHo NoNnTUKe KoHUAeHUnanbsHocTn). Mo
Mepe HakonjeHUs onbiTa cnocobbl 06ecneyeHnss KOHPUAEHLNATBHOCTY N YPOBHMW YIPO3 AO/IKHbI NepecMaTpu-
BaTbCS.

Hapsagy ¢ perynsipHbiMu NOBTOPEHUSIMU NpoLeAypa OLEHKN MOXET MHULUMPOBATLCSA ONpeAeIeHHbIMU CO-
6bITUSMU. HANPUMEP, U3MEHEHNEM cocTaBa o6pabaTbiBaeMbIX AaHHbLIX NN BKIKOYEHWEM B MOAE/b HOBbIX Ha6/110-
[aeMblX flaHHbIX.

Mpwn ykasaHuy CTENEHN rapaHTunii o6uee 0603HaUYEHNE YPOBHS 1.2 nan 3 MOXET GbITb JOMNOTHEHO YNC/IOM
nepecMoTpoB (HanpuMmMmep, ypoBeHb 2+ A1 NEPECMOTPEHHOr0 YPOBHSA 2; Npu 3TOM Liesiecoo6pasHo yka3biBaTb
nocnefHuii NnepecmMoTp cocTaBa faHHbIX U NOAAEPXUBATL UCTOPUIO MHLMAEHTOB U NEPECMOTPOB B akTyaslbHOM
cocTosiHuK). Mo TpebyeMoii CTeNeHy rapaHTuii oNpeaensitoTCs TEXHUYECKME 1 OpraHn3aLnoHHbIe Mepbl, KOTopble
LO0/MKHbI 6bITh peann3oBaHbl A8 06ecnevyeHmnsa KOHhUAEHLMaNnbHOCT NEPCOHANbHbIX AaHHbIX. N5 6onee HN3KOo-
ro ypoBHA NCeBAOHUMU3AL MM TpebytoTca 60/1ee cepbe3Hble OpraHn3alnoHHble Mepbl o6ecneyeHnst KOHPUAEHLK-
a/lbHOCTU. YeM 41 60/1e€e BbICOKOTO YPOBHSA NCEBAOHUMM3ALMNN.

O6ecneyeHne KOHPUAEHUNANBHOCTN YPOBHA 1: yaaneHne o4eBUAHbIX HENOCPEACTBEHHO NAEHTU UL MPYIO-
LWMX AAHHbBIX UK NETKO NoJlyYaeMblX KOCBEHHO UAEHTUULNPYIOLWUX AAaHHbIX.

MepBbliA, UHTYUTUBHO OYEBUAHbINA, YPOBEHb 06E3IMYNBAHNA MOXET GbITb JOCTUTHYT C MOMOLLbI0 NPUMEHE-
HWS MPOCTbIX NPAKTUYECKUX METOAOB. DTN MeTOAbl 06bIYHO NOAPa3yMeBaTCA NPy 06CYXAEHNN NCEBAOHUMMN3N-
poBaHHbIX flaHHbIX. BO MHOTUX criyyasx, BoCO6eHHOCTU ecnv NpegnonaraeTcst 3/10yMblLWTIEHHUK CO CKPOMHbIMU
BO3MOXHOCTSAMU, 3TOT YPOBEHb 06€3/IMYNBAHNA MOXET NPefoCTaBNsATb AOCTATOUYHbIE rapaHTum. laHHble cunTa-
I0TCA MAEHTUDULMPYIOLLMMIN, €CNN B LaHHOM KOHTEKCTE A8 TOYHOr0 yka3zaHusa cybbekTa 4oCcTaToOuHO Tol nHdop-
MauuKn. KoTopas CoAEPXUTCA B CAMUX 3TUX faHHbIX. TUNNYHBLIM NPUMEPOM CAYXaT hamunmm, MMeHa 1 oTyecTBa
nuy. B 6.2.2 npuBeaeHa cneyndgukalus 31eMeHTOB AaHHbIX, KOTOPbIe MOTyT paccmMaTpuBaTbCs Kak nognexatime
yOaneHno UAn arpernpoBaHunto, YTo6bl Pe3ynbTUPYIOLLYH COBOKYNHOCTb XapakTepPUCTUK MOXHO GbIN10 cuMTaTh
06€e3/1MUYEHHOIA.
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ObecneyeHne KOHPUAEHUNANBHOCTM YPOBHSA 2: NpejnonaraeTca Hannume 3/10yMblLL/IEHHUKA, UCMOb3YI0-
LLlero BHelWHNe fAaHHble.

BTopoii ypoBeHb 06ecneyeHns KOHUAEHLMaNbHOCTA MOXET 6bITb JOCTUTHYT, eCcnun 6yAyT NPUHATbLI BO BHU-
MaHue rnobanbHas MoAenb AaHHbIX U MOTOKU AaHHbIX B 3TO moaenu. Mpu onpegeneHun npoueayp, Heob6xoan-
MbIX 4,19 LOCTUXXEHWUS 3TOr0 YPOBHS, HEOH6XOAMMO NPOBECTU CTATUYECKU aHaNN3 Yrpo3 BOCCTAHOB/IEHUSA U EH-
TUYHOCTU pas3INYHbIMMN feCTBYIOWMMK NnLamun. Kpome Toro, He06xoA4MMO nNpegnonaraTe Hann4yme 3/10yMblLL-
NIeHHMKa. KOTOopbIl AN nAeHTUdUKaLnM cneynumyHbIX COBOKYNHOCTEN XapakTepucTuK MCNob3yeT BHELLHNE faH-
Hble B4ONO/THEHNE K NCEBAOHUMU3NPOBAHHbBIM. JOCTYNHbIE BHELHWE flaHHbIE MOTYT 3aBUCETb OT 3aKOHoAaTeNb-
CTBa KOHKPETHOW CTpaHbl 1 cneuudunyecknx 3HaHni 310yMblLLIEHHUKA. [TpUMEpPOM NPOTUBOAECTBYIOWMX NpoLie-
[YyP MOXEeT CNYXWUTb yAaNeHne n3fgaHHbiX a6CoOMOTHbIX 3HAYEHN MEeTOK BpeMeHN. MeTka BpeMeHn «T» MoxeT
6bITb NPUBA3aHa, Hanpumep, K NOCTYNMEHNI0 NalMeHTa B cTalumoHap, a BpeMsa Havyana Apyrnx cobbiTuin, Hanpu-
Mep BbIMUCKM, MOXEeT 3a4aBaTbCsl M0 OTHOLLIEHWNIO K 3TOW MeTKe. 3/10yMblIL/IEHHUKOM CUYMTaeTCcs opraHnsauuns um
nvuo, cobuparollee aHHble (CaHKLMOHUPOBaHWE UM HECAHKLMOHUPOBAHHO) 1 3aatoLeecs Lefbio HecaHKLno-
HUPOBAHHO NPMBA3aTb 3TN flaHHble KCYHbeKTaM AaHHbIX, YTOObl TEM caMbiM NONYYUTb MHDOPMAaLLMIO, KOTOpas
emy He npegHasHayeHa. MNpu aHannse yrpo3 faHHble, cobupaemMble U UCNONb3yeMble 3/10yMbILLINEHHUKOM, Ha3bl-
BalTCA «HabnogaemMbiMu» AaHHbIMU. CriefyeT UMeTb B BUAY, YTO HEpa3speLleHHasa U HexenaTtenbHasa fesaTerib-
HOCTb 3/10YMbILLUIEHHNKA COCTOUT He B TOM, YTO OH cO6UpaeT faHHble, a B TOM, 4TO OH NbiTaeTcA NpUBA3aTh UX K
CyOBbEKTY AaHHbIX U TEM CaMbIM NONYYUTb HECAHKLLMOHNPOBAHHbIE CBEAEHUA O CyObekTe AaHHbIX.

Mogenb yrpo3 MoxeT BK/OYaTb B ce6s1 onpeeneHHble NPeAnoIOKEeHNA 0 3/10YMblLWNEHHWUKe U ero Aelt-
cTBMAX. Hanpumep, 3akoHOA4aTeIbCTBO HEKOTOPbIX CTPAH MOXeT paspeluaTb C60p AaHHbIX O BbIMMCAHHbIX NaLu-
eHTax opraHvMsaumnsam, KoTopble HaNpPAMY0 He BOB/IEYEHbl B NPOLECC NlIeYeHNs UK CBA3aHHbIV C HUM npoLecc
ynpasneHua nauneHtamu. Mogenb yrpo3 MoOXeT NPUHUMATbL BO BHUMaHWE BEPOSATHOCTb OCTYMHOCTM onpeaeneH-
HbIX COBOKYNHOCTE XapakTepucTuK nauneHTos.

C KOHLenTyaNbHOWN TOUKMN 3PEHUS 3/10YMbILLIEHHUK MOXET NPUBHOCUTL 3/1EMEHTbI JaHHbIX, KOTOpPbIe B nAe-
anbHOM cnyyae He CyLecTBYIOT.

JLOKYMEHT MOSIMTUKN KOH(PUAEHLMNANBHOCTYN JO/IKEH COAEpXaThb OLeHKY BEePOATHOCTU aTak nofo6HOro poja.

Ob6ecneyeHve KOHPMAEHUMANBHOCTY YPOBHA 3: NpegnofiaraeTcs Hanmyve 3/10yMblLlIEHHUKA, UCNO/b3Y10-
Lero aHomasnbHble AaHHble.

CTeneHb yrpo3bl BOCCTAHOBNEHNSA UAEHTUYHOCTU MOXET CEPbE3HO 3aBUCETb OT CaMUX AiaHHbIX, Hanpumep
OT HaIMYNS aHOMasbHbIX UK PefKo BCTpevaeMblX AaHHbIX. Takme gaHHble MOryT KOCBEHHbIM 06pa3omM cnocob-
CTBOBaTb UAeHTUdMKaLMM cybbekTa aHHbIX. Hanpumep, ecnu B KakOi-To A€Hb KIUHUKY NOCETUN TONbKO OANH
naumeHT co cneunnyHoi natonorueii, To HabnwAeHe 3a TeM. KTO noceLan KNMHUKY B TOT eHb, MOXET KOCBEH-
HO cnoco6CcTBOBAaTL MAEHTUD UKALUN 3TOTO NaymeHTa.

CTaTnyeckuit aHanus mogenun yrpos, NpoBoAALLMNIACS 4N OLLeHKN Npoueypbl NCEBAOHMMU3ALUN. CaM NO
cebe He MOXeT AaTb KONIMUYECTBEHHYIO OL,EHKY YSI3BUMOCTMW cofepxaHunsa 6asbl AaHHbIX, MO3TOMY AN18 AO0CTUXe-
HKA 60M1ee BbICOKOTO YPOBHSA 06e3/1M4nBaHns Heo6XxoAnMO NPOBOAUTL PEryNsapHbIii aHaIM3 HakomneHHo 6a3bl
OaHHbIX.

Ha npakTuke TpyAaHO Ao0KasaTth, YTO KOH(MAEHLANbHOCTb MOXeT obecneynBaTbCcsa Ha ypoBHe 3.

5.2 KaTteropuu cy6beKToB faHHbIX

5.2.1 O6buwwne cBepeHmns

B HacTosilem cTaHAapTe OCHOBHOE BHUMAaHWe yAenseTca ncesfjoHMMu3anny JaHHbix o nayneHtax/nony-
yaTenax MeguunHCKON NOMOLL M, HO U3N0XEHHbIE B HEM NPUHLMUNLI MOTYT NPUMEHATLCA U KAPYTUM KaTeropmam
Cy6BEKTOB laHHbIX, HANPUMep K paboTHUKaM 34paBoOXpaHeHNs Uy opraHusalnam.

B5.2.2—5.2.4 nepeuncneHbl cneynuyHbie KaTeropum cybbeKkToB AaHHbIX M NepeyHn 0Co6eHHOoCTel aTnx
KaTeropmi.

5.2.2 MayunoHT/nonyyatenb MeaNLNHCKOW NnoMoL, N

PeleHns o 3aWwjmMte NAEHTUYHOCTH NaLneHTa MoryT 6biTb 06YC/I0BEHbI:

- Tpe6oBaHNAMU 3aKkOHO4aTeNbCTBA N0 06ecneyYeHmnto KOHPUAEHLMAaNbHOCTA NePCOHANbHbIX faHHbIX:

- He06X04MMOCTbLIO COBMI0AEHUA BPaYe6HOW TaliHbl 418 YCTAHOBNEHNS AOBEPUTENbHbIX OTHOLIEHU MexXay
MeULMHCKUM PaboTHUKOM M NauUeHToM;

- 0OTBETCTBEHHOCTbIO 3a BefeHne perncTpoB coLuanbHO 3HaYUMbIX 3a60/1eBaHNii v 4pyrux pecypcoB UH-
hopmauuy 06 06L,eCTBEHHOM 340POBbLE;

- nepegaveit MUHUManbHO HeobxogMMO ngeHTULnpyoLw el HopmMaLmm TpeTbUM CTOPOHaM Npu okasa-
HVUW MeMLUHCKO nomowu (HanpyMep AN BbINOHEHUsI NabopaTopHbIX aHaIN30B);
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-obecneyeHnem KOHMAEHLNANBHOCT NPU BTOPUYHOM UCNONb30BAHUN MeAULUNHCKUX AaHHbIX ANA Hayy-
HOli paboTbl; HEO6XOANMO UMETH B BUAY, YTO B TEX CNyYasx, KOraa AaHHble TO/IbKO NCOeAOHVMU3NPOBaHbI. a He
MOSTHOCTbI0 06e3nYeHbl, 3aKOHOAATEIbCTBO HEKOTOPLIX CTpaH (Hanpumep MepmaHumn) TpebyeT NonyyYeHus oT na-
LMeHTa MHhOpMUPOBAHHOIO COrnacua Ha UCNoNb30BaHNe Oro AaHHbIX.

[ns o6ecneyeHns NpeeMCTBEHHOCTU MeULUHCKOV MOMOLLM Heo6Xxo4MMa CKBO3HasA naeHTUdMnKauua naum-
€HTOB. MPX KOTOPOI MHhOpMaL M, NOyYeHHasn B pa3HbiX MecTax Sle4eHns O4HOro 1 TOro Xe nauneHTa, cBsizaHa
Mexay coboi. Ecnu npu okaszaHuy MeauUMHCKON NOMOLWY AaHHble NCEeBAOHUMU3NPYIOTCA B pasHbiX MecTax
nleyeHuns, To CywecTBYyeT yrpo3a HenpaBubHOW naeHTUdUKaLMM NN OTCYTCTBUS CBS3M faHHbIX C MaLUEHTOM.
Ecnun nceBfoHNMMU3aLyna ocyLecTBASETCS NPU HEMOCPEACTBEHHOM OKa3aHWM MeAULMHCKOW NOMOLLM, TO B TEX
cnyvasx, korga nayuMeHT no coobpaxeHnam 6e3onacHOCTM 340POBbA 0TKa3biBaeTcs OT NCEBAOHMMU3ALMNN. OT
Hero Heo6xogmmo TpebosaTb MHDOPMUPOBAHHOE cornacue.

5.2.3 MOAUUNHCKMO pabOTHUKN 1 OpraHn3aunm

MceBAOHMMU3ALMNSA MOXET TakXe NCMONb30BaTbCA ANA 3alNTbl AEHTUYHOCTUN MEeAULUHCKNX PabOTHUKOB B
pasHbIX CUTyauunsax, BkIyas;

- 3KCNepTU3y kayecTBa MeULMHCKON NOMOLL K.

- MHhopMMpOBaHMe 0 BpayebHbIX OLWNBKaxX AN NOBGOUHbIX 4eACTBNAX NeKapCTB.;

- aHann3 nevyebHO-AMaArHOCTUYECKOTO NpoLecca;

- 3KOHOMWYECKUNIA aHaNN3 Me UL UHCKOV MOMOLLHK,

- CTATUCTUKY AeATeNbHOCTM Bpaya.

TpeboBaHUA K COOTBETCTBYHOLMM MepaM 3aLUTbl ABASTCA OCHOBOV MECTHOMo 3aKoHoAaTeIbCcTBa U MOryT
oT/IMYaTbCA OT TPeboBaHUM K 3aluTe MAEHTUYHOCTY OpraHn3aLuuii.

5.2.4 NHhopmauma o MeANLMHCKUX ycTpolicTBax

Ob6ecneyeHne KOHUAEHLNANLHOCTMN B 34paBo0OXpPaHEHNN KacaeTcs CBeAeHN 0 MeANLMHCKUX YCTpOocTBaXx,
Hanpumep 06 MMNAaHTaHTax, Tak Kak ux uaeHTuduympylowme gaHHble HanpsMyto CBA3aHbl ¢ nauveHTom. [pyrue
MeAMLMHCKUE 1 NepcoHasbHble YCTPONCTBA TakkKe MOTyT 6bITb CBA3aHbl C NaLMEHTOM (HanpuMep ycTpolicTBa
annapartHoro AgblxaHus). B aTux cnyvyasx ycTpoicTBO MOXET ObITb MAEHTUMNLMPOBAHO Kak CyObEKT flaHHbIX, 1 N0
XapakTepuctukam 3ToroycTpoiicTea MOXHO pa3NnyunTb NnauneHTos. Heob6xo4MMo Takxe oueHnBaTb PUCK UAEHTH-
hukaymnm MeanLMHCKNX YCTPOCTB, 3aKpeneHHbIX 3a MeULUHCKUMU PAGOTHUKAMU UKW APYTUMU CYXaLUMu,
MOCKO/bKY MO HUM MOXHO OnpefennTb paboTHMKA UK opraHu3auuio.

5.3 KaTteropun gaHHbIX

5.3.1 O6pabaTbiBaeMble AaHHble

CornacHo HacToALleMy cTaHAapTy faHHble MOXHO pa3fennTb HaTe, KOTOpble NPUBOASAT K ngeHTudmKayum
cybbekTa faHHbIX, U Te. KOTOpble NpeAcTaBNAlT co60li MeanLMHCKY UHhbopMauuio. Takoe pasgeneHune noaHoc-
ThH0 3aBUCUT OT LLe/1IEBOT0 YPOBHS 06ecneyeHns KOHpMaeHLanbLHoCTH.

5.3.2 Habnwgaemblie gaHHbl e

Ha6nogaemble faHHble OTPaXatoT pasInyHble XapakTePUCTUKN CyObEKTOB AaHHbIX, PErMcTpupyemsble B Lensx
Kak MOXXHO 60s1ee NONHOro oNUcaHnsa cy6bekTOB faHHbIX C HAMEepeHNeM NocneyroLLero BOCCTaHOBNEHNA NAEH-
TUYHOCTU CYObEKTOB flaHHbIX UV UX MPUHAANEXHOCTU K ONpeesieHHbIM rpynnam.

5.3.3McoBAOHMMMN3NPOBAHHbIE flaHHbIe

B03MOXHbI Ba TUMNA NCEBAOHUMU3NPOBAHHbIX AaHHbIX;

npu Heo6paTMMoli NCeBLOHMMU3ALNY faHHble He coAepXaT MHhopmaLumio, NO3BO/IAIOLLYI0 BOCCTAHOBUTb
CBfA3b MeXAY NCeBAOHUMU3NPOBAHHBIMU AAHHBIMU 1 CyOBEKTOM AaHHbIX;

npu o6paTMMoii NCeBAOHNUMMU3ALUN CBA3b MEXAY NCEBAOHUMNU3NPOBAHHBIMU AAaHHBIMW U CYObEKTOM AaH-
HbIX MOXeT 6bITb BOCCTAHOB/IEHA C MOMOLLbIO Npoueyp, AOCTYMNHbIX TONIbKO CAHKLMOHMPOBAaHHbLIM No/ib30BaTe-
naMm.

NMpumMeyaHue — OBpaTUMOCTb SIB/ISIETCS CBOMCTBOM, KOTOPOE MOXET BbITb 06ECNEUYEHO Pa3HbIMU MeToAamM,
Hanpumep: 1) ¢ NOMOLLbK [06ABMEHUS K NCEBAOHUMMU3NPOBAHHBLIM AaHHBIM 3alUMPOBAHHbLIX MAEHTUDULMPYIOLLNX
[aHHbIX; 2) BEAEHUs Chucka CBsi3ell Mexay NCEBAOHUMAaMU U UAEHTUMKATOPaMU, XPaHsLLErocs B 6e30MacHoM
mecTe.

5.3.4 O6e311M4yeHHble gaHHble

O6e3/IMYEHHbIMY CHMTAKOTCS AaHHble, He coepxXalye nHpopmMalmmn, Kotopast MoXeT 6bITb UCNOb30BaHa
AN CBA3U C CyObeKTOM, K KOTOPOMY OHM NepBOHavYabHO OTHOCMAUCL. Takasa cBA3b Morna 6bl. Hanpumep, obec-
neymeaTtbcs No hamMuanam, UMeHaMm, OT4eCTBaM, faTe POXAEeHUS, perncTpatMoHHbIM HOMepPaM UAN UHOW NAEHTU-
thuumpytowein nHopmaymu.
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5.3.5 Hay4yHble faHHble

5.3.5.1 O6uwue cBegeHus

Mcnonb3oBaHne MegULNHCKUX AaHHbIX 4158 Hay4YHOW paboTbl 06bIYHO NpeAcTaBnseT coboli BTOpMUHOE nc-
nosib30BaHNe faHHbIX, NTOMUMO OCHOBHOIO MCMO/b30BaHUA B NpoLecce Ie4eHns naymeHTa. Bo MHOrmx 3akoHoga-
TenbcTBax TpebyeTcs, YTo6bl NaUNeHT AaBan MHhopMMpPOBAHHOE corflacue Ha Takoe ucnonb3osaHne. PyHaameH-
Ta/lbHbIA MPUHLMM 3aLlNUTbl NEPCOHANbHbIX AaHHbIX COCTOUT B TOM. YTO MAeHTUdULMPYEeMble MepcoHasbHble AaH-
Hble AO/KHbI 06pabaTbiBaTbCA UCKTIOUYUTESBHO B AeknaprpyemMblx Lensax. NoaToMy HaydHo-nccnegoBatenbckme
opraHm3aunv NposBASAIT 0COObI MHTEPEC K NCEeBAOHUMU3NPOBAHHbLIM UK Aaxe 06e3/IMYeHHbIM faHHbIM. 3a60Ta
0 KOHthnAeHUNanbHOCTN NEePCOHANbHbIX AaHHbIX, 0COOEHHO B YacTN MeULMHCKON nHdopmauun, npuBoAMUT K No-
ABJIEHWNIO HOBbIX HOPMATUBHbIX TPE60BaHMWI K 06ecneyeHunio NpaBa Ha KOHMUAEHLMANbHOCTL. HayyHble paboTHU-
KV fO/MKHBI ClefoBaTh 3TUM Tpe60BaHMAM, Y BO MHOTUX CAyYasiX UM NPUXOANTCA MEHATb TPaAULMOHHbIE MOAX0-
Abl K OOMEHY MHANBUAYANBHO NAEHTUNLUPYEMON MeAULNHCKOM MHpopMaLmed.

Cob6ntogeHune BpayebHol TaliHbl 1 aBTOHOMUM NauueHTa BecbMa npo6aeMaTuyHO, NOCKONbKY MHOTUeE Tpaaun-
LIMOHHbIE NOAXOAbI NO 3alnTe AaHHbIX C TPYAOM aganTUpylTCs K Bo3pacTaloLeil CNoXHOCTU AaHHbIX, MOTOKOB
MHOPMaL MK 1 BO3MOXHOCTAM M3B/1€YEHNS LONONHUTENbHON NOb3bl 38 CHET 06beANHEHUS Pa3PO3HEHHbIX JaH-
HbIX. MoNyyYeHne Knaccnuyeckoro MHPOPMMPOBAHHOTO cornacus naumeHTa Ha o6paboTKy Kax A0 COBOKYNHOCTH
[aHHbIX MOXEeT oKa3aTbCsi 3aTPYAHNTENbHbIM UM HEBO3MOXHbIM. HayuHbli paboTHUK MOXeT cBo604HO onepupo-
BaTb 06€3/IMYEHHbIMU JaHHbIMW, HO HE NCEBAOHNUMU3NPOBAHHBIMU.

5.3.6 NgeHTudunkatopbl NnayneHTos

B cucteme 3apaBooxpaHeHna NpuxoanTca paspellaTb KOHINKTHbIE CMTyaLun B OTHOLWEHUW TpeboBaHNii K
naeHTumnKaLumn nayMeHTos:

- €CNN J0CTYN K HECKOIbKMM UCTOYHUKAM MeANLMHCKNX AaHHbIX, NPUHaexalynx pasHbiM opraHusaumsam,
CaHKUMOHMPOBaH, TO XpaHALIMeca B HUX CBEAEHUA O 3aaHHOM cybbekTe MOXHO CBSi3aTb MexXay coboi. B
3aBUCHMOCTMN OT NPUMEHEHMNA CBA3AHHbIX faHHbIX, KCBA3SM MOTYT NpebABNATLCA cneayolumne TpebosaHns:

npasuIbHOCTb (CBA3W C UCTOYHMKAMMN J@HHbIX HE OTHOCATCA K Pa3HbIM NayueHTam);

nosiHoTa (HeT CBA3eil, KOTopble He yAanoch yCTaHOBUTL 13-3a OLWINGKM naeHTudKauumy cybbekTa AaHHbIX);

- eCNn foCTyN K AaHHbIM, UAEHTUMULMPYIOLWUM CYObEKT, OrpaHnyYeH, To JOBEPEHHbI NOCTaBLLMK yCNyr
MOXEeT KOHTpPOIMpyeMbIiM 06pa3om o6ecneynTb YNOTHOMOYEHHbBIM Ha TO NLLaM CBA3bIBAHNE NEPCOHANbHbIX AaH-
HbIX C CYOBEKTOM flaHHbIX.

HekoTopeble 3akoHogaTeNbCTBA MOTYT OrpaHMynBaTh CBA3biIBaHME MHDOPMALMM U3 PA3/INYHBIX UICTOYHUKOB
AaHHbIX. DTO 06CTOATENLCTBO TaKXe AO/HKHO 6bITb yUTeHo. Korga cyb6bekT gaHHblX obpalyaeTca K pasHbiM No-
cTaBLliMKamM MeAnLMHCKON NOMOLL M, TO OHV HEPEAKO PErNCTPUPYIOT €ro, NCNONb3Ys BHYTPEHHIO CUCTEMY HYMe-
pauun. AGMUHUCTPaTUBHAA U MeAULUHCKAA MHGopMaLusa 06 3ToM CybbekTe HepeKo nepejaeTca 4pyrum ynors-
HOMOYEHHbIM OpraHam ¢ 3TVUMU MeCTHbIMU HOMepamu. Kak cneacTBue, ynosIHOMOYEHHbIE OpraHbl, KOTOPbIM HEO6-
XO4MMO arpernpoBatb MNOMYYEHHYH WHGOpPMaLunio, He MOryT BblTb YBEPEHbI, YTO arperMpoBaHHble AaHHble
ABNATCA NOMHbIMU.

OTy cUTyaL o MOXHO n3bexaTb, MCNONb3Ys CTPYKTYPUPOBAHHbIE MOAXOAbI K YNPaBAEHNI0 UAEHTUYHOCTLIO.
Moppo6Hoe 06CyxaeHne ynpaBneHus NAeHTUYHOCTbIO He ABNSeTCS 3ajadeli HacTosLWero ctaHjapTa, ogHako
OCHOBOI HEKOTOPbIX PELUEHUI N0 yNpaBaeHU0 MAEHTUYHOCTbI0O MOXET 6bITb NCEBAOHUMMU3ALNS.

5.3.7 MepcoHanbHble AaHHble XXEePTB HACUANA U NYBANYHbIX NNL,

Ecnu ngeHtudpnkanma xepts HacuInsa MoxeT co3faBaTtb yrpo3y Ux 6e30nacHoOCTH, TO NPU UX IEYEHUN NN
AnarHocTuke oT MeMLMHCKOro nepcoHana TpebyloTca 40NoNHUTE bHbIe Mepbl NPefoCTOPOXHOCTU. MNpy Henoc-
peACcTBEHHOM KOHTaKTe C TakvM NaunueHToM fevallune Bpady MOryT ero naeHTuuumpoBaTh, a BCnoMoratesibHble
paboOTHUKM — HeT.

Mopo6HbIE MOMEHTbI BO3HMKAIOT NMPU OKa3aHUM MeANLVHCKON MOMOLLM NYy6ANYHBIM NLaM Uan TEeM. KTO
XOpOLLO 3HAKOM MeAULMHCKOMY coobLecTBy (HepeaKo OLWMOGOYHO Ha3biBAEMbIM OYEHb BaXHbIMWU NepcoHamMm),
Hanpumep, NOAUTUKaM, PyKOBOAUTENAM KPYMHbLIX NPeanpuaTUii nT. 4.

5.3.8 F'eHeTuyeckana nHgopmayuns

B OTHOLWEHUN reHeTnYeckoli MHOPMaLUK LNPOKO pacnpocTpaHeHbl ABe TOUKM 3peHns: 1) reHeTnyYeckyto
MHopMaLmio cnegyeT oTanYaTh OT APYroii MeAULIMHCKON nHhopMaLmn; 2) reHeTu4eckne faHHble AODKHbI 3allm-
WaTbCA TakMM e o6pa3om, kak n nobas gpyras MeauumHckas nHopmayma. Touka 3peHuns, CornacHo KoTopon
reHeTuyeckue faHHble 4O0/KHbl 6bITb 060C061EHBI OT MEAULIMHCKUX AAHHbIX, NONYyYNNa Ha3BaHNE «UCKNIOYNTENb-
HOCTU rEHETUYECKUX JaHHbIX».
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B 2004 rogy otaen C3 (3Tuka 1 Hayka) EBponelickoro gupektoparta C (Hayka 1 o6u,ecTBo) ony6aukosan
ABajuaTth NATb peKOMeHAaL it N0 3TUYECKUM, PUANYECKMM U COLManbHbIM acnekTam reHeTUuYeckoro TecTmpo-
BaHuA. Hanpumep:

- cnepyeT usberatb NPU3HAHNA «UCKNIOUYNTENBHOCTU FrEHeTUYECKNX faHHbIX» B MEXAYHAapOo4HOM NiaHe, Ha
ypoBHe EBponeiickoro coto3a un Ha ypoBHe cTpaH - YUneHoB EBponelickoro coto3a. OgHako ny6amyHoe Bocnpustme
reHeTUYecKoro TeCTUPOBaHNA Kak 0CO60 npoLuefypbl AO/MKHO NPU3HaBaTLCA M NPUHUMATLCA BO BHUMAaHWeE.

- BCE MeAULNHCKNE laHHble, B TOM YMUC/Ie TeHeTUYecKune, J0/KHbl YA0BIEeTBOPATL OAUHAKOBO BbICOKUM
cTaHAapTaM kayecTBa U KOHPUAEHLNANbHOCTH.

B yactn koH(pMAeHUManbHOCTN, HENPUKOCHOBEHHOCTU JINYHON XMU3HN 1 aBTOHOMUK 3TU pekomMeHgaunm
rnacaT:

- reHeTnyeckne gaHHble, BaXHble AN KTMHUYECKOTO NN CEMEHOTo KOHTEKCTa, A0/MKHbI 3aliMLaTbCca B
TOW Xe mMepe, YTO U fpyrue MeanLMHCKNe AaHHble TON Xe CTeneHn 3Ha4YumMocCTu;

- He06X0AUMO YUYUTbIBATb UX PE/IEBAHTHOCTb A5 APYTUX YNEHOB CEMbY;

- He06X04MMO YUnTbIBaTH NPABO NauUMeHTa 3HaTb UM He 3HaTb CBOK0 reHeTU4Yeckyto MHhopmauumio n obecne-
4ynBaTb 3TO NPaABO COOTBETCTBYOLWMNMN MeXaHM3MaMu NPoeCcCUOHaNbHON NPaKTUKK.

- N0 OTHOLLEHUIO K TEHETUYECKOMY TECTUPOBAHMIO A0/IKHA 6bITb BbipaboTaHa npakTuka npefocTasieHuns
COOTBETCTBYIOLEN NH(hopMaLUK, KOHCYNbTUPOBAHUS, MHPOPMUPOBAHHOIO COrnacus, nepejayn pesynbtTatoBTec-
TMpOBaHUA.

CyLecTBYIOT U APYIne MHEHWS, OTIMYalLwmecs oT aTUX pekomeHgaunii. Hanpumep, To4Hoe cogepxaHune
reHeTmyeckoli nHhopmaymmn, cobpaHHON Npu nccnegoBaHMM NONYAALUA, HEM3BECTHO, U TPE6OBaHUSA K 3alwuTe
reHeTnyeckoli nHpopmaummn, xpanaeiics B 6asax faHHbIX 1 B 6aHKax YenoBeYeCKNX TKaHel, MoryT 6biTb CO
BPEMEHEM CYLLeCTBEHHO MOBbILLEHbI.

B ceHTA6pe 2005 roaa Ha 27-i1 MexayHapoAHON KOHhepeHLMM No 3awuTe AaHHbIX 1 0obecneyeHnto KOHu-
AeHunanbHoCcTU 6bina NpuHATa «Jeknapaunss MOHTpe», B KOTOPOW 6b1N10 3asiBNEHO, YTO «...6bICTPbIA Nporpecc
3HaHWii B 06/1aCTU FEHETUKM, MOXET MPUBECTM K TOMY, 4TO MHdopmauus o yenoseveckoii JHK ctaHeT Hanbonee
Ba)XHOW YacTbio NePCOHasbHbIX AaHHbIX; 3TO YCKOPEHWE 3HaHWI yCumBaeT BaAXHOCTb afeKBaTHON l0puanyeckoi
3alWunTbl N obecnevyeHna KOHPUAEHLNANbHOCTH.

TeMm He MeHee B Tex c/yyasnx, Korja reHetunyeckas nHopmauunsa SBNaeTca YacTbio COBOKYNHOCTU XapakTe-
pUCTUK, KOTOpas fo/KHa 6bITb NCEBAOHNMU3NPOBAHA. HEOOX04MMO NPUHUMATL BO BHUMAaHMWE cylecTeylolee
3aKoHoAaTeNbCTBO, METOANYECKNE PYKOBOACTBA M Ny6ankaLuy no aToii TemaTnke, KOTopble 0XBaTbiBalOT 60/1ee
LUMPOKUIA CNEKTP NOMYALNOHHbBIX FTEHeTUYECKUX cCnefoBaHmnin n PyHKLUNOHUPOBaHNA 6GaHKOB YeN0BEeYeCKNX TKa-
Heli. B 06X TEPMUHAX 3TOT PeCypC AaHHbIX MOXET 6bITb KnaccuunLMpoBaH kak ugeHTudmkauns reHos Bocnpu-
MMUMBOCTU K 3a60NeBAHNAM N ANATHOCTUYECKNX BUOMapPKepoB.

5.4 loBepeHHble CNyXO6bl

B cnyuvae, korga Ans CUHXPOHM3aUun NCeBLOHUMOB, NPUCBANBAEMbIX Pa3HbIMU yUpeX4eHUsMy uam opra-
Hu3aumamu. Heobxoamma cnyxba NceBfOHUMU3ALNN. MOXET NOHAA06UTLCA MeHeaXep A0BEPEHHbIX CNYXO6.
[loBepeHHble cNyx6bl MOTYT 6bITb peann3oBaHbl NPU 60/1bLOM YMCcNe NpoBalifepos, BKAOYAA KOMMepyeckne
hupmbl, 06LLECTBEHHbIE OpraHu3aLl M, rocyapcTBeHHble NPeanpuaTUS U yupexaeHns. B pasnnyHbix 3akoHoga-
TenbCTBax AeATeNIbHOCTb NPOBaiijepoB MOXeT Pery1npoBaTbC HOPMATUBHbLIMY JOKyMEHTaMN Ui TpeboBaHns-
MU cepTudmkalmn.

5.5He06x04MMOCTb BOCCTAHOBNIEHNA UAEHTUYHOCTN NCEBAOHUMU3NPOBAHHbIX AaHHbIX

Mpwn ncesBAoOHMMU3ALUN NAEHTUPULNPYIOLLNE AaHHbIE OTAENATCA 0T 06pabaTbiBaeMbiX AaHHbIX Y BMECTO
HUX K 06pabaTbiBaeMbIM JaHHbIM A06aBNAETCA KOAMPOBAHHOE 3HaYeHne. Takoli NoAxoA yCcTpaHsaeT NpsAMYIo CBs3b
mexay obpabatbiBaeMbIMy AaHHBIMU U MTEPCOHANbHBLIMU UAEHTU(KATOPaMu, HO NPY 3TOM B NPeAnnCaHHbIX Cy-
yasx npu cobngeHun mep 6e30MacHOCTY MOXHO BOCCTAHOBUTb UAEHTUUYHOCTb CybbekTa JaHHbIX. Ta BO3MOX-
HOCTb MO3BOMISET HAYYHbIM PabOoTHMKaM UCKIYaTb NAEHTU(UKATOPbI Cy6bekTa N3 obpabdarbiBaeMblX faHHbIX, HO
BO MHOTUX (perynvpyembix) cnyyasax BoCCTaHaBMBaTb MCXOAHbIE ugeHTUkaTopsl, ecnm 3To Heob6xoamMmo. He-
KOTOpble Takne cryyaun nepeyncsieHbl B NpuBEeSEHHOV cucTemMe KogMPOBaHUS.

Maoentudukauyma cnosaps gavHbix; NCO (1) ctaHgapTel (0) nceBgoHummsauns (25237) uenn socctaHoBse-
HUa nge!l'tmyHocTty (1).

KogupoBaHHble 3HaYeHus;

1) BepudmkaumA’npoBepka LenoCcTHOCTM AaHHbIX (data integrity verificatiorVvalidation);
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2) Bepuchukauua/nposepka fy61nposaHmsa 3anuceit gaHHbix (data duplicate record verification/validabon);

3) 3anpocgononHuTenbHbIX AaHHbIX (request for additional data);

4) ycTaHOBNEHUE CBA3N C UCTOYHMKaAMK gononHuTenbHoli nHgopmaymm (link to supplemental information
variables);

5) HOpMOKOHTpPOb (compliance audit);

6) nepegaya 3HauYMMbIX pe3ynbTatoB (communicate significant findings);

7)pononHutensHoe nccnegosanue (follow-up research).

[lNa KOHTPONA 3TV 3HAYEHMNSA AOKHbI 6bIThb yKa3aHbl NPy CaHKLMOHWPOBAHHOM BOCCTAHOBNEHUN MAEHTUYHO-
CTN. MeTo/bl TAKOr0 BOCCTAHOBJIEHWNSA AO/IKHbI 6bITb XOPOLLO 3aLULLLEHbI, YTO MOXHO 06€CneYnTb C MOMOLLbI0
MNCNoNb30BaHNA fOBEPEHHOI CNYX6bl reHepaunn knYein pacwngpoBkm MAEHTUHNKATOPOB 1 yNpaBaeHns 3TUMn
Knoyamu. loepeHHble cnyx6bbl MOryT 6e30nacHo onpeaenaTb KpUTEPUN BOCCTAHOBMNEHNA, aBTOMAaTU3MpoBaTh
BOCCTaHOB/IEHVE B COOTBETCTBUN CITUMMU KPUTEPUAMWN N YyNPaBASATb UMU.

5.6 XapaKkTepucTuku cnyx6bl ncesBgoHUMM3ALNN

CyLLecTBYIOT Ba OCHOBHbIX CLLleHapus NpUMeHeHnsa cnyx6 nceBAoOHUMU3ALNN:

1) nceBAOHMMbI NPUCBaMBalOTCS OA4HOM opraHu3aumeli (Mam 4na ogHON opraHusaunn) NM6o ANsA 04HON Lenu
— B3TOM c/iyyae 06bIYHO cnyx6a ynpaBnseT ngeHTndukartopamm, KOTopble MPUCBOEHbI O4HOM OpraHm3aunei
WU N3BECTHbI 3TOW OpraHunsauuu:

2) nceBAOHMMbI NpefoCTaBNATCA Cnyx6aMun NceBAOHMMU3ALNN — B 3TOM c/iyvae 06bl4HO cnyxba npes-
cTaBnAeT nceBgonaeHTUMKaTopbl HECKONIbKUM HE3aBNCUMbIM OpraHu3aumnsam, 4Tobbl MOXHO 6b1/10 CBA3ATb MEX-
ay co6oii MeguLMHCKY MHopmaLmio 06 04HOM 1 TOM Xe NauneHTe, CO6paHHY B 3TUX OpraHmM3aynsax, u npu
3TOM 3aWUTUTb UAEHTUYHOCTb NauneHTa.

B o60unx cnyyasx cnyx6a gomkHa hyHKUMOHMPOBaTbL Takum 06pa3oM, 4To6bl yrpo3a HeCaHKLMOHUPOBAHHO-
ro BOCCTAHOB/IEHUSI MAEHTUYHOCTM CYOBEKTOB 3TON CNYX6bl GblNa cBefeHa K MUHUMYMY.

Cnyx6a, npefHa3HavyeHHas ANS 3alUTbl MAEHTUYHOCTM NALUEHTOB, A0/HKHA YA0BNETBOPATb CAefy WM
MWHUMasIbHbIM TPe60BaHUAM [OBEPEHHOW NPaKTUKN:

- Heo6xo4MMo obecneunTb foBEpPME NoyYaTenein MeauLMHCKOR NOMOLLY B TOM, UTO MeAuLUHCKas nHdop-
MaLMOoHHas cucTema cnocobHa ynpaBnaTb KOHPUAEHUNANBHOCTLIO UX NHChOPMaLMK;

- Heo6xo0AnMo, 4To6bI 6blna obecneveHa husnyeckas sawmuta cnyxosbl;

- Heobxoanmo, 4Tobbl 6bis1a o6ecnevyeHa 6e30NacHOCTb PYHKLMOHUPOBAHUSA CNYXObI;

- KNII0YM BOCCTAHOB/IEHNS UAEHTUYHOCTM, TabIMLbl Npeo6pas3oBaHns U Mepbl 3aLLUThl A0/HKHbI NOABEpPraThb-
CA HE3aBUCUMOMY KOHTPO/IH0 HECKONTbKNX NUL, UM HECKONbKMUX OpraHn3aLluii Ha npeAmMeT COOTBETCTBUSA 3asAB/EH-
HbIM rapaHTusiM 6e30nNacHOCTU CNYXObl;

- cnyx6a fomkKHa KOHTpoaupoBaThCs (HanpuMep, Mo 4Or0BOPY WK B CUAY CAYXeBOHbIX 06553aHHOCTe)
NNLOM, OTBETCTBEHHbLIM 3a 6€30NacHOCTb UCXOAHbIX UAEHTUNKATOPOB;

- B NOATBEPXAEHNE 3aBNEHHbIX YPOBHEN ob6ecneyeHns KOHPUAEHLMANbHOCTU AO/MKHbI NPefoCTaBNATLCA
lopuanyeckme nTexHmyeckne pernameHTbl MPUMEHEHUS Ktoyeli BOCCTAaHOBNEHNA NAEHTUUYHOCTU U Mep 3aLUUThI;

- Ka4ecTBO CNYXO6bl 1 ee JOCTYNHOCTb A0/HKHbI 6bITb ONUCaHbI U COOTBETCTBYOLMM 06pa3oM ob6ecneyeHsl
npv npefocTaBneHUN MHhopMaLun n AocTyna;

- eC/IN HEKOTOPbIE MAEHTUUKATOPBI HE HYXHbI 419 06pab0TKN NePCOHANbHbIX AaHHbIX, TO OHWU MOTYT 6bITb
3aMeHeHbl NYCTbIMU 3HAYEHUAMMN:

- HekoTopble AgeHTudrKaTopbl MOTyT 6bITb UCKaXKEHbI CNOCO60M, COOTBETCTBYIOLLUM Liesim 06paboTku nep-
COHaNbHbIX AaHHbIX.

6 lMpouecc nceBaoHUMMU3aLUn (MeToLbl U peannsaumns)

6.1 KpuTepuu KOHCTpyupoBaHUSA

Mpu NnceBAOHMMU3ALNN fAaHHBIX HEOO6XOANMO OTAENUTb UAEHTUdULUPYIOLWME AaHHble OT 06pabaTbiBaeMbIX.

Paspenenve nageHTUULMpPYOLWMX 1 o6padaTbiBaeMbiX AaHHbIX B COOTBETCTBUM C 3aAB/IEHHLIMU YPOBHAMU
obecneyvyeHns KOHpMAEHLMaNbLHOCTW U MOCTPOEHHON MOAENbIO YTPO3 ABAAETCA KN0YEBbIM LWAarom npotecca nces-
AOHMMM3AUNN AaHHbIX. B ganbHeliwem ngeHtuduympyowas 4yacTb nofgseprHeTca npeobpasosaHutio, a obpaba-
TbiBaemas octaHeTcs 6e3 nusmeHeHus. Mpouecc ncesfoHnMusaLnm npeobpasyert 3afaHHble naeHTUMKaTopbl B
ncesaoHNM. C TOUKM 3peHUs HabngaTens, pesynbTupyoLwme NcCeBgoHUMbI He cogepXxaT NAeHTUDULNPYIOLLYI0
nHopMauumio (YTo ABNSETCSA OCHOBOI KpunTorpadgnyeckmx npeobpasoBaHuii). Takoe npeobpasoBaHNe MOXET ObITb
OCYLL,eCTB/IEHO pa3/InyHbIMK cnoco6amm B 3aBUCMMOCTUN OT TpeboBaHuii npoekTa. NceBAOHUMU3ALUSA MOXET:
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- BCerga npeobpasosbiBaTh aHHbIli nAeHTU(UKATOP B OANH U TOT Xe NceBA0HUM.MOCKObKY couyeTaHne
COXPaHeHNs CBA3N MeX/Ay COBOKYMHOCTAMM XapaKkTepucTUK O4HOI0 U TOT0 Xe nua n obecnevyeHns KOHOUAeHU M-
anbHOCTN Cy6bEeKTOB flaHHbIX ABNAETCA OCHOBHOM NPUYMHON NPUMEHEHUS NCEBAOHMMU3AL MW, 3TOT BapuaHT Uc-
nonb3yeTcs Hanbonee yacTo;

- Npeo6pa3oBbiBaTh faHHbIN nAeHTUdUKATOP B pasHblie NCEBAOHNMbI;

B 3aBMCMMOCTU OT KOHTEKCTa (KOHTEKCTHO-3aBUCUMbI/i NCEBAOHUM);
B 3aBMCMMOCTUN OT BPEMEHW (Hanpumep, kaseaplii pas Apyron nnn MeHsawwWwminca yepes onpegeneHHole
NHTEepBaJsibl BpEMEHN);
B 3aBUCMMOCTU OT MecTa (Hanpumep, MeHSALWMUIACA, eCnu faHHble nepeaalnTcs U3 pasHbiX MecCT).
6.2 Moponvpyemble CyWHOCTHN
Mogene nceBoHMMU3aLUN BKIOYAET B Ce65 YeTblipe CYLHOCTU, @ UMEHHO (CM. PUCYHOK 6):
- UICTOYHUK faHHbIX;
- npoBaigep cnyx6bl ngeHTUdnKaLmm nuu;
- npoBaiifep cnyx6bl NCeBAOHUMU3ALNN;
- nonyyvartesnb AaHHbIX.

PucyHok 6 — Mogenvpyemble CyLHOCTN

MNcTouHuK faHHbIX NpefcTaBaseT co60i CyLHOCTb, BbINOTHALLLYI0 cneaylolme QyHKLUK;

- NOArOTOBKY U CTPYKTYpMpPOBaHNe AaHHbIX AN5 CNYX6 naeHTudukaumm n ncesgoHnmnusaunm. Cnyxoa nces-
[OHMMUN3aLUUK Ao/MKHa onpefensTb, 4To TpebyeTca AenaTb C 31eMeHTOM AaHHbIX. ATO MOXHO 3ajaTb n6o ¢
MOMOLL b0 pa3MeTKN 3/1IEMEHTOB AaHHbIX, IM60 C NOMOLLbI0 pa3MeLLeHNa 3/TEMEeHTOB AaHHbIX B ONpe/je/ieHHble
MecTa, B KaX/,0M 13 KOTOPbIX OCYLLeCTB/IAETCA 3apaHee 3a/aHHas o6paboTka;

- nepegauy flaHHbIX cnyx6e ngeHTudrkaLum nuy. a 3atem ciyx6e ncesfoHMMmU3aLMn. 3To MOXHO caenaTtb
C MOMOLLLbIO BbI30BA K/IMEHTa CNYX6bl naeHTuduKaLnm, a 3aTem KImeHTa ciyx6bl NCeBAOHNMU3ALUN;

- cunTbiBaHMeE N 06paboTKy pe3ynbTUPYHLLEro KoAa, BO3BpalLaemoro cnyx60i nceBgoHummsaunmn. 3Tot
Lwar MoXeT COCTOSITb B MPOCTOV perucTpauuu pesynbtarta, eC/iv BbI30B C/YXObl 6bl1 ycneLeH, MM60, ecamn npu
BbI30BE BO3HMKNa OWK6Ka, B TOBTOPHOM BbI30BO MU B OTNpaBke NpeaynpexieHna B 3aBUCKMOCTUN OT BO3Bpa-
LLleHHOW nHdopmaLun.

Monyuyatenb gaHHbIX NpeacTaBnseT co60oii CyLHOCTb, KOTopas NPUHUMAaeT NCEeBAOHNMU3NPOBAHHbIE faH-
Hble OT CNYX6bl NCeBAOHUMU3aLNN 1 06ecneynBaeT fanbHellyo 06paboTKy AaHHbIX. B 3aBUCMMOCTH OT MecT-
HOro 3aKoHOAaTeIbCTBa M YPOBHA 06ecnevyeHuns KOHUAEHLManbHOCTN faxe NCeBAOHVMU3MPOBaHHbIe AaHHbIe
MOTyT He Y/10B/1IeTBOPSTb TPe60BaHNAM 3aKOHa 0 NepcoHasibHbIX flaHHbIX. MonyyaTenb AaHHbIX BbINMOMHAET Cre-
aywouwme yHKLUN:

- pacwnpoBKyY AaHHbIX, NONYYEHHbIX OT CNYX6bl NCEBAOHUMU3ALNN;

- 3aMUCb NOMYYEHHbIX flaHHbIX B LilefIeBble XpaHunuila MHopMaL M B COOTBETCTBIM C CUCTEMHbIMU NpaBu-
namu (nposepka Ay61vMKaToB, 06HOBMIEHNE paHee 3annCaHHbIX JaHHbIX U T. A.):

- CTATUCTMYECKNI aHann3 pesynbTupytoLero Habopa xapakTepucTuk.

Cnyx6bl naeHTUUKALUKN NUL, U NCEBAOHUMU3ALNN NPeACTaBNAT CO6OI CYLHOCTH, BbINOMHSAOLWME COOT-
BETCTBEHHO YCTAHOB/IEHNE NAEHTUYHOCTH NaLMeHTa v NnpoLiecchbl NcesfoHMMMU3aymn. Bes nHdopmaums, kotopas
TpebyeTcsA NOAMTUKOI 6€30NacHOCTU BO BPEMS ceaHca A/19 NPUHATUA pelleHmns o paspelleHnmn o06paboTku, J01K-
Ha 6bITb NpefoCTaB/ieHa BO BpeMs ceaHca. Ecnu nceBgoHumusanus tpebyeTtcs Ans 06befUHEHUs faHHbIX, CO-
61paeMbIX HECKONbKUMW HE3ABNCUMbIMW OpPraHn3aunamMm, Uan Ans CHKEHNA Yrpo3bl HECAHKLMOHNPOBaHHOTO
BOCCTAHOB/IEHWNS NAEHTUYHOCTH, TO Takne CAyx6bl naeHTudrKaLmm 4omKHbI 06ecneynBaTbCa cnyx60ii ncesfo-
HUMU3aLuUK.

Cnyx6a ngeHTudukaunm nuy ynpasnseT ngeHtudmnkaropamu, nepegasaemMbiMu cnyxb6e ncesgoHmmmusa-
ummn. OHa B3aMMofelicTByeT C UCTOYHUKOM AaHHbIX TN60 HENOCPEACTBEHHO, IMGO C NOMOLLbI ONpeAeneHHoro
OTHOLWEHUS. B 3aBUCMMOCTN OT apXUTEKTYPHOTO PeLeHUst MAEHTUGNKATOPbI NaLueHTa y UCTOYHUKA faHHbIX 1Y
CNyX6bl ngeHTUUKaLNN UL MOTYT OT/IMYATBLCS.
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6.3 Moponb NOTOKOB paboT

Ha pucyHke 7 nokasaHbl TUNMUYHbIE MOTOKA AAHHbLIX MEXAY CYLWHOCTAMM MOAEeNn NoTOKoB paboT. OHu
Takke MAeHTUUUMPYIOT TUNLI COOBLEHNA, TpebyeMbIX 415 Nepefayn faHHbIX UK yBeAOMIEHUA O cTaTyce
onepaumii C NOMOLLbIO COOBLEHNA NoATBEPXKAEHNA. V3BNeUeHne AaHHbIX U MHTerpaunsa AaHHbIX BbIXOAAT 3@

pamMkn HacToslwei Mofenn W OCYLLeCTBASAIOTCA COOTBETCTBEHHO MNPUIOXEHWSMU WCTOYHUKA faHHbIX U
nosyyartens faHHbIX.

Cnyxb6a WA — cnyx6a naentudukauun; U1 — ngentudukatop nuua. WAAH — uaeHTuduumpyroune gaHHble;
NMCB — nceBAOHUM

PucyHok 7 — TMOTOKMN faHHbIX

Co6bITUA 06MeHa fjaHHbIMY BKNOYAKT B cebA:

- 3anpoc nosyyatenem faHHbIX Toli MHhopMaLmmn, KoTopas Ao/IXHa 6GbiTb BKIOYEHA B 3aNpochkl NAeHTUdMKa-
Lyn 1 NCeBAOHNMM3ALUN N COOTBETCTBY O ME NOATBEPXKAEHMS;

- 3anpoc AeHTUNKaTOpPOB NauneHTa gna nepegayn cnyxoe nceBfoHMMMU3aL MM 1 COOTBETCTBYOLLEE NOA-
TBEpPXAEeHNe npuema;

- nepefayy 3anpoca Ha nceBAOHMMMN3aLNIo;

- nepegady cnyx60i nceBAOHMMU3ALUN NOATBEPXAEHNS NPpUeMa 3anpoca Ha NceBAoHMMU3aLNIo;

- nepegfayvy NCeBLOHUMU3NPOBAHHbIX flaHHbIX MOMyYaTe o AaHHbIX; M0 3aBEPLUEHNMN NpoLecca NCOBAOHU-
MU3aLmmn faHHble nepefalnTcs Ha Tpebyemyto 06paboTKy:
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- NoATBEPXAEHWE NONYYEHNA: NoyyYaTe b AaHHbIX NOATBEPXAAeT NoNyvyeHne NCeBAOHUMU3NPOBAHHbIX
JaHHbIX (TOATBEPXAEHMNE MOXET Takxe cofgepxaTtb pe3y/ibTaT NPOBEePKU JaHHbIX, HanpuMep NpaBuUIbHOCTb UX
dopmata);

- ecnu TpebyeTca CKBO3HOE NOATBEPXAEHME, TO CAyxXba NCeBAOHNMU3aLUN TPAHCIMPYeT NoATBEPXAEHNEe
nosyyeHns cnyxoée ngeHTudukaLm nuL. kKoTopas B CBOK oYepeb TPAHC/INPYET ero MCTOUHMNKY faHHbIX.

Ecnwu B npouecce UCNONHEHNA CNyX6bl NCeBAOHMMU3ALNN 06HAPYXNBAOTCA OWNGKN, TO UCTOUHUKY AaH-
HbIX BO3BpaLLalnTCca KOAbl OLNGOK (Hanpumep, HenpaBubHbIA hopMaT faHHbIX, OWKbKa ayTeHTUdMKaLMmn NCTou-
HUKa AaHHbIX).

6.4 TloaroToBKa gaHHbIX

Mpexae yem nepefathb faHHble Cyx6e NceBAOHMMN3ALNN. NCTOYHUK AaHHbIX AO/DKEH UX MOATOTOBUT.
Takas nogrotoBka HeobxoAnMa A9 BbINONHEHNA TpeboBaHWii o6ecneveHns KOHpUaeHLanbLHOCTH, onpeaenex-
HbIX MOIMTUKON KOH(DUAEHLMANBHOCTH.

CornacHo KoHLenTyabHON MoAenn NPUMEHeHUs CNyX6 NCeBAOHMMMU3ALMN. AaHHbIE [O/MKHbI ObITh pasje-
NleHbl Ha iBe YacTu: nepBas CoAEepXUT UAeHTUMNLMPYOLWNE faHHble, a BTOpas — UCK/IYUTENIbHO 06e3/1MYeH-
Hble laHHble.

MaM THONA 1|LW A4 M 1

(OBMAHMMM)
obpn/ikn — N AELIV w

(MWNONebtnnn— wum»JIMM 1) (MCcUroTANWHM AaHHbIE)

MarnsmKa MOH(UABHLIOTUIOCTIN

PucyHok 8 — lMogrotoska faHHbIX

CTpyKTypurpOBaHue AaHHbIX MOXET 6biTb BbINOTHEHO C MOMOLLbIO Pa3MeTKM 3/1eMEHTOB AaHHbIX, CO3AaHuns
TabnuLbl CCbISIOK HA flaHHble UK C NOMOLLbI0 MOMELLEeHUSI 31eMEHTOB AaHHbIX B 3apaHee onpefeneHHoe MecTo.

B cOOTBETCTBUY C KOHLENTYaNbHON MOLENbI0 1 TpebyeMbIMU YPOBHAMMN 06€31MYMBAHNS pa3inyaloTcs cre-
ayouime cnocobbl NOATOTOBKM.

- 3/1IeMEHTbI JaHHbIX, KOTOPbIE UCMOJb3YITCA AN CBA3bIBAHWA, TPYNNUPOBKNA, NOMCKA 06€3/TMYEHHOMN UH-
chopmauun. novcka coBnageHnin N T. 4.. AO/MKHbI 6bITb BblAeNeHbl U pa3MeyeHbl TakuM 06pa3om, 4To6bl Cnyxoa
nceBAOHMMU3ALNN 3HANA, TAe HANTU UX U KakK ux obpaboTaTb:

- B 3aBMCUMOCTM OT NOSINTUKN KOHPUAEHUNANBHOCTY HEO6X04MMO COOTBETCTBYIOLLMM 06pa3oM pasMeTuTb
Te 3/IeMeHTbl, KOTopble J0/IXHbI 6bITh NPeo6pa3oBaHbl cneymanbHbIM 06pa3omM, Hanpumep, abcontoTHbIE 3HaYe-
HWA faTbl M BPEMEeHU A0/KHbI 6bITb NPeo6pa3oBaHbl B OTHOCUTENbHbIE, AATbl POXAEHUSI B BO3PACTHbIE TPYNMbI;

- NAEHTUULUPYIOLW e 3/IeMEeHTbI, KOTOpPble B COOTBETCTBUM C NOSINTUKOW KOHUAEHLMANBbHOCTN He MOTYT
yyacTBOBaTh B AasibHeliweli 06paboTke NPUNOXEHUEM NOyYaTeNst faHHbIX, AO/MKHbI GbITb UCKTHYEHbI:

- 06e31nYeHHas YyacTb UCXOAHbIX NEPCOHANbHbIX faHHbIX NoMelLaeTca B o6pabaTbiBaeMyo YacTb NOAO-
TOB/IEHHbIX AHHBbIX.

6.5 Warn o6paboTkn B NnoToKe geicTBuii

OCHOBHbIE Wary NceBLoHMMU3aLNN NokasaHbl Ha pucyHke 9.
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PucyHok 9 — TMpouecc nceBgoHMMmU3aLmm

OHW COCTOAT BCreayloLem:

1) B UICTOYHNMKe AAHHBIX, KOTOPbIV NpefoCcTaBNAeT AaHHble cnyx6e NceBAOHNMU3aLNN. faHHble paclyenns-
10TCA Ha MAeHTUdULMpyoL e AaHHble 1 o6pabaTbiBaeMblie 06e3/1MUeHHble faHHble. Kakne UMeHHO cunTatoTces
VI,quTI/ICbVILWIpyIOLLI'VIMVI AaHHbIMW, a Kakne 06€e3/IMYEHHbIMU, 3aBUCUT OT Tpe6yeM0|7| cTeneHn o6e3nnymBaHuns B
noMTuke 6e30MacHOCTN CUCTEMbI C60pa NepcoHasibHbIX AaHHbIX;

2) cnyx6a nceBAoHNMM3aLMM pa3bupaeT 3arofI0BOK U BbIMOHAET fieiiCTBUSA, NpeAnucaHHble ee NOMNTUKON.
K HUM OTHOCSATCA NCEBAOHUMMU3ALNSA 3NEMEHTOB AaHHbIX, BblYMCIEHNE OTHOCMTE/bHBIX AaT. YAaneHne anemeH-
TOB AaHHbIX N. BO3MOXHO, LIJI/I(*)pOBaHI/Ie OTAENNbHbIX 31IEMEHTOB AaHHbIX, €C/1N 3TO TpeﬁyeTCH nonuTukoli o6ecne-
YeHunA KOHpMaeHLManbLHOCTU. MpK 3TOM ANA CNyX6bl NCEBAOHUMM3ALUN coagep)aHue obpabaTbiBaeMbIX AaHHbIX
ocTaeTCcs HEBUAUMbIM. DTO NpeAnoUYTUTENbHbI CNOCO6 AeicTBUiA 3Toi cnyx6bl. OAHAKO NOMTHKA MOXET npes-
nnucbiBaTb MHOE, HAaNpuUMep, YTo cofepxaHne obpabaTbiBaeMbiX AaHHbIX Takxe NognexuT paséopy. O6bi4HO pas-
60p ocyLecTBAAETCS 4719 NPOBEPKN HATMUYUSA HeXelaTeNbHOro cogepxaHua (Hanpumep, MAeHTUNKaTopoBs B
3/leMeHTax AaHHbIX). Bce NpoBepkM oCyLLecTBNAOTCA «6e3 COXpaHeHUss COCTosIHUA». Cnyx6a nceBgoHUMu3a-
LMK He coxpaHsieT paHee 06paboTaHHble AaHHbIE Y MO3TOMY HE MOXET CPaBHWUTb C HYMU MW BbINOSTHUTL NPOBEPKY
CyyacTMeM 3TVX JaHHbIX. YUNTbIBAKOTCS TONbKO Te AaHHble, KOTOpble MOCTYNUAN B JaHHOM CeaHce.

MpumMmeyaHue — O6paboTka NCEBAOHMMOB U 06€3/IMUMBaHNE 06pabaTbiBAEMbIX AaHHbBIX MOMYT BbINOMHATLCS
OTAENbHLIMI KOMMOHEHTaMMn 1 cryxéamu,;

3) no 3aBepLueHnr 06paboTkn cnyxba nceBfoHUMMU3aL N OTNPaBAsieT NCeBAOHUMU3NPOBAHHbIE laHHbIe B
XpaHunuLie no 3alueHHOMY KaHany.

4) Korga npuaoXeHne XxpaHuavuia noayyaeT faHHble, OHO MPUMEHSET COOTBETCTBYOL e 6U3Hec-Nnpasuna
AN NOMeLLeHNs faHHbIX B XpaHunuwe. OHM MOTyT BK/IOYaTb B ce651 NpOBEPKY Ay61MPOBaHNSA faHHbIX, NPOBEp-
Ky OTCYTCTBYIOLUX 3/1IEMEHTOB, Tpebyemble npoueaypbl NOATBEPXKAEHNA U T. 4.

Lnsa noBepeHHO peann3auny meToga NceBAOHUMU3aLMN B CNyYaB, Korfa gaHHble co6MpanTcs HeCKOMb-
KMMU He3aBUCMMbIMU OpraHn3aumamu, cnyxba nceBhoHUMU3aL MM UNN joBepeHHas TpeTbsi CTOPOHA, OCYLLecTB-
nawouias nceBAoOHMMM3aLMI0. AeACTBUTENIBHO ABASIETCA HE0OX0AMMON. 3TO 06YC/IOBNEHO CrieyoWnMmN TpemMs
OCHOBHbIMY NPUYUHAMMU:

- NOCKO/IbKY OHA B3aumofeicTByloLan CTOpoHa He Bceraa foBepsieT ApYroii, To foBepre MOXeT 6bITb
YyCTaHOB/IEHO ONOCPEAOBAHO, EC/N KaXAas U3 BYX CTOPOH loBepsSeT He3aBUCMMO TpeTbeli cTopoHe. O6e cTo-
POHbI CBA3aHbl HOPMaMM PeryinpoBaHns, ykasaHHbIMUW B COralleHnn o NonnTmukax 6e3onacHocTu n obecneyveHmm
KOHhMAeHUnanbLHOCTH, 3aK/TlOYEHHOM CO CNYX60 NnceBfOHUMU3aALNN;

- UCMO/SIb30BaHNE CNyX6bl NCEBAOHMMM3ALMN NpeaaraeT eMHCTBEHHO HAAEXHYH0 3alUTy NPOTUB HEKOTO-
pbIX TUNOB aTak Ha NpoLecc NceBgoHMMM3aLmnu;

- obneryaeTcsi peanunsaumns LONONHUTENbHOW TEXHONOMMK ycunexumsa 6esonacHocT (TYB) ngononHutens-
HbIX PYHKUUA 06pabOTKM AaHHbIX.

MpumMepbl — KoHTponupyemas o6paTUMOCTb, He ocnabnaiowas KOHPUAEHUNanbHOCT b; UHT epak T UB-
Hble 6a3bl AaHHbIX.
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6.6 ObecnevyeHne KOHMPMUAEHLNANTLHOCTN C NOMOLLbLIO NCEBAOHUMMU3ALNN

6.6.1 KoHuenTyanbHas mofenb Nnpo6aeMHbIX o6n1acTell

B HacTosLeM cTaH4apTe OCHOBHOE BHUMaHWe yaenseTcs cobupaemoii nnm xpaHsieincsa nHdopmauymm u B
MeHbLUe CTeneHun - AnasoroBoMy UCNOb30BaHUIO cucTeM nayneHtamu. (MHpopmauns naunmeHToBs, BBejeHHas
NN U3MEHeHHas, MOXeT paccMaTpMBaTbCs Kak xpaHswascs.)

CyliecTByeT MHOIo NpuyuH ANs obecnevyeHns KOHOUAEHLUNANbHOCTA C MOMOLLbIO COKPLITUA MAEHTUYHOCTU.
B nto6om cnyyae nonnTmka KOHPOUAEHLMaNbHOCTH JO/IXHA 3a4aBaTth NpejMeT 3alUTbl KOHPUAEHLNAaNLHOCTYU C
NMOMOLLbI0 NCEBAOHNMM3ALIMMN N ONPeaensaTb, UTO cunTaeTcs uageHTudnLmupyoLlieid nHpopmaymeii, a uto cunTaeT-
cA HengeHTudUuMpyowein nHchopmaumnei.

C dhyHKLMOHaIbHOI TOYKN 3pEHUSt BaXHO onpefennTtb, TpebyeTcsa im 06paTtuMocTb NCEBAOHNMMN3ALNN 1
KakoBbl 6yAyT nocneAcTBMA 06paTUMOCTH, YTOObI MPOLEeAYPHO N TEXHUYECKN CNOCOBCTBOBATL CAHKLMOHNPOBAH-
HOMY NPMMEHEeHMNI0 06pPaTUMOCTU U NPEeNATCTBOBAaTb APYTVM NPUMEHEHUSIM.

B 3aBYCMMOCTM OT CXEMbI ynpaBneHus naeHtTudurkaymeii cnctemam ynpasneHnsa ngeHtudukaumnein moryt
Tpe6oBaTLCA CNOXHbIE PYHKLMM NCEeBAOHUMU3ALNN. BKIOYaOLW e B cebsa npeobpasoBaHne NCeBAOHNMOB Npu
nepexoje oT O HOr0 JOMeHa K pyromy.

[ByMs BaXKHbIMU 3/1eMeHTaMy KOHLEenuuv nceBgoHMm3annm SBnsoTcs:

- JOMeH, B KOTOPOM 6yAeT NCNob30BaTbLCSA NCEBAHOHUM;

- 3alMTa K1Ya nceBgoHNnMmU3aLum unn yHKLMn paccensaHus.

6.6.2 HenocpeacTBeHHaa 1 KOCBEHHAA UAeHTUMNKaLMA NepcoHanbHOl MHpopmaLmum

6.6.2.1 Obwune cBefeHnsa

MepcoHanbHble JaHHble MOTYT UAEHTUMULMPOBATLCSA HENoCcpe4CTBEHHO UM KOCBEHHO. [laHHble cunTaoTCs
HenocpeACTBEHHO UAEHTUMULUPYEMbIMU, €CNIN INL0 MOXET 6bITb NAEHTUMULMPOBAHO C NOMOLLbI0 aTpubyTa faH-
HbIX IM60 NO ero 3HayeHuto, NM6O NoO ccbisike Ha 06 efO0CTyNHbIA pecypc (Man pecypc, 4OCTYN K KOTOpOMY
perynupyetcs aibTepHaTUBHON NOIMTUKOI), cofepXallnil aeHTUdUKaTopbl 3TOro Nnua. B kavecTse Takux atpu-
6YyTOB MOTYT BbICTYNaTb XOPOLIO U3BECTHbIE MAEHTU MKATOPLI (Hanpumep, HoMep TenedoHa Uv ajpec) Ui vuc-
noBble ngeHTunkaTopsl (Hanpumep, HoMep HanpaseHNs Ha uccnefoBaHne, HOMep pesynbTara juarHoctTuyec-
KOro nccniejoBaHus, 06beKTHbI AEHTUMUKATOP JOKYMEHTA, HOMep 1TabopaTopHOro aHasnsa). KocBeHHbIM NaeH-
TUVKATOPOM CNYXUT aTpubyT, KOTOPbIA B COYETaHUN C APYTMMUN KOCBEHHBIMU UAEHTUKaTopaMy MoxXxeT obecne-
YNTb YHUKaNbHYIO naeHTudnkauno nuua (HanpuMmep, NOYTOBLIA MHAEKC, NOA. AaTa poxaeHus). K Takum atpuby-
TaMm Takxe 0THOCATCSA 3alluLleHHble KOCBEHHble AeHTUMKaTopbl (Hanpumep, gara npoueaypbl Uav gata meju-
LIMHCKOTO n3o6paxeHus). locTyn K HAM OFrpaHUy4eH, HO TEM He MeHee OHW MOTYT CNO0b30BaTbCs A1A ngeHTudun-
Kauuu naumeHTa.

6.6.2.2 XapaKkTepucTuku, naeHTuduymnpyoLime amuo

K xapaktepucTukam, naeHTuuLMpyoLwmm 11L0, OTHOCATCA:

- UMeHa nuua (Bkayvas npeanoyTUuTeNbHble, pUanYeckme, 4pyrue, nof4 KOTOPbIMU U3BECTHO 3TO NINL0);
noj MMeHamu MNoHVMaeTca amuinsa u Bce Apyrne 3/1eMeHTbl MUMeHOBaHUA nuua, onucaHHble B JOKYMeHTe
NCO/TC 22220;

- nAeHTUdUKaTopbl N1La (Takne, Kak HOMep INLEeBOro cyeTa nauveHTa, HoMmep MeAnLMHCKON KapTbl, HOMepa
nnueHsnit/cepTudnkaTos, HOMEpP KapTOYKM COLManbHOro CTpaxoBaHUs, HOMep CTPaxoBbIX MO/IMCOB, UAeHTUdUKa-
TOPbI 1 perncTpaLnoHHble HoMmepa TPaHCNOPTHBIX CPEACTB, B TOM YMCe HOMepa rocyAapCcTBEHHOW pernctpauuu;
3TW HOMepa MOryT BKIOYaTb B CE6S JONO/HUTE NIbHbIE aTPpUBYThl, HaNpUMep naeHTUMnKaLnio opraHnsaLmi,
NPUCBOUBLUNX UAEHTUUKATOPBI, TUMbI UAEHTUMUKATOPOB N 0603HAYEHUA);

- BuomeTpuyeckre gaHHble (06pasLbl peun, oTnevaTku nanbLes, oTorpadmm v T.);

- uMdpoBble cepTUdmKaTbl, MAeHTUhMLUPYOLW e 1O,

- AeBUYbLS hamnInmsa MaTepu 1 gpyrve nofo6Hble xapakTePUCTUKN OTHOLLEHWIA C ApYTUMK nuuamu (Hanpu-
mMep. naeHTudmrKaLmsa cembhm);

- aipec perucrtpauun no MecTy XUTenbCcTBa;

- TeNeKOMMYHUMKaLMOHHbIe afjpeca (Homep TenedoHa, Mo6unbHoro TenedoHa, hakca, neiigxepa, agpec
3/1eKTPOHHO NOYThI, agpec B ceTn MIHTepHeT. IP-agpeca, naeHTndukaTopbl U cepuiiHbie HOMepa yCTPOCTB);

- CBSI3U C cybGbeKkTaMn MmeauuMHCKol nomowm (MaTb. oTew, cecTpa uamn 6pat, pebeHok);

- onMcaHnsa TaTynpoBOK U APYTMX 0COObIX NPUMET.

B 3aBMCMMOCTM OT NCNO/Ib3yEeMOro cTaHAapTa dpopmata AaHHbIX MOTYT 6bITb 4ONOHUTE bHbIE CNeLndnKa-
L1Kn. KOTOpbIM HaZO0 cnegoBath (Hanpumep, gononHexnne 55 k ctaHgapty DICOM).

6.6.2.3 Arpernpyemble xapakTepuctuku

Ecnu faHHble ncnonb3yoTcs A4 Lenei cTatucTuky, To cnefyet usberatb ykasaHns abCcoNOTHbIX 3Have-
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- faTbl poxAeHus (OHWM SABNAIOTCA O4YEeHb CyLLeCTBEHHbIMWU MAeHTudukatopamu). YkasaHme so3pacta
6e3omacHee, HO BCe Xe TOXe MOXeT nNpefcTaBnAaTb cob60ii yrpo3y B coyeTaHun ¢ HabngaeMbiMU faHHbIMU.
MoaTomy flyylle NCNONb30BaTb BO3PACTHbIE rPYMMbl UK kaTeropmuun. Ytobbl onpegenntb 6e3onacHble gnanasoHbl
BO3pacTa, Haf0 NPOBECTN aHan3 Yrpo3 BOCCTAHOBEHUSA UAEHTUYHOCTH, ONMCaHe KOTOPOro BbIXOAMUT 3a pamku
HacTosero ctaHgapTa;

-AaTbl rocnuTanusaymm v BbIMACKN 1 NPOYKNE, OHU TaKXe MOTyT 3aMEeHATLCA Ha KaTeropuv nepuoAos, HO Npu
3TOM CO6bITUSA NeYEHUS fO/MKHbI PErMCTPMPOBATLCS MO OTHOLLUEHUIO K OCHOBHOMY CO6bITUIO (Hanpumep X MecsiLes
nocsne neyveHuns);

- KOAbl aAMUHNCTPATUBHO-TEPPUTOPUASTBHBIX 06pa3oBaHunii, €C/IM OHW CANLWKOM TOYHBbI, TO Takue reorpadu-
yeckue ykasaHusa cnegyet arpernpobartb. EC/IM 3TW KOfbl UMEIOT nepapxnyeckyto CTPYKTypy, TO MOXHO OTOPOCUTL
YTOUHSAIOLLYI0 YacTb Kofa, Hanpumep, ecan BTopas NoN0BMHA NOYTOBOrO UHAEKCA nAeHTuduunpyeT obpasoBaHme
€20 000 xuTeneit 1M MeHee, To ee HaA0 3aMeHUTL Ha 000’ .

[lemorpadunyeckue gaHHble ABNAIOTCA KOCBEHHbIMU MAEHTUUKATOPaMU Y N0 BO3MOXHOCTU JOJ/IKHbI M60
yAanaTbCa, NM60 arpernpoBaThCs [0 YPOBHSA, ONpeAeneHHOoro npegMeTHol 061acTbio MK 3aKOHO4aTeNbCTBOM.
Ecnn Hapo ocTaBNATb 3TW AaHHble, TO HE06X04MMO NPOBECTU aHaIn3 yrpo3bl BOCCTAHOBNEHUA UAEHTUYHOCTU U
COOTBETCTBYIOLLMM 06pa3oM NPOTMBOAENCTBOBATL OGHAPYXEHHbIM yrpo3am. flemorpadunyeckne fjaHHble BKIO-
yaloT B cebs;

- A3blK JOMAaLLHEr0 06 EeHNs;

- A3bIK OOLLLEHNA C APYTUMU MOABMU;

- penurunio:

- 3THUYECKYI0 NPUHAANEXHOCTb;

-non nuua;

- CTpaHy poxaeHus;

- npodheccuio;

- KPUMUHABbHYI0 UCTOPUIO;

- cyaebHble pelleHus;

- Apyrue agpeca (Hanpumep, agpec mecta paboTbl, agpeca BpeMeHHOI perucrpauum, no4YToBble agpeca).

- NOPAJOK poxXaeHns (BTOPOR nnu cnepyowmnii 6nMsHel, npy KpaTHbIX pogax).

[lo/KeH 6bITb COCTaB/IEH AOKYMEHT MOIMTUKM, COAEPXKALLNI OLEeHKN BO3MOXHOCTMN aTak B JaHHOM KOHTEK-
CTe B Ka4eCTBe OLLeHKMN yrpo3bl 419 o6ecrnevyeHns KOHpUaeHUNnanbHoCTh Ha ypoBHe 2. K MAeHTUPULNPOBaHHbLIM
yrposam oxHbl 6bITb fO06aBNEHbI MEPbl NPOTUBOAENCTBUSA.

6.6.2.4 AHOMasbHble XapaKkTepuUCTUKN

B 3aBMCUMMOCTY OT MOAENN YIPO3 aHOMasIbHble XapakTePUCTUKM AO/KHbI yaanaTeca. K Takum xapakrepuc-
TUKaM OTHOCATCSA:

- pefiko BCTpeyaeMble AnarHossbl;

- Heo6blYHbIe MpoLeaypsbl;

- HekoTopble npodheccuu (Hanpumep NPodeccnoHanbHblil TEHHUCUCT);

- onpepenieHHble HexapakTepHble 0CO6eHHOCTU NoNyNALMN B MH(HOPMaLMOHHOM pecypce,

- pa3nunyHble ypoacTea.

[lomkeH 6bITb COCTaB/EH JOKYMEHT MOMTHKU, COAepXaLlnii OLLeHKN BO3MOXHOCTH aTak B AaHHOM KOHTEK-
CTe B Ka4ecTBe OLeHKM yrpo3bl 415 o6ecneyeHns KOHUAEHLManbHOCTN Ha ypoBHe 3. K ngeHTUULpoBaHHbIM
yrposam f0/IKHbl 6bITb f06aBNEHbI MepPbl NPOTUBOLAENCTBUSA.

JlonrosBpemMeHHble pecypchbl AaHHbIX, B KOTOPbIX UCNOMb3yeTCsA NCEBAOHMMU3ALNSA. AO/KHbI ObliTb NpegmMe-
TOM PerysiipHoro aHaansa yrpos, CBsA3aHHbIX C HaMYMeM NoTeEHLUNaIbHO UAEHTUMULMPYIOLWLUX aHOMasIbHbIX Xa-
pakTepucTuk. Takoi aHanns3 4o/MKeH NPOBOAUTLCS He pexe 04HOro pasa Brog. K ngeHtnduympoBaHHbIM yrposam
[0/MKHBI 6bITb flo6aBIEHbl MepPbl NPOTUBOAENCTBUSA.

6.6.2.5 CTpyKTYpUpOBaHHbIE KOMMOHEHTbI faHHbIX

Hanuumne y faHHbIX CTPYKTYpbI OnpefenseT, Kakyto MHPOPMaLMIO B HUX MOXHO 06HapYXUTb U r4e ee MOXHO
06HapyxuTb. Mpu aHann3e yrpo3 BOCCTAHOBAEHUS UAEHTUYHOCTU HEOBXOAMMO cAenaTb NPenonoXeHNsa 0 TOM,
4YTO MOXET NPUBECTU K (HexenarenbHOl) nageHTudmnKaLmmn, HaunHasa oT NPOCTbIX O4EeBUAHbIX OLLEHOK 40 aHannsa
3ano/IHeHHbIX 6a3 faHHbIX 1 BbIBOAOB 3aBUCMMOCTEI. B 0TAIMUME OT «CTPYKTYPMPOBAHHOIO» TEeKCTa rapaHTmpo-
BaHHbI pe3ynbTaT aBTOMaTUYeCKOro aHan3a «CBO60AHOro» TeKCTa HEBO3MOXEH.

' TpeboBaHue, ykazaHHoe B pasgene 164.514 3akoHa HIPAA.
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6.6.2.6 HecTpyKkTypupoBaHHbIE€ KOMMNOHEHTbI flaHHbIX

Mpu HaNUYMM HECTPYKTYPUPOBAHHBIX flaHHbIX BONPOC 06 UX pasfeneHnn HangeHtuduumnpyoume nobpabda-
TbIBaeMble aHHble CTAHOBUTCSA OCHOBHbIM. CBOGOAHbI TEKCT AO/IKEH CUATATLCS YA3BMMbIM U paccmaTpuBaTbCs
Kak nognexauimnii ynaneHuo. HecTpykTypupoBaHHble KOMNOHEHTbI AaHHbIX AO/KHbI 6bITb NPeaMeTOM cneayio-
LWNX AeNCTBUNA:

- onpeaenunTb, YTO BATUX KOMMOHEHTaxX B COOTBETCTBUN C NONIUTUKOI 06ecneyeHns KOHPUAeHUMaNbHOCTN (1
xenatenbHbIM YPOBHEM 3aLUNTbl KOH(UAEHLUNANBHOCTIN) MOXET CUUTaTLCA MAEHTUdULMpYoLWweli nHdopmaLmeii:

-yfanuTb flaHHble, He aBnaLWwmecs Heo6Xo4MMbIMU;

- BK/IOUYUTb B NOJINTUKN TPE6GOBaHNE, COT/TACHO KOTOPOMY HECTPYKTYPUPOBAHHbIE flaHHbIE HE JO/KHbI CO-
AepxaTb HeNOCPeACTBEHHO NAEHTUMNLMPYIOLLYI0 MHOpMaLmio.

Te HeCTPYKTYpPUPOBaHHbIE KOMMNOHEHTbI AaHHbIX, KOTOPble B COOTBETCTBUM C MOSIMTUKON CUNTAIOTCA HEUAEH-
TUULMPYIOLWUMUA. LO/DKHBI 06beAUHATLCA B KayecTBe obpabaTbiBaeMbIX faHHbIX.

CBO6GOAHbBIN TEKCT

Mpn ncnonb3oBaHWK CyLLECTBYOLWMNX NOAXOA0B K ICEBAOHUMU3ALNN CBOOOAHBIN TEKCT HENb3A paccMart-
pvBaTh Kak rapaHTUPOBaHHO 06e311YeHHbIli. Becb CBOGOAHBIN TEKCT f0/KEH ObITb NPeAMETOM aHann3a yrposbl
BOCCTaHOB/IEHUSA WAEHTUYHOCTU U COOTBETCTBYIOLLE CTpaTernm NpoTUBOLECTBMA O6HAPYXEHHbIM Yrpo3am.

MpoTnBOAEiCTBOBATL YrpO3am BOCCTAHOBNEHNS MAEHTUYHOCTU N3 OCTaB/1EHHOI0 CBOG0OAHOIO TEKCTA MOX-
HO cneyoWwmnm o6pasom.

- peann3oBbiBaTb MOAUTUKY, TPe6YIOLLYIO0, 4TOOLI B CBOGOAHOM TEKCTE He coAepxanach HenocpeacTBEHHO
naeHTudmympyowas nHpopmaymsa (Hanpumep, pammnumn, MeHa, oT4ecTBa nauMeHToB, HOMepa NauueHToB);

- NpoBepsATb CBOGOAHbIM TEKCT HA HAMUYNE B HEM UAeHTuLmpyloLeid nHopmaLum (4To MOXHO caenaTb,
Hanpumep B cnyyae, Korga cBO60/HbIN TEKCT reHepMpyeTCcs U3 CTPYKTYPUPOBAHHOTO TEKCTA):

- nepecmaTpuBaTtb, NepenncbiBaTb UK NpeBpallaTh aHHble B KOAWPOBAHHYI0 hopMy.

Mo mepe pa3sutua npoueayp pasbopa n 06paboTkn TekcTa Ha eCTECTBEHHOM A3blKe 418 «OYUCTKMU» AaHHbIX
N anropuTMOB /ICEBAOHNMMU3ALNMN YTPO3bl BOCCTAHOBMEHUA UAEHTUYHOCTN N3 CBOOGOAHOrO TecTa MOryT caenatb
npuBefieHHble TpeboBaHNsa MeHee CTPOruMu.

CBOGOAHbIN TEKCT LO/IKEH ObITb MEPECMOTPEH, NepenncaH Uan kakMM-nn6o cnocobom npespalleH B Koau-
poBaHHYyto chopmy.

TekcToable/roN0COBbIE AaHHble, coaepXaHne KOTOpbIX He MOXeT 6blTb paszobpaHo

Kak n cB060AHbIV TEKCT, TEKCTOBbIE/TONI0COEbIE AaHHble, COAepXaHne KOTOPbIX HE MOXET 6bITb pazobpaHo,
Hanpumep peyeBble AaHHble, LO/KHbI ObITh YAaNEHbI.

MepgnunHckme n3obpaxeHuns

HekoTopble MeAULMHCKME N306paxeHns cogepxart BHYTPU ceba ngeHTuduumpytowyo nHgopmaumio (Ha-
npuMep. HaNoXeHne Ha PEHTTEHOBCKOM CHUMKE COAEePXUT naeHTUudukaTops! naymeHTa). Npu BO3HUKHOBEHUN NPO-
61eMbl C TAKUMU MAEHTUDULUPYIOLWUMN AaHHBIMW, BKIOYEHHBIMW B CTPYKTYPUPOBAHHbI U KOAMPOBaHHbINM 3aro-
noBok coobueHusa B popmate DICOM. He06X04MMO NPUMEHATb yKa3aHWS, U3/TOXEHHbIE B AONOMHEHUN 55 K
ctaHgapTy DICOM (Attribute Level Confidentiality — koHtbugeHunanbHOCTb Ha ypOBHe aTpnbyToB). Heobxoanmo
TakXe OLeHUTb Yrpo3y BOCCTAHOBNEHNA NAEHTUYHOCTMN MO NAEHTUULUPYIOLLUM XapakTepucTmkam n3obpaxeHuns
1NN No 0603HAYEHNAM, ABNSAIOLWMMCA YacTblo N306paxeHus.

6.6.2.7 OueHKa yrpo3 npeanosioxeHuni

CnepyeTt noHUMATb, YTO NCEBAOHMMU3ALNSA HE MOXET NOSTHOCTLIO 3aWUTUTL NEPCOHAlbHbIE AaHHble, No-
CKONbKY OHa He B NOMIHOW Mepe NpoTUBOAECTBYET aTakaM npeAnonoxeHunin. MpumeHeHne cnyx6 ncesaoHUMu3a-
Lun nobesnnymBaHust HE06X0AMMO AOMNOJTHUTL OLLEHKOI Yrpo3, cTpaTernsiMm NpoTUBOAENCTBUS yrpo3am, NONNTH-
Kammn MHhOPMUPOBAHHOTO cCornacus n Apyrumu cpeacTeaMmu aHanmsa gaHHbiX, npegBaputenbHol 06paboTku,
nocneaytouiei o6paboTkn. AGMUHUCTPATOP NCEBLOHUMN3NPOBAHHbIX XPaHUANLL, O/MKEH HECTN OTBETCTBEHHOCTb
3a aHanu3 cofepXaHus XpaHnauLy AaHHbIX Ha NpeAMeT yrpo3bl NPeAnonoXeHN 1 3a NnpegoTBpaLleHne packpbl-
TNSA COAEPXaHNA OTAENbHbIX 3anucein. CTOYHUK MHOpMaL M fOMKEH HECTV OTBETCTBEHHOCTL 3a NpeaBapuTeb-
Hblli aHanus/npegBapuTenbHyo 06paboTKy nepefaBaeMblX AaHHbIX, 3aluuiaioLe 3T1 AaHHble OT npeanosoxe-
HWIA. OCHOBAHHbIX Ha HA/IMUNY aHOMAabHbIX AAaHHbIX, BIOXEHHbIX NAEHTUMULUPYIOLWUX AAHHBIX U APYTUX HEHA-
MEePEHHbIX PaCKpbITUIA MHhopMaL K.

6.6.2.8 KoHthuaeHunanbHOCTb U 6€30NacHOCTb

Bcerpga cywecTtsyeT yrposa, 4to NceBAoOHUMU3NPOBAHHbIE flaHHble MOTYT 6bITb CBSA3aHbl C CyOBbEKTOM AaH-
HbIX. B cBeTe 3TOW yrpo3bl Co6paHHble AaHHble JO/MKHbI pacCMaTpuBaTbCs Kak «NepCcoHasbHble fJaHHble» 1 A0M-
XHbl UICNONb30BaTLCA TOMNbKO ANA 3asABNEHHbIX Lenein c6opa. Bo MHOrMx cTpaHax 3akoHofaTtenbCTBO Tpebyer,
4YTO6bI NCEBAOHMMU3MPOBAHHbIE AaHHbIe 3al M anCb HapaBHe C UAEHTUMULMPYIOLWUMU JaHHBIMU.
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7 Tpouecc BOCCTAHOBNEHUA ULEHTUYHOCTM (METOAbl U peann3auua)

PaccmoTpum fBa pasHbiX KOHTEKCTA BOCCTAHOBEHUS UAEHTUYHOCTU MO NCEBAOHMMMN3NPOBAHHON MHCOP-
mMauuu.

- BOCCTAHOBJ/IEHMNE KakK YacTb 06bIYHON 06paboTKu:

- BOCCT@HOB/IEHME Kak cknuuTenbHas obpaborka.

BoccTtaHOBNneHMe Kkak 4acTb 06bIYHOW 06paboTKM

Ecnu BoccTaHOBNEHNE UAEHTUYHOCTU ABASIETCA YacTblo 06bIYHOV 06paboTku, TO yCN0BUA M npouesypsbl
BOCCTAHOB/IEHUS lO/IXHbI GbITb 3/1EMEHTOM 06L el KOHCTPYKLUK npoLeccoB. MycTb, HanpuMep, NCeBLOHUMU3M-
pOBaHHbIE 3anpockl NepefanTcsa N3 CUCTEMbl BEAEHUSA 3NEKTPOHHON Me4ULMHCKOW KapTbl B NaTo/N0roaHaToMm-
yeckKoe OTAeNeHre ¢ UCnonb3oBaHneM ae-naeHTugurkaymmn. Cuctema BefileHNs 31eKTPOHHON MeAULIMHCKOM KapThbl
nosiyyaeT pesy/nbTaTbl B MCEBAOHVMN3NPOBAHHONM hopMe, BbINOMHAET BOCCTAHOBEHME UX NAeHTUdUKaLUn 1 aB-
TOMaTUYEeCKN BCTABAET B MEAULMHCKYHO KapTy.

BoccTaHoBNeHME AEHTUYHOCTY B NpoLeAypax BOCCTAaHOB/IEHUSA XapakTepusyeTcs TeM. YTO OHO OCYLLeCcTB-
nseTcs aBTOMaTU4eckn, Npo3payHbIM CNOCO60M 1 He TpebyeT CaHKLMOHUPOBAHMA KaXA0ro cayyas.

Korga BoccTaHOBEHME UAEHTUYHOCTU ABNSETCS YacTbio 06bIYHO 06paboTku, TO HE06X0AUMO 3a60TUTLCA
06 o6ecneyvyeHnn LeNoCTHOCTU AaHHbIX (MOTHOTbI U OTCYTCTBUM NpegHaMepPEHHON Unu cnyyaiHoli mogudukauum).
B 60nbLlWKUHCTBE cyyaeB npu 06paboTke TpebyeTcs v obecneynBaeTcs TaXe CTeneHb LefoCTHOCTH, YTO 1 ANs
nepcoHasbHbIX AaHHbIX. ITO He 0653aTe/IbHO UMEeT MECTO A5 HAY4YHO 06paboTKM faHHbIX, KOTopas Mo 3ToW
NpUYMHE OTHOCUTCSA K KATETOPUM «UCKNHOUMTENbHAA 06paboTkax.

McknwountenbHaa obpaboTka

Korga BoccTaHOBNEHME MAEHTUYHOCTY SIBASIETCA CKNIOYEHMEM U3 CTaHLAPTHOTO cnoco6a 06paboTky faH-
HbIX. TO NPOL,eCC BOCCTAHOB/IEHNA AO/MKEH TpeboBaTh:

- cneymanbHbIX NpoLeayp ayTeHTudukauuuy;

- HeCTaHAapTHOrO BMeLlaTeNnbCcTBa Co CTOPOHbLI NpoBaiifepa cnyx6bl NCEBAOHUMU3ALNN.

Ecnun BoccTaHOBNEHNE MAEHTUYHOCTY UK Ae-NaeHTudnkaumnsa paccMmaTpmBarTCca Kak UCKI0YeHe U3 06-
ero npaBuna, To NoaMTMKa 6€30NacHOCTM J0/XHA onucaTb 06CTOATENbCTBA, KOTOPLIE MOTYT NPUBOANTbL K BOC-
CT@HOBJIEHUI UAEHTUYHOCTH.

LlokyMeHT nonnTukun 6e3onacHoii 06paboTkM AaHHbIX O/IKEH ONpeAenaTh Cyvaun, KOTopble MOXHO NpesBu-
AeTb. M ero cofepxaHne fOMKHO OTBeYaTb CneayoLwmum TpeboBaHmam:

- KaX/bll UCKNIOYNTENbHbIV cnyyvaii Ao/KeH 6biTb ONUCAH, U A8 HEro A0/KHbI 6biTh YKasaHbl O4UH UNn
HECKO/bKO CLleHapreB BOCCTAHOBIEHNA UAEHTUYHOCTH;

- o/MKHa 6bITb 06ecneveHa naeHTUMKaALNSA LA, MHULUUPYIOLLErO 3anNpoC Ha BOCCTAHOB/IEHNE NAEHTUY-
HOCTU;

- B COOTBETCTBUM C NpoLeaypamun aBTopmusaunm 4omkHa 6biTb NpoBeeHa Bepudurkalmsa npas nnua Ha Boc-
CTaHOB/IEHME UAEHTUYHOCTH. B Taknx cnyyasx Bce opraHnsauum fomkHbl 6bITb MHCHOPMUPOBaHbI 0 COBbLITUN BOC-
CTaHOB/EHUA NAEHTUYHOCTU. ONUCaHHbIN NPOLECcC BOCCTAHOB/IEHUS AO/MKEH ObITh 3anyLeH TONIbKO Noce Haa-
Niexallero caHKLMOHNPOBaHUS (3/1EKTPOHHOIO UM UHOTO) M A0JIKEH CNef0BaTb CLLeHapuo, ONMCaHHOMY B NON-
TUKe;

- UCKNOUNTENbHOE BOCCTAHOB/IEHNE NAEHTUYHOCTU AO/DKHO BbINOJHATLCS TO/IbKO lOBEPEHHbLIM NpoBaiije-
pom cnyx6bl (B ciyyas, Korga Heo6xo4Mm npoBaingep cnyx6bl NceBAOHVMM3aLUN, CNOCOGHbI 06ecneynTb BOC-
CTaHOBNEHWNE NAEHTUYHOCTH);

- onepartop AaHHbIX, Ybst UAEHTUMKALUS Gblla BOCCTAHOBMEHA, AO/HKEH NPOBOANTb UHTEHCUBHOE TECTUPO-
BaHWe LeNoCTHOCTM (NPaBUIbHOCTH, NOMHOTLI AaHHbIX). B 0cO6EHHOCTN 3TO KacaeTcs cnyyas, Korga meHsieTcs
KOHeYHas uenb 06paboTkun AaHHbIX, HAaNpuMep, NCeBAOHNMU3NPOBAHHbIE HayUHble JaHHble Npeo6bpasyTcs B
OaHHble, MpeAHa3HauYeHHble AN AnarHosa Wim neveHus;

- B NO/IMTUKE [O/KHO 6GbITh yKa3aHo, KTO 6yieT onepaTtopoM NepcoHasbHbIX aHHbIX, NOYYEHHbIX Nocne
BOCCTAHOB/IEHNA UAEHTUYHOCTU, N KaKOBa KOHeYHas Leflb 06paboTkM 3TUX AaHHbIX. HE06X0AMMO yKasaTb UCTOY-
HWK BOCCTAHOB/IEHHbIX laHHbIX (B KAUECTBE MOPbI NPEeA0CTOPOXHOCTU, MOCKO/bKY Ae-LAeUTURULMPOBaHHbIE fJaHHbIE
MOTyT 6bITb HE HACTO/IbKO MOJTHbI MW HAZEXHbI, Kak UCXOAHbIE MepPCOHabHble AaHHble, KOTOopble 6blM Npeobpa-
30BaHbl A/19 NOMELLEHNS B Hay4YHble 6a3bl faHHbIX W B XpPaHUANLLA KTUHUYECKNX faHHbIX).

B HenpefBuAEHHbIX UCKTOUYUTENBHbIX CAyYasX NPUMEHSATCA Te Xe NpaBuna, 4To 1 B c/iyyasnx, kotopble
MOXHO npeasuaeTb. OTANYME B TOM. YTO HET aNPUOPHbIX CLLleHapUMeB BOCCTAHOBNEHUSA UAEHTUYHOCTU. Mpu 3TOM
HEe06X0AMMO OLLEHUTb, HACKONIbKO 060CHOBaHA NOTPE6HOCTb B BOCCTAHOBIEHUN NAEHTUYHOCTU. OTBETCTBEHHOCTb
3a Takue cnyvav Bo3naraeTcsi Ha oneparopa.

W cknioueHrem 13 3Toro npaBuia MoXeT 6biTb BOCCTAHOB/IEHUE UAEHTUYHOCTY B CBSI3M C OCYLLLECTB/IEHUEM
npaeocyausi. OHO He ONMMCaHO B HACTOSILLEM CTaHAapTe, O4HaKo npejnonaraeTcs, YTO OpraHbl, 3aTpe6oBaBLumne
BOCCTAHOBJ/IEHUE UAEHTUYHOCTU, peanunsyioT O/KHble Mepbl o6ecnevyeHnst KOH(UAEHLMANBHOCTY NepeaHHbIX

UM NepcoHasibHbIX AaHHbIX.
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TexHuyeckas ocyL,ecTBUMOCTb

B cnyuae, korga BOCCTaHOB/IEHUE UAEHTUYHOCTMN ABMIAETCA YacTbio 06bIYHOM 06paboTkM MK npegycmaTpu-
BaeTCa 4Na psaja 3apaHee ONUCaHHbIX CLileHapnes, [0/IXHa CyLLeCcTBOBaTb TeXHNYecKkass BO3MOXHOCTb BOCCTa-
HOBNEHUSI.

CyLecTByeT HECKOJIbKO METOA0B BbIMO/IHEHNS BOCCTAHOB/IEHNS UAEHTUYHOCTHU:

-MPAMO WMAN KOCBEHHO WMAEeHTMUUMpyoLne gaHHble (HanpuMep, CNUCOK MECTHbIX MAEHTU(NKaToOpOB)
MOTYT 6bITb 32N POBaHbI U COXPAHEHbl BMECTE C NCeBAOHVMU3NPOBAHHLIMU AAaHHbIMU. TONbKO Ha3HAYEHHbI
[OBEPEHHbIN nMpoBaiigep cyx6bl MOXeT paclundpoBaTh 3TV f@aHHble U CBSA3aTb KOCBEHHO UAEHTUdULMpYOLW e
OaHHble C Cy6beKTOM AaHHbIX:

- LOBepeHHbI npoBaligep cnyx6bl (NpoBaigep cnyxbbl NnceBA0OHMMU3aLMY UK NpoBaligep cnyxbol geno-
3UTapusa) MOXeT XpaHnUTb y ce6a CMUCOK CBA3E MexAay NnceBfoHUMamMu u ngeHtudmkaropamm (Mpsmo uam Koc-
BEHHO UAEHTUDNLMPYIOLW MU CYyObEKT AaHHbIX).

8 Cneuyudukauma nuteponepabenbHoCcT UHTepdeiicoB (MeToabl
n peanusauuns)

MNHTeponepabenbHOCTb CAYX6 NCeBAOHMMU3ALUN AO/DKHA ObITh ONpeAeneHa Ha HeCKOIbKUX YPOBHAX.
Peanusauuns nceBAoHUMU3ALNN MOXET, HANPUMeEp, UCMOb30BaTb MPOMEXYTOUHYIO CNYX6y NceBAOHMMMU3ALNM
UM MOXeT NpefcTaB/ATb CO60i MOAYb MECTHOI paspaboTku, Jo6aBAEHHbI K MPOrpaMMHOMY 06ecrnedYeHunio
c6opa nepcoHanbHbIX faHHbIX.

Cnyx6bl NCeBAOHUMU3ALUN MOTYT 6bITb OPUEHTUPOBAHbI Ha NakeTHY0 06paboTKy AaHHbIX UM MOTYT BCTpa-
1BaTbCA B onepaTuBHble 6a3bl JaHHbIX 419 06ecneyeHns NceBJoOHVMU3NPOBAHHOrO AOCTyna.

B HacTosllem cTaHAapTe OCHOBHOE BHUMaHWe yaensietcsi 6a3oBbiM MexaHn3Mam, NCNob3yoLWum Cyxoy
nceBAOHUMU3ALMNN.

WNHTeponepabenbHOCTL MOXeT o6ecneunBaTbCs C MOMOLLbIO CNeAyoLWnX CPpeCcTB:

- OAVH UM HECKO/IbKO MEXaHW3MOB 06MeHa AaHHbIMU MEXAY MOAeIMPYEeMbIMU CYLLHOCTAMMN (MCTOYHUK,
cnyxb6a ncesAoOHUMU3ALNN. MOTPeOGUTENb) U KOHTPOSS BbINOMHAEMbIX AeliCTBUA. DTO He ABNSETCSA 0C060i
npo6aemoii, NOCKObKY A1 06MeHa MOryT UCMO/Ib30BaTbCA CTaHAAPTHbIE NPOTOKObI, Hanpumep html. Mpu Heo6-
XOANMOCTM MOTYT 6bITb pa3paboTaHbl KOHBEPTEPLI (hOpMaToB 06MeHa B kauecTBe KOMMOHEHTOB CpeACTB NpejBa-
puUTENbLHON MK nocneayoLen 06paboTku;

- KpunTorpachuyeckme anropuTmsl. MceBgoOHMMMU3ALMSA HA OCHOBE KpunTorpaduyecknx anroputMos 6yaet
“cnonb3oBaTh Lenouky 6a30BbIX KpUNTOrpathnyecknx n CoOnyTCTBYIOLMX a/ITOPUTMOB: XeLLMpoBaHne, reHepaLmio
CryyaliHblX Yncesn, reHepauyuio knyei, wndposaHme n 6a3oBblie PYHKL UM TOrMyeckoro npeobpasoBaHunst 6uTo-
BbIX CTPOK:

-06MeH knyamu.

MockonbKy NceBaoOHNUMU3ALMA MOXET UCNOb30BaTLCS B CAMOM pPa3/IMYHOM KOHTEKCTe, TO BaXKHO OrpaHu-
UNTb KOHTEKCT, 4715 KOTOpOro 6yeT onpefeneHa uHTeponepabenbHOCTb.

O6wmnit nogxon K peanusaunn 6G0OMbLWIMHCTBA CNYX6 NCEBAOHMMM3ALUM COCTOUT B UCMONb30BAHUN
KpunTorpacuyecknx npeobpasosaHunii AEHTUDULUPYEMBbIX faHHbIX.

YT06bI ABA HE3aBMCMMbIX NpOBaligepa cnyx6 ncesBfoHMMMU3aLMmn 6biamM nHTeponepabenbHbIMU, He06xoau-
MO OfJHO U3 ABYX:

- UHTerpupoBaTb aHHble APYT C 4PYrOM: aHHble CybbekTa, o6paboTaHHble OAHUM NpoBaiiepom, MoryT
6bITb CBA3AHbI C fl@aHHLIMUN TOTO Xe Cyb6bekTa, 06paboTaHHble ApyrumM npoBaigepom, 6e3 HenocpeaCcTBEHHOTO
BOCCTAHOB/IEHUS UAEHTUYHOCTM 3TOr0 Cy6bekTa laHHbIX;

-KOHTPO/IPYEMbIM CNOCO60M Npeobpa3oBbiBaTb pe3ynbTarbl NCEBAOHUMU3ALUN. MOYYEHHbIE OQHUM
AN HeCKONbKMMK npoBalifepamun, 6e3 HenocpeCTBEHHOTO BOCCTAHOB/IEHNA UAEHTUYHOCTU 3TOT0 Cy6bekTa
[aHHbIX.

9 OnpegfeneHne NONUTUKA PYHKLUOHUPOBAHUA CNYXO6 NCeBAOHUMM3ALNN
(meTOoabl M peannsaumns)

9.1 O6wmue cBegeHnn
BaXHO f,ONONHATb TEXHUYECKME MEPbl COOTBETCTBYHOLMMU HETEXHUUYECKUMI MEpaMU. HeTexHMuYecKe Mepbl
06bIYHO yCTaHaBNMBAKTCS NOIUTUKAMU, COTNALLIEHNSMW U HOPMaMU.
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9.2 MonuTuka obecnevyeHnss KOHpNAEHLNANbHOCTH

[na kaxaoro npoiecca 06paboTkn NepcoHanbHbIX faHHbIX UK NpoekTa c6opa Takux AaHHbIX, NCMO/b3Yio-
LWMX NCeBAOHNMM3ALMI0, AOMKHA 6bITh pa3paboTaHa NoNUTMKa obecnevyeHmnsa KoHpUaeHLManbHOCTH, ONUCbIBaLD-
Wwas Tpe6oBaHmns K nceBAoHUMM3aumMn. OHa MOXET OblTb CAMOCTOATE/NIbHOW NN ABNATLCS YacTblo 06Leit noanTu-
Kn 6€30NacHOCTH.

MonuTtuka obecneyeHna KOHPUAEHLMANBHOCTY [0/XKHA CoAepXaTb:

- onucaHne 06paboTku, B KOTOPOIF yyacTByeT NCeBAOHUMU3ALMS;

- nAeHTUMKaLmno onepatopa nepcoHanbHbIX AaHHbIX;

- naeHTudukaymio oneparopa nceBgoHMMN3NPOBAHHBIX AaHHbIX;

- onucaHue meTofa NCeBAOHUMU3ALNN;

- MAEeHTUdMKaL Mo opraHusaLnmmn, B KOTOPO BbINONHAETCA NCEBLOHUMMU3ALNS;

- 3aWuTy, XpaHeHne  MaHUNyIMpoBaHne «cekpetamm» ncesfoHnMmnsaunm (06b614HO KNHYHOM WG POBaHUA
nnu Tabnuueli ceAseli); onucaHne TOro, YTO CAYYMTCA, eCN OpraHm3almns nepectaHeT cylecTsoBaThb (UM Kak
MWHUMYM NpekpaTuT AeATesIbHOCTb N0 NCEBAOHMMU3ALNN). ONUCAHME TOrO, A4N1A KaKUX JOMEHOB U NPUAOXEHUIA
6yfeT Ucnonb30BaThbCA CEKpeT M Kak f0ro oH 6yAeT ocTaBaTbCcs AeCTBYOLWMUM (415 C/lydyas CMeHbl cekpeTa
[0/KHbI 6bITb ONMCaHbI BO3MOXHOCTU M NpoLeAypbl CBA3M C yHacNe40BaHHbIMU AaHHbIMN),

-AeTanbHOe onMcaHue TOro, ABNAETCA M NCeBAOHUMU3ALNSA 06paTUMONA, Kakas 1 uba CaHKLnA TpebyeTcs;

- onucaHne orpaHnyeHunit, npeabABASEMbIX K MOyYyaTento NCeBAOHNMU3NPOBAHHbIX AaHHbIX (Hanpumep,
AeNCTBNSA C 3ATUMU AaHHBIMW, Nepechblfika TPeTbel CTOPOHe, MOUTUKN XPAHEHNS faHHbIX);

OH He MOXeT cAenaTtb NX 06Lef0CTYNHbIMY;

OH [0/IKEH 3alnaTh UX OT HECAHKLMOHMPOBAHHOIO AOCTyNa 1 NCNoib30BaTh UX BHYTPW CBOEN opraHu-
3auuu gna npeobpasoBaHns UX B fe-UAeHTUDULUPOBAaHHbIE AaHHble, KOTOPbIe arpernposaHbl U B TaKOM Buae
MOryT 6bITb CAeNaHbl 06Le40CTYMHbIMU MK NPOAAaHbI MoKynaTenam;

OH [0/KEH YAanuUTb UX. €C/IN OHN He UCNONb3YTCA, MM60 OH 60NblUe He cobupaeTcs 3alwmwartb 3T
AaHHble.

9.3 floBepeHHana npakTuka AeATeNbHOCTHU

UTo6bl 06ecneunTtb ahPEKTUBHYIO 3aWnTy KOHPUAEHUMaNbHOCTHN, cNyXba ncesgoHMMM3aLUmM B 34pa-
BOOXpaHEeHWN fo/MKHaA NpecnefoBaTh Cefyowue Lenu:

- HaZ,eXHYI0 1 3al UL eHHYI0 NPUBA3KY YHUKANbHbIX NCEBAOHUMOB K NMLaM WK opraHn3aunsam, aBnatoLm-
MUCS Cy6bekTaMu NceBAOHVMN3NPOBAHHO MeNLMHCKON nHhopmauun:

- 3alMTy NCeBAOHMMOB OT HECAHKLIMOHMPOBAHHOIO BOCCTAHOB/IEHNA NAEHTUYHOCTN:

- o6ecneyeHne CaHKLMOHNPOBAHHOTO BOCCTAHOBIEHNS UCXOAHbIX UAEHTU(INKATOPOB NnLa B COOTBETCTBUMN
C YCIOBUAMMU MOSIMTUKN BOCCTAHOBJIEHUS, COM/TaCOBAHHbIMU MeXAY NpoBaigepomM 1 NoANNCUNKOM CNYX6.

[Nna fOCTVKEHNS YKa3aHHbIX Bbile Leneli Heo6xoAMMOo NCNoNb30BaTh CPEACTBA, Bbi3biBaloLWme joBEpUE y
BCEX, KOMY He06Xx0MMa KOH(PMAeHUNanbHOCTb NePCOHANbHON MeANLMHCKO MHdhopMaLun, 3amiaemMoii ¢ no-
MOLLbIO CNYX6bl NCceBAOHUMU3aLMN. TOCKONbKY NCEBAOHMMMU3ALMA 0CO60 NPUrogHa Npy NpoBefeHUN nepeuny-
HbIX M BTOPUYHbIX UCCNeA0BaHNA 1 aHanm3a MeanuLMHCKUX AaHHbIX, TO NauuMeHTbl, Yba NHhopMauns uccnegyet-
CA. paBHO Kak N 06LEeCTBEHHOCTb, 0/IXHbI UCMbITbIBATL OBEPUE K UHPOPMALMOHHBLIM pecypcam, UCNo/b3yio-
LWKUM 3TN CNYX6bl ANA 3aWUTbl NEPCOHANBHOW MeAULNHCKON MHopmaumnn. Bpag nu MeanumHckne paboTHUKN
NN NaunenTbl 6yayT coOTpyAHMYaTh B c60pe nepcoHanbHOW Me UL MHCKOW MHhopMaL M ANa aHanusa, ecivy HUx
CNOXUTCA NpeAcTaBneHne, YTo Takme Cayx6bl 3alnTbl UAEHTUDMKALUN HE HAafeXHbI.

UTo6bl 06€ecneunTb 4OCTMXEHNE YKAa3aHHbIX BbllLe Lenei, A0MKHbl 6biTb BbINMOMHEHbI ONpeAeNeHHble YCNo-
BUSA.

Cnyx6a nceBfoHUMMU3aL N JOSIKHA:

- 6bITb CTPOr0 HE3aBUCMMOW OT OpraHn3aumnii-noCTaBLNKOB UCXO4HbIX AaHHbIX:

- rapaHTMpoBaTb 6€30MacHOCTb M 4OBEPEHHOCTb CBOMX METOA0B AeiCTBUI N NpefocTaBNATb CBOUM MOJ-
nucumkam nHpopmaLmnio 0 TOM. Kakumu cpeacTsamm 3To focTUraeTcs;

-rapaHTMpoBaTtb 6€30MacHOCTb 1 JOBEPEHHOCTb CBOUX NPOrPaMMHbIX MOAYNel;

- npeAycmartpvBaTbh NOAAEPXKKY NCXOAHbIX KOAOB, MPOLECCOB U LLe/IOCTHOCTY CBOUX MPOTrPaMMHbIX MOAY-
nei;

- 0obecneymBaTb NPOBEPKY LLe/IOCTHOCTU MPOrPaMMHOro Koga c MoMOLLbI0 ero L poBoii Nnognucu;

- rapaHTpoBaTb 6€30NacHOCTb M JOBEPEHHOCTb CBOEl OnepaLoHHO cpeabl, NNaTtopMbl M MHPPaCTPYK-
Typbl;

- n36aBNATL CeTEBON TPAPKOT 06MEHOB AAaHHbIMU, He ABAALUMUCA HEOOX0AUMbIMY;

- obecneynBaTb OCTAHOBKY BCEX NPOLLECCOB ONEPaLNOHHON CUCTEMbI, HO ABMAIOLUXCA HEOOXOAUMbIMU;

- 0obecneymnBaTb TeEXHNYECKME, hu3nyeckne, npoLeaypHble Mepbl 3alnTbl U MePbl 3aLUTbl, CBA3aHHbIE C
nepcoHasiom, B COOTBETCTBUM CO cTaHgapTom MCO 27799.
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-obecneynBaTb MOHUTOPUHT U OLLEHKY KayecTBa CNyx6 n nporpamm:

- noAAepxunBaTb HE06X04MMOE Ka4eCTBO CNYXObl;

- BECTU MOHUTOPWHT HECAHKLWOHNPOBAHHOTO MPOHWKHOBEHMWA B CETb U aTak BPeAOHOCHbIX NPOrpamMmm.

YnpaBneHue kpuntorpadmyeckumm knovamu;

- LO/HKHO KOHTPOIMPOBATbLCSA HECKOIbKUMUN UL amu;

- nAeHTUMUKaTOPbI AO/MKHbI WD POBATLCA ABYMSA K/IOYAMUN: OLHUM, MPUHAANEXALUM UCTOYHUKY AAaHHbIX,
1 apyrum, npuHagnexawimm cnyxobe ncesaoHuMusaunm.

YCTaHOB/EHHbIV 3K3eMNAAP CNYXObl NCEBAOHUMMU3ALNN:

- BOMXEH 6blTb 3240KYMEHTUPOBAH;

- [O/KEH perncTpupoBaThb BbiNOSIHEHNE AeCTBUI M 0b6ecneynBaTb BO3MOXHOCTb UX ayauTa B Lenax ge-
MOHCTpaLuUn LeNOCTHOCTU CYXObl.

[locTynHOCTb CNyX6bl NCEBAOHUMMU3ALUN:

- Jo/MKHa obecneynsaTbCa nNpouefypamMmm pe3epBHOro KONMPoBaHUS U BOCCTAHOB/IEHNUS,;

-[,0XHA AONONHATHLCA NIaHOM BOCCTAHOBNEHUSA onepauuii Npyu BO3HUKHOBEHUN Ype3BblvaliHON cuTyaLlmu.

Mpouenypbl BHYTpeHHero ayauta:

-00XHbI 6bITb JOKYMEHTUPOBAHbI:

- AO/DKHbBI BbINONMHATLCA HE POXE OA4HOr0 pasa B Mecsl,.

Mpoueaypbl BHELWHErO ayanTa:

- OOMXHbI NPOBOAUTLCHA TakuM 06pa3oM, UTO6bI NOANUCUUKM CAYXObl U Apyrue yyacTBylOLMe CTOPOHbI
MOTNN y6efnuTbCs, YTO AeATENIbHOCTb C/YX6bl NOMIHOCTHIO COOTBETCTBYET OMYy6/IMKOBAHHBLIM TPE60BAHUAM;

- LO/XHbI NPOBOAUTLCA ayAUTOPOM, NOTHOCTLI0O HE3AaBUCUMbIM OT KOHTPOIMPYEMOI CTOPOHbI U NpUHagie-
Xalium K opraHusaylmm, He CBSAI3aHHOI C NpoBaiifepom cnyXx6bl NCeBAOHMMU3ALNN;

- LO/MXHbI NPOBOAUTLCA ayAUTOPOM, HE MEKLW UM (DMHAHCOBOTO MHTEpeca B KOHTPOIMPYEMOW CTOPOHE:

-0,0/KHbBI NPOBOAMTHLCA ayANTOPOM, UMELL MM 3HaHNA B 061acTh UHPOPMALMOHHBIX CUCTEM, AOCTATOUHbIE
[ONA YleHCcTBa B COOTBETCTBYOLWEM NpodeccroHanibHOM coobLecTse;

- LO/MKHbI 06ecneymBaTb HeMeAleHHOe MHhOPMUpPOBaHMe NOANNCUYNKOB CNYX6bl 060 BCex cnyxbax nces-
AOHUMU3ALNN. KOTOPbIE NMPU3HAaHbI ayAMTOPOM HE COOTBETCTBYIOLNMU 3a5AB/IEHHBIM TPEOOBaHUAM.

YyacTHUKu:

- AOMKHbI YNPaB/ATb LLe/IOCTHOCTLIO K/loYel opraHnsanum, MCnonb3yemMbiX 418 NCeBAOHMMU3ALUNY;

- 06ecneynBaTb B CMEXHbIX MH(DOPMaLMOHHbLIX CUCTEMAX TEXHUYECKMe, hnamyeckne, npoLeaypHble Mepbl
3aLlWNTbl 1 Mepbl 3aluThbl, CBA3aHHbIEe C NepCOHa/IoM, B COOTBETCTBUN CO cTaHdapToMm MCO 27799;

-HEecCT OTBETCTBEHHOCTb 3a 06e3nmynBaHne obpabatbiBaemMbiX aHHbIX U 3aWUTY KOHUAEHLUANbHOCTH
BCEX NCEBAOHUMMN3NPOEAHHbIX PECYPCOB, NCNONb3YEeMbIX CBOEl opraHusauueil.

[lomkHa NpoBOAUTLCA OLEHKAa Yrpo3, CBSA3aHHbIX C OCTYNOM UCTOYHMKA faHHbIX K pe3y/ibTUPYIOLUM MCeB-
[OHUMaM, 1 TpeboBaHUSA K Mepam NPOTUBOLAENCTBUA AOMKHbI OblTb BKIOYEHbI B NOIMTUKY ONepaLoHHbIX npoLe-
ayp-

9.4 Peanusauusa AOBEPeHHO NpakTUkM BOCCTAHOBAEHUSA NAEHTUYHOCTM

Cnyx6a nceBgoHUMM3aLny 0MKHA NOAAEPKNBATL KOHTPONMPYEMOE BOCCTAHOB/IEHNE NAEHTUYHOCTW. Mpu
o6ecneyeHnn Takoi noaaepxkn cnyxba nceBfoHMMU3aLUN AOKHA NPEA0CTaBNATL NOANUCYMKAM 1 CyBbekTam
[aHHbIX NONIMTUKY BOCCTAHOB/IEHUSA, B KOTOPOW AO/MKHbI ObITb yKa3aHbl KpUTepuu, NnpeabaBaseMble K CAHKLNOHW-
poOBaHHOMY COObITUIO BOCCTAHOB/IEHUA UAEHTUYHOCTY;

- BOCCT@HOBJ/IEHMNE UAEHTUYHOCTU AO0KHO KOHTPOIMPOBATLCA HECKOTbKUMMN NNLLAMMN U HECKONbKUMW Opra-
HU3auuaMK:

- npouefypa CpoYHOro BOCCTAHOBNEHWA NAEHTUYHOCTMU A0/KHA ObITh ONMCaHa B onpeAeNeHHON NoOANTUKe 1
peanu3oBaHa AN nepegayn MHoOpMaLumn TeM. KTO HyXaeTca B TaKOM BOCCTAHOBNEHUN (Hanpumep cnyxbe
CaHUTapHO-3aNNAEMUOIOTNYECKOTO KOHTPONS).

PerncTpaumsa cobbITUii BOCCTAHOBNEHUS A0/KHA!

- NpOBOANTBCA [ANA BCEX COObITUIA BOCCTAHOB/EHUSA WAEHTUYHOCTU B COOTBETCTBUM C AOKYMEHTOM
RFC 3881;

- KaKk MMHUMYM BK/1l04aTb B ceb65 cneayoLLyo nHopmaymio o:

CTOPOHE, KOTOPOWA packpbiBaeTCA MAEHTUYHOCTb:
AaTe Y BpeEMEHN BOCCTAHOB/IEHNA ULEHTUYHOCTH;
npMynHe BOCCTAHOB/IEHNA U3 Yyncna onpegeneHHoix B 5.5.

Mpouenypa BOCCTAHOBNEHUSA UAEHTUYHOCTK, BbINO/THAEMan CNyx60i NceBAOHNMU3aLNN. AONXKHA BOCCTa-
HaB/MBaTb UAEHTUYHOCTb TO/IbKO NO MECTHOMY NCEBAOHUMY, NpeAoCTaB/IeHHOMY OpraHn3aLnn—unCcToOYHUKY
nHopmaymu.

OnepaTop nepcoHasbHbIX AaHHbIX HECET OTBETCTBEHHOCTb 3@ BOCCTAHOB/IEHNE UAEHTUYHOCTU NauneHTa un
MOXEeT B COOTBETCTBMM C MECTHbIM 3aKOHO4AaTENbCTBOM BbINOMHATL ,ONO/THUTENLHYIO NPOBEPKY 3anpoca Ha Boc-
CTaHOBJIEHNE UAEHTUYHOCTU.
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MpunoxeHne A
(cnpaBouHoe)

CueHapuu NCeBAOHUMU3ALUN B 34paBOOXPaHEHUN

A.1 BeegeHue

B HacTosLLeM NpUNoXeHun onncaH psf, BbICOKOYPOBHEBLIX CUTYaLWl NN «CLEHapUeB», UNICTPUPYIOLLnX 6a30-
Bble (OYHKUMOH&/IbHbIE U TEXHUYECKUe TpeboBaHUA K Cy6am nceBAoHUMU3aLun. NpefHasHaueHHbIM 415 obecneye-
HMA B3aMMOAEVCTBUS pas3/INyHbIX OpraHusauuii cdepbl 34paBooXpaHeHus.

BHauvasie npusogATca obue TpeboBaHus, kacawlwmecs 6a30BbiX NPUHLMNOB KOHMUAEHUMaNLHOCTY 1 Gesonac-
HOCTW. a Tawke nokasaHa HeobxoAUMOCTb MPUMEHEHVS 3TUX NPUHLMNOB ANs chepbl 34paBoOOXpaHeHus. 3aTtem npuse-
[ieHbl OMUCaHNA KaxkAoro CLieHapua no crepgyolein dopme:

1) onucaHue cueHapus UanM cuTyaumum nNpu okasaHuy MeAMLMHCKON NOMOLLY, B KOTOPbIX TPebyloTCs CyxObl nces-
[OHUMU3ALNN:

2) cooTBeTCTBYIOLME (PYHKLMOHA/IbHBIE U TEXHUYeckne TpeboBaHWs K Cyxo6e nceBaoHUMU3aLIMM.

A.2 O6bsACHEHMe cueHapreB

CueHapuu, onucaHHble B A.3.1—A.3.5. NnokasbIBatoT, Kak Clyx6bl NCEBAOHMMU3ALMN MOTYT NPUMEHATLCA B 34pa-
BOOXpaHeHun. Kaxxaplii cLieHapuii onucbiBaeT BO3MOXHbIE NMPUMEHEHWS CNYX6bl NCEBAOHMMU3ALMKN B 34paBoOXpaHe-
HUN.

Tabnmua c onucaHneMm CueHapues COAEPXUT creayloLume HasBaHusa rpad:

Twvn 4,

YKa3sblBaeT KOMY NMPUHAANEXUT UAEHTUUKATOP: NauueHTy UK. Hanpumep, MeauLMHCKOMY paboTHUKY.

YHUKanbHOCTb

YTo6bl OLEHUTb, KakiuM 06pa3oM MOXHO MCMO/b30BaTb NCEBAOHUMU3NPOBaHHYIO 6a3y fAaHHbIX, HE06XoAVMO
3HaTb, OHO3HAYHO NV BXOAHOW NapameTp MAeHTUULMPYET L0 B AAHHOM KOHTeKCTe. 3TO OCOBGEHHO BaxHO, eciu
Haflo OAHO3HAYHO CBsA3aTb Mexdy Co60i faHHble 06 OJHOM 1 TOM Xe /1ue, cobmupaemble 3a ANNTeSbHbIA MPOMEXYTOK
BPEMEHW pa3HbIMX OpraHu3aunsaMn. BakHO Takke YCTaHOBUTb, MOXHO /M CBA3ATb MeX/ay co6oli BCe [aHHble 0 fuue,
cobupaemble OAHO opraHu3auuneid, Man CyLecTByeT PUCK HAIMUNSA CUHOHVMMOB B LieN1eBbIX 6a3ax AaHHbIX.

YyBCTBUTENbHOCTb flaHHbIX

Mpy NpoeKTMpoBaHUN CNyX6bl NCEBAOHMMU3ALMN MOSIE3HO UMETbL XapakTepUCTUKY HyBCTBUTENbHOCTU AAaHHbLIX.
CTeneHb YyBCTBUTENLHOCTU [O/KHA ONpefensTbCA Ha OCHOBe TpeboBaHWUii 3akoHOAATe/IbCTBA WM/M KOMMEPUECKOW
LieHHOCTW. Hampumep, € 1opuanyeckoii ToUKV 3peHnst nHopMaLmsa 0 Haimuumn y oM3nyecknx nnL, Bupyca uMMmyHogedm-
umTa yenoseka (B/Y) moxeT uMeTb ropas3fo 60/bLLUYI0 CTeNeHb YyBCTBUTE/ILHOCTM 1 NOTpeboBaTb COPasMepHOro aHa-
msa yrpos. A nHgopmaums o 4acToTe BbI3[0POB/IEHNS NPU MPUMEHEHUN KOHKPETHOTO MeToja neveHus 3abosieBaHus
C HOpPUANYECKON TOUYKM 3PEHUSI He SIBNSIETCA YyBCTBUTE/IbHON, HO MOXET ObiTb KPUTUYHON C MO3WLMM KOMMepLuanmsa-
[I778

MCTOYHMKM flaHHbIX: KPATHOCTb MCTOYHWUKOB AaHHbIX U X B3aMMOCBA3b

TpeboBaHus, KOTOpble MOMYT MPeAbAB/ATLCA 3aKOHOAATENbCTBOM K Pas/IMuHbIM peasin3aumsam MnceBjoHnMmu3a-
LMW. CYLLECTBEHHO 3aBUCST OT 3TOI XapakTepuCcTuKn. BaxHO Takke 3HaTb, NOMy4yaloT M AaHHble HenocpeACTBEHHO OT
Cy6bekTa JaHHbIX.

KoHTeKkcT/MasHaueHve: KOMMepYeckoe, MeMLMHCKNE nccnefoBaHuns, 1eveHne nauneHTos

B aTol1 rpadpe faeTca KpaTKoe onucaHue KOHTekcTa.

Hanunuune novcka/ceasbiBaHns

Hanunune noucka SBNSIETCA OYEHb BaXKHLIM 3/1EMEHTOM O6LLEl KOHCTPYKLMK peLLeHns no NprMEHeHUo Nncesao-
HUMUM3aumn. [losmkHa 6biTb onpefesieHa CTerneHb TOYHOCTU MOUCKA, a Takke BO3MOXHOCTb MOWCKa MceBAoHUMU3NPO-
BaHHbIX 3/IEMEHTOB NyTeM 3ajaHusi HenceBJOHMMU3NPOBAHHLIX 3/1IEMEHTOB (Hanpumep, TeppuTtopun). Peanusaums
hyHKUMM noucka TpebyeT NPUMEHEHUA CNYXObl NCEBAOHUMU3ALNM N MOXET OrpaHnMinMBaTbCS.

O6patumocTbl'BOCCTaHOENEHNE

B aToii rpadhe ykasaHo, ABNSETCS NN BOCCTAHOB/IEHWE MAEHTUYHOCTY XeNaTe bHbIM, 3anpeLleHHbIM, XenaTe lb-
HbIM B KOHTPO/IMPYEMBIX YC/TOBUSIX UM OHO JAO/HKHO OCYLLECTB/IATLCS MPU MOKa HEM3BECTHbIX, HO B ByAyLlem xenaTesb-
HbIX YC/IOBUSAX.

[onxHa Takke NpUBOANTLCA MHPOPMaLMsA O TOM. Kakoli 06bem BOCCTAHOBNEHWSI MAEHTUHHOCTW MpUemIeM.

CBA3blBaHWe BO BpeMeHu

Yrpo3a BOCCTaHOBNEHUS UAEHTUYHOCTY TeM Bbille, Yem 6onblue 06bem nceafoHUMU3NPOBaHHON MHGopMaumu,
KoTopasi MOXeT OblTb cCBsid3aHa BoeAuHO. OrpaHuuMBasi CBsi3blBaHWe MCEBAOHUMU3MPOBAHHOW MHpopMaLun BO
BPEMEHM, MOXHO YMEHbLINTb 06bEM CBA3bIBAEMOI MHopMauun. KoHeuHOo, 3TO MOXeT BOWTU B NMPOTMBOPEUMB C
Tpe6oBaHVeM NPOBeAeHNs HayuHbIX UCCNea0BaHuiA, A5 KOTOPbIX TpebyeTcs nHgopMaLmsa 0 naumeHTe 3a AaMTeNlbHoe
BpeMs.
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CBA3b Mexay 06nacTamu NprMeHeHns

Mcnonb3oBaHnMe KOHKPETHOro Kaoua WndpoBaHus Wi MeToja MCeBAOHUMMU3AUMM  [OJ/DKHO  OrpaHnuu-
BaTbCA KaK MOXHO 6osee y3Kkoii 061acTblo NPUMEHeHUs. Mo3ToMy B CLeHapusix BaxHO onucatb 061acTb, B KOTOPOW
6yfleT NPUMEHATLCA MCEBAOHMMM3ALNSA, Kak [0ro oHa 6yAeT NpPUMEHATLCA U Kakas TpebyeTcsl CBA3b C ApyruMu
obnacTaAMM NprMeHeHnsi. B cBOO ouepefp, OT 3TOrO 3aBMCUT HEO6XOAMMOCTb MPUB/IEUEHUS MOCPEAHUYECKON OpraHu-
3aumn.

OTOT acnekT [JO/HKEH TakkKe y4uTbiBaTb KOOMEPaLMIo pas/iuHbIX NMoCpefHNYECKNX OpraHu3auuii.

A.3 CueHapuu NpUMEHEHUA NCeBAOHUMM3AL NN B 3[paBOOXPAHEHNN

XapaKkTepucTuku  CleHapueB MPUMEHEHWs MNCeBAOHMMM3ALMM B 3[paBOOXPaHeHWM MnokasaHbl B Tab-
nueA. 1

Ta6nunuya Al — XapakTepucTuku cLeHapueB

Cy6beKT AaHHbIX VICTOUHUKN AaHHBIX TpeGoBaHs K chyHKUpAM
N VX BbINOSHEHNIO
c YyscTBU- K K roH B Cesi3bl-
Henapat Tun U4, YHvKasb- TerIoeTe v?caTTquoHcJ-b fepany HZL?L?;- fljl'lel/l- Hoglﬁg:;l_e Batne
HOCTb (nepc. KOB Hb'”/aTg' HVe nowvicka BO BpC
AaHHbIX PWYHBIiA MeHU
cornacHo  AaHHbIX
3aKoHaMm)
1 MceBOoH. na YHuKaneH B Bbicokas EpnHCcT-  MepBuuHbIi  JledeHne Het la la
MeAnomMolWb  nayu-  NpucBOWB- BEHHbI
eHTa Lweli cucte-
ve (MUC)
2 KnuHunyeckne 7! YHukano- Bbicokas MynbTn-  MepBuYHbI  HayuHas Ja Het [a>'Het
ncnbiTaHns nauu- HOCTb He LEeHTpO- pa6oTta (nonu-
eHTa rapaHTu- Bblli THKa
pyetcs NCK0-
yeHus)
3 KnuHnyeckne 7! YHukano- Bbicokas MynbTv-  BTOpWYHbIA  HayuHas Ja Het Oa
pesynbTaTtbl naum- HOCTb He LEeHTpO- pa6oTta (nonuTn-
eHTa/  rapaHTupy- Bblli Ka
na eTcA NCK0-
Megpa- YyeHus)
60THVKa
4 MoHuUTOpUHT [} YHuKanb- BbicoKas MynbTtn- Mepeuy-  Ynpaene- [fa Ja.B la
00LLeCTB. nauu- HOCTb He LeHTpO- HbI/BTO- Hue 06- cTporo
340p0BbS eHTa/  rapaHTupy- BbliA PUYHBIA  LLEeCTBEH- KOHTpO-
7! etca HbIM 3[0- nmpye-
megpa- poBbeEM MbIX
60THMKa cnyyasx
5 Otyet 0 na YHukaneH  Hwuskas MynbTn-  MepBuYHbIN  HayuHas Ja fa La
No60OYHbIX naum- (Bpau) LEeHTpO- pa6oTta
[encTBusx eHTa/ Bbicokas BbliA
nekapcTs na (avar-
Megapa- HO3)
60THMKa
6 Wccneposa- na OueHb Bbicokas MynbTv-  BTOpuYHbIA Hemeau- Oa Het la
HVe BHe nauyn-  reteporex- ana LieHTpo- LMHCKoe
cchepbl eHTa. Has, mMeau- BbliA ncenepno-
34paBooxpa- ApyrMe  YHUKasIbHO-  LMHCKWX BaHve
HeHuns na CTU HeT [JaHHbIX
nua
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OkoH4YaHue Tabnmuybl A. 1

CyGBEKT [aHHbIX VICTOUHMKM [1aHHbIX TpeGoBarus k yHKUMs*
1N 1X BbINO/THEHNO
. YyBCTBU- CBA3bl-
CueHapwit TenbHocTb  KpaTHOCTb Mepand- KoHTekcT/ Hanu- BoccTa- marme
Tun N4 Y:vcl’léaTJ:b— (nepc. VIC'II'(%:HI/I- MbIF/BTO- Hairl:laeqe— n::;(a HOB/eHWe Bpe-
AaHHbIX PUYHbIN MeHMN
cornacHo AaHHbIX
3aKoHam)
7 MapKeTuHro- na YHukaneH Huskas MynbTn-  BTOpuuHbii Hemeaun-  fla Het [a
BOe uccneno- Bpava/ (Bpav) LEHTPO- LMHCKOoe
BaHve B na Bbicokas Bblli nccnepno-
3gpasooxpa-  nauu- (awar- BaHve
HEHUKN eHTa HO3)

1) NceBAoHMMM3VPOBaHHAA MeauuuHckas nomolb (MceBaoH. MeAnoMOLLb).

2) KnnHnueckne umcnbiTaHUA Y NOCTMapKeTUHIoBble nocnegosaHns (KnnHUYeckne umcnbitaHus).

3) BTOpuuHOE 1CNOMNb30BaHNE KIMHUYECKMX AaHHbIX, Hanpumep, Hay4yHoe uccnegosaHve (KnuHuyeckue pe-
3ynbTarthl).

4) MOHWUTOPWHT ¥ uccnefoBaHne o6LLEeCTBEHHOro 340poBbA (MOHUTOPUHT O6LLECTB, 340POBbS).

5) KoHchmaeHumanbHbIli 0TYET 0 NOBOYHbIX AeACTBMAX NlekapcTB (OTYET O NOGOUHBIX AECTBUAX N1EKapCTB).

6) ViccnepoBaHve BHe cdiepbl 3apaBooxpaHeHus (MiccnefoBaHve BHe cdhepbl 34paBOOXPaHEHUs, paHee —
rpynnbl notpeéuteneil).

7) MapkeTWHroBoe uccnefoBaHvie B 34paBooxpaHeHun (MapkeTMHroBoe WccnefoBaHue B 34paBOOXpPaHEeHUN.
BkntoyaeT cpaBHUTENbHbIN OTYET MokasaTesiell kauyecTBa, 9KCNepTU3y, KOHTPObHYI0 AeATENbHOCTb, KIMHUYECKYIo
KBaNMmKaLumio/NpaBunbHOCTbL CHETOB Ha OMNATY SIEYEHNS, BbICTaB/IEHVE CHETOB Ha OMNaty fevyeHns).

A.3.1 HanpaBneHue Ha na6opaTopHbIii aHann3 (NceBAOHVMU3NPOBAHHAA MeAULMHCKas MOMOLLb)

CueHapuii npuBefeH B kayecTBe npumepa (B faHHOi rpynne).

B gaHHOM cueHapun cnyx6a ncesfoHUMU3aLMmn UCNob3yeTcs A5 3aluTbl MAeHTUdMKaLMU NauyeHToB 1 corna-
COBAHHOro OTCNEeXMBaHWA MHdopMaLmm 06 0OAHOM ¥ TOM Xe nauueHTe nNpu obMeHe faHHbIMU MeXay pasHbiMK cucTe-
Mamu.

JNevalwemy Bpady TpebyeTtcs nocnatb buomartepuan Ha uccnefosaHve (nabopatopHble aHanm3sbl). CornacHo no-
JINTUKE KOHMUAEHLMANBHOCTM UHpopMaums, naeHTudmumpyowas nalumMeHTa, He Jo/kHa nepefasaTbCs B Hanpas/ie-
HWW Ha aHanm3bl. OfHaKo Bpayy BaXHO, YTOObI pe3y/bTaTbl aHa/IM30B COOTBETCTBOBA/IM HanpaB/eHuto, a 1abopaTopHoii
cnyxbe BaXHO UMeTb BO3MOXHOCTb CPaBHUTL TeKyLMe 1 npeAbigylive pesy/bTaTbl aHaIN30B 6romaTepuana naumeH-
Ta. MNpexae yem nocnatb Hanpas/fieHVe B 1abopaTopuio, C NOMOLLbIO JOBEPEHHOW CNYXObl NCEBAOHMMU3ALMN TeHepH-
pyeTcsa NceBAOHNM, 3aTeM OH BK/IIOYAETCS B Hanpas/fieHne, U pesynbTaTbl aHa/IM30B BO3BpALLAOTCA C 3TUM MNCEBAOHU-
MoM. Mo ncesAoOHMMY BOCCTaHaB/IMBAETCA UAEHTUYHOCTb NauneHTa, 1 pesy/bTaTbl BKIUAaTCA B 3an1cb ero MeauLyH-
CKOW KapTbl.

felicTByowune nuya: 3aKasuuk nccnefosaHus (HanpuMep, B yCOBUSIX CTauoHapa — fevalyuii Bpay), ucnos-
HUTeNb 3aKasa (Hanpumep, KInHuYeckas nabopatopusi), cnyxba NceBaoHNMMU3aUMM, MeANLMHCKAA MHOPMaLMOHHas
cucrema (MUC).

Mpepycnosus: 3akas3yuk UccnefoBaHVsl BbIOMPaeT CNCOK aHa/IM30B, KOTOPbIE JO/HKEH NPOBECTU WUCMOHUTE b
3akasza. Cnmcok aHann3oB NpUBA3bLIBAETCA K CyObeKTY AaHHbIX C MOMOLLbI YHUKAbHOMO nAaeHTUdukaTopa naumeHTa,
NPUCBOEHHOTO emy MNpu NOCTYN/IEHNN B CTaLMOHap.

MocTycnoBus: 3aKasymk nUccnefoBaHns nosyyaet OT UCNOMHUTENSA pe3ynibTaTbl aHa/IM30B U BKIKYYaeT UX B Me-
OVLMHCKYIO KapTy Cy6bekTa AaHHbIX, UCMOMb3Ys YHUKaUTbHbIN MAEHTUMMKATOP, paHee BK/IIOYEHHbI B HanpasneHue Ha
aHasm3bl.

Notokpa6oT/co6biTus/pgeiictens

BBOg, 3aKka3a B MeAVLMHCKY0 MHhopmaLuuoHHyto cuctemy (MUC):

- MVC ayTeHTudMUmMpyeT nevallero spaya;

- flevalmii Bpay BBOAMT HanpasfieHne Ha slabopaTopHble aHanu3bl, ykasblBas B HEM YHVKasIbHbI HOMeEp
Ccy6beKTa AiaHHbIX, NPUCBOEHHLIA eMy NpW NOCTYNAEHUN B CTaumoHap;

- flevawmii Bpay nNpoBepsieT COOTBETCTBME Hampas/eHVss NoAMTUKaM (Hanpumep, nosyvatento He paspeluaeTcs
nonyyatb MAEHTUMLMPYIOLWYIO MHhopMaLuio, NAUMEHT ABNSETCA OYEeHb BaKHbLIM /IULOM) U MPUHUMAET peLLeHne o
NPVYMEHEHUN Mep 3alUunThbl.

MceBgoHNMU3aLNA:

- MC BbI3bIBaeT cnyxby nceBAoHMMM3aLMW. nNepefasas eli B KauyecTBe napameTpa YHWUKasbHbI HoMep
nauueHTa;

- cnyx6a ncesgoHMMM3aumMn obpabaTbiBaeT 3TOT HOMEP.

- cnyx6a ncesgoHMMuM3auuy BosepaLaet MVC nceBaoHNM;

- MVC nepepaeT UCNOMHUTENIO Hanpas/ieHne, B KOTOPOM YHUKaSIbHbIA HOMEP nauueHTa 3aMeHeH Ha NceBAoHUM:
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coefMHSAETCA C NabopaTopHOi UHADOPMALMOHHOM CUCTEMOIA;
nepegaet coobLieHue;
nosyyaeT nofTBepxeHne npuema.

McnonHutens BbINOMHAET NabopaTopHble aHaM3bl B COOTBETCTBUM C HaNpaB/ieHMeM, B KOTOPOM yKasaH MnceBao-
HUM nauueHTa (NMpy BLINOSIHEHUN aHasIM30B CreLuuasucT NpPoBOAUT CpaBHEHVEe C pesy/nbTataMu, paHee cAeflaHHbIMM
AN 3TOro nauneHTa).

VcnonHutens HanpasneHus oTnpaensieT B MUC pesynbTaTbl, B KOTOPbIX yka3aH NCEBAOHVM NauuneHTa:

- coepuHsetca ¢ MUC.

- nepegaet coobLeHue;

- nonyyaeT NOATBEPXAEHVE npuema.

BoccTaHoBMeHe WAEHTUHHOCTY pe3y/ibTaToB:

- MUC nepepaeT nceBAOHUM cnyxbe nceBAoHUMU3ALNN;

- cnyxba nceBAoOHMMMU3ALNM NPOBEPSeT B COOTBETCTBUM C NOSIMTUKOA BOCCTAHOBNEHUSI MAEHTUYHOCTY, paspelle-
HO NI OHO ANA AAaHHOro nosb3osartensa MUC;

- cnyx6a nceBAoHMMMU3aLMM obpabaTbiBaeT NCEBLOHUM;

- cnyx6a nceBAoHNMM3aumy Bo3spataeT MAC UCTUHHBIA MAEHTUAMKATOP NauneHTa;

- M/C HaxoauT no aTomMy UAeHTUMKATOPY MeAMLMHCKYI0 KapTy nauueHTa v BKIKYaeT B Hee pesynbTaTbl.

Opyrue npumepsl / 3aMeuyaHuns

OH-naiiHoBble KOHCYNbTauum yepes VIHTEpHeT — oka3aHwe MeAWUMHCKOW NOoMOoLLM nuuy (TOMY xe camMomy) B
pasHoe Bpewms.

My611yHO M3BECTHOe NULO obpallaeTcs K MeAULMHCKOMY paboTHMKY 3a NomoLLpblo. XKenas obecneuntb KOHGM-
[eHUManbHOCTb 3TOr0 aNM304a U MOCNeaytoLero eYeHns, nauneHT TpebyeT, YTobbl BO BCEX 3TUX Cyyasx MCMO/b30Ba-
NINCb ero nceBAOHVMU3NPOBAaHHbIE UAEHTUANKATOPDI.

A.3.2 KnuHun4yeckne ncnbitaHus

A.3.2.1 O6wwe cBefeHus

CyluecTByeT 60/bLIOE KOMMYECTBO Pa3HOBUAHOCTEN KIMHUYECKMX WUCMbITaHui. CO0p AaHHbIX NPU KIMHUYECKUX
UCMbITAHUAX NIeKapcTB A9 NpefcTaBeHns B YNpas/ieHne no caHUTapHOMy Ha30py 3a KavyeCcTBOM MULLLEBbIX NPOLYKTOB
1N MeAMKaMEeHTOB perynmpyeTcs psaoM npouefypHbIX HOPM. VCnbITbIBAIOTCS HOBblE AMArHOCTUYECKUe YCTPOIiCcTBa, Ha-
npumMep. ¢ nomMoLLbio ROC-aHanM3a. a Takke HOBble MpoLeaypbl, MPY 3TOM B COOTBETCTBUM C AE/CTBYIOLLMM 3akoHoAa-
TeNbCTBOM TpebyeTcs nceafoHMMU3aumns He TONbKO Ana obecneveHns KoHUAEHUMaNbHOCTW. Tpy NPUMEHEeHUN Tako-
ro Hay4yHOro MeTofa, kak ABO/iHOe crenoe nccnefoBaHvie, NCEBAOHNMN3NPOBATL HAJ0 AaXke BHYTPEHHUE AaHHble.

Ha pucyHke A.1 yka3aHbl pasnuyHble MecTa, B KOTOPbIX AaHHble MOryT 6biTb U3MEHEHbI AN A06aBNeHNs UAEHTU-
hrumpyoLwmx aTpudyToB KAMHUYECKMX ucnbitaHuii (MKW) nivinn yaanerns agpmbyToB B Liensx NCeBLOHMMU3ALNN.
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B oTnnuve oT npenogasaHus C UCMOMb30BaAHWEM MEAMLMHCKMX AaHHbIX NauyeHToB, B Mpouecce nNposefeHus
KMHNYECKNX UCMbITaHWUA 06bIYHO YHaCTBYIOT HECKO/IbKO CTOPOH:

CMOHCOpP KNAMHUYECKUX UCMbITaHNIi, KOTOPbIV 3a4aeT HayyHble TpeboBaHUA K UCMbITaHWio. O6bIYHO B 3TUX Tpebo-
BaHMAX ykasaHbl faHHble, KOTOpble B LieNSX HAy4YHOro aHa/m3a A0/MKHbI ObiTb COXPaHEeHbl, AaHHble, KOTOpble AO/KHbI
6bITb cAenaHbl CAenbiMU, 1 faHHble, KOTOpble AO/KHbI GbiTb YAa/IEHbI.

KOOPAMHALMOHHBIN LLEHTP KANHWYECKUX MCMbITAHWii, KOTOPbIA KOOPAWHWUPYET, cobmpaeT W roTOBUT AaHHbIE.
OTOT LEHTP MOXET Takke obecneumsarb NceBAOHNMU3ALMIO AaHHbIX, 3aBUCALLYI0 OT BblIGpaHHbIX NpoLeayp v cornatle-
HWA 0 MecTe NpPoBefEeHNs KIMHNYECKNX UCTIbITaHWIA.

Vicnonb3oBaHWe HEeCKOMbKUX .MECT NpoBefeHUs KIUHUYECKUX UCMbITaHui, B KOTOPbIX OCYLLIEeCTBAAeTCA dhakTu-
yeckasi KIMHUYeckas AesTenbHOCTb. B HUX NMCEBAOHUMU3NPYIOT AaHHble NPU B3avMOAECTBUMN CO CMOHCOPOM K/IMHU-
YecKMX UCMbITaHWii 1 B COOTBETCTBUM CO CBOMMW NOAUTUKaMU obecneveHns KoHUAEeHUManbHOCTU U TpeboBaHNSMN
[aHHOro crnoHcopa.

MpvBneyeHne Jpyrux koHTponepos, HaNpUMep, YnpasneHue no caHUTapHOMY HaA30py 3a KauyeCcTBOM MULLEBBIX
NPOAYKTOB U MeAUKaMEHTOB, KOTOpble paccMaTpuBatoT pesy/bTaTbl KIUHUYECKOro WCMbITaHUA.

Ecnn Heo6xoanMo, 4TO6bl NauneHTbl, y4acTByoLME B KIMHUYECKOM UCNbITaHUW, NOAyYnnN yBeOM/IEHUS O pe-
3ynbTartax, BaXHbIX A9 UX JIEYEHUs, TO B TAKOM WCTbITAHUN MOXET NoTpe6oBaTbCA 06patMMocCTb ncesfoHumm3aumn. Ee
MOXHO 06ecneynTb HeCKOMbKMMM cnocobamu. OAMH U3 HUX: KOHTPO/ep, KOTOpbI/ nosyvaeT pesynbTaTbl UCTbITAHUS,
[O/MKEH UMEeTb BO3MOXHOCTb COOBOLWMTL KOMY-IMB0 (Hanpumep, areHTy KAMHWYECKOro UCMbITaHWs), YTO «naumeHT X,
y4acTBOBaBLUMIA B KIMHUYECKOM UCMbITaHWN Y. AO/MKEH OblTb YBEAOMIEH O pe3y/ibTatax ...».

A.3.2.2 T'le ucnonb3yeTcs NceBgoHUMU3ALNA

3apaHee o4eHb TPYAHO MPUHATH Kakoe-TMb0 KOHKPETHOE peLLeHne O TOM, Kakme faHHble JO/MKHbI BbITb cAenaHbl
crenbIMU 1 KakKuM MMEHHO 06pa3oM. [juanasoH uccrefyemblx XapakTepucTUK MOXET ObliTb OYEHb LUMPOKUM, U HEPEAKO
MHJOpPMaLMA O HAX HE MOXET ObITb cAaenaHa cnenoi. B kaxaoM KAMHUYECKOM UCMNbITaHUW AO0/MKHbI ObiTb onpeaeneHs!
COGCTBEHHbIE MpaBuia «CnenoTbl» W MCeBAOHUMU3ALMN. XOTA 3Ty paboTy MOXHO YNpOCTWUTb, €CNK 3a OCHOBY B3SiTb
npasuna, NpeaoXeHHble B NPeAwecTBYOLWMX aHaIorMYHbIX UCTbITAHUSX.

A.3.2.3 TpeboBaHus K NCeBAOHUMU3ALNN

MpoBefeHe HEKOTOPbIX KMHUYECKUX WUCMbITaHU MOXeT perynmpoBaTbCs O0CO6GbIMM HOpMamy c6opa AaHHbIX.
Hanpumep, 3T HOpMbl MOTYT BK/IOYaTb B Cebs BefeHWe MOMHOr0 PerncTpauMoHHOro XypHasia U JOKyMeHTMpoBaHue
BCEX U3MEHEHWI AaHHbIX, B TOM Yncne npefHasHayveHHbIX 419 uenei ge-naeHtndukaumm. 3Tm HOPMbI CyLLECTBEHHBIM
06pa3om B/NAKT Ha BbIGOP MeToAe» Ae-uaeHTuduKaumm.

CueHapuii npuBeaeH B kKauecTBe npumepa (B faHHOW rpynne).

MpepocTaBneHne AaHHbIX ANA KAMHWYECKUX UCMbITaHWiA. ITOT cLeHapuii onucbiBaeT cbop AaHHbIX U3 OAHOro
MCTOYHMKA MEAMLIMHCKOA MOMOLUM 1 Pecypchbl AaHHbIX, NCMOAb3YeMbIX A4S KIVHUYECKOTO UCMbITaHWA.

LeiicTByowmne nuua: Nonb3oBareslb CUCTEMbI (HaNnpumMep, nccnefoBarenb, MeAUUUHCKUIA COTPYAHUK, YHacTBy-
IOWWIA B NeYeHnn, MHGOPMaLMOHHBIV pecypc KNMHWYECKOro UCMbITaHns, MHCDOPMaLMOHHLIA pecypc nocTaBLuuka Meau-
umHckoli nomowwm (MUC)).

Mpegycnosus: MauUMeHT y4acTBYeT B KIMHUYECKOM UCMbITAHWUK: Y UCCnefoBaTens ectb cuctema coopa AaHHbIX,
KoTOpas pasBHbIM 06pa3oM yA0BNeTBOPSET TPe6OBaHWUAM KIMHUYECKOrO UCMbITAHUA U BHELUHEro WHAOPMaLMOHHOro
pecypca; fOoCTyrnHa MecTHast MHAOPMaLMOHHas cucTeMa: nosyvyeHo MHGOPMUPOBAHHOE corflacMe nauueHTa; Bbinosi-
HEeH aTan KAVHUYECKOro UCTMbITaHWS.

MocTycnosuns: UH(POPMALMOHHBIV Pecypc KIMHUYECKOTO UCMbITAHUS UMEET BCe HeobXOoAMMble JaHHble O Kax-
[OM 3M1304€e NeYeHns nauveHTa, y4acTByIoLWero B ucnbitaHun. BHelHnii nHhopMaLMoHHbIV pecypc (Hanpumep. MUAC,
cuMcTeMa BefeHUs 3NEKTPOHHOW MeaMUMHCKOM KapTbl) MMeeT BCe HeoOXOAMMble AaHHble O KaXAoM 3nu3o4e neveHus
nauueHTa.

Notokpa6oT/cob6biTusa/ geiictens

YyacTHUKM NpegocTaBneHns AaHHbIX A8 KAMHWYECKUX UCMbITaHuii nokasaHbl Ha pucyHke A.2.

TeyeHue npouecca:

- NoMib30BaTe b U3 Yncna MeauLMHCKMX paboTHUKOB, obecneunBatoLLyx neveHne, ayTeHTudunumpyetcs 8 MUC:

- MUC vHuupmpyeT permcTpaumio 4ocTyna B XXypHane, qukerpys BpemMs perucrpaumm;

- MeAMLMHCKNIA paboTHUK BBOAWT JaHHbIE B CUCTEMY cOopa JaHHbIX:

- cucTema 06e3nmunBaeT WM NCEBAOHVMU3NPYET AaHHbIE;

- cucTema nepefaet pesnieBaHTHbIE faHHble MHAOPMALMOHHOMY Pecypcy KAMHWUYECKOrO UCMbITaHUs;

- MHOPMALMOHHBIA Pecypc KIMHUYECKOro UCTbITaHUA MOJyYaeT AaHHbIe;

- MUC c6opa AaHHbIX 0TnpasaseT MHpoPMaLMIO 0 IeUeHU BHeLLHeMY UHDOPMaLMOHHOMY pecypcy, U uccnego-
BaTe/lb KIVHUYECKOro UCNbITaHs NpocMaTpuBaeT ¥ NpoBepseT (C NOMOLLbI0 CNYX6bl eSignature Uan NHOro MexaHnsma
NPOBEPKM), TOUHO NN 3TU [aHHbIE OTPAXAIOT COOpaHHbIe AaHHble, Tpebyemble ANA UCTbITaHUS.
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NELUKOMALL ML * 1
(Yrynuno
HesAbILLLLM (YnpTs3n+T)
(Ynpwnwm 1o POMH LU aHX

«BONIBBYU»)
PI/ICyHOK A.2 — Y4yacTHUKK npenocrtaBneHna faHHbIX ona KANHNYeCcKnx ncnbITaHni

A.3.3 KnuHnyeckoe nccnefosaHne

CueHapuii npuBeAeH B HaHeclwee npumepa (B faHHol rpynne).

BTOpnyHOE MCMOoNb30BaHNE KIMHUYECKNX AaHHbIX A1 HAYYHbIX Lieneil.

OTaen Hedhponorum cobupaeT B CTaumoHapax u MeAnLMHCKMX LeHTpax AaHHble 0 NPOthUIbLHOM SIeYeHUN naumeH-
TOB. CTpagawLwyx gnadeTom. nsa neyeHns agnadeTa MCNOMb30Ba/IMCH Pa3Hble CXEMbl NEKapPCTBEHHOW Tepanuun. JaHHble
0 JIEYEHNN XPaHATCA B HECKONbKMX CUCTEMax, B KayecTBe MAeHTUdMKaTopa naumeHTa UCnosb3yeTcs HaunoHasIbHbI
CTPaxoBolii HOMepP WHAMBUAYaIbHOrO NNLEBOro cyeta. Kakoe-To BpeMs CryCTs, COMCKaTeNn YYEHON CTeneHn peLumnsnn
npoaHasn3npoBaTthb pe3y/bTaTbl YCMNELWHOro /ie4eHns. 3TO UCMO/Ib30BaHNe faHHbIX AB/IAETCA BTOPUYHBLIM, MOCKO/bKY
OHO He MpefHa3Ha4YeHo ANa NPOAO/IKEHNA neveHns. ConckaTenu AO/MKHbI cobpaTb CBeAeHNA M3 pasHbix 6a3 AaHHbIX
1 CrpynnupoBaTthb MX TakMMm 06pa3oMm, YTOObl OHW OTHOCWANCL K OAHOMY W TOMY Xe naumeHTy. OfHako meauumHcKue
opraHuzauum — Bnagesblbl MHOPMaLMM — He COOMPaKOTCS packpbiBaTb UAEHTUGULMPYIOLLME NEePCOHasIbHbIE AaH-
Hble. Mo3ToMy BCe faHHble AO0/MKHbI ObiTb NCEBAOHNMU3NPOBAaHBLI C MOMOLLbLIO CAYX6bl NCEBAOHMMUIALMN, KOTOpas
YOIUT HENOCPEACTBEHHO NAEHTUMLMPYIOLWNE AaHHbIE U 3aMEHUT UX Ha NCEBAOHVMMbI B COOTHOLLEHWUN OAUH K OQHOMY.
Viccneposartenu He 6yayT 3HaTb MAEHTUMKALMIO NALMEHTOB, HO TEM HEe MeHee CMOryT rpynnupoBaTh JaHHble, OTHOCS-
Liecs K OfAHOMY 1 TOMY e NauueHTy.

Mpy Hay4yHOM aHanv3e pe3ynbTaToB fleveHnss 06HaPYXUIOCh, YTO A4/15 BbINOIHEHUS BaKHeMLero nccnegoBaHms,
NOMVWMO COBpaHHbIX [AaHHbIX, Heo6xoAMMa CBSi3aHHas C HUMUW A0MONHUTENbHas MHopmaums. CooTBeTCTBYOLANA
3KCMEepPTHasA KOMWUCCUSI CaHKLMOHMPYET BOCCTAHOBMEHME WAEHTUYHOCTM NaLMEHTOB, YTOObI 3anpocuTb paspeLueHve K
y3HaTb O 3aUHTEPEeCOBaHHOCTH y4yacTus B AasibHENWeM Hay4yHOM McCnefoBaHuy y nul,. KOTopble MOrau 6bl COCTaBuUTb
nccnegyemyto rpynny.

C 0ofiHUM 1 TeM e HabopoM faHHbIX MOXHO NPOBOAWTL pasHble Nporpammbl UCCNefoBaHus.

OelcTBylowne nuya: NOMb30BaTE/Ib CUCTEMbI (HANpPUMep, UccnefoBaTesb, MeAVLMHCKUIA COTPYAHWK, y4acTBy-
OLLMIA B NleYeHnn, MHEOPMALMOHHBIA pPecypc Hay4HOro MccnefoBaHus, MHAOPMALMOHHBIA pecypc nocTaswmka Meau-
umHckoin nomowm (MAC)).

Mpepycnosus: MeAULMHCKasa KapTa, nNpeacTasnaowas HTepec Ana nccnegosarens (AaHHble 060 BCeX anu3o-
[ax NevyeHns v TONbKO O TeX. KOTOpble YAOBNETBOPSAIT KPUTEPUAM TeMbl UCCNef0BaHUA NONYNALMOHHOW rpynnbl); y
nccnepfosaresia ecTb cucteMa cbopa JaHHbIX, KoTopas y0B/eTBOpAeT NOTPE6GHOCTH Kak Hay4HOro UCCNe0BaHus, Tak 1
MWC; mecTHaa nHopmMaLmoHHas cucTema; MHOpMMpOBaHHOE corfacue nauveHTa, nosyvyeHHoe B COOTBETCTBUM C
MECTHbIM 3aKoHOJaTe/IbCTBOM; 3aBeplueHHasa YyacTb anu3oga neveHus.
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MocTycnosus: UHOPMALMOHHBIA Pecypc Hay4YHOro UCCNeA0BaHNs COAEPXUT BCE pesieBaHTHbIE MCeBAOHUMM-
31pOBaHHble faHHble BCeX 3M13040B fIeYeHUs NaLMeHTOB NOonynAaLMoHHON rpynnbl. ObecneyeHa 3aluta KOHUAEHL -
a/TbHOCTN 3TUX AaHHbIX. BHewWwHnii nHopmMaLymoHHbIi pecype (Hanpumep. MUC. cucTema BefeHUs 3M1EKTPOHHOW Meau-
LIMHCKOI KapTbl) MMEEeT BCe pesfieBaHTHble AaHHble O KaXOM 3nv30je Se4eHus naumeHTa.

Motokpa6oT/cobbiTusa/ geiictenn

TeueHve npouecca:

- N0fIb30BaTe b U3 YMCNa MeANLMHCKMX PabOTHNKOB, 0becneumnsatowux nedeHme, ayteHtuduumpyetca 8 MUC;

- MUC vHuummnpyeT pernctpaumio 4ocTyna B XypHane, MKCupys BpeMsi peructpaumm:

- MeAVLMHCKWIA paboTHUK BBOAWT JaHHbIE B CUCTEMy cbopa fJaHHbIX;

- B Lenax obecneveHns KOHOUAEHUMAIBHOCT CUCTEMA FreHepUpYyeT arpermpoBaHHble AaHHble;

- cMcTeMa npoBepsieT Halnyne YHUKaSTbHO MAEHTUMULMPYIOWMX XapakTepuUCTUK AaHHbIX (Hanpumep, peakux guar-
HO30B) MM COYeTaHuli XapakTepucTuk;

- cuctema 06e3nmumsaeT UM SICEBAOHUMU3NPYET faHHbIE;

- cucTema nepefaet peneBaHTHble JaHHble MHHhOPMaLMOHHOMY pecypcy Hay4yHOro UccnefoBaHus:

- VHCOPMALMOHHBIA pecypc Hay4YHOro MCCciefoBaHuUsA NoyvaeT AaHHble:

- MUC cbopa gaHHbIX oTnpaBnseT nHhopmaumio 0 nedeHun mectHoin MUC.

Opyrue npumepbl / 3amevanus

MoaroToBka AaHHbIX ANA 06pa3oBaHuA:

OTueT 0 CpaBHUTENbHbIX NOKa3aTensx kayecrsa: AaHHble 06 aNM304ax SieHeHNs 1 BbIMUCHON 3MUKPK3 nepe-
[alTca NoCcTaBLUMKOM MeAULMHCKON NOMOLLM B HAYUYHO-UCCNefoBaTeNbCKY0 6a3y AaHHbIX. VaeHTudukaTopbl naumeHTa
NCEBLOHVIMM3NPYIOTCS C MOMOLLbIO CNYXObl NCEBAOHUMM3ALIMM. NOCKONbKY UMEKTCA UAEeHTUMLMPYIOLLVE TPYNNMPOBKM
W fjaHHble, HeobXoAMMble ANA BblpaBHWBAHUA PUCKOB. YTOObI eLle nyylle 3aWmTuTb AaHHble OT aTak NpeanoioxXeHNs,
NPOBOAUTCA arperupoBaHve AaHHbIX, Hanpumep, CBEAEHW O MPOAO/IHKUTENIbHOCTU fIeHeHus. VIAeHTUYHOCTb NOCTaBLLm-
Ka MeULMHCKOM NOMOLLY Takke NCeBAOHUMU3NPYETCS B LieNsx 3aluTbl MAEHTUYHOCTY BpaYel 1 MeAULMHCKUX OpraHu-
3auui.

SkcnepTnsa: paspaboTaH HOBbIi METOA XMPYPruyeckoin onepaumun. Bpaun ncnonb3yoT cinyx6y ncesgoHMMM3a-
Lvn N5 npefocTaBfeHnst pervcTpy o6Lero nosb3oBaHns UHAPOpMaLMM O NPOBEAEHHOM IeHeHUM U MOBGOYHBIX adhdek-
Tax. ATOT pernucTp npefHasHayeH A1a NpoBeAeHNs 3KCNEPTHLIX OLEHOK TPEHAOB W CPaBHEHWUA Pe3y/nbTaToB AN PasHbIX
[ANarHoCTUYECKN CBA3AHHbIX TPYMM 1 CONyTCTBYIOLWMX 3a60neBaHuii. KoHuaeHuManbHOCTb nauyeHToB 1 Bpadyeli obec-
neunBaeTcs C NOMOLLbIO NCEBAOHUMOB, MOyYaeMblX OT CMyX6bl NCeBAOHUMMU3AUMM. DTO NO3BONSET cobpaTb BMecTe
[aHHble nauyeHTa, NpefocTaB/ieHHble PasHbIMW Bpadamu, YTOObl OLEHUTb MOJHYI0 KapTUHY MeAWLIMHCKON MOMOLLN.

Mpy 3KCNepTHON OLEHKe CryvyaeB SleYeHUs BbISABAEHO, YTO Y NauueHTa, NosyyaBLUero neyYeHne y HecKONbKUX
NoCTaBLLMKOB MEAMLMHCKON NOMOLLM, NOBbILLEH PUCK MOCAeOonepaLyioHHOro OCNOXHeHUs. [1as 3Toro cryvas npov3Bo-
[ONTCA BOCCTAHOB/MEHNE WAEHTUYHOCTW, YTOObI NPUrNacUTb NauyneHTa Ha AOononHuTeNbHOoe 06CnefoBaHne u neyeHune.

A.3.4 MOHUTOPUHT O6LLLECTBEHHOTO 340POBbS

CueHapuii npuBegeH BkayecTBe npumepa (B faHHoOl rpynne).

Cnoco6HOCTb 6GbICTPO BbIBUTL C/lyvaun yrpo3 o6LEeCTBEHHOMY 3[0P0BbI0 11 COOTBETCTBYHOLLM 06pa3oM Mo6GUN-
30BaTb Pecypchbl A8 NPOBEAEHNS CaHUTapHbIX MEPONPUATUI MOXET cnacartb XW3Hu. VHdopmaums, cobpaHHas B 60/b-
HMLAX. B APYTMX MeANLMHCKNX YUYPeXAeHNsX 1 BCIOMOraTe ibHbIX OpraH13aLmsax, MOXET B 3/IEKTPOHHOI dhopme oTnpas-
NATLCA B CaHUTaPHO-3NUAEMMUOOTMYECKYIO CYXOY B LeNAX COLMabHO-TUIMEHNYECKOrO MOHUTOPUHIA, KOTOPbIA Mnpak-
TUYECKN B peas/lbHOM BPeMeHV AaeT npefAcTaB/ieHMe O COCTOSIHUM O6LLEeCTBEHHOrO 340pPOBbS U MHPOPMUPYET OTBET-
CTBEHHbIE CMYXObl O HEOBXOAMMOCTU pearnpoBaHvs Ha c/lydau Yrpo3 o6LLeCTBEHHOMY 340pOBbi0. aeHTudmkaums
nauneHToB NpY MOHUTOPUHIe He obs3aTenbHa. CobpaHHble AaHHble MOMYT nepejaBaTbCsi OpraHam rocyAapCTBEHHOro
N MECTHOrO YnpaBfeHus, a Takke MefULMHCKUM opraHusaumsam ans obecneyeHns CKOOPAUHMPOBAHHbLIX AeNCTBUIA.

felicTtByowune nuuya: NOAb30BaTENb CUCTEMbI (HANpUMep, CaHMTapHbIA Bpay, MeAULMHCKWIA COTPYAHUK, y4a-
CTBYIOLLMIA B fledeHnn), MHhopMaumMoHHas CUCTEMa CaHUTapPHO-3MMAEMMOSIONMYECKON CAYXObI, KIMHUYECKUiA nHdopma-
LMOHHBIV pecypc, MHOPMALMOHHBI pecypc CaHUTapHO-3NMAEMUONOTUYECKON CyXObl.

Mpeaycnosus: 3afaHbl KpUTEPUM MeXaHW3Ma unbTpauun nepefaBaeMblX AaHHbIX; onpefeneHbl anropuTMbl
BbISIB/IEHWS COOLITWIA; NauMeHT NpaBuIbHO UAEHTUULMPOBAH; NOCTaBLLMK MEAULUHCKON NOMOLLM NPaBUIbHO UAEHTU-
dhrumpoBaH; [OCTYNHbI CNYX6bl NCEBAOHAMU3ALMN. Ae-UAEHTUMUKALMN U BOCCTAHOBNEHNS WAEHTUYHOCTU.

MocTycnosus: AaHHble NepeAaHbl HECKObKUMU KMHUYECKUMU MHDOPMAaLMOHHBIMI pecypcamu uHopmaLm-
OHHOI cMCTeMe CaHUTapHO-3NMAEMNONONMYECKOR CNyXObl, B KOTOPOI peann3oBaHbl (hYHKLWW, HEOBXoAUMbIE ANSA Bbl-
AB/IEHNS Yrpo3 06LLeCTBEHHOMY 3[J0POBbI0, TO €CTb 3Ta cucTema obecneyvBaeT CoLMaIbHO-TUTMEHNYECKN MOHUTOPUHT
N aHan3 o6LECTBEHHOIO 3[J0POBbS, BbISIBIEHNE W UCCNeA0BaHWe Yrpo3, nepegaeT yBeAOM/IEHUS O COCTOSHUM obLe-
CTBEHHOr0 3[0pOBbS W MpefynpexgeHus 06 yrposax W [pyrue AaHHble, CBA3aHHble C yrpo3amu 06LiecTBEHHOMY
370POBbIO.

MNoTtokpa6oT/cob6biTusi/geicremns

C60p faHHbIX NHOPMALMOHHON CUCTEMONM CaHUTapPHO-3NUAEMNONIOTNYECKOWA CyXObI:

- KAIMHUYeCKNi HhopMaLMoHHbI pecypc obecneuvBaeT BBOA AaHHbIX O Cyvasx MegULMHCKOV NOMOLLM B cUCTe-
My BeAEHUSI 3N1IEKTPOHHOW MeauLMHCKol kapTbl (AMK);

- cuctema BegeHuss MK obecneumBaeT xpaHeHVe JaHHbIX, HE0OXOANMbIX MH(OPMALIMOHHON cucTeme caHuTap-
HO-3NNAEMNONIOTNYECKON CNYX6bl;
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- K/IMHUYeCKWA MHOPMALMOHHBI pecypc MHULMUPYeT BefeHWe PerncTpauyioHHOrO XypHana CobbITuiA, yunTbl-
BalOLLEro 1x BpPeMsi NosiB/IeHNS:

- KMHWYecKniA MHOPMAaLMOHHBI pecypc npocMaTtpuBaeT v NpoBepsieT (C MOMOLLbI CAyX6bl eSignature wm
MHOTO MeXaHu3ma NpoBepku), TOUHO /N AaHHble B cucTeme BefleHnst OMK  oTpaxatoT UCXOAHble AaHHbIe:

- KMHUYeCKuUii NHGOPMALMOHHBIV pecypc Ha OCHOBE KpUTEpWEB (hUbTpaLun 13BnekaeT HdopMaumio 4ns npe-
pocTtaeneHus (nepefayn) MHGOPMALMOHHOK cMCTEME CaHMTapHO-3NUAEMUOIOTNYECKON CnyX6bl:

- K/IMHUYeCKWiA MHOPMALMOHHBIN pecypc Bbi3bIBAET COOTBETCTBYIOLLYIO CAYXOY ANSi NCEBAOHUMMU3ALMN AaHHBIX;

- KMHWYEeCKWiA MHPOpPMaLMOHHbIA pecypc npefocTaBnseT (nepeAaeT) pefieBaHTHbIe JaHHble MH(OPMaLVOHHO
cucTeMe CaHUTapHO-3NMAEMUONOTNYECKON CAYXObl, UCMOMb3yA 3allMlleHHble CPpeAcTBa nepegayunt Coo6LLeHWi,

- KMHUYeCKUii MHAOPMAaLMOHHbIA pecypc nosyyvaeT NOATBEPXAEHME npueMa AaHHbIX 0T UHCOPMAaLMOHHON crc-
TEMbl CaHUTapPHO-3MNUAEMNONOTNYECKOW CyXObl.

BbisiBneHne yrpo3s o6LiecTBEHHOMY 3[0pPOBbIO:

- MOCTaBLLMK MEAVLMHCKOM MOMOLLM NonyyYaeT 0T MHDOPMALMOHHON CUCTEMbI CaHUTapHO-3NMAEMNONOrMYECKO
cnyx6bl TeneoHHOe NN 3alluLLIEeHHOe 3/1eKTPOHHOEe yBeAOoM/IeHUe O NOA03PeHUN Ha Yrpo3y O6LLEecTBEHHOMY 3[,0p0-
BbO:

- K/IMHUYeCKuil MHhopMaLMOHHbI pecypc No Mepe HeobxoAuMOCTW NpefocTaBaseT MHOPMAaLMOHHOK cucteme
CaHWTapHO-3NMAEMMNOIOTMYECKON CYXObl AONONHUTE bHbIE JaHHbIE:

- NOCTaBLUMK MEeAMLMHCKON NOMOLLM nofyyaeT OT UHOPMALMOHHON CUCTEMbI CaHUTapHO-3NUAEMMNOOrMYECKo
cnyx6bl TenethoHHoe MK 3alyleHHOoe 3N1eKTPOHHOE NpeaynpexXAeHne O BbISIBIEHHON yrpo3e 06LLEeCTBEHHOMY 3[,0PO-
BbHO:

- KVHWUYEeCKNiA MHCDOPMALIMOHHBI pecypc noslyyaeT OT MHCAOPMALMOHHOW CUCTEMbl CaHUTapHO-3NUAEMWUONOIY-
4ecKoi cnyx6bl yBeOM/IEHE O HEOOXOAMMOM NPOAO/KEHUN NIeHeHUs NauyeHTa, y KOTOPOro BbisiB/IEHO 3ab0/1eBaHue,
yrpoxatowiee o6LeCTBEHHOMY 340POBbIO.

MocneayoLWwmnii MOHUTOPUHT BbISIB/IEHHOTO COBLITUA:

- KMHUYECKWA MHCOPMALMOHHLIA pecypc cobvpaeT JOoMNoSHUTeNbHble AaHHble, HeobXoavMble A48 NMKBUAALMN
BCMbILLUKV 3a60/1eBaHNs, 0CO6EHHO CBEAEHUS O HOBbIX W PaHO BbISB/IEHHbIX CllyyYasix 3abosieBaHnst Uan NoJ03peHnit Ha
HUX. 1 NpefocTaBnseT UX MHPOPMALVOHHON CUCTEME CaHUTAPHO-3MUAEMUONOTNYECKOW CyXObI;

- ayTEeHTUNLMPOBAHHbIN KMMHUYECKWIA MH(POPMALIMOHHBIV pecypc Bbi3biBAeT Cyx6Oy nceBAoHMMMU3aLMM ANS BOC-
CTAHOB/NEHUSI MAEHTUYHOCTU MauneHTa B LensX NPOLO/IKEHUS NeYeHUs nauueHTa U CKPUHWHIa CeMbW U KOHTaKToB
nauueHTa B COOTBETCTBUM C CaHUTaPHO-3NUAEMMNONOTMYECKMU NpaBuIamm:

- KIMHWUYECKU MHOPMALIMOHHBIV pecypc exeAHeBHO nepeAaeT WHAOPMAaLMOHHOW cucTeMe caHWTapHo-anunae-
MWOJIOTUYECKON CNYXObl AaHHbIE O NPOBOAMMbIX MEPONPUATUSX;

- KVHWYeCcKniA MHCOPMaLMOHHLI pecypc noslyyaeT OT UHOPMAaLMOHHOW CUCTEMbI CaHUTapHO-3NUAEMWUONOrY-
YecKOoW Cnyx6bl 3alyLieHHble 3M1eKTPOHHbIE YBEAOMEHN 06 U3MEHEHWUSX CaHUTaPHO-3NUAEMMONOrNYecKoin obeTa-
HOBKM.

BbicTpoe pearupoBaHue Ha CObbITHE:

- KMHWYeCcKUiA MHCPOPMALMOHHBIA pecypc noslyyaeT OT MHCAOPMAaLMOHHOW CUCTEMbI CaHUTapHO-3NUAEMWUONOrY-
YeCcKOoW CnyxObl 3alUMLLEHHbIE 3NEKTPOHHbIE NpeanMcaHna no NPOoBEAEHUI0 NPOTUBO3NUAEMUYECKUX (NpodunakTnyec-
KNX) MeponpusiTUiA B COOTBETCTBUW C CaHWTapPHO-3IMUAEMMNOSIOTMYECKUMI NpaBuiamMu;

- KNIMHUYeCcKnii MHPOPMaLMOHHBIV pecypc OTnpaBnseT NOATBEPXAEHNE NOMYYeHUs OT Cnyx6bl coumanbHo-rurne-
HWYECKOr0 MOHWTOPMHIa 3aLLMLLEHHbIX 3/1EKTPOHHbLIX MPeAnMCaHnii Mo NPOBeAEeHUI0 NPOTMBO3NUAEMUYeckuX (Npodm-
NaKTUyecknx) MeponpusaThii B COOTBETCTBUM C CAHUTAPHO-3NUAEMMNONOTMYECKUMU NpaBmIamm.

fNpyrne npumepsl / 3ameyanunsn

ExeHefenbHO MHDOPMaLMOHHbIE CUCTEMbI Bpaueli 06LLeil NpakTuk1 nepefalT CBeAEeHNs O cryyasx annepru-
yeckux 3aboneBaHuii 1 rpynna B LeHTpasibHOE HaLMoHa/lbHoe xpaHuauile. Mepep oTnpaskoli nAeHTUGMKATOPbI nauy-
eHTa 1 Bpaya NceBAoHNMU3NPYIOTCS C MOMOLLBIO CNYXO6bl NCEBAOHUMU3ALMN. U MHDOPMALMSA O TOYHOM MeCTe XUTeNb-
CTBa NauueHTa 3ameHsieTcsl Ha 6o/ee o6Lyto. LieHTpasibHOe HauyoHaIbHOe XPaHUInLLE NCNonb3yeTcs aas hopMmnpo-
BaHUA NpeaynpexaeHust 0 caHUTapHO-3NMAEeMUOIorMYeckoli 06CTaHoBKe MO Fpunny 1 anneprusm, 418 KOTOpbIX MAeH-
TMOULMPYIOLLIME faHHble He TPebyloTCs.

A.3.5 lHhopMuMpoBaHUe 0 MOGOUHbIX 4eNCTBUAX (NeKapCTBEHHbIX CPeACTB)

OnucaHune cueHapus: MOHUTOPWHI 6e30MacHOCTV Tepanuu. 3TOT cueHapuii onucbiBaeT AeSATe/IbHOCTb, CBA3aH-
HYI0 C MOHWUTOPUHIOM 6e3onacHocTu Tepanun. OH BKIOYaeT B ce651 NOCTMapPKETUHIOBbIA MOHUTOPUHT U UHOPMUPOBA-
H1e 0 NOB6OYHBIX AelCTBUSX /IeKapPCTBEHHbIX CPE/CTB.

[OelictBytou e nuua:

- Nofb3oBaTe/b CUCTEMbI (Hanpumep, MeAULMHCKWA COTPYAHWK, yHacTBYIOLMIA B NeveHnn):

- cnyxb6a o6e3nuunBaHus/NnceBAOHMMU3ALNN:

- MeAuuMHCKasa cuctema;

- MHhOPMaLMOHHbIN pecypc cbopa AaHHbIX O NOBOYHBIX AEACTBUSIX.

Mpeaycnosus:

- NauueHT noslyyaeT 06bIYHYH0 MeAMLMHCKYIO NMOMOLLb;

- Ha NauyeHTa okasaHO BO3AeiCcTBUE (N1eKapCTBEHHbIM CPeACTBOM, MeAULMHCKUM NPUMOOPOM, OKpyXatoLlel cpe-
[ON. HanpumMep, YKOPEHSIOWMMCSH CyMaxoMm);
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- MeAVLMHCKUIA COTPYLHWK, YYacTBYIOLLMIA B IEYEHUN, UMEeeT JOCTYN K MeCTHOW MHopMauuoHHOW cucteme, B
KOTOpOIi NpeaycMOTPeHbl GOYHKLMU N0 UHPOPMUPOBAHUIO O NOGOYHBIX AE/CTBUSAX:

- 3Ta UH(popMaLMOHHAA cucTeEMa HaXoaUTCA B COCTOSIHUN FOTOBHOCTU:

- MauMeHT npefocTaBunn UHhOPMUPOBaAHHOE cornacue;

- MeCTHas MHOPMaLMOHHAas cucTemMa UMeeT JOoCTyn K Cnyx6e ncesBfoHnMmusaumm.

MoctycnoBus:

- MHDOPMALMOHHBI pecypc cbopa AaHHbIX 0 NOGOYHBIX AEACTBUSAX UMEET BCE HEOOXOANMbIE CBELEHUS:

- Npy HeobxoAMMOCTK obecneunBaeTcsa AONONHUTENIbHOE 06CnefoBaHne nauveHTa.

NMotokpa6oT! cobbiTual/ geiictensa

YyacTHUKM MOHWUTOpPUHra 6e30NacHOCTU Tepanuu nokasaHbl Ha pucyHke A.3.

NIAQIB— »T VH) (erasgle;lHLlfJeM
eTnnrTmM—r)

PucyHok A.3 — Y4yacCTHUKM MOHUTOpUHra 6e3onacHocTn Tepanuu

TeueHue npouecca:

- NoMib30BaTe b U3 Yncna MeuLMHCKMX paboTHUKOB, obecneunBatoLLyx fneveHne, ayteHTuguumpyetcs 8 MUC;

- MUC nHuumMmnpyeT perncTpaLmio 4ocTyna B XXypHase, hMKCupys BpeMsi pernctpaumu.

- MeAMLMHCKWIA paboTHWK NpucBamBaeT MauyeHTy YHUKabHbIN naeHTudmkaTop:

- MeAMLVHCKMIA paboTHMK JOKYMEHTUPYET CUMNTOMbI NauMeHTa, XU3HEHHO BaXHble nokasarenu, AuarHosbl, a
TaKke ykasblBaeT, Bbl3BaHbl /11 OHW BO3AEWCTBMEM UMW HET:

- MeAMUMHCKMI paGOTHUK MPMHUMAET pelleHVe O COCTaBfieHUW CreuuasbHOro otyeta (Hanpumep, oTyeTa o
no604YHOM AeliCTBIM, OTHEeTa O BbISBIEHUN aneprum):

- MeAMLMHCKWIA paboTHUK OTNPaBASeT 3Ty MHhopMaLMio'oTHeT B COOTBETCTBYHOLLYIO OpraHu3aumio (CyX6y KOHTpo-
NA NOBGOYHbLIX AENCTBUIA, NPOECCUMOHaMBHYI0 accoumaLmnio MeguLMHCKUX 1 hapmaleBTUYecknx paboTHUKOB. Ynpasne-
HVe Mo caHWTapHOMY HaZ30py 3a KaYecTBOM NULLEBLIX MPOAYKTOB M MeAUKAMEHTOB. LIEHTp KOHTPOAS U NpodmaakTnki
3a601eBaHni, CaHUTapPHO-3NNAEMUNONOTMYECKYIO CNYXOY);

- MeAULMHCKMUI paboTHMK OTNpaBasieT 3Ty MHAOPMALMIO B 3/1EKTPOHHYIO MEAULMHCKYI0 KapTy nauueHTa, nocne
Yyero BbI3blBAETCA Cryx6a 06e31MuMBaHNs UM NceBAOHUMU3ALIMNN;

- BbISIBNSIETCA HEOOXOAMMOCTb JOMNO/HUTE/NBHOTO JIEYeHUs MauneHTa;

- ayTeHTUMULMPOBaHHbIV MOCTaBLUMK MEAULMHCKOM MNOMOLLM MPOU3BOAWUT BOCCTAHOB/EHWE WAEHTUYHOCTU
naumeHTa.

Lpyrne npumepsbl/3amedanns

[lo6poBosibHasi cucTema 0THETOB O NOBOYUHBIX AEACTBUSAX UCMO/b3YETCs 4151 CO3AaHMS 6a3bl faHHbIX, NpejHa3Ha-
YeHHoli Ana obecneveHns 6e30nacHOCTV NauMeHToB. UTOGb! 3alMTUTL MAEHTUGMKALMIO KakK naumeHTa, Tak U nocras-
LyKa MeAMLMHCKO MOMOLL, UCNOMb3yeTCs NCeBAOHMMM3aLs. OCYLLECTBISEMAs C MOMOLLbIO COOTBETCTBYHOLLEH CryX-
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6bl. Mpy 06MEHax AaHHbIMU O AaslbHELIEM fIeYeHUN NaLMEeHTOB M 3anpocax AOMOMHUTENbHBIX AeTanei 06 yxe 3ape-
TMCTPUPOBAHHbIX CyYasix NOBOYHbIX AENCTBUIA NCNONL3YIOTCA NCEBAOHUMbI, YTO YCTPaHAET yrpo3y naeHTudukaumm na-
LMeHTa UM NnocTaBLUMKa MeAMLMHCKOM MOMOLLM.

A.3.6 iccnegoBaHne HeMeMLUUHCKNX aCNeKTOB € UCNO/Ib30BaHUEM MeULMHCKUX faHHbIX

OnucaHve cueHapusi: HOpPMbl PeryimposaHns TpebyloT NpoBefeHnst OLEHKN [0/ITOCPOYHOro (OMHAHCOBOro 3-
thekTa MCNoMb30BaHNA pemHel 6e3onacHocTU. C 3TOW LeNblo MHULMMPYEeTCS uccnefoBaHve, B KOTOPOM cobuparoTcs
[JaHHble 13 NPOTOKO/I0B aBapuii, 0TYETOB GpUrag, CKOpPOii MOMOLLW, CBEAEHWIA O pervcTpaLmy aBToOTPaHCMOPTHbIX CPEACTB,
MeAULMHCKAX KapT CTauMoHapHbIX 60NbHbIX, MEANLMHCKUX AaHHbIX O BOCCTAHOBUTE/IbHOM SIEYEHUN U MeAULMHCKUX
KapT MYHULMNANbHBIX MEAULMHCKUX YUpeXAeHnid. MaeHTudukaumsa cy6beKTOB M COOTBETCTBYIOLLME CBEAEHMS O pacnpe-
[eNeHnn pucKoB, U3BNEKaeMble U3 3TUX AaHHbIX, NCEBAOHUMU3NPYIOTCA C MOMOLLBIO CNYXObl NCEBAOHMMU3ALUN N COBU-
patoTCcs B Hay4HOI 6a3e AaHHbIX A/18 nocneaytoLein 06paboTku.

A.3.7 MapkeTuHrosoe uccnenoBaHuve

OnwucaHve cueHapus: rpynna nocTasLMKOB MEeAMLMHCKON NOMOLLM AOroBOpUIack 06 o6MeHe AaHHbIMK O npefo-
cTaBneHun ycnyr. MNMpeAcTaBneHve aTuX AaHHbIX BKIKYAET B Ce69 1 KOMMepYeckyto MHgopmauuio, 1 B LieNsxX ee 3awmTbl
NOEHTUYHOCTb NOCTaBLUMKOB 3aLLMLLAETCA C NOMOLLbI0 METOA0B MCEBAOHUMU3ALINN.

A.3.8 C60p faHHbIX B y4eOHbIX Lenax

A.3.8.1 O6Lue cBegeHns

[na npenogasaHna UCNOMb3YIOTCA AaHHble 06 M3BpaHHbIX CNyYasx NeveHns peasibHbIX NauMeHToB, U3 KOTOPbIX
ypanseTca uaeHTumumpyowas n NocTOPOHHAA MHpopMaums. 3TO MOXHO cAenatb ¢ NOMOLb 06e31MunBaHns, HO
Korga faHHble OTHOCATCA K XMBbIM MauveHTam, TO Yepe3 Kakoe-TO BpeMs MOXeT noTpeboBarbcs 0OHOBEHWE 3TUX
[aHHbIX. UTOObl COXpaHWUTb CBA3b MeXAy peasibHbiM NauvMeHTOM W ero AaHHbIMW, coObupaembiMy B YUYEOHbIX Lensx,
MOXHO MCEeBAOHUMU3NPOBATL 3TW AaHHble M Hakan/uBaTb WX MO Mepe MOCTYM/eHUs HOBOI MHopMauun.

YuebHble AaHHble MOryT NPeAoCTaBAATLCA TONbKO CTyAeHTam No MecTy c60opa AaHHbIX UK Ny6IMKoBaTbCs, YTOObI
MW MOT/IN BOCTO/Ib30BATLCA CTY[EHTbl BCEro Mupa. B nepsom cnyyae npasusia NcesfoHMMU3ALMN MOTYT paspeluaTtb
AeTanun3aunio KIMHUYECKUX CrlyYaeB, BO BTOPOM — MeAWLMHCKWE [aHHble AO/MKHbI ObiTb COKpaLleHbl 40 MUHUMYMA,
Heo6X04MMOro B ANAaKTUYECKUX LieNsX.

Hepepako cTyaeHTbl cobuparoT nepcoHasibHble yyebHble AaHHble 0 Cryvasx MeauuMHCKON MOMOLLM, KOTopble UM
NpeACTaBNATCA UHTEPECHLIMM, YTO ABASETCA NpefMeToM 60/siee CTPOrnx orpaHnyeHunii. 3akoHoAaTeNnbCTBO O NEpCo-
Ha/lbHbIX JaHHbIX 3anpeLtaeT cTyjeHTam KonvMpoBaTb MeAULMHCKME KapTbl COOTBETCTBYIOLWMX NauueHToB. Ecnu nHdop-
Mauua U3 aTUX MeauLMHCKUX KapT Hagnexalym o6pasoM NceBAOHNMU3NPYETCA, TO CTyAEHTbl MOryT MOMy4nTb paspe-
LUEHWe Ha KOMUpoBaHWe NCEeBAOHNMMU3NPOBAHHbIX AAHHbIX B LENAX COGCTBEHHOr0 06yYeHus.

A-3.8.2 Vicnonb3oBaHue nceBaoHUMMU3aLnn

KntoueBbIM MOMEHTOM MNCEBAOHUMU3AUUN ABNSETCA 3afaHue UMEHU U naeHTudukaTtopa nauneHTa, Korga OHu
ynommHaloTcs B y4ebHbIX AaHHbIX. Mpu pasbope KAMHUYECKOro cryvast 06blYHO MCMO/Mb3YTCA 060pOThl Hanogobve
«MyxunHa 50 neT obpartuncs...». Mpun coctaBeHn onucaHns KNMHUYECKOro cyyas notpebyeTtcs yaanuTb U3 cobpaH-
HbIX UICTOYHMKOB hamMmaIvmn, MMeHa 1 0TYECTBA UM 3aMEHUTL UX Ha NCEBAOHUMbI, YKa3aTb BO3pacT BMECTO [aThbl poXae-
HUS (MM peneBaHTHbIN AnanasoH Bo3pacTa), a Takke yAa/nTb BCIO MHYI MAEHTUMLMPYIOLLYI0 MHAOpMaLMIO, He uve-
IOLLLYI0 OTHOLLEHWS K Lien pasbopa ciyvasi. [onyyeHHoe TakMm nyTem onmcaHue KAMHUYECKOro clyvas MOXeT ObITb
ony61koBaHo.

A.3.8.3 TpeboBaHWs Kk NCeBAOHUMMU3ALMN

Mpun dhopmmpoBaHNM y4ebHbIX AaHHbIX YAacTO TpebyeTcsl CO3A4aTh 3alUMLLEHHYI0 6a3y AaHHbIX, B KOTOpoli byaeT
XpaHUTbCA CBA3b MexXAy (hakTuyeckon naeHTudmkaumell naumeHTa u NpUCBOEHHbIMK eMy NceBAoHuMamu. Hepepaxo
MCTOYHMKaMWN yHeBHbIX AaHHbIX ABNATCA MeAULMHCKE MH(DOPMALIMOHHbIE CUCTEMbI HECKOTbKUX YUpEeXAeHWi, noaTo-
My Hazo NM6o msanyeckn nepemMelatb 6a3y AaHHbIX B KaXKA0Ee U3 3TUX yupexaeHuid, Tmbo obecneunTb K Hell yaaneH-
HbI JOCTYN U3 3TUX yupexaeHwii. MoTpebyeTcs Takke Npeobpa3oBbiBaTh faHHbIE B (DOPMAT, KOTOPbIA MOXET BOCMPUHM-
MaTtbCs PasfIMYHbIMU CUCTEMAMMU.

leHepauuss NCEBAOHMMOB A0/DKHA COOTBETCTBOBATb Kak MECTHbIM Mpasunam, Hanpumep, periaMmeHTUpYoLWmMm
cnocob reHepauuy, Tak U 06LWMM NpasuaamM, pernamMmeHTUpyoWyM, HanpuMep, reHepaumio cnenbix aar.

Mpenogasarens fgokeH 6yaeT 3afaTb Npasuia COXpaHeHUs, NCeBAOHUMU3ALMN NN YAANEHNS XapaKTepucTyuk
cyb6bekTa fiaHHbIX. 3TV npasunia fO/HKHbI O4UHAKOBO NPUMEHATLCA PasHbIMU CUCTEMaMy B pasHOe BpeMms npu co3ja-
HUWN NCEBAOHUMU3NPOBAHHbIX YHEOHbIX AaHHbIX.

A.3.9 Cnyxb6a conpoBOXaeHuns

YalLe Bcero o6e3nmunBaHne MeauUMHCKMX KapT Npon3BoAMTCA Toraa, Korga AoCTyn K 3TUM KapTam JOJ/DKHbI Nony-
UUTb COTPYAHVKM CAYXObI CONPOBOXAEHUA MEAULMHCKOW MHAOPMALIMOHHOI cucTeMbl. Hanpumep, ecnm c60ii KOMMbio-
Tepa npuBen K ownbke B AaHHbIX NauneHTa, TO cnyx6e CONpoBOXAEHWNA MOXET MOHaA0OUTLCA KONWUSA 3TUX AaHHbIX,
YTOObI YCTAHOBUTL MPUUMHY OLNGKU. OBbLIYHO A5 Leneil aHan3a AOCTAaTOYHO OfHOV MEeAMLMHCKOW KapTbl, koTopas
o6e3nmunBaeTca 1 cokpauiaetcsa. Cnyxba conpoBOXAEHUS NONyYaeT TONbKO Te XapakTepuUCTUKN 1 aHOMaslbHble AaH-
Hble. KOTOpble He06XOAMMBI /151 3TOr0 aHam3a. VigeHTudmkaumsa nauveHTa n npegplaylime gaHHble MoryT 6biTb yaane-
Hbl.

MHorpa ana aHannsa npuxoamuTcs KONMpPoBaTh He O4HY MEeAVLIMHCKYIO KapTy, a CBA3aHHYH rpynny kapT, HO U B 3TOM
Cny4yae KonupyeMble AaHHble MOryT 6biTb CYLLECTBEHHO COKpalleHbl. B Takoli cutyaummn faHHble AO0/MKHbI ObITb NCEBAO-
HAMM3UPOBaHbLI B LENAX COXPaAHEHUS CBA3N MEeXAy aHanM3npyembiMy KapTamu, HO Npy 3TOM MOXHO WMCNOMb30BaTh
HeobpaTumyto NceBAoOHUMU3aLNIO.
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MpunoxeHne B
(cnpaBouHoe)

MocTpoeHne Mmoaenn yrpos KoHtunaeHynanbHOCTHU

B.1 BeefeHune

OnucaHne MeTofa OLEHKMN Yrpo3 KOHUAEHUMANbHOCTU He BXOAWT B 06/1aCTb NPUMEHEHNSA HACTOALLEro cTaHaap-
Ta. OfHaKo HYDKe NPUBOANTCA PAJ, NOMIOXKEHWA, KOTOPbIE MOrYT NOMOYb TeM, KOMy NPUXOAWUTCSA CTPOUTbL MOAE/b Yrpo3.

B HacTosem cTaHAapTe onncaHa Mofesb, paccMaTpuBaloLas Tpu YPOBHS 0becrneyeHns 3awmTsl KoHuaeHum-
a/TbHOCTW. 3TW YPOBHM BbIGPaHbl B 3aBUCMMOCTU OT CTENEHN CI0KHOCTU BOCCTAHOB/IEHNS UAEHTUYHOCTU CybbekTa faH-
HbIX.

HacTtoawumii ctaHAapT MOXET Takke NoMoyb chopMynnpoBaTh psf Tpeb6oBaHWiA, KOTOpble AO/MKHbI OblTb NPUHS-
Tbl BO BHMaHue npu pas3paboTke MeToAa OLEHKM Yrpos.

NCO/M3K 15408-2 copepXuT cnpaBoYHOe NPUIOXKeEHWe Mo KOH(uAeHUManbsHoCTU. Ero MoXHO Mcnonb3oBaTh B
KayecTBe OTNPaBHOW TOUKM, HO OHO B 6OsbLUEl CTeneHn hoKyCMpyeTCs Ha UCMOb30BaHUN PeCcypCoB.

®yHKUMM 6e3onacHOCTU 06bekTa oueHkn (OO) codepxat cneundumkaumm, KoTopble MOryT ObiTb MOME3HBIMU, HO
OHW He OMWCbIBAIOT MOHATME YPOBHA 06e31MUMBaHUs.

B HacTosLLeM NpUNoXeHUn NPUBOAMTCS afanTVPOBaHHbI 0630p hakTOpPOB OLEHKM Yrpo3, B3sThI 13 oTyeTa D2.1
«Inventory Report on Privacy Enhancing Techniques» (O630pHbIli OTUET N0 METOAAM YCUEHNS KOH(OMAEHLMABHOCTH),
AatmpoBaHHoro 27.02.2004 r. n npegcTtaBneHHoro B pamkax npoekta PRIDEH-GEN (IST-2001-38719). PaspelieHve
aBTOPOB OTYeTa MMeeTcs.

KnioueBbIM 3/1EMEHTOM MOAENN Yrpo3 KOH(UAEHLNANBHOCTY SIBNSETCS OLEHKa BAVNSHUS HAGAI04aeMbIX AaHHbIX,
KOTOpble MOryT 6bITb NOMYyYeHb! 3/10yMbILLNEHHUKOM. Habntogaemble JaHHble MOrYT BKIOYaTb B Ce6S JaHHbIE O COBbITU-
AX. KOTOpble 3/10YMbILLUIEHHNK MOXET MOJTyYNTb TO/IbKO HE3aKOHHO, HO K HUM Takke OTHOCUTCS MHAOpMaLuus, KOTopyto
3/10YMbILLNEHHNK MOXET MOMYYNTb 3aKOHHO. MOXET oka3aTbCs, YTO 3/10YMbILL/IEHHUKOM SIBIAETCA O6bIYHbIA N0Nb30Ba-
Te/b CUCTEMBI, KOTOPbIV CAyYaitHO NN MyTeM HeCaHKLMOHWPOBAaHHbIX AeCTBUIA NOAyYna AONOMHNUTE/bHbIE AaHHbIe, C
KOTOPbIMW OH He [O0/DKEH conpukacaTbes.

BaxHO umeTb B Bufy, YTO 3Ta MHGOpMaLMsa 06blYHO HE BXOAMT B pamKku MOAENN WHGOPMAaLMOHHLIX 06BEKTOB
NpuUKNagHoNi cncTembl. TeM He MeHee Npy OLeHKe KOH(UAEHUNANbHOCTY faHHbIX, 06pabaTbiBaeMbIX CUCTEMOM, HEO6-
XO0AMMO cAenatb onpeesneHHble AonyLeHus o HabnloaaeMblX AaHHbIX.

[na co3gaHus METOA0M0MMM OLEHKN Yrpo3 KOH(MAEHLUMAIbHOCT Heo6xoAMM hOpMasiM30BaHHbIA Cnocob onu-
CaHWsA 3TUX YTPO3 Y BEPOSTHOCTY BOCCTAHOBNEHUA MAEHTUYHOCTU CyObeKTa AaHHbIX.

basoBas Mogenb aTak BOCCTAHOB/IEHWS MAEHTUYHOCTH, NMOKa3aHHas Ha CaMOM BbICOKOM YPOBHe abCTpakuumn Ha
pucyHKke B.1. BKIOYaeT B ce6a TPy OCHOBHbIE CYLLHOCTU. XOTS B TAKOM BUAE OHA MOXET NokasaTbCs NPOCTOl U NPAMO-
NIMHEHON. ee MOXHO feTaNn3npoBaThb 40 Takoli CTENEHN CIOXHOCTM, KoTopasi ByieT OXBaTblBaTb BCE peasibHble acnek-
Tbl BOCCTAHOB/IEHUSI WAEHTUYHOCTU U 06ecneyeHunss KOHpuaeHUNaIbHOCTH.

3/10yMbILLUNTEHHUK

KOHTaKThbl AaHHble

PucyHok B.1 — ATaku BOCCTAHOB/IEHUA UAEHTUYHOCTYN
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B fJaHHOW Mofenn Tpu OCHOBHbIE CYLLHOCTM:

a) obesnnyeHHas 6asa faHHbIX2

OTa 6a3a AaHHbIX COAEePXMUT 06e3NInyYeHHble 3anvcu. B Heli xpaHsiTcA JaHHble O HEM3BECTHbIX CyGbekTax. OHa
ABMAETCA UCTOYHMKOM, COAepXaliuM NOTeHUMasibHO YyBCTBUTE/IbHYIO MHGOPMALMIO, KOTopas He JO/HKHa 6biTb pac-
KpbITa:

b) 3M10yMbILLNEHHNK

3/10yMbILLIEHHUKOM CUMTaeTCsl INLO, KOTOpoe HaMepeBaeTCcs 3/10ynoTpebutb MHdopMaumeit, cogepxatleiicsa B
o6e3nnyeHHoli 6ase AaHHbIX. [119 3TOro eMy HyXHO CBA3aTb 06e3/IM4eHHYI0 MHDOPMaLMIO C peasibHbIMU nuamm, 10
€CTb BOCCTAHOBUTb MAEHTUYHOCTb CyObEKTOB [laHHbIX, XPaHSLLUXCS B 3TOl 6ase:

c) 6a3a faHHbIX HabnaeHui

Basa faHHbIX, cobMpaeMbIX 3/10YMbILLIEHHMKOM, codepxallas MAeHTUMLMPYIOLLYI0 HGopMaLMio.

MpeanonoxeHns 0 xapakTepe yMbIC/a O4eHb BaKHbI /151 aHaM3a yrpo3. 3/10yMblLLIeHHUKaMy MOTyT 6bITb /II0AN,
nosib3ylolpecs cayyaeMm paau 3abasbl U HOGONLITCTBA, WM TPEHUPOBAHHbIE NMPOheccuoHanbl, NpuHaanexaime K
rpynne, noctasuBLUel cebe onpefeneHHyo Lenb B NoyYeHUn KOH(MAEHUMaNbHON uHhopmaumm n pacnonaratoLei
3HAUMTENBbHLIMY (OMHAHCOBLIMU 1 TEXHUYECKUMU pecypcamu.

310yMbILLIEHHNK HAMNOHAET CBOI0 6a3y AaHHbIX «HAGMOAEHUAMU», pefleBaHTHbIMU 4151 aTakn. OTU HabnoaeHVs
MOTYT UMEeTb Pa3/iNyHble WCTOYHWKM, HampuMep:

- MHChOpMaLMS, XPaHALLAACS B CyLLECTBYIOLLMX 6a3ax AaHHbIX, COAepPXaLLmX NAEHTUNLMPYIOLLYI0 MHhopMaLWIO:

- colpmanbHble KOHTaKTbl: c6op MHhopMaLyu, Ha KOTOPYIO B OGbIYHBIX YCMIOBUSAX 3/10YMbILLIEHHUK HE MMeeT Nnpasa,
nyTem 06LLEeHNs ¢ APYTUMU N0ABMY;

- thakTyeckme AaHHble, TO eCcTb JaHHble, COOPaHHbIE C MOMOLLbI0 HAGMIOAEHUIA B MPSIMOM CMbIC/Ie 3TOFO C/I0Ba.

B HacTosLLEeM KOHTEKCTe «pefieBaHTHble» (4nA araku) HabnofeHns o3HavaeT, YTo cobupaemas uHopmauus
[O/KHA MMeTb OTHOLLEHKE K cofepXaHuio 06e31myeHHo 6a3bl JaHHbIX, TO eCTb 3Ta MH(OPMaLMs AN NMeeT npsimoe
OTHOLLEHME K 3TOMY COAEPXaHuto, Un TECHO CBsi3aHa C HUM.

B.2 Mogenb yrpos, uenu v cpeAcTsa 3/10yMblLLNEHHNKA

OfHO 13 AOCTOMHCTB NOHATUA «ba3a AaHHbIX HAGMOAEHWA» COCTOMT B TOM. YTO OHO MO3BONAET onpeaenuTb
KaTeropum MeToAoB, KOTOpble MOr Obl UCMOb30BaTH PeasibHbIA 3M10yMbILLAEHHUK. [eiicTBUTENbHO, aHanm3 6e3onacHo-
CTW 1 3aLmTLl 06bIYHO (HESIBHO) OCHOBAH Ha OLleHKe yrpo3bl BO3AeiCTBUA Ha cucTemy. Hanpumep, mogenb 6e3onacHo-
CTV COBpPEMEHHOI kpunTorpacum OTKpbITbIX K/OYeit OCHOBaHa Ha TOM hakTe, YTO 3/10yMbILLIEHHWK MOXeT pacnonararb
TONbKO OrpaHNYeHHbIMU (hMHaHCaMK (BbIYMCAUTEbHBIMU pecypcamu).

B OCHOBHOM ypOBEHb Yrpo3bl 3/10yMbILLNIEHHNKA ONpeAenseTca ABYMS xapakTepucTukamu: 1) uenb ataku (4to
6yfeT Aenatb 3/10yMbILNEHNE MOCNE aTaku?) u 2) cpeAcTBa BO3AEWCTBUA, KOTOPbIMM MOXET pacnonararb 3/10yMbllL-
NeHHVK (prcyHok B.2). MocneaHne cBsi3aHbl C «LEHHOCTbIO», KOTOPYI MHDOpMaLIMs, BOCCTAHOB/IEHHasi U3 06e3/NYeH-
HOli 6a3bl A@HHbIX, UMEET /151 3/10yMblLLIeHHMKa. ECn vyBCTBUTEIbHAA MHCDOPMALIMA, CKPbITas B 06€3/IMYEHHbIX AaH-
HbIX. MOXET 06ecneynTb 3/10YMbILLAEHHUKY GOMbLUIOK BLIUIPbLIW (HANpUMep, MeAWUMHCXME KapTbl 411 CTPaXOBOWR KOM-
naHuu). oH 6yJeT roToB B/IOXWUTb B NPOLECC BOCCTAHOB/IEHWS MAEHTUYHOCTU BOonbLUVe CpeAcTBa.

0O6e3nmyeHHas
6a3a gaHHbIX

CpeacrBa
PVICYHOK B.2 — Llenb 1 cpefcTsa 3/10yMbILL/IEHHNKA
2Mopa 06e3/IMHEHHOCTLIO 3[leCb UMEeTCs B BUAY, YTO 6a3a JaHHbIX He COAEPXMT HENOCPeACTBEHHO MAeHTUDNULM-

pytoLLyto MHGopMaLmio (Hanpumep, hamuanio cyobekTa faHHbIX), TO ecTb 06e3/1myeHHas 6as3a AaHHbIX YNoMUHaeTCs B
LUMPOKOM CMbic/e. [JJocTaTO4YHO OYEBMAHO, YTO MOAENW YIPO3 CTPOATCS TObKO AN Takux 6a3 AaHHbIX.
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Mocne onpefeneHns ypoBHA 3/10YMbILWIEHHWKA BaXKHO BKIHOUUTL B MOAESNb Yrpo3 ero «uenu». ObecneveHve
KOH(PUAEHLUMaNbHOCTY KacaeTCsl 3alyuTbl NEPCOHA/bHBIX AAHHBIX, & HE TOMIbKO MAEHTUMLMPYIOWMX AaHHBIX, CBA3aAH-
HbIX C KOHKPETHOW 3anucbio B 6a3e AaHHbIX. ITO TOHKOE pas/iune oTpaxkaeTcsl B TPeX Pas/MuHbIX LEensx 3M10yMbILLIeH-
HUKa. ONUCaHHbIX B MOLENN, & UMEHHO:

a) BOCCTaHOB/IEHNE WAEHTUYHOCTW (NOSIHOE):

onpegeneHne, K KOMy UMEHHO OTHOCUTCA KOHKpeTHas 06e3/iMyeHHas 3anucb:
onpefeneHve, Kakne 06e3nnyYeHHbIe 3anncy OTHOCATCS K ONpeAenieHHOMY uuy;

b) BOCCTaHOBMEHUe MHhopmaummn (HacTUYHOe BOCCTaHOB/MEHNE MAEHTUYHOCTN);

C) onpefeneHve NPUHaANEXHOCTU K 6ase AaHHbIX:

COAEPXUT NN 6a3a faHHbIX 3an1cu, OTHOCALLMECS K HEKOTOPOMY NnLLY;
OTCYTCTBYIOT /I B 6a3e AaHHbIX 3anucu, OTHOCALLMECA K HEKOTOPOMY JInLly.

MoHATME NOSIHOTO BOCCTAHOB/IEHUA WAEHTUHHOCTU XOPOLLO 3HakoMO. OHO COCTOMT B NOMbITKE (4ACTUYHOrO) Npe-
06pa3oBaHusi 06e31MYeHHOl 6a3bl faHHbIX K CBOEMY MAEHTUNLMPYIOLLEMY 3KBMBasIeHTY. B Hambonee obliem cnyyae
3/10yMbILLSIEHHUK MbITAETCSH BOCCTAHOBUTb MAEHTUYHOCTb CyObEKTOB AaHHbIX MO BCel 06e31nYeHHOl 6a3e AaHHbIX.
OpHako Ha NpakTuke 3TO PefKo MMeeT MeCTo, U 3/10YMbILL/IEHHUK NbITAETCA WM ONpefenuTb, K KOMy OTHOCMTCA 06e3-
JIMYeHHas 3an1cb, NpeacTaBnsLWas ocobblil HTepec (HanpuMep, K KOMy OTHOCMTCSI 3anuCb O BbICOKOM [OXOA€), Win
13B/1IeYb BCIO MHCHOPMALMIO O KOHKPETHOM NnLe (Hanpumep, CTPaxoBOM areHT NbiTaeTcs YyCTaHOBWTb, He CTpajaeT /n
onpegeneHHoe Nuuo 3abonesaHnem cepaua).

[iBe gpyrve uenm (YacTMYHoe BOCCTaHOB/IEHNE WAEHTUYHOCTM U OnpeAenieHne NpUHaANeXHOCTN K 6a3e AaHHbIX)
06CyXXAal0TCa He YacTo, NMOCKO/IbKY TEOPUS COOTBETCTBYIOLLLEr0 aHasIM3a 4OCTATOYHO CoXHA. B aToM cnyyae gnsa nony-
YeHns Heobxo4MMON MHGOPMaLMN 3/T0YMBILLNIEHHNKY He 065i3aTenbHO BOCCTaHaB/IMBaTb MAEHTUYHOCTL BCeli MHAOp-
Mauum o nuue. VHorga foCTaTouHO M3B/eYb U3 06e3/1MYeHHON 6a3bl JaHHbIX TONbKO OTAE/bHYI0 XapakTepucTuKy nmua,
[iaXe He 3Has, Kakue 3anucy CBA3aHbl C 3TUM JIMLOM.

HakoHell, B HEKOTOPbIX CUTyaLUuUaX MHTEPeC MOXET COCTOSTb /IMLLb B ONpeAesieHnn TOoro, BKIoUeHa M MHgopma-
ums 0 nnue B 6asy AaHHbIX. Takoe BK/IOUeHMe caMo No cebe MOXET BbiTb KOH(IMAEHUNaIbHON (4yBCTBUTENBHOM) MHGOpP-
Maumeii. MNprmepoM MOryT CAYXWTb 6a3bl AaHHbIX, cofepxallive VHdopMaLmio 0 nauneHTax, 60nbHbIX BUY. B aTom
cnyyae Lenb 3/10yMbILLNEHHUKA MOXET COCTOATh Wb B TOM, YTOGbI ONpeAenvTb, BKIOUEHa N1 UHopMaLysa o Nasx
13 UHTEPECYIOLLErOo ero Cnucka B 06e3/IMyeHHy0 6a3y fAaHHbIX, 1 eMy HET He06X0AMMOCTY BOCCTaHaBNMBaTb MAEHTUMN-
Kauuio Kakaow 3anucu.

MOHATHO, UTO MeTOAbl, MPUMEHSIEMbIE 3/I0YMbILLIEHHWUKOM, 3aBUCAT OT Liefeil, KOTopble OH MbiTaeTcs AOCTUYb.
CTpaTeruv atakm TeCHO CBfi3aHbl C LiefsMU. XOTS 9TV CTpaTernn u yknaabiBaoTcs B 006LYyI0 MOAe/b, OHU AOCTATOYHO
CU/IbHO OT/IMYAOTCA U HEKOTOPbIE UX acnekTbl JO/MKHbI 06CYXAATbCA OTAENbHO.

OueBUAHO, YTO MOSIHOE WM YaCTUYHOE BOCCTAHOB/IEHWE WAEHTUYHOCTU B TOM CMbIC/E, KaK OHW OnpefjesieHbl B
HacTosILLeM cTaHapTe, TECHO CBSi3aHbl. YacTWYHOe BOCCTaHOBNEHNE UAEHTUYHOCTM NpeACTaBnseT coboi NPOMEeXyTou-
HOE COCTOSIHNE MEeX [y OTCYTCTBMEM BOCCTAHOB/IEHWS U NMOJHLIM BOCCTAHOB/IEHUEM ULEHTUYHOCTM (KOHKPETHOTO CybbekTa
[OaHHbIX) 13 06e31MYeHHON 6a3bl AaHHbIX (PUCYHOK B.3). [ipyrumu cnosamm, OHO COOTBETCTBYET CUTyaLWn, Koraa nosiHoe
BOCCTaHOB/IEHNE WAEHTUYHOCTW OTCYTCTBYET, HO MCNO/b30BaHHbIE NPOLECCH (aNIfOPUTMbI) BOCCTAHOB/IEHNA NPUBENN K
Nosly4eHNo HEKOTOPOI MHhopMaLmn 13 06e3IMYeHHO 6a3bl AaHHbIX.

N peHTudmkaums
He BOCCTaHOBMEHA

Hv ofHa 3ancb Ha MOXET BbITb HaligeHb Bce 3anmcy,
romMoyeHa Kak NpuHaz/iexaLLas cBsi3aHHa»
WM VB NpUHag/IexaLlas C VHTEPECYIOLLWIM JIILIOM
VHTEpeCytoLLEMy SLY
MHTepecytoLLee Lienesast
vuo obesnnueHHast
6a3a AaHHbIX

PucyHok B.3 — lNonHoe 1 yacTuyHoe BOCCTAHOB/IEHUE UAEHTUYHOCTH
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Mpu BCcex hopMax BOCCTAHOBNEHUSI MAEHTUHHOCTY 3/10YMbILLIIEHWW»: CieflyeT B OCHOBHOM OZHOV 1 TOiA e npoue-
aype. Vicnonb3ys cBou HabnoaeHUs U cogepxaHne 06e3nmueHHol 6a3bl JaHHbIX, OH COCTaBASET AN1A KAXA0ro NAEHTU-
thmkaTopa nmua B 6ase gaHHbIX HabnwaeHnii (Hom-M) cnmcok 06e3nmyeHHbIX naeHTudukaTopos (O6e3n-AMI). koTo-
pble MOryT eMy COOTBETCTBOBATb.

CBfA3b MeXAy AaHHbIMW HAGMIOAEHNA 1 06e3NNYEHHBIMU AaHHBIMU MOXeT ObITb yCTaHOB/IEHA GOMbLUMM YUCIOM
Cnoco6oB, BbIGOP KOTOPbIX 3aBUCUT OT KOHKPETHOI cuTyaumun. OfHako BaxHO [06aBuTb K 06Leli MOAenn HekoTopble
noaxoAbl knaccugukaumm, YToobl Nyydlle NoHATb MeXaHW3Mbl CBS3bIBAHMSI.

O 6MAMUYMW U OMa AaHHbIX

Ha pucyHke B.4 nokasaHo, 4To cBA3b Mexay Hom-U[ n O6e3n-UJ, rnoxeT 6biTb yCTaHOBMNEHA HENOCPEeACTBEHHO,
MCNO/b3Y$ XapaKTepUCTMKMN, XPaHsLLMECs B COOTBETCTBYHOLLMX 6a3ax AaHHbIX (CBs3biBaHME (1)). MM ¢ NOMOLLbIO Npome-
XKYTOUYHOrO Lwara (cBA3biBaHue (2)). B nepBom cnyyaB AaHHble, XpaHsiwmecs B 06e3/1MyeHHol 6a3e AaHHbIX, Henocpea-
CTBEHHO OTOGpaXaloTCsi Ha AaHHble HabMOAEHNA. DTO 03HAYAET, YTO 3/I0YMbILLIEHHUK C MOMOLLbI CBA3bIBaHUA 6a3
[JaHHbIX MOXeT NpoYnTaTb HEKOTOPbIE XapakTepuUCTUKK 3anuceli 06e31MueHHo 6a3bl JaHHbIX. VIcnonb3ysa aTn xapakTte-
PUCTUKN, 3/T0YMBILLMIEHHNK MOXET ONpefe/nTb, COOTBETCTBYET N 06E3/IMUEHHas 3anvcb NAEHTUULMPYOLLE 3anncn
6a3bl AaHHbIX HabMOAEHWIA.

Bo BTOpOM cnyyae Ans NosyyeHusi BO3MOXHOCTU CBA3bIBAHWSA 4BYX UCTOYHUKOB MHGOpMaLn Heo6xoamMmo cae-
naTtb NPOMEXYTOUHbIV LWar. 3anMcu HabnloAeHUli A He UMEKOT NPSAMOl CBA3K C 3anUcsiMU 06e3/IMYeHHol 6a3bl faHHbIX, HO
MOXHO MPeANoSIOKNUTL HA/IMYME TaKoW CBSA3W, UCMOJb3Ysi XapakTepUCTUKW, XpaHAWMecs B 06e3/IMUYEHHbIX 3anucsx.
CornacHo HacTosILLeMy NPUNOXEHNIO 3Ta CUTyauus SKBUBANIEHTHA NPEANONOXEHUIO CBA3WN 06e3/IMYEHHbIX 3anuceli ¢
3anucsMmn HaboaeHUli, UCNONb3YS XapakTepUCTUKN, XPaHALWMECs: B 3anncsax HaboaeHniA.

MpumeHsemble anropuTMbl CBA3bIBAHWUA U NPEANONOKEHUA O CBA3AX 0ObIYHO CneundunyHbl AN KOHKPETHbIX
[aHHbIX 1 NpUKNagHbiX nporpamm. OfHaAKO HEKOTOPbIE a/IrOPUTMbl paccuMTaHbl Ha 06LiMe TUMbl AaHHbIX. Ha Bbiclem
ypoBHe abCTpakuym MOXHO OMNepupoBaTh BaXKHLIM MOHATUEM «YBEPEHHOCTU» B CKOHCTPYMPOBAHHOM CBA3W.

Kak anroputMmbl CBSi3bIBaHUS, Tak U a/irOPUTMbl MPEANOJIOKEHUIA O CBA3SIX HE 06513aTe/IbHO ONMpaTCs Ha J0CTO-
BepHble hakTbl. CBA3b, CKOHCTPYMPOBAHHAA 3/10YMbILNEHHUKOM, He 06a3aTenbHO npaswufbHas. B 3aBucumoctn ot
NPeANoNOXEHN, ceNaHHbIX 3/I0YMbILLIEHHNKOM, & TakkKe MOSIHOTbI U JOCTOBEPHOCTU €ro HabMHAEHNNA, CIOXHOCTU 1
HeonpeaeneHHOCT! 06e3/IMYEHHbIX JaHHbIX, HEKOTOpble CBA3W MOryT 6biTb NpaBgonogobHee Apyrux. Moatomy 3no-
YMBILJIEHHVK OO/MKEH MPUCBOUTL CBSI3W MEXAY UAEHTUMKATOpaMy HEKOTOPYH BEPOSITHOCTb (KOHEYHO, TOYHAas CBSA3b
nosyynT 3HaYeHne BEPOATHOCTW, paBHoe 1). Hanpumep, B 06e3/1MyeHHol 6a3e faHHbIX COAEPXaTca CyMMbl 3apniar, 1
3/10YMBILL/IEHHUK HE MOXET y3HaTb U3 Hee, YbM 3TO 3apnnatbl. OfHaKO OH MOXET cenaTb NPeAnooXEeHNs Ha OCHOBE
TakvX XapakTepucTuK, kak BbiNonHAemasa paboTta, nnowadb 4oMa, Mofesb aBTOMO6WUASA. 3/10yMbIWNEHHWUK HUKOTAA He
MOXeT ObiTb yBEepeH B NpPaBWIbLHOCTVM CBOE Aorafku, €ro npefnonoXeHns BepHbl TOMbKO C  OnpeAesieHHol
BEPOSATHOCTbLHO.

B.3 MNosHoe uin yacTuyHoe BOCCTaHOB/IEHNE UAEHTUYHOCTM

Ecnn B KOHUE npoueaypbl CBA3bIBAHWUA 3/10YMbILLIEHHUK MOXET CONOCTaBUTb €AUHCTBEHHbIA naeHTudukaTop
3anncu HabnaeHU ¢ NAEHTUMKATOPOM 06€3/IMYEHHOIR 3anucy, TO 3TO 03HAYaeT BEPOSITHOE BOCCTAHOB/IEHWE WAOEH-
TUYHOCTU COOTBETCTBYHOLLEN 06e3nMueHHon 3anucu. MpaBaonofo6HOCTL 3TOT0 BOCCTAHOB/IEHWS 3aBUCUT OT BEPOSAT-
HOCTHbIX XapakTepuUCTUK WUCMOMb3yEMbIX NPaBW/I CBA3bIBAHWA U NPEANONIOKEHNN, a Takke OT TpeTbero dhakropa —
OTHOLLEHUIA MeXay CybbekTaMu, UbM JaHHble XpPaHATCA B 6ase AaHHbIX HabMAeHWA 1 B 06e3/1nMYeHHol 6a3e faHHbIX.
Ha pucyHke B.5 nokasaHbl pa3/iMyHble BO3MOXHbIE 3aBMCUMOCTU Mexay 6a3oli faHHbIX HabnogeHwid (0603Ha4YeHHON
6yKBOI «H») 1 06e31MyeHHol 6a30i faHHbIX (0603HaUYEeHHON BykBO «O»). KpecTukm 0603HaYatoT Cy6BbEKTbI AaHHbIX, a
He 3anucy 6asbl AaHHbIX (3/1IEMEHT MHOXeCTBa, 0603HAYEHHbIN KPECTUKOM, O3HAYaEeT, YTO AaHHble 3TOro cyobekTa
XpaHATCS B 6a3e faHHbIX).

Moka H sBnsetcs nogmHoxectBoM O MM HA06OPOT, BOCCTAHOB/IEHNE WAEHTUYHOCTY ABASETCA UCTUHHBIM, €C/n
BbISIB/IEHA YHMKa/IbHAsA cBA3b Mexay Hom-U[ n 06e3n-NA. Ecnv Takoro BKAYEHNS HET. TO OBHapY)XXeHHast yHUKaslbHas
CBSi3b HE rapaHTMpYeT, YTO CyLLEeCTBYeT UCTUHHOE COOTBETCTBME MexXay HabnfaemMbIM 1 06e3IMYEHHbIM UAEHTUMKA-
TOPOM.
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PucyHok B.5 — 3aBucumoctn mexay 6a30i AaHHbIX HabnogeHnin n 06e3nnyeHHon 6a3ol AaHHbIX

Ecnn yHukanbHas cBA3b MexXgy WAeHTUdMKaTopom 3anvcy 6asbl faHHbIX HabnogeHnit n naeHTUhKaTopom
06€e3/IM4EHHO 3anucn He YCTaHOB/IEHa, TO 3TO He O3Ha4aeT, YTO HMKakas MHopMmaumsi He packpbiTa. Ecnn coBokyn-
HOCTb MAEHTUMKaTOPOB 3anuceli 6asbl JaHHbIX HabMAEHNA MOXET GbiTb CBSi3aHa C COBOKYMHOCTbIO MAeHTUdVKaTo-
poB 06e3/IMYEHHbIX 3anuceil, To MHcopMaLwus, obLLas AN BCEX 3TUX 06Ee3/MUYEHHbIX 3anuceil, MOXeT 6biTb CBA3aHa C
COBOKYMHOCTbIO WAEHTU(VKATOPOB 3anuceil 6asbl AaHHbIX HAOMOLEHUIA (HanpUMep, MOXHO Y4OCTOBEPUTLCS, YTO 060
BCEX HabnaaeMblx CybbekTax ecTb 3anMcy B 06e31MyeHHon 6a3e faHHbIX, CM. pUCYHOK B.5). BaxHo oTaaBaTth cebe
OT4eT B MO/IHOM 06beme yTeukn nHopmauun. Ecnm 310ymMbillneHHUKa TONbKO Takoli hakT 1 MHTepecyeT, TO OH AOCTUT
CBOEN Lenu 1 ataka okasanacb yCneLuHow.

Mpn NpYMeHeHnn onMcaHHOro MeTofa BOCCTAHOB/IEHUA WAEHTUYHOCTM WM BbISBIEHUA MHDOpMauun Tabnmua
BO3MOXHbIX CBA3El Mexay naeHTudukaropamm 3anucein 6asbl JaHHbIX HabMAEHWA 1 naeHTudmkaTopamu obesnu-
YEHHbIX 3anunceil AomKHa 06HOBAATLCA Y BbIYUCIATHCA 3aHOBO NPY KabkAOM 0OHapYy)XXeHUM HOBOW YacTU4HOI UHopMa-
LWy MW NPU NOSIHOM BOCCTAHOBMIEHWNN MAEHTUMMKaLMM CybbekTa.

B.4 MNMprmep BOCCTAHOBNEHUSA UAEHTUYHOCTHU

OnucaHHble BbIlle MOHATUSA MOXHO MOSAACHUTL Ha NPOCTOM npumepe. Ha pucyHke B.6 nokasaHo cogepxaHvie
6a3bl JaHHbIX Ha6MoAeHN U COOTBETCTBYHOLLE/ 06e3/MyeHHo 6a3bl JaHHbIX. B aToM npumepe obesnnueHHas 6asa
[OaHHbIX COAEPXWUT TPU 3anucu, Kaxaas U3 KOTOPbIX COAEPXMUT YeTblpe CTaTuveckme XapakTepucTuKM, KOTopble MoryT
NpUHUMaTh 3HaueHus A uan B (BonpocuTesbHbIli 3HaK 03HAYaeT, YTO TOUYHOE 3HAYEHVE XapakTEPUCTVKM HEW3BECTHO).
3M10yMbILLEHHNK MOXET HENOCPEACTBEHHO U NPaBW/bHO HabMAaTb TOMLKO ABE U3 3TUX XapaKTepPUCTUK, U 3HATb MAEH-
TdpmKaLmio BCex Mtofeit, Ybk 3anucu XpaHaTca B 06e3/IMyeHHoi 6ase gaHHbIX. B aTom cnyyas npasuna CBS3bIBAHUA
ype3BblyaliHO MPOCTbl — 3HAYeHUe UM TO Xe camoe, WM HeT.

BeungHwbIxT6nto MM ONWTYMHMBMAAaMHbIK
X*X2 XBp.1 xep. 4
| AvatnHA - 1 A K J ? B || * || 6 _4 -k . Otinirtviol 1
| BopHasn AT 7 H-) Al A | B I oOwr-vuo02 |
| BoTtam B T . O6BanegO3 |

HBTOTAABMbI» XapUTPMSILLIM
PucyHok B.6 — lNprimep BOCCTaHOBNEHNSA UAEHTUYHOCTU
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MpuUMeHsAs NPOCTOI anropuTM CBSI3bIBaHUA 3anuceil, KOTopbIii HENOCPELCTBEHHO CPaBHMBAET COOTBETCTBYHOLLME
XapaKTepucTuKkn 3anuncein 06e3MYeHHO 6a3bl JaHHbIX N 6a3bl AaHHbIX HAOMIOAEeHUA (pUCyHOK B.4. cesasbiBanune (1)),
MOXHO COCTaBUTb c/iegytoLine TabnuLbl COOTBETCTBUS (MPOUANIOCTPUPOBAHHbIE Ha PUCYHKe B.6 pasnnyHbIMy AMHUAMM
Mexay AByMs Habopamu 3anuceid).

VnenTndomkarop MOXeT COOTBETCTBOBATb VineHtndonkarop MoXeT COOTBETCTBOBAThL
mua 06e3/IMUeHHOV 3anmcn
AmMennHa 02.03 01 Bopucos, Bonkosa
Bopucos 01.02,03 02 AmenuHa. Bopucos
Bonkosa 01 03 AwmenvHa. bopucos

B 3TMX Tabnuuax nokasaHo COOTBETCTBUE MeX[y W3BECTHOW thamunveli n naeHTudukatopom 06e3nmueHHon 3a-
nUCU 1 HaoGopPOT, MOCTPOEHHOE C MOMOLLBI0 AAHHOTO NpaBuia CBA3bIBaHUA. ECnM MCNOMb3YIOTCA HECKObKO anropuT-
MOB CBS13bIBaHWSl, TO OHWU JO/DKHbI BbIMOJIHATLCA COBMECTHO, W MOCTPOEHWE COOTBETCTBYHOLLUMX TabnML, MOXET CTaTb
[0OCTaTOYHO C/OXHBIM.

M3 Tabnuu, BuAHO, 4TO 06e3MYeHHas 3anuck ¢ naeHTudrkaTopom 01 MOXET COOTBETCTBOBATL TO/IbKO BOKOBOIA,
TO €CTb CYObEKT AaHHbIX 3TOW 3anMcy NOSIHOCTLIO YCTAHOB/IEH U 3/10YMbILLIEHHVK TENEPb 3HAET, YTO Y BONKOBOI ABE He
Habnaaemble XapakTEPUCTMKA UMEIDT 3HadeHus A. B. Micnonb3ys 310 3HaHWe, 3M10YMbILWIEHHUK MOXeT 06HOBUTH
paHee MOCTPOEHHble TabnuLbl U MOMYYNTb CeAyIoWWiA pesynbTar.

VaenTudpnkatop MoXeT cooTBETCTBOBATb MﬂeHT”‘h“faTOp MoXeT cOoOTBETCTBOBATb
g 00€e3/IM4EHHON 3anmcn
AmenuHa 02,03 02 AmenuHa, bopucos
Bopucos 02,03 03 AmenvHa, bopucos

Mo ocTaBWMMCA 3anMcAM 06e3MYeHHON 6a3bl AaHHbIX 3/10YMbILLAIEHHUK HE MOXET OAHO3HAYHO OonpenenvTb, K
KOMY VMEHHO OHM OTHOCATCA. OAHAKO OH MOXET NPeAnoIoXNTb, YTO C BEPOATHOCTLIO 50 % 3anuchb ¢ MAEHTUMMKATOPOM
02 oTHocuTcs 6o K AMenuHoi, nmbo kK BopucoBy. B peanbHoli (60nbLUoi) 6a3e AaHHbIX Nogo6Has nHopmauns Mano
4TO AaeT ANS BOCCTAHOB/IEHWSI MAEHTUYHOCTU Cy6ObeKTa AaHHbIX, OAHAKO JaXe W B 3TOM C/lyyae 3/10yMbILLIEHHUK MOXeT
NOJTy4nTb NOSIE3HbIE EMY CBELEHUS.

XOTsi B ONMUCAHHOM BbILIE NpYMeEpPe MOSIHOE BOCCTAHOBMEHWE WAEHTUYHOCTU HEe UMEET MecTa, TeM He MeHee
onpefeneHHas yTeuka MHGopMauumn CyLLecTByeT, NOCKO/bKY B 3anncsix 06e3/IMyYeHHoN 6a3bl AaHHbIX C MAeHTUdMKaTo-
pamm 02 1 03 xapakTepucTvka 3 UMeeT O4HO 1 TO Xe 3HaveHune. OTCloAa 3/10YMbILLNEHHUK [TIOKET 3aK/TH0UNUTL, YTO 3Ta
XapakrepucTuka n'y AMenvHoid, ny bopucosa nmeeT 3HaueHne b. HO Kakve MMEHHO 3HAYEHWs1 Y HUX MMEET OCTaBLUasACs
xapakTepucTtika 4. y Hero HeT TOYHOW MHdhopmaLmu.

Ecnn Bce. YTO 3/10yMbILLIEHHVK XOTEN 3HaTb 06 AMENHoOi 1 bopucose, COCTOUT B 3HAYEHUN XapakTepucTrkm 3.
TO €ero nombiTKa PackpbiTb WHOPMaLUM0 oOKalanacb MNOMIHOCTbIO ycnewHol. Ecnv xapaktepuctvka 4 cofepxut
HY>XXHYIO eMy VHdopMauuio, TO ero ycnex okasasncs YacTuuHbiM. OfHaKo yumTbiBas TOT hakT, YTO Tenepb 0 Bopucose
M3BECTHO 3HAYeHMe XapakTepPUCTUKK 2. XOTS OHa M He 6Gblna HabMIAaeMOoN, packpbiTue MHPOpMaLMK Oka3anoch eLle
60nbLINM.

MokasaHHast Mogesnb 1 npoueaypbl MPUMEHUMbI He TOJIbKO K TaKUM NPOCTbIM CTPYKTypam AaHHbIX, KOTOpble Obln
1CNonb30BaHbl B 3TOM npumepe. 3anucy 6a3 AaHHbIX COoAepXaT MHOTOYMC/EHHbIe XapaKTepUCTUKM, 3aBUCALLYIO OT
BPEMEHM WMHOPMaLMIO UM COYETaHWs! Pa3/INYHbIX TUMOB AaHHbIX, KOTOPbIe Takke YKNaAblBalTCA B NPEACTaBNEHHYO
mogenb. OfHako peasmsauusi COOTBETCTBYIOLLMX MPaBW CBA3bIBAHNSA MOXET OKa3aTbCcs 60nee C0XKHOMN.

B.5 MonyyeHune HOBOI MHDOpMaLMK

Llenbto BOCCTAHOBMEHUS UAEHTUYHOCTW SIBMISIETCSI MOMyYeHWE KOHMAEHUMaNbHOW MHGopMaLM 0 KakoM-1n6o
nvue (pUcyHok B.7). XoTa 3TO AOCTATOYHO OYEBMAHO, BaXHO He 3abblBaTb 3TOT (hakT. ECAM 3M10yMbILLIEHHWUK MOXET
HabnaaTb BCe XapakTepuCTUKM 3anvceli 06e31MYeHHON WA NceBAOHUMU3NPOeaHHON 6as3bl faHHbIX, TO ero 6asa
[aHHbIX Ha6MIOAEeHUI ecTb He UTO MHOE, Kak MOMHOCTLI0 MAEeHTUMLMpYeMas BeEPCUs 3alluileHHol 6asbl AaHHbIX. V13
06e3n1YeHHON 6a3bl AaHHbIX HeMb3A M3BNeYb HUKaKoW AONOMHUTENbHOW MHopMauumn, KoTopas elje He JOCTymHa
3/10YMbILLIEHHVKY, NMOC/EAHNUIA HE MOXET M3BMIeYb U3 06€e3/IMUYEeHHON 6a3bl AaHHbIX HUKAKUX HOBbIX 3HAHWIA, a. 3HauuT, C
06e3/1MYeHHO 6a30li AaHHbIX He CBA3aHbl Yrpo3bl 06ecnevyeHnto KoHPUAeHLManbHOCTU. Bea nHdopmMauyms n tak
JocTynHa.
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OHOT. MonyyeHHas WHcopMauus

PucyHok B.7 — Vi3BneyeHne HOBOW MHhopMaLmn 13 06e3MYeHHON nan nceBaoHUMNU3NPOBaHHON 6a3bl AaHHbIX
C NOMOLLbIO BOCCTAHOB/IEHNS UAEHTUYHOCTU

CyLLecTBYIOT NOrpaHuyHble ciayyau, Hanpumep, HabnoaeHns MOryT 6biTb CYLLECTBEHHO HeonpeesieHHbIMU. B
3TOM cfly4yaB o6e3nmueHHas 6asa faHHbIX UCMOJb3yeTcs XaK CpefCTBO BepUdUKaLmy HabaogeHui.

B.6 MpuHaanexHocTb Kk 6ase AaHHbIX

MoMUMO BOCCTaHOB/IEHVSA WAEHTUYHOCTM CyObeKTa AaHHbIX, Lesb 3/10yMbILIEHHNKA MOXET COCTOATL UCK/IHOUM-
TeNlbHO B OnpejeneHnn NpUHagNexHocTn cyobekTa K 6ase gaHHbIX. «[prHag/exHocTb» K 6ase JaHHbIX cama no cebe
rnoxet ObITb TOW MHpOPMALMEN, YTO HYXHA 3/10YMbILLIEHHUKY, NPUMEPOM MOXET CAYXWTb 6a3a AaHHbIX BUY-uHdnLmn-
POBaHHbIX NaLUEHTOB.

OTcyTCTBYE NPUHALNEXHOCTU ONpefensieTcsi 0THOCUTENIbHO Ierko. Ecim BEPOATHOCTb CBA3M MEX/Y WCKOMbIM
Cy6bEKTOM U KakAoli 3anncbio 06e3nMYeHHol 6a3bl AaHHbIX paBHa HY/0. TO. HECOMHEHHO, 3TOT Cy6beKT He NpuHag/le-
XUT 3TOI 6ase faHHbIX (KOHEYHO, NPU YCNoBMK, YTO 6asa AaHHbIX HabnaeHuid n obesnnyeHHas 6asa JaHHbIX He
cofepxar oLmnboK).

K coxaneHuto, Henb3s BOCMONb30BATLCA paccyxaeHnem oT obpaTHoro. Ecim 3M10yMbIlLNEHHNK He MOXeT Joka-
3aTb. UTO CyObeKT He NPUHAANeXWUT 06e3/MYeHHol 6a3e JaHHbIX, U3 3TOr0 He 06sA3aTesIbHO CrefdyeT, YTo 06 3TOM
cybbekTe HeT HM OfHOI 3amncu B 3TOi 6a3e. Kak mokasaHo Ha pucyHke B.8. ecnu gaHHble 3anuceit 6asbl JaHHbIX
HabnofeHW 1 06e311MyYeHHON 6a3bl AaHHbIX COBNaAA0T, TO 3TV 3anucy MOryT NpuHagnexarb eMHCTBEHHOMY CyObekTy,
BXOZsLLEMY B nepeceyveHne MHoxecTB OOH. nan AByM pasHbiM cybbekTam (0fuH 13 pasHocTn MHoxecTB O \ H. gpyroii
13 pasHocT MHOXecTB H \ O). 3Toi1 CBA3K A0KHA 6bITh NPUCBOEHA HEKOTOPasi BEPOATHOCTb, MO KOTOPOI noToM 6yaet
BblUMC/IEHA BEPOSITHOCTb MPUHAA/IEXHOCTU K 6a3e [JaHHbIX.

BMaM ubl Kk nikinMaMuii O6MravaiiHasi te tt gaHHbIX

XBM  X*X2 xam xa02 xap.3 xapd
I «MM 4—_*aa | 6 1-5—A" EENEINDBMH a»awmmwn
ry -t -n e | *-=m - Ablus.b |

a1 * 1 6T~TY-1 «-XK3M
J

Hma6nMuLL» SpuBLyIKLLTM
Manbitoets

1~| OCw-Mgo01 |
1Z BdAmanauMk uT yirnxyr

PucyHok B.8 — Mpumep onpeaeneHnsi NpUHAANEXHOCTN Cy6bekTa K 6a3e AaHHbIX
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OTO yTBEPXAEHNE UNOCTPUPYETCA MPUMEPOM, MOKasaHHbIM Ha pUCyHKe B.8. PaccMoTpum 06e3/IMyeHHyo 6a3y
[aHHbIX C Tpems 3anucsiMu. 3/10YMbILLNEHHUKY TpebyeTcs y3HaTb, NpuHagnexut nu BonkoBa K 3Toi 6a3e AaHHbIX.
Vcnonb3ys HabntogeHNst 1 NpaBnIo0 NPOCTOrO COBMAAEHWsl, OH O6HaPYXXMBAET, YTO €AMHCTBEHHAS 3anncb 06e3/nMYeH-
HOW 6a3bl faHHbIX, KOTOpas MOXET COOTBETCTBOBaTbL BO/KOBOW, umeeT naeHtudukarop «O6e3n-vA 01». Otcioga, o4-
Hako. He CeayeT, YTo 3Ta 3anuch AelCTBUTENbHO COOTBETCTBYET BO/IKOBOI. Kak nokasaHo Ha pucyHke B.8. oHa npuHaa-
nexvT FankuHy. Ecnm 310yMbIWNEHHUK NPUCBOUT BbICOKYHO BEPOATHOCTb €ANHCTBEHHOW CBSA3W, YCTAHOBNEHHON C MOMO-
LLbIO ero NpaBun CBA3bIBaHUS (B 4AHHOM C/lyuaB CPaBHEHWE Map ABYX XapaKTepPUCTK), TO OH MOXET NPUIATY K OLLMGOYHO-
My 3aK/HOHEHUI0, YTO 3annchb ¢ naeHTudmkatopom «O6e3n-N 01» cogepxmT cBefeHns o BonkoBoii.

Ha pucyHke B.9 nokazaH npumMep NpUMEHEHUsI NCEBAOHUMU3ALUN B KTMHUYECKUX WCTIbITAHUSIX.

MceBAoOHMMM3ALWSI CY6HEKTOB KIIMHUYECKOTO WCMbITAHWUS OCYLLECTBASIETCS CNEAyoLM 06pa3om:

a) CMOHCOP K/IMHUYECKOTO MCTbITaHUS WHWULMUPOBA WUCMbITAHWE C ugeHTudmkaTtopom WA, JeTanu ucnbitaHms
06bIUHO He COO6LLATCSA KaHAWAaTaM Ha yyacTue B UCTbITaHUM UM MeAULMHCKOM opraHvsaumn. 3To NpOTUBOPEuUnT
NPUHLMMNY ABOMHOIO CNENOro UCCefoBaHUs. PackpbIBalOTCS TOMbKO MHhopMauys, Heobxoaumas 415 OUEHKU KaHau-
[laTa N Ha3HaYeHUsi UCTIbITaHUs!, a TaKkkKe PUCKU y4acTus;

b) OpraHM3auus — MecTO MPOBEAEHWs1 KMHUYECKOTO MCMbITaHUA MUCNoNb3yeT 3Ty uHopmaumio ans nogéopa
kaHaupata. CroHCOp WM KOOPAWHATOP KIMHWYECKOrO UCTbITaHWS NMPUCBAUBAKOT 3TOMY KaHAWAATYy HEKOTOPbIA HOMep.
Hepegko 3T0 NOPSAKOBLI HOMEp 3anpoca Ha CorniacoBaHue KaHauaara. B aToT MOMEHT MecTy NpoBeAeHUst KnHUYec-
KOTO UCMbITAHUS1 HE COOBLLAETCS HUYEro, KPOME MHTEPECa K aTOMy KaHAuAaTy;
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C) MeCTO NpoBeAEHWST K/IMHUYECKOTO UCMbITaHWSt TOTOBUT KPAaTKylo BbINUCKY M3 MEAULMHCKON KapTbl kaHauaaTa,
yKasblBasi B Hell MAeHTUUKATOP K/IMHUYECKOrO UCMbITaHWS U HOMEP KaHAuAaTa BMECTO ero UCTUHHON naeHTudukaLmm.
Bbinucka cofepXuT TONbKO Ty MHGIOPMAaLWMIO, YTO HYXHA A5 OLEHKM MPUrOAHOCTU KaHAuAaTa;

d) cnoHcop nAn KOOPAMHATOP KAMHWYECKOrO MUCMbITaHUA onpejensieT NpUrogHoOCTb kaHauaata u coriacyet ero
Y4YacTuB B K/IMHUYECKOM MCMbITaHUN:

€) BpemMs OT BPEMEH/ MeCTO NpOBeAEeHUs KMHUYECKOro UCMbITaHUs MoCbiNaeT AaHHble KOOpAMHATOPY WUCMbITa-
HUA. DTV JaHHble NMCBBAOHVMU3NPYIOTCA C MNOMOLLBI0 yAIEHNS MAEHTU(MKATOPOB, He SIBAILLMXCS HEOOXOAVMbIMY,
HEKOTOpOoi Apyroli nHopmaumn. B HUX ykasaHbl MAEHTUUKATOP KIMHUYECKOTO UCMbITaHUs 1 paHee MPUCBOEHHbIN
HOMep cy6bekTa. Bce n3aMeHeHws, NOACTAHOBKM M YAANIEHNS AaHHbIX, @ Takke nepejaya AaHHbIX OTPaKalTca B AeTaslb-
HOM XypHasne peructpauun TpaH3akuuii;

1) 3TV AaHHble 3awyeHHbIM CnocoboM nepeaaloTcsl KOOPAMHATOPY KIVMHUYECKOTO UCMbITaHusA. MosyyeHve faH-
HbIX TaKKe perncTpupyeTcsi B XypHane;

[) 3TV AaHHble elle pa3 NCBBAOHUMU3NPYIOTCS M cokpallatoTcs. (KoopauHaTop KIMHUYECKOTO UCMbITaHWs MOXEeT
6ecnokouNTLCA O Ha/lMune U3NMLIHEN WHCOPMALMKM U UCKKUNTL HEKOTOPbIE AaHHble U3 TeX. YTO Gblan NosyYeHbl.)
Kpome TOro, yaansaioTcs AaHHble, N0 KOTOPbIM MOXHO OMpeAeuTb MecTo NPOBeAeHUs UCMbITaHWA. ITW AeicTBUA 3anu-
CbIBAIOTCA B XypHasie Takum 06pa3om, 4T0Obl He06X0ANMbIE AaHHbIE MOXHO Obl/I0 BOCCTAHOBUT;

h) Ans oueHKN pe3ynbTaToB MCMbITAHUSA MOBTOPHO NCEBAOHVMM3NPOBaHHbIE JaHHbIE aHAIM3NPYIOTCA U arpervpy-
toTCS:

i) arpervpoBaHHble [faHHble W COMYTCTBYHOLIME MCEBAOHUMU3NPOBAHHbIE [AaHHblE 3aliMLLEHHbIM CNOCO60M
nepefarTcs COHCOPY KIMHWYECKOro MCMbITaHWS, KOHTponepam u T. 4. OTa nepefaya MoHOCTbIO pernctTpupyeTcs B
XypHane.

MpumeyvaHunsn

1 CnepyeT 06paTTh BHUMaHWe, YTO B 3TOM NpUMEpe He UCnonb3yeTcs cnyxba nceaoHuMusauum. CUCTEMI,
yyacTBytLLMe B MH(DOPMALMOHHOM B3aMMOAENCTBIN, BbINOHSAIOT NCEBAOHUMU3ALMI0 COBCTBEHHBIMI CPeACTBaMM.

2 CnepyeT 06patnuTb BHMMaHMe, Y4TO B 3TOM NpumMepe 415 reHepauum nceBAoHUMOB He UCNOb3YTCA KpunTorpa-
thnyeckne cpeacTsa. Vicnonb3oBaHue ciyvaiiHoii nocnefoBaTeIbHOCTU YKCeN, Ha3HaYaeMoi CrnoHcopamy KInHU4Yec-
KMX UCNbITaHWi, 6onee HagexHo. (MceBaoHUMbI, NOMYYEHHbIE C MOMOLLBI0 HE OYEeHb KOPPEKTHO MPUMEHEHHBIX KPUMTOr-
pacmuecknx cpefcTB, Ype3BbMaiiHO NoABEPXKEHbI aTake No C/10BapHo, NOCKO/bKY CMCOK haMuniA JOCTaTOYHO OrpaHu-
YeH.)

3 CnegyeT 06paTuTb BHYMaHWe, YTO BOCCTAHOB/IEHNE AaHHbIX TPEGYET HECKO/bKO LiaroB. Mpy BOCCTAHOBMEHWN
MCMOMb3YIOTCA XypPHauTbl pPerncTpauum M3MeHeHnss AaHHbIX U pas3fiMuHble 3anucy B 6ase AaHHbIX MecTa npoBefeHus
UCMbITaHVs, a He BNIOXKEHHble 3aWwndpoBaHHbIE UCXOAHbIE AaHHble. YTo6bl NPOcNeAnTb CBS3b C M3HAYATbHBLIM NILIOM,
HeobXx0AMMO CHavana nosyynTb JaHHble OT KoopAuHaTopa KIMHUYECKOro UCMbITaHUS, 3aTeM U3BMEeYb AaHHbIe U3 Xyp-
Ha/I0B permcTpauumy TpaH3akuyii, a NOTOM BEPHYTHCA K MECTY NPOBEAEHWS KIMHUYECKOTO UCMbITaHUs AN OKOHYaTe lb-
HOW mpeHTudmKaumm nuua.
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Mpunoxexve A

(cnpaBoyHoe)

CBeAeHNSA 0 COOTBETCTBUMN CChITOYHbBIX MEXAYHAPOAHbBIX CTAHAAPTOB CCbI/IOYHbIM HaLMOHANbHbIM
cTaHpgaptam Poccuiickoin depgepaumu

Ta6bnnya [OAL

O603HAYEHINE CCbIOYHOTO CTEI‘Ith; O603HauYeHe U HaMMEHOBAHWE COOTBETCTBYIOLLEID
MEX/yHapoHOro CTaHaapTa cooTBeT HaLMOHANBHOMO CTaHaapTa
cTBuMA
NCO 27799 — .

* COOTBETCTBYIOLMIA HALMOHAbHBINA CTaHAAPT OTCYTCTBYET. [0 ero yTBePXAEHUs PEKOMEHAYETCS UCMOSb30-
BaTb NepeBoj Ha PYCCKUI S3blK A4AHHOTO MeXAyHapoAHOro cTaHgapTa. MNepeBog [AaHHOrOo MeXAyHapoAHOro CTaH-
fapTa Haxogutcs B ®egepasbHOM UH(OPMALMOHHOM (DOHAE TEXHUYECKUX PersiaMeHToB M CTaH4apTOB.
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