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FOCT P 54957—2012

Mpepucnosue

Lienu v npuHumnel cTaHgapTmsauum B Poccuiickoin @egepaunmn ycTaHoBNeHbl ®efepanbHbiM 3aKOHOM OT
27 neka6bps 2002 r. Ne 184-d3 «O TeXHUYECKOM perynvpoBaHuu», a npasuia NPpUMEHEHNs HauUoHabHbIX
cTaHfapToB Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CtaHgapTtusauua B Poccuiickoii ®egepavuu.
OCHOBHbIE NOIOXEHUSA»

CeefeHus o cTaHgapTe

1 PABPABOTAH O6wWwecTtBOM C OrpaHWYeHHON OTBETCTBEHHOCTbO «TpaHcTeneKom-busHec»
(OO0 «TpaHcTeneKom-busHec»)

2 BHECEH TexHuuyeckum komuTeToM no ctaHgaptusauum TK 45 «)XKene3HoA0poXHbIi TpaHCnopT»

3 YTBEPXJAEH W BBEJEH B JEWCTBWE Mpukasom deaepansHOro areHTcTea no TEXHUYECKOMy
perynupoBaHuio n metponoruu ot 16 asrycta 2012 r. Ne 242-ct

4 HacTosAwWMmii cTaHfapT MOXET ObiTb NPUMEHEH Ha 06POBO/LHOI OCHOBE ANs cobnoaeHnsa Tpebosa-
HUIA TEXHUYECKNX pernamMmeHToB TamMmoXeHHOro corsa:

«O 6e30nacHOCTN MHAPACTPYKTYPbI XeNe3HOA0POXHOro TpaHcnopTay;

«O 6e30MaCHOCTH BbICOKOCKOPOCTHOTIO Xe/1€3HOA0POXHOIO TpaHcnopTa»

5 BBEJEH BIEPBbIE

MHopmauus 06 M3MEHEHNSAX K HACTOSILLEMY CTaHAapTy Ny6avkyeTCsl B eXerofHo /W3jaBaeMoM
MH(OPMaLMOHHOM YKa3aTe e «HaunoHa bHble CTaH4apThi». a TEKCT U3MEHEHW NNoNpaBoK — B exeme-
CAYHO M3AaBaeMbIX MHDOPMALMOHHBIX YKasaTensax «HaunoHabHble cTaHaapThi». B ciyyae nepecmMoTpa
(3aMeHBbl) MM 0T MEeHbl HACTOSILLEr0 CTaHAapTa cooTBe TCTBYLLee yBejoM/eHne 6ygeT ony6MKoBaHo
B ©XXEMECSUYHO N34aBaeMoM MHDOPMAaLMOHHOM yKaszaTene «HaunoHanbHble cTaHaapThi». COOTBETCTBY-
loLLas HchopMaLysi, yBeJOM/IEHNE N TeKCT bl pasMelLaln T cs Takxke B MH(OopMaLMoHHO cucTemMe o6LLero
nofb30BaHNsi — Ha ohULMabLHOM caliTe dPefepasibHOro areH TCTBa N0 TeXHUYECKOMY PeryvpoBaHuio 1
MeTponoruu B ceTv HTepHeT

©CrtaHpgapTuHpopm. 2013

HacTosiuii cTaHgapT He MOXeT GbITb NO/IHOCTLI0 UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MpocTpaHeH B kauecTBe ohuLmanbHOro nsganus 6es paspellenus degepanbHOro areHTCTBa No TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorumn
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HALULMWOHANbHBLIN CTAHAOAPT POCCUNCKOMWN PELEPALUNMN

XENE3HOOOPOXHAA 3/IEKTPOCBA3b

O6wwme TpeboBaHUs 6e30MacHOCTU

Railway telecommunications.
General safety requirements

fNata BBegeHns — 2012—09—01

1 O6nacTb NpUMeHeHUs

HacTosiwuit cTaHgapT pacnpocTpaHaeTcs Ha CPeACcTBa, CUCTEMbI, CETU U PECYPChI XKe1e3HO40POXKHO
3/1eKTPOCBSA3M U yCTaHAB/UBAET 06Live Tpe6oBaHMs 6e30MacHOCTY B 06/1aCTU XKee3HO40POXHOM 31eKTPo-
CBA3MN.

2 HopMaTuBHbIE CCbIJIKK

B HacToslLem cTaHAapTe UCnosib30BaHbl HOPMATUBHbIE CCbISIKU HA cneayloLme cTaHAapThl:

FOCT PUCO/M3KTO 13335-1—2006 NHpopmaLmoHHasa TexHonorms. MeToabl U cpeactea obecneve-
HMA 6e3onacHocTn. YacTb 1. KoHuenuua n moaenn meHefxMeHTa 6e30nacHOCTU NHOPMaLMOHHbIX 1 Tene-
KOMMYHWKaLMOHHbIX TEXHOJIOTWiA

FOCT P MCO/M3K 13335-5—2006 MHthopmaLoHHasa TexHonorua. Metoasl 1 cpefctBa o6ecneyeHns
6e3onacHocTn. YacTb 5. PyKoBOACTBO N0 MEHeKMEHTY 6€30MacHOCTN ceTn

FOCT P MCO/M3K TO 15271—2002 WNHdopmaLmoHHas TexHonorns. PykoBoACTBO NO MPUMEHEHUIO
FOCT P NCO/M3K 12207 (Mpouecchl XM3HEHHOTO LMKNa NporpaMmHbIX CPeAcTB)

FOCT P MCO/M3K 15408-1—2008 VHthopmaLoHHasa TexHonorua. Metoabl 1 cpefctBa obecneyeHns
6e3onacHocTn. Kputepun oueHkn 6e3onacHocT MHDOPMaLMOHHbIX TexHonoruii. Yacte 1. BBegeHne n obas
mMogenb

FOCT P WNCO/M3K 15408-2—2008 NHpopmaumnoHHas TexHonorns. MeTtoAbl v cpefcTeBa obecneveHuns
6e3onacHocTn. Kputepum oueHkn 6e30nacHOCT MHGOPMALMOHHbBIX TEXHONOTUIA. HYacTb 2. PyHKUMOHaNbHbIE
TpeboBaHuns 6e3onacHoCTy

FOCT P UNCO/M3K 17799—2005 NHdopmaLnoHHas TexHonorus. MNpaktnyeckre npasuna ynpaBneHns
MHhopMaLMOHHO 6e30MacHOCTbI0

FOCT P MCO/M3K 27001—2006 MHtopmaLmoHHaa TexHonornsa. Metoael n cpeacTsa obecnevyeHuns
6e3onacHocTn. CuCTeMbl MeHeg)KMeHTa MHGopMaLMoHHON 6e3onacHocTu. TpeboBaHus

FOCT P 50648—94 (M3K 1000-4-8—93) COBMECTUMOCTb TEXHUYECKUX CPEeACTB 3/7IEKTPOMAarHUTHas.
YCTOYMBOCTb K MArHUTHOMY NOJI0 NPOMbILLJIEHHON YacToThbl. TexHnyeckne TpeboBaHUA U MeTOAbl UCMbI-
TaHui

FOCT P 50922—2006 3awmTa nHpopmarmm. OCHOBHblE TEPMUHbI U ONpefeneHns

FOCT P 51275—2006 3awuTta uHdopmaumm. O6bekT nHchopmaTtusaumu. dakropbl, Bo3geicTByoLne
Ha Hhopmauuio. O6LLMe NONOXEHNS

FOCT P51317.4.2—2010 (M3K 61000-4-2:2008) CoBMECTMMOCTb TEXHUYECKNX CPEACTB 3/IeKTpoMar-
HWTHasA. YCTOWYMBOCTb K 3/1eKTpocTaThyeckum paspsagam. TpeboBaHus v MeToAbl UCMbITaHWi

N3paHne opuymnansHoe
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FOCT P51317.4.3—2006 (M3K 61000-4-3.2006) CoBMECTUMOCTb TEXHNYECKMNX CPEACTB 3/1IeKTpomar-
HWTHas. YCTOWUMBOCTb K paAno4acTOTHOMY 3/1eKTPOMarHMTHOMY Nnosito. TpeboBaHUA 1 MeToAbl UCMbITAHWIA

FOCT P51317.4.4—2007 (MOK 61000-4-4:2004) COBMECTUMOCTb TEXHNYECKUX CPeCTB a1eKTpomar-
HUTHas. YCTONYMBOCTb K HAHOCEKYHAHbIM UMMY/IbCHbIM NoMexam. TpeboBaHuns 1 MeToAbl UCTbITaAHUIA

FOCT P51317.4.5—99 (M3K 61000-4-5—95) COBMECTUMOCTb TEXHUYECKUX CPELCTB 3/1eKTpoMaTuT-
Hasi. YCTOMYMBOCTb K MUKPOCEKYHAHbIM MMMY/bCHBIM MomMexam 60/blwoli aHeprun. TpeboBaHus 1 mMeToAbl
UcnbITaHUiA

FOCT P51317.4.6—99 (M3K 61000-4-6—96) COBMECTUMOCTb TEXHUYECKUX CPEiCTB 3N1EKTPOMArHnUT-
Hasi. YCTONYMBOCTb K KOHAYKTUBHBIM NOMexaM, HaBefeHHbIM PagnmoyacTOTHbIMU 31EKTPOMArHUTHbIMW NONS-
mu. TpeboBaHuUs 1 MeTOoAb! UCNbITaHU

FOCT P 51317.4.11—2007 (M3K 61000-4-11:2004) COBMECTUMOCTb TEXHUYECKUX CPEACTB 3NEKTPO-
MarHWTHas. YCTOWYMBOCTb K NpoBasam, KPpaTKOBPEMEHHbIM MNpPepbIBAHUSAM W WU3MEHEHUSIM HanpskeHus
anekTponutaHusa. TpeboBaHUA N MeTOAbl UCMbITAaHWI

FOCT P51317.4.16-2000 (M3K 61000-4-16—98) COBMECTMMOCTb TEXHUYECKMNX CPEACTB 3/1eKTpomar-
HWTHasA. YCTOWYMBOCTb K KOHAYKTMBHbLIM MOMexam B rnosioce yacTtoT oT 0 o 150 kMy. Tpe6oBaHUsi 1 MeToabl
ncnbITaHUiA

FOCT P 52448—2005 3awuTta uHdopmauum. ObecnevyeHHO 6e30nacHOCTU ceTell 3NEeKTPOCBA3N.
O6Lme NonoxeHus

FOCT P 53953—2010 351eKTpoCBA3b XeNe3Ho40poXHasA. TepMuHbI 1 onpegeneHns

FOCT P M3K 61508 (Bce yactn)—2007 ®yHKUMOHaNbHasA 6€30NacHOCTb 3/1EKTPUYECKUX, 3/IEKTPOH-
HbIX, MPOrPaMMMNPyEMbIX 3N1EKTPOHHBLIX CUCTEM, CBA3AHHBIX C 6€30MacHOCTLI0

MpunmeyvyaHune — Mpn N0ONb30BAHNN HACTOALWMUM CTaHAAPTOM Lesiecoo6pa3Ho NPpoBEpPUTL AeiiCTBUE CCbINoY-
HblX CTaHAapTOB B WH(POPMALMUOHHOW cucTtemMe o6WeEro nNonb3oBaHWA — Ha oduumanbsHom caiiTe depgepanbHOro
areHTCTBa N0 TEXHWYECKOMY PerysimpoBaHuio 1 MeTPOorun B ceT MIHTEpHeT 1n No exeroAHo nsgaBaemMomy nHopma-
LMOHHOMY yKasaTenio «HaLuoHanbHble CTaH4apTbl», KOTOPbI 0Ny6/IMKOBAH N0 COCTOSAAHMIO HA 1AHBapPA Tekyl,ero roaa, u
No COOTBETCTBYIOLWMM €XEeMECAYHO U3faBaeMbiM WHPOPMALNOHHBLIM yKazaTensm, ony6/nKOBaHHbIM B TeKyleM rogy.
Ecnn ccbiNoYHbIi cTaHAapT 3aMeHeH (M3MeHeH), TO Npu No/Ib30BaHWN HACTOSAWMUM CTaHAapTOM cneayeT pyKOBO/ACTBO-
BaTbCA 3aMEHALWMUM (M3MEHEHHbIM) CTaHAapTOM. ECNn CCbiNOYHbIN cCTaHfapT oTMeHeH 6e3 3aMeHbl, TO MOI0XeHue, B
KOTOPOM flaHa CCbl/IKa Ha HEro, NPUMeHseTCA ayacTy, He 3aTparnBatLieit 3Ty CCblnkKy.

3 TepMuHbI U onpedeneHns

B HacToswem craHgapte npuMeHeHbl TepMuHbl no FOCT P M3K 61508-4, TOCT P 52448,
FOCT PVCO M3K 15408-1,TOCT P 50922, TOCT P 53953. a Takxe criefiytoLie TeEPMUHbI CCOOTBETCTBYIOLL -
MW onpeAeneHnsMu:

3.1 6e30MacHOCTb MHAPACTPYKTYPbI Xee3HO40POXHOro TpaHcrnopTa: CoCcTosAHNE NHPPacTPyKTy-
pbl )XeNe3Ho40P0XHOro TpaHcnopTa B Lie/iom, onpefesiieMoe Yyepes COCTOSIHME ero NofACcucTemM 1 Ux B3anmMo-
AelicTBUe Mexay cob6oi M XKene3HOAOPOXHbIM MOABMXHBIM COCTAaBOM, MpU KOTOPOM OTCYTCTBYyeT
HeJOoNyCTMMbIA PUCK, CBA3AHHbI/ CNPUYUHEHNEM Bpefa X13HU UK 340POBbI0 rpaXaaH, MMyLLecTBy domaunyec-
KUX UIN IOPUANYECKUX L. FTOCYAAPCTBEHHOMY WM MYHMLMNANbHOMY UMYLLECTBY: OKpyxXawlei cpege,
XXW3HW WM 30,0POBbI0 XMBOTHBIX Y pacTEHUIA.

3.2 XenesHoAOpPOXHaA NUHUA: TeXHO0rMYeckuin KOMNIEKC, BKIKYAOLWUA B cebsa XenesHofopox-
Hble NYTU NXXeNe3HOA0POXHbIe CTAaHLMM C NO0CO 0TBOAA M COBOKYMHOCTb (MOJTHYIO MM YACTUYHO) YCTPOICTB
Xee3HOo,0P0XHOTO 3/IeKTPOCHAGXEHNS, XXENE3HOAOPOXHON aBTOMATUKN 1 TeNIEMEXaHUKN, XXesTe3HO40POX-
HOIN 9NEKTPOCBA3M W WHble, obecneunBaolme PyHKLMOHMPOBaHNE 3TOr0 KOMMeKca, 34aHus, CTPOoeHus,
COOPYXEHWSA, YCTpOCcTBa U 060pyaoBaHue.

3.3

c6oii: CamoycTpaHsilowuitcs 0Tkas UanM O4HOKPATHbIA 0TKa3, YCTPaHUMbIi He3HAUUTE bHLIM BMeLLa-
TeNbCTBOM Oneparopa.
[FOCT P MCO/M3K 27001—2006. nyHKT 3.13)

3.4 Tpe6oBaHWs Ge3zonacHoCTU: Tpe6oBaHus, yCTaHOB/IEHHbIE 3aKOHOAATENbHBIMU akTamu, Hopma-
TUBHO-TEXHUYECKUMW NTPOEKTHBIMU fOKYMEHTaMu, NpaBuiaMm nMHCTPYKLMAMY, BbINOSTHEHME KOTOPbIX 06ec-
neunBaeT 6e30nacHble yCnoBUs PYHKLVOHUPOBAHUS CETW XXeNe3HOL0POXHON 3N1EKTPOCBA3M.

3.5 3nemMeHTbl PYHKUMOHANBbHbBIX NOACUCTEM: V34ena U KOHCTPYKLMU, NPUMEHAEMbIe Npu CTpou-
TEeNbCTBE U MOHTaXe COCTaBHbIX YacTel PyHKLMOHANbHbIX MOACUCTEM.
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4 O6une nonoxeHus

4.1 LUenu obecneyeHns 6e30MacHOCT Xene3HO40POXHOW 3N1EKTPOCBA3N

OCHOBHbIMU LieNsiMu o6ecnedyeHns 6e30MacHOCTU Xee3HOA0POXHOM 3/1eKTPOCBA3U ABNSIOTCS:

- JOCTWXEHWE YCTOWUMBOrO (PYHKLMOHMPOBAHUSA 1 YCMELIHOro BbINO/IHEHNUS 3aAaHHbIX (DYHKLUIA cpe-
ACTBaMU. CUCTEMAMU, CETAMY XKENE3HOA0POXHOM 3/1IEKTPOCBA3N B YC/IOBUSAX BO3MOXHOIO BO3AENCTBUS Hapy-
LINTENS. CNOCOGHOTO NPUBECTUM K HAPYLUEHUIO KOH(IMAEHLUMANbHOCTU, LEe/0CTHOCTM, AOCTYMHOCTU MWW
nofOTYETHOCTY;

- ob6ecneyeHve AOCTYNHOCTU YCAYT CBA3U, 0COGEHHO YCYr SKCTPEHHOTo 06CMYXMBAHUA B Upe3Bblyaii-
HbIX CUTyaLMsX, B TOM YUC/IE 1 B C/lyuyae TEPPOPUCTUUYECKNX aKTOB.

4.2 OCHOBHbIe 3aga4u obecneyeHunss 6e3onacHOCTU )KEI'IE‘BHO,EI,OPO)KHOM 3/IEKTPOCBA3N

OCHOBHbIMM 3aa4amMun o6ecneyeHns 6e30MacHOCTM Xene3HO40POXHOV 3NEKTPOCBA3N SABNATCA:

- CBOEBPEMEHHOE BblsIBNIEHNE, OL,EHKA U NPOTrHO31POBaHNE UCTOYHUKOB Yrpo3 6€30MacHOCTU, NMPUYVH 1
yC0BuUiA, CNOCOGCTBYHOLLUX HAHECEHWIO YLLlep6a, HapyLLIEeHU HOPMasIbHOTO (PYHKLMOHMPOBAHUS U pa3BUTUSA
CUCTEM U ceTell Xene3HoA0POXHOW 3NeKTPOCBA3N;

- BbISIB/IEHWE U yCTPaHEHWE YS3BUMOCTEN B CPeACTBaX, CUCTEMAX U CETSIX Xe/1e3HOA0POXHOW 3N1eKTpo-
CBA3N;

- npefoTBpalleHne, oGHapyXxeHue yrpo3 6e30nacHoCT, NpecevyeHne ux peanunsauuv 1 CBOeBpemMeH-
Has NMKBMAAUMA NOCIeAcTBUl BO3MOXHbIX BO3AEWCTBMIA HapyliMTens, B TOM Y/C/e U TeppOPUCTUYECKUX
OencTBuiA:

- COBepLUEHCTBOBaHME NPUMEHSEMbIX Mep obecneyeHnss 6€30NacHOCTM XeNe3HOL0POXHOW 3NeKTpo-
CBSI3U.

4.3 CpefcTBa, CeTu, CUCTeMbI U BUJbI XXENe3HOA0POXHOI 3/1EKTPOCBSA3M

4.3.1 K>Xene3HoA0pPOXHOI 3/1EKTPOCBSA3M OTHOCATCS:
- CpeAcCTBa CBA3W, BbINOMHAOWME (PYHKLUKN CUCTEM KOMMYTaLMK;
- CcpefcTBa CBA3M, BbINOHALLWNE PYHKLUUN LMD POBBLIX TPAHCMOPTHbLIX CUCTEM:
- CpeAcTBa CBA3N, BbINOMHAOWME PYHKLUN CUCTEM YNPaB/IEHNA U MOHUTOPUHTA,;
- obopypoBaHue, ucnosibdyemoe 415 yyeTa 06beMa OKasaHHbIX YCAyr CBSA3M B CETAX CBA3W 06Lero
noNb30BaHUs;
- obopyfoBaHne CpefCcTB CBA3W, 0b6ecneynsatoLLee BbiMOSIHEHE YCTaHOB/IEHHbIX 4eliCTBW NPy NpoBe-
[EeHNN onepaTuBHO-PO3bICKHLIX MEPONPUATUIA;
- PaAno3NeKTPOHHbIE CPefCTBa CBA3N;
- OKOHe4YHoe 060pyaoBaHue:
- kabenu cBA3N N IMHeliHO-KabebHble COOPYXEeHNs CBA3M;
- aHTeHHbl 1 huaepHble YCTPoCTBaA:
- obopyaoBaHue, peanusytoLlee JONONHUTE bHbIE CETEBbIE YCYIY;
- 06opyfoBaHNe 3/1eKTPONUTaHNA CPeACTB CBA3N.
4.3.2 KceTam xenesHofop0oXHOI 3/1eKTPOCBA3N OTHOCATCS:
- MepBMYHasn CeTb CBA3W XeNe3HO40POXHOro TpaHCnopTa;
- BTOPWUYHbIE CETU XENEe3HOA0POXHON 3NEKTPOCBA3N:
a) ceTb OnepaTUBHO-TEXHO/IOIMYECKOW CBA3N;
6) ceTb 06LEeTEXHOMNOIMYECKON TeneoHHOl CBA3MN;
B) XXefle3HoopoxHasn TenerpadHas ceTb:
r) ceTb nepegayn AaHHbIX ONepaTMBHO-TEXHOOMMYECKOro Ha3HauYeHus:
) ceTb nepefayun AaHHbIX 06LLETEXHOMOTMYECKOr0 Ha3HauYeHus;
X) CeTb aBTOMaTVN3NPOBaHHOW AOKYMEHTaIbHOl CBA3N;
1) CeTb Xe/Ie3HOA0POXHOW paAnoCBA3N:
K) CeTb TEXHOMOrMYecKol CNyTHUKOBO CBA3N.
4.3.3 Kcucrtemam, npegHasHauyeHHbIM A1 TOCTPOEHUSA yKa3aHHbIX CeTell )Xene3HoL0POoXHOl 31eKTpo-
CBAI3W. OTHOCATCA:
- BOJIOKOHHO-OMNTMYecKas cmctemMa nepegayv;
- cucTema nepegauv no kabesno ¢ MegHbIMU XUNaMu:
- pagvopeneiiHas cuctema nepegayu;
- CMyTHMKOBasA cuctema nepegadu:
- cucTeMa TEXHOMOTMYECKOW ayAnoKOHhepeHLCBA3MN;
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- cucTema TEeXHO/I0rMYecKoin BUAEOKOHhepeHLICBA3MK,

cucTeMa [oKyMEeHTUPOBAaHHOW perncTpaunm cnyxe6HblXx NeperoBopos;

- cucTema XenesHoA0pOXHON pafnoCcBA3N;

- cucTema noesfHol pagnocBasy;

- cucTema CTaHUMOHHOW pagmocBsau;

- cucTemMa pPeMOHTHO-OnepaTuBHON paAnocBA3N;

- cucTtema nepefayv faHHbIX Mo paguokaHany;

- TPaHKUHroBasi CUCTEMA TEXHO/I0TUYECKOW panoCBA3N;

- cucTeMa MOHUTOPUWHra 1 aAMUHUCTPUPOBAHNA CETbI0 XXeNe3HOA40POXHON 3/1eKTPOCBA3N;
- cucTema TakTOBOI CeTeBOWM CMHXPOHM3aL M LMPOBO CETU XXeNe3HOL0POXHON 3/1eKTPOCBA3N;
- cucTema onepaTUBHO-PO3bICKHbIX MEPONPUSATUIA U AP.

4.3.4 CylwecTBYIOT C/leflyloLLme BUAbI XeNe3HOA0P0XHOWK 3/1eKTPOCBA3M:

- noesfgHas gucnetyepckas;

- noesfgHas MeXcTaHUMOHHas;

- NOCTaHLUUOHHAas;

- NVHeliHo-nyTeBas;

- CTpenoyHas,

- QHeprogucnertyepckas;

- neperoHHas;

- cnyxebHas CcBA3b 31EKTPOMEXaHNKOB CUrHaIM3aLmn, LeHTpanmnsaunm, 6;10KMPOBKN 1 CBA3N;
* MarucTpasibHas;

- [OpoXHas;

- [OpOXHasA pacnopsagutesibHas;

- buneTHo-gucneTyepckas;

- BaroHHo-gucneTyepckas;

- MaHeBpoBas AucneTyepckasn:

- MeCTHas,

- [BYXCTOPOHHSS napkosas;

- OMoBEeLLeHNs Naccaxupos.

4.4 OCHOBHbIE YA3BMMOCTHU, Yrpo3bl

4.4.1 TpwvonpeaenexHun yassrMocTell pa3nnyalT 06beKTUBHbIE, CYObEKTUBHbIE U ClyYaliHble;

- 06BEKTMBHBLIMW ABAAIOTCA YA3BMMOCTU, 3aBUCALLME OT 0COBEHHOCTEW MOCTPOEHUS N TeXHUYECKUX
xapaktepuctuk. [lonHoe ycTpaHeHWe [AaHHbIX YA3BUMOCTEW HEBO3MOXHO, TeM He MeHee OHW MoryT
CYyLL,eCTBEHHO 0CNabnAaTbCA TEXHNYECKUMUN U MHXEHEPHO-TEXHUYECKUMWN MEeTOAaMU;

- Cy6bEKTUBHbLIMU IBNSIOTCA YA3BUMOCTU, 3aBUCSLLME OT AeiCTBUIA COTPYAHMNKOB, KOTOPbIE YCTPaHAT-
cA B 60/MblUE YacTy opraHn3aLMoOHHbIMK 1 NPOrpaMMHoO-annapaTHbiM1 MeTogamu;

- CNyyYaiHbIMK ABNSAIOTCA YA3BUMOCTU, 3aBUCALLME OT OCOBGEHHOCTEN OKpYyXKatoLLeil cpefbl U Henpeasn-
[OEeHHbIX 06CTOATENLCTB.

4.4.2 Yrpo3oii 6e3onacHOCTM (OYHKLMOHUPOBaHWUA CpPeACcTB, CUCTEM W CeTell Xene3HOAO0POXHOW
3/1eKTPOCBA3N ABNAETCA COBOKYMHOCTb YC/0BWIA U (DAKTOPOB, CO34at0LLNX NOTEHUMABbHYIO WA peanbHyo
ONacHOCTb HECaHKLVOHWPOBAHHbIX U (MK) HenpegHaMepeHHbIX BO3AEeNCTBUI Ha MHOPMaLMOHHbIe pecypcbl
N TENEKOMMYHUWKALVUOHHYIO COCTaBSOLLYH XeNe3HOA0POXHOM 3NEeKTPOCBA3N, YTO MOXET NPUBECTUN K HapY-
LUEHWIO BbINOMHAEMbIX UMW (DYHKUUIA, pUCKY HaHeceHus uM yuiepba M BO3HUKHOBEHMWIO 4pe3BblYaiiHbIX
cuTyaumi.

4.4.2.1 [nsapa3paboTku 1 OCYLLECTB/IEHNA N1aHOB 0b6ecneyeHns 6e30nacHOCTV JO/MKHbI ObITb Onpeae-
NeHbl: KOMBUHALMSA Yrpo3, YA3BUMOCTEN, BO3AENCTBUIA HAPYLLUTENS U OLeHKa 3alluLiaeMblX CUCTEM U pecyp-
COB. YTOObI BblpaboTaTb peLlleHns No YCTpaHeHUI0 WM YMEHbLUEHUIO Yrpo3, YCTPaHEHUIO UK ocnabrieHunto
YA3BUMOCTY Y KOOPAUHALUN YNPaB/IEHUSA PUCKOM.

4.4.2.2 Kaxpgas BbisiBNieHHas yrpo3a fio/HkHa ObITb ON1caHa 1 BKNoYeHa B nepeyeHb yrpo3 6esonacHoc-
M. PekoMeHayeMblil nepeyeHb OCHOBHbIX YTPO3 1 BK/TIOYEHHbIE B HEro yrpo3bl 6€30MacHOCTU NpUBeLEeHbI B
NPUAOXeHun A.

4.4.2.3 Yrpo3bl 6e30nacHOCTV B COOTBETCTBUMN C apXUTEKTYpoli 6e30nacHoCTM cornacHo [1] MmoryT 6biTb
OTHECEHbl K TEXHUYECKUM CpeACcTBamM CeT 3/1eKTPOoCBA3n 1 (Mn) nonb3oBartesieil B COOTBETCTBUM C Tabau-
uers.1.
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Ta6nunya 4.1

MpumeHnMocTb
KpaTkoe HavmeHoBaHue
yrposbi OnucaHne yrposb! K TEXHNYECKNM K TEXHNYECKNM
cpejcTBam ceTu cpeacTeam
3NEKTPOCBA3N nonb3osaTteneit
YHUUTOXEHNE PaspyweHune nudopmauumn n (Mnn) apyrux pecypcos + 3
NckaxeHne NckaxeHne unn nameHenne nHopmaymm L3
YTeuka YpaneHue, kpaxa unu notepsi uHpopmauuu n (unu) . 3
APYTUX pecypcos
PasrnaweHue PackpbliTne nHhopmaymmn + .
BnokupoBaHue MpepbiBaHne o6cnyxmBaHua + -
NMpumeyaHune — MNPUMEHNMOCTb Yrpo3 K TEXHUYECKUM CpefCcTBaM CEeTU 3/1eKTPOCBA3N W TeXHUYECKNM cpe-

ACTBaM nosib3oBartesieil AO/MKHbI ONPeAensiTbCsA NOAUTUKON WHOPMALMOHHON 6e30nacHoCTy.

4.4.2.4 Tpu knaccudukaunm 06 beKTOB, Ha KOTOPbIE HaNpas/IeHbl YTPO3bl, MPUMEHSIOT TPY YPOBHS:

- WH(hpacTpykTypa ceTu,

- YCNyru cBsiau,

- MPUIOKEHUS.

YpoBeHb MHDPACTPYKTYpbl CETU 0XBaTbiBaeT MHhopmaLuio nonb3oBarteneli, ypoBeHb YCyr CBA3N —
YCNyru CeTn, ypoBeHb NPUIOXKEHNA — NPUIOXEHUSA, OpraHu3yemMble Ha 6a3e ceTeil CBA3N.

4.4.2.5 Yrpo3bl pa3fensioT Ha npegHaMepeHHble U HenpegHaMepeHHble, akTUBHbIE U naccuBHble. lMac-
CMBHas yrpo3a — yrpo3a HecaHKUVOHUPOBAHHOIO PacKpbITUA MHopMaLmn 6e3 N3MeHeHUs COCTOSAHUS aBTo-
MaTW3MPOBAaHHOI cucTeMbl. K akTUBHbIM OTHOCAT Yrpo3bl, KOTOPblE BbI3bIBAIOT U3MEHEHUS MHOopMauuu,
cofepxalleincs BcucteMe, a Takke U3MEHEHUS COCTOSHNA UM PaboTbl 3TON CUCTEMBI.

4.4.2.6 Kyrposam nHthopmaLoHHol 6e30nacHOCTY OTHOCAT:

- HapylleHue LenoCcTHOCTN nHdopmMaLuu;

- MoaudmKauunsa coobLieHus;

- 0TKas oTnpaBuTens (nonyyatens) ot chakta oTnpaBneHus (nonyyeHust) nHcpopmawmm;

- 0TKas B 06C/yXnBaHuu.

- BUPYCbI;

- cnawm;

- CNexKa;

- 3aknajkv B 060pyLoBaHue n nporpaMmmMHoe obecrneyeHue;

- 3/10ynoTpebsieHne goseprem:

- nepeagpecayus nopTos;

- BCTaBKa panblinsoro Tpaduka:

- UCKaXKeHue flaHHbIX CUCTEM YNpaBieHus, mapLipytnsanmm n ap.

4.5 KpuTepuu oueHkn 6e30nacHoCcTur

451 B Tabnuue 4.2 yctaHOB/ieHA B3aMMOCBSI3b OCHOBHbIX Yrpo3 W KpuTepneB 6e30MacHOCTU CeTu
3/1eKTPOCBA3MN.

Ta6bnuya 4.2

Kputepum 6e3onacHocTu

Bun yrposbl
KoHtbuaeHumanbHOCTb LienoctHocTb JocTtynHocTb MogoTueTHOCTL

YHuutoxXeHune wuHdopmauun u (nnu) - . . 3
APYrux pecypcos

VckaxeHne unn moaudukaums WH- - + - +
dopmaummn

MoweHHnYecTBO + . * +

Kpaxa, yTeuka, noteps mHdopmauum 3 . . -

n (Mnu) Apyrux pecypcos
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OkoHuaHue Tabnuubl 4.2

Kputepumn 6e3onacHocTn
Bug yrposbl
KoHthmaeHuanbHoCTb LlenoctHocTb [JocTtynHocTb MoaoTueTHOCTL

HecaHKLMOHMPOBaHHbI/ fOCTYN . 3 .
OTka3 B 06CnyxusaHum - - -

MpumeuyaHune - 3HaK «tee O3HAYaET BO3MOXHOE BO3AENCTBUE Yrpo3bl Ha KpuTepuii 6e3onacHocTw,
3HaK «-» — OTCYTCTBME Yrpo3bl KpUTEPUIO 6€30MaCHOCTH.

452 HapyLlueHne KoHpUAEHUNANbHOCTU, LeNOCTHOCTU, AOCTYNHOCTY WX NOAOTYETHOCTMU NPU NOTEH-
LManbHOM BO3AEeNCTBUM HAPYLLUUTENSE MOXET UMETh Clieflylolne NocneAcTBUSA ANs AesiTeNbHOCTM onepaTopa
CBS13W U COCTOSIHUSI UHCDOKOMMYHWKALMOHHO CTPYKTYPbl CETU 3/IEKTPOCBSI3N:

- «HU3KOe» MOoTeHUWasibHoe BO3AeiCTBYEe MOXeT MPUBECTU K OrpaHuyYeHHOMY He6naronpusiTHoOMy
adhghekTy, T. €. CUTyaLumn B NOACUCTEME XEE3HOLOPOXHON 3N1EKTPOCBA3U, NPY KOTOPOI HAHECEHHbIN yuiep6
SIBNSIeTCA BOCMOHUMbIM U/ BOCCTAHOBUMbIM B KOPOTKWUIA CPOK;

- «yMepeHHoe» MoTeHuuasibHoe BO3AeiCTBMEe MOXeT MPUBECTU K Cepbe3HoMy He6naronpusaTHomy
agphekTy, T. e. cUTyaumu B NOACUCTEME XeENE3HOLOPOXHON 3/IEKTPOCBA3N, NPU KOTOPOI HAHECEHHBIN yLep6
SIB/ISIETCS1 BOCMO/HUMBIM B CPELHWE UKW JONITUE CPOKK;

- «BbICOKOE» MOTEHLMANbHOE BO3AEeiCTBUE MOXET MPUBECTU K TSHXE/0MY WU KaTacTpogmueckomy
He6naronpuaTHomy acppekTy, T. e. 0co60it CUTyaLnn B NoAcUCTEME Xee3HOA0POXHO! 31eKTPOCBA3N, Npu
BO3HUKHOBEHWU KOTOPOIi NpefoTBpaLleHne Tnéeny e okassbiBaeTcs HEBO3MOXHBIM.

4.6 YpoBHU ob6ecneveHus 6e30nNacHOCTU

ApxutekTypy 6€30nacHOCTU cornacHo [1,2] onpeaensitoT ABa OCHOBHbIX MOHATUS:

- YpOBEHb;

- MNOCKOCTb.

MMoHsATME YPOBHS apXMTEKTYpbl 6€30MacHOCTU UCMONb3yeTcss nNpu (POpMUPOBaHUU TpeboBaHU K
cpeacTBam, cUCTEMaMm 1 ceTsiM, 06pasyoLLnM NOACUCTEMY XEeNe3HOL0POXHOWN 3/1eKTPOCBA3N.

B Tabnvue 4.3 npuBeaeHbl TpPU YPOBHSA 6€30MacHOCTU CornacHo (1), a Takke X MPUMEHNUMOCTb K TEXHU-
YeCcKUM CpeficTBaM CETM XeNe3HO40POXHOW 3/1EKTPOCBA3MN Y K TEXHUYECKMM CPpeACTBaM NOJib30BaTeNeil.

Ta6nuuya 4.3

MpumeHnmMocTb
YpOBHM 6€30MacHOCTH
K TEXHUYECKNM CpefcTBaM ceTn K TEXHNYECKUM CpeACcTBaM
3/1EKTPOCBA3N none3osatenei
YpoBeHb 6€30NacHOCTN MHDPACTPYKTYPbI . -
YpoBeHb 6€30NacHOCTM yCnyr 3 .
YpoBeHb 6€30NacCHOCTN NPUNOXEHWI + .

4.7 TInockocTn obecneyeHns 6e30nacHOCTH

ApxuTekTypa 6e30nacHOCTM B YacTy 3aliuTbl CeTeBbIX onepauuii NCnosb3yeT MOHSATUE N0CKOCTel
cornacHo [1—5). ApxutekTypa 6e30mnacHoOCTU onpefenseTt TP NAOCKOCTM, COOTBETCTBYIOLME TPEM BuAam
onepauuii, ocyLLecTBNSEMbIX B MOACUCTEME XeNe3HOL0POXHON 3/1eKTPOCBA3U. MnockocTAMM obecneyeHns
6€e30nNacHOCTN ABNATCS:

- NI0CKOCTb aAMUHUCTPATUBHOTO YNpaB/eHns cornacHo [2];

- NI0CKOCTb ONepaTUBHOrO ynpas/eHns (COOTBETCTBYET YPOBHIO AOCTYNa K yclyraM 1 pecypcam ceTu)
cornacHo [1J;

- MM0CKOCTb KOHEYHOro Nosb3oBaTens (COOTBETCTBYET YPOBHIO K/IMEHTCKOro 060pyAoBaHns) corniac-
Ho [1].

BTa6nvue4.4 npveefeHbl TPy N10CKOCTU 06ecneyveHns 6e30nacHOCTM, a Takke UX NPUMEHUMOCTb KCeTu
Xe/1e3HOA0POXHON 3N1eKTPOCBA3N U K TEXHUYECKMM cpecTBam nosb3oBaTenei.

6
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Tabnuua 4.4

MpumeHnMoCTb
Mnockoct obecneyeHns 6e3onacHoOCTU
K TEXHUYECKUM CPeficTBaM CeTu K TexHuyeckum cpeacteam
3N1EeKTPOCBA3N nonb3osaTenem
MnockocTb afAMUHUCTPATUBHOIO YNpaBieHns A4
MnockocTb onepaTUBHOIO ynpasBieHus ¢ .
MN0CKOCTb KOHEYHOTO No/sb30BaTe N * *

* OTCYTCTBYeT a C/iyyasix, Korja nosb3oBaTe/lb HE UCNONb3yeT ynpaB/ieHUe CeTbl/CNyXO6oii.

4.8 Onsa onpepeneHus TpeboBaHuii k 06ecneyeHmnio 6e30NacHOCTY CPeACTB, CUCTEM U CeTell XenesHo-
[OPOXHOW 3/1EKTPOCBA3N HE06X0AUMO onpeaeneHne moaenu yrposcornacHo FOCT P 52448 (npunoxeHue A).

4.9 [na CHUXKEeHNA PUCKOB [O/MKHbI 6bITh peann3oBaHbl Tpe6oBaHWA K cpeAcTBam ynpas/ieHns cornac-
HO FTOCT P NCO/M3K 27001 v A0/MKHBI BbITb BbINOSIHEHBI 06LLME MEPONPUATUA MO YNpasB/ieHnio nHhopmauu-
OHHOW 6e3onacHocTbio cornacHo FOCT P NCO/M3K 17799.

4.10 MMpu BbI6Ope 0606LEHHbIX KpUTEPMEB OLEHKM 6€30MacHOCTH Xene3HOLO0POXHOW 3N1eKTPOCBA3N
Heo6X04MMO YUNTbIBaTb OLEHKN 6e30MacHOCTN Ha KaXA0M 13 ypoBHel (MHhpacTpyKTypbl, TpaHcnopTa/nepe-
Aaun n hyHKLMOHATbHOT0, MPUNOXEHUIA).

4.10.1 YpoBeHb MHPaACTPYKTYpPbI

4.10.1.1 CpopacTBa U cUCTEMbI MHPACTPYKTYPbl XENEe3HOLOPOXHON 3/1eKTPOCBA3M, nog/exaline
sawure:

- NIMHUVW CBA3W;

- HanpasnswoLLMe NMHUM NOe3HON paanocsa3n (HanpaBasoLWwme CUCTeMbI).

4.10.1.2 Knaccudmkauusi hakTopoB, BO3AENCTBYIOLWNX HA MH(DPACTPYKTYPY

MepeyeHb O6GBLEKTUBHLIX (PAKTOPOB, BO3AEWCTBYIOLWMX HA WHMPACTPYKTYPY KENe3HOA0POXHON
3/1eKTPOCBA3MN:

a) BHyTpeHHUe hakTopbl:

1) cTapeHue matepuanos (MeTanna, pesnHbl);

6) BHelHMe hakTopbl:

1) dhakTOpbl TEXHOrEHHOIO Xapakrepa,;

2) npupofHble ABNEHUS, CTUXUIiHbIE 6eACTBUS.

MepeyeHb CYyObLEKTUBHbIX (HaKTOPOB, BO3AENCTBYIOLNX Ha WHGPaCTPYKTYypy >Xene3HOA0pPOXHON
3/1eKTPOCBA3MN:

a) BHyTpeHHue dhakTopbl:

1) HenpaBOMepHble AeACTBUA NULL. MMEeLWUX NpaBo AOCTyna K IMHUAM CBA3M U HanpaBAAoLWUM
cucTtemam:

- HECaHKLMOHWPOBAHHOE N3MEHEHVEe MHDPACTPYKTYPbI XEeNe3HOA0POXHO 31eKTPOCBA3N;

6) HecaHKLMOHMPOBaHHbIA hn3nyecknii 4OCTYN KIVMHUSM CBA3U U HANPaBAAIOLWNM cucTemMam:

1) xveHne NNHUI CBA3KN N HanPaBAAIOLWMNX CUCTEM,;

2) pelicTBMSA, HaNpaBfieHHble Ha U3MEeHeHVe NHPPACTPYKTYPbl XeNe3HOA0POXHON 3N1eKTPOCBA3N.

4.10.1.3 YA3BMMOCTAMU MHPPACTPYKTYPbI XE/1€3HOL0POXHOM 31EKTPOCBA3MN SABNSOTCA:

a) 06bEKTVBHbIE:

1) akTMBM3MpYyeMble — annapaTHble 3aknafku (ycTaHaBAvBaeMmble B JIMHUW 3/1EKTPOCBA3N, CeTu
3NeKTPoNUTaHNs, B NOMELLEeHUAX);

2) onpegensemMble 0COGEHHOCTAMW 3/IEMEHTOB — 3/IEMEHTbI, NOABEPXEHHbIE BO3ECTBUIO OKPY-
xatoueli cpefpbl (B0XAb, CHer, COMHLE, ApYyrue KimmaTuyeckme gaktopbl);

3) onpegensiemMble OCOGEHHOCTAMM  3alMLLAEMOro 06beKkTa — MecTONosIoXeHneM obbekTa
(oTcyTCTBME KOHTPOSIMPYEMOWA 30HbI, HAIMUYME NPSAMOI BUAMMOCTN 0O6bEKTOB, YAANIEHHbIX Y NOABUXHbIX 3/1e-
MEHTOB 06bEKTA);

6) CyOBbEKTUBHbIE:

1) owmnGKM: NpU YCTAHOBKE WM 3KCNayaTauun 06BbEKTOB WHMPACTPYKTYPbl XXe/1e3HOLOPOXHOM
3N1EKTPOCBA3N;

2) HapylleHus: pexumMa oxpaHbl M 3aWuTbl (AOCTyna Ha 0ObLeKT, AOCTyna K TeXHUYECKUM cpe-
ACTBaM); pexuma aKcnayaTtauny TeEXHMYeCcknx cpecTs (3HeproobecneyeHuns, xm3HeobecnevyeHns); pexmva
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ncnosb3oBaHusa nHopmaumm (obpaboTka U 06MeH MHopMauueid, XpaHeHNEe U YHUUTOXEHNe HocuTenel
NHOPMaLMK, YHUUTOXEHMNSA NPON3BOACTBEHHbLIX OTXOA0B U 6paka): pexumMa KoHpnaeHuansHOCTH.
B) cnyualiHble:
1) cbou 1 oTKasbl: CTapeHne 31eMeHTOB MHAPACTPYKTYPbI XKeNe3HO40POXHO 3/1eKTPOCBA3N: coomn
3/1eKTpoCcHabxeHus (BcnoMmoratesibHOro 06opyaoBaHuns);
2) noBpexAeHuns: xu3HeobecneynBawoLWnx KOMMyHKauuii (3NekTpo-, BOAO-, raso-. TensiocHabxe-
HVS. KaHaIM3aLmn: KOHAULNOHNPOBAHUS N BEHTUIALMN): OFpaXKAatoLWwmX KOHCTPYKLUWI (BHELLHUX OrpaXxaeHui
TeppUTOPUiA, CTEH N NEPEKPLITUIA 34aHNIA: KOPNYCOB TEXHO0rMYECcKOoro 060pyA0BaHns).
4.10.1.4 WcTO4YHMKaMU AecTabunusnpyrLwmx BO3AENCTBUIA Ha WHPAaCTPYKTYpPy XXes1e3HOL0POXHOM
3M1EKTPOCBA3N ABMAIOTCA:
a) WCTOYHMKM, 06YCNOBNEHHbIE AE/CTBUAMN CyObEKTA:
1) BHeLLUHUE UCTOUHUKMN:
- cnyvaiiHble (HenpegHamepeHHble) — MepcoHas NOCTaBLUMKOB Pas/IMYHOro poja ycnyr, nepcoHan
HaA30PHbIX OpraHun3aunii n aBapuinHbIX cnyxeé nap.,
- npefHaMepeHHble — MoTeHUNasnbHble MPecTynHUKN (TEePPOpPUCTbI) U Xakepbl, HeJ06pPOCOBECTHbIE
napTHepbl; NPeACTaBUTENN CUNOBLIX CTPYKTYP (B Ype3BblYalHbIX CUTYaLMAX):
2) BHYTPEHHWE UCTOYHWKWN: OCHOBHOW NepcoHarn; npeacTasnteny cnyx6 6esonacHocTu; 06¢cnyxmea-
IOLLMI NepcoHa; TEXHUYECKnin nepcoHan (kusHeobecneyverune, akcnayartayus). BHyTpeHH1e CTOUHVKMN MOTYT
MCNONb30BaTh KaXAbIA U3 KTACCOB YA3BUMOCTEN (06bEKTUBHbIE, CyObEKTVBHbIE, CyYaliHble) B 3aBUCMMOCTU
OT npecneayemMbix Leneii. ¥rpo3sbl OT faHHbIX NCTOYHUKOB MOTYT 6biTh: XULLEHUE: YHUUTOXEHVE; HapyLleHne
[ocTynHocTu (6noknpoBaHue),
6) WCTOYHMKM, 06YCNOBNEHHbIE AEeiCTBUAMU MaTepnasibHOro o6bekTa:
1) BHEeLUHWE NCTOUYHWKN: CETU NHXEHEPHbIX KOMMYHUKaL M (BofOCHa6XeHWe, KaHanm3auus);
2) BHYTPEHHMWE UCTOYHWUKN: CPeCTBa OXpaHbl CUTHA/IM3aLNN.
B) (om3nyeckve ABMNEHNA: NoXapbl, 3eMNETPACEHNS, yparaHbl, HAaBOLHEHNUA N AP.
4.10.1.5 Bo3MOxHa peanusauus no6biIxyrposcMm. FTOCT P 52448. Bo3aMOXHble Noc/eCTBUA peanmsa-
LMK Yyrpo3 — HapylueHve nboro n3 kputepnes 6€30MacHOCTU CETU IN1EKTPOCBA3N (KOH(DUAEHLNANBbHOCTb,
LLe/IoCTHOCTb, AOCTYNHOCTb, NOAOTYETHOCTD).
4.10.1.6 BO3HMKHOBEHUE YSI3BMMOCTEN Ha YPOBHE NMHPPACTPYKTYPbI XENE3HOA0POXHON 3/1EKTPOCBSA3MN
BO3MOXHO Ha CTafusAX UX XKU3HEHHOTIO LMKNa.
4.10.1.7 KpuTepwuu oLieHKM 6e30nacHOCTV MHAPACTPYKTYPbI Xene3HOA0POXHON 3N1eKTPOCBA3M:
- HacTaguu naaHnpoBaHWA: COOTBETCTBME TpeboBaHMAM 6€30MacHOCTY B YacTV IMHUIA CBA3W U Hanpas-
NAOLWMNX CUCTEM, NPEABABNSEMbIX CTPATErMYECKUMU LIeNSMM XeNe3HOLO0POXHOW 3N1eKTPOCBA3M;
- HacTafuun NpoeKTMPOBaHWUSA: COOTBETCTBUE XapaKkTePUCTUK NPOEKTVPYEMBbIX IMHNIA CBSA3U U HanpaBns-
oKX cucTem TpeboBaHMAM 6e30MacHOCTU, NpeAbABASEMbIM Ha CTaumn NaHNPOBaHNS;
- Ha cTafuu aKcnayaTauuu u CTPOMTENbCTBA: COOTBETCTBME J/IMHWI CBA3W W HaANpaBASLWMX CUCTEM
3asB/IEHHbIM NMOCTaBLLMKOM XapakTepucTukam:
- Ha cTaguu BblBOAA W3 aKCMyaTaummn, cooTBeTCTBUE TpeboBaHusAM 6e30nacHOCTY MO BbIBOAY M3 3KC-
nayaTtauymmn IMHUIA CBA3N N Hanpas/IAoLWNX CUCTEM.
4.10.2 YpoBseHb TpaHcnopTa/nepeAayn n @yHKUNOHaIbHbIW YPOBEHb
4.10.2.1 CpepcTBa ¥ CMCTEMbI Nepefayn MHOPMaLLMK Xene3HOA0POXHOW 31eKTPOCBsA3N, noanexa-
Lme sawuTe:
- KaHaJlbl N TpakTbl CUCTEM Nepegauu;
- KaHasoobpasyiwliee 06opyaoBaHue;
- annapartypa nepejayu aHHbIX;
- aHasorosble 1 LM poBble MHOrOKaHa/lbHble CUCTEMbBI Nepejauu;
- KOMMyTaunoHHOe 060pyaoBaHmne:
- MapLupyTusaTopsl;
- Apyroe obopyAoBaHWe MNepBUYHON CEeTU CBA3W TEXHOJIOrMYECKOro CerMeHTa Xesie3HOA0POXHON
3/1EKTPOCBA3MN B COOTBETCTBUM C4.3.
4.10.2.2 K yHKLMOHaNLHOMY YPOBHIO XeNe3HOL0P0XHOM 3N1EKTPOCBA3N OTHOCATCA CPpeAcTBa, cucte-
Mbl. CETW N peCypCbl BTOPUUHBIX CeTel CBSA3M TEXHOI0TMYECKOro CerMeHTa Xee3HOA0P0XHOM 3/1eKTPOCBA3N.
4.10.2.3 OnacHocTM K mofenu yrpo3 6e30nacHOCTU CPefcTB, CUCTEM, CeTell Xene3HOA0POXHON
3M1EKTPOCBA3N Ha YPOBHE TpaHcrnopTayYnepegayun u yHKLMOHaIbHOM YPOBHE
4.10.2.3.1 OnacHoOCTAMU SABMAKTCA COOTBETCTBYOLWME (hakTopbl cornacHo NFOCT P 51275.
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4.10.2.3.2 YA3BMMOCTAMU CPEACTB, CUCTEM, CETEN XeNe3HOL0POXHON 31EKTPOCBA3N ABNAIOTCA:
a) 0O6bEKTUBHbIE:

1) conyTcTBYylOLME TEXHNYECKMM CPeACTBaM M3/yYeHUS: 3eKTpoMarHuTHble (No6oYHble n3nyye-
HMSA 9/1IEMEHTOB TEXHUYECKUX CPeACTB, KabenbHbIX INHWUI TEXHUYECKUX CPeACTB); anekTpnyeckne (HaBoaku
3/1eKTPOMArHUTHbIX M3MyYEHWU Ha IMHUM U NPOBOAKMW, NpOCayYMBaHNE CUTHA/I0B B CETW 3/1EKTPONUTaHUSA, B
Luenn 3asem/ieHnsi, HepaBHOMEPHOCTb MNOTPe6NeHns Toka 3/1eKTPonuTaHus); 3BYKOBble (akycTuyeckue,
BUbpoakycTuyeckume);

2) akTuBM3MpyeMble; annapaTtHble 3aknagku (ycTaHaB/MBaeMmble B JIMHUW 3MEKTPOCBA3W, B CeTu
3NEeKTPoNUTaHNs, B MOMELLEHUAX); NpOorpaMMHble 3aknagku (BpeAoHOCHble MporpaMmbl, TEXHOOTNYECKMe
BbIXO/bl U3 MPOrpamMmM, HeneranbHble KONMu NporpammHoro obecneyeHus);

3) onpegensemMble 0CO6EHHOCTAMMW 3/IEMEHTOB: 3/IEMEHTbI N0 BEPXKEHHbIE BO3AEVCTBUIO 3/1IEKTPO-
MarHUTHOro nosif (MarHUTHbIE HOCUTENN, MUKPOCXEMbI);

4) onpepensiemMble 0CO6GEHHOCTAMM 3alLMLLLAEeMOro 06beKTa: MecTonosioxeHneMm obbekTa (0TCyT-
CTBUE KOHTPOSIMPYEMOW 30HbI, HAMUMe NPSAMON BUAMMOCTU OGBEKTOB, HA/IMUMO YyAANEHHbIX U NOABUXKHbIX
3/1eMeHTOB 06beKTa); opraHm3aumeli kaHanoB o6MeHa MHopMaLvein (Mcnonb3oBaHne pagmokaHanos, r1o-
6anbHbIX MHPOKOMMYHUKALMOHHBIX CETEN, apeHAyeMbIX KaHa/10B):

6) CyOBbEKTUBHbIE:

1) owwn6KK: Npu NOATOTOBKE U MCNO/Ib30BaHNM NPOrpamMMHOro obecneyeHns (MHCTaNNALMS v 3arpys-
Ka nporpaMMHOro obecneyeHns, akcnayaTtaumns NnporpaMMHOro o6ecneyeHns, BBOS 4aHHbIX); NpY ynpasneHnu
CNOXHBIMU cucTeMamu (opraHusaumsa ynpaneHust notokamm obMeHa nHdopmatmm); npyu ycTaHoOBKe WK 3KC-
nayaTtauum TEXHUYECKNX CPeSCTB;

2) HapyLleHus: pexymMa oxpaHbl U 3aWuTbl (4OCTYN HAa 06BEKT, AOCTYN K TEXHUYECKUM CpeacTBam);
pexuma aKcnayaTaumm TeXHNYeckux cpefcTs (aHeproobecneyeHve, xn3HeobecneyeHune); pexmma ncnonb3o-
BaHNA vHgopmauun (06paboTka 1 06MeH MHopmaunell, XpaHeHNe U YHUUTOXEHVE HocuTenen nHgopma-
Lyn); pexvmMa KoHUAEHLNANbLHOCTY;

B) Cly4aiiHble:

1) c6ou 1 oTKa3bl: O0TKa3bl U HEMCNPABHOCTU TEXHNYECKMX CpeacTB (0b6pabaTbiBaloLWwmMx MHopma-
Lmio. obecneymsaroLmx paboTocnocobHOCTbL CPeacTB 06paboTkM nHopMaL MK, o6ecrneynBatoLL X OXpaHy 1
KOHTPO/b A0CTYMNA); CTapeHne 1 pasmarHninsanme Hocutenein nHdopmauum (4UCKET Y CbEMHbIX HOCUTeNe,
XEeCTKNX AUCKOB, MUKPOCXEM); c6OM NporpaMMHOro obecneyeHuns; C60u aNeKTPOCHaOXEeHUS;

2) noBpexAeHus: xu3HeobecneunsBawoLwnux KOMMyH1KaUnii (31eKTpo-, BOAO-. raso-, TenaocHabxe-
HWA. KaHanM3auuu, KOHAWLVNOHUPOBAHNA U BEHTUALMN): OTPaXAA0LLMX KOHCTPYKLWIA (BHELLHUX OrpaxaeHui
TeppuTopwuiA, CTEH N NEPEKPbLITUI 34aHWiA; KOPMYCOB TEXHOOTMYECKOro 060pyA0BaHNS).

4.10.2.3.3 /ICTOYHUKM fecTabunm3npyroLnx Bo3gencTenii
NcToYHUKN, 06yCNOBNEHHbIE AENCTBUAMY CYyObEKTA:
a) BHELUHWE UCTOYHUKN:

1) cnyvaiHble (HenpegHaMepeHHbIe): MepcoHasn NocTaBLMKOB YCAYr pa3fInyHoro poga, nepcoHan
Haf30pHbIX OpraHn3auuii u aBapuiiHbIX CNyX6 1 ap;

2) npegHamepeHHble: NOTeHUaNbHble NPeCcTYNHVKN (TEPPOPUCTLI) U Xakepbl; HeJ0bpPOCOBECTHbIE
napTHepbl; NpeAcTaBUTENN CUMOBbIX CTPYKTYP (B Ype3BblYalHbIX CUTYaUnax) nap.;

6) BHYTPEHHWEe NCTOYHWKW: OCHOBHOW NepcoHan; npeacTaBuTenn cnyx6 6esonacHocTun: obcnyxmeato-
LLMA NepcoHan: TeXHUYECKU nepcoHan.

NcToYHUKN, 06YCNOBNEHHbIE AeNCTBUAMY MaTepranbHOro obbekra:

a) BHELWHWEe UCTOYHWUKN: CpefCcTBa CBA3N (TeNedOHHbIE NIMHNM); CETU MHXEHEPHbIX KOMMYHUKaLUA;

6) BHYTPEHHME NCTOYHUKN: TEXHUYECKNe cpefcTBa 06paboTkn nHdopmaLMm: nporpaMmMHble cpeacTea
06paboTKu MHhOopMaLUK; cpeAcTBa OXpaHbl.

dusnyeckne BNEHNA: Noxapsbl, 3eMIeTPACEHUS, yparaHbl, HABOAHEHNA U 4p.

4.10.2.3.4 Ha paccmaTpmBaeMmbiX YPOBHAX XeNe3HOA0P0XHON 31eKTPOCBA3M BO3MOXHA peanunsaums
N06bIXYrpo3 cornacHo 4.4. Bo3MOXHbIMW NMOCNEACTBUAMN peanunsaLnm yrpo3 MoXeT 6bITb HapyLLeHue no6o-
ro U3 KputTepmes 6€30MacHOCTUN CeTU 3INEKTPOCBA3N (KOHMUAEHUNANBbHOCTb, LLeN0CTHOCTb, AOCTYMHOCTb,
NoA0TYETHOCT).

4.10.2.3.5 BO3HMKHOBEHME YA3BMMOCTEN Ha YPOBHE WHM(PACTPYKTYpbl W JIMHWI XeNe3HO40POXHOA
3/1EKTPOCBA3N BO3MOXHO Ha BCEX CTaAUAX UX KU3HEHHOIO LMKNa.

4.10.2.3.6 Peanu3auus yrpos, 06ycrnoBrieHHasa AelicTBUAMN CybbekTa, xapakTepucTukamu matepmasnb-
HbIX 06BEKTOB, PU3NYECKMMU SABAEHUAMU, BO3MOXHA Ha CTaAuV NAaHMpOBaHWS, NPOEKTUPOBaHUSA, CTPOU-
TeNbCTBa. IKCnyaTauuy, a Takke BbiBoAa U3 aKcnayartaumu.

4.10.24 KpnTepusamu ouieHkm 6e30nacHOCTU CpeAcTB, CUCTEM, CeTeli XKene3HOA0P0XKHOM 3N1eKTPOCBA3N
Ha ypoBHe TpaHcnopTta/nepegayn v (OyHKLMOHA/IbHOM YPOBHE SABNAOTCSA:
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- Ha CTaguu NnaHMpoBaHUS: COOTBETCTBME TpeboBaHMAM 6€30MacHOCTU, NpeabABASAEMbIM cTpaTerun-
YeCKMMM LeNsaMU XeNne3HOA0P0XHOM 31eKTPOCBA3N;

- Ha cTaguv NpPoeKTUPOBaHWA: COOTBETCTBME XapakTepncTUK NPOEKTUpyeMbIX CPeACcTB, CUCTEM, CeTel
Xene3HoA0POXKHON 3/1eKTPOCBA3M TPAaHCMOPTHOrO YPOBHSA TpeboBaHMAM 6e30nMacHOCTY, NpeabaABAseMbIX Ha
cTaguu nNaaHMpoBaHus;

- HacTajuu aKkcnayartauuv u BHepeHNA: COOTBETCTBYE 3aAB/IEHHbIM MOCTaBLLMKOM XapakTepUCTUKaM;

- Ha cTajuu BblBOfa W3 3KCNyaTauuu: COOTBETCTBME TpeboBaHMAM 6e30MacHOCTM MO BbIBOAY W3
aKcnyaTauum.

4.10.3 YpoBeHb NPUIOXeEHUIA, YCNYT 1 yrnpaB/ieHns

4.10.3.1 CpepacTBa 1 CUCTEMbI XENE3HOL0POXHOWN 3NEKTPOCBA3N YPOBHS NPUIOXEHWIA, YCAYT U ynpaB-
NeHna. nognexatime sawure:

- cpeacTBa TeppuTOpuasibHO-pacnpefenieHHol  nepapxmyeckoli aBTOMaTU3UMPOBAHHON  CUCTEMbI
ynpaB/ieHUsi TEXHONOTNYECKOl CeTblo CBA3M:

- CUCTeMbl TEppUTOPUaNbHO-pacnpeeneHHol nepapxnuyeckoin asToMaTu3MpoOBaHHON CUCTEMbI yrpas-
NeHNsa TEXHOIOTMYECKOl CeTblo CBA3W B COCTaBe:

a) CUCTeMbl MOHMTOPWHIA N aAMUHUCTPVMPOBAHUA, NPefHa3HAaYeHHOl 418 MOHUTOPUHIa napameTpos
PYHKLMOHMPOBAHUS U MHTETPUPOBAHHOTO YNPAaB/IEHUSI TEXHOOTMYECKOU CeTbIo CBA3MN B LiE/IOM;

6) cucTeM ynpasiieHNs U MOHUTOPUHIa NPOU3BOANTENA AN1A 06ecneyeHuns ynpas/ieHnsa n TEXHUYECKOro
o6cnyxnBaHna 060pyaoBaHNA Xene3HOA0POXKHON 3NEKTPOCBA3N, BXOAALEro B COCTaB TEXHOMOTMYECKOM
CeTU CBSA3N XEesIe3HOAOPOXHOro TpaHcnopTta, peanusylolero yHKUUOHaIbHbIE BO3MOXHOCTU B COOTBET-
CTBUM C YPOBHEM YMpaB/ieHUs 3/1IEMEHTOM W/IN CETbIO, COTNIACHO apXUTEKType MOCTPOEHUSA CETU ynpaB/ieHns
XeNe3HOA0POXHOM 3/1eKTPOCBA3bLIO0.

4.10.3.2 OnacHocTu U MoAenu yrpo3 6e30nacHOCTM CPeACTB, CUCTEM U PECYPCOB XENe3HOL0POXHOM
3/1eKTPOCBA3UN YPOBHA NPUIOXEHWIA, YCAYT U YNpaB/ieHns

4.10.3.2.1 OnacHOCTAMYW Ha YPOBHE MPUMIOXEHWIA, YCNyr 1 yNnpaBneHUs SABNSAIOTCA COOTBETCTBYHOLME
thakTopskl cornacHo NOCT P 51275.

4.10.3.2.2 YA3BMMOCTAMMU CPEACTB, CUCTEM N PECYPCOB XENe3HOL0POXHOI 3N1EKTPOCBA3M YPOBHSA Npu-
NOXEHWA. yCNyr 1 ynpasBieHns SBAsTCs:

a) 0O6beKTUBHbIE:

1) conyTcTBYylOLWME TEXHNYECKUM CpPeAcTBaM W3/TyYeHUS: a/1IeKTpoOMarHuTHele (M060YHblE n3nyye-
HUSA 3N1EeMEHTOB TEXHWYECKNX CPeACTB, KabesnbHbIX TMHUA TEXHUYECKNX CPEACTB); anekTpuyeckne (HaBoAku
3M1EKTPOMArHUTHbIX U3yYEHWUIA Ha IMHUW M NPOBOAKMN, NpocaYyMBaHne CUTHaI0B B CETU 3/1EKTPONUTaHUS, Lenu
3a3em/ieHnsl, HepaBHOMEPHOCTb MNOTpPebNeHns Toka 3/IeKTponuTaHus), 3BYKOBble (akycTuyeckue,
BMOpOakKycTuyeckume),

2) aKkTMBM3MpyeMble: annapartHble 3aknagku (ycTaHaBnuBaemble B JIMHUM 3/1EKTPOCBA3MN, B CETU
3N1EKTPONUTAHNA, B NOMELLEHNAX); NporpaMMHble 3aknagku (BpefoHOCHbIE MPOrpaMMbl, TEXHOMOIMYECKMe
BbIXOZbl 3 NPOrPamm, HeslerasibHble KoMy NporpaMMHOro obecneyeHmns);

3) onpepensemble 0CO6EHHOCTAMY 3/1IEMEHTOB: 3/1IEMEHTbI, NOABEPXEHHbIE BO3EeNCTBUIO 3/1€KTPO-
MarHuTHOro nons (MarHWTHble HOCWUTENN, MWUKPOCXeMbl); nporpaMMHoe obecneveHve, MNOABEPXEHHOE
nporpaMMHbIM KOHpIMKTaM;

4) onpepensieMble 0CO6EHHOCTAMU 3aliULaeMoro obbekTa: MecTonosioxeHmem obbekta (0TCyT-
CTBWE KOHTPO/IMPYEMOli 30HbI; peann3alns Ha HeCKONbKNX yAaIeHHbIX APYT OT Apyra cpefcTsax BblUNCAN-
TEeNbHOW TexHWKW); opraHu3aumeid kaHanoB o6meHa WHopMaumeint (MCNONb30BaHWE NPOTOKO/IOB
MapLupyTu3aumm, Ncnosb3oBaHne rnobdanbHbiX NHHOKOMMYHUKALNOHHBIX CETEN, apeHAyeMbIX KaHasoB);

6) Cyb6bEeKTUBHbIE:

1) owwnbKKM: NpM NOArOTOBKE M UCMNOML30BAHUN MPOrPAMMHOro obecneyeHns (MHCTaNNALNS 1 3arpys-
Ka nporpamMmmHoro obecneyeHus, akcnayaraumsa nporpaMmmHoro obecneyerus, BBOA AaHHbIX): NPy ynpasieHnm
C/IOXHbIMW cucTeMamun (opraHusauus ynpassieHnss notokamy o6MeHa uHdopmauumn); npu ycTaHoBKe Wn
aKCnayaTaumm TeXHUYECKNX CpeAcTB U NPOrpamMmmMHOro obecneyeHus:

2) HapyLleHUs: pexuma oxpaHbl 1 3awuTbl (4OCTYN KTEXHUYECKMM CPpefCcTBaM); pexuma akcnayara-
LM TEXHNYECKNX CPeAcTB (3HeproobecneyeHne, xm3HeobecneyeHmne); pexmnuma ncnonb3oBaHnsa nHopmaLmmn
(obpaboTka 1 06MeH MHOpMauueli, XpaHeHE U YHUUTOXeHNe MHopMaumm); pexmma KoHpunaeHuab-
HOCTY;

B) cfy4aliHble:

1) cbou 1 oTKasbl: 0TKa3bl N HEMCNPABHOCTU TEXHUYECKMX CPEACTB (0bpabaTtbiBatowmnx MHopma-
uuto. obecneynBatoLLmx paboTocnocobHOCTL CpeAcTB 06paboTkM MHGOpMaLuKn, obecneynBaloLLMx OXpaHy u
KOHTPO/Ib AOCTYNA), CTapeHne 1 pasMmarHmunBaHme HocuTenein nHpopmMaLnm (4UCKET U CbEMHbIX HOCUTeNe,
XEeCTKUX ANCKOB, MUKpOCXeM); cbon NporpaMMHOro obecneyeHmns; cbomn sNeKkTpocHabXeHus;

0
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2) nospexAeHus: xu3HeobecneunsaoLLnx KOMMyHUKaLUWii (3N1eKTpo-, BOAO-, ra3o-, TenjocHabxe-
HUSA, KaHaM3aunm; KOHAULMOHUPOBAHUA N BEHTUNALUN).

4.10.3.2.3 /ICTOYHUKM fecTabum3npyroLnx Bo3gencTenii

WcTouHukmn, 06ycnoBneHHble feicTBUAMM Cy6bekTa.

a) BHeLUHWEe UCTOYHUKN:

1) cnydaiiHble (HenpegHaMepeHHbIe): NepcoHan NOCTaBLMKOB YCAYr Pa3/IMYHOro poga, NepcoHarsn
Ha[30PHbIX OpraHn3aLnii n aBapuinHbIX CNYyX6 1 ap.;

2) npegHamMepeHHble: NoTeHUMabHble NPEeCTYNHUKN (TEPPOPUCTBI) U Xakepbl; He[06POCOBECTHbIE
napTHepbl; NpeAcTaBUTeNV CUI0BbIX CTPYKTYP (B Ype3BblYaHbIX CUTYaLMAX);

6) BHYTPEHHWEe NCTOYHWKW: OCHOBHOW NepcoHan: npeacTaBuTeny cnyx6 6esonacHocTi: ob6cnyxmBato-
LM NepcoHas; TEXHUYECKUA nepcoHarn.

NCTOYHUKN, 06YCNOBNEHHbIE AENCTBUAMY 06bEKTA:

a) BHeLUHVe UCTOYHUKN: TEXHUYECKME U NporpaMMHble cpeAcTBa 06paboTku nHopmaLl M Npyu cnosb-
30BaHUM rnobanbHbIX MHPOKOMMYHUKALIMOHHbLIX CeTel;

6) BHYTPEHHWE UCTOYHUKN: TEXHUYECKMNE cpecTBa 06paboTkn nHdopmaLMm: nporpaMmMHble cpeacTea
06paboTkn MHOpMaLLMK; CpeacTBa OXpaHbl.

dunsnyeckme ABMEHNA: NOXapbl, 3eMIETPSACEHUS, yparaHbl, HABOAHEHNS.

4.10.3.2.4 HaypoBHe NpuIoXeHwuiA, ycnyr v ynpaBneHns BO3MOXHa peann3alus Niob6bIX yrpo3 cornacHo
FOCT P 52448. Bo3MOXHbIMU NOCEACTBUSAMM peanv3aunm yrpos MoXeT ObiTb HapyLleHune /11060ro U3 KpuTe-
preB 6e30nNacHOCTU ceTu 3/1eKTPOCBA3N (KOHPUAEHLMANBHOCTb, LLe/I0CTHOCTb, AOCTYNHOCTb, NOAOTYeT-
HOCTb).

4.10.3.2.5 BO3HUKHOBEHUE YSI3BUMOCTEW HA YPOBHE WHGPACTPYKTYPbl W JIMHWIA XENe3HOL0POXHOW
3/1EKTPOCBA3N BO3MOXHO Ha BCEX CTAAUAX UXKU3HEHHOTO LMKNA.

4.10.3.2.6 Peanu3auus yrpos, 06ycrnoBrieHHasa AeliCTBUAMN Cy6bekTa, XxapakTepucTukamu matepmasib-
HbIX 06BEKTOB, PU3NYECKMMU ABMIEHUSAMU, BO3MOXHA Ha CTaAuW NAaHMPOBaHWS, NPOEKTUPOBaHUSA, CTPOU-
Tes/bCTBA. 3KCNyaTauumn, a Takke BbIBOAA U3 3KCNyaTaluu.

4.10.3.3 KpuTepun oueHkn 6e30NacHOCTU YPOBHS MPUAIOXKEHWUI, YCAYT U yNpaB/IeHUS Xe/1e3HO40POX-
HO 3NEeKTPOCBA3bIO:

- Ha cTaguv naaHMpoBaHMA: COOTBETCTBME TpeboBaHNAM 6e30nNacHOCTH, NpeAbsaBAsSeMbIM cTpaTerv-
YeCKUMU LieNsiMU Xene3HoL0POXHON 31eKTPOCBA3MK;

- HacTaaumn NpoeKTMPOBaHUA: COOTBETCTBYE XapaKTePUCTUK NPOEKTUPYEMbIX CPEACTB, CUCTEM, ceTeli n
pecypcoB Xesie3HOA0POXHOM 3NEKTPOCBA3N HAa YPOBHE NPUIOXEHWIA, yCNyT nynpasneHus Tpe6osaHnam 6e3o-
NacHOCTU. NPeAbABAAEMbIM Ha CTaAuN N1aHNPOBAHWS;

- HacTajuu akcrsyatauumn uBHeApeHNs: COOTBETCTBUE 3aAB/IEHHbLIM NOCTaBLLMKOM XapakTepucTukam:

- Ha cTagum BbiBOAa W3 3KChayaTauun: cCOOTBETCTBME TpeboBaHUAM 6e30MacHOCTU MO yAaneHuo un
BbIBOZY 13 3KCnyaTauum.

411 O6ecneyeHne 6e30MacHOCTN Xe/Te3HOL0POXHOM 3/1EKTPOCBA3M B N/IOCKOCTAX yNpaB/ieHns

4.11.1 Mepbl 06ecneyeHns 6e30MacHOCTY BKOYAKOT B cebs:

- OopraHu3auuoHHble (ag4MUHUCTPATUBHbIE, SKOHOMUYECKME, lopuanYeckue);

- TexHuyeckue (ycTaHOBKa OXPaHHO-MOXAaPHOM CUrHanM3auuu, UCnosib3oBaHWe CUCTEM KOHTPONS U
ynpasneHus 4OCTYNOM, NPUMEeHEeHNe TEXHUYECKUX CpeCTB 3aLnTbl MHGhOpMaL MK, BHeAPEHNE NHTErpupOBaH-
HbIX CUCTEM 6e30nacHoCTK);

- hmsnyeckne (paboTa CTOPOXKEN U KOHTPONEPOB):

- onepartuBHbIe (MCMO/Ib30BaHNe OnepaTMBHbLIX METOA0B pPaboThl, ONepaTUBHO-TEXHUYECKNX CPEACTB,
Hanpumep «noaurpada» A1s BXOAHOr0 KOHTPOSA 1 MEpPUOANYECKOl MPOBEPKM N0SA/IbHOCTM NepcoHana).

4.11.2 TpeboBaHMss 6e30MacHOCTU B MJIOCKOCTN aAMUHUCTPATUBHOIO YyNpasfieHns onpefeseHbl

[(2]-[5].

5 Tpeb6boBaHusa no ob6ecnevyeHnto 6e3onacHOCTN CPpeAcTB, CUCTEM
n ceTtell )KEI'Ie3HO,D,Op0)KHOi7I 31EeKTPOCBA3N

5.1 Tpe6oBaHuWs Nno obecrneyeHUo 6e30MaCHOCTM Ha YPOBHE WHQPACTPYKTYpbl Xefe3Hono-
POXHOIH 9N1EKTPOCBSI3N

5.1.1 OpraHun3ayunoHHble TpeboBaHNsA 6e30nacHOCTN
5.1.1.1 Heob6xoAMMO Hannyve TEXHWYECKOW, HOPMATUBHON W IKCMNyaTauMOHHON AOKYMEeHTauun Ha
06bekTax MHPPACTPYKTYPbI XKENe3HOL0POXHO 31EKTPOCBA3N.
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5.1.1.2 Ha cTaguu akcnayartauum Ao/kHa NpoBOANTLCA perncTpaums B JOKyMeHTax (KypHanax, akrax,
3M1EKTPOHHbIX 6a3ax AaHHbIX) COOTBETCTBYHOLLEA WH(OPMAUMM O BbINOMHEHHbIX paboTax, COCTOAHUK
06bEKTOB.

5.1.1.3 Ha ctaguu akcnayaTauum HeO6X04MMO OrpaHuyeHve [ocTyna K 06bektaM MHAPacTpyKTypbl
XKene3HoA0POXHOI’ 3/1eKTPOCBA3N.

5.1.1.4 HacTaguu akcnayartaunm Heo6XxoAMMOo BECTU yYeT ML, NOAYUUBLLNX N UCNOb3YIOLLMX OCTYM K
06beKTaM MHPACTPYKTYPbI XKeNe3HOA0POXKHOW 3NEKTPOCBA3N.

5.1.2 TexHu4Yeckne TpeboBaHUA 6e30nNacHOCTU

5.1.2.1 TpeboBaHWA K3NEMEHTaM KOHCTPYKLMMN (K 3N1EKTPUYECKON NPOYHOCTUN N30/IALMK, YCTORUYMBOCTb
K BO34ENCTBUSIM MEXAHUYECKMX Harpy3ok W KammaTuyeckux (hakTopoB) LO/MKHbI BbIMOMHATLCA COrMacHO
FOCT PUNCO/M3K17799 (pa3gen 7).

5.1.2.2 TpeboBaHUs K MOHTaXy, 3KCM/AyaTauum n peMoHTY (KpensieHne IMHUIA K COOPYXEHNAM, CTPOU-
TeNbCTBO 1 NPOKNaAKa) A0/KHbI OCYLLECTBNATLCA B COOTBETCTBUM C YTBEPXAEHHBIM NPOEKTOM: opraHusauns
TEXHUYECKOro KOHTPO/SA B Mepuof CTpouTeNbCTBa AO/MKHA OblTb BbINOSHEHa cornacHo [6] u FOCT P
MNCO/M3K 17799 (pasgen 7).

5.1.2.3 TpeboBaHua Kk cpefcTBaM 3alMTbl, CUTHANU3AUUW W KOHTPONS [O/MKHbI GbiTb BbINOMHEHbI
cornacHo FOCT P UICO/M3K 17799 (pa3gen 7).

5.1.2.4 Tpe6oBaHua no obecneyeHnto 6€30NacHOCTU NNHUIA CBA3M U HANPABASIOLWMX CUCTEM AO/KHbI
COOTBETCTBOBATbL TPE60BAHUAM (DU3NYECKO 3alLMThl U 3aLLUTbI OT BO3AECTBUA OKpYXaloLLeli cpefbl cornac-
HO FTOCT P NCO/M3K 17799 (pa3sgen 7).

5.1.3 dyHKUMOHaNbHble TpeboBaHUs 6e3onacHOCTU

LonxHbl 6bITb 06eCNeyeHbl 3almMTa 0T HECaHKLMOHNPOBAHHOTO NPOHUKHOBEHNSA MAOCTYNHOCTL BOGCY-
XUBaHUN.

5.2 Tpe6oBaHua no o6ecneyeHvto 6Ge30MacHOCTM Ha TPAHCMOPTHOM W (PYHKLMOHA/IbHOM
YPOBHSX XeNe3HO40POXHOI 3NeKTPOCBA3N

5.2.1 OpraHu3al oHHble TpeboBaHMs 6e30NacHOCTU

5.2.1.1 Heo6xo4MMO Hanuune TEXHWYECKOM, HOPMATUBHON W 3KCnayaTauMOHHOW AOKYMeHTauun Ha
06bEKTbI TPAHCNOPTHOIO YPOBHS XX€1€3HOL0POXHON 3N1EKTPOCBA3M.

5.2.1.2 Ha cTtagun akcnayatayum Heobxoguma permctpauuns B JOKyMeHTax (KypHanax, akrax) cooT-
BETCTBYIOLLEN MHpOpMALUM O BbIMOSTHEHHbIX paboTax, COCTOSSHUN 06 bEKTOB.

5.2.1.3 HacTtaguu skcnnyartaumm HeobxoArMo orpaHmyeHune octyna Kobbekram TpaHCNopPTHOro ypoB-
HS XXe/1e3HOA0POXHOI INEKTPOCBA3N.

5.2.1.4 Ha cTtaguu akcnayartayumm Heo6XoANMMO BECTU yYeT L. MOSTYUNBLLUNX U UCMOMb3YOLWMX AOCTYN K
06bekTaM TPaHCMOPTHOrO YPOBHS Xe/1e3HO40P0XHO 3/71eKTPOCBA3MN.

5.2.2 TexHun4yeckune Tpeb6oBaHMSA 6e30nNacHOCTU

5.2.2.1 TpeboBaHuA K31eMeHTaM KOHCTPYKLMK (rabapunTbl, yCTORUNBOCTb K BO34ENCTBUSIM MexaHnyec-
KMX Harpysok U KIaMMaTuyeckmx (akTopoB) AO/DKHbI BbINOAHATBCA cornacHo TOCT P MCO/M3K 17799
(pasgen 7).

52.2.2 TpeboBaHUs K MOHTaxy, 3JKcnayaTaumM W PeMoHTy (pa3MelleHMe B CToiikax, kopobax;
MCMoNb3oBaHWe JIMLEH3NOHHOTO NPOrpaMMHOro  o6ecneyvyeHns) [AOJ/KHbl  BbIMOMHATLCA  COMNacHO
FOCT P UCO/M3K 17799 (pa3pen 7).

5.2.2.3 TpeboBaHusa KCpeAcTBaM 3aLnTbl, CUTHAIM3ALIMMN U KOHTPONSA. CpefcTBa, CUCTEMbI, CETU Xenes-
HOL0POXHOM 3M1eKTPOCBA3M TPAHCMOPTHOrO YPOBHSA [AO/MKHbI OblTb 06GecrneyeHbl CpeAcTBamy 3aliuThbl,
cuTanusauuM M KOHTPONA B COOTBETCTBMM C TpeboBaHMAMMU MNONUTUKM 6e30MacHOCTU, COrnacHo
FOCTPUWNCO/M3K 17799 (pasgen 7). ObopyaoBaHue Xene3Ho40POXHON 3/1eKTPOCBA3M TPAHCNOPTHOrO ypPOB-
HA [JO/KHbI UMETb 3BYKOBYHO M CBETOBYIO CUTHa/nM3aumio, a Takke AO/HKHO OblTb OCHALLEeHO cpeacTBamMu
KOHTPOA PYHKLMOHNPOBAHUS.

5.2.2.4 HepgonyckaloTcs MexceTeBble He3alULLeHHble COeAVHEHNS N MHTepdelicbl B NEPBUYHbIX U BTO-
PUYHBIX CETAXKENe3HOA0POXHON 31eKTPOCBA3MN, MexX Ay 31eMeHTaMun ceTu nepeAayn AaHHbIX U ceTel onepa-
TUBHO-TEXHOIOTMYECKOTO 1 06LLLETEXHOI0TMYECKOTO Ha3HaYeHus.

5.2.3 ®yHKUMOHaNbHble TpeboBaHWA 6e30nacHOCTW  AO/MKHbI  ObITb  YCTAHOB/IEHbI  COrNAacHo
FOCT P NICO/M3K 15408-2 (pa3genbl 8.10.17).

5.3 Tpe6oBaHus no o6ecrneveHnto 6e630NacCHOCTY Ha YPOBHE NPUIOXEHWIA, yCNyr 1 ynpaBieHus

5.3.1 OpraHu3aynoHHble TpeboBaHMSA 6e30nacHOCTN

5.3.1.1 Heo6Xx04uMO HanMune TEXHUYECKOI, HOPMATVBHOIA, IKCN/TyaTalunoHHO 1 ApYroil JoKyMeHTa-
L{MM Ha CPEACTBA, CUCTEMBI, CETU 1 PECYPCI XKENe3HOL0POXHOR 3NEKTPOCBA3N.
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5.3.1.2 Ha cTtaguu akcnnyaTaymm Heobxoauma thvkcaumsa B OKyMeHTax (KypHanax, aktax, 3/1eKTpOoH-
HbIX 6a3ax faHHbIX) COOTBETCTBYHOLLEN NHhopMaL MM O BbINOIHEHHbIX paboTax, COCTOSIHUM 3KCNNyaTUpyeMbIX
06BEKTOB.

5.3.1.3 Ha cTtagum akcnayaTaumm Heo6xo4MMO orpaHuyeHne ocTyna K cpeacTeam, cuctemam, CeTAM U
pecypcam Xene3HoL0p0XHON 3/1eKTPOCBSA3N.

5.3.1.4 HacTtaguu akcnayartauum HeobxoanMmo BECTU yYeT NnL,. NOAYUUBLLUX U UCNOb3YIOLWNX JOCTYN K
cpefcTBaM, cUCTEMaM M CETAM XeNe3HOA0P0XKHON 3/1eKTPOCBA3N.

5.3.2 TexHunyeckune TpeboBaHNA 6€30MaCHOCTU

5.3.2.1 Tpeb6oBaHusa K akcnayartauun (MCNosib30BaHNE NINLLEH3NOHHOTO NPOrpaMMHOro obecnevyeHmns)
[OMKHBI 6bITb BbINOAHEHbI cornacHo FTOCT P UCO/M3K17799 (pasgen 7).

5.3.2.2 TpeboBaHus K cpeAcTBaM 3alnTbl, CUTHAM3ALMUN N KOHTPOAA (06ecneyeHne npegynpexaeHns
0 BO3HMKAKLLMX N peasim30BaHHbIXyrpo3ax, 0XBaT BCEX KPUTUYHbIX CUCTEM)40/MKHbI ObITb BbIMO/THEHbI COrnac-
HO TOCT P NCO/M3K 17799 (pa3gen 7).

5.3.3 ®yHKUMOHabHbIE TpeboBaHus 6e30MacHOCTU  AO/KHbl  OblTb  YCTAHOB/IEHbI  COrNAacHoO
FOCT P NICO/M3K 15408-2 (pa3gensi 10.14).

5.4  Tpeb6oBaHus 1 Mepbl N0 o6ecnevyeHnto 6€30NacHOCTU B M/IOCKOCTAX yrNpaB/eHns

5.4.1 OpraHu3auMoHHble Tpeb6oBaHMA N Mepbl NO ob6ecneyeHnto 6e3onacHoOCTn

5.4.1.1 MnaHupoBaHve 6e30nacHOCTH

BesonacHocTb Ao/MkHa cooTBeTCTBOBaThL TpeboBaHmam FTOCT P MCO/M3K 15408-2 (pa3gensl 10.12):

a) ANa KaxAoro Buaa ceTeld U CUCTEM XENE3HOL0PO0XHOW 3/1eKTPOCBA3M A0/MKHA 6blTb paspaboTaHa,
yTBEPXAEHA, U3faHa 1 foBefeHa [0 CBefleHNs BCeX COTPYAHUKOB OpraHusaLnun, akcnayatupytoLei ceTb nam
CUCTEMY 3/1EKTPOCBA3N, NONNTMKA 6e30NacHOCTK, KOTopas [o/KHa onpeaenaTb:

1) oTBETCTBEHHOCTb PYKOBO/ACTBA 3a 06ecneyeHne 6e30nacHOCTY ceTell U CUCTEM XeNe3HOL0POX-
HO 3NeKTpocBA3Y;

2) o6Lune N KOHKpeTHble 0653aHHOCTM COTPYAHMKOB N0 6€30NacHOCTY;

3) noaxof opraHusauun KynpassieHnto 6e30MacHoOCTbIO;

4) cuctemy obecneyeHns 6e3onacHOCTV N hyHKUMOHANBLHOCTb CyX6bl 6e30nacHoCTy;

6) Mo Mepe U3MEeHeHUsi HanpaB/IeHW esATeNbHOCTY U BU3Hec-Lenel opraHusaumm nonuTrka 6esonac-
HOCTW [lO/KHA KOPPEKTNPOBATBLCS.

MnaH 6e30MacHOCTN f0/KEH eXerofHo pa3pabdaTbiBaTbCs, yTBEPXAATbCSA PYKOBOACTBOM OpraHu3aumu,
aKcnayaTupytoLleli CeTb AN CUCTEMY XEeNe3HOL0POXHOW 3N1eKTPOCBA3N.

5.4.1.2 TpeboBaHna no 6e30nacHOCTM  nNepcoHana  AO/IKHbI BbIMO/IHATBCA  COMacHo
FOCT P CO/M3K 17799 (pa3gen 6):

a) [0MXHbI 6bITb ONpeaeneHbl kKaTeropumn nepcoHana, CBA3aHHOro c 06paboTkoli, XxpaHeHem 1 nepega-
yeli MHhopMaL MW 1 yCTaHOB/IEHbI KpUTEPUW 0TOOopa ANS UL, NMPETEHAYIOLWNX Ha 3TV JO/HKHOCTH;

6) A0/KHbI 6bITb YCTAHOB/IEHbI NPaBKIa NOBEAEHNSI NepcoHana, aKCnayaTupyoLero cpeacTaa MHdop-
MaLVOHHbIX TEXHOIOTUIA, B OTHOLLEHMM 06ecneyeHns 6e30nacHOCTU, ONMCbiBaoLL e 0653aHHOCTM NepcoHana
noxugaemble oOT Hero feiicTeus no obecnevyeHnto 6e3onacHoCTy;

B) [0 CBe/eHus nepcoHana, nogsepraemoro oT6opy 0 ero fonycka Kk paboTe, [O/KHbI 6bITb JOBEEHbI
(noa pocnunck) npasuia noBeAeHUs OTBETCTBEHHOCTb 3@ HapyLLeHne pexuma 6e3onacHocTu, anocse 3aeep-
LLIEHUSI KOHTpPaKTa — OTBETCTBEHHOCTb 3a COXPAHHOCTb NOJTYYEHHbIX B X0e paboThl CBEAEHNUI;

r) nepcoHan fo/mkeH 6bITb 06yyYeH TpeboBaHUAM 6€30NacHOCTY, B TOM YMC/E U 3aliMTe OT HecaHKUMo-
HYPOBaHHOIO A0OCTYNa A0 pa3peLleHns AocTyna nepcoHana k pabore;

) Heobxo[MMO Nepuoanyeckn OCyLLEeCTBNATL NEPENOATrOTOBKY NepcoHana u perynspHo npoBoAuTb
MeponpuATUS NO ero MHPOPMUPOBAHMIO O HEOHXOAMMOCTY COBNMIAEHNSA YCTAHOBNEHHbIX TpeboBaHuii 6e30-
nacHocTy.

5.4.1.3 ®usmyeckas 6e30nNacHOCTb

JlonxeH 6bITb OnNpegeneH NopsfoK KOHTPONA BCeX (DM3NYECKMX TOUeK AoCTyna Ha 06 beKTbl MHpacTpykK-
TYpbl Xe/1e3H0A0P0XHO 3/1eKTPOCBA3M (BK/IOYAs fBEPU, OKHA, MeCTa BBOA B COOPYXXEHNSA CBA3N 3/IEMEHTOB
CUCTEM BEHTUNALMW, KaHanm3aLunm, BOgOCHa0XeHUs, ra30CHabXeHNs, 3NeKTPOCHaOXeHNA 1 TeTeKOMMYHMKa-
yuin) cornacHo NOCT P UCO/M3K 17799 (pa3gen 7).

[lo/mkeH ocylecTBNATLCA MOHUTOPUHT PU3MYECKOro fOCTyna B NOMELLLEHMS, B KOTOPbIX pasMeLlatTcs
TexHu4yeckne cpeacrsa, cornacHo NOCT P NCO/M3K 17799 (pa3gen 7).

[onxHa ocyLecTBAATLCS perncrpayms 4eiicTBUA mepcoHana no 06CAyXXMBaHNID TEXHUYECKNX CPeACTB
cornacHo F'OCT P UICO/M3K 17799 (pa3gen 6).

Mopsapgok nepegayn 060pyA0BaHNA APYTMM OpraHn3aLMsaM v ero yTuamnsaunv AomxeH obiTb onpeaesneH B
OTAENbHON MHCTPYKLMW, YCTaHaBMBaloLWei 4eliCTBMA N0 HeAOMYLEHWNIO HANIMYNSA B YCTPONCTBAX XPaHeHUs
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nHdopmaLmn, nepefasaeMblX UK NOANEXaLUnx yTuan3auuy nporpaMMHo-annapaTHbIX CPeCTB, OCTaTOUYHO
nHdopmauum cornacHo FOCT P UCO/M3BK17799 (pasgen 7) n[7].

B npouecce MOHUTOPUHIa (OU3NYECKOTO AOCTYNa B MOMELLEHNS, B KOTOPbIX pasMeLlatoTca TEXHNYecKne
CcpeAacTBa, A0/HKHbI NCMONb30BaTLCA YCTPONCTBA BUAEOHABGMIOAEHUS Y CUTHANN3aL MmN peanbHOro BpeMeHH.
JoMmKHbI MCNoMb30BaTLCA aBTOMATU3MPOBaHHbIE CPefCcTBa perncrTpaummn 4eiicTBrili nepcoHana no o6cnyxm-
BaHWIO0 TeXHMYeCKnx cpeacTs (7.8).

5.4.1.4 MnaHvpoBaHWe [eiCcTBUI NpU 4Ypes3BblYalHbIX CUTYaLMUAX AO/DKHO BbINOMHATLCSA COM/1acHo
FOCT P NICO/M3K 17799 (pa3zenbl 6.7) u [7J.

B opranusauuu, akcnayatupyoLiei cpefcTea, CUCTEMbI, CETU XeNe3HOA0POXHON 31eKTPoCBA3mn, A0/-
XeH paspabaTbiBaTbCs M OCYLLECTBAATLCA NaH MEPONPUATUIA BUPE3BbIYalHbIX CUTYaLKAX, B TOM YMC/E U NPy
TEPPOPUCTUYECKMX aKTax, yunTbiBas PyHKLUN 1 0683aHHOCTY NepcoHana u 4eicTBus, cBA3aHHble C BOCCTa-
HOB/IEHWEM CUCTEM NocC/e BbIX0Aa U3 CTPOS UX 3/IEMEHTOB.

MepcoHan go/mkeH 6bITb 06yYeEH AECTBUAM B YUpe3BblUaiHbIX CUTyaUMsAX, U AO/HKHA OCYLLEeCTBNSATLCA
ero nepenoaroToBka.

MpoBepka nnaHa AelicTBUI B Ype3BblHaliHbIX CUTYaLMSAX U €ro KOPPEKTUPOBKA A0/KHbI NPOBOAUTLCA HE
pexe 04HOro pasa B rof Cc Lefblo onpegenerHnsa a(ekTUBHOCTA 1 TOTOBHOCTU OpraHm3auny K BbINONHEHUIO
JaHHOoro nnaxa.

[lo/mKHO NpoBOANTBLCS pe3epBHOE KOMMPOBAaHNE U XpaHeHWe B 3all1LLEHHOM BUAE KPUTUYECKOWR HAop-
Maumu nonb3oBaTtenei U CUCTEMbI YyNPaBeHus.

5.4.1.5 PearnpoBaHne Ha  MWHUMAEHTbI  6€30MacHOCTM  AO/DKHO  BbINOSIHATLCA  COM/1acHo
FOCT P NCO/M3K 17799 (pa3gen 6) u [7].

B opraHusauuu, akcnayatupyloLleii cpeficTea, CUCTEMbI, CETU XeNe3HOA0POXHON 31eKTPoCBA3MN, A0N-
XeH paspabaTbiBaTbCA U OCYLLECTBAATLCA NAaH MeponpuATUiA No 06paboTke MHUMAEHTOB 6€30NacHOCTN U
NPOBOAUTLCS €ro KOPPEKTUPOBKA HE pPeXe 0AHOro pasa B rof C Lenblo onpegeneHns apekTMBHOCTN U TOTOB-
HOCTUM OpraHn3aunm K BbINOJIHEHUIO aHHOTO naHa.

[osmkHa ocyLecTBIATLCA NOATOTOBKA K BO3MOXHOMY NPOSABMIEHNIO HUWUAEHTA, €ro npeaynpexmneHuto,
06HapyXeHuto, pearnpoBaHnio, CAePXMBaHNIO, yCTPAHEHMNIO M BOCCTAHOB/IEHMIO UCXOAHOIO COCTOSIHUSA.

[JlomkHa 6bITb ONpeAeneHa rpynna cneuuanncToB cnyx6 6e30nacHOCTM 1 MHCOPMaLMOHHBIX TEXHO/O0-
rMii. CNOCOBHbIX pearnpoBaTh Ha MHUMAEHTbI B 061acTU MHOPMaLMOHHOV 6e30nacHOCTH, KOTOpble AO0/MKHbI
UMETb BO3MOXHOCTb YCTHOTO (N0 TenedoHy) AN NMCbMEHHOTO0 (N0 3/1IEKTPOHHOI No4YTe) 06MeHa MHhopMaLLn-
eli c nosib3oBaTeNAMM yCyramv CB3un, B3aMMoAenCcTByOLWUMY onepaTopaMu CBA3N nopraHamu 6esonacHoc-
TV rocygapcrsa u o6ecnevyeHus npasonopsiika o HapyleHuax 6e3onacHOCTU, KOTOpble MOryT nepepacTtu B
NHUMAEHT 6e30nacHocTu.

Jlo/1XHO 6bITb NPEfYCMOTPEHO NPUB/EYEHNE BHELLHNX CNYX6 pearnpoBaHns Ha UHUWAEHTHI.

5.4.2 ®yHKLMOHaNbHbIE TpeboBaHMA 1 Mepbl MO ob6ecneyeHnto 6e30nacHoOCTH

5.4.2.1 VpeHTudmKauusa nayTeHTudukalms

[ns nepcoHana, OCywWecTBAAKOLWEro ynpasfiieHne, HacTPOlKy W KOHMrypupoBaHue annapaTHbIX
CpeAcTB MHPOPMALMOHHBIX U TETEKOMMYHUKALNOHHbIX TEXHO/OMMIA, AO/KHbI 06ecneymBaTbCa NAeHTUdMKa-
umMsa U ayTeHTUdukaumsa npu mUx Aoctyne K JaHHbIM cpeactBam cornacHo N'OCT P MCO/M3K 15408-2
(pasgen 11).

Mpv yoaneHHoM JOCTyne K annapaTHbiM CpeicTBaM B3auMOAeNCTBYIOLMX CUCTEM U CETEN CO CTOPOHBI
o6cnyxuBaloLLero nepcoHana fomkHa obecneumBaTbCa AEHTUAMKAL A OKOHEYHOrO 060pyA0BaHUS.

[lns kaxporo ceaHca yaaneHHoro foctyna Ao/HKHO obecneynBaTbCs YCTaHOBNEHWE YHUKabHbIX napa-
MeTpOB ayTeHTUMKaLmu.

3aluTa oT HeCaHKLMOHUMPOBAHHOIOo A0CTyNa K nporpaMMHo-annapaTHbIM CpeAcTBaM, C MOMOLLLbIO KOTO-
pbIX NPeA0CTaBAATCA YC/YTU CETU Nepefayun faHHbIX, OKa3biBaeMbIX N0/1b30BaTENAM CeTell nepejayn faH-
HbIX. JO/XHA BK/IOYaTb Npoueaypy ayTeHTudukauum nonb3oBateneli cornacHo FOCT P MCO/M3K 17799
(pa3pen 9).

5.4.2.2 KoHTponb goctyna

Mpwn ynpaBneHumn, HacTpoiike, KOHUTYpUpoBaHNM NPOrpaMMHo-annapaTHbIX CPeACTB (BKkoYas 4ocTyn
K OKOHEYHOMY KabenbHOMY 1 pacnpegenuTesnibHoMy 060pyA0BaHuI0) N 06CNYXMBaHUN aOOHEHTCKUX JIMHUIA,
ANsA nepcoHana, aKcnayaTupyLwero ykasaHHble cpefcTBa, [0/DKHbI OblTb YCTAHOB/IEHbI KOHTPO/Ib, perncTpa-
LA v orpaHnyeHmne ero feicTenii B COOTBETCTBMM C YCTAHOB/IEHHBIMW NOTHOMOUYMNAMU HA AOCTYMN KCpecTBam,
UX NPOrpaMmMHOMY 06ecrneyeHunto, NPUMOKEHNAM U faHHbIM. [Jo/KeH OblTb OCYLeCcTB/EH 3anpeT NoA06HbIX
AeNCTBMI AN NOCTOPOHHMUX MWL, AW AOCTYN C Naposiem no ymon4yaHuio (BBEAEHHbIM NPOW3BOAUTENEM
060pyAoBaHNs Uy NPOrpaMMHOro obecneyeHmns).

OrpaHunyeHune ocTyna A0/HKHO OCYLLECTBNATLCA MepamMmun KOHTPOIA J0CTyna, onpegensownumun:
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- 06beKTbl, CAHKLMOHNPOBAHHbIE K NOlyYeHWI0 A0CTYNa, UCPeCTBa, KKOTOPbIM flaHHble 06bEeKTbI YNosi-
HOMOYEHbI UMETb OCTYM:

- paspelueHus no Tuny AocTyna (YTeHue, 3anncb, USMEHEHNE, CO3AaHne, yaaneHuve).

MonHomounsa (npasa) AOCTyna nepcoHasny, CMeHUBLLEMY paboune mMecTa Uau NOKMHYBLUEMY OpraHusa-
LMI0. A0/MKHBI CBOEBPEMEHHO YAANATHCA.

MonHomounsa (Npasa) AOCTyna AO/MKHbI HAa3Ha4YaTbCA NepcoHasy B MUHMaNbHO He06Xo0AMMOM 06beme
B COOTBETCTBUM C UX Nnproputetamu, hYHKUUAMMN 1 0653aHHOCTAMM 1 HE PeXe OAHOro pasa B LWecTb MecsLeB
nepecmaTtpmBatbes. MNpu 3TOM pekoMeHyeTCs NCMOb30BaTh TO/IbKO MePCOoHasbHbIE yYeTHbIe 3anucu.

5.4.2.3 O6ecneyeHne KOHPUAEHUNANTBHOCTHN

[na ynpasnswowein nHdopMaymm AaHHbIMU KOH(UTYPUPOBAHUSA NPOrpaMMHO-annapaTtHbiX CPeacTs
MH(OPMAaLMOHHBIX M TeNIEKOMMYHUKaLMOHHBIX TEXHOMOTMI Npu ee nepegaye Mo kaHanam CBSA3N 1 XpaHeHum
[OMmKeH 6bITb onpeAesieH Nnopsgok obecneyeHns ee COXPaHHOCTM OT AOCTYnNa K Heli HeCaHKLMOHUPOBaHHbIX
nny cornacHo FOCT P UCO/M3K 17799 (pasgen 7) n[7,9).

5.4.2.4 AyauTt cobbiTuii 6e3onacHoctn — cornacHo FTOCT P WCO/M3K 15408-2 (pasgen 7),
FOCT P NCO/M3K 17799 (pa3gen 12) u (7).

B L,enax NpoBepKu 3aperncTpupoBaHHbIX faHHbIX, KacatoLmxca cobbITUIA HECaHKLMOHMPOBAHHOIO A0C-
Tyna v BbISBMIEHNA NPUYNH U YCTOBUIA, CNOCOBCTBYIOLLNX HAPYLLEHWIO LLeTOCTHOCTM N YCTOWYMBOCTU (DYHKLMO-
HMPOBaAHMS CUCTEM W CeTei Xene3HOA0POXHON 3/1eKTPOCBA3M, fo/MKHA obecneynBaTbCs BO3SMOXHOCTb UX
aHanusa.

XypHanbl pernctpauun cobbITUi, MMELLNX OTHOWEHNE K 6€30MacHOCTN CUCTEM 1 CeTeli Xene3Ho0-
POXHOW 3N1EKTPOCBA3N, AO/MKHBI XPAHNTHCA BTEYEHME O0CTATOYHOr0 CpoKa 415 obecneyeHns pacciegoBaHuii
MHUMAEHTOB. CPOK XpaHeHWs XypHasIoB perncrpaumm cobbiTUil JO/MKEH ONpefensTbCa NCXOAS M3 CPOKOB
MCKOBOW fJaBHOCTU.

Onsa no6oro ny6MyYHO [OCTYNHOIO CETEBOI0 pecypca B CUCTEMAX U CETAX Xe/TIe3HOA0POXHO 31eKTpo-
CBSA13U 0/KHa 6bITb NpeAcTaB/ieHa BO3MOXHOCTb NOyYeHuss nHdhopmaummn o ero Bnagesnble B o6beme, pas-
peLleHHOM 3akoHoAaTeIbCTBOM.

Ons dpunbTpaymn noToka NepBMYHbLIX COBLITUIA, PETMCTPUPYEMbIX B XypHanax, pekomeHayeTcs npume-
HATb CpeACcTBa KOppensauun cobbITHiA, ONTUMU3MPYIOLLME 3annCy B XXypHaax MHUNAEHTOB N0 6e30MacHoCTy.

5.4.2.5 TlopoT4yeTHOCTb

Pernctpaumsa felicTBnii B CETU y4aCTHUKOB CETEBOro B3anMOAeiCcTBYA f0/MKHA 06ecneynBaTb BO3MOX-
HOCTb MOJTyYEHMNSA [LOKYMEHTAIbHOTO NOATBEPXAEHMUSA 3TUX AelicTBuii cornacHo FTOCT P MCO/M3K 17799 (pas-
nen 8) n[7].

5.4.2.6 LlenocTtHoCcTb [AaHHbIX W MpOrpamMMHbIX CpeAcTB [O/KHa OblTb o0becneyeHa COrnacHo
FOCT P NCO/M3K 17799 (pa3gen 8). FTOCT P NICO/M3K 15408-2 (nogpa3sgen 10.11).

[ns obecneyeHns LENOCTHOCTM XpPaHUMbIX U NepefaBaemblX AaHHbIX, 3alUTbl UX OT MoAuduKaLnm,
YHUUTOXEHWSA, co34aHuns (BCTaBKM) U NOBTOPHON Nnepefayun A0/MKHa 6bITb NCKNIOYEHA BO3MOXHOCTb HEKOHTPO-
IMPYeMOoro AoCTyna K HUM CO CTOPOHbI 06CNY)XMBaIOLLLEro nepcoHana.

B cuctemax nceTsixKene3Ho40P0XHOW 3/1eKTPOCBA3M L0/THKHA OTCYTCTBOBATbL BO3MOXHOCTb YAa/IEHHO-
ro BO3/eicTBNA Ha NOpPTbl CETEBOr0 060pYyA0BaHNSA, CBA3aHHbIE C €r0 KOH(UIypUpOoBaHUeM.

B cuctemax v ceTsaxxenie3HO40POXHON 3/1eKTPOCBA3N A0/KHA 06ecneunBaTbCs LLe/NIOCTHOCTb Nporpam-
MHOro o6ecneyeHns CpeAcTB CBA3M, BKIOYAKOLAs NCNOb30BaHNe NNLEH3NOHHOW aHTUBUPYCHON 3aLnTbl, C
obecneyeHreM BO3MOXHOCTV aBTOMaTUYeCKMX 0GHOBNEHWIA, A1 0GHAPYXEHUS Y YHNUTOXEHUS 3/lI0HaMepeH-
Horo koga (Bupycos ngp.).

[LomkHo obecneunBaTbCsl LLeHTpPanM30BaHHOE ynpasieHne MexaHn3mamMm aHTUBMPYCHO 3aluThl.

5.4.27 bBbe3onacHOCTb MH(PACTPYKTYpbl A0/KHA 6bITb 06ecneyeHa cornacHo FOCT P MCO/M3K 17799
(pasgen 7) u (7). [8]. (9].

TexHuyeckne cpeacTsa, UCNOMb3yeMble ANA nepejayn, 06paboTkv 1 (M1n) XpaHeHWUsa ynpaBnsioLei
NHcopMaLnn, JOMKHbI ObiTb N3MYECKN N30/IMPOBaHbI OT BCNOMOraTesibHbiX (06ecneunBatoLLnx) TeXHuyec-
KX CpefcTB.

[Ons no6oro annapaTHoOro 06opyfoBaHnsa 1 (MNKn) NPorpamMmmMHOro obecneyeHns f0/MKHbI NPUHYMATLCS
Mepbl N0 yCTaHOBKE PEKOMEHA0BaHHbIX 3roTOBMUTE/IeM 06HOBEHWI 1 (MN1) B KpaTyaiLlne CPOoKM [OSIKHO OCy-
LLeCTBNATLCS YBEJOMEHME NONb30BaTene 06 06HapyXeHHbIX YSI3BUMOCTAX UCMOMb3yeMOro 060py0BaHus
1 (Mn) NporpamMmmHoro obecneyeHns, a Takke 0 HapyLeHNsAX CMCTeMbl 6€30MacHOCTMW, KOTOpble MOTYT UMEeTb
nocneacTBus 418 CUCTEM Y CETEN Xe1e3HOA0POXHON 3NEKTPOCBA3N.

MoAakNtoYeHUs ceTell Xene3HoA0POXHOW 3NEeKTPOCBA3N K CETSM, MMEILWMUM BbIXOA Ha ceTu obLiero
Nosb30BaHNA NCeTU Nepefayv AaHHbIX, 4OHKHbI OCYLLECTBIATHCA TOIbKO Yepe3 MexceTeBoe aKkpaHMpoBaHmne
1 6bITb CHAGXEHbI CEPTUDULMPOBAHHBLIMU CPeACTBAMU OOHAPYXEHNSA BTOPXXEHNSA N @aHTUBMPYCHOM 3aLLUTbI.
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B cuctemax 1 ceTsx Xesie3Ho40POXHO 3/1EKTPOCBS3N JOIKEH GblTb ONpeaeneH nepeyeHb COCTaBHbIX
KOMMOHEHTOB U 3/1IEMEHTOB, TPEBYHOLLMX 3aLLUNTbI.

CpepcTBa 3alluTbl MHhOPMALUK, UCMO/b3yeMble BCUCTEMAX U CETAX XKe1e3HOA0POXHO 3/1eKTPOCBA3M,
[OJIXHbI UMETb eliCTBYIOL e cepTUdIMKaThl (aTTecTaTbl) COOTBETCTBUS U MPOXOAUTL MPeAYyCMOTPEHHbIE NPO-
Leaypbl NPOBEpKU.

B crucTeMax v ceTsax Xee3HO40POXHOI 31eKTPOCBA3M He OMKHbI UCMO/b30BaThCs Mepbl 6e30nacHoc-
TV, KOTOPbIE HAHOCAT BPej HENpPUYaCTHbIM Cy6bekTam MHDOPMaLMOHHOTo 06MeHa. Vicnonb3yeMble Nporpam-
MHO-annapartHble CPeACTBa 3aLLUTbI He J0/MKHbI YXY AL AT XapakTePUCTUKN OCHOBHbIX TEXHUYECKUX CPECTB.

6 Tpe6OBaHVIF| K)Ke]'le3H0,L'l,0pO)KHOI71 3/1EeKTPpOoCBA3N, €e COCTaBHbIM 4HYacTAaM
M 3lemeHTaM coCcTaBHbIX YacTeilt No obecneveHnto 6e3onacHoOCTH

6.1 Tpe6oBaHMA K>Xesle3HOAOPOXHOI aNeKTPoCcBA3M No o6ecrneyvyeHnto 6e30MNacHOro ABUXEHNS
Kene3HOAOPOXHOro MOABWXHOIO COCTaBa C YCTAHOBJ/IEHHOW CKOPOCTbIO U MUHUMasIbHbIM
WHTEepPBa/IOM ClefoBaHNs

6.1.1 Tpe6oBaHuA YHKUNOHaNbHOV 6€30MacHOCTN U HAAEXHOCTN

6.1.1.1 [omkHbl 6bITb 06ecneyeHbl 3aLmuTa OT HeCaHKLMOHNPOBAHHOTO NMPOHNUKHOBEHUS U [OCTYMHOCTb
B 06cnyxunsanum cornacHo FOCT P MICO/M3K 17799 (pasgen 9).

6.1.1.2 TpeboBaHusA PyHKUMOHaNbHOW 6e30nacHOCTM Ha (DYHKLMOHAIbHOM M TPAHCMOPTHOM YpPOBHE
XKeNe3HoA0POXHOM! 3NEKTPOCBA3M AO/KHbI ObITb ycTaHOBEHbI cornacHo FOCT P MCO/M3K15408-2 (pa3ge-
nbl 8.10.17).

6.1.1.3 TpeboBaHnA OYHKLMOHA/IbHON 6€30MacHOCTM Ha YPOBHE MPUIOXEHWIA, YCNYr U ynpasBrieHus
XKeNe3HOA0POXHON 3NEKTPOCBA3LI0 AO/MKHbI ObITb yCTaHOBNEHBI cornacHo FOCT P MCO/M3K 15408-2 (pas-
penbl 10,14) nF'OCT P 61508-2 (pasgen 7).

6.1.2 Tpe6oBaHuA WMHMOPMAaLMOHHON 6e30MacHOCTU AO/KHbI BbINONHATLCA, COrnacHo 5.4 u cooT-
BeTCTBOBaTb TpeboBaHmAM, ycTaHoBeHHbIM TOCT P 52448 (pasgen 6) n FOCT P NICO/M3K 13335-1 (pas-
aen 10).

6.1.3 TpeboBaHMA K OpraHn3aLMoHHON 1 husnyeckoii 6esonacHocTn

6.1.3.1 OpraHusaunoHHble TpeboBaHNss 6€30MacHOCTU Ha YPOBHE MHPACTPYKTYPbI XXEeNe3HO40POX-
HOI1 3N1EKTPOCBA3UN yCTaHOBMEHBI B 5.1.1 1 A0MXHbI COOTBETCTBOBaThL TpeboBaHusAM cornacHo FOCT P 27001
(pasgen4).

6.1.3.2 OpraHusaunoHHblie TpeboBaHUsA 6€30MacHOCTM Ha (PYHKLMOHAIbHOM Y TPAHCMOPTHOM YPOBHE
XKeNe3HOA0POXHOIN 3/1eKTPOCBA3M YyCTaHOBNEHbI B 5.2.1 1 O/KHbLI COOTBETCTBOBATL TPEOOBAHNAM COrNacHO
FOCT P 27001 (pa3gen 4).

6.1.3.3 OpraHusaunoHHble TpeboBaHNs 6e30MacHOCTU Ha YPOBHE MPUIOXEHWUIA, YCAYr 1 ynpaBneHus
XeNe3HOA0POXHOMN 3NeKTPOCBA3bI0 ycTaHOBeHb! B5.3.1 NA0MKHbI COOTBETCTBOBATbL TPEGOBAHNAM COrNacHO
FOCT P 27001 (pa3gen 4).

6.1.3.4 OpraHusaunoHHble TpeboBaHNs U Mepbl 6€30NacHOCTM B NI0CKOCTAX YNpaBeHNs Xene3Hoao-
POXHON 3NeKTPOCBA3bI0 ycTaHoBMeHbl B 5.4.1 W A0/MKHbI COOTBETCTBOBATb TPe6OBaHMSM COrNacHo
FOCT P 27001 (pa3gen 4).

6.2 Tpe6oBaHMA K >e/Ie3HOAOPOXHOW 3/1eKTPOCBA3N MO 06EecrneyeHuto  MOHUTOPUHra
napamMeTpoB (PYHKLMOHUPOBAHUS U UHTETPUPOBAHHOIO YNpPaB/iEHWNST TEXHONTOTMYECKOW CETbIO
CBSA3U 1 YaCTOTHO-BPEMEHHOM CUHXPOHU3aLUN

6.2.1 Tpeb6oBaHMA Mo obecnevyeHnto 6e30MNaCHOCTN HA YPOBHE UHMPACTPYKTYpPbl XENe3HOL40POXHOM
3/1eKTpocBA3mM cornacHo 5.1.1—5.1.3.

6.2.2 TpeboBaHusa no obecneyeHno 6€30MacHOCTU Ha YpOBHE TpaHcnopTa/nepegayn u yHKLMOHaNb-
HOM YypoBHe (MaplpyTu3auus, KOMMyTauus, AOCTYMN) >Xene3HOLOPOXHOW 3NEeKTPOCBA3M COrlacHo
5.2.1—5.2.3.

6.2.3 TpeboBaHus noobecnevyeHno 6e30MacHOCTU CPEACTB, CUCTEM, CETEN U BUA0B XENE3HOA0POXHOA
3/1eKTPOCBSA3M Ha YPOBHE NPUIOXKEHUI, YCNyT 1 ynpasaeHus cornacHo 5.3.1—5.3.3.

6.2.4 TpeboBaHWA KCETV YaCTOTHO-BPEMEHHOM CUHXPOHM3aL MK, cornacHo (10).

6.2.5 CpencTBa U CUCTEMbI Xe/Ie3HOL0POXHOW 3/1EKTPOCBSA3N YPOBHSA NPUIOXEHWIA, yCNyr U ynpase-

HUA A0JTXHbI NMETb B CBOEM COCTaBe 3alineHHble CUCTEMblI MOHUTOPUHIA U aAMUHUCTPUPOBaHUA CornacHo
4.10.3.1.
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6.3 Tpe6OBaHVIF| COBMECTUMOCTN NnoACUCTEMDI )Keﬂe3H0,Cl,0pO)KHOVI ANIEKTPOCBA3N C APYTMA
noacmncrteMmamm I/IHCbpaCprKTypbl XeNnnesHO4O0POXHOIro TpaHcnopTa WU Xes1ie3HOAO0OPOXHbIM
noaABMXHbIM COCTaBOM

CuncTeMbl CpefCcTBa Xene3HO40P0XHON 3NeKTPOCBA3UN A0/MKHLI COOTBETCTBOBATL TPE6OBaHNAM NoMe-
XO0YCTOMYMBOCTU. YCTAHOB/IEHHbIM MPUMEHUTE/IbHO K pas3/finyHbIM MopTaM annapaTypbl Xene3HOA0POXHOWA
3/1eKTPOCBA3K, NPY BO34ENCTBUN:

- 3afekTpocTaTUyecknx paspsagos — B cooTBeTcTBuM ¢ FTOCT P51317.4.2 (pa3gensi 4 n 5);

- HaHOCEeKYHZJHbIX UMMNY/IbCHbIX MOMex — B cooTBeTcTBUU C TOCT P 51317.4.4 (pa3gensl 4—7);

- MUKPOCEKYH/HbIX UMMNY/IbCHbIX MOMEX 60/1bLLION 3Heprum — B cooTBeTcTBUN ¢ TOCT P51317.4.5 (pas-
aenbl 3—5);

- AVHAMWYEeCKNX U3MEHEHW HanpshXeHns anekTponuTaHus — B cooTBeTcTBuMM ¢ FOCT P 51317.4.11
(pa3gen 6 v npunoxexwve b);

- PaAMoyacTOTHOrO 3/1eKTPOMArHMTHOro nNons — B cooteeTcTBun ¢ FOCT P51317.4.3 (pa3gen 5 v npu-
noxetue A);

- MarHMTHOrO NoJs MPOMbILLIEHHOR YacToThl — B cooTBeTcTBMM ¢ TOCT P 50648 (pa3gen 5);

- KOHAYKTMBHbIX NOMeX B rnosioce yactot ot 0.15 fo 80 MI'l. HaBeAeHHbIX pagMoyacTOTHLIMWN 3/1IEKTPO-
MarHuTHbIMM NosSMU. — B cooTBeTcTBMM ¢ FTOCT P 51317.4.6 (pa3gen 5);

- KOHAYKTMBHbIX noMexe nonoce yactot ot 0 go 150 kI'yy— B cooTBeTcTBUM ¢ FTOCT P 51317.4.16 (pas-
aen 5 unnpunoxexve A).

6.4 Tpe6oBaHMA MO COXPaHEHWO PaBGOTOCNOCOGHOrO COCTOSIHUS  XXene3HO[40POXHOM
3/1eKTPOCBSI3M BO BCEX MPEAYCMOTPEHHbIX MPU MPOEKTUPOBAHWUM YC/IOBUSIX U pPEeXvMMax B
TEeUYeHNe YCTAaHOB/IEHHbIX CPOKOB C/yX6bl

6.4.1 Tpeb6oBaHusi Mo o6ecrneyeHnto 6e30MacHOCTY Ha YPOBHE MHMPACTPYKTYPbl XeNe3HOA0POXHOW
3/1EKTPOCBA3N — cornacHo 5.1.2.

6.4.2 Tpeb6oBaHus no obecneyeHno 6€30NacCHOCTM Ha ypPOBHe TpaHcnopTa/nepeaayn n yHKLUNOHAb-
HOM YpOBHe (MapLipyTu3auusi, KOMMyTaLms, 4OCTYN) Xe/1e3HOA0POXHOM 3/1EKTPOCBA3N — COrnacHo 5.2.2.

6.4.3 TpeboBaHusA noobecneyeHN06e30MacHOCTU CPeACTB, CUCTEM, CeTEN 1 BUA0B XKENe3HOA0POXHOWA
3M1EKTPOCBA3N Ha YPOBHE MPUMIOXEHWUI, YCNYT 1 yNpaBneHns — cornacHo 5.3.2.
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Ta6nuuya Al

HaumeHoBaHve

C6oun n ownbkn B paboTe npo-
rpaMmHoro o6ecneyeHus u Tene-
KOMMYHMKaLMOHHOTO o6opyaoBa-
HuA

TexHOTeHHble ABMeHnsa (noxap,
HaBOJHEHUNE)

Kpaxa/BaHfanusm

C6oun n owwnbkn B paboTe npo-
rpaMMHoro o6ecnevyeHus

Pa3pyweHune kaHana cBssn

C6oii B ceTn anekTponutaHus

C6oi1 B paboTe cucteMbl BEHTU-
NAUUM 1 KOHAULNOHUPOBAHNSA

Owunbkn nepcoHana

HexBaTka nepcoHana

HepoctatouyHoCTb
HanbHbIX XapakTepucTtuk

dyHKLMO-

danbcudukayna NONHOMOYNA

3noynoTtpe6aeHne NOSHOMOYN-
AMK

MpumeHeHne BPEeOHOCHOIO
nporpaMMHoro o6ecneyeHuns

18

MpunoxeHune A
(pekomeHayemoe)

MepeyeHb OCHOBHbIX Yrpo3

MICTOYHVK yrpo3bl/kaTeropusi
HapywuTens

dopc-maxopHble o6cTos-
TenbcTBa

dopc-MaxopHble 06CTOA-
TenbcTBa

BHewHne/BHyTpENHNE
3/10yMbl WWEHHWUKN

dopc-MaxopHble 06CTOA-
TenbcTBa

dopc-maxopHble o6cTOA-
TenbcTBa

dopc-maxopHbie 06cToA-
TenbCcTBa.

dopc-MaxopHble 06CTOS-
TeNbCTBa. BHEWHNE/BHYTPEH-
HVe 3M10YMbILUNEHHUKN

COTpYyAHWUKM opraHusayumn

COTPYAHMKM OpraHusaynu

Mpoussogntenun o6opyao-
BaHWsA n nporpamMmHoro o6ec-
neyeHms

BHewHne/BHyTpeHHNE
3/10yMbl LI TEHHUKN

BHelwHMe/BHYTpPEHHNE
3/10YMblLIEHHUKN

BHelHMe.'BHyTpEeHHNE
3/10YMblLINEHHUKN

Ucnonbayemble ys3BUMOCTY (MpUMep)

HecBoeBpemeHHast ycTaHOBKa OGHOB/e-
HWUIA NporpaMMHOro o6ecnevyeHuns.

HepocTatouHana koopAunHauna feicTsuii
nogpasgeneHunii akcnayaTtaumm u TeXHUYeCcKoW
nogAepxku

OC06eHHOCTM pacnonoXeHus.

Heco6nwogeHne Mep nNpoOTUBONOXaPHOW
6e3onacHoCTH.

OTcyTcTBME nnaHa AeNCTBUIA B 4Ype3Bbl-
YyaiHblX cuTyaumnax

OTcyTCcTBYeT cuctema gusnyeckoin 6eso-
nacHocTtu

HepgocTtaTtouyHasa koopauHauva AeicTsuit
nogpasfeneHnii akcnayatauum u nojgpaspge-
NEeHNN TeXHNYECKOW noaaepxKu

PasmeleHne kabens Ha HeKOHTposnupye-
MoV TeppuTOopumn

OTCyTCTBME PEe3epBHOTO NUTaAHUSA

OTCyTCTBME CTAHAAPTOB HAa pasMelieHune
060py0BAHNSA HA TEPPUTOPUN OpraHu3aLuu.

OTcyTcTBME o06GCNyXuBaHWs o6opygoBa-
HWSA. OCYLLECTBNSAIOWEro KOHAULUOHUPOBAHUE
BO3Ayxa

HepocTtatoyHas KOMMETEHUMS Nofb3oBa-
Tenei.

HepocTaToyHO OTBETCTBEHHbIA nNoaxon K
paboTe.

OTcyTCcTBME NOAAEPXKKN Nonb3oBaTenei

HepocTtatouHoe hMHAHCUpPOBAHME.
He6naronpusTHbie NPOM3BOACTBEHHbIE OT-
HoweHns

OTcyTCTBME CPeACcTB 3awuTbl CUCTEMbI OT
npeBblWeHNa orpaHnyeHnii no pecypcam (06b-
emM onepaTWBHOW MaMsATW, XEeCTKUX [UCKOB,
nponyckHas cnoco6HOCTb M T. Mn.)

Mcnonb3oBaHne HEAOCTATOYHO COXHBIX
naponei

Mcnonb3oBaHne HeLOCTATOYHO CJIOXHbIX
naponei.

B03MOXHOCTb Yy aNeHHOTo afMUHUCTPUPO-
BaHUA CUCTEMDI.

CNOoXHOCTb
npas

N Heyfo6CTBO HasHayeHus

Hanuune HepeknapupoBaHHbIX BO3MOX-
HOCTeli. 406GaB/NEeHHbIX Ha 3Tanax NpoekTnpo-
BaHUA 1 pas3paboTku.

B03MOXHOCTb MOgMGUKALUN UK NOBPEX-
[leHUst NporpaMMHOro obecneyeHus



MpopgonxeHne Tabnuybl A.1

HaumeHoBaHne

HeponycTumoe ncnonb3oBaHune
ob6opypoBaHus

OTKa3 oT AeicTBunii

C6oli B paboTe BHeLWHero cep-
Buca

Yrpo3bl YPOBHS CETEBbIX UHTEp-
helicos

Yrpo3bl ypoOBHA
B3anmopeicTeuit

MeXceTeBblX

Yrposbl YpOBHS NpUMoXeHnit

HapyweHue dyHKLMOHUPOBA-
HUsA cnyx6 DNS. SMTP. SNMP

Mogndukauns dainnos KoHdpU-
rypauum TenekoMMYHUKaLWOHHOTO
obopypoBaHus

O3HakoM/IeHe C MPOeKTHOR u
HOpPMaTUBHO-TEXHNYECKO LLOKY-
MeHTauueil Ha cuctemy

VcToMuH* yrpossbl|*aTeropus
HapylwuTens

BHelWHNe/BHYTpPeHHNE
3710y Mbl LLINEHHWUKN

BHeLWHNe/BHYTPeHHNEe
3/10yMbl LIIEHHUKN

MocTaBsLy Kk cepBuca

dopc-maxopHble 06cTOA-
TenbcTBa

BHelWHNe/BHYTPEeHHNE
3710y Mbl LLINEHHUKN

BHewHne/BHYTpeHHNE
3/10yMbI LU TEHHUKN

BHelwHne/BHyTPEeHHNE
3/10yMbI LU IEHHUKN

BHeWHNA/BHYTPEHHWI Ha-
pywutens

BHeWHWiA HapywuTens
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Mcnonb3yemble ya3sumocTu {npumMep)

HeonpepeneHne 0TBETCTBEHHOCTM  3a
obecneyeHne 6e3onacHOCTM WMHAPOPMALMNOH-
HOW cucTeMBbI.

B0O3MOXHOCTb YCTAHOBKM BPEAOHOCHOTO
nporpaMMHoOro o6ecnevyeHuss Ha onepawuoH-
HYl cuctemy

OTcyTCcTBME peructpaunn cobbiTuii.
He ncnonb3oBaHne cUCTEMbl BEJJeHUS CUC-
TEMHbIX COObITUI

OTCyTCTBME B [0OrOBOpPaXx MOJIOXKEHWIA, pe-
TYyNUPYLWKUX MakCUManbHO JONyCTUMOE Bpe-
Msi MPOCTOS1 BaXHbIX CEPBUCOB

HekoHTponupyemblii hnsnyeckuii 4ocTyn K
cpefie nepefaun AaHHbIX, NO3BONAWWMNIA OCY-
W ecTBMTb ataky Tuna «oTka3 B 06CMyXuUBa-
HUU* C HapyleHWeM LesoCTHOCTN Usmn-
Yeckoil cpefibl Nnepegayn AaHHbIX

He npumeHsioTCca cpeacTBa kpuntorpadu-
YecKkoi 3alWmnTbl MHOpMaLWK, 4TO No3BonseT
ocywecTBUTb NnepexsaTt U MoAuUKaLno NH-
dopmauun, nepegaBaemMoil No  KaHanam
CBA3N.

OTCyTCTBYIOT Cpe/AcTBa KOHTPONSA LienocT-
HOCTW nepepasBaemoii WHpopmauuu, 4To no-
3BO/ISET OCYWEeCTBUTL nepexsaT U mMoaudu-
Kauuio MHdopmauumn, nepejaBaemMoil No KaHa-
nam cBasn

Mcnonb3oBaHne ya3BUMbIX Bepcuii npo-
rpamMMHOTo o6ecneyeHWs Ha akTWBHOM ceTe-
BOM o6opyAoBaHUW, cepBepax U pabouunx
CTaHLMSAX, NO3BO/IALWEE MOYUNTb HECAHKLN-
OHWPOBAHHbLI/ A0CTYN K aKTUBHOMY CETeBOMY
o6opyaoBaHuio 1 cepBucam.

OTcyTcTBME CpeAcTBa KOHTponsa jocTyna,
no3BonsioLLee NOMyYUTb HECaHKLNOHUPOBAH-
Hblli 4OCTYN K aKTUBHOMY CeTeBOMY 060pyfo0-
BaHWO U cepBucaMm C UCNO/Mb30BaHWEM
meToda nog6opa napons (B TOM Yucne B KOM-
6uHauUM c atakoii Tuna «oTkas B 06CNyxunsa-
HWW». HanpaB/fIeHHOW Ha cepBepbl ayTeH-
Tndpmkaymm)

HekoppekTHble HACTPOWKM WTATHLIX Mexa-
HU3MOB 3alNTbl NPOrPaMMHOro o6ecneyeHus.

OTcyTCTBME  [ONONHUTENbHBLIX Mep U
CPEACTB 3aWUThI.

HecBoeBpemeHHas ycTaHoBka OG6HOB/e-
HUIA NnporpamMmHoro o6ecnevyeHuns

OTcyTCcTBME pasfeneHusi NoSHOMOYNIA.

HepocTaTouyHOCTb PErucTPUPYEMBIX CUC-
TeMOW ayauTa cobbITUA.

HepocTaTouHblil KOHTPONb Hafg AelicTBUS-

MW nepcoHana nogpasgefieHnit  akcnnya-
Tayuu.
OTCYTCTBME AOMOJIHUTE/IbHBIX MEp K

CpeAcTB 3aluThl

OTcyTCTBUE pasfeneHus NoSTHOMOYMIA.
OTCyTCTBUE pernamMeHTa XpaHeHus u goc-
Tyna K foKyMeHTauynm
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MpogomxkeHne Tabauubl A. 1

HaumeHoBaHne

MonyyeHne mHopmauum o co-
CTOSIHAN TeNIeKOMMYHUKALWOHHOTO
obopyaoBaHua

Pa3spylweHune kaHana cBsa3n

HapyweHne wTaTHOro YHKUK-
OHMpOBaHUA

HapyweHue ycnosuii cornate-
HUSE O KOH(UAEHUMANbHOCTM W
pasrnaweHve maTepuanoB Npoek-
Ta (AOKymMeHTaumm)

HekoppekTHoe o6paleHue ¢
KaHanom gocTyna

Mogudukayns daiinos koHpu-
rypaymm TeneKoMMYHUKaLMOHHOTO
ob6opypoBaHusa

Mogaudukayms gainnos kKoHpu-
rypaumm cMcTeMHOro nporpammMmHo-
ro obecnevyeHus

Mogaudukauns dainnos KoHpn-
rypayMm TeneKoOMMYHUKaLUOHHOTo
o6opygoBaHuns

HapyweHne dyHKLNOHUPOBA-
HWA CEepBUCOB CUCTEMbI Yynpas-
nexus

Mogudukayns XypHanos
ayanta

Mopaudukayms dainnos kKoH K-
rypaymm TeneKoMMYHWKaLUOHHOTO
obopynoBaHus

Moaundwnkauns
ayauTa

XypHanos

20

VcTouHmk yhosbl/kaTetropus
HapywuTens

BHEWHWIA/BHYTPEHHUI Ha-
pywutensb

BHeWHNA/BHYTPEHHUIA Ha-
pywuTtens

[veepcus

BHEWHWNIA/BHYTPEHHUIA Ha-
pywuTtens

Paspa6oTuuk

BHewWHNA COTPYAHUK Tex-
HUYeCcKoi noAAepXKM

BHEWHNA COTPYAHUK Tex-
HNYECKOW noaaepxKn

BHYTpeHHU COTPYAHUK
TeXHU4eckoin noaaepxkn
(agMmuHucTpartop)

BHYTpeHHU COTPYAHMK
TeXHUYEeCKoW noaaepxku
(agmMuHUcTpaTop)

BHyTpeHHWI COTPYAHWK

TEXHWYeCKOW nopfepxkn (aa-
MUHUCTpPATOp CeTm)

AOMUHUCTpaTop

AOMUHUCTPaTop

Vcnonb3yemble ysi3BUMOCTU (MpUMep)

HepocTaTouHblil KOHTPONb Haj AelcTBuSA-
MW nepcoHana noapasfeneHuii  akcnaya-
Tayun.

OTCyTCTBME KaTeropupoBaHusi WHGopMa-
LWU. KOHTPO/ISE fOCTyna u ayguta

Pa3meleHne kabens Ha HeKOHTponupye-
MO TeppuTOopun

HepocTaTouHblli KOHTPONb Haf felcTBuA-
MW MepcoHana nogpasfesieHunii akcnayatauum

MpepocTaBnexnne paspaboTunky n3bbITou-
HOW nHopmaymu.

OTCcyTCTBME MEXaHW3MOB KOHTPONS CO6-
noJeHna ycnoBuit KOHPMUAEHLNaNbHOCTH

HepocTaToyHOCTb perucTpupyembix cuc-
Temoi ayauTta co6bITuii.

OTcyTCTBME KOHTpPONA W dukcauum peit-
CTBWI A NnepcoHana TeXHNYeCcKoW NoafepxXKu.

OTcyTCTBME  AONOSIHUTENbHLIX Mep W
CpeAcCTB 3aluThbl

OTcyTCcTBME pasfeneHusi NoSHOMOUNIA.

HepocTaTtoyHOCTb PErucTpupyembix cuc-
TeMOW ayauTta cobbITUA.

OTCcyTCTBME KOHTpPONA U dukcauuun pei-
CTBUIA NepcoHana TexHu4yeckoit NoAAepx)KN.

OTCyTCTBME  AONOSHUTENbHLIX Mep W
CpeACcTB 3aluThbl

OTCyTCTBME pasfefieHns MOTHOMOUNIA.

HepocTaToyHOCTb PErucTpupyembix cuc-
Temoi ayauTta co6bITuii.

OTCyTCTBME  AOMONHUTENbHbIX
CPEeACTB 3aWuThl

mep u

OTCcyTCTBME pas3feneHns NosTHOMOYUIA.

HefocTaTOYHOCTb PErucTpupyembix cuc-
Temoi ayauTta cobbITHii.

OTCcyTCTBME KOHTPONA U dukcauun pei-
CTBWIA NepcoHana TexHM4yeckoit NoaAepXKKN.

OTcyTCTBME  AOMNOSIHUTE/NbHLIX Mep 1
CPefCcTB 3aLuThl

OTCyTCTBME pasfefieHns NoHOMOUNIA.

HepocTatouHblil KOHTPO/Ib HAA AeNCTBUS-
MU nepcoHana noapasfeneHuii akcnayatauuu
LeHTpasbHOro ouca.

OTCcyTCTBME  AOMOMHUTENbHbIX
CpPEeACTB 3aWuThl

Mep U

OTCcyTCTBME pasfeneHuns noaHOMOUNA.
OTCYTCTBME AOMOSHUTESNIbHBIX Mep U
CpPeACcTB 3alnThl

OTCyTCTBME pasfefieHns NoHOMOUNIA.

HepfocTaTo4yHOCTb perncTpupyemMbix cuc-
TeMoi ayamta cobbITUA.

OTCyTCTBME KOHTpPONA W dukcauuun pen-
CTBUIA NepcoHana TexHn4yeckoit nogaepxku

OTcyTCTBUE pasfeneHuns NoSTHOMOYNIA.
OTCyTCTBME PE3epBHOTO  KOMUPOBAaHUs
XYPHasoB ayanTa u ux 3alutsl



OkoHyaHue TabnuuybliA.l

HaumeHoBaHne

Mopgudukaynsa cdainnos KoHg K-
rypauuy CMCTEeMHOro NporpaMMHO-
ro obecneyeHus

Mogandukaumnsa daitnos KoHpU-
rypaynm TenekoMMYHUKaLWOHHOTo
obopypoBaHus

YTpata [AncTpuGYyTUBOB Mpo-
rpaMMHOro o6ecrneyeHUs cucTembl
ynpasneHus

HapyweHne  dyHKUMOHUPOBA-
HWA CEepBUCOB CUCTEMbI ynpaB/e-
HUst

HapyweHne  dYHKUMOHUPOBA-

HNA cepBuca TOYHOTO BpeMeHN

HapyweHne dyHKYMOHMpOBA-
HuA: VLAN cuctembl ypaneHHoro
ynpaB/ieHus, CepBUCOB MexceTe-
BOTO  3KpaHuMpoBaHuA  Tpaduka
VLAN MOHUTOpUHra ceTeBblX 3ne-
MEHTOB CeTn

HecaHkynoHMpoBaHHOE  NOA-
KNIOUYEHUEe K TeNeKOMMYHUKALMOH-
HOMY 060pyA0BaHUI0

McTouHMK yrposbi/kateropus

HapywuTens

AQMUHUCTPATOP  Aexyp-
HOli CMeHbl

AAMUHUCTPATOP  AeXyp-
HOIi CMeHbI

AQMUHUCTPATOP  AeXyp-
HOW CMeHbl

BHyTpeHHWMIA COTPYAHUK
TeXHNYeCcKoin noAfepxXku

(aAMUHNCTPBTOP CETU)

AgmMuHuctpatop
HOI CMeHbI

AgMuHucTpatop
HOI CMeHbl

AOMuHUCTpaTop
HOI CMeHbI

Aexyp-

AexXyp-

Aexyp-
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Mcnonb3yemble ysisBuUMOCTM (Mpumep)

OTCyTCTBME pasfeneHuns NosTHOMOYNIA.

HepocTaTouHOCTb PErncTpupyembix CuC-
TeMoi ayanta cobbITuid.

OTCyTCTBME  AOMNONHUTENbHBIX
CPEeACTB 3aWUThbI

mMep #

OTCcyTCTBME pasfeneHuns NosHOMOYNIA.

HefocTaToOYHOCTb PErncTpupyembix cuc-
Temoili ayauTa cobbITUNA.

OTCcyTCTBME  AOMNONHUTENbHbIX
CpefcTB 3aluTh

mMep

OTCyTCTBUE pa3fefieHnst MoSHOMOYUIA.
OTcyTcTBME pernameHTe gocTyne K Auc-
TpnbyTMBaM nporpamMmHoro o6ecnevyeHuns

OTCyTCTBUE pa3fefieHnst MoSTHOMOUUIA.
HepocTaTouHbI KOHTPONb Hag A€iCTBUS-

MU nepcoHana nogpasfefieHuii  akcnaya-
Tauuu.
OTCyTCTBME  AOMOMHUTENbHBIX Mep U

CPEeACTB 3aWUTbI

OTCcyTCTBME pa3feneHns NoSTHOMOYNIA.
HepfocTaTouHbIl KOHTPONb Hapj AelcTBUS-

MU nepcoHana nogpasfefieHuii  akcnaya-
Tayuu.
OTCyTCTBME  AOMNOMHUTENbHBIX Mep U

CpeAcTB 3aluThl

OTCcyTCTBME pasfeneHuns NosHOMOYNIA.

HefocTaToYHOCTb PErncTpupyembix cuc-
TemMoi ayauta cobbIThid.

OTcyTCTBME  AOMNONHUTENbHBIX
cpefcTB 3aluThbI

mMep

OTcyTCcTBME pa3feneHns NoSHOMOYUA.

HepocTaTouHblli KOHTPONb 3a AENCTBUAMMN
nepcoHana nogpasfeneHunii akcnayarayuu.

OTcyTCTBME AONONHUTENbHbIX Mep "
cpeAcTB 3alWuThbI
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Bunbnvorpadus
PekomeHpaumns ApxuTekTypa 6e30nacHoOCTV AnA cucteM, o6ecneynBatoLnX CBA3b MeX/Jy OKOHEeUHbIMU
MC3-T X.80S ycTpoiicTBamu
PekomeHpaums Be3onacHoCTb AN NN0CKOCTU aJMUHUCTPATUBHOTO ynpaBnieHus: Tpe6osaHus 6e3onac-
MC3-T M.3016.1:2005 HOCTK
PekomeHpaumns Be3onacHoCTb 414 NJ0CKOCTU aAMUHNCTPaTUBHOrO ynpaBneHnsa: Ycnyru no obecneuve-
MC3-T M.3016.2 HUO 6e30nacHoCTu
PekomeHpaumns be3onacHoCTb 418 NAOCKOCTU aAMWUHUCTPATUBHOTO ynpaBaeHus: MexaHusm 6esonac-
MC3-T M.3016.3 HOCTH
PekomeHpaumns be3onacHoCTb 414 NI0CKOCTU aAMWHUCTPATUBHOTO ynpaBieHns: Mpodopma CTPYKTYpbl

MC3-T M.3016.4

MpaBnia NoABeCKN N MOHTaXa CaMOHeCYLero BOJIOKOHHO-0NTUYeCcKoro ka6ens Ha onopax KOHTAKTHOW CeTn 1 Bbl-
COKOBONbTHbIX INHNI aBTO6/10KMPOBKN (yTBEpPXAEHbl MMC P® 16.08.1999 r.. Ne LIS/LLINC-677)

Yka3 MNpesungeHTta Poccuiickoih ®egepauun Ne 351 o1 17 mapTta 2008 1. «O Mmepax no o6ecnevyeHnto uHopmaym-
OHHOW 6e3onacHocTu Poccuiickoii ®egepaynm npu MCNonb3oBaHUM UHKMOPMALUOHHO-TENEKOMMYHUKALMOHHbIX
ceTeil MexayHapoAHOro UHpopMaLMoHHOro o6mMeHa»

MepeyeHb KPUTUYECKMN BaXKHbIX 06EKTOB Poccuiickoii ®egepauun (yTBepxaeH pacnopshxeHnem lMpasutenscrea
Poccuiickoit depgepaumm ot 23 mapTta 2006 r. Ne 411-pc)

depepanbHblil 3akoH Poccuiickoin depgepaunmn ot 7 uwona 2003 r. Ne 126-®3 «O cBsA3n*

MNpaBuna nocTpoeHUss o60pyfOBaHUS TAKTOBO CeTeBOW CUHXpPOHM3auuu (YTBepxAeHbl MuHcBa3u Poccun
07.12.2006 r.. Ne 161)
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YK 621.39:006.354 OKC 45.020 OKI1 31 8560

KntoueBble crioBa: 6€30MacHOCTb, Tpe6oBaHUs 6€30MacHOCTY, Xee3HOZ0POXKHAS NEKTPOCBA3b
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