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BBepeHve

Ha nneHapHoMm 3acegaHum MCO/M3IK CTK 1/MK 27 B Hosi6pe 1994 roga 6bina co3gaHa uccrefoBa-
TenbcKasa rpynna s pacCMOTPeHusi BONPOCOB TECTUPOBaHNA MeTOA0B 06ecneyeHns [JOBeprs U OLLEHKN Co-
OTBETCTBUSA NPOAYKTOB M CUCTEM WMHDOPMALMOHHBLIX TexHonoruin (UT) ctaHgapTam 6e3onacHocty MK 27 u
Apyrux opranusauuini (Hanpumep, ctaHgaptam MK 21 n EBponeiickoro MHCTUTyTa CTaHAapToB MO TeflekoM-
MYHVKaLMAM. a Takke HeKoTopbiM HTepHeT-CTaHAapTaMm, CoAepXalliyM acnekTbl, CBsi3aHHble ¢ 6e30nacHo-
cTbto). MapannensHo B Hayane 1996 roga Ansa npoekta «O6LWme KpuTepumn» bGblia co3faHa paboyas rpynna,
3aHuMalLascs metogamu obecnedeHus goeepus. ISO/LEC TR 15443 aBnsieTca pe3ynbTaTtoM AeATe/IbHOCTU
3TUX ABYX rpynm.

HasHnaueHunem ISO/IEC TR 15443 asnseTtca npefcras/ieHne pasnnyHbiXx MeTofoB obecneyeHns gose-
pus 1 cofeicTere cneynanmctam B o6nact UT B BbIGOpe COOTBETCTBYIOLLENO MeToga obecneyeHns gosepus
(N KOMBMHAL MM METOLO0B) C Lie/Ibio NOSIyYeHUss YBEPEHHOCTN B TOM. YTO OLeHMBaEeMbIi 06BEKT Y0BNEeTBO-
psieT ycTaHOBNEHHbIM TpeboBaHNsAM foBepus kK 6e3onacHocTy UT. B ISO/IEC TR 15443 u3y4yaloTcs noaxoabl
1 MeToAbl obecneyeHns [OBepus, NpeasoKeHHble OpraHM3alsaMn pasnyHoro Tuna, He3asncMmo OT TOro,
BK/IIOYAIOT N B cebsa 3TN MeToAbl 1 NOAXOAbl YTBEPXAEHHbIE CTaHAAPTbI MW CTaHAapThl «fe-hakTo».

ISO/IEC TR 15443 paccmaTpuBaerT:

a) CTPYKTYpHYIO MOJe b B3aMMOCBSA3U CyLLeCTBYIOLWMUX METOA0B 06ecneyeHns AoBepus,

b) COBOKYNHOCTb METOAO0B 06ecneyeHns [JOBEepus, NX ONMCaHNE U CCbISIKA Ha HUX;

C) npeacTaBneHne 06X U YHUKANbHbIX CBOWCTB, NMPUCYLLUX MeToAaM obecneyeHns f0Bepus:

d) kayecTBeHHOe 1 (MO BO3MOXHOCTW) KO/MYECTBELLIOE CPaBHEHME CYLLEeCTBYIOLWMX MeToA0B obecne-
YeHus foBepus;

€) MAeHTUMUKaLNI0O CUCTEM OLEHKN A0BEPUS, CBSA3AHHbIX C MeToAamMu obecrneyeHuns foBepus;

f) onucaHve B3avmocBs3eli Mexay pasnMuHbIMY MeTogaMu obecnevyeHns oBepus;

1) PYKOBOACTBO MO CO3AaHUI0, NPUMEHEHNIO 1 MAEHTUMMKALMN MeTOL0B 0becrneyeHuns AoBepus.

ISO/IEC TR 15443 cocTouT 13 Tpex yacTei:

- yacTb 1. O630p 1 OCHOBBLI: NpeacTaBnseT coboil 0630p hyHAaMEHTaTbHbIX KOHLLENUUA 1 obLee onu-
caHvne mMeTofoB obecneyeHus fosepus. [aHHbIi Matepuan cnocobCcTByeT NoHWMaHuo vacteli 2 n 3 1SO/
IEC TR 15443. YacTb 1 npegHa3HauveHa ANna pykoBoguTeneli B 06n1acTv 6e30MacHOCTM, OTBETCTBEHHbLIX 3a
pa3paboTKy nmporpammbl obecneyeHnsa foBepus kK 6e3onacHocTu, onpegeneHne cteneHn Aosepus k 6esonac-
HOCTU CBOMX OOBEKTOB, OCYLLECTB/IEHNE MPOBEPKN OLLEHKW cTeneHu gosepus (Hanpumep. MCO 9000. SSE-
CMM (MCO/M3K 21827), UCO/M3K 15408-3) unu Apyrmx BuoB AeaTesnlbHOCTU No o6ecneyeHunio JoBepus,

- yacTb 2. MeTofpl AOBEpPMWSA; NPUBOAUTCA ONUCaHWe PasfINyHbIX METOAO0B obecrneyeHus [oBepusa u
noAxof40B, UX CBA3N CO CTPYKTYPHOW Mogesbio obecneyveHns aosepus k 6e3onacHoCTM U3 yactn 1. AKUeHT
fenaeTcs Ha UAEHTUMKALMI0 KaYeCTBEHHbIX XapaKTepUCTNK METOL0B obecneyveHns gosepus. [aHHblii fo-
KYMEHT cnoco6CTByeT NOHMMaHWIo cneymanmcToMm B o6nactn 6esonacHocty UT npouedypbl NOAyYeHWs [o-
BEPUsl Ha pas/IMyHbIX 3aTanax XM3HeHHOro Lukia 06bekTa,;

- yacTb 3. AHanM3 MeTOAOB [0BEPUS, NPUBOAUTCA aHan3 obecneyvyeHus AOBEPUS OTHOCUTENBHO WX
pa3nnyHbIX XapakTepucTuk. AHann3 cnoco6CTByeT NPUHATUIO OpraHoM obecneyeHns [0Bepus peLueHus no
OTHOCUTE/IbHOW 3HAYMMOCTM KaXA0ro nogxofa k obecneveHnto gosepus n Boibopy noaxona(os), koTopbiii(e)
obecneynT(aT) pe3ynbTartbl, Hanbosee COOTBETCTBYOLLME TPe6OBaAHMAM 3TOr0 opraHa. AHasm3 Takxke cnocoo6-
CTByeT opraHy obecneyeHuss fOBepus B UCMOMb30BaHUN Pe3y/ibTaToB AOBEPUS A8 NonyvyeHus Tpebyemol
yBEpPEHHOCTU B 06bekTe. [laHHbll JOKYMEHT npeAHasHaveH 419 cneynanmcTos B o6actu 6esonacHoctn UT.
KOTOpble J0/MKHbI OCYLLEeCTBUTL BbIGOP METOA0B obecneyeHunss AoBepus U NOAXOA0B K HUM.

B ISO/IEC TR 15443 aHanu3npyroTcs MeTobl 06ecneyeHust oBepusi, KOTOpble MOTyT NpeAHa3HavyaTbCs
He TonbKo ANsA 6e3onacHocTn UT; ogHako pykoBoAcTBO, npuBedeHHoe B ISO/IEC TR 15443, orpaHuunBaeTcs
TpebosaHnamK K 6e3onacHoct UT. B ISO/IEC TR 15443 BKAtoUYEHbI AOMONHUTE IbHbIE TEPMUHBI U MOHATUS,
pernamMeHTMpoBaHHble B APYIMX MHULMATUBAX MexAayHapogHoi ctaHgaptusauun (CASCO) n MmexayHapoa-
HbIX pykoBoAacTBax (Harmpumep, B PykoBoacTtBe 2 MCO/M3K). ogHako npegctasneHHoe B ISO/IEC TR 15443
pPyKOBOZCTBO NpefHasHavyeHo TosbKo AN o6nactn obecneveHns 6esonacHoctTn VT n He npefHasHavyeHo ans
o6Lero MeHeKMeHTa 1 OLLeHKN KavyecTBa unu obecneveHns cootseTcTeusa VT Tpeb6oBaHnAM 6e30nacHOCTY.
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HAUMWOHANBbHBIN CTAHAAPT POCCUMCKOMN OSGEAEPALUNMN

NHopMaLmoHHasa TeXHOMOIUA
METO/AblI N CPEACTBA OBECIMNEYEHNA BE3OMACHOCTW
OcHoOBbI goBepus kK 6esonacHoctTn UT
YacTtbl
O630p 1 OCHOBBbI

Information technology. Security techniques. A framework for IT security assurance. Part 1. Overview and framework

Jata BBegeHns — 2012—07—01

1 O6nactb NpPUMeHeHUs

1.1 HasHauyeHune

HacTosiwumii cTaHgapT npegHasHayeH A4nsi onucaHns MeTofoB o6ecneyeHns foBepus K 6e30nacHOCTH,
COOTHEeCeHUs nx ¢ 6a30BOV MOAENbIO XXU3HEHHOTO LMKIa 06beKTa 1 Knaccudukaumm MeToaoB obecneyeHus

[0Bepusa ANA NOJyYeHUs1 BbICOKOW CTEMEHW YBEPEHHOCTU B (DYHKLMOHA/IbHBIX BO3MOXHOCTSIX 06ecneyeHus
6e30nacHOCTM 06bEKTA.

1.2 NMopgxop

B HacTosilleM CTaHgapTe npeAcTaBfieH KpaTkuii 0630p OCHOBHbLIX MOHATUI o6ecrneyeHuss 10Bepust U
TEPMUHOB, HEO6XOANMbIX AN MOHUMAHUA U NPUMEHEHUS MEeTOA0B oGecneyeHus AoBepusl, NocpeAcTBOM
NAEHTUVKALMMN Pa3/IMYHbIX NMOAXOLOB U CTaAMi ob6ecneyeHnst 4oBepus.

1.3 MpumeHeHne

Knaccudpmkauns metonos obecneyeHuns gosepus ¢ yyetom TpebosaHuin ISO/IEC TR 15443 nossonsieT
nosb30BaTe o OCYLLEeCTB/ATL BbIGOP U BO3MOXHOE coYeTaHe MeTo/0B 06ecneyeHns foBepus, KoTopble Le-
necoobpasHo NPUMEHNTbL K KOHKPETHOMY OOBEeKTY.

1.4 Cdpepa npumeHeHns

HactosAwwmin ctaHgapT COAEPXUT PyKOBOACTBO MO kiaccudukaumm meTofoB obecneuveHus OoBepus,
BKNOYAsA MeTodbl, He crneunduyHble 415 obecneveHns 6e3onacHoctn UT. HacToswee pykoBOACTBO MOXET
NPUMEHATLCA faxe B 061acTAX, He CBA3aHHbIX C 6€30MacHOCTbio UT, HO KpUTUYHbIX K 06ecneyeHunto 4oBepusi.

1.5 OrpaHunyeHus

Tpe6OBaHVIF| HacCTosLllero ctraHgapTa NpUMeHAKT TOJIbKO K 06BbeKTaMm, yKa3aHHbIM B 4.3. U CBA3aHHbLIM C
HUMW OpraHn3aumoHHbIM BOMpocam obecneyeHns 6e3onacHOCTH.

2 TepMuHbI 1 onpeaeneHns

B HacTosiLleM cTaHAapTe NPUMEHEHbI Cieaylowme TePMUHbI C COOTBETCTBYIOLLMMY ONpeaeneHnsiMu:

NMpumevyaHue — TepMUHbl 1 oNpeaeneHns NpeAcTaBeHsbl B 06LWeM BUAE AN NOALEPXKM 06LLeli Mogenw Ao-
BEpUsi. NPeACTaB/NEHHOI B HACTOAWEM CTaHAApTe, B Lensx ob6ecneyeHns ee NPUMEHUMOCTU K LLIVPOKOMY psiAy NOAX0L0B
obecneyeHns gosepus.

N3paHue oduymansHoe
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B ISO/IEC TR 15443 npuMeHeHbl TEPMUHbI 1 onpefeneHus, obecrneynBatle HeliTpanbHOCTb CTPYKTYypbl 06e-
creyeHns AOBepus 1 ee NPUMEHNMOCTb A5 LUMPOKOro psja MeToAoB obecneyeHns fosepus. [ 3TOro NpUMeHANNCH
TEPMUHbBI U3 MEXAYHapPOAHbIX CTaHAaPTOB, B YHACTHOCTY AN1A NOAAEPXXM COBMECTUMOCTU HACTOALLEro cTaHAapTa ¢ yacTa-
Mn 1—3 MCO/M3K 15408 u cepueii ctaHgapTos MICO 9000.

MpW HanMuUM HECKONTbKUX onpeseneHnii 4ns OAHOT0 1 TOFO Xe TepMUHa BHavane npeactaB/ieHo OCHOB-
Hoe onpegeneHune, cooTeeTcTByolee Lenam ISO/IEC TR 15443. AnbTepHaTuBHbIE OnpeaeneHus, BblaeneH-
Hble KypCMBOM, CHMTAIOT MPUMEHUMbIMU TOJSILKO B KOHTEKCTE UX UCTOYHMKA.

2.1 aTTecTauwus (accreditation): Mpoueaypa, NOCPeACTBOM KOTOPOW oduLMasbHbI opraH hopmManbHO
npu3HaeT, yTBepXAaeT 1 NPUHMMaeT OCTaTOUHbIN PUCK:

a) A4Ns sKkcnayaTauuy aBToMaTU3MPOBAHHOW CUCTEMbI B OnpefesieHHOM 6e30nacHoOM pexunmMe ¢ nc-
nosib30BaHNem 3aflaHHoOro Haéopa Mop 6e30MacHoOCTu

[agpanTwnposaHo U3AGCA];

b) TOro, 4TO opraH wam nuuo, obecneunsaroLime 6€30MNacHOCTb, JOCTATOYHO KOMNETEHTHbI A4N1A
BbINO/IHEHNA KOHKPE T HbIX 3ajau

[aganTwnpoBaHo u3 PykosoacTBa 2 UCO/M3K] n

C) TOro, 4To ycnyra no obecneyeHnto 6e30NacHOCTUN COOTBETCTBYeT NpefonpeseneHHon cpege
NPUMEHEHUS.

2.2 nopgxop (approach): MeTtoa unu onpegeneHHble feicTBuA (NpoLeaypbl), UCNOMb3yeMble UK Npea-
NpuHUMaeMble 4715 BbINOSIHEHUA 3a[aHnsa Uan peLleHns 3afadn.

2.3 oueHka (assessment): Bepudukaumsa oLeHMBaeMoOro o6bekta AOBEpPUS C NOMOLLbI0 COOTBETCTBY-
IoLero noaxoAa C Lenblo YCTaHOB/EHWUA COOTBETCTBUSA CTaHAApTy U onpefeneHusa creneHn (YposBHA) AoBe-
puis.

2.4 posepue (assurance): BbinonHeHue COOTBETCTBYOLLMX AEACTBWIA Mu npouesyp ANs obecneve-
HUS YBEPEHHOCTU B TOM. YTO OL,eHMBaEMbIl 06EKT COOTBETCTBYET CBOVM LieN1IM 6e30nacHoCTU.

a) OCHOBaHWe A1 yBEPEHHOCTMW B TOM. YTO CYLIHOCTb OTBevyaeT CBOVM LensM 6e30nacHOCTU.

[MCO/M3K 15408-1]

2.5 nogxop k obecneyeHunto gosepus (assurance approach): pynnuposaHvue MeToA0B ob6ecneveHus
[loBepvsa B COOTBETCTBUU C UCCIEfYEMbIM acreKToMm.

2.6 aprymeHT pgoBepusi (assurance argument): COBOKYNHOCTb CTPYKTYPUPOBAHHbLIX YTBEPXAEHUIA O
fosepuu, nogaepxunsaembix CBUAETENLCTBOM ¥ 060CHOBaHWEM, KOTOPbIE HAar/a4HO 4eMOHCTPUPYIOT TO. Kak
6bINM y[0BNETBOPEHbLI TPeboBaHNA AOBEPUS.

2.7 oueHka goBepusa (assurance assessment): Bepudurkauma n grkcmposaHme Bcex BUL0B U pe3yb-
TaToB 06ecneyeHns AoBepPUs, CBA3AHHBIX C OLeHMBaeMbIM 06bEKTOM (MPUOOBLLEHHBIX K apryMeHTy joBepus).

2.8 opraH obecneyeHunsa pgosepusa (assurance authority): J/Inyo nnn opraHusaums, ynosHOMOYEHHble
NpUHUMaTL pelleHusa (Hanpumep, No Bblbopy, cneyngukauum, NPUHATUIO, KOHTPOSIIO 3@ UCMOSIHEHNEM), CBSI-
3aHHble ¢ obecneveHreM 0BepUA K OLLeHMBAeMOMY OOBLEKTY, YTO OAHO3HAYHO MPUBOAUT K hOopMUPOBaHUIO
yBEPEHHOCTU B 6€30NacHOCTN AaHHOro ob6bekTa.

MpumevyaHne — B KOHKPETHbIX CUCTEMAX U OpraHW3auuax NoHsSTNE «opraH obecneyeHns AOBEPUS» MOXET
MMeTb [pyroe 3Ha4eHNe, HanpuMep «OpraH OLEeHKN».

2.9 cBupeTenbCcTBO obecneveHusa gosepus (assurance evidence): PesynbTaTbl aHanmsa obecnedye-
HUSA foBepusa K 06BbEKTY (BK/ItOYaA UTOrOBble OTHYETLI WK Apyre 060CHOBaHUSA), NoAepXuBatoLLme YTBEePX-
[eHne o gosepun.

2.10 ypoBeHb fgoBepus (assurance level): CTeneHb foBepus, COOTBETCTBYHLLAA CleLnasibHOW WKa-
ne. NpUMeHAeMoi B MeTofe obecneyeHns JOBepus.

MpumeuvaHus
1 YpoBeHb [OBEPUS HE N3MEPSIETCS KOJIMYECTBEHHBIMU MOKa3aTesIsIMU.
2 CrTeneHb jOBepusi 06bIYHO ONpPeaensieTcs yCUnmsaMm, 3aTpayeHHbIMU Ha BbINOSIHEHWE ONpeaeneHHbIX AeliCTBUiA.

2.11 meTopg obecneuveHus gosepus (assurance method): O6LienpusHaHHas cneyudgukauma nonyye-
HMS1 BOCNPOW3BOAMMbIX pe3y/bTaToB 06ecrneyeHuns 4oBepus.

2.12 xapakTepucTuka obecneyeHus gosepus (assurance property): MNapameTp meToga obecneue-
HMA AOBEPUS, CNOCOBCTBYIOLWMI NONYYEHNIO PE3Y/bTATOB AOBEPUSI.

2.13 pesynbTat obecneyeHns fgosepus (assurance result): [JOKyMEHTMPOBaAHHOE YMC/IOBOE UMW KO-
Nn4ecTBEHHOE yTBEpPXAeHMEe 06 obecnevyeHnn 4OBepust, OTHOCSLLEecs K KakoMy-nmb0 OLeHMBaeMoMy 00b-
ekKTy.
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2.14 cuctema obecneveHuns gosepus (assurance scheme): OpraHuM3auuoHHO-NpaBoBas CTPYKTypa,
B pamkax KOTOpoi MeTof obecrneuyeHns AOBepPUS NPUMeHSeTCs opraHoMm obecneyeHns AoBepus B npegenax
onpefeneHHoro coobLecTsa Wan opraHnsauuu.

a) OpraHun3auvoHHO-NpaBoBas CTPYKTYpa, B paMkax KOTOpOoli B onpeseneHHOM coo6LLecTBe opraHbl
OLEeHKU NpuMeHaT TpebosaHua MCO/M3K 15408.

[MCO/M3K 15408-1)

2.15 cTtagua obecneveHun gosepus (assurance stage): CTtaams XW3HEHHOTO LUKIa OLEHMBAeMOro
06bekTa, Ha KOTOpOIi UCMoMb3yeTcs 3afaHHbIi MeTog obecnevenus fosepus. Mpu obecneyeHun obLyero fo-
BEpVs K OLeHVBaeMOMy OOBEKTY yUMTbIBAIOTCA pe3ynbTaTbl peannsaunm MeTofoB obecneyeHuns gosepus,
NPYIMEHSAEMbIX HA BCEX CTaANAX €ro XXU3HEHHOro LMKNa.

2.16 cBupeTenbCcTBO foBepus (assurance evidence): [JOKyMeHTMpOBaHHble pe3ynbTaTtbl, NpeAcTaBs-
NIeHHble AaHHbIMU, MOYYEHHBIMW NPU aHanuse [OBepus K OLeHMBaeMoMy 00BLekTy, Bkouvas oTyeTbl (060-
CHOBaHMA) B NOAAEPXKKY YTBEPXKAEHNA O AOBEPUN.

2.17 ceptudpmnkauusna (certification): MNMpoueaypa Bblgauyn ouunanbHOro NOATBEPXKAEHUSA O COOTBET-
CTBMU OL,EHVNBAEMOro 06beKkTa ycTaHOB/IEHHbIM TpeboBaHnam. CepTudrKauus MOXeT NPoBOAUTLCS TpeTbei
CTOPOHOVA.

[apanTuposaHo 13 PykoBoactea 2 WCO/M3K)

a) BblAavya ohmuUmanbHOro NOATBEPXAEHNSA pe3y/ib TaT 0B OLEHKN U MPaBUbIIOCT U NPUMEHEHNS KPU-
Tepues OLEHKN.

(CTaHpapT ITSEC)

b) npouecc cepTudrKauun SBNSETCA HE3aBUCUMO NPOBEPKOV pe3ynbTaTOoB OLEeHMBaHUA, MPUBO-
[ALEe K NoTyYeHN0 OKOHYa T ebHOro cepTudmkaTa unn yTBepxaeHus.

[MCO/M3K 15408-1)

C) BCECTOPOHHAS OLeHKa TeXHNYECKNX N HBTBXHUYECKNX XapakTepucTuk 6e3o0nacHoCT CUCTEMbI
VHCOPMAaLMOHHbIX TEXHOMOMMIA, OCyLLecTBAEHHAsA B NOAAEPXKY cepTudmKaLum, KoTopas ycTaHaBImBa-
eT cTeneHb COOTBETCTBUA CUICTEMbl YCTaHOB/IEHHOW NonnTuke 6e3onacHocTL.

[AGCAJ

2.18 yBepeHHOCTb (confidence): Y6exAeHHOCTb B TOM. YTO OLEHNBAEMblil 06BEKT ByAeT thyHKLUOHN-
poBaTb B COOTBETCTBMM C 3aaHHbIM WM YCTAHOB/IEHHbLIM NOPSAKOM (TO €CTb KOPPEKTHO, HadeXHo, addek-
TUBHO B COOTBETCTBUM C NOSIMTUKOI 6e30NacHoOCTH).

2.19 oueHunBaemblii 06beKT (deliverable): MpogykT, cuctema, ycnyra, npouecc 6esonacHoctn UT nnm
COCTaBHO 3/1eMeHT cpefbl (DYHKLMOHNPOBaHWA (CBA3aHHbI, HANpMMep, C NepcoHasioM, opraHusauueii) nm
[Apyroil 06bEeKT, NOCTaBNSAEMbIi AN OLEHKV A0Bepus. TakuM 06BbEeKTOM MOXEeT ObiTb Mpou/ib 3almTbl Un
3ajaHue no 6e3onacHocTu, onpegeneHHblie B ICO/M3K 15408-1.

MpumeuvaHune — BWNCO 9000:2000 ycnyra (cepBunc)cuntaeTcs ogHMM U3 TUNOB NPOAYKTA, ¥ B CEPUM CTaHAap-
ToB MICO 9000 ncnosnb3yeTcsa coueTaHne «npoaykT u/mnu ycnyra.

2.20 oueHuBaHue (evaluation): OueHka OLeHVWBaemMOro o6bekta Ha COOTBETCTBME YCTAHOB/IEHHbLIM
KpuTepusam (agantuposaHo us ICO/M3K 15408-1).

a) cucTemaTuyeckoe oueHuBaHve (OLeHVBaHVWe KayecTBa) CTeneHu, B KOTOPOW Nornyecknii 06s-
€ KT cnocobeH BbINOMHATb YCTaHOB/IEHHbIE TPeboBaHus.

[MCO/M3K 14598-1)

2.21 rapaHTuAa (guarantee): Cm. onpefeneHne «rapaHTuiiHoe o6s3aTenbLCcTBo» B 2.36.

2.22 npoaykT 6e3onacHocTu UT (IT security product): COBOKYMHOCTb MPOrpaMMHbIX, MPOrpamMmmHo-
annaparHbIX Wunu annapartHbix cpefcTs UT. npegoctasnsiowas onpegenerHble PyHKUNOHaNbHbIE BO3MOX-
HOCTW W NpefHa3HavyeHHan ANS HenocpeACTBEHHOrO UCMOMNb30BaHNA UM BK/TIOYEHWS B pa3nyHble CUCTEMBI.

[MCO/M3K 15408-1]

2.23 cTtapusa xusHeHHoro uukna (life cycle stage): MNepuod XM3HEHHOTO LMKNa OLeHWBAaeMoro obb-
eKTa. CBA3aHHbIli C ero onpefenieHHbIM COCTOSAHUEM.

a) nepuof B npefenax XM3HeHHOr 0 LMKIa CUCTEMbl, OTHOCALUMIACA K COCTOAHNIO CUCTEMHOI0 Onw-
caHua UM HenocpeacTBEHHO K camoli cucTeme.

[MCO/M3K 15288)

2.24 npegbictopusa (pedigree): HedopmanbHoe npr3HaHue TOro, YTO NOCTaBLLMK obecneymBaeT Co-
OTBETCTBYIOLLYIO BOCMPOM3BOAMMOCTb OLEHWBAEMbIX OOBLEKTOB, KOTOPbIE YAOBNETBOPAIOT TPEOOBAHUAM UX
NoAUTMKM 6€30MacHOCTM AWM (PYHKLUMOHUPYIOT B COOTBETCTBUM C 3asBfeHMEM MnocTaBslmka (npeabicTopus
ABnseTca PakTopoM cpefbl, CBA3aHHbIM C NOCTABLMKOM WM OLeHNBaeMbIiM 06EKTOM).
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2.25 npouecc (process): YnopsifoueHHas COBOKYNHOCTb AelCTBUIA, NCMONb3YHOLWas pecypchl A npe-
06pa3oBaHnst BXOAHbIX faHHbIX B BbIXOAHbIE.

2.26 gosepwue k npoueccy (process assurance): [loBepne, OCHOBaHHOE Ha pe3y/bTartax OLUeHKW Mpo-
Lecca.

2.27 npopykT (product) — CM. onpefienieHne TeEpMUHa «OL,eHNBAEMbI 06 BEKT».

2.28 cuctoma oueHkn (sheme): CoBOKyNnHOCTb Mpasw/, ONpefensatowmnx ycnosus cpegpl, Heobxogu-
Mble A1 NPOBEAEHNSA OLLEHKM, BKIOYAsA KPUTEPUN N METOAOMOTMIO.

[ApanTupoBaHo 13 NCO/M3IK 18045 (O6Liast METOAONOTMSA OLEHKN)].

2.29 6e3onacHoOCTb (security): Bce acnekTbl, CBA3aHHbIE C OonpefesieHnem, oCTMXEeHneM 1 noagep-
XaHnem KOH(UAEHLMANbHOCTH, LeN0CTHOCTH, AOCTYNHOCTW, NOAOTYETHOCTU, ayTEHTUYHOCTU N OCTOBEPHO-
cTw.

MpumeuaHne — CuMTAIOTCA 3ALMLLEHHBIMU A0 TEX MOP. NOKA WX MO/Ib30BATENIM MOTYT 6bITh YBEPEHHBIMU B UX
[O/MKHOM (PYHKLMOHMPOBaHMM. 3alinLLeHHOCTb NPOAYKTa, CUCTEMbI UMW YCAYTW 06bIYHO PAcCMaTPMBAKOTCA B KOHTEKCTE
OLLEHKM (haKTUUYECKMX WM OXKUAAEMbIX YTPO3.

a) Cnocob6HOCTb MPOrpamMMHOro NPOAyKTa 3aWMTUTb MHOPMaLMIO 1 AaHHble Tak. YT 06bl Heynon-
HOMOYEHHbIE LA UAN CUCTEMbI HE MO UX CUATaThb UM MOANIULMPOBATb, a YNONTHOMOYEHHbIE — He
nonyyanu 6bl 0TKa3s B OCTYMNE K HAM.

[MCO/M3K 9126-1J

2.30 oueHka 6e3onacHoOCTM (security assessment): Bepudmnkalmsa coOOTBETCTBMS 3allLULLEHHOIO oue-
HMBaeMoro o6bekTa TpeboBaHMAM cTaHAapTa 6e30nacHOCTM, UCMO/b3yA COOTBETCTBYIOLWMIA MeTo o6ecneye-
HUSA 6e30NacHOCTW ¥ onpegeneHns 4oBepus K 6e30MacHoCTy.

a) mocnefHuWin aTan npoLecca OLeHKM NpoaykTa.

[MCO/M3K 14598-1]

2.31 anemeHT 6e3onacHocTyu (security element): Hepgenvmoe Tpeb6oBaHne 6e3onacHoOCTU.

2.32 ycnyra (servrce): CBsi3aHHble C obecnevyeHnem 6e30MacHOCTM MpoLecc Wan 3ajadva, BbiNOHse-
MbI UK peluaeMast oLeHNBaeMbIM 0GBbEKTOM, OpraHu3aLmei Nam KOHKPETHbIM SILIOM.

2.33 npaBoo6nagatens (stakeholder): CtopoHa, nMeloLwas HeEKOTOpbIE NpaBa, akuuu, a Takke akTu-
Bbl. MOABEPXEHHbIE PUCKY MO OTHOLUEHUIO K OLLleHMBAeMOMY 06BbEKTY MM X XapakTepucTrkam, oTBevatoLLmm
noTPebHOCTAM U 0XMAAHUSIM 3TOV CTOPOHBI.

a) CTOpoHa, BnajetLlas npasoM, foneli UM akTUBOM B CUCTEME C XxapakTepucTukamu, oTBevar-
LWMMY NOTPEBHOCT AM U 0XMUAAHWAM 3T 0 CTOPOHbI.

[MCO/M3K 15288]

2.34 cuctema (system): Cneuuduueckoe sonoweHne VT ¢ KOHKPETHbIM Ha3HaYeHneM U yCrIoBUSAMU
akcnayarauum.

[MCO/M3K 15408-1]

a) KoMbuHauus B3aMMogelicTBYIOWMUX KOMMNOHEHT OB, OPraHN30BaHHbIX AN JOCTKEHWUA O4HOW unn
HECKO/IbKMX NOCT aBMeHHbIX Lenen.

[MCO/M3K 15288]

MpumevaHns

1 CucTema MOXeT paccMaTpuBaTbCa Kak MPOAYKT UM COBOKYMHOCTb YC/yr, KOTOpble OHa obecneynsaerT.

[MCO/M3K 15288]

2 Ha npaktuke uHTepnpetauus aHHOro 3a4acTyto YTOYHAETCA C MOMOLLbIO acCOLUATUBHOIO CYLLeCTBUTE/IbHOIO,
Hanpumep «cucTeMa camonieTa». B HEKOTOPbIX ClyyYasax C/I0BO «CUCTEMaKN JONyCKaeTCsA 3aMeHATb, HanpuMep, KOHTEKCT-
HbIM CUHOHMMOM «CaMOJ1eT», XOTA 3TO MOXET BMNOCNeCTBUN 3aTPYAHUTb BOCMNPUATUE CUCTEMHbIX NPUHLMUMNOB.

[MCO/M3K 15288]

2.35 XU3HEHHbIN UnkN cucteMbl (system life cycle): PasBuTue paccmaTprBaeMoii cMCTEMbI BO Bpe-
MEHW OT 3ambIC/a 40 ClUcaHus.

[MCO/M3K 15288]

2.36 rapaHTuiiHoe 06513aTenbCTBO (warranty): Ycnyra (cepsuc) 6e3onacHocT, cBsidaHHas(blli) C KOp-
pPeKTVPOBKaMW ¥ YNyULEHUAMW B YACTW 3KCnnyaTaummn (passepTbiBaHns, (OYHKLMOHNPOBAHNSA MW AOCTaBKN)
OLleHMBaeMOoro 06bLeKTa, ec/iv OHM He COOTBETCTBYIOT €ro nomTrKe 6e30nacHoCTu.

2.37 pabouas npoaykuus (work product): Bce anemeHTbl (TO eCTb JOKYMEHTbI, OTYeThl, dalinbl, faH-
Hble 1 T. 4.), NO/TyYeHHbIe B XOAe BbINO/HEHNA N06Oro npouecca no paspaboTke u NOCTaBKe OLeHUBAEMOro
obbekTa.
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[SSE-CMM (MCO/M3K 21827)]

a) pe3ynbTaT BbINOMHEHUS1 COBOKYMHOCT Y AelicTBUiA, UCNONb3YIOLMX Pecypchl 415 Npeo6pa3oBaHus
BXOZAHbIX AHHbIX B BbIXOAHbIE.

[MCO 9001)

3 O603HavYeHNsa N cokpalleHus

BSI — HeMmeLKoe areHTCTBO MH(OPMaLMOHHOM 6e30nacHoCTH;

CASCO — komuteT MCO no oueHKe COOTBETCTBUS;

CEM — o6wwas MeTogon0rs oueHKu;

CMM — mopgesib 3peniocTu BO3MOXHOCTE;

CSE — WHcTuUTYT 6e30nacHOCTU KOMMYyHUKauuii (kaHagckas OpraHusaumsa no 6esonacHoctu UT);

CTCPEC — KaHaACcKue KpUTepun OLEHKN HaJeXHOoro nporpaMMHoro npogykra (u3gasaembie CSE);

ITSEC — eBponeiickuii cTaHAapT OLEHKN GE30MACHOCTU KOMMNbIOTEPHbIX CUCTEM;

ITSEM — MeTOo40/10rMs OLLeHKN 6€30MacHOCTU MHAOPMALMOHHBIX TEXHOOTWIA;

HCD — npoekTupoBaHne, 0OCHOBAHHOE Ha y4acTUn YenOBeKa,

NSA — AreHTCTBO HaLMoHasbHOI 6e3onacHocTy (CLUA);

SE-CMM — mofenb 3penocTu CUCTEMHOr0 NPOeKTUpoBaHus (MoAesnb TEXHOMOMMYECKol 3penocTu AB-
nsieTcs TOProBbIM 3HAKOM yHMBepcuTeTa KapHern MenoHa);

SSAM® — MeTOoA0N10MMA OLEHKN B COOTBETCTBUM ¢ SSE-CMM;

SSE-CMM® — T[lpoekTupoBaHne cucteMm 6GesonacHocTh — Mogenb 3penoctu npouecca
MNCO/M3K 21827:

TCSEC — KpuTepuu OLEeHK/ AOBEPEHHbLIX KOMMbIOTEPHbLIX CUCTEM,

TREP — pgoBepeHHas nporpaMmma oueHvBaHus npogykra (ctaHgaptel TCSEC n CTCPEC);

A3B (AST) — abcTpakTHoe 3afaHue no 6e3onacHocTy;

NCO (ISO) — MexpayHapoaHas opraHusauus no craHgaptusanuu;

T (IT) — nHpopmaunoHHasa TeXHONOIUS.

36 (ST) — 3apaHue no 6esonacHocTn (onpegeneHo B8 MCO/M3BK 15408-1);

M3K (IEC) — MexgayHapofHasa 3/1eKTpoTeEXHUYECcKass KOMUCCUS,

OO (TOE) — 06bekT oueHku (TepMuH, cneuuduyHbii gna NWCO/M3K 15408 w onpefesneHHbii B
MNCO/M3K 15408-1);

M3 (PP) — npodunb 3awmuThl (onpegeneHo 8 MCO/M3K 15408-1);

CTC (SCT) — cTporoe TecTupoBaHue Ha cooTBeTCTBME (TpeboBaHWAM 6e30nacHocTw).

4 O6Lme NoHATUSA

HacTosAwwii pasgen cogepxut obumne NoHsSTUA o6ecnedeHnsl JoBepust U NpefHasHadyeH Ans onpege-
IeHNsI MPUMEHUMOCTU 3TUX NOHATUI K 06ecneyeHnio foBepust kK 6e3onacHocTn UT B Lenom. MNprBeseHHbIe B
HacTosALEM pasfene NOHATUS UCMOJb3YITCA B LUMPOKOM CMbIC/IE, & HE OTHOCSTCS HENOCPeACTBEeHHO K 06e-
cneueHunto 6e3onacHocT T UM oLeHKe COOTBETCTBUS.

4.1 HeobxogumocTb AoBepus

Cuctembl VT BCcneacTBre OWIMGOK M YSI3BUMOCTEN MOABEPXKEHBI CO0SIM U HAPYLLEHWSIM B 06ECreYeHnn
6€30MacHOCTU. 3TV OWNGKU U YSI3BUMOCTW MOTYT GbiTh C/IEACTBMEM YACTOTO M3MEHEHUS TEXHOMOMMA, OLwu-
60K onepaTopa, HeyAOBMEeTBOPUTENbHBIX TEXHUYECKUX TPE6GOBaHU U opraHu3auuy NpoLeccoB pa3paboTku
UK pesynbTaTtoM HeAooLeHKM yrpo3. Kpome Toro, npoBoAsATcsl MOAMMMKALMNA CUCTEM, MOSIB/ISIOTCS HOBblE
AedeKTbl 1 aTaky Ha CUCTeMbl, CMOCOGCTBYIOLLME YBEIMUYEHMIO YMc/ia y3BUMOCTel, c60eB 1 HapyLueHuii o6e-
crneyeHnst 6e30MacHOCTU B TEUEHWNE BCETO XU3HEHHOTO LuKIa cucTeMsl UT.

O6bI4HO 6e30LWMB0YHOE U YCTOlUMBOE (PYHKLMOHUPOBAHKWE cucTeMbl T B paMkax npuemsiembix orpa-
HUYEHMIi N0 CTOMMOCTU 1 BPeMeHU HEeBO3MOXHO OCYLLECTBUTL B TEYEHUE BCEro ee XMU3HEHHOTOo Lukia Beiea-
CTBME OWNGOK UMM HeAOCMOTpa onepaTtopa, 0TKasa Kakoro-nMbo KoMnoHeHTa 060pyfoBaHUs UM HecoBep-
LIEHCTBA MEXaHn3MOoB o6ecneyeHnst 6e30NacHOCTU. B faHHOI cUTyauum nouty HEBO3MOXHO rapaHTMpoBaTh
6€30LIM60UYHOCTb, YCTONUMBOCTL M 6€30NaCHOCTb (PYHKLMOHNPOBAHUS cUCTeMbl UT.

B COOTBETCTBUM C BbILUEU3NOKEHHBIM OYEBUAHO, YTO OLUMGKU, YSI3BUMOCTM U PUCKU, NO-BUAMMOMY, 6y-
[yT BCErAa CyLiecTBoBaTb M U3MEHSATLCS Ha BCEX CTAAUAX XU3HEHHOTO Lyka OLeHuBaeMoro o6bekta. Cre-
[0BaTe/IbHO. OLWM6KaMu, YA3BUMOCTAMM 1 pUCKaMU HAZO0 YNpaBsTb B npefenax 4onyCTUMbIX NapameTpoB B
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TeUeHUNE XU3HEHHOTO LiMK/1a OL,EeHNBAEMOro 06bEKTA, UHAYe AOBEPUE K HEMY ByAeT U3MeEHATLCS. 3adadeli npu
NpPOEKTUPOBaHUK 1 ynpaBneHun 6esonacHocTeblo UT siBNsieTcs o6ecneyeHne MeHegXMeHTa pUCKoB 6esonac-
HOCTU NOCPeACTBOM OC/absieHuss ysa3BMMOCTEN 1 Yrpo3, UCNOJb3yst TEXHWYECKNE U OpraHn3auuoHHbie Mepbl
6e30MacHOCTY C Le/bio obecneyeHnss 4OCTaTOYHO NPUEM/IEMOr0 YPOBHS A0Bepus K 6e30nacHOCTH OLeHuBa-
emMoro o6bekTa. [lonosHUTe IbHON 3afaveil ynpaBneHusa 6esonacHocTbio UT SBAseTCA ycTaHOB/IEHNE NPpUEM-
NIeMOr0 YPOBHS fOBepPUSA 06ecrneyeHnss MeHeXMeHTa pucka. Takum o6pa3om, npaBoobnagarenu, cBs3aHHble
¢ cuctemoli UT. nonyyaT 060CHOBaHHY YBEPEHHOCTb B TOM. YTO OLlEeHUBAEMbI 06EKT BYAeT hyHKLMOHNPO-
BaTb B COOTBETCTBMM C HAMEYEHHbIM Y YTBEPXAEHHBIM M/IaHOM, C NPUEM/IEMbIM PUCKOM U B paMkax 6rompkeTa.
C Touky 3peHns 6e3omacHOCTM 3TO 0O3HAYaeT yBEPEHHOCTb B OCYLLECTB/IEHVNN OLLEHMBAEMbIM 06BHEKTOM Mpu-
HATO NONUTWKM 6€30MacHOCTY.

4.2 OTnnume JoBEPUS OT YBEPEHHOCTH

CneflyeT 0TMETUTb, UYTO «[OBEpUE» U «YBEPEHHOCTb» He SBAITCA WAEHTUYHLIMU U B3aWMO3aMeHs -
eMbiMW. OUeHb 4YacTo M3-3a WX TeCHOI B3aVMOCBSI3W MOHSATUSI UCMO/b3YIOTCSA HenpaBuibHO. BaxHO, YTOGLI
nonb3oBaTeslb MOHWMA pPasfiMuve Mexay 3TUMU MOHATUSIMU. YBEPEHHOCTb, C TOUKU 3PEeHUs OTAeSIbHOro
mua, cesizaHa ¢ y6exaeHueMm, 4To oH o6najaeT [OBEpMEM K OLEHMBAEMOMYy OGBLEKTY, TOrAa Kak AoBepue
CBSI3aHO C A0Ka3aHHOI cnoco6HOCTLI0 AaHHOTO 06bekTa o6ecneunBaTh BbIMOSHEHWE L 6e30NacHOCTU.
Takvm 06pas3oM, YBEPEHHOCTb HE SIBMISIETCS HECOMHEHHbIM (PaKTOM, a BbIpaXeHNeM YGexAeHHOCTH, Nosy-
UeHHOIi Yepes oLeHKy AoBepus.

[oBepve onpefensieTca CBUAETENIbCTBOM, NMOJyUYEHHbIM B pe3y/bTaTe OleHku o6bekTa. CBuaeTeslb-
CTBO. 06GbIYHO BKJIIOUatoOLLEEe B Ce6S apryMeHT A0BEPYsi, JOKYMEHTALMIO U fipyTue COOTBETCTBYOLWME paboune
mMaTepuasbl, CYXUT OCHOBAHNEM A/151 YTBEPXKAEHUS LOBEPUS, KOTOPOE OCHOBAHO Ha pesy/ibTaTax AelicTBuiA,
CBSI3aHHbIX C MPOEKTUPOBAHWEM W1 OLIEHKOI 6e3omnacHoCTy.

YBEpPEHHOCTb SIBMSIETCS MPEAMETOM BOCMPUSTUS OTAENbHBbIM NIMLOM creunduyecknx TpeboBaHuii
6e30nacHOCTV U UHGOPMALLMK, MOJTYYEHHON B pesynibTaTe OLEeHKWM, O TOM. YTO OLEeHMBaeMblii 06beKT GyaeT
(pyHKLMOHMPOBATL B COOTBETCTBUU C YCTAHOB/IEHHLIMU TPeGOBaHUSIMW. YBEPEHHOCTbL NoApasyMeBaeT 3Ha-
HUe KpUTepueB, MeToAa, CUCTEMbl 0GECTEUYEHUs LOBEPUS 1 UCMOMb3YEMbIX NpoLleayp oueHku. Bonee Toro,
penyTaLusi OLEHLLMKOB U ONepaTopoB SIBASETCS BaXHbIM (DakTOPOM (DOPMUPOBaHUS YBEPEHHOCTU B oLe-
HUBAEMOM O0GBLEKTE, MOCKO/IbKY WX KBA/MOMKALMSA 1 ONbIT MOTYT GbiTb BOCTPE6OBaHbI. B pesynbtate UHAW-
BUAYa/IbHOTO BOCTPUSITUSI Y NpaBoo6iagateneil MoryT BO3HWUKHYTb pas/inyHble CTENEeHN YBEPEHHOCTU B pe-
3y/bTaTe MCNoJ/Ib30BaHNsA COOTBETCTBYIOLLEIO MeToAa o6ecrnedyeHnst AoBepus Kak OTAeNbHbIM NINLOM, Tak U
opraHusalveii B Lenom.

4.3 Y10 Takoe «OoUeHMBaAEMbIli 06BbEKT»

TpaAVUMOHHO TEPMUH «40BEpre» accounnpoBasncs To/bKO C NpoaykTamu u cuctemamm UT, cocToswm-
MW 13 annapaTtHbIX CPeACTB U nporpaMmMHoro obecneueHus (MO), n paccmaTpuBasncs Kak JoBepue K NpoaykTy
unu cucteme. Tenepb 06LENPU3HAHO, YTO A1 PacCMOTPeHMA 6onee LWMPOKOro AvanasoHa pUCKoB Cylue-
CTByeT NoTpebHOCTL B JOBEPUM K ApYrMM 06beKkTaM, TakuM Kak ycnyra obecneyeHus 6esonacHocTu, npouecc,
nepcoHarn, opraHvsauus u gpyrve hakTtopbl BHELWHeN cpefpl, BAvsLWmne Ha 6esonacHocTb. C yueToM 3Toro
HOBOro hakTopa ¥ UCNOMb3yeTCA TEPMUH «OLLEHNBAEMbI 06BEKT» A1 CCbINIKM Ha 06BbEKT oueHkn 6e3onac-
HOCTW.

MoHATNe «oueHuBaeMblil 06bEKT» (fanee — O06bEKT) B LUMPOKOM CMbIC/IE OXBaTbiBaeT 3/IEMEHThI 6e3-
OMNacHOCTW. Mepeync/ieHHble B AOroBope u o6s3aTesibHble A1 BbINOMHEHUSA WK NPefoCTaBNeHUS KINEHTY
(Hanpumep, ycnyru) B 3aBUCMMOCTM OT OBGCTOATENLCTB W YCNOBWIA. B NyHKTbI AoroBopa MOryT BK/IHOYATHCA
npoAykTbl 6e3onacHoctn UT. ycnyrn n niobble gpyrme maTepuasibHble U HemaTepuasbHble 3/1eMeHTbl 6e3-
onacHoOCTW. npofaBaeMble (MPOU3BeAeHHbIE NOLWTYYHO UAN B MACCOBOM NOPSAAKE), cAaBaeMble B apeHay uim
ncnonb3yemble ANs obyyeHus. Bonee Toro, ykasaHHble COCTaBAslOWMe A0OroBopa nofpasymesatoT No60i
06beKT, NpeacTaBeHHbI YCryroi, ycnosHo-6ecnnatHeiMm 0. cBo6ogHO pacnpocTpaHseMbim 0. o6pasua-
MW UK APYTMMU CPeACcTBaMy WU NOCTaBAsEMbIi MPSMO WM ONOCPeAOBaHHO (rapaHTuiiHoe 065A3aTenbCTBO,
nopy4MTeNbCTBO, NPeAbICTOPUS U T. 4.) UAK npegsaraemMblii NOCTaBLWUKOM A8 NOCTaBku (NpeabicTopus, ra-
paHTuiiHOe 06A3aTe/IbCTBO N T. 4.). O6BbEKTHI MMET U3mMepsieMble aTpuoyTbl 6€30MacHOCTU, KOTOPbIE MOXHO
BepucmnunpoBaTb Ha nNpeameT UX COOTBETCTBUS MONUTUKE Ge3onacHoCcTW. Hanpumep, 06BLEKT MOXEeT CCbl-
naTbCA Ha YCnyry no OueHKe PUCKOB W Yrpo3, OCYLLEeCTB/SEMYI0 Kakoi-nnbo opraHusauumei, uam Ha cep-
TMgMKaLno nepcoHana, KOMMETEHTHOro B BbIMO/IHEHMN OLLEHOK C momoublo Kputepues NCO/M3K 15408.
MepcoHan, npegocTaBNSAOWMIA YCAyry unv BbINOSHAKOWMIA 3aa4y no obecneyeHunto 6e30MacHOCTM, Takke
cuntaetcs ob6bekTom. Hanpumep, nuua, obyvyaemble NO CNELMasibHOCTM OLEHLLMKA, 3akKNio4alT KOHTPaKT ¢

6
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obyuvatolLeil opraHmsalmeli 1 OLEHNBAKTCA MO MX CMOCOBHOCTU BOCMPUHMMATb 3HAHWUA W BbIMOHATL KOH-
KpeTHble feicTBMSA. KOHCYNbTaHTbl B 06/1acTM 6e30nacHOCTY, NpeAocTaBsaoLWme YCayry Uiy BbinoJHAwLWme
3agayvy, Takke paboTaloT Mo KOHTPakKTy.

HekoTopble 06beKTbl He BCcerga ABNAITCA OTAEe/IbHbIMU 3/1IEMEHTAMM, XOTA 06ecneunsaloT pasinyHble
CTeneHn [oBepust kK opraHaMm obecneyeHuss 4OBepUs U. crefoBaTeslbHO, AO/HKHbI NOABEPraTbCsl OLEeHKe 6e3-
0MacHOCTM Mo YacTam. Hanpumep, rapaHTuiiHbie 06s3aTeflbCcTBa U MOPYYMTENLCTBA ABNSITCA CreynguyHbI-
MW ycnyramu, npefoctaBnseMbiMU NMOCTaBLLVKOM OTAEIbHO MW B Ka4yecTBe AONOSTHUTENbHON hyHKLUK, nnn
nocTaB/ISieMOiA B KOMMNJIEKTE C 06BEKTOM. YCNyrv No NpefocTaBeHno rapaHTUInHOro 06a3aTenbCTBa cCnoco6-
CTBYIOT KOPPEKTUPOBAHUIO WM CHUXEHUIO TpeboBaHuil K dhyHKUMOHMpOBaHU0 obbekTa {BBOA B AeiicTBue,
(PYHKLMOHMPOBaAHME WM AOCTaBKa), EC/IN OH HEe COOTBETCTBYET TpeboBaHUSAM ero NoMTUKM 6e30nacHoCTHU.
MpeabicTopus ABNSieTCA (hakTOPOM BUSIHUA BHELUHEl cpefbl, CBS3aHHbIM C MOCTABLUMKOM WM 0OBHEKTOM.
JT0T hakTOp, HECMOTPS Ha €ro HEKOTOPYK Pacn/biBYATOCTb, Hesb3A UFHOPMPOBaTb U3-3a MpeabicTopun
cneundmnyeckoro PyHKLMOHMPOBaHMA 06bEKTA, HaNpYMep HEMpepbIBHOTO UAN LMKINYECKOro, C TEM YTOObI
COOTBETCTBOBATb MOSIMTUKE 6E30MaCHOCTY UKW YTBEPXAEHNAM NOCTaBLLMKA.

Mpumevanune — [laHHoe onpejesnieHne ob6bekTa NoA06HO onpefeneHnio NOHATUSA «0OBLEKT OLEeHKN», npuse-
feHHomy B MICO/M3K 15408-1. 3a UCKNIOYEHMNEM TOrO, UTO 06BEKT UMeeT 6osiee LWNPOKOE NMPUMEHEHNE.

4.4 Npasoobnagartenu

B cocTaB oLeHnBaeMoro o6bekTa MoryT BXOAUTb NOABEPXEHHbIE PUCKY aKTUBbI, MpUHaAnexatine pas-
NMyYHbIM NpaBoo6nagatensm. CnefosaTenibHO, A9 NpaBoobiagaTeneil MoxeT noTpeboBaTbesa onpeseneHve
npuemsemoro Metoga obecneyeHns fOBEPUA 1 YPOBHA J0BEPUS. HekoTopble 13 3TUX CTOPOH YKa3aHbl HUXeE:

a) opraHbl Mo cTaHgapTU3aLuu,

b) HauMOHaNbHblE, MEXAYHAaPOHbIE 3aKOHbI U NOSTOXEHUS;

C) cneuvanbHble opraHusaumn (Takue, Kak NpaBMTeNbCTBO UM 6GaHKOBCKVE opraHusaumm);

d) nosiHOMOYHblE NoApasfenieHnss BHyTPU opraHusauuu:

€) Bnagenblbl NOAUTUK (MNOAMTUK 6e30MacHOCTU, NONUTKK B OTHOLLEHWW MepcoHana, 3akyrnok, Mmapke-
TUHra, cepTudukaumm nT. a.);

0 BnagenbLbl CUCTEMBI;

[) opraHbl aTTecTauymn cucTemsl;

h) KoHeuyHble nonb3oBaTenu,

i) 06LEeCTBEHHOCTb.

4.5 Tpeb6oBaHusa goBepus

Mcxoaa m3 6esonacHoctn UT. npuemnemoe (ageksaTHOe) 4OBepME O3HAYaeT y40BNEeTBOpPEHUe cneum-
anbHbIX 3apaHee onpefeneHHbIX TpeboBaHWii NOCPeACTBOM BbINO/THEHNUA COOTBETCTBYIOLLMX NpoLeayp v aei-
CTBWIA NO o6ecneyeHnio AOBEPUS, TO eCTb B COOTBETCTBMM C BblGPaHHbIM MeTOA0M obecneyeHns goBepus.
TpeboBaHus foBepUs onpeaensaoTcs ncxoas us TpebosaHmii 6e3onacHOCTV 1 ApYrux hakTopos.

TpeboBaHua foBepunsa kK 6e30nacHOCTU onpeaensTcs aHanM3om TpeboBaHuii 6e3onacHocTn ansa 06b-
ekTa. hakTopoB BnMsHUSA, TpeboBaHWiA 6e3onacHoCTM (MONNTKK), pa3BuTUSA Gu3Heca U LeneBoin cpedbl 06b-
ekTa. dakTopamu BAVSAHUS SBNAIOTCA NM06ble COObpaxeHns, noanexatme n3yyeHunto, NOCKOsIbKY OHU MOryT
okasaTb BO3gelicTBue Ha (hopMMpoBaHne TpeboBaHNa AoBepUs K 06bEKTY. BnnsiHne mMoxeT BkoyaTh B cebs
Nobyio NpeAbICTOPUI0 U Aaxe OblTb NPeACcTaB/IeHO HeMaTepuanbHO, HanpuMep NOTUKOW, KyNbTypoii, MecT-
HbIMW 3aKOHaMu 1 oba3aTtenbHbIMU (MpeanucaHHbIMK) TpeboBaHnsaMU. OLeHKa pucka NPoBOAUTCS C Lefbio
TWaTeIbHOr0 M3yYeHNs KOHMUAEHUMANbHOCTU akTMBa, YA3BUMOCTE U Yrpo3, a Tawkke ANS onpeaeneHus
0CTaTOYHOro pucka ¥ pekoMeHAaumMii No NCNosb30BaHMIO CYLLECTBYIOWMUX U NpegnonaraeMbix Mep 6esonac-
HOCTU. Peanv3oBaHHble pekoMeHJauuu BKYalTCA B NepBUYHble TpeboBaHus 6Ge3onacHocTu AN nepe-
cMoTpa TpeboBaHWit foBepus K 6e30nacHoOCTy.

O6Lwue pekoMeHgauMmn No ynpasneHnio 6e30MacHOCTbI0 M NPOBEAEHMNI0 aHa/IM3a PUCKa MOXHO HaliTK B
ISO/IEC TR 13335 n NICO/M3K 17799. NCO/M3K 15408 cogepxuT nHgopmaLmio o yHKLMOHANbHbIX Tpe-
60BaHMNAX 6€30MacHOCTV 1 TPeboBaHUSX 4OBEPUs K 6€30NacHOCTM NPOAYKTOB U cucTem UT, xapakTepHbIX ANA
TpaAMLMOHHBIX oLeHoK 6e3onacHocTy UT. Tpe6oBaHuna [OBEPUS YHUKa/IbHBI 418 KaXA0l cpepbl BCneacTeve
HaMuMa MHOXecTBa TpeboBaHWU, NpeabsBAsSieMbIX K GU3HECY U 6e30MacHOCTM Kaxpaol cpegbl. CnepoBa-
TeNbHO. OAVH 1 TOT e 06bEKT MOXET He COOTBETCTBOBATbL APYrMM cpejam 6e3 ero MmoaudukaLmm, NoCKoIbKy
B 9TOM c/ly4ae 06bI4HO TpebyeTcs yAoBIeTBOPEHVe Apyrux TpebosaHuil JoBepus.
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4.6 NMpumMeHUMOCTb MeTOA0B obecnevyeHns pfosepus K 6e3onacHOCTM MHMOPMALMOHHBIX
TeXHONoruni

B HacToswem nogpasgene 6onee nogpobHO packpbiBaeTCs onpefeneHve TepMuHa «AoBepue», npu-
Be/leHHoe B cTaTbe 2.4. B HacTosWwem nogpasfese paccMaTpuBaroTCs pasfinyHble acrnekTbl OBEPUS C LieNbo
[eMOHCTpauMn BO3MOXHbIX MyTeli NPUMEHEHUs 3TUX acneKkToB MPUMeHWTEeNbHO K obecneyeHunto Gesonac-
HocTu UT.

W3 onpefeneHus TepMuHa «A0Beprie» OYeBWIHO, YTO UMEHHO BbINOSIHEHWE COOTBETCTBYHOLMX Aeii-
CTBUIA No obecneyeHnto AoBepust obecneyrBaeT yBePEHHOCTb 3aMHTEPECOBAHHOIO Nnua B TOM, YTO OObEKT
COOTBETCTBYET TpeboBaHMAM 6e30macHOCTW. YBEpPEeHHOCTb npuobpeTaeTca Npy aHanuse cBuaeTenscrea fo-
BEpPUA. MOJIYYEHHOro Npy NOMOLLM NpoLeayp OLEHKM B Npouecce paspaboTky, BBOAA B AeiiCTBME U yHKLMO-
HUPOBaHNA 06bEKTA, a Takke OnbITa, MOYyYEeHHOro NP hakTUYeckoM ero Mcrnosib3oBaHun. MNpu onpegeneHnn
[oBepua K 6e30nNacHOCTU nonesHa nbas AesTeNbHOCTb, KOTopas MOXEeT CHU3WUTb HeonpefeneHHOCTb no-
CpefCTBOM NpefcTaB/ieHns CBUAETe NbCTBA, NOATBEPXKAAIOLEr0 NPaBUIbHOCTbL, 3P EKTUBHOCTb 1 KAYECTBO
KOMMOHEHTOB 06bekTa. MpusHaBas, YTo HeKoTopble BUAbI CBUAETENLCTB 60onee YeTko, Yem gpyrue, hopmy-
NVPYIOT YTBEPXAEHWS, OCHOBHOW 3ajavei aBnseTca hopMypoBaHne MHOrOCTOPOHHErO apryMeHTa AoBepus,
KOTOPbIA hopmMynupyeT BUA 1 CTENEHb AOBEPUS, NOTYYEHHbIE C MOMOLLbIO Oonpefe/ieHHbIX MeToa0B obecne-
YyeHus gosepus. CylecTByeT MHOroO MeToA0B o6ecneyeHuns f4oBepus, HO NNLWb HeOO/bLIOE NX YACIO CBA3AHO
¢ 6e3onacHocTbio UT. OgHako He cBs3aHHble ¢ 6e30nacHoOCTbio AT MeToabl Takke MOryT cogepxaTb onpege-
NIeHHble XapaKTepuCTUKKM, cBA3aHHble ¢ obecneyeHnem fosepus k 6esonacHocTn UT. Beneactsue Hanuumns
He60/bLIOro Yncna MeTofoB obecneyeHns [OBepus, OTHOCALLMXCA K 6e30MacHOCTU, BaXHO yMeTb onpeje-
NUTb UX 3HAYMMOCTb, MOCKOMIbKY B 06nactu WT Mcnonb3ylT MHOTME He CBfA3aHHble ¢ 6e3onacHocTbio UT
meToabl. CBMAETENLCTBA [OBEPUS YACTO NMpeacTaBneHbl 4OKyMeHTaumeld, paspaboTaHHol B Xo4e 06bI4HOM
[eaTeNlbHOCTU MO NpoeKkTupoBaHuio UT. Bosbluoe 3HaveHne MeeT BCe, YTO MOXET UCMO/b30BaTbCA A1A CO3-
OaHns apryMeHTa 4oBepus U, Takum 06pa3oM, CHMXaTb HeEONpeaesIeHHOCTb (pUck), cBA3aHHyH(bIl) ¢ onpe-
AeNeHHbIM 06BEKTOM.

B gaHHOM cryyae OCHOBHOW uAeei ABNAOTCSA BbiAB/IEHWE MeTOA0B obecrnevyeHus AOBEpUs, He CBS-
3aHHbIX ¢ 6e3onacHocTbio UT, 1 HefonycTUMOCTb HEAOOLEHKW 3HAYMMOCTW MeETOA0B, CBSA3aHHbIX C 6e30-
nacHocTblo UT. HecoMHeHHO, 6onee npeanoyTuTeNibHbl MEeTOAbl, CBSA3aHHble ¢ 6e3omacHoCcTbio UT, ogHako
HeKOTopyl CTeneHb AoBepus K 6e30MacHOCTM MOXHO MOMYyYMTb U3 MHOTMX UCTOYHWKOB, U ee He cnepyet
UrHOpMpoBaTb, MOCKO/IbKY OHA He ABMSETCSH pe3ynbTaToM MPUMEHEHWS MPU3HAHHOTO MeToda obecneyeHuns
fosepus K 6e3onacHocTu. icxoas 13 BbllLecKa3aHHOro, O4eHb BaXKHO onpeAennTb NCTOYHUK MOyYeHus CBU-
JeTenbCTBa W yunTbiBaTb €ro npu paspaboTke aprymeHTa gosepusi. bBonee Toro, Heo6xoAMMO 3HaTb Tpeb6o-
BaHNs 6e30nacHoOCTu ¥ TpeboBaHUs AOBEpUs U MOHMMAaTb BaXHOCTb CBMAETE/IbCTBA M €ro UCTOYHWKA A1
y[0BETBOPEHNA MU HEOOXOAMMBIX NOTpebHOCTeli obecneyeHns 6e3onacHoOCTU.

Hanpumep. NCO 9000 siBnsieTca AOKYMEHTOM Mo obecneyeHno AOBepus K KauyecTBy MPoAyKLuu, 13-
HavyasfibHO pa3paboTaHHbIM 415 OpraHu3auuy NPOM3BOACTBA, OAHAKO OH TakkKe COAEPXWUT XapaKTepuCTUKM
foBepus K npoueccy, npuemnemslie A1 MO K. Takum o6pasom, 18 NporpaMmMHbIX NPOAYKTOB U cuctem obe-
cneyeHus 6esonacHoctu UT. Hanpotue. SSE-CMM (MCO/M3K 21827) saBnsieTca MeToAoM obecneyeHus fo-
Bepus K 6e30MacHOCTU, XOTS W He TpaauUMOHHbIM. [laHHbI MeToA obecneumBaeT CBUAETEbCTBO JOBEPUS
nocpeAcTBOM OLEHKN NPOLLeCCOB NPOEKTUPOBaHWA 6e30MacHOCTM B OpraHu3auumn, a He OLeHKM Henocpes-
CTBEHHO CaMuX 0GbEKTOB.

HekoTopble mMeToapl obecneyeHns foBepus crneumanbHo CIOKYCHpOBaHbl Ha OnpegeneHun cornaco-
BaHHOrO 1 MOSIHOro Habopa xapakTepucTuk 6e30nacHOCTU, KOTOpbIe YacTo CBA3aHbl CO CTaHAAPTHLIMU CLeHa-
pyAMYW Yrpo3 MM C XOPOLUMMK NpakTukamu obecneuveHuss 6esonacHocTu. Pas3nnuHble meTofpl obecneyeHus
[0BEpVS MOTYT MMeTb 06LLMe KOMMOHEHTbI WIWN acnekTbl 4OBEPUS.

Bce atu thakTopbl BAMAIOT Ha 06LLYO0 CTPYKTYpY obecneyeHus fOBEpPUs U. B HACTHOCTU, Ha onpegere-
HVue MeTpuK. [laHHble DakTopbl JO/MKHbI YUNTbIBATLCA MPWU COOTHECEHUN Pas3NINyHbIX MeToA0B obecneyeHus
fosepus.

4.7 CucTtembl obecnevyeHns gosepus

Cneuudpnuecknii MeTog o6ecnedyeHus [0BEpUs, KOTOPbIi MOXHO peasiu3oBaTb Tak. uTo6bl Npuaatbh
0co60e 3HaYeHWe KOHTEKCTY, M B pamMKax KOTOPOro OCYLLIEeCTB/ISEeTCA AaHHbIii MeTof, Ha3biBAeTCs «CuUcTe-
MOii oUeHKM foBepusi». O6LLENpU3HaHHbIE CUCTEMbI OLEHKU [0BEpPUst U OLEHLLMKUM MOTyT oGecrneuuntb 60-
flee BbICOKYIO CTerneHb [JOBepusi, Yem NoslydeHHyo NoCPeCTBOM UCNO0/b30BaHNs COOTBETCTBYIOLLET0 MeToda
obecneyeHunsi fosepus. Mofo6HaA cUCTEMA OLIEHKU A0BEPUS MOXET Takke NpefocTaBAaTb OCHOBY A/s Mpu-
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3HaHUS PEe3yNbTaToB WUAN CYXAEHWUA, NONYYEHHbIX MTPUMEHEHNEM MeToga obecneveHus AoBepust Ana 6onee
LUINPOKOI ayauTOpun.

4.8 KonnyecTBeHHOE onpefesieHne pucka 4OBOPUSA M YCTOMUYMBOCTU MexaHM3Ma obecneveHus
6e3onacHoCTH

[loBepue He obecneunBaeT npefocTaB/ieHne 06bEKTY Kakux-nnbo AonoNHUTE bHbIX Mep 6e30nacHoCcTH
unu ycnyr. MoaToMy nHorga nepcoHasny, He CBSAI3aHHOMY C 6€30MacHOCTbI0, TPYAHO 0CO3HATL NpeunMyLLecTsa,
KOTOpblE OH NOJly4aeT OT B/IOXEHUSI PECYPCOB B 0b6ecneyeHune fosepus. Hanpumep, B OTHOLLEHUN KaKOro-nn-
60 npoaykTa 6e3onacHocTn VT yTBepxAanock, YTo AoBeEpUe CNoco6CTBYeT yCTOMUYMBOCTU MeXaHu3ma obe-
cneyeHns 6e30nacHOCTU, 0AHaKo haKTUYeckn JoBepue cnocobCcTByeT NPUOGPETEHNIO YBEPEHHOCTU B YCTOMR-
YMBOCTU 3TOr0 MeXaHm3ma MnyTeM CHUKEHUA HeonpeneneHHOCTN (MM pucka) B OTHOLLEHUWN BO3HWUKHOBEHWS
yrpo3bl, NpUBOAALLEN K HapylweHuio 6e3onacHoCTW. Hanpumep, oWMG0YHO cuMTaeTcs, YTo AByXdakTopHas
ayTeHTUMKaLus Bbi3blBaeT 60/bLUE AOBEPUS, YUEM MPOCTOW MEXaHW3M NPUMEHEHUS Maposs, XOTA B peasib-
HOCTW 3TO MPOCTO MexaHu3m 6onee CTporoi ayteHTudhmkauuu. [ByxdaktopHas ayTeHTudmkaumsa asnseTcs
MexaHW3mMoM 6osiee CTporoli ayTeHTUudukaymm, Tak kak oHa BepudpumumpyeT asa aTtpubyTa nonb3osaTens no
CpaBHEHUIO C OJHUM aTpMBYTOM B C/lyyae NMPUMEHEHUS MeXaHu3ma ¢ npuMeHeHnem napons. Cama no cebe
Takas ayTeHTUdUkauma He obecneynBaeT [OBepus, NOCKOSbKY Npu paspaboTke MexaHuW3ma obecneyeHus
6e30nacHOCTV MMEHHO AelCTBUA No obecneyveHnio AoBepUs CNOcoBCTBYIOT CO3AaHNI0 [JOBEPUS K 3TOMY Me-
XaHu3my.

CnepyeT NoHWMaTb, YTO JOBepue aBTOMaTWYeCKM He nogpasyMeBaeT [OCTaTO4Hyl0 6e30MmacHoCTb, a
TOJ/IbKO COOTBETCTBME ee LensaM (noamTuke 6e3onacHocTu). [ipyrumu cnoesamu, fosepue obecneynsaeT yBe-
PEHHOCTb B BbINO/IHEHNW 06BLEKTOM 3afaHHbIX Leneii 6e3onacHocT 6e3 NPoBEpKU TOro, YUYUTLIBAKT /M 3TU
LileNIn KOHKpPEeTHble PUCKK 1 Yrpo3bl. Hanprumep, XoTa npoaykty AT MOXHO AOBEPATb B 4acTW ero COOTBETCTBUA
Lensm 6e30nacHOCTH, HO OT xapakTepa 3Tux ueneli 3aBucuT 6e3onacHoe nosefeHve npogykra. HanpoTus,
NPOAYKT C HU3KOW CTeneHbio [oBepus, HO C 6051ee COOTBETCTBYIOLLMMU Liensmy 6e30nacHOCTU, MOXeT bObITb
hakTnyeckn 6onee 6e3onacHbIM.

4.9 foBopue cHMXaeT puck 6esonacHocTu

[loBepne crnoco6CTBYeT CHUXEHWUID PUCKa, MOCKO/IbKY YMEHbILAET HEONPEeAe/IeHHOCTb, CBA3AHHYH C
YA3BUMOCTAMU O6'beKTa, TaKnm o6pa30M YMeHbLana ero notTeHunanbHyr yA3BUMOCTb U NPUBOAA K CHUXXEHUID
06LLero p1cka, CBA3aHHOTO C 06LEKTOM. B npeablayliem noapasfene ykasaHo, 4to AoBepue He o6ecrnednsa-
€T Kaknx-nn6o [ONOSHUTE NbHLIX Mep 6€30MacHOCTM [4/151 NPOTUBOCTOSAHUA PUCKaM, CBSA3aHHbIM C 6e30MacHo-
CTbio. CKOpee, AeATENbHOCTLIO MO CO34aH1I0 A0BEpUs AenaeTcs MnonbiTka [oKa3aTk COOTBETCTBME 06beKTa
ero uensm 6esonacHocT. COOTBETCTBME 06BEKTA €ro LesiM 6€30MacHOCTY NoApasyMeBaeT npeabsiBieHne
CBUAETENbCTBA 06 06EeCneyeH COOTBETCTBYIOLLErO A0Bepust U 060CHOBaHUS As 06ecneyHeHns yBEPeHHO-
CTW B TOM, 4YTO BHeApeHHble Mepbl 6e30nacHOCTUN CHU3AT O)KM,qaeMbII‘;I PUCK.

4.10 KonunyectBeHHOe onpepesieHne nosepus

MpsiMoe onpeeneHne UNK OLEHKY BKNaAa o6ecnedeHns LOBepUs WM ero NoBbILEHWS B NPOLECC Ae-
ATENLHOCTY OpraHM3aLumn ocyLecTBUTbL HENPOCTO. TeM HE MeHee MOoBbILeHUe AOBepUst K Kakoii-nm6o mepe
6e30MacHOCTV CHUXAeT HeoNpPeLEeNEHHOCTb, CBA3AHHYI0 C KOHKPETHbIM PUCKOM, B YaCTHOCTU C 3/IEMEHTaMU
puvcka, OTHOCSLLMMMUCA K YSI3BUMOCTSIM, MO OTHOLUEHMIO K KOTOPbIM BHEApeHa faHHas Mepa 6e30MacHOCTU.
TakuMm 06pas3om, B 3TOM C/lydae 3HAUMMOCTb AOBEPUS MOXHO BbIBECTU U3 CTENEHN CHUXEHUSI HeonpeneneH-
HOCTW. CBSAI3aHHOI C PUCKOM. YCTaHOB/IEHWE CBA3W [OBEpPUsi C HEONPEeEeNEHHOCTbIO PUCKa WM Er0 CocTaB-
NSAOWMUMY 3/IEMEHTAMM YNPOLLAET U3MepeHne CTeneHn JoBepusl, NOCKOsbKY HeoNnpeaeNeHHOCTb BO3HUKHO-
BEHWSI pUCKa KO/IMYECTBEHHO ONpPEeAEenuTL ierue, Yem camo goBepue. VisamMepeHue cTeneHu [OBepUsi MOXHO
MPOBECTU KOCBEHHO, U3MEPEHNEM BEPOSITHOCTU BO3HUKHOBEHWSI pUCKa W MOCneAyloLLei ero KoppekTMpoBKY,
Tak Kak 3Ta BepOsiTHOCTb 06paTHO NPONOpPLMOHasIbHA LOBEPUIO.

4.11 OpraH obecneveHus goBepus

OpraHoMm o6ecrneyeHuss AoBepus ABNSETCS nmuo (MW opraHusauusi), OTBETCTBEHHOE 3a MPUHATME
peLIeHni, UMeLLMX OTHOLIEHNE K 0OBEKTY Ha KOHKPETHOW cTaguv ero XW3HeHHoro uukna. Mpu Hanmuum
HECKO/IbKUX CTafni XU3HEHHOTO LMKIa N HEeCKO/IbKMX npasoobnagaTesnieli CywWwecTBYOT pas/iMyHble opraHbl
obecneyeHuns [OBepUs, Kaxblli CO CBOMMMW NpaBaMu U 06583aHHOCTAMU. Hanprumep, Ha cTagun paspaboTku
opraHom obecneyeHns foBepus MOXeT 6biTb pa3paboTynk, OTBETCTBEHHbIN 3a 06ecneveHne foBepus K 06b-
eKTy opraHusauum-nocraswymka. OQHOBPEMEHHO Y OpraHu3auun-kimeHTa MoxeT 6blTb COOCTBEHHbIN OpraH
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obecneyeHns LOBepUsi, OTBETCTBEHHbI 3a paccMOTpeHve TpeGoBaHWUi foBepus, NpeabaBAseMbIX K opra-
HM3auum-nocTasLuky. Kpome ToOro, elie ogyH opraH obecneyeHns AOBEpUs MOXET CyLLecTBOBaTb B OpraHu-
3auun. NpoBoAsLLeli OLEHKY, KOTOPbIA ABMASETCA OTBETCTBEHHbIM 3a COOTBETCTBME 06bEKTA CUCTEME OLLEHKU
nosepus. Kaxablil M3 ynoMsiHyTbIX OpraHoB o6ecneyeHunst OBeprst HECeT OTBETCTBEHHOCTb 3a ONpeAesieHHyo
CTafMI0 XN3HEHHOTro Lukna obbekTa. bonee TOro, opraH obecneyeHns JOBEPUSA MOXET HECTU OTBETCTBEH-
HOCTb 3a HEeCKOJIbKO cTaguii. [prMepomM MOXET CNyXUTb OpraH obecnevyeHus [OBEpPUSA KIMEHTa, KOTOPbIN
TaKkKe oTBevaeT 3a NpuHATME oTyeTa 0 cepTudmkauun, NpeacTaBNeHHOro OPraHom no cepTudnkaLum.

OpraHbl 0becneyeHns [oBepusa CYLLECTBYIOT 415 BCEX BUAOB 3allMLEHHbIX 0O0bEKTOB, HE3aBUCUMO OT
TOro, SABMIAOTCA NI OHW NPOAYKTOM, CUCTEMOM, YCYroi, NpoLeccom, nepcoHanom uT. 4. OpraH obecneyeHus
[0Bepusa HeceT OTBETCTBEHHOCTb 3a NPUHATUE peLleHnii B OTHOLLIEHUN 06beKTa C y4eToM ero Leneii 6esonac-
HOCTW.

B 3aBucMmOCTM OT opraHusauum u ee Bufa opraH obecneyeHus AOBEPUS MOXET UMETb MHOXEeCTBO
06513aHHOCTEl. HekoTopble M3 ero 3a4ay MoryT Bk/toyaTb B cebs BbIGOP COOTBETCTBYIOLLErO MeToga obe-
cneyeHus AoBepUs N onpegeneHre HeOO6X0AMMON CTeneHn 1 Buga AoBepus, TpebyemMbix 419 COOTBETCTBUSA
onpegeneHHbIM TpeboBaHusaM. OpraH obecrneyeHns f0BEpPUS Takke OTBEYaeT 3a yCTaHOB/IEHe CBA3MN C Apy-
rmMun opraHusaymnamm obecneyeHns noBepusa, TakKMMU Kak opraHusauma no oueHke aosepus, cBdA3aHHasA C
cucTemoli oueHkn 6esonacHocTu UT. Hanpumep, B ciyyae npumeHeHus TpeboaHunii MCO/M3K 15408 u nc-
NOIb30BaHNA €ro CUCTEMbI OLLEHKMU.

B pamkax HEKOTOPbIX OpraHu3auuii, B 0COGEHHOCTW rOCYapCTBEHHbIX U BOEHHbIX, CTENeHb A0Bepus
MOXHO perynvMpoBaTb, OrpaHM4nMBasi BO3MOXHOCTb Bblbopa opraHa ob6ecneyeHnss 4OBEpUs U OLHOBPEMEHHO
orpaHuumBas puck Ansa Hero. OpraHnsaumn MOryT urpaTb pasfiviHble ponn B ka4ecTBe opraHa obecnevyeHus
aosepus, 1 oro 06513aHHOCTH MOoryT ObITb PasnNYHbIMM B 3aBUCUMOCTN OT UX YHUKaA/IbHbIX 3KCNyaTauMOHHbIX
Mogenei; TeM He MeHee opraH obecneyeHus JOBEpPUS HeCET OTBETCTBEHHOCTb 3a BbINO/IHEHUE YCTaHOB/IEH-
HbIX 06513aHHOCTel. B He6onbLIMX opraHn3aunax paboTHNK 06bIYHO BbINOMHAET JOMOHUTE NbHbIE 0653aHHO-
CTN B Ka4eCcTBe opraHa obecneyeHns aoBepus, Toraa Kak KpynHble opraHmsauun MoryT mMmeTb cneunanbHOro
paboTHMKa C 0653aHHOCTAMM, BO3/IOXEHHBIMY TONbKO Ha OpraH obecneyeHuns fgosepusi. bonee kpynHble opra-
HM3auun 06bIYHO Ha3HavatoT OJHOrO U3 pykoBoAUTeNel BbINOMHATL PYHKLMK opraHa obecneyeHns gosepus
1 oTBeYaTb 3a BHe[peHve MeTofa obecneyeHns 4OBEPUS U NPUHATUE Pe3yNbTaToB OLEHKW [OBEpUs.

B 3aBMCUMOCTV OT OpraHusauuu nuLo, OTBETCTBEHHOE 3a OKOH4YaTes/lbHOe MPUHATUE pesynbTaToB f0-
BEPUA. MOXET Takke oTBeuaTb U 3a OYyHKLMOHMPOBaHue 06bekTa (To eCTb 3a BBOZ CUCTEMbI B IKCMIyaTaLuio
Unu 3a NPUHATME NpefocTaBneHHoW ycnyru). CnepoBaTtesibHO, opraHy o6ecneyeHust 4OBEPUS YacTo npu-
XOAMUTCA BbINOMHATL AElCTBUSA, HanpaB/ieHHble Ha OCOBEHHOCTW paBHOBECUS MeXAy CTeneHblo, ry6uHoN
peanusauuun JOBEPUS N CTOMMOCTbIO, @ Takke NPOAO/KUTENIbHOCTLIO OLEEHOYHOW feATeNlbHOCTH, CBA3aHHOM
C 3TOi peanusauueil.

5 BbI6op goBepusi K 6e30nacHoOCTU

Bbli6op MeToaa obecneveHus foBepus k 6e30NacHOCTU U COOTBETCTBYIOLLEN CTENEHN [OBEpPUs ABNSET-
CSl peLleHVeM, KOTOpoe OCHOBbLIBAETCS Ha U3Y4YeHUU MONUTUKM [OBepus K 6e30MacHOCTV opraHusauyuu, 6ms-
Hec-Tpe6GoBaHuii 1 BUAa o6bekTa (MpoaykTa, npouecca, OKpyxatoweli cpefdbl, CUCTEMbI, YCYTX UM Nepco-
Hana). Hanpumep, HekoTopble MeToAbl obecrnevyeHns AoBePUs NMPUMEHMbI TOMIbKO K npoueccam (Hanpumep.
SSE-CMM (cm. MICO/M3K 21827)]. B TO BpeMs Kak gpyrne — k npogykram (cm. NCO/M3K 15408).

BbI6paHHbIl MeTog 06ecneveHunss 4OBepUst AO/HKEH OGbITb COBMECTMM C OKPYXatoLLLed cCpefoit opraHusa-
Luun 1 o6nagatb CNoCOBHOCTLIO NPOBEPATL TPebyeMble XapakTePUCTUKN Ha CTafUSAX XXU3HEHHOTO LKia 06b-
ekTa. MNpu BbIGOpe MeTofa o6ecneyeHns OBepUs HeO6X0AMMO yUnTbiBaTb UMEIOLLMECS pecypCbl (BPEMEHbIE)
KagpoBsble, PUHAHCOBbIE U T. A4.) 415 06ecneyeHns COOTBETCTBMSA UCMO/Ib30BaHHbIX PECYPCOB BUAY U CTEMEHN
nony4yeHHoro gosepus. Hanpumep, obecneveHne o6bekTa C HWU3KOW cTeneHbio oBepus mepamu 6e3onac-
HOCTW CTOMMOCTbIO NATbAECAT ThiCAY A0/11ap0oB 6bI/10 6bl HelenecoobpasHo. AHa/IOTMYHO HeT Heobxoan-
MOCTM BblOMpaTb OLLEHOYHbI MeTog obecneveHus gosepus (to ectb TCSEC, ITSEC, CTCPEC, cm. CO/
M 3K15408). korga BrnosHe npuemnem 6onee KOPOTKuiA MeToa (Npy yCnoBun Heoba3aTenbHOCTN NPUMEHEHNSA
meToda obecneyeHns AOBEPUS K OLLEHKe), NO3BONSAIOLWMIA CIKOHOMUTL MecsLbl paboyero rpadukal*. Ana He-
KOTOpbIX OpraHu3auuii (Hanpumep, rocyfapCTBEHHbIX YYpexaeHuii) TpebyeTcs BbIGOp NOCTaBLUUKOB, paspa-
60TaBLINX OLEHEHHble NPOAYKTbI 6e30MacHOCTU, a Takke UCMNO/b30BaHMe 3TUX NPOAYKTOB AN NOSyYeHus

1* YnpoLyeHHble MeToAbl AeMOHCTpaLMUM cyTh 6e3 ykasaHus pakTuyecknx CyMM U NepuogoB BPEMEHU B OTHOLLE-
HUW ONpesesieHHOro MeToLa o6ecneyeHust 4oBepus.

10



FOCT P 54581—2011

foBepus. TpeboBaHUii NO NPUHATUIO PELLIEHNS B OTHOLLIEHWIN BbIGOpa NOCTaBLLMKOB MOXET 6bITb HEMHOTO, YTO
No3BONSAET C3KOHOMUTL 6O/IbLLYIO YaCTb PECYPCOB NPU PacCMOTPEHUN BapyaHTOB MOCTaBLLMKOB.

Hanpumep, yacTHas opraHusauusi MoOXeT ucnosb3oBaTe MeTog SSE-CMM (MCO/M3K 21827) pns cos-
[aHva foBepus K ee KOpPNopaTMBHOMY Be6-caliTy ¢ Lenbi NpefoTBpaLleHns HecaHKLMOHUPOBAHHOMO [0-
CTyna K ero YacTHOli flokanbHol ceTu. 4nA aToro TpebyeTcs OLeHKa NpoLLeccoB, CBA3aHHbIX C pa3paboTkoi,
BBOJOM B fleficTBMe U hyHKLMOHMPOBaHNEM Beb-caiiTa, BKIoUasa NpoLecchl akcnayarauum 1 peanusauymm no-
nnTrK 6e3onacHocTn. Ha ocHOBE MOMyYEHHbIX AaHHbIX (HOPMUPYETCSH aprymMeHT AOBEPUS BMECTE C YPOBHEM
3pesiocT BO3MOXHOCTel opraHusauun [SSE-CMM (MCO/M3K 21827)]. na 3TOro A4O0CTaTO4HO UCMONb30BaTb
meTof obecrneuyeHns AoBepusi, NOCKO/bKY opraHy obecrneveHus foBepus TpebyeTcsa paccMOTpeTb TONbKO
BHYTPEHHIOI NOSIMTUKY AOBEPUS OpraHm3almmn k 6esonacHocTv. BTopbiM npymMepoM SBNSIETCS rocyapCTBeH-
HOe yuypexieHue, KOTopoe MCNnosib3oBasio Metof obecnedeHus gosepus no NCO/M3K 15408 ana copmu-
poBaHWA BbICOKOW CTeneHn [oBepus, Tak Kak OT Hero TpeboBasioCb UCMO/Mb30BaHNE MMEHHO 3TOro NoaxoAa
[NA BbINOMHEHNA crieumnasnbHbIX Tpe6oBaHW rocyaapcTea no obecneyveHunio 6esonacHocTy. JaHHblli npumep
[EeMOHCTpUpYeT CTeneHb 3aBUCUMOCTM opraHa obecnevyeHus AoBepus OT TUNa opraHusauun n ee noanTuK
6e3onacHocTn. He fenaeTca HVWKakuX yTBEPXAEHW OTHOCMTEsIbHO TOro, KakoW meTog nydwe unm obecne-
ymBaeT 66NbLUYI0 CTeneHb AoBepus. B cnyyae, ecnu cywecTsylolas noautvka Wan pernameHT He npef-
nUCbIBalOT UCMOJIb30BaHWe onpefiesieHHoro MeTofa 1 He 3afaloT ypoBeHb l0BEpUs, UX BbIGOp npuxoauTcs
OCYLL,eCTB/ATL B MpoLecce BbINOSHEHNA TpeboBaHW AOBEPUS, KOTOpPble COOTBETCTBYIOT 3aaHHbIM TpeboBa-
HUAM 1 SBNATCS PyHKUMeR Leneli 6e3onacHocT. OfHaKO CyLecTByeT BEPOATHOCTb BbISIBIEHUA CUTyaLun
npu MeHeg)XMeHTe puckoB 6e3onacHoOCTy, koraa TpebyeTtcs obecneunBaTtb 66bLUYI0 CTeneHb fosepus. Ecnn
MeHe[XXMEeHTY pUCKOB 6€30MacHOCTV MPUXOANTCA UMEeTb Aeflo C BbICOKUMWU YPOBHSAMMW HeonpeAeeHHOCTH,
TO NOBbILLEHHOE AOBEPUE MOXET CNOCOOGCTBOBATL CHUXKEHUNIO 06LLEl HeoNpeaeNeHHOCTU U, TakuM 06pasom,
06LLEMY CHUXEHMNIO pUCKa 6e30MacHOCTH.

CnepyeT OTMeTUTb, YTO Aaxe B C/lyyae 0653aTeflbHOr0 NMPUMEHEHUs MeToga obecneyeHus [oBepus
MOTYT 6bITb NOSIE3HbI HEKOTOPbLIE BOMPOCHI, HANpPUMep:

a) yemy AoBepATh;

b) KakoBa CTeneHb AoBepus;

C) Kakylo 1abopaToputo OLEHKN UCNONb30BaTb.

d) Kakvie ycnyru no ceptudukaumm n attectalmm ucnonb3osarb?

CylecTByeT MHOIO pasfivyHbIX MOAXOA0B M METOA0B obGecneyeHns AOBEPUS, U NNLIb HEKOTopble U3
HUX pernameHTUpoBaHbl U NPUHATLI NOBCeMeCTHO. CnefoBaTtenibHo, A48 Bbibopa U NPpUMEHEHNs Kakoro-nnbo
MeTofa obecneyeHusa fosepusa npasoobnagatensiMm noTpedyoTca pekoMeHaaumm.

5.1 Cneuyudukaumna TpeboBaHnin foBepus

Mepen BbIGOPOM W/MNKM NpPUMeEHeHVeM MeToA0B obecneveHus foBepusa cnefyeT cneunduLMpoBaTb
TpebosaHus gosepus. MNog atn cneyndmrkauuy nognagatoT pasnnyHele meTogbl. Mpoueaype Beibopa MeToga
ob6ecneyeHuns [oBepus NpealecTByeT aHanus TpeboBaHuWii oBepusi K 6€30MacHOCTV OpraHnsaumm, a TaKke
TpeboBaHunii, NPoAbABASEMbIX K OLLEHKE PUCKOB 1 yrpo3. TpeboBaHWss MOTyT Takke BKIYaTb B ceba aHanu3
pervoHasibHbIX acnekToB ¥ HEKOTOPbIX acnekToB 6u3Heca, HanpuMmep ecnu notpebutento TpebyeTcs Takol
cneumnduyecknini nogxos k obecneyeHmnio oBepus, kak ucnonb3osaHne TpebosaHnii NCO/M3K 15408 B ue-
NAX yAO0BNETBOPEHNA BHYTPEHHMX TpeboBaHuii opraHmsauumn nnv TpeboBaHnii K NocTaBkam Ha PbIHOK.

[ns wn3ydeHns TpeboBaHWi opraHu3auuyM UM pbiHKa cneuudunkauns TpebosBaHuii AoBepUs MOXeT
BK/NtOYaTb B Ce6A BapuaHTbl, TakMe Kak NpusHaHue uan npuHATMe Metoda obecrneyeHns [oBepus Uan cucte-
Mbl OLleHKV [,OBEPWS, B3aMMHOE NpU3HaHne MeTofa Wam CUCTEMbI OLEHKN 1 MUHUMAasbHbIA YPOBEHb [OBEPUSI.

Hanpumep, TpeboBaHWA MOryT BKOYaTb B Ce6A OrpaHMyYeHns Mo CTPOrocTW BbIMOSHEHWSA npouecca
pa3paboTkn n/unu TpeboBaHMA K NOUCKY NOTEHUMabHbIX YS3BUMOCTEW 6€30NacHOCTU 1 aHann3y Kx Bo3aei-
CTBUSA.

Korga 06bekT nMeeT Takme MexaHn3mbl 6€30NacHOCTH, Kak naposib Uan Xaww-hyHKums, TpeboBaHns o-
Bepus MOTyT cneuuduumMpoBaTb MUHUMa bHbIA YPOBEHb CTOWKOCTW, COOTBETCTBYIOLMNIA 3aABNEHHBIM LensmM
6e30MacHoOCTu.

Cneumdukaunm Tpeb6oBaHunii 4OBEPUA AO/KHbI YUNTbIBATL BCe TpebOoBaHNA opraHmsaunmn n cogepxarb
BCE B3aMMHO NoffepxusatoLline KOMMNOHEHTbl JOBEPUs, Takme Kak [OBEPUB K KOPPEKTHOCTU U foBepue K
adphexkTnBHOCTM. Bonee Toro, cnepyeT AeTanusMpoBaTb COOTBETCTBYHOLME MOAXOAbI M MeToAbl obecnevye-
HMA AOBEpVSA, a Takke yunTblBaTb OpraHbl o6ecnevyeHns foBepus, ux 0653aHHOCTH U UCMONb3yeMble KaHaslbl
CBA3N.
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5.2 3KoHOMUYecKue BOMNpPOChHI

OG6bIYHO joBEpUE ABMSIETCA 3aTpaTHLIM PecypcoMm, BedylM K n3gepxkam. Bonee Toro, goBepue cBsi-
3aHO cKopee C NoTepsiMu, Yem C AOXOA4AMU UM Kakol-1m6o Bbirogoii. CnefoBatesibHO, PeHTa6enbHOCTb UH-
BECTMPOBAHUS B HETO ABMSIETCS He U3MepsieMoi, a TMNoTeTUYECcKol BenMuMHOW U ee MOXHO CpaBHUTL CO
CTpaxoBbIMU MoTepsimu. [axe ecny NOCTaBLYMK aMOpTU3MpYeT U3LepXKU Ha oGecrneveHue OBepust K He-
KOTOpPbLIM NpogykTam 6e3onacHocT WT. TO MOXeT NoTpe6oBaThbCsi HECKOSIbKO /1eT A/l BO3MELLEHUSI CTOM-
MOCTV WMHBECTULUI B 3aBUCMMOCTM OT BbiGPAHHOTO MeTofa o6ecneuyeHusi U TpeGyeMoro ypoBHsl JOoBepus.
MpenMyLLecTBO, NOMyYaeMoe opraHu3almeli OT BIOXEHUs1 peCypcoB B 06ecrneveHne AOBEPUS, He SBMSIETCS
0YEeBUHbLIM A5 Nlofell, He3HAKOMbIX C BONpocaMu 6e30nacHoCTH, U. CefoBaTelbHO, MOXET NOTPe6oBaTbLCs
ncuepnbiBatolLee 060CHOBaHNE, KOTOPOE [OKHO GbiTh NPEACTAB/EHO B HAZNEXaLleM BUAE 415 NOyYeHnst
0[l06pEHNSI PYKOBOACTBOM OpraHusaLmu.

[nsi pasHbIX ayauTopuii UCMONb3YIOTCA pas/iMyHble TUMbl 4oBepusi. HanpumMep, gosepue, o6ecneumsa-
eMoe rapaHTuiiHbIM 0643aTeIb,CTBOM, SIB/IIETCA HEe3HAUUTE IbHLIM A5 N0/1b30BaTe st CUCTeMbl NMpU ee ocTa-
HOBKe. HO UMEET 3HaueHne A5l PyKOBOAUTESS, ONaynBaloLLero CToMMOCTb NPOCTOSt CUCTEMbI. AHANOTUYHO
[ioBepuB, ob6ecneuynBaemMoe rapaHTueli TeXHUYECKO MoAAEepPXKM CUCTEMbl B Cllydae ee Bbixoda M3 CTpos,
ABNISIETCA He3HAUNTEIbHBIM NPU HOPMA/IbHOM ee (PYHKLMOHUPOBAHWUU, HO ByAeT UMEeTb CYLLEeCTBEHHOE 3Haue-
HUe A5 NPOVM3BOACTBEHHOIO NpoLiecca B C/lyyae HapyLLeHust ee (hyHKLMOHUPOBAHNSI.

Bce TUNbl OBEpUsi 06ecneunBaioT pas/imyHble NPeMMyLLecTBa pasHbiM NoapasaesieHUsiM opraHm3auuu.
OTCyTCTBME OLLEHKM 3TUX Pas/INyHbIX NPeuMyLLecTB 06ecLeHMBaeT pesy/bTaTkl NoJly4yaeMoro JoBepus.

®aKTUYeCckn foBepue yMeHbLIAET HeonpeAeneHHOCTb, Mo kpaliHeli Mepe, B OTHOLEHWU YA3BUMOCTE
NPOAYKTOB U/IN YCAYr, CBSI3aHHbIX C 06ecneyeHnem 6e3onacHocTu UT. HeonpeaeneHHOCTb UMEET OTHOLEHUE
KO BceM (paktopaMm, UCMo/Ib3yeMbIM B OLeHKe pucka 6e30macHOCTU. Takum o6pasom, CHUXEeHUe Heonpege-
NIEHHOCTU o6neryaeT cocpeOTOUEHNE Ha acnekTax, NPeAcTaBAsoWmUX HanGoNbLLUIA PUCK AN1S OpraHM3auuu,
YTO flaeT CyLeCTBEHHOE NPENMYLLECTBO OpraHu3alum u o6ecneymBaeT BbIrOfHOE B/IOXEHWE €€ PECYPCOB.

5.3 OpraHunsaunoHHbIE BONPOCHI

BaxxkHO ymeTb pacnosHaBaTth cpesy 6e30nacHOCTV W. B HACTHOCTM, NOHMMAaTb, YTO TpeboBaHuMA goBepus
OTpaxaloT KynbTypy v 6u3Hec-TpeboBaHna opraHusauuu. NMoHumaHve TpeboBaHmMii opraHm3auuy Heo6xoaAMmMo
ONA NPUHATUA pelleHns 0 NpremsIeMoCcTn OnpefenieHHoro meToda obecneveHns gosepus W/wunm focTaTou-
HOCTU foBepus. MNonnTrka opraHusauun Jo/xHa pernameHTupoBaTh:

a) cnocob onpefensaTtb Tpeb6oBaHMa 6e30NacHOCTU:

b) 06CTOATENLCTBA, NPU KOTOPbIX 06BEKT AO/HKEH ObITb CEPTUANLIMPOBAH Ha COOTBETCTBME TpeboBa-
HVAM KOHKPETHOro ctaHgapra:

C) cTaHAapTbl, HA COOTBETCTBUE TPEHOBAHNAM KOTOPbIX AO/MKHLI CEPTUANLNPOBATLCS 06bEKTDI;

d) cTeneHb foBepuns, He06X0AMMYIO 418 NpoueAyp cepTudmkaummn Npu 3afaHHbiX YCI0BUAX;

e) 06sA3aHHOCTM opraHa obecneyeHns goBepus;

f) obcTosATENbLCTBA, NPU KOTOPLIX HEOOXoAMMa aTTecTaunst 06 bEKTOB.

Hanpumep, rocygapcTBeHHas opraHusaLns MoXeT NPUHATL peLleHmne o cneundmvkalmn n KOHTpose Npo-
Lecca cepTudukaLmm B KOHKPETHbIX ycnoBusax. OHa MoxeT pa3paboTaTb BCe acnekTbl 3TOro npouecca, Takue,
Hanpumep, kak MeToapl obecneyeHnss 4OBEpPUsi, KpUTepum (CTaHgapT), PyKOBOACTBO MO UCMO/Ib30BAHUIO CTaH-
fapTa u faxe ypoBeHb Tpebyemoro gosepus. OgHako opraHy obecneyeHns AOBepus K akkpeautauum Tem He
MeHee NpuAeTca NPUHMMATL OKOHYaTe /IbHOEe peLleHne No NpuemMaemMomy AOBEPUIO U HECTU OTBETCTBEHHOCTb
3a pecypcbl 1 rpadvk BbINOHEHUS paboT. Mo cpaBHEHUIO C rocyAapCTBEHHON opraHu3aumeli Ana nposege-
HUSA pa3paboToK YacTHas opraHusauua B pamkax CBOe opraHu3auuy MOXeT npegnovecTb HedpopMasibHbii
MeToZ, obecrneyeHuss 4OBepUsl, ecsim oT ee opraHa obecneyvyeHnss AoBepus He TpebyeTcs BbINOSIHEHME COOT-
BETCTBMSA BHELUHNM TpeboBaHNAM 6e30nacHOCTU. MOAUTUKN OpraHn3aummn BaxHbl 418 onpegeneHns Toro, 4To
noTpebyeTcs opraHv3auuy Npu BepudukaLm npueMaemMocTu 4na Hee mep 6e30nNacHOCTY.

5.4 Tun gosepusa

Mpy paccMoTpeHUr KOMBUHALMK HECKOSIbKX METOA0B 06ecneyeHst [OBEPUS A5 KOHKPETHOTO 06bek-
Ta Nydiie BCero nocTpouTb MOAe b f0Bepust K 6e30NacHOCTY /15t 4EMOHCTPALMM TOr0, KaK pas3/inyHbIe TUMbl
foBepusi 6yayT B3aumogelicTBoBaTb A5t o6ecrnedyeHus o6LLEro AOBepUsi, CBA3AHHOTO C 0GLEeKTOM. 3aTem
Mofesb [OBepusi K 6e30MacHOCTM MOXHO MOCTPOWTb M3 Pas/IMuHbIX COCTaBHbIX 3/1IEMEHTOB MOAENN foBe-
pUsl. Kaxgas U3 KOTOPbIX COOTBETCTBYET KOHKPETHOMY MOAXo4y K o6ecrneueHnio 4oBepus (To ecTb LOBEPUB K
OLEHKe, fOBepMe K npolieccy, foBepue K pa3paboTke). Takum 06pa3om, B MOZeNM A0Bepusi K 06bekTy, npes-
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CTaB/IEHHOW KOMGUHALWEl HECKONbKMX OTAENbHBIX MOAENE AOBEPUS, pacCMaTPMBAIOT TO, KaK COCTaB/EHbI
3T MOAEeNw, He3aBWCHUMO OT CTafunm o6ecneyeHusi AOBEpUsi, K KOTOPOK OHU MpUMeHsIUCh. [lanee MoxeTt
CNy4YNTbCS TaK. YTO Kakoi-nn6o TvN JOBepWsi K GE30MaCHOCTU, CBSI3aHHbIA C 06BEKTOM, HE MpefHasHaveH
HanpsiMylo criefyolemMy nosiyyatesiio 06bekTa, a UCMosib3yeTcs (hakTUYEeCKkn A/1i KOHEYHOTo MoslyyaTens.
Mogefilb MOXET YeTKO YCTaHOBUTb 3TO M NOMOYb 06ecneunTb DOPMUPOBaHME TOUHOM KapTuHbI A0BepUs K 6e3-
0NacHOCTU A/1s1 KOHEYHOTO NosyyaTens.

3aTtem 415t YyNpoLLEeHUst CPaBHEHUS MOAENEN AOBepUs Kaxaas U3 Mogeneil MoxeT cneluduumpoBats
TAN U CTeneHb JOBepusi ANl KOHKPETHOW CTaAun XW3HEHHOTo Lukna o6bekta. Mogenb fAoBepust K 06bek-
Ty 06beAVHsAET OTAe/bHbIe MOAENV NOCPELCTBOM M3/IOXEHUSI aNlbTEPHATHB U NPEOCTaBMIEHNS NIOTMYECKOTO
060CHOBAHUS /19 ONUCAHWSA NOSTYYEHHOTO LOBEPUS K OGBEKTY.

5.5 TexHuuyeckne BOMpoCHI

CyuwiectByeT 60nblUoli BbIGOP MeTOAOB obecneyeHus [OBepusi, KOTOpble NpegsaraldT BO3MOXHOCTb
onTMMM3aUUN 3aflaHHbIX UHTEPBA/IOB BPEMEHM M UCMOMb30BaHUA pecypcoB. MeTog obecneyeHus foBepus,
noaxoAsAwWmin Ans o6bekTa unn ero atpubyToB 1 npegHa3HauyeHHbIn 415 OLeHKN, cneayeT Bbloupatb u3:

a) mMeToA0B 0b6ecneyeHns LOBEPUS, NPUMEHUMbIX UCKTHOUUTENBHO 15 KOHKPETHbIX 06bEKTOB UT. Taknx
Kak 6e3onacHble annapaTHblie cpeAcTBa UM NporpamMmmHble NPoAyKTbl UT. cucTemsl, CETU, MEPCOHasI, YCyru
nT o,

b) MeTof0B 0b6ecneyeHnss 4OBEPUS, NpeAHa3HaYeHHbIX CneunanbHo 415 NPOoLEecca XXU3HEHHOTO LMKNa;

C) MeTofoB 0b6ecneyeHnst OBEPUS,, OCHOBAHHbIX Ha NPaKTUYECKOM OnbiTe U (PakTUYECKOM MpUMeEHe-
HUN.

MprvmeHeHve mMeTofa obecrneyeHns AOBEPUS A5 OLEHKA 06BbEKTAa MOXET NPUBECTM K NOyYEHUIO pas-
HbIX TUMOB UK CTeneHel (YpoBHe) O0BEPUA BCNEACTBUE BO3AENCTBUA cnefyowmnx akTopoB, KOTOpbIE He-
06X0AUMO YUNTbIBATb:

a) vmeloLmecs HeJocTaTKy 06BbeKTa UK ero XxapakTepucTUKn:

b) pasmepbl K CNOXHOCTb 06BbEKTA.

C) pasnuuus B MpUMEHseMbIX MeTogax obecneyeHns goBepus;

d) cBsi3b NpMMeHeHUs mMeTogda obecneyveHust LOBEPUS C OTPaHNYEHUAMM MO CTPOrocTU Unn obbemy pa-
60T;

€) uenn 6e3onacHoOCTH:

0 KOHKpEeTHble YCNOBUS.

) KOHKpETHble CTaAumn XU3HEHHOro uukna UT;

h) BO3MOXHOCTb KOMOGMHALMKN C APYTMI METOAAMM.

JononHutensHoe foBepune K 06bEKTY MOXHO NOMYYnTb NyTeMm:

a) yrny6/eHHbIX 3HaHUA 0 NpeAblAyLWw X PyHKLUMOHAIbHBIX BO3MOXHOCTAX UT;

b) n3yyeHns nHdopmaumm 06 ynyyweHHbIX YHKLMOHAIbHbIX BO3MOXHOCTAX MexaHn3MoB obecneuve-
Hua 6e3onacHocTu UT.

Kaxgblii meTos obecneyeHns AOBepusi NPUMEHSAETCA B 3aBUCUMOCTU OT MMEHLLMXCA NPEUMYLLECTB 1
HeJOCTaTKOB, a Takke OT yyeTa MHAUBUAYanbHbIX TpeboBaHnii 6e3onacHocTM. HeobxoamMmMo NOHATb, Kak mMe-
Tof o6ecrneyeHns 4OBEPUS yCTaHaB/IMBAET AOBEPUE C Lie/blo NPUHATUS peLleHns, COOTBETCTBYET NN TOT Un
MHOIi MeTog obecneyveHns foBepus TpeboBaHUsIM f0BepUs K 6e30NacHOCTU.

Hanpumep, npy ncnonb3oBaHWM CUCTEMbI, COCTOALEl M3 Habopa NPOoAyKTOB (YPOBEHb AOBEPUS K KO-
TOPOMY MOXET 6biTb U3BECTEH WM HE W3BECTEH, WK MPUHAT M3-3a UCNOJIb3yeMoro meToAa obecneyeHus
[oBepust), MAeHTUNLMPYEMbI/ YPOBEHb A0BEpPUS 0ObIYHO ONpeaenseTcs NocpeacTBOM cepTudukalumn aTom
CMCTeMbl Nepeg akcnayarauuen.

Ha npuHATME pelleHus BAUSIOT Takke TEXHUYECKMe acnekTbl, MOCKOMbKY HEKOTOPble MeToAbl obecne-
yeHus goBepusi 6osee NOAXOAAT AN NPOCTbIX, YEM C/IOXKHbIX 06LEKTOB. Hanpumep, 06bI4HO fierye Bepundgu-
LMpoBaTb 06bEKT C MUHUMATbHBIMU (DYHKLMOHA/TbHBIMU BO3MOXHOCTAMM (TO €CTb ThICAYM KOAOBbLIX CTPOK) 1
Nony4nTb pe3ynbTaT C BbICOKOW CTEMEHbIO f0Bepus, YeM BeputnumpoBaTb 06BbEKT J0BEPUSA C MHOXECTBEH-
HbIMW PYHKLMOHA/TbHBIMU BO3MOXHOCTSIMUW, MPEeACTaB/EHHbIA MUIIMOHAMMW KOAOBbLIX CTPOK.

Tvn 1 ypoBeHb A0BepUsi, NOJTyYeHHble onpeAeieHHbIM METOAO0M, ONpeaesAoTCA XapakTepucTmkamm no-
CnefHero, To eCTb KOHKPETHO TeM. Kakne CTafun XU3HEHHOTO LMKNa 1 31eMeHTbl 6e30nNacHOCTY OLeHUBaUTUCH.

5.6 PaccmoTpeHue BONPOCOB ONTWMMU3aL MK

PeweHne no Bbl60py HeO6XO,EI|MMbIX MeToaoB obecneyeHus AoBepua KU cteneHn aosepus He NPUHN-
MaeTCsA NOJIHOCTbK Ha Haquoﬁ OCHOBE€, MNO3TOMY OpraHy obecneyveHns aosepuda ona onpegeneHnsa paumo-
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HanbKoi KOMBMHaUMM MeTOA0B 06ecneyeHnss AOBEPUS U CTEMEHN A0BepUsi TpebyeTca pewlaTb BONpoc 06 nx
[0CTaTOYHOCTM A1 COOTBETCTBUSI TpEGOBaHMAM OopraHu3aunn. B aTom criyyae HE06X0AUMO YUUTbIBaTb aTpu-
6yTbl cuctem UT n MmeTofoB obecrneyeHuss 4oBepus.

Mpy NpYMEHEeHUN HeCKOsIbKMX MEeTOA0B o6ecrneyeHns foBepus GoNbluee 3HaYeHWe UMeT pesynbTa-
Tbl. MOJlyYEHHbIE NPU UCNOb30BaHMN NOCNEAHEr0 MeToAa obecneyeHust 4OBEpUs, MPUMEHEHHOTO Henocpea-
CTBEHHO Nepej, oKkoHYaTenbHOl npreMkoii obbekTa. CrnegoBartefnibHO, OopraH obecrneyeHns 4OBEpPUs JO/KEH
oLeHMBaTb TekyLie pesynbTaTbl NPUMEHEHUA NOC/NefHEero MeToAa obecneyeHus fLOBEpUs, U eMy MOXeT no-
TpeboBaTbCa 3anpoc No 060CHOBaHWIO NPUMEHEHWSA, €CN pe3y/bTaTbl NPYMEHEHUs NpeablayLuiero MmeToaa
obecneyeHns [oOBepusl okasanucb HeyfoBneTBOpUTENbHbIMU. Bonee Toro, B kKayecTBe OCHOBaHMSA A1 MO-
cnefHero feiicTena no obecneyeHnto foBepus 3T pesynbTaTbl 6yAyT NOMIHOCTLIO ONPeAeNATLCA XapakTepu-
CTUMKaMN (DYHKLMOHUPOBaHUSI 06bEeKTA.

[oBepwve gonyckaetcs obecneunBarb No3TarnHo, HanpyMep Yepes nocTaBsLiMKa NpodykTa 6e3onacHocTu
WT. nHTerparopa cuctem wnm nposaligepa ycnyr B BUAE Kakoi-nnbo rapaHTum uav rapaHTuiiHoro obssatesib-
cTBa Mo (PYHKLMOHMPOBAHMWIO MPOAYKTa UK YCyru.

B oTHOLWeEHUN oTAebHbIX 06 LEKTOB C COOTBETCTBYHOLLMM YPOBHEM AOBEPUS creayeT OTMETUTb, YTO WX
MHTerpaums B UX OKOHYATE/IbHYIO LiefIeBY0 cpejy, Kak NpaBuio, oTpuuaTenbHO BO3AENCTBYET HA UTOrOBbIl
YypOBEHb A0Bepus Kk 6e3onacHocTu. CrnefoBartesnibHO, MOTyT NOTpeboBaTbCA AOMNOHUTE NbHbIE AeACTBUSA ANs
obecneyeHune goBepus.

6 BasoBas CTpyKTypa aoBepus

6.1 Mopgxop k obecnevyeHnto josepus

MeToabl o6ecneyeHns AOBEPUS MOXHO KnaccuduumpoBaTb MO TPEM C/eAyoLMM BbICOKOYPOBHEBbLIM
noaxoaam K o6ecneyeHmno JoBepUs:

a) oueHka o6bekTa AoBepUst NOCPeACTBOM OLleHVBaHWUA 1 TECTUPOBaHUS;

b) OLeHka NpoLLeccoB, UCMOb3yeMbIX 418 pa3paboTkm 1 co3faHns 06bekTa;

C) oueHka cpefbl, Takol, HanpuMep, Kak nepcoHan n obopygoBaHue.

OueHka 06bekTa (MpoaykT, cMcTemMa, ycnyra) BkIloyaeT B cebsi npouedypy ero nposepku. B gaHHOM
cnyyae aTMMu MeTodamu obecneyeHus [oBepus NPOBEPSAITCS 06bEKT U CBA3AHHASA C HUM NPOeKTHas AOKY-
MeHTaLusa no 6e30nacHoCcT!, He3aBUCKMO OT MPOLLECCOB pa3paboTku.

OueHka TEeXHOMOMMYEeCcKoro npouecca BkIOYaeT B Ce65 NPOBEPKY OpraHu3aunoHHbIX NPOoLeccoB, WC-
nonb3yembix [718 NPOVM3BOACTBA W 3KCNyaTaumn obbekTa B TEYEHWEe ero XW3HEeHHOro umkna (paspaboTka,
BBOJ B AileiicTBMe (pa3BepTbiBaHNe), foCTaBka, TecTMpoBaHue, o6cnyxnsaHve, nukengaums v 1. a.). flosepve
JocTuraeTcsl NOCPeSCTBOM AONYyLLEeHWS, YTO OpraHu3yemble NI0AbMY NPoLecChl BAMSAIOT HAa KayecTBO paspa-
60TKM 1 BHepeHus o6bekTa u. cnefoBartesibHo, B pesysibTare obecneyeHns fosepus K 6e3o0nacHoCTV peanu-
3ytoTca B 06bekTax 6esonacHoCcT AT u ero npuioxeHnsx.

OueHka BHeLUHNX hakTopoB Bk/oYaeT B cebs NMpoBepKy BAMSHWSA YCOBUIA OKpyXaloLwein cpeapl, BHO-
CAWMX BKNag B KAYeCTBO MPOLLECCOB NPOM3BOACTBA 06BLEKTOB (HENOCpeACTBEHHOW NPOBepkn obbekTa um
npouecca He npoucxoaut). K aTum chaktopam oTHOCATCA nepcoHasn u pusnyeckoe obopygoBaHue (418 pas-
paboTKW, NPOM3BOACTBA, [OCTaBKM, aKCnayaTauum U T. 4.).

MpumeuaHune — 0 CPABHEHUIO C BbILLEU3IOXKEHHLIM Tak1e MOAXOAbI K 06€CNeYeHmno JOBEpUs], Kak OBepue
uepes OLeHKy, NoslyyeHHoe Npu nNpuMeHeHun kputepues no VCO/MIK 15408. npepycmaTpuBaloT HEMmocpeAcTBEHHYHo
OL,EHKY KOHKPETHOTO 06beKTa 3aluUThl TPUMEHUTESIHO K €70 XXM3HEHHOMY LMK/TY W MPeAnaraoT yHUKaIbHY0 KOM6UHALMIO
TUNOB fOBepUs.

Mpumep — NCO/M3K 15408 npeaycmaTpuBaeT HENOCPEACTBEHHOE NCCef0BaHNe 06beKTa OUEHKN 1
obecneynBaeT B pe3y/fbTaTe JoBepue Yyepes OLEHKY, KOTOpOe ABAAeTCA COrfacoBaHHbIM Habopom Tunos
foBepusa K pa3paboTke, oueHKe n TecTupoBaHuio, Torga kak MCO 9001 opneHTMpOBaH Ha nccnegosaHne
Npon3BOACTBEHHbIX NPOLECCOB.

6.2 MeTogabl ob6ecneveHns gosepus

ISO/IEC TR 15443 paccmaTtpuBaeT LIMPOKUIA AranasoH CyLLecTBYOLWMX MeTOA0B obecnevyeHus foBe-
pus. MeTofbl obecneyeHVs [OBepuUs BKIOYaOT B cebsa odumumnasnibHble HauuoHabHble U MeXAyHapoaHble
CcTaHAapThbl, CTaHAAPTbI «Ae-HakTo» U Apyrue o6l enpuHATbLIe MeTobl, UMeloLe AN NCNob3ytoLue onpe-
[eneHHbl N cuctemMaTnyecknin meTog,

14



FOCT P 54581—2011

Mprumepom cTaHfapTa «ae-hakTo» ABnseTca MmeTog oueHkn SSE-CMM (SSAM), koTopblii siBnsieTcs
JeTanbHO [AOKYMEHTUPOBaHHbLIM MeTOAO0M ob6ecneyeHus AOBepus: O[HAKO OH He AB/AETCA HaLWMOHASIbHbIM
UM MexayHapogHbIM cTaHgapTom. MNpumepoMm Apyroro ctaHjapTa fe-akTo ABnseTcs meTog obecneveHns
nosepus TPEP (HagexHblii npouecc oueHnBaHna npoaykta). HecmoTpsa Ha To. uTo TPEP aABnsieTcs pacnpo-
CTpaHeHHbIM CTaHAapTOM, YCMELHO UCMO/b3yeMbIM HEKOTOPbIMU FOCYAAapCTBEHHLIMU YUYpexaeHuamMn ans
oLleHnBaHMA NpoaykToB 6e3onacHocTn UT. OH Takke ABMSETCA HefOoKYMEeHTMPOBaHHbIM Chneumann3npoBaH-
HbIM METOZIOM OLIEHUBaHUA.

Pesynbtatom npumeHeHWs MeTooB obecneyveHus [0BepPUS ABIAETCA BbIGOP KOHKPETHbIX TUMOB A0Be-
pvsa B 3aBMCUMOCTW OT HanpaB/IEHHOCTU 3TUX METOL0B Ha TEXHUYECKMe TpeboBaHWA 1 acnekTbl XU3HEHHOro
uMKna, 4to obneryaet nx knaccuduupoBaHne no nogxogam K obecnedyeHuno gosepus. MNMpumepsl HEKOTOPbIX
13 Hanbosiee LWMPOKO U3BECTHLIX METOAOB ObecrneyeHuss f0BepUss B COOTBETCTBUM C UX HANPaBMEHHOCTbLIO
1 NoAxoAoM npefcTaBfieHbl B Tabnvue 1. bonee nosHbiil nepeyeHb MeTofoB obecneyeHns gosepus byaet
npeactasneH B nocnegytowmx yactax ISO/IEC TR 15443. B koTOpbIx 6yAyT paccMatpuBaTbCs TEXHUYECKME
noApo6HOCTN U NX CPaBHEHME.

Ta6nunya 1 — Tpumepbl MeToA0B 06ecneyeHns foBepus

Mopxopa * obecneyeHmo Mpumepbl MeTooB obecneyeHrs AoBepus

HanpasneHHoCTb JoBepus

[[oBepus (COOTBETCTBYIOLLME KPUTEPUN U MOAESTb)
Mpouecc Mpouecc «kayecTBo U paspab6oT- WMCO 9000.
Ka» MCO/M3K 15504.
HCD.
SSAM [SSE-CMM(HCO/M3K 21827)]
O6bekT, npotecc, BpeHauHr — npusHaHue cupmbl, [peabicTopua paspaboTyunka
BHELUHWE yCl0BuUs npoussogaLleit KayecTBeHHble

06beKkTbl (Ha OCHOBe wcTopuye-
CKMX B3aMMOCBA3€el UIN AaHHbIX)

O6bekT CtpaxoBaHue (noanepxaHHoe [apaHTWitHOe 0683aTeNbCTBO
06513aTeIbCTBOM n3rotoBmTeNs
ncnpaenATb e ekTbl 06beKTa)

O6bekT Cob6cTBEHHAA Aeknapauns [Jeknapauus nocrasLiuka
BHelwHne ycrnosus KBanugumkauma v 3HaHus nepco- [podeccrmoHanbHas cepTudmkaumns u nmueH3nposa-
Hana Hue.
CpepcTsa 6e3onacHocTn
O6bekT HenocpeacteeHHasa oueHka 06b- CEM (MCO/M3K 18045).
ekTa (TSEM (ITSEC).

TPEP (TCSEC).

TPEP (CTCPEC).

HomuHanbHoe o6cnyxnsanme [RAMP (TCSEC)].
HomuHanbHoe o6cenyxusanune [RM (CTCPEC)].
[loBepuB k cepTudmKaLmmn N akkpeguTaLmu.
MCO/M3K 14598-1 OueHnBaHMe NporpaMmMHOro npo-

foykTa
O6bekT, npouece, YnpaBneHue 6e30NacHOCTbI0 CucTeMbl MEHeXMEHTa MH(OpMaLMOHHON 6e3onac-
BHELUHWE YC/IOBMS HOCTV — creundmrKaLms u pyKoBOACTBO N0 NPUMEHE-

Huto (BS 7799.2).
GISA/BSA PykoBoACTBO MO 3aluTe 6a30BOI IMHUN.
NCO/M3K 13335.
NCO/M3K 17799

6.3 AcCneKTbl XXU3HEHHOTO uukna

MockosibKy own6KK onepaTopa, 0TKasbl 060pyA0BaHUS, HOBbIE YSA3BUMOCTM M YrPO3bl MOTYT BO3HUKHYTb
Ha N60oi CTagnN XU3HEHHOTO LMKNa 06bekTa, 419 KaXA0i U3 CTaAuinl XKN3HEHHOTO LMKkna obbekTa [To ecTb
naes, paspaboTtka, MHTerpauusi, BBOA B AelicTBMe, aKCNyaTauns n yganeHune (nmkeugauus)] tpebyetcs obe-
cneyeHne cooTBeTCTBYlOLLEero fosepusi. CnegoBartenibHO, MeToabl o6ecnedveHunst 4oBepust AO/KHbI COOTBET-
CTBOBATb KOHKPETHbIM CTaAWSIM XXU3HEHHOTO LUKNa 06bekTa.
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®yHKUMOHANbHbIE AedeKTbl, U3MEHEHUA B TPeOOBaHNAX U HOBblE YA3BMMOCTW BAMSIOT Ha JOBepue u
TpebyloT Bocnpou3BefeHnsa Ux Ha 60/iee paHHMX CTaAusaX XWU3HEHHOro uukna obbekTa. CnepoBaTenbHo, B
MOZE/NN XXN3HEHHOTO LKNa o6bekTa cnedyeT BBOAWUTL NONPaBKy Ha Ha/l0XeHWe NOBTOPSALMXCSA CTaguiA unm
UTEepaTUBHYI0 B3aMMOCBSA3b MeXAy HUMMU.

[na nemoHcTpauun cBA3n MeTofoB obecneyeHns foBepus C TOW WU MHON cTafuell XU3HEHHOTO LiWK-
Na o6bekTa MCNoNb3ylT TUMNOBYID MOAE/Nb XW3HEHHOTO LMKIAa, NpefCcTaBleHHYl Ha pucyHke 1. 3T1a mo-
[eNb COCTOUT U3 YeTblpex OCHOBHbIX CTaAuii, AOCTATOYHO O6LMX A1 COMOCTaB/EHUA C /1060 KOHKPETHOM
MOZENbI0 XMU3HEHHOTo Lukna. XoTa rpaduyeckue npeActaBneHns Kaxgo ctagumn, npeacTaB/ieHHOW Ha pu-
CyHke 1. cXoxWu, BUAbl AeATeNbHOCTH 1 obpaTHasa cBA3b OyayT N3MEHATLCA BCIEACTBME YHUKA/IbHOCTY NprMe-
HAeMoro metofa obecneuveHus gosepus. Hanpumep, HekoTopble MeToAbl obecneyeHns JOBEPUS UCNONb3YIOT
hasy o6cnyxmnBaHusa (To eCTb HOMUHasIbHOe 06¢cnyxunBaHne TPEP) Ha cTaguun akcnnyatauum 45 obHapyxe-
HUS OTKa30B U M3MEeHeHNs TpeboBaHWii, KOTOpPbIe BISIOT TO/IbKO Ha fOBepue K aToW cTagun. [laHHbI nogxon
[EMOHCTPUPYeT BO3MOXHOCTb MOAAEPXKKA MOAESbI0 XXU3HEHHOTO LiMK/Ia KOHKPETHOro Metoga obecneyeHuns
[oBepus, KOTOpbIA ByaeT onpefensitb, AO/MKHA NN 06paTHas CBA3b OCYLLECTBAATLCS C ero CO6CTBEHHON cTa-
Avel nan ¢ HayasiomM cTaaun NPoekTpoBaHus/pa3paboTku obbekTa.

MpumeyaHns — Mojenb XU3HEHHOTO UMKNa, NpefcTaB/ieHHas Ha puUcyHKe 1. ABnAeTca npumepomMm Mogenu,
[EeMOHCTpVpYHOLLeli COBMECTUMOCTb C APYTMMU MOAENAMU XNU3HEHHOTO LMKNa 1 CTPyKTypaMun Ansa obneryeHnsa aHanmsa
MeToA0B obecneveHns gosepusa B pamkax ctaHgaptoB cepun ISO/IEC TR 15443. MNpegnucaHve unnm pekoMeHgauum uc-
nonb3oBaHNsA onpeAeneHHOR MoeNn XU3HEHHOTO LMKNa He NpesycMOTpPeHbI.

PucyHok 1— MeTogbl o6ecneyeHnsi fOBepusi TUNOBOV MOLENU CTaAWiA XN3HEHHOTO LyKkna

MeToabl o6ecneyeHns AOBepUS MOTYT ObiTb CNELUMUYHBIMK ANS KOHKPETHOW cTagun (Hanpumep, Ans
arTectauuy CUCTeMbI) UM NPUMEHSTLCS A5 HECKONBbKNX CTaAUM XU3HEHHOTO Liyka 06bekTa ,OBEPUS B COOT-
BETCTBUM CO cTaHdapTammu cepun NCO 9000. NCO/M3K 15408 n ctaHgaptom SSE-CMM (MCO/M3K 21827).

[N nonyyeHns MHTerpasbHOro pesysnbTarta foBepue, MoslyYeHHOe Ha Kaxoi CTaguu, AO/MKHO nepe-
HOCUTLCS Ha CreaytoLLyto cTaaunio, r4e OHO AONOMHSAET foBepue 3Toi cTagun. MeTog AONONIHEHUS JOBepUst
NPUMEHSIOT A0 Noc/negHel cTafun MOLENN XWU3HEHHOTO LMKNa, KOTOPOW ABnAeTcs cTaAvs aKcnayatauuu,
npeacTaBneHHas B TUNOBO MOAENMN CTaAMi XXUIHEHHOTO UMKAa, NPUBEAEHHON Ha pucyHke 1

6.4 ConocTaBneHve foBepus K 3 DeKTUBHOCTN C JOBEPUEM K KOPPEKTHOCTU

Mpy o6ecneveHnn LOBEPUA K KOPPEKTHOCTU faeTcs CCblfika Ha OLEHKY 0GbeKTa C Lieflblo Bepucmkaumm
KOPPEKTHOCTW ero BHeAPEHUS B COOTBETCTBUM C NPOeKTOM. HanpoTus, goBepue K 3ahheKTUBHOCTN OTHOCUTCS
K CNOCOGHOCTM (PyHKUMI 6e30nacHOCTM 06bekTa NMPOTUBOCTOSATb OCO3HAHHLIM WA UAEHTUHULNPOBAHHLIM
yrposam. B cnegytoliem nogpasgene nokasaHo, UTO Kak AoBepue K KOPPeKTHOCTU, Tak 1 foBepue K adhdhek-
TUBHOCTW SIBNSIIOTCS BAXHLIMU XapakTepuUCcTUKamMu, 1 HM OAHA 13 HUX He o6nafaeT NpenuMyLLecTBOM, NOCKO/Ib-
Ky 06a Tvna [0BEPUSi ONEPUPYIOT 3HAYUMbIMI acnekTamu o6bekTa.

Ecnu hyHKUMOHabHbIE BO3MOXHOCTU 0GecrneyeHns 6e30nacHOCTM 06bekTa yunTbiBaOT NOTEHUMASb-
Hble YIPo3bl 1 3TW BO3MOXHOCTU HEe BbiNy NPOaHaIN3NPOBaHbl OTHOCUTE/IbHO YCTAHOBIEHUS| KOPPEKTHOCTH 1
peanunsaunmn NPoekTa, TO HeMb3si OblTb YBEPEHHBIM B yCnexe NpoTUBOCTOSIHWA 06bekTa atake. 3 aToro npu-
Mepa BUHO, UTO foBEPUE K 3DDEKTUBHOCTM GbIII0 06ecneyeHo, HO OBEPUE K KOPPEKTHOCTMU BCeACTBME OT-
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cyTcTeuss Bepudukauum @yHKUNOHa IbHBIX BO3MOXHOCTel 6e30nacHoCTV o6ecneyeHo He 6bi10. AHaIOrMYHO
eCc/Nin aHa/IM3 YCTaHOBU/1 KOPPEKTHOCTb MPOEeKTa M NpaBUbHOCTbL peannsaunn yHKLUOHAbHbIX BO3MOX-
HocTell obecneyeHnss 6e3onacHOCTM 06beKTa, a B MPOEKTe He NPefyCMOTPEHbI COOTBETCTBYHOWME DYHKLUN
6e30nNacHOCTN AN1S NPOTUBOCTOSAHWUA BEPOATHLIM Yrpo3aM, TO Hesb3A ObiTb YBEPEHHBIM, YTO 0OBEKT yCTOUT
nepepj aTumu yrposamu. B gaHHOM npumepe npu Hanuunum OBepus K KOPPEeKTHOCTU OTCYTCTBYeT AoBepue K
3hheKTMBHOCTM BCNEACTBUE peann3aunm HeadPekTUBHbIX PYHKLNOHAIbHBIX BO3MOXHOCTEl NPOTMBOCTOS-
HVA BEPOSATHbIM yrpo3am. C uenbio nonyvyeHus obero 4osBepusa 06bEKT AO/MKEH ObiTb OLEHEH Ha npeameTr
KOPPEKTHOCTM NpoeKTa, BHeAPEHUS 1 aKcnayaTaunm (aieMeHT KOPPEKTHOCTU) U A0/KEH 06n1afaTh COOTBET-
CTBYIOLWMMMN (DYHKLNOHANBHBIMY BO3MOXHOCTSIMM 06ecneyeHnss 6€30nacHOCTH A1 MPOTUBOCTOSAHNUSA UAEHTU-
huumnpoBaHHbIM yrpo3am (3nemeHT aPeKTUBHOCTHN).

6.5 Knaccudmkauma metonos obecneyeHnsa gosepus

MeToabl o6ecneyeHnss AOBEPUS MOXHO knaccuuuMpoBaTb MO TPEM BbICOKOYPOBHEBLIM MOAXoAaM K
obecneyeHno AoBepMsa B COOTBETCTBMM € 6.1. B pamMkax Kaxaoro nogxoga k obecneyeHuno goBepus MeTos
obecneyeHuUst 4OBEPUSt MOXET NpeaHa3HayaTbCs 4151 KOHKPETHOW CTaaum MU HECKONbKUX CTafUiA XXU3HEHHO-
ro uyKna B 3aBUCMMOCTM OT XapakTepUCTUK KOHKPETHOIo MeToja.

OT1an obecnevyeHns gosepun

Moaxon
K obecneyeHuto
JoBepusi

PricyHoK 2 — KnaccudpmkaLms CyLLecTBYHOLLMX METOA0B 06ecneueHst oBepust

B 3aBMCMMOCTM OT TMNa MeToAa 06ecneyeHust 0Bepusi NoslydeHHoe [0oBepre OCHOBLIBAETCS Ha ole-
HEHHOM acnekTe W CTafuu XU3HEHHOro Lukna. Hanpumep, mMeTofbl 06ecneyeHust JOBEpUsi Yepes OLEHKY
thopMuMpyIOT AoBEPUE, CBA3AHHOE CO CTAAUSMU NPOEKTUPOBaHUs, paspaboTku U (PYHKLMOHUPOBAHUS; METo-
Abl o6ecrneyeHnsi JoBepus K paspaboTke CO3AalT JOBepue, CBA3AHHOE KOHKPETHO CO cTaavell paspaboTky,
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mMeToAbl obecneyeHns [OBepUSA K TECTUPOBaHWIO (DOPMUPYIOT A0BeEpUEe, CBA3AHHOE KOHKPETHO C acnekTamu
TECTMPOBaHNA Ha pPa3NNyHbIX CTaANAX B 3aBUCMMOCTM OT MeToga obecneyeHnsa AoBepus.

Knaccudmkaums cyliectsytowmx MeTofos obecneveHuns 4oBepusi, a Takke BO3MOXHOCTb NPUMEHEHNSA
noAxoA0B K o6ecrneyvyeHnio JOBEPUS Ha HECKOSIbKMX CTafuaX nokasaHbl Ha pucyHke 2. Mogxodbl k obecne-
YeHUI0 JoBepusa YTOUHATCA B YacTax 2 n 3 ISO/IEC TR 15443. a B yacTu 2 Takke npuBefeHbl KOHKPETHble
npumepbl MeToAoB 06ecneyeHns foBepus.

MeTofbl obecneyeHus AoBepus M3 Pas/iMyHbIX BbICOKOYPOBHEBBLIX NOAXOA0B K obecnevyeHuo gose-
pus co3faloT pasnuyHbie TUMbl JOBepus BCAEACTBME UX Pa3HO HanpaBfeHHOCTW. OfHako gaxe B pamkax
npuBefeHHbIX BbICOKOYPOBHEBBLIX NOAXOA0B K 06ecneyeHnto oBepus MeToapl o6ecrneveHuns gosepus 6yayTt
dhopmmpoBaTh pasnnyHbie TUMNbI AOBEPUSI BCNIEACTBUE pa3nnynii Mexay npoBepsieMbiMu acnekTaMmm o6bekTa
(komnoHeHTamun AT unu ycnyramu).

MoaxoAbl K obecneyeHnio fosepusa OyayT hopMUpoBaTh pas/iMyHble TUMbl JOBEPUS BCIeACTBUE pas-
nnunii Mexzay npoBepsieMbIMK acnekTamu oobekTa (koMmnoHeHTamu UT nnm ycnyramum). HekoTopble noaxoas!
nccneayroT pasnyHble CTagun XU3HEHHOTO Lukna o6bekTa, Torga Kak gpyrne — npouecchl Npou3BoACcTBa
obbekTa (KOCBEHHOE uccrefoBaHe obbekTa). MNMoaxoapl k obecrneyeHno JOBEPUS BKIOYAOT B cebs paspa-
60TKy, aHanM3, TeCTUpPOBaHue, ucnpasneHre aedekToB, YHKLNOHNPOBaHUE, rapaHTuiiHbie 06a3aTensLCTBa,
nepcoHan n obopyaoBaHue U T. . 3TV BbICOKOYPOBHEBbIE NOAXOAbI K 06ecneyeHnto JoBEPUS MOXHO Aanee
JeTanusnposaTb; Hanpumep, NoAxo4 obecneyeHns AO0BEPUs K TECTUPOBAHMIO MOXET BK/TlOYaThb B cebs obLee
TecTupoBaHue 1 MeToAbl 06ecneyeHns 4OBEPUs K CTPOroMy TECTUPOBAHUI0 HA COBMECTUMOCTb.

Mcnonb3ys nofo6Hble CTPYKTYPbl, MOXHO NPOBEPSTH cneundmyeckne meToabl obecneveHns AoBepus
OZIHOTO W TOrO e BbICOKOYPOBHEBOIO MOAX0AA Ha HaslMume MU3ObITOUHBIX WM CUHEPreTUYecKUx xapakrepu-
CTUK. MeToAbl ob6ecneyeHns AoBepus pasHbiX KNaccoB MOXHO pasnuyatb Mo UX AONOSHUTENbHLIM XapakTe-
pucTukaMm. HekoTopble MeToAbl MOryT OXBaTbiBaTb HECKO/IbKO K/1acCOB MOSIHOCTLIO WAN YacTUYHO, TorAa kKak
Apyrme — To/IbKO YaCTUYHO.

6.6 CocTtaBHoOe goBepue

Pe3ynbTatoM 06beAVHEHNS NN KOMOUHALMU pas/IMYHbIX METOA0B 06ecneyYeHns oBEPUs, NPpUMeHse-
MbIX Ha Pa3/INYHbIX CTAAMSX XNIHEHHOTO LUKIa 06BbEKTa, 06bIYHO SIBNAETCA COCTABHOE AOBEpME, NOJSyYeH-
Hoe ana o6bekTa. [loBepue MOXeT OblTb NPeACcTaB/eHO B BUAE BaXKHOCTW, TUMA WK APYrOro COOTBETCTBYIO-
Lero LOBeputo nokasaTensi.

MonyyeHne cocTaBHOro AOBEPUSA TPYAHO OCYLLECTBMMO MO NPUUYMHE YNOPSIAOYEHUSA MAsIOro yucna me-
TOAOB 0GecneyeHnss AOBEPUSt U OTCYTCTBUSI METPUYECKMX LUKaN 1 BO3MOXHOCTU U3MEpeHUs foBepusi MeTo-
faMun obecneyveHus foBepus. B HACTOSILLMIA MOMEHT cOCTaB/ieHWe AOBEPUS BO3MOXHO TOJIbKO nyTem dhop-
MUPOBaHUS apryMeHTa AOBEPUs U CYObEKTUBHOIO CYXAEHUS KBAMOULMPOBAHHOIO cneyuanucta B obactm
6e3onacHocT UT. Bonee Toro, B KOHEYHOM cUHeTe NPUEMIEMOCTb A0BEpUs onpeaenseTcs opraHom o6ecne-
YyeHus fosepusi.

B HacTosiLee BpeMsi COCTaBHOE [JOBEPUE SABMSIETCA Pe3y/ibTaToM NOCTaAMiHOro hopMupoBaHus foBe-
puvsi B TEYEHWE XMUIHEHHOTO LKA C NPUMEHEHNEM pas3INYHbIX METOA0B o6ecneyeHns gosepusi. Bo3MoXxHble
cueHapuun obecneyveHnst AoBepUst 1 NPO6AEMbI, KOTOPbIE OHU MOAHMMAKT, NPOLEMOHCTPUPOBAHbI Ha cnegy-
HOLWMX NpUMepax:

1) cpean mMeTofoB o6GecrneveHus [OBEpUs CyLWecTBYIOT MeTof NPOBepKy MpoLeccoB Mpou3BOACTBA
o6bekTa 1 MeToZ, MPOBEPKN HEMOCPEACTBEHHO 06bEKTA B PA3/INYHbIX TOUKAX OLHOM U TOW Xe CTafnm XU3HEH-
HOro LMKna,;

2) ABa MeToAa M3 O4HOTO M TOTO Xe MoAXoAa, NpUMeHsieMble K 0GecneyeHmnto 4oBepusa Ha pasnyHbIX
CTafMsIX XN3HEHHOTO LMK/Ia 06beKTa;

3) cnoxHas cuctema UT (oA KOHKPETHOW 3KCMyaTauMoHHOW cpedbl), COCTaB/ieHHas M3 MHOrouvuc-
JNIEHHbIX NPoAyKToB T U ycnyr, ¢ pasHbiMK CTENEHAMU AOBEPUS, YCTAHOBNEHHLIMU METOA0M o6ecneyeHns
[0Bepus K OLLEHMBAHUIO, TapaHTMIiHOMY 06513aTenbCTBY, CepTUdMKaLMn 1 akkpeanTauum (OLEeHOYHbIMHK, ra-
PaHTUAHBIMW. CEPTUMKALMOHHBIMU 1 aTTeCTaUMOHHbIMIU METOAAMM).

Ha npumepe 1npepctasneHa npocTeiilas npo6nema, rae coctaBHoe AoBepue onpegensertcs o6bean-
HEHVEeM pasfiNyHbIX TUMOB AOBEPUS U3 COOTBETCTBYHOLMX METOLOB.

MpuMep 2. HECMOTPS Ha €ro KaxyLlyrcs NpPoCcTOTy, NOCKObKY METOAbl 06ecneyeHns AOBEPUSA NpUHA-
nexar K oguHakoBOMY NOAX0AY, ABMSETCA CMOXHbIM, Tak Kak U4eHTUYHOCTb MeToAoB o6GecneyeHns AoBepus
OC/IOXHSIeT pacCMOTPEHWe Bonpoca O 3HAYMMOCTM Noaxoja K o6ecneyeHunto JoBepPUs, YTO NPOUCXOAUT Ha
60n1ee No3gHel cTaanmn XU3HEHHOTO Lukia obbekTa.
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Mpumep 3 aBnseTcsa elle 60nee CNOXHbIM, Tak Kak pasnunyHble MeToAbl obecrnevyeHns fosepus npu-
MEHSIIOTCA Ha pasHbIX CTaAMAX XMU3HEHHOro LMkna, u Metof obecrneveHns AOBepUst K aTTectauumn aBnseTcs
OCHOBOW A1 peLueHnss BOMpoca O NPUHATAM CUCTeMbI. [laxe HECMOTPSA Ha TO, YTO Npu cepTudmkaunm cu-
CTEeMbl y4nTbIBAETCH paHHee CBUAETENbCTBO AOBEPUS, MOXET OTCYTCTBOBATb NOTPEGHOCTL B ONpeseleHHOM
nogxofe K foseputo. ITO npegnonaraet npugaHve 60sblIero 3HavyeHUss MetofaM obecrneyeHus fosBepus,
NPUMeHsieMbIM Ha 60/1ee MO34HUX CTafWNAX XXU3HEHHOTO LyKa.

CnepyeT OTMETUTb, YTO B HAcTOsLLEE BPEMSA CYLLECTBYeT TEHAEHLUMA K UCMO/Ib30BaHNI0 TUNOBON Ga-
30BOI MOAENN HEMPEepPbIBHOTO Y/y4LlEeHUs NPOLECCOB, U3/T0XEHHbIX B NoAxofax K obecrneyvyeHunio JoBepus K
npoueccam M OCHOBaHHbIX Ha cTaHgapTtax. MNpumepom asnsetca mogens PDCA (nnaHuposaHue, ocylecT-
B/IEHWE, NPOBeEpKa, AeicTBue), ucnonblyemas kak B MICO 9001 k kayecTBy npoaykuuu, Tak u B BS 7799 no
ynpasneHuto 6e3onacHocTbio nHdopmaunm. B ISO/IEC TR 15443-2 n ISO/IEC TR 15443-3 6yaeT paccmoT-
peH BOMPOC, Kacawwmiica nogxoga kK obecnevyeHnio foBepus C TOYKN 3PEHUS MOBbIWEHUS €ro 3HaYNMOCTh
Unu foBepus Ha 6onee nNosaHel CTaaun XU3HEHHOTO LiMkIa o6bekTa.

6.7 Knaccudgukauunsa gosepus

AHanun3 metogoB obecneuyenuns gosepus B ISO/IEC TR 15443-3 ocHOBaH Ha cucTeme nokasatesnei go-
Bepus kak cnocoba knaccuuuvpoBaHns MeTofoB obecneyeHns AOBEPUS U U3MEPEHUs CTeNeHn f0Bepus,
nosly4aemoro npy NpUMeHeHUn Toro Uan MHOro Metoga (To eCcTb YPOBHEN AoBepus K paspaboTke). PernameH-
Taums cMcTeMbl nNokasaTeneii AoBepusi Takke obneryaet onMcaHue B3aMMOCBSI3ei Mexay MeTofamu.

Hwxe npuBefeHbl HEKOTOPbIE MOMOXEHUS, CBA3aHHbIe C aHa/IM30M U KnaccuuupoBaHueM MeToA0B
obecneyeHns goBepus, Kotopble 6yayT paccmoTpeHbl B ISO/IEC TR 15443-3:

a) cpaBHeHWe pas/IMyYHbIX MeTOA0B 06ecneyeHuns AOBEpUs;

b) onpegeneHve MeToAoB obecneyeHuss 4OBEPUS B KOIMYECTBEHHOM OTHOLUEHUW;

C) BbIGOP NOAXOAALLMX MeTOA0B obecrneyeHns oBepus;

d) B3aMmMOCBA3M Mexay pas/MuHbIMU MeToAamMu obecneyeHunst 4oBepus;

e) onpefenieHne BO3MOXHOCT 06beMHEHNA HEKOTOPbIX METOL0B 06ecneyeHns f0BepUs:

0 onpepeneHve BpeMeHn 1 cnocoboB 06beNHEHNA METOL0B 0becneyeHuns JOBepus;

[l) onpejenieHne cnoco6HOCTM BO3AENCTBUA NoCNe0BaTeIbHOCTU NPUMEHEHUS MeTOA0B 0becneyeHns
[oBepusa Ha obliee foBepue 1 TO. KakMM 06pa3oM OCYLLEeCTBAAETCHA 3TO BO3AENCTBUE;

h) onpepeneHue TexHnyeckmx npobnem Ans obecneyeHwus pesynbTaToB JOBepus (U YCNOBUIA) U Bbl-
NOMIHEHVS Ba/IMAALMN BO BPEMS XNU3HEHHOIO LiMKNa 06bekTa (akcnayaTtauuy 1 06CnyXuBaHus) B cay4aB npu-
MeHEeHNS HeCKONbKNX MOAXOA0B K 06ecneyeHunto foBepus.
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