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Mpeaucnosune

Lienn v npuHumnel cTaHgapTm3auum B Poccuiickoin @efepauym ycTaHoBneHbl ®efepanbHbiM 3aKOHOM OT
27 neka6bps 2002 r. N» 184-d3 «O TeXHUYECKOM perynvpoBaHuu», a npasuia NpUMEHEeHNs HauuoHabHbIX
cTaHfapToB Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CtaHgapTtusauua B Poccuiickoii ®egepavuu.
OCHOBHbIE NOIOXEHUSA»

CBefgeHus 0 cTaHaapTe

1 NOArOTOBJ/IEH ®epfepanbHbIM rocyjapCTBEHHbIM yupexaeHnem «LieHTpanbHblii Hay4yHo-uccieno-
BaTeNbCKUIA WMHCTUTYT OpraHuMsauum u uHdopmaTusauuu 3apaBooxpaHeHus Pocsgpasa» (LHWMOU3
Pocsgpasa) n FocyfapCcTBeHHbIM Hay4HbIM yupexaeHnem «LleHTpanbHblil Hay4HO-uccnefoBaTenbCkuii n
OMbITHO-KOHCTPYKTOPCKNIA MHCTUTYT POBOTOTEXHUKM U TEXHUYECKON KMOGEepHeTUKN» Ha OCHOBE COGCTBEHHOTO
ayTeHTMYHOro nepesofa cTaHapTa, yKa3aHHoro B nyHkTe 4

2 BHECEH TexHuyeckuMm koMUTETOM MO cTaHaapTusaumn TK 468 «HpopmaTnsaums 340poBbsa» npu
LHNNOWM3 Poc3gpaBa — eguHONMYHbIM npeacTtasutenem NCO TK 215

3 YTBEPXAEH W BBEJEH B ,LI,EI7ICTBVIE Mpuka3zom depnepasnbHOro areHTCcTBa Mo TeXHUYEeCcKoMy
perynupoBaHuio n MeTponorumn ot 14 ceHtabpsa 2009 r. Ne 410-cT

4 HacToswwnii cTaHAapT nAeHTUYeH mexayHapogHomy ctaHgapty MCO/TC 22600-1:2006 «MHdopma-
TM3auusa 300poBbA. YnpassieHne nosIHOMOYMAMU M KOHTPO/b AocTyna. YacTs 1. O6Llune ceefeHns n ynpasne-
Hne nonutukoii» (ISO.TS 22600-1:2006 «Health informatics — Privilege management and access
control — Part 1: Overview and policy management»)

5 BBEJEH BIEPBbIE

MHdpopMauua 06 M3MEHEHUSAX K HACTOSLLEMY CTaHAapTy Ny6avkyeTCs B eXerofHo u3jaBaemMom
MH(OPMaLMOHHOMYKasaTe e «HauuoHanbHble cCTaHAapTbi», a TEKCT U3MEHEHUI NONPaBOK — B eXeMe-
CSYHO U3AaBaeMbIX UH(POPMALMOHHBIX yKasaTensax «HaumoHabHble cCTaHaapThi». B ciyyas nepecMoTpa
(3aMeHbI) MM 0T MeHbl HACTOsILLLEr0 CTaHAapTa cCooTBe TCTBYLLee yBeJoM/eHue 6yaeT ony6/1MKOBaHO
B ©XXEMECSUYHO N34aBaeMoM MH(POPMAaLMOHHOM yKazaTene «HaunoHanbHble CTaHaapThi». COOTBETCTBY-
loLLas MHopmaums, yBeoMIeHe U TeKCTbl pa3MeLaln T cs Takke B UH(OPMaLMOHHO cucTemMe o6LLero
Mo/sib30BaHUsi — Ha ohMuManbHOM caiiTe ®efepasibHOro areHTCTBa M0 TEeXHUYECKOMY PEFYIVPOBAHMIO U
MeTposiorum e ceTu HTepHeT

© CraHgapTuHdgopm. 2010

HacToswuii cTaHAapT He MOXEeT GbITb NO/IHOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MPOCTPaHEH B kKayecTBe ohuLManbHOro Usganus 6e3 paspelleHns ®efepasbHOIO areHTCTBa N0 TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorum



FOCT P NCO/TC 22600-1—2009

CopepxxaHue
1 OONACTD MPUMEHEHMS. ..c..eeiiuitieaitieaeteeateeateeeabeeaaabeeabseaasbe e e sbeeabseeaabe a2 be e a2 aee e e aheeeehseeebeeeembseesabbesabeeesnbeaesaneeanen 1
2 TEPMUHDBI Y OMPEIEITEHMIS .ottt ettt ettt ettt e e s b e e et e e st e e s s e e e sbe e e sa b e e e sbe e e e be e e ssbae s abee e e nneeeas 2
3 Lenu nctpyktypa ynpassieHUs NOTHOMOUUSAMMN U KOHTPOA JOCTY M@ .ccuveurereereerienreaneeeeereesreneseesnesseseeseennens 3
3.1 Lenu ynpasneHus NOHOMOYMAMUN U KOHTPOAA gocTyna .3
3.2 CTpyKTypa ynpasieHusi NOSHOMOUYUAMMU N KOHTPOMA JO CTY M .evicvereruriiireeiiireiesieeeeireessineessiesesneessnneennns 3
4 COornalleHNe O MOSMUTUKE ......eeviriiiiiiiie it 6
L R @ o To T FO T T USSPV P PP RS USTRPRRPR 6
A2 VNLEHTUI VKBS ..ottt ettt ettt ettt ettt h et s e eh et et e e bt ea b £ s st eh bt £ e e 4a ke ea bt ee b e ehb e e bt embeenb e e bt ebn e e b e e nbeanteans 7
4.3 VIHOPMUPOBAHHOE COTITACUE MALAEHT .. uveeeuireeeutriaiteeantteeateeaaeeesaseeessseeesseeessseeaasseessseeaasneessaeeesneesssnens 7
4.4 3awmTa NePCOHANBHBIX BAHHDBIX MALMEHTE. ..cuueeieiiiiieeeeaiiteeees st eessiie et e e st ee e e e asab e e e e aasbeeeeesannrneeeeanbnenees 7
4.5 VIAEHTUDNKALMA MHIOPMAELMM . ...ttt ettt ettt sttt eae ettt sttt een et e st e sb ettt e e e e et sanes 7
4.6 JTIOKANNIALMA MHOIOPMALMM . ...ttt et ettt ettt ettt e b e et e eb e e she bt e b e e bt e ae e e bt e nbe et e enbeenbeesbeebeenneenneenne 7
4.7 LLENOCTHOCTD JABHHDBIX .utttttttttettteeeeesieeaassaatataiastbseeeeeeeeeteaaeaassaaassaasanssbastbe e e s eeteeeeaaeaneesasassassnnnbbasbebssbeeeeeeeaaeneens 7
L I Y=t o) 3 =T o T o PPN 7
4.9 ABTOPUBALLMSA .ottt s h e e e s h e e e e ea e e e e b e e e s he e e e b e e b e e e e e s b e s e e e s b e e nae e e aanes 7

4.10 CtpykTypa ponei...... T
4.11 TlpaBa aTtTecTayuu... .8
4.12 [1enernpoBaHNE MP @B ..ccooceeerererrieeeeiinneee e 8
4.13 CPOKAEUCTBU cueiiiiiiieieiiie et eieeeteeaee et steaatee et e see s eneesseeaes 8
4.14 AyTEHTUUKALUSA NONb30BATEITEM U POSTEM..eiiieieriiiiiiieeieete et sttt sttt sttt et eneenee et ereereans 8
R ST 1 Mo X o Y PRSPPI 8
4.16 CPOK AEMACTBUA COTTTALLEHUIS .uuiiueiiutietiauieasteeuteasteesaeateasseasbeaseeaasee bt aabeasseanbeeaseaseebeanbeanseesaeeabeeseenbeanseens 8
417 DTUUECKME MPUIHLLATIB cecuiiiieee ettt e e ettt ee e et ee e st e e e st et e s et e e e e aa e et e e e s bt e e e aas bbbt e e e easrnee e e s ennnnee e e s nnneneas 8
4.18 3alUNLLEHHbIA PETUCTPALMOHHBIA XY PHB T c.eiitierieiieiee ittt ettt ittt se ettt sttt ebe e beneesee b beeeennenee 8
4.19 AYONTOPCKASA TP OBEP K ..eieueeiiuurieriueeaitreeattessieeeaareesssstessseeasreessseaasreessreesaseesseeesseeeareeessnee e reeessreenasneennns 8
4.20 AHBIINB PUICKO B cuiiieitieeitteeeuteeasteeesseeaatee e sbe e e st e e e se s e b e e e ehe et eabe e e s be e e b s e e o R et e as bt e e abe e e e ae e e e ab s e e ennneenneenanneennnee s 8
4.21 HenpepbIBHOCTb U yNpaB/ieHNE YPE3BbIYANHBIMU CUTYALMAMM....orueiieeeaeeiiieaieeieeeteeaieesseeseeesseesseesneeseeas 8

4.22 Pa3BuTue MHHOPMAaLMOHHbIX CUCTEM

B LLOKYMEHTALIMS ..ottt ettt sttt et et b e e e e s h e e e s bt e e s b e e e eh s e e eae e £ e as b e e s ab s e e st e e s bbe e s abe e e e ae e e e b e e e sha e e sareeeasree e

MpunoxeHue A (cnpaBoyHoe) MNpYMEp WABAOHA JOKYMEHTALMM . .eerurieueiireanienitinieeeieeeee e b nieesteeeee e sinenes 10
MpunoxeHne B (cnpasoyHoe) lMpumMep cornaweHns o NoanTUke ooMeHa MHPOPMAaLMEN . ........ccvvvvvereeeeenens 16
BUBTINOTPAMIMIA. ..ot 20



FOCT P UCO/TC 22600-1—2009

BeBegeHve

B neyebHO-NpodnNakTUUECKX yupexaeHuax Hepeako BHeAPATCA MH(DOPMaLVOHHbIE CUCTEMbI pas-
HbIX MOCTaBLUMKOB, Kaxaasa 13 KOTopbIX TpebyeT OT NoNb3oBaTens OTAe/bHOM ayTeHTudnKauum 1 aBTopunsa-
UMM [OCTyna, MOCKOMbKY OHW peanun3yroT 3T YHKUUKM no-cBoeMy. VHTerpauus atux yHKUWin TpebyeT
3HaUUTENbHbIX 3aTPaT Ha B3aMMHble 0TO6paxeHVsa CBeeHuli 0 NoNb30BaTeNAX M opraHnsaunax. BTakoli cuty-
aumu pecypchbl, HeobxoanMble Ana pa3paboTku nakenayaTauymm PyHKL i obecneveHns 6e3onacHocTu, pacTyT
B reoOMeTpuyecKoii Nporpeccum ¢ yBesimyeHmem ynmcia MHOOPMaLnoHHbIX CUCTEM.

C Apyroii CTOPOHbI, eCN paccmaTpuBaTb aBTOPU3aALMIO C TOUKWN 3PEHUS YUPEXAEHUS 34paBOOXPaHEHNS,
TO 6yAeT oueBMHa NOTPeBHOCTL B TMBKO MOAenu ee peannsaLnm, NOCKObKY B yYpeXAeHUAX NOCTOSAHHO Npo-
ncxXoaaT nsMeHeHns. OAHV nogpasfeneHns 3akpbiBaloTcs, 4pyrue co3falTcs, TpeTb 06beANHAIOTCS.

CuTyaums cTaHoBUTCA elle 60n1ee CNOXHOM, Koraa A5 B3aumofencTens TpebyeTcs nepeceveHve nepu-
METPOB 30H C Pa3HbIMV NOAUTUKAMKN 6e30MnacHOCTU. [ANA NPeoAoIeHNA pa3Nnymnin Mexay aTuMy NoMTrkamm
HeobXoAUMbI B3aVMHble COr/lalleHns 0 MoNnTMKax Mexay CTopoHamu, obecneymsarowumy 6e30nacHoOCTb.

Lpyras cnoXHOCTb COCTOUT B Ha3HayYeHUn nosb3oBaTensam poneii. Monb3oBaTenb MOXET UCNOJHATL
pasnuyHble ponu B pasHoe Bpemsa v Aaxe ABe uan 6onee ponv ogHOBpPEMeHHO. Hanpvumep, nonb3oBartenb
MOXeT paboTaTb fjBa MecsLa B POy MeAcecTpbl, a crefyloLmne Ba — Kakakyllepka, Uimxxe coBMelLLaThb 3T
ponu.

Bonee TOro, B yupexzaeHun 34paBooXpaHeHns MoryT 6b1Tb MAEHTUDULMPOBaHbI pa3Hble 0683aHHOCTY B
3aBUCKHMOCTU OT BbIMOJIHAEMOI PoSn 1 poja fesATeNbHOCTW Nonb3oBarteneii. MNpu nepeesse B ApYryto CTpaHy
WV Npu nepexoje B Apyroe MeguuUnHCKoe yupexeHne Ans nonb3oBaTeneil 04HNX U TEX Xe KaTeropmin MoxeT
MEHATLCA TUM UM YPOBEHb aBTOPU3ALNN, HEOBXOAVMON Kak 4151 BbINMO/THEHUS KaKNX-TM60 AeNCTBUA, Tak nans
nosyyYyeHns goctyna K uHcopmamu.

[Lpyroii He meHee BaXHbI aKTyasibHbIi BONPOC — Kak MOBbICUTb Ka4yeCcTBO 06CY)XUBaHWSA, NCNOb3YSA
WHbOpMaLMOHHbIE TEXHOIOTUN, HE HapyLlas npu 3TOM Npas IMYHOCTM NaumeHTa. YTobbl Bpaun Morav nony-
YyaTb Hanmbosnee afekBaTHYO MHOPMALMIO O NauneHTe, He06X0ANMO HanNuune «BUPTYasibHOW 3NEKTPOHHON
nctopumn 6051e€3H1», KOTopas No3sosna bl perncTpupoBaThb BCIO MEANLMHCKYIO MOMOLLb, OKa3aHHY0 NaLeH-
Ty, HE3@BMNCUMO OT TOTO, FAe U KeM OHa AOKyMeHTHpoBasach. [pu Takom noaxofe Heob6xoAnma obLas Moaesnb
aBTopM3aLun unm cneuyanbHoe cornawexdne o6 aBTopusaunm Mexay cTopoHamu, obecneunsarowumm 6e3o-
NacHOCTb.

Kpome Heo6xoAMMOCTH yyeTa MHOroo6pasusi ponei n 06a3aHHOCTEN, TUMUYHBIX 4718 /10601 KpynHO
opraHu3auun, pellarolee 3HayeHne MerT U Apyrne acnekTbl MeAnLMHCKON NOMOLLM, HanpuMep, aTuyeckne
U topmamnyeckme, obycnoBneHHble 0CO6EHHOCTSAMU NCNO/b3yeMoii MHhopmMaLum.

Heo6xoMMOCTb B CTPOro orpaHnyYeHHon aBTopr3aLm akTyanbHa v ceitvac, Ho 6yeT CyLecTBEHHO BO3-
pacTaTtb B 6avxkalilune gBa roga B CBA3N € yBesiMyeHnem o6MeHa nHpopmauueii Mexay npuioXeHusamu, 4to-
6bl Y10BNETBOPUTL NOTPEOGHOCTL Bpayeil B NoslydeHUn Bce GoMbLIEro 1 6oMbliero o6beMa vHgopmauum o
nauueHTe B Lieniax o6ecneyeHuns BbICOKOro kayecTsa 1 atppeKTMBHOCTYN leYeHUs.

3a nocnepgHee AgecsaTUneTME NPOM3OLL/IN 3aMETHbIE U3MEHEHUSI B YACTW CEPBUCOB MHADOPMALMOHHOM
6€e30nacHOCTM NpUKIaAHbIX NPOrpaMm 1 nepeAayn AaHHbiX. Huke ykasaHbl HEKOTOPble hakTopbl, CNOCO6CTBY-
oL me 3TUM U3MEHEHUSAM:

- nepexof OT LLeHTPasiM30BaHHbIX CUCTEM Ha 6a3e 60/blUMX KOMNbIOTEPOB K pacnpeAesieHHbIM cucTe-
MaM Ha 6a3e MeCTHbIX BblYNC/IUTE/bHbIX PECYPCOB;

- BCe 60/blUe JaHHbIX XPaHWUTCS B UHDOPMALMOHHbIXCUCTEMAX. Y TOM LLleHHEEOHU A1 NoNb3oBaTeneii:

- NauueHTbl CTAHOBATCA 60/1€e MOOUNbHBIMU, U UX MEANLMHCKUE AaHHble TPe6yTCA B pa3HbIX MecTax
npeb6biBaHuS.

B cBA3M CHEOBX0AMMOCTbIO 3aLLMThI NEPCOHANbHbIX AaHHbIX, TPEBYEMO ANA CKIYEeHNA HexenaTenb-
HbIX INYHBIX U COLMasbHbIX NOCNEACTBUIA, 3TN U3MEHEHWSA B/IEKYT 3a CO60V NoBbiLeHe TpeboBaHuii K cpe-
AcTBaM 3aluTbl nepefayn nobpaboTkn MefULMHCKMUX faHHbIX. DTa 3aluTa J0/HKHA PacnpoCcTPaHATLEA KakHa
06MeH nHhopmauveii, Tak n Haee 06paboTKy. UTo KacaeTca TakMx MeXaH13MOB 3aLLTbl 06MeHa faHHbIMU, Kak
ayTeHTUdMKaLns, LenoCTHOCTb, KOHUAEHLMANbHOCTb, AOCTYNHOCTb, OTCAEXNBAEMOCTb (BK/1lO4as Tpaccu-
pPyeMOoCTb 1 HEBO3MOXHOCTb OTKa3a 0T aBTOPCTBa), KOHTPO/1b ,OCTYNa K BbIYNCAUTENBHBIM pecypcam, a Takke
CNyX06bl YA0CTOBEPEHUS, UMEHHO ayTeHTUdMKALMA KpUTUYHA AN 60NbLUe YacTu 0CTabHbIX MEXaHU3MOB.
OT0 cnpasef/iMBo 1 Mo OTHOLLEHUIO K 6e30NacHOCTV 06paboTKu faHHbIX, rAe HE06X04MMbI yripaBneHne AoCTy-
NOM KAaHHbIM UOYHKLUAM NpOorpamMmm, UCMOHAEMbIX Ha BblLLeYyKa3aHHbIX BbIYMCIUTE NbHBIX pecypcax, Lenoc-
THOCTb, KOHPUAEHLNANBHOCTb, AOCTYMHOCTb, OTCNEXNBAEMOCTb, PA3/IMYNMOCTb U CNYXO6bl YAO0CTOBEPEHMS.

MpryMeHeHne HacTosLLero ctaHaapTa 6yeT Bbi3biBaTb 0COOYH0 CNOXKHOCTb BCBA3M C TEM. YTO Y4aCTBYH0-
LMe CTOPOHbI yXe pacnonaralT 4eACTBYIOWUMN CUCTEMAMMN 1 HE NPOABAT 0CO60r0 XenaHns HemeaneHHO
06HOBUTb MX WX MOSTHOCTbIO 3aMEeHUTb. M03TOMY OYEeHb BaXHO, YTOObI CTOPOHbI NOANUCaNN CornalleHme o

\



FOCT P NCO/TC 22600-1—2009

NosINTUKE, B KOTOPOM OHU MOATBEPXAAIOT HAMEPEHUNE K ABUXKEHWNIO B CTOPOHY peasim3auny HacTOALLEero CTaH-
fapTa no mepe BO3HNKHOBEHWNSI MOTPEBHOCTN B MOAUMKALIMN STUX CUCTEM.

CornalueHve 0 NOIMTHKE AO0/KHO Takke CoAepxaTb OnncaHne BbIBMIEHHbIX pasinunii Bcuctemax obec-
neyeHnsa MHhopMaLNOHHOW 6e30MNacHOCTY U COr/TacoBaHHbIX Mep Mo UX NpeoosieHnto. Hanprumep, B cepeuce
ayTeHTuduKaLuny npasa no6sa3aHHOCTN OAHOM CTOPOHbI, 3anpalluvBaloLLein 4oCTYN «MHopMaLLMmn 4pYro cTo-
POHbI. AO/KHBI 06ecneynBaTbCsl B COOTBETCTBUM C COrNacoBaHHON MOMUTUKON, 3annMcaHHON B COrnalleHum
Mexay CTopoHamu. na pelleHns 3Tol 3ajaun Heo6xoAMMOo 06ecneynTb COOTBETCTBYIOLLYIO FPYNMUPOBKY 1
KnaccmgmKaLumio kak nonb3oBaTesneil 1 NocTaBLMKOB MHhopMaLumn 1 MHAOPMaLMOHHbBIX YCAyT, Tak U camol
MHhopMaummn 1 npefocTaBaseMblx ycnyr. Takaa knaccudukaumsa MOXeT CNyXUTb OCHOBOW ANsi peanusauum
MexaHn3MoB 06paboTkm TpeboBaHWii 4OCTYyNa, kKaTeropupoBaHa NHopMaLuy 1 MHMOPMAaLMOHHbIX YCyr, a
TaKKe MexaHn3MOoB ONMCaHUsA NONINTUK KOHTPOS AOCTYNa nynpasseHnsa uMun. Ecnv Bco B3aumogelicTayoLme
CTOPOHbI He BUAAT KakMx-M60 PUCKOB, B3aMMOAENCTBME CYLLECTBYHOLMX CUCTEM 1 06MeH nHopmauwmeii
MOXHO HauMHaTb cpasy e Mnocsie NoAMUCaHWs CornawleHus o MOMUTKKE KOHTpoNsA JocTyna. Ecnv pucku
HaCTO/IbKO CYLL,ECTBEHHbI, YTO UX HAZ0 UCKIIOYUTL [0 HAYana o6MeHa nHhopmauueit, To Hafo onucaTb 3Tn
pYCKM B cOrnalleHny o NoIMTUKE KOHTPONA foCcTyna n f06aBuTb K HEMY NepeyeHb MeponpuaTuii No ycTpaHe-
HWI0 puckoB. CornatleHne JOo/HKHO cofepxaTb rpadvik BbINOSIHEHNSA 3TUX MEPONPUATUIA NOoNpPeenaTb Cnocob
nX pMHaHCUPOBaHUS.

Mpovuecc AOKYMEHTUPOBAHUSA OYEHb BaXEH U C/TYXXUT OCHOBO A5 BbIpab0TKM COrnalleHns o NnoanTuke
KOHTpONS gocTyna.

TpeboBaHua Kynpas/ieHNo NOJTHOMOYNAMU U KOHTPOJII0 f0CTYNa NPeAbsaBNATCA KCepBucam 3allinThbl,
Heob6xo4MMbIM ANS Nepejayn MeAnLMHCKOR nHdopmMaunm n obecneveHns pacnpefesnieHHoro 4ocTyna K aTol
nHchopmaummn. HacToswmin ctTaHfapT npeacTaBaseT NPUMHLMNbLI 1 onpeAenseT cepBucbl, Heobxoaumble Ans
ynpasneHns NOSIHOMOYUSMUN U KOHTPOAA focTyna. KpunTtorpaduyeckme npoToKosbl He BXOAAT B 06/1aCTb Npu-
MEHEHUS1 HACTOSILLEro cTaHgapTa.

B craHgapTte NCO/TC 22600. cocTosLEM U3 ABYX YACTel, COAEPXKATCSA CChI/IKM HA Y)XE NPUHSATbIE CTaH-
[apTbl MHhopMaLMOHHOW 6e30NacHOCTM M apXUTEKTYpPbl ee peanunsauunn, a Takke Ha cneyudurkauny, npeano-
XEeHHble ANA 34paBooXpaHeHnsa Takumm opraHusaymamu, kak MICO. CEN. ASTM, OMG. W3C ngpyrumu. B Hem
noaaepXuBaeTca NpYMeHeHre NoAX0AAWMNX CTaH4apToB MO0 npeanaraeTcs ux ynydwexnme nam mogudumka-
Lusi. NM60 060CHOBbLIBAETCA HEOHXOAMMOCTbL pa3paboTKM HOBbIX CTaHAAPTOB.

B HacTosiwem ctaHgapTe (MCO/TC 22600. yactb 1 «O6Lme cBeeHNs U ynpasseHne obwein nonutu-
KOIi») COAEePXUTCH OnMcaHne CLeHapreB U KPUTUYHBIX XapakTepPUCTUK TPAHCrpaHNYHOro obmeHa nHdopmam-
eil. B HeMm Tawkke NpuMBOAATCA NpYMepbl MeTOA0B HEO6XOAMMOro LOKYMEHTUPOBAHUS, KOTOpble AO/MKHbI
NOC/YXUTb OCHOBOW COrnalleHns 0 MOMTUKE KOHTPONSA focTyna.

B NCO/TC 22600. yacTb 2 «dopmasibHble MOAEN» cofepXaTcs 6onee fgeTasbHble ONUcaHna apxuTek-
Typbl ¥ mMogeneli NOMHOMOYMIA W ynNpaBfieHNs MOTHOMOYMAMM, peanu3yemMbiX Ans ob6ecnevyeHns 3alnTbl
COBMECTHOr0 A0CTyna K uHhopmaLMm, AONOSIHEHHbIE NpUMepamMu WabI0HOB CorlalleHnin 0 NONINTUKE KOHTPO-
na gocTyna.

HacTosawwuii ctaHAapT TECHO CBA3aH C APYTMMU MeXAYHapOoAHbIMY CTaHAapTaMu B 3TOW NpeAMeTHON
o6nactu, Hanpumep NCO/TC 17090 n MCO/TC 21091. OH Takxe CBA3aH C BeAyLeiics pa3paboTkoli npoekTa
NCO/TC 21298.

PacnpegeneHHas apxuTekTtypa COBMECTHO MCMO/Ib3yeMbIX MeAULMHCKMX UHGOPMALMOHHBIX CUCTEM
BCe B 60/1bLLEl CTENeHN 0OCHOBaHa Ha NMPUMeHEeHUN BbIYUCIMTENbHbIX CeTel. Bnarogaps owyTUMbIM Bbirogam
ANna nonb3osaTteneli, NPYMeHeHne CTaHA4apTU30BaHHbIX MHTepPencoB Nonb3oBaTens, NHCTPYMEHTasIbHbIX
CpeAcTB M NPOTOKO/0B, o6ecneynBatoLee N1aTHOPMEHHY HE3aBUCMMOCTb NpejaraemblX pelleHuid, cta-
HOBWTCA BCe 60J1ee NOMy/APHbIM, YTO 3a Napy NocaeAHNX NeT NPUBENO K OLLYTVMOMY POCTY Yncna AelicTeu-
Te/IbHO OTKPbITbIX NHDOPMALIMOHHBIX CUCTEM, NMpeAHa3HauYeHHbIX 415 PYHKLMOHMPOBAHUSA B KOPNOPATUBHbIX
BblYNCINTESIbHBIX CETAX U B YACTHbIX BUPTYa/IbHbIX CETAX.

CrtaHpapt MICO/TC 22600 onpegensieT cepBuChbl yrnpaB/ieHNss NMOSIHOMOYMSIMU W KOHTPONS JOcTyna,
HeobxofMMble ANA pacnpefeneHHOro ocTyna n 06mMeHa MegULMHCKOW nHhopmaLmeid Mexay BceMn 3anHTe-
pecoBaHHbIMM NOL30BATENAMMN, YAAIEHHLIMW APYT OT Apyra U UCMO/b3yWMUMN pasHble cpeAcTBa 3aliuTbl
MHbopmaummn. B HacToswweM cTaHgapTe yCTaHOBEHbI MPUHLMNLI Y ONpeeneHbl CepBUCHl, HeobxoanMble NS
yrnpas/ieHns NOSIHOMOYNAMM U KOHTPONSA AocTyna. B Hem onpefeneHbl Heo6xoAMMble NOHATUA, 6asupyoLme-
CSl Ha KOMMOHEHTaX, ¥ OH NpefHa3HayeH 419 NoALEePXKKN UX TEXHUYECKON peann3auun. HacToawmin ctaHgapT
He onpegensieT NpUMeHeHNe 3TUX NOHATWI B KOHKPETHbIX NpoLieccax okasaHus MeguLMHCKON NOMOLLM.






FOCT P MCO/TC 22600-1—2009

HAUVWOHANbHBIN CTAHAOAPT POCCUNCKOMWN PELEPALNMN

WNHopmaTmsauuns 300poBbs
YNPABJIEHVE MOJIHOMOYUYAMU N KOHTPOJIb AOCTYNA
Yactbe 1
O6uwme cBeaeHUA U ynpassieHne NosIMTUKON

Health informatics. Privilege managementand access control.
Part 1. Overview and policy management

fNaTtaBBegeHna — 2010—07—01

1 O6nacTb NpUMEHeHUs

Llenbto HacToALero cTaHgapTa ABnseTca obecneyeHvie nogaepXxkm noTpebHoCTen COBMECTHOMo AOCTY-
na K MeguLUMHCKON MHopMaunm pasimyHbiX agMUHUCTPATUBHO HE3aBUCUMbIX MOCTABLLMKOB MeAVLUHCKOM
NOMOLLY, YUpexaeHuit 3apaBooxpaHeHns, CTpaxoBbiX MeANLMHCKUX OpraHn3auuii, ux nayMeHToB, nepcoHana
1 KOMMepyecknx napTHepoB. KpomMe Toro, HacTosiwuiA cTaHgapT npegHasHadeH ana obecneyeHms noaaepxkm
3anpocoB UHchopMaLMm, NOCTYNAaLWMX Kak OT OTAE/bHbIX L, Tak 1 0T UHCHOPMALMOHHbIX CUCTEM.

B HacToswem cTaHfapTe onpejesnieHbl METOAbI yNpaBieHns aBTopusaLein n KOHTpons 4ocTyna K AaH-
HbIM 1/nnn dyHKUMAM. OH obecneunBaeT cornacoBaHne NOIMTUK KOHTPOSA AOCTyNa M OCHOBAH Ha KOHLLenTy-
anbHol mMogenu, no KOTOpoW ANA ynpasieHus A0CTYNOoM K MHAopMaLmu, OCYLLeCcTBASEMbIM PasinyHbIMU
npuknagHeIMn nporpammamu (NPOrpaMMHbIMWN KOMIOHEHTaMu), MOTyT UCMO/Nb30BaTbCS SI0KasIbHble CEpBEPbI
aBTopM3aLmMun 1 cnyxbbl pacnpefeneHHoro katanora u peno3vTopust NOAUTUK KOHTPONs gocTyna. PenosuTo-
pWii NONUTKK NpefocTaBNAeT nHhopmaLmio 0 Npasunax 4ocTyna K pasHbiM NpukiagHbIM MYHKLMAM. OCHOBaH-
HbIM Ha MCMONb30BaHUWM poneli n Apyrux aTpubyToB. Cnyxb6a katanora obecneyvBaeT UAeHTUMKaLMIO
oTAe NbHbIX Nonb3oBarteneii. NMpegocTaBneHne focTyna g0/MKHO OCYLEeCTBNATLCSA Ha OCHOBE:!

- ayTeHTUdULMPOBaHHON naeHTudnkauuy nonb3osaTens:

- Mpasun AocTyna, OTHOCALLUXCS K KOHKPETHOMY MH(POpMaLMOHHOMY 06BEKTY;

- NpaBWa OTHOCUTENIbHO aTpMbyTOB aBTOPM3aL MK, 3afaHHbIX MEHeAKepOM aBTopusaunm ans nonb3o-
BaTens;

- (OYHKLMI KOHKPETHOTO NPUIOXEHWS.

HacTosawwuii ctaHAapT B epcnekTnBe 40/HKEH MPUMEHATBLCA KakK Ha /IOKasIbHOM, Tak 1 Ha PerMoHasibHOM
UM HauMOHa/IbHOM YpOBHE. O HUM 13 KNIOYEBLIX MOMEHTOB €r0 NPYMEHEHUA ABAAETCA BK/IIOYEHWE B NUCb-
MEeHHOe corfalleHne 0 NOINTHKE KOHTPONS AOCTYNa OpraHn3aLMoHHbIX KpMTepues 1 npodmnei asTopusauum,
corsiacoBaHHbIX 3anpaluvBarL MMM U NpeocTaBNSoW MMM 4OCTYN CTOPOHaMMU.

HacTosawwuii ctaHaapT nogaepxvuBaeT B3avMoAeicTB/E MeXAY HECKONTbKUMI MeHe/KepaMmn aBTopu3a-
LK. KOTOpble MOTyT AeiiCTBOBaTb HE3aBUCMMO OT OPraHn3aLMOHHbIX U MOIMTUYECKNX FPaHuL.

MpaBwia B3anMoAeiicTBNA ONpesensoTCcs B COrlalleHnm 0 NoIMTKE KOHTPO/IA 4OCTyna, NoANNCaHHOM
BCEMW Y4acTBYIOLMMN OpraHn3aLmsamMm, v Cayxart OCHOBOM ANA AanbHeweid paboTbl.

B kauecTBe OCHOBbI COrfalleHns 0 NOJIMTUKE KOHTPOS AoCTyna npeasioxeH hopmaT JOKyMeHTaumu,
JaloLmnii BOSMOXHOCTb NOSTyYEHUsi CONOCTaBMMOW AOKYMEHTaLMN OT BCEX CTOPOH, YHaCTBYOLNX B 06MeHe
MHdopMaLmeil.

HacTosAwuii ctaHAapT He BK/OYaeT B ce65 feTanu, CBA3aHHbIe C KOHKPETHbIMY NaTopMamu 1 peanu-
3aumsamMun. B Hem He onpeaensalTcsa CePBUCHI U MPOTOKO/bI 3aLLUTbI TEXHUYECKON nepejaymn faHHbIX, onpeje-
NeHHble B ApYrux cTaHgapTax, Hanpumep B ENV 13608, a Takke meToAbl ayTeHTuukaumnm.

N3paHne opuymnansHoe
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2 TepMUHbI N onpepeneHns

B HacTosiLeM cTaHaapTe NpMMEHEHbI cefyloLime TEPMUHbI C COOTBETCTBYHOLW UMY ONpeseeHnamu:

2.1 koHTponbpgocTyna (access control): Cpefctea obecneyeHns AocTyna Kk pecypcam cuctemsl obpa-
60TKM AAaHHbIX TO/IbKO aBTOPU30BaHHbIM Cy6beKkTam aBTOpU30BaHHbIMU cnoco6amu [5].

2.2 oTcnexmBaeMocTb (accountability): CgoiicTBo, o06ecneuvBawliee OAHO3HAUYHYH MNPUBSA3KY
AelicTBUil cybbekTa K KOHKpeTHOMY cyobekTy (6).

2.3 ceptudmkar atpmbyTta (attribute certificate): CTpykTypa gaHHbIX, 3aBepeHHas LudpoBOin nog-
MUCbI0 YNOSIHOMOYEHHOrO Nnua No cepTudmkaLmm, Kotopas CBA3bIBAET HEKOTOPble 3HaveHus aTtpubyTta c
naeHTudmkauueii ero Bnagensua.

2.4 ayTteHTudmkaums (authentication): Mpouecc OCTOBEPHON naeHTUMKaLUM cy6BEKTOB MHGOpMa-
LIMOHHOW 6e30MacHOCTM NOCPEACTBOM HaAEXHOW CBA3M MeXAy MAEHTUMNKATOPOM 1 ero y0CTOBEPEHNEM.

Mpumeu aHunme — CM. Takke ayTEHTU(MUKALUIO UCTOYHMKA [AAHHbIX W ayTEHTU(UKALUI pPaBHOMPABHOIO
o6bekTa.

2.5 ynonHomoueHHoe nuuo (authority): Cy6bekT, OTBETCTBEHHbIN 3a Bblfavy cepTUmKaToB.

NMpurumeyaHune — B HacToAlWweM cTaHAApTe onpeAesieHbl ABe KaTeropun ynosHOMOYEHHbIX /WL YNOJTHOMOYEH-
HOe Lo no cepTudmMKaLmu, Bbljatoliee cepTUhUKaTbl OTKPbITLIX K/l0Yeid, M yNOTHOMOYEHHOE NNL0 No aTpnbyTam, Bblja-
ouee cepTudnkaTbl aTpubyTOB.

2.6 aBTopwusayms (authorization): Mpouecc npeaocTaBNeHUs nNpas, BKIOYas NpeocTaB/ieHre npas Ha
gocTyn.

2.7 poctynHocTb (availability): CBoiicTBO 6bITb 4OCTYNHLIM U FOAHBIM K MCNO/Ib30BAHUIO MO 3anpocy
aBTOPM30BAHHOrO cy6bekTa [6].

2.8 ynosnHomo4deHHoe nuuo no ceptudukaunn. YC (certification authority; CA): YnonHomMmo4vyeHHoe
MU0, KOTOPOMY OfHa WM HECKOJSIbKO yYacTBYIOLMX CTOPOH [OBEPUIN BbINYCK U NPUCBOEHNE cepTuduka-

TOB (7].

MpumeyvyaHuns

1 YNONHOMOYEHHOE NULLo No cepTudmnkaLmm moxeT hakybTaTUBHO cO34aBaThb KOYN ANSA YHACTBYOLWMUX CTOPOH.

2 TIOHATUE «YMOJIHOMOYEHHOEe NIML0» B TEPMWHE «YMOJIHOMOYEHHOE NULO0 NOo cepTudukaunumn» os3HavyaeT BCero
NVWb JOBEPEHHYIO CTOPOHY, & He KaKy-11n60 rocygapCcTBeHHY0 aBTopu3auunto. bonee ygayHblM TEPMUHOM MOXET ObITb
«mnspartenb ceptudukata (certificate issuer)», HO TEPMUH «YNOSTHOMOYEHHOE NULO MO CEPTUPUKALUN» OYEHb LINPOKO
ynotpe6nsaeTrcsa.

2.9 koHdmpgeHumanbHOCTb (confidentiality): CBoiicTBO, 3akiyatLeecs B TOM. UTO UHOPMaLMA He
MOXeT 6bITb JOCTYNHOI UK PACKPbLITOW ANA HEABTOPU30BAaHHbIX UL, 06 bEKTOB MM NPOLLECcCOoB [6].

2.10 penermpoBaHue (delegation): Mepegaya noNHOMO4YMSA OT ero ob6nagarens ApyromMmy 06beKTy.

2.11 wnpeHTudmkauymsa (identification): BbinonHeHne nNpoBepok, NO3BOMSAKOLWMX cUcTeMe 06paboTku
[JaHHbIX pacno3HaBaTb 06bEKThI.

2.12 xnmwou (key): lMocneposaTenbHOCTb CHMBOJIOB, YNpaBAswowWwas onepaunsamu wWnudpoBaHua 1
Aewmndposku [6].

2.13 nonutmka (policy): Komnnekc opmanyecknx, noanTuYeckmx, opraHn3aunoHHbIX, YHKLMOHab-
HbIX 1 TEXHNYECKNX 0683aTeNbCTB N0 06MeHY MHhopmaL el 1 COBMECTHON AeATEeIbHOCTY.

2.14 cornaweHwne o nonutuke (policy agreement): MucbMeHHoOe cornalleHne, B KOTOPOM BCe y4yacTBy-
lOLLe CTOPOHbI 0653YI0TCA NPUAEPXKMBATLCA ONpeAeIeHHOro KOMMIeKca NoNTKK.

2.15 npuHumnan (principal): feiicTByiowee n1uo, cnocobHoe peann3oBaTb OnpeAeneHHble CLeHapum
(nonb3oBaTenb, OpraHnsauus, cuctTeMa, yCTpoicTBo, NpUkNagHas nporpaMmma, KOMNOHEHT, 06BLEKT).

2.16 cekpeTHbI kntou (private key): Knwu, ncnosb3yemslii B aCUMMETPUYHOM KpunTorpacunyeckom
anroputme, o6nagaHvne KOTopbiM OrpaHnyeHo (06bI4HO TONbKO OAHUM Cyb6bekToMm) [9].

2.17 nonHomouue (privilege): Bo3MOXHOCTb, NpeAocTaBfieHHass 06bEeKTY YNO/HOMOYEHHbIM /IMLOM B
COOTBETCTBUM C aTpnbyTom 3TOro obbekTa.

2.18 oTKpbITbIA KNty (public key): Knwou, ncnonb3yemblli B aCUMMETPUYHOM KpUNTOrpadduyeckom
anropuTMe, KOTOpbI MOXET 6bITb cAiesiaH 06Lef0CTyNHbIM [9)].

2.19 ponb (role): Komnnekc cnocobHocTel n/unv AeiicTBNiA, CBA3aHHbIN C 3aga4eil.

2.20 6e3onacHocTb (security): CouyeTaHuMe AOCTYMHOCTWU, KOH(PUAEHLMAbHOCTU, LENOCTHOCTM U
oTcnexumsaemocTtu [12].

2.21 nonuTtmka 6e3onacHocTu (security policy): YTBepXAeHHbI naaH unm cnocob feliicTeuid no obec-
neyeHnto MHOOPMaLMOHHON 6e30nacHOCTH.

2
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2.22 copsuc 6e3onacHocTu (security service): Cepsuc, npeocTasiseMblii YypOBHEM B3aUMOAENCTBUSA
OTKPbITbIX CUCTEM, o6ecneuymBaloLuii Hagnexallyl cteneHb 6e30MacHOCTM CUCTEM WKW nepejayun faH-
HbIX [6].

2.23 HapexHas ayTeHTudmkauus (strong authentication): AyteHTudnkarms, ocyuiectTensemas nocpe-
[CTBOM CBMAETENbCTB, MONYYEHHbIX C UCMONb30BaHNEM KpunTorpadmyecknx cpeacTs.

2.24 uens (target): Pecypc, K KOTOpOMy Cy6bEKT 3anpatumBaeT 4OCTyn.

3 Llenn n cTpykTypa ynpae/ieH/si NOSIHOMOUYMSIMU 1 KOHTPOJIS AOCTyna

3.1 UenunynpaBsieHUs NOSIHOMOYNAMU U KOHTPOIS AOCTyna

Llensamu ynpaBneHus NoIHOMOYUSAMY M KOHTPO/IS AOCTyNa ABASIOTCA:

a) cosfaHvie VHCTPYKLUWIA Mo COBMECTHOMY UCMONb30BaHUI0 MHhopMaLm, BkIovas wabnoH cornale-
HMSA 0 NONNTKKE, KOTOPbIN 3afaeT v onpefenseT CTPYKTYPY U coAepXaHue 3Toro OKyMeHTa;

b) co3gaHve cTaHgapTa ynpasfeHus MOSIHOMOYMSAMU U KOHTPOAS AOCTyNa, KOTOPbIA 06ycnoBnuBaeT
6e30nacHblii 06MeH nHdopmaLmeli Mexay 3oHamu 6e3onacHocTu. ina aTtoro onpegeneH 6a3oBblil NpoLecc
o6bmeHa undopmaumeli. CtaHgapT No ynpas/ieHWo NoIHOMOYMAMY U KOHTPOJIIO AOCTyna Takxe onpegenset
MeTo[ opraHm3aLlmum 3alluLLeHHOro TpaHCrpaHyYHoro npotecca obmMeHa uHgopmauueii;

C) yCTaHOB/IeHMe Kypca Ha npeobpa3oBaHue CyLecTBYIOWMX CMCTEM B ByayLune CMCTeMbI, Y40BNETBO-
psiloLmne BCEM KpUTEPMSM TpaHCTpPaHUYHOro obmeHa MHdOpMaLuvein B COOTBETCTBUM C HACTOSLLMM CTaH-
fapTom.

OpraHun3aumio npouecca o6meHa nHgopmalmeli 0 NOSIHOMOUYMNAX U KOHTPOJIe foCTyna cneayeT ocylye-
CTBNATbL C yY4ETOM TEKYLL e cutyaunm n npegycmaTpuBaTb cTaHfapTM3aumto obMeHa nHdopmauvein mexay
30HamMy 6e30MacHOCTU CyLLecTBYOLWNX cuctem. CornalieHne o NoaMTHKe, Peno3nTopuini NOANTUK U KaTasnor
ABNAOTCA LEeHTpa/ibHbIMU 3/IeMEHTaMN HacTOSLLEero ctaHaapTa.

3.2 CTpykTypa ynpaBneHus nosIHOMOYMSAMU U KOHTPOSIS fOoCTyna

3.2.1 3nemeHTbl CTPYKTYpPbI

CTpyKkTypa mofenu npouecca obmeHa faHHbIMU Mexay 30HamMun 6e30MacHOCTM COCTOUT U3 3/IEMEHTOB,
nepeyncneHHbIX HUxe. B HacTosLem cTaHAapTe NOHSATUE CTPYKTYPbl packpbiBaeTCs B LUMPOKOM CMbIC/IE.

CTpyKTypa COCTOUT U3 CAefyIoLLNX 3/IEMEHTOB.

- 30Ha:

- NOANTUKa,;

- ponu:

- KaTanor:

- ayTeHTudhmKaums;

- npouecc.

MpaBuna Ana 3TUX 3N1EMEHTOB, COrlacoBaHHbIE YY4acTBYOWMMMN 30HAMW, XPAHATCA B Peno3uTopum n
MOryT paccmMaTpmnBaTbCs Kak YacTb JaHHOI CTPYKTYpbI.

3.2.2 3oHa

Utobbl MHhopMaLMOoHHasA cuctema, obecneymBaroLLas COBMECTHbI AOCTYN K MEAULUHCKAM faHHbIM,
6blna ynpasnsgeMoi n paboTocnocobHON, ee KOMMNOHEHTbI, HEMOCPEACTBEHHO CBA3aHHbIE C NPUHLMNanamu,
rPYyNMNMPYIOTCS B 30HbI MO MPUHLMNY 0BLLHOCTY OpraHn3aLoHHbIX, TOTMYECKUX U TEXHUYECKNX CBONCTB. PYHK-
LMoHanbHass COBMecTMMOCTb N06oro Buaa B npefenax 30Hbl Ha3blBaeTCs BHYTPU30HasIbHbIM OGMEHOM
nHdopmaumeii n BzaumogencTenem, a hyHKLMOHaIbHas COBMECTUMOCTb MeX/y 30HaMW Ha3bIBAETCA MEX30-
HaNbHbIM 06MEHOM WHAopMaLmeli 1 B3aumogeincTenem. Hanpumep, o6MeH nHchopmaLmeli MoXeT ocylue-
CTBNATLCA MexXAy OTAeneHuAMKU 60NbHWLbI B npegenax 60NbHUYHON 30HbI (BHYTPU3OHAsbHbI 0O6MeEH
MHbopmauuein) unu 6biTb BHELLHMM MO OTHOLUEHMWIO K 30HE CneLuanvM3npoBaHHOro otaeneHus (MexsoHasb-
Hbll 06MeH UHopMaLmei).

30Ha MOXeT cOCTOATb U3 Cy630H (koTOpble ByAyT HacneAoBaTb ¥ MOTyT CNeuuann3npoBaTtb NOAUTUKA
pOAMTENbCKON 30HbI). HauMeHbLUeid 30HON MOXeT 6bITb OTAeNbHOe paboyee MecTo UM KOHKPETHbIA KOMMNOo-
HEHT MH(POPMAaLMOHHON cnCTeMbI. 30HbI MOTYT 06BeANHATLCS B CYNep30Hbl CBA3bIBAHWEM OTAE/bHbIX 30H 1
popMupoBaHMeM obLLel 30HbI 60/bLIEro MacwTaba ana obmeHa MHdopmaumein n B3auMoaeincTeus.

3.2.3 Monntuka

3.2.3.1 TlonuTuka KOHTPONA focTyna

MonuTrka onucbiBaeT KOHLENUMIO, BKNOYaA HOPMbI 1 Npasuia, OpraHu3aunoHHble 1 agMUHNCTPaTyB-
Hble paMku, (PYHKLMOHabHOCTU, Tpe6OBaHNA M LieNu, y4yacTBYOLLME CTOPOHbI, COrNalleHns, 3ajaHHble npasa,
0653aHHOCTM 1 WTpadHble CaHKLMK, a Takke TeEXHWYeCKNe pelleHunsi, peasnn3oBaHHble 415 cbopa, 3anvcu,
06paboTku 1 nepegaumn faHHbIX B UHOOPMALMOHHbIX CUCTEMAX.
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[ins onucaHna NoOAMTMK MOTYT MCMONb30BaTLCA Takme CpeAcTBa, Kak LWaboHbl v gopmasibHble Moje-
v nonutrk. Mogens NONUTUKM onucaHa B nogpasgene 4.4 UCO/TC 22600-2. YTo kacaeTcst TpeboBaHuii no
6e30nacHoOCTM, TO 0COObIV MHTepec npeAcTaBnseT NoAUTUKa MHGOPMaLMOHHOW 6e3onacHocTu. MonnTrka
MHhopMaLMOHHO 6e30MacHOCTU paccMmaTtpuBaeTcs B nogpasaene 4.1 MCO/TC 22600-2.

MonuTtuka, paccmaTprBaemas B HaCTOsILLEM CTaHapTe, kacaeTcs MHPPaCTPYKTYpbl KOHTPOAA AOCTyna.
OHa onpegenseT TpeboBaHNS U yCN0BUS HAAEXHOro o6MeHa nHdpopmMaLmeil, co3gaHns, XxpaHeHusl, 06paboTkn
1 MCMOMb30BaHNSA BaXHOW MHChopMaLun, BKIOYAET OPUAMYECKME U 3TUYECKUE NOCTeACTBUSA, OpraH13aLnoH-
Hble 1 OYHKLMOHaNbHbIe acnekTbl, @ Takke TEXHUYECKNE peLLeHus.

Mpy MeX30Ha/IbHOM B3auMoeincTB HeobX0ANMO onpeaennTb 06LWwuii Habop NONTUK, MPUMEHAEMbIX
KO BCEeM B3aMMOAENCTBYIOLMM 30HaM. [laHHbli HAbop AOMKeH ObiTb ONpeAesieH Ha OCHOBe aHanu3a pene-
BaHTHbIX NOINTVK, CNeLnpuYHbIX AN KaXXA0N N3 B3aMOAEeCTBYIOLLMX 30H. Takme obLwmue nonntukn Beipaba-
TbiBAKOTCA (COrnacylTcs) B npoLecce, Ha3biBAEMOM «HaBeAEHUEM MOCTOB». Y€ COrflacoBaHHble NONTUKM
[OMKHbI 6bITb JOKYMEHTUPOBaHbI U MOANMCaHbI BCEMW YNO/THOMOYEHHbIMY InLiaMu, oTBevatLnmm 3a obecne-
YyeHve 6e30MacHOCTM B CBOMX 30HaX. B naeane Becb 3TOT NpoLLECC AO/HKEH NPOBOAUTLCS C UCMNO/Ib30BaHNEM
npeAcTaBneHnii 1 cornacoBaHuii B 3N1EKTPOHHON thopme, 4To6bl 06ecneynTb B3aMoAeCTBYE B peaslbHOM
BPEMEHU B paMkax (3apaHee CornacoBaHHO) COOTBETCTBYIOLLEN N pernamMmeHTMpoBaHHol CTPYKTypbl. Corna-
CcoBaHue 1 Bepudukauus noanMTUK B 3TOM criyvyae 6yayT MMeTb MEeCTO NpU KaXAOoM B3auMOAEencTBmMmn Cnyxo
obecneyeHuss 6e3onacHoCTy.

CornalieHve o NonnTuKe nNpeAcTaBieHo B pasgene 6 u hopmasbHO MPOMOAENNPOBaHO C NCMNO/b30Ba-
HMEM CTPYKTYPHbIX CXeM 1 WabsoHoB BYacTu 2 MCO/TC 22600. Mpouecc BbipaboTku cornatleHuns no nHeop-
MaLMOHHOMY 06MeHY AO/IXeH NpeALecTBoBaTb NpoLeccy peanbHOro obmeHa nHgopmauuein. Huwke onucat
cueHapwuii npouecca BblpaboTKu cornalleHns, KoTopoe 6yAeT CNyXWTb OCHOBOI NS npouecca peasibHOro
o6MeHa nHhopmavmeid, onncaHHoro B 3.2.7.

3.2.3.2 TMpouecc BbIpaboTku cornatleHuns

Mpouecc BbIPaboTKK cornalleHns HaunHaeTcsl ¢ popMynpoBaHna rpynnbl JO/HKHOCTHBIX UL, XOPOLIO
0CBeJOMJ/IEHHBIX O CUCTEMAX, y4acTBYHOLMX B npoLecce 06MeHa nHhopmaLuein, 1 ynosTHOMOYEHHbIX NPUHN-
MaTb peLleHunst 0 TOM, Kakoi MHdopmaLmeii MOXHO 06MeHMBaTLCA U KAKOro YPOBHS 3alLuThl OHa Tpebyer.

Mocne NpUHATWA peLleHns O TOM, Kakoli nHdopmaLmeli MOXHO obMeHnBaTbCA, Haf0 NPOBECTW aHan3
YPOBHSA 3aLUMTbl B 06OMX CMCTEMAX M ONpesennTb ypoBeHb, yA0BNETBOPAOLLNI 06€ CTOPOHBI. [115 3TOr0 HaA0
COCTaBWTb CMNCOK BCEX TPe6OBaHM C 06enx CTOPOH NASA UX OLLEHKM COCTaBUTb hopmMy, NOA0GHYI0 NpyBeAeH-
HOI1 B NpUIOXeHUn A.

Ha cnepytowem aTane npouecca BbIpaboTk1 COrnalleHns CTOPOHbI CPaBHMBAKOT CBOU CUCTEMbI MO KpU-
TepyAM OLeHKU, 3aMn0/HAS OLeHoYHY0 hopmy. B fanbHeliweM aTn hopmbl COCTaBAT OCHOBY A/151 COrNaLleHns
CTOpPOH 06 06MeHe MHhopMauueli. B kaxaom cnyyae, Korga BbIIBNEHO HECOOTBETCTBUE OAHOW U3 CUCTEM
COrnacoBaHHOMY YPOBHIO 3alluTbl, 3TOT (hakT AO/KEH ObiTb OTMEYEH B COrnaweHun BMecTe C onucaHvem
Heo6xoaMMbIX AelicTBUA. Hanpumep, ogHa 13 CTOPOH peluaeT, YTo 06MeH nHhopmauueli MoxeT ObiTb Havat
TO/IbKO NOC/e yCTpaHeHNsa faHHOro HeCOOTBETCTBUS UM 06MeH MHhopmaL el MoXeT 6bITb Ha4YaT, Ho JaHHoe
HEeCoOTBETCTBUE [O/IKHO OblTb YCTPAHEHO B yKa3aHHbIE CPOKY.

YyacTByloLMe CTOPOHbI A0/MKHbI TaKke onpeaennTb U 3adnKCMpoBaTh B COr/1allleHnun CepBUCHI 1 ypo-
BEHb CEepBUCOB PENO3MTOPUS NOANTUK. OLHUM U3 NPUMEPOB MOXET CYXWUTb B3aMMHOe 0TOGpaxeHune ponei,
NCMOMb3yeMbIX B 1BYX 30HAX, €C/IN OHW HE COrNacoBaHbl.

B cornaweHun fomkHbl 6bITb yKka3aHbl cpefcTBa ob6ecneyvyeHus ynpasrieHus u yHKLUOHWPOBaHWUSA
06LLero kartanora n cepBuChbl Peno3nTopus NOUTUK.

3.2.4 Ponu

MpaBo Ha3HauyeHUs poneil, NOTHOMOUNIA NCBUAETENBCTB, a TaKkkKe NPUHATAS OKOHYATEIbHOTO PeLUeHNs O
[0CTyne K pecypcy A0/MKHO ObITb 3aKpenieHo 3a KOHKPeTHbIM NpuHumnanom. CnefosaTenibHO, UAEHTUNKA-
Lms 1 ayTeHTUMKaLmMsa NPUHLMNANoB ABAAIOTCA 6a30BbIMM CepBMcaMu ANA aBTopusaunm, KOHTPoONA goctyna
N ApYrux CEpBUCOB 06ecneyeHns 6€30MacHOCTU NPUIOXEHNIA.

HasHauyeHune ponei MOXeT CyLLeCTBEHHO BapbMPOBaTbLCA B Pa3HbIX yHPEXAEHNAX 34paBO0OXPaHEeHNS Kak
no cTeneHun getannsauun, Tak v No nepapxmuyeckori opraHusaymmn. 1o co3gaeT TPYAHOCTU ANA hYyHKLUMOHAb-
HOW COBMECTMMOCTW, KOTOPbIE [O/MKHbI GbITb NPEOA0NEHbI NPV COrNAacOBaHUN NOMUTHK.

O606LeHHas KoHLenuus poneii onvcaHa B 4.4 u B npunoxeHun A UCO/TC 22600-2, a Takxe byaeT pac-
cMoTpeHa B pa3pabaTtbiBaemom ctaHgapTe NCO/TC 21298.

3.2.5 Peno3utopuii NOANTUK

Penosutopuii NONNTUK COAEPXMT HAGOP NPaBu KOHTPONSA fO0CTYNa U HA6op Posneid, K KOTOPbIM OHU NpK-
MeHsTca. nsa obecneyeHnss MeX30Ha/IbHOTO KOHTPOS JOCTyna 3T npasuna U MexaHu3m oTobpaxeHus
poneii cnefyeT XxpaHnTb B 06LLLEM PENO3UTOPUMN MONTKK.
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O6wWwuii penosnTopuii NONUTKK ABNSETCS POpPMasbHbIM NpefcTaB/eHneM cornaleHuns o nonmTrke. OH
1cnonb3yeTcsa cNyx60li KOHTPOA LOCTyNa BMecTe C MHdhopmaLmeii 0 ponsx oTAebHOro cybbekTa ANns NpUHS-
TUS pelleHns 0 nNpefocTaBneHnn nnun oTkase B foctyne. Ecnu Bce Tpe6oBaHUS BbINOMHEHbI, MONb30BaTENb
NPUIOXEHNA U3 OAHOW 30HbI 6E30MacHOCTU NOMYUYUT MOSIHOMOYME Ha AOCTYN W MonyyeHue Haanexaiiel
NHhopMaLmmn 13 Apyroii 30Hbl 6e30MacHoOCTK.

3.2.6 Katanor

Cnyxb6a katanora npefoctasnseT HdopmaLmio o cybbekTax. Cneyundurkauns katanora fo/HkKHa cooT-
BETCTBOBaTb TP€60OBaHUAM, U3N0XEHHbIM B [14].

Cnyx6a obLiero katasnora, ucnosb3yemas A1 Mex30HanbHOro KOHTPOSA AOCTYNa, A0/MHKHA NpeJocTas-
NATb HeobXo0AMMYI0 MHGopMaL Mo 060 BCeEX CyObeKTax, Ha KOTOPbIX pacnpocTpaHsaeTCs cornalleHune o nosau-
TUKe. BKoYas MHhopMaLuio 0 Ha3HavYeHUn ponei nayTeHTudunkaumm.

3.2.7 AyTeHTudomkauus

CyuiecTByIOT pa3nnyHble ypoOBHU ayTeHTUUKaLMM NPUHLMNANoB. BcnegcTeme WwWeneTuIbHOCTN Mean-
LMHCKOM MHChOpMaLMK 1 CBA3aHHbIX C 3TM TpeboBaHuii No ee 3awmTe npym o6MeHe nHchopmMauueid n B3aumo-
[eicTBUM foMKeH 6biTb o6ecnevyeH HavBbICLINI YPOBEHb 3aLUUThbl Kak A5 3anpaluuBatoLilero, Tak U ans
OTBevaloLero NPYHUMNaI0B NOCPEACTBOM HaAeXHOI B3aUMHON ayTeHTuukaunm. HagexHas ayteHTudmka-
umsa foskHa 6bITb peasnin3oBaHa no TEXHOOTMM, OCHOBAHHOW Ha nepefaye mapkepos (Hanpumep, ¢ UCNosb30-
BaHWeM cmMapT-KapT).

OcHoBbl ayTeHTUdmkaumm onpegenensl B [8] n [9]. MNpoueaypa ayTeHTUmKaLm ocHoBaHa Ha UICNOJb30-
BaHWUW MHPACTPYKTYPbI OTKPbITLIX Ktouein. OCHOBbI MHHPACTPYKTYPbl OTKPbITLIX Ktouei onpegeneHs B [10].
CepTudmkat ayTeHTUdMKaLMm cooTBeTCTBYeT cneundukaymm X.509V3.

3.2.8 Tlpouecc

NeuebHO-gMarHocTUYECKME NPOLLECChl NMOABEPXKEHbI M3MEHeHUAM. [03TOMY OYeHb BaXHO co3jaBaTb
peLueHns, No3BoAI0LWL e BHOCUTL HEOOX0AUMbIE U3MEHEHNS B NpoLiecckl 06MeHa nHhopMaLveil, He 3aTparu-
Bas nevebHO-AmarHocTnyYeckuii npouecc. BoNbLWNHCTBO PYTUHHBIX MPOLEAYP NO HA3HAYEHWIO 1 0T3bIBY PONeil,
a TaKxe Mo aBTopm3aluy AO/MKHbI 6bITb MAKCUMaIbHO aBTOMATU3MPOBaHbl 6€3 NoTepy KOHTPONA Haf Hop-
MaLVOHHOW 6e30NacHOCTbI0. B 0TAeNbHbIX CAyYasx cneymanncTbl, yHacTBYOLWME B IeHEHUV NauneHTa, f0NXK-
Hbl UMEeTb BO3MOXHOCTb BbIXOAUTb 3a PaMKW OrpaHuYyeHuii aBTopusaunm, HasHauyeHHoW X ponsiM, u 6biTb
roTOBbIMW 060CHOBATL 3TO MO3XeE.

CogepxaHue npouecca pas/IMyHo B pasHbIX Cyvasx, HO ONMcaHHbI HUXKe NpoLecc SIBNSETCS BeAyLMM
npoLeccoM Ana HacToALero ctTaHgapTa. B aTom npouecce y4acTByiOT [iBe 30Hbl 6€30MacCHOCTU, B KaXK0N U3
KOTOPbIX (DYHKLMOHUPYET OAHO NPUIIOXKEHME.

CueHapvem npumMepa SiBASEeTCS CUTyaums, Korga cneunanncTy n3 30Hbl 6e3onacHocTy 1 HyxHa uHdop-
Maumsi 0 CBOeM naumeHTe, XpaHsLancs B 30He 2. rae faHHblii NauMeHT Npoxoaua neveHne paHee.

B onpefeneHHbIX 06CTOATENLCTBAX OAHOMY NPUIOXKEHNIO HEO6X0AUMO NepefaTtb MHOPMaLMIO ApYro-
MY MPUAOXKEHUIO U/MNN NONYYNTb MHPOPMALMIo OT HEro. 3Ta He06XO0ANMOCTL ONpeAensaeTca NosbL3oBaTeNAMm
[aHHbIX NpUIoXeHWi. NMonb30BaTebCknii AOCTYN KOHTPONUPYETCH KaX A0l 30HON 6e30MacHOCTU, HO OH MOXEeT
6bITb TakkKe NpefocTaB/eH MO 3anpocy Nosib3oBaTens W3 Apyroi 30HbI 6e3onacHOCTM. BHeLWwHWiA 3anpoc Ha
[OCTyN Y, 0B/1IETBOPAETCA NOC/Ie ero yCrnewwHon NpoBepk/ Ha COOTBETCTBME COrNacoBaHHbIM nNpasuiam, xpa-
HALLMMCSA B peno3nTopum NoNnTuK. Bece Takne npaBuia AO/MKHbI ObITb YKa3aHbl B COrMalleHnm o NonTuke.

B 06eunx 30Hax MMelTCA CBOV CUCTEMbI aBTOPM3aL i CO CBOVMM NepPeYHAMN Poseit, COOTBETCTBYIOLLMMU
MX NOTPEBHOCTAM, M pasHbiMK NpaBunamu nNpefocTaBneHns AoCcTyna K pasHoi MHgopMauun Ans pasHbixX
poneii.

Mogenb npouecca npegcTaB/ieHa Ha pucyHke 1.

Mpovuecc ocyLwecTBAAETCA B CiefyoLei nocnes0BaTelbHOCTU:

1) HoBblii COTPYAHMK MONy4YaeT CBOK POsib, ONPeAeeHHYI0 U Ha3HauYeHHY0 pykoBoAUTeNnemM nogpasge-
NleHns, B KOTOPOM OH cobupaeTcs paboTaTb, B COOTBETCTBUM C U3NOXKEHHBbIM B 3.2.4.

2) HoBbIli COTPYAHWK perncTpupyeTcst B CUCTEME aBTOPM3aL M1 COOTBETCTBYHOLL e 30HbI 6e30nacHOCTM
C OrpaHnyeHnaMn 1 aBTopusauunein, NPUCYLLMMN Ha3HauYeHHON eMy ponu. 3To NogpasyMeBaeT, YTO COTPYAHUK
ayTeHTUgMLMpyeTCsa B COOTBETCTBUN C U3NOXEHHBLIM B 3.2.7.

3) Monb3oBaTenun us AByx 30H 6€30MacCHOCTW, KOTOpPble YAOBNETBOPSAIOT NpaBuiam, onpeaeneHHbIM B
cornalleHuny o NoNTUKe, MOryT ObITb HaliieHbl Yepes cyx6y obLero katanora. Katanor gocTyneH us nto6oro
NpUIoXeHUs B 30Hax 6e30NacHOCTU, Ha KOTOpbIE pacnpocTpaHseTcs cornalleHne o noautuke. Cm. 3.2.6.

4) Korpga coTpyAHUWK, NpyHaaexalmin k 3oHe 6e30nacHoOCTU 1, HauMHaeT UCMONb30BaTh NpuIoxeHve 1
B MH(hOpMaLUMOHHON cucteme 1 30HblI 6€30MacHOCTM 1, NEePBbIM, YTO AO/DKHO cAenaTb 4aHHOe MPUIoXKeHue,
ABNSETCHA NpOBepKa ero aBTopusauum B cnyxb6e KOHTpPonsa goctyna 1 (CM. pucyHok 1).
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30Ha NoNnUTUKN 6e3onacHocTn - « 30Ha nonuTukn 6esonacHocTn
30Ha NONUTYKM 6e30MacHOCTU B 30Ha NonMTYKN 6e30MacHOCTU
PuncyHok! — Mogenb npouecca

5) CoTpyAHUKY NnpefocTaBnseTcs 4OCTYN K NpuioxeHuto 1B 30He 6e3onacHocTu 1. MNpasuna BHyTpU3o-
HafbHOTO W MEX30Ha/IbHOro MH(OPMALMOHHOTO B3aMMOAEWCTBMS onucaHbl B nogpasgene 4.1
MNCO/TC 22600-2.

6) CoTpyAHMK, MCNOMb3YOLW M NpunoxeHue 1, cosgaeT 3anpoc Ha Nosy4YeHue nHpopmalum ot npuso-
XEeHUs 2 13 30Hbl 6e30MacHOCTM 2. 3anpoc COAEPXMT UAeHTMdrKaunio 1 ponb 3anpalunBaroLLero, a Takke
CCbI/IKy Ha COOTBETCTBYHLLEe NpaBu/io B 06LeM peno3uTopumn NONTKUK.

7) BaToli cuTyauumn obe cucteMbl 06paTATCSA K Peno3nTopuio NOIMTUK, YTOObI MPOBEPUTL, BLINOHAKTCS
nn TpeboBaHus KO6MeHy nHdopmavmeit. NMoaTomMmy Heo6xo4MMO, UTO6LI 4715 30H 11 2 BblS1a coriacoBaHa Noav-
TVKa /19 4aHHOro Tuna obmeHa nHdopmaumeil, n 4Tobbl B peno3nTopumn NosMTUK UMesIuCb npasuna aAns npo-
BEpKM OOMYyCTUMOCTU AaHHOro obmeHa. Ecnu Bce 3TW yCc/i0BUS BbIMOJIHEHBI, TO MpOLEcC NpoAo/mKaeTcs C
wara 8. B npoTMBHOM criydae npuaoxeHue 1401XHO yBEeAOMUTb NO/Ib30BaTes1s, YTO ero 3anpoc OTK/IOHEH.

8) lMpunoxeHne 1 nocblnaeTt 3anpoc Ha nosyvyeHne nHdopmMaLmm NPUIoKeHUo 2 U3 30HblI 6esonac-
HOCTH 2.

9) PesynbTaT 3anpoca nocbliaeTcs NPUIOXEHUI0 1, B KOTOPOM COTPYAHUK MOXET ero npountatb 1
COXpaHUTb BMECTE C ApYyroii uHpopmauMein o LaHHOM NauueHTe.

10) Bce TpaH3akuuv, MMeBLUME MECTO B NPUIOXEHNV 1, npunoxeHun 2. cnyxb6e katanora u penosnTo-
pvn NOMUTKK, @ TaKXe BCe B3aMMOAENCTBUSA MexXay ABYMS 30HaMU A0/MKHbI pernctTpuposartbes. CTaHaapTHbIe
npoueaypbl MOHUTOPUHIA XypHana permctpauny o/mMKHbl 6bITb ONpeaesieHbl B COrfalleHnm o0 NoUTUKe.

4 CornaweHune o NonuTuke

4.1 0O630p

OcCHOBHas 4acTb cornalleHns o NonTKe AOo/MKHA CoAepXaTb onvucaHve AeiCTBYIOWEeNR opnanyeckoi
6a3bl, BK/IKOYAA npasuia v HoOpMbl. B HeM A0MKHBI 6bITb MPONMCaHbl OpraHn3aLMoHHbIe Y aAMUHUCTPATUBHbIE
peleHmns, YHKLMOHaIbHOCTb, TPEGOBAHUS U e, y4acTByloLMe NPUHLMNANbI, COoralleHns, npasa, 06s-
3aHHOCTM M HaKasaHus, a Takke TeXHUYeCckne pelleHus, npumerHsemMele gas céopa, 3anucu, 06paboTku n nepe-
Aauu JaHHbIX B NPUNOXEHNAX B 30HaxX 6e3onacHocTu.
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CornalleHve o NoNNTUKe AO0/HKHO TakKxe cofepxaTb CTaHAapTU3NPOBaHHbIN AOKYMEHT, Lieflbio KOTOPOro
ABNseTCA 06/1eryeHne HanMcaHus cornalleHns, NoKpbisBaLero yHKLMn, Heobxogumble Ans obMmeHa nHGop-
mMaumeid. CTaHgapTHbIV WaboH cornalleHns o NoNnTuke NpeacTaBieH B puaoxeHun A.

CnepyeT Takke NPUHATb Mepbl, rapaHTUpyloLne O4HO3HAYHOe NOHMMaHue CornaweHns O NoanTukKe
KaXXAbIM /MLLOM, NONb3YIOLWUMCS MEX30HabHbIM 06MeHOM MHdopMaumeid. OTBETCTBEHHOCTL 3a cobnoae-
HVe cornalleHns NexunT Ha raBHbIX agMUHUCTPaTopax 30H 6e30nacHoCcTu.

PyHKLMN onucaHbl B4.2—4.22.

4.2 NpeHTudukaums

CornalleHue o NOANTUKE J0/KHO onpefensTe MeToAbl nageHTUudunkaumnm, Ncnosb3yemble B 30Hax 6e30-
NacHOCTW. BK/IOYas uAeHTUukaumo nuy (NaumMeHTos, MegULMHCKUX CneumanncTos, Apyrux paboTHUKOB
3[paBOOXpPaHEHNs N T. A.), OpraHn3aLmii, CUCTeM, yCTPOINCTB, NPUIOXKEHWNIA, KOMNOHEHTOB 1 T. 4. Mpu ncnosnb-
30BaHNN pasHbIX CUCTEM MAEHTUUKALUW KaXAan U3 HUX J0/KHA ObiTb onpegeneHa. Takxe f0/MKHbI 6bITb
onpefenieHbl MexaHU3Mbl CBA3bIBaHNSA, OTOOpaXKeHus 1 npeobpasoBaHus. B JaHHOM KOHTEKCTe He06X0AUMO
paccMoTpeTb 1 3a4aTb UCMO/Ib30BaHMEe YHUKANIbHOTO MaeHTUdnKaTopa naumeHTa, a Takxke rnaBHoro peructpa
navLneHToB, CBA3aHHOIO C NPOCTPaHCTBOM UMEH, U CNyX6 nageHTugmrkaum nayneHTos.

4.3 VHdopMunpoBaHHOe cornacue nauneHTa

Mpasunna nosyyeHns n xpaHeHUs MH(POPMUPOBAHHOIO COrnacus naumeHTa goMKHbI 6bITh COrlacoBaHsbl,
B MPOTUBHOM Cny4yae AO0/DKHbI GbiTb yCTaHOB/IEHbI NYyTU NPEoAOseHNs pasHornacuii. MNpuHaToe pelueHune
[O/KHO 6bITb 3a(PMKCUPOBAHO B COMMTaLLEeHN 0 NOSINTUKE.

4.4 3awnTa NepcoHasibHbIX AaHHbIX NauueHTa

3aumTa nepcoHasibHbIX AaHHbIX NauneHTa ABAAeTCca KYeBbiM BONPOCOM NPU TpaHCrpaHM4yHOM obme-
He nHdopmMauueit.

UTo6bl ,06MTLCS NONHOTO A0BEPMA NaLMeHTa K MH(POPMaLMOHHbIM TPaH3akKLMAM, KpaliHe BaxHO, YTOObI
npasuna 6b1n ACHbI U NALUEHTbI IETKO UX MOHUMANWN.

4.5 NpeHTudmkauus nHhopmauum

CornalleHue o NosmMTUKe JO/IKHO UAEHTUMLMPOBaTbL NpoLeaypy A0CTyna K aHHbIM, XpaHAWMMesa B
[Apyroi 3o0He 6e3onacHocTW. MOCKO/bKY CyLlecTByeT MHOTo cnoco60oB obecneyeHns Takoro focCTyna, oYeHb
BaXXHO, UTOObI BbIGPaHHbIi CNOCO6 6bl/1 ONUCAH B COrNaLleHnn.

Ecnu gaHHble npegHa3HavyeHbl TOMIbKO 415 YTEHUS, TO BHELWHWIA NoMb30BaTe/lb MOXET NoAyUYnTb Takme
Xe npaBa [J0CcTyna K NPUIoXKEHUIO B APYroli 30He 6e30MacHOCTU, YTO U 06bIYHbIV NOMb30BaTE b 3TON 30HbI.
Ecnu xe BHeLWHWA nonb3oBaTe b Xo4eT nepegarb MHopMaLUWIo B Apyryto 30HY 6e30nacHoCTH, TO A0/HKHA
6bITb NPeAyCcMOTPEHA BO3MOXHOCTb YKa3aTb Win NAEHTUMULMPOBATL M OrPaHNunTbL MHGOPMaLMIo, Nogexa-
Lyto Nnepegave.

4.6 Jlokannsauusa nHgopmaunm

UTo6bl 06ecneunTb 3awmTy nepegasaemoin nHpopmaLmmn, Heo6xo4MMo onpeaennTb CTPYKTYpbl AaH-
HbIX, UCMOMb3YyEMblE B MPUNOXKEHNSAX, B MOHATHOI 418 BCeX CTOPOH chopme. [o3ToMy cornatueHune o noamTmke
[O/MKHO cofepxaTtb NoApPo6HbIE onncaHns nepefasaeMoi MHhopmaLumn 1 CTPYKTYPbl AaHHbIX.

4.7 LlenoCTHOCTb flaHHbIX

[na BbiSBNEHNA UCKaXEHUA JaHHbIX B MNpouecce nepefayn Mexgy 30HamMy 6e30nacHOCTU A0JIKHAa
BbIMO/IHATLCSA NPOBEpPKa Le/I0OCTHOCTU AaHHbIX. MNpasuna 1 MeToAbl Takoli NPOBEPKU JO/HKHBI ObITb COrnacoBa-
Hbl 1 3aMKCUPOBaHbI B COTNaLLEeHUn O NMONUTUKE.

4.8 Be3onacHoCTb

C 60/blIOK BEPOATHOCTbI Kaxpas 30Ha OyaeT MmeTb CBOM COGCTBEHHble npaBuaa 6e30nacHoCTy.
KoHeuHo, 6b1710 6bl naeansbHo, ecsin bbl BCe y4acTBYHOLLME 30HbI MOTV NepeiTv K e4MHON Mogenn 6e3onacHoc-
TN. 3TO ABNAETCA OCHOBHOW Lefblo, U CTaHAAPTbl MHPOPMaLMOHHO 6e30nacHOCTU, NPUHATLIE EBponeickum
KoMuTeTOM no cTaHdapTusaummn n ACO. OMKHbI CNYXUTb rMaBHbIMU UHCTPYMEHTaMu ee fOCTUXEHUS.

Ecnu Takoii nepexof HEBO3MOXEH, TO B COrMalleHnn 4O/MKHO ObiTb ONpeAeneHo, Kakoin ypoBeHb 3aLlm-
LLIEHHOCTY B O4HOI 30HE COOTBETCTBYET KAKOMY YPOBHIO 3aLLMLLEHHOCTN B APYrOii 30He. Takxe A0MKHbI 6bITb
pa3paboTaHbl NOSIHOMOYXA NOb30BaTeNeN AN pa3HbIX YPOBHEW 3aLUMLLEHHOCTN B 06ENX 30HaX.

MpumeyaHne — AcnekTsel MHpOPMaALMOHHOWK 6e3onacHocTy paccmaTtpusatwTcs B UCOHAC 22600-2.

4.9 AsTOopusauuns

B cornaweHun o NONNTUKE AO/MKHbI OblTb ONpeAesieHbl NPoLecchl aBToOpU3aunn Kak BHYTPEHHWN, B
npegenax 30Hbl 6€30NacHOCTM, Tak U BHELIHWUIA, OTHOCALLMIACA K ApYrM 30Ham 6e3onacHocTu. bonee nogpo6-
HO aBTOpM3aLma paccMoTpeHa B pasgene 4 NCO/TC 22600-2.

4.10 CTpyKTypa ponei

Ponu onpepensaoTca ANA Kaxaol 30Hbl. B nonntukax onpegensoTcs npasa v 0683aHHOCTY ANS O4HON
U HECKOMIbKMX POJIeil B KOHKPETHbIX KOHTeKcTax. HasHaueHne poneil ABNSeTCA OYeHb BaXHOM YacTbio npu
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pa3paboTke OKOHYATE/IbHOrO CTaHapTa no cornacoBaHunio NoAnTUK. Mogens posei npeAcTasneHa B nogpas-
nenax 4.6—4.9 NCO/TC 22600-2.

4.11 TlpaBa aTtTectauuun

B cornatueHny o nonuTrke fo/XHbI 6bITb NEpeYnCcneHbl NULA, MMetoLLne NpaBo Ha3HavaTb Posv n3acBu-
[eTeNbCTBOBaHHbIE MOTHOMOYUS COTPYAHUKAM OpraHv3auuu. YNOoMHOMOYEHHbI COTPYAHWK MUMeeT npaBo
KaTeropmpoBsaTtb MeAVNLMHCKYI0 MHGOPMaLuio.

4.12 [enernpoBaHue npas

B noscegHeBHOI paboTe HepeAKo BO3HMKaeT NOTPeBHOCTb B AeniernpoBaHmn npas. Ans ynpaeneHus
3TVM NPOL,ECCOM AefierpoBaHe npas AO/MKHO 6bITb ONpeAeneHo B cornaleHnm, Tak kak kpaiHe TpygHo Tou-
HO 3HaTb, KTO HaAe/1eH KakuMy npaBamu BHYTpY cBOel 30Hbl 6€30NacHOCTM 1 B APYTvX 30HaxX. [lenervposaxue
[O/TXHO ObITb XOPOLIO CTPYKTYPUPOBaHHbIM, YTOObLI €10 MOXHO 6b1/10 OTCNexuBaTb. Mogenb fenernposaHns
paccmaTpuBaeTcs B nogpasgene 4.8 MCO/TC 22600-2.

4.13 CpokpgelicTBusi

ABTOpM3auus, ponu, npasa aTrectauuu u genermpoBaHue npas AO/KHbI UMETb YETKO onpefesneHHble
CPOKYM AeliCTBMA NOOTHOLLEHWIO K NpaBam A0CTyna K MHhopMaLmMmn Kak BHyTPY CBOel 30HbI 6€30MacHOCTM, Tak 1
B APYrMX 30HaX. 3TN CPOKM JOKHBI ObiTb yKa3aHbl B COrMalleHnn.

4.14 AyTeHTUUKauna nonb3oBaTenei n ponei

B kauecTse MeTofla ayTeHTU(MKALUN PEKOMEHAYETCA UCNONb30BaTb NHPACTPYKTYPY OTKPBITLIX K/1t0-
yeid. B HacTosleM cTaHgapTe onpefesneH psaf ycnosuii, KOTOpble A0/KHbI ObiTb BbINO/IHEHBI, ECNN MEXay
30HamMy 6e30NacHOCTV He MOXEeT OblTb AOCTUIHYTO COrfalleHne O eAMHON cTaHAapTU30BaHHOW cucteme
ayTeHTuukaumm.

4.15 [foctyn

O6CTOATENBLCTBA, NPU KOTOPbIX paspeLlaeTcs AOCTyN K nHhopmaLlum B Apyroi 30He 6e30nacHoCTy, onu-
caHbl B nogpasgene 4.7 NCO/TC 22600-2.

Mpasunagna npas focTyna fO/MKHbI 6bITb COr1acoBaHbl Y yCTaHOB/IEHBI B COrNalleHunn.

4.16 Cpok aeicTBus cornaweHust

B cornaweHnn fomkeH 6bITb yCTAaHOBEH CPOK ero geincTeus. CornaweHne fO/MHKHO Takke cogepxarb
NYHKT, ONpeAensiowmnii npoueaypy npekpalieHns LeiAcTBUS cornaleHus kak Nno OKOHYaHuWM cpoka ero
[AecTBusA, Tak M JOCPOUHO. [l0/KHbI ObITb ONpeAesieHbl 3aKkOHHbIe OCHOBaHWSA A1 PACTOPXEHNA CornalleHus.
B cornaweHun Takke OO0/KHbI 6bITb onpefeneHsl WTpadHble CaHKUUKM B Criyvyae ero JoCPOYHOro pacTtop-
XeHus.

4.17 3STU4YeCcKue NpUHLUMnMbI

Hopmb! 1 npasuna HMKorga He oxXBaTblBalOT BCE BO3MOXHbIe cuTyauun. MoaToMy AO/MKHbI YUUTbIBATLCA
aTnyeckne NPUHYMNbI, MA0KEH OblTb CDOPMYIMPOBAH MEMOPaHAYM, NO3BONAOLNA KaXKAOMY NONYUNUTb YeT-
KOe MOoHVMaHNe pamMmoK CBOE OTBETCTBEHHOCTH, B KOTOPbIX OH O/KEH leicTBOBATb.

4.18 3awuueHHbI perncTpaymoHHbI XypHan

Kak 6b1/10 yka3aHo BbllLie, BCe TPaH3aKLuu A0/HKHbI PErMCTPUPOBATLCA BXYpHasne. B cornaweHny gonx-
HO 6bITb yKa3aHo, kak 310 6yfeT AenaTbCs U C Kakoi cTeneHbio AeTanunsaunn. Pernctpauus TpaH3akuuii aBns-
eTca KyeBbIM (hakTOPOM J0BEPUA NaLMEHTOB K CUCTEME.

UTo6bI rapaHTUpPOBaTh BbICOKOE KAYECTBO BELEHUS PETNCTPALMOHHOIO XypHana, Heo6xoANMO UCNOoNb-
30BaTb METKM BpeMeHW. Bce MHMOpMaLMOHHbIE TpaH3akKLuun AO/MKHbI UMeTb METKY BpeMeHW. IDT0 MOXeT
noTpe6oBaTh CyLLLeCTBEHHOIO NepenporpaMmupoBaHmns 6onee cTapbiX CUCTEM W. C/lej0BaTE/IbHO, MOXET OKa-
3aTbCA HEBO3MOXHbLIM MO 3KOHOMUYECKUM NpUYnHaM. B aToM crnyyae CTOpPOHbI, NoAnucbIBatoLLme cornatle-
HWe. A0/KHbI PELINTb, YTO MOXHO CAenaTb B CYLLEeCTBYIOLLNX 06CTOATENbCTBAX U Kakne Mepbl AO/KHbI ObITb
NPVHATBI NS UcnpasnexHus cutyauun. MNMnad peannsaumm aTux Mep ABASETCHA YACTbio COrnalleHuns.

4.19 Ayautopckas npoBepka

B cornaweHun gomkHO 6bITb OrOBOPEHO, KOrfa, KeEM 1 Kakum 06pa3om A0/KHbI NPOBEPATLCA daisibl
pernucTpauroHHOro XypHania v npeanpuHumMaTbcs Hagnexalyme aeicTBus.

4.20 AHanuns puckos

Mpy HanMuMm Kakux-NMbo PUCKOB BCE CTOPOHbI JO/MHKHbI COBMECTHO OLLEHUTb UX 1 PELUNTb, MPUEMIEMbI
OHU NN HET. PUCKKN AOKHBI BbITb 38,0KYMEHTUPOBAHbI B COrflalleHnmn o nonnTuke. Ecnm pucku npruemnemsi,
TO BCE CTOPOHbI JO/KHbI 0J06PUTL COrNnalleHne o NnonnTuke. Ecnm pucku He npuemaemsl, To B cornatleHmne o
NONNTKKE AO/MKEH ObITb BKIIOYEH NNaH, AeTanusnpyowuii Tpe6oBaHus K pecypcam, 06ecneymBaroLum CHu-
XeHne pUCKoB.

4.21 HenpepbIBHOCTb MYynpaB/ieHNne YpesBblyaiHbIMWU CUTyauMsaMun

B cornaweHnn o nonuTuke [0MKHbI ObITb onpeAesnieHbl NoApo6Hble npoueaypbl ANA nogaepxaHus
HenpepbIBHOCTM GM3HEC-NPoLLeccoB, BOCCTAHOBMNEHMS paboTOCNOCO6HOCTN U ynpaBieHns YpessblHaiHbIMU
cuTyauusimm B cnyyae cboes.
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4.22 Pa3BuTMe NHOPMAaLMOHHbIX CUCTEM

[na obecneyeHuns He TONbKO TeKyLLEero, Ho v byayliero o6MeHa faHHbIMU Mexay MHhopMaLOHHbIMK
cucTeMaMm BCe CTOPOHbI AO/MKHbI NPUHATL Ha ceb5 B cornaleHun o noNnTuke 06a3aTenbCTBO pa3BnBaTh CBOU
MH(OPMAaLMOHHbIE CUCTEMbI BCOOTBETCTBUM C HACTOALLMM CTAHAAPTOM U APYTMMU NPUHATBIMU CTaH4apTaMu.

Bce 3T thyHKLMMN AOMKHBI BbITb ONpeeneHbl B cornaweHmn o nonuTrke. CTaHaapTM3NpoBaHHbIi chop-
MarT cornatleHuns o NoIMTUKE ONNCaH BNPUIoXeHUN B nA0/MKeH MCNoNb30BaTbCA BKayeCcTBe PyKOBOACTBA NpY
cocTaB/NIeHNM COrnalleHuns o NONNTUKE.

B cornatueHnn o noanMTrKe AO/MKHbI 6bITb ONpeAeneHsl Bce yHKUUM o6MeHa nHhopmaumei.

5 [okymeHTauus

CornalieHue o NosIUTUKe OCHOBbLIBAETCS Ha JOKYyMEHTaL M1 No MHOPMaLMOHHOV 6e30MacHOCTU CUCTEM,
yuyacTBYOLWUX B UHPOPMALMOHHOM 06MeHe. Bce CTOPOHbI J0/MKHbI AOKYMEHTMPOBATL MH(IOPMALMOHHYIO
6e30MacHOCTb CBOVX CUCTEM B CTaHAAPTU3MPOBAHHOI (hOpMeE, UTOGbI €€ MOXHO 6bISI0 CONOCTaBUTL. [LOKyMeH-
Tauus COCTOUT U3 ABYX YacTei.

MepBas 4acTb, ABAsOLWAACA aAMUHACTPATUBHOI, onpeaensieT CUCTeMbl, y4acTByloLMe B UHADOpMaLm-
OHHOM 06MeHe, 1 0TBETCTBEHHBIX ML B Heli Takke ykasbiBaeTcsi BepCusi [OKyMeHTaLUWu, AaTa v BpeMsi Bbinyc-
Ka 1 BHECEHUSI U3BMEHEHUA.

BTopas yacTb, ynopsijounBaioLLas JOKYMEHTALMI0 CUCTEMbI, COCTOUT U3 pPsiia BONPOCOB OTHOCUTENIbHO
CUCTEM, y4aCTBYIOLUX B UH(DOPMALMOHHOM 06MeHe. Kax/blii BONpoc pasaenieH Ha fiBe YacTu. MNepsasi yacTb
KacaeTcs Tekyllei cuTyaumu, a BO BTOPOIi 4acTu cnpalumBaeTcs, YTo npeanonaraetcs NpeAnpuHsATL, YToGbI
BbINOIHUTL TPEGOBAHUS MO 06eCNeyeHn0 MHPOPMaLMOHHO 6e3onacHoCTy. Ha kax/blii BONpoC B JOKYMeHTa-
LMK npeanaraeTcs CNMCOKOTBETOB. PAHXMPYHOLLMXCSA OT NOJIHOTO BbINO/IHEHUS TPe6oBaHWii JoNX HEBbINO/HE-
HUs. /INL0, 3aN0HsOLLEee JOKYMEHT, MOXET BbIGpaTh OTBET, B HaNGO/bLUE Mepe NOAXOAALLINIA A5 AaHHOTO
Bonpoca. KpaiiHe BaxHO, YTOGbI CMUCKM CTAHAAPTU30BAHHbLIX OTBETOB C MHOXECTBEHHbLIM BbIGOPOM 6b1/11 YeT-
KO onpefieneHbl v NOHSATHbI /1 06EUX CTOPOH.

Jio60oe paznuyre B OTBETAX HA BOMPOCh! «Kak €CTb Ceiivac?» 1 «kak O/IHKHO 6bITb?» SBNSeTCs (DakTOpoM
puvcka ans nHopMaLMoHHO 6e30nacHoCTyY. lo/keH 6biTb NPOBEAEH aHAU3 TOro, Kakue PUCKK MOTYT BbiTe-
KaTb U3 BbISIB/IEHHbIX pasnuunii. Heo6xoaumMo 3a,0KyMEHTMPOBATb 3TV PUCKU M ONuUcaTb Mepbl MO WX ycTpa-
HEHWIO.

Mpumep WabnoHa cTaHAapTHOM fOKyMeHTaLun NpuBeeH B NPUTOXEHUN A.
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MpunoxeHune A
(cnpaBoyHOe)

MpuMep WwabnoHa AOKyMeHTauuu

A.1 BBepgeHue

CTOpOHbI, COBMECTHO UCNO/Mb3YyOLWMNeE NHOPMALUIO, AOKHbI 06WUMUN YCUANAMUN CO3AaTb eANHbINA WabnoH AOKY-
MeHTaLumnn, oxBaTbliBaloWnii ace acnekTbl MHhOpMaLMOHHOI 6e30NacHOCTM B3anMOA4EeNCTBYOLWMNX CUCTEM U APYTUX KOMMO-
HEHTOB.

LWa6noH gokymeHTauuu, npeAcTaBfeHHbIi B HACTOALWEM MPUIOXEHUUN, AO/IKEH paccMaTpuBaTbCs Kak npumep
nocTpoeHna wabnoHa AOKYMeHTaLunu.

A.2 OnucaHne MHOOPMAaLUOHHBIX CUCTEM N UH(DbOPMaLMOHHOTO o6MeHa

B HacTosiwem pa3gene 4OMKHbI 6bITb 06bABMAEHbI Llenun ncnocobbl o6MeHa nHpopmaumeii. Kpome Toro, Bce CTOpo-
Hbl JO/DKHbBI ONUCaTb B AAHHOM pa3sfesie CBOU MH(OPMaLMOHHbIE CUCTEMbBI W ApPYTrMe KOMMNOHEHTbI, y4yacTBylou e B UHop-
MaLuoOHHOM o6MeHe.

A.3 AgMUHUCTpPATUBHbLIN pa3aen wabnoHa JOKyMeHTa

dopmaT AOKYMEHTa MOXET U3BMEHATLCA B 3aBUCUMOCTU OT Cpefbl, B KOTOPO OH 6yfeT ncnonb3oBaTbcs. B ogHUX
cnyyasx oH MOXeT 6bITb NpeAcTaBneH B popme html-4OKyMEHTOB. B 4pyrnx — B 6ymMaxHoli popme. Hactoswuii coopmar,
B KOTOPbI BCTABNE€Hbl KOMMEHTAPUMN U NOSICHEHWS, NpeAHa3HaYeH NCKNIYUTENbHOANSA TOr0, YTOObLI NPOUNNIOCTPUPOBATL
cocTaBnslowWwmne, Heo6xoaMMble ANA co3aaHnsA 3P HeKTUBHON JOKYMeHTaL W, npunaraeMoii K cornaweHuto.

30Ha 6e3onacHocTu Ne 1

JINU0, OTBETCTBEHHOE 38 COCTABIEHME JOKYMEHT@ c.uiiuiiiiiiiiiiiiiie it st eb s h s a b e bbb s b sae s

B3auMOAeNCTBYIOWNE CUCTEMBI.

B3aumopeiicTByoLMe NPUNOXKEHNS:

Pamkn cOBMECTHOro AocTyna u orpaHuyeHuns gocTtyna K uHopmaymu:

3oHa 6e3onacHocTH Ne 2

Jlnyo, oTBETCTBEHHOE 3a COCTaBJ/IeHNe JOKYMeHTa

B3aumopgeiicTByowme cncTemMsbl :

B3anMoAeNCTByOLW e NPUIOKEHUS:

PamKi COBMECTHOTO fOCTYyNa 1 orpaHnyeHns AocTyna K MHopmaymm:

A.4 OueHOYHbIV pa3gen wabnoHa AOKYMeHTa

A.4.1 Cxema knaccudukaumm

Mpumepbl knaccugukaumnii, KoTopblie NOMOryT NpU AOKYMEHTUPOBAHNN CUCTEM, YHACTBYIOLWNX B UH(POPMALMOHHOM
ob6meHe.
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MprMepbl BONPOCOB, CYXaLUX 4NA YTOUHEHUS KOHKPETHbIX AeTanell, kacaloLWwnxcsa JaHHOro KOHKpeTHOro o6mMeHa
nHpopmaumeil.

OyeHb BaXHO, 4TOGbI NPV opraHn3auun obmeHa nHcopmauveii BCOOTBETCTBUM C HACTOALWMM CTaHAapTom obe cTo-
POHbI MCNONb30BANIN OAMHAKOBbIE KnaccumnKaLum n 04NH NTOT e Habop Bonpocos. OTo o6neryaeT cornacoBaHune oOKy-
MeHTauun BceMu CTopoHamu.

Takxe BaXHO 3a,0KyMEHTUPOBATb Kak TEKYLLYIO CUTyaLnio, Tak n oxugaemblii/ Heo6xoauMbIii ypoBeHb 6e3onacHoc-
TV Npu nepepgaye uHopmauuu.

Takoi cnoco6 AOKYMEHTMPOBAHNA NO3BONUT BbIABUTL Cnabble CTOPOHbI 1 Apyrue npo6aemMsl ¢ KOHurypaumeii. OH
Takxe cosgaeT 6a3uc 419 B3aMMHOTO cornalweHns CTOPOH 0 TOM, 4TO A0/KHO BbITb CAeNaHo ANA JOCTUXEHUA HafeXHOW
nepepayun nHopmaumm, NM60 0OCHOBY, HA KOTOPOI CTOPOHbLI CMOTYT Ha4YaTb COBMECTHOE UCNONb30BaHNe MHopmMmaLmnn ¢
y4yeTOM WU3BECTHbIX Npo6iem.

Kaxpas cTopoHa 3anofiHseT BONPOCHWK. B wa6noHe npegycMoTpeHbl ABa CTON6La C OTBETaMU Ha KaXAblii BOonpoc.
MepBblii cToNGel o3arnaeneH «Tekylee cOCTOAHME», BTOpOii — «CornacoBaHo». B nepBom cTon6ue CTOPOHbI AO/IKHbI
OTBETUTb «fa» WUAN «HET» Ha BONPOC O TOM. UMEET /In UX CUcTema onpejeneHHble KayecTBa, NN BblbpaTb OAUH U3
HEeCKO/bKMX BApMaHTOB OTBETA, YKa3aHHbIX B BONPOCEe, COOTBETCTBYOWMIA UX cucteme. Bo BTOpom cTon6ue CTOPOHLI cTa-
BAT OTMETKY, €C/IN UX cucTemMa yA0BneTBopsAeT NoNUTUKaM 3awuTbl o6MeHa nHgopmayneii, cornacoBaHHbIM Kak ANns
30HbI 1.Tak v 4Ns 30HbI 2.

KaTteropuu sawuntbl:

0 — He npucsBoeHa.

1 — HecekpeTHas;

2 — AnfA cnyXe6HOro Nofb30BaHUA:

3 — KOHGuaeHynanbHas;

4 — ceKkpeTHas.

5 — coBepLEeHHO cekpeTHasn.

A.4.2 Knaccutunkauyna nognexaujeihi o6MeHy nHopMaLuy No ypoBHIO 3aluThbl

A.4.2.1 Cnocob ngeHTndurkaumm naumeHTa Tekylee cocTosiHne CornacosaHo

1 ®amMunus, UMs. 0THECTBO NayueHTa
2 NBeHTNUKALMOHHBI HOMEp nauueHTa
3 ®aMnnuns, UMSi. 0TYECTBO W MAEHTUDNKALNOHHBIA HOMep

4 iHoe (onuwwuTe):

A.4.2.2 Cnocob ngeHTudmKaumm MeanLnHCKoro paboTHuKa Tekyllee cocTosiHue CornacosaHo

1 damununa, nvmsa. oTYECTBO NayueHTa
2 NaeHTUKaLNOHHbI HOMEpP naymeHTa
3 damunna, UMs. 0TYECTBO U UAEHTUD UKALNOHHbLI HOMep

4 NHoe (onuwnTe):

A.4.2.3 Cnocob6 nosny4yeHns MHHOPMUMPOBAHHOTO COrNacua naumeHTa Tekylyee cocTosHne CornacosaHo

1 NHchopMupoBaHHOE corfacue nauyneHTa He UCNONb3yeTcs
2 NnudhopmupoBaHHOe coriacue nayumeHTa 3anpawmsaeTrcs

3 VHthopmupoBaHHOe cornacue nayveHTa 3anpawnBaeTcs U npoBeps-
eTcs NayMeHToMm

4 NHoe (onuwuTte);

A.4.2.4 3awura nepcoHasIbHbIX AaHHbIX NaueHTa Tekyllee cocTosHMe CornacosaHo

1 MayneHT He nHpopmupoBaH 06 o6MeHe faHHbIMU
2 NayneHT nHpopmupyeTcsi 06 06MeHe AaHHbIMU B YCTHOW hopme
3 MauuneHT nonyyaetT NUCbMEHHY MHOpMauno 06 o6MeHe fJaHHbIMKN

4 NHoe (onuwunTe).
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A.4.2.5 WNpenTudmkauma nHdopmalmm Tekyliee cocTosHne CornacosaHo

1YcTaHoBneH nu mMetof o6MeHa uHopmaymeir?

A4.2.8 flokanusauus UHopMaLMm Tekyuiee cocTosiHue CornacosaHo
1 YcTaHOoBNeHa Nu npouegypa nokanvsauuun, nognexatieii oomeHy?
A.4.2.7 UenocTHOCTb nHcopmauumn
VaeHTudukaums nepegaym TekyLee cocTosiHNe CornacoBaHo

1 BknoYeH nNu B coobljeHne naeHTudmnkaTop oTBETCTBEHHOMo oTnpasnTena?
2 WmeeT nn kaxgoe coobueHne yHukanbHblli nugeHTndrkartop?
3 WwudpytoTca nu gaHHble nNpu nepegaye?

4 Peructpupyetcs in UAEHTUPNKATOP OTBETCTBEHHOTO Nosyyatens?

A.4.2.8 3awuTta nHopmaunmn oT NCKAXKEHUSA N/NNN N3MEHEHNS

Ipynnbl. NpeAsoXeHHbIe HUXe, TPeCcTaBAA0T CO60ii HEKOTOPbIE NPUMepbl aHann3a npo6aemMbl ¥ MOTYT 6bITb U3Me-
HeHbl B 3aBUCMMOCTU OT 06CTOATENLCTB MOATOTOBKN JOKYMeHTaynn. MoryT Takxe rpynnmpoBaTbCs pasinyHble coueTaHus
AN OTpaXeHUs MECTHO cutyauuu.

Bepudmkaums nepegaum Tekyllee coCTosiHUE CornacosaHo

1 BepeTcs v XypHan peructpayum maeHTudukaTtopos otnpaButens?
2 Ncnonb3yeTcs v o6paTHas nepefava faHHbIX A1 CPABHEHUA?
3 Wcnonb3yeTtcs v NpoBepKa KOHTPONbHON CyMMbI?

4 Bepetcs N PerucTpaymoHHbIi XypHan UAeHTUUKATOPOB NnL,. NOATBEPXK-
LAl mnx nosyyeHme coobueHuns?

5 BegeTtcs N1 perucTpaunoHHblii XypHan UAeHTU(UKATOPOB UL, NOATBEPX-
AaolWux nosyyeHme coobueHns, n nocbinaeTcs yBegomnsiouiee coobuieHmne
oTnpasuTento?

Knacc npocnexusaemocTy TekyLee cocTosiHne CornacosaHo

1)KypHan nepefayun gaHHbIX OTCYyTCTBYeT

2 BepeTcs XypHas, NOATBEPXAAOLWNIA, 4TO Nepejaya JaHHbIX UMena mMecTo,
6€e3 BO3MOXHOCTW BOCCTAHOB/IEHNSA NepejaHHbIX JaHHbIX B Cllyyae notepu

3 Begercs KypHan, NoATBEPXAalowWnil, 4To Nnepegaya 4aHHbIX UMeNa MecTto, ¢
BO3MOXHOCTbIO BOCCTAHOB/IEHNSA NepejaHHbIX AaHHbIX B C/iyyae notepu

4 Bepucukauna nAeHTUYHOCTU CUCTEMbI-OTNIPaBNTENS

5 Bepudukauma naeHTUYHOCTU cucTeMbl-nonyyatens
A.4.3 KoHTpoNnbHble Tabnuubl no 6e3onacHoCTyn

A.4.3.1 Npumepbl BONPOCOB K OTAENY MH(DOPMALIMOHHON 6e30nacHoCcTH TekyLiee cocTosiH/E CornacosaHo

1WMetloTCA NN AOKYMEHTUPOBaHHbIe TpeboBaHnA k o6ecneyeHnio 6esonacHoc-
TN N CEKPETHOCTU AaHHOTO 06MeHa AaHHbIMKU?

2 imetoTcA N1 AOKYMEHTUPOBaHHble Tpe6oBaHMSA K MpaBam goctyna Ansa AaH-
HOro Tna o6mMeHa gaHHbIMN?

12
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A.4.3.2 MpumMepbl BONPOCOB K OTAENY 3KCMyaTaLumy cUcTembl Tekylee cocTosiHMe
1 NmeeTca nn rpaduueckoe npefcraBfieHne CUCTEMbl U B3aWMOLENCTBYIO-
WMX KOMMOHEHTOB AN AaHHOrO o6MeHa UHopmaumein?
2 imeeTcs Nu 3awmTa OT HECAHKLMOHMPOBAHHOTO AoCcTyna K MHopmauun?
3 NmerloTca nu aHTUBMPYCHbIE cpeacTBa?

4 VimeloTca N cornalieHuns, 4eTKo ONMuCbiBalolLMe OTBETCTBEHHOCTb Kax/oii
CTOpPOHbI, 06ecneynBatlleil CONpoBoOXAeHUE CUCTEMbI?

5 MMeTca N1 AOKYMEHTUPOBAaHHbIe perfiameHTbl OTYETOB O HapylWweHUsx u
Apyrux npo6nemax npu o6meHe nHopmaymein?

6 NmetoTca N1 AOKYMEHTUPOBAHHbIE NpaBuia yXecTo4eHUsa OTBETCTBEHHOC-
TW. eCnun nocsie otTyeTa O HapyweHU HUKaKne mMepbl He 6bInn NPUHATBI?

7 NmeloTca Nu fOKYMEHTUPOBAHHbIE pernamMeHTbl ynpaB/ieHUs MHHOBaLMAMMN
M U3MEHEHNAMU CUCTEMbI U €e NpoLeccoB?

8 VimetoTcA N JOKYMEHTUPOBaHHbIE perfamMeHTbl Pe3epBHOIO KONUpoBaHus,
BOCCTAHOB/IEHWUS N apXMBNPOBAHUNA?

9 MmeoTCs I AOKYMEHTUPOBaHHbIE CPEACTBA U NPOLeAypbl Mo perucrpauunn
npoucwecTBmnin?

10 VimeloTcs N1 AOKYMEHTUPOBAHHbIE NpaBuia YyCTAHOBKN NCNPaBNEHWii U ne-
pexofa Ha HOBble BEpCUN NPOrpaMMHoro o6ecnedeHuns?

11 NmeloTCsA NN AOKYMEHTUPOBAHHbIE aflbTepHaTUBHbIE pernaMeHTbl Ha Cy-
uall HencnpasHOCTEN, NPOAOIKAIWMUXCA 4NNTENbHOE BPEMSA?

A.4.3.3 lNMprmepbl BONPOCOB K Briadesiblly CUCTEMbI TekyLee cocTosiHne
1WmeeTcs NN [LOKyMEHTaumMA No PYHKLUAM CUCTEMbI, UCNOb3YEMbIM NOJIb30-
sarenem?

2 NMetoTca v 4eTKoe onucaHue NMOTOKOB AaHHbIX MeXAY pas3NUuYHbiMU Npo-
Leccamn n onncaHve opmaToB TpaH3akuuii o6MeHa AaHHbIMWU C APYTUMU
cuctemamn?

3 imeeTcsa 1M pyKOBOACTBO NOJib30BaTesNIA CUCTEMBI?

4 MImetoTcs NN [AOKYMEHTUPOBaHHbIe pernameHTbl OueHKM 3PdPeKTUBHOCTU
CUCTEeMbl 1 MONYYEHUS NPeAsIOKEHWNI Mo ee yny4lleHuno?

5 iMetoTcA NN NPOTOKOAbI, NpaBuia NPUHATAA U JOKYMEHTUPOBaHHbIE perna-
MEHTbI Mepexoja Ha HOBYIK CUCTEMY U/ Ha HOBYIO BEPCUIO CUCTEMbI?

6 CywwecTByOT /i cneuuanbHble npasuna o6paweHns ¢ 0C060 BaXHOMN MH-
dopmaymnein?

A.44 AQMUHACTPATUBHbIE KOHTPO/IbHbIE Tabnunubl

N.4.4.1 AsTopusaumsa Tekyliee cocTosiHue

1 Wcnonb3ytoT 1M 06e CTOPOHbI aHANOTNYHY CTPYKTYpy aBTopusaymmn?

2 ECNM HeT. TO CYLeCcTBYET IN CXeMa NOJTHOTO 0OTOGpaxXeHUs 0AHON CTPYKTYpbI
Ha Aapyryw?

N1.4.4.2 CtpykTypa poneit Tekylee cocTosHne

1 cnonb3ytoT N 06e CTOPOHbI aHANOTUYHYO CTPYKTYpPY poneir?

2 ECNn HeT. TO CyW ecTBYeT /I cXxema NONHOro 0To6paxeHns OfHOW CTPYKTYpbI
Ha Apyryw?

CornacosaHo

CornacosaHo

CornacosaHo

CornacoBaHo
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A.4.4.3 lenernposaHue npas

1 meloT Nu opraHusaunn oguHakosoe gesiernposaHue npas?

2 ECNn HeT. TO UMET /1M OpraHun3aunn nosHy CXeMy oTo6paxeHus gns ge-
nieruposaHus npas?

A 4.4.4 TMepuop [,OCTOBEPHOCTH

1MMeloT N OpraHn3alymm ogUHaKoBYI CTPYKTYpYy Nepuoaa 4OCTOBEPHOCTN?

2 CUHXPOHU3NPYIOT NI OpraHm3auun nepuoasl 4OCTOBEPHOCTU?

A.4.4.5 AyTeHTudpukauma nonb3osareneiilrponeii
1 MpumeHstT N 06e opraHusaunm aytTeHTudukauuo nonb3oaartenei/po-
nei?
2 Ecnu fa. UAEHTUYHBI TN CUCTEeMbl ayTeHTudukayuumn?

3 Ecnn HeT. cywecTByeT in cxemMa oTo6paxeHus ayTeHTudukaynii, npume-
HAEeMbIX B cuctemax?

A.4.4.6 foctyn

1 Wcnonb3yTcs M B 06eux cucteMax OAUHAKOBbIE PONU ANsi nMpaB AOCTY-
na?

2 EC/M HeT. TO CYW ecTBYeT IN CXeEMa MNOJTHOTO OTOGPAXEHUSI MexXay ponsmu
A5 NpaB 40CTyna, UCNo/ib3yeMbIMU B CUCTEMAX?

A.4.4.7 CpokpgeiicTBus cornawenuns (cm. 8.3.14)

A.4.4.8 3Tnyeckme npasuna

1 OAVMHAKOBbI 11 B 06ENX OpraHn3aymsax aTudeckne npasmna?

2 Ecnun HeT. TO cylecTBYeT 1N CXxeMa 0TO6paxeHns aTMuecknx npasun opra-
Hu3aumnin?

A.4.4.9 3awyLLeHHbI perncTpauoHHbIl XypHan

1 Wcnonb3yTcs i B 06eUx opraHmsaynax o4WHaKOBble Npasuia BefeHus
perncTpaymoHHbIX XypHanoBs?

A.4.4.10 AyauTtopckas nposepka

1 Vicnonb3ylT M o6e opraHuMsaunn OfWHAKOBble NpasBuia OTHOCUTENbHO
TOTO, KOrA4a, KEM U Kak aHa/IM3NpPY TCS 3aMUCU PETUCTPALMOHHbBIX XYPHaNoB?

A.4.4.11 AHanun3 puckos

1 Vicnonb3yT M 06e opraHwsauny OAUHAKOBbLIE CUCTEMbI O6HApYXEHUs
PUCKOB 1 ynpasneHus ummu?

2 Ecnun HeT. TO CyW,ecTBYeT /1M COTNnalleHne Mexay opraHmsaunsimm oTHOCHU-
TeNIbHO TOr0. KaK fl0/KHbI OCYLLEeCTBNATLCS 06GHapyXeHUe PUCKOB U ynpaBne-
HUe nmMn?
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TekyLee cocTosiH1e

Tekyllee cOCTOsAAHNE

Tekylee cocTosiHe

TekyLlee COCTOsiHNE

Tekyllee cOCTOsAHNE

TekyLee cocTosiHue

Tekylee cocTosiHne

TekyLLee cocTosiHue

CornacosaHo

CornacosaHo

CornacosaHo

CornacosaHo

CornacosaHo

CornacosaHo

CornacosaHo

CornacosaHo
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A.4.4.12 HenpepbIBHOCTb U ynpas/ieHne YpesBblyaiHbiMu cuTyaunsamm TekyLyee cOCTOsHNE CornacosaHo

1 BbipaboTaHbl 1M U cornacoBaHbl 06enMu opraHusaLusmu obuime npasuna n
pernameHTbl geiicTBuii B cnyyae c6oes?

A.4.4.13 Pas3Butne cuctem Tekyliee coCTosiHue CornacosaHo

1 CyuyecTByeT /v cornaweHne o pa3BuTun 4eiNCcTByOL X CUCTEM?

15
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MpunoxeHune B
(cnpaBoyHOe)

MprMep cornalleHns o NoNTUKe o6MeHa UHdopmaunei

B.1 BBepeHue
CornaweHne cOCTOMT U3 ABYX YacTeil.
MepBas YacTb ABNAETCA aAMUHUCTPATNBHOI 1 onpejenseT, kKakas MHPoOpPMaLUsA NOAeXUT 06MeHY, kakue meamn-

UWHCKNEe CTPYKTYPHbIe e JUHNLbI yH4aCTBYHOT B o6MeHe, KTOOTBeYaeT 3a 06MeH. B Hell Takxe YKa3aHbl HECOOTBETCTBUA Tpe-
60BaHNSAIM reHepasbHOro cornawexHus, TpebyloLuime cornacoBaHHOro NnaaHa A4encTBUN N0 UX yCTPaHEHUHO.

Btopas uyacTtb npegcrasnfer co6oit reHepanbHoe cornaweHue (cornaweHne o NOAUTUKE), Kacawlweecs Bcex

acnekToB o6MeHa MHopMaL el Mexay CTopoHamu, onpegeneHHbix a B.2 n B.3.

B.2 AgMunHuctpatusHas 4acTb
B.2.1 CTopoOHbI cornaweHmns
CrtopoHa 1

CTopoHa 2
B.2.2 O6nactb NpUMMeHEHUA cornaweHns
[laHHOe cornaleHne NnpuMeHseTcs KOOGMeHY MH opMaL el Mexay BblleynoMAHYTbIMWU CTOPOHAMW U PYTUM BOM-

pocam. TpeGylOLW MM yperynpoBaHus BCOOTBETCTBUN C ONUCaHNEM, NPUBEAEHHbIM HUXE.
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B.2.3 Cneundukaunsa nipopmaymum
CornaweHune kacaeTtcs cneaywouwein nHpopmauum:

B.2.4 KoHTakTHble nuua
KOHTaKTHbIMWU Nnuammn SABASTCA:
OT CTOpOHbI 1

damnnmna, UMA. 0TYHeCTBO:

TenedoH aZipec 3NeKTPOHHOI NOYThI:

OT CTOpPOHbI 2

damMunnna, UMa. OTYECTBO:

TenedoH Homep: afpec 3/1eKTPOHHON NOYThI.

B.2.S MpumevyaHus oTgena nHpopmaunoHHo 6e3onacHocTu

[lokymeHTauusa paspaboraHa:

MpoBepka 6€30MacHOCTM OCyLLeCcTBEHA.

MopgnucaHo:

[ata nepepaun gokymeHtauum CtopoHe 1:F'r-MM-A44
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[laTta nepepayun npotokona nposepkn 6esonacHoctn Ctopore 1: FC-MM-44
Cpok nposefeHus meponpusaTtua 1:rr-Mm-4.4

Cpok nposefeHus meponpusaTtua 2: Frr-MM-4.4

Cpok nposefeHus meponpuatua N: I'-MM-44

[ata nepepgayn gokymeHtauum CtopoHe 2: 'r-MM-A4/

[laTta nepepayun npoTokona npoBepkn 6esonacHoctn CtopoHe 2: FT-MM-A44
Cpok nposegeHus meponpusatua 1. r-mm-44

Cpok nposefeHus meponpusaTtua 2: FrC-MmM-4.4

Cpok nposefeHus meponpuatusa N: M-MM-44

B.2.6 [pyrue sonpocskl
Cnepytoujne NpuIoXeHUs ABNAIOTCA HEOTbEMIEMOI YaCTbI0 JAHHOTO COoTNalleHns:
- npunoxeHue A YcnoBus reHepasibHOro cornalleHus;

- npunoxexHne B O6uwasa JOKyMeHTauua;

- npunoxexune C MpoTokonbl NpoBepkn 6e30NacHOCTH.

- npunoxeHneD  [lokymeHT 1;

- npunoxexHunek JokymeHT 2.

B.2.7 Mopnwucwu

[lOKyMEHT cocTaB/IEH B ABYX 3K3eMNAsipax — Mo OJHOMY /151 KAXJ0A CTOPOHBI.
OTCTOpOHLI 1

fata:T-MM-44

OT MMeHn opraHu3aynmn, OTBETCTBEHHON 3a CUCTEMY:

OTBETCTBEHHbII 3a NnepefjaBaemMble faHHbIE!
OTBETCTBEHHbI 3a cucTemy.

OT CTOpPOHbI 2

Aata: FrC-MM-A44

OT UMEHU opraHnsaumnmn, oTBETCTBEHHOI 3a CUCTEMY:
OTBETCTBEHHbII 3a NepejaBaemMble fJaHHble:

OTBETCTBEHHbIN 3a cucrtemy:

B.3 Mpumep copgepxaHuna «FeHepanbHOro cornaweHns o NoIMTUKE»

B.3.1 O6nactb NnpumMeHeHus

B.3.1.1 Ycnosua HacToALLero cornaweHns peryampyoT oTBETCTBEHHOCTbL 06enx CTOPOH Npu 3N1eKTPOHHOM 06Me-
He uHhopmaumeii.

B.3.1.2 TMpnHaNM4Ynm oTKNOHEHWNI OT YCNOBUIA HACTOALLEr0 CornalleHunsa, 3T OTKNOHEHNA AOKHbI 6bITb ONpeaene-
Hbl B JOKYMEHTE. NPUJTIOXXEHHOM KCOTNalleHNto.

B.3.1.3 YcnoBuna HacToALWErO cornaleHns cocTaBneHbl ynpasaeHnemMm NHPOpPMaLnOHHbIX TEXHONOTUA UAn aHano-
TMYHbIM OPraHOM ¥ YTBEPXAEHbl PYKOBOACTBOM OpraHusauunu.

B.3.2 OnpepeneHnsa

B.3.2.1 TepmuH «CTOpOHa» OTHOCWUTCA K Te€M. KTO YMOSIHOMOYEH WCNO/b30BaTb MH(DOPMALMOHHbIE CACTEMBI U
obopyaosaHue, onpefenieHHble a HacToALWEM corfalleHnn, ANa 3N1eKTPOHHOro o6MeHa nHdopmaynein. OpraHusauyus,
OTBETCTBEHHAs 3a 3KCn/yatauuto cuctem no6opyaoBaHus, NpUMeHsieMoro 4ns o6MeHa nHipopmaumeii, Takxe cumtaertcs
CTOpOHOIA.

8.3.2.2 TepMUH «/HpopMaLMOHHASA CUCTEMA» OTHOCUTCS K MECTHBIM MH(OPMALUOHHBIM CUCTEMAM, KOMMYHUKa-
LMOHHOMY 060pyAOBaHuUIO NAPYromy L posomy 060pya0BaHUID. HEO6XOANMOMY AN 06paboTkn, Nnepefayn, XpaHeHnsa n
pacneyaTku nHopmauumn, onpeseneHHol B HaCTOALWEM CornalleHuu.
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B.3.2.3 TepMuH «Cuctema* oTHOCUTCS * COBOKYNHOI cucteme, cocTosiw el M3 cucteM no6opyAoBaHUS, y4acTBY-
Wux Bo6MeHe nHpopmaynein, onpegeneHHoOM B HACTOALWEM COTalleHNN.

B.3.2.4 TepmuH «/HdopmaLma» OTHOCUTCA K CBA3HON COBOKYMHOCTN WHopMauuu, onpeAenerHHoli CTopoHamu B
HacTofAWeM cornaweHunm.

B.3.2.5 TepMuH «AHaANIM3 CUCTEMbI* OTHOCUTCS KCUCTEME ayanTa, NOCPeLCTBOM KOTOPOI BCE CUCTEMBI, yHacTBYIO-
wune B o6mMeHe nHhopmauueii, N(POBEPAIOTCA HA COOTBETCTBME YCIOBUAM, YCTAHOBAEHHbBIM YNOHOMOYEHHbBIM NLOM.

B.3.3 Cuctema

B.3.3.1 CTOpOHbI A0/XHbI NPOBECTW TECTbl A1 NPOBEPKN COOTBETCTBMA CUCTEMbl YC/IOBUAM, ONpeAeseHHbIM B
cornaweHnn, 1 JOKYMEeHTMpoBaTb pe3ynbTaTbl 3TUX TECTOB. JloKkyMeHTaumsa o/kHa 6biTh co3gaHa o6enmn CTopoHamMu B
cTaHfapTU3NpoBaHHOI hopmMe B COOTBETCTBUM C LIAGIOHOM JOKyMEHTaLun, NpuBeAeHHOM B NPUIOXEHUN A.

B 3.3.2 o Havyana o6meHa nHopmaumnein snagenel, CUCTeMbl [0/KEH NPOTECTUPOBATL UH(DOPMALLMOHHbIE CUC-
TeMbl. y4acTBylouime B o6MeHe, COBMECTHO C ONepaToOpoOM CUCTEMBbI.

B.3.3.3 Ecnn B cornaweHnn He ykaszaHo MHOe, BCe 3aTpaTbl CTOPOH MCHUCNAITCA C MOMEHTa Havyana obmeHa
nHopmaymneit u paboTbl CUCTEMBI.

B 3.3.4 Ecnu BcornaweHnu He ykasaHo nHoe, kaxgaa CTopoHa [0/)Ha C NOMOLW b0 TECTOB W APYTUX NOAXOAALLNX
MeTOA0B MOCTOSSHHO MPOBEPAThL, YTO CUCTEMA COOTBETCTBYET COrNlacoBaHHbIM Tpe6oBaHNAM.

B.3.4 O6meH nHopmauymnei

B.3.4.1 Ecnu nHcopmaumna He MoXeT 6bITb NepefaHa C NOMOLULbIO CUCTEMbI, BUHOBHAA CTOpOHa AO/XHA nepe-
cnaTtb UHPOPMALMIO BCOOTBETCTBUMN C JOKYMEHTUPOBAHHBIMU aNbTEPHATUBHLIMU PErnaMmeHTamMu.

B.3.4.2 WHdopmMayus, oTINYHAA OT ONpefeNleHHO’ B HacCTOALEM COrNalleHnn, He Jo/KHa AonyckaTbCs 4Ns nepe-
Aadyn mexpay cuctemamu 6es cornacosaHua CTOpoH 1 onepatopa CUCTEM.

B.3.4.3 Kaxpaa CTOpoHa HECET OTBETCTBEHHOCTb 3a CBOK OCBE[OMJ/IEHHOCTb O I0PUANYECKMX HOpMaX, MPUMEHN-
MbIX K HACTOSAILLEMY COrNalleHnto. 1 3a NnpaBubHbIi 06MeH, 06paboTKy U xpaHeHne nHopMaLy B COOTBETCTBUMN C yCNO-
BUAMU HACTOALLEro cornateHuns.

B.3.5 OTBeTCTBEHHOCTb 3a MECTHY MHOpPMaLuio

Kaxpaas CTopoHa HeceT OTBETCTBEHHOCTb 3a CBOW A0CTYyN K cepTuukatam 1 ynpassieHne UMU. a Takxe 3a aBTopu-
3aLuI0 NOJUYMHEHHOrOo eli nepcoHana.

B.3.6 Mepefaya nnonyvyeHve nuHopmawymu

B.3.6.1 WHtopmauua cuntaetcs nepefaHHON, Koraa akT nepejayu 3aperncTpupoBaH B CUCTEMHOM XypHane
obmeHa.

B.3.6.2 WHdopmayns cuntaetca NpuHATON nonyvatouweit CTOPOHOiA, Korga ee nojiyyeHne 3aperncTpupoBaHo B
XypHane nonyvatou,eii CUCTEMbl 1 OHA MOXET BbITb NPOYNTAHA NONyYaTeENEM.

B.3.7 NudopmaunoHHaa 6e30nacHoOCTb

B.3.7.1 Kaxpan CTopoHa fo/XHa rapaHTMpoBaTb, YTO ee cuctema BblINnosIHAeT Heo6xoAnMble Tpe6oBaHUA MHpop-
MaynoHHOI 6e3onacHOCTM Mo 3awuta camoil MHpopMauun v perncTpaunoHHOro XypHana obmeHa nHdopmauneir ort
HECaHKLWOHNPOBAHHOIO A0CTYNa, UCKaXEHUA, 3aepXeK NNOTepn JaHHbIX.

B.3.7.2 O653aHHOCTbIO Kax/joii CTOPOHbI ABNAETCA NpOBepKa COOTBETCTBUSA MH(OPMALMOHHOI CUCTEMBI, NOCTaB-
wmnka MHTepHeT-ycnyr nunu cpeacTB nepegaymn faHHbiXx HE06X0AUMbIM Tpe6oBaHNAM MHMOPMaLNOHHOI 6e30nacHoCcTmn
no 3awuTe MHopmaLun n perncTpaLyMoHHOro XypHana obmMeHa MHdoOpMalneil 0T HeCaHKLMOHUPOBAHHOIO AocTyna,
NCKaXeHus, 3aflepXek 1 noTepu AaHHbIX.

B.3.7.3 CopepxaHue nHhopmaumum nee oTnpasuTeNb O0/DKHbI 4ONYCKaTb NPOBEPKY HAAEXHbIM cnoco6om. Cnocob
npoBepKN JOMKeH 6blITb ONpeAeneH B AOKyMeHTaLum cucTemMbl.

B.3.8 KoHhnaeHumnanbHOCTb

B.3.8.1 Kaxpasa CTopoHa [O/kHa TpakToBaTb MHoOpMauuio, Kogbl focTyna, UMeHa nonb3oBaTenei u gpyryto
MHopmaumnio no 6e30NacHOCTN B COOTBETCTBUM C NpaBuiaMy CBOEN opraHM3auum n BCEMU BO3MOXHbIMU cpeacTBammn
npecekaTb NOMNbITKM HEABTOPU30BAHHbIX /UL, NONYYNTb JOCTYN K 3TUM CBEAEHUAM.

B.3.8.2 Ecnu CTopoHa nonyvaeT flaHHble, O4EBUHO NpejHa3HauYeHHble TpeTbei CTOPOHE, 06A3aHHOCTbLIO NOJY-
yuswed CTOPOHbI ABNAETCA HEMEANEHHO 3a0KyMEHTUPOBAaTb AaHHbIi hakT n coobwmnTb 06 3TOM oTocnaBslwei CTopoHe,
a Takxe, N0 BO3MOXHOCTHW, CBA3ATLCA C NpejnofiaraeMbimM nosiyyatenem.

B.3.9 [locTtynHocTb

B.3.9.1 Onepatop cuctembl 0653aH HECTU OTBETCTBEHHOCTb3a BbINOSIHEHWE COTrTaCOBaHHbIX 3aNPOCOB Ha A4OCTYN.

B.3.9.2 Kaxpas CTopoHa o6sf3aHa HeCTU OTBETCTBEHHOCTb 3a BbINO/IHEHWE TpeboBaHMWiA NO A4OCTYNYy K MUH(opMa-
Luuun. onpefeneHHblX B HACTOAWEM COrnalleHnn.

B.3.10 NHpopmMaLunOHHbIe 06A3aHHOCTH

B.3.10.1 Kaxpas CTopoHa o6s3aHa HemeANeHHO nHopmuposaTth Apyryto CTOPOHY 0 Nt06bIX CUTyaLnsax, KOTopble
MOTYT 3aTPYHUTb BbINO/THEHNE HACTOALLEro CoralleHnsa B TeYeHne KpaTkoro U ANNTeIbHOTo Nepuoia BpeMeHu.

B.3.10.2 Kaxpas CTtopoHa o6A3aHa yyacTBoBaTb B UCCNeA0BaHUN OGHOBMEHHOW CUCTEMBI M OCYLLECTBIEHNMN KOH-
Tpons no Tpe6oBaHNio onepatopa CUCTEMBbI.

B.3.11 ApxuBupoBaHue

B 3.11.1 Kaxpgas CTopoHa BMecTe C 0nepaToOpOM CUCTEMbl HECET OTBETCTBEHHOCTb 3a BeZleHne NOoJSIHOTo XypHana
perucTpauuu coobLeHnii, nepesarHHbiX U NONYYEHHbIX C MOMOLL b0 CUCTEMBbI.
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B.3.11.2 Kaxpas CTOpoHa 40/IXHa COXPaHATb U pe3epBupoBaTb MHOpPMaL Mo, AOCTYNHYIO CMOMOLLbIO CUCTEMBI, B
COOTBETCTBUM C 3aKOHaMW, AeCTBYOLWMNMMN HA TEPPUTOPUIN 3TOW CTOPOHLI. Ecnn gelicTeylouiee 3aKkoHOAaTeNbCTBO He
TpebyeT 60siee 4NNTENBHOTO XPaHeHNA, TO MH( OpMaLMs [O/KHA XPaHUTLCSA HEe MeHee Tpex /ieT. XpaHeHne J0KHO 6biTb
6e30nacHbIM 1 He onyckaTb HECAHKLLMOHMPOBAHHOTO A0CTYNa, UCKaXeHNa n notepu nHopmaunn. CoxpaHaemblie gaH-
Hble [O/KHblI 6bITb 4OCTYNHbLI N0 NEPBOMY Tpe6oBaHN0 8 YnTaemoii hopMme B TeYeHNe BCEro Nnepuofa XpaHeHus.

B.3.11.3 Kaxpas CtopoHa o6s3aHa no Tpe6oBaHWi Apyroil CTOPOHbI MAWM Tex. KOro kacaeTcs MHpopmauus,
npejocTaBNATb 4OCTYN K PErncTpaunoHHOMy XypHany obmMeHa nHopmMmaLmneit, a Takke K YynTaeMblM Bblgepxkam n3 nepe-
[aHHOW nHopmayunu.

8.3.12 OTBETCTBEHHOCTbL

B.3.12.1 Ecnu He 6yfeT ycTaHOB/MEHO HAMEPEHHOEe UN cepbe3Hoe npeHebpexeHne 06A3aHHOCTAMMU, TO OTBET-
CTBEHHOCTb 3a ywep6, NPUUYNHEHHbI 0AHOW U3 CTOPOH, A0/IKEH OFPaHNYNBATHCSA KOMMNeEHcauuein npsamoro yuep6a, Mak-
CuManbHblii 06BbEM KOTOpOIi cornacosbiBaeTca CTOPOHAMU ANS KAXAOr0 cayyas B HACTOALWEM COralleHmnn.

B.3.12.2 Takas orpaHu4yeHHas OTBETCTBEHHOCTb MPUMEHAETCA TOMbKO K yuw,ep6y, BbiTeKaloWeMy 13 HacCTOsILLero
cornaweHuns, v He BAUAET Ha Kakne-nn6o gpyrue cornawenna CTopoH nnn gpyrue npasa CTOpoH, He nognajgatoujue noj
feiicTBMe HacTosILLero cornaleHus.

B.3.13 dopc-maxopHble 06CcTOATENBCTBA

CTOpPOHbI HE HECYT OTBETCTBEHHOCTM 3a Kakne-nnbo 3afepXkn BbiNOJIHEHNA 06A3aTENbLCTB N0 HACToAWEMY corna-
WeHN0. ecnn MOryT gokasaTb, YTO 3TW 3a4epXKN Bbi3BaHbl 06CTOATENLCTBAMMN HENPEOAONMMOI cunbl. CTOpoHa Takxe
0cBO6OX/JaeTca OT OTBETCTBEHHOCTN nepej Apyrumn CTOpoHamu cornalleHuns, eciv BoiNosIHeHNe ee 0683aTeNbCTB OKa-
3a/10Cb HEBO3MOXHbIM:

- N0 NpUYNHE BOZHUKHOBEHUNSA 06CTOATENbCTB, HEMOAKOHTPOIbHLIX CTOPOHE, /MM 06CTOATENLCTB, KOTOPbLIX CTO-
poHa He morna npeasuaeTb UK nsbexartsb;

- ecnn CTopoHa He B COCTOSIHWM BbIMOJIHWTL 3TV 06513aTeN1bCTBA N0 NPUYNHE 06CTOATENLCTB, BbI3BAHHbIX TPeTbel
CTOPOHOI UNN CTUXNIAHBIMYN 6efCTBUAMK, Gypeit, MONHMel, NoXapoM, OTCYTCTBUEM 3/1IeKTpuyecTBa, 3abactoBkamu, Tep-
pPOpPM3MOM. BOWHOW nnu gpyrumun 6ecnopsapkamMu, a Takxe N3MeHEeHNEeM 3aKoHOAaTebCTBa, BKIOYas c60M TENEKOMMYHU-
Kauuii. gednunT ycnyr ceasun obuero nonb3oBaHns, TOBapoB, 3HEPrUN UK Apyrnue aHanornyHble 06CToATeNnbCTBA.

B TeueHue nepuopa BpemeHu, korga CTOpoHa Haxo4UTCA NOJ BO3AECTBMEM BbilEYNOMSHYTbIX 06CTOATENLCTB,
Apyrne CTopoHbl 06A3aHbl BbINOMHATL CBOU 0653aTenbcTBa nepef 3Toil CTOPOHOI B COOTBETCTBUN C 3TUMU YCNIOBUAMMN.

B.3.14 CpokpelicTBUSA cornaweHus

B.3.14.1 CrTopoHa, nognucaslwas cornaweHne, MoXeT pacToprHyTb ero. ysegqomus gpyryto CTopoHy 3a 3 mec fo
cpoka npekpaljeHns geictemna.

B.3.14.2 CrtopoHa, nognucaslwas corfaleHne, uMeeT NpaBo PacTOPrHyTb ero HemeAsieHHo, ecnu gpyras CtopoHa
npusHaHa BUHOBHOI B CylL,eCTBEHHOM HapyLWEeHNN COTNalleHns n He NpeANpUHNMaeT NoNbITOK NCNPaBUTbL Takoe Hapylle-
Hue B TeyeHne 30 AHel ¢ MOMEHTa NOyYeHNA MMCbMEHHOTO0 3aNpoca Ha PacTOpXeHWe CornaleHns.

B.3.14.3 CTopoHa, nognucasllan cornaweHne, Takke MMeeT NpaBo PacTOPrHyTb €ro HEMeA IeHHO, ecnu apyras
CTopoHa Nnpu3HaeTcs 6aHKPOTOM, NHbIM COCO60M BbiKa3blBaeT HECOCTOATENbHOCTb NN IMKBUAUPYETCA.

B.3.14.4 Tocne aHHY/IMpPOBaHUA AAHHOTO cornaweHuna kaxaana n3 CTopoH npofosixaeT HECTU OTBETCTBEHHOCTbL NO
o6a3aTenbpCcTBaM, CBA3aHHbIM C 06ecnevyeHnemM LenoCTHOCTU UHopMaLnM N apxuBMpoOBaHNEM PErncTpaLNoHHbIX Xyp-
Hanos.

B.3.15 N3meHeHMA nAONONHEHNS

PykoBogsiime opraHbl opraHusaumnit, K KOTopbiM npuHagnexat CTOPOHbl, MOTYT U3MEHUTb YC/TOBUS TeHEepPasibHOro
cornaweHuns, 3a UCKNYeHnem nyHkTa B.3.14. Takme nsmeHeHUsA BCTynatT B CUY B TedeHne 3mee C MOMEHTa NoyYeHuns
NMMCbMEHHOTO YBEJOM/IEHUA YNOITHOMOYEHHbIM NpeacTasuTenem Apyroin CtopoHsl. Ecnu gpyras CTopoHa He npuHumaeTt
npeAnoXeHHbIX N3MeHeHnii, nepas CTOpoHa MOXET B NUCbMEHHOI hopme noTpe6oBaTb PacTOPXeHUsA cornaweHus ¢
MOMeHTa npejnosaraemMoro BCTynjaeHusa B ;eiCTBUE NPeAsiOKEHHbIX U3MEHEHUA. I3MeHEeHNA BCTYNnalT B CU/Y TONTbKO
npu ycnosuu cornacus o6enx CTOpoH.

B.3.16 lMepepaya TpeTbeil cTOpoHe

HunopaHa n3 CTOpOH He uMeeT Npasa nepejasBaTb CBOM NpaBa M 0653aHHOCTM MO HACTOSILEMY COrlalleHnto TpeTbeit
CTopoHe 6e3 cornacus gpyroit CTopoHsbl.

B.3.17 Cnopsbl

B.3.17.1 Cnopbl, BO3HUKalOLWMe B CBA3N C faHHbIM COrnaweHneM, 40/DKHbI B NEPBYI0 oyepenb paspelwartbcsa C
nomoubio neperosopoB CTopoH. O6e CTOpOHbI 06A3yl0TCA yyacTBOBaTb B Takux neperosopax B TeueHue 30 gHell c
MOMEHTa yBE/JOM/IEHNA 0 BO3HUKHOBEHUM crnopa.

B.3.17.2 Ap6uTpaxHas KoMmuccus A0NXHA pa3pewartb pasHornacus CTOPOH, Kacawlimecs HacTosALWero cornate-
HUA Taknum xe o6pasom.

B.3.17.3 CTOpOHbI MOryT cOrnacuTbCa npejcTaBWTb CNOP HA pacCMOTPeHMe NpeABapuTesibHO COrnacoBaHHOrO
nuya uan opraHn3aumnmn Ans BbIHECEHUSA NPUHYXAAIOLLEero peweHns.

B.3.17.4 Ecnu CTOpOHbI pacnofarawTca B pasHbiX CTpaHax, WPUCAUKLUA pa3peleHns CnopoB AO/KHA OblTb
cornacosaHa CTopoHamu.

B.3.17.5 Cnopbl, KOTOpbl€ HE MOTYT 6bITb pa3peLleHbl NyTEM NEPEroBopoB, A0/KHbI 6bITb MepeaHbl B CeAYy0 Wit
cya:

(HanmeHoBaHue n agpec cyga)
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