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FOCT P NICO/M3IK TO 19791 — 2008

MpegncnoBue

Lienv v npuHuunbl cTaHgapTusauumn o Poccuiickoit ®epepauumn yctaHoBneHbl ®efepanbHbiM 3aKOHOM OT
27 pekabps 2002 . bA 184-93 «O TeXHNYECKOM perynimpoBaHun», a npasuia NpUMeHeHNs HauoHaIbHbIX CTaH-
paptoB Poccuiickoli ®egepaunn — FOCT P 1.0 — 2004 «CTtaHgapTusauunsa B Poccuiickoin degepaumn. OCHOB-
Hble MOSIOXEHUSA»

CeefgeHus o0 ctaHgapTte

1MNOATOTOB/IEH ®eaepanbHbiM rocyAapCTBEHHbIM yupexaeHnem «ocyfapCTBEHHbI Hay4YHO-Uccneno-
BaTeNbCKNIA UCMbITATENbHbIA MHCTUTYT NPO61eM TEXHUYECKON 3aWnTbl HopMaLun ®egepanbHoOn cnyx6bl no
TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOO» (PTY «THUNW MT3N ®CTIK Poccuu»), O6LLECTBOM C OFpaHNYEHHO
OTBETCTBEHHOCTbIO «LleHTp 6e3onacHoCTM nHopmarmm» (OO0 «LIBW») Ha 0cHOBE COGCTBEHHOIO ayTEHTUYHOTO
nepesoja ctaHgapTa, ykasaHHOro B nyHkTe 5

2 BHECEH YnpaBneHnem TeXHUYECKOro perynnposaHumsa u ctaHgaptusaumm ®egepanbHOro areHTcTea no
TeXHNYEeCKOMY pPeryinpoBaHuio 1 MeTposiorum

3YTBEPX/JEH VI BBEJIEH B JEVICTBWE Mpukasom deaepansHOro areHTCTBa N0 TEXHUYECKOMY perynu-
poBaHuio n meTponorun ot 18 gekabpsa 2008 r. No 525-cT.

4 BBEJEH BINEPBbIE

5 HacTosiwuii ctTaHgapT MAeHTUYEH MexayHapoaHomy cTaHaapTy MCCLUIK/TO 19791:2006 «MHpopmaym-
OHHas TexHonorua. Metoabl 1 cpeacTsa obecneveHunsa 6esonacHocT. OueHka 6€30NacHOCTM aBTOMaTU3NPOBaH-
HbIX cuctem» (ISO/LEC/TR 19791:2006 «Information technology — Security techniques —Security assessment of
operational systems»).

Mpu NpMMeHeHNN HaCcTOALLEro cTaHfapTa peKkoMeHAyeTCA UCNO/b30BaTb BMECTO CChI/IOYHbIX MeXAyHa-
pOAHbIX CTaHAAPTOB COOTBETCTBYOLWNE UM HaLMOHabHbIE cTaHAapTbl Poccuiickoin depepauuun, ceegeHunsa o
KOTOPbIX NPUBEEHbI B AONONHUTENBLHOM NPUNOXeHnn E

WHbopmaLuus 06 n3MeHeHUsAX K Hac T osLeMy CTaHgap Ty Ny6MKye TCA B eXXerofHo n3gasaemMom NHop-
MauMOHHOM yKaszaTene «HauuoHanbHble cTaHAapThi». a TEKCT M3MEHEHU 1 NONPaBOK — B €XEeMeCsS4YHO
n3gasaeMblx MHOPMaLMOHHbIX yKa3aTensax «HaunoHanbHble CTaHgapTbi». B ciyyae nepecMoTpa (3ameHbl)
W1 OTMEHbI HAC T OALLIero CTaHjapTa cooTBe TCTBYoLLee yBejoM/ieHne byaeT ony6/IMKOBaHO B eXXeMecsy-
HO n3gaBaemMoM MH(POPMaLMOHHOM YKasaTene «HaunoHasbHble cCTaHaapThi». CooTBeTCTBYWas nHop-
Mauus. yBeoMNIeHNs U TEKCT bl pasMeLlaio T s Takxke B MHPOPMaLMOHHOV cucTeme o6LLero noib3oBaHns —
Ha ohuumanbHOM caiiTe ®efepasiblioro areHTCTBa No TEeXHUYECKOMY perynmpoBaHuio MeTponoru BceTw
VHTepHeT

©CTaHgapTuHdopm, 2010

HacToswuii ctTaHAapT He MOXET GblTb MOMTHOCTbLIO M/IM YACTUUYHO BOCMPOU3BEEH, TUPAXMPOBAH U pacnpo-
CTpaHeH B KauecTBe ohULMabHOIO n3gaHus 6e3 paspelleHus defepanbHOrO areHTCTBa No TEXHUYECKOMY pery-
NNPOBaHUIO N METPOJIOTUN
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BeeneHve

HacToawwii ctaHgapT COA4EePXMUT AOMOHUTE bHbIE NpaBuaa (Npoueaypbl) K MeXAyHapoaHbIM cTaHfapTam
MCO/M3K 15408-1, NCO/M3K 15408-2, NCO/M3IK 15408-3 (panee — ctaHgapTbl cepun MCO/M3IK 15408)
B MHTepecax OLeHKMN (oueHnBaHns) 6e30NacHOCTM aBTOMAaTU3MPOBaHHbIX cucTteMm. TpeboBaHWs, yCTaHOBNEHHbIE
BCcTaHgapTax cepun MCO/M3K 15408. o6ecneunBaloT 3agaHue nonpegeneHne yHKLMOHaNbHbIX BO3MOXHOC-
Teli 6e30NacHOCTY NPOAYKTOB M CUCTEM, BXOAALMX B COCTaB UHPOPMALMOHHbBIX TEXHOMOTM. OgHaKo cTaHAapThl
cepun MCO/M3K 15408 He paccmaTpuBalT HEKOTOPbIE KpUTUYECKUNE (BaXHble) acneKTbl 6€30nacHOCTM aBToMaTu-
3MPOBaHHOI CUCTEMbI, KOTOPbIE A0/MKHbI 6bITb YETKO CNeunuLMpoBaHbl 415 UX 3 HEeKTUBHOTO OLeHNBaHUS.

HacTtoawwmii ctaHgapT COAEPXUT AONONHUTENbHbLIE KPUTEPUU OLLEHKM U peKOMeHAaL Ny No oL eHKe acnekToB
6e30nNacHOCTU, CBA3@HHbIX Kak C MHDOPMaLMOHHbIMWN TEXHO/IOTMAMM, TaK U C NPUMEHEHNEM UX B @aBTOMAaTU3NPO-
BaHHbIX cucTemMax. HacTtoawmii ctaHAapT Npexae BCero npejHasHavyeH A5 TexX. KTO CBA3aH ¢ pa3paboTkoil,
MHTerpauuen, pasBepTbiBaHMEM U ynpasaeHnemMm 6e30NacHOCTbI0 aBTOMATU3NPOBAHHbIX CUCTEM, a TakKxe AN
opraHu3sauuii, okasblBalLWMNX YCAYrn NO OUEeHKe, NbiTaloWNXca NPUMeHUTbL TpeboBaHns cTaH4apToB cepumn
MCO/M3IK 15408 k nofo6HbIM cucTemMam. HacToawmii ctaHgapT 6yAeT Takxe HE06X0ANM opraHaM, OCyLecTBs-
IOLLMM OL,eHKY COOTBETCTBUS, OTBETCTBEHHbIM 3a yTBEPXAEHME 1 NOATBEPXAEHMNE NPaBUIbHOCTY AeNCTBUIA opra-
Hu3auuii, oKkasblBalOLWMUX YCNYrK NO OLeHKe. 3aka3uynkn oueHKn 6e30NacHoCTU U Apyrne CTOPOHbI, 3anHTepeco-
BaHHble B 6€30NacHOCTV aBTOMaTU3NPOBAHHbIX CUCTEM, ByAyT AONOHUTENbHBIMUW NOb30BaTENAMU CBEAEHWI
o6Lero xapaktepa B o6nacTtu 6e3onacHocTv UHopmMaLuun.

OTHOCUTENbHO ONpeAeneHnsa u UCNoNb30BaHNA TEPMUHA «CUCTEMa» CYLLLECTBYIOT hyHAaMEHTabHble NPO-
6nembl. B ctangaptax cepun MCO/M3K 15408. uenbio KOTOPbIX ABASIETCA OLeHKa NPOAYKTOB MHOPMaLMOHHbIX
TEXHONOrniA, TEPMUH «CUCTEMAa» UCNONb3yeTCs ANA yyeTa TONbKO acnekToB UHPOPMALMOHHbIX TEXHONOTUIA KOHK-
peTHol cuctembl. OnpegeneHne TepMmnHa «aBToMaTu3npoBaHHas cucTema», UCNoib3yeMoro B HacToALWEeM CTaH-
fapTe. Bk/loYaeT B ceb6s COBOKYMNHOCTb NepcoHasna, npoueayp v npoLeccos, MUHTETPUPOBAHHbLIX C YHKUUAMU U
MexaHU3mMammn MHEOPMaLMOHHbLIX TEXHOIOTNI, NPUMEHSIEMbIX COBMECTHO, YTOObI YyCTAHOBUTbL NPUEM/IEMbII YpO-
BEHb OCTATOYHOrO pUCKa B yCTAHOBNEHHON cpeje DYHKLMOHMPOBaHUA aBTOMAaTU3NPOBAHHON CUCTEMBI.
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HALULMWOHANBbBHBLMN CTAHOAPT POCCUMNCKOW OSOELEPALUM

NHpopMayoHHas TEXHONOTUS
METOAbl NCPEACTBA OBECIMNEYEHWNA BE3OMACHOCTN

OueHka 6e30nacHOCTUM aBTOMAaTU3UPOBAHHbLIX CUCTEM

Information technology. Security techniques. Security assessment of operational systems

Jata BBefieHns — 2009 — 10— 01

1 O6nactb NPUMEHEHUSI

HacToswuii ctaHfapT coAepXuT pekoMeHpaLuMm n KpuTepuu oueHkn 6e30nacHOCTW aBTOMAaTU3NPOBaH-
HbIX cucTem (ganee — AC), a Takxe obecneunsaeT paclumpeHune 061acTu NPUMEHEeHWUs cTaHf4apToB cepuun
MCO/M3K 15408, Bkntovasn pajg KpUTUYECKMX acnekToB, KacalLwnxcsa OLeHKN cpebl akcnayaTtauum obbekTa
OL,eHKMN 1 AEeKOMMNO3ULUKN cOoCTaBHbIX AC Ha JOMEHbl 6€30MacHOCTU, KOTOPbIe AO/IKHbI OLeHNBATLCS OTAENbHO.

HacTtosAwwii ctaHaapT ycTaHaBnBaeT:

a)onpepgenexHve nmogens AC;

b) onucaHne paclwupeHnii KoHUenuuM OoueHKM 6e30nacHOCTM C NOMOLLbI CcTaH4apToB cepuun
MCO/M3K 15408, HeobxoauMbIX AN oueHkn AC:

C) MeTOA0/10T1I0 1 MPOLLeCC BbINOSIHEHUSA OLeHKN 6e3onacHocTn AC:

d) fononHUTENbHbIE KPUTEPUN OLLEHKM 6Ee30NacHOCTKM, oXBaTbiBaloLl e Te acnektoel AC. KOTOpble He 6blan
OXBa4yeHbl KpUTEPUAMYU OLEeHKM 6e3onacHoCTH B cTaHdapTax cepun MCO/M3K 15408.

HacTtoawwmii ctaHfapT faeT BO3MOXHOCTb BKIOUATb NPOAYKTbI 6€30MacHOCTH, OLLEHEHHbIE B COOTBETCTBUMN
c TpeboBaHMamu ctaHgapTos cepun MCO/MIK 15408. B aBTOMATM3MPOBAHHbIE CUCTEMbI U NPOBOAMUTbL OLLEHKY Kak
e[JMHOro Lenoro ¢ UCNosb30BaHMeM HacTosLWero ctaHgapra.

HacTtosAwmii ctaHAapT orpaHnymMBaeTcs oueHKol 6e30NacHOCTU aBTOMAaTU3MPOBaHHbIX CUCTEM U He pacnpo-
cTpaHsaeTcsa Ha gpyrue hopMbl OLEHKN cucTeM. HacToALwmnin cTaHAapT He onpeaenseT MeToAbl U cpeAcTBa UAaeH-
TUhmkaLmm. oLeHKMN N NPUHATMA IKCNyaTaLMoOHHOTO pucka.

2 HopmaTuBHbIE CCbUTKU

B HacToALleM cTaHAapTe UCMO/Ib30BaHbl CCbIIKM Ha caeAyolne cTaHfapThl:

MNCO/M3K 15408-1:2005 HopmaLoHHas TexHonorua. MeTtoabl 1 cpeacTea obecneveHns 6e3onacHocTun
MHpopmaummn. Kputepun oueHkn 6e30nacHOCTU UHOPMaLMOHHbIX TeXHooruii. YacTe 1. BBegeHue n obwas
mogenb

MNCO/M3K 15408-2:2005 VHopmaLoHHas TexHonorua. MeTtoasl 1 cpeacTsa obecneyeHns 6e3onacHocTyn
MHopmauumn. Kputepun oueHkm 6e30nacHOCT MHMOPMALMOHHBIX TEXHONOTMIA. YacTb 2. PyHKLUMOHaNbHbIe Tpebo-
BaHMA 6e30MacHOCTH

MNCO/M3K 15408-3:2005 VHhopMmaLnoHHasa TexHonorus. Metogbl 1 cpeacTsa obecneyeHuns 6e3onacHocTu
MHpopmaummn. Kputepumn oueHkn 6e3onacHocTv MHOPMaLMOHHbBIX TexHonoruniki. YacTte 3. TpeboBaHua gose-
pusi K 6e3onacHocTn

MpumeyvyaHune — Mpu NOMb30BAHUN HACTOSLLMM CTAHAAPTOM Liesiecoo6pasHo NpoBepuTL AeNCTBUE CCbIoY-
HbIX CTAHAAPTOB B MH(IOPMAaUMOHHOI cUCTEME 0BLLEr0 MOJb30BaHNUS — Ha 0MUMAILHOM CaiiTe HaLMOHa/IbHOrO opra-
Ha Poccuiickoii degepauyu no cTaHAapTU3aLMn B CeTU VIHTEPHET UM NO eXErogHo U3faBaemMoMy UH(OPMALMOHHOMY
yKasatento «HauuoHasibHble CTaHAapTbi», KOTOPbI OMy6/MKOBAH MO COCTOSHMIO HA 1 SHBAps TEKyL|ero roga, v no

M3paHve ouumanbHoe
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COOTBETCTBYHLLYM EXEMECSYHO U3LABAEMbIM UHC(DOPMALIMOHHBIM YKasaTesisiv, Ony6/IMKOBaHHbIM B TeKyLeM rogy. Ecnv
CCbINIOYHbIN CTaHAAPT 3aMeHeH (M3MEHeH), TO NpU NO/b30BaHUM HACTOALLMM CTaHAAPTOM CriedyeT PyKOBOACTBOBATLCS
3aMEHEHHbIM (M3MEHEHHbIM) CTaHAapPTOM. ECnn ccbifoyHbI CTaHAapT OTMEHEH 6e3 3aMeHbl, TO MOJIOXKEHME, B KOTO-
pOM fiaHa ccbiiika Ha HEero, MPUMEHSIETCS B YaCTW, He 3aTparMBaioLLeit 3Ty CCblKy.

3 TepmMuHbI 1 onpepeneHns

B HacTosllwem cTaHfapTe NpYMeHeHbI cneaylolie TEPMUHbI C COOTBETCTBYIOLUMM ONpeaeieHuAMU:

3.1 kKoMmnoHeHT (component): MoaaatoLasca naeHTUdrKaLm oTaebHaa YacTb (3/IEMEHT) aBTOMaTU3npo-
BaHHOIi CUCTEMbI, KOTOpas peannsyeT yacTb PYHKLMOHAbHbIX BO3MOXHOCTEN CUCTEMBI.

3.2 BHEWHAA aBTOMaTN3MpoBaHHasa cuctema (external operational system): OTaenbHas aBToMaTu3npo-
BaHHas cuctema, kKoTopasi UMeeT CBA3W C aBTOMATU3UPOBAHHON CUCTEMON, ABNAIOLWENCA 06 EKTOM OLEHKN.

3.3ynpaBneHyeckne mepbl 6e3onacHocTn (management controls): Mepbl 6e30nacHOCTN NHOpMaL -
OHHOI CUCTeMbI, Hanpas/ieHHbIE HA MEHEXKMEHT PUCKOB U MEHEAXMEHT NH(hOpMaLMOHHOI 6e30nacHOCTN UHGOP-
MaLNOHHbIX CUCTEM.

MpumeyaHue — Mepbl 6630NaCHOCTY — MEPbI 3aLLUNTHI N KOHTPMEPbI.

3.4 opraHu3saunoHHble Mepbl 6e3onacHocTmn (operational controls): Mepbl 6e3onacHoOCTM MHhopmaLm-
OHHOIA cUCTeMbI, KOTOpbIe, FN1aBHbIM 06pa3oM, peasin3yloTCA U BbINOMHAOTCA onepaTopamMu, a He cuctemMamu.
(HUCT Cn800-53]

MpumeuyaHune — Mepbl 6630MACHOCT — MEPbI 3aLMUTbLI U KOHTPMEPbI.

3.5 aBTomaTnM3suposaHHas cuctema (operational system): MiHchopmaLmoHHas cuctema, Bkao4vasn ane-
MEHTbl. He CBs3aHHble C WH(OPMAaLWOHHON TexHosornell, paccmaTpuBaemMble C y4yeTOM YCMOBWiA ee
akcnayarauum.

3.6 ocTaTouHblli puck (residual risk): Puck, koTopblii ocTaeTcs nocne 06paboTKN PUCKOB.

(MCO/M3K 13335-1:2004]

3.7 puck (risk): MoTeHuManbLHas BO3MOXHOCTb HaHeCeHUA ylep6a opraHusauny B pesynbtate peanvsanum
HEKOTOPOI Yrpo3bl C UCNOMb30BAHNEM YA3BUMOCTEN aKTUBOB W/N IPYNMbl aKTUBOB OPraHn3aLuii.

MpumMeyaHUe — Puck n3MepseTcs B TEPMUHAX COYETaHUS BEPOSTHOCTU COBLITUSA U €ro NocnescTBuii.

[MCO/M3K 13335-1:2004]

3.8 aHanus puckoBs (risk analysis): CucTeMHbIi nogxoA KonpeaeneHnio BeIMYNHbI pucka.

[MCO/M3IK 13335-1:2004]

3.9 oueHka puckos (risk assessment): lMpouecc, BkAoYaLWMii B ce6a ngeHTnduKayio puckos, aHanms
PUCKOB 1 OL,eHUBaHMNE PUCKOB.

[MCO/M3IK 13335-1:2004]

3.10 meHeaXMeHT puckoB (risk management): Becb npouecc ngeHTuukaymm, KOHTPOIA 1 ynpasneHus
AU MUHUMU3ALUN NOA03PUTENbHBIX (HeonpeAeeHHbIX) CO6bITUIA, KOTOPblE MOTYT OKa3aTb HeraTuBHoe Bo3fei-
CTBME Ha PecypcCbl CUCTEMBI.

MprvMeyaHune — AganTUpPoBaHHbIn TepMrH U3 ICO/MIK 13335-1 [1]. MeHeaXKMEHT PUCKOB 0ObIYHO BK/THOUAET
B cebsi aHan3 pucKoB, 06paboTKy PUCKOB, MPUHATME PUCKOB, pacnpocTpaHeHue uHopmauum o puckax (0bmeH nm
npefocTasfieHne B COBMECTHOE M0/1b30BaHNE MHDOPMAaLMM O pUCKax Mexay IMLIOM, NPUHAMAIOWUM peLleHne, 1 apy-
MMM 3alHTEPEeCOBaHHbIMW IULAMM).

3.11 o6paboTka puckos (risk treatment): Mpouecc Bbibopa 1 peanusayum mep obecneyeHnsa 6esonacHoc-
Tn (security controls) 48 U3amMeHeHnsa puckos.

MpumeyaHune — AganTupoBaHHbllii TepMuH U3 MCO/M3K 13335-1 [1].

3.12 mopbl 06ecneyeHns 6esonacHoCcTK (security controls): YnpaBneHyeckne, opraHn3auoHHbIe U TeX-
Huyeckue Mepbl o6ecneyeHns 6e30nNacHOCTU, NpUMeHseMble B MH(OPMaLMOHHOI cucTteme A4Ns 3almTbl 1 40C-
TYNHOCTU CUCTEMBI 1 €€ MHoPMaLUN.

[HNCT CMN 800-53]

MpumevaHnsn

1 laHHOe onpepfeneHre pacnpocTpaHaeTCcs Takke Ha Mepbl ob6ecrneveHns 6e30MacHOCTH, CBA3aHHbIe ¢ obecre-
YeHVneM noJoTYETHOCTH, ayTEHTUYHOCTMW, HEeOrkasyeMoCTu, NPUBATHOCTY U HAAEXHOCTU, KOTOpble NHOrga paccmarpusa-
10TCA OTAENbHO OT KOH(UAEHUMAIbHOCTY, LieNIOCTHOCTU 1 JOCTYMHOCTH.

2 Mepbl 6€30NacHOCTM — Mepbl 3aluTbl U KOHTPMEPbI.
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3.13 gomoi 6e3onacHocTyn (security domain): YacTb aBTOMaTU3NPOBaHHON CUCTEMbI, KOTOpas peanusyeT
O HU 1 Te Xe NoINTUKN 6e30MacHOCTH.

3.14 nogcuctema (subsystem): OanH nnm 60n1ee KOMNOHEHTOB aBTOMATU3NPOBAHHOW CUCTEMBbI, KOTOPbIE
[ONyCcKalT UX BbINOSIHEHWE OTAENBHO OT OCTaNlbHO CUCTEMBI.

3.15 cuctema kak 06 beKT oueHkMn (system target of evaluation): ABTomaTn3npoBaHHas cuctema, kotopas
3JKcnayaTupyeTcs B COOTBETCTBUM C peKOMEHAaUNsAMN No 3KcnayaTauny, BkIoyas TEXHUYECKMe 1 OpraHn3aLnoH-
Hble Mepbl 06ecneyeHns 6e30NacHOCTU, 1 ABIAETCSA NPeSMeTOM OLEHKH.

MpumeyaHune — OpraHn3LMOHHbIE Mepbl 06ecrneyeHnss 6e30nacHOCTM 06pasytoT YacTb 3KCNyaTauMoHHON
cpeabl. OHM He OUEeHMBaITCA NO KPUTEPWUSM OLeHKM B COOTBETCTBUM CO cTaHgapTamu cepum MCO/M3IK 15408.

3.16 TexHnueckne mepbl 6es3onacHocTu (technical controls): Mepbl 6e30nacHOCT MHCHOPMALIMOHHOA
CUCTEMbI, KOTOpPble peanun3yoTCs 1 BbINOTHAIOTCA camoil MH(hOPMaLMOHHO cucTemoli Yepes MexaHu3msl, cofep-
Xaujmecs B annapartHblX, MPOrpamMMHbIX UM MPOrpaMMHO-annapaTHbIX KOMIOHEeHTax CUCTEMBI.

[HNCT CMn800-53]

MpumeyaHue — Mepbl 6e30MaCHOCTY — Mepbl 3aLUNTbLI U KOHTPMEPSI.

3.17 Bepudnkauusa (verification): Mpouecchl OLEHKN, UCNONb3yeMble AN NOATBEPXAEHNS TOFO, HTO MOPbI
obecneyeHns 6e30NacHOCTU A1 aBTOMATU3MPOBAHHON CUCTEMbI peann3oBaHbl KOPPEKTHO, Y UX NPUMEHEHMNE AB-
naetca apEKTUBHBLIM.

3.18 yaszsumocTb (vulnerability): HegoctaTkn nnu cnabocTtu B npoekTe unu peanusauny uHpopmaLnoHHoii
cucTeMmbl, BKNtOYas mepbl obecneyeHns 6e30nacHOCTU, KOTOPbIE MOTYT 6bITb NpejHaMepPeHHO UK HenpegHame-
PEHHO UCNONb30BaHbI A/19 OKa3aHUs He6/1aronpuMATHOIO BO3AENCTBUS HA aKTUBbI OpraHm3auny unm ee pyHKLMOHK-
poBaHue.

4 CokpaleHunsa

B HacTosAWeM cTaHAapTe UCNO/b3YIOT CAeAYyoLUINe COKPALLEHUS:

TOO(ETR) — TEeXHUYeCKWii oTYeT 06 OLEHKe:

CMUB (ISMS) — cuctema MeHeaXMeHTa MHDopPMaLMOHHOI 6e30NacHOCTY;

O®Bb (OSF) — opraHu3aunoHHble PyHKLMOHaNbHble TpeboBaHa 6e30nacHOCTH:
Cn (sP) — cneyunanbHas nyénnkauus;

M3C (SPP) — npodunb 3amTbl CUCTEMBI;

OBC (SSA) — poBepue K6e30NacHOCTU CUCTEMBI;

®BC (SSF) — dyHKUMM 6e30NacHOCTU CUCTEMDI;

3BC (SST) — 3apaHue no 6e30MacHOCTH AN aBTOMATU3NPOBAHHOW CUCTEMBI;
COO(STOE) — cucTemMa kak 06 beKT OLEeHKH;

NT(IT) — UWHOPMaLNOHHAA TEXHONOrMS;

OO(TOE) — O0ODBEKT OLEHKM;

TOB(TBE) — TexHu4yeckne PyHKLUN 6€30NacHOCTK;

O®Bb (OSF) — dyHKUUM 6e30nNacHOCTU, peann3yemMble opraHn3aLMoHHbIMY Mepamu;
3B6(BT) — 3apaHue no 6e30MnacHocTK;

Nn3(6P) — npocnab 3aWunThI.

5 MeToaonormyecknii NoAxXoa, K peLleHnio Nnpo6ieMbl 6e30MacHOCTM

51 CyuWwHOCTbL aBTOMATU3NPOBAHHbIX CUCTEM

B uensx HacTosiWwero cTaHAapTa asToMaTM3npoBaHHas cuctema onpegenieHa kak MHpopmaloHHas cucre-
Ma. BKOUas ee acnekTbl, He cBA3aHHble ¢ IT. paccmaTpuBaemMas B KOHTEKCTE cpefbl ee akcnayarayuu.

MHorne aBToMaTu3npoBaHHbIE CUCTEMbI ABNAIOTCA NO CBOEMY XapakTepy COCTaBHbIMW, COCTOAT U3 COBO-
KYNMHOCTW NOACUCTEM, KOTOPbIE MO CBOEW NPUPOAE ABNSIOTCS OTHACTU OPUTMHAIBHBIMU U YHUKAIbHBIMM, @ YacTuy-
HO NOCTPOEHbI C NCNOb30BaHNEM NOKYMHbIX LUIMPOKO pacnpoCTPaHeHHbIX NPOAYKTOB. ABTOMAaTU3NPOBAHHbIE CU-
CTeMbl B3aMMOAENCTBYIOT C APYTMMUN CUCTEMAMY U UMEIOT 3aBUCUMOCTMN OT APYTUX CUCTEM. ABTOMAaTU3NPOBaH-
Hasi cuctema 06bIYHO CTPOUTCA C UCNONIb30BAHMEM KOMMOHEHTOB OT pa3HbIX NMOCTaBLLMKOB. 114 co3AaHns aBTo-
MaTU3NPOBAHHON CUCTEMbI 3TV KOMMNOHEHTbI MOTYT GbITb 06 beAUHEHBI UHTErPATOPOM, KOTOPbLIV HE BbINOMHAET Ka-
KUX-nM60o hyHKLWNIA No pa3paboTke, a TONbKO PYHKLUN KOH(DUTYPUPOBAHUA U NOAKNHOUYEHNS.
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ABTOMAaTU3NPOBAHHbIE CUCTEMbI 06bIYHO:

- HaxoAsATCA Nofj ynpas/eHNeM HEKOTOPOro O4HOTO SIOTMYeCKoro o6bekTa — Bnafesbla aBToMmaTn3npoBaH-
HOli CUCTEMBI,

- co3galTcs, Mcxoasa 3 cneymdunyeckux NnoTpebHocTel, ANA BbINONHEHUS KOHKPETHOTO Tuna AeincTBuii:

-yacTonpeTepneBalT U3MEHEHNSA, Kacalwwmecs TEXHNYECKOW CTPYKTYpbl M/MnnopraHn3anoHbixTpe6o-
BaHWIA;

- COCTOSAIT U3 3HAUNTE/IbHOTO (faxe 60MbLIO0ro) Yncia KOMNOHEHTOB;

-coAepxXat MoKynHble KOMNOHEHTbI, KOTOpPble AalT 60/1bLIOE YNC0 BO3MOXHbIX BAPUAHTOB KOH(UTypauui;

- [aloT BO3MOXHOCTb Blafenblly aBTOMaTU3MpOBaHHO! CUCTEMbI COYeTaTb TeXHUYeckue (a umeHHo UT) n
HeTexHW4Yeckne mepbl 6e30MacHOCTU;

-cofiepXaT KOMMNOHEHTbI C Pa3/IMYHbIMU YPOBHAMMU U TUNAMN [OoBEpPUSA K 6e30nacHOCTU.

5.2 ObecneyeHne 6e30NacHOCTM aBTOMaTU3NPOBAaHHbLIX CUCTEM

Be3onacHble NpoAyKTbl BHOCAT BaxXHbli Bkiag B o6ecneyeHne 6e30MacHOCTM aBTOMAaTU3NPOBAHHbIX
CUCTEM WN. HECOMHEHHO, WCMNO/NIb30BaHNe MNPOAYKTOB, OLEHEHHbIX B COOTBETCTBUW CO CTaHgapTtamMu cepumn
MNCO/M3K 15408. MOXeT 6bITb NPEANOYTUTE IbHLIM NMPU MOCTPOEHNN 6e30NacHO aBTOMaTU3NPOBAHHON CUCTEMBbI.
OpHako npo6emMbl 6€30NacHOCTM B aBBTOMATU3NPOBaHHbLIX CUCTEMAX NOPOXAAIOTCA He TOSIbKO U3-3a Npobnem
C MpoAyKTamu, a Takke u3-3a npo6sem B caMoii aBTOMaTM3POBaHHO crcTeMe B peasibHOW cpefe akcnayaTaumu,
Takux, HanpuMep, Kak HeHajanexaliee npuMeHeHve ncnpaeneHnii 6esonacHocTy («3annaTok»), HenpasuabHas
HacTpoiika napameTpoB ynpasfieHns 4OCTynom uav npasun punbTpaLmm MexceTeBoro akpaHa, nioxas opraHmsa-
Lua kaTanoros gaiisioB n Ap. Kpome T0ro, B caiyyae MCNosib30BaHMsA CeT ypoBeHb 6€30NacHOCTV aBToOMaTn3npo-
BaHHOI CUCTEMbI, NOAK/NIOYEHHON K 3TOW CeTn, MoXeT 3aTtparueatb Apyrine aBToMmaTu3npoBaHHbIE CUCTEMbI, KOTO-
pble 4O/KHbI B3auMOelicTBOBaTb C HElA.

TpeboBaHua HacTosALero ctaHgapTa 6a3npyoTcs Ha TpexaTanHoM noaxofe kK obecneyeHno Heo6xoANUMoro
YPOBHA 6€30MacHOCTM aBTOMaTU3NPOBAHHO CUCTEMBI:

a) oLleHnBaHMe puckoB 6€30MacHOCT NPUMEHUMEHUTE/IBHO K paccMaTpuBaemoil cucteme:

b) yMeHbLUEeHne PUCKOB A1 NPOTUBOAENCTBUS NN YCTPAHEHNA PUCKOB 6€30NacHOCTU NOCPeCTBOM Bbl6O-
pa obecneyeHns 6e3onacHOCTK:

C) aTTecTaumsa Ana NnoATBEPXAEHUSA TOTO, YTO OCTATOYHbIE PUCKM, OCTalOLMECS B CUCTEME NOc/e NpUMeHe-
HUs Mep ob6ecrneyeHnss 6e30NacHOCTU, ABNAOTCA NPUEMNIEMbIMU AN CUCTEMBI, YTOOLI ee 3KCnayaTupoBaTh.

KoHuenTyanbHO 3TOT TpexaTanHblii NpoLecc nokasaH Ha pucyHke 1.

B HacTofAWwem cTaHfapTe paccmaTpuBaeTca TONbKO BTOPOW aTan npouecca, a UMEHHO - YMeHbLUEHne puc-
KOB MOCPEeACTBOM Bbl6Opa, NPUMEHEHNS 1 OLeHKN Mep obecneyeHns 6e3onacHoCTU. 1158 3TOro B HEM UCMOSb3Y-
eTCs NoAXoJ4 KoLeHke 6e30NacHOCTW, OCHOBaHHbIV HA MOAenun oueHkn 6esonacHocTn ansa UT-mep obecneverHns
6e3onacHoOCTU, onpegeneHHol B cTaHgapTax cepum NCO/M3IK 15408. HO pacnpoCcTpaHeHHbI Ha BCe TUMbl Mep
obecneyeHns 6e30nacHoOCTU.

Cnoco6bl 1 MeToAbl OLLEHKN PUCKOB HAXo4aTcsA BHe o6nacTu feiicTBMA HacTosLWwero ctaHgapTa. Ans nony-
yeHus 6onblelt MHhopMaymy No oLeHke pUckos cM. YacTb 3 MCO/M3IK 13335 [1].

MpumevyaHune — NCO/M3K 13335-3 (2] sBnseTcA TEXHUYECKM OTUETOM. [ocne ony6nkoBaHus MexayHapos-
Horo ctaHgapTa MCO/M3K 27005 (5) oH 3ameHnT MCO/M3K 13335 [1]. (2). (3]. (4].

Cnoco6bl nMoAenu atectayMmm ABNAKTCA NPeporaTnBoli MEHEAXXMEHTA M HAXOASATCS BHe 061acTu Aeii-
CTBMA HacTosWero ctaHgapta. Ansa nonyyeHna 6onblueid nHdopmauum o6 og4HOM BO3MOXHOM M3 NOAXOA0B
cm. [6].

Mogenb oueHkn 6esonacHocTn, onucaHHaa B MICO/M3K 15408-1, ncknovaeT paccMoTpeHne cpefbl hyHK-
LMOHMPOBaHMA (3KcnayaTauum), okpyxarLiei yacTe MHhopmaLMoHHO cuctem, ceasaHHol ¢ UT. Cpeaa akcnny-
aTauuun paccmaTtpuBaeTcs (yuntbiBaeTcs) (Mpy oLeHke B COOTBETCTBUM CO cTaHAapTamu cepun MCO/M3IK 15408)
B KaYecTBe NpPenosioXeHNi, HO He MOXET He MPUHUMATLCA BO BHUMaHWe A4/15 aBTOMaTU3MPOBAaHHbIX CUCTEM.
OO6bIYHO aBTOMATU3NPOBAaHHbIE CUCTEMbI UCNO/b3YIOT MOPbI 06ecneyeHns 6e30NacHOCTU, He CBA3aHHble ¢ UT.
HanpvMep, opraHn3aLnoHHble Mepbl NN Mepbl hn3nueckoi 3awuTbl. CnegoBaTesnbHO, CyLecTByeT NoTpebHOCTb
B OnpeAeneHnn nyTen BbipaXeHNs N OLEHKN Takux TpeboBaHuii n mep o6ecnevyeHna 6e30nNacHOCTY B BUAE pacLum-
peHus cneyudmnkaymm kputepmeB ctaHaapToB cepun MCO/M3IK 15408. B 3TuX Lensax HacTOSAWMNA cTaHAapT pac-
LwnpseT KpUTepun oueHkn 6esonacHocTn ctaHgapTos cepun MCO/M3K 15408.

B uenom pacwupeHusa ctaHgaptos cepun MCO/MIK 15408 B pamkax HacTosLLero ctaHjapra BkawovaT
B ceb6s (HO He orpaHMymMBaloTCA):

a) OLeHKY PUCKOB B 06LLYI0O METOA0/10TNI0 OL,EHKN 6€30NacHOCT aBTOMATU3NPOBAHHbIX CUCTEM C y4eTOM
YCNOBWI NX IKCAAyaTauunu;

4
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b) meTofonorvio onpegeneHnsa BHyTpeHHe CTPYKTypbl aBTOMATU3MPOBAHHbIX CUCTEM, B TOM Yncie NoApo6-
HOCTU O BHYTPEHHWX U BHELWHUX UHTepdelicax B 06beMe, HEO6XOAMMOM /18 NOHMMAHUS, Kakum 06pa3om B3au-
MOAEWCTBYIOT pas/inyHble YacTh aBTOMATU3NPOBAHHON CUCTEMbI:

C) KaTasior KpuTepueB A0BEPUA 419 BbIPAXEHUSA paclUMpeHmnii 061acTi oLeHkn (CM. mpunoxexue A);

d) kaTanor hyHKLUOHaNbHbBIX KPUTEPUEB /19 BbIPaXEHNS JONO/THATENbHBIX Mep obecneyeHuns 6esonacHoc-
TV Npu aKcnayaTtaymm (CM. npunoxexHue B);

e) kaTanor KpuTepnes AOBEPUA A1 BbIPAXEHNA [ONONHUTENbHBIX 3a4a4 Mo OLeHKe, HE06X0ANMbIX 418
OLIeHKM aBTOMAaTU3MPOBaHHbIX cucTeM (CM. npunoxexue C).

OueHMaHus pucka*

MpuTHerme mep BesoriacHoCT
Npuutwwun ntfi UnnnnanTrr A hwmjwhw proto»
NATATHTOC FTTACCTTM (o6nactb N(PMMMHUK i
L ¢ 06bekTy ouLwku (COO) HucToAluaT cTaHgapTa)
OnunueaHue Jiuctos

oeHtudmkaumm puctoe.
AHana pscKoi.
OuH— pocTa

\
ATtTectaums

PucyHok 1 — TpeXSTaI’IHbIVI npouecc obecneyeHns 6e30MacHOCTM aBTOMATU3UPOBAHHBIX CUCTEM

PacnpocTpaHeHne noaxoga ctaHgaptos cepum MCO/M3K15408 k oL,eHKe 3aKOHYEHHbIX aBTOMaTU3npo-
BaHHbIX CUCTeM 06/1afaeT TeM NPeuMyLLeCcTBOM, YTO UCMO/Ib30BaHe HEKOTOPOro CyLeCTBYIOLEero nokasarens
obneryaeT o6LLee N B3aMMHOE NOHUMaHWe pe3ynbTaToB OLeHKW. 1A KOHKPEeTHO aBToMaTU3NpoBaHHON cucTeMbl
npejcTaBneHne pesysbTaTta OLeHkM cnoco6om, cooTBETCTBYOWMUM cTaHgapTam cepun MCO/M3IK 15408. moxeT
NPUHECTN AEeNOBY BbIrOAY KNMEHTAM, He TO/IbKO NPeAoCTaBAAOWMUM YCAYTU TaKMX CUCTEM, Kak GaHKOBCKMe
cucTembl B IHTEpHETEe, HO 1 C TOYKM 3pEHMS COLManbHON OTBETCTBEHHOCTHU.

Mpwn oueHKe aBTOMATU3NPOBAHHbLIX CUCTEM TpebyeTca naeHTUdMUKaLMa puckos 6€30MacHOCTU, NPUMEHN-
MbIX 15 aBTOMaTU3MPOBAHHON CUCTEMbI, BO BPEMS NpejLlecTByoLLeli OLEeHKN pUucka nonpegeneHme puckos,
KOTOpble ABNAIOTCA HENPUEMIEMbIMU N A0/MKHbI 6bITb YMEHbLUEHbl U1K YCTPaHeHbl NOCPeACTBOM TEXHUYECKUX U
opraHu3alMoHHbIX Mep 6e30nacHOCTW. Toraa oueHka aBTOMaTU3MPOBAHHbBIX CUCTEM COCTOUT U3 CAEAYHLNX
3Tanos:

a) onpegeneHue ueneli 6e3onacHoCT 4719 aBTOMATU3MPOBAHHOW CUCTEMBI, KOTOPbIE YMEHbLIAT Henpuem-
NeMble PUCKM 4,0 NPUEMIEMOTO YPOBHS;

b) BbIGOP 1 cneyudrkauns TEXHUNYECKNX N OpraHn3anoHHbIX Mep 6e30nacHOCTH, KOTOPbIE COOTBETCTBYIOT
uensm 6e3onacHOCTN aBTOMAaTU3NPOBAHHON CUCTEMbI, NPUHMMASA BO BHUMaHMWE YXe peasin3oBaHHble Mepbl o6ec-
neyeHuns 6e3onacHocTy,;
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c) onpefeneHne KOHKPETHbIX U3MepPUMbIX TPpeboBaHWI OBEPUA KaK K TEXHUYECKUM, Tak 1 opraHu3aLnoH-
HbIM MepaM o6ecneyeHnss 6€30NacHOCTU A4/15 [OCTUXEHNA HEOOXOAMMOr0 YPOBHSA YBEPEHHOCTMN B TOM, 4TO aBToO-
MaTM3npoBaHHas cucTema cooTBETCTBYET Lenam 6e3onacHocTy;

d) dhmkcnpoBaHuMe NpUHATLIX peweHnin B 36C;

€) OLleHKa KOHKPEeTHO aBTOMaTU3MPOBAHHOW CUCTEMbI C TeM. 4YTO6bl caenaTbh BbIBOA O €e COOTBET-
ctBumn 36C;

0 nepuogunyeckas nepeoueHka pyckos 6e30NacHOCTN aBTOMaTU3NPOBAHHON CUCTEMbI, TaK 1 CNOCOBHOCTMN
aBTOMaTN3MPOBAHHOW CUCTEMbI NPOTUBOCTOATH 3TUM PUCKAM.

XoTs aTa Mofenb ABNsSeTCA paclumpeHnem Mogenun B COOTBETCTBMM co cTaHgapTamu cepumn MCO/M3K15408,
OHa COBMeCTMMa C 3TOli MOAENLIO U, TakuM 06pa3oM, pedysibTaTbl OLeHKM No cTaHgapTam cepun MCO/MIK15408
MOTYT 6bITb MCNONIb30BaHbI MOBTOPHO.

5.3 Be30nacHOCTb B XW3HEHHOM LWKIe aBTOMAaTU3NPOBAHHbIX CUCTEM

5.3.1 O6wue NnooxeHns

CuutaeTcs, YTO XXU3HEHHDI LMK/ aBTOMaTU3MPOBAHHOW CUCTEMbI COCTOUT U3 CNeAyIoLLmnX cTagunii: paspa-
60TKa/MHTerpayumsa. yctaHoBka, aKkcnayarayma cuctemsl n mogudmkaunsa. Mepbl obecnedyeHns 6e3onacHoCcTn aB-
TOMaTU3NPOBAHHOW CUCTEMbI A0/XHbI NOABEPraTbCs OL,eHKE B TEYEHWNE BCET0 XXM3HEHHOTO LNKIa CUCTEMBI.

5.3.2 Ctagus paspaboTkuYuHTerpaumum

Hactagun paspaboTku/mHTerpauum nepsbiM eicTereM No obecneyeHmnto 6€30nacHOCTV A0KHA ObITb AEH-
TudhrkKaLmsa pyckoB A5 aBTOMaTU3MPOBAHHOI cucTeMbl. Pycku, cuntatrowmecs HenpuemaeMbiMu, 4OSHKHbI YMeHb-
lwaTbCsA UK ycTpaHATbLCS MepamMu obecneyeHunss 6e30nacHOCTU, MHTErPUPOBaHHbIMU B cucTemMy. Cefom 3a OLeH-
KOV pucka n ngeHtTudukalmelt puckos, KOTOPbIe A0/MKHbI ObITb YCTPaHEeHbI, OBEPEHHOE 4,0/HKHOCTHOE N1L,0 opra-
Hu3auuu (attecTyroLee 1L0) AO/DKHO PACCMOTPETL NpegnosiaraeMble 0CTaTOYHbIE PUCKK, OBLLee YACIO UMEID-
LLUXCSA OCTATOUHbIX PUCKOB U MOATBEPAUTL, YTO OHU ABMAKOTCA NPUEMIEMbIMU.

Mocne 3TOro NpoekTUpyeTcs aBTomaTu3MpoBaHHas cucTeMa c NOMOLL b0 NPOrpaMMHbIX M annapaTHbIX U3-
Aenuii. punsnyecknx mep. KOMMepyeckux NporpamMm 1 TeXHUYeCckux mep 6esonacHocTu. NMpoekT aBToMaTn3npo-
BaHHOW cnucTembl fo/mkeH 6biTh 3anucad B 36C. B 36C cogepxutcsa onucaHne TpeboBaHuii no 6esonacHocTy,
BK/IOYASA PUCKM, KOTOPbIM HAA0 NPOTUBOLENCTBOBATL, U LiesIn 6e30NacHOCTU, KOTopble HE06X04MMO peann3oBaTb
C NOMOLLbI0 TEXHNYECKUX U OpraHn3aLnoHHbIX Mep 6e30nacHoCTuU. Lienn 6e30nacHOCTM CUCTEMbI KOHKPETU3NPY-
I0TCA B NepeyHe TeEXHNYECKUX N OpraHn3aLnoHHbIX Mep 6e30nacHoOCTy.

[nsa koppekTHocTn B 36C Heob6xoAnMM0 0603HauaTh Lenn 6e30nacHoCTH, KOTOpble ONpesensatoT PUCKN, L EH-
TUULUMPOBaHHbIE Kak Henpuemsemble. B 36C f0/kHbI 0603HavaTbCs TpebosaHua Mo 6e30nacHOCTH, NOJTHOCTLIO
cooTBeTCTBYylOLWMeE Lenam 6e3onacHoCTy 6e3 kaknx-n1n6o 4ONONHEHWNI M NPONYCKOB. B NpoekTHO foKyMeHTa-
Ly aBTOMaTM3NPOBaHHOI CCTEMbI fLO/KHbI 6GbITb ONpeAeneHbl KOHKPETHbIE KOHTPMepbl o6ecneveHns 6esonac-
HOCTM camoii aBTOMaTU3MPOBaHHO CUCTEMbI, COOTBETCTBYIOL e BCeM Tpe6oBaHMsAM 6e30nacHOCTU, onpeAesieH-
HbIM B 3BC. 3TUMU KOHTPMEpamMmn MoryT 6bITb; DYHKUUKN 6e3onacHoCT1, 060pyaoBaHMe, Nnpoueaypbl Uav npasuna.
KoHTpmepbl o6ecneyeHns 6€30NacHOCTU B CUCTEME [O/KHbI afileKBaTHO KOHTPO/IMPOBAaTLCS, YNPaBnATLCA U UC-
nonb3oBaTbcs. KOHTpMepbl o6ecneyeHns 6e30NacHOCTU Hesb3a peasin3oBbiBaTh C KAKUMU-TMO0 HeCaHKLMOHNPO-
BaHHbIMY [OMONHEHUAMM, YAANEHUAMN NN U3MEHEHUAMU. Peannsauns f0xHa KOHTPOMPOBaTLCA NOCPeCTBOM
TeCTUPOBaHMA CUCTEMBI UM NPOBEPKM AOKYyMeHTauun. ®PYHKLMOHNpOBaHWE KOHTpMep obecneyeHusa 6esonac-
HOCTV [,O/KHO 6bITb @leKBATHO ONMCaHO B PyKOBOASLLEN AOKYMEHTaLun.

B uensax nosbiweHUs ahPeKTUBHOCTU pUCKM 6€30NacHOCTU, NAEHTUDNLMPOBaHHbIE NPU OLLEHKE PUCKOB Kak
HenpuemsieMble, AO/MKHbI OblTb yMEHbLUEHbI B COOTBETCTBUN C BbIOpPaHHbIMK TpeboBaHMAMM N0 6€30NacHOCTH A0
npMeMIemMoro ypoBHs OCTaTO4HbIX PUCKOB. Kaxas KoHTpMepa 6e30nacHOCTU AO/HKHA 3P EKTUBHO PYHKLMOHN-
poBaTb COBMECTHO C APYrMMMN KOHTpPMepaMu 415 YA0B/eTBOPeHns 061w mnx Tpe6osaHunii no 6esonacHocT aBToma-
TU3NPOBaHHOI cucTeMbl. CTOMKOCTb MexaHn3MoB 6€30NacHOCTU AO/KHA GbITb JOCTATOYHOW, YTO6LI COOTBETCTBO-
BaTb NpegnonaraeMomy noteHuuany HanageHua Ha cuctemy. MNpu HanuumMm NnoTeHunana HanageHnsa Moxer no-
TpeboBaTbCA aHaNn3 ya3BUMOCTU U UCMbITAHNE HA NPOHUKHOBEHWE.

OUeHLLMKN [0/DKHBI 6bITb 3a4eMCTBOBAHbI B HaYale XXM3HEHHOTO LuKaa CMCTeMbl Ha cTaauv paspaboTku/
MHTerpaLmuu 4ns ynpoLweHns nx o03HakoM/IeHUsi C CUCTEMOl 1 ee npeAnonaraemoi cpefoit, Noay4yeHns NCXOAHbIX
[aHHbIX NyTEM NPOCMOTPa NPOEKTHOW AOKYMEHTaLNN U coCcTaBNeHNss PYKOBOACTBA N0 OLEeHKe U pyKoBoasL el
[OKyMeHTaLuun, Kotopble 6yAyT UCNONb30BATLCA KaK YacTb CBUAETENbCTB oBepus. B ngeansHom cnyyvae non-
Hoe 36C A0/KHO OLeHMBATLCA Ha CTaAuu NpejBapuTesibHOW OLeHKN 419 NOATBEPXAEHUS OTCYTCTBUSA KakuX-
nn60 HecooTBETCTBUI UNn Npo6enos B TpeboBaHNAX N0 6€30NacHOCTM U NpeAsiaraemMblXx mepax obecnevexnus
6e3onacHocTu.

3aTtem co3fgaeTcsa unm npuobpeTaeTca NnporpaMMHoe obecneveHune 4158 CMCTEM U BU3HEC-NPUNOXEHWNS, BKHO-
yas TexHuyeckne mepbl 6€30MacHOCTU, U cUCTEMA UHTErpupyeTcs, KOHUIypupyeTcsa n ucnbiTbiBaeTca paspaboT-
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ynHom. OJHOBpEeMEeHHO co3fjaeTcsl opraHn3aunoHHas CTpykTypa 6e30nacHocTu, (HOPMUPYIOTCS MOMUTUKM, Npasu-
na v npouegypbl 6€30MacHOCTN, KOTOPblE UHTETPUPYIOTCA B CUCTEMY. [LO/KHbI BbITh ONpefesieHbl U BHeLPEeHbI
COoOTBETCTBYHOL e NnapameTpbl KOHUrypaLmun 6e30nacHoOCTy.

Mocne TecTUpoBaHMA MHTErpaLum aBTomaTu3npoBaHHas cMcTeMa Jo/kHa NPOBEPATLCA pPa3paboTUNKOM Kak
4acTb MPOBEPOYHbIX UCAbITaHNIi. O6bIYHO cnelyndryeckne 4158 cMCTeMbl Mepbl obecneyeHus 6esonacHocTy, Ta-
Kne Kak ynpas/ieyeckue Mepbl 4OCTYNOM, MOryT NpOBepsATbCA pa3paboTynKoM nepes nx passepTbiBaHNEM Ha
pabouem mecTe. TecTupoBaHue cneumnduyecknx 4na paboyero mecta Mep obecneyeHuns 6e30nNacHOCTU (TEXHU-
YeCKNX 1 OpraHn3aLMoHHbIX) OTKNaAblBaeTCcs 40 3aBepLIEHUs yCTaHOBKM CUCTEMbI B €€ NpeAnonaraeMoii akcnay-
aTaunoHHO cpefe. NMpoBepoYHble NCMbITAHNA AO/KHbI NOATBEPAUTL CTAOUABHOCTE MEXAaHN3MOB 6e30nacHoCTH,
a Takxe npasubHOe PYHKLMOHUPOBaHMEe Mep obecneyeHns 6e30nacHOCTH.

3aTeM ocyLlecTB/IAETCS OLeHKka aBTOMaTN3MpoBaHHOI cuctembl. OueHka AOo/KHa NOATBEPAUTD, UTO BCE
pucku, fetanuanpoBaHHbie B 36C. KOTOPbIM AO/KHBI MPOTUBOAENCTBOBATL Mepbl 06ecneyeHns 6e30nacHoOCTH,
onpejeneHbl Kak npuemMsemMble 415 CUCTEMbI. Pe3ynibTaTt OLeHKN SiBNSETCA He3aBUCUMbIM MOATBEPXAEHNEM AN
BflafienibLa cucTeMbl NpUemaemMocT mep obecrneyeHns 6e30nNacHoCTy.

B oTueTe 0 cepTudmkaunm ykasbiBaloT BCe NOATBEPXAEHHbIE YA3BMMOCTN, OGHAPYXXEHHbIE NPU OLLEHKe, W,
npu Heo6Xo0AMMOCTH, onpeaensanTca Nobble peKoOMeHA0BaHHbIe KOPPeKTUpYyoLLne aeicTBUA. 3aTeM Bnagenel,
cucTeMbl MOAroTaBMBaET NiaH KOPPEKTUPYIOLWLNX AeiCTBUI MO YMEHbLIEHWNIO UK YCTPAHEHWIO BbIIB/IEHHbIX YSi3-
BMMOCTEl. eC/in 370 Heo6xoANMO. PesynbTar cepTudmnkaLmm cMcTeMbl NpecTaBaseTcsa arTecTylowemMy nuyy aAns
onpegeneHns NpUeMaeMocTn pakTuyecknx 0CTaToUHbIX PUCKOB 419 (DYHKLUMOHUPOBAHUS CUCTEMbI U €€ aKTUBOB.
BbixofHble flaHHbIe Ha CTafuu cepTumkauny 6yayT paspeleHmnem Ha aKkcnayaTayuio CUCTeMSI.

5.3.3 Ctagunsa yctaHoBK/ (BHegpeHUn)

Ha cTagmu yctaHoBKM (BHeAPeHUS) 419 UCNONb30BaHNA BCpeje aKkcnayatauny BHeApatoT n nogrotaBnmnsa-
10T TEXHUYECKME 1 OpraHn3aLloHHble Mepbl 6e3onacHocTU. cnbiTbiBaOT cneundurnyecke Ans paboyero mecra
Mepbl o6ecneyeHnss 6e30nacHOCTH, a oCTaslbHble Mepbl 06ecneyeHns 6e30NacHOCTU NPOBEPSAIOT NOBTOPHO A/1A
noATBEPXAEHNA UX NPaBUIbHOTO (DYHKLMOHMPOBAHWA B KOHKPETHON pabouyeii cpege.

[nsa cobnofgeHns KOpPeKTHOCTU Mepbl o6ecnevyeHuns 6e30NacHOCTN AO/KHbI COOTBETCTBOBATL TpeboBaHu-
AIM 6€30MNacHOCTH, [JOKYMEHTUPOBAHHLIM B 35C. NA0/1Kbl 6bITb CAHKLUOHUPOBaHbI A1 NPUMEHEHUA KOMMNETEHT-
HbIM IULOM. [115 NoBbIWeHU 3 PEKTUBHOCTN Mep obecneyeHns 6e30NacHOCTM BCe 3aeliCTBOBaHHbIe B 3TOM
obecneyeHnmn nuua Ao/KHbI 6bITb 06yUYeHbl UCMONL30BAHUIO Mep U npoLeayp o6ecneyeHns 6e3onacHoCTH B cpe-
[le aKcnayartauum.

5.3.4 Ctagusa akcnsyatauum cuctemsl

Ha ctaguu akcnnyartaymm cucteMbl HE06X04MMO CO6MpaTh K OLLEeHUBATb 3anucu 06 aKkcnayatalmm TEXHU-
YeCKUX 1 opraHn3aLoHHbIX Mep 6e3onacHocT. XKypHasibl ayauTa n 3anucu MOHUTOPUHIa BCEro ocTyna K akTu-
BaM [0/KHbI perMcTpupoBaTbca. Heo6x0a4MMO NOATBEPANTL NPABUIBHOCTb (PYHKLMOHMPOBaHNS Mep obecneve-
Hua 6e3onacHoOCTW. Heo6xo4MMO Takke NPoBepsiTb OTCYTCTBME HECAHKLMOHMPOBAaHHbIX Onepawuuii n Henpruemne-
MbIX pUCKOB. COCTOAHNSA He3aLNLLLEHHOCTU AO/IKHbI 6bITb NepeBe/jeHbl B COCTOAHUA 3aLLULLEHHOCTN B Ha3Ha-
YeHHbI cpok. Heo6x0aMMO KOHTPONNPOBATL M OLeHNBATbL Ha Han4yne npobaem ¢ 6€30MacHOCTbI0 U3MEHeHHUs,
BHECeHHble BX0Je peraMeHTHOro o6cnyxumBaHus. 3anmcu o pakTMueckom JOCTyne n UCMONb30BaHNN aKTUBOB
[OMKHbI NpoBepATbeA. O npobremax ¢ 6€30MacHOCTbI0 HEO0BX04MMO cO06LaTh, OHU JO/IXKHbI 6bITb NPOBEPEHbI U
NpoaHasiM3npPoBaHsbl.

Llenbto c6opa 1 oueHnBaHnA 3anucein 06 skcnayaTaunum TeXHUYECKNX 1 OpraHn3aunoHHbiXx Mep 6e3onacHo-
CTN ABNSIETCA yCTAHOB/IEHNE 06paTHON CBSA3M CUCTEMbI C aTTECTYIOL MM SIMLLOM NP BHECEHUW U3MEHEHNIA, KOTO-
pble MOTyT NOB/NATL Ha 6e30MacHOCTb aBTOMaTU3NPOBaHHON crcTeMbl. O6bIYHO MPY 3KCMTyaTauuy CMcTemsl
Heo6xoMMO onpefennTb PAS KPUTUYECKM BaXKHbIX Mep o6ecneveHns 6e30nacHOCTM aBToMaTU3MpoBaHHOl cuc-
TeMbl C Lie/1bio HENPEePbLIBHOTO MOHUTOPUHIA A4/19 NPOBEPKM UX MOCTOSAHHOW athhekTuBHOCTU. Kpome Toro, Bnaje-
new cMCTeMbl O/HKEH UMETb CUCTEMY KOH(PUTYPaLMOHHOIO yNpasB/ieHUs, KOHTPOJIA U OTYETHOCTU, KOTOpas [oKy-
MEHTUpPYeT TekKyLlne akTMBbl aBTOMaTU3NPOBAHHON CUCTEMbI, e KOHUTypaLuio v npegcTaBaseT aTy MHopma-
Linto OTBETCTBEHHbIM CTOPOHAM.

5.3.5 Ctagua moaundgukaymm

Ha ctagun mogundukauum nobslie npegnonaraeMblie v hakTuyeckne N3MeHeHs aBToMaTN3MpoBaHHOM
CMCTeMbI, BbIXOAALME 3a paMKN peraMmeHTHOro 06CAyXnMBaHus, AO/HKHbI M3y4YaTbCs, aHaNNM3npoBaThbCa, v Npu
Heo6Xxo0AMMOCTH, TECTUPOBATLCA 415 ONpefeneHns nx Bo3aelcTBmsa Ha 6e30nacHoCTb aBTOMaTU3NPOBAHHO cuc-
TeMbl Nepej BHeApPEHEM B NpoLecc akcryartauun. 3TM MU3MEHEHNA BKIOYAKT B CE6A U3MEHEHUS B NOSIUTUKAX U
npoueaypax. ,na npoBepkn ahheKTUBHOTO (hyHKLMOHMPOBaHNA MOANDNLMPOBAHHbLIX Mep obecneyeHus 6e3o-
NacHOCTU HeEO6XO04MMO NPOBOANUTL UCTbITAHWNE HA MPOHUKHOBEHUE.
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[ns onpegeneHns Heo6xo0A4MMOCTN NOBTOPHOW OLEHKM 6e30MacHOCTU pesynbTaTbl aHanM3a BO34eincTBuA
1 UCNbITAHWI JOMKHBI NPeACTaBAATLCA aTTecTyolwemMy auuy. Ecnm gonyctuTb, 4To MoAUMMKAL MM HE3HAUYNTE b-
HO YBENNYMAW OCTaTOYHble PUCKM (BO3MOXHO, MOTOMY, 4YTO OHM YXe OblIM OLEeHEeHbl Kak YacTb npouecca
nogaepxaHna 0Bepus K NPOAYKTY), TO MOBTOPHOE CaHKLMOHWPOBaHNE MOXET OCYLLeCTBAATLCA 6e3 NOBTOPHOW
oueHkn. OgHaKo ecnu pesynbTaTbl OLEHKN Obl/IV MPU3HaHbI HeAelCTBUTENbHBIMUY, MOXET NoTpe6oBaTLCA NOBTOP-
Has oL eHkKa.

KoHeuyHbIM geicTBMEM No MoguduKaLmMy CUCTEMbl ABMAETCA NpekpaleHne ee akcnayatauum nocne
BbIK/TIOYEHWUSA CUCTEMBI, NPU 3TOM [aHHbIe CUCTEMbI aPXUBUPYIOTCA, YHUUTOXATCA UK nepefatwTca gpyrum
cuctemam. OT aTTecTyoLlero nuua TpebyeTca NoATBEPXKAEHNE YCNELHOW OCTAHOBKN CUCTEMBI.

5.4 B3aumMocCBA3b C A4PYrMMuU cuctemamu

ABTOMaTU3NPOBaHHAas cMCTEMA MOXeT B3auMoAeicTBOBaThb C APYTMMU POLACTBEHHBIMY CUCTEMAMU U SB-
NATbCA YacTbio eanHoro uenoro. COO oueHeHHO aBTOMaTU3MPOBAHHON CUCTEMbI ONpesensieTcsa kak yacTb rpyn-
nbl CUCTEM, KOTOpas OLEeHUBaAETCA C BKIOUEHMEM Kak cuctem WUT. Tak n cpefbl nx akcnnyataumu. OctanbHas
4acTb rpynmnbl CUCTEM CYUTAETCA BHELWHUMMN aBTOMATU3NPOBAHHBIMU CUCTEMAaMN. ABTOMaTU3NPOBaHHAasA cuctema
MOXeT MMeTb LiesIn 6€30NacHOCTU, KOTOPbIM COOTBETCTBYHOT BHELLHNE aBTOMAaTU3UPOBaHHbIE CUCTEMbI, HO OHU He
aHanM3nNpyTCa U He OLeHNBAalOTCA.

6 PacnpocTpaHeHue MpUHLUMNOB OUEHKM 6e30nacHOCTU aBTOMaTU3NPOBaHHbIX
CUCTEeM, YCTaHOBJIEHHbIX B CTaHAapTax cepun MCO/M3K 15408

6.1 O6wWwmre NnonoxeHns

Llenblo HacTosLWero pasgena aBnaerca JOKYMEHTUPOBAHWE OCHOBHbIX NPUHLIMMOB, KOTOPbIE NOAKPENNSAIOT
MeTo/ oLeHKu 6e3onacHocTu no ctaHgaptam cepun MCO/M3K 15408. n nocnepgytoliee ero pacnpocTpaHeHme Ha
aBTOMaTM3MpOBaHHbIe cucTeMbl. B cTaHgapTax cepum MCO/M3IK 15408 paccmaTpumBaloTCa TONbKO TEXHUYECKMEe
Mepbl 6€30MacHOCTN 1 POACTBEHHbIE UM YNpaB/eHYeCKNe Mepbl; B aBTOMaTU3NPOBAHHbLIX CUCTEMAX TEXHUYECKNe
Mepbl 6€30NacHOCTMU 1 OpraHn3aLoHHble Mepbl 6e30NacHOCTM 06beaNHEHbI ANA 3aWMTbl MHOPMaLUn N ApYyrux
aKTMBOB OpraHunsauuu.

6.2 OCHOBHble MPUHUUNbI OLEeHKN 6e3onacHoCcTun

[ns MHOrMX opraHm3aunini nHcpopmauns ABNAETCA rMaBHbIM aKTUBOM W HYX/aeTCcs B 3aLiMTe OT yrpos He-
CaHKLMOHUPOBAHHOTO pasrnalleHuns, Mogndukauumn nam YHMUToXeHnsa. 3TOT akTuB 3aluLeH nocpecTBoOM 06be-
AVNHEHUS TEXHNYECKNX Mep 6€30MacHOCTU 1 BCNOMOraTesibHbIX UHPPACTPYKTYP OPraHn3aLnoHHOro ynpasneHus,
COCTOALMNX N3 NepcoHana opraHn3auumn, NoANTUKN opraHnsaunm, npoueayp 1 rusnyeckux mep 3awmntsl. OCHOB-
Hasa KoHuenumsa ctaHgaptoB cepun MCO/M3K 15408 3akntoyaeTcsi B TOM. YTO Yrpo3bl akTUBam opraHu3auuu gon-
XHbI 6bITb YETKO CCDOPMY/IMPOBAaHbI, U UM A0/KHA NPOTUBOAECTBOBATbL KOMOMHALNS U3 MHPPACTPYKTYP TEXHU-
YeCKMX 1 opraHn3aLmnoHHbIX Mep 6e3onacHoCTU. TpeboBaHNS K TEXHUYECKUM MepaM 6e30MacHOCTM No OTHOLe-
HUIO K YIrpOo3aMm BK/1l0UEHbI B cTaHAapThl cepun MCO/M3IK 15408. B aTux ctaHAapTax TpeboBaHUsA K TEXHUYECKUM
MepaM 6e30MacHOCTM paccMmaTpuBasivCh OTAENbHO Kak YacTb Npouecca aTrecTaunmn u. cnefosartesibHoO, UB yuu-
ThiBaNINCb NpU OLeHKe 6€30NacHOCTN aBTOMaTU3NPOBAaHHOW cMCTEeMbI. B HacTosAweM cTaHaapTe AenaeTca nonbIT-
Ka cTaHAapTU3npoBaTh 3TW TpeboBaHUA C TeM. UTOObI UX MOXHO Obl/10 OLeHMBATb KaK YaCTb OL,eHKN OpraHun3aLm-
OHHbIX Mep 6e30MacHOCTH.

B ctaHpgapTax cepun MCO/M3IK 15408 mepbl 6e30nacHOCTU AeNATCSA Ha npefocTaBiseMble, CBA3aHHble
¢ 6e30MacHOCTbIO YCNyr1, U Mepbl, NpeAnpuHUMaemble 415 o6ecneyeHns yBepeHHOCTU B TOM. UTO 3TN Mepbl
obecneyeHns 6e3onacHocTy 6yayT peannsoBaHbl NPaBu/ibHO N 3MAEKTUBHO. MpK OLEeHKe NPOAYKTa CBSA3aHHble
¢ 6e3onacHOCTbIO ycnyru ABNATCA PYHKUMAMU UT. peannm3oBaHHbIMK 418 COOTBETCTBUSA LieNAM 3TO 061actn
TEXHONOMMN. B KOHTEKCTE aBTOMaTU3NPOBAHHbIX CUCTEM MOXHO Takxe OLeHUTb NnpoueaypHoe 1 hnsnyeckoe co-
felicTBus o6ecneyeHunto 6esonacHocTu. MpouegypHoe 1 husnyeckoe cogeincTemsa obecneveHunio 6e3onacHoOCTu
aHanNornyHbl BbINOHAEMbIM PYHKUMAM UT, NOCKONbKY NpeacTaBnaoT cob60i NoTeHumanbHblie BO3MOXHOCTU 6€30-
NacHOCTW aBTOMaTU3NPOBAHHON CUCTEMbBI, KOTOPbIE BMECTE OTBEYaloT Leniam 6e3onacHocTn. OAgHakKo 06bIYHO Npo-
LeaypHoe v chnsnyeckoe coAeiicTBns obecneyeHnto 6e30MacHOCTU He OCHOBaHbI HA TEXHOJIOTUU 1 60JbLUE COOT-
BETCTBYIOT OLLEHKM 3KCMyaTaLMOHHOro aTana XXn3HeHHOro Uukia aBToMmaTn3npoBaHHO CUCTEMbI, YEM 3Tana pas-
paboTKy aBTOMaTU3NPOBAHHON CUCTEMbI. O3TOMY CUMTAETCS, YTO OHU AO/KHbI 6bITb OTAENEHbI OT PYHKLMOHANb-
HbIX TPE6OBaHUIA.

Mepbl, NpUHATbIE ANA AO/KHOU peann3anmnm noTeHuanbHbliX BO3MOXHOCTEn 6e30nacHOCTH 1 cocTosAwme
13 chOpMUPOBAHHOIO CBMAETENLCTBA N HE3ABUCUMOW OLEHKN NMPUrOAHOCTU 3TUX BO3MOXHOCTEN, B CTaHapTax
cepun NCO/M3K 15408 0603HauYeHbl TEPMUHOM «A0Bepue». Ero MoXHO paclwimpuTb 415 BKOYEHWA YacTu opra-

8



FOCT P MNCO/M3KT 019791 — 2008

MU3aLMOHHbIX Mep 6e30MacHOCTN aBTOMaTU3MPOBAHHOW CUCTEMbI C NOMOLLbIO AOKYMEHTAaL MKW, ONucbiBaloLw el
opraHusaumoHHble Mepbl 6€30MacHOCTH KaK peasin3oBaHHbIe.

Mpouecc pa3paboTku, BHeAPEeHUS 1 noagepxaHns PyHKLMOHMPOBaHUS camoli aBTOMaTU3NPOBaHHOM cucTe-
Mbl 1 CBA3aHHbIX C 6€30MacHOCTbI0 YCNYT OKa3blBaeT 3HaUNTe/IbHOE BIMAHWE HA NPaBUNbHOCTb U 3 (heKTUBHOCTb
CBfI3aHHOI C 6€30NacHOCTbLI0 YCNYru 1 ee 06 nii Bk1ag B 06LLyto 6e30nacHOCTb aBTOMaTU3MPOBaHHOW CUCTEMBI.
370 BAMSAHKNE Takxke cofeNcTByeT yBepeHHOCTM B OKa3aHun CBA3aHHO ¢ 6e30nacHoCTbIO ycnyrn. Takum obpa-
30M. npouecc pa3paboTkun, BHeAPEHNS U NOAAEPXaHNA PYHKLUMOHUPOBAHUA caMOoli aBToMaTM3MpoBaHHOL cucTe-
Mbl 1 CBA3AHHbIX C 6€30MacHOCTbI0 YCYr cnoco6CTByeT 06LLeMy 40BEPUIO K KOMM/IEKCHO aBTOMATU3MPOBaHHO
cucteme. A UMEHHO, YeM Bbllle YPOBEHb MPOU3BOANTEIBHOCTM NpoLecca, TeM 60/blie yBEPEeHHOCTb B NPaBu/ib-
HOCTW 1 3 PEeKTUBHOCTY CBA3AHHOW C 6€30NacHOCTbLI0 YCNYrK U, cnefoBaTenibHO, 06Liee okasblBaeMoe fJoBepue.

dyHKUMOHaNbHbIe Tpe6oBaHNA obecneyeHns opraHM3aLnoHHOK 6e30NacHOCTN peann3yoTcsa HeTeXHNYec-
KMMU cpeAcTBaMu, BHePEeHHbIMW B aBTOMAaTU3MPOBAHHYI0 CUCTEMY B MHTepecax obecneyeHuns obLwmx Lenei
6e3onacHoCTH, Torga kak TpeboBaHna [0BEepPUA K Hell OTpaXkeHbl B CBUAETENbCTBAX COOTBETCTBMA 3TUM Tpebosa-
HUAM.

CnepoBartenibHO, OLEeHKy 6e30NacHOCTM aBTOMAaTU3NPOBAHHON CUCTEMbl MOXHO pa3fe/inTb Ha HeCKO/b-
KO 3Tanos:

a) npo6nema 6e30nacHOCTN YeTKO chOpMyMpoBaHa Kak Habop PUCKOB, KOTOPbIE A0/KHbI 6bITb YMEHbLLEe-
Hbl AN CMATYEHbl, U HA60P NONUTUK 6E30NacHOCTM opraHu3aunn, KoTopblie A0/MKHbI ObliTh peannsoBaHsbl. 15
onpejeneHus Lenm asTomaTtu3anpoBaHHON cucTemsl TpebyeTcsa npegBapuTenbHblil aHanns, a4nga onpejenexdus
PVCKOB, KOTOPbIM JO/IKHbI MPOTUBOAENCTBOBATL TEXHNYECKME 1 OPraHn3aLoHHble Mepbl 6e3onacHocTy, TpebyeT-
€Sl OUeHKa pucKoB. Pe3ynbTatbl aHanunsa gpukcupytotcsa B 36C:

b) npo6nema 6e30MacHOCTU [eNNTCA Ha BbICOKOYPOBHEBOE pelleHne no 6e30nacHoCTU, NnpeAcTaBieHHoe
COBOKYMHOCTbIO Liefeli 6esonacHocTu. Llenn 6esonacHocTu 3anuceiBatoT B 36C;

c)aanee uenu 6e30nNacHOCTU AeTannsnpyoT B Tpeb6oBaHnAax 6€30NacHOCTN, KOTOPbIe MOTYT GbiTb OL€HEHbI
He3aBUCHMbIM OLeHLUKOM. HekoTopble e/l OTHOCAT K TEXHUYECKUM MepaM obecneyeHnsa 6e30nacHOCTU, HEKO-
TOpble — K OpraHu3aLoHHbIM. HanpumMep, KOHTPO/Ib 38 HECAHKLMOHMPOBAHHBIM OCTYNOM K UH(DOPMaLVOHHOMY
aKTUBY 4aCTO OCyLLecTBASeTCS Yepe3 obecneyeHne U3nYeckol 3awntel 060pyL0BaHMA, coAepXKallero akTus
(Hanpumep, 3aMku, 0XpaHa), ¥ BbinonHAeMble PyHKUMn AT (Hanpumep, ayTeHTUdMKaLma nonb3osaTens n mexa-
HU3MbI ynpassieHus goctynom). TpebosaHusa 6e3onacHocTu 3anucbiBatoT B 36C;

d) Ha ocHOBe 06 KX Lenei nobuiero noBepus K TpebyeMbiM MepaM 3aLuTbl onpesensaeTcs COBOKYNHOCTb
[AelicTBUIA oL eHLMKa BO BpeMsl MpoBefeHNs oLeHkn. T TpeboBaHusA AoBepus 3anmcaHsbl B 36C;

€) OLleHKa He3aBMCUMbIM OLLEHLLMKOM onpeaenseT COOTBETCTBUE aBTOMATU3NPOBAHHON cucTemMbl ee Tpebo-
BaHMWAM no 6e30NacHOCTM Ha OCHOBe TpeboBaHWii, OKYMeHTUpoBaHHbIX 0 36C;

f) MOryT NnpoBOANTLCA TeKyLine OLEeHKM AN o6ecrneyeHns yBepeHHOCTN B COOTBETCTBUMU aBTOMATU3NPO-
BAHHOW CUCTEeMbl YCTAHOB/IEHHbIM TpeboBaHMAM B Xxofe aKcnayaTayun. TekyLine oLeHKn cocpejoToueHbl B OC-
HOBHOM B 06/1aCTU OpraHM3aLoHHbIX Mep 6€30NacHOCTM aBTOMaTU3MPOBAHHON CUCTEMbI, MOCKO/IbKY 3T Mepbl
3aBUCAT OT NOBEJEHNA YENIOBEKA, KOTOPOE AB/ISIETCA MEHEE KOHTPO/IMPYEMbBIM U NOCNef0BaTefIbHbIM, YeM NoBse-
neHvne UT;

[) nepuofnyeckas nepeoLeHka aBToMaTn3MpoBaHHON CUCTEMbI MOXET onpeAenuTb, NpoAoKaeT Nn cucte-
Ma COOTBETCTBOBATb YCTAHOB/IEHHbIM Tpeb6oBaHMAM, HECMOTPS Ha U3MEHeHUs B Hell uamn B ee cpege. MNepwo-
Anyeckas nepeoleHka COCTOUT U3 BbISIB/IEHUS TOTO, Kakne N3MEeHeHNs UMesin MecTo, OLLeHKN BO3JeNCTBMA 3TUX
M3MeHeHui Ha 6e3onacHoCTb, 06HoBNEeHMA 3B6C. Npy HE06X0A4MMOCTU, U ONpeAeneHns Hannuyma noanepxku
6e30nacHOCTM B X0/e 3TOro npouecca.

[aHHbIli npouecc nogobeH npoLeccy oueHkn no ctaHgaptam cepun MCO/M3K15408. TunuuHoe pasnuume
MeXAy OL,eHKO aBTOMaTU3MPOBaHHON CUCTEMbI U OL,EeHKOV NpoAykTa no ctaHgaptam cepun MCO/M3IK 15408
3aK/1l04aeTcsa B TOM. YTO MPU OLeHKe aBTOMAaTM3NPOBaHHOI CUCTEMbI (hakThyeckas cpefa akcnayaTauymm paccmar-
puBaeTcs NOMIHOCTbIO, TOrAa Kak Npu oLeHKe NpoAyKTa cpefa akcnayarauum nogpo6HO He paccMmaTpusBaeTcs, a
ONUCbIBAETCA Kak NpefnosioXeHns, KOTOpble He MOATBEPXKAAIOTCA BO BPEMSA OLEHKM.

OCHOBHOI Lief1blo OL,eHKM aBTOMAaTU3MPOBAHHOW CUCTeMbl SBASIETCA MOJlyyeHvne A0BEepUs K NpaBuIbHOCTH
1 ahheKkTMBHOCTU peanm3auun Lenein 6e3onacHoCTV aBTOMaTU3MPOBaHHON cucTembl. OfHaKo oLeHka mep obec-
neyeHns 6€30MacHOCTU Kak TEXHUYECKUX, Tak U OpraHn3aLmnoHHbIX, HUKOTAa He CMOXeT o6ecneyntb abCoMOTHO-
ro oBepus K NOCTOAHHOMY [O/HKHOMY (PYyHKLMOHMPOBAHWIO B N1060e BpeMs U Npu BCcex 06CTOATEsIbCTBAX.
B pe3ynbTaTe OLeHKN BbIHOCUTCA NONOXNTEIbHOE UK OTpuLaTenbHOe 3akiyeHne. laxe B cayyae, ecnum npu
OLeHKe He 06HapyXMBalTCA HenpuemMaemMble YA3BUMOCTH, BCerga 6yaeT 0CTaTouHbI PUCK TOro, 4TO Mepbl o6ec-
neyeHuns 6€30NacHOCTU He PYHKLMOHUPYIOT JO/DKHBIM 06pa3oM. PUCK MOXHO CHU3UTb fo6aBneHnem AON0MHU-
TeNbHbIX Mep AOBEPUSA WY UCMO/Ib30BAHWEM Pa3/INYHbIX Mep AOBepus, YTo npuaaeT 60/blUYI0 YBEPEHHOCTb
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B 6e30nacHOCTU. OCTaTOUHbIN PUCK HEMPABUILHOTO UK He3 (PEKTUBHOTO (YHKLMOHMPOBAHUA Mep obecneyeHus
6€30NacHOCTU MOXHO BbISIBUTb TOJIbKO MOCPEACTBOM HENPEPbIBHOTO MOHUTOPUHIA U OLEHKN. DTOT OCTaTOUHbI
pUCK HE0B6XOAUMO YUNTbIBATL NMPU NPUHATAN pelleHnsa 06 aTTecTalun aBTOMaTU3MPOBaHHON CUCTEMbI A4/ ee
peanbHOro PyHKLMOHNPOBAHUSA.

dakTopbl cpefbl MOTYT MPUBECTU K pa3/IMynsaM B cpefax KpUTUHHOCTU/YTpo3 AN pasINyHbIX KOMNOHEHTOB
aBTOMaTU3NPOBaHHON CUCTEMbI. BO3MOXHO, UTO 17151 HEKOTOPbIX YacTell aBTOMATU3NPOBAHHON CUCTEMbI MOXET
notpe6osaTtbca 60Mbluee JOBEPUE, TOrJa Kak A5 Apyrux yacteii TpebyeTcs meHbluee goBepue. MocKkonbKy npu
OL,eHKe pUcKa MOXHO YCTaHOBUTL pa3/iniHbie YPOBHU €ro npuemseMocTi, aBToOMaTu3npoBaHHy0 CUCTEMY MOXHO
pasfenuTb Ha JloMeHbl 6€30MacHOCTM C pas/inyHbIMU TpeboBaHnAMK foBepus. OLeHka pucka onpegenset npuem-
NIeMOCTb pUcKa ANA pa3NyHbIX YacTel aBTOMaTM3NPOBaHHON CUCTEMBI 1 OKa3biBaeT COAelicTBMNe Npy onpeaene-
HUW COOTBETCTBYIOLNX Mep 0BepUs AN Kax Ao YacTu aBTOMaTU3MPOBaHHOW CUCTEMBI.

6.3 J[loBepune KaBTOMaTM3NPOBAHHbLIM CUCTEMAM

MpuHuun gosepusa no ctaHgaptam cepun NCO/MIK 15408 ocHoBaH Ha npeAoCcTaBeHNn CBUAeTeIbCTBa o
cywecTBOBaHUN NpaBubHON 1 3P heKTUBHON peanusaunu mep obecneveHumsa 6esonacHocTu. bonee Bbicokne
YPOBHM lOBEPUA NPeAbABNAAIOT 60/1ee NogpobHbIe Tpeb6oBaHMA K COLepx)aHuio 1 cnocoby npeacTaB/ieHns ceuje-
TenbcTBa. Kpome TOro, Ana 60nbliero 4oBepusa nHorga Tpedyetcsa 60nee CTpornii aHanu3 cBuaeTeNbCTBa Kak co
CTOPOHbI pa3paboTumnka, Tak 1 OLeHLLnKa.

OueHka npoaykTa no ctaHgapTam cepun MCO/M3K 15408 ocyuecTBaseTcs cnocobom, KOTOpbIi npegno-
naraeT 06Lyt0 cpeAy aKcnayaTauuu, B KOTOPOI NPOAYKT MOXHO UCMONb30BaTh. OLeHKa NPoAyKTa CKOHLEeHTPUpO-
BaHa Ha NpoBepke BO3MOXHOCTeli o6ecneyeHns 6e30nacHOCTW, peasim30BaHHbIX MPOAYKTOM, HE3aBUCUMO OT 1106 0i
KOHKpeTHOI cpeAbl akcnayaTaunn. 19 o060cHOBaHMSA 3aK1l0YeHUS 0 MPaBUbHOCTU MPU OL,eHKe NPUMEHSITCA
pasnunyHble jeTanunsauuns, KOHCTPYKLUS U TeCToBas AOKYMeHTaLms.

INaBHOA Liesibio OLLeHKN NMPOAYKTa SIBMAETCSA NOJlyYeHne yBEPEHHOCTU B TOM. YTO BO3MOXHOCTN obecneye-
HKA 6e30NacHOCTU NPOAYKTa peann3yoTcs KOppekTHO. OCHOBY KOPPEKTHOCTU onpefenstoT TpebosaHus besonac-
HocTu. cofepxauinecs B 3b npogykra. 36 BkioyaeT B cebs onpefeneHHy0 cTeneHb Npoc/iexnsaemMocTu npo-
611emMbl 6e30NacHOCTK, paspeluaemMoii pe3ynbTupylowmum Habopom TpeboBaHuii 6esonacHocTu. Mpegnonaraetcs,
4yTo Nnpo6nema 6e3onacHocTu, cchopmynuposaHHasn B 36. ocHoBaHa Ha OLeHKe yrpo3bl A8 TUNOB cpef, Npurog-
HbIX 4715 BBOJA B eiicTBre npoaykTa. O61acTb OLeHKM NpoJyKTa orpaHnunsaeTcs TpebosaHnaMn 6e3onacHocTyn
WT, onpefeneHHbIMN 419 NPOAYKTa 3TOV OLeHKOM yrpo3bl. Kpome TOro, oLieHka NpoAyKkTa ycTaHaB/iMBaeT rpaHu-
Libl «6e30MacHbIX 3HaYeHU» A5 KOHUTYPUPYEMbIX aCNEKTOB NPOAYKTa No/j Ha3BaHUEM «OLeHeHHas KoHury-
pauua». OHaKo Nof06HbIe KOHMUTYPALUN HE YUNTLIBAIOT KaKyto-/IM60 KOHKPETHYIO Cpejy, MOCKO/IbKY OHa Hens-
BECTHa Ha MOMEHT oL eHku. [ocne 3aBepLUeHNs OLeHKM NpogyKTa ocTaeTcsa He06X0AUMOCTb AO/KHLIM 06pa3om
MHTErpnpoBaTh OLEHEHHbIA NPOAYKT C APYrMMY NPOoAYKTamu 41 CO3aHnA aBTOMaTU3MPOBAHHON CUCTEMbI U,
HakoHeLl, NpoBepuTb, 06ecnevmsaeT IM aBTOMaTU3NPOBAHHAA CUCTEMA HYXHble XapakTepucTukn 6e30nacHocTu
nosejeHue B cpefie, B KOTOPOI OHa aKCNyaTupyeTcs, Npu cylecTByoL el KoHdurypaLmm cuctemsl.

Mpu oueHKe NCNOJIb3YITCA OAAMHAKOBbIE MEPLI 40BEPUS, MPUMEHSAEMbIE KO BCEM BbIMO/THAEMbIM PYHKLUAM
6e3onacHoOCTW. XOTS TEXHUYECKM BO3MOXHO Hamume pasimyHbiX 4OMEeHOB 6€30NacHOCTY B NPOAYKTax, 06bI4HO
npu 061 KX OLeHKax NpoayKTa oMeHbl 6€30MacHOCTN He NPUMEHSAOTCS.

CBupeTenbCcTBa OLLEHKN 1 OTHETHI 06 OLLeHKe, NMOJIyYeHHbIe U3 OLLeHKN NPOAYKTa, MOXHO UCMNO/1b30BaTh AN
noAAepXKn nHTerpauum aBToMaTu3npoBaHHON CUCTEMbI U NPOBEPOYHbIX e ACTBUIA.

B npuHuune, pasHuya mexay xapakrepuctukamu npogykra AT n aBToMaTU3npoBaHHO CUCTEMbI C TOUKMN
3peHns oLeHkn 6e3onacHoOCTH HeBenuka. OAHaKo OLeHKa aBTOMAaTU3NPOBaHHON CUCTEMbI MOXET 6bITb 3HAUYNTE b-
HO CN0XHee OLEeHKM NpoaykTa no ctaHgaptam cepun NCO/M3IK 15408 no cnefyrowmm npuymHam:

a) aBTOMaTM3NpoBaHHas cucTemMa MOXeT COCTOATb U3 KOMMepPYEeCKUX NPOAYKTOB 1 3aKa3HblX pa3paboTok
WNT. 06benHeHHbIX BAOMeHax 6e3onacHocTu. CocTas KaXAoro oMeHa 6€30nacHOCTY CUCTEMbI MOXET OCHOBbI-
BaTbCS HAa HECKO/bKMX (haKkTopax, TakMx Kak ucrnosibdyemas TeXHoN0rus, npefocTas/ieHHble MYHKLMOHANbHbIE
BO3MOXHOCTY U KPUTUYHOCTb 3aLuLLaeMblX aKTUBOB:

b)aBTOMaTU3NpPOBaAHHAA CUCTEMa MOXET CoiepXaTb MHOTOYMCIEHHbIE MPMMEPbI 04HOrO 1 TOT0 Xe NPoaykK-
Ta (Hanpumep, MHOroYMC/IeHHbIE KOMUM aBTOMAaTU3UPOBAHHON CUCTEMDI, NPeAocTaB/sieMble O4HVM M TeM Xe Npo-
[aBLOM) UKW pa3/inyHble MHOTOYUC/IEHHbIE NMPUMEpPLI NPOAYKTOB OANHAKOBOro TUna (Hanpumep, MHOroO4YUC/IeHHbIe
MexXceTeBble 3KpaHbl, NocTaBsieMble pa3inyHbIMU NpoAaBLamm):

C) aBTOMaTN3MpoBaHHasa cucTeMa MoXeT UMeTb NOSIMTUKN 6€30NacHOCTU, MPUMEHUMbIE K OAHUM JOMEHaM
6e30MacHOCTM 1 He MPUMEHNMbIE KAPYTUM:

d) pa3nunyHble ocTaTOUYHbIE PUCKN MOTYT 6bIThb MPUEMIEMBIMU B PA3/IMYHBIX [JlOMEHAX, TOr4a Kak npogyKT
NPOTMBOCTOUT KOHKPETHbLIM Yrpo3am A1 KOHKPETHbIX TUMNOB akTuBa 6e3 yueta pucka.

OCHOBHOE pa3nuune Mexay oueHkamu npogaykra no ctaHgaptam cepun MCO/M3K15408 n oueHkaMmn aBTo-
MaTU3NPOBAHHOW CUCTEMBI 3aK/lo4aeTCA B TOM. YTO MPK OLLleHKe aBTOMAaTU3MPOBAHHON CUCTEMbI [JO/IKHbI pac-
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cmaTpuBaTbCs BCe Mepbl o6ecnevyeHns 6e30NacHOCTU, BKKOYAA Mepbl, peasn3oBaHHble B cpefie akcnayaraymm,
KOTOpbIe MPU OLLeHKe MPOoAYyKTa CUMTaloTCA NpeanosioxeHuamn. Boobue Tun Tpe6oBaHuii foBepus ANs TeXxHUuyec-
Knx Mep 6e3onacHoOCTH, 4OKYMeHTMpoBaHHbIX B MCO/M3K15408-3. MOXHO NPUMEHNTL HEMOCPEACTBEHHO UK
Nerko paclwmnpuTb ANA NPUMEHEHUA K OpraHn3alnoHHbIM Mepam 6e3onacHocT. HanpumMmep, KOHLENUUS OLEeHKN
NPOEKTHOW AOKyMEHTaLNW MO TEXHUYECKMM Mepam 6e30NacHOCTM CTAHOBUTCA OLLEeHKOI onmcaHns cnoco6oB yHk-
LMOHMPOBAHUA OpraHn3aLoHHbIX Mep 6e30nacHoCTU. JeicTBUA NuL, peannu3yoLinx opraHm3aLlnoHHble Mepbl
6e30MacHOCTH, MOXHO NPOBEPUTL CNOCO6GOM, aHaNOMMYHbIM CNOCO6Y NPOBEPKM AeliCTBUS NporpaMm, peanusyio-
LNX TEXHUYECKME Mepbl 6e30NacHOCTH.

OcobblM BOMPOCOM ABNSETCA foBepue K adhpeKTMBHOCTN Mep obecneyeHns 6e30NacHOCTU, peannsyoLmx
hyHKUMKN 6e30nacHOCTU cuctemsl. [loepue B laHHOM acnekte TeXHUYeCKUX Mep 6e30nacHoOCTU gocTuraeTcsa
mMeTo4aMun apxMTeKTYpHOro NPOeKTUPOBaHWA, TakuMu Kak pa3geneHve JoMeHoB 6e30MacHOCTU, HeBMeLlaTelb-
CTBO MOTCYTCTBME BO3MOXHOCTM 06X04a Mep obecneveHnsa 6e3onacHoCcTU. YTo kacaeTcsa opraHn3aumnoHHbIX Mep
6e30nNacHOCTU, MPUMEHAIOTCA METO/AbI, aHANIOTUYHble MeTofaM, UCNONb3yeMbIM A5 [OCTUXEHUA TEXHUYECKNX
Mep 6e30NacHOCTK, Takne kak pasgeneHne 06sa3aHHOCTel, NpoBepKa 1 MOHUTOPUHT.

O6nactamu, ANa KOTOpbIX TPeBYTCA AONOAHUTENbHbIE KOMMNOHEHTbI JOBEPUSA K yNpaBIeHUio aBToMaTun3u-
pPOBaHHbIMW CUCTEMaMW, ABMAOTCA:

a) o6lwas cTpykTypa 6e30nacHoOCTU 1 pa3MeLLeHne KOMNOHEHTOB B CTPYKType:

b) KOHbUrypauus KOMNOHEHTOB, COCTAB/AOLLNX @aBTOMATU3MPOBAHHYI CUCTEMY;

C) NONINTUKK, Npasuia u npoueaypbl MEHEAXMEHTa, ynpasnawwmne MyHKLMOHNPOBaHNEM aBTOMAaTU3NPO-
BaHHOW cUCTEMbI;

d) TpeboBaHuA 1 Npasmna B3aMMoAeNncTBUA ¢ APYrMMY LOBEPEHHBIMU U HEAO0BEPEHHBLIMU aBTOMAaTU3NPO-
BaHHbIMU CUCTEMAMMU;

€) MOHUTOPUHT He CBA3aHHbIX ¢ UT mep o6ecneveHns 6e30NacHOCTM BO BpeMs CTafum aKcnayaTaLmm Xns-
HEHHOTO Lu1KIa CUCTEMBI.

M3-3a cBOel HanpaB/IEHHOCTM Ha NPOAYKT cTaHAapThl cepun MCO/M3IK 15408 npeanonaratoT, 4yto 0 0 6y-
[eT paspabaTbiBaTbCA B €4HOI cpefe pa3paboTku, KoTopas oT/iMyaeTcs OT npeAnonaraeMoi cpefbl akcnayaTa-
Lun cuctemMbl. 3TO NpenosioxXeHne BpaL Nn ABNAeTCA cnpaBeanBbiM 4159 601bLWLNHCTBA aBTOMATU3MPOBAHHbIX
cucTteMm. [laxe ecnim aBTomaTn3MpoBaHHas cuctemMa paspabaTbiBaeTcs B OTAENbHOV cpefie NCNbITaHNIA, KOHEUYHO
cTaaneii papaboTku ABNSETCS MHTErpMpoBaHne B cpeay akcnayartaluu, B KOTOPO aBTOMaTU3poBaHHasa cucte-
Ma onoIHeHa opraHnM3aunoHHbLIMN MepaMmn 6e30nacHoCTU. HekoTopble NoACUCTEMbl UIU KOMMNOHEHTbI, 0CO6EHHO
KOMMepUyeckme NpoAyKTbl, MOTYT Takke pa3pabaTbiBaTbCA B 0COObIX OTAE/bHbIX OT OCHOBHOI cpeAbl cpegax
pa3paboTku.

OT0 03HayaeT, UTO HeKOTopble TpeboBaHNA foBepus K cpege paspaboTkn no MCO/M3IK15408-3 Henb3s
BbINOIHUTBL NMPYU pa3paboTke HEKOTOPbIX aBTOMATU3NPOBAHHbLIX CUCTEM, UK UX TPUMEHEHWNE J0/TXKHO OblTb OTNI0XKE-
HO 10 CTafMKn YyCTaHOBKM XXU3HEHHOTO LMKna CUCTEMbI. YBEPEHHOCTb B OpraHn3aLoHHbIX Mepax /10 o6ecneyeHnto
6€30MacHOCTU MOJIHOCTLIO JOCTUXMMA TOJIbKO B Cpeje aKkcnayataunu.

6.4 KombuHMpOBaHHble aBTOMAaTU3NPOBAHHbIE CUCTEMDbI

MHorne aBToMaTU3NpPOBaHHbIE CUCTEMbI IBNAIOTCA GONbLIMMU U CNOXHbIMW, 061a4al0T MHOTOYUCIEHHBIMMN
PYHKLUUSAMYU U CNOXHOW BHYTPEHHER CTPYKTYypOii. HacTo OHM COCTOAT U3 MHOTUX OT/IMYHbLIX APYT OT Apyra Komno-
HEHTOB M nogcncTeM. Kaxabliii KOMNOHEHT MOXET cofepxaTb 04HY (OYHKLMIO, MpeoCcTaB/eHHY0 OAHUM NPOAYK-
TOM. OAMH NPOAYKT C MHOFOUMCNEHHBIMU DYHKLUAMMN NN MHOXECTBO (DYHKL M, BbINOTHAEMbIX C MOMOLL b0 U3ro-
TOBJIEHHOTO MO 3aKa3y NPorpaMmMHOro o6ecneyvyeHmna n akcnayaTaumoHHbIX npouenyp. HekoTopbie KOMMNOHEHTbI
MOXHO CrpynnupoBaTth B NOACUCTEMbI, CNOCOGHbIE K CAMOCTOSITE/IbHOMY paclunpeHunto. Takme noAgcucTeMbl MO-
ryT cogepxatb OAHOM0 KNNeHTa unn cepeep, COCTOALMIA U3 MHOTOUYUCNEHHbIX MPOAYKTOB, MHOTOYMNC/IEHHbIE Cep-
Bepbl U/WAW KTINEHTBI U CETU UM HEOAHOPOAHbIE KNMEHTLI U/UNn cepeepbl. HEKOTOPbIE KOMMOHEHTLI U NOACUCTEMBI
MOryT 6bITb NOABEPrHYTHI 6€30MacHOI OLeHKe, fpyrme HeT.

Mpwv BBOAE B 1€ICTBME HOBbIX COCTABHbIX aBTOMAaTU3MPOBAHHbLIX CUCTEM Y Blafe bLieB CUCTEM MOTYT BO3-
HUKHYTb ONnpefeneHHble BpeEMEHHbIE U CTOUMOCTHbIE OrpaHnyeHuns. Takum o6pa3om, NpoLecchl, OCyLLeCTB/IAI0-
LMecs BO BpeMs BbINOTHEHUSI TEXHUYECKO YacTu paspeLleHns Ha akcnayaTauuio (MHorga HasbiBaemble cepTu-
hukaumein caitta nnm YacTbio aTTecTalmm aBToMaTu3MpPoOBaHHON CUCTEMBI), AOMKHbI ObITh afanTupyeMbiMu Ana
dhakTnyecknx notTpebHocTeiA.

O6bIYHO COCTaBHble aBTOMATU3NPOBaHHbIE CUCTEMbI:

a) COCTOAT U3 HECKOIbKUX NOACUCTEM NN KOMMNOHEHTOB C Pa3/IMYHbIMU CTENEHAMUN U TUNAMN JOBEPUS;

b) MMEIOT XOPOLLO OnpefesieHHble CTPYKTYpbl ynpaBaeHus. [puMepoM XOpoLlo onpeAeieHHOR CTPYKTYpbl
ynpasfieHnsa MOXeT BbITb eANHONNYHbIN «BNagenew» aBToMaTU3NpoBaHHOV CUCTEMbI UK ONpefenieHHblid Habop
B3aMMOOTHOLUEHWI BO BpeMs ynpaB/ieHUst pas/iIMyHbIMU YacTAMU aBTOMaTU3MPOBAHHON CUCTEMBI;

11



FOCT P NICO/M3IK TO 19791 — 2008

C) co3aaHbl N5 KOHKPETHbIX NOTpebHOCTEel KOHKPETHOM onepayuu.

d) oTaenbHble KOMMOHEHTLI 061a4at0T 60/bLIVM YUC/IOM BO3MOXHbIX BapyaHTOB KOHMUTypaLmii, HekoTopble
13 KOTOPbIX HE COOTBETCTBYIOT NOIMTNKAM 6€30NacHOCTN aBTOMATU3NPOBaHHOM CUCTEMBI;

€) UCNoNb3yIoT Bnagenbla Aas Ncnonb30BaHUs pa3fIMyHOro COOTHOLEHMUS TEXHUYECKUX U OpraHn3aLuoH-
HbIX Mep 6e30MacHOCTU B Pa3/IMYHbIX YaCTAX aBTOMATU3NPOBAHHOW CUCTEMbI.

[NA pa3nnyHbiX BbIWEYNOMSAHYTbIX KOMOUHALWA noNnTuka 6€30NacHOCTN MOXET 6biTb Pa3/IMYHON 3a uc-
KNIOYEeHNEM Tex peflKux c/iyvyaes, Korfa aBToMaTu3npoBaHHas cCUCTEMA BbINOJIHAET OHY eAUHCTBEHHYIO (DYHK-
Lmto. JSlornyeckn Bce YacTu aBTOMaTU3MPOBAHHOM CUCTEMbI C O4HUM HA60POM MOSIUTUK 6€30MaCHOCTN MOXHO
0603HaYNTb Kak AOMeHbl 6e3onacHOCTH. [lekoMno3nLusa NoACUCTEM U KOMNOHEHTOB aBTOMAaTU3NPOBAaHHOM cucTe-
Mbl, yNpaBnaseMblX 04HON NONUTUKON (NnoNnTrkamm) 6e3onacHocTu, 3aTeM xapakTepuyeTca NoauTuKok 6e3onac-
HOCTW COrNacHoO COOTBETCTBYIOLMM A1 3TOr0 AOMEeHa puckaM. B kaxA0mM foMmeHe 6€30MacHOCTU MOXHO onpe-
AenuTb hyHKUMOHaNbHble TpeboBaHMA 6e30nacHOCTU M TpeboBaHUA foBepus kK 6esonacHocTu. B aTom cnyyae
Kaxablii fomeH 6e3onacHocTu 6yaeT 061afaTb COGCTBEHHON NOAMTUKON 6Ge3onacHOCTH, onpeaenieHnem npobaem
6e3onacHocTy, Lensmu 6esonacHocTn, Tpe6oBaHUsIMM 6€30NacHOCTU U loKyMeHTalueli no 6esonacHocTu. OfHa-
KOy KaXA0ro soMeHa 6€30MacHOCTM MOTYT 6bITb CO6CTBEHHbIE Tpe6OoBaHNS [OBEPUS, OCHOBAHHbIE HA CTEMNeHN
yBEPEHHOCTU, He06X04MMOi1 B 3TOM fJoMeHe 6e30MacHOCTH, 1 ee 06l ee yyacTue B aBTOMATU3MPOBaHHON cucte-
Me. B 3agaHmu no 6e3onacHocTu 0603HavatoT Tpe6oBaHUa 6e30NacHOCT aBTOMaTU3NPOBAHHO CUCTEMbI, KOTO-
pble SIBNATCA NpeAcTaBUTeNbHOW KOMNUAsLMel LoMeHOB 6€30NacHOCTU, CO34aloLLMX aBTOMATU3UPOBaHHY0
cncTemMy 13 obLero KOHTeKCTa aBTOMaTM3NPoBaHHOl cnucTemMbl. KoHuenuymsa foMmeHa 6e30nacHOCTM nokasaHa Ha
pucyHke 2.

COO - «TOMATMNKOBAHHAA CUCTEMAX

PucyHok 2 — Mpumep KoHUenuun AOMEHOB 6e30MmacHOCTU

Mpu co3faHumn coOCTaBHOW aBTOMAaTU3UPOBAHHO CUCTEMBI CyLLeCTBYeT HE06X0A4MMOCTb nAeHTUuduKaLumn n
onucaHusa rpaHunL, cCUCTeMbl, ONUCaHNA MHTePd eicoB 1 3aBUCUMOCTEN MeXLLy KOMNOHEHTaMU CUCTEMbI U U3/T0Xe-
HMA MHTepeicoB 1 3aBUCMMOCTER MeXy KOMNOHEHTaMK CUCTEMBI U ee cpefoli (Hanpumep, NonbL3oBaTeny,
BHELLHNE aBTOMaTU3NPOBaHHble crcTeMbl). Heo6xo4MMo onpeaenuTb Bce NHTepdeickl Mexay KOMNOHEHTaMU 1
Mexay aBTOMaTu3NpoBaHHOWR CUCTEMO 1 OKpyXalLel ee cpefoin. Cneymndukauyum nHtepdelica 40MKHbI BKIO-
yaTb Bcebs nobble TpeboBaHMa 6€30MacHOCTM AN UHTepdelica Uav NNHKIA CBA3KN, peann3yowmnx nHTepdec.
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Kpome TOro, B cneundukaumax 4O/MKHbI onpefenaTbcs Nobble AoBEPUTENIbHbIE OTHOLWEHUA UAN UHBApUaHT-
Hble XxapaKkTepucTukn 6e3onacHocTn UHTepdeiica.

OfHUM U3 NpenMyLLecTB KOHLeNLMn JoMeHa 6€30NacHOCTU ABAAETCA TO. YTO KOHLeNUus no3BonseT npu-
MEHATb pa3/inyHble Tpe6oBaHNA 4OBEPUSA K PA3SIMYHBIM YACTAM aBTOMaTU3UPOBaHHOW CUCTEMbI.

PaccMoTpum TUNUYHYIO cepBepHYI0 cuctemy. CepeepHas cuctema COCTOUT U3 Pa3/IMUYHbIX KOMMOHEHTOB,
Takux Kak npuknagHble nporpamMmmbl, NPoAYKTbl NPOMEXYTOYHOro NporpaMmMHoro obecneveHus n 6asosoe npo-
rpamMMHoOe obecneyeHune, Takoe kak onepaylMoHHas cuctema. bazoBoe n NpoMexyToyHoe nporpammHoe obecne-
yeHune MoxeT 6bITb NPeAMEeTOM OLEHKN NMPOAYKTOB, HO MOXET TakKXe 1 He OL,eHNBaTbCA.

B OTHOLIEHNN HeoLeHMBaeMbIX NPOAYKTOB NpoAaBeL, MOXeT oka3aTb CoAeincTBMe B NpeAoCTaBNeHNN CBU-
JeTenbcTBa, HEO6XOAMMOTO AN OLEHKW, HO Takke MOXeT oTka3aTb B NpefocTaBneHnm Heob6xoanumoro caunge-
TenbCTBa.

[na oueHeHHbIX NPOAYKTOB MOXeT 6bITb B Hannuun TOO AN cogeincTsns NOBTOPHOMY UCNOb30BAHMNIO
pe3ynbTaToB OLEeHKN, Ho BAaocTyne K TOO MoXeT 6bITb 0TKasaHo.

PaccmMoTpuMm NnocTpoeHue cucTeMbl, NPUBEAEHHON Ha pUcyHKe 3. B oTHOWeEHUN foMeHa 6e3onacHoCTM A.
KOTOPbIi CO34aH N3 CO6CTBEHHOrO NPOrpaMMHOro o6ecnevyeHmns, MOXHO, BEPOATHO, NpeAoCTaBnUTb CBUAETETb-
CcTBa. He06xoaMMble ANA OUeHKN No cTaHaapTam cepun MCO/M3IK15408. UTto kacaeTca gomeHa 6e3onacHocTu B,
TO MOXHO MONy4YNTb CBUAETENbCTBA A1 YA0B/ETBOPEHUSA HEKOTOPbIX KPUTEpUeB MO cTaHjapTtam cepuun
MNCO/M3K 15408 (Hanpumep, knaccel ADO AGD n ATE_FUN). HO 4OCTYNHOCTb ApYruX KpuTepmes (Hanpumep,
knaccbl ADV nAVA n FNT_COV/DPT) manoBeposTHa, NOCKONbKY HE06X0ANMbIe CBMAETENLCTBA ObI/IN YHUUTO-
XeHbl NN BOO6LLE He cylecTBoBa/I. HEO6X0AMMO NOMYYNTb a/lbTepPHATUBHOE J0BEPUE NN NMPUHATL OCTaTOu-
Hble PUCKN.

coo

OamoH A

Hoem penpeBoTaHHaH

npmnagHLl npod ow o

ANS W T WAWPCT THC
monamu

[omeH B

Hosbisi rch 0 4 KTY
OOKNTdhbIX
<amaOronbenml
OLLEHKMN H * BblNbl
npagocTnsanaHsl.
Mpuwwp- Mmnpcwbmasna
OCsaw CYAE

PucyHok 3 — leTeporeHHoe NocTpoeHne CUCTeMb!

C apyroli CTOPOHbI, NOCTPOEHUE CUCTEMBI, NOKa3aHHOE Ha PUCYHKe 4, NONTHOCTbI0 COCTaB/EHO U3 KOMMO-
HEHTOB, 4/19 KOTOPbIX MOXHO NONYYNTb CBUAETENbCTBO, HEOGXOAMMOE AN OUEHKM No cTaHgapTam cepuu
MCO/M3K 15408. CnegoBaTenibHO, MOXHO paccMaTpuBaTb Kak OTAe/bHbI AOMeH 6e30nacHOCTU X C O4HOPOA-
HbIMW TpeboBaHUAMU AOBEPUS.

[Nnsa focTUXeHna cooTBETCTBMA CBOMM TpeboBaHMAM 6e30MacHOCTU O4MH LOMEH BHYTPY COCTaBHOW aBTO-
MaTV3MPOBAHHON CUCTEMbI MOXET 3aBMCETb OT XapakTepnMCcTUK 6€30NacHOCTU APYTruX AOMeHOB. flomeH 6e3onac-
HOCTM MOXeT npegnaraTb ycnyru no 6e30nacHoOCTH, KOTOpPble MOTYT MCNONb30BaTLCA APYTMMY JOMEHaMN Yepes
cpefcTBa CBA3WN NN UHTepdeicbl NPUKNaAHOro NPOrpaMMMpoBaHUs, UM MOXET 3afaBaTb XxapakTepucTuku 6e3o-
NacHOCTU APYTNM fOMeHaM. DTO A0/HKHO 6bITb 0TpaxkeHo B 36C aBTOMaTN3MPOBaHHOI CUCTEMBI.

Ycnyrn no o6ecnevyeHnto 6e30NacHOCTM UM XapaKTepucTukm 6Ge3onacHoCTW, 3afaHHble uUnu cTaslwune
OOCTYMHbIMW ANA APYTUX LOMEHOB, AO/MKHbI ONpefenaTbCA Kak TakoBble nmocpeAcTBOM hOpMYyIUPOBKM Lenei
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6e3onacHocTV A4/ AoMeHa 6e30MnacHoCTW. AHaNOTMYHO, eCNN IOMEH 6€30NacHOCTY UMEET Liesin 6€30MNacHoCTH,
cooTBeTCTBYOWME APYTUM AOMEHaM, 3TU Lenun A0/TXKHbI onpenenaTbCsA Kak TakoOBble B CbOpMyﬂI/IpOBKe L|.er|e|7|
6e3onacHocTy.

000
r JomeH X

H o T pBaprboraHHMs
npminkMum nporpm—a
o nreBrionpOatetOr
c/CTeMbI

3iBHeXxbIdNeacpTs,
L5 KOTOPbIXHUHTM TOO,

K1 HEOLIEHEHHb e MPOAY TTb,
O/ KITCPLL cawenrecrea
LYy M* MO 6bIMb
rpefotaareHb!.
laligHy-CoOonbieble
OC 1w CYOB nocTLpKB

PucyHok 4 — FomMoreHHoe nocTpoeHne CUCTEMbI

6.5 Tunbl mMep obecneyeHus 6es3onacHocTH

B ctaHgapTtax cepun MCO/M3K15408 B OCHOBHOM M3naralwTcs TeXHUYeckne mepbl 6e30macHocTM,
T.e. Mepbl o6ecrneyeHns 6e3onacHoCTu, ocyuiecTsnisemMble NT-KOMNOHOHTamMu cuctemMsl. Kpome T0ro, Heobxoau-
MO onpegenuTb ynpaBneHyeckne Mepbl 1 Npoueaypsl, Tpebyemble AN8 UX peannsauum nu MOHUTOPUHIa TeXHMUYec-
KX Mep 6e30MacHOCTH.

B aBTOMaTN3UPOBaHHbIX CUCTEMAX TaKkKe He06X04MMO YyCTaHOBUTb OpraHn3aLioHHbIe Mepbl 6€30MacHOCTH.
Takxe, kak U TeXHu4Yeckme mepbl, OHW BKIOYAIOT B Ce651 aHanornyHble ynpaB/eHYeckne mepbl U npouenypsbl
B UHTepecax o6ecneyeHns NPaBUIbLHOIO U paLMoHaIbHOIo UX UCMOJIb30BaHUA 1 NPpefoTBPaLLEeHNa Henpasu/ibHO-
ro UCNoJIb30BaHNA.

MocKonbKy 60MbWNHCTBO OpraHnM3aLMoHHbIX Mep 6€30NacHOCTM 3aBUCAT OT AeliCTBUI YenoBeka, KoTopble
4acTo ABNAITCA HenpejckasyeMbiMn U BOCNPON3BOAMMbIMU, YIIpaB/ieHNe U MOHUTOPUHT NnpuobpeTatoT Ansa
opraHn3aLunoHHbIX Mep el e 6o/bliee 3HaYeHne, Yem 415 TeXHUYecknx mep 6esonacHocTn. Kpome Toro, MeroT-
Csl CpeAcTBa, peannsyemble CUCTEMON U KOMMNIEKCHBIM yNpasBieHneM, npejHasHadyeHHble ana obecneveHuns be-
30MacHOro (PyHKLMOHMPOBaHNA CUCTeMbI. DTN cpefcTBa obecneyeHns 6e30NacHOCTU MOXHO KaTeropuposaThb Kak
aKcnnyataunoHHble (MOCKONbKY OHW ABNSAKOTCA YacTbio NpoLecca akcnayataunm cucTeMbl) UK Kak camocTos-
Te/fibHble ynpaBfieHyeckne (NOCKObKY OHN OTHOCATCA UMEHHO K yNnpas/ieHuio).

B HacTosLlem cTaHAapTe CNOb3yeTCs TOT Xe NOAXO0A KynpaBneH4Yeckum mepam 6e30nacHOCTH, YTO U B
cTaHgapTax cepun MCO/M3DK15408. T.e. ynpaBaeHUYeCKMe Mepbl SBASIOTCA YaCTbi0 TEXHUYECKMUX UK opraHunsa-
LMOHHbIX Mep 6e30MacHOCTH, KOTOPbIE OHU NOALEPXMNBAIOT.

Mpumep mep o6ecneyeHns 6e30NacHOCTV NPpMBEAEH Ha pucyHke 5. B aTom npumepe yHKLMM ynpasieHus
[OCTYNOM, BbINOMHAEMbIe CEPBEPOM, ABNAIOTCA TEXHUUYECKOW Mepol 6e3onacHoCTU. Peructpaunsa atpubytos
nosib3oBaTeNs ABAAETCS ynpaBneH4yeckoli Mepoi 6e3onacHocTH, koTopas nogAepxnuBaeT PyHKLUN ynpaBneHns
poctynom. OgHako npaBuaa HasHavyeHus posnei nonb3osartesnei (HanpuMep, pacnpegeneHve ob6a3aHHOCTEN) AB-
nseTcsa opraHM3aunoHHO Mepoii 6esonacHocTu. MNpoueaypbl ynpasieHua poasMy Nonb3oBaTenein aBnsawTca yn-
paBfieHYecKoli Mepoii, koTopas NoAAepXnBaeT OpraHM3aLnoHHy0 Mepy 6e30nacHoOCTH.

OpraHun3ayunoHHble Mepbl 6€30MacHOCTM aBTOMATU3NPOBAHHbIX CUCTEM MOTYT BK/tOYaTb B ce65 kak npasu-
na v npoueaypbl, Tak 1 hnsnyeckyo 3awnTy. NMpumepom opraHn3aloHHol Mepbl 6e3onacHoCTyH, B KOTOPOiA 3aT-
parnsaeTcs TO/IbKO ynpas/ieHYeckas [eaTeIbHOCTb, AIBNAETCA OTYETHOCTb 06 NHUMEHTaxX 6€30MacHOCTU.

[na obecneyeHns 3alinTbl aBTOMATU3MPOBAHHOI CUCTEMbI OpraHn3aunoHble N TeXxHnyeckne mepbl 6e30-
NacHOCTU AOJ/KHbI MHTErpupoBaTbCA U PYHKLMOHMPOBATL COBMECTHO C LiefIbio 0XBaTa BceX yrpos. Mpaktnyecku
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[lONA yyacTusa TeXHUYecknx Mmep 6e3onacHocT B obecneyeHnn 6€30NacHOCTN CUCTEMbI UCTbITbIBAET BAUAHNE
opraHun3aLnoHHbIX Mep 6e30nNacHOCTM, KOTOopble o6ecneunBatoT cpeay aKcnyaTaumm n 3aBucaT OT HUX. B kaue-
CTBE nNpumepa, LLleHHOCTb «akTusa UT» cucTemMbl 419 opraHnsanuy onpegensieT TMn opraHn3aumoHHbIX Mep 6e30-
NacHOCTW. Takux kak chnsnyeckas salunta, KoTopyto opraHm3anus MoxeT cebe NO3BOMNTb, a Takxke kakomy nepco-
Hasny opraHusauus MoOXeT NpejocTaBuTb AOCTYM K3TOMY aKTVBY, U MPU KaK1X YC/I0BUSAX 3TOT AOCTYN NOA4epXu-
BaeTCs A/11 oKasaHus CofelCTBNA HenpepbIBHOCTM PyHKLMOHMpPOoBaHus. Kpome Toro, Ans obecneveHns 6esonac-
HOCTU OrpaHn3aLoHHbIe U TEXHUYECKME Mepbl fonyckaeTcsl 06bejuHATL. HanpuMep, opraHu3aunoHHble Mepbl
6e3onacHoCTM hn3nyeckoro 4ocTyna Kk akTuBy MOTyT NCMNO/Ib30BaTb TEXHUYECKME Mepbl 6€30MacHOCTN B Liensx
ayTeHTMduKaunm, a opraHn3aLoHHbie Mepbl 6€30MacHOCT MOTYT NPeAoCcTaB/IATb TEXHUYECKUM MepamM UHop-
mMaymio© ursnyeckom NpUCyTCTBUM UM OTCYTCTBUK NepcoHana Ha paboyem mecTe.

MHorme TexHmyeckne mepbl 6€30MacHOCT aBTOMAaTU3UPOBAHHO CUCTEMbl MOXHO NpeAcTaBUTb Hemocpesa-
CTBEHHO C NOMOL b0 (PYHKLNOHANIbHbLIX KOMNOHEHTOB N0 cTaHAapTam cepun MCO/M3I3K15408. OgHako Bcneg-
CTBMWE C/IOXHOCTW aBTOMATU3NPOBAHHOW CUCTEMbI MOXET noTpeboBaTbCA AONONHUTENbHOE 0OHOB/IEHNE KOMMO-
HEHTOB. 06bIYHO HeobsA3aTeNbHOE NpK oL EeHKe No cTaHaapTam cepun NCOYM3K15408.

Mpumepsl

1AAMWHUCT paToOpy MOXeT norTpe6oBaThbCsA ONpeAeNMTb NPaBUNbHOCT b KOHpUTypaLuun aBTomMaT n-
3MPOBAHHON cucTembl. Tpe6oBaHneM ANSA NOJYUYEHNA 3T O BO3ZMOXHOCT U ABNAET CA BK/IOYEHNE YT OYHEHUSA
camMoTecTupoBaHWA QYHKLMN TexHnyeckoit 6esonacHocTu (FPT_TST)B onpefeneHne anpaBunbHoe hyHKLKUO-
HupoBaHue OO».

2ns 36C moxeT noTpeboBaThbCA cneunuruueckoe pacnpegeneHme PyHKLNOHANbHbIX BO3MOXHOCT eli
6€30NacCHOCT M KOHKPETHbIM KOMMNOHEHTaM B npejenax AOMeHOB 6e30nacHOCTU. 3TO0 byjeT o3HayaTh, 4TO
noTpebyeTCcA yTOUYHEHNE 4NA KOHKPe THbIX yacTel hyHkyunii 6esonacHocTun OO. Hanpumep. «JomeH 6e3onac-
HOCT MU C MEXCETEBbLIM 3KPAHOM [10/I)KEH 06ecnedynThb MexaHu3m ansa...».

3MoXeT BO3HUKHYTb HEO6X0ANMOCT b onpefeneHnsa pyHKUUA TexHnyecknx mep 6e3onacHoCcTu, Kacato-
W MNXCA BOZMOXHOCT U B3aMMOJEACTBNA C APYTUMU cCUCT eMaMmn Uan Mexay pa3inyHbiMU KOMMNOHEHT amMu nnu
nogcucTreMamMu aBToOMaTU3NPOBAHHOR cCUCT eMbl.
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Ecnun ona TexHnyecknx mep 6e30nacHoOCTV B aBTOMaTU3NPOBAHHOW cucteme yxe nmeetca 36, Hanpumep,
ecnun mepbl obecneyeHns 6e30NacHOCTN NPefOoCTaBASATCA KOMMEPYECKUM U OL,eHEHHbIM NPoyKToM. 36 moxeT
npuMeHsATbCA Kak o6pasel 415 hopMmuposaHmsa TpeboBaHuii 6e3onacHOCTM aBTOMaTU3NPOBaHHOI cuctembl. O -
Hako. NOCKOJIbKY OLieHKa aBTOMaTU3NPOBaHHON CUCTEMbl OCHOBaHa Ha puckax, yrposbl u npegnonoxeHua 3b
NpoAyKTa 1 cBA3aHHbIE C HUMU NlorTnyeckne o6ocHoBaHuA 3b npuaeTcs OLEeHNTb 3aHOBO 1. BO3MOXHO, BHECTU B
HUX NONpaBKu.

BONbWWUHCTBO OpraHn3aumnoHbiXx Mep 6e30MacHOCTU UCMO/b3YT CNOCO6bI yNnpasaeHus, NpoLecchl U Npo-
Lefypbl akcnayataumm, Haxogswmecs 3a npegenamMmm 061acTu oueHky no ctaHgaptam cepun MCO/M3K 15408,
N. cnefoBaTelbHO, UX HEMb3A BbIPa3UTb C MOMOLLLID (PYHKLMOHANbHbLIX KOMMNOHEHTOB CTaH4apTOB cepuu
MCO/M3K 15408. AnA onepupoBaHns aTUMN Tpe60BaHUSAMMN HYXHbl AONOTHUTEIbHbIE O/IpefefnieHble B HacTos-
lwem ctaHgapTe YHKLNOHAIbHbIE KOMIMOHEHTHI.

6.6 ®yHKLMOHaNbHble BO3MOXHOCTN obecneyeHnss 6e30NacHOCTU cucTem

MpuHUUN yHKLKIA 6e3onacHocTu nNo ctaHgaptam cepun MCO/M3IK 15408 noctpoeH Ha OO, KOTOpbIii CBSI-
3aH TOJIbKO € hyHKUMsAMK 6e3onacHocT UT. B aBTOMaTM3MPOBaAHHOM cucTemMe KOHKpeTHbIh OO o6obuiaeTcs B
COO. koTopblii BKIOYaeT B cebs1 kKak OpraHn3aLoHHble, Tak 1 TeXHUYeckne mepbl 6€30nacHoOCTU.

®BC o6beguHatoT yactn COO (1, cnegoBaTenibHO, aBTOMATU3MPOBAHHO CUCTEMBI), NpeAHa3HaYeHHble
ANs noajepXaHusa NoAnTMK 6e3onacHoCcT aToli cuctembl. B 36C cogepxaTcs Kak TeXHUYeckue, Tak n opraHusa-
LLMOHHbIE Mepbl 6e30nacHoCTH.

Mocne onpegeneHuna Tpe6oBaHnii 6e3onacHoCTy Bnajenel cMcTeEMbl MOXET pPeLlnTb, Kak pacnpefenntb
Tpeb6oBaHVA AN YA0BETBOPEHUS Liesieil TEXHUYECKNX UM OpraHn3aLuoHHbIX Mep 6e30MacHOCTY Un X KOM6U-
Hauun.

CnepoBaTefibHO, Npu onpegenexHun TpeboBaHuii opraHM3aLnoHHON 6e30NacHOCTU NPUMEHSIOT TPU hopmy-
nnpoBkn Tpe6oBaHunii. Mpn NOTPe6HOCTU B TEXHUYECKMX Mepax 6e30MacHOCTM TpeboBaHmMe AO/MKHO GbITh Npes-
cTaBfieHo cneayouein hopMmynnpoBkoit «®BO J0MKHbI...». 3Ta (hOPMYNMPOBKA UCNOb3YeTCH, Tak Kak B CTaH-
paptax cepum NCO/M3IK 15408 yxe npumeHsieTcs TepMuH «®BO (byHkuumn 6e3onacHoctn OO)» ANna TexHuuyec-
Knx mep 6esonacHocTu. Ecnn TpebyoTca opraHu3aunoHHble Mepbl 6e3onacHocTy, TpeboBaHne [OKHO 6bITh Npej-
cTaBneHo cnegyoueii GopMmynmpoBkoit «OPB fOMKHbI...», yKa3blBatlLllee, YTOo Mepa 6e30MacHOCTH AO/KHA
6bITb (hN3MYECKON M OCHOBbLIBATLCA Ha UCMO/Ib30BaHUN NepcoHana uav npoueayp. Ecnv BbinofiHeHNE MOXeT 6bITb
OCYLL,eCTB/IEHO TEXHNYECKUM UMM OPraHM3aLMoHHbIM NyTEM WM UX KoM6uHauuell, Tpe6oBaHne JOMKHO 6bITb
npefcraeneHo cnegywowein opmynmposkoii «®bC gOMKHbL...».

BaXHO OTMETUTb, YTO TONbKO CBA3aHHbIE C 6e30nacHOCTbIo YacT COO BKNOYEHbI B OLeHeHHY0 ®BEC 1
COO. He Haf0 NpeACTaBNATL BCIO aBTOMATU3NPOBaHHY0 cuctemy. Mepbl o6ecneyeHns 6€30MacHOCTU CUCTEMBI
npegcraB/ieHbl HA PUCYHKe 6.

JIrroaBnT poBeHHeli catrou t B Lie/ioM

| CwmeTaTob6uKTOUaHH (OOO)

dymunoémanmlin BiiaxsHACTH
6ronanooTm Wwosunsl (PEC)

{wsa coampTHOCTBETOB NO®E)
|

Taou v ame tpyiumm *YHMAPLW GMNCNaCHOCTbI,
g'B»I'IeCHOCT(”P(T*%) 3K8M1r1£y)|\in(5| »
nnyr ®ou)K3OHbL*
|(CdB>

PucyHok 6 — Mepbl o6ecneyeHns 6e30nacHOCTM CUCTEMbI
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Mpwu oueHke no ctaHgapTam cepun MCO/MIK 15408 hyHKUUN TEXHUYECKON 6€30MacHOCTN YacTo 3aBuCAT
OT acneKkToB OpPraHM3aLnoHHON 6e3onacHOCTU. MpUMepoM Takoii 3aBUCHMOCTH ABASETCA 3/IeMEHT ynpaB/eHuns
poctynom FDP_ACC no MCO/M3K15408-2:

FDP_ACC.1.1 ®BO fomKHbl OCyLLeCcTBNATb [Ha3HavyeHne: MPB ynpaBneHns 4octynomM] Ans [HasHavyeHue:
CNMcok cybbekToB, 06bEKTOB 1 onepaymnili Cy6bekToB Ha 06bekTax, Ha KoTopble pacnpoctpaHseTcs MNdb).

Mpu oyeHke no ctaHaapTam cepun NCOYM3K 15408 nonntuka ynpasaeHus gocTynoM 1 CNMCOK CyObekToB,
06bEKTOB 1 onepauunili 4OMKHbI JOKYMEHTUPOBATLCA U TOIbKO B 3TOM C/lyyae cumTaloTCcsa npaBuibHbIMU. Mpu
OLeHKe aBTOMAaTU3UPOBAHHbBIX CUCTEM MOSINTUKA YyNpaB/ieHUs OCTYNOM U CMUCOK OL,eHUBAKTCA Kak YacTb OLeHKN
3alnThl AaHHbIX U posieli 1 06513aHHOCTen nepcoHana (cm. npunoxeHune B. nyHkT B.4.2.4. FOAJNF.1.7; n npuno-
XeHue B. nyHKT B.2.2.4. FOD_PSN.1.19). B ocHOBHOM npaBuaa u npoueaypbl PYHKLMN TeXHUYeckoi 6e3onacHo-
CTW, KOTOpble AO/IKHbI CYNTATLCA NPaBU/IbHbLIMW W MPUMEHUMbIMU ANS OLEHKW Mo cTaHfgapTam cepuun
MNCOYM3K 15408. ou,eHMBAOT Kak 4acTb OLLeHKM aBTOMATU3NPOBAHHO CUCTEMBI.

6.7 OnpepeneHne BpeMeHU OLEHKK

Mpwn oueHKe B faHHbIA MOMEHT BpEMEHU onpeaensoT, COOTBETCTBYIOT 1 Mepbl o6ecneyeHna 6e3onacHoc-
TV NpeabaBAAeMbIM UM TpebosBaHnAM. OLeHKa MOXeT MPOUCXOAUTL B 11060€e BPEMS XU3HEHHOTO0 LuKa Npogykra
WU CUCTEMbI, HO ANA cTaHAapToB cepun MCO/M3K 15408 oueHKka NpoAyKTa NpoMCXoAnT No 3aBepLueHnmn paspa-
60TKM. HO A0 Havana aKkcnayataunm NnpoaykTa.

BnosiHe BepOAAITHO, 4TO TeXHUYeckas Mepa 6e30nacHOCTH, YCNeLWHO UCNbITaHHaA B cpefe pa3paboTku, by-
JeT Takxe hyHKLMOHMpPOBaTL 1 B cpeje akcnayaTaunn. BepoaTHOCTL TOro, 4To opraHu3auunoHHas mepa 6esonac-
HOCTK. YCMELWHO UCNbITaHHasA B cpefe pa3paboTku, 6yaeT Takke PYHKLUMOHMPOBATL U B cpefie aKkcnayartauum
MeHblLEe, YEM B C/lyyae C TEXHUYeCKol Mepoli 6e3onacHoCTU. B paboynx ycnoBusax npym NOCTOAHHOWN akcnayarta-
LN CMCTEeMbI MOTYT UCNO/b30BATLCA NI0AN MEHEE HAAEXHbIE, OMbITHbIE, KOMNETEHTHbIE N/UNN MOTUBUPOBAaHHbIE,
4yeM BO BpeMsA UCNbiTaHWii B cpefe pa3paboTku. Takum 06pa3om, foBepre KOpraHn3aLnoHHbIM Mepam 6esonac-
HOCTW B cpefe pa3paboTku nepefaeTcs B cpefy aKcnayaralum ropasfo TpyaHee, 4em JoBepue K TeXHUYeCKUM
Mepam 6e3onacHocTH, a. cnefoBaTenbHO, 60/1ee BEPOATHO, YTO HaYaibHasA OLEeHKa nepeigeT Ha cTagmnio aKCny-
aTauum unm 6yaeT NPOBOAUTLCA Ha yXe paboTaloLieii cucteme.

B ngeanbHOM cryyae aBToMatM3MpoBaHHas cuctemMa fo/xHa nepeoleHnBaTbcs (nepenpoBepaTbCs) nocne
KPYMHbIX U3MEHEHWIA B XapakTepucTukax cuctembl unm puckax. OfgHako He06X04MMO Takxe nepnogmyecku nepe-
oueHnBaTb aBTOMAaTM3NPOBAHHYI0 CUCTEMY AN5 NOATBEPXKAEHNS ee 3 DEKTUBHOITO COOTBETCTBUSA CBOUM Lie/IiM U
onpefeneHna Heo6xoAMMOCTH Kaknx-nmbo KOPPeKTUPOBOK C TEM, YTOGbI OCTaBaTbLCA B 4ONYCTUMbIX Npegenax
pucka.

B nepBoM cnyvae npu oLeHke Ha cTaaun pa3paboTku npefocTaBnseTca 4OCTaTOUYHO CBUAETEeNbCTB O TOM,
4YTO aBTOMAaTU3NpPOBaHHaA cucTema cnocobHa oTBeyvaTb U3MEHUBLLUVMCS LLeISM, HO Masio CBUAETENbCTB, YTO 3TO
cnpasefnBO TakxXe 1 N5 YCA0BUii hakTuyeckoin akcnayatauun. PykoBoACTBY opraHu3saumm octaeTcs obecne-
ynsaTb ahheKTUBHOE NpUMeEHeHe mep obecneyeHnsa 6e3onacHoCTN. Bo BTOPOM cnydae OLEeHLNK MOXeT Noj-
TBEPAUTL COOTBETCTBME Mep ob6ecneyeHns 6e30nacHOCTU NpeAbABAAeMbIM UM TpeboBaHUAM 1 UX achdekTnBHoe
(hyHKLMOHMpPOBaHNE NYyTEM U3ydYeHns 3anuceli 06 MCNob30BaHUM 3TUX Mep.

6.8 cnonb3oBaHWe OLEHEHHbIX NPOAYKTOB

Mocne oueHkn NpoayKTa MOryT NOABUTLCA CBUAETENLCTBA, KOTOPbIE AONYCKATCA NOBTOPHO UCMOb30BATH
npv oLeHKe aBTOMaTU3NPOBaHHON cucTembl. OfHaKo NOAPOGHbIE CBUAETENbCTBA MOTYT U He 6bITb 061 ef0CTyN-
HbIMW. B HEKOTOPbIX CAyHYaaX UX MOXHO NONYYNTb HENOCPEACTBEHHO NO COrnlalleHnto ¢ pa3paboTymMkom NpoaykKTa
WM MenocTpeaCcTBEHHO M3 peecTpa NPOBEPEHHbIX MPOAYKTOB. B Apyrux cnyvyasx HEBO3MOXHO NOAYYUTb 3HAYN-
Mble NoAPO6GHOCTH, HEOBX0ANMbIE A5 ONpeaeneHns, NPUMEHUMO TN CBMAETENbCTBO K PYHKLUKN, KOTOPOE OHO
BbINO/IHSIET B aBTOMAaTU3MPOBAHHOW cucteme, 1 Torga Bnagenew cucTembl 4O/MKEH oNpeAennTb, MOXeT /1N OH
NPUHATL pe3ynbTaTtbl OLEeHKN 6e3 gocTyna K CBugeTenbCTBam, KOTOpble CNOCO6CTBOBAIN NOMYHYEHUIO 3TUX pe-
3yNbTaToB.

PesynbTaTbl OL,eHKM NPOAYKTa Heo6sA3aTe/IbHO MPUMEHUMbI K OLleHKe aBTOMaTU3MpPOBaHHO cnuctemMbl. Heko-
TOPbIMMW NPUYMHAMMU ITOTO ABNAOTCA:

a) KOHurypaumnsa npoaykTa BO BpeEMS ero OLeHKN Y NPpu ero UHTErpypoBaHnn B aBTOMaTU3NPOBaHHYO CUC-
TeMy MOTyT ObITb pa3/INYHbIMU;

b) AoBepue, Npu KOTOPOM OLLeHMBANCA NPOAYKT, ABNSETCSA HeaJeKBaTHbIM NO CPaBHEHUIO C AOBEpUEM,
KOTOpoe TpebyeTcs A4NA NPoAyKTa Npu ero MHTerpupoBaHMM B asTOMaTU3MPOBAHHYI0 CUCTEMY B KaYeCcTBE KOMMO-
HeHTa. B 3TOM C/lyyae MOXeT CylwecTBOBaTbL CBUAETENILCTBO, KOTOPOE MOXHO UCMNO/1b30BaThb NOBTOPHO, MNOMUMO
HOBOTO CBMAETENbCTBA, KOTOPOE el e NpeAcTonT co3gaTb.

Ha aTux npumepax npu oL,eHKe aBTOMaTU3UPOBAHHON CUCTEMbI HEO6X04MMO ONpeAenTb CTeNeHb, C KOTO-
PO MOXHO MCNONb30BaTh UMELOLLMECS pe3ynbTaTbl, U HE06X0ANMbIE Mepbl 4OBEPUSA. B xyawem cnyyae atu
KOMMOHEHTbI NPUAEeTCSA paccMaTpuBaTh Kak HEOLEHEHHbIE.
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Ecnv oueHka npofykTa He 3aBeplleHa, HEU3BECTHO, Kakoii 06beM nHopmauun 6yaeT AoCTyneH 418 noa-
[lepXKW OL,eHKV aBTOMaTU3NpPOBaHHOI CUCTEMBI, N ByAeT 1 NoATBEPXAeHa MMetoLwasca MHGopMaumns o Npoayk-
Te ero oueHkol. Ecnn npofykT He 6bla OLeHeH, MHdopmauns, 06bIYHO Heo6XxoAnMas 4151 OLLeHKN NMPOoAYKTa,
MOXeT 6bITb HeOCTYMHa A4/19 NOALEePXKKM OLLeHKN aBTOMAaTU3UPOBAHHON CUCTEMbI. DTN COOBPaXEeHUsI HALO0 YUNTbI-
BaTb NPK OL,EHKe aBTOMAaTU3NPOBaHHON CUCTEMBI.

BaxHo Takxe Hanmume nHhopmaymm o xapaktepnctrkax 6e3onacHoCcT! MHTepdencoB Mexay NnpoayKkTamu,
T.e. Kakme hyHKUMKM 6e30nacHOCTV OAHOr0 NPOAYyKTa 3aBUCAT OT hyHKLMI 6e3onacHoCTu Apyroro npogykra. Mpu
OLleHKe CUCTeMbl HE06X04MMO NOATBEPAUTL, YTO BCE NMPOAYKTbI, 3aBUCALLME OT DYHKLNIA 6e30nacHoCTU ApYrux
NPOAYKTOB, UCMOJIb3YIOT 3TN NPOAYKTLI 6e30nacHbIM 06pa3om. YacTto Heob6xoaumas nHgopMaLlmns LOKYMEHTUPY-
eTcs B TOO gpyroro npofykTta, HO He MOXeT 6bITb NpeAcTaB/ieHa kak coBmecTumas. B atom cnyyae Heo6xoaMmo
NpoOCMOTPeTb APYryto AOKYMeHTaLMI0, Takyto Kak cneyudukanmum niTepdeicos, nAo0KyMeHTaL Mo NpoekTuposa-
HUA apXUTEKTYPbl KaK HacTb OLEHKN CUCTEMbI U MOATBEPAUTL HalMUNE TpebyeMblX XxapakTepucTuk 6e3onacHocTu.
MopTeepxaeHne Hannunsa TpebyeMbiX XapakrkpucTuk 6€30NacHOCTY CnpaBeAIviBo 1 NMpu UCNOJIb30BaHUN Heolle-
HEHHbIX MPOAYKTOB.

MHoroo6pasue 1 pasHas CTeneHb KayecTBa OLeHEHHbIX UMEILNXCA B NpoJaxe NPoAYKTOB, AOCTYMHbIX
AN UHTErpupoBaHNA B aBTOMAaTU3NPOBAHHYIO CUCTEMY, OTPaHNYMBAIOT MakCUMasibHOe f0Bepue, KOTOPOro MOXHO
[0CTVNYb TOIBKO MPU NCMOMb30BaHNM OL,eHEHHbIX NPOAYKTOB. Boo6lLue HelenecoobpasHo oLeHMBaTb 3aHOBO OLe-
HeHHble NPOAYKTbl Npy 60/1ee BbICOKOM YPOBHE 0BEPUS, MOCKO/IbKY OTCYTCTBUE AOMO/THUTENbHbIX CBUAETENbCTB
1 noafepxkn paspaboryrka oueBugHo. Heobxo4MMO TakKxe nosyunTb 4ONONHUTEIbHOE J0BEPUE NOCPELCTBOM
anbTepHaTUBHbLIX Mep obecneyeHns 6€30NacHOCTU UK apXUTEKTYPHbLIX Mep. Hanpumep, fobaB/ieHneM MexceTe-
BbIX 9KpPAHOB W/N APYrux cneymndunyecknx agna obecneyeHns 6e30MacHOCTU KOMMNOHEHTOB apXUTEKTYpbI.

B kauecTBe a/ilbTepHaTMBbI NPY OLleHKe aBTOMATU3NPOBaHHOM CUCTEMbI CYLLLEeCTBYeT BO3MOXHOCTbL pacnpe-
[leneHuns pasfinyHbIX ypoBHel oBepus Nno pasnyHbIiM JoMeHam 6e30nacHOCT aBTOMATU3NPOBAHHON CUCTEMBI.
Tam. rae foBepre KonpeAeneHHOMY OMEHY OrpaHUYeHO UCMO/Mb30BaHNeM OLeHEHHbIX NPOAYKTOB, akKkpeAnTyio-
Lyee NLL0 MOXeT MONPOCUTb NPUHATL MOGOUHBINA MOBbILLIEHHbI OCTATOUYHbI PUCK 415 3TOr0 eANHCTBEHHOTO 0Me-
Ha 6e30nacHOCTU.

6.9 Tpeb6oBaHMA K fOKYMEeHTaLnUmn

Mpwu oueHke npofgykTa no ctaHgaptam cepun MCOYM3K15408 601bLINHCTBO TpeboBaHuii KAOKYMeHTaLnm
1cnonb3yeTcs OLUeHLWMKaMu 419 NOATBEPXAEHUSA NPaBUIbHOCTM ONbITHO-KOHCTPYKTOPCKMX paboT 1 obecneveHus
nosb3oBaTesieil He06xo0AMMON NHopMaLMeit ¢ Lenblo KOHUTrypupoBaHus 1 besonacHoi akcnayaTauum OO.

B cnyyae c aBTOMaTM3pOBaHHOI CUCTEMOI HEO6X0AMMO NPeoCTaBASATL MHpOpMaLMIO, ONpeaensioLyo
opraHu3aumoHHble Mepbl 6€30MacHOCTN C TEM, YTOObI:

a) OLLeHLLVKN MOT/IM NOATBEPANUTD, YTO OPraHn3aLMoHHbIe MepbI NPU NPaBU/ILHOM UX MPUMEHEHUN COOTBET-
CTBYIOT MOCTaB/IEHHbIM LieN1SiM 6e30MnacHocTH;

b) MOXHO 6bI/10 NPOBECTU Ha CTaAMM IKCNAyaTaLUN XN3HEHHOTO LMKNa CUCTEMbl MPOBEPKMN BbINOHEHUS
COOTBETCTBYIOLLMX NpoLeayp M 3pheKTUBHOCTN NpoLeypHbIX 1 U3nyecknx Mep 6e3onacHocTu.

Heobxoanmo Takke npefctaBiaTb MHpopMaLUio, OTHOCALLYIOCS K XapakTepucTukam 6e30nacHOCT UHTep-
thelicoB Mexay pasnMyYHbIMN KOMMNOHEHTAMVN aBTOMAaTU3MPOBAHHO| CUCTEMbI U MEXAY KOMMOHeHTamMu aBTomaTu-
3MPOBaHHOI cUCTEMbl 1 APYTUMU cUCTEMaMM B OKpYXatoLl el ee cpeje Tak, YTobbl B C/lyyae 3aBUCMMOCTU Kako-
ro-1M60 KOMNOHEHTA OT XapakTepucTuk 6e30NacHOCTU PYroro KOMMNOHeHTa UAN CUCTEMbI OLLEHLLUKN MOT/IN Obl
noATeBepxAaTb, YTO 3TV XapaKTepUCTUKN ABMAIOTCA AeiiCTBUTE/TbHbIMW B COOTBETCTBIM CO cneuundnkaymeil 3Toro
KOMMOHEHTa WU/N CUCTEMBI.

6.10 lelicTBMA NO TeCTUPOBAHUIO

Tpeb6oBaHUsA K 4eNCTBUAM N0 TECTUPOBAHUIO, BbINO/THAEMbIM KaK 4acTb OL,eHKM aBTOMaTU3POBaHHOW cucTte-
Mbl. OTCYTCTBYIOT B OLLeHKe NpoAyKTa rno ctaHgaptam cepum MCO/MIK 15408.

Mpu TecTUpOBaHNN aBTOMATU3UPOBAHHOI CUCTEMBI OLeHUBalOT I PEKTUBHOCTL (DYHKLMNA TEXHUYECKUX U
opraHn3aLlMoHHbIX Mep 6e30MnacHOCTH, NPOTUBOAENCTBYLLUX M3BECTHLIM HEMPUEM/IEMbIM prcKam N obecneunsa-
OLWUX peanm3auunio onpegeneHHbiX NoMTUK 6esonacHocTi. PG ekTUBHOCTb PYHKLNI TEXHUYECKNX 1 OpraHn3a-
LIMOHHbIX Mep 6e3onacHoCTV onpefenseTcs YaCTUYHO MO BbINO/THAEMbIM PYHKLMAM 6€30NacHOCTM aBTOMaTU3N-
pPOBaHHOW CUCTEMbBI K HACTUYHO NPU NPOBEAEHUN UCNbITAHNA HA NPOHNKHOBEHMe. [poBefeHne TeCTUPOBaHUSA
MMeeT CMbIC/1 TO/IbKO Moc/ie pa3MelleHns aBTOMaTU3poBaHHO CUCTEMbI B MPOBEPEHHO 6e30NacHoii KoHUry-
paumun. CyliecTBYIOT ABa Tuna KoHurypauum npoaykToB; KOHurypauus npogyKToB 4719 B3aMMOAEWCTBUS B Ka-
yecTBe KOMMOHEHTOB aBTOMAaTU3MPOBAHHOM CUCTEMbI U KOH(UTypaLmsa NPoAYyKTOB AN o6ecneyeHus pexumma 6e-
30MacHOCTU. He06X04MMOTO A/151 MOBCEAHEBHbLIX ONepaunii, CBA3aHHbIX C 1e/10BOI feATeNIbHOCTbIO UK 3aja4a-
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MW, BbINO/IHIEMbIMW aBTOMATU3MPOBAaHHOM cUCTEMO. TexHnYeckne mepbl 6€30NacHOCTV aBTOMAaTU3MPOBaHHO
CMCTEMbI MOTYT 1 A0/KHbI ObITb MPOTECTUPOBAaHBI 40 BBOAA BAECTBIE CUCTEMbI €€ pa3paboTynkom/MHTerpaTo-
poMm. TecTupoBaHue obecneynBaeT yBepPeHHOCTb B NIPaBUIbHOCTM paboTbl PYHKL M TEXHUYECKNX mep 6e3onacHo-
CTN N nX3(hpHEeKTMBHOM NPOTUBOAEICTBUM PUCKY HA YPOBHE, ONpeesieHHOM OLeHKol pucka. TecTupoBaHue Takxe
[O/IXHO BbIABMATL N1I06bIEe HenpegHamepeHHble AedekTbl 1 06ecneynBaTb pa3paboTUnKy BO3SMOXHOCTb yCTpaHe-
HVA 3TUX AePeKTOB 40 NPOBeAEHNA OLEeHKN. 3aTeM OpraHn3aLMoHHble Mepbl 6€30MaCHOCT UHTETPUPYIOT C TEXHU-
YeckumMun Mepamm 6e30nacHOCTU Ha paboyeM MecTe, Ha KOTOPOM MOXHO OLLeHUTb 3(PHEKTUBHOCTb MHTETPUPOBaH-
HbIX Mep 6e30NacHOCTN aBTOMAaTU3NPOBAHHOW CUCTEMBI.

MocKobKY opraHn3aLoHHOe TeCTUPOBaHNe He ABIAETCA YacTbio OLEHKM NPOAYKTa, UAJA OLEeHKN NPoAYyK-
Ta no ctaHgaptam cepun MCO/M3K15408 He TpebyeTcs KOHUrypauua npoayKTa 4 oCyLecTBAEHNS KOHKpeT-
HOro Habopa «peasibHbIX» OpraH13aunoHHbIX NONTUK, BCE NPOAYKTbI HAA0 CheLnasnbHO TeCTUpoBaTh B CBOE
KOHChMrypaLum aBToMaTN3npOBaHHON CUCTEMbI KaK YacTb TECTUPOBaHNA 06LLeli aBTOMaTU3POBAHHON CUCTEMBI.

CnyyaeTcsl Takke, YTO MPOAYKTbI UV MOACUCTEMbI BHYTPM aBTOMAaTU3MPOBAHHON CUCTEMBbI O/HKHbBIM 06pa-
30M He B3aMMO/eNCTBYIOT, TO eCTb NpK 06LEeM TECTUPOBAHNM aBTOMATU3NUPOBAHHON CUCTEMbl HE06XOAUMO U3Y-
YUTb M NOATBEPAUTL HAleXXHOEe B3auMOeiCTBNE Pa3/IMUYHbIX KOMMTOHEHTOB 1 MOLCUCTEM.

BHYTpeHHsA cTpaTerns ncnbiTaHuii Takke MOXeT 0T/IMYaTbCs A5 pa3/IMyHbIX JOMEHOB 6€30MacHoOCTy, BXO-
AALLMX B aBTOMATU3MPOBaHHYI0 CUCTEMY, B 3aBUCUMOCTU OT TakUX XapakTepucTuk, Kak;

a) ypoBeHb AoBepus, Tpebyemblii 4NA NOACUCTEMbI,

b) ypOBEHb JOBEPUS, YK€ YCTAHOBEHHbIV (MN He YCTaHOB/IEHHBI) ANA NPOAYKTOB, COCTABAAIOW X NOA-
cucTemy;

C) BbibpaHHas apxuTekTypa v NPoAYyKTbl, COCTABASAOLLNE aPXUTEKTYPY;

d) ucnonb3yemasi TEXHOIOTUSA;

e) pasmelleHne KOMNOHEHTOB B hn3nyeckoii cpefe.

6.11 YnpaBneHue KoHdurypaumei

[ns oueHkn aBTOMaTU3MPOBAHHOV CUCTEMbI NPeAbABAAIOTCA TpeboBaHUSA K KOHMUIypaLMOHHOMY ynpase-
HUI0. KOTOPblE 06bIYHO OTCYTCTBYIOT A4/151 OLLEHKN NPOAYKTOB No cTaHgapTam cepun MCO/M 3K 15408.

B ctaHgapTtax cepun MCO/M3K15408 xn3HeHHbI LMk NpoaykToB AT paccmaTtprBaeTcs C TOUKM 3peHNs
paspaboTumnka. XXn3HeHHbI Lukn npoaykToB AT HaunHaeTcs ¢ TpeboBaHMil K NPOAYKTY, a 3aTeM nosyyaeTt cBoe
pasBuTHe Ha CTaAnsAX NPOEKTUPOBaHUs, pa3paboTKku, OLLEHKU N NPOU3BOACTBA. B XU3HEHHOM LKKIe BONPOChHI
3KCnAyaTaunm paccMaTpuBaloTCsA TO/TbKO C TOUKM 3pEHNSA UX BO3eNCTBINA Ha CefytoLyio Bepcuio npogykTa. Mo
3TOW NpUYMHe KOHUrypaLmoHHoe ynpasJsieHne paccmaTpusaeTcs, rnasHbiM 06pasom, Kak Mepa foBepus Ans
TOro, YTOGbI OLLEeHL MK MOT 6bITb YBEPEH B NPaBU/IbHOCTU Bepcun oueHnsaemoro 36 1 B 3HaHUM paspaboTumka
TOro, YTO A0JIKHO 6bITb BK/IIOYEHO B OLeHMBaemblit OO. npefgHa3HauveHHbIi Ana pacnpocTpaHeHus. MNpouecc
KOHChUTypaLMOHHOro ynpaB/ieHns ABAseTCA He yacTbio 36. a MHCTpYMeHTOM co3gaHus 3b.

B cnyyae aBTOMaTU3MPOBAHHbIX CUCTEM BaXHO 3HATb He TOJIbKO TO. YTO B CUCTEME UCNO/b3YHOTCA NPaBub-
Hble KOMMOHEHTbI, HO U. YTO KOHUTrypaLmMa aBTOMaTU3MPOBAHHbLIX CUCTEM OCTAETCH U3BECTHOMN U NOHATHOW BO
BpeMms ux akcnayatauuu. CnegosaTesibHO, MOTYT CyL,eCTBOBATL 1B Pa3/iMyHble CUCTEMbI KOH(UTYpPaLMOHHOTO
ynpaBfeHusi; ogHa— 415 cpefbl pa3paboTky, B KOTOPOIi co3faeTca aBToMmaTn3MpoBaHHas cuctema, ngpyras —
ONs cpefbl akcnayartaunuu, B KOTOPOi oHa yHKLMOHUPYeT. MNMepBas paccMaTpuBaeTcs Kak OBEPUB K OLLEHKe,
BTOpas — XapakTepucTuka opraHn3aloHHbIX Mep 6e30MnacHocTu.

OpraHu3salnoHHas cuctema KoOHMUrypawunoHHOro ynpasJ/ieHus CyLIeCcTBYEeT, r1aBHbIM 06pa3om, As Toro,
4YTO6bl a4MUHNCTPATOPbLI aBTOMATU3MPOBAHHbIX CUCTEM 1 PYKOBOAUTENMN CNYX6bl 6€30MacHOCT MOTN YCTaHo-
BWUTb. YTO aBTOMaTU3MpPOBaHHasA cucTemMa npogosnkaeT paboTaTb B 6€30MacHO KOHUrypawmm, a Takxe 3HaTb 0
BO3/le/iCTBMN 0GHOBNEHWIA, yaNeHNN 1 BK/TIOYEHUSAX KOMNOHEHTOB aBTOMaTN3MpOBaHHbIX cucteM. CnegoBatesb-
HO. aBTOMaTM3npoBaHHasa cuctema gomkHa MMeTb BO3MOXHOCTb (MOCPeACTBOM NPoLeAyPHbIX NN TeXHOoI0Tuyec-
KMX Mep) ynpasnaTe KOHpuUrypawmeii n coobuwiatb 0 TekyLlein koHcurypaymmn. lna cpaBHeHNs hakTUYecKoli KOH-
hurypauun asTomaTu3MpoBaHHO cUCTEMbI CEB NpejnosiaraeMoi KoHdurypaume ¢ Lesnbio ynpoLweHns nposep-
KM MPaBU/IbHOCTN KOHPUTYpUpoBaHus Mep obecneyeHnss 6€30MacHOCT CUCTEMbI M OTCYTCTBUS U3MEHEHUIA B 3TUX
Mepax, BHECEHHbIX BO BpeMs 06CyXnBaHUsA N A0/MKHbBIM 06pa3oM HeOKYMEHTUPOBAHHbIX, MOXeT UCMO/b30-
BaTbCsl BO3MOXHOCTb OTYETHOCTU. OTYETHOCTb TaKXe CNYXUT NoAAEPXKOW OBEPUS K aHannn3y BO3eliCTBUSA i0-
60ro N3MeHeHns Kak pe3ynbTar HenpepbIBHOTO MOHUTOPUHra. Takum 06pa3omM, KOHUrypaunoHHoe ynpasneHne
CTaHOBMTCA BO3MOXHOCTbIO 06ecneyeHunss 6e3onacHOCT aBTOMaTU3MPOBaHHOW cuctembl. KoHdurypaynoHHoe
ynpas/ieHne MOXeT UCMONb30BaThCA AN NpefocTaBNeHNs CBuaeTeNbCTBa 0BEPUS K TPaBUILHOCTY U athdek-
TUBHOCTU NPUMEHEHUS OpraHn3aLoHHbIX Mep 6e30MacHoCTU.
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7 B3anmocBA3b C cyuwiectBywowmMn CtaHgapTamMmim 6e3onacHOCTU

7.1 O6wue NnonoxeHnsa

HacToswuii cTaHgapT AononHAeT cTaHaapTbl cepun MCO/M3K 15408 ¢ uenblo NpoBeeHns OLEeHKN aBTo-
MaTn3MpoBaHHbIX CUCTEM. B COOTBETCTBMM C paHEE U30XEHHbIM A1 OLLeHKN aBTOMaTU3MPOBaHHbIX CUCTEM Tpe-
6yeTcsa paclwimpeHne Mogenu oueHkn no ctaHgaptam cepum MCO/M3OK15408 nonpegeneHne 4ONONHUTENbHbBIX
KpUTEPUEB OLLEHKMN.

Bonblelt yacTblo, 4ONONHUTENbHbIE NPOLECCHI, JOKYMeHTauma n 3agaHus, Tpebyemble 418 OLEeHKN aBTo-
MaTU3NPOBaHHbIX CUCTEM, 6bI/TM ONpefesieHbl pacliMpeHeM aHanorMyHbIX KOHLEeNnuuMii B COOTBETCTBMM CO CTaH-
paptamu cepun MCO/MIK 15408. lonoNHUTENbHbIE KPUTEPUU OLLEHKU KacarTCs B NePBYI0 ovepeb acnekTos
aKcnnyatauMoHHOM MHTerpaumumn u UHTerpaLmm cucteMbl MHOOPMaLMOHHON 6e30NacHOCTU U B3AThI U3 AeCTBYH0-
LWMX CTAHAAPTOB N0 MHOPMAaLMOHHON 6e30MacHOCTU, He CBA3aHHbIX C OLEeHKO. B yacTHOCTH, HAacTOALWMIA
cTaH4apT COAEPXUT 3HauYUTeNbHble 3aMMCTBOBaHWS M3 ABYX cTaHfapToB 6e3onacHocTn NCO/MIK 17799 [8]
n HACT CMN 800-53 [9]. MpuHUMas BO BHUMaHWEe Hannymne 1 lWnmpokoe NpusHaHne aTux CTaHAapToB, Obl/1I0 NPUHATO
pelleHne cuntaTtb pa3paboTKy HOBbIX KDUTEPUEB U UX CTPYKTYP HelesiecoobpasHbiM.

B3anmMocBa3b Mexay Cpefoi akcnayaTauum n KputTepusaMm oOLEeHKN nokasaHa Ha pucyHke 7. Mogenbs nonu-
TUKN 6e30MacHOCTM CUCTEMbI, OLLEHKA pUCKa, aHanns3 yassMMocTel, npoueaypbl, PyKOBOACTBA M MPOEKTHAasA fOKY-
MeHTauma pa3paboTku - B3sATbl M3 cTaHZapToB cepun MCO/M3IK 15408 1 06pa3ytoT YacTb AOKYMEHTaLUumn, npea-
Ha3HaYeHHOl ANSA OLEHKN cucTeMbl. Kputepum oLeHkn cpeabl akcnayaTauum u. B4acTHOCTU, OpraHn3aLnoHHbIX
Mep 6e30n1acHOCTM 6bINN B3ATbI U3 HE OTHOCALLMXCA K OLleHKe CTaHAapTOB U PyKOBOACTB.

Kputepun n uatogonorus oublam (MC340K15404, MO 30K 1B045 [15])

CyukTw num
J KOHLUAMNWm M p 1o

MocTtaBnsiemble ans oueHn nHWMmanbl (36C.ea0eroroCTBOOLMKN PUCSA3e,
npoLeaypbl, Nefanb NOITUH BaaonaoHoeTH, pykoacaona/mpontHas
[0ayVBHTMATMAP.)

Hauma Hapbl

Pa»paOcn».noalaHo«a aynaHoaaaCemntouxrpogykroa |\
| | irTpaupa, awjuiy iaiaw nunagdmnaujaa 8saowoag(o>cwa | |

PymKa,anaa n eTaHOaeATbI no6aaTtellHblbl NPOAYKT»
no*rgpem (MC3NCIK177BB.
McobIaK 18364 PIPiH:
NCXNOK 21HZI [ig s9»]

PUCyHOK 7 — B3aMMOCBSA3b MeXAy CPefoi aKcrayaTauum n KpUTePUSMU OLLEHKM

Hapagy ¢ NCO/M3K 17799 [8] u HACT CIM 800-53 [9] cywecTByeT rpynna gpyrux ctasgaprtos MK 27,
Hanpumep. MCO/M3K 13335 [1], [2]. [3]. [4] n NCO/M3K 21827 [10]. npUMeEHAEMbIX B Ka4eCTBE UCTOYHUKOB.
CtaHgapTtbl cepum MCO/M3K/T015443 [7] npeanaratoT anbTepHaTUBHbIE NOTEHLMaNbHblEe NOAXO0Abl B OTHOLIEHUN
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Tpeb6oBaHwuii goBepus. B MICO/MIK/TO 15446 [11] npegnaratioTcs pykoBoACTBa No pa3paboTke npodusiein 3awm-
Tbl 1 3agaHWi No 6e30NacHOCTH.

[pyrve oTHocALWMeCs KAaHHO NpeaMeTHON o6nacTu LOKYMEHTbI BKtoYalT B ce6a PykoBoACTBO NO OLEH-
Ke cpeAcTB obecneyeHns 6e3onacHoOCTM B hegepanbHbiX MHPOPMALLMOHHBIX cucTemax [12] n PykoBogCcTBO No
3awuTe 6a3bl T Nepmanum [13].

Mo BO3MOXHOCTK, KOHLenuun ncneuundrnyeckne mepbl obecnedyeHns 6e3onacHocTy 66111 3anMCcTBOBaHbI U3
yKa3aHHbIX AOKyMeHTOB. OHaKO KpUTEPUN OLLEHKMN He NpefHa3HavyeHbl ANA onpefeneHunsa nytein 6e3onacHoro
NPOEKTUPOBAaHUS U yNpaB/ieHUs aBTOMaTU3MPOBAHHON CUCTEMO. HadHauYeHMeM KpuTepmneB OLEHKN SABIETCS On-
pefeneHue nyTei oLEeHKM 3alULLeHHbIX aBTOMAaTU3MPOBaHHbIX CUCTEM C NOMOLLbIO CBUAETENLCTB, NpeacTaB-
NEeHHbIX OLeHLWnKam Bragenbuamm cuctem, paspaboTumkamn, HTerpaTopamu, onepaTtopamMu n agMmHucTparopa-
MU aBTOMaTU3NPOBAHHOW CUCTEMBI. TakiM 06pa3oM, KPUTEPUM OLLEHKN OXBaTbIBAKT pa3/iMyHble acnekTbl 1 OT/In-
yalTcsa OT UCXOLHOro maTepuana aTux peneBaHTHbIX 4OKYMEHTOB.

MockonbKy npoueccsl, AOKYMEHTbl 1 3afa4un, onpefefieHHble B JaHHOM CTaHfapTe, OCHOBaHbl Ha UMeto-
LMXca npoueccax, AOKYMeHTax u 3agavax ctaHgaptos cepun MCO/M3IK 15408. 3anmMCcTBOBaHUS M3 APYIUX
peneBaHTHbIX OKYMEHTOB 6blY PeCTPYKTYpUpOBaHbl B )opMarT, KOTOPbI ABNAETCS paclimpeHnemM maTepmanos,
yXe ncnosb3oBaHHbiXx BMCO/M3K 15408.

7.2 B3anmocBsa3b co cTaHfaptamu cepun MCO/M3K 15408

B KauyecTBe OCHOBbI M CTPYKTYpPbl A/19 OL,EHKN aBTOMAaTU3MPOBaHHbIX CUCTEM UCNONb30BANNCL CTaHAaPThI
cepun MCO/M3IK 15408. OHM obecneumnBatoT cpeacTBa onpeaeneHuns Tpe6oBaHuin 4N TeXHUYECKUX mep 6e30-
nacHocTu. Hanpumep, B cTaHgapTax 4aHHO cepun cogepxaTcsa Kputepuun getanusanmm noaAnTK ynpasieHuns
poctynom. Ctangaptbl cepun MCO/MIK 15408 He npefoCTaBNAOT cpeAcTBa onpeesieHnsa opraHn3alnoHHbIX
Mep obecneyeHnsa 6e30MacHOCTH, HO Takne mepbl obecrnevyeHns 6e30NacHOCTU MOXHO NOTYYUTb U3 CTPYKTYPSI,
nofo6Hol cTpykType cTaHaapTos cepun MCO/M3K 15408. CxoxecTb CTPYKTYp HACTOSALLEro cTaHaapTa ucraHja-
poB cepun MCO/M3K 15408 no3BoNSieT NPOBECTMW OLEHKY aBTOMATU3MPOBAHHOM CUCTEMbI C MOMOLLbIO KpUTEPUEB
[oBepus, NoA0OHbIX TEM. KOTOPbIe NPUMEHAIOTCA B cTaHgapTax cepun MCO/M3IK 15408 n npoBepsAtoTcA B xoae
OLLEeHKMN.

B NCO/M3K 15408-1 onpepenstoTcs KOHUEeNUun 3agaHnini no 6esonacHocTy u npoduniein sawmntbl. ITn
CTPYKTYpbI feTanunsaumm Tpe6oBaHUii cyaTt OCHOBOW A1 pacluMpeHHbIX 3agaHnii n npoduaeit, npodunei 3a-
wuntbl cuctemsl (M3C) n 3agaHuii no 6esonacHocTy cuctemsbl (36C). KOTOpble Takxe oXxBaTblBAOT 06/1aCTb OpraHm-
3aLMOHHbIX Mep 6e30MacHOCTH.

B MCO/M3K 15408-2 onpeAensaoTca KpUTeprm oLleHKN PyHKLMOHa IbHbIX TPe60BaHWNIA. DTN KpUTEpPUM Npur-
MEHSAI0T HeNnocpeaCcTBEHHO K TEXHNYECKMM MepaM obecneveHns 6e3onacHocTu, TpebyembiM ANA aBToMaTu3npo-
BaHHbIX CUCTEM, U KaK OCHOBY A1 onpefeneHnsa HOBbIX 0MNONHNTENbHbIX KNacCoB, CEMEWCTB Y KOMNOHEHTOB,
COCpef0TOYEHHbIX Ha OpPraHn3aLoHHbIX Mepax 6e30MacHOCTN aBTOMAaTM3MPOBAaHHON CUCTEMbI B Npefenax Tpe-
60BaHU HacToALWero cTaHgapTa. HacTtoawmnin ctTaHfapT Takxke BKAOYaeT B ce6a acnekT «KoOH(UrypmpoBaHmne»
hyHKLUIA 1 MEXAHW3MOB BHYTPM aBTOMATU3NPOBAHHON CMCTEMbI M Tpe6oBaHuA AN NOANTUK M NpoLeayp, KoTopble
[OMKHbI 6bITb Peann3oBaHbl B Cpeje akcnayaTauny opraHn3almoHHbIMY Mepamm 6e30nacHoOCTU.

B CO/M3K 15408-3 onpefensatoTcsa KpUTepun oLeHkn TpeboBaHuin foBepus. 3T KpUTEpPUN J0BEPUS UC-
Nofb3YHT B KAYECTBE OCHOBbI /151 HOBbIX K/1aCCOB A0BEPUS, CEMENCTB 1 KOMNOHEHTOB, COCPEA0TOUYEHHbIX Ha
[elcTBMAX, KOTOPbIe AO/KHbI BbIMO/HATLCA 415 OLLeHKU acnekToB Mep o6ecneyeHns 6e3onacHOCTM aBToMaTU3M-
pPOBaAHHOI CUCTEMbI KakK eJMHON NHTerpupoBaHHoOl eagnHuLbl. OLeHKa acnekToB Mep o6ecneyvyeHunsa 6e3onacHocTH
aBTOMAaTU3NPOBAHHO CUCTEMbI KaK e [VHO MHTErpMpoBaHHO eAnHMLbI BKIlOYaeT B ce6a Tpe6oBaHNA Kk cBuae-
TenbCTBaM NOMNTUK U NpoLLeayp, KOTopble 6yAyT peasnn3oBbiBaTbCS OPraHN3aLMoHHbIMWN MepamMu 6e30nacHoCTH B
cpepje akcnnyatauuu.

7.3 B3aumocBa3b CO cTaHAapTaMu, He CBA3aHHbIMU C OL,EeHKOM

CtaHgapTt NCO/M3IK 17799 [8] senseTca CBOAOM Npasu/, peKOMeHAYLWMM MeToabl U cpeacTBa obecne-
yeHusa 6e30NacHOCTM, KOTOPbIe fO/XHbI paccMaTpuBaTbCs opraHnusaumnein ana ynpasneHna 6e30nacHOCTbIO UH-
chopmMauMOHHbIX aKTUBOB. B cTaHAapTe cogepxarcs pekoMeHAauuy no MeHepKMeHTY MHdhopMaLMoHHO 6e30-
NacHoOCTU ANA UHULUMPOBAHWSA, OCYLLECTBEHNS U NOAAEPXaHUSA MHCDOPMALMOHHOK 6e30nacHOCTH.

MCO/M3K 17799 [8] npefocTaBAsAeT NPUHATYI0O NOBCEMECTHO OpraHM3aLnoHHY0 CTPYKTYpy 6e3onacHocTu
ANnsa pykoBoAcTBa. B kayecTBe OCHOBHOIO UCTOYHUKA MAEHTUMUKALMN N 0603HAYEHNS aCMEKTOB OpraHn3aLloH-
HOW 6e30nacHOCTU TaMm. rae TpebyTca Mepbl obecneyeHnss 6€30NacHOCTU U (hOPMYIMPOBAHMA KOHKPETHbIX Tpe-
60BaHWii OpraHM3aLoHHOro ynpasneHus, NpuHuManach pegaxkuns 2005 r.

B HUCT CI 800-53 [9] npeacTaBneHbl pyKoBOACTBA MO Bbi6Opy M 0603HAYEeHUI0O Mep obecnevyeHus
6e30nacHOCTU MH(OPMALMOHHBLIX CUCTEM, NpefHa3HaYeHHbIX 4719 UCNONb30BaHNA B (hefepasnbHbiX cuctemax
npasutensctea CLIA. MpuMeHeHne 3TUX PYKOBOLCTB peKOMeHAyeTCA CUcTemMaM ynpaB/ieHus wTartamu u
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MeCTHbIM caMOoynpaB/ieHUAM, a Takxe opraHu3aumsam 4YacTHOr0O CeKTopa, COCTaBAALWWUM KPUTUYECKU
BaXHyl WHGpacTpykTtypy CLUA. TMpepgnonaraetca ux 3ameHa (hegepanbHbiM cTaHgapTtom no obpaboTke
nHpopmaunn CLWA. FIPS Publication 200. Mepbl MuHMManbHo 6e3onacHocTn dpefepanbHbliXx MHOPMaLNOH-
HbiX cucTem. HUCT CI 800-53 [9] ucnonb3lyeT He TONbLKO onpeenieHne mep obecneveHnss 6esonacHocTn no
MCO/M3K17799 [8]. HO Takxke oxBaTbiBaeT Apyrne o6n1actu, He CBSAI3aHHbIe HEMOCPEACTBEHHO C MEHEKMEHTOM
MHOpPMaLMOHHOV 6e30nacHOCTH.

CnepoBartensHo. HNCT CIM 800-53 (9] ucnonb3oBancsa Kak BTOPO OCHOBHOM MCTOYHUK A/151 OpraHn3aLnoH-
HbIX Mep 6e30NacHOCTU, 0COBEHHO B 06/1aCTSAX OpraHn3aLMoHHO 6e30NacHOCTH, KOTOpble HaxoaATCca BHe ob6iac-
T npumeHeHua MCO/M3IK 17799 [8].

B ctaHgapTtax cepun MCO/M3IK 13335 [1]. [2]. [3]. [4) Takxke ncnonb3yoTca TpeboBaHnsa K Mepam obecne-
yeHns 6e3onacHocT. OAHAKO B HUX Mepbl 06ecnevyeHns 6e30NacHOCTN 3aeliCTBOBaHbI HA C/TULIKOM BbICOKOM
YPOBHE, UTOObI NPUMEHATLCA B KAYECTBE UCTOUYHMKA KOHKPETHbLIX TPe60BaHUii K opraHn3aunoHHbIM Mepam 6e3o-
nacHoOCTW.

7.4 B3aumocBA3b C pa3paboTkoit O6WKX KpUTEpPrEB

O6wue KpUTEPUN ABNAIOTCA CTAHAAPTOM, B TEXHUYECKOM OTHOLEHUN UAEHTUYHLIM CTaHgapTaMm cepun
MCO/M3K 15408. ony61umkoBaHHbIM CoBETOM MO pa3paboTke O6LWUX KpUTEprneB, accounaLnn HaunoHanbHbIX
NPOEKTOB NO OueHke n cepTudmkauun. Bepcnsa 2.3 O6wmx kputeprnes ABnseTcs akeuBasieHToMm NCO/M3K
15408:2005. KOTOPbI NOCAYXWT OCHOBOM AN pa3paboTkM HacTosALWero ctaHgapTa.

B naHHoe Bpemsa CoseT no pa3paboTke O6LMX KpuTepmes paspabdaTbiBaeT HOBYIO Bepcuio O6LLUX KpuTepu-
eB noj HasBaHnem «Bepcus 3». CTaB ycTaHOBUBLUEICS, 3Ta Bepcus, No-BuanMomy, 6yneT Mcnonb3oBaTbCcs B
KayecTBe OCHOBbI AN 6yaylLero nepecmoTpa ctaHgapTos cepun MCO/M3K 15408. CaMbiM nocnefHUM Npoek-
TOM Ha MOMEHT NOArOTOBKM HacTosALWero ctaHaapTa 6eina Bepeuna 3.0 [14]. laHHaA Bepcua 6blna n3gaHa Tonbko
AN KOMMeHTapueB, T.e.. B kayecTBe paboyero npoekta MCO/M3K.

XoTsi Bepcusa 3.0 [14] npegHa3HavyeHa TO/IbKO A8 KOMMeEHTapueBs, OHa BK/toYaeT B cebs CylleCcTBEHHbIe
pa3paboTKM TEXHONOTMMN OLLEeHKN, OCHOBAHHbIE Ha NpaKkTU4YeCckoM npumMeHeHun OBLWKNX KpUTEepmMes N CTaHAapPToB
cepun NCO/M3K 15408. Takum 06pa3om, 3Ha4MTeIbHble U3MEHEHWNSA, BHECEHHbIE B 3Ty HOBYIO Bepcuto O6Lwmnx
KpUTEPUEB, N OLLEHKa NX NOTEHLMAaNbHOTO BAUAHNS Ha Tpe60BaHNS HACTOSALWEro cTaHgapTa paccMaTprBaloTcsa B
npunoxeHuu D.

8 OueHka aBTOMaTU3NPOBaHHbLIX CUCTEM

8.1 BBepeHue

ABTOMAaTN3MPOBaHHbIE CUCTEMbI [O/HKHbI OLLEeHNBATbLCS C UCMOMb30BaHNeM 06LLeil MOAeN OLEeHKM, onpe-
aeneHHoin B UCO/M3K 15408-1. ¢ pacluMpeHnsimMu (LONOSHEHNAMK), ONpeAesieHHbIMY B HACTOALEM pasjene.

8.2 Ponun oueHKN N 06553aHHOCTH

CyLwecTBYyOT BUAbl feATeNbHOCTU, HEO6XO0AMMbIE AN OLEHKM aBTOMaTU3MPOBaHHON cucTembl. mu
ABNAOTCA:

- pa3paboTka CBUAETEeNbCTB OLeHKM (BKNOYaKLWMX B ceba oueHKy puckos, cneuyndukayuo 36C. cauge-
TenbCTBa pas3paboTku 1 MHTerpaLmm, skcnayaraymm, mogudukanmm):

- oL eHKa (BkoYasa cepTudukaunio pesynbTaToB OLEHKN);

-aTTectayms.

[ns Kax[oro N3 nepeyncaeHHbIX BUAOB AeSATeNbHOCTY f0/DKeH 6bITb Ha3HaYeH COOTBETCTBYHOLW Wi Mepco-
Has, ero NoSIHOMO4NSA A0/KHbI BbITb COrTacoBaHbl M HE06X0AUMbIE 3a4a4MN AO/IKHbI ObITb BbINO/THEHbI. DTU BUAbI
[eATeNbHOCTU U CBSA3@HHbIE C HUMK POSiM M 06593aHHOCTU NepcoHana npegcrasneHsl B Tabnuue 1. felicTens,
Heo6XxoMMble B COOTBETCTBUMU C TPEOOBAHUAMMN HACTOALLErO CTaH4apTa, A0/KHbI IETKO CONOCTaBNATLCA C PONs-
MW 1 0683aHHOCTAMU, ONpefeneHHbIMU B laHHOW Tabnuue. Bece aelicTBMA cnefyeT Takxe CONOCTaBAAThb C pa3je-
namn C3b6. ngeHtndumumnpoBaHHbiMun B Tabnuye 1.

Tab6nunya 1— Ponu no6s3aHHOCTM MO OLEHKE aBTOMATWU3MPOBaHHbLIX CUCTEM
Bug, geatensHoctu Posb 0O653aHHOCTb Pasgensl 36C

Paspa6oTka cBuge- Bbiclwuii MeHegx-  OG6LLas OTBETCTBEHHOCTb 3@ 6e3onacHocTb. He onpepeneHo
TENbCTB A1 OUEHKA  MEHT OnpefensieT NpuemsieMble PUCKU.

CaHKUMOHMPYET AeNCTBUSI YMNOTHOMOYEH-

HbIX JOMKHOCTHBIX JINL,
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OkKOoHYaHune Tabnuubl 1

Bug AestenbHocTn

PaspaboTka ceuge-
TENbCTB A/151 OLEHKN

OueHka

ATtTtectaumsa

Ponb

YNONHOMOYEHHbIE
[O/MKHOCTHbIE nmua
opraHu3auum

AreHTCTBO 6€3onac-
HOCTM

Bnagenew cuctemsl

PaspaboTunk/mHTer-
paTop/npoeKkTupoB-
LMK CUCTEMbI

Oneparop/agMuHnc-
TpaTtop/0oTBETCTBEH-
HbIl 33 CONPOBOXAE-
Hue

OueHLMK/NNLo. ocy-
uecTensiolWwee cep-
TMbukaumo (ceptu-
hmkatop)

ATTECTyIOLMIA

FTOCTPNCO/M3KT019791— 2008

065a3aHHOCTb

OLteHVIBaIOT 1 NPUHUMAKOT OCTaTO4YHblE pUC-
Kn

YcTaHaBnMBaeT NofMTUKU 6e30macHocTu
BCeli opraHusauumn

MpoBOAWT OLEHKY PUCKOB.

OnpegensieT npo6aembl 6e30nacHOCTY, KO-
TOpble JO/KHbI BbITb YYTEHbI B CUCTEME
(Bkntovas uenun, TpebosaHus).
MoprotaBnueaeT n6oit NM3C (BO3MOXHO,
Kak npefcraBuTeNlb KOHCOpLUMyMa Bagesb-
LieB aHasIoTMYHbIX CUCTEM).

CaHKUMOHMpYeT MepeoLieHKy, CBSi3aHHYI0 C
M3MEHEHWSIMU B CUCTEME WM ee cpefe.
AHanM3npyeT COCTOSIHWE CUCTEMbI Ha OCHO-
BE OTYETOB O HENPEPLIBHOM MOHUTOPUHIE

PaspaboTka wnn noggepxka paspaboTku
3bC Ha ocHoBe nNpobsieMbl 6e30MacHOCTH,
onpefeneHHon BnafenbLuem cUcTeMbl.
PaspaboTka cBMAETEeNbCTB pa3paboTku.
Cogelicteme (NomoLLb) BnagesnbLy cucTembl
B YMEHbLUEHUN WU YCTPAHEHWUN YSI3BUMOC-
Tell. BbISBNEHHbIX BO BPEMS OLIEHKM

Mopaepxka paspaboTkn C3B.
Paspa6oTka akcniyaTalWOHHbIX CBMAe-
TENbCTB.

Cogelicteme (NomMoLLb) BNagesnbLy cucTembl
B YMEHbLUEHUN WM YCTPAHEHUN YSI3BUMOC-
TelA. BbISIBNIEHHbIX B MPOLECCe OLIEHKU

OueHnBaeT CUCTEMY Ha OCHOBE TPeboBaHWii
6e3onacHocTu, cchopMynmpoBaHHbix B C3B.
4yTObbI cAenaTb 3ak/toyeHne 0 Cnoco6HoC-
TU CUCTEMbI YA0BNETBOPATL TpeboBaHUAM
6€e30NacHOCTM B aHHbIi MOMEHT BPEMEHW.
ObecneunBaeT He3aBUCKMYIO OLEHKY 6e30-
nacHoro (pyHKUMOHMPOBAHUSA CUCTEMbI Ha
JTane ee akcnayaraumu.

BbinonHaeT nepeoueHky, KoTopas TpebyeT-
cA. AN NOAAEPXKKN N3MEHEHWUI CUCTEMbI U
ee cpefgpl.

CepTudmumpyeT pesynbTaTbl OLEHKM.
MpepocTtaBnseT oTyeT 06 OLEHKe 1 OTYeT O
cepTudmkaumm BnagenbLly CUCTEMbI C Peko-
MeHgaumsaMun. KoTopble TpebytoTea Ana nog-
[EepXKW atTectaumm /aBTopmsaumm cuctemsl

ABTOpU3yeT cucTemy ANns UCNONb30BaHNA
nnn noateepxaaeTt npuemMsieMocCTb nporHo-
31poBaHnNA OCTaTo4YHbIX PUCKOB Nepea ynon-
HOMOYEHHbIM OO/HKHOCTHbLIM /TMLLOM

Pasgensl 36C

Onpegenexve npo6ne-
Mbl 6e30MacHoCTH

OnpepgenexHve npobne-
™Mbl 6e3onacHocTu.
Llenn 6e3onacHocTu.
TpeboBaHua 6e3onac-
HOCTW.

OnucaHne COO

OnucaHne COO.
TexHuyeckne mepbl 6e-
30MacHoOCTW.
TpeboBaHua fosepus,
OTHOCSILLMECS K paspa-
60TKe.

ApXuTexTypa v Kpatkas
cneuundukaLms

OpraHu3aumnoHHble
Mepbl.

TpeboBaHusa fosepus,
OTHOCALLUMECS K IKCMITY-
araumn.

ApXuTeKTypa v Kpatkas
cneymukaums

Bce

Onpepenexne npobne-
Mbl 6e30nacHoCTn
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8.3 OueHKa pucka 1 onpepesieHne HenpuemMmaeMbiX PpUckos

Mepeg oLeHKOo aBTOMATU3MPOBAHHOW CUCTEMbI BNagesiel, CUCTEMbl AO/KEH OLEHUTb FpaHuLbl aBToMa-
TU3UPOBAHHOI CUCTEMbI, ONpPeAeinTb akTUBbI, Tpebyllne 3alnTsl, 1 BMECTE C YNO/IHOMOYEHHbIM [O/X-
HOCTHbIM /INLLOM WM AO/IKHOCTHLIM IMLOM M3 YMC/ia BbICLIEr0 MEHEKMEHTA ONpeAeinTb YpoBeHb pucka, KoTo-
pblii OpraHn3auus rotoBa NPUHATL, KOTAa HEKOTOPbLIA akTMB MOXeT GbiTb MOTEPSiH, UCNOPYEH UK CKOMNpPOME-
TUPOBaH.

3artem Bnagesiel CUCTEMbI f0/IKEH NPOBECTMN OLEHKY PUCKOB, OXBATbIBAIOLLYI0 BCE aKTUBbI aBTOMATU3NPO-
BaHHOI cucTemsbl. Mpy 3TOM OLEHKe AO/MKHbI UAEHTUMULMPOBATLCSA BCE BO3MOXHbIE PUCKM 3TOM CUCTEMbI, BK/THO-
yasl pUCKM, KOTOPLIM NPOTUBOCTOAT peasin3oBaHHbIe Mepbl 06ecneyeHmnst 6e30NacHOCTU UM KOTOPbLIE YCTPaHAKT-
csl UMU. TU peasim3oBaHHble Mepbl 06ecneyerHuns 6e30NacHOCTH AO/KHbI LOKYMEHTUPOBATLCS KaK YacTb OLEHKM
pucka, 4To6bl X MOXHO 6bINI0 BKIOUYUTL B oNvcaHmne ueneit 6esonacHoctu B 36C.

MpumMmeyaHune — B HacToAWEM CTaHJapTe He MpeAnucbIBaeTCA Kakas-nnbo onpeenieHHas Mogenb unm
chopma oLeHKn pucka. [anbHeliwy HopMaLmio OTHOCUTENIbHO pUCKa A1 CUCTEM MHCDOPMALMOHHBIX 1 TENEKOMMY-
HUKALMOHHbIX TEXHONOrNA MOXHO HaliTn B MICO/M3K 13335-1[1].

Mpu HaMM4YUM PUCKOB, MPEBbILLIAKLLINX YPOBEHb, KOTOPLI OpraHn3ayna rotosa fonycTuTb, BAageney, cuc-
TeMbl fLOJ/IXEH onpeaennuTb NpejnonaraemMmoe HanpasseHne AelicTBMIA N0 YMEHbLUEHWNIO PUCKOB J,0 MPUEMIEMOr0
ypoBHSA. MNpegnonaraemoe HanpasieHne AeACTBUN N0 YMEHbLUIEHNIO PUCKOB MOXET NPUHATL hOpPMY:

- MPUHATUA pUCKa;

- NPUHATME NOBbILWEHHOrO PYCKa M 0CO3HaHMe OTBETCTBEHHOCTM 3a NOCNeACTBUA, eCNN pUCK ByaeT peanu-
30BaH;

- nepeHoca pUCKOB; NePeHOC PUCKOB U1V OTBETCTBEHHOCTU 3a UX NOCNEACTBUA Ha APYryt0 CTOPOHY;

-n36exaHuna prucka; otkas oT AeATeNbHOCTU, KoTopas NPUBOAUT K PUCKY;

-YMEeHbLUEHUSA NN YCTPAHEHUS PUCKOB; YMEHbLUEHWE PUCKOB 4,0 NPUEM/IEMOrO YPOBHA NyTeM NPUMEHEHUA
B paMKax aBTOMaTU3MPOBAHHON CUCTEMbI OLLEHEHHbIX KOHTPMEP A1 YMEHbLIEHNA BEPOATHOCTY UMK nocneq-
CTBWIA pucka.

Mocne aToro aHannsa He06XOANMO KaTeropupoBaTh KaXbllii PUCK KaK «NpueMeMblii» Un «Henpuemne-
MbIli» MO OTHOLIEHWIO K aBTOMATU3MPOBAHHOI cucTteme. MNpuemsiemMble pUcku A0/KHbI 6bITb 4ONYCTUMbBIMU, NPUHSI-
TbIMWU. NEPEHECEHHbIMU N PUCKaMK, KOTOPbIX n3bexanu. HenpnemnembiMy puckammn ABNAIOTCA Te. KOTOpble
[OKHBI BbITh CHYXEHbI UIN YCTPAHEHbI.

Mpu HenpuemeMoCTN PUCKOB B1afesiel, CUCTeEMbI BMeCTe C pa3paboTuynKoM CUCTEMbI JOSIKEH UAEHTUD -
LmpoBaThb U cneunduumpoBaTb TEXHUYECKME MepPbl M OpraHn3aLoHHbIe Mepbl 6€30NacHOCTU, KOTOPbIE A0/KHbI
6bITb MPYMEHEHbI B KAYeCcTBe KOHTPMep. Bnageney cucteMbl COBMECTHO C ee pa3paboTunkoM AO/DKHbBI Takxke
onpefennuTb M 0603HAUYNTL Mepbl JOBEPUSA ANA NOATBEPXKAEHUSA TOTO, YTO PUCK HECMOCOBHOCTU TEXHUYECKUX N
OopraHu3aumoHHbIX Mep 6e30MacHOCTU BbINOMHATL UX LieNIn 6€30MacHOCTM B KaYecTBe Mep NPOTMBOAENCTBUA CHU-
XeH 4,0 AONYyCTUMOrO 418 OpraHn3aumnm ypoBHS.

Kak yacTb cTafumn akcnayataunm XU3HEHHOro Lukna CMCTeMbl Briagenel cCUcTeMbl JOJIKEH NeEPUOANYECKN
NOBTOPATb OL,EHKY PUCKOB, 4TO6bI ONpeaenuTh:

- UMETCA NN U3MEHeHNa B BU3HeC-akTuBax;

- UMEeTCA 1N HOBble PUCKW NN U3MEHEHWS B pUCKaXxX A1 aKTUBOB;

-0CcTalTCA NN HagnexawmMmy peann3oBaHHble KOHTPMEpbI.

3atem Bnagenew Ao/XKeH onpefenntb, UMeeTcs M He06X04MMOCTb B NepeoLieHKe CUCTEMbI ANA NOATBEpP-
XAEHNS afekBaTHOCTU 1 3dhheKTUBHOCTM Mep obecneuveHus 6e3onacHocTM AC C y4eTOM MOBTOPHOI OLEHKU
pUCKOB.

8.4 OnpefeneHne npobiembl 6e3onacHoOCTH

Bnagenew cuctemsl 4O/KEH ONpeaennTb NpobaemMy 6e30nacHOCTH, CTOSLW Y0 Nepes aBToMaTU3NpoOBaHHOM
cucTemoin, nogsepratolyeiica oueHke. OnucaHve npo6aemMbl 6€30NacHOCTY A0/HKHO BKOYATb B Cebs:

- pe3ynbTaTtbl OLEHKN PUCKa;

- NONINTUKM 6e30MacHOCTY opraHusaumnmn, NPUMeHNMbIE K CUCTEME.

8.5 Llenn 6e3onacHocTH

Bnapgeneu cnctembl 4O/MKEH NOATOTOBUTL (DOPMYNINPOBKK Lienieli 6e30nacHoOCTN ANa aBToMaTn3npoBaHHoON
cucTemsl. Lienn 6e3onacHoCTu AO0/KHbBI COAEPXaTb YeTKYH (DOPMY/IMPOBKY NpenosiaraemMoro pearmposaHus Ha
npo6nembl 6€30NacHOCTH, CTOALWME Nepes aBToOMaTU3NPOBAHHO CUCTEMOIA.

B uenax oueHkn aBToMaTM3npoBaHHbIX CUCTEM HEOBXOAMMO pasnuyath ABa Tuna Lenein 6e3onacHoCcTy.

a) PyHKLMOHAasbHbIE Lenn 6e30NacHOCTH, KOTOPbIe JOCTUTaloTCA TEXHUYECKUMUN 1 OpraHn3ayMoOHHbIMN Me-
pamu 6e30nNacHOCTH, MCNOMb3yeMbIMU B aBTOMATU3MPOBAHHON cUcTeMe;
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b) uenu fosepua K 6e30nNacHOCTU, KOTOPbIe AOCTUTAIDTCA MepaMun gosepua (Hanpumep, LesATeNbHOCTbIO
no sepudukaumm).

Mpu oueHke no ctaHgaptam cepum NCO/MIOK15408 chyHKLMOHAMBHbIE Lienn 6e30NacHOCTU 06bIYHO AO0CTH-
ratoTcsa UCKNIYNTENBHO TEXHUYECKMMMN Mepammn 6e30nNacHOCTU, NOCKONbKY cpefa aKkcnayaTauumn He oleHnsaeT-
cA, a paccmatpuBaeTcsl B paMkax onpegeneHns npobaembl 6€30NacHOCTM B Ka4ecTBe NpefnoaoxkeHunii. B uensax
OLleHK/ aBTOMaTU3MPOBAaHHbIX CUCTEM Cpeja aKcnayaTaunm BkIoYeHa B 061acTb OLLEHKUN, U (PYHKLMOHAIbHbIE
Luenn 6e3o0nacHOCTN MOryT 6bITb peann3oBaHbl TEXHUYECKMMU, OpraHmM3aLMoHHbIMU MepamMmn 6e30MacHOCTM Unn
coyeTaHnem 3TUX Mep. Kak TexHuyeckue, Tak U opraHM3aLnoHHble Mepbl MOTyT MOB/eYb 3a CO60 Mepbl UK
[elicTBUA No ynpas/ieHuto.

dopmMynmpoBKa Lenein 6e3onacHoOCTM fo/XHa NOKPbIBaTb BCe TpebyeMble Mepbl ob6ecneyeHnsa 6e3onacHo-
CTW. BK/IIOYASA KaK yXXe peann3oBaHHble, Tak v Te. KOTopble HE06X04MMO NMPUMEHUTL Kak YacTb peann3anumn asTo-
MaTM3UPOBaHHON CUCTEMBI.

Mpu oueHke no ctaHgaptam NCO/M3K 15408 TpeboBaHuNA f0BEPUS 0ObIYHO HE CeaylT U3 npobnemsl
6e3onacHocTu. OHM BbIGUPAIOTCA aKCMOMAaTUYECKN MW NYTEM NPUHATUSA «NONMTUYECKOrO» pelleHns. B pamkax
aBTOMaTU3NPOBAHHOWN CUCTEMbI ANA Pa3NYHbIX KOMMNOHEHTOB UAW NOACUCTEM MOFYT NOTPe60BaTbCS pasnyHble
hopMbl Mep foBePUSA B 3aBUCUMOCTMN OT pa3IMyHbIX TUNOB AOCTYNHON MHOpMaLum, a Takxe paspaboTkm nam
hopMbl OBEPUA MOTYT TaKXe 3aBUCETb OT TUNOB BblIGPAHHbIX PYHKLNOHA/IbHBIX Mep (OpraHn3aLloHHbIe Mepbl
MOTYT 6bITb HAUNY4YLWUM 06pa3oM ob6ecneyeHbl pa3/iMyHbIMU TEXHUYECKUMU MepamMu). Vicxoas ns BbilleckasaHHo-
ro. cnefyerT, uTo Lenn A0BepPUs A0/DKHbI paccmMmaTpuBaTbCs KakvyacTb pelleHna npobnemsl 6e3onacHocTu.

8.6 TpeboBaHus 6e30nacHOCTMU

8.6.1 BeepgeHue

Bnapgeneu cnctembl AOKEH NOATOTOBUTL HA60P TpeboBaHWii 6e30nNacHOCTU 419 aBTOMATU3MPOBAHHON CuU-
cTeMbl. TpeboBaHna 6e30MacHOCTU JO/IKHBI onpeAennTs Habop Mep obecneyeHns 6e30NacHOCTU, KOTOPbIE A0/~
Hbl 6bITb peasin3oBaHbl BaBTOMaTU3MPOBaHHOI cucteme ((PyHKLMOHaNbHbIe TpeboBaHNA 6e30nacHoCcTu), 1 CNoco-
6bl OLLEHKW TOr0, YTO 3TN Mepbl peann3oBaHbl KOPPEKTHO N 3P PEKTUBHO (TpeboBaHNA foBepus kK 6e3onacHocTn).

8.6.2 dyHKLMNOHaNbHble TpeboBaHMA 6e30NacHOCTHU

TexHunyeckne Mmepbl 6€30NacHOCTU A0/KHbI BbIGUPaTLCA U3 (PYHKLMOHAbHbIX KNaccoB, onpeAeneHHbIX B
MCO/M3K 15408-2. Ecnu B NCO/M3K 15408-2 HeT noaXxoAAWmnX PyHKLMOHATbHbIX KOMMNOHEHTOB, TOorga B COOT-
BETCTBUU C NpoLesypoii, onpeaeneHHoii B MCO/M3IK 15408-1. B NpuioXeHUn B. AOMXHbI GbITb CAMOCTOSITE/IbHO
paspaboTaHbl M OnpeAesieHbl JON0THUTE TbHbIE KOMNOHEHThI.

OpraHusaunoHHble Mepbl 6€30NacHOCTU J0/MKHbI BblOUPaThCA N3 PYHKLMOHAIbHBIX KNaccos, B COOTBET-
CTBUW C npunoxexHvem B. Ecnn B npunoxenun B HeT noaxoAawmnx pyHKLMOHANbHbIX KOMNOHEHTOB, TOr4a B
COOTBETCTBUM C NpoLeaypoii, onpegeneHHoin B MCO/M3IK 15408-1, B npuaoxeHun B. 4omKHbI 6bITb CAMOCTOSA-
TeNbHO pa3paboTaHbl U onpefesneHbl 40NONHUTENNbHbIE KOMMNOHEHTbI.

CpaBHeHne PyHKLMOHabHbIX KNaccoB, onpeaeneHHbliX B cTaHgapTax cepun MCO/M3K 15408 n HacTos-
wem ctaHfapTe, a Takke UX NPUMEHUMOCTb NPU OL,eHKe aBTOMAaTU3NPOBAaHHbLIX CUCTEM NpUBELEHbI B Tabnuue 2.

Ta6nnuya 2— CpaBHeHe DYHKLMOHA/IbHBIX K/1ACCOB

CraHgapTbl cepun AoToM3TU3npooaHmasa cucrtema: MprvMeHumocTb
MNCO/M3K 15408 NCO/M3K TO 19791 1 0bnactb NpUMeHeHus
Ayaut 6e3onacHocTu (FAU) Ayput 6e3onacHocTy (FAU) MpumeHnmo
Ceasb (FCO) Cesasb (FCO)
Kpuntorpadwms (FCS) Kpuntorpadwmsa (FCS)

3au.|,|/|Ta ,anHbIX nonb3oBaTtens 3au.|,|/|Ta ,El'aHHbIX nonb3oBatens
(FDP) (FDP)

MaeHTudmkaunsa n ayteHtudmka-  MaeHTndmkauma u ayteHTudmka-
uma (F1A) umsa (FIA)

YnpaeneHue 6e3onacHocTbio (FMT)  YnpasneHue 6e3onacHocTbio (FMT)

MpusatHocTb (FPR) MpuearHocTb (FPR)
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OKOHYaHue Tabnuubl 2

CraHpapTbl cepumn
NCO/M3IK 15408

3awumta B0 (FPT)
Joctyn KOO(FTA)
[LloBepeHHblii MapLupyT/kaHan (FTP)

AyanT 6e3onacHocTu (FAU)

ABTOMaTM3NpOBaHHAsA cucTema:
MNCO/M3K TO 19791

3awumta PO (FPT)

Joctynk OO (FTA)

[loBepeHHbIin MapwpyT/kaHan (FTP)
Ayaut 6e3onacHoctun (FAU)

OpraHusaLnoHHble Mepbl 6e30-
nacHoctu (FOD)

Mepbl obecneyeHuns 6e3onacHoc-
T cuctem UT (FOS)

Mepbl 06ecneyeHnsa 6es3onacHoc-
TV aKTMBOB Nosib3oBaTenein (FOA)

Mepbl o6ecneyeHus 6esonacHoc-
Tn 6usHec-npoueccos (FOB)

Mepbl 0o6ecneyeHns 6esonacHoc-
TV annapaTypbl U 0GopyAoBaHuUst
(roP)

Mepbl 0o6ecneyeHnsa 6esonacHoc-
TU MO OTHOLLUEHUIO K TpeTbell cTo-
poHe (FOT)

Ynpasnenve (FOM)

8.6.3 Tpeb6oBaHuA foBepuns K 6e30MacHoOCTu

Tpeb6oBaHus fosepus AO/DKHbI BbibupaTtbcsa B cooTBeTcTBUM ¢ MICO/M3IK 15408-3 u npunoxervnem C
HacTosauwero ctaHgapTa. Ecnm B UICO/M3K 15408-3 1 npunoxeHnn C HacTosWero ctaHgapTa HeT NoAXoAsL X
KOMMOHEHTOB 4,0BEPUS, TO B COOTBETCTBUM C NPOLEAYPOit, onpefeneHHoli B UCO/M3IK 15408-1. npunoxeHune B.
[O/KHbI 6bITb CAMOCTOATESILHO pa3paboTaHbl v onpefesneHbl A0MN0/THUTE NbHbIE KOMMOHEHTHI.

CpaBHeHWe KnaccoB foBepusa, onpefeneHHblx B cTaHaapTax cepun MCO/M3K 15408 n HacTosLeM cTaH-
JapTe. a TaKxe UX NPYUMEHUMOCTb NPU OLleHKe aBTOMaTU3NPOBaHHbIX CUCTEM NPpUBEAEHO B Tabnuue 3.

Tab6nuuya 33— CpaBHeHue KnaccoB AoBepus

CraHgapTsl cepum
NCO/M3K 15408

APE: oueHka npochuns 3awmtbl

ASE: oueHKa 3agaHusa no 6esonac-
HOCTM
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ABTOMATU3MpOBaHHasA cucrtema.
MNCO/M3K TO 19791

OueHka npodmnsa 3awmTbl 45 cuc-
Tembl (ASP)

OueHka 3agaHust no 6e3onacHocTh
ons cuctembl (ASS)

MprvMeHumocTb
1 06nactb NpUMeHeHus

MpumeHnmo

MonnTrka, nepcoHasn, MeHeAXMEHT
PUCKOB, MEHEeAXMEHT WHUMWAEHTOB,
opraHv3auusi 6e3onacHocTu, cornaile-
Hue 06 ycnyrax

MonuTtrka, KoHdurypaums, cetesas be-
30MacHOCTb. MOHUTOPWHT, ynpasfieHne
nepcoHasioMm, akTVBbl aBTOMaTU3NPO-
BaHHbIX CUCTEM, PerncTpauys u 3anmcb

3awmTa NpMBaTHOCTM AAaHHbIX,
aKTMBbl Nosnb3oBaresnein

MonuTuka, HenpepbIBHOCTb
Mo6unbHoe 060pyfoBaHNe, CbeMHOe
o6opyfoBaHue, yianeHHoe 06opyaoBa-

Hue. cuctema, annapartypa

Ynpasnexue

MapameTpbl 6e30MacHOCTH, Knaccudm-
Kauus aKTMBOB, 06513aHHOCTU NepcoHa-
na. opraHusaums 6e3onacHocTu, oTye-
Tbl 0 6€30MacHOCTH

MpnumMeHnmocTb

3aBucuT oT oTmumin N3C

3aBuncuT oT oTnunii 36C



OkKoHuYyaHue Tabnuubl 3

CraHpapThbl cepun
MCO/M3K 15408

ACM: ynpaBneHue KoHurypaumei

ADO: noctaska v akcrnsyataums

ADV: paspaboTtka

AGD: pykoBoacTBa

ALC: nopaepxka >XU3HEHHOro LMK-

na

ATE: TecTupoBaHune

AVA: OueHka ysi3BumocTeit

ABTOMaTU3MpOBaHHAsA cucTema:
NCO/M3K TO 19791

YnpasneHnune koHdurypaumeii asTo-
MaTusnpoBaHHbIx cuctem (AOC)

Bes3onacHas yCTaHOBKa CUCTEMbI
(ASl)

[okymeHTaLysi No NPOEKTUPOBAHUIO
APXUTEKTYPbl aBTOMATU3VPOBAHHbIX
CUCTEM 1 KOHCDUTypaLMOHHas

PykoBoacTBa Ans aBToMatusnpo-
BaHHbIX cuctem (AOD)

MoAaepXka XU3HEHHOTO LMKIa as-
TOMaTU3NpoBaHHbIx cuctem (AOL)

TecTupoBaHne aBTOMaTW3VPOBaH-
HbIX cuctem (AOT)

Peructpauus n 3anucb B aBToMatu-
31poBaHHbIX cuctemax (ASO)

8.7 3apaHue no 6e3o0nacHOCTM A/1A CUCTEMbI
Bnagenew cuctemsl fo/mKeH 3adMkcupoBaThb onpegesieHne npobiemMbl 6€30NacHOCTU, Lie/IM 6e30NacHOCTH
1 Tpe6oBaHMa 6e30NacHOCTV 41 aBTOMaTU3MpPoBaHHOI cuctemsl B 36C. Briagenel Takxe AO/HKEH NoslyyaTb U
OOKYMeHTUpOBaTb APYryo nHopmaLuio, Heobxoanmyto Ansa 3asepweHns 36C. koTopas onpegeneHa B npuo-

XeHuun A.

FTOCTPNCO/M3KT019791— 2008

MpyimeHmoCTb

Komno3numoHHble TpeboBaHusi A1 co-
CTaBHbIX NPOAYKTOB.

YnpaBneHue KoHdurypauvein (nsmexe-
HUe. OTCNeXnBaHNe, CONPOBOXAEHNE).
MoaTteepxaeHne n Bepudmkauus
(BO BpeMs 3kcnnyartaummn)

MHdhopmmpoBaHue n cBsizb PBC.
MoaTtesepxaeHne v Bepudmkaumus
(BO Bpemsi aKcnnyaraummn)

VHTepdoelickl 1 KOHUrypauus komno-
HEHTOB.

BHelwHne nHTepdeiichl.

ApxuTeKTypa, MHhOPMaLMOHHbIE NOTO-
Kn. goctyn k COO.

Pexum akcnnyataumu/ycnosusa passu-
™A

Mpasuna v npoueayps! A5 NONb30Ba-
Tens u agMuHucTpaTopa.
KoHdpurypaums.

MoaTtsepxaeHne n sepudmkaums (o
BpeMs aKcniyatauyum)

AHa/IOTMYHO  MepamM  obecneyeHus
6e3onacHoCTM Ana cpefbl paspabort-
Kn/MHTErpauun.

MoaTtsepxaeHne n Bepudmkaums (o
Bpems aKcrayaTauum)

®YHKUMOHANbHOE TecTupoBaHue, ry-
61Ha TecTMpoBaHWsl U MOKPbITUE Tec-
Tamn ®BC.

He3sasucumoe TecTuposaHne ®BC.
PerpeccusHoe TecTupoBaHue Ha aTane
noanepxku (conpoBoxaeHus)/moau-
dhrkaymm

AHann3 ysa3BMMOCTE aBTOMaTU3UPO-
BaHHbIX cuctem (AOV)

3anucu B xypHasbl PBC.
AAMUHUCTPATVBHBIN aHam3 ®BC.
HesaBucumas Bepudpmkaumns dBC.
MoaTtsepxaeHve v Bepudmkauma 3anm-
cei

Ecnu Bnageney aBTomaTn3MpoBaHHOW CUCTEMbI XOUYEeT onpefennTb Tpe6oBaHvA 415 aBTOMaTN3MPOBaHHOW
CUCTEMbl HE3aBUCMMbIM OT peanm3almnm cnocobom, OH MOXeT cHavana paspaboTaTb unu 3ammcTeoBathb M3C.
O6nA3aTenbHoe N HeobA3aTenbHoe cogepxaHue M3C onpeaeneHo B NPUIOXKEHUN A.

27



FOCT P NICO/M3IK TO 19791 — 2008

3BC cnyXunT OCHOBO Kak AN AOKYMEHTUPOBaHMA BO3MOXHOCTeR o6ecneyeHnsa 6e30nacHOCTM aBToMaTu-
3MPOBAaHHOW CUCTEMbI, TaK U A9 OLEHKM 3TuX Bo3MoXxHocTel B COO. OHo o6ecneynBaeT CBMAETENLCTBO U UH-
chopmaumnio. Heo6xoaMMble 419 NPOBEAEHUSA OLEHKN.

3BC otnnyaetca oT 36 cBoeil HaNPaBNEHHOCTbIO KaK Ha TEXHUYECKMe, Tak U Ha OpraHn3aLloHHble Mepbl
6€e30MacHOCTU aBTOMaTN3MPOBaHHOW cncTemMbl. 35C MOXHO NoApasAeNnTb Ha HECKO/TbKO OTAe/TbHbIX JOMEHOB
6e30MacHOCTY C pa3IMyHbIMU PYHKLNOHANBHBIMU MepamMmun n mepamu gosepus. OgHako, kak n 36. 36C moxeT
OLEeHMBAaTbCA Ha COrNacoBaHHOCTb (HENPOTUBOPEUYNBOCTL) HE3aBUCUMMO OT camoro COO.

Bnocnepcteuun npu oueHke COO moryT 6bITb nageHTUULMPOBaHbl HecooTBeTcTBUA Mexay 36C n COO.
Tunbl pacxoxgeHuit MoryT BktoYaTh B cebs:

a) acnekTbl peann3oBaHHON cpeabl aBTOMATU3NPOBAHHON CUCTEMBI, He cornacylouimecs co cpegoin AC,
KoTopas cneynduymposaHa B 36C;

b) acnekTbl peasnin3oBaHHbIX (DYHKLMOHabHbIX BO3MOXHOCTEl 6e30nacHOCTM aBTOMaTU3NMPOBaHHON cucTe-
Mbl. OTAINYaLWMecs oT PyHKLUNOHANbHbBIX BO3MOXHOCTel 6e30nacHOCTK, KoTopble cneunduynposaHsl B 36C;

C) acnekTbl peann3oBaHHbIX UHTEPECOB N COeNHEHN aBTOMATU3MPOBAHHON CUCTEMbI U UX PEXUMbI
paboTbl, He cornacyllmecs ¢ nHTepgelicamm aBToMaTU3MPOBAHHON CUCTEMbI, KOTOpblE cneunduLMpoBaHbl B
3b6C.

Bnagenew cuctembl JO/DKEH ONpefennTb, peasn3oBaHbl 1 cpeja, PyHKLMOHabHbIE BO3MOXHOCTU UK
nHTepdelicbb'coeAnHeHuns TpebyembiM 06pa3om, a onncarnme B 36C ABNAETCA HENPaBU/bHbLIM, UK cpefa, PyHK-
LMOHaNbHble BO3MOXHOCTW UK HTepdencbl/ooeANHEHNA AO0/KHbI 6bITb TakuMK, kak cneynduuymposaHo B 36C.
Mocne 3aBeplUeHns OLeHKM HE0OX0AMMO BHECTU COOTBETCTBYOLLNE U3MEHEHUSA. DTN U3MEHEHUSA MOTYT NPUBECTH
K u3MeHeHnaMm B 36C n/mnm aBToMaTnu3NpoBaHHO cucteme. Mo aTM npuumHam nocne oueHkm 36C HeBO3MOXHO
BbIHECTMN OKOHYaTEe/ bHbI BepAunKT, asnseTcs nn 36C KOPpekTHbIM NpeAcTaBieHnemM aBTOMaTu3npoBaHHoN cnucre-
Mbl. TONIbKO Nocne Toro, Kak oueHka COO byfeT 3aBeplieHa N HECOOTBETCTBUA OyAyT paspelleHbl (YCTpaHeHbl),
MOXHO 6yaeT noaTBepAuTb, 4To 36C AiBNsSieTCA KOPPEKTHLIM NpeAcTaB/ieHneM.

CpaBHeHue anneMeHTOB 3b. onpegeneHHoro B ctaHgaptax cepun MCOYM3K15408. n 36C. onpegeneHHoro
B HacTOfLWEM CTaHfapTe, a Takke UX NPUMEHUMOCTb /19 OLLeHKU aBTOMAaTU3NPOBAHHbIX CUCTEM NPUBEAEHbI B
Tabnuue 4.

Ta6nuuya 4 — CpaBHeHVe 3/1EMEHTOB 3afaHuii No 6e3onacHoCT

CraHapTbl cepumn ABTOMaTU3NPOBAHHAA cUCTEMA: MprmeHnmMocTb
MCO/M3K 15408 MCO."M3KTO 19791 K aoTOMaTu3MpOBaHHbIM cucTeMam
BeeneHne BBegeHne [omkHbl 6bITb onpeaeneHsl WT/aken-
nyaTauunoHHble Yactn COO 1 nHTepdeit-
OnucaHne OO Cbl C BHELUHUMW aBTOMAaTU3NPOBaHHbI-

MU cucTeMamu.
MoxeT 6bITb OnpeaeneHa goMeHHast
opraHusayms

Cpepga 6e3onacHoctn OO Mpobnembl 6e3onacHOCTU BmecTo yrpos cnegyet onpenenutb
pucKu.
MpeanonoxexHns He JOMKHbI 6bITb OM-
pefeneHbl. Tak Kak cpefa siBnsetcs
peasibHoW

Llenn 6esonacHoctu Llenn 6e3onacHocTn [onmkHbl  6bITb OnpefeneHbl  Lem
6e3onacHocTn ans UT-yacTteld n aken-
nyaTaumoHHbIx Yacteih COO. a Takxe
ONA  BHELWHWX aBTOMAaTM3MPOBAHHbIX
cuctem

TpeboBaHua 6esonacHoctn UT TpeboBaHua 6e30nacHoOCTU ®yHKUMOHaNNbHbIe TpeboBaHnsa AnAa
WT-yacreii COO.
JkcnnyaTaunoHHble TpeboBaHusa Ana
3KCMNyaTaunoHHbIX Yacteii COO.
[lomkHbl 6bITb ONpeaeneHsl Tpebosa-
HVA fosepus
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OKOHYaHne Tabnuubl 4

CTaHaapTbl cepun ABTOMaTW3NpOBaHHasA cucTema: MpymeHnmocTb
MCO/M3K 15408 NCO."M3KTO 19791 K aBTOMaTU3npoBaHHbLIM cucTemMam
Kpatkas cneyndukaumna OO KpaTtkas cneuyndunkaumna COO [onxHa 6bITb onncaHa MyHKUMOHANb-

HasA. akcnayaTauMoHHas cneunduka-
uma un cneundpmukaymm gosepus

YTBepxaeHusa o coorsetctsum N3 YTBepXAeHne o COOTBETCTBUN MoryT 6bITb ONpeAeneHbl yTBEPXAEHNA
o cooTBeTcTBMM MN3C. N3 n/mnu 36

— BeegeHune (AomMeHHas 4acTb) [onxHbl 6bITb onpegenensl NT/aken-
NnyaTaunoHHble 4acTn gomeHa

— Mpo6nembl 6e3onacHoCcTU (AOMeH- [lo/KHbI 6bITb ONpeAeneHbl PUCKN ©
Has 4acTb) N6Op

_ Llenn 6e3onacHocTu (gomMeHHasa [l0MXHbl 6bITb onpegeneHbl uenun be-
4yacTb) 3onacHocTtu gna UT- un akcnayatayuoH-
HbIX YacTeil fomeHa

Tpe6oBaHua 6e3onacHoCTW (AOMeH- [lo/IXHbl 6bITb onpejeneHbl yHKUWO-

Has 4yacTb) HanbHble Tpe6oBaHua ana UT- n akcn-
nyaTaunoHHbIX YacTell foMeHa.
[onxHbl 6bITb OnpefeneHbl TpeboBa-
HUA f0BepuA ANA fOMeHa

KpaTkaa cneuundukayma (aomeHHas [lomkHa 6bITb onucaHa yHKUWOHAaNb-

4yacTb) Has. akcnnyaTauuoHHasa cneundumka-
uMs u cneundukauum gosepus Ans
foMeHa

YTBEpPXAEHME O COOTBETCTBUM (A0- MOryT 6biTb ONpeaeneHbl yTBepxXaeHus
MeHHas 4acTb) o cooTBeTcTBuM N3C. N3 n/unn 36 gna
AoMeHa

8.8 Tllepunoanyeckaa nepeoveHka

Bnagenew cuctemMbl JO/KEH cneunduunposaTtb Mepbl o6ecneyerHns 6e3onacHocTy 41 obecneyeHns Toro,
4TOGbI pe3ynbTaTbl OLEHKM aBTOMaTU3MPOBAHHOW CUCTEMbI OCTaBaIUCh AeACTBUTE IbHBIMU BO BPpEMSI 3KCMyaTa-
LN CUCTEMBI.

Cneuudurkauns MoxeT 6bITb BbINOSIHEHA C/IeAYOLW UMY cnocobamu:

- MOTyT 6bITb CNELUEULMPOBaHbI YNpaB/eHYeckre Mepbl 6e30MacHOCTY A/151 Nepuomyeckoii NpoBepku Toro,
4YTO KOHUTYpaLma TeXHMYecknx Mep NoaAepXKnBaeTcs, a OpraHM3aLnoHHble Mepbl MPaBUIbHO NPUMEHSIOTCS.
[ns aToro go/mkeH 6bITb paspaboTaH Habop NpoLEeccoB v NpoLeayp ¢ TeM. 4TO6bI ynpasiaTe BAMAHNEM Ha 6e30-
NacHOCTb N3MEHEHWIA, KOTOpble MPONCXOAAT B cpefie cucteMbl. Cneumdurkanms ynpaBneH4eckux Mep MoXeT BK/IHO-
yaTb B ceb651 perpeccrnoHHOe TeCcTMpoBaHve BCeX N3MEHEHMWI cucTeMbl A5 TOrO, YTO6bLI YAOCTOBEPUTBLCS, YTO
Mepbl 06ecneveHns 6e30MacHOCT CUCTEMbI HE MOANAULMPOBaHbI U HE OTK/IOYEHbI:

- OLLEeHLL MK MOXeT nepuoamyeckn nepeoreHmats COO (aBTOMaTU3NPOBAHHYIO CUCTEMY), Yaensas ocoboe
BHMMaHue ToMy, Heo6X04MMa SIn KOPPEKTUPOBKA COBOKYMHOCTW TEXHUYECKUX U OPraHn3aLMoHHbIX Mep 415 YA0B-
NeTBOPEHNS N3MeEHSOLWMXCA TpeboBaHnii 6e30MacHOCTM opraHu3auuu, a Takxe ¢ Tem, 4Tobbl NOATBEPAUTL, YTO
3KcnyaTaLMOHHbIE NPOLEecChl 1 NpoLeaypbl NPUMEHS0TCA 3D eKTUBHO.
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MpunoxeHune A
(o6a3aTenbHOE)

Mpounn 3awmnThl U 3agaHns no 6e30NacHoOCTH
ANA aBTOMAaTU3UPOBAHHbLIX CUCTEM

A.1 Cneuundunkauyns 3agaHunii no 6e3o0nacHOCTU ANSA CUCTEM

A.1.1 KpaTkuii 0630p

B gaHHOM nogpasgene onpefensetcsa KOHUENUMA U coaepxaHue 3agaHua no 6esonacHoctu gns cuctemsl (36C).

36C o6ecneunBaeT cneyndunkaLmio peann3oBaHHbIX BO3MOXHOCTeW o6ecneyeHnss 6e3onacHoCTM aBTOMaTWU3u-
pOBaHHOI CUCTEMbI NpU eB UCNONb30BaHUWM B cpeAe 3KcniyaTauuu Ans NpoTUBOAEWCTBMS OLEHEHHbIM puckam u/mnu
OCYyLW ecTBNEHUA NONNTUK Ge30NacHOCTN opraHu3aunn Ana AOCTUXEHUS NPUEMAEMOro YPOBHS OCTaTOYHOro pucka. AB-
TOMaTU3NpoBaHHas CUCTEMA COCTOUT U3 UHTErPUPOBAHHON KOMOGUHALUW (PYHKLUIA TEXHUUYECKUX U OpraHM3aLnOoHHbIX
mep 6esonacHocTn. B 3BC usnarawTca Tpe6oBaHUs U pexum yHkynii, peanusyouwune uenn 6esonacHocTu nocpepa-
CTBOM OCHOBAHHbIX Ha TEXHOJIOTUAX U 3KCNyaTauum MmexaHnsmax. Kpome Toro, B 36C onucbiBaloTCA Mepbl, 06ecneynBa-
lowne gosepne, UCXoAA U3 CNOCOGHOCTU aBTOMATM3MPOBAHHOW CUCTEMbl COOTBETCTBOBATb CBOUM (PYHKLMOHANbHbIM
uensm npu pa6oTte Ha NPUEeMIEMOM YpPOBHE OCTATOYHOrO pucka.

3B6C CNyXWT OCHOBaHWEeM ANa NPOBEAEHUS OLEHKM aBTOMATM3WPOBAHHOW cucTemMbl. CnepgosaTtensHo, B 36C
[LOMXHO COfEepXaTbCs onucaHve aBTOMATW3WPOBAHHOW CUCTEMbl, KOTOpOe SAB/SETCA:

a) 4OCTATOYHO NOMHbIM. KaXAoMy pUCKy okasblBaeTca fOCTaTo4yHOe NpoTuBOAeicTBME, N Kaxaas nonntuka 6eso-
NacHOCTW opraHu3aunMy B AOCTATOYHONW CTENEeHN OCYWEeCcTBAAETCA KOMOGMHaLeld YHKLNA TEXHUYECKNX N opraHusaum-
OHHbIX Mep 6e3onacHocTy;

b) COOTBETCTBYHOLWMNM U HEOGXOAUMbIM pelleHnemM 3anaBneHHol npobnembl. KoMGUHaLMA PyHKUNA TEXHUYECKUX 1
opraHu3aluunoHHbIX Mep 6e3onacHocTU adhdekTUBHA NPU NPOTUBOAENCTBUN HENpuUemMaeMbiM pUckaMm, a Mepbl J0BepUs
ob6ecneynBalT fOCTAaTOYHOE AOBEpUEe K NPaBUIbHOCTU U 3D (DEKTUBHOCTM OCYyLW eCcTBAAEMbIX (DYHKLUIA 6e30nacHOCTU:

C) TOYHOW peanusauymein nw6bix MN3C. M3 unn 36. COOTBETCTBME KOTOPbIM OHO YTBEPXAAET MNOJIHOCTbI WUAN
4acTUYHO.

KoHuenuua n cTpyktypa 36C ocHOBaHa Ha pacliMpeHun KOHLUEenuuum u cTpyKkTypbl cTaHgapToB cepun MCO/M3K
15408 gna 3b. KpaTkoe n3noxeHue KoHuenTyanbHbIX pasnuunii mexay 36 n 36C npusegeHo B Tabnuue A.1.

Ta6nuuya Al — KpaTkoe nsnoxeHue pasnuunii mexay 36 n 36C

3b «gns npogykra* 36C

CTpykTypa getanusaumu CocpefoToyeHne Ha OfHOM

«B6noxe»

YcuneHne BHUMAaHUA K PacCMOTPEHUI0 GONbLINX U
60/1€e CNOXHbLIX TPYNAMPOBAHWNI KOMMNOHEHTOB CUC-
TeM. KOTOpble MOXHO pas3fenuTb Ha [JOoMeHbl 6e30-
nacHocTu

Llenn 6esonacHocTu

JlokymeHTUpOBaHne cpepgsbl

OueHka pucka

OnucaHune OO
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CneuynanbHo gnsa UT notcyT-
CTBME NPSIMOro COOTBETCTBUS
uenei 6esonacHocTU Tpebo-
BaHWAM [oBepus

PaccmaTpuBaeTcs B MUHMU-
ManbHOW cTeneHn 3a npepe-
namu 06nacTy OLEeHKN pucka
B BMAE NpeAnosoXeHuii

OnpefenseT He cBA3aHHbIE C
WT npouepypbl kak npegno-
NIOXEHUS W CBA3aHHOEe C HU-
MU COOTBETCTBME MPOAYKTA

CocpepoTtoyeHune Ha UT

KOHKpeTHble Lenn, cConocTaBuMble C KOHKPETHbIMU
Tpe6oBaHWAMKU AoBepus. B3aumMocBsidb opraHusauu-
OHHbIX Mep 6e30nacHocTn (hun3nyecknx, NpoLeaypHbIX
1 NONWUTUKM) M UX BKNAJ B AOKYMEHTMpOBaHHOe o6ec-
neyeHne 6e30MaCHOCTU CUCTEMbI U BbiGPaHHbIE MepbI
posepusi

[OMKHO 6bITb YETKO ONpejeneHo W AOKYMeHTUpoBa-
HO 6e3 npeAnonoXeHui

OnpepgensieT pUckn Kak «W3BECTHbIE», W AN OpraHun-
3alMOHHbIX Mep 6e3onacHOCTW MOXeT notpeb6oBaTb-
CSl OLieHKa B OTHOWEHUN UX afeKBaTHOCTU B UHTErpu-
poBaHHOli cpefe cucTeMbl

Onpegenser cpefy TEXHUYECKUX N OpPraHU3aLMOHHbIX
mMep 6e30MacHOCTU, UX UHTepdeiicbl U B3aWMOOTHO-
weHus
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OkKoHuYyaHue Tabnuubl A.l

36 «ana npogykra* 36C
Tpeb6oBaHUsA COOTBBCTBUSA CTporo BbiNnosHAEMble QYH- MoxeT nepepacnpefensiTb BbINO/HAEMblEe (DYHKLNN
Ky UT (Hanpumep, TeXHWYeCKMe U OpraHn3alunoHHble Mepbl
6e3onacHocTu)
CTpyKTypa cuctemsl OCHOBAHO Ha «aBTOHOM- O6bI4HO pasjenseTca Ha 4yeTkue JOMeHbl 6e3onac-
HOM>» npoayKTe HOCTU C pasfinyHbIMK Mepamu obecnevyeHns 6es3o-
nacHocTyn

A.1.2CopepxaHue 36C

3B6C [J0/1XHO COOTBETCTBOBATH TPe6GOBAHMUAM K COAEPXAaHUI, U3IOXEHHbIM B HacTosAwem npunoxeHun. 36C
[ONKHO 6bITb NpeAcTaB/NEHO KaK OPUEHTUPOBAaHHbIV Ha NONb30BaTENSA [OKYMEHT, MUHUMU3IUPYIOLW KNI CCbINKN Ha Apyrue
MaTepuanbl, KOTOpble MOTyT He 6bliTb AOCTYNHbIMWU nonb3oBaTtent 36C. Mpu Heo6xoaMMOCTM 06OCHOBaHUE MOXeT
npefocTtaBnATbLCA OTAENbHO.

3B6C go/KHO BKAOYaTh B cebs:

a) o6yl YyacTb, NpUMeHnmMyto ko scemy COO;

b)yacTu gomeHa 6€30NacHOCTU, OAHY ANS KaXA0ro goMeHa, onpegeneHHoro B COO. 1 ONUCbIBAKOLW Y0 YHUKANb-
Hble acnekTbl 3TOT0 AOMeHa.

O6wasn yacTb AO/KHA COAepXaTb:

a) sBegeHne 3bC:

b) Tpe60BaHNA COOTBETCTBUS;

c) onpefeneHne npo6nem 6es3onacHoCTU:

d) uenun 6esonacHocTu:

e) paclupeHHoe onpeaeneHne KOMMNOHEHTOB:

f) Tpe6oBaHns 6e3onacHOCTK:

A) kpaTky cneuundukaynwo COO.

Ana kaxpgoro pgomeHa 6es3onacHocTu, ob6pasylouwero 4acTb aBTOMaTU3MPOBAHHOW cucTeMbl, HEO06X0AUMMO
BK/OYATh:

a) BBeJeHNe JOMeHOB 6e30NacHOCTH;

b) Tpe6oBaHUA COOTBETCTBUA AOMEHOB 6€30MacHOCTH;

c) onpegeneHue npobnem gomeHoB 6e3omacHoOCTH;

d) yenn 6e3onacHocTM fOMeHOB 6e30MacHOCTH;

e) TpeboBaHua 6e3onacHoOCTM JOMeHOB 6e3omacHoCTU:

f) kpaTkywo cneuyudukaymo AOMEHOB 6e30MNacHOCTU.

HekoTopble pasgensl 36C MOryT 6bITb He3ano/IHEHHbIMU U3-3a OTCYTCTBUSA peneBaHTHOI uHdopmaynu. Tpe6osa-
HUA COOTBETCTBUA NOABNAIOTCA TONILKO B C/iyvyae yTBepxAeHus cootseTcTBuss 36C ogHomy unu Heckonbkum M3C. N3
unun 3b. HekoTopble nogpasaensl MHopMauny n3 gomeHa 6e3onacHoCTy ABNATCA HeobA3aTeNbHbIMU. VX Heo6xoAn-
MO 0603HayaTb TONbKO B CAyyYae Hanuuua y AOMeHOB 6e30MacHOCTM YHUKanbHbIX npob6nem, uenei wnu tpebosaHuii
6e30nacHOCTM, KOTOpble He oTHOcATCcA kK COO B uenom.

Cneundunkaumnmn, npesctaBneHHble B JaHHOM pasfjene, B3ATbl YaCTUYHO M3 cneundukaumnii 36. cogepxawmnxca B
npunoxenun A kK MCO/M3IK 15408-1 n. yacTUYHO, U3 AONONHUTENbHbLIX TpeboBaHuii 36C, onpefeneHHbIX B HacTosAWeEM
cTaHpapTe.

A.1.3 BBepgeHune 3afaHne no 6€30NaCHOCTV CUCTEMBI

Bo BBegeHun 36C pomxHbl ngeHtTudguumnpoatbcs 36C 1 COO n ob6ecneunBatbecs 0630p COO. onucaHne COO u
opraHusauua gomeHoB. BeegeHne 36C [ONXKHO cogepxaTb UHopMaunio 06 ynpaBieHUN JOKYMeHTamu U 0630pHYI0
MHpopMaLmnio ¢ y4eTom TOro, 4To:

a) naentudpukaums 36C u COO ponxHa obecneunTb MHPOPMaLUID O MapKUPOBKE W onucaTesbHY UHopma-
LMo, Heo6xoAuMY ANA KOHTponsa n ngeHtudukaunn 36C n COO. K KOTOPbIM OTHOCUTCA UHG OPMaLUN;

b) uenn COO AOMXHLI pe3loMupoBaTbca B KpaTkom o63ope COO u npepctaBnATbca B opme oTyeTta. O630p
foKeH 6biTb 4OCTATOYHO NOAPOGHLIM, YTOGbLI NOTEHUMaNbHbIE NoNb3oBaTe/lb MOT ONpeAennuTb, NpeAcTaBnAeT A NS
nonb3osartens uHtepec 3b6C;

c) BonucaHum COO fomxHbl 6bITh HaMeyeHbl PyHKuMM 1 rpaHnybl COO B hopme oTyeTa;

d) B cneyndukaymm cCTpykTypbl JOMEHOB A0/IXHO 6bITb U3N0XeHo pasgeneHne COO Ha AOMEHbI C YHUKANbHbIMU
TpeboBaHNAMM 6e30MaCHOCTML.

Ana kpaTkoro o63opa COO ycTaHOBMEHHblIe COAEPXaHUe UNKU NNaH OTCYTCTBYIOT, HO B 0630pe [OJIXHbI OTpaxaTb-
cs uenb UM 3agavya aBTOMaTU3NPOBAHHO CUCTEMbI, 0630p CUCTEMbI B KOHTEKCTE Cpefbl ee akcnayaTauuu n onucaHune
CUCTEMbl B OTHOLWEHUN AE€N0BOI AeATEeNbHOCTN, PYKOBOACTBA U TEXHUYECKOW apXxuTekTypbl. Heo6xoanmo onpegenunTs
B3aMmocBsA3b Mexay COO M BHEWHMMW aBTOMATU3NPOBAHHLIMU CUCTEMAMWU, a Takke MHTepdeicsl mexgy COO wu
3TUMU cUcTeMamu.
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Ana onncaHna COO oTcyTCTBYeT Kakoe-nubo 3ajjaHHOe cofepXaHue WAn nfaH, HO B HEM [OJIKHbI M3naratbcs
o6nacTb NnpumMeHeHna u rpaHunuybl COO (kak nornyeckune, Tak u pusmyeckne rpaHulbl). B o6nactn npuMeHeHUs AOMKHbI
Takxe ykasblBaTbCsi opraHusauns n mecto paspabotkm COO. Bkaovasa Nobble yHUKaNbHbIE XapakTepucTUkun OTAeb-
HbIX JOMEHOB, HAaNpUMep, JOMEHOB, OCHOBAHHbIX HA CEPUIIHO BbiNyCKaeMbiX NPOAYKTaX.

ABTOMAaTM3MpOBaHHaa cucTemMa COCTOUT W3 OHOr0 WU HECKONbKUX AOMEHOB 6e3onacHoCcTu. Kaxablil fomeH
6e30MacHOCTN BkAOYaeT B Ce65 HeCKONbKO KOMMOHEHTOB, W K HEMY MOTYT NpeAbABNATLCA CO6CTBEHHble TpeboBaHus
fosepua k 6esonacHocTu. Cneyndmkaumnsa CTpyKTypbl JOMEHOB [O/DKHA NOAPOOGHO AOKYMEHTUPOBaTbL CTPYKTYpPY AOMe-
HOB 6€30MacHOCTH, rpaHnLbl JOMEHOB U UX WHTepdeicsl.

B nyuwem cnyvyae COO 6yfeT COCTOATbL U3 KOMMOHEHTOB, NOJ/IHOCTLIO ONpeAenAlULMX aBTOMATU3MPOBAHHYIO CUC-
TeMy Kak 3aKpblTblii 06bEKT. B CU/Iy Yero OTCYTCTBYWT Kakne-nn6o nHTepdeiicbl C BHEWHNMU aBTOMaTU3NPOBAHHbIMY
cucTemMamu, He BK/IOUYEHble B OLEeHKY. C NpaKkTU4eCcKON TOUKN 3peHUs faHHblii Hannyywmnii cnydain nHorga HEBO3IMOXEH,
N Heo6XxoAUMO onpeAennTb YeTKoe pasjesieHne yacteil aBTOMaTU3NPOBAHHOW CUCTEMbI, KOTOPble NOABEPTHYTCA OLEH-
Ke B KayecTBe MHTErpupoBaHHOW eAuHULbI, U YacTell, He BXOAAWMX B 061acTb AeNCTBUA OLEHKN. KOMNOHEHTbI, He
BXoAslWune B 061acCTb eACTBUA OLEHKM, PACCMaTPUBAIOTCA Kak YacTb BHELIHNX aBTOMATU3MPOBAHHbIX CUCTEM.

KoHuenuus aBToOMaTM3MPOBAHHOW CUCTEMbBI OCHOBaHa Ha MHTepdelicax Mexay ee KOMNOHeHTamu. be3 uHTep-
¢heiicoB aBTOMaTU3NPOBAHHOI CUCTEMbI He cyuwlecTByeT. CneaoBaTenbHO, NHTepdeicbl KPUTUYECKN BaXHbl 4N onpefje-
NeHNA aBTOMaTU3NPOBAHHOW CUCTEMbl W PaBHO BaXHbl ANA CMNOCOBGHOCTM aBTOMAaTU3WPOBAHHOW CUCTEMbI OCYLLECTB-
NATb NONUTKUKY 6e30NacHOCTN Yepes ee nHTepdelicel. Cneyndukayns CTpykTyp AoMeHOB o6ecneunBaeT 0630p pasnny-
HbIX KOMMNOHEHTOB aBTOMAaTU3MPOBAHHOW CUCTEMbI, BK/lOYAsA CNOCO6 UX coeAnHeHUA. [leTann nHTepdeicos ocTaBneHbl
B cneuundukaynsax nHTepdeiicos A4N18 NPOEKTUPOBAHNA 1 nHTerpauun. OgHako cneyndrkaLmsa CTPYKTyp JOMEHOB JO/XK-
Ha onpeaenaTb xapakTepucTukn 6e30NacHOCTM OTAesNbHbIX [JOMEHOB, KOTOPble 3ajalTcsa APYrMM [OMeHaMm, a Takke
ycnyru no o6ecnevyeHuto 6e3onacHocTu, npegnaraemble OTAE/bHbIMW JOMEHAMU, HEAOCTYMNHbIE APYIUM JOMeHaM.

A.1.4YTBEPXAEHNSA 0 COOTBETCTBUM

HacTosiwmnii nogpasaen NpYMeEHWM TONbKO B Cllyyae yTBepxXAeHusa cootBeTcTBuss 365C 0OAHOMY MU HECKONbKUM
M3C. N3. 3b nan naketam TpeboBaHuii 6eszonacHocTU. HacToAwWwMA noagpasaen Takke npefcrtaBnser CBUAETENbCTBO
Toro, uto 36C sBnseTcA npuemnemoit peanunsaumneii nio6oro M3C. N3. 36 unm naketa Tpe6oBaHUii, COOTBETCTBUE KOTO-
pbiM yTBepxaeTca. O60CcHOBaHWe YTBEpPX/[EeHWU/i COOTBETCTBUA [OJ/KHO [EMOHCTPUPOBATL COr1acoOBaHHOCTbL MeXay
uensmun n Tpe6osaHnsimn 6esonacHocTu 36C un uenamu n Tpe6osaHuamu M3C. M3. 36 nam naketoB TpeboBaHWUiA,
COOTBETCTBME KOTOPbLIM YTBEPX/AAeTCA.

OCHOBHOE BHMMaHuWe YTBEPXAEeHUs COOTBETCTBUS YAENAETCA «3KBUBAIEHTHOCTU» C TOUYKU 3PEHUSI COOTBETCTBUS
OCHOBHOMY Habopy kputepues, nsnoxeHHomy B M3C. M3. 36 nnun naketax Tpe6oBaHnin. 36C MoXeT 6bITb PYHKLMOHANb-
HbIM HaAMHOXECTBOM nakeTa WA Npotuns, HO OHO He AO0J/IKHO 6blTb MOLMHOXECTBOM.

OCHOBHbLIM pasfinuneM Mexay yTBepX[eHWAMU COOTBETCTBUSA aBTOMATW3NPOBAHHOW CUCTEMbI M NpPOAyKTa 3ak-
nyaeTcs B TOM. YTO A1 aBTOMaTU3MPOBAHHON CMCTEMbl MOXHO nepepacnpefensiTb BbiNOJHAEMble (DYHKLUN Mexay
4acTAMN TEXHUYECKUX W OpraHn3alMoHHbIX Mep 6€30MacHOCTU CUCTEMbI, MOCKOMbKY OHM BCe cuuTawTcs yactbio COO.
Mpwn oueHke npoAykTa pacnpejgeneHne BbINONHAEMbIX PYHKLMIA UT B cpeay, He cBA3aHHYy ¢ UT. u3ameHseT BCIO KOHLUenN-
LMo NpoAyKTa W aHHYNUpyeT Lenb AeATeNbHOCTU NO OLEeHKe NPoayKTa.

A.1.50npepeneHne npo6nembl 6e30nNacHOCTM

A.1.5.1 KpaTkuit 0630p

Moppaspen onpegenenna npo6nem 6e3onacHocTn B 36C foNMXeH NpefoCcTaBnsATb KOrepeHTHOe, nocnejosa-
Te/IbHOE U J0CTaTOYHO MOJIHOE onpejeneHna npo6nem 6e30NacHOCTU, KOTOpble MOTyT CTOATbL Nepefj aBToMaTusupo-
BaHHOI cuctemoii. NMpo6nembl 6e3onacHOCTN cCPOPMYNNPOBAHbLI B puUcKax, KOTOPbIM NPOTMBOAENCTBYET aBTOMaTU3NpPO-
BaHHaA cuctema, U nonutTukax 6e30MacHOCTU opraHusauuu, NoAAEPXMBaOLWKNX NCNONb30BaHNe aBTOMaTU3NPOBaHHOA
CUCTEMbI M yNpaBAAlLWNX €0 AN CHWKEHNA pucKa 3TOW CUCTEMbl 4O MPUEMIEMOTO YPOBHS.

OnpepgenexHne npo6aem 6e30MNacCHOCTU AOJ/IKHO ONpeAensThb:

a) pucku, npumeHnmele k COO;

b) NONUTUKM 6e30MacHOCTU opraHusauuun, npumenumele k COO.

B HacTosileM NyHKTe AO/XHbI uAaeHTUdUUMpoBaTbcsa npobnembl 6e3onacHocTu, oTHocAwMecs ko Bcemy COO.
B0O3MOXHO, 4TO pa3nnyHble foMeHbl 6e3onacHoctn COO 6yAyT peann3oBbiBaTbCA B pas/iMyHbIX cpejax akcnayaTtauum,
1 pe3ynbTaToM 3TOr0 MOTYT CTaTb pasnnyHble UAu cneynduyeckne puckn UAu NOANTUKN, KOTOPbIE AO/KHbI HE3ABUCUMO
paccmatpuBaTbCA pasHbiMKW gOMeHaMy 6e30NacHOCTM aBTOMAaTM3MPOBAHHON cucTeMbl. [N KaxAoro gomeHa 6e3o-
NacHOCTU AO0/KHbI BblITb ONpeAeneHbl AONONHUTE NbHbIE Npo6ieMbl 6e30NacHOCTU, NpuUcCyliMe TOMbKO 3TOMY JOMEHY.

3Has, YTo HacTosiwemy nogpasgeny npegwecteyeT «BeegeHne COO». BaxHO, 4To6bl Nt06GOV MaTepuan, npeacTas-
NeHHbIR B HacTosAwem nyHkte no COO. cornacosbiBancs ¢ uHpopmaymeid, npeactaBneHHol Bo «BBegeHnn COO».

A.1.5.2 peHTudunkaunsa puckos

B HacToAlWeM NyHKTe BCe pUCKKU, NnpuMeHnMble K COO. fO0MKHbI ONUCbIBATLCSA Ha OCHOBE OLEHKW pucka aBToma-
TU3NPOBAHHON cucTeMbl. KaxAblii pUCK AO/KEH KaTeropnampoBaTbCsA Kak «NpUeMaemblii» WA «Hemnpuemiemblii», T.B.
TpebyWwmnii CHUKEHNA NN YyCTPaHEHNA NOCPEACTBOM TEXHUYECKUX WK opraHu3aunoHHbix Mep B npegenax COO. Mpu-
HATbIE PUCKM TeM He MeHee AO0/DKHbl WAEHTUMULMPOBATHLCA, MNOCKOJIbKY NPUEMIEMOCTb PUCKOB [/IOXKET CO BpPeMeHeM
M3MEHUTLCA.

MepeyeHb PUCKOB A0/KEH BKAOYaTb B ce6SA pUCKW, CBA3aHHble C pa3paboTKoil aBTOMATU3NPOBAHHOW CUCTEMBI.
OonucaHne Kax/oro pucka JOMKHO 6biTb 4OCTATOYHO NOAPOGHBLIM, YTO6LI MAEHTUMULUPOBATL aKTUBbLI, KOTOPbIE MOrYyT
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6bITb MOBPEXAEHbI MW CKOMMNPOMETUPOBAHbI, YIPO3bl W YSI3BUMOCTM, NMPUMEHUMbIE 4/IS KAXAOTO akTuBa, U BO3Aei-
CTBUA YCMEWHOl aTaku. Yrposbl [O/KHbI XapaKTepn3oBaTbCsA, UCXOAS U3 acCOUMWPOBAHHLIX MCTOYHWKOB Yrpo3 U nx
noTeHunanbHo Bpaxae6HbIX AelCTBUIA, HanpaBAeHHbIX NPOTUB aKTMBOB. MpU OLEHKE PUCKOB AOJIKHbI MAEHTU(ULMPO-
BaTbCA BCE BO3MOXHble PUCKM 4NS aBTOMAaTU3NPOBAHHON CUCTEMbI, BK/IOYAs PUCKM, KOTOPbIM NPOTUBOAENCTBYIOT, WK
KOTOpblE YCTPAHAKTCSA UMelWwmrMncs mepamu o6ecnedeHunss 6e30NacHoOCTU.

MpumMmeyvyaHune — VCTOYHNKM YIpO3 MOTYT BKIOUATb B Ce6S NPUPOAHbIe ABMEHNSA, Takue Kak katacTpodsbl, a
Takxe yenoseka W CO3flaHHble UM crneynanbHble KOMMbIOTEPHbIE MPOrpaMMmbl.

Co BpeMeHeM MOTyT MAEHTUMULMPOBATLCA [ONONHUTENbHbIE PUCKA UAN WU3MEHATLCA NOCNEACTBUA HapylleHus
6e30nNacHOCTN. B TeyeHMe XU3HEHHOTO LKKIa CUCTeMbl OL,eHKa pucka Ao/Ha noBTopATbcA. 36C 06HOBNATLCA W. ecn
3TO Heo6Xx04MMO, aBTOMATU3MPOBAHHASA CUCTeMa OLeHWBaTbCA MOBTOPHO.

B HacTosiwiem nogpaspene AO/KHbI UAEHTUMULMPOBATHCA U KAaTeropupoBaTbCA PUCKW, CBA3aHHbIE C akcnayarta-
umein cuctembl B LLeSIOM, HaAnNpuMep, PUCKW, CBA3aHHbIE CO CAYXAWWMU UAWN LeN0BbIMU aKkTUBamu. HekoTopble puUCKu,
HanpuMmep, puUcku, cBsi3aHHble C 06Pa6OTKOW NPUIOXEHW A, MOTYT OTHOCUTLCSA TONLKO K onpefesieHHOMY AOMeHYy 6e30-
NacHOCTW W, cnefoBaTeNbHO, AO/KHBI UAEHTUMULMPOBATLCA U aHANN3NPOBATLCA TOMbKO ANS 3TOr0 AOMEHaA.

A.1.5.3Monutnkn 6e3onacHoctn opraHusayun (MBOP)

B aBTOMaTU3MpoOBaHHbIX cucTemMax o6nactb npumeHeHns MBOp pacwupeHa ANA BKAIOYEHUA B Hee npob6nem
ynpaB/ieHUs NpoLeccamMmmn XW3HEHHOro Lukaa 1 akcnayatauumn, KoTopble He paccMaTpuBaloTCA BO BPeMS OLEHKM no
ctaHgapTtam cepun MCOYM3IK 15408. Monutnkn ynpaBneHUa npoueccaMmm XU3HEHHOrO UMkna u akcnayarauum Bkawya-
10T B cebs:

a) OCHOBHble 3aKOHbl U AUPEKTUBLI:

b) HEMPEpPbIBHOCTb [€/10BOW [eATeNbHOCTU:

C) cornaweHns No NPUMEHEHUAM BHYTpPW opraHusauuu (T.e. BHYTpUCnyxebHoe cornaweHne nam MemopaHaym o
B3aMMOMNOHUMaHNN).

A.1.6 Llenn 6e3onacHocTun

Llenn 6e3onacHocTu, cojepxalimecs B nogpasgene «uenum 6esonacHocTu» 3BC. Jo/kHbI ob6ecneynBaTtb Kore-
peHTHOe. nocnejosaTenbHOe W 4OCTATOYHO NOSIHOE BbICOKOYPOBHEBOE OMMUCaHWe peleHns 6e30nacHOCTU, OCHOBaHHO-
ro Ha onpefefsieHNn HenpuemaemMblX PUCKOB U NONUTUK Ge30nacHOCTW opraHu3auun B pasgenie onpefeneHns npoéaem
6e30nacHOCTN. BbICOKOYypOBHEBOE OnNucaHuWe ocyliecTBNAETCA, UCX0AA U3 (PYHKLMOHANbHbLIX Leneid 6e30nacHoOCTH, KO-
Topble BNOCMEACTBAMN pacnpefensitoTcs MexXAy TeXHWYEeCKUMU U OpraHu3auuoHHbIMU Mepamu 6e3onacHoCTU aBToMa-
TU3MPOBAHHbIX CUCTEM WAN APYTMMU aBTOMATU3NPOBAHHBLIMU CUCTEMAMU, CONPSXEHHbIMWU C AaHHOW cuctemoli. O6oc-
HOBaHWe [O/HKHO AeMOHCTPpUpOBaTb, YTO YCTAHOB/IEHHbIe Lenn 6e30NacHOCT NPOCAexXunBalTCa A0 BCEX acnekTos,
yKasaHHbIX B onpefenenun npo6nem 6esonacHoctn 36C u npurogHeix Ana nx obecneyeHnsa. O60CHOBaHWE JOKHO
ob6ecneunBaTb MOJIHYI MPOC/MEXNBAEMOCTb MEX/AY 3asBNEHHbIMU LensmMu 6e30NacHOCTM U BCEMU acnekTamum opmy-
NUpPoBKM Npo6nemMbl 6€30NaCHOCTU M UMETb J0CTATOYHO MHpopMaLnn Ana onpefenerHna apdekTMBHOCTN NpoTuBOAEN-
cTBUA ueneil 6e30MacHOCTM YCTAHOBJ/IEHHbIM HeNpUeM/eMblM PUCKaM U OCYL ECTBAEHUA YCTAHOBMIEHHbIX NMOMUTHK
6e30nacHOCTM opraHu3auunu.

CyuwiecTByeT Apyroii Tun yenn 6e30nacHOCTU, ynpaBaaioWwmii NpPOBEPOYHbIMU AeACTBUAMMN NO CO3AAHUI0 N aHANN3y
cBMAeTenbCTBa M HaAGMOAEHNIO U UCNbITAHUIO peanusauunm Ha cooTeBeTcTBMe TpeboBaHMAM. O60CHOBaHME 3TOMY TUny
uenn 6e30nacHoOCTU 06bIYHO HE NPUBOAMTCA NPU oueHke no ctaHgaptam cepun NCO/MIK 15408 {T1.e. KOHKpPeTHbIEe Uenu
6e30MacHOCTN He CONOCTaBAAITCA C KOHKPETHbIMU TpeboBaHuAMK foBepus). B pesynbtate atoro B gokymentax M3/36
npoaykTa mano nHopmayum, 060CHOBbIBaKOW el BbiGpaHHble Mepbl 4OBepusi, ecnu TakoBas Boobue nmeetca. OgHako
AN aBTOMATU3MPOBAHHOW cucTeMbl Heob6xoanma uyeTkas hoOpMynuposKa Leneil foBepua, BbiBeJeHHAA U3 acnekTos
posepusa npo6nembl 6e30nacHOCTM ANa 060CHOBaHWS Mep JOBepus, NPUMEHUMbIX K aBTOMaTU3NPOBAHHOW cucteme B
uenom. 3TN Mepbl JOBEPUA MOXHO NPUMEHUTbL Kk cpefe paspaboTtkm OO wnu cpefe akcnayatauuu.

dopmynupoBka ueneii 6e3onacHoCTn [O/I)XHA OXBaTbiBaTb BCe Heob6xoAuMble Mepbl o6ecneyeHus GesonacHoc-
TN. BKAOYas oba Tuna yxe umewwmnxca mep obecneyeHna 6e30nNacHOCTU, a TakkKe Mepbl, KOTOpble JO/KHbI 6biTb
NPUHATHI Kak YacTb peanusaynn aBTOMaTU3MPOBAHHOW CUCTEMbI.

Lienn 6e3onacHocTu, Bb6paHHble ANA peanusaumm o4HOro acnekta npob6aembl 6e3onacHocTn, MOryT Takxe o6ec-
neymBaTb 3aKOHYEHHbIE NN HaCTUYHbIE pPeLleHUs B Apyrux o6nactax. B yactHocTu, yenn 6e3onacHocTu MOTyT yunTbiBaTb
pUCKWU, NMPUHATbIE NOC/E WX OLEHKU, T.e. KaTeropupoBaHHble Kak «AOMNYyCTUMbIe», «NpUemMaeMbie», «nepejaBaemblie»
UNN «PUCKK, KOTOPbIE MOXHO M36exaTb». Mogo6HbIE Cnyvyan JOSKHbI UAEHTUDULMPOBATLCA U PErMCTPUPOBATLCS, Tak
KaK NpuemMaemMocTb PUCKOB MOXET CO BPEeMEHeM MEeHATbCA.

Llenn 6e3onacHOCTM NpeAoOCTaBAAT HA CAMOM BbICOKOM YPOBHE (DOPMY/NMPOBKY cTpaTerun n onnocodmm npotu-
BOAENCTBUA ONpeAeneHHbIM puUckaMm ANA OCYLWEeCcTB/EHUA onpefeneHHblX NOAMTUK 6e3onacHOCTU opraHusauuun. Ans
aBTOMaTU3MPOBAHHbIX CUCTEM KPUTUYECKW BaxHa TOYHOCTb Leneil 6e3onacHocTu. TOYHOCTbL TpebyeTca Kak B OTHOLe-
HUW TOTO, KakK Lenun npocnexusalT 1 BKAOYaT (OPMYIUPOBKU, NPUHATLIE NPU onpefeneHun npobaem 6e3onacHocTu,
Tak U Kak uenu 6e3onacHoCcTV pacnpegensioT pelweHne KOMNOHEHTaM aBTOMAaTU3MPOBAHHOW CUCTEMbl U (hU3NYHECKUM
npoueccam.

B OTHOWEHUN YyCTAHOBMEHHbIX PUCKOB U NONUTUK 6€30MNacHOCTU opraHnsaunm uenn 6e30nacHOCTU JO/KHbI pac-
cmaTpuBaTbcsi 60nee noApo6HO, YeM B OTHOWEHUN npoaykTa. Bonee nogpo6Hoe paccMoTpeHue Leneil 6e3onacHocTu
B OTHOWEHUN YCTAHOBNEHHbIX PUCKOB W MONUTUK 6e30nacHOCTU opraHu3auun obbsAcCHAETCA BO3feiicTBMeM, KoTopoe
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cpefia oKka3biBaeT Ha OLEHKY aBTOMaTU3MPOBAHHOW CUCTEMbI, W [eTaNbHOW OCBEAOMJIEHHOCTbLIO O cpeje, KoTopas
AoMmkHa 6bITb 3aperncTpupoBaHa B Lensax 6e30MacHoOCTy.

Kpome TOro, uenu 6e30nacHoCT aBTOMaTU3NPOBAHHOW CUCTEMbI O/KHbLI 06ecneynBaTb paBHOBECUE, OCTUTHY-
TOe Npu MeHeJXMeHTe 06Liero ocTaTtoyHOro pucka.

BO3MOXHO, 4TO6bI pa3Hble JOMeHbl 6e30NacHOCTU aBTOMATU3UPOBAHHON CUCTEMbI OKasblBasn NOAAEPXKY W
peann3oBbiBaNNCb B pasHbiXx cpejax akcnayatauuum. Hanpumep, BO3MOXHOCTb MOHWTOPWHIA aBTOMAaTU3NPOBAHHO
CUCTEMOV BXOAALLETO CETEBOro Tpauka MOXET KOH(UTypMpoBaTbCA KakK «BbIK/IOYEHO», TOrAa Kak BO3MOXHOCTb MOHU-
TOpUHTa aBTOMaTU3NPOBAHHO CUCTEMOI ceTeBOro Tpaduka, BXoAsL,ero BO BHyTPEHHIOW CeTb, KOH(UrypupyeTcs kak
«BKNOYEHO». B pesynbTaTte AN pas/iMyHbIX JOMEHOB 6€30MNacHOCTM MOTYT CyL,eCTBOBaTb pa3/inyHble UAKN YHUKaNbHble
uenu 6esonacHocTu. nsa onpeAeneHHbiX JOMEeHOB 6€30NacHOCTM MOFYT CylW ecTBOBaTh [ONOMHUTENbHbIE Lenun AoBe-
pua ANA BbINOMIHEHUA YHUKA/IbHbLIX TPe6OBAHWI K [JOBEPUIO, NPUMEHUMbBIX TO/ILKO K 3TUM 061acTaMm.

A.1.7 OnpepeneHne KOMNOHEHTOB paclWnpeHns

B HEKOTOpbIX CAy4yasax NOAXOAALLME KOMNOHEHTbI ANA onucaHusa Tpe6oBaHMii 6€30NacHOCTN OTCYTCTBYIOT B CTaH-
paptax cepun MCO.'M3IK 15408 unu B HacTosiwem ctaHgapTe. B Takux cnyvyasx B HacTtosiwem nogpasgene 36C Heo6x0-
AVMO onpefennTb HOBble KOMMNOHEHTbI. HOBble paclWUPEeHHbIe KOMMOHEHTbI MOTYT UCMNO/b30BATLCA ANA ONpejeneHuns
[ONONMHUTENbHBIX PYHKLMOHANbHLIX Tpe6oBaHUin n Tpe6oBaHnini gosepus.

A.1.8 Tpeb6oBaHuns 6e3onacHoCTu

HacTtoswwnii nogpasgen LOMXEH NpefoCcTaBNATb NOJHbLIA U nocnegoBaTenbHblli Ha6op Tpe6oBaHuii 6e3onacHo-
ctn agna COO. Hactoawwuii nogpasfen BkavaeT B ce6s Kak QPyHKLNOHaNbHbIe TpeboBaHNA aBTOMaTM3MPOBAHHON cuc-
TeMbl. Tak 1 Tpe6oBaHUsA A0BEpPUs K 6€30MacCHOCTU aBTOMATU3NPOBAHHOW cucTeMbl. OH NMPUMEHUM Kak K TeXHUYEeCKUM,
Tak W opraHn3auMoHHbLIM Mepam 6e30NacHOCTU, NPejyCMOTPEHHbIM 419 COOTBETCTBUA LenaMm 6e30nacHOCTW aBToMa-
TU3NPOBAHHON cucTembl. T TpeboBaHWA AO/KHbI o6ecneynBaTh afekBaTHyl 6a3y Ans pa3paboTkum npoueccos, Npo-
ueayp. MexaHn3sMoB U ycnyr 6e30nNacHOCTU, KOTOPbI€ MOTYT 6biTb CKOHGUTypMpoBaHbl AN OCYL,eCTB/IEHNSA ONpeeNeH-
HbIX MOMINTUK W NPOTUBOAENCTBUA NAEHTU(DMULNPOBAHHBIM puckaM. O6ocHoBaHMe Tpeb6oBaHWii 6€30NaCHOCTM [O/KHO
[leMOHCTpMpoBaTb NPUrogHoOCTL Habopa TpeboBaHWii 6€30NacHOCTU ANA BbINOMIHEHUA BCex uenei 6esonacHoctn 36C
1 NX NPOCNEXUBAEMOCTb N8 AOCTUXEHNS 3TUX Lenei.

B HekoTopbiX cnyyasax Tpe6oBaHusA 6€30MacHOCTM aBTOMAaTU3WPOBAHHOW CUCTEMbI MOXHO chopMynupoBaTth 6e3
060CHOBaHMA, T.e. OHU He ABMSTCHA CNeAcTBMEM Leneil 6e3onacHOCTU, KOTOpPble CaMu BbiBEfEHbl U3 onpejeneHunii
npo6nem 6e3onacHocTu. B aTux cnyvyasx nogpasfgensl «uenu 6e3onacHocTu» U «onpegeneHue npo6nem 6GesonacHoc-
Tn» B 36C MOXHO ONyCTUTb.

B HacToAwem nogpasaene JO/KHbI U3naratbCa PyHKUUM 6€30NacHOCTU CUCTEMbI U Mepbl oBepus k 6e3onacHo-
CTV cucTembl, Tpebyemble ANA aBTOMATU3NPOBAHHOW CUCTEMbI, MCXOAS M3 3aN0MIHEHHbIX (3aBepLIEeHHbIX) KOMNOHEHTOB
6esonacHocCTH.

BrnosHe BO3MOXHO, 4TO pas3/nyHble JOMeHbl 6e30NacHOCTU aBTOMATW3NPOBAHHOR cuctembl 6yayT peasn3osbl-
BaThbCA B Pa3/INYHbIX cpeaax aKcnayatauuu.

B pesynbTtate MOryT cyw,ecTBOBaTb pas3/NnNyHble WUAU yHUKaNbHble (DYHKLMOHANbHble Tpeb6oBaHUA ANA KaxAoro
foMeHa 6e30MacHOCTN, HEO6X0ANMbIe ANA BbINOSIHEHUS YHUKANbHbIX Leneil 6e30NacHOCTV 3TOr0 JOMeHa. AHaN0rMYHO
TpeboBaHus foBepus K 6€30MacHOCTU He cnefyeT NPUMEHATb KO BCEM KOMMNOHEHTamM aBTOMAaTU3MPOBAHHON CUCTEMbI
B 0MHAKOBOM o6beme. Pa3finyHbiM gomMeHam 6e3onacHocTu, onpegeneHHsiM B 36C. Heobxoaumo pacnpenensatb
COOTBETCTBYIOLLNE YPOBHW U TUMbI [OBEPUSA.

A.1.9 KpaTkasa cneundukayuns COO

KpaTtkas cneyndukaumna COO pgonxHa npefocTaBnATb KOrepeHTHoe, nocnepoBaTtefibHOe U A0CTATOYHO NOJIHOE
onucaHne MexaHU3MOB 6€30MaCcHOCTU, YCNyr, UHTepeiicoB, OpraHM3alNoHHbIX Mep 6e30NacHOCTU U Mep J0Bepus u
[EeMOHCTPpUpOBaTb UX COOTBETCTBME OnpejAesieHHbIM Tpe6oBaHMAM 6e30NacHOCTM aBTOMATU3NPOBAHHOW CUCTEMBbI.
O6ocHoBaHuWe xparkoii cneyndukayum COO A0MKHO NoKasbiBaTb NPUrOAHOCTb (hYHKLMI 6e30nacHOCTU 1 Mep AoBepus
COO gns BbinonHeHns TpeboBaHuii 6e3onacHocTn COO.

Heo6xoanmo, 4To6bl B 36C cofepxanochb JOCTATOYHO WHGOPMALUN O CTPYKType aBTOMaTU3MPOBAHHOW CUCTEMbI
C TeM. YTob6bl YMuTaTeNb NOHAN pelleHne, npegocTaBnseMoe ANSA BbiNOSHEHUA TpeboBaHuii 6e3onacHocTu. Moapob6HO-
CTV onpejefieHNs NOACUCTEM, UHTepP(EeNCcoB N MeXCoeANHEHN U Ha3HayeHne PyHKLMOHaNbHbIX Tpe6oBaHuil pasnuy-
HbIM nojcucTemam, KOTopble 06pasyloT aBTOMAaTU3NPOBAHHYI0 CUCTEMY, [OJ/DKHbI OCTaBMATLCA /19 UCNONb30BAHUA B
nocneaytouieil NpoekTHOW AoKkyMeHTauuu. B cTpykType n kpaTtkoii cneundukaymm 36C AOMXKHbBI yYnTbiBaTbCA B3aWMO-
AeicTBNA Mexay AoMeHamMun 6e30NacHOCTU M JOMeHaMun U Ux cpepoil.

A.1.10 NHhopmauusa o gomeHax 6e30MacHOCTU

Hactoawwuii nogpasgen 36C fonxeH npefocTaBnaTh UHOPMaLNio, OTHOCALLYIOCA K KaXA0MYy JoMeHy 6e3onac-
HOCTW. o6pasylolemMy YacTb MOTHON aBTOMATU3NPOBAHHOI cucTeMbl. B MHhopmaLuu fonxHa NnpeAocTaBNAATLCA TOYHAsA
N KOppPEeKTHasa naeHTuduKaunsa Kaxaoro JomeHa 6e3onacHocTu u cneunduyeckas ANa jomMeHa uHdopmauma o 6eso-
nacHoCTU. KoTopas MoOxeT noTpe6osaTbcs.

Ecnn B COO nmeeTcs TO/IbKO OANH JOMeH 6€30NacHOCTU, ero Heo6A3aTeNbHO ABHO HasblBaTb UAN UAEHTURULK-
poBaTb, U HacToAWMNIA noapasaen cneayeT onyCcTUThb.

NHopmayna ana Kaxaoro gomMmeHa 6e30nacHoCTU JO/IXHa cofepxXaThb:

a) BBeJleHne fJomMeHa 6e30MacHOCTU JOJ/IXKHO NPeAoCcTaB/siTb MApKMPOBOYHYO U onucaTesbHYl WHopmauuio,
HeobxoanMylo ANA ynpasBieHna u ngeHtudukaunn gomeHa 6esonacHoctn 1 COO. K KOTOPOMY OH OTHOCUTCSH, pPe3loMun-
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poBaTb AOMEH W NpeAcTaBNATL B popme oTyeTa. [NA NOoHUMaHUA OusHec-(PyHKUMi gomeHa 6e3onacHOCTM u Tpebo-
BaHWi 6e3onacHoOCTK ero 0630p AO0/XKeEH 6bITb AOCTATOYHO NOAPOGHBLIM;

b) yTBEPX/AEHNA COOTBETCTBUA JJOMEHA 6€30MNacHOCTN [OJKHbI OnpefenaTh No6bie YyTBEPXKAEHUA COOTBETCTBUSA,
yHUKanbHble Ana gomeHa. Ecnum gomeH 6e30nacHOCTV He MMeeT yTBEPX/AeHWii COOTBETCTBUS, HacToAwWMi nogpasgen
MOXHO ONyCTUTb;

c) onpepeneHne npo6nem 6e3onacHOCTW fomeHa 6€30NacHOCTM AO/HKHO onpeaenATb nwb6bie npo6nemsl 6e30-
NacHOCTU. YHUKanbHble Ansa AomeHa. OnpegeneHue npobnem 6e3onacHOCTU JoMeHa 6e30MacHOCTU JOJIKHO BKAKYaTb
B ce6s NMONUTUKM W PUCKU, YHUKaNbHble ANSA AOMeHa. [pn OTCYTCTBUU YHMKaNbHbIX Nnpo6nem 6e30nMacHOCTM fOMeHa
HacToAWMn nogpasfen MOXHO ONyCTUTh;

d) uenu 6e3onacHocTM AomeHa 6e30MacHOCTU [O/IKHbI onpefenATb N6bie Lennm 6e30NacHOCTN, YHUKabHbIe
Ana gomeHa. Llenn 6e3onacHocTy goMeHa 6e30NacHOCTU JOJKHbI BKAoYaTb 8 cebsa uenn 6e30MacHOCTU, JOCTYMHbIE
ANA APYTUX JOMEHOB WM peanu3yemblie ApYyrumu obnactsmu. Mpu OoTCYTCTBUWN YHUKaANbHbIX Leneil 6e3onacHocTn AN
flomeHa 6€e30MacHOCTN faHHbIA noApasfen MOXHO ONyCTUTh;

e) Tpe6oBaHua 6e3onacHocTM gomeHa 6e30MacHOCTU AOMIXHbI onpeaensATb Nobble Tpe6oBaHUA 6e3onacHocTH,
YHUKanbHble ANA goMeHa. Mpyn oTCYyTCTBUM YHUKaNbHbIX TpeboBaHWA 6e30nacHoCTU A4N1a oMeHa 6e30nacHOCTU HacTo-
AWKt nogpasgen MOXHO ONyCTUTb;

f) kpaTkas cneuyndukaums gomeHa 6e30nacHOCTM L0/XHA onpefensiTb Nt0b6ble MexaHu3Mmbl, YCnyru, nutepdein-
Cbl. OpraHn3aunoHHble Mepbl 6€30MacHOCTM U Mepbl 40BEPUS, YHUKaNbHble ANA AOoMeHa. [pn OTCYTCTBUU YHUKaNbHbIX
MeXaHU3MOB, YyCNyr, UHTepMeicoB, opraHnM3aLmnoHHbIX Mep 6€30NacHOCT U Mep [0Bepua HacToAwWwMiA nogpasgen Mox-
HO ONYCTUTb.

A.2 Cneuundukaymns npounein 3awntol CUCTEM

A.2.1 KpaTkuit 0630p

B paHHOM nojpasfene onpefenderca KOHUENUMa u cogepxaHune npoduna sawutsl cuctemsl (M3C).

KoHuenTtyanbHo M3C BbINONHAET Ty Xe PYHKLMIO, 4TO M Npodnab 3alnThl Mo cTaHgapTam cepun MCO/M3IK 15408;
MN3C npefoctaBndet coboit onpegeneHne xapakTepucTUk NPUEeMIEMOro peleHna npob6nembl 6esonacHocTu. OpHa-
ko M3C npuxoaMTCs UMeTb AeN0 C UHTerpaumein TeXHUYeCKUX 1 OpraHn3aynoHHbix Mep 6e30nacHoOCTN, U MOXeT noTpe-
60BaTLCA WHTETPUPOBAHNE MHOTOUYUC/IEHHbIX KOMMOHEHTOB WM NOACUCTEM C Pas3fIMYHbIMWN MONUTUKAMKU 6e30nacHoOCTN
nivnu cpegamu akcnayatauuu.

M3C poskeH 6bITb CNOCO6EH NpeACcTaBNATL BapUaHTbl U YCNOBHbIe pelleHus. Mpumep NpuBoanuTCa B onpejene-
HUK Leneil 6e3onacHoCTU. MoOryT cyl|ecTBOBaTb PELUEHNS KaK TEXHUYECKNX, Tak OpraHu3aunoHHbIX Mep ob6ecneveHus
6e30NacHOCTN, OTHOCALWNXCA K KOHKPETHOMY PUCKY U NPUEMIEMbIX C TOYKM 3peHus akcnayatauyun n ctoumoctu. M3C
MoXeT npeanaratb aBTopy 365C Ha BbI6Op pasnnyHbie npuemsaeMbie U 060CHOBaHHbIE peLleHus.

N3C ponxeH obnagaTtb CNOCOGHOCTLIO NepeAasBaTb onpefenieHHble o6uMe mMepbl obecnevyeHns 6e30nNacHOCTU.
Hanpumep, B opraHm3auum MoxeT 6blTb MPUHATA MOMNTUKA NPUMEHEHUS HEKOTOPbIX OpraHM3aLuoHHbIX Mep 6e3onac-
HOCTU K MH(POPMAaLNOHHLIM CUCTEMAM BHYTPU OpraHusauuu.

HakoHel, cxema getanusauuun MN3C gonxHa obnagatb AOCTATOUYHON TMOGKOCTbIO ANA NOBTOPHOrO UCMNO/b30BAHUA
aBTOMaTU3NPOBAHHON CUCTEMbI, OL,EeHEHHON Ha ocHoBe M3C. B KaYecTBe OLEHEHHOro KOMNOHeHTa 60/bleli CUCTEMBI.

M3C mMoXeT Takxe MCNONb30BATbCA Kak YacTb cneyudukaynyu 3akynku npu npuobpeteHun aBTOMaTU3NPOBAaH-
HOW cucTtembl. insa atoro MN3C gonxeH cofjepxaTb ONMcaHue BO3MOXHOCTel 6e30nacHOCTW aBTOMaTU3MPOBAaHHOW
CUCTeMbl, KOTOPOE [JOJ/IKHO OblTb:

a) 4O0CTaTOYHO NOMHbLIM. K KaXA0MYy PUCKY NPUMEHAIOTCA A0CTATOUYHbIE KOHTPMEPDI, U Kaxjas NoanMTuka opraHu-
3auumn B JOCTATOYHO CTeNeHn oCyllecTBAAETCA NpeAnncaHHoil kombuHauneidr MYHKLNA TEXHUYECKNX U OpraHn3aLnoH-
HbIX Mep 6e3onacHocTV (UK BbiGpaHHbIM BapuaHToM, ecnu M3C ponyckaeT anbTepHATUBbI);

b) COOTBETCTBEHHbIM U HEOGXOAMMbIM pelleHneM 3asaBneHHOol npo6nembl 6e3onacHocTn. KombGuHaunsa yHKunii
TEXHUYECKNX U OpraHn3alMoHHbIX Mep obecneyeHns 6esonacHocTu adheKkTUBHa NPuU NPOTUBOAEACTBUN Henpuemne-
MbIM pUCKam M OCyLW,eCTB/IEHUM MONUTUK 6e30NacHOCTU opraHusaunun, a mepbl foBepus o6ecneynBalT [OCTaTo4HOE
hoBepue K NpaBuUbHOCTU U 3 eKTUBHOCTN peanunsaumm yHkunin 6eszonacHocTu;

C) TOYHOW peanusayuei (koHkpeTusayueit) no6oro MN3C nnm N3. 0 YaCTUYHOM MU NOSTHOM COOTBETCTBUN KOTOPO-
My OHO 3asBnserT.

KoHuenuna n cTpyktypa MN3C oCHOBaHbl Ha pacllMpPeHnn KOHLEeNLUU 1 CTPYKTYpbl Npoduneii 3awunTsl No cTaHaap-
Tam cepun MCO/M3IK 15408. KpaTkoe usnoxeHue pasnuuunii mexgy N3 n N3C npuBepeHo B Tabnuue A.2.

Ta6nuya A.2 — KpaTkoe usnoxeHue pasnunumii mexgy N3 n N3C

M3 npopykra M3 cucremsbl
Cxema fgetanusauuu Cpefi0OTOYEHHOCTb Ha OAHOM  YCU/leHWe BHUMaHUA 6GONbWKUM U 60Nee CMAOXHbIM
«6noke» rpynnupoBKam nNpoyKToB, COCTABNSAOLWMNM aBTOMATH-

3UPOBAHHYI CUCTEMY C (PU3MYECKN pa3bpoCaHHbIM
Ha3HaYeHWeM W UHTEerpupoBaHHbIMKU Mepamu obec-
neyeHus 6e30MacHoOCTM
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OkKOHYaHue Tabnuubl A.2

CpegoTtoyune

OpraHusalunoOHHbIe Mepbl

6e3onacHocTun

OueHka pucka

OnwucaHune 00

N3 npoaykta

Bonee y3koe u cneuunduyec-
Kkoe ana UT

MuHnmanbHoe paccmoTpe-
HWe BHeLWHelh CTOPOHbI OLeH-
KW pucka npegnonaraeT yya-
cTne cpepbl

PaccmaTpuBaeT npoueaypsl,
He cBA3aHHble ¢ WT. kak
npeanonoXeHWsa, cBA3aH-
Hble C COOTBETCTBMEM Mpo-
aykTa

Y3Kuit 1 cocpefoTOYEeHHbIN
Ha UT

M3 cuctemsbl

Bonee wwupokoe, rnékoe; BkAYaeT B cebs acnekThbl
Mep obecneyeHns 6e30NacHOCTU CUCTEMbl — UG-
KOe C y4eTOM MeHsWmnxcs o6cToATeNbCTB AE10BOA
LeATeNnbHOCTH

PaccmaTpuBaeT kak NO/HONPABHOTO NapTHepa C Tex-
HUYeckMmMu Mepamu obecneyvyeHuss 6es3onacHocCTH,
copgelicTBylolero 6e30nacHoOCTM CUCTEMbI A4NA COOT-
BETCTBUSA OpPraHU3auMOHHbIM NOTPEe6HOCTAM

NaeHTUdUUMpyeT PUCKN Kak «M3BECTHbIE», U MOXET
notpe6oBaTbCA OUEHKA OpraHu3aLnoHHbIX mep 6e-
30MacCHOCTM B OTHOWEHUN UX afekBaTHOCTU B cpeae
UHTErpupoBaHHO cucTembl

Bonee wupokoe o6beANHEHNE BHYTPEHHUX MHTEp-
¢deiicoB. a Takxe MHTepdeiicoB ¢ «BHeWHUMHU/guc-

TaHUWOHHbIMN» cucTeMamu, nogcmcremamMmm U Kom-
NOHeHTaMun

A.2.2 CopepxaHue npodunns 3awuTbl CUCTEMbI

N3C ponxeH cooTBeTCTBOBATb Tpe6GOBaHMAM K COAEPXAHUI, W3/T0OXKEHHbIM B HacToswem npunoxexnun. MN3C
[OMKeH 6biTb NpeAcTaBieH B BUEe OPUEHTUPOBAHHOIO Ha NONb30BATENA AOKYMEHTa, MUHUMU3UPYIOLUETO CCbIIKN Ha
Apyroii maTepvan, KoTOpbli MOXeT 6blTb TPYAHOAOCTYNEH A5 nonb3oBatens N3C. O6ocHoBaHne M3C rnoxer npeso-
CTaBMATLCA NO HEO6XOANMOCTU OTAENbHO.

M3C pgomxeH BkNOYaTb B cebs:

a) 06wyt YyacTb, NPUMeHUMYto Ko Bcemy COO:

B) 4acTu floMeHa, OfiHY 4acTb A/ Kax/Aoro gomMmeHa 6esonacHoctu, onpegenedHoro 8 COO. onuchiBawUy0 yHI-
KanbHble acnekTbl 3TOr0 AOMeEHa.

O6uwan yacTb AO/DKHA COoAepXaTb:

a) BeegeHne M3C:

b) yTBEPXAEeHUA COOTBETCTBUA:

c) onpegenexHue npo6nem 6e3onacHocTu:

d) uenn 6e3onacHocTu.

e) onpejeneHne paclMPeHHbIX KOMMNOHEHTOB;

0 Tpe6oBaHus 6e30nacHOCTM.

Ana kaxporo gomeHa 6e3onacHocTu, o6pasylero 4YacTb aBTOMaTU3NPOBAHHOW CUCTEMbI, COOTBETCTBYOL e
M3C. He06X0AMMO BK/IKOUNTD:

a) BBejeHue goMeHa 6e3onacHocTu:

b) yTBEPXAEHUSA COOTBETCTBUA AOMeHa 6e30nacHoCTH;

c) onpefeneHne npo6nem 6e3onacHoCTU goMeHa 6e30MmacHoOCTH:

d) uenn 6esonacHocTn JoMeHa 6e30nNacHoCTU:

e) TpeboBaHus 6e3onacHoCcTM goMeHa 6e3onacHoCTy.

Mpn oTCyTCTBUM peneBaHTHOW MHOpMaLunM HekoTopble pasgenbl M3C MoryT 6bITb He 3anofiHeHbl. OnpegeneH-
Hble noapasgenbl WHoOpMauuy o AoMeHax 6e30NacHOCTW SBASIOTCA NPOU3BOJbHbIMU. X Hafo 0603Ha4YaTb TOMbKO
npyv Hanuuuu y foMeHoB 6e3onacHocTn npobnem, yene nnu Tpe6osaHuii 6e3onacHocTu, KOTopble He oTHocATcs kK COO
B LEIoM.

Cneundukaymm, npeactaBneHHble B HacCTOAWEM nojpasjene, 4acTUYHO 3aMMCTBOBaHbI M3 crneyudukaynii M3,
cofepxauwmxcs B npunoxeHun B k MCO/M3IK 15408-1, N. HaCTUYHO, U3 JONONHUTENbHbLIX Tpe6oBaHunii NM3C. onpeaeneH-
HbIX B HACTOALWEM cTaHaapTe.

A.2.3 BBepeHne npounna 3alinTbl CUCTEMBI

BeegeHue N3C gonmxHo naeHtuduymnposatb N3C n o6ecneynsats 0630p COO u opraHnsaumm gomMeHoB. Beepe-
Hue M3C [0MKHO coaepxaTb ynpas/ieHNe JOKYMEHTUPOBaHMEM M 0630PHYI0 MH(hOPMaLMI0 C YMETOM TOrOo, YTO:

a) naeHTudukayns N3C gonxHa npefocTaBNATb CO60 MapKMPOBOYHYI U onucaTesibHY UHpopmMmauuo, Heo6-
X0AMMYI ANA ynpaBneHus n ngeHtundgukaumm N3C:
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b) kpaTkuii 063o0p COO pgonxeH pestomupoBatb COO. npeactaBneHHblli NM3C B noBecTBOBaTeNbHOW hopme.
O630p AoMxeH 6biTb JOCTATOYHO NOAPOGHBIM, 4TOGbLI NMonb3oBaTenb M3C Mor onpeAennTb ero NoAe3HoCTb ANA cebs.
KpaTkuit 0630p AO/KEH Takke 6biTb NPUrogeH ANA NPUMEHEHUA B KauyecTBe OTAENbHON aHHOTauuu B KaTanorax u
ykasatenax no N3c;

C) B jetanusauuu opraHnsauum AOMEHOB [O/KHO 6bITb onucaHo pasgeneHne COO Ha AOMEHbl C YHUKaNbHbIMU
Tpe6oBaHUAMMN 6e30MacHOCTHU.

He cyuwiecTByeT yCTaHOB/IEHHOIO COAEpPXaHNa Uamn cxembl KpaTtkoro o63opa 06 COO. HO B 0630pe JO/IKHbI OTpa-
XaTbCA Ha3HayeHue WaK 3agava aBTOMaTU3MPOBAHHOIW CUCTEMbI, 0630p CUCTEMbI B KOHTEKCTE CpeAbl ee aKcnayaTauuu
N onucaHue CUCTEeMbl C TOYKM 3peHusA BusHeca ([enoBOVi AeATeNbHOCTU), PYKOBOACTBA M TEXHWYECKON apXUTeKTypbl.
Heo6xoanmo onpeaennTb B3anMocBa3b Mexay COO v BHEWHUMN aBTOMATU3NPOBaHHLIMU CUCTEMAMMU, & TaKKe UHTep-
deiicel mexgy COO n aTUMKU cucTemMamu.

ABTOMAaTW3NpPOBaHHAA cucTemMa COCTOUT W3 OAHOTO WAM HECKONbKWX JOMeHOB 6e3onacHocTu. KaxAablii gomeH
6e30nNacHOCTN BkIOYaeT B Ce6A HEeCKONbKO KOMMOHEHTOB M K HEMY MOTyT NpeAbABAATLCA CO6CTBEHHble TpeboBaHus
foBepua k 6esonacHocTu. Cneyndukayma cTPYKTypbl JOMEHOB [0OJ/XXHa NOAPOGHO AOKYMEHTUPOBATL CTPYKTYPY AOMe-
HoB 6e3onacHoe™, rpaHulbl JOMEHOB U UX UHTepdelichl.

B nyywem cnyyae COO 6yaeT coCcTOATb U3 KOMMOHEHTOB, MO/THOCTbIO ONPeAensaloLWmnX aBTOMaTu3MPoOBaHHY CUC-
TeMy Kak 3aKpbliTblii 06bEKT, B CU/Yy Yero OTCYTCTBYIOT Kakme-nn6o uHTepdeiicbl C BHEWHNMN aBTOMaTU3NPOBAHHbIMU
cuctemamu, He BK/IlOYEHbIe B OLEHKY. C NpakTU4ecKoi TOYKM 3peHUs AaHHbIi Hannyywunii cnyyail MHorga HeBO3MOXEH,
1N Heo6XxoAMMO onpefennTb YeTkoe pasfefneHne yacTeil aBTOMaTn3MpPoOBaHHOW CUCTEMbI, KOTOPble NOABEPTHYTCA OLEH-
Ke B kayecTBe WHTErpupoBaHHON efWHULbI, U YacTeil, He BXOAAWMUX B 06nacTb AeiAcTBNA OLEHKM. KOMMNOHEHTLI, He
BXxoAslmne B 061acTb JeACTBUA OLEHKM, PACCMATPUBAIOTCA Kak YacTb BHELWHNX aBTOMaTU3NPOBaHHbIX CUCTEM.

KoHuenuna aBToMaTM3MPOBaHHOW CUCTEMbl OCHOBaHa Ha MHTepdelicax Mexay ee KOMNOHeHTaMu. be3s MHTep-
heiicoB aBTOMaTU3NPOBAHHON cuCTeMbI He cylecTByeT. CnefoBaTenbHO, NHTepPeicbl KPUTUYECKN BaXHbI AN1A onpeje-
NeHns aBTOMaTW3MPOBAHHOW CUCTEMbI M PAaBHO BaXHbl /1S CNOCOGHOCTM aBTOMaTW3MPOBAHHON CUCTEMbI OCYLLECTB-
NATb NONUTUKY 6e30MacHOCTU Yepe3 ee NHTepdelickl. Cneundurkayns CTPYKTyp AOMEHOB ob6ecneynBaeT 0630p pas3nuy-
HbIX KOMMNOHEHTOB aBTOMaTN3MPOBAHHON CUCTEMBI, BKOYasA CNOCO6 UX coeAnHeHus. leTanu nHTepdeiicoB ocTaBneHbl
B cneundukaynax nHTepdeiicos N8 NPOEKTMPOBAHNA U nHTerpauun. OgHako cneyndrkaLma cTPyKTyp JOMEHOB [O/XK-
Ha onpeAenaTb XxapakTepucTUKM 6e30MNacHOCTM OTAesbHbIX 4OMEHOB, KOTOPble 3ajalnTcsa APYrMM [OMeHaMm, a Takke
ycnyrn no obecnevyeHuto 6e3onacHocTu, npegnaraemble OTAENbHbBIMW AOMEHAMU, HEAOCTYNHbIE APYTUM AOMEHAM.

A.2.4YTBEpPXAEHNSA O COOTBETCTBUM

HacTosiwmnii nogpasgen NpuMeHUM TONTbKO B Cllyyae yTBepxXAeHua cootBeTcTBUss 35C 04HOMY MU HECKONbKUM
N3C. N3 nnn naketam TpeboBaHuii 6e3onacHocTU. HacToAwMmMi noapasfen Takke npejacrasnser CBMAETeNbCTBO TOro,
yto 36C sBnsAeTcs npuemnemoin peanusauyueii nw6oro N3C. M3 nnn naketa Tpe6oBaHuii, COOTBETCTBME KOTOPbLIM
yTBepxaetcsa. O60CHOBaHMEe yTBEPXAEHNA COOTBETCTBUA [JO/IKHO AEMOHCTPUPOBATL COMNacoOBaHHOCTL MexXay uens-
MU 1 Tpe6oBaHusimu 6esonacHocTn 36C n yensmu n tpe6osannsmum MN3C. M3 nnu naketos TpeboBaHwWii, COOTBETCTBME
KOTOpbIM yTBEpXAaeTcs.

OCHOBHOE BHUMaHuWe YyTBEpPXAEeHNs COOTBETCTBUS yAeNsieTcsl «3KBUBANIEHTHOCTU» C TOYKU 3PEHUS COOTBETCTBUSA
OCHOBHOMY Habopy kputepues, nsnoxeHHomy B M3C. N3 nnn naketax Tpeb6oBaHunii. 36C MoOXeT 6bITb PYHKLUOHANBbHbBIM
HaAMHOXEeCTBOM nakeTa WanW Npotunsa, HO OHO He JOJIKHO 6GblTb MOAMHOXECTBOM.

OCHOBHbIM pasnuunem Mexpay yTBEPXAEHUAMU COOTBETCTBUSA aBTOMATU3NPOBAHHON CUCTEMbI W NPoAyKTa 3a-
KnoyaeTcs B TOM. YTO A1 aBTOMATU3NPOBAHHOW CUCTEMbI MOXHO nNepepacnpefensaTb BbiMOSHAEMble (YHKLUN Mexay
4acTAMMN TEXHUYECKUX W OpraHn3alnoHHbIX Mep 6€30MNacHOCTU CUCTEMbI, MOCKOMbKY OHM BCe cuuTalTca Yactbio COO.
Mpwn oueHke NpoaykTa pacnpepeneHe BbINONHAEMbIX PYHKLMIA UT B cpeay, He cBA3aHHY ¢ UT. n3amMeHseT BCIO KOHLUenN-
LU0 NPOAYKTa U aHHYNUPYeT Lenb 4eATeNIbHOCTU N0 OUueHKe NpojykTa.

A.2.50npepenenne npo6nembl 6€30MacHOCTU

A.2.5.1 KpaTkuii 0630p

Mopgpasgen «Onpegenexnve npo6nem 6esonacHocTu» B 36C AonXeH npefocTaBNsfiTb KOrepeHTHoe, nocnepoBa-
TeNnbHOEe W A0CTATOYHO NOSIHOE onpejeneHns npo6nem 6e3onacHOCTU, KOTOPble, Kak npegnonaraetca, MOryT cToATb
nepej aBTOMaTU3MPOBaHHbLIMU CUCTEMAaMW, COTBBTCTBYOLWMUMMU Tpe6oBaHuaM M3C. Mpob6nembl 6e3onacHocTn chopmy-
NMpoBaHbl B pUcKax, KOTOPbIM NPOTUBOAEACTBYeT aBTOMaTU3NpOBaHHas cucTemMa, W NoaMTUKax 6e30nacHOCTN opraHun-
3aunn. nogAepxuBatLLMX UCNONb30BaHNE aBTOMaTU3NPOBAHHON CUCTEMbI U YNPaBAAKLWMNX €. COOTBETCTBYOLWMNX Tpe-
6oBaHuAM M3C. ANA CHUXEHUSA pucka 3TOW CMCTEMbI J0 NPUEMIEMOTO YPOBHSA.

OnpegenexHne npo6nembl 6e3onacHoe™ [O/KHO onpeaenaTb:

a) pucku, npumeHunmble k COO;

b) NoNUTUKM 6e30MacHOCTU opraHusauuu, npumeHumsbie k COO.

B HacToAwWweM NyHKTe AO/HKHbl MAeHTUMNLMpoBaTbCA Npo6ieMbl 6€30NacHOCTU, KOTOPbIe OTHOCATCS K aBTOMaTu-
3MPOBAHHbIM CUCTEMAM, COOTBETCTBYOWMUM TpeboBaHuaM M3C B LenoM. MoxeT ObiTb, YTO pasfiniHbie AOMEHbl 6e30-
nacHOCTM aBTOMAaTU3MPOBAaHHbIX cUCTeM, cooTBeTcTBylWNX M3C. PyHKUMOHNPYIOT B pasHbiX cpegax, U B pesynbrate
MOTYT NMOABUTLCA Pa3/IMYHbIE WU YHUKANIbHbIE NOJIMTUKN WU PUCKN, KOTOPbIE AOJ/DKHbI YHUTLIBATLCA HE3ABUCUMO pas-
NINYHBIMN AOMeHaMn 6e30MacHOCTM aBTOMATU3MPOBAHHOW cucTeMbl. [ns KaxAoro fomeHa 6e30MacHOCTU [OJIXKHbI
6bITb ONpefesieHbl JONOHUTe NbHbIEe NPo6ieMbl 6€30MacHOCTN, NPUCYLIME TOJSIbKO 3TOMY [OMEHY.
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Ecnun oueHka pucka hakTnyeckoil aBTOMaTU3MPOBAHHONW CUCTEMbI YKa3biBaeT Ha Halnyne PUCKoB, He NAeHTUdKn-
LMpoBaHHbIX B M3C. HE06X0ANMMO N3MEHUTb FPAHNLbl CUCTEMbI 415 YCTPAHEHNS 3TUX PUCKOB MU BBECTU AOMNONHUTENb-
Hble PUCKW B MYHKT «upaeHTudmnkaumna pucka» 36C.

3Has, 4To HacToAweMy nogpaseny npeglecteyeT «eefeHne COO». BaxHO, YTo6bl 060 MaTepnan, npeacTas-
NeHHbI B HacTosAweM nyHkTe M3C. cooTBeTCTBOBAN MH(OpMauuu, nmetouieiica B nogpasgene «ssegeHne COO».

A.2.5.2 NpeHTudunkaunsa puckos

B HacToAlWeM NyHKTe BCE pUCKU, NnpuMeHuMble K COO. fOMKHbI ONUCbIBATLCSA Ha OCHOBE OLEHKW pucka aBToma-
TU3NPOBAHHOW CUCTEMbI UAN TUNOB aBTOMATW3NPOBAHHOW CMCTEMbI, OxBaTbiBaeMbix M3C. KaxAblii puck Ao/KeH kaTe-
ropu3npoBaTbCa Kak «NpuUeMaeMbii» UAN «HenpuemaemMblii», T.e. TPeOYWMNA CHUKEHNA WAKN yCTpaHeHusa nocpep-
CTBOM TEXHUYECKUX WU OpraHu3aunoHHbiX Mep B npegenax COO. MpuHATbIE PUCKN TEM He MeHee [O0JIKHblI naeHTudun-
LMpPOBaTLCA. NOCKO/IbKY NPUEMAEMOCTb PUCKOB MOXET CO BPEMEHEeM W3MEeHUTbLCS.

MepeyeHb PUCKOB A0/KEH BX/AOYarb B ce6A pucku, cBA3aHHble C pa3paboTKoil aBTOMATU3NPOBAHHOW CUCTEMBbI.
OnucaHne Kaxjoro pucka JoMKHO 6biTb OCTATOYHO NOAPOGHBLIM, YTO6GLI UAEHTUDULMPOBATL aKTUBbI UK TUMbI akTUBAa,
KOTOpble MOTYT 6bITb MOBPEXAEHbl UM CKOMNPOMETUPOBAaHbI, YIPO3bl U YA3BUMOCTU, OTHOCALMECH K KaXA0MYy akTuey
WU TUNY akTuBa, W BO3[eNCTBME YCMELWHOW atakn. Yrposbl [OJIKHbI XapakTepn3oBaTbCs, UCXOAS U3 UCTOUYHWUKOB 3TUX
Yyrpo3 1 X NOTeHUMaNbHO HEFaTUBHOTO BO3AeiCTBUSA HA akTUBbI. MpU OLEeHKe PUCKOB AO/KHbI NAEHTU(MNLMPOBATHLCS BCE
BO3MOXHble PUCKM AN1A aBTOMATU3NPOBAHHbIX CUCTEM, COOTBETCTBYOWMUX TpeboBaHuam MN3C.

MpumeuyaHune — VICTOYHUKN YrpO3 MOTYT BKAOYaTb B cebA NpupofHble SBMIeHNS, TakMe Kak katacTpodbl, a
TakKXe 4yenoBeka M co3[aHHble UM crneunasibHble KOMNbTEPHbIE NpPOrpamMmbl.

Co BpeMeHeM MOryT MAEHTU(MNLMPOBATLCA [OMNOMHUTENbHbIE PUCKA WUAN U3MEHATLCA NOCNEACTBUA HapylleHus
6e30nacHoOCTN. B TeueHne XU3HEHHOTO LKKIa CUCTEMbI OL,eHKa pucka [0/kHa noBTopsATbes. M3C 06HOBNATHCA W. ecnn
370 HEe06XOAMMO, aBTOMATU3NPOBAHHAS CUCTEMAa — OLEeHNBATbCS NMOBTOPHO.

B HacToAweMm noapasjene AO/KHbI MAEHTUOULNPOBATLCS U KATEropupoBaTLCSA PUCKU, CBA3AHHbIE C 3KCnayaTa-
uneit cuctem, y[0BNETBOPAKOLWNX B LesioM TpeGoBaHusamM M3C. HanpuMep, puUcku, cBsizaHHble ¢ paboTHUKaAMKU nau 6um3-
Hec-akTMBamu. HekoTopble PUCKWM, HANPUMep, PUCKU, CBA3AHHble C 06pabOTKON NPUMOXEHWUI, MOTYT OTHOCUTHLCA TOJb-
KO K onpeAeneHHOMY fJoMeHy 6e30MacHOCTU U. C/le0BaTENbHO, NAEHTUPULNPOBATLCA U aHAN3UPOBATbLCA TOMbKO ANSA
3TOro fOoMeHa.

A.2.5.3MNonutnkn 6e3onacHocTn opraHusauuu (MBOP)

B aBTOMaTU3NpOBaHHbLIX cucTemMax o6nacTb npumeHeHus MBEOp pacwmpeHa ANA BKAOYEHUS B Hee npobnem
ynpaB/fieHNs npoueccamMy XW3HEHHOTro UMKNa u akcnayaTauuu, KOTopble HEe paccmMaTpuBalTCA BO BPeMs OLEHKU No
cTaHgapTam cepun NCO/M3IK 15408. MonnTukn ynpaBaeHUs npoLeccamMmm XU3HEHHOTO LKMKna 1 akcnayatauum BkawYa-
10T B cebs:

a) OCHOBHble 3aKOHbl WU ANPEKTUBbI:

b) HEMPEpPbIBHOCTb [€/10BOW [eATeNbHOCTH;

C) cornalweHns no NpUMEHeHUsIM BHYTPW opraHusauuu (T.e. BHyTpucnyxe6Hoe cornalieHne uan MemopaHaym o
B3aMMOMNOHWMaHWN).

A.2.6 Llenn 6e3onacHocTun

Llenn 6e3onacHocTu, cojepxauimecs B nogpasgene «uenu 6esonacHoctu» M3C. gomkHbl ob6ecneunBatb Kore-
peHTHOe. nocnejoBaTeNibHOe U A0CTATOYHO NOJIHOE BbICOKOYPOBHEBOE ONUcaHne pelleHns 6e30nacHoCTU, OCHOBAHHO-
ro Ha onpefefsieHNn HenpuemaemblX PUCKOB U NONUTUK Ge30nacHOCTW opraHu3auun B pasgenie onpefeneHns npoénem
6e3onacHoCcTW. BbiCOKOypOBHEBOE onucaHne oCyLLecTBNAETCA, NCXOAA U3 (PYHKUMOHANbHBIX Leneil 6e3onacHocTu, Ko-
Topble BNOCMAEACTBAMN pacnpefensiioTcs MexXAy TeXHUYEeCKUMU U OpraHu3auuoHHbIMKW Mepamu 6e3onacHOCTU aBToMa-
TU3NPOBAHHbIX CUCTEM, yA0B/ieTBOPAOLWMNX Tpe6oBaHnaM M3C. nan Apyrnx aBTOMaTU3NPOBAHHbIX CUCTEM, COMPSKEH-
HbIX C flaHHOW cucTemoii. O60CHOBaHNE [O/KHO AEMOHCTPUPOBAThL, YTO yCTaHOB/IEHHbIE Lenn 6e30nacHoOCTM npocre-
XWBAKTCA [0 BCeX acnekToB, yka3aHHbIX B onpeeneHun npobnem 6esonacHoctn 36C v npurofHbix Ans ux obecneve-
Hus. O60cHOBaHMEe A0/KHO o6ecneynBaTb MOJHYIO NMPOCMEXMBAEMOCTb MEXAY 3asBfE€HHbIMU Lensamu 6e3onacHocTu
N BCeMW acnektamum (hOpmMynupoBku nNpo6nembl 6e30MacHOCTM M MMeTb AOCTATOYHO WHOpMauun NS onpepeneHns
3 heKTMBHOCTN NpOTUBOAENCTBUA Leneil 6e30NacHOCTN YCTAHOBEHHbIM HEMpUeM/IEMbIM PUCKaM U OCYLLEeCTBNEeHUSN
YCTaHOB/IEHHbIX NONUTUX 6€30MacHOCTN opraHusaunm.

CyuiecTByeT ApYroil Tun uenn 6e3onacHoCTA, yNnpasisaoLWmni NPOBEPOYHLIMY 4EACTBUAMMN NO CO3JaHNI0 U aHANN3y
cBMAeTeNbCTBA W HAGMIOLEHUI0O M UCMbITAHWIO peanusalun Ha cooTBeTCTBUE Tpe6GoBaHWAM. O60CHOBaHME 3TOMY TuMy
uenu 6e3o0nacHOCTN 06bIYHO HE NPMBOAUTCA NMPU oueHKe No cTaHgapTam cepum NCO/MIK 15408 (T.e. KOHKpPETHbIe uenu
6e30MacHOCTU He COMOCTaBNAKTCA C KOHKpeTHbIMU Tpe6oBaHuaMu gosepusa). B pesynbTate nmeetca mano uHdgopma-
unMn. ecnu Takoeaa Booblle nMeeTcs, B AokymeHTax M3/36 npogykTa, 060CHOBbLIBaOLWEro BbiGpaHHble Mepbl A0BEPUS.
OpHako ANA aBTOMAaTU3UPOBAHHON cucTeMbl HeobxoAmMMa YeTkas pOpMynupoBKa Lenei foBepus, BbiBeAeHHAs W3
acnekTtoB gosepua npob6aembl 6e€30NacHOCTM AN 060CHOBAHUA Mep J0BEPUS, NPUMEHUMbIX K aBTOMaTU3NPOBAHHOW
cucteme B LenoOM. ATU Mepbl JOBEPUA MOXHO NPUMEHUTbL K cpefe pa3paboTtkm COO unu cpepe akcnayatauuu.

dopmynupoBka Leneili 6e30NacHOCTM [O/IXHA OxBaTbiBaTb BCe Tpebyemble Mepbl o6ecneyeHus 6e3onacHocTy,
BK/l0OYas 06e Mepbl, CyllecTBOBaHME KOTOPbIX Npejnosiaraetcs, U Mepbl, KOTOPble JO/KHbI GbiTb MPUHATHI KakK YacTb
peanusauuy aBTOMaTU3UPOBAHHOW CUCTEMBI.

38



FTOCTPNCO/M3KT019791— 2008

Lienn 6e3onacHocTu, BbGpaHHble 4NA peanunsalum ofAHOro acnekta npo6nembl 6e30nNacHOCTU, MOTYT Takxe o6ec-
neynsBaTb PeLIEHNA UM YacTUYHble pelleHnsa B APYrnx o6nactax. B yacTHocTu, uenn 6e3onacHOCTM MOryT agpecoBaTb
pUCKW, NPUHATbIE NOC/ME OLEHKU pucka, T.e. KATETOPMUPOBAHHbIE KakK AONYCTUMble, NPpUeMaeMble, NepefaBaemMble Waun
puUCKK, KOTOPbLIX Hapo nsberatb. Mofo6HbIE B3aUMOCBA3N AO/KHbI ObITh NAEHTUMNLNPOBAHbLI N 3apPerMCTPUPOBaHbI, Tak
Kak NpuemMnemMocTb PUCKOB MOXET CO BPEMEHEM W3MEHATbLCA.

Llenn 6e3onacHOCTU NpeoCTaBAAT HA CAMOM BbICOKOM YPOBHEe (hOPMYynMpPOBKY cTpaTernn n donnocodun npotm-
BOAEWCTBUA OnpeAeneHHbIM puckax» W ANA OCyUWecTBNEHNA onpefeneHHblX NONNTUK 6e3onacHoCT opraHmsauuun. Ans
aBTOMaTU3NPOBAaHHbIX CUCTEM KPUTMYECKW BaXHOW ABNAETCSH TOYHOCTb Ueneil 6e3onacHocT. TOYHOCTb TpebyeTcs Kak
B OTHOLEHUWN TOro, Kak Lenu nNpocnexuBalT U BKAOYAT GOPMYyNNPOBKX, NPUHATbIE Npu onpegeneHun npobnem 6eso-
nacHOCTU. Tak W Kak uenu 6e3omacHOCTVW pacnpefensioT peleHne KOMNOHEHTaM aBTOMAaTU3MPOBAHHOW CUCTEMbl U
dusnyeckum npoueccam.

B OTHOLWEHWN YyCTAHOB/IEHHbIX PUCKOB W NMOMIMTUK 6G€30MacHOCTU opraHusauun uenm 6e30nacHoCTU JOMKHbI pac-
cmaTpuBaTtbcs 6onee nogpob6HO, Yem B OTHOWeEHUN npofykTa. Bonee nogpo6Hoe paccmoTpeHune ueneii 6esonacHoOCTH
B OTHOWEHWN YCTAHOB/IEHHbIX PUCKOB W MOAMTUK Ge3onacHOCTU opraHu3auun obbsicHAeTCcA BO3felicTBMEM, KOTopoe
cpefa oka3biBaeT Ha OLEeHKY aBTOMAaTUM3MPOBAHHO CUCTEMbI, W AeTanbHO OCBEAOMJIEHHOCTbIO O cpefe, koTopas
AO/KHA 6bITb 3aperucTpupoBaHa B Lenax 6e30MacHOCTH.

Kpome Toro, uenn 6e3onacHoCTM aBTOMATU3NPOBAHHON CUCTEMbI LOJXHbLI 06ecneynTb paBHOBecue, focTurae-
MOe Npu MeHefXMeHTe o6l ero ocTaTO4YHOro pucka.

B03MOXHO, 4TOGbI pasHble AOMEHbl 6€30MacHOCTM aBTOMATU3UPOBAHHOW CUCTEMbl OKasbiBann NOALEPXKY W
peanu3oBbiBaNNCb B pasHbiXx cpejax akcnayatauuum. Hanpumep, BO3MOXHOCTb MOHUTOPUHIA aBTOMaTU3NPOBAHHOW
cucTemoli BXOAALLEero ceTeBoro Tpauka MoxXeT KOHPUTYpUpPOBaTLCA Kak «BbIK/TIOYEHO», TOr4a Kak BO3MOXHOCTb MOHM-
TOpPUHTa aBTOMAaTU3NPOBAHHON CUCTEMOI ceTeBOro Tpaduka, BXoAsL,ero BO BHYTPEHHIOW CeTb, KOHUIypupyeTcs Kak
«BKNOUYEHO». B pesynbTaTte ANA pas3fnyHbIX JOMEHOB 6€30MacCHOCTM MOTYT CYL,eCTBOBATb pa3/iniHble U YHUKabHble
uenu 6esonacHocTu. Ans onpefeneHHbiX JOMEeHOB 6e30NacHOCTM MOTyT CylWecTBOBaThb [ONOMHUTENbHbIE LUenun AoBe-
pusi ANs BbINOMIHEHUSA YHUKANbHbIX TPe6GOBaAHWI K LOBEPUID, NPUMEHUMbIX TO/IbKO K 3TUM 061acTsiMm.

A.2.7OnpefeneHve KOMNOHEHTOB pacwupeHuns

B HEKOTOPbIX CAyYyasax NOAXOAALIME KOMMOHEHTbl ANsi onucaHusa Tpe6oBaHuii 6€30NacHOCTM OTCYTCTBYIOT B CTaH-
paptax cepun NCO."'M3IK 15408 nnm B HacToslem cTaHfapTe. B Takux cnyyasx B HacTtosAwem nogpasgene N3C Heob6xo-
AVMO onpefenuTb HOBble KOMMNOHEHTbl. HOBble pacliMpeHHble KOMMOHEHTbl MOTYyT WCMO/Ib30BaThbCA A5 OnpejeseHus
[ONONMHUTENbHbIX PYHKLMOHANbHBIX Tpeb6oBaHWn 1 Tpeb6oBaHWii foBepus.

A.2.8 Tpe6oBaHua 6e3o0nacHoCTm

HacTtoswuii nogpasfen A0MXeH NpefocTaBAATb NOMHbLIA U NocnefoBaTeNbHblI Habop Tpeb6oBaHMii 6e3onacHo-
cTu gns COO. OH Bk/AOYaeT B cebs kak pyHKUMOHANbHbIe Tpe6oBaHUA 6e30NacHOCT aBTOMATU3NPOBAHHOW CUCTEMBI,
Tak U Tpe6oBaHMA K LOBEPUIO 6€30MACHOCTU aBTOMAaTU3NPOBAHHON CUCTEMbl. DTO OTHOCUTCS Kak K TEXHUYECKUM, Tak n
opraHu3aLuoHHbIM Mepam 6e30MacHOCTU, KOTOPble AOJ/DKHbI NPeAoCTaBAATLCA A/ BbIMOMHEHUS Leneil 6e3onacHoCcTu
aBTOMAaTM3MPOBAHHOW cucTeMbl. TN Tpe6oBaHUA AOMKHbLI 06ecneynTb aflekBaTHYyl OCHOBY ANA pa3paboTku npouec-
COB. Npoueayp, MeXaHn3MoB 1 ycnyr 6e30nacHOCTU, KOTOPble MOXHO KOH(UTypupoBaTb AN OCYL| eCTBAEHUA onpepje-
NEHHbIX NOMMTUK U NPOTUBOAEWCTBMA UAEHTUDNLMPOBAHHBLIM puckamM. O60cHOBaHWe Tpe6oBaHuii 6€e30NacHOCTU JOMXK-
HO MPOAEMOHCTPUPOBATL MPUrOAHOCTb Habopa ANS BbINOMIHEHUA Bcex Leneil 6esonacHoctn 36C 1 nx npocnexusae-
MOCTb JOCTWXEHUS 3TUX Leneil.

B HekoTOopbiX cnyvaax Tpeb6osaHusa 6esonacHocTu B M3C moryT usnaratbca 6e3 060CHOBaHUA, T.e. OHWU He
ABNAKTCA cnegcTBueM ueneil 6e3onacHocTn, KoTopble caMu BblBefeHbl W3 onpegeneHunii npo6nem 6e30NacHOCTY.
B aTux cnyyaax nogpasfens! «uenun 6e3onacHocTu» n «onpegenexHne npo6nem 6e3onacHocTu» B M3C MOXHO ONYCTUTB.

B HacTofiwem nogpasaene JOMKHbI u3naratbcst PyHKUUM 6G€30MACHOCTU CUCTEMbI U Mepbl JOBEPUA K 6e30nacHo-
CTU cuctembl, TpebyemMble AN aBTOMATU3UPOBAHHO CUCTeMbl, COOTBeTCTBYOW el Tpe6oBaHusm MN3C. ucxoasa ns 3aeep-
WeHHbIX KOMNOHEHTOB 6€30MacHOCTH.

BrnosHe BO3MOXHO, 4YTO pas/inyHble AOMeHbl 6€30NacHOCTU aBTOMAaTU3NPOBAHHbIX CUCTEM, COOTBETCTBYHOLLUX
Tpe6oBaHusam M3C. oka3blBAOT NOALEPXKY N PEeanun3yloTcs B pas/iMyHbiX cpedax akcnayatauuu.

B pesynbTate MOryT cyw,ecTBOBaTb pas/WyHble WU YHUKaNbHble (MYHKLWOHANbHbIe TPeGOBaHUA ANS KaXAoro
AoMeHa 6e30nacHOCTW, HEO6X0AUMbIE A/t BbINMOJIHEHUSA YHUKAbHbIX Leneii 6e30nacHOCT 3TOro AoMeHa. AHaNorMYyHo
Tpe6GoBaHus foBepus kK 6€30NaCHOCTU HeNb3si NMPUMEHATb KO BCEM KOMMOHEHTaM aBTOMAaTU3MPOBAHHON cUCTeMbl B
ofnHakoBOM o6beme. Pa3nnyHbiM goMmeHam 6e3onacHocTu, onpegeneHHbiM B M3C. Heo6xoAMMO pacnpefenstb COOT-
BETCTBYIOLLME YPOBHU U TUNbI 4OBEPUS.

A.2.9 ucpopmaumns o gomeHax 6e3onacHocTu

HacTtoawwuii nogpasgen N3C fonxeH NpefocTaBNATb MHpOPMaLMIo, OTHOCALLYIOCS K KaXAoMy fJoMeHYy 6e3onac-
HOCTW, uMetoweMy nosiHomouma oT M3C. OH gosmkeH obecneynBaTb TOUHYIO W NPaBUbHYIO WAEHTUdUKALWIO KaxAoro
AomeHa 6e3onacHOCTM U UHopMaLuio No 6e30NacHOCTH, ABNAOLWYIOCA cneunduryeckoin ansa nNwb6oro goMeHa.

Ecnn N3C He flaeT nonHomouunsa 6onee 4Yem OAHOMY fOMeHY 6e30NacHOCTU, ero He cneAyeT HasblBaTb ABHO MW
naeHTUULMpoBaTh, M 3TOT NoAgpasaen cnepyert onyctuts. Cneayet oTMETUTL, YTO COOGPaXeHUs, CBA3aHHbIe C apXMTek-
Typoii. MoryT o3HauyaTb, 4to 36C. ocHoBaHHOe Ha M3C. BBOAWUT AOMNONHUTE/IbHbIE fOMEHbI 6€30MacHOCTU C LeNbio
ocywecTBneHns peHtabenbHoro peweHusa npo6nem 6es3onacHocTy.
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MNHdopmaLmus o kaxaoM fgomeHe 6e30nacHOCTN A0/KHA CoaepxXaTb CnefyloLyo NHpopMaLmio:

a) BBefleHne AoMeHa 6e30MacHOCTM [OJIKHO NPejocTaBAATb MapKUPOBOUYHYIO W OnMUcCaTENbHYIO MHMOPMAaLNi0
ANS ynpaBneHna v uaeHtudukaumm gomerna 6esonacHoctn 1 COO. kK KOTOPOMY OH OTHOCUTCS, U pe3loMUpoBaTh 061acTb
B (hopme oTyeTa (noBecTBOBaTeNbHOW hopme). ObWee NONOXEHUE AOMXKHO 6GbiTb AOCTATOYHO NOAPOGHBIM ANA NOHU-
MaHua 6usHec-pyHKUMIA goMeHa 6e30MacHOCTM U ero TpeboBaHWn 6e30nacHoOCTU:

b) yTBEPXAEHNA COOTBETCTBUSA JOoMeHa 6€30MacHOCTI A0/IKHbI OnpeaensTh N6ble yTBEPXKAEHUS COOTBETCTBUSA,
YHUKanbHble Ana 3T0ro gomeHa. Ecnm y gomeHa 6e30nacHoCTM NoJ06HbIE YyTBEPX/AEHUS OTCYTCTBYIOT, 3TOT nojpasjen
MOXHO OMyCTUTb:

c) onpegeneHve npobnem 6e3onacHocTU gomeHa 6e30MacHOCTU AOMXHO onpefensATb N6ble Npo6nembl 6e30-
MacHOCTW. YHNUKaNbHble /151 3TOTO JOMEHa, a Takxe BK/10YaTb B Ce€65A NOMNTUKN U PUCKW, YHUKANbHbIE ANs AoMeHa. Ecnu
y AoMeHa 6e30MacHOCTU OTCYTCTBYIOT yHUKabHble Npo6ieMbl 6€30N1acHOCTM, 3TOT NoApasfen MOXHO OMyCTUTh;

d) yenu 6esonacHocTn foMeHa 6€30MacHOCTM AOJKHbI OnpeAensTb NMo6bie Lenn 6e30NacHOCTU, YHUKaNbHble
[ANS 3TOT0 fOMeHa, a Takxe nobble Lenn 6e30nacHoCTy, KOTOpble JOCTYNHbI APYTMM AOMEHaM UK KOTopbie peannsytoT-
ca Apyrumun fomeHamu. Ecnm y fomeHa 6€30MacHOCTU OTCYTCTBYIOT YHUKa/bHble Lienin 6e30MacHoCT, 3TOT nogpasgen
MOXHO OMyCTUTb:

e) Tpe6oBaHua 6e3onacHoCTN gomMeHa 6e30MacHOCTU [O/IXHbI onpeaensATb Nobble Tpe6oBaHuA 6e3onacHocTH,
YHUKanbHble ANA 3TOro gomMeHa. Ecnn y pomeHa 6e30nacHOCTM OTCYTCTBYIOT YHUKanbHble Tpe6oBaHUs Ge3onacHocTwH,
3TOT noApasfAes MOXHO ONyCTUTb.
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MpunoxeHune B
(o6a3aTenbHoOE)

dyHKLMOHaNbHble Tpe6oBaHWs 6e3onacHocTH
aBTOMATU3NPOBAHHbLIX CUCTEM

B.1 BeegeHue

B gaHHOM npunoxeHun onpepeneHbl PyHKUMOHaNbHble TpeboBaHWsa K mepam ob6ecneyeHns 6e30MacHOCTM aB-
TOMaTU3NPOBAHHbIX CUCTEM, OXBaTbiBalOLWMe acnekTbl ynpaBieHusa u npoueaypHble acnektol COO. OnucaHHble HUXe
TpeboBaHNA UCNONb3YIOTCSA B COYETAHUWN C TEXHUYECKUMU (PYHKLMOHANbHbIMKU TpeboBaHusmu no MCO/M3IK 15408-2
Ans ynoBnetBopeHus ueneii 6esonacHoctn agns COO. MCO/M3IK 15408-2 ucnonb3yeTcs B kKauecTBe OCHOBbI A1t CTPYK-
Typbl 3TUX KOMMNOHEHTOB.

®yHKUMOHaNbHble Tpe6oBaHNs kK Mepam obecevyeHns 6e30MacCHOCTU aBTOMATU3MPOBAHHbBIX CUCTEM Knaccuduum-
pyloTCca no paccmaTtpuBaeMblM o6bekTaMm, (PYyHKLMOHANbHbBIM 061acTAM U [eACTBUAM.

O6BbEeKT — HenocpefCTBEHHbI 06BEKT NpuMeHeHUss mep o6ecneyeHus 6e30MacHOCTU, Takol Kak 6GU3Hec-AaH-
Hble. cpefcTBa 06paboTkn uHpopmauun nnm cuctemol UT. dyHKuMoHanbHaa ob6nacTb — 06bEKT ANA Takux onpeje-
NeHHbIX onepawuuit, kak NoNuTUKa, MeHed)XMEHT PUCKOB WU perucrpauus,'sannce. Kaxaas dyHkumoHanbHas o6nactb
ob6pasyeT B pamkax knacca cemeiicTso.

[leiictBue — onepauusa B onpefAeneHHol yHKUMOHaNbHOW o6nacTu; AeiicTtBue o6pasyeT KOMMNOHEHT B pamkax
cemMelicTBa. 3NnemMeHTaMu SABNAKTCA KOHKPETHble onpejeneHua npasun W npouefyp ANa mep obecneuveHns
6e3onacHoCTK.

B faHHOM MpUNOXeHWW onpeAesieHbl HOBble KacCbl OpPraHM3auuoHHbIX Mep 6e3onacHocTu. OHW BkAOYalT
B ceba:

a) agmuHuctpuposaHue (FOD): cneunduumpyeT Tpeb60BaHMA K OpraHW3aLMoOHHbBIM MepaM, CBA3aHHbIM C agMu-
HUCTPUpPOBAaHUEM;

b) cuctembl UT (FOS): cneynduympyet Tpe6oBaHNS K OPraHM3aLMoHHbIM MepaMm, NnoAaepxXusarLime Mcnob3o-
BaHue cuctem UT n obopypoBaHus;

c) akTuBbl nonb3osatenei (FOA); cneundnynpyet Tpe6oBaHUsA K OpraHn3aLoHHbIM Mepam, CBA3aHHble C ynpas-
NeHvemM akTusamu nosb3oBaTenei:

d) 6usHec (FOB): cneyncuumpyeT Tpe60BaHUA K OpraHu3auuWoHHbIM Mepam, CBsi3aHHble ¢ 6U3Hec-npoueccaMmu
N PyHKLMAMK:

B) annapatypa u o6opygosaHne (FOP); cneuynduumpyet Tpe6oBaHWs K OpraHu3auMOHHbIM Mepam, CBA3aHHble
c 6usHec-o6opypoBaHMem, annapaTypoii u 3gaHusamu (COOpyXeHUusaMu);

f) TpeTbn cTopoHbl (FOT); cneynduumpyet TpeboBaHna K OpraHM3aLMOHHbLIM Mepam, CBA3aHHble C TPpeTbUMu
cTopoHamu;

A) ynpasnenue (FOM); cneynduuympyet Tpe6oBaHNA K OpraHM3aLuoHHbIM Mepam, CBA3aHHble C [esiTe/IbHOCTbIo
no MeHeaXMeHTy 6e30nacHoOCTHU.

CemeiicTBa (hyHKLWIA OpraHn3alMOHHOTO ynpaB/eHUs B pamMkax 3TUX klaccoB npuBefeHbl B Tabnuue B.1.

Ta6nunya B.1 — CewmelicTBa (hyHKUNIA OpraHM3aLMOHHOro ynpasneHus
Knacc CewmeiicTBo

AamunHuctpuposaHue (FOD) AamuHuctpuposaHue nonutuk (FOD_POL)
AQMUHNCTPUpPOBaHME NO OTHOWEHUIO K nepcoHany (FOD_PSN)
ApmMuHucTpuposaHue ynpasneuus puckamu (FOD_RSM)
ALMUHUCTpUpOBaHue ynpasneHus unHungeHtamum (FODJINC)
AQMUHUCTpUpOoBaHue opraHusauum 6esonacHoctn (FOD_ORG)
AAMUHNUCTPUpOBaHMe cornawennii 06 ycnyrax (FOD_SER)
Cuctembl AT (FOS) Monutuka ana cuctem UT (FOS_POL)_
Kondurypauyus cuctem UT (FOS_CNF)
CeTteBas 6e3onacHocTb cuctem UT (FOS_NET)

MoHuTopuHr cuctem UT (FOS_MON)
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OkKoHuYaHue Tabnuubl B.1

Knacc

Cuctembl UT (FOS)

AxTuBbl nonb3osaTeneii (FOA)

BusHec (FOB)

O6opypoBaHue n annapartypa (FOP)

TpeTbu cTtopoHbl (FOT)

YnpasneHue (FOM)

CewmelicTBO
YnpaBneHue nepcoHanom cuctem UT (FOS_PSN)
AxTuBbl cuctem UT B aBTOMaTM3npoBaHHbIX cuctemax (FOS_OAS)
MpoTokonupoBaHue B cuctemax UT (FOS_RCD)
3awuTta npusaTtHbIX AaHHbIX (FOAPRO)
3awmrta uHhopmaumm B aktusax nonbzosatenet (FOAINF)
BusHec-nonntukn (FOB_POL)
HenpepbiBHOCTL 6u3Heca (FOB_BCN)
MepepBuxHoe ob6opyaosaHne (FOP MOB)
CbemMHoe o6opypoBaHne (FOP_RMM)
AucTtaHunoHHoe o6opygosaHue (FOP_RMT)
CuctemHoe ob6opypoBaHue (FOP_SYS)
YnpasneHue annapatypoit (FOP_MNG)
O6a3atenbcTBa TpeTbUx cTopoH (FOT_COM)
YnpasneHue B3aumogeiicteuem c Tpetbeit ctopoHoit (FOT_MNG)
YnpaBnexHue napametpamun 6esonacHoctu (FOM_PRM)
YnpaBneHue knaccudukaumeit aktusos (FOM_CLS)

YnpaBneHue 06A3aHHOCTAMKW NepcoHana, CBsA3aHHbIMU C 6e30-
nacHocTbio (FOM_PSN)

YnpaBneHue opraHusauuneii 6esonacHoctn (FOM ORG)

YnpaBneHue otyetamu o 6esonacHoctn (FOMJINC)

3aBUCUMOCTN MeXAY KOMMNOHEeHTaMn 3TUX CEeMeNCcTB nokasaHbl B Tabnuue B.2. [nA KaxX[oro W3 KOMMOHEH-
TOB. OT KOTOPOrO 3aBUCUT KakKon-nn6o (hYHKUMOHAsNbHbI/A KOMMNOHEHT, BblgefieHa KOo/MoOHKa Ta6nuubl B.2. 3HakK «X»
B Tabnuue B.2 ykasblBaeT Ha Hanuume 3aBUCUMOCTW MEXAY paccMaTpuBaeMbiMW KOMMNOHEHTAMW 3TUX CEMENCTB.

Ta6nuya B.2— 3aBUCMMOCTU MEXAY KOMMNOHEHTAMWU OPraHW3aLMoHHOrO ynpasaeHus

*n

KOMMNOHEeHTHI ,8
cemeliicTe 3
z

CNm o]
0w

TN

FODJNC.1
FDS_SER.1
FOS_POL.1
FOS_PSN.1 X X

FOS_OAS.1
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OKOHYaHue Tabnuubl 2
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FQAJNF.1 X

FOB_POL.1 X

FOB_BCN.1 X

FOP_MNG.1 X

FOT_MNG.1 X

FOM_PRM.1 X

FOM_PSN.1 X
FOM_ORG.1 X

FOM_ORG.2 X

HekoTopble Tpe6oBaHNA ANS OpraHu3alnoHHbIX Mep obecnevyeHns 6e3onacHoOCTU Bcerga peanusyloTca Kak opra-
HU3aLoHHble Tpe6oBaHUA W. cnefoBaTeibHO, onpeaenatTcs kak OPb. Apyrne Tpe6oBaHWs MOryT 6biTb OpraH1M3aLoH-
HbIMU WU TEXHWYECKUMU W. CNefoBaTenbHO, onucbiBaTbea Kak ®bC.

Mo cpaBHeHuto ¢ TpeboBaHnamn MCO/M3I3K 15408-2 B HacToAWeM cTaHAapTe UMeeTCcsa YyeTbipe pas3nuunsa B npef-
cTaBneHun. Nepapxmyeckne KOMNOHEHTbl OpraHn3aLMOHHbIX Mep OTCYTCTBYIOT, Tak 4HTO COOTBETCTBYHOLLME NOA3Ar0N0BKN
OTCYTCTBYIOT. BCce feiicTBMA MO ynpaBneHU0 PerynnpyloTca SBHbIMU KOMMNOHEHTaMMW, NO3TOMY NOA3aro/sIoBKU ANA Aeii-
CTBUIA No ynpaBneHuto He TpebytoTcsa. MoA3aroNoBOK ayanuta 3aMeHeH Ha 3anucu, KoTopble Ny4yle oTpaxakwT npouecc
c6opa Heob6X04NMbIX CBUAETENLCTB A1 OpraHu3aLnoHHbIX Mep 6e3onacHoCcTn. Pa3peweHHas 3ajaHnem opraHnsayns
6e3onacHocTu ocyuiecTBnsetcsa 6onee rnb6ko, yem B MCO/M3IK 15408-2. igeHTuunkaumio JOKYMEHTOB, ONMUChIBAKLLUX
conyTcTByOLlW e NONNTUKY, Npoueaypbl, Nnpasuna, Tpe6osaHna 6e3onacHoOCT n Agpyrnue mepbl obecnevyeHns 6esonacHo-
CTWU. MOXHO OnpeAenuTb Kak 3agaHue 6e30MacHOCTU.

B2 Knacc BOO:AgMmuHuncTpuposaHune

[aHHblii knacc onpegenseT Tpe6GoOBaHNWA K OpraHW3alMOHHbIM MepaM A8 aAMWUHUCTPUPOBAHUA aBTOMaTU3NPO-
BaHHOW cucTemsbl.

B.2.1 AgmuHucTpuposaHue nonutuk (FOD_POL)

B.2.1.1 XapakTepuctuka cemeiictea

[laHHOoe ceMeiicTBO onpefenseT MNOMNTUKM 6e30MacCHOCTW aBTOMAaTU3UPOBAHHOW cucTeMbl ANA ynpaBieHus U
BKNOYaeT B ceba geTanunsaumio nonmtuk 6esonacHocTun, cobpaHnsa pykoBoAcCTBa, NPOBEPKY PYKOBOACTBOM U ynpaB/ieH-
yeckne mepbl o6cnevyeHnsa 6e30nacHOCTU NPU HapyweHun 6e30NacHOCTY.

B.2.1.2 PaHXuUpoBaHne KOMMNOHEHTOB

FOD_POL.1 Monutuka 6e3onacHocTu

OnpegeneHbl ynpaBneHyeckne Mepbl 6e30nacHOCTM, Lenu n 06bEeKTbl NOAUTUKM 6e30MacHOCTU, NpoBepKa PyKo-
BOACTBOM W ynpaBieH4Yyeckne mMepbl 6€30NacCHOCTU NPU ee HapyLlleHuw.

FOD_POL.2 Monutuka 3awunTbl aHHbIX U1 NPUBATHOCTH

OnpepensaeTca NOMAMTUKA 3aWWUTbl AaHHbIX U NPUBATHOCTY.

B.2.1.33anucu

ABTOMaTU3MPOBaAHHANA CUCTEMA AO/IKHA COXPaHATb U NPpeAoCcTaBNATb AN NPOBEPKN CeAylowne cengetenbcTea.

Ona FOD_POL.1: onucaHne o6a3aTtenbCTB pPyKOBOACTBA, MOAUTUKM 6e30MacHOCTU, NPOBEPKM PYKOBOACTBOM
1 ynpaBneHyeckne mepbl 6€30MacHOCTM Npu HapyweHun 6e30MacHOCTM C KOHKPETHbIMW AelcTBMAMU U cneundu-
Kaumamm.

Ons FOD_POL.2: onucaHne NOMUTUKNA 3alUTbl faHHbIX U MPUBATHOCTU.

B.2.1.4 Monutuka 6esonacHoctn FOD_POL.1

3aBUCUMOCTU: 3@aBUCUMOCTHN OTCYTCTBYIOT.

FOD_POL.1.1 O®b pgonxHbl onpefensTb (Ha3HayeHne: o6si3aTeNbCTBA PYKOBOACTBA] NO aKTUBHOMY nogfepxa-
HU 6e30MacHOCTM B OpraHusauum NocpejcTBOM YETKOTO ynpaB/feHWs, NPOAEMOHCTPUPOBAHHON MPUBEPXEHHOCTH,
Ha3HayeHUs M Npu3HaHuA ob6s3aHHOCTel No o6ecneyeHUo UHoOpMaLMOHHOW Ge3onacHocTH.
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FOD_POL.1.2 O®b fonXxHbl onpeAensTb NOAUTUKY MHOPMaLMOHHONW 6e3onacHOCTM, BKAlOYasa 3ajayun, uenu,
o6nacTb NPUMEHEHNS, COOTBETCTBME 3aKOHOAATeNbCTBY, Tpe6oBaHNs A0OroBopa U CTaHJapTOB, OLEHKY pucka U MeHep-
XMEHT pucka, o6yyeHne 6e30nacHOCTM, NOATOTOBKY N Tpe60oBaHNA K OCBEAOMIEHHOCTU, yNpaB/iieHNe HENpPepbiBHOCTbLIO
6n3Hec-npoLeccoB, NoOCNeACTBNSA HapyweHWa MHpopMaLnoHHOW 6e3onacHocTu, o6s3aTenbCcTBa opraHusauum u ee
noAxo4 K MeHeAXMEeHTY MH(POPMaLNOHHOA 6e30nacHOCTH.

FOD_POL.1.3 O®b fonxHbl onpefenats popMasibHble npouefypbl NPOBEPOK PYKOBOACTBOM, BKYas WHpOP-
mMauuio 0 cnocobe He3aBUCUMbIX NPOBEPOK, pe3ynbTartax NpeablAylunx NpoBEPOK PyKOBOACTBOM, U3MEHEHUA, MOryline
NOB/MNATL HA MOAXO[ OpraHM3auunm Kk MeHeXMeHTYy MH(OopMaLNoHHO 6e30nacHOCTM, pekoMeHAalumn, npegocrasnse-
Mble COOTBETCTBYWLMMU OpraHaMu, TEHAEHLMUN, CBA3aHHbIE C yrpo3aMu U yA3BUMOCTAMWU, W 3aperncTpupoBaHHble
MHUUAEHTbl 6€30MacHOCTU B KayecTBe BXOAHbIX fAaHHbIX.

FOD_POL1.4 O®Bb fgonxHbl onpegensiTe NOAMTUKY B OTHOLWIEHUN NepcoHana, onpefesnsioLwyo nopagok Npoxox-
[EeHNs nepcoHasoM NepenoAroTOBKU B YacTW HapyWeHUA OpraHM3aunoHHbIX Mep 6e3onacHocTy.

FOD_POL.1.5 O®Bb gonxHbl onpefenate Tpe6oBaHMa 6e3o0nacHOCTV ANA CPeAcTB nepefayn coobLieHnid o geii-
CTBMAX NMPU HapyLEHWN OpraHn3aLnoHHbIX Mep 6e30nacHOCTW, KOTOpble OCYL,eCcTBAATCSA A0 NpefocTaB/eHUss nepco-
Hany gocTyna kK akTusam CUCTEMbI.

FOD_POL.1.6 O®B f0onXHbI ONpefenaTs NONUTAKY B OTHOWEHUN nepcoHana, ob6ecneynsBarwollyo Mepbl Hasoxe-
HUSA CaHKUWA, Takux, Hanpumep, Kak AeHeXHblih wTpad, nuweHue npueunernii, gucksanudukauna wnum gpyroe
HakaszaHuWe 3a HapylweHue OpraHM3alWoHHbIX Mep 6e30MacHOCTH.

FOD_POL.1.7 O®b gonxHbl onpeaensatTh Tpe6oBaHMA 6€30NacHOCTU, NO KOTOPbIM HapyWUTeNb nuwaeTca A0CTy-
na Kk aKTuBaM CUCTeMbl, OFpaHNYnNBaeTCs ero 4oCTyn K HUM UAU UHULUUPYIOTCS Apyrue nofao6Hble JeiicTBNA, 40 BOCCTa-
HOB/IEHNA ero npas.

FOD_POL.1.8 O®Bb gonxHbl onpeAenAaTb NOAUTUKY B OTHOWEHWW MepcoHana, obecneynBass Mepbl, pa3peLlleH-
Hble 3aKOHOM MO YBOJIbHEHWIO NepcoHana Npu HapyleHWn npasun u npoueayp.

FOD_POL.1.9 O®B ponxHbl onpefenste Tpe6oBaHWsi 6e30MacHOCTM A9 BCEX COOTBETCTBYHLWMNX Tpe6GOBaHUi
3aKkoHa, 0653aTenbHbIX Tpe6oBaHuii 1 Tpe6oBaHU KOHTPaKTa U NOAXO0A OpraHM3aunmn K BbIMOMHEHUIO 3TUX TpeboBaHwuii
M NoAAepXaHWIo UX aKTyanbHOCTU AN KaXA0h MH(OPMALNOHHOW CUCTEeMbl U OpraHu3ayuu.

FOD_POL.1.10 O®B f0MXHbI onpeAensiTb NONUTUKY MHOPMALMOHHON 6Ge3onacHoOCTU, KOTopas npegycmaTpu-
BaeT pa3paboTKy 1 BHeipeHne CoOOTBeTCTBYoU ero Habopa npoueayp MapkuposaHusa 1 06paboTku NHopmauum B cooT-
BETCTBUMN C KnaccuuKaLMOHHON CXeMoli, NPUHATOW opraHm3aunei.

FOD_POL1.11 O®B pommkHbl onpeAenaTh NOAUTUKY MHOPMaLMOHHON 6e30macHOCTM, KoTopas npegycmartpu-
BaeT He3aBNUCKUMbI/i NepecmMoTp NoAxoAa OpraHM3aunn K MeHeaKMeHTY NHOPMaLMOHHOK 6e30nacHOCTM 1 ero peanu-
3auuio (T.e. nepecMoTp uenein o6ecneyeHns 6e30MNacHOCTW, NOAUTUKN, NPOLLECCOB M Npoueayp obecneveHns nHpopma-
LLMOHHOI 6e3onacHOCTK) Yepes 3aniaHMpOBaHHble NepuoAbl BPEMEHWN WAN NMPUN BHECEHUWN 3HAUYUTESIbHbIX W3MEHEeHWi B
npouecc peanusauyun 6e3onacHocTu.

FOD_POL.1.12 O®b fonxHbl onpeAensitb NOMUTUKY MHPOPMALMOHHON 6e30macHOCTU B 4acTu yyeTa onpepge-
NEeHHbIX Tpeb6oBaHUit 6e3onacHOCTU nepej npejocTaB/ieHneM NoMb3oBaTENAM JOCTyna K MHopmauunm Wam aktusam
opraHusaumu.

FOD_POL.1.13 O®b f0nXHbl onpeaenatb NOAUTUKY MHOPMaALWOHHOW 6€30MacHOCT B YacTu 0406pEHNS LOKY-
MeHTa NoNUTUKN 6e30NacHOCTU PYKOBOACTBOM, €ro ony6/1MKOBaHWA 1 nepefayn JOKyMeHTa BCEM CayXalwum 1 cooTBeT-
CTBYIOLW WM BHELWIHUM CTOPOHAM.

B.2.1.5 FOD_POL.2 MonuTtnka 3aWwmnTbl fAHHLIX N NPUBATHOCTKN

3aBNCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

FOD_POL.2.1 OSF pgonxHbl paspabaTbiBaTb U1 peasn3oBbiBaTb NOMNTUKY 3aLUTbl AAHHbIX U MPUBATHOCTW.

B.2.2 AgMuHUCTpUpOBaHUE NO OTHOWEHUIO Kk nepcoHany (FOD_PSN)

B.2.2.1 XapakTepucTtuka cemeliicTBa

[laHHoe cemelicTBO onpepenser ajMUHUCTPUpPOBaHME NO OTHOLWEHWUIO K NepcoHany, cBa3aHHoe ¢ 6e3onacHoc-
Tbl0. B @aBTOMAaTU3NPOBAHHOI cucTEMe, a Takxke BKI4YaeT B cebs noapo6HOE M3N0XEHUE AOMXHOCTEW 1 06513aHHOCTEN
nepcoHana, agMUHUCTPaATUBHbIE B3biCKaHUSA, COfepXaHne AOr0OBOPOB C NepcoHanoM, ynpasneHue unaeHtudukayunei
nonb3oBaTesieil, KOHTPONb 3a aKTUBAMMU U OCBEJAOMJ/IEHHOCTb, 06yYeHMe 1 NOATOTOBKY MepcoHana.

B.2.2.2 PaHXuUpoBaHne KOMMNOHEHTOB

FOD_PSN.1 [JomkHOCTM M 06513aHHOCTU MepcoHana

OnpepgeneHbl 06593aHHOCTU PyKOBOACTBA, 0653aHHOCTN NO OCYLLECTBNEHMI0 NpoLecca Bbixoja, NnpaBoBblie 06s3a-
TenbcTBa U Mepbl o6ecnevyeHnsa 6e30nNacHOCTU A4NA NepcoHana, paboTaluiero Ha oxpaHaeMblx ydyacTkax. OnpegeneHsl
yCcnoBus Aorosopa O nepejadye v npasusia NoANUCAHUA COrNalleHns O KOH(pUAEeHUNanbHOCTU UKW HepasrnaweHus.
OnpepaeneHbl npaBuna co6/0AEHNA TOUYHbIX TpaHUL, 061acTu paspeleHHoro goctyna. OnpejeneHsl npasuia Habnwope-
HUA 3a noceTUTensMu U ux ypganeHus. OnpejeneHbl npasunia, kacawluecs NpuemMsaeMoro NpUMeHeHMa 1 Bo3BpaTa
aKTMBOB OpraHusauuu.

FOD_PSN.2 O6ecneyeHne ocBefOMMEHHOCTM 06 MHpOpMaLMOHHOWK Ge3onacHocTU, o6yvyeHus n npodeccuno-
HaNbHOW NOATOTOBKK

OnpepgeneHbl Tpe6oBaHWa No o6ecneyeHnio 0CBeAOMIEHHOCTU 06 MH(OpMaLMOHHO 6e30macHOCTH, 06YyYeHNto
N npodeccuoHanbHOl NOATOTOBKE.
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B.2.2.3 3anucu

ABTOMAaTM3MpOBaHHaA cucTema [OJIXKHA COXPaHATb W MNpeAocTaBNATb AN NPOBEPKW  cnejywune
cBujeTenbcTBa.

Ona FOD_PSN.1: onucaHue o6A3aHHOCTEN pyKOBOACTBA, 0653aHHOCTEl NO OCYL eCTBAIEHMIO Npouecca BbIXxoAa,
npasBoBbiX 065A3aTe€NbLCTB U Mep obecnevyeHns 6e3onacHOCTU AN nepcoHana, paboTallero Ha OXpaHaeMblX yyacTkax,
onunanbHOro AUCUUNANHAPHOTO Npouecca C KOHKPeTHbIMKU AeiCTBUAMM, geTanunsauynein u 3anucamn 0 HanoXeHUu
AVCUMNNNHAPHbBIX B3bICKAHWI, YCNOBWIA f0rosBopa O nepejadye U npasBua nognucaHua [orosopa, npasun nognucaHus
cornaweHnss 0 KOH(uAeHUManbHOCTU WAW HepasrnaweHuu, npasua NpoBefeHns uaeHTUdukaynm nonb3oBaTenei,
npaBun co6104eHUA TOUHbIX rpaHuL, 06/1aCTM paspeweHHoro 4ocTyna v npasus, Kacalwmnxca NpuemMsieMoro npumeHe-
HUA 1 BO3BpaTa akTWBOB OPraHM3auuu C KOHKPEeTHbIMW JeiicTBUSMU W AeTanusauuei, n 3anuceil 06 ocyu,ecTBAEeHUN
KOHTpONSA.

Ona FOD_PSN.2: 3anucu 06 o6ecnevyeHnn ocBefoMIEHHOCTU 06 MH(OPMaLMOHHONW 6e30nMacHOCTM, 06yYeHN0 U
npodeccmoHanbHOM NOATOTOBKE.

B.2.2.4 FOD_PSN.1 flonxHoCTK 1 06A3aHHOCTN nNepcoHana

3aBucumocTu:

FOD_PSN.1 Monutnka 6e3o0nacHoCcTu:

FOD_RSM.1 MeHef)XMeEHT PUCKOB BHYTPU opraHusauunu.

FOD_PSN.1.1 O®b gonxHbl pa3paboTaTtb W JOKYMEHTUPOBATbL AO/MKHOCTU M 06SA3aHHOCTK CAyXaLWnx, NOAPALYN-
KOB U NoNb30BaTeNsl TpPeTbell CTOPOHbLI B COOTBETCTBUM C NOMIUTUKOW 6€30MacHOCTM opraHusauuu.

FOD_PSN.1.2 O®b fonxHbl onpefensitb 0653aHHOCTU NO OKOHYaHUU PaboTbl MO HalMy WAW NPU U3MEHEHUU
BUAa AEeATeNbHOCTH.

FOD_PSN.1.3 O®Bb ponxHbl onpeaensaTb Tekylwue Tpe6oBaHns 6e30nacHOCTU, NpaBoOBble 06A3aHHOCTU, corna-
WeHNA 0 KOHUAEHUNANbHOCTN 1 YC/I0BUA, COXPaHAKLIMECA B TeYeHne onpejesieHHoro nepuoja nocse BbINOSHEHUS
3ajaHusa cnyxawum, noApsAYNKOM UAKW NoNb3oBaTenem TpeTbeli CTOPOHbI, N0 nepegaye 06a3aHHOCTENR Npu yBONbHE-
HUW.

FOD_PSN.1.4 O®b gonxHbl onpeaensTs Tpe6oBaHns 6e3onacHOCTM ANA nepcoHana, paboTalLero Ha oxpaHs-
eMblX ydacTKax.

FOD_PSN.1.5 O®Bb ponxHbl onpeaenats Tpe6oBaHMa 6e30MacHOCTU NpuU NUWEHUU NpaB AocTyna chayxalmx,
noApPAAUYMKOB 1 NoNb3oBaTesiell TpeTbel CTOPOHBI K MHhbopmauun u cpeacTeam 06paboTkin MHbopMaLn No OKOHYaHUK
X cpoka Cnyx6bl, NpekpaleHnn AeACTBUA KOHTpaKTa Wan cornaleHns Uan KOPPEeKTUPOBKN 3TUX NpaB Mpu U3MEHeHUn
BUAa AEeATEeNbHOCTH.

FOD_PSN.1.6 O®Bb gonxHbl onpefenats Tpe6oBaHns 6e30nacHOCTV MO BCEM KaHAugatTypam AN Kagpos, Noj-
pPAAYNKOB U NoNb3oBaTesiell TPeTbed CTOPOHbLI B COOTBETCTBUM C PE/IEBAHTHLIMU 3aKOHAMMU U MOJIOKEHUAMU.

FOD_PSN.1.7 O®B ponxkHbl onpefensTb npouefypbl, pa3paboTaHHble U BbiNONHAEMble npu c6ope u npegoc-
TaBNeHUN CBUAETEsNIbCTB ANA HANOXEHUSA AUCLUNINHAPHOIO B3bICKAHWUA, BHYTPU opraHusauuu.

FOD_PSN.1.8 O®b pgonxHbl onpeaensaATb Tpe6oBaHnsa 6Ge3onacHoCTM no oduumanbHOMYy AUCLUNANHAPHOMY
npoueccy B OTHOWEHUN Cayxalwux, NoApAAYNKOB U NoMb3oBaTesieli TpeTbed CTOPOHbLI, HapyWuBLW KX Npasnia 6esonac-
HOCTH.

FOD_PSN.1.9 O®b gonxHbl onpefenaTs Tpe6oBaHWs 6e30nacHOCTV MO YC/0BUAM J0OroBopa O nepegave, KoTo-
pble hopmynupyloT: NnpaBoBble 0683aHHOCTM W NpaBa CAyxXxalux, NoApPAAYMKOB M NoMb3oBaTeneil TpeTbeil CTOPOHDI,
06A3aHHOCTY NO KNaccudukauuym v ynpabieHUo AaHHbIMU OpraHnsaynn, UCnob3yeMbiMU CayXawumu, nogpsagumka-
MU 1 NONb30BaTENIAMU TPeTbel CTOPOHbI, 06A3aHHOCTK cayxawero no o6paboTke nepcoHanbHoOl MHDOPMaL K, BKIO-
yas nepcoHanbHyl MHOPMaLmIo, Co3aHHy0 B pe3ynbTaTte Wan B XOfie BbINO/IHEHUA 3afaHna opraHusayun, 0643aHHoO-
CTW. BbIMOJIHAEMble 3a Npejenamu NoMelleHnii opraHM3alum 1 B CBEPXypo4YHOe BpeMsA, U AelicTBMA, npejnpuHumae-
Mble B C/lyyaB WFHOPUPOBAHWUA CAyXawuMmu, NoApsAAYNKaMU U NONMb30BATENAMU TpeTbel CTOPOHbLI TpeboBaHuil 6e3o-
nacHocTn. o6sA3aTesibHbIX ANA BCex paboTHMKOB OpraHu3aunu, HOBbIX CAyXalux, NOAPALYUKOB W NoSb3oBaTenei Tpe-
Thbei CTOpoHbl. O6A3aHHOCTK, coAepXaluecs B yCN0BUAX HaliMa, A0/MKHbl OCTaBaTbCA B CU/IE B TEYEHUE ONpe/e/leHHo-
ro nepuoja BpemMeHu nocne 3asepweHns paboTbl MO Haimy.

FOD_PSN.1.10 O®b gosmxHbl onpeaenAats npasuia, C KOTOPbIMU COraCHbI cayxauwue, noApsagYnKM U NONb30Ba-
Tenu TpeTbeil CTOPOHbI U KOTOPble MOANUCHLIBATCSA VMU B KayeCcTBEe WX JOrOBOPHOro 06A3aTenbCcTBa B OTHOLWEHUN
0653aTenbCTB OpraHuMsauun no obecneyeHnto MHPOPMaLMOHHON 6e30MacHOCTK.

FOD_PSN.1.11 O®B po/XHbl onpeAensiTb npaBuaa NoANMCaHWA cornaweHns 0 KOHPUAEHUNanbHOCTU WK He-
pasrnaweHnn Kak 4acTu HadasbHbIX YC/IOBUIA HaliMa nepej npejocTaB/ieHneM npasa gocTyna K cpeActsam 06paboTku
MHopMaunm 1 To. 4To TpeboBaHUA cornaweHnii 0 KOHMUAEHLNANbHOCT UM HepasrialweHun, oTpaxatume noTpeod-
HOCTb OpraHusayuu B 3auute uHdopmaymm, AeHTUMULNPOBaHbLI U PeryaspHo nepecMaTpuBaloTCs.

FOD_PSN.1.12 O®b go/mxHbl onpefenate Tpe6oBaHMa 6€30NacHOCTU AN1A cOrnalweHnsa o KoOHpuAeHLnanbHoCTH
npun BHECEHWW W3MEHEHWA B YCNOBUA 3aflaHNA UM KOHTpakTa, 0CO6EHHO B clyyaB HEOo6X0AMMOCTU AN paboTHUKOB
NOKWHYTb OpraHnsauuio UM B cayyae OKOHYAHWS KOHTpakTa.

FOD_PSN.1.13 O®Bb po/mxHbl onpefenaTb NpaBu/lia HOWEHUA NepcoHanoM Kakux-TMbo 3HaKOB BWU3yasibHOTo
pacnosHaBaHus.

FOD_PSN.1.14 O®B ponxHbl onpeaenatb npaBuia npefoTBpalieHus gonycka kK o6opyaoBaHUio opraHuMsaumm
N06bIX HECAHKLMOHUPOBAHHBIX NNL,.
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FOD_PSN.1.15 O®b aonxHbl onpefenAaTb npaBuaa MCNoAb30BaHWSA MHOPMaLUM U aKTUBOB OpraHusauuu.

MpumeyaHune — AKTUBbI OpraHusaLuun BkaYalT B ce6s paHee BbiNylLleHHOe NporpaMMHoe obecnevyeHue,
KOprnopaTuBHbIE JOKYMEHTbI, MEPEHOCHbIE BbIYNCNTENbHbIE YCTPOWCTBA, KpeAUTHbIE KapTOUK1, KapTO4ku gocTyna, npo-
rpaMMmHoe o6ecneyeHne, PyKoBOACTBA M XPAHUMYIO Ha 3/1€KTPOHHbIX HOCUTENAX WHopMaLnio.

FOD_PSN.1.16 O®b gonxHbl onpeAensaTs Npasuia Bo3sBpaTta BCeMU CayxXawumu, nogpsagunkamum n noab3osate-
NAMUN TpeTbeil CTOPOHbI BCEX aKTUBOB OpraHn3aLumnmn, HaxoAAWMNXCsa B UX BNafeHnn, no 3aBeplieHnn nx paboTel No Halmy,
KOHTpaKTa unu jorosopa.

FOD_PSN.1.17 O®b pomxHbl onpefenaTb npasuna npefoTBpalleHns BblHOCA aKTUBOB OpraHusaumnmy cnyxawm-
MU. MoAgpsafYMKaMyU N NONb3oBaTensaMuW TpeTbell CTOPOHbLI 3a TEPPUTOPUI0 opraHusaunm 6e3 paspelleHus.

FOD_PSN.1.18 O®B posxHbl onpefensATb npaBuna pasfeneHus 06583aHHOCTEN M LOMEHOB OTBETCTBEHHOCTHU
ANA yMEeHblleHUs BEepPOSATHOCTM HECaHKLWOHWPOBAHHOTO UM HenpeAHaMEepPEeHHOro U3MEeHEeHUs WKW HenpaBUbHOTO
MCMNONb30BaHNA akTMBOB OpraHu3auun.

FOD_PSN.1.19 O®Bb fonXHbl onpefensTe Tpe6oBaHna 6e30nMacHOCTU Mo oduLManbHOMY NPOLECCY HanoXeHnusa
AVCUMNAUHAPHBIX B3blCKaHUII Ha paboTHUKOB, HapyLWUBLINX NpaBuna 6e30nacHoOCTy.

B.2.2.5 FOD_PSN.2 O6ecneyeHne ocBefOMNEHHOCTN 06 MH(pOPMaALUOHHOW 6Ge3onacHOCTW, 06YyYeHUU u
npodeccuoHanbHOn NoAroToBKe

3aBNCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOD_PSN.2.1 O®b gonxHbl onpefensiTb U JOKYMeHTMpoBaTh Tpe6oBaHua 6e30nacHOCTU, N0 KOTOPbIM BCe CAy-
Xaume, noAPAAYNKM N NONb30BaTENN TpeTbell CTOPOHbI MOMYYMIN COOTBETCTBYHOL Y NOATOTOBKY B OTHOLWEHUN OCBe-
[OMIEHHOCTN O PerynsapHbiX 06HOBAEHNAX NONUTUK U NpoLeayp opraHn3aunnm CoOoTBETCTBEHHO CBOEN AO/KHOCTU.

FOD_PSN.2.2 O®b fonXHbl onpefensitb U JOKyMeHTMpoBaTb Tpe6oBaHus 6e3onacHOCTU, NO KOTOPbIM MOArO-
TOBKa B OTHOWEHWN OCBELOMEHHOCTU [JO/IKHA HauynHaTbCA C hopManbHOro 03HaAKOMWUTENbLHOrO npouecca, nNpegHas-
HaYeHHOro AN1A O3HAKOMJ/IEHUA C NOAWTMKAMU 6e30MacHOCTU U OXMAAHWAMU OopraHusauuu nepej npejocTaB/ieHNeM
focTyna K uHhopmaumm nnu ycnyram.

FOD_PSN.2.3 O®b f0/XHbl onpeAenaTb W AOKYMeHTMpoBaTb Tpeb6oBaHns 6e30MacHOCTH, N0 KOTOPbIM Tekyliee
obyyeHne [OMKHO BKNoyaTbh B ceba 3HaHMe TpeboBaHuii 6e3onacHOCTU, NpaBoOBbIX 06A3aHHOCTEN U Mep obecneyeHus
[lenoBoii AesATeNnbHOCTU, a Takke o6yyeHne NMpaBUIbHOMY WCMOSb30BAHUIO CpeACcTB 06paboTkn MHOpMauun, nakeTos
nporpamMm v nHopmauumn 0 npouecce HalOXeHUs AUCLUUNANHAPHBIX B3bICKaHWIA.

B.2.3 AgMuHucTpuposaHne meHegxmeHTta pucka (FOD_RSM)

B.2.3.1 XapakTepucTuka cemelictea

[laHHoe cemelicTBO onpeAenseT ynpaB/eHUA puckamu ANA afMUHUCTPUPOBAHWNA U BkK/OYaeT B ceb6A MeHeaxX-
MEHT PUCKOB ANA OPraHM3auumn n CBA3aHHbLIX C HEN TPEeTbUX CTOPOH.

B.2.3.2 PacnpegeneHne KOMNOHEHTOB N0 YPOBHI0O

FOD_RSM.1 MeHeaXMEHT PUCKOB BHYTPU opraHusauuu

OnpepgeneHbl npoueaypbl MeHeXXMeHTa PUCKOB.

FOD_RSM.2 MeHeAXMEHT PUCKOB, CBA3AHHbIX C 4OCTYNOM TPEeTbUX CTOPOH

OnpepeneHbl NpoueAypbl MEHEXMEHTA PUCKOB, CBA3AHHbLIX C AOCTYNOM TPeTbUX CTOPOH.

B.2.3.3 3anucu

Ona FOD_RSM.1: onucaHue MeHeAXMeHTa PUCKOB ANA OpraHuW3auuy C KOHKPETHbIMW AeWCTBUAMU U 3anncamMu
0 NpoBefeHUn MeHefXMeHTa PUCKOB.

Ans FOD RSM.1: onncaHue MeHeXMeHTa PUCKOB, CBA3aHHbIX C AOCTYNOM TPeTbWX CTOPOH, C KOHKPETHbIMU
AeicTBMAMU U feTanusauunein u 3anucsiMu o NpPoBefeHNN MeHe[)XMeHTa PUCKOB.

B.2.3.4 FOD_RSM.1 MeHe>XXMeHT PUCKOB BHYTPU opraHusaumm

3aBUCUMOCTU: 3@aBUCUMOCTU OTCYTCTBYIOT.

FOD_RSM.1.1 O®b gonxHbl onpeAensTe Npoueaypbl MEHEAXMEHTA PUCKOB 418 CMUCKOB MHopMaLuu n cpeacTs
06paboTkM MHhopMaLmMK, BKAKOYAA HAAOMHUKOB U APYTUX YAANEHHbIX UKW MOGUNbHLIX NONb30BaTENE.

FOD_RSM.1.2 O®Bb pgonxHbl onpefenats Tpe6oBaHMa 6e30nacHOCTVM NPOBEAEHUS MEHeAXMeHTa PUCKOB AN
aBTOMAaTM3NPOBAHHON cuCcTeMbl C 6U3HEC-NPOLLecCcoM.

FOD_RSM.1.3. O®b gonxHbl onpefenate TpeboBaHns 6e30nMacHOCTU, NO KOTOPLIM NOJyYaeTCsa CBOEBpeMeHHas
MHOpPMaLMA O TEXHUYECKMX YA3BUMOCTAX UCNOMb3YyeMbIX UH(POPMALMOHHBIX CUCTEM, OLEHUBAETCA NOABEPXKEHHOCTb
opraHusauMym TakuM yA3BMMOCTSIM W NPUHMMAIOTCA COOTBETCTBYOLWME AelicTBUA No 06paboTke pUCKOB, CBA3AHHbIX C
3TUMMN YA3BUMOCTSIMU.

B.2.3.5FOD_RSM 2 MeHeXXMEHT PUCKOB, CBSA3AHHbIX C JOCTYNOM TPEeTbUX CTOPOH

3aBNCUMOCTU: 3aBUCUMOCTMN OTCYTCTBYIOT.

FOD_RSM.2.1 O®B fonxHbl onpefenATb npoueypbl MeHeAXMeHTa PUCKOB ANSA NepeyvyHein uHdopmauum un
cpefcTB 06paboTkn MHpopMaLUn, K KOTOPbIM TPeTbM CTOPOHbI MoayyaT AOCTYN C y4eTOM nepeyHeil mep o6ecneyeHus
6e30MacHOCTMN, UCNONb3YEMbIX TPETbUMU CTOPOHAMU, NPABOBbIE N HOPMAaTUBHbIe Tpe6oBaHUA, KOTOPble AO0/KHA YUUTbI-
BaTb TPeTbsA CTOPOHA, W [OrOBOPHbie 0653aTeN1bCTBA, KOTOPbIEe AO/KHbI YHUTbIBATh OpraHnsauma n TpeTbs CTOpoHa.

FOD_RSM.2.2 O®b ponxHbl onpeaenAaTb npoueaypbl uaeHTudunkauum puckos Ana MHgopmMmauumn n cpeacts 06-
paboTkn MHOpMaynyu opraHnsaynm, UcxoasawWwnx oT GusHec-NpoLeccoB, BKIOYaA BHELWHWe opraHu3auum, u peanusa-
L1n cCoOOTBETCTBYOLWMNX Mep nepef npeagocTaBneHnem gocTyna.
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B.2.4 AgMuHucTpnpoBaHue ynpasneHus nHuyngeHtamm (FODJINC)

B.2.4.1 XapakTepuctuka cemeiictea

[laHHoe cemMeiicTBO onpefenseT ynpasfeHne WHUMAEHTAMW ANA afMUHUCTPUPOBAHNA W BKAOYaeT B cebs geTa-
Nn3auunio ynpaBrieHus UHUWAeHTamu.

B.2.4.2 PaHXunpoBaHue KOMNOHEHTOB

FODJNC.1 WHumpaeHTbl 6e3o0nacHocTH

OnpepgeneHbl npoueaypa coobueHns 06 nHungeHtax 6e3onacHocTu, npoueypbl ynpaBieHUa WHUMAEHTaMu u
fAeiicTBMS NO BOCCTAHOBEHMUIO.

B.2.4.3 3anucu

ABTOMaTU3MpOBaAHHAA cucTema f0/KHa COXPaHATb W NpefoCcTaBNATh 415 NPOBEPKM cneayllwmne cCBUAETENbCTBA.

Ans FODJNC.1: onucaHue cdopmManbHOn npoueaypbl coobuieHns 06 nHunaeHTax, npoueayp ynpaBneHus nHun-
[eHTaMu 1 feiicTBUI N0 BOCCTAHOB/IEHWNIO C KOHKPETHbIMY AeACTBUAMU U cneyndukaunamn (getanusaynein) n sanucu
coobuweHnn 06 nHungeHTax 6e30NacHOCTN U UX ynpaBaeHun.

B.2.4.4FODJNC.1WHuyngeHTbl 6e30nacHoOCTH

3asucumoctn: FOMJINC.1 CoobuieHne 06 o6HapyxeHHbIX Nnpobaemax 6e3onacHoCTU.

FODJ3RG.2 O6A3aHHOCTU co6paHns pykoBOACTBA.

FODJNC.1.1 O®b gonxHbl onpefensaTb npoueaypbl popmanbHOro coobueHns o6 uHumgeHtTax 6esonacHocTu
COBMECTHO C TMpoOLEeAYypoil pearupoBaHWs Ha WHUUAEHTbI, Hameuyas [A[eWCTBMA NO MNPUHATUIO coobuieHus o6
MHUUAEHTE.

FODJNC.1.2 O®Bb f0MXHbl YyCTaHOBUTL Tpe6oBaHMA 6€30MacHOCTU, KOHTaKTHbIA MYHKT, B KOTOPbIA MOXeT o6pa-
TUTBCA UL, Xenawuee coobWNTL 06 NHUMAEHTE.

FODJNC.1.3 O®b fonxHbl onpefensaTs npouefypbl ynpaBneHns nHUMaeHTamm Ana o6paboTky noTeHynanbHbIX
TUNOB MHUMAeHTa 6e30NacHOCTU, BKAOYAA OTKa3bl CUCTEMbI U HEBbLINO/IHEHHOE O6CNYXNBAHWE, BUPYCbl U Apyrue BuAbl
3/10yMbILLIIEHHOTO KOAa, 0TKa3 B 06CNYXUBAHUMN, OWMNGKN B pe3ynbTaTe HEMNOJIHOW WM HEeTOUYHOW AenoBoil uHopmayuu,
HapyweHNa KOHPUAEHUNaNnbHOCTN, LENOCTHOCTN, NOAOTYHETHOCTN, ayTEHTUYHOCTU, HAAEXHOCTN WAN YACTHOW XU3HU ©
HenpaBW/IbHOE WUCNO/Ib30BaHNE WHPOPMAaLUOHHbIX CUCTEM.

FODJNC.1.4 O®b pgonxHbl onpeaenatb Tpeb6oBaHWsa 6e30MacHOCTM ANA AelicTBUI NO BOCCTAHOB/EHUIO nocne
HapyweHunih 6e30MacHOCTU U YCTPaHEHMNI0 OTKA30B CUCTEMBI.

FODJNC.1.5 O®b fomxHbl onpefensTb Tpe6oBaHWsa 6e30MacHOCTM MO perucTpauumm oTkasoB, O KOTOPbIX CO06-
WK1AM nonb3oBaTenn, OTHOCUTENIbHO Npo6ieM ¢ 06paboTKoN MHoOpMaLMyM U cucTeMamMmmn CBA3MN.

FODJNC.1.6 OPB gonxkHbl onpeaenAatTh npoueaypbl, NOCPeACTBOM KOTOPbIX HEOOGXOAMMO Kak MOXHO ckopee
coobwaTb 06 MHUMAEHTax 6e30NacHOCTV NO COOTBETCTBYLWMUM KaHanam ynpasieHus.

FODJINC.1.7 O®b fonxHbl onpegensatb npaBuia obecneyeHnss OCBEAOMIEHHOCTU BCEX CAyXalux, noapasum-
KOB M nonb3oBaTesnieil TpeTbeil CTOPOHbI MHDOPMALMOHHBIMU CUCTEMAMU W ycnyramu o npoueaype coobuweHus o6
MHUMAEeHTax 6e30NacHOCTU U TOYKe KOHTakTa.

FODJNC.1.8 O®b gonxHbl onpefensaTb npasuaa, no KOTOPbIM OT BCEX CAyXalnux, NoAPsSAYMKOB M NoNb3oBaTte-
nei TpeTbel CTOPOHbLI TpebyeTcs coobwaTb O NOOLIX HabAAaeMblX UM 3an0f03peHHbIX cnabbix MecTax B cucteme
6e30MacHOCTN Pas3/INYHbIX CUCTEM WN YCIYr.

FODJNC.1.9 O®Bb fonxHbl onpefenatb 0693aHHOCTM U Npoueaypbl AN1A PYKOBOACTBA N0 o6ecnevyeHuto 6bICTPO-
ro. apPeKTMBHOrO U OPraHN30BAHHOrO pearMpoBaHuA Ha UHUMAEHTbl MHOPMaLNOHHON 6e30NacHOCTU.

FODJNC.1.10 O®Bb fonxHbl onpefensATb MeXxaHU3Mbl, NO3BONSAKLWME ONpeaenaTb YNCAO TUnNoB, macwTabos
MHUWNAEHTOB MHMOPMaLNOHHON 6e30MacHOCTU M pacXxofbl HA HUX. U KOHTPONMPOBATb WX.

FODJNC.1.11 O®b gonxHbl onpeaensATb TpeboBaHna 6e30nacHOCTN ANS c/AyyvyaeB, Korga AOMNONHUTENbHOe pac-
cnefoBaHWe. HanpaB/eHHOEe NPOTUB NnLa WU oOpraHu3auuyn nocne nHUMgeHTa nHopmMaLynoHHO 6e30nacHOCTM, BKO-
yaeT B ce6a npaBoBoe fAeicTBUE (rpaAaHCKUIA UKW YronoBHbI UCK) U c6Op CBUAETENbCTB, KOTOPbIe COXPaHATCA W
npefocTaBnslOTCA B COOTBETCTBUM C NpaBuaaMun N8 CBUAETENbCTB, U3MI0XEHHbBIMU B COTBETCTBYIOLW e IOPUCANKLNN.

B.2.5AagmunHucTpnpoBaHme oprainsaunm 6esonacHoctn (FOD_ORG)

B.2.5.1 XapakTepuctuka cemeiictaa

[laHHoe cemeiicTBO onpegenseT agMUHUCTPUPOBaHWE opraHu3auun 6esonacHocTu u BkAOYaeT B ce6s noapo6-
HOEe M3M10XeHue 3acefaHns pykoBoAacTBa.

B.2.5.2 PaHXupoBaHue KOMNOHEHTOB

FODJDRG.1 O6a3aHHOCTM NO KoopAuHauum 6e3onacHocTun

OnpepgeneHbl 0683aHHOCTM MO KoOOpAWHaLWUKM 6e30NacHOCTH.

FODJDRG.2 O6A3aHHOCTN 3acefaHns pykoBoAcTBa

OnpegeneHbl 0693aHHOCTU 3acefaHns pykoBOACTBa.

B.2.5.3 3anucu

ABTOMaTM3NpPOBaAHHAA CcuUcTemMa [OJIXKHA COXpPaHATb W NpejocTaBnsATb [ANA MNPOBEPKW creayllwune cBuge-
TenbcTBa.

Ansa FOD_ORG.1: onucaHne o6a3aHHOCTen No koopAanHaLum 6e30NacHOCTM C KOHKPETHbIMW AeiCTBUAMU U feTa-
nusauyunen.

Ansa FODJ3RG.2: onucaHne o6A3aHHOCTEl 3acefaHWs pPYKOBOACTBA C KOHKPETHbIMW AeACTBMAMKU U geTanu-
3auuei.
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B.2.5.4 FOD_ORG.1 OTBeTCTBEHHOCTb 3a KOOpAMHaL N0 6e30NacHOCTM

3aBUCMMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOD_ORG.1.1 O®b gomxHbl onpeaenaTb 06493aHHOCTM NO KOOpAMHaLUWUW AeicTBUiA No o6ecnevyeHnio MHopmMa-
LMOHHOW 6e30MacHOCTM NpeacTaBUTENSIMU pas3/InYHbIX Nogpa3feneHnii opraHn3anum ¢ COOTBETCTBYOLWUMU JOMKHOCT-
HbIMW 0653aHHOCTAMM.

FOD_ORG.1.2 O®Bb gonxHbl onpefensitb Tpe6oBaHns 6e30MacHOCTU NoAAEPXaHWS COOTBETCTBYIOLMX KOHTaK-
TOB C pesleBaHTHbIMW OopraHamu ynpasaeHua (Bnactu).

FOD_ORG.1.3 O®Bb gonxHbl onpenensitb Tpe6oBaHns 6e30MacHOCTU NoAAEPXaHWUS COOTBETCTBYIOLMX KOHTaK-
TOB CO cneunanbHbIMKU rpynnamMu No nHTepecam wau Apyrumu chopymamu cneumannctos no 6esonacHocTn n npodeccu-
OHaNbHbIMU 06bEANHEHUSAMU.

B.2.5.5FOD_ORG.2 O653aHHOCTMK 3acejaHns pykoBoaCTBa

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOD_ORG.2.1 O®b fonxHbl onpefensATb 0653aHHOCTM 3acefaHWs pPyKOBOACTBa, 3aHMMaloul,erocs sBonpocamu
6e3onacHoOCTH.

FOD_ORG.2.2 O®Bb gonxHbl onpeaenats TpeboBaHua, npeabsABAseMble K 3acefaHunto pykoBoacTBa no obecne-
YEHWI0 BbINOJTHEHUA AENCTBUIA, CBA3aHHbIX C 6€30MacHOCTb0, B COOTBETCTBUM C MOSIMTUKON MH(hOpMaLMOHHOWK 6e3onac-
HOCTUW; NO YTBEPXAEHWNI0O METOA0M0TNA U NPOLLECCOB, CBA3AHHbLIX C MH(OPMAaLMOHHON 6€30NacHOCTbI0, nAeHTudnKaLmm
M3MEHEHUN YrpO3 M NOABEPXEHHOCTU MHopMaLMm u cpefcTB 06paboTkm UHpopmaynm yrposam, oLeHKe agekBaTHOC-
T ® KoopAuHauun cpeacTs obecnevyeHns MHpopmaunoHHO 6e30nacHoCTy.

B.2.6 AoMUHUCTpUpOBaHue cornaweHunii o6 ycnyrax (FOD_SER)

B.2.6.1 XapakTepucTuka cemelictBa

[laHHOe ceMmelicTBO onpegensieT cornaweHnss 06 ycnyrax OTHOCUTENIbHO aAMUHUCTPUpPOBaHWs 6e30nacHocTn U
BKNoyaeT B cebs getanusaumnio TpeboBaHWii 6€30NacHOCTN CeTeBbIX YCAYr.

B.2.6.2 PaHXupoBaHne KOMMNOHEHTOB

FOD_SER.1 JoroBopbl No ceTeBbIM ycnyram. OnpegeneHbl XxapakTepucTukn 6e3o0nacHoOCTH, ypoBHU 6e3onacHoc-
TN 1 TpeboBaHNs ynpaB/ieHUsa ceTeBbIMN yCayramu.

B.2.6.3 3anucu

ABTOMaTU3UpPOBaHHas cCUCTEMA [0/IXKHA COXPaHATb U NpefocTaBNATb AN NPOBEPKM CeAylolne cBugetTenbCcTea.

Ons FOD_SER.1: onucaHue xapaktepucTtuk 6e3onacHocTu, ypoBHeli 6e3onacHoCTh u TpeboBaHWil ynpaBneHus
ceTeBbIMU yCyramu.

B.2.6.4 FOD_SER.1 [loroBopbl N0 CeETEBbLIM yCcayram

3aBucumocTtu: FOS_NET.1 CeTeBble ycnyru.

FOD_SER.1.1 O®b gosxHbl onpefenaTs TpeboBaHWs 6e30MacHOCTM MO naeHTUdUKaALUN XapakTepucTuk 6eso-
nacHoCTU. ypoBHel 6e3onacHOCTU 1 Tpe6oBaHWU ynpaB/ieHUs BCEMU CETEBLIMU YCAYyraMy U BKIKOYEHUIO UX B 4OTOBOP NO
ceTeBbIM ycayram.

FOD_SER.1.2 O®b ponxHbl onpeaenats Tpe6oBaHna 6e30MacHOCTU B OTHOLWEHUM CNOCOGHOCTM npoBailigepa
ceTeBbIX YCNYT yNpaBAATb COrnacoBaHHbIMK ycnyramu 6e3onacHbiM o6pa3oM 1 cornaweHua o npase Ha ayjuT.

FOD_SER.1.2 O®Bb gonXxHbl ycTaHaBNMBaTb cOorfaleHus no o6mMeHy uHopmaumeii 1 nporpammMHbiM obecneyve-
HMeM MeXxay opraHvn3auueil 1 BHEWHUMUN CTOPOHAMMU.

B.3 Cuctembl UT:Knacc FOS

[aHHblli knacc onpegenseT Tpe6oBaHUA K OpraHM3auWMOHHBIM Mepam Ans cuctem UT B aBTOMaTU3MPOBaHHOW
cucteme.

B.3.1 Monutuka gns cuctem UT (FOS_POL)

B.3.1.1 XapakTepucTuka cemeiictaa

[laHHoe cemeiicTBO onpegenseT NONUTUKKM 6e3onacHocTn Ana cuctem WT B aBTOMaTU3NPOBAHHONW cucteme u
BK/lOYaeT B ceba peTanusauyuio Tpe6oBaHuii 6esonacHocTu, ynpaBieHue U3MEHEHUAMW, KOHTPO/b 3a BPEAOHOCHbIMMN
Kogamu v kpuntorpadguio.

B.3.1.2 PaHXupoBaHne KOMMNOHEHTOB

FOS_POL.1 Tpeb6oBaHua 6e3onacHocTu

OnpepgeneHbl npoueaypbl ynpaeBneHns o6HOBNAEeHWEM U uaeHTudUKkaumeli N3MeHeHunli, ynpaBneHns N3MEeHeHNs-
MW 1N BBEAEHNA U3MEHEHHOW CUCTEMbI.

FOS_POL.2 Monntuka BpefoHOCHbIX KOAOB

OnpepeneHbl npoueaypbl ynpasneHus npu pabote ¢ BPeJOHOCHLIMU KOAaMW.

FOS_POL.3 Monutuka Mo6UNbHbIX KOAOB

OnpepeneHbl npoueaypbl ynpasneHns npu pabote ¢ MOGWUAbHBIMU KoAamu.

FOS_POL.4 Kpuntorpadunyeckas nonumtuka

OnpepeneHbl npoueaypbl UCNONb30BAHUA KpunTorpatuyecknx MeToA0B U Npouefypbl HasHavyeHus kpuntorpa-
hryecknx Knw4ei.

FOS_POL.5 O6bweaocTynHble cucTembl

OnpepeneHbl npoueaypbl 3awnuTbl 061 e[0CTYNHbIX CUCTEM.

B.3.1.33anucu

ABTOMaTU3MpPOBaHHas CUCTEMA AOJIKHA COXPaHATb U NPeAoCcTaBNATb AN NPOBEPKM CeAylolne cBugetTenbCcTBa.
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Ons FOS_POL.1: onucaHne TpeboBaHnit 6€30MacHOCTM 1 ynpaB/leHYECKUX Mep C U3MEHEHUAMU C KOHKPETHbIMYU
geidictBnamu, cneundukaymamm n 3anucamm 06 ocyL ecTB/IEHNN ynpaB/ieHus.

Ons FOS_POL.2: onucaHne npoueayp ynpaBfieHnss npu pabote ¢ BPeAOHOCHbIMU KOLAaMW C KOHKPETHbIMU feli-
CTBMAMU. cneundukaynsiMn u 3anucamn 06 ocyl,ecTB/IEHNN KOHTPONA 3@ BPeJOHOCHbIMU KoJaMu.

Ons FOS_POL.3: onucaHune npouenyp ynpasneHuns npun pa6ote ¢ MOGUNbHbBIMU KOAAMW C KOHKPETHbIMU AEeNCTBU-
AMU. cneynduKaunamMmn n 3anucsaMmm o6 OCylleCTB/IEHUN KOHTPOS 38 MOGUAbHBIMU KOZaMW.

Ons FOS_POL.4: onucaHne nonuTUKM UCNONb30BaHUA Kpuntorpapuyeckmx MeTofoB U 3anuceli No NpoBefeHuto
Kpuntorpacunyeckoro KOHTpons.

Ans FOS_POL.5:onHcaHne npoueayp 3awmntbl 061WeA0CTYNHbIX CACTEM C KOHKPETHbIMWU AeACTBUAMM, cneundgm-
KauusaMy v 3anucsiMu no npoBefeHNt0 KOHTPONS.

B.3.1.4 FOS_POL.1 Tpe6oBaHuA 6e30nacHocTH

3asncumoctn: FOM_PRM.2 Pa3geneHne npusuneruii.

FOS_POL.1.1 O®B gonxHbl onpefenaTb npoueypbl npouecca ynpasneHMsa o6HOBNEHNEM NporpaMmMmHoOro o6ec-
neyeHus ana o6ecnevyeHns yCTaHOBKN CaMbiX COBPEMEHHbIX YTBEPXAEHHbIX NaTyeil 1 NPUNOXEHUA B CAHKLMOHNPOBaH-
HOoe nporpammMHoe o6ecneuyeHue.

FOS_POL.1.2 O®b fonXHbl onpefensaTb npouenypbl naeHTUMUKaLUN U3MeHeHWi B cpefcTBax 06paboTku WH-
dopmaynm n cuctemax M OLEHKW NoTeHUManbHbIX BO3AENCTBUA.

FOS_POL.1.3 O®Bb gonxHbl onpeAenaTs npouefypbl (HOPMasbHOroO KOHTPOAA 3a U3MEHEHUAMU ANS ynpasre-
HUSA BHeApeHWeM W3MeHeHW B cpeacTBa 06paboTku MHopMaLum N CUCTEMBI.

FOS_POL.1.4 O®PB fonXHbl onpeaenATb NpoueAypbl COXpPaHEHUA U KONUPOBaHWUSA GMGAMOTEK MPOrpamMMHbIX
MCTOYHWKOB B COOTBETCTBUW C KOHTPONEM 3a U3MEHEHUAMMU.

FOS_POL.1.5 O®Bb fonxHbl onpefensaTb NpoueAypbl peryasapHbiX NPOBEpPOK MHPOPMAaLNOHHbIX CUCTEM Ha COOT-
BETCTBME CTaHgapTam BHeApeHus 6e3onacHocTy.

FOS_POL.1.6 O®B gonxHbl u3naraTb cpeactsa o6ecneyeHuns 6e3onacHOCTM B cnuckax 6usHec-Tpe6oBaHuii gna
HOBbIX MH(DOPMALMOHHBIX CUCTEM WU PACWIMPEHN UMELLUXCA NH(DOPMALMOHHbBIX CUCTEM.

FOS_POL.1.7 O®b fonXHbI OonpenensTb NpPoueAypbl yNpaBfeHUs YCTAaHOBKOW nNporpaMMHOro o6ecnevyeHus B
aBTOMAaTU3NPOBAaHHbIE CUCTEMBI.

FOS_POL.1.8 OPBb f01XHbl onpeAensaTb npoueAypbl NepecMoTpa U UCNbITAHNA KPUTUYHbLIX ANA 6u3Heca npuio-
XEHW Npu BHECEHWW U3MEHEHUI B OomepauuoHHble CUCTEMbl ANA 06ecneyeHns OTCYTCTBUSA OTPULATENbHOMO BAUAHUSA
Ha AeATeNbHOCTb UAK 6e30NacHOCTb OpraHusauuu.

FOS_POL.1.9 O®b ponxHbl onpefensitb npaBuia NpenaTcTBOBaHWS MOAWMULMPOBAHUIO NakeToB nporpamm,
orpaHnyneascb Heo6XO0AUMbIMWU U3MEHEHUAMU MPU YCNOBUU CTPOrOro KOHTPOASA 3@ HUMW.

FOS_POL.1.10 O®Bb fg0/XHbl JOKYMEHTUPOBATb, COXPaHATb U NpeAoCTaBNATL NpoLeAypbl BCEM HyXJawwmnmcsa B
HUX NOMb30BaTENAM.

B.3.1.5FOS_POL.2. MonnTnka 3awWwmnTbl OT BPEAOHOCHbIX KO 0B

3aBUCUMOCTU: 3aBUCUMOCTH OTCYTCTBYIOT.

FOS_POL.2.1 O®Bb fo/MXHbl onpefensTe npoueAypbl ynpaBieHUs 3alunToil cuctem oT BPeAOHOCHbBIX KO4OB, CO-
obueHna 06 nx BOCCTAHOBNIEHUMN MOCNe aTak BPeAOHOCHbIX KOAO0B.

FOS_POL.2.2 O®Bb fo/MXHbl onpeAenaTb npoueypbl 06HAPYXeHWA U 3aluTbl OT BPEAOHOCHbIX KOJO0B, KOTOpbIe
MOryT 6blITb NepegaHbl NOCPEACTBOM CPeACTB CBA3W.

FOS_POL.2.3 O®b fonxHbl onpefenstb 06893aHHOCTY MO 3awWuTe CUCTEM OT BPEJOHOCHbIX KOJ0B, 06Y4eHU0 B
UX NPUMEHEHUWN N BOCCTAHOBNEHWUIO NOCNe aTak BPEAOHOCHbIX KOAOB.

FOS_POL.2.4 O®b pgonxHbl onpeaenaTb npoueaypbl peanusayun ynpasieHUYeCcKux mep obHapyxeHuem, npe-
[oTBpalleHneM U BOCCTAHOBNEHNEM 418 3alUTbl OT BP€AOHOCHbIX KOA0B M OCBE0M/IEHHOCTN COOTBETCTBYIOLWMNX NONb30-
BaTenei.

B.3.1.6 FOS_POL.3 Monutuka 3awnutbl 0T MOGUNbHbLIX KOA0B

3aBMCUMOCTUN: 3aBUCUMOCTUN OTCYTCTBYIOT.

FOS_POL.3.1 O®b gonxHbl onpeaensAtb npoueaypbl ynpas/ieHUA CaHKLWOHWPOBAHMEM WCNO/b30BAHUA MO-
6unbHOTO KoAa.

FOS_POL.3.2 O®b pgonxHbl onpefensitb Tpe6oBaHns 6e3onacHoCcT K KOHurypauum mo6unbHOro koga gns
obecneyeHna MYHKLMOHUPOBAHWNSA CAHKLMOHMPOBAHHOIO MOGMILHOrO KOJa B COOTBETCTBUW C YETKO ONpepAesieHHOoW
NONUTUKOW Ge3onacHocTM W NpeAoTBpalleHus peannsayum HecaHKLMOHUPOBAHHOTO MOGUIBLHOTO Koga.

B.3.1.7 FOS_POL.4 MonnTnka B o6nactu kpuntorpadgunn

3aBNCUMOCTN: 3@aBUCMMOCTN OTCYTCTBYIOT.

FOS_POL.4.1 O®b pfonxHbl onpefenaTb Kpuntorpaduyecky NOoNUTUKY MCNONMb30BaHUA Kpuntorpaguyecknx
mMep o6ecneyeHus 6e30NacHOCTU ANSA 3aWUTbl UH(POpPMaLK B COOTBETCTBUN C pesieBaHTHbIMU COrnalleHnamMun, 3akoHa-
MU U NONMOXEHUAMMN.

FOS_POL.4.2 O®b pgonxHbl onpeAenATe KpUntorpaduyeckyo NosIMTUKY UCNONb30BaHUA KpunTorpaduyeckux
mep obecneyeHns 6e30NacHOCTU ANA 3aWUTbl MHOPMALUN.

FOS_POL.4.3 O®b fonxHbl onpeaensaTb Npouefypbl Ha3HAYEHUSA KNYell ANsS NOAAEPXKKN UCNOMNb30BaHUSA opra-
Hu3auuen kpuntorpadmyecknx MeToA0B.
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FOS_POL.4.4 O®b pgomxHbl onpeaenstb Tpeb6oBaHua 6e30NacHOCTU K NPOBEAEHUIO HOPUANYECKON KOHCyNbTa-
unMn nepej nepemeuieHnemM 3awnpoBaHHOW MHOpMaLUM UNKM KpunTorpadnyeckux CpefcTB ynpaBieHWs B APYryto
cTpaHy.

FOS_POL.4.5 ®BC pgonxHbl o6ecneuynBaTb Mepbl o6ecneyeHns 6e30NacHOCTU XpaHeHUsa NwbbiIX KpuntTorpadu-
YeCKMUX KNYein, cBA3aHHbIX C 3alMpPOBaHHbIMU apxnsBamun Mau UG poBLIMKM NOANUCAMU, U. NPU HeobXoAMMOCTH, npe-
[OCTaBNEHUA UX CAHKLLMOHWPOBAHHBLIM ULLAM.

B.3.1.8 FOS_POL5O6uiecTBeHHble CUCTEMbI

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOS_POL.5.1 ®BC pgonxHbl obecneuynBatb Mepbl 6e30MacHOCTU ANSA 3alMTbl NPOrpamMHOro obecnevyeHus,
OaHHbBIX U APYroil nHgopmauumn, Tpebytowein BbICOKOTO YPOBHS LENOCTHOCTU NpWU NpefocTaBneHnn B 06LLe[O0CTYNHOW
cucteme.

FOS_POL.5.2 O®B gonxHbl o6ecneynBatb Tpe60oBaHMA 6€30MNaCHOCTU NO TECTUPOBAHUIO 06LWEAO0CTYNHON cucTe-
Mbl Ha NpegMeT Hanuunsa cnabblx MECT M 0TKa30B Nepej npefoctaBieHnem MHoOpMauuu.

FOS_POL.5.3 ®BC ponxHbl o6ecneunBaTtb Tpe6oBaHMa 6e30NacHOCTU MO HanuuuMio @OpManbHOro npouecca
yTBEPXAEHNA nepef onybnukosaHnem nHdopmayuu.

FOS_POL.5.4 ®BC pgonxHbl o6ecneuynBatb Tpe6oBaHUA 6€30NaCHOCTH MO MPOBEPKE N YTBEPXAEHMNIO BCEX BXOA-
HbIX AaHHbIX.

B.3.2 KoHdurypauusa cuctem UT (FOS_CNF)

B.3.2.1 XapakTepucTuka cemelictBa

[laHHOe cemeicTBO onpegenseT KoHdurypauuto cuctemol AT 1 BkNouaeT B cebs pasgeneHue cpeabl pa3paboTku
1 cpefbl akcnayaTauum n KOHUrypayuo CUCTEMbI.

B.3.2.2 PaHXupoBaHne KOMMNOHEHTOB

FOS_CNF.1 PaspeneHue cpeabl pa3paboTku u cpeabl akcnayatauuu

OnpepeneHbl pasgeneHne cpefbl pa3paboTku U cpeabl aKCnayaTauum u ynpabsieHne A0CTYNOM.

FOS_CNF.2 KoHturypauma cuctemsl

OnpepeneHbl ynpaeneHne pasgensemMbiMy pecypcamMu M KOH(Urypauus cuctemsl.

B.3.2.3 3anucu

ABTOMaTU3UpPOBaHHas cCUCTEMA [0/IXKHA COXPaHATb U NpefocTaBNATb AN NPOBEPKM CeAylolne cBugetTenbCcTBa.

Ans FOS_CNF.1: onucaHue pasfgeneHus cpefbl pa3paboTkM M cpefbl 3KcnayaTauunm ¢ KOHKPETHbIMU AeicTBuUA-
MU. cneyuukaumamMmu n 3anucamMu o6 ocylecTB€HUN KOHTPONS.

Ons FOS_CNF.2: onucaHue ynpaBieHns pasfensiembiMu pecypcaMmu U KOHUrypaumm CUCTeMbl C KOHKPETHbIMYU
pencTBuamMun, cneundurkayunamm n sanncamm 06 ocyL ecTBIEHUN KOHTPONSA.

B.3.2.4 FOS_CNF.1 Pa3geneHune cpefbl pa3paboTky u cpeabl akcnayaTtayum

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOS_CNF.1.1 O®b pgomxHbl onpefensTb NpaBuna pasgeneHns no ypoBHAM, KOTOpble Heo6XoAuMbl MexXay cpe-
Jamu akcnayaTtauuu, UcnbliTaHua u paspaboTku Ana npefoTBpalleHns npobaeMm ¢ aKkcnayaTtauuei.

FOS_CNF.1.2 O®Bb pgonxHbl onpegenath [3afava: npaBuna)l nepesBoj nNporpammMHOro obecnevyeHus U3 cocTos-
HUS pa3paboTknM B 3KCN/yaTalMOHHOE COCTOSIHUE.

FOS_CNF.1.3 ®bC pomxHbl obecneumBatb ynpaB/ieHYeckne Mepbl focTyna, NPpMMeHUMble K aBTOMaTu3MpoBaH-
HbIM MPUKNafHbIM CUCTEMAaM W TECTOBbIM NPUKNALHbIM CUCTEMAM C LEe/bi0 3alUTbl 3KCNAyaTaLUNOHHbIX JaHHbIX.

FOS_CNF.1.4 ®BC pgomxHbl o6ecneynBaTb ynpaBieH4Yeckue Mepbl OrpaHUYeHUs MU ANA BCOMOraTenbHOro nep-
coHana, 3aHumawwerocs WUT. no goctyny Kk 6u6amotekam nNporpamMmMHbiX UCTOYHUKOB.

FOS_CNF.1.5 O®b gomxHbl onpeaenaTbs npaBuaa AA8 UHCTPYMEHTANIbHOITO U CUCTEMHOrO NporpammMHoro obec-
neyeHuns. pa6oTawLero B pas/iMyHbiX cMCTEMAX UAM nNpoueccopax.

FOS_CNF.1.6 O®Bb gonxHbl onpefensatb npaBuaa KONUMpOBaHWS onepaTUBHON MHpopmauun B TeCTOBYH Npu-
KnagHyl cuctemy.

B.3.2.5 FOS_CNF,2 KoHthurypaunsa cuctemsl

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOS_CNF.2.1 O®b pgonxHbl onpefensate NnpaBuna pasgeneHnsa rpynn MHOoOpMaLuMoHHbIX yCnyr, nosib3oBatenein u
MH(OPMAaLMOHHbIX CUCTEM Ha CeTu.

FOS_CNF.2.2 Mpn HE06X04UMMOCTN NMPUMEHEHUS KOH(UAeHUWanbHOW NpUKkNagHOW nporpamMmmbl B COBMECTHO
ncnonb3yemoii cpege OPB fOMXKHBI onpeaenuTb nNpaBuna uAeHTUMMKALUM NPUKNALHbIX CUCTEM, C KOTOPbIMU OHAa
6yneT AennTb pecypchl C BRajenbleM KOHPUAeHUNanbHoW NpuknagHoOn nporpaMmmel.

FOS_CNF.2.3 O®Bb fonxHbl onpeAensTe NpaBuia BnajeHus KoHpuaeHunanbHon cuctemolt cneynann3npoBaH-
HOW (M301MPOBAHHOI) BbIYNCNANTENBHOW Cpeabl.

B.3.3 CeTeBas 6e3onacHocTb cuctem UT (FOS_NET)

B.3.3.1 XapakTepucTuka cemelictBa

[laHHOe cemMeiicTBO onpepensieT ceTeByl 6e3onacHocTb cuctem UT u BknvaeT B cebsa getanusayuio 6esonac-
HOCTW ceTeli n ceTeBbIX YCNyr.

B.3.3.2 PaHXupoBaHne KOMMNOHEHTOB

FOS_NET.1 CeTeBble ycnyru

OnpepeneHbl ceTeBble YCAYTM U AOCTYN K HUM.
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FOS_NET.2 be3onacHocTb ceTei

OnpegeneHbl 3awuta ceteld, 6e30nacHOCTb MHOpMaLUU B CETAX, KOHPUAEHLNANBHOCTA U LLEIOCTHOCTU nepe-
faBaeMblX AaHHbIX.

B.3.3.3 3anucwu

ABTOMaTU3MpOBaAHHAA cucTema J0/KHa COXPaHATbL W NpefocTaBnATb 419 NPOBEPKN cnefylowne cBUAeTeNbCTBA.

Ona FOS_NET.1: onucaHne ceTeBblX YCNYTr C KOHKPETHbIMU AeCTBUAMY 1 cneundukaymsmMmm n 3anucu o goctyne
K ceTu.

Ana FOS_NET.2: onucaHue 3awuTbl ceTeil, 6e30nacHocTb MHOPMaLMN B CETAX C KOHKPETHbIMW AEeWCTBUAMU U
cneynukaumamMmm n 3anucm o KOHTpone.

B.3.3.4 FOS_NET.1 CeTeBble ycnyru

3aBMCUMOCTUN: 3aBUCUMOCTMN OTCYTCTBYIOT.

FOS_NET.1.1 O®b fonxHbl onpeAensTs NnpaBuna ANs ceTeil U ceTeBblX YCNyr, K KOTOPbIM paspelweH [ocTyn,
1 npasuna npoueayp asTopusauuu 4na onpegeneHns, KOMy U K KakuMm CeTAM U CeTeBbIM ycnyram paspelleH JocTyn.

B.3.3.5 FOS_NET.2 be3onacHocTb ceTeii

3aBMCUMOCTKN: 3aBUCUMOCTU OTCYTCTBYIOT.

FOS_NET.2.1 ®BC pfonxHbl o6ecne4yntb Mepbl o6ecneyeHns 6e30MacHOCTU 415 3aKPbITUS HEaKTUBHbIX CEAaHCOB
B MecTax BbICOKOIO pucka nocne onpegeneHHoro nepuoga 6esgeiictsns.

FOS_NET.2.2 ®BC ponxHbl o6ecneunTb Mepbl 6€30MacCHOCTU ANA OYNCTKM 3KpaHa TepMuHana u 3akpbiTUSA Kak
ceaHCOB NpuKNafHbIX NporpaMm, Tak W CeTeBbIX CEAHCOB MOCNe onpegeneHHoro nepuoga 6e3geiicTema npocravsato-
wero obopynoBaHus.

FOS_NET.2.3 ®BC ponxHbl obecneuntb mMepbl obecneyeHns 6e30NacHOCTU ANA HANOXEHUS OrpaHW4YeHuidi Ha
BPEMS COEAUHEHWS C LeNbio AOMNOMHUTENbHON 3aWwnTbl NPUNOXEHUA C BbICOKOW CTENEHbO pucka.

FOS_NET.2.4 ®BC fonxHbl o6ecneuynTb Mepbl CBA3bIBAHUA NpaB A0CTyna K CeTAM C onpegesieHHbIM BPpEMEHEM
Unu patamu.

FOS_NET.2.5 ®BbC pomxHbl o6ecneyntb Mepbl obecnevyeHns 6e3onacHoCcTVM ANs pasgeneHus rpynn uHdopma-
LMOHHBIX yCNyr, nonb3oBartesneil 1 MHPOPMALUOHHBIX CUCTEM B CETSAX.

FOS_NET.2.6 ®BC gosxHbl obecneuynTb mepbl obecneyeHus 6e30NacHOCTU MO OFPaHUYEHUID BO3MOXHOCTU
nonb3oBaTteneil NOACOEANHATLCA K OAHOW M3 COBMECTHO MCMNO/Ib3yeMbliX ceTell, 0cCO6eHHO ceTell, BbIXxoAAWwMX 3a npeje-
Nbl opraHn3ayuun, napannefnbHo € NOJMTUKON ynpaBAeHnWa AOCTYNOM M TpeboBaHUAMN GU3HEC-NPUMOXEHUA.

FOS_NET.2.7 ®BC ponxHbl o6ecneynts Mepbl o6ecneveHns 6e3o0nacHoCTM ANS MapwpyTusauuy ceteil Bo nsbe-
XaHWA HapylWeHNa NOAUTUKN ynpaB/ieHus AOCTYNOM 6WU3HEeC-MPUNOXEHN KOMNbIOTEPHbBIMU COEAVNHEHNAMMN U MHAOP-
MaLMOHHBIMU NOTOKaAMMU.

B.3.4 MoHuTOpUHT cuctem UT (FOS_MON)

B.3.4.1 XapakTepuctuka cemeiictea

[laHHoe ceMeicTBO onpefensaet MOHUTOPUHT cucTem AT n BkoYyaeT B cebs aeTanmsaumnio TpeboBaHnin K xypHa-
ny ayauTa, lpUANYECKO KOHCYNbTauumn, TPEBOre U MOHUTOPUHTY.

B.3.4.2 PaHXupoBaHne KOMMNOHEHTOB

FOS_MON.1 XypHansl ayguta

OnpepeneHbl Tpeb6oBaHWA K ayauTy, ynpasieHne ayanuTom, pesynbtaTtel ayauta, MHopmaumsa, sanucaHHasa B Xyp-
Hane. u perucTpayns CUCTEMHOrO agMUHUCTparTopa.

FOS_MON.2 KOpugnyeckas KoOHcybTaumsa

OnpepeneHa opuanyeckas KOHCynbTauus nepej peanusauueid npouesyp MOHUTOPUHra.

FOS_MON.3 Tpe6oBaHua kK Tpesore

OnpepeneHbl yCTaHOBKM nMapameTpoB TPEBOIM U peakuus Ha TPeBory.

FOS_MON.4 OnpegeneH MOHUTOPUHI UCNO/Ib30BAHUSA CUCTEMBI.

B.3.4.3 3anucu

ABTOMaTU3MpOBAHHAA cucTema J0/KHa COXPaHATbL U NpefoCcTaBnATh 419 NPOBEPKN Cnefyowne CBUAeTeNbCTBA.

Ana FOS_MON.1: nogpo6HOoe onucaHue npoueayp BeAEHWS XYpHaNoB ayAuTa C KOHKPETHbIMU LEeACTBUSMU U
cneyndukaumammn n 3anucei xypHanos aygura.

Ona FOS_MON.2: onucaHne lOpUANYECKOW KOHCYNbTaUUN C KOHKPETHbIMWU AeNCTBUAMW U cneyndukaLuamu.

Ans FOS_MON.3: onucaHne ycTaHOBOK mapamMeTpOB TPEBOMM 1 3annceil 0 peakunmsax Ha TPEBOTY C KOHKPETHbIMU
peicTBMAMK 1 cneuyndukaymsamMu n 3anucm 06 ocylecTBEHUN KOHTPONS.

Ans FOS_MON.4: onucaHue npoueayp NpoBepkn AeWCTBUIA NO MOHUTOPUHTY C KOHKPETHbIMU AeWCTBUSAMU W cne-
umdrkaunamm n 3anucy 06 ocyuecTBNeHU NPoBepPoOK.

B.3.4.4 FOS_MON.1 )XypHanbl ayguta

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYHOT.

FOS_MON.1.1 O®Bb go/kHbl NnaHnpoBaTb TpeboBaHWs 6e30NacHOCTM MO ayauTy W AeWCTBUAM, BKIKOUAKLWWUM
B ce6a NMpoBepKy aBTOMATU3MPOBAHHbLIX CUCTEM, W COINacoBbiBaTb MWHUMMK3ALMWIO puUcka NpepbiBaHUA GusHec-
onepauui.

FOS_MON.1.2 O®b gonxHbl onpeenats Tpe6oBaHns 6€30NacHOCTA N0 ayanTy COOTBETCTBYIOLW UM PYKOBOACTBOM.

FOS_MON.1.3 O®b A0MXHbl OCYyLWEeCcTBAATL perncrTpaLnto CACTEMHOIO agMuHucTpaTopa v 4eicTBUiA CUCTEMHOTO
onepartopa. 3anucu AO/XHbI BKIOYaTb B ce6s BpeMs, Korga npousowno cobbiTue uam otkas, nHopmaymio o cobbiTun
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NN O0TKa3e, Kakoi KNMeHT 1 Kakoil afiMUHUCTPaTOp Uan onepaTtop NPUHUMaNU B 3TOM Yy4acTue, U3MEHEHUS, BHECEHHbIE
B o6opyaoBaHune, nporpammHoe obecneyeHne wauM npouenypsbl.

FOS_MON.1.4 O®Bb go/kHbl onpeaensaTb NpaBuia peructpaLmm Boixofa u Bxoga B 060pyfoBaHue nocne Bo3Bpa-
weHuns.

FOS_MON.1.5 ODB gonxHbl onpefensaTs Tpeb6oBaHna 6e30NacHOCTU perucTpaunum KONMpPoBaHWA U UCNONb30Ba-
HUA onepaTuBHOI WHopmaynn Ans obecneyeHus cnefos ayauTa.

FOS_MON.1.6 O®b gonxHbl onpefensaTb npoueaypbl c6opa cnefoB ayamta v aHanormyHbiX CBUAETENbCTB.

FOS_MON.1.7 O®b gonxHbl onpefenate Tpe6oBaHna 6e30MacHOCTU K perucTpauumn yaaneHus Bcex CbeMHbIX
HocuTened nHpopmauumn n3 opraHnusaynm ANs COXpaHeHUsa 3anucu ayguta.

FOS_MON.1.8 O®B AonXHbl ycTaHaBnWBaTb npouefypbl MOHUTOPUHIA UCMNONb30BAHNA cpefcTB 06paboTKM WH-
opmauun n 4Na perynapHoro aHanusa pesynbTaToB JeiACTBUA NO MOHUTOPUHTY.

FOS_MON.1.9 ®BC pgonxHbl o6ecneynBatb Mepbl o6ecnevyeHns 6e30MacHOCTU ANA 3aWUTbl CPpeCTB perucrpa-
U1Un 1 nHdopmaummn B XypHane oT anbcudukaynm n HeCaHKLLMOHMPOBAHHOIO foCTyna.

FOS_MON.1.10 ®BC pos/kHbl OCYWecTBAATL NpoLeypbl perncTpauumn oTkasos, UX aHanusa v geiicTeuii, npea-
NPUHATBIX ANA UX YCTPAHEHUA.

B.3.4.5 FOS_MON.2 O puguyeckasa KoHCynbTaymnsa

3aBNCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

FOS_MON.2.1 o$h 6 AO/XHbI ONpefensTb NpaBuna NPUHATAS OPUANYECKOW KOHCynbTauuu nepej peanusayuei
npoueayp MOHWTOpPUHra.

B.3.4.6 FOS_MON.3Tpe60oBaH1sA KO6BbABNEHNIO TPEBOTU

3aBMCMMOCTN: 3aBUCUMOCTU OTCYTCTBYIOT.

FOS_MON.3.1 ®BC ponxHbl o6ecneynBatb Mepbl 06bSIBAEHUA TPEBOMM ANA aBTOMaTU3UPOBAHHOW CUCTEMBI.

FOS_MON.3.2 ®BC ponxHbl o6ecneynBaTtb BO3MOXHOCTU YyCTAHOBKM NapamMeTpoB npeaynpesuTenbHOro curHa-
na. npeABapuTeNIbHOr0 onpejeneHns aBapuitHoro Co6bITUS N BHECEHNA W3MEHEHWI B HACTPOWKM aBapuitHOW curHanm-
3auMnm aBTOMaTU3NPOBAHHOW CUCTEMDbI.

FOS_MON.3.3 O®b fonxHbl onpeaensaTb npasuna u npoueaypbl 4ENCTBUIA MO NONYYEHUU NpeaynpesnTenbHbIX
CUrHanoB, a Takkxe Heo6XoAUMbIX AeliCTBUIA, BkIOYaA N06Gble OrpaHM4YeHns No BpeMeHu, 3ajeiicTBoBaHne OTBETCTBEH-
HbIX AL, U OTYETHOCTb.

B.3.4.7 FOS_MON.4 cnonb3oBaHne CUCTEMbl MOHUTOPUHTA

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

FOS_MON.4.1 O®b gonxHbl onpefensTb npouefypbl NPUMEHEHUA MOHUTOPUHIa ANS CpefcTB 06paboTKM UH-
thopmauun n aHannsa pesynbTaToB AeNCTBUI MO MOHUTOPUHTY.

FOS_MON.4.2 O®B pgomxHbl onpefenatb Tpe6oBaHnA 6€30NacHOCTM K TOMY, 4TO CT€NEeHb MOHUTOPUHra, Tpeby-
eman ANns oTAeNbHOro obopyaoBaHna, onpejenseTca NoCpecTBOM OLEHKN pucka.

B.3.5¥npaBneHune nepcoHanom cuctremam UT (FOS_PSN)

B.3.5.1 XapakTepucTuka cemelictBa

[laHHOe ceMmeiicTBO onpefjenseT Mepbl ynpas/ieHUs nepcoHanom cuctem WT u BkawuyaeT B cebs nogpo6Hoe
13N10XeHNe aBTopmsalnn Nonb3oBaTens, BPeAOHOCHbIX KOA0B U CPEACTB UCMNO/b30BAHUA CUCTEMDbI.

B.3.5.2 PaHXupoBaHne KOMNOHEHTOB

FOS_PSN.1 ABTOpu3sauunsa nosnb3oBaTtens

OnpepgeneHbl perncTpayns n ayTeHTudukauns nonb3oBatens U Takue npasuna xpaHeHna nHcopmaynm 06 ayTeH-
TUnKaunn. Kak NnpUMeHeHne CekpeTHbIX naponeil.

FOS_PSN.2 Vcnonb3oBaHue cuctemsbl

OnpepgeneHbl Npoueaypbl 3aBeplIeHNA aKTUBHbIX CEAHCOB.

B.3.5.3 3anucu

ABTOMaTN3NpPOBaHHAsA cMCTeMa A0/KHA COXpaHATb W NpefoCTaBNATb 4NA NPOBEPKN cnejyoline cBuaeTeNbCTBa.

Ans FOS_PSN.1: onucaHne peructpauuu nosnb3oBaTens, ayTeHTudukaynm nonb3oBatesis U nNpaBua XpaHeHUs
KOH(huaeHUunanbHo nHopmauum 06 ayTeHTUdUKALUN C KOHKPETHbIMKU AeiicTBUAMMU, cneyndukaunamm n sanuceii o6
OCYL,EeCTB/IEHNUN KOHTPONIA.

Ana FOS_PSN.2: onucaHue npouefyp 3aBeplleHUs akTUBHbIX CEAHCOB C KOHKPETHbIMU AelicTBuAMU, cneyndu-
KauusMu 1 3anuceii 06 ocylu,ecTBNEHUN KOHTPONA.

B.3.5.4 FOS_PSN.1 AyTeHTudunkayma nonb3osartens

3aBUCUMOCTH:

FOM_PRM.1 Pa3sgeneHvie npuBuaerunii:

FOM_PRM.2 Ponu n 0653aHHOCTM nepcoHana;

FOM_PRM.3 CornaweHne ¢ nepcoHasnom.

FOS_PSN.1.1 O®b ponxHbl onpeaenATh npouenypbl hopManbHON perucTtpayuum nonb3oBatens U yganeHus
3anncu n3 xypHana npeaoctaBfeHNs U aHHY/IMPOBaHUA AOCTyna KO BCEM MHMOPMAaLMOHHBIM CUCTEMaM U ycayram.

FOS_PSN.1_2 O®b fonxHbl onpefenAaTh nNpoueaypbl, Bk/Al4akliMe B ceb6a UCNONb30BaHNE YHUKANbHBIX NAEH-
T KaTopoB nosb3oBaTeneil ANa cBA3bIBAHUSA 3TUX MOMb30oBaTeneil Co CBOUMU AeNCTBUAMMN U BO3JIOKEHUA Ha HUX
OTBETCTBEHHOCTU 3a 3TN JeicTBUA (MPUMEHEeHMEe T[pPynnoBbIX WAEHTU(UKATOPOB [ONYyCKAeTCA TONbKO B Cay4vaB WX
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NPUroAHOCTM ANA  BbINOMHAEMOA paboTbl), NPOBEPKY aBTOpu3auunm nonb3oBaTeNns BhajeNbLuemM CUCTeMbl Ha
ncnonb3oBaHue Tpebyemoi cucTembl WAM ycayrm B npoueAype ynpaBnaeHus [OCTYnoM B npefenax npouecca
peructpauuu n geperucrtpaynu nonb3oBaTtens.

FOS_PSN.1.3 O®b fonxHbl onpefenATe NpoueAypbl BblAayn BPeMeHHON ayTeHTUMWNKALMOHHOK nHhopmayum
nocne no3uTUBHOW naeHTUMMKaLMM NoNbL30BaTENA B ClyYae, eCain Nofb3oBaTesb 3abbl1 MAN YyTpaTU CBOK ayTeHTudu-
KauuoHHY uHpopmauunio. BpemeHHasa ayTeHTUdUKaLMOHHAA WHpoOpMaunsa AOMXHA nepejasBaThCA MoJsib3oBaTenam
6e3onacHbIM cnoco6om.

FOS_PSN.1.4 O®Bb fonxHbl onpefenaTe npaBuia npeAoTepalleHns yTpaTbl AN KOMNpoOMeTauum ayTeHTuduka-
LMOHHON NHopMaLmumn, Hanpumep, ANA n3bexaHna Heo6Xo04UMOCTN XPaHEeHUs 3anucu naponei, eCnu ToNbKO ee HeNb3sA
3anoMHUTbL 6e3onacHbiM 06pa3oM: BbiGMpalT KayeCTBEHHble Mapoan A0CTATOYHO MUHUMANbHOW ANUHbI, HE OCHOBAaH-
Hble Ha TOM. O YEM MOXHO JIErKO A0rafaTbCA AN KOTOPble MOXHO N1€TKO NONYUYUTb C MOMOLbIO CBA3AHHOR C IMYHOCTbIO
nHopmayueid, perynapHo MeHAKT Naponn WAW Ha OCHOBE 4Yucaa JOCTynoB; n36erawT MOBTOPHOrO MCMOJb30BaHUSA
N yepefoBaHUA cTapblx Naponei: U3MEHAT BPEMEHHble Naponu npu nNepsBoM BXOA4e B CUCTEMY; He BKI4alT
naponv B aBTOMaTU3NPOBAaHHbIA Npouecc Bxofa B CUCTEMY U HE UCMNONb3YKT COBMECTHO WHAMBMAYasbHble naponun
nonb3osaTenei.

FOS_PSN.1.5 O®B ponxHbl onpeaenAaTs npasuna nojnucaHua yTeepxaeHusa (onepartopa) Ana npejoTspalye-
HUA yTpaTbl, KOMApOMeTauuu UAN HEeNnpaBUNbHOTO UCMNONb30BAHUA ayTeHTUdMNKALWOHHONR WHOpMaunu, Hanpumep,
XpaHUTb CeKkpeTHble NepcoHasibHble naposin 1 naponun pa6oyeil rpynnbl UCKAOYNTENBHO MeXAy YneHamn ynnbl (BHYT-
pu rpynnbi).

FOS_PSN.1.6 ®BC gonxHbl npegycmatpuBaTb Mepbl NpeAocTaB/leHUA NONb30BaTENIIM Ha HayasbHOW cTaguun
HafexXHoN (3aWwunweHHon) BpeMeHHOW ayTeHTUMNKALMOHHONW UHOpMaLUKN, KOTOPY OHW BbIHYXAEHbl U3MEHUTL UK
NOATBEPAUTL HEME[/IEHHO.

FOS_PSN.1.7 O®B ponxHbl onpeAenATb npaeBuna NOCTOAHHOrO XpaHeHWs uHdopmaunn o6 ayTeHTudnKayuu
nofb3oBaTeNs B 3alUULEeHHOM Buje.

FOS_PSN.1.8 O®B pgonxHbl onpeaenAaTs hopManbHbIi NpoLecc ynpaBneHna NS KOHTPONA 3a HasHavyeHuem
ayTeHTU(MUKALUOHHBIX JaHHbIX CpeAn nosib3oBaTenei.

B.3.5.5FOS_PSN.2 Ncnonb3oBaHue cucteMsbl

3aBUCUMMOCTN: 3aBUCMMOCTN OTCYTCTBYIOT.

FOS_PSN.2.1 O®B pgosixHbl onpefenATb npoueAypbl Npekpau,eHnss akTUBHbIX CEAHCOB NOC/e WX OKOHYaHus,
€C/IN TONbKO WX HeNb3A 3aWUTUTb COOTBETCTBYIOWUM 6/10KUPYIOLUM MEXaHU3MOM.

FOS_PSN.2.2 O®Bb fo/XHbl onpefensitb Npoueaypbl OTKAOUYEHUSA YHUBEPCANbHbIX OBM. cepBepoB MM 0hUCHbIX
MK no 3aBeplweHnn ceaHca paboThl.

FOS_PSN.2.3 O®b ponxHbl onpefensaTb npaBuia NPUMEHEHNA pa3fiMyHbix npoduneil nonb3oBartenein gns ase-
TOMaTU3NPOBAHHbLIX U UCMbITATE/NIbHbIX CUCTEM U MEHIO.

FOS_PSN.2.4 O®b gonxHbl onpeaensTe npaBuaa, npeAnucbiBallne He oCTaB/ATb NepcoHallbHble KOMMNblOTe-
pbl. KOMMbIOTEPHbIE TEPMUHASBI U MPUHTEPLI, NOJACOEANHEHHbIE K CETW, 6€3 NnpucMoTpa 1 3awuuiate UX NpuU NOMOLLK
¢hukcaTopoB knaBull, naponeit UNK 4pyrux cpeAcTs 3awWuTbl BO BpEMSA NPOCTOA 3TUX YCTPOMACTB.

B.3.6 AKTUBbI CUCTEM MH(P OPMALNOHHBIX TEXHONOTNA BaBTOMaTu3nMpoBaHHbiXx cuctemax (FOS_OAS)

B.3.6.1 XapakTepucTtuka cemeiictsa

[laHHoe cemelicTBO onpeaenseTt 6e30NacHOCTb ONEpPaLMOHHbIX akTuBoB cuctem WUT n BkaovyaeT B ce6a nogpob-
HOe W3/10XKEeHWe 3alnTbl ONepaLWoHHbIX aKkTUBOB, CUCTEMHbIX NpOrpaMm, BCMOMOraTesibHON U ayTeHTUdNKaLMOHHOW
nHopmayum.

B.3.6.2 PaHXupoBaHWe KOMMNOHEHTOB

FOS_OAS.1 3awmuta onepaynoHHbIX aKTUBOB

OnpegeneHbl cTUpaHne onepaTuBHON WHhopMauuun, ynpasieHne AoCTynom u 6e3onacHoe XpaHeHue CUCTEMHOW
AOKyMeHTauun. OnpefeneHbl KpUTEPUN NPUEMKN HOBbLIX CUCTEM, MpaBuaa UCNONb30BAHNA 06CNYyXMBalOLW el nporpam-
Mbl. npoueaypbl ayTeHTuukauum obcnyxusarowmnx nporpamm, npoueaypsl 06HOBMEHUSA CUCTEMHOTO NMPOrpaMMHOro
ob6ecneueHuns, npaBuna HeNnpUMeHeHUs HeCaHKLWOHWPOBAHHOTO NPOrpaMMHOro obecnevyeHns M OTBETCTBEHHOCTb 3a
oTcnexusBaHue BbiMyCcka NOCTaBLLMKOM naTtyeit.

FOS_OAS.2 lMpoueaypbl nogaepxku

OnucaHbl Npoueaypbl Pe3epBHOIO KONWPOBaHUA WHOPMaLUU U NPOrpaMMHOro obecnevyeHus.

B.3.6.3 3anucu

ABTOMaTU3NPOBaAHHAA CUCTEMA [LO/DKHA COXPAHATb U NPefoCcTaBNATL A4N1A NPOBEPKU caeayolne cBUAeTeNbCTBA.

Ana FOS_OAS.1: onucaHue cTupaHusa onepaTtuBHOW MHopmaymu, ynpasieHus 4ocTynom u 6e30nacHoro xpaHe-
HUA CUCTEMHOW JOKYMEHTALUU C KOHKPETHLIMU AeNCTBUAMMN 1 crneyndukaumamm n 3anucei o NnpoBeAeHUn KOHTPONS.
OnucaHue KpUTepueB NPUEMKN HOBbIX CUCTEM, NpaBuU UCNONb30BaHNA 06CMYXMBAOLW e NporpaMmmbl, Npoueayp ayTeH-
Tudnkayum obenyxusalwmnx nporpamm, npoueayp o6HOBMEHUA CUCTEMHOIO NPorpaMMHOro obecnevyeHus, npasun
HENPUMEHEeHUsA HeCaHKLUMOHUPOBAHHOTO MPOrpaMMHOro o6ecnevyeHns M OTBETCTBEHHOCTW 3a OTC/eXWBaHWe BbiNycka
NOCTaBUWMKOM naTtyeli C KOHKPEeTHbIMU AeNCTBUAMKU 1 cneyndmnkaumamm 1 3anuceii 0 NpoBeAEeHUN KOHTPONS.

Ans FOS_OAS.2: onucaHue npoueayp pe3epBHOro KonMpoBaHus WHpopmaumm u nporpaMmMHOro obecneyeHus ¢
KOHKPETHbIMU AeiCcTBMAMK 1 cneyndukaumamm n 3annceid o NpoBeAeHUn KOHTPONA.
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B.3.6.4 FOS_OAS.1 3awunTta onepaynoHHbIX aKTUBOB

3aBucumocTtn: FOS_POL.1 Tpe6oBaHusi 6€30NacHOCTU.

FOS_OAS.1.1 O®b fonXHbl onpeAensTb nNpaBuia cTMpaHua onepaTWBHOW WHoOpMaLUM U3 UCNbITATENbHOW
npuknagHoin cucTembl cpasy nocne 3aBeplleHnss UCNbITaHWUM.

FOS_OAS.1.2 O®b gonxHbl onpefenats Tpe6oBaHnsA 6e3onacHOCTU ANS ynNpaB/ieHUs pacnevyatkamy nporpamm
B 6e3onacHolii cpege.

FOS_OAS.1.3 ®BC ponxHbl o6ecneynBatb Mepbl 3aWUTbl CUCTEMHON OKYMEHTALNN OT HECAHKLLMOHUPOBAHHOTO
poctyna u mepbl ee 6€30NacHOr0 XpaHeHus.

FOS_OAS.1.4 ®BC pgonxHbl 06ecneynBaTb cCpeAcTBa ynpaBieHUs ANa npefoTBpaleHnsa 40CTyna K KOMNUAnMpyto-
WKUM nporpamMmam, nporpamMam pefakTupoBaHuUa U Apyrum cpeacTBam pa3paboTkM U3 aBTOMATM3WPOBAHHbLIX CUCTEM.

FOS_OAS.1.5 O®b gomxHbl onpefensiTb KpUTEPUM NPUEMKN ANA HOBbIX U MOLEPHU3NPOBAHHbIX MHOPMALMOH-
HbIX CUCTEM W HOBbIX BEPCUiA, NpeAHa3HaYeHHbIX 418 NPUEMKN, & TakKe COOTBETCTBYIOLW X UCTNbITAHWIA, NPOBOANMbIX BO
BpemMs pa3paboTku nepeja NpuemMKoii.

FOS_OAS.1.6 O®B agonxHbl onpeaenats Tpe6oBaHa 6e30nacHOCTU AN OGHapPYXeHWUs, npefynpexaeHns u
BOCCTAHOBNEHNA C LeNbio 3awWnTbl OT BPEOHOCHbLIX KOAOB W yTeUKn nHdopmayuu.

FOS_OAS.1.7 O®Bb f0/XHbl onpeAensATb NpaBuia OrpaHNYeHNss W ynpaBneHUs NPUMEHEeHNEM 06CNyXMBaLWNX
nporpaMm, KOTopble MOFyT 3aMeHATb ynpaB/eHYeckue Mepbl CUCTEMON U NPUAOXKEHUAMMU.

FOS_OAS.1.8dB5C pgomxHbl 06ecneuynBaTb ynpaBieH4Yeckne Mepbl ayTeHTUdnKaymnein o6cnyxmnBanLnx nporpamMmm
CUCTeMbl, pasfeneHnem o6CNyxnsawlmnx nporpamM cUCTeMbl OT NPUKAAAHOTO NPOrpaMMHOro obecnevyeHuns, orpaHu-
YeHVEeM MCNONb30BaHUA 06CNAYyXUBAKLWMNX NPOrpamMmM CUCTEMbl MUHUMAIbHBIM MPAaKTUYECKUM HWC/IOM [OBEPEHHbIX
CaHKUMOHWPOBAHHbLIX NporpamMm.

FOS_OAS.1.9 O®Bb aonxHbl onpeAenATb npoueaypbl 06HOBMEHUA CUCTEMHOIO NPOrpaMMHOro obecneyeHus,
NPUNOXeHUN N 6M6NANOTEK NporpaMm ONbITHBIMWU aAMUHUCTPATOpPaMU, CaHKLMOHUPOBAHHLIMU COOTBETCTBYOLWWUM PYKO-
BOACTBOM.

FOS_OAS.1.10 O®b gonxHbl onpeaensiTb NpaBuna xpaHeHWss B aBTOMaTU3NPOBaHHOW cucTemMe TO/IbKO UCNoON-
HUMOTO KoAa.

FOS_OAS.1.11 O®b ponxHbl onpeaensiTb npaBuaa BHeAPEHWUS NPUIOXEHUA M nNporpaMMHOro obecnevyeHuns
onepauuoHHbIX CUCTEM MOC/e BCECTOPOHHMUX U YCNELWHbIX UCNbITAHWNA.

FOS_OAS.1.12 O®b fonxHbl onpeAenaTb npaBuna npefocTaBieHns U3NYECcKOro Uam Nornvyeckoro gocryna
noctaBLlMKaM TO/IbKO A1 BCNOMOraTeibHbliX Lesneid, npn Heo6Xxo4MMOCTU 1 C pa3peLleHns pykoBoaCcTBa.

FOS_OAS.1.13 O®Pb fonxHbl onpefenAaTb nNpaBuna HENPUMEHEHUA HECaHKLMOHWPOBAHHOIO NMPOrpaMMHOro
obecneyeHus.

FOS_OAS.1.14 OPB fonkHbl onpeAenaTb OTBETCTBEHHOCTb 3a OTC/I€XUBaHMe BbiNycka NOCTaBLLMKOM naTyein u
dmkcaTopoB AN NPUKNAAHBIX NMPOrpaMm.

FOS_OAS.1.15 O®b gosmkHbl onpefensaTb npoueaypbl MOAEPHU3aLNN 40 NOJTYYEHUA HOBOrO BapuaHTa C y4eToMm
ero 6e30nNacHOCTUN, BHeAPEHUS HOBbIX (PYHKLMIA 6€30MacHOCT UKW YUCaa WU CI0OXKHOCTK npo6iem, BANSIOLWNX HA Mogep-
HU3NPpYEeMblii BapuaHT.

FOS_OAS.1.16 O®b fonxHbl onpeAenAaTb npasBuia NPUeMIEMOro UCNONb30BaHUA WHOpPMaLUU U aKTUBOB,
CBfiI3aHHbIX CO cpeacTBamMn 06paboTkn MHoOpMaLunM, NnpefHasHaYeHHbIX 4N WAEHTUMDUKALUN, AOKYMEHTUPOBaHUA 1
BHEpPeHUs.

B.3.6.5 FOS_OAS.2 BcnomoraTe/ibHble npoueaypsbl

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOS_OAS.2.1 ®BC pomxHbl o6ecneymBaTb npouesypbl perynsipHoii NpoBepkn pe3epBHbIX KONU MHopmauumn un
nporpaMmMHOro o6ecne4yeHmMsa B COOTBETCTBUM C COrN1aCoOBAHHOW MOMMUTUKOW Ay6nupoBaHus.

FOS_OAS.2.2 O®b gonxHbl onpeaenath npoueaypbl Bblgayn Heo6XoA4MMOro ypoBHSA BCMoMoraTtesibHOW MHGop-
Mauun Hapsay C TOYHBIMU U MOMIHbIMU 3aNUCSAMUN Pe3ePBHbIX KOMUA N AOKYMEHTUPOBAHHbLIX NpoLeAyp BOCCTAHOBNEHUS.

FOS_OAS.2.3 O®b gonxHbl onpeaenate npoueaypbl 4Ns Bbibopa HOocuTenell pe3epBHbIX KONuii ana obecnevye-
HUS UX HAfEXHOCTU B c/lyyae aBapuiiHOro NCNosb30BaHUS.

FOS_OAS.2.4 O®b gomxHbl o6ecneynBatb 3P eKTUBHOCTbL NpoLeayp U UX 3aBeplueHne 3a BpeMsi, 0TBejeHHoe B
nocnepoBaTenbHOCTU onepauuii Ha BOCCTaHOB/IEHUE.

FOS_OAS.2.5 O®b gomxHbl onpeaenate TpeboBaHMa 6e30nacHOCTU ANS pe3epBHON KOMMNOHOBKM OTAE/bHbIX
cuctem AnA obecnevyeHuss Ux COOTBETCTBMS Tpe6OBaHUAM NNaHOB oGecnevyeHWss HENPepbIBHOCTU AeNOBOW AesTenb-
HOCTH.

B.3.7 MpoTokonupoBaHue B cuctemax T (FOS_RCD)

B.3.7.1 XapakTepucTuka cemelictea

[laHHOe cemMelicTBO onpepensieT 3anucu, KOTopble AO/KHbI COXpaHATbCcA Ans cuctem UT. n BkAoYaeT B cebs
nogpo6Hoe onucaHue 3anuceii.

B.3.7.2 PaHXupoBaHne KOMMNOHEHTOB

FOS_RCD.1 3anucu

OnpepeneHa peructpauua Bcex npegnonaraeMblX 0TKasoB.

B.3.7.3 3anucu

ABTOMaTU3UpPOBaHHas cCUCTEMA AOJI)KHA COXPaHATb U NPeAoCcTaBNATb AN NPOBEPKU CleAyloline cBugeTenbCcTBa.

54



FOCT P MNCO/M3KT 019791 — 2008

Ans FOS_RCD.1: onucaHue Bcex npejnonaraeMbiX OTKa30B C KOHKPETHbIMWU AelcTBUSAMK, chneuudukayunamm un
3anncAMn No NPOBeAEeHNI0 KOHTpons.

B.3.7.4 FOS_RCD.1 3anwucu

3aBMCUMOCTU: 3aBUCUMOCTI OTCYTCTBYIOT.

FOS_RCD.1.1 ®BC ponxHbl obecneynBaTb Mepbl perucrpaumym Bcex npegnonaraembiX Uan akTnyecknx oTka-
30B 11 BOCCTAHOBUTE/ILHOTO peMOHTa 060pyA0BaHNA.

B.4Knacc FOA: AKTUBbI nofib3oBarens

B naHHOM knacce npejcTas/fieHbl Tpe6oBaHUA onepaTUBHOTO ynpaB/ieHNa akTMBamun nosb3oBaTens aBToMaTnu3n-
pPOBaHHON CUCTEMbI.

B.4.1 3awuTta npuBaTHbIX faHHbix (FOA_PRO)

B.4.1.1 XapakTepucTuka cemelicTBa

[laHHOe cemeiicTBO onpeaensieT NO/IMTUKY B OTHOLWEHWN aKTUBOB NONb30BaTeneill n BkawyaeT B cebsa geTanbHoe
M3N0XEHNEe NPUBATHbIX flaHHbIX, KpUNTorpaduio, ynpasjaeHne akTupamu, poan n 0643aHHOCTU Nosb3oBaTtesnei.

B.4.1.2 PaHXupoBaHne KOMMNOHEHTOB

FOA_PRO.1 MepcoHanbHble faHHble. OnpefeneHbl NnpaBuia HENPUMEHEHUA onepaTuBHbIX 6a3 AaHHbIX, coaep-
Xawmnx nepcoHanbHy UHPOpMauno, AN NCNbITaHWi, npasBnna nNonyvyeHus o6 enoCTyNnHOW MHopmaLMn B COOTBET-
CTBWM C 3aKOHOJaTesIbCTBOM O 3aluTe JaHHbIX W 0643aHHOCTN BRajenbla faHHbIX N0 UHDOPMUPOBAHNID CAHKLMOHK-
pPOBAHHOTO AO/HXHOCTHOTO NnLa opraHn3aynn, OTBETCTBEHHOTO 3a 3aluTy JaHHbIX.

B.4.1.3 3anucu

ABTOMaTU3NPOBAHHAA CUCTEMA [O/KHA COXPAHATb U NPefoCcTaBNATb 418 NPOBEPKN cneAylollne CBUAETeNbCTBA.

Ans FOA_PRO.1: onucaHune npaBua HempuUMeHeHWst 6a3 nepcoHalfibHbIX AaHHbIX, COAEpPXalWunx NepcoHanbHyo
MHopmaunio, npasuia nosydyeHns o6Wef0CTynHOW NHGoOpMaLun B COOTBETCTBUM C NOSIMTUKOI 6€30MacHOCTN 3aKOHO-
AaTtenbcTBa O 3awWnTe JaHHbIX, 0693aHHOCTU BRajeNbla JaHHbIX N0 MHPOPMUPOBAHUIO CAHKLMOHUPOBAHHOTO [0/1KHO-
CTHOTO NuLa opraHn3aunn, OTBETCTBEHHOrO 3a 3alUTy AaHHbIX, C KOHKPETHbIMW AeicTBUAMK W cneyndukaymamm un
3anucamMn o NpoBefleHNn KOHTPONSA.

B.4.1.4 FOA_PRO.1 laHHble 0 YaCTHOW XN3HHU

3aBUCUMOCTN: 3aBUCUMOCTN OTCYTCTBYIOT.

FOA_PRO0.1.1 O®B gonxHbl onpeAensiTb npaBuia HENPUMEHEHNA onepaTuBHbIX 6a3 faHHbIX, CoOAepXalux nep-
COHaNbHY MH(opMauuio, ANA UcnbiTaTeNbHbIX Lenei.

FOA_PRO,1.2 O®b ponxHbl onpefensTb npaBuia nonyvyeHus o6uiefocTynHoll nHopmaLuum B COOTBETCTBUMN C
3aKoHOaTeNIbCTBOM O 3aluTe JaHHbIX, MOIHON, TOYHOW M CBOEBPEMEHHO 06paboTKn MHopMaLUN U ANA ee 3aluThl
B npouecce c6opa 1 npn xpaHeHUu.

FOA_PRO0.1.3 O®b gonxHbl onpefendaTs 06si3aTeNbCcTBa U NpasBuna Ana Bnajenbla AaHHbIX N0 MHopMupoBa-
HUI0 CAHKLWOHMPOBAHHOTO [O/KHOCTHOrO NMLia opraHn3auynm, oTBETCTBEHHOTO 3a 3alMTy AaHHbIX, 0 N06bIX Npeaoxe-
HUAX MO XpPaHeHWto NepcoHaNbHOW WHMOPMauUn 1 obecneyeHno 0CBEAOM/TIEHHOCTM O MPUHUMNAX 3alWUTbl [aHHbIX,
onpefefieHHbIX B COOTBETCTBYIOLWEM 3aKOHOAATENbCTBE.

B.4.2 3awunta nHopmauumn B akTuBax nonb3osarteneit (FOAINF)

B.4.2.1 XapakTepuctuka cemeiictea

[laHHoe cemeiicTBO onpegenseT 3aWuUTy MHDopmMauun B akTusax nofb3oBaTenieil u BkawuvaeT B cebsa sawuty
[aHHbIX, NpoueAypbl 1 nNpasuna.

B.4.2.2 PaHXunpoBaHue KOMNOHEHTOB

FOAJNF.1: pykoBogcTBa No yAepxXaHuio nepefasaemblxX faHHbIX, NpoueAypbl paspeleHns Ha CooTBeTCTByloLee
YHUUTOXEHNe 3anuceil n obecnevyeHna 6€30NacHOCTU ANA 3N1EKTPOHHbIX KOMMYHUKALUKA C KOHKPETHbIMWU AEeNCTBUAMU U
cneundukaymamu. Onucanne npouefyp MapkupoBaHus u 06paboTkn MHOPMaLUU C KOHKPETHbIMU AeACTBUSAMUN U
cneundukaymamu v 3anuceid o NpoBeseHUN KOHTPONA.

B.4.2.3 FOAJNF.1 3awuta gaHHbiX

3aBucumoctn: FOS_POL.1 TpeboBaHua 6e3onacHoe™.

FOAJINF.1.1 O®b ponxHbl onpefensitb PykoBOACTBA MO YAEpXaHU, coxpaHeHuto, o6paboTke n nuksunpaayunu
3anucein n nHdopmauum.

FOAJNF.1.2 O®b fonxHbl onpeaenATb nNpaBuaa NAaHUpoOBaHUA yAepxXaHus, onpeaensioolwero Heob6xoaumblie
TUNbl 3anuceil U Nepuoj BPEMEHU WX yaepxaHus.

FOAJINF.1.3 O®b f0/KHbI ONpeAenaTb NpoueAypbl pas3peleHnsi COOTBETCTBYHOLWEro YHUYTOXEHUSA 3anuceil noc-
Nle 3TOro nepuoja, €c/in OHU He HYXHbl opraHusauuu.

FOAJINF.1.4 ®BC ponxHbl o6ecneuynBaTb Mepbl 0653aT€NbHOTO YHUUYTOXEHUSA, CTUPAHWUS WAU Nepe3anucu c
NOMOLLbI0 METO/0B, YTBEPXKAEHHbIX 1A YCTPOACTB, COAepXallux CEKpeTHY nHhopmaumio.

FOAJINF.1.5 ®BC pgonxHbl o6ecneymBaTb Mepbl 0o6ecneyeHns 3N1eKTPOHHOW CBA3N NyTeM 3aluTbl COO6LWEHNNR OT
HecaHKLMOHNPOBAHHOIO AocTyna, Moaudukauuy nnu oTkasa B 06CnyxnBaHumn, obecnevyeHns nNpaBuibLHON agpecauunu
1 nepepaun coobLUeHNs, HAAEXHOCTU U OCTYMHOCTU YCAYT U IOPUANYECKO KOHCYyNbTauuu.

FOAJINF.1.6 O®b gonXxHbl onpeaenath npouesypbl MapkupoBku M 06paboTkn MHopmaymmn, BkaoYasa Kak pusn-
Yeckuil, Tak U 3NEKTPOHHbIN hopmaTbl B COOTBETCTBUU CO CXEMOU knaccudukaumm, NnpuHATON opraHusaynei.

FOAJNF.1.7 O®b pgonxHbl onpefenaTs npasunia onpefeneHnss NpUBUIErnin, CBA3aHHbIX C KaXAblM NPOAYKTOM
CUCTEMbI U KaXAblM NPUMOXEHNEM, U KaTeropuii nepcoHana, kK KOTOPOMY OHW [O/XHbl 6GbiTb OTHECEHbI.
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FOAJNF.1.8 O®Bb gonxHbl onpeAendaTb NpaBuia HasHavyeHUs NpuBUAErnii Nnosb3oBaTensiM Ha OCHOBe «Heob6Xo-
AVMOCTM AN UCNOIb30BaHUA» U NO XOAY BO3HUKHOBEHNA CO6GLITMI B COOTBETCTBMM C MOJIUTUKON yNpaBAeHUs fOCTynoM.

FOAJINF.1.9 O®B gonxHbl onpeaenaTb Tpe6oBaHna 6e30nNacHOCTU MO 3awuTe MHopmMauuun, 3afeincTBoOBaHHON
B 3/1eKTPOHHO KOMMepLuu, npoxoasalei no o6uecTBEHHbIM CETAM, OT MOWEHHNYECcTBa, CNOPOE N0 KOHTPaKTy, a Takxe
OT HEeCaHKLWOHWPOBAHHOIO packpbiTUa U MOANMULMPOBAHUSA.

B.5 Knacc FOB: fenosad geaTenbHOCTb

B paHHOM Kknacce onpefenstoTca Tpe6oBaHMA onepaTUBHOrO ynpaBneHWs A4NA UCNONb30BaHWA aBTOMaTU3NPO-
BAHHOW cucTeMbl B [€/10BOV AeATENbHOCTN.

B.5.1 busHec-nonutukn (FOD_POL)

B.5.1.1 XapakTepucTtuka cemeiicTsa

[laHHOe cemelicTBO onpegensieT NOAUTWUKU [EN0OBOW [eATeNbHOCTW W Bk/AlOYaeT B ceba noapobHoe n3noxeHue
Tpeb6oBaHuWii 6e30MacCHOCTM U NPOGIEeM C WHTENNEKTYanbHOW COGCTBEHHOCTbLHO.

B.5.1.2 PaHXupoBaHne KOMNOHEHTOB

FOD POL.1 Tpe6oBaHusa 6e3onacHocTu

OnpepeneHbl LEHHOCTb 3afeiCTBOBaHHbIX MH(OPMALMOHHbLIX aKkTUBOB ANA Gu3Heca, TpeboBaHMA 6e30nacHoOCTM
ANA OTAENbHbIX KOMMepUYecknx NpUMeHeHuid, naeHTudnkayns Bceil nHopmaLun, OTHOCALLECA K KOMMepYeCcKuM
npUMeHeHUAM 1 6e30nacHOCTU, POoNnM U 06A3aHHOCTM NO BHEAPEHWI0 U NOAAEPXaHUK NonuTuk 6esonacHocTn. Onpe-
feneHbl COOTBETCTBYHOLWME Npoueaypbl o6ecneyeHns COOTBETCTBUA NPaBOBbIM OrpaHNYeHUSM Ha MCMOJib30BaHUe Ma-
Tepuana.

B.5.1.3 3anucu

ABTOMaTU3MPOBaHHAs CUCTEMA AO/IKHA COXPaHATb U NPeAoCcTaBNATL AN NPOBEPKM CleAylolne cBugetTenbCcTea.

Ona FOD_POL.1: onucaHue LeHHOCTU 3aeliCTBOBAHHbIX MH(DOPMAaLMOHHbIX akTUBOB ANsi 6GU3Heca, TpeboBaHwuii
6e30MacHOCTN ANA OTAENbHbIX KOMMEPYECKNX NPUMEHeHuii, ngeHTudukaumm Bceit nHopmaynmn, oTHocALeca K KOM-
MepyeckuM NpuMeHeHuAM n 6e30NacHOCTW W posneii M 0693aHHOCTEN MO BHEAPEHWUIO U NojAepXaHulo NoauTuk 6eso-
nacHocTW, COOTBETCTBYyOLWME npoueaypbl o6ecneyeHns COOTBETCTBUA NPaBOBbIM OTPaHWYEHUAM Ha UCMNO/Nb30BaHue
maTepuana ¢ KOHKPeTHbIMU AeliCTBUSAIMU WU 3anUCAMU NO NMPOBEAEHUI0 yNpaBieHus.

B.5.1.4 FOD_POL.1 Tpe6oBaHus 6e3onacHocTu

3aBucumocTtn: FOS_POL.1 Tpe6oBaHusi 6e3onacHocTu

FOD_POL.1.1 O®B fo/XHbl 0603HA4YUTb MOMNTUKY 6€30MacHOCTM AN1S OnpeAeneHns LEeHHOCTU CUCTEMbl U UH-
opMaLMOHHbIX aKTUBOB, KOTOpPble 06pa3yloT YacTb obuieii cuctemMsbl, 4na 6usHeca.

FOD_POL.1.2 O®B ponxHbl 0603HauYnTb Tpe6oBaHns 6e30NacHOCTU ANS OTAE/NbHbIX KOMMEPYECKNX NPUMEHEe-
HUIA. naeHTudnkaynm Bcein MHpopmaumnm, OTHOCALWENCA K KOMMEPYECKAM NPUMEHEHUAM, U PUCKOB ANA WHDOpMauum,
NONUTUK pacnpocTpaHeHus n aBTopusaynn MHpopmMaLnm, COOTBETCTBUA MEXAY NONUTUKAMU ynpaB/ieHUs JOCTYynoM wu
Knaccudukaumm nudopmaynum pasinyHbiX CUCTEM U CeTell, peNleBaHTHOro 3akoHoAaTenbcTBa U N06bIX KOHTPaKTHbIX
0653aTeNbCTB, OTHOCALWMUXCA K 3aliuTe 4OCTyna K AaHHbIM UK ycnyram, ynpaBneHns npasaMmu focTyna B pacnpegeneH-
HO n ceTeBOW cpepe, KOTOpas pacno3HaeT BCe MMEKLMNECA TUNbI COefUHEHU.

FOD_POL.1.3 O®B fonxHbl 0603Ha4YNTb POU U 0683aHHOCTU MO BHEAPEHUIO U NOAAEPXAHUI NoNuTuK 6e3o-
NacHOCTN W 3aluTe akTusa.

FOD_POL.1.4 O®Bb fonxHbl 0603Ha4YNTbL PONN U 06A3AHHOCTU U WX Nepepavy nNpeTeHAeHTam Ha AO0J/IXHOCTb
nepej HasHavyeHuem.

FOD_POL.1.5 O®b pgomkHbl 0603Ha4nTb npoueaypbl ob6ecneyeHnss COOTBETCTBMUA 3aKOoHOAATE/IbHbIM, peryns-
TUBHBLIM W KOHTPaKTHbIM TpeboBaHUAM K MCNONb30BaHWIO MaTepuana, ANS KOTOPOro MOryT cywecTBOBaTb nMpaBa Ha
CO6GCTBEHHOCTb, U K UCNOMb30BAHWIO CNELNann3MpoBaHHblX NPOrPaMMHbIX W3AeNuii.

FOD_POL.1.6 O®b pgomxHbl pa3pabaTtbiBaTb 1 BHeAPSATb NONUTUKM U Npoueaypbl 3alnTbl MHpOpMaL UM, CBA3AH-
HOW C MeXCOeAUHEHUSAMU KOMMEPUYECKNX WH(DOPMAaLNOHHbIX CUCTEM.

B.5.2HenpepbiBHOCTL 6u3Heca (FOB_BCN)

B.5.2.1 XapakTepucTtuka cemeiictsa

[laHHOe cemelicTBO onpefenseT gelicTBua no o6ecnevyeHnio HeNPepbLIBHOCTU Ae/0BOW AEATENbHOCTU W BKAOYa-
eT B ce6s noapo6GHoe onucaHue aHanu3a BO3JeiCTBUA Ha GU3HeC, fokanu3auum HeucnpaBHOCTEN U NIaHWpPOBaHUS
HenpepbIBHOCTN [EeN0BOI AEATEeNbHOCTH.

B.5.2.2 PaHXupoBaHne KOMNOHEHTOB

FOB_BCN.1 AHanus Bo3geiicTBus

OnpepeneHbl aHannM3 BO3AeNCTBNA HA HENPepbIBHOCTb A€N0BOW JesATeNbHOCTU, NnaHbl o6ecnevyeHns Henpe-
PbIBHOCTW [€N0BOW AeATEeNbHOCTU ANA NOAAEPXKAHUA WU BOCCTAHOBMEHUA fEN0BbIX Onepauunin, nokanusauns Hewucn-
paBHOCTEN W cneyuanbHblii A4OCTYN, NpejocTaBnsiemMblil BO BpeMs c60eB npu obecneyeHnn 6e30nacHOCTU.

B.5.2.3 3anucu

ABTOMaTU3MpPOBaHHAsA CUCTEMA AO/IKHA COXPaHATb U NpeAoCcTaBNATb ANSA NPOBEPKN creAylolne cBngetenbcTea.

Ana FOB_BCN.1: onucaHve aHanu3a BO34eiCTBMA Ha HENpPepbIBHOCTb A€/10BO feATeNbHOCTH, NnaHoB obecne-
YEeHNA HenpepbIBHOCTN AEN0BON AeATeNbHOCTU ANA NOAAEPXKAHUA WU BOCCTAHOBEHUA AeN0BbIX onepayuii, nokanu-
3auun HemcnpaBHOCTENR U cneunanbHOro gocTyna, npeaocTaBnsieMoro Bo Bpems c6oeB npu o6ecnevyeHun 6e3onacHo-
CTU. C KOHKPETHbIMU AENCTBUAMMN U cneundukaymamu.
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B.5.2.4 FOB_BCN.1 AHanu3 Bo3jeicTBuns

3aBucumocTtn: FOD_RSM.1 MeHef)XMeHT pucka BHYTpU opraHm3aumnu.

FOB_BCN.1.1 O®b gomxHbl onpefensiTb TpeboBaHua 6e30MacHOCT NO NPOBEAEHMI0 aHann3a BO3AeNcTBMA Ha
HEenpepbIBHOCTb AE€/10BOIN AeSATENbHOCTU ANA UAeHTUdKALUN COBLITUIA, KOTOPbIe MOTYT Bbi3BaTb NPepbIBAHUS 4EN0BbIX
npoueccos, Hapajy C aHa/lM30M BEpPOATHOCTW U BO3AelCTBUA TaknxX NpepbiBaHUin U X NocneAcTBUiA ANA MH OPMAaLNOH-
HOIl 6e30MmacHOCTH.

FOB_BCN.1.2 O®Bb fonxHbl onpeaenats Tpe6oBaHns 6e30nacHOCTU K NPOBEAEHUI0 aHanu3a BO34eNCTBUA Ha
HEeNpepbIBHOCTb AE/0BOW feATEeNbHOCTU C BOB/MEYEHUEM BnajenbueB GU3HecC-pecypcoB M GU3HEC-NpoLEeccoB.

FOB_BCN.1.3 O®B pgonxHbl onpefendaTs TpeboBaHnA 6e30MacHOCTM K nnaHaM ob6ecneyvyeHUss HENPEPbLIBHOCTH
[enoBoi AeATeNbHOCTU ANA BOCCTAHOB/IEHUA NOC/e aTak BPEAOHOCHbIX KOAOB, BKAOYAA MEPONPUATUA NO BOCCTAHOB-
NIEHNI0 U pe3epBUPOBaHUID BCEX HEOBGXOAMMbBIX AaHHBIX U NPOrpamMMHOro o6ecneyeHus.

FOB_BCN.1.4 O®b gonxHbl onpeaensiTb Tpe60BaHMA 6e30MacHOCTU K 0CO3HAHUID PUCKOB, CTOSALWUX Nepea opra-
Hu3auuei. B OTHOLWEHUN WX BEPOSATHOCTWU W BO3AENCTBUA: NOHUMAHWNIO BAUAHWUA, KOTOpPOe NpepbiBaHNe MOXEeT OKa3sbl-
BaTb Ha A€/IOBYI0 AeATEeNbHOCTb: (DOPMY/MPOBAHUIO W AOKYMEHTUPOBAHUIO cTpaTerum o6ecneyvyeHnss HeNpPepbIBHOCTMW
[enoBoii feATenbHOCTKN, cornacylouieiica ¢ ycTaHOBNEHHbIMKU 6U3Hec-uenamu n 6usHec-npnoputTeTamu; hopmynuposa-
HUIO U LOKYMEHTUPOBAHMIO NNaHOB o6ecneyeHnss HEMPepPbLIBHOCTU A€/10BOI AeATEeNbHOCTU, COOTBETCTBYHOLW X YCTAHOB-
NEeHHON cTpaTeruun, perynsipHoMy TeCTUPOBaHWIO 1 06GHOBNEHUIO TEKYLWMUX NNaHOB U NPOLLECCOB U K 06ecneyeHnto BKIIO-
YEeHWs ynpaB/ieHUA HeNnpepbIBHOCTbI GM3HEC-NPOLECCOB OpraHu3auun, n K CTpykType ee obecneveHus.

FOB_BCN.1.5 O®b gonkHbl onpeaensTb Tpe6oBaHua 6e3onacHocTu Kk pa3paboTke W BHegpeHWUIO naaHoB obec-
nevyeHUs HenpepbIBHOCTU AE/0BON AesATEeNbHOCTU ANA NOAAEPXAHUA UNN BOCCTAHOBNEHMA onepauunii n obecneveHns
[OCTYNHOCTU UHbopMauun Ha He06X0A4MMOM YpPOBHE U B TpebyemMbix MacwTabax BpeMeHW nocne npepbiBaHnsa nnm c6os
KPUTUYECKN BaXHbIX 6U3HEC-NPOLECCOB.

FOB_BCN.1.6 O®b gomxHbl onpefenaTb npoueaypbl XpaHeHUWs KONuW nnaHoB ob6ecnevyeHWs HeMpPepbIBHOCTH
[enoBOi feATeNbHOCTM B yAA/I€EHHOM MyHKTe Ha 3HAUYUTEeNbHOM yjaaneHun ana usbexaununs ywepba scneacrteue 6ep-
CTBUA Ha rNaBHOW TeppuTopun oprannsaumn. Heo6xoammo ob6ecneynTb akTyasnbHOCTb 3TUX KONWIA U UX 3alUTY Ha COOT-
BeTCBYlOLWEM ypoBHE 6€30MacHOCTH, aHaNOTMYHOM YPOBHI 6€30NacHOCTW, YCTAHOB/IEHHOMY W Ha TNaBHON TeppuTopuu.

FOB_BCN.1.7 O®b gomxHbl onpefensTb TpeboBaHWs 6e3onacHOCTW [ANSA yCNOBUI ee akTuBauum, a Takke
NWLY. OTBETCTBEHHbLIX 3@ BbINOJIHEHWE KaXAOro MNYHKTa KaxAoro nnaHa o6ecneyeHWss HenNnpepbIBHOCTW [Ae/0BOWA
[eATeNnbHOCTH.

FOB_BCN.1.8 O®Bb fonxHbl onpeaenaTs Tpe6oBaHua 6e30nMacHOCTM K MpoOBepKe M 0GHOB/IEHUIO NAaHOB o6ec-
neyeHUsa HenpepbLIBHOCTN Ae/0BON AeATeNbHOCTU ANA o6ecneyeHns X COBPEMEHHOCTU U 3P PEeKTUBHOCTH.

FOB_BCN.1.9 O®Bb gonxHbl onpegenats Tpe6oBaHua 6e3onacHoCcTM K naaHam nokanusauum c6oes B obecneye-
HUM 6e30nNacHOCTW C TeM. YTO6bl C60/ OKasbiBas MUHMMaNbHOE BO3JeliCTBME Ha HENPEePbLIBHOCTbL Ae/10BOW feATeNnbHO-
CTW NMPW BO3HWKHOBEHUN WHLWAEHTOB 6e30MacHOCTU.

FOB_BCN.1.10 O®b pgonxHbl onpefensATb NpaBuna cneymanbHOro gocTtyna K akTuBamM aBTOMaTW3MpPOBAaHHOW
cucTtemMbl BO BpeMs c60eB B ob6ecneyeHun 6e30nacHoOCTy.

FOB_BCN.1.11 O®b ponxHbl onpeaenat TpeboBaHus 6e3onacHOCTM K pa3paboTke M nogfepxaHuio ynpasnis-
emMoro npouecca HenpepbLIBHOCTU LEN0BON AEeATEeNbHOCTU BO BCeli opraHu3auuu, KOTopblii yunTbiBaeT Tpe6oBaHusa Ge-
30MacHOCTW. Heo6xoAanMble ANA COXPAHEHUA HENPEpPbLIBHOCTU AeN0BOW AeATeNbHOCTU opraHusauuu.

FOB_BCN.1.12 O®Bb gonxHbl onpeaenaTs Tpe6oBaHMa 6e30MacHOCTU AN1A €4UHOW CXeMbl nnaHoB o6ecneyeHus
HenpepbIBHOCTW A€N0BO AeATENBHOCTU C Lenblo o6ecneyeHna NnocnefoBaTe/IbHOCTU BCEX NAHOB, MOCTOAHHOrO yyeTta
Tpeb6oBaHuit MHPOPMaLUOHHOV 6e30MacHOCTU W onpeAesieHns NPUOPUTETOB ANIA NPOBEPKM U 0GCNYXUBAHUSA.

B.6 Knacc FOP: o6opyfoBaHue u annapatypa

B paHHOM knacce npepctaBfieHbl Tpe6OBaHNSA K OpraHW3auMoHHbBIM Mepam Ans o6opyaoBaHus, annapaTypbl U
nomMelleHnini B npegenax aBToMaTU3MPOBaAHHOW CUCTEMBI.

B.6.1 MepeaBuxHoe o6opynosaHue (FOP_MOB)

B.6.1.1 XapakTepucTuka cemelicTBa

B gaHHOM cemeiicTBe onpefeneHbl Tpe6oBaHWs 6e30MacHOCTU ANS NepefBuMXHOT0O o6opyAoBaHWs U BKAOYAOT
B ceba noapobHoe M3noxeHne TpeboBaHWii 6e3onacHOCTM, poneil n o6A3aHHOCTEN.

B.6.1.2 PaHXupoBaHne KOMMNOHEHTOB

FOP_MOB.1 Tpe6oBaHus 6e3onacHoCTW ANs nepefBUXHOro obopyaoBaHua. OnpegeneHbl Tpe6oBaHnsa husn-
YeCcKoi 3awnTbl U Npoueayp NPUHATUA Mep obecnevyeHns 6e30MacHOCTU NPU UCMONb30BAHUN NEPeABUXHON BblUMCN-
TenbHOl annapaTypbl B 06U eCTBEHHbIX MecTax. OnpefeneHbl npaBusa UCNonb30BaHWs cpeacTB o6paboTkm nepco-
HanbHOU WHopMauun N MHopMaLun YacTHOTO NOMb30BaHWA U NpaBuna NPUMEHEHUS NMOSTHOCTbI0 aBTOMATU3NPOBAH-
HOro ob6opyfoBaHus.

B.6.1.3 3anucu

ABTOMaTU3MpOBaHHAaA cucTema [0/1KHa COXpPaHATb U NpefoCcTaBNATb 419 NPOBEPKN cCnejyolwne cBUAeTenbCTBa.

Ona FOP_MOB.1: onucaHue Tpe6oBaHuii hn3nyeckoin 3almnTbl U npoueayp npuHaTns mep obecneyeHns 6eso-
nacHOCTU NPV WCMOSb30BAHWWN NepeaBMXHOW BbIYMCANTENbHOW annapaTypbl B 06 ECTBEHHbIX MeCcTax C KOHKPEeTHbIMU
penctBnamun n cneymdukaunamu. OnucaHme npasuna UCNoONb30OBaHWSA cpefcTB 06paboTkM NepcoHanbHOW UHGOopMa-
UUKM 1 MHhopmaLm 4YacTHOrO NOMIb30BaHUA U NpaBuia NPUMEHEHUSA NOJIHOCTbIO aBTOMATN3NPOBaHHOTO 060pyAoBaHUSA
C KOHKPeTHbIMW feiCcTBMAMM M cneyndukaymamMm nm 3anucaMm o NPOBEAEHUN KOHTPONSA.
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B.6.1.4 FOP_MOB.1 Tpe6oBaHu1s 6€30NacHOCTN AN NepeABUXHOro obopygoBaHnsa

FOP_MOB.1.1 O®b gonxHbl onpefensTb Tpe6oBaHNA 6e30MaCHOCTM B MOMIUTUKE AN MEPEHOCHOW BbIYNCAU-
TEe/IbHOW TEXHUKU B OTHOWEHUU PUCKOB PaboTbl C MEPEHOCHLIM BbIYUCANTENbHBIM 060pYyA0BaHNEM B HE3al UL EHHbIX
cpepax.

FOP_MOB.1.2 O®b posxHbl onpefenatb TpeboBaHWA 6e30nacHOCTU ANS PU3MYECKON 3aluTbl, ynpaBieHus
AOoCTynom, kpuntorpauyeckmx mMeToAo0B U CPeACTB, Pe3epBHOr0 KOMMPOBAHMA W 3alUTbl OT BUPYCOB B NONMTUKE ANSA
nepeBMXHON BbIYNCIUTENBLHOW TEXHUKN.

FOP MOB.1.3 ®BC gonxHbl o6ecneuynTb Mepbl 3aWuTbl OT PUCKOB NPU UCNONb30BAHUN NEPeABMXHON BbIYUCIU-
TeNIbHOW annapartypsbl.

FOP_MOB.1.4 O®b pfonxHbl onpeaenaTb Npoueaypbl NPUHATUS Mep o6ecneyeHns 6e30MacHOCTU MPWU UCNONb-
30BaHNUN NepejBUXHON BbIYMCNNTENLHOW annapaTtypbl B 06WECTBEHHbIX MecTax, COBeljaTe /ibHbIX KOMHaTax u Apyrux
Hesal MU eHHbIX AOMEeHax 3a npejenamMmu nomeueHuii opraHnsaynn. OPE gomxHbI o6ecneynBaTb COOTBETCTBYIOLLYIO
3alnUTy UCNOoNb30BaHUI0 NepeABUXHOA BblYNCAUTENLHON annapaTypbl, NOACOEANHEHHOV K CeTaM.

FOP_MOB.1.5 ®BC aonxHbl o6ecneynBatb Mepbl 3alUTbl NEepPeBUXHON BbIYMCANTENbHON annapaTtypbl, 0CO-
6eHHO OoCTaB/ieHHO! 6e3 npucMoTpa, 0T XULLEeHWNA.

FOP_MOB.1.6 O®Bb fonxHbl onpeaenATb npasuia UCNOMb30BaHUA CPeACTB 06paboTKM NepCcoHaNbHbIX AaHHbIX
N npuBaTHOW MHOpMauun npn o6paboTke AeNoBOl MHopMaLmnK.

FOP MOB.1.7 O®B ponxHbl onpeAensiTb npaBuna, NnpenucbiBaloLine He 0CTaBNATbL 060pyf0BaHNE U HOCUTENN
MHopmayuu 6e3 NpucMoTpa B O6LLECTBEHHbIX MECTax, NePeHOCKM MOPTaTUBHLIX KOMMNbIOTEPOB B KayeCcTBe PYYHOro
6araxa n CKpbiBaTb NX MNPV COBEPLIEHUN Nepees3nos.

B.6.2CbemHoe o6opynoBaHue (FOP_RMM)

B.6.2.1 XapakTepucTuka cemeiictaa

[aHHoe cemelicTBO onpejenseT npouegypbl 6€30MacHOCTV ANA CMEHHOro o6opyaoBaHus W BkoyaeT B cebd
noAapo6HOe U3N0XeHWe ynpaB/leHUS CMEHHbIMU HOCUTENAMU.

B.6.2.2 PaHXupoBaHne KOMNOHEHTOB

FOP_RMM.1 YnpaBneHue CMEHHbIMW HOCUTENAMU

OnucaHbl npouefypbl ynpaBieHWsa CMEHHbIMU KOMMNbIOTEPHLIMW HOCUTENAMKU, Npoueaypbl aBTopu3auumn Ans
HocuTenei, yaaneHHbIX U3 opraHusanumu, u npoueaypbl CTUpaHUsA COAEPXMUMOro N06biX MOBTOPHO UCNOb3yEMbIX HOCK-
Tenei.

B.6.2.3 3anucu

ABTOMaTU3NPOBaHHAsA cMCTeMa [0/KHA COXPaHATbL W NPefoCTaBNATb 414 NPOBEPKN cnefyune ceuaeTeNbCTaa.

Ans FOP_RMM.1: onucaHue npoueayp ynpaB/ieHUsi CMEHHbIMU KOMMNbIOTEPHbIMU HOCUTENAMU, nNpouenyp aBTo-
pusauuu Ans HocuTenen, yaaneHHbiX U3 opraHusayuu, n npoueayp cTupaHus CoAepXXMMoro nto6bix NOBTOPHO MCNOb-
3yeMblX HOCUTesnel C KOHKPEeTHbIMU AeiCTBMAMKU U cneundukaynsiMu n 3anmcsiMn o NpoBeAEHNN KOHTPONS.

B.6.2.4 FOP_RMM.1 YnpaB/ieHNe CMEHHbIMU HOCUTENAMMU

3aBMCUMOCTU: 3aBUCUMOCTI OTCYTCTBYIOT.

FOP_RMM.1.1 O®b po/xHbl onpefenAaTb npouenypbl ynpabBieHUA CMEHHbIMU KOMMbOTEPHBIMW HOCUTENAMMU.

FOP_RMM. 1.2 O®Bb fonxHbl onpefensaTb NpoueAypbl aBTopusauuu 4Ns HOCUTENe, yaaneHHbIX U3 opraHusauum.

FOP_RMM.1.3 O®bB fonxHbl onpegensatb npoueaypbl MUHUMU3ALUM PUCKOB, CBSAI3AHHbLIX C YyTEUKOl CeKpeTHOW
MH(OpMaLUM HeCaHKLMOHMPOBAHHbLIM SMLaM, yCTaHOBMeHNA (hopMasibHbiX Npoueayp 6e30nacHoi nukBuAaLum Hocu-
Tenei.

FOP_RMM.1.4 O®B AonxHbl onpefenaTb npoueaypbl CTUpPaHWUs, BkAYaa Nio6ble CeKpeTHble AaHHble U NNLEH-
3M0HHOE NporpamMMHoe obecrnevyeHue, N6bLIX NOBTOPHO UCNOMb3yeMbiX HOcuTesneil U 060pyA0BaHUA, cCofepxaliero
HOCUTENU MHOPMAaLUKN, KOTOPbIE JO/KHbI 6biTh yAaneHbl U3 opraHn3auny B cnyvyae Ux HeHago6HOCTM N NPOBEpPEHbI Ha
BbINO/IHEHNE CTUPaHUA.

B.6.3 AuctaHynoHHoe o6opysosanune (FOP_RMT)

8.6.3.1 XapakTtepucTtuka cemeiictea

[laHHOe cemelicTBO onpegenseT npouenypbl 6e30nacHOCTV ¥ BKAoYaeT B ce6a noapo6HOe N3noxeHune ynpasne-
HUA AMCTAHUUOHHLIM 060pyaoOBaHuEM.

B.6.3.2 PaHXupoBaHne KOMMNOHEHTOB

FOP_RMT.1 YnpaBneHue AUCTAaHLWOHHbBIM 060pyAOBaHnEM

OnpepgeneHbl 0683aHHOCTN M NpoLEeAYypPbl yNpasBieHNa N UCNONb30BaHNA ANCTAHLMOHHOTO 060pyA0BaHNA 1M NPO-
Leaypbl AUCTAHLMOHHOTO AOocTyna K fAenoBoii nHpopmaymm.

B.6.3.3 3anucu

ABTOMaTU3MPOBAaHHAsA CUCTEMA [OJI)KHA COXPaHATb U NpeAoCcTaBNATL AN NPOBEPKN creaylolime cBugetenbcTea.

Ana FOP_RMT.1: onucaHue o6s3aHHOCTEN 1 npoueaypbl ynpaBneHns n UCNonb30BaHUSA AUCTAHLMOHHOro o6opy-
[OBaHNA 1 npoueayp AUCTAHLMOHHOIO AocTyna K e/10B0i MH(POPMaLUN C KOHKPETHbIMU AeiCTBUSAMU U cneyudnkaLum-
AMU W 3aNUCAMW O NPOBEAEHUN KOHTPONS.

B.6.3.4 FOP_RMT.1 YnpaBneHne AuctaHUMOHHbIM 060pyAOBaHuem

3aBNCUMOCTUN: 3aBUCUMOCTU OTCYTCTBYIOT.

FOP_RMT.1.1 O®B f0/MXHbl onpeAenaTb 06893aHHOCTU 1 NpoueAypbl ynpaBneHns 060pyj0BaHNEM U ero UCNosb-
30BaHuA. BKN4as o6opygoBaHne Ha TeppuTopuu nNosb3oBaTens.
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FOP_RMT.1.2 O®6 A0/KHbI OnpeAenaTb npoueaypbl OCYLWECTBAEHUS AUCTAHLWOHHOrO fOCTyna K Ae/I0BOW WH-
dopmauunn yepes o6LWef0CTYNHYIO CETb C MOMOLbIO NEPeBUXHON BbIUNCINTENbHOW annapaTypbl TO/IbKO NOC/e ycnew-
HON naeHTUUKaLUN N ayTeHTUdNKaLNM N C NPUMEHEHNEM COOTBETCTBYIOLWNX MEXaHW3MOB ynpaB/ieHUs A0CTYNOM.

FOP_RMT.1.3 ®BC ponxHbl o6ecneunBaTb Mepbl 6G/IOKMPOBKU KnaBuMaTypbl WUAN 3KBMBA/NIEHTHblE Mepbl o6ecne-
yeHus 6es3onacHocTn AnA 3awutbl MK nan TepMuHanoB OT HECaHKLMOHMPOBAHHOIO AocTyna.

FOP_RMT.1.4 ®BC pomxHbl o6ecneymBaTb Mepbl aBTOMaTU4eCcKOW MAeHTUdMKaLuum o60pyAaoBaHMA Kak cpep-
CTBa ayTeHTUdMKaLUM CcoefUHEHU N3 cneunduruyeckux MecTonoioXeHnit 06opyf0BaHuns.

FOP_RMT.1.5 ®BC pgonxHbl ob6ecneynBaTb ynpaBneHyeckne mepbl (QU3NYECKUM U NOTUYECKUM [OCTYNOM K guar-
HOCTUYECKUM U KOHMUTYpaLMOHHBIM NopTam.

B.6.4 CuctemHoe o6opyposaHue (FOP_SYS)

B.6.4.1 XapakTepucTnka cemeiictsa

[laHHOoe cemelicTBO onpegenseTt npoueaypbl 6€30NacHOCTU ANA CUCTEMHOro o6opyaoBaHusa U BkAoYaeT B cebs
noApo6HoOe M3N0XeHUe ynpasB/ieHUs CUCTEMHbIM 060pyAOBaHUEM.

B.6.4.2 PaHXupoBaH1ne KOMMNOHEHTOB

FOP_SYS.1 YnpaBneHue cucTeMHbIM 060pyfoBaHuemM

OnpepgeneHbl 3anacHoe o60opyjaoBaHne W pe3epBHbIe HOCUTENW, NpaBuna XpPaHeHUs ONacHbIX W BOCMaMeHSA-
wuxca matepuanos. Mpoueypbl NPOBEpPKM NOCTynalwLWero marepvana v 3aWuTbl CETEBOW NPOBOAKN C KOHKPETHbIMU
feiicTBuAMM 1 cneumndurkaynamu.

B.6.4.3 FOP_SYS.1 YnpaBneHune cuUCTeMHbIM 060pyf0BaHmem

3aBUCUMOCTU: 3aBUCUMOCTMN OTCYTCTBYIOT.

FOP_SYS.1.1 O¢g 6 fONXHbI ONpeAensiTb NpaBuna pasMeLlieHns 3anacHoro 060pyaoBaHna U pe3epBHbIX HOCUTe-
nei Ha 6e30nacHOM paccTosHuM Ana nsbexaHuns yuwep6a, NPUYNHEHHOTO GeACTBUEM HA [N1ABHON TeppuTopuu.

FOP_SYS.1.2 O®b go/mxHbl onpeAenatb npaBuaa XpaHeHUss ONacHbIX ¥ BOCN/IaMeHALWUXcs MaTepuanos 6e3o0-
nacHblM 06pa3oM Ha 6e30MacHOM PacCTOAHMM Ha 3alULEHHOM y4yacTke.

FOP_SYS.1.30®b A0/XHbl onpefensaTh NpaBuia XpaHeHUA KaTanoroB BHYTPEHHUX TenedOoHHbIX CNPaBOYHMKOB,
ykasblBalWwmnx MecTononoxeHne obopyaosaHna Ana o6paboTku cekpeTHOU MHdopmauun, HeAOoCTYNHON ANna obuie-
CTBEHHOCTH.

FOP_SYS.1.4 O®b po/mxHbl onpegenatb npoueaypbl NPOBepKuM nocTynarwliero Matepuana Ha Haliuvyue noTeH-
LuManbHbIX yrpo3 nepej ero nepeMelleHnem OT paiioHa [0CTaBKM WU pasrpy3km K MecTy MCMNONb30BaHUA.

FOP_SYS.1.5 ®6C fo/XHbl 06ecneynTb Mepbl 3aluTbl CETEBOW NPOBOAKM OT HECAHKLWOHUPOBAHHOIO MPOCAY-
WWNBAHUSA WU NOBPEXAEeHUA Npu ee npoknajke vyepes naowagn o6LWeCTBEHHOrO NoJb30BaHUA.

FOP_SYS.1.6 O®b pgonxHbl onpeaenaTb npaBuna o6cnyxunBaHus o60pyaoBaHUs B COOTBETCTBUM C PEKOMEHA0-
BaHHbLIMU MOCTABLMKOM WHTepBanamu u cneyndukaumamm.

FOP_SYS.1.7 O®b ponXHbI OnNpeAensaTb nNpasuia NpoBeAeHUs peMOoHTa Wanm ob6cnyxunBaHus o6opyaoBaHus
TO/IbKO CAHKLWOHWPOBAHHbIM 06CAYXMWBaOLWNM NEepPcoHaNoM.

FOP_SYS.1.8 O®b fo/kHbl onpenenaTb ynpaB/ieHYeckue Mepbl ANS COOTBETCTBYHOLWETO YPOBHS (hu3nyeckoi
3aWuTbl 1 3aluThl OT BO3/AEWCTBNA OKpyXatoleii cpefbl B COOTBETCTBAN CO CTaHAapTamu, NPUMeHAEeMbIMU Ha FnaBHOM
TeppuTopuun ANA pe3epBHO MHpopmauun. Mepbl obecneyeHnss 6€30NacHOCTN, NPUMEHSAEMble K HOCUTE/IAM Ha OCHOB-
HOIi TeppuTOpMKU, AOKHbI GbiThb pacnpocTpaHeHbl Ha pPe3epBHYD TeppuTopuio.

FOP_SYS.1.9 O®b pgonxHbl onpeaensaTb nNpaBu/ia XpaHeHWst BCeEX HocuTeneil a 6e3onacHoOil U 3aluuieHHO
cpefie B COOTBETCTBMM CO cneyudukayneil nsrotosutenei.

FOP_SYS.1.10 O®b gonxHbl onpeaensTb 0693aHHOCTK no 3awute o6opyfoBaHus, paboTtawLwero B aBTOHOMHOM
pexume AN BCex pabOTHUKOB, NOAPAAYNKOB M NOSib30BaTesiell TpeTbell CTOPOHbI B OTHOWeEHWM TpeboBaHuil 1 npoue-
ayp 6esonacHocTu.

FOP_SYS.1.11 O®b fonxHbl onpegensatb npouefypbl obecneyeHns nepeHoca BCeli peneBaHTHON MHdopmaymm
a opraHusauuio U ee HafleXHOro cTupaHus n3 o60pyaoBaHNa a cryvyae NoKynku o60pyfoBaHUsA opraHusauum pa6oTHu-
KOM. MOAPAAYMKOM W NoMb3oBaTesieM TpeTbel CTOPOHbI WM UCMNOMb30BaHUSA UMW COGCTBEHHOTo 060pyAOBaHMA.

FOP_SYS.1.12 O 6 pomxubl 06ecneynTb mepbl o6ecneyeHna 6e30nNacHOCTU ANA HOCUTenel, copgepxalmnux uH-
thopmauuio. Kotopas [0/HKHA 6biTh 3aljulieHa 0T HeCaHKLMOHWPOBAHHOIO A0CTyna, HeNpaBUbLHOrO UCMNOJb30BaHUA
WU UCKaXEHWA BO BPeMs TPaHCMOPTMPOBAHWA 3a npejenaMu opraHusauuu.

B.6.5 YnpaBnenue annapatypoit (FOP_MNG)

B.6.5.1 XapakTepucTtuka cemeiictsa

[laHHOe cemelicTBO onpejenseT ynpasneHne annapatypoil n Bknwo4aeT B cebsa husmueckyto 3awuTy, BCnomora-
TenbHoe o6opyaoBaHue W KaHabl CBA3W.

B.6.5.2 PaHxnpoBaHne KOMNOHEHTOB

FOP_MNG.1 ®usmnyeckas sawmra

OnpepeneHa dusnyeckan 3awmuTta oncos, NoMeleHNii n annapaTtypbl. OnpegeneHo pasjgeneHue annaparypbl,
ncnonb3yemMoin gna pas3paboTku, UCNbITAHUA W akcnnyaTtauun. OnpepeneHbl Tpe6oBaHMA ANSA afekBaTHON pe3epBHON
annapartypbl 4 3awWuTbl cpeAcTB 06paboTkn MHopmayuu.

FOP_MNG.2 CunoBoe BcnomoratenbHoe obopypoBaHune

OnpepgeneHbl ynpaBneHue BCnomoratesfibHbiM 060pyjOBaHMEM U NMPUMEHeHWe pe3epBHOro reHepartopa.

FOP_MNG.3 KaHanbl cBsi3n

OnpefeneHo ynpaBfieHne BHEWHUMU KaHanamu CBA3W.

59



FOCT P NICO/M3IK TO 19791 — 2008

B.6.5.3 3anucu

Ana FOP MNG.1: onucaHue hun3nyeckoi 3awntbl ohMcoB, NOMELWEHNI i U annapaTypbl, pasfeneHusa annaparty-
pbl. ucnonb3yemoi Ana pa3paboTku, UCNbITAHWA W 3KCNAyaTauuu, afekBaTHONW pe3epBHON annapaTypbl U 3awWuTbl
cpepcTs 06paboTkM UHpopPMaLUU C KOHKPETHbIMU AEeACTBMAMU U cneundukaumamu.

Ans FOP_MNG.2: onucaHue ynpaB/iieHUs CUNOBbIM BCNOMOraTe/sibHbIM 060pyAOBaHMeM U NPpUMeEHEeHNe pe3eps-
HOTo reHepartopa C KOHKPETHbIMU feiCcTBUSMU M cneundukaymamu.

Ans FOP_MNG.3: onucaHune ynpaBieHUsa kaHanamu CBA3M U Mep NO YCTPaHEHWNI0O HEUMCNPABHOCTEW C KOHKPETHbI-
MU LEeACTBUAMMU W cneundukayusamu.

B.6.5.4 FOP_MNG.1 ®un3nyeckas sawmra

3asucumocTtn: FOD_PSN.5 locTyn k annapatype u o60pyAoBaHuio.

FOP_MNG.1.1 O®PB gonxHbl onpefenaTs Tpe6oBaHna 6e30nacHOCTU AN PU3NYECKON 3alnTbl 0PUCOB, APYTUX
nomMeleHunii n annapaTtypbl oT yuep6a BcnencTeue noxapa, HaBOAHEHWS, 3eMIeTPACEHUs, B3pblBa, 06 ECTBEHHbIX
6ecnopafAkos v Apyrux Buaos 6eACTBUIA NPUPOAHBIX UM aHTPONOreHHbIX kKaTtacTpod.

FOP_MNG.1.2 O®Bb ponxHbl onpeaenate Tpe6oBaHns 6e3onacHOCTV pasfeneHus annapaTtypbl paspaboTku,
MCNbITAHUA 1 3KCnnyaTauum € Lenbilo CHUKEHNA PUCKOB HECAHKLMOHUPOBAHHOrO A0CTyNa WAW BHECEHWUS WU3MEHEHUN B
aBTOMAaTU3NPOBAHHYO CUCTEMY.

FOP_MNG.1.3 O®b gonxHbl onpeaenaTe TpeboBaHMa 6e3o0nacHOCTY 419 afeKBaTHOW pe3epBHOI annapaTypbl B
uensx o6ecneyeHns BO3MOXHOCTU BOCCTAHOB/IEHUA BCeW 3HAYMMOW MHpoOpmMauuM u NporpammMHOro o6ecnevyeHuns noc-
ne Kakoro-nn6o 6eACTBMA UAN HEUCNPABHOCTW HOCUTenein MHdopmayuu.

FOP_MNG.1.4 O®Bb pgonxHbl onpefenats Tpe6oBaHua 6e3onacHocTVM ANs 3awuTbl 060pyfoBaHus o6paboTku
MHpopMaLmnn c Lenbio n3bexaHns HecaHKLMOHMPOBAHHOIO AOCTYNA UAN PacKkpbliTUA WHOpMaLun, XxpaHauielica B 3TOM
o6opynoBaHun 1 o6pabaTbiBaeMOin UM.

B.6.5.5 FOP_MNG.2 CunoBsoe BcnomoratesbHoe o6opyaoBaHue

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOP_MNG.2.1 ®BC pgonxHbl ob6ecneuyntb Mepbl obecneyeHnss 6e3onacHOCTU ANA 3aWuTbl 060pyAoBaHnsA OT
nepe6oeB B NUTaHUU U Apyrux c60eB, BbI3BaHHbIX HEUCNPABHOCTAMWU BO BCNOMOraTe/ibHOM 060pyA0BaHUN.

FOP_MNG.2.2 O®b pgonxkHbl onpefenats Tpe6oBaHua 6e30nacHoOCTM ANA nNpuMeHeHus obopyaoBaHus YTIC.

FOP MNG.2.3 O®b pfonxHbl onpeaenatb Tpe6oBaHUa 6e30MacHOCTM ANS NPUMEHEHUS pe3epBHOro reHeparopa
npn Heo6xoAMMOCTN NPOAOIXKEHNA 06paboTkn nHopmauun B cayvyae ANNTeNbHOro nepe6os B NUTaHUu.

B.6.5.6 FOP_MNG.3 KaHanbl cBA3un

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

FOP MNG.3.1 ®BC ponxHbl o6ecneuynTb Mepbl 3alWuTbl CUNOBOK U TENEKOMMYHUKALMOHHOW NPOBOAKK, nepeaa-
lowen gaHHble NAn nNpeAocTaBnAlLWEeNn BCcnomMmoraTteibHble UHOpPMaLNOHHbIE YyCAYrn, OT NPOCAYLWWBAHUA NN NOBPEX-
AeHus.

FOP_MNG.3.2 ®BC ponxHbl onpeaenatb Tpe6oBaHnA 6e30nacHOCTU Npu NoafepXaHWn CBA3HOCTU KOMMYHWKa-
Luuii B cnyyae HeucnpaBHOCTU annapaTypbl CBS3W WM NpepbiBaHUsA B ero pa6orTe.

B.7 Knacc 7: TpeTbn CTOPOHBI

B paHHOM knacce npepacTaBfieHbl TPe6OBaHUA K OpraHW3aunOHHbIM Mepam ANS TPeTbUX CTOPOH.

B.7.1 YnpaBneHue B3anmogeinctemem c Tpetbeil ctopoHoit (FOT_MNG)

B.7.1.1 XapakTepucTuka cemeiictaa

[laHHOe cemelicTBO onpeAensieT ynpasjeHne B3anMoeicTBUEM C TpeTbell CTOPOHON N 06a3aTenbCcTBa TPETbUX
CTOPOH W BKOYaeT B ceba Tpe6oBaHUA 6e30MacHOCTN ANS ayTCOPCUHIA U TPETbUX CTOPOH.

B.7.1.2 PaHXupoBaHne KOMNOHEHTOB

FOTMNG.1 AyTCOPCHUHT.

OnpegeneH nnaH Heo6xoAMMbIX nepegay MHGOPMaLnK, NNLEH3NOHHbLIX COrnaleHnin, BnajgeHns kogamm n npas
Ha MHTENNeKTyanbHYyl0 COGCTBEHHOCTb.

FOT_MNG.2 Tpeb6oBaHusi 6€30NaCHOCTN ANA TPETbUX CTOPOH.

OnpepeneHbl Bce Tpe6oBaHUA 6e30MacHOCTU, iBNSAWOWMECA pe3ynbTatoM paboTel C TpeTbMU cTopoHamu. Onpe-
feneHbl gocTaToyHoe oblWee ynpaBaeHne u Npasuna HenpegocTaBaeHns gocTyna K uHpopmauum opralnsaunn. Onpe-
feneH MeHeAXMEHT pucka, NPUMEHUMbIA K B3aUMOOTHOLIEHUAM C TPeTbeil CTOPOHOWA.

B.7.1.3 3anucu

ABTOMaTU3MpPOBaHHasA cUCTEMA AO/IKHA COXPaHATb U NPpeAoCcTaBNATL AN NPOBEPKM CeAylolne cBugetTenbCcTBa:

Ana FOT_MNG.1: onucaHue nnaHa Heo6XxoAMMbIX nepefay MHoOpMauumn, NULEH3UOHHbIX CornalweHunii, Bnage-
HUS KOJamMu U NpaB Ha WHTEeNNeKTyanbHYyl COBGCTBEHHOCTb C KOHKPETHbIMWU AeACTBMAMMK U cneyndukaumamu.

Ona FOT_MNG.2: onucaHne Bcex Tpe6oBaHuWii 6e3onacHocTu, npoucTekawmx n3 paboTsl ¢ TPETbUMU CTOPOHA-
MW. [,OCTATOYHOTO 06LWEero ynpaBneHua u npaBua HenpeaocTaBAeHNs focTyna K MHpopmaumm opraHnusanum n MeHeax-
MeHTa puUcka C KOHKPEeTHbIMW AeACTBUAMK U cneundukaynsmu.

B.7.1.4 FOT_MNG.1 AyTcopCUHT

3asucumoctn: FOD_PSN.3 lMepcoHanbHOe cornalieHune.

FOT_MNG.1.1 O®b gonxHbl onpeaenaTs Tpe6oBaHNsa 6€30NacHOCTU ANA NnaHa Heo6XoAMMbIX nepegay nHdop-
mMauuun. cpeActB 06paboTkn MHopmauuM U BCEro mognexauiero nepemelieHnto U nogaepxaHuto 6e3onacHocTu BO
BpemMsa nepuopa nepegayn nHpopmauum nNpu MeponpuaTUAX ayTCOPCUHra.
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FOT_MNG.1.2 OPB gonxHbl onpeaenste TpeboBaHWs 6e30MacHOCTM A8 NULEH3NOHHbIX cornalweHunii, Bnage-
HMUA KOJaMW N NpaB Ha UHTeNNeKTyaslbHyl0 COGCTBEHHOCTb, CepTUdNKaL MM KayecTBa ¥ TOUHOCTY BbINOSIHAEMO paboThl,
MeponpuATWIA NO YCIOBHOMY IENOHUPOBAHMNIO B C/lyyae Heyjauu TpeTbei CTOPOHbLI, Npas AocTyna Ansa ayanta kayecTsa
1 TOYHOCTU NpoAenaHHoi paboTbl, JOrOBOPHbIX Tpe6oBaHMii kK Ka4eCcTBY koja U TeCTUPOBAHUIO 418 O6GHAPYXEHNS TPOSH-
CKOro koga Tam. rge 6bi10 paspaboTtaHo nporpaMMmHoe obecneveHue.

B.7.1.5 FOT_MNG.1 Tpe6oBaHu1s 6€30MaCHOCTN ANSA TPEeTbel CTOPOHbI

3aBUCUMMOCTU: 3aBUCUMOCTN OTCYTCTBYIOT.

FOT_MNG.1.1 O®b ponxHbl onpeaensitb Tpe6oBaHnsa 6e3onacHoCTH, ABNSAWMECA pe3ynbTaToMm paboTbl ¢ Tpe-
TbUMMN CTOPOHAMUW WU BHYTPUPUPMEHHBIMU MepaMn KOHTPOIA N0 COrnacoBaHU C TpeTbel CTOPOHON.

FOT_MNG.1.2 O®B pfonxHbl onpeaenats Tpe6oBaHua 6e3onacHoCcT AnA ob6ecnevyeHUss COOTBETCTBUA NOMUTU-
KaM 1 cTaHgapTam 6e30nacHOCTY OpraHM3aumnmn no cornacoBaHnio ¢ TpeTbUMU CTOPOHAMU, BKKOYAA A0CTYN K MHGopMa-
uun opraHusauun, ee o6paboTky, nepegady uau ynpasneHue ew. Uan k cpeacteam o6paboTkn Hdopmauuu.

FOT_MNG.1.3 O®b ponkHbl onpepenatb Tpeb6oBaHWsA 6e30MacHOCTU ANS A0OCTATOYHOrOo 06ULEero KOHTPONASA U
acnekToB 6e30MacHOCTU ANA CEKPETHOW WAKM KPUTUYECKN BaxHOU nHdopmauum nnu cpeactB o6paboTkm uHopmaymu,
[0CTYyN K KOTOPOUi OCyL,eCTBNAETCA TPeTbe CTOPOHOW 1 KoTopas o6pabaTbiBaeTca UK ynpaBnseTcsa TPeTbel CTOPOHOIA.

FOT_MNG.1.4 O®b gonxHbl onpeaenAaTs npasvaa, npegnucbiBallyve He NpefocTaBnsATh AOCTYN K UHpOpMa-
U1Kn opraHusaumam TpeTbeil CTOPOHbI, Noka He 6yAyT onpejeneHbl mepbl o6ecnevyeHns 6e30nNacHOCT W NOANMCAHO
cornaweHue, onpejensiouiee yciosBus nogcoeAnHeHns nam gocTtyna, u pabodyee cornaweHue.

FOT_MNG.1.5 O®Bb gokHbl onpefensitb TpeboBaHna 6e30NacHOCTU AN1S OCYLW,ECTBEHNA MEHeAXMeHTa pucka-
MU. CBA3aHHbIMKU C GU3Hec-npoLeccamMu C TPeTbMMU CTOPOHAMMU WKW UX NEPCOHAaNoOM.

FOT_MNG.1.6 O®Bb gonxHbl onpefensTs Tpe6oBaHNsA 6e30NacHOCTM A1 OCYLLeCTBAEHNS MeHeXXMeHTa pucka-
MU. CBSI3aHHbIMW C pa3/IMYHbIMWU CpeAcTBaMy XpaHeHusa n o6paboTku nHpopmauyun, kotopble 6yAyT NCNONb30BATbCA
TpeTbeli CTOPOHO.

FOT_MNG.1.7 O®B fonxHbl onpeAensTb Npoueaypbl HaA3o0pa M KOHTPONMPOBAHUA opraHm3auuneil pa3paboTku
nporpaMMHoOro o6ecneyeHuns, OCyLW,eCTB/IAEMON Ha CTOPOHE.

FOT_MNG.1.8 O®b gonxHbl onpefensatb Tpe6oBaHns 6e30NacHOCTU NS NOATBEPXAEHUA peannsauuun, akcnny-
atauum v nojpepxaHus mep obecneyeHus 6e3onacHoCcTu, knaccudukaLum cnyx6 v ypoBHel noctaBkn, BK/HOUYEHHbIX B
[0TOBOP O MOCTaBKe YCNyr TpeTbeli CTOPOHOM, 3TOli TpeTbeil CTOPOHOIA.

FOT_MNG.1.9 OdB goskHbl onpefenath Tpe6oBaHua 6e30MacHOCTU ANA PerynsapHOro MOHUTOPUHIa n nepe-
cMoTpa ycnyr, 0T4eTOB U 3anuceii, NnpeAocTaBasAeMbiX TPeTbeil CTOPOHOI, a Takxe NpoBejeHns ayauTos.

FOT_MNG.1.10 O®Bb gonxHbl onpegenatb TpeboBaHMs 6e30NacHOCTU K yNpaBAeHNI0 BHECEHWEM W3MEHEHU B
npefocTaBieHne ycnyr, Bkiovas nojjepxaHue nycoBepLIeHCTBOBaHWE CYLeCTBYOLWUX NOAUTHK, NpoLeayp n mep obec-
nevyeHns MHMOPMaLMOHHOK 6e30NacHOCTN C YH4eTOM KPUTUYHOCTMU 3a[eiicTBOBaHHbLIX GU3HEC-CUCTEM U NPOLECCOB U
NOBTOPHOW OLEHKN PUCKOB.

FOT_MNG.1.11 O®b gomxHbl onpeaenatb Tpe6oBaHnsA 6e30nNacHOCTU, NpefHa3HavYeHHble 4N BHECEHUA B 40ro-
BOPblI C TPETbUMU CTOPOHaMU, BkIOYawLme OCTYN K MHdhopmaymn nnu cpeacteam o6paboTkn nHgopmauun opraHusa-
unn. obpaboTke, nepegaye 3TON MHpoOpMALUM MW K yNPaBAEHUIO €0 UKn fo6aBfeHnio NPoAYyKTOB UAWU YCNyr K cpef-
cTBaM 06pa6oTkn nHopmayuu.

B.8 Knacc FOM:ynpaBneHune

B fnaHHOM knacce npefcTaBfieHbl Tpe6oBaHWs NO ynpaB/eHUI0 OpraHM3aLnoHbIMU MepamMu 6e30nacHoCcTu.

B.8.1 YnpaBneHue napametpamu 6e3onacHoctn (FOM_PRM)

B.8.1.1 XapakTepuctuka cemeiictea

[laHHoe cemeiicTBO onpejenseTt ynpasneHne napameTpamu 6e30nNacHOCTM U BKAwuYaeT B ceba nogpobHoe onu-
caHue NpUMeHeHWa kpuntorpaduyu N NpUBUIErnii.

B.8.1.2 PaHXupoBaHne KOMNOHEHTOB

FOM_PRM.1 Wcnonb3oBaHue kpuntorpaduu

OnpepfeneHbl NOAXOA K pacnpefenieHunio knueil, BkIoYas MeToAbl 3aWuTbl KpunTorpauyeckmx kawyein n sBoc-
CTaHOBNEHUA 3awundpoBaHHON MHpOpMaL K.

FOM_PRM.2 Pa3geneHvne npusunerni

OnpepgeneHo pasgeneHve NpuUBMIErnii.

B.8.1.3 3anucu

ABTOMaTU3NPOBaAHHAA CUCTEMA [0/KHA COXPAHATb U NPefoCcTaBNATL 4N1A NPOBEPKMN cheaylollne CBUAETeNbCTBA.

Ona FOM_PRM.1: onucaHne noAxofa K pacnpefesieHnto knueit, Bkatoyas MeToAbl 3aWuTbl Kpuntorpagmyeckmx
Knoyeli 1 BOCCTAHOBNMIEHUA 3aWN@POBAHHON MHGOPMAaLUN C KOHKPETHbBIMU JeACTBUAMN U cneundukaunamm.

Ona FOM_PRM.2: onucaHne pa3feneHus npuBmuernii ¢ KOHKPETHbIMU AelCTBUAMU W cneyudukauuamu.

B.8.1.4 FOM_PRM.1 Ncnonb3oBaHue kpuntorpaduu

3asucumocTtu: FOS_POL.4 Kpuntorpadunyeckas nonutuka.

FOM_PRM.1.1 O®Bb gonxHbl onpeaenATb Tpe6oBaHMa 6e30MacHOCTM K MeTOoAy ynpaB/ieHUs WCNONb30BaHWEM
KpunTorpadnyeckux cpefCcTB ynpaB/ieHUa B OpraHn3aynn, MeToay HadHauyeHus kayeil, Bkaoyas MeToAbl 3aWuTsl Kpun-
Torpadmyecknx Knoyed 1 BOCCTAHOBNEHUA 3allN(POBAHHON MHOPMaALUKN B Cnyyae YTEPSAHHbIX, CKOMNPOMETUPOBaH-
HbIX UM NOBPEXAEHHbIX KNoYelt; ponn n 06893aHHOCTM Tex. KTO OTBeYaeT 3a peann3auuio NoANTUKM, a Takke nosoxe-
HUA U rOCyAapCTBEHHbIe OrpaHW4YeHUs, KOTOpble MOrYyT MNPUMEHATLCA K UCNOMb30BaHUIO KpunTorpaduyeckux meTto-
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[l0B B Pa3/IMYHbIX YacTAX mMupa, u npobiemsl NoToka 3aWM@poBaHHON WHOpPMaLMn 4Yepe3 rpaHuly ANsS Kpunrtorpa-
myeckoil NONUTUKN OpraHm3auuu.

B.8.1.5 FOM_PRM.2 PasgeneHne npusuneruni

FOM_PRM.2.1 O®B agonxHbl onpefenatb npaBuna pasfeneHns NpuBUIErnii AN CHUKEHWUS BO3MOXHOCTEW He-
CaHKUMOHNPOBAHHOTO UMM HENPAaBU/ILHOTO NPUMEHEHUS aKTUBOB, OTAENIEHUA UHULUUPOBAHUA CO6bLITUA OT ero aBTopu-
3auuu.

FOM_PRM.2.2 O®B fgonxHbl onpeaenatb Tpe6oBaHns 6e30MacHOCTU NpU Ha3HaAYeHUU NpUBUIErNIA Nonb3oBaTe-
7110, OT/INYHbLIX OT TeX, KOTOPble€ UCMNO/b3YITCA B 06bIYHON [eN10BOV 4eATEeNbHOCTN.

B.8.2 YnpaBneHue knaccudmkaymnein aktusos (FOM_CLS)

B.8.2.1 XapakTepucTtnka cemeicraa

B paHHOM cemeiicTBe onpegenseTca knaccudukauusa aktusos. OHa Bk/oYaeT B ce6a kateropupoBaHue.

B.8.2.2 PaHXupoBaHne KOMMNOHEHTOB

FOM_CLS.1 KateropuposaHue

OnpefeneHo kateropuposaHue 3anuceii.

FOM_CLS.2 NaeHTudnkaunsa aktusos

OnpepgeneHa naeHTuduKayns akTUBOB.

B.8.2.3 3anucu

ABTOMaTU3NPOBaHHAsA cuCTeMa A0J/IKHA COXpaHATb W NPefoCTaBNATb ANA NPOBEPKN cnejyoline cBuaeTenbCTBa.

Ansa FOM_CLS.1: onucaHue kateropusauuun sanuceii ¢ KOHKpeTHbIMU cneundukaunsmu.

Ona FOM_CLS-2: onucaHne naeHTudukaumm akTMBOB C KOHKPETHbIMU cneundukaymsamm.

B.8.2.4 FOM_CLS.1 KaTteropusauus

3aBUCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

FOM_CLS.1.1 O®b ponxHbl onpefenate Tpe6oBaHWs 6€30MaCHOCTM K KaTteropuMsauuu 3anucein Ha TUNbl 3anu-
celi. 3anucy 6a3 faHHbIX, XypHaabl TpaH3akuuil, XypHanbl ayauta 1 akcnayataynoHHble npoueaypsl {kaxaas ¢ nogpo6-
HOCTSIMM O Mepuojax COXpPaHHOCTU U Tune cpepbl 4NA XpaHeHUs uHdopmaymm).

B.8.2.5 FOM_CLS.2 UgeHTudnkayumsa akTuBoB

3aBNCUMOCTU: 3aBUCUMOCTUN OTCYTCTBYIOT.

FOM_CLS.2.1 O®Bb gonxHbl onpefenath Tpe6oBaHnsa 6e3onacHOCTM K cneyndukaumm naeHtudukaymm, cneym-
hukaynm Tuna akTuea, PyHKUUKN aKkTUBa, TpeboBaHWii KynpaBneHuno, NpeAoCcTaBAATbL YPOBHMN 3aWUThbl, COOTBETCTBY W NE
3HAYMMOCTN aKTWBOB, COr/1aCOBbIBATb BlafeHUE U KaTeropuio 3awuTbl U perncTpupoBaTb Tekyl,ee MecTonosioxXeHne
Kax/oro akTuea B peectpe.

FOM_CLS.2.2 O®b ponxHbl onpeaenats Tpe6osaHns 6e30MacHOCTM K COCTaB/IEHUIO U NOAAEPXaHUI peecTpa
BCEX 3HAYNMbIX aKTUBOB.

FOM_CLS.2.3 O®b pgo/mxHbl onpeaenste Tpe6oBaHWa 6€30MacHOCTU K Mepuoay COXPaHHOCTU BaXHOW fenoBoit
nHopmaunn, a Takxke nobble Tpe6oBaHNA NO MOCTOAHHOMY XPAHEHWUI0 apXMBHbIX KOMWIA.

B.8.3 ¥YnpaBneHne o6a3aHHOCTAMM NepcoHana, cBA3aHHbIMMN c 6e3onacHocTblo (FOM_PSN)

B.8.3.1 XapakTepucTuka cemelictea

[laHHoe cemelicTBO onpegensieT 06A3aHHOCTM nepcoHana no o6ecneuveHuto 6esonacHocTn. OnpegenexHne o06a-
3aHHOCTel nepcoHana ocyu,ecTBAAETCA B OTHOWEHUN BNajenbLeB akTUBOB U MeHeXepoB 6e30nNacHoCTH.

B.8.3.2 PaHXupoBaHne KOMMNOHEHTOB

FOM_PSN.1 BnageHvne aktusamu

OnpegeneHo BnajgeHne akTuBamu.

FOM_PSN.2 MeHepxepbl 6e3onacHocTu

OnpefeneHo HasHayeHMe MeHe[XepoB 6e30NacHOCTU.

B.8.3.3 3anucu

ABTOMaTN3NpPOBaHHAsA cUCTeMa A0JKHA COXpaHATb W NpefoCcTaBNATb 414 NPOBEPKN cnefywlne cBuaeTenbCTBa.

Ona FOM_PSN.1: onucaHne BnajeHWs akTMBamMmn C KOHKPETHbIMU crneundukaymamu.

Ana FOM_PSN.2: onucaHue HasHauyeHWs MeHefxepoB 6e30NacHoOCTU.

B.8.3.4 FOM_PSN.1 BnageHue aktusamu

3aBucumocTtu: FOA_POL.3 YnpaBneHue akTuBamu nosib3oBartesns.

FOM_PSN.1.1 O®b goxHbl onpeaensTe Tpe6oBaHMa 6e30NacHOCTM K BlafeHWo BCell nHpopmayueid n aktuea-
MU. CBSI3aHHbIMW CO cpefcTBamu 06paboTkm MHOpMaunMn, onpeAeneHHbIM nogpasfjeneHnem opraHmsauum.

B.8.3.5 FOM_PSN.2 MeHepxepbl 6€300acHOCTKN

3aBNCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

FOM_PSN.2.1 O®Bb gonxHbl onpefensaTs Tpe6oBaHa 6€30NacHOCTN K Ha3HAYeHUI0 KOHKPETHOro OTBETCTBEHHO-
ro MeHejxepa KaxAomy cpeacTtBy 6e30MacHOCTU.

FOM_PSN.2.2 O®b gonxHbl onpeaenaTs Tpe6oBaHns 6e30NacHOCTM C TeM. 4TO6bl PyKOBOACTBO HacTanBano Ha
npuMeHeHun mep obecnevyeHns 6e30MacHOCTU BCeMW paboTHUKaMMU, NoApAAYNKAMU W NONb30BATENAMU TPETbUX CTO-
POH B COOTBETCTBMW C YCTAHOBJ/IEHHbIMW MOMNTUKAMU W NpoLeAypamMun opraHusaymm.

B.8.4 YnpaBneHue opraHusayuneii 6esonacHoctn (FOM_ORG)

B.8.4.1 XapakTtepucTtuka cemeiictaa

[laHHOe ceMmelicTBO onpejenseT opraHusaLuio pykoBoAcTea no o6ecneyeHunto 6e3onacHocTy 1 BkayaeT B cebs
0653aHHOCTN pykoBogCcTBa No o6ecneyeHnto 6e30NacHOCTM U yyacTue B COBeLlaHUN PyKOBOACTBA.
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B.8.4.2 PaHXunpoBaHue KOMNOHEHTOB

FOM_ORG.1 O6a3aHHOCTU pyKOBOACTBA

OnpepeneHbl 06893aHHOCTM pyKOBOACTBa MO obecnevyeHnto 6e30MNacHOCTY.

FOM_ORG.2 YneHCTBO B pyKOBOACTBE

OnpepeneHo yyactue B COBelW,aHU PyKOBOACTBA.

B.8.4.3 3anucu

ABTOMaTU3MpOBAHHAA cucTema [J0/KHa COXPaHATbL W NpefoCcTaBnATh A1 NPOBEPKM cCnefyolwne cCBUAeTeNbCTBA.

Ona FOM ORG.1: onucaHne 0683aHHOCTU PYKOBOACTBA C KOHKPETHbIMW AeACTBMAMMK U cneyndukaLmamu.

Ans FOM_ORG.2: onucaHne yyacTua B 3acefjaHnn pyKOBOACTBA C KOHKPETHbIMU NOAPOGHOCTAMMU.

B.8.4.4 FOM_ORG.1 O6a3aHHOCTU PyKOBOACTBA

3asucumoctn: FOO_ORG.1 O65A3aHHOCTM MO KoopAuHauuMu 6e30nacHOCTM

FOM_ORG.1.1 O®Bb go/xHbl onpefensiTb 0693aHHOCTM pyKOBOACTBA MO 06ecneyeHntio COOTBETCTBUA AelCTBUNA
no obecneyeHnto 6e30NacHOCTWN NONUTUKE 6€30MACHOCTU, YTBEPXKAEHUIO KOHKPETHbIX MeTOA0M0ruii U npoueccos no
MHpOpPMaLMOHHOW 6e30MacHOCTA, MOHUTOPUHIA 3HAYUTENbHbIX U3MEHEHUA Yrpo3 WU NoABepraHns UHPOPMaLMOHHbIX
aKTMBOB yrposam, OoueHKke afekBaTHOCTN U KOOpAMHALUN BHeapeHWa cneuunduyecknx mep obecneyeHmna 6es3onacHoCT
B HOBble CUCTEMbI WAN YCNYru, COAECTBUIO AOCTYNHOCTY NOAJEPXKKA MHDOPMAaLNOHHOW 6e30nNacHOCTM B opraHusayuu.

FOM_ORG.1.2 O®b gomxHbl onpegensitb 0653aHHOCTU MeHefn)XepoB Mo ob6ecnevyeHUo HEOGXOAMMOrO YypPOBHSA
BbINONHEHUSA npoueayp 6e30NacHOCTN B CBOEN 30HE OTBETCTBEHHOCTU NS LOCTUXEHUA COOTBETCTBUS MONUTUKAM W
cTaHpgapTtam 6e3onacHocTu.

FOM_ORG.1.3 O®b go/xHbl onpeaensaTs 0653aHHOCTM PYKOBOACTBA MO NEpPecMOTPYy NOMUTUKU MHOPMaLMOH-
HOV 6e30nacHOCTW Yepes 3annaHupoBaHHble NPOMEXYTKA BPEMEHWN UNN. B Clyyae BHECEHUA W3MEHEeHUi, no obecneve-
HUI0 ee HenpepbIBHOW CTabUIbHOCTU, afeKBaTHOCTM U 3D (D EKTUBHOCTH.

B.8.4.5 FOM_ORG.2 UneHCcTBO B COBELW,aHNN pykoBOACTBA

3aBucumoctn: FOD_ORG.2 O6A3aHHOCTU COBeLW aHns pykoBOoACTBaA.

FOM_ORG.2.1 O®Pb gonxHbl onpefensaTb Ha3HavyeHne npeacTaBuTenell pykoBoACTBa U pas3/inyHbIX nogpasgene-
HUIA opraHuM3aunn ¢ COOTBETCTBYHLWMUMNU PONAMU U AOMXKHOCTAMMU ANA y4yacTua B COBeL,aHUU PYKOBOACTBA C LeNbl
KoopAnHauun gelicTBuii no o6ecneyeHnto MHPOpPMaLMOHHON 6e30nMacHOCTU.

B.8.5¥npaBneHune otyetamun o 6e3onacHoctn (FOMJINC)

B.8.5.1 XapakTepucTuka cemelicTBa

[laHHOe ceMeicTBO onpegensaeT ynpaeneHne otyetamu o6 nHuMAeHTax 6€30nNacHOCTU U BKIOYaeT B ce6sa ynpas-
neHve coobuieHHbIMKU npobnemamn 6e30MNacCHOCTU.

B.8.5.2 PaHXupoBaHne KOMMNOHEHTOB

FOMJINC. 1 CoobueHne o6 o6HapyxeHHbIX npobaemax 6e3onacHocTun

OnpepeneHo ynpasneHne cooblWeHHbIMU npo6iemaMun 6e30nNacHoOCTU.

B.8.5.3 3anucu

ABTOMaTU3MpOBaAHHAA cucTemMa f0/KHa COXPaHATbL W NpefoCcTaBNsATh 419 NPOBEPKN cneayllwmne cCBUAETENbCTBA.

Ans FOMJINC. 1. onucaHue npoueayp coobueHns 06 nHungeHtTax 6e30nacHOCTU C KOHKPETHbIMU AeliCTBUAMU U
cneyndukayMamMm n 3anucsimMm o0 NPOBEAEHUUN KOHTPONS.

B.8.5.4 FOMJNC.1Coob6ueHne 06 o6HapyXeHHbIXx Nnpo6nemax 6e30nacHOCTH

3aBUCUMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

FOMJINC.1.1 O®B gonxXHbl Kak MOXHO 6bicTpee onpeAenaTb nNpouefypbl 06HAPYXEHUS U COO6LWEHNS O NIOGbLIX
Ha6nwagaeMbix UM nofo3peBaemMbix cnabbix MecTax B o6nactu 6e3onacHoOCTU MW ycayrax B cucTeMax Uam cepsucax
PYKOBO/ACTBY WM HENoCpeACTBEHHO NOCTaBLUKY YCAYr ANSA CKOpeilero npejoTBpalleHns MHLnAeHTos 6e30nacHoCTy.

FOMJINC.1.2 Odb pgonxHbl onpeaensATb npasuna 3anpeleHns nonbiTOK goKa3aTb HalmyMe nogo3peBaeMbix
cnabblx MeECT NOCPeACTBOM npolecca aKcnayatauum CUCTEMBI.
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MpunoxeHune C
(o6a3aTenbHOE)

Tpe6oBaHus foBepus kK 6e3onacHocTu
aBTOMAaTU3MPOBAHHOI CUCTEMBI

C.1 BBegeHue

B HacToAwWeM NpuoXeHUn onpejenieHbl AONONHUTENbHbIe Tpe6oBaHna AoBepusa K 6e30NacHOCTM aBToOMaTu3Nn-
poBaHHbIX cuctem, kpome TpebosaHuii MCO/MIK 15408-3. NICO/M3IK 15408-3 ncnonb3oBaH B Ka4eCcTBE OCHOBbl AN
CTPYKTYPbl KOMNOHEHTOB 3TUX CUCTEM.

[JoBepne kK 6€30MNaCHOCTA MOXHO paccmaTpuMBaTb B [BYX acnekrax — KOPPeKTHOCTb U apheKTUBHOCTb. KoppekT-
HOCTb O3HauyaeT NPaBU/IbLHOCTb BHEJPEHNA MexaHW3MoB 6e30NacHOCTU, UX (PYHKLMOHNPOBAHWSA B COOTBETCTBUU CO
cneuyndukaumamm 6e3o0nNacHoOCT M NoAAepXaHua 4OCTYNHOCTM ycnyr no o6ecneyeHunto 6e3onacHocTn. AP DEKTUBHOCTb
O3HayaeT, YTO MexaHW3Mbl 6€30NacHOCTW MPOTUBOAEWCTBYIOT yrpo3am U yA3BMMOCTSIM, HanpaB/ieHHbIM NpoTuB 6eso-
nacHocTU, U npejoTBpaLlaloT TakMe HecaHKLMOHMPOBaHHbIe MpoLecchl, kak 06x04 MexaHW3MoB 6e30MNacHOCTU UK
HecaHKLMOHNPOBaHHOe BMelaTenbCTBO B paboTy aTuXx MexaHW3MOB. [loBepue k 6€30MaCHOCTU MOXHO jocTuraTb no-
CpeAcCTBOM AelicTBUIA Ha BCex CTafMAX XWU3HEHHOro uukna cuctemsbl. JloBepue Kk 6e30nacHOCT aBTOMAaTU3MPOBAHHbIX
cuctem npusegeHo B Tabnuue C.1.

Kak KOpPeKTHOCTb, Tak 1 3P EKTUBHOCTb MOXHO OLEHUTb MyTeM OLeHNBaHNA 6e30nacHoCTU. Kpome Toro, Moxet
notpe6oBaThbCA NPUHATME BO BHUMaHWe ApYyrux opm J0OBepuUs, Takux Kak JoBepue, CBA3aHHOe C penyTauueii paspa6oT-
4yMka CMCTeMbl, U JOBEpMe, JOCTUTHYTOe B pesynbTaTe 3aBeplieHKUs UCMOMb30BaHHbIX NPOLEeccoB pa3paboTku cucte-
Mbl. JLONONHUTENbHYO UH(hOopMaLMio no 3Toil Teme cM. B UCO/MIK TO 15443 (7J.

Ta6nuuya C.1 — floBepue kK 6€30NaCHOCT aBTOMATU3NPOBAHHbLIX CUCTEM

dakTop 3Tan XM3HeHHoro Llens gosepus Knacc [elicTBne no oueHke
umkna noecpua/cemeiicteo
PaspaboTka/ MpotuBopgeiictBue puckam. OueHka 3BC/M3C B uenax 6esonacHocTu BCce
MHTerpaums Tpeb6oBaHus 6e3onacHoc- (AST/ASP) naoeHTUnUMpoBaHHbI €
TW. yKa3aHHble B 3ajaHuu pWCKW [ONMXHBI paccmart-
no 6e3onacHoCTu cucTte- puBaTbCs Kak Henpuemsne-
Mbl. 3PP EKTUBHBI MPU CHU- Mble.
XeHUn HenpuemaeMblx Tpe6oBaHnsa 6e30NacHOCTM
pVWCKOB [0 JONYCTUMOTO [OMXHbI COOTBETCTBOBATbH
YPOBHS uensMm 6e3onacHocTyH.
3alnTHble Mepbl NPOTUBO-
AelicTBUSA LONXHbBI COOT-
BeTCTBOBATb cneuunduka-
uun COO
A dek-
ApXuUTeKkTypa aBTomMaTtudn- OnucaHue apxuTekTypbl aB- 3alnTHbie Mepbl NPOTUBO-
HToMcBT_b poBaHHOI cuUcTeMmbl TOMaTU3WPOBAHHOW cucte- AeicTBUA JOMXHbI pa6o-
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3aluTHbIe Mepbl NPOTUBO-
[eAcTBUSA NOACUCTEM, KOM-
NOHEHTOB M T.4. pa6oTawT
BMecTe ANA peanusauuu
HEOGX04NMbIX XapakTepu-
cTuK 6e3onacHocTun obuei
cUCTEMBI

Mbl (ASD_SAD).
KOHCTpYyKUMA nojcuctemsl
(ASD_SSD).

KOHCTPYKLUSA KOMNOHEeHTa
(ASD_CMP).

MpepcTtaBneHus peannsa-
umn (ASDIMP)
NHTepdelicbl 6e3onacHoc-
™ (ASDJFS)

KoHuenuusa 6esonacHocTu
P YHKLUMOHNPOBAHMNA
(ASD.CON)

TaTb 3h (heKTUBHO COBMECT-
HO C APYTMMU Mepamu npo-
TnBoAencTemA



MpogomkeHne Tabnuuybl C.1

dakTop

Appek-
TMB-
HOCTb

3Tan XW3HEHHOro
umkna

PaspaboTka/
UHTErpauuns

YcTtaHoBKa

DyHKUMOHUPOBA-
Hue

Mogundukayns

Llens gosepus

BesonacHas cpefa paspa-
60TKM

HapgexHocTb MexaHu3mMoB
6e3onacHoCTH.
HapexHOCTb MexaHW3MOB
6e3onacHocTn 3adhheKTuB-
Ha ANS cUCTeMbl

O6yyeHne B o6nacTu Kom-
MYHUKaLMN 1 OCBEJOMIEH-
HOCTHU.

O ekTuBHoe obyyeHue
COOTBETCTBYlOLLErO Nepco-
Hana pofiam u npoueaypam
nnepegadaemy aTux ponei

MOHUTOPUHT 3alUTHBIX
Mep NpoTuMBOAECTBUA.
[Ona pemoHcTpauumn [ONX-
HOTO (DYHKLMOHUPOBAHMWSA
3alWMUTHBIX Mep NPOTUBO-
feicTBusa co6npalTCa KoH-
TPO/bHbIE XYpHaNbl U 3a-
nUCU MOHUTOPUHTA

MpoBepka

MoATBEPXAEHO UYTO PUCKH,
KOTOpPbIM Hapjo okasaTb
npotusopgelicteme, He 06-
HapyXeHbl. 1 Mepbl o6ec-
neyeHus 6e3onacHocTwu
PYHKLMOHNPYIOT AO/DKHbBIM
o6pasom

PerpeccnoHHoe TecTtupo-
BaHue.

Mepbl 06ecneyeHun 6e30-
nacHocTW nMpojofxalT pa-
60oTaTh AO/MKHbLIM 06pasom

McnbiTaHne Ha NMPOHUKHO-
BeHue.

M3meHeHNss B cucteme He
HapywatwT o6nacTb feii-
cTBUA Mep obecnevyeHus
6e3onacHocTun

FTOCTPNCO/M3KT019791— 2008

Knacc
noaepusi/cemeiictao

Mepbl obecneyeHus 6eso-
NacHOCTW U UX NpoBepkKa B
cpepe paspaboTku
(AOL_DVS)

AHanus yassumocTei
(AOV_VLA)

MopTBepxaeHne KOMMY-
HUKaUUM U OCBEJOMIIEH-
HOCTU

(ASI_CMM.

ASI_AWA)

O6GHapyxeHue Hesawm-
U eHHOro cocToaHuAa
(AOV_MSU).

MpoBepka paboTel ®BC
{AOD_ADM. AOD_USR.
AOD_OCD. ASI_AWA,
ASI_CMM.ASO_RCD,
ASO_VER)

PerpeccnoHHoe TecTupo-
BaHue (AOT_REG)

McnbiTaHne Ha NPOHUKHO-
BeHue (AOV_VLA).
McnbiTaHne Ha Hanuuue
He3alW WL eHHbIX COCTOS-
HUii (AOV_MSU)

[elicTBMe no oueHke

Mepbl o6ecneyeHns 6e3o-
nacHocTv Ansa cpefbl pas-
paboTKM [ONXKHbI 6bITh
noATBEepPXAEeHb

Heo6xoaumo nNpoBOAUTL
aHanus yassBumocTei, a
YA3BUMOCTU He [OJIXHbI
ncnonb3oBathbcA npeano-
naraemMoil noTeHuuanbHow
aTakoi.

Heo6xoaumo nNpoBOAUTL
ucnblTaHne Ha  MPOHUK-
HOBeHMe. u npob6nem c
6e30nacHoCTbi0  6bITb He
LOMXHO

KomMMyHunkKkauusa un ocse-
[OMMIEHHOCTb  [OJIXHbI
6bITb NOATBEPXAEHbI 3aMNU-
cAMM 1 onpocamu

Heo6xoanmo noaTBEPAUTL
foxHOe yHKUMOHMpOBa-
HUE 3alUTHbIX MEp NpoTu-
BoaelicTBUS

Heo6xoaMMo noATBEPAUTL
C NOMOLLbI KOHTPONbHbIX
XYPHanoB 1 oNpocoB, 4To
Henpuemsaemble PUCKU He
ob6HapyxXeHbl

O6HapyxXeHHble npobne-
Mbl 6€30MaCHOCTU AO/IKHBI
uccnenoBaTbCs, U pesysb-
TaTbl BO3BpaLWatbca

O6HapyXeHHble npobne-
Mbl 6€30MaCHOCTU AO/IKHBI
uccnenoBaTbCs, U pesysb-
TaTbl BO3BpaLW,atbca
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MpogomkeHne Tabnuuybl C.1

dakrtop

Mpa-
BU/b-
HOCTb

66

3Tan XM3HEHHOro
umkna

Paspab6oTkal
MHTerpayus

YcTtaHoBKa

Llens gosepus

CooTBeTCTBME MeXAy puc-
Kamun 6e3onacHocTu u Tpe-
60BaHMAMKU 6Ge3onacHocTH,
a Takke Tpe6oBaHuAMM
6€30MNacHOCTM U 3alUTHbI-
MW Mepamu nNpoTuBOAEN-
cTBUA.

Tpe6oBaHus 6e3onacHocTH
OTHOCATCA KO BCEM Henpu-
emMsieMblM puckam. 3awuT-
Hble Mepbl NpoTuBOpEli-
CTBUSA COOTBETCTBYIOT BCEM
Tpe6oBaHuaM 6e3onacHo-
ctn

YnpasnexHue
umneii.
YnpaBsieHne anemeHTamu
KOHMUTypaunmn 3auuTHbIX
Mep NpOTUBOAENCTBUA OCY-
ujecTeaseTcA NpaBUIbHO

KOHdurypa-

CooTBETCTBME MNPOEKTHO-
nccnepoBaTenbCckum pas-
paboTkam.

3alnTHbIe Mepbl NPOTMBO-
felicTBusa peanusytTcs
npaBuNbHO.

3aluTHble  Mepsbl npo-
TUBOAEWCTBUS -» Ha3Hauye-
Hue -* BHefpeHue

OnucaHne pykoBOJCTB.
BesonacHble onepauumn
onncaHbl B PYyKOBOACTBE
npasuibHO

CooTBeTCcTBME.
OpraHu3aLNoOHHbIE Mepbl
6e30nacHOCTM COOTBET-
CcTBYlOT TpeboBaHunAM 6e30-
nacHocTu

ABTOpU3saums.
YcTaHOBKa OpraHu3alnoH-
HbIX Mep obGecneuyeHuns
6esonacHocTM paspelle-
Ha  CaHKLMOHMPOBAHHbLIM
nuuom

Knacc
noaepus/ccmeincteo

Ouexka 3BC/M3C
(AST/ASP)

KoHdurypauma
(AOD_OCD)

OnucaHne apxuTekTypbl
aBTOMaTM3NPOBaHHOI cuc-
Tembl (ASD_SAD).
KoHCcTpykumnsa nopgcuctem
(ASD_SSD),

KOHCTPYKLMSA KOMNOHEHTOB
(FSD_CMP).
MpepctaBneHns BHepgpe-
Hus (ASDIMP).
WNHTepdelicbl 6e3onacHoc-
™™ (ASDJFS).

KoHuenuua 6esonacHocTu
onepauuii (ASD_CON).
WcnbiTaHue (AOT)

OnucaHune
AOD_USR)

(AOD_ADM.

N3yueHune
(AOV_MSU)

pyKoBOACTB

(OTcyTcTBYeET)

[LelicTBMe no oueHke

Llenn 6e3onacHocTu Aon-
XHbl YYUTbIBATb BCE PUCKM,
onpefeneHHble Kak He-
npueMmnembie.
TpeboBaHuA 6esonac-
HOCTU [ONIXHbl COOTBET-
cTBOBaTh Uenam 6esonac-
HOCTH.

3almnTHble Mepbl NPOTUBO-
neicTBUS LOMKHBI COOT-
BeTCTBOBATb cneunduka-
unn COO

OnemeHTamMun KoHdurypa-
UM Heo6xoAUMO ynpas-
NATbL U NPUMEHATb UX B
cucteme

3alunTHble Mepbl NPOTUBO-
LEeACTBUA [ONXHbI peanu-
30BbIBaThCA 6€3 HecaHk-
LMOHUPOBAHHbLIX MOAU K-
Kauuii. LONONHEHWNA unn
NCKNYeHni

PyHKLMOHMPOBaHME 3a-
WWUTHBIX Mep MNpoTUBO-
[eNcTBUSA LOMKHbI 6biTb
onucaHbl 4OCTATOYHO NOA-
po6HO

PykoBoacTBa LOJTXHbI

6bITb NOHATHBIMW W MON-
HbIMWU

(OTcyTcTByeT)



OkKoHYaHue Tabnuubl C.1

FTOCTPNCO/M3KT019791— 2008

dakrop  2T@n XMHEHHOro Llens gosepust Knace [leficTBME MO OLEHKe
umKna poacpus/cemeiictao
YcTaHoBKa KoHhurypayus. KoHdhurypauusa (AOC). Heo6xoanmo npoBepuTh
KomnoHeHTbl u nogcucte- WcnbiTaHne (AOT) KOHM Urypauymio Komno-
Mbl CKOHMUTypUpoOBaHbI HEeHTOB W nogcucTem u
npasBnibHO dyHKLUMOHUPOBaAHME Mep
obecneyeHunsa 6esonacHo-
ctn
Myck. YcTaHoBKa M nyck Heo6xo41mMo noATBEPAUTL
Myck COO BbimonHsaetcs  (ASI_SIC) NPasnbHOCTb yCTaHOBKK
npasBnibHO 1 nycka
DyHKUMOHMUPOBA- MOHUTOPUHT 3aWmnTHbIX  MoHuTOpuHr (ASO_MON) Heo6xoaumo nposepuThb
Hue Mep npoTuBoAeiicTBUA. cnepabl ayguTta u 3anucu
Mpa- 3alnTHble Mepbl NPOTUBO- MOHWTOPMWHra goctyna K
BUMb- feiicTBMA BbINONHAWTCA aKT“BaMm 1 UX Ncnosb3oBa-
HOCTb npaBnabHO HuA
lMpoBepka. Mpoeepka koHdurypayun Heobxoaumo nposepuTh
MoaTBepxaeHo, uto puckn, (AOCOBM). Mepbl o6ecneveHus 6eso-
KOTOpPbLIM HajAo okasaTb [lpoBepka cpefbl 3Kkcnaya- MNacHoOCTH
npoTusoaeiictene, He 06- Tauuu (AOC_ECP.
HapyxeHbl. a mepbl 06ec- AOC_PPC.AOC_NCP).
neyenna 6GesonacHocTu [lpoBepka 6e3onacHoii yc-
(hYHKLMOHUPYIOT AOMKHBIM  TaHoBKM (AOC_SIC).
o6pasom Mposepka 3anucei
(ASO_RCD).
HesaBncumas nposepka
(ASO_VER)
Mogudukauns MpoBepka npoekra. MpoBepka npoekta Heo6xofnmo npoaHanusu-

MofTBEPXAEHO, YTO MOAM-
dukaumn He cpenanu He-
[eACTBUTEeNbHBIMU fApyrue
yacTu npoekra.
PerpeccnoHHoe TecTupo-
BaHue.

MoaTBEPXAEHO [OJSIXHOE
hyHKLMOHUPOBaHUE U3MeE-
HEHHbIX Mep o6ecneyeHus
6e3onacHocTun

Kputepun oueHkn no MCO/M3IK 15408-3 copepxar

(AOD_GVR, FSDJ3VR).
PerpeccnoHHoe Tectupo-
BaHune (AOT_REG)

poBaTb U3MEHEHUs B Npo-
exTe.

Heobxoaumo nccnefosatb
o6HapyXeHHble npobne-
Mbl 6€30MacHOCTM U BO3-
BpaTUTb pe3yNbTaThbl

MHOTME acnekTbl 4OBepus kK 6e30nacHOCTY aBTOMaTU3npo-
BaHHbIX cucTem. OfHAKO ANA HEKOTOPbIX APYrMX acnekToB JOBEPTUT K 6e30NacHOCTM aBTOMAaTU3WPOBAHHbIX CUCTEM
TpebyrTCa AONONHUTE NIbHbIE KPUTEPUN.
B HacTosiLleM NpunoxeHUn onpepeneHbl HOBble Knaccbl TpeGoBaHuii goBepusi. imu sBnsTCA:
a) oueHka N3C (ASP); cneuynduumpyet Tpe6oBaHns K oueHke npoduneit 3awmntel ana AC:
b) oueHka 3BC (ASS): cneunduynpyet TpeboBaHMs K oLueHKe 3agaHnii no 6esonacHocTn gns AC:

C) pykoBOACTBa AN aBTOMaTU3NpOBaHHbIX cuctem (AOD); cneunduympyeT Tpe6oBaHNS K OLeHKe PYKOBOACTB AN
aBTOMAaTU3MPOBAHHbIX CUCTEM;

d) gokyMeHTauusi N0 NPOEKTUPOBAHUIO apXUTEKTYpPbl aBTOMATU3MPOBAHHbLIX CUCTEM U KOH(PUTypaLUOHHAs [OKY-
MeHTauma (ASD); cneunduumpyet Tpe6oBaHWS K OLEeHKe [OKyMeHTauuu no KOHUIrypupoBaHWIO W NPOEKTUPOBAHWIO
aBTOMAaTU3NPOBAHHbIX CUCTEM:

e) ynpaBneHue KoHdurypaumneih aBTomaTtmanpoBaHHbix cuctem (AOC): cneunduumpyeT TpeboBaHUA K OLEHKe
ynpaBneHus KoHurypauueih aBToMaTU3MpPOBaHHbIX CUCTEM;

f) TecTupoBaHne aBTOMaTM3npoBaHHbIX cuctem (AOT): cneunduympyeT Tpe6oBaHNWs K OLeHKE TeCTUPOBaHUA aB-
TOMAaTU3UPOBAHHbIX CUCTEM;
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) aHanu3 ya3sumocTeli aBToMaTu3nposBaHHbix cuctem (AOV): cneunduunpyet TpeboBaHUS K OLeHKe aHanusa
yA3BUMOCTEli aBTOMaTU3NPOBAHHbIX CUCTEM;

h) nogaepxka XXW3HEHHOro uukna aBTomMaTu3npoBaHHbix cuctem (AOL); cneuynduumnpyet TpeboBaHUA K oueHke
noAAEPXKA XU3HEHHOTO LMK/1a aBTOMATU3WPOBAHHbLIX CUCTEM;

i) 6e3onacHan yctaHoBka cuctembl (ASL); cneuucduyupyet TpeboBaHUA K OLEeHKe 6e30NacHOW YCTaHOBKK
CUCTEMBI;

j) peructpauua n 3anucb B aBTOMaTM3MpoBaHHbIX cuctemax (ASO); cneunduunpyet TpeboBaHUA K OLEHKe
perucTpaumm u MOHUTOPUHTA OpPraHM3aluuoHHbIX Mep 6e30MnacHOCTU.

VimeloTca HOBbIE Knacchbl A0BepUA ANA OLeHKU npoduneit 3awntsl cuctemsl (M3C) n 3agannii no 6e3onacHocTu
cuctemsbl (36C), nockonbky cogepxumoe M3C nnn 36C pacwupeHo ns cogepxumoro M3 unu 36. fpyrue HoBbIe KNacchl
OTHOCATCA K AONONHUTENbHbLIM TpeboBaHUAM A0BEpPUS K OLeHKe aBTOMaTU3MPOBAHHbIX CUCTEM.

B3anmocBsA3b MexAy AONONHUTENbHbLIMU Tpe6GoBaHNSMU AO0BEpUsA, onpeAesieHHbIMY B AAaHHOM MPUMNOXEHUN, U
aTanaMu XW3HEHHOro LukNa aBToMaTU3NPOBaHHbLIX CUCTEM npueefeHsbl B Tabnuuye C.2

Ta6nuya C.2 — Tpe6oBaHUs JOBEPUSA W KUHEHHbIA LUK aBTOMATU3NPOBAHHbLIX CUCTEM

YXKU3HEHHBI
Tpe6oBaHue foBepus

wwun
Pa3paboTka/uH- FOD_OCD.1 OnucaHne KoHdUrypauum B pykoBOACTBE MO KOHurypauum
TeTpayms
AOD_ADM.1 OnucaHune cBA3aHHbIX C agMuHUcTpatopamu ®6C B pykoBoAcTBe ANA afmu-
HUCTpaTopos
AOD_USR.1 OnucaHne cBA3aHHbIX ¢ nonb3oBatenamm ®BC B PykoBoAcTBe ANA NONb30-
Bartenei
ASD_SAD.1 OnuncaHne apxuTekTypbl
ASDJFS.1 OnucaHue BHEWHUX MHTepdelicos
ASD_SSD.1 OnucaHne CTPYKTYypbl MNOACUCTEM
ASDCMP.1 OnucaHne CTpyKTypbl 6a3MCHOro anemeHTa (MpUMUTMBA)
ASDJIMP.t MonyyeHne KOHKPETHOro npefcTaB/ieHUs BHeLPeHus
ASD_CON.1 KoHuenuuns 6e3onacHocTn PyHKLMOHUPOBaAHUNSA
AOL_DVS.1 Mepbl o6ecneyeHuns 6esonacHocTn ANs cpegbl paspaboTku
AOT.FUN.1 dyHKUMOHanbHaa nposepka ®BC
AOT_COV.1 MokpbiTue Tectamu gna ¢6C
AOT_COV.2 3aBepweHHOCTb NOKPbITUA TecTamun ana ®6C
AOT_DPT.1 rny6uHa ucnbiTaHns gna cneuundukaumm nHtepdeiica
AOT_DPT-2 rny6uHa ncnbiTaHns ANA npoekTa nogcuctem
AOT_DPT.3 rny6uHa ncnelTaHna A4Na npoekTa KOMMNOHEHTOB
AOT_DPT.4 FnybuvHa ucnelTaHna Ana npejcraBneHns peanusauumn
AOL_DVS.2 MpoBepka Mep o6ecnevyeHna 6e3onacHocTV ANnsA cpefbl paspaboTkn
YcTaHoBKa AOC_OBM.1 YnpaBneHue KoHdurypauuei
AOC_ECP.1 NpaeHTudnkaunsa OLEHEeHHbIX NMPOAYKTOB
AOC_PPC.1 NpeHTudnkaumna cootsetcteuna N3
AOC_NPC.1 HoBas oueHka HOBbIX NMPOAYKTOB
AOT_FUN.1 dyHKUMOHaNbHOe wucnoiTaHne ®bC

68
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YKU3HEHHBI
LMK

YctaHoBKa

DYHKYNOHUPO-
BaHHe

Moaundukauunsa

AOT_COV.1
AOT_COVI2
AOT_DPT.1
AOT_DPT.2
AOT_DPT.3
AOT_DPT 4
AOTJIND.1-3
AQV_MSU.1
AOV_VLA.1-4
ASI_AWA.1
ASI_CMM.1
ASI_SIC.1
AOD_OCD.2
AOD_ADM,2
AOD_USR.2
AOC_OBM.2
AOC_ECP.2
AOC_PPC.2
AOC_NCP.2
AOV_MSU.2
ASIAWA.2
ASLCMM.2
ASI_SIC.2
ASO_RCD.1-2
ASO_VER.1-2
ASO_MON.1
ASO_MON.2
AOD_GVR.1
ASD_GVR.1
AOT_REG.1
AOV_MSU.2

AOV_VLA.1-4

FOCT P MNCO/M3KT 019791 — 2008

Tpe6oBaHue gosepusi

MokpbiTne Tectamun gnsa ®6C

3aBeplWeHHOCTb NOKPbITUA TecTamu Ansa ®6C

Fny6uHa ncnelTaHna Aansa cneundukaynn nHtepdeiica

Fny6uHa ucnbiTaHMa AN NpoekTa nogcucTem

Fny6buHa ucnbiTaHMa ANA NpoekTa KOMNOHEHTOB

Fny6buHa ncnbiTaHua Ana npejcTaBNeHns peanunsayum
HesaBncumoe TecTupoBaHue

MpoBepka pyKoOBOACTB aBTOMaTU3MPOBAHHOW CUCTEMBI

McnbiTaHne Ha NPOHWKHOBEHMe

MoBblWeHNEe OCBEJOMIEHHOCTHN

Mepepgaya nudopmaymm o ®65C cooTBETCTBYOLWEMY NepcoHany
Be3onacHasa yctaHoBka u nyck COO

MpoBepka cneyudunkaunii B pykoBoACTBE N0 KOHMUrypaumam
MpoBepka npoBogumMocTn ®BC B pykoBOACTBE ANA aAMUHUCTPATOPOB
Mposepka npoBogumoctn ®6C B pykoBoACTBE ANS nonb3oBaTenei
MpoBepka ynpasneHus KoHUrypaunsamu

MpoBepka cpeAbl akcnayaTayun 418 OUEHEHHbIX NPOAYKTOB
MpoBepka cpepfbl akcnayaTauuun Ansa 3assBieHHOro cooTsetcTeus M3
MpoBepka cpefbl aKcnayatauum 18 HOBbIX OLEHEHHbIX NPOAYKTOB
O6HapyxeHMe He3aluleHHbIX Paboynx COCTOAHNI 1 BOCCTAHOB/IEHUIA
MpoBepka NOBbIWEHUSA YPOBHS OCBEAOMJ/IEHHOCTH

MpoBepka nepegaun nHpopmaunn o ®6C nepcoHany

Mposepka 6e30NacHOi ycTaHOBKM W Mycka

Mpoeepka pa6ouux 3anucei

MpoBepka opraHn3auMoHHbIX Mep 6e30nacHoOCTn

MoHuTOpUHT ynpasneuuns ana ®bC

Hes3aBncumasa npoBepka MOHWTOPUHIA ynpaBieHus

MpoBepKka pyKkoBOACTB

MpoBepka npoekrta

PerpeccuBHoe ncnbiTaHne

AHanu3 u ucnbiTaHne Hesaw Wl eHHbIX COCTOAHNI

McnbiTaHne Ha NPOHUKHOBEHUE
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HacTosiwee npunoxeHve cCoAepXuT ABa CywecTBeHHbIX oTAnyms oT MCO/MIK 15408-3 «3nemeHTbl felicTBUNA
paspaboTymka» 6blIM NepeuMeHOBaHbl B «3/1€MEHTbl feicTBuii paspaboTunka/mHtTerpatopa», 4Tobbl nokasaTb, 4TO
aBTOMaTM3NpOBaHHAA CUCTeMa MOXeT 6biTb COCTaBNeHa CUCTEMHbLIM MHTErpatopom, KOTOPbIA oTnuyaeTcsa OT paspa-
60TYMKA KOMMOHEHTOB M NPOAYKTOB, NCNO/Ib3YEMbIX B CUCTEME, N 06a OHWM MOTYT COTPYAHMUYATbL B NOSTyYEHUN W AOCTaBKe
HEeo6X0ANMbIX CBUAETENbCTB. B HEKOTOPBLIX CAyYasax MeHe[Xepbl aBTOMaTU3UPOBAHHOI CUCTeMbl OTBEYalT 3a nonyye-
HUe CBUAETEeNbCTB, NO3TOMY B 3TUX CEMelcTBaxX 3/1IeMEeHTbl AeiCTBUIA onpeAeneHbl Kak AeiCTBUS ynpaBneHus.

3aBUCMMOCTM MeXAy KOMNOHeHTaMun foBepua npeacraBneHbl B Tabnuyax C.3 — C.5. Mo npuynHe He3aBUCUMOTO
nposegeHns oueHok M3C. 36C n COO 6bIAM MCNONb30BaHbl TPU Tabauubl, U MO3TOMY MEXAY KaxAbiM HAaGOpPOM He
MOXeT 6bITb B3aumosasucumocTeii. Kaxabli ©3 KOMNOHEHTOB, ABAAOWMNIACA 3aBUCUMOCTbIO KaKoro-nmb6o KOMNOHeHTa
[OBEPUSA, HAXOAUTCS B COOTBETCTBYOLWEM cTON6LE Tabnmubl. Kaxablii KOMNOHEHT AOBEPUS C 3aBUCUMOCTAMU HaxoauTcs
B COOTBeTCTBYylOUell cTpoke. 3HayeHne B Tabnuue ykasbiBaeT Ha NPAMY NOTPe6HOCTb MapKNMPOBOYHOIO KOMMNOHEHTa
CTPOKM B MapKMPOBOYHOM KOMMOHEHTE KOJIOHKM (3HaK «X») WM KOCBEHHYI MOTPEBHOCTb (3HAK «— »).

Ta6nwuya C.3— 3aeucumoctun gosepus k N3C

-
— 5 £ o] X
g (éL g g £l | 1 ! |
% : 2 - 1 %
ASP_CCL.1 X X X X X
ASP_OBJ.1 X
FSP_REQ.1 X
ASP_REQ.2 X — X
ASP_DMI.1 X
ASP_DMC.1 — — X X X
ASPJDMO.1 X X
ASPJ3MR.1 X
ASP_DMR.2 — X — X
Ta6nuuya C.4— 3aBucumoctu gosepusa k 36C
. - B 53
z N 5 g a 1 5 2 H
’2 e & p vt 3 @ a
< < 4 % < < <
ASS_CCL.1 X X X X X
ASS_0OBJ.1 X
ASS_REQ.1 X
ASS_REQ.2 X — X
ASSJTSS.1 X — X
ASS_DMI.1 X
ASS_Dft1C.1 — — X X X
ASS_DMO,1 X X
ASS_DMR.1 X
ASS_OMR.2 — X — X
ASS_DMS. 1 — _ X X
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Ta6nuya C.5— 3aBucumocTtun gosepus Kk COO

S . " G o Q 2 i 2
s < 8 5 & @ e 8 o, 2
o o o' Q' o' o § o a g) K 1
2 2 2 2 n 2 p: P 2 9 °

AOD_OCD.1/2 _ — _ X X

AOD_ADM.1/2 X

AODJJSR.1/2X X

AOD_GVR.1 X X X _ _ _ — _

ASDJFS.1 X

ASD_SSD.1 X X

ASDCMP.1 _ X X

ASDJIMP.1 _ _ _ X

ASD_CON.1 X

ASD_GVR.1 X X X X X

AOC_ECP.1/2 X

AOC_PPC.1/2 X

AOC_NCP.1/2 X

AOT_COV.1/2 — X X

AOT_DPT.1 — X X

AOTDPT.2 — X X X

AOT_DPT.3 — X X X X

AOT_DPT.4 _ X X X X X

AOTJIND.1 X X — X

AOTJIND.2/3 X X _ X

AOV_MSU.1/2 X X _

AOVVLA1 X X — X X X

AOV_VLAL X X _ X X X

C.2 Knacc ASP: oueHka npodnns 3awutbl CUCTEMBbI

C.2.1 BBegeHue

B HacTosAwem pasgene npeactaBieHbl KpUTepumn AoBepus K oueHke npoduneit 3awntel cuctemsl (M3C). Ouexka
N3C Ttpebyetca Ana geMoHcTpauum Toro, 4to NM3C ABNAeTCA 060CHOBAHHLIM U BHYTPEHHE HENPOTUBOPEUYUBLIM, W. €CU
M3C nonyvyeH n3 ogHOro unum Heckonbkux M3 unn naketos. N3C ABNsAeTCA KOPPEKTHbIM nNpegcTaBneHnem atux MN3C un
naketoB. [laHHble XxapaKkTepucTukn Heob6xoAnMbl, 4TOGblI Mcnonb3oBaTb M3C B kayecTBe OCHOBbLI Npu nocnepytouiei
oueHke COO.

Huxe nepeuncneHbl cemeiicTBa a 3ToM kniacce:

a) ASPJINT: BBegeHue M3C;

B) ASP_CCL: yTBepXA€eHNsi 0 COOTBETCTBUY;

c) ASP_SPD: onpegeneHue npo6nembl 6e3onacHocTu;

d) ASP_OBJ: uenu 6esonacHocTu;
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e) ASP_ECD: onpefeneHne KOMNOHEHTOB pacluupeHus;

f) ASP_REQ: Tpe6oBaHus 6e3onacHocTu;

g) ASPP_DMI: BBefeHne gns jomeHa 6e30nacHoCTH;

h) ASP_DMC: yTBepXAeHusi 0 COOTBETCTBUM AOoMeHa 6e30nacHocTy;

i) ASP_DMP: onpepeneHne npobnembl 6e3onacHocTM goMeHa 6e3onacHocTu;

j) ASP_DMO: uenu 6e3onacHocTu gomeHa 6e3onacHocTy;

k) ASP_DMR; Tpe6oBaHua 6e3onacHocTu gomeHa 6e3onacHocTy.

C.2.206was yacTtb N3C

Cnepywouwune cneundukaunmn npumeHumsl k uenomy M3C. Cneuyndnkauuyn AN KOHKPETHLIX JOMEHOB [OJIKHbI
ONUCbIBATLCA C MOMOLLbI ceMeilicTB someHoB (cm. C.2.9).

C.2.3BBepeHne N3C (ASPJINT)

C.2.3.1 Uenn

Llenblo faHHoro cemeictea saensertca onncaHne COO B noBecTBOBaTE/IbHOM BUAe.

OueHka BeegeHns M3C TpebyeTca ANSA AeMOHCTpauuu npaBunbHOU maeHTUudgukaymm MN3C 1M cornacoBaHHOCTM
mMexfay coboii kpaTkoro aHanusa COO u cneundukauny JOMEHHON opraHn3aunn. BeefeHUA KOHKPETHbIX JOMEHOB
6e3onacHocTu onpegeneHsl B nogpasgene C.2.10 «BeegeHve JOMeHOB 6€30MNaCHOCTU».

C.2.3.2 ASPJINT.1 BepgeHue N3cC

3aBNCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.2.3.2.1 2nemeHTbl gelicTBuii paspaboTunka/mHTerpatopa

ASPJNT.1.1D Paspa6oTtuuk/uHterpatop gonxeH o6ecneunt BBegeHue MN3C.

C.2.3.2.2 DneMeHTbl coAepxaHusa u npeacTaB/ieHUs CBUAETENbCTB

ASPJINT.1.1C BeegeHune N3C gonxHo cogepxaTb ccbinky M3C. kpaTkuii aHann3 COO u cneundrkaunuo goMeH-
HOVi opraHusauum.

ASPJINT.1.2C Ccbinka N3C pgonxHa oAHO3HAYHO maeHTuduuynposatb M3C.

ASPJNT.1.3C B kpaTkom 0630pe COO [0/1KHbl pe3toMnpoBaTbCA WCNOMb30BaHWE U OCHOBHbIE XapakTepucTuku
6e3onacHocTn COO.

ASPJNT.1.4C KpaTkuit 0630p COO gonxeH ngeHtnguumposats tun COO.

ASPJINT.1.5C KpaTkuniit 0630p COO pgonxeH naeHtuduumposatb B3auMocBA3b U UHTepdelicbl, Heo6xoaUMble
ana COO. ¢ No6bIMX BHEWHNMYU aBTOMAaTU3MPOBAHHLIMW CUCTEMAaMMU.

ASPJINT.1.6C B cneunduvkauum AOMEHHOW opraHusauum fo/XHa ONUCbIBATLCA OpraHn3auna MaHAaTHbIX gome-
HOB 6€30MacHOCTU U UX nAeHTUUKaLmusa, dusnyeckas chepa NPUMEHEHUA U rpaHuLLbl KaX40ro gomMeHa 6e30nacHoCTH.

ASPJINT.1.7C Ansa kaxporo gomMmeHa 6e30nacHOCTV B cneuudukayum fOMXHbI ONMCbIBATLCA BCE YCayru no o6ec-
neyeHuto 6e3onacHocTU, nNpefocTaBiAeMble 3TUM JOMEHOM U JOCTYMHbIe APYIUM [OMEHAaM, W BCe XapaKTepucTuku
6e30nacHOCTM AOMeHa, 3ajaBaemble APYTUM JOMEHaM.

C.2.3.2.3 9nemMeHTbl AeNCTBUI oueHLwnka

ASPJINT.1.1E OueHWu K AO/MKEH NOATBEPXAATb COOTBETCTBME NpeAcTaBNeHHol uHpopmauum Bcem Tpe6oBaHu-
AM K COlepXaHuio 1 npeacTaB/ieHN0 CBUETENbCTB.

ASPJINT.1.2E OueHLWWK AO/KEH MOATBEPXAaTb COBMECTUMOCTb KpaTkoro o63opa COO u cneuyudukaymm fo-
MEHHOW opraHnsayuu.

C.2.4YTBepxpaeHue cootsetcteums (ASP_CCL)

C.2.4.1 Uenun

Llenbio faHHOro cemeiictBa ABNAETCA OonpeAeneHne AOCTOBEPHOCTU pas3/iNyHbIX YyTBEPXAEHW COOTBETCTBUSA;
yTBEPXAEHNe cooTBeTCTBUA cTaHAapTam cepun MCO/M3IK 15408. ytBepxaeHune cooTseTcTBua MN3C. yTBEpPXAEHUE COOT-
BeTcTBMA M3 1 yTBEpXAeHne COOTBETCTBMA naketa Tpe6oBaHWil. B yTBepxAeHUM COOTBETCTBUS CTaHAapToOB cepun
MNCO/M3K 15408 onucbiBaetcs Bepcusi MCO/MIK 15408. cooTBeTcTBUE KOTOpOIl yTBepxaaeTcs M3C n COO. B yTBEPX-
feHnn N3 (ecnu umetoTca) onucbiBaeTcs, kak M3C yTBepxgaeT coOTBETCTBUE UaeHTUULMpoBaHHbIM M3. B yTBEpXAe-
HUK nakeTa (ecnv OH umeeTca) onuckiBaeTcs, kKak M3C yTBepx/jaeT COOTBETCTBME C YCTAHOB/IEHHbIM NakeTom, Toraa Kak
N3C npgentndnumnpyet M3C (ecnu nmerTCa), 0 COOTBETCTBUM KOTOPbIM yTBEpxKaaeT M3C. OnpeaensioT 4OCTOBEPHOCTL
yTBepxaeHus M3C. yTeepxaeHne M3 u nakeTa BnekyT 3a cob6oii onpejeneHne, 4eTko N1 UAEHTUMULUPOBaHbI BCe
3asBsieHHble M3C. N3 n nakeTbl, NoNHOCTb0 N M3C cogepxut 3Tn M3C. N3 1 nakeTbl, 1 NPaBUIbHO /N BbIMOJIHEHbI BCE
TpeboBaHusa 6e30MacHOCTU, BbiBefeHHble n3 aTux M3C. M3 1 naketos. YTBEPXAEHUA COOTBETCTBUA A1 KOHKPETHOrO
AomeHa 6esonacHocTu onpegeneHbl B C.2.11 «YTBepxAeHWe O COOTBETCTBMA fJOoMeHa 6e30macHOCTU».

C.2.4.2 ASP_CCL.1 YTBepX/eHUa cooTBETCTBUA

3aBucUmMocTu,

ASPJNT.1 BeegeHue MN3C;

ASP_SPD.1 OnpepgeneHune npo6nem 6e3onacHocTu;

ASPJDBJ.1. Llenn 6e3onacHocTy;

ASP_ECD.1 OnpepgeneHue pacllMpeHHbIX KOMMNOHEHTOB;

ASP_REQ.1 YcTaHoBneHHble TpeboBaHusa 6e3onacHoCTy.

C.2.4.2.1 3nemeHThbl AelicTBuii paspaboTynka/mHterpatopa

ASP_CCL.1.1D Pa3spaboTuuk/mHTerpatop Ao/XeH NpeAocTaBUTb YTBEPXAEHNE COOTBETCTBUSA.

ASP_CCL.1.2D Pa3paboTuuk/mHTerpaTtop AO/HKeH nNpeAocTaBuTb 060CHOBaHWE YTBEPXAEHUA COOTBETCTBUSA.
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C.2.4.2.2 3neMeHTbl coAgepXxaHnua n npeacrtasneHns CBULETENLCTB

ASP_CCL.1.1C YTBepxXfAeHne cCOOTBETCTBUSA LO/DKHO codepxaTb YyTBEPXAEHNE COOTBETCTBUSA KPUTEPUAM, NAEH-
Tudnumpytowee sepcunio MCO/MIK TO 19791, cooTBeTcTBME KOTOpoMy yTBepxaaetcsa B M3C.

ASP_CCL.1.2C B yTBEepXAeHUN COOTBETCTBUSA KPUTEPUAM AO/KHO OblTb ONUCAHO (PYHKLUOHANbHOE COOTBET-
ctBne N3C MCO/M3K TO 19791 kak pyHKUMOHanbHO cooTBeTcTBYOWNin NCO/MIK TO 19791 mnn dyHKLMOHANbHO
paclwupeHHblii No oTHoweHuto kK UCO/MIK TO 19791.

ASP_CCL.1.3C B yTBepXAeHUN COOTBETCTBUA KPUTEPUAM LOJHKHO 6biTb onmMcaHo cooTBeTcTBMe aosepus MN3C
MCO.M3K TO 19791 B BUAE mMaTpuubl 0To6paxeHus gosepus cootseTcTyowero MCO/MIK TO 19791 unu kak goBepus
cTaHpapToB cepun NCO.M3IK 15408 c pacwupeHnem no ctaHgapty MCO/M3K TO 19791.

ASP_CCL.1.4C YTBepxXfAeHne COOTBETCTBUS [O/DKHO COrlacoBbiBaTbCA C OnNpefesieHnemM pacliMpeHHbIX KOMMNO-
HEHTOB.

ASP_CCL.1.5C YTBepxfeHue cCOOTBETCTBUA AO/KHO ugeHTuduyuposats Bce M3C. M3 u nakeTbl TpeboBaHwuii
6e30nNacHOCTN, COOTBETCTBME KOTOPbIM yTBEpXAaeT M3C.

ASP_CCL.1.6C B yTBEpPX/AEHNUMN COOTBETCTBUSA [O/KHO 6bITb ONncaHo nwb6oe cooTsetcTBue M3C nakeTy Uan Kak
NOJIHOCTbLIO COOTBETCTBYIOWEE, UIN KaK JOMNO/THEHHOE K MakeTy.

ASP_CCL.1.7C O60CcHOBaHue yTBEpPXAEHWI COOTBETCTBMSA [LO/IKHO AEMOHCTPUpoBaTb cornacosaHue tuna COO
¢ Tunom COO B MN3C.M3 1 naketax, 0 COOTBETCTBUM KOTOPbIM feNnaeTca yTBepXaeHue.

ASP_CCL.1.8C O60CcHOBaHuWe YTBEpPXAEHWI COOTBETCTBUS AO/IKHO AE€MOHCTPMPOBATL cornacoBaHne hopmynu-
pOBKM onpejgeneHus npobnembl 6e3onacHocTU ¢ hOpMynupoBKOW onpegenenuns npobnemsl 6esonacHoctn B MN3C. N3
1 nakeTtax, 0 COOTBETCTBMM KOTOPbIM AenaeTcs yTBepXAeHne.

ASP_CCL.1.9C O6ocHOBaHMNe yTBEpXAeHUi COOTBETCTBUA AO0J/KHO AEMOHCTPUPOBATL cornacoBaHue opmynu-
poBku ueneit ¢ choopmynuposkoii ueneii B M3C. N3 1 naketax, 0 COOTBETCTBUN KOTOPbIM AenaeTcs yTBEPXAeHue.

ASP_CCL.1.10C O6ocHOBaHue yTBEpPXAEHNA COOTBETCTBMUA AO/HKHO AEMOHCTPUPOBATL corfnacoBaHne hopmMynu-
poBKM Tpeb6oBaHuii 6e3onacHocTN ¢ popmynupoBkoit Tpe6oBaHuii 6esonacHocTu B M3C. N3 n nakeTax, 0 COOTBETCTBUMN
KOTOPbIM fienaeTca yTBepxXaeHune.

ASP_CCL1.11C O60CcHOBaHue yTBEPXAEHUI COOTBETCTBUS LO/IKHO JEMOHCTPMPOBATh, YTO BCE onepauuu, CBs-
3aHHble ¢ Tpe6oBaHUAMN 6€30MaCHOCTU, KOTopble 6biin B3ATLI U3 M3C, M3 nnu nakeTa, 3aBeplleHbl B COracoBaHuu ¢
cooTBeTcTBytowmnmmn M3C. N3 nnm naketom.

C.2.4.2.3 3nemeHTbl felicTBUI oueHLnKa

ASP_CCL.1.1E OueHLW UK AOMXEH NOATBEPAUTL, HTO NpeAoCcTaBNeHHas MHopmaLyms oTBevyaeT BCeM TpeboBaHu-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

ASP_CCL.1.2E OueHwWwuK AokeH noaTeepaunTb, 4To N3C yaoeneTBopsAeT yTBEPXAEHNIO COOTBETCTBUA cTaHhap-
Tam cepun MCO/M3IK 15408.

C.2.50npegenenne npo6nem 6eszonacHocTn (ASP_SPD)

C.2.5.1 Uenn

B paHHOoM nogpasgene MN3C onpegensatTcs npobnemsl 6e3onacHocTu, oTHocsawmecs k COO. Bkayas cpeay ero
pa3paboTkun. 3T npobnembl 6e3onacHocTU npumeHumbl kK COO B uenom. Mpo6aembl 6€30NacHOCTM KOHKPETHOro A0-
MeHa 6e3onacHocTu onpegeneHbl B nogpasgene C.2.12 «OnpegeneHne npo6nem foMeHOB 6e3onacHocTu». OueHka
onpegeneHna npo6nem 6e30MNacHOCTU HyXHa AN AEeMOHCTpaLuumn, 4To nNpobremMbl 6€30MacHOCTU, NpejHasHavyeHHble
ana paccmotpenna COO. Bkawuas ero cpegy paspaboTku, 4YeTKO onpegeneHs.

C.2.5.2 ASP_SPD.1 OnpegeneHne npobnem 6e3onacHocTun

3aBMCUMOCTU: 3aBUCUMOCTH OTCYTCTBYIOT.

C.2.5.2.1 3nemeHTbl AeicTBUil paspaboTunka/mHTerpaTopa

ASP_SPD.1.1D Paspa6oTuuto'HTerpatop fosxeH obecneymBaTtb onpegeneHne npob6nem 6e30nacHoCTy.

C.2.5.2.2 3neMeHTbl cogepxaHnua n npeacrtasneHns CBULETENLCTB

ASP_SPD.1.1C. B onpegeneHun npo6nem 6e30nacHOCTU AOMXHbl ObiTb yKa3aHbl BCE PUCKW, MPUMEHUMbIE K
COO. Kaxpablii puck fO/MKEH KAaTeropupoBaTbCs Kak «NpPUEeMAEeMbIi» WAN  «HEeNnpuemMaemblii».

ASP_SPD.1.2C Bce Henpuemnemble pUCKW AOXHbI O6blTb ONUCaHbl HA OCHOBE Yrpo3 U ya3BumocTeli. Kaxagas
yrposa fJo/)KHa ONUCbIBATLCS C TOUKM 3PEHUS UCTOYHMKA Yrpo3bl, akTUBa M BpaxAeb6HOro aeiicTeus.

ASP_SPD.1.3C B onpegenexHun npo6nem 6e30nacHOCTU AO/KHbI 6bITb onucaHbl MBOp.

C.2.5.2.3 OneMeHTbl AeNCTBWIA oLeHlmKa

ASP_SPD.1.1E OueHW K AONXEH NOATBEPXKAATL COOTBETCTBME NOCTABNEHHON UHhopMauumn Bcem TpeboBaHUAaM
K cofepXaHuto 1 npefcTaBfeHno CBUAETeNbCTB.

ASP_SPD.1.2E OueHLWUK AO/MKEH NOATBEPXAATb BHYTPEHHIOIO HENPOTUBOPEUYUBOCTb ONpeAeneHns npo6naemsl
6esonacHocTu.

C.2.6 Llenn 6e3onacHocTn (ASP_OBJ)

C.2.6.1 Uenn

Llenamn 6e3onacHocTu aABnseTcA kpaTkas JopMynnpoBka HaMeuyeHHOW peakumum Ha npobnemy 6e3onacHocTu,
onpefeneHHyw npu nomowmn cemeiictea ASP_SPD. OnpepgenieHHble Uenu 6e30MacHOCTM B 3TOW YacTu MNPUMEHUMBI
Kk COO B uenom. Llenn 6e3o0nacHOCTU ANA KOHKPETHOro gomeHa 6e3onacHocTu onpefeneHsl B nogpasgene C.2.13
«Llenn 6e3onacHocTu gomeHa 6e3onacHocTu». OueHka ueneit 6esonacHocTn TpebyeTca ANS feMOHCTpauuu Toro, 4To
uenn 6e3onacHOCTN ajeKkBaTHO M MOMIHOCTbIO yuYuTbiBalOT onpegeneHne npobnem 6e3onacHocTu, U pacnpepeneHue
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370N npo6nembl Mexay COO. cpefoli ee pa3paboTku U BHELWHUMU aBTOMATU3NPOBAHHBIMU CUCTEMAMW YeTKo onpeje-
NeHo. N 4To uenn 6e30NacHOCTU BHYTPEHHE COrnacoBaHsbl.

C.2.6.2ASP_OBJ.1 Llenn 6e3onacHocTun

3aBucumoctn: ASP_SPD.1 OnpegeneHne npobnembl 6€30MacHOCTH.

C.2.6.2.1 SneMeHThbl aelicTBUil pasp6oTymKa/uHTerpartopa

ASP_0OBJ.1.1D Pa3paboTuynk/MHTerpaTop AO/KeH npejocTtaBuTb hOpMynnpPOBKY Leneil 6e3onacHoCTu.

ASP_0OBJ.1.2D PaspaboTunmk/mHTerpaTtop AOJ/IKEH NPeaocTaBUTb 060CHOBaHMe Leneil 6e3onacHocTyu.

C.2.6.2.2 DneMeHTbl coepxaHusa 1 npeacTaB/lieHUs CBUAETeNbCTB

ASP_OBJ.1.1C B chopmynupoBke ueneit 6e30nacHOCTM JO/DKHBI u3naratbca Lenum 6esonacHocTn gns COO.

ASP_0OBJ.1.2C B chopmynupoBke Leneil 6e30MacHOCTU JOJIXHbI W3naraTtbca BCe Lenn 6e30nacHOCTU, KOTOPbIM
COOTBETCTBYIOT BHEWHNE aBTOMATU3NPOBAHHbIE CUCTEMBI.

ASP_0OBJ.1.3C B chopmynuposke ueneii 6e30nacHOCTM AOJIXHbI M3naratbca uenum 6e3onacHocTn ANna cpepbl
pa3paboTku.

ASP_OBJ.1AC B o6ocHoBaHuK Leneli 6e30nacHOCTM A0/HKHA OTCNEXUBaTbCA Kaxaasa uenb 6e3onacHocTu ans
COO o06paTHO K puckam, KOTOPbIM NPOTUBOCTOUT 3Ta Uenb 6e3onacHocTn, n MBOP, KOTOPbIM COOTBETCTBYET 3Ta Le/b
6e3onacHoOCTK.

ASP_OBJ.1.5C B o6ocHOBaHuu ueneii 6e30nacHOCTM [O/KHA OTC/EeXMBaTbCs Kaxgas uenb 6esonacHocTn gns
BHELWHNX aBTOMaTU3NPOBAaHHbIX CUCTEM 06PaTHO K puckam, KOTOPbIM NPOTUBOCTOUT 3aTa Lenb 6esonacHocTtun, u MBOp.
KOTOPbIM COOTBETCTBYET 3Ta LeNb 6e30nacHOCTU.

ASP_OBJ.1-6C B o6ocHOBaHuUM Leneil 6e30NacHOCTM A0/HKHA OTCAEXUBaTbCA Kaxaas uenb 6esonacHocTn gnsa
cpefbl pa3paboTkm 06paTHO K prckam, KOTOPbIM NPOTUBOCTOUT 3Ta Lenb 6e3onacHocTu, n NMBOP. KOTOPbLIM COOTBETCTBY-
eT 3Ta uenb 6e30nacHoCcTu.

ASP_0OBJ.1.7C O6ocHoBaHue ueneit 6e30NacHOCTMN AO/KHO AEMOHCTPUPOBATbL NPOTUBOCTOAHWE Leneli 6e30-
NacHOCTU BCEM HenpueMsieMbiM puUCKaM.

ASP_0OBJ.1.80 O60cHOBaHuWe Uueneii 6€30NacHOCTA AOJI)XHO fEMOHCTPUPOBATh, 4TO Lenn 6e3onacHOCTU ocylye-
ctenAwT BCe NBOP.

C.2.6.2.3 9nemMeHTbl AeNCTBUII oueHLmKa

ASP_OBJ.1.1E OUueHWW K AOXEH NOATBEPXAATb COOTBETCTBME NpPefCTaBNeHHON nHopmaynum Boem Tpe6oBaHu-
AM K COAEPXaHU N npeacTaBNeHntio CBUAETENbCTB.

C.2.70npepenexHune paclwmpeHHblx KomnoHeHtos (ASP_ECD)

C.2.7.1 Uenn

PacwupeHHble TpeboBaHua 6e30nacHOCTU OCHOBaHbl He Ha KOMMOHeHTax cTaHgapTos cepun NCO/M3IK 15408
UNN HacToAWEero cTaHfjapTa, a Ha pacliMpeHHbIX KOMMNOHEHTaX, onpeaeneHHblx asTopom M3C. OueHka onpepeneHns
paclnpeHHbIX KOMNOHEHTOB Heo6xoAuMa ANA onpeAeneHns WX ACHOCTU, OJHO3HAYHOCTU U HeobxoaMMocTH, T.e. ANA
TOro, 4T06bl OHNM He MOrNU 6bITh BbipaXeHbl C MOMOLbIO CyLWEeCTBYOWNX KOMNOHEHTOB cTaHfapTos cepun NCO/M3IK
15408 nnn HacToswero ctaHgapra.

C.2.7.2 ASP_ECD.1 onpefeneHne paclwmpeHHbIX KOMMNOHEHTOB

3aBUCUMOCTU: 3aBUCUMOCTHU OTCYTCTBYIOT.

C.2.7.2.1 3nemeHTbl AelicTBNii paspaboTunka/vHTerpatopa

ASP_ECD.1.1D PaspaboTuuk/uHTerpatop AO0/I)XeH npeaocTaBnaTb (hOPMYyAMpPOBKY TpeboBaHWi 6e30nacHoCTy.

ASP_ECD.1.2D Pa3paboTynmk/uHTerpatop AO/IXEH NPeAoCTaBNATb onpejefsieHne paclMpeHHbIX KOMNOHEHTOB.

C.2.7.2.2 OnemMeHTbl cofepxaHusa 1 npeacTaB/lieHUs CBUAETeNbCTB

ASP_ECD.1.1C B chopmynupoBke Tpe6oBaHuii 6€30MNacCHOCTU JO/IKHbI MAEHTU(DULUPOBATLCS BCE paclMpPEHHble
Tpe6oBaHua 6e30nacHoOCTU.

ASP_ECD.1.2C B onpepfefnieHnn paclivpeHHbiX KOMMNOHEHTOB AO/KEH ONpeAenATbCA PaclWUPEHHbIH KOMNOHEHT
AN KaXAoro pacwupeHHoro Tpe6oBaHWsa 6e30MacHOCTY.

ASP_ECD.1.3C B onpefefnieHnn pacliVpeHHbIX KOMMNOHEHTOB AOJ/IKHO OblTb M3/IOXKEHO, Kak Kax/Ablii paclunpeH-
HbI/i KOMMNOHEHT CBA3aH C CYWecTBYWLWWUMN KOMMNOHEHTaMW, cemeicTBamMu M Knaccamu nNo craHgaptam cepuun
NCO/M3K 15408.

ASP_ECD.1.4C B onpepeneHun pacwmnpeHHbIX KOMMNOHEHTOB A0/1XHbl UCMNO/b30BATLCA CYLW ECTBYKOLWNE KOMMNO-
HEHTbl. cemelicTBa, knaccbl U MeTOA0M0TUA NO cTaHaapTam cepun MCO/MIK 15408 B kayecTBe MoAenun ANA npejcras-
nexuns.

ASP_ECD.1.5C PaclwunpeHHble KOMNOHEHTbI AO/KHbl COCTOATb M3 M3MEPUMBIX U O6BEKTUBHbLIX 3/IEMEHTOB Tak.
4YTO6bl MOXHO 6bISI0 NPOAEMOHCTPUPOBATL COOTBETCTBME NN HECOOTBETCTBME 3TUM 3/1EMEHTaM.

C.2.7.2.3 9nemMeHTbl AeCTBUIA OueHLmuKa

ASP_ECD.1.1E OueHLWM K AOMXEH NOATBEPXAATb COOTBETCTBME NpeAcTaB/eHHOW uHdopmauun Bcem TpeboBa-
HUAM K COAEepXaHu 1 npeacTaBieHnio CBUAETeNbCTB.

ASP_ECD.1.2E OueHWwMK AONXEH NOATBEPXAATb, YUTO HW OAWH paclWMPEHHbIi KOMNOHEHT HE MOXeT 6biTb ACHO
BblpPaXK€H C NOMOLL b0 CYLECTBYOLWNX KOMNOHEHTOB.

C.2.8 Tpeb6oBaHusa 6esonacHocT (ASP_REQ)

C.2.8.1 Uenun

®BC hopmMuUpyloT AICHOE M HeABYCMbIC/IEHHOE W3/10XeHMe npegnonaraemoro nosegeHus COO B chepe 6e30-
nacHocTtu. [lopepue kK 6e30nacHOCTU cucTemMbl (QOPMUPYET ACHOE W HEABYCMbIC/IEHHOE MW3/10XeHWe npejnonaraemMbix
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AeicTBUn, KOTopble ByAyT NPeAnpuUHATHI ANS nonyvyeHna gosepuna k COO. TpebosaHusa 6e30nNacHOCTU, onpegenieHHble
B flaHHOM nogpasgene, npumeHumbl kK COO B uenomMm. Tpe6oBaHusA 6e30macHOCTV ANA KOHKpPeTHOro gomeHa 6Gesonac-
HOCTW onpepeneHbl B nogpasgene C.2.14 «Tpe6osaHua 6e3onacHoCTU Kk foMeHy 6e3onacHocTu». OueHka TpebosBaHui
6e3onacHoCTM Heob6xoAauma Ansi o6ecnevyeHms UX ACHOCTM M OAHO3HAYHOCTW.

C.2.8.2 PaHXnpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOUT U3 ABYX KOMNOHEHTOB. KOMNOHEHTbI cemelicTBa pacnpeaenatoTca no ypoBHAM, NCXO-
AS 13 TOro, 3asBNeHbl 1N OHW B OPUTMHANILHOM BUAE WU BbiBEAEHbl U3 ueneil 6esonacHoctn gna COO u cpepbl ero
paspaboTku.

C.2.8.3 ASP_REQ.1 3afaHHble Tpeb6oBaHUs 6e30nacHocTun

3asucumocTtu: ASP_REQ.1 OnpepgeneHne pacliMpPeHHbIX KOMMNOHEHTOB.

C.2.8.3.1 OnemeHTbl geicTBuii paspaboTtyukal'mHTerparopa

3aBNCUMOCTN: 3@aBUCUMOCTN OTCYTCTBYIOT.

C.2.8.3.2 3nemMeHTbl cofepxaHnsa u npejcrtaBieHUs CBUAETENbCTB

ASP_REQ.1.1C B chopmynupoBke Tpe6oBaHuii 6e30nacHoOCTN AO/KHbI 6bITb onucaHbl P6C n ABC.

ASP_REQ.1.2C B chopmynupoBke TpeboBaHuii 6e30nacHOCTU JO/DKHbI MAeHTUdMUMpoBaThbCA BCE onepawuuu,
cBfi3aHHble C Tpe6oBaHMAMMN 6e30MacHOCTH.

ASP_REQ.1.3C Bce onepauunun [OJIXHblI BbIMO/IHATLCA NPaBU/bHO.

ASP_REQ.1.4C Kaxpas 3aBUCUMOCTb Mexay TpeboBaHuAMM 6e30NacHOCTU A0/XHA 6biTb UNK ya0BNETBOPEHa,
UNN naeHTUULMpOBaHa Kak «Hey[O0B/IeTBOPEHHAsA».

C.2.8.3.3 DneMeHTbl AeiicTBuUiA oLeHUmKa

ASP_REQ.1.1E OueHWwuK JO/KEH NOATBEPXAAaTb COOTBETCTBME NpefCcTaBNeHHON uHopmauum Bcem Tpebosa-
HUAM K COAEpXaHWio 1 npeacTaBeHN0 CBUAETENbCTB.

ASP_ REO -1-2E OueHLW UK JO/KEH NOATBEPXAAaTb BHYTPEHHIOI COrNacoBaHHOCTb (QOPMYMPOBKN TpeboBaHwuii
6e3onacHoCTK.

C.2.8.4ASP_REQ.2MNpoun3BogHble Tpe6oBaHna 6e30nacHoOCTM

ABnAwTca nepapxuyeckumun ana: ASP_ REQ .1 YcTaHOB/eHHble TpeboBaHua 6e30MacHoCTy.

3aBUCUMOCTH:

ASP_OBJ.1 Llenn 6e3onacHoCTK:

ASP_ECD.1 OnpepgeneHvne pacwmMpeHHbIX KOMMNOHEHTOB.

C.2.8.4.1 3nemeHTbl AeicTBUil paspaboTunka/mHTerpaTopa

ASP_ REQ.2.1D Paspa6orunk/uHterparop fo/XeH npepoctaButb o60ocHoBaHWe Tpeb6oBaHuii 6e30nacHoCTy.

C.2.8.4.2 CopepxaHue n npejcrtaBneHne 3fieMeHTOB 6e3onacHoOCTH

ASP_REQ.2.1C B chopmynupoBke J0/KHbl 6bITb onucanbl ®6C u IBC.

ASP_REQ.2.2C B chopmynupoBke TpeboBaHUii 6e30nacHOCTM AO/KHbI UAEHTUULMPOBATLCA BCe onepauuu,
cBA3aHHble C Tpeb6oBaHMAMM 6e30MacHOCTU.

ASP_REQ.2.3C Bce onepauuun 0/XHbl BbIMONHATLCA NPaBubHO.

ASP_REQ.2.4C Kaxpas 3aBUCMMOCTb Mexay Tpe6oBaHWsAMU 6e30NacHOCTM JO/XHA 6blTb yA0BMETBOPEHA, AU
o6ocHoBaHue Tpe6oBaHUin 6€30MNACHOCTU AO/IKHO OO6BACHATL MNPUYUHY HEYAOBNETBOPEHUA 3aBUCUMOCTW.

ASP_REQ.2.5C O6ocHoBaHue Tpe6oBaHuii 6e30MacHOCTM AOJIXHO conocTaBnAaTb kaxayw ®BC ¢ uenamu 6e3o-
nacHoctn COO.

ASP_REQ.2.6C O6ocHoBaHue Tpe6oBaHUii 6e30nacHOCTH JO/IKHO CONOCTaBNAThL kKaxayt ®BC ¢ uenamu uenei
6e3onacHocTn COO unu cpeabl ero paspaboTku.

ASP_REQ.2.7C O6ocHoBaHue Tpe6oBaHunii 6e30NacHOCTM AO/IXHO AeMOHCTpPUpoBaTh cooTBeTcTBue ®6C n ABC
uensm 6esonacHocTn COO un cpepbl ero pa3paboTku, KOTOPbIM HE COOTBETCTBYIOT BHELWHWNE CUCTEMBI.

C.2.8.4.3 OnemMeHTbl AeiicTBuUiA oueHLlmKa

ASP_REQ.2.1E OueHLlW¥ K 4ONXEH NOATBEpPXAAaTb COOTBETCTBME NpeAcTaBNeHHON MHpopmauum Bcem TpeboBa-
HUAM K cofiepXaHuio W npejcTaBfeHUo CBUAETEeNbCTB.

ASP_ REQ.2.2E OueHWuK AO/MKEH NOATBEPXAATb BHYTPEHHIOIO COrnacoBaHHOCTb (DOPMYNMPOBKU TpeboBaHwuii
6e3onacHoCTK.

C.2.9/lomeHbl 6e30nacHOCTM NPO NS 3aWNTbl CUCTEMbI

Kaxablii nomeH 6esonacHocTu M3C onpepensieT npo6nembl 6e30nacHOCTH, Lenu 6e30MacHOCTU U TpeboBaHus
6e30NacHOCTMN, yHUKaNbHble AN 3TOr0 KOHKPETHOro gomeHa 6e30nacHoCTy.

B nocnepgywouwmnx pasgenax onpeaensaiTca cemeiicTBa, NpUMeHsiowmecs A4Na onpejeneHna fJoMeHoB 6esonac-
HoCcTW BHYTpwM M3C.

C.2.10 Beefienne fomeHos 6esonacHocTn (ASP_DMI)

C.2.10.1 Uenn

Lienblo faHHOro cemeiicTBa siBNAeTCA onucaHue jomMeHa 6e3onacHOCTW B NoBeCcTBOBaTesibHON (hopme Ha Tpex
ypoBHAX abcTpakymu: ccblinka Ha AoMeH 6e3onacHOCTU, KpaTkuii 0630p gomeHa 6e30MacHOCTU M OnucaHue fomMeHa
6e3onacHoCTK.

C.2.10.2 ASP_DMI.1 BBegeHne fjoMeHOB 6e30MacHOCTU

3asucumoctun: ASPINT.1 BeegeHue M3C.
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C.2.10.2.1 SnemeHTbl AeicTBuin paspaborunka'iHterpatopa

ASP_DMI.1D Pa3paboTunk/mHTerpatop Ao/xeH obecneuynTb BBeAeHNe AOMEHOB 6e30MacHOCTU.

C.2.10.2.2 On1eMeHTbl cofepXaHus u npeacraB/eHna CBULETENLCTB

ASP_DMI.1.1C BBepfeHue foMeHoB 6€30MacHOCTMN AO/IXHO COAEPXaTb CCbIIKY HA AOMeH 6e30MacHOCTH, KpaTKuii
0630p gomeHa 6e3onacHOCTM M onucaHue fomeHa 6e30nNacHOCTY.

ASP_DMI.1.2C Ccbiika Ha AOMeH 6e30MacHOCTU AO/KHA OAHO3HAYHO uAeHTuduyMposaTb fAOoMeH 6Gesonac-
HOCTMW.

ASP_DMI.1.1.3C [omeH 6e30MacHOCTU AOJIXEH pPe3loMUpOBaTb UCNOMb30BAHNE U OCHOBHble XapaKTepucTuku
6e3onacHoOCTM gomeHa 6e3onacHoOCTU.

ASP_DMI.1.1.4C B onuncaHun gomeHa 6e30NacHOCTN AO/KHbI 6biTb U3MI0XKEHbI BK/IKOUYEHHbIE B HEe MOACUCTEMbI
M/MNN KOMMNOHEHTHI.

ASP_DMI.1.1.5C B onucaHun gomeHa 6e€30MacHOCTN [JOJKHbI GbiTb U3M10XEHbI B3aUMOCBA3N U MHTepdeiickl C
APYTUMKU gOMeHaMu.

C.2.10.2.3 2neMeHTbl feicTBUiA oueHLWmKa

ASP_DMI.1.1.E OueHwWwm K AONXEH NOATBEPXAATbL COOTBETCTBME NpefcTaB/leHHON uHopmauun Bcem TpeboBa-
HUAM K cOflepXaHuio W npeAcTaBNeHU0 CBUAETeNbCTB.

ASP_DMI.1.2.E OueHWu K AOKEH NOATBEPXAATb COrflacoBaHue CCbi/IKM Ha fOMeH 6e30MacHOCTU, KpaTKuii 06-
30p foMeHa 6€30MacHOCTU U OnucaHuin gomeHoB 6e3onacHOCTU APYT C APYroM u ¢ BBeAgeHuem M3C.

C.2.11 YTBEpX/JEeHNe COOTBETCTBUA AN foMeHOB 6e3onacHocTn (ASP_DMC)

C.2.11.1 Uenn

[anHas uvacTb MN3C onpefenseTr yHUKanbHble YTBEPXAEHUSA COOTBETCTBUA ANA AOMEHOB 6e30MacHOCTH.

C.2.11.2ASP_DMC.1YTBepX/AeHnsa 0 COOTBETCTBUN

3aBuUCUMOCTH:

ASP_DMP.1 OnpepeneHne npo6iem 6e30nMacHOCTU JOMeHOB 6e30MacHOCTH;

ASP_DMO0.1 Uenu 6e3onacHocTn goMeHOB 6e30nacHoOCTH;

ASP_DMR.1 YcTaHoBneHHble Tpe6oBaHna 6e30mMacHOCTW ANS 4OMEHOB 6e30MacHOCTU.

C.2.11.2.1 3nemeHTbl geicTBuin paspaboTumka/mHTerpatopa

ASP_DMC.1.1D PaspaboTunk/uHTerpatop Ao/xeH ob6ecneynTb YTBEpXAeHUS COOTBETCTBMA AoMeHa 6Gesonac-
HOCTHW.

ASP_DMC.1.2D Pa3paboTumk/mHTErpaTop A0/XeH o6ecneynTb 060CHOBaHWE YTBEPXAEHW O COOTBETCTBUM.

C.2.11.2.2 3nemMeHTbl cogepxaHusa U npeacTaBneHUs CBUAETENLCTB

ASP_DMC.1.1C B yTBepXJeHun coOTBETCTBUSA AOMEHa AO0/IXHbl naeHtTudunymnposatsca sce MN3C. M3 u naketwl
Tpe6oBaHWii 6€30NacHOCTM, O COOTBETCTBUMN KOTOPbLIM AenaeTcsa yTBepXAeHue.

ASP_DMC.1.2C B yTBepx/AeHun COOTBETCTBMUA AOMeEHa AO0/IXHO 6biTb OnucaHo N060e COOTBETCTBME JOMEHa
nakeTy Kak COOTBETCTBYlOLLEe MOMHOCTbIO UM KaK AONOMHEHNE K NakeTy.

ASP_DMC.1.3C O60cHOBaHMe yTBEPXAEHWUS COOTBETCTBWS JOMEHa AO0/HKHO AEMOHCTPMPOBAaTh cornacoBaHue
Tuna COO c tunom COO B MN3C. N3 1 naketamun, 0 COOTBETCTBUU KOTOPbLIX AienaeTcsa yTBepxaeHune.

ASP_DMC.1.4C O6ocHOBaHNe YTBEPXAEHWUS COOTBETCTBUA [OMEHa AO0/IKHO AEMOHCTPUpPOBAaTh cOrfnacoBaHue
hopMynmMpoBKM onpefeneHus npobnem 6e3onacHocTM fJoMeHa ¢ hOpMynIMPOBKOI onpefeneHus npobnem 6e3onacHo-
ctn ¢ M3C.MN3 n naketamun, 0 COOTBETCTBUMN KOTOPbIM fefiaeTcs yTBEpPXAEHMNe.

ASP_DMC.1.5C O6ocHOBaHMe yTBepXAeHUsi COOTBETCTBUA AOMEHA AO/HKHO AEMOHCTpUpOBaTb cornacoBaHue
dopmMynmpoBky onpegeneHnsa uenei 6esonacHoctn gomeHa ¢ hopmynuposkoit yeneit B M3C. M3 n naketamu, 0 COOT-
BETCTBUMN KOTOPbIM AenaeTca yTBepXAeHue.

ASP_DMC.1.6C O6ocHOBaHMe YTBEPXAEHWS COOTBETCTBUA [OMEHa AO0/KHO AEMOHCTPMpPOBAaTb corfnacoBaHue
opmynupoBku onpegenexna ueneii 6esonacHocTn gomeHa c chopmynuposkoil ueneit B M3C.M3 u naketamu, o cooT-
BETCTBUMN KOTOPbLIM AenaeTcs yTBepXAeHue.

ASP_DMC.1.7C O6ocHOBaHMNe yTBEPXAEHUA COOTBETCTBUS AOMEHA A0/IKHO AEMOHCTPMPOBAaTh 3aBeplueHne Bcex
onepauyuii, cBA3aHHbIX C Tpeb6oBaHMAMU Ge30MacHOCTW, KoTopble 6binn B3ATH M3 M3C. M3 uaum nakeTosB, COrnacHo
cooTBeTcTByowmnm MNM3C. N3 nnun naketam.

C.2.11.2.3 SnemMeHTbl felicTBUIl oueHLwmka

ASP_DMC.1.1E OueHLWM K AO/MKEH NOATBEPXAATb COOTBETCTBME NpeAcTaBNeHHOW MHGopmauun Bcem Tpe6oBa-
HUAM K COAepXaHuo 1 npeacTaBNeHn0 CBUAETENbCTB.

C.2.12 OnpepgenexHne npo6nem 6es3onacHocTn jomeHa 6eszonacHoctn (ASP_DMP)

C.2.12.1 Uenn

B paHHoli yactn M3C onpepenstoTca yHUKanbHble npo6aemMbl 6e30nacHoOCT ANS AOoMeHa 6e30MacHOCTU.

ASP_DMP.1 OnpepgeneHune npo6nem 6e3onacHocTn gomMmeHa 6e3o0nacHOCTU.

3aBNCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.2.12.2 9nemeHThbl gelicTBUii paspaboTynka/mHterpatopa

ASP_DMP.1.1D PaspaboTuuk/uHterpatop JosxeH obecneunTb onpegeneHne npobnem 6e30nacHOCTU AOMeHa.

C.2.12.3 On1eMeHTbl COAEpXaHus nnpeacrtaBfeHnsa CBUAeTeNbCTB

ASP_DMP.1.1C B onpepgeneHuun npobnem 6e30nacHOCTU JOMeHa [OJ/IKHbI ObiTb NPUBEAEHbl BCE YHUKabHble
pUCKN, NPUMEHNMbIE K AOMeEHY. KaXAblli PUCK [OSIKEH KATeropupoBaTbCsA Kak «NpueMieMblii» UAn «HenpuemnemMblin».
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ASP_DMP.1.2C Bce Henpuem/ieMble PUCKM [AO/DKHbI M3naratbCA C TOUKM 3pEeHUsA Yyrpo3 u yasBumocTei. Kaxpas
yrpo3a fo/kHa 6blITb ONMcaHa UCXOAA W3 UCTOYHMKA Yrpo3bl, akTuea u Bpaxae6HOro geiicTeus.

ASP_DMP.1.3C B onpegeneHun npobnem 6e30nacHOCTU AOMeEHA AO/MKHbI 6biTb NpUBEAEHbI YHUKaNbHble MBOP.
NPUMEHUMbIE K AOMEHY.

C.2.12.4 3nemMeHTbl feiiCTBUI oueHLW nKa

ASP_DMP.1.1E OueHWMK JOMXeH NOATBEPXAaTb COOTBETCTBME NMpeAcTaB/eHHOW WHpopmauun Bcem TpeboBa-
HUAM K COAepxXaHuio v npeacTaBeHnto CBUAETENLCTB.

ASP_DMP.1.2E OueHWUK JOXeH NOATBEPXAaTb BHYTPEHHIO COrNacoBaHHOCTb onpegenieHns npobnem 6eso-
nacHoCTW fJOMeHa.

C.2.13 Uenu 6e3onacHocTu fomeHa 6esonacHoctn (ASP_DMO)

C.2.13.1 Uenn

B pgaHHoli yacTn N3C npusBefeHa kpaTkaa QOpMyMpoBKa npeAnonaraeMoii peakunn Ha yHuKanbHble nNpo6aemsl
6e3onacHoCcTW, onpegeneHHas nocpeacTsom cemelictea ASP_DMP.

C.2.13.2 ASP_DMO.1 Lenn 6e3onacHocTn fomeHa 6e3onacHocTun

3aBUCUMOCTH:

ASPJNT.1 BBegeHue MN3C;

ASP_DMP1 OnpegeneHun npo6nem 6e3onacHocTu gomeHa 6e30nacHOCTU.

C.2.13.2.1 2nemMeHTbl feicTBUil paspaboTumka'mHTerpatopa

ASP_DMO,1.1D PaspaboTuuk/mHTerpatop Ao/xeH obecneuntb (QOPMynnpoBKy Leneli 6e3o0nacHoCTn AOMeHa.

ASP_DMO0.1.2D PaspaboTuuio'mHTerpaTop A0/XeH ob6ecneynTb 060CHOBaHWE Leneil 6e30mMacHOCTU AOMeHa.

C.2.13.2.2 3nemMeHTbl cofepxaHusa u npegcraBieHns CBULeTeNbCTB

Kaxpgaa 3aBUCMMOCTb Mexay TpeboBaHMAMM 6e30nNacHOCTU AO/IKHA 6bITb yaOBAeTBOPeHa, nan o60CcHOBaHue
Tpe6oBaHuii 6e30MacHOCTU AO/IKHO O6BLACHATL MPUYNHY HEYAOBNETBOPEHUA 3aBUCUMOCTU.

ASP_DMO,1.1C B chopmynupoBke ueneil 6e30nacHOCT AOMEHA AOMIXHbI W3naratbCs yHUKanbHble Lenun 6e3o0-
nacHocTn ANA fOMeHa.

ASP_DMO0.1.2C B chopmynupoBke Leneil 6€30nacHOCTU JOMEHA A0/KHbI n3naratbca nwbble Lenm 6esonacHoc-
™M ANSA AOMEHa, KOTOPbIM COOTBETCTBYIOT APYrMe JOMEHbl UV BHEWHNE aBTOMATU3NPOBaHHbIE CUCTEMBI.

ASP_DMO0.1.3C B chopmynupoBke Leneil 6€30nacHOCTU JOMeHa J0/KHbI n3naratbcsa nwbble Lenm 6esonacHoc-
TW. KOTOpble 3apalnTcs APYrUM AOMEHaM WA LOCTYNHbI UM.

ASP_DMO,1.4C B popmynupoBke ueneii 6e3onacHoOCT fOMeHa AO0/IXHbI n3naratbca Nobble Lenn 6esonacHoc-
™M ANA cpeabl pa3paboTku JoMeHa.

ASP_DMO0.1.5C B o6ocHOoBaHUM Lefneil 6e30NacHOCTM AOMeHa KaxAas yYHuKanbHas uenb 6e3onacHocTu Ans
[OMeHa [0/KHa COMOCTaBAATLCA C pUCKaMU, KOTOPbIM NPOTUBOCTOSANA 3Ta uenb 6e3onacHocTn u MBOpP. KOTOpbIM
cooTBeTCcTBOBanNa ata Lenb 6e30nacHoOCTU.

ASP_DMO0.1.6C B o6ocHoBaHuu ueneii 6e30nacHOCTU fOMeEHa KaxAas yHukanbHas uenb 6esonacHocTu ans
[OMeHa A0/XHa CONOCTaBNATLCA C pUCKaMW, KOTOPbLIM NpOTUBOCTOANA 3Ta uenb 6e3onacHocTu u MBOpP. KOTOpbIM
cooTBeTCTBOBasa 3Ta Uenb 6e30MacHOCTU.

ASP_DMO,1.7C B o6ocHoBaHuWK Leneli 6e30nMacHOCTU AOMeHa Kaxjas yHukanbHas uenb 6esonacHocTu Ans
[OMeHa fA0/XHa COMoCTaBAATbLCA C PUCKAMW, KOTOPbIM NMPOTMBOCTOANA 3Ta Lenb 6es3onacHocTu u MBEOP. KOTOPbIM
cooTBeTCcTBOBana ata Uenb 6e30NacHOCTU.

ASP_DMO,1.8C O6ocHoBaHue Leneil 6e30nNacHOCTM AOMEHa AO0/I)XHO AeMOHCTPMpoBaTb NpoTuBOAelicTBUE Le-
nei 6e30NacHOCTU BCEM YHWKa/NbHbIM HENPUEMIEMbIM pUCKaM ANA AOMeHa.

ASP_DMO,1.9C O6ocHoBaHue uesneii 6€30NacHOCTM JOMeHa A0/KHO AEMOHCTPUPOBATb BbINOJIHEHUE LENAMu
6e30MacHOCTN BCeX yHUKanbHbix MBOpP gns gomeHa.

C-2.13.2.3 2neMeHTbl feilcTBUA oueHLmuKa

ASP_DMO0.1.1E OueHLW K AO/MKEH NOATBEPXAAaTb COOTBETCTBME NpefcTaBNeHHON nHopmaunmn scem Tpebosa-
HUAIM K cOofiepXaHuio W npefcTaBfeHUo CBUETEeNbCTB.

ASP_DMO,1.2E OueHLWWK AOMXEH NOATBEPXAATb BHYTPEHHIO COrnacoBaHHOCTbL (OPMynupoBKN Uenein 6e3o-
nacHoOCTN [JOoMeHa.

ASP_DMO0.1.3E OueHLlW KK JO/KEH NOATBEPXAATb cornacoBaHne opmMynmpoBku uenein 6e3onacHocTM fJOMeHa
co cneuundukaymneid JOMEHHO opraHmsauuu.

C.2.14 Tpe6oBaHusa 6e3onacHoctn gomeHa 6esonacHoctn (ASP_DMR)

C.2.14.1 Uenn

B paHHOW yacTu M3C npepcTaBneHo SACHOE M OAHO3HAYHOE ONMcaHue npejnosnaraemMoro yHWKa/lbHOro nosepge-
HUS gomeHa 6e3onacHoCTy.

C.2.14.2 PaHXunpoBaHue KOMMNOHEHTOB

[laHHOe ceMeNCcTBO COCTOUT U3 ABYX KOMNOHEHTOB. KOMNOHEHTLI ceMeiicTBa pacnpefensaoTcsa No ypoBHAM, UCXO-
A W3 TOro, 3asiB/IEHbl /1N OHW B OPUTUHANLHOM BUAE UAN BbiBefeHbl U3 Leneil 6e3onacHocTn agns COO wu cpedbl ero
pa3paboTku.

C.2.14.3 ASP_DMR.1 3agaHHble Tpe6oBaHNA 6€30NacCHOCTY jJOMeHa

3asucumoctun: ASP_ECD.1 OnpegeneHune paclwMpeHHbIX KOMMNOHEHTOB.
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C.2.14.3.1 SnemeHTbl gelicTBuii paspaboTunka'mHrterpatopa

3aBNCUMOCTU: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.2.14.3.2 ODneMeHTbl cofepXaHus n npeacraB/eHna CBULETENLCTB

ASP_DMR.1.1C B chopmynupoBke Tpeb6oBaHuii 6e30nacHoCT AOMeEHA AO0/KHbI U3naraTbCs yHUKanbHbie ®5C u
ABC. npumeHnMble K LOMEHY.

ASP_DMR.1.2C B dopmynuposke Tpe6oBaHuii 6e30nacHOCTN AOMeEHa AO0/KHbI MAEHTUULMPOBATLCA BCe one-
pauuun. ceasaHHble ¢ Tpeb6oBaHWAMN 6€30MaCHOCTH.

ASP_DMR.1.3C Kaxpas 3aBNCUMOCTb Mexay Tpe6oBaHMAMM 6e30nacHOCTM AOMeHa A0/XHa 6biTb yA0BNETBO-
peHa unnM naeHTUduUUMpoBaHa Kak «Hey[oBleTBOPEHHad».

C.2.14.3.3 2neMeHTbl JeicTBUiA oueHLWmKa

ASP_DMR.1.1E OueHwwmnK AOMKEH NOATBEPXAaTb COOTBETCTBME NpeAcTaBleHHOW nHpopmaumm Bcem Tpe6osa-
HUAIM K cOofiepXaHuio W npeAcTaBNeHU0 CBUETEeNbCTB.

ASP_DMR.1.2E OueHWumK AO/MKEH NOATBEPXAATb BHYTPEHHIOI COracoBaHHOCTL (DOPMYNMPOBKN TpeboBaHUi
6e3onacHoCTU JOoMeHa.

C.2.14.4ASP_DMR.2 NMpoussoaHbie Tpe6oBaHNA 6€30NaCHOCTN JOMEHA

fABnsietTca unepapxuyeckoi ana: ASP_DMR.1 3afgaHHble Tpe6oBaHWa 6e30MacHOCTV JOMeHa.

3aBuCUMOCTH:

ASP_DMO,1 Uenu 6e3onacHocTu goMeHa 6e30macHoOCTH;

ASP_ECD.1 OnpepgeneHue pacllMpeHHbIX KOMMNOHEHTOB.

C.2.14.4.1 2neMeHTbl AelicTBuiA paspaboTumka-uHTerpatopa

ASP_DMR.2.1D Paspa6oTunk/mHTerpatop ponxeH obecneunts o6GocHOBaHue TpeboBaHuii 6GesonacHocTu
fomeHa.

C.2.14.4.2 SnemMeHTbl cofepXaHusa u npeacTaB/ieHUs CBUAETENbCTB

ASP_DMR.2.1C B chopmynnpoBke Tpe6oBaHuWii 6€30NacHOCTU JOMEHA A0J/IXHbI U3naratbCsa YHUKanbHble ®BEC u
OBC. npuMeHUMble K JOMEHY.

ASP_DMR.2.2C B c¢opmynuposke Tpe6oBaHuii 6e30nacHOCTN JOMeEHA AO/XKHbI UAEHTU(UUMPOBATLCS BCE one-
pauuu. cBa3aHHble ¢ TpeboBaHUAMM 6e30MacHoOCTU.

ASP_DMR.2.3C Bce onepauuu AO/DKHbI BbIMOMIHATLCA MPaBUIbHO.

ASP_DMR.2.4C Kaxpas 3aBUCUMOCTb MexAay Tpe6oBaHWsiMU 6e30MacHOCTM A0/IXHA ObiTb yA0BNEeTBOPeHa, Wan
o6ocHOBaHMe TpeboBaHMit 6€30MaCHOCTU [AO/DKHO O6bACHATL NPUUYUHY HEeYy[0B/ETBOPEHUs 3aBucumoe™.

ASP_DMR.2.5C B o6ocHoBaHuu Tpeb6oBaHuii 6e3onacHocTn gomeHa kaxgas ®BC gomeHa Ao/nxHa conocTas-
NATbLCA C uensamMu 6e30nacHoOCTV JOMeEHa.

ASP_DMR.2.6C B o6ocHoBaHUu Tpe6oBaHuii 6e3onacHocTn gomeHa kaxgas ®BC gomeHa fo/nxHa conocTas-
NATbLCA C Uenamm 6e30nacHOCTU OMeHa Unu cpeabl ee paspaboTku.

ASP_DMR.2.7C O60ocHoBaHuWe Tpe6oBaHuii 6e30nacHoCTM JOMEHA A0/IXHO AEMOHCTPUpPOBaTh cooTBeTCTBMUE PBC
n1BC fomeHa BCeM yHUKabHbIM Lensam 6e30NacHOCTM AN AOMEHa UIn cpefbl ero pa3paboTku, KOTOPLIM He COOTBET-
CTBYIOT ApYr1e JOMEHbl NN BHELWHNE CUCTEMbI.

C.2.14.4.3 SneMeHTbl felcTBUiA oueHLwmKa

ASP_DMR.2.1E OueHLWMK AO/KEH NOATBEPXAATb BHYTPEHHIOI COr1acoBaHHOCTb (DOPMYMPOBKM TpeboBaHuit
6e3onacHoOCTU JOMeEHa.

ASP_DMR.2.2E OueHW MK AO/KEH NOATBEPXAATb BHYTPEHHIOI COr1acoBaHHOCTb (DOPMY/MPOBKN TpeboBaHuit
6e3onacHoOCTU JOMeEHa.

C.3 Knacc ASS: oueHka 3aiaHua no 6€30NacHOCTN CUCTEMBI

C.3.1 BeegeHune

B naHHOM pasgene npeAcTaB/ieHbl KpUTepuUn [OBepus K OLeHKe 3afaHua no 6esonacHocTu cuctembl (36C).
OueHka 3BC TpebyeTcs ANnA gemMoOHcTpauuu Toro, yto 36C ABNsieTCcs 060CHOBAHHLIM M BHYTPEHHE HBNPO™ BOpeUYnBbIM
n. ecnn 36C 0CHOBAHO Ha OAHOM unn Heckonbkux M3C nnn naketax, 4to 36C ABNAETCA KOPPEKTHLIM NpeAcTaBieHnem
3Tnx NM3C u nakeTos.

Hwxe npuBeaeHbl cemeiicTBa 3TOro knacca:

a) ASSINT: BeegeHue 3b6C:

b) ASS_CCL: YTBEepXfeHuns o COOTBETCTBUN;

c) ASS_SPD: OnpegeneHve npobnembl 6e€30MacHOCTU:

d) ASS_OBJ: Lienu 6e3onacHocTy;

e) ASS_ECD: OnpegeneHne KOMMNOHEHTOB pacliUpeHus;

f) ASS_REQ: Tpeb6oBaHus 6e3onacHocTy;

g) ASS_TSS: Kpatkasa cneuundukayns COO;

h) ASS_DMI: BBegeHne gomeHa 6e3onacHocCTu;

i) ASS_DMC: YTBepx/eHue cooTBETCTBMA foMeHa 6e3onacHocTy;

j) ASSDMP: OnpegeneHune npob6nem 6e3onacHoOCTU gomeHa 6e3omacHoCTH;

k) ASS_DMO: Lienn 6e3onacHocTu goMeHa 6e3onacHocTu;

) ASS_DMR: TpeboBaHua 6e3onacHocTn gomeHa 6e3onacHoe™.
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C.3.206wasn yactb N3C

Mocnepywwune cneyndukayny npumeHnmsl ko scemy MN3C. Cneundukayum ANS KOHKPETHbLIX JOMEHOB [OJIXHbI
OnUCbIBATHCA C NMOMOLLbIO cemMeilcTB foMeHOB (cm. C.3.10).

C.3.3 Beepenune N3C (ASSJINT)

C.3.3.1 Uenn

HasHauyeHnem faHHOro cemeiictTsa asnsetca nsnoxeHne COO B onucaTenbHOW hopmMe Ha CneaylLWnx ypoBHAX
abcTpakymm: cebinka Ha NM3C/COO. kpaTkuihi 063op COO. onncalne COO n opraHusaLms 4OMEHOB.

OueHka BeefeHusa MN3C TpebyeTca AN AeMOHCTpauuMy NpaBunbHOCTN naeHTudukayun COO. npaBUILHOCTA ONU-
caHna COO Ha yeTbipex YpoBHAX abcTpakuuyn M COrnacoBaHHOCTM 3TUX YeTbipex OnucaHuii 4pyr c gpyrom. BeegeHuns
KOHKpPEeTHbIX JoMeHOB 6e3onacHocTu onpegenexbl B C.3.11 «BBefeHne fJOMeHOB 6e30MacHOCTH».

C.3.3.2ASSJINT.1 Beegenue N3C

3aBUCUMOCTN: 3@aBUCUMOCTN OTCYTCTBYIOT.

C.3.3.2.1 OnemeHTbl AelicTBUiA paspaboTyukal'mHterpatopa

ASSJINT.1.10 PaspaboTumx/mHTterpatop fosmxeH obecneunTtb BBefeHue M3C.

C.3.3.2.2 3neMeHTbl cofepxaHna u npejcrtaB/ieHUs CBUAETENbCTB

ASSJINT.11C BBegenue MN3C fonxHO coaepxaTb ccbiniky Ha M3C. ccbinky Ha COO. kpaTkuit 0630p COO. onuca-
Hne COO u cneuudukaynio AOMEHHOW opraHusauum.

ASSJINT.1.2C Cchinka Ha MN3C gonxHa ofHO3HAYHO neHTuduymuposats MN3C.

ASSJINT.1.3C Ccbinka Ha COO pgonxHa ngeHtuguymposats COO.

ASSJINT.1.4C KpaTkuit 0630p COO [ONXKEH pe3loMUpoBaTbh UCMOMb30BAHUE W [N1aBHble XapaKTepuctukn 6e3o-
nacHocTu.

ASSJINT.1.5C KpaTkuit 063op COO gonxeH nageHtnduymposats tun COO.

ASSJINT.1.6C KpaTkuit 063op COO pgonxeH ngeHTnduLumposatb B3aMMOCBA3N U UHTepdeicbl ¢ NO6bIMU BHEL -
HUMW aBTOMaTU3MPOBAaHHLIMU cucTemamu, Tpebyembimu ana COO.

ASSJINT.1.7C B onucaHun COO fonxHbl 6bITb OnnucaHbl unsnyeckas o6nactb geincTeusa n rpaHuubl COO.

ASSJINT.1.8C B onucaHun COO fosxHbl 6bITb ONMCaHbl Normyeckas o6nacTe 4eincTeusa n rpaHuysl COO.

ASSJINT.1.9C B onucaHum COO pfonxHbl 6bITb onucaHbl cpeAbl paspaboTkn gna COO, Bkavasa nwobbie 0AHO-
3HauyHble XapakTepuUCTUKU OTAENbHbIX cpef pa3paboTkn JOMEeHOB 6e30NacHOCTU.

ASSJINT.HOC B cneuudukaymm JOMEHHOW opraHM3auum Ao/KHbl 6bITb ONMCAaHbl OpraHM3auns KOHCTPYMPOBAaH-
HbIX AOMEHOB 6e30nacHOCTU U naeHTUduKaunsa, o6nacte AeliCTBUA U FPpaHnLbl KaXA0oro goMeHa 6e300acHOCTU.

ASSJINT.11C [ina kaxporo gomeHa B cneuyundukaumm SOMEHHON opraHu3aunmym JOMXHbI 6bITb ONUCaHbl NO6GbIE
ycnyrun no obecneyeHuto 6e3onacHocTn, npegocTaBademMble 415 3TOrO JOMeHa, AOCTYNHbIe APYTUM JOMeHaM, 1 nwbblie
XapakTepucTukn 6e3onacHocTV fJOMeHa, HaBsA3biBaeMble APYTMM AOMEHaM.

C.3.3.2.3 3nemeHTbl felicTBUIA oueHLnKa

ASSJINT.1.1E OueHLWMK AOMXEH NOATBEPXAATb COOTBETCTBME NMPEeACTaB/MIEHHON nHdopmMayun Bcem TpeboBaHu-
AM K COAepPXaHuio N npeacTaB/eHNio CBUAETENbCTB.

ASSJINT.1.2E OueHLW K AO/KEH NOATBEPXAATb cornacosaHme ccbinkn Ha COO. kpaTkoro o63opa COO. onuca-
HUA8 COO wu cneundunkaunum JOMEHHON opraHnsaunun Apyr ¢ 4pyrom.

C.3.4Y1BepxpaeHuns ocoorsetrcraunm (ASS_CCL)

C.3.4.1 Uenn

Llenbio fgaHHOro cemeiictBa ABNAETCA onpefeseHne AOCTOBEPHOCTU pas3/inyHbIX YyTBEPXAEHW COOTBETCTBUA:
yTBEPXEHNe cOoOoTBeTCTBMUA cTaHgapTamu cepun MCO/MIK 15408. yTBepxaeHune cootsetcTteua MN3C. yTBepxaeHue
cooTBeTcTBMA 3. yTBepxeHne cooTBeTcTBuA 36 1 yTBepX/jeHne COOTBETCTBUA nakeTy TpebGoBaHuii. B yTBepxaeHun
cooTBeTCTBUA cTaHgapTam cepun MCO/MIK 15408 onucbiBaeTcs Bepcuss MCO/M3K 15408. cooTBeTCTBME KOTOPOW yT-
sepxpawT N3C n COO. B yTBepxaeHun cootsetctsusa M3, 36 u/unu nakety (ecnum umeeTtcsa) onuckisaetcs, kak 36C
yTBepxaaeT cooTBeTCcTBME 3agaHHbIM M3. 36 n/mnu naketamu, Torga kak B yreepxgeHun 36C ngeHtucduympytotcs N3C
(ecnu umetoTCA), COOTBETCTBME KOTOPbIM yTBepxaaeT 36C. OnpefeneHne AOCTOBEPHOCTN yTBEPXAEHUA COOTBETCTBUA
N3C. N3. 3b n nakeTy TpeboBaHuii BNeyeT 3a coboii onpegeneHne 4eTKOCTN naeHTUdUKaLm Bcex yTBepxaeHHbix M3C.
M3. 36 n naketoB — nosHocTbio nn 3tn MN3C. NM3. 36 n nakeTbl cogepxatca B M3C u NpaBuUIbHO NN BbINOSIHEHbI
Tpe6oBaHMA 6e30NacHOCTH, BbiBeAgeHHble 3 3Tux M3C. M3. 36 1 nakeToB. YTBEPXAEHUA COOTBETCTBUA AN KOHKPETHOrO
fomeHa 6e3onacHocTu onpegeneHbl B nogpasgene C.3.12 «YTBepx/jeHne COOTBETCTBUA JoMeHa 6e30NacHOCTU».

C.3.42ASS_CCL.1 YTBepX/eHNsA COOTBETCTBUA

3aBucumocTu:

ASSJINT.1 BBegeHue 36C;

ASS_SPD.1 OnpepenexHue npo6nem 6e3onacHoCTU:

ASS_OBJ.1 Llenn 6e3onacHocTu:

ASS_ECD.1 OnpepeneHune pacwupeHHbIX KOMMNOHEHTOB:

ASS_REQ.1 3apaHHble Tpe6oBaHus 6e30NacHOCTU.

C.3.4.2.1 SnemeHTbl aeicTBuii paspaboTumka/mHTerpaTopa

ASS_CCL.1.1D Pa3paboTunk/mHTerpatop A0/XeH NpefocTaBUTb YTBEPXAEHNE COOTBETCTBUSA.

ASS_CCL.1.2D Pa3paboTumk/mHTerpatop A0/KEH NpefocTaBUTb 060CHOBaHUe YyTBEpPXAEHUS COOTBETCTBUA.
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C-3.4.2.2 OneMeHTbl coAaepxaHusa n npeacraB/ieHns CBUAETENbCTB

ASS_CCL.1.1C YTBepx/AeHne COOTBETCTBUA [O/KHO COAepxXaTb YTBEPXAEHNE COOTBETCTBUS KPUTEPUAM, KOTO-
poe naentuduunpyet Bepcuio MCO/MIK TO 19791. cooTBeTCcTBME KOTOpOMY yTBepxaatT 36C n COO.

ASS_CCL.1.2C B yTBepX/feHUW COOTBETCTBUA KPUTEPUAM [OJIKHO ONUCLIBATLCA (DYHKLUMOHA/IbHOE COOTBeT-
ctBne 36C MCO/M3K TO 19791 wnm kak nonHocTbio cooTBeTcTBytowee NCO/MIK TO 19791. nnu dyHKLMOHANBHO
[ONONHEHHOE.

ASS_CCL.1.3C B yTBepXAEHUN COOTBETCTBUA KPUTEPUAM [LOJIKHO ONUCbIBATLCA cooTBeTcTBUe AoBepusa 3BC
MCO/M3K TO 19791 kak coBMecTUMOe Mo JOBEPUID UIKN paclwupeHHoe no gosepuo B MCO/MIOK TO 19791.

ASS_CCL.1.4C YTBeEpXAeHNe COOTBETCTBUA KPUTEPUAM [OJIKHO COrnacoBblBaTbCA C ONpefeseHnemM paclimpeH-
HbIX KOMMNOHEHTOB.

ASS_CCL.1.5C B 3aaBneHnn o0 COOTBETCTBUM JO/KHBI 6bITb onpegeneHbl M3C. M3. 36 1 nakeTbl, 0 COOTBETCTBUU
KoTopblM 3aasnsaetca B 36C.

ASS_CCL.1.6C B yTBepxAeHUN COOTBETCTBMUSA AOMXHO onuckiBatbcs cooTBeTcTBue 36C nakeTy TpeboBaHuin Kak
NOMIHOCTbIO COOTBETCTBYIOLLEE UAN KaK AOMNOSHEHNE K nakeTy.

ASS_CCL.1.7C B 060CHOBaHUN yTBEPXAEHW/ COOTBETCTBUA [O/IKHO AEMOHCTPUPOBATLCA COOTBETCTBME TMna
COO Tuny COO B N3C. M3. 3b 1 nakeTax Tpe6oBaHN, COOTBETCTBME KOTOPbIM yTBEPXJaeTCcs.

ASS_CCL.1.8C O60cHOBaHue yTBEPXAEHWNA COOTBETCTBUA AO/IKHO AEMOHCTPUPOBATHL COrNacoBaHHOCTb QOpPMYy-
NIMPOBKW onpeaeneHnss npo6nem 6e3onacHocTn ¢ popMynInpoBKOi onpeaeneHnsa npo6nem 6esonacHoctu B M3C. M3,
36 1 nakeTax, 0 COOTBETCTBUU KOTOPbIM AenaeTcsa yTBepXAeHue.

ASS_CCL.1.9C O60ocHOBaHue 3asiB/IeHUs 0 COOTBETCTBUMN AOJ/IKHO AEMOHCTPMPOBATb COrlacoBaHHOCTb hopMmy-
nUpoBKKW uenei ¢ popmynuposkoii ueneii B M3C. M3. 36 1 nakeTax, 0 COOTBETCTBUMN KOTOPbIM AenaeTcsa yTBepXeHue.

ASS_CCL.1.10C O60cHOBaHMWe 3asBAEHNI O COOTBETCTBUM AO/IXHO LEMOHCTPUPOBATL COMTAaCOBaHHOCTb (DOPMY-
NVpPOBKN ¢ (hOpMynuUpoBKOi TpebosaHuii 6esonacHocTu B M3C. MN3. 36 1 nakeTax, 0 COOTBETCTBMU KOTOPbLIM fenaeTtcs
yTBEPXAEHUE.

ASS_CCL.1.11C O60CHOBaHMe YyTBEPXAEHUA COOTBETCTBUA [O/IKHO EMOHCTPUPOBATL 3aBeplueHne BCex 3aum-
CTBOBaHHbIX M3 M3C. M3. 36 uAn nakeToB onepayuii B COOTBETCTBUM C cooTBeTCTBYWW MMM M3C. M3. 36 nan naketamu.

C.3.4.2.3 OnemMeHTbl AeicTBUIl oueHLmnKa

ASS_CCL.1.1E OueHWM K fO/KEH NOATBEPXAATb COOTBETCTBME NpPeAcTaBNeHHOW UHopmauum Bcem Tpe6oBa-
HUAM K COfEepXaHuio v npeacTaBNeHU0 CBUAETENbCTB.

ASS_CCL.1.2E OueHwuK go/mKeH noateepxaarb cootsetcTeue 3bC yTBepXAeHUI0O COOTBETCTBUA CTaH4apTOB
cepun NCO/MIK 15408.

C.3.50npepeneHne npobnem 6esonacHoctn (ASS_SPD)

C.3.5.1 Uenun

B HacTosiwel yactu 36C onpegenstoTca npobnembl 6e3onacHocTu, paccmatpusaemblie COO. BkIvaa cpeny ee
paspaboTkun. T npobnembl 6e3onacHocTu npuMmeHmMbl kK COO B uenom. NMpo6nembl 6€30NaCHOCTU ANA KOHKPETHOro
AomeHa 6e3onacHocTn onpegeneHol B C.3.13. OueHka onpegeneHna npobnem 6esonacHocTu TpebyeTca ANSA AEMOH-
cTpayuu 4yeTkoro onpegeneHus npo6nem 6e3onacHOCTU, NpegHasHauvyeHHbIX A4NA paccmoTpeHusa COO.

C.3.5.2ASS_SPD.1 OnpegenexHune npo6nem 6e3onacHocTn

3aBNCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.3.5.2.1 3nemMeHTbl feicTBUii paspaboTunka/mHTerpatopa

ASS_SPD.1.1D Paspa6oTumk/vHTerpaTop AOJI)XeH NpeAocTaBuTb onpepaeneHne npo6iem 6e3onacHoOCTH.

C.3.5.2.2 Dn1eMeHTbl cofepxaHusa n npeacTaB/lieHUsA CBUAETeNIbCTB

ASS_SPD.1.1C B onpegeneHun npo6sem 6e30MacHOCTU AONIXHbI 6biTb W310XEHLI BCe NpumMmeHumble kK COO
pucku. Kaxablii puck 4o/KeH WAeHTUMULMPOBATLCS KaK «MNpUEeMeMblii» UNN «Henpuemaemblii».

ASS_SPD.1.2C Bce HenpuemaeMble pUcku AO/KHbI GbiTb ONMCAHbl HA OCHOBE Yrpo3 u yassumocteil. Kaxpas
yrposa fo/1)XHa ONUCLIBATLCS C TOUKWN 3PEHUA MCTOYHMKA Yrpo3bl, akTuBa WU BpaxAe6HOCTU aelicTBUA.

ASS_SPD.1.3C B onpegeneHun npob6nem 6e30nacHOCTU AOMXHbI 6biTb U3noxeHsl MBOp.

C.3.5.2.3 9neMeHTbl AelicTBUii oueHLnka

ASS_SPD.1.1E OueHL MK 4O/KEH NOATBEPXAATb COOTBETCTBME NPeACTaBNEHHOW UHopMauum Bcem Tpe6oBa-
HUAM K COAEepXaHuo 1 npeacTaBfeHU0 CBUAETEeNbCTB.

ASS_SPD.1.2E OueHWW K AONXEH NOATBEPAUTL BHYTPEHHIOI HEMPOTUBOPEYNBOCTbL ONpeAeneHus Npobaemsbl
6e3onacHoOCTH.

C.3.6 Llenn 6e3onacHocTn (ASS_OBJ)

C.3.6.1 Uenun

Llenn 6e3onacHoCcTn NpeAcTaB/iieHbl B KpaTKoi hopmMynupoBke npejnonaraemMoil peakuunm Ha npobnemy 6eso-
nacHocTW, onpejesieHHyl0 nocpefcTsom cemeiictea ASS_SPD. OnpepgeneHHble Lenn 6e30nacHOCTW B AaHHOR yacTu
npuMmeHumbl kK COO B uenom. Llenn 6e3onacHoOCTU ANSA KOHKPETHOro foMeHa 6e3onacHocTu onpegeneHsl B C.3.14
«Llenn 6e3onacHocTu gomeHa 6e3onacHocTu». OueHka Uueneit 6e3onacHocTn TpebyeTca ANS JeMOHCTpauuu Toro, 4To
uenn 6e3onacHOCTV afeKBaTHO W MONHOCTbLIO yUYMTbiBAlOT onpegenexHne npobnem 6esonacHocTu, U pacnpegeneHue
aTol npo6nembl mMexay COO. cpefoii ee pa3paboTkn M BHELWHUMU aBTOMATU3MPOBAHHLIMU CUCTEMAMMN YeTKo onpepe-
NeHO 1 4YTO uenun 6e30NacHOCTN BHYTPEHHE COrnacoBaHbl.
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C.3.6.2. ASS_OBJ.1 Llenn 6e3onacHocTH

3asucumoctun: ASS_SPD.1 OnpepeneHue npobnem 6e30NacHOCTY.

C.3.6.2.1 3nemeHTbl AelicTBuii paspaboTunkalmHTerparopa

ASS_OBJ.1.1D PaspaboTunk/uHTerpaTtop LO/KEH nNpeaocTaBUTb (hOPMY/IUPOBKY Leneli 6e30nacHoCcTU.

ASS_OBJ.1.2D Pa3paboTuyMk/MHTErpaTop AO/XEH NpefocTaBuTb 060CHOBaHWE uLeneli 6e3onacHOCTH.

C.3.6.2.2 3nemMeHTbl cofepxaHusa n npefcraB/eHUs CBUAETENbCTB

SS_0BJ.1.1C B chopMynupoBKe Leneil 6e30nNacHOCTU JO/KHbBI M3naratbecs uenu 6esonacHoctn gna COO.

ASS_OBJ.1-2C B cdopmynupoBke uLeneil 6e30nacHoCTU [OMXHbI n3naratbca nwbble uenn 6e3onacHocTu, KOTo-
pbIM COOTBETCTBYIOT BHELWIHNE aBTOMAaTU3NPOBaHHbIE CUCTEMBI.

ASS_0OBJ.1.3C B chopmynupoBke ueneit 6e3onacHOCTU AOMXHbI U3naratbCs Lenu 6e30nNacHOCTU AN cpefbl
pa3paboTku.

ASS_0OBJ.1.4C B o6ocHOBaHUM Ueneil 6Ge3onacHocTu kaxpas uenb 6GesonacHocTn COO posxHa conoctas-
NATLCSA C puckamu, KOTOPbIM MPOTUBOCTOWT 3Ta Uenb 6es3onacHocTu, u MBOpP. KOTOpbIM CcOOTBETCTBYET 3Ta Uefb
6e3onacHoOCTK.

ASS_0OBJ.1.1.5C B o6ocHoBaHUM Leneit 6e30nacHOCTU Kaxaas uenb 6e30nacHOCTU A1 BHELWHUX aBToMaTu3un-
pPOBaHHbIX CUCTEM [OJIKHA COMOCTABAATLCA C puckamu, KOTOPbIM NpoTMBOCTOANA 3Ta uenb 6esonacHocTu, n MBOp.
KOTOpbIM COOTBETCTBOBasa 3Ta Lefb 6e30MacHOCTH.

ASS_0OBJ.1.1.6C B ob6ocHoBaHuK Lenei 6e3onacHocTu kKaxaas uenb 6e3onacHocTW ANs cpefbl pa3paboTku
[O/KHA CONOCTaBNATHLCSA C PUCKAMU, KOTOPbIM MPOTMBOCTOSANA 3Ta uenb 6e3onacHocTu, u NMBOpP. KOTOPLIM COOTBET-
cTBOBana ata Lenb 6e30nacHOCTU.

ASS_0OBJ.1.1.7C B o6ocHoBaHuu ueneii 6e30nacHOCTU AO/IXHO AEMOHCTPUPOBATLCS MPOTUBOCTOAHME Lenei
6e30nacHOCT BCEM HeMpueMiaeMblM pUCKaM.

ASS_0OBJ.1.8C O6ocHoBaHue ueneil 6e30NacHOCTM AOMKHO AEMOHCTPUPOBAThL BbINONMHEHWE LenaMu G6esonac-
HocTu BCcex MBOp.

C.3.6.2.3 2nemMeHTbl felicTBUIA oueHLnKa

ASS_OBJ.1.1E OUueHL MK AO/KEH NOATBEPXAATL COOTBETCTBME NpeAcTaBNeHHOW nHopmayum BceMm Tpe6oBaHu-
AAM K COAAePXaHU N npeacTaBNeHNio CBUAETENbLCTB.

ASS_OBJ.1.2E OueHWwK K AOMKEH NOATBEPXAaTb BHYTPEHHIO COr/1acOBAHHOCTL onpejeneHus npobnem 6es3o-
nacHocTu.

C.3.70npepeneHne pacWwmnperHHbIXx KOMNOHeHTOB (ASS_ECD)

C.3.7.1 Uenn

PacwupeHHble TpeboBaHua 6e30nacHOCTU OCHOBaHbl He Ha KOMMOHeHTax cTaHgapTos cepun NCO/M3IK 15408
UNN HacToALWEero cTaHfjapTa, a Ha pacliMpeHHbIX KOMMNOHEHTaX, onpeaeneHHblx asTopom M3C. OueHka onpepeneHns
paclnpeHHbIX KOMNOHEHTOB Heo6xoAuMa AN onpeAeneHns UX SCHOCTU, OJHO3HAYHOCTU U HeobxoaMMocTH, T.e. ANA
TOro, 4T06bl OHW He MOrK 6biTh BbipaXeHbl C MOMOLbIO CyLWeCTBYOWNX KOMNOHEHTOB cTaHfapTos cepun NCO/M3K
15408 unn HacTosAwero ctaHgapTa.

C.3.7.2 ASS_ECD.1 OnpepgeneHve paCWwlMpPpeEHHbIX KOMMNOHEHTOB

3aBUCUMOCTU: 3aBUCUMOCTHU OTCYTCTBYIOT.

C.3.7.33nemMeHTbl feiicTBU pa3paboTunka/mHterparTopa

ASS_ECD 1.1D PaspaboTumk/MHTErpatop AO/IKEH NpefocTaBuTb hopMynnupoBky Tpe6GoBaHuii 6e3onacHocTU.

ASS_ECD 1.2D OnpepgefnieHne pacwupeHHbIX KOMMNOHEHTOB.

C.3.7.3.1 3nemMeHTbl cofepxaHusa n npefcrtaB/eHUss CBUAETENbCTB

ASS_ECD 1.1C B chopmynupoBke Tpe6oBaHuii 6€30NaCHOCTU A0/IXHbI GbiTb ONpeAesieHbl BCe paclMUpeHHble
Tpe6oBaHua 6e3onacHoOCTU.

ASS_ECD.1.2C OnpepeneHune paclivpeHHblX KOMNOHEHTOB A0/IXHO ONpeAesnisiTb PacliVpPeHHbIi KOMNOHEHT A4NA
KaXAoro pacwunpeHHoro Tpe6osaHna 6e3onacHoOCTU.

ASS_ECD.1.3C B onpefeneHun paclWwnpeHHbiX KOMNOHEHTOB [JOJ/DKHO 6GbliTb ONMUCAHO, Kak KaXAblil paclwmnpeH-
Hbli KOMNOHEHT CBA3aH C CYLWECTBYOWMUMN KOMNOHEHTAMW, CeMeicTBaMun 1 knaccamu no ctaHgaptam cepun MCO/MIK
15408.

ASS_ECD.1.4C B onpegeneHnn pacwmMpeHHbIX KOMMNOHEHTOB AOJ/KHbI MCNONb30BAaTbCA CyLW,eCcTBYHOLWME KOMNO-
HEHTbl. cemelicTBa v knaccel no ctaHgaptam cepuun NCO/MIK 15408 n meTof0N0rMA B Ka4ecTBe MoAenu Ans npepa-
cTaBfeHuns.

ASS_ECD.1.5C PacwupeHHble KOMNOHEHTbl JOJ/DKHbI COCTOSAITb U3 U3MEPUMbIX U O6BEKTUBHLIX 3/IEMEHTOB AN
TOro, 4To6bl MOXHO 6bIS1I0 NPOAEMOHCTPUPOBATL COOTBETCTBME WM HECOOTBETCTBME 3TUM 3/1IEMEHTAM.

C.3.7.3.2 OnemMeHTbl AeiCTBMiA oLeHLlmKa

ASS_ECD.1.1E OueHWwuK 4O/MKEH NoATBepXAaTb COOTBETCTBME NpeAcTaBNeHHONW MHopmauum Bcem TpeboBa-
HUAM K COAEepXaHui 1 npeacTaBfeHUl0 CBUAETENbCTB.

ASS_ECD.1.2E OueHLWunK f0MXEH NOATBEPXKAATb, UTO HU OAUH pacLUWPEHHbIi KOMMNOHEHT HE MOXeT 6biTb ACHO
BblPaX€H C MOMOLL b0 CYLECTBYOLWNX KOMNOHEHTOB.

C.3.8 TpeboBaHuna 6esonacHoctn (ASS_REQ)

C.3.8.1 Uenn

®BC 06pa3yloT ACHOE M HeABYCMbIC/IEHHOE onucaHue oxumpgaemoro nosefeHns COO B cdepe 6e30MacHOCTM.
OBC o6pa3yloT icHOe U HefBYCMbIC/IEHHOE ONucaHue npegnonaraembix AeACTBUIA, KOTOpble 6yAyT NpPeanpuHATL ANS
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poctuxeHus gosepua Kk COO. TpeboBaHusA 6e30nacHOCTM, onpefesieHHble B faHHOW 4yacTu, npumeHumbl kK COO B
uenom. Tpe6oBaHusi 6e30NacHOCTM AN KOHKPeTHOro gomeHa 6esonacHocTu onpegeneHbl B C.3.15 «Tpe6oBaHus Ge-
30MNacHOCTN Kk foMeHy 6e3onacHocTu». OueHka TpeboBaHuin 6e3onacHoOCTN TpebyeTca AN 06ecneyeHns UX HeTKOCTU U
HeABYCMbIC/IEHHOCTU.

C.3.8.2 PaHxXunpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiiCcTBO COCTOUT U3 ABYX KOMMNOHEHTOB. KOMMNOHEHTbLI cemMeiicTBa pacnpeaenatoTca N0 YpOBHAM, NCXO-
AS U3 TOro, 3asiB/IeHbl 1N OHW B OPUTMHANLHOM BUAE WU BbiBeAeHbl M3 ueneit 6esonacHoctn gns COO u cpepbl ero
pa3paboTku.

C.3.8.3 ASS_REQ.1 3agaHHble Tpe60BaHNA 6e30nNacHOCTM

3asucumoctun: ASS_ECD.1 OnpegeneHne pacwMpeHHbIX KOMMOHEHTOB

C.3.8.3.1 dnemeHThl feicTBuii paspaboTumka/uHrerpartopa

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.3.8.3.2 3nemeHThl coAepxaHus v nNpeacTaB/ieHNs CBUAETeNbCTB

ASS_REQ 1.1C B chopmynupoBke Tpe6oBaHunii 6€30MacHOCTN A0/XKHbI 6bITb onucaHbl PEC n ABC.

ASS_REQ 1.2C B dhopmynupoBke TpeboBaHuii 6e30nacHOCTM AOMXHbI 6bITb ONpefeneHbl BCce onepayuun, cBs-
3aHHble ¢ TpeboBaHMAMN 6e30NacHOCTH.

ASS_REQ.1.3C Bce onepauuun «HasHayeHue» U «Bbl6OP» AO/MKHbI 6blTb 3aBEPLUEHbI.

ASS_REQ 1,4C Bce onepauunu gonxHbl 6biTb NPaBUIbHO BbIMOMHEHbI.

ASS_REQ 1.5C Kaxpgasa 3aBUCMMOCTb Mexay Tpe6oBaHusaMu 6e30nacHOCTM A0SXHa 6biTb AN yAOBNeTBOPeHA,
UNn naeHTUUUMpoBaHa Kak «Hey[0B/IeTBOPEHHAasA».

C.3.8.3.3 2N1eMeHTbl AeliCTBUIA OLEHL KA

ASS_REQ.1.1E OueHLl MK AOMXEH NOATBEPXAATb COOTBETCTBME NPeACTaBNeHHOW MHopMayun Bcem Tpe6oBa-
HUAM K COAepXaHuio 1 npeacTtaBfeHno CBUAETENbCTB.

ASS_REQ.1.2E OueHWmK AO/MKEH NOATBEPXAaTb BHYTPEHHIOKW COrnacoBaHHOCTb (hOPMYNUPOBKM TpeboBaHWUi
6e3onacHoOCTK.

C.3.8.4ASS_REQ.2 MNpon3soaHble Tpeb60BaHNA 6e30MacHOCTH

AsnsawTcA nepapxudeckumun ans: ASS_REQ.1 3apaHHble Tpe6oBaHWs 6€30MacHOCTU.

3asucumocTtu: ASS_OBJ.1 Llenu 6e3onacHocTy;

ASS_ECD.1 OnpegeneHve paclwnpeHHbIX KOMMOHEHTOB.

C.3.8.4.1 SnemMeHThl aelicTBuii paspaboTumnka/uHrerpatopa

ASS_REQ.2.1D Paspa6oTuuk/uHTerpatop A0/XeH npeaocTtaButb o60cHOBaHMe Tpe6oBaHUil 6e30nacHoOCTy.

C.3.8.4.2 DnemMeHTbl coAepxaHusa n npeacrtaB/ieHUs CBUAETENbCTB

ASS_REQ.2.1C B chopmynupoBke A0/MKHbI 6bITb onucaHbl ®6C n ABC.

ASS_REQ.2.2C B popMynnMpoBKe f0/1XHbl ObiTb ONpeeneHbl BCce onepawuumn, cBsizaHHble ¢ TpeboBaHusAMU 6e30-
nacHocTu.

ASS_REQ.2.3C Bce onepauuu no pacnpefeneHuio n Bbl6opy A0/MKHbI GblTb 3aBEPLUEHbI.

ASS_REQ.2.4C Bce onepauuu [0/1KHbI BbIMOMIHATLCA NPaBU/IbHO.

ASS_REQ 2.5C Kaxpasi 3aBUCMMOCTb Mexay Tpeb6oBaHuAMKU 6e30nacHOCTM A0/KHA GbiTh yAOBNETBOPEHa Unun
NAeHTU( UUMpoBaHa Kak «Hey[0B/IeTBOPEHHan».

ASS_REQ 2.6C O6ocHoBaHne Tpe6oBaHuii 6€30NacHOCTN AO/IKHO CONOCTaBNATbL Kaxayl ®PBEC ¢ uenamn 6e30-
nacHocTtu gna COO.

ASS_REQ 2.7C O6ocHoBaHune TpeboBaHuii 6e€30nacHOCTM [ONXHO conocTaBnATk kaxayw ABC ¢ uenamu 6e3o-
nacHoctun gna COO wnu cpegbl ero pa3paboTku.

ASS_REQ 2.8C O6ocHoBaHue TpeboBaHuWii 6€30NacHOCTU JO/IKHO AeMOHCTpupoBaTb cooTBeTtcTBne ®6C n ABC
uensm 6esonacHocTn COO un cpefbl ero pa3paboTKu, KOTOPbIM HE COOTBETCTBYIOT BHELIHNE CUCTEMBI.

C.3.8.4.3 2neMeHTbl AeCTBUIA oueHLmuKa

ASS_REQ 2.1E OueHwuK A0/KEH NOATBEPXAAaTb COOTBETCTBUE NMpefcTaB/ieHHONW uHopmauum Bcem TpeboBa-
HUAM K COfEpXaHWio 1 NpeacTaBeHU0 CBUAETENbCTB.

ASS_REQ 2.2E OueHWunK fO/MKEH NOATBEPXAATb BHYTPEHHIO COrnacoBaHHOCTb (GOpPMYyNnUMpPoOBKM TpeboBaHwUiA
6e3onacHoCTu.

C.3.9 KpaTtkasa cneyundunkaumna COO (ASS_TSS)

C.3.9.1 Uenn

Llenbto kpaTkoii cneyndukaunn COO ABnseTca npepocTaBneHne noTeHuuManbHbiM 3akazunkam COO onwucaHus
Ha BbICOKOM YpOBHE TOro, kak pa3paboTunk/MHTerpatop HamepeBaeTCcs BbINONHUTL cBon ®BC n ABEC. KpaTkasa cneuu-
dukayna COO poskHa okasaTb MOMOLWb OUEHLWMUKAM U NOTEHLUMAaNbHbIM 3aKka3dyukaMm B MOHWMAaHWW TOro, HACKOIbKO
COO cooTBeTcTBYyeT ux ®65C n AAIBC. OnpeaeneHHas B AaHHOI YacTu KpaTkasa cneundukayns COO npumeHuma k COO
B uenom. Kpatkas cneuundukayms 6e3onacHocTn s KOHKpeTHOro foMeHa 6esonacHocTu onpegeneHa B C.3.16 «Kpart-
Kas cneundukauna gomeHa 6esonacHoctn (ASS_DMS)». OueHka kpaTkoi cneyudukaumm COO Heobxoguma Ansa on-
pefeneHns agekBaTHOCTW paccMoTpeHusi Bcex ®BC n cornacoBaHHOCTU KpaTkoii cneuyndukayun COO ¢ gpyrumu onu-
caHuamn COO.
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C.3.9.2 ASS_TSS.1 KpaTtkas cneyudumnkayma COO

3aBucumocTu:

ASSJINT.1 BegeHue 3b6C;

ASS_REQ.1 3apgaHHble TpeboBaHua 6e30MacHOCTU.

C.3.9.2.1 dnemeHTbl AelcTBuii paspaboTumka/uHterpartopa

ASS_TSS.1.1D Pa3paboTumk/MHTErpaTop AO/XEH NpefocTaBuTb kpaTkyt cneyndukaymio COO.

C.3.9.2.2 3neMeHTbl cogepxaHnua n npeacrtaBneHns CBUAETENLCTB

ASS_TSS.1.1C B kpaTtkoii cneuyndukauynn COO gonxHo 6biTb onucaHo, kak COO cooTBeTCcTBYET Kaxaolh ®BC.

ASS_TSS.1.2C B kpaTkoii cneundukaunm COO fonxHO 6bITb onucaHo, kak COO u cpepa ero pa3paboTku cooT-
BeTCTBYeT kaxaoi ABC.

C.3.9.2.3 3nemeHTbl felicTBUli oueHLnKa

ASS_TSS.1.1E OueHLW MK AO/IKEH NOATBEPXAATL COOTBETCTBME NpeACTaBNeHHOW nHopmayy BceM TpeboBaHuU-
AM K COAAePXaHU N npeacTaBNeHnio CBUAETENbCTB.

ASS_TSS.1.2E OueHWMK JO/KEH NOATBEPXAATL cOornacoBaHne kpatkoi cneyndukaunn COO ¢ kpaTkum 0630-
pom u onucannem COO.

C.3.10 jlomeHbl 6€30NaCHOCTN CUCTEMbI KakK 06 bekTa 3alWuThl

Kaxabli pomeH 6e3onacHocTn COO onpegenset npobnemsbl, uenu n tpeb6oBaHns 6e30NaCHOCTU, YHUKaNbHbIE
ANA 3TOr0 KOHKPETHOro AoMeHa 6e30MacHOCTU.

B nocnepgyouwmnx cemeiicTeax onpefeneHbl cemeicTBa, UCNONb3yeMble ANSA onpegeneHnus fomMeHoB 6Gesonac-
HocTn B COO.

C.3.11BBepeHune fomeHoB 6e3onacHocTu (ASS_DMI)

C.3.11.1 Uenn

Llenblo faHHOro cemeicTea ABNseTcA onucaHme foMmeHa 6e30NacHOCTU B NOBECTBOBATeNIbHOW hopme Ha cnepy-
I0LWMX YPOBHAX abCTpakLumn: ccbifika Ha JoMeH 6e30nacHOCTW, KpaTkuii 0630p AoMeHa 6e30MacHOCTH M onucaHue gome-
Ha 6e30MmacHoOCTH.

C.3.11.2 ASS_DMI.1 BBeageHne gomeHa 6e3onacHocCTu

3aBucumocTtn: ASSINT.1 BeegeHue 3B6C.

C.3.11.2.1 dneMeHTbl geiicTBuii paspabotymka/mHterpatopa

ASS_DMI.1.1D Paspab6oTuuk/uHTerpatop fosxeH obecneynts BBefeHUE gomMeHa 6€30MacHOCTH.

C.3.11.2.2 2neMeHTbl cofepXxaHua n npeacraBneHNs CBUAETENIbCTB

ASS_DMI.1.1C BBepgeHue gomeHa 6e30nacHOCTM A0/IXHO COAepXaTb CCbIKY, KpaTkuii 0630p U onucaHne gomMe-
Ha 6e30nacHOCTH.

ASS_DMI.1.2C Ccbinka Ha AOMeH 6e30MacHOCTU AO/KHA OLHO3HAYHO onpeaenATb fOMeH 6e30MacHOCTH.

ASS_DMI.1.3C O630p fomeHa 6e30NacHOCTU AO/HKEH Pe3loMMpoBaTh UCNOMb30BaHNE U FNaBHble XapakTepucTun-
kn 6esonacHocTU gomeHa 6e30nacHoOCTH.

ASS_DMI.1.4C B onucaHun pgomeHa 6e30MacHOCTM  [OJ/DKHbl M3naraTbCs BK/AKOYEHHble MNOACUCTEMbI U
KOMMNOHEHTHI.

ASS_DMI.1.5C B onucaHuu gomeHa 6e30n0acHOCTU AO/IXHbI M3n1aratbCsa B3aMMOCBA3N U MHTePdechl C ApyruMu
cuctemamm.

C.3.11.2.3 SnemMeHTbl AelicTBUI oueHLWwmnka

ASS_DM!.1.1E OueHW K AOMKEH NOATBEPXAATb COOTBETCTBUE NPeACTaBNeHHON nHpopmaynm Bcem Tpe6oBaHu-
AM K COAEpXaHuio n npeacTaBieHnto CBUAETENbCTB.

ASS_DMI.1.2E OueHWW K JO/KEH NOATBEPXAaTb COrNacoBaHHOCTb JOMeHa 6e30nacHOCTU, KpaTkoro o63opa
AoMeHa 6e30NacHOCTU M onUcaHusa gomeHe 6e30MacHoOCTU APYr ¢ ApYyroM u ¢ BBegeHnem COO.

C.3.12YTBepxaeHne cooTBeTCTBUA foMeHOB 6e3onacHocTn (ASS_DMC)

C.3.12.1 Uenn

B naHHoli YacTn 36C onpepgensietcs cneyndunyeckoe yTBepxAeHne COOTBETCTBMA ANA JoMeHa 6e30MacHOCTH.

C.3.12.2 ASS_DMC.1 YTBepX/aeHNsA COOTBETCTBUA

3aBucumocTu:

ASS_DMP.1 OnpepgeneHne npo6nem 6e3onacHoCTn fNa LOMEHOB 6e30NacHOCTH;

ASS_DMO.1 Llenn 6e3onacHOCTN OMEHOB 6e30nNacHOCTU:

ASS_DMR.1 3apaHHble Tpe6oBaHua 6e30MacHOCTU NS fOMEHA.

C.3.12.2.1 2nemeHTbl feicTBuil paspaboTymka|'mHTBrpaTopa

ASS_DMC.1.1D YTBepxjeHue cooTBETCTBUA JOMeEHA.

ASS_DMC.1.2D Pa3paboTumk/mHTerpatop A[O/KEeH npeaocTaBuTb 060OCHOBaHMe YTBEpPXAEHWS COOTBETCTBUSA
AoMeHa.

C.3.12.2.2 3nemMeHTbl cofepxaHua n npepcrtasBreHns CBUAETENbCTB

ASS_DMC.1.1C B 3asaBneHun 0 COOTBETCTBUM AO/KHbI GbiTb onpeaeneHbl Bce M3C. M3 n nakeTbl TpeboBaHwuii
6e30MNacHOCTN, O COOTBETCTBMUU KOTOPbLIM yTBEPXAaeT JOMEH.

ASS_DMC.1.2C B 3asiBneHWn 0 COOTBETCTBUM AOMEHA AO/HKHO OblTb M3/TI0XKEHO N060e COOTBETCTBME JOMEHA
nakeTy Kak COOTBETCTBYHOL ee NOMHOCTbIO UAN NPUAAHHOE nakeTy.
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ASS_DMC.1.3C O60ocHOBaHMe yTBEPXAEHNSA COOTBETCTBUA AOMEHA AO/IKHO AEMOHCTPMPOBATbL COMNacoBaHHOCTb
Tuna COO c tunom COO B MN3C. N3 1 naketax, 0 COOTBETCTBUN KOTOPbLIM fefiaeTcs yTBepXaeHue.

ASS_DMC.1.4C O60oCcHOBaHMNe yTBEpPXAEHNS COOTBETCTBUS AJOMEHa LO/IXHO 4EeMOHCTPUPOBATbL COMrNacoBaHHOCTh
dopmynupoBku onpegenenus npo6nembl 6e3onacHOCTW foMeHa c (hOPMynUPOBKOI onpegeneHna npo6nembl 6e30-
nacHoctn B M3C, N3 n naketax, 0 COOTBETCTBUN KOTOPbLIM AenaeTcs yTBepXAeHue.

ASS_DMC.1.5C O60ocHOBaHue yTBEpPXAEHNA COOTBETCTBMSA JOMEHa AO0/IKHO AeMOHCTPUPOBATb COrNacoBaHHOCTb
hopMynupoBku Lenein 6ezonacHocTN JomMmeHa ¢ (hopMynnpoBKoii Leneit 6esonacHocTn B MN3C, M3 1 naketax, 0 COOTBET-
CTBUM KOTOPbIM AenaeTcs yTBepXAeHue.

ASS_DMC.1.6C O6ocHOBaHWe yTBEpXAEHNSA COOTBETCTBUS AOMEHa LO0/IXHO AeMOHCTPUPOBaTh COracoBaHHOCTb
dopmynupoBkn TpeboBaHuii 6e3onacHocTN AoMeHa ¢ (hopmMynnMpoBKoli TpebosaHuii 6esonacHoctn B M3C, M3 1 nake-
Tax, 0 COOTBETCTBMU KOTOPbLIM AenaeTcs yTBepXAeHue.

ASS_DMC.1.7C O60cHOBaHNe yTBEPXAEHNA COOTBETCTBUA AOMEHA AO/KHO AEMOHCTpUpoBaTb, YTO BCe onepa-
Luuun, ceA3aHHble ¢ Tpe6oBaHnAMKU 6e30nacHOCTU, 3amMcTBoBaHHbLIMKM 13 M3C. M3 1 nakeTa, 3aBeplleHbl B cornacosa-
HUK c cooTBeTCcTBYOWMMKN M3C, N3 1 nakeTom.

C.3.12.2.3 2neMeHTbl feicTBUiA oueHLwmKa

ASS_DMC1.1E OueHWmK AONXEH NOATBEpXAaTb COOTBETCTBME NpeAcTaBNeHHON MHpopmauun Bcem TpeboBa-
HUAIM K COepXaHuio W npeacTaBleHn0 CBUEeTeNbCTB.

C.3.13Mpo6nembl 6e3onacHoCcTn fomeHa 6e3onacHoctun (ASS_DMP)

C.3.13.1 Uenn

B paHHoOl yacTn 3BC onpepgenenbl cneynduyeckne npobnembl 6e30NacHOCTU, OTHOCALWMECA K KaKOMy-nn6o
AoMeHy 6e3onacHoCTH.

C.3.13.2 ASS_DMP.1 OnpegeneHne npo6sem 6e3onacHocTn jomeHa 6e3onacHocTu

3aBUCMMOCTU: 3aBUCUMOCTY OTCYTCTBYIOT.

ASS_DMP.1.1D Pa3paboTuuio'nHTerpatop [AOJ/DKeH npeAocTaBuTb onpegeneHve npob6nem 6esonacHocTu
aAomMeHa.

C.3.13.2.2 OneMeHTbl cofepXaHus n npencraB/ieHNa CBULETENLCTB

ASS_DMP.1.1C B onpepeneHun npo6nem 6e30nacHOCTN AOMeHa AO0/KHbI 6GblTb ONUCaHbl BCE YHUKaNbHble puUc-
KW. NpUMEHUMble K fOMeHy. Kax/Ablii pUCK AO/KEH KaTeropupoBaTbCA Kak «MpueMsieMblii» WA  «Henpuemaemblii».

ASS_DMP.1.2C Bce Henpuemnemble PUCKM AO/KHbI 6bITb U3N0XEHbI, UCXOAA U3 YIpo3 U yasBumocTeli. Kaxpasn
yrpo3a fo/kHa 6bITb N3/T0XKEHbI, NCXOAS U3 UCTOYHMKA YIPO3bl, akTnBa U Bpaxae6HOCTW aelicTBus.

ASS_DMP.1.3C B onpegeneHun npob6nem 6e30nacHoOCTN JOMeHa AOMXHbI 6GbiTb OnucaHbl yHUKanbHble MBOP,
NPUMEHUMbIE K JOMEHY.

C.3.13.2.3 OneMeHTbl felicTBUii oueHwmnka

ASS_DMP.1.1E OueHLWMK AO/KEH NOATBEPXAaTb COOTBETCTBME MpefCcTaBNeHHON nHdopmauum Bcem Tpebosa-
HUAM K COAepXaHuio v npeacTaBfeHN0 CBUAETEeNbCTB.

ASS_DMP.1.2E OueHL MK AO/KEH NOATBEPXAATb BHYTPEHHIOI COrNacoBaHHOCTb onpegeneHns npobnem 6eso-
nacHoOCTW [JOMeHa.

C.3.14 Llenn 6e3onacHocTu fomeHa 6e3onacHocTu (ASS_DMO)

C.3.14.1 Uenn

B paHHOW yacTn 3BC npepctaBneHa kpatkas (hopMynvpoBKa npegnonaraemMoro pearMpoBaHus Ha yHWKaslbHble
npo6riemMbl 6€30NacHOCTU AOMEHA, ONpeAeseHHble ¢ NOMOLW b cemeiictBa ASS_DMP.

C.3.142ASS_DMO1Llenn 6e3onacHoCcTn JoMeHa 6e30nacHOCTU

3aBucUmMOCTHU:

ASSJINT.1 BeegeHue 36C:

ASS_DMP.1 OnpepgeneHne npobnem 6e3onacHocTn gomeHa 6e30nNacHOCTH.

C.3.14.2.13nemeHTbl AelicTBuii paspaboTunkal'mHterpatopa

ASS_DMO,1.1D Pa3pa6oTyno'mHTerpatop A0MXeH NpefocTaBuTb QOPMYNMPOBKY Leneli 6e30nacHoCTM AOMeHA.

ASS_DMO,1.2D Pa3spaboTuuto'mHTerpaTop A0/KEH nNpefocTaBuTb 060CHOBaHMe Leneil 6e3onacHoCTN AOMeEHaA.

C-3.14.2.2 SnemeHTbl cofepxaHus v npefcraB/ieHUs CBUAETENLCTB

ASS_DMO,1.1C B dopmynunpoBke Leneil 6e30nacHOCT AOMeEHA AO/DKHbI GbiTb ONUCaHbl YHUKaNbHble Lenun 6e-
30MacHOCTU AN JOMeHa.

ASS_DMO0.1.2C B dpopmynupoBke Leneil 6e30nacHOCTU AOMeEHA AO/XHbI 6bITb ONMcaHbl Nobbie Lenn 6esonac-
HOCTU AN AOMeHa, KOTOPbIM COOTBETCTBYIOT Apyrne AOMEHbl UAN BHELWHWe aBTOMaTU3NPOBaHHbIE CUCTEMDbI.

ASS_DMO,1.3C B popmynupoBke Lenein 6e30nacHOCTU AOMeEHA AOMKHbI 6bITb ONMcaHbl No6ble Lenn 6esonac-
HOCTW ANA AOMEHA, KOTopble 3a4alTca APYTUM JOMEeHaM WAU JOCTYNHbl WM.

ASS_DMO,1.4C B cdopmynunpoBke Leneil 6e30NacHOCTU AOMeHa A0/DKHbI GbiTb ONMWCaHbl YHUKanbHble Lenun 6e-
30MacHOCTK ANA cpeAabl pa3paboTku foMeHa.

ASS_DMO0.1.5C Ob6ocHOBaHUe Leneil 6e30NacHOCTM AO/HKHO CONOCTaBNAATbL KaXAY YHUKaNbHYO Lenb 6e3onac-
HOCTW ANSA AOMEHa C puckamu, KOTOpPbIM NPOTUBOCTOANA 3Ta Lenb 6e3onacHocTu, n NBOpP. KOTOpPbLIM COOTBETCTBOBANA
3Ta uenb 6e3onacHocTu.

ASS_DMO,1.6C O6ocHOBaHuMe Leneil 6e30nNacHOCTA AO/IKHO CONOCTABNATbL KAXAYI YHUKaNbHYO Uenb 6e3onac-
HOCTW ANS cpefbl pa3paboTku JOMeHa C puckamu, KOTOpbIM NpPOTMBOCTOSANA 3Ta uenb 6e3onacHoctn, u MBOp. koTo-
pbIM cooTBETCTBOBAasa 3Ta Lenb 6e30NacHOCTU.

84



FTOCTPUNCO/M3KT019791 — 2008

ASS_DMO,1.7C Ob6ocHoBaHue Leneit 6€30NacHOCTM A0J/I)KHO CONOCTaBAATbL KaXAYyl0 YHUKanbHy Lenb 6esonac-
HOCTW ANA APYTMX JOMEHOB C pUCKaMu, KOTOPbIM NPOTUBOCTOANA 3Ta Uenb 6e3onacHocTu, n MBEOP. KOTOPbIM COOTBET-
cTBOBasia 3Ta uenb 6e3onacHoCTH.

ASS_DMO,1.8C O60cHOBaHuWe Leneit 6e30nacHOCTY AO0/IXHO AEMOHCTPUpoBaTh npoTuBoaelicteue ueneii 6e3o-
NacHOCTU BCEM HEernpuemsieMbiM puUcKam, yHUKaNbHbIM [1A AOMeHa.

ASS _DMO0.1.9C O6ocHoBaHMne ueneii 6€30NacHOCTU [O/HKHO AEMOHCTPUPOBATbL BbINOJSIHEHWE BCEMU LENsSMU
6e30MacHOCTN BCeX YHUKanbHbix MBOpP ana fgomeHa.

C.3.14.2.3 dnemMeHTbl feicTBUi oueHLuka

ASS_DMO1.1E OueHLWM K J0MNXEH NOATBEPXAATb COOTBETCTBME NpejAcTaBfeHHON MHdopMauum Bcem TpeboBa-
HUAM K COAEpXaHUo 1 npeAcTaBNeHU0 CBUETeNbCTB.

ASS_DMO0.1.2E OueHWwMK [0MXEH NOATBEPXAATb BHYTPEHHIOK COr1acoBaHHOCTb (hOPMYyNMpPOBKK Leneli 6e3o0-
nacHocTu gomeHa.

ASS_DMO,1.3E OueHLWmK 4,0NXEH NOATBEPXKAATb COrTacOBaAHHOCTb (hOPMYIMPOBKMN Lieneil 6e3onacHoCT gome-
Ha co crneuudurkaynein JOMEHHOW opraHusauum.

C.3.15 TpeboBaHusa 6e3onacHocTn gomeHa 6es3onacHocTn (ASS_DMR)

C.3.15.1 Uenn

B paHHol yacTn 36C npejcTtaBnseTca YeTKoe W O[HO3HAYHOE ONucaHue 0XWAaeMOro YHUKasbHOro nosefeHuns
fomMeHOB 6e3onacHocTy.

C.3.15.2 PaHxnpoBaHne KOMNOHEHTOB

[laHHOB CeMeincTBO COCTOUT U3 ABYX KOMNOHEHTOB. KOMNOHEHTbI cemeiicTBa pacnpeaensatoTca no ypoBHAM, NCXO-
A W3 TOro, 3asB/IEHbl /IN OHW B OPUTMHANILHOM BUJE WIW BbiBEAEHbl U3 uenei 6esonacHocTn ans COO wu cpenbl ero
paspaboTku.

C.3.15.2.1 3nemeHTbl AeiicTBMiA pa3paboTumkamHTerpatopa

3aBMCUMOCTU: 3aBUCUMOCTH OTCYTCTBYIOT.

C.3.15.3.2 3nemeHTbl cofepxaHua n npepcrtaBfeHns CBUAETENbCTB

ASS_DMR.1.1C B chopmynuposke Tpe6oBaHuii 6€30nacHOCTU JOMEHa JO/MKHbl OblTb ONMUCAHbl YHUKaNbHble PBC
n ABC. npyuMeHuMble K 3TOMY [OMEHY.

ASS_DMR.1.2C B copmynupoBke Tpe6oBaHuii 6e30nacHOCTM AOMeHa [AO/KHbI GbiTb OnpeAeneHbl BCe onepa-
unn. cBA3aHHble ¢ TpeboBaHUAMU Ge3onacHoCTH.

ASS_DMR.1.3C Bce onepauuu no pacnpefesneHuto n Bbi6opy AO/KHbI GbiTb 3aBepLUEHbI.

ASS_DMR.1.4C Bce onepauunu 0/1KHbl BbINONHATLCA NPaBUIbHO.

ASS_DMR.1.5C Kaxpas 3aBUCUMOCTb Mexay Tpe6oBaHuAMN 6e30MacHOCTU JO/KHA 6bITb NN YAOBNETBOPEHA,
Unn naeHTUdUUMpoBaHa Kak «HeynoBMEeTBOPEHHas*.

C.3.15.3.3 OnemeHThbl feicTBuii oueHLmuka

ASS_DMR.1.1E OueHW MK AONXEH NOATBEPXAATb COOTBETCTBME NpeAcTaBNeHHON MHpopmauunm Bcem TpeboBa-
HUAM K COAEpXaHUo U npeAcTaBfeHNo CBUAETENbCTB.

ASS_DMR.1.2E OueHWwmK AOMXEH NOATBEpPXAaTb BHYTPEHHIOK COrMacoBaHHOCTb (DOPMYNUPOBKM TpeboBaHWii
6e3onacHOCTU JoMeHa.

C.3.15.4 ASS_DMR,2 NMpown3BoaHble TpeboBaHNs 6€30NacHOCTN fOMeHa

fsnaetcsa nepapxuyeckum gna: ASS_DMR.1 3agaHHble Tpe60oBaHUA 6€30MacHOCTU JOMeHa.

3aBucumocTu:

ASS_DMO,1 Llenn 6e3onacHoCcTW goMeHa 6e30NacHOCTH;

ASS_ECD.1 OnpepgeneHvne paclMpPeHHbIX KOMMNOHEHTOB.

C.3.15.4.1 3nemeHThl AelicTBuil paspaboTumka/uHterpartopa

ASS_DMO,1.1D Pa3paboryntonHterpatop A0/XeH npefoctaBuTb o60cHOBaHMe TpeboBaHuii 6e3onacHOCTU A0-
MeHa.

C.3.15.4.2 SnemeHTbl coAepxaHusa u npepcrtasBfeHnsa CBUAETENbCTB

ASS_DMR.2.1C B chopmynuposke Tpe6oBaHuii 6€30nacHoOCTV JOMeHa AO0MXHbl OblTb ONMUCAHbl yHUKaNbHble PBC
n ABC. NnpyMeHuUMble K 3TOMY JOMEHY.

ASS_DMR.2.2C B copmynupoBke Tpe6oBaHuii 6e30nacHOCTM AOMeHa AO/IXHbl GbiTb OnpeAeneHbl BCe onepa-
unn. cBA3aHHble ¢ TpeboBaHUAMU 6e30NacHOCTH.

ASS_DMR.2.3C Bce onepauuu no pacnpefeneHuto n Bbi6opy AO/KHbI GbiTb 3aBEpLUEHbI.

ASS_DMR.2.4C Bce onepauunu 0/1KHbl BbINONHATLCA NPaBUIbHO.

ASS_DMR.2.5C Kaxpas 3aBUCUMOCTb Mexay Tpe6oBaHusamMuM 6e30nMacHOCTM AOMeHa [0/KHa ObiTb y40BNETBO-
peHa nan naeHTUduULUMpoBaHa Kak «Hey[oBeTBOPEeHHas».

ASS_DMR.2.6C O6ocHoBaHMe Tpe6oBaHuii 6e30NacHOCTM AOMEHA JO0/KHO cOnocTaBnATb kaxayw ®BC gomeHa
C uensamu 6e3o0nacHoOCTM ANA JOMeHa.

ASS_DMR.2.7C O6ocHoBaHue Tpe6oBaHuii 6e30NacHOCTM AOMEHA JO0/KHO CONoCcTaBNATb kaxayw ®BC gomeHa
C uenamu 6e30MacHOCTU AN1A OMeHa W cpefbl ero paspaboTku.

ASS_DMR.2.8C O6ocHoBaHue Tpe6oBaHUii 6€30NacHOCT fOMEHA AO/KHO ,eMOHCTPUpoBaTb cooTBeTcTBME ®BC
n ABC goMeHa BCEM YHUKAsIbHbLIM LensamM 6e30NacHOCTU ANS [JOMEeHa U cpefbl ero pa3paboTku, KOTOPLIM He COOTBET-
CTBYIOT jpyrve AOMEHbl N BHELIHNE CUCTEMBI.
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C.3.15.4.3 3nemeHTbl geicTBuUii oueHLwmnkKa

ASS_DMR.2.1E OueHLW¥ K AO/KEH NOATBEPXAATb COOTBETCTBME NpefCcTaB/leHHON nHopmaynm Bcem Tpebosa-
HUAM K cOAepxXaHuio v npeacTaBfeHno CBUAETENLCTB.

ASS_DMR.2.2E OueHWM K AO/KEH MOATBEPXAaTb BHYTPEHHIOI COrNacoBaHHOCTb (POPMYNMPOBKM TpeboBaHuUii
6e3onacHoOCT JOMeHa.

C.3.16 KpaTkas cneuundnkaumns gomeHa 6eszonacHoctu (ASS_DMS)

C.3.16.1 Uenn

B paHHoi yacTn 36C onpepgensetcs kpatkaa cneuyudukayns gomeHa 6e30n0acHOCTU.

C.3.16.2 ASS_DMS.1 KpaTkasa cneyungukaLma fomeHa 6e3onacHocTu

3aBucMmocTu:

ASS_DMI.1 BBefeHue fomeHa 6e30nacHoOCTU:

ASS_DMR.1 Tpe6oBaHusa 6e3onacHocTuM gomeHa 6e30MacHOCTH.

C.3.16.2.1 9nemeHTbl AelicTBMiA p33paboTyunka>'nHrerparopa

ASS_DMS.1.1D Pa3paboTuuk/mHTerpatop AOIXeH NpeaocTaBUTb KpaTkyl cneyudukaumio goMmeHa.

C.3.16.2.2 OneMeHTbl cofepXaHusa u npeacTaB/ieHUss CBUAETENbCTB

ASS_DMS.1.1C B kpaTkoil cneyudunkauum fomMmeHa A0/DKHO 6GbiTb ONMCaHO, Kak AlOMEH COOTBETCTBYEeT KaXAoW
®BC pgomeHa.

ASS_DMS.1.2C B kpaTKkoil cneuundukayum foMeHa JOMKHO 6biTb ONMCAHO, Kak JOMEH W ero cpefa pa3paboTku
cooTBeTcTBYeT kaxgoih ABC gomeHa.

C.3.16.2.3 21eMeHTbl AelicTBUIA oueHLWMKa

ASS_DMS 1.1E OueHWu K AO/MKEH NOATBEPXAATb COOTBETCTBME NpeAcTaBNeHHOl UHopmauun Bcem Tpebosa-
HUAM K COAepXaHuio 1 nNpeacTaBieHN0 CBUAETENbCTB.

ASS_MS 1-2E OueHL MK JOMKEH NOATBEPXAATb COrNMAacoOBaHHOCTL KpaTKoW cneuudukaynum foMeHa C KpaTkum
0630pOM AOMeHa U onucaHuem AOMeHa.

C.4 Knacc AOD: pykoBoACTBa /191 aBTOMaTU3NPOBaHHbIX CUCTEM

C.4.1 BeefeHune

Llenbto rpynnbl pykoOBOACTB MO aBTOMAaTM3WPOBAHHOW cuCTeMe SIBNSETCA NPUHATUE pelleHus 06 ajekBaTHOCTU
[OKYMeHTauumn, onucbiBaloLen nHTerpaynio u opraHn3aumnoHHylo CTPYKTYpy aBTOMaTU3NPOBaHHOW cuctembl. Takas fo-
KyMeHTauus BkYaeT B ce6s fOKYMeHTauuw ANS UHTErpaTopoB aBTOMATU3MPOBAHHOW CUCTEMbI, AOBEPEHHbIX agMu-
HUCTPaTOpPOB U Nonb3oBaTeneli, He ABAANWMUXCA agMUHUCTPATOpamMun, YbW HenpasunbHble AeicTBUA MOryT Hebnaro-
NPUATHO BO3AENCTBOBATb Ha COCTOSHME 6e30NacHOCTM UM XapakKTepUCTUKW aBTOMaTU3MPOBAHHOW CUCTEMbI, a Takxe
[OKYyMeHTauu, npegHasHayeHHyo Ana 06blYHbIX No/Mb30BaTeNel, Ybn HenpasuabHbIE AeiCTBMA MOTryT HebnaronpuaT-
HO BO3feiicTBOBaTb Ha CNOCOGHOCTL aBTOMAaTU3UPOBAHHOW cucTeMbl o6ecneynBaTb He0O6XOAUMbIE BO3MOXHOCTU 3a-
WNUTbl CO6CTBEHHbIX AaHHbIX.

CnepoBaTenbHo, geiictBus AOD TecCcHO CBAi3aHbl C Npoueccamu u npoueaypamu, onpefesieHHbIMU OpraHusaym-
OHHbIMK TpeboBaHuAMN 6e3onacHoCcTU. PykoBoACTBO A4NA Nonb3oBaTensa v agMmuHucTpaTtopa BkAoYaeT B ceba uHdop-
MaLWio. OTHOCALLYICA K TEXHOOTMYECKMM acnekTam aBToOMaTU3MpOBaHHO CUCTEMbI, & Takxe K npoueccam akcnayarta-
LM aBTOMAaTU3NPOBAHHON CUCTEMBI C y4acTUEM YenoBeka.

C.4.23ameyaHna no NpUMEHeHUo

Bce Tpe6oBaHua Kk ®36. onpegeneHHble B 36C. no Mepe ux NpuMeHeHNs Kk TpebyemMoMy NoBefeHn0 nepcoHana
[AOJ/KHbl 6bITb M3/10XEHbI B COOTBETCTBYIOLLEM PYKOBOACTBE MO aBTOMATM3MPOBAHHOI cucTeme.

Heob6xoanmo onpegennTb NPodUNaKTUYECKUIA pEXUM, PEXUM OLHOro nNonb3oBaTens u Nwb6OK cneynanbHbii
pexum yHKUMOHNPOBAHUSA, Ceaytolime 3a OWMNGKOW UK UCKIIOYEHNEM, N PACCMOTPeTb UX Ha NpeaMeT NocnenCcTBuit
1N BO3AeCTBUA Ha noagepxaHue HafexXHoro yHKLMOHNPOBAHMUA.

B pykoBoAcTBe ANA afgMUHWCTpaTopa Jo/kHa 6biTb onpejeneHa cnegylowas nHpopmayma:

- hyHKUMM 1 NpuBUNErUN, Nognexalyne KOHTPONIo;

- TUNbl HEO6XO4NMbBIX MEep KOHTPONS;

- NPUYUHBI NPpUMeEHeHna Mep obecneyeHns 6e30MacHOCTU.

B pykoBOACTBO ANA aAMUHUCTpaTopa HEO6X0AMMO BKAOUYUTL NpefynpexaeHna o6 oxugaembix adhdekrax, BO3-
MOXHbIX MOGOYHBLIX 3hheKTax U BO3MOXHbIX B3aUMOLENCTBUAX C APYTMMU PYHKLUAMU U NPUBUIETUAMU.

B pykoBoAcCTBe ANA afgMuHUCTpaTopa AOXHO 6blTb U3/10XKEHO aAMWHUCTPATUBHOE Yynpas/ieHne aBTOMaTU3NpPo-
BaHHOU CUCTEMOIi B LLe/IOM B [ ONOSTHEHUE K YNPaB/I€HUI0 OTAENbHbIMY NPOAYKTaAMU 1 nogcucteMamu. PyKoBOACTBO ANs
afgMuHNUCTpaTopa, NpeAHasHayeHHOe He TONbKO ANA NPUKNafHbIX Nporpamm, HO U ANS BCe aBTOMAaTU3NPOBAHHOW
CUCTEMbl, AO/XHO 6blTb AOKYMEHTUPOBAHHbIM.

C.4.3Cneuyundumkaumsa KoHuUrypaumm aBTomatmsnpoBsaHHoli cuctembl (AOD_OCD)

C.4.3.1 Uenn

Ha3HavyeHuem cneundukaunm KoHurypaumm aBTOMaTU3MPOBAHHON CUCTeMbl SABAAETCA onpegeneHue napa-
MeTpOB KOH(Urypauumn, penieBaHTHbIX ANA 6e30NacHOCTW, KOTOpble NOAA4EepPXUBAT WHTErpayuto KOMMNOHEHTOB
aBTOMAaTU3NPOBAHHON CUCTEMbl W MNO3BONAKT (PYHKUMAM 6e30MacHOCTM aBTOMATU3MPOBAHHOW CUCTEMbl BHeAPATb
N OCyLW ecTBNATb KOHUEeNUMio 6e30nNacHOCTM (DYHKLMOHUPOBAHUA U CBA3aHHbIX C HUM NONMUTUK aBTOMaTW3NPOBAHHOW
cUCTeMbI.
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C.4.3.2 PaHXupoBaHne KOMMNOHEHTOB

CeMeiCcTBO COCTONT U3 ABYX KOMMOHEHTOB. DTN KOMMOHEHTbI pacnpejesnsitoT N0 ypOBHAM Ha OCHOBE NoATBepxXAe-
HUSA N3N0XEeHNA B AOKYMEHTauuum M nNpoBepok B aBTOMAaTU3MPOBAHHOW cucteme.

C.4.3.3A0D_OCD.1 Cneyuntukayns KOHpurypaLmm aBToMaTn3MpoBaHHOR cnucTembl

3aBUCUMOCTH:

ASD_CON.1 KoHuenuua 6e3onacHocTy onepauuii;

ASD_CMP.1 KOHCTPYKLMA KOMMOHEHTOB.

C.4.3.3.1 SnemeHTbl geicTBuii paspaboTumnka/mHtTerpaTopa

AOD_OCD.1.1D Pa3paboTuuto'nHTeErpatop A0/KEH NpeAocTaBNATh cneyndmkaynio KoHdUrypauum, onpegensto-
Wyl napameTpbl KOH(Urypauuu, tpebyembie Ana 6e30MacHOCTH, KOTOpPble NMOAAEPXUBAOT MHTErpaynio KOMNOHEHTOB
aBTOMAaTU3NPOBAHHON CUCTEMbl W MNO3BONAKT (YHKUMAM 6e30MacHOCTM aBTOMATU3MPOBAHHOW CUCTeMbl BHeAPATb
N OCYLW,ecTBNATL KOHUeNuWio 6e30nacHOCTM (PYHKLMOHWPOBAHUA U CBA3aHHbIX C HUM MNONUTUK aBTOMAaTU3WPOBAHHOW
cUcTeMbl.

C.4.3.3.2 OnemeHThbl cofepxaHus n npeacTaBieHns CBUAETENbLCTB

AOD_OCD.1.1C B cneuudukaunmm KoHUrypaunum Ao/kKHbl 6biTb W3/10XEHbI BCe TpeboBaHUA K KOHduUrypauuu,
oTHocAwMeca kK COO. BknoYas cpeay ee akcnayataynm.

AOD_OCD.1.2C B cneuyndukaumm koHurypaunm 4omxHbl 6biTb N3N10XEHbI NapameTpbl KOHUrypauumn 6esonac-
HOCTW. AOCTYNHble CUCTEMHOMY WHTErpaTopy UauM paBHO3HAYHbIM MM Nofb3oBaTenAM/agMuHUCTpaTopaM C Takoi xe
ponblo N 0653aHHOCTLIO.

AOD_OCD.1.3C B cneuudukaunum KoHdurypaumm OMXHO 6biTb U3T0XEHO NMPUMEHeHWe napameTpoB 6e3onac-
HOCTU. KOH(UrypupoBaHHbix COO Ana BHEAPEHUA U OCYWeCTBAEHNA NONUTUK 6€30NacCHOCTN CUCTEMBI.

AOD_OCD.1.4C B cneuundukaumm KoOHGUrypaLuum 4omKHbl cCogepXaTbCs NpeaynpexaeHns 0 4OCTYNHbIX PYyHKLN-
AX W NpUBMNErUAX KOHUrypaymnm, KoTopble JOMKHbI KOHTPONUPOBATLCA B 3alyulleHHOR cpege o6paboTku.

AOD_OCD.1.5C B cneuudukaynm KoHurypaumm AoMKHbl 6biTb YETKO NpeAcTaB/eHbl CBA3aHHble C KOHdUrypa-
umeit o6a3aHHOCTU, HeobxoaMMbIe ANa 6e3onacHOro yHkumoHuposawua COO.

AOD_OCD.1.6C Cneyucukauma KoHpurypaumum gomkHa 6biTb coriacoBaHa co BCeli 0CTanbHO AOKyMeHTaLUunel,
npefcTaBNeHHON ANA OLEHKN.

AOD_OCD.1.7C B cneundukaumn koHdurypaumum gonxHa 6biTb OTpaxeHa peanusauua napameTtposB 6esonac-
HOCTW KOMMOHEHTOB, HEOBXOAUMBIX NO KOHUenuun 6e3onacHocTu onepauuit, B KOHCTPYKLUN KOMMNOHEHTOB.

C.4.3.3.3 3nemMeHTbl geincTBuii oueHLinKa

AOD_OCD.1.1E OueHWM K 4O/KEH NOATBEPXAATb COOTBETCTBME NpeAcTaBfeHHOl nHopmauumn Bcem Tpebosa-
HUAM K COAepXaHuio v npeAcTaBeHnto CBUAETENbCTB.

C.4.3.4A0D_OCD.2 NpoBepka cneyndukaLmm KOHUrypayum aBToMaTu3MpoBaHHOW CUCTEMbI

fABnsaetca nepapxuyeckoin ans: AOD_OCD.1 Cneuyndumkaymnsa KkoHdurypaumum aBToMaTUu3MpoOBaHHON CUCTEMBI.

3aBucumocTu;

ASD_CON.1 MoHATMe 6e30MacHOCTM onepawunii;

ASD_CMP.1 KOHCTPYKLUMNA KOMMNOHEHTOB.

C.4.3.4.1 2nemeHTbl AeicTBuiA paspaboTumka/mHterpatopa

AOD_OCD.2.1D Pa3paboTuyuk'nHTerpaTop A0/IXeH NpefocTaBNATb cneyndukaymio KoHurypauum, onpeaensiio-
Wyt napameTtpbl KOHUrypauuun, peneBaHTHble fNa 6e30MacHOCTU, KOTOpble NOAAEpPXWBaKT MHTEerpaunio KOMMNOHEH-
TOB CUCTEMbI U NO3BONAT PYHKLUMAM 6€30MacCHOCTN aBTOMATU3NPOBAHHON CUCTEMbl BHEAPATb U OCYL E€CTBAATb KOH-
uenuuio 6e30NacHOCTU (MYHKLMOHNPOBAHUSA U CBA3AHHBIX C HUM MOMNTUK.

C.4.3.4.2 SnemeHThbl cofiepXaHus n npeacTaBieHns CBUAETENbLCTB

AOD_OCD.2.1C B cneuyugukaunum KoHgurypaumm Ao/xHbl 6biTb U30XEHbI BCe Tpe6oBaHWA K KOHurypauuu,
oTHocauwwmeca Kk COO. BkwYas cpeay ee akcnayatauyuu.

AOD_OCD.2.2C B cneuyundukaunn koHurypayum fomxHbl 6bITb U310XEHb NapaMmeTpbl KOHdUrypauun 6esonac-
HOCTW. JOCTYNHble CUCTEMHOMY WHTErpaTtopy Wau paBHO3HAYHbIM eMy nosib3eBarenam/agmuHucrpaTopam ¢ Takoi xe
ponblo N 0653aHHOCTLIO.

AOD_OCD.2.3C B cneungukaumm KoHurypaumm A0KHO ObiTb M3/I0KEHO NPpUMeHeHWe napameTpoB 6e3onac-
HOCTU. CKOH(urypupoBaHHbix COO ANnsA BHEAPEHUS U OCYL eCTBAEHNA NOMUTUK 6€30NacHOCTN CUCTEMBI.

AOD_OCD.2.4C B cneuuncukaumm KoOHUrypaLuum 4omkHbl coaepXxaTbCs NpeaynpexaeHns 0 JOCTYNHbIX PYyHKLN-
X U NpUBUNETUAX KOHUrypaymnm, KoTopble A0XHbI KOHTPONIMPOBATLCA B 3aliUlieHHOl cpefe 06paboTku.

AOD_OCD.2.5C B cneyutukaumm KoHpurypawumm AoxKHbl 6biTb HeTKO NpeAcTaBfeHbl CBA3aHHble C KOHUrypa-
umeit o6s3aHHOCTM, HeobxoAuMble ANA 6e3onacHoro yHkumoHmposauus COO.

AOD_OCD.2.6C Cneuundukaumna koHurypauum gomkHa 6biTb cornacoBaHa co Bceil oCTaNnbHOW AOKyMeHTaune,
npeAcTaBEHHON ANSA OLEHKN.

AOD_OCD.2.7C B cneuundukaymm KoHurypaumm fo/mkHa 6bliTb OTpaXxeHa peanusauuns Bcex napameTpoB 6e30-
NacHOCTU KOMMOHEHTOB, HEO6GXOAMMbBIX MO KOHUenuuu 6e3onacHoCTU onepauuii, B KOHCTPYKLUW KOMMNOHEHTOB.

C.4.3.4.3 2nemeHTbl felicTBUIA oueHLinKa

AOD_OCD.2.1E OuEeHWWK fONKEH NOATBEPAUTL COOTBETCTBME NpeACTaBNEeHHOW NHOpMaynn BceM TpeboBaHU-
AAM K COAAEPXaHU N nNpeacTaBNeHNo CBUAETEeNbCTB.
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AOD_OCD.2.2E OueHLW K f,O/MKEH HE3ABUCMMO NPOBEPSATb MpakTMyeckoe NMPUMEHeHWe NnapaMeTpoB KOHMUTy-
pauuun, onpefeneHHoe B cneyndukauum KoHUrypauum.

C.4.4 PykoBOACTBO agMUHUCTpaTopa aBToMaTnanpoBaHHoi cuctembl (AOO_ADM)

C.441 Uenn

PyKoBOACTBO afAMUHUCTPATOPa aBTOMaTU3NPOBAHHOI CUCTEMbI NpeAHa3HaYeHo ANSA NNL. OTBETCTBEHHbIX 3a npa-
BUNbHOE KOH(UrypupoBaHue, o6cnyxusaHme n ynpasnenne COO B oTHoweHUn o6ecnevyeHuna 6esonacHocTu. B pyko-
BOACTBE afAMUHMUCTPaATOpa TaKXe AO0MKHbI 6biTb U3N0XEHBI NONUTUKA, NPaBuna n npoueaypbl o6ecnevyernns 6esonacHo-
CTW. onpefeneHHble OpraHn3aunoHHbIMU TPe6OoBaHMAMU U NpefHa3HaYeHHble AN WCNONb30BaHUA agMuUHUCTpaTopa-
MU. PyKoBOACTBO agMUHUCTpaTopa aBTOMAaTU3NPOBAHHONW CUCTEMbl NpeAHa3HavyeHo AN OKa3aHWs NOMOLWM agMUHUC-
TpatopamMm B NOHUMaHUM mep obecnevyeHnss 6e30NaCHOCTM, yCTAHOBAEHHbIX ana COO. BkAOYAA Kak TeXHUYeckue, Tak u
opraHnsaunoHHble Mepbl 6€30NacHOCTU, KOTopble TPebylT 0T aAMUHUCTPATOPa BbINOSHEHUA KPUTUYHLIX A4NA obecne-
yeHns 6e3onacHoCTW feicTBuiA.

C.4.4.2 PaHXnpoBaHue KOMMNOHEHTOB

CeMeicTBO COCTOUT U3 ABYX KOMMNOHEHTOB. DTN KOMMNOHEHTbLI pacnpefensoTca No yPpOBHAM Ha OCHOBEe NoATBep-
XAEHNSA U3N0XEHUA B AOKYMEHTauun N NPOBEPOK aBTOMaTU3NPOBAHHOW CUCTEMBI.

C.4.4.33ameyaHna No NpUMeHeHno

Cofepxumoe pyKoBoACTBA agMuUHUCTpaTopa HeENocpefcTBEHHO oTpaxaeT NOAUTWUKW, npasBuna, o6A3aHHOCTH,
npoueaypbl U OpraHn3auMoHHble Mepbl 6€30NacHOCTU, CBA3aHHble C afMWHWCTPATOPOM U ONpefefnieHHble B OpraHu3a-
LMOHHbIX Mepax 6e3onacHocTu. Tpe6osaHnss AOD_ADM.1.3C nAOD_ADM.1.7C OTHOCATCSH K acnekTy COOTBETCTBYIOLLEro
npeacTaBneHna Bcex npeaynpexaeHuin ana nonb3oateneii COO B oTHOWeHUU cpenbl 6e3onacHocTn COO wu ueneii
6e30nacHoOCTN, U3noxeHHolx B NM3C/3BC.

KoHuenuus 3alulieHHbIX 3Ha4YeHWil B TOM BuAe, B KOTOPOM OHa wucnonb3dyetcds B AOD_ADM.1.6C, ymecTHa B
cnyyas, eCNM afgMUHUCTPATOpP OCyWecTBAAET KOHTPO/Ab 3a napametpamu 6e3onacHocTu. TpebyeTcAa pPyKOBOACTBO NO
3alMUeHHbIM U He3al W eHHbIM YyCTaHOBKaM Taknx napameTpos.

C.4.4.4A0D_ADM.1 PykoBOACTBO agMuHucTpartopa

3aBucumocTtun: ASD_SAD.1 OnucaHne apxuTekTypbl.

C.4.4.4.1 2nemMeHTbl AeicTBUIA agMUHUCTPaL UK

AOD_ADM.1.1M AgmMuHUCTpaLmnsa fo/KHA 06ecneynTb nepcoHan ynpaBieHns cCUCTEMON pyKOBOACTBOM agMUHU-
cTpatopa aBTOMaTU3MPOBAHHOW CUCTEMBI.

C.4.4.4.2 OnemeHTbl coAepXxaHus n npeAcTaBleHUsa CBUAETeNbCTB

AOD_ADM.1.1C B pykoBOoACTBE afMUHMUCTPaTOpa AO/DKHbI M3naraTtbCA agMUHUCTPaTUBHbIE DYHKLUN U UHTEp-
dhelicbl. gocTynHble agmmHuctpatopy COO.

AOD_ADM.1.2C B pykoBOACTBe agMuUHUCTpPaTopa A0/MKHbl NpaBuUbHO M3naratbCcA TpebGoBaHWUS OpraHM3aluoH-
HOTO KOHTPONSA, OTHOCALWMECH K agMUHUCTPATOPY.

AOD_ADM.1.3C B pykoBoACTBe agMuHucTpatopa A0/HKHO nsnaratbca 6esonacHoe ynpaBneHne COO.

AOD_ADM.1,4C B pykoBOACTBE ajMUHMUCTpPaTOpa fO/IXHbI COAepXaTbCAa MNpeAynpexaeHns o MyHKUNSX U NPUBK-
nernax. Kotopble nognexar KOHTponto B 6e3onacHoil cpefe o6paboTku.

AOD_ADM.1.5C B pykoBOoACTBE agMuMHUCTpaTopa f0/KHbl OMUCLIBATLCA Onepauun, nMerlme oTHOWeHNe K No-
BEAEeHWNI0 NoMb30BaTeNsA, KOTOpble cBA3aHbl C 6e3onacHbiM yHKkynoHuposaHnem COO.

AOD_ADM.1.6C B pykoBOACTBe afMWHUCTpaTOpa AO/IXHbI M3naraTbca napameTpbl 6e3o0nacHoCTH, HaxogsLmecs
noJ KOHTPONEM ajMuHuUcTpaTtopa, Npu Heo6XO0AMMOCTU, C yKkaszaHMeM 6e30nacHbiX 3HAYEHUN.

AOD_ADM.t.7C B pykoBOoACTBE afgMUHUCTpaATOpa AO/KEH ONUCbIBATLCA KaXAblih TUM CBA3aHHOro ¢ 6e3onacHoc-
Tbl0 COOLITUA, OTHOCALWErOCA K afMUHNCTPATUBHLIM (DYHKUMAM, NpefHa3HaYeHHbIM ANSA BbINOMHEHNA, BKAYaA U3Me-
HeHNe XapaKTepucTuk 6e30MacHOCTU, KOHTponupyembix ®BEC.

AOD_ADM.1,8C PykoBOoACTBO agMMHUCTPaTopa A0J/1KHO COracoBbiBaTbCA CO BCeli Apyroli AoKyMeHTauunei, npes-
CTaBNEHHOW JNA OLEHKN.

AOD_ADM.1.9C B pykoBOoACTBe afMUHUCTPaTOpa AO/MKHbI ONUCbIBATLCSA MHTEPdENChl K BHEWHMM aBToMaTu3un-
pOBaHHbLIM CUCTEMaM, OTHOCALWMECH K afMUHUCTPATOPY.

C.4.4.4.3 OnemMeHTbl AeNCTBNIA oueHLWwnKa

AOD_ADM.1.1E OueHLWU K JO/KEH NOATBEPANTL COOTBETCTBME NPeACTaBNeHHON UHhopmaLumum Bcem Tpe6oBaHu-
AM K COAepPXaHuio N npeacTaBieHnio CBUAETEeNbCTB.

C.4.45A0D_ADM.2 Bepugukauynsa

Asnaetca nepapxuyeckum ana: AOD_ADM.1 PykoBoACTBO agmMuHucTpartopa.

3aBucumocTtun: ASD_SAD.1 OnucaHne apxuTekTypbl.

C.4.4.5.1 2nemMeHTbl AeiCTBUI agmMUHUCTPaL UK

AOD_ADM.2.1.M AgMuHncTpauus gomxkHa o6ecneymBatb NepcoHan ynpaBieHUsa CUCTEMO PYKOBOLCTBOM agMu-
HUcTpaTopa aBTOMaTW3UPOBAHHOW CUCTEMBI.

C.4.4.5.2 OnemeHTbl coAepxaHus 1 npeacTaB/feHUsa CBUAETeNbCTB

AOD_ADM.2.1C B pyKkoBOACTBE agMUHMWCTpaTOpa A0/DKHbI ONUCbIBATLCA afMUHUCTPATUBHbIE PYHKLUN N UHTEP-
dhelicbl. gocTynHble agMmuHucTpatopy COO.

AOD_ADM.2.2C B pykoBOACTBe agMuUHUCTpaTopa AO/KHbl NPaBUbHO M3naraTtbCA TpebOBaHWUS OpraHM3aluoH-
HOTO KOHTPO/SA, OTHOCHALWMECH K aAMUHUCTPATOpPY.
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AOD_ADM.2.3C B pykoBoACTBe afMuHuUcTpaTopa A0/HKHO u3naratbca 6esonacHoe ynpasneHue COO.

AOD_ADM.2.4C B pykoBo/jCTBE afMUHUCTPATOPa AO/IXHbLI COAEpPXaTbCA NpefynpexAeHns o PyHKUUAX N Npusu-
Nernsx. KoTopble nognexar KOHTponto B 6e3onacHoii cpege o6paboTku.

AOD_ADM.2.5C B pykoBo/ACTBE agMUHUCTPaTOpPa AO/IKHbLI ONUCLIBATLCA BCE ONepauuu, uMelle OTHOWEeHNe K
noBejeHuto Nofb3oBaTens, KoTopble cBA3aHbl ¢ 6e3onacHbIM hyHKunoHuposaHnem COO.

AOD_ADM.2.6C B pykosofCTBe afgMuUHUCTpaTopa AOJIXHbI 6biTb NpUBeeHbl BCe ynpaBfisieMble agMUHUCTPATO-
pom napameTpbl 6e30nacHoCTM, 0603HavallW e COOTBETCTBYOWMNE Be30nacHble 3Ha4YeHus.

AOD_ADM.2.7C B pykoBOACTBE agMuUHMCTpaTOpa AO/DKEH OMUCLIBATLCA KaXAblii TMN CBA3aHHOro ¢ 6e3onacHoc-
Tbi0 CO6BLITUA, OTHOCALLETOCA K afMUHUCTPATUBHbLIM (DYHKLWAM, NpefHa3HaYeHHbIM ANA BbINOJIHEHUA, BKAOYaA N3Me-
HeHVe xapaKkTepucTuK cyl HoCTel, Haxogsawmxcs nog ynpasnednem ®6C.

AOD_ADM.2.8C PykoBOACTBO agMUHMUCTpPaTOpa A0J/IXKHO COrNacoBbiBaTLCA CO BCel Apyroit fokyMeHTayunel, npea-
CTaB/IEHHOW [ANA OLEHKN.

AOD_ADM.2.9C B pykoBoACTBE afMUHUCTPATOPa AO/KHbI ONUCLIBATLCA BCE MHTEPd elicbl K BHEWHUM aBToOMaTU-
3MPOBaAHHLIM CUCTEMaM, OTHOCALWMECA K afMUHUCTPaTOPY.

C.4.4.5.3 nemeHTbl geicTBuii oueHLmka

AOD_ADM.2.1E OueHWw K 4o/KeH NoATBEPANTL COOTBETCTBME NpeAcTaBleHHOR nHdopmaymm Bcem Tpe6oBaHu-
AM K COepXaHuio 1 npeicTaBieHNt0 CBUAETENbCTB.

AOD_ADM.2.2E OueHWWK fO/KEH He3aBUCMMO BepuduymnposaTb, NOCPEACTBOM ONpoca nepcoHana, BbI6GOPKK
13 pyKOBOACTBa agMuHUCTpaTopa v Ap.. NpakTMyeckoe NpMMeHeHne pyKoBOACTBA agMuHucTpaTopa.

C.4.5PyKOoBOACTBO N0OMb30BaTENss aBTOMAaTM3MpoBaHHOW cuctembl (AOD_USR)

C.4.5.1 Uenn
PyKoBOACTBO No/b30BaTeNs aBTOMATU3NPOBAHHOW CUCTEMbl MpeAHAa3HauYeHO /1S He CBA3AHHOTO C ynpaBieHnem
yenoseka — nonb3osatens COO. B pykoBoACTBe NoMb30BaTeNs AO0MXHbI GbiTb W3N0XEHbLI MONUTUKA 6Ge3onacHocTu,

npouefypsl, npasuna, 0653aHHOCTN U Apyrue Tpeb6osBaHMA 6e30NacHOCTW, onpefeneHHble opraHn3aynoHHbIMu Tpebo-
BaHMAMU U npejHa3HauyeHHble ANS nonb3oBaTeneil. B pykoBojcTtBe nofb3oBaTtens aBTOMaTU3UMPOBAHHON CUCTEMBI
onucaHbl Mepbl obecneyeHna 6esonacHocTu, npegoctasnsemble PBC. a Takke WHCTPYKLUUN W peKOMeHAauuun, BKIO-
yaa npegynpexgeHus, gna 6e3onacHoro NpuMeHeHus.

PyKkoBO/ACTBO NoNb30BaTeNsi aBTOMaTN3NPOBAHHOW cucTtembl o6ecneynBaeT OCHOBY Ans pa6oTbl C MCNONb30Ba-
Huem COO 1 yBEpPEHHOCTb B TOM. YTO CBOW MO/Ib30BaTe/IN, NOCTABLLMKN NPUKNAAHBIX NPOrpaMM 1 Apyrue nuua, ucnosb-
3ylowmne BHewHne nHtepdeiicel COO. NnpaBuUbHO NOWMYT NPUHUMN 6e3onacHoro yHkuMoHupoBaHus COO u 6yayT
MCnonb30BaTh €ro AO/IKHbIM 06pa3om.

C.4.5.2 PaHXnpoBaHne KOMMNOHEHTOB

[laHHO€e ceMeiNCcTBO COCTOUT U3 ABYX KOMMNOHEHTOB. KOMNOHEHTbI pacnpeaensaiT No YpOBHAM Ha OCHOBE NoATBEP-
XAEHWS ONWCaHWs B JOKYMeHTauunm 1m NpoBepoK B aBTOMATU3MPOBAHHOW cucTteme.

C.4.5.33ameyaHunsi N0 NPUMEHEHUID

Cofepxnmoe pykoBoACTBa NOMb30BaTENA HENOCPeACTBEHHO oOTpaxaeT MOAUTUKM, npasBuia, 06A3aHHOCTH,
npoueaypbl U opraHn3aunoHHbie Mepbl 6€30NacHOCTU, CBA3aHHble C aAMWHUCTPATOPOM W OnNpeAefieHHble B OpraHu-
3aUMOHHbIX Mepax 6e3onacHocTu. Tpeb6oBaHne AOD_USR.1.4.C ob6ecneuynBaeT COOTBETCTBYylLLee npeacTaBieHne
npegynpexgaeHuin nonb3osatensim COO B oTHOWeHUK cpeabl 6e3onacHocTn COO un ueneli 6e30NaCHOCTU, N3MOXEHHbIX
B NMBC/3BC B pykoBOACTBE NOSIb30BAaTENS.

C.4.5.4 A0OD_USR.1 PykoBoacTBO nNosib3oBaTtens

3asucumocTtun: ASD_SAD.1 OnucaHue apXuTekTypbl.

C.4.5.4.1 SnemeHTbl feiiCTBUIA agMuHUCTpaynn

AOD_USR.1.1M AgMuHucTpauns fosxHa npu Heo6xoAMMOCTU NpefoCcTaBNATb PYKOBOACTBO NOMb30BaTenNs.

C.4.5.4.2 9nemMeHTbl COAepXaHUA U NpeacTaBNeHUs CBUAETENbCTB

AOD_USR.1.1C B pykoBojcTBe Nonb3oBaTens JO/KHbl ONUCbIBATLCA (MYHKUUU 1 UHTepdelickl, AOCTYNHbIe ANS
He CBA3aHHbIX C ynpassieHneM nonb3osateneii COO.

AOD_USR.1.2C B pykoBOACTBe NO/Mb30BaTeNs [AO/IKHbl ONUCbIBATLCA OpraHM3aunoHHble Mepbl 6e30nacHoOCTH,
CBfi3aHHble C Nonb3oBaTenem.

AODJJSR.1.3C B pykoBOACTBE M0/Ib30BaTENA AO/DKHO ONUCHLIBATLCA UCNOJ/Ib30BaHMe JOCTYMHbIX NOMb30BaTENIO
yHKUMii 6e3onacHocTn, o6ecneynsaembix COO.

AOD_USR.1.4C B pykoBOACTBe NoJib30BaTesifi O/DKHbI cofepXaTbCs npefynpexaeHns o OCTYyNHbIX MNOJib30Ba-
Ten QyHKUMAX 1 NpUBMUAErMAX, KOTopble NoAnexaT KOHTpPont B 6e3onacHoli cpefge o6paboTku.

AOD_USR.1.5C B pykoBoaCcTBE M0o/Mb30BaTeNA AO/XHbI GbiTb YETKO NpefcTaBfeHbl 06593aHHOCT Nob3oBaTens,
Heo6xoanmble Ans obecneyeHna 6e3onacHoro yHkynoHuposauus COO. Bknyas 06493aHHOCTU, CBA3aHHbIE C NoBe-
[eHneM nosb3oBaTesns BO BpeMs 3KCnjayaTtauun CUCTEMBI.

AOD_USR.1.6C PykoBoACTBO N0/b30BaTe st L0/I)XHO COrNacoBbIiBaThbCA C APYroii AOKYMeHTalumnein, npescTaBneH-
HO ANS OUEHKN.

C.4.5.4.3 3nemeHTbl felicTBUIA oueHLIMKa

AOD_USR.1.1E OueHwWwu K o/HXeH NoATBEPAUTL COOTBETCTBME NpeACcTaBeHHOR nHdopmauumn scem Tpe6oBaHu-
AM K COAEpXaHuio n npeacTaBieHUo CBUAETENbCTB.
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C.4.5.5Bepudukauna pykosoacrea nonb3oBartens

fAsnsetca nepapxudeckum gnsa: AOD_USR.1 PykosBojcTBO nosib3oBaTens.

3asucumocTtn: ASD_SAD.1 OnucaHue apXuTekTypbl.

C.4.5.5.1 3nemeHTbl AeicTBUIi agMuHucTpaymm

AOD_USR.2.1M AgmMunHucTpaLmns A0MXHA o6ecneynTb Hannyne B opraHusalum pykoBoACTBa Nonb3oBaTens.

C.4.5.5.2 OnemMeHTbl cofepXaHus n npeacTaBieHUs CBUAETENbCTB

AOD_USR.2.1C B pykoBoAcCTBe Nosib3oBaTeNs AO/DKHbl ONUCbIBATLCA PYHKLUN U UHTepdelichbl, AOCTYyNHbIEe ANA
He CBA3aHHbIX C ynpasfieHneM nonb3oBateneit COO.

AOD_USR.2.2C B pykoBOoACTBe MoOnb30BaTeNs AO/DKHbI ONUCbIBATbCA OpraHuM3aLnoHHble Mepbl 6e3onacHocTy,
CBA3aHHble C Mosb3oBaTesnem.

AOD_USR.2.3C B pykoBOoACTBE No/sib30BaTesisi JO/I)KHO ONUCbIBATLCA UCNO/Ib30BaHNE AOCTYMHbIX MOJ/Ib30BATEIO
dyHKUKnii 6e3onacHocTn, o6ecneunBaembix COO.

AOD_USR.2.4C B pykoBo/ACTBe No/sib30BaTesiA 4O/DKHbI cofepXaTbCAa npefynpexgeHns o 4OCTYNMHbIX NO/b30Ba-
Tento QPyHKLUAX 1 NPUBMETUAX, KOTOpble nojnexart KOHTponto B 6e3onacHoii cpeae o6pa6oTku.

AOD_USR.2.5C B pykoBofCTBe Nonb3oBaTtens AO/MKHbl 6biTb YUETKO NpeAcTaBfeHbl 0693aHHOCTN Nonb3oBaTens,
Heob6xoaumble ana obecneyeHun 6esonacHoro yHkumoHuposaHus COO, BkAYas 0693aHHOCTU, CBA3aHHble C MoBe-
[eHneM nonb3oBaTens BO BpeMs aKcnayartauuum CUCTEMb.

AOD_USR.2.6C PyKkoBOACTBO MO/b30BAaTE/NSI [O/KHO COTNacoBbiBaTbCA CO BCEW ApYroii AOKyMeHTauuei, npeg-
CTaB/IEHHOW ANS OLEHKW.

C.4.5.5.3 2NeMeHTbl AeCTBUIA OLEHLMKA

AOD_USR.2.1E OueHWumK JOoMKEH NOATBEPAUTL COOTBETCTBME NpeACTaBNEeHHON UHopmaunn Bcem TpeboBaHuU-
AAM K COAepXaHuio N npeacTaBieHno CBUAETEeNbCTB.

AOD_USR.2.2E OUueHLW MK JONXKEH HE3aBMCUMMO NMPOBEPATbL MOCPEACTBOM OMNPOCOB MepcoHana, BbIGOPKM K3
pykoBojcTBa agMuHucTpaTtopa, ApPYrMx MeToA0B MPakTUY4eCKOro NpUMeHeHus cneundunkaynm pykosoacTsa afMUHUCT-
paTtopa.

C.4.6 Bepudunkaumsa pykosoacts (AOD_GVR)

C.4.6.1 Uenn

Lienbto ABNAeTCA NPOAEMOHCTPUPOBAaTb, YTO JOKYMEHTaLWA pyKoBOACTBA OCTaeTCcs afilekKBaTHON nocne BHeCEHUA
N3MEHEHUN 1 MoAudUKaLWiA B KOMNOHEHTbl CUCTEMbl, KOHUTYpaLUI0 CUCTEMbI UKW CPeAy 3KCcnayaTauuu.

C.4.6.2 PaHxnpoBaH/ne KOMMNOHEHTOB

MmeeTcss OAWH KOMMOHEHT.

C.4.6.3 AOD_GVR.1 Bepudukauma pykosoacraa

3aBUCUMOCTH:

AOD_OCD.1 Cneuundukaumsa KoHdUrypaumum aBToMaTu3npoBaHHOW CUCTEMbI:

AOD_ADM.1 PykoBOACTBO agMuHucTpaTopa:

AOD_USR.1 PykoBoACTBO nosb3oBaTtesns.

C.4.6.3.1 Uenn

Ha3HayeHuem [aHHOro KOMMNOHEHTa ABAAETCA NPOLEMOHCTPUPOBATh, YTO AOKYMEHTaLNsa pykoBoACTBa ocTaeTcs
afeKkBaTHOI NoCne BHECEHUA U3MEHEeHW n MoAuduKaLmil B KOMNOHEHTbI CUCTEMbI, KOH(UTYpaLuno CUCTEMbl UK cpeay
aKcnayatauum.

C.4.6.3.2 3ameyaHua nNo nNpuMeHeHuo

[laHHbIi KOMNOHEHT paccmaTpuBaeT He TO/IbKO M3MEHEHHble WAW MOAUMDULUPOBAHHbIE YacTW aBTOMaTU3NPO-
BAHHOW CUCTEMbl, HO Takxe 4acTu, KOTOpble MOI/IN CTaTb HeAeNCTBUTENbHbIMU (HEMCNPABHbIMMU).

C.4.6.3.3 3nemMeHTbl AelicTBUI pa3paboTumnka/MHTerpatopa

AOD_GVR.1.1D lMocne BHeCEHUS U3MEHEHU N MoANMDNKaLUA B KOMMOHEHTbI CUCTEMbI, KOHPUTypaLMI0 CUCTEMBI
UNn cpepy akcnnyatauuu paspaboTunk/mHTerpatop AOMXKEH NPOBEecTM BepuduLMpylOLWKUA aHanns [N NPOBEPKW,
ocTanucb NN KOHMUTypaLua aBTOMaTU3NPOBAHHON CUCTEMbl U [OKyMeHTaunsa pykoBOACTBa NpaBW/ibHbIMU U cOrnaco-
BaHHbIMU.

C.4.6.3.4 OnemeHTbl coAepXxaHus n npeAcTaBfeHNsa CBUAETeNbCTB

AOD_GVR.1.1C Mo KaxAoMmy fOKYMEHTY KOH(Urypauuy BepnuLmpyowmnini aHanms oXeH nokasatb €ro Hens-
MEHHOCTb MOC/Ie BHECEHUA U3MEeHEeHWA unu moaudukaunii B KOMNOHEHTbl WKW €ro npaBuibHOe O06HOBMEeHWe ANA
OTPaXeHWs W3MeHeHWik nnn mMoanduKauni.

AOD_GVR.1.2C Mo kaxAoMy pPYKOBOACTBY agMuWHMCTpaTtopa BepudUUMPYIOLUA aHann3 A0/KEH nokasaTb ero
HEN3MEHHOCTb NOC/e BHECEHUS W3MEHEHWH nnu moaudukaumnii B KOMNOHEHTbI UAW €ro nNpaBunbHoe o6HOBNeHWE ANSA
OTpPaXeHNa W3MEeHeHUn unu mMoaudnKaLunii.

AOD_GVR.1.3C Mo kaxAoMy pyKOBOACTBY NOMb30BaTeNs BEPUPULUPYIOLWNIA aHaNN3 AO/KEH NOKa3aTb ero Hens-
MEHHOCTb NMOC/Ie BHECEHUA U3MEHEHWUR nnu moaudukauuii B KOMNOHEHTbl WAW €ro npaBuibHOe 06HOBMEeHWe ANA
OTPaXeHWs W3MEeHEeHUin nnu MoanduKauuni.

C.4.6.3.5 2neMeHTbl AelicTBUIA oueHLLmKa

AOD_GVR.1.1C OueHWu K JOMKEH NOATBEPANTL COOTBETCTBMNE NPeACTaBNEHHON UHhopmaLumum BceMm Tpe6oBaHu-
AAM K COAepXaHuio N npeacTaBfeHnio CBUAETENbCTB.
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C.5 Knacc ASD: pgoKyMeHTaums no NPoOeKTUPOBaHWUIO apXUTeKTypbl aBTOMAaTU3UPOBAHHbLIX CUCTEM U
KOHUTypaLunoHHasa JoKyMeHTaumns

C.5.1 BBegeHue

Knacc goBepus ASD aBnseTcsi Nnpon3BoAHbIM knacca no MCO/MIK 15408-3. OgHako uHpopmayus no paspaboT-
Ke 1 nHTerpaumm, Heobxoammas ANA aBTOMATU3MPOBAHHbLIX CUCTEM, HACTONLKO OT/INYHA OT MHOopMauuu B knacce ADV,
4YTO BO3HMKNA NOTPEBGHOCTH B ONpejeneHnn HOBOro Knacca.

Lienblo co3gaHunsa 3TOro knacca ABASETCA OLEeHKa peleHuidi No KoHUrypauumn, NpoeKTUpPoBaHNI0O U apXuTekType,
NPUHATBLIX AN1A 06ecnevYeHns X 4OCTaTO4HOCTU 1 3aBEPLUEHHOCTW, NUCXOASA U3 COOTBETCTBUA (DYHKLMOHaNbHLIM TpeboBa-
HUSIM, NpeAbABASEMbIM K aBTOMaTU3MPOBaHHON cucteme. MoOHUMaHMe 3TUX pelleHuii o6ecneynBaeTcs UMEHHO No-
CpeACcTBOM O3HAKOMIEHUA C AOKYMeHTauuel no KoHduUrypauum, NnpoekTUpPoBaHNIo 1 apxutekType. BTopoil yensio gaH-
HOro pasgena siBNAeTCA NPoOBepKa OTPaXeHWs B KOHMUrypauumn, NpoekTUPOBaHUN U apxXUTeKType aBTOMaTU3MpOBaHHO
cucTembl PYHKUMOHaANbHbIX Tpe6oBaHWii, NpefbABAAEMbIX Pa3INYHbIM NoACUCTEMAM W KOMNOHEHTaM aBTOMaTU3npo-
BaHHOW cuctembl. jna aT0ro Heo6xoAMMO onpeAenuTb XapakTepuCcTukn 6e30nacHOCTN BCeX BHYTPEHHUX MHTepdeiicos
Hapafy € Takumu xapakTepucTukamu 6GesonacHocTu (Hanpumep, pasjeneHne agpecHoOro NpocTpaHcTea), KoTopble
HaBA3bIBATCA OJHUM 3/IEMEHTOM apXUTEKTypbl APYTUM 3/IeMeHTaMm.

C.5.20nucaHune apxutektypbol (ASD_SAD)

C.5.2.1 Uenn

Lienbio onucaHns apxXuTekTypbl aBTOMaTU3WPOBAHHON CUCTEMbl ABNSETCA NpefcTaBneHne noapo6HOro obecyxae-
HUS XapaKkTepucTuk 6e30nacHOCTM aBTOMAaTU3UPOBAHHOW CUCTEMbl, CO3[aHHbIX, UCXOAA U3 CTPYKTYpPbl (MOACUCTEM, KOM-
NOHEHTOB, MHTepdelicoB C BHEWHNMN aBTOMaTU3NPOBaAHHbLIMW CUCTeMaMu), B3aumoaeicTenus (MHTepdeicol, mexcoe-
OVHEHWS. flaHHble W NOTOKU ynpaB/ieHWsA) U HasHayeHusa (TpakToBKa KoHuenuun 6e3onacHocTu onepauuii n Tpe6osa-
HWIA 6e30MacHOCTM aBTOMATU3MPOBAHHOW CUCTEMbI), @ TakkKe MPUCBOEHWE pas3/IMyHbIX cTeneHei (ypoBHel) fosepus
pas3nNyYHbIM YacTAM aBTOMaTU3NPOBAHHOI cUCTeMbl. dTa MHOpPMaLna okasbiBaeT cofelicTBUE B NOHUMAHUN U peanu-
3aUUM HeKOTOPbIX acnekTOB OLEeHKN aBTOMaTU3NPOBAHHON CUCTEMbl: NPUCBOEHWE AOBEPUS YacTAM aBTOMaTU3NPOBaH-
HOW cucTeMmsbl, KOHLENLMA 6e30nacHOCT onepawuunii 3Tol cUCTeMbl, Npoueaypbl, NAaHbl U cTpaTerns UCNbITaHUn aBTo-
MaTU3NPOBAaHHON cucTeMbl. HadHauyeHneM CBUAETENbCTBA ONUCAHWA apXUTEKTYpbl ABNAETCA npefocTaB/fieHne onuca-
HUSA CneayloLWnX acnekToB aBTOMaTU3NPOBAHHON CUCTEMbI:

a) onpejenexHve NoacUCTEM, COCTaBNAOLWMNX aBTOMATU3NPOBAHHYI0 CUCTEMY:

B) BHYTPEHHME W BHEWHNE UHTepdeiicbl ANA NoACMCTEM U BbiNONHAEMblIe (DYHKLUMMN, NpegocTaBnseMbie nocpea-
CTBOM MAEHTU(MULMPOBaAHHbLIX NHTEP(ENCOB;

C) COeAWHEHNSa MexAy nojcucTeMaMu U NOTOK MHOpMaunMM Mexay nogcuctemMamu, NPoxXofsawmnii yepes atu
COoeANHeHNs;

d) BHeWwHMe aBTOMAaTU3NPOBAHHbIE CUCTEMbI, C KOTOPbIMW COMpPAXeHa faHHas aBTOMaTu3MpoBaHHas cuctema
1 B3aMMOCBSI3N MeXAY [aHHOW aBTOMaTW3WPOBAHHOW CUCTEMON M 3TUMW BHELWHUMW aBTOMATU3NPOBAHHBIMU CUCTe-
Mamu:

€) MeXCOeAUHEHUS ANS BHEWHWUX aBTOMATU3WPOBAHHbLIX CUCTEM U NOTOK MHGOPMAaLWW, NPOXOAALWMNIA Mexay
[aHHO aBTOMaTU3NMPOBAHHOW CUCTEMON W BHEWHWMU aBTOMATU3WPOBAHHLIMKW CUCTEMaMW uyepe3 3TU Mexcoeau-
HeHUS;

f) Mepbl 3aWunTbl 1 OCylW ecTBNIEHNE NPaBUNbLHOTO MYHKLMOHUPOBAHUA Mep obecneyeHnsa 6e30nacHOCTM.

C.5.2.2 PaHXunpoBaHne KOMNOHEHTOB

CemelicTBO COCTOUT W3 OAHOTO KOMMOHEHTA.

C.5.2.3ASD_SAD.1 OnucaHne apxuTeKkTypbl

3aBMCUMOCTUN: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.5.2.3.1 OnemeHTbl AelicTBUiA paspaboTumka™nHterpatopa

ASD_SAD.1.1D Pa3paboTunk/uHTerpatop f[o/XeH o6ecneynTb ONucaHne apxXuTekTypbl.

C.5.2.3.2 3nemeHTbl cofepxaHua u npefcraB/eHNs CBUAETENbCTB

ASD_SAD.1.1C OnucaHue apxXuMTeKTypbl [O/I)XHO ONpeAensiTb aBTOMaTU3NPOBAHHYIO CUCTEMY, UCXOAA U3 ee NOoA-
cucTeM. UHTepdelicoB N coeAnHEHNE Mexay nogcuctemMamu.

ASD_SAD.1.2C OnucaHue apXxuTeKkTypbl AO/DKHO ONpeAenAaTb BHELWHWe aBTOMAaTU3NPOBaHHble CUCTEMbl, B3a-
MMOCBSA3aHHble C AaHHOV aBTOMATU3NPOBAHHON CUCTEMON, N UHTepdelicbl N COefUHEHNS MeXAY AaHHOW aBToMaTn3u-
pPOBaHHON CMCTEMOV W BHEWHUMU aBTOMATW3NPOBAHHBIMU CUCTEMAMMU.

ASD_SAD.1.3C B onucaHun apxuMTekTypbl AO/DKHbI M3naraTbCsi Ha3HauyeHne U PYHKUUU MAEHTUPULUPOBAHHBIX
NoACUCTEM, MEXCOeANHEHUA W MHTepdelicbl AaHHON aBTOMaTU3NPOBAHHON CUCTEMBI.

ASD_SAD.1.4C B onucaHuM apxuTeKTypbl AOJIKHbl M3naratbCA Ha3HayeHWe WAEHTUHULMPOBAHHLIX Mexcoe-
OVHEeHWA n uHTepdeiicoB OT AJaHHON aBTOMaTU3MPOBAHHOW CUCTEMbl BHELWHUM aBTOMAaTU3UPOBAHHLIM CcUCTEMAaM,
a Takxe ycnyru, npejoctaBnsieMmble BHELWHUM aBTOMAaTU3WPOBAHHLIM CUCTEMaM, W yCayru, npejocraBfisieMble 3TUMU
cuctemamu.

ASD_SAD.1.5C B onuMcaHun apxuTekTypbl AO/DKHblI U3naratbCA BCe XapakTepucTukm 6e3onacHoOCTM aBToMaTu3n-
pOBaHHOI CUCTEMbI, KOTOPblE MEPEHOCATCH OAHUM 3/1EMEHTOM apXMTeKTypbl Ha Apyrue, BkAOYas Mepbl 3aWuTbl Mep
ob6ecneyeHns 6e30NacHOCTN OT HECAHKLMOHUPOBAHHOIO PackpbiTUsA, MoAgudUKaLUM, YHUUTOXEHNA Uan obxoaa.

ASD_SAD.1.6C B onucaHunm apxuTekTypbl AOMXHbI U3naratbCAd MexaHW3Mbl camo3aluTel mep obecnevenuns 6e-
30MacHOCTU.

ASD_SAD.1.7C OnucaHue apxuTekTypbl JO/XHO 6biTb BHYTPEHHE COrNacoBaHHbIM.
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C.5.2.3.3 9nemMeHTbl AelACTBUI oueHLmnKa

ASD_SA0.1.1E OueHL MK fOXEH NOATBEPAUTL COOTBETCTBUE NMpeAcTaB/leHHON MHpopmaLum Bcem Tpe6oBaHuU-
AM K COAepPXaHuio U npeacTaBieHnio CBUAETENbCTB.

C.5.3 dyHKLMOHanbHaa cneyndukaymns nitepdeiicos (ASDJIFS)

C.5.3.1 Uenun

HasHauyeHuem yHKLMOHANbHOI cneundukaymum nHTepdeiicos aBToMaTM3MPOBaHHON CUCTeMbl siBNseTcs o6ec-
neyeHne onucaHus yHkynii 6e30NacHOCTM aBTOMATU3NPOBAHHOW CUCTEMbI, JOCTYMHbIX HA BUAUMBIX WHTepdeiicax, un
X XapakTepucTukn 6e3onacHoOCTy.

C.5.3.2 PaHXunpoBaHue KOMMNOHEHTOB

[laHHOB ceMelcTBO COCTOUT U3 OLHOIO0 KOMMOHEHTAa.

C.5.3.3ASDJFS.1dyHKUMOHANbHas cneyndnkayna nHtepdeiicos

3aBucumocTtu: ASD_SAD.1 OnucaHne apxXxnuTekTypbl.

C.5.3.3.1 OneMeHThl aelicTBuii paspaboTymka/mHterpaTopa

ASDJFS.1.1D Pa3paboTunk/uHterpatop Ao/IXeH o6ecneynTb PYyHKUMOHANbHYO cneundukaunto nHTepdeicos.

C.5.3.3.2 9nemeHThl cofepxaHus v nNpeAcTaBieHns CBUAETeNbCTB

ASDJFS.1.1C B (hyHKUMOHaNbHON cneyndukaumm nHtepdelicoB AO/KHbI UAEHTUULMPOBATLCSA U M3naratbes
BCE BUAMMbIE MHTepdeiicbl aBTOMaTU3NPOBAHHON CMCTEMbl, BkAOYasa (yHKLMM 6e30macHOCTU, AOCTYMNHbIe Yepes 3Tu
nHTEpdenchl, N xapakTepucTukn 6e30MacHOCTN 3TUX MHTepPdeicoB.

ASDJFS.1.2C ®yHKuMOHanbHas cneuyudukauna nHTepgeiicoB fonkHa 6biTb BHYTPEHHE COTrTacoBaHHOM.

C.5.3.3.3 9n1emMeHTbl AelCTBUI oueHLWnKa

ASDJFS.1.1E OueHWuK AONXEH NOATBEPAUTL COOTBETCTBME NpeAcTaBNeHHON nHopmaLum Bcem Tpe6oBaHnsaM
K cogepxXaHuio n npeacTtaBfeHNo CBUAETENLCTB.

ASDJFS.1.2E OueHW K AO/MKEH NOATBEPANTL COOTBETCTBME (PYHKLMOHANbHOW cneundunkaumm mutepdeiicos
ONUCaHNI0 apXUTEKTYpPbI.

C.5.4 MpoekTt noacuctem (ASD_SSD)

C.5.4.1 Uenn

Llenbto cBueTenbcTBa NPOEKTMPOBaAHMA NOACUCTEM fABNAETCA obecneyeHne onucaHusa:

a) nogcucTem:

B) pacnpegeneHuns yHkuuin 6e3onacHocTn no nogcucremam:

C) xapakTepucTuk 6e30MacHOCTU KaxAoi NoAcUCTEMbI;

d) nHTepdelicoB kaxAol nogcucTeMbl U YHKLWIA, BbINONHAEMbIX Yepe3 KaxAablli uHTepdelic;

€) KOMMNOHEHTOB, N3 KOTOPbIX COCTOMT Kaxjas nogcucrema.

C.5.4.2 PaHxnpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOUT W3 OJHOr0 KOMMOHEHTa.

C.5.4.3ASDJ5SD.1 NpoekTnpoBaHne NoACUCTEM

3aBuCMMOCTH:

ASD_SAD.1 OnucaHue apxuTekTypbl:

ASDJFS.1 dyHKuMoHanbHasa cneyndukaumna nHTepdeiicos.

C.5.4.3.1 3nemeHTbl AelicTBUIl paspaboTumka/mHTerpatopa

ASD_SSD.1.1D Pa3pa6oTuuk/uHTerpatop Ao/XeH o6ecneynTb NPOEKTUpOBaHUE NOACUCTEMbI.

ASD_SSD.1.2D Pa3paboTuuk/uHTerpatop AosxeH obecneynTb oTobGpaxeHWe MNpPOeKTUPOBaHUSA MNOACUCTEMBbI
B NMPOEKTUPOBAaHNE apXUTEKTypbl.

C.5.4.3.2 DnemMeHTbl coAepXxaHusa v npeactaB/ieHUs CBUAETENbCTB

ASD_SSD.1.1C B npoekTupoBaHW/M NOACUCTEM AOJ/DKHbI M3naratbCs (PYHKUMOHANbHbIe BO3MOXHOCTU 6Ge3onac-
HOCTU. o6ecneynBaemMble Kaxpaoli NOACUCTEMOIA.

ASD_SSD.1.2C B npoekTupoBaHuuM NOACUCTEM AOJIKHbI 6bITb ONpefeneHbl BCe annapaTHble cpeacTsa, Npo-
rpamMMHoO-annapaTHble cpefAcTBa U nporpamMMHoe ob6ecnevyeHue, TpebyemMble AN BbINOAHEHUA hyHKUMii 6e3onacHocTy,
pacnpefeneHHblx noagcucreme.

ASD_SSD.1.3 C B npoekTupoBaHUu nogcucTem JOMKHbI 6biTb ONpeaeneHbl UHTepdenchbl K kaxaol nogecucteme.

ASD_SSD.1.4C B npoeKkTupoBaHuu noAcUCTEM [O0/IXKHbl 6biTb onpeAeneHbl XxapakTepucTukun 6esonacHocTu Ans
Kaxaoih nogcucTemsl.

ASD_SSD.1.5C B npoeKkTupoBaHuUuM NoAcCUCTEM AO/MKHbI OblTb ONpeaeneHbl UHTepdelicbl K KaXxaoin nogcucteme,
MCXOAA M3 UX HA3HAYEHWS N MeToja WCMONb30BaHUA BO3AeNCTBUIA, NCKNOYEHN A N coobuieHmnii 06 owmnbkax.

ASD_SSD.1.6C B npoekTMpoBaHUM NOACUCTEM AOJIKHbI ObITb ONpefenieHbl KOMMNOHEHTbI, U3 KOTOPbIX COCTOUT
Kaxgas nogcucrema.

ASD_SS0.1.7C lMpoekTnpoBaHMe NOACUCTEMbl AO/IKEH ObiTb BHYTPEHHE COrfacoBaHo.

ASD_SSD.1.8C lMpoekTupoBaHue NoACUCTEM AO/KHO GbiTb MOMHOW MAnCcTpaymein MyHKLMOHANbHbIX BO3MOX-
HOCTel 6e3onacHOCTKW, BKAYaA cneunduyeckme Ans AOMEHOB (YHKLUN.

ASD_SSD.1.9C OTpaxeHue npoeKkTupoBaHnsa NoACUCTEMbI Ha MPOEKTUPOBAHME apXUTEKTYpPbl JO/IKHO AEMOHCT-
pupoBaTb Halnyne BCEX 3/1IEMEHTOB NMPOEKTUPOBAHUA apXUTEKTypbl B NPOEKTUPOBAHUWN NOACUCTEMBI.

C.5.4.3.3 9nemMeHTbl AeiCcTBUIl oueHLwuka

ASD_SSD.1.1E OueHL MK 4ONXKEH NOATBEPAUTL COOTBETCTBUE MPEACTAB/EHHOW MH(OpMaLMM BCEM TpeboBaHMU-
SIM K COAEPXaHU N nNpeacTaBNeHNio CBUAETEeNbCTB.

92



FTOCTPMCO/M3KT019791 — 2008

ASD_SSD.1.2E OueHWMU K AO/IKEeH NOATBEPAUTL COBMECTUMOCTb NMPOEKTUPOBAHUA NOACUCTEMbI C ONUCAHUEM
apxXuTekTypbl U yHKLMOHANbHOW cneundukaynein nutepdeiicos.

C.5.5MpoekTupoBaHne komnoHeHToB (ASD_CMP)

C.5.5.1 Uenn

Llensio cBuaetenbcTea NPOEKTMPOBAHUA KOMMNOHEHTa ABnseTca obecneyeHne onucaHus:

a) HasHauyeHns N YHKUUIA Kax[oro KOMNOHEHTa aBTOMaTU3UPOBAHHOW CUCTEMbI:

B) pacnpejeneHns YHKUMOHANbHbIX BO3MOXHOCTEN 6€30MaCHOCTM KaXA0MY KOMMOHEHTY;

C) XxapakTepucTuk 6e30MacHOCT KaxAoi NoACcUCTEMbl;

d) uHTepdeiicoB noacmcTemsl, o6ecneynBaeMblX KaXAbiM KOMMOHEHTOM;

e) hyHKYUMOHaNbHbIX BO3MOXHOCTel, o6ecneynBaemMblXx NOCPEACTBOM UAEHTUMULMPOBAHHbLIX UHTepdelicoB ANa
KOMMNOHEeHTa;

f) cnocob6a o6ecnevyeHna PyHKLMOHANbHLIX BO3MOXHOCTeli 6€e30NacHOCTM U XxapakTepucTuk 6e30MacHOCTU Kax-
[l0T0 KOMNOHEHTA.

C.5.5.2 PaHXnpoBaHne KOMNOHEHTOB

[laHHOB CemMeiCcTBO COCTOUT W3 OAHOTO KOMMOHEHTa.

C.5.5.3 ASD_CMP.1 NpoekTupoBaHme KOMNOHEHTOB

3aBucumocTu:

ASDIFS.1 ®yHKunoHanbHasa cneundukaums nHtepdeincos;

ASD_SSD.1 lNpoekTnpoBaHue noAcucTem.

C.5.5.3.1 3nemeHTbl AeicTBuii paspaboTunka/mHterpatopa

ASD_CMP.1.1D PaspaboTumk/uHTerpaTtop A0/XeH ob6ecneuynTb NMPOEKTUPOBaAHWE KOMMOHEHTA.

ASD_CMP.1.2D Pa3paboTumk/mHTerpatop Ao/mkeH ob6ecneuynTb oTob6paxeHne NPOeKTUPOBaHWA KOMMNOHEHTOB B
npoekTupoBaHue NOACUCTEMDbI.

ASD_CMP1.3D Pa3paboTumMk/MHTErpaTop A0/KEH 06eCcneynTb aHain3 CornacoBaHHOCTU KpaTkol cneunduka-
ynm COO.

C.5.5.3.2 OnemMeHThl cogepxaHnua n npeacrtaBfeHns CBULETENbCTB

ASD_CMP.1.1C B npoeKkTUpOBaHWN KOMMNOHEHTA AO/IXHbI U3naraTbCAa HazHayeHne N PYHKLUN KOMMNOHEHTOB KaX-
[0 nopcucTemsl.

ASD_CMP.1.2C B npoeKTUpoOBaHUN KOMMOHEHTA AO0/KHbl 6blTb ONpeAeneHbl B3aUMOCBSA3N MeXAY KOMMOHEeHTa-
MU B KaxAoW nogcucreme.

ASD_CMP.1.3C B npoeKkTUpOBaHUM KOMMOHEHTA AO/KHbI MAEHTUdULMpoBaTbCa NHTepdeicsl Ana nogcucTemsl
aBTOMAaTU3NPOBAHHON CUCTEMbI, KOTOPbIM COOTBETCTBYET KaX/blli KOMMOHEHT.

ASD_CMP.1.4C B npoeKkTUpoBaHMM KOMMNOHEHTA AO/DKHbI ONUCbIBATbCA WHTepdeicobl AN NoACUCTEMbl aBToMa-
TU3NPOBAHHON CUCTEMbl, KOTOPbIM COOTBETCTBYET KaX/bl/i KOMMNOHEHT, NCXOAS M3 UX Ha3HA4YeHWs U MeToja MCMNo/b30-
BaHUA.

ASD_CMP.1.5C B npoeKTUpoOBaHUM KOMMOHEHTA AO/KHbl U3naratbCsi PyHKLMOHANbHbIE BO3MOXHOCTM 6Ge3onac-
HOCTU. o6ecneynBaemMble KaX/blM KOMMOHEHTOM.

ASD_CMP.1 6C B npoeKkTMpoBaHUM KOMMNOHEHTa AO/HKHbl UAEHTU(MULMPOBATLCA XapakTepucTukm 6es3onacHocTu
KaXoro KOMMoOHeHTa.

ASD_CMP.1.7C B npoeKkTMpoBaHW/W KOMMOHEHTA JO/IXHO M3naratbCa TO. Kak o6ecneuynBalTcad PYHKLMOHANbHbIE
BO3MOXHOCTN 6€30MacHOCTU U XapaKTepUCTUKM 6e30MNacHOCTM KaX[0ro KOMMOHeHTa.

ASD_CMP.1.8C lpoeKkTupoBaHne KOMMNOHEHTOB KaXAoi NOACUCTEMbI JOMKXHO 6GbiTb BHYTPEHHE COrfacoBaHHbIM.

ASD_CMP1.9C lpoeKkTMpoBaHNE KOMMNOHEHTOB KaXAol MOACUCTEMbI AOIXHO 06ECneynTb NOSIHY UAAKCTpa-
UM PyHKLMOHANbHbBIX BO3MOXHOCTEW 6€30nacHOCTM, Ha3HAYEHHbIX 3TON nojgcucteme, BkAYasa cneunduyeckne ans
AOMEHOB (PYHKLUU.

ASD_CMP.1.10C OTpaxeHue npoekTMpoBaHUA KOMMNOHEHTOB Ha NpoeKTMpoBaHWe NOACUCTEMbl AO/KHO AEMOH-
CTpMpoBaTb Ha/snyMe BCEX 3/IEMEHTOB MPOEKTUPOBaHUSA NMOACUCTEMbI B NMPOEKTUPOBAHUN KOMMOHEHTOB.

ASD_CMP.1.11C AHanus cornacoBaHHOCTU KpaTkoli cneundukaymn COO ponxeH NpofemMOoHCTpUpoBaTb corna-
COBAHHOCTb MPOEKTMPOBAHUA KOMMNOHEHTOB C onucaHnem BHegpeHus ®B5C n IBC B kpaTkyto cneyndukaymnio COO u Bce
KpaTkne cneyudukaunm gomeHos COO.

C.5.5.3.3 9niemMeHThl AeliCTBUIA OueHLnKa

ASD_CMP.1.1E OueHLW K JOo/KEH NOATBEPAUTL COOTBETCTBME NpeACcTaBNeHHON nHopmayuum Bcem TpeboBaHU-
AM K COepXaHuio n npefcTaB/leHN0 CBUETENbCTB.

ASD_CMP.1.2E OueHLWNK AO/IKEH ONpPeAennTb COrNacoBaHHOCTb NPOEKTUPOBAHNA KOMMOHEHTOB C NMPOEKTUPO-
BaHMeM noAacucTeMbl U PYyHKLMOHANbLHON cneundukaunein nHtepgeiica.

C.5.6 MpepctaBneHune peanuszauynun (ASDIMP)

C.5.6.1 Lenn

Llenblo onucaHna peannsaunmn sBNSETCA OKasaHUe NOAAEPXKKN NPU OLEHKE KPUTUUYECKU BaKHbIX (DYHKLUWUI aBTo-
MaTU3NPOBAHHON CUCTEMbI, CO3[aHHbIX UCKTIOYNTENbHO A4NA UHTErPUPOBAHNA KOMNOHEHTOB B 3Ty cucTemy. Kputnyecku
BaXKHble (PYHKLUM aBTOMaATU3NPOBAHHOW CUCTEMbI HE ABASAITCA (MYHKLUUAMU, NPUCYLLMMN KOMMOHEHTY Kak yXe 3ajaH-
Hble WKW oueHeHHble. OAHaKO MOXeT BO3HUKHYTb HEOOXOAMMOCTb NEpecmMoTpa HeKOTOPbIX OLEHEHHbIX YacTeid KoMno-
HeHTa B KOHTEKCTe OLleHKM aBTOMaTW3MpPOBaHHON CMCTEMbI BCAeACTBUe cneundurnyeckux npobiem, cBA3aHHbIX C KOHMU-
rypaunein unu nHterpaumnein, o6HapyXeHHblX nepeg OLEHKON aBTOMaTU3NPOBAHHON CUCTEMbl UK BO BpeMs ee.
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C.5.6.23amMeyaHna no NpMMeHEHUIO

OnucaHne peanusauuun (Hanpumep, WCXOAHbI TEKCT) He nNpepnonaraeTcs NPUMEHATb AN BCeX KOMMNOHEHTOB
aBTOMAaTU3UPOBAHHON CUCTEMbI, @ TO/IbKO AN1A TeX, KOTOpble KOHMUTYPUPYIT Apyrue 4acTu CUCTEMbI WU peanusyloT
KpUTMYecKn BaxHble yHKLUN 6e30nNacHOCTU, NojAepxuBatolLme 4pyrne KOMNOHeHTbl. 3ajaHnemM AN 3Toro cemeiicTea
MOTyT 6bITb NPOrpamMmMbl WHTErpauun Wan BbIXO[AHbIE BCMOMOraTesibHbie NPOrpamMmMbl, CO3JaHHbIE UCKIIOYNTENbHO ANA
aBTOMAaTN3NPOBAHHON CUCTEMbI.

C.5.6.3 PaHxnpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOWUT W3 OHOr0 KOMMOHEeHTa.

C.5.6.4 ASDJMP.1 OnncaHue peanunsaymmn

3asucumoct: ASD_CMP.1 lMpoekTupoBaHne KOMMOHEHTOB.

C.5.6.4.1 3nemeHTbl felicTBNii paspaboTunka/mHTerpatopa

ASDJMP.1D Pa3pa6oTuymk/mHTerpatop fo/keH ob6ecneynTb onucaHne peanusaynnm nNpoekTUPOBAHWUS KOMMO-
HEHTOB.

C.5.6.4.2 OnemeHTbl coAepxaHus n npeAcTaBfeHUsa CBUAETeNbCTB

ASD IMP.1.1C B onucaHun peanusauun fo/mkHa O6blTb NpuBefeHa nosiHas peanusalns NPOeKTUPOBaHUA KOM-
NMOHEHTOB, BK/OYAs BOE BbIMOMHSAEMble (PYHKLNN 6€30NacHOCTMN U XapakTepucTukn 6e30nacHOCTW, Ha3Ha4YeHHble 3TOMY
KOMMOHEHTY.

ASDJMP.1.2C B onucaHun peanusayun A0NXHbl 6blTb ONpeAeneHbl BbiNONHAEeMble DYHKLUMM 6e30onacHoCcTH,
ob6ecneunBaemble KaXAblM KOMMNOHEHTOM, UCXOA4A M3 €0 KOHKPEeTHbIX TpeboBaHWil K KOHurypayum.

ASDJMP.1.3C OnucaHve peanunsaumm JO/MKHO ObiTb BHYTPEHHE COM1acOBaHHbIM.

C.5.6.4.3 9nemMeHTbl AeNCTBNIA OueHLLmnKa

ASDJMP.1.1E OueHLMK fo/MKeH NoATBepAnTb COOTBETCTBME NPeACcTaBNeHHOV nHdopMaLum Bcem TpeboBaHMsM
K CoAepXxaHno 1 npeacrtaBneHnto CBMOEeTeNbCTB.

C.5.7 KoHuyenuuns 6e3onacHocTu pyHkunoHmposaHusa (ASD_CON)

C.5.7.1 Uenun

HasHauyeHnem KoHuenuuu 6e3onacHoCTN PYHKLUMOHNPOBAHUSA ABNSAETCA ONMWCAHWEe MOMNTUK, CBONCTB U XapakTe-
pUcTUK 6€30MNacHOCTM aBTOMAaTU3NPOBAHHOW CUCTEMbI B TOM BUAE, B KAKOM OHW MNPeACTaBAATCA U BbINONHANTCA
B NOAJEPXKY [e/0BOil onepaTWBHOIV AeATENbHOCTW UAN BbINOSIHAEMOW LeneBoil 3ajayn, 4TO NO3BONSIET MPOBECTU
aHann3 CBMUAeTeNbCTBa apXMTEKTYPHOro NpPoeKTUpoBaHua ANA NOATBEpPXAeHua ocyujecTBiieHns COO Heob6XxoAnMbIX
NOSIMTUK U CBOWCTB.

C.5.7.23amMeyaHna no NnpMMeHeEHUIO

O6bIYHO AN obecnedeHns 3D EKTUBHOCTN TEXHUYECKNX U OpraHn3alynoHHbIX Mep 6e30NacHOCTU, peannusyoLmnx
®BC. NpUMEHATCA pa3finyHble MeToAbl. B cnyyae ¢ TeXHUUYECKMMU cpecTBaMu 6€30MacHOCTM HacTo peannsyT Heob-
XOAUMble WMpoKOoMacliTabHble MexaHM3Mbl Ha ypOBHE annapaTHbiX CPeACcTB (HanpuMmep, MexaHu3Mbl ynpaBneHus na-
MATbI0). B cnyyae opraHmsaunoHHbIX Mep 6€30MNacHOCTU YacTo NPUMEHATCA NpoueAypHble MexaHu3Mbl B MacwTabe
opraHusauuu (Hanpumep, pasjeneHne o6sa3aHHOCTEN).

C.5.7.3 PaHxnpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOWUT W3 OJHOr0 KOMMOHEHTa.

C.5.7.4 ASD_CON.1 KoHUuenuus 6e3onacHoCcTn onepauyui

3aBucumocTtun: ASD_SAD.1 OnucaHne apxuTekTypbl.

C.5.7.4.1 OneMeHTbl aelicTBuii paspaboTymka/mHterpatopa

ASD_CON.1.1D PaspaboTunk/mHTerpatop AO/XeH o6ecneynTb JOKYMEHTaLu KoHuenuun 6esonacHocTu one-
paumnii. oxsaTtbiBatoyto sce ®EC.

C.5.7.4.2 OnemeHTbl coAepxaHus u npeacTaB/fieHUsA CBUAETe/bCTB

ASD_CON.1.1C KoHuenuus 6e3onacHocTu onepauunii gonxHa o6nagatb CTENEHbI AeTanusauuu, conocTaBu-
MOV CO CTeneHblo geTtanusauuu onucaHus nHTepdelicos, CBOWCTB U MeXaHW3MOB 6e30MacHOCTU, NPEeAYCMOTPEHHbIX B
apXUTEKTYPHOM MNPOEKTUPOBaHUN.

ASD_CON.1.2C B gokymeHTauul KoHuenuuu 6e3onacHOCTU onepauyunini JONKHbl 6blTb BK/OYEHbI BCE PEXUMBI
pa6oTbl aBTOMAaTU3NPOBAHHON CUCTEMbI (HanpuMmep, pPexum apxuBauuun Unn yxXyflWeHHbli pexum paboTbl).

ASD_CON.1.3C [lokymeHTauua koHuenuyuu 6e3onacHocTu onepauyuin AosmkHa 6biTb BHYTPEHHE COrNacoBaHHOM.

ASD_CON.1,4C B gokymeHTauuu koHuenuun 6es3onacHocTn onepaumnit AO/HKHO GbiTb ONMCAHO NoAAepXaHune
AoMeHOB 6e30NacHOCTW aBTOMAaTW3NPOBAHHOW cucTeMbl cnocobom, cornacywuwmmcs ¢ Tpe6oBaHMaMu 6e3onacHoOCTH
CUCTEMBI.

ASD_CON.1.5C [lokymeHTauuna KoHuenuum 6e3onacHocTn onepauunii 4oMKHA AEMOHCTPUpOBaTh NpepoTepatie-
HWe npoueccom numymanmsaumn ®6C o6xoAa, co3faHna NOMEX UAN YMbILWTEHHOTO HaHeCceHna yuep6a npu yctaHose-
HUN DYHKUUIA BbINONHEHWS Tpeb6oBaHWn 6€30NacCHOCTU CUCTEMBI.

ASD_CON.1.6C [okymeHTauus KoHuenuum 6e3onacHocTu onepauuini A4osxHa AeMOHCTPUpPOBaTb caMo3awuTy
®BC oT noMex n panbcuuLMpoBaHns.

ASD_CON.1.7C [lokymeHTauus koHuenuun 6e3onacHocTu onepauyuii JoMXHaA 4eMOHCTpUpoBaTb nNpegoTBpatlie-
HMe ob6xofa (MYHKUUIA BbiNONHEHUS TpeboBaHUl 6€30NacHOCTU CUCTEMbI.

ASD_CON.1.8C JokymeHTauua koHuenuun 6e30nacHOCTM onepauuii 4O/KHA A4EeMOHCTPUPOBATL TO. YTO MOTOKM
MHopmaumn mexay fomeHaMu 6e30NacHOCTM aBTOMAaTU3NPOBAHHON CUCTEMbl U MeXAy AaHHOW aBTOMaTU3UPOBaH-
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HOW CNCTEMON W BHELWHWMMU aBTOMATU3NPOBAHHLIMU CUCTEMAMMU He 06X0AAT, HE CO34alT MOMEXU UAN He HaHOCAT
yuep6 yHKuunii BoinONHEHUA Tpe6oBaHuii 6€30NacHOCTUN CUCTEMBI.

C.5.7.4.3 3nemMeHTbl AelCTBNIA OueHLLIMKa

ASD_CON.1.1E OueHLW K JONXEH NOATBEPAUTL COOTBETCTBME NpefcTaB/leHHON nHdopmaymm Bcem TpeboBaHu-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

ASD_CON.1.2E OueHLW UK AONXEH ONpeAeNnTb, ABNAETCA NIM apXUTEKTypHOe NpPOeKTUpOoBaHWe MONIHOW u npa-
BUNbLHOIW peanusauyunein koHuenuuu 6esonacHocTn MYHKLUOHUPOBAHUA aBTOMATU3NPOBAHHONW CUCTEMbI B MOALEPXKKY
BbINONHSAEMOIi LeneBoii 3agauu.

C.5.8 Beputunkauna npoektHol gokymeHTauumn (ASD_GVR)

C.5.8.1 Uenn

Llensio ABNseTca AeMoHCTpaunsa npaBuibHOCTU NPOEKTHON AOKyMeHTauuu no 6e30nacHOCTU nocse BHECEHUA
M3MEHEHW B KOMMOHEHTbl CUCTEMbI WM UX MoAudrKaunu.

C.5.8.2 PaHXuposaHne KOMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOUT M3 OAHOTO KOMMOHEHTa.

C.5.8.3 ASD_GVR.1 NpoBepKka NpOeKTHO AOKyMeHTaLnn

3aBucumocTu:

ASD_SAD.1 OnucaHue apxuTekTypbl:

ASDJFS.1 ®yHKuuoHanbHasa cneuundukauns nHtepdeiicos;

ASD_SSD.1 lpoekTupoBaHue NOACUCTEM;

ASD_CMP.1 lpoekTupoBaHWe KOMMNOHEHTOB;

ASD_CON.1 KoHuenuus 6e300acHOCTA KOMMNOHEHTOB.

C.5.8.3.1 Lenu

HasHauyeHnem [ aHHOro KOMMNOHEHTA ABNAETCA AEeMOHCTpauna Toro, 4To AOoKyMeHTauma no 6e30nacHoCTK octaeT-
CS NpaBW/bHOI NOC/e BHECEHNA W3MEHEHWA B KOMMOHEHTbl CUCTEMbl WM UX MOoAUMUKaLNN.

C.5.8.3.2 3ameuyaHna no nNpuMeHeHUo

[laHHblii KOMNOHEHT B3aUMOAENCTBYET He TONbKO C U3MEHEHHbIMU AN MOAUMDULNPOBAHHBIMU YacTAMKU aBTOMa-
TU3NPOBAHHON CUCTEMbI, HO TakKxe C APYIMMU HacTAMU, KOTOPbIE MOIN CTaTb HEAEeWCTBUTEIbHbIMU.

C.5.8.3.3 dnemeHTbl AelicTBUA paspaboTuuka/mHrerpatopa

ASD_GVR.1.1D lNocne BHECEHUSI UBMEHEHWI UM MoANUKaLnii B KOMNOHEHTbI CUCTEMbI, ee KOHurypaumo nam
cpepy akcnayartauum pas3paboTymnio'MHTerpaTop A0/KEH NPOBeCcTN BepUMMKALUOHHbIA aHann3 NS NpoBepku Toro, ocra-
nacb Ny NpoekTHas AOKYMeHTauusa aBTOMaTU3MPOBAHHOW CUCTEMbI MPaBWU/IbHOW U COrnacoBaHHO.

C.5.8.3.4 3nemeHTbl cofepxaHusa n npejcrtaBieHNs CBUAETENbCTB

ASD_GVR.1.1C o KaXA0My NpOeKTHOMY AOKYMEHTY BepUdnKaLnOHHbIN aHann3 AO/XEeH nokasaTb, He nNoaBep-
rancs N JOKYMEHT BO3AeNCTBUI0O UBMEHEHUA unu moandukaunini nam 6sin M [OMXHBIM 06pa3om 06HOBMEH ANA oTpa-
XEeHUS U3MeHeHulii nnn mogudnkaumnii.

C.5.8.3.5 9nemMeHTbl AeCTBUIA OLeHL KA

ASD_GVR.1.1E OueHuWwumK AOMXEH NOATBEPAUTL COOTBETCTBME NpeAcTaBNeHHOl nHopmauum Bcem TpeboBaHu-
AM K COepXaHuio n npefcTaB/leHN0 CBUETEeNbCTB.

C.6 Knacc AOC:ynpaBneHne KOH(Urypaumein aBTomaTu3npoBaHHbIX CUCTEM

C.6.1 BeepgeHune

Llenbio ynpaBneHus KoHUrypaumein Bo BpeMs OLEHKN ABnseTca obecnevyeHne JoBepus K TOMYy, YTO Y OueHuuKa
nmeeTcs NpaBubHas BEpPCUS BCEX KOMMOHEHTOB aBTOMaTW3WPOBAHHOW CUCTeMbl AN APYTrMX AelCTBUIA NO OUeHkKe.
CneposaTefibHO, 3TO ynpas/ieHNe NPUMEHNMO K MepaM B npejgenax cpefbl paspaboTku W MHTerpauyun, HO He cpefbl
skcnayatayuu, rae oHa umeeT oTauyuA. MNocne pasBopayvyMBaHWs W UHTETPUPOBAHUSA aBTOMATU3MPOBAHHOW CUCTEMbI
OUuEeHeHHasa cucTemMa ynpaBieHUsa KOHUrypaumein octaeTca B cpeje pa3paboTku N nHTerpaymu.

YnpaBneHue KoHurypaumneid MoOXeT OCYWecTB/SATb KOHTPO/b 3@ OLEHEHHbIMW U HEOLEHEHHbIMU NPOAyKTamu
B aBTOMaTU3MPOBAHHbIX CUCTEMAX.

[aHHblii knacc obecneynBaeT He cBA3aHHble ¢ T mepbl, N03BONAKLWNE NepcoHany ynpasnaTh acnekramn 6e3o-
NacHOCTU aBTOMAaTU3NPOBAHHOW CUCTEMbI U CBA3AHHOW C Heli koHMUrypaunsii(amMun) B xoae akcnayaTaynm n KOHTPOIU-
poBaTb M3MEHEHWA B aBTOMaTW3MPOBAHHON cCuCTeMe, CBAi3aHHble C MepaMu obecneveHus ee 6es3onacHoCcTu. Ynpasne-
HWe KoHdurypauueii 6e3onacHocT onpejenseT W ONUCbiBaeT KOMMNOHEHTbl aBTOMAaTW3MPOBAHHO cUCTEMbI, Kak onpe-
feneHo ee KoHgurypauueii pa3paboTku, nobble cneymannsanpoBaHHble MyHKUUNM MexonepabenbHOCTU, Kak onpeje-
NeHO KOHurypauneit UHTerpauun, a Takke ycTaHOBKM napameTpoB 418 KOHGWUrypaLuy paboyero Lukna KOMMNOHEHTOB,
KaKk onpeAeneHo aKcnayaTauMoHHOW KOHgurypauueit. Ynpasnenne KoHdurypaumeli 6e3onacHocTu Takxe npegycmart-
puBaeT Hanuume NOMIUTUK U NPOLEAYP KOHTPONA 3a U3MEHEHUAMMN U UX 3P M EKTUBHYIO peannsaunio 4Na KOHTPONA 3a
N3MEHEHNAMN B aBTOMAaTU3MPOBAHHO CUCTeMe, BK/O4Yas OrpaHMyeHns JOCTyna K KOHTPOMI0 3a W3MEHEeHUAMU.

CemeiicTBa [aHHOro knacca onpefensatT nNpouecchl U npoueaypbl, NO3BONAKOWME NEePCOHaNy, OTBETCTBEHHOMY
3a 6e30NacHOCTb, onNpeAenaTb, U3 YEro COCTOUT KOH(Urypauns aBToMaTU3MPOBAHHON CUCTEMbBI, YTO NO3BONSAET Ocylje-
CTB/NIATb NMPOC/IEXNBAHNE NPOLLECCOB N 06CNyXMBaHNEe aBTOMATU3MPOBAHHOW CUCTEMbI N KaX[0ro U3 KPUTUYECKN BaX-
HbIX KOMMOHEHTOB, COCTAB/MIAWMNX CUCTEMY B PasfMuHbiX KOHGUrypauuax. OnpefeneHns koHdurypauun BkAHawT
B ce6a npouecchl pa3paboTku, NHTerpaynu, opraHnusaunm u yyet HenpeaBuAeHHbIX cutyauuii. Cemeiictea o6a3atesibHO
onpefenaT mepbl, He cBA3aHHble ¢ UT. 3afeiicTtBoBaHHble B o6ecneyeHun 6e30nacHOCTM aBTOMAaTU3WPOBAHHOW
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cucTembl, n obecneunBaloT HEOOXOAUMbIV KOHTPONbL 3a KOHUrypauuein v cnepn ayauta, CBA3aHHbI C W3MEHEHUAMN
B AelicTBUsAX nNo obecneveHnto 6e30nNacHOCT aBTOMATU3MPOBAHHOW CUCTEMBI.

C.6.2(AOC_OBM) ba3oBas kKOH(Urypaumsa aBToMmaTu3MpoBaHHON cCMCTEMbI

C.6.2.1 Uenn

[laHHOe cemeiicTBO onpejensieT OLEHEeHHYI KOHMUrypauuio aBToMaTU3NPOBaHHOW CUCTEMbl U €e KOMMOHEHTHI
6e30MacHOCTM, a Takxe Mepbl, NOCPeACTBOM KOTOPbIX NaHbl U Npoueypbl ynpaBneHus KoHdurypauunein 6esonacHocTu
oTcnexusalnT 6a30BY0 KOH(MUTypaLMIO U KOHTPOINPYIOT U3MeHeHUs B 3Toil 6a3e. [laHHOe ceMelicTBO MO Cylu,ecTBy OT-
cnexunsaeT OLeHeHHylo 6a3y, ynpaBnsieT el0 1 oCyl ecTBNsAeT KOHTPO/b 3a Hell. [laHHOe ceMelicTBO onpejenseT n oTcne-
XUBaeT Kak TeXHU4Yeckne, Tak U opraHu3aLnoHHble Mepbl 6€30NacHOCTU, BbiNONHALLWMNe hyHKUUM 6e30nacHOCTH aBTo-
MaTU3WPOBAHHOW CUCTEMbl, U UX B3auMocBA3N. Ba3a aBTOMaTU3NPOBAHHOW cuCTeMbl OGHOBNAETCA NPU KaxAoh no-
BTOPHOI# OUeHKe AN MONlyYeHWs camoii nocnefHell oueHeHHO 6a3bl, Ha KOTOpY GyAyT cCcbinaTbCA NpW BCeX nocnepy-
OWUX Mmoanukaumax, aHannse Bo3[eiCTBUA UAN NOBTOPHbLIX OLEHKaX.

C.6.2.2 PaHXunpoBaHue KOMMNOHEHTOB

[laHHoe cemelCTBO COCTOUT U3 ABYX KOMMNOHEHTOB. KOMNOHEHTblI cemeiicTBa pacnpepensioTcs Ha OCHOBe noja-
TBEPXAEHUSA onucaHWa AOKYMEHTaLuu U NpoBepok B aBTOMaTU3MPOBAHHON cucteme.

C.6.2.3 AOC_OBM.1 ba3oBasi KOH(huUrypauus aBTomaTu3npoBaHHON CUCTEMbI

3aBNCUMOCTU: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.6.2.3.1 3nemeHThl fgelicTBNii paspaboTunka/vHTerpatopa

AOC_OBM.1.1D Ansa ncxopHoil/camoii nocnegHein oueHeHHOl cucTteMbl pa3paboryuk/mMHTErpaTop LOJIXEH UC-
nonbL30BaTb CUCTEMY ynpaBneHua koHdurypauuei (YK), kotopas HasbiBaeTcs «basa».

AOC_OBM.1.2D Cuctema YK gomxHa oTcnexumBaTb U KOHTPONMPOBATb Kaxjoe uaMeHeHue, npegnaraemoe Ans
Ba3sbl 1 BHECEHHOE B HEe. U COCTOSIHNE €B OLEHKU.

AOC_OBM.1.3D Cuctema YK gonxHa coobwatb o Tekyw,eii koHdurypauum bassl aBToMaTu3MpoBaHHOW CUCTEMBI.

AOC_OBM.1.4D Pa3paboTuuk/nHTerpatop,'sBnagenel, cucteMbl AO/DKEH NpeaocTaBNATb AOKyMeHTauuwo no YK
Basbl cucrtemsl.

C.6.2.3.2 DnemMeHTbl coAepXxaHusa n npeacrtaB/ieHUs CBUAETENbCTB

AOC_OBM.1.1C Cuctema YK gonxHa ogHo3Ha4yHo onpefenatb bady COO. kaxaoe CBA3aHHOEe C Hell u3meHeHue
N COCTOAHWE ee OLEeHKH.

AOC_OBM.1.2C B nnaHe YK fo/XHO u3naratbCa TO. Kak nogaepxunsaetca basa cuctembl 1 Kak oTCnexuBawTcs
1 ynpaBnawTcA uameHeHus B base.

C.6.2.3.3 9n1eMeHTbl AeNCTBUIl oueHLmKa

ASD_OBM.1.1E OueHWu K 4O/KEH NOATBEPAUTL COOTBETCTBME NpefCcTaB/ieHHON uHopMaunun Bcem Tpe6oBaHm-
AM K COepXaHuio u npecTaB/ieHNt0 CBUAETENbCTB.

C.6.2.4 ASD_OBM.2 NMpoBepka 6a30B0O# KOH(UTypaLuym aBTOMaTU3MPOBAHHON CUCTEMbI

fABnsieTcs nepapxuyeckoin ana: AOC_OBM.1 BasoBas KoH(Urypauus aBToMaTu3MpoBaHHON CUCTEMBbI.

3aBNCUMOCTU: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.6.2.4.1 3nemeHTbl fgelicTBNii paspaboTunka/mHTerpatopa

AOC_OBM.2.1D Ans ncxopHoil/camoii nocnegHeidl oueHeHHOl cucTteMbl pa3paboryuk/mMHTerpaTop LOJSIXEH UC-
nons3osBath cuctemy YK. kotopas HasbiBaeTcsa «basa*.

AOC_OBM.2.2D Cuctema YK gomxHa oTcnexumBaTb U KOHTPONMPOBATb Kaxjoe naMeHeHue, npegnaraemoe Ans
Ba3sbl 1 BHECEHHOE B HEe. U COCTOAHUE €€ OLEHKU.

AOC_OBM.2.3D Cuctema YK gonxHa coobwatb o Tekyw,eii koHdurypauum bassl aBToMaTu3MpoOBaHHOW CUCTEMBI.

AOC_OBM.2.4D Pa3spaboTunk/uHTerpatop/snagenel, cucteMbl AO/KXEH NpefoCcTaBNATb AOKyMeHTauuto no YK
Basbl cuctemsl.

C.6.2.4.2 3nemMeHTbl coAepxaHus v nNpeAcTaBieHNa CBUAETeNbCTB

AOC_OBM.2.1C Cuctema YK gonxHa ogHo3Ha4yHo onpefenatb bady COO. kaxfoe CBA3aHHOE C Hell 13MeHeHune
N COCTOAHWE ee OLEeHKH.

AOC_OBM.2.2C B nnaHe YK f0/KHO n3naratbCca TO. Kak nogaepxunsaetca basa cuctembl u Kak oTCnexumBalwTcs
1 ynpaBnawTcA uameHeHus B base.

C.6.2.4.3 9nemMeHTbl AelCTBUIA oL eHLwnKa

ASD_OBM.2.1E OueHLWu K 4O/KEH NOATBEPAUTL COOTBETCTBME NpefCcTaB/ieHHON HopMaunu Bcem Tpe6oBaHm-
AM K COepXaHuio u npecTaB/leHN0 CBUAETENbCTB.

ASD_OBM.2.1E OueHLWMNK AO/KEH He3aBUCMMO NMPOBepPATb NOCPeACTBOM OMPOCOB NepcoHana, BblGOPkM M3me-
HEHWI. ApYTUX METOA0B OCTOBEPHOCTU cUcTeMbl YK.

C.6.3 OueHeHHble NTPOAYKTbl KOMNOHeHToB (AOC_ECP)

C.6.3.1 Uenn

[laHHOe cemelicTBO onpejensieT naket foBepus N TpeboBaHUA K 3KCNAyaTaUMOHHbIM NapamMeTpam KOMMNOHEHTOB
aBTOMaTM3MPOBAHHOI CUCTEMbI, KOTOPblE COCTAB/IEHbl U3 OLEHEHHbIX NPOoAYKTOB. Mpu co3gaHnn aBTOMaTU3UPOBaHHOM
CUCTEMbI U3 KOMMOHEHTOB, COCTaB/IEHHbIX U3 NPOAYKTOB, BO3HMKAET HEO6XO4MMOCTb yCTaHOBNAEHUA Tpebyemoro joBe-
pua M3 acnekTos pa6oT no paspaboTke U UHTErpayun. NMpu MCNoNbL30BaHUU rOTOBbLIX NPOAYKTOB AeATE/IbHOCTb N0 pas-
pa6oTke cneunanbHO ANA aBTOMaTU3MPOBAHHOW cuCTeMbl He npoBoauTcs. CnepoBaTenbHO, JOBEpUe LOMKHO 6biTb
MONy4YEHO U3 OLEHKN MPoAyKTa U cepTudmukaLuum, Takoil kak Hanuume ouynanbHoro cepTudukaTa, NoATBEPXAAIOLLETO
cepTudmkayunio npoaykra, Hanpumep, B EAL4. kak onpegeneHo B ctaHgaptax cepun NCO/M3IK 15408.
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C.6.3.2 PaHXnpoBaHue KOMMNOHEHTOB

[laHHOe cemelicTBO COCTOMT U3 ABYX KOMMOHEHTOB. KOMNOHEHTblI cemeiicTBa pacnpegensioTcs Ha OCHOBe NoA-
TBEPXAEHNA ONUCAHWA [OKYMEHTaLuMnW U NPOBEpOK B aBTOMATU3MPOBAHHOW cucTeme.

C.6.3.3A0C_ECP.1 OueHeHHble MTPOAYKTbI KOMMOHEHTOB

3aBucumoctn: AOC_OBM.1 KoHdurypauusa 6asbl aBTOMaTU3MPOBAHHOW CUCTEMbBI

C.6.3.3.1 OnemeHTbl geicTBuii paspaboTumka/mHTerpaTopa

AOC_ECP.1.1D Pa3paboTuuk/mHTErpaTop AO/MKEH ONpeAensaTb OLEeHEeHHble NakeTbl 4OBEpUs AN NPOAYKTOB KOM-
NOHEHTOB WU JOMEHOB 6€30MacHOCTU, COAepXaliux Takne NpPoAYKThI.

AOC_ECP.1.2D Pa3paboTuuk/MHTErpaTop AO/DKEH ycTaHaBNMBaTb 3KCNAyaTalLUOHHbIe nMapaMeTpbl ANS KaxX4oro
npoAyKTa KOMMOHEHTOB.

C.6.3.3.2 3neMeHTbl cofepxaHna u npejcraBieHUs CBUAETENbCTB

AOC_ECP1.1C B nnaHe YK [O/XHbl ONUCbIBATLCA OLEHEHHble NakeTbl AOBepUA ANA NPOAYKTOB KOMMOHEHTOB
Unn pomeHoB 6e30MacHOCTU, CoAepXalinux Takne NpPoAyKTbl.

AOC_ECP.1.2C [lonxXHbl 6bITb ONpefeneHbl OTYET O pesynbTaTax OUEHKW WAW yBeJOMIeHUe O He3aBUCUMO
ceptudukaumm n 36 AN OLEHEeHHbIX NPOAYKTOB.

AOC_ECP.1.3C B nnaHe YK A0/KHbl 6biTb yKa3aHbl 3KCMyaTallMOHHble napameTpbl ANA KaXAOro npojykra
KOMMNOHEHTA.

C.6.3.3.3 9n1iemMeHThl AelicTBUI oueHLKKa

ASD_ECP.1.1E OueHLWMK fO/MKEH NOATBEPAUTL COOTBETCTBUE NpefcTaBneHHol nHdopmaumm BceMm TpeboBaHu-
AAM K COAepPXaHuio N npeacTaBieHnio CBUAETEeNbCTB.

C.6.3.4 AOC_ECP.2NpoBepka OLeHEHHbIX MTPOAYKTOB KOMMNOHEHTOB

Asnsaetca nepapxnyeckum gna: AOC_ECP.1 OueHeHHble NMPOAYKTbl KOMMOHEHTOB.

3asucumoctn: AOC_OBM.1 KoHdurypaumns 6asbl aBTOMaTU3NPOBAHHOW CUCTEMBI.

C.6.3.4.1 2nemMeHTbl aeicTBnii paspaboTumnka/mHTerpaTopa

ASD_ECP.2.1D Pa3paboTunk/uHTerpaTop J0/IXXeH onpeAenaTb OLEeHEeHHble nakeTbl JOBEPUA ANS NPOLYKTOB KOM-
NOHEHTOB MW AOMEHOB 6e30MacHOCTU, cofepxalnx Takne NpPoAyKThI.

AOC_ECP.2.2D Pa3paboTunk/uHTerpaTop AOJ/IXKEH ycTaHaB/NMBAaTb 3KCN/yaTalMOHHbIe napaMeTpbl ANA KaXoro
npoAyKkTa KOMMNOHEHTOB.

C.6.3.4.2 3nemeHTbl cofepxaHusa n npejcrtaB/ieHNs CBUAETeNbCTB

AOC_ECP.2.1C B nnaHe YK pgo/mkHbl 6bITb yKa3aHbl OLEHEHHble nakeTbl AOBepuUs ANS NPOAYKTOB KOMMNOHEHTOB
UNn AOMeHOB 6e30MacHOCTM, CoAepXaliux Takue npoaykTbl.

AOC_ECP.2.2C. flonkHbl 6bITb ONpeAeneHbl OTYET O pe3ynbTaTtax OLEHKUM WUAW yBeLOM/eHWE O He3aBUCUMON
ceptudukauum n 36 AN OLEHEHHbIX NPOAYKTOB.

AOC_ECP.2.3C B nnaHe YK A0/KHbl 6bITb yKa3aHbl 3KCnnyaTallMOHHble napamMeTpbl ANA KaXAOro npoaykra
KOMMNOHEHTA.

C.6.3.4.3 3nemeHTbl felicTBUIA oueHLnKa

ASD_ECP.2.1E OueHWNK JOMKEH NOATBEPAUTL COOTBETCTBME NpeAcTaB/IeHHON MHpopMauun BceM Tpe6oBaHu-
AM K COAEpXaHuio n npeacTaBieHno CBUAETENbCTB.

ASD_ECP.2.2E OueHW K AO/KEH NOATBEPAUTL COOTBETCTBUE YCNIOBUIA 3KCNAyaTauum, U3N0XEHHbIX B OTYETE O
pesynbTaTtax OLUEHKM Unu oTYeTe O He3aBUCUMON cepTudukauumn, TpeboBaHMAM cpefbl akcnayaTauuu aBTomMaTu3npo-
BaHHOW cuctemsbl.

C.6.4 CooTtBeTcTBUue N3 (AOC_PPC)

C.6.4.1 Uenn

[laHHoe cemelicTBO onpegenseT TpeboBaHUA AOBEPUS K COrNacoBaHU C KOHKpeTHbIM M3. MpeabaBnaemMbiM
cBMAETeNbCTBOM SIBNAAETCSA yBeJOMeHne o cepTudmkauum, Bknoyvas npuemnemoe 36. B cpefe akcnayataynm npoayk-
Tbl KOMMOHEHTOB MOTYT WUMeTb cneynduyeckne napameTpbl. Takme napameTpbl JO/KHbI 6GbITb Y4ETKO OnpeAeneHsbl.

C.6.4.2 PaHXnpoBaHne KOMMNOHEHTOB

[laHHOe ceMelicTBO COCTOUT U3 ABYX KOMMNOHEHTOB. KOMNOHEHTbI CemelicTBa pacnpefensioTcs Ha OCHOBE MNoOA-
TBEPXAEHNA onucaHus AOKYMeHTauuu U NpoBepokK aBTOMAaTU3NPOBAHHOW CUCTEMBI.

C.6.4.3 AOC_PPC.1 Cornacosatue c N3

3asucumoctn: AOC_OBM.1 KoHdurypauus 6a3bl aBTOMaTU3MpPOBaHHOW CUCTEMBbI.

C.6.4.3.1 OnemeHTbl AelicTBUil paspaboTumka/mHTerpaTopa

AOC_PPC.1.1D Pa3paboTuyuk/mHterpatop gosmkeH o603HaunTb M3 AnA NpoAYKTOB KOMMOHEHTOB, C KOTOpPbIMMU
OHW AO0MXHbl 6bITb COrNacoBaHbl.

AOC_PPC.1.2D Pa3paboTuuk/uHTerpatop A0MXeEH ycTaHaBAuBaTb 3KCNAyaTauWOHHble NnapamMeTpbl AN KaXAoro
npoAyKTa KOMMOHEHTa.

ASD_ECP.2.1E OueHwWuK fo/MKeH NOATBEPAUTL COOTBETCTBME NpefCcTaB/eHHOW MHopmauuy BceM TpeboBaHU-
AM K COepXaHuio n npeacTaB/eHN0 CBUAETENbCTB.

C.6.4.3.2 OnemMeHTbl cofepxaHna n npefcraB/ieHNs CBUAETENbCTB

AOC_PPC.1.1C B nnaHe YK AonXHbl 6bITb onpegeneHsl M3 gna npofyKTOB KOMMOHEHTOB, C KOTOPbIMWU OHU
[OMKHbI 6bITb COrNacoBaHbl.
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AOC_PPC.1.2C [oskHbl 6bITb ONpefeneHbl 0TY4eT O pe3ynbTaTax OLEeHKM UnuM yBeAOMEeHWEe O He3aBUCUMOW
ceptudmkauum u 36 4na oueHeHHbIX NPOAYKTOB.

AOC_PPC.1.3C B nnaHe YK fo/kHbl 6bITb OnNpeAenieHbl 3KCnAyaTaluoHHble napamMmeTpbl A58 KaXA0ro npogykra
KOMMOHEHTOB.

C.6.4.3.3 OnemMeHTbl AeACTBUIA oueHLmnKa

ASD_PPC.1.1E OueHL MK fOMXEeH NOATBEPAUTL COOTBETCTBUE NMpeAcTaB/leHHON MHopMaLum Bcem Tpe6oBaHu-
AM K COAepXaHuio N npeacTaBieHnto CBUAETENbCTB.

C.6.4.4A0C_PPC CornacoBaHue c nposepkoii N3

Asnaetca nepapxuyeckum gna: AOC_PPC.1. cornacoBaHue c M3.

3asucumoctn: AOC_OBM.1 KoHdurypaums 6a3bl aBTOMaTU3MPOBAHHON CUCTEMBI.

C.6.4.4.1 3nemeHTbl AelicTBUil paspaboTumnka/mHTerpatopa

AOC_PPC.2.1D Pa3paboTuuk/uHterpatop AosxeH 0603HauuTb M3 ANA NpoAYKTOB KOMMNOHEHTOB, C KOTOPbIMU
OHW JO/KHbI BbITb COrfacoBaHbl.

AOC_PPC.2.2D Pa3pa6oTuuk/uHTerpatop AO/HKEH yCTaHaB/MBaTb 3KCNyaTalWOHHbIe napaMeTpbl ANS KaX0oro
npoAykTa KOMMNOHeHTa.

C.6.4.4.2 OnemeHTbl coAepxaHus n npeAcTaBfeHUsa CBUAETeNbCTB

AOC_PPC.2.1C B nnaHe YK pgonmxHbl 6biTb onpegeneHbl M3 gns npoAyKTOB KOMMOHEHTOB, C KOTOPbIMU OHMU
[OMKHbI 6bITb COrNacoBaHhbl.

AOC_PPC.2.2C [onkHbl 6bITb ONpefeneHbl 0oTY4eT O pe3ynbTaTax OUEeHKM UnuM yBeAOMAEeHWe O He3aBUCUMOW
ceptudmkaunum u 36 4N oueHeHHbIX NPOAYKTOB.

AOC_PPC.2.3C B nnaHe YK fo/KHbl 6bITb ONpeAenieHbl aKkcnayaTalnoHHble napamMmeTpbl A58 KaXA0ro npogykra
KOMMOHEHTOB.

C.6.4.4.3 OnemMeHTbl AeACTBUIA oueHLmnKa

ASD_PPC.2.1E OueHL MK fOXEH NOATBEPAUTL COOTBETCTBUE MpeAcTaB/eHHON MHopMaLum BceM TpeboBaHu-
AM K COAepPXaHuio 1 npeacTaBieHno CBUAETENbCTB.

ASD_PPC.2.2E OueHLWm K JO/KEH NOATBEPAUTL COOTBETCTBME YCNOBUI 3KCNyaTaynn, N3N0XEHHbIX B OTYeTe O
pe3ynbTartax OUEHKUW WAW oTyeTe O He3aBUCKUMON cepTudukauumn, TpebosaHUAM cpefbl akcnayaTauuu asToMaTu3npo-
BaHHOI CUCTEMBI.

C.6.5HeoueHeHHble NpoAyKTbl KoMnoHeHTOB (AOC_NCP)

C.6.5.1 Uenun

CemMeiicTBO onucbiBaeT nakeT foBepus W TpeboBaHWA K ONepaTUBHbLIM napameTpamM KOMMNOHEHTOB aBTOMaTU3N-
POBaHHOW CUCTEMbI, COCTAB/IEHHbIX W3 HEOLEHEHHbIX NPOAYKTOB. [pu co3fgaHunM aBTOMaTU3MPOBAHHOW CUCTEMbl U3
KOMMNOHEHTOB Cyl,ecTByeT He06X04MMOCTbL onpefeneHna TpebyemMoro 4oBepusa U3 acnekTos A4eicTBuil Nno paspaboTke u
MHTerpauumn. Ana Takmx NpoAykTOB, Kak mMporpamMmbl 4151 KOMMEPYECcKOro NpUMeHeHusa, paspaboTaHHbIX cneynanbHO
AN aBTOMaTU3MPOBAHHOW cCUCTeMbl, B XoA4e pa3paboTku paspaboTunk nNpofykTa MOXeT co3fjaBaTb CBUAETENLCTBO
[OBEPUSA, aHaNOrMYyHoe CBUAETEeNbCTBY, TPe6GyeMoMy NS OLEHKM NPOAYKTA.

B cpepe akcnnyaTauuy KOMNOHEHTLI, COCTOAWME U3 NPOAYKTOB, MOryT uMeTb cneunduyeckne napametpsl. Mo-
[O06GHbIEe mapameTpbl AO/KHbI 6biTb YETKO OnpepAesieHsbl.

C.6.5.2 PaHxnpoBaHne KOMMNOHEHTOB

[laHHO€e ceMelicTBO COCTOUT U3 AABYX KOMMNOHEHTOB. KOMNOHEHTbI cemeiicTBa pacnpefensoTcs Ha OCHOBE MNOA-
TBEPXAEHUA ONUCAHUA [OKYMEHTaLUW U NPOBEPKN aBTOMaTU3UPOBAHHOW CUCTEMBI.

C.6.5.3 A0C_NCP.1 HeoueHeHHble NPOAYKTbl KOMMNOHEHTOB

3aBucumocTtn: AOC_OBM.1 KoHcurypauusa 6a3bl aBTOMaTu3NpPOBaHHOW CUCTEMBI.

C.6.5.3.1 OnemeHThbl feicTBuii paspaboTymka/mHterpatopa

AOC_NCP.1.1D Pa3spaboTunk/mHTerpatop/snagene, cuctembl AO/XKEH onpeaenAaTb Heob6xoaMMble nakeTbl AoBe-
pus ANs NPOAYKTOB KOMMNOHEHTOB WAM AOMEHOB 6e30macHOCTW, cogepxalimx nogo6Hble NPoAYKTbI.

AOC_NCP.1.2D Pa3spaboTumk/mHTerpatop/onepaTop CMCTEMbl AO/IXEH yCTaHaBNMBaTb 3KCN/yaTalWOHHble napa-
MeTpbl A4NA KaXA0ro npoAykrta KOMMOHeHTa.

C.6.5.3.2 DnemMeHTbl coAepxaHusa v npefcTaB/ieHUs CBUAETENbCTB

AOC_NCP.1.1C B nnaHe YK [O/IXHbl ONUCbiBATbCA OLEHEHHble nakeTbl JOBepus AN1A NPOAYKTOB KOMMNOHEHTOB
Unn pomeHoB 6e30MacHOCTU, CoAepXalinx Takne NpoayKThl.

AOC_NCP.1.2C B nnaHe YK fonxHbl 6bITb OnpeAeneHbl 3KCNAyaTaynoHHble napameTpbl ANS KaX40ro Npoaykra
KOMMOHEHTOB.

C.6.5.3.3 9n1emMeHTbl AeicTBUIl oueHLmKa

AOC_NCP.1.1E OuEHLMK [ONKEH NOATBEPAUTL COOTBETCTBME NpeacTaBfeHHOl UHopmauum Bcem Tpe6GoBaHuU-
AM K COAEPXaHU N npeacTaBleHnio CBUAETENbCTB.

C.6.5.4 AOC_NCP.2 MpoBepKka HEOL,EHEHHbIX MPOJYKTOB KOMMNOHEHTOB

Asnserca nepapxumueckum ana: AOC_NCP.1 HeoueHeHHble NPOAYKTbl KOMMOHEHTOB.

3asucumoctn: AOC_OBM.1 KoHchurypauns 6asbl aBTOMaTU3NPOBAHHOWR CUCTEMBI.

C.6.5.4.1 SnemeHTbl fgeicTBuii paspaboTynka/mHterpatopa

AOC_NCP.2.1D PaspaboTunk/mHTerpatop/snajenet, cucTembl JO/KEH onpefenaTe Heo6xoAnMble nakeTbl fAoBe-
pus ANS NPOAYKTOB KOMMNOHEHTOB WAW JOMeHOB 6e30macHOCTW, cojepxalnx nogobHble NPoAyKThI.
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AOC_NCP.2.2D Pa3paboTunk/mHTerpatop/onepartop cucTembl LO/DKEH ycTaHaB/AMBaTb 3KCnayaTalWOHHble napa-
MeTpbl ANA KaXAOoro npoAykrta KOMMOHeHTa.

C.6.5.4.2 9neMeHTbl cogepXxaHnua n npeacrtaBneHns CBUAETENLCTB

AOC_NCP.2.1C B nnaHe YK fO/KHbl ONUCbIBATHCA OLEHEHHble NnakeTbl AOBepuUs AAA NPOAYKTOB KOMMOHEHTOB
Unu pomMmeHoB 6e30MacHOCTU, CoAepXalinux Takne npoayKTbl.

AOC_NCP.2.2C B nnaHe YK A0/XHbl 6bITb ONpeAeneHbl aKCnayaTaynoHHbie napameTpbl ANS KaX40ro Npoaykta
KOMMOHEHTOB.

C.6.5.4.3 OnemMeHTbl AeiicTBUiA oLeHLlmKa

AOC_NCP.2.1E OueHWwuK AOMXEH NOATBEPAUTL COOTBETCTBME NMpefcTaB/ieHHONW MHopMauum BceM TpeboBaHu-
SIM K COAEPXaHU U NpeacTaBNeHNo CBUAETENbCTB.

AOC_NCP.2.2E OueHWMK JO/MKEH NPOBECTU OLEHKY U NMOATBEpPAUTb, YTO MPOAYKTbl COOTBETCTBYHT TpebyembiM
naketam JoBepus B cpeAe aKkcnayatauum aBTOMaTU3MPOBAHHOW CUCTEMBI.

C.7 Knacc AOT: TecTupoBaHne aBTOMaTM3NPOBAHHbBIX CUCTEM

C.7.1 BeepeHune

Ha3HayeHuem AaHHOro knacca fBAAeTCA NpoBepKa COOTBETCTBUA KOMMNOHEHTOB aBTOMATU3MPOBAHHOW CUCTEMBI,
YCTAHOB/IEHHbIX, UHTETPUPOBAHHbIX U KOHDUTYPUPOBAHHbIX B COOTBETCTBUMN C aPXUTEKTYPOI 1 CBMAETENbCTBOM KOHUTY-
pauun aBTOMaTU3MPOBAaHHOW CUCTEMbI, PYHKUMOHANBbHLIM TpeboBaHuAM 6e3onacHocTu, onpegeneHHolm B 36C. 1 ad-
D EeKTUBHOCTM BbINOSTHEHWS KOHLUENuun 6e30nacHoOCTN PYHKLMOHUPOBAHMNA aBTOMATU3UPOBAHHOW CUCTEMbI. APXUTEKTY-
pa. uHTerpauma n NnpoekTHasa AOKyMeHTaLnMa aBTOMaTn3MpoBaHHOW CUCTEMbl COAENCTBYIOT B N1aHMpOBaHUN U Nnposefe-
HUN ncnbiTaHnii. 3To cogelicTBue onpepensieTca Tem. 4To ®BC 6biNM CKOHPUTYPUPOBAHLI B COOTBETCTBUM CO cneundu-
Kaumnen KoHpurypauum, ncnelTaHbl B OTHOWEHUN K COOTBETCTBYOLL e/ apXUTEKType U CBUAeTeNbCTBY NpoekTa npu NoMo-
WK BbIGOPKM MCNbITAHUI pa3paboTumka/MHTerpaTtopa M He3aBWCUMOTO MUCNbITAHUA noArpynnel (NnogmMHoxecTBa) PBC.

C.7.2 dyHKUMOHANbHOE TeCTMpPOBaHNe aBTOMaTn3npoBaHHoi cuctembl (AOT_FUN)

C.7.2.1 Uenn

Ha3HayeHnem faHHOro KOMNOHEHTA ABNAETCA AeMOHCTpaumna pa3paboTUNKOM JO/KHOTO BbIMOMHEHUA BCEX DYHK-
umnii 6esonacHocTu. PaspaboTunk TpebyeTcs Takxe 415 NPOBeAEHUA TeCTUpoOBaHUS U o6ecnevyeHns TECTOBOM JOKYMEH-
Tayuun.

Mpu pyHKULMOHANBHOM TeCTMPOBAHWUW, NMPOBOAMMOM pa3paboTUMKOM W/MNAN UHTEerpaTopom, ycTaHaBiuBaeTcs
Hanuune y ®BC cBolicTB, HEOOGXOAMMBIX ANA YA0BNETBOPEHUS (PYHKLMOHaNbHbIX TpeboBaHunii ee M3'36. MogobHoe
dyHKLMOHanbLHOe TecTupoBaHne obecneunBaeT goBepue kK Tomy, 4uto ®6C cooTBeTCTBYET, NO KpaliHeil Mepe, PyHKLMO-
HanbHbIM TpeboBaHuAM 6e3onacHocTu, xoTs ®BEC He MoOXeT ycTaHOBUTL, 4To ®BC He genaeT 60nee TOro, 4To 6bINO
YyCTaHOBNEHO Ansi Hee. CeMelicTBO «PYHKLMOHANIbHbIE TECTbI» CHOKYCMPOBAHO Ha TUMe WaW o6bemMe AOoKYyMeHTauuu
WA Ha HEOB6XOANMbIX MHCTPYMEHTa/IbHbIX CpeAcTBax NoAAEPXKKN, & TakKe Ha TOM. YTO JO/IKHO 6blTb BbIABIEHO NoCpes-
CTBOM TecTupoBaHuA paspaboTunka. PyHKLMOHANBbHOE TECTUPOBAHWE HEe OrpaHnyMBaeTCs MOMIOXUTENbHbLIM 3akKilye-
Huem o npegocTaBneHun Tpebyemblx PYHKUUIA 6€30NacHOCTM, a MOXET Takxe BkIloYaTb B ce6A HeraTuBHoe TecTuposa-
HUe ANA NPOBEPKU OTCYTCTBUS ONpefeneHHOro HexenaTte/ibHOro nNoBeAeHns (4acTo OCHOBAHHOE Ha WHBepPCUUN PyHKL K-
OHaNbHbIX TpeboBaHWiA).

CemeiicTBO cnoco6cTBYeT o6ecnevyeHnto 4OBEPUSA K TOMY, HTO BEPOSITHOCTb HEOBGHaPYXEHHbIX e eKTOB OTHOCHU-
TenbHO mana.

Cemeiictea AOT_COV. AOT_DPT n AOT_FUN wucnonb3yioTcs B KOMGUHAUUN ANA onpefeneHns CBUAeTeNbCTBa
TecTupoBaHuA, npeacTaBnsemMoro paspaboTynkoMm u/uam mHTerpatopom. HesasBucumoe dyHKUWOHaNbHOe TecTuposa-
Hue, NPOBOAMMOE OLEeHLW KoM, onpeaenseTcs cemelicteBom AOTJIND.

C.7.2.2 PaHXunpoBaHne KOMMNOHEHTOB

[laHHOe ceMeicTBO COCTOMT U3 OAHOrO0 KOMMOHEHTAa.

C.7.2.33amMeyaHna No NPUMEHEHUNIO

MpegnonaraeTcs, YTO B npouejypax NpoBefeHUa TecTOB NPefyCMOTPEHbl MHCTPYKUUW TECTOBbLIX MpoOrpaMm u
TecTOoBbIX KOMMNIEKCOB, BK/lOYaA TEeCTOBYIO cpeay, YCNOBUSA TeCTOB, NapaMeTpbl U 3HAYEHNA TECTOBbIX AaHHbIX. TecToBble
npoueaypbl AOMXHbI TakXe 4eMOHCTPUPOBAaTb MOMyYeHUe pe3ynbTaToOB TECTUPOBAHMUSA U3 BXOLHbIX faHHbIX TECTOB.

[laHHOe cemelicTBO ycTaHaBnnBaeT Tpeb0oBaHUA K NpecTaBNeHNI0 BCEX NJ1aHOB, Npoueayp U pe3ynbLTaTtoB TecToB.
KonuyectBo nHcopmayuu, npegHasHayeHHOW ANA NPoBeAEHWNS TeCTUPOBaHUA, U3MEHSIETCA B COOTBETCTBUM C UCMO/b-
30BaHMemM cemeiictB AOT_COV n AOT_DPT.

3aBUCUMOCTN YNOPAAOYHEHNA ABNAIOTCA 3HAYMMbIMUK, KOTAa yCMewWwHoe BbINO/THEHWE ONpefeNleHHoro Tecta 3aBu-
CUT OT Hanuuns onpefeneHHoOro CoCTOAHWUA ApYyroro Tecta. Hanpumep, moxeT notpeb6oBaTbCsA BbINOSIHEHWE TecTa A
HenocpeacTBEHHO nepepj TeCTOM B. MOCKONbKY COCTOSHME YCMELWHOro BbINOIHEHUSA TecTa A ABNAeTCA NpeAnochIKon
yCnewHoro BbINONHeHUA TecTa B. cnepgoBaTtenbHo, c60i Bo BpeMsi TecTa B rnoxeT 6biTb CBA3aH C npo6nemoii, kacato-
weica 3aBucMmocTel ynopagouyeHns. B BbllenpuBegeHHOM npuMepe oTka3 Tecta B Mor 6bITb pe3ynbTaToM BbliNOHE-
Hua TecTa C (a He TecTa A) HeNnocpeACTBEHHO nepef HUM. unu c6oii B TecTe B mor 6biTb CcBSiI3aH co c60em B TecTe A.

C.7.2.4 AOT_FUN ®yHKUMOHaNbHOE TEeCTUpOBaHue

3aBMCUMOCTUN: 3aBUCUMOCTMN OTCYTCTBYIOT.

C.7.2.4.1 OnemeHTbl geicTBuii paspaboTunka/mHterpaTopa

AOT_FUN.1.1D Pa3paboTunio'mHTerpatop fo/xeH tectuposatb ®B5C 1 JOKYMeHTUPOBaTL pe3ynbTaThl.

AOT_FUN.1.2D Pa3paboTuuk*'nHterpatop foskeH obecneunBatb TECTOBYIO AOKYMEHTaLMIO.
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AOT_FUN.1.3D Pa3paboTuuk/mHTerpatop LO/KeH ob6ecneuynBatb aHaNn3 ypoBHA AeTanu3dauum uU KOMMNAEKCHOTo
TecTmpoBaHusa mep obecneyeHnss 6e30macHoOCTU.

C.7.2.4.2 OnemMeHTbl coAepXxaHusa v npeacTtaB/ieHUs CBUAETENbCTB

AOT_FUN.1.1C TecTtoBas [OKYMeHTaLUA [O/I)XHA COCTOATH W3 MAaHOB TECTOB, ONWCaHWUSA TECTOBbLIX Npoueayp,
npegnonaraemMblx U hakTuyeckux pesynbtaTtoB TECTOB.

AOT_FUN.1.2C AHanu3 nposepku mep obecnevyeHuns 6e30NacHOCTU [OSIKEH JeMOHCTpupoBaTb abconTHOoe
COOTBETCTBUE MeXAy MepamMu obecneyeHus 6e3onacHocTu, onpefeneHHbiMn B 36. 1 Tectamu, N3N0XEHHbIMU B TECTO-
BOI [lOKyMeHTaunm.

AOT_FUN.1.3C B nnaHax TecToB [OJ/IXHbl 6GbiTb onpefeneHbl MyHKUUMU 6Ge30nacHOCTU, NnpeAHa3HayYeHHble AN
TecTUpOBaHWA, U U310XeHa Leflb TecToB, NpefHasHa4YeHHbIX 418 BbINOMHEHUS.

AOT_FUN.1.4C B onucaHussx TeCTOBbIX Npouenyp AO/KHbI 6GbiTb ONpeAenieHbl TecTbl, NpeAHa3HavYeHHble ANA
BbIMOJIHEHNA, N N3M10XEHbl CLEHapUn TecTUpOoBaHUA KaxAon hyHkumn 6e3onacHocTh. DTW cueHapun AOSKHbI BKIO-
4yaTb B ce651 BCe 3aBUCMMOCTU yNnopsAAOYEeHNA No pe3ynbTaTaM ApYrux TecToB.

AOT_FUN.1.5C B npegnonaraembix pe3yfbTaTax Te€CTOB AO0J/IKHbl OblTb OTPaXeHbl OXuAaeMble BbiXOAHble AaH-
Hble MoC/ie YCNelWHOro BbiMOMHEHUS TECTOB.

AOT_FUN.1.6C Pe3ynbTaTbl TeCTOB, BbINMO/MHEHHbIX pa3paboTUNKOM/MHTErPaATOPOM. AO/KHbLI AEMOHCTPUPOBATHL
3ajjlaHHOe noBeAeHWe KaxAoih TecTupyemoii dyHKuun 6e3onacHocTy.

AOT_FUN.1.7C TecToBas [OKyMeHTaLus AOMXHA BKNouaTh B ce6A aHann3 3aBucuMocTeli ynopagoyeHna TecTo-
BbIX Npoueayp.

C.7.2.4.3 9nemMeHTbl AeliCcTBUIl oueHLmnKa

AOC_FUN 1.1E OueHWMK LOMNKEH NOATBEPAUTL COOTBETCTBME NMPEACTABNEHHON UHopMaunn BCem TpeboBaHMU-
SIM K COAEPXaHU 1N NpeacTaBNeHNo CBUAETENbCTB.

C.7.3TlokpbiTME TecTaMu aBTOMaTU3npoBaHHoOW cuctembl (AOT_COV)

C.7.3.1 Uenn

[laHHOB ceMelicTBO paccmaTpuBaeT acnekTbl TECTUPOBAHUA, CBA3@HHbIE C NOMHOTOW NOKPLITUA TecTaMu. To ecTb,
OHO paccmaTpuBaeT cTeneHb TecTupoBaHusa ®BC u [0OCTATOYHOCTb 3TON CTeneHu ANA AeMOHcTpauun pabotel PEC
3afjlaHHbIM 06pa3om.

C.7.3.2 PaHXunpoBaHue KOMNOHEHTOB

[laHHOe ceMelicTBO COCTOUT M3 ABYX KOMMOHEHTOB. 3TN KOMNOHEHTLI pacnpefenanTCcsa Ha OCHOBe Bo3pacTatLei
CTPOrocT UCNbITAHUA WHTepdeiicoB M Bo3pacTalleil CTPOrocT aHannsa [O0CTaTOYHOCTU TecTOB ANA AeMOHCTpauumn
pelictBua ®BC B cOOTBETCTBUM C (hYHKUMOHANBLHOW cneundukaynein ee nHtepgeiica.

C.7.3.3A0T_COV.1 CBnAaeTenbLCTBO NOKPbLITNA TECTAMM

3aBUCUMOCTH:

ASDJFS.1 ®yHkuMoHanbHas cneuudukauna nHTepdeiica;

AOT_FUN.1 ®yHKUMOHaNbHOE TecTupoBaHue.

C.7.3.3.1 Uennu

Ha3HayeHueM JaHHOro KOMNOHEHTA ABNAETCS ycTaHOBNeHWe hakTa, 4yTo PBEC Gbia TecTUpoBaHa No OTHOLWEHUIO
K PYHKUMOHaNbHOW cneyndukaunn nHtepdeiica cuctemaTtuyeckum obpasom. 9To JOCTUraeTCsa NOCPeCTBOM U3yyeHus
aHanmsa COOTBETCTBUSA, NPOBEAEHHOro pa3paboTuynkoM W/MAN UHTErpaTopom.

C.7.3.3.2 3ameuaHus no npumMeHeHu

B To BpemA Kak Lenbio TeCTUpoBaHuNs ABnsieTcs nokpbiTue ®6C. Tpe6oBaHne No npesocTaBieHUIO Yero-nn6o Ana
NPOBEpPKN 3TOr0 YyTBEPXAEHUA, KpOMe HedopMasbHOro oTo6paxeHnsa TecToB B (DYHKLUMWOHANbHOW cneuyudukaumm nH-
Tepdheiica n camux ncnbiTatenbHbIX AaHHbIX, OTCYTCTBYET.

[na paHHOro KOMMNOHEeHTa TpebyeTca paspaboTuuk/mHTEerpaTop A4NA 4EMOHCTpPaLUn TOro, 4To NAEHTUMNLNPOBaH-
Hble TecTbl BK/lOYalT B ce6a TecTMpoBaHWe BCeX BUAUMBIX PYHKUMA Ge30macHOCTW, Kak onMcaHo B hyHKUMOHANbHOW
cneuyndukaunn nHTepdeiica. AHann3 JOMKEH He TOJ/IbKO MokKa3biBaTb COOTBETCTBME MeXAY TecTaMu U PyHKLUMaMu
6e30nacHOCTMN, HO Takxke obecneynsaTb OLeEHLW KA MHOpMaLnein, JocTaToOYHON ANA onpefeneHnsa cnocoba BbiNonHe-
HUSA PYHKUMIA. laHHaa uHhpopmMaunsa MOXeT NPUMEHATLCA B NNAHUPOBAHUN AONOMHUTE/IbHLIX TECTOB OLeHUiMKa. XoTs
Ha 3TOM YpOoBHe pa3paboTunKy/MHTerpatopy NpuxoauTca AeMOHCTPUPOBATh, YTO KaxAana U3 MyHKUUN B MyHKLNOHAb-
HOV cneundrkaumm nHTepdeiica 6bina TecTupoBaHa, 06beM TeCTUPOBaHUA He 06583aTeNbHO A0/KEH GbiTb MCYepnbIBa-
OLWUM.

C.7.3.3.3 2neMeHThl aelicTBuii paspaboTymka/mHterpatopa

AOT_COV.1.1D Pa3spaboTunk/mHTerpatop Ao/XeH ob6ecneynBaTb aHann3 MOKPbITUSA TecTaMu.

C.7.3.3.4 OnemeHTbl coAaepXxaHus n npeAcTaBfeHNsa CBUAETeNbCTB

AOT_COV.1.1C AHanu3 nokpbITUA TeCTamMu JO/KEH 4EeMOHCTPUPOBATbL COOTBETCTBME MEXAY TecTaMu, naeHTudmn-
LLMPOBAHHbIMW B TECTOBOI AOKYMeHTauuu, n ®6C. fOCTYNHbBIMKU NOCPEACTBOM BUAUMbBIX UHTepdelicoB aBTOMaTU3NPO-
BaHHOW CUCTEMbl, ONUCAHHbLIX B (PYHKLMOHANbHOI cneyndukaumm nHtepdelicos.

AOT_COV.1.2C AHanun3 nokpbITUA TecTamMn LO/DKEH AEMOHCTPMPOBATL NMOJIHOTY cOoOTBETCTBUA Mexay PBC, goc-
TYNHbIMW NOCPEACTBOM BUAMMBIX UHTEpPdelicoB aBTOMATU3MPOBAHHOW CUCTEMbI, ONMUCAHHbLIX B (DYHKLMOHANbHOW cneum-
dukaunum nHTepdeicos, n TectaMn, MAEHTUMOULNPOBAHHBIMW B TECTOBOI AOKyMEHTaLUN.
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C.7.3.3.5 3nemeHTbl felicTBUIA OueHLLIMKa

AOC_COV1.1E OueHwWmK AOKEH NOATBEPAUTL COOTBETCTBUE NMPeACTaBNEHHOU nHdopmMaynun Bcem TpeboBaHu-
AM K COflepXaHuio 1 npejcTaB/ieHN0 CBUETENbCTB.

C.7.3.4 AOC_COV_2 CTporuit aHann3 nokpbiTUS Tectamu

Asnsaertca nepapxmyeckum ansa: AOC_COV.1 CeBugeTtenbCTBO NOKPLITUA TecTamu.

3aBucumocTu:

ASDJFS.1 ®yHKunmoHanbHasa cneundukaums nHtepdeincos:

AOT_FUN.1 ®yHKUMOHa/IbHOE TecTupoBaHue.

C.7.3.4.1 Uenun

HasHauyeHnem faHHOro KOMMNOHEHTa ABNseTca ycTaHoBNeHne akTa, 4yTo ®BC 6bina TecTMpoBaHa No OTHOLWEHUIO
K pyHKUMOHANbHON cneundmnkaumm nHTepdelica cucteMaTuieckum n ucyepnoiBalowmm o6pa3om. YcTaHOBNEeHUE Bbl-
WeynoMsaHyTOro hakta focTuraeTtcs nocpeAcTBOM WM3yyeHUs aHanu3a COOTBETCTBUSA, MPOBEAEHHOTo pa3paboTyMKoMm
nMnu NHTErpaTopomMm.

C.7.3.4.2 3ameyaHnss N0 NMPUMEHEHUID

PaspaboTuuk/uHterpatop Tpebyetcsa Ana npegoctaBneHns y6eanTeNbHOro aprymMeHTa — uaeHTuduunupoBaHHbie
TecTbl OXBaTbiBalT BCe BUAMMbIE (hYHKLMM 6€30NacHOCTM, U TeCTUpPOBaHWe KaxAoih (yHKLUM ABNSEeTCA NOMHbIM. [ns
oueHlUNKa ocTaeTca masoe nosie AeATeNbHOCTU ANA pa3spaboTKn AONONHUTENbHbIX (DYHKLMOHA/IbHLIX TECTOB UHTEp-
thelicoB ®PBC, oCHOBaHHbIX Ha (DYHKLMOHANbHOW cneyndukaymm nitepdeiica, MHaye oHN GbiNn Gbl TECTUPOBAHBLI UCYep-
nbiBaw WM o6pasom. TeM He MeHee OLEHLINK AO/HKEH CTPEMUTLCA K CO3/aHUI0 Takux TeCTOB.

C.7.3.4.3 dnemeHTbl AelicTBUil paspaboTumka/mHTerpaTopa

AOC_COV.2.1D Pa3spaboTumk/uHTerpatop A0/HKeH ob6ecneynBaTb aHann3 NOKpPbITUA TecTamu.

C.7.3.4.4 3nemeHTbl cofepxaHnsa n npejcrtaB/eHNs CBUAETENbCTB

AOT_COV.2.1C AHanus nokpbiTMa TecTaMu 40/IKEH AEMOHCTPMPOBaTb COOTBETCTBME MeEXAY TecTamu, naeHTudun-
LMPOBaAHHbIMU B TECTOBOI AOKYyMeHTauuun, n ®65C. 4OCTYNHbIMKW NOCPEeACTBOM BUAUMbIX MHTepdelicoB aBTOMaTM3nNpo-
BaHHOW CUCTEMbl, ONUCaHHbIX B DYHKLMOHANbHON cneundukaunm nHTepdeicos.

AOT_COV.2.2C AHanun3 nokpbiTMa TectaMun AO/DKEH JeMOHCTpUpoBaTh NOJIHOTY cooTBeTcTBUA Mexay ®BC. goc-
TYMHLIMW NOCPEACTBOM BUAUMbIX UHTEP(ENCOB aBTOMaTU3NPOBAHHON CUCTEMbI, ONMUCAHHbLIX B (DYHKLMOHANbLHOW cneyu-
dukauum nHtepdeiicos, n Tectamu, MAEHTUMULNPOBAHHBIMU B TECTOBOI JOKYyMEHTALUN.

AOT_COV.2.3C AHanu3 nokpbiTUA TecTaMu AOJ/DKEH CTPOro AeMOHCTpUpoBaTb, YTO BCe BUAWMbIE MHTepdeichl
ans ®BC. ykasaHHble B (pyHKLMOHANbHOU cneuundukaymm nitepdeiicos, 6biM NOMHOCTbIO TECTUPOBAHbI.

C.7.3.4.5 3nemeHTbl felicTBUIA OueHLLIMKa

AOC_COV2.1E OueHLw K AO/KEH NOATBEPAUTL COOTBETCTBUE NMPeACTaBNEHHOl nHdopmaynun Bcem TpeboBaHu-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

C.7.4Tny6bnHa TeCcTUpOBaHNS aBTOMaTU3MpoOBaHHO cuctembl (AOT_DPT)

C.7.4.1 Uenn

HasHauyeHnemM KOMMNOHEHTOB JaHHOro ceMeiicTBa ABNSAETCSA yCTaHOBNEHME CTeneHu getannsauum TecTUpOBaHWA
®BC. TecTupoBaHne hyHKLNN 6e30NaCHOCTM OCHOBAHO Ha pacTywel rnyébuHe nHdopmauum, NoNyYeHHOW M3 aHanunsa
npefcraBieHuid.

Llenblo TecTupoBaHus ABNSETCA NPOTUBOAECTBME PUCKY Nponycka ownbku npu paspaboTtke n uHterpaummn COO.
Kpome TOro, BepoATHOCTb 06HapyXeHUs BPeJOHOCHOro KoJ4a KOMMOHEHTaMu 3TOro cemeiictea 60nbwe, 0CO6EHHO ecnn
TecTupoBaHue CBA3aHO C BHyTpeHHel cTpykTypoit ®BC.

TecTupoBaHue cneunduUYecknx BHYTPEHHUX WHTepdelicoB mMoxeT o6ecneynTb fOBEPUE He TONbKO K TOMY, 4TO
®BC feMOoHCTpUpyeT HYXHOe BHelWwHee nosejAeHne B 06/1acTu 6€30MacHOCTU, HO TakKXe K TOMY, Y4TO 3TO MoBejeHue
OCHOBAHO Ha NPaBUNbHO (WYHKLNOHNPYIOWMNX BHYTPEHHUX MeXaHu3Max.

C.7.4.2 PaHXnpoBaHne KOMMNOHEHTOB

[laHHOe cemelicTBO COCTOMT U3 Tpex KOMMNOHEHTOB. KOMMNOHEHTbI pacnpeAensoTca Ha OCHOBe NOBbIWEHNA feTa-
nusauun. ycTaHoBMEHHON B npefcTaBneHnax ®EC. oT npoekTa apxMTeKTypbl 40 NpejcTaB/ieHns peanusayuun. 370 pac-
npegeneHune orpaxaet npeacrtasnenna ®bC. yctaHoBneHHble B knacce ASD.

C.7.4.3 3ameyaHna No NPpUMEHEHUIO

KOHKpeTHbI# 06bem, TN AOKYyMeHTauun U CBUAeTenbCTBO B obuwieM onpeaenstoTca BbiGpPaHHbIM KOMMNOHEHTOM
n3AOT_FUN.

TecTupoBaHue Ha ypoBHe DyHKLMOHANbHON cneundukaumm nHTepdeincos ocyuecTsnsetcsa ¢ nomowbio AOT_COV.

MpUHUUN, NPUHATLIA B AAaHHOM cemeiicTBe, 3ak/o4yaeTcad B TOM. 4TOGbl YPOBEHb TECTUPOBAHWA COOTBETCTBOBA
YPOBHIO MCKOMOTO foBepus. MNpn NpUMEHeHUn KOMNOHEHTOB 60/1ee BbICOKOTO YPOBHSA pe3ynbTaTbl TECTOB AO/IKHbI Ae-
MOHCTpPUpOBaTb COOTBETCTBUE peanusauun ®EC ee npoekTy. Hanpumep, B nNpoekTe NOACUCTEM [OJIXHbI GbiTb U3N0Xe-
Hbl Kaxjas W3 NoAcMCTeM, a Takke WHTepdelcbl MexAay 3TUMKU nogcucTemMamu AOCTaTOYHO NOAPOGHO ANA YeTKOro
onpejeneHns HasHavyeHUs, AeiiCTBUIA N BO3MOXHbIX NMOTpeWwHocTel kaxaoro nHtepdeiica. CemaetenscTBo TecTupoBa-
HUA Ha YpOBHE MpoekTa MOACUCTEMbl AO/KHO NOKa3blBaTb, YTO OblIN BbINO/HEHbl BHYTPEHHUE WHTepdencbl mMexay
nogcuctemamu. BbinosiHeHWe BHYTPEHHUX MHTepdeicoB Mexay nojcuctemamMiy MOXHO OCyLW ecTBUTb NOCPeACTBOM Te-
CTMpPOBaHNA Yepe3 BHewHue nHtepdgeiicel P6C nnn tecTuposaHns UHTepdencosB NofCcUCTeEM B U3ONALUKU, UHOTAa C
npUMeHeHneM CpefCcTB MCMbITaHUA. Llenbio KOMNOHEHTOB 60nee BbICOKOTO YPOBHSA ABAAETCA MpoBepka NpasBW/ibHOCTU
(YHKLMOHUPOBAHUA BHYTPEHHUX UHTEP(dEeicoB, KOTOPble CTAHOBATCA BUAUMbIMU MO MEpPE TOro, Kak NPOEeKT CTaHOBUTCA
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MeHee abCTpakTHbIM. Mpyu NPUMEHEHUN 3TUX KOMMOHEHTOB NpejocTaB/ieHne ajleKBaTHOro cBuaeTenbCcTBa rNy6uHbI
TecTUPOBaHUA C NOMOLLbIO TONbKO BHELWHNX UHTepdeiicoB ®BC cTtaHoBUTCA 6onee 3aTPyAHUTENbHbIM.

C.7.4.4 AOT_DPT.1 TecTupoBaHue: dyHKLMOHanbHasa cneyngukauma nutepdeiicos

3aBUCUMOCTH:

ASDJFS.1 ®yHKuMoHanbHaa cneuyndgmukaums nHtepdeicos;

AOT_FUN.1 ®yHKUMOHaNbHOE TecTupoBaHue.

C.7.4.4.1 Uenn

B dyHKuMoOHanbHOW cneundukauun nHtepdeiicos onpegensoTca U nsnarawoTca sBce ®5C. fgocTynHble vepes
BHELWHe BUANMbIe UHTepdeiickl. TecTupoBaHne Ha YypoBHE BUANMbIX UHTepelicoB obecneunsaeTt goBepne K TOMy, 4TO
HenocpeAcTBEHHO JOCTynHble ®PBC 6blNN peann3oBaHbl NPaBUbHO.

C.7.4.4.2 3nemeHTbl AelicTBUIN pa3paboTumkarmHrTerparopa

AOT_DPT.1.1D PaspaboTuuk/uHterpatop Ao/xeH obecneynBaTb aHanu3 rny6uHbl TECTUPOBAHUA.

C.7.4.4.3 DnemMeHTbl coAepXaHusa u npeacTtaB/ieHUs CBUAETENbCTB

AOT_OPT.1.1C AHanu3 rny6uHbl TECTUPOBAHUA AO/IKEH AEMOHCTPUPOBATh, YTO TECTOB, yKa3aHHbIX B TECTOBOA
[OKyMeHTauumn, AoCTaToOuHO ANA AeMOHCTpauun MyHKLMoHuposaHna ®6C B COOTBETCTBUN C €€ (hYHKLUOHANbHON cne-
undnkayneih nHTepdgelicos.

C.7.4.4.4 3nemeHTbl felcTBUI oueHLLnKa

AOT_DPT.1.1E OueHWMumK JO/KEH NOATBEPAUTL COOTBETCTBME NMpeAcTaB/eHHOW UHdopmaynn Bcem Tpe6oBaHuU-
AM K COlepXaHuio 1 npejcTaB/ieHN0 CBUETENbCTB.

C.7.45A0T_DPT.2TecTupoBaHue: NnpoeKkT noAgcucrtem

fABnsieTcs nepapxunyeckum ana: AOT_DPT.1 TecTupoBaHue: PyHKLMOHaNbHasa cneundukaumna nHtepgeiicos.

3aBuCMMOCTH:

ASDJFS.1 ®yHKuMoHanbHaa cneuyndmukaums nHtepdeincos:

ASD_SS0.1 lMpoekT noacucTtem;

AOT_FUN.1 ®yHKuMOHaNbHOE TecTUpoBaHue.

C.7.4.5.1 Uenn

MpoekT nogcuctem obecneynsaeT BbICOKOYPOBHEBOE ONucaHue BHYTpeHHUX geiictBuit ®BC. TecTupoBaHue Ha
ypoBHe nogcuctem ob6ecneynBaeT AOBepMe K NPaBUIbHOCTW peanusauyunu nogcuctem ®6C.

C.7.4.5.2 3nemeHTbl AelicTBNIl paspaboTumka/mHTerpatopa

AOT_DPT.2.1D PaspaboTuuk/uHterpatop AosxeH obecneynBaTb aHanu3 rny6uHbl TECTUPOBAHUA.

C.7.4.5.3 DnemMeHTbl coAepxaHusa v npeacTaB/ieHUs CBUAETENbCTB

AOT_OPT.2.1C AHanu3 rny6uHbl TECTUPOBAHUA AO/IKEH AEMOHCTPUPOBATh, YTO TECTOB, yKa3aHHblX B TECTOBOA
[OKYMeHTauumn, AoCTaTouHo A4NA AeMOHCTpauun MyHKLMoHuposaHua ®6C B COOTBETCTBUN C €€ (hYHKLWOHANbHON cne-
undnkayneih HTepdeliicoB 1 NPOEKTOM NOACUCTEM.

C.7.4.5.4 9nemeHTbl AeNCTBNIA oueHLWwnKa

AOT_OPT.2.1E OueHWMumK JO/KEH NOATBEPAUTL COOTBETCTBME NpeAcTaB/eHHOW MHopmauum Bcem Tpe6oBaHuU-
AM K COlepXaHuto 1 npejcTaB/ieHN0 CBUETENbCTB.

C.7.4.6 AOT_DPT.3 TecTupoBaHue: NpoeKT KOMMNOHEHTOB

Asnaetca nepapxuyeckum ana: AOT_DPT.2 TecTtupoBaHue: NpoekT NOACUCTEM.

3aBucMmMocCTu:

ASDJFS.1 ®yHKuMoHanbHaa cneundukaums nHtepdeicos;

ASD_SS0.1 MpoekT noacucTtem;

ASD CMP.1 TIpoeKT KOMMOHEHTOB;

AOT_FUN.1 ®yHKUMOHaNbHOE TecTupoBaHue.

C.7.4.6.1 Uenn
MpoekT KOMNOHEHTOB o6ecneynBaeT Nogpo6HOE onucaHue BHYTPEeHHUX geiicTBuit ®BC. TecTupoBaHue Ha ypoB-

He KOMNOHeHTOB obecneynsaeT 4OBEpPUB K NPaBUIbLHOCTU peanusauun paboyero npoekta ®EC.

C.7.4.6.2 3nemeHTbl feiicTBuii paspaboTynka/mHterpatopa

AOT_DPT.3.1D Pa3paboTunk/uHTerpatop Ao/xeH obecneynBaTb aHanu3 rnybuHbl TeCTUPOBaHUS.

C.7.4.6.3 OnemeHTbl cofepxaHus N npeacTtaB/ieHUs CBUAETE/bCTB

AOT_DPT.3.1C AHanus rny6uHbl TECTUPOBAHUSA AOJ/IKEH 4EMOHCTPUPOBATbL, YTO TECTOB, yKa3aHHbIX B TECTOBOI
[OKYMeHTauun, 4ocTaToqHO ANA AeMOHCTpauun yHKunoHmpoBauna ®6C B cOOTBETCTBUM C ee (PYHKLMOHANbLHON cne-
uncukaymeil nHTepdeiicos, € NPOEKTOM NOACUCTEM U NPOEKTOM KOMMOHEHTOB.

C.7.4.6.4 dnemeHTbl AelCTBUIA OueHLmMKa

AOT_DPT.3.1E OueHWMK [O/KEH NOATBEPANTb COOTBETCTBME NpeAcTaB/ieHHO UHdopMaunn BceMm Tpe6GoBaHu-
AAM K COAEPXaHU N npeacTaBNeHnio CBUAETENbCTB.

C/NAN AOT_DPT.4TecTupoBaHue: npejcrasieHne peanvusayum

Asnsetca nepapxudeckum ana: AOT_DPT.3 TectupoBaHue: NpoekT KOMMOHEHTOB.

3aBucumocTu:

ASDJFS.1 ®yHKUuMOoHanbHasa cneuyndukauna nHTepdeicos;

ASD_SSD.1 MpoekT noagcuctem;

ASD_CMP.1 MNpoeKkT KOMMNOHEHTOB;
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ASDJMP.1 MpepctasnexHne peanunsayuu;

AOT_FUN.1 ®yHKUMOHa/IbHOE TecTupoBaHue.

C.7.4.7.1 Uenn

MpepctaBneHne peanusauun ®EC obecneunBaeT ee akTuyeckoe noeegeHne. TeCcTUpoBaHUE Ha ypoOBHe npej-
cTaB/ieHUa peanusauyun obecneynmsaeT JoOBepue K NPaBUIbHOCTM BCECTOPOHHEN peanusaunn penesaHTHbIX ®BC.

C.7.4.7.2 3ameyaHnss No NPUMEHEHUIO

MpepacTtaBneHne peanusayun Ucnonb3yetcs ANA co3faHua camoil ®BC (Hanpumep, UCXOAHbLIA KOA, KOTOPbINA
3aTem Komnuaupyercs).

C.7.4.7.3 3nemeHTbl AelicTBuii paspaboTumka'mHTerpatopa

AOT_DPT.4.1D Pa3paboTuuk,'MHTErpaTop Ao/KeH obecneuynBatb aHanu3 rny6uHbl TeCTUpPOBaHUSA.

C.7.4.7.4 SnemMeHTbl coAepXaHna n npeacrtasneHns CBULETENLCTB

AOT_DPT.4.1C AHanun3 rny6uHbl TECTUPOBAHUA [O/IXEH AEeMOHCTPUpPOBaTb, HTO TECTOB, YKa3aHHbIX B TECTOBOWA
[OKYMeHTauumn, AoCcTaTouHo A4N1A AeMOoHCcTpauun dyHKUnoHnpoBaHua ®6C B COOTBETCTBUN C €€ (DYHKLWOHANbHON cne-
uncukaymein nHTepdeiicos, € NPOEKTOM NOACUCTEM, MPOEKTOM KOMMNOHEHTOB W NpeAcTaBfieHNeM peanusauunu.

C.7.4.7.5 3nemeHTbl felicTBUIA OueHLLIMKa

AOT_DPT.4.1E OUueHLWNK AOMXEH NOATBEPAUTL COOTBETCTBME NpeAcTaBneHHol uHpopmaumm Bcem TpeboBaHu-
AM K COlepXaHuto 1 npejcTaB/ieHN0 CBUETENbCTB.

C.7.5He3aBucumoe tectuposaHume (AOTJIND)

C.7.5.1 Uenn

Llenbo He3aBUCMCMOro TeCTUPOBAHWA ABAAETCA  [eMOHCTpauuWsi  [OJ/DKHOTO  BbIMOJIHEHUA  QOYHKLMUIA
6e3onacHoCcTu.

[lonoNHUTEeNbHON Lenblo ABNAETCA NPOTUBOAENCTBME PUCKY HENPABWU/IbHON OLEHKN BbIXOAHbIX AaHHbIX TECTOB
pa3paboTUMKOM, YTO NPUBOAMUT K HENPABUNBLHOW peanus3aunn cneundukaynii nam Nponycky Koga, KoTopblii He cornacy-
eTcs co cneyndukaynamm.

C.7.5.2 PaHXupoBaHne KOMMNOHEHTOB

[laHHOe cemelicTBO COCTOMT U3 Tpex KOMMNOHEHTOB. PacnpejeneHne oCHOBAHO Ha o6beme TeCTOBOW AOKYMeHTa-
unn. TecToBoro obecneyeHns n o6bema TECTUPOBAHUA OLEHLLUKOM.

C.7.5.33ameyaHunss N0 NPUMEHEHWNIO

TecTupoBaHue, ykasaHHOe B JaHHOM ceMelicTBe, MOXeT obecneynBaTtbCa CTOPOHON, o6najalouieil cneyunanbHbl-
MU 3HAHUAMUW, OT/IMYHBIMU OT 3HAHUI oueHWwwnKa (Hanpumep, He3aBucuMoi na6opaTtopueli, 06bEKTUBHOW opraHusaym-
el 3akasuuka). na TectuposaHua Tpebyetcsa noHumaHune COO. cornacyuieecs ¢ BbINMOSIHEHNEM APYTUX AeACTBUiA no
ob6ecneyeHnto AOBEPUS, a 3a OLEHLMKOM COXpaHseTca 06A3aHHOCTb NO cobnwoaeHuto TpeboBaHuii 3Toro cemeiictea
npyu Mcnonb3oBaHUM NoJo6HOro obecneyeHus.

[laHHOe cemeiicTBO onpeaensieT cTeneHb He3aBUCUMOCTU (DYHKLMOHaNbLHOTO TecTupoBaHus ®65C. HesaBncumoe
(YHKLMOHANIbHOE TeCTUpPOBaHME MOXEeT NpuHUMaTb (hOpMy NOBTOPEHUA (PYHKUMOHANbHbLIX TECTOB pa3paboTyunka B Le-
NIOM MW HYaCTWYHO, a Takxe (hopMy AONONMHEHUA K (PYHKLMOHANbHbIM TecTam paspaboTumka C Lenbl paclupeHns
o6nacTu feicTBuA aTUX TECTOB, UX YINYBNEHNA UM NPOBEPKN OYEBUHbLIX CNabbix MecT 6€e30MacHOCTM 061 e[0CTYNHbIX
[lOMeHOB 6€30MacHOCTU, KOTOPble MOTYT 6bITb NPUMeHeHbl K COO. 3Tn feiicTBUA ABAATCA BCNOMOraTe/ibHbiMU, a ANs
kaxaoro COO pgosxHa 6biTb 3aniaHnpoBaHa COOTBETCTBYHOWAA KOM6UHaLMA TECTOB, B KOTOPOU y4uTbiBaeTca A0CTynN-
HOCTb 1 OXBaT pe3ynbTaToOB TECTOB, a Takxe (hyHKLNOHanbHasa cnoxHocTb PEC. Heob6xoaumo paspaboTaTb niaH TecTos,
cornacytowmniica c ypoBHem Apyrux AeiicTBuii no obecneyeHunto 4oBepusi, KOTOPbI/ B cyyaB NnoTpebHOCTH B 60/1€€ BbICO-
KOM ypoBHe goBepus, 6yaet Bkntouyath B ce6s 60nee macwrabHbie BbIGOPKM NOBTOPHbLIX TECTOB U 60/1€€ He3aBUCUMble
NONOXUTENbHbIE U OTpULaTe/IbHbIE (DYHKLNOHA/IbHbIE TECTbl, BbINO/IHEHHbIE OLE@HLINKOM.

Llenbto BbIGOPOYHOrOo KOHTPONS 3a TecTamu paspaboTumka JOSKHO 6biTb NOATBEPXAEHWE BbINOMHEHWS paspa-
60TYMKOM CBOeil 3annaHNpoBaHHO nporpamMMmbl ucnbiTaHnii BC 1 NpaBUIBHOCTU perucTpaynyn UM pesynbTaToB UCMbI-
TaHuii. Ha yncno Bbi6paHHbix 06pa3L0B TECTOB BAUAKT AeTann3auna 1 Ka4ecTBO pe3ynbTaToB (hYHKLMOHAbHbIX TECTOB
paspaboTunka. OUEHLINKY TaKke Hafo yuuTbiBaTb 06/1acTb pa3paboTku AOMNOMHUTENbHbIX TECTOB W OTHOCUTE/IbHYIO
nonb3y, KOTOPY MOXHO NOSYYNTb OT @ATENbHOCTN B 3TUX ABYX AOMeHax. O6uenpu3HaHHo, YTO B OJHUX Caydasax NoBTO-
peHune BCex TecToB pa3paboTunka MOXET 6biTb MNONIE3HO U XeflaTe/ibHO, HO BeCbMa 3aTPYAHUTENIbHO N MEeHee NpoAykK-
TUBHO — B Apyrux. Taknm o6pa3om, KOMMNOHEHT CaMOro BbICOKOTO YPOBHSA AO/IKEH MCNOMb30BATbCA C OCTOPOXHOCTbLIO.
Bbi6OPOYHBIT KOHTPONIb NPOBOAUTCA U3 GO/NbLIOK COBOKYMHOCT UMEIOLWMUXCA pe3ybTaToB TECTOB, BKIOYasA pe3ynbTarhl,
oTBevatwwme Tpe6osaHuam cemelicts AOT_COV n AOT_DPT.

CyujecTByeT Take He06XO4MMOCTb B PACCMOTPEHUN pas3sinyHbiX koHdurypaumuii COO. BK/IOUYEHHbIX B OLEHKY.
OUuEeHLW MK AOMKEH OLEHNUTb NPUEMIEMOCTb NpefjoCcTaBNeHHbIX pe3y/nbTaToB U COOTBETCTBYLWNUM 06pa3om naaHupo-
BaTb CO6CTBEHHOE TecTupoBaHue.

HesaBncumoe hyHKLMOHaNIbHOE TeCTUpOBaHWe OT/IMYaeTcsa OT WCMbITAHUA Ha NPOHWKHOBEHWE, eCNI OHO OCHO-
BbIBAETCH Ha WHPOPMUPOBAHHOM U CUCTEMATUYECKOM NOWUCKe YA3BMUMOCTell B mpoekTe u'unu peanusayumn. icnoitaHne
Ha NPOHWKHOBEHWE OCyLeCcTBAAETCA C NnoMolwbio cemelicTea AOV_VLA.

MpurogHocTte COO ANA TecTUpoBaHMA OCHOBbIBaeTCA Ha gocTtyne k COO. BcnomoraTenbHOW AOKyMeHTauuu u
nHtopmauun, Tpebyemoit (Bknvas nw6oe ucnoitatensHoe MO UAN MHCTPYMEHTaNlbHbIE CPeACTBa) A4NA NpoBeeHus
TecToB. MOTpe6HOCTL B Takol moajepxke onpeaensieTcad 3aBUCUMOCTAMU ANA APYTUX ceMeilcTB Ans obecneyeHus
fosepua.
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Kpome Toro, npurogHocte COO ANnA TeCTUPOBaHMA MOXET OCHOBbIBATbLCA Ha APYrnx coobpaxeHusx. Hanpumep,
Bepcusa COO. npeacTaBneHHas pas3paboTUnMKOM, MOXET He ObiTb MocnefHei.

Ccbinikn Ha nogmHoxecrso ®BC npeAHasHauyeHbl 418 OKa3aHWMA NOMOLWM OLEHLWUKY NPpWU NPOEKTMpPOBaHUM CooT-
BeTCTBYlOLLero Habopa TeCToB, COrNacylLWnxca ¢ LenssmMmm npoBoAUMON OLEHKN.

C.7.5.4A0T IND.1 He3aBncuMmMoe TecTUpoBaHne-cooTBeTCTBUE

3aBUCUMOCTH:

ASDJFS.1 ®yHKUMOHanbHas cneuyndgukaums nHtepdeincos;

AOD_ADM.1 PykoBOACTBO afMUHUCTPATOPA;

AODJJSR.1 PykoBOoACTBO nonb3oBaTtess.

C.7.5.4.1 Uenn

B faHHOM KOMMOHEHTE Le/blo ABNSAETCA [LEMOHCTPALUUSA [O/HKHOITO BbINO/IHEHUSA (DYHKLUMIA 6e30nacHoCTH.

C.7.5.4.2 3ameyaHns nNo NpuMeHeHuo

[aHHbIl KOMNOHEHT He 3aHUMaeTCA UCNOSIb30BaHWEeM pe3ynbTaToB TeCTOB pas3paboTymka. KOMMNOHEHT npume-
HUM B C/lyyae OTCYTCTBMA Takux pe3ynbTaToB, a Takxe B C/lyvyasx, ecnu TecTupoBaHue paspaboTunka npuHnmaetcs 6e3
npoBepKu A0CTOBEPHOCTU. OUeHW K TpebyeTca Ans pa3paboTku N NPOBeAEHUs TECTOB C LieNblo NOATBEPX/AEHUA COOT-
BETCTBMA (PyHKUMOHANbHbIM TpeboBaHuam 6e3onacHocTn COO. MeToj npoBeAeHUA TeCTOB 3ak/oyaeTca B npuobpeTte-
HUW YBEPEHHOCTU B NPaBU/IbHOCTU (PYHKLUMOHUPOBAHUA NOCPEACTBOM PEernpe3eHTaTUBHOrO TeCTUPOBaHMA BMECTO Npo-
BEJEHNA KaXJ0ro BO3MOXHOrO TecTa. YMC/NO TeCcTOoB, NAaHUPYOLWMUXCA ANS NOATBEPXAEHUA COOTBETCTBMA (DYHLKNO-
Ha/lbHbIM TpeboBaHuam 6e3onacHocTn COO. ABNAETCA METOA0/10TNYecKol Nnpo6aemMoit, n NOTPe6HOCTN B TecTax [0/1XK-
Hbl paccmaTpuBaTbCA B KOHTeKCTe KOHKpeTHoro COO v paBHOBeCUA W ApYrux AeicTBuii No oueHke.

C.7.5.4.3 3nemeHTbl gelicTBNil paspaboTunka/mHTerpaTopa

AOTJIND.1.1D PaspaboTumk/mHTerpaTcp gonxeH npegoctasnate COO Ans TecTUpoOBaHUs.

C.7.5.4.4 SnemeHTbl coAepXxaHusa n npeacraB/eHns CBUAETENbCTB

AOTJIND.1.1C COO ponxeH 6blTb NPUTOAHLIM 418 TECTUPOBAHUSA.

C.7.5.4.5 3nemMeHTbl AeNCTBNIA OueHLLmnKa

AOTJIND.1.1E OueHLWM K JOMXKEH NOATBEPAUTL COOTBETCTBME NpeACcTaBAEeHHOW MHopmaLun Bcem Tpe6oBaHuU-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

AOTJIND.2.1E OueHLW KK AOKEH NnpoTecTupoBaTth nogrpynny ®BC Ha npaBWAbHOCTb A/18 NOATBEPXAEHUS LOXK-
HOro hyHkumMoHnpoBauua COO.

C.7.5.5A0TJIND.2 He3aBucumoe TecTupoBaHue-Bbl6opKa

Asnaetca nepapxunyeckum ansa; AOT IND.1 He3zaBucnmoe TeCTMpOBaHWE-COOOTBETCTBUE.

3aBUCUMOCTH:

ASDJFS.1 ®yHKUMOHanbHas cneuyndgukaums nHtepdeincos;

AOD_ADM.1 PykoBOACTBO agMUHMUCTpaATOpPa;

AODJJSR.1 PykoBOoACTBO nonb3oBaTtens;

AOT_FUN.1 ®yHKUMOHaNbHOE TecTupoBaHue.

C.7.5.5.1 Uennu

Llenbto aBnAeTca AeMOHCTpaLusa AO0/DKHOTO BbINOMHEHNS (PyHKUW 6e30macHoOCTy.

TecTupoBaHue OUEHLWMNKOM BKIoYaeT B cebs 0T60p M NOBTOPeHMe BbIGOPKM M3 TECTOB paspaboTuuka.

C.7.5.5.2 3ameyaHns no nNpuMeHeHu

Mpepnonaraetca, 4To pa3paboTumk NpefocTaBnseT OLEHWUKY mMaTepuasnbl, Heo6xoaumble Ana 3 EeKTUBHOIO
BOCMPON3BEAEHUA CBONX TECTOB. MaTepunasbl MOTyT BK/l0YaTb B CE6A MalWMHHO-CUNTbIBAEMYIO TECTOBYIO JIOKYMEHTALNIO,
TEKCTOBble NporpamMmmbl U T4.

B faHHOM KOMMOHEHTe coAepxutca Tpe6oBaHue npefoCcTaB/NeHUsA OLEHW UKy pe3ynbTaToB TecToB pa3paboTunka
ANA AONONHEHNA K NporpaMme TecTuposaHua. OLUEeHLW UK NoBTopsAeT BbIGOPKY U3 TecToB paspaboTunka AN npuobperte-
HWA YBEPEHHOCTN B MOJIyYEHHbIX pe3yfbTaTax.

Monyuns Takyl YBEpPEHHOCTb, OLEHUW UK paclnpsaeT TecTuposaHne paspaboTymka nytem npoBeAeHUs A0N0JHU-
TeNbHbIX TECTOB, B KOTOPbIX COO ucnonb3yetca UHbIM 06pasom.

Ha ocHOBe yTBEepX/[EeHHbIX pe3ynbTaToB TeCTOB pa3paboTymka OLEHUIUK MOXeT OblTb YyBEpeH B NpaBU/IbHOM
dyHKUMOHNpoBaHUM COO B 60M1ee WNPOKOM gnanasoHe yCcnoBuid, YeM 3TO 6bI/10 BO3MOXHO NPU UCMOMb30BAHUN NULb
COGCTBEHHbIX JeiicTBUIA pa3paboTynka Npu YCIOBUN HaNNYUA NOCTOAHHOIO YPOBHA pecypcoB. Byayuu yBepeHHbIM, 4To
paspaboTunk npotectuposan COO. ouyeHwunk ob6nagaeT 6onbleil cBO60AON ANSA KOHLEHTpPaLWU TECTUPOBaHMA Ha Tex
yyacTkax, rie nposepka [OKyMEHTaLumn Wam 3HaHusa cneymanncTa Bbi3biBalOT 0CO6Y0 03a604E€HHOCTb.

C.7.5.5.3 dnemeHThl feicTBuii paspaboTynka/mHterpatopa

AOTJIND.2.1D Pa3paboTyuk/mHTerpatop Ao/xeH npegoctasnsate COO ana TecTupoBaHus.

C.7.5.5.4 DnemeHTbl coAepxaHus n npeacTaBfeHUsA CBUAETeNbCTB

AOTJIND.2.1C COO ponxeH 6bITb NPUTOAHLIM 418 TECTUPOBAHUSA.

AOTJIND.2.2C PaspaboTuuk/mHTerpaTop Ao/KeH npefoctaBnATb Habop pecypcoB, 3KBUBANEHTHbIN TeM. KOTO-
pble 6blIM UCNONb30BaHbl B PYHKLMOHANbHOM TecTupoBaHun ®BC pa3paboTHMKOM.

C.7.5.5.5 9nemMeHTbl AeNCTBUIA oueHLKa

AOTJIND.2.1E OueHWMK JO/KEH NOATBEPXAaTb COOTBETCTBME NpeAcTaBNeHHOR Hopmaunm Bcem Tpe6oBaHm-
AM K COepXaHuio u npejcTaBNeHN0 CBUAETeNbCTB.
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AOTJIND.2.2E OueHwWwm K fo/kKeH npotectuposatb nogrpynny ®bBC Ha npaBuNbHOCTb A4 NOATBEPXAEHUSA A0N-
XHOTo (pyHKuMoHuposaHus COO.

AOTJIND.2.3E OueHLWUK LONXKEH NPOBECTM BbIGOPKY TECTOB B TECTOBOM AOKYMEHTaL MM ANA NPOBEPKN AOCTOBEpP-
HOCTU pe3ynbTaToB TECTOB paspaboTyuka.

C.7.5.6 AOTIJND.3 He3zaBucumoe TecTupoBaHne-nonHoTa

Asnaetca nepapxudeckum gnsa: AOTIND.2 HesaBucumoe tectupoBaHue-sbi6opKa.

3aBuUCUMOCTH:

ASDJFS.1 ®yHKuMoHanbHas cneundukayma nHtepgeiicos;

AOD_ADM.1 PykoBOACTBO agMuUHUCTparTopa:

AOD_USR.1 PykoBOACTBO Mo/sib30oBaTens;

AOT_FUN.1 ®yHKUMOHa/IbHOE TecTupoBaHue.

C.7.5.6.1 Lenu

Llenbto sBNAeTCA AEeMOHCTpauusa LO/DKHOTO BbINOSHEHNSA PYHKUMIA 6e30nacHOCTU.

TecTupoBaHWe OLEHLWMNKOM BKIlOYaeT NOBTOPEHNE BCeX TeCcTOB pa3paboTyuka.

C.7.5.6.2 3ameyaHnss No NPUMEHEHUO

Mpegnonaraetcs, 4To pa3paboTyMk NpefocTaBifAeT OUEHLW MKy maTepuansl, Heobxoaumble ans 3 dekTuBHOro
BOCNpOU3BeaeHNA TecToB paspaboTyuka'mHTerpatopa. Martepuansl MOryT BkAlO4YaTb B Ce6A MalWWHHO-CUUTLIBAEMYIO
TecTOBYI [OKYMEHTaLWo, TEKCTOBbIE NporpaMmbl U T4.

B faHHOM KOMMNOHEHTe OLEHLLUK JO/KEH NOBTOPUTL BCE TECTbl pa3paboTumMka Kak yacTb NporpaMmbl TecTUpoBa-
HUA. Kak n B npefblAylemMm KOMNOHEHTE, OLeHLW UK AO/DKEH TaKke NPOBECTU TecCThl, NpeAHa3Ha4YeHHble 419 UCN0b30Ba-
HUA COO. cnoco60oM, OT/IMYHLIM OT cnocoba, NnpumMeHsBLerocs paspaboTynkom. B cnyyasax ncuyepnbiBaloL,ero TecTupo-
BaHWA pa3paboT4NKOM HE06XOAUMOCTbL B 3TOM MOXET OTCYTCTBOBaTh.

C.7.5.6.3 OnemeHTbl AelicTBuil paspaboTumnka/mHterpatopa

AOTJIND.3.1D Pa3paboTumnk/mHTerpatop fo/xeH npegoctaBnate COO ans TecTMpoBaHuS.

C.7.5.6.4 3nemeHTbl cofepxaHusa n npejcrtaB/eHUs CBUAETeNIbCTB

AOTJIND.3.1C COO ponxeH 6bITb NPUrOAHLIM ANA TECTUPOBAHUSA.

AOTJIND.3.2C PaspaboTunk/mHTerpatop AO0/XeH NpeAocTaBNsATb HAa6op pecypcoB, 3KBWBANEHTHbI TeM. KOTO-
pble 6bIM UCNONb30BaHbl B YHKLMOHANbLHOM TecTupoBaHun ®BEC pas3paboTymkoMm.

C.7.5.6.5 OnemeHTbl geiicTBuiA oLeHLlmKa

AOTJIND.3.1E OueHLWMK f0/MKEeH NOATBEPAUTbL COOTBETCTBME NpeACcTaB/eHHOW MHpopmauun Bcem TpeboBaHu-
SIM K COAEPXaHU 1N nNpeacTaBNeHnio CBUAETENbCTB.

AOTJIND.3.2E OueHwWwm K omkeH npotectuposatb nogrpynny ®bBC Ha npaBuNbHOCTb A8 NOATBEPXAEHUSA A0N-
XHOro yHKuMoHuposaHus COO.

AOTJIND.3.3E [ns npoBepkn J0CTOBEPHOCTW pe3ynbTaToB TeCTOB pa3paboTyuMka OLEHL WK A0/KEH BbINOMHUTL
BCE TeCTbl U3 TECTOBOI JOKYMEHTaL M.

C.7.6 PerpeccnoHHoe TectupoBaHune (AOT_REG)

C.7.6.1 Uenn

Llenbto sBnseTca AeMOHCTPaumsa AOMKHOTO BbINONHEHUA (YHKUWIA 6e30nacHOCTU Nocne BHECEHWUS U3MEHEHUi
N MoaudukaLmnii B KOMNOHEHTbI MW KOHMUTypaLuuio CUCTEMbl UK Cpeay aKcnayaTauuu.

C.7.6.2 PaHXnpoBaHne KOMNOHEHTOB

COCTOUT M3 OAHOTO KOMMOHEHTA.

C.7.6.3A0T_REG.1 PerpeccuoHHoe TecTuposaHune

3aBUCUMOCTN: 3aBUCUMOCTN OTCYTCTBYIOT.

C.7.6.3.1 Uenu

Lienbio 4aHHOTO KOMMOHEHTa SBNAETCA AeMOHCTpauus JOJKHOTo BbIMOMHEHUA yHKUMii 6e3onacHoOCTM nocne
BHECEHUS W3MEHEHWUA nnn moandUKaunin B KOMNOHEHTbI N KOH(UTypaLuio CUCTEMbl UK cpefy SKcnayaTauuu.

C.7.6.3.2 3ameyaHna no NpUMeHeHUo

OTOT KOMMNOHEHT OTHOCUTCS HE TOJIbKO K NPOBEPKE W3MEHEHHbIX AN MOAUMDULNPOBAHHLIX YacTell aBToMaTn3n-
pPOBaHHON CUCTEMBI.

C.7.6.3.3 OnemeHTbl AelicTBUiA paspaboTuuka/mHrerpatopa

AOT_REG.1.1D Pa3paboTunk/mHTerpaTtop A0/KeH npoTecTupoBaTb Bbi6OpPKY TecToB pa3paboTuuka gns ®BC wu
[OKYMEHTUpOBaTb pe3ynbTathl.

AOT_REG.1.2D Pa3paboTunk/mHTErpaTop A0/KEH NPeoCcTaBNATb TECTOBYH AOKYMEHTALMIO.

AOT_REG.1.3D PaspaboTunk/uHTerpatop AosxeH o6ecneymBatb aHann3 cTeNeHn getanvn3aunuy perpecCuoHHo-
ro TeCTUpoBaHuA.

C.7.6.3.4 3nemeHTbl cofgepxaHusa n npefcrtaBieHNs CBUAETENbCTB

AOT_REG.1.1C TecToBas AOKyMeHTauuss AOMXHA COCTOSITb M3 MaHOB TeCTOB, OnNucaHuli TECTOBbLIX Mpoueayp,
npegnonaraemMbix pe3ynbTaToB TeCTOB W (haKkTUYeCKUX pe3ynbTaToB.

AOT_REG.1.2C B nnaHax TecTOB [O/KHbl 6biTb onpeAenieHbl BO3AeiCTBUSA, Bbl3BaHHbIe U3MEHEHUSAMU NN MO-
andukaynamu. dyHKUMM 6e3onacHoCTu, npejHasHayYeHHble 4NA TeCTUPOBaAHWA, W W3/1I0XKEHA UeNb npeanosiaraemMblx
TecToB.
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AOT_REG.1.3C B onucaHusax TecTOBbIX Mpouenyp [AOJIXHbI OnNpefensaATbCA TeCcTbl ANA WU3MEHEHHbIX Uan
MoV MLMPOBAHHBIX YacTeil U n3naraTbCs CLueHapun TecTUPOBaHUA KaxpAoi pyHkuun 6esonacHocTn. CueHapumn TecTu-
poBaHUA AO/MKHbI BKAOYATb B ce6s Nobble 3aBUCMMOCTU YNOPAAOYEHUSA OT U3MEHEHHbIX YacTel u pesynbTaTthl APYrux
TecToB.

AOT_REG.1.4C Pe3ynbTaTbl TECTOB, BbIMO/IHEHHbIX Pa3paboTUYNKOM/MHTErpaTopoMm. AO/DKHbI AEMOHCTPUPOBATH
[O/MKHOE (hYyHKUMOHMPOBaHME KaxAoli TecTUpoBaHHOW yHKUNW 6€30NacHOCTM U OTCYTCTBUE BO3AENCTBUS U3MEHEHW
unn mogundukaunin Ha ®BC.

AOT_REG.1.5C TecTtoBas [OKyMeHTaLus J0OXHA BkoYaTb B Ce65 aHann3 3aBucumMocTeli ynopsafouyeHus TecTo-
BbIX Npoueayp.

C.7.6.3.5 2neMeHTbl AeliCTBUIA oueHLLmKa

AOT_REG.1.1E OueHLw K A0MKEeH NOATBEPAUTL COOTBETCTBMNE NpeAcTaBNeHHON UHdopmaunn Bcem TpeboBaHuU-
AAM K COlepXaHuio 1 npeacTaBieHnio CBUAETENbCTB.

C.8 Knacc AOV: aHann3 ys3pumMocTell aBTOMaTU3UPOBAHHbLIX CUCTEM

C.8.1 BeegeHune

Llenbto gelicTBUI NO OUEHKEe YA3BMMOCTEN ABNAETCHA onpefesieHne Hanuumusa u akcnayatupyemoe™, nedektos u
cnabblXx MecT aBTOMaTU3MPOBAHHON CUCTEMBI, CKOH(UTYPUPOBAHHOW B nNpefjHasHauyeHHoOl el cpege. OnpegeneHue
HaMyuAa U 3KCnayaTupyemocTu. aedekToB 1 cnabblx MECT aBTOMaTU3NPOBaHHEl CUCTEMbl OCHOBAHO Ha aHanuse, npo-
BE/leHHOM pa3paboTYNKOM/MHTErpaTOPOM U OLEHLWMNKOM, BXOAHbIX faHHbIX 3aka3umka v pesynbTaTax TeCTUpPOBaHWUSA CO
CTOPOHbI OLEeHULnKa.

B cBoeil ocHOBe AelicTBMA NO aHaNM3y YS3BUMOCTEN TECHO CBA3aHbl C MOJIMTUKON 1 npouegypamu 6e3onacHocTu
aBTOMaTU3NPOBAHHON cUCTeMbl, PuU3nyecknmun mMepamu 6e3onacHocTu, 6€30MacHOCTbLI0 NepcoHana W Haanuymem MHMp-
pacTpykTypbl 6e3onacHoCcTh AN 3 DEKTUBHOIO NPOTUBOAENCTBNA NIOGLIM YA3BUMOCTAM aBTOMAaTU3NPOBAHHON cucTe-
Mbl. CTOWKOCTb (DYHKLMIA 6e30nacHOCT aBTOMATU3NPOBAHHOW CUCTEMbl OXBaTbiBAeT acnekTbl ynpaBneHna 6e3onacHo-
CTbto (B 0COBGEHHOCTU YenoBeyeckne) Ana obecneyeHUs cCoxpaHeHus 3alWnTbl aBTOMATU3MPOBAHHOW CUCTEMbI U NPOTU-
BOAEWCTBUA N0OLIM HapyLWeHNAM 3TOW 3awunThbl.

C.8.2 HenpaBunbHOe NpUMeHeHWe aBToMaTu3npoBaHHol cuctembl (AOV_MSU)

C.8.2.1 Uenn

LlensimMn HenpaBUNbHOIO NPUMEHEHUA aBTOMATU3NPOBAHHOW CUCTEMbl ABNSETCH MUHMMMU3ALUA BO3MOXHOCTU
KOHUrypuposaHus unm yctaHoskn COO. KOMNOHeHTOB T 1 KOMNOHEHTOB, He oTHOocAwwMxca K UT. cnoco6om, He obec-
neyvBawWmnm 3awunTty, 6€3 nosbL3oBaTens UM 06CyxXnBalLWero nepcoHana, CnoCo6GHbIX ONpPefennTb ero. a Takke MUHU-
MWU3UPOBATb PUCKU YENTOBEYECKUX UAN APYTUX OWMNBGOK Npu 3KkcnayaTayun, KoTopbie MOryT Ae3akTuBuposaThb, 3ab610KNpo-
BaTb UMW Bbi3BaTb 0TKa3 Npu akTueaumm yHkumnii 6€30NacHOCTM M NPUBECTU K COCTOSSHUIO HEeOBHapyXnBaemMoi Hesawu-
LWeHHOCTH.

C.8.2.2 3ameyaHns No NpUMeHeHUo

MpoTusopeuunsoe, Ae3opueHTUpyloWee, HeNoaHoe, Heyao6HOe ANSA NoNb3oBaTeNd UIM Heo60CHOBAHHOE PYKO-
BOACTBO MOXET MpuBecTu k chopmmpoBaHuio y nonbsosatens COO wunu nw6oit M3 ero nogcCUCTEM UIN KOMMOHEHTOB
MHEHWUS 0 AOoCTaTo4yHOM 3awmnuieHHoctn COO unnm nw6oil U3 ero NOACUCTEM WMAW KOMMNOHEHTOB, KoTopas akTnuyeckn
OTCYTCTBYEeT, ¥ NOSABNEHWNIO BCNEeLCTBUE 3TOTO yA3BUMOCTEN.

Mpumepom NpOTUBOPEUNBOTO PYKOBOACTBA ABNAKTCA ABE NHCTPYKL MW PYKOBOACTBA, KOTOPbIE NpejnonaralnT pas-
Hbl€ BbIXOAHbIE AaHHbIE NMPU NMPUMEHEHUN TEX XK€ BXOAHbIX AaHHbIX.

Mpumepom Ae30pueHTUpPYIOLero pykoBoACcTBa ABAAETCA OnNuMcaHue OAHON WHCTPYKLWUWU, KOTOpas MOXeT TOJ/IKO-
BaTbCA MO-pa3HOMY, W OJHO W3 TOSIKOBAHU MOXET NPUBECTU K COCTOSAHNIO He3alULeHHOCTH.

MpumMepomM HenosIHOro pyKoBOACTBA SABASETCA NepeyvyeHb 3HAYMMbIX TpeboBaHWil msnyeckoil 6ezonacHocTun, B
KOTOPOM OMyLeH KPUTUYECKN BaXHbIN MYHKT, YTO NPUBOAUT K HEBbIMO/THEHWUIO 3TOr0 MyHKTa aAMWHUCTPATOPOM, NO/b30-
BaTenem UAu 06CNYXMBAKOLWMUM NEepcoHanoM, KOTOPble CYUTAKT 3TOT NepeyeHb NOJHbIM.

Mpumepom Heyao6HOTO ANA NONb30BaTENs PYKOBOACTBA SIBAAKTCA HEYETKO WM CAUIWIKOM MOoApPO6HO HanucaH-
Hble UHCTPYKUUK, YTO AenaeT UX U3NIULWHE CNOXHBIMU U TPYAHO BOCNPUHUMAEMbIMN A4NA agMUHUCTpaTopa, nonb3oBaTte-
na vunu 06CNyXnBalLero nepcoHana, u YTo MOXeT NMPUBECTU K HEMPaBUbHOMY BbIMO/IHEHWNIO Kakoro-nn6o aeictsma
MUNN. BO3MOXHO, K HEBbINO/IHEHNIO AEeCTBUA COBCEM, WAN K HENPaBWU/IbHbIM WAW HEHYXHbIM AeliCTBUAM, pe3ynbTatom
4ero MoxeT cTaTb He3al UL EeHHOCTb aBTOMAaTU3UPOBAHHON CUCTEMBI.

Mpumepom HeO6G0OCHOBAHHOIO PYKOBOACTBA ABNAETCA peKOMeHAauusa BbINONHATL CAUWKOM O6peMeHUTEeNbHYI0
npoueaypy 4N agMuMHUCTpaTopa, Nonb3oBaTens Wau o6cnyxuBallLero nepcoHana.

PyKoBOACTBO ABNSiETCA HEO6XOAUMBIM UM MOXET coAepxaTbCs B CylwecTBylLWen gokymeHTaumm no COO nu6o
npeAoCcTaBNATLCA OTAENbHO. B nocnegHem cnyyae oueHUMK JO/HKEH NOATBEPAUTL NOCTaBKy AokymeHTauun ¢ COO.

C.8.2.3 PaHxXunpoBaHne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOUT U3 ABYX KOMMNOHEHTOB. 3TW KOMMOHEHTbl PaHXUPOBaHbl HA OCHOBE MOATBEPXAEHUA
onucaHuWs JOKyMeHTauum u NnpoBepke aBTOMAaTU3WPOBAHHOW CUCTEMBI.

C.8.2.4 AOV_MSU.1 lMpoBepka pyKOBOACTB aBTOMATU3NPOBAHHOK cUCTEMBbI

3aBUCUMOCTH:

AOD_ADM.1 PykoBOACTBO agMuHucTparopa:

AOD_USR.1 PykoBOACTBO MOJib30BaTesis.
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C.8.2.4.1 Uenun

Llenb npoBepkn pyKOBOACTB aBTOMaTM3MPOBAHHOW CUCTEMbl 3aknilyaeTcs B ob6ecne4yeHun OTCyTCTBUS Ae30pu-
eHTUpylolero. Heo60CHOBAHHOIO W NPOTMBOPEYMBOrO PYKOBOACTBA B [JOKYMEHTauun pPyKOBOACTB W yKasaHui
npoueayp 3awmnTbl 419 BCEX PEXMMOB (DYHKLMOHMPOBAHMA. COCTOAHUA He3al UL eHHOCTN JO0MKHbl 6biTb 1€TKO 06Hapy-
XUBaAEMbIMN.

C.8.2.4.2 OnemeHTbl AelicTBUil paspaboTumka/mHTerpaTopa

AOV_MSU.1.1 D Pa3paboTunk/mHTerpaTop AO0MXEH NpeaocTaBAATb AOKYMEeHTaLUl pPyKOBOACTB.

AOV_MSU.1.2.D Pa3spaboTunk/mHTErpaTtop A0/IXXEH AOKYMEHTUPOBATbL aHaln3 4OKYMEHTaLUN PYKOBOACTB.

C.8.2.4.3 3neMeHTbl cogepxaHnua n npeacrtasneHns CBULETENLCTB

AOV_MSU.1.1.C B fokyMeHTaLun pykoBOACTB [O/IKHbI 6biTb ONpefeneHbl BCe BO3MOXHbIe PeXuMbl (DyHKLMOHU-
posaHna COO (Bknitouyas onepauuto, CeAyloLWy0 3a 0TKa3oM WAKU 3KCN/yaTalMoHHON OWNBKON), UX NocneacTBus u
BO3JeiicTBMA ANS nojfepxaHns 6e30nacHoOro MyHKLMOHUPOBAHNA.

AOV_MSU.1.2.C [lokymMeHTaLns pykoBOACTB A0O/HKHA 6biTb NOMHON, SICHOW, NocnefoBaTelbHON U 060CHOBAHHO.

AOV_MSU.1.3.C B gokymeHTauum pyKkoBOACTB AO/IXHbl 6blTb YKa3aHbl BCe OpraHuM3aluoHHble Mepbl ob6ecneye-
HUA 6e30MacHoCTu.

AOV MSU.1.4.C B goKkymeHTauuun pykoBOACTB fO/IKHblI ObiTb YKa3aHbl BCE 3aBUCUMOCTI OT 6€30MacHOro yHKUU-
OHWPOBAHMA BHEWHUX aBTOMAaTU3NPOBAHHbLIX CUCTEM.

AOV_MSU.1.5.C B gokymeHTaLMn No aHanun3y AosxHa 6biTb OTpaxeHa CTeneHb NOSHOThLI AOKYMEHTaLuu.

C.8.2.4.4 3nemeHTbl felicTBUI OueHLLIMKa

AOT_MSU.1.1E OueHLW K JONXEH NOATBEPAUTL COOTBETCTBME NpeAcTaB/eHHOl nHdopmayum BceMm TpeboBaHu-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

AOT_MSU.1.2E OueHLW K OKEH NOBTOPUTL BCE NpoLeAYypbl KOH(PUTYPUPOBAHUA U YCTAHOBKM ANA NOATBEPXAE-
HUA. 4yTo COO MOXHO KOH(UTypupoBaTb U MCNOMb30BaTb 6€30NacHO, TONLKO MOJIb3YACh NOCTABMEHHOW AOKYMEHTaLu-
eli pyKoBOACTB.

AOT_MSU.1.3E OueHWUK f0/1KEH onpefennTb, YTO UCMNOMb30BaHNE [OKYMEHTaLuUM PyKOBOACTB MO3BOMAET Bbl-
ABNATb BCe COCTOSIHNA He3al WL eHHOCTN U BOCCTaHaBINBaTb WX [0 COCTOSAHNSA 3aljULiEHHOCTN.

AOT_MSU.1.4E OueHLWm K fO/IKEH NOATBEPANTL, YTO B AOKYMEHTaUUM aHanuMsa OTpaxeHo npefHasHavyeHue py-
KOBOACTB ANA 6e3onacHoii paboTbl BO BCeX pexumax PyHkumoHuposaHnma COO.

C.8.2.5A0T_MSU.2 AHannm3 ntectupoBaHue He3alW N eHHbIX COCTOAHN

fBnaetcsa nepapxmyeckum gna: AOV_MSU.1 MNpoBepka pykoBoACcTBa N0 aBTOMAaTU3MPOBAHHON cucteme.

3aBuMcuUMocCTu:

AOD_ADM.1 PykoBOACTBO afMUHUCTPATOPOB:

AODJJSR.1 PykoBOACTBO NoJjib30BaTesnis.

C.B.2.5.1 Lenu

Llens aHanusa n TeCTUPOBAHNA He3alULeHHbIX COCTOAHNI 3aknyaeTcs B 06ecneyeHnn oTCyTCTBUA [J€30PUeH-
TUpyloLWwero. He060CHOBAHHOTO U NPOTMBOPEYNBOTO PYKOBO/ACTBA B AOKYMEHTaL WM MO PYKOBOACTBY W ykasaHusa npouenyp
3alunThl A1 BCEX PEXUMOB (WYHKUMOHUPOBAHUA. COCTOAHUA He3alW UL EeHHOCTN [OJIKHbI 1erko o6HapyxusaTbcs. B
[aHHOM KOMMOHEHTEe aHanu3 [OKyMeHTaLunm pyKoBOACTB OLeHWukom Tpebyetcs Ans obecnevyeHns [ONOMHUTENbHOrO
[lOBEpPNA K COOTBETCTBUIO LLENIN; 3TOT aHa/in3 NpoBepsAeTCcsa W ero 4OCTOBEPHOCTL NOATBEPX/AAEeTCA NOCPeACcTBOM TecTu-
poOBaHUSA CO CTOPOHbI OLEHLMKa.

C 8.2.5.2 3ameyaHusa No NpUMeEHeHNo

B faHHOM KOMMNOHEHTe OLEHLNK HYXeH AN NPOBEAEHNs TeCTUpoBaHUA € Lenbio obecneyeHns 6bICTPOro obHa-
pyxeHusa BxoxaeHns COO B COCTOAHUE He3alUUeHHOCTH.

C.8.2.5.3 OnemeHTbl AelicTBUil paspaboTumka/mHTerpaTopa

AOVMSU.2.1 D Pa3paboTyuk/mHTerpatop A0/XeH nNpefocTaBAATb AOKYMeHTaLul pykoBoacTBa.

AOV_MSU.2.2.D Pa3paboTuuk/MHTEerpaTop AO/XKEH JOKYMEHTMPOBATb aHann3 JOKyMeHTaLun pykoBoAcCTBa.

C.8.2.5.4 nemeHTbl cogepxaHnua n npeacrtaBneHns CBULETENLCTB

AOV MSU.1.1 C B gokymeHTaynm pykoBoACTBa AO/IKHbI GbiTb ONpeAeneHbl BCE BO3MOXHbIE pexXuMbl yHKLMO-
HuposaHna COO (Bknuaa onepauuio, caeAylollylo 3a 0TKa30M WAW 3KCNayaTalMoHHON OWMNGKOI), UXx nMocneacTsnsa u
BO3AelicTBUA ANA nofAepxaHua 6es3onacHoro MyHKLMOHWPOBAHUSA.

AOV_MSU.1.2.C [lokyMmeHTaLmna pykoBOACTB A0J/I)XHA 6blTb NONHOW, ACHOW, NocnefoBaTeNIbHOW N 060CHOBAHHOI.

AOV_MSU.1.3.C B fokyMeHTaLun pyKOBOACTB [O/KHbI 6blTb yKa3aHbl BCe OpraHu3aLWoOHHble Mepbl Ge3onac-
HOCTH.

AOV_MSU.1.4.C B goKkymeHTaunn pykoBoACTB JO/IKHblI 6biTb YKa3aHbl BCe 3aBUCUMOCTN OT 6€30MacHOro pyHKUK-
OHUPOBAHWS BHELWHNX aBTOMATU3NPOBAHHbLIX CUCTEM.

AOV MSU.1.5.C B gokymeHTauuun no aHanunsy AosxHa 6biTb OTpaxeHa CTeneHb NOSHOTbLI AOKYMEHTaLuu.

C.8.2.5.5 dnemeHThl AelicTBUIA oueHLKKa

AOT_MSU.2.1E OueHLWK 4ONXEH NOATBEPAUTL COOTBETCTBME NpefcTaB/leHHONn nHdopmaymm sBcem Tpe6oBaHu-
AM K cOoflepXaHuio n npefcTaB/ieHN0 CBUAETENbCTB.

AOT_MSU.2.2E OueHLW K f,0/1XKEH NOBTOPUTL BCe NpoLeypbl KOHPUTYpUPOBAHUA U YCTAHOBKM AN NOATBepxXae-
HMA. 4To COO MOXHO KOH(bUrypuposaTb U UCNOMb30BaTb 6€30MacHO, TONIbKO MOJIb3YACh NOCTABMEHHOW AOKYMEHTaLu-
eli pyKoBoACTB.
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AOT_MSU.2.3E OueHWMK f,0/DKEH onpeAennTb, YTO UCMNOMb30BaHME [OKYMEHTaLUn pyKkoBOACTB MO3BOMAET Bbl-
ABNSATb BCE COCTOAHMNS He3alW N EeHHOCTU 1 BOCCTaHaBINBaTb UX [0 COCTOAHUS 3alULLLEHHOCTH.

AOT_MSU.2.4E OueHWMK f0/1KEH NOATBEPAUTL, YTO B AOKYMEHTALUN aHanni3a OTpaxeHo npegHasHavyeHue py-
KOBOACTB AN o6ecneyeHus 6es3onacHoii paboTbl BO BCeX pexmumax yHkumoHnposaHua COO.

AOT_MSU.2.5E OueHWmK AOKEH NPOBOANTbL He3aBUCUMOe TeCcTMpoBaHWe ANA onpepeneHnss 060CHOBAHHOM
cnoco6HOCTU agMuMHUCTpaTopa UAKM Nofb3oBaTens, 03HAKOMJIEHHOTO C AOKYMeHTauuei pykoBOoACTB, ONpefesnfaTb, KOH-
urypupoBaH num n yHkumoHmpyeT nu COO 6e3o0nacHbIM 06pa3om.

C.8.3 AHanus ysazsumocteit (AOV_VLA)

C.8.3.1 Uenun

AHann3oM ysi3BUMOCTell ABNAETCA OLeHKa TOro, CMoCOGHbI NN YA3BUMOCTM, BbiSIB/IEHHbIE BO BPEMS OLLeHKU CTPYK-
Typbl U npeAnonaraemoro pyHkumonmposaHna COO nnu gpyrumun metogamu (Hanpumep runotesa fed ekToB) B TeyeHne
XW3HEHHOro LWkna aBTOMaTU3MPOBAHHON cucTeMbl, MewaTb ®PBC UANM N3MEHSATb UX. NN co3faBaTb NOMEXU CaHKLMO-
HUPOBaHHLIM BO3MOXHOCTAM APYrUx nonb3oBaTeneil.

C.8.3.2 3ameyaHna No NPUMEHEHWNIO

AHanus yassumocTeli npoBoaMTCcA pas3paboTYNKOM/MHTErpaTopom C Lenbl onpefeneHus Hanuuus ysa3Bumoc-
Teli 6e3onacHOCTU, ¥ NpPU aHanuse AO/KHO YYUTbIBaTbCA COAEpPXMMOe KoMnnekTywwux ysnos COO. Pacnonoxexue
NOEHTUPULNPOBAHHBLIX YA3BUMOCTEN [OMKHO AOKYMEHTUPOBATLCA C TEM. 4YTOObI OLEHLW MK MOT BOCMNOMb30BATbCA 3TOM
UHopMmayveid Npu He3aBUCUMOM TeCTUPOBAHUM HA MPOHUKHOBEHWE W/WNKU NPOBEAEHWN aHanu3a ys3BUMOCTEN.

AHanus yaseumocTeli npegHasHayeH NS NOATBEPXAEHWNA TOTO, YTO BblIIBIEHHblIe YA3BUMOCTM 6e30nacHOCTU He
MOryT 6bITb MCNONb30BaHbl B npegnonaraemMoit cpege COO. n. yTo COO HEBOCNPUUMUNB K OYEBUAHbLIM aTakam Ha
NPOHUKHOBEHMUE.

OueBUAHLIMWN YSA3BUMOCTAMU ABASAKTCA YA3BUMOCTU OTKPbITbie ANA NPUMeEHeHUs, Tpebyllero MMHUManbHoro
3HaHnsa COO, ero cBsi3aHHbIX U He CBA3aHHbIX C T KOMNOHEHTAMW, U MUHUMA/IbHbIX TEXHUYECKNX HABbIKOB, MacTepcTBa
1 pecypcoB. Ix Hannyme MOXHO NPeAnonoXnTb U3 onucaHusa uHTepdeiico P6C. OUeBUAHLIMU YA3BUMOCTAMMN ABMAOT-
CA Takxe Haxopsauweics B o6Wef0CTYyNHOM AOMeHe 6e30nacHOCTU, NOAPOGHOCTN KOTOPbLIX AO/KHbLI 6blTb M3BECTHbI
paspaboTuuky/MHTErpaToOpy WAKU opraHu3aynn nNonb3osaTens UAM JOCTYMNHbl U3 OpraHa OUeHKW.

[na cuctematnyeckoro noucka ysasBumocTeil TpebyeTca CTPpyKTypupoBaHHas n nosTopsemas pabota paspaboT-
4yuka/mHTerpatopa B NMPOTUBOMNOMIOXHOCTb BbISAB/EHUIO YA3BUMOCTEN 6e3CTPYKTYPHbIM (MPOU3BO/IbHBIM) METOAOM.

OCHOBHbIM Ha3HaYeHWeM He3aBUCHMOrO aHanusa ysi3BUMOCTEN OLEHLIMKOM U CBA3AHHOTO C HUM TecTUpOBaHuS
Ha NPOHUKHOBEHWE sABNAeTcs conpotuBnsemocte COO aTtakam Ha NPOHUKHOBEHMWE, OCYLLeCTBAISEMbIM Hapylutenem,
nMeWwmum Hu3kuii (AOV_VLA.2). cpepHuii (AOV_VLA.3) unu Bbicoknii (AOV_VLA.4) noTeHuman atakn. OUeHLWnKA0MKEH
npeanonoXnTb PoNb HapywuTensa ¢ HU3KUM, CPeAHUM WUAW BbICOKMM (cooTBeTcTBEHHO AOV_VLA.2. AOV_VLA.3 nan
AOVJIVLA.4) noTeHumanamu ataku. Vicnonb3oBaHne ysa3BUMOCTEN aBTOMAaTU3UPOBAHHOW CMCTEMbl TakMm HapywuTte-
nem [O/KHO paccmMaTpuBaThbCA OLEHLWMUKOM KakK «04eBUAHble aTakn NPOHUKHOBEHMUSA» (MO OTHOLWEHWID K 3/IeMeHTaM
AOV_VLA.*.2C) B KOHTeKCTe KOMNOHeHToB 0TAOV_VLA.2 o AOV_VLA.4.

C.8.3.3 PaHxunpoBaHne KOMMNOHEHTOB

[laHHO€e CeMeNCcTBO COCTOUT M3 YeTbipeX KOMMOHEHTOB. DTN KOMMOHEHTLI pacnpeaensTcs Ha OCHOBE NOATBEPX-
AeHnsa aHanusa paspaboTunKOM"MHTErpaTopoM U rNy6UHLI HEe3aBUCUMMOro aHanusa.

C.8.3.4AHann3 ya3BumMocCTei pa3paboTinkomM_MNHTErpaTtopom

3aBUCUMOCTH:

ASDJFS.1 ®yHKkyMoHanbHasa cneyndukauns nHTepdeicos;

ASD_SSD.1 TpoeKkT noAcUCTeM;

ASD_CON.1 KoHuenuus 6e30nacHOCTW (MYHKLUOHWPOBAHUS;

AOD_ADM.1 PykoBOACTBO afMUHUCTPATOPA;

AOD_USR.1 PykoBOACTBO Mo/sib30BaTeNS.

C.8.3.4.1 Uenn

AHanu3 ya3BMMocTeil npoBoAnTCS pa3paboTYUKOM/UHTErpaTopoM A/ BbISIBIEHUA HaNU4YUA OYEBUAHbIX YA3BU-
MocTell ¥ NMoATBEPXAEHWS HEBO3MOXHOCTU MX UCNONb30BaHWA B npegnonaraemoit cpege COO.

C.8.3.4.2 3ameyaHnsa Mo NPUMEHEHUIO

OUeHLW MK JO/KEH YYNTbiBaTb BO3MOXHOCTbL NPOBEAEHUS AONOMHUTENbHbIX TECTOB NOTEHUMANbHO UCNOMb3ye-
MbIX YSI3BUMOCTE, BbISSB/IEHHbIX B XOf€ APYTUX 3TAN0B OLEHKHA.

C.8.3.4.3 OnemeHThbl feiicTBuii paspaboTumnka/uHrerpatopa

AOV_VLA.1.1D Pa3paboTunk/MHTErpaTop 40/XEH NPOBOAUTL N OKYMEHTMPOBATb aHann3 KOMNAEKTYIOLWNX Y3N10B
COO gna novucka 04eBUAHbLIX NyTeil, KOTOPbIMY NOMb30BATENb MOXET HapyLWUTb (hYHKLUN ob6ecnevyeHns 6e30nacHoOCTU.

AOV_VLA.1.2D Pa3paboTunto’nHTerpatop A0/HKeH OKYMEHTUPOBAThL PacnosioXXeHne oYeBUAHbIX YS3BUMOCTEN.

C.8.3.4.4 3nemeHThl coAepxaHus 1 NpeAcTaBieHNs CBUAETeNbCTB

AOV_VLA.1.1C B goKyMeHTaLun No BCEM BbISIBIEHHbIM YAA3BUMOCTSIM [LOJ/I)XHO ObiTb YKa3aHO O HEBO3MOXHOCTHU
MCMoNb30BaHUA yA3BUMOCTU B npegnonaraemoii cpege COO.

C.8.3.4.5 9nemMeHTbl AeNCTBNIA OueHL KA

AOV_VLA.1.1E OueHLW K JO/IKEeH NoOATBEPXAaTb COOTBETCTBUE NPeACTaBNEHHO HPopMaunu Bcem Tpeb6oBaHm-
AM K COAEPXaHU N npeacTaBNeHNo CBUAETENbCTB.
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AOV_VLA.1.2E OueHW K AO/IXEH NPOBOANUTL TeCcTUpPOBaAHWE Ha TMNPOHUKHOBEHWE, TMNOCTPOEHHOEe Ha aHanuse
yA3BMMOCTEN, NpoBefeHHOM pa3paboTunkomM/MHTErpaTopomM, ANA o6ecnevyeHns BbISIBIEHUA OYEBUAHbLIX YA3BUMOCTEN.

C.8.3.5A0V_VLA.2 He3aB1UCUMDbIA aHaNnN3 YyA3BUMOCTEN

fABnaetcsa nepapxunyeckum gna: AOV_VLA.1 AHanus ysa3BuMOCTell, NpoBefeHHbli pa3paboTyuKoM/MHTErpaToOpPOM.

3aBMCUMOCTH:

ASD_IFS.1 ®dyHKuMoHanbHasa cneundukauns nHtepdeiicos;

ASD_SS0.1 lNpoeKT nogcuctem;

ASDJMP1 lMNpepactaBnenne peanusayuu;

ASD_CON.1 KoHuenuusa 6e3onacHoOCTU (PYHKLUOHUPOBAHWUS;

AOO_ADM.1 PykoBOACTBO agMMUHMCTpaTopa;

AOD_USR.1 PykoBOACTBO nosib3oBaTens.

C.8.3.5.1 Lenu

AHanuns ya3sumocTei npoBoanTCca pa3paboTynKoM/MHTErpaTopoM AN YCTAHOBAEHUA HANNYNSA OYEBUAHbIX YA3BU-
MocCTell N NoATBEPXAEHUS HEBO3MOXHOCTM UX WCNONb30BaHUA B npegnonaraemoii cpege COO.

OueHWUK NPOBOANT HE3aBUCMMOE TeCTUpOBaHWE Ha NPOHWKHOBEHMWE, CONPOBOXAAaeMOe He3aBUCUMbIM aHanu-
30M YA3BMMOCTEN OLUeHLWuMKa, C Lenb onpegeneHnsa conpotusnsemoctn COO atakaM Ha NMPOHUKHOBEHWE, OCYLLEeCTB-
NAeMbIM HapylwuTeneMm C HU3KUM MOTEHLMaNOM aTaku.

C.8.3.5.2 9nemeHTbl AelicTBUil paspaboTumka/mHTerpaTopa

AOV_VLA.2.1D Pa3paboTunk/mHTErpaTop A0/HKEH NPOBOAUTbL N AOKYMEHTUPOBATbL aHann3 KOMNAEKTYOLWNX Y3108
COO gna noucka 04eBUAHbLIX MyTeil, KOTOPbIMK NOMb30BATENb MOXET HapPYLWUTb (hYHKLUUN ob6ecnevyeHns 6e30nacHOCTU.

AOV_VLA.2.2D Pa3paboTunk/mHTerpatop 40XEH AOKYMEHTUPOBATbL PaCNo/iOXeHNe OYeBUAHbIX YS3BUMOCTEN.

C.8.3.5.3 3nemeHTbl cogepxaHus n npeacTaBieHUs CBUAETENbCTB

AOV_VLA.2.1C B pfoKyMeHTaLUW N0 BCEM BbISAB/IEHHbIM YSI3BUMOCTAM AO/IXXHO 6GbiTb yKa3aHO O HEBO3MOXHOCTHU
MCMNoNb30BaHUA YA3BMUMOCTU B npegnonaraemoit cpege COO.

AOV_VLA.2.2C.B gokymeHTaunm gomkHo 6bITb 060cHOBaHMe conpoTuBasemoctn COO co BCeMUu BbISIBAEHHbIMY
YA3BUMOCTSAMU OYEBUAHbIM aTakaM Ha NPOHWUKHOBEHME.

C.8.3.5.4 3nemeHTbl felicTBUIA OueHLLIMKa

AOV_VLA.2.1E OueHWnK fOMXEH NOATBEPAUTL COOTBETCTBUE NpefCcTaBNeHHON nHdopmaynun Bcem TpeboBaHu-
AM K COAepXaHuio N npeacTaBieHno CBUAETENbCTB.

AOV_VLA.2.2E OueHLWUK AO/DKEH NPOBECTN TeCTUPOBaHMe Ha NMPOHUKHOBEHWEe, NOCTPOEHHOe Ha aHannie ya3Bu-
MOCTell. npoBefeHHOM pa3paboTynkoM/MHTErpaTopom. A4Na obecnevyeHUs ykasaHWsA BbIABNEHHbIX YS3BUMOCTEN.

AOV_VLA.2.3E OUuEeHLWNK JO0/KEH NPOBECTN HE3aBUCUMbI aHanu3 ys3BUMOCTEN.

AOV_VLA.2.4E OueHWMK AO/IKEH NPOBECTU He3aBUCUMOE TeCTUpOoBaHWe Ha MPOHWKHOBEHWE, OCHOBAHHOE Ha
HEe3aBUCMMOM aHanuse ya3BUMOCTel, ANs onpefeneHuss BO3MOXHOCTW WCNOMb30BAHNSA AOMNOSHUTENbHO BbIABMEHHbIX
ya3BuMocCTell B npeanonaraemolii cpege.

AOV_VLA 2.5E OueHwuK gonxeH onpegensatb conpotusnsemocts COO atakam Ha NMPOHUWKHOBEHWE, OCyLLecTB-
NAeMbIM HapylwuTeneMm C HU3KUM MOTEHLMaNOM aTaku.

C.8.3.6 AOT_VLA.3CpepfHAss CONPOTUBASAEMOCTb

fABnaetca nepapxuyeckum ans: AOV_VLA.2 He3zaBuUCUMbI aHann3 ysa3BMMOCTeNR.

3aBucuMocTu:

ASDJFS.1 ®yHKunoHanbHasa cneundukaums nHtepdeincos;

ASD_SSO0.1 lpoekT nogcucrem;

ASDJMP.1 Mpepctasnexnne peanunsayuu;

ASD_CON.1 KoHuenuua 6e3onacHocT PyHKLUOHUPOBAHUS;

AOD_ADM.1 PykoBOACTBO afMUHUCTpPATOpPA;

AOD_USR.1 PykoBOACTBO Mnojib3oBaTens.

C.8.3.6.1 Llenu

AHanus ya3sumMocTeil npoBoanTca pa3paboTunKOM/MHTErpaTopoM A58 YCTAHOBMEHUA HANUYNSA OYEBUAHbBIX YA3BU-
MOCTEN 1 NoATBEPXAEHNA HEeBO3MOXHOCTM WX WCNONb30BAHWA B npegnonaraemoii cpege COO.

OueHLW K NPOBOANT He3aBUCMMOE TECTUPOBAHUE HA NMPOHWKHOBEHMWE, COMPOBOXAAeMOe He3aBWCUMbIM aHanu-
30M ysi3BUMOCTel oueHlWuka, ¢ Lenbio onpegeneHns conpotuensemoctn COO atakam Ha NMPOHUKHOBEHWE, OCYLLeCcTB-
NnAeMblM HapylwuTenem Co CpeAHUM NOTeHUManoM aTaku.

C.8.3.6.2 2neMeHTbl AeicTBuii paspaboTumnka/mHTerpaTopa

AOV_VLA.3.1D Pa3paboTunk/mHTerpatop f0/KeH NPpOBOAUTbL N OKYMEHTMPOBATbL aHaNn3 KOMNIEKTYOLWNX Y3108
COO ana noucka o4eBUAHbIX MyTeld, KOTOPbIMW NOMb30BaTENb MOXET HapyWnTb PyHKUUN 06GecneyeHnss 6e30MacHOCTH.

AOV_VLA.3.2D Pa3paboTumk/mHTerpatop fO/IKEH JOKYMEHTUPOBATbL PACMNOIOXEHNE OYEBUAHbLIX YSA3BUMOCTEN.

C.8.3.6.3 DnemeHThl cofepxaHus n npeacTaBieHns CBUAETENLCTB

AOV_VLA.3.1C B gOKYMeHTaLUN NO BCEM BbIAB/IEHHbIM YSAI3BUMOCTAM A0/IXKHO 6GblTb YyKa3aHO O HEBO3MOXHOCTHU
MCMNoMb30BaHNA YSI3BUMOCTU B npegnonaraemoit cpege COO.

AOV_VLA.3.2C.B foKyMeHTaLun AOMNXHO 6bITb 060CHOBaHMe conpoTuBnsemoctu COO co BCEMU BbIABIEHHbIMYU
YyS3BUMOCTAMM OYEBUAHbIM aTtakaM Ha MPOHWKHOBEHME.

AOV_VLA.3.3C B cBugeTtenbcTBe A0/KHA 6biTb OTPaXeHa CUCTEeMAaTUYHOCTb Nonucka ys3BMMOCTEN.

109



FOCT P NICO/M3IK TO 19791 — 2008

C-8.3.6.4 3nemeHTbl AeNCTBUIA OUeHLLMKa

AOV_VLA.3.1E OueHLWUK JONXEH NOATBEPANTL COOTBETCTBME NpeAcTaB/eHHON MHpopmauum Bcem Tpe6oBaHuW-
AM K COlepXaHuio 1 npejcTaB/ieHN0 CBUETENbCTB.

AOV_VLA.3.2E OueHLMK J0/IXEH NPOBECTN TECTUPOBAHNE HA MPOHUKHOBEHME, NOCTPOEHHOE Ha aHa/in3e ys3Bu-
MOCTell. NpoBeleHHOM pa3paboTUMKOM/MHTErpaTopoM, Ans o6ecneyeHns ykasaHUsA BbiAB/IEHHbIX YA3BUMOCTEN.

AOV_VLA.3.3E OueHLW UK AO/KEH NPOBECTU HE3ABUCUMbI aHanu3 ys3BMMOCTE.

AOV_VLA.3.4E OueHW K AO/IKEH NPOBECTN He3aBWCUMOE TeCTUpOBaHWE HAa MPOHUKHOBEHWE, OCHOBaHHOE Ha
He3aBMCMMOM aHanuse ya3BUMOCTel, ANS onpeAeseHns BO3MOXHOCTU MCMNOMb30BAHWNA [OMNOSHUTENbHO BbISIBIEHHbIX
yA3BUMOCTElW B npejnonaraemoi cpepe.

AOV_VLA 3.5E OueHlmnK go/mKeH onpefensaTte conpotusnsaemocts COO aTtakaM Ha NMPOHUKHOBEHMWE, OCYLLeCTB-
NAEMbIM HapylwuTeneMm co CpeHUM MOTEHLMan oM ataku.

C.8.3.7A0T_VLA.4 BbicOKasi CONPOTMBASAEMOCTb

Asnaetca nepapxmyeckum gna: AOV_VLA.3 CpefHAa cONpoTUBNSAEMOCTb.

3aBuUCMMOCTH:

ASDJFS.1 ®yHKuMoHanbHaa cneyndukaums nHtepdeincos:

ASD_SSD.1 lMpoekT noacuctem;

ASDJMP.1 MpepctaBneHne peanusauunu,

ASD_CON.1 KoHuenuus 6e30nacHOCTU (DYyHKLMOHWPOBAHWUS;

AOD_ADM.1 PykoBOACTBO agMuUHUCTparopa:

AODJJSR.1 PykoBOACTBO MoJib30BaTens.

C.8.3T7.1 Uenun

AHanus ysassuMmocTeil npoBoANTCA pa3paboTyMKOM/MHTErpaTtopomM 418 YCTAHOBMIEHUS HANNUYNS OYEBUAHbIX YSA3BU-
MOCTell U NoATBEPXAEHNA HEBO3MOXHOCTWN UX UCNONb30BaHWA B npegnonaraemoii cpege COO.

OueHLW K NPOBOANT He3aBUCMMOE TeCTUpOBaHWEe Ha NPOHUKHOBEHME, CONPOBOXAAaeMOe He3aBUCUMbIM aHanu-
30M YyA3BMMOCTEl OUEHLWKKa, C Lenbio onpejeneHnsa conpotusnaemoctn COO atakam Ha NPOHUKHOBEHWE, OCYLLeCTB-
NieMbIM HapylwuTenem C BbICOKMM NOTEHLWaNoM aTaku.

C.8.3.7.2 3nemeHTbl geicTBuii paspaboTunkalnHTerpatopa

AOV_VLA.4.1D Pa3paboTunk/mHTerpaTtop A0MXeH NPOBOAUTbL N JOKYMEHTUPOBATbL aHaNN3 KOMNIEKTYOLNX Y3/10B
COO ana noucka O4eBU/HbLIX NyTEW, KOTOPLIMU NOIb30BaTENb MOXET HapywWnTbh PyHKUUKN ob6ecneyeHns 6e30MacHOCTH.

AOV_VLA.4.2D PaspaboTunk/MHTErpaTop A0/XEH AOKYMEHTUPOBATb PacnosioXeHne O4eBUHbIX YSI3BUMOCTEN.

C.8.3.7.3 DneMeHTbl coAepXxaHusa v npeacTtaB/ieHNns CBUAETENbCTB

AOV_VLA.4.1C B pokyMeHTaLuWu NO BCEM BbISIBIEHHbIM YA3BUMOCTAM AO/IKHO 6blTb YKA3aHO O HEBO3MOXHOCTU
1Mcnonb3oBaHuA ya3BMMOCTU B npegnonaraemoli cpege COO.

AOV VLA.4.2C.B foKyMeHTaLun fONXHO 6biTb 060CHOBaHMe conpoTtusnsemoctn COO co BCeMU BbISIBIEHHbIMU
YA3BUMOCTAMMN OYEBU/HbIM aTakam Ha NPOHWKHOBEHME.

AOV_VLA.4.3C B cBugetTenbcTBe Ao/IXHa 6GbITb OTpaXeHa CMCTEMATUYHOCTb NOUCKA YA3BUMOCTEN.

AOV_VLA.4.4C B goKkymeHTaLun aHanmsa A0MXHO coAepxaTbca 060CHOBaHWE NOMHOMO oxBaTa aHanM3oM Komn-
nektywouwunxysnos COO.

C.8.3.7.4 9nemeHTbl AeACTBUI oueHLmnKa

AOV_VLA.4.1.E OueHWumK fONMKEH NOATBEPAUTL COOTBETCTBME NpeACTaBNEHHON UHopmaunn BceMm TpeboBaHuU-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETeNbCTB.

AOV_VLA.4.2E OUuUEeHL MK J0/IXEH NMPOBECTU TeCTUPOBaHWE HA NMPOHUKHOBEHME, NOCTPOEHHOE Ha aHanu3e ysi3Bu-
MoCTell. NpoBeJleHHOM pa3paboTyUMKOM/MHTErpaTopoM. ANA ob6ecneyeHUs ykasaHUs BblABNEHHbIX YA3BUMOCTE.

AOV_VLA.4.3E OueHLWUK AO/KEH NPOBECTU HE3ABUCUMbI aHanu3 ys3BMMOCTE.

AOV_VLA.4.4E OueHWW K AO/IKEH NPOBECTN He3aBWCUMOe TeCTUpOBaHWEe Ha NMPOHUKHOBEHWE, OCHOBaHHOE Ha
He3aBUCUMOM aHanuse ya3BUMOCTel, ANS onpefeseHns BO3MOXHOCTU MCMNOMb30BAHWNA [OMNOMAHUTENbHO BbISIBAEHHbIX
ysA3BMMOCTell B npejnonaraemoii cpepge.

AOV_VLA.4.5E OueHLW K JO/MKEH onpeAenaTb conpotusnsemocts COO atakam Ha NMPOHUKHOBEHWE, OCYLLeCcTB-
NSieMblM HapywuTenem C BbICOKUM NOTEHUMANOM aTaku.

C.9Knacc AOL: nogaepxKa XW3HEHHOrO LuK/a aBTOMaTU3NpOBaHHbIX CUCTEM

C.9.1 BeepgeHue

Llenbio nogAepX kM XU3HEHHOro LMK1a aBTOMaTU3MPOBAHHONR CUCTEMbI ABASAETCSA onpejeneHne ajekBaTHOCTU
npoueAyp, UCNONb30BaHHbLIX BO BPEMS WHTErpauuu u akcnayaTauMOHHbIX XW3HEHHbIX LWKI0B aBTOMaTU3NPOBAHHOW
cucTtembl. 3T npoueaypbl BkAOYalT B ceba mepbl ob6ecneyeHns 6e30nacHoOCTU, NpUMeHABLWIKECA B xofe pa3paboTku
aBTOMaTW3NPOBAHHOW cCUCTeMbl (T.e. MHTerpauumn), MoAesib XW3HEHHOrO LWKna, NPUMEHSBLLYIOCA WHTErpatopoMm, WU WH-
CTpyMeHTaslbHble CpeAcTBa, NMPUMEHABWMNECS WHTErpaTopoM Ha NPOTSXEHUU XU3HEHHOro LuWkna aBTOMaTU3UPOBAH-
HOW cncTemsbl.

C.9.2 OnpepeneHne mep obecnevyeHnss 6e3onacHoCTU aBToMaTu3MpoBaHHoOM cuctembl (AOL_DVS)

C.9.2.1 Uenn

[laHHoe cemeiicTBO o6ecneynBaeT Mepbl obecnevyeHns 6e30NacHOCTM BO BpeMsi pa3paboTkum aBTOMaTU3NPOBaH-
HOW cucTembl. Mpn ONbITHO-KOHCTPYKTOPCKNX paboTax AO/HKHbl CO6M0A4aTbCSA KOH(MMAEHUMANBHOCTb U LLeNI0CTHOCTb
maTepuanos, 3a4eiCcTBOBaHHbIX A4N1A pa3paboTku.
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C.9.2.2 PaHXupoBaHne KOMMNOHEHTOB

[laHHOe ceMeiCcTBO COCTOUT M3 ABYX KOMMNOHEHTOB. DTN KOMMOHEHTblI pacnpefensoTcad Ha OCHOBE NoATBepXAe-
HUSA onucaHua B AOKYMeHTauun 1 NPOBEPOK B aBTOMATU3MPOBAHHOW cucTeme.

C.9.2.3 A0OL_DVS.1 OnpepeneHve mep o6ecneyeHuns 6esonacHocTun

3aBMCUMOCTW: 3aBUCMMOCTMN OTCYTCTBYIOT.

C.9.2.3.1 3nemeHTbl AelicTBUil paspaboTuuka/mHrerparopa

AOL_DVS.1.1D Pas3paboTunio'mHTerpaTtop A0/DKeH co3paBaTb JOKYyMeHTauuio no 6e3onacHocTu pa3paboTku.

C.9.2.3.2 3nemMeHTbl cofepxaHusa n npefcraB/ieHUs CBUAETENbCTB

AOL_DVS.1.1C B gokymeHTauuu no 6e3onacHocTu pa3paboTku J0MKHbI 6GbiTb M3N0XEHbl BCe husnyeckne, npo-
LueaypHble. OTHOCSALWMECS K NepcoHany, u apyrne mepbl o6ecnevyeHnss 6€30NacHOCTU, HEOGXOAMMbIE ANA 3aLWUTbI KOHD K-
AEeHUNanbHOCTU. ayTEHTUYHOCTU, HALEXHOCTU N LeNIOCTHOCTW npoekTa u peanusauun COO B ero cpege pas3paboTku u
MHTerpauyuu.

AOL_DVS.1.2C [JokymeHTauus no 6e3onacHocTu pa3paboTku AO/KHA NpeaocTaBnsiTb AoKa3aTeNbCTBO CO6/0-
AeHuns 3Tux mMep o6ecneveHnss 6esonacHoCTU BO BpeMsi pa3paboTku n o6cnyxusaHua COO.

C.9.2.3.3 3nemMeHTbl AelCTBUIA oueHLInKa

AOL_DVS.1.1E OueHWmK 4ONXEH NOATBEPAUTL COOTBETCTBUE NpeACTaBNEHHOl nHdopmaynun Bcem TpeboBaHu-
AM K COAepXaHuio 1 npeacTaBieHno CBUAETENbCTB.

C.9.2.4A0L_DVS.2 NpoBepka mep o6ecneuyeHnsa 6esonacHocTu

fABnaetca nepapxuyeckum ana: AOL_DVS.1 OnpegeneHune mep obecneyeHns 6e30nacHoCTH.

3aBUCMMOCTU: 3aBUCUMOCTY OTCYTCTBYHOT.

C.9.2.4.1 3nemeHTbl AelicTBuii paspaboTumkaluHterpatopa

AOL_DVS.2.1 D Pa3spa6orumk/uHrerpatop AO/XeH co3faBaTb AOKYMeHTaLuo no 6e30macHoCT pa3paboTku.

C.9.2.4.2 3neMeHTbl cogepxaHna n npeacrtaBneHns CBULETENLCTB

AOL_DVS.2.1C B gokymeHTauun no 6es3onacHocT pa3paboTku JO/KHbI 6biTb U3/T0XKEHbLI BCE hu3nyeckue, npo-
LefypHble. OTHOCALWMECS K NepcoHany v gpyrne mepbl o6ecnevyenns 6e30nacHoOCTU, Heo6XxoAUMbIe A4NA 3aWNTbl KOHD K-
OEHUMaNnbHOCTU. ayTEeHTUYHOCTH, HALEXHOCTU M LeNoCTHOCTU npoekTa u peannsauun COO B ero cpege pas3paboTku u
MHTerpayuu.

AOL_DVS.2.2C [okymeHTauus no 6e3onacHocTu pa3paboTku JO/IXHA NpefocTaBfsiTh f0Ka3aTenbCTBO CO6/I0-
AeHna aTux mep obecnevenns 6es3onacHocTu BO BpeMs pa3paboTku n obcnyxusanua COO.

C.9.2.4.3 OnemeHTbl geicTBuil oLeHwmKa

AOL_DVS.2.1E OueHLW K J,0MXEH NOATBEPAUTb COOTBETCTBME NpefcTaBNeHHOW nHopMmauum Bcem TpeboBaHu-
SIM K COAEPXaHU 1N NpeacTaBNeHNo CBUAETENbCTB.

AOL_DVS.2.2E OueHLW MK AO/HKEH OCYW EeCTBNATbL HE3aBUCUMYIO NMPOBEPKY MOCPeACTBOM ONPOCOB NnepcoHana,
BbIGOPKM Mep o6ecneyeHns 6e€30MacHOCTU M APYrMX METOLOB NpUMEHeHus mep obecneyeHns 6e30MacHOCTU.

C.10 Knacc ASI: 6e3onacHas yctaHoBKa (BHeApeHUe) cuctem

C.10.1 BBepgeHue

Bo Bpemsa BHefpeHUA cucTembl HEO6XOAMMO CO3AaThb CTPYKTYpPYy pykoBoAcTBa obecneyeHmem 6e30NacHOCTU, Ha-
3HaYeHWeM KOTOPOro SIBNAETCS mponaraHgupoBaHWe U pacnpocTpaHeHWe NOoNAMTUKM 6e30nacHOCTM B OpraHu3auuu.
PyKoBOACTBO J0/1XKHO cnocob6cTBOBaTL 6€30NacHOCTU U NoAAepXuBaTb ee NOCPeACTBOM aKTUBHOrO y4yacTus BO BHefjpe-
HUM 6e3onacHocTV B opraHusauuu. [leiicTBua pykoBoACTBa BkA4awT B ceb6s nogpo6Hoe nsnoxeHune ueneii 6esonac-
HOCTW. COOTBETCTBYOLWMNX TpeboBaHNAM 6€30NacHOCTWN, U UHTErpupoBaHbl B COOTBETCTBYOWMNE GU3Hec-NpoLecchl. ITn
nelicTBUA BKNYalT B ce6a hopmynnpoBaHue, aHanms3 n yTBepxaeHne nonuTukn 6esonacHocTn, obecneyeHne 4eTKoi
1 IBHOW NoAAEpXKW PyKOBOACTBA, a Takxe npegocTaB/ieHue NporpamMm no o6yyeHuto n o6ecneyeHnio 0CBeLOMIEHHO-
CTU B NOAAEPXKY MONUTUKM 6e30nacHOCTK opraHusauunn. PyKoBOACTBO Takke HasHayaeT MeHejxepa B KayecTBe ynon-
HOMOYEHHOro no 6e30nNacHOCTK opraHu3auuu.

Heob6xoanmo Takxe noaTBepxAaTb afekBaTHOCTb npouenyp KOH(UIypupoBaHWA aBTOMaTU3MPOBAHHONW cucTe-
Mbl KaK Npu yCTaHOBKe, TaK U NP KOHTPONIbHOM 3anycke.

C.10.2 OcBepgomMneHHocTb (ASI_AWA)

C.10.2.1 Uenn

B COOTBETCTBUM C AaHHbIM CeEMeliCTBOM OT pykoBoAcTBa TpebyeTcs ob6GecneyeHue ob6yyeHWs nepcoHana ero
ponsm u o6A3aHHOCTAM B o6nactu obecnevyeHusa 6Ge3onacHOCTM B Npoluecce CcBoell [AenoBoii AeATeNbHOCTU B
opraHusayuu.

C.10.2.2 PaHxXupoBaH/e KOMNOHEHTOB

[laHHOe ceMeicTBO COCTOUT M3 ABYX KOMMNOHEHTOB. OTW KOMMOHEHTbI pacnpefenstoTcad Ha OCHOBe NOATBepXAe-
HWA onNucaHWA B [OKYMEHTaLuu 1 NpoBepoK B aBTOMaTU3NPOBAHHON cucTeme.

C.10.2.3 ASI_AWA.1 O6yyeHune c L,eNblo NOBbIWEHNA OCBEAOMIEHHOCTH

3aBNCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.10.2.3.1 3nemMeHTbl AeiicTBNIA pykoBoACTBA

ASI_AWA.1,1M PyKoBO/ACTBO [O/I)XHO NPOBOAUTL 06Y4YeHNe C LeNbio NOBbIWEHUSA 0CBEAOMIEHHOCTN C hopManb-
HbIM BBOAHbIM KypCOM, npefHa3HaYeHHbIM A9 03HAKOM/IEHUA CO BCEMU OPraHW3aunMoHbIMU MepamMun 6e30MacHoCTU ©
oXunjaeMbiMU OT HUX pe3ynbTaTamu, NpeaocTaBifAs NepcoHany AOCTYyN K akTuBamM aBTOMaTU3UMPOBAHHON CUCTEMbl [0
nepuopa obyvyeHns BO BPeMS WAN NEPUOSUYECKN.
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C.10.2.3.2 21eMeHTbl cofepXaHus u npencraB/ieHNa CBULETENLCTB

ASI_AWA.1.1C O6y4yeHue Cc Lenbio NOBbIWEHNA OCBEAOMIEHHOCTU [O/IKHO perncTpupoBaTbCs.

ASI_AWA.1.2C 3anucu go/xHbl cogepxaTb faTy U BpeMsi, nepcoHan ¢ npaBoM JocTyna, oby4yaemblii nepcoHan,
cofjepxaHue n pesynbtaTbl 06yYeHUs.

C.10.2.3.3 OneMeHTbl felicTBUli oueHLwmka

ASI_AWA.1,1E OueHLWK JO/KEH NOATBEPAUTL COOTBETCTBME NPeACTaBEHHO| NHhopmaLum Bcem TpeboBaHUAM
K cogepxaHuio n npeacTaBfeHno CBUAETENLCTB.

C.10.2.4 ASI_AWA.2 MpoBepka 06y4eHNs C L,e/Ibl0o NOBbIWEHNA OCBEAOM/IEHHOCTH

AsnsieTcs nepapxuyeckum ana: ASI_AWA.1 O6yyeHne € Lenblo NOBbILEHUA OCBELOMMIEHHOCTH.

3aBNCUMOCTU: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.10.2.4.1 SnemeHTbl AelicTBUIA pyKoBOACTBA

ASI_AWA.1,1M PyKoBOACTBO O/I)XHO NPOBOANTbL 06yYeHUe C LLeNblo NOBbIWEHNA 0CBeOM/IEHHOCTU C hopmarb-
HbIM BBOAHbIM KypCOM, MnpeAHa3HauYeHHbIM AN 03HAKOMJ/IEHWS CO BCEMMW OpraHuW3aunMoHbIMW Mepamun 6e30nacHoOCTn
N 0XMAaeMbIMWU OT HUX pe3ynbTaTamMmu, NpejocTaBAAsi NepcoHany [OCTyn K axTuBaM aBTOMAaTU3MPOBaHHOW CUCTEMbI
[0 nepuopa obyyeHMa BO BPEMA UAN NEPUOSUYECKU.

C.10.2.4.2 3neMeHTbl COfEpPXaHUA n nNpeAcTaBleHUs CBUAETENbCTB

ASI_AWA.2.1C O6yyeHune C LeNbio NoBbIWEHNS OCBEAOMNEHHOCTN AOXHO LOKYMEHTUPOBATLCS.

ASI_AWA.2.2C 3anncu [oxHbl cogepxaTb 4aTty U Bpems, NepcoHasn ¢ npaBoM gocTyna, o6y4yaeMmblii nepcoHan,
cogepxaHue n pesynbTaTbl 06yyYeHUs.

C.10.2.4.3 DneMeHTbl AelicTBUIA oueHLWMKa

ASI_AWA.1.1E OueHLW K 4ONXKEH NOATBEPANTL COOTBETCTBME NPEACTABNEHHOV UHhopMaL MM BCEM Tpe6GOBaHUAM
K coAgepxXaHuio n npeacTaBfeHnio CBUAETENbCTB.

ASI_AWA.2.2E OueHL K O/DKEH OCYLLeCTB/AATb HE3ABUCUMYIO NPOBEPKY NOCPEACTBOM NpPOBeAEeHUs onpoca nep-
coHana. BbIGOPOYHOI NPOBEPKN NPOXOXAEHUA KYPCOB NOBbIWEHUSA KBaNUMUKauum n pyrux MeToA0B NPOBEPKN pPe3yb-
TaTUBHOCTW NPOBEAEHUA NOATOTOBKM MO NOBbILWEHUID KOMMNETEHTHOCTM NepcoHana.

C.10.3 loBepeHune (ASI_CMM)

C.10.3.1 Uenn

[laHHoe cemelicTBO TpebyeT OT pyKoBOACTBA HANIMYNA ONpeAeieHHbIX CPeACTB Nepefayn JOKYMeHTauumn pykoBosa-
cTBa No 3KcnayaTtauuu, onpegenstowyo u npegnucbisatolyyto ®65C s cOOTBETCTBYOLWEro NnepcoHana.

C.10.3.2 PaHXunpoBaHne KOMNOHEHTOB

[laHHOe ceMelicTBO COCTOUT M3 ABYX KOMMNOHEHTOB. OTU KOMMOHEHTbI pacnpeAensitoTCA Ha OCHOBE NOATBEpXAe-
HUSA onNucaHua B AOKYMeHTauun 1 NPOBEPOK B aBTOMATU3MPOBAaHHOW cucTeme.

C.10.3.3 ASI_CMM.1 UHpopmaLuusa o mepax ob6ecnedyeHnsa 6e3onacHocTu

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.10.3.3.1 OnemMeHTbl AelicTBUiA pyKoBOACTBA

ASI_CMM.1.1M PykoBOACTBO O/XHO nepegasaTb Bce PBC Bcemy nepcoHany, uMeweMmy OTHOWEHNE K OpraHu-
3alUMOHHBIM MepaM 6e3onacHocTu, nepej npeaocTaBleHVEM UM AOCTyna K akTuBamM aBTOMaTW3MPOBAHHOW CUCTEMBI.

C.10.3.3.2 O51eMeHTbl cofepXaHus u npeacraB/eHna CBULETENLCTB

ASI_CMM.1.1C O6y4yeHne oCcBeJOMIEHHOCTU AOJ/IXHO LOKYMEHTMPOBATLCS.

ASI_CMM.1.2C 3anucu gonmxHbl cogepxaTb AaTy U BpeMs, nepcoHan ¢ npaBoM focTyna, oby4yaemblii nepcoHan,
cofjepxaHue n pesynbtaTbl 06y4yeHUs.

C.10.3.3.3 dnemMeHTbl felicTBUli oueHLnka

ASI_CMM.1.1E OueHLW K JO/KEH NOATBEPAUTL COOTBETCTBME NPeACTaBNeHHOW UHdopMaynn Bcem Tpe6GoBaHm-
AAM K COAA€PXaHU N npeacTaBleHntio CBUAETENbCTB.

C.10.3.4 ASI_CMM.2 Nposepka J,OCTOBEPHOCTN NH(hopmaLuum o mepax obecnevyeHns 6esonacHocTu

fsnaetca nepapxumyeckum ans: AS!_CMM.1 UHdopmauna o mepax obecnevyeHns 6e3onacHocTu

3aBUCUMOCTU: 3@aBUCUMOCTU OTCYTCTBYIOT.

C.10.3.4.3 OnemMeHTbl AelicTBUiA pyKoBOACTBA

ASI_CMM.2.1M PyKoBOZACTBO [O/DKHO NepepasaTb cCOOTBeTCTBYOWMEe PBC nepcoHany, UMeLWemMy OTHOWEHNE K
opraHu3auMoHHbLIM MepaM 6e3onacHoCTU, nepeg npefocTaBleHUEM UM AOCTyna K KOHKPETHbIM akTuBam aBTOMaTU3u-
pOBaHHOI CUCTEMBbI.

C.10.3.4.2 SnemMeHTbl cofepxXaHusa n npeAcTaB/leHUs CBUAETENbCTB

ASI_CMM.2.1C O6y4yeHne oCBEAOMMEHHOCTN AO/IKHO AOKYMEHTUPOBATbLCS.

ASI_CMM.2.2C 3anucu JonkHbl cofepxaTtb AaTy U BpeMs, nepcoHan c npaBom gocTtyna, o6yyaemblii nepcoHan,
cogepxaHue n pesynbTaTbl 06yyeHuUs.

C.10.3.4.3 OnemeHTbl AeliCTBUIA OueHLKKa

ASI_CMM.2.1E OueHLW K 4O/MKEH NOATBEPAUTL COOTBETCTBME NpeAcTaBNeHHON MHopMauum Bcem TpeboBaHu-
AM K COlepXaHuio n npefcTaB/leHN0 CBUAETENbCTB.

ASI_CMM.2.2E OueHLW K AO/MDKEH HE3ABUCMMbIM 06pa3oM NpPoBepsATb NMOCPEeACTBOM OMNPOCOB nepcoHana, Bbl-
60pKM U3 OpraHU3aunoHHbIX Mep 6e30MacHOCTU U APYrUX MeTOAO0B AOCTOBEPHOCTb Mepejayn opraHuM3auuoHHbIX Mep
6e3o0nacHoOCTK.
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C.10.4 MNMpoBepka 6e3onacHoli yctaHoBku (ASI_SIC)

C.10.4.1 Uennu

[laHHOB cemelicTBO npefocTaBnseT cpeAcTBa NPoOBepkM ycTaHoBkM M nycka COO. OcyuiecTBNeHNe YCTAHOBKM,
nycka COO u ynpaBneHue UMn. AO0/DKHbI ObiTb NPaBUIbHbBIMU N 3P PEKTUBHBIMKU B COOTBETCTBUMN C NONUTKUKON Ge3onac-
HOCTW aBTOMaTU3UPOBAHHOW CUCTEMbI.

C.10.4.2 PaHxupoBaH/e KOMNOHEHTOB

[laHHOe ceMeiCcTBO COCTONT M3 ABYX KOMMNOHEHTOB. OTU KOMMNOHEHTblI pacnpefenatloTca Ha OCHOBe NOATBepxaie-
HUA onucaHWA B AOKYMEHTaLuu 1 NpoBepoK B aBTOMAaTU3NPOBAHHON cucTeme.

C.10.4.3 ASI_SIC.1 NpoBepka 6e30nacHOn ycTaHOBKMN

3aBUCUMOCTN: 3@aBUCUMOCTN OTCYTCTBYIOT.

C.10.4.3.1 3nemMeHTbl AeiicTBNIA pykoBoACTBA

ASI_SIC.1.1M PaspaboTuuk/uHterpatop A0/KEeH [JOKYMeHTMpoBaTb nNpouesypbl 6e30nacHoil ycTaHOBKW, Heo6Xxo-
AvuMble ana ob6ecneyeHNs BO3MOXHOCTM 6e30nacHO MHCTanNAuWK, nycka U B3auMogelicCTBUA KOMMNOHEHTOB U WHTep-
theiicoB. coctaBnsawwmx COO, 0COGEHHO CBA3AaHHbLIX C yHacnefoBaHHbIMW Mepamu o6ecneyeHnsi 6€30MaCHOCTU U WH-
Tepteiicamu.

C.10.4.3.2 3nemMeHTbl coAepXaHua u npegcraBNeHUs CBULETeNbCTB

ASI_SIC.1.1C B gokymeHTauun no 6e3onacHoi ycTaHOBKe A0/XHbI n3naraTbCcs wWwarn, Heo6xoAMMble 4NS NpoBep-
K 6e3onacHoOi ycTaHOBKMW, nycka u B3aumogeictema COO B ero cpege.

C.10.4.3.3 2neMeHTbl AelCTBUII oLeHLnKa

ASI_S1C.1.1E OuEeHLW MK JOKEH NOATBEPANTL COOTBETCTBME NpefCTaBNeHHON nHopMauum BceM TpeboBaHUAaM
K cogepxaHuio n npeacTaBneHntio CBUAETENbCTB.

C.10.4.4ASI_SIC.2 Bepucukauns nposepku 6e30nacHoil ycTaHOBKM

Asnaetca nepapxuueckum gna: ASI_SIC.1 Mposepka 6e30nacHoOli yCTaHOBKK.

3aBMCUMOCTUN: 3aBUCUMOCTUN OTCYTCTBYIOT.

C.10.4.4.1 3nemeHTbl AeiicTBUIA pykoBoaCcTBA

ASI_SIC.2.1M Pa3paboTuuk /MHTETpaTOp AO/IKEH AOKYMEHTUPOBATL Npoueaypbl 6e30nacHoli ycTaHOBKU, HEOGXO-
AuMble ana o6ecneyeHs BO3MOXHOCTM 6e30nacHOi MHCTanNAuWK, nycka u B3auMoaelcTBUA KOMMNOHEHTOB U UHTEep-
heiicoB. cocTaBnsowmx COO. 0CO6EHHO CBA3AHHbIX C YHAcC/e[0oBaHHbLIMU MepaMu o6ecnevyeHns 6e30NacHOCTU W UH-
Tepceiicamm.

C.10.4.4.2 3nemeHTbl cofepxaHua n npepcrtasfeHns CBUAETENbCTB

ASI_SIC.2.1C B gokymeHTaumm no 6e3onacHoli ycTaHOBKe AO/KHbI U3naratbCs warn, Heo6xonumble 4Na NpoBep-
Kn 6e3onacHOi ycTaHOBKMW, nycka n B3aumogeiictema COO B ero cpefe.

C.10.4.4.3 dnemMeHTbl feicTBUA oueHLuKa

ASI_.SIC.2.1E OueHWwuK 4ONXEH NOATBEPAUTL COOTBETCTBME NPeACTaBNEHHON nHopMaLnumn BceM TpeboBaHNAM
K cogepxaHuio n npeacTaBNeHno CBUAETENbCTB.

ASI_.SIC.2.2E OueHLwwu K fomkeH BepuduympoBaTb, 4TO pe3ynbTaTomM npoueayp 6e3onacHolt ycTaHOBKM sABNseTcs
6e3onacHas KoHdurypauus.

C.11 Knacc ASO: Pernctpayusa n 3anucb B aBTOMaTU3NPOBaHHbIX CUCTEMAX

C.11.1 BeeaeHune

ABTOMaTU3MpPOBAHHAA cCUCTEMA [/IOXKET NOCTOAHHO HaXO0AUTLCA B Npouecce U3MeHeHWa n moaudukauun. Name-
HeHUs U mMoaudukaynym Bk YAT B ce6a 3anpocbl HA U3MEHEHWUs, NakeTbl 06GHOBMEHMUI, naTun npuknagHoro MO wu
cneynanbHbole TpeboBaHWA K MexonepabenbHOCTU W COBMECTUMOCTU, Bbi3BaHHble f06aBNEHNEM UMEKLWeroca BHYT-
pPEeHHEero WAn BHeLWHero nHTepdeiica uan ero U3MeHeHneMm.

B gaHHOM knacce cofepxartca cemeiicTBa, onpegensiolume npaBUIbHOCTb W 3 EeKTUBHOCTbL feiicTBuint ®6C
B X0fe (YHKUMOHNPOBAHUA cucTeMbl. OCHOBHbIM Ha3HayeHMeM 6e30MacHOCTU CUCTEeMbl ABAsSieTCs onpeAeneHue 6e3o-
nacHoro PyHKUMOHNPOBAHNSA aBTOMAaTU3NPOBAHHOW cUCTeMbl 6e3 HapyweHns ee NOAUTUKM 6e3onacHoCTW. [laHHbll
Knacc Takxe onpeaenseT feiicTBUS, NpeAnpuHUMaeMble B ciiyyae NosiBIeHWA cO6bITUIA, CBA3aHHbLIX C 6e30nacHoCTbIo,
a Takxe obecneymBaeT BblIMOSIHEHWE COOTBETCTBYOLWUX AEACTBUI NO OGHAPYXEHUID U perucTpauun cobbiTuii, cnoco6-
HbIX HapyWWTb NOANTUKY 6€30NacHOCTN aBTOMAaTU3MPOBAHHOW CUCTEMbI, U pearupoBaHuio Ha HUX.

CemeiicTBa faHHOro knacca onpefensT NS PYKOBOACTBA CpefACTBA MOHUTOPUHIA W NPOBEPKM OpraHu3aLnoH-
HbIX Mep 6e30nacHoCTU.

C.11.2 3anucn 06 opraHn3aunoHHbiXx Mepax 6e3onacHoctn (ASO_RCD)

C.11.2.1 Uenu

[laHHOe cemeiicTBO o6ecneunBaeT 3anucu o pyHkuMoHuposaHun ®BEC Bo Bpemsa akcnayartaymun. OpraHmsaynoH-
Hble Mepbl 6€30NacHOCTU A0/KHbI peasn3oBbiBaTbCA W OCYLWECTBAATLCA NPaBUIbHO U 3 (EKTUBHO B COOTBETCTBUMN C
nonnTUKoii 6e30nacHOCTM aBTOMaTU3NPOBAHHOW CUCTEMBbI.

C.11.2.2 PaHXnpoBaHne KOMMNOHEHTOB

[laHHOe cemelicTBO COCTOUT U3 ABYX KOMMOHEHTOB. 3TN KOMMOHEHTbl pacnpefensaloTca Ha OCHOBe NoATBepxae-
HUSA OnNucaHuA B AOKYMeHTauuWn 1 NPOBEPOK B aBTOMATU3MPOBAHHOW cucTeme.

C.11.2.3ASO_RCD.1 3anucb 0 hYHKLMOHNPOBAHNMN OPraHn3alnoHHbIX Mep 6e30nacHoCTu

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.
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C.11.2.3.1 SnemeHTbl AeiicTBUI pyKkoBOACTBa

ASO_RCD.1.M PykoBOACTBO A0/XHO perucTpupoBaTth CBUAETENbCTBA 3KCNAyaTalynm, onpefesneHHble BCeEMU opra-
HNW3aLWOHHBIMU MepamMun 6e30nacHOCTU.

C.11.2.3.2 3nemMeHTbl coAepXaHusa u npefcrtaB/eHNs CBUAETENbCTB

ASO_RCD.1.1C WHcopmayus, cBA3aHHas CO CBMAETENbCTBOM 3KCNayaTauumn, AO/HKHA PerncTpMpoBaThbCs.

ASO_RCD.1.2C B 3anucax A0MXHbl yKa3blBaTbCA gaTa U BpeMs, OTBETCTBEHHOE NNLL0, 3aAeliCTBOBAHHbIE OPraHu-
3alUMOHHble Mepbl 6e30nNacHOCTN U pesynbTaTbl MYHKLUOHUPOBAHUSA.

C.11.2.3.3 SnemMeHTbl felicTBUil oLeHLLnKa

ASO_RCD.1.1E OueHLWUK fOMKEH NOATBEPANTb COOTBETCTBUE NpeAcTaBieHHOl uHpopmaymm Bcem Tpe6GoBaHm-
AM K COAEPXaHU N npeacTaBNeHno CBUAETENbCTB.

C.11.2.4 ASO_RCD.2 NMpoBepka 3anucei akcnayataumu

fAsnaetcsa nepapxuyeckum agns: ASO_RCD.1 3anucb 0 (YHKLMOHMPOBaAHWKM OpPraHuW3aunoHHbIX Mep 6e3onac-
HOCTW.

3aBUCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.11.2.4.1 3nemMeHTbl AelCTBUIA MeHeAXMEeHTa

ASO_RCD.2.1M PyKoBOACTBO AO/XHO peructpupoBaTth CBMAETENbCTBA 3KCnayaTauuu, onpegeneHHbole (Bce unm
no BbIGOPY) OpraHn3aLunoHHble Mepbl 6e30MacHoCTH.

C.11.2.4.2 3nemMeHTbl cogepxaHusa U npefcTaBfeHns CBUAETENLCTB

ASO_RCD.2.1C WHdopmayms, cBA3aHHas Co CBUAETENbCTBOM 3KCNayaTauuu, 4O/KHA PEerucTpupoBaThbCs.

ASO_RCD.2.2C B 3anucsax ykasbiBalT gaTy 1 BpeMs, OTBETCTBEHHOE N0, 3a4EeNCTBOBaHHbIE OpraHn3aLnoHHblie
Mepbl 6€30NacHOCTU U pe3ynbTaTbl PYHKLWOHUPOBAHUSA.

C.11.2.4.3 3nemMeHTbl AelCTBNIA OueHLWnKa

ASI_.RCD.2.1E OueHLW K JO0/KEH NOATBEPAUTL COOTBETCTBME NpeAcTaBNeHHOW nHpopmaumum Bcem TpeboBaHmu-
AIM K COAepXaHuio 1 npeacTaBieHnio CBUAETEeNbCTB.

ASI_RCD.2.2E OueHLWK K JOMXEH OCYLWeCcTBAATbL HE3ABUCUMYIO NMPOBEPKY NocpefCcTBOM OMNPOCOB nepcoHana,
BbIGOPOK M3 3anuceil akcnayatauum u pyrux MeTofoB, NMPaBWUIbHOCTb perncrpayun nHdopmauum, oTHocswehca K
PYHKLMOHUPOBAHWNIO OpraHn3aunoHHbIX Mep 6e30nacHoCTU.

C.11.3 Bepuukaymnsa opraHnsaunoHHbix Mmep 6e3onacHoctn (ASO_VER)

C-11.3.1 Uennu

[laHHoe cemelicTBO o6ecneynBaeT cpefcTBa NPOBEPKN OPraHN3aLMOHHbIX Mep 6e30MacHOCTU B Xof4e WX PyHKUN-
OHMpoBaHuA. OpraHnsaunoHHble Mepbl 6€30NacHOCTU AO0/KHbI peasn3oBbiBATLCA W 3KCMAYyaTUPOBATLCA NPaBUIbHO W
3(hppeKTNBHO B COOTBETCTBUM C MOIUTMKOW 6€30NacHOCTN aBTOMAaTU3NPOBAHHON CUCTEMBI.

C.11.3.2 PaHXupoBaHNne KOMMNOHEHTOB

[laHHOe cemMeiCcTBO COCTOUT U3 ABYX KOMMOHEHTOB. OTU KOMMOHEHTbl pacnpefensioTcs Ha OCHOBe NoATBepxAe-
HUSA ONucaHuA B [OKyMeHTauWuW v NPOBEPOK B aBTOMATU3MPOBAHHOW cucTeme.

C.11.3.3 ASO_VER.1 NpoBepka opraHn3aLnoHHbIXx Mep 6€30NacHOCTK

3aBUCUMOCTU: 3@aBUCMMOCTU OTCYTCTBYIOT.

C.11.3.3.1 dnemeHTbl feiicTBUil pykoBogcTea

ASO_VER.1.1M PykoBOACTBO A0/DKHO NPOBEPATH BCE OpraHM3alnMoHHble Mepbl 6€30MacHOCTM Ha NPaBUbHOCTb
1 3(p P EeKTUBHOCTb YCTAHOBKN U PYHKLLMOHUPOBAHUSA.

C.11.3.3.2 3nemMeHTbl cogepxaHusa U npefcrtaBfeHns CBUAETENLCTB

ASO_VER.1.1C WHopmauyus, cBA3aHHaa ¢ NPOBEpPKON, AO/KHA PErMCTpUpPoOBaThLCS.

ASO_VER.1.2C B 3anucsx A0/KHbl yKa3blBaTbCs faTa U BpeMs M OTBETCTBEHHOE NULL0, 3afeiCTBOBaHHbIE opra-
HU3aLUNOHHble Mepbl 6€30NacHOCTU W pe3ynbTaTbl NPOBEPKU.

C.11.3.3.3 3neMeHTbl feiicTBUIA oueHLmnKa

ASI_VER.1.1E OueHWK AOMKEH NOATBEPANTL COOTBETCTBUE NpefCcTaBneHHOR uHopmaunn ecem TpeboBaHnam
K cofiepXaHunio U npeAcTaBeHN0 CBUAETENbCTB.

C.11.3.4 ASO_VER.2 He3aBucumasn npoBepka OpraHnM3aLunoHHbIX Mep 6e3onacHocTun

fAsnaetca nepapxuyeckum ans: ASO_VER. MNposepka opraHn3aLnoHHbIX Mep 6e30nacHoCTu.

3aBUCUMOCTU: 3aBUCUMOCTN OTCYTCTBYIOT.

C.11.3.4.1 dnemeHTbl feiicTBUil pykoBoacTBa

ASO_VER.2.1M PyKOBOJACTBO [0/I)XHO NpoBepsiTb (BCe MAM No Bbi6OpYy) opraHn3aLuoHHble Mepbl 6e3onacHocTu
Ha NpaBUIbHOCTb M 3P EKTUBHOCTb YCTAHOBKM M (DYHKLMOHUPOBAHMNSA.

C.11.3.4.2 3nemMeHTbl cogepxaHusa U npeacTaBfeHns CBUAETENLCTB

ASO_VER.2.1C WHdopmaLumsa, cBA3aHHaa ¢ NPOBEpPKON, AO/KHA PErucTpupoBaThbCs.

ASO_VER.2.2C B 3anucax 40/HKHbl yKa3blBaTbCA fata U BpeMsa U OTBETCTBEHHOE /INL0, a TakKXe 3anjiaHupoBaH-
Hble OpraHu3aynoHbIB Mepbl 6€30NacHOCTU U pe3ynbTaTbl NPOBEPKU.

C.11.3.4.3 SnemMeHTbl AelCTBNIA OueHLWnKa

ASI_VER.2.1E OueHW K AOMXEH NOATBEPANTL COOTBETCTBME NpeACcTaBNeHHOW uHhopmaynm Bcem Tpe6oBaHNAM
K COAEepXaHUo N NnpeacTaBfeHNio CBUAETeNbCTB.

ASI_VER.2.2E OueHLMNK JO/DKEH OCYLIeCTBNATbL HEe3aBUCUMYIO TMNpPOBEPKY NOCPeACTBOM OMPOCOB fepcoHana,
BbIGOPKM W3 OpraHn3aunoHHbIX Mep 6e30nNacHOCTW U APYTUX MeTOA0B, NPaBWIbHOCTL U 3P EKTUBHOCTL YCTAHOBKMN
N DYHKLMOHUPOBAHUA OpraHu3aunoHHbIX Mep 6e30nacHoCTU.
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C.11.4 MOHNTOPUHT OpraHn3aunoHHbIX Mep 6e3onacHocTn (ASO_MON)

C.11.4.1 Uenn

[aHHoe cemelicTBO obecneynBaeT cpef,CTBA MOHUTOPUHIA OPraHU3aLnOoHHbIX Mep 6e30NacHOCTM BO BpeMs (hyH-
KUMoHnpoBaHua. OCHOBHOI LeNbl0 MOHUTOPWHIa ABNSETCS yCTAHOB/IEHWE TOro, YTO OpraHM3alnoHHble mepbl 6e3onac-
HOCTU (DYHKLMOHMPYIOT 6e3onacHbiM 06pa3oM U OTCYTCTBYHT HapyleHUsa NonnTuk 6e30nacHOCTU aBTOMaTU3NpPOBaH-
HOW cuctembl. OpraHusaynoHHbie Mepbl 6e30MacHOCTU [AOJ/DKHbI peann3oBbiBaTbCA U (PYHKLMOHUPOBATL NPaBUIbHO
1N 3ahheKTUBHO B COOTBETCTBUU C NONNTUKOV 6e30NacHOCTM aBTOMaTU3UPOBAHHOW CUCTEMbI. MOHUTOPUHT OpraHusa-
LLMOHHbIX Mep 6e30MacHOCTU Takxe onpegenseT 4eldcTBUA, NpeAnpUHUMAeMble NpU NOABMEHWN N06bIX U3MEHeHWi
B aBTOMaTW3NPOBAHHOW cucTeme.

C.11.4.2 PaHXupoBaHNe KOMNOHEHTOB

[laHHoe cemeicTBO COCTOUT U3 [BYX KOMMOHEHTOB. DTN KOMMOHEHTbI pacnpejenalTca Ha OCHOBE NoATBepxXje-
HUA ONuCaHMA B [OKYMEHTaLuu 1 NpoBepoK B aBTOMAaTU3MPOBAHHON cucTeme.

C.11.4.3 ASO_MON.1 MOHUTOPUHT OpPraHn3aLnoHHbIX Mep 6€30NacHOCTN PYKOBOACTBOM

3aBMCUMOCTU: 3aBUCMMOCTU OTCYTCTBYIOT.

C.11.4.3.1 3nemMeHTbl geiicTBMiA pykoBoACTBa

ASO_MON. 1.1M PyKkoBOACTBO A0/I)XHO Yepe3 OANHAKOBbIE MPOMEXYTKM BPEMEHUN KOHTPOIMpOBaTh cpeAcTBa o6ec-
nevyeHns U ypoBHWN NPOU3BOAUTENLHOCTU BCEX OpraHM3alnoHHbIX Mep 6e30nacHoCcTH.

ASO_MON. 1,2M PykoBOACTBO A0/I)XHO KOHTPONMPOBaTb BHECEHWE U3MEHEHUI B NpejoCcTaBneHne yCnyr, Bkayas
nogjepxaHue M yCoBEpLEHCTBOBAHNE NOMMTUK, Npoueayp U Mmep ob6ecnevyeHna 6e30NacHOCTU C YYETOM KPUTUHYHOCTU
3aAeiicTBOBaHHbIX 6GU3HEC-CUCTEM U GU3HEC-NPOLEeCcCCOB VW MOBTOPHO OLEHKN PUCKOB.

C.11.4.3.2 DnemMeHTbl cofepXaHua n npeacraBieHNs CBUAETENbLCTB

ASO_MON.1.1C WHdopmauns, cea3aHHas C MOHUTOPUHIOM, AOJ/I)XHA PerncTpmpoBaTtbCs.

ASO_MON.1.2C B 3anucax 40/IXHbl yka3biBaTbCa fata M BpeEMA U OTBETCTBEHHOE MU0, a TakXe 3annaHupoBaH-
Hble opraHm3aLnoHble Mepbl 6€30NacHOCTW U pe3ynbTaTbl NMPOBEPKU.

C.11.4.3.3 SneMeHTbl AelicTBUi oueHLwmnka

ASO_MON.1.1E OueHLW UK JO/KEH NOATBEPAUTL COOTBETCTBME NpefCcTaBleHHON nHdopmaynum Bcem TpeboBaHu-
AM K COlepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

C.11.4.4ASO_MON.2 Bepudukauma MOHUTOPUHTA OPraHU3aLMOHHbIX Mep 6e30nacHOCTM

ABnaetca nepapxuyeckum gna: ASO_MON.1 MOHUTOPMHI OpraHnM3aunoHHbIX Mep 6e30NacHOCTU PYKOBOACTBOM.

3aBMCUMOCTU: 3aBUCUMOCTU OTCYTCTBYIOT.

C.11.4.4.1 3nemeHTbl geiicTBMA pykoBOACTBaA

ASO_MON.2.1 M PyKkoBOACTBO A0O/I)XHO Yepe3 04NHAKOBbIE MPOMEXYTKM BPEMEHUN KOHTPOIMpOBaTb cpeAcTBa o6ec-
nevyeHns U ypoBHWN NPOU3BOAUTENBHOCTU BCEX OpraHM3aluoHHbIX Mep 6e30nacHoCcTH.

ASO_MON.2.2M PyKkoBOACTBO A0/1)XHO KOHTPONMPOBaTb BHECEHWE U3MEHEHUI B NpefoCcTaBneHne yCnyr, Bkayas
nogjepxaHue N ycoBeplEeHCTBOBAHNWE NOMMTUK, Npoueayp U Mep o6ecnevyeHna 6e30NacHOCTU C YYETOM KPUTUHYHOCTU
3ajeiicTBOBaHHbIX 6U3Hec-cuctem, 6M3HEC-NPOLECCOB U MOBTOPHOIW OLEHKM PUCKOB.

C.11.4.4.2 DnemMeHTbl cofepXxaHua n npeacraBieHNs CBUAETENbCTB

ASO_MON.1.1C WNHdopmauusa, cea3aHHas ¢ MOHUTOPUHIOM, AO/I)XHA PerncTpmpoBaTtbCs.

ASO_MON.1.2C B 3anuceax A0MXHbl yKa3biBaTbCA fata U BpeMs U OTBETCTBEHHOE /INL0, & TakKxe 3aniaHupoBaH-
Hble opraHu3aunoHbie Mepbl 6€30NacHOCT W pe3ynbTaTbl NMPOBEPKU.

C.11.4.4.3 SneMeHTbl AelicTBUI oueHLwmnka

ASO_MON.1.1E OueHLWu K JOo/KEH NOATBEPAUTL COOTBETCTBME NpefcTaB/leHHON nHdopmaynumn Bcem TpeboBaHu-
AM K COflepXaHuio u npejcTaB/ieHN0 CBUETENbCTB.

ASI_MON 2.2E OueHLWM K AO/IXEH OCYL ECTBAATL HE3ABUCUMYIO NPOBepKy (MOCPeACcTBOM ONPOCOB NepcoHana,
BbIGOPKM W3MEHEHWA U APYTUMU MeTOo[amMu) COOTBETCTBUA MPOBEAEHUA MOHUTOPUHTa NOAUTUKE 6e30NacHoCTy.
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MpunoxeHune D
(cnpaBouHOe)

B3anmocea3b ¢ pa3paboTkoii O6LW KX KpUTEpues

B HacToswWweM NpuUIoXeHUNn onpepesieHbl O4eBUAHbIE Pa3NunA MexXAy KpUTepusiMu OLEeHKM aBTOMAaTU3UPOBAH-
HbIX CUCTEM W KpUTEpUAMMK npoekTa NS KomMeHTapueB O6wwux kputepues (Bepcusa 3.0) [14]. a Takxke onpepeneHa
Heo6X0AMMOCTb MepecMoTpa HACTOSILLEero CTHAApPTa NPU pacnpocTpaHeHUn u3meHeHuidi B O6LWKUX KPUTEPUAX HA HOBYIO
Bepcuio MCO/M3IK 15408.

B OCHOBHOI1 4acTu AaHHOro cTaHgapTa HeT Hu4yero cneuudguyeckoro Ana sepcun O6WKUX KPUTEPUEB U. MOXOXeE,
4YTO M3MEHEHUA He noTpebytTca nocne nepecmoTpa NCO/M3K 15408 B cooTBeTcTBUYK C [13].

B npunoxeHun A HacToslero ctTaHgapTa onpejenieHsl cxema u cogepxaHune M3C u 3BC. lMpunoxeHue A
6b110 NOATOTOBMEHO C YYeTOM npejnaraeMblX U3MeHeHUin B cxeme u copepxaHun M3C n 36C cTaHfapToB cepun
MCO/M3K 15408, nmes B Bugy [14]. B gaHHOM NpUNOXEHUN NO Mepe BO3MOXHOCTW 3TU npepsiaraemble U3MEHEHUsA
npuHATLl. CylwecTByeT 0[JHO OCHOBHOE pasnnyne Mexgy CTPpyKTypamu, MCnonb3yeMbiMy AN OL,EHKN aBTOMaTU3NpOBaH-
HbIX CUCTEM, U CTPYKTypamu, npegnaraemoiMy B [14]. KOTOpoe 3ak/io4aeTcs B BOZMOXHOCTU OLeHKN cneunduyecknx gns
fAomeHoB Tpe6oBaHuit 1 mMep ob6ecneyeHus 6es3onacHOCTU. DTO pasNNYMB ABNSETCA NpeAHaAMEPEHHbIM U COXpaHUTCA
nocne nepecmoTpa ctaHgapTtos cepun MCO/M3K 15408 B cooTBeTCcTBUM C [14].

B npunoxenun A paccmatpuBaloTca (PyHKUMOHaNbHble TpeboBaHMA aBTOMATU3NPOBAHHOW cucTembl. OHO
CTPYKTYpUpOBaHO MHaye, 4yem B cTaHgapTax cepun MCO/MIK 15408. oCHOBbIBAsiCb Ha CTPYKTypax, 3aMMCTBOBAHHbIX 13
HWCT CN 800-53 [9] 1 MICO/M3K 17799 [8]. Taknm 06pa3om, OCHOBHble U3MEHEHUA B (PYHKLWOHANbHbIX TpeboBaHMAX
ctaHpgapTos cepun NCO/MIK 15408 n [14] He oka3anu BAUAHUA Ha COAEPXaHWe HacToALLero ctaHjapTa: HOBble KOMMO-
HEHTbl 4NA TeXHNYECKNX Mep 6e30NacHOCTN aBTOMaTUYeCKN BKIOUYAOTCA 06GHOBMEHHON CCbINKOW. [LNA COBMECTUMOCTH
c TepmuHonorueii [14] Ha3BaHne nNpunoxeHus A cnegyeT U3MeHUTb Ha «PYHKLMOHANbHble KOMMOHEHTbl aBTOMaTU3un-
pPOBaHHOI CUCTEMbI».

Tpe6oBaHuns AOBepns K aBTOMaTW3WPOBAHHOW cUCTeMe paccmaTpuBalTCA B NMpuaoxeHun C HacTosWero cTaH-
fapta. B Hem onpepeneHbl AeBATb HOBbIX knaccos Tpe6oBaHuii foBepus. HekoTopble M3 HUX ABNAIOTCA COBEPLIEHHO
HOBbIMW, HEKOTOPbIE OCHOBaHbLI Ha knaccax M cemeicTBax no ctraHpapTam cepun MCO/MIK 15408. CnepoBaTenbHo,
HEeo6X04MMO paccMOTpeTb Kaxoe ceMelicTBO OTAeNbHO. [N COBMECTUMOCTH C TepMUHONOrneli [14] Ha3BaHWe npuno-
XeHus A cnepyeT W3MEHUTb Ha «KOMMNOHEHTbI AO0BEPUA K aBTOMATU3NPOBAHHOW| cucteme».

OueHka M3C paccmatpuaeTtcs B knacce ASP. nogo6Horo knaccy APE [14]. npunoxeHua C HacToAwero ctaHgap-
Ta. CemeiictBo ASPINT umeeT pasnuuusi, o6ycnoBneHHble HAIMYNeM B3aMOCBA3ENA C BHEWHNMYU aBTOMATU3NPOBAH-
HbIMWU CcUCTEMAMU N HEOOGXOAMMOCTbIO 0603HAYEHUSA LOMEHHOW opraHusauumn. Ccblika Ha annapaTHbie U NPOrpaMMHO-
annapaTtHble cpeAcTBa, He cBA3aHHble ¢ OO. He flenaeTcs, NOCKO/IbKY BO BCEX C/ly4asix OHM 06pa3yoT YacTb aBTOMaTU3N-
pPOBaHHON cuCTEMbI. VIMelTCs ABa KOMNOHEHTa CeMelicTBa, pa3fie/IeHHbIX Ha YPOBHU B 3aBUCMMOCTY OT CTEMNEHMN 3HAUYU-
MOCTU NpeAocTaB/eHHON nHopmauun, kacarwwweiics Lenen 6e3onacHocTu 4N KaxA0ro foMmeHa. ¥ cemeiictea ASP_CCL
OTCYTCTBYET YTBEPXAEHNE COOTBETCTBUA, NOCKONbKY NPOMUAN 3aWNTbl CUCTEMblI 0XBATbIBAIOT BCE aCMNeKTbl B3aMOCBS-
3aHHbIX aBTOMaTU3MpPOBaHHbIX cuctem. Cemeiicteo ASP_SPD paccmatpuBaeT He yrposbl, a pUcku, U He gonyckaet
NpeAnofIoXEeHNA 0 cpeae akcnayaTaynu, NOCKONbKy cpefia aKcnayaTaunn SBaseTca YacTblo OLEHEHHOR aBTOMaTU3npo-
BaHHOW cuctembl. Cemeiicteo ASP_OBJ gonyckaeT ucnonb3oBaHne Lenn 418 BHELWHNX aBTOMaTU3MPOBAHHbIX CUCTEM,
HO He ANA cpefbl 3KcnayaTauumn, NOCKONbKY OHO ABMSETCA YacTbio OLEHEHHOV aBTOMaTM3MpoBaHHON cuctembl. Cnepo-
BaTenbHO. cemelicteo ASP_OBJ umeeT TONbKO 04MH KOMNOHEHT. CemelicTBo ASP_REQ ponyckaeT COOTBETCTBUE BHE-
WHNX aBTOMAaTU3NPOBAHHbLIX CUCTEM LeNaM [aHHOro cemeiicTsa. CyulecTByeT MHOIO ONOMTHUTE/NbHbIX CEMEICTB, Kaca-
lowmnxes cneyndunyecknx Ans JoMeHoB Tpe6oBaHUil. Bce OHM SIBNAKTCA NpejHaMepPeHHbIMU pasinynusiMu n octawTcs
nocne nepecMmoTpa ctaHgaptos cepun MCO/M3K 15408 B cooTBeTCcTBUM C [14]. CyuiecTByeT HEKOTOpPOE YMUC0 BTOpoCTe-
NEeHHbIX PasfNyunil, TakMx Kak nMpoBepka COrnacoBaHHOCTU onpejeneHunii npobnem 6e3onacHoOCTM W uenei, KoTopblie
MOTYT NpeAcTaBnaTe npobnemsl B [14].

OueHka 36C paccmaTpuBaeTca B knacce ASP, nogo6Horo knaccy APE [14]. npunoxeHnusi C HacTosAWwero crtaHgap-
Ta. Pasnuumsa mexay HUMW aHanormyHbl pasnumumam Mmexay knaccamum ASP un APE no npocdwunsam 3awutbl. CemelicTBo
ASSJINT umeeT pasnunyus, o6ycnoB/ieHHble HaNU4YMeM B3avMOCBA3€A C BHELWHUMWU aBTOMaTU3NPOBaHHbIMU cCUCTEMa-
MU 1 HeOo6XOAMMOCTbI0 0603HAaYEHNA JOMEHHO opraHu3aumu n cpegamu paspa6oTkn. Ccbinka Ha He cBA3aHHble ¢ OO
annapaTHble W NporpaMMHo-annapaTtHble cpefcTBa OTCYTCTBYeT, MOCKO/bKY BO BCeX ClydYasx OHuW 06pasyloT 4yacTb aBToO-
MaTU3MpoBaHHO cucTembl. iImeTcA Ba KOMNOHEHTA CEMeCTBa, pa3fe/leHHbIX Ha YPOBHU B 3aBUCUMOCTN OT CTENEHU
3HAYMMOCTN NpepfocTaBNeHHOW MHopMaumu, kacawuelica ueneii 6e3onacHocT fNA KaxAoro gomeHa. Y cemeictea
ASP_CCL oTcyTCcTBYeT YyTBEpPX/JEeHMEe COOTBETCTBUA, MOCKO/bKY NPOMUAN 3al1Tbl CUCTEMbI OXBaTbiBAlOT BCE acrneKkTbl
ob6ecneyeHns 6€30NacCHOCTN B3aMMOCBA3aHHbIX aBTOMATU3MpPOBaHHbIX cuctem. Cemelicteo ASP_SPD paccmaTtpuBaeTt
He yrposbl, a PUCKM, U He AonyckaeT NPeAnonoXeHNA 0 cpeje aKcnayaTauun, NOCKObKY OHa SIBASIETCSA YacTblo OLEHeH-
HOl aBTOMaTM3MpoBaHHON cuctembl. Cemelicteo ASP_OBJ gonyckaeT uenu NS BHEWHNX aBTOMAaTU3NPOBAaHHbLIX CUC-
TeM. HO He ANA cpefbl 3KcnayaTaynn, NOCKONbKY OHa ABASIETCA 4acCTbl OLEHEHHOW aBTOMAaTW3MPOBAHHON CUCTEMbI.
CnepoBaTesibHO, OHO MMeeT TONbKO OAWH KOMNOHeHT. CemelictBo ASP_REQ ponyckaeT COOTBETCTBME BHELIHUX aBTO-

116



FOCT P MNCO/M3KT 019791 — 2008

MaTU3MPOBAHHbIX CUCTEM LLENSIM faHHOro cemeiicTBa. CemelicTBo ASE_TSS 3anpawmnBaet nogpobHocTy yaoBneTBope-
HUS Tpe6GoBaHuil goBepus. AT0O HEO6XOAMMO, NOCKObKY pa3Hble JOMEHbl COOTBETCTBYKT TpPe6GOBAHUAM MO-Pa3HOMY.
CyuwecTByeT MHOTO AJONOTHUTEIbHbIX CEMENCTB, KacalLWmnxca cneyndnyecknx 4na foMeHos TpebosaHunii. Bce oHn asnsa-
I0TCA NpefHaMepeHHbIMU pasNMyunuAMN 1 OCTalTCA Nocse nepecmoTpa cTaHgaptos cepun MCO/M3IK 15408 B cooTBeT-
cTBUM C [14]. CyuiecTByeT HEKOTOPOE YNC/10 BTOPOCTENEHHbIX Pa3INYnii, TaKMX Kak NpoBepka cornacoBaHHOCTU onpeje-
neHunit npo6nem 6e30nacHOCTV U Ueneli, KOTopble MOryT npefcTaBnAaTb npo6nemsl B [14].

Knacc AOD npunoxeHus C paccmatpuBaeT AOKyMeHTaL N0 pykoBoAcTBa nNo akcnayatauuun. Cemelictea AOD_OCD
n AOD_GVR ABNATCA YHUKANbHBIMU 415 OLEHKM aBTOMAaTM3WpOBaHHON cuctembl. OpHako cemeiictea AOD_ADM un
AOD_USR ocHoBaHbl HacemeiictBax AGD_ADM n AGDJJSR ctaHgapTtos cepun MCO/M3K 15408. B [14] oHN 3aMeHEeHbI
ofHUM cemelicteom AGD_OPE. Mopo6Hasa peopraHmsauunsa tpebyetca n Ans aBTOMaTU3MPOBAHHbIX CUCTEM, YTO NPUBO-
OWUT K HE3HAYUTENbHLIM N3MeHeHusam B AOD_GVR.

Knacc ASD npunoxenuss C paccmaTpuBaeT NPOEKT U apXUTeKTypy cuctembl. Ero ocHoBoi saBnsetcs knacc ADV
cTaHpgapTtoB cepun NCO/M3IK 15408. HO CO 3HAUYUTENbHBIMU U3MEHEHUAMM, CBA3AHHbLIMW C AOMNOMHUTENbBHOW UHGOP-
Mauunein 06 aBTOMaTU3NPOBAHHbLIX CUCTEMAX U UX BHYTpPeHHel cTpykTypoli. Cemelicteo ASD_SAD He umeeT aHanora B
cTaHpapTtax cepun MCO/M3K 15408. HO OHO OxBaTbiBaeTCs YacTbio HOBOTo cemeiictBa ADV_TDS [14J. CemelicTBOASDJIFS
ocHoBaHO Ha ADV_FSP. Ho orpaHuyeHo no cneuyudukaunam nutepdeicos, korga apyrne xapakrepuctukun 6esonacHoc-
TN NPOBEPAKTCA Yepes pasInyHble YPOBHU fOKymMeHTauun npoekta. ASD_HLD ocHoBaHo Ha ADV_SSD. ASD_CMP Ha
ADV_LLD nASDJIJMP Ha ADVJIMP. HO BO BCEX CQly4asiXx OHU pacllvpeHbl C Lielblo 0XBaTa BCeX acnekToB aBTOMaTn3unpo-
BaHHbIX CUCTEM C OAHMWM ypOoBHeM MHpopmauuu. HakoHel, cemeiicTBo ASD_CON sBAseTca HOBbIM, WAEHTUYHBLIM MO
3ambicly HoBoMY cemelicTBy ADV_ARC [13].

CornacoBaHue mexgay knaccom ADV MCO/M3K 15408 n knaccom ADV [13] asBnsAeTcA 04eHb CAOXHbIM. Ansa pac-
NPOCTPaHEHNA W3MEHEHU Ha faHHYl cCepuio cTaHAapToB TpebyeTca nonHas nepepaboTka Tekyuwiero knacca ASD.

Knacc ynpasneHua koHdurypauyuein AOC npunoxeHmna C saBnseTca ckopee AONOSIHEHMEM, a He 3aMeHOI knacca
ACM no ctaHgapTtam cepun MCO/M3IK 15408. CemelicTBo AOC_OBM cBA3aHO C ynpaB/ieHUeM 3KCnayaTaynoHHON KOH-
cdurypauuneir. Cemeiictea AOC_ECP. AOC_PPC n AOC_NCP cBfA3aHbl C JOBepueM K NOKyNHbIM npoayktam. B [14] knacc
ACM 6bin nornouwieH knaccom ACL. KomnoHeHT ALC.CMC.5. NepepoBas nogaepxka, peannsyeT orpaHudyeHHyo opmy
AOC_OBM. OpgHako AOC_OBM saBnsetcs 6onee ob6wmm n 6yaeT BCce ele HYXXeH Noc/ae nepecMoTpa cTaHAapToOB cepumn
NCO/M3K 15408 B cooTBeTCTBUM C [14].

Knacc tectupoBaHua AOT npunoxeHnss C B 6onblieil cTteneHn ocHoBaH Ha knacce ATE cTtaHpapToB cepun
NCO/M3K 15408 ¢ gononHuTenbHbiM cemeiicteBom AOT_REG Ans BbINONHEHUA PerpecCcrOHHOro TECTUPOBAHUA BO
Bpemsa yHKuMoHnpoBaHus cuctembl. AOT_FUN 3ammctBoBaHo U3 ATE_FUN c gononHuTenbHbIMU TpeboBaHuaMU ANna
TeCcTMpPOBaHUA MHTETPUPOBAHHbLIX Mep o6ecneyeHnss 6e30MacHOCTU, U TOMbKO OAWH YPOBEHb B Ka4eCcTBe YNOPAJ0YEHHO-
r0 YPOBHA CUMTaAETCH 3HAYUMbIM AN aBTOMAaTU3MpoBaHHOl cucteMmbl. AOT_COV 3anmctBoBaHo n3 ATE_COV ¢ He3Hauu-
TeNbHbIMU W3MEHEHUAMN B Pa3/INYHbIX TPe6OBaHUAX K JOKYMEHTALUN U He aHaNorM4YHo ypoBHio ATE.COV.1. AOT_DPT
3anmcTBoBaHo U3 ATE_DPT ¢ He3HauuTeNlbHbIMU U3MEHEHUAMU, ABNAKLWMNXCA CNeACTBUEM Pa3NYHbIX TpeboBaHUn K
fokymeHTauuun. 310 otHocuTca M KAOT_IND. B [14] Bce 3TU YeTblpe cemMelicTBa N0 CyLLeCTBY HEU3MEHHbI. BblNIN BHECEHDI
M3MEHEHUA B HeKOTOpble TpeboBaHWA ANSA Pa3bACHEHUA WX 3HayeHuA. HekoTopble yacTu AOKyMeHTauuu MMerlT pas-
NnyHble Ha3BaHus. Mocne nepecmoTpa cTaHzapToB cepun MCO/MIK 15408 B cooTBeTCTBUM C [14] 3TM peAakuNOHHbIE
N3MEHEeHUA A0/XHbl 6bITb MOBCEMECTHO pacnpocTpaHeHbl. flononHutensHoe cemeiicteo AOT_REG ocTaeTcsi Heus-
MEHHBIM.

Knacc AOV npunoxeHuss C 3aHumMaeTca aHanm3om yassumocTteit. Knacc AOV nonyyeH M3 HECKONbKUX CEMENCTB
knacca AVA UCO/M3K. AHanor cemelictBa AVA_SOF oTcyTCTBYeT, NOCKONbKY peanu3annsi opraHm3alunoHHbIx mep 6e30-
NacHOCTN BEPOATHOCTHbLIMW UMW NEepPecTaHOBOYHbBIMW MeXxaHM3MaMu OYeHb MasnoBepoATHaA. AHaNOrMYHbLIM 06pasom
oTcyTcTBYeT 3kBuBaneHT AVA_CCA. nockonbky KpaliHe ManoBeposiTHa peanu3auus CKpbiTblX KaHaN0B Yepe3 No6GouYHble
adphekTbl opraHM3aunoHHbIX Mep 6e3onacHocTu. Cemelicteo AOV MSU ocHoBaHO Ha AVA_MSU. Ho 6e3 akBuBaneHTa
caMmoMy HuxHemy ypoBHio AVA.MSU.1. CemeiictBo AOV_MSU paccmaTpuBaeT c/lydyanm HenpaBu/IbHOTO NCMNOMb30BaHNS
opraHu3aumnoHHbIX Mep 6e30NacHOCTH, a He NpeAnooXeHUsa cpedbl akcnnyatauum AVA MSU. B [14]cemelicTBo AVA_MSU
BK/M110YEHO B knacc AGD. Mofo6HbIR NogXon MOXHO MCNONb30BaTb B aBTOMATM3MPOBAHHbLIX cuctemax. NocnepHee ce-
melictBo AOV_VLA ocHoBaHo Ha AVA_VLA. HO pBCTPYKTYMPOBAaHO C HAMepeHneM caenaTb ABHON LieNb aHannsa ya3Bu-
mocTeit. B [14] aHanornyHoe cemeiicteo AVA_VAN nmeeT COBEpPLIEHHO APYroii NOAX0A4 — OH BO3/faraeT OTBETCTBEHHOCTb
3a aHann3 ys3BMMOCTEN Ha OLeHLLMKA U YBEIMYMBaEeT YNC0 YPOBHEN no cpaBHeHUto c AVA_VLA. 9Ty HoBYI cdhunocoduto
B OCHOBHOM cnegyeT nepeHectn Ha AOV_VLA ¢ peAakUMOHHbIMU U3MEHEHUAMU ANA Pa6GOTbl C Pa3/INYHbIMU COCTABHbI-
MW YacTAMU [OKYMeHTaLun.

Knacc nogaepxkun xusHeHHoro ynkna AOL npunoxeHua C cocTouT U3 ogHoro cemeiictea AOLJOVS. paccmaTpu-
BaluLero mepbl obecnevyeHns 6es3onacHocTn ANSA 3alWuTbl cpeabl pa3paboTku. [laHHOe ceMeliCTBO NOYTU WAEHTUYHO
ALC_DVS [14]. ropa3go 61uxe K 3Toil Bepcuu, 4em cemelicteo ALC_DVS ctaHgapTtoB cepun MCO/M3IK 15408. Mockob-
Ky CeEMeNCcTBO CBA3aHO TOJ/IbKO C 6e30MacHOCTb0 cpeAbl pa3paboTku, BO3MOXHO ero yganeHue nocfne nepecmoTpa
ctaHpapToB cepun MCO/M3IK 15408 B cooTBeTCTBMMU € [14] 1 3ameHa nepecMoTpeHHOW Bepcueii ADV_DVS.

ABa nocnegHux knacca ASI n ASO npunoxeHnus C cBsi3aHbl C OpraHM3aLnoOHHbIMW MepaMun 6e30NacHOCTU COOT-
BETCTBEHHO NpW ycTaHOBKe W dyHKUMOHMpoBaHuu. Knaccel ASI 1 ASO ABNAKTCA HOBbIMWU W HE CBA3aHbl HU C Kakum
Knaccom no ctaHgaptam cepun NCO/M3IK 15408. n. cnegoBaTeibHO, Cyl,ecTByeT BEPOSATHOCTb TOT0, YTO UBMEHEHUNSA He
noHago6s8TcA nocne nepecmoTpa ctaHaaptos cepun MCO/MIK 15408 B cooTBeTCTBUM C [14].
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MpunoxeHune E
(cnpaBouHOe)

CBe/ileH1s 0 COOTBETCTBUM HaLMOHaNbHbIX CTaHAapToB Poccuiickoit ®egepayunn

Ta6bnunuya E1

O603HauYeHne CCbIIOYHOro
MeXAyHapoAHOro ctaHgapra

NCO/M3K 15408-1:2005

MNCO/M3K 15408-2:2005

NCO/M3K 15408-3:2005

NCO/M3K 13335-1:2004

NCO/M3K TO 13335-3:1998

MNCO/M3K TO 13335-4:2000

MNCO/M3K TO 13335-5:2001

NCO/M3K 17799:2005

NCO/M3K 27005

NCO/M3K 18045

NCO/M3K TO 15446:2004

NCO/M3K 21827:2002

MCO/M3K TO 15443 (Bce yacTu)

CCbI/TOYHbIM MeXAYHapoAHbIM CTaHAapTam

O603HavYeHne ¥ HauMeHoBaHue cooTBeTCcTBYylOLLEro
HauMoHa/bHOIo CctaHjapTa

FOCT P NCO/M3K 15408-1—2008 UHopmaynoHHasa TexHonorusa. Metoabl
n cpeactea obecnevyeHnn 6esonacHocTn. Kputepuu oueHkn 6e30nacHOCTU UH-
dopmaLnoHHbIX TexHoNoruii. Hacte 1. BBeaeHue n obuwas mogensb

FOCT P NCO/M3K 15408-2—2008 UHopmaynoHHasa TexHonorusa. Metoabl
1 cpeacTBa obecneyeHns 6esonacHocTu. Kputepuu oueHkn 6e30nacHOCTU WH-
opmMaLnoHHbIX TexHonoruit. YacTtb 2. dyHkuMoHanbHble TpeboBaHus 6esonac-
HOCTU

FOCT P MCO/M3K 15408-3— 2008 MHhopmMaLmnoHHas TexHonorua. Metoabl
n cpepcTea o6ecneveHna 6esonacHocTu. Kputepun oueHkn 6e30NacHOCTM WH-
¢ opmMaLnoHHbIX TexHonoruii. Yactb 3. Tpe6oBaHusa goBepus k 6esonacHocTu

FOCT P MCO/M3K 13335-1— 2006 NHopmMmaLumnoHHas TexHonorua. Metoabl
n cpeacTtBa obecneveHns 6esonacHocTu. Yacte 1. KoHuenuua u mogenu me-
HefXMeHTa 6e30NacHOCTN UHMPOPMALMNOHHBIX U TENEKOMMYHUKALMOHHbBIX Tex-
HoNornit

FOCT P MCO/M3K TO 13335-3— 2007 UHthopmaynoHHas TexHonorusa. Me-
ToAbl W cpefcTBa o6ecneyeHns 6esonacHocTu. YacTb 3. MeTofbl MeHeAXMeH-
Ta 6€30MacHOCTU MHGOPMAaLMOHHbLIX TEXHOMOMNIA

FOCT P UCO/M3K TO 13335-4—2007 UHthopmaynoHHas TexHonorusa. Me-
ToAbl M cpeAcTBa o6ecnevyeHns 6esonacHocTn. YacTb 4. BbIGOp 3aWUTHbIX Mep

FOCT P NICO/M3K TO 13335— 2006 NHpopmaunoHHaa TexHonorus. MeTo-
Abl n cpeacTBa ob6ecnevyeHnsa 6es3onacHocTn. YacTb 5. PyKoBOACTBO N0 MEHeAX-
MeHTy 6e30nacHoCTU ceTun

FOCT P MCO/M3IK 17799— 2006 VH(opMaLnoHHas TexHonorus. Metoabl u
cpepacTBa obecneyeHua 6esonacHocTW. MpakTuyeckue npasuia MeHeXMeH-
Ta WHpopMaLMOHHOW 6e3onacHoCTun

FOCT P MCO/M3K 18045—2008 WNHdopmaunoHHasa 6e3onacHocTb. MeTo-
Abl 1 cpeacTBa obecneveHns 6es3onacHocTu. MeToaonorma oueHkn 6es3onacHo-
CTM WHOPMALNOHHbIX TEXHONOTNI

* COOTBETCTBYIOW NI HaLMOHaNbHbIN CTaHAAPT OTCYTCTBYET. [0 ero yTBEPXAEHUs peKoMeHAYeTCcsi UCNosb30o-
BaTb NepeBo/ Ha PYyCCKWUil A3bIK AaHHOTO MEeX/AyHapoAHOro ctaHjapTa. [epeBos AaHHOTO MeXAYHapOAHOro CTaH-
fapTta HaxoguTcs B ®efepanbHOM UH(POPMALUOHHOM (POHAE TEXHWYECKNX PEernamMeHToB M CTaH[apToB.
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MHpopmaumonHas TexHonorma. MeTtogbl n cpefctea obecnevyeHus 6esonac-
HocTu. YacTb 1. KoHuenuusa v mofenn mMeHegxmeHTa 6e30nacHOCTU UHAGOp-
MaLNOHHbIX U TENEKOMMYHUKALNOHHbLIX TEXHONOTNIA

(Information technology. Security techniques. Part 1: Concepts and models
for information and communications technology security management)

WHpopmaunonHas TexHonorma. MeTtogbl n cpefctea obecneveHusa 6esonac-
HocTU. YacTb 3. MeToabl ynpaBneHus 6€30MacHOCTbI0 MHDOPMALMOHHbIX TeX-
Honorui

(Information technology. Security techniques. Part 3: Techniques for informa-
tion technology security)

WHpopmaunonHas TexHonorma. MeTtogbl n cpefctea obecneveHusa 6esonac-
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MHpopmaumoHHas TexHonorma. MeTtogbl n cpefctea obecneveHus 6esonac-
HocTu. YacTb 5. PyKoBOACTBO NO MeHeXMeHTy 6e30nacHOCTU ceTu
(Information technology. Security techniques. Part5: Management guidance
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NHhopmaynoHHaa TexHonorua. Metogbl u cpeacTBa obecnevenuss 6esonac-
HOCTU. MeHeaXMeHT pucka MHPOPMaLNOHHON 6e3onacHoCTH

(Information technology. Security techniques. Information security risk manage-
ment)

PykoBOoACTBO No cepTudukaunm n akkpeamtaynm 6esonacHocT egepanbHbiXx MHPOPMALNOHHBIX cucTem. Cneuyu-
anbHas ny6nukauyns HWUCT CM 800-37. Muuuctepcteo toprosnu. CLIA

(Guide for the Security Certification and Accreditation of Federal Information Systems. NIST Special Publication
SP 800-37. Department of Commerce. United States)

NCO/M3K TO 15443 (Bce 4yacTu)

[(ISO/IEC TR 15443 (all parts)]

NCO/M3K 17799:2005

(ISO/IEC 17799):2005

VMHpopmaumonHas TexHonorna. MeTtodbl W cpeacTsa obecneveHunsa 6esonac-
HocTu. OcHoBa foBepus kK 6esonacHocTn UT

(Information technology. Security techniques. A framework for IT security
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MHpopmaunonHas TexHonorma. MeTtogbl n cpefctea obecneveHus 6esonac-
HocTu. CBOJA NpaBW/l NO ynpaBieHWio WHOPMaLNOHHON 6e30NacHOCTbI0
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security management)
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(Recommended Security Controls for Federal Information Systems. NIST Special Publication SP 800-53. Second
Public Draft, September 2004. Department of Commerce. United States)

NCO/M3K 21827:2002

(ISO/IEC 21827):2002

NCO/M3K TO 15446:2004

(ISO/IEC/TR 15446):2004

VMHdopmaynoHHaa TexHonorusa. MpoektuposaHne 6e3onacHoctu cuctem. Mo-
fenb 3penoctn

(Information technology. Security techniques. System security engineering.
Capability maturity model)

MHdopmaynoHHaa 6e3onacHocTb. MeToabl u cpepctBa obecneyeHusa 6e3o0-
nacHocTu. PykoBoAcTBo no pa3paboTke npoduneid 3awutbl v 3agaHunii no
6e3onacHocTu

(Information technology. Security techniques. Guide for the production of protection
profiles and security targets)

* CtaHgapTtbl cepun MCO/MIK 13335 3ameHsitoTca cTaHgapTamu u3 cepun MCO/M3IK 27000.
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FOCT P NICO/M3IK TO 19791 — 2008

(12]

(13]

(14]

(15]
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PyKoBO/ACTBO MO OLeHKe CpeAcTB ob6ecneyeHns 6e30nacHOCTU B heaepasnbHbiX NHPOPMaLMOHHbIX cuctemax, Cne-
ynanbHaa ny6nukauna HACT CMN 800-53A. MuuuctepcTteo Toproenu. CLIA

(Guide for Assessing the Security Controls in Federal Information Systems. NIST Special Publication. SP 800-53A.
Department of Commerce. United States)

PykoBogcTBO no 3awuTe 6assbl UT, ®depgepanbHoe BeAOMCTBO MO 6e30MaCHOCTU TEXHOMOIMM c6opa, 06paboTku 1
nepegayn mHgopmauyun. FepmaHusa, 3-88784-915-9

(IT Baseline Protection Manual, Bundesamt fur Sicherheit in der Informationstechnik. Germany. ISBN
3-88784-915-9)

O6ume KpUTEPUN OL,EHKN 6E30MacHOCTN UHOPMALMOHHbIX TexHonornii. Bepcus 3.0, pegakums 2. uioHb 2005 ..
CoBeT no paspaboTke 06UMX KpUTEpUeB

(Common criteria for Information technology security evaluation. Version 3.0. Revision 2. June 2005, Common
criteria development board)

NCO/M3K 18045:2005 MHdopmaunoHHana 6Ge3onacHocTb. MeTogbl U cpeacTBa obecnevyeHusa 6e3o-
nacHocTu. MeToAo0N0rMs oueHkn 6e30nacHoCTN MHMOPMaLMOHHbLIX TEeXHO-
norwni

(ISO/1EC 18045):2005 (Information technology. Security techniques. Methodology for IT security

evaluation)



FOCT P MNCO/M3KT 019791 — 2008

YK 351.864.1:004:006.354 OKC 35.040 TOO

KnioueBble crnoBa: aBTomaTu3npoBaHHas cucrema, obecneyeHne 6esonacHocTU aBTOMaTU3UPOBAHHbLIX CUCTEM, OUEHKa
aBToOMaTU3npPOBaHHbLIX CUCTEM
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