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MpaBuna NpMMeHeHNs HaCTOALLEro cTaHjapTa YyCTaHoB/NEeHbl B CTaTbe 26 ®efepaslbHOro 3aKkoHa
oT 29 moHA 2015 r. Ne 162-®3 «O cTaHgapTwusauun B Poccuiickoii ®epepauun». VHdopmauus ob
N3MEHEHMAX K Hac T oA eMy cTaHfap Ty ny6nkyeTca B eXXerogHom (Mo COCTOSHMIO Ha 1aHBapsa TekyLero
rofa) MHopMauMoHHOM ykasaTene «HauvoHanbHble CTaHAapThi», a ouLManbHblil TEKCT U3MEHEHWIA
M NONpaBOK — B €XeMecA4YHOM WHCGOPMaLMOHHOM yKasaTene «HaunwoHanbHble cTaHfapThi». B cnyvae
nepecmMoTpa (3ameHbl) AN OTMEHbl HACTOALLEro cTaHjapTa cooTBe TCTBYyLee yBefoM/eHe byaeT
ony6/1MKoBaHO B GmXailleM BbIMYCKE eXeMeCsAYHOro WMHEOPMAaLMOHHOro ykasaTens «HauuoHanbHble
cTaHfapThi». CooTBeTCTBYyWLWaa MHpopMauns, yBefoMIeHMe W TeKCTbl pasmewalnTca Takke B
MHOPMaLMOHHOI cucTeme 06LLero nNonb3oBaHna — Ha ouunanbHOM caliTe defepasibHOro areHTcTBa
Mo TEexXHWYECKOMY perynmposaHuio n meTponorum B ceTun NHTepHeT (ivkviv.gosf.nyd

© CraHpgapTuHdopM. odpopmieHue. 2018

HacToswuii ctaHgapT He MOXeT 6bITb MOTHOCTHIO UM YACTUYHO BOCMPOM3BELEH, TUPAXUPOBAH U pac-
NPOCTPaHEH B KA4YeCTBe OhULMANBLHOTO N3faHns 6e3 paspelleHns defepasibHOr0 areHTCTBa No TEXHNYECKO-
My peryMpoBaHuio U MeTposiorum
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BeepeHne

Pa3Butune, BHegpeHWe 1 KCNOMb30BaHNe pacrnpefeneHHbIX UH(OPMaLMOHHbIX CUCTEM W TEXHOMOTUIA,
1Cnosib30BaHWe UMNOPTHbIX MPOrpaMMHO-annapaTHbIX NnaTtopm 6e3 KOHCTPYKTOPCKON AOKYMEHTaLMn npu-
BE/IN K MOSABNIEHUIO Knacca yrpo3 nHpopmaumnoHHoi 6esonacHocTn (MB). CBSA3aHHbIX C UCMO/Ib30BaHMEM Tak
Ha3blBaeMbIX CKPbITbIX MH(POPMALNOHHBIX KaHANO0B, «HEBUANMbIX» ANS TPAAULUOHHBIX CPEACTB 3alMThbl UH-
chopmaumm.

TpafuumnoHHble cpeacTBa obecnedenus Vb Takue, kak cpefcTBa pasrpaHnMyeHus AocTyna, Mexcere-
Bble 3KpaHbl, CUCTEMbl 06HaPYXEHNSA BTOPXEHWIA, KOHTPOIMPYIOT TO/IbKO MH(POPMAaLMOHHbIE NOTOKK, KOTOpble
NPOXOAAT MO KaHanam, npegHa3HavyeHHbIM 418 UX nepefayn. Bo3mMoXHOCTb 06MeHa nHdopmaumnein BHe aTux
paMoK NocpesCcTBOM CKpbITbIX KaHanos (CK) He yunTbiBaeTcs.

B cuctemax, Tpebytowmx obecneyeHns noBbILLEHHOIO YPOBHA AOBEPUS, LO/MKHbI YYMTbIBATLCA Yrpo3bl
6e30nacHOCTN, BO3HMKAOLWMe BCNeCTBUE HaNNYUA BO3MOXHOCTW HeCaHKLMOHMPOBAHHOMO AeicTBUA C no-
mMoLbio CK.

OnacHocTb CK an151 nHhopMaLMoHHbIX TexHonoruii (UT) n aBTomatnanpoBaHHbix cuctem (AC) n gpyrux
aKTVBOB OpraHu3aLumn cBa3aHa C OTCYTCTBMEM KOHTPO/A cpeAcTBaMu 3alinTbl MHPOPMAaLMOHHbIX NOTOKOB,
4YTO MOXET MPMBECTM K yTeuke WH(OopMaLuun, HapylwuTb LenoCTHOCTb MH(DOPMAaLMOHHBIX PecypcoB U Npo-
rpamMmHOro obecneyeHns B KOMNbIOTEPHBIX CUCTEMAX UK CO3f4aTb MHble NPEenATCTBMA Mo peanusauun UT.

[nsa obecneyeHns 3awutbl MHpopmauum, obpabaTsiBaeMoit B AC. HE06X0AMMO BbISIBNSATb U HEWTPaIm-
30BbIBaTb BCE BO3MOXHbIE MH(DOPMALMOHHbIE KaHa bl HECAHKLMOHUPOBAHHOTO AECTBUSA — Kak TPaguL1OH-
Hble, TaK 1 CKpbITble.

HacTosAwwnii cTaHgapT BXOAMT B CEPUIO B3aNMOCBA3aHHbIX CTaHAapToB, 06beNHEHHbIX 0OLWMM Hanume-
HoBaHVeM «M/HopMaumoHHasa TexHonorna. 3awmra NHopMaLMOHHbIX TEXHOMNOTUIA N aBTOMATU3NPOBaHHbIX
cucTtem OT yrpo3 nHhopmaLunoHHO! 6e30nacHOCTW, peann3yeMbiX C UCMNOb30BAHNEM CKPbITbIX KaHanoB»,
BK/IOHAKOLWMNIA B CeOSI:

- 06LMe NosIoXKeHUs;

- pekoMeHgaummn no opralnsaummn salmTsl nHopmaummn, UT n AC oT atak ¢ ucnonb3osaHmem CK.

B 06Lux nonoxeHnsax onpegeneHbl 3ajaqv, peliaemMsle npu nposefeHnn aHanusa CK, onvucaHa knac-
cucbmkaums CK n npusegeHa Knaccudmkaums akTuBoB Nno CTENEHN ONACHOCTU aTak ¢ ucnosib3osaHnem CK.

CyLiecTBEHHbIM MOMEHTOM 3alUuLeHHocTH cuctem AT n AC siBnsieTcs AoBepue K cuctemMam 3aluThbl.
Ob6ecneyeHve foBepus OCYLLECTBAAETCA NyTeM r/y6oKoro aHannsa wan akcnepTusbl NporpamMmmHo-annapat-
HbIX MPOAYKTOB C TOYKM 3PEHMS UX 3alLWLLEeHHOCTM. Bo MHOrMX cnyvasx 3TOT aHanu3 3aTpygHeH B cuny oT-
CYTCTBMA UCXOAHbIX AaHHbIX A1 er0 NpoBeAeHns, TO eCTb NCXOAHbIX KOAOB, KOHCTPYKTOPCKOW W TeCTOBOW
JOKyMeHTauun, B pesynbTare Yero Co3falTcsa Yrposbl MHOPMALMOHHBIM pecypcam, KOTopble MOryT ObiTb
peann3oBaHbl C MOMOLLbI0 HEM3BECTHbIX MPOrpaMMHO-annapaTHbIX CUCTEM M Yepes uHTepdelickl B3anmoaeii-
CTBYIOLLMX MPOrpaMMHO-annapaTtHbIX NPOAYKTOB.

TpeboBaHua foBepus Kk 6e3onacHOCTU MHgopmauun yctaHoeneHnsl B FTOCT P MCO/M3K 15408-3. B
COOTBETCTBMM C KOTOPbIM [/I CUCTEM C OLLEHOYHbIM YpoBHeM fosepusa (OY[). HaunHas ¢ OY[5. npegycmo-
TpeHo nposefeHne obs3atensHoro aHanmsa CK. Mpu ncnonb3oBaHWM annapaTtHo-MporpaMMHbIX MPOAYKTOB
WHOCTPaHHbIX Npon3BoguTeneil B yC0BUAX OTCYTCTBUSE HA HUX KOHCTPYKTOPCKOM, TECTOBOV AOKYMEHTaLun n
NCXOAHBIX KOAOB HEBO3MOXHO rapaHTMpOBaTh OTCYTCTBUE B HMX MOTEHLUAIbHO BPELOHOCHbLIX KOMMOHEHTOB,
BK/IIOYEHHbIX CneunanbHO WM BO3HWKWKX CAyvyaiHo (Hanpumep, NporpaMMmHON ys3sBumocTun). Takum obpa-
30M. TpeboBaHne aHannsa CK B Poccuiickoii defepaunmn AsnseTcs HeobXo4uMbIM ycnoBrem 6e30nacHoro
YHKLMOHMpPOBaHNA cnucTeM, obpabaTbiBaOLWMX LEeHHYI MHopMaLnio Uan UCNoMb3yoLwmx UMNOPTHOE an-
napaTHo-NporpammHoe obecneyeHue, B TOM yucne u gnsa cuctem ¢ OY[ Hwke OY[A5.

B pekomeHAauusax no opraHusaumun 3awutbel nHgopmauun. AT n AC oT atak ¢ ncnonb3osannem CK
onpeaeneH nopsagok novcka CK n npotmeogeicteusi CK.

HacToswwmii ctaHgapT paspa6oTtaH B pa3sutue NOCT P MICO/M3K 15408-3. TOCT P MICO/M3K 27002
(B yacTu MeponpuATUA No NPoTUBOAENCTBUIO yrpo3am WB. peanusyembim ¢ ncnosb3oBaHnem CK) u [1].
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HAUVWOHANBbHBIN CTAHOAPT POCCUWNCKOW OSGEALEPALUMN

NHopMaLoHHaa TexHonorus

3AWNTA NHOOPMALIMOHHbBIX TEXHONOTNM N ABTOMATU3UPOBAHHbLIX CUCTEM
OT YIPO3 MH®OPMALIMOHHOW BE3OMACHOCTW. PEA/IN3YEMbIX
C NCMNMOJIbBOBAHVEM CKPbITbIX KAHA/TIOB

YacTtb 1

O6Lwumre nonoxeHns

Information technology. Protection of information technologies and automated systems against security threats posed by
use of covert channels. Part 1. General principles

fata eBegeHns — 2009—10—01

1 O6nacTb NPUMEHeHUs

HacTosiwumii ctTaHgapT ycTaHaBnuBaeT knaccudpmkaumo CK 1 onpegensieT 3agaun, pewiaemMble npu npo-
BeZleHnn aHanusa CK. 4To sBnseTcs Heo6XxoAMMO COCTaB/ALEN 419 onpefeneHns fanbHellero nopsaka
opraHu3auum 3awuTbl MHopMauMmn OT atak ¢ ucnonb3oBaHmem CK. a Takke ycTaHaBnvMBaeT NMOpPSAOK Npo-
BefeHusa aHanusa CK ansa npoayktoB v cucteMm AT u AC, pesysbTarbl KOTOPOro UCMOJb3YHOTCA MPU OLEHKe
[oBepusa K Mepam 3alunTbl UHPOPMALNOHHBLIX cucTem n UT.

HacToswwmii ctaHgapT npegHasHayeH A1 3aKka3ymkoB, pa3paboTynkoB 1 nonb3oBaTesnei UT npu dop-
MUPOBaHUKN UMK TpeboBaHMii K pa3paboTke, MPUOBPETEHNIO N MPUMEHEHUIO NMPOAYKTOB 1 cucteM UT. koTopble
npefHasHauyeHbl Ansi 06paboTkM, XpaHeHUs Unu nepejaun MHopmauun, noanexailein 3awute B COOTBET-
CTBUW C TpEHOBAHMAMU HOPMATUBHBIX JOKYMEHTOB WX TpeboBaHMAMMN, yCTaHaBIMBAEMbIMIU COOCTBEHHUKOM
MHbopmaummn. HacToawmii cTaHaapT nNpegHasHaveH Takke ANsi OpraHoB cepTUdMKaLUM U UCTbITaTesbHbIX
na6oparopwuii Npy NpoBeAeHUN OLEeHKN 6e3onacHoCcTy 1 cepTudukauum 6esonacHoctTn UT n AC, a Takke ans
aHanuTMYecKMx nogpasgesneHunin n cnyxo6 6e30nacHOCTU A8 CONOCTaBEHNS Yrpo3 LEeHHbIM MHOpMaLNOH-
HbIM aKTMBaM C MOTEHLMa/IbHOW BO3MOXHOCTbLIO yllep6a yepes CK.

2 HopmaTuBHbIe CCbINKU

B HacTosLeM cTaHAapTe UCMONb30BaHbl HOPMATUBHbBIE CCbISIKM Ha criegylowme ctaHaapTbl:

FOCT P MCO/M3K 15408-3 WNHcopmaLmoHHaa TexHonorus. Metoabl u cpeactBa obecneyeHns 6es-
onacHocTn. Kputepun oueHkn 6e30MacHOCTU MHOPMAaLMOHHbIX TexHonormin. Yacte 3. KOMNoHeHThbl goBe-
pus K 6e3onacHoCTu

FOCT P MCO/M3K 27002 WHdopmauuoHHas TexHonorus. MeTogbl U cpeacTBa obecnevyeHus 6es-
onacHoctn. CBOA HOPM W NpaBu/l MeHeMKMeHTa MHPOPMaLMOHHON 6e30nacHOCTM

MpumMmeyaHue — Mpy N0Nb30BAHUN HACTOSLLMM CTAHAAPTOM Lienecoo6pasHo NPoBepUTL AeliCTBIUE CCbINOYHbIX
CTaHAapPTOB B MHDOPMALMOHHOMN cMCTeME 06LLEro nosb30BaHus — Ha 0MuMasbHOM caiite ®efepasibHOro areHTCTea no
TEXHWUYECKOMY PerynpoBaHuio 1 METPOIOTMY B CeTU MIHTePHET UK NO eXero4HoMy UH(OPMaLMOHHOMY yka3aTesto «Ha-
LMOHA/IbHbIE CTaHAAPTLI», KOTOPbIV OMY6/IMKOBAH MO COCIOSIHUIO HA 1 AHBAPS TEKYLLEro rofa, U no BbiMyckam eXemMecsiy-
HOrO MHHOPMALMOHHOTO yKka3aTens «HaunoHanbHble CTaHAaPTbI» 3a TeKyLuii rof. ECNu 3aMeHeH CCbINoYHbIN cTaHaapT,
Ha KOTOPbI faHa HeAaTUpPOBaHHAs CCbiKa, TO PEKOMEHAYETCS MCMOMb30BaTh AECTBYIOLLYI0 BEPCUI0 3TOrO CTaHgapTa
C YYeTOM BCEX BHECEHHbIX B [JaHHYI0 BEPCUI0 U3MEHeHU. Ecnn 3aMeHeH CCbINIoYHbIN CTaHaapT, Ha KoTopblii faHa gaTu-
poBaHHas CCblfika, TO PEKOMEHAYETCSA UCMO/b30BaTh BEPCUID 3TOTO CTaHAAPTa C YKa3aHHbIM BbIlLE FO40M YTBEPXKAEHUS
(npuHATKS). Ecnm nocne yTBepXAeHUs HACTOALLEro cTaH4apTa B CCbIIOYHbIN CTaHAAPT, Ha KOTOPbIV faHa faTupoBaHHas

N3paHue oduymansHoe
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CCblI/NIKA, BHECEHO U3MEHEHME, 3aTparvBatlLee NOM0XEHNE, HA KOTOPOE AaHa CCbI/Ka, TO 3TO NOMIOXEHNE PEKOMEHAYETCS
NpUMeHsATb 6e3 yyeTa ;aHHOTo U3MEeHeHUs. ECNu CCbINOoYHBbI cTaHAapT OTMEHeH 6e3 3aMeHbl, TO NO0XeHNe, B KOTOPOM
[laHa CCbl/IKa Ha HEero, PEKOMEHAYETCA NPUMEHATb B YacTU, He 3aTparuBarLLeil 3Ty CCbky.

3 TepMWHbl U onpeaeneHns

B HacTosiLeM cTaHAapTe NPUMEHEHbI CeaytoLime TEPMUHbLI C COOTBETCTBYHOLWMMY ONpeaeneHNsIMU:

3.1 aBTOMaTU3MpoBaHHasa cuctema: Cuctema, cocTosiias u3 nepcoHana n KOMnsexkca cpeAcTs aBTo-
mMaTusaunm ero 4esiTeNIbHOCTU, peasinsyowas MHHOPMALMOHHYI0 TEXHO/IOTMIO BbINOIHEHWS YCTAHOB/IEHHbIX
hyHKUWIA.

3.2 areHT HapywwuTensa: Jluyo, nporpaMMHoe, NporpamMmMHo-annapaTHoe Wau annapatHoe CpPeAcTso,
JeicTBylOWMEe B UHTEpPECAX HapyLwnTens.

3.3 akTuBbl (assets): Bce. UTO UMEET LEHHOCTb [/ OpraH13aLmy U HaXoANUTCA B €e pacnopsKeHUN.

MpumeyaHne — K aktupam opraHusauum MoryT OTHOCUTLCS:

- BbIUMCNUTENbHbIE, TENIEKOMMYHWKALMOHHbIE 1 NPOYMe pecypchl;

- MHOPMALMOHHbIE aKTUBbI, B T.U. pa3/IMyHblE BUALI MH(OPMALUM HA CredyoWwnX ha3ax UxX XU3HEHHOTO LUKIa:
reHepauus (cospaHue), 06paboTka, XpaHeHue, nepegada, yHUUTOXEHNE;

- MPOAYKTbI U YCNYr1, NPefocTaBAsieMble CTOPOHHUM OpraHu3auusam.

3.4 6nokupoBaHune goctyna (K MHgopmauun): MpekpalieHne uamn 3aTpygHeHne AOCTyna 3aKOHHbIX
nosib3oBateneit K HchopmaLuu.

3.5 BpefoHoCcHas nporpamma: MporpamMma, npefHasHauYeHHas A5 OCYLLECTBNEHNS HECAHKLMOHMPO-
BaHHOro goctyna v (Mv) Bo34eincTBns Ha MHQOPMaLMIo NN pecypcbl MHPOPMAaLVIOHHOW CUCTEMBI.

3.6 rny6uHa aHanmsa CKpbiTOro kaHana: CteneHb BapbMpOBaHUSA NPUMEHSAEMbIX CPEACTB MO C/IOX-
HOCTU AN151 MAEHTUAMKALMMN CKPLITOTO KaHana 1 ero XxapakTepucTuk.

3.7 poBepus (assurance): OCHOBaHWe A1 YBEPEHHOCTUM B TOM. YTO OOGBEKT COOTBETCTBYET LieNsM
6e3onacHoCTy.

3.8 naeHTUMKaLUSA CKPbITOrO KaHana: BbisiBNEHNE BO3MOXHOCTY CYLLECTBOBAHUS CKPLITOrO KaHana
¥ onpefenieHne ero Mecta B KnaccudmkaLmu.

3.9 uHcopmauns orpaHUYyeHHOro goctyna: Bua ceefeHuid, LOCTYN K KOTOPbIM OFpaHUyeH 1 pasria-
LLEHNE KOTOPbIX MOXET HAHEeCTU yllep6 nHTepecam Apyrux nuy, obLectsa u rocyfapcrsa.

3.10 unHdopmauunoHHas 6e3onacHocTh (information security). Bce acnekTbl, cBA3aHHble C onpegerne-
HWEM. [IOCTVXXEHMEM U NOAAEPXAHNEM KOH(INAEHUMANBHOCTY, LLeNIOCTHOCTH, LOCTYNHOCTH, HEOTKAa3yeMOCTH,
NoAOTYETHOCTM, ayTEHTUYHOCTU U LOCTOBEPHOCTM MH(IOPMALMN UK CPELCTB €B 06paboTKU.

3.11 nHdopmaLumoHHaa cucTema: OpraHuM3auMoHHO YNOPAAOYEHHAA COBOKYNMHOCTb [AOKYMEHTOB
(MaccnBOB AOKYMEHTOB) U MHYOPMALMOHHBLIX TEXHOJIOTWIA, B TOM YuC/le C UCMOMb30BaHNEM CPEeLCTB BblUMC-
NNTENbHOW TEXHUKMN 1 CBSI3W, peasim3yolmnx MHOPMaLMOHHbIE NpoLiecchl.

MpumeyaHune — WHDOPMALMOHHbIE CUCTEMBbI NPEfHA3HAYEHbI ANS XpaHeHusi, 06pa6oTku, noucka, pacnpo-
CTPaHeHus. nepefayv 1 NnpefocTaBieHns nHhopmaymum.

3.12 nHdopmaunoHHas TexHonorusa: Mpuembl, cNocobbl U MeToAbl NPUMEHEHWUA CPeACTB BbIUMCAU-
TeNbHOI TEXHUKW NpY BbINONHEHWUN PyHKLMIA cbopa, XpaHeHns, 06paboTkn, nepedayn U NCMob30BaHNA AaHHbIX.

3.13 nHdopMaLMOHHbI 06BEKT: DNemMeHT mporpammbl, cogepxawuii dparMeHTbl MHgOopMaumn,
LVMpKyupyoLeid B nporpamme.

n punmMmedyaHune — B 3aBUCMMOCTHU OT A3blka nporpamMmmMunpoBaHnsa B kKayecTtee VIHCbOpMaLI,VIOHHhIX 06bEKTOB MoryT
BbICTYNaTb NEPeMeHHbIe, MacCuBbI, 3anucu, Tabnuubl, ainsl, parmMeHTbl onepaTUBHOW NaMaTy K T. M.

3.14 nHdopmMaunoHHbIA noTok (information flow): Mpouecc B3aumoAelicTBMA UCTOYHMKA MHGOpMa-
Lumn 1 ee nonyyarens.

MpumeyaHune — VIHDOPMALMOHHBIV MOTOK MOXET GbITb pa3peLleHHbIM U Hepa3peLlleHHbIM. VIH(hopMaLMoHHBbI
NOTOK Mexay 06bekTaMmu X 1Y CyLlecTByeT, eciv cpeiHsis B3auMmHas uHcopmauums | (X.Y) 6onble 0. MatemaTudeckas
MOZAeflb MH(OPMALMOHHOTO NOTOKA MOXET ONpeAensTbCs Kak KOHEUHbIi aBTOMAT, B KOTOPOM UCTOYHUK COOGLLEHUs Mo-
cblflaeT BXOLHOE C/I0BO Ha BXOJ aBTOMATa, a nosiyyate/b COO6LEeHUS BUAUT BbIXOAHYIO NOC/EL0BATENLHOCTL aBToMaTa.

3.15 ncuyepnbiBalOWMA aHanu3 ckpbliTbiX kaHanoB (exhaustive covert channel analysts): AHanus,
npv KOTOpom TpebyeTcs NpescTaBNeHNEe AONONHUTENBHOTO CBUAETENLCTBA, NOKAa3bIBAKLLEr0, YTO NAaH UAEH-
TUVKALMN CKPbITbIX KAHAIOB [OCTATO4YeH 418 YTBEPXAEHNS TOro, YTO 6Gblv MCNPO6OBaHbI BCE BO3MOXHbIE
nyTU UCCNeA0BaHNA CKPbITbIX KAHANOB.
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3.16 kntoy: KOHKpeTHoe CekpeTHOe COCTOSIHME HEKOTOPbIX mapaMeTpoB anroputma kpuntorpacduue-
CKOro npeo6pasoBaHnsa AaHHbIX, obecrneuymnBatoLiee BbIGOP O4HOr0 Npeobpas3oBaHNA M3 COBOKYMHOCTU BCe-
BO3MOXHbIX /17 fJaHHOTO asropuTMa npeobpasoBaHuii.

3.17 KOMMYHUKaLNOHHbIX KaHan: COBOKYMHOCTb HOCUTENE UHGOpMaLuK, AOCTaBNSAOLWMUX CO0bLe-
HMe OT NCTOYHMKA K MPUEMHNKY.

3.18 KpuTHUYeCKkn BaxHble 06beKkTbl: O6BLEKTbl, HapylweHne nnv npekpateHne yHKLMOHNPOBAaHUS
KOTOpPbIX MPUBOAUT K NOTEPE YNpaB/eHUsi, pa3pyLleHno NHPPACTPYKTYPbl, HEO6PATUMOMY HEraTMBHOMY W3-
MEHEHWIO UK Pa3pyLLUEeHNI0 9KOHOMUKN CTpaHbl, CybbekTa unv agMUHUCTPaTUBHO-TEPPUTOPUATBLHOW eAUHN-
Lbl WM K CYLLeCTBEHHOMY YXYALLUEHNI0 6e30MacHOCTUN XU3HeAEeATeNbHOCTU HaceneHus, NMPoXuBaloLLero Ha
3TUX TEPPUTOPUSX ANNTENbHbIA NEPUOL BPEMEHMU.

3.19 mexaHu3M nepepayun uHgopmaymmn. PeannsoBaHHbIii cnoco6 nepegayn nHdopmauum ot otnpa-
BUTENSA K Nosiyyartersto.

3.20 mogudukauma nHopmauun: LieneHanpaeneHHoe nsmeHeHne hopMmbl NpefcTaBfeHns u co-
AepxaHus nHdopmauuu.

3.21 HapywuTenb 6e3onacHocTu uHcopmauun (adversary): dusmyeckoe nmuo (CybbekT), cnyyaiHo
UM npegHaMepeHHO COBEpLUMBLLEE AEeNCTBUS, CNeACTBUEM KOTOPbIX ABMSIETCA HapylleHue 6e30MmacHOCTM
nHchopmaLlmy npy ee 06paboTke TEXHNYECKMUN CpefcTBamMy B MHGIOPMALMOHHBIX CUCTEMAX.

3.22 HecaHKUMOHMpPOBaHHbIA focTyn K nHpopmaymm (unauthorized access to information): JocTyn
K MHhopmauun unu feincTena ¢ nHcpopmaumeli, HapylatoLme npasuna pasrpaHnyeHns Aoctyna ¢ Ucnosb-
30BaHWEM LUTATHbIX CPEACTB, NMPefoCTaBAsAeMbIX CPEACTBAMM BbIYNC/IUTENBHON TEXHWUKU MW aBTOMAaTU3NPO-
BaHHbIMU CUCTEMAMMU.

MpumeuaHne — [ocTyn Ko6bEKTY NoApasymMeBaeT U AOCTYN K cofepxalleiics B HeM MHopMaLmu.

3.23 06beKT (object): MaccuBHbI KOMMNOHEHT CUCTEMbI, XPAHALLMA, NPUHUMAIOLWNIA NN NepeaatoLLnii
MHpopMaLmio.

3.24 oueHka onacHocTu: OnpegeneHne cTeneHy BO3MOXHOIO AeCTPYKTUBHOIO BO3AENCTBUS.

3.25 oueHOYHbI ypoBeHb foBepus (evaluation assurance level): MakeT KOMMNOHEHTOB [0Bepus,
npeacTaBNAOLWMIA HEKOTOPOE NOMOXEHWE Ha Npefonpese/ieHHOV B HEM LuKase f0Bepus.

MpumevyaHue — TlakeT KOMMOHEHTOB [OBepusi OnpefensieTcs B COOTBETCTBUKW C TpebGOBaHUSAMU
FOCT P NCO/M3K 15408-3.

3.26 naponb goctyna (password): aeHTudmkaTop cy6bekTa gocTtyna, KOTopblii sBnsetcs ero (cyob-
€eKTa) CEKpeToM.

3.27 nepcoHasbHble gaHHble: Jllob6asa nHopmalms, OTHOCALWAACA K onpeAenieHHOMY Uan onpeaens-
€MOMY Ha OCHOBaHWMW Takoi nHpopmaummn dursnyeckomy nuuy (Cy6bekTy nepcoHasibHbIX AaHHbIX).

n punmedvaHne — B kauyectBe nepcoHabHbIX AaHHbIX MOTYT NCNO/Nb30BaTbCA (baMVIﬂVIFL nMsA. 0T4eCTBO, rop.

Mecsl, JaTa M MECTO POXAEHUs Cy6bekTa NepCoHasIbHbIX AaHHbIX, & TakKe afpec, CEMENHOe, CoLManbHOe, UMYLLECTBEH-
HOe nosioxeHve, o6pasoBaHue, Npodeccus, AOX0Abl U Apyras UHgopMauus.

3.28 nonutuka 6e3onacHocTu nHpopmauumn (information security policy): CoBOKyNHOCTb [OKYMEH-
TUPOBaHHbIX NpaBw/, Npoueayp, NPakTMYecknx NPUEMOB UM PYKOBOAALLMX NPUHLMMNOB B 061acTu 6esonac-
HOCTW MHpopMaLMK, KOTOPbIMW PYKOBOACTBYETCS OpraHu3aums B CBOel AeATeNIbHOCTY.

3.29 npoaykT (product): COBOKYNHOCTb MPOrpamMMHbIX, MPOrpaMMHO-annapartHbiX W/WaM annapatHbIX
cpeacTB MH(OPMALMOHHBIX TEXHOMOMMIA, NpefocTaBNsawWan onpegeneHHble PyHKLMOHaNbHbIE BO3MOXHO-
CTU 1 NpefHa3HaveHHas A1 HenocpeACTBEHHOIO UCMNOb30BaHNA UIN BKIIOYEHNSA B Pa3inyHble CUCTEMBI.

3.30 nponyckHas cnoco6HOCTb CKpbITOro kaHana (covert channel capacity): KonnuectBo uHchop-
Maumu, KOTopoe MOXeT 6biTb NePOAAHO MO CKPbITOMY KaHany B eAWHWLY BPEMEHU UM OTHOCUTENIbHO KakKou-
NN60 ApYroi WKanbl N3MepeHns.

3.31 cuctema (system): Cneuundonyeckoe BOM/IOWEHNE VH(OPMALMOHHbBIX TEXHOMNOTUI C KOHKPETHBIM
HasHayeHneMm 1 YC/I0BUAMM 3KcnyaTalun.

3.32 cuctemaTtmyeckuii aHanm3 CKpbITbIX KaHasoB (systematic covert channel analysis): AHanus,
npy KOTOPOM Pa3paboTUnK cUCTeMbl MHDOPMALIMOHHbBIX TEXHOIOTMA 1 aBTOMAaTN3MPOBAHHBIX CUCTEM [O/IKEH
NMAEHTUULMPOBATL CKPbITblE KaHa bl CTPYKTYPUPOBAHHbLIM 1 MOBTOPSEMbIM 06pa3om B MPOTUBOMNO/IOXHOCTb
NAEHTUMKALMN CKPbITbIX KAHA/M0B YaCTHbIM METOA0M, NPUMEHUMbIM A1 KOHKPETHOW cuTyaumn.

MpumeyvaHne — M,quTVICbVIKaLl'VIFI CKPbITbIX KaHa/10B OCYLLEeCTB/IAETCA, KaKnpaBusio, B COOTBETCTBUM C N/1aHOM
o6ecneyeHns 6e30nacHoOCTU.
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3.33 ckpbITbIli kKaHan (covert channel): HenpeaycMOTpeHHbI pa3paboTyMkoM cUCTEeMbl MHhopMaL -
OHHbIX TEXHOMOMNIA N aBTOMaTU3UPOBAHHbIX CUCTEM KOMMYHUKALWOHHBIV KaHas, KOTOpbIi MOXeT 6biTb npu-
MeHeH A1 HapyLUeHWs NoNUTUK1 6e30nacHoCTU.

3.34 cpepa nepepaun: dusnyeckas peanmsaumsa npouecca nepegayv nHgopmamu.

3.35 cy6bekT (subject): AKTUBHbIA KOMMNOHEHT CUCTEMbl, 06bIYHO NpeAcTaBNEeHHbI B BUAE NO/b30-
BaTens, npouecca Wy ycTpoicTea, KOTOpble MOTyT ABUTbCA NPUYMHAMM NOTOKa MHopMaummn oT o6bekTa K
06BEKTY WM U3MEHEHWUS COCTOAHUSA CUCTEMBI.

3.36 yrpo3a 6e3onacHocTu (threat): COBOKYyNHOCTb YCNOBWIA U (DaKTOPOB, CO34AloLLMX NOTEHLUMab-
HYI0 WM peasibHO CyLLeCTBYIOLLYH OMNacHOCTb, CBA3AHHYIO C YTEYKOol MHopMauum Uunam HecaHKLMOHNPO-
BaHHbIMU W/MNK HenpeLHaMepPeHHbIMY BO34EACTBUSIMU Ha Hee.

3.37 ynonHoMou4eHHbIi nonb3oBaTens (authorised user): Monb3oBatenb, KOTOPOMY B COOTBETCTBUU
C NOSIMTMKOW 6e30NacHOCTN pa3peLLeHo BbIMOHATbL Kakylo-n1bo onepauuio.

3.38 yuwep6: OTpuuatensHble NOCNeACTBUSA, BO3HMKAlOLLME BCAeACTBUE NPUUYNMHEHMSA Bpeda akTMBaM.

3.39 yasBumocTb: CBOICTBO CUCTEMbI, KOTOPOE MOXHO MCMNONb30BaThb ANA HapyLleHWUs nHopmaum-
OHHOW 6e30NacHOCTN CUCTEMbI MH(OPMALIMOHHBIX TEXHOOTWI N aBTOMaTU3NPOBAaHHbIX CUCTEM.

4 O6wmre NoNoXeHnsd

4.1 HacToAwwin ctaHgapT onpefenseT cneaywwunini nopsagok AeiAcTBWIA NO OnNpeAesieHnio CTeneHn
onacHocTu CK gnsi akTMBOB OpraHv3aLuu, BbISIBNEHWIO U npoTusogeicTento CK:

- NpoBejeHre knaccudukaLmm akTMBOB B 3aBUCMMOCTY OT CTEMEHW ONacHOCTU aTak C UCMOo/Ib30BaHNeM
CK ¢ y4eTOM BO3MOXHbIX Yrp0o3 6€30MacHOCTY akTvBawm;

- onpepgeneHve HeobxoanuMmoli rny6uHbl aHanusa CK B 3aBMCMMOCTM OT TvNa akTBOB;

- npoBefeHune aHanusa CK. Bkovatolee B cebs1 BbINOHEHVE Cnefyowmx 3agaq:

naeHTudrkaumsa (bissnexmne) CK.
OLleHKa MponyckHoW cnocobHocTn CK 1 oLeHKka 0nacHOCTU, KOTOPYH HeCeT UX CKpbIToe hyHKLMO-
HUpoBaHue;

- MeponpuaTUS No 3aluTe OT Yrpo3, peann3yembix ¢ ucnonb3osaHnem CK. v Bkiovawline B cebs Bbl-
NnosIHEHMeE cneayroLmx 3afay:

NPUHATVE pelleHnii 0 BHeAPEHUM 3alUWUTHbIX Mep A1 NPOTUMBOAENCTBUA yKa3aHHbIM yrpo3am
6e30nacHoCTy.
npotusogeiicTene peannsaumn CK BNAOTb 40O €0 YHUUTOXKEHMS.

4.2 Knaccudmkaums saluiiaemblX akTMBOB B 3aBUCUMOCTUN OT CTENEHN OMacHOCTU aTak C UCMob3oBa-
Hnem CK npusefeHa B pasgene 7.

4.3 Tny6uHy aHanmsza CK onpefensitoT LEeHHOCTbI0 akTUBOB, TO ECTb YLIEPOOM, KOTOPbI/ MOXET 6bITb
NPUYMHEH B pe3ynbTaTe peasim3aunm yrpo3 6e3onacHoCTu, peanmsyemslix ¢ ucrnonb3osaHnem CK, To ecTb pu-
CKOB. BO3HUKAOLWWX BC/IEACTBME HAMUMA 3TUX YIpo3. Knaccudurkauma Takux yrpos npusefeHa B pasgene 6.

4.4 Npentudoukauna CK onpepgensieT cy6bekTbl (MCTOUHWMK W Nosyvatens), Mexgy KOTOpbIMW MNOTEeH-
unanbHO MoxeT cywecTtBoBarb CK. nmapameTpbl, Npyv MaHWMy/IMPOBaHUM KOTOPbIMU MPOUCXOAUT nepepaya
nHdopMaLum, napaMmeTpbl, 3a cYeT BapuauumM KOTOpbIX NPOUCXOAUT YTeHne uHopmauun, cpegy nepepayv
NHopMaLnn, Noruyeckme ycnoBusi, Npu KOTOPbIX BO3MOXHa nepefava nHdopmaunn. NaeHtudukauma CK
MOXeT NPOoBOAMTLCS Kak Npu pa3paboTke cUCTeMbl MyTEM MCCMefO0BaHUS NOTEHLUMANbHbIX KaHa/noB yTeuku
WM KaHanoB BO3LENCTBUSA, TaK 1 O pexume akcnayaraunm cUcTeMbl NyTeM HabNOAEHNA NPU3HAKOB, UAEHTH-
duumpyowmx Hanmure CK. B nocnegHem cnyyae CK BbISIBNAOTCA C NOMOLLLIO HA6M04eHMA 3a napameTpamu
cuctemsbl. B gokymeHTaymm no 6e30nacHOCTV MHPOpMaLLMK JOMKHO ObITb OTPAXEHO, Kakme knaccbl CK moryT
6bITb BbISIBNIEHbI C MOMOLLbI UCNOJIb3YEMOI CUCTEMbI HAbMAEHNS.

4.5 OueHKy NpomnyckHOW cnocobHOCTU ugeHTuduLMpoBaHHbix CK npoBoaaT dopmanbHbIMU, TEXHUYE-
CKUMW MeToAamMu Uan metogamvt MofesIMpoBaHns.

4.6 Tpun NPUHATUN PeLLUeHnin 0 BHeAPEeHUW 3awMTHbIX Mep A5 NpPoTUBOAeNcTBMA yrpo3am 6esonac-
HOCTU. peanunsyembiM C ncnonb3oBaHnem CK, He06XoAMMO yunTbiBaTb BO3SMOXHbIV PUCK HAHECEHMSA YLliepba
aKT¥BaM opraHv3auuu, KOTOpbIi CBA3aH B TOM YMC/e C NPOMYyCKHOW cnocobHocTbio CK.

4.7 TpoTusogeicTeue onacHbiM CK MOXeT OCYLLECTBAATLCA C MOMOLLbIO CeAyHOLMX CPeACTB ¥ METO/0B:

- nocTpoeHune apxutektypbl T nan AC. nossonstllein nepekpbiTe CK unn cgenatb vx NponyckHyo
CNOCOGHOCTb HACTONBLKO HU3KOM, YTO KaHaslbl CTRHOBATCS HEONacHbIMU. STOT MeTOA NPUMEHSIeTCA Ha aTane
npoektuposanusa UT nnau AC;

4
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- UCNOJMIb30BaHME TEXHUYECKMX CPEACTB, NO3BOASALWMX NnepekpbiBaTb CK MAK CHMXaTb UX NPOMYCKHYHO
CMOCOBHOCTb HMXKe 3a4aHHOro YPOBHS;

- MCNoJIb30BaHNe NPOrpaMMHO-TEXHUYECKUX CPEeACTB, MO3BOMALWMNX BbiABAATL paboTy onacHbix CK B
npouecce akcnayatauuy cuctemol. BoisBneHvne npusHakoB paboTbl CK MoXeT no3BOAuUTb 6/10KMpOBaTh KX
BO34eiiCcTBME HAa UH(OPMALIMOHHBLIE PECYpChl;

- NPUMEHEHNE OpraHM3aLMOHHO-TEXHUYECKNX MOP. MO3BONAWUX NUkBnauposatb CK unn ymeHbWnTb
MX MPOMNYCKHYK CMNOCOBHOCTbL A0 6€30MacHOro 3Ha4YeHus.

5 Knaccudukaumna CKpbliTbiX KaHaNoB

5.1 CK no mexaHu3amy nepegaun nHdopmauuy nogpasfenarorca Ha:

- CK no namaTtu;

- CK no BpemeHu;

- CKpbITble CTaTUCTUYECKME KaHasbl.

5.2 CK no namaTy OCHOBaHbl Ha Hann4yMnm NamaTy, B KOTOPY nepejatolnii Cy6bekT 3anmcbiBaeT UH-
dhopmaLmio. a NpUHUMaLWNin — cunTbiBaEeT ee.

CKpbITOCTb KaHa/I0B N0 NamMATV onpeAenseTcs TeM. YTO CTOPOHHUIA HabnogaTelb He 3HaeT TOro Mecta
B NamATu, rge sanucaHa ckpbiBaemas UHgopmMaLms.

CK no nmamATn npegnonaratwT UCMOb30BaHNe pecypcoB namsiTu, OfHaKo Cnocob MCnonb30BaHus na-
MSATW He y4yuTbIiBaeTCA pa3paboTymkaMm CUCTEMbI 3alUTbl Y NOITOMY HE MOXET BbISBNSATLCA UCMO/b3YEMbIMU
cpefcTBamy 3aluThbI.

5.3 CK no BpemeHu npegnonaratT, 4To nepegatowunii tHhopmaumio cybbekT MoaynnpyeT ¢ NOMOLLbIO
nepefaBaemMoi MHhopMaLun HEKOTOPbIA N3MEHSAIOLMIACS BO BPEMEHU NPOLLECC, a CyObekT, NpUHUMaroLuii
UHopMaLuuio, B COCTOSIHUM AeMOAyNvMpoBaTh nepefaBaeMblii cUrHan, Habnogaa Hecywuii MHdopmaumio
npouecc Bo BpemMeHn. Hanpumep, B MHOro3agauvHoli onepaunoHHoli cucteme (OC) ueHTpasibHbIl npoleccop
ABMAeTCA pasfenseMbiM UHHOPMALMOHHO-BLIYUCUTENBHBIM PECYPCOM ANS NPUKNaAHbIX nporpamm. Mogay-
NMpysa BpeMs 3aHATOCTM npoLueccopa, NPUIoKeHNs MOTyT nepegasatb ApYr APYrYy HeneranbHble AaHHble.

5.4 CKpbITbliA CTATUCTUYECKNI KaHan NCNOMb3YyeT ANA nepefayn MHpopmaumm nsMeHeHme napameTpos
pacnpefeneHunii BEpoATHOCTEN No6bIX XapaKTEPUCTUK CUCTEMbI, KOTOPbIE MOTYT paccMaTpuBaThbCs Kak Chy-
YaiHble 1 ONUCbIBaTLCSA BEPOATHOCTHO-CTATUCTUYECKUMU MOAENAMM.

CKpbITOCTb TakMX KaHa/I0B OCHOBaHa Ha TOM. YTO Moslyyatesib MHOpMaLun MMeeT MeHbLUY0 Heonpe-
[leNneHHOCTb B onpefeneHnn napameTpoB pacnpefeneHunii HabnogaeMbiX XapakTepUCTUK CUCTEMbI, YEM Ha-
6nogartenb, He UMeLWNiA 3HaHU o cTpykType CK.

Hanpumep, nosiB/ieHne peasnibHOM, HO MaJIOBEPOSATHON KOMOMHALUM B MPUC/TAHHOM MakeTe B 3afaHHbli
NPOMEXYTOK BPEMEHU MOXET 03HayaTb CUrHas K C600 B KOMMbIOTEPHON cucTeme.

5.5 CK no namstu, B CBOK o4yepeb, NO34pasristoT Ha:

- CK, ocHOBaHHble Ha COKPbITUM MHPOPMaLMN B CTPYKTYPUPOBAHHbBIX AAHHbIX;

- CK, ocHOBaHHbIe Ha COKPbITUN MHPOPMALMN B HECTPYKTYPUPOBAHHbIX AAHHbIX.

5.6 CK, oCHOBaHHble Ha COKpbITUM UHChOPMAL MK B CTPYKTYPUPOBAHHbIX JaHHbIX, NCNONb3YIT BCTPau-
BaHMe AaHHbIX B MHOPMAaLMOHHbIE 06bEKTbl C OPMasIbHO OMMCAHHON CTPYKTYPOI M hopmanbHbIMK npa-
BMNaMu 06paboTkn. Hanpumep, BHyTpeHHUIA hopmat haiinioB, MCNOb3yeMblX COBPEMEHHbIMU TEKCTOBbLIMM
npoueccaMun, COAepXuUT pag noneli, He oTobpaxaemblx Npu pefakTMpoBaHun ghaiina, noaToMy OHW MOryT
6bITb MCNOJIb30BaHbI 47151 BCTABKU CKPbITOW MHhopmaLmn.

5.7 CK. ocHOBaHHble Ha COKPbITUN UHDOPMALMN B HECTPYKTYPUPOBAHHbLIX AaHHbIX, UCNOJb3YT BCTpa-
MBaHWe AaHHblX B MHMOPMaUVOHHbIe 06bekTbl 6e3 yyeTa hOpmMasibHO ONWCAHHOW CTPYKTYpbl (Hanpumep
3anncb CKPbITON MHpopMaLuy B HaMMeHee 3HauMMble 6UTbl M306paXeHuns, He NpuBoAsLLas K BUAUMbIM UC-
KaXXeHUsIM n3obpaxeHuns).

5.8 CK no nponyckHoi cnocobHOCTU nogpasfenstor Ha:

- KaHas1 ¢ HU3KOW NPOMyCKHON CNOCOBHOCTbIO;

- KaHaJs1 C BbICOKOW MPOMYCKHOM CNOCOBHOCTbIO.

5.9 CK saBnsetcsa kaHasioM C HU3KOI NPOMYCKHOW CMOCOBGHOCTbLIO, €C/IM €ro MPOMyCcKHONW CNOCOGHOCTM
[OCTaTOYHO ANS nepefayn LeHHbIX MHOPMaLMOHHBIX 06BEKTOB MUHUMAaIbHOrO 06bema (Hanpvumep, Kpum-
Torpacdhmyeckne Kawumn, naposau) Uan KomaHz 3a NMpoMexyTOK BPEMEeHW, Ha NPOTSXEHWW KOTOPOro faHHas
nepegava ABASETCA aKkTyasbHONA.

5.10 CK sBNseTcs kaHasloM C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, €C/I ero NponyckHas Cnoco6HOCTb
no3BoNseT nepegasarb MHPOPMaLNOHHbIE 06BEKTLI CpefHero 1 60bWOoro pasmepa (HanpuMmep, TeKCTOBbIE
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dhaiinbl, n3o06paxeHunsi, 6asbl faHHbIX) 32 NPOMEXYTOK BPEMEHW, Ha NMPOTSXKEHWUN KOTOPOTO faHHble NHhopMma-
LMOHHbIe 06BbEKTbI ABNSAIOTCA LEHHBIMU.

[na pelwenuns cnoxHbIX 3afa4 MOXeT UCMo/b30BaTbCcs koMOuHaumsa CK. onnpatLmxca Ha pasnnyHble
MeXaHW3Mbl nepegauu.

6 Knaccudgukauust yrpo3 6e30nacHoCTU, peasiu3yemMblX C MCMOMIb30BaHUEM
CKPbITbIX KaHanoB

6.1 Yrpo3bl 6e30MacHOCTMH, KOTOpble MOTYT 6bITb peann3oBaHbl ¢ nomoLlblo CK. BkIyatoT B cebs:

- BHejpeHne BPefJOHOCHbIX NporpaMM v gaHHbIX,

- nogavy 3/10yMbILL/IEHHUKOM KOMaH[ areHTy A5 BbINOJIHEHUS;

- yTeuky Kpuntorpaduyeckux Ki4vein navy naponei;

- yTeuKy oTAeNbHbIX MHPOPMAaLNOHHbIX 06 BHEKTOB.

6.2 Peanusaums faHHbIX YrpO3 MOXET NPUBECTYU K;

- HapyLeHN0 KOHUAEHLNAIbHOCT NHIDOPMAaLMOHHbIX akTUBOB;

- HapyLleHuto pabotocnocobHocTn UT u AC;

- 6710KMpOBaHNIO JOCTYNa K pecypcam;

- HapyLUEeHWI0 LLeNIoCTHOCTM AaHHbIX 1 MO.

6.3 Cuctemamu, Hanbonee nogeepxeHHbIM atakam ¢ ucnonb3osaHnem CK. AensaTca:

- MHOronosib3oBaTeNbCkme pacnpefefnieHHble CUCTEMbI;

* CUCTEMbI C BbIXOAOM B r106asibHble ceTu;

- CUCTEMbI, UCNOJIb3YIOLWMe Kpuntorpauyeckne cpeicrsa 3allnThl;

* CUCTEMbI, UCNO/b3YIOLLME MHOTOYPOBHEBYIO (MAaHAATHYI0) MONUTUKY pasrpaHuyeHus [ocTyna;

- CUCTEMbI, MporpaMMHO-annapartHble areHTbl B KOTOPbIX He MOryT 6GbiTb 06HapyXeHbl (B CBA3U C UC-
nosib30BaHNeM MNPOrpaMMHOro 1 annapaTHoro obecneyeHns ¢ HeAOCTYMHbIM UCXOAHbIM KOAOM U B CBA3U C
OTCYTCTBMEM KOHCTPYKTOPCKOW JOKyMeHTauuu).

6.4 BsaumocBsA3b yrpos, peasmdyemMbix ¢ nomolpto CK. ¢ Tunamu CK B 3aBUCMMOCTU OT UX NMPOMYCKHOA
cnocobHoCTU nNpmeefeHa B Tabnuue 1.

Ta6nuua 1— B3avMOCBA3b Yrpo3, peannsyeMblx C MOMOLLbIO CKPbITbIX KaHa/0B, C TUMaMU CKPbITbIX KaHaoB B 3a-
BMUCUMOCTU OT UX NPONYCKHOM CNOCOBHOCTYH

Twn CKPbITLIX KaHaoB

Yrpoza CKpbITblE KaHa/Ibl C HU3KOW  CKpbITble KaHaUTbl C BbICOKOI

NPOMYCKHOM CNOCOBHOCTLIO  MPOMYCKHOM CNOCOBHOCTbIO
BHefpeHWe BPEOHOCHbIX NPOrpamMmmM U AaHHbIX +
Mogaua 3/10yMbILLIEHHUKOM KOMaHZ areHTy /1Sl BbIMOSHEHUs! 4 +
YTeuka KpunTorpacuueckmx koyeil unu naponei 4 +
YTeuka oTAebHbIX MHGOPMALMOHHbIX 06bEKTOB - +

MpumMmeuyaHne — 3HAK «+» — 03HAYAET, YTO UMEETCS CBSA3b YIPO3bl C COOTBETCTBYIOLWMM TUNOM CKPLITOrO

KaHana,; 3HakK «-» — O3HayaeT, YTO CBA3N He CyLleCTBYyeT.

7 K]'IaCCI/ICbI/IKaLI,VIFI akKTnBOB MO CTENeHn onacHOCTU aTaK C UCNOJIb30OBaHNEM
CKpPbITbIX KaHa/10B

7.1 B 3aBMCUMOCTM OT CTEMEHN ONACHOCTU aTak c ucnonb3osaHvem CK sauwuuiaemble akTUBbLI OpraHun-
3ayun nogpasgensdarT Ha cnegyrwme Knaccbl:

1- N Knacc — akTuBbI, cofepxalyme nHpopmaLmio, cTeneHb NOABEPXKEHHOCTN KOTOPO atakam, peanu-
3yeMbIM € ucnosib3osaHnem CK. onpefiensieT cO6CTBEHHUK.
2- 1 Knacc — akTuBbI, cofepxatyne MHopMaL Mo OrpaHNYeHHOro 4oCTyna UM nepcoHasbHble AaHHbIe

n o6pa6aTb|BaeMb|e B cUCTeMax, UMerLWnNxX TeXxHn4eckmne VIHTep(be[/‘ICbI C OTKPbITbIMU CETAMU UTN KOMMNbHOTEP-
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HbIMU cMCTEMamMy O6LLEro fOCTYNa, a Takke KOMMNbITEPHLIMU CUCTEMaMW, HE NpeanoiaralWwyMmn 3auTy ot
YTEUKM M0 TEXHUYECKUM KaHasam.

3-ii knacc — aKkTuBbI, coAepXalline CBeEHNUs, COCTaBSAOLWMNE rOCYAapCTBEHHYIO TaliHy.

7.2 Kpome 3TOro, CyLecTByeT 0COObIi Knacc akTMBOB, KOTOPbIE YSI3BMMbI C TOUKW 3PEHWS YIpo3, peanu-
3yeMblIX C Ucnonb3oBaHnemM CK ¢ HUM3KOW NMPOMnyCcKHOWM cnoco6HOCTLI0. K 3Tol rpynne oTHoOCcATCA:

Knacc A — akTuBbl, CBsI3aHHble C (DYHKLMOHMPOBAHUEM KPUTUYECKM BaXHbIX 06BLEKTOB. Hanpumep,
nepefava KoMaHAbl, CNOCOGHOW MHULMANM3NpoBaTb AECTPYKTUBHOE BO3AeliCTBME Ha OGBLEKT Takoro Tvna,
MOXeT 6bITb ocywecTBneHa no CK ¢ HU3KOM MPOMNYCKHON CNOCOGHOCTBIO.

Knacc b — akTuBbl, cofepxatiune knoyeBy/NapobHy0 NHhopMaLmio, B TOM Ync/e K4 Kpuntorpa-
hMyecKMx cMcTeM 3aluTbl MHOPMaLMK 1 Napon foCTyna K MHbIM akTuBaMm. Hanpumep, yTeuka kno4eBoit/
naponbHoi nHpopmauuy no CK mMoxeT noctaBuTb Mog Yrpo3y dyHKLMOHWPOBaHNe BCeil MHhOpMaLMOHHO
CUCTEMBbI.
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Buénunorpadcusa

[1] PykoBOAALW M [OKYMEHT. Be3onacHOCTb MH(OPMALMOHHbLIX TEeXHOMOornii. PykoBoACTBO MO (DOPMUPOBAHUIO
Foctexkomucecust Poccumn ceMelicTB npodhunein 3aunThbl

YK 351.864.1:004:006.354 OKC 35.040 TOO

KntoueBble cnoBa: CKpbITble KaHasibl, aHa/In3 CKPbITbIX KaHaos, Knaccmcbmn(aumn CKpPbITbIX KaHasioB, aTakun
C NUCNOJIb30BaHNEM CKpPbITbIX KaHa/10B, Yrpos3bl 6e3onacHocTy, peannsyemble C UCNO/Ib30BaHNEM CKPbITbIX
KaHaJsoB, KﬂaCCVICpVIKaLI,VIH aKTVUBOB MO CTENEHN ONacHOCTN aTaK C NCNOJIb30BaHUEM CKPbITbIX KaHa/10B

Pepaktop H.B. TanaHoBsa
TexHnyeckuii pegaktop W.E. Yepenkosa
Koppektop P.A. MBHTOBOI
KomnbiloTepHas BepcTka J1.A. Kpyrosoii

CpaHo B Ha6op 10.10.2018. MoanucaHo o nevatb 23.10.2018 dopmart 60*84*/B.
Yen. nau. n. 1,40. Yu.-uag. n. 1,26.
MoAroToBNEHO Ha OCHOBE 3/1IEKTPOHHOI Bepcun, NpeAocTaB/ieHHO pa3paboTuMkom cTaHaapTa

FapHutypa Apuan.

Co3faHo0 B eAMHNYHOM ucnonHenun ®ryrn «CTAHOAPTUH®OPM* gna komnaekToBaHua ®epepanbHOro MHOpMaLnoOHHOTO
®oHpa cTaHfapToB. 117418 MockBa. HaxumoBCKuii np-T, 4. 31. k. 2.
w r« gostinfo.ru info@ gostinro.ru
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