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FOCYAAPCTBEHHbBIM CTAHALAPT POCCUMCKOW OELEPALUMU

3awmTa MHhopmaLmm
NCNbITAHNA MPOrPAMMHbBIX CPEACTB HA HAJTMYNE KOMMNBKOTEPHbLIX BUPYCOB
TwunoBoe pyKOBOACTBO

Information security. Software testing for the existence of computer viruses. The sample manual

Jata BeegeHns 1999—07—01
1 OBJIACTb MPUMEHEHWA

11 HacTosAwWwmiA cTaHAapT PacnpocTpaHseTca Ha WcnbiTaHua nporpammHbix cpegcts (MC) u ux
KOMIMOHEHTOB, LN KOTOPbIX —O06HApYXUTb B 3TUX MC U1 yCTPaHUTb U3 HWUX KOMMbIOTEPHbIE BUPYChI
(KB) cunamun cneumanbHbIX NpesnpuaTvil (nvop,paa,qeneHMﬁ), W ycTaHaBnMBaeT o6ume Tpe6oBaHWsA K
opraHusauumn v NpPoBeAEHNIO TakUX UCMbITaHWiA.

1.2 TpeboBaHUsl, yCTaHOB/EHHbIE HACTOALLMM CTaHAAPTOM, HamnpaaseHbl Ha 0becrneyeHvie cneLmanbHoim
06paboTkun MC B uensx BbiaeneHns KB. a Takke Ha yCTpaHeHUE MOCNeACTBWIA, BbI3BaHHbIX BO3MOXHbIMU
BO3gencTBuAMM KB Ha onepaumoHHble CUCTEMbI, CUCTEMHbIE U NO/b30BATENbCKME (Dalifibl C NporpaMmamMun v
[aHHbIMW, HavanbHble CEKTOPbl MarHWTHbIX AUCKOB, Tabnnubl pasmelleHuns hainnos u ap.

1.3 HacTosLwwmii cTaHAapT yCTaHaBMBAET TUMNOBbIe TPe60BaHNSA, NPeAbABASeMble K UCMbITaHnaM MC
Ha Hannuve KB. B TOM uncne:

- K COCTaBy MeponpusaTWiA Mo NOAFOTOBKE W NPOBEAEHWIO UCMbITAHWIA:

- K COCTaBy, CTPYKTY pe ¥ Ha3Ha4YeHUI0 OCHOBHbIX YacTell MporpaMMHO-annapaTHoOro cTeHaa, obec-
MeyYnBaloLLEr0 NMPOBEAEHNE NCMbITAHWIA;

- K BbIGOPY M WUCMONb30BaHNIO METOAOB NPOBEAEHUS UCMbITaHWIA;

- K TECTOBbIM (2HTMBUPYCHbLIM) NpOrpamMmmMam, 06Hapy>XXMBAIOLLMM U YHUUTOXaOWMUM KB:

- K COCTaBy W COAEPXaHWI0 JOKYMeHTaLuKn, (UKCUpYHoLLeli MOPAA0K NPOBEEHNA UCMbITaHWUA 1 UX
pe3ynbTarhbl.

14 HacToswumii cTaHAapT NpefHa3HayeH Ans NPUMEHEHMA B UCMbITaTENbHbIX n1abopaTopusax, npo-
BOAALLMX CePTU(MKALMOHHBbIE ncnbiTaHua MC Ha BbINOMHeHWe TpeboBaHWiA 3aluTbl UHOPMaLUN.

2 HOPMATWNBHbLIE CCbIJTIKU

B HacTofiLLeM CTaHAapTe MCMOb30BaHa CChifiKa Ha Cnefyolwmin cTaHaapT:
FOCT 19.301—79 EamHas cucTema MPOrpamMHON AOKyMeHTauun. Mporpamma u mMeTogmka Mcnbl-
TaHWil. TpeboBaHUA K COLEPXKAHMIO U OHOPMIEHNIO

3 OMPEAENEHNA N COKPALLEHNA

B HacTosiLLeM cTaHAapTe NPUMEHEHbI CNefytoLLme TePMUHbI C COOTBETCTBYIOLLMMUN ONPeAeneHnaMN:

3awmTa nporpaMMHbIX CpefCcTB —OpraHu3aLnoHHbIe, NPaBOBbIe, TEXHUYECKUE W TEXHONOTMYECKME
Mepbl, HarnpaBneHHble Ha NPefOTBPALLEHNE BOSMOXHbIX HECAHKLIMOHMPOBAHHbIX JeCTBIIA MO OTHOLLEHUIO
K NpOrpamMmMHbIM CPesCcTBaM W YCTpaHeHue MOCNeACTBUIA 3TUX LeliCTBUIA.

CepTnmkaums - [eNCcTBUS TPETbEN CTOPOHbI, Lefib KOTOPbIX —MOATBEPAUTL (C MOMOLLBLIO CEPTU-
(hmkaTta COOTBETCTBMA) TO, YTO M3genve (B TOM 4ucie NPOrpaMmMHOe CPesCcTBO) WM ycyra COOTBETCTBYeT
OMpefieNeHHbIM CTaHAapTaM WauM ApYruM HOPMAaTUBHBLIM OKYMEHTaM.

MpodmnakTka —cucTeMaTnyeckme [eincTBUA 3KCMAyaTalWOHHOrO MepcoHana, Lefb KOTOpbIX —
BbIIBUTb W YCTPaHUTb He6NaronpusaTHble M3MEHEHWs B CBOWCTBAX M XapakKTepPUCTMKAX WCMO/b3yeMblX
MPOrpamMMHbIX CPEACTB, B YaCTHOCTYU MPOBEPUTL 3KCM/yaTUpyeMble, XpaHUMble U (MAK1) BHOBb NOMYYeHHbIE
nporpaMMHble CPeACTBA Ha HaNMyMe KOMMbIOTEPHbIX BUPYCOB.

M3aaHve otmumaibHoe



FOCT P 51188-98

PeBu3na - mposepKa BHOBb MOyHYEHHbIX NPOrpamMM CreLuanbHbIMU CpecTBaMU, MPOBOAUMAsA MyTEM
UX 3anycka B KOHTPOMMPYeMOIi cpefe.

HecaHKLUMOHMPOBaHHbIA [OCTYN K NPOrpaMMHbIM CpeAcTBaM —AOCTYN K MporpaMmam, 3anmcaHHbIM
B NamMaT SBM unu Ha MalMHHOM HOCUTENE, a TakXKe OTPaXEHHbIM B JOKYMEHTAL MU Ha 3TU NPOrpaMMbl,
OCYLLECTBNEHHbIN C HapyLleHWeM YCTaHOB/IEHHbIX MpaBuil.

BakuvHmpoBaHne —o6paboTka (aiinos, AWCKOB, KaTasoroB, MPOBOAMMASA C MPUMEHEHWEM CheLu-
aNlbHbIX MPOrpaMm, Co3faroLnx ycnosms, nofobHbIe TEM, KOTOPbIE CO3[AOTCA ONpefeNieHHbIM KOMMbHo-
TepHbIM BUPYCOM, W 3aTPYAHAIOLLMX MOBTOPHOE €ro rosiBfeHuve.

KomnbroTepHbIi BUPYC — NporpamMma, cnocobHas co3gasaTtb CBOM Konuu (Heobs3aTenbHO COBMNasato-
Lyie C OPUTMHaNOM) U BHeAPATb WX B (baiiibl, CUCTEMHble 06M1acTV KOMMbIOTepa, KOMMbIOTEPHbIX CeTel,
a TaKke OCYLLECTB/ATb WHble AECTPYKTUBHble AelCTBUSA. Tpu 3TOM KOMWUW COXPaHAKT CNoco6HOCTb
JanbHelilero pacnpoctpaHeHns. KOMMbIOTEPHbIA BUPYC OTHOCMTCS K BPEAOHOCHLIM MporpammMam.

B HacToALleM cTaHfapTe NPUHATHI CNeAytoLime COKpalLeHNs:

- MC —nporpaMmmHble CpeAcTBa.

- KB —KOMMbOTEPHbIE BUPYChI.

- M3BM — nepcoHanbHas 3N1eKTPOHHO-BbIYNCANTENIbHAA MaLlnHa (MepcoHaNbHbIN KOMMbIOTEP).

- OBM —3neKTpoHHO-BbIYUCANTENbHAA MaLUVHa.

4 MOPAAOK MPOBEAEHWNA UCMBLITAHUIA MPOrPAMMHbBIX CPEACTB
HA HATMYME KOMIMbKOTEPHbIX BNPYCOB

4.1 WcnbiTanua MC Ha Hannumne KB cnefyeT NpoBOAWTb Ha cnelmanbHo 060py0BaHHOM NPorpamm-
HO-annapaTHOM WCMbITaTe/lbHOM CTEHAE, B COCTaBe KOTOPOro AO/MKHbI ObiTb HEOOXOAMMbIE TEXHUYECKME
1 NporpaMMHbIe CPefCTBa, B TOM YMC/Ie aHTUBUPYCHbIE MPOrpammbl.

4.2 MpepnpuaTve |nogpasgeneHve (ganee —opraHn3sauua)], nposogaiee nposepky MNC Ha Hannyve
KB. [OMKHO MNOAAEPXMBaTb WCMbITaTe/bHbIV CTeHA B PaboTOCNOCOOGHOM COCTOSAHUM W He [AOMyCKaTb
NPOHNKHOBeHN KB B mMporpammbl 1 AaHHble 40 Havana NpoBeAeHWs UCMbITaHWIA.

4.3 OpraHusauus, nposogdawas nposepky MNC Ha Hanuuve KB. gomkHa onpegenuntb 1 3ahMKCUpo-
BaTb B NpOrpaMMe UCMbITaHWIA Lenb 1 06bEM UCMbITAHWIA, a TakkKe CBOW 0053aTeNbCTBA, KacatoLimecs Mep
3awwmTbl npoeepsembix MC oT ux 3apaxeHns KB ¢ yuetom Tpe6oBaHuit FTOCT 19.301.

4.4 Mepbl no 3awute nposepsieMbix MC oT 3apaxxeHns KB MOryT Bk/YaTh B ce6s:

- pa3paboTKy W BbINOSIHEHME KOMM/EKCa MEpONpUATUiA N0 NPOGNNAKTMKeE, PEBU3UN U BaKLMHUPO-
BaHWIO ncnosnb3yembix MC;

- MOLrOTOBKY [O/MKHOCTHBIX N1L, OTBEYaloLMX 3a NpoBefeHne ucnbitaHuii McC;

- pa3paboTKy 1 BbI6GOP CMOCO60B NPUMEHEHUA MPOrPaMMHO-TEXHUYECKNX CPESCTB A1 06Hapy»KeHus
KB B INC;

- B3aMMOfECTBME OpraHn3aLnii, 3aKasbiBaroLlyxX U NPOBOAALLMX UchbITaHns MC;

- KOHTPONb 3a NpoBeAeHVeM ucnbiTaHuii MC;

- OUEeHKY 3(h(heKTUBHOCTU MPUMEHSEMbIX aHTUBUPYCHBIX CPEACTB;

- COBEpLUEHCTBOBaHWe CUCTEMbl MeponpuaTuii no 3awmte MC oT KB Ha OCHOBE COBPEMEHHbIX
LOCTVKEHUIA MH(OPMALMOHHOW TeXHOOrnK;

- yCTaHOB/EHWE afAMUHUCTPATUBHOI OTBETCTBEHHOCTM JO/KHOCTHbIX KL, 33 BbIMOAHEHWE TPeboBa-
HUiA 3awmTel MC oT KB;

- Ha3HayeHWe OTBETCTBEHHbIX AOMKHOCTHBIX UL, W ONpejeneHne Ux nofHOMOYNI, OTHOCALLMXCS K
opraHu3auuy 1 NpoBeAeHU0 MeponpuaTuii no 3awmte MC ot KB.

4.5 OpraHusauus, BbinonHsowWwas nposepky MNMC Ha Hannume KB, fomkHa o6ecneunTb BeCh NpoLecc
NPOBEPKN HEe0OXOAMMbBIMU BbIYUCIUTENBHBIMU TEXHUYECKUMU W NPOrpaMMHBLIMK CPeACcTBaMU, a Takxe
Ha3HauYuTb CneyunanbHO 06yYeHHbIX COTPYAHUKOB A/19 NPOBEAEHNS UCMbITAHWUNA.

4.6 OpraHusauus, sbinonHawwas nposepky MNMC Ha Hanuume KB, fO/MKHA Ha3HAYUTb MOCTOSAHHOIO
npeACcTaBuUTeNs, KOTOPbIV MOMyYaeT onpefeneHHble NOMHOMOUYNSA U HECeT MOCTOAHHYI0 OTBETCTBEHHOCTb
3a BbINOSIHEHVe TpebOoBaHWiA, YCTAHOB/IEHHbIX HACTOALWMM CTaHAAPTOM.

4.7 B cocTaB TEXHUYECKUX CPEACTB UCMbITATE/IbHOTO CTeHAa AOMKHbI BXOAUT:

- coBMecTUMble TTOBM;

- Heo6X0AMMbIE 3NEMEHTbI TENEKOMMYHUKALMOHHbIX CETeiA;

- KaHa/bl CBA3N.

4.8 KOHKPETHbIN HAbop TEXHUYECKNX KOMMOHEHTOB UCMbITATE/IbHOrO CTEHAA JOMKEH ObITb TaKUM,
4TOG6bl OblIM 0GEcneYeHbl YCI0BMS BOCMPOM3BEAEHNS BCEX HEOOXOAMMbIX BHELUHUX BO3AeACTBMIA Ha MC
B MpoLiecce NPOBefeHNs UCMbITaAHWUNA.

2
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Mepef Ha4yanOM UCMbITAHNIA COCTaB TEXHUYECKMX CPEACTB, UCNONb3YeMbIX A5 NPOBEAEHNS NPOBEPOK
MNC Ha Hannuve KB, fomkeH 6bITb COTIacOBaH C OpraHu3aLMelt, 3aKasblBatoLLel 3T NpoBepku. Mpn 3Tom
COrnacoBaHne LO/MKHO 6bITb OPOPMIEHO COOTBETCTBYIOLLMM aKTOM.

4.9 Hapsagy ¢ KOMMNOHeHTaMu, yKa3aHHbIMW B 4.7, B COCTaB UCMbITATENIbHOrO CTEHAA MOTYT BXOAUTb
COOTBETCTBYIOLLME annapaTHble aHTUBUPYCHbIe cpefcTBa. K HAUM OTHOCATCS:

- KOMMbIOTEPbI CNeLManbHON KOHCTPYKLMKW, 6narofaps KOTOpOo HeCaHKLUMOHWPOBAHHBIA JOCTYN K
[aHHbIM 1 3apaxKeHue ¢aiinos KB MoryT 6biTb CYyLLECTBEHHO 3aTPYAHEHbI;

- cneumanbHble naatbl, MOAK/IOYaeMble K OAHOMY M3 pasbemoB MOBM 1 BbINOMHAKOLWWME Te UK
UHble (YHKLMN 3aluUTbl MH(OPMALMK;

- 9MeKTPOHHbIE K/OYM 3alWTbl MH(OPMaLMKU, TNaBHbIM [LOCTOMHCTBOM KOTOPbIX Aanserca wx
MHOrO(YHKLMOHANIbHOCTb.

4.10 CocTaB M (DYHKLMOHANbHOE HAa3HAYeHWe NPOrpaMMHbIX CPeACTB MCMbITATENIbHOMO CTeHAa
OnpejensTca CUCTEMON 3alWTbl, MPUMEHSAEMOI NpU NpoBeAeHUN mcnbiTaHnii MNC Ha Hanmune KB.

411 TporpaMmHble CPeACTBa, BXOAALLME B COCTaB UCNbITaTENbHOrO CTEHAA, LO/MKHbI 06ecneumnBaTh:

- perynspHoe BefeHWe apXnBOB N3MeHEHHbIX (haiinos;

- KOHTPOJIbHYIO NPOBEPKY COOTBETCTBUA AMHBLI U 3HAYEHUSA KOHTPOJIbHLIX CYMM, YKa3blBaeMbIX B
cepTMdMKaTe ¥ NOMYYEHHbIX NPoOrpammMax;

- cucTematunyeckoe 06HyneHWe NepBbiX Tpex 6aiiTOB CEKTOpa HayaibHOM 3arpy3ku Ha MonyyeHHbIX
HECUCTEMHBIX AUCKeTax;

- [pyrve Bufbl KOHTPONA LESIOCTHOCTU NpOrpaMM nepeq CUMTbiBaHUEM C AUCKETDI;

- MPOBEPKY Mporpamm Ha Haanyme M3BeCTHbIX BUA0B KB:

- 00OHapy>eHue MonbITOK HECaHKLMOHWPOBAHHOMO AOCTyNa K WCNbITaTebHbIM (MHCTPYMEHTas b-
HbIM) U (M) UCTILITYEMbIM MPOrpammam ¥ AaHHbIM;

- BakUMHMpOBaHMWe (aiinos, AMCKOB, KaTasoroB C MUCMONb30BAHWEM PE3NAEHTHbIX MPOrpaMM-Bak-
LMH, CO3fatoLLmX npy @yHKLNOHUPOBaHUK YCnoBMa Ans obHapy>keHns KB AaHHOro Buaa;

- ABTOKOHTPO/Ib LeNOCTHOCTW NPOrpaMm nepeq ux 3aryckom;

- ypaneHve o6Hapy>KeHHoro KB 13 3apaXeHHbIX MporpamMM Wau [aHHbIX W BOCCTAHOBNEHUE WX
nepBoHaYasibHOro COCTOAHMA.

4.12 CocTaB NpOrpammMHbIX CpefCTB, UCMOMb3yeMbIX MpY MPOBELEHWM WCMNbITaHU No npockbbe
3aKas3uuka, oMKeH 6bITb JOKYMEHTaNbHO ODOPMEH B COOTBETCTBUM C TPeBOBaHUAMM 3aKa3uMKa.

4.13 CpoKu NpoBefieHNs UCMNbITaHWA AO/MKHBI 6bITb YCTAHOB/IEHbI B NPOrpaMme 1 METOAMKE WCTbI-
TaHWiA MO JOrOBOPEHHOCTY MEXAY 3aKa3YMKOM W OpraHu3alveit, NpoBoAsLLeld UCNbITaHUA.

4.14 Mposepsiemble C AOMKHbI ObITb MepefaHbl ANA WCMAbITAHWA Ha MarHUTHBIX HOCUTENSX
(anckeTtax) BMecTe C AOKyMeHTaLuei.

4.15 CocTtaB paboT Mo NoAroToBKe 1 NPoBefeHWI0 ncnbiTaHuii MC Ha Hannune KB B 06Lwem ciyyae
CNeayoLLNiA:

- 03HaKOMJIeHME C AoOKyMeHTaumeid Ha MC;

- Bblbop meTozoB nMpoBepku MC Ha Hannune KB;

- onpefeneHne KOH(Mrypauum nporpaMmHbIX 1 annapatHblX CPeACTB UCNbITaTeNbHOTO CTEHAR;

- MOAroTOBKa MPOrpamMMHO-annapaTHOro UCMbITaTeNIbHOrO CTeHAA K MPOBEAEHUIO UCMbITAHWIA;

- opraHv3aums v npoBefeHne UCMbITaHWi;

- odhopmeHue npoTokaTa nposBepku MNC 1 ero nepefaya B opraH no cepTumnKaLmy B COOTBETCTBUN
€ 6.2 HacTosLLero craHgapTa;

- nepefava 3aKa3uuKy nposepeHHbIX MC Ha MarHWTHLIX HOCUTENsAX (AUCKeTax);

- YCTaHOB/IEHME NO COrNacoBaHMIO C 3aKa3unKoOM npasus (MOpAAKa) rapaHTUIiHOro COMPOBOXAEHUA
nposepeHHbIX TMC.

4.16 MMposepka MNC Ha Hannune KB B 06LLeM Clyyae BKIOYAET B Ce6s:

- MOMCK BMPYCONOA06HbIX thparMmeHToB Kogos IM1C;

- MOJe/NMpoBaHWe CUTYaLWii, NPeAnonoXnTeIbHO CNOCO6HbLIX BbI3BaTb akTMBM3aLuio KB;

- aHanu3 0cobeHHOCTel B3arMogelicTBUA KOMMNOHOITOB MNC ¢ OKpy)KatoLLeil onepawLMoHHO cpesoi;

- OTpaXKeHWe pe3y/bTaTOB NPOBEPKMN B COON3ETCTBYHOLLEN AOKYMEHTAL NN,

5 METO/bl MPOBEAEHNA WUCMbITAHUY MPOrPAMMHbIX CPEACTB
HA HAJTMYNE KOMIBbKOTEPHbBIX BVPYCOB

51 Mpwn ncnbitaHuax MC Ha Hannuve KB mcnonb3yloT ABE OCHOBHbIE FPyNMbl METOAOB 06Hapy»ke-
Hua KB © 3alutbl nporpaMm OT HUX: NPOrpamMmHble W annapaTtHo-nporpammHsble.
K nporpaMMHbIM MeTOfaM OTHOCATCS:



FOCT P 51188-98

- CKaHMpoBaHMue;

- 06Hapy)XeHUe N3MeHeHW;

- 3BPUCTUYECKMNIA aHanus;

- Pe3snfeHTHbIE «CTOpOXa™;

- BakuuHuposaHue TC.

AnnapaTHo-nporpaMMHble METOAbl OCHOBaHbl Ha peanun3sauumn noboro (Nobbix) 13 yKasaHHbIX BbilLe
NporpaMmHbIX MeToAoB 3awmTbl MC 0T KB ¢ NOMOLbIO CrieumanbHbIX TEXHUYECKUX YCTPONCTB.

5.2 TMpwu BbI6Ope MeTOLOB MUCMbITaHWi 1 3awuThl MC oT KB cnegyeT pyKoBOACTBOBATLCS CBEAEHUAMMU
0 CYLLHOCTN KaXAO0ro U3 HWX, npmBefeHHbIMU B 5.4—b5.9, a TakKe JOMNONHWUTENbHBIMU NOACHEHWAMW 06
MX BO3MOXHOCTSX, [JOCTOMHCTBAX W HefoCTaTKax, NPMBEAEHHLIMU B NPUIOXeHUN A

5.3 B KOHKPETHBIX UCMbITAHUAX MOTYT 6bITb MCNO/b30BaHbI CNOCOOLI U cpeacTBa 06HapyxeHus KB,
peanu3ytoLLyie OAWH M3 METOAOB, YKa3aHHbIX B 5.1, uam nx KoMbuHauum.

5.4 MeToj CKaHMPOBaHMS 3aKNOYaeTCA B TOM, YTO CreLumanbHas aHTUBMPYCHAas nporpamma, Hasbl-
Baemas CKaHepoM, Moc/efoBaTeNlbHO MPOCMaTpyBaeT MpoBepsieMble (haiifibl B MOWCKe TaK HasblBaeMblX
«CUrHaTyp* u3BecTHbIXx KB. Tpu 3TOM NoA CUrHaTypoii MOHMMAIOT YHWKa/bHYH MOC/ef0BaTebHOCTb
6aiiToB, NPUHAANEXaLLYH0 KOHKPETHOMY M3BeCTHOMY KB 1 He BCTpeuvalolLlytocs B ApYrux nporpammax.

5.5 MeTtog 06Hapy>eHUs N3MeHeHWI 3aKnoYaeTca B TOM, YTO aHTMBMPYCHas nporpamMma npegsa-
pUTENbHO 3aMOMUHAET XapaKTepUCTUKK Beex 0bacTell fucKa, KOTOpble MOTYT MoABepratoCs HanafeHuto
KB. a 3aTeM nepuoguyeckn nposepsieT ux. ECnn n3meHeHne aTUX XapaKTepUCTUK OyAeT 06Hapy>KeHo, TO
Takas nporpamma COO6LMT N0Nb30BATENIO, YTO, BO3MOXHO, B KOMMNboTep nonan KB.

AHTUBMPYCHblE MNPOrpammMbl, OCHOBaHHble Ha OGHAPYXeHUW W3MEHeHWA MNporpamMMHOV cpefpl,
Ha3bIBAKOTCA PeEBU3OPaMU.

5.6 MeTof 3BPUCTUHECKOrO aHan3a Peann3yeTcsa C MOMOLLbIO aHTUBUPYCHBIX MPOrpaMm, KOTopble
NPOBEPSIOT OCTaNIbHbIE NPOrPaMMbl 1 3arpy30UHble CEKTOPbI ANCKOB U ANCKET, MbITasACh 06HAPY>KUTb B HUX
KO, XapakTepHblii ana KB. [ak, Hanpumep, 3BPUCTUYECKWIA aHanM3aTop MOXeT OOHapyXwWTb, 4YTO B
npoBepseMol NporpaMme NPUCYTCTBYET KOJ, YCTaHABNMBAIOLMIA PE3NAEHTHbLIA MOAYb B NaMATU.

5.7 B meTofe pe3nfeHTHbIX CTOPOXEN MCMOMb3yHOTCA aHTUBUPYCHbIE MPOrpaMMbl, KOTOpble NOCTO-
AHHO HaxofATCA B OMNepaTVWBHOW NamsTh KOMMbIOTEPA W OTC/EXMBAIOT BCE MOAO3PUTENbHbIE f[eiiCTBMS,
BbIMOMHAEMblE APYTMMU MporpaMMamMu. Pe3naeHTHbIi CTOPOX COOGLIMT MOMb30BaTeNt0 O TOM, 4TO
Kakas-nmbo nporpamma nbiTaeTcs U3MeHWTb 3arpy304HbIVi CEKTOP XXECTKOr0 AUCKa MU ANCKETbI, & Takke
BbINOMHUMBIV harn.

5.8 BaKL/HMpOBaHWe yCTaHaBMBaET CNOCO6 3aLLI|VITvaJ'I}06017I KOHKPETHOM nporpammbl o1 KB. npu
KOTOPOM K 3TOW MporpamMmme MpuCOeANHSAETCA CreLnanbHblii MOAY/b KOHTPOAA, CNefALniA 3a ee LienocT-
HOCTBIO.

Mpy 3TOM NPOBEPAIOTCA KOHTPO/IbHaA CyMMa NporpaMmbl WK Kakue-nnbo Lpyrue ee xapakrepuc-
TMkn. Ecnn KB 3apaxaeT BaKUMHWMPOBaHHbIW (haifi, Mogy/nb KOHTPONS 06HapyXXuBaeT U3MEHEeHWNe KOH-
TPONbHOW CyMMbI (haiina 1 coobuiaeT 06 3TOM NO/b30BATENHO.

5.9 AnnapaTtHo-nporpamMmHble MeToAbl 3awmTel MCoT KB peannsytoTcs ¢ MOMOLLbIO crieunannsm-
POBaHHOr0 YCTPOWCTBA — KOHTPO/I/IEPa, BCTABASEMOrO B OAMH U3 Pa3beMOB PacLUMPEHUsS KOMMbIOTepa, U
crneumanbHOro NporpaMmMHoro o6ecrneyeHns, ynpawuratoLero paboToin aTOro KOHTPOIepa U pean3ytoLLero
OAVMH WY HECKOJIbKO U3 MPOrpamMmMHbLIX METOLOB, YKa3aHHbIX BbILLE.

6 TPEBOBAHUA K AOKYMEHTALUWN HA NCMNBITAHUA MPOTPAMMHbBLIX CPEACTB

6.1 [okymeHTauus, ohopmasieMas Npu NOArOTOBKE U MpoBeAeHnn ncnbitaHuii NC Ha Hanmune KB,
[OMKHA CoflepXXaTb CBefEeHMsA, OoTpaxatolime Lenb, 06bem, NopsAoK MpoBeAeHWs W pesynbTaTbl Takux
UCMbITaHWIA.

6.2 Bbinyck jokymeHTa Bufa «[poToKOM NPOBEPKM MPOrpamMMHbIX CPeACTB Ha OTCYTCTBUE KOMIMbIO-
TEPHbIX BUPYCOB* ABNSETCA 06s3aTeNlbHbIM. POPMY [OKYMeHTa «[1pOTOKO/I MPOBEPKU MPOrpaMMHbIX
CPeACTB Ha OTCYTCTBME KOMMbIOTEPHbLIX BUPYCOB* OMpefenaloT B yCTaHOa3eHHOM MOPsAAKE W NnepefatoT B
opraH no cepTugmKaumm.

6.3 [pyrvie BuAbl 4OKYMEHTOB, BbIMyCKaeMbIX MO pe3ynbTaTam ucnbiTaHuii MC Ha Hannumne KB. n
[ONONHUTENbHbIE TPEBOBAHUA K UX COAEPXKaHWI0 OMpefeNitoT MO COrnacoBaHUI0 MeXy OpraHv3auuei,
BbIMONHAIOLWEN npoBepKy MC, 1 opraHu3almein, 3akasbiBatoLieli 3Ty NPoBepKy.

6.4 [okymeHTauus, oTHocAWwaaca K ucnbitaHnaM MC Ha Hanuuve KB. MOXeT 6bITb NpeAcTaaTeHa
Ha MarHUTHbIX HOCUTENAX JaHHbIX.
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NPUNOXEHUE A
(cnpasoyHoe)

MOACHEHWNA
0 BO3MOXHOCTSX pa CTa4HbIX METOA0B OBHAPYXXEHUS U YCTPaHEHUS KOMIbIOTEPHbIX BUPYCOB

A.l CkaHupoBaHue ABNAETCA CaMblM MPOCTbIM MPOrpaMMHbLIM METOAOM noucka KB.

AHTUBMPYCHbIE NPOrpaMMbl-CKaHepbl MOTYT rapaHTUPOBaHHO 06HAPYXWTb TOMBKO YXKe 13BecTHble KB. KoTopble
6b11 NpeaBapuTeNbHO U3YUeHbl U ANS KOTOPbIX Gbina onpegeneHa curHatypa.

Mporpammam-ckaHepam Hc 0683aTeflbHO XpaHWTb B cebe CUrHaTypbl BCex 13BecTHbIX KB. OHu MoryT, Hanpumep,
XPaHUTb TONMbKO KOHTPO/bHblE CYMMbl CUTHATyp. AHTUBMPYCHble MPOrpamMMbl-CKaHepbl, KOTOpble MOryT yAaTllb
06Hapy>eHHble KB. 06bI4HO Ha3blBatOTCA HonMdaramu.

[ns ahheKTUBHOIro MCMONb30BAHWUSA aHTUBUPYCHBIX NPOrpaMmM, peanusyoLmx MeTod CKaHMpoBaHus, Heo6Xxo-
VMO MOCTOAHHO 06HOBNATL WX, NOMyYas camble NocnefHNe BEPCUN.

A.2 MeTog 06HapyXeHWsi W3MEHeHW OCHOBaH Ha WCMOMb30BaHUM aHTMBMPYCHBLIX WMPOrpamMM-pCBU30POB,
KOTOpble 3amOMMHAOT B CMCHMATbHbIX (haiinax o6pasbl rNaBHOW 3arpy304HON 3amucu, 3arpy3oudHbiX CEKTOPOB
NOTNYECKNX ANCKOB, MapaMeTpbl BCEX KOHTPOAMPYeMbIX (aiifos, a Takke UH(K>pMauvk> 0 CTPYKTYpe KaTanoros u
HOMepa MIoXUX KNacTepoB Aucka. MoryT 6biTb NPOBEPeHbl U ApYrue XapakTepuCTUKN KOMMbloTepa: 06beM yCTaHOB-
NEeHHOV OMnepaTUBHOW NaMATW, KONWYECTBO MOAKMHOUYEHHbBIX K KOMMbIOTEPY ANCKOB M UX NapameTpsbl.

MporpaMmmbl-peB130pbl MOTEHLMaNbHO MOTYT 06HapyXuTb nMobble KB. fgaxe TC. KOTOpble paHee He 6biau
13BeCTHbl. OfHaKO CNefyeT YUNTbIBaTb, YTO HC BCE M3MEHEHUS Bbi3BaHbl BTOpKeHMeM KB. Tak. 3arpy3o4Has 3anucb
MOXeT WM3MEHWUTHCA MpPU OOHOBMEHWM BEPCUM OMEepaLMOHHON CUCTeMbl, & HEKOTOpble NPOrpaMMmbl 3anMChbIBAOT
M3MeHsSeMble fAaHHble BHYTPWM CBOEro BbINOMHWMOro thaiina. KomaHgHble aiinbl M3MEHAKTCH elle valle; Tak,
Hanpumep, thaiitn AUTOEXEC. BAT 06bIUrro usmeHseTcs BO BpeMs YCTaHOBKM HOBOrO NMpOrpaMMHOro obecrneyeHus.

Mporpammbl-peB130pbl HC MOMOTYT IT B TOM CAyyae, KOrja nonib3oBaTenb 3anvcbiBaeT B KOMMbIOTEP HOBbIV aiin,
3apaxeHHblii KB. Mpu aTom, ceTn KB 3apa3uT fpyrvie NporpamMmbl, ye yuTeHHble PeBM30OPOM, OH ByAeT 06HapYXXeH.

JlonoNHUTENBHON BO3MOXHOCTBIO MPOrpamMM-pCBU30POB ABNAETCA CMOCOGHOCTb BOCCTAHOBUTb WU3MEHEHHbIE
(3apaxkeHHble) haiinbl 1 3arpy304Hble CEKTOPbl HAa OCHOBaHMM 3aMOMHEHHOW paHee MHGopMaLmu.

AHTUBUPYCHbIE MPOrpaMMbl-PEBU30PbI HeMb3s UCMONb30BaThb 411 06HapyxxeHns KB B (halinax JOKYMEHTOB, Tak
KaK 3TU haiinbl NOCTOSHHO W3MeHATCA. 03TOMy ATA KOHTPONA 3a faHHbIMW (haiinamu cneflyeT MCMO/b30BaTh
NPOrpaMmbl-CKaHepbl U 3BPUCTUYECKMNIA aHanus.

A.3 3IBpPUCTUYECKWI aHanU3 MO3BONSET 06HapYXMBaTb paHee Hen3BeCTHble KB. npuuem Ans 3TOr0 HC Hago
npeABapuTeNbHO cobUpaTh AaHHble 0 (alifioBoii cucTeMe, Kak TpebyeT MeTod 06HapY)XXeHUN N3MEHEHWIA.

K 0CHOBHbIM HegocTaTkaM 3BPUCTUYECKOrO MeTOAa OTHOCATCS ChneaytoLme:

- MPUHLMMNANBLHO HC MOTYT 6bITb 06Hapy>KeHbl Bce KB;

- BO3MOXHO MOSAB/NEHMWE HEKOTOPOro KOMMYeCTBa JIOXHbIX CUTHanoB 06 obHapyxenun KB H nporpammax,
MCNOMb3YHOLWMUX BUPYCOMOA06HbIE TEXHONOTUM (HanpuMep, aHTUBUPYChI).

A.4 BONbLINHCTBO PE3NAEHTHBLIX CTOPOXKEN NO3BONAET aBTOMATUYECKV NPOBEPATH BCe 3amyckKaeMble MporpaMmbl
Ha 3apakeHune n3secTHbIMU KB. Takas nposepka 6yaeT 3aHMMaTb HEKOTOPOE BpeMsl, U MPOLIECC 3arpysku Nporpammbl
3aMefiIMTCA, HO 3aTO NO/b30BaTeNb OYAET YBEPEH, UTO N3BeCTHble KB HC CMOryTaKTMBMN3MPOBATbLCA Ha CTO KOMMbOTEpe.

Pe3nfieHTHbIE CTOPOXa NMET 04eHb MHOTO HefJOCTaTKOB, KOTOPble AeNatoT 3TOT Kacc NporpaMM ManomnpurogHbIM
[N NCnonb3oBaHNsA. MHOrMe Nporpammsl, fiaxe He cogepkalyne KB. MOryT BbINOMHATL eACTBUSA, Ha KOTOPble pearnpyroT
pe3nfeHTHble cTopoa. Hanpumep, o6biyHas komaHga LABEL n3MeHSeT JaHHble B 3arpy304HOM CEKTOPE U BbI3blBaeT
cpabaTbiBaHWe cTopoXa. MoaTomy paboTa nonb3oBaTens 6yAeT NOCTOAHHO NPEPbIBATLCA Pa3fpaXKaroLLMMy CO0BLLEHNAMM
aHTMBMpYyca. Kpoxrc Toro. 10nb30Barte: ib A0/mKen OyeT KaxXAblil pa3 pellaTb, BbI3BaHO M 3TO cpabaTbiBaHNe KOMMbIOTEPHbIM
BMPYCOM MM HeT. Kak MokasblBaeT NpaKTVKa, PaHO WK MO3AHO MNO/b30BaTeNb OTKKOUAET PesnfeHTHbIA cTopox. U,
HaKoHeL, eLLie 0fMH HeJOCTaTOK Pe3nAEHTHbLIX CTOPOXEN 3aK/1H04aeTCs B TOM. YTO OHU A0/MKHbI 6bITb MOCTOAHHO 3arpy>eHbl
B OMepaTMBHYIO ITamATb 1, CNef0BaTelbHO, YMEHbLUAIOT 00beM NamaTy, AOCTYMHOM APYriM NporpaMmam.

A.5 OCHOBHbIMW HefioCTaTKaMWU MeTOfa BaKLMHUPOBaHMA ABAAIOTCA BO3MOXHOCTb 06X04a Takol 3aluThbl Npu
MCNoMb30BaHUN KOMMbIOTEPHLIM BUPYCOM TaK Ha3blBaEMOW «CTeNC-TEXHOMNOMMMW», & TakXKe HeobX0ANMOCTb M3MEHeHUA
Kofa nporpaMm, n3-kO yero HeKoTopble MPOrpamMMbl HaYMHAKOT PaboTaTb HEKOPPEKTHO AW MOTYT MepecTaTb paboTars.

A.6 AnnapaTHO-NporpamMMHble MeTOAbl MPeaCcTaaTAT cob0li OANH U3 CaMbIX HafEXHbIX cnoco6oB 3awmuTbl MC oT
3apaxeHuss KB. bnarofaps TOMy, 4TO KOHTPOAep Takoi 3aliuTbl MOAKIOYEH K CUCTEMHOW LUMHE KOMMbOTepa, OH
noMy4aeT NO/HbIV KOHTPOMb Haj BCeMM 06palleHnaMN K AMCKOBOI noAcvcTemMe KoMNbloTepa. MporpaMMHoe o6ecneyeHne
annapaTHol 3alnTbl NO3BONSET YKa3aTb 061acTy (haiinoBol CUCTEMbI, KOTOPbIE HEMb3S U3MEHATL. MoNb30BaTelb MOXET
3alUWNTUTb FNaBHYHO 3arpy304HYHO 3aMu1ch, 3arpy304Hble CEKTOPbI, BbINOMHUMbIE (aiinbl, (haiinbl KoHpUrypauunm nTga. Ecim
annapaTHO-NPOrpamMMHbIii  KOMMMEKC O0BHAapYXUT, 4TO Kakas-nnbo nporpamma MbITaeTcs HapylwWTb YCTaHOBNEHHYHO
3aLLMTY, OH MOXET HC TO/IbKO COO06LLMTL 06 3TOM MO/1Ib30BATENH, HO 1 3a6/10KMPOBaTb Ja/lbHeliLLYH0 paboTy KOMMbioTepa.

AnnapaTHbIli YpOBEHb KOHTPONSA 3a AMCKOBON MOACUCTEMON KoMMbioTepa e no3sonseT KB 3amackupoBsaTb
cebs. Kak Tonbko KB nposBuT cebsi, OH cpa3y byaeT o6HapyeH. [Mpu 3TOM coBepLUeHHO 6e3pasnnyHo, Kak UMeHHO
«paboTtaeT» KB IT kakne cpefcTBa OH MCNONb3YeT A8 AOCTYNa K AWCKaM IT JUCKeTaM.

AnnapaTHO-NporpaMMHble CpPefcTBa 3aliuTbl MO3BONAIOT HC TOMbKO 3aLUTUTL KOXLbioTep 0T KB. HO Takke
BOBpEMS Mpeceyb BbIMOSHEHNME NPOrpamMM, HaleneHHbIX Ha paspylleHue (ainoBoii cucTembl KomnbroTepa. Kpome
TOro, annapaTHo-NPorpamMMHble CpeAcTBa NO3BONANOT 3aWMTUTb KOXLILIOrep OT HEKBANU(ULIMPOBAHHOTO NOMb30Ba-
Tens, e AaBas emMy YAanuTb BOXHYIO UHGOPMAaLMIO, nepetiopMaTMpoBaTh ANCK, N3MEHNTb (haiinbl KOH(UTypaLmu.

HepocTaTKoM alurapaTHO-pOrpamMxrHbiX MeTOf0B ABASETCA MPUHLUMMMaNbHas BO3MOXHOCTb nponyctutb KB,
€C/IN OHW HC MbITAlTCA N3MEHATb 3alluLLeHHble Gainbl U cUCTeMHble 0bnacTu.
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