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Mpegucnosue

1 PASPABOTAH locyaapCTBEHHbIM Hay4HO-UCCNEA0BaTeNbCKUM UCMbITaTENbHbIM WHCTUTYTOM MpPO-
6Gnem TeXHUYecKomn 3awmTbl MHOpMauun degepansHoin cryx0Obl N0 TEXHUHECKOMY U 9KCMOPTHOMY KOHTPOSHO
(THAN NT3N ©CT3K Poccun), TEXHUUECKUM KOMUTETOM NO cTaHaapTusaummn TK 362 «3awuta nHdopma-
Lumn»

2 BHECEH YnpaeneHunem TEXHUYECKOro perynupoBaHusa u craHaaptusaumm degepanbHOro areHTcrea
Mo TEXHUYECKOMY PErynMpoBaHUIO U METPONOrUn

3 YTBEP)XOEH W BBEOEH B OEWCTBUE Mpukasom denepansHOro areHTCTBa N0 TEXHUYECKOMY
perynupoBaHuio U meTponorum ot 29 gekabps 2005 r. Ne 449-ct

4 BBEJEH BMNEPBbIE

5 MEPEU3OAHME. Oekabpb 2018 .

lMpasuna npumeHeHuss Hacmoswle2o cmaHdapma ycmaHoerneHbl 6 cmambee 26 ®edepanbHo20 3aKoHa
om 29 uioHa 2015 2. Ne 162-®3 «O cmaHdapmu3sayuu e Poccutickoli ®edepauyuuy. IHchopmayus 06 usmeHe-
HUSIX K Hacmosiwemy cmax0apmy nybnukyemcs e exeeo0HoM (no cocmosHuUIo Ha 1 sHeaps mekyuieeo 2o0a)
UHhopMaLUOHHOM yKkasamerne «HayuoHanbHbie cmaHdapmeiy, a 0ghuyuarnbHbilti mekem usmeHeHull u nonpa-
80K — 8 eXXEMECSYHOM UHGhOpMayUOHHOM yKazamene «HayuoHanbHbie cmaHdapmei». B criydyae nepecmom-
pa (3ameHbl) uru OMMeHbl Hacmosweao cmaHdapma coomeemcemeyrouwiee yeedomneHue 6ydem onybnuko-
8aHO e brnuxkaliliem ebilycKe eXXeMecsi4H020 UHhOPMaUUOHHO20 ykazamens «HayuoHasbHbie cmaHo0apmbiy.
Coomeemcmeyrouiasi uH¢hopmayus, yeedomMiieHue U MeKCMb! pasmewiaomes makxe 6 UHGOpMayuoHHOU
cucmeme obuieeo Nonb3oeaHuss — Ha oguyuanbHoM calime dedepanbHoz20 azeHmemea o MexHU4eCcKoOMy
peaynuposaHuo u Mmemposoauu e cemu ViimepHem (www.gost.ru)

© CrangaptuHdopm, ohopmneHue, 2006, 2019

HacTosALmMi cTaHaapT He MOXKET BbITb MOMHOCTbLIO UK YaCTUHHO BOCMPOU3BEAEH, TUPAXKUPOBAH U pac-
MPOCTPAHEH B Ka4ecTBe opuLManLHOro usaaHus 6es paspeluenus denepansHOro areHTCTBa No TEXHUYECKO-
MY perynimpoBaHuio U METPOSIOTnK


https://meganorm.ru/Index2/1/4293849/4293849017.htm

FOCT P 52448—2005

CopepxaHue
1 O0NACTb MPUMEHEHUS . . . . .. et ettt e e e e e e e e e e e e e e e e e e 1
2 HOPMATUBHDBIE COBITKM. . . o o oottt ettt e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e 1
3 TePMUHDBI M OMPEAECIIEHUS .« . . o o ittt ettt et e e e et e e e e e 2
4 COKPALLBHUS .« o o ottt et e e e e e e e e 3
5 OCHOBHbIE NOMNOXeEHUA N0 0b6ecneveHnto 6e30NacCHOCTU CETEN AMNEKTPOCBASU. . . . . . ..o ve e e e 3
6 OO6wme TpeboBaHNs K 6E30MACHOCTN CETEM AMEKTPOCBSABM . . oo v v it et et e et e i e ee 9
7 OCHOBHbIe MeponpUATUA No ob6ecneyveHmnto 6€30NaCHOCTU CETEN ANEKTPOCBAZU . . . .o v oo v v e e e v e et 9
8 OCHOBHbIE MOMNOXEHUs O CTPYKTYpe cuctembl obecnedeHnss 6e30nacHOCTM CeTel SMEKTPOCBA3M. . . . . . . 10
Mpunoxenune A (pekomeHayemoe) Moaenb 6€30MacHOCTU CETU ANEKTPOCBSAZM . . . .. ..o oo iiie oo 13
BUBINOT AN . . . 14



FOCT P 52448—2005

HAUMWOHANBHBIN CTAHOAPT POCCUNUCKOWN GEANAEPALUMU

3awmTa v opmaummn
OBECIMEYEHUE EE30MNACHOCTU CETEMN SNEKTPOCBA3N
OO0wWwue NosoXeHUs

Information protection. Providing the security of networks telecommunications.
General provisions

DNara BBepeHna — 2007—01—01

1 ObnacTb npuMeHeHusi

Hacrosiwuii ctaHaapTt npegHasHadeH Ana NPUMEHEHUs1 pacnonoXeHHbIMU Ha TeppuTopun Poccuiickoin
deaepauumn opraHmsaumsamMu, NPEANPUATUAMUA U APYTUMU CYOBLEKTaMU XO3ANCTBEHHON AEATENbHOCTU HE3a-
BMCUMO OT UX OpPraHn3aLMOHHO-NPaBOBON hOpMbI M (POPMbI COOCTBEHHOCTU, KOTOPbIE CBA3aHbI C CO3JaHMEM
U SKCMnyaTaumen ceTeil aneKkTpoCBA3M, ABNSAIOLMMUCA COCTAaBHBIMM KOMMNOHEHTaMM CETH CBA3M 00LLEero nonb-
30BaHUA €4MHOIN CETU aNeKTPoCcBa3n Poccuiickoi deaepaumu. OCHOBHbIMU (PYHKLUSIMU CETEN INEKTPOCBA3N
ABNAOTCA Npuem, o6paboTka, XpaHeHWe, nepeaada n npegocrasneHue Tpedyemoin uHgopmaummn nonb3osa-
Tensam ¥ opraHam rocyaapCTBEHHOIO yNpaBneHusa AnA ee MoCrneaylwero npumeHenns. Cetn anekTpoces-
31 npeagHasHayeHbl ANA OKa3aHua ycnyr CBA3u noOoMy Nonb30BaTenio nyTem npeaoCTaBneHus OTKPbITbIX
MHCOPMAaLMOHHbIX PECYPCOB U MHPOPMALIMK, HE cCoaepKaLLE CBEAEHUI, COCTABNSIOWMX FOCYAAPCTBEHHYIO
TalHy, unu nHopmaLuu, AOCTYN K KOTOPOW OrpaHUyYEH B COOTBETCTBUM C 3aKOHOAATENLCTBOM POCCUICKON
depepauuu.

Hacrosiwuii ctaHaapt onpeaenseT TEPMUHOMNONUIO, Lienu, 3aaayuu, NPUHLMIBLI U OCHOBHbIE NOMOXEHUS
obecneveHusi 6e30NacHOCTU CETEN NEKTPOCBA3N.

MonoXeHnsAMW HaCTOALLEro CTaHAapTa PEKOMEHAYETCA PyKOBOACTBOBATLCS MPU:

- pasBUTMU U COBEPLLUEHCTBOBAHUW NPABOBOrO, OPraHU3aUWOHHOIO, SKOHOMUYECKOIO U Hay4YHO-TEXHU-
yeckoro obecneyeHnsa 6e30MacHOCTU CETEN ANEKTPOCBA3M;

- pa3paboTke NpPOEKTOB, MPOrpaMM, HOPMAarUBHbIX AOKYMEHTOB M METOAMYECKUX PEeKOMeHAauuin no
obecneyeHmnio 6e30NacHOCTU CeTel ANEKTPOCBSI3U U KOHTPOTSA X COCTOSIHUS;

- hopMMpPOBaHUK W peanu3auun NoNMTUKM 6€30NacHOCTN oneparopamu CBSI3U.

2 HopmaTtuBHbIEe CCbIJIKU

B HacTosALWeM CTaHaapTe UCNoNb30OBaHbl HOPMATUBHBLIE CCHLIJNTIKM HA cneaylolne ctaHaapTbl:

FOCT P NCO/M3K 15408-2 UHcpopmaumoHHas TexHonorusi. Metoabl u cpeacrea obecnevueHus 6es-
onacHocTu. Kputepuu oueHkm 6€30nacHOCTU MH(POPMALIMOHHBIX TEXHONOMUIA. YacTb 2. PyHKUMOHANBHBIE TPe-
GoBaHus 6e30MacHOCTH

FOCT P NCO/M3K 15408-3 UndopmauuoHHas TexHonorus. Metoabl U cpeactea obecnevenus 6es-
onacHocTu. Kputepun oueHkn 6e3onacHOCTM MHEOPMAaLIMOHHBLIX TexHONorui. Yacte 3. TpeGoBaHua aosepus
k 6esonacHocTH

FOCT P 51275 3awwmra uHdopmauuu. O6bekT uidopmarmsauun. aktopsl, BO3AENCTBYIOLME HA UH-
dopmaumio. O6LmMe NONOXEHUS.

M puMedyaHne — an NoNbL30BaHUU HACTOAWMUM CTaHAapTOM uenecooSpaaHo npoBepUThL ,qeﬁCTBMG CCbINOYHbLIX

CTaHAapToB B WH(OPMaLMOHHOW cucTeMe obLLero nonb3oBaHUA — Ha oduLmManbHoM caiTe PefepanbHOro areHTCTBa
MO TEXHUYECKOMY PEerynnpoBaHWio U METPororumn B cetn MHTEpHET Unn No eXerofHoMy MHGpOpMaLMOHHOMY yKasaTento

W3paHue ocpuumnanbHoe
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«HaupoHasnbHbIe cTaHAapTLI», KOTOPLIA ONy6RMKoBaH MO COCTOAHMIO Ha 1 AHBaPS TEKYLLEro roAa, U Mo BbiNyckam exe-
MECSYHOrO WHOPMALIMOHHOMO yKasaTens «HauwoHanbHble CTaHaapThi» 3a Tekyluuin rof. Ecnu 3aMeHeH CCbINOYHBIN
CTaHAapT, Ha KOTOpLIi AaHa HefaTUpOBaHHas CChINKA, TO PEKOMEHAYETCA UCMONb30BaTh AENCTBYIOLLYIO BEPCUIO 3TOMO
CTaHapTa C Y4€TOM BCEX BHECEHHbIX B JAHHYIO BEPCHIO U3MEHEHWI. ECIM 3aMeHEH CChINOYHBIA CTaHAApT, Ha KOTOPbIiA
JaHa aaTUpOBaHHas CCbirka, TO PEKOMEHAYETCA UCNONB3OBATL BEPCHIO STOMO CTaHAapTa C yKasaHHLIM BhILLE FOAOM yT-
BepxaeHNa (NpuHATUs1). Ecnin nocne yTBepXAEHNA HACTOAWeEro cTaHaapTa B CCIMOMHLIA CTaHAAPT, Ha KOTOpLIA AaHa
[laTMpOBaHHAanA CCLISIKa, BHECEHO M3MEHEHWe, 3aTparusaloLyee NoNoXeHNe, Ha KoTopoe AaHa Cebifika, TO 3TO NoNoXeHne
peKOMEeHAYETC NPUMEHSTL Be3 yueTa AaHHOrO U3MEHeHUS. ECAN CCbINoYHLIA cTaHaapT oTMeHeH 6e3 3aMeHbl, TO Nomo-
KeHue, B KOTOPOM faHa CChifika Ha Hero, PEKOMEHAYETCA NPUMEHSATD B YacTH, He 3aTparuBaioLLeil STy CChimKy.

3 TepMuHbI M onpeaeneHus

B HacTosALEM CTaHAapTe NPUMEHEHbI CEeaYIoLME TEPMUHBLI C COOTBETCTBYIOLLIMMU OTpefeneHUaMu:

MpuMevyaHmne — B3auMocBA3b OCHOBHLIX NOHATUI K NpoleccoB obecneyeHnss 6e3onacHOCTU ceTell ANEKTPO-
CBS3M NokasaHa Ha npuMepe «Mogenb 6€30NacHOCTU CETU ANEKTPOCBAINY (MpUNoxeHue A).

3.1 6e30nacHOCTL CeTn 3EKTPOCBA3N: CnoCOOGHOCTL CETU 3MNEKTPOCBSI3M MPOTUBOAENCTBOBATb
onpeaeneHHoMy MHOXECTBY Yrpo3, NpeAHaMEpPEHHbIX WM HenpeaHaMepeHHbIX A4eCTabunmanpylowmx Bo3-
OenCTBUN Ha BXOASLLME B COCTaB CETU CPEACTBA, IMHUM CBA3M U TEXHOSIOMMYECKUE NPOLIECChI (MPOTOKONbI),
YTO MOXET NPUBECTYU K YXYALLEHUIO Ka4ecTBa yCNyr, NPeA0CTaBNAEMbIX CETbIO ANEKTPOCBA3Y.

3.2 pectabunusupyrowee BosaencrTemne: [encreme, UCTOUHUKOM KOTOPOTO SBASIETCA (DM3UYECKUI
UIM TEXHONOTMYECKUIN NPOLIECC BHYTPEHHETO MW BHELLUHETO NO OTHOLLIEHMIO K CETU 3NEKTPOCBA3W XapakTepa,
NpuBOASLLEE K BbIXOAY M3 CTPOS SNEMEHTOB CETH.

3.3 nH(POKOMMYHMKALMOHHAA CTPYKTypa ceTu anekTpocBasu: COBOKYNHOCTb UH(OPMALIMOHHBIX
pecypcoB U MHPPACTPYKTYPLI CETU INEKTPOCBA3K.

3.4 undpacTpykTypa cetu anekTpoceasn: CoBOKYNHOCTb CPEACTB CBA3U, NMUHUI CBA3U, COOPYIKEHUN
CBA3W, TEXHONOTMYECKMX CUCTEM CBA3M, TEXHONOMUIA U OPraHM3aLMOHHLIX CTPYKTYp, oDecne4nBaloLmx mH-
hOpMaLMOHHOE B3aUMOAEICTBUE KOMMNOHEHTOB CETU 3NEKTPOCBA3N.

3.5 nHdopmMaUUOHHbIE pecypCbl CEeTU INEKTPOCBA3N: COBOKYNHOCTb XPaHUMbIX (MCMOSb3yeMbIX
Ansa obecneyeHust NpoLeccoB (PYHKLMOHMPOBAHUA CETU INeEKTPOCBA3N), oBpabaTbiBaeMbiX U nepeaaBaembix
AaHHbIX, coaepXaLmx MHopMaLUMio NONb3oBaTenen N/Mnu CUCTEMbI YNPaBneHUA CETLIO NEKTPOCBAIN.

3.6 ycTOMYMBOCTb (hYHKLIMOHMPOBAHUS CETU INEKTPOCBA3N: CNOCOOHOCTL CETU SNEKTPOCBA3N Bbl-
MOMHATb CBOM (DYHKLMM MPU BbIXOAE U3 CTPOSI YACTU NEMEHTOB CETU B pesynbrare AecTabunusnpyiowmx
BO34ENCTBUN.

3.7 Mepbl obecnevyeHusa 6eszonacHocTu: Habop chyHKUMI, onpeaenstowmx BO3IMOXHOCTU MEXaHU3-
MOB obecneveHusi 6e30NacHOCTU CETU SMEKTPOCBA3M MO HENOCPeACTBEHHOW UM KOCBEHHOW peanu3auun
TpeboBaHun kK 6e30nacHoCTu.

3.8 mexaHu3m oGecneyeHus 6e3onacHOCTU ceTU INEKTPOcBA3KN: BiaumoyBsasaHHaA COBOKYNHOCTb
OpraHU3auUMoHHbIX, anmnaparHbiX, NPOrPaMMHbIX ¥ MPOrpaMMHO-annNapaTHbIX CPeacTB, CnocoboB, METOAOB,
npasui 1 Npoueayp, UCMonb3yemMblxX A peanusauumn TpeboBaHui k 6€30NacHOCTU CETU IANEKTPOCBA3M.

3.9 HapywuTtenb 6e30MacHOCTU (HapylWUTenb) CETU 3MEKTpocBA3Kn: PUM4eckoe unu puaude-
CKOe NUL0, NPecTynHas rpynna, npouecc unm cobbiTue, NPoU3BOAALLME NPeaHAMEPEHHbIe U HenpeaHa-
MepeHHble BO3AENCTBUS HA MHPOKOMMYHUKALIMOHHYIO CTPYKTYPY CETU 3MEKTPOCBA3MN, NPUBOAALLME K HEXena-
TernbHbIM NOCNEACTBMSIM AN MHTEPECOB NOMb30BaTENIEN yCnyramMmu CBA3M, ONepaTopoB CBSA3U W/UMK OPraHoB
rocylapCTBEHHOTO YNPaBNEeHus.

3.10 puck HapyweHus 6e30NacHOCTU CETU INEKTPOCBA3KN: BepoaTHOCTL NpuunHeHus ywepba cetu
3MEKTPOCBA3UN UMN €€ KOMNOHEHTaM BCNEeACTBUE TOrO, YTO ONpeaeneHHas yrposa peanusyeTca B pesynsrare
Hann4yuna onpep,eneHHoﬁ YA3BUMOCTU B CETU INEKTPOCBA3U.

3.11 cuctema oGecneuyeHus 6eszonacHoctn CCOIM: CoBOKyNnHOCTL cnyx6 GesonacHOCTM oneparto-
poB ceteii anekTpocsszn CCOMM u UCnonb3yembiX UMW MEXaHU3MOB oGecnevyeHns 6e3onacHOCTH, B3auUMO-
JENCTByIOLLAA C OpraHamy yNnpaBreHust CETAMU NEKTPOCBA3N, OpraHn3auua u PyHKLUUMOHMPOBAHNE KOTOPOW
OCYLLECTBMIAOTCA MO HOpMaMm, npaBsusiam u obsasarenbHbIM TPe60BAHMAM, YCTAHOBIIEHHLIM B 06NAacTn CBA3N.

3.12 cnyx6a 6e30MacHOCTU CeTU IMEKTPOoCcBA3U: OpraHU3auMOHHO-TEXHMYECKas CTPyKTypa one-
paTtopa CeTu 3reKTpOCBsA3M, peanuayioLlas nonuTuky 6e3onacHOCTM oneparopa CBA3uM u obecnevmsalowas
hYHKLUMOHUPOBaAHKUE cucTeMbl 0b6ecneveHus 6esonacHoctu CCOMM.

2
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3.13 yrposa 6e30nacHOCTU CeTU 3NEKTPOCcBA3N: COBOKYNHOCTb YCMOBUIA U (haKTOPOB, CO3AAIOLLMX
NOTEHUManbHYI0 UM peanbHO CYLLECTBYIOLLYIO OMACHOCTb HaHECEeHUs yuiepba CeTu 9neKTpOoCBA3N UNu ee
KOMMNOHEHTaM.

3.14 yA3BMMOCTb CETM 3NEeKTPOoCcBA3nN: HepgocraTtok unu cnaboe MecTo B CpeiCTBE CBSI3M, TEXHONO-
ru4eckomM npouecce (npotokone) o6pabotku/nepegauun UHOpMaLMm, MEpPONPUATUSIX U MEXaHU3Max obecne-
yeHus 6e30NaCHOCTU CETU NEKTPOCBA3M, MO3BONSIOLLME HAPYLLMTENIO COBEPLLATL AENCTBUSA, NPUBOASILLME K
YCNeLHOW peanu3aumm yrpo3bl 6€30nacHOCTH.

3.15 nonuTuka 6e3onacHOCTU onepaTopa cBA3u: COBOKYNHOCTb JOKYMEHTUPOBAHHBIX NPaBuUI, Npo-
ueayp, NPakTUYECKUX NPUEMOB UMM PYKOBOASLLIMX NPUHLMNOB B obnactu o6ecneveHus 6e30nacHOCTH, KOTO-
pbiMK AOMXKEH PYKOBOACTBOBATLCA ONeparTop CBA3N.

3.16 cerb cBA3M: TexHONOrMYyeckas cCUCTeMa, BKIioYaLas B cebs cpeacTsa U NIMHUKU CBA3U U Npea-
Ha3Ha4YeHHasa Ans ANeKTPOCBSA3M UMM NOYTOBON CBA3M.

MpumMmevyaHune — OnpeaeneHune npueefeHo B cooTBETCTBUN ¢ DeflepanbHbiM 3akoHoM «O cBs3n» [1].

3.17 anekTpocBAa3b: Jliobbie usnyyeHus, nepegaya unu NpUeM 3HaKkoB, CUrHamNoOB, roNocoBoOM MHGOpP-
Mauuu, NMCbMEHHOTO TEKCTa, U300paXkeHUI, 3BYKOB Unu coobLueHuii nmoboro poga no paguocucreme, npo-
BOAHOMW, ONTUYECKOI U APYTUM 3MEKTPOMAarHUTHbIM CUCTEMaM.

Mpumevyanue — OnpeaeneHune npuBefeHo B cooTBeTCTBUM ¢ PeflepanbHbiM 3akoHoM «O cessux» [1].

4 CokpauweHuA

B HacTOALLEM CTaHAapTe UCMONbL3YIOTCA CrieayioLLne COKPALLEHUS:

nT — WH(OPMaLMOHHAA TEXHOIOMUS;

BH — BO3JeiCTBME HapywmTend,;

COB — cucrema obecneveHus 6e30NacHOCTH;

CCOIN — ceTtb cBA3K OBLLETO NONbL30OBAHUS;

HCO — HecaHKUMOHUPOBAHHLIA AOCTYH,

OTB — opraHu3auuoHHbie TpeboBaHusa 6e30NacHOCTH;
TTB  — TexHuyeckue TpeboBaHus 6e3onacHOCTy;

OTEB  — dhyHKUMOHanNbHbIEe TpeboBaHUs 6GE€30MNaCHOCTHU;
TOB — TpeboBaHus goBepus kK 6€30MacHOCTH;

HCB — HecaHKUMOHMPOBaAHHbIE BO3AENCTBUA.

5 OcHOBHbIe NONOXeHUs1 No obecnevyeHNo 6€30MacHOCTU CEeTEN ANEKTPOCBA3N

5.1 CeTun aneKTpOoCBA3N SIBNAIOTCA CPeaon nepeHoca coobuieHuii nioboro poaa B BUAE INEKTPUYECKUX
curHanos. CoobuieHns coaepxkat uHdopmauuio NonNbL3OBATENs], KOTOpas MOXET ObiTb OTKPLITOW, 3aKOAUPO-
BaHHON, 3alIMPPOBAHHOW UMM CKPEMONUPOBAHHON (4TO ANSi CETU JNMEKTPOCBA3M ABMSIETCA Heonpeaensio-
LWMM), 1 cnyxebHyto uHdopmauuio (HanpuMep, agpec nonyyarensi). CeTb 9NEKTPOCBA3N A0MmMKHA obecnevnTb
LIeNoCTHOCTL NepefaBaeMbix COOOLLEHNIA U CBOEBPEMEHHOCTb UX AOCTABKM afpecary.

OTKpPBLITOCTb CETEN 3NEKTPOCBA3N HE JOIKHA 03HAYaTh NOMHYIO AOCTYINHOCTbL KO BCEM €€ uHdopmaum-
OHHbLIM pecypcam 1 OTCYTCTBME KOHTPOSA UX UCNONbL30BaHuSA. B ceTu anekTpocBsiau AorkHa ObiTh o6ecneve-
Ha 3alwmTa coGCTBEHHOM, Cry>xebHoi nHopMmauun, npeaHa3Ha4eHHON ANsA ynpasneHusi paboTon cetTn unu
cnyx6 cetu.

K nHcpopmaLmnoHHbIM pecypcam CETE aneKTPOCBA3W, TPeOyIoWMM 3aLLUMThl CO CTOPOHLI OnepaTopa cBs-
31, MOTYT ObITb OTHECEHbI:

- cBefieHnst 06 aboHeHTax 6a3bl AaHHbIX;

- MH(popmauma ynpaBneHus;

- AaHHble, cogepxaluue nHdopmMauumio nonb3osarenen (obecneveHne AOCTYNHOCTM U LENOCTHOCTH);

- nporpaMMHoe obecneveHne CUCTEM ynpaBrieHNsA CETAMMU STNEKTPOCBSA3M;

- CBEAEHUS O MPOXOXAEHWUU, napameTpax, 3arpy3ke (MCMoNb30BaHMM) NUHUIA CBA3U MArUCTpasibHbIX
ceren;

- 0006LLUEHHbIE CBEAEHMS O MecTax AMCIOKaUMKU y3roB CBA3U U YCTAHOBNEHHOM CeTeBOM 06opyao-
BaHWu;

- CBEAEHWUs1, pacKpbIBalOLLME CTPYKTYPY MCNOMb3yeMbiX MEXaHU3MOB obecneueHnsa 6e3onacHoCTU ceTu
3MEeKTPOCBA3MN.
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5.2 HeoGxoauMocTb paccMoTpeHus npobnem obecneqveHuns 6e30nacHOCTU ceTeli anekTpocsasn oby-
cnosnexa:

- AMHAMUKOW Pa3BUTUA CETEN IMNEKTPOCBA3U M UX MHTErpaumen ¢ rnobanbHbIMK CETSIMU CBA3W, B TOM
yucne ¢ NHTepHer;

COBEepLUeHCTBOBaAHWEM npumeHseMbix UT;
POCTOM YMCNa NONb30BaTENEN YCIyramu CBA3M U paclLMPEHUEM CrEeKTpa NpeaoCTaBNeHUA YCNyr CBA3M;
yBenuyeHnem o6bemMoB XpaHMMOW 1 nepegasaemoin MHpopMaLuu;

- TeppuTOpUanbHOW paccpefoTOMEHHOCTbIO  CROXHbLIX  MHOPMAaLMOHHO-TENEKOMMYHUKALUMOHHBIX
CTPYKTYP;

- HEeJOCTaTOYHOCTLIO B CETAX ANEKTPOCBA3N He0BX0AUMBIX MEXaHU3MOB obecneveHus 6e3o0nacHoOCTH.

3Tn npobnembl CyLLECTBEHHO MOBLILLAIOT YA3BUMOCTL CETEW, CNOCOOCTBYIOT NOSIBIEHUIO HOBbLIX YIPO3
6e30MacHOCTM U ONPeAensoT HE0OX0AMMOCTb KOMMIIEKCHOTO peLleHust 3aaay no obecneyeHmio 6esonacHo-
CTU CETEN ANEKTPOCBA3N NyTEM:

- opraHu3aummn achdekTusHOro, 6e30nNacHOro ynpasneHust U B3auMoaenCcTBUsA CeTel;

- noaaepXKaHus rapaHTUPOBAHHbLIX KAYECTBEHHbIX XapaKTepUCTUK NpoLeccoB 06paboTku uHopmaumm
B CETAX 9MEKTPOCBA3M (kayecTsa 06CNYXMBAHUS) B YCNOBUAX BO3MOXHbIX BH Ha MH(POKOMMYHUKALMOHHYIO
CTPYKTYPY CETEI AMNEKTPOCBA3MN;

- C034aHUA B CETAX MEKTPOCBA3M HAAEXKHbIX U 3aLMLLEHHbIX KaHaNoB MO NPONYCKY OnpeAeneHHbIX Ka-
TEropuii Tpadnka, U3 COBOKYNHOCTU KOTOPOIO MOMYT GbiTb M3BNEYEHbI CBEAEHUS, CNOCOOHbIE HAHECTH yLLepO
GesonacHocTu Poccunckon deagepauuu;

- NPOTMBOAENCTBUA NPOABMNEHNIO TEPPOPU3MA HA CETAX INEKTPOCBA3MN, B TOM YUCIIE IKCTPEMUCTCKUM
DEeNCTBUSAM.

PeweHne gaHHbix npobnem sisnsetcsa dyHkyuen COB cetei anekTpocsasum CCOIN u cnyx6 6e3onacHo-
CTU OnepaTopoB CBA3M B pamMkax 0OLLMX NOMOXEHUI N0 6e30NacHOCTU CETEN ANEKTPOCBA3M, NpeAnaraembix
HaCTOALLMM CTaHAapTOM.

5.3 OCHOBHbIMU LienaMu obecneyeHuss 6e30nacHOCTU CETEN ANEKTPOCBA3Y ABMAIOTCS:

- OOCTWXEHWe yCTONYMBOrO (PyHKLIMOHMPOBAHMS U YCMELLUHOTO BbIMONMHEHUS 3aAaHHbIX (PYHKLUI CETbIO
3MEKTPOCBA3M, B YCMOBUAX BO3MOXHOIO BH, cnocoBHOro NnpMBeCcTy K HapyLLEHUIO KOH(UAEHUMANBHOCTH, Lie-
NOCTHOCTM, AOCTYMHOCTU UMW NOZOTYETHOCTH;

- obecneyeHne AOCTYNMHOCTM YCIyr CBA3U, OCOBEHHO YCNYyr 3KCTPEHHOro 06CNyXMBaHUA B Ype3BblYant-
HbIX CUTyaUMsiX, B TOM YUCNE U B Criy4ae TePPOPUCTUHECKUX aKTOB.

5.4 OCHOBHbIMK 3aga4amMu obecnedeHns 6e30NacHOCTU CETEN ANEKTPOCBA3U ABNAIOTCA:

- CBOEBPEMEHHOE BbISIBIIEHUE, OLIEHKA U MPOrHO3UMPOBAHME UCTOYHUKOB Yrpo3 6e30nacHOCTH, NPUYUH
U yCroBMIA, CNOCOBCTBYIOLLUMX HAHECEHMIO yLiepOa, HapyLUEHUIO HOPManbHOTO PYHKLMOHMPOBAHUA U Pa3BU-
TUSA CETEN SNEKTPOCBA3N Ha BCEX YPOBHSX Uepapxumn eauHon CeTu anekTpocsasu Poccuu (MexayHapoaHOM,
MeXayropogHeMm, 30HOBOM, MECTHOM, HA YPOBHE NONb30BAHMUA YCNyramMmu CBA3SU U T. A4.);

- BbISIBNIEHUE U YCTPaAHEHNUE YA3BUMOCTEN B CPEACTBAX CBA3U U CETAX ANEKTPOCBA3MN;

- npepoTBpaLleHne, obHapyxeHue yrpo3 6e3onacHoCTH, NpeceyeHne nx peanusauum U CBOEBpeMEH-
Has NUKBMAAUMA NOCNEACTBUI BO3MOXHBLIX BH, B TOM Yncne n TeppopncTtuvecknx 4encTBum;

- OpraHu3auusi CUCTEMbI NPONyCKa NPUOPUTETHOTO Tpaduka NO CETU SNEKTPOCBA3U B Crlyyae Ype3Bbl-
YaiiHbIX cUTyauuii, opraHusauus 6ecnepeboiHomn paboTbl MeXayHAPOAHON aBaPUITHON CIYXXObI;

- COBEPLUEHCTBOBAHWUE U CTAHAAPTU3ALUA NPUMEHSAEMbIX Mep o6ecneyeHus 6e30nacHOCTU ceTell anek-
TPOCBA3N.

NMpumevaHne — OnepaTopamu cBs3n MOryT BbiTb onpeAeneHbl AONONHUTENBHbIE Lenn U 3agaqmn obecneve-
HUA 6e30NacHOCTU ceTel ANEeKTPOCBA3N B 3aBUCUMOCTU OT BLINOMHAEMbIX OpraHusauumeit cBsa3n yHKUMA U ee BusHec-
Lenei, Ho hopMynNUpPOBKa Lenei U 3agay AorxHa ObiTb He3aBUCUMa OT CNocoBoB UX peanusaymu.

5.5 Oneparop CBA3M Npu OCYLIECTBNEHUW Npouecca ynpasneHua yHKLUMOHUPOBAHUEM CETU INEKTPO-
CBA3W AOMKEH MUHUMMU3NPOBATL BO3MOXKHbIE HeraTuBHble BH ans o6ecneueHunsi BbINONMHEHUS] OCHOBHBIX Lie-
newn opraHMsauun ceAsu, B TOM Yncrie n 6u3Hec-npoLeccoB. 3TO AOCTUTaeTCs NyTEM UHTETPUPOBAHUS B CU-
CTeMy ynpasneHua pyHKLUMOHMPOBAHNMEM CETU NEKTPOCBA3M NPOLIECCa ynpaBneHns puckamu.

Ha ka)xgon cragum XXM3HEHHOTO LMKNa CETeNn 3NeKTPOoCBA3M (NPOEKTUPOBaHME, CTPOUTENbLCTBO, PEKOH-
CTPYKUMSA, pa3sBuTHUE U IKCNnyaTaums) AOIMKHA OCYLLECTBAATLCA AEATENBHOCTL MO NOAAEPXKKE ynpaBreHus
pucKkaMmn, OCHOBOW KOTOPOI ABNSAIOTCA NMPOLIECCHI UASHTUIUKALUN U OLIEHKU PUCKOB.

OueHka pucka npu o6ecneveHnm 6e30NacHOCTN CeTeN SNEKTPOCBA3MN 0IDKHA NPOM3BOAUTLCS Ha OCHO-
BE aHanM3a ysa3BUMOCTEN CeTel 3NEeKTPOCBA3U U YIpo3, CNOCOBHBIX peanu3oBaTb 3TW YsI3BUMOCTH.

4
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5.6 Yrpo3sl MOryT cnocob6CTBOBaTL NPUYMHEHMIO yILep6a Nonb30BaTeNsaM ycnyramu CBsiau, oneparopam
n/Unn opraHam rocyaapCTBEHHOrO yrnpaBneHus.

3a ocHOBY knaccudukaumm yrpo3 6e30nacHOCTU CETEN BNEKTPOCBA3U PEKOMEHAYETCH MPUHSATbL KIaccu-
dukaumio, ycraHoBneHHyto MOCT P 51275, B COOTBETCTBUM € KOTOPOI Yrpo3bl MOTYT ObITb KNnaccuuLpoBaHbI:

- N0 NPUpPOAE BO3HUKHOBEHUS: OOBLEKTUBHLIE (ECTECTBEHHbIE) UMM CYOBEKTMBHBIE (MCKYCCTBEHHDIE);

- N0 UCTOYHMKY BO3HUKHOBEHUS: BHELUHUE UNN BHYTPEHHME.

McTodHnkoM yrpo3 6e30nacHOCTU CeTel 3MEeKTPOCBA3M MOrYT ObiTb: CyOLEKT, MaTtepuanbHbliil 0ObEKT
unu usnyeckoe ABreHne.

B npouecce obecneyeHnsa 6e30nacHOCTU CETU ANEKTPOCBA3N HEOBXOAMMO BbISIBMEHUE BCEX BO3MOXHbIX
yrpo3 UHPOKOMMYHUKALIMOHHOW CTPYKTYpe CEeTH.

MonHoe MHOXECTBO Yrpo3 6e30nacHOCTU He nogaaeTca hopManusaumu. 310 CBA3AHO C TEM, YTO apXu-
TEKTypa COBPEMEHHbIX CETEN ANEKTPOCBA3N, UCNONb3yeMble TEXHONOrMKM 06paboTku, XpaHeHna u nepeaayn
MHOPMAaLMKM NOABEPXKEHBI OONBLLIOMY KONNYECTBY OOBEKTUBHBIX U CYyGLEKTUBHBIX AECTAOUNN3NPYIOLLMX BO3-
aencteuin. Ho yem Gonblue OyaeT BbISBNEHO BO3MOXHbIX Yyrpo3 6e30nacHOCTH, TEM TOUHee OyaeT OLEHEHO
COCTOsiHME 6e30MacHOCTU CETU ANEKTPOCBA3MN.

K OCHOBHbLIM BO3MOXHbIM Yrpo3am 6€30nacHOCTU CETEN NEKTPOCBA3N MOTYT ObITb OTHECEHbI CReaylo-
Lime yrposbi:

- YHUYTOXEHUe nHdopmauum u/mnu gpyrux pecypcos;

- UCKaXXeHue unu mogudukaums uHgopmauuu;

- MOLUEHHWYECTBO;

- Kpaxa, yTeyka, noteps uHpopmaummn u/unu apyrux pecypcos;

- HECaHKLMOHWPOBAHHbLIN AOCTY;

- OTKa3 B 006CnyXMBaHuUu.

Kaxxpas BbiiBNEHHas yrpo3a B COOTBETCTBUM C BbIOPAHHOW METOAUKOW OLIEHKU PUCKOB AODKHA PaHXu-
pPOBAaTLCA MO BEPOATHOCTM CBOErO BO3HUKHOBEHMSA ANsl NOCNEAYIOLLIEro aHanmM3a pUCKOB U OLIEHKU BENUYUHDI
BO3MOXHOIO yuiepba ceTu aneKkTpocBA3M OT peanu3auum yrpo3. NpuMep TpexypoBHEBOW rpagauum BEpoaT-
HOCTW BO3HUKHOBEHMS Yrpo3 npuBeaeH B Tabnuue 1.

Tabnwuuya 1— Onucanune nokaszarenei BEpOATHOCTU BOZHUKHOBEHUS Yrpo3

MokasaTenb BEPOATHOCTU

OnucaHwe AeCTBUIN HapyLUUTENA
BO3HUKHOBEHMA Yrposbl A Py

MaroBeposiTHO Hapywwurenb obnagaet o4eHb HE3HAUYUTENbHBIMU TEXHUHECKUMU BO3MOXHOCTAMU AJs
peanusavuuu yrpossl Unu MOTUBaLMA ANS HAPYLUUTENSA OYeHb HU3Kas

BeposTHO TexHuyeckue BO3MOXKHOCTH, HEOGX0AUMBIE ANA peanu3aluy yrpossl, He CIIMWKOM BbICO-
KU U paspelummbl 6e3 GonbLIOro YCUNUs; KpoMe Toro, AOMKHO GbiTb pasyMHoe nobyxaeHne
ANA HapyLumMTens, YTo6bl peannsoBaThb yrposy

B0O3MOXHO Ha ceTu aneKTpocBsian OTCYTCTBYIOT MexaHU3Mbl o6ecneveHus 6e30nNacHOCTH, UCTIONb3Y-
eMble Ansi NpOTMBOAECTBUA 3TON yrpose, U NobyxaeHUe ANA HapyLLMTENs BeCbMa BbICOKO

5.7 B uensx yyeTa BCeX BO3MOXHbIX chep NPOABNEHNUA Yrpo3 ANA KaXAO0N KOHKPETHOW CETW JMEeKTpo-
CBsI3M Heobxoaumo paspabatbiBaTb MoZeNb yrpo3 6€30nacHOCTY.

Mogenb yrpo3 6e30nacHOCTU CETU 3NeKTPOCBA3MN NPEACTaBNAET COO0W HOPMATUBHBIN AOKYMEHT, KOTO-
pbIM JOMKHbLI PYKOBOACTBOBATLCSA 3aKa3yuk npu 3aganuu TpebosaHuin k 6€30nacHOCTU CETU U pa3paboTUmK,
cosgaroLmin Ty cetb u cnyxodbl obecnedeHus Ub ceTu npu ee akcnnyarauuu.

Mogenb yrpo3 AOMKHAa BKIOYATD:

- OMUCaHWe PeCypcoB MHPOKOMMYHUKALMOHHOW CTPYKTYpbl (06bEKTOB 6GE30NacHOCTH) CETU ANEKTPOo-
cBsizn, TpebyoLLmX 3almThl;

- OMUCaHWE UCTOYHUKOB (POPMUPOBAHUS AECTAOUNNIUPYIOLLMX BO3LENCTBUN U UX NOTEHLUMANbHbIX BO3-
MO>XHOCTEWN;

- CTagun XXM3HEHHOTO LMKIa CEeTW 3reKTPOCBA3M, B TOM YUCNE ONPedensiowmne ee TEXHONOTNYECKUIA 1
3KCMAyaTaunoOHHbIN 3Tanbl;

- onucaHue npoLecca BO3HUKHOBEHUS YTpO3 U NYTE UX NMPAaKTUYECKOl peanusauumu.

B kauecCTBe NpUNOXeHUs MoAerb yrpo3 6e30nMacHOCTU A0MKHA COAepXaTb MOJHbIA NepeYeHb yrpos u
6a3y JaHHbIX O BbISIBIIEHHbIX HapyLUEeHKUsIX 6e30NacHOCTU CETU SMEKTPOCBA3N C ONUCaHWeM O0BCTOATENbCTB,
CBsI3aHHbIX C OBHAPY>XEHUEM HAPYLLUEHUIA.
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B cooTBeTcTBMK C pazpaboTaHHON MOAENbIO YIPO3 OLEHUBAETCS ONACHOCTb YIpo3 ANs KaXaou rpynnbl
UAEHTUPULMPOBAHHBIX PECYPCOB MH(POKOMMYHUKALMOHHOW CTPYKTYPbI CETU 3NEKTPOCBA3N U YCNyr CBA3U U
onpenensloTcs BO3MOXHbIE Mepbl obecneveHus 6e30nacHOCTU AN NPOTUBOAENCTBUSA KaXOOW KOHKPETHON
yrpose.

5.8 Yrpo3sbl 6e30MacHOCTU CETU NEKTPOCBA3M peanu3yloTca HapyLuMTensmm 6e30nacHOCTU Yepes Bbl-
SIBMIEHHblE YA3BUMOCTU MHCPOKOMMYHUKALMOHHON CTPYKTYPbl CETU, B KOTOPYIO OHU MOTYT ObiTb BHECEHbI Ha
TEXHOMNOTMYECKOM W/UNN SKCNIyaTaUUoOHHOM 3Tanax ee XXU3HEHHOro Uukna. Yrposbl 6e30nacHOCTM MOTYT U3-
MEHATLCA. YA3BUMOCTb MOXET CYLLIECTBOBATbL HA NPOTSKEHUMU BCETO CPOKa IKCNAyaTaLum CETU IrneKTpOCBA3n
UINM KOHKPETHOTO NPOTOKOMA, ECNM OHA CBOEBPEMEHHO HE YCTPaHSIeTCsi pa3apaboTumMKkoM Unm no ero npeacras-
nexHuio cny6amu akcnnyataumm oneparopa CB3u.

5.9 Hapywwutensmu 6e30nacHOCTU CeTEN ANEKTPOCBA3U MOTYT ObITh:

- TEPPOPUCTbI U TEPPOPUCTUHECKUE OPraHM3aLmu;

- KOHKYpMPpYIOLLME OpraHn3aLum u CTPYKTYpbI;

- cneucny6bl MHOCTPaHHBIX FOCYAapCTB U BII0KOB FOCYAapCTB;

- KPUMMWHAanbHbIE CTPYKTYpbI;

- B3JIOMLLMKM MPOrpamMMHbIX NPOAYKTOB UT, MCNONb3YIOLLMXCH B CUCTEMAX CBA3M;

- OblBLUME COTPYAHUKM OpraHU3aLmin CBA3M;

- Heao6pPOCOBECTHbIE COTPYAHUKM U NAPTHEPSI;

- MOMbL30BATENU YCryramu CBsI3u n ap.

OCHOBHbLIMWU MOTMBaMU HapyLLEHMI 6e30NacHOCTU CEeTEN INEKTPOCBS3N MOTYT ObITh:

- MEeCTb;

- OOCTUXEHWe AEHEXHOW BbIroAbl, B TOM YKUCHE 3a CYET NPOAAXU NOMyYEeHHOW MHopMaLuu;

- XYNUraHCcTBO M MODOMLITCTBO;

- Npod)eCCMOHArNbLHOE CamOyTBEPXAEHHE.

5.10 [Onsa yyeTa Bcex BO3MOXHbIX BH u onpeagenenus ero kateropum paspabarbiBaeTcsi MOAENb HApy-
wutens 6e3onacHOCTW CETU 3MEKTPOCBA3M, NOJ KOTOPOW NoHMMaeTcs aberpakTHoe (chopmanu3oBaHHOE UK
HedhOpManu3oBaHHOE) ONUCaHWE HApPYLUMTENs NONMTUKM 6€30NacCHOCTHU.

3agava NoCTPOEHUs MO ENN HapyLLMTensa 6e30NacHOCTU CETU ANEKTPOCBA3U COCTOUT B ONpEeAENeHUn:

- LUTATHbIX OOBLEKTOB M ANEMEHTOB CETU, K KOTOPbIM BO3MOXEH A0CTYN;

- cybObekToB, AONYLUEHHbIX K paGoTe ¢ 060pyaoBaHMeM CETU B Nepuoa ee NpoeKkTMpoBaHus, paspabor-
KW, pasBepTbiBaHMA 1 3KCMIyaTauuum;

- MepeyHsi COOTBETCTBUA 0ObLEKTOB AOCTyNa CcyGbekram, KOTopble MOryT ObiTb NOTEHUMANbHLIMU Ha-
pywmTenamMu.

Mpu onpeaeneHWn NOTEHLMANBHOTO HAPYLUMTENS U COCTABNEHUSI ero Moaenu HeobxoanuMo UCXoanTb
U3 TOrO, YTO HapyLUMTESlb MOXET BbITb KaK 3aKOHHbIM aBGOHEHTOM CeTU (MPUHaATeXaTb K NepcoHany, Heno-
cpeacTBeHHO paboTatoemy ¢ aGOHEHTCKUMU TepMUHANaMu), Tak 1 NOCTOPOHHUM MULIOM, NbITAIOLMMCSA He-
NOCPEACTBEHHO MU C NOMOLLIbIO MMEIOLLMXCA Y HEr0 TEXHUYECKUX U NPOrPaMMHbIX CPEACTB NONYYUTL AOCTYN
K MHCOOPMAaLMOHHBIM pecypcamM 1 MHPPaACTPYKType CeTH.

BH, B 0CHOBHOM, HanpaeneHbl HA YXyALEHUe Ka4eCTBEHHbIX XapaKTEPUCTUK (PYHKLIMOHMPOBAHUA CETEN
3MEKTPOCBSA3U U MOTYT OCYLLECTBISATLCA, Kak NPaBUIIO, NyTeM NOMCKA MU UCMONb30BaHUSA 3KCMYaTaUUOHHBIX U
TEXHONOrMYeCcknx yassumMocTen. BH MoryT ocyecTBnaTbea:

- Mo kaHanam aboHEHTCKOro AOCTyNna, B TOM Ynucne u 6ecnpoBoaHbIM;

- NO BHYTPEHHUM JTMHUAM CBA3U;
¢ pabounx MECT CUCTEM YNPAaBIEHUS U TEXHUYECKOTO OBCNY>XMBaAHUS;
no HeAeKknapupoBaHHbIM KaHanam goctyna.

Mpu 3TOM MOryT MCMONbL30BATLCA KaK LUTATHLIE, TaK U cneuuarnbHble CPEACTBA CBA3N.

5.11 BH moryT HOCUTb Kak HenpeaHaMepeHHbIN (CAyYanHbii), Tak U NpeAHaMEePEHHbIN XapakTep.

HenpeaHamepeHHble (CnyyaliHbie) BO3AEUCTBUA MOTYT ObiTh CNIPOBOLIMPOBAHbLI HEAOCTATOMHOW HAAeX-
HOCTbIO CPEACTB CBA3M, OLUMOKamMu 06CnyxuBaioLero nepcoHana, npUupPOAHbLIMU SIBNEHUAMU U APYTUMU 00b-
€KTUBHbIMW AeCTabUNU3nMpyoLWLUmMmu BO3aENCTBUAMM.

MpeaHamepeHHbIe BO3AeCTBUA MOTYT ObITb aKTMBHLIMW, MACCUBHLIMU U HE Npecneaylowmmm Lenen.

5.11.1 AKTUBHbIE AEWCTBUSA HAPYLIMTENS NpeayCMaTpUBalOT BMELLATENbLCTBO B paboTy CETU 3NeKTpo-
CBSI31, HApYLLUEHUE PEXVMOB ee (hYHKLIMOHUPOBAHUSA U CHUXKEHUE KavyecTBa 06Cny>xuBaHus BNoTb 40 NOSTHO-
ro npekpalieHusi NPeaoCTaBneHns yCnyr CBA3u nonb3osarensMm. OCHOBHbIE LiENy aKTUBHbIX AEWCTBUIA:

- MoApbIB penyTauum oneparopa-kKOHKypEeHTa NyTeM HapyLUEHUS JOCTYNHOCTU YCIyr CBSA3WU U/Unn yxya-
LLEHUS] UX XapPaKTEPUCTUK;

- HECaHKLUMOHUPOBAHHOE NCMONb30BaHWUE YCNYT.
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5.11.2 MaccuBHbIE AENCTBMSA HAPYLLUTENA NpeanonaralT HaHeceHue Bpeaa aboHeHTy (Nonb3oBaTento
ycnyramMu CBsi3u) NyTem MCMONb30BaHUS BbISABIIEHHbIX YA3BUMOCTE CETU 3MEKTPOCBA3UN, HO HE HaHOCsLLME
NPsSIMOTo Bpefia CETU 3NeKTPOCBA3N. Lienbio Takux AeiCTBUI MOTYT ABMATLCA:

- nepexsaT NepCOHanbHbIX AaHHbLIX MOMNb3oBaTenen (Hanpumep, naponein AnA perucrpauum Tepmu-
Hanos);

- nepexsar AaHHbIX 0 PUHAHCOBBIX CAENKax C LEenblo HAaHeCeHUs ywepba BusHecy;

- HabnioaeHune 3a BbINOMHAEMbIM NPOLECCOM (MOArOTOBKA ANA HOBbIX aTak — aKTUBHbLIX AENCTBUN);

- MOUCK UAEOMOrM4YeCcKnX, NOSMTUYECKUX BbITOf;

- LUAHTaX, BbIMOTraTenbLCTBO.

5.11.3 [eiicTBMSA, HE Npecneayowme uenen (XxynuraHcTeo), — ASWCTBUSA, HE CTaBsiLLMe nepes cobom
Lenu HaHeCceHUsl Bpeaa KOHKPETHOMY (hmM3nyeckomy 0B6LEKTY unu nuuy.

5.12 Be3onacHOCTb CETU 3MEKTPOCBA3N XapaKkTepu3yeTcsl OCHOBHbIMU €€ KPUTEPUAMU:

- KOHUAEHUMUANBHOCTbIO MHOKOMMYHUKALIMOHHOW CTPYKTYPbI CETU 3NeKTPOCBA3Y;

- LENOCTHOCTBIO MHAOPMAaLMK U YCIYT CBA3M;

- AOCTYMNHOCTLIO MHPOPMALIMK U YCIYT CBA3MK;

- NOJOTYETHOCTLIO AENCTBUIA B CETHU.

5.12.1 Moa KOHMMAEHUMANBHOCTHIO MHAOKOMMYHUKALIMOHHOW CTPYKTYPLI CETU SNEKTPOCBA3N NOHUMA-
0T CBOWCTBO, NO3BOMAIOLLEE OrPaHNYUTb HECAHKLIMOHMPOBAHHBIA AOCTYN K UHPOKOMMYHUKALMOHHON CTPYK-
Type CeTU ANEKTPOCBA3U U/UIN HE pacKpbIBaTh COAEPKAaHUA MHPOPMALMOHHLIX PECYPCOB CETU HEYMONHOMO-
YeHHbIM nuuam, oGbLekTam Unm npoLeccam.

HapyLueHne koHMAEHUMANLHOCTU — HECAHKLIMOHMPOBAHHOE pacKpbiTue UHdopMaummn ynpasneHus,
nepcoHanbHbIX AaHHbIX NOMb30BaTENEN n Ap.

5.12.2 NMoa LenoCTHOCTbIO HpOpMaLUK U yCNyr CBA3W NOHUMAIOT COCTOSIHUE CETU ANEKTPOCBA3N, NPU
KOTOpPOM 06ecneunmBaeTcss HEM3MEHHOCTb MHAOPMAaLMM U AOCTYNHOCTL YCNYT CBA3KW AN NOSib3oBaTernen, He-
3aBMCHUMO OT NMPEAHAMEPEHHOr0 UM Cry4yanHoOro HECaHKUMOHNMPOBAHHOrO BH Ha MHAOKOMMYHUKALIMOHHYIO
CTPYKTYpPY CETH, B TOM YUCNE B YPE3BbIYANHBIX CUTYaLIUAX.

HapyLueHne LenoCTHOCTU — HECAHKLMOHMPOBaHHAA MoauduKkauma unu paspylueHme nHdopMauuoH-
HbIX PECYPCOB U MHMPPACTPYKTYPbI CETU ANEKTPOCBAIN.

5.12.3 Moa AOCTYMNHOCTbLIO MHCpOPMALUMKM U YCIYT NMOHMMAETCA CNOCOBGHOCTb CETU SMNeKTpocBa3u obe-
CneYnTb NOMNb30BaTENSAM COMMAacoBaHHbIE YCNOBUA AOCTYNA K NpeAoCTaBnsieMbIM YCyram CBA3U U ux nony-
YeHue, B TOM YKUCNe B YCNOBUSAX BO3MOXHbIX BH Ha MH(DOKOMMYHUKALIMOHHYIO CTPYKTYPY CETH 3NEKTPOCBA3MN.

HapywieHue fOCTYNMHOCTU — HapyLUeHne A0CTyNa K UCMOMb30BaHUIO MHpOpMaLMKU NN YCRYT CBA3N.

5.12.4 oA NoAOTYETHOCTLIO MOHUMAETCA CBOWCTBO, KOTOPOE ofecneunBaeT OAHO3HAYHOE OTCNEXUBA-
HWe AelCTBUI B CeTU Noboro oobLekTa.

HapyLueHne nogoT4eTHOCTM — OTpULIaHME AENCTBUI B CETU (HANpUMEP, y4acTue B COBEPLLUEHHOM CeaH-
ce CBA3M) Unu noggenka (Hanpumep, co3gaHne UHopPMaLMmn U NPETEH3UKU, KOTOPbIE AKOObLI ObINK NONyYeHbI
OT Apyroro 06bLEKTa UMK NOCNaHbl IPYromy 0GbLeKTy).

B Tabnuue 2 nokasaHa B3auMOCBSi3b OCHOBHbIX YIPO3 U Kputepues 6€30MacHOCTH CETU 3NEKTPOCBA3H.

Tabnuuya 2— OTobpaxeHne B3aUMOCBS3U OCHOBHbLIX Yrpo3 U KpuTepues 6e3onacHocTy

KpuTepumn 6e3onacHocTu
Buna yrposbl
KondmaeHumaneHocTe | LlenoctHocte | JocTynHocTb | MogoTyeTHOCTH

YHUYTOXEHME WHOpMaLMKM w/unu apyrux — + + +
pecypcos

UekaxeHune unu Mmoaudmkayusa uHdpopmauuu — + — +

MolueHHWYecTBO + + + +

Kpaxa, yTeuka, noteps uHdgopmMayun n/unu + + + —
L pyrux pecypcos

HecaHKLMOHUpOBaHHbLIA focTyn + + + +

Otkas B o6cnyxuBaHum — — + —

MpuMedaHWe — 3Hak (+) 03Ha4YaET BO3MOXHOE BO3[eUCTBUE Yrpo3bl HA KpUTepuii GesonacHocTy, 3HaK (—)
03Ha4aeT OTCYTCTBUE Yrpo3bl KpUTEpHto 6e30NacHOCTH.
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5.13 HapywieHue KOH(pMAEHUMaNbLHOCTU, LENOCTHOCTU, AOCTYMHOCTU MU NOAOTYETHOCTU NPU MOTEH-
LManbLHOM BO3AEHCTBUM HAPYLUMTENSI MOXET MMETL CrieAyioLue nocneacTsua Anst AeATenbHOCTU oneparopa
CBSI3U U COCTOSIHUE UHCPOKOMMYHUKALIMOHHOMN CTPYKTYPbl CETU 3MEKTPOCBA3U:

- «HU3KOE» nOoTeHUManbHoe BO3AEWCTBUE MOXET MPUBECTU K OrpaHUYeHHOMY HebGnaronpusiTHOMy
apdpekTy;

- «YMEpEeHHOEe» NoTEeHLUManbLHoe BO3AENCTBME MOXKET NPUBECTU K CEPbe3HOMY HebnaronpusiTrHomy ad-
ekry;

- «BbICOKOE» NOTEeHUManbHoe BO3AENCTBUE MOXET NPUBECTU K TSHKENOMY MK KaTacTpohuecKkoMy He-
6naronpuaTHomy adppekTy.

B COOTBETCTBUM C UCTONbL3YEMOI ONepaTopoM CBSI3U METOAUKOW OLEHKW PUCKOB U C YY4ETOM BEPOAT-
HOCTU BO3HUKHOBEHMSA Yrpo3bl M NOTEHLMANbHOTO BO3AEWCTBMS HAPYLUMTENS NO peanusauun 4aHHON Yrpo3bl
JIOMMKEH ONPeaenaTLCA PUCK BO3MOXHOIO HaHeCeHus yepba cetu aneKkTpoCcBA3W.

BenuuuHa pucka MOXET KnaccuduuupoBaTbCs Tpemsi mokasaTensamu, NpuBeaeHHbIMK B Tabnuue 3.

Ta6nunuya 3 — OnucaHue nokasarenei BENU4UHBI BO3MOXHOTO pUcka

YPOBeHb 3HaYeHuA

rnokasaTens «BenuymHa OnucaHue pucka
prcka»
HesHauuTenbHbIiA HesHauuTenbHbIe PUCKW BO3HMKAIOT, €CliM aTaku HapyLMTeNs Ha KpUTUYECKUe pecypcl
SBMSAOTCH MaroBEPOATHEIMU. Yrpo3bl, NMPUYMHAIOWME HE3HAYUTENBHLIE PUCKW, He TpebyioT
NMPOTMBOAENCTBMS.

Puck cuuTaetca fonycTUMbIM

CyLLecTBEHHbI CyLyecTBEHHbIE PUCKM AMA COOTBETCTBYIOLMX PECYPCOB NPEeACTaBMeHbl yrpo3amu, KoTo-
pele, BEpOSATHO, NPON30IAAYT, faXe eCNU UX BO3AeNCTBUE SBMSIETCA MeHee daTasbHbIM.
CyLyecTBEHHbIE PUCKY AOMKHBI MUHUMU3UPOBATLCS.

KpuTtndeckuii KpuTndeckune pucki BO3HUKALOT, Korga MosiBrseTcs yrposa ywepba WHTepecaM onepatopa
ceTu 1 Korga He TpebyeTcst GOMbLUKMX YCUIUIA NOTEHUMANBHOMY HapyLKTeNto, YTobbl HaBpe-
AWTb 3TUM WHTepecam.

KpuTudeckmne puUcku SormkHbl 6bITb MUHUMU3UPOBaHBI C CAMbIM BLICOKUM MPUOPUTETOM

5.14 Ob6ecne4eHune 6e30MacCHOCTM CETEN ANEKTPOCBA3M B yCroBusix BH OMKHO OCYLLIECTBNATLCA C yye-
TOM CneayloLmX OCHOBHBIX NPUHLUMOB:

5.14.1 KOMNMEKCHOCTU MCNONb30BaHUA BCEW COBOKYMHOCTU HOPMATMBHbLIX MPABOBLIX aKTOB, OpraHu3a-
LIMOHHBIX U PEXUMHbIX MEP, annapaTtHbiX, NPOrPaMMHbIX M NPOrPAMMHO-anNapaTHbIX METOAOB 3aLumMThl, 06e-
cneumBatoLmx 6esonacHoe hyHKLUMOHMPOBAHWE CETEN SMEKTPOCBA3M.

5.14.2 3awmueHHoCTM c6anaHCUpPOBaHHbLIX MHTEPECOB NONb30BaTENeNl, oneparopos CBA3U U OPraHoB
rocyAapCTBeHHOro ynpasneHus.

MHTepecbl nonb3osarenen COCTOAT B AOBEPUM K CETU M NpeasiaraeMbiM ycryram CB3u, B TOM Yncre go-
CTYMHOCTHU yCcnyr (0COOEHHO 3KCTPEHHOrO 0DCMY>XMBaHUS) B Criydae karactpod, BKMIOYasa TeppopucTUYECKue
aKThl.

MHTepecbl onepaTopoB CBA3M 3aKNI0YAlOTCS B BbINOMHEHUWM UMW CBOMX 00513aTeNbCTB Nepea nonb3oBa-
TENsIMU ycrnyramu CBA3u U 3awumTe OT NOCAraTensCTB Ha CBOM (PMHAHCOBLIE N AENO0BbLIE UHTEPECHI.

MHTepecbl OpraHoB rocyaapCTBEHHOrO YNpaBrieHUsi ONpeaensitoTcs HE0OX0AMMOCTbIO NPeAbABNEHUsA
TpeboBaHui kK 6€30NacCHOCTU CETEN ANEKTPOCBA3U, 0becneyeHunss CobNIoAEHMA oneparopammn CBA3U NPeabsB-
nsembix um TpeboBaHuin k 6e30nacHOCTU, AOOPOCOBECTHOM KOHKYPEHLMM M 3aLLUTbI NEPCOHANbHLIX AAHHbIX
nonbL30oBaTenen.

5.14.3 YnpasnaeMocTu MeTogamu, AENCTBUSIMU U npoLieaypamm no obecneyeHmnio 6e3onacHoCTu ceTen
3NEKTPOCBA3U U KOHTPOMIO Ka4yeCcTBa NPOLECCOB nepeaayum MHopMaummn B yCroBusiX BO3MOXHbIX BH Ha uH-
(HOKOMMYHUKALMOHHYIO CTPYKTYPY CETel B COOTBETCTBUM C (DYHKLIMSAMU CUCTEMBI YNPABAEHUA CETbIO.

5.14.4 HenpepblBHOCTM COBEPLUEHCTBOBAHMA METOAO0B, ASWUCTBUIA M npoueayp no o6ecneyenunio 6es-
ONAacHOCTU CeTel INEKTPOCBA3MN, C Yy4ETOM JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyDeXHOro onbiTa B YCNOBUSIX
BO3MOXHbIX BH 1 uameHeHnsa metoaos u cpeacTs 3TMX BO3AENCTBUMN.

5.14.5 CoBMECTUMOCTHM annapaTHO-NPOrPaMMHBIX CPEACTB U TEXHONOMMIN NpumMeHsieMbix B COB.
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6 O6wmne TpeboBaHUs K 6€30NaCHOCTU CETEeN NEKTPOCBSA3U

6.1 Ha Bcex aranax npoeKTMpPOBaHUs, CTPOUTENLCTBA, PEKOHCTPYKLUUKU, Pa3BUTUA U SKCNnyaTauumm ce-
Tel aNeKTPOCBA3U U COOPY>XEHMI CBSI3U K HUM JOIDKHbI NPeAbABNATLCA TpeboBaHusa no obecneveHuio 6e3-
0nacHoro ux PyHKLUMOHUPOBAHUSA, COMOCTABUMBIE C BO3MOXHbLIMU BH Ha MH(POKOMMYHUKALMOHHYIO CTPYKTYPY
ceTelt ANEKTPOCBA3N U 0XXUAAEMOTO yLepba OT AaHHbIX BO3AENCTBUIA.

6.2 Tpe6GoeaHus k 6e30NaCHOCTM CETEN ANEKTPOCBA3N yCTAHABNUBAIOT peaepanbHbie OpraHbl UCMON-
HUTENLHON BRacTu B 06NacTu CBSA3M HA OCHOBAaHWUM 3aKOHOAATENbLCTBA B 00MacTu CBS3W U 3awmTbl MHAOP-
MauMu, C Y4ETOM pekomeHaauui MexxayHapoAHbIX opraHu3auui no ctaHaapTu3auum, a TaKke NPeanoXeHun
0TEeYeCTBEHHbIX CaMOperynupyembixX opraHu3auumin B 06nacru anekTpoCBs3n U NyyLlein NpakTuku OTe4eCTBEH-
HbIX ONEPaTopPOB CBA3N.

TpeboBanua no obecneveHnto 6e30nacHOCTM KOHKPETHOMN CETU ANMEKTPOCBA3M A0IKHbI (POPMUPOBATLCA
C ydeToMm uenen, byHKUMii n 3aaad, peLuaeMbiX 0nepaTopom CBA3M, YCIOBUM UCMOSNbL3OBAHUA CETU ANEKTPO-
cBsA3n B o6LUEl cucteme CBA3W roCyaapcTea, cneuudukm UCnonb3yemon TEXHONOrMM nepeaaqmn MHgopma-
LMK, NOTEHUManbHbIX Yrpo3 6e30nacHOCTU U BO3MOXHbIX BH, peanbHbIX NMPOEKTHbIX M 3KCMyaTauuOHHbIX
PECYPCOB U CYLLECTBYIOLLMX OTPAHUYEHUI HA (DYHKLIMOHMPOBAHUE CETU SNEKTPOCBSA3M, a Takke TpeboBaHui u
YCNOBWI1 B3aMMOAENCTBUA C APYTMMU CETSIMU 3MNEKTPOCBA3U.

MpenocraBneHne n UCNonNb3oBaHMe yCnyr U MEXaHM3MOB oGecneyeHus 6e30nacHOCTU MOXET ObITb A0-
BOSMbHO AOPOrMM OTHOCUTENLHO NOTEPL NPU HApyLLEHUU BE30NACHOCTM CeTel ANEKTPOCBA3N. [103TOMY AOMmK-
HO aHanNU3UPOBaTLCH COOTHOLLEHUE MeXAy CTOMMOCTLIO Mep No obecneyeHunio 6e30nacHOCTU U BO3MOXHbLIMU
(PUHAHCOBbLIMU NOCNEACTBUAMM HAPYLLEHUS 6E30MacHOCTH, NPU STOM BaXXHO ONpeAenuTb KOHKPETHbIE Tpebo-
BaHMA K 6€30NaCHOCTN B COOTBETCTBUM C YCITyramu, MOANEXALLMMU 3aLuTe.

Tpe6oeaHusa no o6ecneveHnio 6e30NacHOCTU CETEW SNEKTPOCBA3MN BKIIOYAIOT:

- OpraHu3aumoHHble TpebGoBaHusa 6e30NacHOCTH;

- TexHu4eckue TpebosaHna 6e30NacHOCTH;

- (byHKUMOHAaNbHbIE TpeboBaHUa 6e30MacHOCTH;

- TpeGoBaHuA gosepus kK 6e30NacCHOCTHU.

OTB coaepxat obLpe opraHU3auMoHHbIE, aAMUHUCTPATUBHLIE NMONOXEHUS U NPOLEAYPbLI N0 OCYLLECT-
BNEHUIO MEPONPUATMIA NONUTUKM Ge30NacHOCTM ONepaTopoM CBA3M.

TTBE onpeaensioT TpeboBaHMS K ANEKTPONUTAHUIO, 3a3eMMEHUIO, K KOHCTPYKUUMN CPEACTB CBA3M, K JU-
HelHO-kabenbHbIM COOPYXXEHUsIM CBAI3W, K MPOKNAaJKe NuUHWUIA CBSA3W U Ap., Busowme Ha obecneyeHue 6e3-
ONacHOCTU U YCTONYUBOCTU (PYHKLIMOHUPOBAHUA CETEW 3NEKTPOCBA3MN.

OTE n TOB coaepxar TpebosaHus, onpegeneHHole B TOCT P UCO/M3K 15408-2 u IFOCT P
NCO/M3K 15408-3 COOTBETCTBEHHO, KOTOPbLIE ANA CETEN U CPeaCTB CBA3W U3naraloTca B NPOPUNAX 3auTbl U
3aaHnAX N0 6e30NacHOCTU U JOMKHbI Peanu3oBbIBaTLCA HA BCEX Tanax XKU3HEHHOro LMKna CeTen aneKTpo-
CBA3M.

7 OcHOBHbIe MeponpuATUNA No obecneyeHno 6Ge3onacHoOCTU
ceTen INeKTPOCBA3N

7.1 ObecneyeHne 6e30MaCHOCTU CETU ANIEKTPOCBSA3N SBNSETCH 00s3aHHOCTLIO ee Bnagenbua. OTeer-
CTBEHHOCTb BrajenbLa CEeTU 911EKTPOCBA3N 3a o6ecneveHne ee 6e30NacHOCTU HE MpPeKpaLLAeTca npu gene-
TMPOBAHUM UM CBOMX NMOMHOMOYMIA MO AAHHLIM (PYHKUMAM OTAEMbHBIM NuLam (NocTasLymMKamM yenyr, agMUHKU-
cTpartopam, TPETbUM NUUaMm U T. 4.).

MeponpusaTus no obecneveHunto 6830NaCHOCTU CETU 3NEKTPOCBA3M, MPOBOANMbIE ONEPaTOPOM CBA3U, HE
JOIDKHBI YXYALLATh Ka4eCTBEHHbIX XapakTEePUCTUK CETU U CHUXKaTb ONepPaTUBHOCTL 06paboTku nHopMmauum.

Peanusauusi obsi3atenbHbix TpeboBaHuii kK 6e3onacHoCTH, YCTAHOBINEHHbIX dpefepanbHbIMU OpraHamm
UCMONMHUTENBLHON BnacTu B o6nactu CBSA3K, OCYLLECTBSIETCA cunamu U CpeacTBaMu Briagenbla CeTU anek-
TPOCBSA3M C NPUBMIEYEHUEM NPU HEOOXOAUMOCTM CNELMANU3MPOBAHHBIX OPraHU3auuin, UMEOLLMUX NULEH3UN Ha
JaHHbIV BUA AEeATENBHOCTH.

[ononHutenbHble (NOBLILLEHHbIE) TpeboBaHuA Kk Ge3onacHOCTU (Hanpumep, wmdpoBaHue Tpaduka
nonb30BaTens) MOryT OCyLLUECTBMATLCA ONepaTopoM CBSA3M Ha JOTOBOPHON OCHOBE C MOSIb30BATENEM.

Bonpocsl HenocpeacTBeHHOro obecne4eHns 6e3onacHOCT NPy NPUCOEANHEHUU OQHON CETU SNEKTPO-
CBS13U K APYroi 1 yCroBusi BbINONMHEHUS 06si3aTenbHbIX TpeboBaHuii kK 6€30MacHOCTU, YCTaHOBMNEHHbIE heae-
panbHbIMU OpraHamn UCNOMNHMTENbLHOW BNacT B 06nactu CBA3w, Npu B3auMOAENCTBUM STUX CETEN OroBapu-
BaIOTCs B 3aKI04aEMbIX OnepaTopamu CBA3M JOroBOpax O NPUCOeAUHEHUN CETEN NEeKTPOCBA3M.
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Mpu NpUCOEAMHEHNIN K CETAM 3NEKTPOCBA3WN UHOCTPAHHLIX FOCYAapCTB U B3aumoaencTBuu ¢ rmobans-
HbIMU MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBLIMU CETAMU, B TOM uucne u UntepHer, obecneveHne 6eso-
NacHOCTU AOIMPKHO OCHOBbLIBATLCA HA COBMIOAEHMU MEXAYHAPOAHbLIX NPABOBbLIX aKTOB, PermaMeHTUPYIOLWLmnX
6e30nacHbIi NPONYCK TpaHcrpaHuyHoro Tpadumka. MNpu 3Tom AormkHa ObiTh 0becneyeHa 3awmra MHPOKOMMY-
HUKaLMOHHOW CTPYKTYPbI CETEN aneKTpocBA3u ot HCJ] O CTOPOHbI B3aUMOAEUCTBYIOLLIMX CETEN U rapaHTUpo-
BaHHOE Ka4yeCcTBO 0OCMY>XMBAHUS B YCNIOBUSIX BO3MOXHbIX BH TpaHcrpaHmyHoro xapakrepa.

7.2 ObecneveHne 6e30NaCHOCTU CETEN ANEKTPOCBA3U AOCTUrAETCA:

a) 3awmTon ceten anekTpocsasm ot HCJl k HUM M nepeaaBaemMoil NOCPEACTBOM UX MHpopMaLnu;

6) NpOTMBOAENCTBUEM TEXHUYECKUM Pa3BEAKaM;

B) NPOTUBOAEWCTBUEM CETEBbLIM aTtakam U BUpycam;

r) 3awWmTON CPeaCTB CBA3M M COOPYXeHuit cBa3u o HCB, Bknioyasa pusnyeckyio 3awmty CoopyKeHUn
1 NIUHKWIA CBA3MN;

) pasrpaHuyeHueM AOCTyna nonbL3oBarenen u CydbekToB MH(POKOMMYHUKALIMOHHON CTPYKTYPbl CeTen
3MEKTPOCBA3N K MH(OPMALMOHHbLIM pecypcaMm B COOTBETCTBUM C NMPUHATON NONUTUKON Ge3onacHoCTu onepa-
TOpa CBA3M;

€) Mcnonb3oBaHMEM MEXaHM3MOB obecneyeHuss 6e30nacHOCTH;

X) (PU3MYECKOW U UHKEHEPHO-TEXHUYECKOW 3aLLUTOW O0OLEKTOB UH(POKOMMYHMKALIMOHHON CTPYKTYPbI
CETeN NEeKTPOCBA3MN;

1) UCNONb30BaHWEM OPraHM3aLUMOHHbLIX METOAOB, BKIOYAIOLNX:

1) pa3paboTKy M peanu3auuio NoNMTUKU 6e30MacHOCTU ONepPaTopoM CBA3K;

2) OopraHM3aumio KOHTPONS COCTOSIHUS 6e30NaCHOCTU CETU ANEKTPOCBA3MY;

3) onpeaenenue nopsaka AEWCTBUI B YUPE3BbIYANHBIX CUTYALIMAX U B YCNOBUAX YPE3BbLIYAWHOIO Mo-
NOoXeHus;

4) onpeaeneHus Nopsigka pearMpoBaHus Ha MHUMAEHTbI 6€30NacHOCTH;

5) pa3paboTky nporpaMm MoOBbILLEHWSA UHOPMUPOBAHHOCTM NEPCOHana CeTu aNeKTPoCBsA3N B BO-
npocax noHMMaHusi um npodnem GesonacHoCTy;

6) onpeaeneHune CMCTEMbI MOArOTOBKU M NOBLILLEHMA KBanudukaumm cneumanucTos B obnacru 6es-
OMacHOCTMH.

7.3 lMonb3oBaTtenu ycrnyraMmu CBssau MMEIOT NPaBO NPUMEHSTb CrieumarnbHble MexaHu3mbl obecneveHns
6e3onacHOCTU M CpeAcTBa 3aLUMTbl MHOPMaLUK, Pa3peLLeHHbIE K MPUMEHEHUIO HAa CETAX 3NeKTPOCBA3U U
CepTUGULMPOBAHHbIE B COOTBETCTBUM C AEWCTBYIOLMM 3aKkOHOAaTeNnsCcTBOM Poccuiickon deaepauuu.

B3anumoOTHOLLIEHUS NONb30BAaTENEN C oneparopamu cesisu B ccpepe obecneveHns 6e3o0nacHoCcTu ceTen
3MEKTPOCBA3N AOIMKHbI CTPOUTLCA Ha OCHOBE CreAyoLLMX MONOXEHUN:

- TONbKO aBTOPM30BAHHbIE MOSIb30BATENN JOMMKHLI UMETL AOCTYN K CETSIM SNEKTPOCBA3N U MCNONb30Ba-
HUIO NPeaoCTaBAEMbIX UM YCYT;

- aBTOPM3OBAHHLIE NONbL30BATENW AOMKHLI UMETL JOCTYN U ONEepUpOBaTh TOMbKO TEMMU pecypcamu, K
KOTOPbIM OHU AOMNYLLEHbI;

- BCE NOMnb30BaTenun A0MKHbl ObITb OTBETCTBEHHbLIMU 38 UX COOCTBEHHBIE, U TONIKO MX COOCTBEHHbIE,
OENCTBUA B CETU ANEKTPOCBA3MN.

7.4 Onepatop CBA3U AOMKEH NPUHUMATL Mepbl, obecneunBaoLme:

- 4OCTYN NPaBOOXPaHUTENbHbLIX OPraHoB, B NPeAYCMOTPEHHbLIX 3aKOHOAATeNLCTBOM Poccuiickon deae-
pauumu cny4vasx, kK uHhopMauum KOHKPETHbIX NONb3oBaTene;

- NpaBO Ha AOCTYN Monb30BaTenel ycrnyramm CB3nm K MHPOPMaLMOHHBLIM pecypcaM B CTPOroM COOT-
BETCTBUM C YCTAHOBIIEHHbLIMM NMPABUNaMu pasrpaHuUYeHns 4oCTyna;

- UCKIIOYEeHNe HeCaHKLUMOHUPOBAHHOTO AOCTYNa MoNb30BaTenen ycnyramu CBs3W K pecypcam CeTu U
ycnyram cBAsm;

- npeaocTaBneHne nonb3oBaTensaM ycrnyramy CB3u 4ONOMHUTENbHbIX YCAYT Mo 3aluTe MHpopmMaLumn n
npouecca 6e3onacHoit nepegayn coobLueHnin Ha JOrOBOPHOW OCHOBE;

- MHhOPMUPOBaHME NOMNb30BAaTenein 0 COCTOAHMM 6E€30MacHOCTM JOCTYNA K yCryram CBA3W.

8 OCHOBHbIe NOSIOXEHUA O CTPYKTYpe cucTeMbl obecneyeHus
6e30MacHOCTU ceTel ANEeKTPOCBA3N

8.1 Cucrtema obecneyeHus GesonacHoctn (COB) cetein anekTpocssAsn CCOlN ABNAETCS 3reMeHTOM
cucteMbl MHGopMaLmoHHo 6e3onacHocTu Poccuiickon degepauun 1 MOXET ObITb OTHECEHA K Kareropum
TEXHONOMMYECKUX CUCTEM CBSA3N.

10
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Apxutektypa COB ceTeil 9aneKTpOCBA3N UMEET MHOTOYPOBHEBYIO UEPAPXUYECKYIO CTPYKTYPY, OXBaTbl-
BaIOLLYIO MarncTparbHble TPAH3UTHLIE, MEXAYTOPOAHUE U 30HOBbIE (MECTHbLIE U BHYTPU3OHOBLIE) CETU 3MeK-
TPOCBA3N, U COCTOUT U3 B3aMMOAENCTBYIOLLMX Mexay cobon cnyxd obecnedeHns 6e30NacHOCTH Pa3nnNYHbIX
onepaTopoB CBA3U, KOOPAUHUPYEMbIX LieHTpanbHbiM opraHom COB, KOTOpbIi MOXET ObiTh 0O6pa3osaH deae-
panbHbBIM OPraHOM UCMONHUTENBLHON BNacTu B 06nactu CBA3W.

8.2 Apxutektypa COB ceTu aneKTpOCBSI3U MOXET COCTOSITb M3 HECKONbKMX YPOBHEW 6e3omacHocTu,
XapakTepucTuKa KOTopbIX AOMMKHA ObiTh OTPaXXeHa B nonuTuke 6€30MacHOCTU OpraHu3aummn cea3u. B obuwem
cnyyae apxutektypa COB MOXeT cogepxaTb cneaytowme yposHu 6€30nacHOCTH:

a) ypoBeHb ynpasneHus 6esonacHoOCTbiO. Ha faHHOM ypoBHE OCYLLEeCTBRAETCA ynpaenexnne Gesonac-
HOCTbLIO CETEN SNEKTPOCBA3N, KOOPAUHUPYEMOE LieHTparnbHbIM opraHom COB;

6) opraHM3aUMOHHO-aAMUHUCTPATUBHBIA YPOBEHb. Bkriouwaer cnyxObl (0TAENbl, nogpasgeneHus,
aAMUHUCTPaTOpPOB) 6e30MacHOCTU, B 3aBUCUMOCTU OT CTPYKTYPbl OpraHusauuu cBAsu. Ha gaHHOM ypoBHe
OCyLLECTBNAIOTCA:

1) B3aMMOAENCTBUE C CUCTEMON YNpaBfeHUA CETAMMN SNEKTPOCBA3MN;

2) ynpasreHue, KOOpPAMHAUMA U KOHTPOMNb NPOBOAMMBIX OPraHU3aUMOHHBIX U TEXHUYECKUX MEpO-
MPUATUIA HA BCEX HUXKENEXaLLUX YPOBHSX;

3) yd4eT npakTU4ecKoro NPUMEHEHNUs HOpMaTUBHOI NpaBoBoK 6a3sbl (3aKOHOB, CTAHAAPTOB, NONOXE-
HWI, OMXHOCTHBIX MHCTPYKLUMIA, NNaHoB no 6e3onacHocTH);

B) ypoBeHb 6€30MacHOCTU MH(POKOMMYHUKALIMOHHON CTPYKTYPbl. COAEPKUT MEXaHU3MbI 06ecnedeHns
6e3onacHOCTU U apyrue cpeacrea, obecneymsaiowme 3awuTy npouecca o6paboTkn U nepegaydn nHdopma-
uun B ceTu. Ha gaHHOM ypOBHE OCYLLECTBASIOTCA:

1) pasrpaHudeHue JocTyna K MHPOPMAaLMOHHBIM pecypcam, CETEBbIM 0ObEKTaM M CUCTEME YrnpaB-
NEHUs1 CETbIO 3NEKTPOCBA3M,

2) 3awmTa ot HC[, ayTteHTUduMKaums u naeHTudunkauma y4acTHUKOB CETEBOr0 B3auMOAENCTBUS,
BKMIOYAs yaaneHHble 06bEKTbI U a4MUHUCTPATOPOB (CETEBLIX U BE30MacHOCTH),

3) KOHTpOnb Tpacduka (MEXCETEBLIE 3KPaHbI), CPEACTBa OOHAPYXEeHUS aTak, CPeAcTBa perucrpauum
U yyeta cobbITUI U PECYPCOB (ayAUT U MOHUTOPUHT 6e30nacHoCTK);

r) ypoBeHb 6e30nacHOCTW ycnyr. Ha gaHHOM ypOBHE OCYLLECTBISIETCA KOHTPOIb KayecTBa obcnyxmBea-
HUA (NpeaocTaBnsaemMbiX YCNyr CBA3U) B YCNOBUAX BO3MOXHbIX BH 1 B upessbiyvaiiHbIX cUTyauusix, B TOM YUC-
e UenoCTHOCTM LIMPKYNMPYIOWMX B CETU COOBLIEHUN, coaepXalumx AaHHble Nonb3oBaTens u UHGopMaumio
yrnpasneHus;

[l) ypoBeHb ceTeBoi 6e30nacHOCTU. [laHHbI ypoBEHb noaaepxusaer 6e30nacHOCTb CETEBLIX NPOTOKO-
NoB, KOTOPLIE 06ECNEeYnBaIoOT:

1) nepenaum Tpaduka U3 KOHLA B KOHeL,

2) TpaHcnoptupoBaHue ¢annos,

3) noaaepxxy pyHaaMeHTanbHbIX NPUNOKEHUIA, Nepeaady ronoca B CeTU U 9NEKTPOHHYIO NOYTY;

4) koHMAEeHUManNLHOCTL NepejaBaeMoii No kaHanam cBA3u MHAOPMaLUmM ynpaeneHus;

€) yposeHb (u3anyeckon besonacHocT. Ha gaHHOM ypoBHE 06GecnevunBaioTcs:

1) dm3aunueckas oxpaHa NOMELLEHUN, B KOTOPbIX 0OpabaTbiBAaETCA U XPAHUTCA UHOpMaLus;

2) opraHu3auusi KOHTPONs AOCTYNa COTPYAHUKOB U NOCETUTENEH HA TePPUTOPUIO OpraHU3aLumn Cesi-
31, B NOMELLEHUS CO CPeACTBaMU CBSI3M, OCYLLECTBRAIOLWMMU 06paboTKky uHopMaumm, K TEXHONOMMYECKUM
cucTemam ynpasneHusi, KabenbHbIM COEIMHEHWSM;

3) opraHusauusi OXpaHHOM CUrHaNU3aLuu,

4) KOHTpOSb BCKPbITUS annaparypbl,

5) anekTpo- u Noxapo6e30nacHOCTbL OpPraHM3aLuu CBSA3MN B LIENOM.

Onepartop cBA3M B Lenax obecneyeHnsa CBOeN AEnoBON AEATENbHOCTU U AOCTUXeHUs BusHec-uenen
MOXET OnpeaennTb AOMOMHUTENbLHbIE apXUMTEKTYPHbIE KOMMOHEeHTbl COB.

8.3 Mpouenypa co3panusa COB ceTu anekTpPOoCBA3M AOIMKHA NpeaycMaTtpusBatb popmupoBaHue opra-
HWU3ALUMOHHO-LUTATHOWM CTPYKTYpbl (OTAEn, noapasaernexHne, aaMuHUcTpaTop 6e30nacHOCTH) Ans Henocpea-
CTBEHHOTO NPOBEAEHUS MEepONpUATUIA 6€30MaCHOCTU CETU INEKTPOCBA3MN.

8.4 [esatenbHocTb opraHoB COB ceTu aneKkTpocBA3M NoapasyMeBaeT BbiNONHEHWE CREeaYIOLLMX Mepo-
NPUATUIA:

- NOATBEPXAEHUE COOTBETCTBUA CPEACTB CBSA3M, MACMOPTU3AUMIO OpraHu3auun CBA3M U arTecraumio
00BLEKTOB U CeTel ANeKTpoCBsA3u Nno TpebosaHmAM 6e3onacHoCTy;

- OLIEHKY COCTOSIHMA 6e30MacHOCTM CETHU ANEKTPOCBA3M, NPOrHO3UPOBAHNE U OOHaAPYXXEHUE BHYTPEHHUX
M BHELLHUX yrpo3 6e3onacHocTy;
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- aHanu3 UHPOPMALIMOHHBIX PUCKOB, CO3AaHNE CUCTEMbI YNPABNEHUS pUCKaMK U CTpaxoBaHnA MHop-
MaLUOHHBIX PUCKOB;

- BbIIBNIEHME YSA3BUMOCTEN B CETAX ANEKTPOCBA3U U OCYLLECTBNEHUE KOMMNIEKCa aAeKBATHLIX U 9KOHO-
MU4Yecku 060CHOBAHHBIX MEP MO UX CHUXEHWUIO;

- npeaoTBpalleHue nubo obHapyxeHue BH, npeceueHne ux peanusauuu, nokanusaumio U NUKBMAALUIO
nocneacTBMIA 9TUX AeCTabUNU3UPYIOLIUX BO3AEUCTBUN HA MH(POKOMMYHUKALMOHHYIO CTPYKTYPY CETHU rek-
TPOCBA3Y;

- OMOBELLEHNE O HapyLueHnax 6e30NacHOCTH, peakumio Ha MHUMAEHTL 6e30MacHOCTU U BOCCTaHOBNE-
HWE HapyLUeHHOro npouecca PYHKLUNOHUPOBAHNUS CETU SNEKTPOCBA3N;

- agantaumuio COB K U3MeHsaILWmMMcs yCnoBusM yHKLMOHUPOBAHUA CETU 3MNEKTPOCBA3M;

- KOHTPO-b KayecTBa 06Ccny>xuBaHus B ycnosusix BH;

- MOHUTOpPUHr COB u ayaut cobbITuin 6€30NaCHOCTY;

- NpeaynpexaeHue, BbIBMEHWE U NPeCeYeHne B CETSX CBSA3U HENPABOMOYHBLIX A€NCTBUII NONb30BaTe-
new ycnyramu csas3u (HapyLumTenen);

- NPOTMBOAENCTBUE PACTPOCTPAHEHUIO BPEAOHOCHBIX NporpaMm (BUPYCOB);

- OpraHu3aumio u nposeaeHue pabor B obnacTu ctaHgapTusaumm 6e30nacHOCTU CeTel SNEKTPOCBA3N C
YUYETOM peKoMeHAauunn U CTaHAapTOB MeXAYHAPOAHbIX OpraHW3auuin No ctaHaapTusauum;

- peanusaumio mep obecneyeHns 6e30NacHOCTU CETEN ANEKTPOCBA3M, OCHOBOW KOTOPbIX SABMIAETCSA Npu-
MEHeHWe COOTBETCTBYIOLLUX MEXaHU3MOB obecneveHnss 6e30nacHOCTU.
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Bubnuorpadusa

[1] ®epepanbHblil 3aKkoH oT 7 utona 2003 1. Ne 126-03 «O cBasu»
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