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MpeancnoBue

Llenun v npuHumnel cTangapTusaunm B Poccuitickon ®eaepavummn yctaHosneHbl PegepanbHelM 3aKOHOM OT
27 pexabps 2002 r. Ne 184-93 «O TexHWYECKOM perynupoBaHuny, a npasuna npuMeHeHust HalmoHanbHbIX
ctaHgapTtoB Poccuitickon Peaepaunmm — FMOCT P 1.0—2004 «CtaHgapTtusaums B Poccuiickon denepaunn.
OcHoBHble NONOXeHUs»

CBepeHus o cTaHgapTe

1 PA3PABOTAH ®eaepanbHbIM rocyaapcTBeHHbIM yupexaeHuem «lfocyaapcTBeHHbIN HaydHo-Uccne-
[0BaTeNbCKUM UCTIbITaTENbHbIA MHCTUTYT NPobieM TeXHUYEeCKOoN 3awmTbl MHopMaunn degepansHon Cryx-
6bl N0 TEXHUYECKOMY U 3KCOPTHOMY KoHTposto» (PIY « THUNN MT3U ¢CTIK Poccun»)

2 BHECEH YnpasneH1eMm TeXHU4eCKoro perynmpoBanns n ctaHgaptusaunn degepanbHoro areHTcTea
Mo TEXHUYECKOMY PerynmpoBaHuio 1 MeTponorim

3 YTBEPXOEH W BBEAEH B JENCTBWE Mpukasom denepanbHOro areHTCTBa no TeXHUYECKOMY
perynupoBaHnio 1 MeTponoruu ot 27 gekabps 2006 r. Ne 373-ct

4 B HacTosleM cTaHAapTe peanu3oBaHbl HopMbl PefepanbHbiX 3akoHOB OT 27 nona 2006 r. Ne 149-03
«O6 nHopMaLmmn, NHPOPMaLMOHHBIX TEXHOMOMNSAX U O 3awmTe uHopmauun» 1 ot 29 nona 2004 r. Ne 98-¢3
«O KomMepyeckon TaHe»

5 B3AMEH roCT P 50922—96

UHpopmayus 06 UsMeHeHUsAX K HacmosweMy cmaHoapmy rnybnukyemcs 8 exe200HO u30asaemMom
UHhopMayUOHHOM yKka3amerie «HauuoHansHele cmaHOapmbl», @ MEKCM U3MeHeHUU U r1ofpasok — 8 exxeMe-
CAYHO U30asaeMbix UHGHOPMaUUOHHbIX yKazamensix «HauuoHaneHbie cmaHdapmei». B ciydae nepecmMompa
(3aMeHbI) unu omMeHsl Hacmosiuje2o cmaH@apma coomsemcemeyioujee yeeoomieHue bydem onybuKosaHo
8 EXXeMECSIYHO U30asaeMoM UHGHOpMaUUOHHOM yKasamene «HaluoHaneHbie cmaHOapmbl». Coomeememey-
rowas UHghopMauus, yeeGoMIeHUEe U MEKCMbI pasMeLaromces makxe 8 UHGhopMayUOHHOLU cucmeme obLuezo
rofib308aHuUs1 — Ha oghuyuarnsHoMm calime ®edeparbHo2o azeHmemea 1o MEXHUYECKOMY peayniupo8aHuto
u Mmempornoauu 8 cemu IHmepHem

© CraHgapTuHdpopm, 2008

HacToawuit ctaHgapT He MOXeT GbITh MOMHOCTLIO UMK YacTUUHO BOCNPOU3BEAEH, TUPaXKMPOBaH U pac-
npocTpaHeH B kauecTse oduLMansHoro nsgaHus 6es paspelueHus deaepanbHOro areHTCTBa no TeXHUYecko-
MY perynmpoBaHuio 1 MeTPONorm
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BBegeHue

YCTaHOBMEHHbIE HACTOSILLMM CTaHAapTOM TEPMUHBLI PacnonioXeHbl B CUCTEMATU3UPOBAHHOM Nopsiake,
oTpaXKatoLeM CUCTEMY NOHATUIA B AaHHON 06racTu 3HaHWS.

Ans kagoro NoHATUA YyCTaHOBMNEH OA4NH CTaH4apTU30BaHHbIA TEPMUH.

Hannune kBagpaTHbIX cKOOOK B TEPMUHOIOMMYECKON CTaTbe 03HAYaET, YTO B HEE BXOAAT ABa TepMUHa,
nmeowmx obme TepMmMHO3nemMeHThl. B andaButHOM ykasaTene AaHHble TEPMUHBI MPUBeAEeHbl OTAENBHO.
Lindpa, 3akntoueHHasa B kBagpaTHble CKOOKM, 03HauaeT CCbIfIKY Ha JOKYMEHT, MPUBEeAEHHbIA B CTPYKTYPHOM
anemeHTe «bubnuorpadunsay.

3aknoueHHas B Kpyrrible CKOOKM YacTb TepMUHa MOXKET ObITb onyLleHa Npu UCMNonb3oBaHun TepMnHa B
[OKyMeHTax Mo cTaH4apTM3aLnn, Npu 3TOM He BXoAsLLast B Kpyrible ckobknyacTb TepMnHa obpasyeT ero kpar-
Kyto cbopMy. 3a cTaH4apTU30BaHHLIMU TEPMUHAMK NpUBEAEHbl OTAENEHHbIE TOUKOW C 3anaToN UX KpaTkue
cdopmel, NpeacTasneHHble abbpeBnaTtypoi.

MpuBeaeHHbIe onpeaeneHnst MOXXHO Npu He0BXOAUMOCTN U3MEHSITh, BBOAS B HUX MPOU3BOAHbIE NMPU3Ha-
KW, packpblBasi 3Ha4eHWNA UCNOMb3yeMbIX B HUX TEPMUHOB, YKa3biBasi 06beKThl, BXxoasLme B 06beM onpeaensie-
MOrO MOHSITUSA.

MameHeHNs He AOMKHBI HapyLaTh 00bEM 1 cogepkaHne NoHATUIA, onpeaeneHHbIX B HACTOSILLIEM CTaH-
aapte.

CTtaHOapTn3oBaHHble TepMUHbI HabpaHbl NOAYXUPHBLIM WPUDTOM, UX KpaTkne dropMbl, NpeacTaBneH-
Hble abbpeBMaTypOoi, — CBETMbIM, @ CUHOHUMbI — KYPCUBOM.

TepmuHbl 1 onpegeneHus obLeTeXHUIECKMX MOHSATUA, KOTopble HeobXoaUMbI AMst MOHUMaHUS TekcTa
OCHOBHOW YacTu HacCTosILLEero ctaHaapTa, NpyMBeAeHbl B MPUoXKeHuu A.



FOCT P 50922—2006

HAUUWOHANBbHBLIAN CTAHOAPT POCCUUCKOWNW OSGEREPALUMNU

3awmTta uHgopmaumn
OCHOBHbIE TEPMUWUHbI U ONPEQENEHUA

Protection of information. Basic terms and definitions

DNaTta BBegenna — 2008—02—01

1 O6nacTb NpUMeHeHun

HacToawuit ctaHgapT ycTaHaBMMBaeT OCHOBHLIE TEPMUHBI C COOTBETCTBYHOLMMM OnpeaeieHsaMM, Npu-
MeHsieMble Mpu NpoBeaeHun paboT no ctaHaapTUsaumm B o6rnacty 3awuTel MHgopmaLmu.

TepMUHbI, yCTaHOBMEHHbIE HACTOALLMM CTaHAapTOM, PEKOMEHAYETCA UCMONL30BAaTL B NPABOBOWA, HOP-
MaTUBHOM, TEXHUYECKOW U OpraHU3aLMOHHO-PaCNoPAAUTENIBHON AOKYMEHTaLUMN, Hay4HOMI, y4eBHOM 1 cnpa-
BOYHOW NUTEpartype.

2 TepMuHBI M onpeaeneHus

2.1 O6wme noHATUA

2.1.1 zawuTta uHdopmauum; 31: JeaTensHOCTL, HAaNpPaBNeHHas Ha NpeAoTBpaLleHe yTeUKn 3almMaeMoin
nHopmaLmm, HeCaHKLNOHNPOBaHHbBIX 1 HenpeaHaMepeHHbIX BO3AeUCTBUI Ha 3alluLlaemyo nHdopmaumio.

2.2 TepMUHbI, OTHOCSAILLUECS K BUAAM 3alUNTbI MHGOpMaLUmn

2.2.1 npaBoBas 3awWuTa UHdopMauuu: 3awmta MHopMaL v NpaBoBLIMU METOAAMMU, BKIHOYatoLLast B cebs
paspaboTky 3akoHoAaTesbHbIX 1 HOPMAaTUBHBIX NPaBOBLIX AOKYMEHTOB (aKTOB), perynnpyrowwmnx OTHOLWWEHUS
cybbeKTOB No 3aLUMTe MHOPMAaLMKU, MTPUMEHEHNE 3TUX JOKYMEHTOB (aKTOB), a Takke HaaA30p U KOHTPOSIb 3a UX
NCMOMNHEHNEM.

2.2.2 TexHuU4veckasa 3awuta uHcgopmauun; T3U: 3awmTa nHopmaLmn, saknoyarwanca B obecneveHnn
HeKkpunTorpaduieckumm metogamu 6esonacHocTn nHdopmauun (AaHHbIX), nognexaiyen (nognexalmx)
3aluMTe B COOTBETCTBUN C AENCTBYIOLIMM 3aKOHOAATENbCTBOM, C MPUMEHEHNEM TEXHUYECKUX, MPOrpaMMHbIX
NpPorpaMmmHO-TEXHUYECKUX CPEACTB.

2.2.3 kpunTtorpaduyeckasn sawuta uHcopmMauumn: 3awmra nHdopmMmalmm ¢ NoMOLLLHo ee KpunTorpaduyec-
koro npeobpasoBaHus.

2.2.4 d¢duamnyeckan sawmurta MHdopmauuu: 3awmta nHdopmaLn nyteM NpUMEHeHUss opraHn3aLMOHHbIX
MepOoNpPUATUIA U COBOKYMHOCTU CPEACTB, CO34atoLUMX NPensaTCTBUS AN TPOHUKHOBEHMWS UMW AocTyna Heyno-
HOMOYEHHBIX (PUINYECKMX ML, K OO BEKTY 3aLUThI.

MpumevaHwunsn

1 OpraHn3aunoHHble MeponpuaTUsi Mo obecneyeHnto hM3M4ECKon 3awmTbl MHOPMaLMK NpeaycMaTpuBaoT yCTaHOBe-
He PEXVMMHbIX, BPEMEHHbI X, TEPPUTOPUANbHBIX, MPOCTPAHCTBEHHBIX OrPaHMYEHMI Ha YCOBUS MCMONb30BaHNS! N Pacrio-
pPsiAoK paboTbl 06bekTa 3almThl.

2 Kobbekram sawmtsl HgopMauum MoryT 6biTb OTHECEHbI: OXpaHaemas TEpPUTOPUSA, 30aHne (CoopyKeHne), BblaeneH-
Hoe nomelLeHne, MHopPMaLUmsa 1 (MNu) MHOPMaLMOHHbIE pecypchl 06bekTa MHopMaTH3aLmn.

2.3 TepMUHBI, OTHOCSLIUECA K cnoco6aM 3aluuTbl MHchopMaLun

2.3.1 cnoco6 3awutbl UHdopmauumn: MopsdoK 1 Npasuna NPUMEHEHWs] onpeaeneHHbIX MPUHLMAMOB U
cpeacTs 3aluTbl MHopMaLmi.

WU3paHne odmumansHoe
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2.3.2 3awura uHdpopmayum ot yTeuku: 3awmra uHpopmauuu, HanpasneHHasa Ha NpeaoTBpaLleHUe HEeKOH-
TPOAMPYEMOro pacnpocTpaHeH!s saluaeMoin MHdopMauumn B pesynbTaTe ee pasrnalleHus U HeCaHKLMOHK-
poBaHHOro AOCTYNa K Hel, a Takke Ha UCKIoYeHne (3aTpyaHeHue) NonyyeHns sawuwaemon nHdopmaumm
[WHOCTpaHHBIMK] pasBedKkamMKn U APYIMMU 3aUHTEePecoBaHHBIMU CyObeKTaMMu.

Mpumeyanune— 3anHTepecoBaHHbIMM cybbekTaMmu MOTyT 6bITh: rocyaapcTBo, lopuanyeckoe nuuo, rpynna pusm-
YeCKWX Nuu, oTaenbHOe hU3NYECKoe NULO.

2.3.3 sawuTta uHcopmMaymm oT HecaHKLIMOHMpOBaHHoOro BosaencTeua; 31 ot HCB: 3awura uHdopma-
LMW, HanpaeneHHas Ha NpeaoTBpalleHne HecaHKLMOHUPOBAHHOMO A0CTYNA U BO3AENCTBUSA Ha 3allmLaeMyio
WHbOpMaLNIO C HapyLLEHNEM YCTaHOBITEHHBIX Mpas 1 (M) NPaBu Ha U3MeHeHue UHopMaLun, NPUBOASILLINX
K paspyLUeHuio, YHUUTOXEHUIO, UCKaXkeHWto, cbolo B paboTe, He3akoHHOMY NepexBaTy U KONMMpoBaHUto, Gnoku-
poBaHWUIC gocTyna K MHpopmauun, a Takke K yTpaTe, YHUHTOXEHUIO Unn c6oto hyHKLUMOHUPOBAHUS HOCUTENS
nHopmaumm.

2.3.4 3awuTa MHcopMaLuK OT HenpeaHaMepeHHOro Bo3aencTBuUA: 3awmra nHdopmaunm, HanpaeneH-
Has Ha NpeAoTBpaLleHue BO3AENCTBUS Ha 3alumLiaemyro nHdopmaumnio ownbok ee nonb3oBaTens, c6os Tex-
HMYECKMX W MpOrpamMMHbIX CpPeAcTB UHMOPMALMOHHBIX CUCTEM, NPUPOAHLIX SIBMEHUWA WM UHBIX
HeleneHanpaBneHHbIX Ha U3MeHeHne MHOopMauUM cobbITUA, NPUBOAALLNX K UCKAXKEHUIO, YHUUTOXKEHMIO,
KonvpoBsaHuo, 6r1okMpoBaHuio 4ocTyna K MHopMaumm, a Takke K yTpaTe, YHUHTOXEHUIo Ui c6oto pyHKLMOo-
HUPOBaHMWA HOCUTENST UHOPMALIMK.

2.3.5 zawuTa uHcpopmMauum oT pasrnalleHua: 3awmta uHpopmaumm, HanpaeneHHas Ha NpegoTBpalleHue
HeCaHKLMOHNPOBaHHOIO A0BEeAEHMUS 3almLLaeMoin nHpopmaumn 4o 3auHTepecoBaHHbIX CybbeKToB (noTpe-
6uteneit), He UMetOLLMX NpaBa AOCTyNa K 3Tol UHopmauun.

2.3.6 3awuTta uHdopmauum oT HecaHKUMOHUpoBaHHoro goctyna; 31 ot HCA: 3awuTta nHdopmavmm,
HanpaereHHas Ha NpeAoTBpaLleHWe NoNyYeHUs saLmLiaeMoin nHgpopMaLmmn 3auHTepecoBaHHbIMU CybbekTa-
MW C HapyLUeHNeM yCTaHOBNEeHHbIX HOPMaTUBHBLIMU U MPABOBLIMU AOKYMEHTaMU (akTamn) unu obnagarensMm
MHdopMaLMK NPaB 1AM Npasun pasrpaHudeHns 4ocTyna K sawmwaeMoin uHdopmMaumu.

MpumeyaHun e — 3anHTepecoBaHHbIMM CyGbeKTaMu, OCYLLECTBNAIOWMMN HECAHKUMOHMPOBAHHBIN AOCTYN K 3awm-
LLLaeMOon MHpOpMaLIMK, MOTYT HbiTh: FOCYAAPCTBO, I0PUANYECKOE NULLO, FPynna hU3nHeCcKux nNuu, B TOM Yucne obwecTeeH-
Hasi opraHu3auus, oTaenbHoe usmyeckoe nNuuo.

2.3.7 3awuTta HcpopmMmauMn oT npegHamepeHHoro BosgenctTeus; 3U ot MNAB: 3awuTta MHPoOpMauuu,
HanpaBreHHas Ha npeaoTBpalleHue npeaHamepeHHOro BO3AENCTBUA, B TOM YUCTe 3NEKTPOMAarHATHOrO U
(Mnn) Bo3aecTBUsSE pyroi pUsn4eckon NPUpoabl, OCYLLECTBNSIEMOro B TEPPOPUCTUHECKUX U KPUMUHATTb-
HbIX Liensx.

2.3.8 3awuTta uHdcopmauunu ot [UHOCTpaHHOW] pa3Beaku: SawmTta uHcdopmaunm, HanpaBneHHas Ha npeg-
oTBpalleHMe NoryyYeHus 3awmaemon nHpopmauumn [MHoCTpaHHoW] passeakon.

2.4 TepMMHbI, OTHOCALLMECA K 3aMbICAY 3aLuUTbI UHopMaLUK

2.4.1 3ambicen 3awuTbl UHopmauun: OcHOBHAA Maes, packpbiBalowas cocTas, coaepKaHue, B3auMo-
CBSA3b W MOCNegoBaTENbHOCTb OCYLLECTBAEHNA TEXHUHECKUX U OPraHN3aLUOHHBIX MEPONPUATUIA, Heobxoau-
MbIX AN AOCTWXKEHUS Lenn sawmtel tHdopmMaumn.

2.4.2 uenb 3awuTbl UHGOpMaLuuKn: 3apaHee HaMeuUeHHbIN pe3ynbTaT 3awWmThl UHpopMaLun.

M pwnmeuaHune— Pe3synsTatom sawmtel nucopmaummn moxeT 6b6iTb NpegoTepaweHune yuwepba obnagarento nudop-
Mauun n3-3a BO3MOXHOW YyTeYKU MHpopmaumm n (nu) HECaHKUMOHUPOBAHHOTO U HENPEeAHAMEePEHHOro BO3AEeNCTBUA Ha
nHcopmaumio.

2.4.3 cucrtema 3awutbl uHdopmaunu: CoBOKYNHOCTb OPraHoB 1 (MNN) UCNONHUTENEeR, NCNONb3yeMon MU
TEeXHUKW 3aUTbl MHopMaLnK, a Takke 06bEKTOB 3aLuUTbl MHOpMaLMK, OpraHn3oBaHHasA U OYHKUUOHUPYIO-
Las no NpaBusiaMm M1 HOpMaMm, YCTaHOBMNEHHbIM COOTBETCTBYIOLIMMWN OKYMEHTaMK B 061acTu 3awmTbl UHop-
Mauumu.

2.4.4 nonutuka 6ezonacHocTU (MHpopMaLumn B opraHusaumm): CoBOKyNHOCTb AOKYMEHTUPOBAHHBIX Mpa-
BUN, Npoueayp, NPakTM4eckux NPUEeMOB UK PyKOBOAALLMX NPUHLMMOB B obnacTu 6esonacHocTu uHdopma-
Lnn, KOTOPbIMU PYKOBOACTBYETCA OpraHn3auns B CBoei AeATeNbHOCTU.

2.4.5 6e3sonacHoCTb MH(opMauun [AaHHbIX]: CocToAHUE 3alUMILEHHOCTU UHbOoPMaUMK [aaHHbIX], Npy
KoTopoM obecneyeHbl ee [Ux] KoHDUAEHUMaNLHOCTL, AOCTYNHOCTL U LIeNTOCTHOCTb.

2.5 TepMUHBbI, OTHOCSLWMNECS K 06 BeKTy 3aWwuThbl MHdOpMaLumn

2.5.1 06beKT 3awmTbl UHPopMauun: MHdbopmauma unn Hocutenbs MHopMaLM1, UMM MHPOPMaLIMOHHBIN
npouecc, KoTopble He06x0AUMMO 3almLLaTb B COOTBETCTBUM C Lienbio 3amThl MHOpMaLLMu.

2
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2.5.2 sawuwaemas MHdpopmMaumsn: MHdopmaums, aensaoLLasca npeaMmeToM cobCTBEHHOCTU U Noanexalyas
3auTe B COOTBETCTBUU C TpeboBaHUSIMU MPaBOBLIX AOKYMEHTOB UK TpeBoBaHNAMU, yCTaHaBIMBaeMbIMU
co6CTBEHHUKOM MHopMaLnK.

MpumedaHune— CobCTBEHHMKAMMU UHAOPMALMMN MOTYT BbITh: FOCYAAPCTBO, IOPUANHECKOe NMLO, rpynna thnauyec-
KMX N, 0TAENbHOE PU3NYECKOE NULO.

2.5.3 HocuTenb 3awmwaeMoin MHdopmauumn: Prsnyeckoe NULO NN MaTepuanbHbIi 0OBEKT, B TOM YMche
¢h1anyeckoe none, B KOTOPOM MHPOPMaLMSI HAXOAUT CBOE OTPaKeEHUE B BUAE CUMBOSIOB, 06pasoB, CMrHanos,
TEXHWYECKNX PELUeHNA U MPOLLeCCOB, KONMYECTBEHHbIX XapaKTepUCTUK (pU3NYeCcKnX BENUYMH.

2.5.4 3awumuwaembit 06BeKT MHdopmaTUsaumnmn: O6LeKT MHbopMaTU3aLmMK, NpeaHasHavYeHHbIn 4ns obpa-
60TKM 3awmLaeMoin nHpopmaLn ¢ TpebyeMbliM YPOBHEM €€ 3aLUULLEHHOCTH.

2.5.5 szawumwaemana MHdopmaLunoHHaa cuctemMa: VHbopmaLoHHaa cuctemMa, npegHasHavyeHHaa Ans
06paboTkn 3awmLLiaemoii nHgpopmMaummn ¢ TpebyemblM YpoBHEM ee 3aLlMLLEeHHOCTH.

2.6 TepMUHBbI, OTHOCsILLMECS K Yyrpo3amM 6e3onacHocTU UHdopmauum

2.6.1 yrposa (6e3onacHocTu uHdopmauumn): CoBOKyNHOCTb YCMOBUIA 1 aKTOPOB, CO3AAIOLLMX NOTEHLM-
anbHyo UM peanbHO CYLLECTBYIOLWYHO ONacHOCTb HapyLleHUst 6e3onacHoCcT nHdopmalun.

2.6.2 cpakTOp, BO3AEUCTBYIOWUA Ha 3awuaemyro MHgdopmauuio: AsneHune, aeiAcTBUE Unn npoLecc,
pe3ynbTaToM KOTOPOro MOryT BbITb yTeuKa, UCKaXeHNe, YHUMTOXEHWE 3aLumLiaemMoin MHdopmMaLum, 6510KMpo-
BaHWe JOCTyNna K Hel.

2.6.3 UCTOYHUK yrpo3bl 6e3onacHocTu MHopmauun: Cy6bekT (pursndeckoe Nuuo, MmatepyarnbHblil 06b-
eKT U prsmnyeckoe BNeHne ), ABMAIOLMACA HenocpeaCTBEHHON NPUYNHON BO3HUKHOBEHUS Yrposbl 6esonac-
HOCTU UHOPMaLNK.

2.6.4 yasBuMocTb (UHdOPMaLMOHHON cucTeMbl); bpewn: CBONCTBO WMH(OPMALMOHHONW CUCTEMBI,
obycroBnuMBatoLLlee BOIMOXHOCTb peanusauunn yrpos 6eszonacHocti obpabaTtbiBaeMoi B Held uHdopmaLmu.

MpumeyvaHnunsn

1 Ycnosrem peanu3saumm yrpoasl 6esonacHocTv o6pabatsiBaeMolt B cucteme MHopmaLmm MoxXeT 6biTb He4oCTaTOK N
cnaboe MecTo B MH(pOPMaLMOHHOW cucTeme.

2 Ecnu yaA3BMMOCTb COOTBETCTBYET Yrpo3e, TO CyLECTBYeT pUCK.

2.6.5 BpepoHocHas nporpamma: [NMporpamma, npegHasHavyeHHasA ANA OCYLEeCTBEHUA HECaHKLUMOHUPOBaH-
Horo AocTyna K nHchopmaumum U (Unu) Bo3aencTsna Ha nHopmaLmio Unu pecypcbl MHPOPMaLUOHHON cucte-
Mbl.

2.6.6 HecaHKuuWoHUpoBaHHOe Bo3AelcTBUe Ha UHdopmauuio: BosgelicTBue Ha 3awmwaemyio uHgopma-
Luto ¢ HapyLleHWeM YCTaHOBMEHHBIX MpaB v (MNn) Npasun 4ocTyna, NpueosiLee K yTevke, UCKaXeHuo, noa-
Aenke, YHUUTOXeHUIo, 61okupoBaHWio AocTyna K MHopMaLun, a Takke K yTpate, YHUMTOXEHUIO uin c6oto
pYHKUNOHUPOBaHUA HocUTeNst HopmaLmn.

2.6.7 npegHaMepeHHOe CMIOBOE 3NIeKTPOMarHUTHoe Bo3aeucTeue Ha uHdopmauuio: HecaHkLMOHUPO-
BaHHOe BO3AenCcTB1e Ha MHopMaLMIo, OCYLLEeCTBASIEMOE NyTEM NMPUMEHEHMUS UCTOUHUKA 31€KTPOMarHUTHOro
nons ANs HaseAeHUA (reHepupoBaHUs) B aBTOMATU3UPOBAHHBLIX MHGPOPMaLUUOHHBIX CUCTEMaX anekTpomar-
HUTHOW 3HEPrn ¢ YpOBHEM, Bbi3biBaIOLLMM HapyLIEHWe HOPMarnbHOTO (hyHKUMOHUPpOBaHUA (c6oi B paboTe)
TEXHUYECKNX N NPOrPaMMHbIX CPEACTB 3TUX CUCTEM.

2.6.8 mogensb yrpos (6esonacHocTu uHdopmauum): Pusmyeckoe, matemaTuyeckoe, onucaTtensHoe npea-
CTaBneHue CBONCTB USN XapaKTepucTuK yrpos 6e3onacHocT UHdopMaLumu.

MpwumMeyaHune— Buaom onvcarenbHOro NpeacTaBneHns CBOMCTB UITU XapakTepUcTUK yrpo3 6e3onacHocTv MHdop-
mMauumn MoxeT 6bITb cneunanbHbIii HOPMATUBHBIN JOKYMEHT.

2.7 TepMUHBI, OTHOCSILLMECS K TEXHUKe 3alUTbl MH(OpMaL MU

2.7.1 TexHUKa 3awuTbl uHopMmauuu: CpeacTBa 3aMThl MHGOPMaLUK, B TOM YUCHe cpeacTBa puanyeckon
3aWmThl MHopMaLmK, KpunTorpacduieckme cpeacTBa 3aWwunTbl MHopMaLLMK, cpeacTBa KOHTpors addekTnB-
HOCTW 3aLMTbl UHCOPMALIMKM, CPeACTBA U CUCTEMbI yNpaBrneHus, npegHasHaveHHble Ans obecneveHns sawm-
Tbl UHchOPMaLNN.

2.7.2 cpepcTBO 3aWwmThl MHGopMaLuuu: TexHuyeckoe, NporpamMmMmHoe, NPorpaMMHO-TEXHUYECKoe CpedcTBo,
BeLWecTBO 1 (UNN) MaTepuar, NnpegHa3HavYeHHbIe UM UCNOoNb3yeMble AnNs 3al Tl MHopMaumn.

2.7.3 cpeactBo KoHTponsa 3addeKTUBHOCTU 3awmThl MHdopmauumn: CpeacTBo 3aWmThl MHopMauun,
npeaHasHavYeHHoOe Uy Ucnonb3yemoe st KOHTPOorns 3EKTUBHOCTU 3aLUTLI MHDOPMaLIUMK.

2.7.4 cpepcTBO (huznmyeckon 3awmurbl MHhopmauum: CpeacTBo 3aWmThl MHGOPMaLIMK, NpefHa3HavYeHHoe
unu ucnonbsyemoe aAns obecneyeHns puanieckoi awmTtbl 06bekTa 3awuTbl MHopMaumn.



rOoCT P 50922—2006

2.7.5 kpunTorpadmueckoe cpeAcTBO 3alUTbI MHGopMauun: CpeacTso 3almnThl UHOopMaLMK, peannay-
lolee anropUTMbl KpunTorpacudeckoro npeobpasosaHus UHGoOpMaLMK.

2.8 TepMUHbI, OTHOCSLLUECH K CNOCOGaM OLeHKU COOTBETCTBUA TPe6OoBaHUAM no 3awmTe MHGop-
Mavuum

2.8.1 oueHKa cooTBeTCTBUA TpeGoBaHMsAM no 3awmte uHcdopmauuu: Mpamoe NN KOCBEHHOE onpeaene-
HWe cTeneHu cobnogeHns TpeboBaHUiA No 3awmTe Hdopmaummn, NpeabasnAemMblX K 06 beKTY 3awmTbl HDOP-
Maumn.

2.8.2 nuueH3MpoBaHue B o6nacTu 3awmuTbl UHpopMauuu: [leaTenbHOCTb, 3aKnYaloLancs B NpoBepke
(aKkcnepTn3e) BO3MOXHOCTEN opnaMYEeCcKoro nuua BuiNOMAHATL paboThl B 06nactn 3awmTsl MHgpopmaumn B
COOTBETCTBUN C YCTAHOBMEHHbIMW TPe6oBaHMAMA U Bblgave paspelleHns Ha BbiNosiHeHue 3Tux pabor.
2.8.3 cepTucdpmkauun Ha cooTBeTCcTBUE TPeGOBaHUAM No 6GesonacHocTU uHdopmayuu: dopma ocyule-
CTBIISIEMOro OpraHoMm no cepTndukalm NoaTBepXAeHNA COOTBETCTBUA 0OBLEKTOB OLEeHKN TpeboBaHUAM nNo
6esonacHocTN UHGOPMaLMK, YCTaHOBAEHHBIM TEXHUYECKUMW perflaMeHTamun, cTaHgapTaMu Unu ycroBusimm
[OroBOpOB.

MpumeuaHue—K obbektam OUEHKM MOTYT OTHOCUTBLCS: CPEACTBO 3awmTel MHDOPMaUUN, CPeacTBO KOHTPONs
3hPEKTUBHOCTY 3aLUUTLI MHOPMaLU.

2.8.4 cneumanbHoe uccneaoBaHue (06bekTa 3awWmuTbl UHopMauuu): UccnegosaHue, nposogumoe B
LiensiX BbISABMIEHUS TEXHUHECKNX KaHarnoB yTe4KU 3aLuiaemMon MHhopmaLmm 1 oLeHKU COOTBETCTBUSA 3aLLuThl
nHcpopMaLm (Ha o6 bekTe 3aLuThl) TPe6OBaHNSAM HOPMaTUBHBIX M NPaBOBLIX A0OKYMEHTOB B 06nacTu 6esonac-
HOCTU MHDOPMALUK.

2.8.5 cneumanbHas npoBepka: [poeepka o6bekTa nHpopmaTU3aLUmn B LENAX BLISBNEHUSA U U3BATUS BO3-
MOXHO BHeApeHHbIX 3aKnaAo4vHbIX YCTPOICTB.

2.8.6 ayauTopckasa npoBepkKa MHopmMaLMOHHOK 6e30nacHOCTU B opraHusauuu; ayoum uHghopMaluoH-
Hol be3ornacHocmu 8 opearuzayuu: Nepuognyecknii HezaBUCUMBIA U AOKYMEHTUPOBaHHBIN NPoLLece nonyde-
HWS CBNAETENbCTB ayanTa M 06 beKTVBHON OLIEHKU C LieMblo onpeaennTh CTeneHb BbINONHEHWUs B opraHu3auum
yCTaHOBMNEHHbIX TpeboBaHuWii no obecneveHnio MHopmaLMoHHoW 6e3onacHoCTH.

MpumeyaHune—Ayaut MHDOPMALNOHHON 6E30MacHOCTU B OpPraHM3aumm MOXET OCYLWEeCTBNATLCH HE3aBUCMMON
opraHusaumer (TpeTben CTOPOHON) NO AOrOBOPY C NPOBEPAEMON OpraHusaumen, a Takke nogpasgaeneHmeM unu 4onmKHoOCT-
HbIM NULLOM OpraHu3auumn (BHyTPEHHUIA ayauT).

2.8.7 MoHUTOpUHT 6e3onacHocTU UH(opmauuu: MNoctosaHHoe HabnogeHne 3a npoueccom obecneyeHus
6esonacHocTN nHpopMaLnn B UHOpMaLMOHHON CUCTEME C LieSbio YCTaHOBUTL ero cooTBeTCTBUe TpeboBa-
HUaM 6esonacHocT UHopMaLUK.

2.8.8 akcnepTu3a OKYMeHTa no 3awmTe uHdopmauuu: PaccMoTpeHne AoKyMeHTa Mo 3awuTe nHgopMma-
LUnn bUsnMyecKUM Unn 1puandYeckuM nULoM, UMetoLWMm Npaso Ha npoeBedeHne paboT B AaHHOW obnacTty, ¢
Lenbio NoAroToBUTb COOTBETCTBYIOLLEE IKCMEPTHOE 3aKNioYeHne.

MpumeyaHune— IKCNepTn3a AOKYMEHTA NO 3aluTe NHAOPMAaLMK MOXET BKITIoUaThb B ce6s Hay4HO-TEXHUYECKYIO,
NpaBoByI0, METPOSIOMMYECKYIO, MATEHTHYIO M TEPMUHOMOMMYECKYIO 3KCNepTU3y.

2.8.9 aHanuz uHdopMaLUOHHOro pucka: Cuctematuieckoe UCNonb3oBaHNe MHMOPMAaLIMK NS BhISIBIIEHNS
yrpo3 6esonacHocTu uHdopMauuu, yassuMocTel MHPOPMaLMOHHONW CUCTEMBI U KONUYECTBEHHOW OLLeHKN
BEPOSITHOCTEN peanusaumun yrpos ¢ UCMONb3OBaHUEM YA3BUMOCTEN U NOCNeACTBUA peannsaLmmn yrpos ans
uHcpopmaun 1 MHPOPMALIMOHHON CUCTEMBI, NpeaHasHa4YeHHon AN 0bpaboTkn aToi nHdopmauuu.

2.8.10 oueHka uHgopmMmaLMoHHOro pucka: ObwWwuii Npouecc aHanusa MHPOPMALIMOHHOIC pUcKa U ero oLe-
HUBaHUSA.

2.9 TepMuHbI, oTHOCsILWUeECS K 3¢h(PeKTUBHOCTHN 3aWuUTbl MH(popMaLu

2.9.1 addekTuBHOCTBL 3aUTbI UHPOpMauuun: CTeneHb COOTBETCTBUS pe3yNbTaToB 3aLMTbl MHopmaLun
uenu sawmTel UHdopmMaLmu.

2.9.2 Tpe6oBaHue no 3awmte MHdopmaunu: YCTaHOBNEHHOE NPaBUMo UK HopMa, KoTopasi 4oMMkHa BbITb
BbIMOMHEHa Npy opraH13aLum 1 ocyLLIeCTBNEHUU 3aWuTbl UHOpMaL MK, U AONYCTUMOE 3HaYeHue nokasarte-
ns1 9cppeKTUBHOCTN 3aLUTbI MHhopMaLnn.

2.9.3 nokasatenb 3cdeKTUBHOCTU 3awWuTbl MHpopmauuu: Mepa unu xapakrepucTuka Ans OLEHKK
acdeKkTMBHOCTU 3aLWMTLI MHOPMaLUn.

2.9.4 Hopma 3ddekTMBHOCTU 3awmTbl UHopMauumu: 3HadveHue nokasartenst aheKTUBHOCTU 3alUMThI
UHpopmaLnn, ycTaHOBIEHHOE HOPMaTUBHBLIMW U NPABOBLIMU AOKYMEHTaMU.
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AndaBuTHbIN YKa3aTenb TepMUHOB®

aHanu3 MHPOPMaLMOHHOTIO pUcKa

aydum uHgpopmayuoHHol besonacHocmu 8 opaaHusayuu
6e30nacHOCTb AaHHbIX

6e3onacHocTb UH(hopMaLMu

bpewnb

BO3AeNCcTBUE Ha UHpOPMaLIUIO HECAaHKLUOHUPOBAHHOE
BO3JeNCcTBUE Ha MHOPMaLMIO 3NeKTPOMarHUTHoe CUNoBoe NpegHaMepeHHoe
3ambicen 3aWuTbl MUHGopMaLum

3awmTa MHdopmalumn

3awuTa MHopMaLum oT MHOCTPaHHOW pa3Beaku

3awuTa nHcpopmauum Kkpuntorpacpuleckas

3awura MHdopmauum oT HeCaHKLMOHMPOBaHHOIO BO34eNCTBUSA
3awurta MHdopmaLmmM oT HenpegHaMepeHHOro BO34enNCcTBUA
3awmTa MHdopmMaLmm OT HeCaHKLMOHMPOBAHHOIO AoCcTyNna
3awuTta MHgopmaLm npaBoBas

3awurta MHcdopmaLm oT npeaHaMepeHHOro Bo3AeicTBUNA
3awuTa nHcpopmaLum oT pasBenku

3awura MHchbopmaumm ot pasrnaileHus

3awurta MHdopmaLm TeXHUYeckas

3awuTa MHcopmMaLmm oT YTEUKU

3awmTa MHdopmalumu dusmveckan

3n

31 oT HCB

31 ot HC[]

3N ot NAB

MHcopMaLuna 3alyuLLaemas

uccnegoBaHue o6bekTa 3alWuTbl UHOpMaL UMK cneunanbHoe
nucenegosaHve cneumansHoe

UCTOYHUK Yrpo3bl GesonacHoCcTU uHdopmauumn
nuueH3MpoBaHue B 06nacTu 3aWwuTbl MHdopMaLuu

mMofenb yrpos

Moaenb yrpo3 6e3onacHocTU MHdopMaLun

MOHUTOPUHT 6e3onacHocTU UHdopMaLum

Hopma 3chcheKTMBHOCTU 3aLUUTLI MHbOpMaL UK

HocuUTenb 3alulaemMon UHdopmMaLum

06 BbEKT 3aluUThbl MHopMaLuKn

06BbeKT MHhopMaTU3aLUK saluLlaeMbIn

OLleHKa UH(hOpPMaLMOHHOTO pUCKa

OLeHKa CoOTBeTCTBMUS TpeGoBaHUAM No 3aluTe UHOpMaLMn
nokasarenb 3 ekTMBHOCTU 3aLUTbI UHOpMaL MK
nonuTuka 6esonacHocTn

nonuTuka 6esonacHocTu MHoOpMaLMU B OpraHu3auum
npoBepka UHc¢opmaLMOHHON 6e30NacHOCTM B OpraHu3aLumn aygutopckas
npoBepkKa cneunanbHan

nporpamma BpeAoHoOCHasA

* 3peck 1 panee kpatkme hopMbl TEPMUHOB BblAeNeHbl CBETIbIM LPUGTOM.
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MpunoxeHne A
(cnpaBo4HoOe)

TepMUHBbI 1 onpeeneHns obLeTeXHUYECKUX NOHATUN

A.1 nHdopmaums: CeeaeHus (cooblieHus, AaHHble) He3aBMCUMMO OT POpPMbl UX NpegcTasnenus [1].

A.2 gokymeHTMpoBaHHas uHdbopmauus: 3advkecupoBaHHasi Ha MaTepuanbHOM HOCWTene MyTeM AOKYMEHTUPOBaHUSA
MHOpMaUMs C PEKBU3NTAMM, MO3BOJSAOLMMY ONpeaenuTb Takylo UHDOPMAaLMIo, UM B YCTAHOBINEHHbIX 3akoHOAA-
TenbcTBOM Poccuiickoi Pegepaumnm cnydasx ee maTepuarbHbiii HocuTens [1].

A.3 uHdbopmauus, coCTaBNAWAA KOMMEPYECKYIO TalHy: Hay4yHo-TexHu4eckas, TexHonorndeckasi, NPOM3BOACTBEHHASA,
hMHaHCOBO-3KOHOMMYECKas! UMW MHasA UHdopMauus (B TOM YnCie COCTaBNAWAN CEKPeThl NPOM3BOACTBA (HOY-Xay)),
KoTopasi MeeT AeACTBUTENbHYIO UMW NOTEHUMAaNbHYI0 KOMMEPYECKYI0 LE@HHOCTb B CUITY HEM3BECTHOCTU €€ TPeTbUM
nuuam, K KOTOpoW HeT cBO6O4HOIo 4OCTYNa Ha 3akOHHOM OCHOBaHUM M B OTHOLLIEHUM KOTOPOI obnagarenem Takon uHdop-
MaLun BBEOEH PEXUM KOMMEPUECKON TanHb! [2].

A.4 panHble: dakTbl, NOHATUS UMW KOMaHAbl, NPeACTaBneHHble B (POPMann3oBaHHOM BUZE U MO3BONSIIOWME OCyLle-
CTBNATb MX Nepedady unv obpaboTKy Kak Bpy4HYI0, TaK U C NOMOLLbIO CPeACTB aBTOMaTusaumm.

A.5 HocuTens uHcopmMmauumn: MatepuarnbHbii 06BLEKT, B TOM Yncne ouanyeckoe nose, B KOTOPOM MHopMaumsi HaxoauT
cBoe oToBpaxeHwe B BUAE CUMBOSIOB, 00pa3oB, CUIHAMOB, TEXHUYECKUX PELLEHWI U NPOLECCOB, KONMYECTBEHHbIX XapakK-
TEPUCTUK (PU3NYECKMX BEMUUMNH.

A.6 uHdopmaumoHHasn cuctema: CoOBOKYMNHOCTb cofiepalericst B 6a3zax gaHHbIX uHcopmaumm n obecneumBanowmx ee
06paboTKy MHPOPMALMOHHBLIX TEXHOMOMUIA N TEXHWYEeCKUX cpeacTs [1].

A.7 obnapgatens nHdopmaumm: o, camocTtosTeneHO co3gaBwee uHdopmaumio 6o Nony4MelEee HA OCHOBAHUN
3aKOHa UMK JOroBopa Npaso paspeLlaTb UM orpaHnymMBaTh AOCTYN K MHopmaumu, onpeaensiemon no kakmm-nnéo npu-
3Hakam [1].

A.8 nonb3oBatenb MHopmaumm: Cy6bekT, Nonb3ayowmiics nHdopmaumen, NonyYeHHON OT ee COGCTBEHHWKA, BNagenb-
La unu nocpeaHvka, B COOTBETCTBUM C YCTaHOBMNEHHBIMU NPaBamMu U Npaevnamm 4ocTtyna Kk uicopmaumm nubo ¢ ux Hapy-
LEHWEM.

A.9 poctyn k MHopmaunn: Bo3aMoXHOCTE NnonyveHns nHpopmMauumn u ee ncnonb3osaxun [1].

A.10 npaeo gocTtyna K 3awmwaemon nHpopmaumu; npaso goctyna: CoBOKynHOCTb MpaBun JocTyna K 3aWmliaemMomn
MHOPpMaUWK, YCTAHOBMNEHHbBIX NPaBOBbIMU AOKYMEHTAMMN UNKU COBGCTBEHHUKOM, BriaernbLemM nHdopmauumm.

A.11 npaeuno gocTyna K 3awmiiaemon nHdopmauum; npasuno goctyna: CoBOKynHOCTb Npaeun, yCTaHaBNUBAKOLWMX
NopsAoK M YCNOBMA A0CTYyNa CybbekTa K 3awmaeMon nHdopMaLum 1 ee HOCUTENAM.

A.12 koHdugeHunansHocTb MHhopmaummn: Obsa3aTenbHoe AN BbINOMHEHUs NTMLOM, NONY4UMBLWIUM AOCTYN K ONpeAeneH-
HOM MHbopMaLmm, TpeboBaHue He NnepeaaBaTh Takyo MHOpMaLmMIo TpeTbUM Nulam 6es cornacus ee obnagartens [1].
A.13 npegocTtaenenne nHdopmaumm: [eicTBuA, HanpaBneHHble Ha nonyyeHne nHopMauum onpeaeneHHbIM Kpyrom
vy mnu nepegady nHhopmauumn onpeaeneHHoMy kpyry nuy [1].

A.14 pacnpocTtpaHeHune nidopmaumm: [lencTeus, HanpaBnNeHHbIe Ha NonyvyeHne MHopMaunmn HeonpeaeneHHbIM KPpYrom
nvu mnu nepegady nHdopmaummn HeonpegeneHHomy kpyry nuu, [1].

A.15 onepaTop MHPpOPMALMOHHON cUcTeMbI: [PaxaaHNH NNy IPUMANYECKOE NNLO, OCYLWECTBNSIIOWUNE AEATENbHOCTL MO
3KcnnyaTaumm MHPOpMaUNOHHON cucTembl, B TOM Yucne no obpabotke nHpopmauum, coaepxauleiics B ee 6asax aaH-
HbIX [1].

A.16 pocTtynHocTb MHpopmaumm [pecypcoB uHdopmaumoHHom cuctemsl]: CoctonHne nidopmaumm [pecypco nHdopma-
LIMOHHOW CMCTEMbI], NPK KOTOPOM CYObeKTbl, UMEIoWMe NpaBa AoCTyNna, MOryT peanu3oBaTb Ux becnpenaTcTeeHHo [3].

MNpwum™eyaHune—Knpasam gocrtyna OTHOCATCA: NPABO HA YTEHWE, U3MEHEHUE, KOMMPOBaHNE, YHUHTOXEHUE MHAOop-
Mauuu, a TaKke NpaBo Ha U3MEHEHNe, UCMONb30BAHNE, YHUUTOXEHNE pecypcoB [3].

A.17 uenocTHocTk: CocTosiHWe nHdopmaLmm, NPy KOTOPOM oTcyTCTBYET Nio6oe ee MaMeHeHne NGO N3MEeHeHne ocyLe-
CTBIIAETCA TONBKO NpegHaMepeHHo cyGbekTaMmn, MEIOWMMU Ha Hero NPaeo.
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