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HAUMWOHANBbHBIW CTAHAAPT POCCUNCKOWN ®EAEPALUMN

CUCTEMA OBECNEYEHNA MHOOPMALIMOHHOW BE3ONACHOCTU CETU CBA3U
OBLEIO MNMoJib30BAHUA

MacnopT opraHu3aunmu CBA3N NO UHGOPMALIMOHHON Ge30nacHoCTU

Information security of the public communications network providing system.
Passport of the organization communications of information security

DNara BBegeHua — 2009—10—01

1 O6nacTb NpUMeHeHUA

Hacroawmii cranaapt ycraHasnusaeT TpeboBaHus k hopMe U CoaepXaHUI0 macnopra opraHusauuu
CBA3U Mo MHAOPMALIMOHHON 6e30NaCHOCTU OTHOCUTENBLHO CETU (CETEN) ANEKTPOCBA3M.

Macnoptusauum no TpeboBaHUAM MHPOPMALIMOHHON HE30MacHOCTU NOANEXAT BCe OpraHu3aLum CBA3u,
HE3aBUCUMO OT OpPraHM3aLUMOHHON NPaBoBON HOPMbl COBCTBEHHOCTU, ABNAIOLLMECA YACTbIO NMPOU3BOACTBEH-
HOI MHAPACTPYKTYpbI CBA3M Poccurickon deaepaumumn n GYHKLUMOHUPYIOLWIME HA ee TePPUTOPUM Kak B3au-
MOYBSI3aHHbIN MPOU3BOACTBEHHO-XO3ANCTBEHHbIN KOMMNIMEKC, NPeAHa3Ha4YeHHbIN A5 0Ka3aHUsa ycnyr CBsI3u,
npeaoCTaBnsieMblX C UCMOMb30BaHMEM CEeTH CBA3M OOLLEro nonb3oBaHWA, rpax¢aaHam, opraHam rocyaap-
CTBEHHOrO0 ynpaeneHus, 060poHe! CTpaHkl, 6e3onacHOCTU rocyaapcTaa n obecnevyeHns npasonopsaka.

Macnopt opraHn3auun CBA3M No MHHOPMALUMOHHOW B6e30NacHOCTU NpeaAcTaBnsAeT co00i JOKYMEHTUPO-
BaHHOe noATBepaeHue peanusauun obuieobasarenbHbIX MPaBOBbIX HOPM NO MHGOPMaLMoHHON Gesonac-
HOCTU, OCYLLECTBNSIEMbIX B COOTBETCTBUU C MONOXEHUAMMU:

- 3akoHoB Poccuiickon ®eaepauuu,
yKka3oB u pacnopsbkeHuin Mpesngenta Poccuiickon ®eaepauum;

- NOCTaHOBNEHUIH U pacnopskeHuii MNpasuTtenbcTea Poccuinckon deaepauum;

- HOpPMAaTUBHbIX NPaBOBLIX aKTOB (NPUKa3oB, pacnopsxexuit) POUVB, ynonmHOMOYEHHbIX B 061acTax CBS-
3u, obecrneveHnss 6e30NaCHOCTU U TEXHUYECKON 3aLLUTbLI MHOPMaLUK;

- HaUMOHanbHbIX CTaHAapTOB, CTAaHAAPTOB OpraHM3auuin, CBOLOB Npasus, cucteM 4OOGPOBONbLHON cCep-
Tudukaumum B 06nactun MHopmaLmMoHHoON 6€30NaCHOCTU CETEN ANEKTPOCBA3N.

MpoBeaeHune nacnopTusaummn opraHu3aLmin cBaA3M Ha OCHOBE onpeaeneHus, o0obLIeHna n npeacraene-
HUA B JOKYMEHTUPOBAHHOM BUAE BCEX JaHHbIX, ONpeaensiowmnx COCToAHne MHAOpMaLMOHHON 6e30NnacHoOCTH
UHAOOKOMMYHUKALUMOHHON CTPYKTYPbI CETU (CETEN) ANeKTPOCBA3U, AOMKHO CYLLUECTBEHHO MOBLICUTL aPdeEK-
TUBHOCTb CUCTEMBI oBecneyeHnss MHpopmaLMOHHOW 6e30MacHOCTU, YTOOLI rapaHTMPOBaTh NONb30BAaTENsAM
JOCTYMHOCTb YCNYr CBA3KM C 3a4aHHbLIM YPOBHEM KayecTBsa.

Macnopt opraHusauum cBa3m No UHpOpPMaLMOHHOK BE30NAaCHOCTM JOIMKEH ABNATLCSH NOATBEPKAEHUEM
CnocoGHOCTMN onepaTopa CBA3W:

- cobnogartb npaea nosib3oBaTenel ycnyramu CB3nm Ha 40CTyn K uHdpopmauuu npu 06ecnevyeHumn KoH-
CTUTYLMOHHbBIX NpaB 1 cBOOOA YenoBeka u rpaxaaHuHa Ha NepCoHarnbHyI0 TanHy, TaliHy CBA3M (TalHy nepe-
nUcKM, TenedoHHbIX NEPEroBOPOB, NOYTOBbLIX, TenerpadHbIX U UHbIX COOBLLIEHWUI);

- NMPOTUBOCTOATH Yrpo3amM 6e30nacHOCTH.

2 HopmaTtuBHbI€e CCbINKU

B HacTosiLeM cTaHaapTe NCNOMNb30BaHbl HOPMATMBHBIE CCbINIKM Ha crieayoLue CTaHaapTbl:
FOCT P MICO/M3K 27001 UudopmaumoHHasa TexHonorusa. Metoabl u cpeacrea obecneveHus 6esonac-
HoCTW. CUCTEMbI MEHEMKMEHTA MHOPMALIMOHHON 6e3onacHocTu. TpebosaHus

M3paHue ocpuumanbHoe
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MOCT P 52448 3awuta uHdopmauun. ObecneveHne 6Ge30nacHOCTU CeTel anekTpoceAsn. O6Lume
NonNoXeHus

MOCT P 53110—2008 Cucrema obecnedeHus uHgopmaLumoHHoN 6e30nacHOCTH ceTu CBA3M obuuero
nonb3oBaHus. ObLme NonoXeHus

MOCT P 53111 YcronumBoCTb hYHKLUMOHUPOBAHUS CETU CBA3M 0OLero nonb3osaHuAa. TpeboBaHusA u
MEeTOAbl NPOBEPKU

n puMmedyaHune — anI nonNb3oBaHUN HaACToAWNUM CTaHAAPTOM uenecoo6pa3Ho npoBEPUTL AelcTBUE CCbINoY-
HbIX CTaHA4apTOB B I/IHq)OpMaLMOHHOﬁ cucreme o6u4ero noNnb3oBaHUA — Ha OCbML[l'laJ'IbHOM calite GDe.qepaanoro areHT-
cTBa NO TEXHU4YECKOMY perynuposaHuio U MeTponornm B cetu MHTepHET U1 nNo exerogHomy MHCbOpMaLMOHHOMy yKasa-
Ten «HaynoHanbHbIe cTaH[apThi», KOTOpbIA OI'IY6J'IMKOBaH No COCTOSAHUIO Ha 1 AHBapA TeKyLlero roga, U no Bbinyckam
€XeMeCAYHOro MHPOPMaLIMOHHOro yKasaTtena «HaLlMOHa.I'lebIe CTaHAapThl» 3a TeKyLLlMﬁ roa. Ecnu 3ameHeH ccbiNouYHbIN
CTaHhapT, Ha KOTOpbIW AaHa HegaTUpOBaHHAaA CCblflKa, TO peKoMeHAyeTcA UCNoNb3oBaThb AeﬁCTByIOLLlyIO BEPCUo 3TOro
CTaHJapTa C y4€TOM BCEX BHECEHHbIX B JaHHYK BEpPCUIO N3MeHeHWA. Ecnn 3aMeHeH CCbINOYHbIN CTaH4apT, Ha KOTO-
pbll71 AaHa JaTupoBaHHaA CChifika, TO peKoMeHAYyeTCA UCnoNb3oBaTb BEPCUIO ITOMO CTaHAapTa C yKa3aHHbIM Bbile roqom
yTBEpPXASHUA (NMPUHATUA). ECNn nocne yTBepXaeHUA HacToOALWEero cTaHAapTa B CCbIMTIOYHBLIA CTAHAapT, Ha KOTOPLIN AaHa
AaTUpoBaHHaA CCbiflka, BHECEHO U3MEeHeHUe, 3aTparnearwee NONOXeHNe, Ha KOTOpoe AaHa CCbiNlka, TO 3TO NONOXeHUe
peKkoMeHayeTCA NPUMEHATb Ges ydyeTa AaHHOIMo USMEeHeHUA. Ecnu ccbinoyHblii CTaHAapT OTMeHeH 6e3 3aMeHbl, TO Nono-
XeHue, B KOTOPOM JaHa CChifnka Ha Hero, peKkoMeHayeTCca NPUMEHATL B HacTu, He 3anarMBa|ou4e|71 3TY CChINKY.

3 TepMuHbI U onpeaeneHnA

B HacTosiLLEeM cTaHAapTe NPUMEHEHbI CReayoLLMe TEPMUHbBI C COOTBETCTBYIOLLUMU ONpPeaeneHUsIMU;
31

oneparop cBa3u: lOpuaudeckoe NUUO UM MHAUBMAYAINbHbIA NPEANPUHMMATENb, OKa3biBAIOLLUE
yCnyru CBsi3u Ha OCHOBAHMW COOTBETCTBYIOLLEH NMULEH3UN.
[[1], craTtba 2, nyHkT 12]

3.2

opraHusauma cBasu: KOpuanyeckoe nULo MM MHAUBUAYasnbHbIW NPeaNnPUHUMATENb, OCYLLECTBIISIO-
e aeaTtenbHOCTb B 006M1acTu CBA3M B Ka4eCTBe OCHOBHOIO BUAA AEATENLHOCTHU.
[[1], cTaTbs 2, nyHKT 14]

3.3 nonuTuka uHcopMaLUMOHHON Be3onacHOCTU onepartopa cBA3N: COBOKYNHOCTb AOKYMEHTUPO-
BaHHbIX MPaBus, NPoUeayp, NPakTUHECKUX NPMEMOB UNU PYKOBOAALLMX NPUHUMNOB B 0Onactu obecneveHus
MHOPMaLMOHHON 6e30MacHOCTU, KOTOPLIMU AOIKEH PYKOBOACTBOBATLCA ONEPaTop CBA3MW.

34

ceTb CBA3U: TexHONornyeckas cuctema, Bkniodatowas B cebsa cpeactsa U NMHUM CBA3W U NpeaHa-
3Ha4YeHHasa 4nA NEKTPOCBA3N UM NOYTOBOW CBA3M.
[[1], cTaTbs 2, nyHKT 24]

35

cuctema obecneyeHus MHPOPMaLMOHHON Ge3onacHOCTU ceTu (ceTell) anekTpocBasu: COBOKyM-
HOCTb OPraHU3aLMOHHO-TEXHUYECKON CTPYKTYPbl M(UNK) UCMONMHUTENENR, 3aAENCTBOBaHHbLIX B 06ecneyeHnn
MHpOpPMaLNOHHOW Be30nacHOCTU CETU (CETE) SMEKTPOCBA3M U UCMOMb3yEMbIX UMW MEXaHU3MOB obecne-
yeHust 6e30MacHOCTM (CPeACTB 3aLUMThI), B3aUMOAENCTBYIOLLASA C OpraHaMu yrnpasrieHUs CeTbio (CeTamu)
CBA3M, PYHKLUMOHUPOBAHUE KOTOPOI OCYLLECTBAETCA N0 HOPMaM, npaeunamM u obssarensHbIM TpeboBaHm-
SIM, YCTaHOBMNEHHbIM hefepanbHbIMU OpraHamMyu UCNONHUTENbLHOW BNAcTH, YNOMHOMOYEHHBIMU B 06nacTax
cBA3M, obecneveHnss 6e30nacHOCTU U TEXHUYECKOMN 3aLUTbl MHCOPMALIMMK.

[FOCT P 53110, nyHkT 3.6]

3.6

cnyx6a uHpopMaLMOHHON ©6e30MacHOCTU OopraHusauum cBA3u: OpraHuW3aunoOHHO-TEXHMYECKAs
CTPYKTYpa OpraHu3auuu CBSA3W, peanusylowlas NonuTuky MHMOPMaLMOHHOW 6e3onacHOCTU opraHu3auuu
CBA3M U OcyLlecTBnsoWaa GYyHKUMOHUPOBAHNE CUCTEMbI 0BecnevyeHnss MHMOPMAaLMOHHON BE30NacHOCTH
cetn (CeTeil) aneKTpoCBA3N.

[FOCT P 53110, nyHkT 3.7]
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3.7

CUCTEMHbIN NPOEKT CeTU CBA3N: CxemMa NMOCTPOEHNUS CETU ANEKTPOCBA3U C COOTBETCTBYIOLLMMU Ta-
KOV CXemMe PaCYETHBIMU 3HAYEHUSIMM (C YYETOM NPEeAbABMSEMbIX K CETU ANEKTPOCBA3U 06sA3aTENbHbLIX Tpe-
GoBaHuii U NNaHMpyeMoro o6bema okasbiBaeMbIX YCRYr CBA3M) BESIMYKMH, ONPedensitolmux TEXHNYECKUE BO3-
MOXHOCTU BXOASALUMX B COCTaB CETU MEKTPOCBS3N CPEACTB CBA3M, NMHUIA nepedadn u msnyecknx uenen,
M MOHTUPOBAHHOWN EMKOCTMU.

[[1], ctaTba 2, NyHKT 26]

4 CokpauieHusa

B HacTOsALLEM CTaHAApTe NPUMEHEHbI CreayoLLUUe COKpaLLEHHS:

BH — BO3AENCTBUE HAPYLUMTENS;

rum — rno6GanbHasa nHopmMaLMoHHas MHPaCTPYKTYpPa;

715) — MHOpPMaLMOHHasA 6e30NacHOCTb;

nT — WHpOpMALIMOHHAA TEXHONOIUS;

HCO — HECaHKLUMOHUPOBAHHbIW JOCTY;

MAK no MB — nocTosiHHO AencTeyiowasa komuceusi no UB;

no — nporpamMmmHoe obecneyeHue;

CMWNB — cuUcTeMa MeHeXKMeHTa MHAopMaLMOHHOW 6e30NacHOCTH;
COovb — cucrema obecneyeHunst MHPOOPMaLMOHHOW Ge30nacHoCTy;
o0MB — dhegepanbHbIi OpraH UCMOSHUTENbLHOW BNacTy;

SM BOC — aranoHHasa Moaerb B3auMOCBA3N OTKPbITbIX CUCTEM.

5 dopma nacnopra opraHusauum cBf3u no nHdopmaumoHHon 6esonacHoCcTU

5.1 Macnopt opraHm3auum ¢Ba3mu no b paspabarbiBaerca B cootTsetcTBuu ¢ FOCT P 52448 u ero ¢op-
Ma U CoaepKaHue B OpraHu3auusax CBsiI3U B 3aBUCUMOCTU OT creuudukn nx QyHKLIMOHUPOBAHUS MOTYT ObITb
pasnuyHbiMu. CBEAEHUSA, BKITIOYEHHbIE B NACNOPT, AOIMKHbI MEPUOANYECKN YTOUHATLCA U OOHOBNATHLCS.

5.2 OcHoBoOI paspaboTkm hOpMbI U COAEPXKAHUA NAcnopTa ABNAIOTCA pe3ynbTaTbl NPOBEAEHHOrO aHa-
nnM3a COCTOSAAHUSA 3ALLMLLEHHOCTU MHPOKOMMYHUKALIMOHHON CTPYKTYPbI CETU (CeTeln) aNeKTpoCBA3UN OpraHu3a-
LMK cBsi3u, onpeaeneHus Haunbonee KpUTUUHBbIX K BH 06bekToB UB, yA3BUMOCTEN CTPYKTYPHBIX KOMNOHEHTOB
cetu (ceTen), BO3MOXHbIX yrpo3 6e30nacHOCTM u peanusauumn tpebosanuin NB.

5.3 Mpumep dhopmbl nacnopta opraHusauum cesasu no Ub npuseaeH B NpunoXxeHuu A.

6 dopmupoBaHue UCXOAHbLIX AAHHbLIX

6.1 CocraBneHue nacnopra

CocTaBneHue nacrnopra oCyuIecTBrsieTca komuccuen!) B coctaBe nsaTu — ceMu KBanMULMPOBAHHLIX
cneumnanuctoB cBsAsu, UT cTpykTyp u cnyx0bl VB, HasHa4aeMoli NPUKa3oM pyKOBOAMTENSA OpraHM3auun CBs-
3un. lMNpeacepareneM KOMMCCUU HA3HAYalOT 3aMeCTUTENS PYKOBOAWUTENsl OpraHuM3auuu CBA3U (HavarnbHUKa
cnyxob1 UB).

Komuccus, ncnonb3ys CUCTEMHbIN NPOEKT ceTu cBs3u [1], ocywecTensieT o6¢cneaosaHne UHGOKOMMYHU-
KaLMOHHOW CTPYKTYPbl CETU (CETeil) aneKTPoCBA3N opraHu3aLum CBsi3n, KOTOpoe npeanonaraer nposeaeHne
MEpPONpPUATUIA N 4EACTBUNA NEPEYNUCTIEHHbIX B NyHKTax 6.1.1—6.1.8.

6.1.1 KareropupoBaHue ceTu (CeTel) aneKTpoCcBA3Mn

CeTn anekTpocBA3n Ans npeabsasneHusa K HuMm Tpebosanuit B nogpa3sgensior Ha cneayowme kare-
ropuu:

- BbiCLLAS;

- cpeaHsis;

- Hu3Las.

B kauectBe npumepa B npunoxeHun B npuBegeHbl kateropum ceteli dNEeKTPOCBA3WM NO 3awmrte oT
HCQ [2] B 3aBUCUMOCTU OT TUMNOB KaTreropuii y3nos CBA3MN.

1) Ponk koMmMccHM Mo cocTaBneHuto NacnopTa MoXeT BbINoNHATL MK no ME opraHuaaLum cesiau.
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Kateropuio cetu anektpocsssu no TpebosaHuaM Ub (3awmte ot HC[) ycTaHaBnMBaloT akToOM O Karero-
pupoBaHUM CETU CBA3K (CM. NpunoxeHue B). Komuccnua cocTaBnsieT NOSACHUTENBHYIO 3anuUCKy K akTy, coaep-
XKallylo ceefeHuss 0 mepax obecrnevyeHns 6e3o0nacHOCTU, KOTOpble peanuayiloT TpebosaHusa UMb (3awuTobl oT
HC[), cOOTBETCTBYIOLLME YCTAHOBNEHHOW KaTEropum CETU INEKTPOCBA3N.

6.1.2 MpoBeneHue aHanu3a ycrioBUN PyHKLUMOHUPOBAHUA OpraHu3aumMm CBsi3n

AHanus ycnosuri (YHKUMOHMPOBAHUS OpraHusaumMm CBA3M oToOpaxalT B pasgene A.2 nacnopra
(cm. npunoxeHnsa A) «CUTyaLUMOHHBIA NnaH opraHn3aunn CBA3NY.

CUTYaLUOHHbIN NNaH opraHu3auum CBA3N MOXET ObiTb CChOPMUPOBAH HA OCHOBE reHEpanbLHOIO nnaHa
opraHu3auuu u npeactasneH oTaeNbHbIM NPUNOXKEHUEM K NAaCNOPTY C NOSACHUTENLHOW 3anucKon. MNpuMepHbIi
COCTaB NOACHMTENbHOW 3anuCKu K CUTYaLMOHHOMY NilaHy npeactasneH B 6.2.

6.1.3 MNMpoBegeHue uHBeHTapusaumm MHOOPMaLIMOHHBbIX PeCypcoB

MHBeHTapu3auus npegnonaraet onucaHme MHGOPMaLUMOHHbLIX PECYPCOB B COOTBETCTBUU C NEPEUHEM,
npuBeaeHHbIM B nyHkTe A.3.1 nacnopra (cM. npunoxeHue A) «UHpOpMaLUMOHHbIE pecypchl, Tpedyiolme
3aLLUTbIY.

6.1.4 MccnenoBaHue MH(PPACTPYKTYPbI CETU (CETEN) INEKTPOCBA3N

B nyHkTe A.3.2.1 nacnopta «CTpykTypa ceTu (CeTen) anekTpocea3uy» (CM. npunoxeHne A) Heobxoau-
MO yKasaTb TUN ceTu (ceTen): TpaHauTHaA(ble), MexayHapoaHas(blie), mexayropoaHas(bie), 30HoBas(bl€e),
MecCTHas(ble), nokanbHasA(ble), BblAeneHHasa(ble), TexHonornyeckaa(ne), cetb(CeTn) paauoceasmn, cneunanb-
HblE U Ap., 8 Takke NMPUBECTU CTPYKTYPHYIO CXEMY CETK (CETEeN) ANEKTPOCBA3MN C yKasaHUEM Y3N0B CONnpske-
Husi ¢ TW, B TOM uncne ¢ ceTblo MHTepHeT. Heobxoaumo Take B nacnopTe ykasarb 3aluLeHHbIe CUCTEMDI
W NIVHWUM CBA3MW, B TOM YMCIIE NO paguopenenHbiM U CNYTHMKOBLIM KaHanam cBa3u. CeTesas CTPyKTypa OpraHu-
3aUMK CBA3M OTPAXKAETCA TAKXKE B KKapTe CETU», NOPAA0K COCTABNEHUS KOTOPOW NpUBEAEH B NPUNoxeHuu I

6.1.5 CoctaBneHue nepevyHAa cpeacTB CBA3N

B nepeveHb BKMNIOYAIOT CpeacTBa CBA3W, BAMAOWME HA obecneveHne UB, ¢ onpeaeneHnem mect ux
YyCTaHOBKM (HaceneHHbIW NYHKT, KOMHATA, 3TaX, 3a4aHUe) u ycnosuin obecnevenus (anekTponutaHue, sasemne-
HWe, OTKPbITbIE M 3ALLMLLEHHBIE KOMMYHUKALWUW, B TOM YUCIIE UMEIOLLME BbIXOA 3a Npeaernbl KOHTPONUPyeMoW
30Hbl), NPU STOM:

- OnpeaensiioT TEXHUYECKME CPEACcTBa U CUCTEMbI, MPUMEHEHUE KOTOPLIX HE OBGOCHOBAHO CNyXeOHOW
UM NPON3BOACTBEHHOW HEOOXOAMMOCTLIO M KOTOPLIE NOANEXAT AEMOHTaXYyY, a TaKke TEXHUYECKUe CpeacTsa,
He BnuALLmMe Ha ypoBeHb obecneuenus Ub;

- OnpeaensawT TEXHUYECKUE cpeAcTBa, Tpebylolme nepeobopyaoBaHUsa U AONONHUTENbHON 3aALLMTI;

- COCTaBNSAT NepevYeHb OCHOBHbIX CPEACTB CBSI3W, y4aCTBYIOLMX B npouecce 06paboTku, XxpaHeHus
n nepegayn uHdopmaumu/gaHHbix. NMyHKT A.3.2.2 nacnopra (CM. NpunoxeHue A) AOMKEH coaepXaTb Onu-
caTenbHylo YacTb, Tabnuua A.1 nacnopra (CM. NpunoxeHue A) — nepevyeHb PacCMaTpUBAEMbIX OCHOBHbIX
cpeacTB cBa3n. NepeyeHb AOMKEH COOTBETCTBOBATb HOMEHKINATYPE CPEeACTB CBA3M, noanexawmx ceprudu-
Kauum (NOATBEPXKAEHUIO COOTBETCTBUSA). B nepeuHe OCHOBHBLIX CPEACTB CBSA3U AOIDKHO ObITh BblaeneHo 06o-
pyaoBaHue, npefHasHavyeHHoe Ans obpaboTku, XpaHeHus U nepeaaym uHdopMauuu ynpasneHus U nepco-
HanNbHbLIX AAQHHbIX nonb3oBarenemn ycrnyramn CBA3M;

- COCTaBMSAIOT NEpeYeHb BCNOMOraTenbHbIX CPeACTB CBA3M B COOTBETCTBUM C Tabnuuen A.2 nacnopra
(cMm. mpunoxxeHue A), K KOTOPbIM JOMKHbI OTHOCUTLCA CPeACTBa CBSA3W, HEMOCPEACTBEHHO HE Y4acCTBYIOLLMX
B npouecce 06paboTkuM, XpaHEHUN U nepegavn UHGOPMaLUmn, HO pa3MeLLEeHHbIE COBMECTHO C OCHOBHbLIMU
cpeacTBaMu U CUCTEMaMU, y4acTBYOLLMMUM B 9TOM Npouecce.

MpumevyaHune — BTabnuyax A.1 1 A.2 nacnopta (cM. NnpunoxeHue A) B rpade «npumMedaHne» AonmKHbl 6bITb
yKasaHbl cBefleHus (Npu Hanu4nmn) o cepTudnKkaLmu, cneLucerneoBaHnsax 1 cneLnpoBepkax TEXHUYECKUX CPeAcTB.

6.1.6 YTOuHeHue cBeeHUIn 06 UCNOSb3yeMOM NPOrpaMMHOM o6ecneyeHuun

B tabnuue A.3 nacnopra (CM. NnpunoxeHue A) NpUBOAUTCH NepeyeHb ncnonb3yemoro MO (onepaunoH-
Hble CUCTeMbl, ceTeBoe M npuknagHoe MO, 6a3bl 4aHHLIX U T. 4.)

6.1.7 YTOouHeHue cBegeHUI 06 ncnonb3yeMbix NPOTOKOIax MH(POPMaLIMOHHOro o6MeHa

B nyHkte A.3.2.5 nacnopra (cm. npunoxeHue A) AOSKHbI OblTb NEPEUYUCTIEHBI UCNONb3yEMbIe B CETU
(ceTsix) aneKTPOCBA3M NPOTOKOIbI MH(POPMALIMOHHOTO 0OMeHa. MpoTOKONbI A0MKHbI ObITh pasrpaHuyeHbl No
ypoBHaM OM BOC, Takke HeoOXoauMO BbIAENUTb MCMNONb3yEMbIE 3aLUMLLIEHHbIE KpunTorpaduyeckue npo-
TOKOJIbI.

6.1.8 YTOouHeHue cxem pasmelleHUA OCHOBHbIX CPpeACTB CBA3U

B nyHkTe A.3.2.6 nacnopra (CM. MpunoxeHue A) AOMKHbI ObITk NPUBEAEHbI CXEMbl PA3MELLIEHUS OCHOB-
HbIX CPEACTB CBA3M Ha 0ObEKTaX OpraHn3aLum CBA3W C NPUBA3KON K rpaHULAM KOHTPONUPYEMbIX 30H.

4
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6.2 MosicHUTeNnbHasa 3anucka K CUTYyallMOHHOMY MJlaHy opraHusauumn CBA3Mn

MoscHWTENbHAsA 3anncka K CUTyauMOHHOMY NNaHy oOpraHusauum CBA3u coctaensercs cnyxoon B op-
raHu3auun CBA3M U AOIMKHA CoAepaTb pa3BepHYTOE ONMCaHne NPeacTaBneHHbIX B 6.2.1—6.2.4 CTPYKTYPHbIX
KOMTMOHEHTOB.

6.2.1 MNepeyeHb 06LEKTOB B UHPOKOMMYHUKALIMOHHOM CTPYKTYPbI CETU (CEeTel) INEeKTPOCBA3MN

Mpu coctaBneHun nepeyHs 06bekToB B MHPOKOMMYHUKALIMOHHOW CTPYKTYpbl CETU (CETEN) aneKkTpo-
CBA3M HEO6X0AMMO YUUTLIBATL, YTO AN CETEN 3aNeKTpocBa3n 06bekTbl B npeactaensioT co6oi annapartHsle
1 NporpamMHbIe CPefCTBa, BXOAsSILLME B COCTaB CETEN, a TaKKe MHAOPMaLMOHHbIe pecypckl, BH Ha koTopble
MOXET NPUBECTN K NOCNEACTBUAM, CBA3AHHbLIM C HapyLUEHWEM OCHOBHbIX KpuTepues B — koHduaeHumans-
HOCTW, LLENOCTHOCTU, AOCTYNHOCTM U NOAOTYETHOCTM.

K ocHOBHbIM 06bekTam VB ceTu (ceTeit) anekTpoCBs3n MOryT OblTb OTHECEHbI:

- UHPOPMALMOHHbBIE PECYPCHI;

- y3nbl aGOHEHTCKOro A0CTyna;

- TexXHU4eckue cpeacTBa 00paboTku, XpaHEeHUs U nepegaym uHopmauum;

- NMHUK anekTpocBsasu, MO;

- 6asbl JaHHbIX, CUCTEMbI YIPaBneHus 6asamn gaHHbIX;

- cepsepbl, paboune craHuuu;

- CUCTEMBI yrpaBneHns CeTAMMN 3NIeKTPOCBA3MU, CUCTEMbI CUTHANU3aLUmuu;

- NPOTOKOMbI MHCHOPMALIMOHHOTO 0BMEHA;

- MexaHu3Mmbl obecneveHunsi 6e30nacHOCTM (CpeacTBa 3aLmThl).

6.2.2 MNepeyeHb OCHOBHbIX Yrpo3 6€30MacHOCTU CeTU (CeTen) INEKTPOCBA3N

MepeyeHb OCHOBHbIX Yrpo3 6€30nacHOCTU ceTH (CEeTel) SNEKTPOCBA3N AOIDKEH COOTBETCTBOBATL NPUBE-
JEHHOMY B MOAENM Yrpo3 U HapyLumuTensa 6e30nacHOCTU CeTu (CeTell) aNeKTPOCBA3M C paHXMPOBAHUEM Yrpo3
No BEPOSATHOCTU UX BOSHUKHOBEHHUS.

6.2.3 MNepeyeHb yasBumocTen o6LekToB UB ceTu(ceteit) anekTpocBasun

Mo pesynbrataMm MHBEHTapU3aLUM INEMEHTOB UHAPPACTPYKTYPbl CETU(CETEN) AMEeKTPOCBA3W NpeacTaB-
naeTcs BO3MOXHbBIM NOCTPOUTb MH(POPMALMOHHO-NIOTUYECKYIO MOAENb, UNMIOCTPUPYIOLLYIO TEXHONOIUI0 00-
paboTKn, XPaHEeHUs U nepeaayn MHPOPMaLUMK C BbiAENIEHNEM BEPOATHBLIX TOYEK YA3BUMOCTH, K&XKOOW U3 KO-
TOPbIX HEOGXOAMMO AaTb NOSIHYIO XapaKTepPUCTUKY.

6.2.4 OnpepeneHue BO3MOXHbIX KaHaNoOB yTevykun uigopmauum n HCLl k cpeacTteam cBasun

Mpu onpegeneHnn BO3MOXHBIX KaHANOB yTeuku uHdopmauum u HCA k cpeacTeam CBA3u HeoOGXoauMoO
yuutbiBatb, YTo BH Ha obbekTbl B MOryT OCYLWECTBNATLCA MO BHELWWHUM U BHYTPEHHUM SNIMHUAM CBA3M, C
aBTOMaTU3UPOBAHHLIX Pabovmx MECT, N0 HeaeKNapupoBaHHLIM KaHanam AOCTyna u T. a.

TpaH3WUTHbIE U HE3aeNCTBOBaHHbIE (BO3AYLUHbIE, HACTEHHBIE, HAPYXKHBLIE U 3aNOXEHHbIE B KaHANU3a-
uuto) kabenu, uenu u NpoBoaa AOMKHbLI ObITb PACCMOTPEHbI Ha NPeAMET UX MCMOMb30BAHUA KaK KaHanos
yTevkn nHdpopmauumn u HCJ k cpeacrsam CBA3W.

7 PekomeHaauum no BeASHUIO NAacnNopTa opraHu3auun cBA3mn
no uHdpopMaLmMoHHOM 6€30NacHOCTU

7.1 OTBETCTBEHHbIM 3a BeAeHWe nacnopra opraHusauum csasum no UB HasHavaeTca agmuHucTparop
MB. KoppekTupoBKy nacnopra npoBOAAT €XErogHo. M3MeHeHna CTPYKTYpPbl CETEBbIX CBA3EN BHOCAT HEMEA-
neHHo. KoppeKTUPOBKY 311eKTPOHHbIX NMPUIIOXKEHWUI nacnopra (kapTbl CETU) NPOBOAAT NO MEPE BO3HUKHOBEHUS
U3MEHEHWIA, HO HE PeXe O4HOro pasa B MECsL,.

7.2 [ONOnHEeHus u 3aMeyaHus B NacnopT MOTyT BHOCUTLCA MO MEpe PasBUTUS U COBEPLUEHCTBOBAHUS
COWB 1 nosiBneHns HOBbIX AaHHbIX B pasaenax AoKyMeHTa.

7.3 MMacnopt AOMKEH XPaHUTLCA Y agMuHucTparopa Vb opraHusauumu cBssu. JOCTYN K SNEKTPOHHBIM
NPUNOXEHUAM nacnopra, kpome agMuHucTparopa B, AomKeH UMETbL PYKOBOAWTENL OpraHu3auum 1 Havarnb-
HUK Cnyx0bl MB.

7.4 CBeaeHus OrpaHMYeHHOro goctyna, cogepxawme o6obLeHHyw uHdopmauuio o COUB opraHu-
3auumn CBA3M U NpeacTaBneHHble B opMe AOKyMeHTa (nacnopra), 4OJDKHbI MMETb COOTBETCTBYOLLMI rpud
CEKPEeTHOCTMU.
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MpunoxeHune A
(obasarenHoe)

Mpumep popmbl nacnopTa opraHu3aumum CBa3uv No MHGopMaLMoHHON 6e30NacHOCTH

YTBepxzato

PyKOBO,EL UTeNb opraHn3aulnn CBA3U

« » 200 r.
Macnopt
(HauMeHoBaHWe opraH1saLn cBA3N)
no nHgopmMaLMoHHOW 6e3onacHoCTU
CornacoBaHo Paspa6oTan

(HavaneHKK crnyx6el NB)

« » 200__r

(HaMMeHoBaHWe HaceNeHHOro MyHKTa ANCIoKaLMM opraHu3aLmi)

(roa paspaboTku)
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A.1 O6wume ceeaeHmnsa o6 opraHusaLuu cBA3n
A.1.1 HaumeHoBaHWe opraHu3auuun cBa3n

(nonHoe 1 cokpalleHHoe HauMeHoBaHMe)

A.1.2 Aapec opraHusaLuu cBasn

(topuamnyeckuil u hakTU4ECKWii aapec opraHM3aLmm)

A.1.3 CseaeHus 0 rocyqapcTBeHHO| peructpauuu

(opraH perucTpauuu, perMcTpaLmMoHHbI HoMep, AaTa,
dopma co6CTBEHHOCTH)

A.1.4 KoHTaKTHble peKBU3UTbI

(TenedboH, Teneke, dakc, ANEKTPOHHAA NoYTa U Ap.)

A.1.5 OCHOBHbIE BUAbI AEATENBHOCTH

A.1.6 Hanu4une nuueHs3nint Ha OCHOBHbIE BUA LI JEATENBHOCTU

OOUB B o6nacTu cBA3m

®CB Poccuun

OCTIK Poccuun

(nMLEeH3MM Apyrux opraHu3aLmin)

A.1.7 Kateropus ceTu cBAsu no Tpe6osanusamM Ub (3awute ot HCA)

A.2 CuTyauWoOHHbIA NMNaH opraHn3aLym cBs3smn

(rpachuueckas cxema pacnofoXeHWs opraHusaLmu CBS3M Ha MECTHOCTM, KOHTponupyemas 30Ha, NyHKTbl hUanye-
CKOro AOCTyMa B OpraHu3auuio nepcoHana n aBToTpaHCropTa, OKpyXatolas cpefia opraHusauum ¢ BO3MOXHBIMU UCTOY-
HUKaMKn yrpo3 6e30MacHOCTH, CTPYKTYpa NOXapHON U OXpPaHHOW cUrHanusauun, pasmelleHne TpaHcgopmMaTopHon nog-
CTaHUuMW, aBapuitHoe aMeKTponuTaHue, ¢ pacdeTHbIM BpeMeHeM cpabaTbiBaHUs, pasMelleHne 3a3emnuTeneid u T. n.)

A.3 VHpoKOMMYHUKaLMOHHAA CTPYKTYpa CETU (CeTeln) 3NeKTpoCcBA3N OpraHnu3aunumn cBasm

A.3.1 UHdopmMaLmoHHble pecypchl, TpebytoLime 3almThl

- cBefeHusa o6 aboHeHTax, 6a3sbl AaHHbLIX;

- MHopMaLus ynpaBneHus,

- BHYTPEeHHsIA MHdopMaLms (Tononorus ceTu, Tabnuupl MmaplpyTusayun, dainel KoHgUrypauum TenekoMMyHuka-
LnoHHoro obopyaoBaHus);

- [aHHble, NepejaBaeMble B CETU SMEKTPOCBA3MN U cofepalyne nHdpopmaumio nonbosaTenei,

- MporpaMMHoe obecnedeHne CUCTEMEI YNPaBIIEHUA CETLIO ANEKTPOCBA3MN,

- nporpamMmmHoe obecneveHWe CpefCcTB CBA3M;

- AaHHble 0 NPOoXoXAeHUW (3aepXKU NpU NPOXoXAEeHUW), NapaMeTpax, 3arpyske (MCNoNb3oBaHUKU), MOHUTOPUHre
KaHaroB CBA3Y;

- 0606LLeHHEbIE CBEAEHUS O MeCTaX AWUCNOoKaLMK Y3roB CBSA3U U YCTaHOBNEHHOM CETEBOM 060pyA0BaHUK;

- MpOEKTHasi U HOPMaTMBHO-TEXHUYECKas JOKYMEHTaLus, NpeacTaBeHHasn B ANeKTPOHHOM BUAe,

- CBEAEHUSA, packpbiBatoLe CTPYKTYPY UCMonbayemelx MexaHuamos obecnedeHnsa 6e3onacHoOCTU (CpeacTs 3allu-
Tbl) CETU (CETER) SNEKTPOCBA3N.

A.3.2 NHdppacTpyKkTypa ceTu (ceTeit) anekTpocBaam
A.3.2.1 CTpyKTypa ceTun (CeTel) aneKkTpocBA3un

A.3.2.2 OcHOBHbIe CpeAcTBa CBA3W, y4acTByloWmMe B npouecce xpaHeHus, ob6paboTkn n nepefgayn uHgpopmavmu/
JaHHbIX
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Ta6nunya A.1— lMepedeHb OCHOBHbLIX CPEACTB CBA3W, BXOASALUMX B COCTaB CETU CBSA3W OpraHu3aLumn CBSA3U W BIUSIO-
LMX Ha obecneveHne MHOPMaLMOHHO HGe3onacHoCTy

Tun, HanMeHoBaHne
OCHOBHbIX CpeACTB MpeanpuaTue-nsroToBuTenb YYeTHLIN HOMep MecTo ycTaHOBKU MpumeyaHue
CBA3M

A.3.2.3 lMepeyeHb BCrOMOraTefbHbLIX CPEACTB CBA3M OpraHn3aLmm cBs3m

Tabnuua A2 — MepeveHb BCrioMoraTenbHbIX CPeACTB CBS3M, OKasbiBaloLUX BUsHUE Ha obecrneveHne MHdopma-
LMoHHO GezonacHoCcTH

Twn, HaMMeHoBaHNe

Y4eTHBI Homep MecTo ycTaHoBKU MpumMeyaHue
BCrioMoraTesbHbIX CPefCTs CBA3M

A.3.2.4 TporpaMmMHoe oBecnedeHne (UCnonb3yeMble onepaLmMoHHbIe CUCTEMEBI, CETEBOE U NPUKIagHoOe Nporpamm-
Hoe obecneyveHune, 6a3bl faHHbIX)

Tabnuya A3 — HcnonbayeMoe nporpaMMHoe obecreveHune

CBegeHus o saljute n

HaumeHosaHue MO PaspaboTynk
nposepke MO

MecTo ycTaHOBKM MpumeyaHue

A.3.2.5 Vcnonb3yeMble NpoTOKOsbl MHOPMaLMOHHOrO obMeHa B CETU (CeTsX) ANEKTPOCBA3MN, B TOM YUCne 3aliu-
LeHHbIe KpunTorpaduyeckue NpoToKorb

A.3.2.6 Cxema pa3sMelleHNA OCHOBHbLIX CPECTB CBA3U

(nokasblBaeTCA NpUBA3Ka K rpaHuLaM KOHTPONUPYEMbIX 30H)

A.4 CxeMa ANeKTponnuTaHnA U 3asemMneHnA OCHOBHbIX CpeACTB CBA3U

(NokasbIBaeTCA NPUBA3KA K rpaH1LaM
KOHTPONUPYEMBIX 30H)

A5 CeefieHusi 0 BeNU4UHE COMPOTUBIIEHNS 3a3eMIIAIOLLUX YCTPOUCTB

(yxasblBaloTcs 3HaueHWe CONpOTUBNEHUS
W AaTta n3MepeHus)
A6 MNepeyeHb OCHOBHBIX AOKYMEHTOB, perynupytowmx obecnevyeHne UHopMaLuoHHOW Ge30nacHOCTU B OpraHu-
3auum cessn

(KOHKpETHbIW COCTaB U CoAepKaHUe OCHOBHLIX A0KYyMeHTOB Mo o6ecneveHuto b opraHusauuu cBAsn onpeaensaeTca,
mcxoaa us cneund Kk opraHmsaLumn CBA3W U B COOTBETCTBUM € NoroxeHnamu pasgena 12 NOCT P 53110)

A7 ApxuTtekTypa cuctembl ob6ecneyeHns MHpopmMaLMoHHON 6e30NacHOCTM CeTU (CETEN) ANEKTPOCBA3U

(ykasbiBaeTcs NPUHATAA B opraHusaLmm cBAsu apxuTtektypa COUB, onpegensiowas cneunduky u BSauMocBasb YpPoBHeN
1 MOZCUCTEM C OCHOBHbIMU Npoueccamm dyHkLMoHupoBanust CMUB (no FOCT P UCO/M3K 27001), ¢ cucTeMoi ynpaeneHna
CEeTbiO AMNEKTPOCBA3N U APYTMMUA TEXHOITOMMYECKUMMN CUCTEMaMU

A.8 CBefieHNs 0 NoAroToBKe CNELManucToB Nno Bonpocam WHGopMaLUmoHHoi 6e3onacHocTH

[npuBogsTCA cBefeHUA 06 obLen NOAroToBKE M NEPENOATOTOBKE Ha CreLManM3nMpoBaHHbIX Kypcax cneLpmanuctos cnyx6el Ub
(kT0, KOrAa, Kakoe yyebHoe 3aBeaeHWe/Kypcbl 3aKOHUMI, MPOAOMKXUTENBHOCTL 0ByYeHUs, cneunanusaumsa, Homep CBUAeTeNLCTBA
06 o6yyeHun)]
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A.9 Ctpykrypa cnyx6bl nHopmaLmMoHHoi 6esonacHocTU opraHusauun (onepaTtopa) cBa3n

(yKasblBalOTCHA OCHOBHbIE CTPYKTYPHble NMoApasaeneHus cnyx6bl MB opraHusaLmm cBA3W, ee NOAYNHEHHOCTb, OCHOBHBbIE (OYHKLIUK)

A.10 CefieHunsi 0 peann3oBaHHbIX MexaHU3Max obecneyeHns 6e3onacHOCTU U CPeACTBaX 3aLUUTLI UHGPOKOMMYHK-
KaLUWOHHOI CTPYKTYpPbI CETU (CETel) ANEKTPOCBA3N OpraHu3aLum cBs3n

Ta6nuya A.4—TllepeyeHb MexaHnamMoB obecrneyeHusi 6e3onacHOCTU (CPeACTB 3aWUThI)

HaumeHoBaHuWe U TUN Me-
XaHn3ma obecnevenHna b MpoussoauTennb
(cpeacTBa 3alMUThI)

YyeTHbI CBegeHua o MecTo

MNpuMeyvaHue
Homep cepTudukaumm YCTaHOBKM

MpumevyaHue — B nepeveHb BKMIMaOTCH MexaHU3Mbl obecneveHusi VB 1 cpeacTsa 3allyUThl CETU 3MEKTPO-
CBSI3W, OTHOCSLLMECS K KraccaMm MexaHM3MoB obecriedyeHnss 6e30nacHOCTU (CPefCcTB 3aLuThl), ONpefleneHHbIM B pasge-
ne 10.4 TOCT P 53110.

A.11 OCHOBHblEe XapakTepUCTUKWN U3N4ECKO 3aluThl 0O6bEKTOB OpraHu3aLu CBA3N

(AONXHbI BbITE OTPaXeHbl OCHOBHbIE OpraHU3aLMOHHO-TEXHUYECKNe BoMnpockl obecneueHnsa HUsnieckon saLutbl 06beKToB
opraHu3aLmn cBA3MW, NepeyncreHsl OCHOBHLIE CPeACTBa, UCNomnb3yeMble AnA obecneveHUa pusmnyeckoii 6esonacHoCcTn
opraHusauum cBasmn)

A.12 CBepeHusi 0 NOATBEPKAEHUN COOTBETCTBUA CETU AMNEKTPOCBA3M (aTTecTauum) TpebosaHnam Ub

(BomkeH BbITb yKka3aH cepTUdUKaLMOHHBLIA LEeHTP unu naGopaTtopus, NPpoBoAMUBLLME NPOBEPKY COOTBETCTBUS,
HOMep 1 JaTa akTa NPoBepKU COOTBETCTBUS CETH aeKTPocBsA3n TpeGoBaHuam UB)

A.13 CefieHns o NpoBefeHNI KOHTPONA COCTOAHNA UHAOPMaLIMOHHOK 6e30nacHOCTU opraHnsaLimiu cBsA3n

Tabnuya A5 — Pesynsrarthl NpoBEPKM COCTOAHMA UHGOPMaLMOHHOK BezonacHOCTH

HavnmeHoBaHue opraHusaLuu,

[aTa npoBeaeHNs NpoBepku MPOBOAMBLLIEH NPOBEpKY

PesynbTaThl NpoBepku MpumevaHne

MpuMeyaHun

1 PesynbraThl KOHTPONLHO-NPOBEPOYHLIX MEPONPUSTUIA AOMKHLI OPOPMNATLCA JOKYMEHTANLHO B BUAE aKToB NPo-
BEPKX U AaHHbIX, BHOCUMBIX B Tabnuuly.

2 BTabnuuy BHOCATCA NPOBEPKU, NPOBOAUMBIE NULIAMMW U3 YUCNa PYKOBOASALLErO COCTaBa oOpraHu3aLum cBasu, cne-
LianusmpoBaHHbIMU opraHu3aumaMmn unu npegcrasutenamu GOUB, ynonHoModeHHBIMU B 06nacTax cBssm, obecnedeHns
6e30nacHOCTUN U TEXHUHECKOW 3aLuTLl MHOpMaLUK.

A.14 Jlnct pernctpaynn namMeHeHui

(YKasblBatoTCA AaTbl BHECEHMS N3MEHEHWIA M HOMEepa Pa3Aenos NacnopTa, NoABEPrUNXCA U3MEHEHNAM)
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MpunoxeHue b
(pekoMeHayemoe)

KaTteropuu ceten anekTpocesisu no 3awurte ot HCJl, yctaHaBnuBaemMble aKToM
O KaTeropupoBaHuu (CM. npunoxeHue B)

Tun ceTen

KaTeropuu ceTeil anekTpoCBSA3N B 3aBUCUMOCTM OT KaTeropui y3roB CBA3WU Mo 3aLyULeHHOCTH

|
«BbICLLIAA»

Il
«CpeaHss»

I
«KHU3LWaA»

CeTtun

pukcmpoBaHHO

TenedOHHO cBA3N

Y3nbl CBA3W ceTeil Mexay-
ropogHoW M MexgyHapogHOW
TernedOHHOW CBA3U, ceTei
30HOBOW TenedgoHHON CBA3MN,
y3ribl CBSA3U CETeil MeCTHOW
TeneoHHON CBA3U C YMUC-
nom noptoB bonee 10000, a
TaKkke TPaH3UTHLIE U OKOHEY-
HO-TPaH3WUTHbIE Y3Mbl CBA3M
ceTeil MeCTHOW TenedoHHOU
CBSI3U, KOTOPLIE COeAUHAIOTCS
C y3namu obcnyXuBaHus Bbl-
30BOB 9KCTPEHHbLIX onepaTus-
HbIX CryX6

Y3nbl CBA3U CETU MECTHOW
TenedOHHON CBA3U C KONu-
yectBOM noptoB oT 1024
Ao 10000, 3a uckno4veHu-
€M TPaH3UTHBIX U OKOHEeY-
HO-TPaH3WUTHLIX Y310B CBS-
3K, KOTOpble COEeAUHSITCS
c ysnamu obcnyxuBaHus
Bbl30BOB 3KCTPEHHbLIX Ore-
paTUBHbLIX Cryx6

Y3nbl CBA3W CETU MECTHOWN
TenedOHHOW CBA3N C YnUcC-
nom noptos o 1024

CBSI3H,

3n

CeTu noaBUXHON pajuno-

CeETU noaABMX-

HOW pagunoTenedOHHO
CBSI3U, CETU MOABUXKHOWM
CNYTHUKOBOI pagnocss-

Y3nbl CBSA3W CETU MNOABUX-
HO pafMoCBSA3N, Y3Nbl CBA3M
CEeTN MNOABUXHOA paaunoTene-
hOHHOI CBA3M, Y3Nbl CBA3MN B
coCTaBe Hal3eMHbIX CTaHLuiA
COMPSAXEeHUS CETW NOABUXKHON
CNYTHWKOBOW paguoceasn

CeTu nepegayn faHHbIX

MexgyHapogHele — TpaH3uT-
Hble yankl CBSA3K

TpaH3nTHbIe Y3rbl CBA3K

OKOHeYHble y3nbl  CBA3M,
OKOHEYHO-TPaH3UTHbIE Y3kl
cBS3N

Cetun
CBsI3M

TenerpagHoii

MexXayHapoaHble yanbl CBS3U

MexgyropogHue yanbl
CBA3U

30HOBbLIE Y3nbl CBA3M

10




FOCT P 53109—2008
MpunoxeHue B

(pekoMeHayemoe)

OG6pasel aKkTa O KaTeropupoBaHUU CETU INEKTPOCBA3U NO TpeGoBaAHUAM
nHcopmaLmnoHHoMn 6e3onacHoOCTH (3awmuTte ot HCA)

YTBepxaato
PykoBoguTens opraHuaauuu cBssn

« » 200__r

AKT
KaTeropMpoBaHUs CETU INEKTPOCBA3N

(HaMMeHoBaHWe opraHUsaLyu CBA3K)
no Tpe6oBaHUsAiM UH(popMaLMOHHON Ge3onacHocTU (3awmTe oT HCH)

Komuccus B coctaBe:

npeacefarerns:

YreHbl KOMUCCUM:
paccMOTpeB UCXOAHbIE faHHble U CUCTeMHBIA NPOEKT CETU CBA3MN (HauMeHo8aHUe opaaHu3auul Ceqsu), YCroBUs ee aKe-
nnyaTaLum, B3aMMOCBSA3b C OKpyXatoLLei cpefoi, onpegensiemMoe BO3MOXHbIMU yrpo3amu 6e30nacHoCTy U NoTeHuWanb-
HbIMW BO3LEUCTBUAMM HapyLumMTensa 6e30nacHOCTU, ONMUCaHHLIMU B NOSCHUTENBHON 3anucke, B COOTBETCTBUN C NONOXe-
HVWeM 0 LOBpOBONbHON OLieHKE COOTBETCTBUS CETEMN anekTpocBasun TpebosaHuam UB (3awmre ot HC), onpeaensiowmmn
NOPSAOK KaTeropupoBaHUA CETEN 3NEKTPOCBA3MN, peLunna YCTaHOBUTb CETU NEeKTPOCBA3U (HauMeHosaHue opaaHusauuy
ces3u) (HoMep KaTeropuu) kateroputo No UHPopMaLMoHHOK 6esonacHocTu (3awuTte ot HCA).

MpunoxeHue: NOACHUTENbHAA 3annUcka NO ONPeAESIEHNIO KaTeropun CeTU INEKTPOCBA3UN Ha JcTax.

Mpeacenatens

YneHbl Komuceuu

1
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MpunoxeHue I
(cnpaBouHoe)

Mopsaaok cocTaBneHus KapTbl CETU

1 KapTa ceTv ABnseTcs aneKTPOHHBIM NPUIIOXeHWeM nacnopTta opraHusauuu cesasu no B n npegcraensaet coboin
OMUCh BCEro UCrnonbayeMoro u obecnyxuBaemoro annapatHoro 1 MO, B TOM Yiche U B NPUCOEANHEHHBIX CETAX AMeKTPo-
CBA3MN.

2 Kapta ceTv npeacTasnseT coboii sTanoHHy MHOPMaLWUIO O CETEBOI apXUTEKTYpe, KOTopas AoMmKHa Nepuoam-
YeCcKu cpaBHUBATLCA € TEKYLLIMM COCTOSIHUEM CETU U B Cly4ae CaHKLUOHNPOBAHHOIO M3MEHEHUS PacnonOXeHna N KoHpU-
rypauuu annapatHoro u MO, Takke U3MEHATLCA € TeM, YTOBbI KapTa ceTv cogepxarna caMyto NOCNEeAHIo W akTyarnbHyo
WHbopmaLuto.

I3 WHdopmaLus no ceTeBoW apxXUTEKTYpe AOMKHa XpaHUTCA B 6ase faHHbIX opraHW3aLymn cBA3n, AOCTYM K KOTO-
POl BO3MOXEH TOMbKO PYKOBOAUTENIO OpraHu3almun cBA3n U HadanbHUKy crnyxoel B unu agMuuHuctpatopy UB (aexyp-
HOMY agMuHucTparopy UB).

"4 Onuck Bceil ceTeBOW apXUTEKTYpbl JOMKHa cogepxaTb:

- TOMOOrNIo CPEACTB CBA3M, y4aCTBYIOLMX B NpoLecce XpaHeHWs, 06paboTkn n nepefavn uHpopmMmaumn (LaHHbIX),
C yKa3aHWeM UX CETeBbIX apecos;

- AaHHble No pa3sMeLLEeHUI0 BCEX CPEACTB CBA3N C 0603HaYeHWeM HOMepoB pabounx KOMHaT, STaxew, 34aHuni n
HaceneHHbIX NMyHKTOB;

- AaHHble No KabensaM cBs3W, CKOMMYTUPOBaHHEIM B OpraHW3auvu cBs3n (TUN, CTPYKTYpa, HampasrieHue, NpoTs-
XEHHOCTb, YCIOBUSA U BpeMsi NPOoKMaAku, X uanyeckas 3alluLleHHOCTb);

- JaHHble no ob6pasoBaHHbLIM KaHanaM cBA3N (TUN, UCMonb3yeMblil NPOTOKON Nepefaqn, KOHEYHEIR agpec),

- OTAenbHO AaHHble No paguokaHanam, paguopeneiHelM, TPONochepHLIM U CMYTHUKOBLIM KaHanam CBS3u,

- XapakTepucTukn Tpaduka (NUMKOBble, MUHWUMarbHbIE U CpeAHUe 3HaYeHWA CETEBON Harpysku), nponyckHas
cnocoBbHOCTb KaHarloB CBA3Y;

- appecHble Tabnuupl, Tabnuuel MapLIpyTUsaLum (No HanpaeneHUsam CBA3N);

- Ucnonbsyemble 3aluleHHble KaHanbl cBA3W (MPUHLUMMEI MOCTPOEHUS, MPOTOKONLI U CpeacTBa 3almThl);

- faHHble 0 KaHanax yganeHHoro goctyna (¢ kem obecnevnsaeTcs JOCTYN, YeM 06pa3oBaH kaHan, Hanu4ne Moge-
MOB, MoAJepXuBatoLLue NpoToKombl);

- MpU3HaKN MPUHAAMNEXHOCTU MNOPTOB KOMMYHMKaLMOHHOrO obopyAoBaHWA pas3fnWYHbLIM CETEBbLIM CEerMeHTaMm
(c BblAeneHneM NopToB KOHPUrYypUPOBaHUS),

- CMMCOK Nnonb3oBaTenei, Npasa v NpUBUNErMM UX AOCTYMa, CIUCKM KOHTpons agoctyna (atpubytel UB);

- NepeveHb 060pyA0BaHNSA OKOHEYHBLIX YCTPOWCTB U YCTaHOBINEHHOro Ha Hux MO,

- yKasaHWe Ha NpUHaAMeXHOCTb CETEBLIX CETMEHTOB MOAPa3feneHnsiM opraHu3aLum cBs3n, AaHHble O 3aKpenre-
HWU CPEACTB CBA3MU 3a OBCMYXUBAIOLLUM NEepCOHaNoM.

MpumevaHune — KapTa ceTM MOXET UCMOMb30BATLCA AN NOCTPOEHUA rpada ceTn, npefHasHaYeHHoro Ana
pacyeTa XxapaKTepUCTUK YCTOWUUBOCTU PYHKLIMOHMPOBAHUA CETU aneKTpocssau, B cootBeTcTBun ¢ FTOCT P 53111.
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Budnuorpacdus

[11 ®enepanbHblil 3akoH Poccuiickoit degepauum ot 7 utons 2003 . Ne 126-03 «O cBsA3n»

[2] TpeBopaHus Mo 3alUUTE CETEl CBA3N OT HeCaHKLUMOHUPOBAHHOTO JOCTYNa K HUM U NepefasaeMoi NocpecTBoM 1X

UHpopMaLmu. YTBEpXKAEHbI MPUKa3oM MUHUCTEPCTBA MHOPMaLIMOHHBIX TEXHOMOTUIA U cBA3K Poccuiickoit Pefepa-
uum Ne 1 oT 9 aHBaps 2008 .
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