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BBeneHue

Pa3Bsutue, BHeApeHUe M UCMONb3OBaHME pacnpeaeneHHbIX UHDOPMALMOHHBIX CUCTEM M TEXHONOIMNA,
MCMOMb30BAHNE UMMOPTHBIX MPOrPamMMHO-annapaTHbIxX nnatopmM 6e3 KOHCTPYKTOPCKOW AOKYMEHTaLuuu Npu-
BEMU K MOSIBNEHWIO Knacca yrpo3 MHdopmMaunoHHomn 6esonacHoctu (MB), CBSA3aHHbIX C UCMONb30BaHWEM Tak
Ha3bIBaEMbIX CKPbITbIX UHPOPMALMOHHBIX KAHANOB, «HEBUANMBIX» ANA TPAAULIMOHHLIX CPEACTB 3aLLUThbl UH-
dopmauun.

TpaauumoHHble cpeacTea obecnedeHua UB Takue, kak cpeactsa pasrpaHU4eHUs [OCTYNa, MEXCere-
Bbl€ 9KPaHbl, CUCTEMbI OOHAPY>KEHWUA BTOPXKEHUN, KOHTPONUPYIOT TONBbKO UH(POPMALIMOHHBIE MOTOKKN, KOTOPbIE
NPOXOAAT N0 KaHanam, npeiHasHavyeHHbIM AN ux nepegadun. BoamoxHocTe 06mMeHa nHdopmanmen BHe aTux
pamMoK nocpeacTBOM CKpbITbiX kaHanoB (CK) He yuutbiBaeTca.

B cucremax, Tpedylowmx obecneveHus NOBbILLEHHOTO YPOBHSA AOBEPUSA, AO0SDKHbI YUNTBIBATLCSH YIrpO3bl
6e30nacHOCTU, BO3HMKAIOLLME BCNEACTBME HANMMUYUA BO3MOXHOCTU HECAHKLMOHWUPOBAHHOIO AEWCTBUSA C NO-
mMoLubto CK.

OnacHocTb CK anst uHpopmaumoHHbIX TexHonorunii (UT) u asTomatnanposaHHbix cuctem (AC) u apyrux
aKTUBOB OpraHM3aLuu CBsA3aHa C OTCYTCTBUEM KOHTPONA CpeacTBaMu 3awmTbl MHPOPMALIMOHHBLIX MOTOKOB,
4YTO MOXET MPUBECTU K yTeYKe MHMDOPMaLUK, HAPYLWNTb LENOCTHOCTb MHAOPMALIMOHHBIX PECYPCOB M Npo-
rPamMMHOro ob6ecnevyeHuss B KOMMbIOTEPHBIX CUCTEMAX UMK CO3AAaTb MHbIE NPENATCTBUA NO peanusauun UT.

Ons obecnevenus 3awmTbl MHOpMaLuu, obpadatbiBaemol B AC, He0OX0AUMMO BbISIBNIATL U HENTPAnNu-
30BbIBaTb BCE BO3MOXHbIE MH(POPMALMOHHLIE KaHASIbl HECAHKLUMOHUPOBAHHOTO AENCTBUA — KaK TPaAULMOH-
Hbl€, TaK U CKPbITbIE.

Hacrosiumin craHaapT BXOAUT B CEPUI0 B3AUMOCBA3AHHBIX CTAaHAAPTOB, 06beANHEHHbIX 06LUM Hanme-
HoBaHueM «MHopMaLMOHHAA TeXHONOrMA. 3awmTta MHPOPMALIMOHHBIX TEXHONOMMIA U aBTOMAaTU3UPOBAHHBIX
cucTeM OT yrpo3 uHgopmauuoHHON 6e30nacHOCTH, peanu3yembiX C UCNOSIb30BAHMEM CKPbITbIX KaHanoBy,
BKIIOHaoLWMin B ceds:

- obLWwuMe NonoxeHus;

- peKoMeHgaummn no opraHu3auuu sawmtbl nHpopmauun, UT n AC ot atak ¢ ucnonbszosanmem CK.

B 06wwmx nonoxeHusax onpeaeneHbl 3agayu, pewaemsle npu nposeaeHun aHanusa CK, onucana knac-
cudpukaums CK n npuBegeHa knaccudumkauusa akTUBOB MO CTEMEHU OMNacHOCTM arak ¢ ucnornn3osaHvem CK.

CyLleCcTBEHHBIM MOMEHTOM 3aLumiieHHocTu cuctem UT u AC aBnsieTca goBepue K cuctemam 3aLmThbl.
O6ecneyeHne JoBepUs OCYLLECTBNSIETCA MyTeM rmyOoKOro aHanu3a unm SKCnepTu3bl NPOrpaMMHo-annapar-
HbIX MPOAYKTOB C TOUYKM 3PEHUS UX 3aLUMLLEHHOCTU. BO MHOMMX cny4yasx STOT aHanus 3aTpyaHeH B cuny oT-
CYTCTBUS UCXOAHBIX AAHHLIX ANS €r0 NPOBEAEHUS, TO €CTb UCXOAHbIX KOAOB, KOHCTPYKTOPCKON U TECTOBON
[OKyMeHTauum, B pesynkraTe 4Yero co3falorca yrposbl MH(pOPMaLMOHHLIM pecypcam, KOTopbie MOryT ObiTb
peanu3oBaHbl C NOMOLLBIO HEU3BECTHBIX NPOrpaMMHO-annapaTHbIX CUCTEM U Yepes UHTepdENnCobl B3auMoaen-
CTBYIOLLIMX NMPOrpaMMHO-annaparHbixX NPo4YyKTOB.

TpeboBaHusa gosepus k 6esonacHoctu uHdopmauum ycraHoeneHol B FOCT P UICO/M3K 15408-3, B
COOTBETCTBMM C KOTOPbLIM A5151 CUCTEM C OLIEHOYHBIM YPOBHEM AoBepusa (OY[), HaunHaa ¢ OY[S, npeaycmo-
TpeHo npoBeaeHue obsasarenbHoro aHanu3a CK. Mpu ucnonb3oBaHuM annapaTtHO-NPOrpaMMHbIX NPOAYKTOB
MHOCTPaHHbLIX NPOU3BOAUTENEN B YCIOBUSAX OTCYTCTBUSI HA HUX KOHCTPYKTOPCKOW, TECTOBOW AOKYMEHTALUMN U
MCXOAIHbIX KOAOB HEBO3MOXHO rapaHTUPOBATb OTCYTCTBME B HUX NOTEHUMASNIbHO BPEAOHOCHLIX KOMNOHEHTOB,
BKIMIOYEHHbIX CMeuuanbHO UMM BO3HUKLLMX CryyaWHO (Hanpumep, NPorpammHoONn ysssumocTu). Takum obpa-
30M, TpeboBaHue aHanusa CK B Poccuiickon denepauun aenserca HeoGxoauMeim ycnosuem 6esonacHoro
(PYHKLUMOHMPOBAHUS CUCTEM, 00pabaThiBalOLLMX LIEHHYIO MHCDOPMALMIO UK UCNOSL3YIOWMUX UMNOPTHOE an-
naparHo-nporpaMMmHoe obecneyeHume, B TOM uucne u ansa cucrem ¢ OY[] nmke OY5.

B pekomeHaauuax no opraHusauum 3awmtbl uudopmauum, UT n AC ot atak ¢ ucnonb3osaHuem CK
onpeaeneH nopsagok noucka CK u nporusogeicremsa CK.

Hacrosawmi craHpapr paspaboraH B passutue FOCT P UICO/M3K 15408-3, TOCT P UICO/M3K 27002
(B yacTn meponpusiTUii N0 NPOTUBOAENCTBUIO yrpo3am UB, peanusyembiM ¢ ucnons3osannem CK) u [1].
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HAUMOHANBbHBINW CTAHJLAPT POCCUUCKON PEREPALNMU

MHdopmaumoHHasa TeXHONOrusa

SALLNTA UHOPOPMALIMOHHbBIX TEXHOJ]OI'VM M ABTOMATU3UPOBAHHbIX CUCTEM
OT YTPO3 NH®OPMALIMOHHON BE3OMNACHOCTU, PEAJIU3YEMbIX
C UCMNOJIb3OBAHUEM CKPbITbIX KAHANIOB

Yactb 1
OO6uwme nonoxeHua

Information technology. Protection of information technologies and automated systems against security threats posed by
use of covert channels. Part 1. General principles

Nara BBegenua — 2009—10—01

1 O6nactb NnpUMeHeHus1

Hacrosilumit ctangapt yctaHaenmeaet knaccudukaumio CK u onpeagenser 3agaum, peLuaemble npu npo-
BeaeHun aHanusa CK, 4Tto siBnseTcs HeobxoanMON COCTaBnAIOLWEN ANSA onpeaeneHus aanbHenLwero nopsaka
opraHusaumu 3awmTbl MHpOpMaLuK OT atak ¢ ucnonb3oBaHmem CK, a Takke ycTtaHaBnuBaeT nopsaok npo-
BeaeHus aHanm3a CK gns npoayktos u cuctem UT n AC, pesynbratbl KOTOPOro UCNOMb3YIOTCA MPU OLIEHKE
[OBEPUS K MepaM 3aLUmTbl MHPOPMALMOHHBIX cuctem u UT.

Hacrosilumii cTaHgapT npegHasHaqveH aAns 3akasyuMkoB, pa3paboTyukoB U nonb3oBartenen UT npu dop-
MUPOBaHUK UMK TpeBOoBaHMii K pa3paboTke, NPUOOPETEHNIO M NPUMEHEHUIO NPOAYKTOB U cuctem UT, koTopble
npegHasHa4yeHbl 4nA o0paboTku, XxpaHeHus unu nepeaadum nHgopmauum, Noanexawen 3awmrTe B COOTBET-
CTBUU C TPEBOBAHMAMU HOPMATUBHBIX JOKYMEHTOB Unu TpeboBaHUsAMU, yCTaHABNTMBAEMbIMU COBCTBEHHUKOM
nHcopmaumn. Hactoawmin ctaHgapT nNpegHasHayYeH Takke Ana opraHoB ceptudukaumm U UCNbITaTernbHbIX
naGoparopuit npu NpoBeaeHun oLeHkn BezonacHocTu u ceptucbukauumn 6esonacHoctu UT u AC, a Takke ans
aHanuTUYeCcknx noapasaeneHuii n cnyxo 6e3onacHOCTU ANA CONOCTaBEHUS Yrpo3 LEeHHbIM UH(OPMAaLIMOH-
HbIM aKTUBaM C NOTEHLMANbLHOW BO3MOXHOCTHIO yulepba yepes CK.

2 HopmaTuBHbIe CCbISIKU

B HacToAwwem cTaHgapTe UCnoMb30BaHbl HOPMATUBHBLIE CCbINKW HA CreayloLmue CTaHaapThbl:

MOCT P UCO/M3K 15408-3 NHbopMauyuoHHaa TexHonorusa. Metoabl u cpeacresa obecneyeHus 6es-
onacHocTu. Kputepun oueHkM 6e30nacHOCTU MH(OPMALMOHHLIX TEXHOMOrMi. Yactb 3. KOMNoHeHTbl goBe-
pus kK 6e3onacHoCcTn

MOCT P UCO/M3K 27002 UudopmauuoHHaa TexHonorusa. Metogbl u cpeacrea obecnedeHusn 6es-
onacHocTtu. CBO4 HOPM W NpaBui MEHEMKMEHTa MHpopMaLMOHHON Be30nacHOCTH

MpumedaHue—Ipu NonbL3OBaHUN HACTOSALLMM CTaHAAPTOM LienecoobpasHo NpoBEPUTL AeNCTBUE CCbINOHHBIX
CTaHfapToB B MHGOPMaLMOHHOI cucTemMe oBLLEro Nonb3oBaHWsa — Ha oduumarnsHoM caifte defepanbHoro areHTcTBa no
TEXHUYECKOMY PerynupoBaHunio U MeTPOrorin B CETU VIHTEPHET UMK NO eXerogHoMy MHgopMaLMoHHOMY ykasaTenio «Ha-
LMOHanbHble CTaH4apThbl», KOTOpLI OnyBrnKkoBaH Mo COCTOAHUIO Ha 1 AHBapS TEKYLLEro roAa, U No BbiNyCKam eXeMecsay-
HOro UHOPMAaLIMOHHOTO YkasaTens «HaluoHanbHble cTaHAapTLI» 3a TeKyLLUIA rod. ECrin 3aMeHeH CCbiNouYHbIi CTaHAapT,
Ha KOTOpblA AlaHa HeAaTUpoBaHHasA CCbifKa, TO PEKOMEHAYETCA UCNONb30BaTh [leACTBYIOLLYIO BEPCUIO 3TOrO cTaHAapTa
C YYETOM BCEX BHECEHHbIX B AaHHYH BEPCUIO M3MeHeHUIA. ECNn 3amMeHeH CChINOYHbIA cTaHAapT, Ha KOTopbIi flaHa AaTu-
poBaHHas cchifika, TO peKoMeHAYETCH UCMOoMb30BaTh BEPCUIO 3TOrO CTaHAapTa € YkasaHHbIM Bbille FOA0M YTBEPXAEHUSA
(NpuHATUA). ECcnn nocne yTBepxaeHUs HacTOALLEro cTaHgapTa B CCbINOYHbIA CTaHAaPT, Ha KOTOPLIA AaHa AaTMpoBaHHas

N3naHue ochuumnanbHoe
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CCblfKa, BHeCeHO U3MeHeHue, 3aTparnBatrolliee NofioXKeHne, Ha KOTOpoe AaHa CChifika, TO 3TO NonoXeHune pekoMeHAyeTCA
NMPUMEHATb Ges yyeTa JaHHOro UBMEHEHUA. Ecnu ccelnoyHbli CTaH4apT OTMEeHeH 6e3 3aMeHbl, TO NOMoXeHue, B KOTOPOM
AaHa CChlflka Ha Hero, pekoMeHayeTcAa NPUMEHATb B HacTu, He 3anarMBarou.|,e|7| 3TY CCbIJIKY.

3 TepMuHbI M onpeaeneHns

B HacToALLlEeM cTaHAapTe NPUMEHEHbI crieayoLme TEPMUHbI C COOTBETCTBYIOLLMMU ONPeaEeneHUAMU:

3.1 aBTOMaTu3upoBaHHas cuctema: Cucrema, CoCTOsILLaA M3 NnepcoHana n KoMnsnekca cpeacTs aBTo-
Maru3auuu ero AeaTenbHOCTU, peanusytowas MHAPOPMALIMOHHYIO TEXHOMOTUIO BbINOMHEHUSI YCTAHOBAEHHbIX
PYHKLMIA.

3.2 areHT HapywwuTens: JIuuo, nporpaMMHoe, NnporpaMMHO-annapaTtHoe unu annaparHoe CpefcTBo,
OENCTBYIOLLME B MHTEPECaX HapyLUMTENS.

3.3 akTuBbI (assets): Bce, YTO UMEET LIEHHOCTb A1 OPraHU3aLmunM 1 HaxXo0AUTCS B €€ PacnopsiKEHUN.

MpuMeyaHue —KakTuBam opraHu3aLnn MoryT OTHOCUTLCS:

- BblMUCTIUTESbHBIE, TENEKOMMYHUKaLMOHHBIE W MPOYUe pecypesl;

- NHHOPMALMOHHbIE aKTUBEI, B T.4. pasnuYHble BUubl UHHOPMALMK Ha CNedylowmuxX (asax UX KU3HEHHOTO LmMKna:
reHepauus (cosjaHue), o6paboTka, XpaHeHue, nepefjada, yHUUTOXeHMe,

- NPOAYKTHI U YCIyrit, NpefocTaBnsAeMble CTOPOHHUM OpraHu3aLuaM.

3.4 6nokupoBaHue gocrtyna (kK uHpopmauum): MNMpekpawieHme unu 3aTpyaHeHne A0CTyna 3aKOHHbIX
nonb3oBarenen K uHpopmauum.

3.5 BpepoHocHaa nporpamma: Nporpamma, npeaHasHa4YeHHas A1 0CyLWEeCTBNEeHUS HeCaHKLMOHNPO-
BaHHOro Aoctyna u (Mnu) BO3AeNCTBUA Ha MHOPMAaLUIO UMK pPecypcbl MHPOPMAaLMOHHON CUCTEMBI.

3.6 rmybuHa aHanusa CKpbITOro kaHana: CteneHb BapbUPOBaHUS NMPUMEHAEMbIX CPEACTB NO CRNOX-
HOCTU ANsi uAEHTUDUKALMM CKPLITOrO KaHana u ero xapakTepucTHUK.

3.7 poBepue (assurance): OCHOBaHWE AN YBEPEHHOCTM B TOM, UTO OOBLEKT COOTBETCTBYET LENAM
GesonacHocTu.

3.8 naeHTUPUKaUUA CKPLITOro KaHana: BoisiBIieHUEe BO3MOXHOCTH CyLLECTBOBAHMUSA CKPLITOro KaHana
W onpegeneHue ero Mecta B knaccudukayuu.

3.9 nndpopmauma orpaHUYeHHOro goctyna: Bua ceeaeHuin, AOCTYN K KOTOPbIM OrpaHU4YeH U pasrna-
LeHMe KOTOPLIX MOXET HAHECTH yepb nHTepecam apyrmx nuu, obwectsa u rocyaapcrea.

3.10 uHdopmaumnoHHasa 6esonacHocTb (information security): Bce acnekrbl, CBA3aHHble C onpeaene-
HUEM, OCTUXEHUEM U NOAAEPKAHMEM KOH(DUAEHLMANBHOCTHU, LIENOCTHOCTH, AOCTYMHOCTU, HEOTKA3yeMOCTH,
NMOAOTYETHOCTU, ayTEHTUYHOCTM U AOCTOBEPHOCTU MHCpOPMALMK UNKN CPeacTB ee 06paboTku.

3.11 undopmaumoHHaa cucrema: OpraHuM3auuoHHO ynopAAOYEeHHAsA COBOKYMHOCTb [AOKYMEHTOB
(Macc1MBOB AOKYMEHTOB) U MH(POPMALMOHHBIX TEXHOMOIUMW, B TOM YUCNE C UCMONb30BAHMEM CPEACTB BblUMC-
NUTENbHON TEXHUKW N CBA3U, peanuaylowmx uHpopmaymMoHHbIe NPOoLEeCChl.

MpuMeyaHue — MHpopMaLMOHHbIE CUCTEMBI NPeAHa3Ha4YeHbl ANA XpaHeHusi, obpaboTku, noucka, pacnpo-
CTpaHeHus, Nepeaaqn n npejocTaBneHns MHopMaLmu.

3.12 nHdpopmaumoHHaa TexHonorua: MpueMbl, cNOCOObl 1 METOALI NPUMEHEHUS CPEACTB BbIMUCTIU-
TENbHOW TEXHUKM NPU BLINOMHEHUMU hyHKLMI cBopa, XpaHeHus, 06paboTku, nepeaaydn u UCNomnb30BaHUS AAHHbIX.

3.13 nHOPMALMNOHHbLIN OOBLEKT: SMNeMeHT NporpaMmmbl, cogepXalwmi dparmMeHTsl MHdopMaLmu,
LUMPKYNMpPYIOLLE B NporpaMme.

MpuMeYaHune— B 3aBUCMMOCTM OT A3bIKa NPOrPaMMMPOBaHNUA B Ka4eCcTBE MHPOPMaLMOHHBIX OOGBEKTOB MOTyT
BbICTYNaTb NEPEMEHHbIE, MaccuBebl, 3anucy, Tabnuuel, ainsl, dparMeHTbl onepaTUBHOW NaMATU U T. M.

3.14 wHdopmaumnoHHbIi notok (information flow): Mpouecc B3aumMoaencTBus UCTOUYHUKA UHAOPMAa-
LUK 1 ee nonydarens.

MpuMeyaHne—MHDOpMaLNOHHBIN NOTOK MOXET BbITh paspeLleHHbIM U Hepa3pelleHHbIM. VHopMaLMOHHbIH
NoToK Mexzy obbekTamm X 1 Y CyLLECTBYET, €Cnu cpefHAs B3auMHas uHdpopmaumsa | (X,Y) 6onblie 0. MaTemaTuyeckas
Mogens MHPOPMALIMOHHOTO NOTOKa MOXET ONpefensaTLCA Kak KOHEYHbI aBToMaT, B KOTOPOM UCTOYHWUK COOBLLEHUS no-
ChinaeT BXOAHOE CIIOBO Ha BXOZ aBToMaTa, a nonyyatens coobLleHUs BUAUT BEIXOAHYIO NOCe0BaTelbHOCTL aBTomMaTa.

3.15 ucuepnbiBalOWMIA aHaNu3 CKPbITbIX KaHaroB (exhaustive covert channel analysis): AHanus,
npu KOTOpoM TpebyeTca npeacTaBneHne AONONHUTENBHOr0 CBUAETENLCTBA, NOKA3bIBAKOLLIETO, YTO MaH UAEH-
TUMKALMMW CKPbITbIX KAHANOB AOCTaTOUEH AN YTBEPXAEHMA TOro, YTo Oblnn MCnpoboBaHbl BCE BO3MOXHbIE
NyTU UCCNEAO0BAHMNA CKPbITbIX KAHAMOB.

2
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3.16 knou: KOHKpPETHOE CEeKPETHOEe COCTOSIHME HEeKOTOpbIX NapameTpoB anroputMa kpunrorpaduye-
ckoro npeobpasoBaHus AaHHbIX, o6ecneymBaioliee BbIGOP 04HOrO0 NpeobpasoBaHus U3 COBOKYMHOCTU BCe-
BO3MOXHbIX 417 AAaHHOIO anroputMa npeobpa3oBaHuii.

3.17 KOMMYHMKALUMOHHbLIN KaHan: COBOKYNHOCTb HOcUTENEN MHOPMaLMK, AOCTAaBNSAIOLMX COO0Le-
HWE OT UCTOYHUKA K NPUEMHMUKY.

3.18 KpUTUYECKU BaXHbIe 00beKTbl: OOLEKTbI, HApYLUEHMEe UIU NpekpaweHne (OYHKLMOHUPOBAHUS
KOTOPbIX NPUBOAUT K NOTEPE YNPABMNEHUS, Pa3pyLUEHNIO MHPACTPYKTYPbI, HEOOPaTUMOMY HEFaTUBHOMY U3-
MEHEHMIO UMW Pa3pPyLUEHUIO 9KOHOMUKK CTPaHbI, CyObekTa unu afiMMHUCTPAaTMBHO-TEPPUTOPUATILHOW €NHU-
Ubl UK K CYLIECTBEHHOMY YXyALLUEHWIO 6e30MacHOCTU XU3HEAEATENLHOCTU HACENEHUs!, NPOXKUBAIOLLETO Ha
ITUX TEPPUTOPUAX ANUTENBHLIA NEPUOS BPEMEHMU.

3.19 mexaHu3m nepepaum uHdopmauumn: PeanusosaHHbIi cnocob nepegayun uHopmauum ot oTnpa-
BUTENA K NOsny4Yarento.

3.20 moaudpukauma nudopmaumn: LieneHanpasneHHoe nsameHeHne (popMbl NPEACTaBIEHUS U CO-
AepxaHusa MHopmayun.

3.21 Hapywwurenb 6e3onacHocTn uidopmauum (adversary): Pusnueckoe nuuo (CydbLEKT), cnyyaiHo
WNM NpeaHaMepeHHO COBEPLLMBLLEE AENCTBUSA, CMEACTBUEM KOTOPLIX ABMSAETCH HapyweHue 6e30nacHoOCTU
uHdpopmauum npu ee 06paboTke TEXHUIECKMMU CPEACTBAMMU B UHCDOPMALIMOHHBIX CUCTEMAX.

3.22 HecaHKUMOHMPOBaHHbLIN AocTyn K uHdopmauum (unauthorized access to information): Qoctyn
K MHpopMaLMKU Unu geicTeusa ¢ MHopmaumen, HapyLualoLlme npasuna pasrpaHm4eHna 4octTyna ¢ MCnosb-
30BaHUEM LUTATHbLIX CPEACTB, NPEAOCTaBNAEMbIX CPEACTBAMU BbIYMCIIUTENBHON TEXHUKU MW aBTOMATU3NPO-
BaHHLIMU CUCTEMAMM.

MpuMeYaHune—[ocTyn k o6beKTy NOApasyMeBaeT U AOCTYN K COAepXaLUeics B HeM MHOPMaLK.

3.23 o6bekT (object): MacCUBHLIN KOMMOHEHT CUCTEMbI, XPAHSILLMIA, NPUHUMAIOLLMI UK NEpeaatoLmi
UHGOpMaLuio.

3.24 oueHka onacHocTH: OnpeaeneHue CTeneHn BO3MOXHOIO IeCTPYKTUBHOMO BO3AEICTBUS.

3.25 oUeHOYHbLIN ypoBeHb aoBepua (evaluation assurance level): MakeT KOMNOHEHTOB AOBEPUSA,
NPeACcTaBnALMIA HEKOTOPOE NOSIOXKEHUE Ha NPeAonpPeaeneHHON B HEM LuKane AoBEepUs.

MpumevaHne — T[lakeT KOMMOHEHTOB A0OBEpPUS ONPEAENsAeTca B COOTBETCTBMM C  TpeGoBaHWAMM
FOCT P MICO/M3K 15408-3.

3.26 naponb goctyna (password): MneHtudukarop cybbekta 40CTyna, KOTOpbIi SIBNSIETCS €ro (Cy6b-
€KTa) CEKPETOM.

3.27 nepcoHanbHbIe AaHHbIe: JTo6asa uHdopmaLus, OTHOCALLAACA K ONpeAEneHHOMY Unu onpeaens-
€MOMY Ha OCHOBaHWUM TaKoi MHdopMaumu usnyeckoMy nuuy (Cy6bekTy nepCoHanbHbIX AaHHbIX).

MpuMmeyaHue — B kayecTBe NepCcoHalbHBIX AaHHBIX MOTYT WCMONL30BaThC aMunusi, UMs, OTYECTBO, rof,
MecsiLl, faTa U MECTO poXaeHUs cyEbekTa NnepcoHanbHLIX AaHHbIX, a Takke ajpec, ceMeiiHoe, colmanbHOoe, UMYLLLeCTBEH-
HOe MonoXeHwue, oGpasoBaHue, Npodeccusi, AOXoAbl U Apyrasi MUH(bOpMaLUA.

3.28 nonutuka 6e3onacHocTu uHdopmauum (information security policy): COBOKYNHOCTbL AOKYMEH-
TUPOBAHHbLIX NPaBuUI, NPoUEeayp, NPaKTUYECKUX NMPUEMOB UNKU PYKOBOASALLIMX NPUHLMMOB B obnactu 6e3onac-
HOCTU MHOPMALUM, KOTOPbLIMU PYKOBOACTBYETCS OpraHu3auusi B CBOel 1eATeNbHOCTY.

3.29 npoaykT (product): COBOKYNHOCTb MPOrpaMmmMHbIX, NPOrPaMMHO-annaparHbIX UW/unu annaparHbiX
CpeacTs MH(OPMAaLMOHHBIX TEXHONOMMI, NPeaoCcTaBnALwan onpegeneHHble PyHKUUMOHaNbHbIE BO3MOXKHO-
CTW 1 NpeaHa3Ha4YeHHasa AN HENOCPEACTBEHHOIO UCMONIb30BAHNA UMK BKITIOYEHUS B PA3NIUYHbLIE CUCTEMBI.

3.30 nponyckHas cnocOBHOCTL CKPLITOro kaHama (covert channel capacity): Konuuectso nHgop-
MaLuu, KOTOpPOe MOXET ObITb NEpefaHo Mo CKPLITOMY KaHany B €4UHULYY BPEMEHU UITM OTHOCUTENbHO KaKOW-
nubo ApyroW LLKanbl M3aMepeHus.

3.31 cucrema (system): Cneyudcpuyeckoe BonnoLueHne MHPOPMAaLIMOHHBIX TEXHONOMMIA C KOHKPETHLIM
Ha3Ha4YeHNEM U YCITIOBUSIMM IKCIITyaTaumu.

3.32 cucremaTtuueckum aHanu3 CKpbITbix KaHamnoB (Systematic covert channel analysis): Ananus,
npu KOTOPOM pa3paboT4MK CUCTEMbI MHOPMALIMOHHBLIX TEXHONOMMI U aBTOMAaTU3UPOBAHHBLIX CUCTEM AOHKEH
naeHTU(PUUMPOBATL CKPLITbIE KaHaMbl CTPYKTYPUMPOBAHHLIM U NOBTOPsieMbiM 00pa3oM B NPOTUBONONOKHOCTb
naeHTUPMKaLMUM CKPbITLIX KAHANOB YaCTHLIM METOAOM, NPUMEHMMbIM A5 KOHKPETHOW CUTYaLuu.

MpumedaHue—MaeHTUDUKALMUA CKPLITEIX KAHANOB OCYLLECTBASIETCS, KaK NpaBuo, B COOTBETCTBUMW C NIaHOM
o6ecneveHunsa 6e3onacHOCTU.
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3.33 ckpbiTbIvi kanan (covert channel): HenpegycmoTpeHHbIi pa3paboTynkom cuctemMbl MHGOpMaLy-
OHHbIX TEXHOMOIUN U aBTOMATU3NPOBAHHLIX CUCTEM KOMMYHUKALIMOHHLIN KaHan, KOTOpbIi MOXET GbiTb Npu-
MEHEH ANA HapyLwweHUsa NoNUTUKN 6e30NacHOCTMH.

3.34 cpepa nepegaum: dusnveckan peanusauua npouecca nepegayun nHgopmauum.

3.35 cy6bekT (subject): AKTUBHbLIN KOMMOHEHT CUCTEMbI, OOLIMHO NPEACTABMEHHbIN B BUAE MONb30-
BaTens, Npouecca Unu ycTpomucTea, KOTopble MOFYT ABUTbLCA NPUYMHAMU NOTOKA MHpopMaummn oT obbekTa K
00BbEKTY MNU UBMEHEHUSA COCTOAHUA CUCTEMBI.

3.36 yrposa 6e3sonacHoctu (threat): CoBOKYNHOCTE yCnoBui U hakTopoB, CO34aIOLLMX NOTEHUManb-
HYI0 UM peanbHO CYLLECTBYIOLLYIO ONACHOCTb, CBA3AHHYIO C YTEYKOW MHAOPMALMKU U/MnU HECAHKLIMOHUPO-
BaHHbLIMU WWUNK HeNpeaHaMepPEeHHbIMU BO3AEHCTBUSAMMU Ha Hee.

3.37 ynonHOMOvYeHHbIN nonb3oBarenb (authorised user): Monb3oBarenb, KOTOPOMY B COOTBETCTBUU
C nonuTUKoi 6e30NacHOCTU pa3peLLeHO BbINOSHATL Kakylo-nubo onepauumio.

3.38 ywep6: OTpuuatenbHblie NOCNeACTBUA, BO3HMKAIOLLME BCNEeACTBUE NPUYUHEHUS BPEAA aKTUBAM.

3.39 yasBuMOCTL: CBOWCTBO CUCTEMBI, KOTOPOE MOXHO MCMNONL30BaTh ANA HapyLueHUs uHdopmauu-
OHHOVi 6€30MacHOCTU CUCTEMbI MHCPOPMALIMOHHBIX TEXHONOTUIA U ABTOMATU3UPOBAHHBIX CUCTEM.

4 O6wmre nonoxeHus

4.1 Hacrosiwuii ctaHgapT onpeaenser cneaylowmin nopsagok AeMCTBUW NO ONPEAEneHUui0 CTeneHu
onacHoctu CK ansi akTMBOB OpraHM3auumu, BbIiBEeHUIo u npotusoaencremnio CK:

- NpoBeAeHue KnaccuduKkaLum akTMBOB B 3aBUCUMOCTHU OT CTENEHU ONACHOCTKN aTak C MCMONb30BAHNEM
CK ¢ y4eToM BO3MOXHbIX yrpo3 6e30nacHOCTU aKTUBaM;

- onpegeneHue HeobGxoauMoii rnybuHel aHanusa CK B 3aBUCUMOCTU OT TUNA aKTUBOB,

- npoeeaeHue aHanusa CK, BkntovatoLee B cebA BbINOMNHEHNE Cneaylowmx 3aaay:

naeHtTndpukaums (ebissneHune) CK,
OLieHKa NpPOonyCKHOM cnocobHocTU CK 1 OLeHKa OnacHOCTU, KOTOPYIO HECET UX CKPbITOe (PYHKLIMO-
HUpOBaHue;

- MEPOMPUATUS NO 3aLuMTe OT Yrpo3, peanusyeMblx ¢ ucnonb3osaHueM CK, u skniovaiome B cebsi Bbl-
nonHeHne cneayroLmx 3ajay:

NMPUHATUE PELUeHUA O BHEAPEHWM 3aLUUTHbIX Mep Ans NPOTMBOAEWCTBUS YKA3aHHbIM Yrposam
©e30nacHoOCTH,
npotusogencrane peanusaumm CK BNNOTb 40 €r0 YHUUTOXEHUS.

4.2 Knaccudukauma sawmiiaemMbiX akTUBOB B 3aBUCMMOCTU OT CTEMEHU ONACHOCTM aTtak C MCMONb30Ba-
Huem CK npusegeHa B pasgene 7.

4.3 Tny6uHy aHanu3a CK onpeaensitoT LEHHOCTbIO akTUBOB, TO €CTb yLIepOoM, KOTOPbLIN MOXET ObITb
NPUYUHEH B pe3ynbTaTe peanusauum yrpo3 6€30nacHoCTH, peanuayembix ¢ ucnonb3osadmem CK, To ectb pu-
CKOB, BO3HUKAIOLLMX BCNEACTBME HanMuua atux yrpo3. Knaccudukaums Takmx yrpos npuseaeHa B pasgene 6.

4.4 Npentncbukauma CK onpegensieT cybbekTbl (MCTOMHUK M MOslydaTtens), Mexay KOTOPbIMU MOTEH-
unanbHoO MoxeT cyulecteoBaTb CK, napamerpbl, Npyu MaHWNynMpoBaHWM KOTOPbIMU MPOUCXOAUT nepeaaya
WHpOpMaLuK, NapaMeTpbl, 3a CHET BapuaLmmn KOTOPbIX NPOMCXOAUT YTeHne uHdopMauuu, cpeay nepegayuu
WHpoOpMaLMK, NOrMYEecKne yCrnoBus, NpKU KOTOPbIX BO3MOXHA nepeaada uudopmauun. Uaentudpukauua CK
MOXET MPOBOAUTLCA KaK Mpu paspaboTke CUCTEMbI NYTEM UCCNEAO0BAHMS NOTEHLMANBHbLIX KAHAMNOB YTEYKU
nnn KaHanoB B03/J.el7ICTBI/IFI, TakK U B peXXnume aKkcnnyatayum CUCTEMbI NyTEM Ha6n|o,quv|ﬂ NPU3HAKOB, UAEHTH-
duumpyowmx Hanudmne CK. B nocneagHem cnyyae CK BbISIBNAIOTCA C NOMOLLBIO HAONIOAEHUS 3a napaMmeTpamMm
cuctemsbl. B gokymeHTauum no 6e30nacHoCTU MHAPOPMaLIMK JOIDKHO ObITh OTpaXeHo, kakue knaccol CK moryt
ObITb BbISIBMEHbI C MOMOLLIbIO UCMONb3YEMON CUCTEMBI HAbMoAEHUSA.

4.5 OueHKy NponyckHOW CnocoBHOCTM nageHTuduumupoBaHHbix CK npoBoaaT opmanbHbIMU, TEXHUYE-
CKMMWU MEeToAaMu Unu MeTogamu MoAEenMpoBaHUA.

4.6 Tpu NpUHATUKM PELLEHUA O BHEAPEHUM 3aLUMTHLIX MEp Ans NPOTUBOAENCTBUSA yrposdam Gesonac-
HOCTU, peanuayemMbiM C Ucnosb3oBaHueM CK, He06x0AUMO yUMTbIBaTb BO3MOXHbIA PUCK HAHECeHUs yuiepba
aKTMBaM OpraHu3auum, KOTOPbIi CBSI3aH B TOM YUCNE C NPOMYCKHOM CNocoOHOCTLIO CK.

4.7 Tpotusogencreme onacHbiM CK MOXET OCYLLECTBATLCA C NOMOLLBIO CrIEAYIOLLUX CPeACTB U METOAOB:

- nocTpoeHue apxutektypol UT unu AC, nossonsiowiei nepekpbitb CK unu caenarb mx nponyckHyto
CNOCOBHOCTb HACTONbLKO HU3KOM, YTO KaHarbl CTAHOBATCA HEOMACHbIMU. 3TOT METOA NPUMEHSIETCA Ha 3Tane
npoektuposanna UT unu AC;

4
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- UCMONb30BaHWE TEXHUYECKMX CPEACTB, NO3BONSAIOLWMX NepekpbiBaTb CK UMK CHUXaTb UX NPONYCKHYIO
CNOCOOHOCTb HUXE 3a4aHHOT0 YPOBHS;

- UCMOMNb30BaHWE NPOrPaMMHO-TEXHUYECKUX CPEACTB, NO3BONAIOLIMX BbISBNATH paboTy onacHbix CK B
npouecce akcnnyarauum cucremol. BoisieneHne npusHakoB pabotel CK MOXeT no3sonuTtb OGrnokMpoBaTb UX
BO34EiCTBME HA MHAOPMALIMOHHBbIE PECYPCHI;

- NPUMEHEHUE OPraHU3aLUOHHO-TEXHUYECKMX MEP, NO3BONAIOLMX NUKBUAMPOoBaTb CK unm yMeHbLMTh
UX MPOMYCKHYIO CNOCOBHOCTL A0 6E30MacHOro 3Ha4YeHus.

5 Knaccudukaumsa ckpbITbiX KaHanoB

5.1 CK no mexaHuamy nepegaym MHopMauum nogpasaensiorTcs Ha:

- CK no namsTu;

- CK no BpemeHu;

- CKPbITbl€ CTAaTUCTUYECKME KaHarbl.

5.2 CK no namsiTM OCHOBaHbl HA HaNMM4YMN NaMATU, B KOTOPYIO NepeaatoLmin cybbLEKT 3anucbiBaeT UH-
dopmMauuio, a NPUHMMAIOLLUIA — CHUTLIBAET €e.

CKpbITOCTb KaHanoB rno namsATv ONPeaensieTcs TeM, YTO CTOPOHHMIA HAbmAaTenNb He 3HAeT TOro MecTa
B NaMATH, r4e 3anmcaHa ckpbiBaemas nHopmaums.

CK no mamsiTn npegnonaratot MCNonb30BaHWE PECYpPcoB NaMaTu, OA4HAKO €nocob MCnonb30BaHUA na-
MSTU HE YYUTBIBAETCS paszpaboTyMKamMu CUCTEMbI 3aLUMThl M MOITOMY HE MOXET BbISBNSATLCA UCMONb3YEMbIMM
cpeacTBaMu 3aLuThl.

5.3 CK no BpemeHu npeanonaraioT, YTO nepegaroLuii HopMauuto CyobLEKT MOAYNUPYET C MOMOLLBIO
nepegasaemo MHOOPMaLUKU HEKOTOPbIN M3MEHAIOLLMIACA BO BPEMEHU NPOLECC, a8 CyObekT, MPMHUMAIOLLMIA
MHGOPMaUUIO, B COCTOAIHMM AeMOAynuMpoBaTb NepeaaBaembli CUrHan, Habniogas Hecywmin uHopmaumio
npouecc BO BpeMeHU. Hanpumep, B MHOro3agadHoun onepaumoHHoln cuctreme (OC) LeHTparbHbIi NpoLeccop
SIBNAETCA pa3gensieMbiM MHPOPMAaLMOHHO-BLIYUCIIUTENBHBLIM PECYPCOM ANS NPUKNaHbIX nporpamMm. Moay-
nupysa Bpems 3aHATOCTU NpoLeccopa, NPUNoXeHUsa MOryT nepeaasarb APYr APYrY HeneranbHble AaHHbIe.

5.4 CKpbITbIM CTaTUCTUYECKUI KaHaN UCNONb3YET ANA nepeaayu MHopMaLumm u3sMeHeHUe napaMeTpoB
pacnpezeneHuii BepOSiITHOCTEN NoBbIX XapaKkTepuCcTMK CUCTEMbI, KOTOPbIE MOTYT paccMaTpUBaTbCs Kak Cry-
YaiiHble 1 ONUCLIBAaTLCA BEPOATHOCTHO-CTATUCTUUYECKMMKU MOAENAMM.

CKpBITOCTb TaKMX KaHanoB OCHOBAHA Ha TOM, YTO nony4arenb WHGOPMaLMK UMEET MEHBLLLYIO Heonpe-
JEeneHHOCTL B ONpeaeneHMn napameTpos pacnpeaeneHuii Habnoaaemblx XxapakTePUCTUK CUCTEMBI, YEM Ha-
oniogarens, He UMEIOLNIA 3HaHUIA O CTpyKType CK.

Hanpumep, nosienexue peanbHOW, HO ManoBEpPOATHON KOMOMHALUUM B NPUCNAHHOM NaKeTe B 3a4aHHbIN
NMPOMEXYTOK BPEMEHU MOXET 03Ha4aTh CUrHAM K COO0I0 B KOMNLIOTEPHOW CUCTEME.

5.5 CK no namsATtk, B CBOIO 04Yepeab, NO3APaBnAaioT Ha:

- CK, OCHOBaHHbIE Ha COKPbLITUU UH(POPMALIMM B CTPYKTYPUPOBAHHBIX AaHHbIX;

- CK, OCHOBaHHbI€ Ha COKPLITUU MHPOPMALUK B HECTPYKTYPUPOBAHHBIX AAHHbIX.

5.6 CK, ocHOBaHHble Ha COKPbITUWN MHOPMALIMU B CTPYKTYPUPOBAHHBIX AAHHbIX, UCNONL3YIOT BCTpau-
BaHUE AaHHbIX B UHPOPMALIMOHHbIE 06bEKTbI C (hOPMasibHO ONMCAHHOW CTPYKTYPOR U hopmanbHbIMKU npa-
Bunamm obpabotku. Hanpumep, BHyTpeHHUn chopmat ainos, UCNOML3YEMbIX COBPEMEHHLIMU TEKCTOBLIMU
npoueccaMmu, COAepXMUT psa Nonen, He oTobpa)kaeMbIX NMpU peaakTUupoBaHun danna, Nno3TOMy OHM MOryT
ObITb MCNONb30BaHbI AJs1 BCTABKU CKPLITON MH(bopMaLuu.

5.7 CK, ocHOBaHHbI€ Ha COKPbITUM UH(POPMALMKM B HECTPYKTYPUPOBAHHBLIX AAHHLIX, CNONL3YIOT BCTpa-
MBaHUE [AaHHbIX B MH(OPMAaLUOHHbIE 06bekTbl 6e3 yyeta chopManbHO ONUCAHHOW CTPYKTYpbI (Hampumep
3anuUcb CKPbITOI UH(OPMALMKM B HAUMEHEE 3HAUYUMble BUTbI U306paXkeHns, He NPMBOAALLIAS K BUAUMBIM UC-
KaXKeHUsIM n306pakeHus1).

5.8 CK no nponyckHo# cnocoGHOCTH NoAPas3aensioT Ha:

- KaHan C HU3KON NPOMYCKHON CNOCOGHOCTLIO;

- KaHan C BbICOKOIM NPONYCKHOW CNOCOBHOCTbLIO.

5.9 CK sBnsiercst KaHanoMm ¢ HU3KOW NPOMYCKHOWM CMOCOBHOCTLIO, €CNK €r0 NPOMYCKHON CNOCOOHOCTH
[OCTaTovHO Ansi nepeaaym LeHHbIX MH(POPMALMOHHBIX 0OBbEKTOB MUHUMANbLHOTO o6bema (Hanpumep, Kpun-
Torpacouueckme Kovu, naponu) unu KOMaHa 3a NPOMEXYTOK BPEMEHW, HA NPOTSXKEHMU KOTOPOro AaHHasA
nepeaava fABnsieTcs akryanbHON.

5.10 CK siBnsieTcsl KaHanom ¢ BbICOKOM NPONYCKHOW CMOCOBGHOCTLIO, €CAN €ro NPONyCckHasA CNOCOOHOCTL
no3BoNsET nepegasarb UHPOPMALMOHHBIE 0OLEKTLI CpeaHero u 60MbLWOoro pasmepa (HanpuMep, TEKCTOBbIE
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daiinsl, n3obpaxkeHns, 6asbl AaHHLIX) 38 MPOMEXYTOK BPEMEHH, HA NPOTSHKEHUN KOTOPOTO AaHHbIE UHGOPMa-
LIMOHHbIE OGBEKTLI ABNAIOTCA LIEHHLIMY.

[ina pelueHna CNoXHbIX 3aa4 MOXET UCMONb30BaTLCA kKOMBUHaunA CK, onuparoLwmxcs Ha pasnuyHble
MexaHWU3Mbl Nepeaaqn.

6 Knaccudmkauma yrpo3s 6e3onacHOCTH, peanusyeMbiX ¢ UICNOSMb30BaHUEM
CKPbITbIX KaHanoB

6.1 Yrpo3bl 6e30nacHOCTH, KOTOpPbIE MOTYT ObITb peanu3oBaHbl ¢ nomoLlbio CK, BknoyaloT B cebs:

- BHeApeHue BPEAOHOCHbIX NPOrpaMM U AaHHbIX;

- noAavy 3NOyMbILUNEHHMKOM KOMaHZ areHTy Ans BbiNONMHEHUS;

- yTeuKy Kpuntorpapuyeckux KnioHen unu naponen;

- YyTeYKy OTAENbHbIX MHPOPMALMOHHBLIX OOBHEKTOB.

6.2 Peanu3auua AaHHbIX Yrpo3 MOXET NPUBECTHU K:

- HapyLLeHUI0 KOHPUAEHUMaNbHOCTU MH(OPMALIMOHHBLIX aKTUBOB;

- HapyLeHuio pabotocnocobHocTn UT n AC;

- BNOKMPOBaHUIO 4OCTYNA K pecypcam;

- HapyLUEHUIO LeNOCTHOCTU AaHHbIX U NO.

6.3 Cucremamu, Hanbonee noaBepXKEHHbLIM arakam ¢ ucnonb3oBaHnem CK, siensiorcs:

- MHOTOMONb30BaTENLCKUE pacnpeaesieHHbIE CUCTEMBI,

- CUCTEMBI C BbIXOAOM B rnobanbHble CEeTH;

- CUCTEMbI, UCNONb3yloLLMe KpunTorpacduyeckme cpeacTsa 3aLLmThI;

- CUCTEMbI, UCMONb3YIOLLIME MHOTOYPOBHEBYIO (MaHAATHYIO) NONUTUKY pasrpaHMYeHust 4ocTyna,

- CUCTEMbI, MPOrPaMMHO-aNnNapaTHble areHTbl B KOTOPLIX HE MOTYT ObITb OOHapyXxeHb! (B CBA3U C UC-
nonbL30BaHUEM NPOrpamMMHOrO U annapaTtHoro obecneveHnss ¢ HeQOCTYNHLIM UCXOAHBLIM KOAOM U B CBA3M C
OTCYTCTBMEM KOHCTPYKTOPCKON AOKYMEHTaLUK).

6.4 B3aMMoCBSA3b Yrpo3, peanuayemMbix ¢ nomowypto CK, ¢ Tunamu CK B 3aBUCMMOCTH OT UX NPONYCKHOW
cnocobHOCTM NpuBeaeHa B Tabnuue 1.

Tabnnya 1 — B3anMocBA3b Yrpos, peanuayeMbiX ¢ MOMOLLbIO CKPBITEIX KaHanoB, ¢ TUNAMU CKPbITBIX KaHanoB B 3a-
BMCMMOCTM OT WX MPOMYCKHOW crnocoBHocTu

TUM CKPLITLIX KaHaNoB
erosa CKpbITble kaHanbl ¢ HW3KOW CKpblTbIe KaHarbl C BbICOKOW
NPOnyCKHOW CNocoGHOCTBIO NPONycKHOM CNocoBHOCTLIO
BHeapeHWe BpeaoOHOCHBIX NPOrpamMM 1 AaHHbIX + +
Mopada 3NoyMbILLNEHHUKOM KOMaHg, areHTy AnS BbINONHEHUs + +
YTedka kpuntorpadu4eckux Krnrovei unv naponei + +
YTeuka oTAenbHbIX UHPOPMALIMOHHBLIX 06BEKTOB - +
MpumeYvaHue — 3HAK «+» — 03HA4aET, YTO UMEETCH CBS3b YrPO3bl C COOTBETCTBYIOLMM TUMOM CKPbITOrO
KaHana; 3HaK «—» — 03Ha4aeT, YTO CBA3N He CyLeCTBYeT.

7 Knaccudmkaumsa akTUBOB NO CTEMEHU ONAaCcHOCTU aTak ¢ UCMOMb30BaHNEM
CKPbITbIX KaHanoB

7.1 B 3aBUCMMOCTM OT CTEMEHU ONACHOCTU artak ¢ ucnonb3oaHmem CK 3awumuiaemele akTuBbl OpraHu-
3auuu NoApPAasAensoT Ha crneayoLme Knacchl:

1-i Knacc — akTuBbI, coaepxaiune nHdopMaumio, CTeneHb NOABEMKEHHOCTM KOTOPOI arakam, peanu-
3yembIM C ucnonb3osannem CK, onpeaensier CO6CTBEHHUK.

2-11 Knacc — akTuBbl, coaepallue nHpopmMaumio orpaHM4eHHOro 40CTyna unu NepcoHarnbHble AaHHbIe
1 obpabarbiBaeMble B CUCTEMAX, UMEIOLLIMX TEXHUYECKNE UHTEPMENChI C OTKPLITHIMU CETAMU UMW KOMMbIOTEP-
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HbIMK cuCTEMamMK OBLLErO AOCTYNA, a Takke KOMMNLIOTEPHBIMU CUCTEMaMU, HE MPEANONaraloLLMMn 3aLmMTy oT
YTEUYKN N0 TEXHUYECKUM KaHanam.

3-i Knacc — akTuBbl, coaepXalume CBeleHnsl, COCTaBNSIOLLME rOCyAapCTBEHHYIO TanHy.

7.2 Kpome 3T0ro, CyLeCcTByeT 0COObIi KNAacc akTMBOB, KOTOPbIE YSA3BUMbI C TOUKW 3PEHUS YIPO3, peanu-
3yEMbIX C UCMoNb3oBaHnem CK ¢ HU3KOWM NPOnycKHO cnocoBHOCTLI0. K 3TOW rpynne OTHOCATCA:

Knacc A — akTuBbl, CBA3aHHbIE C (PYHKLUMOHMPOBAHMEM KPUTUYECKU BakHbIX 0O6bEKTOB. Hanpumep,
nepegada KoMaHabl, CNOCOOHON MHMUMANU3NPOBaTb AECTPYKTUBHOE BO3AENCTBME HA OBBLEKT Takoro Tuna,
MOXeT ObITb ocyLecTBneHa no CK ¢ HU3KOM NPONYCKHOM CNOCOBHOCTbIO.

Knacc b — akTuBbl, cogepkalume KnoveBy/naponsHyo MHpopmauuo, B TOM YUCHE KIKOYKU KpUnTorpa-
PUYEeCKMX CUCTEM 3aLUUThl MHpOPMaLMK U NAPONM AOCTYNAa K UHLIM akTusam. Hanpumep, yTeyka KnoueBoii/
naponbHon uHdopmayumn no CK MOXeT NoCTaBuUTb NO4 Yrpo3y (PYHKUMOHMPOBaHWE BCEW MHDOPMAaLIMOHHOM
CUCTEMBI.
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Bubnuorpadus
[1] PykoBoaALMiA fOKYMEHT. BesonacHocTb WHGOPMALMOHHBIX TEXHONOriA. PykoBoAcTBO NO (hOPMUPOBaHWUIO
locTexkommuccunsa Poceum cemeicTB npodunen sawuTsl
YIOK 351.864.1:004:006.354 OKC 35.040 TOO

KniodeBble ¢NoBa: CKpbITble KaHanbl, aHanu3 CKpbITbIX KaHaNoB., Knaccudukauma CKpbITbIX KaHanoB, ataku
C UCMONb30BaAHUEM CKPbITbIX KAHaANoB, yrposbl GesonacHocTu, peanu3dyembie C uCnonb3oBaHUEM CKpbITbIX
KaHanos, knaccudukauus akTUBOB NO CTEMEHN ONaCHOCTU aTak C MCNOMNb30BAHWEM CKPbITbIX KAHANoB

Pepaktop H.B. TanaHosa
TexHudeckuih pegaktop Y.E. Hepenkosa
Koppektop PA. MeHmosoli
KomneloTepHas BepcTka J1.A. Kpyeosoli

CpaHo B Habop 10.10.2018.  MoanucaHo B nevatb 23.10.2018.  dopmar 60><841/8. lapHutypa Apvan.
Yen. new. n. 1,40.  Yu.-u3a. n. 1,26.
MoAroToBNeHO Ha OCHOBE ANEKTPOHHOW BepcUM, NPeAOCTaBNEHHOW paspaboTuMkoM cTaHJaprTa

CosgaHo B eJMHUYHOM ucnonHeHun ®ryn « CTAHOAPTUHOOPM» ana koMnnekToBaHWA defeparnkbHoro MHGOpPMaLMOHHOTo
¢oHaa ctaHaapTo., 117418 Mocksa, Haxumosckuii np-T, 4. 31, k. 2.
www.gostinfo.ru  info@gostinfo.ru
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