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BBeneHue

B HacTosiiem ctaHaapte yCTaHOBMNEHbl PEKOMEHAaLuMu no opraHusauumn 3awwmTbl nHcopmauuu (W),
MH(OPMALMOHHbIX TEXHOMNOMMIA U aBTOMaTU3UPOBAHHBLIX CUCTEM OT arak € UCMONb30BAHMEM CKPbIThIX KaHa-
nos (CK).

CK ucnonb3ylotcs ana cucteMaTuydeckoro B3aMMoaencTBUA BPEAOHOCHLIX NporpaMm (KOMMbHOTEPHbIX
BMPYCOB) C HapyLumTenem 6e30nacHOCTM MNpU OpraHuM3auun ataku Ha aBToMaTu3nMpoBaHHyto cuctemy (AC),
KOTOpas He OOHApYXXMBAETCA CPEACTBAMW KOHTPOMNSA U 3aLUUTLI.

OnacHocTb CK ocHOBaHa Ha npeanonoXeHUU NOCTOSAHHOIO AOCTyNa HapyLuuTens 6e30nacHOCTM K UH-
hOpMaLMOHHbIM pecypcam opraHu3auuu u BO3AEHCTBUMK Yepes 9TU KaHarnbl Ha UHPOPMALMOHHYIO CUCTEMY
AN HAHeCeHNa MakCMmansHoro yuepba opraHusauuu.

Hactoawwit crangapt paspa6otraH ¢ ydyetom TpebosaHui [OCT P WUCO/M3OK 15408-3 u
MOCT P NCO/M3K 27002, B KOTOPbIX NPeaycMaTpUBaETCA OCYLLECTBNIEHME MEPONMPUATUIA NO NPOTUBOAEN-
CTBMIO yrpo3am 6e30nacHOCTW opraHu3auuu, peanudyemeiM ¢ ncnons3osaHuem CK. B gaHHbIX cTaHgaprax
MeponpuaTUs No npoTusogeiicTeuto yrposam UMb ¢ ucnonesosannem CK npeacraeneHbl B 00LeM Buae, a ux
JeTanusauusa npeacrasneHa B HacTOsILLEM cTaHaapTe.

Kpome 3T0ro, CyLlecTByeT pag TEXHONOrMI No obecneyeHmnio MHpoOpMaLMOHHON 6e30NacHOCTN U HOp-
MaTUBHbIX 4oKyMeHTOB (HO) POUB (¢CT3K Poccum, B KOTOPbIX paccMaTpuBaloTCA OTAENbHbIE aCNEKThI 9TOW
npobnembl).

Tak MOCT P 51188 ycraHaBnusaeT obLuue npaBuna opraHusauyuu 1 NpoBeAeHUs UCTbITAHWIA Nporpam-
MHbIX CPEACTB M UX KOMMOHEHTOB C LIENMbI OGHAPY>XEHWUSA U YCTPAHEHUS B HUX KOMMbIOTEPHbIX BUPYCOB.
B aaHHOM cTanpapTe Takke pernamMeHTUpoBaH NOpPsAOK MPOBEPKU KOMMbIOTEPA HA HanM4nMe KOMMbIOTEPHbLIX
BUPYCOB W WX YCTpaHeHue. Takas NnpoBepKka MOXET BbIABUTL areHTa HapywuTtens 6e30nacHoCTH, UCNOSb3ye-
MOrO UM AN OpraHW3auumn CKPbLITOr0 KaHana, HoO TONbKO B TOM Criydae, ecrnu areHT He iBNSAEeTCA HeoTbemne-
MOW 4acTbio ONepauuoHHONW CUCTEMBI UMK annapaTtHoW NNaTtdopMbl MPOBEPAEMOro kKoMnbioTepa. MockonsKy
aHTMBUPYCHBIE NPOBEPKN HE CNOCOOHLI BbISBUTE BCEX NOTEHLMASBHbIX areHTOB, BO3HUKAET HeoOXoaUMOCTb
B npotuBogeincTeum CK, KOTOpbIE Takne «HEBUAUMbBIE» areHTbl MOTyT UCMOMb30BaTh ANA B3aMMOAENCTBUA C
HapyLwmTenem 6e30nacHOCTH.

HTO ®CT3K Poccuu [1] ycraHoBneHa knaccudukaumsa nporpaMMHoOro obecneyeHust (kak oTeyeCTBeH-
HOro, Tak u 3apybexxHOro Npon3BoACTBa) ANsl cpeacTB 3U, B TOM Yucne BCTPOEHHbIX B OOLLECUCTEMHOE U
npuknagHoe nporpammMHoe obecnevenune (MO), N0 YPOBHIO KOHTPONSI OTCYTCTBUSI B HEM HEAEKNapUPOBAHHbIX
BO3MOXHOCTEN. B npouecce Takon NpoBEpPKU HEAEKNapupOBaHHbLIE BO3MOXHOCTH, MPU3HAHHbLIE HEONMACHBIMMU,
MOryT oka3aTbcs 6onee onacHbiMM B npouecce akcnnyarauuu NO B pesynsrare B3aumoaeicTeus yepes CK ¢
BHELUHUM HapyLuuTenem 6e3onacHoCTH.

B HT[ ©®CT3K Poccuu [2] yctaHoBneHa knaccuukauusa MeXCceTeBbIX 9KPaHOB N0 YPOBHIO 3aLLUMLLEH-
HOCTM OT HECAHKLMOHUPOBAHHOIO AOCTYNa K uHdopmauum nytem BbIOOpa COOTBETCTBYIOLLMX MOKa3arenen
3alMueHHOCTU. [laHHble nokasarenu coaepxar TpeboBaHus, npeabsBnsieMmbie K cpeacrsam 3U, peanu-
30BaHHbIM B BUAE MEXCETEBbIX 3KpaHOB, obecneunsaiolme 6esonacHoe B3aumoaencTene cerein IBM AC
NnoCpPEeACTBOM YNpaBneHUs1 MEXCETEBbIMU MOTOKamu MHopmaummu. MexceTeBoi dKkpaH peanuyer (pyHkK-
UM OrpaHUYEHMs CEeTEBOr0 B3aMMOAENCTBUA, a TaKkke TpebOBaHUSI NPUHATON NOMUTUKU UHCPOPMALIMOHHOWN
6GesonacHocTu opraHusauun. Baaumogericteue ¢ ucnonb3zoBaHueM CK oCyLuecTBnsSIeTCs B paMkax orpaHu-
YeHU!, BBOAUMbBIX MEXCETEBLIM 3KPAHOM, NO3TOMY CK MOryT (pyHKLMOHMPOBAaTL Aa)e NPU UCMOSNb30BaHMM
nNpaBuibHO HACTPOEHHOIO MEXCETEBOrO 9KpaHa, UMEIOLLIEro A0CTaTO4HbIM YPOBEHD 3aLLMLLIEHHOCTHU.

Hacroawmi crangapT Takke yCTaHaBnMBAET TUNOBOM NOPSAOK opraHu3aumu npotusogencreus CK, ko-
TOPbIN MOXET YTOYHATLCA C YY4ETOM YCIOBUI U 0COBEHHOCTEN NPUMEHEHUSI UH(POPMALMOHHBLIX TEXHONOIMIA B
AC. Kpome TOro, MoryT paspabarbiBaTbCsi U IPUMEHATLCA AONONMHUTENBHBLIE MEPbl 3aLLUThI.

Opranusauyus sawutsl UT u AC ot arak ¢ ucnonb3zosaHuem CK Bkniouaer B cebs npoueaypbl UX BbisiBIe-
HUS U nogaeneHusi. Habop npumMeHsieMbiX METOA0B BbisiBNeHUs uw/unu nogaenexdus CK gomkeH onpegenatbes
ucxoas U3 moaenu yrpo3 6€3onacHOCTM OpraHu3aLuu.

MeponpusiTus no 3awumre Ot arak ¢ ucnonb3oBaHnem CK A0mkHbI ObITb MHTETPUPOBAHLI B CUCTEMY UH-
dopmMaLnoHHOI 6e30MacHOCTH OpraHn3aLumn.

Hacroawmi crangapr npumeHsietca copmectHo ¢ FOCT P 53113.1.
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HAUMWOHANBbHBIMN CTAHOAPT POCCMUCKONW PEQAEPALUMN

MHpopmaumoHHaa TexHonorus

SALUNTA NHOOPMALIMOHHLIX TEXHONOIMMN N ABTOMATU3UPOBAHHbLIX CUCTEM
OT YIPO3 NH®OPMALIMOHHOWM BE3SOMNACHOCTU, PEANIUSYEMbIX C MICNOJIb3OBAHVEM
CKPbITbIX KAHAJIOB

YacTtb 2
PekxoMeHAauuu No opraHusauuu 3awuTbl tHdopMaLumMm, UHPOPMALIMOHHBIX TEXHONOIMN
M aBTOMaTU3UPOBAHHbIX CUCTEM OT aTaK C UCNOSNIb30OBAaHUEM CKPbITbIX KAHANoB

Information technologies. Protection of information technology and automated systems against security threats posed
by use of covert channels. Part 2. Recommendations on protecting information, information technologies and automated
systems against covert channel attacks

Dara BBegeHusa — 2009—12—01

1 O6nacTtb NpUMeHeHus

HacTosiwumii ctaHaapT npegHasHadeH Ang 3akasqymkos, paspaboTyMKOB U Monb3oBaTenen uHgopmaum-
OHHbIX TEXHONOIUI B Nnpouecce hopMupoBaHusa TpeboBaHUiA No 3amTe UHOpMaLuK Ha cTagusax paspabor-
K1, NPUOBPETEHUS U NPUMEHEHMSI NPOAYKTOB, UHPOPMALIMOHHBLIX TEXHOMOTUIA U aBTOMATU3UPOBAHHBIX CUCTEM
B COOTBETCTBMU C TpeOOBaHUAMU HOPMAaTUBHbIX NPaBOBbIX AO0KYMeHTOB POUB (®CTIK Poccuw) [1], [2] unu
TpeboBaHMAMM, yCTaHaBNMBaEMbIMM OOnagarenem nHopMauum.

Hacrosawuii ctangapt npefHasHa4YeH Ans OpraHoB cepTudukaumu, a TaKke ucnbiTatenbHbix naboparo-
puil NPy NPOBEAEHMU NOATBEPXKAEHUS COOTBETCTBUS UHCPOPMALIMOHHBIX TEXHONOTUI N aBTOMATU3UPOBAHHBIX
cuctem TpeboBaHuAM k obecnedeHuto 6e3onacHoCcTU UHdOpMaLUK, LMPKYNUPYIOLWEN B 3TUX CUCTEMaX, aHa-
NUTUYECKMUX NoApasaeneHuit u cnyxo 6e3onacHoCTy.

2 HopMaTUBHbIE CCbISTKU

B HacTofwem craHaapre Mcnofib30BaHbl HOPMATUBHLIE CCbISIKM Ha Cneayowme CraHaapTbi:

FOCT P UCO/MOIK 7498-1—99 WMH(pOpMaLUMOHHAA TEXHONOIUA. B3auMocBA3b OTKPbITLIX cucTteM. ba-
30Bas 3TanoHHasa moaensb. Yacts 1. basosasa moaenb

FOCT P UCO/M3K 15408-3 UHhbopmaunoHHasa TexHonormsa. Metoabl u cpeacrBa obecneveHus
6esonacHocTu. Kputepun oueHkn 6e30nacHOCTU UHAOPMALIMOHHBIX TEXHONorui. Yacte 3. KOMNOHEHTLI A0-
BepuA k 6ezonacHoOCTU

FOCT P UCO/M3K 27002 NHdpopmaumoHHaa TexHonorusa. Metoabl M cpeacrBa obecneyeHusa
6e3onacHocTn. CBOA HOPM M NpaBU MEHeAKMEHTa

FOCT P 51188 3awuta undopmauun. McnbitaHuss NpOrpaMMHbIX CPEACTB HA HaANMUMe KOMIMbIOTep-
HbIX BUPYCOB. TUNOBOE PYKOBOACTBO

FOCT P 51901.1 MeHeaXMeHT pucka. AHanu3 pucka TEXHONOMMYECKUX CUCTEM

FMOCT P 53113.1—2008 WUHdopmauuoHHasa texHonorus. 3awmra MHAOPMALMOHHBIX TEXHOMOTUN U
aBTOMATU3UPOBAHHBLIX CUCTEM OT Yrpo3 UHAPOPMALMOHHON B6e30NacCHOCTH, peanu3yembixX ¢ UCMONb3OBAHUEM
CKpbITbIX KaHanoB. Yactb 1. O6wme nonoxeHus

MpumeyaHune—IrIpu nonbL3oBaHUU HACTOALMM CTaHAAPTOM LieriecoobpasHo NPoBEPUTL AeHCTBUE CCINOHHBIX
CTaHAapTOB B MH(POPMaLMOHHOW cucTeMe obLLero Nonb3oBaHWst — Ha oduLnansHoM caiite DefiepanbHOro areHTcTBa no
TEXHNYECKOMY perynnupoBaHnio U METPONOruN B CETU MIHTEPHET UMK No eXerogHoMy UHopMaLMOHHOMY yKasaTento «Ha-
LMOoHanbHbIe CTaHAAPTLI», KOTOPLIN ONYGNUKOBaH NO COCTOSIHUIO Ha 1 sTHBaps1 TEKYLLEro rofa, U No BbINycKaM eXeMecsay-

Uspnanue ocpuumnanbHoe
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HOro MHPOPMaLMOHHOrO ykaldaTens «HaluoHanbHble CTaHAapThI» 3a TEKYLLWA rod. ECnn 3aMeHeH cebinoyHblii cTaHaapT,
Ha KOTOpbI/i AaHa HefaTupoBaHHas CCbiNKa, TO PEKOMEHAYETCS UCTONb30BaTh AeNCTBYIOLLYIO BEPCUIO STOTO CTaHAapTa
C YHYETOM BCEX BHECEHHLIX B JJaHHYI0 BEPCUIO U3MeHEHMIA. ECnu 3aMeHeH CChINOYHbIA CTaHAapT, Ha KOTOpLIN AaHa faTu-
pOBaHHas Cchiflka, TO PEeKOMEeHAYETCA UCMNOMb30BaTh BEPCUID 3TOM0 CTaHAapTa ¢ yKadaHHbIM BhiLLe roAoM yTBEPXKAEHNS
(NpuHATKS). Ecnu nocre yTBepXKAEHUS HAaCTOSALLEro cTaHAapTa B CChINOYHbIA CTaHAapT, Ha KOTOpLIi JaHa AaTupoBaHHas
CCbINKa, BHECEHO U3MEHeHWe, 3aTpar1BaroLLee MonoXeHue, Ha KOTopoe AaHa CChifka, TO 3TO MOJIoXKeHWe pekoMeHayeTcs
NPUMeHsTb 6e3 y4eTa JaHHOro U3MEHEHMUSA. ECnu cChiNouYHbI CTaHAapT oTMeHeH 6e3 3aMeHbl, TO MOMNOXeHUe, B KOTOPOM
JaHa ccblflka Ha Hero, PeKOMeHAYETCA NPUMEHATB B YacTy, He 3aTparuBatoLeil aTy ceblfky.

3 TepmuHbI N onpeaeneHus

B HacToawem craHgapre npumeHeHbl TepMuHbl no NOCT P 53113.1.

4 O603Ha4YeHus U coKpalleHus

B HacTosiLleM cTaHaapTe UCNosb30BaHbl cneaytolme 0603Ha4YEeHNUA U COKPALLEHUA:
ABC — aeTOMaTu3upoBaHHas GaHKOBCKas CUCTEMA;

BOC — B3anmMoCBS3b OTKPbITbIX CUCTEM;

B — nHopmaumnoHHas 6e30MacHOCTb;

UT — mHdopmMaLmMoHHas TEXHONOIUS;

HCL — HecaHKUMOHMPOBAaHHLIN AOCTYH,

CYBJ — cucrtema ynpasneHusa 6azamm AaHHbIX;

HTTP — (hypertext transfer protocol) npoTokon nepeaayun runeprekcra;

IP — (Internet protocol) npoTtokon uHTEpHeTa;

VPN — (virtual private network) — BupTyanbHas 4acTHas ceTb.

5 MexaHu3Mm (pyHKLMOHMUPOBAHUA CKPLITOro KaHana

5.1 CK ucnonb3ylorcs Ana cucreMaTuyeckoro B3aumMoaencTeua BpeAoOHOCHbIX NporpaMm (KOMNbIOTEp-
HbIX BUPYCOB) C HapywmTenem 6e30nacHOCTM Npu opraHusauum atakm Ha AC, KoTopasa He ODHapy>uBaeTca
cpeACTBaMU KOHTPONA U 3aLUUThI.

OnacHocTtb CK ocHOBaHa Ha npeanonoXeHuu NOCTOSIHHOTO AOCTyna HapyLuutensi 6e30nacHOCTU K UH-
opmaLIMOHHbLIM pecypcamM OopraHuM3auun U BO3AEeNCTBUU Yepes 3TU KaHanbl HA UHAOPMALMOHHYIO CUCTEMY
NS HAHECEHUs1 MAKCUMAanbHOIO yulepba opraHusauuu.

5.2 O6buwas cxema mexaHmama pyHkumoHupoBaHus CK B AC npeacraBneHa Ha pUCyHke 1.

1 — HapywmTenb 6e30MacHOCTU (3MOYMBbILLINIEHHUK), Lienbio KoToporo asnaetca HCA K uHdopmauum orpaHuiYeHHoro goctyna nubo He-

CaHKLuoHMpoBaHHoe BrusHWe Ha AC; 2 — uHGopMaLMA OrpaHUYEHHOro JoCTyna NGO KpUTUYECKN BaxHaA yHKUMA, 3 — cyObexkT,

WUMEIOLLMIA CaHKLIMOHWPOBaHHbIA A0CTYN K 2 U 5; 3' — areHT Hapywutens 6e30nacHOCTU, HaXOAAWMUICA B 3aMKHYTOM KOHType ¢ 2 U

B3aUMOAENCTBYIOLUN C 2 OT UMeHU cybbekTa 3; 4 — MHCNEKTOp (NporpamMMHoe, NporpamMMHo-annapaTHoe, annapaTHoe CPEACTBO Unu

nuuo), KOHTponupytoLuii(ee) MHGopMaLMoHHOe B3auMoaencTene 3, nepecekaiolee 3aMKHYTbI KOHTYp, OTAENSAoWMii 06beKkT UHGOp-

MaTMsaLmM OT BHELLHeW cpefibl; 5 — CyObeKT, HaxoAALWMUNCA BHE 3aMKHYTOTO KOHTYpa, € KOTOPbIM 3 OCYLIEeCTBNAET CaHKLMOHUPOBaHHOe
MHGOPMaLUOHHOE B3auMOoAENCTBUE

PucyHok 1 — ObLyasa cxema MexaHusma dyHkumonuposaHus CK 8 AC

5.3 Bsaumopeiictue mexay cybbektamu 3 u 5 ABNAETCS CaHKUMOHUPOBAHHLIM U HEOBXOAUMBIM ANA
npaeunbHOK pabotbl AC. 3agaya areHta 3' 3aknio4aeTca B TOM, 4ToObl 06ecneunTb perynsipHoe UHTepak-
TUBHOE B3aMMOJENCTBUE MEXAY areHTOM U 3MOYMBLIWAEHHUKOM. AreHT AOSMKEeH nepeaatb MHGOpMauuio

2
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OrpaHMYEHHOro A0CTyna 2 3noyMblLUNEHHUKY 7 nubo no KOMaHAe 3N0yMblLWNEHHUKA 1 0kasaTb BO3AENCTBUE
Ha KPUTUYECKU BaXKHYIO PYHKUMIO 2. CKPLITHOCTb KaHana B3anmMoaencTBua mMexay 3n0oyMbILWNEHHUKOM 7 1
areHToM 3' 3aKno4aeTcs B TOM, UTO CyObekT 3, uHcnekTop 4 u cyObekT 5 He 0OHapyMBaIOT hakT nepeaaqm
UHAOPMAaLIMKN UMU KOMaHAbI.

CK no3BonsioT 3n0yMbILUNEHHUKY PETYNSPHO UHTEPAKTUBHO OCYLLECTBAATL B3auMoAEenCTBUE CO CBOUM
areHToM, BHeapeHHbIM B AC.

5.4 B AC B3aumoaencTene Mexay areHTom 3 u cybbektom 5 MoXeT ObiTb Kak CeTeBbIM, Tak U NPOUC-
XoauTb BHYTpU ogHown AC (cm. 5.6).

5.5 Knaccudmkauyua CK no pasnuyHbiM npu3Hakam npusegeHa s FOCT P 53113.1.

5.6 lMpumepbl CK, noAcHALWME MEXaHU3M MX (DYHKLIMOHMPOBAHUA NPEACTABNEHbI HUXE.

TMpumep 1 — Hapywumerns 6e30M1acHOCMU (3710yMbIWIIEHHUK), compyOHuYaowull ¢ KOHKypupylouiell op-
e2aHu3ayuel, e npouecce eHedpeHus (eeoda e aKciulyamauyuio) ycmaHoeus e ABC npozpaMMHo20 azeHma. B3a-
umodeticmeysi c ABC e kayecmee kiueHma 3amo2o 6aHKa, 3/10yMbIUWIIeHHUK nepedaem npozspamMMHOMY agzeHmy
KomaHObI, 3aKodupoeaHHble e rocriedoeamestbHOCMsIX e2o delicmeuli, Kadoe U3 KOmopbIX He ebi3bléaem I1o-
dospeHull (NpoeepKka cOCMOsHUSI cYyema, ynpaesieHue cYemom, epeMeHHble UHMepeasibl MexXAy onepayuamu u
dp.). B omeem Ha koMaHObI, nostyyeHHbIe o CK, azeHm no mem xe CK eo3zepaujaem 3510yMbIWSIEHHUKY UHMepe-
cyroujue KOHKypeHma ceedeHusi 06 amakyemMoM GaHke (UHbopMayuio o cyemax Opyaux KjlueHmos, o6LemMax akK-
mueoe 6aHKoe, mobyio dpyayro uHcalidepcKyro UHghopMauu o, K kKomopol azeHm umeem docmyn) u6o eHocum
u3smeHeHus1 8 6a3y GaHHbLIX O cHyemax KilueHmoe usu yiobyio dpyayio uHgopmayuio, K Komopol oH umeem J0-
cmyn. BoisieneHue cyujecmeoeaHusi maKoao a2eHma Moxem npou3olimu moJibKo 110 KOC8eHHbIM NMPU3HaKaM, Ko-
mopbie MO2ym 603HUKHYMb & pe3y/i-mame fosiesieHus1 UsMeHeHuli e 6a3zax OaHHbIX. CKpbimasi ymeyka uHgop-
mayuu u3 6a3bl daHHbIX, Npoucxodauwas no makomy CK, 6ydem ocmaeambcst He3aMeYyeHHoU. B amom cny4ae e
coomeemcmeuu co cxemol Ha pucyHke 1:3' — npoepammHbiIli azeHm, 3 — ABC, 2 — 6a3a daHHbIX, 4 — cnyx6a
6e3onacHocmu 6aHka, 1 — 3noymMbilulnieHHUK, delicmeyrowuli 8 uHmMepecax KOHKypeHma, 5 — ksiueHm 6aHka.

TMpumep 2 — 3noyMbIWNEHHUK, uMerowuil yenbio nostydeHue cryxebHol uHgpopmMayuu ¢ Komnbiomepa
compyOdHuka, moxem delicmeoeams 1o cnedyiouieMy cyeHapuio. [ycms [1K, 3aujuuieHHbill MeXcemeebiM IKpa-
HOM, 3apaxKxeH mposHcKol npospamMmoll. TposHCKas npoapaMma fnosily4aem om 3JI0yMbIUUICHHUKa KOMaHOb! U
omrnpaesisiem e omeem Ha HUX uHgopmayuio o 3apaxeHHom l1K u xpaHsaulyiocsi Ha HeM UHGOPMayuIo o2paHu-
4YeHHo20 docmyna, MacKupysi o6MeH Kak npomokon HTTP, paspeuweHHbIl MexcemesbiM 3KpaHoM. B amom cny-
4Yae e coomeemcmeuu co cxemMoll Ha pucyHke 1:3' — mposiHCKas npozpamma, 3 — npoapamMma, Umerowjast CaHK-
YuoHupoeaHHbIli docmyn e MHmepHem, 2 — AOKyMeHM o2paHU4eHHOo20 pacnpocmpaHeHusi, 4 — mexcemeeoll
3KpaH, 5§ — y3en cemu MHmepHem, 1 — MPOMEKYMOYHbIU y3es1 cemu, KOHMPONUPYeMbill 3N10YMbIWIEHHUKOM.

TMpumep 3 — lMpu ucnonb3oearuu VPN makxe eo3mMoxHo nocmpoeHue CK eszaumodelicmeusi azeHma co
3moymbiuwieHHUKoMm. ycmes nons3oeamers uciiofib3yem ceoe paboyee mMecmo e KavYecmee mepMuHasna yda-
JleHHo20 docmyna K cepeepy AC, m. e. uHghopmayus 0 KaxxGoM Ha)Xamuu Kj1asuwiu omnpaeJsisiemcss mepMuHa-
JIOM Ha cepeep. 3/10yMbIWeHHUK ycmaHoeu 1 Ha paboyee Mecmo nosb3oeamernsi amakyemoll AC knasuamypy,
codepxawyto azeHma. AzeHm nepexeambiéaem Haxamusl Kjlaeuul, a 3amem repedaem ux o CK no epemeHu,
3adepikueasi cpabambieaHue HEKOMOPbLIX Kilaguw 10 CXeme, U36eCMHOU 3JI0YMbIUWIEHHUKY. 3N0yMbIWIEHHUK,
Hab1r00asi ToMmMoK nakemoe MexxX0y mepMuUHaJioM U cepeepom, ebidesisiem U3 He2o uHgopmayuio, nepedaeaemyio
azeHmowm no CK. BrideneHue ckpbimol UHghopMayuu 803MOKHO Oaxke & clly4ae Ucoflib308aHuUs Kpunmozpagu-
YeCcKU 3aljUUeHHO_20 KaHara Mex0y mepMUHalioM U cepeepoM, mak Kak dnst pabomsbi CK eaxHo He codepxumoe
nakemoe, KomopbiMU mepMuUHas u cepeep obmeHuealomcesi Opyz ¢ Opy2oM, a OuUMesIbHOCMbL 8PeMeHHbIX UH-
mepeasnoes Mexdy coceOHUMU Nakemamu.

B daHHOM crlyyae 8 coomeemecmauu co cxemoll Ha pucyHke 1:3' — annapamHbill azeHm, 3 — KJ1aguamypa,
2 — uHgopmayus, eeodumasi ¢ Knasuamypbl (Hanpumep, Napone), 4 — mobkie cpedcmea obecreyeHus1 6e3-
onacHocmu AC, He obHapy:Kueaioujue 3akoHoMepHocmel & NoMmoKax cemeebix ifakemoe; 5 — mepMuUHabHbIU
cepeep, 1 — 3710YMbIUWITeHHUK.

TMpumep 4 — NeHepayus UcKyccmeeHHbIX cb6oee u o2paHuYeHull Ha docmynHoOCcmMbL MOXXem nNpoeodumscs
no CK. Hanpumep, azeHm, eHeOpeHHbIl @ 00UH U3 Killo4eaehbix KoMoHeHmoe AC, oxudaem I1osly4eHusi om 37/10y-
MbIWIIeHHUKa HEKOMOPOE2o YCI/I08HO20 cuzHana. [Tonyyue amom cuaHan, azeHm Hapywaem pabomy KOMITOHEH-
ma AC, e komopoll OH pacrnonoxeH. B pe3ynbmame npoucxodum epemeHHasi nomepsi pabomocnocobHocmu
AC unu ocnabneHue ee 3aujumsi (ecnu azeHmM eHedpeH e cpedcmeo obecrneyeHuss UB). Hanpumep, ycnoeHbimM
cuzHanom 0515 akmueu3auyuu azeHma e obujedocmynHOM CeImesoM pecypce MoXem f6e/1AmbCs MonbimKa ay-
meHmuguKayuu c HeKomopbkIM hUKCUPOS8aHHbLIM UMEHeM MoJib30eameJis U naposiem. Cucmema pa3apaHuvyeHus
docmyna k cemesomy pecypcy 4 He oGHapyxum OaHHYI0 amaky, MOCKOJILKY nonbimKa aymeHmugukayuu sens-
emcs pa3peuweHHbIM delicmeuem. B daHHOM crly4yae @ coomeemcmeuu co cxemMol Ha pucyHke 1:2 — Kpumude-
CKU eaxkHasi pyHKUUS, ebIfoJIHIeMass KoMnoHeHmoMm AC (3), @ komopsbili ecmpoeH azeHm 3'; 1 — 3710yMbluINeH-
HUK, nodarowull azeHmy ycroeHbIli cugHall, Komophbil, C MOYKU 3peHus 4, He seJIFemcsl onacHbIM, U ITO3MOMYy
He 6nokupyemcs, 5§ — AC.
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lpumep 5 — B coomeemcmeuu co cxemMoll Ha pucyHke 1: onepayuoHHas cucmema 4 obecreyueaem u3o-
nayuio npoepamMmel 3, Komopas umeem docmyn K KoHgpudeH yuanbHol uHgopmayuu 2, om npozpamms! 1, ebi-
nonHarouelicst e amoli xe onepayuoHHol cucmeme, HO He umetouwjeli makozo docmyna. [lna nepedayu 1 uHgop-
Mayuu ozpaHu4eHHo20 docmyna azeHm Hapywumens 3' opa2aHusyem CK no epemeHu, npou3eodsi pukmueHbie
o6pauwjeHus K pecypcy 5, Hanpumep, xecmkomy Aucky. AeceHm Modynupyem yacmomy obpauieHuil codepxumbim
uHgopmayuu ozpaHu4eHHo20 docmyra, komopyto eMy Heobxodumo nepedams. lIpozpamma 1, HabGmodas 3a
o6ujecucmemMHoll Hazpy3Koli Ha amom e pecypc, o6Hapy)ueaem UHMeHcUeHocMb eo3delicmeust Ha amom pe-
CYpcC cO CMOPOHbLI a2eHMa U MoXem u3eriedb rnepedasaeMyro a2eHMoM UHpOpMayuIo u3 Xxapakmepa UsMeHeHUs!
amoli uHmeHcueHocmu.

6 MpaBuna popmupoBRaHusa mogenu yrpos 6e3o0nacHOCTU € y4eToM
CYWeCTBOBaHUA CKPbLITbIX KaHanoB

6.1 Moaenb yrpo3 6ezonacHocTu (hOpMUPYETCS C YYETOM Yrpo3, peanusyembix ¢ ucnonb3osanmem CK.
3STH yrpo3bl AOMKHbI YYUTLIBATLCA NpU OLEHKe puckos UB.

6.2 Yrpo3bl 6e30nacHOCTH, KOTOPble MOTYT ObITh peanu3oBaHbl ¢ noMoLbio CK, BkniovaioT B cebs:

- BHeApEeHWe BPEAOHOCHbIX MPOrpaMM U JaHHbIX;

- NoAauy 3MOYMbILLIIEHHUKOM KOMaH/ areHTy Ans BbIMONMHEHUS;

- yTeuKy Kpuntorpaduueckux Krnoyen unv naponeu;

- yTeuKy OTAENbHbIX UH(POPMALIMOHHBLIX 0ObLEKTOB.

6.3 Yrpo3a BHeapeHUSI BPeAOHOCHbIX MPOrpaMM W JaHHbIX 3aKMIo4aeTcs B TOM, 4To, obnagas Bo3-
MOXHOCTbIO MHTEPAKTMBHO B3aMMOAENCTBOBATL C arakyemMon AC, 3NnOyMBbILLNEHHUK MOXET nepeaaTtb B Hee
nocpeacrsom CK BpegoHOCHble nporpaMmmsbl, obnagaiowme HeobxoammMon emy (PyHKLMOHANbLHOCTLIO. BHe-
OpeHNe NOXHbIX AaHHbIX B arakyemyio AC MOXET OCYLLECTBNATb HENOCPEACTBEHHO areHT, C KOTOPbIM 3M10-
YMbILUNEHHUK B3aumMozeicTeyeT no CK. Hanpumep, ecnu areHT BHeapeH B CYB[] 6aHka, 3n0yMbILUNEHHUK
MOXET fnepeaarb €My KOMaHAy Ha U3MEHEHMe XPaHsLMXCA B 0a3e AaHHbLIX CBEAEHUIA O CYETaX KIIMEHTOB
6o NOAMEHNTb XPaHSALLYIOCA B 9TON 6a3e npoueaypy, OnepupyloLLyio C AaHHbIMU O CHETax, NOXHOW, Bpeao-
HOCHOW npoLeaypon, AeUCTBYIOLLEN B MHTEpecax 3N0YMbILLSIEHHUKA.

6.4 Yrpo3a nogaqu 3noyMbiLUNEHHUKOM KOMaHA areHTy Ans BbINONHEHMS ero (hyHKUMI 3aKIo4aeTcs B
TOM, YTO areHT MOXET OKa3sbiBaTb BMsiHUe Ha AC, B KOTOPYIO OH BHEAPEH, NO KOMAHAE 35O0YMbILLUNEHHUKA.
3TH KOMaHabl MOryT ObITb Kak NPOCTbiMU (HanpuMep, 3abnokuposatb paboty AC Ha HEKOTOpoe Bpems), Tak
n 6oree crnoxHbIMKU (HanpuMep, nepeaarb 3NOyMbIWNEHHNKY N0 CK coaepxmmoe panna, XpaHaLWerocs s
aTakyeMoun cucteme).

6.5 Yrposa yteuku kpuntorpacu4eckux Kniodemn unu naponen, otaenbHbiX UHGOPMAUMOHHBIX 00LEKTOB
BO3HMKAET, eCNU 3NOYMBbILLIIEHHUKY YAAnocb BHEAPUTL CBOEro areHTa B AC Tak, 4toObl areHT umen Aoctyn K
LUEHHbIM MHC(OPMALMOHHLIM akTUBaM (Hanpumep, kpuntorpacdudeckum kniodam, naponsam), CK moryt 6biTh
MCNOMNb30BaHbl AN HECAHKLMOHUPOBAHHON Nepeaavn Takow MHgopMauun 3noyMbIWNEHHUKY. MOCKONbKY
KIOUM UMEIOT CPaBHUTENbLHO HEOONbLLION 06bEM, AaXKe KaHanN C HU3KOW NPONYCKHON CNOCOBHOCTLIO CNOCobeH
06ecneunTb NX yTeuky.

7 Mopsinok opraHusauum 3awuTbl MHGOpMauuK, MHPOPMALIMOHHBLIX
TEXHOSIOrM U aBTOMaTU3NPOBAHHbLIX CUCTEM OT aTak, peanusyeMbIx
C UCNOMNb30BaHUEM CKPbITbIX KaHanoB

7.1 3U, UT u AC ot arak, peanusyembix ¢ ucnonbzosaHuem CK, apnaerca uuknm4yeckum npoueccom,
BKMIOYAIOLMM B cebs cnegyloLume stanbl, NOBTOPAIOWMECA Ha KaXaon U3 utepauuii npouecca:

- aHanu3 pUcKOB 51l aKTUBOB OpraHu3aumu, BKNOYaoLWmin B ce6s BbIABNEHNE LIEHHbIX aKTMBOB W OLiEH-
Ky BO3MOXHbIX MOCNEACTBUIA peanu3auumn atak ¢ ucnonb3osaHnem CK (cm. pasaen 8);

- BbigBneHue CK u oLeHka ux onacHOCTU ANA aKTUBOB OpraHusaummn (cMm. pasaen 9);

- peanu3ayus 3aWmMTHLIX Mep No npotusoaencTemnio CK (cm. pasaen 10);

- opraHu3aums KOHTpons 3a npotusoaencteuem CK (cm. pasaen 11).

7.2 LmknuuHOCTb npouecca 3awmThl oT yrpos UB, peanusyemMbix ¢ ucnonb3osaHnem CK, onpegensierca
NosIBIIEHUEM HOBbIX CMOCOB0B NocTpoeHns CK, HeU3BECTHLIX HA MOMEHT NPEAbIAYLLUMX UTEPALUIA.

4
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8 AHanus puckoB

8.1 Buibop mep npoTuBoaeicTeua yrposam UB, peanusyemMbiM ¢ ucnonbsoeanneM CK, nomkeH OCHO-
BaTbCA HA TEXHUKO-9KOHOMMUYECKOW OLEHKE WIN APYrux MeTodax OUEHKW LEHHOCTM uH(opmauuu. Kpome
TOro, AOMKHbI YYUTLIBATLCA Takue NOCNEACTBUS, KaK yTpaTta JOBEpUA K OpraHu3auum unu noapbiB Aenosown
penyTauuu opraHusauum u ee pykosoauTens.

8.2 Cnegayert BbIsIBUTb, KAKMe U3 3almiiaeMbix UH(OPMALMOHHBIX aKTUBOB MOTYT ObITb MHTEPECHLI NO-
TEHUManbHOMY 3MOYMBbILLIIEHHUKY, 06nagatoLemMy BO3MOXHOCTbIO:

- BCTpOUTL CBOEro areHta B AC B npouecce ee pa3paboTku, pa3sBepTbiBAHUA, BHEAPEHUS WK
aKcnnyarauum,

- oGHapymTb B AC yA3BUMOCTb (MNU BCTPOEHHOIO areHTa), Kotopasi MOXeT ObiTb MCMOnb3oBaHa Ans
opranusaumuu CK n nonyyeHus 4octyna K sawmiiaeMbiM akTUBam.

8.3 [nAa aHanu3a pucKOB MOXHO NPUMEHsITbL MeTogonoruto no MOCT P 51901.1.

8.4 C uenbio CHWKEHUA UHPOPMALMOHHBIX PUCKOB /10 NPUEMIIEMOTO YPOBHS A0MKHbI ObiTb BbIOpaHbI 1
BHEAPEHbLI MeEpoNpuATUsS no opraHusauun 3U ot atak ¢ ucnonb3osaHuem CK.

9 PekomeHaaumm No NOpsiaKy BbISIBIEHUA CKPbITbIX KAHANOB

9.1 Mopsaok BbiseneHna CK ekniovaet B ceds:

- OLEHKY apxuTekTypbl AC 1 MEeIoLWMXCA B HEW KOMMYHUKALMOHHBLIX KAHANOB;

- BbISIBMIEHWE BO3MOXHbIX MyTeli oBmeHa CKpbITOl MHbopMmaLuei Mexay 3nOyMbILUNEHHUKOM U ero
npegnonaraemblM areHToMm B AC;

- OLIeHKY onacHOCTH BbisiBNeHHbIX CK Ans 3awmiiaemMbix akTMBOB OpraHu3aLmu;

- NPUHATUE PELUEHUS O LeNnecoo6pa3HOCTU NPOTUBOAENCTBUS KAXKAOMY U3 BbisIBNEHHbIX CK.

9.2 OueHka apxuTekTypbl AC nogpasyMeBaeT BbiSIBIIEHUE BCEX UMEIOLLIMXCSI B HEW KOMMYHUKALMOHHbIX
KaHanoB W aHanu3 B3auMOAENCTBUA €€ KOMMOHEHTOB Ha NpeAMET NOTEHLManbLHOr0 UCNONbL30BaHUA UX Ans
opraHuzaumu CK. B pesynbrate npoBeieHMA TAkoro aHanu3a AOMMKHbl ObiTb BbIABNEHbLI KOMMOHEHTLI AC, B
KOTOpPbIX NOTEHLUMANbLHO MOTYT ObITb UCMONb30BaHbl CK.

9.3 BbisiBNEHWE BO3MOXKHBIX NyTEH 0OMEHA CKpbITON MHOpMAUMEN Mexay 3NOYMBILLNEHHUKOM U €ro
npegnonaraembiM areHToM B AC NpoBOAMTCA HA OCHOBaHMM 06LLEN CXeMbl MexaHu3ma (PYHKLIMOHMPOBaHUSI
CK (cm. pasgen 6). CneayeT Ans KaXaoro us 3almuaemMbliX akTUBOB 2 (CM. CXEMY Ha PUCYHKE 1) BbISIBUTb, Ka-
Kue CyObekThl 3 UMEIOT K HUM AOCTYN U NMPU 3TOM U30NUPOBAHLI OT BHELUHEN Cpeabl, HO UMEIOT BO3MOXHOCTb
B3aKMOAeiCTBOBAaTL C OTAENbHLIMU CyObLEeKTamMu U3 BHEWHeN cpeabl 5. Mpu 3TOM B3aMMoaeNCTBUE KOHTPO-
nupyetcs 4 U MOXeT Takxke HabnoaaTbCa NOTEHUManNbHbIM 3N0YMbILUNEHHUKOM 7. Mpu HaNMuuKM 3TUX ane-
MEHTOB JOIDKEH pacCcMaTpuBaTbLCHA BOMPOC O BO3MOXHOM Hanuunmn noteHuyuanoHoro CK mexay areHtom 3',
BCTPOEHHbIM B 3, 1 cyGbekTamu BO BHeLuHew cpeae 1 unu 5. B kavectse npumepa Takoro CK moxeT paccma-
TPUBATLCA BO3MOXHOCTL 3MOYMBILLNIEHHUKA HAONOAATe MHTEPBarbl BpeMeHU, OpMUPYEMbIE KOMITIOHEHTOM
AC, noTeHUManbLHO CoaepXKaLlmMM areHTa 3royMbILLneHHUKA 7.

9.4 C TOYKM 3peHus 3noymbiLuneHHUKa ucnonb3osarb CK ana HapyweHus UB B Tex cermentax AC, rae
OH MOXeT oOMeHuBaTbCA MHMOPMALMEN CO CBOUM areHTOM, UCNOMb3ysl KaHarm, He KOHTpONupyeMmblit cpea-
cteamu 3U, aBnsaetca HeuenecoobpasHbiM. B aToM cnyvyae HeT Heo6x0AUMOCTM B CKpbiTMM (pakTa obmeHa
MH OpMaLMeli, NOTOMY YTO Takoi OOMEH 3aLUTHLIMU CPEACTBAMU HE KOHTPONUPYETCS.

9.5 lMpu oueHke BO3MOXHOCTM B3aumopencTsua nocpeacrsom CK cnegyer yuutbiBaTh «HENPO3pay-
HOCTbY Ansa onpeaeneHHblx TMNoB CK otaenbHbix cermeHToB AC.

9.6 lNMocne BbigBneHna CK crneayer OLEHUTh, HACKONBbKO OHU peanuayembl M OMAacHbl ANsA 3awmiyae-
MbIX aKTMBOB OpraHusauuu. 31a OLEHKa onpeaenseTca 06beMOM aKTMBOB, MPOMYCKHOW cnocoGHOCTbi0O CK
1 BPEMEHHbIM MHTEPBANIOM, B TEYEHNE KOTOPOro akTUBbLI COXPAHAIOT LIEHHOCTb. Ha 0CHOBaHWUM 3TOIN OLUEHKK
KaHanel, He NpeAcTaBnALLME pearnbHON ONacHOCTM ANA aKTUBOB, NPU3HAIOTCSI HEOMACHBLIMMU.

9.7 Ha ocHoBaHuun oueHkn onacHoctn CK ¢ yueToM pe3ynsTaToB NPOBEAEHHOIO aHanu3a pUcKkoB aena-
€TCA BbIBOJ O LienecoobpasHoCTU unu HelenecoobpasHOCTU NPOTUBOAEINCTBUS TAKUM KaHanam.

9.8 B kauecTBe npumMepa Ha puCyHKe 2 npeacTaBneHa CeMUYpPOBHEBAas MOAENb B3auMOAEUCTBUA OT-
KpbITbIX CUCTEM, onpeaeneHHas B nognyHkre 6.1.5 FTOCT P UCO/M3K 7498-1—99.
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YpoBeHb OTkpbiTas PetpaHcnsiuMoHHan OTtkpbiTas
cucrema OTKpbLITaA cUcTeMa cucrema

MpuxnagHoi

MNMpeacraBneHuns

CeaHcoBbli

TpaHCNOPTHLIA —V

CereBoit H H H

3BeHa AaHHbIX ﬁ IHI Hl

dusnueckuin H H Hl

I | | I
L duanyeckan cpega BOC J

PucyHok 2 — OBMeH AaHHbIMU Yepes peTpaHCAALMOHHYIO OTKPLITYIO CUCTEMY

9.9 Kaxabiil 3 ypoBHEW AaHHON MOAENU B3aUMOAEWCTBYET TONbKO C HMKECTOALMM U BbILLECTOSALLUM
YPOBHAMU, NMPU 9TOM BEPXHME YPOBHU OTKPLITON CUCTEMbBI U30NMPOBAHBI OT HUXKHUX. OTa 0COOEHHOCTb MOXET
ObITb MCMOMNb30BaHA AN Mackupoeku CK, 1eCTBYIOLMX HA HU3KOM YPOBHE, OT KOHTpONiepa, HaxoAsLLerocs
Ha BbICOKOM YPOBHeE.

9.10 B cnyyae ecnu cneunansHele cpeacrtea o6HapyxeHusa CK He npumensiorca, Hanuune CK moxer
00OHapy»MTb NOMb30BaTENb Kakoi-nmbo 13 B3anMoaeicTBYIOLMX CUCTEM, HABNIOAAS U3BMEHEHNE NOBEAEHUS
3TUX CUCTEM MU YaCTUYHYIO NOTEPIO MX paboTOCNOCOBHOCTH.

9.11 OrpaHu4uBaloLLMM PaKkTopoM Npu BbIGOPE 3MOYMBbILLNIEHHUKOM YPOBHS MOAENW B3aMMOAENCTBUS
OTKPbITbIX CUCTEM B K&4€CTBE CPEeAbl AN OpraHu3auuu CKpbITON Nepeaayn ABnAeTcs «HENpPO3payHOCTb» pe-
TPaHCNUPYIOLLMX CUCTEM. PeTpaHcnupyloLme CUCTEMbl HE COAEPXKAT UCXOAQHOTO OTMPABUTENSA U KOHEYHOro
nonyyarensi AaHHbIX, @ MULLIb NepeaatoT AaHHbIE OT OAHUX CUCTEM APYIUM, ECIM OHU HE COEAMHEHbI €QUHOW
dusumyeckon cpeaon B coorserctBum ¢ FOCT P NCO/M3K 7498-1.

9.12 Tpu oCyLIeCTBNEHMIN PETPAHCNALUN B TAKOW CUCTEME NPOBOAAT UHTEPNPETALMIO NONYYEHHOW UH-
dopmaLum Ha BCEX YPOBHAX MOZAENU, HAYMHASA C HWKHETO (ChM3UYECKOrO) YPOBHSA, A0 YPOBHS, HA KOTOPOM
OCYLLIECTBIAETCA PETPaHCNALMA AaHHbIX. 3aTeM, AnA Nepeaayun AaHHbIX Aanee no CETU, OHN BHOBb «CMyCKa-
0TCA» 40 PUMYECKOTrO YPOBHA CETU-MONyYaTens. B pesynerare aroro npouecca, CK no namaTtu (CM. nogpas-
aen 5.2 FTOCT P 53113.1—2008), ucnonb3aytoLwme 0COGEHHOCTH NPOTOKOMNOB, OTHOCALLMXCA K Gonee HU3KUM
YPOBHAM, Y€M TOT, Ha KOTOPOM OCYLLECTBIIAETCA PETPAHCAALUS, MOTYT YHUUTOXATbLCA UMK OrPaHNYnBaTh BO3-
MOXXHOCTW CKPbITON nepeaavu MHpopMaLMmn CKBO3b TaKyl0 PETPAHCIIMPYIOLLYIO CUCTEMY.

10 PekoMmeHgauuu nNo MeToaam peanusaumm 3alUMTHbLIX MEPONPUATUNA
no NPoTUBOAENCTBUIO CKPbLITLIM KaHanam

10.1 Mo pesynbtatam BbiiBneHnsa CK dhopmupyetca nnaH MeponpusATHin N0 NPOTUBOAENCTBUIO YTrpo3am,
peanu3ayemMbiM C UX UCNONb3OBaHWEM. [JaHHbIE MEPONPUATMS MOTYT BKIIOMaTh B Ce0s peanusaumio o4HOro n3
YK€ U3BECTHBIX (MO0 YyCOBEPLUEHCTBOBAHNE Y)KE CYLLECTBYIOLUMX) METOAOB NPOTMBOAENUCTBUA yrpo3am UB,
peanusyemMbiM C ucnonb3osaHnem CK.

10.2 B KayecTBe 3aLUWUTHbIX MEPOMPUATUI LIenecoobpasHO UCMONb30BaTb:

- CHWXXEHWE NPOMNyCKHOWM CnOoCOBGHOCTM KaHana nepegayun MHdopmauuu;

- apPXUTEKTYPHbIE peLLeHUsi nocTpoeHusa AC;

- MOHUTOPUHT 9ChPEKTUBHOCTM 3aLUmTbl AC.

10.3 BoiGop MeToaoB NpoTUBOAENCTBUA yrpo3am UB, peanusyeMbiM ¢ ucnons3osasmem CK u popmu-
poBaHue nfaHa no Ux peanusauuu onpeaensaeTca sKkCnepraMmm, UCXoAa U3 MHAWBMAYaTbHLIX 0COBEHHOCTEN
sawmwaemont AC.

10.4 Mpumepsbl MeTOoaoB NpoTuBoaeincTeua CK

lMpumep 1 — lMpomueodelicmeuem yepo3am, cesizaHHbIM ¢ CK, ssesissemcs, @ YacmHocmu, HopMasiu3ayus
mpacbuka, 3aKnrovaroWasca e UaMeHeHUU 3HavyeHul noneli cemeebIX MaKemoe mak, Ymo6bl UCK/TIOYUMb He-
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0GHO3Ha4YHOCMb, KOMOPYIO ITOMeHUUanbHO MOXHO ucnonL3oeame Ans opeaHu3zayuu CK. lpu amom paspyuwa-
romcs CK, ucnonb3yrowjue 051 ceoell pabomsb! makyto HeoOHO3HaYHOCMb. B pe3ynbsmame Hopmanu3ayuu mpa-
¢uka domKkHo obecrneyueambCsl coOXpaHeHue (hYHKYUOHaILHOCMU UCX00HO20 NPomoKosia, Heobxodumoll Ans
8bIMNOoJIHeHUs! 803/10)KeHHOU Ha He2o 3ada4yu. Hopmanu3sayus nonel nakemoe UHghopmayuu Moxem 3aKiToyami-
cs1 e npueedeHuu 3HayeHull noneli 8 coomeemcmeaue co cneyuguKayusiMu rnPoOmMoKosI0e, NoMeweHUU e noJss
nakemoe ¢huKcupoeaHHbIX 3Ha4yeHul unu 3anucu e MoJis NPou3e60JibHbIX 3Ha4YeHUl.

Tpumep 2 — Ucnonwb3oeaHue nocpedHuka (Npokcu-cepeepa), m. e. ycmpolicmea, umeiowezo docmyn K
deym unu 6osee cemsaM, MPUHUMalOWe20 3anpPochi OM MPUIIOKEeHUU, bIMONHAIUWUXCS Ha y31ax odHol u3 do-
cmynHbIX eMy cemell, K NPUJIOKEHUSIM, ebINOoJTHAIOWUMCS Ha y3nax dpyeoli cemu, a 3amem repedarouje2o om-
eembl Ha amu 3anpockli 8 o6pamHoM HanpaeneHuu. [lpumeHeHue nocpedHuKa no3eosisiem npedomepamuimb
ucrnons3oeaHue 915 opaaHu3layuu CK ocobeHHocmell npomokosioe, obecrieyusaroujux pabomy cemu. fJemanu
peanuzayuu amux NPomoKosioe (Hanpumep, 3Ha4yeHUl omoOenbHbIX CIyXeb6HbIX nonel naKkemoe 3mux rpomoKo-
7108) NIpU UCMoJIb308aHUU NOcpedHUKa He nepedaromcs HanpsiMyio u3 odHol cemu e dpyayio, a ¢hopmupyiomcsi
nocpedHuKom 3aHoeo. Takum ob6pasom, CK no namamu, ucnonb3yroujue 8 kayecmee cpednl nepedaqyu cemesbie
npomokosbi, He 6ydym obecneyueams CKpbIMbIL 06MeH uHgopmayueli mexdy aboHeHmamu, pa3deneHHbIMU
nocpednukoM. PabomocrnocobHocme npunoxeHul, e3aumodelicmeyoujux He HanPsIMyIo, a «CKeo3b» (Yepe3) ro-
cpedHuka, He 6ydem HapyuieHa, MOCKONbKY NOCPedHUK yYumbieaem oco6eHHOCMU pabombl 3MuX NPUIoXeHul.
3mo noseonsem 6e3 npuHAMUs1 GONONHUMENILHLIX Mep nepekpbimb MHo2ue CK, cesizaHHble ¢ CUHMaKCUCOM U
cemMaHmMuKoll cemeeozo, a maioke mpaHCcIIopmHo20 npomokosios. Tem He MeHee nepeKkpbIMb KaHasbl, pabomaio-
wue Ha yposHe npunoxeHull, makum cnocobom He ydacmcesl, mak KaKk CKpblmasi uHghopmayusi 6ydem npoxodume
yepes nocpedHuxka 6e3 usmMeHeHull emecme ¢ QaHHbIMU npusioxeHusi. [IpumMeHsieMoe NPUIIOXeHUEe-NOCPedHUK
JO/KHO Y4umbleamb Crneyu@UKy UCTONb3YeMbiX NPUIOKeHUd U mpaHCITIOpMHbIX MPOMOKOJI08, YmoObl MOJIHO-
CMbI0 COXpaHUMb ece Ux hyHKUUU U He npusecmu K rnomepe fnpouseodumensHocmu cemu. B ceoto ovepedb,
npunoxeHus Moeym 6bimb pa3pabomanbl ¢ y4emoM UCMOMb3068aHUs1 NOCpPedHUKa.

Tpumep 3 — Unkancynayus mpagpuka MHmepHem («myHHeNuUpoeaHue») — mpaH3aumHasl nepedavya na-
Kkemoe u3 odHol nodcemu e Apyayio nodcems Yepes mpembio cemb, NMPU Komopol ucxodHbie naKkemsl «yna-
Koeblealomcsay e nakemsl MyHHe/IbHO20 NPOMOoKoa, NepedasaeMbie Yepes mpembio cemb, npedcmassneHa Ha
pucyHke 3

Cems 1 Cems 2

I\
|

NexogHbii naket IP

-

3almncpoBaHHbIA
naket IP

3aronoBoK TOHHENLHOIO
npoTokona + i

3aronoeok IP ————WnTepHer -—»-

PucyHok 3 — UHkancynauus IP-nakeTos

10.5 lMNpu ncnonb3oBaHMM UHKANCYNAUMK C LWIMPOBAHUEM U NOATBEPXAEHUEM LIENOCTHOCTU nakera
BO3MOXHO nepekpbiTue CK no namsatn mexay ys3namu, «BHYTPEHHUMU» NO OTHOLUEHMIO K LUMIO3Y (T. €. TeMM
y3namMmu, KOTopble POpMUPYIOT NakeTbl, MPOXOAALLUME MO TOHHENID), U «BHELUHUMUY (LWNt03bl IHTEpHET, Yyepes
KOTOpbIE NPOXOAUT MapLLUPYT, N0 KOTOPOMY OTMPABMSIOTCA NAaKETbl TOHHENbLHOrO npotokona). CK no Bpemexn
(cm. nogpasgen 5.3 TOCT P 53113.1—2008), onepupyoLume ¢ MOMEHTAMU BPEMEHU, B KOTOPbIE MPOUCXOAUT
nepegava nakeTos, HE MOTYT ObITb MOMHOCTLIO NEPEKPbITHI TAKUM CNOCoB0oM. MIHdhopmaLuums, CBA3aHHasA ¢ pas-
Mepammu NakeToB U BPEMEHHbLIMU MHTEPBanamm Mexay Ux NosiIBIEHMEM, TakXe COXPaHSAETCa Npu MHKancyns-
U1K, U MOXET BbITb UCNonb3oBaHa aAnsa pabotel CK.

11 PekomeHpauum no opraHM3auum KOHTPOSIA 3a NPOTUBOAENCTBUEM CKPbLITHIM
KaHanam

11.1 Koutponb 3a npotusogencresmem CK 3aknioyaeTca B BbiBNeHUN pakTos ucnonb3osaHua CK B 3a-
wmwaemon AC. Takoe BbISIBIIEHUE MOXET NPOBOAUTLCS HEMPEePLIBHO NMUBO no dakTy 0BHapYXeHUSA NpusHa-
KOB yulep6a oT ucnonb3oBanHus CK. [Insa BbisBNEHUSA ucnonb3oBaHnsa CK MOryT NpuMEHATLCS CTAaTUCTUYECKNIA
WNKU CUrHATYPHbIA METOAbI.
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11.2 Crartucrtuyeckuin metog soiieneHma CK nogpasymeBaeTt cOOp CTaTUCTUYECKUX AAHHBIX O NakeTax,
NPOXOAALLMX YEPE3 3aluuLLIaeMblil yH4aCTOK CETH, 6€3 BHECEHUS B HUX KaKUX-MMBO u3MeHeHui. BoiaBneHue
CK MOXeT npoBOANTLCA KaK B pPeXXUMe pearnbHOro BpeMeHu (4To No3BONSAeT ObICTPO pearnpoBatb Ha UHLK-
OEHTbl), Tak U aBTOHOMHO, MCMONb3YA AaHHbIE, HAKOMNMEHHbIE 3a NpeblayLuue OTPe3kn BPEMEHU, YTo AenaeT
BO3MOXHbIM NpoBeaeHue 6onee rnybokoro ux aHanmaa.

11.3 Metog BbisiBneHuss CK Ha 0OCHOBe CUrHaTYpPHOro aHanusa aHanoruyeH cnocoby, ucnonbL3yemMomy
AHTUBUPYCHLIMKU NPOrpaMMamu Ansi NoMcka BPeAOHOCHbLIX nporpamm. MNpu HanuumMm Habopa U3BECTHLIX pea-
nuzauun CK, ans kaxxgon us Hux opMmupyeTcst cUrHatypa, npeacrasnsiowias cobon Habop NpU3HaKoB, KOTO-
pble CBUAETENLCTBYIOT O TOM, YTO UCNONb3YeTCA AaHHas peanusauua CK. 3atem nHcnekTop 4 (CM. pucyHok 1)
NPOBOAWT MOMUCK TAKMX CUFHATYp B NPOCMAarpuBaeMOM MOTOKE AaHHbIX B CETU W JenaeTr BblBOA O HanNuyuu
U OTCYTCTBMM B HeM Aeiicteytowero CK B Ton unu nHon peanusauuun. Onsa adekTnBHon paboTbl TAKoro
MeToga HeobxoAMMO NOCTOSAHHOe 0GHOoBNEHUe 6a3bl CcUrHaTyp, T. €. BKIIOYEHUE B HE€ CUTHaTYp ANS paHee
HEU3BECTHLIX peanu3ayun CK.

11.4 Tpwu BbISBNEHUN NPU3HAKOB (B TOM YUCIE KOCBEHHbIX) MCnonb3oBaHua CK unu nosiBNeHnn HoBbIX
cnoco6oB noctpoeHna CK aHanu3 puckoB NPOBOASIT MOBTOPHO.
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