®EOEPAJIBHOE AFEHTCTBO

No TEXHUYECKOMY PEIrYNMPOBAHUIO U METPOJIOIMK

HALWOHANBbHBIN MCTPUCO
POCCACKO M 17090-2—
®EONEPALUM 2010

UucpopmaTusaumusa 3qopoBbA

MHOPACTPYKTYPA C OTKPbITbIM KITHOYOM

Yactb 2

Mpodunb cepTuukara

1ISO 17090-2:2008
Health informatics — Public key infrastructure —
Part 2: Certificate profile
(IDT)

WUsnanue ocpmumnannHoe

MockBa
CranpaptnHdopm
2011


https://meganorm.ru/Index2/1/4293735/4293735220.htm

rocT P UCO 17090-2—2010

Mpeaucnosue

Llenu n npuHumMnbl ctangaptusaumm B Poccuitickoin deaepaummn yctaHoneHbl degepanbHbiM 3aKOHOM
oT 27 gekabps 2002 r. Ne 184-93 «O TexHU4eckoM peryriMpoBaHnmy, a npasuna npUMeHeHNs HalMoHanbHbIX
ctangapTtoB Poccuiickoin degepaumm — FOCT P 1.0—2004 «CtaHgapTusaums B Poccuiickorn ®eaepaunn.
OCHOBHbIE MOMOXKEHUSA»

CBepeHus o ctaHgapTe

1 MOArOTOBIIEH Ha ocHoBe cOBCTBEHHOrO ayTeHTUYHOrO NepeBoda Ha PYCCKUM A3bIK MeXayHapoa-
HOro CTaHAgapTa, yKasaHHOro B NyHKTe 4, KOTOPbIV BbiNoNHeH PeaepanbHbIM rocyAapCcTBEHHbIM yupexaeHnem
«LleHTpanbHbIA Hay4YHO-UCCNeaoBaTeNbCKU MHCTUTYT opraHM3aum n nHpopmaTtnsaummn 3gpaBooxpaHeHus
Pocsgpasa» (LULHWWOW3 Pocsgpasa) 1 obLiecTBOM C orpaHU4eHHOW OTBETCTBEHHOCTbIO «KopnopaTuBHble
3NEKTPOHHbIE CUCTEMBI»

2 BHECEH TexHu4eckum komuTeToM no craHgaptusaumm TK 468 «UHpopmaTusaums saoposbs» npu
LUHWUNOW3 PocagpaBa — noctosiHHbIM nNpeactasutenem ISO TC 215

3 YTBEPXXAEH W BBEOEH B AEMCTBWE TMpukasom ®eaepanbHOro areHTCTBa Mo TeXHUYECKOMY
perynupoBaHuio U meTtponorimn ot 26 oktabps 2010 r. Ne 328-ct

4 HacTosilwni cTaHaapT naeHTuYeH mexayHapognomy ctaHgapty MCO 17090-2:2008 «UHpopmaTusa-
uns 30opoBbsl. UHbpacTpykTypa ¢ OTKPbITEIM KntodoM. YacTb 2. Mpoduns ceptudgukatar (ISO 17090-2:2008
«Health informatics — Public key infrastructure — Part 2: Certificate profile»)

HaumeHoBaHWe HacTosiLero ctaHaapTa U3MEeHeHO OTHOCUTENbHO HauMEHOBaHUA YKa3aHHOTo MeXay-
HapogHoro cTangapTa Ans npusegeHus B cootsetctene ¢ FOCT P 1.5—2004 (nyHkT 3.5).

|-|pl/l npuMmeHeHU HacToALero ctaHgapTa pekoMeHayeTCca UCNOoNb30BaTb BMECTO CCbINIOYHbLIX MeXayHa-
POAHbIX CTaHAapPTOB COOTBETCTBYHOLWME UM HauuoHarbHble CTaHaapThl Poccuiickon ¢enepauvm, cBeleHnd o
KOTOpPbIX MpUBEAeHbl B CNpaBoYHOM npunioxexHun A

5 BBEJEH BINEPBbIE

Urpopmauusi 06 UsMeHeHUsAX K HacmosiueMy cmaHdapmy rybriukyemcs 8 exxe200H0 u30agaeMoM UH-
opmayuoHHoM ykasamersie «HayuoHanbHbele cmaH0apmbl», @ MeKcm U3MeHeHUl U r1ornpasoK — 8 exxeMe-
CAYHO U3BasaeMbix UHHOPMaUUOHHBIX yKazamensix «HauuoHanbHblie cmaHGapmei». B cniyyae nepecmMompa
(3aMeHb!) unu ommeHbl Hacmoswe2o cma+Hlapma coomeemcemeyroujee yeedomiieHue bydem ornybrnukoeaHo
8 eXXeMeCsIYHO u3fasaeMoM UHhOpMaUUOHHOM yKaszamene «HayuoHaneHbie cmaHOapmbl»y. Coomeemcemey-
owast uHghopmauyusi, yeedoMrieHuUe U meKcmsl pa3melaromces makxe 8 UHGhopMayUuoHHOU cucmeme obuiezo
ronb308aHUA — Ha ochuyuarnbHoM calime PedepanibHO20 az2eHmemea o MexHUYECKOMY pez2ynuposaHuio u
mempornozuu e cemu VIHmepHem

© CraHgapTtnHgpopm, 2011

HacToawwun cTaHAapT HEe MoXeT ObITb NOMHOCTbIO U YACTUYHO BOCNpousseneH, TupaxuposaH 1 pac-
NPOCTpaHeH B KavecTee oduumansHoro nsgaHus 6es paspeweHuss PeepansHOro areHTCTea No TeXHUYECKo-
My perynuposaHuio U metpornorim
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BBeaeHune

Mepen oTpacnbio 3apaBooOXpaHeHUst CTOUT Npobriema cokpalleHUsl pacxofoB € MOMOLLbLO Nepexoda oT
6yMaXxHOro JOKYMEHTUPOBaHUS NPOLECCOB K 3M1eKTPOHHOMY. B HOBbIX MOAensix okasaHUa MeauuUUHCKON no-
Mol ocobo nogyepkMBaeTcsl HEOBXOAUMOCTb COBMECTHOTO UCTIONb3OBAHUS CBEAEHUI O nauueHTe paclun-
PAIOLMMCS] KPYTOM MEeAULMHCKMX CreLuanmncToB, BbIXOASLWEro 3a paMKi TpaguLMOHHBIX OpraHU3aUMOHHbIX
6apbepoB.

MepcoHanbHas mMeauumHckas uHgpopMaums obblYHO nNepefaeTcsl C NOMOLLBIO 3fIEKTPOHHOW MOYTHI,
yAaneHHoro goctyna k 6ase faHHbIX, 3NeKTPOHHOro obMeHa AaHHbIMK U Apyrnx npunoxeHunin. Cpeaa UHTep-
HeT npegocTaBnseT BblIcokoadhdeKTUBHbIE 1 AOCTYMHbIE cpeacTBa obmeHa nHdopmaumen, ogHako oHa He-
6e3onacHa 1 Npu1 ee NCNonNb3oBaHUM HEO6X0AUMO NPUHUMATL AONONHUTENbHBIE Mepbl o6ecneveHnsa Henpu-
KOCHOBEHHOCTMU JIMYHOCTU M KOH(DMAEHLMANBHOCTU. YCUNMBaloTCsl Takue yrpo3sbl 6e30nacHoCTH, Kak cryyai-
HbIl UMW NpeAHaMepeHHbIA HeCaHKUMOHWPOBAHHBLIA AOCTYN K MeAWUUMHCKON UHbopmauun, u cucteme
3ApaBoOXpaHeHUst HeobXoAMMO UMeTb HafeXHble cpeAcTBa 3almUTbl, MUHUMUSUPYIOLWNE PUCK HECAHKLMO-
HUPOBaHHOIO J4OCTYyNa.

Kakum e 06pa3oM cuctema 3gpaBooxpaHeHust MoxeT obecneunts COOTBETCTBYHOLLYHO 3chdeKTUBHYIO U
B TO X€ BPEMSs 3KOHOMUYHYIO 3almTy Nepeaayn AaHHbIX Yepes ceTb UHTepHeT? PelweHne aToi npobnembl Mo-
XeT 6biTb 06ecneveHo ¢ NOMOLLbIO TEXHOMOrMN UndpoBbIX cepTudrKaToB U MHPACTPYKTYPbl C OTKPLITHIM
krtodom (MOK).

[ns npaBunbHOro NpuMeHeHUs UndpoBbIX cepTuduKaToB TPEbYIOTCS codeTaHue TEXHONMOTUYECKMX, Me-
TOONYECKMX U agMUHUCTPATMBHBIX NpoueccoB, obecneuvBarowmnx 3awmTy nepegavn koHdbuaeHumanbHbIX
AaHHbIX B He3aLWLWeHHON cpeae C NOMOLLbI0 «LWMPOBAHNSA C OTKPBITEIM KITIOYOM», U NOATBEpXAEeHNe naeH-
TUYHOCTW LA 1N o6beKTa ¢ NoMOoLLbHo cepTudukaToB. B ccepe 3apaBooxpaHeHUs B 3TO coveTaHne BXOAAT
cpeacTBa ayTeHTUdMKaL MK, LWINPOBaHWSA U SMEKTPOHHOW NOANUCK, NpeAHasHa4YeHHbIe AN BbINONHEHUs aa-
MUHUCTPATUBHBIX U KIIMHUYECKUX TpeBboBaHWUI KOHDUASHLMANLHOCTU A0CTYNA U Nepeaaqn MegUUUHCKUX Jo-
KYMEHTOB MHAMBMAYanbHoro ydeta. MHorne ns atux TpebosaHuii MOryT BbiTb YAOBNETBOPEHBLI C MOMOLLbIO
cnyx06, NpumeHsoLWMX L poBble cepTudunkaTthl (BKNoYast LW poBaHE, LLIeNOCTHOCTL MHDOPMaLN 1 3nek-
TpoHHble noanuncn). OcobeHHo acekTBHO NpUMeHeHUe L POBbIX CePTUDUKATOB B paMKax oULUanbHOro
cTaHgapTa 3awuTbl MHpopmaumm. MHorme opraHusauuMm BO BCeM MUpe Havanu UCnosb3oBaTb LUdpoBbIe
ceptucukaTbl Nogo6HLIM 06pas3om.

Ecnn obmMeH MHbopmaLmen JOMmKeH OCyLLeCcTBAATLCS Mexay MeQUUMHCKMM MpUKnagHbiM nporpam-
MHbIM oBecrieyeHneM pasHbIX OpraHn3auni, B TOM Y1Crie OTHOCSLLMXCA K pasHbIM BegoMcTBaM (Hanpumep,
mexay MHOPMaLUOHHBIMU cucTEMaMK 6OMBHULBI 1 NOMNKIMHUKA, OKa3bIBarOLLMX MEAWULIMHCKYIO MOMOLLL OA-
HOMY 1 TOMY >Xe NauneHTy), To MHTeponepabensHOCTb TEXHOMOMMIN L poBeIX cepTUdUKaToB 1 CONYTCTBYIO-
LLMX MNONUTUK, PernamMeHTOB 1 NPaKkTUYecKnx NpMemMoB nprobpeTaeT NpUHLMNManbHoe 3HaYeHue.

[na obecneyveHns MHTeponepabensHOCT PasnNYHbIX CUCTEM, NCMONb3YyOLWMX UndpoBble cepTuduka-
Thl, He0BX0aMMO Co34aTb CUCTEMY AOBEPUTENbHBIX OTHOLIEHWI, C MOMOLLIbIO KOTOPOW CTOPOHbI, OTBETCTBEH-
Hble 3a obecneveHne Npas NNYHOCTM Ha 3aLUTy NepcoHaneHon MHdopMaLmmn, MoryT nonaraTbCst Ha NOANTUKN
1 NpakTudeckme npremMbl U, B AOMOMHEHWE, Ha OeNCTBUTENLHOCTL ANEKTPOHHLIX cepTUdUnKaToB, BblAaHHbLIX
OPYrMn YNonHOMOYEHHBIMU OpraHusalnsamMu.

Bo MHorMx cTpaHax cuctemMa LndpoBeIX cepTUdUKaToB UCToSb3yeTces Ans obecnevyeHus 6esonacHoro
obmeHa nHpopmaLmen B npeaenax HaumoHaneHbIX rpaHyy,. Ecnv paspaboTtka cTaHaapToB Takke orpaHudeHa
3TUMU Npeaenamn, To 370 NPUBOAUT K HECOBMECTUMOCTU NOSNIUTUK U PerflamMeHToB LIeHTPOB cepTudukaumnm
(LIC) 1 ueHTpoB peructpauum (LIP) pasHbix cTpaH.

TexHonorns unpoBbIX cepTUUKATOB akTUBHO pa3BUBaETCs B paMKkax onpedeneHHbIX HanpasneHui,
He cneundUYHbIX AN 3apaBooxpaHeHns. HenpepbiBHO NpoBoAUTCA BaxHelLwas paboTa no ctaHgapTusauun
1 B HEKOTOPbLIX Cryyasix no npaBoBoMY obecneyeHuo Takon TexHomnornn. B 1o xxe BpemMs noctaswukn mean-
LIMHCKMX YCNYr BO MHOMUX CTPaHaXx YXe UCMOMb3YOT MW NNaHUPYIOT UCMob3oBaTh LndpoBble cepTudukaTol.
HacToawwit ctaHgapT Npu3BaH yaoBneTBOPUTL NOTPEBHOCTL B yrpaBneHny 4aHHbIM UHTEHCUBHBIM MeXayHa-
pOAHBLIM NPOLIECCOM.

HacTosawuit cTaHgapT coAepXuT obLume TeXHUYeckue, aKcniyaTauuMoHHble U MeToaudeckue Tpebosa-
HUA, KOTOpble A0MKHEI 6bITb YAOBNETBOPEHLI ANs obecneveHnsa ncnonb3osaHus L posbix cepTudukaTos B
uenax obmeHa meauuMHCKon HdopmaLumei B npeaenax ogHoro AoOMeHa, Mexay fomeHamm 1 3a npegenamu
rpaHuL, oqHoN pucankumn. Ero Lenblo siBnsieTca cosgaHne ocHoB rnobanbHomn uHTeponepabensHocTu. Hac-
TOALLMIA CTaHAAPT U3HaYanbHO NpeaHasHayYeH Ans noaaepXku TpaHcrpaHUYHOro obmeHa AaHHBEIMU Ha OCHOBE

v
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undppoBbIX cepTUUKaTOB, 0AHAKO OH TaKke MOXET CMY>XWUTb PYKOBOACTBOM MO LLIMPOKOMY UCMONb30BaHUIO
umcpoBbIX cepTUdUKaTOB B 34PaBOOXPaHEHUM Ha HaUMOHASNIbHOM UMW PernoHanbHOM YpOBHAX. NHTepHeT
BCe LUMpe UCMONb3YeTCA Kak CpeacTBO nepeaavu MeauLMHCKUX AaHHbIX MeXay opraHusaumsaMmn 3apaBooxpa-
HeHUsl U ABNSIETCA eANHCTBEHHBIM pearnbHbIM BapuaHTOM AN TPaHCrpaHW4Horo obMeHa AaHHbIMW B 3TOW
ccpepe.

HacTtoAawmii ctaHaapT QOMKeH paccmaTpuBaTbes Kak eguHoe Lenoe, NOCKOMbKY Kaxaasa u3 Tpex ero
YacTei BHOCUT CBOW BKIaj B onpeaerneHue Toro, kak uudposbie cepTudmkaTbl MOTYT UCTIONb30BaTLCA ANS
obecneveHus cepBucos 6e3onacHOCTU B CUCTEME 3ApaBOOXpPaHEeHUs, BKItouas ayTeHTudmKaumo, KoHbu-
AeHUNanbHOCTb, LefoCTHOCTb AAaHHBLIX U TEXHUYECKAE BO3MOXHOCTU MOAAEPXKKA KayecTBa 3IeKTPOHHON
noanucu.

NCO 17090-1 onpeaenseT OCHOBHbIE NPUHLUMMBI MpUMeHeHUs LMdpoBbIX cepTudukaToB B cpepe 3apa-
BOOXpPaHEHUA U onpeaenseT cTpykTypy TpebosaHuil K MHTeponepabenbHOCTU, HeoBxoAUMBIX AN CO34aHUs
CUCTEeMbI 3almLILeHHOro obMeHa MeanUMHCKoW uHopmaumen Ha ocHOBE NpUMeHeHUs LMdpoBbIX cepTudu-
KaToB.

NCO 17090-2 onpepensieT cneuuduyHble Ans cdepbl 3apaBooxpaHeHnst Npounnv 3MeKTPOHHBIX cep-
TUhMKaTOB, OCHOBaHHLIX Ha MexayHapoaHoMm cTtaHaapTe X.509 u ero npodune, onpeaeneHHoM B crieuundu-
kauun IETF/RFC 2459 [1] ana pasHbIX TUNOB cepTUdMKaToB.

MCO 17090-3 nmeeT oTHOLWEHUE K NpobneMam ynpasneHus, CBA3aHHbIM C BHeAPEeHNeM LncpoBbIX cep-
TUchrkaToB B chpepy 3ApaBoOXpaHEHUA U UX akcnnyaTaumein. B Hem onpeaeneHbl CTpykTypa NoAUTUK cepTun-
puKaToB U MUHMMATbHbIE TPEOOBAHNS K HUM, a Takke CTPYKTypa CONyTCTBYIOLMX OTYETOB MO NPakTU4eCcKomy
npUMeHeHuo cepTudnKkaLun.

MCO 17090-3 ocHoBaH Ha nHgopMaLMoHHbIX pekomeHaaumsx IETF/RFC 2527 [2] n onpeaenseT npuH-
LMkl NONUTUK 6e30MacHOCTU MeAULIMHCKON nHopMaunn Npy ee TpaHCrpaHudHon nepegadve. B Hem Taike
onpeaeneH MUHUManbLHO HeoBXxoaMMbIN ypoBeHb 6e30MacHOCTU NPUMEHNTENBLHO K acnekTam, cneundudHbIM
ans cdepbl 3apaBooXpaHeHus.
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HALUUWOHANbHBLIA CTAHJBAPT POCCUUCKOMN ®GEOEPALMUMN

UHdopmaTusaumusa sgopoBbs
MH®PACTPYKTYPA C OTKPbLITbIM KINKOYOM
YacTtb 2
Mpodunb cepTucpukara

Health informatics. Public key infrastructure. Part 2. Certificate profile

DNara seeaeHna — 2011—08—01

1 O6nacTb NnpuMeHeHuUs

HacToawui ctaHgapT onpeaensieT ocHOBHble Npodunu ceptTudmnkaTos, Tpebyemble Ans obmeHa meau-
LMHCKoM MHdpopMaLmeit BHYTPY OAHON OpraHU3aL/mM, Mexay opraHAsaLusiM1 U Npyu TpaHcrpaHUiHoOM obmeHe.
OH onpegenseT geTanu npumeHeHNa L poBbIX cepTUdMKaToB B 06nacTy 3gpaBooxpaHeHna n okycupyet-
Csl, B 4aCTHOCTU, Ha 0coBeHHOCTAX Npodunen cepTudukaTos, cneLnbUIHbIX 4 34PaBOOXPaHEeHNs.

2 HopmaTuBHble CCbINKKU

B HacTosiLeM cTaHAapTe UCNonb3oBaHbl HOPMAaTUBHBIE CCINIKW Ha criegylollme MexayHapoaHble cTaH-
AapThbl:

MCO 17090-1:2008 WNHdbopmaTuka B 0b6nactu agpaBooxpaHeHunsi. UHdpacTpyKTypa oTKPbITOro Kroya.
Yacte 1. O6z3op ycnyr uucdposoro ceptudpukata (ISO 17090-1, Health informatics — Public key
infrastructure — Part 1: Overview of digital certificate services)

MCO 17090-3:2008 WNHdbopmaTuka B 06nacTtn sapaBooxpaHeHus. UHppacTpyKTypa OTKpbITOro Kriova.
Yactb 3. MeHedXMeHT nonuTukK opraHa no ceptudmkauum (ISO 17090-3, Health informatics — Public key
infrastructure — Part 3: Policy management of certification authority)

IETF/RFC 3280 WUHTepHeT. Mpoduns ceptudukata X.509 nHppacTpykTypbl C OTKPBITEIM KIMHOHYOM Y
cnucka oTo3saHHbIX cepTudmkaTos (CRL) (IETF/RFC 3280, Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile)

IETF/RFC 3281 WHTepHeT. Mpodunb ceptudmkata atpubyta anst astopusaummn (IETF/RFC 3281, An
Internet Attribute Certificate Profile for Authorization)

IETF/RFC 3739 WHTepHeT. Mpodurnb aTTecTaunoHHbIX cepTudmKaToB MHGPACTPYKTYPbl C OTKPLITHIM
kntodom (IETF/RFC 3739, Internet X.509 Public Key Infrastructure Qualified Certificates Profile)

3 TepMUHbI U onpeaeneHnsa

B HacTosilem cTaHaapTe NpUMEHEHbl TEPMUHBI C COOTBETCTBYHOLMMU OrpeaesieHUs MU, YCTaHOoBNeH-
Hble B ICO 17090-1.

4 YcnoBHble 0603Ha4YeHUs1 ¥ COKpaLLeHUA

LIA ueHTp npucsoeHus atpubytos (AA — attribute authority)
CA cepTucukat atpubyta (AC — attribute certificate)
LIC ueHTp cepTudumkauum (CA — certificate authority)

U3paHve odmumanbHoe
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MNC nonutuka ceptudmkara (CP — certificate policy)

Or1C otyeT o npakTuke cepTudpmkaumn (CPS — certification practice statement)
COC cnucok otosBaHHbIX cepTudukaTos (CRL — certificate revocation list)
COK ceptudukar otkpbiToro kitoda (PKC — public key certificate)

NOK uHdpacTpykTypa ¢ oTKpbITEIM kntovom (PKI — public key infrastructure)
LUP ueHTp peructpaumn (RA — registration authority)

OTC posepeHHas TpeTba cTopoHa (TTP — trusted third party)

5 MonuTuku cepTUMKATOB B 34paBOOXPaHEHUN

5.1 Tunbl cepTUUKATOB, HEOGXOAUMbIX ANA 3APaBOOXPAHEHUSA

CepTudurkatbl MOEHTUYHOCTU OOMKHLI BblAaBaTLCA:

- nMuam (ksannduumpoBaHHbEIM MeauLMHCKUM paboTHMKaM, BCnoMoraTenbHbIM MeaULMHCKUM paBoTHKU-
Kam, cybcuamMpyeMbiM MocTaBLlyvkaM MeAULMHCKUX YCnyr, paBoTHUKaM MoAAepXKMBatoLLMX opraHu3auunii, a
Tawke naumeHTam/notTpedbutenam MeguLMHCKOA NoMOLLN);

- opraHusaumsim (opraHusaLusamM 3apaBooxXpaHeHust 1 NogaepK1BaoLWL MM opraHu3aLusm);

- ycTpoicTBaM;

- MPUMNOXKEHNAM.

Ponv nuu 1 opraHvaaumin omkHbI BblTb 3anncaHbl G0 B camMoM cepTudmnkaTe MAEeHTUYHOCTM (B pacLum-
peHun ceptudmkarta), Nnbo B accoLumnposarHomM CA. PasnunyHble TUMblI cepTrdmKkaTa n nx B3auMooTHOLLEHUS
nokasaHbl Ha pucyHke 1.

5.2 CepTudukatbl LeHTpa cepTudukaumm

5.2.1 Ceptudukarnl kopHeBbIX LIC

CeptudukaTtbl kopHeBbIx LIC nenonbaytotes, ecnu LIC cam asnseTcs cybbektom ceptudukara. OHu ca-
MonoAnuncaHbl U NPUMEHSAOTCSA ANA BbIMycKa cepTudrKaToB 4OBEPSOLLMM UM CTOPOHaM, BKITIOUasl NOAYMHEH-
Hble LIC. MNMone 0CHOBHBIX OrpaHUYeHNIA COAEPKNT NPU3HaK, YTo cybbekTom cepTtudmkaTa ssnsetca LIC.

5.2.2 Ceptudpmkarbl NnoagvYUHEHHbIX LIC

CepTudumkatsl nogunHeHHbIx LIC Beinyckatotea ans LIC, koTopblt cepTudnumpyeTcs Apyrm BhilLECTOosI-
wmm LIC, HageneHHbIM NpaBoM BbiNycKaTb cepTudpukarbl, Unv Ansa Apyrux noavnHeHHbix LIC, unn gns obbek-
TOB.

WHpacTpyKkTypa C OTKPbITHIM KNIOHOM

Ceprudukarsi OTKPLITOrO Krioya e CepTUPHKaTHI NOAUUHEHHBIX LIC
Kpocc-ceprucbukars
——  (cepTndukaTbl
nocpeaHudeckux LIC)
— Ceprudukarsl kophekix LIC —— KsanucmumpoBaHHOMO MeAULIMHCKOTO paboTHuka
(aTTecTaumoHHbI# cepTudukar)
CepTudukarbl KOHEYHbIX
PT d:) foogln BcnomoratenbHoro MeauLMHCKOro paGoTHuka

(aTTecTaumoHHbI cepTuduUkar)

. Cy6cuampyeMoro NocTasLwiuka MeAULIMHCKMX YCnyr
Nz (aTTecTaLuoHHBIH cepTudukar)

Pa6oTHuKa noaaepxusaiowlei opraHusaLmm
(aTTecTaumoHHbIN cepTudukar)

OpraHusauuu —

MauueHTa/noTpebutens MeAULIMHCKUX YCryr
(aTTecTaumoHHbIl cepTudukar)

Ycrpoiictea

Mpunoxenns

Ceptudukarni atpubyra

PucyHok 1 — Tunbl cepTudunkaTos, NCNONb3yeMbiX B 34paBoOXpaHeHnn
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5.3 Kpocc-cepTudukarbl (ceptucdmkarbl nocpegHMYeCKUX LEHTPOB cepTUdUKaLum)

B cpege NHTepHeT He NpuxognTcs paccunTbiBaTb Ha Hanu4me LIC BepxHero ypoBHs, koTopomy 6yayT 4o-
BEpPATb OpraH1saumm 3gpaBooXpaHeHus], ecri OHW NogYMHeHbl pasHbiIM BEAOMCTBaM Ui JOMKHBI y4acTBO-
BaTb B TpaHcrpaHudHom obmeHe wHopmaumein. Bmecto aToro B cUcTeMe 34paBOOXPaHEeHWUst OOIDKHbI
C0342aBaThCA OTAENbHbIE KOCTPOBKA AOBEPUS», KaXabIA CO CBOUM KopHeBbiM LIC, obcnyxuBatowmm rpynny
yupexaeHuin 3agpaBooxpaHeHns, 06pasoBaHHyo No NpuaHaky crneuuanusaunmn, Be4oMCTBEHHON Nog4YUHEeHHOC-
TW Unn reorpacpuydeckoro nonoxexua. Kaxaslii kopHesoi LIC kaxxaoro «ocTpoBKa AoBepusi» JOMKEH BblAaTb
Kpocc-cepTudukar gpyromy KopHesomy LIC.

B Takoit cuTyaumu rpynna LIC moxeT cornacoBaTb MUHUManNbHEIA Habop cTaHAapToB, BKMKOYAEMbIN B UX
MONUTUKA N COOTBETCTBYIOLLME OTUETbl O MpakTuke cepTudunkaumn. Kak Toneko aTo caenaHo, aosepsatoLwas
CTOpOHa MOXeT NpuHATL cepTudmkat ot LIC, Haxoaswwerocs 3a npegenamun ee goMeHa. OT0T NoAxoa MoXeT
6bITb 0COBEHHO NoneseH perMoHanbHbIM opraHaM yrpaBneHns 34paBooXpaHeHUeM AnA opraHnsauum Mex-
TeppuTopuansHoro obmeHa UHdbopMaLmen.

Ona B3aumHoM cepTudukaumm pasnuuHblx gomeHoB LIC ucnonbayeTca ocobbiit Tun cepTuduka-
TOB — Kpocc-cepTuchbukathl (cepTudmkaTel nocpegHndeckux LIC). C ux nomoLusto obecnevnsaetcsa Mmaclutab-
HOe pa3BepTbiBaHNE NPUIOKEHWA OTKPBITbIX KIOYen, Hanpumep, 3aluylUueHHas 3NeKTPoHHas noyTa u gapyrve
npunoxeHus, TpebyemMble AN cUCTeMbl 3APaBOOXPaHEHUS.

5.4 CepTudMKaTbl KOHEYHbIX OGBHEKTOB

5.4.1 O6wme cBepeHUn

CepTudmkaTbl KOHEYHbIX 06BHEKTOB BbIAAOTCS TakMM 06bekTaM, Kak nuua, opraHnusaumuu, NPUNoXKeHUs
Wnu ycTponcTaa.

OHM HasbIBaloTCA cepTudMKaTamm KOHEYHbIX OGBLEKTOB, NOCKOMNbKY He UCNONb3YHTCS ANA Bbigaun cep-
TUUKATOB ApYrum obbekTam.

5.4.2 CepTudukaTbl MAEHTUYHOCTU NUL,

CepTudmkaTbl MAEHTUMHOCTM NAL, OTHOCATCS K NOATUNY CepTUDUKATOB KOHEUHBIX 06BEKTOB 1 NpeaHas-
HayeHbl Ans BblAavn oTAeNbHBIM fNiuaMm B Lensx ayTeHTudukaumu.

Cnegytolwne NsATb TUNOB AEUCTBYIOLMX NUL, B 34PaBOOXpPaHEeHUU paccmMaTpuBalOTCA KakK oTAeNbHble
nvua:

a) kBanMULMpoBaHHbIE MEAUUUHCKUE PaBOTHUKN:

- Kbl Bnagerney, Takoro ceptudukara asnsercsd MeguuMHCKUM paboTHUKOM, KOTOPOMY ANS BbINOS-
HeHus NpodeccnoHanbHbIX 00s13aHHOCTEN HeobxoanMbl cepTudUKaT UK NIMLEH3NSA OT OpraHa rocyaapcTBeH-
Horo ynpasneHus (cMm. MCO 17090-1, nogpasaen 5.1). 31u ceptndpukaTbl MOTyT UMETb TUN aTTeCTaUUOHHOro
ceptudukara (cMm. MCO 17090-1, nogpasaensl 8.2 1 7.3 HacTosiLLero ctaHaapTa);

b) BcnomoratensbHble MeanUMHCKUe paboTHUKN:

- KaXabliA Bnagerney, Takoro ceptudukara siBnsietcsd MeguumMHCKuM paboTHUKOM, KOTOPOMY A1 BbINOJ1-
HeHusi NpodbeccroHarnbHbIX 06s1I3aHHOCTEN He TpebyeTcs cepTudunkaT Unm NALEH3Us OT opraHa rocyapcTBeH-
Horo ynpasneHus (cMm. MCO 17090-1, nogpasagen 5.1). 31u ceptudpukaTbl MOTyT UMETb TUMN aTTeCTauUoHHOro
cepTucpumkara;

c) cybcmaupyemblii NOCTaBLLMK MEQNLIMHCKUX YCIYT:

- KaXablil BNagenew, Takoro ceptudukarta SBAsSeTCs NMMUOM, BLIMOMHAOLWAM onpeaeneHHble obsizaHHoC-
TN B CMCTEMEe 34paBoOXpaHeHusl No cybcnanm opurumMansHOW opraHnsauni 30paBoOXpaHeHUst UM YacTHO-
NpakTuKytoLero Bpaya. 3T cepTudmkaTbl MOTYT UMETH TUN aTtTecTauMoHHOro cepTudukara;

d) paboTHWMK NoagaepXMBatoLLe opraHmsaLmnm:

- Kaxablil BNageneL, Takoro cepTudukara sensercss paboTHAKOM OpraHu3aLun 34paBooXpaHeHnst unm
nogaepXuBatoLlert opraHusaumn. 3t ceptudukatbl MOryT UMETb TUM aTTecTaluoHHOro cepTudukara;

e) naumeHT/notTpebuTens MeguLMHCKON NOMOLLK:

- Kaxkabli BnageneL, Takoro ceptudmkaTa sBnsieTcs NULOM, KOTOpoe Ha onpedeneHHoM atane nubo no-
nyyano, nnbo nony4yaeT ycrnyru KBannuunpoBaHHOro Ui BCoMoraTenbHOro MeamuuMHekoro pabotHuka. 3tn
cepTuduKaTbl MOTYT UMETb TUM aTTeCTalMOHHOro cepTudunkara.

5.4.3 CepTudukat uAeHTUHYHOCTU OpraHu3auum

OpraHusaums, cBazaHHasi C CUCTEMON 30paBOOXpaHeHNsl, MOXET BraJeTb cepTUdmKaToM B LIeNsX MaeH-
Tuprkaumm unu ans wudposaHna aHHbIX. B HacTosiweM cTaHgapTe NpegycMOTpeHo yKkaszaHne ee HasBaHnst
B none ceptudgukata B cootsetcTeum ¢ IETF/RFC 3647 [3].

5.4.4 CeptudmkaT naeHTUMYHOCTU YCTPONCTBA

WHavBuayansHasa naeHTudukaumusa n ayTeHTudmkaumst MoryT noTpeboBaThes Takum YCTPOWCTBaM, Kak
cepBep Unn MeguuMHCKUiA npubop, Hanpumep, YCTPOWUCTBO NyYeBOW ANarHOCTUKA, MOHUTOPR XU3HEHHO BaX-
HbIX NoKasaTenen unu NpoTesnpytoLliee YCTPONCTBO.
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5.4.5 Ceptudukar npunoxeHus

WHavsmayanbHas naeHTudunkaumna n ayteHTugukaums MoryT notpeboBaTbCa TakoMy NPUOXKEHUIo, Kak
aBTOMaTU3UpOBaHHas MHPOPMaLIMOHHas crucTema, Harnpumep, cucTema ydeta koedvHoro hoHaa U ABKeHUs
nauMeHToB.

XoTa HacToAWMA CTaHAapT MOCBSALLEH B OCHOBHOM MPUMEHEHUIO cepTUdhMKaToB NOCTaBLLMKOB Meau-
LIMHCKO M NOMOLLIM, HeOBX0AMMO OTMETUTL, YTO NauueHTam/noTpebuTenssm MeauUUHCKUX YCIyT A KOHTPOMs
CBOEro 310pOBbs BCE Yalle HeoOXoanMbl AaHHbIe, 4SS 3aLUUTbI KOTOPbLIX MOTYT NMPUMEHSITLCS LM poBble cep-
TudpmkaTbl.

5.4.6 CA

CA npeactasnsieT coboi cepTUnLMPOBaHHYIO UK 3aBePEHHYIo LMPOBOM NOAMUCHI0 COBOKYMHOCTb
aTpnbyToB. CTpykTypa CA noxoxa Ha cTpykTypy COK. OcHoBHOE oTnn4ue coctout B ToM, 4to CA He coaep-
XWUT OTKPBITEIN KoY. CA moxeT cogepxatb aTpubyThl, cneumduumpylolme YeHCTBO B Ipynne, kKateropuyio
aonycka kK uHdopmaumn v apyrie cBedeHus o Bragernble cepTudukarta, Kotopble MOryT 6biTb UCMOMb30BaHbI
ans koHTpons goctyna. Ctpyktypa CA gomkHa cootBeTcTBoBaTh IETF/RFC 3281.

B cucteme sgpaBooxpaHeHust CA MOXET BbIMOMHSATL CYLLECTBEHHYIO pOofib HOcUTensi ceegeHuin ob
aBTOpM3aLNN.

CsegeHuns 06 aBTOpU3aLMKN OTNNYaoTCs oT MHcopMaumm o ponu paboTHUKa B cUcTEME 3a4paBoOXpaHe-
HUS UNW OT NULLEH3MA, KOTopble MoTyT BbiTh Nepegarbl B COK. Hanunuve nHdopmaumm o ponu unu nuueHsum
BMMSIET Ha aBTOpPM3aLMio, HO caMo no cebe He 06A3aTENbHO UOSHTUYHO aBTOpU3aumMu. BaxkHo oTMeTUTb, YTO
aeTanbHas cneundurkauma CA elle He ycTosnack 1 6yaeTt yTouHATLCA No Mepe 6onee LWMPOKoro NpUMeHeH!s
paspaboTymKammn MHPOPMaLUOHHBIX CUCTEM.

CunTtakenc CA onucaH B IETF/RFC 3281.

KomnoHeHTbl CA 1Ucnonb3yloTes cneaytowmm obpasom.

PasHble Bepcumn CA oTnnyatoTcsi o Homepy Bepcumn «version». Ecnv B CA npucyTcTeyeT none cBepTkn
«objectDigestinfo» unun ecnun none «baseCertificatelD» naeHtTudpmumupyeT nsaarens ceptucukara, To Ho-
Mep Bepcumn «version» JOMmKeH ObiTb «V2».

Mone «owner» 3agaeTt naeHTMYHoCcThL Bnagensua CA. O6asaTensHO AOMKHBI BbITb YkaszaHbl HAUMEHO-
BaHWe n3gatens u cepuiiHelil Homep koHkpeTHoro COK. MoryT 6bITb yKasaHbl 04HO UM HECKOMNbKO 0BLLMX Hau-
MEHOBaHWI, a ykaszaHue CBepTKM 06beKTa 3anpeLyeHo.

Mcnonb3oBaHne obwmnx HanmeHoBaHu «GeneralName» B kavecTBe naeHTUdUKaUMM BragensLua 3a-
krtovaeT B cebe TOT pUCK, YTO OHU He MOryT obecrnevnTb 4OCTaTO4HO TOYHOWN NPUBS3KM HAUMEHOBAaHUS K OT-
KpbITOMY KItO4y, 4YTO 3aTpyaHuT npumeHeruve CA ans ayteHTUdUKaummn MaeHTUYHOCTU Briagensua. Kpome
TOro, HekoTopble hopMbl 06LLMX HaMMeHoBaHUiA «GeneralName» (Hanpumep, «IPAddress») He rogsTcs Ans
HaumeHoBaHus Bnagesnbua CA, KOTOPOro ckopee MOXXHO OTHECTM K POSIv, HEXeNKU K KOHKpeTHOMY 06bekTy. He-
06Xx00UMO OrpaHNYNTLCS NPUMEHEHUEM Takux chopm obLLIero HaMMeHOBaHUA, Kak OTNUYUTENbHBIE UMEHa, afa-
peca, cooTBeTcTBylOWMe cneundukaumm ETF/RFC 822 [4] (snekTpoHHas nouta), U 0O6bekTHble
nageHTudUKaTopbl (AN UMeH posiein).

Mone «issuer» coaepxuT naeHtudukaumio LIC, BeinyctusLuero ceptudukar. HaumeHoBaHue uspartens
1 cepuiaHelid Homep COK gomkHbl 6bIThb yYkasaHbl 06s13aTensHo. ObLwmne HaumeHoBaHUSA ykasbiBaTb Heobsiza-
TeNbHO.

Mone «signature» naeHtTucduunpyeT Kpuntorpacdudeckuia anroputM, UCnonb3yemblid Ana Lndgposon
nognucn CA.

Mone «serialNumber» coaepXxuT cepuitHblii HOMep, YHUKanbHO uaeHTudgpuuupytowmin CA cpeagu Bcex
cepTnUKaToB, BbIMYLLEHHbIX €ro nsgatenem.

Mone «attrCertValidityPeriod» 3agaet cpok geiicteusa CA, npeAcTaBneHHbI B (oopMaTe reHepanuan-
posaHHoro BpeMeHn «GeneralizedTime».

Mone «attributes» cogepxut atpubyTel BNagensLa ceptudukara, KOTopble 3aBepsAlTCA 3TUM CepTU-
dukaTom (Hanpumep, NPUBUIIETAM OOCTYNA).

Mone «issuerUniquelD» MoxeT ObITb UCNONb30BaHO ANA naeHTUdukauum nsgatena CA B MHCTaHUMSAX,
KOTOPbIM OAHOT0 UMEHWN U3gaTensi HeA0CTaTO4HO.

Mone «extensions» nossonset 0o6aenATb HoBLIE Nons K CA.

Hetanu ucnonb3oBaHus CA B 3apaBooxpaHeHun npusegeHsl B MCO 17090-1:2008, noapasaen 8.4.

5.4.7 Ceptudmkartbl ponu

CA nonb3soBaTtens MOXeT coAepXaTb CChIKy Ha Apyron CA, coaepxalluii cBeaeHUs 0 AONONHUTENbHBIX
npusunernsax. 3T1o siensAeTcs ahdEeKTUBHLIM MEXAHU3MOM peanu3aLvn NpUBUIErMpoBaHHbIX POnei.

4
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B psAge opraHusauuii Ans BEINOAHEHUA onpeAeneHHbIX paboT TpebyeTcs aBTopusaLmst Ha OCHOBE NPU-
BUINErnin, HasHa4eHHbIX porsiM (0B6bIYHO B COMETaHUU C UHAUBUAYANbHO Ha3HaYeHHBIMU MPUBUIIErUSIMUY).

MpeTeHAeHT Ha NpUMBUNErMN MOXET NPeACcTaBUTL KOHTPOMEpPY HeYTO, AEMOHCTpUpYIoLLEe Hanuune y
Hero onpeaeneHHoNn ponu (Hanpumep, ponn «nNpogasua» UNnu ponu «nokynatens»). KoHTponep MoxeT 3HaTb
anpuopu UK y3HaTb C MOMOLLbIO KaKMX-NBOo CPeaCTB, Kakue NPUBUNErnn CBsizaHbl C 3TOW POIbIo, U MPUHATL
nosoXuTenbHoe UK oTpuuaTensHoe peleHne 06 aBTopusauuu.

Bo3MOXHbI cneayowme cuTyauuu:

- nto6oit LIA MoxeT onpeaenats noboe uncno poneit;

- cama pofb 1 ee obnagaTeny MoryT onpeaenaTeCa U yNpasBnaTbCA pasaesibHO ¢ NOMOLLbIo 0TAeSNbHBIX LIA;

- NPUBUNErK, Ha3HaYeHHbIE AaHHOW PO, MOTyT BbiTb 3anncaHbl B 0AHOM MIN Heckonbkux CA;

- Npu HeoBxoauMocTM obnagaTento ponyM MoXeT NPUCBaUBaTLCS TOMLKO MOAMHOXECTBO NPUBUIIETUIA,
HasHa4YeHHbIX Ponu;

- NPaBo BNaAeHus1 porblo MOXET AenerpoBaTtbCs;

- ponAaM 1 NpaBaM BRageHus UMW MOTYT HasHayaTbcsl onpeaerieHHble CPOKU AeCTBUSA.

O6bekTy MoxeT bbITb NpucBoeH CA, cogepkalumin aTpubyT, yBeAOMINSIIOLUIA, YTO 3TOMY 06 beKTy HasHa-
YyeHa onpegeneHHas posb. 3TOT cepTuduKaT UMeeT paclumpeHue, cogepxallee ykasatenb Ha gpyron CA,
onpeaensaloLwWuiA 3Ty posnb (Takol cepTudukaT ponu ykasbiBaeT porib B KaUecTBe BnagenbLua v coaepxuT cnu-
COK MpUBMNErnin, HasHayeHHbIX 3aTo porm). N3patenu ceptudmkata obbvekta u ceptucdukata ponu mMoryT
6bITb HE3ABUCUMBIMUA, U 3TN cepTudUKaTbl MOTYT YNpaBnaTLCA (NpekpallaTh AelcTBUe, OT3bIBaTbCA U T. 4.)
oTAenbHO Apyr OT Apyra.

He Bce ¢dopmbl 06wiero HaumeHoBaHust «GeneralName» npurogHbl Ans UCNONbL30BaHUA B KadecTBe
UMeHu ponu. MonesHee BCero UCNomnb3oBaTb 06beKTHbIE NAEHTUUKATOPLI U OTANYUTENbHBLIE UMeHa.

6 OO6wwue Tpe6oBaHuA Kk cepTUdMKaTam

6.1 CooTtBeTcTBUe cepTudukara

Ko Bcem cepTudukatam, onpegdeneHHbIM B HAcToAWEM cTaHAapTe, NpeabsBAaloTcA chnegylowme
TpeboBaHWs:

- OHU JOJKHEI ABNATLCA cepTuchbukatamm cpopmarta X.509 sepcun 3 [5];

- OHW gormkHbl cooTBeTcTBOBaTh IETF/RFC 3280. OTKMOHEHUSA OT Hee AoNycKaloTcsl TOMbKO B TOM Chy-
Yyae, ecrin OHN COOTBETCTBYIOT NPEANIOKEHHbIM PELLeHUsIM BbISIBIIEHHbIX NpobemM aTol cneumndukaumy;

- cepTudpmkaTel, noATBepXAalolWme WHAMBUAAYANbHYI0 WAEHTUYHOCTb, MAOIDKHbI COOTBETCTBOBAaTb
IETF/RFC 3739. OTKIoHeHUA OT Hee AonyckaloTcsa TOMbKO B TOM Cly4ae, eCii OHU COOTBETCTBYIOT Npeano-
XKEeHHbIM peLleHNAM BbISIBIIEHHbIX Npobnem 3Toi cneuudukaumm;

- none «signature» JOMKHO nAeHTUULMPOBaTL UCTIONb3YEMbIN anropuTM LMdpoBOi noagnucuy;

- MMHUMarnbHaa AnvMHa cepTUdULMPOBaHHOIO OTKPLITOrO KioYa AOSMKHA 3aBUCETb OT UCMOMb3YeMoro
anroputMa. [nvHel knoyen 4omkHel cootseTcTBoBath MCO 17090-3, noanyHkT 7.6.1.5;

- HasHayeHWe Krno4va anst WnpoBaHUA He AOMKHO coYeTaThCs HA C HEOCMOPUMOCTbIO, HU € LMpPOoBOIA
noanuceto (cm. 7.2.3).

Hwxe onucaHbl 06LLme aneMeHTbl BCex UMdpoBbIX cepTuMKaToB, NpeaHasHaveHHbIX As 3apaBooxpa-
HeHUs 1 NoKasaHHbIX Ha PUCYHKE 1. 3TN 3NeMeHTbl OANHAKOBLI Y Pa3nUYHbLIX TUNOB CepTUdUKATOB.

Certificate ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,

validity Validity,
subject Name,
subjectPublicKeyinfo SubjectPublicKeyinfo,

issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY,

version Bepcusl KOAMPOBAHHOIO cepTudumkarta. [JormkHa UMeTb 3HadeHue v3.
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6.2 O6wue nons Bcex TUNOB cepTudUukaTtoB

1) Mone «serialNumber» nveet uenoe sHaveHune, npucsansaemoe LIC kaxxgomy ceptudukaty. OHo
npegHasHa4vyeHo AN YHUKansbHOM naeHTudnkaunm ceptudunkatos. 3HaveHne «serialNumber» gormkHo 6biTb
YHUKanNbHBIM AN KaXaoro cepTudukara, BeinyweHHoro ganHeiM LIC (To ecTb HaumeHoBaHWe usgaTtens cep-
TudMKkaTa B COYETAHMN C CEPUNHBIM HOMEPOM SIBMieTCd rnobanbHO YHUKaNbHbEIM NASHTUUKATOPOM).

2) lMone «signature» cogepxuT naeHtudmnkatop anroputma, nucnonbsosaHHoro LIC ana nognucu cep-
Tudpumkata.

3) lMNone «issuer» UAeHTUDPULUPYET HAUMEHOBAHWE OpraHnsaLmn, NoanucasLUeii U BbIMNYCTUBLLEN cep-
TucbmkaTt. 3HaveHne 3Toro nons npedctasnseT cobol cooTBeTCcTBYOWYIO ISO [6] CTPYKTYPY UMEHM, COCTaB Ko-
TOPOA COOTBETCTBYET oOnpedefieHMio knacca OOBLEKTOB POMM B opraHusaumm «organizationalRole»,
HaxodsLlerocs noa kKriaccoM obbeKTOB opraHusauMu «organization» unu nogpasgeneHuns «organization-
Unit».

4) TMone «validity» coaepxut uHTepsarn BpemeHu, B TedyeHne kotoporo LIC rapaHTupyeT oencTeutens-
HOCTb MHpopMaLmn, coepxallenca B cepTudmkate. Mpn Belgade ceptudunkata keanuuLmpoBaHHOMY Me-
anunHckoMy paboTHuky LIC gomkeH NpuHATE Mepbl, UTODBI CPOK OeCTBUS LMMPOBOro cepTudukata He
NpeBbICKN CPOK AEWCTBUSA cepTudmKaTa crneumanicTa nnm npodeccnoHanbHom nuueH3anmn. Ytobkl BeINONHUTb
aTo ycnoswue, LUC gormkeH nubo ycTaHoBUTL CPOK AeNCTBUA LndpoBoro cepTudmkara, He NpeBsbiaroLLniA Cpo-
Ka gencTBusA cepTudmkata cneumanucta (MpodeccuoHansHoM nuueHsnumn), nubo HagexHbIM obpaszom nony-
YnTb NOATBEpPXAEHME, UTO cepTudukaT creyuanicTa (MMLeH3ns) NPoAneH A0 UCTEYEHNS ero cpoKa AencTBus,
a ecnu CpoK UCTeK, a NoATBEePXKAeHMEe He MoMyYeHo, — 0To3BaTb LNpoBO cepTUmKaT U NPUOCTaHOBUTL
ero AencTeme.

MpwumeyaHnune—OmninTtensHele npasuna kogupoeanus (Distinguished Encoding Rules — DER) paspewa-
0T WUCNONb30BaTb HECKOSIbKO CMOCOGOB hopMaTtMpoBaHus 3HaveHud patel v Bpemenn Ttuna «UTCTime» un
«GeneralizedTime». YTo6bl MUHMMK3VPOBaTE NPOGeMb! C Bepudmkaumne LMMPOBO NOAMNNCHY, B peannaaunsax craHaap-
Ta BaXXHO MCMONb30BaTb O4WH U TOT XKe d)opmaT. Ecnun roa 6onblwe nnm paBeH 2050, TO BpeMs 4OMKHO KoaguposaTtbCA, Nc-
nonb3ys copmat «GeneralizedTime». YTto6bl kogupoBanue 3Hauenuii Tuna «UTCTime» 6bin0 COBMECTUMBIM,
Heo6X0AUMO KOAUPOBATb WX, UCNONb3YA hopMaT «Z», U He ornyckaTb Norne CekyHa, AaXe ecrnv oHO umeeT 3Haqexme 00 (T.
e. popmar gormkeH 66iTb YYMMDDHHMMSSZ). Mpu Takom koguposaxum none roga YY JormkHO MHTepNpeTMpoBaThCs Kak
19YY, ecnm YY Gonblue unu paeHo 50, n kak 20YY, ecnn YY meHblue 50. Korga ucnonesyetcs Tun «GeneralizedTime», To

3HaYeHVe 3TOro TUMNa JOIKHO KOAMPOBATLCS, NCMOMb3ysi hopMaT «Z», U Noe CeKyHA AOMKHO GbiTb BKIIOYEHO (TO €CTb
topmat gomkeH 6b6iTb YYYYMMDDHHMMSSZ).

5) Mone «subject» naeHTUdULMPYET HauMeHoBaHUe cybbekTa, acCOLUUMPOBAHHOTO C OTKPLITLIM KIlto-
YoM, cogdepxaLlummcs B none «subjectPublicKeylnfoy.

6) B none «subjectPublicKeylnfo» xpaHaTca oTKPbITBIA KINOY U MASHTUDUKATOP anropurmMa NpuMeHe-
HWS 3TOTO KMtova.

7) HeobsasatensHoe none «issuerUniqueldentifier» npegcrasnsier coboi 6UTOBYIO CTPOKY, UCNIONL3Y-
emMylo A8 YHUKansHon naeHTudnkaumm usgatens (8 cootsetcteum ¢ IETF/RFC 3280 HacToswmin ctaHaapT
He pekoMeHAyeT UCMOoNb30BaTh 3TO None).

8) HeobsaszaTenbHoe none «subjectUniqueldentifier» npeacraenaet cobon 6UTOBYIO CTPOKY, UCMONb-
3yemyto A8 yH1KanbHon naeHtudunkaLmnm cybvekra (B cootsetcTum ¢ IETF/RFC 3280 HacToswmin ctaHaapT
He pekoMeHAyeT UCMoMb3oBaTh 3TO Nnone).

9) Mone «extensions» JOMKHO cogepXaTb NOCNeAoBaTENbHOCTL U3 OAHOMO UM HECKOMbKUX pacLumpe-
HWIA cepTudmkaTa.

Moanuck cepTudmkaTa AoBaBNAETCA K TUMY AaHHBIX cepTUdUKaTa ¢ MOMOLLLIO CTaHAapTHOrO TUNa AaH-
HbIX «SignedData».

6.3 Cneuudukaymm obwmx nonen

6.3.1 O6wume cBegeHun

Hwxe npuseaeHsl cneuundmnyeckue TpebosaHus k MHgopMaumn, cogepxalleiics B 6a30BbIx NoMsxX cep-
TucmkaTta, koTopble ewe He 6binun BkntodeHbl B IETF/RFC 3280 unu IETF/RFC 3279 [7].

6.3.2 Mone «signature»

PexkomerayeTcs npucBamBaTh nosnto «signature» ogHo U3 criedyoLmMx 3HaYEHWiA:

1. md5WithRSAEncryption (1.2.840.113549.1.1.4)

2. sha1WithRSAEncryption (1.2.840.113549.1.1.5)

3. dsa-with-sha1 (1.2.840.10040.4.3)

4. md2WithRSAEncryption (1.2.840.113549.1.1.2)
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. ecdsa-with-SHA1 (1.2.840.10045.4.1)

. ecdsa-with-SHA224 (1.2.840.10045.4.3.1)
. ecdsa-with-SHA256 (1.2.840.10045.4.3.2)
. ecdsa-with-SHA384 (1.2.840.10045.4.3.3)
. ecdsa-with-SHA512 (1.2.840.10045.4.3.4)

10. id-RSASSA-PSS (1.2.840.113549.1.1.10)

11. sha256WthRSAEnNcryption 1.2.840.113549.1.1.11

12. sha384WithRSAEnNcryption 1.2.840.113549.1.1.12

13. sha512WithRSAEncryption 1.2.840.113549.1.1.13

6.3.3 Mone «validity»

3HayeHust pat cpoka pAencTeus, nepepasaemble B none «validity», AomkHbBI COOTBETCTBOBATHL
IETF/RFC 3280. B HacTosileM cTaHaapTe NPUHATLI OrpaHUMEHNSA CPOKOB AENCTBUSA cepTudguKaToB, BblgaBae-
MbIX B CUCTeMe 3[paBooxpaHeHus, npeactasneHHole B UCO 17090-3, nognyHkT 7.6.3.2.

MomeHT BpemeHu «notBefore», ykasaHHbIA B cepTudukaTe, oTparkaeT TOYHbIA MOMEHT, Ha4uHasA C KO-
Toporo LIC 6yaet ynpaBnaTb akTyansHon nHcgpopmaumen o ctatyce ceptudukata u nybnmkosatsb ee.

6.3.4 MNone «subjectPublicKeylnfo»

B aTom none gomkeH 6biTb 3agaH naeHTUUKaTOP anropuTma, Harnpumep:

1. Anroputm RSA

pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

2. Anroputwm Diffie-Hellman

O6bekTHbIN nageHTudukaTop anroputMa Diffie-Hellman, nopaepxvBaemblii B HacTosilieMm npocdune,
onpegerneH B ANSI X9.42:2003 [8].

dhpublicnumber OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1}

3. Anroputm DSA

O6bekTHbIN MaeHTUdMKaTop anroputma DSA, nogaepkuBaeMblii B HacToswem npodune, umeer
3Ha4yeHue

id-dsa ID ::= { iso(1) member-body(2) us(840) x9-57(10040)

x9cm(4) 1}

4. DnnunTuyeckne Kpusble

Ecdsa {[1, 2, 840, 10045, 2, 1]}

TpeboBaHus k pasmepam kntoda cM. 8 UCO 17090-3:2008, nognyHkT 7.6.1.5.

6.3.5 MNone HauMeHOBaHUA U3paTena «issuer»

HaumeHoBaHWe nsgatensi, XxpaHsileecs B nosie «issuer», AOIPKHO UMeTb (hopmMaT, COBMECTUMBIN € CO-
oTeTcTBYloLWeN ISO [6] CTPYKTYPON NMMeHUN, COCTaB KOTOPO COOTBETCTBYET onpeaerieHno Krnacca o6bekToB
ponu B opraHusauuMn «organizationalRole», Haxogsweroca nog knaccom oOBLEKTOB OpraHUsauuu
«organization» vnu nogpasgeneHus «organizationUnit», ¢ npuBegeHHbLIMU HWKe OOMNOMHEHUAMU U
orpaHuyeHnaMu.

CogaepxaHue nons HauMeHoBaHUs nsgaTens «issuer» AN Kaxaoro Tuna ceptudukarta onucaHo B 6.4.

1. MNone HaumeHoBaHUs cTpaHbl «countryName» 4omkHO coaepxaTb ABYXOYKBeHHbIN kog ISO cTpaHsl.

©OWoo~NOoO;

Mpumep — countryName = “US”,

970 none obasaTenbHoe, MOCKONbKY B chepe 30paBoOXpaHeHNUsa BaXXHO 3HaTb CTpaHy NpOUCXOXAEHUS
cepTudukaTta, NnpeabsBreHHOro 4 3anpoca AoCTyna K NepcoHanbHon MeauumMHCkon nHgopmMauumu. B pas-
HbIX CTPaHax CyLLUeCTBYHT CBOW 3aKOHbI MO 3aluTe NePCOoHanbHbIX AaHHBIX U CBOA NPaKTMKa UX MPUMeHEHUs],
MoOSTOMY 3HaHWe CTpaHbl NPOUCXOXKAEHMS 3anpoca Ha AOCTYN NOMOXET NPUHATL pelleHne, YAOBNeTBOPUTb
ero 1nm Her.

2. MNone HanmeHoBaHMA MecToHaxoxaeHus «localityName» MoxeT UCnonb3oBaTbea AN XpaHeHUs no
MeHbLUe Mepe 04HOro HanMeHOBaHWUA MecToHaxoxaeHna. Cneuundunkauma ero popmara TpedyeT UCTIONb30-
BaTb [ABa YPOBHHA HaUMeHOBaHUsi MeCcToHaxoXaeHusA. BepxHuil ypoBeHb ykasbiBaeT CTpaHy, Nocne KoTOopoit
ykasaHo reorpadpuyeckoe HauMeHoBaHWe MecToHaxokaeHns. B none HanMeHoBaHWA nsgatens ceptudukara
none «localityName» cTpaHbl MOXHO ONyCcTUTb W OrpaHN4nTbe TomMbko nonem «localityName»
reorpadnyeckoro MecToHaxoXaeHus.
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lpumep — localityName = “California”.

3. lNone HaMmeHOBaHWS opraHusauun «organizationName» ncnonb3syetcsa anst xpaHeHUs HAaMMeHoBa-
HUA cybcuanpyioLeil opraHusaLmMm 3gpaBooxpaHeHust B cepTudukaTe KOHeYHOro 06bekTa U HaUMEeHOBaHUA
LIC B cepTuchmnkate LIC. 310 none AOIMKHO coaepaTtb MNOSHOE 3aperncTpupoBaHHOE HaMMeHOBaHUE OpraHn-
3auuu.

lMpumep — organizationName = “California Hospital Authority”.

4. MNone HaumeHoBaHuWA noapasaeneHus «organizationalUnitName». Ecnu ato none npucytcteyeT, To
OHO Ucnonb3yeTca AN XpaHEeHUs HAMMEHOBaHUA noapasaeneHusa AaHHON opraHusaumi. MoxHo dopMupo-
BaTb HECKOSbKO YPOBHEWA NOAYMHEHHOCTWU noapasfeneHunid, 3agasasa 6onee oiHOrO 3Ha4yeHUs 3TOro Mons.
Ecnu 370 none ykaszaHo, TO ero 3HadyeHue A0MKHO BblIbupaTbca TakuM 06pasoM, YTOObI UCKMIOUYNTL HEOHO-
3Ha4YHOCTb B AoMeHe aaHHoro LIC.

Mpumep — organizationalUnitName = “Midtown Hospital Radiology”.

5. lNone obuwero HaumeHoBaHus «kcommonName». HasHavyeHue 3Toro nons — onucatb obLieynoTpe-
6utenbHoe HavMmeHoBaHWe wusgatens. OTO nofe B coyeTaHUM ¢ OBWWM HauMeHoBaHMEM cybbekTa
«commonName» Hepeako UCNonb3yeTcs cTaHAapTHLIMU KOMMOHEHTaMN NporpaMmmHoro obecneyeHns npu
Bblgade cepTudmKaTa nonb3osarento. [oaToMy HaumeHoBaHUe AOMKHO BbITb MHCOPMATUBHBIM, YTOOLI AaTb
nornHoe npejacrasneHye o HasHavyeHun ceptudukara u ero nsgarene. Kpome Toro, pekomeHayeTcs BKoYaTb
B 3HaveHue nonst kcommonName» HaumeHoBaHue ynpasnsiowen MNC. OHo cNyXUT AONONHEHNEM K UAEHTU-
dmKaum NONUTUKM ¢ NoMoLLblo 06 beKTHOrO naeHTudukaTopa.

lMpumep — commonName = “Patient Health Information Policy”.

6.3.6 Mone HauMmeHoOBaHUsA cy6bLekTa «subject»

HaumeHoBaHuMe cybbekTa, xpaHsileecs B none «subject», gomkHo nmeTb hopmat, COBMECTUMBIN C CO-
oTtBeTcTBYIOWeEN ISO [6] CTPYKTYpPO UMEHU, COCTaB KOTOPO COOTBETCTBYET onpeaeneHnto kKnacca o6bekToB
ponu B opraHusauuMn «organizationalRole», Haxogsieroca noa knaccom OGBLEKTOB OpraHusaLuu
«organization» nnn nogpasgenerus «organizationUnit», c npvBegeHHbIMIN HKE 4ONONHEHUAMU N OFpaHU-
YeHUAMN.

Ksanudukaums 1 QOMKHOCTA YHaCTHUKOB CUCTEMbI 3apaBooxpaHeHns oTpaxatotcs B none «hcRole»
paclmpeHns cepTudukaTta.

CopepxaHue nons HaumeHoBaHus cy6bekTa «subject» Ana kaxkaoro Tuna ceptudukata onucaHo B 6.4.
JononHutenbHble COBETHI U yKasaHna MoxxHO HainTu B ISO/TS 21091 [9].

1. Mone HaumMeHoBaHUA cTpaHbl «countryName» OomxHo cogepxatb ABYXOykBeHHbIN koA ISO cTpaHbI.

Mpumep — countryName = “US”.

MpakTuka 3anonHeHUs 3TOro Mosst 3aBUCUT OT KOHKPETHOM CTpaHbl.

3710 none, obszatensHoe ans LIC, keanndununpoBaHHbIX U BCrioMoraTesbHbIX MeaUUUHCKUX paboTHK-
KOB, Cy6CuManpyeMblX MOCTaBLUMKOB MEAULMHCKAX YCAYT, OpraHn3aunii u paboTHUKOB NoadepXnBatoLLmMX opra-
HU3aLWA, MOCKONbKY B cdepe 30paBOOXPaHEHUs] BaXHO 3HATb CTpaHy npoucxoxaeHus cybbekra,
npeabABNSIOLWEro cepTudmkaT 4ns 3anpoca AoCTyna K MepcoHanbsHoN MeanLMHCKON MHpopmaLun. B pasHbix
CTpaHax CyLLeCTBYIOT CBOW 3aKOHbI N0 3alUMTe NepcoHanbHbIX AaHHbIX U CBOS NMpaKTUKa UX NpUMeHeHUs1, Noa-
TOMY 3HaHWe CTpaHbl NPOUCXOXAEHMUsI 3anpoca Ha AOCTYN NMOMOXET NPUHATL pelleHne, YOOBNeTBOPUTb ero
Wnn HeT.

2. MNone HanMmeHoBaHWA MecToHaxoxaeHus «localityName» MoxeT MCNOnNb30BaTLCA ANA XPaHeHUs Mo
MeHbLUen Mepe 04HOro HaNMeHOBaHNA MecToHaxoxaeHus. Cneuundunkaums ero chopmata TpebyeT Ucnonb3o-
BaTb [1Ba YPOBHSA HauMeHOBaHUS MecToHaxoxaeHus. BepxHuil ypoBeHb ykasbiBaeT CTpaHy, nocrne KoTopoln
ykasaHo reorpaduyeckoe HaMmMeHoBaHWe MeCTOHaxXoXaeHWs. B none HaumeHoBaHWsA cybbekTa cepTudmkaTa
none «localityName» cTpaHbl MOXHO OMyCTUTb U OrpaHU4UTLCA Tonbko nonem «localityName» reorpacdu-
YeCcKoro MeCTOHaxXoXaeHMsl.

Mpumep — localityName = “California”.

3. Morne HauMeHOBaHWA opraHusaLun «organizationName» 1crons3yeTcs A XpaHeHst HaMMeHoBa-
HUA cyBCUaMPYIOLLIE OpraHn3aLIMM 30paBOOXPaHEHNs B cepTudmMKaTe KoHeYHoro obbekTa 1 HarumeHoBaHNs
LeHTpa cepTudmKkaumm B cepTucgukate LIC. ITo none AoMmKHO codepkaTb MOMHOE 3aperucTpupoBaHHoe
HauMeHoBaHWe opraHu3aLuu.

8
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Mpumep — organizationName = “Midtown General Hospital”.

4. lMone HaumeHoBaHWA NoapasaeneHns «organizationalUnitName». Ecnu 3To none npucyTtctsyeT, TO
OHO MCMNoMb3yeTca ANA XpaHeHUs1 HAaMMEHOBaHWUA nNoapasaeneHua AaHHon opraHusaumn. MoxHo dopmMupo-
BaTb HECKOSIbKO YPOBHEW NOAYMHEHHOCTWU noapasaeneHni, 3agasas 6onee ogHOroO 3HaYeHUs 3TOrO Nons.
Ecnn aT0 none ykasaHo, TO ero 3HayeHWe AOMKHO BbIBMpaTbcA Takum o6pasoM, 4TOObl UCKMHOYUTH
HeO4HO3HaYHOCTL B AoMeHe aAaHHoro LIC.

B HeKkoTopbIX MECTHbIX CUCTEMaxX 3ApaBOOXPaHEeHUs, HanpumMep B ANOHUW, Nofe HauMeHoBaHUS Nofd-
pasgeneHnsa UCnonb3yeTcs AN XpaHeHNs ponn yd4acTHUKa 3A4paBooxXpaHeHnsa. 3To nosie MoXeT BbITb nones-
HbIM MpU peanusauun YacTHbIX BUPTYasnbHbix ceTer (VPN), Nockonbky MapLlipyTusaTtopbl Unn MexceTeBble
3KpaHbl HekoTopbix Nposangepos VPN MoryT pacnosHasaTb a/1eMeHT HauMeHoBaHWUA nogpasaenexHus OU n
1CMoMb3oBaThb ero NPy NPUMEHEHUU Npasnn paspeLleHUa A0CTYNa UnKn oTkasa B gocTtyne. C ero NnoMoLLbio A0-
BepsitoLLasi CTopoHa Nerko MoXeT cUMTaTb MHOPMaLNO O PO HENOCPEACTBEHHO U3 cepTudukaTa. Takum
obpasom, ecnu nosne «organizationalUnitName» ykasaHo, TO OHO MOXET UCMONb30BATLCA AN XpAHEHUS!
POMN y4acTHUKA CUCTEMbI 30PaBOOXPaHEHUS.

Tpumepb!

1. organizationalUnitName = “Midtown Hospital Radiology”.

2. organizationalUnitName = “Licensed Physician”.

5. MNone o6wero HaumeHoBaHusi kcommonName». HasHayeHue aToro nons — onucatb oblueynoTpe-
BuTensHoe HanMmeHoBaHWe cybbekta. OHO AOMKHO NPUCYTCTBOBATL WU CoAepXaTb TOYHOEe HauMeHOoBaHue
cybbekTa, N3BeCTHOe cUCTeMe 3ApaBOOXPaHEHUA.

lMpumep — commonName = “Bruce Wayne”.

370 none A0MKHO BbITb 065A3aTENLHLIM AN WL U OpraHM3aLMi, ABNAIOWMXCA cyBbekTaMu cepTuduka-
ToB. ECnn Hago NpuHATL pelleHue o AoCTyne K NepcoHanbHON MeauuUMHCKON MHdopmaumnn unu o6 oTkase B
[oCTyne, TO BO3MOXHOCTb WUAEHTU(MLUMPOBATL HasBaHWe NuLa, W3BECTHOE cUcTeMe 3ApaBooXpaHeHus,
MOXET UMETb CYLLIECTBEHHOE 3HaYeHue.

6. Mone dpamunum «surnamex». ITo None Ucnosb3yeTcs AN ykasaHua dhamunum cybbekTa cepTudmka-
Ta. ECNu OHO NpMCYTCTBYET, TO [IOSHKHO CoflepkaThb TOUHYI0 haMunnio cy6bekTa, U3BECTHYIO cUCTEME 3ApaBo-
oXpaHeHus.

Mpumep — surName = “Wayne”.

7. Mone uMeHn «givenName». 3To nore UCNONb3yeTCs ANA yKasaHWUsl UMEHU 1 oTYeCTBa cybbekTa cep-
TUchbukaTa. Ecnn oHO NpUcyTCTBYET, TO AOSDKHO COAEPXKaTb TOUHbIE UMSI U OTYECTBO CYObLEKTa, U3BECTHbIe
cUCTEME 3ApaBOOXPaHeHNs.

Mpumep — givenName = “Bruce”.

8. Mone agpeca anekTpoHHOW MNouThl «e-mail». OCcHOBHOE pekoMeHAOBaHHOEe Ha3HayeHue 3TOoro
nons — XpaHeHWe agpeca aNeKTPOHHOM MoyThl CybbekTa.

Mpumep — e-mail = “jsmith@network.com.au”.

PaspeluaeTtcsa napannensHoe BktoveHne atpubyTta «EmailAddress» B HanMeHoBaHue cybbekTa ans
noaae Pk HecTaHaapPTU30BaHHbIX peanusaumii, Ho B IETF/RFC 3280 o6bsBneHo ycTapeBLmMm.

HacTosawuii ctanaapT pekomeHayeT UCNoNb3oBaTh 3M1EeMeHT e-mail B nosne anbTepHaTUBHOrO HaUMEHOo-
BaHuA cybbekTa «subjectAltName», a He B nore HauMeHOBaHUsi cybbekTa.

9. Mone cepuitHoro Homepa «serialNumber» MoXeT ncnonb3oBaThes B Liensx obecneveHns yH1Kanb-
HOCTW HaumeHoBaHWsA cybbekTa «subjectDN». Hanprumep, ero MOXHO UCNOMbL30BaTh AN XpaHeHUsl HoMepa
cepTucbukaTa MeguLMHCKoro cneunanucTa. ATo none ABnseTca HeobsasaTenbHbIM.

6.4 TpeGoBaHUA ANA KaX[0ro TUNa cepTUdUKATOB B 3opaBOOXPaHeHUN

6.4.1 dneMeHTbI Nona usgarensa «issuer»

TpeboBaHWs K anemMeHTam Nonsa nsaatens «issuer» Ansa Kaaoro Tuna cepTuUKaToB B 34paBooOXpaHe-
HWUM NpvBeLeHbl B Tabnuue 1.

6.4.2 AnemeHTLI nonA cyb6bekTa «subject»

TpeboBaHus k anemeHTaM nons cybbekta «subject» ans kaxgoro Trna ceptugukaToB B 3apaBooxpa-
HeHWUX NpunBeaeHbl B Tabnuue 2.
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© Ta6bnuua 1— TpeboBaHus k aneMeHTam NonsA usgatens («issuer») AN KXKZOro Tuna cepTUUKATOB B 34PaBOOXPaHEeHNN

Ceptudumkarel LIC

Ceprudukarbl UASHTUYHOCTU

SnemeHTbI Ceprudmear Ceprucukar | CepTucbukar Ceptudmkar
cepTudukata P KBanucu- BCMOMOra- atpubyra
LeHTpa Kpoce- UMPOBAHHOTO TENBHOMO Ceptudmkar Ceptudukar Ceptudumkar Ceprudwmkar
- ar o 7
CepTI:I(VBI)/IKa cepTuduk MELMLIMHOKORO | MEIMLMHCKOTO notpeburens prasusauuu ycTpoUcTBa NPUNOXeHnA
u paboTHuka paboTtHuka?
BnemeHTLI Nons nagatens «issuer»”
CountryName Obssatenp- | Obsasatens- |O6asatens- | Obsisatenb- | O6sizatens- | O6szatens- | O6sizatens- | O6sizatens- | Heo6siza-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
LocalityName Heobs3a- Heobs3a- Heobs3a- Heobsi3a- Heobsi3a- HeoGsi3a- Heobsizatens- | Heobsiza- Heobs3a-
TernbHoe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe Hoe TenbHoe TenbHoe
Organization_Name Obsisatenb- | Ob6asatens- | Obsasatens- | O6ssatens- | Ob6sisatent- | O6asatens- | O6sasatens- | O6sizarens- | HeobGsisa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHOe
Organizational_Unit Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heo6s3a- Heob6s3a- HeobssaTtens- | Heobsiza- Heob6s3a-
Name TernbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHOE Hoe TenbHoe TenbHOe
CommonName Obsizatenb- | Ob6si3atenb- | O6si3aTenb- | O6szatens- | O6sisatens- | O6sizatens- | O6sizatens- O6sizatenb- | He npume-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe HUMO

1’ Mog UueHTpamm cepTUdMKaLMM NMOHUMAIOTCS BCE, KTO BbIMYCKAeT CepTUMMKaTLI KOHEYHBIM OB BbEKTaM.

) TpeBoanus, NpeabsBRsieMbie K CepTUDMUKATAM BCNIOMOraTeNbHbIX MEAULIMHCKX PaBOTHUKOB, OTHOCSITCS TaKKe K CepTuduKaTam cybemanmpyembix NocTaBwm-

KOB Me,EI,VILI,VIHCKVIX ycnyr u paboTHVKOB NoaAepKUBaIOLMUX OpraHn3auuii 3apaBooxXpaHeHus.

B HacTosiwen Tabnuue yKasaHbl T anemMeHTbl MoNA u3gaTens issuer», TDGGOBGHVIH K KOTOPbIM MOIyT OTNnM4aTbCA ANA Pa3HbIX TUNOB CepTMd)MKaTOB

¢-060.L OOU d 100

oLoz
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Ta6nunua 2— TpeboBaHus k anemeHTaMm nons cybbekra («subject») ana kaxaoro Tvna cepTMUKATOR B 34paBOOXPaHEHUM

Ceptudmkatsl LIC

CepTudukaTsl MOEHTUMHOCTH

SnemMeHTbI c Ceptucdmkatr | Cepmudmrar Ceptudmkar
ceptuchukara epTMgukat kanucu- BCrOMOTa- atpubyra
LeHTpa Kpocce- Ceptudpmkar Ceptucmkar Ceptudukar Ceptudmkar
ceptucuka- ceptudukar LMPOBAHHOTO TENLHOTO notpeburens opraHusauuu ycTponcTea NPUNoXeHus
an?) MEAULIMHCKOTO | MeAULIMHCKOTrO
u paboTHuKa pa6othuka?
OnemeHTbI nons cybbekTa «subject»”

CountryName Obszatens- | O6ssatens- | Obsizatens- | O6sizatenb- | Heo6ssa- O6bsizatens- | Heob6si3a- Heobs3a- Heobsiaa-

Hoe Hoe Hoe Hoe TeNbHOE Hoe TenbHOE TenbHoe TenbHOE
LocalityName Heobsza- Heobnza- Heobsza- Heobs3a- Heobnsa- Heobs3a- Heobnza- Heobnsa- Heobnsa-

TenbHoe TEeNbHOE TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHOE TenbHOE
Organization_Name Obszatens- | Obsasatenb- | Heobsisa- Heobsza- Heobnza- O6ssarenb- | Heobasa- Heobnza- Heobnza-

Hoe Hoe TenbHoe TenbHOe TenbHoe Hoe TenbHoe TenbHoe TenbHoe
Organizational_Unit Heobssa- Heobs3a- Heobnza- Heo6s3a- Heobs3a- Heobs3a- Heobs3a- Heobnza- Heobs3a-
Name TenbHoe TenbHoe TenbHoe TenbHOE TeNbHOE TenbHoe TenbHoE TenbHOE TenbHOe
CommonName O6si3atens- | O6si3atenb- | Obsizatens- | O6asatens- | O6asartens- | O6sasarens- | Heobssa- Heo6s3a- Heob6s3a-

Hoe Hoe Hoe Hoe Hoe Hoe TenbHOE TeNnbHOE TenbHoe
GivenName He npumenun- | He npumenu- | Heo6s3a- Heob6sa3a- Heob6sa3a- He npumenun- | He npumenn- | He npumenn- | HeoBnsa-

MO MO TenbHoe TenbHOe TENbHOE MO MO MO TernsHoe
SurName He npumenu- | He npumenun- | Heo6s3a- Heobnsa- Heobnsa- He npumenu- | He npumenu- | He npumenn- | Heobsiaa-

MO MO TenbHoe TeNbHOE TENbHOE MO MO MO TernbHoe
Electronic mail Heobs3a- Heobs3a- Heobs3a- Heob6s3a- Heob6s3a- Heobs3a- Heobs3a- Heobsi3a- Heobs3a-

TeneHoe TenbHoe TENbHOE TeNnbHOE TENbHOE TenbHoe TenbHoe TenbHoe TensHoe

" Mop ueHTpaMn cepTUDMKaLMK NOHNMAIOTCS! BCE, KTO BbiNycKaeT cepTudunkaTbl KOHEeHHbIM O6beKTam.
2 Tpe6oeaHus, NpeabsABseMble K cepTudMKaTam BCNOMOraTerbHbLIX MEAULIMHCKUX PAGOTHUKOB, OTHOCATCS Takoke K cepTdmkaTam cybecuampyeMbix NOCTaBLLM-
KOB MEAWLMHCKMX yCryr U paboTHUKOB NOAAEPXKMBAIOLMX OPraHN3aUniA 30paBooXpaHeHns.
® B HacTosiwen Tabnuue yKasaHbl Te anemMeHTbl nons cybbvekra «subjecty, TpeboBaHNA K KOTOPLIM MOFYT OTNMYATBLCS ANS Pa3HbIX TUMOB CEPTUGMKATOB.

¢-060.1 OO d 1001
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7 Ucnonb3oBaHue paclumpeHun ceptudpmkara

7.1 OGLwwue cBeaeHuA

Hwxke npuseaeHbl TpeboBaHNA K UCNONbL30BaHMUIO 31IeMEHTOB Mofei pacwmnpeHusa («extensions») cep-
TucpmkaTos chopmata X.509 Bepcun 3 [5], npeabsaBnsieMble Npy pellieHny 3agad 3apaBooxpaHeHus. bonee age-
TansHas Hdopmaums 06 aTux nonsix npusegeHa B IETF/RFC 3280 n IETF/RFC 3739.

7.2 O6wue paclumpeHns

7.2.1 MNone ngeHtudukaropa kmoua LIC «authorityKeyldentifier»

OT0 paclmpeHmne JOIMKHO MAEHTUMULMPOBATL OTKPbITHIN KITHOY, NCMOMb3yeMbliA Arls MpoBepKy nognucu
cepTudukata. C ero NOMOLLbIO MOXKHO OTNMYATL pasHble KoK, ucnonbsyemble ogHum LIC (Hanpumep, npu
0BHOBMEHWM Krtova).

DornxeH ncnonb3osaTtbest Tonbko aneMeHT «keyldentifier» nonsa pacwuperusa «authorityKeyldenti-
fier».

370 paclmpeHne aBnaeTca HekpuTudeckuM. Ecnn oHo ucnonbayeTcs, pekoMeHgyeTcst 06baBNATL ero
obszaTenbHbIM.

7.2.2 Mone npenTudukaropa knyva cybvekra «subjectKeyldentifier»

970 paclumpeHre ucrnonb3yeTcs Ans uaeHTUdUKaLUM OTKPLITOrO Ktova, coaepKallerocs B nose ceptu-
dukaTa «subjectPublicKeylnfo».

B IETF/RFC 3280 npuBeaeHsbl ykasaHusi, Kakum o6pa3zomM anemeHT ngeHTudunkaTopa MoxeT 6bITb U3Bne-
YeH U3 OTKPLITOro Knoya. PaspelueH nioboi anroputm U3BneYeHns Npyu yCnosuu, 4To naeHtudukatop 6yaet
obnagaTb CBOMCTBOM YHWUKaNbHOrO NpeacTaBhieHus Kiova.

OT0 paclupeHve asnseTcs obsisaTesibHbIM U HEKPUTUYECKUM AN BCEX CepTUMDNKATOB KOHEUHbIX 06b-
eKToB 1 Bcex cepTudukatos LIC B uenouke aoBepust, NOCTPOESHHOW ANA CUCTEMBI 30paBOOXpaHeHUs!.

7.2.3 MNone ocHoBHOro HazHaveHus knioya «keyUsage»

370 paclumpeHe OOMKHO AeHTUULMPOBaTL OCHOBHOE Ha3HaAYeHUe, acCoLMMPOBaAHHOE C OTKPBLITLIM
KnovoM ceptudukaTta. MicnonbsosaHne eANHCTBEHHOW Napbl KNoYen U ana wudgposaHust, U Ansa undgposomn
noanucu socnpewaetcs. McrnonbsoBaHne knova Ans wndposBaHUs He AOMKHO coveTaTbea HU ¢ Heocnopu-
MOCTbHO, HU C UndpoBOA NoAnuckio (CM. 6.1).

OT0 paclmpeHne fomkHO 6biTb 0bszaTensHbIM. PekoMeHayeTca cneunduumpoBaTth ero Kak Kputudec-
koe (kak aTo ykasaHo B IETF/RFC 3280).

7.2.4 Tone cpoka Ucnonb3oBaHUA ceKpeTHoro knw4a «privateKeyUsagePeriod»

Mcnonb3oBaHne 3TOro pacluMpeHnst He pekoMeHayeTcs.

Mo ymorn4yaHuio B OTCYTCTBUE 3TOr0 paclUMpeHnst nepnoa AeNCTBNSA CEKPEeTHOMo KIloya coBnagaeT co
CPOKOM AelcTBUA cepTudukaTa.

7.2.5 Mone nonutuk ceptudukara «certificatePolicies»

Pacwupenne «certificatePolicies» gonkHo cogepxatb 06beKTHBIN AeHTUdUKATOP cTaHaapTU30BaH-
Hol nonuTtuku ceptudmkatos LIC B cootsetcTBuM ¢ UCO 17090-3.

OT0 pacwupermre saBnsieTcs obasaTenbHbIM 1 MOXKET BbiTb KPUTUYECKAM UM HEKPUTUYECKUM B 3aBUCK-
mocTu ot NC.

7.2.6 MNone anbTepHaTMBHOro HaumMeHOBaHUA cy6bekTa «subjectAltName»

PekomeHayeTcs, 4ToObI 3TO pacluMpeHne NPUCYTCTBOBaso B cepTudukate U cogepkano agpec anek-
TPOHHOR NOYThLI MoNyYaTens cepTuduKkarta, cooTBeTCTRYOWMI cneundukaumn ETF/RFC 822 [4]. Ecnu B Hero
BKIIOYEH 3neMeHT HaumeHoBaHus kaTanora «directoryName», To B Lensix obecneveHunsi nogaepkkn mexay-
HapoaHoro Habopa CMMBOIOB At OTNINYUTENIBHOTO HAUMEHOBaHUS CyGbekTa OH AOMKEH MMETb TUM AaHHbIX
UTF8String.

370 paclumpeHne siBnsieTcs HeobszaTebHbIM U HEKPUTUYECKUM.

7.2.7 Mone 6a3oBbix orpaHn4veHni «basicConstraints»

PaclwupeHnne «basicConstraints» cogepxuT bynesckoe 3HaueHue, NpUMeHseMoe Ans yKasaHus, Mo-
XeT 1nn cybbekT aelicTBoBaTh Kak LIC, ncnonbsys cepTUdULMPOBaHHBIFA KoY AN Noanucu cepTudmnkaTos.
Ecnu ato 3HaveHne pasHo TRUE, To MoxeT 6bITb Takke ykasaHo orpaHuveHne AnvHbl NyTh cepTudukaumu.

Ceptudmkatel LC gomkHbl BktouaTh B cebs pacwmperne «basicConstraints» co sHayeHnem TRUE.

UT06bl Y4OCTOBEPUTLCA, ABMAETCH MM AaHHOE pacLUMPeHUe KPUTUYECKUM IMGO HEKPUTUYECKUM 1 0Ba-
3aTtesbHbIM 6o Heobs3aTenbHBIM, CM. Tadnuuy 3.
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CepTuchmkaTbl KOHEYHBIX 06BEKTOR (BblaaBaeMbIX KBanMULMPOBAHHOMY MEAULMHCKOMY paBoTHUKY,
BCrioMoraTesibHoMy MeauLuMHcKomy paboTHUKY, cybcuanpyemMmomy nocTaBLUnKy MeanLUHCKMX yenyr, paBoTHU-
Ky nogaepXvBarollein opraHnsaumn 3gpaBooxpaHenusl, noTpebuTento, opraHusaunm, NPUNoxXeHUo Unm ycT-
POWNCTBY) HEe AOMKHBI MMeTb paclumpeHue co 3HavyeHrem TRUE.

7.2.8 MNone TouYek pacnpocTpaHeHus CMUCKOB OTO3BaHHbIX cepTudukaToB
«CRLDistributionPoints»

IETF/RFC 3280 pekomeHayeT noaaepxky atoro pacwmpenns ana LIC n npunoxenuid. Ana peanusauuin
cTaHgapTa B 34paBOoOXpaHeHnUm, UCMOmb3YIOLMX TOUKN pacnpocTpaHeHns CrMCKOB OTO3BaHHbLIX cepTudmnka-
TOB, 3TO paclUpeHne AOIMKHO MAeHTUMNLMPOBaTL MecToHaxoxaeHue cooteeTcTytowwero COC (unu cnucka
OTO3BaHHbIX LEeHTPOB cepTudukaunmn ansa ceptudpukatos LIC) B kaTanore LndpoBbIX cepTucdnkatos. B aTom
criydyae OHO JOMMKHO 6bITh 06a3aTeNbHBIM U HEKPUTUYECKUM.

7.2.9 MNone pacwnpeHHOro HazHayeHUA knryva «extKeyUsage»

OT0 norne ykasbiBaeT OAHO UMM HECKOMbKO Ha3HaYeHWn cepTUULMPOBaHHOMO OTKPLITOrO Krtova, Ans
KOTOPBIX OH MOXeT UCMOoMNb30BaTLCA B 4OMONIHEHWNE K OCHOBHOMY Ha3HayeHWo, ONMcaHHOMY B Mosie OCHOBHOTO
HasHaueHus knova «keyUsage», cogepxallemcs B pacluMpeHn, Ui BMECTO 3TOro HasHayveHusl.

OT0 pacwmpeHmne aBnsieTc Heobs3aTeNbHbIM U HEKPUTUYECKUM.

7.210 None wuHdopmauum o pgoctyne K cepTudukatam LUeHTpoB cepTudbukaummn
«authoritylnfoAccess»

Pacwupenune «authoritylnfoAccess» ykasbiBaeT, kak nony4ntb Aoctyn K ceptudpmkatam LIC n cepse-
paMm ycnyr onpeereHus cratyca cepTudukara B peansHom spemerun (OCSP Responders).

370 paclumpeHue He 3agaeT MectoHaxoxaeHne COC. Ero sHadyeHne cocTouT U3 nocriegoBaTenbHOCTU
onvcaHuin MeToA0B AOCTYNa N agpecoB 0ObEKTOB AocTyna.

Kaxablli 3nemMeHT aTol nocneaoBaTeNlbHOCTM onuckIBaeT hopmaT U MecToHaxoXaeHue AoNoNHUTEb-
Hol nHcbopmaumn o LC. Tun u hopmat nHopmaumm ykasbiBatoTcsl B MeToAe AOCTYNa, a MeCTOHaxoXaeHue
nHpopmaLMn — B agpece AocTyna.

OTo pacwuperue aBnsieTcsl Heobsi3aTeNbHBIM Y HEKPUTUYECKUM.

7.2.11 MNone gocTtyna Kk UHdopMaLum o cyobekTe «subjectinfoAccess»

370 nore ykasbIBaeT, Kak nonyyuTs AoCTyn K cepTudukatam LIC cybbekTa u Takum cnyx6aM, kak MeTku
BpeMeHMU.

3710 paclumpeHue sBnsieTcs HeobsizaTeNbHBIM U HEKPUTUYECKUM.

7.3 CneuuanbHble aTpUbyTLI KaTanora cy6bLekTos

7.3.1 ATpubyT npodeccuonanbHom ponu «hcRole»

ATpubyT «hcRole» nossonsieT koaupoBaTh CBEAEHUA O POy KBaNUGULMPOBAHHOTO UMW BCrioMoraTenb-
HOro MeauLMHCKoro paboTHuMKa. ITOT aTpubByT pekoMeHAYeTCA UCMONbL30BaTb NPU peanusauusx ctaHaapTa,
NOCKOsbKy ero npumeHeHue 6yaet cnocobeTBoBaTh MeXayHapoaHON UHTeponepabensHOCTU cepTudmkauum
ponen B 3apaBooxpaHeHun. C aTuM aTpubyToM MOXHO BbIMYCTUTb HECKOMbLKO cepTUtUKaToB ANsl OAHOTO U
Toro xe nuua. C nonem «hcRole» MoxHO accounnpoBaTh Lenblil paa Tabnuuy knaccudukauun. Mpeanarae-
MOe Nnore MMeeT MeXaHU3M pacluMpeHnsi, NO3BONAIOWMUIA UCTIONb30BaTh HaUWOHATbHBLIE UMW PErMoHarbHble
CUCTEMbI KOAUPOBaHWUS ponel B 3apaBoOXpaHEeHUN.

3710 none Tpebyetca Ana cepTuduKaTtoB MASHTUYHOCTM, MOCKOMBKY POk BragenbLa cepTudukaTta B
34paBoOXpaHEeHUU COCTaBMsAeT HEOTbEMIIEMYIO HYacTb ero/ee MAEeHTUYHOCTMU.

Korga atoT atpmubyT npoBepeH, AONOMHUTENBHY0 MHdopMmauuio yaobHee nomewats B CA, kak 3To 06-
cyxpaetcsa B UCO 17090-1, nogpasnen 7.4.

HacToswuia ctaHgapT No3BonsieT NPeAbABNATb B cepTudukaTe Takme permoHarnbHble cBeAeHNs, Kak pe-
rMCTpaunoHHbIE HOMepa, HoMepa cY4eTOB U uaeHTUuduKaTopsl nauneHToB. Huke npeactaBneHa cneuuduka-
una knacca oobektoB REGIONAL-DATA.

hcRole ATTRIBUTE  ::={

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

HazHayeHue 06 bEKTHbIX ugeHTUUKaTopos

B HacTosilem cTaHoapTe HasHaveHbl cregyowme o6bekTHble aeHTUdUKaTopLI:

{iso (1) standard (0) hcpki (17090)}

id-hcpki OBJECT IDENTIFIER ::=1.0.17090

13



rocT P UCO 17090-2—2010

id-hcpki-at OBJECT IDENTIFIER ::= {id-hcpki 0 }

id-hcpki-at OBJECT IDENTIFIER :=1.0.17090.0
id-hcpki-at-healthcareactor OBJECT IDENTIFIER ::= {id-hcpki-at 1}

id-hcpki-at-healthcareactor OBJECT IDENTIFIER ::= 1.0.17090.0.1
id-hcpki-cd OBJECT IDENTIFIER ::= {id-hcpki 1}

id-hcpki-cd OBJECT IDENTIFIER 1:=1.0.17090.1
id-hcpki-is OBJECT IDENTIFIER  ::= {id-hcpki 2}

id-hcpki-is OBJECT IDENTIFIER::= 1.0.17090.2
OnpepeneHnst TUNOB AaHHbIX:

HCActorData ::= SET OF HCActor

HCActor ::= SEQUENCE {

codedData [0] CodedData OPTIONAL,
RegionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL }

CodedData ::= SET {
codingSchemeReference  [0] OBJECT IDENTIFIER,
- - -~ CoAepXuT CChIfKy Ha cucTemMy koanposaHust ISO nnu ceeinky
- - -~ Ha MECTHY!0 CUCTeMy KOAMPOBaHUSA, 3apernctpupoBaHHyto B ISO
- - - - nnbo y HaLmMoHanbHoro perncrparopa o6beKTHbIX MAeHTUdUKaTOPOoB.
- - - - OGBbeKkTHbIN aeHTUnKaTop cMcTeMsl koguposaHus ISO
- - - - onpegeneH Bbllwe (id-hcpki-is).
- - - - Mo MeHbLUEN Mepe 0AVH U3 CreayoLMX 3N1eMeHTOB
- - - - [JOIDKEH MpUCYTCTBOBATL!

codeDataValue [1] UTF8String OPTIONAL,
codeDataFreeText [2] DirectoryString OPTIONAL }
RegionalData = SEQUENCE {

type REGIONALDATA &id({SupportedRegionalData}),
value REGIONALDATA .&Type({SupportedRegionalDatal{@type})}
OnpepeneHue knacca o6bekToB «REGIONALDATAN:
REGIONALDATA ::= CLASS {
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id }
OnpepgeneHne MHOXeCTBa KnaccoB 06bekToB «SupportedRegionalDatax»:
SupportedRegionalData REGIONALDATA ::=
{coded,
. - - 3aecb MOTyT 6bITb onpeaeneHbl AOMOMHUTENbHBIE
- - pervoHarnbHble/HaLuoHarnbHble 06bEeKTbI}
OnpepeneHne MHGPOPMALMOHHOIO 06 bEKTa KOAUPOBaHHbIX AaHHbIX «coded»:
coded = REGIONAL-DATA {
WITH SYNTAX CodedRegionalData
ID id-hcpki-cd}
CodedRegionalData ::= SEQUENCE {
country [0] PrintableString (SIZE (2)),
- - Kog cTpaHbl nspnartens ceptudukarta B coorseTcteum ¢ ISO 3166-1 [10].
issuingAuthority [1] DirectoryString,
- - NpeHntudukatop nsgatens ceptudmkaTa Kak pernoHansHoro obvekra.
- - MoxeT 6bITb YkasaH kak HacTosILLUIA uaeHTudukaTop unu
- - Kak CTpoka rnoucka B kaTtanore (TpebyeT A0NONHUTENbLHOMO
- - onpegeneHus).
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL
Ansa atoro nons QOmKHbLI UCMOMNb30BaTbLCS KOAbI, HANPUMEp, B3ATbIe U3 CUCTEMBI KOAUPOBAHUS UMEH PO-
newn nonb3oBaTtenen gaHHbIX ASTM E1986-98 [11].
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3HaveHns anemMeHToB knacca o6bekToB «HcActor» pekomeHayeTcs 6paTb U3 COOTBETCTBYIOLEN HaLM-
OHarbHOW CUCTEMbI KOOUPOBAHMSI.

B ceptudukatax ksanugpuumpoBaHHbIX 1 BCIOMOraTefbHbIX MeauLUHCKUX paboTHUKOB 3TO paclumpe-
Hue siBnsieTcs 06a3aTeNbHbIM U HekpUTUYeckuM. B ocTanbHbIX cnyvasx oHO HeobsizaTenbHoe U HekpuTn4ec-
Koe.

7.3.2 TMone aTpubyToB kaTanora cy6bLekToB «subjectDirectoryAttributes»

PekomeHayeTcs, 4Tobbl 3TO paclumpeHme NpMcyTCTBOBArO B UHANBMAYaNbHBIX cepTuukaTax ngeHTmny-
HocTW. B 3Tux cepTudukaTax oHO MOXeT copepxatb aTpubyT «hcRole» (cm. 7.3.1). Kpome Toro, none
«subjectDirectoryAttributes» moxeT cogepxatb Apyrne atpubyTbl, He crneundULMPOBaHHbIE B HACTOSILLEM
cTaHgapTe.

370 pacwmpeHue OOrmKHO BbITb NOMEeYEeHO Kak HekpuTudeckoe. Mockonbky cepTudukat MoXeT UCTONb-
30BaTbCs Kak B LieNisiX ayTeHTUuKauun, Tak U B Liensix MPUCBOEHNUA ponu, To B cepTudunkatTax ksannpuumpo-
BaHHbIX W BCrioMoraTenbHbIX MeAULMHCKUX paboTHUKOB OH A0MKeH BbiTb 0bssaTenbHbIM. B cepTudukarax
OpYrnx TUMOB OH AOMkKeH bbiTb Heobs3aTenbHbIM.

7.4 PacwupeHue o6baBReHun kBanuduuupoBaHHoro ceptudukara «qcStatements»

PekomeHnayeTcs Bkovath none «gcStatements» B cepTudukathl KBannuuupoBaHHbIX 1 BCOMOra-
TeNbHbIX MeAULMHCKUX paboTHUKoB. CepTudukaTtel naumeHToB/noTpebutenen, cybcuanpyemMblx nocTasLwu-
KOB MeAULMHCKUX YCnyr n paboTHNKOB NoaaepXMBaOLWNX OpraH1M3aLni Taicke MoryT cogepXaTb 3TO norne.
CepTuchukatbl YCTPOUCTB U NMPUMOXEHUI He AOSKHBI €ro coaepxaTb. [leTansHble cBegeHua o6 3Tom none
npuesegeHsbl B IETF/RFC 3739.

PekomeHayeTcs, 4YTobbl MPUNOXEHUSI, COOTBETCTBYIOLME HacTosILeMy cTaHAapTy, Gbim cnoco6Hbl
noaaepXuBatb UCMONb30oBaHWE paclumpeHus «gcStatements».

3710 paclumpeHue asnsaeTca HeobasaTenbHbIM U HEKPUTUYECKUM.

7.5 TpeGoBaHua ANA KAXAOro TUNA cepTUUKATOB B 34PaBOOXPAHEHUN

TpeGoBaHUsA k aneMeHTaM Nonsa pacliMpeHns «extensions» ans Kaxaoro Tuna cepTUUKaToB B 3apa-
BOOXpaHeHnn npueeaeHsl B Tabnuue 3.
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Ta6nuuya 3— TpeboBaHus K 3NeMEHTaM NOJIsi pacluMpeHust «extensions» ans Kaxgoro Tuna cepTuduKaToB B 34paBOOXPaHEHUN

Ceptmudukarsl LIC

CepTtudukatsl UAEHTUYHOCTU

OnemeHThI Ceprucar Ceptucpukat | Ceptucpurat CepTM(g)MKaT
cepTugpukaTa - - aTpubyta
prucp LeHTpa Kpoce- u:g(?g:j:r)ro icer}_lob“:zrri CepTtudbmkar Cepmucpukat | Ceptucdukar | Ceprudmkar
- uu CTPOWA uno
cepmvclﬁmxa cepTudumkar MEULAHCKOTO | METMLIMHEKOTO norpeéutens opraHusad| YCTPOUCTBA | MPUIIOXKEHWA
B pabotHuka | pa6oTHuka"
O6wwme pacwvpeHust

authorityKeyldentifier? Obssatens- | O6sizatens- | O6sgarens- | Obasatens- | O6sgatens- |Ob6sizatens- | Obs3atens- | O6si3atens- | Heo6sasa-
Hoe?) Hoe?) Hoe? Hoe? Hoe? Hoe? Hoe Hoe? TenbHoe

subjectKeyldentifier Obnsatens- | O6szatens- | OBagarens- | O6asatens- | Obssatenn- | O6sasatens- | O6s3aterns- | O6asatens- | Heo6asa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe

keyUsage Obsizatent- | Obasatenb- | Obasatenn- | O6asatens- |O6sizatenb- |O6sisarens- | OBsizatens- | O6asarens- | Heo6ssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TensHoe

privateKeyUsagePeriod Ortcytcteyer | OtcytcTBYeT | Heobssza- Heobs3a- Heobsi3a- Heobsi3a- Heobsi3a- Heobs3a- Heobnsa-
TenbHoOe TenbHoe TenbHoe TernbHoe TenbHoe TenbHoe TenbHoe

certificatePolicies Ob6sizatens- | Obsizatenb- O6ssatenb- | Obsizatenb- | Obsisatens- | OGsisarenb- | Obsizatens- | O6sizatens- | Heobsiza-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe

subjectAltName OtcytcerByer | OtcytctByetr | Heo6Gsza- Heobs3a- Heobsn3a- Heob6s3a- Heobsiza- Heobs3a- Heobs3a-
TenbHOe TenbHOe TenbHoe TenbHoe TenbHoe TenbHOe TenbHoe

subjectDirectoryAttributes® | OtcyTtctByet | OTcyTeTRYeT | O6sizatens- | O6sizatens- | Heobsiaa- Heobs13a- Heob6si3a- Heobs3a- Heobn3a-
Hoe? Hoe¥ TensHoe TenbHoe TenbHoe TenbHoe TenbHoe

basicConstraints Obsizatens- | O6sizatenb- Heobs3a- Heobs3a- Heobsiza- Heo6sn3a- Heobnsa- Heobn3a- Heobn3a-
HOE W KPWUTW- | HOE W KPUTK- | TenbHOEe TenbHoe TensHoe TenbHoe TenbHoe TenbHoe TenbHoe

yeckoe Yeckoe

CRLDistributionPoints Obssatens- | O6s13aTens- Obasatens- | Obasatens- | Obssatens- | O6szatens- | O6szatens- | O6asatens- | Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe

extKeyUsage Heobsi3a- Heobsisatens- | Heobsiaa- Heob6s3a- Heobsiza- Heobsi3a- Heo6si3a- OtcyTcTBY- | HeobGsi3a-
TenbHoe Hoe TensHoe TensHoe TenbHoe TenbHoe TenbHoe er TenbHoe

¢-060.1L OOU d 1001
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Okonvarnue mabnuypl 3

Ceptudmkate! LIC

Ceptucdukatbl UAEHTUYHOCTU

SnemenTs Ceptudmkar | Cepmmudmrar CepTudmkar
cepTudukara Ceptudcpukar KBanUcU- BCNOMOTa- atpubyra
LeHTpa Kpocc- UMPOBAHHOFO TENBHOIO Ceptucdukar | Cepmucdukar | Ceptucukar | Ceprtucpmkar
ceptuduka- cepTucukat P notpebutens | opraHusauuu ycTponcrea NpUNOXeHUs
wn MEeANUMHCKOTO | MeAULIMHCKOro
u paboTHuka pa6otHuka'
Opyme pacwmpenns
authoritylnfoAccess Heob6s3a- Heobsiza- Heobsiza- Heobsi3a- Heobsi3a- Heobsi3a- Heobsiza- Heobsiza- Heobsi3a-
TensHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
gcStatements Orcytcteyet | OtcyteTByeT | Ob6sizatenn- | Obssarenb- | O6sgatens- | OtcytcTByeT | OTcytctByeT | OTcyTcTByeT | Heo6siza-
Hoe® Hoe" Hoe? TenbHoe
hcRole® OtcytctByet | OTcytetByeT | O6sizatensb- | Obsizatens- | HeoGasa- Heobs3a- Heobn3a- OtcytctByeT | OTCyTCTBYET
Hoe? Hoe? TenbHoe TenbHoe TenbHoe

" TpeGosamus, NpeabABNseMbIe K CEPTUdMKATaM BCIOMOraTerbHbIX MEANLIMHCKUX PaGOTHUKOB, OTHOCSITCS! TAKKe K CepTUdMKaTam cy6euanpyembix nocTaBLwy-
KOB MEOMLIMHCKUX YCryr 1 paboTHWMKOB NoAAepXVBaIOLLMX OPraHn3aLmnii 30paBooXpaHeHust.
% PekomeHayeTcs, 4TOBbI 3TO Morne Bbiro 06s3aTenbHbIM.
Wcnone3osanne nons «hcRole» B ceptudmkarax KBanmpuuMpoBaHHOTO MEANLIMHCKOrO paboTHUKa U BCMOMOraTernbHOro MeauumMHckoro paboTtHuka Tpebyer,
yto6bl none «subjectDirectoryAttributes» B aTux cepTudukatax Gb1no 06s3aTENbHBIM.
4 Tpe6oanue 06513aTerNbHOCTM PACNpOCTPaHSETCs Ha 0BNacTV AelcTBuSs, rae no HaLUuMoHanbHOMY 3aKoHoAaTenbCTBYy TpebyeTesi ncnonb3oBaHue KBannuuMpo-
BaHHbIX CEPTUUNKATOB.
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A.1 BBepeHne

Huxe B Luensax nnniocTpaumm NpMBe4eHo0 HECKOMNbKO NPOCTLIX NMPUMEPOB Kax4oro Tuna ceptudmkaToB. 3TU Npume-
pbl He ABMATCA HopMaTuBHbIMU. Ko Ha a3bike ASN.1 M HOpMaTVBHbIE MONOXEHUSA COAEPKATCA B OCHOBHOM TEKCTE Ha-

CTOAWeEro ctaHgapTa.

MpunoxeHune A
(cnpaBoyHoOe)

Mpumepbl npodunen ceptucdukaToB

A.2 Mpodmnb cepTndmnkaTa notpedbutens

MpuMmedaHue— I3TOT NPUMEP CIYXWT TOMNBKO ANSI Lenei UiniocTpaumum U He ABNAETCSA NPoToTUNom Gyayue-

ro coopmata cepTudukaTor HaumoHaneHol cnyx6bl 3apaBooxpaHeHnsi Benukobputanum (NHS).

MNauwenT Bill Smith, ero Homep NHS 368964278. [lata Beinycka ceptudmkata — 1 aerycta 2001 roga. [lata 3aeep-

WweHnsa gencteua ceptudomkara — 1 asrycta 2006 roga.

version
serialNumber
signature
issuer
countryName
localityName
organizationName
organizationalUnit
commonName
serialNumber
validity
subject
countryName
localityName
organizationName
organizationalUnit
commonName
surName
givenName
e-mail
subjectPublicKeyinfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage

certificatePolicies

(2 — pecATMYHBIN KOA cepTudmkaToB Bepcun 3)
(yHVKaneHbIN HOMep, reHepupyeMblii LIC)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(UK)

(London)

(Dept. of Health)

(National Health Service)
(CepTtudmkar naumneHta Bepcun 1)
({cepuiiHbIn HOMep n3aarensi})

(cpok aencreus B hopmate UTCTime:
notBefore 010801000000z

notAfter 060801000000z)

(UK)

(London)

(NHS)
(PermctpaTtypa)
(Smith Bill)

(Smith)

(William)
(bSmith@uknet.com)

(oTKpbITBIN Koy RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPBITBIN KMtoY cybbekTa)

(yHUKanbHbIN MASHTUGMKATOP OTKPLITOro Kitova LIC)
(YHUKanbHbIA MAEHTUMKATOP OTKPLITOrO Kitova cybbekTa)
(uncbpoeasi noaNUcCk)

policyldentifier OBJECT IDENTIFIER ::= Policy-OID-for-Patient-Certificate-v1

cRLDistributionPoints
authoritylnformationAccess
subjectDirectoryAttributes

(http://erl.location.nhs.uk)
(http:ocspserver.nhs.uk/OCSP_SERVER:5555)

hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData ::= {

codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-patient,
codeDataFreeText DirectoryString ::= optional-data }
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regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-UK,
issuingAuthority DirectoryString ::= (c=UK, National Health Service,
ou=patients),
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= Type-OID-for-patient,
codeDataFreeText UTF8String ::= “patient ID 3689642787} } }

A.3 Mpodunb cepTudpmkaTa BCnomoraTtenLHOro MeQULIMHCKOro paboTHuka

MpumeyaHmne— ITOT NPUMEP CIYKUT TONBKO A4S LENen UNNIoCTpaummn u He siBNSETCs NpotoTunom byayuie-
ro doopmara ceptudmkaToB cryx6bl 3gpaBooxpaHeHusi witata KanmdopHus.

Betty Smith — coTpyaHuua “ceptmduumpoBaHHoro meauumHckoro pervctpatopa (CMP)”. Ceptudmkarsl CMP Bbi-
nyckaloTcss AMepUKaHCKON accoumnaumen MeguuMHCKUX PerncTpaTopos.

version (2 — pecaTYHbLIN KOA cepTudukaToB Bepcum 3)
serialNumber (yHUKanbHbIi HOMep, reHepupyemslin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (US)
localityName (California)
organizationName (HammeHoBanue LIC cnyx6bl sapasooxpaHeHusi KanndgopHun)
commonName (HanmeroBaHue LIC cnyx6bl 3gpaBooxpaHeHus KanndopHum)
validity (cpok gencreua e hpopmate UTCTime)
subject
countryName (US)
localityName (California)
organizationName (opraHusauus enagensua ceptndmkara)
commonName (Smith Betty)
surname (Smith)
givenName (Betty)
subjectPublicKeylnfo
algorithm (oTkpbITHIN Ktow RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKpBITBIN KNIOY CybbekTa)
extensions
authorityKeyldentifier (yHuKanbHbI ngeHTMbKKaTop oTKpbITOro Kntoua LIC)
subjectKeyldentifier (yHUKanbHbIA geHTUUKATOP OTKPLITOrO Kntova cybbekra)
keyUsage (undpoBasi nogNUCb, NN HEOCNOPUMOCTb, UNK LWndpoBaHKE)

certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

(06beKTHLIN NgEeHTUDUKATOP COOTBETCTBYIOLLEN NOMNUTUKM)
(mecto Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::=id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US,
OU= American Association of Medical Transcriptionists),
nameAsissued DirectoryString ::= (CN= Elizabeth Smith),
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= ASTM-Coding-Scheme-
for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String ::= “nuuenauns Ne 12345677} } )
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A.4 Mpodunnb cepTudhmkaTa KBaNMPULUUPOBAHHOrO MeANLIMHCKOro paboTHMKa

MpuMeyaHue— ITOT NPUMEP CNYXKMT TONBKO AN Lienew MNNincTpaumm 1 He sSBAsieTcs NpoToTUnom byayuie-
ro coopmaTta cepTumkaToB criy>6bl 3gpaBooxparHeHus wrata Kanndophus.

MeauumHckuin cneunanuct John Stuart Woolley, oH xe Tink Woolley. Emy BoigaHa nuueHans MeayumHCKor nuueH-
3MOHHONM KomMccuen wrata Kanngophusa, Homep nuuenaumn 20A4073. Kog cratyca nuueHavm 17 (“01” — “gencreButens-
Has n akTMBHas”. [lata Belgaum — 22 mapta 2000 roga. [Jata 3aBepweHusn gencreus nuueHsum — 21 mapta 2002 roga.

version (2 — pecATMYHbIN KOA, cepTudmkaToB Bepcum 3)
serialNumber (yHuKanbHbIN HOMep, reHepupyembii LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (US)
localityName (California)
organizationName (HaumenoBanne LIC cnyx6bl 3gpaBooxpaHerusi KanndopHum)
commonName (HaumeHoBanue LIC cnyx6bl 3gpaBooxpaHeHust KanudopHun)
validity (cpok pencreusi B popmate UTCTime)
subject
countryName (US = CoepuHeHHble LLiTaTel AMepukn)
localityName (California)
organizationName (oprannsaums Bnagensua ceptudmkara)
commonName (Woolley Tink)
surname (Woolley)
givenName (John Stuart)
subjectPublicKeylinfo
algorithm (oTkpbITbIV KNtod RSA, 1024 6ut {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITBIN KNty cybbekTa)
extensions
authorityKeyldentifier (yHVKanbHbI naeHTUUKATOP OTKPLITOro Kioya LIC)
subjectKeyldentifier (yHukanbHbIN ngeHTUdMKaTOP OTKPLITOrO Kitoya cybbekTa)
keyUsage (umdbpoBas NoanMeh, NN HEOCMOPUMOCTb, UMK WKndpoBaHue)

certificatePolicies
cRLDistributionPoints

(06beKTHbIM MAEHTUMDMKATOP COOTBETCTBYIOLWEN NONUTUKM)
(mecTo Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-physician-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU=California Medical License Board),
nameAsissued DirectoryString ::= (CN= John Stuart Woolley)
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String ::= “nuuenana Ne 20A40737}
hcMinorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-License-Status-OID,
codeDataValue UTF8String ::= “unrestricted”,
codeDataFreeText UTF8String ::= “HeorpaHuyeHHas™} } )

O6patnTe BHUMaAHUE, YTO B JAHHOM MprYMEpe HOMEP U CTaTyC JIMLEH3UN 3aKOOMPOBaHbl KaK PErMoHarbHbIe daH-
Hble. Takme permoHanbHbIe JaHHble ABNAITCS HeoGA3aTeNbHbIMU, 1 PelLeHne, BKIIOYaTh UX B CEPTUMDMKAT UINN HET, 0CTa-
eTcA Ha yemoTpenue LIC, Beinyckatowero ceptudmkar.
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A.5 Mpodmnb cybecnanpyemMoro nocTaBLMKa MeAULIMHCKUX YCIyT

MpumedaHune— ITOT NPUMEP CNYXKMT TOMbKO AJ1s1 LeNen UNMcTpaumm 1 He SBNsAeTcs npoTotunom GygyLie-

ro dpopmata cepTncmkaToB cnyxbbl 3gpaBooxpaHeHusi NpoeuHUMM OHTapro (KaHaga).

Julie LeClerk, akywepka ua npoemHumnm OHTapwo.

version (2 — pecATUYHbIN kOg cepTUdUKaToB Bepcun 3)
serialNumber (yHVKanbHbIA HOMeP, reHepupyembiii LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (CA=Kanapa)
localityName (Ontario)
organizationName (HanmeHoBaHue L|C cnyx6bl 3gpaBooxpaHeHusi OHTapuo)
commonName (HanmeHoBaHue LIC cnyx6bl 3gpaBooxpaHeHusi OHTapuo)
validity (cpok gencreus B hopmate UTCTime)
subject
countryName (CA=Kanapa)
localityName (Ontario)
organizationName (opranmnsauus Bnagensua ceptudukarta)
commonName (LeClerk Julie)
surname (LeClerk)
givenName (Julie)
subjectPublicKeyinfo
algorithm (oTkpbITHIN KNto4 RSA, 1024 6uTa {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPBITLIV KNOY cyObekTa)
extensions
authorityKeyldentifier (yHVKanbHbIM naeHTMdUKaTop oTKpbITOro kni4ya LIC)
subjectKeyldentifier (yHUKanbHbIN ngeHTUUKaTOP OTKPLITOrO Kntova cy6bekTa)
keyUsage (uncbporas noaNUCb, UMM HEOCMOPUMOCTL, MK WNdDPOBaHNE)

certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

(o6 bekTHBIN ngeHTUUKATOP COOTBETCTBYIOLLEN NONUTUKN)
(mecTo Bxoaa B COC X.500)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-midwife-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-Canada,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU= Name-of-CA-for-Ontario-
Health-Care),
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ISO-Role-Coding-Scheme,
codeDataValue UTF8String ::= the-code-for-midwife-role }
codeDataFreeText UTF8String ::= “Heoba3aTenbHble Nnevyataemsle gaHHbIe™} } )

A.6 Mpodmnb cepTndhmkaTa paboTHNKa noaaepXuBaKoLWen opraHusauun

MpumeyaHne— ITOT NpUMEpP CNYXUT TOSBKO AArsi Lienen nnicTpaumm n He ABnseTcs Nnpototunom Gyayuie-
ro oopmaTta cepTumkaToB cnyx6bl 3apaBooxpaHeHus wrata Kanudopxus.

Sally R. Jones, onepatop byxrantepum B opraHusaumm American Health Systems.
version (2 — pecATMuHBIN KOA cepTUdUKaTOB Bepcumn 3)
serialNumber (yHVKanbHbIA HOMEP, reHepupyembi LIC)

signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer

countryName (US)

localityName (California)

organizationName

(HanmenoBaHue LIC cnyx6bl 3gpaBooxpaHeHns KanndopHun)
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commonName
validity
subject
countryName
localityName
organizationName
commonName
surname
givenName
subjectPublicKeyInfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

(HanmeHoBaHwue LIC cnyx6bl 3gpaBooxpaHeHus KanudopHum)
(cpok gencreun B popmate UTCTime)

(US = CoepunHentbie lUTtaTtel Amepukn)
(California)

(American Health Systems)

(Jones Sally R.)

(Jones)

(Sally R.)

(oTkpbITHIN KNloY RSA, 1024 6uta {1,2,840,113549,1,1,1})
(oTKpLITBHIN KNIOY Cy6bekTa)

(yHUKanbHbIM naeHTUdKKaTOP OTKPLITOrO Ktoya LIC)
(YHVKanbHbIN MAEHTUMDUKATOP OTKPLITOrO Kntoya cybbekTa)
(undbpoBas NOANUCH, NN HEOCNIOPUMOCTb, UNK LWdPOBaHKE)
(06 BbEKTHBIN MAEHTUMUKATOP COOTBETCTBYIOLLEN NONUTUKK)
(mecto Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-file-clerk-role,
codeDataFreeText DirectoryString ::= CN=Sally R. Jones }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU= American Health Systems),
hcMajorClassCode CodedData 1= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-file-clerk }

O6paTtnte BHUMaHUe, 4TO B OT/IMUME OT NpUMepa, NpeactaBreHHoro B A.4 (ceptmdmkaTt KBanmuumMpoBaHHOTO Me-
AnumMHCKoro paboTHUKA), 30eCb HET HU HOMepa NMULIEH3NK, HY koZa cTaTyca NULeH3uun. Takoe AoMnyCcKaeTcsl, MOCKONbKY 3TH
pervoHanbHbIe Nons SBNSTCS HeobA3aTeNbHLIMW U peLLeHre, BKIoYaTk X B CEPTUMKAT UM HET, OCTaeTCsl Ha YCMOT-
penve LIC, Bbinyckaowero ceptudukar.

A.7 Mpodmnb cepTndmkaTa opraHnsaumm

MprmeyaHune—3ITOT NpUMep CNy>XWUT TONBKO ANs Lenen nnnicTpaumm u He siBNsieTcsl NnpoToTunom Gyayiie-
ro oopmara cepTucmkaToB cnyxbbl 3gpaBooxpaHeHus Wwrara KanudopHus.

22

version (2 — pecsTMYHLIN Kog cepTudmkaToB Bepcumn 3)
serialNumber (yHuKanbHbI HOMep, reHepupyemeii LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (US = CoegnHenHbie WTaTtel AMepukn)
localityName (California)
organizationName (California Hospital Authority)
commonName (Health Digital Certificate policy vO1)
validity (cpok gevicteus B hopmate UTCTime)
subject
countryName (US = CoegnHenHblie LTatel AMepuku)

localityName
organizationName
subjectPublicKeyInfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier

(pervoH = California)
(Midtown Hospital)

(oTkpbITHIN KNtoy RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPBITBIN KoY cyObekTa)

(yHVKanbHbIV naeHTUMMKATOP OTKPbITOrO Krtova LIC)



subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

A.8 Npocdvnb CA
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(yHUKarnbHbIV naeHTUMKATOP OTKPLITOrO Kiioua cy6bekTa)
(umncbpoBas noANUCh, UM HEOCTIOPUMOCTb, UNK WNPOBaAHUE)
(06 beKTHBIN naeHTUdMKATOP COOTBETCTBYIOLEN NONUTUKK)
(mecTo Bxopa B COC X.500)

MpuMedaHwmne— ITOT NPUMEP CAYXUT TONbKO AN Liernei UnniocTpaumm U He siBnseTcs npototunom Gyayuie-

version

serialNumber

signature

baseCertificatelD

entityName

Optional

AttCertValidity

Attributes

issuer
countryName
localityName
organizationName
commonName

validity

subject
countryName
localityName
organizationName
commonName

subjectPublicKeyinfo
algorithm
subjectPublicKey

extensions

authorityKeyldentifier

subjectKeyldentifier

keyUsage

certificatePolicies

cRLDistributionPoints

A.9 Mpodounb cepTndmkara LIC

ro hopmata ceptudpukatoB cnyx6el 3ppaBooxpanenus wrara Kanudoprms.

(2 — pecsiTuHbIN kop, cepTudmkaToB Bepeum 3)
(yHUKanbHbIli HOMep, reHepupyembii LIC)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
(339393322281)

(a-p Benjamin Casey)

(cpok)
(mocTyn K AHEBHWKaM onepauui)

(US = CoeaguHeHHble LUTatel AMepukm)
(California)

(California Hospital Authority)

(CA -/ policy V.01)

(cpok gericteusi B hopmate UTCTime)

(US = CoeagunHeHHble LUTatel AMepukn)
(pervioH = California)

(Midtown Hospital)

(Midtown Secure Server 01)

(oTkpbITHIN KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKpBITBIN KoY CybbekTa)

(YHVKanbHbIN ngeHTMdMKaTop OTKPLITOro Kntova LIC)
(YHVKanbHbIN MAEHTUDUKATOP OTKPLITOrO KNova cybbekTa)
(undppoBas NoANMUCH, UMM HEOCTIOPUMOCTb, UNW WK poBaHKe)
(06 BbeKTHBIN MAeHTUUKATOP COOTBETCTBYIOWEN NOMUTUKN)
{mecTto Bxoga B COC X.500)

NMpumeyaHune—ITOT NPUMED CIYXNUT TONBKO AN LUENel NNIICTPaLMN 1 He ABNSIETCS NpoTOTMNOM Byayuie-

version

serialNumber

signature

issuer
countryName
localityName
organizationName
commonName

validity

subject
countryName
localityName
organizationName
commonName

subjectPublicKeylnfo
algorithm
subjectPublicKey

extensions

authorityKeyldentifier

ro doopmara ceptudukaToB cnyx6el 3apaBooxpaHenus wrarta Kanudoprus.

(2 — pecsiTMuHbIN koA cepTudmukaToB Bepcumn 3)
(yHVKanNbHbLIN HOMEP)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = Coegunennbie WLitaTel AMepuku)
(pervon California)

(California Hospital Authority)

(CA - Health PKI US-CT/ policy V.01)
(cpok pencteuns B chopmare UTCTime)

(US = CoeavHerHbie LLTaTel AMepuku)
(pervon California)

(El Cerrito Health Authority)

(CalifHA PKI US CT/ policy V.03)

(oTipbITHIA KNo4 RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPBLITLIN KNIoY cybbekTa)

(yHVKanbHbIA naeHTudrKaTop oTKpbITOro kntoya LIC)
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subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

(yHMKanbHbIA MAEHTUUKATOP OTKPLITOIO Kiioya cybbekTa)
(undpoeasi nognucs COC m cepTudukaToB)

(OGBEKTHBIN MASHTUMDUKATOP COOTBETCTBYIOLLEN MONUTUKM)
(UC = true)

(mecTto Bxoga B COC X.500)

A.10 Mpodmnb kpocc-cepTnpmnkara

MpumeyaHwue— ITOT NPUMEP CNYXUT TOMBKO AN LUenei UNNICTPaumm 1 He SBNSAETCA NPOTOTUNOM Byayuie-

ro dhopmara ceptndmkaToB crnyx6bl 3gpaBooxpaHeHus wrata Kanudophus.

24

version
serialNumber
signature
issuer
countryName
localityName
organizationName
commonName
validity
subject
countryName
localityName
organizationName
commonName
subjectPublicKeyInfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

(2 — pecsiTMuHBLIN KO cepTUdMKaToB Bepeun 3)
(yHVKanbHbIA HOMED)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoepgurenHble LLTaTel Amepukn)
(pervion California)

(California Hospital Authority)

(CA — Health PKI US-CT/ policy V.01)
(cpok pencteus B popmate UTCTime)

(US = CoeauHenHble LLiTaTbl AMepuku)
(pervon Washington)

{Washington Health Authority)
(CalifHA PKI US CT/ policy V.03)

(oTkpbITHIN KNtow RSA, 1024 6uta {1,2,840,113549,1,1,1})
(OTKPBITBIN KITIOY cybbekTa)

(yHWKarnbHbI naeHTMMKaToOp OTKPLITOrO Ktoya LIC)
(yHVKarbHbIN NAEHTMMKATOP OTKPLITOTO Killoua cybbekra)
(undpposas nognucs COC u ceptncukatoB)

(0OBEKTHBIN MAEHTUUKATOP COOTBETCTBYIOLWEN NONNTUKK)
(UC = true)

(mecTo Bxopa B COC X.500)
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Mpunoxenne DA
(cnpaBovHoe)

CBefieHUA 0 COOTBETCTBUM CChINOUYHBLIX MEXAYHapoAHbIX cTaHAapToB
CCbINIOYHBLIM HauUoHanbHbIM cTaHAapTaMm Poccuitickon ®depgepanum

Ta6nunua [OAA1

0O603Ha4eHUe CCbUOYHOro CreneHb 0603Ha4YeHne U HAUMEHOBaHUE COOTBETCTBYIOLWEro
MeXAyHapOaHOro cTaHaapra COOTBETCTBUSA HALMOHANLHOIo cTaHaapTa
NCO 17090-1:2008 IDT FOCT P UCO 17090-1—2009 «WMHdopmaTtusaumusa 3nopoBbs. Mudpa-

CTPYKTYpa C OTKpPbITLIM KitouoMm. HacTb 1. CTpykTypa v oblme ceegeHuns»

MCO 17090-3:2008 IDT FOCT P NCO 17090-3—2010 «WMHdpopmaTmsaumn 3gopoebs. Undpa-

CTPYKTYpa C OTKPLITLIM KiioyoM. HacTtb 3. YnpaeneHvwe nonutmkamm LieH-
Tpa cepmmdukaumnmn»

IETF/RFC 3280 — *
IETF/RFC 3281 — *
IETF/RFC 3739 — *

* COOTBETCTBYIOLWMIA HALMOHANbHLIN CTaHAAPT oTCyTCTBYET. [lo ero yTBepXaeHusl pEKOMEH/YETCS UCNONb30BaTh
nepeBog Ha PyCCKMiA A3bIK JAHHOO MeXayHapoaHoro ctaHgapta. MNepeBog 4aHHOIO MeXayHapoaHOTO CTaHAAPTa HaXo-
autcs B ®epepansHoM MHGOPMALIMOHHOM (hOHAE TEXHUHECKUX PEINaMEHTOB M CTaHAapTOB.

MpumeyaHne—B HacToAwen Tabnuue UCNONb30BaHO Crieaylollee YCroBHOe 0603Ha4YeHne CTeNeHn cooT-
BETCTBUS:
- IDT — ngeHTnYHbIE CTaHAAPTbI.

(1]
(2]
(3]
(4]
(5]
(6]
(7]
(8]
9]

(10]
(1]

Bubnuorpadcus

IETF/RFC 2459 Internet X.509. Public Key Infrastructure Certificate and CRL Profile

IETF/RFC 2527 Internet X.509. Public Key Infrastructure Certificate Policy and Certification Practices Framework
IETF/RFC 3647 Internet X.509. Public Key Infrastructure Certificate Policy and Certification Practices Framework
ETF/RFC 822 Standard for the Format of ARPA Internet Text Messages

ISO/IEC 9594-8:2005 Information technology — Open Systems Interconnection — The Directory: Public-key and
attribute certificate frameworks

ISO/IEC 8825-1:2002 Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

IETF/RFC 3279 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

ANSI X9.42:2003 Public Key Cryptography for the Financial Services Industry: Agreement of Symmetric Keys Using
Discrete Logarithm Cryptography

ISO/TS 21091 Health informatics — Directory services for security, communications and identification of
professionals and patients

ISO 3166-1:2006 Codes for the representation of names of countries and their subdivisions — Part 1: Country codes
ASTM E 1986—098 Standard Guide for Information Access Privileges to Health Information
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YOK 004:61 OKC 35.240.80 rnas OKCTY 4002

KntoyeBble crosa: 3apasooxpaHeHune, MHdopMaTU3aLms 3040pOBbs, UHPACTPYKTYPa C OTKPLITEIM KOUOoM,
3awmTa AaHHbIX, 6esonacHble MHOPMALIMOHHBLIE CUCTEMBI, MOMUTUKA cepTUdUKaToB, Npodunn ceptudm-
KaToB
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