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Mpeaucnosne

Llenu v npuHumMnbl cTaHaapTusaumu B Poccuiickon ®enepaunn yctaHosneHsl PegepanbHbiM 3aKOHOM OT
27 pekabpsi 2002 r. Ne 184-93 «O TexHUYecKOM perynupoBaHuny, a npasuna npuMeHeHUa HauuoHanbHbIX
ctaHgaptoB Poccuiickon ®eaepauym — FOCT P 1.0—2004 «CtaHnpaptusauus B Poccuitckon ®epepauuu.
OCHOBHBIE MOMOXEHNAY

CBepaeHus o cTaHaapTe

1 NOArOTOBNEH O6wecTBOM € OrpaHU4EHHON OTBETCTBEHHOCTLIO «ANEKTPOHHbIe OducHble Cucte-
Mbl (NPOEKTUpOBaHWE N BHeAPeHNe)» Ha OCHOBE COBCTBEHHOIo ayTeHTUYHOro Nepesofa Ha PYCCKUA S3bIK
cTaHgapTa, yKasaHHoro B nyHkTe 4

2 BHECEH TexHu4ecknm koMMTeTOM Mo cTanaapTusaummu TK 459 «MHdopmaumoHHas noaaepxka xms-
HEHHOro LUMKNa nusgenuinn

3 YTBEPXXOEH W BBEAEH B JEWCTBME Mpukasom deaepansHoro areHTCTBa no TeXHUYeckomy
perynupoBaHuto u metposnornn ot 18 oktsibpsi 2011 r. Ne 466-ct

4 Hacrosawui ctaHaapT naeHTUYeH TexHudeckomy otdyety MCO/TO 15801—2009 «YnpasneHue Aoky-
MeHTaumen. MHdopmaums, coxpaHsemMast B aNeKTpoHHOM Buae. PekomeHaaumm no obecneyeHnto goctoeep-
HocTu 1 HaaexHocTn» (ISO/TR 15801—2009 «Document management — Information stored electronically —
Recommendations for trustworthiness and reliability»).

HaumeHoBaHWe HacToAwero ctaHgapTa U3MeHEeHO OTHOCUMTENbHO HaUMEHOBaHUS YKa3aHHOTO Mexay-
HapoaHoro ctaHaapTa Ans npuseaeHus B cooteetcTeue ¢ FOCT P 1.5 (nyHkT 3.5).

Mpu npUMeHeHNW HacToALLEro cTaHaapTa pekoMeHAyeTCsl UICNOMNb30BaTb BMECTO CCbITOYHbIX MeXayHa-
POOHbLIX CTaHAAPTOB COOTBETCTBYIOLLME UM HaUMOHanNbHbIe cTaHaapTel Poccuiickon ®eaepaunn, ceegeHns o
KOTOPbIX NpvBeaeHbl B AOMONHUTENLHOM NpunoxeHun A

5 BBEAEH BINEPBbLIE

UHebopmayuss 06 UBMEHEHUSX K HacmosiueMy cmarHOapmy rnybrnukyemcs e exe200Ho uzdasaeMoM
UHbopMayUOHHOM yka3amerne «HalyuoHanbHbie cmaHdapmbi», a meKem U3MeHEeHUU U r1orpaeok — 6 exemMe-
CAYHO U30asaeMbix UHGHOPMAaUYUOCHHLIX yKazamensix « HauuoHansHbie cmaHdapmei». B criyvae nepecmompa
(3ameHbl) Uunlu omMeHbl Hacmosiu,eeo cmaH®apma coomeemcemeyroujee yeedomeHue bydem onybrukoeaHo
8 eXXeMeCs4YHO U3dasaeMoM UHGHOPMaYUOHHOM yKkasamerie «HayuoHansHbie cmaHOapmei». Coomeemcmay-
rowas uHgopmauus, yeedomMmrieHue U meKkemai pasmelaromcesi makxe 8 UHgopmaluoHHol cucmeme obuie2o
roib308aHuUsi — Ha oghuyuansHoM catime @edeparibHO20 azeHmemea 10 MeXHUYECKOMY peaynuposaHuio U
Mempoiioauu 8 cemu IHmepHem

© CraHpgapTtuHgopm, 2012

HacToswuin ctaHOapT He MOXeT BbITb MOMHOCTHI0 UMW YaCTUYHO BOCMPOU3BedEH, TUPaXMPOBaH 1 pac-
NpoCTpaHeH B kauecTBe ohuLManbHOro ugaHus 6es paspelueHnst PeaeparnsHOro areHTCTBa Mo TEXHUYECKo-
My perynvpoBaHuio U METPOMOrM
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BBegeHune

HacToawwui ctaHgapT coaepXqT onucaHne pekoMeHayeMon NPaKTUKN 31EKTPOHHOTO XpaHeHUs aerno-
BOW U MHOW UHDOPMALMK B INEKTPOHHOW hopme. BuinonHeHne npuBeaeHHbIX pekoMeHAaLIMin NoNesHo Ans
opraHusauum agaxe Koraa A0CTOBEPHOCTb XpaHUMON MHgdopmaumn He ocnapysaeTcsl.

UHbopmaums B Buge undpoBbix 06bekToB 6epeT cBoe Havano ns MHOrMX UICTOUYHUKOB. HacToswmia ctaH-
AapT NPUMEHUM K 3MeKTPOHHbIM 0b6bekTam B ntoboit hopme, OT TPaAULMOHHBIX OTCKAHUPOBAaHHBIX rpaduyec-
Knx obpa3os, 3NEKTPOHHBIX Tabnuu 1 NOAroTOBMNEHHbIX B TEKCTOBLIX peaakTopax AOKYMEHTOB U Ao bonee
«COBpPEMEeHHbIX» (hOpM, TaKNX KaK INIEKTPOHHAsA NoYTa, Be6-KOHTEHT, MrHOBEeHHbIe coobLLeHus, hainbl yepTe-
Xel, NoAroTOBMEHHbIX B CUCTEMaxX aBTOMATU3UPOBAHHOMO NPOEKTUPOBaHUSA, 6110r, BUKA U T. 4.

Monb3oBaTenu HacTosiLLero cTaHaapTa AOMKHbI MOHUMaTb, YTO peanu3auus AaHHbIX peKoMeHa4auuin He
obecneymBaeT aBTOMaTUIECKOW MPUEMITEMOCTU 3NEKTPOHHOW MHCpOpMaLIMK B KavecTBe Aoka3aTenbeTB. B Tex
cnyyasx, Korga anekTpoHHas uHgopmauusa MoxeT noTpeboBaTbes B cyae, NPUMEHSIIOLLMM HACTOSILLMIA CTaH-
AapT nMuam 1 opraHn3auusiM pekoMmeHayeTca 06paTtnTbCa 3a PUANYECKON KOHCYbTauuMen, YTobbl yTOUHUTD,
Kakne UMeHHO 3akoHoAaTesbHble U HOpMaTUBHbIE TpeBOoBaHWA Ha HUX pacnpPOCTPaHSAIOTCA.

B ctaHgapTe onvcaHbl Mepbl M CPeAcTBa, C NOMOLLbH KOTOPLIX B Ml060e BpeMa MOXHO NPOAEMOHCTPUPO-
BaTb, YTO KOHTEHT KOHKPETHOIO 3NeKTPOHHOro o6bekTa, CO34aHHOMO UM CYLLECTBYHOLWEro B KOMMbIOTEPHON
cucTeMe, He U3MEHWIICA C MOMEHTA ero cosgaHua B 3TOW cucTeMe UM ¢ MOMeHTa UMNopTa B Hee.

HesaBucrnmMo oT Toro, Kakvm Bbin opurinHanbHbin hopmat uHopmauunm, MoxHo byaeT aokasatb, UTO
coXpaHeHHas B HagexHou cucteme MHopMaLuna HaaeXXHO 1 YCTOWUMBO BOCNIPOU3BOANTCA U YTO OHA TOYHO,
6e3 Kaknx-nMbo CyLLeCTBEHHbIX N3MEHEHWUIA, OTpaXaeT To, 4TO 6bifo NnepBoHaYanbHO COXpaHeHo.

B Tex cniyyasx, Korga Ha 3akoHHbIX OCHOBaHUAX BO3MOXHa MOAroTOBKa APYrMxX Bepcuin MHdopMauun
(Hanpumep, HOBOW peAakLMW AOroBOpa), HOBbIE BEPCUN PACCMATPUBAIOTCS Kak HOBbIE 3/1eKTPOHHbIE OO bEKTHI.
Takolh ke noAxod MOXeT NPUMEHSITbCA U TOrga, Korga B cpefe aBTOMaTM3auuMu OenoBbiX MpoLeccoB
(workflow-cpeae) B AOKYMEHT BHOCAITCS CYLLIECTBEHHBIE U3MEHEHMUSI.

CucTeMbl ynpaBneHust tHcbopmMaLumen MoryT XpaHuTb B 3NeKTPOHHOM Bue kak uicopmaumio, Tak u AoKy-
MeHTbI (B COOTBETCTBUM C onpegeneHneM, npusegeHHbim s FOCTPUCO 15489-1). HacToawuin ctaHaapT onu-
CbiBaeT Mepbl 1 cpeacTBa, MO3BONSIOWME COXPaHATL BCE BUALI 3MEKTPOHHON MHbOpMaUMN HaaeXHbIM n
3acnyxusatowmm gosepust obpasom. B cnyyae xpaHeHus okymeHTOB TpeboBaHUS HacToALWero cTaHaapTa
MOryT UCNOSb30BaThCA COBMECTHO ¢ TpebosaHuamu FTOCT P UCO 15489-1 ¢ Tem, 4Tobbl 06ecneunTs cornaco-
BaHHOCTb MUCMOMb30BaHWUA ONUCaHHbIX B CTaHAapTe NONNTUK U Npoueayp ¢ NpeaycMoTpeHHbIMU B cTaHaapTe
FOCT P NCO 15489-1.

MonbsoBaTensam creagyeT NPUMEHATb HACTOAWMIA CTaHAAPT COBMECTHO € 3aKoHamMW, HOpMaTUBHLIMA
NpaBoBbIMW aKTaMU 1 NHLIMW AOKYMEHTaMU, ycTaHaBMMBaloLLMMn o6si3aTenbHble ANs ucnonHeHns Tpebosa-
HWS Ha deAepanbHOM, perMoHansHOM, MyHULMNANLHOM M OTPAacNEBOM YPOBHSX.
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HAUMWOHANBbHBIW CTAHOAPT POCCUUCKOW OSEAEPALUUMNU

CUcTeMbl 3NIeKTPOHHOTrO AOKyMeHTOO60pOTa

YNPABNEHUE OOKYMEHTALMEWN.
MHOOPMALINA, COXPAHAEMAA B 3NEKTPOHHOM BULOE

PekomeHaauum no o6ecneyeHnio 4OCTOBEPHOCTU U HafeXHOCTHU

Electronic records management systems. Document management. Information stored electronically.
Recommendations for trustworthiness and reliability

Dara BBegeHna — 2012—08—01

1 O6nacTb NnpuMeHeHUs

HacToswwuni ctaHaapT onvcbiBaeT NOPAAoK BHeAPEHUA U 3KCnyaTaLuum cucTem ynpasrneHust uHgopma-
LMen 1 AOKYMEeHTaMM, KoTOPbIe MOryT paccMaTpUBaTLCA Kak HaAeXHo, 3acnyX1BatoLwum JoBepus 0bpasom,
XpaHsLLye 3neKTPoHHY0 MHdopmauumio.

HacTosawmi ctanaapT MOXeT NPUMEHATLCS B N06ON opraHnsaLmnm, KoTopasi UCMonb3yeT cUucTemy yrpas-
neHva uHopmaumen Ans COXpaHeHUA BO BPEMEeHN ayTeHTUYHON, HaAeXHON U NPUroHoN K UCnosb3oBa-
HUIO/4NTAaEMON 3MEKTPOHHOW WHdopMauun. Takue cuCcTeMbl BKNOYaloT B cebs NonuTukM, npoueaypbl,
TexHonorunm u TpeboBaHusa K ayauTy, obecneuusalowme nogaepxaHue LEMOCTHOCTU 3MEKTPOHHOM
NHpopMaLIMm Npu XpaHeHUN.

HacToswmii cTaHaapT He oxBaTbIBaeT NPOLEeCChl, UCTONb3yeMble Ans OLeHKN ayTeHTUMHOCTN uHbopma-
LMK Ao ee coxpaHeHus nubo umnopta B cuctemy. Hactosimin ctaHaapT, 0HaKo, MOXET UCNOMb30BaTbCA ANA
fAokasaTenbCcTBa TOro, YTO C MOMEHTa coXpaHeHust MHdopMaLMmn B CUCTEME BblaBaemas cuctemon nHopma-
LS 6yaeT BepHLIM 1 TOYHBIM BOCMPOU3BEAEHUEM OpUrMHana.

B pamkax HacTosiLLero cTaHgapTa TePMUH «CUCTEMAY, eCIIN AIBHO He yKkasaHo MHOe, 03HavaeT oLeHnBae-
MYI0 CUCTEMY yripaBreHus UHopmaLmein.

2 TepMuHbI M onpeaeneHus

B HacTosiLeM cTaHgapTe npuMeHeHsbl TepMuHbl o UCO 12651, a Takke cneayrowime TEPMUHbBI C COOT-
BETCTBYOLWMMU OrpederieHnAMN:
2.1 TunuHdpopmMauum (informationtype): 'pynnbl B3aumMocBa3aHHbIX UHOPMaLUOHHBIX MaTepUanos.

MpuMeYyaHn e — B KOHKPETHbIX NPUINOXEHUSIX «TPYNIMbI» MOTYT 0603Ha4YaTbCs TEPMUHAMKN «HABOPbLI», «aena»,
«KOMMNEKUMU» U T. N.

Mpumep — UHsoOlICLI, huHaHCOBLIE OKYMeHMbI, CBOOKU, NNepernuckKa.

2.2 poBepeHHas cuctema (frusted system): Cuctema <ynpasneHua nHdopmaumein>, ncnonbsyemasl
ANA COXpaHeHUs1 3NeKTPOHHOW MHpopMaunmn 1 obecneumBaioLlas ee TOYHOCTb, HaAeXHOCTb, MPUrOAHOCTb K
NCNONb30BaHNIO/MNTAEMOCTb, a TaKkKe LLeTOCTHOCTb BO BpEMEHM.

3 MonuTuka ynpaBneHns uHdgpopmaumen

3.1 O6wue nonoxeHus

UHdbopmaLumsa sensieTca ogHUM U3 Hanbornee BaXkHbIX aKTUBOB, UMEIOLNXCA B pacnopsikeHun noboi
opraHusauun. Bee Buabl 4eaTeNbHOCTU OpraHMsauum BKNoYatoT B cebs To UnuM nHoe NCnonb3oBaHne UHgop-
mauunn. Konmuectso MHpopmMaLnm MoXeT BbiTb OrPOMHbBIM, U CYLLECTBYET MHOXECTBO PasfMyHbIX cnocobos ee

U3panne opnumnansHoe
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npeacTaBneHnsi U xpaHeHnst. LleHHOCTb MCnonb3yemoi nHgopmaLmmn 1 To, Kakum obpasom oHa npUMeHsieTCA U
nepemeLLaeTcs kak BHYTPM, Tak U Mexay opraHn3auusiMu, MOXeT CTaTb peLuaiolumMm akTopoM ycnexa unm
npoBsana aTux opraHv3aLuii.

WHbopmaLmto, nogo6Ho NobeIM ApyriM akTuBam, Heobxoanmo knaccuduumMpoBaTh, CTPYKTYPUPOBATD,
NPOBEPSTh, OLeHMBAaTb, 3alUMLLaTh, KOHTPONMPOBATb, U3MEPSTb N €10 HYXXHO 3MEKTUBHO N NPOAYKTUBHO
ynpasnsTb.

HacToswmin nogpasgen cogepXxut onncaHne AoKyMeHTauuu, B KOTOPON chopMynmMpoBaHa MnonmTuka
opraHusauum B obnactu ynpaeneHust uigpopmavmein. Kpome Toro, HacTosiLLniA noapasaen COAepKUT PEKOMEH-
Aauun Ana opraHusaunii OTHOCUTENBHO YPOBHS AOKYMEHTUPOBaHMS, Heobxoanmoro Ans Toro, YTobbl oHK
CMOT M ICHO U YeTKO perfamMeHTUpoBaTh, KaknuMm obpasom obecrneumBaoTcs HaaeHOCTb, TOYHOCTb U JOCTO-
BEPHOCTbL MHbopMaLMn, coaepXalleincs B JOBEPEHHbIX cucTeMax ynpasneHust uHpopmaumnein. Hanuuuve
TaKoW AOKYMEHTaLMN TakKe MOXET CMY>KUTb A0Ka3aTeNbCTBOM TOrO, YTO yrpasneHue UHdopmaLmein n ooky-
MEeHTaMU SBMSIeTCHA YacTbo HOpMaribHBIX NpoLieAyp AeNoBON AeATeTbHOCTU.

Ecnu B cucteme xpanHutcs nHdopMaums, kotopas MoxeT ObiTb MCMOMb3oBaHa B KadvecTBe Aokasa-
TENbCTB B X04€ Kaknx-nnmbo cyaebHbIX pasbupatenscTB UM AeNoBLIX MPOLECCOB, TO OpraHusaumMm Heobxoau-
MO MpOKOHCYNbTMpoBaTbCsl C topucTamun (cMm. 4.4), 4Tobbl 0BecneunTb MCMOMHEHWE COOTBETCTBYHOLLMX
3aKkoHoAaTeNbHO-HOpMaTMBHbIX TpeBoBaHWiA. [MockonbKy 3akoHoaaTeNbHO-HopMaTMBHbIEe TpeboBaHus B pas-
NUYHBIX CTpaHax, pernoHax 1 oTpacnax MOryT pasnuyaTbcsi, TO NPaBOBOW aHanus AOJIKEeH OXBaTbiBaTh Bce
HOPUCONKLAN, B KOTOPLIX AEACTBYET OpraHnaaLus, u Bce cpepbl ee 4eATENbHOCTU.

3.2 [lokyMeHT, onpeaensowWwuii NONUTUKY YnpaBneHus UHcpopMaLlmen

3.2.1 CopepxaHue

HomxkeH 6bITb paspaboTaH BHYTPEHHWUIA HOPMATVBHbIA AOKYMEHT (Qanee — «NofIMTUKa» ), OKYMEeHTUPYHo-
LLIMIA NOMUTUKY OpraHu3aLmmn B 06nacTu ynpasneHns U xpaHeHns MHpopmaL/n NpUMEHUTENbHO KAOBEPEHHBLIM
cucTemam yrnpasreHns nHpopmMaunen.

Monntuka gonxkHa cogepxaTb pasgensl, B KOTOPbIX:

- yKasblBaeTcs, kakaa uHcbopmauna nognagaet nod JencTBMe AaHHON NOAUTUKU (cM. 3.2.2);

- cchopmynuposaHa nonuTrka B 0THOLIEHNW HocuTenen nidpopmauun (cm. 3.2.3);

- cchopmynunpoBaHa NonmTrka B OTHOLEHUU haitiioBbIX pOpMaTOB 3/1EKTPOHHBIX 0O BEKTOB U KOHTPOSS
Bepcuii (cm. 3.2.4);

- cchopmynunpoBaHa MoNmUTUKa B OTHOLLEHW COOTBETCTBYIOLLNX CTaHAaPTOB ynpasneHus uHdopmMaumnen
(cm. 3.2.5);

- onpederneHbl NOSUTUKX B 0611aCT COXPaHEHUS B TeYEeHWEe YCTaHOBIIEHHBIX CPOKOB XPaHEHWUS U YHU4TO-
XeHus uHdopmaumm (em. 3.2.6);

- onpegerieHa 0TBETCTBEHHOCTbL 3a yrnpasneHue uHpopmauuen (cMm. 3.2.7);

- onpegeneHbl 065A3aHHOCTH 3@ KOHTPOSb UCTIONTHEHUS 3TOM MONUTUKK (CM. 3.2.8).

MonuTuka gonxkHa 6bITb yTBEPXKAEHa BLICLUMM PYKOBOACTBOM OpraHU3aL M U perynspHo nepecmaTpu-
BaTbCH.

C ToYKN 3peHUs HacTOALLEero cTaHAapTa KMoYeBbIM 31IEMEHTOM sIBNSIeTCS yTBepXXaeHWe U NpuMeHeHue
Ha npaKkTuUKe NnepeyHsi BUAOB AOKYMEHTOB 1 MHdopMaLmn, obpasyiowmxcs B AeATeNbHOCTU OpraHMsaumm, ¢
yKasaHveM CPOKOB XpaHeH!s1 n AeACTBUI NO UX UCTeYeHUM (Aanee — «nepedeHby»). Besae, rae B octanbHo
YyacTu cTaHgapTa AenaeTca cebifika Ha NONUTUKY, Takke NoapasyMmeBaeTcsl U NepeYeHb.

3.2.2 Undopmauun, nognagaiowlan nog geucTeme NoIMTUKA

Ons Toro 4tobbl MOXHO BbiNo chopMynUpoBaTh NONUTUKY, UHbOPMaUKMio cneayeT crpynnupoBaTh No
TUNaMm Tak, 4Tobbl NONUTUKA B OTHOLLEHWUM BCeit MHcopmaLmm ogHoro Tuna 6bina cornacosanHol. Hanpumep,
TUN MHOPMaLU MOXeT onpeaensTLCs MyTEM ykasaHUs Ha ee NpUMeHeHue (Hanpumep, huHaHCcoBbIe MPOrHO-
3bl, CHETA, CMUCOK aApeCcoB KIIMEHTOB) U NO CBA3U C onpedeneHHbIMU busHec-npoueccamu (Hanpumep, 3asBe-
neHus, xanobel, Npocbbbl 0 NPoANeHUN oKasaHUs YCnyr), NIMbo ccbinkoi Ha poaoBbIe rPyNMbl (Hanpumep, Ha
AaHHble ByxrantepcKoro yueTta, A0KYMEHThI O KNMeHTax, MPOU3BOACTBEHHYIO AOKYMEHTaLMIo).

B xoae noArotoBkv NpoekTa NosMTUKA, BO3MOXHO, onpeaerneHHyo nHdopmauuio notpebyetcs nepe-
rpynnupoBaTh ¢ TeM, YToObl 06ecneynTb CornacoBaHHOCTb NOMUTUKA B OTHOLLEHUU MHGIO pPMaLMK, OTHOCSALLIE -
CSl K OAHOMY TUNy.

B nonutuke cneayeT nepevncnvTs Bee noanexallume XxpaHeH o Tunbl uHdopmaummn. B uxuucne cneayet
YNOMSAIHYTb AOKYMEHTbI, pa3paboTaHHble BO UCMOMTHEHUE NONIOXKEHUIN NONUTUKK (Hanpumep, BHYTPEHHWUE Hop-
MaTWBHbIE AOKYMEHTLI N0 OTAENbHBLIM BOMpOCaM).

3.2.3 Hocurenu undopmauun

PasHble Tunel HocuTenein uHopMaLm UMeoT pasfuyHble XapakTepucTUK/ B NnaHe UX A0NTOBPEMEHHO-
ro XxpaHeHus. bonbWWHCTBO opraHM3aLuii UCNONb3yeT ANsi XpaHeHUs MHopMaLn pasnMyHble TUMNbI HocuTe-

2
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nei:  Gymary, MWUKPOMOPMbI, BMIEKTPOHHbIE  (KaK HOCUTENM  OAHOKpaTHOW  3anucu, Tak M
nepesanucbiBaemMble/CTpaeMble) U onTUYeckme (Kak HoCUTenu 0 QHOKPaTHOW 3anucu, Tak U nepesanucelBa-
emMble/cTMpaemble) HoCUTeNN. B HEKOTOPLBIX MPUIOXKEHUSX onpeaeneHHas MHPoPMaLsa MOXET B Te4eHWe CBO-
€ro CpoKa XpaHeHu s B pasHble Nepuroabl BpeMeHU XpaHUTbCS Ha HOCUTENSAX pasfuyHbIX TUMOB.

OpraHunsaunv cnegyeT perfnameHTpoBaTh UCTOMb30BaHWS KOHKPETHBIX TUNOB HoCUTeNen MHdopMaumnm
AN yOOBNETBOPEHNA pasnnyatoLmxcs TpeboBaHuin kK xpaHeHnio nHdpopmMaumn (Taknx, Hanpumep, kak Tpe6o-
BaHWA K 4OCTYMHOCTW MHOpMaLMK, CPOKM XpaHeHns 1 TpebosaHus no 6esonacHocTn). CooTBETCTBYOWMNE
MONOXKEHNA A0MKHBI BbITh AeTanu3npoBaHb! B NONUTHKE.

Ons kaxgoro Tvna uHdopMauum (cM. 3.2.2) 4omkHbl ObITb YKkaszaHbl TUMbI HOCUTENEN, Ha KOTOPbIX 3Ty
WHpopMaLnio criedyeT COXPaHATb.

Mpwn HAaNUYUK KOMWIA (3K3EMMNIISIPOB) 31EKTPOHHBIX OB BEKTOB MOXET 6biTh BaXXHO MMETb BO3MOXHOCTb
AoKasaTb, YTO HUKaKWe U3MEHEHUsI B HNX He BHOCUINCK. ECnn 3nekTpoHHbIe 06beKThI CYLLEeCTBYOT B Pasiuy-
HbIX BEpCUsiX, TO ANS Lenei HacTosILero cTaHaapTa Kaxaas Bepcus 4o/KHa paccMaTprBaThCs Kak HOBLIN Nep-
BOUCTOYHWUK UMW OPUrMHATBHBIA OB BEKT.

MonoxeHns, pernameHTUpyoLWMe ynpasnieHne KonusMm af1eKTPOHHBIX 06 beKTOB, 4OMKHBI BbITb AeTanu-
31poBaHbl B NOMUTUKE.

3.2.4 dainnoBble popMaTthbl U cXKaTUe AaHHbIX

Monntnka gomkHa cogepxaTb cBedeHNs 0 AoNycTUMbIX hannoBeix dopMaTax, KoTopble MoryT bbiTh
1cnonb3oBaHbl AN Kaxa0ro Tuna uHcopmavnm (cm. 3.2.2).

Ons nasneveHns n otobpaxeHus NboI coxpaHsaeMoi B KOMMNLIOTEPHOW cucTeme uHdopmauum Tpeby-
eTca nporpaMmHoe obecneverHue. ATo nporpammHoe obecrneveHne NoABEPKEHO U3MeHeHnsaM nubo us-3a
BbINycKa HOBbIX BePCUiA, TMOO BCNeACTBUE U3MEHEHNWI B onepaLoHHBIX ccTeMax u/unuannapaTHom obecre-
YeHuu. Bnarogaps peanusauunm Ha NPaKTUKE NOMUTUKA UCMONb30BaHWS YTBEPXKAEHHbIX (haitnoBbiX hopmaToB
1 (ecnv TakoBble MPUMEHSIHOTCS) TEXHOMOIMIA CXKaTnA AaHHBIX MOTYT 6biThb YCNELUHO BbiNofHeHbl Heobxoaumast
MUrpaLms AaHHbIX UK anbTepHaTUBHbIE Npoledypbl, obecnevnBaloliMe JONTOBPEMEHHOe UCNoMb3oBaHne
XpaHUMon nHdbopmaLumu.

B cny4yae Mcnonb3oBaHUsi METOAOB CKaTUsl NMOMUTUKA MX MPUMEHEHUsT AOMKHa ObiTb 3a40KyMEHTU-
poBaHa.

EcnnBo3mMOXXHO COXpaHeHne HeCKOMbKNX BePCUin nHdopmMaLMn Unn 4oKyMeHTOoB, TO Heo6XxoanMo paspa-
60TaTbh NOPSAAOK M Npasuna, obecneynBatoLle coxXxpaHeHe BCeX NoAnexaluux XxpaHeHUo BepPCUid, a Takke
noaaepxaHve B3auMMOCBA3EeN Mexay HUMK. [onoXeHus1, pernameHTUpyowme XxpaHeHna sepcunin uHpopma-
LMW 1 JOKYMEHTOB, AOIMKHbI ObITb BKIIHOUEHbI B MOMUTUKY .

JononHuTeneHyo nHopmaLmio no aToMmy Bonpocy cM. 5.5.2,5.10,6.10 1 7.2.3.

3.2.5 CtaHpapThbl, OTHOCALMECA K yNnpaBneHuio uHdopmauunen

Ecnu B opraHnsaummn geicTByeT cUCTEMa MeHe)KMeHTa Ka4yecTBa (HanpuMep, Ha OCHOBe CTaHOAApTOB
NCO cepunn 9000), NONHOCTLIO MM HYAaCTUYHO OXBaTbIBalOLaa AOBEPEHHYIO CUCTeMy ynpaBneHusi uHopma-
LMeNn, TO BCSl COOTBETCTBYIOLLAs AOKYMEHTaLUusa o npoueaypax AomkHa GbiTb BKOYEHa B CUCTEMbI MeHea-
XMeHTa Ka4yecTsa.

Mpwv Hann4YMn o6sa3aTENbHBLIX HALMOHAMNBHBIX U MEXAYHapOAHbIX TPeBOoBaHMI UK B TeX crydasix, Kor-
Aa NMpYMEHUMbI HauMoHamnbHble MY MeXayHapodHble cTaHAapThl, cneayeT UCNOMNHATL COOTBETCTBYIOWNE
TpeboBaHWUA 1 NOMOXEHUS CTaHAapTOB.

3.2.6 YkasaHusi o cpokam XpaHeHUs U AeACTBUAM NO uX uctedeHuu (retention and disposal
schedules)

CpoKku XpaHeHUsi U AEACTBUS MO UX UCTEYEHUN AOMKHBI GbITb YCTaHOBMEHbI s KaXAoro Tuna uHdop-
mauuu.

Cpokun xpaHeHusi JOSPKHbI BbITb cormacoBaHbl CO BCEMWU COOTBETCTBYIOLWMMU NoApasaeneHnsamMu n
AOMKHOCTHBIMU NULAMU OpraHU3aLImn.

Cpokun XpaHeHusi JOSpKHbI yCTaHaBMUBaTbCA Nocne NpoBeAeHUA COOTBETCTBYIOLNX KOHCYMbTaUMWNR,
obecrnevnBaroWmMX Hagnexallee pelleHNe NpaBoBbIX BOMPOCOB U UCNONHEHWe 3akoHoAaTelbHo-HOpMaTUB-
HbIX Tpe6oBaHWIA.

Ona Bceil co3aaBaeMoil COOTBETCTBYIOLLEA CUCTEMHOI U NpoueayPHON AOKYMEHTaLUN A0KHbI BbiTh
yCTaHOBMEHbI CPOKN XpaHEHMUSI.

YKasaHusa no cpokam XxpaHeHUsi u AeACTBUSIM MO UX UCTeYEHUM AOMMKHBI BKNoYaThb B cebs1 TONUTUKY opra-
HU3aLMK MO X Nepuoanyeckomy nepecMmoTpy.

YkasaHua no cpokam XxpaHeHUsi u 4eACTBUSIM MO UX UCTEYEHUN AOMMKHBI BKNoYaThb B cebst MONUTUKy opra-
HU3aLMM B OTHOLUEHUW KOHTPONUPYEMOTO YHUMTOXEHMUS1 MHopMaumu.
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3.2.7 OTBeTCTBEHHOCTbL 3a ynpaBneHue uHdopmauunen

MonnTuka gomkHa ycTaHaBMBaTb MHANBUAYANbHYO U (UNN) QOIPKHOCTHYHO OTBETCTBEHHOCTL 3a ee pas-
paboTKy 1 akTyanusauuto.

CneayeT naeHTUOULMPOBATL U BKIOUYNUTL B NOAUTUKY MHANBUAYaMNbHYO U (UW) OOMKHOCTHYIO OTBET-
CTBEHHOCTb 3a KaXabli TUN nHdopmaLmu.

UHanBuayanbHasa v QOMKHOCTHAs OTBETCTBEHHOCTb AOSKHA npegycmaTpuBaTh o6s3aHHOCTL obpa-
LWaTbCs 338 COOTBETCTBYOLMMN KOHCY TbTaLUsAMN Npy pazpaboTke niv akTyanusawumm NonmTuku.

3.2.8 CooTBeTcTBME NOMOXEHUAM NONIUTUKN

Ecnun BaXHO MMeTb BO3MOXHOCTb MPOAEMOHCTPUPOBATL COOTBETCTBUE NMOJIOKEHNAM NMOJIMTUKA, TO Crie-
ayet MaeHTUULMPOBaTL 1 BKIHOYNTL B NOAUTUKY UHAVBUAYAlbHYIO U (MNK) OMKHOCTHYI OTBETCTBEHHOCTb
3a JOCTUXKEHME 1 NOAAEPKaHWUEe TaKoro COOTBETCTBUS.

4 Hapnexawasn npeaycmotputenbHocTb (duty of care)

4.1 O6wme nonoxeHus

4.1.1 [JoBepeHHas cuctema (trusted system)

[loBepeHHON ABNAETCA Takad cucTema yrnpasneHus JoOKyMeHTaMn U MHdopMmaLmen, koTopas no3sonsieT
paccMaTpuBaTh BCIO COXPaHAEMYI0 B HEN B 3NEKTPOHHOM BUAE MHMOPMAaLUIO KaK JOCTOBEPHLIE U TOUHbIE
Konum nepBoHavanbHon MHopMaLumn He3aBncUMo OT ee NepBoHadanbHoro popmarta. JoBepeHHble CUCTEMBI
ynpasneHns AoKYMeHTaMu1 1 MHdopMaLnein 4OMKHbI, Kak MUHUMYM, obecneunBaTh:

- co3fjaHne He MeHee O4HOW KoMK COXpaHeHHOoN MHOopMaLnn Ha HocuTene, 3aluwatoLlem 3Ty MHop-
Maumio oT MoAnduKaLMmn, BHeCEHNS HeaBTOPU3OBaHHbIX AONOMHEHUA NN yaaneHWs Ha NPOTSHKEHUN YCTaHOB-
NEHHOTo ANst Hee XXM3HEHHOTO LIMKIA; Takasi KOMus AOIMKHa COXPaHATLCA U NoaAepXKnsaTeca B 6e3onacHomM
MecTe, PacnosioXKeHHOM OTAENbHO OT MecTa XpaHeHWUst APYruxX Konuin XpaHumMon nHchopmaumu;

- ncnonb3oBaHve 0b6opyaoBaHNA U HOCUTeNen MHGOPMaLUK, 3aLLULLAIOLLMX XPaHUMYO MHopMaLIMo OT
MoauuUKaLMn, BHECEHNSI HEABTOPU3OBAHHBIX AOMOMHEHNA UMK YAANEHUA Ha NPOTSHKEHUU YCTaHOBIEHHOTO
ANs Hee XN3HeHHoro umkna (cm. Takke 6.3);

- BO3MOXHOCTb C NMOMOLLbIO NPEeAYCMOTPEHHBIX METOA0NOMMAMU UCMONL30OBaHUA NporpammHoro obec-
neyeHusi, annapaTHeIX CPeAcTs W/unu Hocutenein MHopMaLMm NPoLECccoB He3aBUCUMOro ayauTta yéeanTbca
B TOM, UTO NepBOHaYanbHO coxpaHeHHasa MHpopmaumra MoXeT 6bITb TOUHO BOCNpOU3BEeAeHa Ha BCEM NPOTSKe-
HWW YCTaHOBIEHHOro AN Hee XU3HEHHOTO LuKna.

B posepeHHON cnucteme ynpaeneHUs AOKYMEHTaMu U nHpopmaLmein Ucnonb3yeTcsl B COOTBETCTBUU C
yKasaHUAMKU HacTosALWero cTaHaapTa codeTaHue opraH3aLMoHHON NONUTUKK, onepaTUMBHLIX Npoueayp U Haa-
nexawum obpasom peanu3oBaHHbIX U NoAAEPKUBAEMBIX TEXHOSOTUIA, MO3BOMAOLLES UCTIONb3YHOLWEN cucTe-
My opraHusauum noaTeepxaaTb AOCTOBEPHOCTb N HAAEXKHOCTb COXpPaHSAEeMOo B Hei MHopMauuu.

4.1.2 Mepbl KoHTpons (controls)

OueHb BaxkHO, YTOObI OpraHu3aLma 0co3HaBasia s3HaueH1e NPoeKTUPOBaHWSA U NOAAEPXKaHUSA BCeX acnek-
TOB AOBEPEHHON CUCTEMBI YyNpaBieHUs AOKyMeHTaM1 1 uHdopmaumneid 1 BbINoMHsa cBon 06s13aHHOCTN B
COOTBETCTBUM C NPUHLIUNOM NPOABIIEHUA A0MMKHOW NpegycMoTputensHocTu (duty of care).

[ins aToro BINONHEHNA 3TOW 3aAa4n opraHvU3aLms 4OSDKHA:

- YCTAHOBUTb NOPAAOK nogotyeTHocTU (chain of accountability) u pacnpegennts Ha BCeX ypoOBHAX
OTBETCTBEHHOCTb 3a AENUCTBUSA, CBAA3aHHbIE C YNPaBieHUeM 351eKTPOHHON MHopMaLvei;

- 3HaTb, KaKuUe 3akoHoAaTesbHbIE U PErynNUpYIoLLMe OpraHbl UMEeHT OTHOLLIEHNE K ee AeATENbHOCTU;

- 6bITb B Kypce TeXHUYECKUX, NpoLeAypPHbIX, HOPMATUBHBIX U 3aKOHOAaTeNbHbIX U3MEHEHUI, NoAAEePKU-
Bas KOHTAKTbl C COOTBETCTBYIOWMMU OpraHamn U opraHu3aLmsaMu;

- BHEAPUTb NONNTUKY ob6ecneveHns nHgpopmaLmMoHHoi 6e3onacHoCTy.

4.1.3 PaspeneHue o6a3aHHocTeN (segregation of roles)

PazgeneHue obsasaHHOCTe sBRSeTCA oAHUM U3 (byHAaMeHTanbHbIX acneKToB Haanexalwein npea-
YCMOTpUTENbLHOCTU U 06ecneunBaeT BO3MOXHOCTb MPOBEPKUN Ha HarnMuume olnbok 1 npegHaMepeHHoi danb-
cudmrKaLumn JOKYMEHTOB (B 3TOM OTHOLIEHUW pasfeneHne 0bsisaHHOCTen ocobeHHO BaXKHO B TeX cUcTemax, B
KOTOPbIX CyLLLECTBYET PUCK MOLLUEHHUYECTBA NN APYrUX 3NOHaMEPEHHbIX AEACTBUN).

EcTb HeckonbKko acnekToB ynpasneHua AoOKyMeHTamMun 1 uHcpopMaLimein, Ang KOTopbIX paccMaTpusaeTcs
BO3MOXHOCTb NMPUMEHEHUA pasaeneHns 0TBETCTBEHHOCTH:

- KOHTPOSIb MOMHOTHI BBOAUMOW MHOPMaUUM U ee COOTBETCTBUA YCTAHOBMEHHLIM TpeboBaHUAM
(inputreconciliation) (cm. 5.4.3);

- KOHTpOIb KayecTBa (CM. 5.4.6);

- BBOA AaHHbIX (CM. 5.6);
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- yaaneHue uHcopmaumm (cm. 5.11);

- obecneyeHne MHDOpMaLoHHON BesonacHOCTU (CM. 4.2).

Kpome Toro, BaxHo obecneuuntb, 4To6bl MMeloLmne OTHOLLIEHUE K cucTeme husndeckne n opraHnsaLmon-
HO-aAMUHUCTPaTUBHbIE pasrpaHUYeHns 3epKarnbHO OTPaXasnunch B UCNOMNb3yeMbIX B CUCTEME Mepax Jiornyec-
KOro ynpasfeHusi OCTYMOM.

CnepnyeT npoaHanManpoBaTh BO3MOXHOCTb MPUMEHEHUS U N0 Mepe He0BX0AUMOCTU peannsoBaTh pas-
Aenexve 06s3aHHOCTEl NO BbINOMHEHNIO NepBUYHBIX OnepaLyii U KOHTPOIO Hag HUMMK.

4.2 MeHepXMeHT UH(pbOpMALMOHHOM 6e30NacHOCTU

4.2.1 MNonutuka uHdopmaLMoHHOM GezonacHoCTU

Bcsa uHopmauns HesaBMCUMO OT BUA@ HOCUTENEN, Ha KOTOPbIX OHa XPaHUTCS, YA3BUMA U NoABepXKeHa
PUCKY YT paTbl UM U3MEHEeHUs1, KaK CIly4aHoro, Tak v 3afioHaMmepeHHoro. [ns sawutsl tHopMaLImMm, coxpaHsae-
MO B 3NEeKTPOHHOM Buae, Heobxoaumo paspaboTatb U BHeApUTb Mepbl 6e30nacHOCTH, NO3BosIAOWNe CHU-
3UTb PUCK YCNELLHOrO OCMapyUBaHusi ee ayTeHTUYHOCTU. OTU Mepbl 6e30MacHOCTU A0MKHBI COOTBETCTBOBATL
1crnonb3yembiM rpucam koHuaeHLManbLHOCTU/ CEKPETHOCTM.

TpaanumoHHo MHopMaLMoHHas 6e30MacHOCTb paccMaTpUBaeTCs Kak BONPOC KOHUAEHUNanNbHOCTH, C
TemuTO6bI 06ecneunTb 4OCTYN K MHOPMAaLIMN CTPOTO B COOTBETCTBUM C YCTAHOBNEHHBIMW OpraHu3aumen Tpe-
6oBaHMAMU. N XOTH 3TO AENCTBUTENBHO BAXKHO (a B psAae cnydYaes KpUTU4eCcKn BaxHO ) AN OyHKUMOHNPOBaHUA
opraHusauum, 3To He caMasi BaxkHas M3 npobrnem 6e30nacHOCTM C TOUKM 3peHUs BONPOCOB, paccMaTpuBaemMblxX
B HacTosiLeM cTaHaapTe.

OpHoM M3 rNaBHbIX Liernei NonmMTUKM MHhopMaLMoHHON be3onacHOCTH iBnseTcs obecneveHune 3awmTbl
LLeNOCTHOCTU XpaHUMoi nHdopMaumu. MNpu paspaboTke Mep 6GesonacHOCTU HEOBXOAUMO CONOCTaBUTbL PUCK
KOMMpOMeTaLMN LENOCTHOCTU ¢ 3aTpaTaMy Ha OcylllecTBIleHUe Takux mep. Mepbl 6e30nacHOCTU AOMKHbI
0XBaTbIBaTb Pe3ePBHbLIE N UHBIE KON XPaHUMOW MHDOPMaLMK, MOCKONbKY UX LEeNOCTHOCTL BaXHa B TeX CNy-
yasix, Koraa OHu UCTIONb3YIOTCS B3aMeH/A1A 3aMeHbl XPaHSILLMXCS B CUCTEME AaHHbIX.

Takke BaxkHa AOCTYNHOCTb MHpopmaLn. UHoraa MoxeT BO3HUKHYTb HeoBX0ANMOCTb A0Ka3aThk, UTO BCA
nHcpopmaLMsa no onpeageneHHoMy Bonpocy B Noboe BpeMs AOCTYNHa Ans aHanuaa. [ina 3Toi Lenu KnioYesbl-
MW SIBMISIOTCA Takne BOMPOChI, Kak TOHHOCTb MHAEKCUPOBAHMWS 1 NiTaHMpoBaHue obecneyvyeHnsa HenpepbIBHOCTA
AenoBoW AesATeNbHOCTU,

BesonacHocTb — He eAMHCTBEHHas Npobriema KoMNboTePHbIX cUcTeM. KnioueBbIMU 3rieMeHTaMu siBsi-
tOTCA Kak 3alULWEHHOCTb, TaK U AOCTYNHOCTL onepaunoHHON cpeabl (B TOM YUcse 34aHUA, CUCTEM KOHTPOIS
TEMNEpPaTypHOro pexuma, CeTeBbiX coeanHeHWid 1 T. 4.), N NpoBepseMoe BLIMOMIHEHWe npoueayp BcemM
nepcoHanom.

OpraHusauunmn cnegyeT BBECTU NOMUTMKY MHPOPMaLMOHHOM Ge3onacHocT, OXBaTbiBalOLLYIO BCe ane-
MEHTbI JOBEPEHHON CUCTEMBI YNPaBeHNst AOKYMEHTaMU U HopMaLMen.

Ecnu B opraHusaumm yxxe uMmeeTcsl nonnTUka MHGopMaLMoHHON 6esonacHocT Ans Apyrux cuctem, To
BOMPOCHI NCNOSb30BaHNS AOBEPEHHOI CUCTEMBI YTIPaBIeHWUs QOKYMEHTaMn U MHdopMaLmMen criegyeT BKIo-
YnTb B 06nacTb NPUMEHEHMNS 3TOrO JOKYMEHTA.

MonuTuka uHpopmaunoHHoM 6e30NacHOCTU AOIMKHA, KAK MUHUMYM, coaepXaThb:

- obnacTb NPUMEHeHMs NONUTUKN;

- Llenun ynpasneHus B obnacTtun o6ecneveHus 6esonacHocTy;

- KOHKPETHbIE MOIOKEHWS MONUTUKK;

- TpeboBaHNs B OTHOLLUEHWUM MHbOopMaLnK, UMetoL el pasnnyHble rpudbl KoHDUAEHLNaNnbHOCTH/CeKpeT-
HOCTH;

- onpegeneHue U pacnpeaeneHne 0TBETCTBEHHOCTM 3a ob6ecneyeHne MHdopMaLMoHHON 6esonacHoCcTy;

- MONUTUKY pearmpoBaHns Ha HapyLeHnsa (MHUMAeHTbI) BesonacHocTy;

- MoNUTUKY cobniogeHns COOTBETCTBYHOLLMX CTaHAapTOB.

Monuntnka nHdopmaloHHo besonacHoCcT 4oskHa BbITb 0406peHa BbICLUMM PYKOBOACTBOM OpraHisa-
Lmn. 3to oaobpeHne AOMKHO BbITs 3800KYMEHTUPOBAHO.

OpraHnsaums gormkHa cornacosath 1 3a40KyMeHTUPOoBaTh Haanexalyne yposHm 6esonacHocTu, obec-
neuynBaemble Npu ynpasneHn nHopmaLmein M cooTBETCTBYOLME NONNTUKE NHGOPMaLMOHHON GesonacHoc-
TW opraHnsaLmn.

CnepyeT paccMmoTpeTb Bonpoc o cooTeeTcTBUM TpebosarHuam FTOCT P MCO/MBK 27001. Yto kacaeTcst
AOBEPEHHbIX CUCTEM yrpaBneHUst AOKYMeHTaMun U nHopmaLmen, To npu npopaboTke HE0BXoAMMbIX Mep KOH-
Tpons v ynpasneHus, obecnevnsatownx ucnonHeHue tpebosaHuin FTOCT P UCO/M3K 27001, cneayeT y4nThl-
BaTb TpeboBaHUA HacTosALWero cTaHaapTa.
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4.2.2 OueHka puckos (risk assessment)

Mepbl 6e3onacHoCcTU Hepeako paspabaTtbiBaloTCA Ha ocHOBe uHAuMBMAyansbHoro (adhoc) noaxopa B
KayecTBe peakunn Ha UHUMAEHTbl 6e30MacHOCTU UK UCXOOs U3 UMEeLWNXCA NPorpaMmmHbIX cpeacTs. Mpu
NcnNonb3oBaHUK TakUX NpoLeayp B cucteMe 6e30nacHoOCTUYacTo OCTaTCA cnabble MecTa, KoTopble 3aKkpblBa-
10TCA NULLIL BNOcNeAcTBUK. Bonee CTpYKTYpUPOBaHHLIN NOAX0A NpeaycMmaTtpusaeT aHanus MHPopMaLUMOHHBIX
aKTWUBOB opraHu3auun u onpeaeneHue pakTopos pyucka (Ha OCHOBE LLIEHHOCTU aKTUBOB, YA3SBUMOCTU CUCTEMbI U
BepoaTHOCTU aTak). Mocne aToro MoxeT 6bITb NOAroTOBNEHa U yTBepXAeHa NonuTuka UHPOPMauNoHHON
6e30MacHOCTU, Ha COOTBETCTBUE KOTOPOA MOXET NPOBOANUTLCA ayanT Mep 6e30nacHOCTU.

OpraHusauumn cnegyeT NPoBECTU aHanmu3 puckoB UHgopMaLoHHOW 6e30NacHOCTU U 3aA0KYMEHTUPO-
BaTb NOMyYEeHHbIE pe3ynbTaThl.

Ocob6oe 3HavyeHne MMeloT Mepbl Be30MacHOCTU, OCYLWECTBNAEMbIe ANA KOHTPONA Had HOCUTENAMM
WHOpMaLIMK, UCNONBb3YEMBIMW KaK B EACTBYIOLLEA cucTeme, Tak U ANA pe3epBHOro KONMpoBaHUA. AHanus
PUCKOB AOITDKEH YYUTLIBATL (haKTOPbl pUCKa HaNM4us yi3BUMOCTEN, COOTBETCTBYOLWWME TUNY UCNONb3YEMOro
HocuTens nHdopmaunn (Hanpumep, aTo MoxeT ObiTb WORM-HocuTeNb 0gHOKpaTHOM 3anucu nubo nepesanu-
CbIBaeMbIil HOCUTENb).

Ecnu npuMeHaTCA pasnu4Hble TUMbl HocuTenein nHopmaunn, cneayeT NpoaHann3MpoBaTh UX BNA-
HWe Ha pe3ynbTaTbl aHanusa pucka.

Mo 3aBepLUeHNM aHan1aa pucka rno ero UToram AOSPKHbI MPUHNUMATLCA MePbl B paMKax NPOBOAUMON OLLEH-
kn 8chheKTUBHOCTU yKe peanunsoBaHHbIX Mep 6e3onacHocTu. B xoae npouecca aHanusa Heo6xoaUMOo NPUHK-
MaTb BO BHMMaHMWe Takue hakTopbl, Kak banaHc Mexay CTOMMOCTbLIO peanuaauumn Mep, OCTUTHYTbIM YPOBHEM
©e30NacHOCTU 1 OLLeHKOW puUcKa.

Ha ocHoBe pesynbTaToB aHanuaa pucka gospkHa 6biTb NpoBeAeHa oueHka 3 HeKTUBHOCTU CYLLECTBYIO-
Lmx mep 6esonacHoCTH.

Ecnu pesynbTaTbl aHanMaa ykasblBaloT Ha TO, YTO MMeeT CMBICN U3MEHUTb npoueaypbl obecneveHus
6e30MacHOCTU, TO criedyeT OCYLUEeCTBUTL Takne U3MeHEeHUsI.

4.2.3 KoHuenuusi uHopMayuoHHou 6eaonacHocTH (information security framework)

Onsa 3anycka u ganbHeiwero KOHTPOMs Haj BHeAPEeHUeM B OpraHusaunm cucteMbl MHopMaLuoHHON
BesonacHOCTU crneayeT paspaboTaTb KOHLENUMIO MeHeakMeHTa. Lienamm aToi KoHLe LUy AOMKHBI BbiThb!

- yTBEpXKAEHMWE 1 NepecMoTp NOoNMTUKN MHopMaLMoHHO BesonacHocTu;

- MOHWUTOPWHT Yrpo3 uHdopmaLmoHHon 6e3onacHocTy;

- MOHUTOPWHT 1 aHan1s HapylueHuin 6esonacHocTu;

- 0006peHNe rnaBHbIX MHULMATUB MO NOBLILLEHUIO MHOPMaLMOHHOK Ge3onacHoCTH.

4.3 MnaHupoBaHue Mep No oGecneYeHUo HenpepbIBHOCTU AenoBon geaTenbHocTu (business
continuity planning)

Bpemsi 0T BpeMeHn y I0BEPEHHBIX CUCTEM YNpaBneHUa AoKYMeHTamn n nHdopmaunein MoryT BO3HUKaTb
npobnemMbl, ANs ycTpaHeHusi MocneacTBUA KOTOPbIX NoTpebyeTcA BLINOSIHEHWE HewTaTHbLIX npoleayp
(emergencyprocedures). Takve npouegypbl MOTyT NpeaycMaTpusaTtb BpeMeHHOe UCMOoNb3oBaHWe AOMNOSHKU-
TenbHbIX PECYpPCOB UM PECcypcoB CTOPOHHUX opraHu3auui. B uenax obecnevyeHua Toro, 4tobbl B xofe
noaoGHLIX onepauuii He kKOMMPoOMEeTUMPOoBanach LEenocTHOCTb MHdopMaLmn, MoXeT ObITb peanusoBaH corna-
COBaHHbIA 1 YTBEPXKAEHHBIM MiaH 06ecneyeHna HenpepbLIBHOCTU AeNOBON AEATENbHOCTU (MHOTrAa ero HasbiBa-
0T «MJSTAaHOM BOCCTaHOBIIEHUsI NOcTe kaTacTpod»).

Mpoueaypbl, KOTopble NpeanonaraeTca UCNoNb3oBaTh B CRyYanX cepbe3HblX 0TKazoB 0bopyaoBaHus,
aKonormyeckux U kaapoBbix Npobnem, cneayeT paspabaTtbiBatb, NPoBepATL U noaaepxunsathb. Mpoueaypbl
[OIKHBI 0becneunBaTth, UTOObl B X0A4€ UX BbINOMIHEHUS HE KOMNPOMETUpoBanach LenocTHOCTL XPaHUMON
UHopmauuu.

4.4 KoHcynbTauuu c 3amHTepecoBaHHbLIMU CTOPOHaMu (consultations)

MpumeHeHWe OBePEeHHBIX CUCTEMBI YNPaBNeHNsa AoKYMEHTaMu U nHopmaLmen MoXxeT UMeTb cyLlec-
TBEHHbIE NOCNeACTBUSA ANs APYrMX OpraHusaunin U nu, Taknx Kak:

- KOHTPONUPYtoLLME OpraHbl;

- rocyAapcTBeHHbIe opraHbl;

- opraHbl BHELWHEero ayauTa;

- lopManYEeCcKUe KOHCYNbTaHThl (HanpuMep, IOPUCTBLI OPraHnsaLnuu).

[o Hayana ocylecTBEeHUS NONUTUKN YNIPaBneHUsa AOKYMeHTamn U nHdopmaumein opraHnsaunm crieay-
€T NPOBECTU KOHCYSbTaLun C COOTBETCTBYIOLLIMMIN OPraHU3auuamm v nuLamm, 3anHTepecoBaHHbIMA B ayTeH-
TUYHOCTM, HAAEXHOCTU U LIeNTOCTHOCTU XpaHUMOWN MHcpopMaLnu.

B xofe koHcynbTaumii MOryT 6biTb 3aTPOHYTHI:

- BOMPOChI HALMOHAMNBHOro 1 MeXayHapo4HOro npasa;
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- BOMPOCH! perynmpoBaHns KOHKpeTHON oTpacnu;

- HOPMaTUBHbIE aKTbl MyHULMNanbHbIX BacTen;

- MONUTUKA opraHnsaLmu;

- Mpoueaypel B NogpasaeneHusx;

- NpaBa oTAENbHbIX UL,

OpraHusaLusa AomKHa NPOBECTN KOHCYMbTaLUN ¢ COOTBETCTBYOLWMMM OpraHnsaumsamMmn 4o Havana ocy-
LLLeCTBNEHUS NOIUTUKK YripaBneHusi LOKYMeHTamun n uHdopmMaunei.

OTU KOHCYNbTaLUN MOTYT OXBaTbIBATb CrieayroLne Temebl:

- MpaBOBbLIE BOMNPOCHI;

- rocyAapcTBeHHble 3aKkoHoaTebHo-HOPMaTUBHbIE TpeboBaHus;

- TpeboBaHusa K puHaHCOBOW AeATENbHOCTU (Hanpumep, Mo ynnaTe Hanoros);

- cneuvansHble Tpe6oBaHUs (MPUMEHNMBIE K KOHKPETHBIM OTPacrsaMm).

MonuTuka AomkHa BKIoYaTh B cebst UNK cebinathes Ha pesynbTaThl KOHCYNbTaLUMA, BKIOYas cornaco-
BaHHbIe, 3arnnaHnpoBaHHbIe UMW OCYLLECTBIIEHHbIE AeNCTBUS.

Ecnn cyllecTByloT COOTBETCTBYIOWME HOpMaTuBHble TpeboBaHus W/WNW 3akoHbl, WX crieayeT
cobnoaats.

B nonutuke cnegyet ykasblBaTb, HY>XHO MU MOHOCTBIO UMM YaCTUYHO UCTIONHATL TpeboBaHUA COOT-
BETCTBYIOLUMX HALMOHAMBLHBIX U MeXAYHapOoAHbIX CTaHAapTOB.

Ecnu opranusaums ucnonHseT TpebosaHWUs COOTBETCTBYHOLLMUX HALMOHATBbHBIX 1 MEXAYHapoaHbIX CTaH-
AapToB, TO 3TUM TpeboBaHNAM JOMTKHa COOTBETCTBOBATL M AOBEPEHHAsi CUCTEMA YNPaBNeHUs AOKYMEHTaMM 1
nHdopmalmen.

5 TMpouecchl n npoueaypsbl

5.1 OOwue nonoxeHus

B HacTosiLeM pasgene paccMaTpuBatoTCA NpoLleayphbl, CBsi3aHHble ¢ YHKLUMOHNPOBaHUEM AOBEPEHHOM
CUCTEMBbI yNpaBneHus JoOKYMeHTaMu U MHopMaLumnen.

5.2 PykoBopcTBO no npoueaypam (procedures manual)

5.2.1 [JokyMeHTauus

Ons Kaxxgo 4OBEPEeHHON cucTeMbl yrpaBneHUs AoKyMeHTaMu 1 MHdopMaleid opraHusaumsa AomkHa
BECTW pyKOBOACTBO NO npoLleaypam (procedures manual).

Besge, rae B HacTosWweM pasgene ycTaHoBneHbl TpeboBaHWs K HAMMYMo Kakon-nubo JoKyMeHTaumu,
PYKOBOACTBO MO MpoLedypaMm MOoXeT BkNovaTb B cebs 3Ty AokyMeHTauuo nnbo cebinatbes Ha Hee. Pyko-
BOACTBO NO npoLeaypaM MOXeT cofepaTb, TaM rae 3T0 YMECTHO, CCbISKN Ha MHYIO KOHTPOIMPYEMYHO OOKY-
MeHTaLmo.

Mpoueaypel, kKoTopble onuckiBaeT NMMBO Ha KOTOpbIE CChINaeTCA PYKOBOACTBO Mo npoLeaypam, A0MKHbI
6bITb N1erkoAOCTYNHBI AN BCEX aBTOPU3IOBaHHbLIX MOMb30BaTeNei CUCTEMbI.

5.2.2 CogepxaHue

PykoBoAacTBo Mo npoueaypam AO/TKHO BKovaTh B cebs v cebiiaTbCa Ha NpoLeaypbl UCNoNb3oBaHNS
[AOBEPEHHON CUCTEMBI YNPaBeHUst OKYMEeHTaMU 1 MHhopMaLnein U 0XBaTblBaTb CriedytoLimMe BOMpoch!:

- cbop 1 BKtOYEHNE B cucTemy nHdopmauum (cMm. 5.3);

- c6op 1 BKMtOYEHUE B cUCTeMyY rpadmuyecknx o6pas3oB AOKYMEHTOB (CM. 5.4);

- cbop 1 BKMIOYEHWe B cUCTeMy AaHHbIX (CM. 5.5);

- UHAeKkcupoBaHue (cM. 5.6);

- MpoLleaypbl CO3AaHNs 3aBepPeHHbIX KOMUIA 3M1eKTPOHHOW MHdopMauum (cM. 5.7);

- Nepegada chainnos (cM. 5.8);

- coxXpaHeHue AOKYMeHTOB (cM. 5.9);

- obecneyeHvie 4ONrOBpEeMEHHON coxpaHHOoCTU uHpopmaumm (cm. 5.10);

- YHU4TOXEHWe nHbopmauun (cM. 5.11);

- pesepBHOE KOMMPOoBaHUe 1 BOCCTaHOBMEeHNe cnuctemMsl (cm. 5.12);

- nogaepxaHue cuctemsl (cm. 5.13);

- 6esonacHocTb U 3awmTa (cm. 5.14);

- UCronb3oBaHWe yenyr, okasbiBaeMblX N0 KOHTpakTy (cM. 5.15);

- aBTOMaTu3aL s genosbix onepaumnii (workflow) (cm. 5.16);

- OTMEeTKU AaTbl M BpeMeHun (cm. 5.17);

- KOHTpOmb Bepcui (CM. 5.18);

- BegeHuWe gokymeHTauum (cm. 5.19).
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Ona yoobcTea gonyckaeTcs BeAeHWe pyKoOBOACTBA MO npouedypam B BUAE HEeCKOSbKUX OTAeNbHbIX
PU3INYECKNX JOKYMEHTOB, OTHOCALLNXCA K pa3nyHbIM 061acTaM ynpasieHus JoKkyMeHTamMmu U nHdpopmaLnei.

Ecnv B opraHusauum UMeeTcst HECKOMbKO A0BEPEHHbIX CUCTEM YpaBfieHUa AoKYMeHTaMu U nHdopma-
Lueit, 0OKYMeHTaLMsA MOXET COCTOSTh Kak M3 0AHOro PYKOBOACTBA M0 npoLeaypam, Tak U N3 HeCKOMbKNX.

5.2.3 UcnonHeHue npoueayp

Ons Toro Ytobbl METb BO3SMOXHOCTL BbINOMNHATL NpoLieaypbl, ONMcaHHbIe B pyKOBOACTBE No npoLeay-
pam, nepcoHan QOMKEH O HUX 3HaTb, a Takke MMeTb BO3MOXHOCTb MX BbIMOMHATL, YTO YaCTo AOCTUraeTcs
nyTeM nogroTOBKW Ha crelnanbHbIX Kypcax Nnbo B npoLecce NoBCceAHEBHOW paboThl.

CnepyeT BHeApuTb npoleaypbl, obecneunBalowne UCMOIHEHNE BCEMU UCMOMb3YOLWWUMU CUCTEMY
COTPYAHUKAMM YCTaHOBMEHHbIX TPeBGoBaHNA.

5.2.4 OGHOBNEHUe U NepecMoTp

BaxxHo o6ecneunTb BOSMOXHOCTb ONpeennTb, Kakue npoLeaypbl MCnonb3oBanuek B 1060 3aaaHHbIi
MOMEHT BpeMEHU Ha NPOTSKEHUM CPOKa XpaHEHNS NoBoro KOHKPETHOro MHopMaLMoHHOro obbekTa. Takas
BO3MOXHOCTb AOCTUraeTcs nogaepkaHMeM pykoBoACTBa No npoleaypam B akTyanbHOM COCTOSIHUM U coxpa-
HeHWeM Bcex ero npeablayLLmMx BePCUiil B COOTBETCTBUM C TPeBoBaHUAMM NOMUTUKN.

JTtoBble N3MeHeHM s, BHOCUMbIe B SKCNIyaTaumoHHble Npoueaypbl, AODKHBI JOKYMEeHTUpoBaThesa. JTa
OOKYMeHTauus 4oMKHa cogepxkaTb cBedeHus 060 BCeX BbINOMHEHHbIX NpoLieaypax KOHTPONSA UBMEHEHU 1 o
npoueaypax, obecneunsaoLLMX peanMsaLmnio HoBbIX NPoLeAyp Ha NpakTuke.

B cnyyae peanusauum kaknx-nnbo usMeHeHuii criegyeT NPOBECTN UX MPOBEPKY, C TeM 4YTo6bl y6eaUTbCs B
TOM, YTO He HapyLLEeHbl 3KCTNyaTauuoHHble TpeboBaHus U TpeGoBaHUA NOMUTUKN.

3ameHeHHble Bepcuu pyKOBOACTBaA No NpoueaypaM AOMKHbBI XpaHUTLCsi B COOTBETCTBUM € TpeboBaHUs-
MW MONUT UK.

[ns yBepeHHOCTU B aKTyanbHOCTU AOKYMEHTaLMN Heo6X0AMMO perynsipHo NpoBoAUTL ee aHanua unepe-
cMOTp. TakvMe nepecMoTpbl MOTYT Takke okasaTbcsl HeOBX0AMMbBIMU B CllyYae BHECEHUS COOTBETCTBYIOLNX
N3MEHEHUIA B 3aKOHbI UM HOPMATMUBHLIE NPABOBLIE aKThl.

MepecmoTp AOKYMEHTaUMN OOMDKEH NPOBOAUTLCS Kak MUHUMYM pas B rof, ¢ Tem 4Tobbl obecnevnTs
oTpaXKeHWe B pyKOBOACTBE No npoLielypam BCex USMEHEHWI B NpoLielypax v TEXHOMOTUM.

PesynbTaTbl Nepuogn4eckux NepecMoTpPOB AOKHBI AOKYMEHTUPOBATLCS U YTBepXaaThcsl nuuamu,
OTBETCTBEHHBIMY 32 3KCTTyaTaLyio COOTBETCTBYOLMX YacTeil CUCTEMBI.

5.3 C6op 1 BKNoUYeHUe B cucteMy (capture) uicpopmauumn

5.3.1 O6wue nonoxeHus

Ecnu posepeHHan cuctema ynpasneHust AOKYMeHTaMu 1 MHopMaumein Ucnonb3yeTca Ana XpaHeHus
3NeKTPOHHbIX 06BLEKTOB, TO NpoLEeAypbl, UCTIoNb3yeMble B npouecce cbopa M BBoAa B CUCTEMY (3axBaTa) 3TUX
061beKTOoB, AOMKHBI BbITb 3240KYMEHTUPOBAHBI.

B uncno Takux npoueayp MoryT BXoauTb Npoueaypsbl:

- cbopa 1 BBoAa B CUCTEMY (3axBaTa) 3NEKTPOHHBIX 06 BEKTOB;

- NpeasapuTEenNbHON NOAroTOBKU AOKYMEHTOB;

- hopmMnpoBaHUA NakeTOB AOKYMEHTOB;

- choTOKONUPOBAHUS;

- CKaHUpOBaHWS;

- KOHTponNSA KavecTBa rpacduyecknx o6pasos.

[okyMeHTbl MOryT 6bITb Kak ByMaXXHBIMU, Tak U Ha MUKpodopMaXx.

Moapasaen 5.4 coaepxut 6onee nogpo6HLle cBeAeHUA O NpoLeaypax, CBSA3aHHbIX CO CKaHUPOBaHUEM
OOKYMEHTOB.

5.3.2 MNoTepa uudgopmauuu

B cnyyae xpaHeHWs 3MeKTPOHHBIX OOBLEKTOB B AOBEPEHHOW cucTeme yNpaBrneHust AOKyMeHTaMu u
UHdopMaLmei NoTeHUManbHo CyLLeCcTBYET BO3MOXHOCTb NOTEPU YacTu Hdopmaumu. Hanpumep, npu ckaHu-
poBaHWUn ByMaXkHOro AOKYMeHTa paspelleHne MOXET OKa3aTbCsl TakuM, YTO MENKUE CUMBOSIbI B 3NEKTPOHHOM
obpase byayT HepasbopumBLIMUK; a B CryHae KOHBEPCUUW 3NIEKTPOHHOTO AOKYMeHTa U3 ogHoro chopmara B Apy-
rov MOTyT 6bITb NOTEPSIHBI HEKOTOPbIE MeTaZjaHHbIe.

B cnyyae cMeHbl Hocutens uHdopmaLuum pusnyeckune aokasaTenbCTBa (HaNnpUMep, oTrneYaTky nanbsLes
Ha ByMakHbIX JOKYMEHTaX Unn KOMNaKT-4uckax) MoryT He BOCNPOU3BOAUTLCA B COCTABE 3N1EKTPOHHOMO 00 bek-
Ta. B Takux crydasx opraHusauma 4omkHa npoaHanuManpoBaTth BCe NoTeHLManbHO BO3MOXHEIE CrlyYan noTepu
WHpOPMaLIMN N NPUHATL peLUeHNe O TOM, ABNSIETCA NN 3Ta NOoTepA NpuemMnemon ans genosoro npouecca. Ecriv
Takasi noTeps Henpyemnema, To Heo6xoAMMOo NPUHATL Mepbl, oBecnednBatoLLme cbop/3axBaT UMMM coxpaHe-
HWe nHpopmaunn.

8
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5.3.3 Co3paHue U UMNOPT 3NeKTPOHHON UHOpMaLUmn

OneKTpoHHas MHopMaLIMst MOXKET ObITb Co3iaHa BHYTPU JIOBEPEHHON CUCTEMBI YNPABMEHUA A0KYMEH-
Tamu U nHopmaLumen unu uMnopTupoBaHa B Hee. KnioueByto ponb UrpaeT ayTeHTUYHOCTb IOKYMEHTOB BO Bpe-
MS! UX CO30aHUS1 UITW UMMOPTA, MOCKOIbKY I0BEPEHHAs cucTema ynpasneHus LOKyMeHTaMu 1 uHdopMaunein B
AanbHenwem byaet nocreqoBaTesibHO BOCMPOU3BOANTL 0Dy CoXpaHeHHYo B Hell MHopmaunio.

OnekTpoHHas uHdopMaLMsa MOXKET XpaHUTbes B ABYX hopMax: B Buae rpacdudeckux obpasos nubo B
BMAe 06bEKTOB AaHHbIX. B kaxaoi us ¢oopM anekTpoHHble 06beKTbl MOTyT BbiTb UMNOPTUPOBAHLI B JOBEPEH-
HYIO CUCTEMY yrnpaBrieHus1 AOKYMeHTamMu U MHcopMaLumet B pazHoobpasHbix hopmaTax.

pacuyeckne obpasbl, Kak NpaBuUo, NONy4aroTCs:

- B pe3ynbTaTe 06paboTku 6yMakHbIX JOKYMEHTOB (opuriHanbl, hoTokonuu, chakcel);

- NyTeM aBTOMAaTU4ECKOro Npuema akcummnnbHbiX coobLueHuii (Yepes dake-cepaep);

- MyTeM CcO30aHUA KOMWIA aKpaHa, Ha KOTOPbIX MHOXeCTBO (hparmeHToB MHOpMauum oTobpaxaeTcs
OQHOBPEMEHHO (UX TakKe OTHOCAT K YNCMY COCTaBHbIX MPOMEXYTOUHBIX JOKYMeHTOB — compound transient
documents);

- B pe3ynbTaTe 06paboTku MUKpOUIbEMOB M MUKPODULLL.

Mpacunuyeckune obpasbl, Kak NPaBUIo, SIBMISILOTCS PAacTPOBbLIMU NpeACTaBNeHUAMU OPUrNMHaNbHLIX aHano-
roBbIX OKYMeHTOB. OHUM Takke MOTyT BbITb NoNyyYeHbl NyTeM npeobpasoBaHns LMMPOBLIX 4OKYMeHTOB. Oco-
6eHHOCTU NpoLielyp 3axBaTa aHanoroBbIX JOKYMEHTOB B BuAe rpacuyeckux obpasos cm. B 5.4.

O6BbeKTbl AaHHBIX UCTIONbL3YIOTCA Anst XpaHeH s MHopMaLM1 B «nepBoHa4vanbHoM» (native) chopmare,
npu STOM ANsi U3BMEYEHUs coaepXallencs B HUX UHdopmaumn MoxeT noTpeboBaTbca opuruHanbHoe npo-
rpammHoe obecneyeHune. CyiecTByeT psifi «CTaHAapTHLIX» (DOPMAaToB, C KOTOPLIMU MOTYT paboTaTb MHOTUE
nporpammHble NakeTbl (Hanpumep, NPoCcThle TEKCTOBLIE (haiirbl, TEKCTOBbLIE (haiinbl TabANYHBLIX AaHHBIX C pas-
aenutenamn). NpuMmepamu 06BHEKTOB AaHHBIX ABMAKOTCS:

- 06beKThI, co3gaBaemMble O(PUCHLIMU CUCTEMAMM, TAKUMMU KaK TEKCTOBbIE pefjakTopbl, 31IeKTPOHHbIE Tab-
aubInT. 4.;

- YepTeXu B cUMCTEMaX aBTOMaTU3MPOBaHHOTO MPOEKTUPOBAaHUS;

- COOBLLEHNSA 3MEKTPOHHOM MOYTI;

- thainsl, ncnonsbsyemslie B EDI-cucteMax anekTpoHHOro obMeHa CTpyKTypupoBaHHON nHdopmavmeis;

- MTHOBEHHbIe CO0bLLeHUs];

- XML-coobLleHus;

- KOMWK 3KpaHa (Hanpumep, ANA Co3AaHNA NPOMEXYTOUHBIX AOKYMEHTOB).

B nto6om cnyyae k cogepxalenca B AaHHbIX MHOpMaLM MOXHO NONYYUTL AOCTYN C MOMOLLbIO NOAX0-
AsiLLero nporpaMmMHoreo npunoxeHus. OcobeHHOCTV Npoueayp 3axsaTa aHanorosbiX 4OKYMEHTOB B Buge 06b-
eKTOB AaHHbIX ob6cyxaatoTesi B 5.5.

MpuMeyaHun e — OneKkTpoHHbIE AOKYMEHTbI CMOTYT NPEACTaBNATL CO60M CMECh AaHHbIX U rpaduyecknx obpa-
30B (NPMMEpPOM MOXET CryXuTb NucbMo B hopmate Word co BCTPOEHHBIM pacTpoBbiM nzobpaxeHnem nognucm).

B tex cnyvasx, koraa nHdgpopmaums, kotopasa byaeTt XpaHUTLCA B AOBEPEHHOW cUCTEMe ynpaBneHus
OOKyMeHTaMu 1 MHdopMaUne i, nocTynaeT U3BHE 30HbI KOHTPOSA OpraHn3aunn, UCNosb3ytoLen 3Ty 4oBepeH-
HYH CUCTEMY, BOSMOXHOCTU KOHTPOISA M 3HAHUA 0 NpoLeaypax U NpoLeccax, CBA3aHHLIX C CO3AaHWeM U aBTO-
pusauMen aTon uHdopmaLMM, MOryT oKasaTbCA OrpaHuWYeHHbIMM nMBo oTcyTcTBOBaTh. B aTux
obcTOATENbCTBAX OpraHM3auun HeobxoamMmo No3aboTnTbes 0 ToM, YTOBBI MHDOPMaLUUA ABNANACL UMEHHO
TEM, YeM OHa npeTeHayeT 6biTb, YTOBbI B HEe He BHOCUNUCH HECaHKLIMOHUPOBAHHLIE U3MEHEHUS U YTODLI cBe-
AeHnst 06 NCTOYHWKE MHopMaLMn coOTBETCTBOBANN AEUCTBUTENBHOCTU. CTeneHb NPOBEPKN BbINOSIHEHUA
3TUX KpUTepreB ByaeT 3aBuceTb OT XxapakTepa KOHKPEeTHOW UHdopmaumi.

Takue norpaHnYHbIE CUTYaLMU MOTYT TakKe CYLECTBOBATb U BHYTPU opraHnsauunn. B atux cnyvasax ta
YyacTb OpraHmnsaunm, K KOTopol OTHOCUTCA AOBEPEHHas CUCTeMa ynpasneHns AoKkyMeHTamn u nHdopmaumen,
He AoKHa NpU3HaBaTh rpaduyeckuii o6pas nnu o6bEKT AaHHBIX ayTEHTUYHBIM TOSNbKO NOTOMY, YTO OH NOCTY-
nnn U3 gpyrov YacTu TOM e opraHusauun.

5.3.4 MeTagaHHble

Mpw cosgaHnum UM UMNOpPTE 3NEKTPOHHBIX UMW aHaNOroBbIX AOKYMEHTOB cneayeT NPUHUMAaThL Mepbl,
obecrneynBaroLwne nepeaady Takke BCeX COOTBETCTBYHOLWMX MeTagaHHbIX. HeobxoauMo NpuHATL Mepsbl,
rapaHTupyowune cbop Bcex HeoBXoAUMbIX METaAaHHbIX, C TeM 4ToObl 06ecneunTb NpaBUnbHYO UHTEpNpeTa-
LU0 SNEKTPOHHBIX U/ UM aHANOrOBbIX AOKYMEHTOB.

BoamoxHO, NpuaeTcs NpoBecTu aHanus cogepxalwenca B MetagaHHbIX MHOpMaUMn Ha NOMHOTY U
ageksaTHOCTb. Hanuune nonHoro Habopa MeTagaHHbIX C afileKBaTHLIM codepKaHUeM yBENUYUBaeT aokasa-
TENbHYO CUNY TOM MHOPMaLLMK, K KOTOPOI OH OTHocUTCA. CnealyeT paccMoTpeTb BO3MOXHOCTb UCNOMb30Ba-
HMSA NOAXOAALMX CXeM MeTaaHHbIX.
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5.4 Co3pgaHue U BKNoYeHne B cucteMy (capture) rpaduyeckux o6pa3oB AOKYMEHTOB

5.4.1 OGLuMne nonoxeHus

HacTrosiwmin nogpasgen coaepkut pekomeHaalmm, kacarowmecs npoueayp, UMeoLnMx OTHOLLEHNe K
CO3JaHUI0 3M1eKTPOHHbIX rpachmyeckmx 06pasoB aHaNoroBeIX JOKYMEHTOB. PekoMeHaaLmmn AaHHoro noapasae-
na npefAHasHaveHbl Ans nonb3oBaTenen, Ysu 4OBEePEHHbIE CUCTEMbI YNPaBneHUs AoKYMeHTamMmn 1 nHdopma-
Lueit BkNroYatoT B cebs1 BOSMOXKHOCTU BBOAA U COXPAHEHMWSI aHanoroBblX 4OKYMEHTOB B SNEKTPOHHOM BUAeE ¢
MCnonb3oBaHNeM CkaHepoB. OTW pekoMeHAaL/MM OXBaTLIBAIOT criedyoLne npoleaypsb:

- MOAroTOBKa AOKYMEHTOB K CKaHUPOBaHWIO;

- (bopMMpoOBaHME NaKeTOB;

- hoToKONUPOBaHME;

- CKaHWpoBaHue;

- 06paboTka N30BpaKeHIA.

5.4.2 MNopgroTtoBka 6yMaXHbIX 4OKYMEHTOB K CKAHUPOBaHUIO

Mepen ckaHnpoBaHMeM criegyeT U3yumnTb Bce ByMakHble AOKYMEHTI, ¢ TeM YToB bl 06ecnevnTb nony4e-
HUe KayecTBeHHbIX rpachuuecknx obpa3oB. Takue xapakTepuUcTuKK, Kak pasmep, Macca U GpolopoBka, useT
Gymaru n oTnevaTaHHOro TekcTa, MoryT NoBMAUSATH Ha (PU3NYECKIA MPOLLECC CKAHUPOBaHUSA.

MayyeHne 6yMaxkHbIX LOKYMEHTOB AOMKHO NPOBOANTLCS A0 HaYarna npoLecca CKaHUPOBaHUS, C TEM YTO-
661 YOeanTbCsl B X MPUroAHOCTM K CKaHUPOBaHWHo. MNpoLieaypbl 3TOro Npouecca Usy4eHusa AomkHbI 6bITb 3a80-
KYMEHTUPOBaHbI.

CnegyeT NpuHATbL BO BHUMaHWe Takue akTopsbl, Kak (husnieckoe CoCTosiHUE AOKYMeHTOB (Gymara ToH-
Kasi, MsiTasi, Co CKpernkamu, 1 T. A.) U nHcpopMaLMOHHBIE CBOCTBA (M30bpaxeHue YepHo-6enoe, UBeTHOE, Ana-
MasoH TOHaNbLHOCTU N T. A4.).

B Tex crny4asix, koraa BbIICHUTCS, UTO OyMadkHble AOKYMEHTHI Bpsi, v 6yayT NPUHATEI CKAHEPOM, MOXHO
BOCMOJ1b30BaTLCA PSAOM TEXHUYECKUX NpuemMoB. Hanprumep, MoXHo cHavana caenatb (hoTokonuio opuriHana
WM NOMECTUTbL ero NPy CKaHUPOBaHWUU B MPO3PaYHbIA KOHBEPT.

Mpoueaypbl paboTbl ¢ TeMyU ByMaXXHBIMU IOKYMEHTaMU, KOTOPbIE MOTYT Bbi3BaTb TPYAHOCTU NPU CKaHU-
POBaHWN, 4OMKHBI BbITb 3a40KyMeHTUpoBaHbl. [Mpu yaaneHun ckob, ckpenok 1 Apyrux cpeacTs 6poLuopoBKu
6yMaXHbIX 4OKYMEHTOB crieflyeT No3aboTuTbes 0 TOM, YToBbl opuruHany He 6bin npuimMHeH yuep6, cnocobHbIi
MOBNMATH Ha KAYECTBO 3aXBaTa coAepXalleiicsl B JOKYMeHTe UHDOpMaLIMK.

Ecnu 6ymakHbI AOKYMEHT MeeT husndeckne NpunoxXeHns, Hanpumep, sanucku Ha cTukepax, To CucTe-
Ma JorbkHa NpefocTaBnATb CPpeacTsa, MO3BONALWME OTNUYATL UX OT AOKYMEHTa, K KOTOPOMY OHU Npu-
KpeneHsbl.

3TOro MOXHO 40obUTbCA, HanpuMmep, NyTeM 3axsaTa oTAeNbHOro rpadguyeckoro obpasa NpUNoXeHUs
BMECTE C COOTBETCTBYHOLLUMU AaHHBIMW, NO3BONSAOLWUMU CBA3ATL €r0 C UCXOAHON CTpaHuuen. Ecnn saxeaTbl-
BaeTcs oguH 06 pas cTpaHULbl BMECTE C HaXOAAWMMCA Ha Hel NPUIOXEeHNEM, TO B MeTaAaHHbIX MOXHO 3af0Ky-
MeHTMpPOBaTb hakT Hanuuua npunoxeHua. Ecnu cywectByeT puck Toro, 4to cusndeckoe NpUnoxeHne
nepekpoeT (Mnn ByaeT KasaTbCA, YTO OHO NepekpbiBaeT) YacTb UHOPMaLuKM B ByMaKHOM AOKYMeHTe, TOo
MOXeT oKasaTbCs MpeanodTUTeNnbHBIM obecneuntb Takke 3axsaT rpaduyeckoro obpasa GymaxHOro
[OKyMeHTa 63 NPUNoXeHus!.

Ecnu B GymMaxHbI JOKYMEHT BHeceHbl puanmyeckme npasku, HanpuMmep, ¢ Ucnonb3oBaHuem benoi
Henpo3pavHo kpacku, To cucTeMa AoSkHa obecneunTs, YTOBbl Hanuune Takux NPaBok 660 OTMeYeHo.

Mpoueaypsl, MICNONb3yeMble NPU CKAHUPOBAHUU MHOTOCTPAHUYHBLIX BYMaXKHBIX AOKYMEHTOB, CKpEmneH-
HbIX C MOMOLLbH CKOB, CKPEMNOK UMW 3aXXKMMOB, AOMKHbI ObITh 32J0KYMEHTUPOBaHbI.

Bce cTpaHuLbl MHOroCTpaHNYHbIX AOKYMEHTOB crielyeT XpaHUTbL BMecTe U B COOTBETCTBYIOLLIEM nopsiake
[0, BO BPEMS 1 Nocne ckaHUpoBaHUS.

5.4.3 ®opmupoBaHue NakeToB JOKYMEHTOB

Tawm, rae BO3MOXHO, ByMaXkHble AOKYMEHThI AN CKaHUPOBaHWs ciiegyeT rpynnupoBaTh B NakeTh.

[pynnNUpoBKa B MakeThl yNpoLLaeT KOHTPOMNb Had 6yMakHBIMU OKYMeHTaMM U JaeT BOSMOXHOCTb OCYLLe-
CTBNSATb KOHTPONb KaYecTBa 1 Apyrue npoLedypbl Ha BeIGOPOYHON OCHOBE.

O6beMm nakeTa cneayet BoIGMpaTh U3 coobpaxeHuin yaobetaa.

Uncno 6ymaxHbIX JOKYMEHTOB B nakeTe GyaeT 3aBUCETb OT KOHKPeTHbIX 06CcTosATeNbCTB. Hanpumep,
€CI1 OKYMEHTbI NMoMeLLieHbI B Marnky U cpeaHee YMCno AoOKYMEHTOB B OiHON narke 4OCTaTOMHO BEMUKO (Hanpu-
mep, 100 cTpaHuL), TO AOKYMEHTbI U3 04HOM Marnku MOryT paccMaTpuBaTbes Kak nakeT. Ecnn nankun cogepxaTt
OTHOCUTENbHO HeBONMbLLIOE YNCITO AOKYMEHTOB (HanpuMep, B cpegHem 10 cTpaHuL), To nakeT MoXeT (hopMupo-
BaTbCA U3 JOKYMEHTOB HeckoNbkmx nanok. Ecnn obpabaTbiBatoTea AOKYMEHThI Ha PYNOHHbBIX MAKPOMNEHKax, To
OOWH PYNOH NNEHKM MOXET pacCMaTpUBaTLCS Kak NakeT.

O6bem nakeTa crieayeT BbIOGUpaThb Tak, YTOGbI OH He NpeBbIWan 06bema, KOTOPbIM MOXHO ferko ynpas-
NATb, HO U He BbIN CILLKOM Marsl, ¢ TeM YToGbl BbIGOPOYHbIA KOHTPOMb Ka4YecTBa Ha ypOBHE NakeToB He NpuBo-
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AWM K CYLeCTBEHHOMY CHWkKeHuio adpdekTuBHOCTM Bcero npouecca. O6beM BbIGOPKA, BO3MOXHO,
notpebyeTcs onpefensTb C UCMONb30BaHNEM METOLAOB BbIBOPOUHBIX CTATUCTUUECKUX UCTIBITAHWIA.

B psage npuknagHeix 3agay HeNpocTo YeTKO BblAenuTb nakeTbl. B aTux cnyyasix nakeT MoxeT onpeae-
NATLCA Kak MaccuB ByMaXkHbIX AOKYMEHTOB, MOCTYNUBLUMX HA BXOA B TEYEH e ONpeaeneHHOro nepuoia speme-
HWU. HanpumMep, MakeToM MOryT cHATaTbLCS BCE JOKYMEHTHI, MOCTYNUBLUNE Ha 06paboTKy B Te4eHne ogHorovaca
WA OAHUX CYTOK.

B psine npunoxeHui (0cobeHHO B NPUNOXeHNsIX, peanuaytoLmx workflow-npoLecchl), B KOTOPLIX HEMb3S
NCMomnb3oBaTh pasferieHne Ha nakeTbl, cnefgyeT NPUMEHsTb anbTepHaTuBHbIe MeToabl, obecnednBatoLwme
CKaHUpoBaHMe Bcex ByMaXHbIX JOKYMEHTOB. B UnCno Takux MeTOA0B MOXET BXOANTb MapKUpOBKa AOKYMEHTOB
nocrnie cKaHWpoBaHWSA UMW AOMOMHUTENbHASA NPOBEepka MyTeM COMocTaBMneHust rpaduyeckux obpasoB ¢
6yMakHbIMW OpUrMHanamu.

5.4.4 ®dotokonupoBaHue

HekoTopble BymaxHble AOKYMEHThI Nepeq ckaHupoBaHueM nonesHo doTokonuposaTh. K Takum goky-
MeHTaM OTHOCAT:

- JOKYMEHTbI, Ha KOTOPbIE MOXET HeraTUBHO MOBIIUATL NPOLLECC CKaHUPOBaHWUSA, HarnpuMep, NoBpexaeH-
Hble UM XPYKNe AOKYMEHTHI;

- OOKYMEHThbI, OTNnYarLmnecs cyLecTBeHHbIMU BapuaLMsMuM NNOTHOCTN U KOHTpacTa opurMHana, ecnuv
cpoTOKONUPOBAHME NO3BONSAET 3aMETHO YNYULLUTb KAYEeCTBO N306paKeHUs;

- AOKYMEHTBI, UCNofb3ytoLme Bymary UnuyepHunia Takux LLBETOB, NPY CKaHUPOBaHMM KOTOPLIX He yaaeT-
cA Nony4nTb pasbopyumBbIX rpacdryecknx obpazos.

MpumeyaHu e— DOTOKONUPLI U CKAHEPLI MOTYT MNO-Pa3HOMY PearmpoBaTh Ha pasfnyHbIe LBETA, HO NULLb B UC-
KIMIOUMTENbHBIX CryYasx MeTod NpeaBapuTenbHOro (oTOKONMPOBaHUS Nepes CKaHWPOBAHWEM HE MO3BOMSET NOMy4nTb
YAOBINETBOPUTENbHBIX PE3YILTATOB;

- CNOXEHHbIe AOKYMEHTbI, KOTOpbIE CMULLKOM BEMMKA A1 TOro, YToObl CKAHUPOBATL UX LIEeNTMKOM B OA4WH
NonHopasMepHkIN rpadpnyeckuin obpas.

MpumeyaHwne—pu dorokonMpoBaHUN MOTYT GbiTb CO3AaHbl YMEHbLUEHHbIE N300paxeHns, KOTopble 3aTem
CKaHUPYIOT; U/unu ¢ opurmHana nmbo ¢ ero PoTOKONMUI MOXET BbITb NOMY4EeHO HECKONBKO OTCKAHMPOBAHHBIX Fpacn-ecknx
obpa3sos.

doTokonuM cnegyeT NPOBEPsATb 451 TOro, YTobbl rapaHTUPOBaTbL OTCYTCTBUE CYLLECTBEHHOW NoTepu
nHdopmaLM1 B xode npoLiecca hoTOKONMPOBaHUA.

Ecnun 6ymaxHble JokyMeHTbl NpeaBapuUTenbHO nepes ckaHMpoBaHMeM (hOTOKOMUPYIOTCS, TO UCMOSb3ye-
Mble MpKY 3TOM Npoueaypbl A0MkHbI GbITh 3240KYMEeHTUPOBaHbI B pyKOBOACTBE MO NpoLeaypam.

[ns Toro 4To6bl rapaHTUPOBaTh OTCYTCTBME NOTEPb KAKON-NNOO CylecTBeHHON MHopMaLmn B NpoLec-
ce CKaHUpoBaHWA 0TOTOKONUPOBAHHBLIX BYMaXXHbIX JOKYMEHTOB, crieqyeT BHeApsATb A0NONHUTESbHbIE NPo-
ueaypbl KOHTPONA KavecTsa.

Ecnu npu doTtokonnposaHuu nsobpaxeHune ObifIo YMeHbLUEHO, TO criedyeT BbiNOMHUTL NPOBEPKU Ha
OTCYTCTBUE CBAA3AHHBIX C YMeHbLUeHneM acbpeKTUBHOIro paspelleHns n3obpakeHUs CyLecTBEHHbIX NOTepb
MENKWUX AeTanen B 0TCKaHMPOBaHHBIX rpacdndecknx obpasax no cpaBHEHUIO ¢ ByMackHBIMU OpUrMHanamm.

Mpu co3gaHumn Ha ocHOBE OAHOMO AOKYMEHTa HeCKOMbKUX rpacpuiecknx obpasos aTn o6pasbl JOMKHbI
B3aWMHO NepeKpbIBaTLCS, C TeM YTOObI rapaHTUPOBaTb OTCYTCTBUE CYLLIECTBEHHOW NoTepu MHopMaLMn Ha
CTbikax Mexay coceHUMn rpacmyeckummn obpasamu.

Ecnu rpaduyeckuii obpas cozgaetcs Ha ocHoBe POTOKOMUN, TO 3TO A0ITKHO GbITb ACHO ANA NoNb3oBaTe-
naunsobpaxeHus. Takke 4OMKHO GbITb ACHO, GbiNia N1 hoTOKONMUS cHATA ¢ GyMaXkHOro AoKYMeHTa Npu ero noa-
rOTOBKE K CKAHUPOBaHUIO UN BYMaXKHBIN AOKYMEHT M3HaYarbHO NpeacTaBnsn coboit hoTokonuio. ACHOCTL B
3TOM Bonpoce Heobxoauma Ana Toro, 4Tobel rpacduyeckuii 06pas Mor ObITb NPaBUbHO MAEHTUULMPOBAH Kak
TouHasA hakcuMuUnbHas konua 6ymaxHoOro AoKyMeHTa, fiaxke eCnu B Xxofe npoLieayp npeasapuTensHon noaro-
TOBKM 6blN1a CHATa NPOMEXKYTOYHaA hoToKoNMA, a Takke AN pasNUyeHns Takux rpacgpudecknx o6pasos 1 rpa-
dnyecknx obpasoB, NONyYeHHbIX Ha OCHOBE (POTOKOMUI, CAENaHHbIX NPU HEN3BECTHBIX 06CTOATENbCTBAX.

PelwmTb AaHHyto 3agaqy MOXHO, HanpuMep, Ha aTarne NoAroTOBKU AOKYMEHTOB K CKAHUPOBaHWUIO, NyTeM
NpoCTaBfIeHNs LUTaMMOB UM MapKUPOBKN CKaHMPYEMOro martepuarna Kak npomMexyTo4Hon hoTOKONUU Unu
AOKyMeHTa, U3HauyarnbHO MMEBLLIroca B Buae hoToKonuu, NMbo npy NoMoLLU 3NeKTPOHHON MapKUPOBKWU NOSy-
YeHHbIX ¢ (POTOKOMMIA rpachuyeckux 0bpasos, pasnuyas Npu 3TOM NPOMEXXYTOUHbIe POTOKONUK, caenaHHbIe B
xofe NoAroToBKW AOKYMEHTOB K CKAHUPOBaHWIO, U ByMaskHble JOKYMEHThI, U3Ha4YanbHO UMEBLUNECA B Buae
coTOKONUIA.

Mpoueaypbl, NpUMEHsIeMble B Cry4asX, Koraa HeM3BeCTHO, ABNSIeTCA N ByMaXKHBIN AOKYMEHT OpUrnHa-
oM Unu hoToKoNMen, AOMKHbI BbITb 3240KYMEHTUPOBAHDI.
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5.4.5 Mpoueccbl cKaHUpOBaHUA

MoapobHele cBeaeHNs o NpoLieaypax, MPUMeEHsIEMbIX NPU CKaHUPOBaHWU aHaoroBbIX JOKYMEHTOB, A0I1-
XHbl ObITb BKMHOYEHbI B PYKOBOACTBO Mo npoueaypam.

Bce BapuaHThI NpoLeayp CKaHNPOBaHNA, CBSA3aHHbIE C TUMOM CKaHNMPYEeMOro A0KYMEHTa, AOMMKHbI ObITh
nogpo6HO onucaHbl B pyKOBOACTBE Mo npoLeaypam.

Moao6Hble BapuaHTbl MOTYT NPUMEHSITLCS, HanpuMep, B CryHaaxX cCKaHUPOBaHUA ABYCTOPOHHUX BymMa-
HbIX JOKYMEHTOB B OT/IMYME OT OAHOCTOPOHHNX, @ TakkKe LiBETHbIX U306paKeHUI B OTANYMNE OT YepHO-6enbIX.

Mpoueaypbl AOMKHLI 06ecneymBaTh, YTOOLI BCe ByMadkHbIe AOKYMEHTHI NakeTa 6blnv NONHOCTLIO OTCKa-
HUPOBaHbI; HN OAMH OKYMEHT HE JOMKEH OCTaTbCsl HEOTCKaHUPOBAHHbIM.

[ins npoBepku Toro, 4To Bce ByMaxHble AOKYMEHTbI 6bInn 0TCKaHUPOBaHb!, YNCNo 06paboTaHHbIX AOKY-
MEHTOB MOXET CPaBHUBATLCA C YMCITOM AOKYMEHTOB B nakeTe. Ecnu pasgeneHune Ha nakeTbl He UCNONb3yeTcs,
TO MOryT noTpeboBaTbcsl anbTepHaTUBHLIE NpoLeaypbl, obecnevnBalowme ckaHupoBaHUe BCeX AOKYMEHTOB.

Ecnu BaxHo, 4uToBbl BCe CTpaHMLbl MHOTOCTPaHU4HOro 6ymaxxHoro AokymeHTa 6binn oTCKaHMpoBaHbl, TO
AOMXKHbI BbITb peannaosaHbl Npoueaypsbl, obecneunsatome BLINONHEHUE 3TOro TpeboBaHus.

[ns kaxgoro 6yMaxHoro AoKyMeHTa 4McIio nosyyYeHHbIX Npy ero 06paboTke rpacduyecknx obpasos MOX-
HO CPaBHWUTb C YNCIIOM CTPaHUL, (T. €. CTOPOH NIUCTA), NPUHUMAA Takke BO BHAMaHWE NpoLecchl yaaneHus nyc-
ThIX (MU Kaknx-Nnbo WHbIX) cTpaHuy. OgHako owmnbkn npu pyvyHOM noacyeTe buUandecknx BymakHbIX
OOKYMEHTOB 1 COAEPXKaLLUMXCA B HAX CTPaHUL, MOTYT caenatb NogobHbIN npoLecc HeadheKTUBHBIM. YaoBneT-
BOpPUTENbHBIM peleHnem MoxeT 6bITb BHeApeHue npoueayp, obecnevmsaioLmx npuemnemo Manyio BeposT-
HOCTb W PUCK HECKaHUPOBaHWA/HE MOSIHOMO CKaHWPOBAHUS Kakoro-nMbo AOKyMeHTa. OTOT puck cnegyet
OLEHUTb W, rae 370 HeobxoanMo, NPOBECTU NepecMOTP NpoLeaAyp Ha NpeaMeT YMeHbLIEHUSA 4aHHOTO pUcka.

MHorue ckaHepbl cHabXeHbl YCTPOMCTBaMM aBToMaTUYeckoi nogaun 6yMaxHbIX 4OKYMEHTOB, CNocob-
HbIMW HaJeXHO AeTeKTUPOoBaTb HENPAaBWUIILHYIO Nodady, MUHUMU3UPYSA TEM CaMbIM PUCK TOTO, YTO JOKYMEHT
npolgeT Yepes ckaHep, HO He ByaeT oTckaHnpoBaH. Ecnunoao6Hele ycTpoicTBa He MCNoNb3yHTCS, TO HE0bXOo-
AnMbl nNpoleaypbl, obecnevnsaowmne pydHyto obpaboTky Kaaoro AOKYMeHTa ornepaTopoM ckaHepa, € Tem
YTO6bl YMEHbLWUTb BEPOATHOCTL TOr0, YTO KaKON-NMbo AOKYMeHT He ByaeT oTCkaHMpoBaH.

Ecnu kputnyeckn BaxHo obecneuntb CkaHMPOBaHUE KaXXAoro NUcTa, To nofb3oBaTensm creagyeT pac-
CMOTpPEeTb BO3MOXHOCTb NoAcHeTa Unu npeasapuTenbHon nHaekcaumm 6yMaxHbiX JOKYMEHTOB, C TeM YTOObI
TOYHO ONpPeaennTb YUCNO CTPaHUL, B AOKYMEHTE U NakeTe AOKYMEHTOB.

Ucrnonb3oeaHue meToaa «ABOMHOIO BBOAA» MOXET 06ecneunTb O4eHb BbICOKYIO TOYHOCTb onpeaeneHns
yucna cTpaHuL,. BnocneacTeum aTu AaHHble MOTYT BbITb CONOCTaBMNEHEI € YUCTIOM OTCKaHUPOBAaHHBLIX CTPaHWL,;
nobas HegocTada 6yaeT ykasbiBaTh Ha TO, 4TO NGO NpousoLna nogadva oAHOBPEMEHHO HECKONBbKUX CTPaHUL,
nubo Kakasa-To cTpaHuua bbina HenpaBuUNbHO NepemMelleHa nocne nNpeasapuTenbHON HAeKcauun U nepeq
CKaHUPOBaHNEM.

Ecnu ansa ckaHnpoBaHWst ABYCTOPOHHUX AOKYMEHTOB UCTONb3YeTCA OQHOCTOPOHHUA ckaHep (T. e. cno-
cobHbI 0AHOBPEMEHHO CKaHUPOBAaTb TOSLKO OAHY CTPOHY 6yMakHOro AOKYMeHTa), TO crieayeT NPUHATL Mepbl,
obecneumBaloLiMe nNepeBopavMBaHMe Kaaoro ABYCTOPOHHEro AOKYMeHTa W CKaHupoBaHue obpaTHou
CTOPOHBI.

Ecnu 60nbLuoii 6ymakHbI AOKYMEHT CKaHMPYIOT N0 4aCcTAM 1 NPU 3TOM CO3AaeTCA HeCKONbKO rpacuyec-
Knx 06pazoB, TO 3TV YACTU QOMMKHbI NepeKpbIBaTLCS, YTOObI UCKITIOYUTL BOZMOXHOCTL NoTepu nHopMaLMmn Ha
CTbIkax Mexay coceiHMU rpadudeckumMmn obpasamu.

CucTtema ckaHUpOBaHWUst AOMMKHA NOAAEePXKUBATL BO3MOXHOCTb YHUKaNbHON MASHTUdMUKALUN Kaxaoro
3MNEKTPOHHOIO OKYMEHTa, MpUYeM Tak, YTobbl 3Ta aeHTUMKaLus He Morna 6biTb UsMeHeHa UK yaaneHa, 3a
NCKITIoYeHMEM clyvaeB, B KOTOPbIX 3TO JOMYyCKaeTcsl B cOOTBEeTCTBUM C6.11.

OTa yHuKanobHaa ngeHTudnkaumus MoxeT NpeacTaBnsaTs coboi cozgaBaemMon CUCTEMON CKaHUPOBaHUA
NOPSAAKOBLIA HOMEP, KOTOPBIA MOXET UCMONb30BaTLCA TONLKO AN Lefe BHYyTPeHHero KoHTpons.

5.4.6 KoHTponb kauyecTBa

5.4.6.1 TecTtoBbIt HAbOP OOKYMEHTOB (sample set)

Heobxoaumel npoueaypbl, CHUXaOLWMe pUCK MONyYeHUss oTCKaHWpOBaHHLIX rpadmyeckux obpaszos
HeyaoBMNEeTBOPUTENBLHOrO Ka4yecTBa. [lokasbiBaTb ayTeHTUYHOCTL NPOLLE, eCIIM MOXKeT BblTh NokasaHo, YTo rpa-
¢hryeckmne obpasbl XopoLLEro KauecTBa U YTO CKaHep BO BpeMs CKaHUpOoBaHWsA paboTan B COOTBETCTBUMU CyCcTa-
HOBMEHHbIMU TPeGOBaHMSMU.

[ns oLeHKM COOTBETCTBUSA pe3ynbTaToB paboThl CKaHepa YCTaHOBMEHHBIM KPUTEPUAM KOHTPOIA kavec-
TBa cnegyeT NOAroTOBUTL TECTOBLIA HaBop ByMaKHBIX 4OKYMEHTOB. [JOKYMEHTbI TeCTOBOro Habopa A0mKHbI
6bITb penpe3eHTaTUBHBIM OTpaXKeHMEM BCEro MaccuBa Nnoanexawux ckaHnmpoBaHuio JOKyMeHToB. B uncno
[OKYMEHTOB TecToBOro Habopa crniegyeT BkoYaTh 06pasLbl 6yMaXHbIX JOKYMEHTOB 6oree H1U3KOro no cpae-
HeHWto ¢ 6OMbLUMHCTBOM JOKYMEHTOB Ka4ecTBa.
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KpuTepum KOHTpons kayecTBa MOMyT OXBaTbIBaTh:

- o6ulyto YnTaemMocTb/pasbopumBOCTb;

- pa3BbopuMBOCTb MeNbYANLLMX AeTarnei B nofy4yeHHbIX rpacdudecknx obpasax (Hanpumep, wpudTaHan-
MeHbLUEro pasmepa ans Tekcta, pa3bopunBoCcTb 3HAKOB NPENUHAHUSA, B TOM YUCIE 4EeCATUHHON TOUKU);

- MONHOTY AeTanen (HanpuMmep, NPUEMIIEMOCTb UCKaXKEHHbIX CUMBOJIOB, OTCYTCTBUE (parmMeHToB
NUHURA);

- TOYHOCTb NepeaaYvn pasmepoB Mo CpaBHEHWUIO C OPUTMHANOM;

- Hanu4yue NOPOXAEHHBIX CKAHEPOM TOYEK U NATEH (OTCYTCTBYIOWUX B OpuUrnHane);

- nonHoTy rpacdudeckoro obpasa B Lenom (To ecTb OTCYTCTBUE YTpaThl UHDOPMaLMK MO kpasim rpadu-
yeckoro obpasa);

- NNOTHOCTb CMNOLWHLIX Y€PHbIX 30H;

- TOMHOCTb LBeTONepefaYu.

KpuTepum koHTpons kavecTsa rpacduyecknx ob6pasoB A0MKHbI BbITb PpeanucTUYHBIMK, YYUTbIBas Xapak-
Tep UCXOAHOro MaTepuana 1 xapakTepuUcTUK CKaHUpyioLero obopyaosaHus.

KpuTepum KOHTpOnsA kavecTea, UCNONb3yeMble 1Sl KOHTPOSA KaYeCTBa OTCKaHUPOBAHHBIX rpadhnyeckmx
06pa3zoB, AOMKHBI BbITb 3240KYyMEHTUPOBaHbI. DTU KPUTEPUM AOMKHBI BbITh COrnacoBaHbl CO BCeMU 3auHTepe-
COBaHHbLIMW CTOPOHaMM, BKMOYaA BHYTPEHHUX U BHELLHUX Mofb3oBaTeneun, Ana KOTOpbIX kKayecTBo rpaduyec-
Knx 06pasos ¢ 605bLON BEPOATHOCTLIO MOXET NMOBUATE Ha BO3MOXHOCTb MX UCNOMb30BaHUA.

Kputepumn KOHTpONs kavecTBa A0MKHBI OCHOBBIBATLCS HA UCNOMb30BaHUW TECTOBOro Habopa 6yMakHbIX
AOKYMEHTOB.

5.4.6.2 OueHka kavecTBa rpacdudeckoro obpasa

Mpoueaypsl, onpegenswoLme npouece, NOBCEAHEBHO UCMOMb3yeMbli ANs OLLEHKWU KavecTBa rpadudec-
Knx 06paso., AOMMKHBI ObITb 3aA0KYMEHTUPOBAHBI.

Mpoueaypbl oueHkU kadvecTBa rpaduyecknx obpasoB AOMKHbI cogepXaTb NoapobHble cBeaeHUs o
nopsiake OLLEHKN pe3ynbTaToB CKAHNMPOBaHUA, BKITHOYAsA XapakTepucTUKU yCTPOMCTBa ANA Noucka u oTobpaxe-
HUs rpadpuyecknx o6pasos.

Mpu oLieHKe pe3ynbTaToB NpoLieAypbl KOHTPOSIS KaYecTBa cneayeT NPOABNATL OCTOPOXHOCTb. MonyyeH-
Hble pe3ysbTaTkl MOTYT 3aBNCETb OT KOHKPETHBIX YCTPONCTB BbIBOAA (TaKUX Kak MOHUTOP UNW NPUHTEP).

Ecnun B npoueaypax KOHTpons kavectsa 6yaeT UCNONb30BaTbLCA NPUHTEP, TO paspelleHue nNpuHTepa
OOIKHO BbITh He HIUKE, YeM paspeLleHne 0TCKaHUPOoBaHHbIX rpacuyeckux 0bpasos.

B Tex cutyaumsax, korga 370 UMEET 3HaJYeHne, NPUHTEP AoMKeH BbiTb cNoco6eH TOYHO BOCNPOU3BOAUTL
LiBeTa UM oTTeHKN ceporo LgeTa.

Ecnu kauecTBo BoCnponssedeH1s LiBeTa UM OTTEHKOB CEpOoro LiBeTa MMeeT 3HavyeHue, To criegyeT npo-
BECTW OL,eHKY TOYHOCTU BOCNPOU3BEAEHNSI LiBETa UMM OTTEHKOB Ceporo LpeTa.

Ecnu TouHOCTb Nepefaym pasamMmepoB MMeeT BaXKHOE 3Ha4YeHue, TO J0MKHbI ObITb 3a40KyMEHTUPOBaHbI
npoLieaypbl NPOBEPKN TOr0, YTO pa3mepbl BOCNPOU3BOAATCA B NpeAenax 4oMyCTUMbIX OTKITOHEH WA, Takue npo-
Leaypbl MOTYT, Hanpumep, BKoYaTh B cebsi MpoBepKy TOUHOCTM HOMUHAMbHOMO paspeLleHusl ckaHepa, C TeM
YyTO6bI pasmepsbl B rpadpuieckoM obpase MoXHO ObINo onpedenqTe NyTeM nogcyeTa yuncna nukcenen Mmexay
onpeaeneHHbIMK ToUKaMmn n3obpaxkeHusl.

Ecnu kayecTtBo rpadpuiecknx 06pasoB BO BpeMsl BbINOMHEHUS NpoLeayp CKaHMpoBaHWUS NpoBepsieT one-
paTop ckaHepa, TO AOSPKHA BbIMOMHATLCA BTOpas npoLeaypa KOHTPOSA kadecTsa, NpoBoAMMast MHbIM Nepco-
HanmoMm, 4YeM nepcoHar, OTBeYalolWMiA 3a ckaHWpoBaHuMe. B xode BTOPOM MNpPOBEpPKU KadecTBa MOryT
NPUMEHSATLCSA MeToAbl BbIBOPOYHBIX CTATUCTUYECKUX UCTIBITAHWIA.

MpoLeaypbl KOHTPONS KauecTBa AOSKHBI GbITb B3aMMOCBSA3aHbI C NpoLieccom 0b6paboTku nakeTos (ecnm
Ncnonb3yeTcs) B COOTBETCTBUM € 5.4.3, 4TO NO3BONAET NPUHUMATL UMK OTBEPraTh NakeT He3aBUCUMO OT ApY-
TMX MaKkeToB.

PesynbTaThl BCeX MPOBEPOK, MPOBOAUMbIX NPU KOHTPOrIe KavyecTBa, A0MKHbI COXPaHATLCS B NPOTOKONe
(>kypHane) koHTpons kadecTtsa (quality control log), KOTOPbIA MOXET BECTUCE BPYUHYIO UMM aBTOMaTUYECKN.

B workflow-cpeae aBTomaTusaunm BeINOMHEHUS paboymx NpoLEccoB, B KOTOPOM KaxdblA 3MEKTPOHHbIN
AOKyMeHT paccmatpusaeTcs B pamkax workflow-npouecca, B cniyyae, ecnv uMetoTcs onepawmmn sBHOM Nposep-
Kn kavecTBa rpadumyeckmx obpasos U 0TOPaKOBKM 0OPa30B HENMPUEMIIEMOro KayecTsa, 3T onepaummn MoryT
paccmaTpuBaTbCs Kak MpoLecc KOHTPONs KayecTBa.

Ecnu npoueaypbl KOHTPOMS kKavyecTBa NpegycMaTpuBaloT cosgaHue BbIGopoK OTCKaHNPOBaHHbIX rpadu-
Yyeckmx 06pa3zoB 1 APYrMX B3aNMOCBA3aHHbIX AaHHbIX, TO HET HEODXOOUMOCTH XKEeCTKO (DUKCUpPOBaThL pasmep
BbIGOPKUX, KOTOPLIA MOXET U3MEHATLCS B 3aBUCUMOCTW OT YacTOTbl BO3HUKAOLWMX NpobrnemM 1 xapakTepa
necxogHoro Matepuana. Ans onpegeneHuns nognexaluero npoBepke NpoLeHTa 0TCKaHNPOBaHHbIX rpaduyec-
Knx obpasoB criegyeT UCMob3oBaTh (rae 3TO YMECTHO) MeToAbl BbIGOPOUYHBIX CTAaTUCTUYECKNX NCTbITaHWUA.
Bonee noapobHble cBeaeHUs 0 BeiGopodHoM koHTpone cm. B FTOCT P UCO 2859-1.
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B 6onbLIMHCTBE CNyyaeB NpoBepsThb BeCb 06paboTaHHbIA MaTepyan HenpakTU4Ho, No3TOMY, Kak NpaBu-
1o, NpoBepPSIIOT TONbKO YacTb obpaboTaHHoOro Mmatepuana. Hanpumep, B Hayane ckaHMPOBaHWSA MOTYT NpoBe-
pATbECA BEIGOPKN OTHOCUTENbHO BonbLuoro (Hanpumep, 20 %) obbema, KOTOPbIA BNOCNEACTBAN MOXET BbITb
yMeHbLUeH (Hanpumep, o 10 % vnu gaxe Ao 5 %) no mepe TOro, Kak 4eMOHCTPUPYETCA YCTONYMBOE COOT-
BETCTBMWE 3aaHHbIM KPUTEPUAM KadecTBa.

Ecnu npu KoHTpone kavecTBa MUCMonb3yeTcst BoiGOpoYHan NpoBepka OTCKaHUPOBaHHbIX rpaduydeckmx
06pa3zoB, To AoMmKHa ObITb 3840KYMEHTMPOBaHa YacToTa 0Toopa 06pasLoB.

5.4.6.3 Tposepka paboTocnocobHOCTN ckaHepa

C Lenbio MOHUTOPUHIa CUCTEMBI U NPOBEPKU ee PYHKLMOHUPOBaHWS B Npedenax AonyCTUMbIX OTKIIOHe-
HW cnedyeT nepuoanyeckn NPOBOAUTL NPOBEPKK paboTOCNOCOBHOCTM CkaHepa.

Ons onpeaeneHns cOOTBETCTBUS KPUTEPUSIM KadecTBa MOryT ObiTb pacrneyvaTaHbl O0TCKaHUPOBaHHLIE
rpaduyeckme obpasbl TECTOBbLIX MULLEHEN 1 CONOCTaBneHbl ¢ CaMUMK TECTOBLIMU MULLIEHAMUW COriacHo Npu-
BeJeHHOMY B poLieypax onucaHuto.

Wcnonb3oBaHe TeCTOBLIX MULLEHEN AaeT BO3MOXKHOCTb OOBbEKTUBHO OLEHWUTb U U3MEpUTb KavyecTBO
paboTbl ckaHepa. PerynspHoe Ux ncnonb3oBaHne MOXET nokasaTb, paboTaeT M ckaHep YyCTOMYUBO U B COOT-
BETCTBUM € ero crieLudukaumuamu. [ns Takon oLeHKU MOXeT UCMOb30BaTLCA TECTOBAasA MULLEHb, NpUBeAeH-
Has B MCO 12653-2.

YacToTa npoBepok paboTocnocobHOCTU cKaHepa A0MKHa ONpeaensiToCs 3arpyXeHHOCTbH0 CUCTEMBI U
yynTBIBaTL OXMAaeMoe yxygweHue paboTocnocoBHOCTN cucTeMsbl. st 3TOro MoryT noHagobuTbes pekomeH-
Aaluum NocTaBLLMKa CUCTEMBI, @ TakkKe OMbIT ee UCNonb3oBaHus. MNepBoHaYansHO LenecoobpasHo ckaHUpo-
BaTb TECTOBYO MULLIEHb MOCIIe CKAHUPOBaHUS KaXObIX HECKOSbKUX ThICAY CTpaHUL.

Ecnu ucnonbaytoTca ABYCTOPOHHUE (AYNneKcHbIe) CkaHepbl, TO NPeanoYTUTENbHO UCNONb30BaTL ABYC-
TOPOHHMWE TecToBble MULLeHN. OAQHOCTOPOHHNE TECTOBBIE MULLEHW MOTYT BbITb UCMONBb30BaHbI A5 NPOBEPKA
AYnneKCcHbIX CKaHepPOB TOMLKO B TOM Criy4ae, eCIii HEBO3MOXHO NOMYYUTb ABYCTOPOHHUE TECTOBLIE MULLIEHN.

TecToBble MULUEHN He ABMSOTCA aAekBaTHLIM NPeACTaBfeHWeM peanbHO CKaHUPYeMbiX BYyMadkHbIX
OOKYMEHTOB, 1 UX He criegyeT paccMaTpusaTth B Ka4ecTBe 3aMeHbl TECTOBOro Habopa AOKYMEHTOB.

5.4.7 MoBTOpHOE CkaHMpOBaHUe (rescanning)

Mpoueaypbl MOBTOPHOFO CKAHNMPOBAHWUA GYMaXKHBIX AOKYMEHTOB AOMKHbI ObITb 3a40KYMEHTUPOBaHbI.
MoBTOpPHOE CKaHUpOBaHUE MOXeT NoTpeboBaTbcs, ecnun Nony4veHHbI nepBoHadanbHo rpaduyeckuii o6pas
6b1n 326pakoBaH U3-3a ero NMOXoro KAaYecTBa UMM No UHLIM NokKasaTensiM.

CnepyeT BHeApUTL npoLeaypbl, o6ecneumBatollme 3aMeHy 3abpakoBaHHOro rpacdudeckoro obpasa Ha
0b6pa3, nonyyeHHbIN B pe3ynsTaTe NOBTOPHOIO CKaHUPOBaHUS, a Takke OTCYTCTBUE KOMMpOMeTauuy npoueayp
HyMepaLum nakeToB 1 c6opa kKoHTponbHo Hdopmauuu (audittrailprocedure).

5.4.8 O6paboTka rpacgmuyeckux obpasos

MeTtoabl 06paboTku rpacuuecknx obpasoB, NpUMeHsieMble AN YIyULIEeHUs kadecTBa U3obpaxeHus,
OOIMKHBI 6bITb ONUCaHbI B pYKOBOACTBE MO NpoLeaypam.

Ecnv Bo3MOXHO UCNOMb30BaHWe KOHTPONMPYEMbIX ONepaTopoM CPeACTB, TO AOMKHbI BbiTb 3a40KYMEH-
TUPOBaHbI CBEIEHUS] O TOM, Kakue UMEeHHO CpeacTBa UCMONb30BaNUCh Anst 06paGoTkn KOHKPETHBIX 3NeKT-
POHHBIX JOKYMEHTOB.

5.5 C6op u BKkMoyeHue B cuctemy (capture) gaHHbIX

5.5.1 HoBble faHHbIe

[anHble (Hanpumep, Ans cosgaHus UHAeKca UK Apyrov cnpaBoyvHOW HdbopMaLMn) MoryT BBOAUTb-
ca/3axBaTbiBaTbCS C CYLLECTBYIOLMX aHAMNOroBbIX WU 3NEKTPOHHBIX AOKYMEHTOB Y BBOAUTLCA B KOMMbIOTEP
€ UCNonb3oBaHNeM psiga cnocoboB, BKIOYasA PyyYHOi (T. €. BBOA HENOCPEACTBEHHO C KnaBuaTypbl), aBTOMaTu-
3UPOBaHHBIN [(HanpyuMep, NyTeM CYMTLIBaHUS LUTPUX-KOAA, YTEHUSA onTudecknx meTok (Optical Mark Reading,
OMR), ontudyeckoro/uHTennekTyansHoro pacnosHasaHusa cumsosnos (OCR/ICR)] n nonyastomaTuieckun
(ckaxeM, Koraa AaHHble, cobpaHHble aBTOMaTUYECKWU, HANPUMeEp, C UCMONb30BaAHWEM ONTUYECKOro pacno3Ha-
HWA CUMBONOB, MOATBEPXKAAOTCS C MOMOLLbLIO PYYHOro NOBTOPHOTrO BBOAA). B kaxaom cnyvyae Heobxoaumo
obecnevnTb yBepeHHOCTb B MPaBUITbHOCTY BBEAEHHBIX AaHHbIX. Ha npakTuke MOXeT okasaTbCa CMOXHO UK
BooGLe HeBO3MOXHO 06ecneunTb 100 %-Hylo TOYHOCTb BBOAUMBIX AaHHbIX, W NONb3OBaTENO HEOBX0AUMO
OLEHUTb PUCK, CBSA3AHHBIWA C HANMuMem ownbok.

Ecnu BHewwHWe gaHHble cobrpaloTcs ¢ uenbio nocneayowero BBoaa B CUCTEMY, TO clieqyeT YCTaHOBUTL
TpebyeMble ypoBHM KayecTBa. OTU YPOBHWU KayecTBa OOMKHbI OTpakaTb TOYHOCTb U MOMHOTY coGpaH-
HbIX/3aXBaYeHHbIX AaHHbIX.

YcTaHaBnMBaeMble YPOBHU TOYHOCTU MOFYT BapbUpPOBaTLCA B 3aBUCUMOCTU OT NPUKNaAHON 3agaqn u
Ba)>KHOCTW KaXA0rO KOHKPETHOMO 9fieMeHTa AaHHbIX.
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CnepyeT onpegenvTs NpoLeaypbl NPOBEPKN BbiAEPXKUBAHUS YPOBHEN TOYHOCTU. Takue npoLueaypel, Kak
npaBuio, OCHOBaHbI Ha Cy4YalHON NN NceBaocyYaliHon Belbopke nakeToB coGpaHHbIX AaHHbBIX U NpoBeae-
HUW UX COMOCTaBMNEHNS C UICXOAHEIM MaTepuanoM. Kak npaeuno, nakeTebl, He COOTBETCTBYIOLME TPpebyeMbiM
YPOBHSIM TOUHOCTU, OTNPABMSAOT Ha NOBTOPHYO 06paboTKy, 1 ee pesynbTaThl ele pas NPoBepsitoT, YTOOLI
obecneunTtsb BelgepXknBaHe TpebyeMbix YpOBHEN TOUHOCTN.

Pe3ynbTaThl Bcex NpoBepok TOYHOCTU AOIDKHBI JOKYMEHTUPOBATLCS.

Ecnuv aaHHble N3BNekarT U3 aNeKTPOHHOIo A0KYMEHTa, TO OPUTMHanbHbI AOKYMEHT crieayeT COXpaHUTb,
CB$13aB €r0 C U3BMIeYEHHbIMN AaHHBIMU.

5.5.2 KoHBepcusi u murpauus

Ecnuv gaHHble nocTynatwT U3 ApYroi CUCTEMBbI (UIN YacTU CUCTEMBI) B XOAEe MUrpaLm CUCTEMbI XPaHEHUA
AaHHbIX, TO Heobxoanmo paspaboTaThb, BHeAPUTb W 3aA0KYMEHTUPOBAaTL UCNOMb3yeMble MPU 3TOM NpoLeaypbl
N MPOoLECChI.

Ecnu npoBoauTcsa koHBepcus MHopMaLum U3 TekyLLero B HOBbI chainnoBbid hopmar, To cneayeT sago-
KYMEHTUPOBaThL BCe NOTEHLManbHble BO3MOXHOCTU MOTEPU MHOPMaLIMKU BCrieACTBUE BLIMOITHEHUA 3TOMO NPo-
uecca [B ToM 4ncne KoOHTponbHoi nHdopmauuum (audit trail)].

5.6 UHgekcupoBaHue

5.6.1 OOwMue nonoxeHus

UHaexkcuposaHue (MHaeKkcaums) ABNSeTCS BaXHeNLWen YacTbio NpoLecca coxpaHeHus uHopmMaummn Ha
3MeKTPOHHbBIX HOCUTESSIX, MOCKObKY OHa AaeT BO3MOXHOCTb NMOMYyYnUTb AOCTYN KCOOTBETCTBYIOLLEN MHopma-
umn. B cnyyae yTpaTbl UHAeKcupylolen MHdopMaummn coxpaHeHHas uHdgopmauus Takke MoxeT BbiTb
yTpayeHa.

MHaekcupoBaHne MOXKET BbINOMHATLCS aBTOMATUYECKU (T. e. cucTemoi 6e3 BMelaTenscTBa oneparo-
pa) unu Bpy4Hyto. B cnyyae py4HOro MHAEKCMPOBaHUS BaXHO 0becnevnTb UCTONIHEHUE COOTBETCTBYHOLWNX
AOKYMEHTNPOBaHHbIX NpoLeayp.

HekoTopble cucTeMbl AaloT BO3MOXHOCTb Mpu BBoAe/3axBaTe WH(OPMALMU COXpaHUTb YacTUYHYIO
NHOEKCUPYIOLLYHO MHhopMaLumio, KoTopasi BocneAcTBUM MOXeT 6biTb 06beAMHeHa ¢ A0NONHUTENBHON MHAEK-
cupytoLen uHdopmaLunein, BBeAEHHON BpYUHYIO.

Mpoueaypbl 1 Npasuia UHAEKCUPOBaHUS COXpaHSeMON MHOPMaLMA AOMKHbI ObITb 3a40KyMEHTU-
POBAaHBI.

5.6.2 PyyHoe uHgekcuposaHue

Py4yHoe nHaekcnpoBaHue npegycMaTpusaeT BUsyanbHoe n3yvyeHne BBOAUMON B cUCTeMy MHbopMauum
nnbo go ee BBoAA, MMBO B pamMKax NpoLeccos, BbINOHAEMbIX NOcne BBOAA.

CoTpyaHWKKM, 3aHUMaoLLMeCs pyYHbIM MHAEKCUPOBaHUEM, AOSMKHBI NOMyYaTh cneunanbHyo NOAroTOBKY
¢ Uenbto obecneyeHns MakcumarnbHOM TOYHOCTU HAeKcupoBaHuA. TpeboBaHus 1 npoueaypbl npodeccno-
HanbHOM NOATOTORKMN MO UHAEKCUPOBAHUIO AOMKHbI BbITb 3aA0KYMEHTUPOBAaHbI.

5.6.3 ABTOMaTM4yecKoe UHAEKCUpOBaHUe

ABTOMaTMYECKOE WHOEKCMPOBAHME MOXET OCYLIEeCTBMATLCH, Hanpumep, NyTeM CHUTbIBaHWS
LUTPUX-KOAOB UM UCMOMNb30BaHWS MeTOA0B ONTUYECKOro pacnosHaBaHns cuMeonos. B cnyyae ucnonbsosa-
HUsS1 aBTOMAaTUYECKOro MHAEKCUPOBaHUS NpoLeaypbl MPOBEPKN U KOPPEKTUPOBKA HETOYHON MHAEKCUPYIOLWEN
nHbopMaLIMn AOMMKHbI BbITb 3840KYMEHTUPOBAHbI.

5.6.4 CoxpaHeHue MHAeKcupyloLwen UHcpopMauum

MHaekcupytolas nHgpopmaLumsa A0MKHa COXPaHATLCA B TEYEHNE Cpoka, He MeHbLLero, Yem Cpok XpaHe-
HUs1 HPOPMALMK, K KOTOPOW OHa OTHOCUTCS.

HekoTopble cuctembl TpebyoT NpoBeAeHUS NepUoaNYeckoro NepecTpoeHnss MHAeKcoB 6as AaHHbIX,
0BbIYHO C LieNblo yy4dLlleHns Npon3BoanTenbHOCTY 6a3bl AaHHbIX. Mpoleaypbl NepecTpoeHns MHAEKCoB A0IT-
XHbI 6bITb 3240KYMEHTUPOBAHHI.

5.6.5 KoppekTupoBka uHaekcupyowen uHdopmaunum

Mpouecchl MHAEKCUMPOBaHNS MOryT BKMtoYMaTb B cebs npoledypbl Mo obHapyxeHWo HedocTatowen
nHcpopmaLmn. Mpu nHAeKCUpPoBaHUM 0ToBpakaeMon MHGopMaLLMKM OTCYTCTBYIOLIMIA MaTepuan yaaetcs o6Ha-
PYXWTb, TOMbKO €Cnu cpaBHMUBaTb OTOGpaxaemyto MHpOpMaLuio ¢ opuUrMHanamMmm Unu npu ynopsagoyveHun
nHdopmaLmMm (Hanpumep, ¢ UICNONb30BaHNEM NOCMeA0BaTENbHON HyMepaLmm).

Mpoueaypbl U3MEHEHUA U/ KOPPEKTUPOBKN MHAEKCUpYoLwen nHdopMaunn 4oMmKHbI BbiTb 3a40Ky-
MeHTMPOBaHbI. B crny4yae BHeCeHUs UcnpaBrieHniA B 3annck HAEKCa, BOSMOXHO, NOTPebyeTcs COXpaHUTb CBe-
AEHNs1 0 coaepXXaHnn nHaekca 4o 1 nocrie BHECEHUS USMEHEHUA.

Ecnuv 3anuce B nHaeKkce 0THOCUTCS K yAaneHHOW Ui YHUMTOXEHHON MHdopMauun, To ceefeHnsi o6 aToMm
crnegyeT COXpaHnTb.
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B Tex cnyyuasix, koraa Bo UCNOMHEHUE 3aKoHoAaTENbHO-HOPMAaTUBHLIX TpeboBaHuUiA MokeT noTpeboBaTh-
cs NpoBeAeHune yaaneHusa UM YHUMTOXEHUA XpaHUMOWN MHopMaLmn nyTem UsMeHeHUs Uiy yaasneHus sanu-
cell B uHaeKce, COOTBETCTBYOWME NpoLeaypbl AOMMKHEI ObiTb 3a40KYMEHTUPOBaHbI.

5.6.6 TouyHOCTbL UHAEKcUpYyoLwWwen uHhopmauum

MHaekcupyiolme aAaHHbIe ANa 0TCKaHMPOBaHHBLIX M306paXeHUit MOryT 6bITb HETOUHBIMU. B TO Bpems kak
TOYHOE MHAEKCUPOBAHWE yNpoLwaeT NOUCK 1 U3BNeUYEHNe XpaHUMon UHdopMaLmnm, TOYHOCTbL COOTBETCTBYIO-
LWMX MHAEKCUPYIOLLMX AaHHbIX YKa3blBaeT Ha ee aKTyanbHOCTb U NOMHOTY, TeM CaMbIM NOATBEPXAas ayTeHTUY-
HOCTb XpaHuMoii uHgpopmaumun. U HaoBopoT, HETOUHOCTL MHAEKCUPYHIOLWNX AAHHBIX MOXET MPUBECTU K TOMY,
4YTO NoNb3oBaTerb He CMOXeT U3BSeUb HYXKHYIO MMBO NONYUUT HEHYXHYHO MHGbopMaLmio.

Kputepuu TOUHOCTU MHAEKCUPYIOLWE MHOPMaLUM MOTYT BapbUpoBaTbCS B 3aBUCUMOCTU OT LieNIeBON
3a4a4n. B HekoTopbIX cny4Yasx TOYHOCTb MOXET BbIThb 3aA4aHa Kak MakcumarnbHO AOMYCTUMOE YMCTO owmnbou-
HbIX CUMBOJIOB Ha ThICAYY CUMBOJSIOB BBEAEHHOW MHpOpMaLMn (MNN Kak 3KBUBANEHTHbIN NPOLEHT Y1cria BBe-
AeHHbIX CUMBOMOB). B apyrux cny4aax TOYHOCTb MOXET BbITb 3a4aHa kak MakcuMarnbHO AoMYyCTUMOE Yucho
cnos (Unn apyrux Habopos CUMBOSOB, TakMX, HanpuUMep, kak HOMep KNNeHTa UnKu getanu), coaepalumx
Kakue-nnbo onbKy (B 04HOM U HECKOMBKUX CUMBOMaX).

KpuTepuu ypoBHel TOYHOCTU MHAEKCUPYIOLLEA MHPOPMAaLIMKN A0MKHbI ObITb peanMCTUYHBLIMK, C Y4ETOM
Ncnonb3oBaHHOro MeToaa cbopa 1 BBOAA UHAESKCUPYIOLLMX AaHHBIX, TUMUYHOW YacTOTbl Crly4YalHbIX OLIMBOK
npu paboTe nepcoHana, 3aHMMaloLLerocsl BBOAOM AiaHHbIX, U YATAEMOCTN UCXOAHOrO MaTepuana. YpoBHU TOY-
HOCTW MOTYT BapbUpoBaTbCA B 3aBUCUMOCTM OT TUMa UHAeKcUpyemon nHcdopmaumu.

B cnyvae, ecnu BLINONHAETCA pyYHas UM aBToMaTuyeckast MHaekcaums, A0IKHbI BbiTb cornacoBaHb! U
3a40KyMEHTUPOBaHbI YPOBHWU TOMHOCTU. [IO/DKHbI ObITh TakKe 3a40KyMeHTUPOBaH bl NpoLeaypbl MPOBEPKUN TOYU-
HOCTW MHAEeKcUpyloLen MHpopmMauun.

5.7 MNMpoueaypebl co3naHNUA 3aBePeHHbIX KONUM ANeKTPOHHON uHd¢gopmauum (authenticated output
procedures)

MoxeT BO3HUKHYTb HEOOXOANMOCTb NpPeACcTaBUTh BblAady U3 SNEKTPOHHBLIX CUCTEM XpaHeHUsl B Buae
ByMaXHbIX KonuiA NM6o B BUAE 3MEKTPOHHBIX 06 bEeKTOB Ha COOTBETCTBYIOLLMX HOCUTENSIX 4SS UCMONb30BaHUA B
KavyecTBe AOKYMEeHTanbHbIX gokasaTenbcTs. Kak npaBuno, Takme Konuu AOMKHbl ObiTb 3aBepeHbl B COOT-
BETCTBUW C YCTAHOBNEHHBIMU TPeBOBaHUAMUN Kak TOUYHbIE KON OpUrMHana, ¢ TeM 4Tobbl yMEeHbLUIUTL BeposT-
HOCTb UX HEMPUHATUS UMW OCNIAapUBaHUA.

CneayeT 3agoKyMeHTUpOBaTb Npoueaypbl CO3AaHUA KOMUN XpaHUMOW UHOpMaUUK, KOTOpble MOTyT
noHagobutbcst B KadecTBe [OOKYMEHTanbHbIX AoKasaTenbcTB. Takue npoueaypbl MOryT, Hanpumep,
npegycmaTtpuBaTh UCNOMb30BaHWe cTaHAAPTHLIX CPEACTB KONUPOBaHUS CUCTEMBI U CO3AaHNEe aBTOPU3OBaH-
HbIM NIULLOM MUCbMEHHOTO NOATBEPXKAEHNUA TOro, YTO NpoLecc KoNnMpoBaHus 6biN BEINOSTHEH KOPPeKTHO. B npo-
Lueaypax MoxeT BbITb ykasaHo, kak BNocneacTsuu cnegyet obpawartbes ¢ 3Tumm konusmu. Mpoueaypbl MOryT
cchblnaThCs Ha KOHTpOoNbHYLO MHdopMauuio (audit trail data) ana noaTBepKAEHUA NPOLECCOB, NPOUCXOANBLLMX
BO BPEMSI KOMUPOBaHUS.

Ecnun 6ymakHas Konusi co3faeTcs kak YacTb Bblgayu, To npoueaypbl AOMDKHbI BKOYaTh B cebs nognuca-
HMe KoMK YNOMHOMOYEHHbIM MTMLOM UIN HYI0 NpoLeaypy NoATBepXAeHUS TOUHOCTU KONUM.

Ba)kHO 0co3HaTb XapakTep 1 MaclTabbl BCEX M3MEHEH W, BHOCUMBIX CpeACcTBaMn U3BNEYEHNs, 1 OLe-
HWUTb UX 3Ha4YeHue. To, YTo NpremnemMo NPU 0BLIYHOM NPUMEHEHUMN, MOXKET OKa3aTbCs HEeNPUEMNEMbIM B UHbIX
obcToaTenbCTBaxX, Korga Bblgadvy M3 cucTeMbl TpebyeTcs MCnonb3oBaThb B KayecTBe AoKasaTesbCTs,
Hanpumep:

- yepHo-6enoe oToGpaxeHne LBETHOro rpacundeckoro obpasa MoxeT OblTb NPUEMAEMO B CUTYaLUSX,
Korga LBeT He MMeeT 3HaYeHUs1, 0AHaKO B MHBIX 06CTOATENbCTBAX LIBET MOXET MUMETb KITIOUYEBOE 3HaYeHue, UTo
noTpebyeT NPUMEeHEHUs1 UHBIX CPeACTB OTOBPaXKeHWs;

- NpocMoTp rpaduyeckoro obpasa B 6oree HU3KOM paspeLUeHnm, YeM UCNONb30BaHHOE NPU CKaHUPOBa-
HUN OPUTMHANbHEIX BYMaKHBIX OKYMEHTOB, MOXET ObiTb MPMEMEMbIM Npu NoBceaHeBHOW paboTe, ogHaKo
MerkKue geTanu, KoTopble Npu 3TOM TePSAIOTCH, MOTYT BbITb BaXKHbI, KOrga, Hanpumep, OHU MOTYT UMETb 3HaYe-
Hue ans cyaebHOoM 3KCnepTuabl;

- B CryYae OTCYTCTBUSI TOYHOMO COOTBETCTBUA MeXAy paspelleHneM OTCKaHMPOBAHHOMO rpacduyeckoro
obpasa 1 paspeLleHneM yCTPOoINCTBa 0TOBpaKeHNs BO3MOXHA NoTeps TOYHOCTU Nepefayun pasmepoB y BOC-
npouaBeaeHHoro rpadguyeckoro obpasa;

- eCIu coXpaHeHHbI a1 AaHHBIX ANA TPOCMOoTpa UK nevaTn obblivHo Nnpeobpa3syeTcs B Apyrown dop-
mar, To nHcpopmaLmsa MoxeT BbITb MOTepsiHa UK NpegcTasneHa B MHOW hopme B CBA3U € NoTepen AeTanein u
pasnuunsaMU B pacroriokeHn 3nemMeHToB (layout). OTW pasnnyuus MoryT okasaTbCsl HenpueMnembiMu Ans
Lenein packpblTusi/npeacTaBneHus UHopMaUni, U B 3TUX CryYyasx MoryT noHagobutbca nHble cpeacTBa
BbIBOAA, He TpebyloLine NpoBedeHNs KOHBEPCUM.

16



FOCT P 54471—2011/ISO/TR 15801:2009

Ecnu cpeacTBa cucTeMbl, UCTIOfNb3yeMble A1 M3BfiedeHus1, nokasa u/unm nevatu xpaHsauienca uHdgop-
maLmu, He noaaepXusatoT opMmaTupoBaHve opuriuHana (Hanpumep, WpUgTLI, paséueHne Ha CTpaHuLbl), TO
cneflyeT cornacoBath U 3a10KyMEHTUPOBATL XapaKTe pUCTUKA BbIBOAUMOI MHbopMaLImMu.

5.8 MNepepaya ¢painnos

5.8.1 BHyTpucucteMHas nepeaaya ¢ainnos gaHHbIX

5.8.1.1 O6Lue nonoXxeHua

BHyTpucuctemHom (intra-system) asnsetcsanepepaya pannos, Nnponcxoasilas BHyTPU CUCTEMBI, B COOT-
BeTCTBUM ¢ 6.2. MpuMepammn BHyTpUCUCTEMHOM Nepeaayn hannos ABNATCA:

- Nepeaava rno nokansHoM ceTu;

- NepemelLeH1e MeXAY KOHTPOIMPYEMBIMU CUCTEMON NOACUCTEMaMU XpaHEHUs1, Hanpumep, B uepapxu-
YeckoW cucTeme ynpaBneHusi XpaHeHUEM AaHHBIX UU MEXAY KALL-NaMSATbIO U MarHUTHBIM JUCKOM;

- Nepedava Mexay nogcuctemMamu XxpaHeHuUs Noa KOHTponem onepaTopa.

Mpw Takol nepeaaye Kak aNeKTPOHHLIE, Tak U PyYHbIe NpoLeaypbl HAX0AATCA Mo KOHTPONEM opraHu-
3auun.

CnepyeT BHeOpsATb npouedypbl UM npoueccel, obecneunBalowme OTCYTCTBUME KOMNpoMeTauun
LeNoCTHOCTN NepegaBaeMbIX BHYTPU cucTembl haiinos.

Mepenava caiinos c 04HOro YCTPOUCTBA Ha ApYroe A0MMKHA KOHTPONMPOBaTLCA NPUKNAAHLIM Nporpam-
MHbIM 06ecneveHneM.

Ecnn HeobxoauMMbl gononHuTenbHble Mepbl 6e3onacHocTU, cneayeT pacCcMOTpeTb BO3MOXHOCTb
UCMOSb30BaHMWS 3NEKTPOHHBIX LM POBBIX NOANUCEN.

M pumeyaHne— TpebGoBaHMA HACTOAWETO NOAPA3AENa He PACcNPOCTPAHAIOTCA Ha MUrpaumio hannos, NP Ko-
TOpOW TMN HocuTensA n/unu dopmar danna gaHHbIX MOTYT U3MEHATBLCA NO NPUYMHAM, OBYCNOBNEHHBIM TEXHONOIMEN MUT-
pauum (cm. 6.10).

5.8.1.2 lNepepnaya no nokanbHoOM ceTu

B HekoTopbIX NpunoxeHuax cannbl MoryT GbiTb nNepedaHbl NOA KOHTPOMeM onepatopa € O4HOro
YCTPOMCTBA XpaHEHUs! Ha Apyroe ¢ NOMOLLBIO NOKaNbHON CeTN B COOTBETCTBUMU € 6.2. lTokanbHble ceTu MoryT
BKMtoYaTh B cebA coeAuMHeHWA Mexay yAaneHHbIMW MYHKTaMU € WUCMOMb3OBaHWEM Ha3eMHbIX NUHWUA
(fixedlines).

Ecnu cpannbl nepefatoTcsa yepes nokarbHYyo ceTb, TO criedyeT BHeApATb npoueaypbl U npouecchl, obec-
neynBaroLLme OTCYyTCTBUE KOMNPOMETaLun LenocTHOCTU NepeaaBaemMbix hannos.

Ecnu dainbl nepegatotcst Mexay yaaneHHbIMA MyHKTaMuy Mo HazeMHbIM (Harnpumep, apeHA0BaHHbIM)
NUHWAM CBSI3W, TO cneayeT BHeAPATL NpoLeaypbl M npouecchl, 06ecneumsaroLme oTCyTCTBUME KOMNPOMETaLUA
LenocTHOCTU NepeaaBaembIx painos.

5.8.2 lMepepnava ¢dannoB BO BHELLHMUE CUCTEMBI

B HacTosLweM NyHKTe peyb uaeT o channax, nepegasaemblX Mexay ByMst CACTEMaMU C UCNONb30OBaHUEM
BHEeLWHUX (rno6anbHbIX) KOMMYHUKALUOHHBIX CUCTEM. Takne cCUCTEMBI SIBMNSOTCS BHELLIHUMUN MO OTHOLLEHUIO K
cucTemMe, onvcaHHoun B pasgene 6. OTnpasnsaoLwas v nonyyarollas cucTeMbl yaaneHsl Apyr oT apyra v MoryT
npuHagnexaTb Kak TOMXe, Tak 1 pasnuyHblM opraHnsaumam; B ntobom cryyae ycnyru no nepegade npegocras-
nsieT gpyrasi CTopoHa.

KomMMyHUKaLMOHHasa cucTema MOXeT UCNONb30BaTh kak nepeaady B peXXnme pearibHOro BpeMeHu, Tak 1
OTNOXEHHYI0 Nepedady (coxpaHeHWe 1 nocneaytollas nepecoisika), Kak 3To MPOUCXOAUT B CUCTEMaX 3MeKT-
POHHOM MOYTHI.

B HacToswem cTaHgapTe paccMaTpyuBaeTCs LeNOCTHOCTb 3N1eKTPOHHBLIX 06 beKTOB, NepeaaBaeMbIX Apy-
roi CTOPOHE, a TakKe LIeNTOCTHOCTb 3NEKTPOHHBLIX 06 HEKTOB, NoNyvYaeMbIX OT ApPYroi CTOPoHLI. B HacTosiwem
CcTaHAapTe BOMPOCHI, CBA3aHHbIE C OKa3aHWeM YCIyr o nepegade, npsiMo He paccmatpusatotcs. Cnegys Tpe-
60BaHMAM HacCTOsILLEro cTaH4apTa, NoNb3oBaTeNu MOryT NokasaTh, YTO KOMUst 3NeKTPoHHOro obbekTa, nepe-
AaHHOTO B HEKOTOPLIN NPeALLECTBYOLMA MOMEHT BpeMEeHW ApYroi cTopoHe, He Bbina ¢ Tex Nop naMeHeHa n
yTO (hann, NoAyYEHHbIN B HEKOTOPLIA NPeALLECTBYOLWNA MOMEHT BPEMEHM OT APYroi CTOPOHbI, C MOMEHTa
nony4eHns He BbinT U3MEHeH.

Mepenaya channos ¢ 0AHOro YCTPOUCTBA Ha ApYroe A0MKHa KOHTPONMpoBaTbhCs MPUKNagHbIM Nporpam-
MHbIM 0becneveHnem.

Ecnu gpyroi ctopoHe nepegaeTcs konusa dpaina, To McxodH bl daiin aormkeH 6bITb COXpaHeH B CUCTEME.

[ata n Bpems Bcex nepeday annoB AOMKHbI COXPaHATLCS B COCTaBe KOHTPOIbHON MHpopmaunn
(audittrail).

Ecnv dannnonydveH oT Apyro CTOPOHbLI NOCpeACTBOM Nepefadu, To ero criefyeT CoOXpaHuTb B CUCTEME.

[arta n Bpems nonyyeHns nobbix hainos OIMKHBI COXPaHATLCSA B COCTaBe KOHTPOIbHON MHpopMaunn
(audittrail).
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Pasnuuua mexay nepegaHHbeIMA 1 NonyveHHbIMY hainamn MoryT GbiTb BbI3BaHbl OLLIMGKaMK Npu nepe-
Aade Unu npegHaMmepeHHbIM U3SMeHeH1eM 0gHOro U3 3Tux annos. To, YTO NOCNAaHHBIA U NOMNyYeHHbI caitsb
cofepxaT MaeHTUYHble JaHHble, 4OKa3biBAETCS TakK XKe, Kak IKBUBANEHTHOCTb MobbiX ABYX konwiA. MepBooye-
pegHasi noTpebHOCTb 3akntoyaeTcs B TOM, 4TODObI NokasaTb, Kakoh halin aBnaeTcs NepBOUMCTOMHUMKOM, a
Kakoln — Komnuew, T. e. kakol 13 channos Obin cozaaH nepsbiM. B psige cnyyaes aToT BONPOC MOXeT 6bITb peLleH
nyTem COMocTaBrieHUs BpeMeHn coxpaHeHus dannos. Ecnu yackl cMCTeMbl TOYHBI (y4UTbIBasA pasnuunsi B
YacoBbIX Nosicax), NOyYeHHbIN ann JomkeH 6bin 6bITb coxpaHeH B 6onee No3gHWIA MOMEHT BpEMEHU MO
CpaBHEeHWo ¢ nepegasaBLIMMcs dannom. Takum o6pas3om, yCTaHOBIEeHNEe NEPBONCTOYHMKA CBOAUTCA K CMo-
coBHOCTUN foKa3aTb HaAEeXHOCTb U TOYHOCTL onpedeneHunsi BpeMeHun AByX COObITUNA.

OnekTpoHHbIe/LndpoBblie NoANUCH, HanpuMmep, MOryT ObiTb UCMOMb30BaHbI AN NOATBEPXKAEHUSA TOro,
YTO NOAMUCAHHBIN 3MEKTPOHHON/LUNPOBON NOAMUCHI0 AOKYMEHT SBNSAETCA TOMHO TakuM Xe, Kakum OH 6bin
oTMpaBrieH, a Takke ANSA yOOCTOBEPEHNS IMYHOCTU OTNpaBuUTens. Takoe noAaTBepXXAeHUEe NIMYHOCTU MOXET
6bITb CKOMNPOMETUPOBAHO B Cllyyae, ecnu nepBoHayanbHbl cepTUukaT ctTan HeaeNCTBUTENBHBIM U YXXe He
nogaepXuBaeTca yaocToBepaAwLWwnM LieHTpoM. Ecnv cepTudounkat anektpoHHoW/ undpoBoi noanucu 6onee He
OOCTYMNeH Ui CPOoK ero AeNCTBUS NCTEK, TO 3N1eKTPOoHHas LdpoBas NoAnnch NO3BOSIUT TONBKO y3HaTb, Obin nin
AOKYMeHT MoanuLnpoBaH ¢ MOMeHTa NoAnucaHus.

M3 coobpaxeHuin 6e3onacHoOCT U N0 NHLIM NPUYMHAM MOTYT BbITb peannaoBaHbl AONOSIHUTENbHBIE NPO-
ueaypsbl (BbIXogsiLLMe 3a paMKi paccmaTpuBaeMblX B HACTOSILLIEM CTaHAapTe), Hanpumep, Ans NnpeaoTepalle-
HWNS HeCaHKLMOHUPOBAHHOMO PacKpbITUA coaepXkallencs B chaitne nHpopmaunn.

Ecnu BaxkHO MMeTb BO3SMOXHOCTb AoKa3aTb hakT AocTaBku chaiina, To oTnpasuTenbs MoXxeT notpebo-
BaTb, 4TOObI NpUHUMatOLWas cnucTema nepegarna oTnpaBATeNo NOATBEPXKAEHNE AOCTaBKW, KOTOpPOe AOMKHO
BKkNtouaTh B ceba ngeHTudmkaTop nepegaqn 1 4aty 1 Bpems 4OCTaBKW.

Ecnuv aTv npoLieaypbl BEINOMHSIOTCS, TO CHUKAETCA PUCK TOTO, 4To dhaiin Obin uameHeH unu 6bin nocnaH
He yKasaHHbIM OTNpaBuTenem, a MHbIM FIULLIOM.

CnegyeT Takke OLEHUTb YpoBeHb pucka 6e3onacHoCcTi Npu BHeLWHeW nepeaayn ¢ainos, ¢ Tem 4Tobbl
obecneunTb cooTBeTCTBME TPeBOoBaHUAM NONUTUKA MHpOpMaUMOHHOM 6e3onacHOCTHU.

5.9 CoxpaHeHue 6yMaxHbIx goKymeHTOB (document retention)

Ecnu 6ymaikHble 4OKYMEHTbl CKaHUPYOTCS U MPWY 3TOM NONUTUKA B 06nacTu ynpasneHua OKYMeHTaMun n
nHpopMaLmeln ycTaHaBnMBaeT, YTo O6OLIMM MPaBUIOM AIBRSieTCA nocrneayiollee yHUUTOXeHne 6ymaxkHbIX
JOKYMEHTOB JaHHOTO B1Aa, TO BO3MOXHbBI CIlydau, Npu KOTOPLIX criedyeT caenaTb UCKITIOYEHUE N COXPaHUTb
ByMaxHbIA goKyMeHT. CriefyeT OTMEeTUTb, YTO B Cllydae COXpaHeHUst KOPUrMHansHOro» 6yMaskHoro JoKyMeH-
Ta MOXeT MoHagobUTLCA MONYYUTb K HEMY AOCTYN C Lenbio NoATBEPKAEHUSA ayTEeHTUYHOCTU 3NEKTPOHHOMN
«KOMUUY.

CrnienyeT 3a0KyMeHTUPOBaTb Npoueaypbl, MASHTUhULMPYIOLLIUE KOHKPETHBIE ByMaXKHbIEe AOKYMEHTHI,
KOTOopble He0OX0AMMO COXPaHUTb.

B uncno obcTosaTenbCTB, NPU KOTOPBLIX MOXET NOTpeboBaThCsl COXpaHUTbL BYMaXKHbI AOKYMEHT, BXOAAT
cnepyowme obcToATeNbCTBA:

- HA3KOE Ka4yecTBO ByMaXXHOro JIOKYMEHTa, U3-3a Yero HEBO3MOXXHO MOSy4nTb ero pasbopumnebii rpacu-
yeckuit 0bpas;

- He06XOAUMOCTb CHU3UTb PUCK BbITb 0GBUHEHHBIM B TOM, UTO rpaduyeckunin o6pas Gbin yMbILWIeHHO cae-
naH Hepa36opunebiM. CoxpaHeHue GyMakHOro OKyMeHTa No3BoMsieT Takke U3bexatb pucka oTkasa B npue-
Me rpachudyeckoro obpasa B KayecTBe foKasaTeNnbCTBa Ha TOM OCHOBAHWUMU, YTO OH He ABNAETCA TOYHOM Konnen
6yMaXXHOro IOKYMEeHTa;

- BBUAY HU3KOrO KAYECTBO OPUrMHANbLHOro 6yMaXkHOro JoKyMeHTa CoXpaHAeTCA 3anncka, KOHCTaTUpyo-
LWas AaHHbIA akT U AeTanbHO OnUCkIBatoLLas U AOKYMEHTUPYIOLLAsA NIOX0 BUAUMYO UHdopmaLmio Bo U3be-
XaHwue ee yTpaThl;

- BymMaxHbIA JOKYMEHT coaepxuT dusnyeckue (MexaHudeckue) nonpasku U Nnog4UCTkM (Hanpumep, ¢
NMOMOLLbIO KOPPEKTYPHBIX XKUAKOCTEN M KOPPEKLUMNOHHBIX NEHT ) nnu comsudeckne aHHoTaunm (Hanpumep, Ha cTu-
Kepax), KoTopble CMOXHO MAEHTUDULMPOBATbL B OTCKAHUPOBaHHOM rpachndeckom obpase;

- B BymaxxHoM oKyMeHTe umetoTcs pusmueckue (MexaHnyeckue) nonpaski M NoAYUCTKA 1 busndeckue
aHHOTaLWN, U CYUTaeTCA AOCTaTOMHBIM CO3AaTh OTAENbHBIA JOKYMEHT, coaepxalini nogpobHble cBegeHus o
TOM, 4YTO NpeacTaBnsAnM coboi aTu nonpasku, NOAYUCTKA U aHHOTauuu;

- BbIABNIEHO MOLLIEHHUYeCTBO NBo HayaTo Unu oxuaaeTcs cyaebHoe pasbupaTenbCTBO UK paccrneno-
BaHWe, K KOTOPLIM UMEET OTHOLLIEHUE KOHKPETHBIA BYMaXHbIA IOKYMEHT;

- ByMmaxHbll AOKYMEHT MMeeT OOorbluylo LEHHOCTb, Hanpumep, NOANUCaHHBIA OPUrMHaIT KPYMHOro
KOHTpakTa.
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CnepyeT 3a40KyMEHTMPOBATL NPOLEAYPbI BbIABNEHUA UHopMaLmm, oTHocsLLencs K oBHapy>KeHHOMY
MOLUEHHNYeCTBY NGO K HAYaToOMy UK OXuaaemMoMmy cyaebHomy pasbupaTtenbCcTBy UMM paccnefoBaHuio.
Takue npoLeypbl AOIKHbI BKIOYATL B ce6 NPUOCTaHOBNEHNE UCMIOMHEHNS MONIUTUKN YHAMTOXEHNA ByMax-
HbIX JOKYMEHTOB B OTHOLLEH W 3TON NHpopMaLU.

5.10 OGecneyeHue gonroBpeMeHHOW coxpaHHOCTU UHOpMaLUn

CnregayeT 3a0KyMeHTUMpOBaTbL NnpoLieaypbl o6ecneyeHUa 40NroBPEMEHHON COXPaHHOCTM MHpopMaumn.
Takue npoueaypbl ACMKHbI yYUTbIBATE TPEGYEMble CPOKN XpaHEHUS U OXXKnaaeMblii CPOK CITy>KObl CUCTEM Xpa-
HeHWs AaHHbIX. Ecnv cpok XpaHeHUs NpeBsbiWaeT oXugaeMblid CPOK CYLLECTBOBAHUSA CUCTEM XpaHEeHUA AaH-
HblX, TO Heo6Xx0OAMMO 3aA40KYMEHTMPOBaTb MnaHbl MWUrpauMuM B HOBble cucTembl (cMm. Takke 6.10).
HononHutenbHyo nHdopmauuto cum. B ISO/TR 18492.

5.11 YHuutOXeHUe uHcpopmaumm

Mpoueaypbl YHUUTOXEHUA UMK yaaneHns nHgpopMaumn No UCTEHEHUN CpoKa XpaHEeHUst AOMKHBI ObiTb
3a0KyMeHTUpPOBaHbI.

OTunpoueaypbl A0MKHBI BKIHOYaTh B ce6a Mepbl 6e30nacHOCTU, COOTBETCTBYIOLUE CTENEeHU KoHuaeH-
UnanbHOCTU YHUYTOXaeMon MHpopmaunn.

BymaxkHble AOKYMEHTbI He A0KHbI YHUHYTOXATLCA A0 TeX nop, noka ux rpacduyeckue obpasel He 6yayT
yCreLHo 3anucaHbl Ha YCTPOWCTBa XPaHeHUA U He 3aBepluaTca COOTBETCTBYIOLME MpoLeaypbl PE3epBHOTO
konuposaHua™.

5.12 Pe3epBHOe KONUPOBaHWe U BOCCTAHOBMEHUEe CUCTEMbI

CreayeT BHeapuTb adbdekTUBHBIE NpoLieaypLl pe3epBHOro KonuposaHusa (haiinos, npegycmaTpusato-
LWne cozgaHue no kpaHe Mmepe ABYX akTyanbHbIX KOMWIA ANA UCNOSb30BaHUA B CITydae yTpaThbl Unn nospexae-
HWs Bcel paboyeli konuu aaHHbIX (livedata) unu ee YyacTu. KpariHe BakHO, YTOBLI pe3epBHbLIe KOoNuMU BKIoYanne
cebs 1 BCIO B3aMMOCBSI3aHH Y0 MHdopMaLmio (Hanpumep, MHaekcHble dhaiibl, KOHTPOrbHYI uHgopmaLuio), ¢
TeM 4Tobbl B criydae MOMHON yTpaThl MCXOOHOW CUCTEMBI MOXHO BbINI0 BOCCO3AaTh 3aHOBO 3aKOHYEHHYI0
cucTemy.

Takue npouedypbl QOMKHBI NpegycMaTpuBaTh 3alueHHoe yaaneHHoe XpaHeHue 3TUX pe3epBHbIX
KOMWIA.

Mpoueaypbl BOCCTAHOBEHNSI CUCTEMBI Takke HEOBX0AMMO 3a0KYMEHTMPOBaTb, € TeM 4TO6LI Npoae-
MOHCTPMPOBATb, YTO 3TV NPOLEAypPbl KOHTPOIMPYIOTCA Y NPOBEPAIOTCH HA HAAEXHOCTb.

Bonpockl, cBsizaHHbIe ¢ 6e30MacHOCTBI0 Pe3epPBHBIX KOMUIA, MOTYT BbITh BayKHBI B Criydae cropa no noBo-
Ay ayTEHTUYHOCTU. BO3MOXHbBI 06BUHEHUS B TOM, UTO pe3epBHbIE HOCUTE NN UHOpMaLMK Bbinn CKOMAPOMETU-
pOBaHbl, @ BNOCNeACTBUN UCMOMNb30BaHbl A1 BOCCTAaHOBEHUA NOcre notepu MHopMaunm, NOBAUSIB TakUM
06pa3om Ha ayTEeHTUYHOCTb XpaHUMON MHopMaLmnn. B HEKOTOPLIX Crydasx Hanuyue 3alueHHbIX XpaHs-
LMXCS pe3epBHBIX KOMWA, NpegHasHavyeHHbIX 418 UCMOoMb30BaHUA TOMbKO B ciyyae ocrnaprBaHns ayTeHTuy-
HOCTW paboumnx AaHHbIX, MOXET 06ecneunTb BO3MOXKHOCTb A0Ka3aTb ayTEHTUYHOCTb XPaHUMO MHopMaLnK.

Mmerowmecs B cucteme cpeacTsa AOMKHbI NoAAepKBaTh BO3MOXHOCTbL NEPUOANYECKOro NpoBedeHnst
pe3epBHOro KONMPOBaHWS U NMPOBEPKU BceX (haitfioB 1 CBA3aHHON C HUMU MHGpOpMaLIMK, BKITHOYas KOHTPOSbHYHO
nHdpopmaumio (audit trails).

CBepaeHusi 060 Bcex Npobremax, BOSHUKaOLLMX NPU BbIMOIHEHNW NPoLeAypbl, AOMMKHbI COXpaHATLCS B
cocTaBe CUCTEMHON KOHTPOMbHOWN MHPOpMaLm 060 Bcex onepaunsix pe3epBHOro KOMMPoBaHNS.

Ecnnctpyktypa hainnos, CoxpaHsieMblX Ha pe3epBHON KONUW, OTINYaeTCs OT CTPYKTYPbl OPUrMHANoB, TO
CTPYKTYpa halinoB pe3epBHON KONUK AOMMKHa ObiTb NoApobHO onncaHa B pykoBOACTBE Mo cucteme (systems
description manual).

KoHTponbHas uHopmaLumst 4oMKHa BkovaTh B cebs nogpobHble ceeaeHust 060 Bcex onepauusix no
BOCCTaHOBMEHWI0 halinos., a Takke cBegeHus 060 Bcex npobreMax, BO3HWUKLLINX BO BPEMSI BbINOMHEHWS npoLie-
AYyp BOCCTaHOBIEHWNSI C pe3epBHbIX KOMWUNA.

CnegayeT 3afoKyMeHTUpoBaTh NpoLeaypbl MPoOBEPKM TOr0, YTO LieNTocTHOCTb thalinos He Bbina ckomnpo-
MeTMpOoBaHa B pe3ynbTaTe BOCCTAHOBMEHWSA C pe3epBHbIX KOMUIA.

B cnyyae, ecnu pesepBHble KOMUU UCTIONb3YIOTCA ANs BOCCTaHOBNEHUs nocne cbos cucTeMsl, npoLeay-
pbl crieayeT 3a40KyMeHTUpoBaTh 4N obecneyeHns Toro, 4Tobbl LenocTHOCTL (halinoB He Gblna cCKoMMIpoMeTH-
poBaHa.

1
) Peub UET 0 AOKYMEHTAX C €LLE HE MCTEKWNMM CPOKaMM XPaHEHHs!, ByMaXHbIE OpUIHAMBI KOTOPbIX AonycKaeTcs
3aMEHATb 3MEeKTPOHHBIMU KOMUSIMMU.
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Hocutenu nxdopmaLnmn, ncnonsbayemele 4N XpaHeHUs pe3epBHLIX Konuia, He oBs3aTensHo NnoaxoaaT
ANsA NOCTOAHHOTO XpaHeHus. MocTaBWMKM HocuTenel MHbopMaLmn o6bIYHO NPeaoCcTaBnsalT cBeASHUA O
peKoMeHayeMmoli YacToTe TeCTUPOBaHUA HocuTenei. Ecnim Takoli KOHKPETHOW UHGOPMALIAN He UMEETCA, TO B
KayecTBe anbTepHaTWBbI pekoMeHAauuu ofbliero nnaHa 4acTo MOXHO HalTWU B HaLMOHambHbLIX UMW
MeXOyHapoaHbIX CTaHdapTax.

TecTupoBaHWe HocuTenei MHopMaLLMM Ha OAHOM 1 TOM e 06opYAOBaHUN He rapaHTUPYeT TOro, YTo
HOCUTENW MOXHO ByaeT NpoYMTaTh Ha OPYriMX YCTPOWCTBaxX (Aaxe TOro e NocTaBlMKa U TOM Xe Moaenu).
PesepBHble Konun He ByayT MMeTb LieHHOCTY B criyyae, ecnv 6yaeT yTpadeHo To eauHCTBeHHoe obopyaosa-
HW1e, KOTopoe CNocoGHO X NpoYUTaTb.

Hocutenu uHdopmalmm, ucnonbsyemble A58 XpaHeHUs pesepBHbIX KONWit, crneayeT peryrnsipHo TecTupo-
BaTb, UCMONb3Ys A X YTEHNA pasnyHoe obopyaoBaHue.

5.13 TexHuueckasa noapepkka (maintenance) cucrembl

5.13.1 OGLme nonoxeHun

[loBepeHHas cuctema yrnpasneHUst GOKYMeHTaMu U uHdopMaumen ofmkHa NoaaepXKUBaTbCA, U TEXHU-
Yyeckasi Nogaepxka, CBsIsaHHan ¢ yCTpaHeHUsl Henosladok, A0PKHA BbINOMHATLCA TONbKO KBanuuumpoBaH-
HbIM MepcoHanoM BoO M3bexaHuWe Takoro yxyaleHusi paboTocnocobHOCTU cUCTEMbl, KOTOpOe MOrNo Obl
MOBIMUSATL Ha LIeNTOCTHOCTb CO34aHHbIX, BBEAEHHbIX UM COXPaHEHHbIX B CUCTEMe OaHHbBIX.

Hanpumep, Ans cucteM ckaHMpoBaHusi ByMakHbIX JOKYMEHTOB 0coboe 3HauyeHue UMeeT TexXHU4eckas
noaaepKKa B COOTBETCTBUM CO cneuvdukaumsamn nocTasLLMKa AN NoAnepKaHUA KavyecTBa NoyYaeMblX rpa-
dnyecknx obpaszos.

MpodmnakTudeckoe o6cnykMBaHUe AOIMKHO NPOBOAUTLCS PErysipHO B COOTBETCTBUN C pekoMeHaaLms-
MU NOCTaBLUMKa.

Mpoueaypsl, ucnonbsyemele 4 npodunakTnieckoro obcnyxmsaHns, A0MmMKHbI ObITb 3a40KyMEHTUPO-
BaHbl.

OTK nNpoueaypbl MOTYT BbIMOMHATLCS onepaTopaMmyi CUCTEMbI U NEPCOHANOM cneLuanM3npoBaHHoON
Cry>0bl.

CneayeT BeCTU XXypHan TexHudeckoro obcnyxusaHus (maintenance log), B koTopoM hukcupyoTca npo-
BeAeHHble NpodnnakTuieckie n KOppeKTUpYHoLLMe npoLeaypbl TEXHUYECKOro 06CnyXusaHus.

CnepnyeT 3a40KyMeHTUpOBaTb Mpoueaypbl KOHTPONS 3a UCTONb3oBaHWEM 06opyaoBaHUS U/unu npo-
rpammHoro obecrneyeHnsa AnNa TEXHUYECKOro 0BCnyXMBaHUA CUCTEMBI, KOTOpbIE CMOCOBHLI 06OATN Mepbl 1
cpeacTBa CUCTEMBI MO KOHTPOSIO 1 YNpasneHuo 4ocTynom. [locTyn K Takum MHCTPYMeHTaM U cpeacTeam 4on-
JKEH CTPOro KOHTPONIMPOBATLCA N OTCNEXUBATLCA.

MHdopmaLnio 0 BpeMeHU NPOCTos cUCTeMbI U NoapobHble cBeAeHUA 0 NPUHATBIX Mepax crneayeT oukcu-
poBaTb B XKypHarne TeXHUIeCcKoro 06cnyXnsaHus.

5.13.2 CucTteMbl cCKaHUPOBaHUA

Ecnu peannsoBaHo ckaHWpoBaHue BymMaXHbIX AOKYMEHTOB, TO Mpoueaypbl, onucaHHble B pasgene,
NOCBSILLEHHOM KOHTPOMIO Ka4yecTBa (CM. 5.4.6), A0MKHBI UCNONb30BAaTLCA AN NPOBEPKM TOTO, YTO NO 3aBepLue-
HWUUW NpoLeayp TeXHUYECKoro obcnyXMBaHNA cKaHUpyoLWasa cucTeMa NpoAc/KMT obecnevnBaTb Tpebyemoe
KayecTBO rpadunyeckux o6pasos.

BrnocneacTteun pe3ynbTaTbl TECTUPOBaHUA ByayT CRYXUTb ANS NOATBEPXKASHUA TOro, UTo rpadudeckue
06pasbl NIOXOro kayecTsa He 6binu pe3ynbTaToM HeMcnpaBHOCTU cucTemel. B cnydae kakoro-nnbo yxyauue-
HWS1 KayecTBa nosydaemblx rpacdpudecknx obpasos HeobXoaNMMO NPOBECTU COOTBETCTBYIOLLEE KOPPEKTUPYIO-
Liee TeXHUYEckoe obcnyxusaHue.

5.14 BezonacHOCTb U 3aliuUTa

5.14.1 Mpoueaypbl o6ecneveHnn 6ezonacHoCTU

CnegayeT BHeApsITb NPUMEHUMBIE K OpraHnu3aumu 1 Lenesoit 3agave ykasaHusa no 6esonacHocTu. Takue
yKazaHua MOTyT, Hanpumep, UMeTbCA B NOMUTUKE W NPaKTUKe KOMNaHWU, OTpacneBblX pykoBoAcTBax (Hanpu-
mep, anst hHaHCOBOM OTPACMW UMW 3APaBOOXPaHEHUsT), HAUMOHANbHBLIX U MeXAyHapoAHbIX CTaHAapTaxX M B
BMAE 3aKoHOAaTeNbHO-HOPMaTMUBHBIX TpeGoBaHWUNA.

B oTCYyTCTBME BHYTPEHHUX PYKOBOACTB BCECTOPOHHUE yKasaHus no 6e3onacHocTy, paspaboTaHHble ¢
Lienblo yAOBNeTBOPEHUSA NOTpeBHOCTEN opraHn3aummn, MoXHO HauT1 B UMetoLwmMxcs nybnukaumsax. 3m ykasa-
HUSA Mo 6e30NacHOCTU MOTYT MOCYXXUTb aAeKBaTHOW OCHOBOWN ANSA pa3paboTki pyKOBOACTB, COOTBETCTBYHOLLMX
TpeGoBaHNAM OpraHvu3aLuM. HekoTopble opraHuM3auMyM MOryT pacCcMOTPEeTb BO3MOXHOCTb MCMOMb30BaHUA
BHELUHUX aKkKkpeauToBaHHbIX cxeM obecnevyeHns 6e30nacHOCTM B kKa4ecTBe AONONHUTENBHOIO NoATBEpPXKAe-
HWS COOTBETCTBUSA CBOEN MONUTUKE B 061acT 6e30nacHOCTU.

Mpoueaypsl, peanusoBaHHbIe B COOTBETCTBWU C MONMTUKON MHOpMaLMOoHHOM 6e30nacHOCTU opraHuaa-
LMW, AOSDKHbI ObITb 3240KYMEHTUPOBAHbI.
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Ana ynpaeBneHus AOCTYNOM K pasfiMYHbBIM YPOBHAM CUCTEMBI (Hanpumep, cpeAcTBa ynpasneHus,
cpeAcTBa BBOAA AaHHBIX U U3BJieYeHUs uHdopmaummn) cnegyeT BHEAPUTb 3aLLULLIEHHYIO CUCTEMY YNpaBneHns
[OCTYMNOM.

Pa3meuieHve u cpega pyHKUMOHMPOBaHUA ANA AOBEPEHHOW CUCTEMbI ynpaBfieHUa AoKyMeHTamu u
nHdopmaumeit, a Takke XpaHeHUs, MapkupoBkn, 06paboTkn, NnepeBo3ku 1 obcnykuBaHUA Hocutenen MHop-
MaLuMu JOMKHBI COOTBETCTBOBATH PEKOMEeHAALUMAM NOCTaBLUKOB U/UM COOTBETCTBYHOWUM HaUNOHaNbHLIM
1Ny MexxgyHapogHeiM cTaHaapTaMm.

LleHTpanbHas yacTb cucTeMbl (BKITtovas ¢ainosble cepeepbl, NOACUCTEMBI XpPAHEHUA U T. A.) A0MKHA
6bITb pasmellieHa B 3alMLLeHHBIX 30HaxX (B COOTBETCTBUM € NpoLedypamu obecneveHua 6e30nacHOCTUB opra-
HU3aLMKN) C AOKYMEHTUPOBAHHBIM OrpaHUYEeHHBLIM JOCTYMNOM.

5.14.2 Kmwuu wudpoBaHusa

Ana ynyyweHunsa 6e30nacHOCTU U LIeNOCTHOCTU XpaHUMbIX AaHHBIX MOTYT BbITb UCMONb30BaHbI TEXHONO-
run wndpoBaHna. DNEKTPOHHLIN haiin MoxeT ObiTb 3aWndpPoBaH LEenNMKoOM, YToDbl coaepxawlasncs B HeM
nHdopmaumsa He morna 6bITb U3BneveHa 6e3 UcNonNb3oBaHWA knova WwudgposaHus. Tema WU POBaHNA CNOX-
Ha 1 noaBepXXeHa NMOCTOSIHHBIM M3MeHeHuAM. 3a NoapobHLIMU CBeAeHUSIMA NOMb30BaTENAM HACTOSALEro
cTaHfaapTa cneayeT obpaluaTtbes K aBTOPUTETHBIM NyOMKauuamM no 3ToMy BOMpocy.

Mpu ANUTENbHOM XpaHeHUn UCToNb3oBaHWe WKdpPoBaHUA MOXeT cozaaTb Npobrembl, 0CobeHHo ecnn
KITioun u/unn cepTudmkaThbl MO KAaKUM-NMB0 NpUMMHaM OKaXYTCA HeAOCTYMHBIMMA.

B cnyvyae npumeHeHuns wndpoBaHna AOMKHO obecneunBaTbCcA 3allMLLEHHOe XpaHeHue KIoyen u ux
[OCTYNHOCTb TOMbLKO NULLIAM, aBTOPU30BaHHbLIM B KQYECTBE OTBETCTBEHHBIX 33 BbINOMHEHUE AeNCTBUIA, Tpeby-
IOLLMX gOCTYNa K KIloyam.

CnepyeT BHeapATbL Npoueaypbl Bbigavu 1 ynpasneHns kntovyamu windpoBaHus v ynpasneHus ceptudu-
KaTamu.

B cnyyae npuMeHeHUs1 LLIMPPOBaHNA, a TakkKe eCnn CyLLeCTBYET BO3MOXHOCTb NOMyYeHUs1 AONOMHU-
TelbHbIX NPEMMYLLIECTB 3a CHET UCTMONb30BaHUA YCNYr TPETbel CTOPOHLI NO YNpaBeHUIo KIio4aMm U UX Boc-
CTaHOBMEHWIO UMK MO UX OTBETCTBEHHOMY AENOo3uTapHOMY XpaHeHWo (escrow), criegyeT paccMoTpeTb
BOSMOXHOCTb UCMNOMb30BaHUsA TaKUX YCIYT.

Jluuo, nepeoHavanbHoO oTBeYaBLLUEe 32 3alUMLLEeHHOe YNpaBneHne kniovamu u ceptudukatamm B opraHu-
3auun, MOXeT nepecTtaTb paboTaTb B opraHusauum, NoaTomy TpebyoTca npoueaypsl, obecnevnsamowme
MOCTOSIHHYHO AOCTYNHOCTb KIoYeln 1 cepTUdUKaToB.

5.15 Ucnonb3oBaHue ycryr, okadbiBaeMbIX N0 KOHTPaKTy

5.15.1 O6wue nonoxeHunna

CneunannanpoBaHHble NOCTaBLLMKA YCIyT YacTo NPUBMEKAOTCS K NMPOBEAEHUIO CKAHUPOBaHWUsI Bymax-
HbIX JOKYMEHTOB, MHAEKCUPOBaHWsA, Npeobpa3oBaHNs U XpaHeHUs AaHHbIX 1 A5 okasaHus Apyrux ycnyr. B
3TOM criy4ae:

a) CnocTaBLMKoM ycnyr AomkeH ObITb COrMacoBaH KOHTPaKT, AeTann3vpyoLLniA okasbiBaeMble yCryru.

b) EcnukoHTpakT He TpebyeT, 4Tobbl NoAPSIAYMK BBIMOSHAM BCE COOTBETCTBYIOLWME TPe6OoBaHNSI HACTOS-
LWwero ctaHaapTa, To NpoLeaypbl MHCNEKTUPOBAHUS OpraHM3aLlnein okasbiBaeMbIX YCIyr A0SKHBI BObITb TakUMW,
4yTOObI HE OCTABANOCH COMHEHW OTHOCUTENMBHO NMOMHOTLI, KAYeCTBA U TOYHOCTU STUX YCIIYT.

Mpoueaypbl 1 pekoMeHaauuu, npuBeAeHHbIE B HACTOSALLEM MYHKTE, OXBaTHIBAOT ycryri ntoboro Buaa, B
TOM Yucne NpeJocTaBnsieMble Ha OCHOBE aAMUHUCTPATUBHO-X03AMCTBEHHOTO yrNpaBneHns 060pyaoBaHUEM 1
coopyxeHusiMu (facilitiesmanagement) n obecneuvsatoLme:

- NpUMEeHeHne Mnpu BbINONHeHUN paboTbl NOCTaBLMKaMK YCIyr Takux ke npoueayp NoATBepXaeHUs
ayTEHTUYHOCTW NonyYaeMoi MHpopmaLn, Kak U B TOM criydae, ecnv 6bl paboTa LenvMKoM BhINOMHSANach B
opraHusaulun-KrnmeHTe;

- BO3MOXHOCTbL OpraH13auum-kiMeHTa Yepes MHoro et nocne cobbiThs AokasaTb MCNOSNHEHWE YCTaHOoB-
NeHHbIX TpeBoBaHWiA, Aaxke eCN NOCTaBLLMK YCIYT MPeKpaTMil K TOMY BPEMEHM CBOH AENOBYO AeATENBHOCTD.

Ecnu paboTa BbinonHsieTcs 3a npeaenaMu opraHnsaumn, To cnedyeT 3a4oKyMeHTUpOBaTb CBeAeHUs O
npoueaypax, IpUMeHsieMbIX NpU Nepeaade UHGHOpMaLIMM /UMW ee HOCUTENER OT KIMEHTA K NOCTaBLLKKY YCNyT,
aTakke OT MOCTaBLUMKA YCIYT — KITNEHTY.

Ecnuv nocTaBLmk ycnyr NpUMeHsieT npoLieaypbl, COOTBETCTBYHOLLME NOMUTUKE, TO KITMEHT OOMMKEH NONy-
YyaTb Konuu o uMeTb Npu HeobXoAMMOCTN 4OCTYN K AOKYMEHTaL/ MM MocTaBLLMKa YCnyr no Borpocam obecne-
YeHUsl COOTBETCTBUS.

5.15.2 MMpoueaypHble Bonpochl

B ngeanbHbIx ycnoBusiX, korga nocTaBLUMK yeryr crnocobeH AokasaTb peanvsalnto MM npoueayp, cooT-
BETCTBYHOLLUMX NONUTUKE B 06nacTu ynpasneHns JokyMeHTamn HdgopMaLnen, KOHTPaKT AOSDKEH NALb nog-
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TBEPXAaTb TaKylo CUTyaLuto U BKoYaTb B cebsl cornacoBaHHble npoueaypbl 4158 NPOBEPKN COOTBETCTBUS
YyCTaHOBMNEHHBLIM TPeBOBaHNUSAM.

Ecnu nocTtaswimk ycnyr 6yaeT gecTBoBaTh B COOTBETCTBMM C COrfacoBaHHbIMK NpoLedypamu, TO KoH-
TPaKT AOIIKeH BKoYaTh B cebsi NonoxeHus, noapobHo onuvcbiBatoLLme, B Kako cTeneHn sTn npoueaypsbl 6yayt
BHeApPATLCA U NoaBepraTeCcs ayauTy.

Hwxxe nepevncneHsl npoueaypbl U MPOLECCHI, KOTOPble HE0BXOANMO NPUHATL BO BHUMaHWE U BKIOUNTD,
no Mepe Heob6X0AMMOCTU, B KOHTPAKT:

- KMMEHT JoSKeH ybeauTbesl B TOM, YTO MOCTaBLMK ycryr cnocobeH BblgaBaTb pesysbTaThl, COOT-
BETCTBYIOLLME COrNacoBaHHbIM TpeboBaHUSIM K KAa4eCTBY;

- KNMeHT goimkeH ybeanTbes B TOM, YTO MOCTaBLLMK ycnyr cnocobeH obpaboTaTth BbIGOPKY M3 UCXOAHOTO
MaTepuana v BblaaTb pesynbTaTthl Ha NPeAroXXeHHOM HocuTene uHgopMauumn 1 B npeanoXkeHHom dopmare,
KOTOpble MOTYT ObITb YCNELLHO 3arpyKeHbl B LIENIEBYHO CUCTEMY KIMeHTa. 3Ty BLIGOPKY crieayeT COXPaHUTb;

- KNNMeHT gomkeH ybeanTbcs B TOM, YTO MOCTaBLUMK ycnyr cnocobeH NpeaocTaBnTb KOMUI0 KOHTPOMbHON
NMHopMaLLMK NO BbINOMTHEHHON 06paboTke B YNTaeMOM BUAE;

- eCfn NpeaoCTaBNAOTCA YCAYMM NO UHAEKCUPOBAHWUIO, TO KIWMEHT AOSDKEH BbISICHATL Y MNOCTaBLiMKa
ycnyr, ABAs0TCA N1 NpegnaraeMble TpeboBaHWUs K TOMHOCTU MHAEKCUPYIOLMX AAaHHBIX MPUEeMAEMbIMU U AOKY-
MEHTUPOBaHHbLIMU;

- KNNMeHT JomkeH ybeanTbes B TOM, YTO NpefnaraemMmoe MecTO BbIMOSIHEHUS paboT aBnseTcs npuemne-
MbIM 1 OTBeYaeT kpuTepusaMm 6e30nacHOCTH, COOTBETCTBYHOLUMM NOTPEBHOCTAM KIMEHTA;

- KIMeHT gorxkeH ybeanTbcs B TOM, UTO nNpeaniaraeMble npoLeaypbl M MPoLecehl BEKYT He 60bLNA pUck
npudnHeHns ywepba matepuany KnmMeHTa, Yem co6CTBEHHbIE NpoLeaypbl KITMEHTa;

- B crnyyae, ecnu o6pabaTeiBaeMblil MaTepuan ABAeTCA YHUKanbHbIM Ui 0co60 LEeHHBIM, KNUEHT Aon-
XeH ybegnTbCs B TOM, YTO B NpeAsiaraeMoM MecTe BbINofIHeHUsi paboT ycTaHoBNeHbl 3¢hheKTUBHBIE CUCTEMBI
0bHapyxeHus 1 NpedoTBpaLleHus noxapa;

- eCNny BaXkHoe 3HaYeHue nveeT HesonacHocTb obpabaTbiBaemMoro Matepuana, To KNMEHT AoMkeH ybe-
ONTBCA B TOM, YTO MOCTaBLL MK YCIYT rOTOB MOPYYNTLCA 3a HAAEXKHOCTb NepcoHasna, HameyYeHHOro AN BbINos-
HeHus paboT. Mntocom siBNseTCs noanucaHne BCeMU COTPyAHUKaMU opraHu3auMm — NocTaslmka ycnyr B
KavecTBe 04HOro U3 YCoBWUI Npuema Ha paboTy cornalueHus o KoHUAaeHUManbHOCTH;

- ecnu ByMakHble AOKYMEHTbI OTMPABMSATCA Ha CKAHUPOBaHWE, TO NOCTaBLUUK YCIYT U KITMEHT AOMKHbI
MPUHATL Mepbl, HanpaBeHHble Ha TO, YTOObI 3TU AOKYMEHTbI OCTaBanUCh AOCTYMNHLIMA KITMEHTY B TO BPEMS,
Korga oHW HaxoasATcsl BHE TeppUTOPUA KNneHTa.

5.15.3 TpaHcnopTupoBka 6yMaXHbIX AOKYMEHTOB

EcnunbymaxHble AoKyMeHTbl (hnsnYeckm NnepeMeLLaloTea OT KIMeHTa Ha TeppUTOPUIo NOCTaBLLMKa YCNyT,
TO BO3HUKAOT BO3MOXHOCTM ANS UX yTpaThl N nospexaeHus. MNpoueaypbl A0MKHBI ObITb COrNacoBaHbl, CTEM
yTObbI 0BECMEUNTL NMpUeMIIeMoCTb YPOBHSA 3Toro pucka. Kaxaas naptusi matepuana, oTnpaBnsieMmasi unm
nony4yaemasi KMMeHTOM U MOCTaBLLUKOM YCNYT, 40KHA CONPOBOXAATHLCA KOHTPOSbHBIM JOKYMEHTOM, MOEHTU-
duumpyownM 06 LEKTBI U YKa3bIBAKOLLMM UX YUCTIO.

Bce TpaHcnopTupyemble MaTepuarbl 4OKHbI 6bITb Haanexawmm obpa3om ynakosaHbl Bo nsbexaHue
pucKa NOBPEXAEHUS NPU TPaHCTIOPTUPOBKE.

MonyyaTento cneayeT TwaTenbHO NPOBEPUTL MOMyYEHHbIE MaTepuanbl Mo TOBApHO-TPAHCMOPTHOMY
OOKYMEHTY 1 cOOBLUTL OTNpaBUTENo O HECOOTBETCTBUSIX HACTOSIBKO CKOPO, HACKOSLKO 3TO NPpaKTUYeCKn BO3-
MOXHO.

TpaHcnopTHbIE YCNyri MOryT OKa3blBaTbCsi COOCTBEHHOI OpraHu3aLmMeit Nonb3oBaTtens, TPeTbel CTopo-
HO UMK HE3aBUCUMBIM NEPEBOIHNKOM.

B kauecTBe TpeTbei CTOPOHbLI, OKa3biBaIOLLEN TPaHCMOPTHLIE YCYru, creayeT BbibupaTb opraHusauum,
[OKa3yeMo COOTBETCTBYHOLUME KPUTEPUSIM KITMEHTA B OTHOLLEHWUU Ka4eCcTBa U HAAEXKHOCTH.

CneayeT doukcupoBaTh AaTy M BpeMs Nepeaayn Matepuana TpaHcnopTHol cnyx6e, a Takke AaTty v Bpe-
M$1 ero Nosly4eHust NOCTaBLUMKOM YCIyT; COOTBETCTBYHOLUUIA AOKYMEHT AOMKeH ObITb NognMcaH nuuamu, nepe-
AaBWUMWA U MONyYMBlUIMMK MaTepuan. Tak ke cnedyeT nocTynaTtb Npu MNOMyYeHWM BO3BpallaemMoro
MaTepuana.

5.15.4 Ucnonb3oBaHUue ycnyr AOBEPEHHOWN TPeTbel CTOPOHDI

HagexHbiM cnocobom BhISIBNEHUS NoObIX MaHUMNyRsiLWiA ¢ haitnom AaHHBIX, @ Takke NpPOBepKn ero
COLEePXUMOTO ABMSIETCHA CoXpaHeHue konumn darina y JoBepeHHON TpeTbe CTOPOHbI.

B cny4ae ncnonb3oBaHusi Takoro cnocoba cnegyeT NoAroTOBUTb 3aBEPEHHYHO KOMUIO 31EKTPOHHOrO
cdaiina n goctaBuTb ee Uandeckn (Ha HOCUTENSAX) MU 3M1EKTPOHHO JOBEPEHHON TPeTbel CTOPOHE C UCMOoNb-
30BaHMeM 3aLMLLEHHBLIX CPEACTB AOCTaBKM.
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[loBepeHHas TpeTbsl CTOPOHA AOMKHA BLINOMHATL COOTBETCTBYIOLME NpoLieaypbl XpaHeHUsa uHdopma-
Lun, pekoMeHAoBaHHbIe B HAcTosALWEM cTaHaapTe, U 6biTb roToBa U cnocobHa NPoAEeMOHCTPUPOBATL Tak Xe,
Kak n Brnageneu, nHopmavmu, adheKTUBHOCTb 1 6e30MacHOCTb CBOUX YCNYT.

MpwumevyaHn e — TpeboBaHusa 6e30NacHOCTU K AOBEPEHHBIM TPETBUM CTOPOHaM 4acTo aBnsaTcA Gonee cTpo-
MMMK, YEM UCTIONb3yeMble B CAMUX OPraH13aumnsx, Yblo MHpOpMaLmio AOBEPEHHbIE TPETbU CTOPOHbI XPaHAT.

B cnyyae ncnonb3oBaHus Ans ayTeHTUdUKaLMKU LM poBbIX NoAnuceit opraHn3aumna BMeCTO COXpaHeHNs
uncpoBbIX nognucet B coOBCTBEHHON cucTemMe MOXET nepeaaTb LudpoBble nognuck danna aosepeHHON
TpeTbel cTopoHe. TpeTbsl cTopoHa o6ecnevnBaeT 3alluLLeHHoe XpaHeHne LMPOoBLIX NOANUCEN, C TeM YTOObI
BMOCMNEACTBUN UX MOXHO ObINO NONyYnTh.

5.16 ABTOoMaTu3auus aenoBbix onepauyui (workflow)

HexoTopble cucTembl ynpasneHnsa 4oKymeHTaMu U uHdopmauuein umetoT yHKUUOHaNbHbIe BO3MOX-
HOCTU ANsl aBTOMaTu3auumM AenoBbiX onepauunin (workflow). Takve cucTembl obecneynsaloT npoueaypHyo
aBTOMaTM3aLMIo eNOBbIX NPOLECCOB NyTEM yNpaBneHusl nocneaoBaTenbHOCTb0 pabounx onepauuii n akTu-
BM3aLUM COOTBETCTBYOLLIMX JTIOACKUX U CUCTEMHBIX PECYPCOB, CBSA3AHHbIX C LLIArom onepauuu.

B cnyyae ucnonb3soBaHus workflow-cuctem asTomaTusauum AenoBbix onepauuin caegeHust 06 nx dpyHk-
UUMOHUPOBaHUU (Hanpumep, AMarpaMMbl NocneaoBaTeNnLHOCTU onepaLuin), knaccugukaunum onucaHuina u onNu-
caHusa workflow-npoueccoB cneayeT 3a4okyMeHTUpOBaTb.

YKuzHeHHble uuknbl workflow-npoueccos (process definition lifecycles) BknovatoT B cebs cnegytowme
aTansbi:

- onucaHue (definition);

- paspaboTka;

- peanusauus;

- NpeKpaLleHue UCNONb30BaHUS;

- Moandcukauus.

Bce xpaHsawmecs B workflow-cucteme gaHHble (6asbl AaHHbIX, KOHTPONbHasA UHopMaLUa N T. 4.) crieay-
eT npoaHann3nMpoBaTk Ha NpeaMeT Hanu4usa TpeboBaHUI K Cpokam UX XpaHeHUst U, TaM rae 3To NPUMEHUMO,
XPaHUTb UX B COOTBETCTBUW C MOMUTUKON yNpaBrneHnst GOKYMeHTamu U nHdopmaLmei.

B cny4yae BHeceHns nsmeHeHu B workflow-cuctemy cnegyet ncnonb3osathb npoueaypbl ynpasneHus
N3MEeHeHNsIMU C Lienbio obecnedeHust Toro, 4Tobbl coxpaHeHHas MHopMauns He Tepsnachb NPU BbINONIHEHUN
aToW Npoueaypsl.

Ecniu peanusytoTtcs cneumanuanposaHHble (ad hoc) workflow-npouecchl (T. €. Takue, npasuna KoTopbIX
MOryT GblTb M3MEHEeHbI UM cozaaHbl No Xxoay paboTel npoLecca), To CrieayeT COXPaHUTb NOMHYH KOHTPOMbHYIO
NHopMaLIMIO O NpoLecce BMecTe CO CBeAEHUAMU, MAEHTUMhULMPYIOLLIMMK NEPCOHan, KOTOPLIN BHEC U3MEHe-
HUs B cTaHaapTHble workflow-npoueaypel.

5.17 OTMeTKM faTbl U BpeMeHHU

Mpoueaypbl perynsipHoin NpoBepKkn CUCTEMHBIX YacOB Ha TOYHOCTb BblJaBaeMbIX UMW AaTbl U BPEMEHU
AOMKHBI ObITh 3a40KYMEHTUpoBaHbl. Bee oWmnbKkM aomkHbl 6bITb UCpaBeHbl U Bce NpeanpuHATLHIE AeUCTBUS
3aJ0KyMEHTUPOBaHbI.

Ecnu yacel nepeycTaHaBnnBatoT B 3aBUCMMOCTM OT BPEMEHW rofa, HanpuMep, NepeBoAAT Ha NleTHee
BPEMsi, TO BbIMOSHAEMBbIE Mpy 3TOM NpoLieaypbl 4OMKHbI ObITb 3340KYMEHTUPOBAHBI.

Tonbko aBTOPWM30BaHHbLIA NEpPCoHan OOMMKEH UMEeTb BO3MOXHOCTb U3MEHSTb MoKasaHUsi CUCTEMHbIX
4Yacos.

Ecnu cyuwlectByeT ocobas HeoBXxoaMMOCTb NPOAEMOHCTPUPOBaTL TOYHOCTb OTMETOK AaThl U BPEMEHH!,
TO criedyeT paccMOTPeTb BO3MOXHOCTb UCMOMb30BaHWSA YCyr A0BEPEHHON TpeTbel CTOpoHbl. Ecnuucnonbay-
eTCs A0BepeHHOe BpeMsi, To npoLeaypbl, AEMOHCTPUPYOLLNE LIEMOCTHOCTb U aYyTEHTUYHOCTb OTMETKU BpeMe-
HU 1 ee CBA3b C KOHKPETHBIM MHOPMaLMOHHBIM 06 BHEKTOM, AOITKHBI ObITh 3840KYMEHTUPOBaHbI.

5.18 KoHTponb Bepcui

5.18.1 UnHdopmauusa

B HeKoTopbIX NPUNOXEHUSX 3NEKTPOHHbIE MHPopMaLMoHHbIe MaTepuansl (documents) MoryT noasep-
raTbCA U3MEHEHUAM. TUNUYHBIM NPUMEPOM ABNSAIOTCS NPUIIOKEHUS, NMPUMEHsSIeMble AN YNpaBneHust TeXHU-
YecKUMIN YepTexxaMun B KOHCTPYKTOpckMx Gtopo. Co BpemeHeM MOryT GbiTb CO34aHbl HECKOSbKO PasmMyHbIX
BEPCUN 3NEKTPOHHOMo UHPOPMaLMOHHOTO MaTepuana, NpyM 3TOM KaXkaoMy U3 HUX HazHavyaeTcs HoMep BEPCUM.
B TakuMx NpUnoXeHWAX BaXKHO COXPAHATb KaXaYylo BEPCUIO KaK OTAefbHbIA 3MeKTPOHHbIA MHPOPMaLMOHHbIN
maTtepuan, a Takke nogaepxmsaTtb B3aUMOCBA3M MeXay BEPCUAMMU.
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B cnyyae, ecnv gonyckaeTcsl BHECEeHUe U3MEHEHUI B XpaHSALLMECs 3NeKTPoHHbIe 06beKTbl, npoueaypbl
aBTOpM3aLMKN U OCYLLIECTBMNEHNUS TaKUX MU3MEHEHMWI AOMKHbI ObITb 3340KYMEHTUPOBaHbI.

HomxkHa 6bITb AOCTYNHA AOKYMEHTauus, kacarwasnca Bcex TpeboBaHUil K COXpaHeHno npeablaywmx
BepCUi Takmx cpannos.

5.18.2 [lokymeHTauus

Ona obecneyeHus Toro, YTobbl Ans NoGoro AoKyMeHTa, OTHOCSILLErocst K co6oaeHUo YCTaHOBNEHHbIX
TpeboBaHWUI, MOXHO BbIN10 AeHTUULMPOBATL €ro BEepCuio, COOTBETCTBYIOLLYIO 3alaHHOMY MOMEHTY BpeMe-
HW B NpeJeriax ero XXM3HEeHHOTo LUKIa, MOXeT OblTb BHeApPeHa cMcTeMa KOHTpons Bepcuid. XKenaTtenbHo, 4To-
6bl NpoLeaypa KOHTPOIsl BEPCUil OXBaTbiBara BCHo JOKYMEHTaLIMIO.

3aMeHeHHble BepCcuy A0MKHbI COXPaHATLCA, Kak MUHUMYM, B TEUEHWUE TOrO e Nepuoia BpeMeHu, B Teue-
HUE KOTOPOro XpaHUTcsl CooTBeTCTBYOLasA nHpopmavms .

3T0T NpoLecc BeAeHUs AoKyMeHTaumu TpebyeTcs AOKyMEHTUPOBaTb, C TEM YTOObI MOXHO BbINo onucaTtb
1 3acBUaeTeNLCTBOBATL MONUTUKA U NPoLEeayphl, AeACTBOBABLUNE HAa MOMEHT BBOAA UH(OPMaLIMU B CUCTEMY
1B nocneaytoulee Bpems. Ecnu atoro He caenatb, TO BO3HUKHET PUCK YCNELLIHO KOMMPOMETaLIUN LIeNTIOCTHOCTU
nHdopmauun. Ecnu, Hanpumep, HeT yBepeHHOCTU B TOM, Kakue MMeHHO npoLiedypbl CKaHUPOBaHUS UCTOSb30-
BanUCb AnNA co3fgaHus 1 BBoAA HECKONbKO NeT ToMy Hasaf rpaduyeckoro obpasa 6ymaxHOro AOKyMeHTa 1
Kakue npoueaypbl XxpaHeHUs coGnioganqcs B nocneayolee BpeMsl, TO MOXET GbiTb CIIOKHO UMM HEBO3MOXHO
ONpOBEPrHYTb COMHEHUS! B ayTEHTUYHOCTU U LIENTIOCTHOCTM 3TON MHDOpMaLK.

5.18.3 Mpouecchl n npoueaypsbl

Bce uameHeHus B npoueaypax wunu npoueccax AOMMKHbI OCYLWECTBNATLCA B COOTBETCTBUM C
YyTBEPXAEHHOW NPOoLefypOoit KOHTPONSA U3MEHEHWIA.

5.19 MopnepxaHue AOKYMeHTaLUM B akTyanbHOM cocTosiHun (maintenance of documentation)

Lna cooTBeTCTBUS NONUTUKE YpaBreHnusl 4oKyMeHTaMu 1 uHdgopmaumei TpebyeTcs Hanmumne M ucnorb-
30BaHuWe ykasaHHOW AokyMmeHTauuu. Mpoueaypel nogaepxaHus 3TON AOKYMEHTaLUMN B aKTyarbHOM COCTOSIHUAM
[AOIMKHbI BbITh BKNIOYEHBI B pYKOBOACTBO Mo npoLieaypam. Mpoueaypbl noaaepxaHna AOKyMEHTaLUWMN B aKTy-
anbHOM COCTOSIHMM AOIMKHBI BKMOYATh B ce6s IOKYMEHTUPOBaHNe 3TON AeATeNbHOCTH.

MopaepxaHne 4oKYMeHTaLMN B aKTyarbHOM COCTOSIHUM HEOOX0AMMO B CBAI3U C TeM, H4TO C TeYEeHUEM Bpe-
MeHW TpeGoBaHMsA ByayT 3BOMOLMOHUPOBATh, @ 3aKOHOAATENLCTBO U TEXHONMOTMU — MEHATLCH. B HEKOTOPbIX
cnydyasix 6ygeT 4OCTaTOYHO PasoBbIX YCUIUIA NO aKTyanu3auuu, OcyLLeCTBIIAeMbIX B KayecTBe peakuun Ha
3aMeudeHHble U3MeHeHusa. Kpome Toro, Kak NpaBusio, B OTHOWeHUM Gonee BaxkHOW MHGOpMaLmn, YMECTHBI
perynspHeli NNaHoBbIA aHaNMs U NepecmoTp.

Mpoueaypsl, obecneunBatone nogaepkaHue JOKyMeHTaLUn B akTyanbHOM COCTOSAHUM, AOSDKHbI ObITh
330KYMEHTUPOBaHI.

B oTHoLLEHUN 3TOW AOKYMEHTaUMM AOMKHbI coBGnioaaTbesa Npasuna ynpasneHus AoKyMeHTaMu, KoTo-
pble, Kak MUHUMYM, AOMKHbI BGbITh HE XyXKe TeX, YTO NPUMEHSIOTCA B OTHOLLEHUWN APYTvX BaXKHENLIMX 1eSI0BbIX
AOKYMEHTOB opraHusaumu.

B yacTHOCTU, B CriyYae NepecmoTpa Kakoro-nnbo 13 3/1eMeHTOB A0KYMeHTaLuUn, KOMUs ero COCTOAHUA A0
BHECEHMWS1 U3MEHEHMW JOIMKHa COXPaHATbCA B TeYeHue, Kak MUHUMYM, TOro e Nnepuoaa BpeMeHU, YTo u
NHpopMAaLIMSA, K KOTOPO OH OTHOCUTCA.

XpaHeHue 3TON AOKYMEHTaLnM A0MKHO BbiTb OpraHU3oBaHo Tak, YTobbl COOTBETCTBYIOLIUE aBTOPU30-
BaHHbIE CTOPOHbI (Hanp1Umep, ayaAUTopbl) MOTIIM MAEHTUULIMPOBATL U M3BMEYb BCHO AOKYMEHTAaLMIO, AEUCTBO-
BaBLUY'o Ha NtoGoI 3aaaHHbIA MOMEHT BPEMEHM.

JokyMeHTaLMA MOXET XpaHUTLCS B 31eKTPOHHOM BUZE B JOBEPEHHOW CUCTEMe yNpaBneHusi JOKyMeHTa-
MU 1 UHDOPMALIMER C MPUMEHEHUEM TEX XKe Mep KOHTPOIS 1 yNpaBrieHusl, KoTopble NpeayCcMOTpeHbl HACTos-
LM CTaHOapToM, NGO B ByMaXkHOM BuAe UMK Ha MUKpoopMaXx B 3alLUMLLIEHHBIX MecTax XpaHeHus, 6o ¢
ncrnonb3oBaHueM fMtoGoi KOMGUHALMN STUX METOAOB.

Monutuka, NpUHATas B OTHOLUEHUW XpaHeHUsl AOKyMeHTaLmMm no oGecneveHnio CooTBETCTBUSA YCTaHOB-
NeHHbIM TpeBGoBaHUAM, AoMKHa BbITb OTpaXkeHa B NOMUTUKE.

B 6onblunHcTBE cnydaes Gbino 6bl kenaTernbHo, YTo6bl U3SMeHEHUs1 AOKYMEHTUPOBANUCL Tak, YTobbl y
3aMHTEpecoBaHHON CTOPOHbI Bblfia BO3MOXHOCTb OTCMEXMBATb U3MEHEHUS MeXay BepPCUAMU. DTOro MOXHO
AoBUTbcA NyTeM AOKYMEHTUPOBAaHUS UCTOPUN MSMEHEHWI ANS KaXKA0 YacTU AOKYMEHTALN.

1 . .
) B criyuae HeOBXOAMMOCTY B Cy/ UMM KOHTPOMMPYIOLLMIA OPraH MOryT 6biTh NPeACTaBNEHb! AS/CTBOBABLUME B COOT-

BETCTBy}OLLI,I/Iﬁ nepnoj BpeMeHu BepCuUn BHYTPEHHUX HOPMATUBHbLIX JOKYMEHTOB.

24



FOCT P 54471—2011/ISO/TR 15801:2009

6 KnroueBble TexHonorn4yeckue sonpocsl (enabling technologies)

6.1 O6wwue nonoxeHus

B HacTosiLleM pasferne paccmMaTpuBalOTCA CBA3AHHLIE C TEXHOMOrMen BONPOCH!, UMeloLLue 3HaveHne
ANS HACTOosILero cTanaapTa, B TOM Yicne:

- PYKOBOACTBO MO cnucTeme (M. 6.2);

- BbI6op HocuTenen MHdopmaL M U nogcucTeMbI XpaHeHus (cMm. 6.3);

- ypoBHM gocTyna (cm. 6.4);

- KOHTPOIb LefTIOCTHOCTU CUCTEMEI (CM. 6.5);

- obpaboTka rpacuyecknx obpasos (cMm. 6.6);

- MeToAbl cxaTtus (CM. 6.7);

- pasgeneHne opMbl U BBeAEHHON UHbopMaLnK, «CHATUE» hopmMbl (CM. 6.8);

- hakTopbl okpyxatoLen cpeasl (cM. 6.9);

- Murpaums (cm. 6.10);

- yaaneHune u/unm yHndtoxxeHune uHdopmauum (cm. 6.11).

6.2 PykoBoacTBoO no cucteme (system description manual)

B pykoBOACTBO MO cucTeMe criedyeT BKMOYaTb OMMCAHUA COCTaBRAIOWMX cucTemy oGopyaoBaHus,
nporpamMMHoro o6ecrnedeHns 1 CeTEBLIX ANIEMEHTOB, a TakKe UX B3aUMOASNCTBUSA.

JOMmKHbI BbITb 3840KyMEHTUPOBaHBI NoAPoBHLIE CBeAeHWA 0 KOHUrypaumuax cCUCTEMbI.

Moapo6Has nHgopmaLms 060 BCeX U3MeHEHUsAX B CUCTEMe A0SkHa BbITb 3aA0KyMeHTUpoBaHa. Takas
[AOKYMeHTaLMs AoMKHa BKMtouaTh B ce6s noapo6Hble cBeaeHUs 060 Bcex Npoueccax, BbINONHEHHbIX Mpy BHe-
CEHUN UBMEHEHUIA.

PykoBOACTBO MO cUCTEME AOMKHO BbiTb CTPYKTYPUPOBAHO Tak, UTOBbI MOXHO 6bIfo Nerko nomy4YuTb
noapoGHble cBeAeHUs 0 cucTeMe Ha oGO MOMEHT BpeMeHM B TeueH1e Neproaa ee akcnayaTtaumu, 4To Mormno
6bl JOCTUraTbCsA MyTEM CO3aHUs HOBON BEPCUU PYKOBOACTBA KaXkAbIi pas, Koraa B CUCTeMy BHOCATCS U3MeHe-
HUA, C TEM YTOBLI MOXKHO GbINO NOMYYUTL AOCTYN K 4ETKOMY OMUCAHUI0 CUCTEMBI NO COCTOSAHMIO Ha onpeaeneH-
HbIA MOMEHT BPEMEH B NMPOLLIIOM.

Ona yxe YyHKLMOHMPYIOWMUX CUCTEM UHCOPMaLIUS, COXpaHeHHasa B cucTeme 0 AOCTUXKEHWUSA COOT-
BETCTBUM C NONMUTUKON YNpaBreHnsl AOKYMeHTaMm U uHgopMaumein, He MOXeT paccMaTpUBaTLCS Kak OTBevalo-
Lasi NONOXeHNAM MOMATUKK, 3a UCKITFOYEHUEM Criydaes, Korda Mepbl KOHTPONs 1 npoLeaypsl, onucaHHbIe B
nonuTuKe, 6biNu peanusoBaHbl B CUCTEME C MOMEHTA COXPaHEHUs 3TON UHOpMaLIK.

Monb3oBaTenb A0MKEH OLIEHUTb, COOTBETCTBYIOT NN 3/IEMEHTLI CUCTEMbI TPEBOBaHMAM COOTBETCTBYHO-
LLMX HALMOHAMBHLIX WU MeXayHapoAHLIX CTaHAapToB. Takas oLeHKa AaeT BOSMOXHOCTb ayUTOpam cucTe-
Mbl TPOBEPATb SKCMNyaTaLUMOHHbIE NMOKa3aTeN 1 HaAeXXHOCTb CUCTEMBI Ha COOTBETCTBUE 3TUM cTaHAapTaMm.

6.3 Bbi6op HocuTeneit uHcopmaLuu U noacUcTeMbl XpaHeHus (storage media and sub-system
considerations)

PuUcK HeyMBILWNEHHOrO UMK 3NOHAaMEPEHHOTO BHECEHUA W3MEHEHWUA B COXPaHEHHbIE 3NEKTPOHHbIE
06beKTbl BapbUpyeTCs B 3aBUCMMOCTU OT TUMOB NOACUCTEMbI XpaHeHUst U HocuTenen nHgopmauun. Takke
BapbupyeTcs cCNOCOBHOCTbL 0OHAPYXXUBaTL BCe Takue U3MeHeHWUA. Hanpumep, Npy Ucnonb3oBaHuM HocuTenemn
nHcopmaunn 0aHOKPaTHOW 3anucu, Kak Npasnno, HEBO3MOXKHO MOAUMULMPOBATL oaHaXAbl COXpaHEHHbIE
3MeKTPOoHHble halnbl, NOCKONbKY crieacTBueM Noboi Tako MoaudmKaLum cTaHeT paspyLueHue no KpaiHen
Mepe 4acTu AaHHbIX, YTO NPUBEAET K Nopye, ecnn He K NoNHOoN HevuTaemocTtu dainos. U Hao6opoT, npu npu-
MEHEHUN CUCTEM, UCMOTb3YIOLLUX OH-NAaNH XpaHeHue NHopMaLMKn, HUKOTrga Hermb3sl MOTHOCThLIO rapaHTUpo-
BaTb OTCYTCTBME HECaHKLMOHUPOBaHHLIX U3MeHeHUI (06bluHO obecneunBaeMoe cpeacTBaMu ynpaBrieHust
[OCTynom).

OneKTPOHHbIE OBBLEKTHI, XpPaHALMECH Ha MAarHUTHBIX AUCKaX W APYTUX Nepe3anmcbiBaeMbIX HOCUTENAX
WHopMaLMKn NPSMOro A0CTyMa, MOTyT, B NpUHUMNE, 6bITb U3MeHeHbl. Mpu Ncnonb3oBaHUM Takux HocuTenen
PUCK HECaHKLIMOHNPOBAHHBIX U3MEHEHWU CBA3aH He CTOMNBbKO C CAMUM HOCUTENEM, CKOJTbKO C MEpPaMU KOHTPO-
ng, peanusoBaHHLIMU MOACUCTEMOI XpaHEHNA 1 NPOrpaMMHbIM oBecneveHnem, KOTopoe ynpasnsaeT 4oCTy-
nom. Ana Toro 4To6bl MoauduuMpoBaTb balnbl, HyXeH AOCTYN Ha YTeHMe W 3anucb, M XOPOLUO
CNPOEKTUPOBaHHbLIE CUCTEMBI CHABXEHbI CpeACcTBaMU KOHTPOMNA ANA NpeAoTBpaLleHUst HeCaHKLMOHUPOBaH-
Horo nony4eHuns Takoro goctyna. lMonb3osartenu, UMeroLwmne 4OCTYN TOMbKO HAYTEHUE, HE MOTYT MOAUULIMPO-
BaTb channel. OgHOro aToro, ogHaKko, HeAOCTaTOYHO, €CNU cUcTeMa He BeAeT 3allMLLEeHHbIA NPOTOKON BCex
cny4aeB A0OCTyNa Ha YTeHue 1 3anuck. JJononHUTeNbHbIE HaknagHble pacxofbl Ha AOKYMEHTUpoBaHUe Moau-
dukauuin B cucteme, B KOTOpoit channbl MOANULMPYIOTCA OUEHb HYacTo, MOTYT ObITb CyLLIECTBEHHBLIMWU, OQHAKO
6e3 TaKoro AOKYMEHTUPOBaHUS MOXET OKa3aTbCsl HEBO3MOXHBIM OBHapyXeHuWe HecaHKLMOHUPOBAHHBIX
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N3MeHeHWU, caenaHHbIX KBanMULMPOBaHHEIM Xakepom UM KEM-TO U3 TeX, KTO UMeeT COOTBETCTBYHOLLME
npasa gocTtyna.

B cnyyae nepesanucbiBaeMblx HOCUTeeN nocrneaoBaTenbHOro 4ocTyna (Takux, Hanpumep, Kak MarHuT-
Hble NeHTbl) BHECTN HecaHKUMOHNPOBaHHbIE USMEHEHUsA CroXKHee, YeM B cryyae Hocutenei nHdopmauun
NpPSIMOro JOCTyna, MOCKOSbKY ecnv moguduuvpyemMeln dainn He Bbin 3anucaH Ha KOHKPeTHOM HocuTene
nocnegHUm, To NpUMAEeTCs CKOMMPOoBaTh M Nepesanncars Takke U Bce nocreaytowme daiinsl. HecaHkuMoHupo-
BaHHble AeNCTBUA C HOCUTENEM MOXET BbITb Nerdye ocyLeCTBUTb NOCe ero OTKNHOYEHUS/CHATASA, eCnn 3Moy-
MBILUNEHHUKY yAarnocb MNony4uTb K Hemy AocTyn. [osTomy BakHoW sBnseTcs 3agadva obecrneveHus
chusnyeckoir 6e3onacHOCTU HENOAKMIOYEHHbIX HOCUTENen 1 ynpasneHne JOCTYMOM K HOCUTeNto, Koraa oH
nogKnoYeH (oH-nanH).

CnegyeT AOKYMEHTUPOBaTbL NPOXOXAEHWE 3Tana npuknagHbIX NpoLeccos, Ha KOTOPOM MporpaMMHoe
obecneveHue 3anpalLmBaeT 3anuchb 3NeKTPOHHLIX PaifioB B CUCTEMY XpaHEHUS.

Hocutenu undopmaunm 1 B3aMmMocBa3aHHbIe NOACUCTEMbI XPaHeHWUs OOMKHBI BbIBUpaTbea Tak, 4Tobbl
npeaoTBpaTUTbL BO3MOXHOCTb HEAETEeKTVPYEMOro BHECEHUA HeCaHKLMOHUPOBaHHLIX OMOSIHEHUA, U3MeHe-
HWUIA n/unu yaanexdns nHdopmauuun. Mpoleaypel AeTEKTUPOBaHUA MOTYT BKMoYaTb B cebs ucnonb3osaHne
3MEKTPOHHBIX/LMGPOBLIX NOANUCEN U/UNN KOMUIA, COXpaHAeMbIX B pasfiMiHbIX MecTax, NpeanodTUTeNLHo ¢
npusrevYeHmem JOBEPEHHbIX TPETbUX CTOPOH.

B crctemax, He 06opyA0BaHHbIX CpeAcTBaMu, MO3BOMSALLMMUY B X04e HOpManbHbIX onepauuin asToma-
TYeckn obHapy>KMBaTb HECaHKLMOHNPOBaHHbIE N3MEHEHWUS UK yaaneHus ainnos, nofib3osaTensam cneayet
NpoBOAUTL BbIGOPOYHLIE MPOBEPKU, C TEM YTOOLI yBeAUTbCA B TOM, YTO He noanexaiwme mogudukaumm
(frozen) pannel He 661U N3MEHEHbI UK yaaneHb!.

B cnyyae ncnonb3oBaHusi Hocutenei o4HOKpPaTHOM 3anvMcu cneayeT NPUHATL BO BHUMaHWE CPOKWN XpaHe-
HUA coXpaHsieMon MHbopMaunn. Tam, rae 3To NpaKTM4eckn BO3MOXHO, MHOPMaLUIo C Pas3UYHBIMU CpoKaMn
XpaHeHUs He cneyeT COXpaHsATb B 0AHOM (hr3nMYeckoM pasaene HocuTens nHgpopmaumu.

6.4 YpoBHU focTyna

MoapobHble cBeaeHNst 060 BCeX MMEIOLLIMXCS B CUCTEME YPOBHSIX AOCTYNA U 0 NpoLeaypax UxX UCnosb3o-
BaHWUSA AOMKHbI BbITb 3840KYMEHTUPOBaHDI.

OO6bIYHO UMetoTCS crneayoLmMe YpoBH AoCTyNa:

- pykoBoguTenb cMcTeMEI (System manager);

- CUCTEMHBIN agMUHUCTPATOP;

- COTPYAHUK CNy>XObl TEXHUYECKOW NoAaepKKM cucTeMbl (system maintenance);

- aBTOpbI M OTNpasuTenu (originators);

- XpaHeHue 1 uHaekcuposaHue nHgpopmauuny;

- MOUCK MHdopPMaLLK.

CnegyeT paspellaTtb BBOA UMM U3MEHEHWE XpaHUMOW MHOPMaLMK TOMbKO COTPYAHUKAM, UMEIOLLUM
COOTBETCTBYIOLME MpaBa AOCTyna.

Mpaea gocTyna k cMcTeMe A0SKHBI MPeAoCcTaBNATLCA TONBKO NOCAe TOro, Kak COTPYAHMK YCMeLHo noa-
TBEPAWM CBOKO KOMNETEHTHOCTb.

6.5 KoHTponb LenoctHocTu cucteMsbl (system integrity checks)

6.5.1 OG6Lune nonoxeHun

BHyTpu cucTeMbl JOMKHBI UMETLCS cpedcTBa, obecneunsaowme B MacliTabax Bcei cuctemsl nogaep-
XaHue LLeNoCTHOCTN CoXpaHeHHoM nHpopmaL i, B TOM YMCTE BO BpeMS ee Nepeaayun c Hocutenei/Ha Hocute-
N UHpopMauun.

MpremneMbiM NOAX0A0M SIBSIETCS UCMOSb30BAHNE KOHTPOMBHBIX CYMM, BLIYUCIIEHHBIX Cpasy Xe nocne
BBOAA NHpopmaLmn B cuctemy. Micnonb3oBaHue AaHHOrO MeToda rapaHTUpyeT, YTo nobble oLuMbku Nnpu nepe-
Aade cannos mexay nogcuctemamu 6yayt o6HapyKeHbl aBTOMaTUYECKN 1 CO BCell onpeaeneHHoCTb. Cam
no cebe 3TOT METOA He 3aLMLLAET OT BOSMOXHOCTM 3MIOHaMepPEeHHOTro MaH1NynuposaHus nHgopmaumen Mex-
4y MOMeHTOM BBOAa MHOPMaLMM B CUCTEMY 1 BpEMEHEM NepEHEeCeHWs ee Ha HocuTenb nHgopmauun. Takne
MaHUNyALMA MOTYT COMPOBOXAATLCA BbIYUCIIEHNEM HOBOM KOHTPOMBHOW CYMMEI, €CMN anropuTM BblYUcne-
HWS KOHTPOSBbHBIX CyMM M3BeCTeH. 1151 peLueHns aToin npobnemel TpebyroTcs MHble Npoueaypbl. MpocTbiM cno-
coboM SBNSIETCH COXpaHeHWe KaX4oW BbIMUCMIEHHON KOHTPOMbHOW CYMMbI B COCTaBe KOHTPOSbHOM
nHdopmaumm (audit trail).

Onsa sawmnTbl XxpaHUMoh nHcopmaLunm oT BpeAoHOCHOTO NPorpammHore obecneveHuns cregyeT ycTaHo-
BMTb U NOAAEPXKMBATbL B aKTyanbHOM COCTOSIHMM COOTBETCTBYHOLLEE 3alluatoliee nporpamMmHoe obecne-
YeHue.

CneayeT ycTaHOBWUTL TaMm, rae 3To YMecTHo, obopyAoBaHue Ans 3ayTbl CUCTEMbI OT CH0EB MUTaHNs.
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6.5.2 LudpoBble U aneKTpoHHbIe NnoanucHu (Bknioyas 6uoMeTpruyeckue nognucu)

Lincbposble 1 3MeKTPOHHBIE NOAMUCK AAl0T BO3MOXHOCTb MoKasaTb, YTO U3BNevYeHHaa uHgopmaLms
ABNAETCA UMEHHO ToW UHcbopMaLmeld, koTopas bbina coxpaHeHa. [ns BHeApeHUs Taknux cuctem noanucaHms
06bI4HO TpebyeTca coTpyaHn4ecTBo 06enx cTopoH. Noanucu co3garoTcs C MOMOLLBIO YCTPOUCTB OLMdPOBKA
noanucu (3NeKTPoHHbIe Nognucu) Nbo ¢ NOMOLLbLIO KiTloya (LUMdpoBbIe MOAMUCU) N aCCOLMNPYIOTCA C 3NeKT-
poHHbIM haiinom. B page cnyvyaes nuuo, ussnekaioulee MHopmaLmio, MOXeT UCMONb30BaTb NOANUCHL ANA
NPOBEPKN MUYHOCTU NepBOHaYanbHOro NoANMcaHTa, a Takke — B HEKOTOPbIX cucTemMax nognucaHna — ans
NpoBepkn LenocTHocTu daina. [laHHble MeToabl MOryT 6biTb UCMOMNb30BaHbI MPU XPaHEHUU, BbINONIHEHUN
workflow-npoueccoB 1 nepegave (He3aBUCUMO OT TOrO, UCMOMbL3YIOTCA MM CUCTEMBI Nepeaayn B peanbHoOM
BPEMEHWN NN CUCTEMBI OTIOXEHHON Nepedayuu). MNoanucy cneagyeT UCnonb3oBaTh B TEX NPUMOXKEHUSX, rae
Ba)kHO UMeTb BO3MOXXHOCTb NOATBEPANUTb LIENTOCTHOCTL MOSy4eHHOro chaiina u, BO3MOXHO, IMYHOCTL OTNpaBu-
Tena. Cneayet obecneuntb 3awuuwieHHoe xpaHeHue nognuceit. [loctyn k cainam nognucen, Knwvam n
anroputMam AofKeH paspellaTtbCs TONIbKO aBTOPU30BaHHOMY NepcoHarny.

Lincbposble 1 3neKTpoHHbIE NOANUCH, UCTIONb3YeMble Ans AoKasaTeNbCTBa HEU3MEHHOCTUN 3NeKTPOHHOU
nHcbopMaumnK, AOSHKHBI BKMOYATL B c€651 KOHTPONbHBLIE CyMMBI UMW 3HAYEHUS! XeLei, KoTopble MOryT 6biTb
BCTPOeHbI B haiinbl /N COXPaHATCA B 3aLLULLEHHON CUCTEME C NMPUBS3KOM K UCXOAHON MHOpMaLm.

Mpouecchl, Ucnonb3yemble AN BblAayu, nogaepXxaHus n/nnu cosgaHus LMpoBbIX U 3MeKTPOHHBIX Noa-
nucen, AOMKHbI ObITb 3a40KYMEHTUPOBaHbI. DTU NpoLecchl A0IPKHBI BKITIOYaTh B cebst MexaHU3Mbl NpoBepKn
WCTUHHOM NUYHOCTM LA 40 TOro, kak eMmy ByayT npegocTaBneHbl Npasa nognMcaHusl.

B cnyvyae BO3HWKHOBEHWA COMHEHWA OTHOCUTENIbHO ayTEHTUYHOCTU 3IIEeKTPOHHBIX hannos noanucu
MOryT 6bITb UCMOMNb30BaHbI B KA4YEeCTBE AoKasaTenbCcTBa, NOATBEPXKAas, YTO BCSAKUA COXPAHEHHbIN UNW Nony-
YEHHbIA NyTeM nepeaadn an cogepXxnT Ty Xe UHopMauuio, YTO 1 UcxoaHbIA dain. Mpouecchl, KoTopble
Heo6Xx0AMMO BbINOSHUTL B CllyYae, eciii BO3HUKHET Bonpoc 06 ayTeHTUuYHOCTU chaiina, cHabxeHHoro undpo-
BOI noAnuUCkbIo, criedyeT 3aJ0KyMEeHTUPOBaTh.

6.6 O6paboTtkarpaduyeckux o6pazoB

[ns nonyveHus rpacgpryecknx 06pa3oB ONTUMAaNbHOro KayecTBa Uy /151 NOBLILLEHWA KAaYeCcTBa pacnos-
HaBaHMWs B MpoLecce aBTOMaTM3MPOBaHHOrO BBOAA AaHHBIX MOTYT ObITb BbINOMHEHbI Npouecckl 06paboTku
nocne ckaHNMpoBaHusl. Ecrnn Takme npoLecchl BLINOMHATCS, TO BO3ASNCTBUE KaXKA0r0 U3 3TUX NPOLIECCOB Ha
rpachmyeckmin obpas 4OMKHO ObITb 32 40KYMEHTUPOBAHO UHANBUAYANBHO.

TepMUH «npoLecchl, BINONHAEMbIe NOCMe CKAaHUPOBaHMS» UCMOMb3yeTca ANA ONUCaHUs PasiuyHbIX
METOOOB YIyylUeHNsi KauecTBa M306paXkeHUs, UCNOMb3yoWmMX annapaTHble U/vnu nporpaMmmHble cpeacTea,
KOTOpble MOTyT MOBNUATL Ha oToBpaXeHWe rpacudeckux obpas3oB 1 pasmep coxpaHsiemblx gainos. Takne
cpeacTsa MOryT BbITb YCTaHOBMNEHBI Kak Ha paboyei CTaHLMK ckaHUPOBaHUS, Tak U Ha CETEBOM cepBaepe.

B yncno HanGonee pacnpocTpaHeHHbIX MeToAoB 06paboTkn BXOAAT:

- BbipaBHMBaHWe nepexkocos (de-skew);

- yaaneHue ToYek 1 NsATeH, ouucTka dooHa (de-speckle/backgroundclean-up);

- yAaneHne YepHon kaiMbl Mo rpaHuLLe nsobpaxeHus;

- «CHATME» hopMbl (CM. Takke 6.8).

CpegcTea 0b6paboTkm rpaduyecknx obpasos cregyeTt MCMNonb3oBaTb C OCTOPOXHOCTLIO. Hanpumep,
npoLecc yaaneHus ToYek U NATeH MOXeT YAaNUTb AeCATUYHbIE TOUKU, TEM CaMbIM U3MEHUB 3Ha4YeHWe Yncen.

Iiobas obpaboTka oLmdpoBaHHoro rpadmyeckoro obpasa He 4OKHA MOBNNATL Ha €ro LeNoCcTHOCTb Kak
WCTUHHOM KONuK opurMHana. Ytobel y6eantbesa B TOM, 4TO 06paboTka He BNUSIET Ha LIeOCTHOCTb OTCKaHUPO-
BaHHbIX rpacbndecknx obpasos, crieqyeT OTCKaHUPOBAaTb TECTOBLIN HABOP BYMaXKHbLIX JOKYMEHTOB, BKITHOUNB B
Hero obpaboTky W306paXkeHWA, X COMOCTaBWUTb pacnevaTkM MofydYeHHbIX rpadpuyecknx obpasoB ¢
opurMHanamu.

B cnyvae, ecnv npumeHsoTca MeToAbl 06paboTku rpacduyeckmx 0bpasos, criedyeT nodyMaTh O COXpaHe-
HUK rpacpryecknx obpasos TeCTOBOro Habopa ByMaXHbIX JOKYMEHTOB, NMONYYEHHBIX KakK ¢ UCMOoSb3oBaHNEM
obpaboTku, Tak n 6es Hee.

OdbdbekT oT 0bpaboTkv NonyToHOBOro rpadudeckoro obpasa nepes ero npeobpasosaHueM B YepHO-
6enoe n3obpaxeHue cregyeT NPOBEPATbL HA NPUEMMTEMOCTb.

CpeacTsa yaaneHns Todek v NAaTeH cnegyeT NPUMEHsTb ¢ 0060 0OCTOPOXHOCTbLIO U X MCMOMb30oBaHNe
AOKYMeHTMpoBaThb. Mcnonb3oBaHne 3TUX CPeACcTB NPUBOAMT K yAaneHno oTAeNbHbIX NUKcenen nnm He6onb-
LUMX FPYNM MUKCenen u3 anekTpoHHoro rpadguyeckoro obpasa, B pesynbTaTte Yero nosydyaercs cy6bLeKTUBHO
bonee ynctoe nsobpaxeHune, ogHako HUKoraa He ObiBaeT NOHOM yBEPEHHOCT B TOM, UTO U3 rpadunieckoro
obpasa yaaneH Tonbko Lym. MNpu o6paboTke onpeaeneHHbIX BUAOB ByMaXHBIX JOKYMEHTOB CyLLecTByeT
BbICOKU PUCKTOrO, YTO MOXKeT BbITb YAasrieHa nonesHas uHgpopmMaums, HanpuMep, oTAerbHbIe YacTu YXe UCKa-
YKEHHbIX CIMBOJSIOB, 3HaKW NpennHaHns UK YacTb MENKAX AeTanei B YyepTexax.
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Ecnu ans rpacduueckux o6pa3oB 0ObIMHO NPOBOAUTCA yaarneHue ToYek U NATEH, Toraa B OTCYTCTBUE
ABHOW MHGOPMAaLMK O KOHKPeTHBIX rpadudecknx obpasax, NoABepriInxcs Takon o6paboTke, BnocneacTsmu
npeanonaraoT, YTo yaaneHue To4YeK 1 NATeH MPOBOAUIIOCH AJ151 BCeX M300pakeHNiA, YTO MOXeT HeraTMBHO cKa-
3aTbCA Ha BO3MOXHOCTU [0Ka3aTb ayTeHTUYHOCTb 3TUX rpaduyeckux obpasoB B cnyyae BO3HUKHOBEHUA
COMHEHWI B UX NOMHOTE.

MpumeHeHne cpeacTB yaaneHus Touek 1 NATeH AOMKHO JOKYMEHTUPOBATLCA B XXypHane onepartopa
(operatorlog) nM6o B cocTase KOHTPONLHON MHDOPMaLMK, B0 MyTeM UCNONb30BaHWUA AOMONMHUTENbHBIX AaH-
HbIX (MeTaaHHbIX), aCCOLIMMPOBAHHBIX C COOTBETCTBYIOLMUM rpacduyeckum o6pasom.

Ecnu BaxxHOo, 4To6bl He 610 HUKaKUX NoTepb MHGOPMAaL MM B OTCKaHUPOBaHHbIX rpaduyeckux obpasax,
32 UCKIMIDYEHMEM NOTePb, CBA3AHHBIX C paspeLleHneM Npu ckaHUpoBaHWUKW, TO NEPBOHAYanbHO CoO3AaHHbIV rpa-
chuueckuii 06pas He cnegyeT BNOCNeACTBUN NoABepraTh kakon-nn6o o6paboTke.

B Tex cnyyvasix, koraa meTtoael 06paboTku rpacudeckmx o6pasos MOryT NOBAUATL Ha LLENOCTHOCTL COXpa-
HeHHoro rpaduyeckoro ob6pasa, cnegyeT pacCMOTPETb BO3MOXHOCTb COXpaHEHUs Takke U NepBOHaYanbHoOro
(T.e. HeobpaboTaHHoro) rpacuyeckoro obpasa.

6.7 MeTtogbl cxaTua

MeTogabl cxaTtus channos cnegyeT NPUMEHSATL B COOTBETCTBUM C MONIUTUKON YNpaBneHUA AOKYMEHTaM1 U
nHdbopMaumen. Takme MeToabl MOTYT MPUMEHSITLCA K 3M1eKTPOHHBIM dbainam Ao 1iu BO BPeMS XPaHEHUS, C TeM
4YTO6bl YMEHbLLIUTL pa3Mep hainnos 1 ynyyLMTb NPOU3BOANTENBHOCTb CUCTEMBI.

Mcnonb3yemelil TUN CXaTus, Kak NpasBuno, 3aBUCUT OT LieNeBor 3adaqn, XoTa B HEKOTOPbIX CUCTeMax
MOXeT UCMOSb30BaTLCA BCTPOESHHBIA MEXaHU3M CXaTusa, 1 Toraa y nonb3osBatens HeT MHOW anbTepHaTUBHI,
Kpome ero npumeHeHus. [lononHuTenbHble cBeaeHUA 0 MeToaax cxaTtna MoxHo Hautu 8 UCO/TO 12033.

MeToabl caTua MOryT OCHOBbLIBATLCS Ha pasfUYHbIX MaTemMaTU4ecknx nogxoaax, ogHaKko BCe OHU MOTyT
6bITb pasgeneHbl Ha ABa Knacca: cxaTue ¢ noTepamn U oxatue 6e3 noTepb.

MprymMeHseMble MeToabl CKaTUS U Hanuuue NMBo OTCYTCTBUE NOTEPb NPU UX UCMONb30BaHUN JAOMKHDI
6bITb 3a40KyMeHTUPoBaHbl. [lokyMeHTauus AoMmKHa cofepXaTb KONMHeCTBEHHbIE AaHHbIE U BKNOYaTb B cebsa
onncaHve anropuTmMa, UCNorb30BaHHOIO AN pacyeTa ypoBHA NOTEPb Npu cxXaTuu.

OTa nHopmaLmns MOXeT COXPaHATLCA Kak YacTb ana Unu B3aumocBA3aHHbIX C HAM AaHHbIX 60 B
OTAEeNbHOM XypHane.,

MpwumedyaHwne— Hanpumep, B cnyyae rpadmueckux caiinos B popmare TIFF (1 B HekoTopbix Apyrux hopma-
Tax) CBeeHWA 0 METOAE CXKaTA aBTOMaTUYECKN COXPaHsIloTCA BHYTpU rpaduyeckoro danna.

MeTOJJ.bI CXaTha C noTepaMU cnegyeT UCMONb30BaTh C OCTOPOXKHOCTbIO. Mo onpegeneHuo nppuMmeHeHune
TakKMXMeTod0B NpuBoanT K HeOGpaTI/IMOVI notepe AaHHbIX, NyCTb JaXXe B HEKOTOPbIX CNy4YaaX 3TO NOTepA ABNA-
eTcsl HeoLYyTUMOM BU3yanbHo. Kak cneacteue, pacnakoBaHHbIA 31eKTPOHHIN chaiin He ByaeT aeHTUYeH nep-
BOHa4arnbHOMY ainy, YTo MOXET 3aTPyAHUTb AoKa3aTeNbCTBO LenocTHOCTU Takux dannos. Hanpumep, B
rpacpmuyeckoM dpaine YacTb TeKcTa U/ pUCYHKOB MOXET NponacTb, byay4n 3aMeHeHHON UCKYCCTBEHHO cre-
HepupoBaHHbIMA aHHBIMU. Takum 06pa30M, BO3MOXXEH PUCK MPU NCNONBb30BaHUN CXXaTuda C NOTEPpAMU B OTHO-
WweHnn haiinos, B MepByo odepeb, cogepXalux TEKCT (B TOM YMCIe PYKOMUCHBIN), YEPTEXN Y LUTPUXOBLIE
pucyHk (line drawings).

CxaTne c noTepsiMn MoXeT BbITb NpurogHo Ans poTorpacnHecknx 1 MHBIX MaTepmraros ¢ HeNpepbIBHbIM
N3MeHeHWeM OTTeHKOB; ANA NONYTOHOBLIX U LBETHbLIX AOKYMEHTOB, €ClTM MOXHO NnokasaTb, YTO B OTCKaHMPO-
BaHHbIX rpacuyeckmx obpasax 0TCyTCTBYET CyLLeCcTBeHHas NoTeps MHpopMaLmu.

Ecnun NPUMEHAETCA CXKaThe C noTepaMun, To cnegyet ConocTaBUTb TECTOBbIN Ha6op pacnakoBaHHbIX
¢painoB ¢ UX opUrnHanamu, ¢ Tem YTobel y6eauTLCA B OTCYTCTBUM CYLLIECTBEHHOW NoTepu HopMaLmu.

Ecnun MPUMEHATCA MEeTOAbl CXKaThA C NOTepAMU, TO crneayeT 3aJ0KyMeHTUPOBaTb AOCTUTHYThIe cTene-
HU CXKaTKA.

CreneHb cxaTtusi cnegyeT No BOSMOXHOCTU BbIGMpaTh Takor, YTo6bl BCA MHOpMaLms, Heobxoaumas B
KOHTEKCTe LieNeBor 3afaudu, NpucyTCTBOBaa B pacnakoBaHHOM daiine.

MakcumanbHO gonycTumast cTeneHb cxatus MoXeT ObiTb onpedeneHa ¢ UCMnonb3oBaHNeM TeCTOBOW
BbIGOPKM MCXOAHBIX AOKYMEHTOB U MOXET BapbUpOBaThCH ANS PasiuYHbIX 4OKYMEHTOB BbIGOPKA. BO3MoXHO,
noTpebyeTcsl MPUHATL peLleHne 0 TOM, NCMOIb30BaTh N PasfMyHble CTeNeHU CXaThs Ans pasnMyuHbIX A0Ky-
MEHTOB WM 1CMONb30BaTb OAHY U TY XXe CTeneHb cxXaTusi Ans Bcex JoKyMeHTOB. B criyyae ncnonbsosaHus
nocrnegHero noaxoda pesynbTaToM, Kak npasuno, 6yaeT 6onbluMii cpeaHnii pasmep rpadudeckoro daina,
0QHaKo ckopocTb 06paboTky Takke ByaeT Bhille U3-3a MEHbLLErO BMeLlaTeNbCTBa oneparopa.

Ecnu BaxHo, YTOBEI He GbiNo NoTepb MHMOPMAaLMM B OTCKaHUPOBAaHHBLIX rpadudecknx obpasax, 3a
NCKIIO4YEeHMEM NOTEPb, CBA3AHHBIX C paspeLleHneM Npu CKaHUPOBaHWUK, TO CxKaTuhe ¢ NoTepsAMU UCTMIONb3OBaTh
He cneayeT. Kuncny anekTpoHHbIX AOKYMEHTOB, A5 KOTOPbIX MUCMOSb30BaHNe METOAOB CKaTUsl C MoTepAMU He

28



FOCT P 54471—2011/ISO/TR 15801:2009

peKoMeHayeTCs, OTHOCAT, Hanpumep, peHTreHorpaMmmbl (T. €. MeAULMHCKNE U NHXEeHEePHbIe PeHTreHOBCKNe
CHUMKMN).

B cnyyae npumeHeHus cxaTus cuctema orkHa BKIoYaTh B cebsa afekBaTHble, NpeanoyTUTeNbHO aBTo-
MaTu3npoBaHHble cpeAcTBa, obecnevnBaloLMe CoOTBETCTBUE CxaTbIX (ainnoB TpeGoBaHUAM K KOHTPOIO
KavecTBa (TakuM, HanpuUmep, Kak NpoBepka kavecTsa rpaduyeckoro obpasa nocne ckaHMPOBaHUSA C BOSMOX-
HOCTbIO NPoBeaAeHNs NPy HeobX0AMMOCTU NOBTOPHOIO CKaHWUPOBAHWS; KOHTPOMb HaJ TOYHOCTbIO acCoLMUPO-
BaHHbIX AaHHbIX; KOHTPOSb LLeNOCTHOCTU AaHHbIX).

6.8 PaspeneHue cdhopmbl U BBeAeHHON UHopMaLuK, «cHATUE» hopMbl (form overlays and form
removal)

EcnunucxoaHeln gokyMeHT npeacTaBnseT coboii hopmy, Ha KOTOpYHo HanoxeHa uHgopmMaums, To chopma
MoXeT BblTb 3NeKTPOHHBIM 06pa3oM yaaneHa nu3 oTckaHMpoBaHHOro rpacduyeckoro obpasa nepeps ero coxpa-
HeHueMm («cHATUE» hopMbl).

EcnunanekTpoHHbIM 06pa3oM cHaTasn chopma coxpaHsieTcsl 0TAENbHO OT OTCKaHUPOBaHHbIX rpadnyeckix
06pa3oB, KKOTOPbLIM OHa OTHOCUTCS, €10 criedyeT ynpaBnsATh Tak, Kak eciiv 6bl OHa bblna YacTbio 0TCkaHMPOBaH-
Horo rpadmyeckoro obpasa.

CreayeT 3a0KYMEHTUPOBaTb TOT haKT, YTO NOSyYeHHbIN rpaduieckuii obpas (6e3 popMbl) ABNseTcs
pe3ynbTaToM CHATUSI PopMEl, a Takke naeHTUdnKkaTopa Bcex WabroHoB, NCNOMb30BaHHBIX NPU CHATUK op-
Mbl. 3Ta MHOpMaLMs JOIHKHA COXPaHSTLCs B NPUBSI3Ke K NofyvyeHHOMY rpadgrieckomy obpasy. Takke gosn-
XHbI 6bITb COXpaHeHb! KOMWUN BCEX UCMONb30BaHHbIX LABMOHOB.

Konus, nonyyeHHas nyTem cnusHus wabnoHa u rpacdudeckoro obpasa co cHATon popmMoi, MOXeT He
npu3HaBaTbCA TOYHON KOMWer opurmHana, XoTsl oHa MOXeT OblTb 4OCTaTOYHO TOYHOWN ASA UCMONb30BaHUs B
MPUNOXEHNSIX.

AYTEHTUYHOCTb Takoro CUHTE3NPOBaHHOTO rpaduyeckoro obpasa MmoxeT 6biTb TPYAHO AOKa3aTb, OCO-
6eHHO ecnn Ha CUHTE3MPOBAHHOM U306paKeHNn UMEET MeCcTo O4eBMAHOE cMeLleHne UHopMaLIMu OTHOCU-
TenbHO (hOpPMbI.

MoxxeT okasaTbCs LienecoobpasHbiM COXpaHATb TOYHbIE KoMK NepBoHaYarbHbIX OpM, COXpaHss caMu
opurmHansl MMbo N3roTaBnMBas UX KOMUIO Ha MUKpoNMeHke, NMBo coxpaHsisi nofHble rpaduyeckue o6pasbl
dopm.

6.9 dakTopbl okpyxatowen cpeabl (environmental considerations)

CnepyeT 3a0KyMeHTUPOBAaTb ONUCaHWE pPeKOMeHAAaUWA NPOM3BOAUTENEH OTHOCWUTENbHO YCMOBUMA
(OYHKLMOHUPOBAHUSA BCEX KOMMOHEHTOB CUCTEMBI 1 HOCUTENe HdopmaLmu.

Takke cneayer 3afoKyMEeHTUPOBaTL Npoleaypbl 06paleHns ¢ HocuTenaMn UHdopMaLmMn U UX Xpa-
HEHUA.

Bce Buabl HocuTeneit MHGOPMaLN UMEIOT OrpaHUYEHHbIN Cpok cryX6bl. Jna o6ecneveHNA BOSMOXHOC-
TW WU3BMEYEHUA COXPaHEHHON MHopMauUn HeoBXoaMMO NPOBOAUTL PEerynsipHble NPOBEpKU HocUTenen
uHgOPMaLMK B COOTBETCTBUM C pekoMeHAaUMAMK NpoussoanTens. MpoLieaypbl KOHTPOSA COCTOAHUS HOCUTE-
nen uHpopMaunn AomKkHB! BbITb 3aA0KYMEHTUPOBaHbLI. HOCUTENU A0MKHbI perymnsapHo NpoBepATLCA B COOT-
BETCTBWM C PEKOMEHAALMAMMN UX NPOU3BOAUTENS.

6.10 Murpauun

UHdopmaLmsa MOXeT XpaHUTLCA B TeHeHWe A0CTaTOMHO ANUTENBHOIO BpeMEHU U, YTO BaXKHO, AorbLue,
4YeM BPeMSs XU3HU HblHE UCNONb3yeMbIX TexHomnoruin. Moatomy ansa obecneyeHns LEenoCTHOCTU XpaHUMOIA
WHcopmaLIMM BaXKHO C CaMoro Havana npeaycMoTpeTb BO3MOXHOCTL TOr0, YTO OHa NoABeprHeTca npoueccam
murpauuun. Takue npoLeccbl MOryT BKNoYaTh B ce6 cMeHy HocuTenst uHdopmaLuum Wnnm usMeHeHue KOMMbIo-
TepHoro 060pyAoBaHus U/Unun NporpaMMHoro obecneveHus.

HapeXHbiM MeTooM pelleHUa 3ToW noTeHuuanbHon npobnembl siBnsieTcs obecnevyeHne xpaHeHUst
3MeKTPOHHbIX (hainoB B cTaHAAPTHOM Ans oTpacnu copmaTte nubo Ansa nogaepxaHns NporpaMm NpocmoTpa
(viewers) ans kaxaoro popmaTta, UCNONb3YyeMOoro ANA XpaHeHUs MHopMaLIMK.

CnepyeT npegycMOTpeTb BO3MOXHOCTb MUrpauuMu 3MnekTpoHHbIX hainoB (BknoYas MeTagaHHble,
UHAeKCUpYytoLLME AaHHbIE U KOHTPONLHYH MHOPMaLMIO) Ha HOBbIE TeXHOMornM 6e3 NoTepu LLeNoCcTHOCTU U C
[OCTaTOYHOW AOKYMEHTaLMeR npouecca MUrpauun, No3sornsioLlel BnocneacTsmMum B no6o MOMEHT BpeMeHU
noaTBEPAMTL LENOCTHOCTL COXPaHEHHOW HopMaLUK.

6.11 YpaneHue n/unu yHuutoxeHue (expungement) madpopmaumumn

MoxeT okaszaTbcsl He06X0AUMBIM YAANUTL/YHUUTOXUTb MHGOPMaLMIO B JOBEPEHHON cUCcTEMe ynpaBsne-
HUSA JOKYMEeHTaMU1 U HdopMaLMei, Hanpumep, BO UCNONHEHUE 3aKoHOAATENIbHO-HOPMAaTUBHbLIX TpeGoBaHMiA.

MHoraa obctosiTenbcTBa MOryT noTpebosaTh, 4To6bl MHbOpMaLums, yxxe oToBpaHHan Ha YHUITOXeHWe B
CBAI3M C UCTEeYEHUEM 0BLIMHOTO A5 Hee cpoka XpaHeHUs, BpeMeHHOo He yHuUToXanack. Cneayet peanusoBatb
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npouecckl, obecnevnBaoLme NpoBeaeHUE IKCNePTU3bl YHUUTOXaEMOW MHGopMaLmmK nepea BbiNonHeHUeM
YHUUTOXEHURA, C TeM YTOObI y4eCTb BO3MOXHOCTb TaKMX 0COOLIX 0GCTOATENLCTB.

Ecnun nHdopmaumna xpaHutcs Ha HocuTensix ogHokpaTHol 3anucu Tuna WORM, To yaaneHue Kakor-T1o
onpeaeneHHon nHopMaLm HEBO3MOXHO (€CNK TOMNbKO He peann3oBaH KOHTPONMPYEMEIA NpoLiecc n3dupa-
TeNbHOro KONUPOBaHUA Ha HOBLIN HOCUTEb MHopMaLLMK). B HEKOTOPLIX NPUNOXKEHUSX MOXHO CYUATAaTb, YTO
yAaneHue Bcex CCbINOK Ha MHopMaLmio B MHAEKCE NpakTU4eckn paBHOLEHHO yaaneHuto caMoi uHdgopma-
unn. B HEKOTOPBIX MPUNOXEHUAX MOXET BbITb AOCTAaTO4YHO MOMETUTL MHOPMALMIO Kak yaaneHHyto. B cnyyae
HeobXxoAMMOCTU opraHnsauma AorkHa ybeauTbesl, UTO peanu3oBaHHas npoueaypa npuemnema ansi coot-
BETCTBYIOWNX KOHTpONUpyowmx opraHos. K aTuMm npoueccam cnegyeTr OTHOCUTBLCA C OCTOPOXHOCTBIO,
NOCKOMNbKY B onpeAeneHHbIX obCcTosATENbCTBax, TEM He MeHee, MoxeT ObiTb NpeabsaBneHo TpeboBaHue
n3BreYb 3Ty «yAaneHHy» MHbopmaumio.

Ecnu TpebyeTcs okoHYaTenNbHO yaanuTb MHOPMaLMIO U3 CUCTEMbI, TO BLISBNEHUE U yaaneHue BcexX
Konuin nHchopmaumm (BkNoYas pesepBHble konun) obecneunsaeT Hagnexallee BbINONHEHWEe 3TON 3a4a4n.

[lloBepeHHas cuctema ynpasneHus AOKyMeHTamM1 U nHdopMaumein AoMmKHa UMeTL cpeCcTBa A4S yaarne-
HUS1 MIMB0 HEBOCCTAHOBUMOrO YHUUTOXEHMUS HopMaLmm B pamkax nposepsieMoro (auditable) npouecca.

B cnyyae, ecnu ocywecternsieTcs yaaneHue u/unm HeBoCCTaHOBUMOE YHUHTOXEHWE MHopMaLm1, COoT-
BETCTBYHOLLAA aBTOpU3aUNs AOIDKHa ObITb NONy4veHa A0 BbIMOMHEHUA AeNCTBUIA.

[loBepeHHana cucTema ynpasrieHUsi AOKyMeHTaMn U uHdopmaumMen AofmMkHa umeTb cpedcTBO ANd
ucnpasneHna HeNnpPasuUbLHON 1 yaaneHust HeHY>XHo MHopMaLmu.

Ecnu ucnpaeneHue unu yganeHue ocyuecTBsSIIOTCS B COOTBETCTBUN € 3aKOHOAATENbHO-HOPMAaTUBHbI-
My TpeboBaHUSIMU, OHWU AOIMKHBI COOTBETCTBYIOLUM 06pasoM AOKYMEHTUPOBATLCA, YTOObI UMETh BO3MOX-
HOCTb NOATBEPAUTL UCTIONTHEHME TpeboBaHUI 3akoHoAaTENbLCTRA.

[ononHutensHble pekoMeHAaLumn no yaaneHuio MHopmMauum us cucteM og4HOKPATHOM 3anncu cM. B
NCO/TO 12037.

7 KoHTponbHas nHdopmaums (audit trails)

7.1 O6uwue nonoxeHus

7.1.1 CocrtaB KOHTponbHOW uHdopmauuu (audit trail data)

Mpu noaroToBke MHOPMALMX ANA UCTIONb30BaHMSA B KAYeCcTBe AoKasaTeNbCcTBa Kakoro-nn6o cobuitua
Wnn TpaH3akuun YacTo 6eiBaeT HeobXoAMMO NpeACcTaBUTb AOMOSHUTENBHYIO NOAAEPKUBAIOLLYIO MHOPpMa-
unto. Ata nHdopMaLma MOXeT BKItoYaTh B ce6 5 Takvne cBeAeHUs, Kak AaTa coxpaHeHust MigopMauun, faHHble
0 nepemeLleHUm nHpopMaLIMmn ¢ HOCUTENS HA HOCUTESb U A0KA3aTENbCTBA KOHTPONMPYEMOTro (YHKLIMOHUPO-
BaHWA cuUCTeMbl. OTU CBEAEHWs] Ha3blBAOTCA «KOHTPOSNbHOW WHGopmauuen» (audit trail information).
KoHTponbHas uHdopmauus (B Takom BMAE, B KAKOM OHa onvcaHa B HacTosiLeM cTaHaapTe) npeactaBnseT
coboli COBOKYMHOCTb MHOpMaLMK, HEOBXOAMMON AN AOKYMEHTUPOBAHUS UCTOPUM BCEX CYLLECTBEHHbIX
COObITUA, CBAA3AHHBLIX C XpaHUMOWN nHpopMaLmen U AOBEPEHHOW CUCTEMOMN YNPaBreHUst JOKYMEHTaMu U
nHdopmaumein. ATU cBegeHNSA MOXKHO NOAPA3AENNTL Ha ABE KAaTeropumn:

- OTHOCSILUMECSH K CUcTEME;

- OTHOCSILLMECSH K XPaHUMON nHcopmaLmu.

B nHTepecax noaTeepxAeHUs LLeNOCTHOCTU U ayTEHTUYHOCTU XPaHUMOA UHOpMaLuK criegyeT aoKy-
MEHTUPOBaTL NCTOPUIO MPOUCXOASLLNX B JOBEPEHHOW CUCTEME YNpaBneHnus 4oKyMeHTaMu U MHcpopmaumnein
AeNCTBUIA 1 COBBLITUIA, KOTOPLIE, BO3MOXHO, B 6yayLLIEM NpUAETCS PEKOHCTPYUPOBaTh.

KoHTponbHasa nHdopmaums AorkHa cogepXkaTb cBeeHns, HeobxoauMble U 4oCTaTOYHbIe ANA Aokasa-
TenbCTBa ayTEHTUHHOCTU XPaHUMOW UH(OpMaLIK.

[ocTyn K KOHTPONbHOW UHOPMaLMKN YacTo MOXET BbITb HYXXEH HECKOMbKUM noapasaeneHnam u/unu
COTPYAHUKaM opraHusauum (NMbo BHELIHMX OpraHv3aLMii), BKIlouas npeacrasuTeneil AenoBbIX nogapasaene-
HUWIA, lopuandecKoit cnyXobl U cry6bl ayauTa.

CocTaB KOHTPObHOM MHbopMaLmmn okeH BbITb COrmacoBaH Co BCEMU COOTBETCTBYIOLLUMMU Noapasae-
NEeHNsIMU OpraHn3aLun.

B 60nbLUMHCTBE OpraHn3aLmii KOHTpombHas UHbopMmaLus ByaeTt npeacTaBnaTb coboi Habop xxypHanos
(logs), BeayLLUMXcs CUCTEMOM 1 onepaTtopamu.

KoHTponbHasa nHgopmaums gomkHa BKoYaTb B ce69 AaHHble 06 M3MeHeHMsAX B MHopMaLMK, XpaHsa-
LLLeACA B CUCTEME.

7.1.2 Co3paHue KOHTponbHOM UHOpMaLUmn

Hackonbko 370 NpakTU4eckn BO3MOXKHO, KOHTpOJSibHast MHpopMaLms AOMKHA co3AaBaTbCs CUCTEMOMN
aBTOMATMYECKU, U COOTBETCTBYIOLLME NPOLIECCHl AOMMKHBI BbITh ONNCaHbI B PYKOBOACTBE MO CUCTEME.
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B cny4ae, ecnu BxogsiLme B cOCTaB KOHTPOMbHOW MHpOpMaLMn faHHbIE HE CO3[al0TCA CUCTEMOW aBTo-
MaTtu4ecku, npovieaypbl hopMUpoBaHUs TakMX aHHbIX AOSMKHBI 6bITb 3240KyMEHTUPOBaHLI B PyKOBOACTBE MO
npoueaypam. CnegyeT NpUHATL BO BHAMAHWE, YTO UMEHHO OTpaXatoT 3TW AaHHble. Hanpumep, cosgaeTtca nu
onpeaeneHHas YacTb MHGopMaLIMK B BUAE NpoeKTa, passuMBaeTcs N oHa B BUAe paga sepcuin? Tpebyetca nu
NONHaa KOHTPOrbHasi MHpopMaLMs NO KaXKAON BEPCUU NN TOMbKO ANs OKOHYATENbHOro AOKYMeHTa?

ABTOMaTU4eCKOE CO3[aHNe KOHTPONbHOW WHopMauUN ABNAETCA NPEAnOYTUTENbHBLIM, MOCKOMbKY
TakoW KOHTPOMbLHON MHbopMaLumel NpoLLe ynpasnsATb M NOATBEPXAaTb ee NOANUHHOCTL. Ecnn asTomatuvec-
Koe co3faHue KOHTPOIbLHON MHhopMaLn He Ucnonb3yeTca, To cneayeT TwaTeNbHO OLEeHUTL pecypcbl, Heob-
X0AUMble ANS cO34aHus aBTOMaTM3NPOBaHHOTO NpoLecca.

Mpoueaypbl, KOTOpblE AOMKHBI ObITb BEIMONIHEHBI B Cly4ae 3anonHeHna danna ¢ KOHTPOonbHOW MHdop-
mMaumen 3afaHHOro MakcumMarnbHOro pasmepa, a Taioke npoueayphbl, NO3BONAOLWMNE BLISIBUTL AaHHYIO CUTYa-
LMo, AOMKHbI 6bITh 3a40KYMEHTUPOBaHbI B PyKOBOACTBE MO npoueaypam.

7.1.3 OatauBpems

Kaxxgas 3anvcb AaHHbIX B MaccuB KOHTPOMbHOW MHbopMaLmn AOMKHa BKNOYaTb B ce6A COOTBETCTBYHO-
We AaTy 1 BpeMsl, OTHOCSILLMECs K AaTe U BpeMeHU JOKYMEHTUPYEMOro coBbITUA.

CoxpaHsiemble AaTa 1 BpeMsl cOBbITUSI A0MKHbI GbITb 4OCTAaTOUMHO TOUHbI, 4TOOLI NpU Nocneayowem pac-
cnegoBaHUMN YCTAaHOBUTL NOCIe0BaTENbLHOCTb CODLITUIA.

B cnyyae co3gaHusA KOHTPOMbHOW MWH(OPMaUMKM CUCTEMON AaHHble AO0MKHbI OblTb CO3AaHbl
HenocpeACTBEHHO Nocrne AOKYMEHTUPYEMOro cobbITUS.

Hata vn Bpems1, kak npasuno, 6yayT AaTton U BpeMeHeM co3aaHusa KOHTPOMbHOW UHopMaunn, ogHako
ecnuv cosfaHue 3Tol UHopMaLMK MO CYLLLECTBY NPOUCXOANUT OAHOBPEMEHHO C AOKYMEHTUPYEMBIM COBLITUEM,
TO 3TO BpeMsl BO BCeX cMbicnax byaeT BpemeHeM camoro cobbiTus.

B cnyyae cosgaHusi KOHTPOMNbHON MHGOPMaLMK BPyYHYO ee cneayeT co3faBaTh Kak MOXHO ckopee
nocre JoKyMeHTUpyeMoro cobbiTusi. Hanpumep, ecnmn gokymeHTUpyeTca Havano paboTel onepaTopa, To AaH-
HbIV chaKT cneayeT 3a40KyMEHTUPOBaTh B TOT XKe MOMEeHT BpeMeHW. Ecnu aokymeHTUpyeTca Havyano noarotos-
KA KOHKpeTHOro naketa OyMaXHbIX [AOKYMEHTOB, TO fAaHHbl chakT cnegyeT 3a4oKyMeHTUpOoBaTb
HenocpeAcTBEHHO Nepe Havyanom NogroToBKY 3TOro nakeTa.

Ecnun dpakTtuyeckoe BpeMmsa cobbITUsi UMeeT BaXHOE 3HaueHue, TO cnegyeT paccMoTpeTb BO3MOXHOCTb
1CMoNb30BaHWs 4OBEPEHHOro BpeMeHu (cM. 5.17).

7.1.4 XpaHeHue KOHTponbHOM UHOpMaLUn

XpaHeHWe KOHTPOMbLHOW MHOPMaLMKM — 3TO TeMa, KOTopasi HacTo He paccMaTpuBaeTcsl B MOSIMTUKE
yrpaBneHust AoKyMeHTaM1 U UHpopmaunein opraHmsanmm. MockonbKy Takoro poga AaHHble 4acTo co3fatoTces
aBTOMaTUYECKN U PEOKO UCTIONb3YHOTCH, O HUX 3a0bIBatoT U AOMKHBIM 06pasoM He KOHTPONMPYHOT.

HekoTopble cucTeMbl KOHTPONUPYIOT pazMep halfoB KOHTPOMbHON MHPOPMaLMn, NCMoNb3yS MeToA
LUMKITMYECKOR Nepesannciy, Npyv KOTOPOM yCTaHaBNMBaeTCA MakcuManbsHbIi paaMmep caina gaHHbIX U Npy goc-
TUXKEHWUU 3TOro pasmepa HOBblE AaHHbIE 3aMUCbIBalOTCA Ha MECTO caMblX cTapbiX AaHHbIX B channe. Takum
obpa3zom, cTapast KOHTpOorbHas MHOPMAaLIUA TEPSETCS.

KoHTponbHasa uHdopMaumna aomkHa BbiTh BKIKOYEHA B MOUTUKY B KaYecTBe OTAENbHOro TUna AoKy-
MeHTa.

KoHTponbHas nHbopmMaLmsa omkHa COXpaHATLCA, KaK MUHUMYM, B TeYeHUe TOro e nepuoaa BpeMeHn,
4YTO M MHpopMaLWS, K KOTOPO OHa OTHOCUTCS.

7.1.5 OocTyn K KOHTpOnbHOM UHpopMaLUm

Co0TBeTCTBYHOLUMM OMepaTopam B onpeaeneHHble MOMEHThI BpeMeHn TpebyeTcsa 4OCTYN KKOHTPOSbHOM
NHpopMaLn. B HEKOTOPBIX MPUIOKEHUAX TAKOW AOCTYN MOXET TpeGoBaTbCs NNLLb B 0COBbIX Cryvasix, 1 Nos-
TOMY BaXkHO, UTOObI NpoLieAypbl A0CTYNa U UHTepnpeTaunni KOHTPoNbHOM nHdopmaLmMm 6blnv 3a40KyMEHTUPO-
BaHbl.

PykoBoacTBO No npoleaypam A0MKHO OMNUChIBaTb, Kak MOXHO MOMYYUTb 4OCTYN K KOHTPOMbHOM MHAOp-
MaLWn U Kak ee MHTeprnpeTupoBaThb.

KoHTponbHag nHpopmaumsa gomkHa 6biTe 4OCTYNHA AN MHCIEKLMN aBTOPM3OBaHHbIM BHELUHMM Nepco-
HanoMm (Hanpumep, ayauTopamu), cnabo 3HakoMebIM 1M BoobLLE He 3HAaKOMbIM C CUCTEMOMN.

7.1.6 BezonacHoOCTb U 3aLluTa KOHTPOIbHOW UH(OpMaL UK

Ecnun ayTeHTUYHOCTb XpaHnMon MHpopMaL M CTaBuTcs Nod COMHeHne, TO LLeMOCTHOCTb KOHTPOSIbHOM
NHOPMaLIMM MOXKET OKasaTbCsl KItoveBbIM (0akTopoM Anst YCTaHOBMNEHUS ayTEHTUYHOCTN XpaHUMO UHAop-
MaLMn. YPOoBEHb 3aLlUMLEHHOCTN XPaHUMOW KOHTPOMbHOM MHOpMaLMM OOMKeH OblTb 4OCTAaTOYHbIM A8
NpeaoTBpaLleHns NobbIX 3MeHeHWI B NoBbIX AaHHbIX, BXOOSLLMX B COCTAB KOHTPOMBLHON MHbopMaLuum.

KoHTponbHas nHgopmaumnsa JomkHa XPaHUTbCs 3aluLLieHHbIM 0Bpas3oM cornacHo COOTBETCTBYOLLEN
nonuTNKe NHdopMaLMoHHo 6ezonacHocTU. B 0THOLIEHWUU KOHTPOMBHON MHOpMaLMK A0MKHBI cobitoaaThbes

31



FOCT P 54471—2011/ISO/TR 15801:2009

BHYTPEHHWE NpaBuna ynpasneHns JoKyMeHTaMu, KoTopble, Kak MUHUMYM, AOMKHbI BbITb HENPUMEHSAEMbI B
OTHOLUEHWUN APYrMX BaXKHENLLNX AeNOBbIX AOKYMEHTOB OpraHu3aLum.

CnegyeT XpaHuTb 3aluLLieHHble pe3epBHbIe KOMUM KOHTPOMbHOM MHdopMaLmn. 3To TpeboBaHe OTHOCUT-
€S K KOHTPOITBHOM MHpOPMAaLIMK, XPaHSILLENCS KaK Ha 3NEKTPOHHBIX HOCUTENSX, Tak U Ha Bymare/MUKpOneHke.

KoHTponbHas nHdpopmaums, XpaHawascs B LOBEPEHHON cucTeMe yrnpasneHnst AoKYMeHTaMu U UHcpop-
Mauueit, gormkHa 6biThb 3awuLieHa oT Mogudmkaunm. B cnyyae ncnonb3osaHus npoleayp BOCCTAHOBNEHUS
haiinos criegyeT coXpaHUTb KOHTPOSbHYHO MHpopMaUnio B 06beMe, OCTAaTOYHOM ANs MOATBEePKAEHUS TOro,
YTO BOCCTAHOBIIEHME HE MOBNNSANO Ha ayTEeHTUYHOCTb UHOPMaLK.

[Ons MUHUMU3aLMK prUCKa peKOMeHAYeTCs XpaHUTb KOHTPOIbHYI0 nHpopMaumio Ha WORM-HocuTtensix
ofHOKpaTHoM 3anuncu. B cnyvae ncnonb3oBaHus nepesanucbiBaeMblx HocUTenen nHgopmMarm Heobxoaumo
NPUMEHATb AONONHUTENbHBIE NpoLeaypbl ANd NpefoTBpalleHus BHeCceHUs uaMeHeHuin. Ucnonb3oBaHue mar-
HATHOM NeHTbl AenaeT MoanUKaLnio AaHHbIX CPaBHUTENBHO 3aTPYAHUTENbHON, MOCKOMbKY MarHUTHas NieHTa
06bI4HO ABNSIETCS HOCUTENEM, 3aNnCh Ha KOTOPbI OCYLLECTBAETCA NocneaoBaTesnbHo.

Ecnu cylecTByeT BepOSATHOCTb TOT0, YTO KOHTpONbHas MHopMauusa morna bbiTb MoguduLMpoBaHa, To
6yneT crnoxHee yCTaHOBWUTb ayTEHTUYHOCTb 060 MHOPMaLMn, K KOTOPOI OTHOCUTCSl 3Ta KOHTPOSibHasA
nHopMaLms.

Cogepxalune KOHTPONbHY UHGOpMaunio ByMaxHble AOKYMeHThl crieqyeT vaule ybupatb ¢ mecta
NUCMOMb30BaHNA U XpaHUTb B 3allueHHOM MecTe. HeM fonblue coaepaliuii KOHTPOrbHY0 MHOpMaLMIo
OOKYMEHT (HanpumMep, XXypHan onepartopa) ocTaeTcsl B oTHocuTenbHO HebesonacHOM MecTe, Hanpumep, Ha
pabouei cTaHLMK, TeM BbILLE PUCK BHECEHUS B HEMO HECaHKLIMOHNMPOBAHHBLIX U3BMEHEHUI. B cnyvae foKkyMeHTu-
POBaHUS KOHTPOMbHOM MHGOPMaLMK Ha ByMaXKHBIX HOCUTENSIX NOMb30BaTeNsAM Heo6X0ANUMO OLIEHWUTL Takomn
puck. Mpn ncnonb3oBaHUM ByMaXKHBIX AOKYMEHTOB PEKOMEHAYEeTCsl COXPaHsiTb UX KOMUA B OOBEPEHHON
cucTeme ynpasneHust LOKyMEeHTaMu U nHdopmaLmen.

O 3awuTe B TeYeHWe ANUTENBHOrO BpeMEHU C UCNONb30BaHUEM MUrpaLLMu Unu ApyruxX MeTOA0B CM. Tak-
xe7.2.3.

7.2 KoHTponbHasa uHdopmaLusi o cUcTemMe

7.2.1 O6wme nonoxeHun

Takue 3an1cuy 4aHHbIX B cOCTaBe KOHTPOMbHOW MH(bopMaLmn BKMNovaloT B cebs:

- cBeaeHMs o cobbITuK;

- CBeJeHUs 0 MUrpaunn U KOHBEPCUN.

7.2.2 CBeaeHus 0 coObITUMN

Onsa Bcex AaHHbIX B COCTaBe KOHTPOMbHON UHopMaLMn AosmKHA BbiTb BO3MOXHOCTb YCTaHOBUTL COOT-
BETCTBYHOLWUIA NpoLece, a Takke AaTy v BpeMsa cobbITus.

B 3aBMCMMOCTU OT 3HAYEHUA BpEMeHW 1 AaTel MHOpMaLMA 0 HAX MOXKET COXPaHATLCA ANA NakeToB. (rae
370 YyMecTHO) Nnbo Ans oTAeNbHBIX COObITUA. ECnn KOHTponbHasa MHopMaLnsa BBOANTCA oNepaTopoM BpyY-
HYI0, TO MOXeET 6bITb HEMPAKTUYHO U HE HY>KHO CO34aBaTb KOHTPOSbHYH MHOPMALIUIO A KaXKAO0r0o AOKYMEH-
Ta. Hanpumep, npu nogrotoBke OyMakHbIX AOKYMEHTOB K CKaHWPOBaHWUIO MoXeT ObiTb AOCTATOYHO
3a40KyMEHTUPOBAaTL BpeMs Hayana v koHLa 06paboTkn nakeTa; MOXXeT 0KasaTbCA 4OCTAaTOYHbIM TakKe NPOCTO
3a40KyMEHTUPOBaTL, Kor4a onepartop Hadyars 1 3akoH4YMn paboTy, Npy yCnoBsuK, 4To BnocneacTsum 6yaeT Bos-
MOXHO YCTaHOBWUTb, KAKOW orepaTop NPOBOAWI NOATOTOBKY W KAKUX UMEHHO JOKYMEHTOB.

7.2.3 CBefeHUs1 0 MUTpPaLum U KOHBEPCUN

B cnyyae nepemelleHns nHgopmanmm ¢ 04HOro yCTPONCTBa XPaHEHUs Ha ApYroe B KaYecTBe YacTU Npo-
Liecca MurpaLmn ceegeHusl 0 nepeMeLLeHNN A0MMKHBI ObITb COXpaHeHbl B COCTaBe KOHTPOSIbHON MHOpMaLIUK.

Mpoueaypbl MUrpaLmM U KOHBEPCUM OOIDKHBI NPpeaycMaTpuBaTh MeTOAbI, NOCPEeACTBOM KOTOPLIX MOXET
6bITb MOKa3aHO, YTO BCE B3aNMOCBSI3aHHbIE AaHHbIE (Takne Kak MeTaAaHHbIe) Takke NoABEPrIUCE MUTpaLun
UN KOHBEPCUN.

Mpu ucnonb3oBaHUN nepapxuyeckux cuctemM xpaHeHus (hierarchical storage management systems,
HSM), B KOTOPbIX AaHHbIE NOCTOSAHHO 1 aBTOMaTUYeckn 6e3 BMeLlaTenbCTBa Nosb30BaTeNs nepeMeLLaTcs
MeXay yCTpONCTBaMu XpaHeHusi, co3aaHne KOHTPOMbHON MHApopMaLMn Mo 3TUM NepeMeLLeHUsIM MOXET oKa-
3aTbCsA HEHYXXHO. Bo3aMoXHO, 0gHaKo, noTpebyeTcs noKkasaTh, YTO CMCTEMa XpaHeHUa paboTtana HopMarnbHO B
MOMEHT nepegayn nHcopmaLuu.

B cniyyae koHBepcumn uHdopmaumm u3 ogHoro dainnosoro opmarta B Apyro CBeAeHUs1 0 KOHBepCcUn
OOMKHbl BbITb COXpaHeHbl B COCTaBe KOHTPOMbHOM WHbOpMauMu. Hanpumep, 3NeKTPOHHbIA AOKYMEHT,
CO34aHHbIA TEKCTOBbLIM MPOLIECCOPOM, MOXET ObITb NpeobpasoBaH B rpadunyecknin hopmat 6e3 usMeHeHuUs
TeKkcTa gokymeHTa. C 04HOWN CTOPOHBDI, 3TO HE CIIULLIKOM CUSTbHO OTNMYaeTCs OT KONMPoBaHua daina, ogHako
ecnv dopmaTmMpoBaHne MMeeT 3HaveHme A5 UHPOPMaLMOHHOrO KOHTEHTa, TO CYLLEeCTBYET BEPOSITHOCTb TOrO,
YTO UHPOPMALMOHHbBINA KOHTEHT Npeobpa3oBaHHOro haina MoXHo byaeT cHMTaTb MU3MEHUBLLMCS.
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7.3 KoHTponbHasa uHdopmMmauua, oTHocAWAACA K coXpaHaeMon MHdopmauum

7.3.1 O6wwme nonoxeHuns

Takue 3anucu AaHHbIX B COCTaBe KOHTPOMbHOW MHGopMaLIMK BKNtoYatoT B cebsi cBeAeHus:

- o npouecce cbopa 1 BBoAa (3axBaTa) uHopmaumm;

- 0 nakeTax;

- 06 NHOEKCUPOBAHNM;

- O KOHTPOMNE U3MEHEHNIA;

- 06 Ucnonb3oBaHWUKW LMPOBLIX NOANUCER;

- 06 yHUUTOXEHUN MHbopMaLmK;

- 06 ynpasneHun workflow-npoueccamu.

7.3.2 Mpouecc c6opa n BBoAa (3axBaTta) MHopMaLum

7.3.2.1 O6wue nonoxeHus

KoHTpornbHasa nHdopmaLms o npoLecce 3axesaTta CoaepXuT 6ecLieHHble CBeAeHNs, MToMoratoLme B ycTa-
HOBMEHWU ayTEHTUYHOCTN XpaHUMON UHpopmauun. Takne cBedeHUs, Kak BpeMsi BBoaa, oneparop,
YCTPOWCTBO 3axBaTa 1 TUM UCXOOHOTO AOKYMEHTa, MOTyT UMETb KITlo4MeBoe 3Ha4YeHue B criydae, ecrin ayTeHTud-
HOCTb ByaeT nocTasneHa NnoJ COMHEHNeE.

B cocTase KOHTPOMbHOW UHOPMaLMK CrieyeT COXPaHATb KNoYeBble CBeAeHUs], OTHOCSALLMECS K 3aXBa-
YEeHHOW U UMMNOPTMPOBaHHOM B cnucTemy UHdopmaunn. Mo kaxaoh npoueaype 06paboTku cregyeT coxpa-
HWUTb OCTaTOUHbIA 06bEeM OTHOCALLENCSA K Hell MHdopmaLnn.

CBefeHusi, coxpaHsaiemble B COCTaBe KOHTPOMbHOM MHbopMaLn, 0BBIMHO coaepxarT:

- naeHTUdrKaLoHHble AaHHbIe AOKYMeHTa UK chainna;

- OTMEeTKY AaTbl U BpeMeHM A4Ns npoLecca;

- naeHTUmKaTop NakeTa (Npu NakeTHoM BBoae);

- YUCIIO CTPaHUL, (NPY CKaHNPOBaHUMN AOKYMEHTOB) UM 3anMcei AaHHbIX (Npy BBOAE AaHHbIX);

- NONOXUTENbHbIA pe3ynbTaT MPOBEPKM NP KOHTPOE Ka4uecTBa;

- naeHTudrKaTop Kaxaoro NpoMHAEKCUPOBaHHOIroO AOKYMeHTa unn danna;

- naeHTUmKaTopbl onepaTopa u paboyen cTaHLuuK;

- cBegeHns 06 OkoHYaTENbHOM 3annCK B XpaHunuLue.

BeI60op KOHKPETHBIX AaHHBIX 4151 COXPaHeHUA B COCTaBe KOHTPOSIbHOM MHOPpMaLn 3aBUCUT OT LieNeBon
324241 U CUCTEMBI.

7.3.2.2 CeegeHus o chainnax

MHdopmaLumsa moxeT cobupaTtbes U BBOAMTLCS (3aXBaThiBATLCSA) B CUCTEMY Ha YPOBHe haitnos, 0cober-
HO B TeX criyyasix, Koraa anekTpoHHble caiinbl UMNopTupytloTcs B cuctemy. Ecnv nHdopmaumsa Beogutca Ha
YypOBHe haiinos, TO B COCTaBe KOHTPONbLHOW MHbOpMaLUn crefyeT COXpaHUThb criefytoLumne cBeeHUs:

1) yHUKanbHbIM UAeHTUDUKaTOp hanna;

2) 4ucro goKymeHToB/CTpaHuL, B hanne;

3) pasmep danna (Hanpumep, B kunobamTax);

4) dopmart danna;

5) ucnonb3oBaHHaA cUCTEMa KOAUPOBaHUSA (Hanpumep, sHadyeHus nonen EDI, DTDuT. A.).

7.3.2.3 CseaeHus 06 0TCKaHNPOBaHHbIX 4OKYMEHTaX

NHbopmaums moxeT 6biTb BBeAeHa B CUCTEMY MyTeM CKaHUPOBaHUA UCXOAHBLIX AOKYMEHTOB.

EcnunucnonebsyeTca ckaHupoBaHue AOKYMEHTOB, TO B COCTaBe KOHTPOSIbHON MHGbopMaLmn HyXXKHO coxpa-
HUTb criegytoLlme CBeAeHUA:

1) YHUKanNbHBIN BHYTPEHHUIA MAeHTUUKATOP AOKYMEHTA;

2) 4UCno OTCKaHUPOBaHHLIX rpaduyecknx obpasos;

3) uncrio cTpaHul, NnepefaHHbIX Ha YCTPOUCTBO XpaHEeHUs! AaHHbIX.

7.3.3 CBeaeHun o nakeTtax

a) Ecnu gaHHble BBOAATCA Ha ypOBHE NakeTOB, 0COBEHHO B NPUITOXKEHUAX CKAHUPOBAaHWUA AOKYMEHTOB,
TO B COCTaBe KOHTPOSbHOW MHDOPMaLMM HYXXHO COXPaHWUTL creayoLmve cBeaeHNs:

1) yHUKanbHbIA naeHTUUKaTOp NakeTa;
2) ngeHTudukaTop onepartopa;
3) Tun ckaHupyemoro MaTepuana, Hanpumep, bymaxHble 4OKYMEHTbI, PYSOHbI MUKPONEHKU, anep-

TYpHbIE KapThbl;

4) Konu4ecTBO MaTtepuana BnakeTe, HaNPUMep, YACIO AOKYMEHTOB, YACIO CTpaHuUL, (04HO/ABYCTO-
POHHMX), YACIIO KaAPOB Ha MUKPOMJIIEHKE;

5) noapobHble cBeaeHUs o6 obpaboTke rpaduyeckux o6pasos, BLINOMHEHHON B X04e NpOoLLeccoB
CKaHNPOBaHWs, eCNi oHa rae-nMbo oTNNYaeTCA OT BbINOMHAEMO N0 YMonYaHuio 06paboTku rpaduyec-
knx oB6pasoB, ONMCcaHHON B pykOBOACTBE MO cUcTeMe.
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b) KoHTponbHasa nHdopmaums AomkHa XpaHUTLCA Tak, YTOBbI MOXKHO BbINO Nerko NpoBepuTh:
1) 4TO BCE HeobXOAMMbIE AENCTBUA ObINN BLINOMHEHBI ANA AaHHOIO NaKeTa;
2) cseaeHust 060 BCeX UMEBLLMX MECTO aHOMANMUAX U OTKMOHEHUAX:

Mpumep — ceederus o HecosnadeHuu Yucna cmpaHuy, nepedaHHbIX 8 XpPaHUNuUUWe, ¢ YUC/IOM OMCKaHUpPoO-
8aHHbIX CMpaHuy;

3) 4To 6bINKM NpOBEAEHDI MPoLeaypbl KOHTPONSA KaYeCcTBa;
4) JTo 6bINa BhINONHEHa TpebyemMas 06paboTka 0coBbIX CUTYaLMA.

7.3.4 UHpekcupoBaHue

UHaekcupytowas nHdopmauma nrpaet BaxHeNWwyo ponb B npouecce U3BnedeHust uHgopMauumn u,
TakuM o6pasoM, ee TOUHOCTb MMEET KIloYeBOe 3Ha4YeHWe ANA YCTaHOBNEHUS ayTEeHTUYHOCTU XPaHWUMOM
nHdopmaumn. KoHTponeHas nHdpopmauus, cogepxalas agetanbHble CBeAeHUs 0 CO34aHUM U U3MEHEHUMU
MHAEKCOB, MOXeT BbITb NCNOMb3oBaHa Ans Toro, YTo6bl NOATBEPAUTL KOPPEKTHOE UCMONb30BaHUE NpoLieayp
WHAEKCUPOBaHNSI.

B cocTaBe koHTpOsbHON NHdOopMaLMM HE0BX0ANMMO COXPaHATb CBeAEHWA O AaTe U BpEMEHU co3aHus,
N3MEHEeHWs N yaaneHns Kaxxaoro N3 nHaeKcHelX pannos. KoHTponbHaa nHdopmaLums formkHa BKtoYaTh B cebst
naeHTUdUKaTOpP Kaxxaoro NPONHAEKCMPOBAHHOIC AOKYMEHTa iu cpaina AaHHbIX.

Ecnun nHgekcupytowive aaHHble M3MEHAOTCSA UNN yaansaoTcs, TO cneayeT cosfaTb COOTBETCTBYIOLLYIO
KOHTPOIbHY0 MHdopMaLuumio. Ecnn B MHAEKC BHOCATCA M3MEHEHUs1, TO Takke MOXeT 6biTb coxpaHeHa noapob-
Hasa nHpopmauunsa 06 nsmeHeHUaX.

Ecnu 3anu1ck B MHAEKCe OTHOCUTCA K yaaneHHON UM HeobpaTnMo YHUHTOXKEHHOW MHOpMaLLUK, TO STOT
chakT AomKeH BbITb 3a40KYMEHTUPOBAH.

7.3.5 KoHTponb U3aMeHeHUn

Ecnu B xpaHumylo nHboOpMaLuio BHOCATCA WU3MEHEHUsA, TO AofMmkHa ObiTb co3gaHa U coxpaHeHa
KOHTpOIbHas MHopMaums, naeHTudnLMpyoLLas XxapakTep U3MeHeHU, a Takke COXpaHeHo Lo, UHULMUPO-
BaBLLee 3TV U3MeHeHUs (N NporpaMMy, ecr usmeHeHue 6bINo NPoU3BEAEeHO CUCTEMON aBTOMAaTUYECKN).

Tam, rae 370 yMeCTHO, B KOHTPOSbHYI0 MHbOpMaUMIo creayeT BKOYUTL CCbISTKM Ha Npeablaywne Bep-
CUU XpaHUMOW MHpopMaLNK C Liefbio YCTaHOBNEHUSA XapakTepa U3MeHEHWUN.

7.3.6 LUudpoBble nognucu

Ecnu npumeHsitoTcsa umdposble Nognvcy (Mnv uHble MeToabl 3MeKTPOHHOTo NOANUCaHus), TO B cOCTaBe
KOHTPOMbHOM MHpopMaLUn crieayeT CoOXpaHsaTh creaylolme CBeAEHUS:

1) vaeHTUbULMpPYOWWE AaHHbIe hanna;

2) noaTsepxaeHWe nu4HocTU noanucanTa (certification of identification), Hanpumep, cepTudukaT kntova
NpoBepKU NoANUCU (OTKPLITOTO KNoYa) NOANNCaHTa;

3) naeHTndnuMpyowme gaHHble yaoctosepsitowwero opraHa (authenticating authority);

4) paTa v Bpems noanucaHus;

5) kBUTaHUMs/MOATBEPXKAEHUE MNOTYyYEeHUs;

6) pokasaTenbCTBO MPOBEPKN Nognucy.

7.3.7 YHuutoxeHue undopmauum

B cocTaBe KOHTPONbHON MHDOPMaLIMK crieyeT COXPaHsITb CBeAEHUS 00 YHUUTOXEeHUN BYMaXKHBIX AOKY-
MEHTOB MOCHe UX CKaHUPOBaHWS, YHUHTOXEHUA MHbopMaLn No UCTEYEeHUN COOTBETCTBYIOLLEro CpoKa XpaHe-
HU1S1, a TakKe aBTOPU3aLIUN YHUNTOXKEHUS.

7.3.8 YnpaBneHue workflow-npoueccammu

Kaxxablin pas, korga onpeaenseTcsl HOBbIA AENOBOW NpoLece IMB0 BHOCATCS U3MEHEHUA B CYLLECTBYIO-
lwee onpefeneHve, 310 cobblTUe criegyeT [AOKYMEHTAPOBATb C LENbi HaKONNEHWA KOHTPOSbHON
UHcpopmaunn.

Ecnu ucnonbaytotcst workflow-cucteMsl, To 0MKHBI ObITb onpeAeneHbl KOHTPOMbHBIE TOYKN, B KOTOPLIX
JOImKHa co3aaBaTbCsl KOHTpOoSbHaa nHdopmaums.

B 6onblumHcTBe workflow-cucTem KOHTpOornbHbIE TOUKM MMEIDTCS Ha kaxkaom aTane workflow-npouecca.
OpHako ans cCoOOTBETCTBUS MOSIUTUKE, BO3MOXHO, HE HYXKHO COXPaHATbL KOHTPOSbHYI0 MHOPMaLUIo CO BCeX
TaKnX KOHTPOJbHLIX ToYek. Monb3oBaTenb AOIPKEH PELUMTb, KAKUE KOHTPOJTbHBLIE TOUKU BXKHBI C TOUKU 3pEHUs!
noTeHUManbHOro 3Ha4eHns AaHHbIX o workflow-npouecce B kayecTBe Aoka3aTenbcTs. BbiGpaHHbIe KOHTPOb-
Hble TOYKW crefyeT UCMoMb30BaTh ANA CO3AaHNs KOHTPONbHON UHopmaLmu.

Habop BbIOpaHHbIX KOHTPOMbHBIX TOUYEK MOXKET U3MEHSATLCA Mo Mepe nameHeHus workflow-npoueccos.

Cuctema aorkHa aBaTb BO3MOXHOCTb aBTOPU30BaHHbLIM NOMb30BaTENsAM BbIONPaTh M OTMEHATL BbIGOP
KOHTPOMbHbIX TOYEK, B KOTOPbIX CO3AAETCs KOHTPONbHas MHopmauus.
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Mpunoxenne JA
(cnpaBo4Hoe)

CBefileHUs1 0 COOTBETCTBUU CChINIOYHbIX MeXxayHapoaHbIX CTaHO4apTOoB
CCbINOYHbLIM HaUuUOHaNbHbLIM CTaHAapTamMm Poccuickon ®egepauum

Ta6nwuua OAA1

0603Ha4YeH1e CCbINOYHOro CreneHb OBoana OBAHUE COOTRETCTRVIO

MeXZyHapoaHOro cTaHaapTa COOTBETCTBUS HavYeHue n HaumeHoBaHu TBETCTBYIOLLIErO HAUMOHANbLHOro craHaapTa

MCO 15489-1-2001 IDT FOCT P NCO 15489-1—2007 «Cucrema cTaHg4apToB No uHdopMauumum,
6ubnuotedHoMy W um3gaTenbckomy Aeny. YnpaeneHue AOKyMeHTamu.
O6wue TpeGoBaHUs»

MCO 9000—2005 IDT FOCT P MCO 9000—2008 «Cuctembl MeHemKMeHTa KauecTBa. OCHOB-
Hbl€ MOMOXEHWA U CroBapb»

MCO/M3K 27001-2005 IDT FOCT P MCO/M3K 27001—2006 «WHdopmaumoHHas TexHonorusi. Me-
Toabl U cpeacTBa obecnedeHusi 6esonacHocTU. CUCTEMbI MEHEPKMEHTA
MHbopMaLUnoHHol GesonacHocTn. TpeGoBaHus»

MCO 2859-1—1999 IDT FOCT P UCO 2859-1—2007 «Cratuctunieckue metoasl. [poueaypbl Bbi-

GOPOYHOrO KOHTPOMS MO anbTepHaTUBHOMY Mnpu3Haky. Yactb 1. MnaHbl
BbIGOPOYHOIO KOHTPOIS NOCNeAoBaTENbHbIX MAPTUIA HA OCHOBE NpUeMIne-
MOrO YPOBHS Ka4ecTBa»

NCO/TO 12033—2009

NCO/TO 12037—1998

NCO 12651—1999

NCO 12653-2—2000

*

NCO/TO 18492-2005

*

* COOTBETCTBYIOWMIA HALMOHAMBHBIN CTaHaapT oTcyTcTByeT. [lo ero yTBepxaeHusi peKkoMeHayeTCs NCnonb3oBaTb
NnepeBod Ha PYCCKWIA sI3bIK AAHHOTO MeXayHapoaHoro ctaHgapra. [epesod AaHHOro MexayHapoaHoro ctaHaapTa Ha-
xoautes B GeaepanbHOM MHPOPMaUMOHHOM hoHAe TEXHUYECKUX PernaMeHToB U CTaHAapToB.

MpwvMeyYaHune— B HacTosWwen Tabnvue ncnonbL3oBaHo cregyiollee yCrnoBHoe 0603Ha4eHne cTerneHn coot-

BETCTBUA CTaHOapPTOB.

IDT — naeHTUYHbIE CTaHAApPThI.
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