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BBeneHue

B HacTosiiem craHgaprte npuseaeHbl TpeboBaHua Ansa cepbl (PMHAHCOBLIX YCIYT, @ TAKKE onpeaene-
Hbl NpoueaypPbl yNpaBneHus cepTudpmkaTamm KntoHein NPoBEPKU ANEKTPOHHOW NOANUCU U dNEMEHTbI JaHHbIX
3TUX cepTUpuKaToB.

HecmMOoTps Ha TO YUTO METOALI, YKa3aHHbIE B HACTOSILLIEM CTaHAapTe, NpeaHasHayYeHsl 4na obecneveHus
LIeNOCTHOCTU COOOLLIEHNI, UMEIOLLMX (DUHAHCOBOE Ha3HaYEHNE, U MOAAEPXKKN UX HEOTKa3yemMOoCTH, NpuMeHe-
HWe HacTosALLEero cTaHjapTa He rapaHTUPYET, YTO KOHKpeTHas peanusauusa o6ecnednT nonHyto 6e30nacHoCTb.

CBA3b Mexay MAEHTUUKALUOHHBIMU AaHHBIMKW Brnajenbua Kroda NpoBepKU SMeKTPOHHOW noanu-
CM U 9TUM KIO4OM AOKYMEHTUPYETCs, YToObl AoKasaTb NpaBO COGCTBEHHOCTU HA COOTBETCTBYIOLLMIA KO
9MEKTPOHHON nognucn. 3Ta AOKYMEHTMPOBAHHASA CBA3b YCTAHaBNMUBAETCA CepTUdUKATOM KItoda NPOBEPKU
3NeKTPOHHON noanucu. CepTudmKaTbl KINOYer NPOBEPKN NEKTPOHHOW noanucu oopMUpyoTca 4OBEPEHHOM
opraHusaumeri — ya0CTOBEPSAIOLLMM LIEHTPOM.

Hapnexawiee BbinonHeHue TpeboBaHUii HACTOALLErO CTaHAapTa npusBaHo 06ecneynTb YBEPEHHOCTb
B COOTBETCTBUU MAEHTUPUKALUOHHBIX AAHHBIX IOPUAUYECKUX UMK PUUYECKUX NULL KITHOYY, UCTONb3YEMOMY
3TUMMN IOPUANYECKUMN NN PUSUYECKUMU NULIAMU ANA NOAMUCAHUA JOKYMEHTOB, B TOM Yncne OaHKOBCKUX
nepeBoaoOB U KOHTPAKTOB.

Metoabl, onpeaensemMble B HACTOALLEM CTaHAAPTe, MOTYT ObITb MCNONbL30BaHbI NPY YCTAHOBNEHMU Jie-
NOBbIX OTHOLUEHWI MEXAY OPUAUHECKUMU NMLIAMM.
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HAUWOHANBHBIA CTAHOJDAPT POCCUMUMNCKOWNW SEREPALUMU

YMNPABNEHVE CEPTU®UKATAMU ONA PUHAHCOBbDLIX YCNYT
CepTuUKaTbl OTKPbITLIX KITHOUYen

Certificate management for financial services. Public key certificates

Dara BBegeHus — 2014—09—01

1 O6nacTb npumeHeHus

HacroAwui craHaapt onpeaenser cucTemy ynpasneHusi ceptudpukatamm Krno4en NnpoBepKu aneKTPOoH-
HOW MOANKUCK ANS UCMIONb30BaHUs B cdhepe (PMHAHCOBON AEATENbHOCTYU IOpUANYECKUMU U (PUSNYECKUMI NK-
LiaMK, BKITHOYAOLLYIO:

- cogepKaHue (AaHHbIE) 3anpoca Ha CepTUMUKAT KoYa NPOBEPKM ANEKTPOHHOWN NOAMNUCH;

- TUNbl CUCTEM YAOCTOBEPSAIOLLMX LIEHTPOB;

- cO3a4aHue, pacrnpegerneHue, NpoBEPKY, 3aMEHY U NPOAJIEHNe CepTUMUKATOB KIOYe NPOBEPKU dMek-
TPOHHOW NOANUCH;

- NPMOCTaHOBKY, BOCCTAHOBIIEHWE U MpeKpalleHue AeNCTBUSI cepTUMKATOB KIoHel NPOBEPKU anek-
TPOHHOW noanucH;

- LenoYku cepTUUKaToB KNoYeh NPoBepKU INMEeKTPOHHON NOANKUCH;

- npoueaypbl aHHYNIMPOBaHUA.

B HacTosiLem CTaHaapTe Takke AaHbl PEKOMEHAALWUN OTHOCUTENBHO HEKOTOPBIX NpoLeayp (Hanpumep,
MEXaHU3MOB PacnpeaeneHus, KpuTepues NPUEMNIEMOCTU NPEAOCTABNEHHbIX CBUAETENLCTB), NONE3HbIX ANs
NPaKTUYECKON AEATENBHOCTU.

Peanusauus HacTosLLEro cTaHgapTa Taloke A0IKHA YYUTbIBaTb PUCKK Gu3Heca U NpaBoBbIE HOPMBI.

B HacrosiLieM craHaapTe He paccMaTpUBaIOTCA:

- COODLLEHNs, UCNONb3yeEMbIe MEXAY YY4acTHMKaMM Npouecca ynpasneHus ceprudukatamu Krodei
NPOBEPKN ANEKTPOHHON NOAMNUCH;

- TpeboBaHUsA OTHOCUTENBHO HOTAPUANBHOW U BPEMEHHON OTMETKM;

- TpeboBaHUA K NpakTMKam co3gaHua cepTUMKaToB KNIOYE NPOBEPKN SNEKTPOHHON NOANUCU M NOMU-
TUKaM NPUMEHEHUS cepTUUKATOB KNIOYEN NPOBEPKU INEKTPOHHON NOANUCH;

- ceptucukartbl aTpubyTOB.

B HacTosilem cTaHaapTe He 3aTparMBaeTcs co3fgaHue Unu TPaHCNOPTMPOBKA KITOYEN, NCNOMNb3yeMbIX
Ansa wudposaHus.

MpumeyaHune — Wcnonb3oBaHWe nonyxupHoro wpugpTa 6e3 3acedvek, Takoro kak CertReqData unu
CRLEntry, obo3HayaeT ucnonb3oBaHue abCTpaKTHOW cuHTakcudeckoh HoTauum (ASN.1), kak onpegeneHo B cTaH-
paprax OCT P UCO/M3K 8824-1—2001, MOCT P UCO/M3K 8824-2—2001, MOCT P MCO/M3K 8824-3—2002,
FOCT P UICO/M3K 8824-4—2003, NOCT P MICO/M3K 8825-1—2003, FOCT P MCO/M3K 8825-2.

2 HopMmaTUBHbI€ CCbISIKM

B HacToslLLeM CTaHaapTe UCMONb30BaHbI HOPMATUBHBIE CCbINKKU HA CNEAYIoLME CTaHAAPTbI:
FOCT P ICO/M3K 8824-1—2001 NHdopMaLoHHan TeXHONOrusa. AGCTpakTHasA CUHTaKCUYeCcKas HoTa-
uusa Bepcum oauH (ACH.1). Yactb 1. Cneyudukaumsi OCHOBHON HOTaLMK

UsnaHue opmumansHoe
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FOCT P NCO/M3K 8824-2—2001 MHpopmaLmoHHasn TexHonorusa. ABCTpakTHas CUHTakcu4eckas HoTa-
uust Bepcum oanH (ACH.1). Yactb 2. Cneuyundukauymns MHGOOPMaLMOHHOTO 0ObekTa

MOCT P NCO/M3K 8824-3—2002 NHdopmaLMOHHAsA TEXHONOrMsA. ABCTpakTHaA CUHTaKCMYeckas HoTa-
umsa sepcun oguH (ACH.1). Yactb 3. Cneyndukaumna orpaHUYeHns

FOCT P ICO/M3K 8824-4—2003") MHdopmaLMoHHasA TEXHONOTMSA. AGCTPAKTHAA CUHTAKCMYECKAs HO-
Tauua sepcumn oauH (ACH.1). Yactsb 4. Mapametrpusauns cneumdukauum ACH.1

MOCT P NCO/M3K 8825-1—2003 WMHdpopMaumoHHas TexHonorus. lNpasuna koguposaHusa ACH.1.
Yacrtb 1. Cneundpukaums 6a3osbix (BER), kaHoHu4vecknx (CER) 1 otnuunteneHbix (DER) npasun koagnposaHua

MOCT P UCO/M3K 8825-2—2003 UNHdopmauyuoHHas TexHonorua. MNpasuna koguposaHua ACH.1.
Yactb 2. Cneundukauusa npasun ynnoTHEHHOro koauposaHusa (PER)

MOCT P NCO/M3K 9594-8—98 NHdopmaLMOHHas TEXHONOrMA. B3anmMocBA3b OTKPbITbIX cucTeM. Cnpa-
BOYHUK. YacTb 8. OCHOBbI ayTeHTUdUKaUun

MpuMedaHue —pu NONb30BaHUKN HACTOALLMM CTaHAapPTOM LienecoobpasHo NPoBepUTh AEWCTBUE CChITOHHbIX
CTaH4apToB B MHPOPMALMOHHON cucTeMe obLLero nonb3oBaHns — Ha oduuuansHoMm caiTe PegepansHoro areHTcTea no
TEXHUYECKOMY PerynupoBaHuio U METPONOrMu B ceT MIHTEPHET Unmn no exerogHoMy MHGopMaLMoHHOMY ykasaTento «Ha-
LMoHarnbHble cTaHAapThl», KOTOpPLIA onybnrkoBaH No COCTOAHUIO Ha 1 AHBAPS TEKYLLEro roaa, U no BeiMyckam exeMecsy-
HOro MHGOPMaLMOHHOTO yKasaTens «HavuuoHansHble CTaHAapThbi» 3a TeKYLMiA rog. Ecriv 3amMeHeH CchiNoYHbIA cTaHaapT,
Ha KOTOpbIN AaHa HeAaTUpoBaHHasA CChifKa, TO PEKOMEHAYETCS UCNosb3oBaTh JeiCTBYOLLYI0 BEPCUIO 3TOFO CTaHAapTa
C Y4eTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUIO U3MEHEHUIA. Ecnn 3aMeHeH CChiNoYHbI CTaHAapT, Ha KOTOpLIA AaHa faTu-
poBaHHas cchbifka, TO PEKOMEHAYETCA UCMONBL30BaTb BEPCUIO 3TOrO CTaHAapTa C yKadaHHbLIM BhlLLE FOf0M YTBEPXKAEHUS
(NpuHATUSA). Ecrnn nocne yTBepXAeHWA HacTOsLLEro cTaHaapTa B CChINTOYHbIV CTaHAapT, Ha KOTopbIi faHa AaTUpoBaHHas
CChlfika, BHECEHO U3MEHEHUe, 3aTparuBaroLLlee NoNoKeHNe, Ha KOTOPOe AaHa CChbiflka, TO 3TO NOSNOXEHUEe PEKOMEHAYETCS
NpUMeHsATL 6e3 y4eTa AaHHOro MsMeHeHWs. Ecnu cehlNoYHbIi cTaHAapT oTMeHeH 6e3 3aMeHbl, TO MonoXeHue, B KOTOPOM
JaHa ccblfika Ha Hero, peKOMeHayeTcs NPUMEHSTL B YacTy, He 3aTparuBaloLLeil 3Ty CCbISKY.

3 TepmuHbI 1 onpegeneHns

B HacTosLeM cTaHaapTe NpUMEHeHbl cneaytowme TEPMUHBI U ONpeaeneHns:

3.1 Bnageney cepTudukaTa Krnioya nNpoBepku EKTPOHHON nognucu; snageney ceprtudukara
(public key certificate subject): FOpuaunyeckoe unu dusnyeckoe nNULO, KOTOPOMY BblAAH cepTudukar knova
NPOBEPKU INEKTPOHHOW NOAMACH.

3.2 BoccTaHOBrneHue gencrTeua ceptudukara (knovya NnpoBepKn 3MEKTPOHHOW noanucu) (public
key certificate release): BoccraHoBneHue yaoCTOBEPSIOLLUM LIEHTPOM AEWCTBUS cepTudmkara krniova npo-
BEPKMU 3NEKTPOHHOI NOANUCH, AEWCTBUE KOTOPOro Obino NPMOCTAHOBMEHO 3TUM YAOCTOBEPSIOLLUM LIEHTPOM.

3.3 paHHble 3anpoca Ha cepTudmkar (Kroya NPoBEPKU INEKTPOHHOM noanucwk) (request data on
public key certificate): NMoanucanHasa uHpopmaLms B 3anpoce Ha cepTUUKAT KIo4a NPOBEPKU INEKTPOHHOM
noAnMCK, BKIOYAIOLWASA KoY NPOBEPKU ANEKTPOHHON NoANUCHU OU3UYECKOro UMM I0PUANYECKOro Nuua, aeH-
TUMKALMOHHBIE AAHHbIE STOr0 NULA U APYryio MHpOpMaLMIO, BKIIOYaeMylo B cepTudukar.

3.4 pBoitHOM KOHTpOnNb (dual control): MpoLecc COBMECTHOIO y4acTus ABYX unu 6onee 1opuanveckux unu
PU3NYECKUX NnL, ASACTBYIOLMX B O0LLMX Liensx obecneveHuns 3amTbl BaKHbIX (PYyHKUMI unu uHopmauumu.

MpumMmeyaHue — OTU NULa HECYT paBHYIO OTBETCTBEHHOCTbL 3a 0o6ecneveHne 3aluTel MHgopmauum, 3agei-

CTBOBaHHOI B YA3BUMBIX onepauysix. Hu ofHO U3 STUX NUL B OTAENBHOCTU HE MOXET NONYYUTb AOCTYN K WHOpMALMK
(HanpuMep, KPUNTOrpadpUUECKOMy KIiodY) UM UCTIONL30BaTh ee.

3.5 poBepeHHbIN KITIOY NpoBepPKu 3neKTpoHHon noanucu (trusted certification authority public key):
Kniov npoBepkn aneKTPOHHOW NOANMMCK, NOMYyYEHHbIW 4OBEPEHHBLIM 06Pa3oM M MCNONL3YEMBIN AN NPOBEPKU
nepsoro ceprudumkara kniova NPoBEPKM 3MeKTPOHHOW NOANUCU B LIENOYKe cepTUPUKATOB KItoYel NpoBEpPKU
9NEKTPOHHOW NOANUCU NPU NPOBEPKE LIENOYKU CepTUdUKaTOB.

lpumep — KopHeeoli kimoy e uepapxuyveckoli cucmeme yoocmoeepsaowux UeHmpPOoe UJU KITIoY JIOKaJIbHO-
20 ydocmoeepsiioujezo UeHmpa e cemeaoli cucmeme yoocmoeepsioujux yeHmpoe (CM. npunoxerue b5).

3.6 xypHan ayaurta (audit journal): XpoHonoruyeckaa 3anucb CUCTEMHOW AKTUBHOCTU, AOCTATOMHAasdA,
4TOObI MO3BONMUTL PEKOHCTPYKLMIO, aHANM3 U u3yvyeHue nocneaoBaTenbLHOCTU YCNOBUI U AEWCTBUM, OKPYXKa-
IOLUMX UMW NPUBOAALLIMX K K&XA0MY COObITUIO B XOA€ TPaH3aKuMu OT ee Hayana u 0 BbIBO4A OKOHYATENbHbIX
pesynLTaTos.

3.7 3ameHa cepTudmkara (knoya npoBepKu INEKTPOoHHOU noanucu) (public key certificate re-key):
Mpouecc, npu KOTOPOM Brnageney ceptudukara kniova NPOBEPKM ANEKTPOHHOM NOANUCU NMONYYaET HOBbLIN
cepTudmKarT Knioya NpoBEPKM 3NEKTPOHHOW NOANUCU Ha HOBBIN KIOY NPOBEPKM 3NEKTPOHHON NoANUCH nocne
CO31aHUSI HOBOM Naphbl KIMIOYEN.

1) 3ameHeH Ha MTOCT P UICO/MIK 8824-4—2016.
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3.8 KNy npoBepkU INEKTPOHHOW nognucu (public key): YHukanbHas nocneaoBaTenbHOCTb CUMBO-
noB, OAHO3HAYHO CBA3AHHAA C KMIOYOM 3NEKTPOHHONW NOANUCK U NpeAHa3HaYeHHas AN NPOBEPKU NOATUH-
HOCTU 3NEKTPOHHOW NOANUCH.

MpumedyaHune — B HacToAWeEM cTaHAapTe B LENAX COXpaHEeHUs1 TEPMUHOIOMMYECKON NPeeMCTBEHHOCTU Mo
OTHOLWIEHWIO K AEUCTBYIOWUM HaLUUOHanbHbLIM NPaBoBbIM U HOPMATUBHLIM JOKYMEHTaM, PEryrnupyowmx OTHOLLEHUS Mo

UCNOSb30BAHUIO 3NEKTPOHHOW nognucu (Hanpumep [1, 2]), n onyGNUKOBaHHBIM HAYYHO-TEXHUHYECKUM U3ZJaHUSIM YCTaHOB-
NEHO, YTO TEPMUHbBI «KNKOY NPOBEPKMN 3MEKTPOHHON NOANUCU» U «OTKPLITHIN KoYy SIBASIOTCA CUHOHUMaMU.

3.9 knoy INEKTPOHHON noanucu (private key): YHukanbHasi nocrnegoBaTenbHOCTb CUMBOJIOB, NpeaHa-
3Ha4YeHHasa Ana co3aaHnA ANEeKTPOHHON NOANUCH.

3.10 kmroveBan ungopmauma (keying material): [laHHble, He0OxoaAUMbIE ANS BbINOMHEHUS KpUNTOrpa-
duyeckux onepauumn, HanPUMeEpP U3roTOBAEHUSA KNIOYEN.

3.11 kOHeuYHbIN Bnageneu ceprudukara Kimova npoBepKu 3NeKTPOHHOW NOAMUCU: KOHEYHbI Bna-
Aeney ceptudukara (end entity): Bnageney ceptudukara knova npoBepKn INEKTPOHHONW MOANUCK, 32 UCKITIO-
YeHUeM yAO0CTOBEPSAIOLLErO LIEHTPa, MCNOMb3YIOLLMIA CBOM KNKOY SNIEKTPOHHOW NOANMCU ANS Lenen, OTANYHbIX
OT NOANUCAHUA CEPTUUKATOB KNIOYEN NPOBEPKU ANEKTPOHHOW NOANMUCH.

3.12 kpunTtorpaduyeckuin kmou (cryptographic key): Mapametp, koTopbIli onpeaensieT paboTy Kpun-
Torpacpu4eckon hyHKumn.

MpuMeyaHue — Kpuntorpadudeckas pyHKLMUA NO3BONSET OCYLIECTBUTL:
- npeo6pasoBaHue 06LIMHOTO TeKCTa B WU poBaHHbIA TEKCT U HaobopoT;

- co3gaHue Kno4eBon nHopmauum,

- CO3AaHue 1N NpoBepKy 3NEKTPOHHON NOANMUCH.

3.13 kpocc-cepTUdmnkauma (cross-certification): NMpouecc, Npu KOTOPOM ABa YAOCTOBEPSAIOLLMX LeHTpa
B3aMMHO NOATBEPXKAAIOT KIOYM NPOBEPKU INEKTPOHHBLIX NoANMCeN Apyr Apyra.

3.14 moaynb ASN.1 (ASN.1 module): COBOKYNHOCTb MAEHTU(PNLMPYEMBIX BUAO0B U 3HAYEHUI abCTPaKT-
HOW cuHTakcudeckon HoTaumm (ASN.1).

3.15 otnuuyurensHoe ums (distinguished name): YHukansHbin uaeHTudpukaTop snagenoua ceprucu-
KaTa Knova NpoBEpPKU ANEKTPOHHOI Noanucu.

MpumMmeyaHue — MeTogsl onpepeneHnA rno6ansHow YHUKanNbHOCTU UMEHU BbIXOAAT 3a paMKW HacToAwero
CTaHAdapTa.

3.16 napa kntouen (key pair); COBOKYNHOCTb Kto4a NPOBEPKN NEKTPOHHOW NOANUCU U COOTBETCTBYIO-
LLEro emy Kriova 9neKTPOHHOW NoanucCH.

3.17 nonuTuKa npuMeHeHUA cepTUPUKATOB (KITHOuelr NPOBEPKU 3ANeKTPOHHbIX noanucen) (public
key certificate policy): MovMeHOBaHHbI HAaBop NpasBun, onpeaensoLWMin NOPSAOK NPUMEHEHUs cepTudukara
KroYa nNpoBepKKU dNEKTPOHHOW NOANUCH, ANA ONPeAEneHHON COBOKYNHOCTU U (MnK) OTAENLHOrO knacca 6us-
HEC-MPUNOXEHUN ¢ eanHbIMK TpeboBaHnAMM 6e30NacHOCTH.

MpumeyaHus

1 MonnTrka NpMMeHeHNs cepTUUKaTOB KIoHel NPOBEPKU ANEKTPOHHLIX NOAMNUCEN [OSIKHA UCMONb30BaTLCA NoMb-
3oBaTenieM cepTuduKaTa KnoYva NpoBepK AMEKTPOHHON MOAMMCHU MPU NMPUHATAN PELLUEHNS O TOM, CTOMT N NPU3HaBaTh
CBA3b MeXAy BnajernbLeM cepTudunKaTa n KIoHoM NpoBepKU aNeKTPOHHOR NOANUCH.

2 KoHkpeTHas nonutuka NnpuMeHeHUs cepTUUKATOB KItoHel NPOBepPKM SNEeKTPOHHLIX NMOANUCEN MOXET yKasbiBaTb
Ha YCNOBUSA NPUMEHNMOCTW cepTudmKaTa Krroda NPoBEpKM ANEKTPOHHOW NOANMCH K ayTeHTUdUKaLMMN 3NEKTPOHHOTo 06-
MeHa AaHHbIMU NpK TpaH3aKLMsX Mo TOProsne ToBapamu B NpeAenax AaHHoro LieHoBoro gnanasoHa.

3.18 nonb3oBatenb ceptudukarta (relying party): KOpuanyeckoe unu dusnyeckoe nuuo, UCMonb3yto-
Lee cepTuduKaT Knoya NPOBEPKM SNEKTPOHHOM NOANUCHK ANA NPOBEPKU SNEKTPOHHOM NOANUCH.

3.19 npnocTaHoBKa gencTBusA cepTudukara (Krnroya npoBepKku aNeKTPOHHOW noanucu) (public key
certificate suspension): BpemeHHoe npekpalleHue yaoCTOBEPAIOLMM LEHTPOM AENCTBUSA cepTuduKaTa Ko-
Yya NPOBEPKM INEKTPOHHOW NOANUCH.

3.20 npoaneHune ceptudukara (knroua NpoBepKU 3NEKTPOHHOM noanucu) (public key certificate
renewal): Mpouecc, npu KOTOPOM OPUANYECKOMY WU PUNYECKOMY JIMLY BblAAETCS HOBbLIN CepTUdMKAT Cy-
LLIECTBYIOLLErO KIoYa NPOBEPKU SMNEKTPOHHOW NOAMUCU C HOBLIM CPOKOM AEiCTBUS.

3.21 paspgeneHHoe 3HaHue (split knowledge): MeToa xpaHeHus kpunTorpadmMyeckoro krto4a, npu KoTo-
poMm Asa (Unu Bonee) PU3NYECKMX NN KOPUANYECKMX NKULLA MO OTAENBbHOCTU UMEIOT YacTU KIo4a, KOTOpbIE Mo
OTAEMbHOCTW HE AAIOT HUKAKUX CBEAEHUIN O Pe3ynbTUPYIOLLEM KPUNTOrpaduyeckom Kiloye.

3.22 pernameHT Bblaauu cepTuduKaToB KIloueln NpoBepPKN INEKTPOHHbIX noanucei; PBC (public
key certification practice statement): COBOKYNnHOCTb npaBun, perynupyroLmx nopsaok Bbiaa4n u ynpaBneHus
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cepTudmKaTtamy Knoyen NpoBePKU SMEKTPOHHbLIX NOANUCEN YAOCTOBEPSIOWMM LUEHTPOM Ha NPOTSHXEHUN UX
>KU3HEHHOTIO LuKna.

3.23 peecTtp ceptudukatoB (KIHOUEn NPOBEPKU IEKTPOHHbIX noanucen) (public key certificate
register): COBOKYNHOCTb JaHHbIX, BKIIOYAIOLAS CMMCOK BblAAHHbIX YAOCTOBEPSIOLLMM LIEHTPOM CepTuduka-
TOB KMIOYei MPOBEPKM SNEKTPOHHBIX NOAMMCER U MHAOPMAaLUIO, CoaepXKallylocs B 3TUX ceptudukarax, a
TaKkke MHHOPMAaLMIO 0 AaTax NPEKpaLLEeHMs AENCTBUS UMK aHHYNMPOBaHUSA CepTUMMKATOB KIOYeii NPOBEPKN
9NEKTPOHHBLIX NOAMUCENH 1 06 OCHOBAHMUSIX TaKUX NpeKpaLLeHUii N aHHYMPOBAHMWIA.

3.24 cepTudmkaT Knrova npoBepku 3neKTpoHHou noanuck (public key certificate): OnekTPOHHLIN
JOKYMEHT Mnu JOKYMEHT Ha ByMa)kHOM HocUTeNe, BblhaHHble YA0CTOBEPSAIOLLMM LEHTPOM NGO AOBEPEHHBIM
NMLUOM yA0CTOBEPSIOLLErO LEHTPA U NOATBEPXAAIOLLME NPUHAATIEXHOCTb KIKOYa NPOBEPKW 3NEKTPOHHON Noj-
nucu BriagensLy AaHHOro cepTudpukara Knoya npoBePKU SNEKTPOHHON NOAMMUCH.

3.25 cepTudmkaT Krroua NnPoBEPKU IFIEKTPOHHON NOANUCHU YOOCTOBEPAIOLWEro LeHTpa; ceptudu-
kat YL (certification authority public key certificate): Ceprudukar knova npoBepku 3NEKTPOHHOW NOAMMUCH,
Bnajernbuem KOTOPOro SIBNAETCA yAOCTOBEPSIOLMIA LIEHTP, Yel KMoY SEKTPOHHOW MOANUCU UCMONb3yeTcs
ANs NoANMCaHWA CepTUMUKATOB KNOYek NPOBEPKM SNEKTPOHHON NOANUCH.

3.26 cuctema yoocToBepsiloWmnX LeHTpoB; cuctema YL (certification authority system): CoBokynHoCTb
YyOOCTOBEPSAIOLLMX LIEHTPOB, KOTOPbIE YNPaBNAT cepTudmnKkaTtaMm Kioden NPoOBEPKU SNEKTPOHHBLIX NOANUCE
(BKMIOYasA COOTBETCTBYIOLLME UM KIHOUM NPOBEPKU AMEKTPOHHBIX NOAMUCEN U KITHOYM SNEKTPOHHBIX NOANUCEN)
Ha NPOTSHKEHUU XKUSHEHHOTO LIMKNa cepTudpmnkara knova npoBepku aneKTPOHHOW NOANUCH.

3.27 cnUCOK HegeWCTBUTESNbHbIX CepPTU(UKATOB KIoYer NMPOBEpPKU 3NEKTPOHHbIX NOANUCEeHN;
CAC (public key certificate revocation/non-action list): Cnncok cepTudmkaToB kno4ern NPOBEPKM SMEKTPOHHBIX
noanucen, 06 bsABMNEHHbIX HEAEHCTBUTENIbHLIMU.

MpuMeyaHUe — HeaelicTBUTENBHEIMU CEpTUdUKATaMU SBNSAOTCS cepTUdMKaThI, CPOK AEACTBUS KOTOPbIX
UCTEK, NPUOCTaHOBMNEHHbIE CEPTUUKATLI U CepTUCDUKATEI, aHHYNMPOBAHHLIE MO peLleHMto cyaa.

3.28 yBeaomneHue no gononHUTENbLHOMY kaHany (out-of-band notification): Ysepomnenue ¢ ucnons-
30BaHUEM CPEACTB CBA3W, HE3aBUCUMbIX OT OCHOBHBIX CPEACTB CBA3M.

3.29 ynoctoBepsowuii ueHTp; YL (certification authority): KOpuauyeckoe nuuo unu nHanenayanbHbIn
npeanpuHMMaTens, OCYLLECTBNAIOWME hYHKLUM NO CO34aHMIO U Bbidave CepTudUKaToB KIovel NpoBEpKU
SMEKTPOHHbIX NMOAMUCEN, 8 TAKXKE UHblE (DYHKLUMU, NPEAYCMOTPEHHbIE HALMOHASBbHBLIM 3aKOHOAATENbCTBOM.

3.30 ynpaBneHue knrwyamu (key management): O6paiueHue ¢ kno4eson uHopMaLuen U Knodamm
Ha NPOTSXKEHMU UX XUSHEHHOTO LMKIa B COOTBETCTBUM C NOMMTUKON 6GE30NacHOCTH.

3.31 vacTtb knwya (key fragment): ®PparmeHT knmioya, NepefaHHbIn HA XPaHEHNE IPUANYECKOMY UMK
du3nyeckoMy nuuy ANA peanu3auum METoAa pasfienieHus 3HaHUM.

3.32 xaw-hbyHkuma (hash-function): ®yHkums, oTobpaxaioLas cTpokn 6uUT B CTpoku BUT OMKCMpPOBaH-
HON ANWHBI U YAOBNETBOPAIOLLIAA CNEAYIOLLUM CBOICTBAM:

1) N0 AAHHOMY 3HAYEHUIO PYHKLIMM CNIOXKHO BLIMUCTIUTL UCXOAHBLIE AaHHbIE, OTOOpaXKaeMble B 3TO 3HAYEHHE;

2) AnA 3aaHHbIX UCXOAHbIX AaHHBIX CAIMKHO BbIYUCINTL APYrue UCXOAHbIE AaHHbIe, OTODpaXkaemble B
TO e 3HaYeHne PyHKUUK;

3) CMOXHO BbIMMCIIUTL KaKyI0-nMMBOo napy MCXOAHBIX AaHHbIX, OTOOPaXXaeMbiX B OJHO U TO e 3HaYeHUue.

[FOCT P 34.11-2012, nyHkT 3.1.6]

MpumMeyaHune — [NpuMeHUTENBHO K 06NacT UCNOML30BAHUA ANEKTPOHHON MOAMKUCH CBOWCTBO NO NEpEYUC-
TNeHnIo noApasyMeBaer, YTo:

1) NO M3BECTHOW SMEKTPOHHOW MOAMUCUM HEBO3MOXHO BOCCTAHOBUTL WCXOAHOE COOOLUEeHWe; CBOWCTBO MO
nepevuUcneHuto;

2) ANSA 3aaHHOro MOAMUCAHHOrO CoobLLeHUsA TpyAHO nopobpaTb Apyroe (dhanscuduumMpoBaHHoe) cooblyeHue,
uMetoLLee Ty Xe 3MEKTPOHHYIO NOANUCH; CBOMCTBO NO NepevncrieHn!o,

3) TpyaHo noaobpartk Kakylo-nu6o napy cCooBLLEHWIA, UMeIOLLUX OfHY U TY Xe NOAMUChH.

3.33 ueHTp perucTpauum; LIP (registration authority): Cnyx6a (nogpasaeneHue) YLI, kotopasi oTBeyaer
3a perucrpauuio, naeHTudukaumnio u ayTeHTudukaumio sBnagensues cepTuuUKaTos u ABNSETCA YacTblo YL,
HO He CO3Aa€T U HE BbIAAET CEepPTUdDUKATBI.

MpuMeyaHune —LP MOXeT yyacTBoBaTL B NpoLiECCe NOMyYeHUs cepTuduKaTa Kroda NpoBEPKMU NEKTPOHHOM
noanucu, NpoLecce NpekpaLeHns AeicTBUA cepTUdMKaTa Krltoda NpoBePKU NEKTPOHHOI MOANNUCH UMK B TOM U PYTOM.

3.34 yenouka cepTudnKaToB KIOYEN NPOBEPKN MNEKTPOHHLIX NOANMCEN; Lenovka ceptudukaTos
(public key certification path): YnopsaoveHHasa nocnenosarenbHOCTb CepTUUKATOB KNOYen NPOBEPKN INnek-
TPOHHbIX MOANUCEN, KOTOPAsA, UCX0AA U3 YCMOBUSA [OBEPUS NEPBOMY CEpTudMKaTy Knioua NpoBepKU 3nek-
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TPOHHON NOANUCU 3TON LIENOYKM (CepTUMKATY yOCTOBEPAIOLLErO LIEHTPA), NO3BONSET YCTAHOBUTL A0BEPUE
KOHEYHOMY CepTUdMKaTy KIova NPOBEPKN NEKTPOHHON NOANUCU STOW LIENOHKMU.

3.35 anexTpoHHas nognucs (digital signature): MHdpopMmauma B anekTpoHHON hopme, KoTopasi npucoean-
HEeHa K Apyroin MHopMaLumn B aNeKTPOHHON hopme (noanucbiBaeMon MHGopMaLmMmn) Unu nHbiM 06pa3om cesza-
Ha ¢ Takon uHpopMaumen u KoTopas MCNONb3YEeTCA ANA onpeaeneHns nuua, NoANUCLIBAIOLLEro MHGOPMaLUUIO.

MpumevaHunsa

1 Buabl 3NeKTPOHHOIA noAnncu onpeaenexsl B [1].

2 MNpuMmeHeHne COOTBETCTBYIOLEro Bua ANEKTPOHHON NoANUCH ONpeAenseTca Ha OCHOBE NpPaBoBbIX N HOPMaTHB-
HbIX aKTOB YNOMHOMOYEHHBIX OPraHoB UM AO0roBOPHBIMU OTHOLLEHNAMWU MEXAY YY4acTHUKaMMU 3MEeKTPOHHOro B3auMopei-
ctBuA (cM. [1]).

4 UHdppacTpyKkTypa OTKPbITbIX KIHouen
4.1 0630p

MudpacTpykTypa oTKpbITLIX Kntoven (PKI) — 310 TepMuH, UCNONb3yeMblii Ansi ONMCAHUA TEXHUYECKON,
IOPMANYECKON U KOMMEPYECKOW MHGPACTPYKTYPbI, KOTOpAs AenaeT BO3MOXHbIM LUMPOKOE NPUMEHEHUE Tex-
HONOTUK OTKPLITOTO KNtoYa.

TexHONOrnA OTKPLITOTO KN0Ya NCNONb3YeTCA ANA CO3AaHNA INEKTPOHHON NOANMUCH U YNPABNEHUS CUM-
METPUYHBIMK KNto4amu. B kpuntorpadmm ¢ aCUMMETPUYHBIM KNIOYOM UCNONb3YIOTCA ABA KNKOYA: OAMH CKPbIT-
HO XPaHUTCA Yy NOnb3oBarens, a APyron CTaHOBUTCA NYOGNUYHO AOCTYNHbLIM (OTKPbITbIM). MognuMcaHHoe unu
06paboTaHHOE C NOMOLBIO OHOTO KIoYa MOXET ObITb NPOBEPEHO HA AEHCTBUTENBHOCTL C MOMOLLILIO 0MNON-
HSIIOLLETO ero Kniova. PackpbITe OTKPLITOrO KNo4a He KOMNPOMETUPYET AOMOMHSIOLErO €ro Knio4a.

AyTeHTudMKauma Knioven NpoBepkn ANEKTPOHHON NOANUCH ABNSETCA He0OX0AUMbIM YCNOBUEM, U NOS-
TOMY Takue Kio4n HaxXoaaTCA B cepTudukaTax Knodein Nposepku ANEKTPOHHOI nognucu. Ceprudukar kmova
NPOBEPKN 3NEKTPOHHOW NOANUCU COAEPHMT KMIOY NPOBEPKU INEKTPOHHOM NOANUCK U UAESHTUMDUKALIMOHHBIE
JaHHble, a TaKke INEKTPOHHYI noanuck Y. Hactoawmin crangapt ocHoaH Ha FOCT P UICO/M3K 9594-8 B
YacTu ayTeHTUMUKALIMN B OTKPLITbIX CUCTEMAX.

4.2 Mpouecc ynpaBrieHua UH(PPACTPYKTYPOMN OTKPLITbIX KNoYen

O6sa3aHHOCTAMM, ycnyramu U npouesypamu, HEOOXOAUMBIMU AN YNpaBreHusi MHAPaCTPYKTYpOi OT-
KPbITbIX KIIOYEN, ABASAIOTCS:

- CO3aHue KIouen;

- peructpauus;

- co3gaHue cepTudunKaTos;

- pacnpegenexue;

- UCNOMNb30BaHUE;

- IPUOCTAHOBKA, BOCCTAHOBIIEHUE;

- NpeKpaLLeHne cpoka AeiCTBuS;

- NpoAneHue;

- 3ameHa.

OCHOBHbI€ 3Tanbl NpoLecca ynpaBneHnst MHPPACTPYKTYPON OTKPbIThIX KNOYEN NOKa3aHbl HA PUCYHKE 1.

4.3 YOoCcTOBEPAIOWMIA LIEHTP

YL cospaer ceprudukartbl Knoven NpoBepKU SMNeKTPOHHOM noanucu. KOpuandeckue m dusnyeckme
nuua (B ToM uyncrne YL) MmoryT ucnosnb3oBartb CepTUdMKaTbl KMOYER NPOBEPKN INEKTPOHHON NOAMMUCH, YTOObI
ayTeHTuduymnpoarb cebst Ana nonb3oBarenen ceptTudnKarTos.

Mocne Toro kak cepTudmKaT Knoya NPOBEPKN SMEKTPOHHON NOAMUCH CO3AaH, LENOCTHOCTL €ro coaep-
KaHWA 3aULLAETCA SNEKTPOHHON NOAMUCHIO YAOCTOBEPSAIOLLErO LeHTpa. HacToswmi ctangapt He TpebyeT
obecneyeHns KOHMUAEHLMANBHOCTU CEPTUCUKATOB KIHOYEN NMPOBEPKU 3MEKTPOHHON MOANUCU. Y4UTbIBASA,
YTO Monb3oBaTenu ceptudukaToB AOBepatoT YL, 9T0 AenaeTr BO3MOXHOW MPOBEPKY CBA3N MEXAY KITO4OM
NPOBEPKN SNEKTPOHHON MOAMUCK IOPUANYECKOTO Unu Guan4eckoro nuua, MaeHTUPUKaLUOHHLIMUA AAHHBLIMU
3TOro nuua U A4pyrom HeobxoaMMoW cogepkaluencs B cepTudpmkaTe Krova npoBepKM SMEKTPOHHON noanucu
nHdopMauuen.
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Mpouecc xu3HeaeATeNnsLHOCTM cepTuduKaTa Kniovya
NpoBEpPKU 3NEeKTPOHHOW noanucu

1 Mapa knioven (knioy NpoBepku
------- » c BNEKTPOHHOW NOANMCK/KIIoY
O3/iaHue Knioua 3NeKTPOHHOM NoANMCH)

Kniou npoBepku 3neKTpOHHOW nognucu
4 OPMAVNECKOro U chM3NYECKOro nuua

A

IOpMp.mecxoe unn
¢huramnyeckoe nNuUo

}

2
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1
1
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1
1
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N Peructpauus

4

CospnaHue <
cepTudmkara

!

5
PacnpepeneHue

Moarsepxaexue
KOHe4YHoro Bnagensua
cepTugukara

A 4

lNonb3oBatenu
cepTugpukara

A 4

MpuocraHoBka

| [ ~
Wcnonb3oBaHue neHCTBA

|

UcTteuerue cpoka
AenNcTBUA Unu
aHHynuMpoBaHue no
pelueHuto cyaa

A

MpuMeyaHue— Ludpbl COOTBETCTBYIOT 3Tanam NpoLECCOB, AETaNMaNPOBaHHbIX Ha PUCYHKe 2.

PucyHok 1 — Tunosoi npoyecc ynpaBneHns HGPacTPYKTYPOIl OTKPLITLIX KItovei

Llenoyka ceptucmkatoB MOXeT ObiTb COCTaBNEHA ANSA ABYX OCHOBHbLIX apXUTEKTYP: Uepapxu4eckon u
CETEBOMW.

B nepapxuyeckon cucreme YL, nonHOMOYMA NOACTPaAMBAIOTCA NOA ronoBHONW YLI, KOTOpPbLIA CO34a€eT U
BblAaeT cepTuduKaThl KIoven npoBepku ANEKTPOHHON nognucu ana YL, HenocpeaCcTBEHHO €My NOAUYUHEH-
HbIX. 3TU NOAYUHEHHBbIE YL MOryT BbljaBaTb CepTUUKaThl KNOYEn NPOBEPKMU SNEKTPOHHON NOANUCH NOAYM-
HEHHbIM UM YLl nnn koHe4HbIM BnagenbLuamM ceptucukatos. B nepapxuyeckor apxutekType Koy npoBepku
3NEKTPOHHOW nognucyu ronoBHoro YLl BbiCTynaeT B kavyecTBe AOBEPEHHOIO KMiova NMPOBEPKU INEKTPOHHOW
NOANUCK U U3BECTEH KaXXAOMy NONb3oBatento ceptudukatos. [enCcTBUTENbLHOCTb cepTtudmkara Knoua npo-
BEPKU 3NEeKTPOHHON NoAnucu nioboro 1puandeckoro unu usnyeckoro nuua MoxeT ObiTb NpoBEpeHa nocpea-
CTBOM MPOBEPKU LIeNoYKU cepTudmnKaToB, KOTOpas BEAET OT NPOBEPSAEMOro ceptudukara Krnioda npoBepku
3MEeKTPOHHON Noanucu obpaTHO K AOBEPEHHOMY KMoy NPOBEPKU IMEKTPOHHOW NOANUCU (KMIOYy NPOBEPKU
3MeKTPOHHON noanucy ronosHoro YLI). B atoi cucreme YL, ronosHow YL asnserca obwen Toukon gosepus
Ang BCex nonb3oBarenen ceprudukaros.
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lonosHoi YLI ans cBsiau 3a npegenamu CBOei 06NacTu OTBETCTBEHHOCTU [AOIDKEH KPOCC-CepTH-
duumnposartbes ¢ YL xenaemoin yganeHHon obnactu. Mposepka uenoyky ceprudmkaToB npegnonaraert cosaa-
HUE nocrneaoBarTenbHOCTM CepTU(MKATOB KITIOYEN NPOBEPKU SNEKTPOHHOM NOANUCU OT yaaneHHOro (n3n4ecko-
ro Unu IPUANYECKOro N1ua 40 rofnoBHOroO YL ¢ NOMOLBIO KPOCC-CepTUMULIMPOBAHHOIO yaaneHHoro YL,

B cereBoii cucreme YL| HesaBucumblie YL MoryT kpocc-ceptudmumpoBarb Apyr Apyra noCpeacTBOM Bbl-
Aaum cepTudUKaTOB KIIOYEN NPOBEPKU ANEKTPOHHON MOAMUCKU APYT APYry. 3TO NPpMBOAUT K 00LLIen cxeme ao-
BEpUTENbHbIX OTHOLLEHUI Mexay YL u no3Bonger kaxaon rpynne (Hanpumep, KIMPUHroBOM nanare, (puHax-
COBOMY YUPEXAEHUIO UMK €ro noapasaeneHusam) uMetTb cobcTBeHHbin YL KOpuauyeckoe unu dpusmnyeckoe
NULO UCNONb3YET KIOY MPOBEPKU 3MEKTPOHHOW NOANUCH BbiGpaHHOMO YLl kak JOBEPEHHbIN KIoM NPOBEPKM
ANEKTPOHHON noanucu. Lienouka ceptndukaroB COCTOMT U3 TEX CEPTUMUKATOB KITIOYEH NPOBEPKU INEKTPOH-
HOW NOANKUCH, KOTOPbIe UAYT B 00paTHOM NOCNea0BaTENbLHOCTU OT NPOBEPSEMOr0 HA IENCTBUTENBHOCTL Cep-
Tudukara Knioya npoBepKu INEKTPOHHON nognucu Ao YL, kniov npoBepKu 9neKTPOHHOW NOANUCU KOTOPOro
nonyyeH nonb3oBarenem ceprudukara JOBEPEHHbIM 06pa3oMm.

Komnpomertauus knioua anekTpoHHOW nognucu YL koMnpoMeTupyeT Bce cepTudpukarbl Kniovuen nposep-
KW 3reKTPOHHON NOANUCH, BbIAAHHbIX IaHHbIM YL, NOCKONbKY 3M10YMbILLAEHHUKN C NOMOLLIbIO CKOMNPOMETUPO-
BaAHHOIO Krto4ya aMeKTPOHHOW NOANUCU MOTyT co3gasarth (panbluMBbie CepTUUKATBI KIKOYEn NPOBEPKN dNekK-
TPOHHOW NOANKUCH, a 3aTeM BbiiaBaTb ce0s 32 OAHOMO UMW HECKONbKUX KOHEYHbIX BrajienbLes cepTudukaTos.

HusHeHHbI Lnkn cepTudmkaTa Knova npoBepkn SNEKTPOHHOI NOANUCU KOHEYHOro Bnajenbsua cepTu-
doukaTa nokasaH Ha pucyHke 1.

4.4 LlenTp perucrpauum

LIP oTBevaeT 3a perucrpaumio, uaeHTuduKaLmio n ayTeHTUdUKaumio enaaenbues CepTuUKaToB, HO He
BbINOMHAET pyHKUMK YL W, criegoBaTernibHO, He Co34aeT U He BblgaeT cepTudpmkatel. LIP MoxeT cnoco6eTeo-
BaTb MPOLECCY MOJSTyYEeHUsi CepTUdMKaTa, MPOLECCY NPEKPALLEHNs ero AeNCTBUA UMK TOMY U APYTOMY.

4.5 KoHeuHbIi Bnageney ceptudukara

KoHeuHbIn Bnageney ceptudukara UCNONb3YeT CBOM KAOY SNEKTPOHHON NOANUCK ANS uenew, OTnuy-
HbIX OT NOAMMCAHUSA CEPTUUKATOB KITtoHend NPOBEPKU ANEKTPOHHOW NOANUCH.

5 Cucrembl YU
5.1 Obwan uipopmMaums

LIP (B cnyyae ero Hanu4yus) saensetcs cnyoon (nogpasaeneHuem) YL, AenCTByloWEN B paMKax perna-
MEHTa BblAauun CEPTUAUKATOB KIHOYEn NPOBEPKU NEKTPOHHLIX noagnucen aaHHoro YL, Peructpauus opuau-
Yyeckux U usnvecknx nuu ¢ cobnogeHnem scex TpebyeMbix Mmep 6e3onacHoCTU MoXeT ObiTb nopyyeHa LIP
UM MOXKET DbITb YacTbIO YCNYT, NpegocTaBnsembix YL

Mpu ucnonb3oBanuu LIP B3anmoaencreue LIP ¢ octanbHbiMu cnyxx6amu YL, 4OMmMKHO ObiTb ayTeHTUK-
LMpPOBaHO. [Ans 9Toro NpoLecca MOXET ObITb MCMONb30BAHA ANEKTPOHHAS MOANUCH.

5.2 OTBeTCTBEHHOCTb B cucrtemax YL{

5.2.1 OTBETCTBEHHOCTb N XapakrepucTuku YL{

5.2.1.1 YL| HeceT OTBETCTBEHHOCTb 3a:

a) obecneyeHne 6e30MacHOCTU KIOYa AMEKTPOHHOW MOAMUCH, CBA3AHHOIO C KMIOYOM NMPOBEPKU ANeK-
TPOHHOW noagnNucK, cogepxawmmca B ceptudukare Kniova NpoBEPKU aNEeKTPOHHON nognucu YL;

0) obecnevyeHue yBEPEHHOCTU B TOM, YTO KMIOYM NPOBEPKU MEKTPOHHOW NOANUCU, CEPTUUKATBI KOTO-
pbix co3aaHbl YL, ABNSAIOTCS yHMKanbHbiMU B 06nactu aencreus atoro YL,

B) ob6ecneveHne oTCyTCTBUS AyONMpPOBaHMS OTNIMUMTENBHOTO UMEHN 3aNpPaLLMBAIOLLEN CTOPOHbI C UME-
HeM nboro Apyroro M3n4eCcKoro Unu IPUANYECKOTro NnuLia, CepTUUKAaT KIo4a NPOBEPKM 3NEKTPOHHOM NoA-
NUCK KOToporo Obin cosaaH atum YL,

r) cosagaHue ceptuuKaToB KIo4a NPOBEPKU INEKTPOHHON NOANUCU C NPUMEHEHUEM anropuUTMa anek-
TPOHHON NOAMUCK K MH(pOPMaLMK, YKa3aHHON B cepTudpukare Knioya npoBepkn aNeKTPOHHON NOANUCH;

A) nogaepxaHue MexaHu3ma npekpalueHus AenCTBUS CepTUUKaToB U NMPOBEPKU, NPUEMNEeMoro aAnsa
BnagenbLeB U Nonb3oBarenen ceprudukaros;

€) cosganue u pacnpegeneHne CAC (cMm. npunoxenue [1);

)K) co3aaHue nap Kroyei B COOTBETCTBUM C NOAPOOHBIM CLieHapMeM NpoLeaypbl CO3AaHUA KoYen yao-
CTOBEPSIOLLUM LIEHTPOM U TpeboBaHusimu PBC;
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n) paszpabotky PBC 1 obecnedeHne ero 4OCTYNHOCTM ANSi BCEX IOPUANYECKUX U DU3UHECKUX NULL;

K) obecneyeHne yBepeHHOCTU B TOM, YTO OH BlaZeeT U yNpaBnseT CBOMMM KIO4aAMKU 3NEKTPOHHOM NoAnMCH;

1) 3aMeHy napbl knoden (MPOBEPKN SMEKTPOHHON Noanucu / anekTpoHHon nognuck) YL, yepes uHtepea-
nbl BPEMEHU, COOTBETCTBYIOLUME puckam OusHeca.

Pat6ora YL gomkHa ocyLlecTBnATLCA B COOTBETCTBUM ¢ PBC M COOTBETCTBYIOLMMU NOMIUTUKAMU MPU-
MeHeHus ceptudukatoB. YL, HeCeT OTBETCTBEHHOCTb 3@ CO3jaHMe CepTUMPUKATOB U AOMKEH UMETb BO3MOX-
HOCTb NpeAcTaBnaTb MHAOPMaLMIO, CoaepXKallyocs B cepTudukaTax Krnouen NpoBepKn neKTPOHHOW noa-
nucu, B OpMe, NPUrOAHON ANA YTEHMA YENOBEKOM.

TpeGoBaHus k pacnpeaeneHunio YL, kmoyein npoBepku 3neKTPOHHOW NoanucK onpeaeneHsl B 5.3.5.

5.2.1.2 PekomeHgyetcs, 4To6bl YL, o6nagan cneayiowmMm xapakTepucTukamm:

a) uMmen AOCTaTO4MHO PecypCoB ANs NOAAEMKAHUA CBOEW AEATEeNbHOCTU B COOTBETCTBMM CO CBOMMM
0065s13aHHOCTAMMU;

0) ObIn cNOCOBEH B AOCTATOYHOW MEpe NMPUHATL CBOM PUCK OTBETCTBEHHOCTU Neped KOHEYHbIMU BRna-
JAenbLamMmu cepTudrKaToB 1 NONb30BATENSAMU CEPTUMDUKATOB, KAK 9TO AUKTYETCSI MONUTUKON NPUMEHEHUA cep-
TUUKATOB;

B) NPUMEHSAN KaapPOBYIO MOMUTHUKY, KOTOpas obecnevmBaer AoBepUe k agestensHoctu YL;

r) ucnonb3oBan aAnsa peanusauuu yHkumn YL, cpeacrea, yaoBneTopsioLmMe HopMaTUBHbLIM TpeboBa-
HWSAM YNONMHOMOY€EHHbIX opraHoB. Cpeactea YL, AomkHbl ObiTk COOTBETCTBYIOLLMM 06pa3oM 3aLumLLEHbI.

MpumeyaHue — Knaccel CpeAcTB MEKTPOHHON noanuck u cpeacTs YL onpegenerbl B [2]. Heobxoanumeiii
knacc paspabaTbiBaeMbiX (MOAEPHU3NPYeMbIX) cpeacTB YL onpeaenseTcsa 3akaszunkom (paspabotunkom) cpeacts YL Ha
ocHoBe [2];

a)obecneunan AOCTYMHOCTb CBOMX CEPTUMUKATOB KIOYEeW NPOBEPKW 3MEKTPOHHON NOAMUCH, KNioya
nNpoBepPKM 9neKkTpoHHon noanucu n CAC ana nonb3osarenen ceprucdukaros;

€) onpeaensan u JOKyMEeHTanbHO OPOPMIIAN BHYTPEHHUE NONUTUKU (PYHKUMOHUPOBaAHNA AnA obnacrtu
aencreusa YL n o6ecnevmsan ux 4OCTYNMHOCTb 3aMHTEPECOBAHHbLIM NULIAM;

»)obecneunsan yBepeHHOCTb B COOTBETCTBMU BCEM HAANEXALLMUM HOPMATUBHLIM TPEOOBaHUSIM.

Cucrema YL, gomkHa obecneunTb yBEpPEHHOCTb B TOM, UTO 006s13aHHOCTH YL, u LIP (npu ero Hanuuum)
Gbinu onpeaeneHsbl.

5.2.2 OTBETCTBEHHOCTb, KOTOPAA AOMKHA ObiTb BO3NOXeHa Ha YL| unu Ha LIP

YL, vnu LUP (npu ero Hanuuum) Heo6xoauMo OCYLLECTBAATL cneayioLlee:

a) NpoBepsATb AEUCTBUTENBHOCTb UAESHTUMDUKALUMOHHBIX AAHHBIX IOPUANHECKOTO Mnu hru3anyeckoro nuua,
3anpaluvBaloLLero cepruduKar KIoda NPoBepKn 3NEeKTPOHHON NOANNCK Kak OyayLLmMiA Bnageney AaHHOTO cep-
Tndukara;

0) npoBepsATb AEWCTBUTENBHOCTb UAESHTUDUKALMOHHBIX AAHHBIX IOPUANYECKOTO Mnu hruanyeckoro nuua,
3anpaluMBaloLLEero cepTuukar Knoya NPoBEPKU 3NEKTPOHHOW NOANUCU KaK AOBEPEHHOE NNULIO;

B) M3BELLATb O CO3aHuM ceprTuduKaTa Knioya NPoBEpPKN SNEKTPOHHOW MOAMUCH CTOPOHY, YKa3aHHYIO B
ceptudumkare Krova npoBepku ANeKTPOHHON noagnucu (Npu Heo6xoauMOCTH);

r) OCYLUECTBNATb nepeaady 3T0ro U3BeLleHus cnocotoM, OTNMYHBLIM OT MobbiX cnocobos, ucnonbaye-
MbIX AN Nnepefaydm ceprtudukara knioda NpoBepkn 3NeKTPOHHOW NOAMUCK I0PUANYECKOrO U U3N4eCcKoro
nuua. NMpumepamu Takux cnocoboB nepeaayn ABNATCA 0ObIYHbLIE NOYTOBLIE MMCbMA ANS CUCTEM C HU3KUM
YPOBHEM pucka (PO3HUUHAs TOProBns) U 3aKkasHble NUCbMa ANA YacTHbIX 6AHKOBCKUX cucTem. Peanusauus
9TOW (DYHKLIMOHANBLHOCTM OnpeaenseTca puckoMm 6usHeca;

) OCYLLeCTBNATL ayAuT NpoLecca Bblaavn cepTuUKaToB Kniouen NpoBEepKU 3NEeKTPOHHON NOANUCU B
TEeYEHUE BPEMEHU, ONpeaerneHHOro TPeBOBaHUAMM K COXPAHEHUIO 3anuUCeN;

€) OCYLLIECTBNSITb B COOTBETCTBUM C TpebGoBaHuAMM GE€30NaCHOCTU perucTpaumio ayTeHTUhUUMPOBaH-
HbIX IOPUAUYECKUX U DPU3NYECKUX NUL;

X)NPEeAoCTaBnNsiTb CBOMM KOHEYHbIM Bnaaenbuam ceptudukaroB pykoBoacTBO no 6e3onacHoMy ynpas-
JIEHMIO KITIOYOM SMEKTPOHHOM NOANUCU KOHEYHOTO Bnaaensua ceprudukara;

1) UHPOPMMPOBATL KOHEYHOTO BRaaenbLa ceprudoukara o ToM, UTo ero pabora onpeaensaeTca Kak CKOM-
NPOMETUPOBAHHAsA, €CNK €ro KITIOY 3NEeKTPOHHOW NOANUCU UCNONb3YETCA KakUM-NMBo ApyruMm 10pUaANYNECKUM
nnn Pu3nyeckum nuLom;

K) UCMOSIb30BaTb COOTBETCTBYIOLLME CPEeACTBA, YTOObI yOeaAUTLCS B TOM, YTO KOHEUHbIN Braaenel cepru-
dukara noHumaet 06513aHHOCTH, CHOPMYNUPOBaHHLIE B 5.2.3, U B COCTOSIHUM UX BbINONHATD;

n) B Criy4ae KOMNPOMETaLUK KNiova 3NeKTPOHHOW noanucu YLl HesameanuTenbHO MHOPMUPOBaTL 06
3TOM BniagensLiEB U Nonb3oBarenein ceptudukatos B o6nactu aeicreus YLI;

8
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M) OCyLLEeCTBNSTL 06paboTKy 3anpoCoB OT IOpUANYECKMX U (PU3NIECKMX FULL HA Bblaady, NpoaneHue u
3ameHy ceprtudukara, Ha NpekpaLleHme u BOCCTaHOBMNEHUe AenCTBUA ceptudukara, a Taike (N0 peLueHuto
cyaa) aHHynupoBaHue ceptudukara.

PacnpeaeneHue yka3aHHbIx pyHkumin mexxay LIP u apyrummn cnyx6amm YL, onpeaensierca npu peanu-
3auumn cuctemsl YL,

MpunoxeHue B cogepxuT pekomeHgyemble TpeboBaHUs ANA npuema AaHHbIX 3anpoca Ha cepTudukar.
Ha npeameTt obecnevyeHus TpebOBaHMIn KOHTPOMNS U YBEPEHHOCTU B kKavyecTBe 6e30nacHOCTU CM. 5.4.

5.2.3 OTBeTCTBEHHOCTb KOHEYHOro Briagenbua ceprugukara

K koHeuHOMY BnagensLy ceprudukara npeabsaBnaioTcs cneaylowme TpeboBaHus:

a) obecneunBaTtb YBEPEHHOCTb B TOM, YTO KIIOY SMEKTPOHHOW NOANUCH KOHEYHOIO Bnaaenbua ceptudu-
KaTa:

- XpPaHUTCS B KOHTPONMPYEMOW 30HE, YCTAHOBMEHHON ANs CPEACTBa, peanu3yiowero kpuntorpagude-
CKue (pyHKUuMK;

- UCNOMb3YeTCA TOMBbKO YNOMHOMOYEHHbIM fIMLIOM C MPUMEHEHWEM Hagnexalumx Mep U CpeacCTB KOHTPO-
nA U ynpasneHnsa A0CTynoM (HanpuMep, naporss), cornacHo coorsercrayowemy PBC;

0) obecneunBaTb yBEPEHHOCTb B TOM, UTO Pe3epBHAs KOMUA KNoYa 9NEeKTPOHHOW NOANUCU XPaHWUTCA B
KOHTPONMPYEMOW 30HE, YCTAHOBMEHHOW ANA CPeACTBa, peanu3yiowero kpuntorpaduyeckue QyHkuum, Toraa
KaK camMmu CpefiCTBA XPaHATCA B 3aLUMLLEHHOM XPaHUIULLE.

TpeboBaHus 6€30NacCHOCTU ANSA PE3E€PBHOIO KONUPOBAHUA KIKOYEN 9NEKTPOHHON NoANUCHU MOTYyT ObiTb
OCHOBaHbI Ha 5.3.1.1. Knioy anekTpoHHON NOANUCK CrieayeT TPaHCNopTUpoBaTh 6e30nacHbIM CNOCOGOM;

B) NpEANPUHMMATL AEUCTBUSI NO 0DEeCneyeHnio KOHPUAESHUMANbLHOCTU KNoYa 3MEKTPOHHOW NoanNUCH
ANsi NpeaoTBPaLLeHNA HECAHKLIMOHMPOBAHHOIO UCMONb30BAHUA U KOMMPOMETALIMK KMIOYa B TEYEHNE €10 XKU3-
HEHHOTO LIMKNA;

r) npeanpuHMMAaTh AEUCTBUA N0 He3ameanuTenbHoMy yseaomneHmnio YL, koraa koHevHbili Bnagenew
ceptudmkaTa sHaeT unm NoAo3peBaeT 0 NOTepe, PaCKPbLITUM UM MHOTO PoAa KOMNPOMETaLMM CBOETO KIloya
ANEKTPOHHOW NOANUCH;

) obecneyntb yBEPEHHOCTb B TOM, YTO MOCSE KOMNPOMETALUMMU UM OT3bIBA KIKOYA 3NEKTPOHHOW MoA-
NMUCU KOHEYHOro Bnagensua ceprudukara UCnonb30BaHUE 3TOr0 KNoya dNEKTPOHHON NOANUCK He3aMennu-
TEnNbHO U OKOHYATENbHO NPeKpaLlaeTcs;

e) obecneynTb YyBEPEHHOCTb B TOM, YTO KITHO4Y SNEKTPOHHON NOANUCU Kakoro-nubo KOHEYHOro Bnagensua
ceptudmkara, Kotopblit Gbin paHee yTEpsiH N CKOMNPOMETUPOBAH, a 3aTeM HaneH, OyieT YHUUTOXEH;

) 00eCcneyYnTb YBEPEHHOCTb B TOM, UTO B Cryyae NpekpalleHus AesTenbHOCTM (HanpuMep, NMKBuaauum
IOpMANYECKOTO NMLA) KOHEYHOTrO BriaZenbLa ceptudukara CyLecTByeT Ha3Ha4eHHAsA OTBETCTBEHHAsA CTOPOHA,
obecneunBaioLas yHUUTOXEHNE KIoYa KOHEYHOTO Briajenbua ceptudukara u ypegomrneHme cucremsl YL,

u) o6ecneuntb ypoBeHb BesonacHocTu, Tpebyemblii PBC u onpeaeneHHblii COOTBETCTBYIOLMM 40rOBOp-
HbIM COrnalueHuem;

K) NPeaoCcTaBnATb TOYHbIE M NONHbIE JaHHbIE ANA 3anpoca Ha cepTudukar;

n)coobwarb B YLI/LIP 0 nobbix HETOYHOCTAX UMW U3MEHEHUSIX B COAEPKaHUM cepTudpukara Knoda npo-
BEPKM ANEKTPOHHOM noanucu (Hanpumep, uaMeHeHme hamMunum u T. 4.).

5.3 Tpe6oBaHUsA K XKUSHEHHOMY LIMKNY cepTuduKaTa KIova npoBepKU 35IeKTPOHHON NOANMUCH

5.3.1 CospaHune

5.3.1.1 Cpepactea YL, peanusyiowme kpuntorpaduyeckne MyHKUUM C KIMKOYOM 3MEKTPOHHOW NOANUCH,
AOMKHBI ObITb COOTBETCTBYIOLLMM 00PA30M 3aLUULLEHBI M HEAOCTYMHbI ANS Kakoro-nubo Apyroro opuan4ecko-
ro unu uandeckoro nuua. Knoy anekTpoHHo nognucn YL Takke AomkeH ObiTb COOTBETCTBYIOLLMM 06pa3om
3aLuLLeH, NOCKOMbKy obnaaaHue WM NO3BONUT 3MOYMbILLNIEHHUKY 3amackuposatbes nog YL, n cchopmupo-
BaTb NOXHbIE CEPTUPUKATBI KIKOYER NPOBEPKU INEKTPOHHON NOAMMUCH.

TpeGoBaHua 6e30NaCHOCTU K KITIOYY 9MEKTPOHHOI noanuck YL, cnepyiowue:

a) NopsAA0K CO34aHUsA, UCMONb30BAHUA, XPAHEHUS U YHUUTOXEHUS Kroya SMeKTPOHHOW nognucy YL
onpepenseTca B COOTBETCTBUM € TpebOBaHUAMM IKCMITyaTaLMOHHOW AOKYMEHTaLun Ha cpeactea YL, peanu-
syowme kpunrorpadmyeckne yHKLUM, 1 HOPMaTUBHLIMU TPEOOBAHUAMU COOTBETCTBYHOLLUX YNONHOMOYEH-
HbIX OpraHoB (Hanpumep, TpeGosaHuamu [2]);

6) NpoLecc co3aaHusa Kniova NpPoBEPKKU SNEKTPOHHOM NOANUCHK / KItoYa SIEKTPOHHONM NOANMUCH AOMKEH
obecneynBaTb yBEPEHHOCTL B TOM, YTO KnoveBas MHpopmaLuns cooTBETCTBYET TPEBGOBaHMAM K KNoYy npo-
BEPKU SMEKTPOHHOIN NOANUCH;
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B) TOMbKO YLl AOMKEH MMETL AOCTYN K CBOEMY KIOMY SNEKTPOHHOW NOANUCH;

r) npu nepexoge PyHkumin YL, Kk Apyromy ynoriHOMOYEHHOMY HOPUANYECKOMY UNKU (PU3NYECKOMY fULY
KIIOY 9neKTpOoHHON nognucy YL, gomkeH ObiTb 3KCnopTupoBaH 6e3onacHbIM CNoco6oM, HanpuMep:

- N04 ABOMHbLIM KOHTPOMNEM C pasgerneHuem 3HaHua unu

- B 3aumdpoBaHHOM BuAE, NpU 9TOM Kpuntorpaduyeckana CTOMKOCTb LUMPPOBaHUA JOMMKHA COOTBET-
CTBOBaTb YPOBHIO 3aLUTbl IKCNOPTUPYEMOTO KINtova 9NeKTPOHHONW nognucy YL;

4)Nocne UCTeYeHUs Cpoka AEWCTBUA Krtova BCE KOMUKM Kikoya 9nekTPOHHOW mognucu YL (u vacten
KIoYa, ECMY OHU CYLLECTBYIOT) AOIDKHbLI OCTABATbCHA HAAEXKHO 3aLUMLLEHHBIMU WU AOIDKHBI ObITb YHUUTOXEHbI
6e3onacHbiM 06pa3om.

5.3.1.2 Mpu cosgaHun napbl KMOYen Ans KOHEYHOro Briaaenbua cepTudumkara Takke Heobxogmmo co-
6nogaTbe COOTBETCTBYIOLUME TpEBOBaHNA. B 4aCTHOCTM CO3aaHue napbl KMOYENn KOHEYHOMY BnajenbLy cepTu-
dukata MOXET OCYLLECTBNATLCA CpeAcTBaMU KOHEYHOTO BnajenbsLa ceprudukara, peanu3yowmumn KpunTo-
rpadouyeckue pyHkummn, unu cpegeresamu YL, MNMopagok cosgaHus, MCnonb30BaHUs, XPaHEHUSA U YHUUTOXEHUS
KIo4eBon nHpopmaumm (napbl KOYen) KOHeYHOro Bnagenbua ceprudukara onpeaensaerca B COOTBETCTBUN
¢ TpebOoBaHMAMU IKCNITyaTaLUMOHHON AOKYMEHTALUMW Ha CPeACcTBa, peanusyowme kpuntorpaduydeckue dyHk-
LUK KOHEYHOTO BnagensLa ceptudukara, ¥ HOpMaTUBHbIMU TPEOOBAHUSIMM COOTBETCTBYIOLLMX YNONTHOMOUYEH-
HbIX OPraHoB (Hanpumep, TpeGoBaHuamHU [2]).

Ecnu napa kntouen cosgaerca YL, To npuMeHuMbl cnegytowme A0nonHuTeNbHble TpeboBaHus:

a) YL| aomkeH o6ecnevntb yBEPEHHOCTb B TOM, YTO KIOY SNIEKTPOHHOM NOANUCK KOHEYHOro Bnaaenbsyua
cepTudmkara He pacKpbIBAaETCA HUKOMY, KPOME BriagenbLa Kro4a;

0) YL| He AOmKEH COXPaHATL KOMUIO KAKOro-nubo Knioda 3NEKTPOHHON NOANUCH, KaK TONbKO 3TOT KoY
[OCTaBMNeH KOHEYHOMY BriafernbLy ceprtudukara;

B) YLl gomkeH oBecneuntb 6e30nacHbI KaHan A0CTaBKM Napbl KMover KOHEYHOMY Bnagenbly cepru-
dukata. MNpu 3ToM HEO0BX0AMMO 06€eCneUnTb KOHPUAEHUMANBHOCTb U LIENOCTHOCTb KMNoYa 3NeKTPOHHON noj-
nUcK KOHEYHOro BnaaensLua ceprtudukara.

5.3.2 NMpepocTaBneHne gaHHbIX 3anNpoca Ha cepTUdUKAT KIoYa NPOBEPKU NEKTPOHHOMN
noanucu

[aHHble 3anpoca Ha cepTumKaTt KOHeYHbIN Brageney ceptudukara npegocrasnget B LIP (a npu oTcyT-
ctBun LIP — B YLl). 3TU AaHHbIE BKAOYAIOT OTINYMTENBHOE UMSI KOHEYHOTO Briagensua ceprudukara u apy-
ryto nicpopmaymio, nossonsiowyto LIP (YL) npoBeputb naeHTuduKaLMoHHbIE AaHHbIE KOHEYHOrO BRiagernbua
ceptudmkara B COOTBeTCTBUM C TpeboBaHuamu PBC.

3anpoc Ha cepTudmKaT Kro4a NPOBEPKU AMEKTPOHHOW NOANUCH AOMKEH ObITb NOANUCAH KITOYOM 3MeK-
TPOHHOW NOAMUCK IOPUANYECKOTO U PU3NYECKOro Nuua (B OTHOLLEHMM COOTBETCTBYHOLLUX POPM NPOBEPKU
NAEHTUMDUKALMOHHBIX AaHHbIX CM. npunoxenue B). LIP (YL) HeobxogumMo npoBepuTb NOAMMUCHL B AAHHbIX 3a-
npoca Ha ceptudukar, utobbl 06ecneunTb yBEPEHHOCTb:

a)B LeNOCTHOCTU OTNMYMTENIbHOrO MMEHU PUAUYECKOro UM MU3MYECKOro nuua, Krya npoBepku
3MEeKTPOHHOW NOANUCK M APYroW MHOpMAaLMKU, NOANUCAHHON C UCMOMNb30BAHMEM KITH04a 3MNEKTPOHHOW NoA-
NUCK 3TOrO KPUANYECKOTO UM PU3NYECKOro Nuua;

6) B TOM, UTO KITIOY NMPOBEPKU ANEKTPOHHON NOANUCH B AAHHbLIX 3anpoca Ha cepTudukaTr COOTBETCTBYET
KIO4Y 9NEeKTPOHHON MOAMUCU 3TOTO IOPUANYECKOrO Unn puanyeckoro nuua.

Mocne co3gaHusa Kno4a, HO A0 €ro UCMNONb30BaHMSA, KOHEYHLIN Bragenew cepTudukara JOrDKeH:

- NOArOTOBUTH l@aHHbIE 3anpoca Ha CepTUAUKAT, BKNOYas OTNUYUTENBHOE UMSA KOHEYHOro BnajensLa
cepTudmkara u BHOBb CO3AaHHbIN KIOY MPOBEPKKU INEKTPOHHON NOAMUCH;

- NOCTaBUTb 3NEKTPOHHYIO NOAMNWUCb NOA AaHHbIMK 3anpoca Ha cepTuduKaT C UCNOMb30BaAHWEM Kroua
3MEKTPOHHOW NOANUCK, CBA3AHHOTO C KIIOYOM MPOBEPKU INEKTPOHHOW MOAMUCU, COAEPXALUMMCSH B AAHHbIX
3anpoca Ha ceptudukar,;

- NPeAoCTaBUTb NOAMUCAHHbLIE AAHHbIE 3anpoca Ha cepTudukat u Apyryro MHpopMaLlmio B COOTBET-
ctBum ¢ TpebosaHuamu PBC ans LP (YL).

5.3.3 Pernctpauusa

Korga LIP obpawiaetcs B cnyx0y (nogpasgenenue) YL, 0CyLleCcTBNSOLWY0 HENOCPEeACTBEHHO CO3aaHne
CepTMMKATOB KNIOYEN NPOBEPKN SNEKTPOHHLIX NOANUCEN, 38 CEPTUMUKATOM KNioYa NPOBEPKU INEKTPOHHON
noAnucK OT UMEHW IOPUANYECKOro Unu PU3N4EeCcKoro Nnua, 3anpaLumsarnoLLEro cepTudukarT knova npoBepku
3MEKTPOHHOW NOANUCU, TO OH [JOIDKEH:

a) NPOBEPUTbL AENCTBUTENBHOCTb MAESHTUMUKALMOHHbIX AAHHbIX IOPUANYECKOrO Unn PU3n4eCcKoro nuua,
3anpalumsatolero ceprudpmukat B coorsercreumn ¢ PBC YL (pekoMmeHgauumn no npuemy AaHHbIX 3anpoca Ha
cepTudmkart cogepxarca B npunoxeHun B);
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6) NnpoBepUTb AENCTBUTENbHOCTb BAAAEHUS IOPUANYECKUM WU HU3NYECKUM IMLIOM KITIOYOM 3MEKTPOH-
HOIM NOANNCU, COOTBETCTBYIOLLIMM KIIOMY NPOBEPKU 3MEKTPOHHON NOANUCH, ANSA KOTOPOro 3anpalLmMBaeTca cep-
TUUKAT KNoYa NPOBEPKU AMEKTPOHHON NOANUCH;

B) NPUHATbL AAHHbIE 3anpoca Ha cepTuduKar oT IPUAUYECKOro UNu PU3NYECKoro nNuua, ecnu ero naeH-
TUPUKALUMUOHHBIE JaHHbIE AENCTBUTESbHbI;

r) NPOBEPUTL AaHHbIE 3anpoca Ha cepTUUKAT B OTHOLLEHUU OLLMBOK UK yNyLUEeHWN;

[) NpOBEpPUTb AENCTBUTENbLHOCTb MEKTPOHHOM NOAMNUCU I0PUANYECKOTO UMK hnuandeckoro nuua B AaH-
HbIX 3anpoca Ha cepTudumkar;

€) NpeaoCTaBUTb AN IOPUANYECKOro Unu puanyeckoro NuMua KONuIo KNo4a NpoBepKU SNEKTPOHHOU Noa-
nucu YL| B cooTBeTCTBUM C TpeboBaHMAMM 5.3.5, a Takke KONUIo cepTudpmkara Knoya NPpoBEPKM ANEKTPOHHOW
noANUCKM KOHEYHOro Bnajenbua ceprudukara;

) NPefoCTaBUTb I0PUANYECKOMY UMM (DU3NYECKOMY NULY YBEAOMIEHNE, NOATBEPXKAAIOLLIEE YCNELUHYIO
perucTpaumio u Bbiaady ceptudukaTa Knoya npoBepku INeKTPOHHON NOANUCH, UCNONb3YS MeToa yBeaoMne-
HUS NO AOMOSIHUTENbLHOMY KaHany;

1) B 3aBUCUMOCTU OT pUcka OM3Heca, 3annceiBaTb CBOM AeMCTBUA B XKypHan ayauta (CM. NPUNoOXKeHUe A).

MNpu otcyTcTtBUM LIP yKaszaHHbIe BbilLe AEWCTBUA AOMKEH ocywecTenaTb YLI.

Mpouecc Bbigaun ceptudmkara Knoya NpoBepkn 3NEeKTPOHHON NOANUCU C UCTIONbL30BAHMEM TOMNbKO YL
nokasaH Ha pucyHke 2. Npouecc Bblaaun ceptudukara knioda NPoBepKU NEKTPOHHON NOANUCH C UCMONL3O-
BaHueM LIP, Bxoasulero B coctas YL, npuBeaeH Ha pucyHke 3.

YBeoMrneHve no AoONONHUTeNbHOMY KaHany

v

Opupuyeckoe mnu CepTudmkar XKypHan
Coanative duamieckoe nuLIo v, prucuiar, ayquTa
Krioveit BblAaHHbIA YA
N npefocTaBnseT Ha » (3,4 [ topuaneckomy [ lOpUIMYECcKoro
0 paccmotpenue YL aaHHble ' Ny OU3MIECKOMy i
3anpoca Ha ceprudukar nnuy cusnueckoro
@7 ) nuua
(1) CospatoTcs KoY NpoBepku aneKTPoHHoI noanuci/
KITIOY 3/18KTPOHHOWM noanuey. CepTudmkar, XypHan
(2) FOpuaun4eckoe nnu dmsnyeckoe nNULIO BblAaHHBINA ayauta
NOArOTaBNMBAET AaHHble 3anpoca Ha cepTudukar, » nonb3oBatenid || nonb3oBaTens
NOANUCHIBAET UX CBOMM KITHOMOM 3M1EKTPOHHOM ceptucdukarta cepTudmKata
NOANUCU U NPEAOCTABNAET faHHbIe 3anpoca Ha 5)°
cepTucmkat Ha paccMoTpeHue YL 6e3onacHbiM
cnocobom.
(3) YL npoBepsieT AeCTBUTENLHOCTD
NpeaocTaBneHHbIX 4aHHbIX 3anpoca Ha ceptudumkar.
(4) YLl noarotaenueaet uHopmaumio ceptudukaTa *
Knioya NPoBepKM 3MeKTPOHHON NOANUCH U - ay.qslln?r:a;’-lu

NOANUCLIBAET €€ C UCMOMb30BaHUEM Krioya
aneKkTpoHHo# noanmvey YLL. Perucrpauus ceptucukara B

(5) YLI BbigaeT ceptudpmkat I0pUanMHECKOMY Mnu KypHane
chusamieckoMy NnuLy 1 Norib3oBaTensiM cepTudukara.

2 Uncna OTHOCATCA K 3Tanam npoLecca Ha pucyHke 1.

PucyHok 2 — Belgada cepTudmkaTa TonbKO ya0CTOBEPAIOLMM LEHTPOM

5.3.4 CospaHue cepTudmukaTa Knroya npoBepKU ANEKTPOHHOM NoanUcKU

[nsi HOBbIX 3aMPOCOB Ha CepTUdUKAT KM4a NPOBEPKU SMEKTPOHHON noanucu YL AomkeH:

a) NPOBEPUTb ayTEHTUYHOCTb NPEACTaBNEHUS IOPUANYECKOrO MNn U3MYECKOoro nuua, sanpalumnsaroLe-
ro cepTudukar, unm ayTeHTUYHOCTL LIP (Npu ero Hanu4yuu);

0) npoBepUTb AEeNCTBUTENBHOCTL NOANUCY B NPEAOCTABNEHHbIX AAHHbIX 3anpoca Ha cepTUMUKaT;

B) 06eCneYnTb yBEPEHHOCTb B OTCYTCTBUM AYONMPOBAHMA OTNUYUTENBHBLIX UMEH 3anpaluMBaioLLEro u
Kakoro-nmbo Apyroro puANYECKOro unum u3nyeckoro nuua, ceptudpukaT Knova npoBEPKMU SMEKTPOHHOW
NoAnMCcK KOTOPOro paHee 6bin co3aaH B YL,

r) o6ecneyntb YyBEPEHHOCTb B YHUKATIBHOCTM KI04a NPOBEPKM 3MNEKTPOHHOM NoANUCH, NpeaocTaBmeH-
HOro Ans co3faHusa ceptudukara knova NnpoOBEPKKU ANEKTPOHHONM nognucu B obnactu aeiicteua YL,
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CuvcTtema yaocToBepsiolLUX LEHTPoB |
1
1
]

\YBEeoMneHve no AoNONHUTENLHOMY KaHary !
1

1
YBefommneHve no JONorHUTENLHOMY! kaHarty

I
i
' 3anpoc Ha !
' v ceptudukar I
| i i
KOpuaunyeckoe unu ! i
Coanative cunueckoe Nnuo i LP vy |
Krntoyen »  npeacraenset Ha > @) (4)° !
(1)° paccmoTperue LIP ' P !
JaHHble 3anpoca Ha ! < i
cepTucukar | Ceprudukar !
! ana P i
(1) CospatoTcst KrtoY NpoBepKn aneKTpoHHoW noanueu/
KoY 3MeKTPOHHON noanucu.
(2) lOpuamnyeckoe unm usudeckoe nuLo CepTudmkar,
MOAroTaBNIMBaAET NPeAoCTaBNeHVe AaHHLIX 3arpoca | pacnpeaeneHHbIH
Ha cepTucmKart, NoANUCLIBAST UX CBOUM KITIOYOM ropuanyeckomy wim
9MeKTPOHHOM MoAMnUcH, U NpeacTaBnseT AaHHbIe thuamyeckoMy nuuy
3anpoca Ha cepTudukaTt Ha paccmoTperue LIP (5)°
6e3onacHbIM crnocobom.
(3) LIP npoBepseT AeACTBATENBHOCTb AAHHBIX 3anpoca 1
Ha cepTUdmKaT, npefocTaBneHHbIX IPULNYECKUM v
WU praMHecK M NMLIOM, MOAMUCHIBAET MX CBOMM Cepuchuar
KIMKO4YOM JIEeKTPOHHOU nNoannucu, U nepegaet Ha pacnpen J'IeHHi:Iﬁ
paccmotpenue YLl 6esonacHbiM crnocobom. Xyphan ayaura nom_:r:liﬂo arenio
(4) YLl nposepsieT 4encTBUTENBHOCTb 3anpoca Ha lopun::("ecl(oro cep (S)EKaTa
cepTucukart, npegocrasneHHoro LIP oT uMeHn duanueckoro
IOPUANHECKOrO UK (HU3NHECKOTO Nnua, nuuya
noAnuCbIBaET €ro C MCNONb30BAHUEM KITioYa
ANeKTpoHHOW nognucu YLl. 4
(5) YLl pacnpepnensieT ceptudpmkat iopuamHeckoMy unm
dhranueckoMy nuuy (nocpeacTteom LIP) n XKypHan
nonb3oBaTensm cepTudukara. ayauta XKyphan
nonk3osartens || ayaura YLl
cepTucpmnkarta
® Uucria OTHOCATCA K 3TanaM npolecca Ha pucyHke 1.

PucyHok 3 — Bblfava cepTudukaTa yaoCcTOBEPSIOLLUM LIeHTPOM, Ucnonb3yowum LIP

4) npu oGHapyxeHun AyGnMKaToB Kroueil NPOBEPKU INEKTPOHHOM noanucy YL aosmkeH:

1) npekpaTuTb AeNCTBME BCEX CePTMdUKATOB KIMIOYEN NPOBEPKU INEKTPOHHON NOANUCU, COAepPXKaLLmX
AybnupoBaHHbIN KNOY NPOBEPKN SNEKTPOHHOW NOANUCH;

2) OTKNOHUTL 3anpoc Ha nony4veHune ceprudukarta knoda NPOBEPKU ANEKTPOHHON NOANUCH.

Ecnu kakas-nn6o u3 atux nposepok OyaeT HeyaadHon, YL JomKeH OTKNOHMTL 3anpoc Ha cepTudukar
KIo4a NPOBEPKU 3MEeKTPOHHOM NOAMUCH.

B oTHOLEHMKM 3anpoca Ha cepTudUKaT Krova NPOBEPKU INEKTPOHHON nognucu YL Takke A0MmKeH:

- 06ecnevnTb YBEPEHHOCTb B COOTBETCTBMM MHAPOPMALIMK B MONAX CepTUdMKaTa Kno4a npoBepKu dnek-
TPOHHOW noanucu, HAopMaLmMm, coaepkallenca B AaHHbIX 3anpoca Ha ceptudumkar, PBC YU u, npu Heo6-
XOAUMOCTU, AOMNOMHUTE UMM USMEHUTL MHAOPMaUUIO B NONAX cepTudukara Knova NpoBEpPKU SNEKTPOHHON
noanucu Ansa 4OCTMXKEHUSI COOTBETCTBUS,;

- BKIIOYUTb JONOMHUTENbHBIE MONA B CEPTUMUKAT KNKoYa NPOBEPKU 3MEeKTPOHHOW NoANUCK ANA NOnor-
HeHns uHdopmaumm (Npu HeoBxoaUMOoCTH);

- UCMONb30BaTb OA4MH UMW HECKONbKO KITOYen 3NeKTPOHHOM noanucu YL, ana nognucanns nHopmaumm
cepTudukaTa knoda NpoBepKn 3NEKTPOHHOW NOAMUCU, TEM CaMbIM CO34aBas OAUH UM HECKOMbKO CepTUdu-
KaToB Krto4a NPOBEPKM ANEKTPOHHOW NOANUCK B 3aBUCUMMOCTM OT AEUCTBYIOLLEH Mogenu busHeca;

- NPOBEPUTL CBOIO ANEKTPOHHYIO NOAMUCHL cepTudmkara Knova NpoBepKn NEKTPOHHOW NOANUCK A0 €ro
Bblauu;

- MpeaoCcTaBUTb KONUIO Krioda (Knyein) npoBepku anekTpoHHON noanucu YL, B COOTBETCTBUU C Tpe-
GoBaHusaAMK 5.3.5, a TaKkkKe Konmuo cepTudukaTa(oB) Knoya MPOBEPKU SNEKTPOHHOM NOAMUCU KOHEYHOTO
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BnaaensLa ceprudukara s LIP1 (Npu ero HanW4Mn) UM HENOCPEACTBEHHO KOHEYHOMY BriafernbLy ceptudu-
Kara, B 3aBUCUMOCTU OT CTPYKTYPbI CUCTEMBI YL (CM. puCyHkm 2, 3);

- npu Hanu4um LIP yBegoMutb ero 6esonacHbiM crnoco6om (Mcronb3ysi, Npu HE0OXOAUMOCTU, BO3MOM-
HOCTW JOMOSIHUTENbBHOIO KaHamna), 4Yto Obinu Co34aHbl OAUH MU HECKONMBLKO cepTUMKaTOB KNniova NpoBepKU
ANEKTPOHHOW NOANMUCH,

- 3anucatb CBOM JEMCTBUA B XXypHan ayaura.

MpumMmeyaHune — CosgaBaemble YL| cepTudmnKaThl knoveid NpoBepKU areKkTpoHHol nognucn u CAC gormkHbI
COOTBETCTBOBATh MEXAYHapoAHbIM pekoMeHgaunam MCI-T X.509 [3]. Bce nonsa v AONOMHEHUS, BKIIOYaEMLIE B CEPTU-
cukar Krnoyeid NnpoBepku aneKkTpoHHon nognucu u B CAC, AomkHbI ObITb 3anofiHEHBl B COOTBETCTBUMN C pEKOMEHAALMAMM
X.509. MNpu ucnonb3oBaHNK ansTepHATUBHLIX HOPMAaTOB CEPTUMUKATOB KItOUE NPOBEPKMN ANEKTPOHHOW MOAMNUCK [ OMXK-

Hbl BbITb onpefeneHbl TpeboBaHWA K NPOTOKONAM CO3AaHUS U NPEKpaLLeHns AeACTBUSI cepTUdUKaTOB KIltoHeli MPOBEPKU
3MEKTPOHHON noAnMcK U ykasaHel B T3 Ha pa3paboTtky (MogepHusayuio) cpeacts YL [2].

5.3.5 PacnpeaeneHue knoYyen NPOBEPKU MEKTPOHHOMU NOANUCH

Cwucrema YLl gomkHa npeaocTasnaTh BnaaenbLam 1 Nofb30BaTensiM COOTBETCTBYIOLLUX CepTuchnkaTos
OZIMH UIIN HECKOSbKO JOBEPEHHBIX KMIOYEN NPOBEPKU ANEKTPOHHO NOANUCK U COOTBETCTBYIOLLME NapaMeTphl,
KOTOPbIE 3TU NULIA MOTYT NCNONbL30BaTb AMA NPOBEPKM NEPBOro cepTudukara Knova npoBepKu aNeKTPOHHOM
noANMUCKU B LIEMOYKE CEPTUGUKATOB.

YL MOXeT pacnpeaenatb N0 HECKOMbKY KMOYEn NPOBEPKU 3NEKTPOHHON noagnucu ana obecneyeHus 3a-
MeEHbI KIrova NPOBEPKU NEKTPOHHOW NOAMMCK NO UCTEYEHUM CPOKa AENCTBUSA YKa3aHHOW napbl knioden (npo-
BEPKU NEKTPOHHON NOANUCK / BNEKTPOHHOM NOANUCH), A TaKKe ANt UX PE3EPBUPOBAHUS U BOCCTAHOBIEHWSI.

LlenoCTHOCTb Kntoya npoBepKun aneKTPoHHOM noanucu YL, n nobbix CBA3aHHLIX C HUM NapaMeTpoB Urpa-
€T BaXKHYI0 ponb. Korga CyLlecTBYET €4MHCTBEHHAsA Lenoyka cepTuduKaToB, LENOCTHOCTb LENOYKN CEPTU-
dnkaToB 3aBUCUT OT LIENOCTHOCTU KIova NPOBEPKU SNEKTPOHHON NOAMUCK U KOHMAEHUMANBHOCTU KNto4a
3MEeKTPOHHOW nognucu kaxaoro YL B aToi uenoyke.

YL| nom«eH pacnpeaensTb CBOM KoY NPOBEPKU ANEKTPOHHON NOAMNUCU U CBA3aHHbIE C HUM NapameTpbl,
BKITIOYAIOLLMEe CPOK AEeNCTBUSA KIOY NPOBEPKN SNEKTPOHHOW NOANMCK U oTnuuutensHoe nma YL, a takxe obe-
CneynBaTh YBEPEHHOCTb B LIENMOCTHOCTM M ayTEHTUYHOCTM 3TOTO KNiova B npouecce pacnpeaeneHusi. Metog
pacnpeaeneHus BoIONpPaeTca B 3aBUCUMOCTM OT pucka BusHeca, Hanpumep:

a) JOBEPEHHbIE KMIOYM NPOBEPKM ANEKTPOHHONM NOAMUCU MOTYT U3HAYANbLHO pacnpeaensaTbCsA C UCTONb-
30BaHUEM, HanpumMep:

- MaLlMHoYUTaeMbix Hocutenen (Hanpumep, USB-Hocutenn);

- BCTPanBaHus B KINIMEHTCKUE CPEACTBa, peanusylowme kpuntorpaduyeckue dyHkuum;

-nap.;

6) ecnu y opuanyeckoro unu usudeckoro nuua, obpawaioeroca 3a cepTudukaTom Knioua nposep-
KW 3NEKTPOHHOW NOAMUCH, UMW NONb30BAaTENA CepTUdUKaTa Y)KE UMEETCA 3aBepEHHAs KONUs JOBEPEHHOIo
Knio4a NPOBEPKM MEKTPOHHON NOAMUCU, HOBbIN AOBEPEHHbIN KMOY NPOBEPKU 3MEKTPOHHOW MOANUCU MOXET
pacnpeaenstbCsi NOCpeaCTBOM, HaNnpuMep:

- NPAMON 3NEKTPOHHOM nepeaayum ot YL,

- MoBbIX METOAOB HAYANBLHOIO pacnpeaeneHus.

LIenoCTHOCTL M ayTEHTUYHOCTL AOBEPEHHOTO KO4a MPOBEPKU SMEKTPOHHON NOAMUCK AOIDKHbI ObITb
ofecne4veHbl He3aBUCMMO OT cnocoba nepegayn. AT0 MOXET ObITb AOCTUTHYTO UCMONb30BaAHUEM, HAaNpUMep,
OHOr0 U3 HKENEPEUUCTIEHHDbIX UIN SKBMBANEHTHbLIX UM METOAOB:

- pacnpegenexdne Hocutenen uHdopmaumm nog ABONHLIM KOHTPONEM C pasfieNeHHbIM 3HAaHUEM U Noa-
TBEPXAEHUEM NOryYeHus. ATOT METOA HENPUMEHUM K NPAMON SNEKTPOHHOW nepeaave;

- NOANUCAHME HOBOTO JOBEPEHHOTO KIo4a NPOBEPKM INEKTPOHHOM NOAMUCU C UCTIONb30BAHMEM Cylue-
CTBYIOLLETO JOBEPEHHOIO KIM0Ya ANeKTPOHHON noanuck. Mpu ucnonbL3oBaHuM 3TOro MeToAa nony4yarenb Aon-
XeH NPOBEepUTb AENCTBUTENbHOCTb NOANUCU. STOT METOA HE UCNOMb3YETCA, €CNU KIOY AMNEKTPOHHON noa-
nucu YL, CKoMnpoMeTUpOBaH.

Kmiou YL MOXET ObITb BKMIOYEH B CEPTUMKAT KNIOYA NPOBEPKU 3NEKTPOHHON NOANMCH, NOANUCAHHbIN
apyrum YL, n GbiTb 4acTbio LIENOYKK cepTUdUKaATOB. B 3TOM cnyyae AeWCTBUTENBLHOCTb KIoua MOXET GbiThb
npoBepeHa C MOMOLLILIO KIo4a NPOBEPKM 3NEKTPOHHON NOANUCU M3 NpeablAyLLero ceprtudumkara knioda npo-
BEPKN ANEKTPOHHOMN MOAMUCH B LIEMOYKE.

YT0oObI NPOBEPUTHL ACUCTBUTENBHOCTD LENOYKU, BKMIOHYAIOLWEN HECKONbKO CepTU(UKaToB Knioven npo-
BEPKM 3MEKTPOHHOW MOAMUCU YAOCTOBEPAIOLMX LEHTPOB, AENCTBUTENbLHOCTb HauvanbHOro ceprudukara

D) LIP HeT HeobxoaMMOCTU Nony4aThb KoY NPOBEPKN 3NEKTPOHHON nognuc YL no kaxaoMy 3anpocy ceptTudukara
KIo4a NpOBEPKMN 3NEKTPOHHON NoanMcy.
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KIno4a NPOBEPKW 3MEKTPOHHON NOAMMCU B LIENOYKE NPOBEPAETCA C NOMOLLBIO JOBEPEHHOTO KNioYa NpoBEepKu
3MEKTPOHHOW NOAMUCH, KOTOPLIA MOXET ObiTb pacnpefeneH O4HUM U3 METOAOB, OMUCAHHLIX B HACTOALLEM
cTaHaapre.

MpoBepsowmii 4omKeH yoeanTbCs, YTO 3TOT AOBEPEHHbIN KW NPOBEPKU 3NEKTPOHHON NOANUCK B Ha-
cTosiLee BpeMms ABNAETCH AEWCTBUTENbHbIM.

5.3.6 PacnpeneneHune cepTuUKaTOB KIOYe NPOBEPKUN 3NIeKTPOHHON NoAnucu

CepTtudukatbl KnoUer NPOBEPKU SMEKTPOHHOW noanucu MoryT ObiTh pacnpeaeneHbl Nonb30BaTENsM
CepTUdUKaToOB C UCMONL3OBAHMEM, HAaNPUMEp, CreayLwmx METOA0B:

- BMOXEHWEM CepTUUKATOB KIOYEN NPOBEPKM ANEKTPOHHON MOANMUCU B ANEKTPOHHOE COOOLLEHUE;

- BMIOXXEHWEM B SNEKTPOHHOE COOBLUEHME yKa3aHUs O MECTE HaXOXAEHUS (XpaHWUnuLLa) CepTUUKaToB
KIOYen NPOBEPKU INEKTPOHHON NOANUCH.

LIP Takke MOXeT pacnpegendatb cepTudukarhbl KNoYen NPoOBEPKN SMEKTPOHHOW NOAMMCU NOfb30oBaTe-
nam ceptudukartoB. Cpeacrea pacnpeeneHunsi B HaCTOALLEM CTaHJapTe HE paccMaTpPUBaloTCA.

5.3.7 Ucnonb3oBaHue cepTuUKaTOB KINOYen NPOBEPKU IFEKTPOHHON NOANUCKU

5.3.7.1 Vicnonb3oBaHue cepTudUKaToB KIKOYen NPOBEPKN 3NEKTPOHHOW NOANMUCK AOIMKHO COOTBETCTBO-
BaTb TPeOOBaAHUAM, U3NOXEHHbIM B 5.3.7.2 1 5.3.7.3.

5.3.7.2 Ana Toro 4ytobbl NPOBEPUTL AEWCTBUTENBHOCTL CepTUUKaTa KIoya NPOBEPKM 3NMEKTPOHHON
noANUCU 1 NONYYUTL AEWCTBUTENbHbINA KIIOY NPOBEPKKU 3MEKTPOHHO| Noagnucy Ans HeMeaNeHHOro UCnonb3o-
BaHus, Nonb3oBaTenb cepTuduKara JOMMKEH NPOBEPUTD:

a) CpOK AEeWCTBUA CepTUdPUKATOB KMOYEN NPOBEPKN SNEKTPOHHOM nognucu B Lenodke (cneayet obpa-
TUTb BHUMaHWE Ha TO, YTO CUHXPOHM3aLMA YacoB OTNpaBUTENs, nony4arens u scex YL B uenoyke ssnseTca
npobnemMon, u peLeHnsa AOMKHbI ObITb OCHOBAHLI HA pUcke Bu3Heca);

©) cTaTyc BCex CepTMAUKATOB KINOYEN NPOBEPKU SNEKTPOHHON NOAMUCHK B LIEMOYKE CEPTUAUKATOB C UC-
nonb3osaHnem CAC nnu gpyrnx COOTBETCTBYIOLLUX MEXAHU3MOB;

B) AE€NCTBUTENBHOCTbL NOAMUCEN HA BCEX CepTUdMKaTax Krnoven NpoBEPKN SMEeKTPOHHOW NOANUCK B Lie-
noyke cepTudukaTos.

PelueHne OTHOCUTENBHO TOTO, NPUHATL UMM OTKIOHUTL COOBLLEHME, JOTHKHO NPUHUMATLCS NONb30BaTe-
nem ceptudukara B 3aBMUCUMOCTM OT pUCKOB BuHeca.

5.3.7.3 Bcsakuii pas, Korga npoucxogumTt cOOM MPOBEPKKU, AOSMKHbI ObITb NPeanpuHATHI Crneaylowme
ANENCTBUA:

a) Anst GU3HEC-NPUNOXEHUI C BLICOKON CTEMNEHbIO PUCKa MONb30BaTenu ceptudmkara AOIDKHbI peru-
CTPUPOBATH B XXypHare ayauTta BbisiBNEHHbIE COOU NMPOBEPKY;

0) nonb3oBartenu cepTudmkara JOMMKHbI COXPaHATb 3anUCK, CBSI3aHHbIE CO COOSIMU NPOBEPKM 32 Nepuos
BPEMEHW, B COOTBETCTBUU C TPEOOBAHMAMM MPABOBLIX U HOPMATUBHBIX aKTOB U TpeOOBaHMAMYN OusHeca. 3Tn
3anucu AOIMKHbI BKMOYaATb:

- coo0LleHne, KOTOPOE He NPOLUO NPOBEPKY;

- LLeNnoYKy CepTMUKaTOB, CBA3AHHYIO C 3TUM COOBLLEHNEM;

- CAC vnu pesynbsrartbl UCMOMNb30BaHUA APYrMX CTaHAAPTHbIX NMPOTOKONMOB NPOBEPKU CTatyca ceptudu-
KaTa Krnoya NpOBEPKU AMEKTPOHHOW NOANUCH.

CepTtudukar kntoda NpoBEpPKW SMEKTPOHHON NOANUCU AOMKEH ObITb UCNOMNL30BAH TONMbLKO AN LEnen,
U3NOXEHHbIX B MONIUTUKE NPUMEHEeHNUs ceptudukara.

JorxHa ObITe 06ecneveHa yBEpEHHOCTb B LIEMOCTHOCTU MOOO0ro Kmoya NpoBEPKM 3MNEKTPOHHO noanu-
CU U CBA3AHHbIX C HUM NapameTpoB, COXPaHAEMbIX AN AaNbHENLIEro UCnonb3oBaHusa. Hanpumep, aTo MoXxeT
ObITb AOCTUrHYTO XpaHEHWEM BCEro ceprudmkara Knoda npoBepKW SNEKTPOHHON MOANUCK U NMPOBEPKU €ro
no mepe HeoBXOAMMOCTU UMK U3BIIEYEHNEM U XPAHEHUEM KITIOYA MPOBEPKU SNEKTPOHHOM NOANUCK ANs one-
paTUBHOro UCMNONb30BaHKUs, 0becne4nBas ero 3aLuTy OT CIy4anHon unu NpeaHaMepeHHoONn MoanduKaLmm.

B cootBetctBUM € 5.3.3 1 5.3.4 Tpebyetcs, UTOObI OpUANYECKOMY unun dusmdeckomy nuuy Obin npego-
CTaBMEH:

- NGO KoY NPOBEPKN ANEKTPOHHOM noanucu YL, KOTopbIii NOANUCLIBAET CEPTUAMKAT KItova NPOBEPKU
3MNEKTPOHHOW NOANUCU KOPUANYECKOTO UMM PU3NYECKOTO NULA;

- 6O KNoY NPOBEPKU SNEKTPOHHON noanucy nioboro YL, B BO3MOXHOW LienoYvke CepTudMKaToB MeXay
oTnpasuTenemM u nonyvarenem NoANUCaHHOW MHPOPMaLIMK.

Kntou npoBepku anekTpoHHou noanucu YL, nonb3oartens ceprtudukara UCnonb3yeTcs, UTobbl paseep-
HYTb LIenoyKy ceptudukatoB oT YL nonb3osarena ceprudukara k YL, otnpasuTtens u 4o oTnpaBuTens.

Ecnun kniov npoBepKku 9NEKTPOHHON nognucu Apyroro YL B 9TOM LEenoyke SBNAETCA AOBEPEHHbLIM, TO
Lenoyka MoXeT ObITb COKpalleHa. Hanpumep, ucnonb3oBaHWe J0BEPEHHOIO KNioya NPOBEPKU 3MEKTPOHHOM
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noanucH rosniosHoro YL| no3sonser nposepaTb LENOYKy OT STOro rofioBHOro YL k otnpasutento, 6e3 Heobxo-
AMMOCTU NPOBEPKM LIENOYKM OT nofnb3osarens ceptudukara K ronosHoMy YLl HekoTopble npumepbl Takux
ansTepHaTMBHbLIX MOAENEN AOBEPUA NPEACTaBIEHbl B NpunoxeHun b.

5.3.8 lNpekpaweHue cpoka AenNCTBUA, NPMOCTAaHOBKA AEMCTBUA UM aHHYNUPOBaHue
ceprudukaTa Knoya npoBepKU NEKTPOHHOW noaAnucu

5.3.8.1 MNpekpaLlieHne nnu NPUOCTAHOBKA AENCTBUA cepTudukaTa MoryT ObiTb 3anpoLueHbl CaMUM Bra-
AenbueM ceptudukara unm LIP (npu ero Hanuuum), cBA3aHHbIM C 3TUM Bnagenbuem ceptudukara. Ceasb
¢ LIP ycraHasnusaetcsa B MOMEHT 3anpoca ceprudukara Krioya NpoBepKU SNEKTPOHHOM NOANUCU B COOT-
BETCTBUM C NOSIMTUKOM NpumeHeHus ceptudukaros YL u LIP. Tam, rae TpebyeTca npeaorBpalleHme oTkasa B
obcnymBaHnK, 3anNpoc Ha NpeKpaLLeHUe UM NPUOCTaAHOBKY AeWCTBUA cepTudMKaTa 10IDKeH ObiTh ayTEHTU-
duuymposaH. B aTom cnyyae MOXeT GbiTb MCMONb30BaHa 3NeKTPOHHAA NOAMNUCH.

Hencrene ceprudpukara kniowa NPOBEPKU INEKTPOHHOW MOANUCU MOXET ObiTb NMPEeKpaLieHo unu npu-
OCTaHOBIEHO TONbKO YL, BblgaBLIMM CepTUUKAT Ko4a NPOBEPKU INEKTPOHHOW NOANUCU. 3TO MOXET NpPo-
M3OWTU MO LENOMY PSAY NPUYMH, HANpUMep:

- KOMNPOMETAUUA KNo4a NEKTPOHHOM NOANUCU KOHEYHOTO Bragenbua ceptudukara;

- KOMMpPOMEeTaUuA Ko4a NeKTPOHHOW noanucu YL,

- KIo4Y NPOBEPKN INEKTPOHHON NOANUCU 3aMEHEH APYruM;

- UCTEK CPOK AEWCTBUA cepTudumkara Knioya npoBepKM ANEeKTPOHHON NOANUCH;

- npekpawieHue geatensHocTn YL 6e3 nepexoaa ero chyHkumin apyromy YU,

YU (unu LUP) gomkeH npoBepuTb NOANMMHHOCTb MAEHTUMUKALUMOHHBIX AAHHLIX IOPMAUYMECKOTO Unn u-
3MYecKoro nuua, sanpalimeaioero npekpailleHue Unu npuoCTaHOBKY AEWCTBUA cepTudmkara, CornacHo
npakTuke GusHeca, ¢ y4eTOM OTHOCUTENbLHOIO PUCKA HECAHKLMOHUPOBAHHOIO NpeKpaLUeHnsl AeWCTBUS Unu
NPUOCTaHOBKM.

5.3.8.2 [lomkHbI NPUMEHATLCA NpoLUeaypbl U CPeacTBa onepaTuBHON CBA3KW ANA coaencTBus 6esonacHo-
MY M ayTeHTUULUPOBAHHOMY NPEKPAaLLEHUIO UK MPUOCTAHOBKE AENCTBUA:

- 0 HOTO UMW HECKONbKWUX CEPTUAMKATOB KIOYEN NPOBEPKU ANEKTPOHHOW NOANUCH OQHOTO UMK HECKONb-
KUX IOPUANYECKUX UM PUSUYECKUX NNLL;

- BCEX CePTUMUKATOB KNIOYEN NPOBEPKU SNEKTPOHHOW NOANUCH, BbiAaHHbIX YLl HA OCHOBE €AUHCTBEH-
HOIM Mapbl Kroyen (KoY NpoBEePKU 3NEKTPOHHOW NOANUCU/KIIOY SMEKTPOHHOW nNoanucu), ucnonbayemon YL,
Ansa co3gaHusa cepTudUKaTOB KNIOYEN NPOBEPKU BNEKTPOHHON NOAMMUCH;

- BCEX CepTUAIMKATOB KIOYEH NPOBEPKM SNEKTPOHHOM NOANUCK, BbiAAHHbIX YL], HE3aBMCMMO OT UCNOSb-
3yeMOoin napbl KMoYen (KoY NPOBEPKN SNEKTPOHHOW NOANUCU/KITIOY SNEKTPOHHOW MOANUCH).

He3aBucKHMO OT TOro, UCTEK N CPOK AEWCTBUA CepTMUKATOB KIHOYei NPOBEPKU SNEKTPOHHOW noanu-
cu, BbIN0 N UX AENCTBUE NPEKPALLEHO MNKU MPUOCTAHOBIEHO, KOMUM 3TUX CEPTUCUKATOB KIIOYei NPoBepKu
3MEeKTPOHHOW noanucu u npowsbie Bepcun CAC AomkHbI ObITb COXpaHeHbl YL Ha nepuog BpeMeHu, Tpebye-
MbIl 3aKOHOL4ATENbCTBOM, Pa3yMHbIMU NpakTMkaMu 6usHeca u Hopmamu. TpebGoBaHus Ans BeAeHUs 3anucei
CAC, kacaroLmxcs cepTudunkaToB Knoden NpoBEPKU SNEKTPOHHON MOAMUCH C UCTEKLUMM CPOKOM AEVCTBMUS,
yKkasaHbl B 5.3.8.3.

B cnyyae npekpalieHus encTeus cepTudukarta knoda npoBepku NeKTPOHHON NOANUCH AeNCTBUE BCEX
cepTUdMKATOB KMOYEN NPOBEPKM SNEKTPOHHON NOANUCHK, COAEPXKALLMUX TOT XKE KITIOY MPOBEPKU ANEKTPOHHOM
noAmnMcH, LOMHKHO BbITb HEMEANEHHO NPEKPALLEHO.

5.3.8.3 CepTudukaThl Krovei NPOBEPKN SNEKTPOHHONM NOANUCH, AENCTBME KOTOPbIX ObIIO NpekpaLyeHo
WK NPUOCTaAHOBMEHO, cneayet BHOCUTL B CAC C OTMETKOW BpPEMEHU, yKa3biBAIOLIEN, KOraa CBsi3b Mexay
KMIOYOM NPOBEPKU SNEKTPOHHOM NMOANUCU U MOEHTUPUKALMOHHBIMY JAHHBIMU IOPUAUYECKOTO UM HPU3NYECKO-
ro nuua 6bina npekpaLieHa unm NPUoCTaHoOBMEHA.

Mocne npekpalyeHnsn aencTeus ceptudpukara ropuamdeckoe unu dusnyeckoe nuuo, Yen ceptudmukar
Kroya npoBepKU SMEKTPOHHOW MOANUCU NPEeKpaTun AeiCTBME, HE MOXET CO3AaBaTb NMOAMUCU C MOMOLLBIO
Kroya aneKTPOHHOW NOAMNUCU, COOTBETCTBYIOLLErO KoYy NPOBEPKM MEKTPOHHOW NOAMUCU B 9TOM CepTudm-
KaTe Kroya npoBepKn SNEeKTPOHHOW NOAMUCH.

B oTHoweHun CAC YL| gonxkeH:

- co3gasatb U noanuceiBatb CAC, 4ToObl NONbL30BaTENU CEPTU(RUKATOB MOITIU NPOBEPUTL UX LIEMOCT-
HOCTb W Aary BblAayu;

- pacnpeaenatb CAC Ha perynsipHOi OCHOBE, Aa)Ke €Cnu C MOMEHTA NocneaHen Bblgayn He NpoM3oLwno
HUKAKUX U3MEHEHUN;

- 06ecneuntb AocTynHocTe CAC ans BCeEX nonb3oBartenein ceptuukaTos.
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MepuogunyHocTb U cpoku Beiga4yn CAC Heobxoaumo onpeaenutb B PBC. 3anucu CAC, onpeaensiowume
cepTUdMKaTLI KNKOYEn NPOBEPKN NEKTPOHHON NOANUCH, AENCTBUE KOTOPLIX NPEKPALLEHO, AOMMKHbI OCTaBaTb-
ca B CAC 00 OKOHYaHMA CpoKa AeNCTBUS ATUX CEPTUCIMKATOB KNIoHYeNn NPOBEPKN SNEKTPOHHON NOANUCH.

B oTHoweHun cnocobos pacnpeaenenua CAC cm. Takke MOCT P NCO/M3K 9594-8.

5.3.8.4 [leiictBue ceptudpmkara kmoya NpoBepkn 3MEKTPOHHOM NOANUCU ONpeaensieTcsl CPOKOM Aew-
CTBMSA, YKa3aHHLIM B CEpTUUKaTe Knova NPOBEPKU INEKTPOHHON NOANUCU, HO KOTOPbI MOXET ObiTb OrpaHu-
YyeH YL, cornacHo NonuTMKe NpMMEHEHUs1 CepTUUKaTOB.

YL MOXET NpUOCTaHOBUTL AelcTBUE cepTudmkata. MpuunHaMm Takux AeiCTBUIA ABNSIIOTCA:

a)enaHne yMEeHbLUWTb OTBETCTBEHHOCTb 3a OLWMOKW NPU NpekpaLleHun AencTBus ceptudukara, korga
npegocTasneHHon B YL, nhdopmaumm HegocTaTouHo, 4ToObl ONpeaenuTb, ABAAETCA N 3anpoc Ha NpekpaLye-
HWe AeiCcTBUA cepTUuduKaTa A4eiCTBUTENBHBIM;

6) apyrve notpebHocTu BusHeca, Takue Kak NPUOCTAHOBKA AENCTBUA cepTudmkaTa Iopuamueckoro unu
dusmyeckoro nuua no pe3ynsrartaMm ayaura unu B Npouecce paccneaoBaHusl.

[HeincTeue cepTudukara knova npoBepkU 3NEKTPOHHON NOANUCU NPUOCTAHABNMBAETCA NMYTEM CO34aHUSA
cooTBeTcTByloLeil 3anucu B CAC ¢ ykazaHmeM koaa npuuntbl certificatehold.

5.3.8.5 CogeiicTBysn 3anpaluvsaioLiemMy opuandeckomy unu huamyeckomy nuuy B npoiecce npuocta-
HOBKM AencTBus ceptucpukara, LIP gormkeH:

- NPOBEPUTL UAEHTUMPHUKALIMOHHBIE JaHHbIE U NOAHOMOYUSA IOPUANHECKOTO UMK (huanyeckoro nuua, 3a-
npaLuuBaroLLEero NPMOCTaHOBKY AEWCTBUA cepTudmkara;

- npeacTaButb YLl 3anpoc Ha npuoCTaHOBKY AEWCTBUA cepTudmkara Hagnexalymm cnocobom;

- NpefocTaBuTb 3anpaLumMBaloLLEMy IOpUANYECKOMY UNn pu3M4eckomy nuLy NUCbLMEHHOE NOATBEPXKAE-
HWe NPUOCTAHOBKW AEWCTBUSI cepTudbukara.

5.3.8.6 Mocne TOro kak AencTBue ceprudhukara knova NpPoBEpPKU SNIEKTPOHHON| NOAMUCU NPUOCTAHOB-
neHo, YL MOXeT BbINONHUTb OJHO U3 TPEX AEWCTBUI B OTHOLLEHUW AAHHOIO cepTuduKarTa Knova NpoBEPKM
9NEKTPOHHON NOANUCHK:

a)ocraBuTb ero B CAC 6e3 uamMeHeHui;

6) 3aMeHUTb NPUOCTAHOBKY AENCTBUA cepTudpukaTa Ha npekpaLleHne AeiNCTBUS TOrO e CaMoro cepTiu-
dmkara knova npoBepKU ANEKTPOHHON NOANUCH;

B) BOCCTAHOBUTL AENCTBUE cepTudmkara, yaanus COOTBETCTBYIOLYIO 3anucb u3 CAC.

CepTudukar knoda npoBepKu 3NEKTPOHHON MOAMUCU MOXET OblTb UCNONBL30BaH NOCHE BOCCTAHOBIE-
HUs ero aencTeus. leiicTeue cepTudumkara Knoya npoBEepKU ANEKTPOHHON NoANUCU BOCCTaHABNMBAETCS MNo-
CpeacTBOM HEBHeCeHus B criegytowmii CAC.

5.3.8.7 MNpu npekpaLleHun JenCcTBUA cepTudmKaTa Knioua npoBepku 3NeKTPOHHON noanucu YL AomxkeH:

a) NPOBEPUTL UASHTUMPUKALIMOHHBLIE AAHHBIE U NONMTHOMOYUSA OPUANYECKOTO UK PU3MUECKOro nuua, 3a-
npaLuMBaroLLEero npekpaLleHue aecremsa ceptudukara knoya npoBEPKU SNEKTPOHHON NOAMNUCH;

6) noaTBEPAUTL AEWCTBUTENLHOCTbL 3aMpoca Ha NpekpaLyeHne AenCTBuA ceptudukara;

B) MOArOTOBUTL YBEAOMIEHWE O NnpekpaLleHun AeiCTBUA cepTudpukara, NOANMCATb €r0 CBOMM KIOUOM
3MEKTPOHHOW NMOAMUCK U OTNPAaBUTb €70 3anpaluuBaloLLEMy PUANHECKOMY UK PU3NYECKOMY TULLY;

r) BHecTu nsameHeHusi B CAC 1 nognucatb CBOMM KITIOYOM 3MEKTPOHHOW NOANUCH;

A)o6ecneynTb YBEPEHHOCTb B AOCTYMHOCTM MHdOpMauun O ctatyce cepTuchmkarta Kriodya npoBepKu
3MEKTPOHHOW NOAMUCK AN BCEX NOMnb3oBaTeneit ceptudmkaTos;

€) 3anncaTtb CBOW AEWCTBUSA B XXypHan ayaura.

YL, BomKeH NpeaoCcTaBUTh OPUANYECKOMY UMM DU3NYECKOMY NULYY ayTEHTUULMPOBAHHOE NOATBEPK-
AeHune npekpaLieHns AenNCcTBUA cepTudmkaTa Knloya NpoBEpKN 3MEeKTPOHHON NOAMUCH, a Takke MOXET pac-
npeaensTb YBeAOMIEHUs O NpeKpaLleHun AeicTBuA cepTudoukara Kniova NPoBEPKM dNEKTPOHHOW NOANUCH
APpYruM IOpManNYecKuM n usnyeckum nuuam, obparusummca 8 YL, n nonb3osarensam ceptudUuKaToB.

5.3.8.8 LIP (npu ero Hanu4um), coaencTeys I0puan4eckomy unu usndeckomy nuuy B npouecce npe-
KpaLueHus OeiCTBUA CePTUMUKATOB KIOYEH NPOBEPKM SNEKTPOHHOW NOANUCH, AOIDKEH:

- NPOBEPUTb UAESHTUMPUKALIMOHHBIE JAHHBIE U MOSIHOMOYUS IOPUANYECKOTO UMM hmuamyeckoro nuua, 3a-
npaLiMBaroLLEero npekpaLleHve aencTeusa ceprudukara knova NPpoBEPKU ANEKTPOHHON NOANUCH;

- npeactaBuTb YL 3anpockl Ha npekpalleHne AencTBua cepTuPUKaToB KIoyei NPOBEPKN ANEKTPOHHOI
noanucy Hagnexawmm cnocobom, kak Toro Tpebyer PBC;

- NONY4YnTb U NPOBEPUTL MOATBEPMNAEHNE TOro, Y4To YL| nony4un sanpoc Ha mpekpailieHue AewCTBuS
cepTudmkaTa Kno4va npoBepKn SNEKTPOHHON NOATNUCH;

- NpefocTaBuTb 3anpallMBaloLWEMy IOPUAUYECKOMY MU PU3NYECKOMY NULy ayTeHTUUUUPOBAHHOE
noATBEepXAEHNE NpekpaLleHus AelcTBuA cepTudmkaTa knova NpoBepku NEKTPOHHON NOAMNUCH;
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- 06ecneynTb yBEpEHHOCTb B AOCTYNHOCTU MH(OpMAUMKM O cTaTyce ceprudukara kno4a NpoBEpPKu
3NEeKTPOHHON MOAMUCK ANA BCEX NOMNb3oBaTenen ceprudukaTos;

- 3anucartb CBOM AENCTBUSA B XXypHan ayaura.

LIP Taioke OomKeH NpeaocTaBuTh I0PUAUYECKOMY NN DU3UYECKOMY NULLY ayTeHTUPULMPOBAHHOE NoA-
TBEpP>KAeHNe npekpaLleHus AeUCTBUS cepTUdUKATOB KNIoYei NPOBEPKU 3NEKTPOHHOM NOAMUCK, KaK TOro Tpe-
oyert PBC.

5.3.8.9 [eiicTBUA, KOTOpbIE AOMKHbI ObiTb MPEANPUHATLI NPU NPEKPALLEHUU UMM NPUOCTAHOBKE Aeit-
cTBUA cepTudmkara, onpeaeneHsl B Tabnuue 1.

Ta6nunya 1 — [eiicTBuUA, KOTOPbIE AOIKHLI NPEANPUHUMATLCA NPU NPEKPaLLEHUM UMW NPUOCTAHOBKE AeWCTBUA cep-
TudukaTa no kako-nubo npuumHe

lOpuaunyeckoe unu

usnyeckoe nuuo Renctens
Bnapeney, cepTudukarta | Bnageney ceptudukara unu LIP moryT:
KNoYa NpoBepkU SMeKTpoH- | 1 3anpocuTb, 4Tobbl YL| NnpekpaTus, NpMOCTaHOBUI MM BOCCTAHOBUN AeACTBUE cepTu-
Hoi nognucm unu LIP dukara, ykasbias CertificateSerialNumber gna ugentudpmkauumn ceptudukata kniova

NpoBepKU SMEKTPOHHOA noanucu 1 3anpoweHHslii CRLEntry reasonCode;

2 oTnpaBuTL NoONb3oBaTensM cepTUdUKaTa yBeJoMIIEHUEe O MPUOCTAHOBKE (Npekpalle-
HUW) AeicTBUSA cepTudukara;

3 06HOBMATL XypHan ayauTa Ans oTpaXeHWUs NpefnpUHATLIX 4eUCTBUIA U NPUYMUH KX
ocylecTBneHus. NpuoctaHoBneHHbIe cepTUdUKaThl KIoYeld NPOBEPKA 3NEKTPOHHOMW
nognucu unu ceptudukarel, eACTBUE KOTOPLIX NPEKpaLLeHO, AOIMKHbI ObITb OTMEYEHSI
B XypHarie ayauTa

Yy YL| gormKeH yaocToBepuTLCSA B AENCTBUTENBHOCTM 3anpoca Ha NpekpalleHne unu npu-
OCTaHOBKY AeWcTBUA cepTUduUkaTta B cooTBeTcTBUU ¢ PBC YL| 1 BoINONHUTE criegyto-
Wue AeicTBuUA:

1 o6HoBUTL CAC. B cny4yae npekpalleHus aeidcTBUA cepTUdUKaTa Krtoda NpoBepku
SIEKTPOHHOI NMOANUCK OH A0oImKeH ocTaBaTbes B CAC, Kak MUHUMYM, A0 BbiNycka nep-
Boro CAC nocne garbl NpekpaLleHus cpoka JeicTBUS YKa3aHHOro B 3TOM cepTudukate
Kntova NpoBepKU 3NEeKTPOHHOW nognucu. B cnyyae npuocTaHoBKW AeiAcTBUA cepTudu-
KaTa OH fomkeH ocTaBaTbes B CAC Ao Tex nop, noka He 6yaeT unu SBHOrO BOCCTAHOB-
NeHUs ero 4eicTBURA, NCTEHEHUS CPOKa NPUOCTAHOBKU, UNU CPOKa AeicTBUA cepTdN-
KaTa (4TO HacTynuT paHbLue),

2 oTnpaBuTb (ONLUOHANBHO) NONL30BaTENAM CepTUdUKaTa yseaoMneHne o npekpatle-
HUKM JeNCTBUS cepTUdUKaTa (NPUOCTaHOBKE),

3 06HOBUTL XKYypHan ayguTa ANsS oTpaxeHna NPeanpuHATLIX AEWCTBUR U NPUYNH WX OCY-
wecTeneHns. CepTUduKaThl KIo4ei NpoBepKN ANEKTPOHHOR NoanucK, AeWCTBUE KOTO-
pbIX MPUOCTAHOBMNEHO UMK NpeKpaLLeHo, AoNMXHb! BbITb OTMeYeHb! B XypHane ayauta

Monb3oBaTtene cepTudukaTa | MNMonbaoBaTenb cepTUdUKaTa [OMKEH:

KNo4a MpoBepKU NeKTpoH- | 1 oTeepraTh Noboe cooblleHne, NoANMcaHHOe nocne AaThl NpekpalleHnn AeicTBus
HOW nognucu COOTBETCTBYIOLLEro cepTuduKaTa Kiroda NpoBEepKN SNEKTPOHHO| NoaNuUcH;

2 oBHOBMATb XypHan ayfuta AN OTPaXeHWs NPeAnpUHATLIX ASACTBUIA U NPUHUH ITUX
genctBuid. CepTudukatsl Kroven NpoBepKn SMeKTPOHHOW NOAMNMUCH, AEHCTBUE KOTOPbIX
NPUOCTaHOBIEHO WM NPeKpaLLeHo, AOMKHbI ObiTb 3aperncTpupoBaHs! B XKypHane ayaura.
[JononHutenbHo MOryT 6bITk YBEAOMMEHLI U Apyrie Nuua.

B Ttabnuue 6 onpegeneHsbl 4ONONHUTENbHbIE AEUCTBUA, NpeanpuHUMaemMblie B criyyqae
npeKpaLleHns Ui NPUOCTAHOBKW LeACTBUA CepTUdNKATOB, MCMNOMb3yeMbIX ANs 3allu-
Tl 0BMeHa KnovaMn CUMMETPUYHOrO anropuTma.

5.3.8.10 JononHuTenbHble AENCTBUSA, KOTOPbIE AOMKHbI ObiTb NPEANPUHATLI B 3aBUCUMOCTUN OT NPUYU-
Hbl NPeKpaLleHns UnNu NPMOCTaHOBKM AENCTBUS cepTudpukara, onpeaeneHsl B Tabnuuax 2—6.

HanbHeAwmmMm 4oNOHUTENbHLIMU AEWCTBUAMM, KOTOPbLIE MOTYT ObITb NPEANPUHATbI KOPUANYECKUM UK
dusnyeckum nuuom unu LIP (npu ero Hanm4yum), 3anpawumearoLimm NpUOCTaHOBKY AENCTBUA cepTudmkara,
ABNAOTCA cregyowye:

- lopuguyeckoe unu usndeckoe nuuyo unu LIP moryt 3anpocuTb, 4Tobbl YL, BbiaaBLUMii Noagnexawuui
NPUOCTaHOBKE cepTUMUKAT KITHoua NPOBEPKM NEKTPOHHOMN MNOAMMCH, BbINOMHU NPUOCTAaHOBKY AIENCTBUSA Cep-
Tudukara, ykasae CertificateSerialNumber ans ngeHtndukaumumn ceprudmkara knoda nPOBEPKN INEKTPOH-
HOW noanucy n onuuoHanbHoe 3HadeHue npuoctaHoeku certificateHold gns nons CRLENtry reasonCode;
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- CINN noAnex<aLUnin NPUOCTaHOBKE CepTUAMUKAT Kroya NPOBEPKN ANEKTPOHHOMW MNOAMUCK SIBMAETCA cep-
TUPUKATOM KIOva NpoBEpPKM anekTpoHHo nognucu YL, To CAC YL, ocyllecTBnAAOLLErO NPUOCTAHOBKY, A0I-
XEH cofepxaTtb 3anucu 060 BCEX cepTudmKaTax Knoyei NpoBEPKU MEKTPOHHOW noanucy (BblaaHHbiX YL,
AencTBne ceptudukara KOToporo NPUOCTaHaBNUBAETCS), AENCTBUE KOTOPLIX NPEKPaLLEHO UMM NPUOCTaHOB-
neHo, BblgaHHbIX YL, aenctBue cepTudukara KOToOporo NpuOCTaHaBIMBAETCA.

Tabnuya 2 — [JononHuTeNnbHble AeACTBUS, NpeanpuHUMaeMble B Criyqae KOMNPOMETaLMU MU MOAO3PEHUS Ha KOM-
NPOMeTaLMIO KIko4a 3reKTPOHHOI MOLMMUCH KPUANYECKOTO UK (OU3NYECcKOro nnua

|'OpI/I,D,VI‘~IeCKoe mnun

dusmyeckoe nuLo Heicraua
Brnageney cepTudukata | Brageney ceptucdmkata unu LIP moryT HanpaBuTb B YL| 3anpoc Ha npekpalle-
KItoda MNpoBEPKU 3MEeKTPOH- | HUe [eAcTBMA cepTUdMKaTa Krtoda MPOBEpKM SMEeKTPOHHON nognucy, ykasbiBas
Hou noagnucu unu LiP CertificateSerialNumber gna nageHTudukaumn ceptudukata kroda nNpoBepKU anek-

TPOHHOW NOAMWUCU U ONUUMOHanbHoe 3HadeHne keyCompromise unu caCompromise
ana nons CRLEntry reasonCode. Ecnu Bnagensuem cepTudukata aensetca YL, To
JeicTBMe BCEX CepTMMUKATOB KItoYell NPOBEPKUN SMEKTPOHHOW MOANWUCH, BhIMYLLUEHHBIX
Ha CKOMMPOMETUPOBaHHOM KIko4e nocne AaTbl BO3IMOXHOW KOMMpOMETaLuK, [OMKHO
6biTh NpekpalleHo 1 CAC camoro YLl MoryT cogepxaTb 3anucu Bcex cepTUdUKaToB
KnroYeid NpoBepKU 3MeKTPOHHON nognuck nofo3putensHoro YL ¢ onumoHanbHeIM 3Ha-
YeHneM caCompromise gns nons reasonCode

yu YU, Bblgarowunii cepTtucduKaTel KIoMeld MNpPOBEPKM SMEKTPOHHOW noanucwk, fon-
xeH o6HoBuTb CAC. CRLEntry B CAC MOXeT onuuoHanesHO cofepXaTb 3HadeHue
keyCompromise nnu caCompromise ans nons reasonCode, cOOTBETCTBEHHO

Monb3oBaTenb cepTudukata | MNMpekpaTUTe UCNONB3OBaHUe BCel KIoUeBO MHpopMaLun, Korga-nnbo oTnpaBneHHoNn
Krtoda MpOoBEPKU 3MEKTPOH- | UNK 3aLUMLLEHHOR 3TUM cepTUgUKaTOM KItoda NPOBEPKU ANEKTPOHHOI nognucu
HOM nognucu

Tabnuuya 3 — [JononHuTenbHble 4eiCTBUA, NPEANPUHUMAaEMEIE MO NPUYUHE NPeKpaLleHs AesTENBHOCTM

Oopuandeckoe unm

HevictBuAa
dusnyeckoe nuuo

Brnageney cepTudukara knioda | Bnageney ceptudmkata unum LIP moryT HanpaBute B YL| 3anpoc Ha npekpalye-
NPOBEPKA INEKTPOHHON NOAMMU- | HUe AelcTBUA cepTudMKaTa Knilova MNpOBEpkU 3NEKTPOHHOW NOANUCH, YKasbl-
cv unu LUP Baa CertificateSerialNumber ans ugeHTuduMkauum ceprtucukata Koyva npo-
BEPKN 3NEKTPOHHOW noanucyn, a Tawke CRLEntry u onuuoHanbHO 3HaveHune
cessationOfOperation 4na nona reasonCode. Ecnu Bnagensuem ceptudukarta aena-
etca YL, To aeiicTBue BCex BbiaHHbIX UM CEPTM(UKATOB AOMKHO GbITb NpeKpaLyeHo.
3anpoc MoxXeT 6bITb NpeACcTaBneH IOPUAUYECKUM MW DPUUYECKUM NULOM AW ero
3aKOHHBIM NpeAcTaBUTENEM

YL YU aomxeH o6HoBUTE CAC, yKa3sbiBasi onuyuoHansHo 3HaveHne cessationOfOpera-
tion ana nona reasonCode.

Ta6nuuya 4 — [JononHuteneHble 4eNCTBUS, NPEANPUHNMAEMbIE B CBSI3U C U3MEHEHUEM NPUHAANEXHOCTU puanye-
CKOro Unu com3n4eckoro nuua

lOpuaunyeckoe nnu

ericTBUSA
dusnyeckoe nuuo A

Bnageney cepTudukara knioda | Bnageney ceptucukata unu LIP moryT HanpaeButb B YL| 3anpoc Ha npekpalye-
NPOBEPKU 3MEKTPOHHOIA MoANKU- | HUe AeWCTBUS cepTUdUKaTa KNkova NpOBEpPKU SNEeKTPOHHOW NOANUCH, YKasbl-
cu unm LIP Bas CertificateSerialNumber ans wugeHTudukayun ceptudukata knioda npo-
BEPKW SNEKTPOHHOW MNOAMUCK C ONUUOHANbHLIM 3anpalMBaeMbiM  3HAYEHUEM
affiliationChanged ans nona CRLEntry reasonCode.

Ecnu Bnagensbuem ceptudukaTa sensaetca YL, nepegarowuit pyHkumu apyromy YL,
To CAC HoBoro YL gomxeH BKNOUUTL Bce 3anucu 060 Beex cepTudukartax knroden
NPOBepKN ANEKTPOHHON NOANUCH, AeilcTBUe KOTOPLIX NpekpalleHo YL, nepegatowum
CBOU (DYHKLUMN.
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OkoHyaHue mabnuupi 4

Opuaunyeckoe nnu

encTBUA
cusuyeckoe nNuuo A

yu

YL| pomkeH  obHoBnate  CAC,  ykasbiBad
affiliationChanged ans nonsa reasonCode.

onuyuoHanbHO 3Ha4YeHune

Ta6nuya 5—JononHuTenbHble AeACTBUS, NpesNpUHUMaeMbIe B criydae NpekpalleHus AedcTBUsI cepTudukara Kito-
Ya MpPOBEPKU MNEKTPOHHOW MOAMUCHU MO MPUYUHAM, OTIIMYHBIM OT KOMMPOMETALUK KIloda, NPeKpalleHna AesTenbHOCTU
UNK N3MEHEHV NPUHAANEXHOCTH

Opugnyeckoe nnu

enicTBUA
dusuyeckoe nuuo A

Bnageney cepTudukata krova
MPOBepPKN 3MEKTPOHHOWA Moamu-

Bnapenel, ceptudukara unm LIP MoryT HanpaBuTk B YLl 3anpoc Ha npekpatlleHue
AeicTBuA cepTudMKaTa Krroda NpoBEpPKU SNEKTPOHHOW nognuck, ykasbiBas Certifi-

cu unu LP cateSerialNumber ans naeHTudukayum ceptudukata knoya NPOBEPKU EKTPOH-
HOl noAnucu u onuuoHarnbHoe 3HadeHWe superseded wnu unspecified ansa nons
CRLEnNtry reasonCode B CAC.

yu YU gomxeH obHoBnATe CAC, yKasbiBas onuuoHanbHoe 3HavyeHue superseded unu

unspecified Ana nonsa reasonCode cOOTBETCTBEHHO

Tabnuuya 6 —[JononHuTenbHble 4eACTBUS, NpedNpUHUMAEMbIE B cryyae NpekpaLLeHUs Unu NpuocTaHoOBKU JeACcTBUA
cepTUdUKaTOB, UCMOMb3YEeMbIX AN 3auUThl 0OMeHa KrtoYamMu CUMMETPUYHOIO anropuTMa

MprumnHa NpekpaLeHns unu
MPUOCTaHOBKM AENCTBUSA CepTudukaTa

[eicTBNA, KOTOopble A0MKHBI ObITb NPEeANPUHATLI NONb3oBaTENAMU
ceptudukara

KomnpomeTaLua unu nogospeHue Ha Kom-
NPOMETaLWIO KITHoHa NEeKTPOHHOM Nognuch
tOPUAUYECKOrO UMK hrU3NYecKoro nuua

Mcnonb3oBaHue BCel KNo4eBoil HpopMauuu, koraa-nubo npucnaHHon
W 3aLMLLEHHOR C MOMOLLbIO 3TOro cepTudmKaTta knova nNpoBepku anek-
TPOHHO Nnognucuy, AoMmkHO BbITb NPeKpaLleHo.

Ecnu Bnagensuem ceptudukata, AeUcTBME KOTOPOro NMpeKpallieHo unu
npuocTaHosneHo, aenaetca YL, To B npouecce 3ameHbl KIO4EBOW WUH-
hopmalmmn gormkeH BbITb UCNONbL3OBaH gpyroi YL|

KcTedueHne cpoka feicTBuma Unm npekpatle-
HUe AeiicTBUA cepTudukaTa Kroya nposep-
KN 3neKTPOHHOM nognucy no npuvmHam, He
ABNAOLLUMCS (PaKTU4EeCKOA KomnpomeTauu-
el U NOAO3PEHNEM Ha KOMMPOMETaL N0

3aMeHa Bcell knto4eBor UHpopMaLuK, oTNpaBNeHHON M 3aLULLIEHHON ¢
MOMOLLbIO 3TOr0 cepTUdUKaTa, KaK TONBbKO 3TO CTAaHET BO3MOXHO

HeiicTBue cepTudukara Knoda npoBepku
3NEeKTPOHHOW NoANUCK NPUOCTAHOBIIEHO MO
npu4mMHaMm, He SABNAOWKUMCH PakTUHeCcKon
KOMMpoMeTaLuen unu nojo3peHueM Ha
KoMnpomeTaLmio

Korga peficTBue cepTUdMKaTa Krio4a NpoOBEpPKU SNEKTPOHHOM Mognucy
NPUOCTAHOBMEHO MO NPUYUHAM, HE SIBMSAOLMMCA hakTUYECKON KOMIMpPO-
MeTaluelt unu nogo3peHMeM Ha KOMMNPOMETALMIO, BOSMOXHO NpeKpalle-
HWe UCMONb30BaHWS UMW 3aMeHbI BCeil kroveBoit MHdopMaLuK, oTnpaB-
NEHHOM U 3aLLMLLEHHON ¢ MOMOLLLIO 3TOro cepTudUKaTa Krtoua NpoBepku
SIeKTPOHHOM MOAMMUCH, KaK TOMBKO 3TO CTAHET BO3MOXHO

5.3.8.11 Ceprudukar krno4a npoBEPKU NEKTPOHHON NOANUCU MOXKET ObITb aHHYNMPOBAH NO PELLEHUIO
CyAa, B YaCTHOCTU, €CNKU YCTAHOBMEHO, YTO CepTUdUKAT KMio4a NPOBEPKU SMEKTPOHHOW NOANUCU COAEPXKUT

HEA0CTOBEPHYIO UHIDOPMALINIO.

YL, gomKkeH B TEHYeHUe He Bonee YeM O4HOro paboyero AHA aHHYNMPOBATb cepTuduKaT Knova NnpoBep-
KW 9NEKTPOHHOW NOANWUCU MYyTEM BHECEHMSA 3aMuCy O ero aHHYSIMPOBaHUM B peecTp cepTucdnKaToB No peLue-
HUIO CyAa, BCTYMUBLUEMY B 3aKOHHYIO CUIY.

Mcnonb3oBaHne aHHyNMPOBAHHOMO CepTUCIMKATA KMHoYa MPOBEPKU IMEKTPOHHOW NOANUCK HE BneYeT

IOPUANYECKMX NOCNEACTBUIA, 38 UCKIIIOYEHUEM TEX, KOTOPble CBAA3aHbl C ero aHHynupoBaHueMm. [0 BHeCeHus
B peecTp cepTUdUKaToB MHpopMaummn 06 aHHyNMpoBaHMKN cepTudukara Knioua NnpoBepKU 3NEKTPOHHON Noa-
nucu YL, o6ssaH ysegomMuUTh Bnagensua ceptudukara 06 aHHyNnMpoBaHUM €ro ceptudmkara Knova NnpoBepKu
3MNEKTPOHHOM NOANNCYK NyTEM HANPaBMNeHUs JOKYMEHTa Ha OyMa)kHOM HOCUTENE UIU SNEKTPOHHOTO A0KYMEHTA.
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5.3.9 Npoanenue ceprudnkaToB KNOYENH NPOBEPKU INEKTPOHHOW NOANUCH

5.3.9.1 Ceprudmkar kniova NpoBepkuU 3NEKTPOHHOM NOAMUCU UMEET CPOK AEUCTBUS, YKa3aHHbIN B Cep-
TudpmKaTte Knioya NnpoBEPKN SMNEKTPOHHON NOANUCHK.

[lo ucreyeHus cpoka aencTsun ceprudukara KOHEUHbIW Brnagesney ceptudukata MOXeET 3anpocuTb
npoanexdne ceprudukara nocCpeacTBOM 3anpoca Ha NpoAarneHue cpoka ero AencTeus (T. €. sanpawmsas gaty
notAfter 6onee no3aHiolo, Yem aarta notAfter cywecreyiowero ceprudukara Kno4a nNpoBepku dNEKTPOHHON
noanucu). Tem He MeHee aaTa Havana (aarta notBefore) B npogneHHoM ceptudukare knova npoBepKU nek-
TPOHHOW MOANMCK JOMKHA ObITb TON >Xe CaMOIi, YTO B UCXOAHOM CepTuchuKaTe Kniova NpoBepkU SNEKTPOHHO
noanucu. NpoaneHHbIn cepTudukaT Knova NPOBEPKU ANEKTPOHHON nognucy ByaeT uMeTb Ty Xe napy Knio-
Yen, YTO U UCXOAHDBIN cepTUMKAT KNoYa NPOBEPKU INEKTPOHHOM MOANUCH.

Ceprudumkarbl kniove NPoBEPKN NEKTPOHHOW NoANUCH MOTYT GbiTb NpoAneHbl ToNbko YL, BbiaaBLLIMM
AaHHble cepTUdUKaThbI.

KoHeuHbIt Bnageney ceptudumkara, sanpawumsalowmi npoaneHue ceptucpukara, aomkeH codparb aau-
Hble A18 NnpoAneHus csoero ceprudmkara u npegocrasutb ux B LIP (npu orcytcreun LUIP — B YL, koTOpbIN
paHee ccopMmupoBan 3TOT CepTUUKAT KNoHa NPOBEPKM ANEKTPOHHONW nognucy). [aHHble Ansa npoaneHus
ceprudmkara AomkHbl npeaocrasnatb LIP (YL) aocratouHo uHdopmauumn, nossonsaowein LIP (YL) npose-
pUTL MAEHTUUKALMOHHBIE AaHHBIE KOHEYHOrO BNajenbLa ceprudukata u onpeaenutb cepTudukaTt Knoda
NpOBEpPKN NEKTPOHHOI nognNucKu AnA npoaneHns. OHU BKMIOYAIOT:

a) OTNUYUTENIbHOE UMS KOHEYHOTO Bnajensua ceprudukara;

0) cepmiiHbIn HOMEp cepTudukara Knova NPOBEPKU ANEKTPOHHON NOANUCH;

B) 3anpaLumBaemblii CpoK AelCTBuA ceptudunkara.

KoHeuHbl Bnageney ceptudukara 4oMmkeH NOCTaBUTb ANEKTPOHHYIO NOANMCH NOA AAHHLIMKM 3anpoca
Ha npoaneHue ceptudukara.

5.3.9.2 YL| ana npoaneHnsa cepTudukaToB AOSMKEH:

a) NoATBepAUTL AENCTBUTENBHOCTL NOANNUCU HA AAHHBIX, NPEACTABNEHHbIX ANA NpoaneHus ceptudukara;

0) NnpoBepUTL Hanuuue U AeWCTBUTENbHOCTL cepTUdMKaTa Knoda NPOBEPKU SNEKTPOHHOW MNOANMCH,
noAanexaLyero npoaneHuto;

B) NPOBEPUTL, YTO 3anpalumBaembii CPOK AEWCTBMA cepTudpukata coaepkut Ty e camylo aary
notBefore, 4To 1 gata notBefore B ucxogHoOM ceptudukaTe Kniova NpoOBEPKU ANEKTPOHHON MOAMMUCH, U YTO
Aara notAfter asnsaerca 6onee nosgHen, yem aarta notAfter B CyuiecTsyloleMm ceprucmkarte Knoya npoeep-
KU 9NEKTPOHHON noagnucu;

r) NPOBEpUTb, YTO 3anpaLuMBaEMbIli CPOK AENCTBUA cepTudukarTa otBedaer TpeboBaHusM, onpeaenex-
HbIM B MONUTUKE NPUMEHEHNS CepTUUKATOB.

Ecnu Bce 3T npoBepku okaxyTcs ycnewHbivu, YL, fomkeH cchopmmupoBaTh M NOoANUCATb HOBbIA CepTU-
dhMKaT CyLLEeCTBYIOLLEro KIo4a NPOBEPKM SMEKTPOHHON NOAMMUCH, OTIIMYAIOLLMIACS OT NpeablayLLero ceptudu-
KaTa TOSIbKO CPOKOM AeiCTBMUS, CEPUIHBIM HOMEPOM CEPTUdUKATA KITHoYa MPOBEPKM ANEKTPOHHO NOAMUCU W
nognuceio YL. Ecnu kakas-nubo nposepka OyaeT HeygayHou, YL| AomKeH OTKMOHUTL 3anpoc Ha NpoaneHue
ceptudumkara.

YL, gomkeH caenaTtb HOBbIN CepTUAMUKAT KIOYa NPOBEPKW 3NEKTPOHHOW NOANUCU LOCTYMNHLIM AN KO-
HeYyHoro Bnajgenbua ceprtudukara B COOTBETCTBUM C MONMTUKON NpUMEHeHUsA cepTudmkaTo. PesynsraTtom
npoanexus ceptudukara OyaeT CyLUeCTBOBAHNE ABYX CEPTUMMUKATOB KIioua NPOBEPKM SMEKTPOHHOI nognucu
C OAHUM M TEM e KIIIOYOM NMPOBEPKU AMEKTPOHHOW NOANUCK. DTO NoApPa3yMeEBAET, UTO:

- npoanexnue ceptudmkata He TpebyeT npekpalleHus AeiCTBUS NpeablayLero ceptudukara Knwoda
NPOBEPKN SNEKTPOHHOW NOANUCH;

- NPpU NepeceveHnn CPoKoB AENCTBUA CEPTUUKATOB KIOYe NPOBEPKM SNIEKTPOHHBIX NOANUCENH MOXET
ObITk UCNOMNbL30BaH NGO U3 ABYX CEPTUCUKATOB KNOYa NPOBEPKU SMEKTPOHHONW NOAMUCH.

5.3.10 3ameHa cepTuchukaTa Krroya NPOBEPKU NEKTPOHHON NOANUCH

5.3.10.1 Kno4 npoBepky 3NeKTPOHHON NOANMCU UMEET CPOK AEeWCTBUS, KOTOPbIA MOXET OTNNYaTbCA OT
CpoKa AeilCTBuMSA, YKa3aHHOro B cepTudmkare Kroda npoBEepKU SNEeKTPOHHONM noanucu. MNepea okoHYaHWMEM
cpoka AENCTBUS KIYa NMPOBEPKM NEKTPOHHON MOANUCU UNW BCSIKUIA pa3, Korga BO3HUKAET PUCK KOMMpPOME-
Tauuu Knoya anNeKkTpoHHOM NOANUCH, KOHEYHbIN Brageney ceptudukara MOXET 3anpoCuTb 3aMEHY CepTu-
dmkaTa Kknoya NpoBEpPKU ANEKTPOHHOIU NOANUCH C CO3AaHMEM HOBOI Napbl KNoyei. STOT HOBbIN cepTuduKaT
KnoYa NPOBEPKM SNEKTPOHHON noanucu 6yaeT UMeTb CPOK AEWCTBUS, YCTAHOBNEHHBIN B COOTBETCTBUM C MO-
NUTUKOW NpuMeHeHus1 ceptudukaToB. Ecnu 3ameHa ceptudpukara Knioua NPOBEPKU SNEKTPOHHOM Moanucu
Gbina sanpolueHa BCNeaCTBUE KOMMPOMETaLUMM KNioYa 351EKTPOHHOI NOANUCH, TO AelCTBUE CTaporo cepru-
dukara knova NPoBEPKM ANEKTPOHHON NOANUCH AOMKHO ObiTb NPEKPALLEHO.
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KoHeuHbl Bnagenew ceptudukara, sanpaumsaioLuin 3ameHy AENCTBYIOLLETO B HACTOsILLiEE BpeMS Cep-
Tudmkara Knioya NPOBEPKU SNEKTPOHHOW NOANUCH, AOIDKEH COOpaTh AaHHble Ans 3aMeHbl CBOEro ceprudm-
KaTa Knioya npoBepKun 3NEeKTPOHHOW NoANUCU 1 NpeaocTasuTb ux B LIP (npu otcytcTteuu LIP — B YL, kKOTOpbIN
paHee ccopmmupoBan aTOT cepTuduKaT Knova NPOBEPKU INEKTPOHHON noanucK). [laHHbIe Ansi 3aMeHbl cep-
Tudmkara formkHel npeaocrasnate LIP (YL) pocratouHo uHdpopmauum, nossonsiowen LIP (YL) nposeputb
MAEHTU(PUKALIMOHHLIE JAHHBIE KOHEYHOTO BNaaenbLa cepTudmkara u yrBepautb cepTudukar Kno4a nposep-
KW 9NEeKTPOHHOI NoANUCKH Ansa 3ameHbl. OHU BKNIOYAIOT:

a) OTNMYMTENbHOE UMA KOHEYHOTo Bnagensua ceprudukara;

0) cepuiiHbIi HOMEP 3aMEeHAEMOro cepTudukara Kniova npoBePKN 3MeKTPOHHOW NOANUCH;

B) 3anpaluvMBaeMmblit CPOK AENCTBUA HOBOTO CepTuduKaTa Knioya npoBepKU aNEeKTPOHHOW NOANUCH;

r) HOBbLI KIIIOY NPOBEPKU INEKTPOHHON NOANMUCK (ECNKU HOBAs Mapa KIoYen CO3aHa KOHEYHbIM Bna-
AenbLeM ceptudukara).

5.3.10.2 B npouecce 3anpoca Ha 3aMeHy cepTudukara JOMKEH MCMONb30BATLCA KIMOY 3NEKTPOHHOM
noANucU I0PUAUYECKOro unu PU3M4ecKoro nuua Ansa NoANMCaHUs AaHHLIX AN 3aMeHbl cepTudmkara, a LIP
(YLD pomkeH noaTBepauTb AENCTBUTENLHOCTL NOANUCU AaHHBLIX AN 3ameHbl ceptudukara, urodbl obecne-
YUTb YBEPEHHOCTb:

a) B LIEMOCTHOCTN OTANYUTENLHOMO UMEHN KOHEYHOro BrajensLia ceprudukara, HOBOTO Kniova nposep-
KW 3rEKTPOHHOM NOANWUCH U APYron nHAOpMaLun BO BpeMsi NPUMEHAEMOTO NMPOLIECCA, UCTIONb3YSA HOBbIN KoY
3MEeKTPOHHOW NOANUCH;

0) B TOM, YTO KITI0M NPOBEPKN 3NEKTPOHHON NOAMUCH B AAHHLIX ANt 3aMeEHbI cepTUchuKaTa COOTBETCTBY-
€T HOBOMY KITIOWY 3MEKTPOHHOMW NOANUCHU I0PMANYECKOro unu puanmyeckoro nuua;

B) B TOM, YTO B NpoLECCe CO3AaHNA U Nepeaaym Koya He Obino HMKakux owmbok.

5.3.10.3 lNocne co3gaHusa kniova u A0 ero NCNosib30BaHUS KOHEYHBIN Bnageney ceptudukara aomKkeH:

- cobpaTb AaHHble ANA 3aMeHbl cepTudpmkaTa, BKIOYas OTIIMUMTENBHOE UMSI KOHEYHOTO Bnagenbua
cepTudmkaTa U 3aHOBO CO3AAHHBLIN KNKOY NPOBEPKM STEKTPOHHON NOANUCH;

- NoAnNMcaTb 3MeKTPOHHOW NOAMNUCHIO AaHHBIE AN 3aMeHbl cepTudukaTa, UICNoNb3ysa HOBLIN KNIOY dnekK-
TPOHHOW MOAMNMCK, KOTOPLIA CBSAA3AH C HOBbIM KITIOUOM NMPOBEPKMU INEKTPOHHOW MOANUCU, COAEPKALLMMCA B
JaHHbIX ANA 3aMEeHbl cepTudukara;

- NpeacTaBuTb NOANUCAHHLIE AAHHbLIE ANsi 3aMeHbl cepTudmkaTa u Apyryio uHopMaLMIo, Kak aToro
TpebyeT PBC, B LIP (YL)).

5.3.10.4 na 3ameHbl cepTUdUKaTOB KIto4a NPOBEPKKU BNEKTPOHHOW noanuck YL aomkeH:

a) NoATBEPAUTL AEHCTBUTENBHOCTL NOAMUCU AaHHBIX, MPEACTaBNEHHbLIX AN 3aMeHbl cepTudukara;

0) NpoBEPUTL HaNUUUe n AENCTBUTENLHOCTL CepTUMMKATAa KNioda NPOBEPKU AMEKTPOHHONM NOANUCH, KO-
TOPbIN AOMKEH ObITb 3aMEHEH;

B) MPOBEPUTH, YTO 3aNpoC, BKIKOYAs 3anpallMBaeMblii CPOK AeiCTBus cepTudhmkarta, oTseyaeT Tpeboa-
HUAIM, onpeaeneHHbIM B NONUTUKE NPUMEHEHUA CEPTUTUKATOB.

Ecnu Bce 3T NpoBEpKM SABNAIOTCA YCNeLwwHbIMK, YL, aomkeH cdhopMmpoBaTh U NOANMCaThL HOBbIW CEPTU-
domkaT Knova NPoBEPKN IMEKTPOHHON MNOANUCK (C HOBLIM CEPUIHBIM HOMEPOM cepTudmkaTa Kinova NpoBepKu
3MeKTpOHHOW noanucu). Ecnu kakaa-nubo npoepka Oyaer HeygadHon, YLl AOmKEH OTKMOHWTbL 3anpoc Ha
3aMeHy cepTudukara.

YL, nomkeH obpabarbiBaTb 3anpoc Ha 3aMeHy TONbKO B TOM Criyyae, ecnv npeablaywmin ceptudpukar
Krova npoBepKu 3reKTPOHHOW NOANUCU ABMSIETCA AENCTBUTENbHLIM (T. €. HE UCTEK CPOK AENCTBUSA U ero Aen-
CTBME HE NPEKpPALLEHO).

3amMeHa cepTudukata MOXeT OCYLLECTBNATLCA TONbKO YL, BblAaBLUMM AaHHbI CepTUUKAT Kno4va npo-
BEPKW INEKTPOHHOM NOANUCH.

5.4 O6ecneyeHne 6e30NacHOCTU U TPeOGOBaHUA KOHTpPONA

5.4.1 Tpe6oBaHUA K BeOeHUIO XKypHana ayauTa

B cucrteme YL He06x04MMO BECTH XKypHAanbl ayanuTa, C LENbIO NpeaocTaBrieHust 40CTaToO4HO NoapPoGHOM
MHpOPMaLMKN ANsi BOCCTAHOBIEHUS COBLITUI, 0BeCneYeHns U yaOBNETBOPEHNUS NPABOBbLIX U HOPMAaTUBHbIX
Tpebosanuii. Bce 3anucu B XypHanax ayauTta 4OmkHbl ObiTb AaTUPOBaHbLI U UMETb OTMETKY BPEMEHU. XOTS
>KypHarnbl ayauta, Kak npasuno, co3fatoTcsa v nogaepxunBatorca cucteMon YL, HekoTopble >kypHarnbl ayauta
MOTYT, NPYU HEOBXOAUMOCTU, 3aMONHATLCA BPYUHYI0. TpebGoBaHusA KOHTPONS A0MKHbI BbITb ykasaHbl B PBC YLI.

YKypHan ayguta YL, gormkeH cogepxkatb 3anucu 060 Bcex onepaumax ¢ ceptudukatamu Knoden npo-
BEPKM 9MEKTPOHHOW noanucu u 060 BCex onepauusax No ynpaeneHUo KMiouYamu, Takux Kak cosfjaHue, pe-
3epBMPOBaHNE, BOCCTAHOBMNEHNE U YHUYTOXEHUE KIOYEN, BMECTE C UAEHTUDUKALUUOHHBIMU AaHHBIMUY fMUa,
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paspeLuaroLero onepauuio, U nuy, paborawowmx ¢ nwboi KN4eBOoi MHdopMauumein (HanpuMmep, YacTAaMK
KMoYern MNu KnoYamu, XpaHAWMMIC B NOPTAaTUBHLIX YCTPOMNCTBAX UNKU Ha HocuTenax uHdopmauuu). U3-
MEHEHUS B XPaHEHWUU KIOYer 3MEeKTPOHHOW MOANUCU M CBA3AHHLIX C HUMU NMapameTpoB, a Takxke YCTPOWCTB
1 HOCUTENEN, Ha KOTOPLIX XPaHATCA KIoYM, HEOBX0AMMO PErMcCTpUpOBaTh B XXypHanax ayauta. B xxypHanel
ayauTa He OOMyCKaeTCs 3anucbiBaTb OTKPBITHIM TEKCTOM 3HAYEHUS Kakux-nubo Krioden 3neKTPOHHOW noa-
MUCKU, HO MOXHO YKa3blBaTb 3HAYEHUSA X3LU-PYHKLMK, Kak CPeaCcTBO MAEHTUdUKALMM KIOYen U NPOBEPKU UX
KOPPEKTHOCTH, a Takke KMo4Kn NPOBEPKU SNEKTPOHHOM NOANUCK, NOSYYEHHBIE U3 KITIOYEN SNEKTPOHHOM noa-
NUCKU NOCPEACTBOM O4HOCTOPOHHEN PYHKLUM.

MepeyeHb CoaepXKMMOro >xypHana ayauTta NpuBEAEH B NPUINIOKEHUU A.

XypHanbl ayauta gomiHbl BECTUCH B hOpME, NPEeAOTBPAaLLaoOWEN UX HECAHKLMOHUPOBAHHYIO Moaudu-
Kauuio MW YHUYTOXEHME. ABTOMATU3MPOBAHHBIE XYpHAanbl ayauta AOSKHbI ObiTh 3aLUMLLUEHbl OT MOAUdM-
Kauuu unu 3ameHbl, HanpuMep € UCMNOSIb30BaHMEM XALU-PYHKLMU UK SNEKTPOHHON noanucu. MNapa Knoven,
MCMONb3yeMbIX ANA MNOANWCAHUA XypHana ayauTta, He AOSkKHa MCnoSb3oBaTbCa And Apyrux uenen. Kpome
TOro, XXypHan ayauta AOMmKeH ObiTb 4OCTYNEH TONBLKO YNOMHOMOYEHHBIM AULAM U NPU HanNnM4Yum BECKUX NPU-
YUH, Kacarowmxcs 6usHeca n 6e3o0nacHOCTMU.

5.4.2 ObecnevyeHue 6e30MacHOCTU

JoKyMeHTUpOBaHHbLIE NPOLIECChI U NpoLeaypbl N0 o6ecneveHmnio 6e30NacHOCTM HEOOX0AUMbI KaK 4acCTb
CMCTEeMbl BHYTPEHHErO KOHTpONs 6e30nacHOCTH B MPOLEcce ynpasneHus ceprudukaramm Knioven nposepku
3NEKTPOHHON nognucu. XXypHan ayauta AOMKEH NPOoCMaTpuBaTbCa PErynsapHo (Hanpumep, exeaHeBHO) CO-
rMacHO yCTaHOBNEHHbIM TpeboBaHusamM obecnedeHns 6esonacHocTu. MpoCcMOTP AOMKEH BKMIOYaTh NOATBEPX-
[JeHNe LenoCTHOCTU XypHana ayauta, a Takke BbisiBNeHWe U HabniogeHue 3a HECaHKLMOHMPOBAHHOW UK
noJ03pUTENbHOW AEATENbHOCTLIO (HanpuMep, AOCTYN B HEOObLIYHOE BPEeMS MU U3 HEOOBIYHBIX NCTOMHUKOB,
HEOXMOaHHOE yBenn4eHue noTpebrneHmss CUCTEMHbIX PECYPCOB).

Macwrabbl M YyacToTa NpocMoTpa, a Takke TpeboBaHUs K YCUNEHUIO YNPaBneHus AomkHbI ObiTh onpeae-
neHbl G y4eToM pucka busHeca. [na GUsHeC-NpUnoXXeHU C BLICOKOW CTENEHbIO PUCKA UNU ANst BbINONHEHUS
NPaBOBbIX 1 HOPMATWBHbIX TPEOOBAHWIA, MU U TOTO U APYIOr0, MOXET NOTPeboBaTLCA, YTOBBLI KOHEYHbIE BNa-
JernbLbl ¥ NOnb3oBaTenu ceptTuduKkaToB BENU XXypHan ayaura.

5.4.3 Npoeepka YL u LIP

Mposepku coorBetcTBuA YL, u LIP TpeboBannsam 6e30nacHOCTU AOMKHbI ABNATLCA 06513aHHOCTBLIO Op-
raHa He3aBUCHUMOTO KOHTPONS (BHYTPEHHETO, BHELLHETO UK 060UX) C YCTAHOBNEHHON NepUOAUYHOCTLIO (Ha-
npuMmep, exeroaHo). MNMpoeepka A0OMKHA OXBaTbiBaTb COONIOAEHME NONUTUKN NPUMEHEHUS cepTUUKaTOB U
PBC, pykoBoACTB N0 npoueaypam u cneyudukaLum no KoOHUrypaumm ucnonb3yemMbix cpeacTts. Pesynbrarthl
NPOBEPKM JOMKHbI BbITb 0huLManbHO 0POpPMIEHbI U NPEAOCTABMEHEI NPOBEPSIEMbIM AN YCTPAHEHUS 3aMe-
YaHui U peanusaummn pekoMmeHgaLuii.

5.4.4 MpoBepka KOHEYHbIX BnagenbLeB cepTuPukaTtoB

B 6u3HeC-npunoXeHusix C BbICOKONM CTEMEHbI0 pUCKa NPOBEpKEe MOTYT NOABEPrHYTHCS TAKKE KOHEUYHbIE
BnagesbLibl M NONb30BaTENNU CepTUUKATOB.

5.5 NMnaHupoBaHue HenpepbIBHOCTN Ou3Heca

TpeboBaHWA K NNaHWPOBAHUIO HEMPEPBLIBHOCTU Gu3Heca 3aBMCAT OT NOTPeOHOCTEN B AOCTYNHOCTU U
HenpepbLIBHOCTU NpUnoXeHui GusHeca, noaaepxmsaembix YL. B 0CHOBHOM GU3HEC-NPUINOXKEHUSI C BLICOKOW
CTEMNEeHbI0 PUCKA U BBICOKON AOCTYMHOCTbIO TpebyloT 6onee HaaexHbIX NPOLIECCOB U METOA0B obecneveHus
HenpepbIBHOCTU BU3HECA, YeM BU3HEC-NPUNOXKEHUA C HU3KUM YPOBHEM PUCKA U HU3KOI AOCTYMHOCTbIO.

Kak MMHUMYM, NNaHMpOBaHWE HeNpepbIBHOCTH BU3Heca AOMKHO BKNIOYATh NPOLIECCHI aBapPUIMHOTO BOC-
CTaHOBMEHWA ANA BCEX KPUTUHECKUX KOMMOHEHTOB cucTeM YL, Takux Kkak annaparHble CpeAcTBa, NporpamMM-
Hbl€ CPEACTBA U KIOYM B Crlyyae 0TKa3a OHOr0 U HECKOMNbKNX TaKNX KOMMOHEHTOB.

BapuaHTbl aBapuiHOrO BOCCTAHOBMEHUSA AEATENbHOCTU YL MOryT BKMo4aTb NepeycTtaHOBKY COOTBET-
CTBYIOLLUX CPeAcCTB, ucnonbayemMbix YL, U NOBTOPHYIO BblAavy BCEX CEPTUMUKATOB KIOYEN NPOBEPKU dNEK-
TPOHHOW NOANUCU, UCNOMb30BaHUE pe3epBHbIX cpeacTs YL (HacTuYHOe pesepBUpPOBaHUE, «XONOAHbLINY UK
«ropsuvuiny ysen.

Mpouecckl aBapuiiHOrO BOCCTAHOBNEHUA AeATENbHOCTU YL Takoke TpebyloTcs B criyuae KoMnpoMerauuu
OfHOrO U3 BaXKHEMLUMX KOMMNOHEHTOB 6e3onacHOCTU. KomnpoMeTauma unm nogo3peHue Ha KOMMpOMeTauuio
Kroya anekTpoHHoi noanucu YL cneayer paccmartpusatb kak MHUMAEHT GesonacHocTu. Bece ceptudmkarsl
KMoYen NPOBEPKM SNEKTPOHHOW MOANUCU, NOANUCAHHBLIE C NOMOLLBIO 3TOrO KIoYa MOCne AaTbl KOMMpoOMe-
Tauum (ecnu oHa U3BECTHA), AOIMKHLI pacCMaTpPUBATLCA Kak NOAO3PUTENbHLIE U, CNEAOBATENLHO, AEUCTBUE
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UX AOIMKHO BbiTb NpekpawieHo. Mepbl 6e3onacHocTu, peanu3dyemble YL, Ana 3awwuTbl KMOva 3MeKTPOHHOM
noanucu YL, aomkHbl o6ecneynBaTtb yBEPEHHOCTb B TOM, YTO BEPOATHOCTb KOMMPOMETALMKM 3TOrO Knioya
SABNAETCA NpeHebpeXxxumMo manon.

Korga YLl AomkeH 3aMeHnTb UM BOCCTAHOBUTL CBOW KITKOY 9NIEKTPOHHOW NOANUCH, NoAnexaT npumeHe-
HUIO Npoueaypbl 6e30NacHOro U ayTeHTUMULMPOBAHHOIO NMpeKpaLLeHus AeCTBUA BCEX CEPTU(UKATOB KO-
Yyen NPOBEPKMN AMEKTPOHHON NOANUCH, BblAaHHbIX YL ¢ ncnonb3oBaHMeM 3TOro Knio4va SNeKTPOHHON NOANUCHU.

MpumMepbl Nnpoueayp aBapunHOro BOCCTAHOBNEHUA AeATenbHOCTU YL, onucaHbl B npunoxxeHuu I

lOpuanyeckoe nnu pusnyeckoe NMUO MOXET UMETL OAWUH UM HECKONbKO AEWCTBUTENbHLIX CepTUdU-
KaToB KIOYEN NPOBEPKM SNEKTPOHHOW NOANUCK HA cnyvan npeanonaraeMbiX NEPEMEH UM BOCCTAaHOBEHUS
aestenbHocTu YL 3Tn ceptudukathbl Knoven NpoBepKU SNEKTPOHHON NoanMcn 06ecnevnBaloT HenpepbIB-
HOCTb paboThbl (YCryru) No MCTeYEeHU Cpoka AeCTBUA cepTudmkaTa Knova npoBepKn SNEKTPOHHOM NOANUCH,
oTKasa CpeacTsa, peanusyloLero kpunrorpaduyeckne yHKUMKU, UM KOMNPOMETALMM KIo4a 3NEKTPOHHON
noAnucK.
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Mpunoxenune A
(obazarenbHoe)

CoaepxaHue U UCNonNb3oBaHMe XypHana ayauTa YU

A.1 CopepxaHune v 3awmra XypHana ayauta YL u LIP

A.1.1 O6was nHdpopmauua

3anuncu xypHana ayauta AonXHb 6biTb WAEHTUMDULMPOBaHLI B OTHOLLEHUW UCTOYHUKA, AaTbl U HOMepa 3anucu. B
XKypHan ayuta crefyeT BHOCUTb TOMbKO NOATBEPXAaeMyto U HeobxoAnMyto AN XypHana ayauta uHdgopmaumio.

BonbLUMHCTBO 3anuceidl 3aHOCUTCA B XypHan ayauta aBTOMaTUYECKW, OfJHAKO HEKOTOpble BaXHble, CBA3AHHbIE C
6e3onacHOCTbIO, COBBITUA MOTYT BHOCUTLCS BPY4HYIO.

Taroke AOMKHbI BbITh y4TeHEl NonoxeHWUa 5.4.1 (nocneaxwii abaawy).

A.1.2 AneMeHTbI, Noanexalime BKIIOYEHUIO BO BCE 3aNMCH XKXypHana ayauta

Bo Bce 3anucu xypHana AomkHbl 6biTb BKNOYEHbI CNEAYIOLME STIEMEHTHI:

a) Aata 1 BpeMs 3anucu;

6) perucrpaLMoHHbLIN UNKU NOPAAKOBLIA HOMEp 3anuciy;

B) TMN 3anucu;

r) UCTOMHUK (TEpMUHAN, NOPT, MECTOHAXOXAEHMNE, KIMEHT U T. A4.);

A1) UAEHTMDUKALMOHHBIE AaHHbIe IOPUANYECKOro UK hU3UYECKOro Nuua, AeNaloLero 3anuch B XypHane.

Banucu, caenaHHble B XypHane Bpy4HYHo, AOIMKHBI, NPU HEOBXOAMMOCTH, BKNOHaTh cnegyloLlee:

- UAEHTUPUKALIMOHHLIE AaHHbIE IPUAUYECKOro N pU3MYECcKoro nuLa, CaHKLUOHUPYIOLLEro onepaLuto, 1 opuan-
Yecknx Unu usndeckux nuu, obpabatuiBatowux ntobyto kroHeByto MHGOPMaLUIO (HaNPUMep, YacTU KNoYeld UK KIoHu,
XpaHsLuecs B MOPTaTUBHbIX YCTPOUCTBAX UMW HA HOCUTENSX UHopMaLmu);

- cBefleHNs 06 ycTpoWcTBax UMW HOCUTENSAX, Ha KOTOPLIX XPaHSTCS KoY.

A.1.3 Nndopmauuma o npumMeHeHnU cepTudpmukara Knioya npoBepKu INEKTPOHHON NnoanNucH, noanexawan

BHeceHuto B XXypHan ayauTa LIP nnu YL

B xypHan ayauTa gomxkHa 6biTb BKIKOYEHa crnegytoLlas uHdopmauus:

a) TN WAEHTUPUKaALMOHHOro(bIX) JOKYMeHTa(0B), NPeACTaBEHHOIO IOPUANYECKUM UNK (DU3UYECKUM NULOM, 06-
paTtuBLuMMes B YL

6) 3annch YHUKanbHbIX WA eHTUUKALMOHHLIX AaHHEIX, HOMEPOB UM UX KOMOUHaLMK (HanpuMep, HOMEpP AOKYMEH-
Ta, YAO0CTOBEPAIOLLEro topugmndeckoe unm duanyeckoe nuuyo, obpatuslueecs B YL|), ecnu ato Heobxogumo;

B) MECTO XpaHeHWs KOMUIA 3asBOK Ha CepTUMUKAT (Ha ero cosgaHue, NPoANeHNe U T. N.) U MAEHTUDUKALUOHHBIX
[LOKYMEHTOB;

r) naeHTMdUKaLMOHHbIE AaHHble NULa, NPUHABLUEro 3asaBKy Ha cepTUdUKaT;

[) MeToA, ncnonb3yeMblil ANs NPoBepKU MAEHTUDUKALMOHHBLIX JOKYMEHTOB, €Cln TaKoBbIE UMEIOTCS;

e) HanmeHoBaHune YL (LIP), HenocpeAcTBEHHO NPUHABLLEro 3anpoc Ha cepTUdmKaT KioHa NpoBepKU SNEKTPOHHON
NOAMWUCK OT KOHEYHOro BnajernsLa ceptTudukara;

X) O NPUHATUK BnagenbLeM cepTudukaTa Knroda npoBepKky aNeKTPOHHON NOANUCH NoNb3oBaTeNbCKOro 4oroBopa;

1) 0 cornmacuu pUANYEcKoro Unu duandeckoro nuua, obparusluerocs B YL, Ha BegeHue YL| sanuceit, cogep-
XKallux nepcoHarnbHble AaHHble, W nepefady 3TOW WUHOpMaLyK ykaszaHHbEIM TPETBUM CTOpPOHaM, a Takke nybnukauuto
CepTUdUKaTOB KIKYeil NPOBEPKU ANEKTPOHHOR NognucK (Korga aTo TpebyeTcs B COOTBETCTBUM C 3aKOHOAATENBLCTBOM).

A.1.4 CobbiTuA, noagnexaiwyue BHECEHUIO B XXypHan ayauta

B xypHane HeoGxoAnMo perncTpupoBaTh criefyroLime cobeiTusA, KacaroLmecs KIoveBoil MHhopMaLum:

a) co3faHue Kroven;

6) ycTaHOBKa KpUnTorpau4eckmx KNoYein BpyYHyro 1 ee pesynsraThl (C MeHTUMOUKALWOHHBIMW faHHEIMU onepa-
Topa),

B) pe3epBHOE KonupoBaHue,;

) XpaHeHue;

[l) BOCCTaHOBMEHME;

€) N3bSATHE KIOYEBON MHOPMaLMK N3 0BCnyKNBaHUS,

X) YCIOBHO€ [ieMOoHNPOBaHMUE;

1) apxuBupoBaHue,
K) YHUHTOXEHHUE;

1) dhopMupoBaHue cepTUPUKaTOB,

M) MOSy4EeHNe 3anpocoB Ha CepPTUUKAT(bI) KIto4a NPOBEPKN SNEKTPOHHOW MOAMNUCH, BKIKOYas NepBUYHbIE 3anpo-
Chbl, 3aMpockl Ha NPoANEHNE 1 3anpockl Ha 3aMeHy;

H) 3anpockl Ha NpekpalleHne U NPUOCTaHOBKY AeACTBMA cepTudukara;

0) NpeKkpaLleHne, NpUocTaHoBKa U BOCCTaHOBMNEeHUe AeiicTBUA cepTudumkara,

n) nonyyeHune, popmupoBaHue u otnpaeneHune CAC;

p) pacnpeneneHune kro4a NPOBEPKU areKTPOHHOW nognuck YL,
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C) MpefoCTaBneHne KoYein MPOBEPKN SNEKTPOHHOW NoANUCH AN CepTUUKATOB KNtoYei NPoBEepKN SNEKTPOHHOM
nognucu;

T) AeNCTBUA, NPUHATLIE NMPU KOMNPOMETALIUK KNtoda 3MeKTPOHHON NOAMUCH.

A.1.5 CobbiTusA, BaxHble No OTHOLEeHUIo K 6e3onacHOCTM 1 nognexaiwe peructpauum B XypHane ayauta

3anucu xypHana ayauTa AOIDKHBI cofiepxaTtb MHgopMaumio, Heobxogumyto AN aHanusa. [1osToMy B XypHane
HeobXxoAUMO perncTpupoBaTh crefylolime cobbiTUsA, BaXXHBIE MO OTHOLUEHUIO K 6e3onacHOCTH UK KacarLmecs YyBCTBY-
TernbHOR UHOpMaLMK:

a) YTEeHMe UNU 3anucb KoHUAEeHUUanbHbIX ¢aiinos UNKU JOKYMEHTOB,

6) AeCTBUA C KPUTUYECKN BaXKHLIMM MO OTHOLLEHUIO K 6€30NacHOCTU faHHbIMY,

B) U3MEHEHUA B Npodune 6e30nacHoOCTH;

r) ucnonb3oBaHNWe MexaHW3MOB UAEHTUMKaLMKN 1 ayTeHTUdUKaLUK, KaK ycnewHoe, Tak 1 HeyfladyHoe (BKitovas
MHOTOKpaTHbIE Heyfla4Hble NOMbLITKN ayTeHTUdUKaumu),

[l) BaXHble No oTHoLeHMio K 6e3onacHOCTM HedUHaHCOBLIE TpaH3aKuMKu (HanpuMep, U3MEeHEHUs! YYETHOM 3annucu
uwnu umeHun/agpeca u T. n.);

e) oTka3 cucTeMbl, cbou annapaTHeIX CPEACTB U Jpyrhe HEWTaTHbIE CUTyauuu,

X)AeilcTBus, npeanpMHUMaeMble NULAaMKU, UCNOSHAIOWMMU JOBEPEHHbIE PONKU: ONEepaTopoB KOMMbIOTEPOB, CU-
CTEMHBIX afMMHACTPATOPOB W JOMKHOCTHBIX NKL, obecneunBarownx WHpopmaLnoHHyto 6e3onacHOCTb cUCTeM;

1) N3MeHeHWe NPUHAANEXHOCTU IOPUANYECKOro Unn U3N4ECKoro nuua;

K) AOCTYN K XypHany ayauTa,

n) AeiicTBUS, cBA3aHHbIE ¢ 06X0A0M MPOLECCOB UK Npoueayp WwudpoBaHus/ayTeHTUUKaLK;

M) ZOCTyn K cucteme YL| unu kakomy-nubo us ee KOMNOHEHTOB.

A.1.6 CoobLieHns u AaHHble, NOANEXKAalLlMe BHECEHUIO B XypHan ayauTa

B xypHan ayauTa AOMKHbI 6bITb BKITIOYEHB! cnefylowue coobLeHnsa n AaHHble:

a) Bce coobLeHus/faHHble (B aNeKTPOHHOM Buge), Bxogswume (ncxogawme) B (u3) YL (ekniovas CAC);

6) Bce chopMmpoBaHHbie cepTudrKaThl KIoYein NpoBepKN INEKTPOHHOW Noanucy,

B) MAEHTUDUKALIMOHHBIC fJaHHBIE UCTIOMNL3YeMbIX KpUNTOrpachuiecknx Knoueil 1 ux X3l (rae sTo npumennmo)?);

r) naeHTUUKaALMOHHbIE AaHHbIe NUL, NONy4aloLWwuX YacTn KNoden.

A.2 Pe3epBHOe KONMUpoOBaHuWe XypHana ayauta

OanHble xypHana ayauta YU u LIP aonxHbl nogBepraTtbca pe3epBHOMY KOMUMPOBaHUIO Yepe3 COOTBETCTBYIOLME
NMPOMEXYTKU BPEeMEHM, a Co3faHHble KONUKU cCneayeT XpaHUTb BHE MeCcTa aKcmnyaraLum.

A.3 Vicnonb3oBaHue XypHana aygura

Py4Hble W aBTOMaTU3MpOBaHHbLIE MpoLeAypbl AOIMKHLI BbITb AOCTYNHEIMW ANA YNPOLWEHUA UCNONb30BaHWUA, NPo-
CMOTpa U NOoAJepPXKW XypHana ayauTa. Mpoueaypbl AOMKHLI ONPefensTh, KOrga 0 BbIABMEHHbIX HapyLUeHUU(AX) AOMMKHO
ObITb AOMOXEHO PYKOBOLCTBY.

K npumepam ycrioBuid, TpebyloLux aHanu3aa u BO3MOXHbIX eACTBUN, OTHOCATCS:

a) HeobkIYHOE NoTpebrneHne CUCTEMHBIX PECYPCOB;

6) BHe3anHoe, HeoxuaaHHoe yBenuyeHue obbeMa Tpaduka U T. n.;

B) ZOCTYyN B HeobbluHOE BpeMsi U3 HEOBbIYHBIX MECT.

1) KoHTponbHbie uncna, nomnyyeHHbIe U3 KpUnTorpacuiecknx KoUeit ¢ NCnomnb3oBaHneM (yHKLUM X3LIMPOBaHUS,
JOMKHEI 6bITE BHECEHBI B XypHan ayauTa B KadecTBe CpeAcTBa UAEHTUMUKALMM KITHOYER U NPOBEPKN UX KOPPEKTHOCTM.
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MpunoxeHue b
(cnpaBouHoe)

AnbTepHaTUBHLIE MOAenu AoBepus

B.1 O6wwasn nHdopmaums

Mogenu goBepus onpefensioT, kak osepue Aenernpyetca mexay YL [na nposepku cepTudpukata kroda npo-
BEPKN IMEKTPOHHOA Mognucu nonb3oBaTeNb cepTudnKaTa HaXoAUT AOBEPEHHYI0 (HaAEXHYH) LEnodky cepTudukaTos,
OT cepTUdUKaTa KIto4a NpoBepKu areKTPOHHON NOAMNUCH, MPOBEPAEMOro Ha AeNCTBUTENBHOCTL, A0 cepTUdUKaTa Krova
NpoBepPKN NeKTPOHHON nognucu YL, koTopoMy topuandeckoe nnu usndeckoe nuuo gosepserT. Kopuguydeckoe unm pusm-
Yyeckoe nuuo ogHoro YL| MoxeT He BnageTb (MNn He AOBePATb) KIIOYOM NPOBEPKU aNeKTPOHHOK nognucy YL, nognucas-
LUero cepTUUKaT Krtoda NpoBepKM SMEeKTPOHHON NOANUCH APYTOMY HOPUANYECKOMY UMK DU3NYECKOMY NuLly.

PasnuyHble Mogenu gosepusa onpeAensiioT MexaHW3Mbl MOCTPOEHNS LIeMoYKK cepTudMKaToB no nepapxum YL, 3tu
MOAENN [,oBepUS UMEIOT OOLLYHO XapaKTepUCTUKY, 3aKioYatoLLyocs B TOM, YTO NOMbL30BaTENo cepTudukaTa Heobxoqmmo
LLOBEPATL KIoYY NMPOBEPKM 3MEKTPOHHOA nognucy Tonbko ogHoro YL, 4Tobbl nonyyaTb M NPOBEPSTE CepTUdMKAT Krtoya
NMPOBEPKA 3MEKTPOHHON MNOANWUCH IOPUANYECKOro Uin dusmnyeckoro nuua. JJoBepeHHbIM KIHOM, Kak NpaBumo, SBRSETCs
Kritod ronoBHoro YL (uepapxuyeckas cuctema YL) unu YL, BeigaBLiero cepTudukar Knkoda NpoBepKM 311eKTPOHHOM MNoA-
nuey tpuanveckoMy unu pusndeckomy nuuy (ceteeasi cuctema YL).

Wepapxudeckas cucteme YL| nokasaHa Ha pucyHke B.1. CeTeBas cuctema YL nokasaHa Ha pucyHke B.2. CMeluaH-
Hast cuctema YL obeyxpaaetes B B.4 1 nokaszaHa Ha pucyHke B.3. MNpeumMylyecTBa U HefoCTaTKU MOZENU JOBEPUS KaXKA ol
cuctembl YL npueegeHel B Tabnuue b.1.

——> CepTudukar (Hanpaensembiii cepTuuLMpyeMoMy I0pUAUHECKOMY MM (hU3NYECKOMY ULLY)

O YAOCTOBEPAIOLLMI LIGHTP

KoHeuHbllh Bnageney ceptudukaTa

PucyHok B.1 — Uepapxuyeckas cucrema YL
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— Ceptudmkat (HanpaBnsemblit cepTUhULIMPYEMOMY IOPUANYECKOMY UMK (PUSUHECKOMY NULLy)

4 Kpocc-cepTuchukaums

O YAocTOBEPSAIOWMIA LEHTP

KoHeuHbIi1 Bnageney, ceptudukara

PuncyHok B.2 — CeTesasn cuctema YL
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Ceptudmkat (Hanpaensemblii ceptTupuLmpyemomy
HM3NYECKOMY 1N KIPUANHECKOMY NLLY)

4> Tpebyemas nepapxudeckas Kpocc-ceptTudukaLus

< - -» OCHOBHas Kpocc-cepTUdMKaLms
A —» CneuvanbHas Kpocc-cepTudomkaums

O YAOCTOBEPSAIOLLNIA LIEHTP

KoHeuHbI Bnageney ceptudukata

PucyHok B.3 — Cuctema YL cmelwaHHoro Tuna
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Tabnuya b.1—lNpeumyllecTBa U HEAOCTATKU MOAENU JOBEPUS pasnUYHbIX cuctem YL

Cucrema YU

Mpeumyujectea

Hepoctatku

Uepapxudeckasn

- OpraHusaLMoHHasn CTPyKTypa ynpasfieHus MHOrMX opraHusa-
Luin Bonblueil YacTblo SBNSeTCA nepapxuyeckon. OTHOLLEHUS
Jl0Bepusi 4acTo BbICTpauBalTCA B COOTBETCTBUM C OpraHu3aLm-
OHHOM CTPYKTYPOM, MOITOMY €CTECTBEHHBLIM SABIISIETCA COrmaco-
BaHM1e LIeNnoYvKn cepTUdUKaToB ¢ OpraHn3aLUoHHON CTPYKTYPOH.
- CTparerna noucka Lienoyku cepTudnkaTos SBNAETCA NPOCTON.
- HekoTopble cylecTBytolme CUCTEMBI CNPOEKTUPOBaHbLI ne-
papxuyeckuM obpasom.

- Y Kaxaoro ropuu4eckoro unu usnyeckoro nuua mmeetcs
Lenoyka cepTudmkaroB, BeayLwas obpatHo K rosioBHomy YLl
YKkasaHHoe topuanyeckoe unu pusndeckoe NuUo MoXeT npepo-
CTaBUTL CBOIO LIeMOYKYy cepTudpukatoB nobomy Apyromy topu-
AN4ecKoMy MM dusnyeckomy nudy, a noboe apyroe opuau-
Yeckoe Unu usnyecKoe NULO MOXET NPOKOHTPONUPOBaTh 3Ty
LienoYKky cepTUUKaToB, NOCKOMbKY BCE topuandeckue u u-
3MdecKkne NuLa 3HaloT KNKY NPOBEPKU 3NEeKTPOHHOW noanucu
rorniosHoro YL|

- ManoBeposiTHO, 1TO Gyaert cy-
LecTBOBaTb €AUHCTBEHHLIN ro-
noeHoit YL| ans scemupHoi PKI.
- KomMepueckue u aenosble ao-
BEPUTENbLHLIE  OTHOLUEHUA  He
obs3aTenbHO  SIBMAIOTCA Uepap-
XUYECKUMMU.

- Komnpometauua ronosHoro
Krtoya aneKTPOHHOW nognucu Ae-
naetcs YpessbluaiiHbIM NpoucLue-
CTBUEM, U €ro BOCCTaHOBMEHWE
TpebyeT GesonacHoro pacnpege-
NIeHNs HOBOMO Krilova NpOBEpPKU
3MNEeKTPOHHON MOANUCU ANA Kax-
Jloro lopuanyeckoro u dusmnde-
ckoro nuua. OfiHako KOMNpoMeTa-
LS KIloua arekTpOHHOW nognuciy
YL, Bblgatowjero ceptudukatol
KItodeil NpOBepKN ANEKTPOHHOW
noanucw, Aenaer  HepelcTBu-
TENbHLIMU TOMNBLKO CEePTUUKATHI
KIo4er NpoBEpPKU 3SMNEeKTPOHHOMU
noanucy, BolaHHble aTum YLl

CeTteBas

- OHa aBnisieTcs rubkoid, cnoco6CTBYET NPOU3BONBHBIM CBA3AM
N [OBepUTENbHBEIM OTHOLWIEHUAM, a Takke oTpaxaeT ABYCTO-
POHHWe OTHOLeHNs AoBepus BusHeca.

- Hekoe topuandeckoe unu dusnmyeckoe nNULO Kak MUHUMYM
fosepseT YL, BoigasweMy emMy cepTudmkar Knkoda npoBepku
SNEeKTPOHHOI noanucu B kakoit-nubo PKI, noaToMy pauuoHans-
HO caenathb 3ToT YL| 0CHOBOM BCEX OTHOLUEHUA [OBEPUS.

- OpraHusaumoHHo yaaneHHble YL|, KoHeuHble BnagenbLb
CepTUPUKaTOB KOTOPLIX COTPYAHWUYAIOT C BLICOKOW CTeNeHbio
AoBepus, MoryT OblTb HampsMylo Kpocc-cepTUdULMPOBaHbI
B COOTBETCTBMU C NOSIMTUKON BLICOKOrO [0BEpUsi, KOTOpas He
pacnpocTpaHsieTcs Ha ApYyre W pacrnofoxeHHble Bbiwe YL,
KoTopble Mornu 66l 66T B 6onee ANMUHHOR nepapxu4eckoil Le-
noYKe cepTUdUKaToB.

- OHa penaer BO3MOXHOW npsimylo kpocc-cepTudumkavumio YL,
ropuandeckue Unu usnyeckue nuua KoTopbix vacto obuya-
I0TCSAl, YMEHbLLIAsi Harpy3Ky, cBsidaaHHyto ¢ 06paboTKoii Lieno4km
cepTudunkaTos.

- BoccraHoBneHue nocrne KOMNpoMeTaLMm KIkova areKTPOHHON
noanucu kakoro-nubo YL| TpebyeT TonbKo TOro, YTobObl HOBLIV
KNIoY NPOBEPKM ANEKTPOHHOW Noanucy (U cepTudpmkaThl KrnoHen
NPOBEPKU 3AMEKTPOHHOW MOANUCH, NOAMMUCAHHbIE C MOMOLLbIO
COOTBETCTBYIOLLIEr0 HOBOTO KIloMa SMeKTpoHHo noanucu) 6es-
onacHo pacnpefensancs gepxarensam ceptudukaros storo YL

- CrTpaTermm noucka LENOYKU
ceptucukatoB MoryT 6biTb 60-
nee CMOXHbLIMM.

- Hekoe topuguueckoe unu cu-
3U4ecKoe NULI0 He MOXET Npeao-
CTaBUTb EAUHCTBEHHYIO LIENOYKY
cepTudunKaToB, KoTopas SBns-
€TCA rapaHTUpOBaHHOW, 4TOOLI
cAenaTtb BO3MOXHBIM NOATBEPX-
AeHne ee noanuceil BceMu apy-
UMW IOPUANYECKUMU U PU3nde-
ckumu nuyamu PKI

CwMmeluaHHas

- PeanusyeT mepapxuyeckylo ceTb J0OBepusi, KoTopas rnpeao-
CTaBMNAET AN KaXAoro nonb3osarens LUenoyky ceptudukaros,
BeAyLyto obpaTHo K rorioBHoMy YLI.

- llenaet BO3MOXHOM NpAMYto Kpocc-cepTudpukauuio YL, nonk-
30BaTenm KOTOpbIX YacTo obLalTcs, YMEHbLLUAsi Harpysky, cBs-
3aHHyto ¢ 06paboTKOM LienoYku cepTUdUKaToB.

- OTpaxaeT ABYCTOPOHHUE OTHOLUEHUS foBepus 6usHeca.

- BolpaBHMBaeT LienoyKy cepTU(MKaToB C OopraHU3aLUoHHON
CTPYKTYpO#

- CrTpaTerum noucka LEMNOYKM
cepTudukatoB MoryT GbiTb Ha-
MHoro 6ornee CroXHbIMU.

- Kpocc-cepTudpmkauua mexay
nogYuHeHHbIMU YL| npeacTtasns-
€T pUCK.
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b.2 Nepapxuueckana cuctema YL|

B uepapxuueckoit cucteMme YL| ypoBeHb foBepUA K ntoboMy AeACTBUTENBHOMY cepTUdMKATY Knoda nNpoBepku
3NEKTPOHHOI MoAnuUcK ABNSAETCA PakTUYeckn YPOBHEM A0BEPUSA K KIOMY NPOBEPKM SMEKTPOHHOW NOAMUCK ronOBHOrO
YLl B aTolt cucteme YL| kntoy NpoBepKN aNeKTpoHHOW nognucu ronosHoro YL| He cepTUdULMpoBaH, MOCKONBKY SIBHO OT-
CYTCTBYET topugunyeckoe unu dusndeckoe nuuo, YTobbl cepTMdUUMpoBaTh €ro KoY NPOBEPKU AMEKTPOHHOW Noanucy.
B nepapxuyeckoin cucteme YL| kntod npoBepKu SnNeKTPOHHON nognucu rofnioBHoro YL| pekoMeHayeTca pacnpenensTb ¢
NOMOLLbI CPEACTB AOMOMHUTENBHOMO KaHana AocTaBku (Hanpumep, KypbepoMm, 3acTpaxoBaHHLIM COOTBETCTBYIOLIMM 06-
pa3om). 3To TpebyeT Ucrnonb30BaHWUA nepapxudeckoi cuctemMol YL cosgaHna cepTudmkatos, Npu KOTOPOIA lopuandeckoe
Unu usnyeckoe NnLo He 06s3aHO UMETb AOBEPEHHYHO KOMMIO KIioYa NpOBEPKU SIIEKTPOHHOIA nognucy csoero YL,

B nepapxudeckoi cucteme YL ronosHoit YL| BulaaeT cepTudukaThl Krtoveid NpoBepKu areKTpoHHOM nognucu noa-
YnHeHHbIM YL 3Tn YL MoryT BblgaBaTek cepTudukaTel KItoden NpoBepKU aNeKTpoHHOW nognuck YL, pacnonoxeHHbIM
HUXe UX B Mepapxuu, Unu rpuandeckum 1 dusndeckum nuuam. Nepapxudeckas cuctema YL nokasaHa Ha pucyHke b.1.

B nepapxudeckon cucteme YL

a) KItoY MPOBEPKU SNEKTPOHHOW Mognucu ronoBHoro YL| nssecteH kaxaomy topundeckomy n ouandeckomy nuuy,

6) cepTUdUKaT Kntova NPOBEPKN SMEKTPOHHO NOANUCU Kakoro-nubo opuau4eckoro unum pusmnyeckoro nmua MoxeT
ObITb NpOBEpPEH Ha AENCTBUTENBHOCTE C MOMOLLbIO MPOBEPKU LIEMOYKM cepTUdMKaToB, BeayLlei obparHo K ronosHomy YL

Hanee npuBeaeH npumep NPoBEPKU LIENOYKN cepTUduMKaToB ANA nepapxundeckoin cuctemsl YL

Tpumep

Anuca:

- Ipoeepsiem cepmucbuKam Kiio4a npoeepKu 3sieKmpoHHol nodnucu boba, ebidaHHbil Y1i4; 3amem

- cepmucbuKam Kiro4a npoeepKu 3s1eKmpoHHol nodnucu Y14, esi0anHbil Y12; a 3amem

- cepmuchukam Kro4a npoeepKu anekmpoHHol nodnucu m Y12, ebi0aHHbII 20n106HbLIM Y1, kntoy npo-
eepKu asieKmpoHHOoU Nodnucu Komopozo oHa 3Haem.

MpoBepka Lenoykn cepTUdUKaToB OCYLLECTBIIAETCA TONbKO B HanpasneHun ot rofioBHoro YL k BnagensLy npo-
BepsieMoro cepTuduKkaTa U NPOBEpKM LIENOYKN CepTUCUKaTOB B 06paTHOM HanpasneHuu (oT BrajensLia nposepsiemMoro
cepTudukarta k ronosHomy YL|) He TpebyeTes.

B.3 CeteBas cucrema YL

B ceteBoil cucteme YL| HezaBucumble YL| Kpocc-cepTUdULMPYIOT Apyr Apyra (T. €. BbAAT cepTudukaTel Apyr
LpYyry), pesynesraTtoM 3Toro sBnseTcs obljas ceTb JOBEepUTENLHLIX OTHOWeHWA Mexay YL Ha pucyHke B.2 nokasaHa ce-
TeBas cucteMa YL Hekoe topuaundeckoe unm dusmyeckoe NULo JOBEPSET KoYy NPOBEPKN INEKTPOHHON NOANUCH, Kak
npasuno, Toro YL, koTopeli Bbigan eMy cepTudukar knroda NpoBepkn aneKTPOHHON NOANUCH U NpoBepAET cepTudunKaTl
LOPYrux ropugnuyecknx Unn usanydecknx NnL NocpeacTBOM NpoBepkn cepTudukaTos B Lienodke cepTudukaTos, kotopas
Beget obpaTHo Kk aTomy YL

Tpumep

— Anuca 3Haem K104 [IPOGEPKU 3/1IeKMPOHHOU nodnucu Y13, u

— Bo6 3Haem KoY NpoeepKu aniekmpoHHol nodnucu Y1j4.

Cywiecmeyem HeCKOJILKO Uernoyek cepmugukamoe, eedyujux om boba k Anuce, Ho Anuce Hy)XHa Kpam-
valiwasi, Ymobki nodmeepoums:

— cepmucbukam KJHo4a npoeepku 3nekmpoHHou nodnucu boba, eni0aHHbIl Y14, 3amem

— cepmuchukam KJIloYa NPoeepKu 3N1eKMPoHHoU nodnucu Y|4, esidanubil YLI5, u, HakoHey

— cepmucbukam KJHHoYa NPoeepKu 3N1ekmpoHHol nodnucu Y15, esidaubil YL|3.

Y13 sensiemcs YLj Anucbl, oHa doeepsiem Y13 u 3Haem e20 KJ1i04 NIPOSEPKU 3/IeKMpoHHOU nodnucu.

b.4 CMmewaHHaa cucrtema YL

CwmeluaHHasi cucteMa YL| BkrtodaeT B cebs xapaKTepUCTUKU Kak uepapxudeckoid, Tak n cetesoi cuctemsl YL Oc-
HOBHOW KOHCTPYKTUBHBIA Briok npeactaBnsaeT coboit nepapxuio, kotopasl BKitovaeT rofiosHele YL, nogunHeHHble YL, n
KOHEeYHbIX BnagenbLeB ceptudukartoB. MonosHble YL cozaatoT cepTudmKaThl KIto4ein MpoBEPKU ANEKTPOHHON nognucu
nogYMHeHHbIM YL 1 ocyLecTBRSIOT Kpocc-cepTudmnkauyuio ¢ apyrumu ronosHeiMu YL Kaxaomy YL, He asnsiowemycs
rofioBHbIM YL|, COOTBETCTBYET Lienoyka cepTUduUKkaTos, HanpasneHHas Kk ronosHomy YLl Takum ofpa3som, obpasyerca
nepapxu4eckas Lenodka cepTudmkaTo, NPOXOAALAA OT ronoBHoro YL kK cBOMM nogumHeHHbIM YL 1 oT kaxaoro us atux
YL| kK UX COOTBETCTBYIOLLUM MOAYUHEHHBIM YL

MNapbl kKpocc-cepTUdUKATOB KItoUEN NPOBEPKA ANEKTPOHHOW MOAMKUCH NOAO6HBLI cepTUbUKaTaM KNIOYen NpoBepKun
3NEKTPOHHOW NognNucK, nepapxuyeckn coeguHsiiowmm YL ¢ ronosHbiM YL 3T cpaBHUMbIE Napbl KpOCC-CepTUdNKaTOB
Kniovel NpoBepKN aNEKTPOHHO| NOAMUCH, NoKasaHHble Ha pUcyHke B.3 ABYCTOPOHHUMU cTpenkamu, No3sBonsloT GusHec-
NPUNOXEHWUAM, OCYLLECTBIISIIOLMM MPOBEPKY LIENOYKU cepTUUKaTOB OT NPOBEPSIEMOro «poAnTENbCKOro» (FONoBHOrO)
YL, ucnonbaytoLlero napbl Kpocc-cepTUMKATOB KNtoHel NPOBEPKW SMEKTPOHHOW NoAnucu, BeCTU paboTy ¢ niobeim YL
3T0 AenaeT BO3MOXHbLIM OCYLLECTBIIEHNE Kpocc-cepTUdUKaLmmn ¢ ApyruMu obnactsiMu He TONbKO Ha BEpXHeM (ronoBHOM
YL|) ypoBHe, HO U cpean NOAYUHEHHBbIX YLI.
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B cMelwaHHoM cucteme YL onpeaenstoT Tpu BUAA KPOCC-CEPTUDUKATOB KNHOHE NPOBEPKU ANEKTPOHHOW NoLMUCH:
nepapxmyieckuii, obLuin 1 cneumanbHbIi.

Nepapxuyeckne kpocc-cepTUUKaTEI KIHoHed NPOBEpKM SEKTPOHHOW Nognuck nogobHel nepapxm4eckon Lienodke
cepTUdMKaToB, HanpaBneHHoi k ronoBHoMy YL, OHu oBecneunBaloT yBepeHHOCTE B TOM, YTO Mofb3oBaTenu cepTudmKa-
TOB, KOTOPbIE [JOBEPSAIOT CBOEMY NoKanbHoMy YL (B oTnu4me oT ronosHoro YLI), Bcerga MoryT HailTu LienoYky cepTudunka-
TOB K 1I06OMY pyromy opuanyeckomy unm pusmyeckomy nuuy B cucteme YL,

ObLwme kpocc-cepTUdUKATE! KIHOYEd NPOBEPKM SNEKTPOHHOW NOJAMMCU AONONHAKT UepapXUio CO3AaHNA cepTUdm-
KaToB KIIOYeil MpOoBEpKM SMEKTPOHHOR NOANMCU M AeNaloT BO3MOXHBLIMK Bonee KOpoTkue Lienodku ceptudmkartos. Mpa-
BWNa, Kacalolwmecs Wcnonb3oBaHna obLmnx Kpocc-cepTUdUKaTOB KItovei NMpoBepKU SNEKTPOHHOW MOAMNMCH, NO3BONSAOT
pacnpocTpaHuTb J0BEpUE C TakUM XKe OorpaHUYeHNEM, Kak W pacnpocTpaHeHne f0Bepua NpU UCNONb3OBaHUN HaUMeHee
orpaHUYEHHON LienoYkn cepTudmkaToB OT ronoBHoro YL| nonb3oBartens cepTudukata kK NpoBepAeMOMY Ha AeACTBUTENb-
HOCTb CepTUdUKaTY KIto4a NPOBEPKU ANEKTPOHHON NOANUCK.

CnieumanbHble Kpocc-cepTUdMKaThI KIoHeil NPoBEpKN arNeKTPOHHOM noanucy obecnevmBaloT LienoYkn ceptuduka-
TOB, KOTOPbIE MOTYT HE COOTBETCTBOBATL OrPaHUYEHNSM, NPEANUCLIBaEMbIM UepapXU4ecku Nno Lienoyke n3 ronosHeix YLI.
CneyuanbHbele Kpocc-cepTUdUKaThl KIoHeid NPOBEPKM 3rEKTPOHHO| NoAMUCY MOTyT 6biTb co3fjaHbl MEXAY «NIUCTOBLIMUY
YLl JluctoBbiMu siBnatotca YL, KoTopble UMEeloT nepapxXuyeckylo LIenoyky cepTudgukaToB, HanpaBreHHYIo K ronoBHOMY
YL, anvHa koTopoi orpaHudeHHa «0». 3To AenaeT BO3MOXHLIM JaribHelillee pacnpocTpaHeHne AoBepus K apyrum YL|
no nepapxu4eckoi Lenodke cepTudgukartos. CneypansHble Kpocc-cepTuduKaThl KItoYeid MpoBEpKNU SNEKTPOHHOW Noanu-
CW aflekBaTHbI TorfAa, Koraa Kaxabii us AByx YL| AeicTByeT B COOTBETCTBUM C NONIUTUKAMMN NPUMEHEHUA cepTUdPUKATOB,
JAenaloLyMu BO3MOXHbIM 6onee BbICOKUIA YPOBEHb J0BEPUSI UNK MEHBLUME OrpaHUYEHUs], YeM Te, KoTopble Gbinn 6bl no-
3BOMEHbI B N0GOM ApYrom cny4vae.

Ha pucyHke 6.3 Anuca nokasaHa B nepapxuu, He siBnsiowyeiics uepapxmeit boba B pamkax cuctemel YL Ecnu
Anuca noxenaeT NoATBEpAUTL NoANUcL boba, oHa MOXeET caenaTh CBoiA BLIGOP U3 Lenoro psaa Lenovek ceptudukaTos,
yTobObI YCTAHOBUTL A0BEPUE K CBOEMY HenocpepcTBeHHoMmy YL (YLI3) unu k cBoemMy ronosHomy YLl (YL|1). B npouecce
noATBEPXAEHUA NOANUHHOCTN LIeNOYKN cepTUdUKaTOB KIMeHTa AnUckl OTLICKUBaETCA, NO KpailHeh Mepe, ogHa Lenovka
cepTudUKaToB, COOTBETCTBYIOWAA NONUTUKE NMPUMEHEHUS CEPTUMUKATOB UMK ApYrMM KpUTEpUsIM, KoTopble Tpebytotcs
Anuce ans npoBepku cepTudnkaTta Knroya NpoBepKU aneKTpoHHoI nognucu boba.
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MpunoxeHue B
(cnpaBouHoe)

PekoMeHOaUuu No NPUHATUIO AaHHbIX 3anNpoca Ha cepTUdUKaT Knrova NnpoBepKu
3ANEeKTPOHHOW noanncu

B.1 O6wwan nidopmauus

OTO MpUNOXEeHNe COAePXUT PEKOMEHAALIMN NO NPUHATUIO AaHHBIX 3anpoca Ha cepTuduKaT oT pusndeckoro unu
FOPUANYECKOro NUL@ B pasnuyHbIX cUTyaLmsx. PekoMeHgaumm HocaT oBLyuii XxapakTep U npefHasHaveHbl, 4Tobbl noka-
3aTb, YTO YPOBEHb YCUIMUIA, HEOBXOAUMbBIX ANA NPUHATUA AaHHLIX 3anpoca, AoMmKeH GbiTb MPOMopLMOHaneH pucky, ces-
3aHHOMY C MPUHATUEM HeAeWCTBUTENEHOMO 3anpoca Ha co3faHune cepTudukara Knova NPoBepKkn ANEKTPOHHOW NOoANUCK
(Hanpumep, ecnu nNuuo, 3anpaluvBaroLiee cepTUdUKaT Ktova NPOBEPKU AMEKTPOHHOW NoAnMcK, NpeacTaBuo cganbcu-
durLmMpoBaHHbIe [OKYMEHTbI, YA0CTOBEPAOLME NNYHOCTL). dakTudeckne TpeboBaHua GyayT onpeaenarbcs NoMUTUKON
6e3onacHocTu YL u nonuTtukoi BesonacHocTy GU3HEC-NPUOXKEHWIA.

Ota npouefypa He npenaTtcTeyeT YL| ucnons3oath LIP 4Nns npoBepku MAeHTUUKALMOHHBIX AaHHbIX IopUANYeCcKo-
ro unu cusmnyeckoro nuua, obpatmsLierocs B YL, Ha OCHOBe ero NMYHOro NPMCYTCTBUS UIMK NPEACTaBIEHUS ASHTUDNKa-
LIMOHHbIX MOITHOMOYMIA (JOBEPEHHOCTU OT HEro).

TpeboBaHus, NpefCTaBMNeHHbIE B HACTOSLLEM NPUITOXEHWUN, ABNSAIOTCA TOMLKO OAHUM U3 (DaKTOpPOB, ONpefensito-
MM, HacKomnbKo criefyeT AOBEPSTb cepTudmKaTam Krroveidl NpoBepkn SNEKTPOHHOW nognuck, BeigaHHbIM YL Odpyrue
chaKTopb! BKIHOYAKOT OnepaLUoHHYo NOMUTUKY, NpoLeaypsl, a Takke Mepbl U CpefcTBa KOHTpons 1 ynpasneHua 6esonac-
HocTbto YL, nonuTuKy KOHeYHoro Bnagernbsla cepTudukata u npoyeaypbl Ans paboThl ¢ KMo4aMmn aNeKTPOHHOW nognucu
1 T. A. OTBETCTBEHHOCTb, KOTopyto 6epyT Ha cebs YL, BbigatoLwme ceptudukaThl KItodei NpoBepKn 3NeKTPOHHO| noagnucy,
N KOHeYHble BrafenbLibl CepTUMUKATOB, Takke UrpaeT onpefeneHHylo ponb B cTeneHn AoBepusi. CepTudpmnkat kntova
NPOBEPKUN IMNEKTPOHHON NOAMUCU MOXET CoAepXaTb NMONUTUKN NPUMEHEHUSA cepTUdMUKaTOB; 3TO NO3BOSSET NoNb3oBaTe-
N0 cepTudmKaTa peLlnTb, HACKONbLKO MOXHO AOBEPATb CBA3LIBAHUIO WAEHTUMUKALMOHHLIX laHHbIX IOPUAUYECKOro Unm
dmanyeckoro nua c ero KMo4oM NPOBEPKU 3NEKTPOHHOW nognucu. Kak npaBuno, KOHKpETHbIe NONIUTUKA U MEXaHWU3MbI
6e30MacHOCTU, KOTOpLIE peanusyroT WX, ONPeAenAloTCA B AOKYMEHTE C AeTarbHbIMU UHCTPYKLMSAMU, KOTOPLIN OBLIMHO
MMeHyeTcs Kak «PermaMeHT BblAavn cepTUUKaTOB KNoYel NPOBEPKN ANEKTPOHHOMN NoAnmcny.

B.2 MNpuHATHE AaHHBIX 3anpoca Ha cepTudUKaT Knoya NPoBEePKU SMEKTPOHHON NOANUCH OT PU3NUYECKOro
nvua

B.2.1 ins 6u3Hec-NpuUnoxeHni ¢ HU3KOM CTeneHbIo pUcka
Mpumep — Po3HuYHLIe 6aHKOBCKUE KpedUmHbie KapmoyKu U mopaoeble mepmMuHabl.

MpuHATUE AaHHbIX 3anpoca Ha cepTUdMKaT JOMMKHO BbITb OCHOBaAHO Ha uaeHTUdUKayum usndeckoro nuua, no-
fatoLero 3asBKy Ha cepTUdMKaT Kitova NpoBepKU aNeKTPOHHOW nognucu. Uto kacaetca GU3Hec-npunoxeHuid ¢ HU3KoM
CTeNeHbIo pUCKa, AaHHble 3anpoca Ha cepTudurKaT HeobssaTenbHO JAOMKHBI BbITb NpeAcTaBneHbl NMMYHO. CpeacTBO ANS
naeHTUMKaLm prU3nYecKoro nuua AomKHO COOTBETCTBOBATL TpPaAULMOHHBIM AENOBLIM NPaKTUKaM.

B.2.2 [ins 6u3Hec-NpuUnoxeHuii co cpeaHen cTeneHbio pucka

Tpumep — Hedopozaue/Heb6onbwio2o ob6Lema 6u3Hec-NPUIOXeHUs N0 3NIeKMPOHHOMY 06MeHy OaHHbLIMU
Unu nepcoHasbHble cucmemsl 110 YNpaesieHUulo akmueamu.

MpUHATWE JaHHbIX 3anpoca Ha cepTUUKAT JOMMKHO BbITb OCHOBAHO Ha OAHOM UMW HECKOMNBKUX MeXaHu3MaXx UaeH-
TUMKaLMKU OU3NYECKOro N1La, MoAaroLLero 3asBKy Ha cepTudUKaT KIoya NpoBEPKN 3NEKTPOHHOW nognucu. 3T MeToAbl
MOTYT 3HAYUTENbHO OT/IMYaTLCA B 3aBUCMMOCTU OT TOro, NPEeACTaBreHa N 3asBka NUYHO U NpeACcTaBlieHa N OT MMeHU
JIMYHOCTU C MPUMEHEHUEM TpafNLMOHHLIX AeMNOBbLIX NPaKTUK ANS UAEHTUdMKaLK husnyeckoro nuua. MexaHn3mel, KOTO-
pble MOryT BbITb UCMONbL30BaHEI, B COBOKYMHOCTU BKITIOHAIOT:

- UCMonb3oBaHWe Y NOATBEPXAeHUe AeUCTBUTENBHOrO UAEHTMMUKATOpa U Napons Nonb3oBarens;

- npouegypbl NOBTOPHOrO BLI3OBA;

- Kogbl ayTeHTUUKaLmMKU coobuteHunin (MAC),

- 3NEKTPOHHbIE KapThbl MW XKETOHLI C MUKPOCXEMaMU.

B.2.3 [ins 6u3Hec-NpUNnoxeHnin ¢ BbICOKOW CTENEHbIO pUCKa

Tpumep — YacmHasn 6aHKoeckas cucmema.

MpWHATWE faHHBIX 3anpoca Ha cepTUdUKaT AOMKHO BbITb OCHOBAHO Ha NUYHOM NPUCYTCTBUM PU3MYECKOro Nnua
(1 ynonHoMoYeHHoro nuua), nogatoLlero 3asBKy Ha cepTUdUKaT Krtoda NpoBEPKU ANEKTPOHHOIN NOANUCH, U UCMONb30-
BaHWUU TpagWULMOHHLIX AENOBbIX NPaKTUK ANA WAEHTUdUKaLMKU uU3ndecKoro nmua (Mnu, ecnu ato Tpebyetcs, ynonHomo-
YEHHOro ykasaHHOro uan4eckoro nuua). STo MOXET BKItoYaTb NPOBEPKY FIMYHOCTU PU3UYECKOro NuLa (A0BEPEHHOMO
HOPUAMNYECKOrO UM PU3NYECKOro nuua), HanpuMmep, MHCNEKTOpOM No B6aHKOBCKUM cHETaM UMW LOpUAUYECKOR bMpMOiA,
yTBEPX/AEHHON (PUHAHCOBLIM YUYpexaeHUeM.
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B.3 MNpuHATHE AaHHbIX 3aNpoca Ha CepTU(UKAT KIoya NPOBEPKU ANEKTPOHHOM NOANNCH
OT I0PNANYECKOro Nuua

B.3.1 [ina onHoypoBHeBOro (puHaHCOBOrO yupexaeHusa

Mpumep — Knupunzoenie pacyemrbie nanamei (Hanpumep, CHIPSY), CHAPS?) u cucmembr asmomamusu-
POBaHHbIX pacdemoe UeHmpalibHbiX 6aHKoe.

MpuHATWE faHHbIX 3anpoca Ha cepTUdUKaT AOMKHO BbiTk OCHOBAHO Ha NMYHOW JOCTaBKe AaHHbIX 3anpoca Ha cep-
TUUKAT NpefcTaBuTeENeM PUANYECKOro NuLa U Ha:

- COMpPOBOAUTENIBHOM MUCbME Ha PUPMEHHOM OGrnaHKe C MOAMMUCBIO U MeYaTbio (Mpu HeoBXOAMMOCTH) cTapLuero
JOMKHOCTHOrO Niila FopUANYECKOTo UMK PUSUYECKOro NnLa, YNONTHOMOYEHHOro noaarh 3asBKy Ha cepTudukar kro4a
NPOBEPKU 3MEKTPOHHOW MOAMUCH;

- CpefiCcTBe UAEeHTUMKaLMW NpeAcTaBUTeNs, 4OCTaBMBLLEro AaHHbIe 3anpoca Ha cepTudUKaT, KOTopoe COOTBET-
CTBYET TPaAMULMOHHbLIM [,ef10BbIM NPpaKTUKaM.

B.3.2 Ins 6u3Hec-knmeHTOoB (hUHAHCOBOrO yupexKaeHus

MpuHATWE faHHbIX 3anpoca Ha cepTUUKAT AOMKHO ObiTb OCHOBAHO Ha NMMYHOW JOCTaBKe AaHHbIX 3anpoca Ha cep-
TUUKAT [BYMS UNU HECKOSbKUMU NpeAcTaBUTENAMU I0pUMANYECKOro NuLa 1 Ha:

- 3aABKe Ha cepTUMUKaT KITloua NPoBEPKU 3NEKTPOHHOW Noanucy Ha pupmeHHoM BnaHke, 3aBepeHHOI NOANUCHIO
1 neyatblo (Npu Heo6XxoAUMOCTH);

- UCNONbL30BaHUN TPAAULIMOHHLIX AeN0BbLIX NPAKTUK ANs UAeHTUdUKaLMKU NOAMUCK U NeYaTh (Npu HEOBXOAUMOCTH)
dusmnyeckoro nuua;

- CpeacTBe uaeHTUdUKaLum NnpeacTasuTens, AOCTaBMBLLErO [laHHbIE 3anpoca Ha cepTUudukaTt, KOTOpoe COOTBET-
CTBYET TPaAWULMOHHLIM AEeM0BbLIM NpakTuKam.

1) CHIPS (The Clearing House Interbank Payments System) — yacTHas areKTpoHHas cucTema AeHeXHbIX nepe-
Bogos B CLLA.
2) CHAPS (The Clearing House Automated Payment System) — cuctema KNMpHHroBbIX pacyeToB B BenukoBputaHuu.
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Mpunoxexue I
(cnpaBouHoe)

MeTtoabl, npuMeHsieMbie YL ans BOCCTAaHOBNEHUA CBOEH AeATENbHOCTU NOCHe NOTePU Unm
KOMNpPOMeTaLUM Kfova 3MeKTPOHHOU noanuck YL

1 O6wan nHcopmauus

MoTeps UK KOMNPOMETaLMsA Krtoya aMekTPoHHON nognuck YL| paccmaTpuBaeTcs Kak YpesBblMaiiHOE MpoucLue-
CTBWe, TaK KaK cepTUdUKaThl KNoYe NpoBEpKU SMEeKTPOHHON NOANUCH, MOANUCAHHbBIE C NOMOLLLIO 3TOMO KNKOYa 3NEKTPOH-
HOi NognNncy, BbI3bIBAOT COMHEHMWE B UX UCTUHHOCTU. Hagnexalyee BoccTaHoBIIeHWe geaTenesHocTu YL nocne nogo6Horo
Ype3BblYaiiHoro npoucLuecTsus (6e4CTBUS) BKITIOHAET NpekpalleHue AeidcTBus n nepeodopMneHmne Bcex ceptTudgukaros
Krtoueid NPOBEPKN INEKTPOHHOR Nognucy, koTopble GbIM NognucaHbl C MOMOLLBIO KIkoHa ANEKTPOHHOM nognuck YLL

[ns nepeoopMneHna cepTUUKaTOB KITHO4eid NPOBEPKN aNeKTPOHHOW nognucu YL MoXeT ucnonb3oBaTb MeTO-
Abl C NPUMEHEeHWeM ABYX Nap KIoHYeid MPoBEPKU BMEKTPOHHOW Noagnucy, T. . napbl NEPBUYHBLIX KNOYeH (KoY NpoBepkn
anekTpOoHHo nopnncu P!, kntou anekTporHoit nognuen S1) n napel BTopuuHbIX Kntouei (P2, S2), Hanpumep:

- yBEAOMIEHUE C NOMOLLLIO Napbl BTOPUYHLIX Kntodeid YL (CAC, nognucaHHbIi ¢ NOMOLLbIO BTOPUYHOTO KNtoYa);

- NepeodopMreHne cepTudrKaToB ¢ NOMOLLbIO Napbl BTOPUYHbIX Kntodein YL,

- nepeodopMnerHne cepTUMUKaTOB KITto4el MPOBEPKN SMEKTPOHHON NOANUCH C NOMOLLbIO Napbl HOBBIX NEPBUYHBIX
krodeit YL,

- YBEOMIIEHNE C NOMOLLIbIO MHOXECTBA NOANUCAHHBIX CEPTUDUKATOB KITtoHeH NPOBEPKN INEKTPOHHOW NOANUCHK.

YkasaHHble MeTofbl paccMaTpusatoTes B [L2—".5 ¢ ucnonsaoBaHneM cneayrowei HotTauuu:

- P=>E;: Ans naHHoro ceptudukata Kntoka NpoBepky 3MeKTPOHHOM noanncy YL<<E>> Kknto4 npoBepKu 3NeKTPOH-
HOA moanucu Ep npoBepsieTCs Ha AeNCTBUTENBHOCTD KIOYOM NPOBEPKM 3MeKTPOoHHON nognucyn P, npuHagnexawmm YL
CnenoaaTeano ansa YU<<E>> P paet E

- P! =>E,, Knio4 nposepku SJ'IeKTpOHHOVI noanucu E nposepsieTcs Ha [eiCTBUTENbHOCTb NePBUHHBLIM KIKOHOM NPo-
BEpPKU SJ'IeKTpOHHOVI noanucu YL

- P2=>Ep: Kntou npoBepky aneKTpoHHoit nognucy E npoepseTcs Ha AeACTBUTENLHOCTL BTOPUUHBIM KIKOYOM Npo-
BEpPKM aNeKTpoHHOW nognucu YL

- S1<<E>>: MepBuyHbIi cepTUDUKAT KITo4a NPOBEPKM SNEKTPOHHOI noanmren E noanMcLIBaeTes ¢ UCNONbL30BaHNEM
NepBUYHOro KItova aneKkTpoHHon nognucu YL,

- S2<<E>>: BTopWyHbIil cepTMKaT KIio4a MpOBEPKM SMeKTPOHHONM noanucy E NojnucLiBaeTca ¢ UCNIoNb3oBaHNEM
BTOPUYHOrO KItoda anekTpoHHon nognucu YL

MpumMmedyaHue —HoTauusa, Ucnonb3yemas B HacToSAWEM CTaHAapTe, ABNsSeTcs BapMaHToM HoTauuu X.509 [3]
NS cepTUdUKaTOB KIoYel NPOBEPKN SMEKTPOHHOW NOANNCH, LIeMOYKN CepTU(MKaTOB M B3aMMOCBA3aHHON WHd OpMaLmi.

I.2 YBegomneHue ¢ NOMOLLLIO Napbl BTOPUYHbIX Kntoueld YL

Korga HOBLIN KOHeYHbI BnageneL ceptudgukaToB (E) npeacTaBnsaeT CBOW KIHOY NPOBEPKU INEKTPOHHOW nognucu
(Ep) YL, YL| bopM1pyeT nepBryHBIil cepTUdIKaT Ktoda NPOBEPKN 3MeKTpoHHoi nognncy YL|1<<E>>, nognncaHHbIi ¢ no-
MOLL|bIO MEPBUYHOTO KITHoYa 3M1EKTPOHHON nognucu YL, u BTopu4HbIiA cepTudukaT Krtoya NpoBepKX 3NEKTPOHHOW NognucK
YL2<<E>>, nognucaHHbIi ¢ MOMOLLbI0 BTOPUYHOTO KITioda SMeKTPOHHOI noanuck YL [lo BoccTaHOBNEHNS feSTeNbLHOCTH
YL nocne 6egcTBuA Nonb3oBaTenu cepTuduKaToB uMetoT oba cepTUduKaTa Kto4a NpoBepKU 3NEKTPOHHOW Nnognucu n
oba Kkrtoda NpoBepKU SNEKTPOHHOW nognucK YL, Ho MCMonb3ytoT TOMbLKO NEPBUYHLIN Koy YL Ans npoBepku NEpBUYHOMO
cepTudmKaTa Knroda NnpoBepKn areKTPOHHOW NOAMUCH.

[lo BoccTaHOBMEHWs fesTenbHocTH YL nocne Geactaus: YL<<E>> P1=>E_un YL2<<E>>, P2.

Mocne BoccTaHoBMNeHNA AesTenbHocTU YL nocne Geactaus: YL'<<E>>, P1u YL2<<E>>, P2=>E

B Tex cnyyasx, Korga nepBUYHbIN KoY SreKTpoHHOW nognuck YL ckoMnpoMeTupoBaH, BoccraHosneHue pesTenb-
HocTu YL nocne 6eacTBMS 3aKnio4aeTea B NpeKpalleHun 4eACTBUSA BCEX CepTUdUKATOB KIo4el NPOBEPKU ANEKTPOHHOM
noAnMcu, NognNMcaHHbBIX ¢ MOMOLLIbIO NMEPBUHHONO KIto4a 3MeKTPOHHOW NOAMMCH, U B YBEOMIEHUN KOHEYHbIX BNagensLes
CepTUCMKaTOB O NEPEKIIOYEHNU Ha BTOPUYHBIA cepTudukaT Krroda NPpoBEPKK aNeKTPOHHOI nognucK. Mocne BocCTaHOB-
neHust gestenbHocTn YL nocne 6eacTBus Kaxaoe topuauyeckoe unu gusudeckoe nuuo, obpauwatoweecs 8 YL, noa-
TBEPXAaeT AeNCTBUTENIbHOCTb BTOPUYHBIX CEPTUMNKATOB KITtOHeH NPOBEPKMU NEKTPOHHOW NMOANUCU KOHEYHbIX Bnagenb-
LieB cepTUUKaTOB, UCMOMb3YS BTOPUYHbIA KIHOY MPoBepKK 3NeKTPOHHON nognuck YL,

[JaHHblA MeTog BOCCTAHOBNEHWUS fesATeNIbHOCTM YL| MOXeT 6biTh BbINMONHEH TONbKO €4MHOXAbI.

Pa3HoBWAHOCTL 3TOro MeTofa MUCMONb3YyeTCs, Koraa cepTUdUKaTbl KNodeid NPOBEPKN INEKTPOHHOW NOANWUCKU pac-
npegensoTes Yepes LieHTpanusosaHHyto cnyxoOy. B atom crnyyae YL yaanseT Bce HeieHCTBUTENbHBLIE NEPBUYHbBIE CEPTU-
rkaThl KNtoYei NPoBEPKN SNEKTPOHHOR NOANUCHK U YBELOMMSET KOHEYHLIX BriafienbLeB cepTUdUKaToB 0 HEOBXOAUMOCTH
MCMONb30BaHWA CYLLECTBYIOLMX BTOPUYHBIX CepTUNKATOB, KOTOPbLIE NO-NPEXHEMY OCTalOTCH AeACTBUTENbHBIMU.
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I3 NMepeochopmneHne ¢ noMoLLLIO Napbl BTOPUUHBLIX Kntouen YL

Koraa HOBbIi KOHeuHbIW Bnagenel, ceptudukara (E) npeactaBnsAeT cBOI KITtod NPOBEPKN NEKTPOHHOW Nognncu
(E ) YU, YLl chopmupyeT cepTudpmkaT Krioua NpoBepKku anekTpoHHoW noanuck YL|'<<E>>, noanucaHHbIn ¢ NOMOLbto
nepsquoro Kritoda anekTpoHHoii nognucu YLL. [o BoccTaHoBNeHWs gestensHocTu YL| nocne GeActeBuA nonb3osaTenu
cepTUdPUKaTOB UMEIOT TONLKO NepBUYHBLIE CepTUMUKATHI KIlloHel NPOBEPKK 3NEeKTPOHHOI NognucK 1 oba Kno4a NnpoBepku
3NEeKTPOHHOI nognucy YL, Ho Mcronb3yioT TONbKO NepBUYHBINA KNtod YL| ANs npoBepkn NepBUYHOro cepTudukaTta Knova
NPOBEPKUN 3NEKTPOHHOW NOAMUCK.

o BoccTaHoBNeHUA gestenbHocTu YL nocne 6eactBus: YLl1<<E>> P1=>E_u P2

Mocne BoccTaHoBNeHus gesitenbHocTh YL nocne 6eacteus: YLI<<E>>, P11y YLI2Z<<E>>, P2‘>E

B Tex cnyyasx, korga nepBUYHbIA KNKOY areKTPOHHOI nognucuk YL ckoMnpoMeTMpoBaH, BOCCTaHOBJ'leHMe fesTenb-
HocTh YL| nocne 6eacTBUA 3akniodaeTcsl B NpekpalleHun AeidcTBUA BCeX NEPBUYHBLIX CEPTUPUKATOB KItoYeid npoBepku
3NEKTPOHHOW NoanMcU U NepeodOpMIEHN BTOPUUHBLIX CEPTU(RUKATOB KNIoYei NpoBepKu aNeKTpoHHOW noanucu. Mocne
BOCCTaHOBMEHURA gesTenbHocTh YL nocre 6efctBus KaxgbliA NpoBepSIoWUin NoaTBEpXAaeT AeACTBUTENLHOCTL BTOPUY-
HbIX CEPTUCUKATOB KItoYeil MPOBEPKU NEKTPOHHOW NOAMUCU KOHEYHBIX BnagenbLes cepTUUKATOB, UCMONb3ys BTOPUY-
HbIA KIOY NPOBEPKKN ANEKTPOHHOW nognucy YL|.

[aHHblit MeTog BOoCCTaHOBMNEHUA feATeNIbHOCTU YL| MOXET BbITh BLINOMNHEH TOMLKO €UHOX/bI.

Pa3HOBWMAHOCTL 3TOr0 MeToAa UCNonNb3yeTcs ANs LeHTpanu3oBaHHbIX cnyx6 pacnpegenenus. B atom cnyvae YU
3aMeHSeT BCe HefleUCTBUTENBHLIE NepPBUYHBbIE CepTUdUKATHI KItoYeid NPOBEPKU SNEKTPOHHOM NOAMUCA HOBLIMUA AeHCTBU-
TeNbHLIMU BTOPUYHBIMK cepTUdUKaTaMU KntoHeid MPOBEPKM ANEKTPOHHOW NOANUCH W YBEAOMISAET KOHEYHbIX BNajensues
cepTUdUKaTOoB 0 HeOBXOAUMOCTU MCMONb30BaTb HOBLIE CEPTUMMUKATEI KItoUel NPOBEPKU SNEKTPOHHOW NOANUCH.

4 NepeocpopmneHmne ¢ NoMoLLbIO HOBOW Napbl NEPBUYHLIX Kntoyel YL

Korga HoBblii kKOHeYHbI Bnageney ceptudukata (E) npeactasnsaer YL cBoi kN4 NpoBepKU INEKTPOHHON Noj-
nucu (Ep), YLl dhopMupyeT cepTudMKaT Kova NpoBepKA aneKTpoHHOW nognuck YLT<<E>>, nognucaHHbiil ¢ NOMOLLbIO
MepBUYHOro Krtova anekTpoHHoW noanuck YU [o BoccTtaHoBneHus gestensHocTn YL nocne 6eacteBna nonb3osarenu
CEpTUCUKaTOB UMEIOT TOSTBKO NEPBUYHBIE CepTUdUKATLI KItoYeid NPOBEPKM ANEeKTPOHHO NoaNUcK 1 o6a knoya NpoBepKu
3MEeKTPOHHOR nognucy YL, HO UCronb3yloT TONLKO NEpPBUYHBINA KITtod YL Ans npoBepku nepBUYHOro ceptudukara Knwoya
NPOBEPKN SNEKTPOHHOK NOANUCH.

[o BoccTaHoBNeHUs AestensHocTh YL nocne 6eacteus: YL1<<E>>, P1=>E_u P2

Bo BpeMs BOCCTaHOBMeHNA aeaTensHocTu YL nocne 6egetaus: YLI<<E>> P1n YL2<<P3>> p2=>p3,

Mocne BoccTaHoBReHNA aesTensHocTu YL nocne 6egetans: YLB<<E>>, P3—>E n YLI2<<P3>>, P2=>P3

B Tex cnyyasx, Korfa nepBUYHbIA KNHoY 3neKTpoHHOR nognucn YL CKOMI‘IpOMeTVIPOBaH BOCCTaHOBNEHNE AeaTenb-
HocTu YLl nocne 6eacTBuMS 3aknioyaeTca B NpekpalleHun AeACTBUA BCeX CepTUDUKATOB KNoYeil NPOBEPKN AaNeKTPOHHOM
noAnUcK, NOAMNUCAHHBLIX C NOMOLLbIO MEPBUYHOIO KIkoda SNeKTPOHHOW nognucu. Bo Bpems BOCCTAHOBNEHUS [ieATErNbHO-
ctn YLl nocne 6eactans YL| cosgaeT HoByIO Napy NepBUYHBIX KMKoYel NpoBepKu anekTpoHHoi nognucu (P3, S3) u Buinaet
HOBbIA cepTuduMKaT Kitoda NpoBEpPKU 3NEKTPOHHOW NOANUCK YLl2<<P3>> CBOEro HOBOIO MEePBUYHOMO KIkoda NpoBepKU
anekTpoHHol nognucy (P3), NoANMUCaHHBIA C MOMOLLLIO BTOPUYHOTO KNioYa arekTpoHHol noanuck YL (S2). Kaxgoe topu-
Anyeckoe unu guanyeckoe nuuo, obpaulatolieecs B YL, noaTepxaaeT 4eNCTBUTENBLHOCTL HOBOrO cepTuduKara krova
NPoBepKK aNeKTpoHHO nognuck YL, ucnonb3sya BTOPUYHBIA KNOY NPOBEPKU areKTpoHHoR nognucu YL, BocctaHoBneHne
geatensHocTu YL nocne 6efcTBUS 3aBepLUaeTcsl MOBTOPHON BblAadYen cepTUdUKATOB KITHoYEel NpOBEPKU ANEKTPOHHOM
nognucu YL, nognmcaHHbIX ¢ MOMOLLbIO HOBOTO NMEPBUYHOIO KNKoHa anekTpoHHoi nognuck YL MNMocne BoccTaHoBNeHUs
AesTenbHocTn YL nocne 6eacTBUA Kaxablii KOHEYHBIN Bnageney cepTudukaToB NoaTBEPXAAET AENCTBUTENBHOCTL HO-
BbIX CepTUMKaTOB KIOYE NPOBEPKN 3MEKTPOHHON MOANUCU KOHEYHbIX BNnagensLeB cepTUUKaTOB, UCNONb3YSA HOBLIW
NepBUYHLIA KIHOY NPOBEPKU aNeKTPOHHOW nognucu YLI

HaHHbIl MeTo BOCCTaHOBIIEHUs ieaTenbHOCTH YL ABnsaerca noBTopsieMbIM.

PasHoBMAHOCTL 3TOr0 MeTofa UCMoNb3yeTcs, KorAa cepTudUKaThl Kniovei NpoBepkn ANEKTPOHHON nognuck pac-
npefensoTcs He Yyepes LieHTpanusoBaHHyto cryxby. B atom cnyyae YL| no6aenset cBoit cOOGCTBEHHbIN HOBLIW CepTU-
duKaT Kniova NpoBepKU SNEKTPOHHOW MOAMUCH, 3aMEHSIET BCe HefelCTBUTENbHbIE CepTUdUKaThl KNiovel NpoBeEpPKM
3NEKTPOHHOIA MOANUCU KOHEYHbIX BrafiernbLeB cepTUUKATOB HOBBIMUA AeiCTBUTENBHBIMU CepTUdUKaTaMm KItoMel Npo-
BEPKW 3MEKTPOHHON MOAMUCK U YBEAOMIISIET KOHEYHbIX BajenbLeB cepTudunkaToB o Heo6XoaUMOCTM NPOBEPUTL HOBbLIN
cepTudUKaT KITto4a NpOBEPKM ANEKTPOHHOW nognucK YL n HauyaTb UCNornb3oBaTh HOBble cepTUdMKaThl KItoHel NpoBepKn
3MNEeKTPOHHON NOANUCK KOHEYHLIX BriafienbLeB cepTUdUKaToB.

I"5 NepeodopmMmneHmne c NoMoLLbI0 ouepeAHON Napbl Knouer YL

Korga HOBbIA KOHeYHbIA Bnageney ceptudgukara (E) npeacraBnaer YL cBoW kv NpoBepkU areKTPOHHON nog-
nnueu (Ep), YL| dopmupyeT cepTudmkaTt Kntoua nNpoBepKn SMEKTPOHHOW NOANUCH KOHEYHOro Brnagenbua ceptudukata
YU'<<E>>, nognucaHHblii ¢ MOMOLLbI0 NEPBUYHOIO KITio4a 3MeKTPoHHOI noanuck YL YL He pacnpefenseT cBOW BTO-
PWUYHBIA KIOY NMPOBEPKU 3NEKTPOHHOR MOAMNUCU, HO ero X3l COAEPXKUTCA B CaMOMOANUCaAHHOM cepTudukaTte ero nep-
BUYHOTO KIlloya NpoBepKU 3NeKTpoHHOM noanucy, T. e. YLI'<<P1 xaw(P2)>>. [lo BoccTaHoBNEHUs aeatensHocTn YL no-
cne 6eacTBuA nonb3oBaTenn cepTMMUKATOB MMEIOT TOMBKO MepPBUYHBLIE CepTUUKaTLI KItoHeil NPOBEpPKU SNEKTPOHHOM
NOANUCKU KOHEYHLIX BrajerbLeB cepTUUKATOB U NEPBUYHBIA CepTUMUKAT Kova NPOBEPKN 3NEKTPOHHOW nognuck YL
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1 UCMONb3YIOT NEpPBUYHLIA Kitod YL| ANnA NnpoBepku NepBUYHOIO cepTUdUKaTa KroHa NPOBEPKU SNEKTPOHHOW MOANUCH
KOHeqHoro BragensLa ceptudukara.

[Jo BoccTaHoBreHus aesenbHocT YL nocne 6egetams: YLI'<<E>>, P1=>E_u YU|1<<P1, xaw(P2)>>.

Bo Bpems BOCCTaHOBNeHUA aesTensHocTu YL| nocne 6eactems: YL'<<E>>, P1 u (P1, xaw(P2)) =>P2.

Mocne BoccTaHoBNeHUs AeaTenbHocTh YL nocne Geacteus: YLI2<<E>>, P2=>Ep n YL2<<P2 xaw(P3)>>,

B Tex cny4asx, Korga nepBUYHbIA KoY 3NEKTPOHHOW noanucy YL ckomnpoMeTupoBaH, BOCCTaHOBEHUe AeaTenb-
HocTh Y| nocne 6eacTBUA CHavana 3aknoMaeTca B NpeKpalieHUn AeNCTBUSI BCEX NEPBUYHLIX CEPTUAUKATOB KIoYei
NpoOBEPKN ANEKTPOHHOR NOANUCH, a TaKkkKe B pacnpefeneHn BTOPUHHOIO KIova NPOBEPKM aNeKTPOHHOR nognucu YL,
BTopuyHbIit KNoY NpoBepku aNekTpoHHOW noanuck YLl pacnpepenseTca B caMonognMcaHHOM cepTudmkaTe Krltoda npo-
BepKu aMneKTPoHHol noannck YLI2<<P2, xaw (P3)>>, koTopblil Takke COAEpXUT X3LL CBOEro cnefyoLlero Knioda npoBepku
3MEeKTPOHHOIN MOAMUCK — TPETUYHbIA KoY MPOBEPKU 3reKTpoHHOoI nognuck YL IOpuandeckoe unu cdusnyeckoe nuuo,
obpalatoweecs B YL, noaTBepxAaeT AeNCTBUTENBHOCTbL HOBOTO CepTUdMKaTa Kntoua NPOBEPKU ANEKTPOHHON nognucu
YAOCTOBEPAIOLEro LeHTpa nyTeM MpoBepKu caMonoAnucaHHoro cepTudukata n nytem npoBepKU TOro, YTO X3l Kroua
NpoBEpPKN 3NEKTPOHHOW NOANUCU P~ feNCTBUTENBHO U EHTUYEH XaLlly, CoAepXaLleMycs B NEPBUYHOM cepTuduKaTe KIto-
ya NPoBEpPKU 3NEKTPOHHOI NoanucK yaocTosepaiollero LeHTpa YL|1<<P!, xaw(P2)>>.

BoccTaHoBneHue gesatensHoctu YL nocne 6eactBua 3aBepluaeTcsi NOBTOPHOW Bblgadeil YL BTOpUYHbIX cepTu-
hUKaToB KIHO4Een NPOBEPKU INEKTPOHHOW NOANUCK KOHEYHbIX BNagensbueB cepTudukartoB. [locrne BOCCTaHOBNEHUA ae-
aTenbHocT YL nocnie 6eacTBusA Kaxabl KOHeWHbIN Bnageney cepTudukata nogTBepXAaceT 4eACTBUTENBHOCTL HOBbIX
CepTUDUKaTOB KItodeli NPOBEPKN ANEKTPOHHON NOANUCK, UCMONb3YS HOBLIW KITHOY NMPOBEPKU SNEKTPOHHOW nognucu YL

HaHHbIN MeTof BoccTaHoBNEHUS AeaTtenbHocTU YL sBnaeTcs nosTopseMblM, U cepTUdUKaTbl KNoYeln nposep-
KW BneKTPOHHON MOANUCU KOHEeYHbIX BRagenbueB cepTudukaTo, chopMUpoBaHHBIE C MOMOLLBIO «ByayLmnxy Krtodei
YL, mornn 6kl 6bITh, NpU HeOBXOAUMMOCTK, pacnpefeneHbl, npexae vYem OGyaywuii kntod YL, ctaHeT «aeicTBYIOWMM»
Krtodom YL
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Mpunoxexnue [
(cnpaBouHoe)

PacnpepeneHnue cepTuuxkaToB KItoyeil NPoBepKHU 3eKTPoHHOW nognucu u CAC

0.1 O6wan uHdopmauua

B aTom npunoxeHuun obeyxaaroTca MexaHU3Mbl pacrpefieNieHUs CepTUUKATOB KNoYei NPoBEPKU 3aneKTPOHHOM
NOAMUCK HOPUANYECKUM UNN DU3NYECKUM NULIAM, KOTOpble He SBMSIoTCA BnagenbLeM cepTudukaTa, 1 MexaHusmbl pac-
npenenedus CAC. Pacnpegenenne CAC MOXET OCYLLECTBASATLCH C MOMOLLBbIO 3NEKTPOHHBLIX CPEACTB UNKU HocUTenei
nHopmauuu, Hanpumep CD-ROM unu nevaTHbIX SIMCTOB.

0.2 PacnpocTpaHeHue cepruchmMkatoB Kntouei NpoBepKU AMEKT POHHON NOANUCH

Ecnu topuandeckoe nnu gpusmyeckoe nuuo UMeeT HECKONBLKO cepTUUKATOB KNoHe NPOBEPKN NEKTPOHHON Noj-
nucK, To B CTPYKTYpe NOANUCK (UNK B NMOAMUCHIBAEMbIX AaHHBIX) XKenaTenbHO yKasaTb, KakoW cepTudukar krnioda npo-
BEpPKN 3NEKTPOHHOI noagnncn AomkeH 6biTb Ucnonb3osaH Ans nposepku nognucu. Mo nognucaHHoOMy COOBLLEHUI0 MOTyT
6bITb OnNpeaeneHbl perncTpaunoHHLIR HOMep cepTUdMKaTa KItova NpoBepKU SNEKTPOHHON NoaNUCH W BeigaBLUMii ero YL
B cnyvae ¢ cepTudukaTom Kntoya NpoBepKn 3NEKTPOHHOW noanucy, nognucaHHbiM YL ¢ Heckonbkumn cepTudumkaramm
KNto4en NpoBepKkn SNEKTPOHHON NOANUCH, Nonb3osaTeNb cepTUUKATOB UCNONBL3YET CepTUdUKAT KNtova NPOBEPKU dneK-
TpoHHo noanucy, none subjectUniqueldentifier kotoporo coBnagaet ¢ nonem issuerUniqueldentifier ceptudukara
Knto4a NPoBepKU 3NEKTPOHHOW MOANUCK, NoANeXaLLero NpoBepke.

[na TpaH3akumii, KOTopble HeobXoAMMO NOANUCHIBATD, CYLLECTBYET pPAg ankTepHaTUB MO pacnpoCcTPaHEeHMIo cepTu-
hrKaTa Knova NPOBEPKN ANEKTPOHHOI NnoanNucH, Hanpumep:

- Nepefiada cepTudmkara Krniova NpoBepKU SNEKTPOHHOW NOAMUCK (MAKN Uenodku CepTUUKaTOB) MMELOLLEro OT-
HOLLeHWe K TpaH3aKLuu;

- Nepepadva yKasaTtens Ha cepTUdMKaT KitoHa NPoBepKN ANEKTPOHHOW noanucy, HeobxoauMoro Ans NpoBepKM Noa-
MUecK, UMEOLLEEro OTHOLLIEHUE K TpaH3akumuu, HanpuMmep:

- UMA nognucasLLero (U, BO3MOXHO, YHUKanNbHbIA MAEHTUUKaTop nognucasLuero) unu

- perncTpaLmoHHelil Homep cepTudukaTa u YL, Boigaswnii ero.

CepTudmkarsl Kitoda NPoBEpPKU ANEKTPOHHON NOANUCH, HE NepeAaHHbIe NpU TpaH3aKLuUK1, MOryT BbiTb NoryyYeHsb! U3
crpaBoYHUKa cepTUdUKATOB COOTBETCTBYOWEro YL| unu ¢ ananoruyHoro cepeepa.

0.3 PacnpoctpaHenue CAC

CAC wmoryT 6bITb NpegocTaBneHsbl BnagenbLaM W nonb3oBaTensM cepTudmukaToB. K MexaHM3aMam pacnpocTpaHe-
HWSA OTHOCATCA cregytoLue:

- coobLeHune oT KpunTorpadudeckoit cnyxbbl, cofepxallee CAC;

- BKIHOYeHMe B 3arofloBOK COOBLLEHNSA, KaK B Crlydae ¢ cepTudmKaTamn KnoYeid NpoBepkn arekTpoHHOR nognucy,

- 3anpoc pUANYECKUM Unu cdusndeckum nudom CAC YL unn eauHUYHON 3anucu. B aTom cnydae oTBET Noa-
nucbiBaetcs YL, obcnyxuBatowum ganHblii CAC, Ans npepoTBpalleHns oTkasa B oBcnyxuBaHuM nyTeM MMUTaLun He-
[ eiiCTBUTENBHOCTU cepTUdMKaTa KNkoda NPOBEPKM 3NEeKTPOHHON noagnucu. 3anpockl ByayT HanpaBnsaTbCA K CNPaBOYHUKY
cepTudmKaToB cooTBeTCTBYOWero YL unm aHanornyHomy XopoLUo M3BeCTHOMY CEpBEpY;

- nepepadva eguHu4Hon 3anucu CAC (nognucaHHoi YLl). 3ToT mexaHuaMm BygeT ncnone3oBaTbed 4ns obecrnedeHns
YyBEAOMIIEHUS O MpeKpaLleHnn AeNCTBUSA «B peanbHOM BpeMeHWy, Torga kak Becs CAC OyaeT oTrnpaBneH Ha MiaHoBoiA
OCHOBE B COOTBETCTBUM CO BpEMeHeM crnefytoLero obHosneHus. BoamoxHa oTnpaeka HoBoro (BHennaHosoro) CAC non-
HOCTbIO, KOrfa feiicTBMe cepTudukaTa Kroda NpoBepKu NIEKTPOHHOW NOANUCH NpeKpaLLleHo.

Kog npu4unHel MoXeT BbITb MCNonNbL3oBaH A8 ONpeAeneHns Toro, pacnpocTpaHaTe UMK He pacrpocTpaHAThb yBe-
LOMIEHNE O MpeKpalleHnn aeicTBus ceptudukara o nextUpdate (cm. 5.3.8). Kpome Toro, Heckonbko CAC ¢ pasnindHomn
YacToToi 0BHOBNEHUst MOTYT NOAAEPXNBaTLCA Ha ocHoBe reasonCode.
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