®EAEPANBHOE ATEHTCTBO

NO TEXHAYECKOMY PEMYNIUPOBAHUIO U METPONOIrMK
HALUMOHANbHLIN rocTtpP
CTAHOAPT
POCCUNCKOM 56103—
OEAQEPALMNMU 2014

3awura nHpopmauum

ABTOMATU3UPOBAHHBIE CUCTEMbI
B 3ALLMLLEHHOM UCMONHEHUN.
OPIrAHU3ALIUA U COOEPXXAHUE PABOT
Mo 3ALLUUTE OT NPEAHAMEPEHHBLIX CUNOBBIX
ANEKTPOMAIMHUTHbIX BO3OENCTBUA

OOwmMe NonoxeHus

Wananune opmumansHoe

Mocksa
Y| Crannaprundiopm
= 2018


https://meganorm.ru/Data2/1/4294828/4294828542.htm

FOCT P 56103—2014

Mpeaucnosue

1 PASPABOTAH ®deaeparnbHbIM aBTOHOMHbIM YYpexaeHUem «ocyaapCTBEHHbIA Hay4YHO-UCCren0BaTesb-
CKMWiA UCTIbITATENbHBIA UHCTUTYT NPOBNemM TEXHUYECKOW 3aLuuTbl MHGOPMaumn deaepansHOW CryObl N0 TEXHK-
YECKOMY M SKCMOPTHOMY KOHTponio» (PAY «THUUU MT3UN ¢CTIK Poccuuny), denepanbHbIM rocyaapCTBEHHbLIM
YHUTapHbIM npeanpusatuem «LieHTpUHdopm» (PIYT «LlenTpUHpopMm»), UHCTUTYTOM Tennodusuku aKcTpe-
ManbHbIX COCTOsIHUI, OObeaANHEHHBIM MHCTUTYTOM BbICOKKMX TeMmnepatyp PAH (OUBT PAH)

2 BHECEH TexHuuyeckumM kOMuMTETOM No ctaHgaptuauumn TK 362 «3awmra nddopmauum»

3 YTBEPXIEH W BBEOEH B JEWCTBMUE MMpukasom denepansHOro areHTCTBA N0 TEXHUYECKOMY
perynupoBaHuto n metponorum ot 10 ceHTabpsa 2014r. Ne 1046-ct

4 BBEJEH BMEPBbBIE
5 NEPEU3OAHWE. OkTsi6pb 2018 1.

lMpasuna npumeHeHuUs Hacmosuweeo cmarH0apma ycmaHosneHb! 8 cmamee 26 ®edepasibHo20 3aKOHa
om 29 urwHs 2015 2. Ne 162-03 «O cmaHOapmu3auuu e Pocculickoli ®edepayuu». UHpopmauus 06 u3-
MEHEeHUSX K HacmosueMmy cmaxféapmy rnybrukyemcs e exe200HOM (110 cOCMOsIHUIO Ha 1 sHeaps meKyujeeo
200a) UHOPMayUOHHOM yKa3amerne «HauyuoHarbHbie cmaH0apmbly, a othuyuasribHbIl mekem U3MeHeHuUll
U ronpaeok — 8 eXeMeCAYHOM UHOpMaUUOHHOM ykalamerne «HauyuoHanbHblie cmaH0apmel». B cnyqae
nepecMmompa (3ameHbl) Unu OMmMeHbl Hacmosuwe2o cmarHfapma coomeemcemesyroujee ysedomneHue 6ydem
onybuKkoeaHo 6 bnuxalilueM ebirlyCKe eXeMeCSYHO020 UHOPMaYUOHHO20 ykasamerns «HayuoHanbHble
cmaHOapmbly. Coomeememeyroujasl UHGopMmayus, yeedoMIIeHUE U MEeKCMbl PasMewaromes maKkxe 6 UH-
gopmayuoHHOL cucmeme 0bwezo nonb3osaHus — Ha oguyuanbHom calime QedeparnibHoO20 azeHmcemea no
MEeXHUYEeCKOMY peayniuposaHuro U Memposoauu e cemu ViIHmepHem (Www.gost.ru)
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Hacrosiwmin ctaHaapT He MOXET GbiTh MOMHOCTLIO MU YaCTUYHO BOCNPOU3BEEH, TUPAKUPOBAH U pac-
NPOCTPaHEH B KavecTee 0hmumanbHOro usgaqms 6es paspewwenus deqepanbHOro areHTCTBa Mo TEXHUYECKo-
My PErynupoBaHUIO N METPONOTUM
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HALULMWOHANBHBLIA CTAHOAPT POCCUUCKON ®EAEPALUM

3awmta i opmauum

ABTOMATU3UPOBAHHbIE CUCTEMbI B SALLULLEHHOM UCNONHEHUW.
OPrAHM3ALIUA U COAEPXXAHWE PABOT MO 3ALLUUTE OT NPEAHAMEPEHHbIX
CUNOBbLIX ANEKTPOMAIHUTHbLIX BO3AENCTBUA

OO6wWwme nonoxeHusa

Information protection. Protected operational systems. Organization and content of operations on the protection against
purposeful powerful electromagnetic impacts. General requirements

Nara BBeaeHua — 2015—07—01

1 O6nacTb NnpUuMeHeHUs

Hacroswuin ctaHgapT ycTaHaBnMBaet obLme NonoXxXeHUs no opraHu3aLumn u coaepXxaHuio pabor no 3a-
LUMTE aBTOMAaTU3UPOBAHHbIX CUCTEM OT NPeAHaMEPEHHbIX CUNOBBIX ANIEKTPOMAarHUTHLIX BO3AENCTBUN.

TpeboBaHMa HACTOALLEr0 CTaHAapTa NOANEXar NPMMEHEHUIO Ha TeppuTtopun Poccnitickon deagepaummn
opraHamu rocygapCtBeHHON BNACTU, MECTHOIO CaMOyMNpaBsfeHusi, NPeaAnpUATUAMU U yHpeXaeHUAMN He3aBu-
CUMO OT UX OpPraHM3auuOHHO-NPaBoBOW (POpMbI M (POPMbI COBCTBEHHOCTU, JOMKHOCTHLIMU NULIAMU U Frpaxaa-
Hamu Poccuiickoi deaepaumm, B3aBLUIMMM HA cebsa obsizaTenbCTBa, NGO 06513aHHBIMU NO CTaTYCy UCNONHATD
TpeboBaHNA HOpMaTUBHO-MPABOBLIX AOKYMEHTOB Poccuiickoin deaepauum no 3awmre uHdopMaumm.

2 HopmaTuBHbIe CCbISIKU

B HacTosALweMm cTaHgapTe UCNoMb30BaHbl HOPMAaTUBHLIE CCbINIKM Ha Cneaylowue craHaaprbl:

FOCT 2.120 EanHaga cucrema KOHCTPYKTOPCKOW AOKYMEHTauuMn. TeEXHUYEeCKUn NPOEKT

FOCT 34.602 NHdopmaLumoHHasa TexHonorus. Komnnekc ctaHaapToB Ha aBTOMaru3MpoBaHHbIE CUCTE-
Mbl. TEXHUYECKOE 3aJaHue Ha CO34aHNe aBTOMaTU3NPOBaHHbIX CUCTEM

FOCT 34.603 NHdopmaLMoHHaa TexHOnorusa. Buabl UCNbITAHWI aBTOMATU3UPOBAHHBLIX CUCTEM

FOCT P 50922 3awuTta nHpopmMaumm. OCHOBHbIE TEPMUHBLI U ONpPEeAEneHns

FOCT P 51275—2006 3awuTa uHchopmauun. O6bekT uHopmatusauyum. $akTopbl, BO3gENCTBYIOLWNE
Ha uHdopmMaumio. ObLLME NONOXKEHMUA

FOCT P 51583 3awuTa uHdopmauuu. MNMopsaok cosgaHMa aBTOMaTU3MPOBaHHBIX CUCTEM B 3aLLULLEH-
HOM MUCMONHEHUN. OBLLME MNONOXKEHMUA

FOCT P 52863—2007 3awwuTta MHGOpMayun. ABTOMATM3UPOBAHHbLIE CUCTEMbI B 3aALLULLEHHOM WUC-
nonHeHuu. McnbiTaHWa Ha YCTOMYMBOCTL K NPEAHAMEPEHHbBIM CUMOBBLIM 3MEKTPOMArHUTHLIM BO3AENCTBUSIM.
Obuue TpebosaHus

MpumeyaHune —Ilp1 NonNb30BaHUM HACTOSALLMM CTaHAAPTOM Lienecoobpa3sHo NPOBEpPUTL AeWCTBUE CChITOYHBIX
CTaHLapToB B MHDOPMaLMOHHOM cucTeme obLLero nonb3oBaHUA — Ha oduunansHoM caiTe PegepanbHOro areHTCTBa no
TEXHUYECKOMY PeryriMpoBaHuto U METPONorun B ceT MIHTEPHET UNK NO exerogHoMy UHOpMaLMOHHOMY ykasaTtento «Ha-
LMOoHarnbHble CTaHAapThI», KOTOPLIA onyBriMkoBaH NO COCTOSIHUIO Ha 1 AHBapsA TeKyLlero roaa, U No BbiNyckaMm exeMecsy-
HOrO MHOPMaLIMOHHOTO yKasaTens «HauuoHanbHble cTaHgapTbl» 3a TeKyLW Uil roa. ECnu 3amMeHeH CCbISIOYHbIA CTaHAapT,
Ha KOTOpbIit flaHa HefaTMpOBaHHasA CChifKa, TO PEKOMEHAYETCS UCNONL30BaTL AeWCTBYIOLLYIO BEPCUIO STOTO CTaHAapTa
C YYETOM BCEX BHECEHHbIX B AaHHYH0 BEPCUIO U3MEHEHUIA. ECNN 3aMeHeH CCbINOYHbLIN CTaHAApPT, Ha KOTOpLIA AaHa aaTu-
poBaHHas CChifika, TO PEKOMEHAYETCA UCMNONb30BaTh BEPCUIO STOTO CTaHAApTa € yKasaHHbIM BhILLE FOf0M YTBEPXKAEHUSA
(NpuHATURA). Ecnu nocne yTBepXAEHNA HAaCTOALLEro cTaHAapTa B CCbINOYHbIN CTaHAapT, Ha KOTOPbLIN JaHa AaTMpoBaHHas
CChINKa, BHECEHO U3MEHEHWE, 3aTparusatoLLee NonoXeHNe, Ha KOTOpPoe AaHa CCbinka, TO 3TO NOMOXEHUE PEKOMEHAYETCA
NpUMeHsATb 6e3 y4eTa JaHHOro U3MEHEHUS. ECnu CChINOYHLIA CTaHAapT OTMeHeH 6e3 3aMeHbl, TO MoroXeHWe, B KOTOPOM
JaHa CCbiNKa Ha Hero, peKoOMeHAYETCA NPUMEHSTL B YacTu, He 3aTparusatoLeit 3Ty CCbiky.

U3nanue ocpuumnanbHoe
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3 TepMmuHbI, onpeaeneHus U COKpalw,eHUA

3.1 B HacTosILLeM cTaHaapTe npuMeHeHbl TepMuHbl No FOCT P 50922, MTOCT P 51583, MOCT P 52862,
a TaKke crneayioLmii TEpMUH C COOTBETCTBYIOLLMM ONpeAeneHnem:
3.1.1

06bekT uHgopmaTusaumm: CoBOKYNHOCTb MHGPOPMALMOHHBIX PECYPCOB, CPEACTB M cucrteMm obpa-
60TKM UH(OpMAaLIMK, UCNONb3yEMbIX B COOTBETCTBUW C 3a4aHHON UH(POPMALIMOHHON TEXHONOTMEN, a Tak-
e CpeacTB ux obecneyeHus, NOMeLLEeHUI unu obbLEKTOB (34aHWIA, COOPYXXEHUI, TEXHUYECKNX CPEACTB),
B KOTOPbIX 3TU CPEACTBA U CUCTEMbI YCTAHOBMEHbI, UMW NOMELLEHUI U 0OLEKTOB, NPeAHA3HAYEHHbIX AN
BeAeHUs KOH(PUAEHUManNbLHbIX NePEroBOpPOB.

[FOCT P 51275—2006, crartbs 3.1]

3.2 B HacrosiLeM craHgapTe NPUMEHEHbI CreayloLme CoKpaLLeHUs:
AC — aBTOMaTusMpoBaHHasa CUCTEMA;

AC3MN — aBTOMarTM3MpoBaHHasi CUCTEMA B 3aLUULLIEHHOM UCMNOSTHEHWUU,
K3 — KoHTpOonupyemas 30Ha;

MH — mogenbs HapyLwmTens;

MY — mogens yrpos;

OWN — o6bekT nHpopmaTusaumu;

O3 — oueHka appeKTUBHOCTH;

MO — nporpammHoe obecneyeHue;

MN3MWH — no6oYHbIE SNEKTPOMArHMTHLIE U3NYYEHUSA U HABOAKM;
C3U — cucrtema sawwmtbl uHOpMALUK;

T3 — TexHuyeckoe 3agaHue;

TC — TexHu4eckoe cpeacTBo;

YT3 — yacTHOE TEXHMYECKOEe 3a/1aHNE;

OMB — anekTpoMarHMTHoe BO34EeNCTBUE;

MC 3MB — npegHaMepeHHOE CUITOBOE 3N1EKTPOMArHUTHOE BO3AENCTBUE.

4 O6uiMe NonoXxeHUst NO opraHN3auuUmn U cogepxaHuio paéor
no 3awuTe aBTOMaTu3npoBaHHbIX CUCTEM OT NpeAHaMepPEHHbIX CUITOBbIX
ANEeKTPOMAarHUTHbIX BO3O0EeNCTBUMN

4.1 Pa6otbl no 3awmte AC ot NC 3SMB, BXoaaLwmMX B knaccudukauuio u nepedeHb hakTopos, BO3aeit-
CTBYOLWMX Ha uHdopmauyuto cornacHo MOCT P 51275, ABnAioTca COCTaBHOM 4acTbio KOMNNeKca paboT, Bbl-
nonHsaemsblx cornacHo MOCT P 51583.

OcobeHHoCTAMMU opraHusauun pabot no 3awmrte AC ot NC 3MB siBnsioTcs:

- NpOBeAEHNe Ux B COrnacoBaHun ¢ pabotamu no NOCTPOEHUIO CUCTEMBI OXPaHbI ((PU3NUECKON 3aLLUTDI)
obbekTa, Ha KOTOpPOM akcnnyaTupyercs AC;

- OpueHTauua Ha peweHue 3agad 3awmTtel AC ot NC OMB Ha aTtane akcnnyarauum B COCTaBe KOMIIEKC-
HOI cucteMbl o6ecneveHns 6e3o0nacHOCTU ooLekTa.

OcobeHHOCTH coaepxaHus padot no sawmte AC ot NC SMB 006ycnoBneHbI:

- 0cobeHHOCTsIMM napameTpoB MNC SAMB, puanyeckmx iBNeHUi, NPOMCXOASILLUX NPU X BO3AEWCTBUM HA
AC, BUOOB AECTPYKTUBHbLIX HApPyLUEHUIN UX PYHKLUMOHUPOBAHUS U YPOBHAMM YCTOMUUBOCTU AC;

- 0COBeHHOCTSIMU TakTukn npuMeHeHus TC MNC SMB u cnocoboB 3awuTtbl AC OT HUX;

- KOHCTPYKTUBHBIMU OCODEHHOCTSIMM MOCTPOEHUs1 M cnocobammu NpUMEHEHus cpeacTs 3awmTtbl AC oT
MC 3MB;

- 0CODEHHOCTSIMM METOAUYECKOrO annapara, NPUMEHSeMOoro Ans kareropupoBaHus AC ¢ uenblo 3aga-
HUS TpeBoBaHMIA K ypOBHIO 3awuieHHocTr oT NMC SMB 1 oueHkn 3 PEeKTMBHOCTU 3aLLUUTbI;

- cneyudukoi meponpusatun no 3awmrte AC ot NC 3AMB 1 ux paumoHasnbHbLIMK CO4ETAHUAMM;

- 0COBEHHOCTAMU BUAOB AEATENLHOCTU, OCYLLECTBNAEMbIX NoA ynpasneHmem AC, n nocneacTBUaMM, K
KOTOPbLIM NPUBOAMUT HapyLueHue ux PyHKUMoHnposaHua B pesynesrare NC 3MB;

- 0COBEHHOCTSIMM NpoBeaeHus ucneitaHuii AC Ha ycroinumsocTtb k MC 3MB.
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4.2 HeobxogumocTsb 3awutel AC ot NC 3MB obycnoeneHa:

- CyLuecTBOBaHMEM pa3HoobpasHbix BuaoB M4 SMB, ocyllectensaembix Ha AC Mo LensM anekTponuTa-
HUA, NMUHUAM CBA3U, METANNOKOHCTPYKLUUAM, NOCPEACTBOM 3MEKTPOMArHUTHOTO GbICTPOMEHSIIOLLIEFOCS NOTS,
AECTPYKTUBHOE BO3AENCTBUE KOTOPBIX MOXET NMPUBECTU K UCKAKEHUIO, YHUUTOXEHUIO UM BrIOKUPOBAHUIO UH-
dopmauumn. O6wasn knaccudukauyus NC SMB npusegeHa B Tabnuue A.1 (NpUNoxeHue A);

- Hanu4Mem u OOCTYMHOCTbIO NPUOBPETEHMS/M3TOTOBMNEHUS] TEXHUYECKUX CPEACTB — WUCTOYHUKOB C
OBM, nMeroLmx BbICOKYI0 3PIEKTUBHOCTL NPUMEHEHNS 32 CHET KOMMAKTHOCTU UCTIONHEHUSI U MOBUINBHOCTH,
OUCTaHLUMOHHOCTU UCNOMNb30BAHUS, MACKUPOBKM NMOA AENCTBME SNEKTPOMArHUTHbIX MOMEX U T.4.

- 3HAYUTENBLHOCTLIO (PYHKUMOHAMbHbLIX HAPYLUEHWA LWTaTHOW AeatenbHocTu TC AC npu okasaHuu Ha
Hux NMNC OMB.

4.3 Meponpusatusmu no 3awute nigopmauumm B AC ot NC SMB aABnATCS:

- nosbiweHue ycronumsoctu AC k MNC OMB, obecneymBaemMoe ee COOTBETCTBMEM TpeboBaHUAM
FOCT P 52863;

- CHWxeHue ypoBHei MC OMB, Ha noptax AC, o6ecneynBaemoe NPUMEHEHMEM 3aLUMTHBLIX CPEACTB U
TEXHONOMUN;

- CBOEBpPEMEHHOe nomny4venue nipopmaumm o NC 3MB Ha AC, obecneunBaemoe NnpuMeHeHeM CpeacTB
obHapyxeHus MNC OMB;

- CBOEeBpemMeHHoe pearupoBaHue Ha MNC SMB, obecneunBaemoe onepatmBHbiM nepesoaom AC B 6e3-
OMacHble PEXVMbl (DYHKLMOHUPOBaHUSA CpeacTBaMu 3aLLmMThI;

- OpraHu3auuoHHO-TEXHUYECKME MEepbl, HaMpaBneHHbIe Ha npeaynpexaeHune NMNC SMB u csoeBpemeH-
HO€ BbISIBNIEHUE UX UCTOYHUKOB, UCKIIOYAIOLLME (3aTPYAHAIOLIME) X AOCTABKY B MECTA NPUMEHEHUS.

4.4 YposeHb 3awmiieHHoctn AC ot NC 3MB, a Take coctas U 3¢heKTUBHOCTL 06ecneunBalowmx ero
Mep 3aLUTbl AOIKHbI ONpeaenaTbea AndpepeHUnpoBaHHO C YHETOM COOTHOLLEHUS 3aTpaT Ha 3aLlumMTy U pas-
MepoB yLiepba, koTopblit MOXeT ObiTb HaHeceH nyTem MC SMB Ha AC.

4.5 3awmta AC ot INC OMB gocturaercs:

- peanusauuein HeobxoaAMMbIX MEPONPUATUI NO 3aLumTe nHdopmauumn ot NC 3MB npu cozgannmn AC3U
n nx pasmeLueHun Ha OU;

- BbINONHEHUEM PYHKUMM 3awmTbl oT NC SMB npu skcnnyatauuu AC3.

4.6 Mpu cosganun AC3N ¢ uenbto NnocTpoeHus 3awuTbl ot NC OMB npoBoasTcs cneayiowme paboTbi:

- pa3paboTka NPOEeKTHbIX peLleHuin 3awmTbl AC;

- peanusaums NPOEKTHbIX peLleHunii 3awmTbl AC;

- BBOA B Aevctane AC B 3awyyLleHHoM ot MNC SMB ucnonHeHuu.

4.7 MNMpu akcnnyatauyun AC3U ana sawutel ot NC 3MB nposoaatca cneayowme paboTbl:

- UCMONb30BaHNE MO HA3HAYEHUIO TEXHUYECKUX cpeacTtB obHapyxenusa MNMC 3MB u TC 3awmrtbl OT
MNnc 3MB;

- BbIMOSIHEHME OPraHN3aUNOHHO-TEXHUYECKUX MeponpuaTuin no 3awmte AC ot NC 3MB Ha OUY;

- TEXHMYecKan aKkcnnyarauus cpeacts oGHapyxeHus NC SMB n TC 3awutbl o1 NC SMB;

- KOHTponb 3awmweHHoctn AC ot INMC SMB.

4.8 PaboTbl N0 NOCTPOEHUIO cucTemMbl 3awmutel AC ot MC SMB AomkHbl NPOBOAUTLCA BO B3aMMogei-
CTBUW CreayloLLmMX OpraHn3aumin U OpraHoB:

- opraHusauuu/yupexaeHus-nonbsosarens AC3U, asnstoLleinca 3akasumkom pabor;

- cneumanusMpoBaHHON opraHusauuu, ABNsoLLecs ucnonHuTenem paboT B yactu pa3paboTku MNPOEKT-
HbIX PELLEHNUI 3aLLmUThI;

- NPOEKTHOW OpraHu3auuun, opraHusaumin-nocrasLlUMKoB AC3U, cpeacte obHapyXeHus u 3awmTbl OT
NpeaHaMepEeHHbIX CUMOBbIX SNEKTPOMAarHUTHBIX BO3AENCTBUN, CTPOUTENbHLIX M MOHTa)HbIX OpraHu3auui,
SIBNAIOLLMXCA UCNONHUTENSIMU paboT B 4acTu peanusaunm NpoeKTHbIX peLueHuin 3awmtsl AC Ha OU;

- 9KCMEepPTHOM OpraHn3auum, BbINOMHAIOLEN 3KCNEePTHO-aTTeCTaUMOHHbIE PYHKLMUH;

- KOHTPONbHO-HaA30PHOIO OpraHa BeAOMCTBa, B COCTaB KOTOPOro BXOAWUT OpraHu3auus-nonb30BaTenb
AC3U;

4.9 dyHKUMsMKM 3akasvuka padot no sawmte AC ot NC SMB asnstoTcs:

- NPEAOCTaBEHNE UCXOAHBIX AAHHBIX UCTIONHUTENAM;

- yyactue B paspaboTtke MY, B cuctemHOii npopaboTke NPOEKTHbIX PELLEHUii, paspaboTke, cornacoBa-
HUM U yTBEPXOEHMN T3 Ha cosgaHue cuctembl 3awmTbl oT NC OMB, B opraHusauyumn npoBeaeHUA NPUEMo-
CAATOYHbIX UCMLITAHUN;
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- paspaboTka opraHu3aLMOHHO-paCNoPSAUTENBHON A0KyMeHTauuu no 3awmte AC ot NC 3MB;

- cornacosaHWe npaBun MONb30BAHUS U MHCTPYKUMA MO 3KCMyatauuum NPOrpammHO-TEXHUYECKUX
cpeacts 3awmThl oT MC SMB u gpyrux skcnnyaraymoHHbIX JOKYMEHTOB.

4.10 Cneunann3npoBaHHOW OpraHu3auuen ABnsSETCA opraHnM3anms, ynonHOMOYEeHHasA KOHTPONbHO-HAA-
30pHbIM OpraHoOM BE4OMCTBA Ha nposedeHue paboT B obnacru sawmtel ot NMC SMB.

4.11 PYHKUMAMU CNEeLManm3MpoBaHHON OpraHu3aummn aBnsioTCA:

- BbIMOSIHEHWE KOMMNMeKkca nNpeanpoeKkTHbIX pabot, Bkmoyasa paspaborky MY, nposeaeHue o6cneaoBa-
Hust AC B coctaBe OW, cucTemMHyio NpopaboTKy NPOEKTHbIX PELLEHUI B BUAE KOHLIENLUUM 3aLmThl, pa3paboTky
T3 Ha cuctemy 3awmtbl o1 NC SMB;

- Hay4YHO-TEXHMYECKOE CONPOBOXAEHME NMPOEKTHLIX U MOHTaXHbIX paboT;

- nposegeHue ucnoitadu AC no NOCT P 52863;

- yyacTtue B NpoBeAEeHUU NPUEMO-CAATOYHBIX UCTIbITAHMI cuctemsl 3awmTtel AC ot MC 3MB, nposeae-
HUe oLeHKN ee 9PEKTUBHOCTH;

- NoAroToBKa nakeTa AOKYMEHTOB Ans arrecrauuu AC B 3aLLMLLEHHOM UCMONHEHUU;

- NnnaHoBasi NPoBepKa 3alUTHbLIX CBOMCTB (TECTUpoBaHue) akcnnyarupyembix AC3U B coctase OU, a
TaloKe uenesasi NpoBepKa Npu MU3MEHEHUsIX ero MHAPaCTPYKTypPbl, COCTABa U Pa3MeLLeHUA OCHOBHOIO U BCMO-
MoraTensHoro 06opyaosaHust, U npu uamexHennn MY NC SMB.

4.12 MpoeKTHON opraHu3auuen no BbINOMHEeHMIO paboT, cBA3aHHbIX ¢ 3awuTton AC B coctase OU ot
MC 3MB, siBnsieTCcA ynonHOMOYEHHAsA KOHTPONbHO-HAA30PHbIM OPraHOM OpraHu3auus, cneuuanuaupyio-
wasica B obnactu npoektupoBanust AC31 n OU u umeiowas nuueH3Mmn Ha nposegeHue paboT no sawmrte
UHGopMauuu.

413 OYHKUMAMU NPOEKTHOW OpraHu3auuu SIBMSETCA BbINOMHEHUE KOMMnekca pabor no paspaborke
NPOEKTHbIX peLueHnii 3awmutsl AC ot NC SMB B Buae paboyen AoKyMeHTauum ¢ npuesiskon k OU.

4.14 OpraHu3aumamu — nocrasLmkamm AC3W, cpeacts obHapyxeHust v 3awmTsl ot NC 3MB asnsiorcs
opraHusauuu, ynormHOMOYEHHbIE/MPU3HAHHbIE KOHTPOINbHO-HAA30PHbLIM OPraHOM M UMEIOLME NULUEH3UU Ha
pa3paboTKy, U3rOTOBNEHWE U PEMOHT AlaHHbIX TC.

4.15 dyHKUMAMM opraHusauuit — nocrasLmkoB AC3W, cpeacts obHapyxxeHus u 3awutsl ot NC OSMB
AIBMAIOTCA:

- paspaboTka, U3roTOBIEHNE U NOCTABKa NPOrpaMMHbIX U TC COOTBETCTBYIOLLETO HA3HAYEHUS COTNAacHo
T3 n yoosnereopstomx TpebosaHusam MOCT P 52863, a Takxe npoBeaeHUe ux CEPBUCHOr0 06CnyxmBaHuaA u
PEMOHTA;

- paspaboTka 3KCMyaTaUunOHHO AOKYMEHTaLuKM Ha noctasnsemoie TC.

4.16 MOHTa)XHOI opraHusauuen no BbINONHEHUIO paboT, cBA3aHHbIX ¢ 3awmTon AC ot NC OMB sB-
NSeTca opraHu3auus, cneuuanuaupylowasics B MOHTa)e, nycke u Hanagke AC3U, cpeacts obHapyxeHus
u 3aumTsl oT MC 3MB, nnbo apyras BHELUHASI OpraHn3auusa yKkasaHHOro npouns, uMenLas nuuUeH3umn Ha
NPOBEAEHUS AaHHbIX paboT U NONMHOMOYKA/0A06PEHNA KOHTPOSNbHO-HAA30PHOTO OpraHa.

4.17 KOHTpONbHO-HAA30pPHbIN opraH dhOPMUPYETCSl HA BEAOMCTBEHHOM YpOBHe Ha 6ase noapasaene-
HUs1, pa3pabaTbiBaIOLLEro U KOHTPONMUPYIOLLETO BeINONHEHWE TpebosaHuii no 6e3onacHoCTU uHdopmauum un
obbekToB, NMMBO Ha dheaepanbLHOM ypoBHE Ha 6ase ronoBHbIX No Bonpocam 6e30nacHOCTU MHopMmaLumn u
06bekTOB BeOMCTB P®,

4.18 ®YHKUMSAMM KOHTPONbHO-HAA30PHOTO OpraHa ABNAETCs pa3paboTka u yTeepkaeHue TpeGoBaHuii K
cpeacTBaM M MepaM 3aLMThbl U KOHTPOMb MX BbINOSIHEHWUSA, NPEAOCTaBNEHUE NONHOMOYNI/0800pEHUi OpraHu-
3aUusM, y4acTBYIOLMM B NPOBEAEHUM pabor.

4.19 3KCNepTHON opraHusauumen ABNSETCS YNONHOMOYEHHAA KOHTPOSbHO-HAaA30PHLIM OpPraHoMm npo-
dunbHas no Bonpocam 3awmTbl MHGOPMaL KM U 06LEKTOB OpraHM3auns BegomMcTea, NMBo yNnorHOMOYEHHOE
nogpasfeneHne LUTaTHOrO opraHa B COCTaBe FONOBHOIO No BonpocaMm 6e30macHOCTH MHGopMaLum 1 obbek-
TOB BegomMmcTBa Po.

4.20 ®YHKUMAMU SKCNEPTHON OpraHusauuu ABRATCS:

- Hay4yHO-TEXHMYECKAs SKCMepTU3a pe3ynsTaToB NPeanpoeKTHbIX, NPOEKTHbIX paboT, yyactue B ucneiTa-
HuAx AC B 3aumLueHHOM oT MC 3MB UCnonHeHuu;

- cornacosaHue U yteepxxaenue MY, aKcnmyaTtauyuoHHBIX U OpraHu3auuoHHO-pacnopaauTEnbHLIX A0-
KyMeHTOB o 3awiute ot NC OMB;

- KOHTpONb peanusauuu TpeboBaHuit no obecrneyeHnto Heobxoanmoro ypoBHsi 3awutbl AC ot MNC 3MB;

- pa3paboTka HOPMAaTUBHbIX U METOAMYECKMX AOKYMEHTOB Mo Bonpocam obecnedenus sawmTel AC oT
Nnc 3MB.
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5 OpraHusauus u cogepxxaHue paboT No NOCTPOEHUD CUCTEMbI 3aLUTbI
OT NpeAHaMepPEeHHbIX CUSIOBbIX 3NIeKTPOMArHUTHbLIX BO3AENCTBUIA NPU CO30aHUU
aBTOMaTU3UPOBaHHbLIX CUCTEM B 3alLULLEHHOM UCMOMHEHUU

5.1 PaspaboTka KOHUenuuu 3awmTbl aBBTOMAaTU3SMPOBAHHbLIX CUCTEM OT NpeaHaMepPeHHbIX
CUSOBbIX 3J1eKTPOMArHUTHbIX BO3OENCTBUN

5.1.1 Uenbto paspabotku koHuenuuu 3awmtel AC ot NC SMB sBnsetca onpeaeneHme OCHOBHbLIX Ha-
npaeneHuin paboT no 3awuTe u NyTen ux peanusayum, otecnevymsaloLmMx BbINONHEHWe TpeboBaHui No 3aLm-
Te AC ot NC 3SMB B pearbHbIX YCNOBUAX €€ NPUMEHEHUS.

KoHuenTyanbHble NPOEKTHbIE pelleHus no 3awute AC B Buae cuctembl 3awmtbl ot MNC SMB aomkHbI
paspabaTbiBaTbCs C LIENLIO BbIPAOOTKM COrNAacoBaHHOM TOUYKU 3PEHUSI MEXY 3aKa34MKOM W OpraHn3aLmsiMm —
ucnonHuTensamu pabor.

KoHuenuus 3awmTbl AC ot NC 3MB mMoxeT paspabarbiBaTbCsl B BUAE OTASNbHOIO pasgena KoHUEenuuu
AC (koHuenuuu 3awuTbl uHopmauum B AC), HA OCHOBaHUM KOTOPOro paspabarbiBaerca T3 Ha co3gaHue
AC3U (MT3 Ha cospanue C31 n AC).

5.1.2 O6¢cneaoBaHue aBTOMaTM3MPOBAHHbIX CUCTEM B COCTaBe 06bLEKTOB uHdopmaTusauum

5.1.2.1 O6cnepoBaHue AC B coctaBe OU JOMKHO OCYLLECTBNATLCA C LENbIO nonyyYeHus/coopa nexoa-
HbIX JaHHbIX AN BbINOMHEHUA paboT NO NOCTPOEHUI0 cuctemMbl 3awuTel AC ot NMC OMB. PaGoTbl J0OmKHbI
NPOBOAUTLCS MO YTBEPXKAEHHbIM METOAMKAM U NPOrpaMmam.

5.1.2.2 B nporpamme o6cneaoBaHus AOSMKHbI ObITb NPegyCMOTPEHbI:

a) usyyeHue gokymeHtauun Ha AC n O (NPOEKTHON, IKCMNyaTaLMOHHOW, OpraHu3auuoHHO-pacnopsaun-
TENbHON, YYETHOW U T.N.);

©0) BU3yanbHbIA OCMOTP C LIEMNbIO:

- YTOYHEHNA AaHHbIX, MONMYyYE€HHbIX U3 AOKYMEHTALUUu U c6opa HGOﬁXO,EWIMbIX AONONHUTESNbHbIX AAHHbIX;]

- MPOBEPKMN BbIMOMHEHUS BEAOMCTBEHHbIX TPEOOBAHUI M PEKOMEHAALMI U BbIABAEHUA (PAKTOPOB yA3-
BumocTtu AC k NC 3MB;

B) TECTUPOBAHME C NOMOLLLIO cneumanbHbiX TC ¢ Lenblo:

- onpegeneHuns/yTo4HEeHUS aNeKTPOMU3UYECKUX XapaKTEPUCTUK KOHCTPYKTUBHLIX anemeHToB OU (npu-
MeHsaoTCA uMmuTaTopbl SMB 1 cpeacrea ux usmepeHus n 06pabotkn);

- YTOYHEHU1 PAaCMONOXEHUSA TPaCC INEKTPONUTAHUA WU NIMHWUIA CBA3W (NPUMEHSIOTCA WMHAWUKATOPHbIE
YCTPOWCTBA);

- YTOYHEHUs NMPOCTPAHCTBEHHbIX XapakTepuctuk OU u ero anemeHTos;

- pa3paboTku KapTbl pacnpeaeneHns aNeKTPOMarHMTHbIX nonen nomeLueHus (nomewleHuii) OU;

r) ONpoOC 1 aHKETUPOBaHWE CNeLnanMcToB € Uenbto noctpoeHna MH (NpuMeHSAIoTCA METOAbI SKCNEPTHBIX
OLIEHOK).

5.1.2.3 Pesynbratbl 06cnegoBaHus O fomkHbl 0hOPMIAATLCA OTAENbHLIM NPOTOKOMOM.

Cocras uHdpopmaumnu, onpeaensiemon npu o6eneaosanum AC B coctase OW, npuBeaeH B NPUNOXEHUM B.

5.1.2.4 Mo pesynbtatam obcnegoBaHMsA COCTABNAETCA ONMUcCaTenbHas XapakTepucTUKa, BKOYaoWas
cneayoLwmnin 0606LLEeHHbIN NepeYeHb AaHHbIX:

- 0 NpeanpuaTUN/ydpexxgeHun, B coctaBe Kotoporo akcnnyarupyerca AC3U, sknovatowpme obume gax-
Hble (HaMMEHOBaHWe, PacnornoXeHue, TOMONOrMA U UHAPPACTPYKTYPa, PeXUMbl PYHKLIMOHUPOBAHUS, Nepco-
Han), AaHHble 0 cuctemax 6e30MacHOCTM OT NMPUPOLHbIX TEXHOTEHHbIX MU @HTPOMOrEHHbIX YIpo3, AaHHbIE O
cuctemax obecneveHus (anekTponuTaHue, 3aseMneHne, CTPYKTypupoBaHHas kabensHas ceTb);

- no OW, ekntovaowme obwye aaHHble (MeCTO PacnonoXeHUA W rpaHuLbl, HAMMEHOBaHWe U NpeaHa-
3HaYeHue, pexuMbl OYHKLMOHUPOBAHKUSA, NEPCOHAN), AaHHbIE O MPUMEHAEMbIX HA HEM Mepax u CpeacTeax
6e30nacHOCTU, AaHHbLIE O CUCTEMAX U CpeacTBax o6ecneyeHus;

- 0 TC u cermeHTax MHOPMALIMOHHBLIX CUCTEM, (PyHKUMOHMPYOWMUX B coctaBe OU (coctas u obwas
XapakTepucTuka, aHHble 0 ceTeBoM obopyaoBaHuum, TUN obuwero u cneuyuansHoro MO, xapaktepucTuka pe-
LaeMbIx 3agav);

- MHpopMauma ANns noctpoeHns MH (Tunbl U COCTaB HapyLUMTENEN, UX OCHAaLLUeHue, npodeccnoHanb-
HbIl YPOBEHb, LIENU, cnocobbl AECTBUI).

5.1.3 MNocTpoeHne mogenu yrpo3 6e3onacHOCTU aBTOMaTU3MPOBAHHON CUCTEMbI C Y4eTOM BO3-
MOXHbIX NpeAHaMepPeHHbIX CUNOBbIX 3NIEKTPOMarHMTHbIX BO3OEUCTBUIA

5.1.3.1 KoHe4Hol uenbio paspabotku MY aBnsetcs nony4YeHue faHHbIX, He0OX0aMMBbIX ANs BbIpaGOoTKM
MPOEKTHbIX PELUEHNi N0 NOCTPOEHMIO aaeKBaTHON CUCTEMbI 3aLmnTbl MHopmauum B AC ot NC SMB.



rOCT P 56103—2014

5.1.3.2 Paspabotka MY aomkHa BKno4vaTh:

- onpeaeneHue yrpos 6esonacHocTu nHdopmaumm B AC 1 OLIeHKY NOCNeACTBUI UX peanu3auuu;

- paspabotky MH;

- onpeaeneHue yassumocten AC B coctase OW, cooTeeTcTyiowmx yrposam NC SMB.

5.1.3.3 Nepeuenb yrpo3 6esonacHocTu uHopmauun B AC gomxeH popMUMpoBaThbCs C y4ETOM BO3MOXK-
HbIX BapuaHToB npoBeaeHus AVIB 1 ux NoCNeacTBUI, PasNUUalOLLUXCA XapakTepoM U pasmepamu yuiepba.
BenuuuHa oxupaemoro yuwepba ABNSeTCA nokasaTenem Ans NpPOBeAeHUs paHXupoBaHusa yrpo3. basosas
NpOEeKTHasa yrpo3a COOTBETCTBYET Haubonee onacHOMY BapuaHTy MPOSIBMEHWUS Yrpo3bl, COOTBETCTBYIOLLEMY
HanbonbLUen BENUYMHE HAHOCMMOTO yLiepba.

5.1.3.4 Noa MH cneayeT noHumaTb 0000LLEHHYIO XapakTepUCTUKy ncnonHutens yrpossl NC 3MB npu-
MEHUTENbHO K KOHKpeTHON AC. KoHeuHow uenbio coctasnenus MH aBnsetca onpegeneHue Hambonee Bepo-
ATHbIX TUNOB TC SMB 1 0Xxmaaembix MECT UX NPUMEHEHUS (MOAKIMIOYEHUST), NPUBOAALLMX K peanu3aumm yrpos
B OTHOLLEHUU KOHKpeTHOW AC. B MH aHanusupyertcs peanbHOCTb peanui3aunn KOHKPETHBbIX Yrpo3 C YY4ETOM
BO3MOXHOCTEN HapyLumuTena u cneundukm OU.

5.1.3.5 B cocraB Ka4yeCTBEHHbIX U KONMWYECTBEHHbIX xapakrepuctuk MH BxoaATr: Tun HapyLumtens
(BHELUHWIA, BHYTPEHHUIA, KOMOMHUPOBAHHbIN), YACTIEHHBLIN COCTaB, MOTMBaLMA, Uen SMB, BOOpyXeHue u oc-
HalleHune, kBanudukauusa u HaBblKU, BO3MOXHOCTU NpuobpeTteHua/marotoeneHus TC 3MB 1 ux napamerpbl,
creneHb nHpopmmuposaHHocT 0 AC, OV n ero anekTpoHHON MH(PPACTPYKType, TakTuka coepLuieHuss SMB,
nonHoMo4us goctyna u gencrsuin Ha OWU.

5.1.3.6 Paspa6oTtka MH gomkHa npou3BoanUTbLCA cneuuann3upoBaHHOW OpraHm3aumen ¢ NpuBneYeHnem
B KQYeCTBE 9KCNEepTOB NPeACTaBUTENEN OpraHu3aummn-3akasyimka.

5.1.3.7 Yassumoctu AC k NC OMB xapakTepusytoTcsl COBOKYNHOCTbIO YCNOBUI, CNOCOBCTBYIOLLMX pe-
anusauum gaHHon yrpo3bl Ha O,

K chakTopam ysa3BUMOCTU OTHOCSTCS:

- HU3KUI (HeJOCTaTouHbIN) ypoBeHb ycTonuneoctu AC k NC OMB;

- OTCYTCTBME/HEA0CTaTOMHOCTL OPraHn3aLuoOHHO-TEXHMYECKMX mep no 3awmrte AC ot NC OMB, npea-
ycmaTpuBaeMbix TPeOOBaHUSIMU HOPMATUBHbLIX AOKYMEHTOB;

- OTCYTCTBME/HEAOCTATOYHOCTb U HU3KMI YPOBEHL ONEPATUBHOCTYU NOSlyYeHUs MHopMauum 06 yrpose;

- HEAOCTAaTOMHOCTb 3aLUMTHBIX CBOWCTB KOHCTPYKTUBHbLIX anemeHToB O no cHuxeHuio yposHen MC
OMB;

- HEenomnHoTa u HeapPeKTUBHOCTb OpraHn3aLUMOHHbIX Mep 3awmTbl oT MNC SMB;

- HU3KMI YPOBEHb rOTOBHOCTM U KBanudukauun nepcoHana OU k otpaxeHuio yrpos NC 3MB;

- HECOBEPLUEHCTBO OXPaHHO-PEXUMHBIX MEPOMPUATUI Ha OW, No3BONAIOLLMX OCYyLeCTBNATL Gecnpe-
NATCTBEHHYIO OCTaBKY UCTOYHUKOB NMC OMB B MecTa ux ahpeKTUBHOIO NPUMEHEHUA.

5.1.3.8 BbisiBNeHue yaA3BUMOCTEN AOMKHO NPOM3BOANUTLCS NPUMEHUTENBLHO KO BCeM Tunam TC, cnoco6-
HbIM peanu3oBaTh yrpody kaxgoro suga NC 3MB ¢ kaxgoro BO3MOXHOro HanpasneHna SMB. MpusHakom
yaseumoctu AC K KOHKpeTHoMy Buay MNC OMB, peanusyemomy KOHKPETHbIM TC uU3 3aaaHHON TOYKM Npu-
MEHEHUS, ABNAETCA NPEeBbILUEHUE YPOBHS CUNOBOrO BO34EMCTBUSA, MPUXOAALLEr0 Ha COOTBETCTBYIOLLMIA NOPT
atakyemoin AC Hag cywecteyowmMm B AC ypoBHEM ee yCcTonumBocTu kK SMB B Te4EeHWEe NPOMEXYTKa BPEMEHM
CYLLIECTBEHHO BaXXHOro Ans agaHHon AC.

dopma ceogHom Tabnuubl yrpos NMNC SMB npuseaeHa B npunoxeHuu B.

5.1.4 ®opmupoBaHue TpeOGOBaHUI NO 3alUTe aBTOMAaTU3MPOBAHHbLIX CUCTEM OT NpeAHaMepeH-
HbIX CUJTOBbIX 3JIEKTPOMarHUTHbIX BO3AENCTBUN

5.1.4.1 TpeboBaHus no 3awmte AC ot NC 3MB 3apatorcsa B coctaBe 00wmx TpeboBaHuii, npeabssns-
embIX K AC3WU, 1 BKNO4aloT:

- TpeboBaHue K ypoBHIo 3awpmeHHoctTn AC ot MNC SMB;

- TpeboBaHuA K COCTaBy M XapakTepucTukaMm meponpuatuin no 3awmte AC.

5.1.4.2 TpeboBaHus kK COCTaBY U XapakTepUCTUKaM MeponpusaTuii no 3awwmrte AC AOMXKHbI ONpeaensaTbea
B COOTBETCTBUM C TUMOBLIMU TPEBOBaHUAMK U pekoMeHaauuamu no 3awmte AC ot NMC SMB u BkntoyaTs:

- Tpeboeanua no ycronunsoct AC3UM k NC 3MB cornacHo MOCT P 52863;

- TpeboBaHus K 3aLMTHLIM CBONCTBaM cuctem obecneveHns AC3U n nomelueHus OU;

- TpeboBaHusA kK cocTaBy hyHKLMIA 1 06eCneYnBaoLLMM UX XapakTepucTMKam no peLleHunto 3agay obHa-
py>xeHus u 3awuTbl ot NC 3MB, peanusyembix TC;

- TpeBGoBaHusa Kk cocTtaBy pyHKUMUIA U 06ecnevmBalolLMM UX XapakTepucTukam, npeabsisnsiemsie Kk TC,
pewatoLmm 3agaqm o6HapyxeHus NC SMB 1 3aLuTel OT HUX.
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5.1.4.3 CoctaB U xapakTepuCTuku meponpusatuii no 3awmrte AC aomkHbl oBecnevmsatb TpebyeMbin
ypoBeHb 3awmeHHocTn AC ot NC SMB, peanu3yemMbixX KaxabiM U3 BO3MOXHbIX CNOCOO0B € KaXaoro U3 Bo3-
MOXHbIX YrpOXaeMbIX HarnpasneHuin cornacHo MY.

5.1.4.4 Tpe6GoBaHus no 3awmte AC ot NC SMB gomkHbl ObITb BKNOYeHbl B T3 (UT3) Ha co3gaHue cu-
CTeMbl 3aWwuTbl MHAOPMAaLWKN OTAENbHBIM Pa3aenom.

Mpu uenesoi paspabotke AC3U TpeboBanue no ycroiumsoctu k NC 3MB cornacHo FTOCT P 52863 3a-
naercs B T3 Ha cospaHne AC, paspabaTtbiBaembix B cooTBeTcTBUM ¢ FOCT 34.602.

5.1.5 ®PopMupoBaHUue NPOEKTHbIX PEeLIeHUii NO 3almuTe aBTOMAaTU3MPOBAHHbIX CUCTEM OT NpeaHa-
MepEeHHbIX CMIOBbIX NEKTPOMarHUTHbIX BO3AENCTBUN

5.1.5.1 MNpoeKTHble peLueHnsi CUCTEMbI 3aLLUMTbl (DOPMUPYIOTCA B XOAE BbINONIHEHUA TEXHUYECKOTO NPOeKTa
Ha AC3W cornacHo MOCT P 51583 B BuAe anbrepHaTMBHbIX BAPUAHTOB NOCTPOEHUSA cucTeMbl 3awwmTel AC OT
MC 3MB B coctaBe OW, OCHOBaHHbIX HA €4MHbIX NPUHLMNAX 3aLLUThl C y4eTOM paspaboTtaHHon MY u pasnuyaio-
LLMXCS1 NEPEYHAMU MEPONPUATUIA MO 3aLLUTE Y YPOBHAMM UX AeTanu3auun. B npoekTHbIX peLLeHnax 00beAnHAIT-
CA YacCTHble (i)yHKLI,I/IOHaﬂbeIe CBOICTBA 3aLlUuThl, peanuadyemble OTAENbHbIMU MEPONPUATUAMN NO 3aLUUTE.

5.1.5.2 dopMuUpoBaHME MPOEKTHBIX PELLUEeHUIn cUcTeMbI 3anTbl nHdopmMauuu B AC ot NC SMB aomkHo
NPOW3BOAUTLCS COMMACHO CreAyOLMM OCHOBOMONAraoLWyMmM NPUHLMNAM:

- 30HanLHOCTU, NpegycMaTpuBatoLlernt 06pasoBaHNe HECKONbKMX BMOXEHHBIX KOHTYPOB, CO3Aa0LLUX
«3LUENIOHNPOBAaHHYIO» 3awuty AC;

- paBHONPOYHOCTHU, NpegycMaTpuBaroLLein obecnedeHne Tpebyemoro ypoBHs 3awmiwieHHocTn AC ans
BCEX BAPUAHTOB peanu3aunm oxxmagaembixX yrpo3 co BCeX BOIMOXXHbIX Hal'lpaBJ'IeHl/IVI;

- HAOEeXXHOCTU U XMBYYECTU, npegnonaralolmx BbinoiHEHWE 3a4a4 3alWUThbl AC B LUTATHbIX 1 Ype3Bbl-
YanHbIX CUTYaUMAX NYTEM MPUMEHEHUS COOTBETCTBYIOLLIMX TEXHUYECKUX PELLEHWUIA U OPraHN3aLUOHHbIX MEp;

- aganTUBHOCTU, Npeanonaratowen BO3MOXHOCTb MEPECTPOEHMsA (HapaluBaHUs) CUCTEMBI 3aLUUTbl
npu nameHeHuax MY, koHdurypaumum u nHgpacTpyktypel OW, TepputopuansHoro pasmeLleHna AC3U;

- aAeKBaTHOCTU, NpefyCMaTPUBALOLLEN OPUEHTUPOBAHHOCTE MPOEKTHBLIX PELLEHNI CUCTEMDI 3aLUUThI HA
npuHAaTyto MY,

- KOHTPONSA 3alUMLLEHHOCTU, NPEAYCMaTPMBAIOLLETO BO3MOXHOCTbL KOHTpONsS paboTocnocobHOCTU 3a-
LLUNTHBIX KOMMOHEHT U BCEWN CUCTEMBI 3alunTbl ACB Lenom, a Takke nepuoguyeckoe u uenesoe nposeaeHue
O3 cucrembl 3awutbl AC3W Ana noaTBEPXKAEHMS €€ 4OCTAaTOMHOCTH.

5.1.5.3 MpoekTHble pelleHns cucremMsbl 3awmTtbl AC3U ot NMC SMB B coctase OU aomkHbl paspabarbl-
BaTbCA B HaNpaBneHUsAX:

- obecneveHus Tpebyemoro ypoBHs ycroiumBoctu AC k NC 3MB;

- (byHKUMOHANBLHOTO PaCLUMPEHUS LUTATHbIX cucTeM 6Ee30NacHOCTU OpraHu3auuu, HanNpaBfEHHOTO Ha
npepoTBpaLyeHune aoctasku TC MNC SMB B MecTa NpUMEHEHUS U YTEYKM MHPopmaumm 06 yassumoctax OU u
aKkcnnyaTupyembix B ero cocrase AC;

- obopyaosaHua OU anemeHTamm, NOBbILLAOWUMY 3amiieHHocTs OU k NC SMB;

- LueneHanpaeneHHOro ucnonb3oBanust TC o6HapyxeHus u 3awmTbl o1 NC SMB;

- npeaynpexaeHus, BoiSBneHus, npecevexuns yrpos NC 3MB, nx nokanusauuum u nukeuaaummn nocnea-
CTBMIA NOCPEACTBOM OPraHU3aLMOHHBIX MEP.

5.1.5.4 T1poEKTHbIE peLUeHUsi CUCTEMbI 3aLUMTbl HE AOIDKHbI OrpaHn4uBaTb npumeHeHme AC3M no Ha-
3HAYEHMIO.

5.1.5.5 Mo kaxxgomy NPOEKTHOMY PELLEHMIO 3aLMTbl AOFDKHA NPoBoANTLCA O3 C Lenbio NOATBEPXASHUA
TpeOoBaHuii 3aLULLEHHOCTU OT YIpo3.

5.1.5.6 BbiOOp NPOEKTHOrO peLeHMsl, MPUHUMAEMOTO 3a OCHOBY CO3AaHusi cuctembl 3awmTbl AC ot MNC
3MB, 13 cocrasa ansTepHaTUBHLIX BAPMAHTOB, IOIDKEH OCYLLECTBNATLCA C YYETOM UX CTOMMOCTHBIX OLIEHOK.

5.1.5.7 Bbibop TunoB TC oGHapyxeHust u 3awmTtbl oT MC 3MB 1 nopaaok ux pasmelueHun OOSHKeH
YAOBIETBOPATHL NPEALABNAEMbIM K HAM (DYHKLIMOHaNbHbLIM TpeboBaHMAM U 06ecneYnBaTb BOZMOXHOCTb Npu-
MEHEHUS1 B 0ObEKTOBbIX ycnosusax B COOTBETCTBUU C TEXHUYECKUMU YCNOBUAMWU HA usgenua.

5.1.5.8 TC obHapyxeHnus v 3aumTbl oT [1C 3MB, ucnonb3yemble B NPOEKTHbIX PELLEHUAX CUCTEMBI 3a-
wuTbl AC, AOMKHbI COOTBETCTBOBATL TPEOOBaHUSIM CTAHAAPTOB U UMETb COOTBETCTBYIOLUE CepTUdUKATDLI
CooTBeTCTBUA TpeboBaHUaM No obecneyeHmnio 6ezonacHoCTU MHOPMALUK.

5.1.5.9 OpraHusaumoHHbie Mepbl 3awmTbl AC oT NC SMB aomkHbl B HanbonbLuel CTeneHn cornaco-
BbIBaTbCA C OOLUMMU PEXUMHO-OXPAHHLIMKU MepamMu 3awmTel O 1 mepamu 3awmTel uHcopmauun 8 AC ot
yteuek no NMSMUH. OpraHusauuoHHble Mepbl pa3pabaTbiBaloTCcs B AONOMHEHWE K (PyHKUMAM, OCyLecTBnse-
MbiM TC o6HapyxeHus MNC 3MB u TC 3awmtbl o1 [1C 3MB. OHM A0mKHbI NPeayCMaTpPMBaTh BO3MOXXHOCTb UX
KOMMNEeHCUpOoBaHusA npu Bbixoge TC u3 crpos.
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5.1.6 OueHka 3¢)(heKTMBHOCTH 3aWUTbl aBTOMAaTU3UPOBAHHbIX CUCTEM OT NpeAHaMepPeHHbIX CH-
NOBbIX 3MIEKTPOMArHUTHbIX BO3OEeNCTBUMA

5.1.6.1 O3 cucrembl 3awmthl AC3U ot NMC SMB nosBonsieT onpeaennTb CNOCOBHOCTb NPUMEHSAEMbIX Ha
OW TC v opraHU3aLMOHHbIX MEP NPOTUBOCTOSITL KOHKPETHOI Yrpo3e, peanu3yemon CornacHo pa3paboTaHHOM
Ans Hero moaenu yrpo3. Lenbio O3 aensercs nposepka hyHKLMOHANBHON AOCTATOMHOCTU U aAE€KBATHOCTU
CUCTEMbI 3aLLUTbI OT OXKUAAEMON Yrpo3bl, OCTUFAEMOI KOHKPETHLIM BAPUAHTOM €€ NOCTPOEHUS.

5.1.6.2 O3 cucrembl 3awmtbl AC3U ot NC SMB gomkHa npoBOAUTLCA NPU:

- CPaBHUTENbLHOM aHaNU3€e anbTepPHATUBHLIX BAPUAHTOB MPOEKTHbIX PELUEHUA CUCTEM 3aLLUTbI;

- BBoge AC3W B gencreue;

- U3MEHEHUM YCNOBMIA akcnnyaraumm AC3W, coBepLUEeHCTBOBaHUM CPEACTB U CnocoboB anekTpomar-
HUTHOTO HanageHusa u apyrux cpakropax, Tpebyiowmx NPOBEPKM AOCTATOYHOCTU U aAE€KBATHOCTU 3aLUUTHbIX
cBoncTB AC3U;

- YTOUHEHUAX U u3meHeHunax MY u MH.

5.1.6.3 Opranusauua nposeaeHusa O3 3awmtbl AC oT NC OMB Bo3snaraeTcs Ha npeanpusaTUe/yupex-
AeHune-nonb3osatens AC3U. Pa6otel no O3 A0rmkHbI MPOBOAUTLCA CMELManM3upoBaHHOW opraHusauumeii ¢
NPUMEHEHUEM YTBEPXAEHHbIX METOAUK U MPOrpaMMm.

5.1.6.4 Pesynbratbl O3 oopMnsoTCs B BUAE OTYETA, COrNacyeMoro ¢ SKCNepTHON opraHusauuen.

5.2 Peanu3auua NPOeKTHbIX PeleHUi CUCTEMbI 3aLMUTbl aBTOMATU3MPOBAHHbIX CUCTEM
OT NpeaHaMe PeHHbIX CUJTOBbIX 3MeKTPOMarHUTHbIX BO3AEUCTBUMN

6.2.1 TexHuyeckoe 3afaHue Ha NPOEKTMpPOBaHUe

5.2.1.1 CooteTcTByiowme pasgenbl T3 (MT3) Ha npoekTupoBaHue CUCTEMBbI 3aLUMTbl MHOPMALUK B
AC ot NC 3MB pa3spabaTbiBaloTcs € Lienbio onpeaeneHus Tpebosanui k AC3U B yactu 3awmTsl ot [NC 3MB,
a TaKke onpeaeneHnsa coctasa U coaepkaHusi paboT u nopsaaka ux NPOBEeAEHU.

5.2.1.2 TpeboBanusa no sawmrte AC ot NC SMB gomxHbl Bknovarbes B T3 Ha cosgaHue AC3U otaens-
HbIM pasgenom unu B T3 (UT3) Ha cozgaHue cucrtembl 3awwmTbl uHcbopmauum B AC ot NC 3BM.

Mpu npoeeaeHMN gaHHbIX paboT Ha CTaAMAX CTPOMTENLCTBA, PEKOHCTPYKLUMN U TEXHUYECKOrO Nepeoc-
HawleHust OU 3agaHusl Ha 3Tu paboTbl B HaACTU 3aLUMThI NOMELLEHUI, KOMMYHUKauuin, TC obecneyeHus u T.n.
BKITIOHAIOTCS B COCTaB CMEXHbIX pasfaenos 0cHoBHOro T3 Ha OW.

5.2.1.3 T3 Ha cozgaHue AC3U (T3 (MT3) Ha coszgaHue C3U B AC) ¢ yueTom TpeboBaHmii no 3awymre ot
MC SMB a0mkHO COrnacoBbIBATLCA U YTBEPXKOATLCSI B COOTBETCTBUU C TpeboBaHusimm FTOCT 34.602.

5.2.1.4 T3 Ha cosganne AC3U (T3 (MT3) Ha cozgaHue C3U B AC) B YyacTtu 3amThbl o1 NC SMB aomkHO
coaepxatb:

- CCbIJIKY Ha8 HOPMaTUBHO-METOANYECKNE [ OKYMEHTbI, C Y4ETOM KOTOPbIX ByayT paspabartbiBaTbCs U pe-
anu3oBbLIBaTbCA MEPbI 3aLLUTDI;

- ucxogHole gaHHble no AC3U n OU (HasHadeHue n KoHdurypauma AC3U, ycTonumBocTb anemeHToB AC
n KOMMyHKUKauui kK NC SMB, pacnonoxxeHue oTHOCMTENbHO rpaHuy K3, nHdpactpykrypa, pexxmmbl (PyHKLMO-
HUpoBaHuA u nepcoHan ON);

- TpeboBaHus K ycronumsocTu anementos AC3U k NC SMB;

- TpeGoBaHUA MO 3alUMTE TEXHUYECKUX cucTem, obecneymBaromx yHkumonmposanme AC3U, ot MNC
OMB;

- NepeyeHb NPeabABNAEMON 3aKas3unky Hay4YHO-TEXHUYECKON NPOAYKLMU U JOKYMEHTaLUK;

- CPOKM BbINOMHEHWUA U UCMONHUTENEW paboT, NopsaAoK NPUeMku paboT No CO3AAHMI0 CUCTEMbI 3aLLUUTI
AC ot NC OMB.

5.2.2 BbInornHeHue NpoeKTHbIX pa6oT

5.2.2.1 Pa3paboTka NpOeKTHON AOKYMEHTaLUun Ha co3aaHue cuctembl 3awmtel AC ot NC 3MB, akcnny-
atupyemoin B coctase OU, aomkHa npon3BoAUTLCH B COCTaBe pa3paboTkM TEXHUYECKOro npoekta Ha AC3U
NGO OTAENbHO M OCYLLECTBIATLCA C y4eTOM TpeboBaHuii, yCTaHOBNEHHbIX B COOTBETCTBYHOLLEM HOpPMAaTUB-
HOM AOKymeHTe, npuHaToM MuHcTpoem Poccuu [1]. B npoekTHON AOKYMeHTauuu peanusyloTcs NpOeKkTHbIe
pelueHus, paspaboTaHHbIe Ha CTaaumu NpeanpoekTHLIX pabor.

5.2.2.2 MpoekTHan JokyMeHTauua Ha cuctemy sawmtbl AC ot NC SMB ohopMmnseTcs B COOTBETCTBUM
¢ MOCT 2.120 B BUAE OTAENLHOrO TOMa M COCTOUT U3 MOACHUTENBLHOMN 3anuCKKU U NPUMOXKEHWIA, BKIHOHAOLLMX
HeoOX0AMMBIE YepTeXn NNAaHMPOBOK, CXEMbl KOMMYHUKALMIA, cneumdukauuio 060pyaoBaHUs, CMETHYO A0-
KYMEHTaLMIO U Apyrue martepuansi.
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5.2.2.3 Mpu npoekTupoBaHmn cuctembl 3awmtbl AC oT NC 3MB gomkHO ucnonb3oBaTbcs 06opyaoBa-
HWe, COOTBETCTBYIOLLEE 3aAaHHbIM TpeboBaHusAM no ycroiunsoctu no FOCT P 52863 n umelowee CooTBeT-
CTBYIOLUME cepTUdmKaThbl.

5.2.2.4 Pasgen no 3awute nHopmaummn Texdmdeckoro npoekta AC B yactu 3awmtsl oT NC AMB noa-
MNEXUT 3KCNEPTU3e, HA KOTOPYIO NPeACTaBNAIOTCA:

- NOACHWUTENbHAsA 3anucka ¢ NPUNOKEHUAMU;

- MY;

- O3 3awuTbl uHhopmaymm B AC3U ot NC SMB.

Mpu akcnepTn3e npoekTa paccMaTpuBaoTCA:

- 060CHOBaHHOCTb BbiBpaHHOro MecTa pacnonoxenus O u pasmelleHust AC3U, a Takxke 060CHOBAH-
HOCTb MPOEKTHbIX PeLUeHUIn 3aLUUThI;

- AOCTaTOYHOCTb MPUHATLIX B NpoekTe mep no obecneveHnto 3awmtel ON ot MC SMB u ux ageksar-
HocTb MY;

- COOTBETCTBUE YPOBHSA MPUHATLIX OPraHM3aLMOHHO-TEXHUYECKUX MEP 3aLLMThl YPOBHIO COBPEMEHHbIX
JOCTVKEHUIN HAYKU U TEXHUKM;

- NPUMEHEHNE B NPOEKTE CEPTURIULMPOBAHHbIX TC 0BOHaAPYXXEHUS U 3aLUUTDI.

Mo pe3ynbratam aKCNepTU3bl AAHHOTO AOKYMEHTA NO 3alute MHOPMaLMK COCTaBISIETCA 3aKITIOUEHNe,
KOTOpOe yTBEPXKAAETCH npeaceaarenemM 3KkCnepTHOM KOMUCCUU U HanNpaBnsiIeTCs 3aKa3umnky.

5.2.3 BbinonHeHne paGoT N0 MOHTaXy, NYCKy MU Hanagke aBTOMaTU3UPOBAHHbLIX CUCTEM B 3auiU-
IEeHHOM OT NpeAHaMepPEeHHbIX CUITOBbIX NIEKTPOMArHUTHbIX BO3AeMCTBUIA NCMONMHEHUN

5.2.3.1 Mo pesynbratam NPOEKTHbIX pabOT OCYLLECTBAIOTCA:

- nocraeka ceptucduuympoBaHHbix TC AC, cooTBeTCTBYIOLWMX TpeboBaHuaM no ycronymsoctu k NC SMB
n npoweaLumx ucnoitaiusa no FOCT P 52863;

- nocraeka ceptuduunpoBaHHbix TC 00HapyxeHus u 3awmTbl oT NC 3MB, COOTBETCTBYIOLLMX 3a/aH-
HbIM TPebOBaHMAM U HOPMATUBHBIM JOKYMEHTaM;

- CTPOUTENBHO-MOHTAXHbIE paboThI.

5.2.3.2 CTpONTENbHO-MOHTaXHbIE PabOThbl BKIIOYAIOT:

- BbINOMHEHNWE paboT NO CTPOUTENLCTBY/PEKOHCTPYKLMM CNELUanu3upoOBaHHbIX 34aHWIN, NOMELLEHUN,
COOPY>XEHUI, NpeAHa3Ha4YeHHbIX AnA co3aannsa OU u pasmeLeHnsa B Hem AC3U;

- obopyaoBaHue OW 3alUTHBIMU KOHCTPYKTUBHBIMU SNIEMEHTaMM;

- COOpY>XeHUe/npoknaaky B 3alULLEHHOM WUCMONHEeHWU NUHWI CBA3WU, SNEKTPONUTaHUS, 3a3eMIeHus,
KaHanoB U KOMMYHUKALIMA CUCTEM BEHTUNALMM, KOHANLUOHUPOBAHUSA, NOXKAPHOW U OXPAHHOMW CUTHanM3auuu
uTn;

- MOHTaX), MOAKMNIOYEHUE N HACTPOMKY TEXHUUYECKUX U NPOorpaMmmHbIX cpeacte AC n C3U;

- NpoBeAEeHne NyCKOHaNaAovHbIX pabor.

5.2.3.3 ABTOPCKUI1 HAA30p 3a CTPOUTENbHO-MOHTaXHbIMU paboTaMu OCYLLIECTBASIETCA HA UX 3aBepLua-
IOLEM dTane B COOTBETCTBUM C TPEOOBAHMSIMM, YCTAHOBMEHHBIMU B COOTBETCTBYIOLLMX HOPMATUBHBIX JOKY-
MeHTax.

ABTOPCKMIA HAA30p AOMMKEH NPOBOAUTLCA pa3paboTunkom npoekta cucrtemsl 3awmTsl AC ot MC SMB.

5.2.3.4 MNyckoHanagou4Hble paboTbl BKIOYAIOT:

- aBTOHOMHyIO Hanagky AC3W, TC oGHapyxeHus u 3awmTtbl u ux MNo;

- komnnekcHyto Hanaaky AC3U, TC obHapyxeHus u 3awmThl B coctaBe OU;

- NpoBeAeHUe npeaBapuTenbHbIX ucnoitaHnii AC3U, TC oBHapyxeHust u 3awmTbl B coctase OU Ha
paboTocnoCoBHOCTb U cOOTBETCTBME T3 B COOTBETCTBUM C NPOrPaMMON U METOAUKOW NpeABapUTENbHbIX UC-
NbITAHUI, YCTPAHEHUE HEMCNPABHOCTEN U BHECEHNE U3MEHEHUI B MPOEKTHYIO M 3KCMITyaTaLUOHHYI0 AOKYMEH-
Tauuio B COOTBETCTBUU C MPOTOKOSIOM UCTbITAHWUIA.

5.2.3.5 MNpeaBapuTtenbHble UCAbITAHWA AOSMKHBI NPOBOANUTLCA B cooTBeTCcTBMM € FTOCT 34.603.

5.2.3.6 O4HOBPEMEHHO Ha 3Tane CTPOUTENbHO-MOHTAXHbIX U MYCKOHAaNaA04HbIX paboT AOMKHbI NPOU3-
BOAUTLCS:

- paspaboTka koMnnekTa gokymeHTauuu no akcnnyarayum AC3U B coctae OW u AeincTBUiA MO BbiSIBIE-
HUIO M pearnpoBaHuio Ha yrpo3bl NC 3MB, nokanuaayum n nukengauum nx nocrneacTBuin;

- paspabotka pasgena copMynspa (TEXHUYECKOro nacnopra) aBTOMaTU3MPOBAHHON CUCTEMBI B 3aLLU-
LLIeHHOM MCMOJIHEHUM B COCTaBe 00bEKTOB MHpopMmaTuzayuu no 3awute ot NC 3MB (cm. npunoxxexue N;

- noarotoBka nepcoHana OU u cnyx0Obl 6€30MacHOCTU NPeAnPUATUA K NpoBeaeHuio paboT no 3awmTe
AC ot NC SMB Ha stane akcnnyatauuu.

Mo pesynsTatam nyckoHanagouvHeix pabor AC3U nepeaaerca B OMNbITHYIO SKCMyaTauuio.
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5.3 BBoa B AeiicTBUE aBTOMAaTM3MPOBAHHbIX CUCTEM B 3aWMILEHHOM OT NpegHaMepeHHbIX
CUNOBbIX 3NIeKTPOMArHUTHbIX BO34eMCTBMIA UCNOSTHEHUU

5.3.1 Beog B geictene AC B 3awymuieHHom ot [NC SMB ucnonHeHmn ocyLLecTBNAETCA B COOTBETCTBUK
¢ MOCT P 51583 1 BkntoyaeT NpoBEeAEHNE OMbITHON 3KCMNIyataunuu, NPUEMOYHBIX UCMbITAHUIA U aTTECTaLMIO.

5.3.2 MpoBeaeHue ONbITHOW 3KCMslyaTaLuUM aBTOMAaTU3UPOBAHHbLIX CUCTEM B 3aWULIEHHOM OT
npeAHaMepeHHbIX CUIIOBbIX 3JIEKTPOMArHUTHbIX BO3OEMCTBUM MCMNONHEHUMU B COCTaBe OOBLEKTOB
uHdopMaTU3aLumn

5.3.2.1 Beog AC3W B OnbITHYIO 3KcnryaTauuMio NpoM3BoAUTCA HA OCHOBE akTa, COCTaBnAemMoro no pe-
3ynbTatam npeaBapuUTenbHbIX UCNbITAHUNA.

5.3.2.2 OnbiTHag akcnnyataunsa AC3U B coctase OU nposoautca B cootBeTcTBuM ¢ MOCT 34.603 u
BKIIOYaeT:

- ONbITHYIO 3kcnnyatauuio AC3U, TC oBHapyxeHus u 3awutbl oT [1C SMB B KOMMNekce ¢ Apyrumu
TEXHUYECKMMU U NPOrpaMMHLIMU CPEACTBAMU B LIENSAX NPOBEPKM ux paboTtocnocobHocTu B coctase OU u oT1-
paboTku npoueayp 3almTsl UHPOPMAaLUN OT YHUMTOXKEHUS, UCKaXKEHUS, DNOKUPOBAHUS;

- gononHuTenbHyo Hanaaky TC oGHapyeHus u 3awuTtsl ot NMC SMB u gopabotky mx NO;

- 0ChOpPMJIIEHME aKTa O 3aBEPLUEHUU OMbITHON SKCNIyaTauuu.

5.3.3 MpoBeaeHne NPUEMOYHbIX UCMbLITAHUA aBTOMAaTU3UPOBAHHbLIX CUCTEM B 3aLUIIEHHOM OT
npegHaMepeHHbIX CUNOBLIX 3MEKTPOMAarHUTHbIX BO3AEUCTBUI MCMONMHEHUMM B COCTaBe OOLEKTOB
UHdopmMaTU3aLumn

5.3.3.1 MpuemoyHble ucnbiTaHua AC B 3awmuieHHom ot NC OMB ncnonHeHnn AOMKHbI NPOBOAUTLCA NO
pesyneraram OnbITHON 3KCryaTauuu.

5.3.3.2 MNpuemoyHble ucnbiTaHus nposoasaTca B cootseTcTeuu ¢ FOCT 34.603 u BKMOYaloT:

- UCMbITAHWA HA COOTBETCTBUE T3 COMMAcHO NporpaMMe U METOAUKE UCTILITAHUN;

- aHanua pe3ynerartoB ucnbiTaHui TC obHapyxeHus u 3awmTsl ot [C 3MB u ycTpaHeHue BbISIBNEHHbIX
HEeAO0CTaTKOB;

- ochbopmMneHue akta npuemku AC3M B NOCTOSIHHYIO JKCMyaTauuio.

5.3.3.3 INo pesynbratam npeasaputenbHblix ucnoiraHuii AC3U npeacrasnserca ans arrecrauumm no Tpe-
6oBaHuam 6ezonacHocTu uHdopmadum ot yrpos NMNC SMB.

5.3.4 ATTecTtaumsa aBTOMaTU3UPOBAHHbIX CUCTEM B 3aUUWEHHOM OT NpeAHaMepPeHHbIX CUMOBbIX
3MEeKTPOMarHMTHbIX BO3AEeMNCTBUI UCNOSNTHEHUM B COCTaBe 06BbeKTOB uHdopmaTusauum

5.3.4.1 Attectaunst AC3U B coctaBe OU npoBoauTcs B COOTBETCTBUU C TpeBGOBAHUAMMU COOTBETCTBYIO-
LLIero pykoBoAsILLEro AOKYMEHTa, yTBepkaeHHoro focrexkommuccnen Poccun [2].

5.3.4.2 Mpwn npoeeaexum atrectauum AC3U Ha npeamer cOOTBETCTBUA TPeBGOBAHMAM MO 3aLUUTE UH-
dopmaLum OT yrpo3 YHUUTOXKEHUS, UCKAXKEHUS], BIOKMPOBAHUA OLIEHNBAETCA:

- ycronumBoctb AC3UM no MOCT P 52863 k NMC 3MB, peanu3dyemMbim cornacHo MY;

- 9hpeKTUBHOCTb 3aLMTHBIX pyHKUuI OU k yrpose NC SMB;

- HanuW4Me JKCMIyaTauMoHHON, OPraHU3aLMOHHO-PaCNOPAANUTENBHON N YYETHON JOKYMEHTAaLmMK no 3a-
wute AC3W ot MNC SMB;

- CNOCOGHOCTb M FOTOBHOCTL NEpCcoHana K gencrausam no sawmte AC3U ot NC SMB.

5.3.4.3 lNo pesynbTaraM artTecTauMOHHbIX UCMbITAHUI COCTABAAOTCA NPOTOKOSIbI, HA OCHOBAHUM KOTO-
pbiX hOpPMUPYETCS 3aKMNOYEHUE C KPaTKOW OLIEHKOW COOTBETCTBUS 0ObekTa TpeboBaHmsaAM no 6e3onacHoOCTU
MHopMaLuK 1 BbIBOAOM O BO3MOXHOCTU BblAauu «ATTecrara coorTeeTcreusa». Beog AC3U B akcnnyarauuio
OCYLLECTBMAETCA TOMbKO NPU HanNM4uMmn «ATTecrata COOTBETCTBUAY.

6 OpraHusauus u cogepxaHue paboT no 3auure aBTOMaTu3MPOBaHHbIX CUCTEM
OT NpeAHaMepPEHHbIX CUSIOBbIX 3NIeKTPOMarHUTHbIX BO3AEUCTBUIA NPU UX
akcnnyarauum

6.1 O6LWMe NOMOXEeHUNA NO OPraHu3aumMm U cogepXxaHuio paéor no 3awure aBTOMaTU3nNpo-
BaHHbIX CUCTEM OT NPeAHaMepPeHHbIX CUIIOBbIX 3SIEKTPOMarHUTHbIX BO3AENCTBUIA NPU MX
akcnnyarauum

3kennyatauus AC B sawmuieHHom ot MC 3MB ucnonHeHuu OCyLUeCTBASIeTCA B COOTBETCTBUU C
MOCT 51583 u BknO4aeT:

- UCMONb30BaHWE MO HA3HAYEHUIO TEXHUYECKNX cpeacTB obHapyxeHus u 3awutsl ot NC SMB;
10
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- OopraHu3auuoHHO-TexHU4Yeckue meponpusaTusa Ha OU no 3awurte AC ot NC SMB;
- TEXHNYECKYIO IKCNIyaTauuio cpeacts obHapyxeHua u 3awmTbl ot NC SMB;
- KOHTpOnb 3awmiueHHocTn AC ot NC SMB.

6.2 icnonb30oBaHMe NO Ha3HAYEHUI0 TEXHUYECKUX CPeACTB OOHapyXeHUA U 3aWunTbl OT NpeaHa-
MEPEHHbIX CUIOBLIX 3NIEKTPOMAarHUTHbIX BO3AEeHCTBUN

6.2.1 3ddekTnuBHOCTL Ucnonb3oBaHusa TC oOHapykeHua u 3awuTbl oT NMC OMB no Ha3HaAYEHUIO A0MK-
Ha JOoCTUraTbes:

- noaaepXaHueM ux B NOCTOSIHHOM FOTOBHOCTU U 6ecnepeborHbIM (DYHKLUMOHUPOBAHUEM B 3a[aHHbIX
pexxuMmax u BpeMEeHHbIX UHTEpBanax;

- BbICOKMM YPOBHEM NpodpeCcCUoHanbLHON NOAroTOBKU NepcoHana, HEYKOCHUTENbHbIM BbIMOSIHEHUEM UM
npasun akcnnyarayum TC obHapyXeHus 1 3auThbl, TpeboBaHuii pykoBOAALLMUX AOKYMEHTOB no 3awmTe AC ot
MC 3MB, perynsipHbIM NPOBEAEHMEM OPraHM3aLUOHHO-TEXHUHECKUX MEPONPUATUI NO 3aLUMTE;

- CUCTEMAaTUYECKMM KOHTpornem 3awmueHHoctn AC3U ot NC 3MB aomkHOCTHbIMM nuuamu OU u Be-
OOMCTBA.

6.2.2 Mpy aBapuitHOM OTKINIOYEHMK (NMpekpaLLeHun hyHKLMOHUpoBaHus) TC oOHApPYXXEHMS U 3aLuUTbI
AOIDKHBI NPUHUMATBLCA HE3aMEANUTENbHLIE MEPBI MO HEAONYLLEHUIO CHIDKEHUA IDMEKTUBHOCTH 3amThbl AC
ot NC SMB.

6.2.3 MpumeHeHne no HasHadvenuio TC obHapyxeHua MC SMB oCyLIeCTBNSETCS C LEnbio KOHTPONA
uHpopmaLmoHHol BesonacHocTn AC3U B pexume HenpepbIBHOTO HAOMIOAEHUA 3MEKTPUIECKON U 3NEeKTPo-
MarHuTHoNn o6cTaHoBku Ha OW cornacHo NOpsiaka ux pasMeLLeHUst 1 MHCTPYKLUMIA NO 3KCnyatauun u nony-
YEHUs NEPBUYHON U/UIU NONHOW UHAPOpMAaLMKM 06 yrpose B 3aBUCMMOCTU OT NpUMeHsieMbix TC 0BHapyXeHus.

6.2.4 Ncnons3osaHue no HasHavyeHnuo TC sawuTsl o1 MNC 3MB ocyLwecTBAETCA B COrnacosaHuu ¢ pe-
XUMaMmn pyHKUMoHupoBaHua AC3U n 4omkHO ObiTb HanpaBneHo Ha:

- CHWXeHue ypoBHei MNC SMB, 6nokuposaHue MNC 3BM;

- nepesog AC3W B 6e3onacHsblii pexxuM pyHKLUMOHMPOBaAHUSA NO UHpOPMALIMK OT CPEACTB 0OHapYXeHUA
Nnc 3MB.

6.2.5 Bce cobbiTus, cBsAsaHHble co cpabartbiBaHuem TC obHapyxeHua u 3awmTbl oT NC SMB aomiHbl
(bMKCUPOBATLCS B YHETHON AOKYMEHTALUU.

6.3 OpraHM3aLMOHHO-TEXHUYECKNE MEPONPUATUA HA 00 beKTe MHopMaTn3aumMmu no sauure
aBTOMaTU3UPOBAHHLIX CUCTEM OT NpegHaMePEHHbIX CUNOBLIX 3JIEKTPOMAarHUTHbIX BO3AEMCTBUIA

6.3.1 OpraHu3aunoHHo-TexHMYeckne meponpusaTust no 3awmte AC ot NC 3MB aomkHbl 6bITb Hanpas-
NeHbl Ha NpeaynpexaeHue, BbisiBNieHne Npu3Hakos cosepLueHus NC 3MB, onepaTuBHOE pearnposaHue, no-
Kanu3aumio v NUKBMAAaLMIO NOCNEACTBUI peanusauuu yrpos.

6.3.2 OpraHn3aunoHHO-TEXHUYECKNEe MeponpusaTua no sawmte AC ot NC 3MB npoBoaATCcA BO B3anmMo-
aevicteum nepcoHana O u cnyx@bl 6e30MacHOCTU NPeanpPUATUS.

6.3.3 Mpeaynpexaenue yrpo3 NC 3MB npegycmaTpuBaeT co3fiaHue yCrioBUM, 3aTPyaHSIOLUX/UCKIO-
YaLWKUX X NOATOTOBKY U COBEPLLEHME.

OpraHu3aLMoHHO-TeXHUYECcKkne Mepbl npeaynpexaeHns 3MB A0MmKHbI BKIHOYaTb:

- obecneyeHune KoHTpona goctyna Ha OWU;

- 3awmTty uHdopmauun 06 yassumoctax O n AC3U;

- OrpaHuyeHne 4oCTyna K KpUTUYECKN BaXkHbIM aneMeHTam OW (LUMTbI 9NeKTPOonNuTaHus, y3nbl Kpocco-
BbIX COEAMHEHUIA U T.N.);

- BbINOMHEHNE PEMOHTHbIX paboT Ha OU noa KOHTPONeEM cnyxObl 6e30NacHOCTU.

6.3.4 BoisiBneHue yrpos NC 3MB npeaycmatpuBaet 0GHapy>keHne npu3HaKoB NOArOTOBKM COBEPLUEHUSA
MNnc SMB.

OpraHn3aLuoHHO-TEXHUYECKME Mepbl BbiieneHus NMC SMB a05mkHbI BKMOYATb:

- MPOBEAEHNE aHann3a CxeM 3NeKTPOCHABKEHUSA, BHYTPEHHUX N BHELUHUX NMHMIA cBAsn OW, obopyao-
BaHUS PagUOCBA3MN, NIUHUI OXPAHHO-NOXAPHON CUTHaNW3aLun, MeTanfnoKOHCTPYKLMIA, a Takke UHXEHEePHbIX
cuctem OW ans BbISSBNEHMS BO3MOXHbIX NyTen peanu3auun MNMNC SMB;

- opraHusauuto Ha OW nepuoanyeckoro MHCTPYMEHTanbLHOro obcnefoBaHUA NIMHUIA BNEKTPOCHabKe-
HUS1, BHYTPEHHUX W BHELUHMX NMUHMIi cesAsun OW, o6opyaoBaHua pagmocBsiau, NIMHWIA OXPaHHO-MOXAaPHOW CUr-
Hanusaummn, MeTannoKOHCTPYKLMIA, a Takke UHxXeHepHbIX cuctem O Ans BbiABMEHUA nogknoveHus TC ans
Mc 3MB;
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- opraHusauuto Ha OW KpyrnmocyTo4HOro MOHWUTOPUHIA 3aLuMThl MHOPMAaLMKU OT Yrpo3 YHUYTOXEHMUS,
UCKaxeHus1, GrnoknposaHusa nocpeacresom NC SMB no ceTn 3nekTponuTaHusa, NMHUAM CBA3M, METANMOKOH-
CTPYKUMIA, achupy.

6.3.5 PearnpoBaHue Ha SMB npegycmaTpuBaeT NpUHATME Mep, HanpasneHHbIX Ha:

- BnokmpoBaHue/HeNTpanu3aumo MCTOMHUKOB CUIOBbIX BO3AENCTBUN,

- onepatuBHbIi neperoa AC3UM B Ge3onacHbli peXnM PyHKUMOHUPOBAHUA.

6.3.6 Nokanusauus u nuksmaauma nocnegcreuin NMNC 3MB npeaycmaTpuBaer NpUHATME Mep, Hanpas-
NEHHbIX Ha:

- BBOA B AelicTBUe pesepBHbIX anemeHTo AC3W;

- BOCCTaHOBNeHWe uHdopmauumn B anemeHtax AC3M, noaseprHyTtbix NMNC SMB 1 ux pabotocnoco6HOCTH
nocne MNC 3MB.

6.4 dkcnnyaTaums cpeacTe OGHAPYKEHUA U 3alUTbI OT NpeaHaMepPeHHbIX CUNOBbIX
3M1eKTPOMArHMTHbIX BO3OEWCTBUI

6.4.1 Skcnnyatauus cpeacts oOHapyeHus u 3awumTbl oT [1C OMB gomkHa BbiTb HanpaeneHa Ha o6e-
cneyeHne ux paboTocnocoGHOCTU M Ha NoafepXKaHWe NOCTOAHHON FOTOBHOCTU K NPUMEHEHUIO NO Ha3Hade-
HWIO.

6.4.2 Skcnnyatauma TC 0GHapyXEHUS W 3aLUMTbI BKIIOYAET:

- MOCTOSIHHbINA U NEePUOANYECKUA KOHTPOMb MCXOAHOTO COCTOSIHUA M dDYHKUMOHUpoBaHua TC nepcoHa-
nom OU;

- rapaHTUiiHOE W nocnerapaHTuitHoe (cepeucHoe) obecnyxmsanme TC opraHu3aumeir-noCTaBLUUKOM;

- TexHuyeckoe obenyxwveaHne TC npodunbHbiM nogpasaeneHmeM cnyxobl 6e3onacHoCcTu npeanpu-
ATUA,

- TEKYLLIMIA, CPEAHUIA U KanuTarnbHbIA peMOHT TC.

6.4.3 YyeTr MeponpusATuii MO 3KCnnyaTauum cpeacts oGHapyxeHus u 3awmTtbl ot NC 3MB aomkeH oT-
paxaTeca B hopmynspax Ha TC.

6.5 KOHTpOsb 3alMUILEHHOCTH aBTOMaTU3MPOBaHHbLIX CUCTEM OT NpeAHaMEPEHHbIX CUNOBBLIX
3reKTPOMarHUTHbIX BO3aeNCTBUMN

6.5.1 Kontponb sawwmweHHoct AC3U ot NC 3MB ocyLLecTBNNAeTcs € Uenbio OLeHKn COOTBETCTBUSA
MeponpuATKiA nNo 3awuTe TpebosaHusaM no 3awmte AC OT AaHHOW yrpo3bl.

6.5.2 KoHTponb 3awuiienHoct AC3U ocyLuecTBnsieTca nyTem npoBeeHUs Crneayiowmx MeponpuaTui:

- NpoBepkamu PYHKLMOHATbHbIX CBOWCTB TC 0BHaPYXEHUS 1 3aLLUTBI AOSHKHOCTHBIMU NULIAMU CRYXObI
6esonacHoctu OU;

- MMaHOBbLIX U HEMMAaHOBbIX NPOBEPOK MeponpuaTUi No 3awmte AC ot NC OMB B LLENOM KOMUCCUSIMM
Unu nMuamu, HasHayaeMbIMU KOHTPONbHO-HaA30PHbLIM OPraHOM BEAOMCTBA;

- ayauTOpPCKOW NPOBEPKM MHAOPMALIMOHHON 6€30MacHOCTM B OpraHn3aLmu.

6.5.3 [Ina npoBeAEHUsi KOHTPONSA 3aLUMLLEHHOCTM LOSMKHBI UCMOMb30BaTLCA CreunansHo paspaboTaH-
Hble Ha NoABeAOMCTBEHHOM YpOBHE MeTodbl U TC.
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MpunoxeHune A

(peKkomMeHayemoe)

Knaccudukaums npegHamepeHHbIX CUNOBbIX 3NIEKTPOMarHUTHbIX BO3AeNCTBUIA

Tabnuya A1 — Knaccudpukauyms npegHaMmepeHHbIX CUMOBbLIX 3NeKTPOMarHUTHLIX BO3AecTBNiA

MpeaHaMepeHHble BO3AeNCTBUSA

wmit cpakTop

n 6nuxHee OM none

eMblii AMeKTPUYECKUI
curxan

eMbIl aneKTpU4ecKui
curHan

MpeaHamepeHHble 3NeKTpuYeckue BO3AenCcTBUA
Buae! 3NeKTPOMarHUTHbLIMU NONSAMU pea P P A
MHAYKUMOHHBIMK
Cnocob6 CBo6oaHbIMK aneKTpomar- Mo cetam Mo NpoBOAHBLIM IUHUAM n
0 MeTasIIOKOHCTPYKLMAM
BO3JeiCTBUA sneKTpl_?o'\j'jaﬂr:;THb'MM HUTHBIMW MONAMU 3MeKTpoNUTaHWA cBA3N PYkY
BospeiicTByto- MHaykuuoHHoe OM none Many4eHHoe OM none CTOPOHHUIA UHXEKTUPY- CTOPOHHUIA MHXEKTUPY- CTOPOHHUIA UHXEKTUPYEMBIN

3NeKTPUYECKUi curHan
KOHZYKTUBHbIE ranbBaHuye-
CKne BO3AeMCTBUA 3a CYET
€MKOCTHBIX U UHAYKTUBHbLIX
cBa3en.
BropuuHoe 3SM none ot pac-
npegeneHHbIX Usnyyarenen

KaHanb!
NPOHNKHOBEHUA

MopThl Kopryca, NUHUA
CBS3W, BBOAA-BbIBOAA
CUrHanoB, anekTponuTa-
HUS, 3a3eMneHns

MopThl KOpnyca, NUHKUIA
CBSI31, BBOAa-BbIBOAA
CUrHaroB, aneKTpo-
nuTaHus, 3a3eMrneHus,
3NeMeHTbl KOHCTPYKLUK

MopTul anekTponuTaHus

[NopTul BBOAA-BLIBOAA
CUrHanoBs

MopThl KOpNYyca, NUHUK cBA-

31, BBOAa-BbIBOAA CUrHaNoB,

3MNEKTPONUTaHUS, 3a3emre-
Husi

YcnoBus
peanusauum
BO3OeNUCTBUA

- Yepes AnaneKTpudeckue
nperpaapl
(cTeHbl, ABEPU M T.A4.)

- U3-3a NepuMeTpa Tep-
putopuu OU,

- CHapyxu 3gaHusa OU;
- CHapyXu BbleneHHoro
nomeLleHuns;

- U3HYTPM BblJ€NIEHHOIO
nomeLLeHuns

- U3-3a NnepumMeTpa
Tepputopun OU;

- CHapyxu 3aaHusa OU;
- CHapy>u BblAEeNeHHOro
NMOMELLEeHUS;

- U3HYTPU BblAENEHHOro
noMeLeHmns

- U3-3a nepumMeTpa Tep-
puTopuu OU;

- CHapyxu 3aaHusa OU,
- CHapy>Xw Bbi€NneHHoro
nomelteHuns;

- U3HYTPW BbIJEMEHHOro
nomelLeHns

- U3-3a NepuMeTpa TeppuTo-
pun OU;
- CHapyxu 3aaHua OU;
- CHapyXu Bbl€NeHHOro no-
MeLLeHus

NMocnepcreus
nc amB

MomexoBoe uUckaxeHue uHgopmaumu 6es cboes pabotel AC3U
BoccTaHaBnuBaeMble (BpeMeHHbIe) c6omn B pabote AC3U
HeBoccTaHaBnueaeMble c6ou (Bbixoa U3 cTpos) AC3U

€0195 d 1001
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Mpunoxexue b
(pekomMeHayemoe)

CocTtas uH(opmauuu, onpeaenaemMoi npu o6¢cneaoBaHUM aBTOMaTU3MPOBAHHbLIX CUCTEM
B cocTaBe 06beKTOB uH(opMaTusauum

B.1 MNepedeHb CXOAHBIX faHHbIX NO NPEANPUATUIO/yHpexaAeHmto, Ha KoTopoM pacnonoxeH OU ¢ AC3.

B.1.1 KpaTkan xapakTepucTuka NpeanpUsATUA/yHpexaeHuns, Ha KoTopoM pacnonoxeH OU:

- BEJOMCTBEHHas! MPUHAANEXHOCTb;

- pacnonoxeHune v npefHasHavyeHue;

- TONONOrUa W rpaHuLibl;

- UHPaCTPyKTYpa,;

- NPOWU3BOACTBEHHbIA PEXUM,;

- COCTaB W XapaKTepuUcTUKa nepcoHana.

B.1.2 KpaTkasi xapaKTepucTiKa KOMMIEeKCHOW cucTeMbl 6e30MacHOCT NpeanpuaTua/yYpexaeHns, Ha KOTOpoM pac-
nonoxeH OU ¢ AC3M (cTpyKTypa 1 cocTaB).

B.1.2.1 NHxeHepHO-TEXHUYECKNe cpefcTBa oXpaHbl:

- cMcTeMa OXpaHHOW curHanusayum;

- CUCTeMa KOHTPOMA U ynpaBneHus 4oCTYnomM;

- cMcTeMa TeneBU3MOHHOro HabntoAeHUs;

- cucTema cbopa n o6paboTku MHpopMaLmy,

- CUCTeMa CBA3W 1 OMOBELLeHUS;

- cMCTeMa OXpaHHOro OCBELLEHUS;

- MHXEeHepHble cpeAcTBa 3aLluThl NepUMETPa U MyHKTOB NMPOnycKa;

- UHXeHepHble cpefCcTBa 3aLlWThl 34aHWi, COOPYXEHUA N NOMeLLEHWA.

B.1.2.2 XapaKkTepnCTUKKU oxXpaHbl:

- Hanu4ne oxpaHbl NepUMeTpa;

- Hanu4Me oxpaHbl 3gaHUn U COOPYXEHWIA;

- cnocobbl oxpaHsl;

- pa3melLleHune CUr oxpaHsl;

- BOOPYXeHWe W OCHallgHWe CUn oXpaHsl,

- HOpMaTMBLI pearnpoBaHnsa Ha TPEBOXHbIe CUrHanbI;

- NOCThI OXpPaHbl.

B.1.2.3 OpraHn3aunoHHble Mepbl OXpaHsbl:

- NOBCEHEBHbLIE Mepb;

- Mepbl NOBbLILLIEHHON rOTOBHOCTY;

- Mephbl Ype3BblHaiHbIX CUTYaLUiA.

B.1.2.4 Cuctema npotuBonoxapHoi 6esonacHocTy:

- cucTeMa NoXapHON curHanusaumu,

- cucTeMa NoXapoTyLUEHUS,

- cucTema fblMoyaaneHus.

B.1.2.5 Cuctemsl 3aLUUTLl UHOPMALIUUK:

- aKTWBHbIE CPEACTBa 3allUThl MHPOPMaLMK (LLYMOBbIE FreHepaTophl);

- NaccuBHbIe CPeAcTBa 3alinThl MHOPMaLMK (PUNETPLI, 3KpaHs! 1 T.4.);

- OpraHu3aLMoHHbIe Mepbl 3aLL1ThI.

B.1.3 XapaKkTepncTnKka cucTeMbl Sr1eKTPONUTaHuUS:

- UCTOMHUK U TWUM CETU SMEKTPONUTaHNS (KONUYECTBO a3 1 NPOBOA OB, YacTOTa U HanpsikeHue);

- Hanu4ue TpaHchopmaTopHoii noacTaHLun Ha OU n ee xapakTepuUCTUKY,

- Hanu4ne Ha OW rpo3o3alynThl 1 3alUTEl OT MHAYCTPUANbHBLIX MOMEX U NepeHanpsPKeHW, ee XxapakTepucTUKY;

- Hanu4ue gusenb-reHeparopa ANs o6ecnevyeHuns pe3epBHOro aneKTponUTaHus;

- CXeMa 3MeKTponuTaHus ogHonmuHeliHas OU ¢ TabnuyamMm Harpysok u kabenbHbIM XypHarom;

- TUN WU XapaKTepUCTUKN pacnpefenuTenbHbIX YCTPORCTB;

- paboune napaMeTpbl CETU 3MEKTPONUTaHUS.

B.1.4 XapakrtepucTtuka cucTeMbl 3a3eMNeHus:

- CTPYKTYpa CUCTEMBI U KONUYECTBO KOHTYPOB;

- BapuWaHT KOHCTPYKTUBHOIO UCMONMHEHUS 3a3eMreHust (04HOTOYEHHOE/MHOrOTOMEYHOE);

- TUNbl OLHOTOYEYHbBIX 3a3eMIeHUA («eX», «ernodkay» U T.n.);

- paboune napaMeTpbl 3a3eMIeHUs.

B.1.5 XapakTepucTnka HPOPMaLMOHHO-TENEKOMMYHUKaLMOHHON CUCTeMbl MPeSNpUATUS:

- TOMonorus («3Besgar, «KonsLo», «WMHa») U KoNU4ecTBo abOHEHTOB;

- Mapka kabens cBA3N (ONTOBOMOKHO, BUTasA napa W T.4.) M CKOPOCTb B CETH;

- cnocobbl NPoKNagKku NMHUIA CBA3MN,

- TUNbI U XapakTepUCTUKKN Y3N0B CBA3N/Pa3sBA3KM.

14



FOCT P 56103—2014

B.2 MepeyveHb ncxoaHbIx AaHHbIX Mo OW.

B.2.1 Xapakrepuctuka OU:

- pacnonoxeHune u rpaHulbl;

- HAUMEHOBaHWE U NpefHa3Ha4YeHwe;

- pexuMbl OYHKLMOHNPOBaHUS,

- nepcoHarn.

B.2.2 XapakTepucTiika cMcTeM areKTPONUTaHWUsA, METaNIOKOHCTPYKLUWIA, 3a3eMINeHNs, BEHTUMALMK U CTPYKTYPUpPO-
BaHHOW kabensHol ceTn OU (no ananoruu ¢ n.1.3-1.5).

B.2.3 XapakrepucTuka KOHCTPYKTUBHLIX 31€MEHTOB!

- UCNOMHEeHMWe CTEH U NepekpbITUi (MaTepuan);

- TONLWMHA CTEH N NEePEKpPLITUiA;

- KoatbpuLmeHTbl ocnabneHuns SMB cTeH U NepeKkpLITUA.

B.3. MepedeHb ncxoaHbIX AaHHbIX no AC3W.

B.3.1 CocTaB 1 OCHOBHbIE XapaKTepUCTUKH:

- TUM U KOHGUrypaLmus NoKanbHON BEIMUCIUTENBHON CeTH;

- TUMaX U XapaKkTepuUCTMUKN aBTOMaTU3NPOBaHHbEIX pabo4nx MecCT;

- TUNaX U XapaKkTepuUCTUKN NepudepUitHbIX YCTPONCTB;

- YpoBHHU ycTodmnsocTu no MOCT P 52863.

B.3.2 XapakrepucTtuka ceTeBoro 06opyaoBaHus:

- MapKa aKkTMBHOro ceTeBoro o6opyoBaHus;

- KONMUYECTBO CEepBEpOB;

- cepBepHas nnardgopma.

B.3.3 XapakrepucTuka 3afad, pewaemelx AC3N.

B.3.4 XapakTepucTuka obLlero u cneyumansHoro MO.

B.4. XapakTepucTuka HapyLUMTens:

- TWUN (BHELUHWA, BHYTPEHHWUIA, CroBop);

- KONUYECTBEHHbIE XapaKTepUCTUKY,

- OCHalLieH1e 1 BOOPYXeHHe,

- MOTUBaLMS AeACTBUA;

- BO3MOXHOCTb M3roToBneHusi/npnobpeteHns TC MNMC OMB;

- goctyn Ha npeanpustue, ON u K cpeacTBam MHOpMaTU3aLmu,

- AOCTYN K CUCTEMaM 3MEKTPONUTAHUSA N MHXEHEPHO-TEXHUYECKUM cucTeMam obecneyeHus;

- TaKTUKa AEACTBUNA.

MpunoxeHus:

- CUTyaLMOHHBI NnaH NpeanpuaTus;

- CTPYKTYPHbIE CXEMBI CUCTEM 3NEKTPONUTAHUS, METAINOKOHCTPYKLMIA, 3a3eMINeHns U MHPOPMALIMOHHON TeneKkoM-
MYHMWKaLMOHHOWM cuCTeMbl MPefNpUNTUS

- NnaHupoBkM OU ¢ yka3aHMEM CUCTEM ANEKTPOMUTaHUS, METANSIOKOHCTPYKLIMIA, 3a3eMNEHNUs, CTPYKTYPUPOBaHHOM
kabernbHoit ceTu, KOMMMEKCHOW cucTeMbl 6e30NacHOCTU, CPEACTB XKU3HEOOUTaHUS;

- CTPYKTYpHas cxeMa cucTeMbl MHdopMaTu3aLmuy,

- AaHHblE aHKETHOro onpoca CneLmanucToB NPeanpusaTus;

- MpoTOKOMbI cneyuansHoro obcnegoBaHus (TectupoaHus) OU.
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MpunoxeHue B
(obsA3aTenbHoe)

dopma cBOAHOM TabnuLbl Yrpo3 npeaHaMepPeHHbIX CUIOBbIX 3NIeKTPOMarHUTHbIX BO3AEUCTBUHA

Tabnuya B.1 — dopma cBogHoW Tabnuukbl yrpo3 npegHaMepeHHbIX CUIMOBLIX SfIEKTPOMarHWTHEIX BO3AeACTBUIA

Ne
n/n

HaumeHoBaHne
AC

HapywuTenb

Bpems cmnoBoro aneKkTpoMarHur-
Horo Bo3aencTemsa Ha AC
(Te)

Tunel TC 3MB
OnekTpo-

Mo meTanno-
Mo anekTponuTaHuto Mo NUHUAM cBA3N MarHUTHbIM

KOHCTPYKLMAM

nonem
MecTo MecTo MecTo MecTo
Tun Tun Tun Tun
NPUMeHeHNs NPUMeHeHNs NpUMeHeHNs NpUMeHeHNs

¥102—€0195 d 1001
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lMpunoxexue I
(obsisaTenbHoe)

Tunosasn ¢dopma pasgena popmynapa (TeXHUYECKOro nacnopTa)aBTOMaTU3MPOBAHHON CUCTEMbI
B 3aljMIWEHHOM UCNONHEHUN B COCTaBe 06bEKTOB UH( opMaTUsaLum
no 3awure oT NpeAHaMEePEeHHbIX CUITOBbIX 3NEKTPOMAarHUTHbIX BO3AEMCTBUMA

I"1. Kateropusi AC3W n Tpe6oBaHme K 3awmwieHHoctu ot NC 3MB

Kateropua TpeboeaHue K sawuweHHocTn ot NC SMB

2. CBOAHas xapakTepucTuKa 3aluTHBIX KoMnoHeHT AC3U

Ne HaumeHoBaHue n pasmMelleHue [MokaszaTenu n saHavYeHusA
O6beKT 3awuThl
n/n KOMMOHEHT 3aLuThbl 3 PEKTUBHOCTN KOMMOHEHT 3aLUThI
1 MomelleHue CpenctBa o6HapyxeHUs BeposTHocTv oBHapyxeHus *
CTeHbl BHELLHWe KoadhdpuumeHTsl ocnabneHus
CTeHbl BHYTPEHHMWE
MepekpbiTUA
2 CeTb anekTponuTaHus Cpegctea 06HapyXeHUs BeposATHocTH 0BHapyxeHus *
CpepcTBa 3aWuThl KoadhdpuumeHTsl ocnabneHus
3 JTnHmm cBasu CpegcTtea o6HapyXeHns BeposATHocTH oBHapyxeHus *
CpepcTBa 3alWuThl KoacbdunumneHTel ocnabneHus
4 AC3U Ycton4uneocTb no MOCT P 52863
5 3asemMneHne CpenctBa o6HapyXeHUs BeposiTHocTu 06HapyxeHus *
CpegcTBa 3aluThl KoadduumeHnTel ocnabneHusn
6 MeTannoKoHCTpYKLUK CpenctBa 06HapyXeHUs BeposiTHocTu 06HapyxeHus *
(UHXeHepHble CpepcTtBa 3aluThl KoadppuumeHnTel ocnabneHus
KOMMYHUKaLK)

* BeposiTHOCTH 06HapyxeHusi [IC OSMB onpegensiorca no MeToguke oLeHKN 3 eKTUBHOCTU, COrMacoBaHHOM ¢
noABeAOMCTBEHHOI opraHusaumen no sawuTe uHdopmalum Ha OU

I"3. YueT npoBepoK KOHTpors 3aliumweHHocTn AC3U
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