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BBeaeHue

Mepea cchepoin 3gpaBoOXpaHeHnst CTOMT 3afava CoKpalleHnsl pacxodoB NyTeM nepexoaa oT 6ymaxHomn
OOKYMEeHTaLMM K aBTOMaTU3MPOBaHHOMY 3M1eKTPOHHOMY ydyeTy. HoBble modenu npegocTasnieHus ycnyr
B chepe 3apaBooxpaHeHunst 0cobo noguepkuBaoT HeoBxoaANMocTb 0bMeHa HbopMaLmMen o nauueHTe Mexay
BCE pPacLUMPAIOLWNMCS KPYroM MeAMLMHCKMX CNeumanncToB, BbIXOASALWMM 3a PaMK1 TpaauUMOHHBIX opraHu-
3aUMWOHHBLIX 6apbepoB.

MeguunHckaa nHdopmaums, kacarolwascs oTAenbHbIX rpaxaaH, obbldHO nepegaeTca ¢ NOMOLLbIO
3NEeKTPOHHOW NOoYThI, 4OCTYNa K yaaneHHon 6ase AaHHbIX, 0OMeHa AaHHbIMU B 3IEKTPOHHOM BuAe U Apyrux
npunoxeruii. UHTepHeT ABNAETCA BbICOKOIM(EKTUBHEIM U AOCTYMNHLIM cpeacTBOM obMeHa uHdopmMaunen,
oHako 8TO Takke HebBesonacHas cpepa, Tpebytolas NPUHATUS AOMOMHUTENBHBIX Mep Ana cobnoaeHus
CEeKPeTHOCTN U KoHMAeHLMansHOCTU MHopMauun., Yrposa pasrnawleHns MeguuuHcKon uHdopmaumm
BCMNeacTBME HeCaHKLMOHUPOBaHHOIO AocTyna (CryYanHoro uim npegHamepeHHoro) Bospacraet. Cucreme
30paBooOXpaHeHns HeoBXxo4nMo MMEeTb HaeXHble CPeACTBa 3aLUnThl MHPopMaL1, MUHUMA3UPYIOLLIUE PUCK
Takoro gocTyna.

Kak e B cepe 3gpaBooxpaHeHus obecrneyMBaeTcss COOTBETCTBYOWAS HagexHas u acdekTuBHas
3almTa npu nepegade AaHHbIX Yepes NHTepHeT? TexHonornv uHdpacTpykTypbl OTKpbIThIX Kitodeln (MOK)
N 3NEKTPOHHBIX CepTUMOUKATOB NO3BOMAIOT HANTM NOAX0A K PELLEHUIO AaHHON Npobnemsbl.

MpaBunbHOe BHeOPEHWE 3NEeKTPOHHLIX cepTUUKaToB TpebyeT codeTaHUsl TEXHONMOMMYECKUX, MeTo-
ONYEeCKUX U agMUHUCTPATUBHBIX MpoLeccoB, obecrnevnBarowimx obMeH KoHduageHuManbHbBIMU AaHHbIMK
B HEe3aLULLIEHHOW cpeae NP NCMoMb3oBaHUM MeToda «WNgPOBaHNA C OTKPLITLIM KIIOYOM» ANS 3aLUUThI
nHcopmaLmMK Npy nepegaye 1 «cepTudukaToBy AN NOATBEPKASHUA MAEHTUMHOCTU YerioBeKa Uy NOANUH-
HocTh 06bekTa. B cihepe 3apaBooxpaHeHns B 4aHHON TEXHOMOMMN MPUMEHSIIOTCA ayTeHTudukauus, wudpo-
BaHWe 1 3MeKTPOHHEIE NoANMUcK anst oGnervyeHust KoHuaeHUManbLHoro 4ocTyna v nepeaadn uHaMBuayansHbIX
MEeAULUHCKX OOKYMEHTOB, YTO OTBeYaeT KakK KNUHUYeCKUM, TaKk U agMUHUCTPaTUBHBLIM NOTpebHOCTAM.
Cnyx6bl, npegocTaBnsieMble B criydae BHeAPEHUA 3NEKTPOHHbIX cepTudukaToB (Bkovasa wndposaHue,
LernioCTHOCTb MHOPMaLMN U SNEKTPOHHBIE NOANUCK), YAOBNETBOPSAIOT MHOMMM TpeboBaHWAM K cuctemam
6esonacHocTU. OcobeHHo athheKTUBHBIM ABNSIETCA UCNOSb30BaHUE 3MEKTPOHHBLIX cepTUdMKaToB B codeTa-
HWUU ¢ obULMaNbEHEIM CTaHAaPTOM 3aLMTbl MHopMauuu. MHore opraHu3auumn BO BCEM MUPe NPUCTYNMKN K
MCMONbL30BaHMIO 3M1EKTPOHHBIX CePTUMUKATOB ANA 3TON Lienu.

PyHKUMOHANbHAA COBMECTUMOCTb TEXHOMOMNMU 3MEKTPOHHBIX CEPTUMUKATOB U NoAAEPKUBAOLNX ee
NONUTUK, NpoLeayp U NPpakTUMEeCKUX NPMEMOB UMeEeT NPUHLUNUANbLHOE 3HaYeHUe, ecrnm obMeH nHdopmaumn
OOMKEH MPOUCXOAUTL MeXAy OpraHM3aL MMy U MeAULIUHCKUMM YYpeXaAeHUSIMU Pa3HO NoABEA0OMCTBEHHOCTH
(Hanpumep, Mexay 60NbHULER U paiOHHBLIM TEPaNeBTOM, paboTaloLWMMK C OOHUM U TEM XXe NaLUEHTOM).

O6ecneyeHne pyHKUNOHANBHON COBMECTUMOCTU MEXAY Pa3HbIMUA CXEMaMMU 3IIEKTPOHHBIX cepTuduka-
TOB TpebyeT co3aaHusA cMcTeMbl OBEPUsl, NPU KOTOPOI CTOPOHBI, OTBETCTBEHHbIE 3@ HEMPUKOCHOBEHHOCTb
NIAYHOW XXMU3HU, MOTYT OMepeTbCsl Ha MeTOAMKA U NpaKTU4eckne NpMeMbl 1, Kak AOMoSIHeHWe, Ha NOASIMHHOCTb
3ANEKTPOHHbIX CepTUdUKATOB, BbiAAHHBLIX APYTMMA YOSTHOMOYEHHBIMU OpraHamu.

MHorue cTpaHbl BHeApSOT 3MeKTpoHHbIE cepTudukaThl 4ns noaaepkkn 6ezonacHoro obmMeHa nHgop-
Mauuveil B npegenax cBOMX HauMOHamNbHbIX rpaHuLl. HecoBMeCTUMOCTb METOANK U MPaKTUYECKUX NPUeMOB
MexXay opraHamu, U3garwmumm cepTudukaTthl, U perucTpauuoHHbIMA opraHamin pasHbIX CTpaH NposaBnseTcs,
ecnu AesiTenbHOCTb Mo pa3paboTke CTaHAapTOB OrpaHUYeHa nNpeaeiamm HauMoHaNbHbIX FPaHULL.

TexHOMorus 3aNeKTPOHHbLIX cepTUMDUKATOB HAaXOAUTCS B CTaANM aKTUBHOIO pasBuTUs No onpeaerieHHbIM
HanpaBNeHusiM, KOTOpble He OrpaHUM4MBalOTCA TOMbKO 34paBooxXpaHeHueM. HenpepbiBHO npoBoauTCS
BaXkHellasa paboTa No cTaHAapTU3aLMM U, B HEKOTOPLIX Cry4asix, no npaBoBomy obecnedeHuto. C apyroi
CTOPOHbI, MOCTABLUMKU MEAULMHCKAX YCIYr BO MHOMMX CTpaHaXxX YXKe UCMOMb3YHT UIN NNaHUPYOT UCMONb-
30BaTh 3MEKTPOHHbIE cepTudukaThl. HacToawmi ctaHgapT NpussaH yaoBneTBopuTb NOTpebHOCTL B ynpas-
NeHUn AaHHBIM UHTEHCUBHBIM MEXAYHapOAHbLIM MPOLLECCOM.

Hacrosiuumid ctangapT cogepXuTt obLume TeXHUYecKne, akcrulyaTauMoHHble U MeToandeckue Tpebosa-
HUS, KOTOpbIe AOMKHbI 6bITb YAOBNETBOPEHbI NMPU UCMOMNb30BaHWUMW 3MEKTPOHHBIX CEPTUUKATOB ANS 3aLLmThI
obMeHa MeauLMHCKoW MHcpopMaLmelt B Npeaenax 0aHOM ceTu, Mexay CeTAMMU U 3a NpedenamMu rpaHuL, OQHON
ropucankLun. Ero ocHOBHOM LieNbIo IBNSIETCS CO3faHne OCHOBbI Ansi rnobansHoro Bzanmoaeinictens. OH UsHa-
YyanbHO NpeAHasHayeH Ans NoAAep XK TpaHCTpaHUYHOro obmMeHa JaHHBIMU Ha OCHOBE 3M1eKTPOHHBIX CepTU-
uKaToB, 0OAHAKO MOXET TaKXKe CINY>KUTb PYKOBOACTBOM AN BHEAPEHUSI 3NEKTPOHHBIX cepTuduKaToB B cchepe
30 paBOOXpPaHEHWs Ha HALMOHAIbHOM UK peroHarnibHOM ypoBHe. IHTepHeT Bce Wwnpe UCNosb3yeTca kak cpe-
OCTBO Nepejayv MeAULMHCKUX AaHHbIX MeXAy OpraHu3auusiMn 34paBooXpaHeHns nABAeTCs eAMHCTBEHHbIM
peanbHbIM BapuaHTOM A1l TpaHCrpaHu4Horo obmMeHa AaHHbIMU B 3TOW o6nacTtu.

v



FOCT P UCO 17090-1—2015

Bce yactu HacTosiero cTaHgapTa cnegyeT paccMaTpuBaTh Kak e AUHOe Lienoe, MoCKOombKY kaxaas ns
HUX BHOCUT CBOW BKNaz B orpeferieHne TOro, Kak 3/1eKTpoHHbIe cepTUuKaTbl MOryT BbITh UCMOMNb30BaHbI ANA
obecneveHus cnyxb 6e3onacHOCTN B chepe 3apaBoOXpaHeHust, BKIoYasi ayTeHTudumKkau o, koHduaeHLmu-
anbHOCTb, LEeNMOCTHOCTb AaHHBIX U TEXHUYECKME BO3MOXHOCTN MOAAEPKKM Ka4ecTBa 3M1eKTPOHHON NoAMNUCH.

MCO 17090-1 onpeagensieT OCHOBHbIE MPUHLMMBI UCMOMNb30BaHNS 3NIEKTPOHHBIX CEPTUDUKATOB B chepe
34paBOOXpPaHeHNs 1 onpedensieT cTpykTypy TpeGoBaHuin No dyHKUMOHaNLHOW COBMECTUMOCTU, Heobxoau-
MbIX A8 CO34aHWUA CUCTeMbl 3aLMLLIEHHOrO 0BMeHa MeaULMHCKOM MHopMaLMed Ha OCHOBE 3NEKTPOHHBIX
cepTUnKaToB.

NCO 17090-2 onpegensieT cneunguyHble Ana cdepbl 34paBoOXpaHeHns NPodUn 3NeKTPOHHBLIX
cepTucukaToB Ha ocHose X.509, npocdunb koToporo onpedeneH B IETF/RFC 3280 ans pasHblX TUNOB cep-
TUUKATOB.

B NCO 17090-3 ocBelleHbl Npobnemel ynpasneHns, BO3H/KaoLWmMe Npu BHEAPEHUN U 3KCnnyaTauum
3MeKTPOHHbIX cepTudunkaTos B cepe 3gpaBooxpaHeHusi. B Hem onpegeneHbl CTPYKTypa U MUHUManNbHbIE
TpeboBaHWA K NONUTUKAM cepTudUKaToB, a TakkKe CTPYKTypa COMYTCTBYIOLMX OTHETOB NO NPaKTU4ECKoMy
npumeHeHuno ceptudukaumm. MCO 17090-3 ocHosaH Ha pekomeHgaumsx IETF/RFC 3647 w onpepensieT
NPUHLMMBI 3aWnThl HdOopMaLMmn B cdepe 34paBooXpaHeHnsi Npyu TpaHCrpaHUYHOM B3auMoAencTsuu. B Hem
Tawkke onpegeneH HeobXoAWMbIA MUHUMAalbHBIA ypoBeHb 6e30NacHOCTU NPUMEHUTENbHO K acnekram,
cneunuYHbIM 4N 34paBOOXpaHEHUS.

KoMmMmeHTapum no coaepXaHWlo HacTosero cTaHgapTta, a Takke KOMMeHTapuw, npeasiokeHua 1
NHbopMaLMs No ero NPUMeHeHMo MOryT HanpaenATees B cekpeTapnat UCO/TK 215.
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HAUUMOHANbHBIN CTAHOAPT POCCUUCKOW SGERJEPALUUMU

WHdbopmaTusauua 3qopoBbA
WHOPACTPYKTYPA OTKPbITbIX KIMOYEN
YacTtb 1
OGLume cBOWCTBa CNYX6 3NeKTPOHHbLIX cepTUdgUkaToB

Health informatics. Public key infrastructure. Part 1. Overview of digital certificate services

DaTta BBepeHna — 2016—11—01

1 O6nacTb NpMMeHeHus

HacTtosiwmin ctaHgapT onpeaensieT OCHOBHbIE MOHATUSA, CBSA3AHHbLIE C UCMOMb30BaHUEM 3MEKTPOHHbIX
cepTudmKaToB B chepe 3apaBooXpaHeHusl, U CTPYKTYpy TpeboBaHMWi No B3aMMHOM COBMECTUMOCTHU, Heobxo-
AOUMON ANg co3daHns CUCTEeMbI 3aLLMLLIEHHOTO 0bMeHa MeaULNHCKON MHbopMaLnei Ha OCHOBE 3NEKTPOHHbIX
cepTuukaToB. B HEM Takke ykazaHbl OCHOBHbIE CTOPOHBI, 0BMeHMBaroLMecs MeanLnHCKoi nHopmaLmen,
a Takke OCHOBHbIe crnyx6bl obecrneyeHns 6e3onacHOCTU, Heobxoaumele nNpu o6MeHe MeaULIMHCKON UHop-
mauuei, rae MoryT noTpeboBaTbCA SNEKTPOHHBbIE cepTUduKaTh.

B HacTosILeM cTaHgapTe NpeacTaBeHbl KpaTkoe BBeAeHWe B LM poBaHME C OTKPLITLIM KITHO4OM 1 6a3o-
Bble KOMMOHEHTbI, He0OX0AMMbIE AN BHEAPEHUS 3NEKTPOHHbIX cepTudurKaToB B chepe 3apaBooxXpaHeHus.
Kpome TOro, B HeM onpeaeneHbl pasHble TUMbI 3NEKTPOHHbBIX cepTudukaToB: cepTudukaTbl MAEHTUHHOCTH
YYacTBYIOLNX CTOPOH U CBSI3aHHble C HUMW cepTudmKkaTel aTpubyToB, camonognucaHHele cepTudukaThl
yaocToBepsioLlero ueHTpa (YL), nepapxum n cBs3b CTPYKTYP YOOCTOBEPSIIOLLMX LIEHTPOB.

2 HopmaTuBHbIe CCbINKKU

B HacTosWwem cTaHgapTe UCMONb30BaHbl HOPMATUBHbIE CCbIIKM Ha cregylowue MexayHapodHble
cTaHgapTbl (ANs AaTUPOBaHHBIX CChINOK creayeT UCMoNb30oBaTh ykasaHHoe u3gaHue, Ang HedaTupoBaHHbIX
CCbINIOK — MocrneaHee U3gaHue ykazaHHOro IOKYMeHTa, BKIoUas Bce Nonpasku K HEMY):

NCO 17090-2:2008 NHpopmaTuzaumsa 3gopoBbs. WHdpacTpykTypa OTKPbITHIX Krodeld. Yactb 2.
Mpodune ceptudukatos (ISO 17090-2:2008, Health informatics — Public key infrastructure — Part 2:
Certificate profile)

NCO 17090-3:2008 NHdopmaTusaunsa 3goposbsa. NHdpacTpykTypa OTKPBITHIX KMtoyer. Yactb 3.
YnpasneHne nonuTukon opraHoB ceptudukauun (ISO 17090-3:2008, Health informatics — Public key
infrastructure — Part 3: Policy management of certification authority)

3 TepMUHBI K onpeaerneHns

B HacTosiuem CTaHaapTe TakkKe NpMMeHeHbl cnegykolme TepMnHbl ¢ COOTBETCTBYOLWMMU onpeaerne-
HUAMU:

3.1 TepMuHbI chepbl 34paBoOOXpaHeHUA

3.1.1 npunoxeHue (application): MaeHTNbULMPYEMBIN 1 BLINOMHAEMBbIA KOMNLHOTEPOM NPOrPaMMHbIA
npoLecce, BnaaetoLwnii 3akpbITbIM KIHYOM LN POBaHNS.

W3panne ocpmumnansHoe
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MpumevyaHwusn

1 TMpunoxeHneM B JaHHOM KOHTEKCTE MOXET ObiTb 1060 NporpaMMHbIN NPOLECC, UCNONb3yeMblli B MeAULMHCKUX
MHMOPMALMOHHbBIX CUCTEMAX, BKITIOHasA MPOLECChI, He UMEIOLLME NPSIMOro OTHOLLEHMWSA K NeYEeHNIO N ANarHoCTUKe.

2 B HeKoTOpbIX IOPUCOUKLMAX K MPUIOXEHUSIM MOTYT ObITb OTHECEHbI PETMCTPUPYEMble MEeAULIMHCKME YCTPONCTBA.

3.1.2 yctpoicTBo (device): MaeHTudbnumpyemoe yCcTpoicTBoO U Npnbop, ynpasnsemblil KOMNboTe-
POM 1 BriageroLLmii 3aKpbITbIM KITFOHOM LWNDPOBaHUS.

MpunmevyaHusn

1 [laHHbIi TEPMUH OTHOCMTCS TakKKe K Knaccy PerncTpympyembix MeQULMHCKMX YCTPOWCTB, COOTBETCTBYHOLMX
OaHHOMY BbilLe onpeaeneHunio.

2 YCTpPOWCTBOM B JAHHOM KOHTEKCTe AABNsAeTCsA Noboe yCTPONCTBO, NCMONb3yeMoe B MEANLMHCKMX MHAOPMaLMOH-
HbIX CMCTeMaXx, BKIouas yCTPONCTBA, He UMEIOLLIUE NPSIMOro OTHOLLEHWS K TEYEHUIO UMM ANAarHOCTUKE.

3.1.3 yyacTHUK cucTteMbl 3apaBooxpaHeHua (healthcare actor): CepTnduunpoBaHHbIn MeaULUH-
CKUiA paBoTHUK, BCoMoraTesbHbln paboTHUK 30paBooXpaHeHus], cybcuanpyemelil NocTaBLUMK MeanLMHCKNX
ycnyr, paboTHUK obecnevmBaloLet opraHnsaumm, naumeHT unmn noTpebutens MeauLMHCKAX YCNYT, opraHnsa-
LMA 30paBOOXpaHEHUs1, yCTPOMNCTBO UMW NPUMOXEHUE, NCMoMb3yeMble B cpepe 3apaBooxpaHeHus u Tpeby-
oLwme cepTudpmkaT ANa NnpeabsasneHns cucteMme 6e30MnacHOCTU Ha OCHOBE 3NEKTPOHHBIX CepTUMINKATOB.

3.1.4 opraHusauuna sapaBooxpaHeHuUs (healthcare organization): OduumnansHO 3aperncTpupoBaH-
Hasa opraHnsauns, OCHOBHas AeATeNbHOCTL KOTOPOW CBSA3aHa € NpeaocTaBeHneM MeauumMHCKOM MOMOLLN U
obecneyeHnem nponnNakTuKu.

Mpumep — BonbHuybl, npoesalidepbl 8eb-calimoe Ha memy 30paeooxpaHeHuss 8 Mumepreme, MedQuUYUH-
CKue Hay4Ho-uccriedosamenbCKuUe op2aHu3ayuu.

MpumevaHusn

1 Opranusauusi, opugnyeckm oTBETCTBEHHAas 3a CBOM AENCTBUS, HO He 06s13aTenbHO NonyyaroLas NMUEH3mnio Ha
cneundmyeckyto AesiTeNbHOCTb B cdhepe 34paBoOXpaHeHUsl.

2 B HacTosiwem cTaHgapTe COCTaBHasA YacTb OpPraHM3auumn Ha3biBaeTCs OPraHM3aunoOHHON eauHULIEN COrnacHo
X.501.

3.1.5 BcnoMoraTtenbHbIA paboTHUK 3apaBooxpaHeHusa (non-regulated health professional): Jluuo,
paboTalollee B opraHu3aunmn 3apaBooxpaHeHns, HO He sBnAloLeeca cepTUdULNMPOBaHHBIM MeAULMHCKAM
paboTHMKOM.

Mpumep — Medpezucmpamop, opzarnu3yrowulli npueM, unu maadwaa meduyuHcKas cecmpa, yyacmeyio-
wjasi 8 oKazaHuuU MeOUYUHCKOU NOMOWU nayuexHmy.

Mpwumeyanune—Tor dakt, 4To NpodeccmoHanbHas KoMneTeHunss paboTHWMKa He NoaTBepXAeHa YNONHOMO-
YEHHBbIM OpPraHoM, He3aBMCUMbIM OT paboToaatens, KOHEYHO, HEe O3HaYaeT, YTo PaboTHUK He SBNSAETCA cneunanvucTom
B cchepe BbINONHAEMbIX UM 06513aHHOCTEN.

3.1.6 pa6oTHuk opraHusauum (organization employee): Nuuo, paboTatowee B opraHusaLumn 3gpaBo-
oxpaHeHua unn B obecneunBaroLen opraHmsauuu.

Mpumep — Onepamopb! Mo eeody MeOUUUHCKUX OOKYMEHMOo8, 3KCrepmbi cmpaxoebiX MeOUUUHCKUX
opezaHu3ayul u onepamopsi No esody peyenmos.

3.1.7 nauueHT, notpeburennb (patient, consumer): Jlnuo, nonyvawwee MeANUUUHCKYIO NOMOLbL Y
yJyacTeytouee B (pyHKLUUMOHUPOBAHUA MeAULUHCKON NHPOPMAaLIUOHHON CUCTEMBI.

3.1.8 HeNpPUKOCHOBEHHOCTb NIMYHOW XU3HU (privacy): 3awuTa oT BMellaTenbCTBa B YaCTHYHO XKU3Hb
UnNu AenoBble OTHOLLEHUS OTAENBHOIO LA, pe3ynbTaToM KOTOPOro ABMSOTCA HeonpaBAaHHbIN UMW He3aKoH-
HbIl cOOp U UCNONb30oBaHWe NepcoHarbHbIX AaHHBIX 3TOMO NUUA.

[MCO/MOK 2382-8:1998]

3.1.9 cepTudMuMpoOBaHHbIA MeaUUUHCKUIA paboTHUK (regulated health professional): Nuuo, umeto-
wee cepTuduKaT ynosIHOMOYEHHOTO HaLMOHaNbLHOro OpraHa Ha NpaBo BeAeHus onpeaeneHHoN MeauumMHCKON
[eATenbHOCTH.

Mpumep — Bpayu, cepmucpuyuposanHbie Medcecmpsbl, NPO8U30PLI.

MpumevaHuns

1 Twnbl OpraHoB, BbiAalowmx cepTudmrkaThl, pasnuyaloTcsi B pasHblX CTpaHax u ans pasHbix npodeccui. K ynonHo-
MOYEHHbIM HaUMOHANbHLIM OpraHam OTHOCHATCA B TOM 4MCfle MECTHblIE WIN pervoHanbHble NPaBUTENbCTBEHHbIE
areHTCTBa, He3aBUCcUMble NMpodeccMoHarbHblie accounaunMn U Apyrme opraHmsauum, ouuuanbHO YNONHOMOYEHHbIE
rocyaapcteoM. im MoXeT Kak npuHaanexarhb, Tak U He NPUHAANEXaTh CKIIoYMTENBHOE NPaBo cepTrdukaumm Ha AaHHON
TeppuTopun.

2
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2 TepMUH «yNOSIHOMOYEHHbIV HaLMOHarbHbIM OpraH» B AaHHOM onpeAeneHnn He NogpasymeBaeT CyLeCTBOBaHNe
€VMHCTBEHHOWM NOAKOHTPOIBHOW rocy4apCcTBY CUCTEMbI NPOdeCcCMoHanbHol cepTudmrkaumm, Ho ANa COAENCTBUA MeXAY-
HapoAHOMY B3aVMOAEWCTBUIO MPEAnoYTUTENbHLIM SIBMISIETCSl HanuuMe eAuHoro o6weHaunoHanbHOro CnpaBoYHUKa
OpraHoB, CepPTUPULMPYIOLLUX MEOULMHCKUX paBOTHUKOB.

3.1.10 cy6cuanpyemblii nocTaBLMK MeaUUMHCKUX yenyr (sponsored healthcare provider): MocTtas-
LMK yCnyr B 061nacTu 34paBoOXpaHeHNs1, He SIBNSIIOWMIACA cepTUhULIMPOBaHHBIM cneuuanucToMm, Ho pabo-
TaloLWuii B cpepe 30paBooxpaHeHns 1 cybcuanpyemblid MLEH3MPOBaHHON OpraHusauuen sgpasooxpaHeHns.

Mpumep — UHcnekmop cny6bl HapPKOIO2UYECKO20 npoceeweHusi, pa6omarowuli ¢ onpedeneHHol
smHuveckoll 2pynnol, unu Meduko-caHuUMapHbIii pabomMHuk 8 pazeusaroweiicss cmpaHe.

3.1.11 obecneuuBalowan opraHusauus (supporting organization): OduumansHo 3aperncTpupo-
BaHHas opraHvsauuvs, geicteyrowlas B cdepe 30paBOOXpPaHEHMsl, HO He oKasbiBawwWwasa MeauLUHCKYIo
MoMolLLb.

Mpumep — OpzaHbl, huHaHCUpyouue cucmemy 30pagoOXpaHeHuUs, HanpuMep cmpaxoebie MeOUUUHCKUe
opaaHu3ayuU, TOCMas UKy 1eKapcmMeeHHbIX U Opy2ux moeapoa.

3.2 TepmuHbl cnyx6 nHcdopmaLMoHHOM Ge3onacHOCTH

3.2.1 KoHTponb pocTyna (access control): CpeacTsa, € MOMOLLLIO KOTOPbIX PeCcypcbl CUCTEMbI 0bpa-
60OTKN AaHHbIX NPEAOCTaBNATCS TOMbKO aBTOPU30BaHHLIM CybbekTaM B COOTBETCTBUM C YCTAHOBIIEHHbLIMU
npasunamu.

[MCO/MOK 2382-8:1998]

3.2.2 yyeTHOoCTb (accountability): CeolictBo, obecneuvBaiollee OAHO3HAYHOE OTCMEXUBaHUE
OeNCTBNIA NOrn4eckoro oobekTa.

[MCO 7498-2:1989]

3.2.3 acuMMeTpUYHbIA anroput™ WwudpoBaHusa (asymmetric cryptographic algorithm): Anroputm,
ncnonb3yembl Ans sawudgposaHusa 1 pacwmndgpoBaHusa nHpopmaumm, B KOTOPOM KImloun 3alumdposaHus
1 paclndpoBaHNA pasnuyaoTes.

[MCO 10181-1:1996]

3.2.4 ayreHTudmkauma (authentication): MNpouecc HagexHon naeHTUdUkauum cybbekta UHopma-
LMOHHON Be3onacHOCTU MyTeM 3alUMLIeHHOW accouuauuu, YCTaHOBIIEHHOW Mexay uaeHTUdUKaTopom u
cy6BLeKToM.

[MCO 7498-2:1989]

MpumeuyaHne—CM. Takke ayTeHTMMMKALMIO MCTOYHMKA [aHHLIX M ayTeHTUUKAUMIO PaBHOMPAaBHbIX
0GbEKTOB.

3.2.5 aBTOopu3auma (authorization): MNpouecc npegocTaBneHUst cybbEKTY MOSTHOMOYNIA, B TOM Yucre
npegocTasrieHue JoCTyna Ha 0CHOBE MOSIHOMOYUIA 4oCTyna.

[MCO 7498-2:1989]

3.2.6 poctynHocTb (availability): CBONCTBO 06bekTa HAXOAUTLCS B COCTOSAHUA FOTOBHOCTU 1 BO3MOX-
HOCTW UCNOMb30BaHNS MO 3aNpPoCcy aBTOPU3OBAHHOIO JTIOrMYECKoro obbekTa.

[MCO 7498-2:1989]

3.2.7 wudpporekcT (ciphertext): OaHHble, nonyyaemble B pe3ynbTare UCMNONb3oBaHUs LNpoBaHns,
CMbICIIOBOE cofepKaHne KOTOPbIX HeJOCTYMHO.

[TpwumeyaHun e — 3anmcTBoBaHo us CO 7498-2:1989.

3.2.8 koHdmpaeHunanbHocTb (confidentiality): CeoitcTBO MHOPMaLMK BbITb HEAOCTYNHOWN U 3aKPLITOM
AN HeaBTOPWM30BaHHOTO N1LA, Norndeckoro obbekTa unu npolecca.

[MCO 7498-2:1989]

3.2.9 kpuntorpadwmsa (cryptography): OucuunnuHa, oxsaTbiBalowasa NnpuHUMNGLl, cpeactsa n MeToabl
npeobpa3zoBaHna AaHHbIX 451 COKPLITUS UX MHCOPMALMOHHOMO CoAepKaHUsA ¢ Lenbio NpeaoTBpalleHnst ux
HeobHapyXnBaemon MogndkaLnum U/unm HecaHKLMOHUPOBAHHOTO UCTIONb3OBaHUS.

[MCO 7498-2:1989]

3.2.10 kpunTorpacbmueckunn anroputm, wudp (cryptographic algorithm, cipher): MeTtoa npeobpa-
30BaHMA AaHHBIX A5 COKPLITUSA UX MHPOPMaLMOHHOTrO coaepaHus nbo npeaoTBpallUeHUa ux HeobHapy-
XNBaeMO MOANDUKALNN UIN HECAHKLUOHUPOBaHHOTO UCTIONb30BaHKS.

[MCO 7498-2:1989]
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3.2.11 uenocTHocTb AaHHbIX (data integrity): CBOWCTBO AaHHbIX He NoABepraTbesl HeCaHKLMOHUPO-
BaHHOMY U3MEHEHMIO U YHUUTOXEHUIO.

[MCO 7498-2:1989]

3.2.12 ayreHTUdMUKaLUA UCTOYHUKA AaHHbIX (data origin authentication): MoaTeepxxaeHue Toro, YTo
WCTOUYHWK MOMTyYEHHbIX JaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

[MCO 7498-2:1989]

3.2.13 pacwudpoBaHue, pekoaupoBaHue (decipherment, decryption): [Mpouecc nonyyeHus
NCXOOHbIX AaHHbIX U3 LWNPOTEKCTA.

[MCO/M3K 2382-8:1998]

MpumeyaHue— LLndporekct Mor GbiTb NMOBTOPHO 3awWMUdpPOBaH, U OQHOKPaTHOE pacMdpPOBaHME MOXET
HE NPUBECTU K NONYYEHUIO UCXOAHbIX He3aLIJI/Id)p0BaHH bIX AAHHbIX.

3.2.14 anekTpoHHaa nognucb (digital signature): [aHHble, go6aBneHHble Kk 60Ky AaHHBIX, UK
KpunTorpacuyeckoe npeobpasoBaHue aToro 61oka, no3sonawWwme nonyvatento 6noka AaHHbIX ybeanTbes
B NOANMHHOCTM UCTOYHMKA U LLeNTIOCTHOCTM 6rioKa 1 3alMTUTb ero OT UCKaXKEHNA, Hanpumep, nonydyarenem.

[MCO 7498-2:1989]

MpwumeyaHun e — Cwm. kpuntorpadusi.

3.2.15 zawudpoBaHue, kogupoBaHue (encipherment, encryption): Kpuntorpacduyeckoe npeobpa-
30BaHMWe AaHHbIX st NonyyYeHust WwndpoTekcTa.
[UCO 7498-2:1989]

M pwnmeyaHune— Cwm. kpuntorpadms.

3.2.16 ugeHTudmkauuma (identification): BbinonHeHue NpoBepok, NO3BONSIOWMNX crucTeme obpaboTtkn
OaHHbIX pacno3HaBaTb 06 bEKThI.

[MCO/M3BK 2382-8:1998]

3.2.17 ngentudmkartop (identifier): MHcdopMaunoHHbIn 06bekT, ucnonb3yemblit Ans obbsBneHus
WOEHTUYHOCTU nepes TeM, Kak MoJlyuyuTb NOATBEepXAEHUE COOTBETCTBUA OT ONpeAeneHHOro ayTeHTudu-
KaTopa.

[ENV 13608-1]

3.2.18 uenocTHocTb (integrity): [loka3aTenbCTBO, YTO cofepXKaHue coobLeHns He Bbino kakuM-nmbo
cnoco6om cryvaiHo Unn npegHamepeHHoO U3MeHeHO Npu nepeaye coobLueHus.

MpwnmedaHue— 3aumctBoBaHo u3 UCO 7498-2:1989.

3.2.19 kniou (key): MNocneposatensHOCTb CUMBOSIOB, yrpassiollas onepaumaMu sawmdpoBaHus n
paclmdpoBaHus.

[MCO 7498-2:1989]

3.2.20 ynpaBneHue kniouyamu (key management): leHepauus, coxpaHeHue, pacripegeneHue,
yAaarneHue, apxMBMpoBaHue 1 NpuMeHeHUe Krovein B COOTBETCTBUM C MONUTUKON He3onacHocTu.

[MCO 7498-2:1989]

3.2.21 HeocnopumocTb (non-repudiation): Ycnyra, obecneuuMBaiolias Kaxaon W3 y4acTBYHOLLMX
CTOPOH 0Ka3aTEeNbCTBO LIeNTOCTHOCTU M NPOUCXOXAEHUS AaHHbIX (HepaspbiBHO APYr OT Apyra).

MpwnmedyaHwue— 3aumcTBoBaHO 13 [19].

3.2.22 3akpbITbin kntou (private key): Kniod, nCnonb3yemMelil B aCUMMETPUHHOM KpUNTOorpaguieckom
anroputme, obnagaHue KOTopbIM orpaHUYEeHO (06BIYHO NPUHAANEXUT TOMBKO OAHOMY CYObeKTY).

[MCO/M3BK 10181-1:1996]

3.2.23 oTKkpbITbIN KMo (public key): Kntod, Ucnonbsyembiii B aCUMMETPUYHOM KpUMTOorpaguieckom
anroputMme, KOTOPbIA MOXET BbITb caenaH obLea0CTYNHBIM.

[MCO/M3BK 10181-1:1996]

3.2.24 ponsb (role): Komnnekc cnoco6HocTen u/nnv AericTBuiA, CBA3aHHbIN C BbINOSIHEHWEM paboThl.

3.2.25 6e3onacHocTb (security): CocTosiHAe 3alMLEHHOCTU, Mpu  KOTOopoMm obecneunBaloTcs
OOCTYMHOCTb, KOH(bUAEHUNANLHOCTb, LIeNTOCTHOCTb U YYETHOCTb.

[ENV 13608-1]

3.2.26 nonutuka 6esonacHocTu (security policy): YTBepxaeHHbIn nnaH unu crnocob AeincTeuin no
obecneuyeHunto nHopmMaLMOHHOU 6e30NacHOCTH.

[MCO/M3K 2382-8:1998]

3.2.27 cnyx6a 6e3onacHocTu (security service): Cnyxba, npegocrasnsemas yposHeM B3avMMoAen-
CTBUS OTKPLITLIX CUCTEM M 0becneunBaroLlas agekBaTHyo 3aLlmUTy CUCTEM UMK Nepeaadn AaHHbIX.

4
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[MCO 7498-2:1989]
3.3 TepmuHbl, oTHOCAWMECH K UH(PACTPYKTYPE OTKPLITLIX Ko4en

3.3.1 opraH no npucBoeHuto atpubyroB, OA (attribute authority; AA): YnonHomoueHHbIA opraH,
HasHavaloLwniA NONHOMOYUSA NyTEM Bblauun cepTucdukaTos aTpubyToB.

[X.509]

3.3.2 cepTudukar atpubyra (attribute certificate): MHdopmaLMOHHBIN 06BbeKT, coaepkaHne KoToporo
3aBepeHo anekTpoHHoW nognuckio OA, NPUBSA3LIBAIOLINIA HEKOTOPLIE 3HAaYeHUs aTpubyTa Kk naeHTudnkaumm
ero Bfagensua.

[X.509]

3.3.3 cepTudpukatr ynonHomoueHHoro opraHa (authority certificate): Ceptudukart, BbiNyLIEHHbINA
ANsl yOOCTOBEPSIOLLEero LieHTpa Uiy opraHa rno npucBoeHuio atpubyTos.

MpumedaHune— 3anmcTeoBaHo na X.509.

3.3.4 cepTtudukar (certificate): CepTucdukaT OTKpBITOrO Knto4a.

3.3.5 pacnpocTtpaHeHue ceptudukaroB (certificate distribution): Akt uzgaHus ceptudukaTos U nx
nepedaydv npuHUMnanam 6e3onacHocTu.

3.3.6 pacwupeHue ceptudukara (certificate extension): Mona pacwupeHuit (HasbiBaeMble NPOCTO
pacwmpeHusMun) B cepTudmkatax X.509, npegHasHaueHHble ana obecneveHnsa cnocoboB CBA3LIBAHWA
AOMONHUTENbHBIX aTPUBYTOB C MOMb30BaTENSAMU UM OTKPLITHIMU KIoYaMy U YNpaBnieHus nepapxmieckomn
CTPYKTYpOI cepTudnkaLmm.

MpwumMeyaHne— PacwupeHus ceprudukara MoryT bbb NMBO KPUTUHHBIMKU (T. €. cucTema, UCNONb3YIoLWas

cepTUdUKaT, JOMKHa OTKIIOHUTB CEPTUAMKAT, ECIN OH COAEPXKMT HE PaCcro3HaBaeMoe CUCTEMON KPUTUYHOE paclumpeHmne)
UINW HEKPUTUYHBIMU (T. €. He pacno3HaBaeMoe CUCTEMON PacLIMPeHne MOXET GbiTb NPOUTHOPUPOBAHO).

3.3.7 reHepauus ceptudukartos (certificate generation): [leatensHocTb No cozaaHuio cepTudmKaTos.

3.3.8 ynpaBneHue ceptucpukatamm (certificate management): Mpoueaypsbl, UMetoLWMe OTHOLWEHNE
K cepTudukaTam: reHepauma cepTudmKaToB, pacrnpocTpaHeHne cepTUUKaToB, apXMBUPOBaHNE U OT3bIB
cepTudukaTos.

3.3.9 npodune ceptudukartos (certificate profile): Cneundukauma cTpykTypbl UM AOMYCTUMOro
cofepxaHus cepTucmkaTa onpeaeneHHoro Tmna.

3.3.10 ot3biB cepTudukara (certificate revocation): AKT aHHYNMpoBaHWUA 4OCTOBEPHON CBA3W MeXay
cepTudmkaToM 1 ero Bnagesnsuem (UNWM BnagenbleM npuHuunana 6esonacHoOCTU) BCreAcTBUE TOMO, YTO
cepTudmkaTy 6onbLUe Henb3asi JOBEPSITb, XOTS CPOK €ro AeNCTBUS U HE UCTEK.

3.3.11 Bnapeneuy cepTudukara (certificate holder): OpraHusauus unu nuuo, ykasaHHoe cy6bekTom
B AeNCTBUTENBHOM cepTudmkare.

3.3.12 npoBepka cepTudukara (certificate verification): NpoBepka ayTeHTUMHOCTU cepTUdUKaTa.

3.3.13 atrectauun (certification): MNpoueaypa, B COOTBETCTBUMM C KOTOPOW TpeTbsl CTOPOHA
npefocTaBnsAeT rapaHTuio, YTo BCSA crucTeMa 06paboTku JaHHBIX UMK ee YacTb COOTBETCTRYET TpeboBaHUAM
nMHopMaLMOHHON 6€30NacHOCTH.

[MCO/MOBK 2382-8:1998]

3.3.14 ypocToBepsawwWUiA LeHTp; YL, uspatens ceptudmkara (certification authority; CA, certificate
issuer): YNOMHOMOYEHHbI OpraH, KOTOPOMY OfiHa U HECKOMbKO Y4aCTRYIOLLIMX CTOPOH IOBEPUNY cO3aHNe
NNpUCBOEHUE CepTUDNKATOB U KOTOPbIA 4OMOTHUTENBHO MOXET co34aBaTh KMoYm Anst OBEPSIIOLLNX CTOPOH.

MpumevaHwusn

1 3ammctBoBaHo u3 MCO/M3K 9594-8.

2 CnoBoO «LEHTP» B TEPMUHE «YAOCTOBEPSIOWMIA LEHTP» O3Ha4yaeT BCEro NUllb JOBEPEHHYI0 CTOPOHY, a He
Kakoe-nmbo rocyaapCcTBEHHOE NULIEH3NPOBaHme.

3 Bbonee yaaqHbiM TEPMUHOM MOXET ObITb «U3aaTenb cepTudmkaTay, HO TEPMUH YJAOCTOBEPSAIOWMI LEHTP» OYEHb
LIMpPOKO ynoTpebnsieTcs.

3.3.15 nonutuka ceptudcbukara; MNC (certificate policy; CP): MeHoBaHHbIM cBOA NpaBun, ONUCLIBato-
WX NPUMEHUMOCTb cepTUduKaTa B KOHKPETHOM Kpyry CybbekToB u/unm B Knacce NpuoXeHnin ¢ obwmmm
TpeboBaHMAMM K MHOPMaLIMOHHON Ge30nacHOCTU.

[I[ETF/RFC 3647]

3.3.16 csop npasun no ceptudukaumm; CrC (certification practices statement; CPS): ®opmynupos-
Ka npasun, kotopble YL| ncnonbayet npu usgaHumn cepTudmnkaTos.

[IETF/RFC 3647]
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3.3.17 ceptudmkar oTkpbiToro knwoua; COK (public key certificate; PKC): Ceptudukat oTkpbIToro
krtoua (COK), cooTBeTcTBYIOWMIA X.509, 06ecneunBaroLwmin CBA3b UAEHTUYHOCTM C OTKPBITHIM KIOHOM.

Mpumevwanusn

1 MaeHTuYHOCTE MOXET ObITb MCNoNb30BaHa ANst 06ecneyYeHns NPUHATUSI PELLEHNUI CUCTEMOW KOHTPONS 40CTyna,
OCHOBaHHOW Ha UCMONb30BaHUU uaeHTUdrKaumm, ¢ NOMOLBIO KOTOPOW KNMEHT NpeoCcTaBnsieT Aoka3aTenscTeo obna-
OaHWs1 3aKPbITbIM KIIOHOM, COOTBETCTBYIOLLMM OTKPLITOMY KITIOYy, COAepXaliemycsi B cepTudmkaTe OTKPbITOro Kniova.

2 3aumcteoBaHo 3 IETF/RFC 3280.

3.3.18 uHdbpacTpykTypa oTKpbIThIX Kntoven; MOK (public key infrastructure; PKI): UHdpacTpykTypa,
ncnonsb3yemas B OTHOLEHUSX MeXay BnajenbLeMm Kova 1 4OBepsAIoLL e CTOPOHOM 1 Mo3BonsawWwan gose-
pAtOLLE CTOPOHE NCMOoNb30BaTh cepTudMKaT, CBSI3aHHbIA C BNagenbLeM Kioya, Mo MeHblen Mepe ana
oQHOro MpunoXeHus, nUcnonbayrowero cnyxby GesonacHocTW, 3aBuUcALLyl0 OT OTkpbiToro kmova. K MOK
oTHocaATcA YL, cTpykTypa AaHHbIX cepTudmkaTa, cpeacTBa, NO3BONsiow e JOBEPSIOLLEA CTOPOHE NONY4YnTb
TeKywy NHGOPMaLIMIO O COCTOSHUN OT3bIBa cepTudukaTa, NonuTnKa ceptTudukauum u Metoabl NPoBEPKN
npakTukn cepTudgumkaunu.

3.3.19 kBanuduuupoBaHHbIN cepTucpukart (qualified certificate): Ceptucdukar, ocHoBHoe HasHade-
HMWe KOTOPOro COCTOWUT B MAEHTUMKALMN NUYHOCTU C BBICOKOW CTEneHbio AOCTOBEPHOCTU B MyGnMUHbIX
cnyx6ax HeoCnopPUMOCTH yUHacTUsl.

MpwnmedaHne— PeanbHble MEXaHU3MbI MPUHATUSI PELLEHNS O TOM, AOIKEH UMM HET cepTudmkaT paccmarpu-
BaTbCH KaK «KBaNMUMWUMPOBAHHbLIA CEPTUMDMKAT» B paMKax Kakoro-nmbo 3akoHOAATeNnbCTBa, HaxodsitTcsl BHe oGnactu
NpUMEHEHWS! HACTOSILLErO CTaHaapTa.

3.3.20 ueHTp peructpaumu; LIP (registration authority, RA): OpraH, oTBeTCTBEHHbIX 32 UaeHTUbuka-
LMo 1 ayTeHTUduKkaumio cybbekToB cepTUdUKaToB, HO He NoOANUCHIBAOWMNIA U He U3JaloLWMiA cepTUduKaThl
(To ecTb LIP genervpoBaHo BbINONHEHWE onpeaeneHHon paboTel oT umeHn YLI).

[IETF/RFC 3647]

3.3.21 posepstowan cTopoHa (relying party): lMNMonyyaTens ceptudukara, AOBEPSIOLLMIA 3TOMY cep-
TUpnKaTy Unm SNEKTPOHHOM NOAMUCK, MPOBEPEHHOI C NOMOLLbIO 3TOr0 cepTuduKaTa.

[IETF/RFC 3647]

3.3.22 TtpeTbA cTOpoHa (third party): CtopoHa, BbinonHsowWwas onpeaeneHHyo dyHkumwo 6e3o-
MacHOCTW KaK 4YacTb NpoTokona obmeHa JaHHbIMU, HO He SIBMsIOLWAsCA HU co3daTenem, HU nonyvatenem
AaHHbIX.

3.3.23 poBepeHHas TpeTbs cTopoHa; ATC (trusted third party; TTP): TpeTba cTopoHa, cuuTatowasca
[OBepeHHOM B paMKax NpoTokona nHpopMaLMoHHON 6e30MacHOCTU.

[IETF/RFC 3647]

[TpnmedaHune— OTOT TEPMUH MCNONb30BaH BO MHormMx crtaHgaptax UWCO/M3K u B gpyrux gokymeHTax,
KOTOpble B OCHOBHOM onuncbiBatoT cnyx6bl YL, OgHako 3To noHATHE Wwunpe n BKNovaeT B cebs Takne cnyx6bbl, kak utamnbl
BPEMEHM 1, BO3MOXHO, 4EMNOHMPOBaHMe KItouven.

4 CokpallieHus

B HacTosAwweM cTaHgapTe UICNONb30BaHbl CReayoLLmne CoKpaLeHUs:
OA — opraH no npuceoeHuto atpubyTos (attribute authority);

YL — yaoctosepsaowun LeHTp (certification authority);

NMC — nonutuka ceptudukara (certificate policy);

CNC — ceoa npasun no ceptudukauun (certification practice statement);
COC — cnucok oTosBaHHbIX cepTudukartos (certificate revocation list);
OKIN — anekTpokapanorpamma (electrocardiogram);

OMK — anekTpoHHaa MeguunHckan kapTa (electronic health record);
COK — cepTtudumkat otkpeiToro kntoda (public key certificate);

NOK — uHpacTpykTypa oTKpbITbIX Kntodel (public key infrastructure);
LIP — ueHTp pernctpauuu (registration authority);

OTC — poepeHHan TpeTbs cTopoHa (trusted third party).
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5 KoHTeKcT chepbl 3apaBoOXpaHeHNs

5.1 BnapenbLbl cepTudUKaTOB U A0BepsioLlUe CTOPOHLI B cdhepe 3ApaBooOXpaHeHUs

B uensax ynpoweHus npouecca obcyxaeHust TpeboBaHUIN K 3MEKTPOHHBIM cepTudmkatam BBedeHbI
cnegyrowme Knaccebl y4acTHUKOB. OTO He 03Ha4aeT, YTo Apyrue Knacchkl U onpegeneHust He siBnsiioTca 6onee
NOAXOASILLIUMN B UHOM KOHTEKCTE.

B naHHOM crnyyae BHUMaHWe cocpeioTOHEHO Ha y4acTHUKaX, HeNnocpeACTBEHHO BOBMNEYEHHbIX B 0OMeH
MeAULUMHCKOA WHopMaLMeit, KoTopbiM MoXeT notpeboBaTbca cepTudukaT Ansa npeabsBneHus cnyxbe
6e3onacHocTu Ha 6ase MOK. OnpeaeneHusi nepeyncneHHbIM HUXKe yd4acTHUKaM Aadbl B nogpasgene 3.1.

dusnyeckne nuua:

- cepTUULMPOBaHHBIA MEAULIMHCKAA PabOTHUK;

- BcnomoraTesbHbli paboTHUK 3apaBOOXpaHEHUS;

- naumeHT/noTpedbuTens ycnyr;

- cybcnanpyeMblil ocTaBLVK Me AULIMHCKUX YCIYT;

- paboTHUK 06GecneunBaroLLieil opraHn3aLmu.

OpraHusauuu:

- opraHusaums 34paBooXpaHeHus;

- obecneunBsaioLlasn opraHnsaumsl.

Opyrue o6bexTbI:

- YCTPOUCTBA;

- perucTpupyemMble MeauLMHCK1Ue yCTPOMCTBA;

- NPUIOXeHNS.

Kpome nepeuncneHHbIX y4acTHUKOB ANS LWMPOKOTO BHeAPEHUs! 3NeKTPOHHBIX cepTudukaToB Heobxo-
Aumbl YL 1 opraHbl peructpaunmn, KoTopble caMy ABNSIKOTCA BaXKHbIMU BNazernbLlammn cepTudukaTos.

HexkoTopble paboTHUKM 34paBOOXPaHEHUA CBA3AHbI C HECKOIbKUMM OpraH13aLmMsaMy 34paBooXpaHeHus.
MoaToMy B 3apaBoOOXpaHeHWU KpawWHe BaxHO u3beratb Aybnupyroleid unv nsbbiTOYHOM pernctpauuu,
BRekyLei 3a coboin MULHKE pacxoabl  MHOXECTBEHHOCTb cepTudUKaToB.

B pamkax ccepbl 3apaBooxpaHeHUs HasHadeHuem LIP asnaetcs mubo uaeHTUduMKaumsa ydyacTHuka
B Ka4yecTBe AeNCTBYIOLErO MeAULMHCKOro paboTHMKA, BLINOMHAOLEro AaHHy ponb, Nnbo naeHTudukauma
noTpebutens MeguLMHCKOM NOMOLLM B KavyecTBe nuua, obnagaiero npasaMu Ha NepcoHanbHyto UHop-
mauuto. Kpome Toro, Heobxoaumo peructTpupoBaTth nepcoHarn, obcnyXuBatoLWmin Bpavyein YacTHON NpakTuku
(MegperucTpaTopbl, bByxranTtepbl, cekpetapn uT. 4.). JaHHble NiLa He CBsI3aHbl C TaKUMW OpraHn3aumsaMm, kak
60MbHU1LbI, KOTOPbIE HAXOAATCA B NOAYUHEHUN HALMOHAMBHbIX, FOCYAapCTBEHHbBIX U perMoHansHbIX 0praHoB
3 paBOOXpPaHEHUS.

5.2 Mpumepbl y4acTHUKOB

5.2.1 CepTuduyupoBaHHbIA MEAULIMHCKUN paboTHUK

Mpumepamu cepTUPULMPOBaAHHBIX MEANLMHCKNX paboTHUKOB CRyXaT Bpayun, ctomaTtonoru, cepTudun-
LMpoBaHHble MeAcecTpbl 1 NPoBuU3opkl. CyllecTBYeT MHOMO pasHbIX Knaccudukaunii opuumnanbHo cepTu-
uumpyembix/akkpeauTyeMblx npodeccnii B cdepe 34paBOOXPaHeHUsl pasHbiX cTpaH. BaxHoW 3agadven
6yayLen paboTel no ctaHaapTusauum B UCO asnseTca cozgarue rnobansHom cCUCTEMbI COOTBETCTBUN Mexay
aTuMMK KknaccudmKkaLumsaMm, HO B HACTOsILLEM cTaHAapTe npeanonaraeTcs, Y4To TOMbKO camble obLine Knacchl
MOryT Npu3HaBaTbCsa B M1Uposom Maclutabe. B UCO 17090-2 onpedeneHa CTPyKTypa AaHHbIX, AonycKatoLuas
napannensHoe WCMNonb3oBaHue obllel MexayHapoaHoW knaccudpukauuum n Gonee aeTanvMsnpoBaHHOMN
knaccudukaumm, kKoTopas MoXeT BbiTb HaLMOHamNbLHOW UMM COOTBETCTBOBATL MHOM HOPUCANKLAN, HAanpuMep
B HEKOTOPbIX CTpaHax cepTudmrKaL Mo MeanUUHCKMX paboTHUKOB OCYLLECTBIAIT B MPOBUHUMAX WX LITATaXx.

5.2.2 BcnomoraTtenbHbI paboTHUK 34paBoOOXpPaHeHUsA

BcrnomoraTenbHbIMK paboTHUKaMK 34paBooOXpaHeHus sIBNSIOTCA nula, paboTatowme B opraHnsaunsix
34paBooOXpaHeHust, Ho He SBNALLMeCA cepTUPULMPOBAHHBIMN MEAULMHCKUMK paBoTHUKaMK. KHUM oTHoCAT-
Cs MedperucTpaTopsl, cekpeTapu, onepaTopbl No BBOAY AaHHbIX (HanpuMep, HaauKToBaHHbIX), Byxrantepbl 1
MNaAawnin MeguLMHCKMIA NnepcoHarn. s HacToswero ctaHgapTa BaxHo 0603HaunTb B cepTudmkaTe, npeab-
aBnsemMom cnyx6e 6e30MacHOCTU, CBSA3b MexXAy HaHUMatoLen MeauLMHCKOM opraHnsaunen U paboTHUKOM.
Ans MeauuMHCKUX crneumManncToB Heobxoanmo BKIIOHMUTL B CTPYKTYPY SMEKTPOHHBIX CEPTUMDUKATOB CBSA3b C
YNONHOMOYEHHBIM CepPTUULMPYIOWUM OpraHoM, HO BaXXHO Takke NpedycMoTpeTb B Hell 1 MHdopMaumo
0 BO3MOXXHOM paboTodaTene unu YneHcTee B npoceccmoHansHo accoumaummn, Hanpumep BpadeGHoA.

CylecTByeT MHOXECTBO PasfiMyHbIX TUMOB POSei U JOMKHOCTeR paboTHMKOB cchepbl 3a4paBooXpa-
HeHWA, HO B HACTOSILLEM CTaHAapTe He onpedeneHa kakaa-nMbo knaccudukaumoHHas cxema.
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[MpwnmeyaHne— Tor hakT, 4To NpodeccrmoHanbHasi KOMNeTeHUMA paboTHUKa He NnoaTBepXAeHa odnumanbHO
He3aBMCUMbIM OT paboTtogaTtens OpraHoM, KOHEYHO, He noapasyMeBaeT, YTo paboTHUK He SIBNAETCA cneunanucTom B
CBOEM fJere.

5.2.3 NauuneHT/noTpebUTENb MEAULMHCKOW NOMOLLU

Inuo, nonyyatowee ycnyru B cdoepe 3gpaBooxpaHeHust, NpenMyLLecTBEHHO Ha3biBaeTCA NAaUNEHTOM, HO
B OTAENbHbIX CNy4asx, B YaCTHOCTK, Koraa peys naeT o 340POBOM YeTOBEKe UMK O KOHTPaKTHBIX OTHOLIEHUAX C
MoCTaBLLMKOM MeaULMHCKON nomoLu, 6oree yMeCcTHO HasklBaTh AaHHOE NUMLO NoTpebuTenem MeauuUnHCKon
nomown. B gaHHOM KOHTeKCTe nod nauueHTom/moTpebutenem MOHUMAETCA TOMbKO HernocpeacTBeHHbIN
nonb3oBaTenb MegULMHCKON MHDOPMAaLIMOHHON CUCTEMBI.

5.2.4 CybcuaupyeMbiil NocTaBLUUK MeAULIMHCKOMA NOMOLL U

CyulecTByeT HECKOMBKO TUMOB UL, ABAAIOLLMXCA MOCTaBLMKAaMU MeAULIMHCKON MOMOLLM, HO He perna-
MEHTUPOBaHHbIX B AaHHOMW HOPUCONKLIMN, KOTOPbIE aKTUBHO Y4aCTBYHOT B cdoepe 3apaBooXpaHeHus], rae Ux npo-
heccuoHanbHas ponb MOXeT 6bITb cepTudmuMpoBaHa U cybeuanpoBaHa oduumanbHON opraHusauuven
3apaBooxpaHeHnst. MpumMepamMmn B HEKOTOPbIX CTpaHax MoryT 6bITb NOMoraLue npyu poaax cecTpbl (KoTopble
MOryT cybcnamMpoBaThCsi akyllepamu Unm gpyrumu Bpadamu), usmoTepaneBTbl BCeX BUMAOB, nvua, ocy-
LeCTBNAOLLME YXOA 32 UHBANMAAMK 1 MpecTapenbiMu NMiogbMu (KoTopble MOryT cybecuavMpoBaTbesl Bpadyamu
o6LLel NpakTUkX U1 6oMbHULaMN).

5.2.5 PaboTHuk o6ecnevuBaroLlein opraHU3aLum

Pa6oTHuKOM oBecneunBarollell opraHusaumm aBnseTca nuuo, paGoTawlee B obecneuynBatowleit
opraHuMsaunn 1 He siBNsiloLWeecs cepTUULMPOBaHHBIM MEANLMHCKAM pabOoTHUKOM U BerioMmoraTenbHbIM
paboTHUKOM 34PaBOOXPaAHEHNS.

5.2.6 OpraHuzauuAa sgpaBooXpaHeHUs

Mpumepamn odpuLManbHO 3apPerncTpupoBaHHbIX OpraHWsauuii, OCHOBHasi AeSATEeNbHOCTb KOTOPbIX
CBsizaHa C NnpeaocTaBneHneM ycnyr B ccoepe 34paBooxXpaHeH s unmn npounakt MKon, AIBNSIFOTCS MOCTaBLLMKA
MeaULMHCKON NOMOLLIX, OpraHbl (hHaHCUPOBaHWA 34paBooXpaHeHus (CTpaxoBble MeAULIMHCKUE OpraHu3aLum
W opraHbl rocyaapCTBEHHON CUCTEMbl (PUHAHCMPOBAHUA 3APaBOOXPAHEHUS) U MeAULMHCKUE HayyHO-
nccnegoBaTesbCkue MHCTUTYTHI.

5.2.7 Ob6ecneunBawLlasn opraHM3auus

OGecneunBatoL e opraHMsaLMi NPegocTaBnAoT yCNyrn opraHusaumsamM 3gpaBooxXpaHeHus, HO Hemnoc-
peacTBEeHHO He 0KasblBaloT MeULIMHCKON MOMOLLN.

5.2.8 YctpoucTtBa

K ycTpolicTBam oTHocuTcs obopyaoBaHue, HanpumMep: anekTpokapaunorpacdbl, aBTOMaTU3NPOBaHHOe
naGopaTopHoe o6opyaoBaHuWe, pasHoe MepeHocHoe AuarHocTudeckoe obopyaoBaHWe, u3Mepsowee
pasnuyHele dunsmonormyeckue napameTpbl NauueHTa. Kpome Toro, K ycTponCcTBam OTHOCATCS KOMMNbIOTEPHOE
obopyaoBaHue, HanpUMep cepBepbl ANIEKTPOHHOW NOYTLI, Be6-cepBepbl U cepBepbl MPUNOKEHUIA.

5.2.9 NpunoxeHus

MpunoxeHna — 3TO KOMMbIOTEPHbIE MPOrPaMMBbl, UCMOMHSIEMbIE Ha aBTOHOMHBIX KOMMbloTepax uunu
B ceTax. B cchepe 3apaBooxpaHeHUst K NPUNoXeHusiM, paboTa KOTopbIX CTPOUTCH Ha AOBEPUN K 3TTEKTPOHHBLIM
cepTucukaTaM, MOryT OTHOCUTBCA UHTErPUPOBaHHbIE MeAULIMHCKNE NHEGOPMAaLIMOHHBIE CUCTEMBI, CUCTEMBI
BeAEHUA BMNEKTPOHHBLIX MeAULMHCKMX KapT, MHGOPMALMOHHbIE CUCTEMbI OTAENEHUIA CKOPON MOMOLLM,
cucTeMbl 06paboTkn n30BpakeHUid, a Takke CUCTEMbI BEINMACKA peLenToB, cUcCTeMbl BegeHusi hopmynsipos
nexkapcTBEHHbIX CpeACTB U anTevHble MHOPMAaLMOHHBLIE CUCTEMBI.

5.3 MpUMEHMMOCTb 3NEKTPOHHBIX CePTU(UKATOB B 34PaBOOXPAHEHUN

HacToawui ctanaapT npuMeHUM B cchepe 3ApaBOOXpaHEHUs Kak B HauMoHanbHOM, Tak U B MeXayHa-
poaHom macwTtabe. Ero aeiicTBue pacnpocTpaHsieTcs Ha opraHbl (rocyAapcTBeHHbIe) yrpasieHus 34paso-
oXpaHeHWeMm, YacTHbIX MOCTaBLYMKOB MeAMLMHCKON NOMOLWM BCero cnekrpa, BkMo4Yast 6GonbHUUBI,
ambynaTopHO-NOMUKIMHAYECKUE yupeXaeHusl, U Bpayenh obluen npakTuku. Hactoswmin ctaHpgapT Takke
pacnpocTpaHAEeTCA Ha CTpaxoBble MeAULIMHCKUE OpraHn3aLmMmn, MeauumMHckue obpasoBaTenbHble yupexaeHusl
1 Apyryto AeATenbHOCTb MO OXpaHe 340POoBbs (HanpuMep, yxoa Ha AoMY).

XOTA OCHOBHOW LENbi0 HaCTOALIEro cTaHaapTa sIBNSeTCA co3daHue obulero nogxoga, B pamkax
KOTOpPOro MeguumMHckue paboTHUKWA, OpraHu3auunM 34paBoOXpaHeHUs U CTPaxoBble MeAULMHCKUE OpraHu-
3auun MoryT 6esonacHo obMeHuBaTbLCS MeaAMLMHCKOW MHbopMaLmMen, OH Takke NpeaHasHadveH ansa obecne-
YeHUA BO3MOXHOCTU NoTpebuTenam umeTb 6e3onacHbIA 4OCTYN K MHopMaLmmn o ux cobCTBEHHOM 340pOBbe.
TpaHsakuun MoryT npoucxoamTs npu yyactum YL n LIP, aeicTByoWwnx kak AoBepeHHbIe TPETbU CTOPOHbI,
obecneunBaolme MNOCTaBLUMKAM MEAULMHCKON MOMOLUWN, CTPaxoBbiM MeAULMHCKUM opraHusauusim n
noTpebutenam BO3MOXHOCTbL 0OMeHa WHdopMaumein ¢ rapaHTuen ee 6e3onacHOCTM U 3aLMLLIEHHOCTH, a
TaKkke onepaTUBHOIO OMOBELLEHUS] B CyYae UX HapyLLeHWs.

8
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MoaxoaaLwmMMm NPUIOXKEHUAMN 3NEKTPOHHBLIX cepTUdUKaToB B cchepe 3apaBooXpaHeHUs ABNAOTCS:

a) 3almLeHHas ANEeKTPOHHARA NoYTa;

b) sanpockl Ha 4ocTyn K GONbHUYHBIM UHPOPMALMOHHBIM CUCTEMAaM OT NPUITOXKEHUI, UCTIONb3YEeMbIX
MeaULMHCKUMU crieLManucTammn ambynaTopHO-NOSMIMKIMHUYECKUX YYPEXAEHWUA;

C) 3anpochbl HaAOCTYN OT NPUOXKEHUI, UCNOSb3YeMbIX BHYTPWU 60MbHUYHBIX MHPOPMALIMOHHBIX CUCTEM.
K TakuMm cuctemam MOryT OTHOCUTLCA CUCTEMbl YNPaBneHUs ABMKEHUEM NaUUEHTOB U KOoeUYHbIM hoHAOM,
KNMUHUYeckne MHGOPMaUUOHHbIE CUCTEMBI, a Takke WHGPOPMAUWOHHbIE CUCTEMbI OTAENEeHWA Jy4eBoMn
ANarHoCTUKK, NaTonoroaHaTOMUYeCKNX oTAeNEeHUI, CryXObl NIUTaHUA N T. 4.;

d) cduHaHCOBbLIE MPUNOXEHUNA, B KOTOPbLIX TpebyeTcs HeoCnopUMOCTb, LEMOCTHOCTL CcoobLIeHui,
koHuAaeHUManNbHOCTbL UHOPMaUMK, ayTeHTudKaums nauveHToB, NOCTABWUKOB MEANLIMHCKOWA NOMOLUA 1
CTPaxoBLUWNKOB, a TakKe (B HEKOTOPbIX OPUCAMKLMAX) 3aLMTa OT MOLIEHHUYECTBA,;

€) NPUNOXeHNs1 AUCTaHUMOHHON 0BOpaboTkM usobpaxeHun, koTopble TpebyroT ayTeHTuduKauum
MeAULMHCKOro paboTHUKa U HaaeXXHOW NPUBA3KK N306paXkeHnn K naeHTUdUKaLnmn nauneHTa;

f) npunoxeHust KOHTPONA yaaneHHoro AocTyna, 0cobo HyxaalowWwerocs B NPoBepke ayTeHTUYHOCTH,
KOHbNAEHUMANbHOCTU U LLEeNOCTHOCTW;

g) NPUNOXEHUS BNEKTPOHHBIX PeuenToB, KOTOpbIM TpebyeTca Becb cnekTp cnyx6 6esonacHocTu,
MCNONb3YIOWMX 3MEKTPOHHbIE cepTudUKaTbl ANs rapaHTUW, Y4TO AaHHbIN peuenT BbiNUCAH KOHKPETHBLIM
MeAULMHCKUM paBoTHUKOM (ayTeHTUUKALUA UCTOYHMKA) U OTNYLLEHHOe NO HeMy fekapcTBO HanpaBfieHo
HY>XHOMY nauneHTy. YTo6bl rapaHTUPOBaTb OTCYTCTBUE OWNGOK Npu nepedave uHgpopMaummn, Heobxoaumo
MCNONb30BaTb CMYXOY NPOBEPKN LIeNOCTHOCTU AAHHBIX, OCHOBaHHYI0 Ha NPUMEHEHUWN 3NEKTPOHHBIX CepTu-
ukaToB, n 06eCnNe nTb Y4 THOCTL C NOMOLLLIO CNYXObl HEOCNOPUMOCTHU;

h) anekTpoHHbIE AOKYMEHTHI 06 MHOPMUPOBAHHOM COrNacun NauMeHTa, 3aBepeHHble 3M1eKTPOHHOM
noanuchbio;

i) cnyx6bl TPAHCIPAHUYHOIO MU MEXTEPPUTOPUANBHOMO ONEPaTOPCKOro BBOAA AaHHbIX;

j) Apyrve cucTemMbl B COOTBETCTBUN C MECTHBIMU MONUTUKaMK 6e30nacHOCT!.

MecCTHble NOAUTUKN MOTYT UCKNIOYaTb HEOBXOAUMMOCTL UCMONbL30BaHUA 3MNEKTPOHHBIX cepTuduKaToB
B OOHOM WX HECKOSbKUX U3 BbiLLEnepeyYnCcAeHHbIX MPUIOKEHUIA.

HekoTopble cLeHapun, B KOTOPbIX MOTYT NPUMEHATb 3NEKTPOHHble cepTudukaThl, NpeacTasneHsbl
B NPUIOXeHNN A.

6 Tpeb6oBaHuA K cnyx6am 6e30NacHOCTV B MEeAULIMHCKUX NMPUNOXKEHUAX
v

6.1 Oco6GeHHocTU chepbl 3apaBoOXpPaHeHUSA

Cdpepa 3apaBooxpaHeHus npeabsiBnseT cneunduyHble TpeboBaHusa k wnHgopmauMoHHOW 6eso-
MacHOCTU, HYXAalLWNecs B OTAENBHON UHTEepnpeTauun, YTo U MOCAYXWMO MPUYUHOM CO34aHuUs HacTos-
wero ctaHgapta. B atux TpeboBaHMsiX oOTpakeHbl creaylolwne KoHKpeTHble ocobeHHOCTU cdepbl
3[paBOOXpPaHEHUS:

a) MeguuMHcKas MHgopMaumsa MHOrOKPaTHO UCMOMb3yeTCsl N MOXeT CyLecTBOBaTb B TeYeHue Bcewn
XKM3HM LA, K KOTOPOMY OHa OTHOCUTCA, U Aaxe Aonblue. 3T0 06CTOATENLCTBO, B CBOKO o4epedb, NpuBoanT
K HeobX0AMMOCTW ANUTENbHOMO XpaHeHNs1 3MeKTPOHHbBIX NOANUCEN, B KOTOPOM 3HAYUTENbHYI Ponb Urpaet
TEeXHOMNOrns MeTok BpeMeHu, obecneymBatoLlas Takyto BO3MOXHOCTb;

b) cywecTByloT BaxHble NoTpebuTeny n nocTasLMKL MeQULMHCKON MOMOLLN, 03a604YeHHbIe TeM, YTOBbI
cobpaHHasa MeanumnHekas MHopMaLns UCNonNb3oBanachk B MeaUUMHCKUX LENAX U HUKaK MHade, 3a UCKIoYe-
HUeM TeXx criydaes, Korga nauueHT gan siBHoe corrnacue Ha UCNorb3oBaHe gaHHOW MHdopMaL My (Hanpuvep,
AaHOHMMHbIE CBEAEHNS O NauMeHTe MOryT GbITb UCMNONb30BaHbl B 06pasoBaTenbHbIX U UccreaoBaTenbCkux
uensx);

C) cywecTByeT HeobXOAMMOCTb YKPENUTb YBEPEeHHOCTb noTpebutenelt MeguUMHCKOW MOMOoWN B
CNOCOBHOCTU CUCTEMBI 34PaBOOXPaHEHUs! yNpaBnsaTb NpeJocTaBneHHON MHopMaLme;

d) cyuwectByeT Heo6X0AMMOCTb B TOM, YTOObI MeanUMHCKME paboTHUKA U opraHusaunn cobnoganmu
obasaTenbCcTBa Mo 3awnTe nHdopMaLmMm Npu okazaHUmM MeanULUHCKON MOMOLLIU;

e) cyllectByeT HeobxoaMMOCTb MonyvaTb NOATBEPXKAEHUE, YTO MeANLMHCKME paboTHUKK, TOproBblie
napTHepbl 1 CTOPOHbI, NCMOSb3YIOLLUMe 3M1eKTPOHHbIE cepTuduKaThl B chepe 34paBooOXpaHeHUs, AOBEPSOT
mMepaMm, obecneynBaloLMM 3aLMTy HENMPUKOCHOBEHHOCTU NIMYHOW XU3HU M 6e30MacHOCTb NepcoHarnbHOM
UHcpopMaLnn NnaumeHTa.

Bonpochkl MHbopMaurnoHHon 6e3onacHocTy B cdrepe 34paBooXpaHeHUs CTaHOBATCS Bce Bonee akTyanb-
HbIMUK MO Mepe TOro, Kak A5 XpaHeHUs MeaNLMHCKON MHOPMaLIMK BCe Yalle NMPUMEHSIIOTCA 3M1eKTPOHHbIe
nHbopMaLMoHHbIe cUcTeMbl BMecTo BymakHo AokymeHTaumun. MNepsooyepeaHol sagavein cchepsbl 3apaso-
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oxpaHeHus sBnseTcs 3awmuTa 6e30NacHOCTM NauneHTa 1 HeMmPUKOCHOBEHHOCTU ero NIMYHON XnsHW. B vyacT-
HOCTW, HeobxoamMmo obecrneuvnTb BhINONHeHNe TpeboBaHWiA 3akoHOAAaTeNbCTBa O 3aluTe NepcoHanbHbIX
AaHHbIX, B TOM YACIE KacatoLnxcs Ux TpaHcrpaHudHon nepegadn. Ecnu nHdopmaumoHHasa cuctema npeg-
HasHavaeTcs ANA UCMOoNb30BaHNA Kak MeaULMHCKUMKU paBoTHUKaMK, Tak U NauueHTamu/noTpebutensamu, To
OHa [A0MKHa BbI3blBaTb AoBepue. MoaTomy BbiNorHeHWe TpeboBaHMin kK MHopMaLMoHHOW BesonacHocTh
HEMPUKOCHOBEHHOCTU NNYHOMN XNU3HWM MMeeT ocobyto BaXKHOCTb A5l MHPOPMaLMOHHBIX cucTeM B cdepe
30paBoOXpaHeHus.

6.2 TexHu4Yeckme TpebGoBaHMA K MNPUMEHEHUIO 3INEKTPOHHbIX cepTudukatoB B cdepe
3paBoOOXpaHeHuns

6.2.1 OG6LwWune nonoxeHus

OcHOBHBIMK yrpo3amu 6e3onacHOCTU, KOTOPBIM ACIKHBI MPOTUBOAENCTBOBATL MeauLMHCKMEe nHdbop-
MaLMOHHbIE N KOMMYHUKALWOHHBIE CUCTEMbI, CBAI3aHbl C HECaHKLMOHUPOBaHHBLIM AOCTYMNOM MyTeM Kpaxu
3aKPLITOro KtoYa y 3akoHHOro Bnagernbla ceptudumkarta U nocnegytollein He3akoHHON 4eATeNbHOCTU OT ero
nmeHun. MogoObHbI HeCaHKLUMOHNPOBaHHbIA JOCTYMN MOXET NPUBECTA K USMEHEHUIO, YTepe UMy KONMMPOBaHUIO
MeaULMHCKOW UHopMaunun. TpUuMeHeHne 3NeKTPOHHBLIX cepTUMMNKATOB B COOTBETCTBMM CO CTaHOAapTOM
nHdopmaunoHHon BesonacHocTn, Hanpumep WNCO/MO3K 27002, MOXeT 3HAYUTENbHO CHU3UTL pUCK
HecaHKUMOHMPOBaHHOIo AOCTYMa.

MpuMeHeHne 3NeKTPOHHbIX cepTUdUKaToOB cNocobCTBYET CO3AaHUI0 YHUKaNLHOrO KOMMeKca NonTuk,
METOOO0B M TEXHOMOMMM, NpegnaratoLlero Bce cnyx6bl ayTeHTUdUKaumm, LeNoCTHOCTU, KoOHUAEHLWaNbHOCTH
1 3NEKTPOHHOM noanucK. B cdepe 3apaBooxpaHeHns OHO AaeT BO3MOXHOCTb NOCTaBLMKaM U noTpebutenam
MEANLMHCKOM MOMOLLN, KOTOpble MOryT ObiTb HE 3HAKOMbI, YBEPEHHO OCYLLECTBNATL Be3onacHein obmeH
WUHcopMaLIMen B 3NEKTPOHHON cpefe, OCHOBaHHOW Ha Lienoyke AOBEpUS.

Ucnonbays aneKkTpoHHble cepTudukaThl, MOXHO NPEANOXUTL UCTONb3oBaTb cryx6bl GezonacHocTy,
ocobo BocTpeboBaHHbIe cchepoin 3apaBooxpaHeHusi. DTU cnyxbbl 1 NX NpUMeHeHue B ccepe 3apasooxpa-
HeHWs onucaHbl Huke 6onee geTanbHo.

6.2.2 AyteHTudukauun

B s3gpaBooxpaHeHuM pas3BuTa crneuvanusalus MeguMUUHCKMX paboTHUKOB, MO3ITOMY MpU aHanuse
MEeANLMHCKNX KapT, 3aKMHOYeHWN KOHCYbTaHTOB W APYIUX AOKYMEHTOB O COCTOAHWUM 300POBbA NaLUEHTOB
MeANLMHCKUM paboTHUKaM MPUXOAUTCA MNonaraTbCA Ha CYXAeHWUA ApYrux MocTaBLUMKOB MeAULIMHCKON
nomoLLn. Ecnn 3T 4oKyMeHThI 1 3anncu npeacTasreHbl M 0GHOBMATCA B 31€KTPOHHOM BUAe, TO Heobxoanma
YBEPEHHOCTb, YTO coAepKaLLascsi B HUX MHopmauma AeNCTBUTENbHO NPeaocTaBeHa UX asTopamu.

KpaiHe BaxHo, 4TOObl MeauUUHCKUE paboTHUKW MOrnaM nonyvaTtb AOCTYN K KoHduaeHuuanbHon
MeaULUHCKON MHOpMaLMM NaLMEeHTOR U3 PasHbIX MeAULMHCKUX YYpeXaeHU, Ho B TO e Bpems, YTobbl aTa
nHcdopmaumst 6bina sawmeHa oT HeCaHKLUMOHUPOBAHHOMO A0CTYNa U U3MEHeHUA. AyTeHTudukauma pac-
cmaTpuBaeTcaB7.4.

6.2.3 LlenocTtHocTb

O6ecneyeHne LenoCTHOCTU NepcoHarnbHON MeauLMHCKON MHopMaunm MoxeT B BykBanbHOM CMbICTe
6biTb BOMPOCOM XXM3HWU U CMEPTU, Koraa Takast uHcgopmauusa Heobxoanma Npu okasaHUM 3KCTPEHHON Mean-
LUHCKOM nomoLuu. Bornee Toro, CywecTByOT BECKME MOTUBBI ANA HApYLLEHUA LENOCTHOCTU HEKOTOPLIX (hOpM
nepcoHasnbHON MeaULMHCKON UHopMaLmm (Hanpumep, Npu HasHa4YeHNMN HAapPKOTUYECKNX CPEACTB).

6.2.4 KoHdmaeHumanbHOCTb

MepcoHanbHy MeAULUHCKYH HOPMAaLIUI0 YacTo paccMaTpuBatoT Kak Hanbonee koHbuaeHUMANbHY O
WHdbOpMaLMIO B NOBCEAHEBHOW XWU3HW. B oTnuuve oT nHdopmauun, kotopaa nepegaetca B 3MEKTPOHHON
dopme AnA uenen anekTpoHHON TOProBnn, KOHUAEHLNaNbHOCTL NePCOHaNbHOU MeaULUHCKON MHopMaLun
He MOXeT BbiTb BbipaXkeHa B AeHEXHOM 3KBUBAreHTe, U 0AHAXAbl HApyLWeHHoe NPaBo NaLMeHTa Ha Henpu-
KOCHOBEHHOCTb MIAYHOW XKM3HW He MOXET ObITb JIerko BOCCTaHOBMEHO.

6.2.5 JnekTpoHHasa noANUCL

OnNeKTpoHHLIE MOANUCU, UCNOMb3yeMble B 30paBOOXPaHEHWW, a Takke NONUTUKM U NpakTuka noAa-
TBEPXKASHUS1 UX LENMOCTHOCTU, B KOHEYHOM cueTe, MOoryT 6biTb o6bekTamu 0coboro uHTepeca B npouecce
cyaebHbIX cnywaHui, paccMoTpeHus aen o BpadebHbix ownbkax, 3acegaHnii npodeccMoHanbHbIX gucumn-
NUHAPHBIX KOMUTETOB U APYInX IOPUAMYECKUX UM MeHee oduumanbHbIX MEeponpUsTUA, Mo Xody KOTOpPbIX
OOKYMEHTbI C 3M1eKTPOHHOW NOANUCHI0 NPeACTaBNAI0T B Ka4eCTBe AoKa3aTeNnbCTs.

DomxHa 6bITb 06ecrneyeHa BO3MOXHOCTb NMPOBEPKW SNEKTPOHHBLIX MNoAnucei AOKYMEHTOB AaXe B TOM
cnyyae, ecnu cpok AencTeua ceptudmkaTa Uctek unn ceptucdukat 6bin 0To3BaH. ATO MOXHO caenaTb ¢
NMOMOLLBIO UCNONb30BaHUA MeTok BpemeHu (cm. IETF/RFC 3161). B kavectBe hopmata nognucu, paccum-
TaHHOW Ha AnNuTeNbHOEe XpaHeHne, pekoMeHAyeTCsl UCMonb30BaTh TOT, 4To onucaH B IETF/RFC 3162.
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OnNeKTpoHHblEe cepTUdUKaThl UCMONbL3YTCA Takke cnyxbamn aBTopusaLnMu U KOHTPOMS PONEBOro
poctyna. [laHHble cnyxobl XkM3HeHHO HeobxogumMbl B cdoepe 34paBooXpaHeHUsi, MOCKOIbKY B Hel CcyLllecTByeT
MHOXXECTBO CreLmanbHOCTeR U MHOXECTBO CUTYaLLMIA, TPeBYIOLLMX pasHbIX ypoBHEN A40CTyNna K KOMIOHEHTaM
nepcoHansHoN MeanLNHCKON MHpopMaL U B 3aBMCUMOCTU OT CUTYaLLUM U pOMu y4acTBYoLWEero MeauLMHCKOro
paBoTHUKa.

6.2.6 ABTOopu3auus

B cthepe 3gpaBooxpaHeHms BaXKHO, 4ToBbl Mpasa Ha QOCTYM K NepcoHanbHon MmeauumHckon nHdopma-
LMK NpedocTaBnAMCh TONbKO TEM NLAM, KOTOPbIM OHa Heobxodnma ANs okasaHnsa MeaULMHCKON MOMOLLIM
nauneHTy/notpebutento, NMbo Apyrum nruam, KOTopbIM AaHO ABHOE corfacue naumeHTa.

6.2.7 KoHTponb goctyna

B cchepe 3apaBooxpaHeHns BaxHo, 4ToObl MMennch cpeacTBa, obecneuymnBatoLne OCTynN K pecypcam
cucTeMbl 06paboTKM AaHHBIX TOMbKO aBTOPU30BaHHbLIM NLaM, aBTOPM3OBaHHBIMI crnocobamu U 4N aBTo-
PU30BaHHbIX Liener unu gpyHKLMIA, NOCKObKY NOCNeACTBUS HEaBTOPMU3OBAHHOMO AOCTyNa MOryT 6bITh HE06-
paTUMbIMW.

Mcnonb3oBaHne 3MeKTPOHHBIX cepTUdUKaToB B COOTBETCTBUM CO CTaHOAAPTOM WUH(OPMaLUMOHHON
6e30MacHOCTU MOXKET 3HAYNTENBHO CHU3UTL PUCK HEaBTOPMU3OBAHHOIO AOCTYNA K MeAULMHCKOM HdopMaumm
nauueHTa.

Llensto HacTosiero ctaHaapTa sIBNseTcA onpeaeneHne oblmnx 3neMeHTOB NPOLECCOB U3faHna u
NCMONb30BaHNS 3NEKTPOHHBIX CEPTUDUKATOB, KOTopble obecnevaT Lenoyky Aosepus npu obmeHe meau-
LIMHCKO MHpopMaLIMEl B MEXPErMoHanbHOM Ui mexayHapogaHoMm Maclutate.

6.3 MoTpebHocTH, cneuudUyHble ANA 34paBOOXpaHEHUA, U oOTAeneHUe ayTeHTUdUKaLUU
oT wudpoBaHUs

B cdepe 3apaBooxpaHeHuUst CyLecTBYeT BblpaXeHHas noTpebHocTb oTaeneHns dpyHKUMM nognmcy ot
yHKUMU WinpbpoBaHus. MNpuurHa 3akioYaeTcs B TOM, YTO aBTOPU3OBaHHBIM MeAULIMHCKAM cneluanictam
MOXeT noTpeGoBaTbCs AOCTYN K MeAULMHCKON KapTe nalueHTa B CPOUHbIX UNM 0COBBIX cUTyauumsx, Koraa
MeANLMHCKAIA CneumnanncT, KOTOpoMy NpeaHasHayanoch coobLueHne, OTCYTCTBYET Ha MecTe UM HeAOCTYNEH.
B cuctemax uHdopmMauuoHHO 6e30MacHOCTW, paccyMTaHHbIX Ha cdepy 3apaBooxpaHeHusi, obbl4HON
NPaKTUKOW ABNAETCA HaNM4Yne NNYHOro MaeHTUUKaLMOHHOTO cepTudukaTa, UCNONL3YyeMoro AN ayTeHTu-
chmkaumn, n ceptTudnkaTa opraHm3aLMoHHON e4UHULBI, UCMONb3yeMoro AN W posaHus.

HacToswmin cTaHgapT pekoMmeHayeT UCMOMb3oBaTh OTAENbHbIE cepTUduKaThl U CBA3AHHBIE C HUMMK
KntouM ans ayteHTudukauMm n wndposaHua (obecnevmsaiolimx KoHUaeHUManbHOCTb). B HeM Takke
noaTeepxaeHa Heo6XxoaMMOCTb UMETb OTAESNbHBIE cepTuduKaTbl Anst YCTaHOBNEHUA UAEHTUMHOCTU U ANA
ynpaBfeHust KOHTPONEM AOCTYNa, MPUBSI3aHHbIE K KIloUy ayTeHTUdukauum cybbekTa.

Ecnu kntoun ncnonbaytoT Ans wndpoBaHns faHHbIX, TO AN NpefoTBpalleHa NoTepu AaHHbIX B cnyyae
OTCYTCTBMA JOCTyNa K KioyaM paclimdpoBaHusa Heobxoaumbl onpefeneHHble cpeactsa ynpasneHus
Knoyamu.

6.4 YnpasneHue uHdopmMauuoHHon 6ezonacHocTbi0 B chepe 34paBOOXPAHEHUA C NOMOLLIO
3NEeKTPOHHbIX cepTuchukaToB

WHdpacTpykTypa NpUMEHEHUS 3NEKTPOHHBIX cepTudukaToB, Heobxoaumana ana 6esonacHoro obmeHa
MeaULMHCKON HbopMaLmeit u oocTyna K AaHHbIM B HALMOHaNbHOM U MexayHapoaHoOM macwTabe, 4omkHa
obecnevnBaTbCA COrNacoBaHHbIMU OGLLUMMM MONUTUKAMKU yNpaBneHust MHopMaunoHHoN 6e3onacHoCTbio.
UTo6bI 06ecneunTb yBepEeHHOCTL B TOM, UTO JaHHas MHgpacTpykTypa yHKUMoHUpyeT 6e3onacHo, cneayet
YCTaHOBUTbL HOPMbI U MpasuIia Mo ynpasneHuio MHopmaLMoHHO 6e30MacHOCTbLIO.

CTtaHaapTbl, onpeaenstowme HOpMbl M NpaBuna no ynpasneHuio MHDOOPMaUnoHHON 6e3onacHoCTbIo,
yXe cywecTByloT 1 aBnsioTcs obwenpuHateiMu. NCO/MIK 27002 1 cneuudukauna COBIT [16] yctaHasnu-
BalOT Npasuna naeHTudukauumn puckos 6e3onacHoCTH, a Takke npasusia NPUMEHEHNA COOTBETCTBYHOLMNX
CpeAcTB ynpaseHUs 3STUMKN pUCKaMM.

Moao6Hble HOPMbI U NpaBUNa HaknaabIBalT HeGonbllWe orpaHNYeHns UNn He HaknagbiBaloT BoobLUe
HUKaKNX OrpaHUYeHUA Ha CIyX0bl, KoTopble MOTYT BbITb NpegocTaBeHbl NMPY BHEAPEHUN 3MEKTPOHHBIX CepTU-
dukaToB 1 AaOT NOANMNCHIBAIOLLEMY UMW NPOBEPSIIOLLIEMY NULY YBEPEHHOCTbL B TOM, YTO 3MEKTPOHHAsA NOANNCH
He ByaeT noaBepKeHa pPUCKy KoMNpomeTaunm U3-3a Nioxoro ynpasneHust 6e30NacHoCTbIo.

Mcxoas u3 aToro, HacTosWwMA cTaHgapT ccblnaetca Ha MCO/M3K 27002 npu pelleHUU BOMPOCOB
obecnevyeHuns nHpopmaLoHHo bezonacHocTu, npedctaBneHHbIX B IETF/RFC 3647 [11].
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6.5 Tpe6oBaHUA K NONUTUKAM U3AAHMA INEKTPOHHBLIX CEPTUMUKATOB U UX NPUMEHEHUIO
B 34pPaBOOXpPaHeH UM

Tpe6oBaHMsa K MNONUTUKAM M CBSI3aHHbIE C HAMW NpaBuia U34aHua U UCMOMb30BaHUSA 3NEKTPOHHBIX
cepTudukaToB B chepe 3gpaBooxpaHeHus onpeaenersl B MCO 17090-3.

7 Kpuntorpadusa ¢ OTKPbITbIM KIHOYOM

7.1 CMMMeTpUYHasa U1 acuMMeTpUYHasa Kkpuntorpacdusa

Mpu cummeTpudHon Kpuntorpadpum gna npeobpas3oBaHUA OTKPLITOrO TEKCTa B HeYMTaeMyto Kpur-
TOorpamMmmy MCnosb3ytoT 3aKpbITbIA KoY. Takasa 3awudgpoBaHHasa MHdopMaLUa MoXeT BbITe pacluMdpoBaHa
NMocpefCTBOM TOrO XXe 3aKpblTOro Krova ¢ nomoLlsto obpalleHus anroputma wudpoBaHus. OaHHbIA TN
KpunTorpadunyeckoin CMCTEMbI LUIMPOKO UCMONb3yeTcs Anst obecneveHns KoHpUaeHLMaNbHOCT U Ha3blBaeTCA
CUMMETPUYHON CUCTEMOM, NI CUCTEMON C 3aKPbITLIM KIHOYOM.

KpunTtorpadus ¢ oTKpbITbIM KMto4oM 6bina BrnepBble onncarHa Yutdungom Auddu n MaptuHom Xenn-
mMaHoMm B 1976 r. B gaHHOM noaxoAe MCrofb3oBaHbl ABa pasHbIX Kova — OTKPbITLIA 1 3aKpbiThiA. JTlo6oi
obnagaTenb OTKPBITOro Krntoya MOXeT 3almdpoBaTth coobLleHne, HO He MOXET ero paclidgpoBaTtb. TONbKO
BMagerneLl, 3akpbITOro Krtova MoXeT paclumdpoBaTh Takoe cooblieHne. HeBO3ZMOXKHO BbIMUCIUTL 3aKPbIThIN
KrtoY, 3Has TONbKO OTKPbIThINA KoY, MOSTOMY OTKPBITHINA KoY MOXET ObITb M3BeCTeH BceM 6e3 yrpo3sbl Hapy-
LeHUs KoHPUAEeHLMaNnbHOCTHU.

Takas kpunTorpadudeckas cuctema HasblBaeTcs acuMmmeTpuyHon. LLnpoko ucnonbsyerca acummerT-
puuyHbIA anroputm RSA, Ha3BaHHbIA B YecTb Tpex ero nsobpetatenei (Rivest, Shamir u Adelman), kak
CaMOCTOSAITENbHO, TaK U B COMETaHUN C CUMMETPUYHBIMK KpunTorpaduyeckumm cuctemamn. B Takux rmb-
PUOHBIX CUCTEMAX aCMMMETPUYHBIA anropuTM NCNOSb30BaH ANS 3alUMThl 3aKPbITOro Kito4a CUMMETPUYHON
KpunTorpagpuyeckon cucTemsl.

AcumMMeTpuYHEBIE KpunTorpaduyeckme CUCTEMbl MOTYT MOBbICUTH 3(EEKTUBHOCTL CUMMETPUYHBIX
KpunTorpaduyeckmx cMcTem 1nvM BUpPTyanbHbIX YacTHbIX ceTel, obecneurBasn ayTeHTUdhMKaLMIo y4acTBYo-
LWKMX CTOPOH NOCpeacTBOM rapaHTUPOBaHHOW LENOCTHOCTU Nnepefayn AaHHbIX, a Takke aBTopusaunio n
KOHTPOMb AoCTyNa.

HekoTopble anropuTMbl OTKPBITOrO Kntova, Hanpumep RSA, MoryT 6biTb UCNOMb30BaHbI 41151 BOCCTaHOB-
NEeHNs1 UCXOOHOTo COOBLLEHMS U NO3TOMY NPUrOAHBI ANA 3aLWMThl KOHPUAEHUNANbHOCTM NPU BbILLEONUCAHHOM
WincbpoBaHK. JaHHbIA anroputM MoxeT BbITb Takke UCNoNb3oBaH B 06paTHOM HanpaBneHuW, Koraa TekcT,
3aLMPOBAHHBIN C MOMOLLILIO 3aKPbITOrO Kitova, MoXeT BbiTh paclumdgpoBaH ¢ MOMOLLbIO OTKPLITOro Kiloya.
TakoW NPUHLMN He NOAXOAUT ANA 3almThl KOHUAESHUMANBHOCTN, HO MOXET BbiTb UCMONbL30BaH ANS ayTeH-
Tucukaumn. Tonbko Bragenew, 3akpbiToro knoya cnocobeH cozgaTtb KpUNTorpamMmmMy, Kotopasi MOXeT BbiTb
pacwudposaHa Npu NOMOLLM COOTBETCTBYOLLErO OTKPLITOro Kntova. [laHHoe CBOWCTBO MOXET BbITb UCMOSb-
30BaHO ANs ayTeHTUdbUKaLMK BnagenbLa 3akpblToro Krova B kKa4ecTse UCTOUHUKA COOBLLIEHUIA.

7.2 3neKTpOoHHble cepTUPUKaThbI

OnNeKTPOHHbLIN cepTUdmMKaT — 3TO CTPYKTYpa AaHHLIX, CBA3bIBaKOLLAA OTKPLITHINA Kto4 cybbekTa u oguH
WU HEeCKONbKo aTpuByTOB, OTHOCALMXCA K UAEHTUYHOCTU cyGbekTa, ero OTKPbITHIM KIloYyaMm U Apyrow
WHOopMaLUK, KOTopas BOCNPON3BOAUTCA 6e3 UcKaxeHUs nocne WwudpoBaH1s ¢ UCMOSIb30BaHNEM 3aKPbITOro
kmouva YL B cooteetctBUM ¢ MCO/M3K 9594-8. OgHUM 13 aTpubBYTOB, OTHOCALLUMXCA K MOEHTUYHOCTMU
cybbekTa, ABNAETCA OTANYUTENBHOE UMSA, NO KOTOPOMY AaHHLINA CY6bEKT MOXeT BbITb aeHTUULMPOBaH.

CybbekTom MoXeT ObiTb husndeckoe NMUO, opraHNsauMoHHaa eauHULA, NPUIIOXKEHUe, cepeep Uin
TeXHUYecKoe yCTponcTBo. HasHaueHMeM anekTpoHHOro cepTudurkaTa asnsieTcs obecneyeHne onpeaeneHHon
CTeneHn yBepeHHOCTU B TOM, YTO OTKPBITBIN KMOY NPUHAANEXKUT MaeHTUULMPOBAHHOMY CyBbLeKkTy n 4to
OaHHbIN cyObeKT BageeT COOTBETCTBYIOLNM 3aKPbITHIM KIHOYOM.

CreneHb yBepeHHocTM ob6ecneunsaeTtcsa YL, nognucasluinm 3neKTpPoHHBIA cepTudnkaTt co6CTBEHHBIM
3aKpbITbIM KNo4oM. MoanucbiBana 3nekTpoHHbIM cepTudmkat, YL 6eper Ha cebs OTBETCTBEHHOCTb 3a
nHdopMaumio, cogepxallytocs B 3NeKTPOHHOM cepTudukate, u 3a obecneveHne snagensua ceptudukata
onpegeneHHbIM YpoBHEM ayTeHTUdUKaumun.

YL uspaet ceptucbmkaThl, BeAET KaTanor cepTudukaTos (BMECTE C UX OTKPBITBIMU KItoYaMu), OT3biIBaET
cepTUdUKaThl, KOTOPbIE MON CTaTb HeAeNCTBUTENbHBIMKU, U 06ecnevmBaeT CBoeBpeMeHHoe UHopMUpoBa-
HWe BCeX y4acTBYHOLWUX CTOPOH 06 oT3biBe cepTudukaTos. Mpouecc ynpasneHunsi ceptudnkatammn onpegenex
B MCO 17090-3, B KOTOPOM Takxke onucaHbl ponb LIP 1 orpaHuMyeHus, HaknaabiBaemble Ha Te CyObekThl,
KOTOpble MOTYT UCMOMHATL pornb LIP.
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7.3 OneKTpOHHbIe noanucu

CornacHo UCO 7498-2, [2] anekTpoHHas nognunck npeactasnseT cobol AaHHble, AobaBneHHble K 610Ky
AaHHbIX, UK KpUnTorpadudeckoe npeobpasoBaHue aToro 6roka, No3BonsAoLMe nonydaTento 6roka gaHHbIX
y6eanTbcsl B MOAMHHOCTU UCTOYHUKA U LLeNOCTHOCTM 6rioka v 3almMTUTb ero OT UCKaXKEHUsI, Hanpumep,
nony4aTenem.

OneKTpoHHasi NoAnncb cosdaeTcs NOCPeACTBOM UCMONb30BaHUS 3aKpbITOrO Ktoya oTnpasuTens Ans
BbINOMHEHWA HEeKOTOPOM MaTeMaTU4eckol onepauuu Hag nocbinaemMbiM cooblieHneM. OTa onepauus
3aKoYaeTCA B MCMOMNb30OBAHUN 3aKPBITOrO Krova 1M MaTeMaTuyeckol pyHKLMN, U3BECTHON Kak anroputM
XeLlunpoBaHusl, AN co3gaHns Xel-koda (HeKOTOporo oveHb BOMbLIOro Yncna) U3 UCXoOHOro CoobLleHus.
Xelw-yHKLMA UMeeT CBOWCTBO HeobpaTUMOCTK, 3akmniovatolleecsl B BbIYUCAMTENbHON HEBO3MOXKHOCTH
BOCCT@HOBIIEHMS NCXOAHOrO COOOLLEHUsT UMK 3aKpbITOrO Kroya M3 Xel-koga. ITOT Xell-kod nepegaeTcs
BMecTe ¢ coobuleHunem. MNonyyatens NCNOMb3yeT OTPbITbIA KoY OTNPaBUTENS ANS BbIMOMHEHUS TaKoM Xe
onepauunmn Hag coobLeHneM 1 CpaBHUBAET NOMYYEHHBIN XeL-Kog ¢ TeM, KOTOPLIA Bbin npucnaH ¢ cooble-
HueM. Ecnu aTu xew-koabl COBNaAatoT, TO NofyyaTens UMeeT onpeaeneHHyo CTeNeHb yBEPEHHOCTM, YTO co06-
LeHue b0 OTNPaBIeHO UMEHHO TEM UCTOUYHMKOM, KOTOPBIN 3as1BW O ero oTnpaske. [oCcKobKy 3aKpbIThIN
KoY SIBNSIETCS1 YACTbIO Napbl KMHOYEn, B KOTOPOW OTKPLITBIA KoY CBSI3aH C MAEHTUYHOCTLIO, YKazaHHOW B
3MeKTPOHHOM cepTudukate, ToO MAEHTUYHOCTb OTNPABUTENsI MOXET ObITb YCTaHOBMEHa ¢ paHee He 4OCTUXU-
MO CTemneHbto yBepeHHOCTN. CTeneHb yBepeHHOCTU rapaHTupyeTcs YL, noanmcaslumm 3neKkTpoHHbIN cepTu-
ukat coBCTBEHHBIM 3aKPBITBIM KMHOYOM. [MoanuckiBas 3NeKTPoHHbIN cepTudukat, YL GepeT Ha cebs
OTBETCTBEHHOCTb 3a MHOpMaLMio, codepxallyrocsa B aToM cepTudunkate, 1 3a obecneveHve Brnagenbua
cepTudukaTa onpegesieHHbIM ypoBHEM ayTEeHTUDUKaLNK.

CTeneHb yBepeHHOCTW 3aBUCUT OT MOMUTUK W npaBun YL u ynpaeneHWs knioyamy yyacTByOLLMMA
CTOpOHamu.

Momumo obecneveHnss onpedeneHHON CTeneHU YBepeHHOCTW Mpu ayTeHTudukauum oTnpasutenen
NCMONbL3OBaHNE 3MIEKTPOHHON MOAMUCU MOXET rapaHTUpoBaTb OnpederieHHYI0 CTeNneHb YBepPEeHHOCTU B
LenocTHOCTU nepefadn AaHHbIX, MOCKONbKY coBMageHWe Xew-KoAoB MOXET UMEeTb MEecCTO, TOSbKO ecnn
coobLeHus1, UCMONb30BaHHbIE AN UX MONYYEeHNUS, UASHTUYHBI Y NepeaaroLLein U npuHUMaroLweid CTOPOHBI.

7.4 3aliuTa 3aKpbITOro Krnio4a

CepTudukaTt He CBA3LIBAET KNOYU C NAEHTUYMHOCTSIMU; OH CBA3LIBAET KMNOYU TONBLKO C OTAUYUTENbHBIM
nMeHeM cybbekTa. [N 3aBepLueHUA NPUBA3KM 3aKPbLITOrO KIkoya K cybbekTy, obecneunsarowen BO3MOXHOCTb
NCNONb30BaHUA AaHHOTO 3aKPLITOrO KMoYa TOMbKO NMOUMEHOBaHHBLIM Cy6bEKTOM, HeO6X0AUMO BLINOMHUTL
cneumansHble AedcTBUA. [M03TOMY ANA YCNELWHOro NpUMEHEHUsT 3NEKTPOHHLIX cepTudukatos B coepe
3[4paBOOXpaHeHUs pellalollee 3HavYeHne UMmeeT Hagnexailee yrnpasreHue 3akpbiTbiMU Kovamu. Ecnn
3aKPbITBIA KIOY CKOMNPOMETUPOBAH, TO COOTBETCTBYHOLLUIA 3MEKTPOHHLIN cepTudukaT He aBnseTca 6onblue
achdekTnBHON 3aWMTON MHDOPMaUNUK, NepefaBaeMoOn N XpaHALENHCa ¢ UCNONb30BaHNEM OAHHOW Napbl
OTKPBITOro 1 3aKpLITOTO KIouel. bonee Toro, ecnu ckoMnpoMeTUPOBaH 3akpbIThbIN kntod YL, To Bca cuctema
6e30MacHOCTY B 30He OTBETCTBEHHOCTU AaHHOro YL| MoxeT obpyLumTbes.

3awmTa 3aKpbITOro Knoya TpebyeT coueTaHusi NPOoLLEeCcCoB YNpaBIieHUs U TeXHUYeCKnx metoaos. Kakune
6bl TEXHUYECKME CPeCTBa HUA UCMOSb30BaNUCh, 3aluMTa Krtoya JorpkHa obecneunBaTbes BCell CTPYKTypoW
ynpasneHusi nHopMaLuoHHo! BeszonacHocTbio B cooTBeTCTBUM ¢ MCO/MOBK 27002.

3aKpbIThIA KMOY MOXET BbIThb 3aLMLLEH C MOMOLLLIO annapaTHOro yCTpoUCTBa, B KOTOPOM OH XPaHUTCA, 1
KOTOPOE MOXET OCYLUECTBMSATL KpunTorpadudeckne BbluMcneHus. [JocTyn K TakoMy YCTPOUCTBY Bnagenewy,
cepTudmrKaTa MOXET NosyyaTb C UCNOMb30BaHUEM Naporisl, KOAOBOW hpasbl UK BUomeTpudecknx AaHHbIX.
310 60nee HaeXHbIN MeToA 3alUThl 3aKPLITOrO KIo4a, MOCKOMNbKY OH He TpebyeT anekTpu4eckoro coe-
OVHEHUS C KOMMbIOTEPOM, K HEMY HEBO3MOXXHO MOJTy4UTb OOCTYMN Yepes ceTb U B HEM MOTYT UCMOMb30BaTLCA
CMOXHbIe anropuTMebl ayTeHTUdukauM. Ponb Nogo6HBIX 3NEKTPOHHBIX YCTPOWUCTB MOTYT BLINOSIHATL Onpe-
JerneHHble TUNbl cMapT-kapT. Takke BO3MOXHO ucnonb3oBaHue USB-kniova unu aHanorudHbiX TOKEHOB,
B KOTOPbIX XPaHUTCA TOMbKO 3aKPbITLIN K04, a KpunTorpachuyeckuii anroputM XpaHUTCA Ha OCHOBHOM
KoMMbloTepe.

[ns nony4yeHus 4ocTyna K 3akpbITOMY Kiouy BriagenbLy cepTtudukaTa nmbo gpyroMy yCTPOMNCTBY Uiun
NPUNoXeHWI0 HeobXxoaMMO NPOATU ayTeHTUdhMKaLMIo, YaLLe BCEro ¢ NOMOLLILIO BBOAA NApons, kKoAoBou dpasbl
unu npeabsaBneHns GuomeTpudecknx AaHHbIX. CylecTBYIOT pasHble cnocobbl ayTeHTUdMKaunn, rmasHbIM
06pa3om OCHOBaHHbIE Ha TaKMX XapakTepucTUKax ayTeHTUMULNPYEMOro, Kak ero MecToHaxoXxaeHue, HeYTo
€My U3BECTHOE, KEM OH AIBMSIeTCA UM YTo eMy NpuHaanexut. Hanpumep, Tpebyetca BBo4 Napons (HeUTo emy
N3BECTHOE) C UCMOMb30BaHUeM (hU3NHECKOro yCTPONCTBA, HanpuMep TokeHa (HeYTo emy npuHaanexatiee).
PekomerngyeTca ucnonbsosatb 6onee ogHoro cnocoba ayteHTudmKauum (Tak HasbiBaeMyto AByX(aKkTopHyo
ayTeHTUdUKaumIo), 4TO 3HAYUTENbHO NOBbILLAET 3aLLMLLEHHOCTb 3aKpbLITOTO Koya.
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HacTosawuit ctaHaapT onpeaenseT HeobXoaMMOCTb MHOTOYPOBHEBOW 3alUTHI M YCTaHaBNMBaET, YTO
ana 6onee BLICOKMX YPOBHe 6€30NacHOCTU 3alUTY 3aKpbITOro Krova cneayeT ocyLeCcTBSATh C MOMOLbIO
annapaTHbIX YCTPOWCTB. YnNpaBneHwWe 3akpbiTbiM KIHOYOM NoapobHo onucaHo B nyHkTax 7.6.2,7.6.3
NCO 17090-3.

Ona TpaHcrpaHUYHOW U MeXperMoHasnbHOW nepeaayn nepcoHanbHOW MeauUMHCKOW MHdopMauun ¢
NCNONb30BaAHWEM He3allMLIeHHON cpeabl, HanpuMep MHTepHeT, Npu KOTOPOW OTNpaBuTeNb U nony4aTtesnb
paHblUe He BCTYNanu B KOHTAKT U He 3Hanu Apyr Apyra nM4Ho, Heo6xoauMbl Takue cnocobbl ayTeHTudukaumm
Yy4acTBYHOLWMNX CTOPOH, KOTOpbIe rapaHTUPYIOT, YTO NepefaBaemasl U XpaHsilasicsl MHdopmauust octaeTca
KOHhMaeHUMansHon, 4To OHa He UsMeHeHa Npu nepeaaye U YTO HU OJHa U3 CTOPOH HE CMOXET MOKE OTPULAThL
akT oTnpasku UNK nonydYeHUst UHpopMaLuK. ITO ABNSAETCA OCHOBHLIM TpeboBaHMEM, NpeabsaBnaemMbiM
cthepoit 3apaBooxpaHeHunst K cnykbam uHcpopmaloHHon 6e30nacHOCTU, OCHOBaHHLIM Ha UCMOMb30BaHUN
3NEKTPOHHBIX cepTUdUKATOB.

8 lNpumeHeHMe aNEKTPOHHbLIX cepTUPUKATOB

8.1 Heo6xoaMMble KOMNOHEHTbI

8.1.1 O6Lwue nonoxeHus

NOK sasnsieTcs uHppacTpyKTypoir, coaepallein nepeyncneHHble HUKE KOMMNOHEHTHI.

8.1.2 MNonutuka cepTudmukara

MC npeactaensiet coboi noumeHoBaHHbIE Npasuna, onpegensiowmne NPUMeHUMOCTb cepTudukaTa B
onpeferneHHbIX rpynnax yupexaeHuin 34paBooxpaHeHust Wunu B Kracce npuiioXkeHuin ¢ obwmmmn Tpebosa-
HuaMKM K obecnedeHunio uHdopmaumoHHon BesonacHocTn. CepTudukartbl, ocHoBaHHble Ha MC, koTopas
crneunanbHo paspaboTaHa Ana yaooBneTBoOpeHust noTpebHocTeln B MegMUUHCKO UHcopmaunn, NnpegHasHa-
YeHbl 4NA UCTIoNb3oBaHUsA cryxbamm, obecneumsaloLMMN aBTOPU3aLIMIO, KOHTPOSb AOCTYNA N LLeNIOCTHOCTL
nHcpopmaumn. Cneumduryeckne noTpebHOCTU CUCTEMBI 3APaBOOXPaHEHUS, ONUCaHHLIE B pasaene 6, TpebyioT,
YTOObl 3NEeKTpoHHble cepTudukatbl GbIMM onpeaeneHbl 0cobbiM 06paszoM MMEHHO ANA Hyxa cdepsbl
37 paBooXpaHeHus.

8.1.3 Csopg npaBun no ceptudmkanmm

Csoga npasun no ceptudpmkaumn (CrC) npeacrasnaet coboit bopMynupoBKy npasun, kotopble YL|
nucnonb3yeT Npy Bbinycke ceptudukator B cooTseTcTBUM ¢ MC. Hanpumep, B CIrC ykasaHbl AeACTBUS,
KoTopble HeobxoAMmo NpednpuHATb, KOrga OT opraHa yrnpasneHusl 30paBooxpaHeHem noctynaeT 3anpoc
Ha Bblaavy cepTudukata MeauuMHCKOMY paboTHUKY.

8.1.4 YpgocTtoBepAOLWMUNA LEHTP

YL asnsaeTca AoBepeHHbIM OpraHoM, KOTOPbIA NOATBEpKAAeT MAEHTUYHOCTL BnagernbLa ceptudukara
1 NpUcBanBaeT emMy «OTNMUUTENbHOe MsA». YL Takke noaTBepK4aeT npaBUbHOCTb MHMOPMaUMM, OTHO-
cAlenca K naeHtTudguumposaHHoMy BragenbLy cepTudukata, nognucbisas 3Ty UHMOPMALUIO U, TaKUM
o6paszom, noaTBeEPXkKAas CBA3b MeXAY UMEHaMU UM MOEHTUYHOCTLIO 1 OTKPbITBIMU KITKoYaMK, KoTopble BBOAAT
B AeNCTBME 3neKTPOHHYIO NoAMUCh AaHHOro Bragensla ceptudukata. HekoTopble U3 aTUX OYHKLMA MOTYT
6biTb denervposaHbl LIP (cm. 8.1.5), Hanpumep yHKLMM NoATBEPXKAEHNA WOEHTUYHOCTU U MPUCBOEHUS
OTNNYNTENBHOTO MMEHW, MOCKOMNbKY AaHHble OYHKLMN MOTYT OblTh BbINOMHEHBI HAUMAYYLIMM 06pa3oM Ha
MECTHOM YpPOBHe.

3aKpbITbIA KIHOY MOXET XPaHUTLCS Ha KOMMbloTEPE CyObekTa UK Ha BHELUHEM HocUTene, HanpuMmep Ha
cMapT-kapTe. OBbluHO JOCTYM K KoYy OCYLEeCTBsieTCa BNagenslem cepTudunkarta nocpeacTBOM BBOAA
kogoBsoW chpassbl.

HacTtoswmin ctaHgapT AonyckaeT, YTo opraHbl yNpaBneHns 34paBooxXpaHeHUeM MOryT noslydath YCnyru
obpalleHns cepTudmkaToB pasHeiMK cnocobamn. HekoTopble MOryT OCYLLECTBIATL 3Ty AEATENbHOCTb CaMi,
Apyrue MoryT nepearb NofHOMOYUA Ha Hee YNoNHOMOYeHHbIM YacTHLIM opraHu3auuaM. Kpome Toro, MoryT
CyLLeCcTBOBaTb pasfnunyHble cucTembl obpalleHns cepTugmKaToB B 3aBUCMMOCTM OT UX HasHadveHus. Bna-
Aenblpl cepTUgUKaToB Takke MOryT UMETb HECKONBKO cepTUdUKaToB.

B 3aBucumocTn ot cnocoba opraHusaunm o6paLleHns 3neKTPoHHbIX CepTUdUKaToB B cpepe 3apaBoox-
paHeHuA KOHKPETHON CTpaHbl, MOXeT CYLeCTBOBaTb HECKONbKO YpoBHel YL, Bbinyckalowmnx cepTudukaThl
Ana Bnagensues ceptuduKaTos B Npegenax MeguUMHCKON opraHusauun, Ans Bcerl CUCTEMbI 34paBooXpa-
HeHUst unn 4na N6oro XXMTensa 4aHHON CTpaHbl.

YL nomxeH 6bITb 3aperucTpupoBaHHOW opraHnsauueil, obnagatoLein coGCTBEHHON CUCTEMO KOHTPONSA
1 npoueaypamu, obecneunsatowumu Tpebyemyio cteneHb gosepus. OHM JOMKHBI, Kak MUHUMYM, COOTBET-
cteoBatb MCO/M3IK 27002 (Mnu ero aHanory) 1 No BO3MOXHOCTU A0IKHBI COOTBETCTBOBATL cxeMe 6esonac-
HOCTUW 3IIEKTPOHHOTO cepTudmkaTa, NPUHATON Ha Tepputopun aercTeus YL,
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8.1.5 LleHTp peructpauumn

LIP sisnseTcsa opraHom, ycTaHaBNMBaoLLMM MOEHTUYHOCTL BriagernbleB cepTudmrkaToB 1 perncTpupyto-
WM nx TpeboBaHusa no cepTudurkaumm, HanpasneHHble YLI. LieHTp perucTpaumm MoxeT Takke NpoBepsTh
nHdopMaLMIo O PO, CryXebHOM NONOXEHUN U cTaTyce 3aHATOCTU BriagenbLa cepTudmkaTa, koTopas
MoxeT 6bITb 3anucaHa B cepTudmkate atpnbyToB. B npuHumne LIP MoxeT npoBepuTb, YTO aTpubyT cTaTyca
3aHATOCTU (Hanpumep, pyKoBoAMTENA rocyaapCTBEHHON BoNbHMLbLI) MOXeT BbITb MonyyveH oT gpyroro LP,
npuHagnexawero opraHusauuu, MoATBepXaawLwwen npodeccnoHanbHyo KBannpukaLuw MeauLMHCKNX
paboTHUKOB (Hanpumep, opraHy cepTuduKaLmnm MeguUUHCKNX paboTHMKOB).

MaeHTubukaLms ponm MeguLMHCKNX paboTHUKOB MOXKET OCYLLECTBNATLCA CreayoLMMu opraHamu:

- HaUMOHanbHBIMW, perMoHanbHBIMUA UM MECTHLIMI OpraHamun 3apaBooxpaHeHus (4ns paboTHUKOB
noaBeaoMCTBEHHbIX GOMbHUL, 1 APYTMX MeAULMHCKUX opraHn3aumin);

- opraHamu rno cepTndmrKaL MM MeguLMHCKUX CNELMANUCTOB U pabOTHUKOB 34paBOOXpaHEeHUs;

- npodeccuoHanbHbIMNM MeQULIMHCKAMKU accoumaumnsaMun, Harnpumep accoumMaunamm XMpypros, ncuxu-
aTpoB, MeacecTep;

- YaCTHBIMW UMK roCyA4apCTBEHHBIMM CTPaXOBbIMU MEANLIMHCKUMW OpraHn3aLsmu.

Ans npoBepkn MOMHOMOYMA MeAMLMHCKMX paboTHUKOB NONb30BATENN 3MEKTPOHHBIX cepTUdUKaToB
moryT obpallaTbcsi K OQHOMY UM HECKOSBbKAM TakMM opraHam. Mpoleaypel peructpauumn onpegeneHsl B 6.1
n7.212,7.3.1.2,7.3.2.2,7.3.3.217.3.4.2 TexHn4yeckon cneuncpukaumm MCO/TC 17090-3.

8.2 YcTaHOBNEeHue UOEHTUHHOCTU C MOMOLL b0 KBanUULUUPOBaHHbIX cepTUhUKaTOB

KsanuduumpoBaHHble cepTudukaTbl OTHOCATCA K TUNy cepTuduMKaToB, OCHOBHBIM HasHayeHUem
KOTOPbIX ABMSIETCA HaAexXHaa naeHTUhnKaLms IMYHOCTY C MOMOLLLIO Cry>K0 3nekTpoHHoW nognucu. Ksanudu-
LMpoBaHHble cepTndnkaTbl UMeT 0coboe 3HavYeHVe AN PUANYECKOro NPU3HaHWS SNEKTPOHHLIX NOANUCEN.
HacTosawuin ctaHaapT cosgaeT OCHOBY AN UCMOMb30BaHWUA KBanuuLMpoBaHHbIX cepTUhUKATOB B CBS3U C
POCTOM uKcha CTpaH, 3akoHodaTeflbHO yCTaHaBnuBatowmnx TpeboBaHWa K MOCTaBLUKaM MeULMHCKUX U
ApYrux ycnyr, NCMonb3yLWwmnM 3MeKTPOHHbIE MOANWCU, a Takke K Nuuam, CTaBslMM U MNPOBEPSOLLUM
3MEeKTPOHHYI0 MOAMUCE, C TEM YTODbI 3M1EKTPOHHAsA NOANUCL Morna 6biThb oPUAUYECKA NPU3HaHA.

HeobxoaumocTb UCMonb3oBaHUa KeanudunuMpoBaHHblX cepTudukatoB 6bina npusHaHa Pabouei
rpynnoi no paspaboTke ctanaapToB Ansa cetn MHTepHeT (Internet Engineering Task Force; IETF), BbinycTuB-
Wwew [12]. B aToM gOKYMEHTe onucaH Npodunb KBanuguumpoBaHHbIX cepTUUKaToB, a ero Lenbio ABNsSeTcA
ornpegeneHue 6asoBoro cUHTaKcUca, He3aBMCUMOro oT TpeboBaHWn MecTHoro 3akoHoaaTenbcTBa. MNpoduns
KBanuduLmnpoBaHHbIX cepTudukaTos ucnonebayetcst IETF ans onnucaHus dopmarta cepTudunkara, OCHOBHbLIM
HasHavyeHVeM KOTOpOoro SBNAETCA HadexHas naeHTudukaumnsa busudecknx nuu. Mpodune ksanudbuumpo-
BaHHbIX cepTucukaToB IETF ncnonb3osaH B HAacTosILLEM cTaHA4apTe Kak OCHoBa AN NpuMeHeHus ksanudu-
LupoBaHHbIX cepTudmkaTos. Mpodunb kBanuduumpoBaHHbIX cepTudmkaTos onpegeneHd 8 UCO 17090-2.

B chepe 3apaBooxpaHeHUs KBannbumpoBaHHble cepTugmuKaTel MOryT UCNOMNb30BaTLCS A HAAEXKHON
naeHTUrKaLMmM oTAenNbHbIX MOCTaBLUMKOB U NoTpebuTenei MeanUMHCKON NOMOLLM C TON CTENeHbI0 A0BepUs,
KoTOopasi BO3HWKaeT Npu NpoBepKe 3NeKTPOHHON Nognuey AaHHoro nuua. Hactoswuia ctangapt pekomeHayeT
NCronb3oBaThb KBaNMPULUMPOBaHHbIE CepTUDUKaTBI KaK Ars cepTUPULMPOBaHHbLIX MEANLIMHCKNX PpaBOTHUKOB,
Tak u Ans BcnoMmoraTenbHbIX paboTHUKOB 34paBoOXpaHeHNs.

8.3 YcTtaHoBneHUe cneuManbHOCTU U porei ¢ NOMOLLbIO cepTUDUKATOB MOEHTUYHOCTU

HacToswmin cTaHaapT y4UTbIBaET, YTO He BCe Bpayvu 0ANHAKOBbI C TOYKM 3peHust nauneHTa/notpeburtens
MeAWUMHCKO nomMoLym. MauneHTbl/noTpedbuTenm moryt obpalatbes K pasHbiM BpadaMm ¢ pasHbiMu Npobre-
mamu co sgopoebem. BUY/CMNI, nHdekunoHHble 6onesHn, ncuxmdeckne sabonesaHusa ABMAOTCA TOMbKO
HeKoTOpPbIMU N3 Npobnem co 300POBLEM, NMPU KOTOPLIX MHOAN BCTYNAOT B 0TAEMNbHbIE OTHOLLIEHWUS C pasHbIMK
MeaULMHCKUMUN paboTHMKaMU. [1o3ToMy pelleHne o NpefocTaBneHnn ocTyna MeanumMHekoro paboTHMKa K
KOHKPETHbIM AaHHbIM MEAULMHCKOW KapTbl NauneHTa/noTpebutens MeanLMHCKON NOMOLLM OBbIYHO 3aBUCKT
OT crneunanbHoCTM AaHHOrO MeauUMHCKOro paboTHMKa, HanpuMep XMpyprin, U OT ero ponu, K npumepy
OEXYPHBIA XMPYPr OTAENEHWS CKOPO MOMOLLM LIeHTparbHON ropoAckon 60NbHULLbI.

BaxHO OTMETUTL, YTO CPOK OENCTBUSA aBTOPUSYOLWEN NHdopMaLMM oTNnYaeTcsl OT Cpoka AenCTBUS
MPUBSI3KA UOEHTUYHOCTU CyObeKTa K OTKPBITOMY KUY WM HaMHOro MeHblue cpoka AeWCTBUS OCHOBHOW
MeauLMHCKO KBanudmkaumn. Hanpumep, HekTo siBnsieTcs kBanndunumMpoBaHHbEIM Bpadyom co cTaxem 40 ner,
HO ero NPUHANN Ha A0MKHOCTb KOHCYNbTUPYIOLEro NcuxmaTpa B KOHKPETHY BONbHULY BCEro Ha HECKOSBbKO
mecsiLes. Ecnv asTopusytollas uHpopMauusi kogupyeTcsi B pacwnpeHnn COK, To B pesynbTaTe cpok nones-
Horo aelicteua COK cokpawaeTcs. Kpome Toro, nsgatens COK o6blvHO He HeceT OTBETCTBEHHOCTL 3a aBTO-
pusytoyto nHgpopmaumio. B npuHumne nsgatens COK MOXeT UMeTb BO3MOXHOCTb NMPOBEPUTb, YTO NULO,
KOTOPOMY OH BblAaeT SNEeKTPOHHbIA cepTudUKaT, ABNSETCH KOHKPETHBIM MEANLIMHCKAM PaBOTHUKOM, O4HaKo
MeHee BepOsITHO, YTO OH MMeeT BO3MOXHOCTb NMPOBEPUTDL, YTO 3TO NMULLO BbINOMHAET PONb KOHCYIbTUPYIOLLEro
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ncuxmaTpa B KOHKpeTHOW GonbHWue. Ons nonyyeHWsi aTol MHdopMaLMM M3 aBTOPUTETHOrO WUCTOYHMKA
nsgatens COK gomkeH BbINONHUTE AONONHUTENbHbIe AelcTBuA. Mpu aTom cpok gencteua COK moxeT
COKpaTUTBCSA, NMOCKOIbKY HekoTopasl Hdopmaums, cogepXKallascs B HEM, MOXeT OOBOMbHO BLICTPO cTaTb
HeOCTOBEPHON, YTO BNeYeT 3a coboin yenunyeHne ob6bema agMUHUCTPATURHOM paBoThl MO 0T3bIBY AaHHOMO
COK 1 Bbinycky HoBoro. Mo aTuM npuynHam 3avacTyto yaobHee oTAENUTb aBTOPUIYIOLLYIO MHOPMaLNO OT
COK. PaboTa no getansHol cneumndukaumm cepTndmkaTos atpnbyToB BCe elle HyxaaeTcs B Goee WNMPOKOM
BHeApEeHW B MHAYCTpUto nporpammHore obecrneveHns (cm. [16]).

XoTa cneundmkaumns ceptudpmkaTta atpubyra, paspaboTaHHas opranusaumein IETF, onucbiBaeT
NCMNOMb30BaHNE OTKPBITOro KrtoYa AN MPOBEPKA 3NEKTPOHHBIX NOANUCER UK NS BLIMOIIHEHUS onepauui no
yrpaBreHuio KpunTorpatudeckuMmn Krovamu, B Heil yTeepXkaaeTcs, YTO He Bce 3anpochbl U pelleHus o
packpbITUN UHpOPMAaLIMN OCHOBaHBI Ha UAEHTUYHOCTU. [oA06HbIE peLeHns Mo KOHTPOMI0 A0CTYNa MOryT 6bITb
Talkoke OCHOBaHblI Ha Npaswunax, pPornax U paHrax, NoaToMy AnNA HUX MOXeT TpeboBaTbcs A4oNONHUTENbHAA
nHdopmaums. Hanprumep, MHbOPMaLNa © TOM, YTO MeAULUHCKUIA paBOTHUK NPUHAANEXUT K onpeaeneHHon
rpynne cneunanucTos, MOXeT BbiTb 6onee BaXXHON NPU NPUHATUAN PeLLEHUs O AOCTYNE, HEXENU ero AEeHTUY-
HocTb. B nogoBHbIX criyqasix aBTopusyowas uHbopmMauma, Heobxoanumasi Npu NPUHATUN TakUX PeLLeHU,
MoxeT BbITb 3akoampoBaHa B pacwuperun COK nnu B otaensHom ceptudukate atpubyta B COOTBETCTBUM
C nonoxeHuamn [16], a Takke B COOTBETCTBAU € NOANYHKTOM 5 nyHkTa 6.3.3 1 7.3.1 UCO 17090-2.

Hactosawmi ctaHgapT pekoMeHayeT, 4Tobbl OCHOBHBIM Ha3HavYeHWeM COK aBnsinock noaTBepxaeHue
ngeHTu4dHocTU. MHbopmauns 06 naeHTuHOCTU BNagenbua ceptudukaTa, cogepalascs B ceptudumkaTax
X.509, MmoxeT 6bITb MCMONb30BaHa B Ka4eCTBE OCHOBaHWA A4NA NPUHATAA peLLeHUI 0 NpeaoCcTaBNeHNN MHOpP-
MauuMKn B OTBET Ha 3arnpoc, NOCNaHHbIA Ha cepeep ¢ onpeaeneHHon uenbio. COK, cootBeTCcTBYIOWMIA X.509,
CBsI3blBAET WAEHTUYHOCTb KIUEHTA C OTKPLITEIM KMo4YoM. MAeHTUYHOCTb MOXeT ObiTb UCMonb3oBaHa npu
MPUHATAN PeLUeHWI MO yNpaBneHUo 3anpocaMn U NpeaocTasneHnio nHpopmauum, OCHOBaHHbIX Ha UAEH-
TWUYHOCTW, MOCHe TOrO, Kak Bnageney ceptudukaTa nogTBEpAUT, YTO OH UMEET 3aKPLITHIA KoY, COOTBETCTBY-
OLLIMA OTKPLITOMY KITHoMy, coaepxauiemyca B COK (cm. [16]).

B kauecTBe anbTepHaTUBbLI BKMHOYEHUIO PasfnU4YHbIX aTpubyToB, ykasbiBawoWuUx npodeccuoHanbHble
poOnu, B OCHOBHOW U3AaHHBIN cepTudukaTt UASHTUMHOCTU, ApYyrye opraHusaunn, OTBETCTBEHHbIE 3a NPUCBOe-
HUe 3TUX porie, MOTyT ¢ BeaoMa oCHoBHoOro YL BbigaTe BTOpoi cepTuduKaT Knioua, UCrnonb3yowWwuia TOT e
KItoY, 4TO M OCHOBHOW cepTUdUKaT MAEHTUMHOCTU, HO COAEPXUT OANH UMW HECKONbKO ACMONHUTENbHBLIX
aTpunbyTos.

Mocne noaTBePXAEHUS LOAEHTUYHOCTU cepTUdUKaThl aTpnbyTOB MOTYT BbITb UCNONbL30BaHbI ANst 6onee
noaxodsuiero ynpasneHust uHcgopmaumein B Tex cutyaumsix, korga dyactb uHdopmaumu, ceaszaHHas ¢ COK,
6onee M3MeHYMBA MW HEJONTOBEYHA, YeM ocTarnbHas uHgopMauua. Mo3ToMy B HacTosAlWeM cTaHaapTe
paccMoTpeHo npuMeHeHne cepTudmnkatoB atpubyToB. OgHako 3TOT NOAxXod cTarnkveaeTcs ¢ pagoM Tpya-
HocTel. MNpumeHeHne cepTudukaToB aTpubyToB BCE ellle HaxXoAUTCA B CTaauv pasBuUTUA U OOMKHO Gonee
LUMPOKO BHEAPSATbLCA B MHAYCTPUIO MporpammHoro obecnedeHus. [lanee, uHdopMauna o cneumanbHOCTH
MeauumMHCKoro paboTHMKa, Hanpumep ncuxvaTpun, neauatpum U yporornv, uMeet onpedeneHHylo Anu-
TenbHOoCTb. Kpome Toro, Heob6xoAMMO MMeTb BO3MOXKHOCTb pernctpauun nigpopmauumn o ponu nauueHTa/
noTpebutens mMeauUMHCKON nomMolun. [na 3Tux uenein B nogpasgene 5.1 MCO 17090-2 onpeaeneHo
paclmpeHue TUNoB cepTudnkaToB naeHTuYHocTU ¢ umeHem HCRole.

B 3akntouyeHne HeobxoaUMO OTMETUTD, YTO AMNEKTPOHHbIE cepTUcMKaTb MOXKHO TaKKe UCNONb30BaTb ANS
noanuncy o6baABNeHnin 6e3onacHoCTM NOCPeACTBOM Takoro ctaHaapTa, kak SAML (Security Assertion Markup
Language — s3blk pa3meTku obbsiBNeHWn 6esonacHocTu). MoaobHule obbsiBNeHns 6esonacHocTU MoryT
cofepKaTb CBeAEHUs O creyuanbHOCTU MeAULIMHCKOTO paboTHUKA U ero pornu.

8.4 Ucnonb3oBaHue cepTU(PMKATOB aTpMOYTOB A1l aBTOPU3ALIUU U KOHTPOIS AoCTyNna

B cneundukaumm ceptudnkaToB aTpnbyToB, NpUHATON opraHnsauueit IETF, ykazaHo, 4To pasmMelueHue
asTopuaytoen nHgopmaunn 8 COK HexxenaTenbHo. B HacTosilem ctaHaapTe npusHaeTcs XKenaTenbHoCTb
MHOrOKpaTHOro UCrnonb3oBaHust cepTUdUKATOB MAEHTUYHOCTU U MUHUMMU3AUMM coaepXkallencss B HUX
nHdopmaummn. B Hem pekomeHayeTcs, UTO6bI MHGOPMaLMs O AONOMHUTESNbHBIX POMSIX, YNEHCTBE B rpynnax
1 KaTeropum gonycka pasmellanach B COMyTCTBYHOLWMX cepTudukaTax aTpubyToB.

Criegyet oTMeTUTb, YTO aBTopuayowas MHgopMauus oTnMdaeTcsl oT UHopMaLum 0 MeaNLIMHCKUX
POMSAX N ULEH3NSIX, KOTopasi B NPMHUMNE MOXeT 6bITh BktoueHa B COK. Ponb unu nuueHsus nogpasymesaeT
HeKOTOpbI ypOBEHb aBTOPMU3aLMM, 04HAKo caMu Mo cebe OHW HedocTaTOuHbI ANS aBTopusaumu. Hactoawuin
cTaHgapT npegycMaTpuBaeT WCMofb3oBaHWe cepTudumkatos aTpubyToB ans obecneveHus nepegaun
NHOPMaLLMKN O POSISIX NOCTABLUMKOB MEANLMHCKAX YCIYT.

XoTs B cepTudumkare naeHTMYHOCTU, nagaHHoMm YL, moxeT nogpasymeBaTbcsi HEKOTOpasi pofb, BO
MHOIUX CUTYaLMsAX OH HE COAEPXNUT MHpopMaLIK, OCTAaTOHHOW ANs NPUHATUA peLleHust o npegocTaBneHumn
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paoctyna. Hanpumep, COK, BblAaHHbIN Bpady oT uMeHu Takoro LIP, kak Konnerus xupypros, MoXeT noateep-
AWUTb, YTO 3TOT Bpay ABMAETCA XUpYyprom, odHako cogepxaHust atoro COK ob6blvHO HegocTaTodHo AnA
npeocTaBneHns gaHHoMy Bpavy, BpeMeHHo paboTalowemMy B OTAeNeHnA CKopor NoMoLu, npasa Bbinos-
HeHuWst 06s3aHHOCTEN Bpaya NnprueMHOro oTAeIeHuUs.

Mopo6Has AeTanbHas asTopusyowas UHgopmaums Gonee ycnewHo NpegocTaBnsieTcsl ¢ NOMOLLbH
cepTucdukata aTpubyToB, CBA3AHHOIO C OTKPLITBLIM KMOYOM MeauuMHCKOro paboTHuka. Takol paBoTHUK
MOXeT NMeTb MHOro cepTUuKaToB aTpUByTOB, OTpaKaoLLMX ero pasnm4Hele ponu. NMogobHble cepTudukaThl
aTpubyToB 06bIYHO NMEOT Bonee KOPOTKUIA CPOK OEUCTBUSA, HEXENU cepTUDUKAT MOEHTUYHOCTH.

YnomsHyTbIN Bbile AokyMeHT IETF Takke KOHCTaTUpyeT, 4To aBTopusylolas nHhopmalus AomkHa
6bITh 3aLMLieHa aHanoruyHo COK v uTo Takas sawmta obecneunBaeTcs cepTuduKkaToM aTpubyToB, KOTOPBI
npeactaenseT coboi npocto Habop aTpubyToB, 3aBepeHHbId (MU CepTUPULMPOBAHHLIR) 3MEKTPOHHOM
noanucbio. CepTudpukat atpnbyTos no cTpykType nogobeH COK; ocHOBHOE OTNMYME COCTOUT B TOM, YTO OH He
COAEPXUT OTKPBITLIN Kitod. OH MOXeT cofepxaTb aTpubyTel, onpeaensioliMe YeHCTBO B rpynne, pofb,
KaTeropuo gornycka 1 apyryto nHcpopmawmio no KoOHT PO 4OCTYNa, OTHOCSLLYIOCA KO BlagenbLy cepTudukaTa
aTpubyToB.

Cneuudunkauma anemeHToB AaHHbIX B cepTudukate aTpnbyTtos onucaHa B MCO/TC 17090-2 B cooT-
BeTcTBUM C [16]. Mockonbky cneuundunkauns cepTudnkaTos atpmbyToB BCe elle HaxoauTca B cTaann paspa-
60TkN, TUNBLI cepTUUKaToB aTpUbyTOB, UCMOMbL3YEeMbIX B 34paBOOXPaHEHNM, AOMKHBI 6bITb onucaHbl Gonee
nogpo6Ho B creayowmx M3aaHnax HacTosILLero ctaHgapTa.

9 Tpe6oBaHUA K B3aUMHON NPUEMNEMOCTH

9.1 O6Wwme nonoxeHus

B HacTosilwem cTaHaapTe npeanaraeTcs npuHATL 38 OCHOBY U AONONHUTL AOKYyMeHTbl opraHnsauunn IETF
1 apyrue cywecTByolme cTtaHaapTel MHGopMaLnoHHON 6esonacHocTu B Lensax obecneveHnsa 6esonacHom
TpaHCrpaHUYHON U MeXpernoHanbHOW 3NEeKTPOHHOM nepedayn meguumHckoin nHdopmauuu. Bece valle
B KayecTBe cpeAbl At Takoro obMeHa nHdopMaLluein ncnonbaytoT UHTepHeT.

MockonbKy 04HOW M3 Lienen HacToswero craHgapTa asnsetca obecneveHne GesonacHon TpaHcrpa-
HUYHOW, MeXpernoHanbHoN N MeXxy4vpexaeH4eckon nepegadn MeamuuHCKon uHdopmMaumm, To AnsA NoBbl-
WweHns ee obLeln adekTMBHOCTU crnedyeT Mcnonb3oBaTb MHTepHeT-TexHonoruu. MoaToMy B KavecTBe
opraHvM3aUnoHHON OCHOBLI HACToSILWEero ctanHdapTa ucnone3yetcs [11] n no Mmepe HeobxogumocTu AaroTcs
CCbIfkK Ha apyrie gokymeHTel IETF/RFC.

BesonacHasi TpaHcrpaHuvHas nepegada MeamLMHCKON MHopMaLm MoxeT bbiTb obecneyeHa y4acTBy-
IOWUMIN CTpaHaMu NyTeM B3avMHOro MpU3HaHUsl MexaHW3MOB, UCMOMb3yeMbIX B KaXA0W cTpaHe Ana pea-
nvsauunm NonuMTUK, Npasun 1 npoueayp peructpauun YL,

YnpasneHne nsgaHnem v npuMeHeHUeM 3MEeKTPOHHBIX cepTuduKkaToB B cdepe 34paBoOXpaHeHUN
TpebyeT AanbHelwen npopaboTkn 1 He BXOAWUT B obnacTb NPMMEHEeHUst HacToswero ctaHgaprta. B Hem
npeanaraetcs obecneynTs B3aMMHY0 NPUEMIEMOCTb CPeACTB UH(OPMaLMOHHON Ge3onacHOCTU B MeXAay-
HapogHoM MacwTabe nyTem nognucaHusi cepun ABYCTOPOHHUX U MHOTOCTOPOHHMX COrMalleHui mexay
CTpaHamu, OCHOBaHHbLIX Ha MUHUManbHBIX TpeGoBaHusX, onpeaeneHHbix B MCO 17090-3. B koHeYHOM cueTe
AoBepstoLLe CTOpOoHe HyXHbl YL, o6ecneunBatoLLme BbINONHEHNE NpoLieayp, HEOGX0ANMBIX 4511 AOCTMKEHUSA
TpebyeMoro ypoBHs 4OBEPUS B CO34aBaeMOoN UHPacTpyKType.

9.2 BoaMoXHble BapuaHTbl MPUMEHEHUS 3IeKTPOHHbIX cepTU(MUKATOB B MeXAYyHapoAHOM

M MeXpernoHanbHoM maclutabe

9.2.1 O6Wwme nonoxeHus

OcHoBHol Npobnemoi BHeApeHUs 3MEKTPOHHBIX cepTUMUKATOB B MEXAYHAPOOAHOM U MeXpernoHanbs-
HOM MacLuTabe aBnsieTca AoBepue, TO eCTb NpaKTNKa MHOMMX CTOPOH, NonaratoWwuxcs Ha NonUTUKA 1 CBOAbI
npaBun W, Kak NPoAoMKeHNe, Ha NPOBEPKY 3MEKTPOHHBIX cepTUdNKaTOB, BblAaHHbIX BNagenbLly YNonHOMO-
YeHHbIM opraHoM. Hike npueeaeH 0630p BO3MOXHBIX BapUaHTOB apXUTEKTYPbl MPUMEHEHUS 3NEeKTPOHHbBIX
cepTudukaToB B chepe 34paBooXpaHeHHs.

9.2.2 BapuaHTt1. EguHas nepapxusa YL

C TEXHUYECKON TOYKM 3peHUs — 3TO caMblid MpocTol BapuaHT. OaHako HepeanbHO BHEOPWUTL SMeKT-
POHHbIE cepTUdUKaTbl B cchepe 3a4paBOOXpaHEHUs Mo BCEMY MUPY C e4MHbIM LeHTpanuaoBaHHbIM YL, XoTa
MONHOMOYMS MO PErMCTpaun B JaHHOM BapUaHTe MOryT ObITb AenernpoBaHsbl, 06LLas CTpyKTypa yrnpasneHus
MOXeT okasaTbest HepaboTocnocobHON.
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9.2.3 BapuaHT2. YnpaBneHue gosepuem

B naHHOM BapuaHTe Ha 40BepsItoLLEell CTOPOHE NIEXNT OTBETCTBEHHOCTL 3a NPUHATAE pelleHus O 4oBe-
puu gaHHomy YL, OTOT BapmaHT MMeeT CBOW HeJoCTaTKu, Tak kak TpebyeT, 4To6bl NPUHATUE TaKoro peLueHnus
BO3r1arasniocb Ha 4OBEPSIOLLYHO CTOPOHY, U B HEKOTOPLIX CMyYasx cTeneHb OTBETCTBEHHOCTU AOBEPAOLLEN CTO-
pOHbI, He Bcerda crnocobHon nony4nTb MHgopMauuo, Tpebyemyto Ans oBOCHOBaHUS pelueHusi, MoXeT
oKasaTbCsl CIIMLIKOM BbICOKOIA.

9.2.4 BapuaHT 3. B3aumHoe npusHaHue

B3aumHoe npusHaHue npeacTtaensieT cobol BapnaHT obecneveHns B3anMHOW COBMECTUMOCTU, Npu
KOTOPOM JOBepsoLlasi CTOpoHa U3 OAHOro AOMEHa 3M1eKTPOHHbIX CepTUMUKATOB MOXET UCMOoMb3oBaTb
nHdopmaLmio 06 yNoHOMOYeHHOM opraHe, yrnpasnsoLem ApyriM JOMeHOM, Ans ayTeHTUudunkaummn cybbekta
13 gpyroro gomeHa n HaobopoT. OB6bIMHO NogobHas uHdopMauns 06 yrNomHOMOYEHHOM opraHe ABMAeTCA
pesynbTatoM Nnbo oduLnansHoOro npoLecca NULEH3UPOBaHUS UMW aKKpeaUTaLumn Ha TeEppUTOpPUN 4encTBuUs
Apyroro goMeHa, nnbo ouumansHoro npoecca ayauTa, BelnonHsemoro YL, (Mnm oT ero MMeHn) Toro AoMeHa,
B KOTOPbIA BXOAMT gosepsowasi ctopoHa. C TEXHUYECKOW TOYKU 3peHus AaHHas uHdopMauma MoxeT
XpaHUTbCS B BUAE 3HaUEHUs norns cepTudumkaTa, AOCTYMHOro 4OBEPSIIOLLEN CTOPOHE.

B oTnuune ot kpoce-cepTudmkaLmm, Nnpu B3aMMHOM NPU3HaHUN OTBETCTBEHHOCTb 3@ NPUHATUE peLleHUs
0 JOBEPUN APYroMy AOMEHY 3MEeKTPOHHBIX CEPTUDUKATOB NEXUT Ha JOBEPSIOLLE CTOPOHE UIW Ha BNagenbLe
npunoxeHus nnu cnyx6el, a He Ha YL, koTopomy HenocpeAcTBEHHO AoBepseT goBepsiowas ctopoHa. Mpu
3TOM He 06513aTeNbHO UMEeTb NOANUCAHHbINA JOrOBOP UMW cornalleHne Mexay 4BYMsi JOMeHaMu.

Mpu B3anmMHOM NpU3HaHuu geTtansHoe oTobpaxkeHue cootBeTcTBYOLWMX MNC 1 CINC He aBnseTca Heob-
xoanmeiM. BMecTo aToro gosepstoLlasi CTopoHa (C NOMOLLbIO UMEOLLErocsa NPUNOKEHN) NMPUHUMAaeT pelue-
HWe O MPUHSATMU BHELUHero ceptudmkata ANns 3asiBNEHHbIX LeNei B 3aBUCMMOCTU OT Toro, 6bin nn atoT
cepTudukat nsgaH BHelWHUM YL, sacnyxusarowmm gosepue.

YLl cuntaeTca 3acnyxvsaroLimMm AoBepUe, eCn OH NOMYyYU NULEH3N0/akKkpeauTaLmio OT COOTBETCTBY-
tOLLIero yNnoriHOMOYEHHOro opraHa unm npolen oduynansHyo NpoBepKy HE3aBNCUMOW JOBEPEHHON CTOpOo-
Holn. Kpome Toro, goBepsiioLlas CTopoHa A0ITKHa MMEeTb BOSMOXHOCTb B 0HOCTOPOHHEM MOopsiaAke NPUHUMATb
060CHOBaHHOE peLLeHne, onnpasicb Ha NONUTHKK, onrucaHHble B NC 1 CMNC BHelwHero goMeHa. CnegosaTtenb-
HO, AaHHbIV MPOLLecc OTHOCUTENLHO MeHee CIoXeH, YeM Kpocc-cepTudukaLmsl, 0cobeHHO B OTHOLIEHWW Corna-
COBaHWsI NONUTYK 1 NMPaBOBON rapMoHU3aLuun. [JaHHbIR NpoLecc No cBoel CyTU ABNSEeTCA MacluTabupyeMbiM.

OpaHako B3anMHOE NpUsHaHWe MeTog0NorMYecKM ABMNSIETCA MeHee CTPOrnM, YeM Kpocc-cepTudukaums,
1 BO3NaraeT NoTeHUManbHy OTBETCTBEHHOCTb Ha 4OBEPSIOLLYIO CTOPOHY, KOTOPas MOXeT ObITb He OCBeA0OM-
neHa 060 Bcex BO3MOXHbIX NOCNEACTBUSX NPUHATAS cepTudukaTta (cM. [12]).

KpaTko rosopsi, npu B3auUMHOM MPU3HAHUU NPUHATUE pelleHns O AOBepuu BHewHeMy cepTudukaty
NEeXUT Ha AoBepsAoLLEl CTOPoHe, a He Ha YL,

9.2.5 BapuaHT4. Kpocc-cepTudukauusn

Mpu kpocc-cepTUdMKaLLMU NPUHATNE pelleHUs O 4OBEePUN CMELLAeTCA Ha YPOBEHb COrNaLleHUin Mexay
YOOCTOBEPSIIOLLMMU LieHTpaMU. 3aTem 3T cornalieHnsa BonsoLwaTesl B TeXHUYECKUX npoTokonax, obecrne-
YMBAKOLLMX B3aUMHYO npuemnemMocTb. [laHHaa moaens asnseTcs Gonee CNOXHON ANA peanusauun, Yem
BapuaHTbl 1, 2 unu 3, Ho 1 Bonee npospavHoit A4nNA Nonb3oBaTens U, cnegoBaTensHo, 6onee nerkoin ans
NnoAAePKKA € MO3ULIUUA KOHEYHOro Nonb3oBaTena. 3TO Takke O3HayaeT, YTO KOHEeYHLIN Nofb3oBaTerb He
06s3aH 6paTb Ha cebs OTBETCTBEHHOCTb 3a NPUHATNE peLUeHNs O oBepUr, MOCKONbKY OHO ocTaeTcs 3a YL
[OMeHa 3TOoro nob3oBarens.

Kpocc-cepTudmkaumns npusoaut K ABYCTOPOHHEMY COMMXEHWIo, Korda ABa AoMeHa (LerMkoMm unu
YacTU4HO) 06beanHsITCA B oguH 6onee KpynHbIA AOMEH NOCPEeACTBOM AeTarnbHo pa3paboTaHHOro npouecca,
ocyulecTBAsieMoro AByms npeacrasutensHbiMu YL Ananepapxuid YL npeactaButenbHBIM 06bIMHO ABRSIETCA
kopHeBou YLI. OgHako kpocc-cepTudukauma MoxeT Takke BbiTb peanusoBaHa Mexay nobbimu asyms YL,
B nocneaHem crniyyae kaxablil gomeH 06pasoBaH Tofbko ogHUM YL u ero aboHeHTamu. YTobbl kpocc-cepTudu-
Kauus bbina Bo3MoXHa, HeobxoanMa COBMECTUMOCTb Ha NPUKNaaHOM YPOBHE, YPOBHE NOMIUTUK U TEXHUYeEC-
koM ypoBHe. Ecnu oHa obecneveHa, To AnNsa Aosepsolleit CTOpoHbl B AoMeHaxX YL, oxBayeHHbIX
Kpocc-cepTudmkaLmen, nepemelieHne uUHpopMaunn sBNAETCA NpPo3payHbiM, a 3a NPUHATUE peLleHUs
0 aoBepuu oTBevatoT YLI.

Mpouecc kpocc-cepTudukaummn TpebyeTt AeTanbHOro 0ToBpaXxeHUsi COOTBETCTBYHOLMX MOSIUTUK KXKAOT0
YL apyr Ha apyra, a Heobxoaumble Ana aToro ycunua 6yayT BospactaTb B reOMeTpU4eckoi Nporpeccun no
Mepe BKITioYeHUs gomMeHa Hoeoro YL B 06beanHeHHbIM AgoMeH. Takum obpas3om, BO3HUKaoT Npobnemobl mac-
wrabupyemoctu. CyluecTByeT Takke pUck, 4To TpeTuit YLI MoxeT A0CTUYb Kpocc-cepTudrkaumm co BTOpbIM
YL, Ho npu 3aToM npusHaeT nonuTuky nepsoro YL| Henoaxoaswei. B nogo6bHow cutyauumn YL-3 He moxeT
nckmiounte YL-1 M3 obbeaunHeHHoro gomeHa. lMoaToMy kpocc-cepTudpukauma 6onblie noaxoauTt Ans
OTHOCUTENbHO 3aKPbITLIX MOAENeN 3apaBooxpaHeHNs nHanbonee NpurogHa asist OTKPbITLIX, HO OFrPaHUYEHHbIX
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cucteM. OHa aBnsieTcA NpeanodTUTENLHON B cUTyauun, Korga aAsa AoMeHa npuHaznexaT AByM pabouum
CTPYKTYpaM, Mexay KOTOPbIMU HamnaXeHo TecHoe B3aumogaelicTene. Hanpumep, oba pabounx gomeHa moryT
COBMECTHO UCMOMb30BaTh OANH HABOP NPUNOXEHUIA N CiyXb, ckakeM, 3NeKTPOHHYIO MoYTY U huHaHcoBbIe
npuknagHele nporpammel (M. [12]).

KpaTko roeopsi, npu Kpocc-cepTUdUuKaumm OTBETCTBEHHOCTb 3a MPUHSATUE pelleHns O [OoBepun
BHellHeMy cepTudukaTy BoanoxeHa Ha YLI.

9.2.6 BapuaHnTt5. MocTtbl AoBepus

Mopaenb MmocTa gosepus YL| ocHoBaHa Ha NpuHATUM BceMu YL B pamkax noTeHumnanbHoro o6 beguHeHns
AomeHoB YL 06wwero MuHumMansHoro Habopa ctaHgapToB. 3T MUHUMarbHbIEe CTaHAapThl 3aTEM BKKYaoTCA
B NC u CINC Bcex atux YL. OTNnMuue gaHHOM Mogenu oT Kpocc-cepTUdnkaLMm COCTOUT B TOM, YTO OTAENbHbIE
YLl moryT umeTb cobCcTBEHHBIE MeCTHblE TpeboBaHUA NOMUMO 06LEero MUHUManNeLHOro Habopa cTaHaapToB..
OTn MecTHble TpeboBaHUs He ABNAIOTCS HE0BX0AUMBIMU ANA MOCTOBLIX CEPTUDUKATOB AOBEPSIOLLMX CTOPOH,
He BXoasilumx B aoMeH MecTHoro YL [laHHast mogenb Hanbonee npurogHa tam, rae sce YU umeloT 3Hauu-
TeNbHbIN O6LMIA MHTEpPEeC N roTOBbI AOMYCTUTb HEKOTOPblIE MECTHble Bapuauuu, 4TO MOXET UMeTb MecTo,
Hanpumep, B cily4yae Kpocc-cepTUunkaLMm Mexay LeHTpanbHbIMU U permoHanbHbIMU opraHamu ynpasneHus
30paBoOOXpaHeHUs.

B gaHHOM Moenu oTAeNbHbIEe OpraHn3aummn MoryT co3gaBaTth co6eTBeHHble YL, a no3xe NpUHATL pelle-
HWe, NPUCOEAUHNTLCS K MOCTY AoBepus Mexay YL, unu Het.

KpaTko rosops, B Mogeny mocTa ioBepusa Mexay YL| oTBeTCTBEHHOCTL 3a MPUHATUE peLLIeHNst 0 4OBEpUn
BHewWwHeMy cepTudukaTy BoznoxeHa Ha YL, a He Ha 4OBEPAIOLLYIO CTOPOHY.

9.3 lNpakTuyeckoe npUMeHeHUe BapUaHTOB

HacTtoAwmia ctaHaapT UCXoOUT U3 TOro, 4TO MeXAY TeEPPUTOPUAMU CYLLLECTBYIOT afiMUHUCTPaTUBHbIE U
nonuTudeckMe pasnuuus. MNMoaToMy MOXeET okasaTbCA nNpueMnembiM Nboi U3 nNpeAcTaBnEHHbIX Bbille
BapuaHToB. Kakoll 661 BapuaHT He 6biN BbIbpaH, HacToAWMIA cTaHaapT ByaeT NoneseH npu ero peanusauuu.

Ona goctkeHns MakcumanbHom rmbkoctn B UCO 17090-2 onpeaeneHbl Npodunu MOCTOBLIX cepTu-
dukaTtoB 1 nons ceptndmkatos YL, npegHasHaveHHble 4ns nepegayn ctatyca ayguta YL v akkpegutaumm
ayaunTopoB, NoAAepXKVBatoLLMX B3aUMHOE NPU3HaHue.
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Mpunoxenne A
(cnpaBo4HoOe)

CueHapuu Ucnonb3oBaHUsA 3NEeKTPOHHBLIX CepPTU(PUKATOB B 34paBoOXpaHeH U

A.1 BBepeHne

MpuBeaeHHble B HACTOSILLLEM MPUITOXEHNU BICOKOYPOBHEBbIE BapuaHThbl peanuaawumm, v cueHapuv, npeacTaens-
0T OCHOBHbIE aAMUHNUCTPATUBHbIE U TeXHUYeckne TpeboBaHus K peLueHUsiM Mo NPYMEHEHWIO SNEKTPOHHbIX cepTudmka-
TOB, 06ecnevnBaloLWmX LLMPOKOE NepekpecTHoe BaanMmoaencTeme B cdhepe 3apaBooxpaHeHust.

BHauane onucaHbl 06wue TpeboBaHus, 0THOCs LWMECs K 6a30BbIM NpUHLMNaM o6ecneyeHrsi HENPUKOCHOBEHHOCTH
TIUYHONM KM3HM M UHOPMAaLUMOHHON 6e30MacHOCTM, a TakKe K OCHOBHBIM MOTPeBHOCTsIM cihepbl 30paBOOXPaHEHUS.
KaxabIi cueHapuii cogepXmT:

- onucaHwe CLEHapUs MNK CUTYaLWK B 34paBoOXpaHeHnm, B KOTOPbIX TpebyeTcst GesonacHbiii KOHpuAEHUMaNbHBIN
o6MeH nHhopMaLmei;

- aAMWHWUCTPaTMBHbIE U TEXHUYECKMe TpebOoBaHWUS K PELLEHUIO MO MPYMEHEHUIO SMEeKTPOHHBLIX CepTUdUKATOB.

A.2 KoMmMeHTapuu K cUeHapuam

CueHapuy okasaHWs MeguLUNHCKON MOMOLLM, U3NOXEHHbIe B pasaene A.3, NoKaabliBaloT, KaK MeKTPOHHbIE CepTh-
huKaTbl MOXHO MCMONb30BaTh B 34paBOOXpaHeHun. Kaxabin us cueHapues AOMKeH:

- YNPaensTbCA NONUTUKOW: CLEeHapWu npegHasHayveHbl Ans AeMOHCTPauun TOro, Kak C NOMOLLbIO SMEeKTPOHHBLIX
cepTUdUKaToOB MOXHO 06ecneqnTb BbiNoNHeHUe TpeboBaHnii cdepbl 34paBoOXpPaHeHUs, OpUeHTUPOBaHHBLIX Ha peanuaa-
LMo MeXAyHapOAHbIX, HALMOHAMNBHBLIX M MECTHbIX TpeBoBaHuiA, B Lensx ucnonb3oBaHus i opmauum, Heo6xoaumon ans
npegocTaBneHns MeauLMHCKOM NOMOLLM OTASMBHBIM NULaM 1 NONynsLusiM, NO ee NPAMOMY Ha3HAYEHUIO;

- COOTBETCTBOBaTh Chepe 34paBOOXPaHEHUs: B CBSI3U C pacrnpeAeneHHbiM XapakTepoM OKasaHus MeauunHCKOM
NOMOLLM BO BCEM MMPe, a TaKkKe LUMPOKMM CMEKTPOM MWL, M OpraHn3auuii, KoTopble 4OMKHBI aKTUBHO COTPyAHMYaTL Ans
obecneveHns NpeeMCTBEHHOCTU OKa3aHWs MeauLUMHCKON nomMoLlm, Heobxoaumo, |UTobbl Nobol npouecc NpUMeHeHns
BNEKTPOHHBIX CepTUDUKATOB MOI OYHKLMOHUPOBAaTb B Pa3HbIX YCMOBUSIX OKasaHUs MeAUUMHCKOW MOMOLM, BKNOYasi
neyeHue B 6onbHMLAX U Ha AOMY, B rOCy4apCTBEHHOM U YaCTHOM CEKTOPE;

- BbITb TEXHOMOMMYECKM HeNTpanbHbIM: OAHON M3 rNaBHbIX LUenen pa3paboTkm cTaHgapTa SneKTPoHHbLIX cepTudm-
KaToB Anisi cdepbl 3apaBooXpaHeHus siBnsieTcs obecneyeHne 6esonacHon nepegaqm nHpopmaumm Mexzay nocTaBLUKaMm
MEAULMHCKON MOMOLLM, ee NnoTpebutensamu, CTpaxoBLMKaMyU U APYIMMKN YHacTBYIOWMMU CTOPOHAMU HE3aBUCUMO OT
npov3soauTensi, annapaTHoro obecneveHusi, onepaLuoHHON CUCTEMbI UMY BLINOJTHSIEMbIX MPUIOXEHWUIA;

- YOOBNETBOPATb CYLLECTBYIOWMUM U BO3HUKAIOWUM TPeGOBaHUSAM K HEMPUKOCHOBEHHOCTU JIMYHOW XWU3HWU. ecnun
3NEKTPOHHBIE MEAWLIMHCKME MPUNOXKEHUS AOIDKHbI LIMPOKO MCNOMBb30BaTHCA, TO UM [IOIDKHbI AOBEPATL NOCTABLWMKN
MeaMLUMHCKON NOMOLLM U NauneHTbl. 3ab0Ta 0 HENPUKOCHOBEHHOCTU NIMYHOWN XXW3HU U MHOPpMaLMOHHOW 6e30nacHoCcTH
npuasaHa o6ecrneunTb KPEaUT QOBEPUS;

- BbITb YAOBHBIM B MCNoONb3oBaHWUU: cNyx6bl obecneveHns 6e30NacHOCTU, UCTIONb3YIOLWME INEKTPOHHbIE CepTH-
uKaThl, He AOMKHbI MELAaTh BLINONMHEHUIO aBTOPU30BAHHOW (DYHKLMU MEAULIMHCKOTO Crieumuanucta unm opraHmsaumm.
Ecnu noecegHeBHas paboTta cuctembl obecneyeHnsi 6e30nacHOCTU CTAHOBUTCSH CMNLLKOM 06peMeHnTeNbHOW, TO Bpa4m
6yayT cTapaTbcsi 060 TU ee unu He ByayT AOCTAaTOYHO TOYHO BLINONHATL HEO6X0aUMBIe Npoueaypbl. Ecrin aTo nponcxo-
OWT, TO BO3HMKaET 3HauMTEeNbHbIA PUCK HapyLeHus 6e3onacHoCTH.

A.3 Cnyx6bl, vNAKOCTPNpyeMbie MeAULMHCKMMM CLLIEHAPUAMMN

MeavuuHckme cnyx6bl  cueHapvm NnpeacTaeneHsl B Tabnuue A.1.

Tabnwuuya A.1— MeauumHckue cnyx6bl u cueHapum

Homep cuenapus
Cepsuc
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
AyTeHTudukaumns X X | X | X | X | X X X X X | X X | X X
KondumaeHumanbHOCTL X X X X X X X X X
LenoctHocTb X X X X X X
OneKTpoHHan noanucb X X X X X X X X X
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Okonyarnue mabnuupst A.1

Cepsuc

Homep cueHapus

1 2 3 4 5 6 7 8 9 10 11 12 | 13 | 14 | 15 16

CueHapuu:

OCO~NONPAWN-~-

[ocTyn oTAeneHnsi ckopon NOMOLLM K MEOULIMHCKUM KapTam.
BpemeHHoe obcnykuBaHue (ckopasi NoMOLLb).

Perncrpauusi HOBOro KnueHTa.

[OvcTaHUMOHHBINA JOCTYN K MEAULMHCKMM M306pakeHnsIM.
AsTOMaTMYeckasi nepeava pe3ynbTaTos.

Mepepava pe3ynbTaToB UCCnegoBaHWM U YBEAOMITEHUIA OT Bpaya.
O6cyxaeHve xoaa neyveHus Mexzay Bpavom 1 naumeHToMm.
Mepeaava anukpuaa.

Bonpoc nauneHTa npoBr3opy.

10 lNepenucka naumeHTa ¢ Bpa4oMm.

11 OucTaHUMOHHBIA OCTYN K MEAULIMHCKON MHADOPMALIMOHHOW CUCTEME.

12 [JocTtyn B 3KCTPEHHOW CUTyaLun.

13 JAucTaHUuMOHHBLIV BBOS MEAULMHCKON MHpopMaLmu.

14 3OneKTPOHHbLIN peuenT.

15 AyTeHTnduKaumsa Ha3HaAYeHUs1 Bpaya.

16 lNoTeHumanbHbIE NPUNOXKEHUS ANEKTPOHHON NOANUCY B chepe 3ApaBOOXPAHEHHSI.

A.4 OnucaHwe cueHapveB

A.4.1 [ocTyn oTaeneHns CKOPON NOMOLLM K MEAULIMHCKUM KapTam

OnucaHve cueHa-
pusi:

be3 aneKTpoHHbIX
cepTMUKaTOB:

C 9neKTpOHHBIMU
ceptudmkaTamu;

MauneHT, NpuBLIBLUMIA U3 APYTON CTPaHbl, 4OCTABIIEH B OTAEEHME CKOPOM nomMoLuu. MaumeHT He
MOXET CBSI3HO OTBeYaTb Ha BOMPOCHI, NO3TOMY AOCTOBEPHbLIA aHaMHe3 HeBO3MOXeH. lMonuc
MEAMLMHCKOrO CTPaxoBaHUs HaxogmTca B ero GymaxKHMKe, a €ro NMYHOCTb YCTaHOBMeHa no
nacrnopry.

Wcnonb3ayst tHdbopmMaumio 13 nonmca MeauUMHCKOrO CTpaxoBaHusl, AEXYPHLIN Bpay oTaeneHus
CKOPOW NMOMOLLYM AenaeT MeXayHapOAHbI 3BOHOK B yKa3aHHYI0 CTPaXOBYI0 MEANUMHCKYIO OpraHu-
3aumto. MockonbKy YacoBble Nosica pasnuyareTcsl, Bpaya nNpocaT Nepe3BoHnTb, KOraa OTKpoeTcst
agMUHUCTPaTMBHBIN oduc. Bpau ocmaTtpuBaeT naumeHTa. MNpuymHa 6€CCBAZHOCTN peyn nauneH-
Ta HesicHa.

Wcnonb3yst nHdopmMaumie 13 nonuca MeauLUMHCKOIO CTPaxoBaHUs], AEXYPHbIN Bpad oTAeneHns
CKOPOW NOMOLLM BbIXOAUT Yepe3d VIHTepHET Ha calT CTPaxOBOW MEANLMHCKOW OpraHM3aummn nauu-
€HTa M BBOAWT CBOWM SMNEKTPOHHbLIV cepTudmkaT, naeHTudnuupysi cebst B CBOei Tekywwen ponu
Bpada oTAeneHus CKopon nomoLm. Beb-cepBuc MeanUMHCKOWM CTPaxoBok KOMNaHUM onpegenseTt
OOCTOBEPHOCTb 3MEKTPOHHOTO YAOCTOBEPEHUS] NTMYHOCTM MYTEM NMPOBEPKU SMEKTPOHHOM NOANUCH
cepTndmKaTa n Toro, YT0 OH He OTO3BaH M CPOK ero AeNCTBUS He ucTek. MNockonbky yaocToBepe-
HWe IMYHOCTU MOATBEPXKAEHO W COOTBETCTBYET TEKYLMM CTaHdapTam, OHO MNpVMHMMAaeTcA
Be0-CEepBMCOM CTPaxoBON MeAVLMHCKOW OpraHu3aunm, u paspellaeTcsa JOCTyn K MeAULMHCKON
KapTe nauueHTa. B perncrpaumoHHom xxypHane Be6-cepBrca co3gaeTcs 3anmch o NpeaocTaBne-
HUK JOCTYNa, coaepXallas gaty u BpemMsi, GaMmunmio, UMsi, OTHECTBO AEXKYPHOro Bpada, HomMep
ero ceptndukaTa Ha NpaBo okasaHus MeAMLMHCKON MOMOLLM, uaeHTUUKALUIG opraHu3aumm,
KOTOPOWN MpUHAANEXNT OTAeNeHne CKOpol nomowy. Bpay nonydaet w3 mMeauuMHCKON KapThbl
nauneHTa ceegenus o6 aHamHese, 06 annepruiyecknx peakumsx, 0 TEKYLLMX MeANKaMEHTO3HbIX
Ha3Ha4YeHUsAX U HEJaBHUX N3MEHEHNSX B MEOUKAMEHTO3HOW Tepanuu, KOTOpble MOIMU Bbi3BaTb
nobouHylo peakumto. lMocne okasaHWs NauueHTy MeAWLMHCKOW MnoMowy Bpad OTrnpaensiert
3aWndpoBaHHoe cooBLEHNE C SNEKTPOHHOWM NOANMCHIO O MOCELLEHUN OTAENEHUS CKOPOW NMOMO-
WM B CTPaXOBYIO MEOMLMHCKYIO OpraHM3aumio, KoTopasi NoMewWwaeT ero B 3MeKTPOHHYI0 MeAULIMH-
CKYI0 KapTy naumeHTa, ykasbiBasi CUMMNTOMbI, AUarHo3, okazaHHoe NeYeHne 1 ero pesynbrar.

A.4.2 BpemeHHOe 06cnyxunBaHmne (CKOpaa NOMOLLb)

OnwncaHve cueHa-
pus:

bes aneKTpOHHbIX
cepTMAUKATOB:

CvnbHOe 3eMNeTPsICEHVE NPUBOAMT K MacCOBbIM PaspyLLleHUsiM Ha OBLIMPHOM TepPUTOPUM ropo-
da. MecTHble GONMBHULBI M KNWHWKKU TAKKe paspyLueHbl, 3athUKCUPOBaHO OrPOMHOE YMCNO paHe-
HbIX U norMGWwux. HaunoHanbHele cryxGbl 34paBooXpaHeHnst He CrpPaBnsoTCA C cuTyauunen u
NPUHATBI MEXOYHAPOAHbIE NPEANOKEHNS MO OKA3aHMIO MOMOLLM,

HeBo3aMOXHO cpasy e NpoBepuTb KBanuMUKaUMIo U cepTUdUKaTL MEQULNHCKUX paBoTHUKOB,
npeanararowmx NoMoLwWpb. Takke HEBO3MOXHO 06€CneynTb, YTO paHee NoagaHHbIe NpearoXeHns
0 NMOMOLLM He ByayT OTKIOHEHbI.
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C 3neKTpoHHbIMU
cepTudmkatamu;

MpepnoxeHus1 NOMOLLM OT MeAWUMHCKMX paboOTHUKOB HEMeANeHHO NPOBEPAIOT Ha AOCTOBEp-
HOCTb C MOMOLLBIO UYTEHUS1 UX 3MEKTPOHHbIX cepTudmkatoB. Coobwenusa ¢ npegnoxeHUem
NMOMOLLUY HE MOTYT ObITb OTKITOHEHBI, MOCKOINBKY OHW 3aBePeHbl 3NEKTPOHHOW NOANUCHIO C UCNONb-
30BaHMEM 3aKPbIThIX KITHOYen nuL, NPearnoxmBLUMX NOMOLLb.

A 4.3 Perncrpaumnsa HOBOro KNMeHTa

OnucaHwe cueHa-
pwusi:

bes aneKkTPOHHbIX
cepTnduKaToB:

C 9neKTpOHHbIMK
cepTudmkaTamm:

Cobupasick yexaTb Ha CpoK oT 6 A0 12 mec B Apyryio CTpaHy, raea CeMbW COrnacoBbIBaeT yCno-
BUs cTpaxosku. byaywmii knvenT, muctep Yapnes, cobupaerca npuobpectu nporpammy meau-
umMHCKoro ctpaxoBaHusi. OH obpawaeTcs K AOMaWHeW CTpaHuue CTPaxoBOW MeaMLMHCKON
opraHu3aumm, Ha KOTOPON BbINOXEHbI 06pasupl perncTpaunoHHbiXx ¢opm. OH 3anonHAeT cooT-
BETCTBYIOLWYI0 (DOPMY M MOCHINAET €e Ha 3MEeKTPOHHbLIN NOYTOBLIN AWWK 4OFOBOPHOFO OTAENa.
dopma npoBepsieTcsl U HanpaensieTcsl B 0TAeN MeAUUMHCKOro ocmoTpa. MNocnegHuii HasHavaet
npuem 6yaylwiemy KNMeHTy Ansi NPOXOXAEHUS MEAOCMOTPA, O YeM UHDOPMUPYET E€r0 NMUCHLMOM.
Byaywwit KnMeHT NpMXoanT Ha NPUEM, U Bpay ONpeaenseT, YTO OH MOXET CTaTb KIIMEHTOM CTpa-
XOBOW kOMNaHun. Bpay yBegomnsiet 06 3tom otaen MeauuMHCKOro ocMoTpa, U faHHas uHopma-
ums nepegaeTcs obpaTHO B JOrOBOPHOM OTAEN, KOTOPLIN NocbinaeT MUCTepy Yapnb3y KOHTPaKT,
Nno KOTOPOMY OH 06513yeTcsl onnaYnBaTh eXeMecsHHbIN BSHOC CO CBOEro Tekylero cyeta. Jloro-
BOPHOW OTAEN perncTpupyeT HOBOrO KNWEHTA W OTNPaBNsieT pacnopsikeHWe O Bblgade ero cTpaxo-
BOIo nonuca ¢ cdotorpadmen. B npouecce perncrpaumm 6yaywimin KNMEHT JOIKEH NpegbsBUTb
BOAMTENBLCKME MpaBa Win Apyroe ygocTtoBepeHne nudHocTu ¢ dhotorpacmenn. Korga muctep
Yaprb3 nony4aeT HOBbIN CTPaxoBOW Nonuc ¢ hotorpadmen, OH Takke noryyaeT MHCTPYKUUK No
BbI[Py3KE SMNEKTPOHHOro ceptudmkata u3 oMdOPMNEHHOW eMy nporpaMmbl MeauLMHCKOro
CTpaxoBaHusl.

Hu1 HOBbLIN KIMEHT HE MMEEeT BO3MOXHOCTU HaAEXHO YAOCTOBEPUTb CBOIO NIMYHOCTL Bpady, HU
Bpa4y He MOXeT ngeHmdunumpoBate ceba nauneHTy. XoTa CywecTBYIOT Apyrve cpeacTea wud-
poBaHus1 coobLEHUIA, KOTOPLIMU OHU OBMEHMBAIOTCA, HO 3TWU CpeAcTBa He MOryT obecrneunTb
coueTaHue ayTEHTUYHOCTU U KOHUAESHUNANBHOCTH.

Mcnonb3ys BbiAAHHBIA HOBBIN 3NEKTPOHHLIN cepTudumkaT, muctep Yapnb3 MOXeT Nony4nTs JoC-
Tyn K cnyx6e noaaepXku KNneHToe Yepes HTepHeT, BKNIoYan AOCTYN K YaCcTU €ro NepCcoHaribHbIX
MEeAULMHCKMX AaHHbIX. OH MOXET Takke 06MEeHNBaTBLCA 3aWMNWEHHBIMU SMNEKTPOHHLIMU NMUCbMa-
MW CO CBOMM nevyawmm Bpadvom. Ceptudukar 3NeKTPOHHOW nNoAnucy Mo3BONisieT MUCTEpyY
Yapnb3y npefoctasnTb QOCTYN K CBOEN MEANLIMHCKOW KapTe APYIMM NOCTaBLMKaM MeanuUMHCKON
nomMowy (Hanpumep, NOCTaBLUMKY MEAMLIMHCKONM NMOMOLLM, K KOTOPOMY OH 0BpaTuTcs 3a npeae-
namMu CBOEW TeppUTOPUN NPOXUBAHKS).

A.4.4 [InctaHUMOHHLIA AOCTYN K MEAMLMHCKUM M306paXkeHNAM

OnncaHvne cueHa-
pusi:

be3 aneKTpOHHbIX
cepTMUKATOB:

C 3nekTpOHHbIMU
ceptudmkaTamu:

22

Bpay-cneuvnanuct no anctaHuMoHHON obpaboTke MeaULMHCKUX M30BpaxeHnn nHTepnpeTupyeT
Cepuio aHrMorpamMm, BbIBEAEHHbIX HA 3KPaH NepCcoHanbHOIO KOMMbIOTEPa, U BBOAUT TEKCT 3aKIio-
YeHus. Y Bpava Bbicokas pabouvas Harpyska (10—15 cepuit aHrMorpamMm B AeHb) U OH Npeanoyn-
TaeT B3sATb YacTb paboThl Ha AoM. [loma Bpad BeIXoaWT Yepea IHTepHeT Ha cepBep MeauUMHCKNX
n306paxeHuit, NCNOoNb3ysi CBOWM 3MEKTPOHHBLIN cepTudukaT ansi ayTeHTUUKaUUKM, U 3arpyxaet
n3obpaxeHws. MNpu npocMoTpe n306paxeHunii Ha CBOeM AOMalLHEM KOMMBIOTEPEe BpaY Takxe Mno-
ny4aet Yepe3 NHTepHeT gOCTYN K MeANLIMHCKON MHDOPMaLUOHHOW CUCTEME CBOETO YUpeXaeHUs],
4TOGbI NONY4UTE APYryo MeaVUMHCKY0 UHhopMaLuio o nauneHTe. Bpad yeepeH B NpaBuIIBHOCTU
n306pakeHunit, NOCKOIbKY NPUMEHsieMasi MM nporpamMmma obecneunBaeT NPOBEPKY LENOCTHOCTU C
MCMoMb30oBaHWEM anroputmMma XelWwnpoBaHusi, NOATBEPKAAIOWYIO LeNOCTHOCTE coobwenus. Bpay
BBOAWT pe3ynbTaThl aHanun3a nsobpaxeHns B 3akNiOHeHUe U MOXeT ANCTAHLMOHHO 3aBepuTb 3TO
3aKIIOYeHVe CBOEI 3MEeKTPOHHOW NoANuUChHo.

Bpay He B COCTOSIHMM OCYLLECTBUTHL CBOK ayTeHTUUKALMIO B NIeHeBHOM yUPEeXaeHUM C TEM XKe
YPOBHEM JoBepUsi, 4To 06GecneumBaeTcst Npu UCMoNb30BaHNA SMIEKTPOHHOro ceptudmkara. Ans
MEOULMHCKOTO YUYpeXeHusl 3T0 O3Ha4aeT Hanuuue ariemMmeHTa pucka Toro, Yto uaobpaxeHue
MOXET ObiTb BbIPY>XEHO NOACTABHbLIM MULOM. [POTOKOMbI UCCNEeA0BaHUI U 3aKNioYeHns Bpava,
OTNpaBrieHHbIe B 3MEKTPOHHOM B1e, NOOBEepralnTcs aHanorMyHoMy pucky. Bpau Takke He MOXeT
ObITb YBEPEH, UTO 3arpykeHHble N306paxeHns He UCKaXKeHb! BCrieacTBMe owKnBoK nepegavum nnm
npegHamepeHHOro N3MeHeHus,

Bpay moxeT ayTeHTMhULmMpoBaTh ce6 MEOULMHCKOMY YHPEXOEHWIO C YPOBHEM A0BEPUs], COOT-
BETCTBYIOWUM OeNCTBYIOLLEMY 3aKOHOAATENbCTBY. Bpay MOXeT GbiTk YBEPEeH, UTo 3arpyKeHHble
U306pakeHUs1 He UCKaXKeHb! M YTO OH OacT 3aKMioUeHWe No ayTeHTUYHbIM U3oBpaxeHusm. Meau-
LIMHCKO® YYpexaeHUe Takke MOXET AOBEPsATh SMEKTPOHHOW NoANMCcY Bpada, noareepKaatoLLe,
YTO OH SIBISIETCH aBTOPOM MEPEAAHHOro NPOTOKOMA.
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A.4.5 ABTOomaTnueckan nepegava pe3ynbLTaToB

Onucanuwe cueHa-
pusi:

Bes aneKTpoHHbIX
cepTMUKaTOB:

C 9neKTPOHHbIMU
cepTudmkaTamm:

Bo BTOpHMK naumeHT npuxoauT B nabopartopwmio, rae y Hero 6epyT kpoBb Ha aHanui. Korpga
pe3ynbTaT roToB, cMCTeMa aBTOMaTMyecku oTrnpaensieT coobuweHne Bpayy, MHOOPMUPYS €ro o
roTOBHOCTU pe3ynbTatoB. B uyeTBepr Bpay BxoguT Ha Be6-CanT MEOULMHCKOIO YYpexaeHus,
ncnonb3ayn ceo naeHTndmkaTop meauumHckoro pabotHuka (ID) u napone (PIN), n BugmT, uto ero
oxuaaet coobuieHne. OH OTKPLIBAET CBOW 3MEKTPOHHbIN NOYTOBLIN SWMK M HAXOAWUT B HEM CO06-
weHne, B Teme KOTOpOro yka3aHo: «TecT Ha xonecTepuH». Bpay y3HaeT n3 coobuieHusi, Yto
YPOBEHb XonecrepvHa ero naumeHta cocraenset 220, 4To nepeBogvuT NaumMeHTa B KaTeropmio
yMepeHHoro pucka. Bpay obcyxpaaeT pesynbrarsl aHanv3a ¢ nauMeHToM v npeanaraert naumeHTy
obpatnTbCca K cneumanucTaMm no KOHTPOMIO Macchbl Tena, 4Tobbl y3HaTb, Kak MOXHO CHU3WUTb
YPOBEHb XONecTepuHa C NOMOLLbIC ANETHI U YNPaXHeHun. Bpay Take pekoMeHayeT NpoBoanuTb
aHann3 ypoBHA XONecTepuHa U NpuxoavTb Ha Npuem pas B nonroga. MauueHT npocut Bpava
BHECTU Pe3ynbTaTbl B CUCTEMY BEAEHUS €r0 NepPCOHaNbHOW MEeQUUMHCKAN KapTbl, AOCTYMHYIO
yepes UHTepHeT. Beb-caiiT naumneHTa cogepXuT HECKOIBKO CCbINOK Ha AOMNONHUTENbHY0 UHGOP-
maumio. OgHa 13 CCbINOK CBsI3aHa ¢ MHopmaumen no aHanusy ypoBHsi XOnecTepnHa B KPOBM,
Apyrasa — ¢ peXMMOM, Ha3HaYeHHbIM CrieLuanucTamm rno KOHTPONIo YPOBHS NIUNUAOB, a TPeTbsl
OTCbINAET K NEPCOHANbHLIM PEKOMEHAAUMSIM MO AuneTe, NPeanoXeHHbIM HA OCHOBE TEKyLUUX
KMUHUYECKNX MPOTOKOIOB, YYUTLIBAIOLUX Pa3NUYHbIE AaHHble O NauneHTe (Hanpumep, BO3pacrT).
PekoMmengauym no avete cogepxar AanbHEWWMe CCbUIKW Ha NPOrpaMmMmy Mo MraHUuPOBAHUIO
M3MEHEHNA PEXMMa, KOTopasi NOMOraeT naumeHTy paspabotate COGCTBEHHYIO AMeTY n npuaep-
XMUBaTbCs €€ B TeYEHUE LeCTN MeCSLEB.

TlaGopaTopusi He MOXeT BbiTb yBepeHa, 4YTo Bpay nornyumn coobuwenve. HeTt rapaHtum, 4Tto coob-
LeHne He Oblno npo4YUTaHoO U N3MEeHEHO.

OnekTpoHHas Noanucb NOATBEPAUT Bpady, UTO coobLeHne aeicTBUTENBHO NPULWNO OT nabopa-
TOPUM, U CCBINKW, YKa3bIBaoLWMeE Ha pEKOMEeHAALMMN NaLNeHTY NO KOHTPOSIO YPOBHA XONecTepuHa,
SBNATCA gecTBUTENbHbIMK. [logTBepkaeHUe cooblueHns, 3aBEpeHHOe 3NEKTPOHHOW noa-
nvcelo Bpada, yeeaoMuT nabopaTtopuio, Y4To Bpay AeWCTBUTENBHO NONy4un coobweHue.,

A.4.6 Tepepayva pe3ynbTaToOB MCCNeAOBaHWI U yBe4OMIEHUI OT Bpava

OnwncaHve cueHa-
pusi:

Bbe3 anekTpoHHbIX
CepTUPUKaTOB:

C 9neKTpOoHHbIMYK
cepTudmkaTamu:

Bo Bpemsa nnaHoBoro npuemMa xvpypr HasHavaeT naumeHTty obwun ananus kpoeu. O6¢yaume ¢ na-
LumMeHToM yaoOHyto gaTy v BpeMsi, XMpypr oTMeyaeT Ha 3KpaHHON hopme BBOAA HanpaeneHws Ha
aHanwa, 4To pesynbTaTtbl crnegyeT OTNpaBuTb NauneHTy Yepes MHTepHeT nocne Toro, Kak Xupypr
03HaKOMMUTCS € HUMMW U CMOXET NPOKOMMEHTWNPOBaTD. [ony4eHHble pe3ynbTaThl B LENOM OKa3bl-
BalOTCA B Npedenax HOPMbl, TOMbKO OWH NOKa3aTernb crerka noBbiweH. Xupypry U3BeCTHO, YTO
ANs 4aHHOTO NauueHTa HeT NOBOAOB Ars GeCnokoNcTBa, NO3TOMY OH hopMUPYeT KpaTkoe Npume-
YaHue No 3ToMy haKTy U NPUCOEMHSIET €ro K pe3yrbTataMm aHanuaa.

Mo3xe B TOT Xe AeHb NauMeHT NonyyaeT aBToMaTnieckoe YBEIOMIEHUE MO AMEKTPOHHOM NouTe,
YTO Ha 3awWwmLeHHOM Beb-caliTe ero oxugaeT coobueHne ot xupypra. OH nepexoauT no agpecy
Beb-caliTa, ykazaHHOMY B YBEAOMITEHUW, BBOAUT HOMEP CBOEW MEAULIMHCKOW KapTbl U Naporib, Nno-
€ne Yero nony4aet BO3MOXHOCTb MPOYUTaTh Pe3ynbTaThl NabopaTopHOro aHanmaa v coobuieHve
xvpypra. Beb-caiT aBToMaTMYeECKM ONpeaenseT, UTo 3To peaynbrar obliero aHanuaa KpoBu, U
npegocTaBnaeT Ha 3KpaHe CCbINKy Ha pasaen MeauLMHCKON SHUMKoNeanm, cogepxallmi onuca-
Hue obLLero aHanmaa KpoBW U ero pesyrnbTaToB, JOCTYNHOe HenpodeccuoHarly.

He nmes BO3MOXHOCTU YOeauTbCsi C 4OCTATOHHON CTENEHBIO YBEPEHHOCTH, YTO SMEKTPOHHOE CO-
obLueHne gefiCTBUTENBHO OTMNPaBeHo NabopaTopuen UM XMpPyprom, a Takke, 4YTo oHO 6bIno ne-
pedaHo 3alyWlLeHHbIM CnocoboMm, naumeHT nonyyaeT peaynbTarbl Mo no4Te, 3aMmevaeT crerka
NOBbILUEHHbIN NOKa3aTenb W 3BOHUT XUPYPry ONs NONy4YeHus1 pasbsacHeHnin. Xupypr npuHumaet
APYroro nauueHTa u He MOXeT OTBETUTh, a y NauMeHTa Ha3Ha4YeHa BaxHasi BcTpeya. B peaynbra-
TE OHW CBS3bIBAKOTCSH, HO MOCIE HECKOIBKUX OHEN BECrNOKOMCTBA CO CTOPOHbI MALMEHTA U 3HAUM-
TENbHOIO YKCna HeydaYHbIX MOMbITOK 4O3BOHWTLCSI CO CTOPOHBI XMpypra.

PesynbTaThl 6bICTPO HANPaBMAOTCS NAaLUEHTY HAAEXHBIM U 3aLUMLLEHHBIM criocobom. MaunenHT
MOXET Mpo4nTaTe NPUMEYaHNE XMpypra B ero 311eKTPOHHOM COODLEHUM M NOMyunTh AOCTYN K
Beb-caitaM gns nony4eHusi Heob6xoaUMon MHOPMaLMK, NO3ITOMY NPUYUH A GecnokoncTea He
BO3HWUKHET M 6e3 TenedOHHOro pasroBopa ¢ XMpyprom.

A.4.7 Ob6cyxpeHvne xoaa neveHns Mexay Bpauom v naLuMeHToOM

OnwncaHve cueHa-
pusi:

Y naumeHTa ¢ onpeaeneHHon nporpamMMon MeQULMHCKOTO CTpaxoBaHUs BO3HWK BONPOC O xoAe
ero nevenns. OH BXogUT Ha BeG-calT CBOEro Bpava, ucnornb3ysi nsi ayreHTudukaumm gosepeH-
Hbl SNEKTPOHHbIN cepTudmKaT, 3anonHseT dopmMy 3anpoca U HaXXMMaeT KHONKY «OTNpaBuTb»
Ansi Havana nepernucku:

«3ppaecreynTe, a-p C.

Buepa Bbl ckaszanu MHe, YTO HaZIo MEHSTb NMOBS3KY Ha paHe. Ho st He NOMHIO, Kak 4acTo 3T0 Haao
AenaTtb. Bel ckasanu 4To-To BpoAe TOro, YTo HEe HAaO MEHSITb MOBSI3KY CIIUWKOM YacTo, HO §1 He
NOMHIO, Pa3 B HeAemno unu nHade. 3abbin ewe cnpocuTb, ocTaHeTcst Nn GonbLwon wpam?»
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be3 anekTpoHHbIX
cepTMdUKaTOB:

C 3neKTpOHHLIMU
ceptTudmkaTamm:

Uepea napy 4acoB mefcecTpa KOHTaKT-LeHTpa YMTaeT coobLieHne naumeHTa, HaxoguT, HTO OHO
He CPOYHOE U YTO Ha HEro JI0NKeH OTBETUTb YYaCTKOBbLIN TepanerT. Bckope nocne atoro coobue-
HVe naumeHTa NosIBIIsSIeTCs1 HA 3KpaHe KOMMbIOTePa YYaCcTKOBOIO TEpaneBTa, KOOPAUHWUPYIOLLETO
MEANLIMHCKYI0 NMOMOLLb, OKa3blBAaEMYIO 3TOMY NaUMEHTY. YUacTKOBbIN TepaneBT BBOAUT OTBET U
3aBepsieT coobLueHne CBOel aNeKTPpoHHON nognuckio. Ha cneaytowee yTpo naumeHT cCHOBa BXO-
OuT Ha Beb-calT cBOero Bpaya u umtaeT cooblueHune:

«3agpaBcTByiiTe, (MMS1 M OTHECTBO NMaUMEHTa).

B TeueHue cnegyowmx AByX Hegenb MeHsINTE NEPEBSA3KY OAUH Pa3 B YeTbipe—nsATb AHENR, ecnn
OHa He MOKHET, B MPOTUBHOM CIlyYae MeHsITe No Mepe HamokaHus.. [ocne 3Toro NpuanTe ko MHe
Ha nNpuem, n Mbl 06CcyauM panesHellwne AercTBUA. YTo KacaeTcs Wwpama, OH OCTAHETCs y Bac Ha-
BCEraa, HO He OYEHb 3aMeTHbIN — BCEro Nulb Hebonbwas NUHNAY.

OtcyTcTBME HapexXHoro cnocoba ayTeHTudUKaUMmM 03HAYaEeT, YTO MEAULMHCKOE yYpeXaeHue, B
KOTOpoM paboTtaeT Bpau, He UMeeT BO3MOXHOCTN NPOBEPUTL, {TO 3M1EKTPOHHOE cooblueHne npu-
LUNO UMEHHO OT NauneHTa (MM U OTYECTBO NaUMeHTa), a He OT MHOFO ML, Xenalowwero nony-
unTb BecnnartHbli coeeT. MauneHT Takke He MOXeT ObiTb YBEPEH, UTO OTBET AEUCTBUTENBHO Obin
OTIpaBeH AaHHbIM BPA4OM, {UTO 3TOT OTBET He Gbin NepexBaYveH u NpounTaH kem-nubo elle.

CrpaxoBasi MEAMUMHCKANA OPraHn3aums n Bpay MoryT GbiTb YBEPEHb! B 3aLMLLEHHOCTH NEPEnnc-
K1, KOTOPYIO OHW BeAyT C AEHTUMDNLNPOBAHHBIM N AENCTBUTENIbHLIM YYACTHUKOM OOHOW M3 MX
NporpamMmm MeaULMHCKOrO CTPaxoBaHWA. MaunmeHT MOXeT GbiTb YBEPEH, YTO MMEHHO €ro Bpad rno-
Ny4Ynn ero 3anpoc n OTNPaBus emy OTBeT.

A 4.8 MNepepavaannkpusa

OnucaHuwe cueHa-
pusi:

Bbe3 aneKTpOHHbIX
cepTMUKaTOB:

C 9neKTpOHHbIMK
ceptTudmkaTamm:

PemmcTp naumenToe ¢ chakTopamm pucka gnabeta cobupaet oT pa3nnuHbIX MEAULIMHCKMX MHbOpP-
MaLMOHHLIX CUCTEM KNMHUYECKME AaHHbIe O nauneHTax ¢ anabetom. MNMporpammHoe ob6ecneverHne
pervcTpa, paspaboraHHOe Ha OCHOBE KITMHUYECKUX PYKOBOACTB, NO3BOSISIET aBTOMATUYECKU Cre-
HEPUPOBATb 3NWUKPU3, B KOTOPOM CYMMUPYETCA COCTOSTHUE NaLMeHTa, aHaMmHe3 U hakTopbl pucka,
a Take npeanaraTcsa gansHenwme warw. Mocne NnpoBepky Bpayom 3TOT SMUKPU3 NepeaaeTcs
naumeHTy yepes Be6-cant MeauumMHCKOro yupexaenusi. NaumeHT BxoanT Ha aToT BeG-canT, uc-
nonb3ysi ANEKTPOHHbIN cepTudmkaT, BoigaHHbeIM YL naHHoro meavumHckoro yyupexaexus. Koraa
naumMeHT NpocCMaTPUBaET SNUKPU3, BKIIOYEHHbIE B HETO MMMEPTEKCTOBLIE CCbINKM NO3BONAOT Na-
LMEHTY NTErko Nony4ntb Heobxoanmmyio AONONHUTENBHYI0 MHOPMaUMIo (HanpUMep, pacnucaHue
KOHCYMNbTaLWi, ONUcaHWe aHanuW3oe, CaHMTapHOe MPOCBELLEHne), caenatb NpeaeapuTenbHYIO
3anucb Ha NpueM Unu oTNpaenTb cooblueHne Bpavy. B cucteme npeaycmMoTpeHa NpoBepKa Toro,
4YTO NAUMEHT MNony4nn JOCTYN K SMUKPU3y.

MauneHT He MoxeT BbITb B AOCTAaTOUHOW Mepe yBepeH, 4To BeG-CalT AeiCTBUTENLHO NpuHaane-
XUT PErMcTpy naumeHToB ¢ dakTopamm pucka gnabeta n uto obecneveHa kKoHdMAEHUMANBHOCTb
B3aUMOZENCTBUS C 3TUM caWToM. PerncTp He MOXeT rapaHTMpOBaTh, UTO AaHHbIA NaUUEHT OCy-
LLLECTBUN AOCTYM K CAUTY M NONyYnIi MHGOpMaumio.

Mcnonb3oeaHne anekTpoHHbIX cepTudmkaToB o6ecneumBaeT NaUUEHTY M PEIMCTPY B3aMMHYIO ay-
TeHTUUKaLMIO, NO3BONSAET BECTU KOHMUAEHUMANbHLIN 06MeH AaHHbIMU. Permctp moxeT 6biTb
yBepeH, 4TO AaHHbIA NaUMEeHT OCYLLECTBUN AOCTYN K CalTy U nNony4yun uidopmaumio.

A.4.9 Bonpoc nauneHTa npoBU30py

OnncaHvne cueHa-
pusi:

be3 anekTpoHHbIX
cepTnduKkaToB:

C 3neKkTpoHHbIMU
cepTudukaTamm:

Y ceMuneTHer JoYepu KNMeHTa CTPaxoBoW MeAULIMHCKON opraHu3auum actMa. lNeanatp HegaBHO
nponucarn en KPOMOINWUH, HO AaHHbIN KNWEHT He MOXET onpeaenuTb, Korga MHransTop nycr, a Kor-
Aa nonoH. OH BxoAWT Ha Be6-calT cBOEro MeanUMHCKOrO yupexaeHus B TOMCKaxX HY)XHOW HGOP-
MauuM, HO eMmy €ellle He BCe MOHATHO, U OH HaNPaBnsieT BOMPOC AEXYypPHOMY MPOBU30PY, Kak
onpeaenvuTb, YTo MHransaTop Nyct. [lexypHbln NPOBU3OP UCMONB3YET SMEKTPOHHYIO NOYTY C AOCTY-
NMOM K KaTanory 3MneKTpoHHbIX CepTUUKATOR, B KOTOPOM XPaHSITCS 3MEKTPOHHbIN cepTudmkaT n
OTKPbITbIN KITIOY KMMEHTA, M NOCbINaeT 3awmndpoBaHHoe coobuieHre, Ucnosb3yn wabnoH, npea-
YCMOTPEHHBIN A4S OTBETA Ha AaHHBIN BOMNPOC, a Takke A06aBnsieT HECKONbKO CTpoYek oT cebs n
TenedOHHbLIM HOMEP ANA CBA3W, €CNU BONPOCHI €Le OCTaHYTCS.

lMpoBK3op He MOXET ayTeHTUDMUMPOBATL KNMEHTA MEAULIMHCKOW CTPaxoBOK KOMNaHWK C gocTa-
TOYHOW CTENeHbI0 JOCTOBEPHOCTU. OH MOXET OTNPaBUTL 3alUMLLEHHOE COOBLWEHNE, KOTOPOE He
MOXeT ObITb ayTeHTUNLUPOBAHO.

MmeeTcs BO3MOXHOCTb ayTeHTUDULUMPOBATL KITMEHTA M OTNPaBUTL eMy 3alwmndpoBaHHOe CO06-
weHune. KnueHT MoXeT BbITb yBEpPEH, UTO OHO NPULLINIO MMEHHO OT NPOBU3OPA.

A.4.10 MNepenncka nauneHTa c Bpauom

Onucanve cueHa-
pus:
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Y naumneHta nosiBUnachk Cbinb, 1 OH 06paTUNCA K AepMarTonory, KOTopbIi Nponucan emMy mMasb U
cKasan, 4YTo ecnu Cbifnb He NPONAET B TEYEHUE TpeX HeAerb, Haao coobWwNTb 06 3TOM, UTo6LI Bpay
BbiNnucan Apyroe rnekapcreo.



be3 anekTpOHHbIX
cepTnduKaToB:

C 3neKkTpOHHbLIMK
ceptudukaTamm:
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Tpw Hegenu crnycTsi CbilMb NPaKTUYECKN HE N3MEHUNAch, NO3TOMY NMaUMEHT BXOAUT Ha BeG-canT
MONMWKIMMHUKKM, BOCTIONb30BaBLUNCH ANSl ayTeHTUMDUKALMN CBOUM 3NIEKTPOHHBLIM CepTUUKATOM.
MaumeHT oTNpaBnsieT Bpavy 3aliULLEHHOE HECTPYKTYPUPOBaAHHOE CO0bLeHme:

«5 NpuMeHsn 3Ty Ma3b yXXe B TeYeHue Tpex Hegenb, a ynydweHus Het. YTto genatb?»

Bpau BbinuchIBAaET HOBbLIN peLenT 1 coobLaeT NauneHTy, 4TO OH MOXET KYyNUTb Masb B anTeke unu
3akasaTb ee Yepe3s MHTepHeT. Korga naumeHT untaeT coobueHre gepMaTonora Ha 3awuweHHOM
Beb-caliTe, OH MOXeT NepenTn B pasgen anTeyHblX 3aKasoB OaHHOTO canTa M 3akasaTb Masb C
[OCTaBKOM Ha J0M.

Bpau He moXeT ayTeHTUMUMpOBaTb NauMeHTa ¢ JOCTAaTOUYHOW CTENEHbIO YBEPEHHOCTH, YTOGbLI
oTnpaBnTb MO 3J'IeKTp0HHOI71 novTte pekomeHagauumm o ,qaaneﬁmeM nevYeHnn.

Bpau n naumeHT moryT ayTeHTMdMumMpoBaTh APYr Apyra, a Taike nposusopa. Obmen coobuwieHns-
MU MOXET GbITb OCyLLeCTBNEH KOHMAEHLMANBHO, M HOBas Ma3b MOXeT GbiTh 3aKaszaHa B anTeke.
Bce CTOPOHbI yBEpEHbI, YTO OTNPaBUNW CBOM COOBLLEHUS] COOTBETCTBYIOWEMY agpecaTy.

A.4.11 [OncTaHUuMOHHLIN AOCTYN K MeAULNHCKON NH(OPMaALMOHHOW cucTeMe

Onucanve cueHa-
pus:

bes aneKTpOHHbIX
cepTMUKATOB:

C 3neKkTpOHHbIMU
ceptudmkaTamm:

A.4.12 OocTyn

Onwucanue cueHa-
pusi:

bea anekTpoHHbIX
cepTMUKaTOB:

C 9neKTpOHHBIMK
cepTudmkaTamu;

Bpau HacTpauBaeT hyHKummn 06paboTku pedynbTtatoB obcnegoBaHuii B MEAMUMHCKOW MHGOpMa-
UMOHHON cucTeme ceoen opraHnsaummn. OH NCcnonb3yeT BO3MOXHOCTU CUCTEMBI:

- Ansi NpocMoTpa pe3ynbTaToB aHaNW3oB;

- YBEAOMITEHUS MALMEHTOB O pe3ynbTaTax ux aHarnm3oB € NOMOLLLI0 aBTOMAaTUHMECKUX MUCEM U
BNEeKTPOHHbIX COoBLWEeHNI, cogepXxalumx 1 nepcoHarnbHble KOMMEHTapUKW BPava;

- HanpagBreHNsi Ha HOBble aHannabl;

- Ha3HaYeHUs1 HOBbIX NEKapCTB.;

- UBMEHEHUSs1 JO3UPOBKN NEKapCTB.

MaumenTbl nony4aloT yBegomneHus no tenedoHy, B MMCbME NN No 3NeKTPOHHON NoyTe O HOBOM
Bxogsilem coobLeHnn ans HUX Ha 3awmweHHoOM Beb-canTe opraHmsauun.

Cucrema nomevaeT NPOCMOTPEHHbIE pe3ynbTaThl aHANM30B Kak:

- noAnMcaHHble (MPOCMOTPEHHIE);

- YBEAOMITEHUS C OTNPABKOW MaUNEHTY;

- 3aperMcTpMpoBaHHbIe;

- obpaboTaHHble.

HeBO3MOXHOCTb ayTeHTUDUUMPOBATL NUYHOCTL Bpava C AOCTATOYMHOW CTEMNeHbIo YBEPEHHOCTH
Aernaer BblluenpuBeAeHHbIN OOMEH AaHHBIMU HEBO3MOXHbIM.

BeaoTkasHoe nogTBEpKASHUE UCTOYHUKA OTMNPABMNEHNA K hakTa Nony4YeHnst CoobLWEeHNs, uernoc-
THOCTb M KOH(bUOEeHUMaNbHOCTb 3TUX AEUCTBUI U coobLLEeHUn obecneunBaloTca MEAULIUHCKON
MHMDOPMALMOHHON CUCTEMON 1 BE6G-CaToM, MCMNONb3YIOLWMMM SNEKTPOHHbIE cepTudmnkaTel meau-
LIMHCKOIO yYpeXaeHusl.

B 3KCTPEHHOW CuTyaumm

Bpay ckopor noMoLLm ocMaTpuBaeT NauneHTa, JOCTaBNEHHOro B OTAeNeHne CKOpor Nnomolum B
nonybecco3HaTernbHOM COCTOSIHUK. Y NauueHTa 6eccBaA3Has peYb, M OH HE MOXET 06 bACHUTD, UTO
cny4unock. Mexay Tem BO3MOXKHbIX MPUYMH JAHHOTO COCTOSIHUSI MHOTO, OHO MOTNO GbiTb BbI3BaHO
bur3nyeckor TPaBMOW, NN OCMOXXHEHWEM MOCHe Hee, Y NeKapCTBEHHbIMM npenapartaMmu ans
neveHns neuxmuecknx 3abonesaHvi. )KM3HU naumeHTa yrpoxaeT OnacHOCTb, M BaXHO 03HAKO-
MWTBCH C ero nctopuer 6onesnn (BKnoYasi BOIMOXHOE NPUMEHEHUe Kaknx-nubo HapKoTUYeCKMX
CpeacTB), a Takke CO BCEMMW BbINMCaHHBIMKU €My NekapCTBeHHbIMK npenapatamu. B CeBepHoi
AMepuke, Hanpumep, HazHa4YeHWe MeTagoHa BO3MOXHO ByaeT ckpbiTo oT oblwero goctyna, no-
CKOIbKY 3TO MpegycmoTpeHo ['ocyaapcTBEHHOW 3aKOHOAATENbHONM NporpamMmmoit 6opb0Obl ¢ anko-
ronMamoM W Hapkomanwen. Bpay HauvnHaeT mpouecc nonyYeHus JocTyna K uHgopmaumu o
Ha3Ha4YeHUsIX MEAVKaMEHTOB NaLMEHTY, BKITIOYas 3aKPbITY0 MHhopMaumio. Cnctema nenonbayet
ayTeHTUMUKALMIO ANEKTPOHHOIO CcepTUdMKaTa, a TakKe AaHHble 3MEeKTPOHHOro ceptudukaTa
Bpaya Ans co3gaHust ydeTHom 3anmcy 06 SKCTPEeHHOM AOCTYNe K 3aKpbITON MHbopmaLuuu.

Bpau ckopoli nomowy BMauT, 4TO Y NaumeHTa 6binu cnyyan npyMeHeHusi KokavHa u amceTaMu-
HOB 1 4YTO emy nponucad nutuin. OH AenCcTByeT COrmacHo npeanucaHusam, ybegueLumch B TOM, UTO
AVarHo3 1 NeYeHne yCTaHOBMNEHbI B Camble CKaTble CPOKW. [MOMNHbIA OTYET O perncTpaumm aKe-
TpPeHHOro goctyna 6yaet copMMpoBaH 0TAENoM MHOpMaLUMOHHON 6e3onacHOCTU U/MNK KOMU-
TeToM no 6e3onacHocTu.

B 3aBucumMocCTM OT cTeneHun 3awmThl haina ¢ JaHHbIMU NaunMeHTa, Bpad, He sIBMsIoLWMACS neva-
MM BPAYOM MaUMEHTa, MOXET He NONyYnTh JOCTYNa K AaHHbIM. [laHHas cnTyaums MoxeT GbiTb
onacHa ans XuW3Hu nauueHta. Ecrniv Bpad cmor nony4mTts JOCTYN K gaHHbIM 6e3 3NeKTPOHHOro
cepTmdmkaTa, HeT BO3MOXHOCTW YCTAHOBUTE CBA3b CTEMNEHWN KOH(MAEHLMaNbHOCTU ceaHca goc-
TyNa K AaHHbIM W IMYHOCTY BpaYa, OCyLLeCTBNAOLWEro JOCTyn.

Bpau moxeT ayTeHTUdDULUMpOoBaTh cebsi B cUCTEME, UCMOMb3Ys CBON SMEKTPOHHLIN CepTUEMKAT, 1
nony4nTb Heobxoaumyto nHopMaLnio 0 naumeHTe. OAHAKO COXPaHSETC KOHTPONbHAs 3anuch,
KOTOpasi BNOCNeACTBMU MOXET ObITb NpoaHanmanpoBaHa B Criydae Kakoro-nmbo HecaHKUMOHMpo-
BaHHOIO JocTyna.
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A.4.13 AuncraHUMOHHBIN BBOA MEANLMHCKON MH(opMaLumn

Onucanve cueHa-
pusi:

bes aneKkTPOHHbIX
cepTMdukaToB:

C 3neKTpOHHBIMK
ceptudukaTamm:

Bpau gukTyeT 3akntoueHune no pesynbTataMm 0CMOTPa O4HOFO U3 CBOMX NaUMEHTOR No TenedoHy B
komnaHuio ABC Transcription Service B wrate Bupmpkunma, CLUA, koTopas cBsasaHa ycnoBusimm
KoHTpakTa ¢ 6onbHnuen Toronto Memorial Hospital B KaHage, kyaa naumeHT rocnutanuaupoBaH B
HacToswee BpeMs. [IMKTyeMblil TEKCT NPUHMMAET W 3aNUCLIBAET MEAULUMHCKUIA CTeHorpaducT B
Uugun, paboTtaowmii Ha ycnoBusix CyBKOHTPaKTa, KOTOPbIN OTNPaBNSieT ero Ha 3alMLEHHbIN
Be6-canTt komnanum ABC Transcription Service. Mocne Toro kak AaHHbIN AOKyMeEHT Gbin NpoBepeH
1 0go6peH peLeH3eHTOM KOMINaHuM, OH CHOBa OTNPaBNSIeTCsl Ha 3aWMWeHHbIN BeG-canT komna-
HWUW, N COOTBETCTBYIOWEE AOMKHOCTHOE nnuo B Toronto Memorial Hospital nonyvaet ysegomne-
HWe Mo 3NeKTPOHHOW MoYTe, YTO AOKYMEHT AocTyneH. OH OTNpaBnaeT AOKYMEHT Ha 3alMLEHHbIA
Be6-canT 60nbHULBI U, B CBOIO OYepefb, CoobLaeT Bpayy, 4To AOKYMEHT AOCTYNEH AN NPOCMOT-
pa. MNocne nonyyeHus AocTyna, NPocMoTpa u ayTeHTUMKaumMm co CTOPOHbI Bpaqa AOKYMEHT J0-
6aBnNAETCA K 3NEKTPOHHON MEAMLIMHCKOW KapTe nauneHTa.

Hn oguH 13 y4acTHUMKOB MH(OPMAaLMOHHOTO O6MeHa He MOXeT ayTeHTuduumpoeaTb cebs ¢
[OCTaTOYMHOW CTeneHblo JOCTOBEPHOCTU ATl peanusaumm B3auMoaencTeus.

AyTeHTUdUKauMa BCeX aBTOPU3OBAHHbIX CTOPOH M  KOHPMAEHUWMANBHOCTL MeaULMHCKOM
mHdopmMaumn rapaHTMpoBaHbl. Kpome TOro, HUKTO BNOCNEACTBUM HEe CMOXET oTpuuaTe dakt
y4yactusa B obMeHe nndopmaumen.

A.4.14 3nexTpoOHHbLIN peuenTt

Onucanve cueHa-
pusi:

Bbes aneKTpPOHHbIX
CepTMUKATOB:

C aneKkTpOoHHBIMUK
cepTudukaTamm:

Mo okoH4aHUM npuema Bpay oHoOPMISIET B INEKTPOHHOM BUAE PeuenT ansa nauneHTa. Cuctema
3NEKTPOHHBIX PELIENTOB MPOBEPSIET, UTO BLINMUCAHHLIE NEKAPCTBA UMETCA B hapMaKoiormyec-
KOM CMPaBOYHUKE, UTO Y NaUMeHTa HET YCTAHOBMEHHbIX annepruiyecknx peakumin Ha gaHHble ne-
KapcTBa, NpPOBepsieT B3auMOAEUCTBME C APYIMMU NEKapCTBaMM, KOTOPblE NALMEHT MOXET
NpUHUMATBL, U COOTBETCTBME HA3HAYEHHbIX AO3UPOBOK peKoMeHayeMbIM. Bpay cTaBnT 3nekTpoH-
HY!0 NOANWUCH HA PeLerTe U NepeaeT ero B anTteky, BoiGpaHHy0 naumeHTom. AnTeka nonyyaer
peuenT, NpoBepsieT MEAULIMHCKME NMOITHOMOYMSI U 3NEKTPOHHYIO NOANMCL Bpada, odopmnseT u
apxvBupyeT peLient. Korga naumeHT npuxoauT B anteky, HasHauyeHHbIe NeKapcTBa NPUroTOBMEHbI
N OXUZAIT ero.

HeBo3MOXHO ayTeHTMdMUMPOBATE Bpaya. Kpome Toro, BnocneactsBum Bpad MOXeT OTpUUaTh, UTO
OH MOCbINan 3NeKTPOHHbIM peuent.

AnTeka MOXeT NPOBEPUTL NIMHYHOCTE M MOSIHOMOYUS BPA4a 1 TOT (PaKT, YTO MMEHHO 4aHHbIN BpaY
OTNPaBWN AaHHbLIN peuent. Bnocneactenn Bpay He CMOXET OTpULATL (HaKT OTINPABKU JAHHOIO
SMEKTPOHHOTO pelenTa.

A.4.15 AyteHTndMKauma Ha3HaAYeHNA Bpa4a

OnucaHune cueHa-
pusi:

Be3 anekTpoHHbIX
CepTUPUKATOB:

C 3neKkTpOHHbIMU
cepTudukaTamu:

MauweHT NnpuxoamT B KaGUHET Bpava ¢ xanobon Ha 60onn B obrnactv xernyzka B TEUEHUE yKe He-
CKONbKMX MecsueB. MNMauuneHT coobuaeT, 4To 6orb yCnokaneBaeTcs Nocne efbl M aHTauuaa, Ho no-
CTOSHHa W perynsapHo noBTopsieTcs. [locne NepBMYHONC OCMOTpa Bpad noao3pesBaeT
nenTUYeckyio A3BY U pellaeT HanpaBuTb NauMeHTa Ha racTposHTepockonuio. C KOMIMbloTepa B
cBOeM othuce Bpay MOXeT NONy4nUTb AOCTYN K pacnvcaHuto npoueayp ambynaTtopHOU KNUHUKU 1
BbISICHWUTB, YTO YTPOM cBO60AHO Noaxosiiee BpeMs ANs AaHHOro obcnepoBaHus. 3atem Bpad
MOXeT 3arnofHUTL U 3aBepUTb SNEKTPOHHOW MOANMUCHI0 BXOASLLEe HarpaBreHue nauyueHTa Ha
racTpOSHTEPOCKOMMUIO.

KnuHuka He MOXeT € JOCTaTOYHON CTENEHb JOCTOBEPHOCTU ayTeHTMdMULMPOBaTL BpaYa U, Kak
pesynbTaT, Bpay BbIHY>XAEH MO3BOHMTL B KIIMHUKY NO TenedoHy, 4To6bl 3anucatb nauneHTa Ha
npoueaypy, 4To noTpebyet HaMHOro GorbLLe BPEMEHM.

Bpau moxeT ayTeHTUdDULMpoBaTh cebs B KITMHMKE U cOenaTtb 3asBKy, @ KIIMHUKA MOXeT ObiTb yBe-
peHa, 4TO MMEHHO JaHHbIN Bpay caenarn 3asiBky U YTO BMNOCMEeACTBUM OH HE CMOXET 3asiBUTb, YTO
He genan STON 3asiBKM.

A.4.16 MNoTeHuManbHbIE NPUINOXEHWA INEKTPOHHOM NoanucK B chepe 3a4paBoOXpaHEeHUA

OnucaHne cueHa-
pusi:
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Hwxe npeacTaBneH cnucok kKaTeropuin 4OKYMEHTOB, KOTOpble TPebyioT nognucb KBanuuumpo-
BaHHOIO MeaMLUMHCKOro paboTHuka. 3akoHogaTternbHble U aAMUHUCTPATUBHBIE NpoLeaypbl yCTa-
HaBnuBatT 3T0 TpeboBaHWe B OTHOLLEHWUN NOAMNNCH:

1) MEeAUULMHCKMX CNpaBokK:

- 006 oKasaHHbIX MeaVLUMHCKUX yCryrax (nrnatexu Bpadvy unu 6onbHuue, cnpaeka o6 ynnare Ha-
noroe),

- HeTpyaocnocobHocTH,

- NpOonycKe LWKonbl Nno 6onesaHu,

- OTNyCKe couuanbHOro xapakrepa (OTryckK no yxogy 3a pebeHkoM, OTNycK Mo yxoAy 3a 60nbHbIM
YIEeHOM CeMbM),
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- BonesHu Ansi CTpaxoBaHWsi OT aHHYNIMPOBaHWS,

- HECMOCOBHOCTU AaTh OCO3HAHHOE cornacme (HEBMEHSIEMOCTb, HanprumMep crnaboymue),
- CPOYHOW MEeAMLIMHCKON MOMOLLM,

- cMepTH,

- poXOEHUY;

2) peLenToB:

- Ha NeKapcTea,

- hnsmnoTepanvio;

3) npu Bo3mMelLeHUN CPeacTB:

- 3a NekapcTea,

- opTOoneanyeckue U3denus n T. 4.;

4) MeaguLMHCKOTro OCBUAETENLCTBOBaHWS B Criyyae:

- HECYACTHOIO cryyasi,

- CTpaxoBaHus,

- 3asBNeHust 0 Npueme Ha paboTy,

- NOMOLLUY TPETLUM CTOPOHAM, NbIroThl, NONyYeHne nocobus,

- paspelleHns Ha NornyYeHne NapkoBOYHOIO MecTa Arns MHBanuios,

- BblAeneHns coumnanbHbIX Nocobui,

- NpesocTaBneHus NYTEBKM B OM Arsi NpecTaperbiX U MHBanuios;

5) HanpaBneHwi K crneuuanmcTamM nnm ans nonyYeHns MegmumMHCKON NOMOLLM M COAYU aHATNN30B:
- B nabopatopumn paanonorum,

- KnMHn4Yeckon nabopaTopumy,

- maTornoroaHaToMMUYeckon naboparopum,

- a TaKKe Mpy HanpaenNeHun K Bpady,

- NpW rocnuTanu3aummn: NpueM, NpoarieHne cpoka npeboiBaHusi, BbINMckKa.
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MpunoxeHne OA
(cnpaBo4Hoe)

CBeAieHUA 0 COOTBETCTBUU CChINMOYHbIX MeXAYHapoAHbIX CTaHOapToB
HaLMOoHanbHbIM cTaHgapTam Poccuinckon depepauum

Ta6nwuuya JAA

O6o3Ha4YeHne CCbiNoYHOro CreneHb 0O603Ha4YeHre 1 HAMMEHOBaHWE COOTBETCTBYHOLLErO HALMOHANBHOIO
MeXyHapoaHoro ctaHaapTa COOTBETCTBUSA cTaHgapTa

*

NCO 17090-2:2008 —

*

NCO 17090-3:2008 —

* COOTBETCTBYIOLWUIN HALUMOHANBHLIV CTaHAapT oTcyTcTByeT. [lo ero yTBepaeHvsi pekoMeHgyeTcsi UCNnonb30BaTh
nepeBo Ha PYCCKMIM 513bIK AaHHOIO MeXayHapodHoro ctaHaapTa. MNepeBo 4aHHOrO MexayHapoAHoro craHgapra Ha-
xoautcs B PegepanbHOM MHDOPMAUMOHHOM (DOHAE TEXHUYECKUX PErNaMeHTOB U CTaHOAPTOB.
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