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3513 CrenmMauCcTH-TEXHAKH IT0 - -
KOMIIBIOTEPHBIM CETAM U
CHCTEMaM
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72.19.2 Hayunkie uccneioBaHus u pa3paboTKu B 00JIACTH TEXHUYECKHX HAYK

(xon OKBI) (HauMeHOBaHMe BA/Ia SKOHOMHYECKOU IEATELHOCTH)
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I1. Onucanne TpynoBbIX GyHKIHI, BXOAAIEX B NpodeccHOHAILHDIH cTaHAapT (GYHKIHMOHAIbHAS KAPTAa BHAA
npodgeccHOHANbHOM 1eATeJIbHOCTH)

O60061eHHBIE TPYAOBBIE QYHKIMH Tpynossie pyHkIMH
YpOBEHb
Kox HaHMEHOBaHUe YPOBCHbD HauMEeHOBaHUE Koz (moxypoBeHs)
KBaJIUKAIUR
kBanubuKanyn
A OG6cnyxuBaHue CpeICTB 3aIINThE 5 O6cyxuBanue MporpaMMHO-aNNapaTHEIX CPEACTB A/015 5
uHGOpPMAaIHH B KOMIBIOTEPHBIX 3alUTEl HHGOpMAaNyK B ONEPAIMOHHBIX CHCTEMAX
CHCTEMAax M CeTAX O6cmyxuBaHBe IPOrpaMMHO-AINIIAPATHBIX CPEACTB A/02.5 5
3aIUTHl HHGOPMAIMH B KOMIBIOTEPHBIX CETAX
OOcmyxuBaHUE CPEACTB 3aLUTH HHHOPMALMH A/03.5 5
MIPUKITATHOrO H CHCTEMHOTO IIPOTPaMMHOTO
obecneyeHns
B AIMUHUCTPUPOBAHHE CPELCTB 6 AIMEHICTPUPOBAHHE IOACHCTEM 3aIHTHI B/01.6 6
3alIUTHI HH(pOpPMALUK B uH}popManuK B ONepanOHHBIX CHCTEMAaX
KOMIIBIOTEPHBIX CHCTEMAX U CETAX AIMMBMCTPUPOBaHHE IPOIPAMMHO-aNNAapaTHBIX B/02.6 6
CpeJICTB 3aIuThl HHPOpMaLNK B KOMIBIOTEPHBIX
CeTAX
AMAHHCTPAPOBAHUE CPEACTB 3AIUTHI B/03.6 6
uH(OPMaIHY IPHKIAHOTO U CHCTEMHOTO
HPOrPaMMHOr0 obecriedyeH s
C OnenuBanue YPOBHA 7 IIpoBenerre KOHTPOJIBLHBIX IPOBEPOK C/01.7 7
6e30macHOCTH KOMIBIOTEPHBIX pabotocnocoGuocTd H 3¢ dexTuBHOCTH
CHCTeM H ceTeif MPAMEHAEMBIX TPOrPaMMHO-AMIAPaTHEIX CPEICTR
3a|TH HHPOpMaLHK
Pa3paboTka TpebGoBanuii no 3ammure, C/02.7 7
(opMHpOBaHHE MONATHK GE30TIaCHOCTH
KOMIBIOTEPHBIX CHCTEM H ceTeil
IIpoBenenue ananusa Ge30MacHOCTH C/03.7 7
KOMHBIOTEPHBIX CHCTEM
ITpoBenenne cepTrdUKanyy IPOrpaMMHO- C/04.7 7
anmapaTHBIX CPE/CTB 3alIMTH HHpOpMAIMA U
aHaIA3 pe3yJI5TaroB
IlpoBesieHre MHCTPYMEHTAILHOTO MOHHTOPHHTA C/05.7 7




3aMUICHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTei

IpoBeneHne skcnepTH3bI NPH paccie0BaHAA C/06.7
KOMIIBIOTEPHBIX NIPECTYIUICHHUI, TpaBOHAPYIICHUH
¥ MHIWJEHTOB
Pa3zpaboTka mporpaMMHO- 8 Paspa6oTtka TpeGoBaHuil K IPOrpaMMHO- D/01.8
anmapaTHBIX CPEACTB 3alINTHI anmnapaTHBIM CPEACTBAM 3allUTE HHGOpMAIAH
HH(bOpManUK KOMOBIOTEPHBIX KOMITBIOTEPHBIX CHCTEM H ceTeit
CHCTEM M ceTeit IpoexTrpoBaHue nporpaMMHO-aIapaTHRIX D/02.8

CpEJICTB 3allUTH HH(POPMAIMH KOMITBIOTEPHBIX
CHUCTEM U CeTeit

PaspaboTka 1 TecTHpOBaHUE CPECTB 3AIMHTHI D/03.8
HH(pOpPMALMH KOMILIOTEPHBIX CHCTEM H ceTel
ConpoBoxkieHAe pa3paboTKH CPEICTB 3aIUTHL D/04.8

HHHOPMALMH KOMITBIOTEPHBIX CHCTEM M ceTeit




III. XapakTepucrika 06061eHHBIX TPYAOBBIX hyHKIHHA

3.1. O6o6mennan Tpynosas pynxnus

O6cimyxuBaHHe CpeJCTB 3alIATHI

Hanmeroanue | HHGOPMAIHH B KOMITBIOTEPHBIX Kon A Yposen. 5
KBanmApUKamuu

CHCTEMAX M CETAX
Tpoucxoxernne 3auMCTBOBAHO M3
0606menH0# TPYAOBOI Opurpnan X ps——
byBKIHH

Kon PerucTpanuoHHSIH HoMep
OpHTHHANA TpoheCCHOHATLHOTO
CTaHzapTa

Bo3MmoxHEIE Texuuk no 6e30MaCHOCTH KOMIIBIOTEPHEIX CHCTEM H ceTeit
HaHMEHOBaHHUS Texnuk no 3amure uHdopmarmu I kareropun
JOJDKHOCTEH, Texunx no 3anure urpopmarun I kareropuu
npodeccrit TexHuk no 3amuTe HHbOPMALUH

TpeGoBanui x
00pa3oBaHHIO U

Cpennee npodeccroHanbHOE 00pa3oBaHye — NPOrpaMMEI OATOTOBKY
CIIE[UAKCTOB CPENHETO 3BeHA 10 MPOGIITI0 AeSTeNEHOCTH

o0y4eHmI0

Tpebopauns x onsity | s nomksOCTEH G€3 KaTeropuii — OnbIT paboTh He Tpedyercs
NpaKTHYECKOMH Jns nomxHOCTE#H ¢ KaTeropueii — oneIT paboTH B JOJDKHOCTH ¢ 6oliee HA3KOH
paboTEI (mpenmectByomeit) KaTeropuei He MeHee OTHOTO rojia

OcobBble ycrnoBus -

JOIycKa K paboTe

Hpyrue Pexomengyetca nononanTenbHOE npodeccHoHaIbHOE 00pa3oBaHHe —
XapaKTePHCTUKU IIPOrpaMMEI HOBHINICHAS KB (uKanun B 06:1acTH HHGOPMaUHOHHON

0e30macHOCTH

JloHIONHUTEMLHEIE XapaKTEPHCTHKH

HammenoBanue Kox HaumeHoBasme 6a30B0it IPyIEL, JODKHOCTH (IPOodeCcCHH) UK
JIOKYMEHTa CIIeNHUAILHOCTH

OK3 3511 CrenyaimcTsl-TexHrKd 1o dkcmyaranua UKT
3513 CrenuanicThl-TEXHUKY 110 KOMITBIOTEPHBIM CETIM U CHCTEMaM
3359 CpenneTexHHYECKHMH [IEpCcOHall Ha FOCYAapCTBEHHOM Ciryx0e,

He BXOJANIHI B APYTHE TPYIIIHI

EKC’ - TexHuk Ho 3ammTe HHGOpPMAITUH

OKIIATP* 27032 TexHuk no 3amure uadopmanyn

OKCO’ 090108 HadopmanmonHas 6e30MacHOCTD




3.1.1. Tpyaosas pynknus

O6ciyXuBaHHE IPOTPaMMHO-
annapaTHEIX CPEACTB 3aIIATHI Vposer
HamveroBarue Kon | A/01.5 (moxypoBeHs) 5
HHOOPMAITHH B ONEPAIMOHHBIX P A—
CHCTEMaX
IIponcxoxaeHue op ar X 3auMCTBOBAHO U3
TPyHOBOH GyHKIIH OpHUTHHaNa
Kon opurunana PeructpalioHHEIH HOMED

podecCHOHATEHOTO CTaHAApTA

Tpynossie neicTBus

Bgox B IKCILTyaTaluio IporpaMMHO-aIIapaTHEIX CPEACTB 3allAThI I/IH(I)OpMaLII/II/I
B OIICpAIITAOHHBIX CHCTCMax

VcTaHOBKa IpOrpaMMHO-aNIAPaTHRIX CPEACTB 3aIU Tl HHGOpPMALHH

Hacrpoiika nporpaMMHO-allIapaTHBIX CPEACTB 3alIUTHI HH(GOpPMAIMU, B TOM
YHCIIE CPEICTB AHTHBHPYCHOM 3aILUTEL, B ONIEPAIIMOHHBIX CHCTEMAX II0 3aJaHHBIM
mabnoHaM

VcTaHOBKA CPEACTB AHTMBHUPYCHOW 3alUTHI B COOTBETCTBHH C AeHCTBYIOMIHMH
TpeOOBaHAAMH

HHCcTpyKTaX mONB30BaTeNel No mopAIKy GezonacHoi paboThHl B ONEPAaMOHHBIX
cHCTEeMax

O(bOpMJIeHI/IC 3KCl'IIIyaTa.[IKOHHOﬁ JOKYMECHTAIIMA Ha IIPOrpaMMHO-alIiapaTHBIC
CpEACTBa 3alAThL m{q)opmauun B ON€paniiOHHBIX CHCTEMAX

BoccranoBnenne  paboTOCIOCOGHOCTH — NIPOrpaMMHO-ANIIapaTHBIX — CPENCTB
3amUTEl MHGOPMANMK B ONEPAlMOHHBIX CHCTEMAaX COINIACHO TEXHH4YECKOH

JAOKYMCHTAIlIUH

ITpoBepka KOPPEKTHOCTH pabOTHI HPOrpaMMHO-ANIAPaTHBIX CPEICTB 3alIUTHI
uHDOpMAIIMA MpPH WX B3aMMONCHCTBAM C TEXHWYECKMMH CPEICTBAMHM H
IpOTpaMMHBIM o0eciedeHIEM

Heob6xonumsie
YMEHHS

HactpauBars KOMIIOHEHTH! I[OACHCTEM 3allUTH HHGOPMAIHM OHEepalUOHHBIX
CHCTEM

VipaBnars yHEeTHBIMM 3a0MCSMH II0JIB30BATeNel, B TOM UHCIe IeHepanuei,
CMEHOMN M BOCCTAHOBIICHHEM I1apoieit

IIpuMeHSTs [POTrpaMMHO-AaNNaparTHble CpeJCTBA 3alATH HHpOpMAlHH B
OLEpaliOHHBIX CHCTEMAX

[IpuMeHATs aHTHBHpPYCHbBIE CpPEACTBA 3alIUTH MH(GOPMAIME B ONEPALMOHHBIX
CHCTEMaX

PaGorarh B oOmEpalMOHHBIX CHCTEMaX C COOMIONEHMEM JEHCTBYIOIHX
TpeGoBanuii N0 3amuTe HHGOpMaIK

IIpoBOIWTE MOHHTOPHHT, aHAIW3 M cpaBHeHHE 3(GHEKTHBHOCTH NPOrpaMMHO-
alrapaTHbIX CPEJCTB 3T HH(pOPMAINH B OEPAIIHOHHEIX CHCTEMAX

VYeranaenuBare — OOHOBIEHHMS — NPOTPaMMHOTO  OOECHEYEHHMS,  BKJIIOYAs
IporpaMMHOE 0becTiedeHNe CPeCTB 3aMUTEL HHGopManl

BemonHATE pe3epBHOE  KONHUPOBAHME M aBAPUHHOE  BOCCTAHOBICHHUE
paboTOCIOCOOHOCTH CPECTB 3aIUTH HHPOPMALAH

KOHTpO/MpOBaTh [EeN0CTHOCTD IIOACHCTEM 3aUTh HHPOPMAHH ONEPaI[HOHHBIX
CHCTEM

VerpaHaTe HEHCHPABHOCTH IMOACHCTEM 3aIuTH HHGOpMAIUH OlepaliioHHBIX
CHCTEM M IPOrPaMMHO-ANMNaPaTHBIX CPEACTB 3alUTH HHGOPMAlUM CONNIACHO
TEXHHIECKOH OKYMEHTAIHH
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OdopMIIATE  SKCIUIyaTallHOHHYI0 JOKYMEHTAlHI0 [POrpaMMHO-alNapaTHbIX
CPEICTB 3aUIuThl HHGOPMAHN

Heob6xouMeIe ApXHTEKTYpa ¥ [IONB30BaTeNbCKIE HHTEP(eiCh ONepalMOHHBIX CHCTEM

3HaHUA IMopanok obecnedenms OesomacHOCTH HH(OpManmM IpH  SKCILTyaTaluH
OIEPAalMOHHEIX CHCTEM

Wctounnkm yrpo3 uHGOPMAUHOHHOM 6Ge30maCHOCTH H MepH 1[0 HX
TPeAOTBPAIECHIIO

CymmHOCT M comepkaHMe IOHATHA uH(pOpMaruoHHOH Ge30macHOCTH,
XapaKTEPHCTHKH €€ COCTABIAIONHX

TumnoBkIe cpe/icTBa 3aMUTH HHGOPMALUH B ONEPAMOHHEIX CHCTEMAX
ITporpamMMHO-aInapaTHble CPENCTBa M METOMBI 3alITH HHPOpManuH

ITopsimok SKCILTyaTaliuy CPENCTB AHTUBHPYCHOH 3alMTHI B ONEPalHOHHBIX
CHCTEMax

QopMEl H MeTOINBl HHCTPYKT@Xa IIOJB30BaTelelf MO MOpaAaKy paboTH B
OIEepallOHHEIX CHCTeMaXx

O6mue NpHHUMIE (YHKIMOHUPOBAHMA IIPOrPaMMHO-AIIapaTHLIX CPEACTB
KpHunTorpaguieckoi 3amuThl HHGOpMALH

Topsnok odopMiIeHNs SKCILTYaTallHOHHON TOKYMEHTALHH

HopmaruBHbIe IpaBOBBIe akTHI B 00/IaCTH 3aIUTH HHbOPMAIUH

OCHOBHEIE DpYKOBONAMIME ¥ METOOMYECKHE JOKYMEHTHI YIIOJHOMOYEHHBIX
(eneparbHEIX OPraHOB HCIIOMHUTENBHON BIACTH HO 3amiuTe HHGpopMaIuu
Opranu3ayoHHbIe MEPH II0 3aIUTe HHPOPMAIIH

Tipyrue :
XapaKTEePUCTHKH

3.1.2. TpynoBas pynkmusa

O6cimyxuBaHHE TPOrpaMMHO- VposeHs
HaumeHoBaHMe | aNIAPATHBIX CPEICTB 3aMIUTHI Kox | A/02.5 (moxypoBeHs) 5
HHGOPMAIMH B KOMIBIOTEPHEIX CETIX KBaNHGYKALHH
INponcxoxaenue 3auMCTBOBAHO M3
TPYROBOH GyHKIHH Opurmman X oparEHATA
Kon opurunana PervcTpaitioHHBINH HOMEP

npogeCCHOHATBHOTO CTaHAapTa

Tpynossie neficteus | BBox B 3KCILTyaTalMIo mporpaMMHO-aIMapaTHEIX CPEACTB 3aIHTH HHGOpMaIHH
B KOMIIBIOTCPHLIX CETAX

YeraHOBKa IpOrpaMMHO-alIIapaTHBIX CPEACTB  3amiuThl  HHpopMammu B
KOMIILIOTEPHEIX CETAX

VeTaHoBKa  CPEICTB  MEXCETEBOTO JKPAaHHPOBAHHA B COOTBETCTBHH C
JEHCTBYIONIMMH TPeOOBAHMSMY 110 3alIHTEe HHOOPMALIHH

Hactpoiikxa mnporpaMMHO-anmapaTrHBIX CpEACTB 3amMTHl HHpopMammu B
KOMITBIOTEPHBIX CETHX 0 3aJaHHBIM mabIoHaM

VYeTpaneHHe HEHCHPABHOCTEH IPOrpaMMHO-AMIIApPaTHBIX CPEACTB  3alIUTHI
HH(POpMAIYH B KOMIBIOTEPHBIX CETAX COIIACHO TEXHHYECKOH JOKyMCHTAINH
HHcrpykrax momb3oBareneii mo mopsaaky 6e3omacHol paboThl B KOMIBLIOTEPHBIX
ceTaxX

OdopMmienne 3KCILLyaTaMOHHONM JOKYMEHTAIMM Ha IPOrpaMMHO-alIapaTHhIe
CpPEACTBA 3aMMTH HHGOPMAMH B KOMITBIOTEPHBIX CCTAX

Heo6xomumrie IppMeHATP HpOrpaMMHO-aIaparHble CpeACTBa 3amMTHl HHGOpPMalHH B
YMEHHS KOMIBIOTEPHBIX CETAX
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‘YcTaHaBIMBaTh MEXCETEBEIE 3KpaHbl B KOMIIBIOTCPHBIX CCTAX

KoupurypupoBaTth MeXCeTeBble 3KPaHEI B COOTBETICTBHH C 3aJaHHBEIMH
IpaBAJIaMHE

KoHTpomupoBaTh  KOPPEKTHOCTh  HAacTPOMKH  MEXCETeBHIX 5KpPaHOB B
COOTBETCTBHH C 3aJaHHBIMH IIPaBHJIaMHi

PaboTars B KOMIOBIOTEPHBIX CETAX € COONMIOICHAECM AEHCTBYIONMX TpeOOBaHMH IO
3ammTe HHGOpMAIEN

ITpoBomMTH MOHWTODHHIL, aHANM3 H CpaBHEHHE 3(P(EKTHBHOCTH IPOTrpPaMMHO-
armaparHEIX CPeICTB 3aNIUTH HHOOpMAMK B KOMITBIOTEPHEIX CETIX

VcranammBars ~ OOHOBIEHHs ~ IporpaMMHOTO  obecmeueHms,  BKIIOYas
nporpaMMHEOe 00ecHedeHAE CPEICTB 3amuThl HHPOpPMAIH

@OopMyHPOBATh MpPEIJIOKEHHS N0 IPAMEHEHHIO IPOrpaMMHO-aNNapaTHEIX
CPE/ICTB 3aUIUTH HE(GOPMAIMH B KOMITBIOTEPHEIX CETAX

Heobxommmbie Tononorud H IPOTOKONBI CETEBOTO B3aMMONEHCTBHSA, IPHMEHAEMBIE B
3HaHASA 9KCILTYaTAPYEMBIX KOMITBIOTEPHBIX CETAX
CocraB M OCHOBHBEIE XapaKTEpHCTHKH OOOpyIOBaHHSA, IPHMEHSEMOro IpH
HOCTPOCHHH KOMITLIOTEPHBIX ceTel
Tunoeele MeTONBI M OPOTOKONHI HAACHTH(QUKAIMH, ayTeHTHQHWKAHH H
ABTOPH3AIMH B KOMIIBIOTEPHBIX CETAX
Tunoesle ceTeBbIe aTaku | cOCcOo0b! 3alUTHI OT HAX
CymmHocTs H comepXaHue NOHsTHA HHpOpMamWOHHOH Ge30macHOCTH,
XapaKTEpPHCTHKH €€ COCTABILIIOMMX
OCHOBHEIC HCTOYHHKH yrpo3 HHGOpMalMOHHOH 6e30IIaCHOCTH M MepHl M0 HX
HIPEIOTBPANICHAIO
ITporpaMMEO-anmapaTHEIE CPEACTBA M METOMBI 3aIIHTH HHGOpMaLHH
OCHOBHEIE METONBI OpPraHH3AlMH H NPOBEJCHUA TEXHHYECKOTO 00CITYy>KMBaHMs
KOMMYTallHOHHOTO 000pyIOBaHMA KOMIIBIOTEPHbIX ceTel
TTopsxox opopMITEeHHS SKCIITyaTaHOHHON JOKYMEHTAILMA
O6mpe mpHHIMIE GYHKIHOHHPOBAHHUA CPEACTB KPHITOTpahuIecKod 3amuTHI
rHbOpManiy B KOMIBIOTEPHEIX CETIX
Tlopanox obecneuenns OesomacHOCTH HHGOPMAlHM I[IPH  3KCIUTyaTal{iy
KOMIIBIOTEPHBIX CeTel
QopMel W MeETONE HMHCTPYKTa)Ka II0JIb30Barefied mo mopsanky paboTel B
KOMIBIOTEPHBIX CETAX
HopMaruBHBIe IpaBOBBIE aKTHI B 00NACTH 3aIMTE HHEGOpMAaIu
OcHOBHBIE pYKOBOLAIIME H METOAMYECKHE NOKYMEHTHI YIIONHOMOYEHHBIX
(demepanbHEIX OpPraHOB UCIIONHHUTEFHOM BIACTH IO 3aluTe HHpopMaun
Oprasu3anHOHHBIE MEPHI [0 3anIATe HHPOpMALH
Hpyrue -
XapaKTEPUCTHKH

3.1.3. TpynoBas GyHKIHA

O6ciyXuBaHue CPENCTB 3aIATHL
HauMeHOBAHES uH(pOpMaNHY IPUKIATHOTO U Kon | A/03.5 'Vposens (oxypoBeHs) 5
CHCTEMHOTO IIPOTPaMMHOTO KBanHpuKauy
obecnegeHus
IIpoucxoxacHue Op ar X 3aMMCTBOBaHO U3
TPYZOBOI (byHKIHM OpUI'vHaNa
Koxn opurunana PerucrpamionHE1i HoMep

npodieCCHOHAIBHOTO CTaHAapTa




Tpynossie aeticreus

YcTaHOBKA IPOrpaMMHEOTO obecredeHus

HacTpoiixa nporpaMmuoro obecnedeHus ¢ coOmonenueM TpeboBaHHMi 1O 3ammTe
uH(OpMAIUH

Hacrtpoiika cpeACTB aHTHBHPYCHOH 3alUMTHI /i1 KOPPEKTHOH pabGoTHI
TIpOrpaMMHOr0 obecriedeH s Mo 3aJaHHBIM IabiioHaM

WncTpykTraxk momp3oBarenedl o coOmoneHAHM TpeboBaHWH IO  3amuTe
mH$popMaIyH npu pabote ¢ IporpaMMHBIM obecliedeHreM

Hactpoiika BCTPOCHHBIX CpeACTB 3allUTHl HHGOpPMAaNHH IPOrPaAMMHOIO
obecrnedeHnsd Mo 3aJaHHEIM Ma00HaM

IlpoBepka (YHKIMOHMPOBAaHHS BCTPOSHHBIX CPEACTB 3alIMTH HHGOpMAaHH
IPOTPaMMHOTO 00ECIIEICHUS

CBoeBpeMeHHOE  OOHapyXeHHe  IPH3HAKOB  HANAYHA  BPEJIOHOCHOTO
TIPOrpaMMHOTO 00eCTICYCHAS

Heobxomumbie VeranapnuBarth mporpaMMHOe 00ecClieeHHe B COOTBETCTBHM C TEXHHYECKOH
yMeHus JOKyMeHTanmeH
BemonmuaTe HacTpolKy mnapaMeTpoB paboThl HpOrpaMMHOIO obecnedeHus,
BKJIIOYas CHCTEMHI YOpaBleHHs 0a3aMM HaHHEIX M CPEACTBA 3IEKTPOHBOIO
JIOKyMeHTo000poTa
Paborare ¢ mnporpaMMHBIM ofecledeHHEM ¢ coOMmoncHUEM HAEHCTBYIOMMX
TpeOOBaHMi O 3aMUTe HHPOPMAIMI
Verananueath  OOHOBNIEHHA  NpPOTpaMMHOTO  obecnedeHWs,  BKIIOdas
porpaMMHoOe obecIiedueHne CpeICTB 3amuUThE HHpOopMaIH
HeoGxoaumere ITopsmok HacTpoMKM IporpaMMHOro ofecIedeHHs, CHCTEM ylpaBiieHHs 6azamu
3HAHHS JIaHHBIX H CPEZICTB EKTPOHHOTO JOKYMEHT0000pOTa
O6mme npuHUMIE  (YHKIHOHHPOBAaHHS  BPEAOHOCHOTO  HPOrpaMMHOTO
obecnedeHns
IMpuHNMNE QYHKITMOHAPOBAHHS CPEACTB AHTHBHPYCHO# 3aIUTHI
CymHOCTP M  cofepaHMe HOHATHS HH(QOpPMAIHOHHOH 6e30macHOCTH,
XapakKTEpHCTHKH ee COCTABIIOMMAX
Hcrournkn yrpo3 wnHPopManmmoHHOH O6e30macHOCTE W Mepel 1O HX
TpeIOTBPALIEHHIO
Oco6eHHOCTH UCTOYHHKOB YTpo3 HH(POpMaIOHHON 6€301acHOCTH, CBA3AHHBIX C
9KCIUTyaTalFel IporpaMMHOro obecrieaeHus
IMpu3Haxy HamM4Ks BPEJOHOCHOTO IIPOTPaMMHOI0 o0ecIedeHus
TunoBsle yA3BEMOCTH HPOrpaMMHOTO 00ecriedeHus B METO/IBI X SKCILTyaTaluy
O6mpe npuHUHUOE (QYHKIMOHMPOBAHMA CpEACTB 3alMTH  MH(pOpManHH
IIPOrpaMMHOT0 00€CIIedCHNS, B TOM TUCIIE, CPEACTB KPUIITOrpadhHIecKOM 3aiHiThl
uHGOpMaLIH
TTopsnoK 3KCIUTyaTalii CPeCTB AaHTHBHPYCHOM 3aIIATH
Tlopamox obecnedcHuss OesomacHocTH HMHQPOpMAnWMA TPA  SKCIDIyaTallHH
TIPOrpaMMHOro o6ecredeHns
HopmaruBrEle npaBoBEie aKkThI B 00/1aCTH 3amMTH HHPOpMaun
OCHOBHEIE DPYKOBOSIIAE W METONMYUECCKHE JOKYMEHTHl YHOIHOMOYEHHEBIX
(eJlepaIbHEIX OPraHOB HCIIOMHUTENHHOM BIACTH MO 3aIuTe HHpOpMaIHu
Oprann3anuoHHEIE MEPHI IO 3aIATE HHPOPMAIHH
Hpyrue -

XapaKTCPUCTHKH
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3.2. O6o0menHnas TpyAOBas GpyHKIHUS

AIIMUHHUCTPUpPOBAHHUE CPEICTB Voosers
HauveroBarne | 3aMUATH HHOPMAIIUH B Kon B mf A m— 6
KOMIIBIOTEPHEBIX CHCTEMaX U CETAX
IpoucxoxneHue 3AHMCTBOBAHO H3
gg(:[illl;;;{[noﬁ TpyzoBO# Opurunan X —
Kox PeructparmoHHsit HoMep
OpHTHHaNA TPoheCCHOHATEHOTO
CTaHAapTa

BosmoxaBIE ApnmvuancTpaTop 6€30IIaCHOCTH KOMITBIOTEPHBIX CHCTEM H ceTei
HaUMEHOBAaHHUA AnMuaECTpaTop 1o obecnedenuto Ge3onacHocTH RHEGopManyH
JIOJDKHOCTEH, HuxeHep-nporpaMMHCT IT0 TEXHUYECKOH 3aiuTe uHpopmarmu I xareropun
npodeccuit Hxenep-nporpaMMHACT 0 TeXHHYeckoH 3amure nadopmannu I1 xateropan

Hmxenep-nporpaMMHCT 110 TeXHHUECKOH 3amuTe HHpopMauy

Hmxenep-nporpammuct I xkareropun

Wuxenep-nporpammucr II xkareropuu

Huxenep-nporpammuct III xkareropun

HmxeHep-IporpaMMHCT
TpeGopanus k Bricmiee o6pasoBanne — Gakanaspyar B 061acTH HHPOPMAMOHHOM
obpazoBaHuIO U Ge3omacHOCTH
o0ydeHuio
TpeGosanug x onerry | st zomwkHocTel 6e3 kaTeropuit — oIbIT paGoTsI He TpebyeTcs
NpaKTH9ICCKOH Jlna momkHOCTEH ¢ KaTeropueil — onbIT paboThl B JOIDKHOCTH ¢ 6oJiee HA3KOH
paboThI (upemmecTBylomeit) kaTeropueii He MeHee OZHOTO rojia
Oco0kle ycnoBus Hanugme nomycka K TOCYapCTBEHHOM TaltHe (IpH HEOGXOMMMOCTH)
Jonycka K paboTe
Hpyrue PexoMenayercs JOHOMHATEILHOE TpoecCHOHANBHOE 0Opa3oBaHHe —
XapaKTEePUCTHKU IIPOrpaMMBbI IOBHILCHIS KBaTA(pHKAIMN B 00J1acTH HEGOPMAIIHOHHOM

06e300acCHOCTH

JIOTIOTHUTENBHEIE XaPaKTEPUCTHKH

Hanmenosanne Kox HaumenoBauue 6a30B80ii rpyniisl, JODKHOCTH (Ipodeccrn) winm
JIOKyMEHTa CHEMUaTbHOCTH
OK3 2425 CrenpaimcTsl OpraHoB rOCYAapCTBEHHOH BIAaCTH
2522 CHCTeMHEIe aIMUHHCTPATOPHI
2523 CrienMaIncThI 10 KOMITBIOTEPHEIM CETIM
2529 CrenpaymcTh! 10 6a3aM JaHHBIX B CETAM, HE BXOAALTHE B
[pYrae rpymisl
EKC - HuxeHep-pOrpaMMHUCT
- WrKeHep-pOrpaMMACT 10 TEXHHIECKO# 3armuTe HHGopManuu
- AMHHHCTPATOp 10 06eCcIeUeH IO 6e30IaCHOCTH HHOOPMaHK
OKIIOTP 26579 CrenpamcT 1o 3amure #HbopManuu
40067 AIMHHHCTPATOp BEIYHCINTENRHON CETH
22824 VHXeHep-IpOrpaMMHUCT
40070 AmMunAcTparop HHGOPMAITHOHHON 6€30I1aCHOCTH
BBIYHCIIHTENBHOM CETH
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3.2.1. Tpynosas dpynkums

AJIMUHHCTPHPOBAHHE HOJCUCTEM | Vposens
HammeHoBaHue | 3aIUTH HH(OPMAIIHH B i Konm | B/01.6 | (moxyposeHs) 6
ONEpalMOHHBIX CHCTEMAX | KBaTHpuKaLH
IIpoucxoxaeHue Oparmman X 3apMCTBOBAHO U3
TpyRoBOit GyHKIIH OpUTHHajNa
Kox opurnnana PerucrpanmoHHb1it HOMep
npo¢hecCHOHAILHOTO CTRHAApTa
Tpyznoesie nefictBus | OmpeneneHne cocTapa MPUMEHAEMBIX IPOrPaMMHO-AIINAPaTHRIX CPEICTR 3AMIUTEI
uH(OpManuy B OnepaIMOHHBIX CHCTEMaX
PaspaboTka mopsika NpUMEHEHHS NPOrpaMMHO-AIIAPATHEIX CPEACTB 3allUTEL
HH(}OpMAIH B ONIEPaIMOBHBIX CHCTEMAX
OQopmupoBaHre IMaOIOHOB YCTaHOBKH IPOTPaMMHO-ANIApaTHBIX — CPEACTB
3amKTH HEGOPMANUY B ONICPAIIMOHHEIX CHCTEMaX
VCTaHOBKAa —IPOrpaMMHO-aIIApaTHBIX CPEACTB  3amMTBl  HHpOpMammu B
OIepallMOHHEIX CHCTEMaX, BKIFOYas CPENCTBAa KpHNTOrpadHyecKol 3amuThI
nH}popMaIHH
Kondurypuposanue mporpaMMHO-annapaTHBIX CPEACTB 3aIUTH HH(oOpMamun B
OIIEPAIMOHHBIX CHCTEMAX
KonTposis koppekTHOCTH (QYHKIMOHHPOBAHHUS IIPOrPaMMHO-aNapaTHEIX CPENICTB
3aIATH HHGOPMANAY B ONICPAIHOHHBIX CHCTEMaX
ViipapieHue aHTUBHPYCHOH 3alIMTOH ONEPAIMOHHBIX CHCTEM B COOTBETCTBHH C
JIeHCTBYIOIMMHE TpeOGOBaHHIMH
Heo6xommmele @®OpMYIHpPOBaTh HOIHTHKA 0€30acCHOCTH ONICPAIIHOHHBIX CHCTEM
YMEHHA HactpanBars NoMHMTHKH 6€30IIACHOCTH ONICPANHOHHBIX CHCTEM
OnenrBars yrposs! 6€30MacHOCTH HH(POPMAIHH ONEPAIIMOHHEBIX CHCTEM
TporuBone#icTeoBaTh yrpo3aM Ge3omacHOCTH HHGOPMAIMH C HCHOIH30BaHHEM
BCTPOCHHHIX CPEJICTB 3alUThl HHPOpMAlH OEPAHOHHEIX CHCTEM
Bribupars pexsMbl  paboThl  [POrpaMMHO-ANApPATHBEIX CPEINCTB  3aIIMTHI
HH(DOPMAIMH B ONIEPAIIIOHHBIX CHCTEMAX
HacrpawBare aHTHBHPYCHBIC Cpe[CTBa 3amIMTH WHGOpPMANWA B ONECPANMOHHBIX
cHCTEMaxX
VcranapnuBaTh  OOHOBJIEHHA INpOrpaMMHOro oOECIHEYEeHHI M CPEACTB
AHTHBHPYCHOM 3alUTE
IIpoBomuTs MOHHTOPHHT (PYHKIMOHMPOBAHKS POrPAMMHO-AMIIAPATHEIX CPEACTB
3anMTH HHQOpPMAIHH B ONIEPallMOHHBIX CACTEMAX
IlpomssoauTs aBamu3 3(¢EKTHBHOCTH IPOrPaMMHO-ANMAPaTHEIX  CPENCTB
3amMUTH! HH(OpPMAIMH B ONIEPALHOHHBIX CHCTEMAX
OneHuBarTs ONTHMAIBHOCTH BHIOOpa NPOrPaMMHO-AIIAPaTHRIX CPEJCTB 3allHThI
HHGOPMATIME ¥ HX PEXHMOB (YHKIMOHHPOBAHUS B ONIEPANHOHHBIX CHCTEMAX
Heo6xonnmMeie ApxdATEKTYpa U NPHHIMNE TOCTPOSHHS ONEPAHOHHBIX CHCTEM
3HaHAA IIporpammBsie HHTEpdEHCH ONEPalHOHHBIX CHCTEM
Bugsl nomuTHK ympaBieHHSs XOCTYNOM H HHGOPMAaUMOHHBIMH ITOTOKaMH
IIPAMEHUTENHHO K ONEpalliOHHBIM CHCTEMaM
ApXHTEKTYpa TOACHCTEM 3aIlIATH HHGOpMAllAK B OIICPAHOHHEIX CHCTEMAX
Ipuammne GYHEKOAOHAPOBAHHA CPEICTB 3AIUTH HHGOPMAIIUH B OTEpallHOHHBIX
CHCTEMaX, B TOM YHCJIe HCIIONB3YIONHX KpAIrTorpaduueckue alrOpPATMBL
CocraB THNOBHIX KOH(UIypamui INporpaMMHO-aIapaTHBIX CPEACTB 3allHTHI
rHbOpMANAH
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TpeGoBanus 0 COCTaBY M XapaKTepHCTHKAM IOACHCTEM 3allMTH HH(OpMalum
OpPAMEHHATENHHO K ONEPAIHOHHBIM CHCTEMAM

Iopsmok peamu3aoMl METOJOB H CPeACTB aHTHUBHPYCHOH 3alMTH B
ONEpanHOHHBIX CHCTEMAX

[porpaMMHO-anlIapaTHEIE CPEACTBA M METOAH 3amMThl HHGOOpMaUUH B
ONIEPAIHOHHEIX CHCTEMAX

IpuamMnEl paboTHI B OpaBAIIA SKCIUTyaTallud MPOrpaMMHO-ANNAPATHHX CPEACTB
3amATH HHQopMaH

HopmaTtHBHEIE IpaBOBHIE akTH B 0GJIaCTH 3alIHTH HH(POpMAIIAK

PykoBomsie ¥ METOOMYECKHE NOKYMEHTHl YMONHOMOYEHHBIX (helepalbHBIX
OPTaHOB HCIIONHATENHHON BIACTH N0 3alIHTe HHGOPMAIHH

Opranu3anpoHHEe MePH 110 3aIuTe HHGopMaAn

Hpyrue -

XapaKTePHCTAKH

3.2.2. Tpynosas ¢pynxmus

AIMMHHCTPHPOBaHHME IPOrPaMMHO- VpoeeHb
HanMeHoBaHHe | aNIIapaTHBIX CPEACTB 3AIUTH Koxn | B/02.6 | (momyposeHs) 6
HH(pOpMaIyuY B KOMIBIOTEPHBIX CETIX KBATHOUKAITHE
?p];(;lzc;){(’(;x;enne op X 3;mc-mo:aﬂo ]
Kon opurusana PerucTpannoHBBIH HOMEP
npodeCCHOHATBHOIO CTAHAAPTa

TpynoBsie neifcteus | OnpeneneHue cocTaBa MPEMEHAEMbIX IPOTPaAMMHO-aNNAapaTHEIX CPEACTB 3aIATHI
HHGOPMALEY B KOMIBIOTEPHBIX CETAX
Paspaborka mopsiaka IPHMEHEHHS HPOrPaMMHO-AIIAPATHEIX CPEACTB 3aIllHTHI
HHGOPMAIHK B KOMIBIOTEPHBIX CETAX
QopMupoBaHHE WIA0TIOHOB KOH(UIypamWy IIPOrpaMMHO-allIapaTHEIX CpPEICTB
3aIUTH HHOPMALNK B KOMIBIOTEPHBIX CETAX
HacTtpoiika nporpaMMHBIX M aIllapaTHBIX CPEACTB IMOCTPOCHHS KOMIIBIOTEPHBIX
ceTell, ACHONB3YIOMIX KPUNTOrpadrIecKyro 3amuTy nHpopMalun
Vipaenenne ¢GYHKIHOHMPOBAHMEM IIPOrPaMMHO-ANIIAPATHBIX CPEACTB 3alllHTHI
rH(MOpPMANNY B KOMIBLIOTEPHBIX CETAX
KoHTpons KoppeKTHOCTH QyHKIMOHMPOBAHHUS IIPOrpaMMHO-AIIIaAPaTHEIX CPEICTB
3amUTEL *HOOPMAIIAH B KOMIIEIOTEPHBIX CETIX
VnpasneHue cpeicTBAME MEXCETEBOTO 3KPaHHPOBAHUS B KOMIIBIOTEPHBIX CETAX B
COOTBETCTBHH ¢ JICHCTBYIOIMMH TPeOOBAHUIMI

Heobxonumeie OuennBars yrpo3s! 6e30MacHOCTH HHGOPMAIMY B KOMIBIOTEPHEIX CETAX

yMEHUA Hactpausars npaBmiia GprisTpaliy MakeToB B KOMOBIOTEPHBIX CETSX
OGOCHOBBIBaTh BBIOOpP HCHOJNB3YEMBIX IPOrPaMMHO-AlNIApaTHRIX  CPENCTB
3aIMUTH HH(QOPMAKH B KOMOBIOTEPHEIX CETAX
KondurypupoBars # KOHTPOJIMPOBaTh KOPPEKTHOCTh HACTPOHKH IIpOrpaMMHO-
anmapaTHEIX CPEACTB 3alIATH HE(GOPMAIUH B KOMIIBIOTEPHBIX CETAX
Beibupare pexumMsl pabOTBI IPOTPaMMHO-AaNIAapaTHBIX CPEACTB  3aIHTEHI
uB(OpMAaIUH B KOMITBIOTEPHBIX CETAX
TIpoBomuTs MOHHTOPHHT (GYHKIMOHMpPOBAHHS IIPOrPaMMHO-aNIIapaTHEIX CPEICTB
3aIMTHl HHGOPMAIIMH B KOMIBIOTEPHBIX CETIX
IpomsBogute aHami3 3QQEKTHBHOCTH NpPOTPaMMHO-AINIApaTHRIX CPEICTB
3aNUTH ARQOPMAIIH B KOMIBIOTEPHBIX CETIX
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OneHnBars ONTAMAILHOCTH BbIOOpa MPOrpaMMHO-aIMApPaTHEIX CPEACTB 3alllHThHI
mH(OPMAIIMH B HX PEXAMOB (PYHKIIMOHMPOBAHUSA B KOMIBIOTEPHBIX CETAX

Heobxoaumbie [IprHIENIE DOCTPOCHMS KOMITBIOTEPHEIX ceTel

3HAHASA CTeK CeTeBBIX IPOTOKOJIOB OIEPANMUOHHBIX CACTEM
CTex MPOTOKOJIOB CETEBOro 000py1oBaHus
TTopsjox peam3anuy METOJOB H CPEJICTB MEXCETEBOTO SKPaHHPOBAHHS
Npusamune  QyEKIHOHMPOBAHMA  CETEBRIX  NPOTOKOJIOB,  BKIIFOYAIONIIHX
Kpunrrorpa¢mIecKue aIrOpHTMbL
Buasl TOMMTHK yOpaBiieHMd NOCTYIOM M HHGOPMANMOHHBIMH HOTOKAMH B
KOMITBIOTEPHBIX CETAX
Hcrounuku yrpo3 HHGOPMAIMOHHOH 6€30acHOCTH B KOMIBIOTEPHBIX CETAX H
MEPHI 00 HX NIPeJIOTBPAILICHHIO
CocraB THNOBRIX KOH(QHIypalMii NpOrpaMMHO-alIapaTHBIX CPEACTB 3aIXHTHI
uHpOpMaHH ¥ HX PEXUMOB (YHKIIHOHHPOBAHHS B KOMITBIOTEPHBIX CETAX
Mertonpr m3MepeBHH, KOHTPONd H TEXHHYECKHX pacieTOB XapaKTEPHCTHK
IPOrpaMMHO-aINaPaTHBIX CPEACTB 3aIMHUTH HH(OpMalUud
IIpuHEnANE paboTHl ¥ MpaBHiIa 3KCILIyaTallid JKCIUIYaTHPYEMBIX IOPOTPaMMHO-
anmaparHsX CPEACTB 3aIMUTH HHPOPMaHA
IIporpaMMuO-anmapaTHble CpPEACTBA H METOABl 3amMTHL HH(poOpMamwa B
KOMIBIOTEPHBIX CETAX
HopMaTuBHEIE IPaBOBEIE aKTHI B 00JIACTH 3aIATHI HHPOPMAIAH
PykoBomamue M METOAMYECKHE JOKYMEHTHI YIOJHOMOYEHHHIX (henepasbHbX
OpraHoB MCIOJHUTEIBLHOM BIACTH N0 3amuTe AEGOpMaIHH
OpranAzanuoHHEIE MepEI 10 3aIuTe HHDOpPMAIHH

Hpyrue -

XapaKTEPUCTHKHA

3.2.3. TpynoBas pynxuus

AIIMUHHCTPHUpPOBAHHUE CPEACTB v
POBEHD

Hamvenosanue 3 TH! HHGOPMAINH IPHKIATHOIO U Kon | B/03.6 | (noxyposers) 6

CHCTEMHOI'O IIPOrpaMMHOTrO KBATHHKAE

obecrmegeHns
IpoucxoxneHue Opmamat X 3aMMCTBOBAHO U3
TPYHOBOM GyHKIMM OpHUrHHANa

Kon opurnrana PerucTpanuoHHbIi HOMEp
npo¢ecCHOHANBHOTO CTAHAAPTA

Tpynossie meiicteus | OmpeneneHre TMOPSOKa YCTAHOBKH IPOrpaMMHOTO OOecliedeHHS C LENbo

cobIonenns TpeGoBaHmii o 3anmTe HHGOpPMAIUH

Komtporms Han cobmonenveM TpeboBanmii 1o 3ammre uHbopMamuu npu
YCTaHOBKe NMPOrpaMMHOTO oOecriedeHns, BKIIFOYas aHTHBUPYCHOE IPOrpaMMHOE
obecreuenne

®opmympoBaHre TpeGOBaHHH K IapamMeTpaM Cpe/ICTB aHTHBHPYCHOH 3amnTHI
JUIS KOPPEKTHOH paboThI MPOrpaMMHOT0 06eceueH s

Bomonnenne pabor 1m0 OOHapyXEHHMIO BPEJOHOCHOTO  IPOrPaMMHOIO
obecnieueHus

JukBujanys OOHApPY)KEHHOTO BPEAOHOCHOTO IPOrpaMMHOIO ofecmedeHus u
TIOCNEACTBHM €ro QYHKIMOHUPOBAHYS

DopMynupoRanue TpeOOBAHMIM K BCTPOSHHBIM CPEJICTBAM 3aIUTHl MH(OpMAaImy
IIpOrpaMMHOr0 0becIedeHus
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HeobxonuMeie
YMEHHUA

AHanmsupoBaTh  Yrpo3sl  0€30macHOCTH — HHGOpMAalME  IIPOTrPaMMHOTO
obecneqeHns

DopMynupoBaThb  IpaBWia  OE30MacHOM  SKCIUTyaTallMH  [IPOTrPaMMHOTO
obecriedeHus

OGOCHOBHIBaTh IIpaBHiIa 6€301acHoi SKCILTyaTaliH IPOrPaMMHOTO 0GeCIIe e HIS

AHamM3upoBarh (YHKIMOHMPOBAHAE NPOIPAMMHOrO O0GECIHEYeHHA C LENBI0
OIIpeJIeNIeHHs BOSMOXKHOTO BPeIOHOCHOTO BO3/ICHCTBHS

HpOHSBOI[KTB MNPOBEPKY COOTBETCTBHsA PCAJIbHBIX XapaKTCPHCTHK IIPpOrpaMMHO-
alIapaTHBIX CPEACTB 3allUThI HH(IJOpMaIII/IH 3a4BJICHHBIM B HMX TEXHHYECKOH

JOKYMEHTAIMH

OCyIecTBIATE MEPONpPHUATHS II0 HPOTHBOACHCTBHIO yrpo3aM Ge30macHOCTH
MHOPMAIIHY, BOSHUKAIOMIAM ITPH SKCILTyaTalliy IPOrPaMMHOI0 0becIeueHus

Onpenenars NOPAROK GyHKIMOHHPOBAHUA IIPOrPAMMHOI0 00ECIIEIeHHS ¢ LETbI0
o0ecITeueHus 3aIIUTh HHEGOpMaIun

AnammsupoBath  3b¢deKkTHBHOCT  cHOpPMYIHMpOBaHHBIX  TpeGoBaHmH K
BCTPOEHHBIM CPE/ICTBAM 3aIMTH HH(OpMaLUH IporpaMMHOTO ofeciedeHus

Heob6xoauMere
3HaHUA

ApXHUTEKTYpa IOICHCTEM 3aIIUTH UHGOPMALIMH B ONIEPAIMOHHBIX CHCTEMAX

TIpUHIHAIIEI IOCTPOEHNS CHCTEM YIIpaBlIeHus 6a3aMy JaHHBIX

OCHOBHEIE CpeJICTBa M METOJIbI aHAIK3a TPOTPaMMHBIX PeaTH3alrii

TIpMHIANEL TOCTPOEHHUS AHTUBHPYCHOTO IIPOrPAMMHOTO 00eCHedeH s

BuAsl OONMTHK YOpaBIeHHs NOCTYIOM M HH(POPMAMOHHBIMH HOTOKaMH
MPUMEHUTEEHO K IPHKIIaTHOMY IPOrpaMMHOMY o0ecredeH IO

Hcrognuku yrpo3 uHGOpMaMOHHOH 6630IaCHOCTH MPOrPaAMMHOTO 00ECIIeUeHIA
H MEpHI 10 UX IPEJOTBPAIIECHHIO

VaseamocT HCIIOJIB3YEMOI0 IIPOrpaMMHOIO obecredeHHs H METOOBI HX
JKCIITyaTaltiu

Buzs 1 popMel GYHKIIHOHHPOBAHHMS BpEeJOHOCHOTO MPOrpaMMHOro obecnedeHus

XapakTepHble IPH3HAKA HATMYUS BPEZIOHOCHOTO POrPaMMHOT0 obecneueHus

CpencrBa u Meronsl OGHApYXeHHs paHee HEH3BECTHOTO BPEJOHOCHOTO
HpOrpaMMHOTr0 o0ecIedeHus

IMpuanunel  GyHKIMOHHPOBAHUSA INPOrPaMMHBIX CPEACTB KPHITOrpadmiecKoi
3amuTH HHGopMaHn

Tlopsamox oGecmeuenns Ge30macHOCTH MHQPOPMAIMH NPH  SKCILTYaTaIlHH
IIporpaMMHoro obecredeHus

HopMmaruBHEIE IpaBOBLIE aKTHI B 00/1aCTH 3aIMTH HHPOPMAIHH

PykoBomsdumye ¥ METOXMYECKHE IOKYMEHTH! YIOIHOMOYEHHBIX (heepanbHbIX
OpraHOB VCIOTHUTEBHON BIACTH IO 3aluTe HHPOpMALH

OpraHn3almOHHEIE MEPHI 110 3aINTE MHPOPMAIMH

Hpyrue

XapaKTEPHCTHKH
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3.3. O606mennas TpyAoBas GyHKIHA

Harmerosarme OuenuBanue ypoBHA 6€300aCHOCTH Ko C VposeHs 7
KOMIIBIOTEPHEIX CHCTEM H CeTel KBamauKamy
TIporcxoxaeHHe 3aHMCTBOBAHO H3
0600meHHo# TpyA0BOIH Opurmran X
e —— OpHruHajga
Kon PerucTpanoHHE HOMEp
OpurHHaNa  OpodecCHOHANBLHOTO CTAHAAPTa
Bosmoxnbie Crenuanuct 1o 3amure HEGOpMAaIKH B KOMIIBIOTEPHBIX CHCTEMAX H CETAX
Ha¥MEHOBaHHA OKCHepT IO aBaNHA3Y 3aINEINEHHOCTH KOMITBIOTEPHBIX CHCTEM H ceTel
JIOJDKHOCTEH, Bexympmit (cTapmuii) cCoenuaincT Mo 3amuTe HEGopMama
mpodeccuit PyxoBoauTens rpynms! (CienHaTH3HPOBAHHOMN B MPOTAX OTPACIIAX)
PykoBoauTes rpynmsl (GYHKIHOHANIBHOM B IPOYHX 00IaCTAX JEATEINHHOCTH)
TpeboBanus x Beicmee 00pa3oBaHue — COENHATHTET WIH MarHCTparypa B ob1acta
06pa3oBaHHMIO H HH(MOPMaNMOHHON 6€30IaCHOCTH
00y4eHHI0
TpeboBarus x onsiTy | -
MpaKTHIeCKOH
paboThI
Oco6sie ycnoBas Hanmawe fnomycka Kk rocyaapcTBeHHOM TaliHe (IIpH HeoOXOXMMOCTH)
Jomycka K pabore
Hpyrue PexoMeHAyeTC AONOMHUTENFHOE IPOdeCCHOHAIBHOE 00pa3oBaHKE —
XapaKTePUCTHKU OpOrpaMME] IIOBLIMIEHHS KBa(pHAKAIHH B 06/1acTA HHPOPMAHOHHOM
6esomacHOCTH

JIOIONHATETEHEIE XapaKTePHCTHKY

HawmmeHoBanwe Kox HaumenoBanue 6a30B0ii rpyNsl, JODKHOCTH (IpodeccHn) Wi
JOKYMCHTa CIeIUALHOCTH
OK3 2425 CrelyanmucTsl OpraHoB rocyJapcTBEHHOM BIacTH
2511 CucTeMHEBIe aHAIHTHKH
2523 CnenuanicTs! 10 KOMITBIOTEPHBIM CETSIM
2529 CrenamcTh 110 6a3aM JaHHBIX H CETSAM, HE BXOASAIIHE B
JpyTHe IPyIms!
EKC - VxeHep-IporpaMMICT 10 TEXHHYECKOH 3amyTe HHpOpManyl
- AMHEHHCTpaTOp IO obecneucHuI0 6e30IacHOCTH HHpOPMAIHI
- Crienmanuct no TexHUdeckoii 3amuTe HHbopMarmu
OKIIATP 26579 Crenpamict 1o 3anure HQOPMAIHK
: 46155 PyxoBoauTens rpynns! noapasaeneHus IO KOMITJIEKCHOMH
3amuTe HHGOpPMaIHK
OKCO 090101 Kpunrorpadus
090102 KommeloTepHas 6€300aCHOCTB
090103 OpraHnsaiys ¥ TEXHONOTHS 3alUTH HHGOpMaly
090104 KommnexcHas 3anmpta 00eKTOB HHGOPMATH3aIMI
090105 Kommnekcroe oGecrnedenne nudopManuoHHo# 6e30MacCHOCTH
aBTOMATH3HPOBAHHEIX CHCTEM
090106 MndopManmoHHas 6e30IaCHOCTh TEICKOMMYHUKAIMOHHBIX
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CHCTEM
090107 TIpoTHBOACHCTBIE TEXHUIECKUM pa3BeIKaM

3.3.1. TpynoBan ¢pynxuus

IIpoBenenne KOHTPOIBHBIX IPOBEPOK
paboTocnoco6HOCTH | YpoBeHs

Hamvenopatme | 5 PpeKTHBHOCTH NPHMEHIEMBIX Kon | C/01.7 | (momypoBeHs) 7

IIPOrpaMMHO-aINApPaTHBIX CPEACTB KBanuuKamIn
3aImTH HEGOpManH

TIpoucxoxacaune
TpyAOROH GYHKIMH

3aMMCTBOBAHO U3
OpHTHHAIA

Opwrman X

Kon opurunana PerucrpamornsIii HoMep
npodeCCHOHANBHOrO CTaHAAPTA

Tpynossie aeficTBus

Onenka paboTOCIOCOGHOCTH NMPHMEHAEMEIX IPOrPaMMHO-AIIAPaTHBIX CPEICTB
3aIATE HHEGOPMALMH ¢ UCMIOIH30BAaHHEM IITATHEIX CPEICTB H METOJAK

Onenka 3(1)(1?6KTHBHOCTK NPAMEHACMBIX NpPOrpaMMHO-alllIapaTHBIX CPEACTB
3alATE Embopmaupm C HCMOJIb30BAHHUCM IMITATHBIX CPEACTB U MCTOIHK

OmnpezeneHye ypoBHS 3alUIIEHHOCTH W HOBEPHA INPOrpaMMHO-aNapaTHBIX
CPEZCTB 3amuTH HEGopManuu

Heobxoxambie
yMEHHUSA

Onpenensath napaMeTpsl (yHKITHOHHPOBaHWS NPOrpaMMHO-alNaPATHBIX CPEACTB
3amUTH HHGOpPMAIHI

PazpabaTbiBaTh METOAMKH OLICHKH 3all[IIEHHOCTH IPOTPaMMHO-aIapaTHRIX

'CpeACTR 3alUTH HHPOpMAlK

OuennBath 3G (PeKTABHOCTH 3aIMATH HHPOpMALH

IpumensaTs pa3pabOTaHHBIE METOMMKH OLCHKH 3aIMINEHHOCTH MpPOIPAMMHO-
anmapaTHRIX CPEICTR 3AMIATH HEPOPMALHY

Anannsnponan, OporpaMMHO-anuapaTHbple CpEACTBa 3allMThI €  LENBIO
OIIPCACIICHUSA YPOBHA obecrieqnBacMoil HMH 3aIHIIEHHOCTH U JOBEpuA

HeobxomumMeie
3HAHUA

TTpuHIMTIEL TOCTPOESHHS KOMIIBIOTEPHBIX CHCTEM H ceTe

MeTomel U METOAMKY ONEHKH 6Ee30IacCHOCTH IPOrpaMMHO-aNINapaTHRIX CPEeICTB
3anm|TH HHGOpMaIun

IlpwEUMOBET ~ HOCTPOEHWS  HIPOrPaMMHO-AllMapaTHEIX  CPEACTB  3AlUTHI
uH(opMmaru

IIpuHUANE DOCTPOSHHS MOACHCTEM 3aUTH HHYOPMAlMH B KOMIIBIOTEPHBIX
CHCTEMAxX

Meroam onenkr 3G(MEKTHBHOCTH MOJHTHKH O€30MaCHOCTH, PEajM30BaHHON B
IIPOrpaMMHO-ANNIAPATHBIX CPEJICTBAX 3alNTH HHEGOpMalun

MeTomsr B cpeicTBa OLEHKHM KOPPEKTHOCTH H 3¢(dEeKTHBHOCTH NpPOrpaMMHBIX
pealM3anuEil AITOPHTMOB 3aIIATE HH(OpMALIUH

Meronsl aHamW3a NPOrPaMMHOrO KOZa C MENHI0 MOHCKA IOTEHUMANBHBIX
YS3BAMOCTEH M HEOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH

Cnoco6Bl aHamM3a IPAMEHAEMEIX METONOB H CPEACTB 3alUTH HHGOPMAluH Ha
OpeIMET COOTBETCTBHS NONHMTHKE 6€30NaCHOCTH

HanmonaibHEIE, MEXTOCYapCTBEHHEIE H MEXIyHapOAHEIe CTaHAAPTH B 06/1acTd
3amuTH HHGOpMaIH

HopMaTHBHEIE IpaBOBEIE aKTHI B 0671aCTH 3aMKTH HEGOPMALHH

PykoBopsImpe H METONWYECKHE INOKYMEHTHI YIONHOMOYEHHHIX (eAepalbHEIX
OpraHOB MCHOJIHATENHHOM BIIACTH 110 3alIATe HEGOpMalUH

OpraHn3anyoHELIE MEPH [0 3amu|Te HHGOPMALHA
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Hpyrue
XapaKTepPHCTHKH

3.3.2. Tpynoeas ¢yHKknus

Paspa6oTka TpeGoBaHmii 110 3amIATe, Vposens

Haumenosanue | ¢popMupoBanue nommtak 6ezomacHoctd | Kon | C/02.7 | (momyposens) 7

KOMITBIOTEPHBIX CACTEM H ceTel KBaHQuKamy

IMpoucxoxaeHne
TpYAOBOH GyHKIHM

3aHMCTBOBAHO M3
OpHrHHana

Oparuran =~ X

Kox opurnHana PeracTpanioHHBIN HOMEP
1podeCCHOHANBHOTO
CTaHAapTa

Tpynossie pelicTBas

DopMHApPOBaHKE HOMUTHK G€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM

KOHCYIH:TKpOBaHPIC 110 BoIIpocaM 6€e30MacHOCTH KOMITBIOTCPHEIX CACTCM

PaspaGotka npoduieii 3aIKTH U 3aJaHHii 10 6€30HacCHOCTH

Pa3paboTka TEXHUYECKHX 3aJaHMIl Ha CO3MaHHE CPEACTB 3aMUTEI HH(pOpMANUH

IpunsiTie pemenns 0 HeOGXOAMMOCTH 3aUIMTH HH(OpMAaNWH, cofepxalmeiicsa B
HHPOPMAIMOHHOH CHCTEME

Knaccrpuxanms wuaGOpPMAlHOHHON CHCTeMBI HO TpeOOBaHMAM  3alIHTH
aadGopManAR

Omnpeneneane yrpo3 6e30macHOCTH HHGOPMALHH, peanH3andd KOTOPhIX MOXET
OPHUBECTH K HapyIIeHwuio Ge3omacHOCTH MH(pOpMalyH B KOMIIBIOTEPHOH CHCTEMe
U CeTH

PaspaboTka MoJed yrpo3 6e30macHOCTH HHGOPMAIHA

3aanve TpeGoBanmil K 3amuTe HAGOPMAIH KOMIBIOTEPHOH CHCTEMEI

Pa3paloTka pyKOBOSIMX JOKYMEHTOB IO 3aluTe HH(OPMAIHH B OPraHH3ailaH

Heobxoammeie
YMEHUS

AHaJIK3PIp03aTB KOMITBIOTCPHYIO CUCTEMY C LICTIBIO ONPERCACHUA He00X0AUMOro
YPOBH 3aIHIICHHOCTH U NOBEPHI

PaspalaTeBaTh mpod U 3aMMTH KOMIBIOTEPHBIX CHCTEM

QopMyIAPOBaTh 3aJaHus M0 6€30IaCHOCTH KOMITBIOTEPHBIX CHCTEM

BemosnHATE aHamM3 Ge30macHOCTH KOMIBIOTEPHBIX CHCTEM M pa3pabaTeIBaTh
PEKOMEHIALMH [0 SKCIUIyaTalliy CACTEMEI 3aIIUThHl HHGOPMAIHH

@ OopMHUPOBATh OJIATHKY G€30IIaCHOCTA KOMIIBIOTEPHBIX CHCTEM H ceTel

Heobxoaumeie
3HAHHS

TTpMHLKIIE TOCTPOEHHS KOMITLIOTEPHEIX CHCTEM H ceTell

Monenu 6e30nacHOCTH KOMIIBIOTEPHBIX CUCTEM

Bugsl DOIMTHK O€30II1aCHOCTH KOMITBIOTEPHBIX CUCTEM H cerei

I TpHHUMIIEI TOCTPOEHHS CpeJCTB KprnTorpaguyeckoil 3almuTs! HHEGopManun

HaroHansHEle, MEXTOCYAapCTBEHHEIE B MEXKIYHAPOAHEIE CTaHAAPTHL B 0071aCTH
3aUIMTH HEGOpManuan

BO3MOXHOCTH HCIIOJIB3YeMBIX M IUIAHAPYEMBIX K HCIONB30BAHHIO CPEICTB
3aIUTEl HHpOpManui

HopMaTHBHEIE IPaBOBLIE aKTHI B 00JIACTH 3alMTH KHHOPMAHH

PyKOBOIl}I]lIIfIC H MCTOAMYCCKHE MOOKYMEHTHI YIIOTHOMOYECHHEBIX Q)enepanmux
OpraHoB MCIIOJIHATEIHHOM BIACTH IO 3aIIHTE anbopMaan

Oprauu3anyoHHbIE MEPHI I10 3aMuTe HHPOpPMAIHK

Hpyrue
XapaKTEPUCTHKH
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3.3.3. TpynoBas ¢pynxkmns

ITpoBenenue aHanm3a 6€30MaCHOCTH Vposenn
HauMeHoBaHuE | yoMITLIOTEPHBIX CHCTEM

Kon | C/03.7 | (momyposens) 7
KBaNAGUKAIMA

IIpoucxoxnaeHue
TpyAoBolf GpyHKIUH

3anMCTBOBaHO U3
OpHMTHHAIA

Koz opurunana PerucTpaloHHEIH HOMep
npodecCHOHANBHOro
CTaHpgapTa

Tpyznossie neiicTBAsL

OHPCIlCJICHHe YPOBHA 3allHIICHHOCTH ¥ IOBEPHA B KOMIBIOTEPHBIX CHCTEMaX

Onenka PHCKOB, CBf3aHHBIX C OCYIISCTBICHHEM YIpo3 GesomacHOCTH B
OTHOIICHHH KOMIIBIOTCPHBIX CHCTEM

OueHKa COOTBETCTBHA MEXaHM3MOB O€30MacCHOCTH KOMIBIOTEPHOH CHCTEMBI
TpeGOBaHHAM CYIUECTBYIONAX HOPMATHBHBIX JOKYMEHTOB, a TaKkKe WX
aJIeKBaTHOCTH CYIIECTBYIONAM PHCKaM

IToaroToBKa aHAIMTHYECKOTO OTHUETA 110 Pe3y/IbTaTaM IIPOBECHHOTO aHAIN3a

QopMynHpOBaHHE NPEUIOKEHAH 10 YCTPAaHEHHIO BEIABIICHHEIX YSI3BAMOCTEH

Heobxonumsie
yMeHHs

AHamu3upoBaTh KOMIIBIOTEPHYIO CHCTEMY C LENBIO OIpeNeNeHHd YPOBHA
3ALIUIICHHOCTH U JOBEPHS

IlpornosmpoBaTh BO3MOKHBIE IIyTH Ppa3BUTHA JACHCTBHH  HapymMTeNs
nHGPOPMAINOHHOH 6e30nacHOCTH

HpOI’IBBOIlHTB aAHAIN3 MOJMTHKH 0€30IacHOCTH Ha IpeaMET aAC€KBAaTHOCTH

IIpOBOANTH MOHWTODHHT, aHATH3 H cpaBHeHHE 3(D(EKTHBHOCTH NMPOrpaMMHO-
AIIIapaTHEIX CPEJCTB 3aIIUTH HH(POPMALUH B ONCpallHOHHBIX CHCTEMAaX

CocTaBnaTs u Ofl)OpMJ'IﬂTB AHAATHYECCKHH OTIeT IO pe3yibTaTaM IIPpOBCACHHOTO
aHajm3a

PaspabaTrIBaTh NPEIOKEHNS TI0 YCTPAHEHHIO BHIIBICHHBIX YI3BHMOCTEH

Heobxoaumeie
3HAHHS

HpPIH]’.IHr.[I:I TMIOCTPOCHUA KOMITBIOTEPHEIX CHCTEM H cerei

Y 43BUMOCTH KOMITHIOTEPHBIX CHCTEM H CETCH

Kpunrorpapugeckrae METOAH 3alM T HEpOpMalUy

TTpHHIAIIGI IOCTPOSHUS CUCTEM YIpaBNeHUs 6a3aMH JaHHBIX

CpezcTea anam3a KOHQUryparuit

HauuoHaIBEHEIE, MEXIOCYIapCTBEHHbIE ¥ MEXIYHAPOAHEIE CTAHIAPTH B 001acTH
3aumThl HHbDOpMAUH

HopMarusHEIe IpaBOBbIE aKTHI B 00JIacTH 3aIMUTE HHGOpMalMi

PykoBofgIe W METONUYECKHE IOKYMEHTHI YIONTHOMOYEHHBIX (enepanbHBIX
OpraHOB HCIONHHATE/HHO} BIACTH 10 3aMHTe HHGOpMAIHK

Oprauu3alEOHHbIe MEpHI 10 3aIuTe HHYOpMaNHH

Hpyrue

XapaKTepHCTHKH
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3.3.4. Tpynopas ¢ynxnus

TIpoBenenue cepTuduKanmu
Hamseropame | FPOTPAMMHO-2INIAPATHEIX CE/ICTB Kon | C/04.7 z{%‘g;‘;em) 7
3aIUTHL KHGOPMAIIMH ¥ aHAIH3 e ——
pe3yIbTaTOB
IIpoucxoxaeHue CTBO;
mﬁ'ﬂoso;((;yaxunn Opuruar X i:pp?man:aaom
Kon opurunama PerucrpaoHHEI# HoMep
npod)eccnona.nbnoro
cTaHaapTa
Tpynossle gefictBus | IlpoBeneHre  TEOPETHUECKHX  HCCICIOBaHHMH  YpOBHEH  3alMIIEHHOCTH
KOMITBIOTEPHBIX CHCTEM H ceTeH
IlpoBemenme OKCIIEPHMEHTANBHBIX HCCICNOBAHUN YDOBHEH 3allUIICHHOCTH
KOMIIBIOTEPHBIX CHCTEM H CETEH
IlpoBenenue CepTH(HUKAIMOAHBIX  HCIBITaHMH c HCIOJIb30BAHAEM
HHCTPYMEHTAIBHBIX CPEJICTB
IonroroBka aHaNMTHYECKOro OTYETa IO  pe3yibTaraM  IIPOBEICHHBIX
cepTudUKANNOHHBIX ACIBITAHMIH
QopMyIUpOBaHHE BHIBOJOB 110 OLIEHKE 3alIMINEHHOCTH
Heobxomamsie AHaNM3EpOBaTh KOMITBIOTEPHYIO CHCTEMY C ULENBIO ONpENCICHAA YPOBHSA
yMeHHs 3AMHIIEHHOCTH U JOBEPHS
Vicronp3oBars TporIn 3alyThl ¥ 3aXaHus M0 6€30IaCHOCTH
[IpuMeHsITE WHCTPYMEHTANBHBIE CPENCTBA MPOBENEHHA CEPTHOMKAAOHHBIX
HCIIEITAHIH
CoctaBmate M OQOPMIATH AHANMTHYCCKHHA OTIET MO MPOBEACHHEIM
cepradUKaIHOHHEIM UCIBITAHAIM
Jlenath BBIBOXBI IO OLICHKE 3AMIIEHHOCTH HAa OCHOBAHHM aHATHTHYECKOrO
oTYeTa
Heobxomumere HanuosansHble, MEXTOCYIapCTBEHHBIE H MEXTyHapOIHEIE CTaHIAPTHL B 06/1acTH
3HAHHUA 3aIIUTE HHGOpMaIH
HanpoHaneHele CTaHIApTH Ha NPOBSAEHHE HAydHO-HCCICHOBATENbCKUX H
OIKITHO-KOHCTPYKTOPCKHUX paboT, cepTH()MKAHOHHBIX HCIHITAHWA H CO3JaHHe
CHCTEM 3aIUTH HHGOopMaLUH
CrocoGsl opraHm3auuy paGoT IpH MpOBeNCHHWH CepTH(HKAIMH MpOrpaMMHO-
anmnapaTHBIX CPeCTB 3aIHTHI
TTpHHIANDE OCTPOSHHS CPEACTB KpUInTorpaduyeckoii 3aumThl HHGopManun
HopmarmBHEIe TpaBoBEIe akTH B 001aCTH 3amETH AHGOpMAINH
PykoBoifImye M METOIUYECKHE MOKYMEHTHI YTIONHOMOYEHHBIX (hemepaibHbIX
OprasoB MCHOJHUTENBHOM BIACTH M0 3aMETe HHpOpMAIHH
OpraHn3aIoHHbIe MEpHI 10 3alIATe HHPOpMAIH
Hpyrue -
XapaKTEePUCTUKH
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3.3.5. Tpynosas ¢pynxnus

IIpoBe/ieHre HECTPYMEHTAIBEHOTO Vposens

HaumeRoBanie | MOHHTOPHHI'A 3ANIHIICHHOCTH Kon | C/05.7 | (momypoBeHs) 7
KOMITBIOTEPHEIX CHCTEM H ceTeli KpaUHKaLEm

OHCXOXKACHHE 3aHMCTBOBaHO M3
?p‘;nono;;yuxm Opm X OpuryHana
Kon opurunana PerncrpauyoHHs1# HoMep
npothecCHOHANILHOTO
CTaHfapTa

TpynoBbie nefictBus | BemonHeHre — aHanu3a — SalMIICHHOCTH — KOMIBIOTEPHBIX  CHCTEM €
HCIIONB30BaHHEM CKaHEpOB 6e30macHoCTH

BemonEeHRe aHaMW3a 3alMIICHHOCTH CETEBHIX CEPBHCOB C HCIIONB30BAHHEM
CpPEACTB aBTOMATHYECKOT0 PEarHpOBAHHA Ha MONBITKH HECAHKIMOHHPOBAHHOIO
JIOCTYIIa K pecypcaM KOMIBIOTEPHBIX CHCTEM H ceTel

CocraBiicHEE OTYETOB 110 PE3YIBTaTaM IIPOBEPOK

Heobxonumbie DopMaJIH30BEIBaTh 33129y YIIPaBICHAA 6€30IIacCHOCTHIO KOMITBIOTEPHBIX CHCTEM
YMEHHA IIpUMEeHATS  HHCTPYMEHTANBHBIE  CPEACTBA  NPOBEJCHHA  MOHHTOPHEHTA
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM

TprMeHATs METOABI aHAIM3A 3allUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM H ceTel
CIpyKTypHrpOBaTh aHAIMTAYECKYIO HHPOPMAIIMIO I BIUTIOYEHHAS B OTIET
HeobxoauMeie TIpuAIMIE HOCTPOSHHS KOMIBIOTEPHEIX CHCTEM H ceTelt

3HaHUA DopmansHbIE MOAEH 6e30IaCHOCTH KOMIBIOTEPHBIX CHCTEM H ceTel

IIpuHIAIE IOCTPOEHUS CHCTEM OOHAPYKEHHS KOMIIHIOTEPHBIX aTak

Metogpr 06paboTku  JaHHBIX MOHMTOPHHra 0€30IaCHOCTH KOMIBIOTEPHBIX
CHCTEM U ceTeit

Topsaok co3pans U CTPYKTYPa OTYEeTa, CO31aBaeMOro II0 pe3yNhTaTaM IIPOBEPOK
Cnoco0bl  OOHapyXeHHWS H HEHTpaiM3allHM IIOCHEACTBHH BTOpXKCHHii B
KOMIILIOTEPHbIE CHCTEMBI

Kpunrorpadyeckyie mpoTOKOIB], IPEMEHAEMEIE B KOMIBIOTEPHEIX CETAX
HopMaTnBHbIC IpaBOBBIS aKTHI B 00IACTH 3aIUTH HHGOPMAIHH

PyxoBoasmme W MeTOXMYECKHE MOKYMEHTHl YIOIHOMOYEHHBIX (heZepanmbHbIX
OpraHOB HCIOHUTEILHOM BIACTH IO 3aluTe HHMOPMAHI

Opranu3aiuoHHEIE MEPHI 0 3alIHTe HHPOpMaIH

HApyrue -
XapaKTEepPUCTHKA

3.3.6. TpynoBas dyRKnus

ITpoBenenne skcnepTU3BI IPH v
pOBEHB
WM KOMIIBIOTE

Hauverosanye | PocCIOAOBAH OMIIBIOTEPHBIX . Kox | C/06.7 | (nomyposeHs) 7

TIpECTYIUICHUH, IpaBOHApYLICHUH U KBaTAhIKALTR

HHIUJCHTOB
IpoucxoxaeHne Op ar X 3aMMCTBOBAHO U3
TPYAOBOM QYHKIMH OpHTHHAIa

Kon opurunana PerucTpaioHHbI# HOMEp
npoecCHOHATHHOTO
cTaHaapTa

| 9 e 1
1 prf.[OBI:Ie JeHCTBUS | OnpeneneHHe CBOMCTB aNmnapaTHbIX CPEACTB B COCTABE KOMILIOTCPHOU CHUCTEMBI |
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" UX (I)&KI‘H‘ICCKOI‘O ¥ IEPBOHAYAIILHOT'0 COCTOTHHS

Knaccudukanusa CBONCTB anmmapaTHBIX CPEICTB B COCTaBE KOMIBIOTEPHOM
CHCTEMBI

JparHocTrka OpWYAH, YCJIOBHM W3MEHEHUS CBOMCTB (3KCIUTYaTallMOHHBIX
PEXHMOB) anmnaparHbIX CPEACTB B COCTaBE KOMIIBIOTEPHOM CHCTEMEL

Omnpenenenne XapakKTePUCTHK ONEPAIMOHHOM CHCTEMBI H  HCIIONB3YyeMBIX
TEXHOJIOTHi CHCTEMHOTO IPOrpaMMHpPOBaHHS

AHann3 QYHKIHOHATLHBIX CBOMCTB IIPOrpaMMHOT0 06eCIIedeHAS

Hccnenosanne anropuT™Ma OpOrpaMMHOIO IPOAYKTa W THIOB MOMICPKABAEMEIX
anmaparHeIx mwiardopM

Onpenenesne npuuMH, Lededf M yCNOBHH H3MEHEHHS CBOMCTB (COCTOSHUS)
TIpOrpaMMHOTO obecneueHus

VHMBHyaIbHOE OTOX/IECTBIEHHE OpHIHHANA NPOrpaMMEI (MHCTAUIANAOHHOH
BEPCHH) H €€ KOIIMH Ha HOCHTEISX JAHHBIX KOMIBIOTCPHOR CHCTEMB]

YeTaHoBNEHKE TPYIIIOBOM IPHUHAIEKHOCTH POrPaMMHOT0 00ecreueH s

BripaboTka IIpeUIOKEHHH 110 YCTPAHEBHIO BBISBICHHBIX yI3BUMOCTEH

Brisenenue  MHAWBHOYyaIBHBIX HPH3HAKOB  MPOTPaMMEL,  MO3BOJLIOMIMX
BIIOCTCACTBUM MACHTH(QHMIMPOBaTH €¢ aBTOpa, a TakkKe B3aHMOCBA3H C
HEGOPMALIMOHEEIM 0GecIicUeHHeM HCCIEAYEeMOil KOMITBIOTEPHOH CHCTEMBI

VeranoBneHue BHAA, CBOMCTB H cocrosHMs HHopmanuu ((dakTHueckoro H
[EPBOHaYAJHHOTO, B TOM 9YHCIE MO €€ ymaleHus H MoAaHduxaimiu) B
KOMIIBIOTEpHOM cHCTEME

OmpezeneHye NpHYAH H YCIOBHH M3MEHEHHA CBOMCTB  HCCIEAyeMOM

madopmMargmr

OnpeneneHre MEXaHU3Ma, IMHAMIKA H OOGCTOATENBCTB COOBITHS IO HMeIomIeHcs
pHGOpPMAMH Ha HOCUTEJE JAHHBIX W €€ KOMUIM

YcTaHOBNEHWE Y9ACTHMKOB COGBITHS, MX POJHM, MECTa, YCIOBUIf, NIPH KOTOPBIX
OBUIa co30aHa, MOTA(UIpOBaHa W ynalneHa HHpopManms

VYcraHoBNEHME COOTBETCTBHA JIHOO HECOOTBETCTBHA JAeHCTBHH ¢ HHpopMauuei
CIICIHATIBHOMY PETTIAMEHTY (TIpaBHJIaM)

Cocrtapienne OKCIIEPTHOI'O 3aKIIOYCHUSA

Heo6xonumMele
YMeHHsA

IlpMeHATs  HOPMaTHBHBIE H  TpaBOBRIE  aKThl IpH  NPOBENCHHH
KPHMHHAQIHCTHIECKOH SKCIEPTH3E M KPEMHHATHACTHIECKOTO aHAIH3a

AHaIM3UPOBaTh CTPYKTYPY MeXaHW3Ma BO3HUKHOBEHHS H 00CTOATENHCTBA
COOBITHSA

OHpCJICJ'ISITL IIPHYAHY H YCIOBHA H3IMCHCHUS IPOrpaMMHOI0 obecneuenns

Brigenars cBOiCTBA M NpH3HAKH HH(OPMAIUH, NO3BOJLIOMME YCTAaHOBHTH €€
TIPHHA/VICKHOCTD ONPSACICHHOMY HCTOYHHKY

Onpenenars NPUHLANE JENCHAS IPOrPAaMMHOTO OGeCHedeHHs Ha TPYNIE], HX
criennuIecKye CBONHCTBA H B3aHMOCBS3b C KOMITBIOTEPHOH CHCTEMOH

IIpuMeHATs IeHCTBYIOIYI0 3aKOHOZAATeNbHYI0 0a3sy B oOnacrm obecnedeHus
3aIuTEl HHGOpMaHH

BBISBIIATS BO3MOXHBIE TPAEKTOPHH COCTOAHMN (YHKINOHAPOBAHUA CHCTEMbI

BBIABIATE HECOOTBETCTBHA HMEIOMEHCS nud)opmanml €€ PacHnoJIOKCHHUIO B
CHUCTEME

ITporHo3upoBars BO3MOXHBIE HYTH PpasBUTHSA HOBBIX BHJOB KOMITBIOTEPHBIX
HpecTyIUIeHHH, TpaBOHAPYIIEHAH A HHIHICHTOB

HeobxomuMbie
3HaHUA

DopMarsl XpaHeHHs HHGOPMAIHH B aHATH3HPYEMOi KOMILIOTEpPHOH CHCTEMe

OcHoBHEIe $opMarh! (aiiinoB, ACTIONB3yeMbIe B KOMIILIOTEPHBIX CHCTEMax

OcoGenHocT XpaHeHHS KOHGUIypauMOHHOM M CHCTeMHOM HHpopMauum B
KOMIIBIOTEPHBIX CHCTEMAX

Vs3BuUMOCTH KOMIIBIOTEPHEIX CUCTEM B ceTen
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TexHonoruu MmOMCKA M aHaNH3a CIENOB KOMNBIOTEPHBIX MpPECTYIUICHMIA,
IpaBOHapYIIEHH} ¥ HHIMACHTOB

Topanox  ¢uxcauy H  DOKYMEHTHPOBAaHHA  CJIENOB  KOMIIBIOTEPHBIX
IpecTyIIeHNH, (paBoHapYIIeHHH M HHOUICHTOB

HopMmel yronoBHOTo B amMHMHHCTPATHBHOTO IpaBa B cdepe KOMIBIOTEPHOH
uHpOpManHH

XapaKTepUCTUKK IPAaBOHAPYIIEHH B 06/1aCTH CBA3M M MHOpMaluu

Buasl npecTymieHnii B cdepe KOMIIBIOTEPHOH HHGOpMaIHH

TMopsmoK NpOBENEHHS 3KCHEPTH3H BHIYUCIUTENLHON TEXHHKH H HOCHTENeH
KOMITHIOTEPHO#M MH(OPMAIHK ¢ YIETOM HOPMAaTHBHBIX IPABOBHIX aKTOB

Crioco6kl  OOHapy:XeHHSs H HEHTpanu3audH IOCNEACTBHH BTOpPXKCHHH B
KOMIBIOTEPHBIE CHCTEMBI

Meronsl aHamM3a cHcTeM obecnedeHns HHGOpMauHOHHOH Ge30HacHOCTH
o0bexToB HH(OpMaTu3amuH Ha 6a3e KOMIBIOTEPHBIX CHCTEM B 3allHIICHHOM
HCHOJHEHHH

ITopsnox MOATOTOBKM = HAyYHO-TEXHHYECKHX OKCIEPTHBIX 3aK/IOYEHHH 1O
pe3ynbTaraM BBIIOJHEHHBIX paboT no uHGOPMALMOHHO-aHAIMTHYECKOH H
TEXHHYECKOM JKCNIEPTU3C KOMINBIOTCPHBIX CHCTEM

Meronsl  mpoBeAEHHS ~— pacCleNOBaHHUA  KOMIBIOTEPHBIX  IIPECTYILICHHH,
TIpaBOHAPYIICHUH M HHITHJIEHTOB

Meronp aHamm3a OCTaTOYHON HH(GOPMANMH H IIOMCKA CIENOB A (HKCALHH
KOMIIGIOTEPHEIX HHIHACHTOB

Kpunrorpadpuueckre aJIrOpHTMBI H 0COGEHHOCTH HX IPOrPaMMHO# pealH3alliu

HOpMaTHBHLIC IIPABOBLIE AKTHI B 00J1aCTH 3aIIATH I/IH(i)OpMallI'IH

PykoBoxmdme M METOOMYECKHE IOKYMEHTHl YIIONHOMOYEHHBIX (eaepaibHbIX
OpPTaHOB HCIIOHUTENIBHOM BJIACTH M0 3al[uTe HHGOPMALIH

Oprasu3anoHHbIe MEPHI O 3aIuTe HHOpPMAIHA

Hpyrue

XapaKTePUCTHKA

3.4. O606mennas TpynoBas GpyHKIHs

PazpaboTka nporpaMMHO-anmapaTHbIX -
OBEHDb

HawmveHoBanme Ko, P

CPEACTB 3aIIUTHI nH(bopMammv I D P 8

KOMITBIOTEPHBIX CHCTEM H CETer
TTpoucxoxkaeHue

o 3aMMCTBOBaHO U3
oGobmennoii pynoso#t | Opurmman X
i opuruHaljia
byHKImMH
Kon PeracTpanBoRHEL HOMEp
OpHI'HHAJIa Tpo(heCCHOHANILHOTO
cTaHjapTa

Bo3morxHBIE I'maBHbI CIENHaIHCT O 3amuATe HHPOpMAHHI
Ha¥MEHOBAHHUA PykoBoauTeNs OTAENA CHCTEM 3aIATH HHGOpMamin
JIOJDKHOCTEH, 3aMmecTHTENb PYKOBOTUTEINS JeHapTaMeHTa (0TAeNa) HCCleXOBaH!H 1
npodeccuit pa3paboTox

PykoBoauTens nenapraMenTa (OTAeNa) HeclefOBaHMi | pa3paboTok

Tpe6oBanus k
06pa3oBaHUIO U
0o0yueHn0

Bricmee o6pa3oBaHze — COEUATATET HIM MaruCTpaTypa B 001acTi
rHOpMaIMOHHOMN 6€30MacHOCTH
"
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JonomuurensHoe npodeccroransHoe 06pa3oBaHHe — NPOrPaMMEI IIOBEINICHAS
KBaTA(HUKAIUA B 001aCTH HHOOPMALMOHHOH 6€301aCHOCTH

MR

Bricmee oGpazoranne - acnupasTypa (aIBIOHKTYPa)

"

TononautensHoe npodeccuonansHoe 00pa3oBaHAe — POTPaMMEI TOBBITICHHS
KBaM(HKanuu B 06acTv HHGOPMAIMOHHOM 6e30IMacHOCTH

TpeGopaHHuA K OIBITY

He Menee mstm ner paGoThl MO NPHMEHEHHI0O W aHAMW3Y 3¢deKTHBHOCTH

IpaKTHIECKOH CpencTB 3amuThl HHpOpPMAanNK KOMIBIOTEPHBIX CHCTEM, B TOM 4YHCIC Ha

paboTs PYKOBOASMHKX AODKHOCTAX He MEHee Tpex NeT (W1 AMEIomMX BERIcIIee
obpazoBaiue — CIEMUAIHICT WM MarucIparypa B o61acTa HH(pOpMamoHHOM
6esomacHOCTH)
)0 :
He Menee Tpex ner paGorTsl 1m0 HPHMEHSHHIO H aHamMH3y 3¢deKTHBHOCTH
CPeICTB 3auUThl WHGOpMAlMH KOMIBIOTEPHEIX CHCTEM, B TOM 4HCIE Ha
PYKOBOIAIIMX JMOJDKHOCTAX HE MEHee IOBYX JeT (I HMCIOMHEX BEICIIEE
00pasoBaHHe — acnupaHTypa (aTbIOHKTYPa))

Ocob6Ele ycnoBust Hamrgue gomycka K rocyzapcTeeHHOH TaiiHe (IIpH HEOOX0MUMOCTH)

JoIycKa K pabote

Hpyrme -

XapaKTepUCTUKH

I[OHOJIHI/IT@JII:HHC XapaKTCPUCTHKHA

Haumenosanue Kox HanmenoBarue Ga30Bo# rpymnnsl, JODKHOCTH (IpodheCCHR) Wit
JOKYMEHTa CHIeLHAIBHOCTH
OK3 1223 PyxoBoauTem noapasaeneHnii no HayIHLIM HCCIEAOBAHHSIM U
paspaboTkamMm
1330 PyxoBoautenu ciayx6 u nompasaencHui B cdhepe
HH(OPMAIOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI
2519 Pa3paboTINKK M aHAJIATHKE IPOTPaAMMHOTO 00eCIIedeHnd 1
TIPAJIOXKEHMH, He BXOJSIIYE B APYTHE IPyNIbl
EKC - I'TaBHBIH CIENHATMCT N0 TEXHAYECKOH 3amuTe uHpopMamu
- Hagansauk otnena (1aboparopam, cexTopa) N0 TEXHAYECKOH
3aIIATe HHpOpMalHy
- Cruenuanuct 1o obecnedennio 6e30macHOCTH HEGoOpMAaIH B
KJIIO9EBEIX CHCTeMax HHGOpMalMOHHOH HHPPACTPYKTYPhI
OKIIATP 20911 ' MaBHEBII CHENMANNCT 110 3anIuTe HHGOpMalHU
46115 PykoBoauTENs aHAIUTHIECKOH FPYIIIBI HOAPA3CICHHS [0
KOMILIEKCHOH 3aimuTe HHGOopMaliH
46155 PykoBoawTe s IPYIIIH TOApa3eeHHs 0 KOMILIEKCHOM
3amuTe HHpOpMAaIHH
OKCO 090101 Kpunrorpagus
090102 KoMmzsioTepHas 6e30nacHOCTh
090103 Oprasu3anys ¥ TEXHOJIOIHS 3aIATH HHHOpMaIun
090104 KommnekcHas 3amura 00beKTOB HEQOPMATH3AHH
090105 KommnekcHoe obecnedenre HHGOPMAHOHHOM 6€30MacHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM
090106 Hudopmanvonnas 6e30macHOCTS TEICKOMMYHHKAITHOHHBIX
CHCTEM
OKCBHK’ 051319 MerTompl # CHCTEMBI 3aIMUTH HEGOPMAMH H HHGOPMAOHHON
6e3omacHOCTH
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3.4.1. TpynoBas ¢pynxnus

Paspa6oTtka TpeGoBaHuit K | v
0BEHb
IIpOrpaMMHO-aIapaTHEIM CPEOCTBaM P
Hamvenosamge | LPOLP P peld Kon | D/01.8 | (monypoBens) 8
3T HHEPOPMAIMH KOMIIBIOTEPHBIX ! KBAHGHKALEN
CHCTEM M ceTel
IIponcxoxaenne 3auMCTBOBAHO U3
TpyAoBoit GyHKIMHI Opurmman X opuruHaia
Kon opurunana PeructpalioHHE1# HOMEp
npodecCHOHABHOTO
cTaHzapTa

TpynoBbie neiicTBus

Onpeneﬂel-me yrpos 6e30IMacHOCTH M HX BO3MOXXHBIX HCTOYHHKOB

Onpenenedne KaHaJIOB YTEUKA HHGOPMAIIH

Pa3zpaGoTka MareMaTH4ecKMX MOJeNel, pealHm3yeMBIX B CpPEICTBAX 3aIMTHI
uHopMaia

Onenka 3 $eKTHBHOCTH peann3yeMbIX TEXHHIECKHX pelIeHui

OrneHKa TEXHAKO-9KOHOMUYECKOTO YPOBHA PCATU3YEMEIX TEXHUICCKHAX peHICHHfI

BeiGop CpeACTB H METOZOB 3aluThl MHPOpMaHU

Heob6xonumsie 06001aTe HAYIHO-TEXHHIECKYIO JIMTEpaTypy, HOPMATHBHBIC H METOOMYECCKHE

YMEHHUs MaTepHaIbl B 06IaCTH 3alUThl HHPOpMalun
®opMHUpOBaTH MOIENH Yrpo3 W MOJedH Hapymurelsd 0€30IacHOCTH
KOMIIBIOTEPHBIX CHCTEM
Beupiare Hambonee [enecooOpasHBle NOAXOAb! K 0OECHEYeHHIO 3alllUThI
HHGOPMAITHHA KOMIBIOTEPHOH CHCTEMEL
PaspabarpiBaTh YacTHbIE IOMUTHKY O€30IaCHOCTH KOMIIBIOTEPHBIX CHCTEM, B TOM
9pCIIe MOJIMTHKY YIPaBIeHHUs JOCTYIIOM H HHPOPMAIHOHHBIMH OTOKaMHU
IlpuMeHaTs  HaOUOHANBHBIE, MEXKTOCYNapCTBEHHBIE M MEXIyHapOAHBIE
cTaHgapTsl B o0nacTH 3ammMTHl WHGOPMANMH I ONECHKH 3alHIICHHOCTH
KOMIILIOTEPHON CHCTEMBI
IIpuMeHSTs ASHCTBYIONYI0 3aKOHOZAATeNbHYIO 6asy B o00macTH obecredeHus
KOMIIBIOTEPHO#M 6e30macHOCTH
Yprats W NOHMMATh HOPMAarHBHBIE W  METOJMYECKHE JOKYMEHTEI IO
uH(popMaIMOHHOM 6€30ITacCHOCTH Ha aHIIAHCKOM S3BIKE
OCymecTBIAT, INPHHATHE pEmeHHH O HeoOXONMMOCTH  HMCIIOIL30BAHHA
IPOrpaMMHO-aIIAPaTHEIX CPEJCTB 3aIMTH HH(OpMaHMH

Heobxonumsie Topsinox opraHu3auy paboT 110 3amuTe HAGOPMAITHI

3HAHUA Meronsl ¥ CpeficTBa TONydeHHs, oOpaboTku ¥ mepenadd HHQOpMaUuM B

OIICpAalMOHHBIX CHCTEMaxX, CHCTEMax YHOPaBICHHA 6azaMl  JaHHBIX H
KOMITBIOTEPHEBIX CETAX

Meromsi aHam3a 6e30MacHOCTH KOMIBIOTCPHEIX CHCTEM

Buapl atak # MEXaHHU3MEI HX peaM3ali B KOMIIBIOTEPHBIX CUCTEMAX

MeTop! BRIBJICHHS KaHATIOB YTEUKH HHpopMayu

Meronsr © Cpeacrsa 3allWThI I/IH(l)OpMa].II/H/I B KOMIIBIOTCPHBIX CE€TIX,
OICPALIMOHHEIX CUCTEMAX B CUCTEMaX YHPaBJIICHHA 6a3aMu TaHHBIX

[IpYHUMOEI TOCTPOSHUS CPENCTB 3aIUTH HH(OPMAIUH KOMIBIOTEPHBIX CHCTEM

QopMaIbHBIE MOJIEIH YIIPABICHHS JOCTYIIOM

Kpumrrorpadgudeckue anropuTMsl B 0COGEHHOCTH MX IIPOrPaMMHOMN peanu3alui

HopMaruBHbIE IPABOBLIE aKTHL B 06NIACTH 3aKUThl HHGOPMAIVH

PyKOBOJlSHJ.[HC H MCTOAMYCCKHEC NOKYMCHTHI YIIOJIHOMOYEHHBIX (benepa.m,ﬂm(
OoprasnoB HCIIOJIHATEIIFHOM BIACTH IO 3aIIUTE I/IH(i)OpMaJ.[PII/I
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OpraHu3alMOHHEIE MEPHI 10 3alIATe HHbOPMAIAK

HamyoHanbHbIE, MEXTOCYAapCTBEHHEIE H MEXIYHAPOIHEIE CTAaHAAPTHI B 00IacTH
3aIMTHI HHGOpMaH

Hpyrue
XapaKTepUCTHKH

3.4.2. Tpynopas pynxkuns

Hammenosanne

cereit

IIpoexTupoBaBEHe IPOrpaMMHO-
aINapaTHBIX CPECTB 3aIATHI
HHGOPMALHH KOMIBIOTEPHEIX CHCTEM H

YposeHs
(IOXypoBEHB) 8
kpauKxangy

Kon | D/02.8

TIpoucxoxaenue
TPYAOBOH QYHKIHMH

3auMCTBOBaHO M3
OpHIMHAIA

OpurmHan X

Kox opurinana PerucrpauyoHHsIi HoMep
po()eCCHOHATBHOTO

CTaHJapTa

Tpynossie neficTBus

Pa3paboTka TEXHAIECKHX 3aJaHHil, ICKU3HLIX, TEXHHIECKHAX H paboTHX IIPOEKTOB
‘pabor no 3amrre mHEGOpMAIMH

PaspaboTka niiaHoB ¥ rpadHKoOB npoBeicHus padoT o 3amuTe HHpopManuu

AHam3 CyINEeCTBYIOMAX METOJOB H CDPEICTB, NPHMMEHAEMBIX JUIS KOHTPONS M
3AIATH HHPOPMAITAH

Pa3paboTka mpeIoKeHHS MO COBEPIUCHCTBOBAHMIO CYHIIECTBYIONIHX METOZOB H
CPEICTB, MPAMEHIEMBIX JUIS KOHTPOJA M 3alIUTH WHGOPMAHH M NOBHIICHHAIO
3¢ deKTHBHOCTH 3TOi 3aIMATH

Pa3paboTka NpPOEKTOB IPOTPAMMHEIX M  ANMapaTHBIX CPEICTB
HHGOPMALUH B COOTBETCTBUHE C TEXHHISCKUM 3aJIaHHEM

3QIIUTEI

OneHka TEXHHKO-3KOHOMHYECKOTO YPOBHS H 3((eKTHBHOCTH NpeIiaracMbIX H
peaIH3yeMbIX TEXHHIEeCKHX peleHAH

IpoBenenne arTecTalMi OPOrpaMM H QITOPHTMOB Ha NpeIMET COOTBETCTBHA
TpeGOoBaHMsIM 3aNUTH HHpOpMaHKI

Heobxonmmeie
yMeHHS

IlpoBoanTh HCCNEZOBAHMA C LENbIO HAXOXKAEHHS Hambolee menecoobpasHBIX
NPAKTHIECKUX PENICHMI 0 00€CIEICHHIO 3aIATH HH(OpPMAaIHH

IIprMeHsTh OTEUECTBEHHBIE CTAHAAPTHL B OOMacTH 3amiuTHl MHbOpMAmMH It
TIPOCKTHPOBAHMS CPEJICTB 3aLIHTH HHYOPMAIAH KOMITBIOTEPHOH CHCTEMBI

PazpaGarbiBare apxurekTypy M HETepdelichl CpeACTB 3alUTHl HH(pOpMalHH,
Mpomeaypsl BOCCTAHOBNEHHSA PaboTOCHOCOGHOCTH CPENCTB H CHCTEM 3alUThI
mocie cboes

ITonbupare B 0600mark HAyYHO-TEXHHYECKYIO JHTEPATypy, METOIUYeCKHe
MaTepHaNbl MO MPOrPaMMHBIM H aNmapaTHBIM CPEACTBAM H CIocobaM 3ammThl
HH(OpMAIMH, B TOM YHCIIE HA aHIHACKOM S3hIKE

Heobxoanmelie
3HaHWA

Metozmel M cpencrBa mONMydeHHs, 0o0paGoTKH M mepedadd HHpopMaunH B
ONEPAlMOHHKX CHCTEMaX, CHCTEMax YhOpasieHHd 0a3saMH J@HHBIX H
KOMIIBIOTCPHBIX CETAX

Buap! arak ¥ MEXaHA3ZMEI HX peau3andi B KOMIBIOTCPHBIX CHCTEMaX

Metonsl ® cpencTBa 3alUTHL HHGOpPMAalME B KOMNBIOTEPHBIX CETAX,
ONIEPAllHOHHBIX CHCTEMAX ¥ CHCTEMaXx YIpaBJicHHs 6a3aMH IaHHBIX

ITprHUAIE HOCTPOCHHA CHCTEM 3AIIMTH HHGOPMAIINY KOMIILIOTEPHBIX CHCTEM, B
TOM YHCJIe aHTHBEPYCHOTO IPOrpaMMHOT0 o0ecriedeHus

MeTons! anami3a 6e30nacHOCTH KOMIIBIOTCPHBIX CHCTEM
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TeopeTHKO-THCIIOBEIE METOIE! M AJITOPUTMBIL, IIPUMEHSEMEIE B CPEICTBAX 3aIMTHI
uHpopMaHn

QopManbHBIE MOZIETH YITPaBIeHHI JOCTYIIOM

HPHHIIHHLI H METOABI IIPOCKTHPOBAHHUS IIPOrpaMMHO-AIIIIapaTHOr'O obecrieueHus

MeTo00r i M TEXHOJIOTHE pa3paboTKu MpOrpaMMHEOTro o0ecneueHus

IlpuHmUnEl © METOABI YIPABISHHSA IPOEKTaMH B OONacTH HMH(POpMAIMOHHOK
6e30macHOCTH

Kpunrorpadudaeckue aropaTMel H 0COOCHHOCTH MX IIPOrPaMMHOM peai3aiyy

HOpMaTI/IBHBIe IIPaBOBLIC AKTEI B 00J1acTH 3aIUTE HHd)OpMaI.[HI/I

Pykoponsamie ¥ MeToaWdecKMe MOKYMEHTHI YIONTHOMOYEHHBIX (helepaibHBIX
OpraHoB HCIOIHUTEABHOH BIACTH IO 3alUTe HHPOpMaLHH

Oprasu3aloHHbIE MEPHI 110 3aIIiTe HHGOPMAHH

HanmonansHbIE, MEXTOCYNapCTBEHHEIE B MEX/yHapoAHbIe CTAHAApTH B 001acTH
32T HHOPMAaIAH

HApyrue

XapaKTCPUCTUKH

3.4.3. TpynoBas pyHKuHA

Pa3pa6oTKa u TECTHPOBaHHE CPEICTB VposeHs
Hamnvenosanve | 3aIATE! KHGOPMALIMH KOMIBIOTEPHBIX Kon | D/03.8 | (momyposens) 8
CHCTEM H ceTeil KBANHOHKAIHH
IIpoucxoxaeHue 3aEMCTBOBAHO W3
rpl;'nonoﬁmdfyﬂmmu Opurman X OpHIrUHaNa
Kon opurrHana PerrcTpannonHslii HoMep
npodeccHoHATLHOTO
CTaHaapTa

Tpynoshrie neitcTBus

PazpaboTka cpencte 3ammrbl MHGOPMAlMH B COOTBETCTBHH C TEXHHYECKHM
3aJaHuCM

HccnenoBanne nporpaMMHO-aINIApaTHBIX CPEACTB 3aUTHL HHGOpMaLuH B
KOMITBIOTEPHBIX CHCTEMaX

PazpaboTka mHporpaMMHO-aNIAParHBIX CPEACTB 3aIMTHl HHOOpMauuH B

KOMIIBIOTEPHEIX CHCTEMAX

Otiagxa co3aaBaeMbIX CPECTB 3aMEThl HEGOpMaIHH

ITpoBeneHue arrecTanudu IOporpaMM H AJTOPHTMOB Ha HpEeIMET COOTBETCTBHA
TpeCOBaHMSM 3aIMUTH MHPOPMAIAK

Pa3pa60n<a MaTeMaTHIeCKHX Mozeilel 0e30NacHOCTH KOMITBIOTEPHBIX CHCTEM

BrmonHenne KOHTPONBHBIX IPOBEPOK paboTOCHOCOOHOCTH H 3bdeKTHBHOCTH
CHCTEM U CPENCTB 3alluTh KHpOPMAIUH

Heo6xogumere Vicmions30BaTh NpHUEeMEI 3aI[UTHOTO IPOrPaMMUPOBAHHS
YMeHHS Vicrons30BaTh IpUEMBI 3aIUTH OT THIIOBBIX arak KOMIIBIOTEPHBIX CHCTEM
IIpuMeHATH METOIBI M IPHEMH! OTIANKK
IIpuMeHITH METOIEI M CPEACTBA TECTHPOBAHHS
Heob6xomumele Meronm # cpencTBa moiydeHHs, o0paloTkm M mepemadu mHbOpManme B
3HaHASL ONEpallMOHHBIX ~ CHCTEMaxX, CHCTeMax yopapieHus 0asaMd JaHHBIX M

KOMITBIOTEPHBIX CETAX

Meronsr u cpenciBa 3amMThl  MHGOpPMAnMH B KOMIBIOTEPHEIX CETSX,
OTICpalOHHBIX CHACTEMAX M CHCTEMaX YIIpaBiieHus 6a3aMH JaHHbIX

Merozs! aHamM3a 6€301MacHOCTH KOMIIBIOTCPHEIX CHCTEM

TTpHHNANE IPOEKTHPOBAHYS aHTHBHPYCHOTO NIPOrPAMMHOIO 00eCIeIeHUs
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Buapr atak n MexaHM3MBI HX Ppean3aliii B KOMIBIOTCPHBIX CHCTEMAX

HPHHE[PIHLI HNOCTPOCHUS CHCTEM 3allIMTHL HHQOpMaI[EH KOMITBIOTCPHBIX CHCTCM

MeToonoraM # TEXHOJNOTHM pa3paGOTKHM MHPOrPaMMHOT0 H  aANNapaTHOIo
obecneucHus

Kpunrorpaguaeckde alroOpaTMBI B 0COGEHHOCTH MX HPOrPaMMHON pealA3aliu

HopmaruBHbIE paBOBBIC aKTHI B 00JIACTH 3aIATE MHPOpMaLHA

PyxoBonsmime W MeTOmMIeCcKHAE AOKYMEHTHI YNOJIHOMOYEHHBIX (heZepabHbIX
OpTaHOB HCIONHATEIHHOM BIacTH 10 3amute nadopManuu

Opranu3annoHHEIC MEPHI 11O 3aIITe HHPOPMAaHK

HanponajybEble, MEXTOCYAapCTBEHHbIE M MEXXXYHAPOIHbIE CTAaHIAPTE B 00IaCTH
3aITE HH(pOpMaHH

Hpyrne
XapaKTEPUCTHKH

3.4.4. Tpynosas pysxums

ConpoBoxaeHne pa3paGoTKH CpeICTB YposeHn
HammMenosanve | 3aIATHI HFHQOpMAaIMH KOMIOBIOTEPHBIX Kon | D/04.8 | (monyposenn) 8
CHCTEM H ceTei KBaAGUKALEH
IIpoucxoxaeHue 3aBMCTBOBAHO U3
rpl;'nonoﬁ byRKImAH Opurmsar X OpHrHHANIA
Koz opurmrana PerucTpaiyoHHsI# HOMep
npo¢deCcCHOHATBEHOTO
cTaHjapTa

TpynoBsie aeHcTBHA

PaspaboTKa TeXHHYECKHX 3aIaHWii, IIAHOB H IpadHKOB NpOBENeHHA paboT Mo
3amuTe HWHQOpMAUMA B COOTBETCTBMH C [CHCTBYIOIINM HOPMATHBHBIMH H
METOAMIECKUMH JJOKyMEHTaMU

Pa3paboTka pekoMeHIanuii W NPEIIOKEHHH 5O COBEPIICHCTBOBAHUIO H
TIOBRIIEHMIO ) (DEKTHBHOCTH 3aIIUTHI HE(QOpPMAIIHH

Cocrasnenue u O(bOpMJICHIfIC pasaeiaoB HAYIHO-TCXHHYCCKHX OTYCTOB

Omnpenenenre NOTPeGHOCTH B CPEACTBAX 3AMIMTH MH(POPMAILIHH, COCTABICHHE
3a4BOK HA HX MproOpeTeHne ¢ HEOOXOMUMEIMH OGOCHOBAHHMSMH H PaCcUETaMH

IToaroToBKa MpeANoXKeHKH IO 3aKMIOYCHHIO COIMIAIIEHMH U JOrOBOPOB C APYTHMH
YYpeXXTEHHUIMH, OPraHH3aUMSIMH, UPeJOCTABIAIOIIAME YCIyrH B o0nactu
3aIAThl HHQOPMAIIH

BrmonHeHue arTecTalyMy IpOrpaMM M ANTOPHTMOB Ha NPEIMET COOTBETCTBUSL
TpeGoBaHIAM 3aIIUTH HHOPMaLHA

BemonHenne KOHTPONBHBIX IPOBEPOK pabGoTocmocobHOCTH H dddexTHBHOCTH
CHCTEM H CPEJICTB 3aUTH HHDOPMALHH

AHalu3 CYIECTBYIONMX METONOB M CPENCTB, NPAMEHIEMBIX UL KOHTPOJS H
3aITUTH HHQOpMani

PazpaGoTka DpeNiOKEHA O  COBEPHICHCTBOBAaHWIO H  IIOBBIMICHHIO
3¢ dexTHBHOCTH METONOB H CPEACTB, NPHUMEHACMBIX ANA KOHTPONS H 3alIUTHI
nHpopMaImH

ITonroroBka IPOCKTOB  HOPMATHBHRIX M  METOOMYECKHX  MaTepHAlOB,
PerilaMeHTHPYIONIX paboTy No 3anmre HEGopMannn

PaspaboTka OpraHM3alHOHHO-PACIIOPSTATENBHBIX JOKYMEHTOB IO  3allHTE
uHpOpMAIER

Konrponms Ham pa6oTolf 1O OLEHKE TEXHHKO-3KOHOMHYECKOTO YPOBHA
paspalaTsIBaeMEIX Mep IO 3amuTe HHGOpMALHH
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Meromuueckoe pyKOBOACTBO pabOoTOli IO ONEHKE TEXHHKO-3KOHOMHYECKOTO
YpOBHS pa3pa0aTEIBaeMbIX Mep IO 3ammTe HHPOpMaLHH

KoHTpons Ham coOMOAEHHEM YCTaHORICHHOIO HOPSAKA BHITOMHEHHS paloT, a
TaKxke JeHCTBYIOMEro 3aKoHoAarenscTsa Poccuiickoii Genepanym mpu pemieHHH
BOIIPOCOB, KaCAIOMIMXCA 3aluThl HHE(opMaImu

Opranmsamys NpOBENEHHS CICHHAILHBIX HCCICNOBaHHH W  KOHTPOJBHBIX
[POBEPOK IO BRIABJICHHIO BO3MOXHBIX KAHAJIIOB YT€4KH HH(pOpMaIuy

Heo6xomumzie
YMEHHsA

dopMmpoBarh MOZENH YIpo3 H MOJlelM HAapymuTens Ge30macHOCTH
KOMITLIOTEPHBIX CHCTEM

Pa3pa63rmsafr5 YacTHBIC TIOJHMTHKH 6€300acHOCTH KOMINIBIOTCPHBIX CHCTEM, B TOM
IHUCJIC IIOJIATHKH YIIPABJICHUA JOCTYIOM H P[H(l)OpMaJIHOHHBlMl/I MOTOKaMH

IlpuMeHATh  HAaUHOHANLHBIC, MEKIOCYNApCTBEHHBIE H  MEXIYHapoIHBIC
CTaHZAApTHI B 00NaCTH 3amATH HHGOPMAIHH

IlpnMenars feiicTBylomyro 3akoHOfaTeNbHYI0 Gasy B obnactm obecrnedeHus
3aIETH HHGOpMAIHH

Unrath ¥ [OHAMATh HOPMATHBHBIE M METOJNHYECKHE JOKYMEHTH IO
HMH(OPMAIMOHHOM 6€30I1aCHOCTH Ha aHIJIHICKOM S3BIKE

Heob6xoauMeie
IHAHHA

Meronsi u cpesicTBa nonydeHns, 00paboTku B Hepefady HHGoOpManuH

Merozns! BELIBIICHHS KaHAJIOB YTEIKH HHpopMaImy

Tlopanok opranuzanuu paboT mo 3amuTe HHPOPMAITMHA

MeTtonpl IIAHApOBAHWSA U OpPraHH3aMH NpoBeldeHMA paboT mo 3ammTe
uH(MOpMANKH ¥ 00eCIedIeHAIO TOCYIApCTBEHHOM TallHBI

MeTozs1 IpoBeACHNs CHENHANBHEIX HCCIEAOBAHUI U IPOBEPOK, paboT 10 3aluuTe
HHbOpManuu

Meromer u CpencTsa 3allUThl HHll)OpMaIIHH B KOMIIBIOTCPHBIX CETAX,
ONCpPaHOHHEIX CHCTCMAaX M CHCTCMaX YIPaBJICHUA 6a3aMu JaHHBIX

Mertons! aHajin3a 6€30MaCHOCTH KOMIIBIOTEPHBIX CHCTCM

TTpHHIMITE MPOEKTHPOBAHHS AHTHBHPYCHOTO NIPOrPaMMHOro obecnedenus

Bupe! atak 1 MexaHU3MBI HX Ppeain3allii B KOMIBIOTCPHBIX CHCTEMaX

HpHHHPIHLI IOCTPOCHUA CHCTEM 3AIIMTHL HH(I)OpMaHHPI KOMITBIOTCPHBIX CUCTEM

DopMaIbHBIE MOJEIIH YIIpaBIeHHS JOCTYIOM

Kpunrorpagudeckie anropuTMEI H 0COGEHHOCTH HX IPOrpaMMHOM peaiu3aliy

HopmaTuBHEIE MpaBOBBIE aKTHI B 00/1aCTH 3aIMTH HHpOpMAaHH

P YKOBOZAIMEC H MCTOOAHYECCKHEC IOKYMEHTBHI YNOJHOMOYCHHBIX q)ez[epanbﬂmx
OpraHoBs HMCTIONHUTEIBHOM BIACTH 110 3aIUTE nmbopmamm

Opranmaunomme MCpHbI IO 3aMUTE I/lH(l)OpMaJ.IHK

HaunonansHsle, MEXTOCYZapCTBEHHBIE H MEXIYHAPOIHBIE CTaHAAPTHL B 00IacTH
3aIUTH HHOOpMAIUH

Hpyrue

XapaKTEpPUCTHKH
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IV. CBenenns 06 opraHn3anusx — pa3padoTunkax npogpeccHOHATBLHOr0 CTAHAAPTA

4.1. OTBeTcTBEHHAS OPraHM3aNHA-PA3PAcOTIHK

3AO0 «Accomuanys CenuaiIicToB HHHOpMaMOBHEX cHcTeMy, ropox Canxrt-IlerepOypr

T'enepansHbIil qUpEKTOp ConoasuauxoB Anexcanap Binagumuposuy

4.2, HanmeHOBaHMSA OpraHu3anuii-pazpadoTInKos

1 MexperuoHansHas 06MEeCTBEHHAsS OpraHU3amus «ACCOLUAINA 3auMTH HHPOPMAIHI», TOPOL
Mocksa

2 | ®I'KOY BO «Akanemus QeneparsHoii ciyx6s1 Ge3omacnoctu Poccriickoit @enepanun», ropoa
Mocksa

®I'VII «Hayaro-Texandecknii HEHTp «ATnacy, ropog Mocksa

L)

®enepabHOe yueOHO-METOAAIECKOE OOBEIMHEHHE 110 YKPYITHEHHOH IpymIIe CEMAaNIbHOCTEH 1
HampasJenuii moarorosku «Madopmammonnas 6e3onacHoCT», ropox Mocksa

! O6mepoccHiickuii KIacCHPUKATOP 3AHATHIA.

2 O6mepoccHiicKuii K1acCHPHKATOp BAJIOB IKOHOMHYECKOH AEATENLHOCTH.

3 EMHEI KBaNa(HKALHOHHIH CIPABOYHAK JOIDKHOCTEH PyKOBOXMTENEH, CTICHHATACTOR H APYTHX CIyKAIHX.

¢ O6mepoccuiickuit Kiaccudukatop npodeccit paboTix, HOMKHOCTEH CITyXAIIMX # TAPHHBIX PaspAHOB.

% O6mepoccuiickuit KTacCHHKATOP CemMANEHOCTEH 0 06Pa3oBARMIO.

6 3akon Poccutickolt denepamun ot 21 mona 1993 r. Ne 5485-1 «O rocynapcTeeHHoi Taiine» (CofpaHue 3aKOHOAATENLCTBA
Poccuiickoii ®emepamum, 1996, Ne 15, ct. 1768; 1997, Ne 41, cr.cT. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, ct. 5288; 2003, Ne 6, cT. 549, Ne 27, c1. 2700, Ne 46, cT1. 4449;
2004, Ne 27, e1. 2711, Ne 35, c1. 3607; 2007, Ne 49, cT. 6055, cT. 6079; 2009, Ne 29, ct. 3617; 2010, Ne 47, ct. 6033; 2011, Ne
30, cr. 4590, c1. 4596, Ne 46, c1. 6407; 2013, Ne 51, c1. 6697; 2015, Ne 10, cT. 1393).

" O6mepoccrickuii KTaccuGUKATOP CHENMANBHOCTE! BhICHIEH HAYIHOH KBATH(bVKAIHH.
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