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BBeneHue

Mepen cucremMoli 34paBoOOXPaHEHNUs CTOUT Npobnema CoKpalLEHUsi pacxoA0B C MOMOLLBIO Nepexoga ot
GyMa>KHOTO JOKYMEHTUPOBAHUSI NPOLIECCOB K SNEKTPOHHOMY. B HOBBIX MOAENsX Oka3aHWUA MeaULMHCKOW No-
MoLLM 0coB0 noavepKuBaeTcs HeobxoaAMMOCTb COBMECTHOMO UCMONb30BaHUA CBEAEHUN O NauueHTe pacluu-
pAOWUMCA KPYTroM MEAULIMHCKMX CMELManUcToB, BbIXOAALLEro 3a paMKu TPaAULIMOHHBLIX OpPraHNM3aunoHHbIX
6apbeposB.

MepcoHanbHaa meguuuHckaa uHdopMauus 0ObIMHO nepeaaeTcsl ¢ MOMOLLLIO ANEKTPOHHOW NOYTbI,
yZAaneHHoro aoctyna k 6ase AaHHbIX, ANEKTPOHHOIT0 0OMEeHa AAHHbIMU U Apyrux npunoxeHui. Cpeaa Uk-
TEPHET NPeAOCTaBNSAET BbICOKOA(AEKTUBHBIE U JOCTYMHbIE CpeacTBa obmeHa uHdopMaumeir, oaHako oHa
HeGe3onacHa U Npu ee UCNonNb30BaHUU HEOOX0AUMO NPUHUMATL AOMONHUTENbLHLIE MEPbI 06eCNe4eHns KOH-
(PUAEHLUMANBHOCTU U HEMPUKOCHOBEHHOCTU JIUYHOW >XU3HW. YCUNUBAIOTCA Takue yrpo3bl 6€30nacHOCTU, Kak
crnyyaiHbIi U NpeaHaMEPEHHbIM HECAHKLIMOHMPOBAHHbIM AOCTYN K MEAULIMHCKOW MH(pbopMauuu, u cucteme
34 paBoOOXPaHEeHUs1 HE0OXOAUMO UMETb HAAEXHbIE CPEACTBA 3aLUMUTbl, MUHUMU3UPYIOLLUE PUCK HECAHKLMOHK-
pOBaHHOIO JOCTyna.

Kakum >xe o6pa3om cuctema 3apaBoOOXpaHEHUs1 MOXKET 00ecneunTb COOTBETCTBYIOLLYIO 9¢hhEKTUBHYIO
U B TO )K€ BpeMsl 9KOHOMUYHYIO 3aLLUTy Nepeaayn JaHHbIX Yepes ceTb HTepHeT? PewueHne aton npodnemol
MOXET ObITb 06eCneyeHo ¢ NOMOLLBbIO TEXHONOMMU LU POBLIX CEPTUMUKATOB U UHDPACTPYKTYPbI OTKPLITLIX
kntovein (MOK).

[na npaBWNbHOIO MPUMEHEHUS LMOPOBLIX CepTUMUKATOB TpebyeTcsi CoYeTaHue TEXHOMOTMYECKUX,
METOANYECKNX U 8AMUHUCTPATUBHLIX NPOLECCOB, 00ecneYnBaloLmMX 3aLUUTy nepeaaydn KoHpuaeHumanbHbIX
JaHHbIX B HE3aLWLLEHHOW cpeaie C NOMOLLBIO «WMA)POBAHUA C OTKPLITLIM KNIOYOM» U NOATBEPXKAEHUE MAEH-
TUYHOCTM NKLa Unn 06bEKTA C MOMOLLLIO «CepTUUKATOBY. B cdhepe 3apaBooXpaHeHuUs B 3TO COMETaHUE BXO-
[OAT CpeAcTBa ayTeHTMdmKauuu, uindpoBaHUsA U 3NEKTPOHHOW NOANUCH, NPEAHA3HAYEHHbIE ANSA BbINOSIHEHUA
aAMWHUCTPATUBHBIX U KMMHUYECKMX TPEOOBaHUM KOHMMAEHUMANBHOCTU AOCTYNA U Nepeaavn MeauLUHCKUX
[OKYMEHTOB MHAMBMAYaANbHOro yvera. MHorne u3 atux tpe6osaHuii MOryT ObiTb yAOBMNETBOPEHbI C NOMO-
Wbl CNy>0, UCMONb3YIOLLMUX NPUMEHEHNE UMGPOBbIX CepTudUKATOB (BKNOHas wudpoBaHue, LeNnoCTHOCTb
MHGOPMAaLMK U dNEKTPOHHbIE noanuck). Ocobo ahPeKTUBHO UCNONb3OBaAHME LMPPOBLIX CEPTUMDUKATOB B
pamMkax ouumansHoOro craHgapra sawutel uHpopMaumu. MHorme opraHu3auum BO BCEM MUPE Hayanum uc-
nonb30BaTtb UMdpoBble cepTudukaTbl NOA0OHBIM 0Opa3oM.

Ecnu o6meH uHpopMmaumein 4omKeH OCYLLECTBASATLCA MEXAY MEAULMHCKUM NPUKNaAHLIM NporpaMM-
HbiM oGecnedYeHMem pasHblX OpraHu3aumii, B TOM YACEe OTHOCALLUXCS K pa3HbIM BeAOMCTBaM (Hanpumep,
Mexay MHPOPMAaUNOHHLIMU CUCTEMaMKU OONbHULbI U NOMUKITMHUKK, OKa3biBAOLMX MEAULIMHCKYIO MOMOLb
OAHOMY U TOMY e NauUeHTy), TO MHTeponepabenbHOCTb TEXHONOMUM LMdPOBLIX CEPTUCUKATOB U CONYTCTBY-
IOLLMX NOSNIUTUK, PEFMAMEHTOB U NPaKTUYECKUX NPMEMOB NpUOBpeTaeT NpMHUMNMANbLHOE 3HAaYEHUe.

Ans o6ecnevyeHns MHTEponepabenbHOCTU Pa3NUYHbIX CUCTEM, UCMONb3YIOLMX LMpPOoBLIE cepTuduka-
Thl, HEOOGXOAMMO CO3AaTk CUCTEMY AOBEPUTENbHbIX OTHOLLEHMIA, C MOMOLLLIO KOTOPOW CTOPOHbI, OTBETCTBEH-
Hble 3a oBecneyeHne npae IMYHOCTU HA 3aLLUTY NEPCOHANBHOW MHOPMAaLIMKM, MOTYT NONaraTbCs Ha NONUTU-
KW 1 npakTu4ecKkue npuemsl U B JOMNOMHEHUE HA AENCTBUTENbHOCTb ANEKTPOHHbIX CEPTU(UKATOB, BblAAHHBIX
APYrMMU YNONTHOMOYEHHBIMU OpraHu3aLusMm.

Bo mMHorux crtpaHax cucrema umdpoBbiX cepTuduKaToB ucnonb3ayerca ans odecneveHma 6e3onacHoro
obmMeHa nHopmaLuen B Npeaenax HauMoHanbHbIX rpaHuL,. Ecnu paspabotka ctaHaapToB Takxe orpaHuyeHa
STUMU Npegenamu, To 3T0 NPUBOAUT K HECOBMECTUMOCTM MONUTUK U PErMAaMEHTOB YA0CTOBEPAIOLMX LIEHTPOB
(YL) v ueHTpos peructpauun (LIP) pasHbix CTpaH.

TexHonorusa LMgpoBbiX CepTUMUKATOB aKTUBHO PA3BUBAETCA B pamMKax onpeaeneHHbiX HanpasneHui,
He creunduyHbIX ANA 3apaBooxpaHeHust. HenpepbiBHO NPOBOAUTCA BaXkHeWLwaa paboTa no ctaHaaprusauum
U B HEKOTOPbLIX Cy4yasx no npaBoBomy obecneyeHunio. C Apyron CTOPOHbI, NOCTABLUMKN MEAULIMHCKUX YCRyr
BO MHOIMMX CTpaHax y>xe UCNoMb3yloT UNU NNAaHUPYIOT UCNONb30BaTh Ludposble cepTudukatol. Hactoawmin
CTaHaapT Npu3BaH yaoBNETBOPUTb NOTPEOHOCTbL B yNPaBNeHUU AaHHLIM UHTEHCUBHBIM MEXAYHAPOAHLIM NPO-
Leccom.

HacToauwmi crangapr cogepxur obLme TexHUYeckne, IKCnnyaraumoHHble U MeToaudeckue Tpebosa-
HWSA, KOTOPbIe A0MKHbI ObITb YAOBNETBOPEHDI ANsi 0DecneveHus UCNornb30BaHuUs LUMdPOBbLIX CEPTUDUKATOB B
uensix obmeHa MeanLUMHCKO MHchopmaLMen B npeaenax 0aHOro A0MeHa, Mexay IoMeHamu U 3a npeaenamu
rpaHuy oaHow opucankuuu. Ero uenbto sBnsercs cosgaHne ocHOB rnobanbHoi uHteponepabensHocTu. Ha-
CTOALLMIA CTAaHAAPT M3HAYanNbHO NPEeAHAa3HAYEH ANs NOAAEPXKKWN TPAHCTPAHMYHOIO 06MEHa AaHHBLIMU HA OCHO-
Be UUppoBLIX CEPTUPIUKATOB, OAHAKO OH TaKXKE MOXKET CMY>XUTb PYKOBOACTBOM MO LUMPOKOMY UCMOSNb30BAHMIO

v
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UM POBLIX CEPTUAUKATOB B 3APaBOOXPAHEHMM HA HALMOHANbHOM WKW PErnoHanbHOM YpoBHAX. WHTepHeT
BCE LUMPE UCMNOMb3YyeTCa Kak CpeacTBO nepeaayn MeauuMHCKUX AaHHbIX MEXAy OpraHu3auuamu 34paBoox-
paHeHus U ABNSAETCH €4UHCTBEHHbIM pearibHblM BapuaHToM ANs TPaHCrPaHUYHOro obMeHa AaHHbIMU B 3TOW
cepe.

Cepua craHgaptos MCO 17090 gomkHa paccmaTrpuBaTbCa Kak egquHOe Lenoe, NOCKONbKY Kaxaasa us
Tpex ee yacTen BHOCUT CBOWN BKNazA B onpeAeneHune Toro, Kak Ludposbie ceptudmnkarsl MOryT UCNONb30BAaTb-
ca ans obecnevyeHns CepBUCOB BE30MACHOCTM B CUCTEME 3APAaBOOXPAHEHWS, BKIOYasi ayTeHTudmKauumio,
KOHMAEHUMANBHOCTb, LIEMOCTHOCTb AaHHbIX U TEXHUYECKME BO3MOXHOCTM NOAAEMKKM KAYECTBA SNEKTPOH-
HOW NMoAnucu.

NCO 17090-1 onpeaenset OCHOBHbLIE MPUHUMUMBLI TPUMEHEHNA LMAPOBLIX CEPTUMKATOB B chepe 3apa-
BOOXPAHEHUsI U CTPYKTYpY TpeboBaHuii k MHTeponepabenbHOCTU, HEOOXOAMMBIX ANS CO34aHUSA CUCTEMbI 3a-
LMLLEHHOro obMeHa MeaULMHCKON MHGpOpMaLmMen Ha OCHOBE NPUMEHEHNS LMPPOBbLIX CEPTUPMKATOB.

NCO 17090-2 onpeaenseT cneyndudHblie Ana cdepbl 34paBOOXPaHEHUA NPOMUIN ANEKTPOHHbIX Cep-
TUUKATOB, OCHOBAHHbLIX HA MexXayHapogHoM craHgapte X.509 un ero npocune, onpeaeneHHom B cneyndu-
kauyumn IETF/RFC 5280 ansa pasHbix TUNOB CEPTUAIMKATOB.

MCO 17090-3 umeeT OTHOLIEHWE K nMpobnemMamM ynpaeneHus, CBA3aHHbIM C BHEAPEHWEM U JKCMy-
aTauuen umdposbIX cepTudukaToB B chepe 3apaBooxpaHeHnd. B Hem onpegeneHbl CTPyKTypa MOAUTUK
CepTUdUKATOB U MUHMMATbHbIE TPEBOBAHUSA K HUM, @ TaKKe CTPYKTypa CONYTCTBYIOLUMX OTYETOB NO Mpak-
Tn4eckomy npumeHenunto ceptupukaummn. MCO/TC 17090-3 ocHOBAH Ha MHAOPMALMOHHbLIX PEKOMEHAALN-
ax IETF/RFC 3647 «Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework» (OCHOBbI NOAUTUK CEPTUMKATOB U OTYETOB NO NPAKTUYECKOMY MPUMEHEHUIO cepTudukauum
B MHPPACTPYKTYPE OTKPbLITLIX KNIOYen, COOTBETCTBYIOLWEN cTaHaapTty X.509 n ucnonb3yowen VIHTEpHET) u
onpeaenser NPUHLUMNbI MONUTUK BE€30NacHOCTM MEAULIMHCKON MHAOPMALIMK MPU €e TPaHCTPaHUYHON nepe-
Jade. B Hen Takke onpeaeneH MUHUManbHO HEOOX0AUMBIN YPOBEHL 6E30MacHOCTU NPUMEHUTENBHO K acnek-
Tam, cneumduyHbIM Ana cdepbl 34paBOOXPaHEHMS.



FOCT P UCO 17090-2—2016

HALULWOHANBbHBIN CTAHOAPT POCCUNCKON SPEREPALUUMN

UudopmaTusauma snopoBbA
NMHO®PACTPYKTYPA C OTKPbITbIM KJIFOYOM
YacTtb 2
Mpoduneb ceprudukara

Health informatics. Public key infrastructure. Part 2. Certificate profile

Dara BBeaenusa — 2018—01—01

1 O6nacTb NnpuMeHeHun

Hacroswmii ctaHaapt onpeaensiet OCHOBHbIE Npodunu ceptudukaTtos, Tpebyemble ansa odbmeHa meau-
LIMHCKON MHcpopmaLuelt BHYTPU OAHOM OpraHu3aumu, Mexay opraHu3aumsamu U Npu TPaHCrpaHUYHOM o6meHe.
OH onucCbIBaeT getanu NPMMeHeHns uMdpoBbIX CepTMUKATOB B OTPACAM 3APaBOOXPaHEHNNA U pokycupyeT-
Cs1, B YaCTHOCTH, Ha 0COBEHHOCTAX npodunen ceptudmnkaTos, cneLudPUUHbIX AN 34PaBOOXPAaHEHUA.

2 HopmaTuBHbIe CCbINTKU

B HacTosiem cTaHaapTe MCNOMNb30BaHbI HOPMATUMBHBLIE CCbIMKU HA CNEAYIOLUE CTaHAapThl:

ISO 17090-1, Health informatics — Public key infrastructure — Part 1: Overview of digital certificate services
(MudpopmaTtusaums 30poBbs. MHpacTpykTypa ¢ OTKpbITbIM KMtoHoM. YacTb 1. CTpykTypa u obime cseaeHus)

ISO 17090-3, Health informatics — Public key infrastructure — Part 3: Policy management of certification
authority (MHdopmaTusaumsa 3g0posbs. MHpacTpykTypa ¢ OTKPLITLIM Ko4OM. YacTb 3. YnpasneHue nonu-
TUKaMK YAOCTOBEPSIOLLIETO LEHTPA)

IETF/RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) [UHTepHeT. Mpodunb ceptudukara X.509 MHDPpaCTPyKTYypbl OTKPLITLIX KNOYEN U CNUCKA OTO3BAHHBLIX
ceptupukaros (CRL)]

3 TepMuHbI N onpeaeneHus

B HacToswem craHgapte npumMeHeHbl TepMuHbl o MCO 17090-1.

4 CokpaleHus

B HacTofLlem cTaHaapTe NPUMEHEHBI CReayloLnMe COKPAaLLEHUS:

LA — ueHTp npucBoeHus atpubyTtoB (AA — attribute authority);

CA — ceprudpukar arpubyta (AC — attribute certificate);

YU — ynocroBepsiiowmii ueHTp (CA — certification authority);

NC — nonutuka ceprudpukauum (CP — certificate policy);

OlNC — otyet 0 npakTuke ceptudukauun (CPS — certification practice statement);
COC — cnucok oTo3BaHHbIX cepTudmnkaroB (CRL — certificate revocation list);
COK — ceprudomkat otkpbiToro kntoda (PKC — public key certificate);

MOK — uHdppactpykrypa oTKpbIThIX kntouen (PKI — public key infrastructure);
LUP — ueHTtp peructpauumn (RA — registration authority);

OTC — poBepeHHas TpeTbA cTopoHa (TTP — trusted third party).

UspaHune opumumanbHoe
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5 MonuTukn ceprudmkaumm B 3apaBooxpaHeHun

5.1 Tunbl cepTUdMKaToB, HEOGXOAUMbBIX ANA 34PaBOOXPAHEHUA

Ceptudukarbl MAEHTUHHOCTU AOMKHbI BbIAABATLCS:

- chusmnyeckum nuuam (kBanupuLMpoBaHHbIM MEAULIMHCKUM paboTHUKAM, BCMOMOraTeNbHbIM MEAULIUH-
Ckum paboTHukam, cybcnampyemMbiM NOCTaBLLMKAM MEAULIMHCKMX YCAYT, paboTHMKaM NoAAepXxuBaloLwmX opra-
HMU3auui, a Takke nauueHTam/noTpedunTensaMm MeauLIMHCKON MOMOLLIW);

- opraHu3sauuam (opraHu3auuam 34PaBOOXPAHEHUST U NOAAESPXIMBAIOLLUM OpraHu3auusm);

- YyCTpOWCTBaM;

- NPUNOXEHUAM.

Ponun chmsnyeckux nuuy n opraHusaumii AOSDkHbI ObITh 3anucaHbl MO0 B camoMm cepTudukaTe uaEHTUY-
HOCTU (B pacLuMpeHumn ceptucpukara), unu B accoummpoBaHHoMm CA. PasnuuHblie Tunbl ceptudpmkara u ux
B3aMMOOTHOLLEHMS MOKAa3aHbl HA PUCYHKE 1.

WHdpacTpyKTypa OTKPLITLIX KMloueh

CepTudmkarsl noguuHeHHbIX YU

CepTudukaThi OTKPLITONO KNno4a
Kpocc-ceptudmkarbi
(cepTucpukatbl
nocpeaHuyeckux YLI)
CeprudukaTs! kopHeBbIX YL| KeanuduLIMPOBaHHOM MeMLIMHCKORO paBoTHUKa
(aTTecTaumMoHHLIN cepTudmkar)
CepTuduKaThbl KOHEYHBIX BcnouoraTenbuop MeauUMHCKOro paboTHUka
OB BEKTOB (aTTecTaumoHHLIi cepTudukar)
n . Cy6cnavpyemMoro NocTaBLLUvKa MEAULIMHCKMX YCnyr
WHHBIA (aTTecTaumnoHHLI cepTUduKaT)
Pa6oTHWKa nopAepXuMBaloLei opraHuaaLmum
Oprarusaumn (aTTecTaumMoHHbIi cepTrdmkar)
YetpoiicTea I'IauueHTa/nmpe?u'ren;l Me[IMLIMHCKOWH NomoLLmn
(aTTecTaumnoHHbIif cepTudmkar)
MpwnoxeHua
Ceptudukarsl arpubyra

PucyHoKk 1 — Tunbl cepTUhUKaTOB, UCTIONb3YeMbIX B 3[ipaBOOXPaHEHNN

5.2 CepTudukatbl yoocToBEPSAIOWErO LEeHTpa

5.2.1 CepTudukatbl KOPHEBbIX YAOCTOBEPAIOWUX LEHTPOB

CepTtudukaTbl KOPHEBBLIX YAOCTOBEPSAIOLLMX LIEHTPOB WCMONL3YIOTCA, €CNMU YA0CTOBEPSIOWUIA LEHTP
(YL) cam siBnsietca cyObekTom ceptudpukata. OHM CaMonoAnMCaHbl M NPUMEHSIIOTCS AN BbIMyCKa CEPTU-
ukaToB AOBEPAOLLUMM UM CTOPOHaM, BKIOYaa nogymHeHHble YL, MMone 0CHOBHbIX OrpaHUYeHnin CoaepxuT
npusHak, 4To cybbekToM ceptudukara sasnserca YL.

5.2.2 CeptuchukaTtbl NnoA4YUHEHHbIX YL

CeptudukaTbl nogyMHeHHbIx YL Boinyckatotea ana YL, kotopele cepTuduumupyotca ApyruM BbiLLe-
croawmm YL, HageneHHsIM NpaBoOM BbinyckaTb CEPTUPMKATLI UK ANA ApyrMx nogvuMHeHHbIxX YU, unu ana
06BLEKTOB.

5.3 Kpocc-cepTudukarbl (ceptudukarbl nocpegHuveckux YLl)

B cpeae VHTEpHET HE NPUXOAUTCS PACCYUTLIBATL HA Hanudme YL, BepxHero ypoBHs, KoTopomy OyayT
JOBEPATL OpraHu3auuu 3ApaBOOXPAHEHUS, ECIIU OHW MOAYMHEHBI PasHbIM BEAOMCTBAM WAW JOMKHbI y4a-
CTBOBaTb B TPaHCrpaHu4HoM oBMeHe MHopMauuei. BMecTo aToro B cUCTEME 34paBOOXPAHEHUS AOKHbI
C034aBaThCA OTAENbHbIE KOCTPOBKW JOBEPUSY, KaabI CO CBOMM KOPHEBbIM YLI, 0GCNy>XMBAIOLLMM Fpynmny
yupeXaeHuii 3apaBooXpaHeHns, 06pasoBaHHy0 N0 NPU3HAKY CreuManusaumumy, BeAOMCTBEHHOM NOAYUHEHHOCTH
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Unu reorpadnyeckoro pacnonoxeHus. Kaxablin kopHeson YL kaxxaoro «0CTpoBKa A0BEPUSA» AOMKEH BblAaTb
Kpocc-cepTudukar apyromy kopHesomy YLL. B Takoi cutyauum rpynna YL MOXeT cornacoBatb MUHUManNbHbIN
Habop cTaHaapTOB, BKIOYAEMbI B UX MOMUTUKM U COOTBETCTBYIOLLIME OTYETHI O NpakTuke ceprudukaummn. Kak
TOMbKO 3TO CAenaHo, AOBEPAIOLLIAA CTOPOHA MOXET NPUHATL cepTudoukar ot YL, Haxoaswerocs 3a npegena-
MU €€ AOMeHa. OTOT NoAX0A MOXET ObiTb 0COOEHHO MOMNe3eH peruoHanbHbIM OpraHam ynpasneHus 3apaso-
OXPaHEHWEM A4S OPraHU3aLnMu MEXTEPPUTOPUANBHOro o6mMeHa nHopMaumen.

Ons B3auMHOM cepTudukaummn pasnuyHelix JoMeHoB YL ncnonb3yercst 0cobbiil TUN cepTudukaTtos —
Kpocc-cepTudbukartbl (ceprtudpmukarbl nocpegHundeckux YL). C nx nomowypio obecnevnsaerca macwrabHoe
pa3sBepTbIBAHME MPUINOKEHNI OTKPLITbIX KIMIOYEN, HAaNpPUMEp 3aLUMLLEHHas ANEKTPOHHAA NoYTa u Apyrue npu-
noxeHus, Tpebyemoble AN CUCTEMBI 34PABOOXPAHEHUS.

5.4 CepTuduKaTbl KOHEUYHbIX OO HLEKTOB

Ceptudukarbl KOHEYHbIX OOLEKTOB BbIAAKOTCA TakMM OOBbEKTaM, KaK NuLia, OpraHu3aumun, NPUNOXeHna
unu yctpoinctea. OHU Ha3bIBAKOTCA CepTUdUKaTaMn KOHEYHbIX OOBEKTOB, MOCKONbKY HE MCMOMb3YIOTCA ANA
Bbldaun cepTudmKaToB ApYruM oO0bEeKTaMm.

5.4.1 CeptndmukaTbl UAEGHTUYHOCTH NKL

CepTudukarbl MAEHTUHHOCTU NULL OTHOCATCS K MOATUNY CePTUPMKATOB KOHEUHbIX OOBLEKTOB U NpeaHa-
3Ha4eHbl 4N1A BblAauM OTAENbHbIM NULAM B Liensax ayTeHTudukauumu. Cneayiowme narb TUNOB A€ACTBYIOLLNX
N1y B 34paBoOXpPaHEeHUM paccMaTpuBaKOTCs Kak OTAerNbHbIE nNuua:

a) KBanMULMPOBaHHbIE MEAULMHCKNE PABOTHUKH:

- KaXablil BNagenew Takoro ceptudpukara asnserca MeAULMHCKMM pabOTHMKOM, KOTOPOMY ANS BbINOS-
HeHUs NpoecCuoHanbHbIX 06513aHHOCTEN HEOBX0AMM CepTUMKAT UNKU NULIEH3MA OT OpraHa rocyaapcTBeH-
Horo ynpasneHust (cm. UCO 17090-1, nogpasgen 5.1). 3tu ceptudpmkarbl MOryT UMETL TUN aTTECTALMOHHOTO
ceprucpukara (cm. MCO 17090-1, noapasgen 8.2 v nogpasaen 7.3 HaCTosILLEro craHaapra);

b) BcnomoraTteneHble MEAULMHCKME PADOTHUKK:

- Kaxkablil Bnagenew Takoro ceprudpmkara sBNSeTCsd MeAULMHCKUM pPabOTHMKOM, KOTOPOMY ANsi Bbl-
NONHEeHNsA NPoeccuoHanbHbIX 00513aHHOCTEN He TpebyeTcsa cepTudmukar unu nNUUEH3us oT opraHa rocyaap-
CTBEHHOro ynpasnexus (cm. MCO 17090-1:2008, nogpasaen 5.1). 3tu ceprudpmkarsl MOryT UMETb TUN arre-
CTaLMOHHOIo cepTudukara;

C) cyGcuaupyembliii NOCTaBLUMK MEAULMHCKUX YCIYT:

- Kaxqablii Bnagenew, Takoro ceprudpukara apnsaerTca nULOM, BbINOMHAIOLWMM OnpeaeneHHble 06A3aHHO-
CTW B CUCTEME 3paBOOXPaHeHUs No cybcuanmn ocbmunanbHON opraHu3auun 3apaBoOXPaHEHUA UM YaCTHO-
NPaKTUKYIOLLETo Bpada. 3Tu cepTudukarbl MOryT UMETb TUN aTTECTALMOHHOTO cepTudmkara;

d) paboTHuK nogaepxmealoLen opraHusauum:

- Kaxkablii Brageney, 1akoro ceptudukara asnaerca paboTHUKOM OpraHu3aumu 3apaBoOXpaHEeHUs Unm
noaaepXvBaloLLei opraHusaumu. 3Tn cepTudukaTbl MOryT UMETb TUN aTTeCTaUMOHHOro cepTudukara;

€) nauymeHt/notTpedutens MeAULMHCKON NOMOLLK:

- Kakabli Bnagerney Takoro ceptudukara SBRSETCA NMLUOM, KOTOpPOE Ha onpeaeneHHoMm atane nubo
nony4ano, nubo nonyyaer ycnyru ksanuuuupoBaHHOro UNU BCNOMOraTenNbHOro MeAMLMHCKOro paboTHuKa.
3Tu ceptudmkaTbl MOTyT MMETb TUM aTTECTALUOHHOIO ceprudmkara.

5.4.2 Ceptudmkar MAGHTUYHOCTU OPraHn3auumn

OpraHu3auus, CBA3aHHas C CUCTEMOW 34paBOOXPAHEHUS, MOXET BNaaeTb CepTudMKaTom B LEnax
naeHTumkaumum unu ana wndpoBaHuA AaHHbIX. B HacToAWEM cTaHaapTe NPeayCMOTPEHO YKasaHne ee Hau-
MEHOBaHUs B none ceprudumkara B coorsercTsun ¢ IETF/RFC 3647.

5.4.3 CepTuduKkaT MAEHTUYHOCTU YCTPOUCTBA

MuauBuayansHasa naeHtudmkauma n ayTeHTudukaumsa MoxeTr TpeboBaTbCa Takum yCTpOWCTBAM, Kak
cepBep UMM MeauLUMHCKUIA Npubop, Hanpumep yCTPOWCTBO NYYEBOW ANArHOCTUKU, MOHUTOD XM3HEHHO BaX-
HbIX NOKasarenen Unu NPoTesnpyloLLee YyCTPocTBO.

5.4.4 CepTudukar npunoxeHus

WHauBuayanbHas naeHTudukaums u ayteHTudukaumsa MoryT 6biTb HE06X0AMMbI TAKOMY NPUSIOKEHMUIO,
KaK aBTOMAaru3MpoBaHHasi MHOPMAaLMOHHAA cUCTEMA, HANPUMEP CUCTEMA YY€ETa KOEYHOro hoHaa n ABuxe-
HUA NaUNEHTOB.

XOoTA HACTOSILUMI CTAHAAPT NOCBALIEH B OCHOBHOM NMPUMEHEHUIO CEPTUGUKATOB NOCTABLUUKOB Meau-
LIMHCKOM NOMOLLM, HEOOX0AUMO OTMETUTD, YTO NAUMEHTaM/NOTPebUTENAM MEANLIMHCKUX YCAYT ANs KOHTPONsS
CBOEro 310pOBbsi BCE Yalle HEOOXOAUMbI AaHHbIe, ANA 3aLMTbl KOTOPbIX MOTYT NPUMEHATLCA LUdPOBLIE
ceptudukarbl.
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5.4.5CA

CA npeacraensier coboi cepTUMULIMPOBAHHYIO UMW 3aBEPEHHYIO LM POBOM MOAMUCHLIO COBOKYMHOCTb
atpubytos. Ctpyktypa CA noxoxa Ha cTpyktypy COK; ocHOBHOe oTnuume B TOM, yto CA He coaepxuT oT-
KpbITbIN KNtod. CA MOXET cogepxatb atpubyThl, cneuuduumpyolmMe YNeHCTBO B rpynne, Kateropuio gonycka
K MH(bOpMaLMK M Apyrue cBeAeHus 0 Bnaaensue ceprudmkara, KoTopble MOryT ObITb UCNONBb30BaHbI ANS KOH-
Tpons gocryna. Ctpykrypa CA gomkHa cooTsBeTcTsoBaTh crneuudukaumm IETF/RFC 3281 «An Intemet Attribute
Certificate Profile for Authorization» (Mpodunb ceprudpukara arpubyra aAnsa asTopusauum B CeTu MIHTEpHET).

B cucreme 3apaBooxpaHeHnst CA MOTyT BbINOMHATbL CYLIECTBEHHYIO PONb HOCUTENA CBeAeHWi 06 aB-
Topusauuu. CeefieHnst 06 aBTopu3auum oTNUYaKTCA OT uHopmauum o ponu paboTHUKa B CUCTEME 3ApaBO-
OXpaHEHWs1 UNKU OT NULEH3MI, KOTOpas MOXeT ObiTb NepefaHa B ceptudukare oTKpbLITOro knioya. Hanuuue
PONN UNK NULEH3MN BNUSAET HA aBTOpM3aumio, HO caMo No cefe He 00a3aTenbHO UAEHTUYHO aBTOpU3aUuun.
BaxkHO OTMETUTb, YTO AeTanbHasa cneuudukauma AC elle He ycTosanach M ByaeT yTOuHATLCSA o mepe 6onee
LUMPOKOro NpUMeEHeHust pa3paboTyunkammu MH(OPMALIMOHHBIX CUCTEM.

Cuntakcuc CA onucaHd B cneuyundpukauynm IETF/RFC 3281 «An Internet Attribute Certificate Profile for
Authorization».

KoMnoHeHTbl CA UCMONb3YIOTCA Creayowmm 06pasom.

Pa3Hble Bepcun CA oTnuyaroTcst no Homepy Bepcuu version. Ecnu B CA npucyTCTBYET none csepTku
objectDigestinfo unu ecnu none baseCertificatelD uaeHtuduumpyer usgarensa ceprudukara, To Homep
Bepcun version gomkeH ObiTb V2.

[None owner 3a4aeT MAEHTUYHOCTL Bnagensua CA. Obs3arenbHO A0KHbI ObITh yKa3aHbl HAUMEHOBA-
HWe usgartensi U CepuiiHbIi HoMep KOHKpeTHoro COK. MoxeT ObITb YyKka3aHO OQHO UIU HECKOMNbLKO 00LMX Hau-
MEHOBaHWIA, a ykasaHue CBepTkM oObekTa 3anpeLyeHo. Mcnonb3oBaHue oowmx HaumeHoBaHu GeneralName
camux no cebe B ka4yecTee MAeHTUUKaAUUM BriagenbLa NpPeacTaBnser TOT PUCK, YTO OHM MOTYT He obe-
CNeYnTb AOCTATOMHO TOYHOW NPUBA3KM HAWMEHOBAHUA K OTKPLITOMY KIIOYY, YTO 3aTpyAHUT NpuMeHeHne CA
Ans ayTeHTuduKaumm ngeHTMyHocTu Bnagensua. Kpome Ttoro, Hekotopbie hOpMbl OOLIMX HAMMEHOBAHUIA
GeneralName (Hanpumep, IPAddress) He roaaTca Ans uMeHoBaHusA Bnagenbua CA, KOTOPOro CKOpee MOXHO
OTHECTU K PONU, HEXENMN K KOHKPETHOMY 00bekTy. HeoBx0aAMMO OrpaHu4MTLC NPUMEHEHUEM Takux (HOpMm
o6LuUero HaMMeHoOBaHUA, Kak OTNNYMUTENbHLIE MMEHA, aapeca, COOTBETCTBRYIOLME cneundukauun ETF/RFC 822
(aneKkTpoHHas noyTa), 1 (ans UMeH porei) 00beKTHbIE UaEHTUUKATOPbI.

MNone issuer cogepxut naeHtudukaumnio YL, seinycrueLuero ceptudmkar. HaumenosaHue usgarens u ce-
puiiHbIi HoMep COK aormkHbl ObITb YKa3aHbl 06sa3aTenbHo. ObLmMe HaMMEHOBAHUS YKa3biBaTb HEODA3ATENLHO.

MNone signature naeHTuuyupyeT kpuntorpaduyeckunii anroputm, UCNONb3yeMblin AnNA uudpoBon nNoa-
nucu CA.

Mone serialNumber cogep>XuT CepuitHbI HOMEP, YHUKanbHO naeHTuduumpyowmn CA cpeamn Bcex cep-
TUUKATOB, BbINYLLEHHBLIX €70 U3JaTenem.

Mone attrCertValidityPeriod 3agaet cpok gencreua CA, npeacTasneHHbIV B hopmare reHepann3oBaH-
Horo BpeMmeHu GeneralizedTime.

Mone attributes cogepxut atpubyThl BnagenbLla ceptTudukara, KOTopble 3aBepsaioTca 3TUM cepTudu-
KaToMm (Hanpumep, NpUBUNErUKM JOCTYNA).

Mone issuerUniquelD MoxeT GbITb MCNONL30BaHO AN uaeHTudukauum nagarenss CA B MHCTaAHUMSX,
KOTOPbIM OfIHOTO UMEHU U3JaTens HeAOCTaTOUHO.

Mone extensions nossonset o6asnsaTb HoBbIe Nons kK CA.

Hetanu ncnonb3osaHusi CA B sgpaBooxpaHeHuun onucarbl B UCO 17090-1, nogpasaen 8.3.

5.4.6 CepTuchukatbl ponu

CA nonb3oBaTens MOXeT COAePKaTb CCbINKy Ha apyroi CA, coaepaLumin CBe4eHWA O AOMNONHUTENbHbIX
npusunernax. ATo ABNAETCA IPMEKTUBHBIM MEXAHU3MOM peanusaumu NPMBMIErMpoBaHHbLIX PONeil.

B psge opraHusauuii 4nsA BeINONHEHMA ONpeaeneHHbiX paboT TpebyeTcsa aBTopu3auus Ha OCHOBE Npu-
BUNErnii, Ha3HaYeHHbIX POrAM (0OBbIMHO B COMETAHUM C MHAMBUAYANbLHO Ha3Ha4YeHHbIMU NpuBKUneruamMu). MNpe-
TEHAEHT Ha NPUBMINErUN MOXET NPeACTaBUTb KOHTPONIEPY HEYTO, AEMOHCTPUPYIOLLEE HanM4me y Hero onpe-
JeneHHon ponu (HanpuMep, Ponu «nNpoAasLa» WU ponu «noKynaTtens»). KoHTponep MOXeT 3HaTb anpuopm
UM Y3HATb C NOMOLLbIO KaKUX-NMBO CPEACTB, KakMe NPUBUIErMK CBA3aHbI C STOW POMbIO, U NPUHATE NONOXN-
TENbHOE UMK oTpULaTenbHoe peLueHne o6 asTopusauuu.

BoamoxxHbI BCE cneayoLwmue cuTyauuu:

- nobon CA MOXeT onpeaensTtb no6oe Ynucno ponei;

- cama porsib 1 ee obnagareny MoryT onNpeaensATLCA U YNPaBMATLCA PasaenbsHO C NOMOLLBIO OTAENbHbIX CA,

- NPUBMNErnn, HasHa4YeHHbIE 4aHHOW POnu, MOryT ObITb 3anncaHbl B O4HOM MK HECKONbKKUX CA;
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- npu HeoBxoauMOCTH obnaaarento ponu MoXeT ObITb MPUCBOEHO TOMNLKO NOAMHOXECTBO NPUBUNETUN,
Ha3Ha4YE€HHbIX PONHK;

- obnagaHue ponbio MOXET AenernpoBaThCs;

- ponsam u obnagaHuio ponbio MOryT ObITb HA3HAYEHbI ONPEeAENeHHbIE CPOKU AEWCTBUSA.

O6bekTy MoxeT 6biTb NpucBoeH CA, cogepxalumii atpubyT, yBeAoMNSIOWMI, YTO 3TOMY 0ObEeKTY Ha-
3HaueHa onpeaeneHHasa ponb. STOT cepTUdUKAT MMEET pacLUMpEHUue, coaepxallee ykasatenb Ha apyrov
CA, onpegensiowumi 3Ty ponb (Takoi cepTuduKaT ponm ykasbiBaeT porib B KA4YECTBE Bnajesnbua u coaepxmt
CMUCOK NPUBUNErIA, HasHaYeHHbIX 3TON ponu). N3aatenun ceprudukara obbekra n ceprudukara ponm Moryt
ObITb HE3ABUCUMBIMU, U 3TU CepTudUKaTbl MOTYT YNpaBnATLCA (MpekpallaTh AeNCTBUE, OT3bIBATLCA U T. 4.)
OTAEnbHO ApYr OT Apyra.

He Bce chopmbl 06wwero HaumeHoBaHusi GeneralName npurogHbl Ans UCNONb30BaHUA B Ka4ECTBE UMeE-
HU ponu. MNMonesHee BCEro MCNOMb30BaTb 0OLEKTHLIE UAEHTUMUKATOPbI U OTAIMYUTENbHbLIE UMEHA.

6 O6uwune TpeboBaHUA k cepTudukaram

6.1 CooTBeTCcTBME CepTudukara

Ko Bcem ceptudpumkaram, onpegeneHHbIM B HACTOSILLEM CTaHAApTe, NPEAbABNAIOTCA cCneaylolme Tpe-
GoBaHus:

a) OHM AONMKHBI ABNATLCA cepTudukaramm copmara X.509 sepcuu 3;

b) oHM gomkHbI cooTBeTcTBOBaTL cneuudukauumn IETF/RFC 5280. OTKNOHEHUA OT Hee AOoMyCKaloTcA
TOMbKO B TOM Crny4yae, eCrnm OHW COOTBETCTBYIOT NPEASIOKEHHbIM PELLEHUAM BbIABNEHHbIX Npobnem aTow
cneunduKayum;

C) cepTudpmkaTtbl, NOATBEPXKAAIOLLME UHAMBUAYASIbHYIO WAEHTUYHOCTb, AOMMKHBI COOTBETCTBOBATL Creumdu-
kaumn IETF/RFC 3739. OTKNOHEHMA OT Hee J0MyCKalTCA TONbKO B TOM Cilydae, eCnu OHM COOTBETCTBYIOT
npeanoXeHHbIM peLUeHUsIM BbISIBMEHHbIX Npobnem 310l cneuudukauumu;

d) none signature OMKHO MAEHTUPULMPOBATL UCMOb3YEMBIA anNrfOPUTM 3NEKTPOHHON MOANUCH;

€) MMHMManbHasa AnMHA CEPTUAULIMPOBAHHOTO OTKPLITOTO KNova AOMKHA 3aBUCETL OT UCMONb3YyEMOTr0
anroputMa. AnuHbl KNoYMen 4okHbl cooTBeTcTBoBaTh MCO 17090-3, noanyHKT 7.6.1.5;

f) HasHaueHue knova ansa wugposarus dataEncipherment He JOMKHO COYETATLCH HU C HEOCNOPUMO-
CTblO, HW C SMEKTPOHHOW NOANUCHIO (CM. 7.2.3).

Hwxe onucanbl o6LMe aneMeHTbl BCeX LMdpoBLIX CepTUMDUKATOB, NpeaHa3HaYeHHbIX ANA 34paBooxpa-
HEHWA U NOKa3aHHbIX HA PUCYHKE 1. 3TU SNeMeHTbl OAMHAKOBBI Y Pa3fNMyHbIX TUNOB CEPTU(UKATOB.

Certificate ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmidentifier,

issuer Name,

valldity Validity,

subject Name,
subjectPublicKeylnfo SubjectPublicKeylinfo,
issuerUniqueldentifier 1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY.

B none version ykasaHa Bepcusi KOQUPOBAHHOIO cepTudmkara. Ee 3HaueHne JOMmKHO PaBHATLCS V3.

6.2 O6wWwume nons Bcex TUNOB cepTucgukaTos

1) None serialNumber umeer uenoe sHaveHue, npucsausaemoe YL, kaxgomy ceprudukary. OHo
npegHasHa4yeHo Ans yHUKanbHOW uaeHTudukauuu ceptudukaros. 3HayeHue serialNumber gomkHo
ObITb YHUKAmNbHLIM ANA KaXgoro ceptudukara, BbiNyLEHHOTO AaHHbIM YLl (TO eCTb HaMMEHOBaHue u3s-
parens ceptudukara B COMETAHUM C CEPURHBIM HOMEPOM ABNAETCA rMobanbHO YHUKanbHbIM UAEHTU K-
KaTopoMm).

2) MNone signature coaepxut uaeHTudukaTop anroputMa, ucnonb3oBaHHoro YL| ana nognucu ceptu-
dukara.

3) MNone issuer ngeHTMUUMPYET HaMMEHOBaHUE OpraHu3auuu, NOANUCABLLEN W BbIMYCTUBLUIEN CepTu-
doumkat. 3Ha4YeHue IToro Mons NpeacTaBnser cobon cTpykTypy umeHn MCO, cocTaB KOTOPOI COOTBETCTBYET
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onpeaeneHunto knacca o6bLEKTOB POnK B opraHu3saunm (organizational Role), Haxoaswerocsi nog knaccom oob-
€KTOB OpraHu3auum organization unu nogpasgeneHus organizationUnit.

4) Mone validity cogepxut nHTEpBan BPEMEHU, B TEYEHUE KOTOporo YL rapaHTupyer AedCTBUTENb-
HOCTb MHCbOpMaLUK, cogepxaLleiics B ceptudukare. Mpu Bbigade ceptudmkara ksanubuumpoBaHHOMY Me-
AULUMHCKOMY paBoTHMKY YL, AOMKEH NPUHATL Mepbl, YTOOLI CPOK AEACTBUA LIMPPOBOro cepTudukara He npe-
BbICUIT CPOK AENCTBUA cepTUdMKaTa cneumanuncta unm npodeCccuoHanbHoi NuueH3umn. Ytobbl BbINMONHUTL 3TO
ycnoeue, YL, gomkeH nnbo ycTaHOBUTL CPOK AeWCTBUA LM poBOro ceptudmkara He npesbiLIaloLMM Cpoka
AencTBuA ceptudmkara cneumanucta (npodeccuoHanbHon nuueH3um), nnbo HagexHbiM 06pa3omM Nony4uThL
noaTBepXKAEHUe, YTo cepTudukaT cneymanucta (IMLeH3ns) NPoASeH A0 UCTEYEHUS ero cpoka AEeNCTBUS, a
€Crnu CPOK UCTeK, a NOATBEPXKOEHME HEe MOMYyYEeHO — O0T03BaTb LMPOBON cepTUdUKaT UM NPMOCTaHOBUTL
ero fencreune.

Mpumevyanune — OmnuunTensHele Npasuna koanposaHua [Distinguished Encoding Rules (DERY)] paspelator
“cnonb3oBaTh HECKONBKO cnocoboB dopmaTupoBaHus 3HadeHuin aatbl U Bpemenn tuna UTCTime u GeneralizedTime.
Y106blI MUHUMU3UpPOBaTE NPobreMbl ¢ BepudukaLuei LndpoBoit NOANUCH, B peanusaluax cTaHgapTa BaXHO UCNOMb30-
BaTb OAWH U TOT Xe dopmart. Ecnu rog Gonblue nnu paseH 2050, To Bpems [OMKHO KOAUPOBATLCS, UCNONb3yA dopmat
GeneralizedTime. YTobbl kogupoBaHue 3aHadeHnin Tuna UTCTime 6bino coBMecTUMbIM, HeO6X0AUMO KOAUPOBaTL UX, UC-
nonb3ys copMaT «Z», U He onyckaTb None CekyHA, faxe ecrniu OHO uMmeeT 3HadeHue 00 (To ecTb hopMaT JoMKeH BbITb
YYMMDDHHMMSSZ). Mpu Takom koauposaHum none roga YY AomKHO MHTepnpeTupoBaTthes kak 19YY, ecnu YY Gonblue
unu pasHo 50, n kak 20YY, ecnn YY meHblue 50. Korga ucnoneayercs tun GeneralizedTime, To 3Ha4eHue 3Toro Tuna
LOMKHO KOZMPOBaTLCA, UCMOMb3ya hopMaTt «Z», U None ceKyHA AOMKHO 6bITb BKITIOHEHO (TO ecTb chopmaTt JomkeH BbiTb
YYYYMMDDHHMMSSZ).

5) Mone subject nageHTUUUMpPyeT HaMMeHoBaHUe CyObekTa, aCCOLIMMPOBAHHOTO C OTKPbITLIM KITHOHOM,
cogepxawmmes B none subjectPublicKeylnfo.

6) B none subjectPublicKeylnfo xpaHATCA OTKPLITLIA KMOY U AEHTUUKATOP anroputmMa NpUMEHeHUa
3TOro Knioya.

7) Heo6sizatensHoe none issuerUniqueldentifier npeacraenser coboin GUTOBYIO CTPOKY, UCMONb3ye-
MYIO ANSl YHUKanNbHOW naeHTudmkauuun nsgarensa (B cOotsercraum co cneuudukaumen IETF/RFC 5280 Ha-
CTOSILUUI CTaHAAPT PEKOMEHAYET HE UCNOMb30BaTh 3TO MOne).

8) HeobssarenbHoe none subjectUniqueldentifier npeacrasnsaer coboi GUTOBYIO CTPOKY, UCNONb3ye-
MYIO ANsl YHUKanNbHOW naeHTudumkaumm cyobekrta (B cootsercteumn co cneuudpukaumen IETF/RFC 5280 Ha-
CTOAILUI CTaHAAPT PEKOMEHAYET HE UCNONb30BaTh 3TO NONE).

9) MNone extensions gOMKHO COAep>aTb NOCNEA0BATENBHOCTL U3 OAHOIO UM HECKOSbKUX pacCLLUMPEHUN
ceptudukara.

Mognuck ceptuchmkara fobaBnAETCA K TUMY AaHHbLIX CEPTUUKaTa C NOMOLLLIO CTAHAAPTHOIO TUNA AaH-
Hbix SignedData, onpegeneHHoro B cneyudukayum X.509.

6.3 Cneuudukaumnm odWwmux nonemn

6.3.1 O6wume ceegeHun
Huxe npuseaeHbl cneuudunyHblie TpeboBaHua K Hopmauum, coaepxalueics B 6a3oBbixX NONsIX cepTU-
dukaTa, KoTopble eLle He Obinu BkNoYeHsl B cneuyudukauuio IETF/RFC 5280 unm IETF/RFC 3279.
6.3.2 NMone signature
PekomeHnayetcs npucsansarb noso signature 04HO U3 CneayloLmX 3HAYEHUN:
. md5WithRSAEncryption (1.2.840.113549.1.1.4)
. sha1WithRSAEncryption (1.2.840.113549.1.1.5)
. dsa-with-sha1 (1.2.840.10040.4.3)
. md2WithRSAEncryption (1.2.840.113549.1.1.2)
. ecdsa-with-SHA1 (1.2.840.10045.4.1)
. ecdsa-with-SHA224 (1.2.840.10045.4.3.1)
. ecdsa-with-SHA256 (1.2.840.10045.4.3.2)
. ecdsa-with-SHA384 (1.2.840.10045.4.3.3)
. ecdsa-with-SHA512 (1.2.840.10045.4.3.4)
10. id-RSASSA-PSS (1.2.840.113549.1.1.10)
11. sha256 V\thRSAEncryption 1.2.840.113549.1.1.11
12. sha384WithRSAEncryption 1.2.840.113549.1.1.12
13. sha512WithRSAEncryption 1.2.840.113549.1.1.13
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6.3.3 MNone validity

3HayeHus gat cpoka AencTeus, nepegasaembie B none validity, JOMmkHbI COOTBETCTBOBATL cneyudu-
kauum IETF/RFC 5280. B HacToswem cTtaHaapTe NPUHATbHI OrpaHMYeHns CPOKOB AENCTBUS CEPTUAUKATOB,
BbldaBaeMbIX B CUCTEME 34PAaBOOXPaHEHUSA, onucaHHble B ctaHaapte MCO 17090-3, nogpasgen 7.6.3.2.

MomeHT BpemeHu notBefore, ykazaHHbIN B cepTUdUKaTe, oTpaxaeT TOYHbIN MOMEHT, Ha4MHas C KOTO-
poro YLl Oyaet ynpaensiTe akTyanbHoOn nHopMauuen o cratyce ceptudpukara n nybnmkosarb ee.

6.3.4 MNMone subjectPublicKeyinfo

B aTtom none gomkeH ObiTb 3agaH MAEHTUMUKATOP anroputMa, HanpuMep:

1 Anroputm RSA

pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

2 Anroputm Diffie-Hellman

OObekTHbI naeHTuduKatop anroputma Diffie-Hellman, nogpepxveaembiii B HaCToOALEM npodune,
onpeaeneH B ctaHaapTe ANSI X9.42:2003 [X9.42].

dhpublicnumber OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1}

3 Anroputm DSA

O6bekTHbIN naeHTudukatop anroputma DSA, noagepxMBaemsblii B HacTosiLeM npodune, UMeeT 3Ha-
YyeHue

id-dsa ID ::= { iso(1) member-body(2) us(840)

x9-57(10040) x9cm(4) 1}

4 3nnunTUYecKne KpuBble

Ecdsa {[1, 2, 840, 10045, 2, 1]}

TpeboBaHus k pasmepam knio4a cm. B ctaHgapte MCO 17090-3, nogpasaen 7.6.1.5.

6.3.5 MNone HauMmeHOBaHUA u3parens issuer

HaumeHoBaHue nsgatens, xpaHsiLleecs B none issuer, 40MKHO MMeTb popmat, COBMECTUMBINA C COOT-
BETCTBYIOLLEN CTPYKTYpoii umeHn UCO, cocTaB KOTOPOI COOTBETCTBYET ONPEAENeHnto knacca 00LEKTOB Ponu
B OpraHu3auuu organizationalRole, Haxoasiwerocs noa Knaccom oB6LEKTOB OpraHusauun organization unu
noapasgenexHus organizationUnit, c npuBeAEHHbIMU HUXKE JOMONHEHUAMU U OrPaHUYEHUSIMU.

CoaepxaHue nons HaMMeHOBaHWUA n3garens issuer 4na Kaxaoro Tuna ceptudukara onucaHo B noa-
pasgerne 6.4.

1 MNone HauMeHoBaHUA cTpaHbl countryName. 310 none AOMKHO coaepXaTb ABYXOyKBEHHbIN kog NCO
CTpaHbl.

lMpumep — countryName = “US”.

310 none obszarenbHOe, NOCKOSbKY B cdhepe 3ApaBOOXPAHEHUSI BXKHO 3HaTb CTPaHY NMPOUCXOXKAEHUS
cepTudukara, npeabABNEHHOIO AN 3anpoca Ha AOCTYN K NepPCOHanbLHON MeanuuHCKon uHdopmarmuu. B pas-
HbIX CTpaHax CyLUeCTBYIOT CBOM 3aKOHbI NO 3aLMTe NEePCOHAarNbHbIX aHHbIX U CBOSA MPAKTMKa MX NPUMEHEHUS,
NO3TOMY 3HaHWE CTPaHbl NPOUCXOXKAEHUSA 3anNpoca Ha AOCTYN MOMOXET NPUHATL peLUeHUe, YAOBNETBOPUTL
€ro UIu Het.

2 lNone HaumeHoBaHNA MecToHaxoxaeHus localityName. 3T1o none MOXeT CNonbL30BaTbLCA ANA XpaHe-
HUS MO MEHbLLEH Mepe 0AHOr0 HAMMEHOBaHUA MeCToHaxoXaeHusi. Cneuyudukauusa ero chopmara 3agaer asa
YPOBHSA HAUMEHOBAHUA MECTOHaXOXAEHUA. BepxHuit ypoBEHb yKa3sbiBaeT CTpaHy, NMocCne KOTOPOW yKa3aHo
reorpaduyeckoe HauMeHoBaHUEe MeCTOHaxOXaeHus. B none HaumeHoBaHMA u3pgatensa ceprudukara none
localityName crpaHbl MOXXHO ONYCTUTL U OrpaHUYUTLCA TonbKo nonem localityName reorpacduyeckoro me-
CTOHaXOXAEHUS.

lpumep — localityName = “California”.

3 MNone HaumeHOBaHMA opraHusauumn organizationName. 310 none, KOTOpoe UCMONb3YETCA ANS Xpa-
HEHUA HaMMEHOBaHUA CyOCUANPYIOLLEN OpraHM3auUnK 34PaBOOXPaHEHNUS B cepTudmKkare KOHEYHOro obbekTa
1M HaMeHOBaHUA yAOCTOBEPSAIOLLIErO LUeHTpa B cepTtudukare YL, omkHO coaepxaTbh NONHOE oduumansHoe
HauMeHoBaHue opraHusauuu.

lpumep — organizationName = “California Hospital Authority”.

4 MNone HaMMeHoBaHMA moapasaeneHus organizationalUnitName. Ecnu 510 none npucyTcTByeT, TO
OHO MCNOMb3yeTCsl ANA XPaHEHUSI HAMMEHOBAHUA NOAPA3AENeHNs AaHHON opraHusauun. MoxHo 3agasarb
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HECKONbLKO YPOBHEN NOAYMHEHHOCTU NoagpasaeneHun, 3agasasa 6onee oHOro 3Ha4YeHus atoro nons. Ecnu aro
norne ykasaHo, TO €ro 3HayeHue AOMDKHO BblOupaTbCA TakuM 06pa3oM, UTOObI UCKIIOYUTL €r0 HEOAHO3HAY-
HOCTb B JOMEeHe AaHHoro YLI.

lpumep — organizationalUnitName = “Midtown Hospital Radiology”.

5 MNone obuwero HaumeHoBaHusi commonName. Ha3HayeHue 3TOro nons — onucaHue obLueynoT-
pebuTenbHOro HauMeHoBaHus usgatensi. 3TO none B COYeTaHuu ¢ OOLWMM HauMeHoBaHWeM cybbekTa
commonName Hepeako UCMONb3yeTCs CTAHAAPTHBIMU KOMMOHEHTAMKU MPOrpamMMHOro obecneyeHus npu
BblAaye nonb3oBarento uHdopmauumn o ceprudukarte. NosToMy HaumeHoBaHWE AOIMKHO ObiTb MHGOpMa-
TUBHBIM, YTOObI AaTb XOpOLLEe NpeACTaBNeHne 0 HasHavyeHun ceptudpukarta u ero usgarene. Kpome Toro,
pekomeHayeTca BKNoYaTb B 3Ha4eHue nona commonName HaMMeHOBaHUe ynpasnsiowen NONUTUKKU cep-
Tupukaummn. OHO CRyXUT AONOMHEHNEM K naeHTudukaunum NONUTUKN C MOMOLLBLIO 0OBLEKTHOrO naeHTudu-
KaTopa.

lMpumep — commonName = “Patient Health Information Policy”.

6.3.6 None HaumeHoBaHuA cyobekTa subject

HaumeHoBaHue cybbekTa, xpaHsieecs B none subject, 4omkHO uMeTb hopmaT, COBMECTUMBIN C COOT-
BETCTBYIOLLEN CTPYKTYpOr umeHn MCO, coctaB KOTOPOI COOTBETCTBYET ONpeAEneHuio knacca o6bLekTos ponu
B OpraHu3auuu organizationalRole, HaxoasLeroca noa knaccom o6bLEKTOB opraHusauuu organization unu
nogpasaeneHus organizationUnit, C npUBeaeHHbIMU HUXKE AONOAHEHUSAMU U OrPAHUYEHNAMMU.

Ksanudukauus n 4OMKHOCTU yHACTHUKOB CUCTEMBI 34 pABOOXPaHEHUA oTpaxatorcsa B none hcRole pac-
wnpeHuna ceptudukara.

CoaeprxaHue nons HauMeHoBaHus cybbekTa subject ans ka)xaoro Tuna ceprudmkara onMCaHo B pasae-
ne 6.4. [lononHUTENbHLIE COBETHI M YKa3aHUS MOXHO HawTu B AokymeHTe ISO/TS 21091 «Health informatics —
Directory services for healthcare providers, subjects of care and other entities» (MHpopmaTusauus 3goposbs.
Cnyx0Bbl kaTtanora Ans NOCTaBLUMKOB MEAULMHCKOW NOMOLLM, CYyObLEKTOB MEAULMHCKONW NOMOLUM U APYruX
00BbEKTOB).

1 MNone HaumeHoBaHUsA cTpaHbl countryName. 310 none A0mMKHO coaepxatb ABYxOykBEHHbIN kog NCO
CTPaHbl.

lMpumep — countryName = “US”.

MpakTuka 3anonHeHus 3TOro Nosisi 3aBUCUT OT KOHKPETHOMN CTpaHsl.

3710 none obsasarensHoe Ana YL, keanuduumpoBaHHbIX U BCMOMOraTenbHbIX MeaULMHCKUX paboTHU-
KOB, cybcuamnpyembiX NOCTABLUMKOB MEAULMHCKUX YCIYT, OpraHn3auuin 1 paboTHMKOB Noa4epXKUBaIOLLMX Op-
raHu3auui, NoCKonbKy B cepe 3apaBooOXpaHeHMsl BaXkHO 3HaTb CTpaHy NPOUCXoXaeHusa cyObekTa, npeab-
SIBNAIOLLEro cepTudumkaT AnA 3anpoca Ha AOCTYN K NepCOHanbHON MeAUUUHCKON MHOopMauuu. B pasHbix
CTpaHax CyLLeCTBYIOT CBOW 3aKOHbI MO 3aluMTe NMepCoHanbHbIX AAHHBIX U CBOSI MPAKTUKA WX NMPUMEHEHMS,
MOSTOMY 3HaHMe CTpaHbl NPOUCXOXKAEHUSA 3anpoca Ha AOCTYN NMOMOXET NPUHATL PELLEHMUE, YAOBNETBOPUTL
ero Unu Her.

2 MNone HaumeHoBaHMA MecToHaxoxaeHus localityName. 3710 none MoXeT UCNONbL30BATLCA ANSA Xpa-
HEHWsi Mo MeHbLUel Mepe OAHOr0 HauMeHOBaHWS MECTOHaxoxaeHusA. Cneuudukaumsa ero cdopmara 3a-
flaeT ABa ypoBHA HAMMEHOBaHUA MECTOHaxXoXaeHUsi. BEpXHWUIN ypOBEHb yKa3biBAET CTPaHy, NoCne KOTOPOK
yKasaHo reorpaduyeckoe HaumeHoBaHue MecCToHaxoxaeHus. B none nmenu cybbekra ceptudpukara none
localityName cTpaHbl MOXHO ONMYCTUTb U OrpaHMYUTLCA TONbKO nonem localityName reorpaduueckoro
MECTOHAXOXKAEHUSI.

lMpumep — localityName = “California”.

3 Mone HanmeHOBaHWA opraHusauum organizationName. 3710 none, KOTOpPOe UCMONb3YETCA ANA Xpa-
HEeHUs1 HaMMeHOoBaHMS cybcnanpyloLLel opraHu3aumm 3apaBooOXpaHeHus B cepTudukaTe KOHEYHOro obbekTa
1 HaMMeHOBaHUs YAOCTOBEPSAIOLLEro LeHTpa B ceptudumkare YL, 4omKHO coaepxartb NonHoe oduumanbHoe
HanMeHoBaHwue opraHu3auuu.

lMpumep — organizationName = “Midtown General Hospital”.

4 one HaumeHOBaHWA nogpasgeneHusi organizationalUnitName. Ecnn 810 none npucyTCTBYET, TO
OHO UCMOMb3YeTCA ANS XPAHEHUs HAMMEHOBaHWUSA NOApasfeneHns AaHHOW opraHusaumu. MoxHO 3ajaBaTb
HEeCKOnNbLKO YPOBHEN NOAYMHEHHOCTU noapasaeneHuii, 3agasas 6ornee 0aHOro 3Ha4eHus atoro nons. Ecrim ato
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none ykasaHo, TO ero 3Ha4yeHue AOIMKHO BbiIOMpaTbCsl Takum 06pa3oM, YToObl UCKIIIOYUTL €0 HEOAHO3HAY-
HOCTb B AOMEHE AaHHoro YL.

B HeKOTOpbIX MECTHbIX CUCTEMAX 3 paBOOXPAHEHUs, HanpumMep B ANOHWUU, NONe HaUMEHOBaHUA NOA-
pasgeneHus UCNonb3yeTcA AN XPaHEeHUS! PONK YYaCTHUKA 34paBOOXPAHEHUA. ITO NONEe MOXET ObITh NOMnes-
HbIM NpPKU peanu3auuu 4acTHbIX BUpTYyanbHbix ceter (VPN), NocKonbKy mMapLupyTu3aTopbl UNn MexceTeBble
9KpaHbl HEKOTOPbIX Npoeaigepos VPN mMoryT pacno3Haearb aneMeHT HaumeHoBaHus nogpasaenenus OU u
MCMOMNb30BaTh €ro Npu NPUMEHEHUMU NPaBUN PA3pPEeLLEeHUs UMK OrpaHuyeHns Aoctyna. C ero noMoLLbIO A0-
BEPSAIOLLAasa CTOPOHA Nerko MOXET CYMTarb MHpOPMaLMIO O PONN HEMOCPEACTBEHHO U3 cepTudukara. Takum
obpasom, ecnu none organizationalUnitName yka3aHo, TO OHO MOXET UCMONb30BaTLCA ANS XPAHEHUA PONN
YYaCTHUKA CUCTEMbBI 31PaBOOXPAHEHUSA.

lNMpumepk!

1. organizationalUnitName = “Midtown Hospital Radiology”.

2. organizationalUnitName = “Licensed Physician”.

5 Mone obwero HaumeHoBaHuss commonName. HasHaueHue 3Toro nomns — onucaHdue obeynoTpe-
OuTENbHOr0 HauMEHOoBaHMs cybObekTa. OHO AOIMKHO NMPUCYTCTBOBATH M COAEPXKAaTb TOUHOE HAUMEHOBAHWE
cyObekTa, U3BECTHOE CUCTEME 31PAaBOOXPAHEHUSA.

lNMpumep — commonName = “Bruce Wayne”.

3710 none A0MmKHO ObITb 0BA3aTENLHLIM ANS NMUL, U OpraHu3auuii, ABNSIOLMXCS cyObekTammu ceprudu-
kaToB. Ecnu Haao npuHATL peLueHue 0 AOCTYNE K NePCOHaNbHON MEAULMHCKON UHdopmauumn unm o6 otkase
B JOCTYyNe, TO BO3MOXHOCTb MAEHTUMULMPOBATL Ha3BaHWe nuua, U3BECTHOE CUCTEME 3A4PaBOOXPAHEHUS,
MOXXET UMETb CYLLECTBEHHOE 3HAYEHUE.

6 Mone pamunumn surName. 310 none UCNONb3yeTca Ans ykasaHusa hamunuu cybbekta ceprudukara.
OHO MOXET MPUCYTCTBOBaTb. ECNM OHO NPUCYTCTBYET, TO OHO AOMMKHO COAEPXKAaTb TOUHYIO (DaMUNUIO CyEbeEK-
Ta, U3BECTHYIO CUCTEME 3[1PABOOXPAHEHUSA.

lMpumep — surName = “Wayne”.

7 MNone umeHn givenName. 310 none UCNONbL3YeTCA ANA yKa3aHUA MMEHU U OTHECTBA CyObekTa cep-
Tudukata. OHO MOXKET MPUCYTCTBOBATL. ECAM OHO NPUCYTCTBYET, TO OHO JOMKHO COAEPXAaTb TOMHbLIE UMS U
OTYECTBO CYyOLEKTa, U3BECTHLIE CUCTEME 34PABOOXPAHEHUS.

lMpumep — givenName = “Bruce”.

8 MNone agpeca anekTpoHHoN no4Tel e-mail. OCHOBHOE PEKOMEHA0BAHHOE Ha3Ha4YeHUe 3TOro nonsg —
XpaHeHue agpeca aneKTPOHHOW NoYTkl CybbekTa.

lMpumep — e-mail = “jsmith@network.com.au”.

Paspeluaerca napannensHoe BkmoveHue atpubyta EmailAddress B oTnuuutenbHoe umsi cybbekTa
AnA nogaepXXkn yHacnegoBaHHbIX peanusauuin, Ho B cneundmkauumn IETF/RFC 5280 Takoe ucnonb3oBaHue
00bSABNEHO ycTapeBLIMM. HacToawumin CTaHaapT peKoMeHaYyeT UCNONb30BaTh ANEMEHT e-mail B none ansrep-
HaTUBHOIO HauMeHoBaHuA cybbekTa subjectAltName, a He B none HaMMeHoBaHUA cyGbekTa.

6.4 TpeGoBaHuA OoNA Kaxaoro Tuna ceptTudmKaToB B 34paBOOXpPaHeHUMN

6.4.1 OnemMmeHTbl NOMAA U3agarens issuer

TpeGoBaHus K aneMeHTaM nons usgarens issuer 4ns Ka)xgoro Tuna cepTuguKaToB B 34paBOOXPAHEHNN
npuBeaeHbl B Tabnuue 1.

6.4.2 OnemeHTbI NONA cy6obekTa subject

TpebosaHusa k anemeHTam nons cyGbekta subject 4ns kaxaoro Tuna ceprucuKaToB B 3ApaBOOXpPaHe-
HUK NpuBeAEHbI B Tabnuue 2.



Tabnuuya 1— TpeboBaHus K aNeMeHTam Nons usgatens (issuer) 4N Kaxgoro TMNa cepTUUKATOB B 34paBOOXPaHEHNN

Ceptucpukatsl YL

Cepruchukathbl MGEHTUYHOCTH

3neMeHT CepTudukar CepTuchukar CepTuchuar
KBarin@uLmn- -
cepTuchmkata ;:: fygggg Kpoce- poaagLoLr‘o Egrr':nzr:;:ﬂ:_ Ceptudukar CepTtudpukar CepTucomkar Cepruchukar atpubyTa
loLLero LeHTpa?) cepTudmkar MeaMLyHCKoro | croro paBoTH- notpeburens opraHusauun ycTponcTBa MpUNoXeHUs
paGoTHUKa ka3
BrieMeHThl nonsi uagarens issuer’)
CountryName Ob6asarens- O6azarens- Obasarenb- Obs3arens- Obszarens- Obssarenb- Obs3zarens- Ob6asarerns- Heobs3a-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
LocalityName Heoba3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heob6s3a- Heobs3a- Heobs3a-
TenbHOE TenbHoe TenbHoe TenbHoe TernbHoe TenbHoe TenbHOE TernbHoe TenbHoe
Organization_ Obsizatensb- Ob6ssarens- ObnAszarenb- Obsisatenb- Obssarenb- Obnsarenb- ObsizaTenb- Obssarent- Heobs3a-
Name Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
Organizational_ Heobsiza- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobsi3a- Heobs3a- Heobs3a-
Unit Name TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TerbHoe TenbHoe
CommonName ObszaTens- O6a3arens- Obasarens- Obn3sarens- Obsasarens- Obasarens- Obs3arenb- Ob6nsarens- He npume-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe HUMO

) B HacTosel TabnuLe ykasaHsl Te 3eMeHTbI Nons usgaTens issuer, TpeGoBaHMs K KOTOPLIM MOTYT OTNIUYATLCS NS Pa3sHbIX TUMOB CepTUdUKATOB.
2) Mop yaOCTOBEPAIOLIMMI LIEHTPAMMN NOHUMAIOTCS BCE, KTO BLINYCKAET CepTUdUKATEI KOHEUHBIM 06beKTaM.

%) TpeboBaHus, NpeabABnAeMbIe K cepTUdnKaTaM BCNOMOraTeNbHLIX MeANLIMHCKMX paBOTHUKOB, OTHOCSITCA Takoke K cepTudmkaTaM cyGeuanpyeMblX NOCTaBLY-

KOB ML ULIMHCKUX YCIYT U paGoTHUKOB MOAAEPXKMBAIOLMNX OPraHU3aLni 34 paBooXpaHeHus.
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Tabnuuya 2— TpeboBaHus k anemeHTaM nons cybbekTa (subject) Ans kaxgoro TMNa cepTUUKATOB B 34paBOOXPAHEHUM

CepTucukatbl YL

CepTudukarbl MAEHTUYHOCTU

SneMeHT CepTtudukar Ceptudukar Ceprucpuar
cepTuduKaTta ;: : cf) JTM (?;2 ;2: Kpocc- ngg:m'g"r‘g' :grr'g “&Zr:;:ﬂﬁ: Ceptuchukar CepTudukar CepTucukar Ceptucpukar aTpubyTa
folLero LeHTpa2) cepTudukar MeULMHCKOro | cKoro paBoTHU- notpeéurens opraHusaLuu ycTpowcTBa npunoxeHns
paboTHUKa Ka
BnemeHTbI nons cybbekTa subject
CountryName Obssarens- Ob6s3arens- ObnzaTent- Obgasarens- Heobsi3a- ObssaTenb- Heobs3a- Heobsiza- Heobs3a-
Hoe Hoe Hoe Hoe TenbHoe Hoe TenbHoe TenbHoe TensHoe
LocalityName Heoba3a- Heobs3a- Heobs3a- Heobasa- Heobs3a- Heobs3a- Heobssa- Heobs3a- Heobs3a-
TenbHoe TenbHoE TensHoe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TensHoe
Organization_ Obgasarens- O6asarens- Heobs3a- Heobs3a- Heobs3a- Obnsarenb- Heobs3a- Heobs3a- Heobs3a-
Name Hoe Hoe TensbHoe TenbHoe TenbHoe Hoe TenbHoe TenbHoe TenbHoe
Organizational_ Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobn3a- Heobn3a- Heobs3a- Heobsi3a-
Unit Name TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TensHoe TenbHoe TenbHoe TenbHoe
CommonName ObszaTens- Obsi3aTens- Obszarenb- Obnzarent- Obszarens- Obszarenb- Heobssa- Heobs3za- Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe TensHoe TenbHoe
GivenName He npume- He npume- Heobs3a- Heobssa- Heobs3a- He npume- He npume- He npume- Heoba3a-
HMMO HUMO TenbHoe TenbHoe TenbHoe HUMO HUMO HUMO TensHoe
SurName He npume- He npume- Heobs3a- Heobs3a- Heobsasa- He npume- He npume- He npume- Heobs3a-
HUMO HUMO TenbHoe TenbHoe TenbHOE HUMO HUMO HUMO TenebHoe
EmailAddress Heobs3a- Heobs3a- Heobs3a- Heobsiza- Heobsiza- Heobsasa- Heobs3a- Heobs3a- Heobsiza-
TernbHoe TenbHoe TenbHoe TenbHoe TeneHoe TenbHoe TenbHoe TenbHoe TenbHoe

) B HacTosweit TaBnuue ykasaHbl Te aneMeHTsl nonst cybbekTa subject, TpeGoBaHs K KOTOPLIM MOMYT OTAMYATLCS AN pasHbIX TUNOB cepTUdUKATOB.
2) Moa yAOCTOBEPSIOLNMI LIGHTPaMm NOHUMAIOTCS BCe, KTO BbiNycKaeT cepTUdMKaThl KOHEUHBIM 0BbekTaM.
3 TpebGosaHus, NpeabsBNAeMble K CepTUdUKaTaM BCNOMOraTenbHbIX MeANLIMHCKUX paBoTHUKOB, OTHOCATCS Takke K cepTudmMKkaTaM cy6euaupyeMelX NocTaBLLyU-
KOB MEAULIMHCKUX YCNYT N paboTHWKOB NOAAEPKUBAIOLLMX OpraHu3aumii 3gpaBooxpaHeHus.

¢-060L}L OO d 10041
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7 Ucnonb3oBaHue pacluivpeHun ceptudukara

7.1 Oowme cBegeHun

Hwxe nprvBeaeHbl TpebOBaHUs K aneMeHTam nonen pacwmpenus (extensions) ceprucukaro hopmara
X.509 Bepcuun 3, npeabsaBnsgeMble K MX MCNOMb30BaHUIO B 3aga4ax 3gpasooxpaHenust. bonee aeranbHas uH-
dopmauuax 06 aTux nonsix npueeaeHa B cneyudukauuax IETF/RFC 5280 u IETF/RFC 3739.

7.2 O6wMe paclmpeHus

7.2.1 None naentudukaropa knioya YL| authorityKeyldentifier

3T0 pacLumMpeHne AOMKHO MAEHTUMDULMPOBATL OTKPbITLIN KMIOY, UCNONb3yEMbIN AN NPOBEPKW NOANUCH
ceptudukara. C ero noMOLLLI0 MOXHO OTNIMYATL PasHbIe KMoYn, MCNonblyemble ogHum YL, (Hanpumep, npu
O0BHOBMNEHNUN KIIOYUA).

HomxkeH ncnone3osatbes ToNbKO anemeHT keyldentifier nona pacwupenus authorityKeyldentifier.

3T0 paclmpeHune aBnaeTca HekpuTudeckum. Ecnu oHo ucnone3yetcs, pekomeHayercs 06bABNATL €ro
o0bsa3aTenbHbIM.

7.2.2 MNMone ngeHTudukaTopa knrova cybbekra subjectKeyldentifier

3T0 paclumpeHne Ucnonb3yeTca AN uAeHTUMUKaLMM OTKPLITOrO KAoua, CoAEPKaLLErocs B none cep-
Tugukara subjectPublicKeylnfo.

B cneundmkaumn IETF/RFC 5280 npuBeaeHbl ykasaHus, KakuMm obpa3om aneMeHT uaeHtudukaropa
MOXET ObITb M3BNEYEH U3 OTKPLITOrO Kroya. PaspelueH niobon anroputm M3BIEYEHUS MPU YCIIOBUM, YTO
unaenTudukarop dbyaer obrnagars CBONCTBOM YHUKANbHOrO NPEACTaBNEeHUs Kroya.

370 paclumpenune aBnsaeTca 06593aTenbHbIM U HEKPUTUYECKUM ANS BCEX CepTUMKATOB KOHEYHbIX 00b-
€KTOB 1 BCex cepTudukatos YL| B Lienoyke aoBepusi, NOCTPOEHHON ANA CUCTEMbI 31PAaBOOXPAHEHUS.

7.2.3 lNMone 0CHOBHOrO Ha3HauyeHus krnova keyUsage

3T0 pacLumpeHne AOMKHO MAEHTUPULUPOBATL OCHOBHOE Ha3HA4YeHUe, acCOLMMPOBAHHOE C OTKPLITLIM
Kno4yom ceptudpmkara. Micnonb3oBaHne 0AHOW M TON e Napbl KNto4en U Ansa WudpoBaHus, U Ans aneKTPOH-
HOW MOANWCU BOCNPELLAETCs, @ UCMONb30BAHUE KIoYa AN WMGPOBaHUSA He AOIMKHO COYETATLCA HU C He-
OCMOPUMOCTbLIO, HU C 3NIEKTPOHHOW NoANMChLIO (CM. 6.1).

3710 pacwmpeHne JomkHO ObiTb 00A3aTenbHbIM. PeKOMEeHAYeTCsl cYnMTaTh €ro KpUTMYECKUM (Kak 3To
ykasaHo B crneuudpukauyumn IETF/RFC 5280).

7.2.4 MNone cpoka UCNONb30BaHUA CEKPETHOro kroyva privateKeyUsagePeriod

Mcnone3oBaHWe 3TOro pacLUMpeHns He PEeKOMEHAYETCS.

Mo ymonyaHuio B OTCYTCTBME 3TOrO0 paCLLMPEHUsi MEPUOA, AENCTBUA CEKPETHOrO KMioMa COBNaaaeT co
CPOKOM AeiiCTBUSA cepTudukara.

7.2.5 None nonutuk ceptucpukaumum certificatePolicies

Pacwupenue certificatePolicies gomkHO cogepxarb 0ObEKTHbIN nAEHTMUKaTOp CTaHAapPTU3OBAHHOMN
nonuTukK ceptudukaymm YL, B coorsercreum ¢ MCO 17090-3.

3TO paclumpeHue aBnsaeTca 06a3arenbHbIM U HEKPUTUUECKUM.

7.2.6 None ansTepHaTUBHOro UMeHU cyobekTa subjectAltName

PekomeHgyetcs, 4ToObl 3TO pacluMpeHue NpUCYTCTBOBAnNo B ceptudmkare u utobbl OHO coaepka-
no afgpec 9NeKTPOHHOM NOYThI nomny4yarens ceprudukara, CooTBeTcTByOUMi cneyudukauun RFC 822.
Ecnu B Hero BknoveH anemeHT umeHun karanora directoryName, 10 B uensax o6ecneveHuss noaaepxxu
MeXAyHapogHoro Habopa CUMBOMOB ANst OTAIMYMTENBHOTO UMEHU CyBbLeKTa OH AOMKEH MMETb TUN AAHHBIX
UTF8String.

3710 paclumpeHue aBnaeTca Heoba3aTenbHbIM U HEKPUTUYECKUM.

7.2.7 None 6a3oBbix orpaHnyeHuit basicConstraints

Pacwupenune basicConstraints coaepixmrt 6yneBckoe 3HaYeHWe, UCNONb3yeMoe, YTOObl yka3arh,
MOXET N CcyGbekT aencTBoBaTh kak YLI, ucnonb3ysa cepTudULMPOBAHHbIA KNIOY ANA NOANUCU CEpTU-
dukaros. Ecnu 310 3HayeHue paBHo TRUE, T0 MOXET ObiTb TaKke yka3aHO OrpaHu4YeHue ANWUHbI NyTH
cepTudukaumu.

Ceptudpmkarsl YL, aomkHbl BkNovaTth B cebsa pacwmperue basicConstraints co 3HaueHnem TRUE.

Uro6bl yA0CTOBEPUTLCA, ABNAETCA NN JAHHOE paCLUUPEHUE KPUTUYECKUM NUGO HEKPUTUYECKUM U 00s-
3arenbHbIM NMB0 Heobs3aTenbHbIM, CM. Tabnuuy 3.

Ceptndukarbl KOHEYHbLIX 00LEKTOB (BblAABAEMbIX KBaNMM@ULIMPOBAaHHOMY MEAULIMHCKOMY pabOTHUKY,
BCNOMOraTefiLHoMy MeAULUHCKOMY paboTHUKY, CybcuampyemMomMy NoCTaBLUMKY MEAULMHCKUX YCNyr, paboTHUKY
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noaaepKvBaloLLeN opraHusauun 3apaBooxXpaHeHus, NOTPEOUTENIO, OpPraHU3aLum, NPUIIOKEHUIO UIN YCTPOii-
CTBY) HEe AOMKHbI UMETbL 3TO pacumpeHune ¢o 3HadeHuem TRUE.

7.2.8 Mone To4eK pacnpocTpaHeHUA CNUCKOB OTO3BaHHbIX cepTudukaros CRLDistributionPoints

Cneundukauma IETF/RFC 5280 pekomeHayeT noaaep>Ky 3TOro0 pacluMpeHus yaoCTOBEPSIOLMMU
UeHTpaMn U npunoxeHuamu. [ina peanusaumin CTaH4apToB B 34PAaBOOXPAHEHMU, UCMONb3YIOLWMX TOYKU
pacnpoCTpaHeHNs CNUCKOB OTO3BAHHbLIX CEPTU(MNKATOB, 3TO pacLUMpPEHUe AOMKHO MAEHTUdULMPOBATL Me-
CTOHaxoXaeHue coorsetcraylowero COC (Mnu cnucka O0TO3BaHHbLIX LUEHTPOB cepTudmKauum aAns ceptu-
dukatos YLl) B katanore undposbix ceptucukaros. B aToMm cnyyae OHO AOMKHO ObiTb 06A3aTenbHbIM U
HEeKpUTUYECKUM.

7.2.9 None pacwmnpeHHOro HasHa4eHusA Kkniova extKeyUsage

3710 nore ykasbiBaeT OAHO UNKN HECKOSbKO HAa3HAYEHUN CePTUPULIMPOBAHHOTO OTKPLITOIO Kroya, Ans
KOTOPbIX OH MOXET UCMOSIb30BaTLCA B AONOSIHEHWE K OCHOBHOMY Ha3Ha4Y€HUI0, ONMCAaHHOMY B MOSIE OCHOBHOTO
HasHaveHus kniova keyUsage, cogepxxalieMcsi B pacLULMPEeHUn, UM BMECTO 3TOF0 HasHa4eHus:.

3710 paclwmpeHue ABnaeTcs HeoBA3aTenbHbIM U HEKPUTUYECKUM.

7.2.10 None undopmauumn o aoctyne k uucopmauum YL| authoritylnfoAccess

Pacwmpenue authoritylnfoAccess ykasbiBaeT, kak nofy4uTb A0CTYN K uHcdopmauum o6 YL, Bbiny-
CcTMBLUEM cepTUdUKaT, M cepeepam ycnyr onpeaeneHus cratyca ceptudukara B peanbHom spemeru (OCSP
Responders).

310 paclumpeHue He 3agaeTt mecroHaxoxaeHue COC. Ero sHayueHue CoCTouT M3 NoCneaoBaTenbHOCTU
onucaHui METOA0B AOCTYNa U aapecoB 00bLEKTOB AoCTyna. Kaablih 9NEeMeHT 3TOi nocrneqoBaTernbHOCTH
onucbIBAET hOpMaT U MECTOHAXOXKAEHME AONMONHUTENbLHOW uHhopmauumn 06 YL. Tun n chopmat uHcdopmaLum
yKa3biBaeTcs B METOAE AOCTYNa, a MeCToHaxoXxaeHue uHdopMmauum — B agpece Aocryna.

3T0 paclmpeHue ABNSAETCs Heobs3aTenbHbIM U HEKPUTUYECKUM.

7.2.11 None goctyna k uHdopmauum o cyonekre subjectinfoAccess

3T0 none ykasbiBaeT, kak nony4nTb 4OCTYN K MHhopmauum o cybbekTe ceprucukara u Takum cnyxbdam,
KaKk METKW BPEMEHM.

3T0 pacluMpeHue ABnseTca Heoba3aTernbHbIM U HEKPUTUYECKUM.

7.3 CneuyunanbHble aTPpMGYThI kKaTanora Cy6bLekToB

7.3.1 ATpu6yT npodeccrmoHanbHoi ponu hcRole

ATpubyt hcRole no3sonser KoAUpoBaTb CBEAEHUS O PONU KBanNUULIMPOBAHHOTO UMM BCNOMOraTesb-
HOrO MEeAULIMHCKOTO paboTHMKA. 3TOT aTpubyT peKOMeHAYETCst UCMNONb30BaTh B peanu3auumsx ctaHgapra, no-
CKOMNbKY €ro npuMeHeHue 6yaer cnocobCcTBOBaTL MEXAYHAPOAHOW MHTeponepabensHOCTU cepTudukaumum po-
nen B 3apaBooxpaHeHun. C 3TuM aTpubyTOM MOXHO BbIMYCTUTL HECKONbKO CEpTUUKATOB AN OAHOMO U TOro
»xe nuua. C nonem hcRole MoxxHO accoummpoBaTh Lenbii pag Tabnuy knaccudukauuu. MNpeanaraemoe none
MMEEeT MexaHW3M pacLuMpeHunsi, NO3BOMALWUA UCNOMNb30BaTb HALMOHANbHbIE UMU PErMoHarnbHbIE CUCTEMBbI
KOAUPOBaHUS ponen B 34paBOOXPAHEHUN.

3710 none Tpebyerca Ana cepTudukaToB UAEHTUYHOCTU, NOCKONLKY ponb Brajensua cepTucukara B
30paBOOXpPaHEeHNN COCTaBMAET HEOTLEMMEMYIO YaCTb €ro (ee) naeHTUYHOCTU. Koraa atoT aTpubyT NpoBEpeEH,
A0nonHuTernbHylo nHpopmaumio yaoGHee nomewats B CA, kak 31o obcyxaaertcs B ctaHaapte MCO 17090-1,
nogpasaen 7.4.

Hacroswumin ctaHgapT no3sonseT NPeabABNATbL B cepTudmKaTe Takue pPerMoHanbHble CBEAEHUS, Kak
perncrpaLunoHHble HoMepa, Homepa CHeTOB U MAeHTUMMKATOPbl NauMeHTOoB. HKe npeactaBneHa cneundu-
kauus knacca o6bektoB REGIONAL-DATA.

hcRole ATTRIBUTE ::= {

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

Ha3sHayeHue 06BLEKTHbIX U OeHTU(UKATOPOB
B HacTosILLeM cTaHaapTe HasHaveHbl creayoLne 06beKTHbIE MAEHTUMDUKATOPI:
{iso (1) standard (0) hcpki (17090)}
id-hcpki OBJECT IDENTIFIER :=1.0.17090
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id-hcpki-at OBJECT IDENTIFIER ::= {id-hcpki 0 }
id-hcpki-at OBJECT IDENTIFIER ::=1.0.17090.0
id-hcpki-at—healthcareactor OBJECT IDENTIFIER ::= {id-hcpki-at 1}
id-hcpki-at—healthcareactor OBJECT IDENTIFIER ::=1.0.17090.0.1

id-hcpki-cd OBJECT IDENTIFIER ::={id-hcpki 1}
id-hcpki-cd OBJECT IDENTIFIER  ::=1.0.17090.1
id-hcpki-is OBJECT IDENTIFIER ::= {id-hcpki 2}
id-hcpki-is OBJECT IDENTIFIER ::=1.0.17090.2
OnpepgerneHUsa TUNOB JAaHHbIX:
HCActorData ::= SET OF HCActor
HCActor ::= SEQUENCE {
codedData [0] CodedData OPTIONAL,
RegionalHCActorData [1]1 SEQUENCE OF RegionalData OPTIONAL }
CodedData ::= SET {
codingSchemeReference [0] OBJECT IDENTIFIER,

--- CoaepxuT ccblfky Ha cuctemy koguposanma MCO unu cobinky

--- Ha MECTHYIO CUCTEMY KOAUPOBaHUS, 3apernctpuposaHHyo 8 UCO

--- 60 y HALMOHANLHOIO perncrparopa 06bLEeKTHbIX MAEHTUAUKATOPOB.
--- OOBLEKTHbIN MageHTMAUKaTop cuctembl koguposaHua NCO

--- onpeaeneH Bbiwe (id-hcpki-is).

--- Mo MeHbLUei Mepe OAMH U3 CrieayloLLmMX aNeMEHTOB

--- [OMMKEH MPUCYTCTBOBATb:

codeDataValue [1] UTF8String OPTIONAL,
codeDataFreeText [2] DirectoryString OPTIONAL }
RegionalData == SEQUENCE {

type REGIONALDATA.&id({SupportedRegionalData}),
value REGIONALDATA.&Type({SupportedRegionalData}{@type})}

OnpepeneHue knacca o6bektoB REGIONALDATA:

REGIONALDATA = CLASS {
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id }
OnpepneneHne MHOXecCTBa KnaccoB 06bekToB SupportedRegionalData:

SupportedRegionalData REGIONALDATA ::=
{coded,
-- 3[1€Cb MOTYT ObITb ONpeaeneHbl JONONHUTENbHbIE
-- pervoHanbHble/HaUnoHanbHbie 00bEKTbI}
OnpepneneHne UHPOPMaALIMOHHOTO 00 bEKTa KOAUPOBaHHbIX AaHHbIX coded:

coded ::= REGIONAL-DATA {
WITH SYNTAX CodedRegionalData

ID id-hcpki-cd}
CodedRegionalData ::= SEQUENCE {
country [0] PrintableString (SIZE (2)),
-- Koa ctpaHbl usgarens ceptudukara B coorsetctauu ¢ ISO 3166-1 [10].
issuingAuthority [1] DirectoryString,

-- NpeHTudmkarop nsparens ceptudukara kak permoHansHoro oobekra.
-- MoxkeT ObITb YKa3aH Kak HacTosLWKUiA naeHTUdUKaTop unm
-- Kak CTpokKa moucka B karanore (TpedyeTt AONOMHUTENBHOIO

-- onpeaenexHus).
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL
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Ons 3T0ro nons AOMKHbLI MCMONL30BATLCA KOAbI, HANPUMEP, B3ATLIE U3 CUCTEMbI KOAUPOBAHUSI UMEH
poneit nonb3oBarenen AaHHbIX ASTM E1986-98.

3HaueHus anemeHTOB knacca obbekToB HcActor pekomenayerca 6parb U3 COOTBETCTBYIOLLEI HaLMO-
HanbHOW CUCTEMbI KOAUPOBAHUS.

B ceprudumkarax kBanmpuumpoBaHHbIX U BCMOMOraTenbHbIX MeAULIMHCKUX PabOTHUKOB 3TO pacLumpe-
Hue apnseTca 00a3aTenbHbLIM U HEKPUTMYECKUM. B oCTanbHbIX Cnyyasx OHO HeobA3aTenbHOE U HEKPUTU-
yeckoe.

7.3.2 None aTpu6yToB kaTanora cyonekToB subjectDirectoryAttributes

PekomeHayetcs, 4ToObl 3TO pacLuMpeHWe NPUCYTCTBOBANO B UHAMBUAYANbLHbLIX CcepTudukarax uaeH-
TUYHOCTU. B atux ceprudukarax oHo MoxeT cogepxarb atpubyt hcRole (cm. 7.3.1). Kpome TOro, none
subjectDirectoryAttributes moxer cogepxatb agpyrue arpubyTtbl, He cneunUUUPOBAHHbLIE B HACTOSLLEM
cTangapre.

3710 pacumpeHmne A0MKHO ObITb NOMEYEHO Kak HekpuTnuyeckoe. MNMockornbKy CepTMUKaT MOXET UCMOSb-
30BaTbCA Kak B LIENAX ayTeHTUMKaLMK, Tak U B LENSAX NPUCBOEHUSI ponu, TO B cepTudmkarax ksanuuuu-
POBaHHbLIX U BCMOMOraTenbHbIX MEANLIMHCKMX pabOTHUKOB OH A0MMKeH ObITb 00s13aTenbHbIM. B ceptucukarax
Apyrux TUNOB OH OIMKeH ObITk He00sA3aTeNbHBIM.

7.4 PacwmpeHue o6bsABNeHM kBanuuuupoBaHHOro ceptucgukara qcStatements

Pekomenayetca Bknioyats none qeStatements B ceprudukarsbl kKBanuuLMpOBaHHbLIX U BCIOMOTrarens-
HbIX MeauLMHCKMX paboTHukoB. CepTudmkarsl nauueHTos/notTpeduteneii, cybecuampyembix MOCTaBLUMKOB
MEeAULIMHCKUX YCNyr u paboTHUKOB NOAAEPKUBAIOLLMX OPraHW3auuii Takke MOryT cogepxarb ato none. Cep-
TUUKaTLI YCTPOWUCTB U MPUMOXEHUIA HE AOSMKHBI ero coaepxaTtb. [leTanbHble cBeeHus 06 3ToM none npu-
BeaeHbl B cneundukaumum IETF/RFC 3739.

PekomeHayeTtcsi, YTOObI NPUNOXKEHUSA, COOTBETCTBYIOLLME HACTOALLEMY CTaHAapTy, Bbinu cnocobHbI Noa-
JepXuBaTb UCNOMb30BaHUE pacluMpeHus qcStatements.

3T0 paclumpeHue ABnseTca Heoba3aTenbHbIM U HEKPUTUYECKUM.

7.5 Tpe6oBaHuA onsA Kaxaoro Tuna ceptTudmnkKaToB B 34paBOOXPaHEHUMN

TpeboBaHUs kK SNIEMEHTaM oS paclUMpeHusi extensions Ans Kaxaoro TMna ceprudmkaTos B 3ApaBo-
OXpaHeHWU NpuBeaeHsl B Tabnuue 3.
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Tabnuya 3 — TpeboBaHWA K anleMeHTaM nons pacluMpeHus extensions Ans Kaxaoro Tuna cepTUdUKaToBs B 3/1paBooXpaHeHn

CepTudukartsl YL

CepTuduKkaThl LAEHTUYHOCTH

CepTudukar CepTudumkar c ¢
- epTUPuUKaT
OnemeHT cepTudukara yggg:g;g%';a;_ Kpoce- K:ﬁg:mﬁfg :g';’n%ﬁ;ﬁﬂ:: Ceptudukat | Ceprudmkar | Cepmuchukatr | Ceprucbukar agpwﬁm
Lero LeHTpa ceptudukar MEZMLWHCKORO | CKOTD paBoT- notpebutena | opraHusaLum ycTponcTea NpUNoXeHWs
paboTHuKa Huka?)
ObLwme pacwmpenus
authorityKeyldentifier" Obssatenb- | Obsasatens- | Obssatens- | Obssatens- | Ofasatens- | Obssatens- | Obssatens- | O6asatens- |Heobssa-
Hoe?) Hoe! Hoel Hoe™ Hoe") Hoe?) Hoe Hoe™ TenbHoe
subjectKeyldentifier Obszarenb- | Obssatens- | Obsizatenb- | Ofsizatenb- | O6asatens- | O6ssarens- | O6ssatenb- | Obasatens- |Heo6ssa-
Hoe Hoe Hoe Hoe HOe Hoe Hoe Hoe TenbHoe
keyUsage Obszarens- | Obasatens- | Obssatenb- | Obssatenb- | O6asatens- | Ob6ssatens- | O6ssatenb- | Obasatens- |Heo6ssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
privateKeyUsagePeriod OrtcytetByeT | OTeyTetByer | Heobsiza- Heobs3a- Heobs3a- Heobs3a- Heobn3a- Heobs3a- Heobsiza-
TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
certificatePolicies Obszatent- | Obszatens- | Obsizatenb- | O6ssatenb- | O6asatens- | O6ssatens- | O6ssatenb- | Obasatens- |Heobssa-
Hoe Hoe Hoe Hoe HOe Hoe Hoe Hoe TenbHoe
subjectAltName OrtcyTetayer | OtcyteTByeT | Heobsaa- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a-
TenbHoe TenbHoOe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
subjectDirectoryAttributes | Otcytcteyer | OTeyTeTByeT | Heobs3a- Heobs3a- Heobs3a- Heobsi3a- Heobs3a- Heobs3a- Heobsasa-
TenbHoe TernbHoe TenbHoe TenbHoe TenbHoe TenbHoe TeNnbHoe
basicConstraints Obssarens- | Obasatens- | HeobGssa- Heobsi3a- Heobs3a- HeobGnsa- Heobs3a- Heobsza- Heobs3a-
HO€ W Kpu- HOE W Kpu- TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
Tuyeckoe Th4eckoe
CRLDistributionPoints Obsizatens- | Obasatens- | Obssatens- | O6szatens- | Obasatens- | Obssatens- | Obszatens- | OBasatensb- |Heobssa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Hoe TenbHoe
extKeyUsage Heobsi3a- Heobs3a- Heobssa- Heobsa3a- Heobsasa- Heobssa- Heobs3a- OteyterByeT | Heobs3a-
TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
authoritylnfoAccess Heobs3a- Heobga3a- Heobssa- Heobsa3a- Heoba3a- Heobga3a- Heobs3a- Heobs3a- Heobs3a-
TenbHoe TenbHoe TenbHoe TenbHOe TenbHoe TenbHoe TenbHoe TenbHoe TenbHoe
gcStatements OtcytetByer | OtcyterByer | Obssartens- | Obasatenb- | Ofasartens- | OtcytetByeT | OtcyTtetByer | OTeyTeTByeT |Heobssa-
Hoed) Hoe®) Hoe®) TenbHoe
hcRole OrtceyTeTtByer | OtcytctByeT | Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- OteyterByeT | OTCyTCTBYET
TenbHoe TernbHoe TenbHoe TenbHoe TenbHoe

POBaHHbIX CEPTUUKATOB.

) PekomeHayeTcsi, 4ToBbl 370 Mone 6bino 06sa3aTenbHLIM.
2 TpeGoBaHus, NpeabABNAeMbIe K CepTU(QUKaTaM BCTIOMOraTernbHbIX MeAMLIMHCKMX paBOoTHIUKOB, OTHOCATCS Takke K cepTudmkatam cyBenanpyeMeix NocTasLLy-
KOB MEAMLMHCKUX YCIyT U paGoTHUKOB MOAAEPKMBAOLLMX OpraHu3aLuil 3 paBooxpaHeHust.
3 TpebosaHue 06A3aTeNLHOCTU PacNpOCTPaHAETCS Ha 0BnacTh AeifcTBUA, [e NO HaLNoHaNbHOMY 3aKOHOAATeNLCTBY TpebyeTca CNoNb3oBaHue KBanuuLy-
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A.1 BBegenue
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Mpunoxexnue A
(cnpaBouHoe)

Mpumepbl npodunen ceprudukaros

Huxe B Lensx WnniocTpaLui NPUBEAEHO HECKONBKO NPOCTLIX NPUMEPOB KaXoro Tna cepTucukaTos. ITU npu-
Mepbl He ABNSOTCA HOPMaTUBHLIMU. Ko Ha a3bike ASN.1 U HOPMaTUBHbIE MOSOXEHUA COAEPXaTCA B OCHOBHOM TeKCTe

HacToAlwlero craHgapra.

A.2 NMpumep 1. Npochunb ceprudbmukara norpeburens

MpuMevyaHue — 3TOT NpUMEP CRYXMUT TONBKO ANA Lenei UNNcTpaLumn u He SBNSieTCA npoTotunom Gyayuiero
dopmarta ceptTudukaTo HaynoHanbHoi cnyx6bl 3gpaBooxpaHeHns BenukoGputanum (NHS).

MNavuenT Bill Smith B cucteme NHS naeHtuduumpyetea Homepom 368964278. [ata Bbinycka cepTudukata 1 aerycra
2001 roga. ata 3aBeplueHua geicteus ceptudukaTa 1 asrycra 2006 roga.

Version

SerlaINumber

Signature

Issuer
countryName
localityName
organizationName
organizationalUnit
commonName
serialNumber

Valldity

Subject
countryName
localityName
organizationName
organizationalUnit
commonName
surName
givenName
e-mail
subjectPublicKeylnfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies

(2 — pecaTuYHLIN Kopa cepTUdukaToB Bepcuu 3)
(yHMKanbHbI HoMep, reHepupyemblin YLI)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(UK)

(London)

(Dept. of Health)

(National Health Service)
(Ceprucpukar naumeHTta Bepcum 1)
({cepwiiHbiin Homep napartens})

(cpok pevictBus B hopmare UTCTime:
notBefore 010801000000z

notAfter 060801000000z)

(UK)

(London)

(NHS)
(Peructpartypa)
(Smith, Bill)

(Smith)

(William)
(bSmith@uknet.com)

(oTkpbIThIN Koy RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKpLITLIN KNloY cybbekTa)

(YHMKanNbHLIN MAESHTUDUKATOP OTKPLITOrO knioya YL)
(YHMKanNbHbIN WASHTUUKATOP OTKPBLITOTO KNioya CybbekTa)
(KITIOM UCNONB3YETCA ANA ANEKTPOHHOW NoANUCcH)

policyldentifier OBJECT IDENTIFIER ::= Policy-OID-for-Patient-Certificate-v1

cRLDistributionPoints
authorityinformationAccess

subjectDirectoryAttributes

(http://crl.location.nhs.uk)
(http://ocspserver.nhs.uk/OCSP_SERVER:5555)

hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-patient,
codeDataFreeText DirectoryString ::= optional-data }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-UK,
issuingAuthority DirectoryString ::= (c=UK, National Health Service,

ou=patients),
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hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=

Coding-Scheme-for-Type-OID,

codeDataValue UTF8String ::= Type-OID-for-patient,
codeDataFreeText UTF8String ::= “patient ID 3689642787} } }

A.3 NMpuwmep 2. Npodunb ceprudukara BcnomoraTenbHOro MeAnLMHCKOro paboTHuka

MpumeudaHue — ITOT NPUMEP CIYKUT TONBLKO AN LieNeid NniocTpauun U He ABNSIETCA NpOTOTUNOM Gyayliero

dopmaTa cepTudmuKkaToB cny6bl 34paBooxpaHeHus wrarta KanudgopHus.

Betty Smith — “cepTudpnumposaHHbii MeguumHcknit peructpatop (CMP)”. Ceptudukatel gna CMP Beinyckatotea

AMepuKaHCKON accolnannein MeguumHeknx peructpatopoB (American Association of Medical Transcriptionist).

Version

SerialNumber

Signature

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName
organizationName
commonName
surname
givenName

subjectPublicKeylnfo
algorithm
subjectPublicKey

Extensions

authorityKeyldentifler

subjectKeyldentlfler

keyUsage

certificatePolicles

cRLDistributlonPoints

subjectDirectoryAttributes

(2 — pecAaTUYHbLIA Kop, cepTUdUKaTOB Bepcumn 3)
(YHMKanbHbIl HoMep, reHepupyembiid YLI)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US)

(California)

(HanmeHoBaHue YL cnyx6bl 3apaBooxpaHeHns KanudopHum)
(HaumeHoBaHue YL} cnyx6bl 3apaBooxpaHeHus KanudopHum)
(cpok pevicTeus B popmare UTCTime)

(US)

(California)

(opraHusauva BnapensLa ceptudukara)
(Smith, Betty)

(Smith)

(Betty)

(oTkpbIThIN KNIoY RSA, 1024 6urT {1,2,840,113549,1,1,1})
(OTKPLITBIN KNioY cyObekTa)

(YHUKanbHbI uaeHTUdhUKaTOp OTKPbITOro Kntova YLI)
(YHUKanbHbI#A uaeHTUUKATOP OTKPLITONO Killoya cybbekTa)

(anekTpoHHas noAnMch, UM HeOCNOpPUMOCTb, UMK LK POBaHUE)

(06LeKTHbI MOEeHTUMUKATOp COOTBETCTBYIOLLE NOMUTUKA)
(mecto Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData ::= {

codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US,
OU= American Association of Medical Transcriptionists),
nameAsilssued DirectoryString ::= (CN= Elizabeth Smith)
hcMajorClassCode CodedData ::= {

codingSchemeReference OBJECT IDENTIFIER ::= ASTM-Coding-Scheme-for-Type,

codeDataValue UTF8String ::= ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String ::= “nuueHsusi Ne 12345677} } )

A.4 Mpumep 3. NMpodcunb ceprudpukara KBanudLuupoBaHHOIO MeaULIMHCKOro paGoTHUKa

MpumeyvyaHne — OTOT NPUMEp CIYXUT TOSLKO ANS Liereid UNnmniocTpaLmm 1 He sIBRSieTcs NpoToTMoM Gyaylero

dopmata cepTudukaToB crnyxbbl 3gpaBooxpaHeHus wrarta KanudgopHus.

MeauuuHckuii cneumanuct John Stuart Woolley, oH xe Tink Woolley. EMy BblaHa nuueHsus MeauuuHckon nu-
LieH3MOoHHON Komuccueli wrata KanudopHus (State of California Medical License Board). Homep nuueHaun 20A4073.
Koa ctaTtyca nuueHaumn 17 (“01” — “pgeiictBUTEnbHas U aktueHas”). [lata Boigaun 22 mapta 2000 roga. [ata 3aBepLueHus
AencTBua nuueHsum 21 mapta 2002 roaa.
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Version

SerialNumber

Signature

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName
organizationName
commonName
surname
givenName

subjectPublicKeylnfo
algorithm
subjectPublicKey

Extensions

authorityKeyldentifier

subjectKeyldentifier

keyUsage

certificatePolicies

cRLDistributionPoints

subjectDirectoryAttributes

FOCT P UCO 17090-2—2016

(2 — pecATUuHBIN KOg cepTUdUKaToB Bepeum 3)
(YHWKanbHbIA Homep, reHepupyembli YLI)
(sha-1WIithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoeaunHeHHble LLTaTsl AMepukm)

(California)

(HammeHoBaHue YL cnyx6bl 3npaBooxpaHeHnsa KanudopHum)
(HaumeHoBaHuWe YL| cryx6bl 3gpaBooxpaHeHus KanudopHuu)
(cpok geiicteus B hopmare UTCTime)

(US = CoeauHeHHbie LLiTaTbl AMepukn)
(California)

(opranu3auwms Bnagenbla ceptudmkara)
(Woolley, Tink)

(Woolley)

(John Stuart)

(otkpbIThIV KNto4 RSA, 1024 6ur {1,2,840,113549,1,1,1})
(oTKpLITLIN KNIoY cybbekTa)

(yHUKanbHbIA uAEHTUUKATOP OTKPLITOrO Kntoua YLI)
(YHVKanbHBI MASHTUUKATOP OTKPLITOTO KNoYa cyGbekTa)
(anekTpoHHas NoAnNMCb, M HEOCMOPUMOCTb, UNK LMdpOBaHKE)
(oBbeKTHBIN naeHTUUKaTOp COOTBETCTBYIOLLEIN NOMUTUKM)
(mecto Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-physician-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU=California Medical License Board),
nameAslssued DirectoryString ::= (CN=John Stuart Woolley)
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String ::= “nuueHaus Ne 20A4073"}
hcMinorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-License-Status-OID,
codeDataValue UTF8String ::= “unrestricted”,
codeDataFreeText UTF8String ::= “HeorpaHuyeHHas"} } )

O6paTv|Te BHUMaHWe, YTO B JaHHOM NpuMepe HOMep U CTaTyC NIMUEH3UU 3aKoaupoBaHbl Kak pernoHarnbHble gaH-

Hble. Takne pervoHanbHble JaHHble SBMATCS HeobasaTenbHLIMU U peLUeHne, BKITYaTb UX B CEPTUdUKAT UK HET, ocTa-
eTcA Ha yeMoTpeHue YL, BeinyckatoLero ceptudmkar.

A.5 Mpumep 4. NMpodcunb cybecnampyemoro noctaBUKa MEAULMHCKUX yCnyr
MpuMevyaHue — OTOT MPUMep CIYXWT TONbLKO ANA Lienei UnniocTpauum 1 He sBnseTca npoToTunom ByayLiero

dopMaTa cepTUdmnKkaToB cnyx0bbl 3gpaBooxpaHeHns npoeuHuun OHTapuo (Kanaga).

Julie LeClerk, akywepka us npoBuHUMM OHTapuMO.

Version

SerialNumber

Signature

Issuer
countryName
localityName
organizationName

(2 — pnecATMYHbBIN KOAa cepTudukaToB Bepcum 3)
(yHVKanbHbI HOMEp, reHepupyembii Y1)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(CA = KaHapa)
(Ontario)
(HaumeHoBaHue YL| cnyx6bl 3gpaBooxpaHeHust OHTapmo)
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commonName (HammeHoBsaHmne YL cnyx6bl 3ppaBooxpaHeHua OHTapuo)
Validity (cpok peiictBun B hopmare UTCTime)
Subject
countryName (CA =Kanapa)
localityName (Ontario)
organizationName (opranmaaums Bnagenbua ceptudukara)
commonName (LeClerk, Julie)
surname (LeClerk)
givenName (Julie)
subjectPublicKeyinfo
algorithm (oTKpbITHINA Knlow RSA, 1024 6ut {1,2,840,113549,1,1,1})
subjectPublicKey (OTKpBITBIN KIloy cyGbexTa)
Extensions
authorityKeyldentifier (yHMKanbHbIM naeHTUUKaTOP OTKPLITOro kniova YL|)
subjectKeyldentifier (yHMKanbHbIN naeHTUUKaTOP OTKPLITOrO Kitova cybbekra)
keyUsage (anekTpoHHas NoanUChb, UNM HEOCNOPUMOCTb, UNK LWIMpoBaHKe)
certificatePolicies (0BLEeKTHBIA MAEHTUUKATOP COOTBETCTBYIOLIEN NOSUTUKK)
cRLDistributionPoints (mecrto Bxoaa 8 COC X.500)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,

20

codeDataValue UTF8String ::= the-code-for-midwife-role,

codeDataFreeText DirectoryString ::= optional-data}

regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-Canada,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU= Name-of-CA-for-Ontario-
Health-Care),

hcMajorClassCode CodedData ::= {

codingSchemeReference OBJECT IDENTIFIER ::=
ISO-Role-Coding-Scheme,
codeDataValue UTF8String ::= the-code-for-midwife-role }
codeDataFreeText UTF8String ::= “HeobsisatenbHbie nevaraemble AaHHbIe™}

A.6 Mpumep 5. Mpocunb ceprucpukara paborHMKa noaaepxuBaloLLeli OpraHu3aluum

MpumMeyaHue — STOT NPUMEP CIYXUT TONBKO ANS LieNnei UNNoCTpaLmMm U He SIBRSieTCst NpoToTUNoM 6yayLiero
hopmaTa cepTudukaToB cnyxObl 3gpaBooxpaHeHus Wrata KanmopHus.

Sally R. Jones, onepauvonucTka Gyxrantepum B opraHnsauum American Health Systems.

Version (2 — pecsaTUYHDLIA KOA cepTUdUkaToB Bepcum 3)
SerialNumber (yHMKanbHbI HOMep, reHepupyeMmblii YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer
countryName (US = CoeguHeHHble LLiratbl AMepuku)
localityName (California)
organizationName (HaumeHoBaHue YL| cnyx6bl 3apaBooxpaHeHus KanudopHum)
commonName (HaumeHoBaHue YL cnyx6bl 3npaBooxpaHeHusi KanudopHum)
Validity (cpok peitcteun B hopmare UTCTime)
Subject
countryName (US = CoeauHeHHble LLitatbl AMepuiku)
localityName (California)
organizationName (American Health Systems)
commonName (Jones, Sally R.)
surname (Jones)
givenName (Sally R.)
subjectPublicKeyinfo
algorithm (oTKpbITLINA kntoy RSA, 1024 6ur {1,2,840,113549,1,1,1})
subjectPublicKey (OTKpbITBIN KNioY cyGbekTa)
Extensions
authorityKeyldentifier (yHUKanbHbIA uaeHTMdUKaTop OTKpbITOrO Knioya YLI)
subjectKeyldentifier (YHWUKanbHbIH MAeHTM(MKATOP OTKPLITOTO Knio4a cy6bekra)
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keyUsage (anekTpoHHasa NOJNUCH, UMM HEOCTIOPUMOCTb, UNu LWMGPOBaHME)
certlficatePolicies (oBbeKTHBIN NaeHTUMKATOpP COOTBETCTBYIOLLEA NOMUTUKM)
cRLDIstributionPoints (mecTo Bxopa B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-file-clerk-role,
codeDataFreeText DirectoryString ::= CN=Sally R. Jones }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OlID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU= American Health Systems),
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-fileclerk }

O6paTuTe BHUMaHMWe, YTo B OTNUYMe OT NnpumMepa 3 (cepTudukaT KBanudpuuMpoBaHHOro MeAULMHCKOro paboTHUKa)
3[leCb HET HW HOMepa JULIEH3UK, HN Kofa cTaTyca nuueH3un. Takoe AonyckaeTcs, NOCKOMbKY 3TW permoHanbHble nonsi
ABNAKTCA HeobA3aTeNbHBIMUA U PELLEHWUe, BKITIoYaTh UX B CePTUdUKAT UK HET, OCTAETCA Ha ycMoTpeHune YLI, Bbinyckaro-
Lero cepTudmKar.

A.7 MNMpumep 6. Npocunb ceprucbnkara opraHnsaummn
MpumeyvyaHne — ITOT NpUMEp CRYXUT TOMBLKO AN Lienei unniocTpauun n He ABnAeTca NpoToTunom GyayLiero

dopmaTa cepTuduraTos cnyx6bul 34paBooxpaHeHus Wwrata KanudgopHus.

Version (2 — pecsiTMuHbIA KOA cepTucukaTos Bepeuu 3)
SerialNumber (yHuKanbHbIA Homep, reHepupyemblid YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer
countryName (US = CoeauHeHHble WTaThi AMepukn)
localityName (California)
organizationName (California Hospital Authority)
commonName (Health Digital Certificate policy v01)
Validity (cpok geiicteus B popmare UTCTime)
Subject
countryName (US = CoepviHeHHble LLTaTbl AMepukm)

localityName
organizationName
subjectPublicKeylnfo

countryName

(PeruoH = California)
(Midtown Hospital)

algorithm (oTkpbITbIN KNtow RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITLIV KN4 CyOLekTa)
Extensions
authorityKeyldentifier (yHWKanbHbIA naeHTMrKaTop OTKpbLITOro Kiova YL)
subjectKeyldentifier (YHVKanbHbIN naeHTMdMKaTOp OTKPLITOrO Kilova cybbekTa)
keyUsage (anekTpoHHasa NoAnUCh, UM HEOCNOPUMOCTb, UK LWKGpOBaHMe)
certificatePolicies (0BbeKTHLIN NaeHTUMKATOP COOTBETCTRYIOLLISA NOMUTUKM)
cRLDistributionPoints (mecTo Bxoga B8 COC X.500)
A.8 lMpumep 7. MNpocuns CA
MpumMmedyaHune — 3TOT NpUMeEP CRYXKUT TONBLKO ANA LENei UNmcTpaLnm 1 He SBNAETCS NPoToTUNOM BygyLuero
dopMata cepTUdMKaToB CcryObl 3qpaBooxpaHeHus wrarta KanudgopHus.
Version 3)
SerialNumber (YHVKanbHLIN HOMEP, reHepupyembii YLI)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
baseCertificatelD 339393322281
entityName -p Benjamin Casey
Optional
AttCertValidity Cpok
Attributes HocTyn Kk AHeBHWUKaM onepauuvi
Issuer

(US = CoeguHenHbie Litatol AMepuku)
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localityName
organizationName
commonName
Validity
Subject
countryName
localityName
organizationName
commonName
subjectPublicKeyinfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

(California)

(California Hospital Authority)

(CA -/ policy v01)

(cpok peiicTBust B hopmare UTCTime)

(US = CoeamHeHHble LLtatsl AMepuku)
(PeruoH = California)

(Midtown Hospital)

(Midtown Secure Server 01)

(oTKpbITLIN Ktod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKpPbITLIN KoY cybbekTa)

(YHUKanbHbI naeHTUdMKaTop OTKPLITOrO Kntoda YLI)
(YHUKanbHbIN naeHTUMKATOP OTKPLITOrO Krtoua cybbekTa)
(aneKTpoHHas NoAnUch, UM HEOCMOPUMOCTb, UK LIMKPOBaHME)
(06BbeKTHBIA MASHTUUKATOP COOTBETCTRYIOLIEN MOMUTUKM)
(mecTo Bxoaa B COC X.500)

A.9 Mpumep 8. Mpoduns ceprucbukara YL

MpumedaHune — 3TOTNPUMEP CMYXUT TONLKO ANS Lenel UNNKCTpaLmumn U He ABNAETCS NPOTOTUNOM ByayLiero
dopmaTa cepTudukatos cnyxbel 3apaBooxpaHeHus wrata KanudopHus.

Version
SerialNumber
Signature
Issuer
countryName
localityName
organizationName
commonName
Validity
Subject
countryName
localltyName
organizationName
commonName
subjectPublicKeyinfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDIstributlonPolnts

(2 — pgecaTUYHLIN KOA, cepTUhMKaToB Bepcun 3)
(yHMKanbHbIi HoMep)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoeanHeHHble LWTaTbl AMepuku)
(Mpum. PervoH California)

(Mpum. California Hospital Authority)

(Mpum. CA — Health PKI US-CT/ policy vO1)
(cpok aeicTeus B chopmare UTCTime)

(US = CoeanHeHHble LTaTbl AMepuky)
(Mpum. PervoH California)

(Mpum. El Cerrito Health Authority)
(Mpum. CalifHA PKI US CT/ policy V.03)

(oTKpbITBINA Kntoy RSA, 1024 6ur {1,2,840,113549,1,1,1})
(OTKpBITLINA Koy cybbexkTa)

(yHMKanbHbIi naeHTMdUKaTop OTKpbITOrO Kloya YLI)
(yHMKanbHbIA AEHTUUKATOP OTKPLITOrO Kitoua cybbekTa)
(anekrpoHHas nognuck COC 1 cepTudukartoB)
(06LEKTHBI MAESHTU(UKaTOp COOTBETCTBYIOLLISN NMONMUTUKMN)
(CA =true)

(mecto Bxoaa B COC X.500)

A.10 Mpumep 9. NMpocunb Kpocc-cepTudpukara

MpuMeyaHne — OTOT NPUMEp CIyXMUT TOMBKO LIS Lienei UAnCTpaumnn 1 He SBRsieTcs NpoToTunom GyayLero
¢opmata cepTdKaToB cryxGbl 34paBoOXpaHeHns Wrata KanmdopHus.

Version
SerialNumber
Signature
Issuer
countryName
localityName
organizationName
commonName
Validity
Subject
countryName
localltyName

(2 — pecaTnyHbIN Kop, cepTrdmkaToB Bepcuu 3)
(yHWMKanbHbIi HoMep)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoeauHeHHbIe LLitaTbl AMepukiu)
(Pernon California)

(California Hospital Authority)

(CA — Health PKI US CT/ policy v01)
(cpok aeitcteus B chopmate UTCTime)

(US = CoeanHenHble LraTtbl AMepuku)
(PernoH Washington)



organizationName
commonName
subjectPublicKeyinfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifler
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints
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(Washington Health Authority)
(CalifHA PKI US CT/ policy V.03)

(oTkpbITbINA Koy RSA, 1024 6ur {1,2,840,113549,1,1,1})
(OTKpBITBLIN KIIoY cyObekTa)

(YHWKanbHbIW naeHTUdMKaTOP OTKpbITOro Krtova YLI)
(yHWKarnbHbIA UAEHTMCUKATOP OTKPLITOrO Knova cybbekTa)
(anexTpoHHas nognuce COC u ceprudimkarton)
(0BBbeKTHBIN MaEHTUMUKATOP COOTBETCTBYHOLUEH NONUTUKN)
(CA = true)

(mecTo Bxoga B COC X.500)
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MpunoxeHune OA
(cnpaBouHoe)

CBeAeHnA 0 COOTBETCTBUU CCLISTOYHbIX MEXAYHapOAHbIX CTAHAAPTOB
HauuoHalrbHbIM CTaHOapTamMm

Tabnuya OAA

O60o3HayYeHWe CCbIOYHOr CteneHb O6o3Ha4eHne N HauMeHoBaHWe COOTBETCTBYIOLL|Ero
MexayHapofHoro ctaHaapTa COOTBETCTBUA HaLMoHarnbHoro ctaHaapTa
ISO 17090-1 IDT MOCT P UCO 17090-1—2015 «MHdopmaTU3aLMa 300poBbA.

MHpacTpykTypa oTKpbITLIX Kntovei. Yacts 1. ObLyue cBoiicTBa
Cnyx6 aneKTPOHHbLIX cepTudukaToB»

ISO 17090-3 IDT MOCT P UCO 17090-3—2010 «MHdopmaTU3aLmsa 300pOBbS.
WHdpacTpykTypa ¢ OTKpbITEIM Kfto4oM. YacTb 3. YnpasneHue
NoMUTUKaMK LieHTpa cepTudukauun»

IETF/RFC 5280 — *

" COOTBETCTBYIOLLMIA HaLMOHaNEHBI CTaHAApPT OTCyTCTBYET. []o ero NPUHATUS PEKOMEHAYETCA NCMOoNb3oBaTh ne-
peBOf Ha PycCKUit A3bIK AaHHOTO MEXAYHapOAHOro cTaHAapTa.

MpuMmeyaHune — B HacTosWeih Tabnuue ucnonb3oBaHo crieaytolee ycnoBHoe 0603Ha4YeHne CTeNeHn cooT-
BETCTBUSA CTaHZapoB:
IDT — MAeHTWYHbIe CTaHAapThl.
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