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1 PASPABOTAHbI LleHTpom sawuTbl nHgpopmanmm 1 cneumansHon cesasn ®Cb Poccuu ¢ yvactvem
OAO «UNHDopmaLMOHHBIE TEXHOIIOTUU U KOMMYHUKaLIMOHHBIE CUCTEMbI»

2 BHECEHbI TexHuyeckum komuteToMm no ctaHgaptusaumm TK 026 «Kpuntorpaduyeckaa sawura
UHopmaLMn»

3 YTBEPXIEHb! M BBEAEHbLI B AEMICTBUE Mpukasom deaepanbHOro areHTcTBa no TeXHU4eCcKomy
perynupoBaHuio u MeTporornn ot 24 oktabps 2017 r. Ne 1504-ct

4 BBEOEHbI BINEPBbIE

lpasuna npuMeHeHUs Hacmosiuux pekomeHOayull ycmaHossieHbl 8 cmamee 26 ®edepailbHO20 3aKOHa
om 29 uroHs1 2015 2. Ne 162-®3 «O cmarndapmu3sauuu 8 Poccutickoli ®edepauuu». UHgpopmatiusi 06 usmeHe-
HUSIX K HacmosiwumM pekomeHoayusiM rnybrukyemcsi 8 exe200HOM (110 COCMOsIHUK Ha 1 sHeapsi MeKyu,e2o
200a) uHghopMalUUOHHOM yKka3zamene «HayuoHanbHblie cmaHdapmel», a ohuyuarnbHbili mekcm usmeHeHull u
r1onpagoK — 8 EXXeMECSIYHOM UHGopMalyUOHHOM yka3amerie « HauuoHansHele cmaHdapmei». B criyyae nepe-
cMompa (3aMeHbl) Uu OmMeHbl HacmosAwux pekoMeHOauyull coomsememsytowee ysedomieHue bydem
onybnukosaHo 8 bnuxaliuem 8bIflyCKe eXeMeCsiHH020 UHOPpMaUUOHHO20 ykasamensd «HayuoHarnbHble
cmaHdapmely. Coomeemcmsyiouwasi UHhopMayusi, yeedoMrieHUe U MeKcmbl pasMewaromcsi makxe e
uHhopmayuoHHoli cucmemMe obuje2o nok3oearHust — Ha ohuyuanbHoM catime ®edeparibHo20 azeHmMcmea
10 MEXHUYECKOMY peayriuposaHuto U Memporsioauu 8 cemu ViumepHem (www.gost.ru)
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HacTosilme pekoMeHdaumm He MoryT 6biTb BOCTPOW3BEAEHbI, TUPAXUPOBaHb! U PACTPOCTpaHeHsb! B
kauecTBe ochuLMansHOro u3aaHus 6es paspelueHus defeparnbHoro areHTCTBa No TEXHUYECKOMY perynmposa-
HUIO U METPOIorK
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Nonpaska k P 1323565.1.003-2017 UndropmaunonHas TexHonorus. Kpuntorpaduyeckan sammuta uncpopmaumn. Kpunrorpadpuyueckue anroputMmi
BLIPaGOTKM KNoYel W poBaHUs MHGOPMALUN 1 ayTeHTU(UKALMOHHLIX BeKTOPOB, NPeAHa3HAYEHHLIe AJIS peanu3aLmmu B annapaTHbIX MOAYNsX
[0BepPUA ONs UCNONb30BaHUA B NOABUXKHON paauoTeneoHHON CBA3N

B kakom

MecTe HanevyataHo DonxHo 6biTh
MyHkT 5.1 Fop = Kl|lalgonamel||OP||inf, € V,g, Fop = KI|OPIlinf,||algoname € V.,g;
lyHKT 5.3 W3 wectn crpok KeV,g, RANDeV yg, OPc €V, infy €Vy,| U3 wectn cTpok KeV,,g, RANDeV,,5, OPo €V, infy Vs,
algoname eV,,, add eV, hopmupyetcs cTpoka algoname €V,,, add €V, chopmupyertcs cTpoka
MyHkT 5.3 fo, = L[B3]|[..[I15[0] = HF[S11]|l... [|HF, [448] e Vg, f, = £[63]|]... [|1[0] = HF,[511]].... [|HF,[448] & Vg,
3= H[127]||...1|15[0] = HF,[447]||...HF,[320]e V, 5, f3 = G[127]]]...||£5[0] = HF,[447]||...||HF,[320]€ V, 5,
T4 = L127]))...1,[0] = HF{[319]]|...||IHF,[192]e V56, fy = [127]]]....|I;4[0] = HF,[319]||... IHF,[192]€ V, o,
fs = 5[47]]|...1|f5[0] = HF([191]]]...||HF[144] e Vg, fs = 5[47]|]...1If5[0} = HF,[191]]]...||HF,[144)e V g,
B = E[47]|...||%2 [0] = HF,[143]]|...||HF;[96]e V 5. B = E[47]||...||1% [0] = HF,[143]||...||HF,[96]€ V 4.
MyHKT 6.2 M3 pesstu cTpok KVeV,ss, RANDeV, 55, SQNe V48 AMFeV/, g, N3 pesATH cTpok KVe Vg5, RANDeV, 5, SQNe V48 AMFe V4,
TOP eV, instance eVg, add Vs, infye Vg, algoname €V, op-| TOP.eV,sg, instance Vg, add e Vs, infye Vg, algoname eV, dop-
MUPYETCS CTpoKa MUPYETCS CTpOKa
MyHkT 6.3 M3 cemn ctpok RVe Vg5, RANDEeV, 55, TOP €V, 55, instance eV, N3 cemu crpok KVe Vg5, RANDe V55, TOPceVogg, instance e Vg,
add eV, inf3e Vg, algoname e V5, hopMupyeTca CTpoka add eV, infze Vg, algoname eV, hopmupyerca cTpoka
MNyHkT 6.4 U3 cemm CTpok KVe V,g5, RANDEe V55, TOP €V, o4, instance Vg, N3 cemu crpok KVe V55, RANDe V55, TOPceV, s, instance e Vg,
add eV, infye Vg, algoname eV, opmupyetcst cTpoka add e V35, infye Vg, algoname <V, popmmupyetca cTpoka
F3 4= KVIIRAND|| TOP ||instance||add||infy||algonsme € Vg, F3 4= K V||RANDI|| TOP||instance||add]|inf,||algoname € Vzg,,
rae instance[0] = instance[1] =1, rae instance[0] = 0,instance[1] = 1,
MyHkT A.2.1 [soununoe npeacrasnenue ctpoku infy; = (0]|0]|0[|0][0]|0]|0), [souuHoe npeactaenenune crpokw inf; = (0[|0][|0][0](0](0]|0]|0),
MynkT A.2.2 [eonuHoe npeacraenenne cTpokm inf, = (0[|0(|0{|0{|0]|0]{1), [BsouyHoe npeactasnexue crpoku inf, = (0]|0]|0]|0]|0]|0]|0[[1),
MyHkT A.2.3 [BonuHoe npeacrasnexne cTpoku infy = (0|0]|0]|0]|0[|1]|0), HBsou4Hoe npeacrasneHue crpoku infz = (0]/0]|0]|0[|0||0|[1]|0),
MyHkT A.2.4 Bygem cuutath, 4TO |RES| = 64 1 |CK| = |IK| = 128, Toraa crpoka Byaem cuutars, uto |[RES| = 64 u |CK| = |IK| = 128, Toraa crpoka

instance =13. [iBonuHoe npeactasnenmne ctpoku inf,=(0||0]|0]|0]|0][1]|1),

instance = 12. [Ison4Hoe npeacrasnexHue crpoku inf, = (0[|0[|0]|0[|0||0

[11111),

(NYC Ne7 2018 r)
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BBepeHue

B HacToALee BpeMs LLMPOKoe pacnpocTpaHeHue B Mype rnonyyunm cpeacTsa KoOMMyHuKauun, oCHOBaH-
Hble Ha TEXHOMOr MK NOABWKHON paanoTenedOHHO CBSA3U, B TOM YUCe TEXHOMOMMN MOBUIMbHON CBA3N TpeThbe-
ro nokonexusa [1], rae anga BbipaboTkn ayTeHTU(MKALIOHHBIX BEKTOPOB U KNoYen WngpoBaHNA BO3MOXHO
ncnonb3oBaTh Npoleaypbl [2—5]. [laHHas TexHonorua o6beauHaeT B ce6e BbICOKOCKOPOCTHON MOBUIbHBIA
JOCTYyn K ycnyram paguocssian u cetu MHtepHeT. Mpu nogkmoyeHnn K ceTn paguotenedoHHon cesasmn abo-
HeHTCKOro TepMuHana, cogepxaluero annapartHblil Moaynb 40BepUsl, BbIMONHAOTCA Npoueaypbl ayTeHTudgu-
KaLum AaHHOro MoAayIst U BbipaboTku Kimtoven windposaHns MHdopMaLMm, BbIMONHAEMBIX C UCMIOSNb30BaHUEM
OCHOBHOTrO Kfto4a, pacrnonararoLerocsi Ha annapaTHoM MOAyne A0BEPUS U B LIeHTpe ayTeHTudukaumn.

Hactosilume pekomeHgauvu onpegensitioT onucaHust KpunTorpaduyecknx anroputMoB BbipaboTku
Knouen wudposaHua nHpopmaLmmn n ayTeHTUhUKaLMOHHBIX BEKTOPOB, NpeAHasHavyeHHbIX 415 peanMsauumn
B annapaTHbIX MOAYMAX AOBEpUs As UCTIONb3OBaHWA B NOABWKHOW paauoTeniepoHHONW CBA3N U UCNONb3y-
IOLWKMX B KauecTBe 6a3oBoro npeobpasoBaHUs KpUNTorpadudeckuii anropuTM X3WNPOBaHUs, onpeaeneHHbIA
B8 FOCTP 34.11 c anuHon xaww-koaa 512 6ut, nonyunswwme HassaHna S3G-128 U S3G-256 (S3G — Secure 3G).

HeobxoanmocTb pa3paboTku HacToAWMX pekomMeHaauui BbiaBaHa NoTpebHocTbio B hopMupoBaHun
eAnHoro nogxoda K UCnonb30BaHUI0 HaLMOHASBbHBIX CTaHAaPTU30BaHHbIX peleHuii B 06nactu kpuntorpacdum
B anroputMax BbipaboTku kntoyei ndposaHuna uHopmMaummn n ayTeHTUUKaLUUOHHBIX BEKTOPOB, NpeAHasHa-
YeHHbIX Ans peanusauuy B annapaTHbIX MOAYNSAX AOBEPUS ANs UCNONb30BaHUSA B MOABWMXHOW paguoTene-
hOHHON CBA3N.

M pumeuyaHun e —OcHOBHAs YaCTb HACTOAWMX PEKOMEHAALMNI ONONHEHA NPUINOXEHNEM A,
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PEKOMEHAOAULUNMWMU no CTAHAODAPTUS3ALULUUMU

UHdopmMaLMoHHana TexHonorusa
KPUNTOMPA®PUYECKAA SALLUTA UHOOPMALIUUN

Kpuntorpaduueckue anroputMmbl BbipaboTku knrovei wWindpoBaHusa uHgpopmMmauum
M ayTeHTUDUKALMOHHBIX BEKTOPOB, NpeaHa3sHavYeHHble ANA peanusauumn
B annapaTHbIX MoAynAX AoBepuUs ANA UCNONb30BaHMA B NOABUKHOW paguoTernecoHHOMN CBA3N

Information technology. Information cryptographic protection. Cryptographic algorithms for a generation
of information encryption keys and authentication vectors, intended for implementation in mobile networks
subscriber identity modules

DaTta BBegeHnsa — 2018—04—01

1 O6nactb NpuMeHeHuA

S3G-128 1 S3G-256 npeactasnsoT cobol KpunTorpadmyeckme anropuTmMbl BelpaboTku Krtovei windpo-
BaHUs UHOPMaLIMK 1 ayTeHTUDNKALNOHHBIX BEKTOPOB, NpeAHasHauyeHHble A peannsalum B annapaTHbIX
MOoAYyNsX JOBepUst ANt UCMOMb30BaHMS B NOABWKHON pagunotenedoHHon cBsA3u. Mpu STOM OHU MOTYT UCMOMb-
30BaTbhCH KaK B paMmKax ceTu TpeTbero nokonexus [1] BMecto npoleayp [2—>5], Tak u BBUAY YHUBEPCANbHOCTH
UCMNOMb3yeMbIX MEXaHU3MOB B CeTsIX kak bonee paHHero, Tak U no3gHero nokoneHuin. B yactHocTn gaHHbIe
anropuTMbl NpegHasHadeHbl 415 BbipaboTkn ayTeHTUMhNKALMOHHBIX BEKTOPOB B NpoLecce MHopMaLNOHHOTo
B3aumMoencTBust aboHeHTckoro TepmuHana n 6asoBolr npueMHo-nepegatolleid ctaHumed. B cniyvae kop-
PEKTHOTo 3aBeplleHust npoleaypbl ayTeHTUdMKauum Mexay annapaTHeIM Moaynem aoBepuss U 6asoBoi
npuemHo-nepedatoLLen ctaHumein anroputmbl S3G-128 n S3G-256 ncnonbayoTea Ang BblpaboTku LLeHTpoM
ayTeHTUMKaLMM 1 annapaTHbIM ModyneM JoBepust kKitouen wnudpoBaHus nepeaBaemMoii MHgopmMaunn, a
TakkKe KOHTPOS ee LeNOCTHOCTH.

2 HopmaTuBHbIe CCbISIKU

B HacToALWMX pekoMeHaaLmnax Ucnosb3oBaHa HopMaTMBHaZ CCbIfKa Ha cneayroLmin cTaHaapT:
FOCT P 34.11 WHdpopmaunoHHasa TexHonorusa. Kpuntorpadudeckas sawmta nHdpopmanmn. GyHkLms
X3LWMpoBaHUA

MpumeyaHune—Ipu NONb3OBAHUM HACTOSALLMMU PEKOMEHAALUsMU LiernecoobpasHo NpoBepuTb AeNCTBrE
CCbINOYHbBIX CTaHAAPTOB (pekoMeHZaUui) B UHOPMaLMOHHON crcTeMe 06LLEero nonb3oBaHns — Ha ouumanbHOM canTe
depepanbHOro areHTCTBa No TEXHUYECKOMY PErynMpoBaHMIO U METPONOrMKU B ceTu MIHTEPHET UK NO eXXerogHomMy MHop-
MaunoOHHOMY yKa3aTerso «HaLWIOHaJ'IbeIe CTaHAapTbI», KOTOprVI OI'Iy6J'IVIKOBaH no cocTtosHuUIo Ha 1 AHBaApPA TeKyLlero
roaa, v no BbiMyCkaM exXeMeCcsiHHOro MHAOpMaLMOHHOTO ykasdaTtensi « HauuoHaneHble cTaHaapThl» 3a Tekywmi rog. Ecnm
3aMEHEeH CChINTOYHBIN CTaHAapT (PeKoMeHAaLmMm ), Ha KOTOPbIV JaHa HeJaTMPOBaHHAS CCbINKa, TO PEKOMEHYE TCH UCTIONb-
30BaTh AEMCTBYIOLLYIO BEPCUIO 3TOr0 cTaHaapTa (PeKoMeHaauuii) ¢ y4eTOM BCeX BHECEHHbIX B JAHHYIO BEPCUIO U3MeEHe-
HWUIA. ECnn 3aMeHeH CCbINoYHbIV CTaHAapT (PeKoMeHAaumm), Ha KOTOPLIN AaHa AaTUPOBaHHas CCbinka, TO PEKOMEHAyeTCst
MCMNonb30BaTh BEPCUIO 3TOMO CTaHZapTa (pekoMeHZauui) ¢ ykasaHHbIM Bblille rogoM yTeepxaeHus (npuHatus). Ecnu
nocre yTBepXXaeHus HaCTOSILLMX PEKOMEHZauMi B CCbINOYHbBIN CTaHA4APT (peKoMeHZaumm), Ha KOTOpbI AaHa AaTUPOBaH-
Hasi CCbINka, BHECEHO U3MEHEHVe, 3aTparvBaoLLee NornoXeHue, Ha KOTOPOe aHa CCbIrka, TO 3TO NONOXEHUE PEKOMEHY-
eTcsl NpUMeHATh 6e3 yueTa AaHHOTO u3mMeHeHus. Ecnm cebinoyHbin cTaHaapT (pekomergaummn) oTMeHeH 6e3 3ameHbl, To
nonoXeHme, B KOTOPOM AaHa CCbhINika Ha Hero, NpUMeHAETCA B HacTu, He 38Tp8rVIB8POLIJ,6VI 3Ty CCbIIKY.

W3panue opmumansHoe
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3 TepmuHbI, onpeaeneHna n o603Ha4YeHnA

3.1 TepmuHbI M onpegeneHun

B HacTosWwnx pekoMeHdaumsx NpUMeEHeHbl cneaytolime TepMUHbl B COOTBETCTBMU CO cneayowmnmm
onpeaeneHusIMu:

3.1.1 aboHeHTckun TepmuHan: lNpremo-nepegaroiee yCTPONCTBO, NCMONb3yemMoe AnA goctyna K
ycnyram TenedoHHON CBs3n 1 ceTu IHTepHET B ceTsiX NOABMKHON paguoTternedoHHon CBA3N.

3.1.2 annapaTHbIi MoAynb AoBepua: MaoeHTudbnkaLMoHHbIA Moaynb aboHeHTa, NPUMEHSIEMBIA B
CeTsX MOABWXHOWN pagnoTenedoHHOM CBA3N N cogepKaLl il OCHOBHOM KoM,

3.1.3 ayTeHTUdMKaLMOHHBbIN BeKTOP: [1BOUYHAs CTpoKa (pUKCUPOBAHHON ANNHbI, UCNonb3yemMas ans
obecneveHus LeNnocTHOCTM NepeaaBaemMoit HdopMaLMm M ayTeHTU MKaLMN UICTOYHMKA AaHHBIX. Heobxoaum
Ons peanusauuM npoueaypbl ayTeHTUMKaunM mexagy annapaTHbiIM Moayrnem [AoBepusi U LEHTPOM
ayTeHTUdMKaL K.

3.1.4 6aszoBas NpuMemMHo-Nepeaalollas CTaHUUA: ONeMeHT NOABUXKHON paanoTenedoHHON CBA3MY,
BbICTYNaOLLMIA NOCPeaHUKOM B pamkax UHGOPMaLMOHHOIO B3anMoAencTBYS, OpraHM3yemMoro Mexay anna-
paTHbLIM Modynem JOBepPUsi U LEHTPOM ayTeHTUMKaLNN.

3.1.5 kpunTtorpaduyeckuit knY: VismeHsembll napameTp B Buae nocneaoBaTenbHOCTA CUMBOSIOB,
onpegensoWwuin kpuntorpadmyeckoe npeocbpasosaHue.

3.1.6 KMOY KOHTpONS LenocTHoCcTU: KpunTorpaduyeckunin KoY, UCNonb3yemMblii B paMkax npoleayp
obecreyveHns KOHTPOMA LeToCTHOCTU NepeaasaeMon nHgpopmavimn.

3.1.7 knwodYaHoHoMU3aUuuu: KpunTtorpadndeckni Koy, cnonb3yemMslil B paMmkax npoueaypbl ayTeH-
TUpnKaL M U NpUMeHsieMbI ANt aHOHUMU3ALMU HoMepa MOoMbITKU ayTeHTUUKaLK.

3.1.8 kmoy wucpoBaHus uHdopmauuu: Kpuntorpaduyecknin Kmod, UCMONb3yeMblid B pamkax
npoueAaypsl W poBaHusa nepegasaeMon nHgopmalun.

3.1.9 onepartop cBA3U: JNeMeHT NOABWXKHOM paanoTenedOHHOM CBA3M, B BeAOMCTBE KOTOPOro Haxo-
AWTCs opraHnsalns NponsBoAcTBa annapaTtHbIX Moaynen Aosepus n obecneveHue 6ecnepeboiiHoit paboThl
LeHTpa ayTeHT1uKaumu.

3.1.10 ocHoBHOM kntoY: [lonroBpeMeHHbI napameTp, pacrnonararwuics Ha annapaTtHoM moayne
40Bepusi N NcnonbayeMblii B paMKkax npoueayp BelpaboTku ayTeHTUMKALMOHHBIX BEKTOPOB U KNtouen lwincpo-
BaHUs MHpopMaLun.

3.1.11 ueHTp ayTeHTUDUKaLMKU: DnNemeHT NoABWKHON paanoTenedoHHOR cBs3u, o6ecnevmsarowmin
ayTeHTUdMKaLMio annapaTHbIX MoAyrel 4oBepus U BbipaboTKy kitouel WwudpoBaHMsa U3 OCHOBHOIO Kiltova.

3.2 O60o3HauyeHun
B HacToAwWwmMX pekomeHaaumusax UCNorb3oBaHbl crieaytowme 0603HauYeHns:

v* — MHOXECTBO BCEX ABOUYHBIX CTPOK KOHEUHOW AMNWHbI, BKNOYAs MYCTYHO CTPOKY;

'/ — MHOXeCTBO BCeX ABOUYHBIX CTPOK ANNHEI /, rae | — uenoe HeoTpuuaTenbHoe YUCIo; Hymepa-
LS NOACTPOK U KOMMOHEHT CTPOKU OCYLLIECTBISIETCS CNpaBa HaneBo HaunHas ¢ Hyns;

|A] — YUCII0 KOMMOHEHT (anuHa) cTpoku A € V* (ecnim A — nyctas cTpoka, To |A| = 0);

A||B — KOHKaTeHauus CTpok A, BeV*,T.e.cTpoka us VIAI +|B)» BKOTOpOW NoACTpoKa ¢ 6onbLWMMKN HoMe-

pamMun KOMNOHEHT U3 \/I 4/ COBNaAAET co CTPOKOM A, a MoACTpoka ¢ MEHbLUMMU HOMEPaMU KOMMO-
HeHT n3 V|B| coBnagaet co cTpokoi |B|;

Al — KOHKaTeHauns | 3k3eMNNApoB CTPoKn A;

H:V* - V;,, — oTobGpaxeHue, peanuayiowiee pyHKLMIO XaLumMpoBaHmua B cooTBeTcTBUM cFTOCTP 34.11 ¢ anu-
HoOW X3L-Koaa 512 6uT;

AMF — ynpasnsioLee none ayreHTudunkaumm;

K — OCHOBHOM KITIOM;

SQN — HOMep NoMbITKU ayTeHTUdUKaLMmM annapaTHoro Moayns 4oBepus;

OoP — ABoMYHas cTpoka, ucnonbayemas B S3G-128 ans nepcoHndunkaunm onepaTtopa cBssu;
OP. — ABOWMYHas cTpoka, hopMupyemas ¢ ucnonbazosaHnem OPu K;

TOP — ABOMYHas cTpoka, ucnonbayemas B S3G-256 Ansa nepcoHudukaumm onepaTtopa ceasu;
TOP, — ABOWMYHas cTpoka, hopMupyemast ¢ ucnosnbzosaHnem TOP u K;

RAND — clyYyanHas ABOMYHAA CTPoKa;

AK — K04 aHOHUMU3aL MW,

CK — Koy WwincbpoBaHus nHpopmauuu;

IK — KITH0Y KOHTPONS LLeNoCTHOCTWY;

2
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MAC, — ayTeHTUMDUKALMOHHBIN BEKTOP CeTU, Heobxoaum ans ayTeHTudmkaumm annapatHelM Moay-
nem noeepusi LEHTpa ayTeHTudgnkauuu;

MACq — ayTeHTUdUKaALNOHHBINA BEKTOP PECUHXPOHU3ALNN;

RES — ayTeHTUUKALNOHHBIN OT3bIB, NOJTy4aemblil 6a30BoM cTaHUMEN OT annapaTHOro Moaynsa Ao-
Bepus;

XRES — npegnonaraeMoe 3HaveHne ayTeHTUMUKaLNOHHOTO OT3bIBa, Nonyvyaemoe 6a3oBoi cTaHuMen

OT LUeHTpa ayTeHTUduKaumm.

4 O6LWwue nonoxeHus

B npouecce dyHKUMOHUPpOBaHUSA Kpuntorpadudecknx anroputmoB S3G-128 n S3G-256 sbluncnaoTca
ceMb pyHkumiA £, £*, £, 5, £, f5, f5 . 3HaYeHUA, nonyyaeMble B pesynbTate BbIMUCNEHUS KAXKO0N U3 AaHHBIX
byHKUMIA, accoLMMpPYIOTCA CO crieayoLmMn hopMUPYEMBIMUA 3HAYEHUAMU:

f,(A)= MAC,,
;" (A) = MACq,
,(A) = RES,
f,(A) = CK,
f(A)=IK,
i(A) = AK,
f5 (A) = AK,
rAe A — HekoTopas ABOUYHAas CTPOkKa, onpeaensemas peanuayembliM KpunTorpacuyeckum npeobpasosa-
HUem.

5 OnucaHue S3G-128

HauanbHoe 3anonHeHWe UMeeT BuA;

1 algoname eV,, CONEPXUT HaBaHue anroputma «AUT» (6e3 kasbluek) B ASCII-koanposke;
2 inf, = 07;

3 inf, = 08||1;

4 inf, = 05||1/|0;

5 add = 032 (npu HeOBXOAUMOCTN MOXeT BLIBUPaTLCS ONEepaToOPOM cBA3K).
AsounyHble cTpoku K, SQN, OP, AMF u RAND cunTatoTcs 3agaHHbIMM,

5.1 BbluMcneHue 3Ha4YeHUA
N3 veTbipex cTpok K eV, ,4, algoname V4, OP €V, g, inf, € V, hopmupyeTcs cTpoka

For = Kllalgoname||OPinf, € V ,q,.
Hanee BbluncnseTcs

H(Fop) = HOB11]]| .... IHO[O] € Vs,
Toraa

OP.=OP_[127]|| ... [[OP[0] =HO[511]|| ... ||[HO[384] € V, 4.

5.2 BbluucneHuve sHaveHui £, f;

N3 BocbMu cTpok K e V5, RAND €V, o, SQN e V,,, AMFeV,., OP.. cV,... inf,eV., algoname < V.
add e V,, popmupyeTtca ctpoka 128 “ 10 ¢ € V1aer M2 €17, &Y 2

F, = K||REND||SQN||AMF||OPC||add||inf2||algoname e Vi
Hanee BbvucnsieTca
H(F,) = HF,[511]]] ... ||HF,[0] € V;,.,
Toraa
f,=1163]]| ... ||f,[0] = HFE,[511]]] ... |IHF,[448] € V,,

fi' = f'163]I| ... |If,"[0] = HF,[447]]| ...HF,[384] < V.



P 1323565.1.003—2017

5.3 Bbluucnenue sHaveHun f,, f;, f,, f;,

W3 wectn cTpok K e Vg, RAND € V55, OP, €V, , infy e V,, algoname eV,,, add e V,, hopmupyetcs
cTpoka

f, = KIRANDI||OP | |add]|inf,||algoname c V..
Oanee BbluncnseTcs
H(F3) = HF,[511]|] ... ||HF,[0] € V;,,,
Toraa
f,= 5[63]|] ... lIfI0] = HF,[511]|| ... ||HF,[448] € V,,
fy = G270l ... [I5[0] = HF,[447]|] ... HF,[320] € V,

f, = LI127]|] ... |If,[0] = HF,[319]]] ... [IHF,[192] € V5,
fs = K471 ... [If5[0] = HF,[191]]| ... ||HF,[144] € V4,

fs =f5 71| ... If;*[0] = HF,[143]]] ... ||HF,[96] & V4.

28’

6 OnucaHune S3G-256

HavanbHoe 3anonHeHve nveeT BuA:

1 algoname eV, conepxut cTpoky « GOSTR3411» (6e3 kaBbiuek) B ASClI-koauposke;
2 inf, = 08,

3 inf,=07||1;

4 inf, = 08||1][0;

5 inf, = 08/|12;

6 add = 032 (npu Heo6X0AUMOCTUN MOXKET BEIBUPaTLCS ONepaTopoM CBSI3N);

K|10'?8 ecnn |K| = 128.
AsowndHble cTpoku K, SQN, TOP, AMF 1 RAND cuutaioTes 3afaHHbIMU.
6.1 BbluucnieHue 3HavyeHus TOP.
U3 natu ctpok KV e Vg, instance eV, algoname €V, TOP € V5, inf, € Vg hopmupyeTes cTpoka
T = KV||TOP||instancel||inf,||algoname e Vg,
08,ecrn |K|=128
1|07, ecrnt |K| = 256.
,El,anee BbIHACIAETCA

K ={ K,ecnn |K|= 256

rae instance = {

H(T) = HTIS1]|| ... IIHTIO] € Vi,
Toraa
TOP,, = TOP,[255]|| ... || TOP[0] = HTI511]|| .. ||HTI256] € V.

6.2 BbluMcneHue 3Ha4yeHun f,, f;

M3 peBatnctpok KVeV,es, RAND eV, g, SQN eV, 5, AMF eV, 55, TOP €V, ,, instance eV, add eV,
inf, € Vg, algoname € V,, opmupyeTca cTpoka
F, = KV||RAND||SQN||AMF|| TOP_|linstance||add||inf,||algoname e Vs,

rae instance[0] = instance[1] = instance[5] = instance[6] = 0,

0]10]|1, ecnu |[MAC,| = 64,
instance([2] = instance[3] = instance[4] = 5 0[|1]|1, ecnu |MAC,| = 128,
1]|0]|0, ecrin [MAC | = 256,



P 1323565.1.003—2017

0,ecnun |K|=128
1, ecnn |K|= 256.
[anee BbluucnseTca

instance[7] = {

H(F,) = HF,[522]|| ... |[HF,[0] € V5,

TOoraa
£,631]| ... |If,[0] = HF,[511]|| ... ||HF,[448] € Vy,, ecriu IMAC,| = 64,
fy = LE112701] ... ||,[0] = HF,[511]|| ... |HF,[384] € V, 5, 6criu |[MAC | = 128,
£,1255]|| ... |If,[0] = HF,[511]]| ... ||HF,[256] € V5, ecrii IMAC,,| = 256,

£ [631l] ... |1f, 0] = HF,[255]| ... ||HF,[192] € V,, ecnu [MAC | = 64,
f* =67 11271] .. |If,*10] = HF,[255]|| .. ||[HF,[128] € V, 5, ecriu [MAC| = 128,
£, 1255]]] ... [f,*[0] = HF,[255]|| ... ||HF,[0] € V55, €crit |MAC| = 256.

6.3 BbluncneHue sHaveHun fy, f;, f;
N3 cemun cTpok RV e V55, RAND € V54, TOP . €V, instance eV, add e V,,, inf; e Vg, algoname <V,
hopMUpyeTCA CToKa
F, 5 = KVI|RANDI||TOP||instance||add||inf,||algoname < Vg,
rae instance[0] = instance [1] = 1,

0/|0]|0, ecnn |RES| = 32,
instance[2]||instance[3]||instance[4] = | 0||0]|1, ecnn |RES| = 64,
0|1]|0, ecnn |RES| = 128,
1]|0]|0, ecnn |RES| = 2586,
0,ecnn|CK|=128
1, ecnun |CK|= 256,
0,ecrin |IK|=128
1, ecnun |IK|= 256
0,ecnin |K|=128
1, ecnun |K|= 256.
Hanee BbluncnsieTcs

instance[5] = {
instance[6] = {

instance[7] = {

H(F2’5) = HF, ([511]|| ... l|HF,_5[0] € V5,5,
Torga

EI311II ... 15101 = HF, o[511]l] ... [|HF,, §[480] € V;,, ecriu |[RES| = 32,
¢ = | HIB3]l| ... [I5[0] = HF, ([511]]] ... |[HF, 5[448] €V, ecnu|RES] = 64,
27 1 60270 ... 6101 = HF,, gl511]] ... [|HF,, §[384] €V, 5, cnu |RES] = 128,
£,[255]|| ... I5[0] = HF, §[511]l| ... [[HF5, £[256] € Vgs, e |[RES)| = 256,

15 = G47]][ .. 5[0 = HF, 4[255]|| ... [|HF, 5[208] < V,q,
f3 = FA47]|| ... If,[0] = HF, §[207]]| ... ||HF, 4[160] € V.

6.4 BoluucneHue 3HaveHun fy, I,
N3 cemun cTpok KV e V55, RAND € V55, TOP € V4, instance e V, add €V, infy € Vg, algoname <V,
copmupyetcs cTpoka
F; 4 = KVI|[RAND||TOP ||instance||add]|inf,||algonsme € V4,
rae instancel0] = instance[1] = 1,

0]10]|0, ecrm |RES] = 32,
0]10]|1, ecrm |RES] = 64,

0]|1]|0, ecrm |RES] = 128,
1]/0]|0, ecnu |RES] = 256,

instance[2]||instance[3]||instance[4] =
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0,ecnn |CK|=128,
1, ecnn |CK| = 256,
0,ecnn |IK|=128
1, ecnn | IK|= 256,
0,ecnn |K|=128
1, ecnu | K| = 256.
Janee BbluncnseTca

instancel[5] = {
instancel[6] = {
instance[7] = {

H(F; 4) = H(F; IS ... [IH(F; ,)I0] € V512,
Toraa

¢ _ [ E127N] 15101 = HF, [[511]] ... IHF; 4]384] € Vg, ecru| CK| = 128,
37 £1255]] ... [If5[0] = HF, J[511]]] ... |[HF5 4[256] € Vs, ecriu |CK| = 256,

¢ =[R2 1IF10] = HF, 4[255]|| .. ||HF; 4[128] €V, g, ecru |IK] = 128,
47 £1255]]] ... [If,[0] = HF, [255]]] ... |[HF, 4[0] € Vg, €cu|IK| = 256.
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MpunoxeHwe A
(cnpaBo4Hoe)

KoHTponbHble npumepbi

HaHHoe npunoxeHne HOCUT CMPaBOYHBIN XapaKkTep W He SIBIISIETCS YacThbio HACTOSILLUX PEeKOMeHJaLniA.
A1 83G-128

MycTb 3agaHbl cTPOKK:

1) k= 088d39/02c95(5925c9e94¢7425¢e37b;
2) RAND = 6009393d6¢c9a491e624a77510399b147,;

3) SQN =5121d1690714;

4) AMF = 055a;

5) OP = 26dd1¢9f062819¢40555228¢0db07 ef;

6) add = 00000000;

7) algoname = 415554,

A.1.1 Beluncnenne sHavyenua OP.

HdeonuHoe npencraenenve ctpoku inf, = (0][0]|0]|0]|0[|0]|0), Toraa ABOMUHOE MpeACTaBNEeHNe CTPOKM Fop umeer

cneayoLwuin BuA;:

Fop = 00001000100011010011100111110000001011001001010111110101100100100101110010
0111101001010011000111010000100101111011100011011110111111001001101101
1101000111001001111100000110001010000001100111000100000001010101010100

1000101000111000001101101100000111111011110000000010000010101010101010100,

Torga OP. = 7fddefd5d53d94231bb4d6f005951513.

A1.2 Beruncnenue sHavenus fy, f)f
HeonyHoe npeacrasneHve ctpokwm inf, = (0]|0]|0]|0]|0]|0]|1), a cTpoka OP . = 7fddefd5d53d94231bb4d6f005951513,

TOrAa ABOMYHOE NPeACTaBIIeHNe CTPOKM Fy UMeeT cneayiowmii Bua;

F;=0000100010001101001110011111000000101100100
1010111110101100100100101110010
0111101001010011000111010000100101111011100011011110110110000000001001
0011100100111101011011001001101001001001000111100110001001001010011101
1101010001000000111001100110110001101001110101000100100001110100010110
1001000001110001010000000101010110100111111111011101111011111101010111
0101010011110110010100001000110001101110110100110101101111000000000101
1001010100010101000100110000000000000000000000000000000000000010100000
10101010101010100,

Torpaf, = 6a58ba22c5/e9684 nf," = 397722129dc7b2f.

A.1.3 Boluncnenve snavenns f, f5, fy, f5, s
[Bonunoe npencrasnenwe ctpokm inf, = (0]|0]|0]|0[|0]|1]|0), a cTpoka OP, = 7fddefd5d530d94231bb4d6f005951513,

TOrAa ABOMYHOE NpefACTaBIieHne CTPOKM F, MeeT cneayiowmii sua;

Torpa

F, =0000100010001101001110011111000000
1011001001010111110101100100100101110010
0111101001010011000111010000100101111011100011011110110110000000001001
0011100100111101011011001001101001001001000111100110001001001010011101
1101010001000000111001100110110001101001110111111111011101111011111101
0101110101010011110110010100001000110001101110110100110101101111000000
0001011001010100010101000100110000000000000000000000000000000000000100
10000010101010101010100,

> = 69d3fe288be95455,
fz = ¢748a67aa18b69¢cf8eb8dd9¢c5a551d49,
fs = 0448e4304ade3bb78142¢7479de9%ee9e,
fs = b207587ff31d,
fs = 5af1a6d14558.
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A.2 S3G-256

MycTb 3agaHbl CTPOKU:
1) K=088d39f02c95f5925¢9e94¢7425637b, TOrAa
KV = 088d39f02¢955925¢9e94¢7425e637500000000000000000000000000000000
2) RAND = a33¢95d777134191335ae19949195¢c¢9;
3) SQN = e7b4badcf16d,
4) AMF =5599610d52727524a2b61f4f5a5d17e6;
5) TOP = d0639a3bced0524a1ccdddceb8de35dc96ed7 cfafb9edd72db02c853998d16c9;
6) add = 00000000;
7) algoname = 474f53545234333131.
A.2.1 Bbruncnenve sHavenns TOP,
Heowyroe npeacrasnenue ctpoku infy = (0]|0]|0[|0]|0]]0]|0), n instance = 00, cnegoBaTENbHO:
T = 088d39/02¢955925¢9694c74256e375000000000000000000000

00000000000d0639a3bced0524a1ccdd4ceb8de35dcO6edT cfa
b9edd72db02¢853998df6¢20000474/53545234333131,

Torga
TOP¢ = 25b19816a39c2da75¢29d618f1ed564aa09d25e8f068ad1b33d27c688862d03c¢.

A.2.2 Bbluncnenme sHavenms fy, f;

byaem cuutatb, yto |[MAC,| = [MAC4| = 64, Torpa cTpoka instance = 10. [JBoumdHoe npeacraeneHne CTPOKU
inf, = (0]|01|0]|0]|0]|0||1), a cTpoka
TOP = 25b19816a39¢2da75¢29d618/ed564aa09d25e8f068ad1b33d27¢688862d03¢, cnenoBatenbHo:

F1 = 088d39/02¢9515925¢9694¢7425ee37H00000000000000000000000000000000
a33c95d77713419f335ae19949195¢c9
e7b4badcf16d5599610d52727524a2b61f4f5a5d17
€625b19816a39¢2da75¢29d6181ed564aa09d25e8f068ad1b33d27
€688862d03¢100000000001474/53545234333131,

Torga

f1 =7229892127d61b7e,
f," = 677283b5835c9aca.

A.2.3 Bbluncnenve 3navenus f,, fe, f;

Bbyaem cuntaTth, uto |RES| = 64 n |CK] = |IK| = 128, Torga ctpoka instance = 13. [1BonyHoe npeacTaBneHme CTpoku
infy = (0]|01|0]|0]|0]|1]|0), a cTpoka
TOP, = 25b19816a39¢2da75¢29d618f1ed564aa09d25e8f068ad1b22d27c688862d03c, cneaosatenbHoO

F> 5 = 088d39f02¢9515925¢9e94¢7425ee37H00000000000000000000000000000000
a33¢95d77713419f335a619949195¢¢925619816439¢2
da75c29d618f1ed564aa09d25e8f068ad1b33d27c68886
2d03¢13000000000247453545234333131,

Torga

f, = T1cc28becfaecbb8f,
fs = 0¢30d0ffAcc3,
fo = 7b3f75928187.

A.2.4 BbluncneHve sHavenmnn fy, f,
Bbyaem cuntaTth, uto |RES| = 64 n |CK| = |IK| = 128, Torga ctpoka instance = 13. [BonyHoe npeacTaBneHme CTpoku
infy = (0||0J|0J|0J|O||1][1), a cTpoka
TOP = 25b19816a39¢2da75¢29d6181 ed564aa09d25e8f068ad1b33d27¢c688862d03¢, cneaosatensbHo:
F3, 4 = 088d39f02¢95f5925¢9e94¢7425e37H00000000000000000000000000000000
a33c95d77713419f335a619949195¢¢925H619816a39¢2

da75c29d618f1ed564aa09d25e8f068ad1b33d27c68886
2d03¢12000000000347453545234333131,

Torga

f3 = 9bbac93abd5872d0cd486f4b970975,
f4 = 66298dac304bb81ccb2d3b1aca22f871.
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Buénuorpadun

OnucaHne  apxuTekpypbl OBOWel  yHMBepcanbHOW  MOGMIBHOW  TENEeKOMMYHWKALMOHHOW  CUCTEMbI
(3GPP TS 23.101 General Universal Mobile Telecommunications System (UMTS) architecture)

Cneundukaumn anropntva MILENAGE: MpumMep anroputma ayTeHTUMKaLum 1 BoipaboTku Krover pyHKUMAMK
f1, f1*, 12, 13, f4, f5 and f5*. OcHoeHoe (3GPP TS 35.205. 3 Generation Partnership Project;Technical
Speciffcation Group Services and System Aspects; 3G Security; Speciffcation of the MILENAGE Algorithm Set: An
example algorithm set for the 3GPP authentication and key generation functions f1, f1*, 12, 3, f4, f5 and 5%
Document 1: General)

Cneuundmkaumm anroputma MILENAGE: MNprmep anroputma ayTeng)MKaumm 1 BbIpaboTKM KIoHeln OyHKUMAMU
f1, f1%, {2, 3, f4, 15 and f5*. Onucanue anroputma (3GPP TS 35.206. 3™ Generation Partnership Project; Technical
Speciffcation Group Services and System Aspects; 3G Security; Speciffcation of the MILENAGE Algorithm Set: An
example algorithm set for the 3GPP authentication and key generation functions 1, f1*, 12, 3, f4, 5 and 5%
Document 2: Algorithm Speciffcation)

Cneuundukaumm anroputma Tuak: Bropoit npymep anropmtMa ayTeHTUMKaLUmm 1 BelpaboTku KroHern yHKUmUS-
mu 1, f1*, 12, 13, f4, f5 and f5*. Onucanue anroputma (3GPP TS 35.231. 3" Generation Partnership Project;
Technical Speciffcation Group Services and System Aspects; Speciffcation of the Tuak algorithm set: A second
example algorithm set for the 3GPP authentication and key generation functions f1, f1*, 12, 3, f4, f5 and 5%
Document 1: Algorithm speciffcation)

Crieundukauum anroputma Tuak: BTopoli npumep anroputma ayTeHTuukaumm n BelpaboTky Kioven yHKUms-
mu 1, 1%, 12, 13, T4, f5 and f5*. Onucanue koHTponeHoro npumepa (3GPP TS 35.233. 3" Generation Partnership
Project; Technical Speciffcation Group Services and System Aspects; Speciffcation of the Tuak algorithm set: A
second example algorithm set for the 3GPP authentication and key generation functions 1, f1*, 2, 3, f4, f5 and f5%;
Document 3: Design conformance test data)
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