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BeepeHne

Pa3BuTune 1 ykpenneHne 6aHKOBCKOW cucTeMbl Poccuiickoii ®efepaumm, pasBuTue 1 obecneyeHve cra-
6UIbHOCTN hMHAHCOBOTO pbiHKa Poccuiickoil ®epepaumn U HauMOHa/IbHOWM MAATEXHOW CUCTEMbl SABAAIOTCA
uenamu geatenbHocTn BaHka Poccum [1]. OAHMM U3 OCHOBHbIX YC/IOBUIA peanusaunn 3Tux Lenei asnsercs
obecneyeHne Heo6XO4MMOro 1 AOCTATOYHOIO YPOBHS 3aliMTbl MHPOPMaL MK B KPeAUTHbIX OpraHm3auusx, He-
KPeAUTHbIX (hMHAHCOBbLIX OpraHM3aunsax P®. a Takke CybbeKkTax HauMOHa/IbHOWM NAaTexHon cuctembl {Aanee
npu COBMECTHOM YNOMUHaHNM — (OUHAHCOBbIe OpraHu3auum).

B cnyyasx HacTynneHUs MHUUAEHTOB 3aluTbl MHpOpMaL MM nx HeraTBHbIE NOCEACTBUS B paboTe OT-
AeNbHbIX (MHAHCOBbIX OpraHun3aLumnii MoryT MPUBECTU K 6bICTPOMY PasBUTUIO CUCTEMHOTO Kpr3nca 6aHKOBCKOA
cuctembl, (IMHAHCOBOrO pbiHKa Poccuiickol ®egepaumn n (MNn) HaUMOHaNIbHONM NAaTeXHOW CUCTeMbl, HaHe-
CTU CyLLeCTBEHHbI yliep6 MHTepecaM CO6CTBEHHUKOB U K/IMEHTOB (OMHAHCOBbIX OpraHusaunii. Moatomy Ans
(PMHaAHCOBbIX OpraHM3aunii yrposbl 6e3onacHOCTV MHhopMaLm NpeacTaBAsioT CyLLEeCTBEHHYIO ONacHOCTb, a
o6ecneyeHue 3awWmTbl MHOPMaLUN ABNSeTCA A5 (UHAHCOBbLIX OpraH13auunii OfHUM 13 OCHOBOMOJIaratoLLmnx
acrnekToB VX AesATeNIbHOCTL.

[na NpoTMBOCTOAHNSA yrpo3am 6e30MacHOCTN MHAOPMaLMN U UX BAUSIHIO Ha ONepaunoHHbIl puck cu-
HaHCOBbIM OpraHu3auusM cnegyeTt obecrneynTb HEOGXOAUMbIV U AOCTATOUHbIN YPOBEHb 3awWnUTbl NHOPMa-
LMW, a TakKe COXpPaHATb 3TOT YPOBEHb MPU M3MEHEHUMN YCNOBUI Kak BHYTPW, Tak 1 BHe OpraHu3aLuii.

BaHk Poccun B npepgenax cBoeii komneteHuymm (1]. [2] no cornacoBaHuio ¢ hefepasibHbIM OPraHoM mc-
NOSTHUTENIBHOW B/1aCcTU, YNOSIHOMOYEHHbIM B 06/1acT obecnedeHns 6e3onacHocTH, 1 dhefepasibHbIM OpraHoM
VCMNOJTHNTE/NIbHOI BNAacTW, YNOSIHOMOYEHHbIM B 06/1aCTV NPOTUBOAECTBUS TEXHUYECKMM pa3BeAKam U TeXHU-
YecKol 3alnThl MHOPMaL MK, ycTaHaBAMBaeT B HOPMATUBHbIX akTax baHka Poccun ansa dmHaHCOBbIX opra-
HM3aumii Tpe6oBaHUS K o6ecneyeHnio 3aWwnTbl MHChOPMaLMM NPU OCYLLECTB/IEHUN GaHKOBCKOW AeAaTeslbHOCTN
1 fesATeNnbHOCTY B chepe (OMHAHCOBLIX PbIHKOB.

OCHOBHbIMU Lie/IIMN HACTOSLLEro cTaHgapTa sABSA0TCA:

- onpefenieHve YpoBHel 3aliuTbl MH(OPMaUUM U COOTBETCTBYIOLIMX MM TpeboBaHU K cofepXaHuto
6a30BOro cocTtaBa OPraHU3aLMOHHbIX U TEXHUYECKMX Mep 3aluTbl MHopmaummn (gasee npyv COBMECTHOM
YNOMUHaHUN — Mep 3awuTbl MHhopMaLmm), MpMMeHseMbliX (IMHAHCOBbLIMY OpraHusauvsaMu 4nsa peansaumnm
TpeboBaHU1 K 06ecrneyveHnto 3aWnTbl HPOPMaLUK, YCTaHOB/IEHHbLIX HOPMATUBHBIMK akTamu BaHka Poccuu;

- [OCTMXEHMe afleKBaTHOCTU cocTaBa U COAepXaHUs Mep 3awWwuTbl MHopMauun, npumeHsemblx du-
HaHCOBbIMY OpraHn3aumsaMm1, akTyasibHbIM yrpo3am 6e30nacHOCTY MHPOPMaLMK U YPOBHIO MPUHATOrO hrHaH-
COBOW opraHusalyeli onepaumoHHOro pucka (puck-anneTuTy);

- obecneyeHne 3hpPeKTUBHOCTU U BO3MOXHOCTU CTaHAAPTU3NPOBAHHOIO KOHTPO/S MeponpusaTuii no
3awmTe nHopmMauumn, NPoOBOANUMbIX (PMHAHCOBBLIMW OpraHn3aunsaMun.



FOCT P 57580.1—2017

HAUWOHAMNBbHGBIN CTAHAAPT POCCUWNCKOW PELJEPAULUMN

Be3onacHocTb hnHaAHCOBbLIX (6aHKOBCKUX) onepayni

3ALUTA NHOOPMALIMN dUHAHCOBbLIX OPTAHU3ALNIA

Bas3oBblii cocTaB OpraHN3ayNOHHbIX N TEXHUYECKUX MeEpP

Security of financial (banking) operations. Information protection of financial organizations.
Basic set of organizational and technical measures

JaTa BBegeHns — 2018—01—01

1 O6nactb NpUMeHeHus

HacTtoswmii cTaHgapT onpegenseT YpoBHU 3awWnTbl MHOPMaLUn 1 COOTBETCTBYHOLWME UM TpeboBaHNS
K coiepxaHuio 6a30BOro coctaBa Mep 3alunTbl MHpOPMaLMK, KOTOPble NPUMEHAIOTCA (OUHAHCOBLIMU OpraHn-
3auuaAMu 4015 peanusaunm TpeboBaHUin K obecrneyeHnto 3alnTbl MHAOPMAL MK, YCTaHOB/IEHHbIX HOPMaTUB-
HbIMV akTamn BaHka Poccun.

MonoxeHna HacToAlero ctaHaapTa npegHasHayeHbl A8 UCMOb30BaHUA KPeaUTHbIMU opraHu3aums-
MU, HEKPEeANTHbIMU (PMHAHCOBLIMU OpraHU3aunsaAMK, YkasaHHbIMU B YacTW NepBoli cTatbu 76.1 defepasibHOro
3akoHa «O UeHTpanbHOM 6aHke Poccuiickoli ®epepauun (baHke Poccun)» [1], a Takke Cy6beKkTamu Haumo-
HasIbHOV NNATeXHOM CUCTEMbI.

Ba3oBbIli cocTaB Mep 3aluTbl MHOpMauun, onpefesniaeMblii HACTOAWNM CTaH4apTOM, MPUMEHUM K
COBOKYMHOCTN OO6BLEKTOB MHpOpPMATU3aLnn, B TOM YMC/e aBTOMATM3MPOBaHHbIM cuctemam (AC), ncnosb3y-
eMbIM (PMHaAHCOBbLIMW OpraHn3auusMn 415 BbINONHEHNss 6U3HeC-NPoLEeccoB U (Un) TEXHOAOrMYECKUX Mpo-
LLleCCOB. CBA3aHHbIX C NpefocTaB/ieHNneM (PUHaAHCOBbIX, 6aHKOBCKMX YCyr, a TakXe YC/lyr Nno OCyLeCTB/IeHNIO
nepeBOOB [leHeXHbIX CPeACTB (fasnee npy COBMECTHOM YNOMUHaHUN — (PUHAHCOBbIE YCNYTW).

O6nacTb NpYMeEHEHNs1 HaCTOsILLEero crtaHjapTa, onpegensowas 06893aHHOCTbL (PUHAHCOBbLIX OpraHunsa-
L1t NPUMeHATb Mepbl 3aluTbl MHDOpMauuKn, peannsyoline oanH U3 ypoBHel 3alnTbl MHoOpMauun Ans
KOHKPETHOI COBOKYMHOCTM 06bekToB nHdopmMaTtnsaumm, B ToM yncrie AC. ncnosb3yembix OUHAHCOBbIMW Op-
raHnsaumsamMu 4n1a npegoctaBneHns prHaHCOBbIX YCAyr, yCTaHaBIMBaeTCs B HOPMATUBHbIX akTax BaHka Poc-
CUN NyTeM BK/1IOYEHNSI HOPMATUBHOW CCbIJIKN Ha HacTOAWMUI cTaH4apT, NPUBOAMMO Ha OCHOBaHUK cTaTbn 27
degepasibHOro 3akoHa «O cTaHgapTusaumm B Poccuiickoin depepauun» [3].

HacTtosawumin ctaHgapT NpUMeHsieTcs NyTeM BK/IOYEHUSI HOPMATUBHbIX CCbIJIOK HA HEFr0 B HOPMAaTUBHbIX
akTax baHka Poccun u (Mnn) NpsiMOro UCrnosib30BaHUsA yCTaHaB/IMBaeMbIX B HEM TPe60BaHUA BO BHYTPEHHUX
[OKyMeHTax (hMHaHCOBbIX OpraHu3aunii, a Takke B 4OroBopax.

2 HopmaTnBHbIE CCbINKK

B HacTosilwem cTaHAapTe UCMNo/ib30BaHbl HOPMATUBHbIE CCbIJIKM Ha crefytowme cTaHgapTbl:

FOCT 34.003 VHopmaymnoHHass TexHosiorns. KoMmnaekc ctaHgapToB Ha aBTOMaTuU3MpoBaHHblE CUCTe-
Mbl. ABTOMaTU31MpOBaHHbIe CUCTEMBbI. TEPMUHBI 1 onpeaeneHns

FOCT P MCO/M3K 7498-1 NHpopmaLmoHHaa TexHoorusa. B3anmocBasb OTKPbITbIX cucteMm. basosas
aTasioHHas mogesnb. Yactb 1. ba3zoBas Mogenb

FOCT P 50739 CpeactBa BbIMMCNTE/IbHOM TEXHUKKU. 3alimMta OT HeCaHKUMOHUMPOBAHHOIO AocCTyna K
nHdpopmaumn. Ob6Lmne TexHn4eckme TpeboBaHNs

FOCT P 50922 3awuta nHdopmaumn. OCHOBHblE TEPMUHbI U ONpeaeneHns

N3paHue odpuuymanbHoe
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FOCT P 56545 3awuta nHdhopmMmaymn. YA3BMMOCTU MHADOPMaLMOHHbLIX cucTeM. MNpasuna onnucaHnsa ysas-
BMMOCTEN

FOCT P 56546 3awwuTta nHopmauum. Ya3BUMOCTN MHDOPMAaLMOHHbIX cncteM. Knaccndmkaumns ysassu-
MOCTeR MHPOPMALIMOHHbBIX CUCTEM

FOCT P 56938 3awuTa nHpopmauum. 3awmta nHopmalmn npu Ncnosib3oBaHUM TEXHOMOMMU BUpPTYa-
nusaumn. O6LLMe NosoXeHNs

FOCT P MCO/TO 13569 duHaHcOBble yciyru. PekomeHgaumym no nHMOopMaLMOHHOM 6e30MacHOCTH

FOCT P NCO/M3K TO 18044 VHcdopmMaLnoOHHaa TexHonorusa. Metoabl 1 cpefctBa obGecnevyeHuns
6e3o0nacHOCTU. MeHeMXMeHT NHUNAEHTOB MHOPMAaLMOHHON 6e3onacHOCTN

FOCT P NCO/M3K 27033-1 VHopMaLnoHHas TexHoorms. Metogbl 1 cpeacTBa obecneyveHns 6esonac-
HOCcTW. Be3onacHocTb ceTeli. YacTb 1. O630p M KOHUENUMn

FOCT P MCO/M3K 15408-3 NHdopMaLoHHasa TexHosorms. Metoabl U cpeactBa obecneyeHns 6esonac-
HOCTW. KpuTepmm oueHkn 6e30nacHOCTU MHAOPMALMOHHBIX TEXHOMOMMK, YacTb 3. KOMMNOHEHTbl AoBepus K
6e3onacHocTH

MpumeuyaHune — T[Ipy NONL30BAHNU HACTOALWMM CTAHAAPTOM LeNIecoo6pa3HO NPOBEPUTL AENCTBUE CCbINOY-
HbIX CTaHJAPTOB B MH(DOPMALMOHHOW cucTeMe 06LLErO NOSb30BaHUS — Ha ouLumanbHOM calite efepanbHOro areHT-
CTBa NO TEXHWYECKOMY PEry/IMPOBAHWI0 U METPOJIOMMN B CETU VIHTEPHET UK MO eXerogHoMy MHGOPMaLNOHHOMY yKasa-
Ten «HauuoHanbHble CTaH4apTbl», KOTOPbI 0Ny6AMKOBaH MO COCTOSHUIO Ha 1 siHBaps Tekyliero roga, v no Bbinyckam
€XEMECSUHOT0 MH(DOPMALIMOHHOTO yKa3aTens «HauuoHasibHble CTaHAaPThI» 3a TEKYLWWIA rof. EC/n 3aMeHEH CCbINIOYHbI
CTaHAapT, Ha KOTOpbIii AaHa HefaTMpoBaHHAs CCblfika, TO PEKOMEHAYETCA WCNoMb30BaTb AENCTBYIOLYI0 BEPCUIO 3TOrO
CTaHAapTa C YYETOM BCEX BHECEHHbIX B AaHHYI0 BEPCUI0 U3MEHeHUIA. ECNIM 3aMEHEH CCbINIOYHbIV CTaHAapPT, HA KOTOPBbIi
flaHa AaTUpoBaHHas CCblNKa, TO PEKOMEHAYETCS NCMOb30BaTh BEPCUIO 3TOTO CTaHAapTa C yKas3aHHbIM Bbllle FOA0M YT-
BepXAeHUs (NpUHATUSA). ECNu nocne yTBEPXAEHUA HACTOSILLEr0 CTaHAapTa B CCbIMIOYHbIM CTAHAAPT, Ha KOTOpbIK AaHa
faTMpoBaHHas cCblfika, BHECEHO W3MEHEHMeE, 3aTparnBalLLee NosIoKeHne, Ha KOTOpoe faHa CCblfika, TO 3TO NOJIOXEHNE
pekoMeHayeTcs NPpUMeHaTb 6e3 yueTa AaHHOT0 N3MEHEHUS. ECNM CCbINOYHBIN cTaHAapT OTMeHeH 6e3 3aMeHbl, TO MoJo-
XeHne. B KOTOPOM flaHa CCbi/IKa Ha Hero, PEKOMEHAYETCS NPUMEHATb B YACTU, He 3aTparnBatoLleil 3Ty CCbINKy.

3 TepmuHbl 1 onpegeneHus

B HacTosdwem cTtaHgapTte npumeHeHbl TepMuHbl no TOCT P 50922, TOCT 34.003. TOCT P 56545.
FOCT P 56546. a Takxe criegytolie TepM1UHbI C COOTBETCTBYIOLLNMW ONpeaesIeHUAMU:

3.1 mepbl 3aWKnTbl MHOPMaumn: OpraHmsaumoHHble (B TOM Yncne ynpaB/ieHYeCcKMe) U TeXHUYeckme
Mepbl, MPUMeEHsEMbIe A/15 3aWmnTbl MHopmauumn n obecrneyeHnsa goctynHoctu AC.

MpuMmeuyaHne — ApgantupoBaHo u3 FOCT P MICO/M3K TO 19791.

3.2 TexHu4yeckas mepa 3aWuTbl MHPOpPMaumn: Mepa 3awuTbl MHOpMaunu, peasnsyemas ¢ nomo-
Wb NPUMEHEHUS annapaTHbIX, NPorpaMMHbIX, annapaTHO-NPorpaMMHbIX CPeacTB 1 (UIN) CUCTEM.

3.3 opraHusaunoHHas Mepa 3awnTbl nHopmMaumn: Mepa, He ABNSAIOLWASACA TEXHNYECKOW Mepoii 3a-
WMTbl MHpopMaL MM, npegycmatpmBatollas ycTaHOB/IEHNE BPEMEHHbIX, TepPUTOPUA/IbHbIX, NMPOCTPAHCTBEH-
HbIX. NPaBOBbIX, METOANYECKMNX U UHBIX OFPaHNYEHNI Ha YC/I0BUS UCNOMb30BaHUA U pPeXnMbl paboTbl 06bekTa
MHopmaTM3aumm 1 (UIn) UHbIX CBA3aHHbIX C HAM OGbEKTOB.

3.4 cuctema 3awmnTbl HPopmMaLnn: CoBOKYNHOCTb Mep 3almnTbl MH(hopMaunn, NpUMeHeHne KOTopbIX
HanpaB/ieHO Ha HenocpeACcTBeHHOe obecneyeHne 3aWnTbl MHOPMALUN, NPOLECCOB NPUMEHEHUA yKa3aH-
HbIX Mep 3aWnTbl MHhopmMaLmm, peCypCcHOro 1 opraHmM3auMoHHOro obecnevyeHms, Heo6xo4MMoro ansa npume-
HEHUA yKasaHHbIX Mep 3awuTbl MHhopMauun.

3.5 cuctema opraHusaunm n ynpabrieHnsa 3awmTon nHpopmaunm: CoBoKyNHOCTb Mep 3alnTbl UH-
hopmaumn. NPpUMeHeHe KOTOPbIX Hanpas/ieHo Ha obecneyeHne NOMHOTLI U KavYecTBa 3alunTbl MHOPMaLmn,
npefHasHavyeHHbIX 419 MAaHMPOBaHWsA, peannsaunn, KOHTPOS U COBEPLLUEHCTBOBAHUSA NPOLECCOB CUCTEMbI
3aWnTbl MHOPMaLMK.

3.6 06beKT nHhopmaTusaymm hmHaHcoBoii opraHnsaymm (06bLEKT MHAopMmaTusayum): CoBoKyn-
HOCTb OGBLEKTOB WM PecypcoB AOCTyna, CPeAcTB U cucteM o6paboTkn uHgopmaumu, B Tom unucre AC. uc-
nosb3yemMbIX AN obecnevyeHs UHdopmaTmsaumm 6usHec-NpoLeccoB U (MNK) TEXHONOMMYECKMX NPOLLeCcCoB
(hMHaHCOBOI OpraHu3aLmm, UCNosib3yeMbixX 4715 NPeAoCTaB/IeHNS (PUHAHCOBbIX YC/IyT.

MpuMmeuyaHne — AgantupoBaHo u3 FOCT P 51275.

3.7 TexHoNorn4yecknii npouecc prMHaHCOBOW opraHusaynm (TexHonornyeckuini npouecc): Habop
B3aMMOCBS3aHHbIX onepauunii ¢ nHgopmaumeli n (Mnn) obbekTaMn MHopmMaTU3aLmm, UCNosib3yemMblX Npu
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PYHKLMOHNPOBaHUN (hMHAHCOBOW opraHmsaumm n (Uin) HeobxoAuMbIX ANA NpefocTaBieHns (OUHAHCOBbIX
yCnyr.

3.8 06bekT goctyna: O6bekT MHopmaTusaummn, nNpeacTasnAlOWMi co60oil annapaTHoe CPOJACTBO,
CpefCcTBO BbIYNC/IMTE/ILHOW TEXHUKU 1 (M) ceTeBoe o6opyaoBaHue, B TOM 4yncie Bxogsiwme B coctaB AC
(hMHaHCOBOW OpraHM3aunu.

MpunmeyvyaHne — B cocTaBe OCHOBHbIX TUNOB 06bLEKTOB AOCTyna PeKkOMeHAYyeTCs Kak MUHMMYM paccmart-
puBathb:

aBTOMaTU3MpoBaHHble paboune mecta (APM) nonb3oBaTteneii:

APM akcnnyaTtaunoHHOro nepcoHana:

cepBepHoe 06opyoBaHue:

ceTeBoe 06opyfoBaHue;

CUCTEMbl XPAHEHUS AaHHbIX:

annapatHble mogynu 6esonacHocTn (HSM);

yCTpOIicTBa Neyatu u KoNnnMpoBaHusa NHhopmaunm;

06beKTbl fOCTyNa, pacnosioxeHHble B My6nyHbIX (06WeA0CTyMHbIX) MecTax (B TOM yucae 6aHkomarbl, naarex-
Hble TEPMUHAbI).

3.9 pecypc goctyna: O6bekT MHhopmaTusauum, NpeacTaBnAOLWNA CO60N COBOKYNMHOCTb MHhopMauum
1 nporpammMmHoro obecneveHus (MO) o6paboTkm nHopmauun.

Mpumeyanne — B cocTaBe OCHOBHbIX TMMNOB PECypCcoB AOCTyna pekoMeHAyeTCs Kak MWHWMYM paccmart-
puBaTth:
- AC:
- 6a3bl faHHbIX;
ceTeBble halifioBble pecypchl;
- BUpPTyasibHble MallUWHbl, NpeAHa3HaYeHHble 415 pasMeLLeHNs cepBePHbIX KOMNOHEHTOB AC:
BMPTYyasibHble MalluHbl, NpejHa3HavyeHHble AN pasMelweHns APM nonb3osaTeneil n aKkcnayaTaunoHHOTO nep-

CoHana,;

- pecypcbl AOCTyna, OTHOCALLMECS K CepBUCaM 3NEKTPOHHON NOYTHI:

- pecypcbl gocTyna, oTHocsiwmecs kK WEB-cepBucam hMHaHCOBOW opraHusaunm B ceTsix VIHTpaHeT n VHTepHeT.

3.10 KOHTYp 6e30nacHocTu: COBOKYNMHOCTb O6BLEKTOB WHdopMaTuM3auumn, onpegensemas obnactbio
NPYMEHEeHNA HacTosWero crtaHgapTa, MCNofb3yembiX ANA peanunsauum 6usHec-npoueccos N (UN) TeXHOo-
Nornyeckmx npoueccos OMHAHCOBOW OpraHu3auuv efuHON CTeneHn KPUTUYHOCTK (BaXHOCTW), A1 KOTOPOI
hMHaHCOBOV opraHu3saumeli NpuMeHsaeTcsa eguHas NOMNTMKA (PeXnM) 3awmTbl MHopMaumn (eAnHbIn Habop
TpeboBaHWii kK 06ecneyeHno 3awWnTbl MHpopMauum).

3.11 ypoBeHb 3aWmnTbl nHPOpMaumn: OnpegeseHHass COBOKYMHOCTb Mep 3alnTbl MHpOpMaLm, BXO-
OAWNX B COCTaB CUCTEMbI 3alMTbl MHhopMauMM 1 CUCTEMbI OpraHn3aunm n ynpasfieHnsa 3awmTon nHdop-
Mauuun. NpUMeHsieMbIX COBMECTHO B npejenax KoHTypa 6e30nacHOCTU ANa peanusauum NoanTukn (pexnma)
3aWuUTbl MHAOPMaL MK, COOTBETCTBYIOLLEl KPUTUYHOCTM (BaXHOCTM) 3aluunLaemoii nHgopmaumm 6usHec-npo-
LeccoB n (Mnn) TEXHONONMYECKMX NPOLLEeccoB (hMHAHCOBO opraHmnsaumm.

3.12 cmsnyecknii 4octyn K 06bEKTY gocTyna (Puanyeckuii gocTtyn): JoOCTyn K 06bEKTY [OCTYNa,
BK/IHOYas fOCTYN B NOMeLLeHNe, B KOTOPOM PacnosioeH 06bEKT AOCTYNa, MO3BOSAIOWMIA OCYLLEeCTBUTL (hn3u-
Yeckoe BO3eNCTBME Ha Hero.

3.13 nornyecknii AOCTyn K pecypcy AocTyna (norvyeckuii goctyn): [locTyn K pecypcy [OCTyna,
B TOM 4uncre yAas/leHHbIA, peannsyemblii C NCNOMNb30BaHWEM BbIUYMCAUTE/bHbIX CeTel, NO3BONAIOWMI, B TOM
yuncne 6e3 13nM4eckoro 4ocTyna, OCyLLeCTBUTbL AOCTYN K 3aliMwaemMoil MHhopmMauum Nnun BbINOAHUTL onepa-
LMn no o6paboTke 3awmwaemMoii MHchopMaymu.

3.14 cyb6beKkT gocTtyna: PaboTHMK (hMHAHCOBOV OpraHusaumn Nam MHoe ML, OCYLLEeCTBASOWNIA dun-
3u4eckuii 1 (MNN) NOrNYECKNn 4OCTYN, UK NPOrPaMMHbIN CEPBUC, OCYLLECTBSIOWMNIA TOTNYECKNn JOCTYN.

NMpuMmeyaHue — B cocTaBe OCHOBHbIX TUMOB CYGHLEKTOB LOCTYNa B HACTOSLLEM CTaHAapTe Kak MUHUMYM pac-
cMaTpuBalTCsa cnegylolime:

- nonb3oBaTenu — cy6bEeKTbl AOCTYNa, B TOM Yuc/e KAWEHTbl (PUHAHCOBOI OpraHW3auuu, ocyllecTBAsSOWMe A0-
CTyn Kk o6bekTam u (Mn) pecypcam JOCTyna C Lenbio UCNOJb30BaHNA (PMHAHCOBBIX YCAYr, NpefocTaBAseMblX NHopma-
LIMOHHOW NHPACTPYKTYpPOIi (hHAHCOBO opraHu3ayuu:

- 3KCnayaTauMOHHbI nepcoHan — cyb6bekTbl A4OCTyna, B TOM 4Yuc/e NpeAcTaBuTenn NoApsAHbIX OpraHusauuii,
KOTOpble pellaloT 3afaun obecneyeHuns akcnayarayum n (Wam) agMUHUCTPUPOBAHNS 06BEKTOB U (M) PECYPCOB A0CTY-
na. AN KOTOPbIX HEO6XOAMMO OCYLEeCTB/IEHME TOTUYECKOro A0CTyNa, BK/OUAs 3ajaun, CBA3aHHble ¢ akcnayaTauuein un
afiMUHUCTPUPOBAHNEM TEXHUYECKUX Mep 3aLinTbl MHOpMaLUK:

- TeXHuU4eckuii (BCHOMOFaTeﬂbeIﬁ) nepcoHan — CyﬁbeKTbI AOCTyna, B TOM 4ucsie npeacrtaButTenn nogpagHbix op-
raHusaumii. pewarlymne 3afayun, CBs3aHHble ¢ 06ecneyeHnemM akcnayaTayum 06 bLEeKTOB 4OCTYNa, 415 BbINOMHEHUS KOTOPbIX
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He TpebyeTcsl OCyLecTB/IEHME NIOTMYECKOro 4OCTYNa, WU BbIMOJIHSAIOWME XO3ANCTBEHHYIO AesTeIbHOCTb U OCYLLeCTB/s-
1owne hmsmnyecknii 4ocTyn K o6bekTam AocTyna 6e3 Lesm nx HemocpeAcTBEHHOTO UCMO0/b30BaHMUS:

- NPOrpaMMHbIE CEPBUCHI — MPOLECChI BbINOSHEHUSI NMPOrPaMM B UH(OPMALMOHHOR MHPACTPYKTYpe, OCyLLecT-
BAsIOLLME NIOTMYEeCKUil 4OCTYN K pecypcam focTyna.

3.15 aBTopu3ayus: lMpoBepka. NOATBEPXAeHE U NpefocTaB/ieHVe NpasB SI0OrMYeckoro gocTtyna npu
ocylecTB/ieHn cybbekTaMum AOCTyna /10rMyeckoro goctyna.

3.16 naeHTndUKaynsa: NpucsoeHne A/ OCYLLECTB/IEHNSA JIOTMYECKOTo A0CTyna CybbekTy (06bekTy)
[0CTyna yHUKanbHOro npusHaka (MaeHTudmkaropa); cpaBHeHMe npu ocyLecTBNIEHUM /I0TMYeCcKoro gocTyna
npeabABIAEMOro cy6bekTom (06beKTOM) AOCTyNna naeHTurkaTopa c nepevyHem NPUCBOEHHbLIX AEHTUdVKa-
TOpOB.

3.17 ayTeHTudunkaumna: NMposepka Npu OCyLeCcTB/IEHMM NOTUYECKOro A0CTyna NPUHaAeXHOCTM Cyob-
eKkTy (06beKTy) A4oCTyna npeabsaABfEHHOro UM ngeHTudmkaropa (nogTeBepXxaeHne nog/AMHHOCTN).

3.18 perncTpauuns co6bITUl 3aWnTbl MHOPMaLMn (pernctpaums): dukcaymsa gaHHbIX O COBEpPLUEH-
HbIX Cyb6bekTaMu A0CTyna AeCTBUAX AW AaHHbIX O COObITUAX 3alnTbl MHGOPMaLMK.

3.19 y4yeTHas 3anucb: Jlormyeckmini 06bLEKT (MHopMauums), CyLecTBYOLWWA B npegeniax ogHOro um
HEeCKOJ/IbKUX pecypcoB A0CTyna 1 NpeAcTaBASoOWNA cybbekTa 4ocTyna B ero (Mx) npegenax.

3.20 TexHN4YeckKasa ydyeTHas 3anucb: Y4eTHas 3anucb, UCMOMb3yemas [/1 OCyLLeCTB/IEHUSA NOTMYECKOo-
ro AocTyna nNporpaMmMHbIMUK CepBUCaMU.

3.21 npaBa siornyeckoro goctyna: Habop AelicTBuWiA, paspeLleHHbIX A4J/151 BbINOIHEHVS CYyOBHEKTOM 4,0~
cTyna Haf, pecypcoM f0CTyna C UCMO/Ib30BaHMEM COOTBETCTBYHOLLEN YHETHOM 3anmncu.

3.22 ponb nornyeckoro goctyna (posib): 3apaHee onpefeneHHas COBOKYNHOCTb (OYHKUMI 1 3agady
cy6beKTa f0CTyna, 415 BbINOIHEHUS KOTOPbIX HEOO6XOAMM OnpeAesieHHbI Habop Npas /I0rMYecKoro focTyna.

3.23 ponb 3awnTbl HOpMaLun: 3apaHee onpegenieHHass COBOKYMHOCTb (DYHKLUNIA 1 3a4ay cybbekTa
[ocTyna, B TOM Yncne paboTHMKa hrHaHCOBOI opraHmM3aunmn, CBA3aHHbIX C MPUMEHEHNEM OpraHM3aunoHHbIX
1 (MNn) TEXHUYECKUX Mep 3awuTbl MHOpPMaLUN.

3.24 neranbHblii cyb6BbEKT gocTyna: CybbekT ocTyna, HageneHHbli (houHaHCOBOW opraHm3sauneiil non-
HOMOUYMAMU Ha OCYyLLeCTBNEHNE PU3NYECKOTO U (M1K) NOTMYECKOro AocTyna.

3.25 ayTeHTUMKaLNOHHbIe AaHHble: JaHHble B 060l hopme 1 Ha /lloboM HOocuTene, U3BECTHbIe
UNn NpuHagiexatime nerasibHOMy Cy6beKTy AOoCTyna — ferasibHoOMy BNagenbLy ayTeHTUPNKALNOHHbIX AaH-
HbIX. UNN faHHble, KOTOPbIMU 06/1afaeT NerasibHbll Cy6BbEKT AOCTYNa, UCMOb3yeMble A1 BbINO/IHEHNSA NPO-
Leaypbl ayTeHTUdMUKaLmMn npu ocyLwecTB/IEHNN IOTMYECKOTO foCTyna.

3.26 komnpomeTauusa ayTeHTUMUKALUOHHbIX AaHHbIX: COOblTMe, CBSAA3aHHOE C BO3HWKHOBEHWEM
BO3MOXHOCTW UCMOJIb30BaHNA ayTeHTUMIMKALMOHHbIX AaHHbIX CYObeKTOM, He ABAAWMMCA NeranbHbIM Bria-
AenbUeM yKa3aHHbIX ayTEHTU(PUKALNOHHBIX AAHHbIX.

3.27 dhakTop ayTeHTUdUKaunm: BNOK gaHHbIX, UCNOMb3YeMbIX MpU ayTeHTuduKauum cybbekta um
obbekTa gocTtyna.

MpumevyaHnsa

1 dakTopbl ayTeHTUdMKaLuy noapasfensoTcsa Ha cnegylowme Tpyu KaTeropum:

- YTO-TO, YTO CYGBLEKT UM 06BEKT JOCTyNna 3HAET, HANpPUMep Naponun neranbHbix cy6bekToB goctyna. MAH-koAbI:

- YTO-TO. YeM Cy6beKT unan 06bekT JocTyna obnagaeT, HanpuMep AaHHble, XPaHWMble Ha MepCcoHabHbIX TEXHWUYe-
CKMX YCTPOICTBax ayTeHTUhMKaLMN: TOKEHAX, CMapT-KapTax U UHbIX HOCUTENSAX;

- YTO-TO. YTO CBOICTBEHHO CY6BLEKTY WAM 06BbEKTy AocTyna, Hanpumep 6uomeTpuueckue faHHble husnyeckoro
nvua — neranbHoOro cy6bekra gocTyna.

2 ApjanTupoBaHo u3 [4).

3.28 ogHOhaKkTOpHas ayTeHTUdUKaumsa: AyTeHTUUKALMWS, 151 OCYLLECTBIEHUSI KOTOPOWN NCMOSb3Y-
eTcsi 0AVH hakTop ayTeHTUdMKaLuu.

3.29 MHOrodakTopHas ayTeHTuduKauusa: AyTeHTUUKaLus, 415 OCyLecTB/IeHNs] KOTOPOI NCNO/b3y-
toTCsi ABa U 60/1ee Pas/IMYHbIX hakTopoB ayTeHTUUKaLMK.

3.3U ABYXCTOPOHHAA ayTeHTUduMKaumsa: MeTog ayTeHTUUKaLMM OGBEKTOB M PecypcoB A0CTyNa,
obecrneunBaloWwnii B3avMHy0 NPOBEPKY MPUHAANEXHOCTU NpeabsB/eHHbIX 06LEKTOM (pecypcom) AocTyna
NAEHTUUKATOPOB NPU UX B3aUMOAENCTBUN.

MpumevyaHne — ApanTuposaHo u3 [4].

3.31 cobbiTne 3aWmnTbl MHPOpMauun: VaeHTUULNPOBaHHOe BO3HVMKHOBEHME U (UIM) U3MEHEHWe
COCTOSIHUSA 06BEKTOB MHOpMaTM3aumm (rHaHCOBOW opraHu3auunn, geinctems paboTHMKOB (OUHAHCOBOW
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opraHusaumm n (M) NHbIX NUL,. yYKasblBatoLle Ha BO3MOXHbIN (MOTeHUMaNbHbIN) MHUNAEHT 3awwmTbl MHGOP-
(ETITZIZN

MpumevyaHne — ApantupoaHo u3 FOCT P MCO/M3K27001.

3.32 MHUMAEHT 3aWunTbl MHOpMauun: OAHO WM Cepust CBSI3aHHbIX HeXenaTeslbHbIX WU HeoXu-
[AaHHbBIX COObLITUIA 3aWnTbl MHOPMALUK, KOTOPbIe MOTYT MPUBECTU K PUCKY HapyLeHUS BbIMOJIHEHUSA 6U3-
HEeC-NPOLECCOB. TEXHOJIOMMYECKMX NPoLLeccoB (hUHAHCOBOI opraHuMsaunm un (MamM) HapylwmnTb 6e30MacHOCTb
MHhopmauunu.

MpumeyvaHunsna

1B cocTaBe TUNOB VHUWAEHTOB 3alnTbl MHOPMaLUN peKOMeHAYETCS Kak MUHUMYM paccMaTpuBaTh:

- HecaHKLMOHMPOBaHHbI AOCTYN K MH(hopMaLum;

- HapylweHue B obecneyeHnn 3almnTbl MHGOPMaLUK, BKAOYAA HapylieHne paboTbl TEXHUYECKNX Mep 3allunTbl WH-
dopmauun. nosiBneHne yasBuMocTell 3almTbl UHopMaLum;

- HapylweHue Tpe6oBaHWii 3aKkoHogaTenbcTBa Poccuiickoli ®egepauynn, B TOM Ynuciie HOPMaTUBHbLIX akToB BaHka
Poccum, BHYTPEHHUX AOKYMEHTOB (DUHAHCOBOI OpraHu3aLmmn B 061acTu obecneveHns 3alnTbl Hopmaumm,

- HapyleHue pernaMeHTMPOBaHHbIX CPOKOB BbINMO/IHEHWSA NpoLeayp W onepauuii B pamkax npegoctasneHus cu-
HaHCOBbIX YCNYT;

- HapylleHue yCTaHOB/IEHHbIX Nokasarteneil npegocTaBneHns hHaHCOBBIX YCYT.

- HaHeceHue (hUHAHCOBOrO yulep6a (PUHAHCOBOI OpraHu3aLuu, eB KIMEHTAM U KOHTpareHTam;

- BbIMOJIHEHME OMepaunii (TpaH3akuuii), NpMBOAALMX K (OMHAHCOBLIM NOCNEACTBMAM (PMHAHCOBOI opraHm3auum,
ee K/INeHTOB U KOHTPareHToB, OCYLeCTB/EeHNEe NepeBOA0B AEHEXHbIX CPEACTB N0 PacnopshkeHuto NuL,. He o6nagatoLmx
COOTBETCTBYIOLMMU MOSTHOMOYNSAMU, NN C UCMOSIb30BAHNEM UCKaXXEeHHOV MHhopmMaLmmn, cogepxallyeiics B COOTBETCTBY-
IOLLMX PACNOPSHKEHMAX (3/IEKTPOHHBIX COOBLLEHMAX).

2 ApantuposaHo 13 FOCT P MCO/M3K 27001.

3.33 ynpaBiieHne MHUMAEHTaAMUN 3alunTbl MHpOopMauumn: [eaTenlbHOCTbL MO CBOeBPEMEHHOMY O6Ha-
PYXEHWUIO UHUMAEHTOB 3alUTbl MHDOPMaLUK, afeKBaTHOMY 1 OrnepaTMBHOMY pearmpoBaHUIO Ha HUX. Hanpas-
NeHHass Ha MUHUMMU3aLmMo 1 (M) NMNKBUAALMIO HEeraTBHbIX NOCNEACTBUIA OT MHUMAEHTOB 3alnTbl UHKOP-
Maumu Ans prHaHCoBOWN opraHusaumm n (Uin) ee KIVEHTOB, a TakKKe Ha CHUXeHMe BEPOATHOCTN NOBTOPHOTO
BO3HVWKHOBEHWNA UHLUWNAEHTOB 3alUTbl MHAOPMaL UK.

3.34 rpynna pearMpoBaHus Ha MHUWAEHTbI 3alWunTbl nHopMauun; NPU3N: feicTBytowas Ha no-
CTOSIHHOW OCHOBe rpynna paboTHNKOB (PUHAHCOBOM opraHusaumm n (UiM) UHbIX JIULL. NPUBJIEKAEMbIX €10. KO-
Topas BbINOJIHAET perfiaMeHTUpoBaHHble B (hMHAHCOBOW opraHu3auMn npoueaypbl pearpoBaHusi Ha VHLUW-
OeHTbl 3aWmnTbl MHOPMaL UK.

3.35 nHpopmauna KoHdOUAeHLNaNbLHOro xapakrepa: VMiHdopMauus, 4715 KOTOpOoii B COOTBETCTBUM C
3aKkoHofaTeNbCTBOM Poccuiickoii ®egepaunn, B TOM YnMC/le HOPMaTUBHbIMM akTamu BaHka Poccun, n (nnn)
BHYTPEHHVUMU [ OKyMeHTaMn (PMHaHCOBOI opraHu3auuy obecneynBaeTCcs cOXpaHeHne CBOWCTBa KOHUAEH-
LMasnibHOCTW.

3.36 yTeuka nHcdopmaunm: HekoHTposvpyemoe thrmHaHCOBOV opraHusauveil pacnpocTpaHeHue WH-
chopmaymn KOHPUAEHUMaNbHOro xapakrepa.

MpumevaHune — AgantuposaHo n3 FOCT P 53114.

3.37 3awmTta MHopMaunn OT yTeukn: 3auwmTa MHopmauum, Hanpas/ieHHas Ha npeaoTBpalleHve
HEKOHTPONIMPYEMOTro (PUHAHCOBOM OpraHM3auueil pacnpocTpaHeHnst UHhopMaLun KOH(MPUAEHLNANBLHOTO Xa-
pakTepa.

MpumevaHune — AgantupoBaHo us FOCT P 50922.

3.38 cepBepHble KOMMNOHEHTbI BUpTyanusauun: CoBOKYNHOCTb rMNepBu3opa, TEXHNYECKUX CPeaCTB,
Heo6xoAMMbIX AN PYHKLMOHMPOBaHNA TMnepBu3opa, TEXHNYECKNX CPeAcTB, NpeAHasHavyeHHbIX 4NN yrnpas-
NeHNs 1 agMUHUCTPMpPOBaHUA runepeusopa. MNMO. npeAHasHa4YeHHOro 4719 NpefocTaB/ieHns 4ocTyna K BUpTY-
aslbHbIM MallMHam ¢ APM nonb3oBartesnieit (Hanpumep, 6pokep cCoeanHEHNIR).

3.39 6a30BbIli 06pa3 BUPTyasibHOW MawnHbl: O6pa3 BUPTyaslbHOM MalnHbI, UCMO/Ib3YEMbI B Kaye-
CTBe nepBOHa4Ya/IbHOro o6pasa Npu 3anycke (3arpyske) BUPTYasIbHOW MalUVHbI.

3.40 Tekywnin o6pa3 BUpTyanbHOM MawnHbl: O6pa3 BUPTyalbHONM MallNHbI B ONpeaesieHHbIN (Teky-
LWNIA) MOMEHT BpeMeHn ee (DYHKLMOHMPOBaHUS.

3.41 nH(pOPMaLNOHHBIA O6MEH Mexay BUPTyalbHbIMU MallMHaMu: MexXnpouecCopHoe B3anmo-
AelicTBue, a TaKxXe ceTeBble MH(POPMALMOHHbIE NOTOKU MexX Ay BUPTYaslbHbIMW MalluHaMu, B TOM YMc/e pea-
nn3yemMble cpeAcTBaMy rMnepensopa u BUPTYasibHbIMW BbIYUCAUTETbHBIMU CETAMMU.
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3.42 cncTema XpaHeHWa AaHHbIX BUpTyanusauum (Cuctema xXpaHeHus fdaHHbiX): COBOKYMNHOCTb
IUXHUYBDKMX CPBACTB, NpefHa3HaYeHHbIX ANA XpaHeHUs aHHbIX, UCMUIb3aYeMbIX NPy peannsaunmn BupTyanu-
3auMn. B TOM 4yncrie 06pa3oB BUPTYas/IbHbIX MalLWH U JaHHbIX, 06pabaTbiBaeMbIX BUPTYa/IbHbIMU MallUHaMW.

3.43 3aWMTa OT BPEAOHOCHOIO KoAa Ha YpoBHe runepeusopa: Cnocob peanmsaummn 3awmtbl oT Bpe-
[OHOCHOrO Kofa BUPTYasibHbIX MallMH C UCMO/b30BaHMEM MPOrpaMMHbIX CPeACcTB 3awWunTbl OT BPeAOHOCHOIoO
KoAa, (PYHKUMOHMPYIOWMX KakK OTAeNIbHble BUPTyasibHble MallMHbl Ha YPOBHe runepsusopa, 6e3 Herocpea-
CTBEHHOW YCTaHOBKM areHTOB Ha 3alyuliaemMble BUPTyasibHble MallVHbI.

3.44 ueHTpanM3oBaHHOe ynpaB/eHne TEXHNYECKUMN MepamMu 3awmnTbl nHpopmauumn: YnpasneHne
cpeAcTBaMy U CUCTEMaMU, peasnin3yloLnNMU TEXHUYECKME MepPbl 3alinTbl MHpopMaLMM, MHOXECTBEHHO pas-
MelaemMmbiMy Ha APM nosb3oBaTeneii n aKCnyaTaumoHHOro nepcoHana.

MpumeuyaHne — B cocTaBe (hyHKLUIi LLeHTPaNN30BaHHOIO yNpaB/eHns paccMaTpuBatoTCs:

- aBTOMAaTU3MPOBaHHbIE YCTaHOBKA ¥ 06HOBMEHME MO TEXHUYECKMX MEp 3aluUTbl MHOPMALMKU, NOMyYaeMbIX U3
€[JMHOr0 (3TasIOHHOT0) UCTOYHMKA:

- aBTOMaTu3MpOBaHHOE OGHOBNEHNE CUTHATYPHbIX 6a3 B C/lyyae WX UCNONb30BaHWS, NOMyYaeMbIX U3 ELUHOTO (3Ta-
JIOHHOTO) NCTOYHMKA, C YCTAHOB/IEHHOW NEpPUOANYHOCTbIO;

- aBTOMaTu3MpOBaHHOE YCTAHOB/IEHWE NapaMeTPOB HACTPOEK TEXHUYECKUX Mep 3alnTbl MH(OopMaLuu, nonyyae-
MbIX U3 €AVNHOTO (3TaSIOHHOT0) NCTOYHMKA;

- KOHTPO/b LEeNocTHocTn MO TeXHWYECKUX Mep 3aluTbl UHDOpPMaLMW, NapamMmeTpoB HACTPOEK TEXHUYECKUX Mep
3aLMTbl MHGOPMALMN U CUTHATYPHbLIX 6a3 NPU OCYLLECTBNEHUN X aBTOMATU3VPOBAHHOW YCTaHOBKM U (M11) 0GHOBNEHUN;

- KOHTPO/b Le/IOCTHOCTU €AMHOT0 (3TAIOHHOT0) NCTOYHMKA MO TEeXHUYECKMX Mep 3alinTbl MHopMaLMK, napave-
TPOB HACTPOEK TEXHUYECKMX Mep 3aluTbl MHPOPMALIMU U CUTHATYPHbIX 6a3:

- LeHTpann3oBaHHbIi CO0P AaHHbIX PEFUCTPALMMN O COBLITUSX 3aLUTbl MHChOPMaL UK, POPMUPYEMbIX TEXHUYECKU-
MU Mepamu 3aLnTbl MHGOPMaLK.

3.45 ypaneHHbIli goctyn paboTHMKa (puHaHCOBOW opraHusauun (yganeHHblin goctyn): Jlornye-
CKuWIA JOCTyn paboTHMKOB (OMHAHCOBbLIX OpPraHM3aunii, peanmsyemblii U3-3a NPeAesioB BbIYMCANTENBHbIX ceTel
PMHaAHCOBbIX OpraHn3aLmii.

3.46 pecypc nepcoHasibHbIX AaHHbIX: Basa faHHbIX UKW MHAsi COBOKYMHOCTb NEePCOHasIbHbIX faHHbIX
(NAH) MHOrMx cy6bekToB MAH, 06beANHEHHbIX 06WMMK Lensamm o6paboTkn, ob6pabaTbiBaeMbIX (hHAHCOBOWA
opraHusauuen ¢ MCnosib30BaHNEM U 6e3 NCNo/Ib30BaHNsA 06bEKTOB NHdopMaTnsaLlmm, B Tom yncnie AC.

4 O603HaYeHns 1 cokpalleHus

B HacTosiwem cTtaHfapTe NpUMeHeHbI crieflytolme CoKpalleHus:
APM — aBTOMaTM3npoBaHHOe paboyee MecTo;

AC — aBTOMaTU3MpOBaHHasA CUCTEMA;

MAH — nepcoHasibHble faHHble:

NCMNAH — MHOPMaLMOHHbIE CUCTEMbI MEPCOHA/IbHbIX AAaHHbIX;
MHW — malunHHble HOCUTEeNN NHAopMaunn;

HC/[l — HecaHKLUMOHMPOBaHHbIN 4OCTYM;

MO — nporpamMmmMmHoe o6ecneveHune;

CK3W — cpepgcTBa Kpyntorpadouyeckoii 3awmTbl MHopMaLmu;

CBT — cpeAcTBO BbIYUC/UTENbHOM TEXHUKN;

CYB[, — cuctema ynpaBneHusi 6azamMmu JaHHbIX.

5 Ha3HauyeHune u CTpyKTypa ctaHgapTa

Pa3gen 6 HacToswero ctaHaapTa CoAepXnUT:

- onucaHue o6Leil MeToao10rMmM NPUMeHeHNA (OMHaAHCOBLIMU OpraHn3aunsamMm TpeboBaHuii K cogepxa-
HUIO 6a30BOro coctaBa Mep 3awuTbl MHpopMaLnKn, onpeaeneHHOro B HacTosLWeM CTaHAapTe;

- onpegesieHNe ypoBHel 3awmnTbl HpopMauuun, peainsyemblx (OUHAHCOBOW opraHu3aunei.

Paspen 7 HacTosiwero craHgapta COAEPXUT A8 KakAOro 13 ypoBHeEW 3almTbl MHopmauumn Tpebo-
BaHWA K cogepXxaHuno 6a30BOro coctaBa Mep 3awuTbl MHpOpMaLMK, NPUMEHEHMEe KOTOPbIX Hanpas/ieHo Ha
HenocpeacTBeHHOe obecneyveHne 3awnTbl MHopmaumn (TpeboBaHUA K cMCTEME 3aluTbl MHhopMaLuum).

Pasgenbi 8 1 9 HacTosLero ctaHgapTa cogepXar 4715 KaxA0ro 13 ypoBHel 3almtbl nHdopmauumn Tpe-
60BaHNA K cofepXxaHnio 6a30BOro coctaBa Mep 3alumTbl MHpOpMaLMK, HanpaBfeHHbIX Ha o6ecneyeHmne foK-
HOW MOSHOTbLI U KayecTBa peann3aumn CUCTeMbl 3alnTbl MHOPMaLMK (TPpeGoBaHNS K cucTeMe opraHusauum
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1 ynpas/ieHuIO 3alinTo MHdopMaLlmn), BKIoUas TpeboBaHUA K cogepXkaHuio 6a30BOro coctaBa Mep Mo
o6ecneyeHnIo 3alMTbl MHOPMALNUN Ha 3Tanax XU3HEHHOro uuknia AC 1 NPUIOXEHWUIA.

B npunoxeHnn A HacTosLLero cTaHaapTa NnpuBefeHo onncaHne OCHOBHbIX MOJIOXEHWIA 6a30BOW Moaenu
Yrpo3 v HapyLwimTenei (oMHaHCOBbIX OpraHu3aunii.

B npunoxeHnn B HacTosiLiero ctaHgapta npvBeAeHbl COCTaB U COEepXaHe PeKOMeHAYyeMbIX OpraHu-
3aUMOHHBIX Mep. CBA3aHHbIX C 06PaboTKOM hMHAHCOBO opraHu3auneli NepcoHa/IbHbIX AAHHbIX.

B npunoxeHnn B HacToswwero ctaHaapTa NnpyBeaeH nepeyvyeHb COObITUIA 3aWmTbl MHpOpMaL MK, NOTEH-
LManbHO CBA3aHHbIX ¢ HC/A 1 HUnAeHTaMn 3alnTbl UHPOPMaLUKN, peKoMeHAYEeMbIX ANS1 BbISIBIEHUSs], peru-
cTpaumm n aHanmsa.

6 O6wune NnonoxeHnsa

6.1 [leATennbHOCTN (DMHAHCOBO OpraHM3auun CBOCTBEHEH ONepaunoOHHbIN PUCK, CBA3aHHbIA C Hapy-
LweHneMm 6e30MacHOCTU MHpopMaLUK, YTO ABASETCSA 0O bEKTUBHON PeasibHOCTbIO, U MOHU3UTb 3TOT PUCK MOX-
HO NNLWb [0 ONpefesieHHOro OCTaTOYHOro YPOBHS. [1/1 ynNpaB/fieHUsi onepaLyoHHbIM PUCKOM, CBSI3aHHbIM C
6e30MacHOCTbIO MHpopMaL MK, hHaAHCOBOI opraHM3aumm Heo6xoAuMo obecneunTb:

- naeHTUrKaunio n yyet o6bekToB nHopmaTmnsanmm, B Tom umcne AC. BkIoHaeMbIX B 061acTb Npu-
MEHeHUs1 HacTosILero ctaHaapTa B COOTBETCTBUMN C Tpe6OBaHMAMYM HOPMaTUBHbIX akToB BaHka Poccun, ycTa-
HaBMBaKOLWMX 06513aTe/IbHOCTb MPUMEHEHNS ero NoJIoXeHWl (fanee — 06/1aCTb NPUMEHEHNS);

- NPUMEeHeHVe Ha Pas/IMYHbIX YPOBHAX MHADOPMALMOHHOW MHPPACTPYKTYPbl BbIOPaHHbIX (OUHAHCOBOM
opraHusauueii Mep 3awmTbl UHOPMALMK, HaNpaB/IeHHbIX HA HeNnocpeacTBeHHOe o6ecneyvyeHne 3alnThbl UH-
dopMaumm 1 BXOAAWMX B CUCTEMY 3alnTbl MHOpMauumn, TpeboBaHMA K cofepxaHuioo 6a3oBOro cocrasa
KOTOPbIX YCTaHOB/IeHbI B pasjesie 7 HaCTOALero ctaHaapTa;

- NpMMeHeHne BblGpaHHbIX (OMHAHCOBOW opraHmn3aunern mMep 3awmnTbl MHopMaunm, obecrneynBaroLLLnx
npvemsiembie s OMHAHCOBOW OpraHuM3auun MOSIHOTY M KayecTBO 3awuTbl MHpopMauuun, BXOAAWMNX B CU-
CTeMy opraHuMsauumn 1 ynpassieHus 3awmnTolr uHdopmauun, TpeboBaHUA K coaepxaHuio 6a3oBOro cocrasa
KOTOPbIX YCTaHOB/EHbI B pa3jesie 8 HaCTOsLWero cTaHaapTa;

- NpUMeHeHne BbIGPaHHbIX (PMHAHCOBOI opraHu3auuneli mep 3alnTbl MHAOPMaLMK, HanpaBAEeHHbIX Ha
obecneyeHne 3awWnTbl UHPOPMALMM HA BCEX CTaAMUAX XU3HEHHOTO UMkia AC 1 NpuioxeHuii, TpeboBaHuA K
cofepXaHunio 6a30BOro coctaBa KOTOPbIX YCTAHOB/EHbI B pa3gesie 9 HacTOsWero ctaHaapTa;

- OLIeHKY OCTaTO4YHOro OnepauyioHHOro pucka (OMHaHCOBOrO 3KBMBasIeHTa BO3MOXHbIX MOTEPL), BbI3BAHHO-
ro HenosIHbIM MM HEKAYeCTBEHHbIM BbIGOPOM 1 NPYIMEHEHNEM Mep 3almTbl MHAOpMaLmMK, TpeboBaHNA K cogep-
»KaHno 6a30BOro cocTaBa KOTOPbIX YCTaHOB/EeHbI B paszenax 7.8.9 HacTosLWero ctaHaapTa, 1 o6paboTKy ykasaH-
HOro pycka B COOTBETCTBMU C NPOLeAYypPOii, onpeaesieHHoN TpeboBaHAMU HOPMATUBHbIX akToB BaHka Poccum.

MpumeyaHne — PekomeHaLuu No oLEeHKE PUCKOB MHhopMaLMOHHO 6e3onacHoCcTH npuBeseHsb! B (5) 1 [6].
Pe3ynbTaTtbl OLLEHKN PUCKOB MH(PpOPMALMOHHON 6€30MacHOCT! MOTyT 6bITb MCMNO/b30BaHbI NPK OLEHKE 0CTAaTOYHOro one-
paLMOHHOr0 pUcka, BbI3BAHHOTO HEMOJIHLIM UM HEKaYeCTBEHHbIM BbIGOPOM M MPUMEHEHNEM OpPraHN3aLMOHHbIX U TEXHU-
YeCcKMx Mep 3aluTbl MHopMaLmn.

6.2 Mpu naeHTUrKaymmn 1 yyete o6beKTOB MHOPMaTU3aLUM huHaHCOBOI opraHn3aLnmn AoMKHbI pac-
CMaTpuBaTbLCA Kak MUHMMYM ClefytoLie OCHOBHbIe YPOBHU MHOPMaLVMOHHOW NHMPACTPYKTYpPbI:

a) cUCTeMHble YPOBHMU:

- YypOBeHb annaparHoro obecneyeHus;

- YPOBEHb CeTEBOro 060py/J0BaHNS;

- YpPOBEHb CeTEBbIX MPUIOXKEHWN N CEPBUCOB;

- YPOBEHb CepBEPHbIX KOMMOHEHTOB BUPTYyasiM3auumn, NporpaMmMHbIX MHPacTPyKTypPHbIX CEPBUCOB;

- YpOBEHb OMepauUmoHHbIX CUCTEM, CUCTEM ynpaBrieHns 6a3aMu AaHHbIX, CEPBEPOB MPUIOXEHWI;

6) ypoBeHb AC 1 NPUMIOXEHWIA, IKCMTyaTMpyeMblixX 4151 OKadaHUs PMHAHCOBbLIX YCNyr B pamkax 6u3Hec-
NpoLeCCOB WM TEXHO/IOTMYECKNX NMPOLEeCcCcoB (hMHAHCOBOW opraHun3aumm.

6.3 Bbi6oOp 1 NpyMeHeHne hMHAHCOBOI opraHu3auueli mep 3alnTbl MHCOPMaLMN BK/IOYAET:

- BbIGOP Mep 3awuTbl MHOpMaL MK, TpeboBaHMsA K cofepXaHnio 6a30BOro cocTaBa KOTOPbIX YCTaHOB-
NeHbl B pasfesie 7 HacToslLIero ctaHaapTa:

- ajanTauuio (YyToYHeHue) npu Heob6xo4MMOCTM BbIGPaHHOIO cocTaBa M COoAepXaHUsa Mep 3aluTbl WH-
copmMaLmn ¢ y4eToM MOLENN Yrpo3 1 Hapywuteneli 6e3onacHoCTU MHopmaumn hMHaHCOBOW opraHu3aumm
N CTPYKTYPHO-(PYHKLMOHA/IbHBIX XapakTepUCTUK 06 beKTOB NHopMaTm3aummn, B ToM uncne AC. BK/IloHaeMbIX
B 06/1aCTb NMPMMEHEHUS HACTOSILLEro cTaHgapra:
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- WCK/IOYEeHMe 13 6a30BOro coctaBa Mep, He CBA3aHHbIX C UCMO/b3yeMbIMU MHPOPMALMOHHBIMU TEXHO-
nornsimu;

- [OMOJIHEeHVEe NPV He06X0AMMOCTM afanTUPOBAHHOIO (YTOYHEHHOr0) cocTaBa M CoAepXaHus Mep 3a-
LWMTbI MHpOpMaLMKM MepaMin, o6ecneymBaroLWMMN BbINOSTHEHNE TpeboBaHWUIi K3awmTe nHopmauum, ycTaHoB-
NEeHHbIX HOPMAaTMBHbLIMW NPaBOBbIMU akTamu B 06/1aCTU o6ecneyeHnst 6e30NacHOCTU 1 3awnTbl MHhopMauuu;

- NpUMeHeHVe AN KOHKPEeTHOW 06s1acTn afanTMpoBaHHOMO (YTOYHEHHOr0) U AOMO/IHEHHOTO cocTaBa
Mep 3aWunTbl MHOPMaLUKM B COOTBETCTBUN C NOJSIOXEHUAMU pa3genos 8 1 9 HaCTOSLWEro ctaHaapTa.

6.4 MNpy HEBO3MOXHOCTU TEXHUYECKOW peannsaumm oTaeNbHbIX BblGpaHHbIX Mep 3alnTbl MHopMaLun,
a Takke C y4eTOM 3KOHOMMUYECKON Lenecoo6pasHOCTM Ha aTanax agantaummn (yTouHeHus) 6a30Boro cocra-
Ba Mep MOryT paspabaTbiBaTbCsl MHble (KOMMEHCUPYHOLLME) Mepbl, HanpaB/ieHHble Ha HelTpannsauunto yrpos
6e3onacHoOCTU nHopMauuu, onpeseneHHbIX B MOAENN Yrpos, 1 Hapylmtenein 6e3onacHoCTU MHopmaLmm
hMHaHCOBOIi opraHM3aumu.

B aTOoM cny4vae hmHaHCOBOW opraHu3aumeli 4OMKHO 6bITb NPOBeAEeHO 060CHOBaHNE NPUMEHEHUS KOM-
NEHCUPYIOLLMX Mep 3alnTbl MHOPMaLMK.

MprvMeHeHVe KOMMNEeHCMPYOLWMX Mep 3awmnTbl MHQoOpMaUnn AO/MKHO ObITb HamnpaB/ieHO Ha 06pa6oTKy
ornepaLMoHHOro pucka, CBA3aHHOrO C peasiM3almeri Tex xe yrpos 6e3onacHoCT MHpopmaLlmm, Ha HelTpaniu-
3auUMio KOTOpPbIX Hanpas/ieHbl Mepbl U3 6a30BOro cocTaBa Mep 3awuTbl MHDOPMaLUKM HACTOSALWEro cTaHaapTa,
He NpuMeHsieMble (OMHAHCOBOW opraHunsaumneil B CBA3M C HEBO3MOXHOCTbIO TEXHMYECKOW peanunsaumm n (nnu)
3KOHOMUYECKOW Lies1eco06pasHOCTbIO.

6.5 CHUXeHVe onepauyoHHOro pucka, CBA3aHHOIO C HapylleHHOM 6e30nacHocTV MHgopmalmm, obe-
cneymBaeTcs NyTeM Hajsexaliero Bbi6opa, MOBbIWEHUS MOIHOTbI M KayecTBa NPMMeHEeHUsi COOTBETCTBYIO-
WX Mep 3awmTbl MHopMaumn, MonHoTa 1 Ka4ecTBO NPUMEHEHNS Mep 3alUunTbl MHOpPMaLMM fOCTUraeTcs
nnaHMpoBaHWeM, peanusauneil, NPOBEPKOI M COBEPLLIEHCTBOBAHMEM CUCTEMbI 3alMTbl MHpOpMaLuKn, ocy-
LLeCTB/IAEMbIMN B paMKax CUCTEMbI OpraHu3auun u ynpasieHns 3alnToin nHdopmaunm, a Takke npumeHe-
HMEM Mep 3alnTbl UHAOPMaLMN Ha 3Tanax XU3HEeHHOro umkna AC 1 NpUIoXeHWA.

6.6 OLeHKa OCTaTOYHOro ONepaLVoHHOIO PUCKA, CBA3AHHOTO C HEMOJIHbIM WN HEKAYeCTBEHHbLIM Mpu-
MeHeHVeM Mep 3aluTbl MHOPMaLUKN, BXOAALWMX B CUCTEMY 3auTbl MHOPMaLMX, OCYLLECTBASETCS B CO-
OTBETCTBUM C MpoLeaypoii, onpeaeneHHol TpeboBaHUAMM HOPMaTMBHbIX akToB BaHka Poccun, Ha ocHoBe
OLeHKM nokasaTesieli COOTBETCTBMSA peaniM3auumn CUCTEMbI 3aWunTbl MHGOPMaLmMm hrHaHCOBO opraHusaLmmn
Tpe6oBaHMAM pa3fenos 7,8 1 9 HacTosLero ctaHgapTa.

OueHKy nokasaTeneil COOTBETCTBUA peasin3aunm cMcTemMbl 3awmTbl nHpopmaumm oMHaHCOBOW opraHu-
3aunn TpeboBaHMAM, YCTaHOB/IEHHbLIM B pasfenax 7.8 1 9 HacTosLero ctaHfapTa, cneayeT OCyLWecTBATb B
COOTBETCTBUMN C METOAMKONM, NPUBEAEHHON B COOTBETCTBYIOLEM HALMOHaUILHOM CTaHzapTe.

6.7 HacTtoawwii ctaHgapT onpeaenset TpU YPOBHS 3alnTbl MHOpPMaLWK;

- ypoBeHb 3 — MWHUMa/IbHBI;

- YpPOBeHb 2 — cTaHAapTHbIN;

- YpoBeHb 1 — yCUNEHHbIN.

B chmHaHcoBOW opraHusaumm opMUpPYOTCSt OMH WM HECKOJIbKO KOHTYpOB 6e30MacHOCTU, A5l KOTO-
pbIX MOXET 6bITb YCTAHOB/IEH pasHbIi ypOBeHb 3aluTbl MHopMauun.

YpoBeHb 3alnTbl MHhopMaumMn hUHaAHCOBOIM OpraHmM3aunn A1 KOHKPETHOro KOHTypa 6e3onacHocTun
ycTaHaB/IMBaeTCA HOPMaTUBHbIMK akTaMy BaHka Poccum Ha OcHOBe;

- BuAa AesiTeNbHOCTM hMHAHCOBOI OpraHm3aunm, coctaBa nNpefocTaBisieMbIX OMHAHCOBbLIX YC/yT, pe-
anunsyembix 6U3HeC-NPoLeccoB 1 (MIKN) TEXHOMOTMYECKMX MPOLLECCOB B paMKax AaHHOro KoHTypa 6esonac-
HOCTW;

- 06bemMa hMHAHCOBbIX ONepaLuii;

- pasmepa opraHusaumn, oTHECEHUA (YUHAHCOBOW OpraHM3auuy K Kateropmm manbix npeanpuaTuii n
MUKpONPeAnpUsTUiA;

- 3HaYMMOCTU (PMHAHCOBOI opraHuMsauun Ans UHAHCOBOIO PbIHKA M HaLWOHA/IbHOM NAaTeXHOW cu-
CTeMbl.

6.8 Peannsauuio Tpe6GoBaHNii K cOAepPXaHUIO 6a30BOro cocTaBa Mep 3alinTbl MHhopMaunn ans cnegy-
IOLWMX YPOBHEW 3alnNTbl MHhOPMAL MU, YCTAHOB/IEHHbIX HACTOSALWMM CTaHAAPTOM, PeKOMeHAyeTCs UCMO/b30-
BaTb (pMHAHCOBbLIMUK OpraHu3auuaMn ana obecnevyeHUss BbINOSIHEHUSA TpebGoBaHWUI K 3awmMTe NePCOHasIbHbIX
LaHHbIX NpY X 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX MepCoHasIbHbIX faHHbIX (MCMAH):

- AN o6ecrneyeHns COOTBETCTBUS YETBEPTOMY YPOBHIO 3aLUULLIEHHOCTU MEePCOHasIbHbIX AaHHbIX Mpu
nx o6paboTke B ICIMAH. ycTaHOBNEHHbIX MpaBuTensLCcTBOM Poccuiickoii deaepaumn [7]. pekomeHayeTcsa uc-
nosb3oBaTb TPe6OBaHWSA, YCTAHOB/EHHbIE HACTOSILLMM CTaHAAPTOM /151 YPOBHSA 3 — MUHVMasIbHbIA;
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- Ans obecneyeHNss COOTBETCTBUSA TPeTbeMY M BTOPOMY YPOBHSIM 3allMLLIEHHOCTN NepCOHasIbHbIX AaH-
HbIX Npu nx o6paboTke B NCMAH. ycTaHOBMAEHHbIX MMpaBuTenbcTBoM Poccuiickon depepaunn [7]. peKOMeH-
AyeTcsl Mcnosib3oBaTb TpeboBaHUSA, YCTaHOB/IEHHbIE HACTOSALWMM CTaHAAPTOM /151 YPOBHSI 2 — CTaHAAPTHbIN;

- A5 obecnevyeHNss COOTBETCTBMSA NepPBOMY YPOBHIO 3aLMLLEHHOCTU NEePCOHa/IbHbIX AaHHbIX NpU UX 06-
paboTke B NCMAH. ycTaHOBNEHHbIX MNpaBuTeIbCTBOM Poccuiickoii ®egepaunmn [7]. pekomeHAyeTCcss UCMONb-
30BaTb TPe6OBaHMWsA, YCTaHOB/IEHHbIE HACTOSILMM CTaHAAPTOM A/151 YPOBHA 1 — YyCWUIEHHbII.

CnpaBo4Has MHopmaLma No cocTaBy M COAEPXKaHUIO PeKOMEHAYyeMbIX OpraHn3aunoHHbIX Mep. Mog-
nexaumx peannsaumn ouHaHCOBOM opraHmsaumreli B cBaA3M ¢ 06paboTkoii MAH B cCOOTBETCTBMU C TpeboBaHU-
avun [8]. npuBefeHa B NpUNoxXeHun b K HacTosLWwemy cTaHAapTy.

6.9 OcHOBOI o1 peanusaymy NpaBUAbHOTO U 3P(PEKTUBHOIO cnocoba MUHUMMU3ALUN BO3MOXHbIX MO-
ABMIeHUI B AeAaTeNbHOCTM (DMHAHCOBOW opraHu3aumnn HenpuemsieMblxX ANA Hee onepaumMoHHbIX PUCKOB, CBS-
3aHHbIX C HapylleHneMm 6e30NacHOCTU NHpopmauun, ABNSAIOTCA NPUHATbIE N KOHTPOIMPYEMble PYKOBOACTBOM
(hMHaHCOBOW opraHM3aunn AOKYyMEHTbI, onpeaensioLlme:

- NONUTUKY obecneyveHns 3awmnTbl MHOpMaUnm oMHaHCOBOV OpraHm3aunu;

- 06/1aCTb NPUMEHEHNSA CUCTEMbI 3alMTbl UHOPMALMK, ONMCAHHOM Kak NepeyeHb 6U3HeC-NpoLLeccoB,
TexHosornyecknx npoueccos n (nnun) AC domHaHCOBOI opraHu3aumm;

- uenesble MNMoka3zaTenn BesMYNHbI JONyCTUMOro OCTaTOMHOro ONepaunoHHOIo puUcka, CBA3aHHOro C Ha-
pyweHvem 6e30NacHOCTU UHAOpMaUUK.

CogepxaHve NOAUTUKM obecneyeHns 3awmTbl MHhopmaLmm MHaHCOBOW OpraHM3aunn fO/HKHO cpeaun
Mpoyero onpeaensaThb.

- Uenu 1 3agadn 3awmTtbl HopMauuu;

- OCHOBHble TUMbI 3aLMLaeMoi nHopmauuu;

- OCHOBHbI€ MPUHLMMbI U NPUOPUTETHI BbIGOPa OPraHn3aLMOHHbIX 1 TEXHUYECKMX Mep CUCTEMbI 3alnTbl
MHhOpMaLMM N CUCTEMbBI OpraHu3aLmy 1 ynpasieHus 3alnToil Hopmaumu;

- MOJIOXKEHNS O BblAENEHNN HEOOBXOAMMbIX N [OCTATOUYHbIX PECYpPCOB, UCMO/b3yeMbIX MPU NPUMEHEHUN
OopraHn3aLMOHHbIX U TEXHUYECKUX Mep. BXOAALWNX B CUCTEMY 3alnNTbl HOPMaL UK.

6.10 Mpw npoBeAeHUN paboT No nNpefocTaB/eHNIO A0OCTyMNa K 3awmiiaeMoin nHcpopmauum orHaHCOBOWA
opraHusaunn criegyeT pyKOBOACTBOBATLCA CrieAyOWUMMN NPUHLMNAaMY, YCTaHOB/IEHHbIMU AN PbIHKa PUHAaH-
coBbIx ycnyr B FTOCT P NCO/TO 13569:

- «3HaTb CBOEro KJMEHTa», NPUHLUMM, peasn3auus KOTOPOro B OCHOBHOM HanpaBsfieHa Ha o6nagaHve
MHopMauneli B OTHOLEHNN 61aroHafeXHOCTU KIIMEHTA, ero OCHOBHbIX NOTPe6HOCTE, OTCYTCTBMSA ero Hesa-
KOHHOU N1 HenerasbHOW AeATeNbHOCTY;

- «3HaTb CBOEro paboTHMKa»: MPUHLUN, peann3alms KOTOpOoro B OCHOBHOM HarnpaB/ieHa Ha o6nagaHve
nHdopMaumein 06 OTHOLWEHNN PabOTHNKOB (PUHAHCOBOV OpraHM3auuny K CBOMM CNYXebHbIM 0653aHHOCTAM,
HaIMunKN 'y HUX BO3MOXHbIX NPo67aeM, B TOM 4yucie (PUHAHCOBbIX, MMYLLECTBEHHbIX WUAN INYHBIX, KOTOpble
MOryT NOTeHLMaNIbHO NPUBECTU K AeiCTBUAM, HanpaB/ieHHbIM Ha HapylleHue TpeboBaHWii K 3almnTe MHgop-
Mauum:

- «HEeob6XoAUMO 3HaTb»: MPUHLMUM, peasn3aumsi KOTOPOro B OCHOBHOM HarnpaB/lieHa Ha orpaHuyeHue
npaB /1I0rM4yeckoro n (1nm) dusnyeckoro Aoctyna paboTHMKOB (PMHAHCOBOW OpraHM3auuy Ha ypoBHe, MUHU-
Ma/lIbHO HEO6GXO4MMOM A1 BbINOSTHEHUS CTYXEOHbIX 0653aHHOCTEI:

- «[BOIiHOE ynpaBrieHue»: MPUHLWM, peanun3aunsi KOTOPoro B OCHOBHOM HanpaB/fieHa Ha COXpaHeHue
LLeNIOCTHOCTU N HEM3MEHHOCTU MHopMaumm nyTem Ay6nmposaHus (a1ropuTMMYecKoro, BpeMeHHOro, pecypc-
HOFO WM MHOTO) AelCTBMIA Cy6beKTOB AOCTyrna B paMKax peanmsaunn (MHaHCOBbIX Onepaunii 1 TpaH3akuuii,
BbIMO/IHAUMUIY 0 NX OKOHYaTe/IbHOTO 3aBepLUEHUS.

6.11 dnHaHCOBO OpraHM3auMm pekomeHayeTcs obecneymBaTb aBToMaTU3aL Mo NpeocTaBAsemMbiX u-
HaHCOBbIX YCNyr, 6U3HEC-NPOLLECCOB, TEXHOMOIMYECKNX NpoLeccoB 1 (Unn) o6paboTky 3aluniaemoin MHgop-
Mauuu ¢ ncnonb3osaHneM AC 1 NpUNoXeHWi, co3gaBaembix (MOAepHU3NPYeEMbIX) (DMHAHCOBOWM opraHusa-
LMei caMoCTOATENBHO U (MIN) C NPUB/IEYEHNEM CTOPOHHUX OpraHn3aLuii.

065s3aHHOCTb 06ecneyeHns (hHAHCOBOW opraHu3auueli asTomarnsaunm 6usHec-NPoLEeccoB, TEXHOMO-
rmyecknx NpoueccoB 1 (Um) 06paboTKM 3almLaemMon NMHopmaymm ToNbKO ¢ NpumeHeHnem AC ycTaHaBn-
BaeTcsA TpeboBaHMAMM HOPMaTUBHbIX akToB BaHka Poccuu.

6.12 dunHaHCcOBas opraHM3auus caMoCTOsITe/IbHO onpeAensieT He06X04MMOCTb NCNONb30BaHUS CPeACTB
KpunTorpadguyeckoii 3awmntbl nHpopmauum (CK3U). ecnm nHoe He NpenycMoOTpeHO dheaepaibHbIMU 3aKo-
HaMW Y MHBIMW HOPMAaTMBHbLIMW NPaBOBbIMW akTamu Poccuiickoli ®egepaunn, B TOM YMce HOPMaTUBHbIMU
aktTamn BaHka Poccun, cTaHgapTamu, npaBuiamu nNpoecCUoHaibHOW AeATesIbHOCTH, 1 (Mnun) npasunamm
naaTeXxHol cucTembl.
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Pab6oTbl hrHaHCOBOV OpraHusauumn nNo obecnevyeHno 3awnTbl nHhopmMauum ¢ nomouibio CK3W nposo-
OSITCA B COOTBETCTBUM C TpeboBaHMAMMK 3akoHoaatenbcTBa P® [9], [10] 1 [11] n TexHUYeCcKol [OoKyMeHTaumnen
Ha CK3W.

B cny4ae ecnun dpmHaHcoBas opraHusaumsa npumeHsieT CK3W poccuiickoro nponsBoguTens, ykasaHHble
CK3W ponxkHbl nMeTb cepTudurKkaTbl NN paspelleHns egepasibHOro opraHa, ynosiHOMOYeHHOro B obnacTu
obecneyvyeHns 6e30NacHOCTU.

6.13 Opuanyeckre nuua wnn MHAMBUAYyanbHble NpeanpuHUMaTenn, npuseiekaeMble (OUHAHCOBOW Op-
raHusauuer ana nposegeHns paboT No obecneyvyeHnto 3awmTbl HOOPMaUNKW, AO0MKHbI UMETb JIMLEH3NIO Ha
0eATeNbHOCTb M0 TEXHUYECKOW 3alwmTe KOHMAeHUManbHOW nHopmMaumum.

7 Tpeb6oBaHUS K cucTeMeE 3alnTbl MHOpMaL UK

7.1 O6wne NosoXeHNs

7.1.1 HacTosiwmii pasgen ycTaHaBnuBaeT Tpe6GoBaHUA K coAepXaHUio 6a30BOro coctaBa Mep 3awmTbl
MHpopMaLMn AN crefyloLWmx NpoLeccoB (HanpaBneHnii) 3alnTbl MHOpPMaLnn:

a) npouecc 1 «ObecneyeHne 3awmTbl MHOPMALMM NPU YNPaB/IeHNN AOCTYNOM»:

- ynpaBs/ieHVe yYeTHbIMU 3anncsiMn 1 npaBaMy Cy6beKTOB JIOrMYecKoro focTyna;

- naeHTUdMKaums, aytTeHTUMKaLmsa, asTopmsauuns (pasrpaHnyeHne 4ocTyna) Npu ocyLecTBeHNM J10-
rMyeckoro AocTyna:

- 3aluTa MHhopMaL My NPy OCYLLEeCTBeHUN (PU3NYECKOTO AOCTYNa;

- naeHTUdMKaums, knaccudmrkaumsa 1 yyet pecypcoB M 06beKTOB JOCTYNa;

6) npouecc 2 «Ob6ecneyeHne 3aWmnTbl BbIMUCINTESIbHbIX CETEl»;

- CerMmeHTauuna n mexceteBoe aKpaHMpoBaHME BbIYUC/TUTEIbHbIX CeTeﬁ;

- BblSIBNIEHNE CETEBbIX BTOPXEHUI U aTak;

- 3awuTa uHopmaumm, nepegasaeMoil No BbIYNCAUTENTbHBIM CETAM:

- 3awmuTa 6ecnpoBOAHbIX CETeir;

B) npouecc 3 «KOHTPO/Ib Le/IOCTHOCTU U 3aLULLEHHOCTU NHDOPMALMOHHOW MHPaCTPYKTYpbI»;

r) npouecc 4 «3awuTa oT BPeAOHOCHOIO KoAa»;

A) npouecc 5 «MpegoTepaLlleHne yTeyek MHopMaLmm»;

e) npouecc 6 «YnpasrieHVe UHLMAEHTaMW 3aWmTbl MHOOPMaLNN»:

- MOHWTOPWVHT 1 aHan3 cobbITUIA 3alnTbl MHOPMaLUK;

- OBHapy)XeHne UHUMAEHTOB 3alnTbl MHAOPMAaLMN 1 pearnpoBaHne Ha HUX;

X) npouecc 7 «3almnTa cpefbl BUpTyannsaumum»;

1) npouecc 8 «3awmTa nHhopmMauumn Npy OcyLLecTBIEHUN YAA/IEHHOTO SIOTMYecKoro AocTyna ¢ Ucnosb-
30BaHMEM MOGWU/bHbIX (MEPEHOCHbIX) YCTPOCTB».

7.1.2 Mepbl 3aWmnTbl NHOpMaunKn, BXogsAlMe B CUCTEMY 3alnTbl MHOPMAaLUK, Peasin3yoTcs:

- B COOTBETCTBUM C MOJIOXKEHUSIMU pa3fenoB 6. 8. 9 HAcTosLWEero cTaH4apTa;

- C OrpaHV4YeHUsIMN 1 YCNOBUAMU, ONpeaesieHHbIMU B pa3gesne 6 HacTosiero ctaHgapTa, obycnoBeH-
HBbIMW TEXHMYECKON BO3MOXHOCTbIO 1 SKOHOMUYECKOW LiesIeCo06pPasHOCTbIO (PUCK-anneTuTom) chHaHCOBOWA
opraHusaumn.

7.1.3 B cnyvyae BO3HUKHOBEHMSI B MHOPMAaUNOHHOW MHppacTpyKType (hMHAHCOBOW opraHmsauumn 3a-
OMKCUPOBaHHbIX HeLWTaTHbIX CUTyaLuii (aBapuii AN CYLLLECTBEHHOTO CHKEHUS (PYHKLMOHa/IbHOCTU KOMMO-
HEHTOB MHOPMALIMOHHOW MHAPPACTPYKTYpPbI), PN KOTOPbIX BPEMEHHO OTCYTCTBYET TeXHMYecKasi BO3MOXHOCTb
NpPUMeHeHMs BceX Mep 3aluTbl MHOpPMaLUK, BXOASALWMX B CUCTEMY 3allnUTbl MHDOpMaLuW, pMHaHCcOBas
opraHusauust fo/HkHa NpeaycMOTpeTb OCYLLEeCTB/IEHUE 3KCM/lyaTauMOHHbIM NepcoHasioM AelcTBUiA, Hanpas-
JIeHHbIX Ha BbIMOJ/IHEHNE CBOUX C}'Iy)KeﬁHbIX 06s13aHHOCTEN B YCNOBUAX OTCYTCTBUA NMPUMEHEHUA OTAE/IbHbIX
Mep 3alnTbl MHOPMaLUKM, a Takke AO/MKHbIA KOHTPO/b YKa3aHHbIX AeNCTBUIA.

7.1.4 Mepbl 3aWunTbl MHOPMaLUN, BXOAsLLNE B CUCTEMY 3alUTbl UHCpOpPMaLuKn, peasm3yoTcs B TOM
yncne ansa obecneyeHns 3awmTbl:

- pe3epBHbIX KONWUIN pecypcoB AoCTyna, 6a3 faHHbIX Y apXMBHbIX XpPaHWUAWL, MHhopMauun;

- WMHopmMauumn, o6pabaTbiBaeMOI Ha BUPTYa/ibHbIX MallMHax, a Takxe Npy peanusauum TexXHOMNornm
BUPTyamMsauum.

7.1.5 Mpu opMMpOBaHUN AAHHBLIX PerncTpauum o CobbITUAX 3aWnTbl MHAOPMaLUK, NpegycMOTPeH-
HbIX HaCTOSLMM CTaHAapTOM (peKoMeHAyeMblli 415 BbISB/IEHUS, PerucTpaumnm n aHanmsa nepeveHb CobbITUI
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3aWmnThl NHpoOpMaLMK YCTaHOB/IEH B NPUIOXeHUM B HacToswero ctaHgapTa), 418 KaxX[oro ukcmpyemoro
nencTema n (Man) onepaunmn onpepensieTca cnepyrowmini Habop napameTpoB:

- OaHHble, NO3BO/AOWMNE NAEHTUDMLMPOBATL BbINOHEHHOE AeiCTBUE UK Oonepaulumio:

- farta 1 BpeMsi OCyLUeCTB/IEHUA OENCTBUA UM onepauun;

- pe3ynbTaT BbINOAHEHNSA AeliCTBMA UM onepauunmn (YCrneLwHo NN HeyCneLHo);

- NOAEHTUDUKALMOHHbIE flaHHble CybbekTa A40CTyNna, BbINOSIHUBLLErO OnepaLmio.

- NOEHTUMUKALMOHHbIE flaHHble pecypca A0CTyna, B OTHOLEHMN KOTOPOro BbIMOJIHEHA OnepaLms;

- nAeHTUUKaLMOHHbIEe AaHHble, UCNOoMb3yeMble ANA agpecaunn obbekTa A0CTyna, KOTOpbIA UCNOMb-
30BaUICA CyObekTamu foCcTyna Ans BbINOMHEHUA onepauunly,

7.1.6 Cnocobbl peanusaumn mep 3awmnTbl MHOOPMaLUUK, YCTaHOB/IEHHbIE B Tabsimuax pasgena 7 HacTo-
Auero ctaHgapTa, o603HayeHbl cnegyowmm obpasom;

- «OH — peanusauus nyTem NPUMEHeHUs OpraHn3aLVoHHOM Mepbl 3alnTbl MHAOPMaLNN2¥,

- «T» — peanusaumsa nyTem NPUMeEHEeHUs TEXHUYECKOM Mepbl 3alunTbl MHpopMauun;

- «H» — peanusauua saBnseTca Heob6A3aTENbHON.

7.2 TMpouecc 1 «Ob6ecneyeHne 3awWmnTbl MHDOPMaALMUX NPU yNpaBAeHNUU A0CTYNOM»

7.2.1 NMopgnpouecc «YnpaBsieHUe yyeTHbIMU 3annCAMU U NpaBaMu Cy6beKTOB /10rM4eckoro Ao-
CcTyna»

7.2.1.1 MNMpuMeHsiemble hMHAHCOBOI OpraHu3auuei mMepbl MO yNpaB/IeHMIO YHETHbIMU 3anncsaMu 1 npa-
BaMu CyObeKTOB /IOrMYecKoro AocTyna fo/HKHbl obecneyunsaTtb;

- opraHuM3aumio 1 KOHTPO/Ib UCMOJ/b30BaHNS yYeTHbIX 3anuceli Cy6beKToB JIOrMyecKoro AocTyna;

- OopraHuMsauuio 1 KOHTPO/b NpeAocTaBieHns (0T3bIBa) U 6/1I0KMPOBaHNSA JIOTNYECKOro AOCTYNa;

- permctpauuio cobbITUn 3alnTbl MHOPMaLMK, CBA3aHHbIX C ONepaunsiMn C yY4eTHbIMU 3anucsiMmn u
npasamu SI0rMYecKoro A0cCTyna, 1 KOHTPO/1b UCMO/b30BaHUA NpeaocTaBeHHbIX NpaB N0rMyeckoro Aoctyna.

Mpu peanusauyun nognpouecca «YnpassieHe YY4ETHbIMU 3anncaAMmM 1 npaBaMmy Cy6beKToB SIOTMYecKoro
[ocTtyna» pekomeHgyeTcs ncnonb3osatb FTOCT P 50739.

7.2.1.2 Ba30Bblil cOCTaB Mep Mo OpraHmnsaunmn n KOHTPOJIKO UCMOJb30BaHNSA YHETHbIX 3anuceli CyobekToB
NIOTMYECKOro focTyna NPUMEHNTE/IbHO K YPOBHAM 3alunTbl nHdopMauun npusegeH B Tabnuue 1.

Ta6nuua 1— Ba3oBblii cOCTaB Mep N0 OPraHM3aLyn U KOHTPOJTIO UCMO/b30BAHWS YYETHbIX 3anuceil cy6bekToB Noru-
ueckoro gocTyna

YpoBeHb 3al UThbl

YcnosHoe
o6o3HauyeHue CopepxaHue Mep CMCTEMbl 3alWlNTbl MHPOpMaLUKn MHdopmaunm
n HOMEep Mepbl 3 2 1
y3n.1 OcyLecTB/IEHNE NTOTMYECKOTo AOCTyNa Nosb3oBaTeNnaMu 1 aKCnayaTayMoHHbIM T T T
nepcoHasioM Noj yHUKanbHbIMWU U NEPCOHNMULNPOBAHHBIMW YYETHbIMK 3anu-
cAMmn
y3n.2 KOHTpONb COOTBETCTBUA (hakTMUECKOro cocTaBa pasbioKMPOBAHHbIX YYETHbIX (0] (o] T
3anuceli hakTMYeCKoMy cocTaBy fierasibHbIX Cy6bekToe slornyeckoro goctyna
Y3Mn.3 KOHTpONb OTCYTCTBUS HE3a6/10KMPOBaHHBIX YUYETHbIX 3anuceii: [0} (o] T
- YBOJIEHHbIX PabOTHNKOB;
- pabOTHWUKOB, OTCYTCTBYKOLMX Ha paboyem mecTe 6o0nee 90 kaneHgapHbIX
OHel:
- paboTHWKOB BHELHUX (NOAPSAHbLIX) OpraHn3aumnii, npekpaTmMBLLMX CBOIO Aes-
TeNbHOCTb B OpraHm3aumm
y3n.4 KOHTpONb OTCYTCTBMA HE3a6/0KMPOBAHHbIX YYETHbIX 3anuceil HeonpeaeneHHo- [0} 0 [0}

ro uenesoro HasHavyeHus

B 3aBMCUMMOCTM OT TeXHU4YECKOl peanusaumn naeHTudrkaunoHHoin nHcdopmauvein asnsetca IP-agpec. MAC-
agpec, Homep SIM-kapTbl U (MUNK) UHOK MAEHTUdUKATOP 06bEKTA fOCTyNa.

2>T1o pelueHunio PrHAHCOBOI opraHu3aLnmu cnocob «O» MOXeT GbiTb peann3oBaH nyTemM NpUMeHEHNsi TeXHUYECKo
Mepbl 3aWmnTbl UHGOPMALMY.
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7.2.1.3 Bas3oBbIii cocTaB Mep Mo opraHn3aummn, KOHTPOJI0 NpeaocTaBsieHns (0T3biBa) U 6/10KMPOBaHUIO
NIOTMYECKOro focTyna NPUMEHNTENIbHO K YPOBHAM 3aluTbl MHOpMauumn npuBeieH B Tabnuue 2.

Ta6nuuya 2 — Ba3oBblii cCOCTaB Mep Mo OpraHM3aL M, KOHTPO nNpefocTaBieHns (0T3biBa) U 6/10KMPOBAHUIO NloTMYe-
CKoro goctyna

YpoBeHb 3aWmTbl

YcnosHoe
0603HaveHne CopepxaHre Mep CcUCTeMbI 3aLLmTbl MHopmaLmm vHchopmaLyy
1 HOMep Mepbl 3 2
Y3n.5 [lokymeHTapHoe onpejenieHne npasua npegoctaBneHns (0T3biBa) U 610kMpo- H 0] o
BaHWA NOrnyeckoro goctyna
Y3r.6 Ha3HaueHune Ana Bcex pecypcos AocCTyna pacrnopaanTens N0rm4eckoro 4ocTy- O [0} [0}
na (Bnagenbua pecypca goctyna)
y3n.7 MpepocTasneHne Npas OTMYECKOTO J0CTyNa Mo peLleHnto pacnopsanTens no- o 0] (0]
rmyeckoro goctyna (Bnagenbua pecypca gocryna)
Y3n.8 XpaHeHne 3aTasIoHHOl MHhopMaLun 0 NpeaoCcTaB/IEHHbIX NpaBax 0rMYeckoro (e} T T
pocTtyna n obecneyeHune LenoCTHOCTM yKa3aHHON nHopmamm
Y3n.9 KOHTPO/Ib COOTBETCTBUSI (DAKTUUECKMX MpaB SIOMMYECKOro AOCTyna 3Tas/lIoHHOM O T T
nHopmaymmn o NpefocTaB/ieHHbIX NpaBax JI0rMYeckoro goctyna
Y3r1.10 VcknoyeHne BO3MOXHONO 6€CKOHTPO/IBHOIO CaMOCTOSITE/IbHOTO pacluMpeHuns T T T
nosib3oBaTeNs M1 NpefocTaBEeHHbIX UM MpaB I0TMYeckoro goctyna
y3n.11 McknoyeHne BO3MOXHOTO 6€CKOHTPO/IbHOTO U3MEHEHUs1 nosib3oBaTenamu na- T T T
pameTpoB HaCTPOeK CPeACTB M CUCTEM 3alunTbl MHOPMaL MK, napameTpoB Ha-
cTpoek AC. CBAi3aHHbIX C 3aluTOl NHDopmaLun
Y3n.12 KOHTPO/Ib HEO6X0AMMOCTH 0T3bIBa NpaB Cy6bEKTOB /IOTMYECKOro AOCTyna npu [0} 0 [0}
N3MEHEeHNN NX JO/MKHOCTHbIX 06A3aHHOCTEl
Y3r.13 KOHTpONb npekpalieHns npegoctaBneHns N0rMyeckoro goctyna u 6a1okmposa- [0} T T
HVe yYeTHbIX 3anvceli Npyu nctTeyeHun nepuoga (Cpoka) npefocTaBieHns noru-
yeckoro gocTtyna
Y3n.14 YcTtaHoBneHne (hakToB HEUCMNONb30BaHWS Cy6bekTaMy NOTMYeCcKoro foctyna (o] T H
npefocTaB/ieHHbIX UM NpaB Ha OCYLeCTB/EHNe NOrMYecKoro 4ocTyna Ha npo-
TSOKEHUU Nepuofa BpeMeHu, npesbiwatowero 90 gHel
Y3Mn.15 YcTtaHoBneHne (hakToB HEUCnosib3oBaHusl CybbekTamu Normyeckoro focTyna H H T
npefocTaB/ieHHbIX UM NpaB Ha OCYLeCTB/EHNe NIOrMYecKoro focTyna Ha npo-
TSXKEHUN nepuoga BpeMeHu, npesbiwatoLero 45 gHei
Y3r.16 Peanunsaunsa KOHTPOS CO CTOPOHbI pacnopsAnTens 0rMyeckoro goctyna ue- 0] 0] (0]
necoobpasHoOCTU AanbHelilero npegocTaB/eHUs nNpaB /10rMYeckoro foctyna,
He MCNOo/Mb30BaHHbIX CyObeKkTaMn Ha MPOTAXEeHUU nepuoja BPEMEHU, yKasaH-
Horo B Mepax Y3[.14. ¥Y3I1.15 HacToAwel Tabnuubl
Y3Mn.17 Peanusauns BO3MOXHOCTM ONpeAefieHns coctaBa NpefocTaB/ieHHbIX NpaB /10- (0] T T
rmyeckoro goctyna Ans KOHKPeTHOro pecypca gocTtyna
Y3Mn.18 Peanusauuns BO3MOXHOCTY onpefeneHns cocTaBa nNpefocTaBeHHbIX Npas /10- 0 T T
rMyeckoro Aoctyna Ans KOHKPeTHOro cybbekTa S1Iormyeckoro goctyna
Y3Mn.19 OnpegfeneHve coctaBa posieid, CBSI3aHHbIX C BbINOJIHEHWEM onepauuun (TpaH- [0} T T
3akumun) B AC, umerownx huHaHCOBblE MOCNeACTBUSA A1 PMHAHCOBOI opra-
HW3aLun. KNNEHTOB U KOHTPAreHToB, 1 posneli, CBA3aHHbIX C KOHTPOMIEM BbINO-
HEHUS1 yKa3aHHbIX onepauuii (TpaH3akuuii), 3anpeT BbIMOJHEHNS YKa3aHHbIX
poneli ogHMM Cy6BbEKTOM Nornyeckoro goctyna
Y30n.20 Peanusauns npasun ynpasfieHWs npaBamu IOTMYECKOro foctyna, obecneun- (e} T T

BaloLMX 3anpeT COBMELLEHNSA OAHUM Cy6BbEKTOM NI0r1Myeckoro goctyna ponei,
npefycMoTpeHHbIX Mepoit Y3I1.19 HacToswen Tabnumubl
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OKoHYaHue Tabnuubl 2

YpoBeHb 3aLlmnThbl

YcnosHoe MHbopMaLn

0603HaueHVe CopepxaHvie Mep cucTembl 3aLUnTbl MHopmaLmn
1 HOMep Mepsbl 3 2 1
Y3n.21 Peanusauus npasun ynpaBieHWss npaBamMu NOrMY4ecKoro foctyna, obecneuu- H O T

BaloLMX 3anpeT COBMeLLeHNs O4HUM Cy6BbeKTOM S10rnyeckoro goctyna cnegy-

HOLWMX OYHKLUNIA:

- akcnnyaTauusi U (MM) KOHTPO/b 3KCMyaTauuy pecypca focTyna, B TOM Yuc-

ne AC. ogHOBpEMEHHO C UCMONb30BaHNEM N0 Ha3HaYeHWIo pecypca goctyna B

pamkax peanusauum 6usHec-npoyecca (HaAHCOBOI opraHusauum,

- cosgaHue u (Mnn) MogepHuU3auusa pecypca goctyna, B Tom uucne AC. ofHo-

BPEMEHHO C 1CNo/Ib30BaHMEM MO HAa3HAYEHUI0 pecypca AocTyna B pamkax pea-

nusauun 6usHec-npouecca HaAHCOBOW opraHu3auum;

- aKcnnyaTauus cpeAcTB M CUCTEM 3aluTbl MHPOPMaLUU OJHOBPEMEHHO C

KOHTPOJIeM 3KcnayaTauuv CpefcTB U CUCTEM 3alnTbl MHpopMaLmu;

- ynpaBfieHue y4yeTHbIMU 3annCcsiMu Cy6GbEKTOB JIOTMYECKOT0 f0CTyNa OfHOBpe-

MEHHO C ynpaB/ieHneM npasamu cy6beKTOB SI0rMyeckoro goctyna

7.21.4 BasoBblIii cocTaB Mep MO perncrpauynm cobbITUiA 3aWwmTbl MHOOPMAaLUM 1 KOHTPO/IHO UCMOJb30-
BaHWA npefocTaBNeHHbIX NPaB I0rMYeCcKoro A4oCTyna NpMMeHNTEIbHO K YPOBHAM 3aluThl nHhopmaumm npu-
BefeH B Tabnvue 3.

Ta6nuua 3 — Ba3oBblit cocTaB Mep MO perncTpauun cobbiTUi 3alUThl MHGIOPMALMK U KOHTPO/IIO WCMNOMNb30BaHNs
NpefoCTaB/IEHHbIX MPaB JIOTMYECKOro AoCTyna

YpoBeHb 3aWUThI

YcnosHoe
MHcopmaymun

o6o3HaueHne CopepxaHue Mep CUCTEMbl 3aWUTbl NHDOPMALUM

n HOMEp Mepbl 3 2 1

Y3n.22 Pervctpaums co6biTUil 3alUnUTbl UH(OPMALMK, CBSA3AHHLIX C AEWCTBUAMU, U H T T
KOHTPO/b feiCTBMIA 3KCNNyaTauMoHHOro nepcoHana, obnagatoLero npusune-
rMpPOBaHHLIMW NpaBamy IOTMYECKOTO JOCTyNa, NO3BOMSKLWMMUA OCYLLECTBUTb
[eCTPyKTVBHOE BO3feiiCTBMe, NPUBOASILLME K HApyLWEHUO BbINOAHEHWUS 6u3-
Hec-npoLeccoB NN TEXHONOTMYECKUX NPOLLeCCOB PUHAHCOBO OpraHn3auum

y3M.23 Peructpauusi cobbiTUii 3awWmMTel MHPOPMALMKN, CBSI3aHHbIX C AEACTBUSIMU, U T T T
KOHTPONb AEeWCTBWIA 3KCMIyaTayMOHHOIO nepcoHana u nonb3osateneii, obna-
Jalowmnx npasamy 10rMyeckoro Aoctyna, B Tom yucne B AC. No3BonsioWmmu
OCyLWecTBUTb onepauun (TpaHsakuuun), NpuBoasme Kk (hHaAHCOBbLIM MOCes-
CTBMAM AN hMHAHCOBOW opraHn3aLnm, KNNeHTOB U KOHTpareHToB

Y3Mn.24 Peructpauusi cobblTUii 3awWmTel MHOPMALMKN, CBSI3aHHbIX C AEACTBUSIMU, U T T T
KOHTPO/b AEeWCTBMIA aKCMNyaTaunoHHOro nepcoHana, obnagalwouero npasamu
no ynpas/ieHNo N0TMYECKUM [OCTYNOM

Yy3M.25 Peructpauus cobbiTuii 3awmTbl MHGOPMaLUK, CBA3AHHbIX C AeWCTBUAMMK MO T T T
ynpaBfieHnto y4eTHbIMU 3anMcsMn 1 npaBamMun Cy6beKTOB SI0rMYeckoro gocTtyna

Y3M.26 Pernctpauusi cobblTUii 3awWnMTel MHOPMALMKN, CBSI3aHHbIX C AEACTBUSIMU, U H T T
KOHTPONb AEWCTBMIA 3KCMNyaTaunoHHOro nepcoHana, obnagarwouiero npasamu
no ynpas/ieHNo TEXHUYECKUMWU MepamMu, peanusylowumn MHOroakTopHYyo
ayTeHTUduKauno

y3n.27 Perucrtpauus cobbiTuii 3aWuTbl MHOPMALMK, CBA3AHHbLIX C AEACTBUAMM, W H T T
KOHTPO/b AEWCTBMII 3KCNNyaTaLMOHHOIO NepcoHana, 06/1ajanlero npasamm
N0 W3MEHEHMI0 MapamMeTpOB HAaCTPOEK CPEeACTB U CUCTEM 3alyuUTbl MHGOpPMa-
LMK, napamMeTpoB HacTpoek AC. CBA3aHHbIX C 3aWnToi MHopmaLum

Y3M.28 Pernctpaunsa cobbiTMil 3awnTbl MHhopMaLmmn, CBA3aHHbIX C AeACTBUSIMU, W T T T
KOHTPO/Nb AeWCTBWIA 3KCMyaTaLlMoOHHOro nepcoHana, obnagatwoLero npasamu
no ynpas/ieHunto KpuntorpaunyecknMm knrovamm

Y3M.29 3akpenneHne APM nonb3oBaTteneil n akcnayaTalMOHHOIO nepcoHana 3a KOoH- H H [0}
KpeTHbIMK Cy6beKkTamun 10rnyeckoro gocTyna
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7.2.2 Mopgnpouecc «MaeHTudrkayna, ayteHtudpmkaumsa, aBropmsauma (pasrpaHnyeHne gocryna)
npun ocyuiecTBeHUN nornyeckoro Jocrtyna»

7.2.2.1 MpumeHseMble hHAHCOBOW opraHu3aumer Mopbl Mo naeHTUdMKaLNN, ayTeHTudunkaumm, aBTo-
pusauumn (pasrpaHuyeHunto AocTyna) Npy OcyLeCTBIEHNM SIOTMYECKOro AOCTyna AO/MKHbI 06ecneymBaTh:

- ngeHTUUKaUnIo n ayTeHTMdmKaumio cybbekToB 10rMYecKoro AocTyna;

- opraHu3auuvio ynpasneHuss 1 opraHmsauuio 3awuTbl WAEHTUMUKALMOHHBIX U ayTeHTUdUKALNOHHbBIX
[LAaHHbIX;

- aBTOpM3aunio (pasrpaHvyeHne 4OCTyna) Npu OcyLwecTBAEHUN NIOMMYECKOro AOCTyNa;

- perncTpaumio cobbITWi 3aWmTbl UHPOPMaLUK, CBA3aHHbIX C ngeHTUdMKaunen, ayTeHTMdukaumein n
aBTOpu3auueli Npy OcyLLeCcTB/IeHUN IOTMYEeCKOro AocTyna.

Mpu peanusaumn nognpouecca «MaeHTudmkaumnsa, ayTeHTUdmrKaumnsa, aBTopmsaunsa (pasrpaHnyeHne
[o0cTyna) Npy OCyLW,ecTBIEHNM JIOTMYECKOro JOoCTyna» pekoMeHayeTcs ncnonb3oBatb FTOCT P 50739.

7.2.2.2 ba3oBblli cOCTaB Mep Mo nAeHTUUKaUNN 1 ayTeHTudnKaumm cybbekToB 10rM4eckoro gocTtyna
NPUMEHUTE/IbHO K YPOBHAM 3alnTbl MHOpMaunmn npueegeH B Tabnuue 4.

Ta6nuuya 4 — Ba3oBblii cOCTaB Mep Mo UAEHTUDUKALUN N ayTeHTUUKaLum cy6beKTOB N10rMYecKoro goctyna

YpoBeHb 3aluThl

YcnosHoe
o603HayeHune CopaepxaHue mep cucTeMbl 3aWuTbl MHGOpPMaLUmn nHdopmaymu
M HOMEpP Mepbl e} 2 1

POl NaeHTudmukaums n ogqHoakTopHas ayTeHTudrKauma nonb3osartenei T T H

PA.2 NaeHTudmnkaumsa n MHorodakTopHasa ayTeHTUudmkaLmsa nonb3osarenei H H T

PA.3 MaeHTudrkauma nogHodakTopHas ayTeHTudrkaymsa akcnayaralMoHHOro nep- T H H
coHana

PO.4 NaoeHTudukaumsa n MHorodaktopHas ayTeHTUduKaumsa 3SKCnayataunoHHOro H T T
nepcoHana

PA.5 AyTeHTUUKaLNA NPOrpamMMmMHbIX CEPBUCOB, OCYLLLECTBAIOLWNX T0TUYeCcKuii 40- T T T
CTyn C NCMNONb30BaHNEM TEXHUYECKNX YYETHbIX 3anucei

PA.6 AyTeHTudukauna APM 3kcnnyaTauvoHHOrO nepcoHana, WCNonb3yemblX Ans H T T
OCYLLLeCTB/IEHNSA NOTMYECKOTo focTyna

PA.7 AyTeHTudmkauma APM nonb3oBaTtenieii, UCNOMb3yeMbIX AN OCYLLeCTBAEHUS H H T
nornyeckoro goctyna

PA.8 CokpbITue (HeorobpaxeHue) naposnei npu nx Beoge cybbektamu focTyna T T T

PO.9 3anpeT MCNonb30BaHUS yUYeTHbIX 3anuceii cybbeKkToB Normyeckoro goctyna c o] o] o]
He3afaHHbIMU ayTEHTU(VKALVOHHBIMU AaHHbIMY UK 3aA4aHHBIMK N0 yMoYa-
HUIO pa3paboTunmkom pecypca AocTyna, B ToM yucne paspaboTtunkom AC

PA-tO 3anpeT Ha UCMONb30BaHNE rPYNMoBbIX, 06LWNX U CTaHAAPTHBIX YYEeTHbIX 3anu- (o] o (o]
celi 1 naponeii, a Takke NPoOYMX NOAOOHLIX METOA0B NAEHTU(MKALUN N ayTeH-
TUhrKaLMmn. He NO3BONAIOLWMX ONpeAenTb KOHKPETHOro cybbekTa JocTyna

PO.11 BpemeHHasa 6/10kMpoBKa y4eTHOI 3anucy nonb3oBaTesieil Mocne BbIMOMHEHUS T T T
psfia HeycrnewHbIX nocnefoBaTe/lbHbIX NOMbITOK ayTeHTUdUKaLUN Ha Nnepuog
BpeMeHn He meHee 30 MUH

PO-12 3anpeT MHOXECTBEHHOW ayTeHTuuKauum cy6beKToB I0rnyeckoro goctyna c H T T
Mcnonb3oBaHMEM OAHON YYETHOI 3annucu NyTeM OTKPbITUSA napasnesnbHbiX cec-
CWii normyeckoro JocTyna ¢ UCnosib3oBaHMeM pasHbix APM. B TOM uncnie Bup-
TyasbHbIX

pAa.13 Ob6ecneyeHne BO3MOXHOCTW BbIMO/IHEHNSA CyObEKTOM STIOTMYECKOro gocTyna — T T T

paboTHNKaMW (PMHAHCOBOI OpraHusaumu npoueaypbl NPUHYAUTENLHOTO npe-
pbIBaHWS CECCUM NTOTUYECKOTO A0CTyna v (M1Kn) NPUOCTAHOBKM OCYLLECTBIEHNS
flormyeckoro goctyna (c npekpaweHmem oto6paxeHust Ha MoHuTope APM uH-
hopmaumu. 4oCTyn K KOTOPOW NOslyyYeH B paMKax CECCUM OCYLLEeCTBEHUS 0-
rMyeckoro goctyna)
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OkoHuyaHne Tabnuubl 4

YpoBeHb 3aWNTHI

YcnosHoe
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn uHpopmanu
N HOMEp Mepbl 3 2 1
PA.14 ABTOMaTMyeckoe npepbiBaHME CECcCUM NOrMyeckoro gocTtyna (npuocTaHoBKa T T T
OCyLL,eCTB/IEHNA SIOTUYECKOTO A0CTYNa) N0 UCTEYEHNN YyCTaHOB/IEHHOIO BpeMe-
HW 6e3aeiicTBMA (HeaKTUBHOCTMW) Cy6bekTa NorMyeckoro ocTyna, He npesbllla-
towiero 15 MuH. ¢ npekpatieHnem oTobpaxeHnss Ha MoHutope APM uHdopma-
LMK, JOCTYN K KOTOPOIA NOMTyYeH B paMKax CeCCumn OCyLLeCTBIEHUA NOTNYECKOro
poctyna
PA.15 BbinonHeHne npoueaypbl NOBTOPHON ayTeHTUMUKaLMN 418 NPOAOIKEHUA OCY- T T T
LLeCTB/IEHUS JIOTMYECKOro AOCTyNa Nnocne ero NPUHyAUTENbLHOK UK aBToMaTtu-
4ecKoro npepbiBaHns (MPUOCTAHOBKW OCYLLECTB/IEHUS JIOTUYECKOTo [OCTyna),
npegycMoTpeHHoro Mmepamun PA.13 n PA.14 HacTosweli Tabnuubl
PAO-16 Vcnonb3oBaHne Ha APM cy6beKkToB /10rMYeckoro 4ocTyna BCTPOEHHbIX Mexa- T T T
HU3MOB KOHTPO/A U3MEHeHNs 6a30BOW KOHMrypaunm o6opyaoBaHus (naposnb
Ha M3MeHeHue napamMeTpoB KOHGUIypaLMmn CUCTEMbI, XPaHALLMXCS B SHEProHe-
3aBUCUMOIA namaAT)
7.2.2.3 Ba3oBbIii cOCTaB Mep Mo opraHM3almy ynpasieHns 1 opraHmsaunmn 3awmntbl MAeHTUGUKALMOHHbIX

N ayTEHTU(DUKALNOHHBIX aHHbIX MPUMEHUTESIBHO K YPOBHSIM 3alMThl MHDOPMaLMK NpuBeaeH B Tabnuue 5.

Ta6nuua 5 — Ba3oBblii COCTaB Mep MO OpraHW3auun ynpaBfieHWUsi U OpraHn3auun 3aluTbl UAEHTUGPUKALMOHHBIX 1
ayTEHTU(NKALMOHHBIX AaHHbIX

YpoBeHb 3aWUThI

YcnosHoe
nHhopmaunm
o603HauyeHune CopepxaHue Mep cucTeMbl 3aWIUTLl MHoOpMaLUK
n HOMEp Mepbl 3 2 1

PA.17 3anpeT Ha UCMONb30BaHNe TEXHOMOMN ayTeHTUMKALUN C COXPaHEHNEM ayTeH- T T T
TUUKALMOHHbIX AaHHbIX B OTKPbITOM BuAe B CBT

PA.18 3anpeT Ha nepegavy ayTeHTU(MKALNOHHbIX faHHbIX B OTKPbITOM BUAE MO Ka- T T T
Hanam v IVMHUAM CBA3W U UX nepefady Kyga-nnbo, Kpome cpeacTs Uan cuctem
ayTeHTUduKauum

PA.19 CmeHa naponeii nonb3oBaTtesiell He pexe OAHOro pasa B rog T T T

PA.20 CMeHa naponeii akcnyaTauMoHHOTO NepcoHana He pexe 0A4HOro pasa B KBap- T T T
Tan

PA21 Vcnonb3oBaHne nonb3oBaTensiMu naponei ANWHOK He MeHee BOCbMW CUMBO- T T T
nos

PA.22 Vcnonb3oBaHne akcnayaTalyMoHHbIM NepcoHasoM naposei AnMHol He mMeHee T T T
lwecTHauaT1 CUMBOJI0B

PAO.23 Wcnonb3oBaHne npu hopmMupoBaHuu naposieii Cy6bekToB 10rMYecKoro AocTy- T T T
na CUMBOJIOB, BK/OHAIOLNX BYKBbI (B BEPXHEM U HUXHEM pernctpax) u uudpbl

PAO.24 3anpeTt MCnosib30BaHUs B KayecTBe naposieli cy6beKTOB I0rMYeCcKoro goctyna H [0} (0]
Nerko BbIYNCAAEMbIX coyeTaHuit 6yks v uudp (Hanpumep, nmeHa, hamunmu,
HanMeHOoBaHUA, 06LEeNPUHATbLIE COKpaLLeHUs)

PA.25 O6ecneyeHve BO3MOXHOCTN CAMOCTOATE/IbHOI CMeHbl Cy6bekTamu N1ornyecko- T T T
ro focTyna cBoux naponei

PO 26 XpaHeHune Konuii ayTeHTUMKALMOHHBIX AaHHbIX IKCMyaTaunoHHOro nepcoHa- 0] 0] 0]
na Ha BbleneHHbix MHW nnn Ha 6yMaxHbIX HOCUTENAX

PAO.27 Peanun3aumsa 3awmTbl KONUA ayTEHTUAUKALMOHHBIX AaHHbIX 3KCMIyaTalMoHHO- [0} [0} (0]

ro nepcoHana ot HCJ, npu ux xpaHeHun Ha MHW unm 6yMaxHbIX HOCUTeNsX
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OkoHYaHue Tabnmubl 5

YpoBeHb 3aluThl

YcnosHoe
uHpopmaunmn
o603HayeHune CopaepxaHue mep cucTeMbl 3aWuTbl MHGOpPMaLUmn
M HOMEpP Mepbl
3 2 1
PA.28 Pernctpauus nepcoHmdukauum, Bbigaun (nepefayn) n yHUUTOXEHUS Nepco- O o (o]
Ha/lbHbIX TEXHUYECKNX YCTPONCTB ayTeHTUUKaLUN, peannsyowmnx MHoroak-
TOPHYI0 ayTeHTUnKaL o
PA 29 CMeHa ayTeHTU(MKALNOHHBIX JaHHbIX B C/lydae Ux komnpometauuu (o] o (o]
7.2.2.4 Ba3oBbIii cocTaB Mep No aBTopmsauumn (pasrpaHUYeHunto AOCTyna) npu ocyLwecTBeHUN normye-

CKOro f0CTyNna NPUMEHUTESIbHO K YPOBHAM 3aluTbl MHOpMauun npuesegeH B Tabnuue 6.

Ta6nuua 6 — Ba3oBblii cocTaB Mep No aBTopusaLuy (pasrpaHuyeHunto 4OCTyna) Npu OCYLeCTBIEHNN NOTNYECKOTO
fgoctyna

YpoBeHb 3aWunThbl

YcnosHoe
MHtopmauyumn
o603HauyeHune CopepxaHue mep cUCTEeMbl 3alWUTbl UHG OpPMAaLUK
W HOMEpP Mepbl 3 2 1

PA.30 ABTOpU3aLus NOrMYeckoro focTyna K pecypcam goctyna, B Tom yncse AC T T T

PO-31 Peanuszauusi Heo6x04UMMbIX METOAO0B (LUCKPELMOHHbIA, MaHAATHbIA, poneBoit T T T
WU MHOW MeTon) Npy pasrpaHnyeHmnn I0rMYeckoro 4ocTyna K pecypcam goctyna

P 32 Peanunsauus ponesoro metoga (c onpeAeneHnemMm Ana Kaxaolk ponu npas Ao- H H T
cTyna) Nnpu pasrpaHuyeHnn norunyeckoro goctyna B AC

PA.33 Peanunsauusi Heo6xoAMMbIX TUNOB (Y4TEHUe, 3anucb, BbIMOJIHEHWE WAW WHOW T T T
TMN) ¥ NpaBUN pasrpaHu4yeHns NorM4yeckoro 4ocTyna K pecypcam goctyna, B
ToM uncne AC

P 34 3anpeT peanu3auum nosb3oBaTensiMm 6GU3HEC-NPoLEeCccoB U TEXHOOTNYECKUX [o] T T
npoLeccoB PMHAHCOBOW OpraHn3aLmmn ¢ UCNO/Ib30BAHUS YUETHbIX 3anunceli akc-
nayaTaunoHHOro nepcoHana, B Tom yncne 8 AC

P4 35 3anpeT BblINO/IHEHUS NOMb30BaTENSAMN GU3HEC-MPOLLECCOB C UCMO/Ib30BaAHUEM T T T
NPVBUErMPOBaHHbIX NPaB SIOFMYeCcKoro 4ocTyna, B TOM yncse paboTbl NOMb30-
BaTeseli c npaBaMu NoKanbHOro agMuHucTpaTopa APM

PA-36 OnoBelleHne cybbekTa I0rM4eckoro 4ocTyna nocse ycrnewHon asTopusanmm o H H T
[arte 1 BpeMeHUW ero npeabiaylieli aBropmsauum B AC

PA-37 KOHTpO/b cocTaBa paspelleHHbix aeicteuii B AC A0 BbINOSIHEHUSI UAEHTUDU- H T T
Kauuv n ayTeHTudukaumum

P.38 PasmeleHne ycTpoiicTB BbiBOga (0TOGPaXeHUs) MHpopMaLmMK, NCKoYatoLlee ] o [¢]
ee HeCaHKLMOHMPOBaHHbI MPOCMOTP

7.2.2.5 Ba3oBbIli coCcTaB Mep MO perncTpaunm codbbITUi 3aWnTbl MHOPMaL N, CBA3aHHbIX C NAEHTU(N-

Kauueli. ayTeHTUdUKaLmeid 1 aBTopusauuneli (pasrpaHMyeHMeM A0CTyna) Npv OCYLLEeCTBMIEHUN JTIOTMYECKOTO
[0CTyna, NPUMEHNTENIbHO K YPOBHAM 3alMTbl MH(hOPMaummn npueedeH B Tabnuvue 7.

Tab6nunuya 7 — ba3oBblii cOCTaB Mep MO perncTpalmm cobbITUA 3awWmTbl MHhopMaLnW, CBA3aHHbIX C MAeHTUdUKaLne,
ayTeHTUdMKaumeii n asTopusaumeli (pasrpaHnyeHnem JoCTyna) Npu ocyLwecTB/I€HUN NOrnyeckoro goctyna

YpoeeHb 3aluThl

YcnosHoe
nHopmayun
o603HaueHne CopaepxaHue Mep cMCTeMbl 3alWMTbl MHGOPMaLmum
M HOMEp Mepbl 3 2 1
PA.39 Peructpauus BbINOMHeHUs cybbekramu Nornyeckoro focTyna paga Heycnew- H T T

HbIX MocnenoBaTes/ibHbIX NONbITOK ayTeHTI/IdJVIKaLU/II/I
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OKoHYaHve Tabnuubl 7

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep cMCTeMbl 3alWUTbl MHPOpMaLUn
N HOMEp Mepbl 3 2 1
PA.40 Peructpauns ocywecTBneHms cybbekTramm N0rnyeckoro goctyna naeHtuduka- T T T
Luun 1 ayTeHTudmkaymm
PA.41 Peructpauns aBTopmsauuu, 3aseplieHuns n (unun) npepbiBaHns (NPUOCTaHOBKN) T T T
OCYLLeCTBIEHNA IKCMIyaTaLMOHHbIM NMEPCOHANIOM W MOsb30BaTeNAMN Nornye-
CKoro goctyna, B Tom uncne B AC
PA.42 Pervctpaymsa 3anycka nporpaMMHbIX CEPBICOB, OCYLLLECTBAAIOLLNX OTMYeCcKnii H T T
poctyn
PA.43 Pervctpayms nsMeHeHuii ayTeHTU(UKALMOHHBIX faHHbIX, UCNOMb3yEMbIX A/1s H T T
OCYLLLECTB/IEHNA SIOTMYECKOro AoCTyna
PAO.44 Pervctpaumsa peicteuii nonb3oBarteneid M 3kcnayaTauMOHHOIO nepcoHana, H 0 (0]
npefycMOTPEHHbIX B Cly4yae KOMNpoMeTaunn ux ayTeHTUMUKaLMOHHbIX AaH-
HbIX

7.2.3 Toanpouecc «3awmnTta nHpopmaumm npu ocywecteBneHnm pmsnyeckoro gocrtyna»

7.2.3.1 MNpumeHsieMble (hMHAHCOBOW OpraHusauuvein Mepbl No 3awmute MHopmaLmm nNpu ocyliecTserie-
HUW (pr3MYecKoro JocTyna Ao/HKHbI 0b6ecrneumBarhb:

- opraHmMsauuio N KOHTPOJ/Ib (h13nYecKoro AocTtyna B MOMELLEHNS, B KOTOPbIX PacrnosiokeHbl OObLEKTbI
pocTyna (ganee — rnomeLleHuns):

- OopraHuM3aunio 1 KOHTPOsIb PU3NYECKOro AO0CTYNa K 06 bekTamM A0CTYyna, PacrnosIoXeHHbIM B Ny6/IMYHbIX
(obLwenocTynHbIX) MecTax (fanee — 06LWeAOCTYMHblE OObLEKTLI 4OCTYNA);

- perncrpaumio cobbITUIA, CBA3aHHbIX C PU3NYECKUM AOCTYMNOM.

7.2.3.2 Ba3oBblii cOCTaB Mep MO OpraHM3aLMn 1 KOHTPOsI0 ON3NYeCcKoro JOCTyna B NOMELLeHUs npu-
MEHUTESIbHO K YPOBHAM 3aliunTbl MHhopmauuu npuseieH B Tabnumue 8.

Tab6nunua 8 — Ba3oBblli COCTaB Mep MO OpraHn3aumn 1 KOHTPO0 (hU3NYECKOro AOCTyna B MOMeLLeHUs

YpoBeHb 3aWlUNThbl

YcnosHoe o a
o6o3HaueHune CopepxaHue Mep cMCTEMbl 3aWUTLl NHG OPMaLUK MK opmaynn
N HOMEp Mepbl 3 > 1
oa.1 [lokymeHTapHoe onpegeneHvie npasni npeAocTaBneHns hsnyeckoro goctyna H (0] 0]
®a-2 KOHTpONb nepeyHs nuu. KOTOpbIM MpefocTaBfeHO NpaBO CaMOCTOATENIbHOrO (0] (0}
un3nYeckoro 4octyna B NOMeLLeHUs
®0.3 KOHTpONb camMocToATeNIbHOTO (PM3nN4eckoro AocTyna B NOMeLeHuns Ans nuy, He H (0] T
ABNAOWMXCA paboTHNKaMmn (PMHAHCOBOW opraHnsauumn
o0-4 KOHTpO/Ib CaMOCTOATENIbHOTO (PU3NYECKOro J0CTyna B NOMEeLLeHNs A1 TeXHU- H (0] T
yeckoro (BcnomMoraTesnibHOro) nepcoHana
®0-5 OcyujecTBneHne h3MYeCcKoro focTyna nuuammn, KoTopbiM He npefocTaB/ieHo H (0] 0]
npaBo CamMoOCTOATENIbHOro A0CTyna B NOMELLEHNs, TONbKO NOJ KOHTpoem pa-
60THMKOB (PMHAHCOBOI OpraHm3aLnmn, KOTOpbIM NpeAoCcTaBfeHo Takoe Npaso
®0.6 HasHauyeHue ans Bcex NomeLleHWin pacnopsgutens uanyeckoro goctyna
®0-7 MpepocTaBneHne npaea camMoCTOATENbHOTO (hU3NYECKOro AOCTyna B NomMeLle-
HMA MO pelleHnto pacnopsaanTens usnyeckoro gocTtyna
®0-8 O6opypoBaHme BXOAHbLIX ABEPEN NOMELLEHNS MEeXaHWYeckummu 3amkamu, obe- [0} (0] [0}
cneyvBalLWUMN HafexXHoe 3aKpbiTue NomelleHuit B Hepabouee Bpems
®0-9 O6opyaoBaHve NoMeLLeHnii cpecTBamu (CMCTeEMaMmn) KOHTPOA U ynpaseHns H H T

A0CTYynom
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YpoBeHb 3aluThl

YcnosHoe
uHpopmaunmn
o603HayeHune CopaepxaHue mep cucTeMbl 3aWuTbl MHGOpPMaLUmn
M HOMEpP Mepbl 3 2 1
®A.10 O6opyaoBaHve NOMeLLEeHNi A cpeAcTBaMy BUAEOHABOAEHUS H H T
&a-11 O6opyaoBaHne NnoMeLleHnii cpeacTBaMn OXpaHHOM 1 MOXapHON curHanmsaunm H H T
«ap.12 PacnonoxeHne cepBepHOro n ceTeBoro 060py0BaHns B 3anvpaembix cepeep- H o (o]
HbIX CTOEYHbIX LWKadax
apn 13 KOoHTponb focTyna K cepBepHOMY U ceTeBOMY 060pyA0BaHNI0, pacnofioXeHHO- H o (o]
My B 3anupaeMbiX CEpPBEPHbIX CTOEUHbIX LWKadax
®0.14 XpaHeHune apxusoB MHpopMaLmn cpeacTB (CUCTEM) KOHTPOSA W ynpasB/ieHns H H T
AOCTYNOM He MeHee Tpex et
® /.15 XpaHeHne apxvmBoB UH(OpMauuUn CpeacTB BUAEOHAGMIOAEHUA He MeHee H T H
14 pHeii*
®[.16 XpaHeHne apxvmBoB UWHOpMauuUn CpeacTB BUAeoHabnAeHNs He MeHee H H T
90 aHeit

* B c/lyyae NpUMEHeHUs CPeSCTB BUAEOHAG/IOAEHUS.

7.2.3.3 Ba30Bblii COCTaB Mep MO OpraHM3aLuy U KOHTPOJIIO (IM3MUYECKOro JOCTYyna K 06LeA0CTYMHbIM
o6beKkTam 40CTyna NPUMEHUTENBHO K YPOBHSAM 3aliMTbl MHOpPMauun nprvBedeH B Tabnuue 9.

Ta6nuua 9— Ba3oBblii cCOCTAB Mep N0 OpraHM3auuu 1 KOHTPOJI0 IU3NYECKOTO AOCTYNa K 06LLe0CTYNHbIM 06beKkTam
gocrtyna

YpoBeHb 3alUThbl

YcnosHoe
o603HayeHune CopepxaHue mep CUCTEMbl 3alWUTbl UHG OPMALUKN nHdopmaymu
W HOMEpP Mepbl 3 2 1
$®0.17 Pernctpauus goctyna K 06LefoCTyNHbIM 06bekTam J0CTyna ¢ UCNONb30BaHu- H T T
eM Cpe/CcTB BuAeoHabnogeHns
®/.18 XpaHeHne apxuBoB MHOpMaLun CpeacTB BUAEOHAOMIOAEHNSA. perncTpupyto- H T T
WMX A4OCTYN K 061eA0CTYNHbIM 06bekTam focTyna, He MeHee 14 gHell
®0.19 KOHTpO/b COCTOAHMA 06Lef0CTYNHbIX 06bEKTOB A0CTYNa C Lie/blo BbISBNEHN (e} o (o]
HeCaHKLMOHNPOBaHHbIX U3MEHEHWIA B UX annapaTHOM obecneveHun u (uav) MO
®0.20 MpuBeneHve o6LWeA0CTYNHbIX 06bEKTOB AOCTYNa, ANSA KOTOPbIX OblN BbISAB- (0] (o] O
NleHbl HecaHKLWOHNPOBaHHbIe W3MEHEHUsI B WX annapaTHOM obecneyeHun u
(nnn) NO (KO ycTpaHeHUs yKka3aHHbIX HECAHKLWOHUPOBAHHbIX U3MEHEHWIH), B
COCTOSIHVE, NP KOTOPOM HEBO3MOXHO X UCMO/Ib30BaHNE /1A OCYLLEeCTBEHNA
onepauuu (TpaH3akuum), NpMBoAsALein K YUHAHCOBLIM MOCIEeACTBMAM ANSA hu-
HaHCOBOI opraHusaunm, KNMeHTOB U KOHTPareHToB
7.2.3.4 Ba3oBbIi cocTaB Mep MO perncTpaumm cobbITWii, CBA3aHHbIX C PU3NYECKUM AOCTYMNOM, NMpuMe-

HUTENbHO K YPOBHAM 3aluTbl MHOpMaunn npmueegeH B Tabnuue 10.
Ta6nuua 10— Ba3oBblil cOCTaB Mep N0 perncTpauny cobbiTUin, CBA3aHHbIX C (HU3NYECKUM AOCTYNOM

YpoBeHb 3alUThbl

YcnosHoe
o603HayeHune CopepxaHue mep CUCTEMbl 3alWUTbl MHGOpPMALUKN nHdopmaymu
M HOMEP MOpbI 3 2 1
®a21 Pernctpauns cobblTuii 3awmnTbl MHOPMaLUK, CBA3AHHbIX C BXOAOM (BbIXOA0M) H H T

B NOMELLEHUs (M3 NOMeLLeHWii), B KOTOPbIX PACNONOXEHbI 06beKTbl foCTyna
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7.2.4 TNopnpouecc «aeHTUUKaumsa n y4etT peCcypcoB U 06beKTOB gocTyna»

7.2.4.1 NpuMeHsieMble (PMHAHCOBOW opraHu3auneli Mepbl N0 AEHTUMMKALUN U YHeTy PecypcoB 1 06b-
eKTOB [l0CTyna A0/KHbI 06ecrneynBaThb:

- OpraHusauuio yyeTa U KOHTPO/Ib COCTaBa pPecypcoB 1 06bEKTOB AOCTyna:

- perucrpaumio cobbITUin 3awWmnTbl MHPOPMAaLUKN, CBA3AHHbIX C OrepauuMsiMn No U3MEHEHWUIO cocTaBa
pecypcoB 1 06bEKTOB AoCTyna.

Mpu peanusauun nognpouecca «aeHTUdUKaUnsa 1 yyetT pecypcoB 1 06bekToB AOCTyna» pekoMeHay-
eTcAa ucnone3osatb FOCT P 50739.

7.2.4.2 ba3oBbliii cOCTaB Mep Mo OpraHn3aLun yyeTa n KOHTPO/I1s cocTaBa pecypcoB U 06BbEKTOB focTyna
NPUMEHNTENBHO KYPOBHAM 3aliuTbl MHhopmaLumm npusedeH B Tabnuue 11.

Ta6nunuya 11— ba3osblil cocTas Mep no opraHnsauuun ydyeta n KOHTpPOA cocTaBa pecypcoB U 06beKToB Aoctyna

YcnosHoe YpOBEHb 3aWmThI

0603Ha4eHne CopepxaHve Mep CUCTEMbI 3aLmTbl MHopMaLm VHchopMaLn
1 HOMep Mepbl 3 2 1
ny.1 YueT co3faHHblX, NCNOMb3yeMbIX U (1K) IKCyaTUpyeMmbiX pecypcoBs gocTyna o T T
ny.2 Y4yeT ncnonb3ayemblix n (MAun) akcnayatmpyemMmbix 06 beKTOB gocTyna o (o] T
ny.3 YueT akcnayatupyembix 06L,e0CTyNHbIX 06beKToB focTyna (B TOM uucne b6aH- o o T
KOMaTOoB. MaTeXHblX TEPMUHAIOB)
ny.4 KOHTpO/b hakTuyeckoro coctaBa CO3fAaHHbIX, UCMOMb3yeMbIX U (Man) akcnaya- o T T
TUpyeMbix pecypcoB gocTyna (6a3 faHHbIX, ceTeBblX (haiifoBbiXx pecypcos,
BAPTYa/lbHbIX MaLlNH) U UX KOPPEKTHOTO pasMeLleHnss B CerMeHTax BblYMCAN-
TeNbHbIX ceTeil hMHaHCOBOI opraHusaumm
ny.5 KOHTPO/b BbINOJIHEHUS ONepaLymii No Co34aHnto, yAaneHUo N pe3epBHOMY KO- H T T
nNMpoBaHuI0 pecypcoB focTyna (6a3 gaHHbIX, ceTeBbiX (PainoBbiX pPecypcos,
BUPTYasibHbIX MaLlVH)
ny.6 KOHTpOnb (hakTU4eckoro coctaBa 3KCNyaTupyembiX 06BbEKTOB AOCTyna u mx H 0 T
KOPPEKTHOro pasMeLLeHnsi B CerMeHTax BblYNCAUTENbHBIX ceTel huHaHCoBOW
opraHusaumm
7.2.43 Ba3oBblii cOCTaB Mep Mo perncTpaumm cobbiThii 3aWnTbl MHCOPMAaLMK, CBA3aHHbIX C onepauus-

MM NO N3MEHEHMIO COCTaBa PeCYpPCOB M 06 BHEKTOB A0CTYNa, NPUMEHUTE/IBHO K YPOBHSM 3alnTbl MHopmaumnun
npuBeaeH B Tabnuue 12.

Ta6nuuya 12— Ba3oBblii cocTaB Mep No perucrTpauun cobbITUA 3awnTbl MHCHOPMaLUK, CBA3AHHbLIX C onepauusamMmu no
MN3MEHeHWI0 cocTaBa pecypcoB N 06bEeKTOB AocTyna

YpoBeHb 3aLLnTbI

YcnosHoe
0603HaueHve CopepxaHvie Mep cUCTeMbI 3aLUnTbl MHopmaLmn WHChopMaLyn
1 HOMEp Mepbl
P vepi 3 2 1
ny.7 Peructpauus cobbiTuii 3awunTbl MHOPMaLMK, CBA3AHHbIX C CO34aHNEM, KONK- H T T
poBaHVWeM. B TOM uuc/ie pe3epBHbIM, U (MNK) yaaneHnemM pecypcoB foctyna
(6a3 gaHHbIX, ceTeBbIX (haiiIoBbIX PECYPCOB, BUPTYyasibHbIX MaLLVH)
ny.8 Pervctpaymsa co6bITUMIl 3alnTbl MHpOPMALMK, CBA3AHHbLIX C NOAK/OYEHUEM H H T
(perncTtpauueil) 06bEKTOB 4OCTyNa B BbIUMCNTE/bHbIX CeTAX (DUHAHCOBOA Op-
raHusauum

7.3 TMpouecc 2 «O6ecneyeHne 3aWnTbl BbIYNCANTENbHbIX CETEN»

7.3.1 Nognpouecc «CerMeHTaLmns U MexXceTeBoe 3KpaHNPOBaHMe BbIYNCINTEbHbIX COTOM»

7.3.1.1 MNpumeHsieMble (hMHAHCOBOV opraHmn3aunen Mepbl MO CETMEHTaLMN U MEXCEeTEBOMY 3KpPaHUPO-
BaHWIO BbIYMC/IUTENBbHBIX CeTel fOMKHbI obecnevnBaThb:

- CerMeHTaLMio 1 MeXceTeBOe 3KpaHMPOBaHNE BHYTPEHHUX BbIYNCINTENIbHBLIX CeTell;
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- 3aWnUTy BHYTPEHHUX BbIYUCNTE/IbHbLIX CETEN NPU B3aMMOAENCTBUU C CeTbO VIHTEPHET;

* pervcTpaumio cobbITuii 3aWwmnTbl UHAOPMALMK, CBA3AHHbBIX C ONepaLvsaMn No U3MeHeH1o NnapaMmeTpoB
3aWmnTbl BbIYNC/IUTE/TbHbIX CETEN.

Mpn peanusaumn nognpouecca «CermeHTaumsa U MexceTeBoe 3KPaHUpPOBaHWE BbIYNCUTENbHbIX Ce-
Tel» pekomeHayeTcs ncnosb3oBatb FTOCT P MICO/M3K 27033-1.

7.3.1.2 Ba3oBbIli cocTaB Mep MO CerMeHTaLun 1 MeXceTeBOMY 3KPaHMPOBAHUIO BHYTPEHHUX BbIYUC/IN-
Te/bHbIX CeTel NPUMEHNTEIbHO K YPOBHAM 3aluTbl MHOpMauum npueeseH B Tabnuvue 13.

Ta6nuua 13— Bas3oBblii cOCTAB MeEpP MO CEFMEHTALMN N MEXCETEBOMY 3KPAHUPOBAHUIO BHYTPEHHUX BbIYUC/TUTENbHBIX
ceTeit

YpoBeHb 3aLyTbl
YcnosHoe P Ly

MHEpopMALM
0603HaueHne CofiepxaHue Mep CUCTEMbI 3aLLMTbI MHGopMaLmn chopmay
1 HOMEep Mepbl 3 2 1

CM3.1 BblfeneHve B BbIYMCAUTENbHBIX CeTSAX (PUHAHCOBOI OpraHu3aummn oTAeNbHbIX H T T
cerMeHToB (rpynn cerMeHTOoB), NpefHa3HaYeHHbIX A8 pa3meLleHns nHpopma-
LIMOHHOM MHPaACTPYKTYpPbl KaX0ro U3 KOHTypoB 6e3onacHocTun (ganee — cer-
MEHTbl KOHTYpPOB 6€30nacHOCT)

CM3.2 Peanunsauus ceteBoro B3aMmofelicCTBAA U CETEBON M30NALUM HA YPOBHE He H T T
Bbllle TpeTbero (CeTeBOil) MO CEMWYPOBHEBOW CcTaHAapTHOW Monenu B3au-
MOAENCTBNA OTKPbITBIX cucTeM, onpegesneHHoli B FTOCT P MCO/M3K 7498-1,
CEerMeHTOB KOHTYPOB 6€30MacHOCTV U BHYTPEHHUX BbIYNCAUTENIbHBIX ceTell du-
HaHCOBOI OpraHusaunm, He NpefHa3HauYeHHbIX 415 pa3MeLLeHns nHhopmaum-
OHHOI MH(PACTPYKTYpPbI, BXOAALLEl B KOHTYpbl 6e30macHoCT/ (ganee — uHble
BHYTPEHHWEe BblUMCAUTENbHbIE CETU (PMHAHCOBOI opraHm3auum)

CM3.3 MexceTeBoe 3KpaHWpOBaHWE BbIYNC/UTENIbHLIX CeTeil CerMeHTOB KOHTYpOB H T T
6e3onacHocTW, BkAYaA (UAbTPALMIO faHHbIX Ha CeTeBOM W MpUKNagHOM
YPOBHSIX CEMWYPOBHEBOI CTaHAAPTHON MoAenu B3aUMOAENCTBUA OTKPbITbIX
cuctem, onpegeneHHoli B FOCT P MCO/M3K 7498-1

CM3.4 Peanusauus v KOHTPO/b MHPOPMALMOHHOTO B3aUMOAENCTBUSI MeXAY CerMeH- H T T
TamMu KOHTYPOB 6€30MacHOCTY M UHBIMW BHYTPEHHVMY BbIYUCAINTE/TbHBIMU CETS-
MU (hHAHCOBOW OpraHn3alun B COOTBETCTBUM C YCTAHOB/IEHHBIMW MpaBuIaMm
1 MPOTOKO/IaMM CETEBOro B3anmMogencreuns

CM3.5 Peann3auus n KOHTPONb NHGOPMALMOHHOTO B3aMMOAeicTBMA C NpUMEHEHNEM H H T
NporpamMmHbIX LW/I30B MEX[y CerMeHTaMu KOHTYpPOB 6e30MacHOCTV U UHbIMU
BHYTPEHHUMM BbIYNCIUTENIbHBIMU CETAMU (PUHAHCOBOI OpraHusauun ¢ Lenblo
obecrneyeHnst orpaHNYEHNs U KOHTPONS Ha nepegady AaHHbIX N0 MHULMATUBE
Cy6beKTOB /1I0rnyecKoro goctyna

CM3.6 BblgeneHvne B BblYMCAUTENbHBIX CeTSAX (PUHAHCOBOI OpraHu3aummn oTAeNbHbIX H T T
CermMeHToB (rpynn CerMeHToB), NpeAHa3HauYeHHbIX 418 pa3MeLeHns nHpopma-
LMOHHOW MHGpacTPYKTypbl, UCMOMb3YEeMON TO/IbKO Ha aTane co3gaHusa u (nnv)
mogepHusauun AC. B TOM yucne TecTuposaHua MO n CBT (ganee — cermeHt
paspaboTku 1 TeCcTUpoBaHus)

CM3.7 Peanusauusa 3anpeTa ceTeBoro B3aMmofeiicTBUS cermeHTa paspaboTku u Te- H T T
CTMPOBAHWSA W UHbIX BHYTPEHHUX BbIYNCUTENbHBIX CeTeli (hpuHaHcoBOI opraHu-
3auumn No HULMaTNBe cerMeHTa pa3paboTku 1 TeCTUpoBaHUA

CM3.8 BblgeneHne B cocTaBe CerMeHTOB KOHTYPOB 6€30NacHOCTU OTAe/IbHbIX N0/b30- H H T
BaTe/IbCKNX CETMEHTOB, B KOTOPbIX pacnonaratoTcsa Toabko APM nonb3osartenei

CM3.9 BbigeneHve B cocTaBe CErMEHTOB KOHTYPOB 6€30NacHOCTU OTAE/bHbIX CerMeH- H H T
TOB ynpaB/ieHUsl, B KOTOPbIX pacnonaralTca To1bko APM akcnnyaTaunoHHOro
nepcoHana, ucnosb3yemble 419 BbIMOSHEHNSA 3afjay afMUHUCTPUPOBAHUSA WH-
(hopMaLMOHHOW MHPACTPYKTYpbI

CM3.10 BblgeneHne B cocTtaBe CErMEHTOB KOHTYpPOB 6e30MacHOCTU OTAEeNbHbIX cer- H H T
MEHTOB XpaHeHusi 1 06paboTkM JaHHbIX, B KOTOPbLIX pacrnonaralTcs pecypchbl
[oCTyna, npejHasHaueHHble Ans 06paboTKM U XpPaHEHUS JAHHbIX, CepBepHoe
060pyj0BaHNE N CUCTEMbI XPAHEHUS faHHbIX
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OkoHuaHne Tabnuubl 13

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn
N HOMEp Mepbl 3 2 1
CM3.11 BblgeneHve oTAeNbHbIX CETMEHTOB ANA pa3melleHns 06w efoCTyNHbIX 06bek- H T T
ToB flocTyna (B TOM uncne 6aHKOMaTOB, MAATEXHbIX TEPMUHAN0B)
CM3.12 Peanusauusa v KOHTPONb UH(OPMALMOHHOTO B3aMMOAENCTBUSE MEXAY CEerMeH- H H T
TaMu BbIUYMCAUTENbHBLIX CeTell, onpegenieHHbIx mepamn CM3.8 — CM3.11
HacToswel Tabnuupbl, U WHBIMW CerMeHTaMu BblYUC/NTENbHbIX CeTell B COOT-
BETCTBUW C YCTAHOBJIEHHbIMW MpasuiamMy 1M NPOTOKO/amMu CEeTEBOr0 B3auMo-
aelictBusa
CM3.13 KOHTpONb coaepXnmMoro nHopMaLmmn npu ee nepeHoce U3 CerMeHToB UK B H (0} T
CermMeHTbl KOHTYpOB 6e30MacHOCTU C UCMOMb30BaHWEM NEPEeHOCHbLIX (OTHYX-
[aeMblix) HocuTenelt nHopmaLmm
7.3.1.3 Ba3oBbIli cocTaB Mep MO 3aluTe BHYTPEHHUX BbIYMC/UTE/IbHBIX CETEN Npu B3avMOAelicTBumM C

ceTbio VIHTepHET NPUMEHNTENIBHO K YPOBHAM 3al4UThl MHAPOPMaLMK NpuBeaeH B Tabnuvue 14.

Ta6nunua 14 — Bas3oBblii cOCTaB Mep NO 3aLUTe BHYTPEHHUX BbIYUC/IUTENBHLIX CETEW NPY B3aUMOAENCTBUUN C CETLIO
NHTepHeT

YpoBeHb 3alWUNThbl
nHpopmaunmn

YcnosHoe
o6o3HaueHne CopepxaHue Mep CUCTEMbl 3alWUTbl MHOpMaL UK
W HOMEp Mepbl 3 2 1
CM3.14 Peanusauus ceTeBoro B3auMoAeliCTBUA U CETeBON M30N5ALUKN Ha YPOBHE He H T T
BbllEe BTOPOro (KaHasibHbIli) N0 CEMUYPOBHEBOV CTaHAAPTHOW MoAeNn B3anMo-
[elicTBUS OTKPbITbIX cucTem, onpegeneHHoii B FTOCT P UICO/M3K 7498-1. BHy-
TPEHHUX BbIYNC/INTENbHbIX ceTell (hMHaHCOBOI opraHu3auymmn n cetm NHTepHeT

CM2.15 Peanusauyus ceteBoro B3avMOAENCTBUA W CETeBOW M30NSALUN Ha YPOBHE He T H H
Bbllle TpeTbero (CeTeBoii) N0 CeMUypOBHEBON CTaHAAPTHOW MOAENnu B3auMo-
[eicTBUSA OTKPbLITbIX cUCTEM, onpegeneHHoin B TOCT P UICO/M3K 7498-1. BHy-
TPEHHUX BbIYUCUTE bHBIX CETE PUHAHCOBON opraHusauun n cetn VIHTepHeT

CM3.16 MexceTeBoe 3KpaHMpOBaHWE BHYTPEHHUX BbIYUCAUTENbHbLIX ceTeld huHaHco- T T T
BOV opraHu3auuu, BkIoYas uabTpauuilo AaHHbIX HA CETEBOM U NPVKNaAHOM
YPOBHSIX CEMWYPOBHEBOI CTAHAAPTHOI MofeNn B3aumoeicTBNA OTKPbITbIX CU-
cTeM. onpegeneHHoii B FTOCT P MICO/M3K 7498-1

CM3.17 Peanusauus u KOHTPOSb MH(OPMALVOHHOTO B3aUMOAENCTBNSI BHYTPEHHUX Bbl- T T T
UNCNINTESbHBIX CeTel (PUHAHCOBON opraHn3aumm u cetTn VIHTepHeT B COOTBET-
CTBWU C YCTAHOB/IEHHbIMU MpaBuiamy W NPOTOKO/IAMU CETEBOTO B3auMoAeit-
cTBUA

CM3.18 CoKpbITME TONOMOTMN BHYTPEHHMX BbIYNC/INTENbHbBIX CeTell (DMHaHCOBOW opra- T T T
HU3auum

CM3.19 Peanusauua ceTeBoro B3aMMOAEWCTBUS BHYTPEHHUX BbIYUCUTESIbHBIX CETeil T T T
thvHaHCOBOIi opraHusauun 1 cetn VIHTepHeT yepes orpaHnyeHHoe KoM4ecTBo
KOHTPO/IMPYEMbIX TOUeK focTyna

CM3.20 Peanun3auna noyToBOro o6mMeHa ¢ ceTblo IHTepHEeT yepes orpaHM4yeHHoe Kou- H T T
4eCcTBO KOHTPO/IMPYeMbIX TOYek MH(OPMaLMOHHOrO B3anMOoAeincTBuns, cocTos-
WMX U3 BHeWHero (NOAK/IYEHHOTo K ceTn VIHTepHeT) n BHYTpPeHHero (pasme-
LLLeHHOr0 BO BHYTPEHHUX CeTAX (hHAaHCOBO opraHm3aLunn) No4ToBbIX CEPBEPOB
¢ 6e3onacHoli pennvkauneli NOYTOBLIX COOGLLEHU MeXAy HUMK

7.3.1.4 Ba3oBbIli cocTaB Mep MO perncTpauuy CobbITUl 3awmnTbl MHOPMAaLNN, CBA3aHHbIX C onepa-
LMAMN MO U3MEHEHMIO NapamMeTpoB 3alUTbl BbIUNCAUTENNbHbBIX CETE, NPUMEHUTENIBHO K YPOBHAM 3aluThbl
MHopmaumn npuBeaeH B Tabnuue 15.
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Ta6nuuya 15— Bbas3oBblii cocTaB Mep NO perncrTpayumn cobbiTuil 3aWwmnThl MHpOpMaLUK, CBSI3aHHbIX C onepauusiMum no
VN3MEeHEeHU0 NapamMeTpoB 3awuTbl BbIYUCAUTENbHBIX CeTei

YpoBeHb 3aLLWTbI

YcnosHoe
MHcbopmaLm
0603HaveHne CopepxaHvie Mep cvicTeMb! 3aLLyTbl UHChopMaLmn chopmay
1 HOMep Mepbl 3 2 1
CM3.21 Peructpaunsa namMmeHeHuii napameTpoB HacTpoek CPeACTB 1 CUCTEM 3aLUTbl UH- T T T

hopmaymn, 06eCneUnBaLLMX Peasm3annio CerMeHTalLmm, MexCceTeBoro akpa-
HWPOBAHUSA U 3aLUTLI BbIYCIMTENbHbLIX CETEW (PUHAHCOBOI OpraHu3auum

7.3.2 Mopnpouecc «BbifAB/IeHNE BTOPXEHUI U CeTEBbIX arak»

7.3.2.1 TpumeHsieMble hMHAHCOBOV OpraHu3auner Mepbl MO BbISB/AEHUIO BTOPXEHUA U CeTeBbIX aTak
[OJ/DKHbI 06ecneymBaTh:

- MOHWTOPUHT N KOHTPO/Ib COAEPXMMOro CeTeBOro Tpadumka:

- perucTpaumio cobbITuin 3aWwmTbl MHDOPMaLNK, CBA3aHHbIX C pe3y/ibTaTaMy MOHUTOPUHIa U KOHTPOJIsA
COoAepXMMOro ceTeBoro Tpaduka.

Mpu peannsaunm noanpouecca «BblABNeHNE BTOPXEHUI 1 CeTEBbIX aTak» pPeKoOMeHAYyeTCS MUCMNO/b30-
BaTb [12J.

7.3.2.2 Ba30BbIli cOCTaB Mep N0 MOHUTOPUHTY U KOHTPOJIKO COAEPXXUMOrO CeTeBOro Tpadrka NnpuMeHu-
Te/IbHO K YPOBHSAIM 3aluTbl UHOpPMaLMu npuBeaeH B Tabnuue 16.

Tab6nunuya 16 — Ba3oBblil cOCTaB MeEP MO MOHUTOPUHIY M KOHTPOJIIO COAEPXNMOro ceTeBoro Tpaduka

YcnosHoe YpoBeHb 3aLmTbI

0603HaueHne CofiepxaH1e Mep CUCTEMbI 3aLLMTbl MHGopMALMN VHchopmaLm
11 HOMEp Mepbl 5 5 L

BCA.1 KoHTponb oTCcyTCTBMA (BbISIB/IEHME) aHOMasIbHOW CeTeBOl akTMBHOCTW, CBS- H H T
3aHHOI C BO3MOXHbIM HECAHKLMOHNPOBAHHLIM NHOPMaLMOHHbLIM B3auMoaeii-
CTBUMEM MexXAy CermMeHTamu KOHTypoB 6e30MacHOCTU U UHbIMU BHYTPEHHWMM
BbIYNC/IUTE/NbHBIMU CeTAMU (hMHAHCOBOI opraHmsauum

BCA.2 KOHTpO/b OTCYTCTBUA (BbISIB/IEHUE) aHOMA/IbHO CETEBOW aKTUBHOCTW, CBA3AHHOM H T T
C BO3MOXHbIM HECaHKLVOHMPOBaHHLIM WH(OPMAaLMOHHBIM B3auMogeincTBrem
MeXZy BblYMCANTENbHBIMU CETAMU (DUHAHCOBOI OpraHM3aumu 1 ceTblo VIHTepHeT

BCA.3 KOHTpoNb OTCYTCTBMA (BbiSIBNIEHWE) aHOMAaslbHOW CETEBO aKTUBHOCTW, CBS- H H T
3aHHON C BO3MOXHbIM HECAHKLMOHMPOBAHHLIM WH(OPMALMOHHLIM  B3au-
MOAEWCTBMEM Mexay CermMeHTaMu, npefHasHauYeHHbIMW A9 pa3MeLleHus
061 ef0CTyNHbIX 06bEKTOB AocTyna (B TOM uucie 6aHKOMaToB, MAATEXHbIX
TepMUHanNoB), N ceTbto IHTEPHET

BCA.4 KOHTpOnb oTCyTCTBUS (BbISIBIEHNE) @aHOMA/IbHOW CeTEeBOM aKTUBHOCTU, CBA3aH- H T T
HOIi C BO3MOXHbIM HECAHKLMOHVPOBAHHbLIM /TOTMYECKUM JOCTYNOM K pecypcam
[0CTyna, pasMeLLeHHbIM B BbIUMC/IUTENbHbIX CETSIX (DMHAHCOBOW opraHusauuu,
NOAKMIOYEHHbBIX K CETU VIHTEpPHET

BCA.5 KOHTpONb OTCYTCTBYUSA (BbISIBNIEHWNE) aHOMAasIbHOW CeTeBOl aKTUBHOCTU, CBA3aAH- H T T
HOIi C BO3MOXHbIM HECAHKLMOHVPOBAHHbLIM YAaneHHbIM J0CTYNOM

BCA.6 KOHTpONb OTCYTCTBUS (BbISIBIEHNE) aHOMa/IbHOV CeTeBOi akTUBHOCTU, CBSA3aH- H H T
HOI C BO3MOXHbIM HECaHKLVOHVPOBAHHbLIM JIOFMYECKMM AOCTYNOM K pecypcam
[0CTyna, pasMeLLeHHbIM BO BHYTPEHHWX BblYMCANTENbHbIX CETAX (DUHAHCOBOWA
opraHusaumu

BCA.7 KoHTposb 0TCyTCTBUA (BbISIBNIEHNE) aHOMaIbHOI CETEBOI aKTUBHOCTH, CBSA3aH- H H T
HOI C BO3MOXHbIM HECAHKLMOHNPOBAHHbLIM JOCTYNOM K ayTeHTUMUKALMOHHbLIM
AaHHbIM NeranbHbIX Cy6bEeKTOB AocTyna

BCA.8 KOHTponb OoTCyTCTBUS (BbiSIB/IEHNE) @aHOMasNbHOW CeTeBOil akTWBHOCTMW, CBS- H T T
3aHHOI C BO3MOXHbIM OCYLLECTB/IEHMEM aTakK TUMa «0TKa3 B 06C/MYXUBAHUN»,
npeAnpyHUMaembix 8 OTHOLEHUN pecypcoB JOCTyna, pasMelleHHbIX B Bblunc-

NINTENbHbIX CeTAX (hMHAHCOBOIA opraHu3aLuunn, NoAKIYEHHbIX K ceTu VIHTepHeT
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OkoHuaHne Tabnuubl 16

YcnosHoe
o6o3HaueHne
1 HOMEp Mepbl

BCA.9

BCA.10

BCA.11

BCA.12

BCA.13

7.3.2.3

CojepxaHne Mep CUCTEMbl 3aWNThl MH OPMaL UK

BroknpoBaHWe atak Tuna «oTka3 B 06CAYXMBaHUU» B MacluTabe BpeMeHu,
6/1M3KOM K peanbHOMY

KoHTponb 1 o6ecneyeHne BO3IMOXHOCTU GIOKMPOBKU HexenaTeslbHblX coobLe-
HWUIA 3N1eKTPOHHOI NouThbl (SPAM)

Peanusauns KoHTpons, npegycmoTpeHHoro mepamu BCA.1 — BCA.9 HacTof-
Wwei Tabnuubl, NyTEM CKaHWPOBAHUSA W aHanW3a CeTeBOro Tpaduka mexay
rpynnamu CErMeHTOB BblUUCIUTENbHbIX CeTeli (PMHAHCOBOI opraHusauun, BXo-
OAWMNX B pasHble KOHTYpbl 6€e30MacHOCTH

Peanusauus KoOHTpons, npegycmoTpeHHoro mepamu BCA.1 — BCA.9 HacTos-
e Tabnuubl, NyTem ckaHWPOBaHUS U aHanu3a ceTeBoro Tpaduka B npegenax
cermeHTa KOHTypa 6e30nacHocTu

Peanusauus KoOHTponsa, npegycMmotpeHHoo mepamn BCA.1 — BCA.9 HacTtos-
el Tabnuubl, NyTemM ckaHMpoBaHWA 1 aHann3a ceTeBoro Tpaduka Mexay Bbl-
YNCNTENbHBIMU CETAMU (PUHAHCOBOW OpraHnsaumm n ceTblo VIHTepHeT

Ba3oBbIii COCTaB Mep MO PerucTpaumm cobbITUi 3aWnTbl MHPOPMALUK, CBA3AHHBLIX C Pe3y/ib-

YpoBEHb 3aWNTbI
MHpopmayuu

3 2 1
H T T
T T T
H T T
H H T
H T T

TataMn MOHUTOPUHIA U KOHTPONSA COAEPXMMOro CeTeBOro Tpaduka, NPUMEHUTENIbHO K YPOBHAM 3alUTbl UH-
opmaumm npuBegeH B Tabnuue 17.

Ta6nuua 17 — Bas3oBblii cocTaB Mep No perucTpauymn cobbiTuii 3aWwnTbl MHCOPMAaLMK, CBSI3aHHbIX C pe3ysibTaTamu
MOHWUTOPUHIA U KOHTPOISi COLEPXMMOro CETEBOrO Tpadmka

YcnosHoe
o6o3HaueHne
N HOMep Mepbl

BCA.14

CopepxaHune Mep CUCTEMbBI 3alWlUTbl MHDOpMaLuUmn

Pernctpauns akTtos BbiiBIeHNSt aHOMasIbHOl ceTeBO akTUBHOCTU & pamkax
KOHTPONS, NnpegycMoTpeHHoro mepamm BCA.1 — BCA.8 tabnuubl 16

YpoBeHb 3aWnThI
nHopmaunmn

H T T

7.3.3 TMopnpouyecc «3awmnta nHpopmMmaunn, nepogaBaemMoil No BbIYNCIUTENIbHBIM CETAM»

7.3.3.1 drHaHCOBaA opraHM3auns Ao/HKHA NMPUMEHSITb Mepbl M0 3awmTe nHdopmauun, nepegasaemoi
Mo BbIYUC/INTE/IbHBIM CETAM.

7.3.3.2 Ba3oBblIli cocTaB Mep MO 3awuTe MHdopMauuu, nepegasaemoli No BbIYUCAUTENBHbIM CETAM,
NPUMEHUTE/IbHO K YPOBHAM 3alinTbl MHhopmauuu npuseieH B tabnuue 18.

Ta6nuuya 18— Ba3oBblil cOCTaB Mep Mo 3aluTe MHDOPMALMK, NepesaBaemMoli No BbIYUCTUTENbHLIM CETAM

YcnosHoe
o6o3HaueHne
M HOMEp Mepbi

3BC.1

3BC.2

CopaepxaHue Mep CUCTEMbl 3alWUThl MHOpMaL K

MpumeHeHne ceTeBbIX NPOTOKO/M0B, 06ecneynsalolmnx 3awunTy noAANHHOCTU
CeTeBOro COEAMHEHUA, KOHTPO/Ib LeNIOCTHOCTM CeTeBOro B3auMOeicTBns u
peanusauunio TEXHONOTUN [BYXCTOPOHHEN ayTeHTUMKaLnm npu ocyliecTene-
HUW NOTNYECKOro A0CTyna C UCMNONb30BaHMEM TeNeKOMMYHUKALWOHHbIX KaHa-
N0B 1 (MNN) NNHWIA CBA3MN, HE KOHTPO/IMPYeMbIX PMHAHCOBOI opraHu3auuei

Peanusauus 3awmutbl MHOPMAaLWUKU OT PacKpbITUA W MogUcMKaLMKN, NPUMEHE-
HUe [BYXCTOPOHHE ayTeHTudmkauuu npu ee nepefadye Cc WCNoSb30BaHUEM
cetn VHTepHeT, TeNEeKOMMYHUKaLMOHHbIX KaHanoB u (Man) NUHWIA CBA3N, He
KOHTPONIMpYyeMbIX (QUHAHCOBOI opraHu3auuei

YpoBeHb 3aWuUThI
nHopmaunmn

3 2 1
T T T
T T T
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7.3.4 Mopanpouecc «3awunta 6ecnpoBOAHbIX ceTeli»

7.3.4.1 MpumeHsieMble (DMHAHCOBOV opraHu3auueli Mepbl Mo 3alunTe 6ecnpoBOAHbLIX CeTel [O/MKHbI
obecneyvBarhb:

* 3aWuTy nHopMauumn OT packpbITva 1 Mogudmrkaumm NpyM NCnosib3oBaHMM 6eCnpoBOAHbIX CeTell;

- 3alNTy BHYTPEHHUX BbIYUC/IUTENIbHBIX CeTel Mpu UCMosib30BaHNM 6ecrnpoBOAHbIX ceTell;

- perncrpauuio cobbITUiA 3alnTbl MHOPMALLMK, CBA3aHHbIX C NCMO/Ib30BaHeM 6ecnpoBOHbIX ceTell.

7.3.4.2 Ba3oBblli cOCTaB Mep Mo 3awuTe nHhopmaum OT packpbITUA U MOoAgMMKaLUN NpyY UCNOb30Ba-
HUW 6ecnpoBOAHbIX CeTel MPUMEHNTE/IbHO K YPOBHAM 3allnTbl MHpOpMaLmu npusegeH B Tabnuue 19.

Ta6nuuya 19 — Ba3oBblii cOCTaB Mep NO 3awuTe MHpopMaLUM OT PackpbITUA ¥ MOAUMKALUMA NPU UCNOSIb30BaHUN
6ecnpoBoAHbIX ceTel

YcnosHoe YpoBeHb 3aWmTbI

0603HauEeHVe CopepaHue Mep CUCTEMbI 3aLLTHI UHOpPMALMN vHchopmaLm
1 HOMep Mepbl 3 2 1
36C.1 AyTeHTUdUKaLNa yCTPOICTB AOCTyNa TEXHUYECKUMI CpeacTBamMu, peannsyio- T T T
wWumMn yHKLMM 6ecnpoBOAHOrO CETEBOr0 COeAMHeHMsa (Toukamu gocTyna no
npotokony Wi-Fi)
3BC.2 3awmTta nHopmaunm OT packpbiTMa U Moaudukauny npu ee nepegade c uc- T T T
nosib30BaHMeM MPOTOKO/I0B 6eCNpPOBOAHOrO AocTyna
7.3.4.3 Ba30BbIli cocTaB Mep Mo 3aluTe BHYTPEHHUX BbIYUCAUTE bHbIX CETel Npu Ncnonb3oBaHumn 6ec-

NPOBOAHbLIX CETEN NPUMEHUTE/ILHO K YPOBHSIM 3aliUTbl MH(DOpMaLn npuseseH B Taénuue 20.

Ta6nuua 20 — Ba3oBblii cOCTaB Mep No 3aluTe BHYTPEHHUX BbIYUCAUTENbHbLIX CeTel Npu NCcnonb3oBaHUKM G6ecnpo-
BOAHbIX ceTell

YcnosHoe YpoBeHb 3aLmTbI

0603HaueHne CofepaHne Mep CUCTEMbI 3aLLyTbI MHGopMaLN VHchopMaLN
1 HOMEp Mepbl 3 5 N

36C.3 Pa3smelleHne TexHWYeckux CpeAcTB, peanusylolwmx yHKuMm 6ecnpoBogHOro H T T
coefINHEeHNA, B BblAE/EHHbIX CErMeHTax BblYNCIUTENbHbIX ceTeli hnHaHCOBOM
opraHusauuu

36C.4 Peanusaumns ceteBoro B3anMoAeicTBMA 1 CeTeBOI U30AALMN HA YPOBHE He Bbllle H H T
BTOPOro (KaHaslbHbli1) N0 CEMUYPOBHEBOI CTaHAAPTHON MOAENN B3aUMOAENCTBUS
OTKPbITbIX cucTtem, onpegenerHoit B FOCT P ICO/M3K 7498-1. BHyTPEeHHWX Bbl-
YUCNUTENbHBIX CeTell hHaHCOBOV OpraHM3aunn U CerMeHTOB BblYMC/IEHHBIX Ce-
Tel. BblAENEHHbIX B COOTBETCTBUM C MyHKTOM 3B6C.3 HacTosiLein Tabnmubl

3B6C.5 Peanusauusa ceteBoro B3anMoAeincTBus 1 ceTeBO N30ALMN Ha YPOBHE He Bbllle H T H
TpeTbero (CeTeBoil) N0 CEMUYPOBHEBOI CTaHAAPTHOW MoAenn B3aumogeincTeus
OTKPbITbIX CUCTeM, onpegenerHoit B FTOCT P MCO/M3K 7498-1. BHYTPEHHUX Bbl-
4yncnnTenbHbIX ceTell (hHAHCOBOW opraHu3aLmmn N CerMeHTOB BblUYMC/IEHHbIX Ce-
Teli. BblAENEeHHbIX B COOTBETCTBUM ¢ Mepoli 36C.3 HacTosiLell Tabnuubl

3B6C.6 MexceTeBoe aKpaHUpoBaHWE BHYTPEHHUX BbIYMCAUTENbHbIX CeTeil huHaHco- H T T
BOIl opraHusauny u CerMeHTOB BbIYNCNEHHbIX CeTei, BblAe/IeHHbIX B COOTBET-
cTBuM ¢ mepoit 36C.3 HacToAwen Tabnuupbl, BKIoYas unbTpauuilo gaHHbIX Ha
ceTeBOM W NMPUKNAAHOM YPOBHSAX CEeMWypOBHEBOI CTaHAApTHOW mogenu B3a-
MMOAECTBNA OTKPbITbIX CUCTeM, onpegesneHHoli B FTOCT P MICO/M3K 7498-1

36C.7 Peanusauyisi M KOHTPOSIb MHCOPMALIMOHHOTO B3aMMOAENCTBIS BHYTPEHHMX BbIUMC- H T T
JIUTENbHBIX CeTeli (PUHAHCOBOM OpraHM3aLunm N CETMEHTOB BbIYMC/IEHHbIX CETEiA,
Bblj€/MIEHHbIX B COOTBETCTBUM C Mepoii 36C.3 HacToswwel Tabnuubl, B COOTBET-
CTBUM C YCTAHOB/IEHHLIMM NPaBWIaM1 1 NPOTOKO/IAMU CETEBOTO B3aUMOAECTBIS

36C.8 BnokupoBaHme NonbITOK NOAK/IOYEHNS K 6eCnpOBOAHBIM TOYKaM JOCTyna C He- H H T

3aperncTpMpoBaHHbIX YCTPOWCTB A0CTYyNa, B TOM Yuc/e U3-3a Npeaenos 3aa-
HWIA 1 COOPYXEHUI (PMHAHCOBO OpraHu3aLmm
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7.3.4.4 Ba3oBbIli cocTaB Mep MO perucrpauuym cobbITWl 3awWmTbl MHbOpMaLMK, CBSA3aHHbIX C UC-
nosib30BaHMeM 6ecrnpoBOAHbIX ceTell, MPUMEHUTENIbHO K YPOBHAM 3aluTbl MHOpPMauuu npusefeH B
Tabnuue 21.

Ta6nunua 21 — ba3oBblii cocTaB Mep No perncTpauuy cobbiTuiA 3aWwnTsl MHOPMaLMKM, CBA3AaHHbIX C UCMOIb30BaHNEM
6ecnpoBOAHbIX ceTeit

YpoBeHb 3amnThbl

YcnosHoe
MHhopMaLyn
o0603HaveHne CopepxaHvie Mep cuCTeMbI 3aLLnTbl HGopMaLn chopmayy
1 HOMEpP Mepbl 3 2 1
36C.9 Pervctpaymsa nonbiTOK NOAKIOYEHUS K 6eCNPOBOAHBIM TOYKaM fOCTyna C He3a- H H T
perucTpupoBaHHbIX YCTPOCTB AoCTyna, B TOM Ynucne us-za npegesos uHaH-
COBOIi opraHusauum
36C.10 Peructpauus nsmeHeHuii napameTpoB HacTpOeK CPpeAcTB W CUCTEM 3alluThbl H T T

MHopMaumy, obGecrneynBaloLLMX peasnm3aunio CEerMeHTauun, MEeXCeTeBOoro
3KPaHWPOBaHNSA W 3alnTbl BHYTPEHHUX BbIYUC/IUTENbHbIX CeTell hMHaHCOBOA
opraHv3auuy » CEerMeHTOB BblYUCNEHHbIX CETel, BblfeNEHHbIX B COOTBETCTBUN
¢ Mepoit 36C.3 Tabnuubl 20

7.4 Tpouecc 3 «KOHTPOIb LENOCTHOCTM U 3alULEHHOCTN NMHAPOPMAaLNOHHOM
MHPaCTPYKTYpPbI»

7.4.1 MprMeHsieMble (PUHAHCOBOW OpraHu3auuveli Mepbl MO KOHTPOJIIO LIE/IOCTHOCTU U 3alULEHHOCTH
MHMPOPMaLMOHHOM NHAPACTPYKTYPbl A0/KHbI 06ecneyrBaThb:

- KOHTPOJIb OTCYTCTBUS U3BECTHbIX (OMMUCaHHbIX) YA3BUMOCTEN 3almTbl MHOPMaL M 06 beKTOB UHGOP-
mMaTusauuu;

- OpraHuM3auuio 1 KOHTPOJSib pasMelleHuns, XpaHeHns n o6bHoBsieHna MO MHMOPMaLMOHHON MHdpa-
CTPYKTYpbl;

- KOHTpOnb cocTaBa U uenoctHocTn MO MHopMaLnoHHOM MHPpacTPyKTypbl;

- perucTpauuio cobbITUiA 3aWnTbl MHOPMaLMK, CBA3aHHbIX C pe3y/ibTataMy KOHTPOS LEe/ToCTHOCTY 1
3aLMLLEeHHOCTU UH(POPMAaLMOHHON MHAPACTPYKTYPbI.

7.4.2 Bba3oBblii cocTaB Mep MO KOHTPO/IIO OTCYTCTBUS M3BECTHbIX (OMMCaHHbIX) YA3BMMOCTEN 3awmnTbl
MHbopMaLmn 06BLEKTOB MHPOPMAaTU3aLMn NPYMEHUTE/TIbHO K YPOBHAM 3aliuTbl MHGOpMauuu npusefeH B
Tabnuue 22.

Tab6nunua 22— ba30Bblii COCTaB Mep N0 KOHTPOJ/IK0 OTCYTCTBUA U3BECTHbIX (OMMUCaHHbIX) YA3BMMOCTEN 3alnTbl MHGOpP-
Maumm 06bEKTOB MHpopMaTm3salmm

YcnosHoe YpoBeHb 3aLnTbI

0603HaveHe CogepxaHve Mep CUCTEMbI 3aLUUTbI MHGOPMALN MHchopmaLym
1 HOMEp Mepbl 3 5 1

L3n.1 KOHTpPONb OTCYTCTBMS U 06ecneyeHne onepaTUBHOTO YCTPAHEHWUS W3BECTHbIX H T T
(onncaHHbIX) YSA3BMMOCTEN 3awnTbl MHGOPMALMK, UCMO/b30BAHNE KOTOPbIX
T7IOKET NO3BO/IUTb OCYLLECTBUTb HECAHKLMOHMPOBAHHOE (HEKOHTPONMpPYEMOe)
MH(OPMALMOHHOE B3aWMOLENCTBUE MEXAY CEerMeHTaMn KOHTYpoB 6e30nacHo-
CTU Y MHBIMU BHYTPEHHUMU CETAMW (OMHAHCOBOI OpraHusayum

L3n.2 KOHTPONb OTCYTCTBMSI U 06ecneyeHne onepaTMBHOTO YCTpPaHEHWs W3BecTHbix O T T
(onncaHHbIX) YySA3BMMOCTEN 3aWuTbl MH(IOPMALMK, UCMO/b30BAHNE KOTOPbIX
T7IOKET NO3BO/IUTb OCYLLECTBUTb HECAHKLMOHMPOBAHHOE (HEKOHTPONMpPYEMOe)
MH(OPMALNOHHOE B3aUMOAENCTBNE MEXAY BHYTPEHHUMMU BbIUACIUTENbHLIMU
ceTAMU (PUHAHCOBOII OpraHn3auyun n ceTblo MHTepHeT

L3n.3 KOHTPONb OTCYTCTBMS U 06ecneyeHne onepaTuBHOTO YCTpPaHEHWs W3BecTHbix O T T
(onncaHHbIX) YSA3BMMOCTEN 3awWnTbl MH(OPMALMK, UCMO/b30BAHNE KOTOPbIX
T7IOKET NO3BO/IUTb OCYLLECTBUTb HECAHKLMOHMPOBAHHOE (HEKOHTPONMPYEMOE)
MH(OPMALNOHHOE B3aUMOAECTBNE MEXAY CerMeHTamu, npegHasHauyeHHbIMU
ANs pasmelleHus o6LefoCTYNHbIX 06bEKTOB AocTyna (B TOM uucie 6aHKkoMa-
TOB. NNATEXHbIX TEPMUHAMOB), U CeTbl0 VHTepHeT
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OkoHYaHue Tabnmubl 22

YpoBeHb 3alLyThI
YcnosHoe P -

MHEpopMALM
0603HaueHre CojiepxaHme Mep CUCTEMbI 3aLMTbI MHGopMAaLn chopmay
1 HOMEp Mepbl 3 5 1

L3n.4 KOHTpONb OTCYTCTBUS M 06ecnevyeHne ONepaTtUBHOrO YyCTPaHEHUS U3BECTHbIX O T T
(onucaHHbIX) yA3BMMOCTEN 3awuTbl MHGOPMaLUW, UCMNOSb30BaHNE KOTOPbIX
MOXeT MO3BO/INTb OCYLLECTBUTb HECaHKLWOHWPOBAHHbI nornyecknii goctyn
K pecypcam focTyna, pasmeleHHbIM B BblYNCANTENbHbIX CETAX (PUHAHCOBOW
opraHusauunu, NoAKIYEHHbIX K ceTn NHTepHeT

L3n.5 KOHTpOMb OTCYTCTBUS M 0GecrnevyeHne onepaTuBHOIO YCTPaHEHUS W3BECTHbIX (e} T T
(onucaHHbIX) yA3BMMOCTeN 3awuTbl WHOPMAaLWMK, UCMNOMb30BaHNE KOTOPbIX
MOXeT NO3BO/INTb OCYLLECTBUTb HECAHKLIMOHMPOBAaHHbI yAaneHHbln JocTyn

L3n.6 KOHTpO/b OTCYTCTBMA M ob6ecneyeHve OnepaTUBHOrO YCTPaHEHWS WM3BECTHbIX H T T
(onucaHHbIX) yA3BMMOCTel 3awuTbl MHGOpMaLuUM, UCNOMb30BaHUE KOTOPbIX
MOXeT MO3BOINTb OCYLLEeCTBUTb HECAaHKLMOHMPOBAHHbLIA NOrnyeckunii gocTyn
K pecypcam fjocTyna, pasmelleHHbIM BO BHYTPEHHWUX BbIYMC/NTE/bHbIX CeTAX
(hUHaAHCOBOI opraHusauuu

u3n.7 KOHTpOsb OTCyTCTBMSA M 06ecneyeHvie OonepaTUBHOrO YCTPaHEHWS M3BECTHbIX H T T
(onucaHHbIX) ysi3BUMOCTel, npefycMOTpeHHbIXx mMepamun LI3N.1 — L3U.6
HacToAwelh Tabnuubl, NyTeM CKaHNPOBAHUS 1 aHann3a napaMeTpoB HacTpPoek
CepBEepHOro 1 ceTeBoro obopyfosaHuns

L3n.8 KoHTponb oTcyTCcTBMA M obecnevyeHne onepaTtvBHOIO YyCTPaHEHWUS M3BECTHbIX n T T
(onucaHHbIX) YyA3BMMOCTEW, yka3aHHbIX B NyHkTax LI3V.1 — LI3W.6 HacToswel
Tabnuubl, NyTeM CkaHWpOBaHWA W aHanu3a cocTtaBa, Bepcuii U napameTpoB
HacTpoek npuknagHoro MO. MO AC un cuctemHoro MO, peanusytouiero yHk-
uum obecneyeHuns s3almnTbl MHOPMaLMN 1 (UNK) BAUSIIOWErO Ha obecneyeHne
3awWwnTbl MHOpMauun (fanee B HacToslwem pasgene — cuctemHoe [10)*,
yCTaHOBJ/IEHHOIO Ha CEpBEPHOM U CeTEeBOM 060pyA0BaHNN

L3n.9 KOHTpONb OoTCyTCTBUSA M 06ecnevyeHne onepaTUBHOrO YCTPaHEHUS U3BECTHbIX H T T
(onncaHHbIX) yA3BMMOCTEN, NpeAyCMOTpPeHHbIx Mepamu L3N.1 — LI3N.6
HacToswel Tabnuupl, NyTeM CKaHMPOBAHUS W aHanM3a cocTasa, BepCuii u na-
pameTpoB HacTpoek npuknagHoro MO. MO AC u (unu) cuctemHoro MO. ycTa-
HoBMeHHoro Ha APM nosb3oBaresneii 1 akcnayaTtayMoHHOro nepcoHana

u3n.to KOHTpo/b OTCYTCTBUA M 0b6ecnevyeHre OnepaTtUBHOrO YCTPAHEHUS W3BECTHbIX H T T
(onncaHHbIX) yA3BMMOCTEl, NpeAyCMOTpPeHHbiIx Mepamun L3N.1 — LI3N.6
HacToswel Tabnuupl, NyTeM CKaHUPOBaHWA U aHanM3a cocTasa, BepCuii u na-
pameTpoB HacTPOeK CPefCTB U CUCTEM 3aLUTbl MHDOPMAL MK

L3n.11 OrpaHuyeHue (3anpeT) ucnonb3osaHus Ha APM nonb3oBaTeneii u akcnayara- H (o] o]
LMOHHOrO nepcoHana, 3afeicTBOBaHHbIX B BbIMOJIHEHUN GU3HecC-NpoLeccos
huHaHcoBOl opraHusauun. MO. peanusytolero yHkLM no paspaboTke, oT-
napgke n (unu) tectuposaxuio MO

* B Tom uncne MO onepauynoHHbix cuctem. MO CYB/. MO cepeepoB npuioxexuii. MO cuctem BupTyanusauuu.

7.4.3 Ba3oBblii cOCTaB Mep MO OpraHmMsaumm U KOHTPOJIKO pasMelleHns, XpaHeHnss u o6HoBneHus MO
NPUMEHUTE/IBHO K YPOBHAM 3alinTbl MHOpMauuu npuseieH B Tabnuue 23.

Ta6nuuya 23— Ba30Bblii COCTaB Mep N0 OpraHM3aLyn 1 KOHTPOIO Pa3MeLLEHNs, XpaHeHUs u 06HoBAeHNs MO

YcnosHoe YpoBeHb 3auWmTbl

0603HaueHe CogepkaHue Mep CUCTEMbI 3aLLMTLI MHGOPMALMNA VHchopmaLym
1 HOMEp MepbI 3 ) L
u3un.12 KOHTPO/Nb pasMelLeHmsi U CBOEBPEMEHHOTO 0GHOB/IEHUS HA CEePBEPHOM 1 ceTeBoM O o} T

o6opynosaHun MO cpeacTB U cUCTEM 3alunTbl MHhopmauum, npuknagHoro MO,
MO AC. cuctemHoro MO 1 curHaTypHbIx 6a3 CpeAcTB 3alnTbl MHOpMaLuy, B TOM
yucne ¢ Lenbio ycTpaHeHus BbISB/IEHHbIX YA3BUMOCTE 3aLumThl nHhopmaLm
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OKoH4aHve Tabnuubl 23

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn
N HOMEp Mepbl 3 2 1

L3Kn.13 KOHTpONb pasmelleHma u cBOeBpeMeHHOro o6HoBnenms Ha APM nonb3oBaTte- (6] (o] T
nei n akcnayartaynoHHoro nepcoHana MO cpefcTB u cuctTem 3awnTbl MHOP-
mMauun. npuknagHoro MO. MO AC u cuctemHoro MO. B TOM uyucne c Lenblo
YCTPaHEeHUS BbISB/IEHHbIX YSI3BMMOCTEN 3awmuTbl MHhopmamm

L3n.14 KoHTponb pa6oTocnoco6HOCTM (TeCcTMpoBaHue) 1 NPaBUIbHOCTU (DYHKLUOHU- [0} O [0}
posaHusa AC nocre BbINO/IHEHNA 0OHOBAEHWIA MO. NpefyCMOTPEHHOIo Mepamu
LI3K.12 n LI3W.13 HacTosAwel Tabnuubl, BbINOJHAEMOro B CerMeHTax paspa-
60TKM N TEeCTUpPOBaHMUSA

L3Kn.15 KOoHTpoNb OTCYTCTBMA M ObecneyeHne onepaTtmMBHOIO YCTPaHEeHWUA U3BECTHbIX 0] T T
(onucaHHbIX) yA3BMMOCTe 3alnTbl MHOPMaLMKU Noc/e BbINONHEHNS 06HOB-
nenunin NO. npegycMoTpeHHoro mepoii Li31.12 HacTosweln Tabnuubl

L31.16 Ob6ecneyeHne BO3MOXHOCTU BOCCTAHOB/IEHUS 3TaNOHHbIX konuit MO AC. MO 0] (0] 0]
CpefcTB U CUCTEM 3alynTbl MHOpMaLmMKn, cuctemHoro MO B cnyvasx HewTar-
HbIX CUTyaLmit

L3n.17 Hanuuune, yyeT v KOHTPO/Ib LLe/IOCTHOCTU 3TaNIOHHbIX Konuid MO AC. MO cpeacTs H H T
N CUCTeM 3awunTbl MHopmaunu, cuctemHoro Mo

L31.18 Hannuune, yyeT 1 KOHTPO/b LIe/IOCTHOCTU 3TANIOHHbIX 3HAYEHWI NnapaMeTpoB Ha- 0 (0] T
cTtpoek MO AC. cuctemHoro MO. MO cpeAcTB 1 CUCTEM 3aLUNTbI MHhopmaLmn,
BO3MOXHOCTb BOCCTAHOB/IEHWS YyKa3aHHblX HacTpOeK B CAy4yasxX HelTaTHbIX
cuTyauuii

L3n.19 KOHTpPO/b LEeNOCTHOCTU 1 JOCTOBEPHOCTM MCTOYHMKOB MOJTyYEHUA NPU pacnpo- (0] (0] T
cTpaHeHun v (unun) o6HoseHnn MO AC. MO cpefCTB M CUCTEM 3alyUTbl UHOP-
Mauuun. cuctemHoro No

7.4.4 Ba3oBblii cOCTaB Mep MO KOHTPOJIK0 cocTaBa M LenocTHocTn MO nHopMaunoHHOM NHdpacTpyk-

TYpbl MPUMEHUTE/TBHO K YPOBHSIM 3alUTbl MHhopMaumn npueeseH B Tabnuue 24.

Tab6nuua 24 — Ba3oBblii cOCTaB Mep NO KOHTPO/IIO cocTaBa M LenocTHOCTM MO MHpopMaLnoHHOW MHApacTpyK-
Typbl

YpoBeHb 3aWUThbl

YcnosHoe WHG opMaL UM
o6o3HayeHune CopepxaHune Mep CUCTEMbl 3alWNTbl MH( OpMaLumn P 4
N HOMEp Mepbl 3 2 1
L31.20 KoHTpo/b cocTaBa paspeleHHoro Ansa ucnosb3osaHua MO APM nonk3osaTe- o} T T
neii 1 akcnayaTaunoHHOro nepcoHana
L3n.21 VickntoueHrie BO3MOXHOCTU YCTaHOBKM U (MK) 3anmycka HepaspeleHHOro Ans 0] T T
ncnonb3osaHnsa MO APM nonb3osatesieil n akcnayaTaLyoHHOro nepcoHana
L3n.22 KoHTponb coctaBa MO cepBepHOro o6opyAoBaHus H (o] T
L3n.23 KoHTponb coctaBa MO APM nonb3oBarteneii 1 akcnyaTauroHHOro nepcoHana, H T T
3anyckaemoro npu 3arpyske onepaunoHHONR cucTembl
L3n.24 KOHTpONb LLeNoCcTHOCTM 3anyckaeMbix koMnoHeHToB MO AC Ha APM nonb3oBa- H H T
Teneii n akcnayaTayMoHHOro nepcoHana
L3n.25 Peanusauusi AoBepEHHOI 3arpysku onepauuoHHbIX cuctem APM nonb3oBare- H H T
neli v aKcnayaTayMoHHOro nepcoHana
LI131.26 KoHTponb (BbiSAB/IEHNE) NCMNO/b30BAHUSA TEXHOIOMMU MOBUIBHOTO Koga* H T T

' B Tom umucne Java. JavaScript. ActiveX. VBScript v Hble aHanoru4Hble TeXHONOTUH.
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7.4.5 Ba3oBbIii cocTaB Mep Mo perncTpaumnmn cobbiTui 3awnTbl UHOPMaL MK, CBA3aHHbIX C pe3y/ibTaTta-
MU KOHTPONSA LLEe/IOCTHOCTU U 3alnLLeHHOCTU MHOPMaLNOHHON NHAPACTPYKTYPbl, NMPUMEHNTENIBHO K YPOB-
HAM 3alWnTbl MHOopMauun npuseaeH B Tabnuue 25.

Ta6nuua 25— Ba3oBblli cOCTAB Mep MO perucTpauuy cobbITUi 3aluUTbl MHKDOPMALMK, CBSI3aHHbIX C pesy/ibTaTtamm
KOHTPO/ISAl LE/I0CTHOCTY U 3aLLMULLEHHOCTV UH(OPMALMOHHOK UH(PACTPYKTYPbI

YpoBeHb 3aLpThbl

YcnosHoe
MHGhopmaLm
0603HaveHve CopfepxaHue mep cucTeMbl 3alumTbl MHGopMaLmm chopmaLy
1 HOMep Mepbl 3 2 1

L3n.27 Pernctpauuns dpakToB BbISBIEHNS YA3BMMOCTEN 3alnTbl UHOpMaLn H T

L|31.28 Peructpauns yctaHoBKW, 06HOBNeHNA 1 (unn) yaanenus MO AC. MO cpeacts n H T
cucTeM 3aluTbl MHOpMaLmmn, cuctemHoro MO Ha cepBepHOM U ceTeBOM 060-
pyAoBaHumn

L31n.29 Peructpaunsa yctaHoBku, 06HOBNEHUS 1 (MAn) yaaneHus npuknagHoro Mo. No H T T
AC. MO cpeacTtB 1 cuctem 3awmtbl UHpopmauum, cuctemHoro MO Ha APM
nonb3oBateneii u akcnyaTaLUoOHHOro nepcoHana

L31.30 PerncTtpauus 3anycka nporpaMmMHbIX CEPBMCOB

L3n.31 Peructpauus pesynbTaToB BbINOSHEHWS OnepaLuii No KoHTposto coctasa MO cep-
BepHoro o6opyaosannsa, APM nonb3osaTenieii 1 aKCnayaTaLMOHHOIO nepcoHana

L|31.32 Pernctpauus pesynbTaTtoB BbINO/IHEHWUS onepauuii No KOHTpont cocTasa MO H T T
APM nonb3oBartesieil n akcnayaTaunMoHHOro nepcoHana

L31.33 Pernctpauns pesynbTatoB BbiNO/IHEHUS onepauunii Nno KoHTpost cocTtasa MO. H T T
3anyckaemoro npu 3arpyske onepauuoHHoli cuctembl APM nonb3oBateneii u
aKcnyaTaluMoOHHOro nepcoHana

L31n.34 Pernctpaunsa pe3ynbTatoB BbINOMHEHUS onepaunii KOHTPONSA LeNoCTHOCTH 3a- H H T
nyckaemMblx KomnoHeHTos MO AC

L31.35 Pernctpauus BbISIBNEHUS NCMOMNb30BaHNA TEXHOMOTMN MOBUIBHOTO Koga H T

L31.36 PerncTpauusa pesynbTaToB BbINOMHEHWS onepaLnii N0 KOHTPOIO Le0CTHOCTW 1 H H T

[,0CTOBEPHOCTU NCTOYHMKOB NOMYyYEHUS NpU pacnpocTpaHeHuun n (Mnun) obHoBse-
Hun MO AC. MO cpeAcTB 1 CUCTEM 3aLUTbl UHchopMaumu, cuctemHoro Mo

7.5 TMMpouecc 4 «3awnta oT BpeAOHOCHOro Koga»

7.5.1 MNpumMeHsaeMble (PMHAHCOBOW OpraHusauvein Mepbl MO 3awuTe OT BPEfOHOCHOTO KOAa A0/DKHbI
obecneymBarhb:

- opraHu3auuto 3LlesIOHMPOBAaHHON 3alnTbl OT BPEJOHOCHOIO KOJa Ha Pa3HbIX YPOBHAX MHAOPMaLNOH-
HOW MHppacTpyKTypbI;

- OpraH13aumio N KUHTPO/Ib MNpUMeHeHna CpeacTB 3alinTbl OT BPeAOHOCHOrO KoAa;

- perncrpaymio cobbITUA 3alnTbl MHOPMaLUK, CBA3aHHbIX C peanu3auneii 3alntbl OT BPeJOHOCHOIO
Koza.

Mpu peanusauumn npouecca «3awmta oT BPeJOHOCHOro KoJa» pekoMeHAyeTcs ucnonb3osarb [13].

7.5.2 Ba3oBblli cOCTaB Mep Mo opraHnsauumn 3eI0HMPOBaHHONM 3alMTbl OT BPEAOHOCHOIO Koja Ha pas-
HbIX YPOBHAX MHOPMAaLNOHHON MHPACTPYKTYPbl NPUMEHNTENIbHO K YPOBHAM 3alMTbl MHOpMauun npu-
BefleH B Tabnuue 26.

Ta6nuuya 26 — Bas3oBblii coOcTaB Mep NO OpraHuU3auny 3L eOHMPOBAHHON 3aLUNTbl OT BPE4OHOCHOTO KOA4A Ha pasHbIX
YPOBHAX MH(hOPMaLMOHHOK MHPACTPYKTYPbI

YcnosHoe YpoBeHb 3allThbI

0603HaueHne CofepaHne Mep CUCTEMbI 3aLLMTbI MHGhopMaLn vHchopmaLyn
1 HOMep Mepbl 3 2 1
3BK.1 Peanusaums 3awuTbl OT BPEAOHOCHOTO Kofja Ha ypoBHe (husuyeckux APM T T T

nosib3oBatesiell 1 IKCNIyaTalnoHHOro nepcoHana
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OKoH4aHve Tabnuubl 26

YpoBeHb 3aLlmnThbl

YcnosHoe
0603HaueHVe CofiepxaHne Mep C/CTeMb! 3aLLMTbI HdopMaLn VHdpopMaLy
1 HOMEP Mepbl 3 2 1
3BK.2 Peanusauusa 3alwunTbl OT BP€AOHOCHOTO KoZa Ha YPOBHE BMPTyasibHOW UHOp- T T T
MaUNOHHOW MHPPaCTPYKTypbI
3BK.3 Peanunsauns 3awmTbl OT BP€4OHOCHOMO KOAa Ha YPOBHE CepBepHOro o6opyso- T T T
BaHuA
3BK.4 Peanunsauus 3awmnTbl OT BpeOHOCHOIO KoJja Ha YPOBHE KOHTPO/ISi MEXCEeTeBOro H T T
Tpaduka
3BK.5 Peanusauus 3alnTbl OT BPELOHOCHOIO KoJa Ha YpPOBHE KOHTPO/IA MOYTOBOIO T T T
Tpadmka
3BK.6 Peanusauusa sawmTbl 0T BPELOHOCHOIO KOJa Ha YPOBHE BXOAHOr0 KOHTPO/SA T T T
YCTPOWCTB U NepeHOCHbIX (0TUYXAAaeMbIX) HOcUTene nHgopmaumum
3BK.7 Peannsauus 3alwmnTbl OT BPEJOHOCHOIO KOAa Ha ypoBHE KOHTPO1s 0bLefocTyn- T T T
HblX 06bEKTOB Ai0CTyna (B TOM ynuc/ie 6aHKOMAaTOB, NaTeXHbIX TEPMUHASIOB)
7.5.3 Ba3oBbIi coCcTaB Mep MO OpraHM3aumy 1 KOHTPOJI NPUMEHEHUST CPEACTB 3alMThl OT BPe4OHOCHO-

ro KoAa NPUMEHNTE/ILHO K YPOBHSIM 3alMTbl MHCDOPMaL MK NpuBeaeH B Tabnuue 27.

Ta6nuua 27 — Ba3oBblii cOCTAaB Mep MO OpraHM3auny U KOHTPOI0 NMPUMEHEHUS CPEACTB 3aLUUTbl OT BPEAOHOCHOTO
Koga

YpoBeHb 3allNTbl

YcnosHoe
nHtopmaymmn
o603HauyeHune CopfepxaHue Mep cucTeMbl 3aWNTbl MHGOpMayUn
W HOMEp Mepbl 3 > 1
3BK.8 DYHKLUMOHMPOBaHNE CPeACTB 3aliUTbl OT BPEJOHOCHOIO Koja B MOCTOSAHHOM, T T T
aBTOMaTWYEeCKOM pexume, B TOM YWC/e B 4aCTW YCTAHOBKU WX 0GHOBAEHW 1
CUrHaTYpHbIX 6a3 faHHbIX
3BK.9 PYHKLUMOHMpPOBaHWE CPeCTB 3alinTbl OT BpefoHOCHOro Koga Ha APM nonb3o- T T T
BaTesfieii 1 aKCnayaTaunoHHOro nepcoHana B pe3njeHTHoOM pexume (B pexvme
service — ans onepaunoHHoi cuctembl Windows, B pexume daemon — ans
onepaymoHHON cucTtembl Unix), X aBTOMaTUYeCKUiA 3anyck npu 3arpyske one-
paLOHHOI cucTemsl
3BK.10 lMpuMeHeHne cpefcTB 3alunTbl OT BPEAOHOCHOIO KOAa, peanunsylolmnx qyHk- T T T
L0 KOHTPOJIA LL@/IOCTHOCTN UX NMPOrpaMMHbIX KOMMOHEHTOB
3BK.11 KOHTpO/b OTKMIOYEHUSA U CBOEBPEMEHHOrO OGHOB/IEHUS CPE.CTB 3aluTbl OT T T T
BPEA0HOCHOIO Koja
3BK.12 BbINoMHEHWe exeHefenbHbIX onepauuii No NpoBefeHWI0 NPOBEPOK Ha OTCYT- T T T
CTB/E BPEJOHOCHOrOo Koja
3BK.13 Wcnonb3osaHne cpeacTs 3alnTbl OT BPEJOHOCHOTO Koja pas/inyHbIX Npon3Bo- T H H
avTeneil. Kak MMHUMYM A5 YPOBHEA:
- busnueckme APM nonb3osarteneii n akcnayaTauMoHHOIO NnepcoHana:
- cepsepHoe ob6opyaoBaHne
3BK.14 Wcnonb3oBaHne cpeacTB 3awmTbl OT BPEJOHOCHOTO Kofa pas/inyHbiX NMpou3Bo- H T T
anTeneil. Kak MUHUMYM ANS YPOBHE:
- busnyeckne APM nonb3oBatesneii n akcnayaTalMoHHOIo NnepcoHana;
- cepBepHoe o6opyaoBaHue:
- KOHTPOJIb MEXCeTeBoro Tpaduka
3BK.15 BbinosiHeHWe NpoBepOK Ha OTCYTCTBME BPELOHOCHOrO Kofa nyTeM aHannsa uH- H T T

hOpMaLMOHHbIX NOTOKOB MEXAY CErMEHTAMMN KOHTYPOB 6€30MacHOCTU U UHBIMU
BHYTPEHHVUMMU BbIYUCINTENBHBIMU CETAMU (DMHAHCOBOI OpraHu3auum
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OkoHYaHue Tabnuubl 27

YpoBeHb 3aluThl

YcnosHoe
uHpopmaunmn

o603HaueHne CopepxaHne Mep CUCTeMbl 3aluTbl UHDOPMaLUN
M HOMEp Mephl

3BK.16 BbinosiHeHNne nNpoBepoK Ha OTCYTCTBME BPEfOHOCHOro kKoga nyTem aHanusa H T T
MHOPMAaLMOHHbIX MOTOKOB MeX/[y BHYTPEHHUMW BbIYUC/INTENbHbIMU CETAMU
hHAHCOBOI opraHu3auun un cetTbto IHTEpHET

3BK.17 BbinosHeHne npoBepok Ha OTCYTCTBME BPEAOHOCHOIO Koda nyTeM aHanusa H T T
MH(POPMALMOHHbLIX MOTOKOB MeX/y CerMeHTamu, npegHasHavyeHHbIMN 418 pas-
MelleHns obLLefoCTYNHbIX 06bEKTOB AoCTyna (B TOM uucie 6aHKkoMaTos, nna-
TEXHbIX TEPMUHAN0B), N CETbI0 VHTEpHeT

3BK.18 BxoAHOli KOHTPO/SIb BCEX YCTPONCTB M MEPEHOCHbLIX (OTUYXAAEMbIX) HOCUTE- T T T
nen nucopmaunn (Bkaoyas MobUIbHbIE KOMNbIOTEPbI W el -HakonuTenn)
nepes UX UCMNOMb30BAHUEM B BbIYUCAUTENbHbLIX CETSX (PUHAHCOBOI OpraHu-
3auum

3BK.19 BX0OAHOW KOHTPO/b YCTPOMCTB M NEpPeHOCHbIX (0THYXAaeMblX) HocuTeneii nH- H T T
chopmauymu nepeg Ux UCNObL30BAHNEM B BbIUUCAUTESbHbIX CETAX (hMHAHCOBOM
opraHusauumn, B Bbl€/IEHHOM CerMeHTe BbIYNC/IUTENbHON CeTW, C UCKTHYEHN-
eM BO3MOXHOCTW WH(POPMAaLMOHHOrO B3aMMOZEWCTBUS yKa3aHHOTO CerMeHTa
N UHbIX CETMEHTOB BbIYNCANTE/bHBIX CeTel (PMHAHCOBOI opraHu3aummn (kpome
ynpasnsioLiero MHopMaLMoHHOro B3auMoeicTBnsA No ycTaHOB/EHHbIM npa-
BUAaM 1 NPOTOKOaM)

3BK.20 BbinonHeHne npeaBapuTe/bHbIX NPOBEPOK HA OTCYTCTBME BPEAOHOCHOrO KoAa H [0} (0]
ycTaHaB1BaemMoro uam nsMmeHsemoro MO. a Takke BbINO/HEHWe NPOBEPKM No-
cnie ycTaHoBKM 1 (1niun) nsameHenus Mo

3BK.21 3anpeT HeKOHTPO/MPYEMOro OTKPbITWSI camopacnakoBbiBatowmxecs apxusos 1 O T T
UCTOJTHAEMbIX (DA/IOB, MOMYYEHHbIX U3 ceTV VIHTepHeT

7.5.4 BasoBblii cocTaB Mep Mo perncTpauum cobbIThii 3aWnTbl MHhopMaLMK, CBA3aHHbIX C peanusaumeii
3aWUTbl OT BPEAOHOCHOIO KoAa, NPYMEHUTENTIbHO K YPOBHSAM 3aliuTbl MHOpMauun npuesegeH B Tabnuue 28.

Ta6nuua 28 — Ba3oBblil COCTAB Mep MO perucTpauun cobbiTUii 3alWmnTbl MHGOPMALUK, CBA3AHHbLIX C peanu3auneit
3al4UTLI OT BPEAOHOCHOTO Kofa

YpoBeHb 3aluThl

YcnosHoe MHcopmaymnmn
o603HauyeHune CopepxaHue mep cUcTeMbl 3alWUTbl UHG OpPMaLUKN
M HOMEp Mepbl 3 2 1
3BK.22 Pernctpauua onepauyunii no NpoBeAeHN0 NPOBEPOK Ha OTCYTCTBME BpeAoHOC- T T T
HOro koga
3BK.23 Pernctpaums akToB BbIIB/IeHUSs BPEAOHOCHOr0 Koaa T T T
3BK.24 Pernctpauns HEKOHTPO/NMPYEMOrO MCMNOSIb30BaHWA TEXHOM0rMM MOBWUILHOrO T T T
Koja*
3BK.25 Pernctpauus c60eB B (PYHKLMOHNPOBaAHUN CPEACTB 3alluTbl OT BPEAOHOCHOTO T T T
koja
3BK.26 Pernctpauus c60eB B BbINOSIHEHUN KOHTPONS (NMPOBEPOK) Ha OTCYTCTBME Bpe- T T T
[OHOCHOTO Koja
3BK.27 Perncrpauus oTk/Il0YEHUs CPeCTB 3alyuTbl OT BPeJOHOCHOIO Koja T T T
3BK.28 Pernctpauus HapylleHWiA LenoCTHOCT NMPOrpaMMHbIX KOMMOHEHTOB CpeAcTB T T T

3aluThl OT BPeZ0HOCHOro Koja

* B TOM yncne Java, JavaScript ActiveX. VBScript n nHble aHanorM4Hble TEXHONOTUN.
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7.6 Mpouecc 5 «MpegoTBpalweHne yteyek nHdopmauymm»

7.6.1 MpumeHsieMble (MHAHCOBOW opraHusauueli Mepbl NO MpefoTBPaLLeHUIO yTeyek MHdopmaumum
[O/MKHbI 0becneyvnBatb:

- 6N10KMpOBaHMe HepaspeLleHHbIX K MCNOMb30BaHUIO U KOHTPO/b pa3pelleHHbIX K UCNOMb30BaHUIo Mo-
TeHUManbHbIX KaHa/oB yTeukn nHopmaumn:

- KOHTPO/b (aHann3) nHdopmaLmm, nepesaBaemoli No paspeLlleHHbIM K UCMOJIb30BaHWI0 NOTEeHLMasb-
HbIM KaHanam yTeuku nHdopmauunu;

- opraHusauuio 3awmTbl MaWnHHbIX HOocuTeneh nHgpopmaumn (MHWN);

- perncTpaymio cobbITUA 3aWnTbl MHOPMaLMN, CBA3aHHbIX C peasin3aumneli 3awmnTbl No NpeaoTBpaLle-
HUIO YyTeYKn nHdopMaumm.

NMpumeuaHue — PekomeHAaunn, o6ecneynBaloLLe CHUXEHNE PUCKOB YTEUKM UH(OPMALMUM NYTEM MOHUTO-
PWHIa U KOHTPOSI UHKDOPMALMOHHBLIX NOTOKOB, NpUBEAEHbI B (14).

7.6.2 Ba3oBblii cocTaB Mep Mo 6/10KMPOBaHNIO0 HEPA3PELUEHHbIX K UCMO/Ib30BaHUIO Y KOHTPOJIO paspe-
LUEHHbIX K MCMOJ/Ib30BaHUIO MOTEHUMA/IbHBLIX KAHAMI0B YTEUKN MHPOPMAaLMN MPUMEHUTENIBHO K YPOBHSAM 3aLin-
Tbl MH(POPMaLMK NprBeaeH B Tabnuue 29.

Ta6nuua 29 — ba3oBblii cOCTaB Mep No 6/10KMPOBAHUI0 HePa3PELLIEHHbIX K UCMOb30BAHMIO N KOHTPO/IIO pa3peLleH-
HbIX K MCMO/Ib30BAHMI0 NOTEHLMASIbHBIX KAHAIOB YTEUKN H(hopMaLum

YpoBeHb 3al UThbl

YcnosHoe
MHcopmayun
o6o03HauyeHune CopepxaHue Mep cUCTeMbl 3alWIUTbl MHoOpMaLUn
n HOMEep Mepbl 3 2 1
mmi BIOKNPOBaHNE HEPA3PELIEHHOI U KOHTPO/b (aHaN3) paspelleHHoii nepegaun  H T T
MHhopMaL iy KOHPUAEHUNANBHOTO XapakTepa Ha BHelWHWe ajpeca 3/1eKTPoH-
HOI nouTsl
nyw.2 BrnokvpoBaHue Hepa3spelleHHOl U KOHTPO/b (aHanu3) paspelleHHo nepegaun H T T
MHhopMaLmun KOHthUeHLManbHOro xapakrepa B ceTb VIHTEPHET C MCMNO/Ib30Ba-
HVeM NHOPMaLVOHHOW NHPPACTPYKTypbl (OMHAHCOBOW OpraHmsaLum
mm3 BnokupoBaHne HepaspelleHHOW U KOHTPO/b (aHanu3) paspelleHHol neyatu n T T
MHpopMaLMn KOH(UAEHLMANbHOTO Xapakrepa
w14 BIOKNPOBaHME HePa3PELLEHHOT0 1 KOHTPObL (aHanu3) paspelleHHoro konupo-  H T T
BaHUA UHhopmaunm KoHPUAEHLMAbHOIO XapakTepa Ha NepeHoCHble (0TYyX-
JaeMble) HocuTenu nHdopmauum
7.6.3 Ba3oBbIli cocTaB Mep MO KOHTPO/IO (aHanu3y) nHdopmaunn, nepegaBaemoi No paspelleHHbIM

K MCMOJIb30BaHMNIO MOTEHUNaNbHbIM KaHasiaM yTeuku MHopMaunn, NpUuMeHNTEIbHO K YPOBHAM 3alinTbl UH-
copmaumn npmBeneH B Tabnuue 30.

Tab6nunua 30— Bas3oBblii cOCTaB Mep MO KOHTPO/O (aHanu3y) uHdopmaunm, nepegaBaeMoii o paspeleHHbIM K UC-
No/Ib30BaHMI0 NOTEHUMANbHBIM KaHanam yTeukn nHdopmMamm

YpoBeHb 3alUThl

YcnosHoe
o6o3HauyeHune CopepxaHue Mep CUMCTEMbl 3alWUTbl MHPOpMaLUmn uHGopmauum
W HOMEp Mepbl 3 2 1
nywm.s KOHTEHTHbI aHann3 nepegaBaemoil MHhopMaLm No NPoToKoamM UCXOASILLErO H T T
no4TOBOro 06MeHa
nyw.e BepgeHune eAVHOrO apxmBa 3/1EKTPOHHbIX COOGLLEHNI C apXNBHBIM AOCTYNOM Ha H T H
CPOK He MeHee 6 MecC 1 onepaTuBHbIM AOCTYNOM Ha CPOK He MeHee 1 mMec
nywm.z BepfeHue efMHOro apxmBa 3/1€KTPOHHbIX COOBLLEHNI C apXNBHbIM AOCTYNOM Ha H H T
CPOK HE MeHee OfIHOTO rofa 1 onepaTuBHbLIM AOCTYNOM Ha CPOK He MeHee 3 mec
nyw.s OrpaHuyeHne Ha nepeyeHb NPOTOKOIOB CETEBOr0 B3avMOAeiCTBUS, NCNONb3Y- H T T

€MbIX 151 OCYLLECTBNEHNSA NEPea4n Coo6LLEHNI INEKTPOHHO NoYTbI
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OkoHuaHue Tabnmuybl 30

YpoBeHb 3aLLTbI

YcnoBHoe
MHGhopmaLm
0603HaveHne CopepxaHre Mep CUCTEMbI 3aLLMTbI MHdopMaLmn chopmay
1 HOMep Mepbl e) 2 1
nyn.9 OrpaHuyeHune Ha nepeyeHb hopMaToB (haiifoB AaHHbIX, Pa3peLleHHbIX K nepe- H T T
faye B KaUeCTBEe B/IOXKEHWI B COOOLLEHNS 31€KTPOHHON NouTbl
Nnyn.10 OrpaHuyeHne Ha pasmepsbl (hainnoB AaHHbIX, NepefaBaemMblX B KAYECTBE BJ1O- H T T
XeHWi B COOOLEHNA 3NEKTPOHHOI MOYThI
nyn.ii KOHTeHTHbI aHanu3 nHopmaumu, nepefaBaemoli B ceTb IHTEPHET € NCNosib- H T T
30BaHNEM VHOPMaLMOHHON NHPPACTPYKTYPbl PMHAHCOBOI OpraHn3anmm
nyn.i2 Knaccudpmkauua pecypcoB ceTun VIHTepHeT C LUenblo 610KMPOBKKM JocTyna K H T T
caiiTam unm TnNam cainToB, 3anpeLyeHHbIX K MICN0/Ib30BaHWI0 B COOTBETCTBUN C
YCTaHOBJ/IEHHLIMY MpasBuIamMm
nyn.13 OrpaHuyYeHne Ha nepeyeHb NPOTOKO/IOB CETEBOIO B3aMMOAENCTBUA U CETEBLIX H T T
nopToB, NCNO/b3yeMbIX NPU OCYLLECTBNEHUN B3anMOAENCTBUA C ceTbio VHTep-
HeT
nyn.i4 3anpeT xpaHeHus 1 06paboTkn nHpopmaunm KoHpULEeHUNanbHOro xapakrepa H [0} [0}
Ha o6bekTax 4OCTyna, pasMelleHHbIX B BbIYMCANTENbHbIX CETAX (DUHAHCOBOW
opraHusauun, NOAKIYEHHbIX K ceTn NHTepHeT
nywn.is KOHTeHTHbI! aHanun3 nHopmalmu, BbIBOUMON Ha neyatb H T T
nyn.16 Mcnonb3oBaHne MHOTOMYHKUMOHAMBHBIX YCTPOMCTB neyaT ¢ BO3MOXHOCTbHO H H T
nonyYyeHnss pesynbTaTtoB BbIMOSIHEHUA 3a4aHNA Ha neyaTb No naposio u (nn)
nepcoHasbHO kapToyke goctyna
nyn.iz KOHTEHTHbI# aHann3 nHgopmauun, KONMPyemMoi Ha NepeHoCHble (oTuyxjae- H T T
Mbl€) HOCUTENN UHhopmauum
nyn.18 BrnokupoBaHne HepaspelleHHbIX K UCMOJIb30BaHWI0 MOPTOB BBOJA-BbIBOAA WH- H T T
opmaummn CBT
nyn.19 BnoknpoBaHme BO3MOXHOCTW MCMNO/b30BaHNS HE3aperncTpupoBaHHbIX (He- H T T
paspeleHHbIX K NCNOMIb30BaHNI0) MEPEeHOCHbIX (0TUyXAaeMblx) Hocutenei
MHhopMaLMM B UHPOPMALMOHHON MHpacTpyKType (DMHAHCOBOW OpraHu-
3auuu
7.6.4 Ba3oBbIli cocTaB Mep MO opraHMsaumn 3awmTbl MalWWHHbBIX HOCUTeNne nHgopmMaum nNpuMeHu-

TE/IbHO K YPOBHSIM 3aWuTbl MHpopmauun npusegeH B Tabnuvue 31.
Ta6nuua 31 — Ba3oBblit cOCTAB Mep MO OpraHM3aLuuy 3alWnTbl MALIWHHBIX HOCUTENel HhopmaL

YcnosHoe YpoBeHb 3aWmTbl

0603HauEHVe CopepaHue Mep CUCTEMbI 3aLLTHI MHGOpPMALMN vHchopmaLm
11 HOMEp Mepbl

2 1
nywn.2o0 YuyeT 1 KOHTPOSIb Ucnonb3oBaHna MHU. npegHasHauyeHHbIX A8 XPaHEHNA UH- o (0] (¢]
dopmMaunn KoHnaeHunanbLHoOro xapakrepa
nyn.2i [lokymeHTapHoe onpefjesieHne nopsifika MCnonb3oBaHUsA u goctyna Kk MHWU, O (0] O
npefjHasHauyeHHbIM 4151 XpaHeHUs WHopMaunUn KOHPUAEHLMANbHOTO Xapak-
Tepa
nywm.22 MapkupoBaHue yuyteHHbIx MHU O o 0
nyn.23 CTupaHue nHdopmauum KoHpunaeHunansHoro xapakrepa ¢ MHW cpepcreamu, T H H

obecneyvBaloLWMMN NOJHYIO Nepes3annch AaHHbIX, NPV OCYLLECTBEHUN BbIBOAA
MHW n3 akcnnyaTtauun unu BelBoga U3 akcnnyartauyum CBT. B cocTaB KOTOPbIX
BXOAAT ykasaHHble MHW, a Takke npu Heobxo4MMoCTH X nepefayn B CTOPOH-
HVe opraHusauum
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OkoH4aHve Tabnuubl 31

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu

o6o3HaueHune CojepxaHne Mep CUCTEMbl 3aWNThl MH OPMaL UK

N HOMEp Mepbl 3 2 1

nywn.24 CTupaHue nHdopmaummn koHuaeHumanbHoro xapakrepa ¢ MHW cpegctsammn H T T
rapaHTVpPOBaHHOTO CTUpaHusi uan cnocobom (cpeAcTBom), obecneynBarownm
HEBO3MOXHOCTb UX BOCCTAHOB/IEHUS,, MPU OCYLLECTBIeHUU BbiBoga MHW n3
akcnayatauum unm BbiBoda M3 akcnayaTauymm CBT, B cocTaB KOTOPbIX BXOAAT
ykasaHHble MHW. a Takke npu Heo6x0ANMOCTN UX Nepejayn B CTOPOHHUE Op-
raHusauum

nywm.2s CTupaHne nHopmaumm KoHpraeHunanbHoro xapakrepa ¢ MHW cpeacreamu, T H H
o6ecneyvBaloLLMMM MOMHYIO Nepesanncb AaHHbIX, Npu nepefgadve (nepesakpe-
nnexnnn) MHW mexay paboTHUkamu n (Man) CTPYKTYPHbIMKU NogpasgeneHnsamm
chrHaHCOBOV opraHusaumm

nywn.26 CTupaHue nHcopmMaumn KoHuaeHunanbHoro xapakrepa ¢ MHW cpegctsamu H T T
rapaHTMpOBaHHOrO CTUpaHus UM cnocobom (CpeacTBom), obecneynBaroWwnm
HEBO3MOXHOCTb X BOCCTAHOBMEHUA, Npu nepegade (nepesakpennexHmn) MHU
Mexay paboTHuUKamu u (MiM) CTPYKTYPHbIMU MoApasfeneHnamn uHaHcoBow
opraHusauumn

nywm.27 LLindbposaHne nHopmaLmmn KOHUAEHLMaNbLHOTO XapakTepa npu ee xpaHeHnn H H T
Ha MHW. BblIHOCMMbIX 3a NpeAenbl PUHAHCOBOW OpraHnsaLum

7.6.5 Ba3oBbIi cocTaB Mep No perncTpaumnmn cobbITuii 3almTbl MHOPMALMN, CBA3AHHbIX C peanu3aumnen
3auUThl MO NPeAoTBPALLEHNIO YTEUKM NHPOPMAaLMK, NPUMEHUTENBHO K YPOBHSIM 3alWnTbl UHpOpMaL My npu-
BefeH B Tabnuue 32.

Tab6nunua 32 — ba3oBblii cOCTaB Mep MO perucTpauny cobbiTUiA 3awWmTbl MHpOpMaLNK, CBA3AHHbLIX C peanu3aunen
3alMThl N0 NPEAOTBPALLEHNIO YTEUKM NHopMaL UK

YpoBeHb 3aWUThbl

YcnosHoe
o6o3HauyeHune CopepxaHue Mep CMCTEMbl 3alWINTbl MHPOpMaLUn nHGopMayum
N HOMep Mepbl 3 2 1
nywn.2s Pervnctpaymsa ncnonb3oBaHns pa36oKMpoBaHHbIX MOPTOB BBOJA-BbIBOAA WH- H T T
opmaummn CBT
nyn.29 Pervctpayms onepauuii, CBI3aHHbIX C OCYLLECTB/IEHMEM AOCTyNna paboTHUKamMu H T T
hvHaHCOBOIi opraHusaunmn K pecypcam cetn MHTepHeT
nyn.ao Peructpauns aktoB BbiBOAA UH(hOpMaL MM Ha neyaTb H T T
nyn.31 Peructpauus pesynbTatoB BbINO/THEHUA KOHTEHTHOrO aHanusa WHgopmaymu, H T T
npegycMoTpeHHoro mepamu MNYWN.5. NMyW.11. Nyn.15. NYWN.17 taénuuybl 30
nyn.32 Peructpauus feiicTBuii no yuyeTy u CHATUIO ¢ yuyeTa MHW. npegHasHauyeHHbIX 0 (o] 0
ON5 XpaHeHnsa nHopMaLmmn KOHPUAeHLManbLHOIo Xapakrepa
Myn.33 Peructpauns oakToB cTMpaHua nHgopmanmm ¢ MHA (0] (0] (0]

7.7 TMpouecc 6 «YnpaBneHne MHUMAEHTaMWN 3aWnTbl MHopMaLnumn»

7.7.1 NMoanpouecc «kMOHUTOPUHT N aHaINM3 CO6bLITUIA 3awWnTbl MHhopMaLUn»

7.7.1.1 MNpuMeHsieMble (OMHAHCOBOW OpraHu3auneli Mepbl N0 MOHUTOPUHTY U aHa/in3y cobbITUl 3aluTbl
MHopmaumn AOo/HKHbI obecneunBaThb:

- opraHusauuio MOHUTOPWHIa AaHHbIX perncrTpayum o CobbITUAX 3awunTbl UHOpMaLuum, dopmupye-
MbIX cCpeficTBaMN 1 CUCTEMaMW 3awWuTbl MHDOPMaALUKN, 06bekTaMn MHpopmaTnsalummn, B TOM 4Yucsie B CO-
OTBETCTBUU C TpeboBaHUAMU K COfAepXaHuio 6a30BOro cocTaBa Mep 3awuTbl MHOPMaLUU HaCTOSALLEro
cTaHgapTa;

- cbop, 3alWnNTy U XpaHeHUe AaHHbIX perncrpaumm o CobbITUAX 3alnTbl MHOPMALUK.
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- aHa/In3 faHHbIX perncTpaumnm o CobbITUSAX 3alUNTbI MHOPMaLWK;

* perucTpaumio cobbITUIA 3aWnTbl HopMaumn, CBA3aHHbIX C onepaunusimm no o6paboTke AaHHbIX pe-
rmcTpaumnm o cobbITUAX 3aWwmThbl MHOPMaLMN.

Mpu peanusayun nognpouecca «xMOHUTOPUHT Y aHaNN3 COBLITUI 3alnTbl UHPOPMaLUN» PEKOMEHAYeT-
ca ncnonb3oBatb FOCT P MCO/M3K TO 18044.

MpumeuyaHne — PekoMeHAALMU N0 06HAPYXEHMUIO MHUMAEHTOB MH(OPMALMOHHOI 6€30NacHOCTY 1 pearmpo-
BaHMWI0 HA MHUMAEHTbI MHKDOPMALMOHHOI 6e30nacHoCTW nNpuBeaeHs! B [15].

7.7.1.2 Ba3oBbIli cocTaB MOP MO OpraHM3aunmy MOHUTOPUHIa JaHHbIX PerncTpaunmn o cobbITUAX 3alnTbl
MHpopmauum, hopmmpyemMbix 06bekTamun nHopMaTusalmn, NPUMEHNTENIbHO K YPOBHAM 3allnTbl MHopMa-
uMn npuBegeH B Tabnuue 33.

Tab6bnuua 33 — ba3oBblii cOCTaB Mep N0 opraHn3auMm MOHUTOPWUHIA AaHHbIX perncTpauum o CobbITUAX 3alnTbl UH-
hopmauuu. hopmumpyembix obbekTaMu HhopmaTmsaymm

YpoBeHb 3aLLpTbl

YcnosHoe WHchopMaLyv
0603HaYeHne CopfepxaHue blep cuCTeMbl 3amTbl MHGopMaLmm
1 HOMep Mepbl 3 2 1

MAC.1 OpraHusaumsa MOHUTOPUHIA AaHHbIX PErncTpaymMm o CobbITUAX 3awnTbl MH(OP- T T T
Mauuv. opMrUpyeMbIX TEXHUYECKUMU MepamMu, BXOAALWUMY B COCTaB CUCTEMbI
3aWunTLl MHopmamm

MAC.2 OpraHu3aLuunsa MOHUTOPUHIa laHHbIX PerncTpaumm o cobbITUAX 3aluTbl MHGOP- H T T
Mauun. hopmmnpyemMbix ceTeBbiM 060py0BaHneM, B TOM YUCe aKTUBHbIM Ce-
TeBbIM 060pyA0OBaHeM, MapLipyTu3aTopamu, KoOMMmyTatopamm

MAC.3 OpraHu3auns MOHUTOPUHTa AaHHbIX perncTpaunm o cobbiTUAX 3awmnTbl MHOP- H T T
Mauuv. hopMmMpyembiX CeTEBbIMU NPUIOXKEHUAMW U CepBUCAMMN

MAC 4 OpraHu3auns MOHUTOPUHTa AaHHbIX perncTpaunm o cobbiTUAX 3awmnTbl MHOP- H T T
Mauun. hopMmnpyembix cuctemHbiM MO. onepaunoHHbIMKu cuctemamu. CYB/[

MAC.5 OpraHu3auns MOHUTOPUHTa AaHHbIX PenACcTpauumn o cobbITUAX 3aLnTbl MHAOP- T T T
mauun. popmupyembix AC N NpUnoXeHnamu

MAC .6 OpraHun3anmsa MOHUTOPUHIA faHHbIX PerncTpaymm o cobbITUAX 3awmTbl MHDOP- T T T
Mauun. opMmnpyembix KOHTposIiepaMmn 4OMeHoB

MAC.7 OpraHun3aumsa MOHUTOPUHIA AaHHbIX PerncTpaymm o cobbITUAX 3awmTbl MHDOP- H H T
Mauuu. hopmMupyemblx cpeacTsammn (CMcTemammn) KOHTPOSISA U ynpaB/ieHns f0-
CTynom

7.7.1.3 Ba3oBblIi cocTaB Mep no céopy, 3almnTe U XpaHEHUIO AaHHbIX perucTpaunm o cobbITUAX 3aWnTbl

VMHDOPMaLN NMPUMEHUTENIBHO K YPOBHSIM 3alMTbl MHpopMaumy npuseseH B Tabnvue 34.

Tab6bnuua 34 — Ba3osblli cocTaB Mep Mo cH6opy, 3aluTe N XPaHEHNIO AaHHbIX PerncTpauumn o cobbITUAX 3alnTbl UH-
hopmauun

YpoBeHb 3aLLTbI

YcnosHoe
0603HaveHne CopepxaHe blep CUCTeMbI 3aLLmTbl MHdopMaLmn VHcpopmaLm
1 HOMep Mepbl 3 2 1
MAC .8 LleHTpann3oBaHHbI c60p AaHHbIX PerncTpaumm o cobbITUAX 3aWuTbl HAOP- H T T
Mauuv. hopMmpyemMbix 06bekTamu nHpopmartusauum, onpegeneHHbix mepamu
MAC.1 — MAC.7 tabnuupl 33
MAC.9 eHepauna BpeMeHHbIX MeTOK ANA AaHHbIX PerncTpauun o cobbiTMAX 3awmnTbl T T T

MHOPMALMU U CUHXPOHU3ALUN CUCTEMHOTO BPeMEeHN 06BEKTOB MH(OPMATH-
3aUMn. UCMOJb3yeMblX A4St POPMUPOBaHUS, c6opa U aHanm3a JaHHbIX peru-
cTpauum
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OkoHuaHne Tabnuubl 34

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn
W HOMEp Mepbl
3 2 1

MAC.10 KoHTponb hOpMUPOBAHUSA faHHBIX perncTpaunm o cobbITUSAX 3awmuTbl NHAOP- (0] T T
Mauum 06beKTOB MHhopMaTu3auumn, onpegeneHHbix mepamu MAC.1 — MAC.7
Tabnuubl 33

MAC. 11 Peanunsauus 3awuTbl AaHHbIX peructpauum o cobbiTUAX 3awmTbl UHGQOPMaLnn H T T
OT packpbITMA U MogudurKauum, ABYXCTOPOHHeN ayTeHTudukauuy npv nepe-
Jaye flaHHbIX perncTpauumn ¢ Cnosib3oBaHnem cetn HTepHeT

MAC. 12 O6ecneyeHve rapaHTpPOBaHHON [OCTABKN AaHHbIX perncTpaunm o cobbiTuax H T T
3alnTbl MHhopMaunm Npu nx LeHTpann3oBaHHOM cbope

MAC. 13 Pe3epBupoBaHne Heo6xoaMMoro obbema nNnamsaTh 4151 XpaHeHUs AaHHbIX perun- T T T
cTpauum o cobbITUAX 3awnTbl MHOPMaLn

MAC. 14 Peanun3auusa 3aluTbl AaHHbIX PErncTpaunm 0 cobbITUAX 3alnTbl MHopMaLnm T T T
oT HC/, npu nx xpaHeHun, obecrneyeHne LEeNOCTHOCTU U AOCTYNHOCTU XpaHu-
MbIX AaHHbIX perncrpauum

MAC.15 Ob6ecneyeHne BO3MOXHOCTM A0CTyNa K AaHHbIM perncrpauun o cobbiTusax 3a- T T H
WMTblI MHhOpMaLnUn B Te4eHne rpex net

MAC. 16 Ob6ecneyeHre BO3MOXHOCTM A0CTyNa K JaHHbIM pernctpauun o cobbiTuax 3a- H H T
LWMTbl MHPOPMALMKN B TEYEHNE NATK NeT

7.7.1.4 Ba3oBbIli cocTaB Mep MO aHa/IM3y AaHHbIX PerncTpaumm 0 cobbITUAX 3anThl MHCDOPMAaL MK Npu-

MEHUTENbHO K YPOBHAM 3awmThl nHhopmauum npusegeH B Tabnuue 35.
Tab6nunuya 35— BasoBblil cocTaB Mep No aHaNU3y AaHHbIX PErMCTpaLMmn 0 COObITUAX 3aLNTbI MHOPMaLUK

YpoBeHb 3al UThbl

YcnosHoe wHd opmayun
o603HavyeHue Co,qep)«aHme Mep CUCTEMbl 3al UTbl MH[*]OFIMQLI.MM
n nomep mepbl 3 2 1
MAC.17 Ob6ecneyeHre BO3MOXHOCTU BbINOIHEHUA Oonepauun Hopmanu3sauuu (npuseae- H T T
HUA K efuHoMy chopmarty), hunbTpayuu, arperauum n Knaccuukaumm gaHHbIxX
perncTpauum o cobbITUAX 3awWuTbl MHopMaL MK
MAC.18 O6ecneyeHne BO3MOXHOCTU BbISIB/IEHUS U aHanun3a cobblTuii 3awutbl UHGOP- T T T
Mauun. NoTeHUManbHO CBA3A@HHbIX C WHUMAEHTaMW 3awmnTbl MHGOpMauuu,
B TOM yucne HCA'
MAC.19 O6ecneyeHne BO3MOXHOCTW onpejesnieHns cocTasa AeicTBuii u (nnm) onepa- T T T
LMl KOHKpPeTHOro cy6bekTa gocTyna
MAC.20 O6ecneyeHne BO3MOXHOCTW onpejAeneHns cocTasa fAelicTBuii n (unu) onepa- T T T

Lnii cy6BbEKTOB [OCTYNa NpMW OCYLLECTBIEHUN NIOTMYECKOTO JOCTYNa K KOHKPeT-
HOMY pecypcy AgocTyna

* MepeyeHb COBbITWIA, NOTEHUMABHO CBSA3aHHbIX C HC/. pekoMeHAyeMbIX A/ BbISIBNIEHNS, PETUCTPaLUN 1 aHa-
N13a. NpuBejeH B NPUNOXeHUN B K HacTosLLeMy cTaHaapTy.

7.7.1.5 Ba3oBblii cOCTaB Mep MO perncTpauuy cobbITuiA 3awmTbl MHOPMaLUN, CBSI3aHHbIX C onepa-
umaMK No o6paboTke faHHbIX PErucTpauumn o cobbITUAX 3alnTbl MHpOPMAaLMU, NPUMEHNTENBHO K YPOBHSAM
3alKMTbl MHOPMauUn NpuBedeH B Tabnuue 36.
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Ta6nuuya 36— Bas3oBblii cocTaB Mep NO perncrTpayumn cobbiTil 3aWnThl MHpOpMaLUK, CBSI3aHHbIX C onepauusiMum no
06paboTKe AaHHbIX perncTpauny o cobbITUAX 3awuUTbl MHhopMaLMmn

YpoBeHb 3aLmTbl
YcnosHoe P Ly

0603HaveHne CopepxaHvie Mep cvicTeMb! 3aLLyTbl UHChopMaLmn VHcopmaLm
1 HOMep Mepbl 3 2 1
MAC.21 Peructpauus HapyweHwuii n c6oes B hopmupoBaHun 1 cb6ope AaHHbIX 0 cObbl- H T T
TUAX 3alUTbl MHopMaLnn
MAC.22 Pernctpaunsa goctyna K XxpaHUMbIM faHHbIM O COObITUAX 3aLnTbl MHOpMaLum T T T
MAC.23 Peructpauna onepauuii, CBA3aHHbIX C U3MEHEHMEM MpaBuU/ HopManm3auuu H T T

(NpuBeaeHnsa K eauHOMY chopmarty), unbTpauun, arperaumm u knaccudukauum
[aHHbIX PerncTpauum o cobbITUSX 3aLnTbl MHopMaLUK

7.7.2 NMopgnpouecc «O6HapyXeHne NHLUNAEHTOB 3alWunTbl MHbOpMaLUnM 1 pearmpoBaHne Ha HUX»
7721 MpuMeHsieMble (hHAHCOBOW opraHusalmei Mepbl N0 OO6HaPYXEHUI0 MHUWAEHTOB 3alUTbl UH-
hopmaumn n pearmpoBaHme Ha HUX JO/DKHbI obecneunBaThb:
- OGHapyXeHue 1 perucTpaumio MHUMAEHTOB 3alinTbl HOPMaLUun;
- opraHM3auunio pearMpoBaHUs Ha VHUWAEHTbI 3alnTbl MHOpMaLmu;
* opraHn3aumio XpaHeHusa 1 3almnTy nHdopmaunm 06 nHUnageHTax 3awmnTbl tHdopMauuu;
- peructpauuio cobbITuiA 3aWwmnTbl MHhOpMaLuK, CBSA3aHHbIX C pe3y/ibTaTaMu O6HapPY>XXEHUS UHLMAEH-
TOB 3aLUThl MHOPMALIMN U pearnpoBaHnsa Ha HUX.
Mpu peannsauuu nognpouecca «O6HapyXeHne MHUNAEHTOB 3aWnTbl UHOpPMaLMm U pearmpoBaHune Ha
HUX» pekoMeHgyeTcs ncnonb3osatb FOCT P MCO/M3K TO 18044.

MpumevyaHne — PekomeHAauun no o6HapPYXeHNI0 NHLUAEHTOB NHPOPMaLIMOHHOK 6e3onacHOCTW 1 pearnpo-
BaAHMWIO HA MHUMAEHTbI MHpOpMaLNOHHON 6e3onacHOCTM npmBefeHsl B [15].

1.122 Ba30Bblii cOCTaB Mep MO 06HAPYXEHUIO U PEFUCTPALMN MHUUAEHTOB 3aluUTbl MHOpMauuy npu-
MEHWTENbHO K YPOBHAM 3aliuTbl MH(hOpMaLuy NprBeaeH B Tabnuue 37.

Ta6nuua 37— Ba3oBblit cOCTaB Mep N0 0GHAPYXEHUIO U PETNCTPaLUN UHLMAEHTOB 3aWnTbl MH(OpPMaLUu

YpoBeHb 3aWmTbl

YcnosHoe
0603HaueHe CopepkaHue Mep cucTeMb! 3aLLyThI MHOpPMALMN VHchopmaLym
1 HOMEp Mepbl 3 2 1

PU.1 Peructpaunsa nHdopmaymmn o cobblTUAX 3alnTbl MHOPMAaLUKY, NOTEHLMANbHO o T T
CBSA3aHHbIX C UHUMAEHTaMKN 3alnTbl MHpopmauun, B Tom uncne HCJ. BbisiB-
NIEHHBIMU B paMKax MOHUTOPVHIa 1 aHannsa cobbITuii 3alnTbl MHDopMaLun

PW.2 Peructpauus nipopmaumnm, NoTeHUManbHO CBA3AHHON C MHLUMAEHTaMU 3alu- O T T
Tbl MHpopmaunu, B Tom yncne HC/A. nony4yeHHON OT paboTHUKOB, K/IMEHTOB W
(MNn) KOHTpareHToB YMHAHCOBOI opraHu3aummn

PWN.3 Knaccudurkauma MHUMAEHTOB 3awuTbl MHMOPMALUMM C YYETOM CTENneHu ux (e} 0] T
B/IMSIHNA (KPUTUYHOCTW) Ha npegocTaBfeHne hMHAHCOBBIX YCMyr, peannsaumio
6M3HEeC-NPoLEecCcoB U (M1N) TEXHONOTMYECKNX NPOLLECCOB (PMHAHCOBON opraHu-
3auum

PN.4 YcTaHoBNeHMe U NPUMEHEHWE eINHBIX NPaBU/ NOSTyYEHUSA OT PA6OTHUKOB, K/N- (0] [0} [0}
€HTOB 1 (UNKN) KOHTpareHToB (PMHAHCOBOW opraHn3auny MHMoOpMaLmmn, NoTeH-
LuuanbHO CBA3AHHOW C MHLMAEHTaMM 3alnTbl MHopMaLumn

PU.5 YcTaHOBNEHUE M NpUMEHeHWe efuHbIX NpaBun perucTpauum u knaccudu- O T T
Kauuy VHUWAEHTOB 3aluTbl MHPOPMaLun B YacTW cocTaBa U cofepXaHus
aTpnbyToB, ONUCLIBAOLWNX UHLUMAEHT 3anTbl UHOPMALUK, N UX BO3MOXHbIX
3HauveHwui

7.7.2.3 Ba30BbIli cocTaB Mep MO OpraHmsaumn pearmpoBaHnsa Ha MHUMAEHTbI 3aWnTbl MHhopmauum npu-

MEHWTENbHO K YPOBHAM 3aliuTbl MHOpMauun npusegeH B taénuue 38.
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Ta6nunua 38— Ba3oBblii COCTAaB Mep MO OpraHM3aLuy pearnpoBaHunst Ha MHUMAEHTbI 3alnTbl MHOpMaLum

YcnosHoe
o6o3HaueHune
n HOMEp Mepbl

PW.6

PUT

PI1.8

PW.9

PW.10

PN.11

PN.12

PWN.13

PW.14

7.72.4

CopepxaHue Mep CUCTEMbl 3aWUTbl NHOPMALUM

YCTaHOB/IEHNE W MPUMEHEHNE EAUHbIX MPAaBU/ pearnpoBaHUst Ha WHUMAEHTbI
3alUTbI MHOpMaLLK

OnpegesieHne M Ha3HAYeHWe POJieii, CBA3AHHbIX C PearupoBaHMeM Ha UHUU-
[EHTbI 3aWmnTbl MHhopMaLMn

OnpefienieHe U HasHayeHWe posiell, CBA3aHHbIX C pearupoBaHueM Ha WHLM-
AEHTbl 3aWuTbl MHOPMaLMN — posieid rpynnbl pearnpoBaHna Ha UHLUAEHTbI
3awmnTbl UHhopmauun (FTPU3N)

Boigenenne B coctaBe NPU3W cnepylowx OCHOBHbIX poneii:

- pykoBoautens MPU3V. B 0OCHOBHblIe PyHKLMOHAbHbIE 0653aHHOCTN KOTOPO-
ro BXOAWUT o6ecneyeHne onepaTMBHOrO PyKOBOACTBA pearnpoBaHMem Ha UHLK-
[AEHTbI 3aWuTbl MHhopmauum;

- onepartop-gucneTtyep NPA3W. B OCHOBHble (DYHKLMOHA/IbHbIE 0653aHHOCTN
KOTOpPOro BXOAWUT obecneveHne cbopa n peructpauum nHgopmauum 06 nHUu-
JeHTax 3awWmnTbl HopMalmm:

- aHanuTuk NPU3W. B OCHOBHble (OYyHKUMOHaNbHbIe 0653aHHOCTU KOTOPOro
BXOAWT BbINO/IHEHNE HEMNOCPeACTBEHHbIX JEeNCTBUIA N0 pearnpoBaHnio Ha NHLK-
[JEHT 3aWunTbl NHopmaLuu;

- cekpetapb PV3WN, B OCHOBHble (DYHKLUMOHA/bHble 06A3aHHOCTM KOTOPOro
BXOAMT JOKYMEHTUPOBaHWE Pe3y/ibTaToB pearnpoBaHns Ha UHLUWAEHTbI 3alyu-
Tbl MHpopmaLunn, hopMmMpoBaHME aHa/IMTUYECKNX OTYETOB MaTepmasnos

CBoeBpeMeHHOe (onepaTnBHOe) onoBelyeHne 4neHoB TPV3U 0 BbIABNEHHbIX
MHUMAEeHTax 3almnTbl MHhopMaLm

MpepocTtaBnenune uneHam MPY3M npas nornyeckoro v hnsmyeckoro goctyna u
aAMUHUCTPATUBHBLIX MOSIHOMOUNIA, HEO6XOAUMBIX A5 NPOBEAEHUA pearmposa-
HMA Ha MHUUAEHTbI 3alnTbl MHopMaLum

MpoBefeHne pearnpoBaHuns Ha KaxAblii 06HaPYXeHHbI MHUWAEHT 3aWUTbl NH-
copmaLmmn. BKIOYaoLWero:

- aHanv3 vHuugeHTa:

- onpepeneHne NCTOYHMKOB M NPUYNH BO3HUKHOBEHWSA UHLMAEHTA,;

- OLleHKy nocnefcTBuii MHUMAEHTa Ha npegocTaBfieHne (PUHaHCOBBIX YCAyT,
peanusaunio 6M3HeC-NPoOLECcCOB WAN TeXHOMOrNYeCcKnx NpoLeccoB inHaHco-
BOIl opraHu3anuu;

- MPUHATME Mep MO YyCTPaHEHWI0 NOCNEeACTBUIA NHUNAEHTA,;

- NNaHMpoBaHWe 1 NPUHATWE Mep NO NpefoTBpaLLeHNt0 MOBTOPHOIO BO3HWUKHO-
BEHUS MHUMAEHTa

YcTaHOBNeHVWE U NPYMeHeHWe eAuHbIX npaBun cbopa, dukcauum n pacnpo-
cTpaHeHuss nHopmaunmn 06 nHUMAeHTax 3awnTbl MHopMauun

YcTaHOBMIeHNE U NPUMEHeHVe enHbIX NpaBu 3aKpbiTUSA UHLWAEHTOB 3alluThbl
NHopmauuu

YpoBeHb 3au UThl
MHcbopmayun

3 2 1
o o0 o
0 H H
H 0O o
H 0O o

H (0] 0]
(0] (o] (0]
(o] (o] (o]
(0] (0] (0]

Ba3oBbIii cocTaB Mep Mo opraHM3aunm XxpaHeHus u 3awmTte nHpopmMauum o6 NHUMAeHTax 3aLiu-
Tbl MHQOPMAaLUM NPUMEHUTENBHO K YPOBHAM 3alMTbl MHOPMaLMn npueeaeH B Tabnavue 39.

Ta6nuuya 39 — basoBblii cOCTaB Mep N0 OpraHU3aLuU XpaHeHWs U 3alnuTe UHopMauuy 06 MHUMAEHTaX 3awuTbl

MHopmaLmm

YcnosHoe
o603HaueHne
1 HOMEP Mepbl

PU.15

CogepxaHve Mep CUCTEMbI 3aLLUTbI MHGOpMaLMM

Peanusauyus sawmTel MHOpMaLMM 06 WHUMAEHTaX 3aWnTbl MHpopmaLuum ot
HC/. o6ecneyeHmne LeNoCTHOCTY 1 AOCTYNHOCTU YKa3aHHOW MHopmaumm

YpoBeHb 3aLyThbl
nHchopmavmm

3 2 1

T T T
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OKoH4aHue Tabnuubl 39

YpoBeHb 3aLLTbI

YcnoBHoe
0603HaveHne CopepxaHvie Mep cvcTeMb! 3aLLmTbl UHChopMaLmn vHcopmaLm
1 HOMep Mepbl 3 2 1
PU.16 PasrpaHnyenune goctyna uneHos NPU3U k nHdpopmMmaumnm 06 MHLMAEHTaxX 3aLm- H T T
Tbl MH(DOpMaLMKN B COOTBETCTBUM C OMpefesieHHbIM pacnpejeneHuemM ponei,
CBfI3aHHbIX C pearnpoBaHMeM Ha WHUMAEHTbI 3alnTbl MHhopMaLMm
PUN7 Ob6ecneyeHne BO3MOXHOCTM JOCTyNa K MHdopmMaunm 06 MHUMAeHTax 3aliuTbl T T H
nHopmauyun B TeueHue Tpex net
PNN8 Ob6ecneyeHne BO3MOXHOCTM AocTyna K MHpopmaymm 06 MHUMAEHTax 3awmnTbl H H T
nHopMauun B TeueHune nNatu net
7.7.25 Ba3oBblii cOCTaB Mep Mo perncrpaumm cobbITui 3awmnTbl MHOPMaLUKN, CBA3aHHbIX C pe3y/bTa-

TaMy 06HAPYXEHUSI MHUMAEHTOB 3aWUTbl MH(POPMAaLMKN 1 PearpoBaHmnsl Ha HUX. MPUMEHUTENIbHO K YPOBHSIM
3alWMTbl UHOpPMaLMy NprBeaeH B Tabnuue 40.

Ta6nuua 40 — Ba3oBblli cOCTAB Mep MO perucTpayun cobbiTuii 3aluUThl MHKDOPMALMK, CBSA3aHHbIX C pesy/ibTaTtamm
06HapYXEHNsI UHUMAEHTOB 3aL4UThl MH(POPMALMN N PEATUPOBAHUS HA HUX

YpoBeHb 3aLLmTbl

YcnoBHoe
0603HaveHIe CofiepxaH1e Mep CUCTEMbI 3aLLTHI MHAIOPMALMK vHchopmaLym
11 HOMED Mepbl 3 ) 1
PUNY Peructpauns focTyna K MHopMaLmmn 06 MHLUMAEHTaX 3alLuTbl MHOpMaLmMm T T T

7.8 Tlpouecc 7 «3awuTta cpegbl BUpTyanusaynmn»

7.8.1 Ana obecneyeHns OO/HKHOIO YPOBHS 3alnTbl MHAOPMALMKN NPU UCNONb30BaHUN TEXHOMOMMN BUP-
Tyanunsauynu. opraHn3aunoHHble U TEXHUYECKUE Mepbl, NPUMeEHseMble A5 3aWuTbl cpefbl BUPTyam3aumm,
ABNAOTCA AONOMHUTENBHLIMA N MPUMEHSAIOTCA B COBOKYMHOCTU C MHbIMW Mepamu 3awuTbl MHpopmaumn,
YCTaHOB/IEHHbIMW HACTOALMM CTaHAAPTOM.

JonosiHnTe NIbHblE OPraHN3aunoHHbIe Y TEXHUYECKME Mepbl, NPUMeHsAeMble 41 3aWwnTbl cpefbl BUPTYa-
nusaumn. onpegensarnTcsa ANa cnefyrowmx npoueccos (NOANPOLECCOB) 3alnTbl MHOPMaLUN, NepeyncrieH-
HbIX B 7.1.1 HacTosLWero ctaHgapTa:

- naeHTuunkaumna, ayteHTMdUKaLmsa, astopusaunsa (pasrpaHmyeHme 4ocTyna) npu ocyLecTB/IeHUN /10-
rMyeckoro gocryna;

- CerMeHTaumsa n mMexceTeBOe 3KPaHMPOBaHNE BbIYMCNUTE/IbHbIX CETe.

7.8.2 MNpuMeHseMble (DMHAHCOBOI OpraHusauvein Mepbl MO 3aliuTe cpefbl BUPTya/M3aunyi AO/DKHbI
obecneynBaTb:

- opraHusauuio naeHtTudmkaumn, aytTeHTuunkaymm, asTropnsaunmn (pasrpaHnyeHns 4ocTyna) npu ocy-
LLeCTB/IEHUM JIOTMYECKOTO AOCTYNa K BUPTYa/lbHbIM MallMHaM U CEPBEPHbIM KOMMOHEHTaM BUPTyasmsauuu;

- opraHmsaumio U KOHTPOs1b MHEOPMALMOHHOIO B3aMMOLENCTBUA N N30NALUN BUPTYaSIbHbIX MallUuH;

- opraHu3sauuio 3awmTbl 06pa3oB BUPTYasibHbIX MalUUH;

- perncTpauuio cobbITuii 3aWwmnTbl MHOPMaLUN, CBA3AHHbIX C AOCTYNOM K BUPTY&/IbHbIM MallnHaMm U1
cepBepHbIM KOMIMOHEHTaM BUPTyanu3saunn.

MpuMeuyaHne — PekomeHzauun no o6ecneyeHno MHPOPMAaLNOHHOK 6e30NacHOCTM NpX UCMNO/b30BaHMN
TEXHO/OTUM BMPTya/iM3aunm B paMmkax peannsayum 6aHKOBCKMX TEXHOSIOTMYECKUX MPOLECCOB MpuBeAeHsbl B [16] u
FOCT P 56938.

7.8.3 basoBblii cocTaB Mep MO OpraHu3auuMm upeHTuukauum, ayTeHTUdUKaunm, aBTopusaymm
(pasrpaHuyeHnsa gocTyna) Npy OCyLecTB/IEHUN NIOTMYECKOTO A0CTyNa K BUPTYya/ibHbIM MallMHaM U cep-
BEPHbIM KOMMOHEHTaM BUPTyanmsauun NpUMeHUTESIbHO K YPOBHSIM 3awnTbl MHOpMaLum npuseseH B
Tabnunue 41.
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Tab6nuua 41 — Ba3oBblii cocTaB Mep No opraHusauuy waeHTudukauum, ayteHTudgmkauum, astopmusauyun (pasrpa-
HWYeHns JocTyna) Npu ocylecTBAEHUN NOTUYECKOro A0CTyna K BUPTyasibHbIM MaliMHaM U CepBepHbIM KOMMOHEHTaMm
BUpTyanmsauum

YpoBeHb 3al UThbl

YcnosHoe
MHcbopmayun

o603HaueHne CopepxaHue Mep CUCTEMbl 3aWUTL NH(DOPMALUM

n HOMEp Mepbl 3 2 1

3CB.1 Pa3rpaHuyeHne 1 KOHTPO/Ib OCYLLeCTB/IEHNA OHOBPEMEHHOr0 JOCTyna K BUp- H T H
TyanbHbIM MawwvHaMm ¢ APM nonb3oBateneii n akcnayataunoHHOro nepcoHana
TO/IbKO B Npejenax 04HOro KOHTypa 6e3onacHocTu

3CB.2 Pa3rpaHvyeHne n KOHTPO/b OCYLLeCTB/IEHUA OAHOBPEMEHHOro focTyna K Bup- H H T
TyaNbHbIM MallnMHam ¢ APM nonb3osartesnieil n akcnayaTalMoHHOro nepcoHana
TONbKO B Mpejenax O4HOro KoHTypa 6e30MacHOCTV Ha ypOBHE He Bbillie Tpe-
Tbero (ceTeBoii) N0 ceEMWYpPOBHEBOI CTaHAAPTHOW MoAeny B3aumoAeicTBrsA OT-
KpbITbIX CUCTEM, onpegeneHHoit B FTOCT P MCO/M3K 7498-1

3CB.3 PasrpaHunyeHune v KOHTPOJIb OCYLLECTBIEHNA OfAHOBPEMEHHOro foCTyna BUpTy- H T H
anbHbIX MallMH K CUCTeMe XpPaHeHUs AaHHbIX B npegenax KoHTypa 6e3onac-
HOCTY

3CB.4 PasrpaHnyeHve M KOHTPO/b OCYyLleCTBNEHUS OAHOBPEMEHHOro pgoctyna H H T
BUPTYyasibHbIX MalUWH K CUCTEME XPaHEHWs [faHHbIX B npegenax KoHTypa
6e30MacHOCTN Ha ypOBHE He Bbille TpeTbero (CeTeBoii) N0 CeMUYPOBHEBON
cTaHAapTHOW Moaenu B3anMoAencTBUSE OTKPbLITbIX CUCTEM, ONpefeNneHHol B
FOCT P NCO/M3K 7498-1

3CB.5 NpeHTudukauma v ayteHTudrkayms nonb3obartesneil cepBepHbIMU KOMMOHEH- T T T
Tamu BMpTyanusauum n (Mu) cpeacTeamu LeHTPan30BaHHbIX CEPBICOB ayTeH-
Tubukayuy Nnpn npefocTaBneHnn focTyna K BUpTyasibHbIM MalimHam

3CB.6 Peanunsauus Heo6xo4MMbIX METOLOB NPefOCTaBNEHNS AOCTyNa K BUPTYasibHbIM H T H
MalvHaM, obecneymBaLLX BO3MOXHOCTb 40CTyNna C UCMO/Ib30BaHNEM OAHUX
ayTeHTUMKALMOHHBIX AAaHHbIX TOMIbKO K OfHOI BUPTyanbHON MalumHe

3CB.7 Peanusauyus Heo6xoANMbIX METOA0B NpeAoCTaB/eHNs f0CTyna K BUpTyasbHbIM H H T
MallrHam, obecneynBaoLMx BO3MOXHOCTb A0OCTYNa C UCNOMb30BAHNEM OfHMUX
ayTeHTUMKaLNOHHbBIX AaHHbIX TOMIbKO K OAHON BUPTYanbHOW MaLinHe C 0HOro
APM nosnb3oBartesnsa unm skcnayaTaunoHHOro nepcoHana

3CB.8 O6ecneyeHne BO3MOXHOCTN NPUHYAUTENBbHON 6/10KMPOBKU (BbIK/THOUYEHUS) yCTa- T T T
HOB/IEHHOW ceccun paboTbl MONb30BaTENSA C BUPTYa/IbHON MalLWHON

3CB.9 KOHTpONb 1 NPOTOKOIMPOBaHME A0CTYyNa 3KCNyaTaloHHOro nepcoHana K cep- H T T
BEPHbIM KOMMOHEHTaM BUPTyanu3aLuum 1 cucTemMe XpaHeHust AaHHbIX ¢ peanunsa-
uueli AByxakToOpHOI ayTeHTUdMKaLm

3CB.10 Pa3melleHne cpefcTB 3aluTbl MHOPMAaLMK, UCNONb3YyEMbIX A9 OpraHu3a- H T T
LM KOHTPO/IA U MPOTOKO/IMPOBaHWA AOCTyna 3KCnayaTaunoHHOro nepcoHana
K CEpBEPHbIM KOMMOHEHTaM BUPTyanusauun v cUCTEME XpPaHeHWUs faHHbIX Ha
usnuecknx CBT

3CB.11 Peanusauus npasnn ynpasnieHnsa npasamMu 10rmyeckoro goctyna, obecneumsa- H H T
owas 3anpeT 0fHOBPEMEHHOIO COBMELLEHNS OAHUM CyGbEKTOM JIOrMYecKoro
JocTtyna crnegyowmx QyHKUni:

- CO3JaHue BUPTYaslbHbIX MallUWH, ynpaBfieHMe o6pasamu BUPTYyasbHbIX Ma-
LUMH Ha 3Tanax UX XU3HEHHOTO LWKNa;

- npefocTaBneHne [ocTyna K BUPTyanbHbIM MaluvHam, BKIO4asi HACTPOIKy
BUPTYasIbHbIX CETMEHTOB BbIUUCIUTENIbHBIX CETEN U NPUMEHSEMbIX CPEACTB 3a-
LWMTBI MHhOPMAaLMKM Ha YPOBHE CepBEPHbIX KOMMOHEHTOB BUPTyanu3auuu;

- ynpaB/fieHue CUCTEMbI XPaHEHUS JaHHbIX;

- ynpaB/fieHue HacTpoiikaMmn rMnepB1M3opoB:

- KOH(hUTypupoBaHuNe BUPTYyaslbHbIX CETEll B pamMkax CBOEro KoHTypa 6esonac-
HOCTW

3CB.12 Pa3melleHne cepBepHbIX U NOJb30BaTE/NIbCKMX KOMMOHEHTOB AC Ha pasHbIX H (0] [0}
BUPTYasIbHbIX MaLuMHax
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7.8.4 Ba30Bblii COCTaB Mep MO OpraHM3auMn CEerMeHTaLun 1 MeXCeTeBOro 3KpaHUMPOBaHWUA BbIMUCIU-
TesIbHbIX CeTeld, MpeiHa3HAYEHHbIX A4/19 pa3MelLeHNsi BUPTYasIbHbIX MALUH U CEPBEPHbLIX KOMMOHEHT BUPTya-
n3aunn. NPYMEHNTESTbHO K YPOBHSIM 3aluTbl MHQOPMaLUn NpuBedeH B Tabnuvue 42.

Ta6nuua 42 — Bas3oBblii cOCTaB Mep No 0praHu3auun U KOHTPO/I0 MH(OPMALMOHHOTO B3aUMOAENCTBUS U N30NSLUN
BUPTYa/IbHbIX MaLInH1)

YcnosHoe YpoBeHb 3aLpThbl

MHchopmaLmm
0603HaveHve CopfepxaHue mep cucTeMbl 3alumTbl MHGopMaLmm chopmaLy
1 HOMep Mepbl 3 2

[EY

3CB.13 BblfgeneHne B BbIYNCNTENbHbIX CETAX (DMHAHCOBOI OpraHn3auuy oTAe bHbIX Cer- H T T
MEHTOB (rpynn CerMeHTOB), B TOM Y/CNe BUPTYasibHbIX, UCNOMb3yEMbIX 415 pasme-
LLIeHNS COBOKYMHOCTN BUPTYasIbHbIX MaLUWH, NpegHasHaveHHbIX 415 pasMeLLeHns
cepBepHbIX KOMMOHEHT AC. BK/IIOYEHHbIX B pa3Hble KOHTYpbl 6€30NacHOCTM

3CB.14 BblgefieHne B BbIUMCNTENbHLIX CeTAX (PMHAHCOBOW OpraHn3aLun oTAeNbHbIX H T T
CErmMeHToB (rpynn CEerMeHTOB), B TOM YMC/E BUPTYasbHbIX, UCMNO/b3YEMbIX 4151
pasmeLlL,eHnsi COBOKYMHOCTU BUPTYasibHbIX MALUWH, NPeAHa3HAYEHHbIX ANl pas-
MelteHus APM nonb3oBaTteneit U 3KCnayaTauMoHHOro NepcoHana, BK/KYeH-
HbIX B pasHble KOHTYpbl 6€30NacHOCTU

3CB. 15 OpraHunsaumsa MHOopMaLMoOHHOTO 06MeHa Mexay cermeHTamu (rpynnamu cer- H H T
MEHTOB) BbIYMCNIUTENbHBLIX CeTell, onpeaeneHHbix Mepamu 3CB.13 n 3CB.14
HacTosAwen Tabnuubl, gusmyeckum obopygoBaHuem (NporpammHo-annapat-
HbIM KOMMNAEKCOM) U (UIM) MPOrpaMMHbIMU CPeACTBAMU MEXCETEBOro aKpaHu-
poBaHusi. (PYHKLMOHUPYOLWUMIN HA YPOBHE rMNepBr3opa cpeabl BUpTyanusaumm

3CB.16 MexceTeBoe 3KpaHWpoOBaHMe CEerMeHTOB (rpynn CerMeHTOB) BbIYUC/IUTENbHbIX H T T
ceTeld, onpeseneHHbix mepamu 3CB.13 n 3CB.14 HacTosiLelh Tabnuubl, BKKO-
yas UNbTPALMIO A@HHbIX Ha CETEBOM U NPUKIAAHOM YPOBHAX CEMUYPOBHEBOIA
CTaHAapTHON Mojenn B3auMOEelCTBUA OTKPbITbIX CUCTEM, OnpefesieHHoN B
FOCT P NCO.'"M3K 7498-1

3CB.17 Peanunsauuns n KOHTPOb MH(OPMALMOHHOTO B3aVMOLENCTBUSA MeXy CerMeH- H T T
Tamu (rpynnamu CermeHTOB) BbIYUC/IUTE/IbHLIX CeTell Mepamu, ykasaHHbIMU B
nyHktax 3CB.13 n 3CB. 14 HacTosiweil Tabnuubl, B COOTBETCTBUU C YCTAHOB-
NIeHHbIMM MpaBuIaMn 1 NPOTOKONaMy CETEBOrO B3aMMOAencTBus

3CB. 18 Peanusauna mep 3awmnTbl nHdopmauun 3CB.15 — 3CB.17 HacToswe Tabnu- H H T
ubl pusmyeckum obopygoBaHnem (NporpamMHo-annapaTHbIM KOMMNIEKCOM)
1 (Wn) NporpaMMHbLIMU CPeLCTBaAMU MEXCETEBOr0 3KPaHMPOBaHNA, YHKLMO-
HUPYIOLLKX HA YPOBHe rMnepsm3opa cpefbl BUpTyanmsaLmnm

3CB. 19 OpraHusaums 1 KOHTPO/Ib MH(POPMALMOHHOTO B3aMMOAEWCTBUS MeXAay BUPTY- H H T
a/lbHbIMU MawuHammn pasHbix AC B COOTBETCTBUM C YCTAHOB/IEHHbLIMW NpaBunia-
MW 1 NPOTOKO/IaMK CeTeBOro B3anmMogeincTeuns

3CB.20 McknoueHne BO3MOXHOCTU MH(POPMALIMOHHOTO B3aMMOAERCTBNS M nepeHoca H T T
MHopMayn Mexay cerMeHTamy BblYNCUTENbHbIX CeTel, BXOAALMMN B pas-
Hble KOHTYpbl 6e30MacHoCcTi, ¢ ucnonb3oBaHnem APM nonb3oBaTesneil n akc-
nayaTauMoHHOro nepcoHana, akcnayatupyemblx AN5 OCyL|eCcTBAEHUs gocTyna
K BUPTyaslbHbIM MallVHaM pa3HblX KOHTYpPOB 6e30nacHoOCTH

3CB.21 BblgeneHne otaenbHbIX 10TMYECKUX pas3fesioB CUCTEMbl XPaHEHUS faHHbIX A8 H T T
KaXA0ro n3 KOHTYpoB 6e30macHoCTu

3CB.22 BbigeneHve oTAenbHbIX CEerMEeHTOB YynpaB/fieHWUs, B KOTOPbIX pacnosaraiTcs H H T
APM akcnnyaTtauvoHHOro nepcoHana, ucnosb3yemble 418 BbINOJIHEHMA 3ajad
aJMUHNUCTPUPOBAHUA CEPBEPHbLIX KOMMOHEHT BUPTYyanu3auuy n CUCTemMbl xpa-

HEHUA JaHHbIX’

'’ flonyckaeTcs MCNONb30BaHUE efWHbIX CErMEHTOB YMNpaB/ieHWs, BblAeNIAeMbIX B pamMKax BbIMO/HEHUS Mepbl
3CB.22 1 mepbl CM3.9 Tabnuubl 13.

Mepbl N0 opraHn3aunm U KOHTPOIO MHPOPMALMOHHOTO B3aUMOAENCTBUS U U30NALUN BUPTYasIbHbIX MALLIWH Npu-
MEHSIOTCS B COBOKYMHOCTW C MepamMu Mo CEerMeHTauun 1 MexceTeBOoMY 3KPaHUPOBAHWI0 BHYTPEHHUX BbIYMCAUTENbHbBIX
ceTeit (cM. Mmepbl CM3.1 — CM3.13 Tabnuupl 13).
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7.8.5 Ba30Bblii COCTaB Mep MO OpraHu3aLmn 3awuTbl 06pPa3oB BUPTYasIbHbIX MalvH NPUMEHUTENIBHO K
YPOBHSIM 3alUThbl MHhopMaLMK NpuBedeH B Tabnuue 43.

Tab6nunua 43 — ba3oBblil cOCTaB Mep No opraHM3auun 3almTbl 06pa3oB BUPTyasbHbIX MaLLWH

YpoBeHb 3alWlUThbl

YycnosHoe
o6o03HavyeHue Co,qepmanme Mep CUCTEMbl 3aWlUThbl MHmOpMaU'I/HA wncpopmaumm
N HOMEp Mepbl 3 2 1

3CB.23 PernameHTauuns n KOHTPO/b BbINONHEHUS: H (0] [0}
- onepauyuii B pamkax XW3HEHHOro Lukna 6a3oBbix 06pa3oB BUPTyaslbHbIX Ma-
LUIVH:
- onepaumii No konMpoBaHMio 06pa3oB BUPTYyasibHbIX MaLlUWH

3CB.24 BkntoueHne ToNbKo B 6a30Bble 06pa3bl BUPTyasibHbIX MawnH cneaytouwero Mo: H (0] (0]
- MO TexHMYecknx mMep 3aLuTbl MHGOPMaLUW, NPUMEHAEMbIX B Npejenax Bup-
TyasbHbIX MalUVH;
- NO AC

3CB.25 OTHeceHue KaxAoli 13 BUPTyasbHbIX MallWH TONbKO K OfHOMY W3 KOHTYpOB " (0} (0]
6e3onacHocTn

3CB.26 KOHTpO/b LLeN0CTHOCTKM, BbINOMHSAEMbIV NpU 3anycke (3arpyske) BUPTyasibHOMN H H T
MaLLWHbI:
- 6a3oBoro o6pasa BUPTYyasibHON MalLUHbI;
- MO. BK/IOYEHHOTO B MO/b30BATENLCKUI NPOUIbL BUPTYaNbHOW MalLUHbI;
- napameTpoB HacTpoek MO TexHM4yeckux mMep 3awuTbl nHchopMaLmmn, npumMe-
HAeMbIX B Npejenax BUpTyasibHbIX MaLLInH

3CB.27 3anpeT Ha KonmMpoBaHue TekyL X 06pa3oB BUPTyasibHbIX MalUWH, UCMO/Mb3YI0- 0] o 0
wmx CK3W. ¢ 3arpyxeHHbIMN Kpuntorpadnyecknumm Kiovamu

3CB.28 3anpet Ha KonMpoBaHue TeKyLunx o06pa3os BUPTyasibHbIX MallWH, UCNO/b3ye- [0} (0] [0}
MbIX 419 peanusaunn TexHonorun suptyanusauymn APM nonb3osaTenei

3CB.29 3anpeT coxpaHeHUsl U3MeHeHW, NPon3BeAeHHbIX NONb30BaTENSIMU B NpoLecce H H T
paboTbl NX BUPTyanbHbIX MaluH, B 6a30BOM 06pa3© BMPTyasibHbIX MaLlUUH

3CB.30 KoHTponb 3aBeplueHns ceaHca paboTbl nonb3oBaTesieil ¢ BUPTyasibHbIMU Ma- H T H
LMHaMM

3CB.31 KoHTponb 3aBeplueHns ceaHca paboTbl nonb3oBaTesieil ¢ BUPTyasibHbIMU Ma- H H T
WwuHamu 1 obecnevenne nocnegyoueli paboTbl BUPTYanbHOW MalWHbl C WC-
nonb3oBaHvem 6a30Boro obpasa

7.8.6 Ba3oBbIi cocTaB Mep N0 perncTpaunumn cobbITUA 3awmTbl UHPOPMALIMK, CBA3AHHbLIX C AOCTYMNOM K

BUPTYa&/IbHbIM MallnHaM W CEPBEPHbIM KOMMOHEHTaM BUPTyanimsauumn, NpUMEHUTENBHO K YPOBHAM 3aliuThbl
MHbopmaumn npusefeH B Tabnuue 44.

Ta6nuua 44 — Ba3oBblit cOCTaB Mep MO PerncTpauum cobbiThii 3aWnTbl MHOPMALLMK, CBSA3aHHbIX C AOCTYNOM K BUP-
TyasibHbIM MalUMHaM W CEPBEPHBIM KOMMOHEHTAM BUPTyaiM3aunm

YpOoBEHb 3aLLmTbI

YcnosHoe
0603Ha4eHNe CofepxaHue Mep CUCTEMbI 3aLMTbl MHhopmaLmmn ViHchopMaLy
1 HOMEpP Mepbl 3 2 1
3CB.32 Peructpaunsa onepauuii, CBi3aHHbIX C 3anyCcKkoM (OCTAHOBKOW) BUPTYyasibHbIX T T T
MaLuuH
3CB.33 Pernctpauns onepauuii, CBA3aHHbIX C MU3MEHEHMEM NapameTpOB HacTpoek H T T
BUPTYyasibHbIX CETEBbIX CETMEHTOB, peasiIn30BaHHbLIX CPpeAcTBaMWU TMNepBU-
3opa
3CB.34 Peructpaunsa onepauunii, CBA3aHHbIX C CO34aHUEM U yAaneHneMm BUPTYyasbHbIX T T T
MaLuunH
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YpoBeHb 3aLLTbI

YcnosHoe
MHGhopmaLm
0603HaveHne CopepxaHre Mep CUCTEMbI 3aLLMTbI MHdopMaLmn chopmay
1 HOMep Mepbl e) 2 1

3CB.35 Pernctpauus onepaumii, cBsA3aHHbIX C CO34aHUEM, U3MEHEHNEM, KONMPOBAaHM- T T T
em, yaaneHnem 6a3oBbix 06pa3oB BUPTYaslbHbIX MallMH

3CB.36 PerucTtpauus onepaymii, cBs3aHHbIX C KONMPOBaHUEM TeKyL X 06pa3oB BUPTY- T T T
asbHbIX MaLluH

3CB.37 Peructpauuns onepauuii, CBA3aHHbIX C U3MEHEeHWeM NpaB JI0rMYeckoro goctyna T T T
K CepBepHbIM KOMMNOHEHTaM BUpTyanusauum

3CB.38 Peructpauunsa onepaumii, cBA3aHHbIX C UI3BMEHEHWEM NapamMeTpoB HacTpoek cep- T T T
BEPHbIX KOMMTOHEHTOB BMPTyanm3aymm

3CB.39 Peructpaunsa onepauuii, CBA3aHHbIX C ayTeHTUdUKaymeii n aBTopmsanmnein akc- T T T
nayatalMoHHOro nepcoHasa npu ocyLwecTB/IEHUN AOCTyNa K CEPBEPHbIM KOM-
NoHeHTam BUpTyanusaunm

3CB.40 Pernctpauusi onepauwnii, cBsi3aHHbIX C ayTeHTudmkaumein u asTopusauumeit T T T
nonb3oBaTesieil Npu oCyLwWwecTBEHUN AOCTYNa K BUPTyasibHbIM MallnHam

3CB.41 Pernctpaunsa onepauuii, cBfi3aHHbIX C 3anyckom (ocTaHoBKoi) MO cepBepHbIX H H T
KOMMNOHEHT BMPTyanm3aymm

3CB.42 Peructpauns onepauuii, CBA3aHHbIX C U3MEHEHWEM NapaMeTPOB HACTPOeK Tex- T T T
HUYECKNX Mep 3aliuTbl MHOPMaLUn, UCNOJb3YEMbIX ANA peanu3auny KOHTpo-
NA [OCTyna K CepBePHbIM KOMMOHEHTaM BUpTyanm3ayum

3CB.43 PerncTtpauus onepauuii, cBsi3aHHbIX C UBMEHEHNEM HACTPOEK TEXHUYECKUX Mep T T T
3awWmnTbl MHDOPMAaLMK, UCNOb3yeMbIX AN o6ecrnevyeHus 3awuTbl BUPTyasb-
HbIX MalLnH

7.9 Mpouecc 8 «3awmnTta nHhopmaynm Npu ocyw,ecTBAEHNN yaaNeHHOro I0OrM4yeckoro gocrtyna
C UCNONIb30BaHMEM MO6GUAbHbIX (MEPEHOCHbIX) YCTPOUCTB»

7.9.1 MNpumeHsieMble (hMHAHCOBOW opraHu3auueli Mepbl No 3awuTe HpopmaL My Npu OCyLLEeCTB/IEHUN
YAA/IEHHOTO JIOTMYECKOro A0CTyna pPaGoTHUKOB (DUHAHCOBOI OpraHM3aumm ¢ UCMNOSb30BaHMEM MOBU/IbHbIX
(NepeHOCHbIX) YCTPOWCTB [O/KHbI 06ecneynBatb.

* 3aWmnTy MHhopmaLmn OT packpbITUS 1 MOAgUMMKaLMN NP OCYLLECTBIEHUN YAaIEHHOro AOCTYNa;

- 3alWUTy BHYTPEHHUX BbIYNCINTENIbHBIX CETel Npu ocyLLecTBNEHUN YAANIEHHOTO AOCTYNa;

- 3aWnUTy MHOPMaLMK OT packpbITUa 1 Moaudmkaunm Npyu ee o06paboTke U XpaHEHUN Ha MOGU/IbHbIX
(MepeHOCHBbIX) YCTpOIiCTBax.

7.9.2 Ba3oBblil cOCTaB Mep Mo 3aluTe MHOPMaLUN OT PACKPbITUS U MoAUdMKaLMM NpU OcyLLecTBie-
HUW yAaneHHoro AocTyna NPUMEHNTENIbHO K YPOBHSM 3alMThl MHopMauun npueeaeH B Tabnavue 45.

Ta6nuua 45 — Ba3oBblit COCTaB Mep MO 3auiuTe UHPOPMALMM OT PACKPLITUS N MOAUGUKALM NPU OCYLLECTBNEHUN
yAaneHHoro goctyna

YpoBeHb 3aLmTbI

YcnoBHoe
0603HaveHIe CofiepxaH1e Mep CUCTEMbI 3aLLTHI MHAIOPMALMK WHchopmaLyyv
1 HOMep Mepbl 3 2 1
3ya.1 OnpepgenexHve npaswua yAaneHHOro AocTyna W MepeyHs pecypcos focTtyna, K o (0] [0}
KOTOPbIM NpeaocTaBnseTcs yaaneHHblii jocTtyn
3yna.2 AyTeHTUMnKaLnsi Mo6ubHbIX (MEPEeHOCHbIX) YCTPOCTB yAaneHHoro goctyna T T T
3y4.3 MpepocTaBneHne yaaneHHOro AocTyna TOMbKO C WCMOMb30BaHWEM MOGWUIb- H T T

HbIX (MEPEHOCHbIX) YCTPONCTB AOCTYNa, HaxOASLWMXCA NOL KOHTpO/ieM cucrte-
Mbl LLeHTPasIM30BaHHOro ynpaB/eHns n MoHuTopuHra (cuctembl Mobile Device
Management. MDM)
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YpoBeHb 3aLlmnThbl

YcnosHoe
0603HaueHVe CopepxaHvie Mep cucTembl 3aLUnTbl MHopmaLmn VHdpopMaLy
1 HOMep Mepsbl
P Mep 3 2 1
3yh 4 Peanunsauusa 3awmnTbl MHhopmaunm oT packpbiTa U Mogudurkaymm, npuMeHe- T T T
HWe [BYXCTOPOHHe B3aUMHOW ayTeHTUuKaLnm y4acTHUKOB MHGOPMaLMOH-
HOro o6MeHa npu eB nepegaye Npu OCyLEeCTBEHUN yAaNEHHOro 10T1Yeckoro
Aoctyna
7.9.3 Ba3oBbIli cOCcTaB Mep MO 3alunTe BHYTPEHHUX BbIYNC/IUTENBHBIX CETeN Npu OCyLecTBAEHUN yaa-

NIEHHOTO A0CTYNa NPUMEHNTENIbHO K YPOBHAM 3almTbl MH)OpMaLun NpuBegeH B Tabnuue 46.

Ta6nuua 46 — ba3oBblii cOCTaB Mep MO 3aliuTe BHYTPEHHWUX BbIUMCANTENbHBIX CETel Npu OCYLLeCTBIEHNN yaaneH-
HOro gocTyna

YpoBeHb 3aWUThI

YcnosHoe
MHcopmaymun
o6o03HavyeHue Co,qepmanwe Mep CUCTEeMbl 3al UTbl MHmOpMaU'MM
n nomep mepbl 3 2 1

3yAa.5 NpeHTudmkaumns, geyxdakropHan ayTeHTudmkauma n aBtopmsanma cybbekToB T T T
[oCTyna nocne yCTaHOB/IeHWS 3allWLLEeHHOro CeTeBOro B3auMOoAencTBUs, Bbl-
nosiHeHus ayTeHTUdMKayumn, npegycMmoTpeHHoi mepamm 3Y/[.2 n 3y[.4 tabnu-
ubl 45

3y4.6 3anpeT MpsMOro CceTeBOr0 B3aWMOAENCTBUA MOOUbHbIX (NEPEHOCHBIX) H T T
YCTPOWCTB AOCTyNa 1 BHYTPEHHUX ceTel (PUHAHCOBOW OpraHn3aLmmn Ha ypoBHE
Bblle BTOPOro (KaHas/lbHblli) N0 CEMUYPOBHEBOW CTaHAapTHOM MoAenun B3anmMo-
[elicTBUSI OTKPbITbIX CUCTEM, onpefeneHHoin B TOCT P MCO/M3IK 7498-1

3ya.7 Peanusauua gocTtyna K pecypcam ceTu VIHTepHeT TONbko Yepe3 nHopmauu- H T T
OHHYI0 MHGIpacTpyKTYpy (huHaHCOBOI opraHuM3auuu nocne ycTaHOB/IeHUs 3a-
LMLLIEHHOTO CEeTeBOro B3aUMOZENCTBYSA, BbINO/IHEHNA ayTeHTUdMKaumn, npeay-
cMoTpeHHol mepamun 3YA.2 n 3YA.4 Tabnuubl 45

3y4.8 KOHTeHTHbI# aHann3 vHdopmaummn, nepepaBaeMoil MO6WUIbHbIMU (NepeHoc- H T T
HbIMW) yCTpOlicTBaMu B ceTb VIHTEpHeT ¢ Ncnonb3oBaHneM MHGOPMaLOHHON
MHPACTPYKTYypbl (OUHAHCOBOI opraHu3aunu

3y4.9 Peanusayus n KOHTPO/b MHOPMALMOHHOTO B3aUMOAENCTBNA BHYTPEHHUX Bbl- T T T
YNCNNTENBHBIX CeTell (PUHAHCOBOI opraHu3auun 1 Mo6U/bHLIX (MEPEHOCHbLIX)
YCTPOICTB B COOTBETCTBUM C YCTAHOB/IEHHLIMY NpaBuIaMn U NpoTokoNamu ce-
TeBOro B3anmogencrens

7.9.4 Ba30BbIii cocTaB Mep Mo 3almTe MHhopMaLunn OT packpbITUs 1 Mogudukaumm npy ee o6padboTke

1N XpaHEHUN Ha MOOW/bHLIX (MEPEHOCHbIX) YCTPOMCTBaX NMPUMEHUTENIbHO K YPOBHAM 3awuTbl MHGOpMaLmmn
npuBeaeH B Tabnuue 47.

Tab6nunua 47 — ba3osblil cOCTaB Mep NO 3aWnTe MHOPMaLMK OT packpbiTUS U Mmoagndukauun npyu ee obpaboTke n
XpaHeHUN Ha MOBU/bHBIX (MePEHOCHbIX) yCTPocTBax

YcnosHoe YPOBegb 3zaau.|,vnb|
0603HaueHe CopepxaHve Mep CUCTEMbI 3aLUMTbl MHGOpMaLMK MHchopmaLym
1 HOMEp Mepbl
P ep 3 2 1
3y[.10 MpuMeHeHne CUCTEMbl LEHTPA/IM30BAHHOTO YNpPaBfieHUss W MOHUTOPUHTa H T T

(MDM-cuctembl), peanusyloLyei:

- wupoBaHne 1 BO3MOXHOCTb YAANEHHOTO YAaneHus nHthopMaLmu, nosyyeH-
Holi B pesynbTaTe B3aUMOAEWCTBUSA C MH(DOPMALMOHHBIMI pecypcamn hnHaH-
COBOIi OpraHu3aunu:

- ayTeHTudmKaumio nonb3oBartesneii Ha ycTpoiicTee goctyna:
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YpoBeHb 3alLyThI
YcnosHoe P -

0603HaveHne CopepxaHre Mep CUCTEMbI 3aLLMTbI MHdopMaLmn vHcopmaLm
1 HOMep Mepbl 3 2 1
3y[A.10 - 6/I0KMPOBKY YCTPOICTBA MO MCTEYEHWUMN ONPELESIEHHOIO NMPOMEXYTKA BpEME- H T T
HW HeakTWeHOCTV Mofb3oBaTesns, TPebyLLy0 BbINONHEHNS NOBTOPHOI ayTeH-
Tubukaumm nonb3oBaTens Ha ycTpoiicTBe AocTyna;
- ynpassieHne 06HOBAEHNAMK cucteMHoro MO ycTpoicTB foCTyna;
- ynpaBneHve napameTpamMu HacTpoek 6e3omacHoOCTM cuctemHoro O
YCTPOWCTB fOCTYNa;
- ynpas/iieHue coCTaBOM U 06HOBMEHMAMMN npuknagHoro Mo;
- HEeBO3MOXHOCTb WCNOMb30BaHNWA MOGWILHOTO (MEPeHOCHOro) ycTpoiicTBa B
pexxume USB-HakonuTesns. a Takke B pexvme OTNafKu;
- ynpaB/fieHue k4eBoii MHopmaLueii, ncnonb3yemoii Ana opraHmsauun 3a-
LW MLLEeHHOTro CeTeBOro B3aumogeiicTaus;
- BO3MOXHOCTb OMpefesieHnss MeCTOHax0X4eHna ycTpoiicTea AocTyna;
- perucrtpaumnio cmeHsl SIM-kapThbl;
- 3anpeT nepeHoca MHoOpMaLMn B 061a4YHble XpaHuauwa AaHHblX, pacnono-
XeHHble B 06LLe0CTyNHbIX ceTsax (Hanpumep. iCloud):
- obecneyeHrie BO3MOXHOCTY LLeHTPasIM30BaHHOIO yNpas/eHns 1 MOHUTOPUHIA
npu cmeHe SIM-kapTbl
3y 1 O6ecneyeHne 3awWmnTbl MOGUNBHBLIX (MEPEHOCHBIX) YCTPONCTB OT BO3AelcTBUiA T T T
BPeA0HOCHOTO kKoAa
3ya.12 CTupaHve nHopmaunm KoHpraeHUanbHOro xapakrepa ¢ Mo6unbHbIX (nepe- T T T

HOCHbIX) YCTPOICTB CpeacTBaMu, OGeCrneynBaloLMMK MOJHY Nepesanuch
[aHHbIX, NPU OCYLLECTBEHUN BbIBOAA MOGUIbHBIX (MEPEHOCHbIX) YCTPONCTB U3
aKcnayatauuu, a Takxe npu HEOOGXOAMMOCTH MX Nepefayn B CTOPOHHWE opra-
Hu3auun. mexagy paboTHUKamu U (Uin) CTPYKTYPHbIMW NogpasaeneHusmu gu-
HaHCOBOI opraHusaunm

8 Tpe6oBaHUsl K OpraHM3ayun 1 ynpaBneHuto 3aluToin nHpopmayum

8.1 O6uwme NnonoxeHns

8.1.1 Pa3pgenbl 8 19 HacTosLEro cTaHgapTa ycTaHaBMBalOT TpeboBaHWs K coaepXaHuto 6a30BOro coctaBa
Mep 3awuTbl MHOPMaLMK, BXOAALWMX B COCTaB CMCTEMbI OpPraHM3auMn 1 yrnpas/ieHnsl 3aWwmuToin nHdopmaumu,
Hanpas/ieHHbIX Ha obecrneveHre AO/MKHOM NOMHOTbI U KayecTBa peasin3aLmmn cucTembl 3aWmTbl MHDOPMaLN.

8.1.2 Mepbl cuCTEMbI OpraHn3aunmn 1 ynpasreHns 3alnToli tHopMaummn NpUMeHsoTCS:

- Ha CUCTEeMHbIX YPOBHSAX MH(POPMAaLMOHHOM MHppacTPyKTypbI (ONpefeneHHbIX B 6.2 HAaCTOSALLero cTaH-
papta). TpeboBaHUA K cogepxaHuio 6a30BOro coctaBa Mep CUCTeMbl OpraHu3auum u ynpaBfeHus 3aumTomn
nHdopmaunm, NPUMMeHsIeMbIX Ha CUCTEMHbIX YPOBHSX, YCTaHOB/IEHbI B HACTOSALEM pa3aene;

- Ha aTanax XW3HeHHOro uvkia AC 1 NpuUIoXeHniA, Ncnosb3yembix A1a 06paboTku, nepegaun u (Mam)
XpaHeHVs 3alumuiaeMon MHgopmaumMm B paMkax BbIMO/IHEHUSA U (M1K) obecneyeHnss BbINOSIHEHUS GU3Hec-
NPOLEeCCOB WM TEXHOOMMYecKMxX npoueccos (MHaHCOBOM opraHmnsaunn. TpeboBaHUA K cofepxaHuto 6a3o-
BOro cocTaBa Mep CUCTeMbl OpraHu3auuv u yrnpas/ieHUs 3alunTo MHdopMaunm, NPUMEHsIeMbIX Ha aTanax
XN3HEHHOro umkna AC 1 NpUIOXeHWU, ycTaHOB/EHbI B pasgene 9 HacTosLWero ctaHgapTa.

8.1.3 Mepbl cMCTeMbl OpraHmsaLmn 1 ynpasfeHuns 3awmTon nHopmMaunum Ha CUCTEMHbIX YPOBHAX Npu-
MEHSIIOTCA A1 KaXkA0ro oTAeNbHOro npolecca (HanpassieHns) 3awmTbl MHpopmMaLmm 13 yncna mep. onpeje-
NeHHbIX B pasjesie 7 HacTosLero ctaHgapTa.

8.1.4 Mepbl cMCTEMbI OpraHmMsaLmn 1 ynpasseHuns 3awmTon nHopmMaumm Ha CUCTEMHbIX YPOBHAX Npu-
MEHSAIOTCA B paMKax Ccriefyowmx HanpaBaeHnii 3awmTbl MHOOPMaLMmn:

- HanpasrieHne 1 «l1aHMpoBaHue npoLecca CUCTeMbl 3alnTbl MHOPMaLnn» («MnaHnpoBaHue»);

- HanpasneHue 2 «Peannsauyms npouecca CUCTeMbI 3awnTbl MHpopmauum» («Peannsaunsas);

- HanpassieHne 3 «KOHTPOsIb Npouecca CUCTEMBI 3alnTbl MHPopMaunn» («KOHTPOb»);

- HanpasnieHve 4 «CoBepLUEHCTBOBaHMe npolecca CUCTeEMbl 3alunTbl MHGopmauum» («CoBepLueH-
CTBOBaHMe»).

8.1.5 Cnocobbl peanMsalmy Mep CUCTEMbl OpraHM3aunn 1 ynpasfieHNs 3alWmToii uHgopmaumm, ycra-
HOBJ/IEHHblE B Tabnuuax pasgena 8 HacTosLllero ctaHgapTa, o6o3HayeHbl Kak B 7.1.6.
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8.2 HanpasneHue 1 «llnaHnpoBaHne npouecca cUCTeMbl 3aWnUTbl MHOPMaLUN»

8.2.1 B pamkax HanpaBneHus «[lnaHMpoBaHue» huHaHCOBasi opraHu3auus obecneuyvsaeT onpepgerse-
Hue (NnepecMmoTp):

- 06/1aCTN MPUMEHEeHMA NpoLecca CUCTeMbI 3alnTbl MHAOPMaLMK;

- cocTaBa NpuUMeHsieMblX (a TakKxe He NMpUMeHseMblX) Mep 3awWmuTbl MHhopMaunmn n3 Yncna Mep. ornpe-
[AeneHHbIX B pa3genax 7. 8 9 HacToslero ctaHaapTa;

- coCTaBa U coepXXaHus Mep 3awunTbl MHPOPMaLUK, ABIAIOWMUXCA AOMNOSTHUTE IbHBIMU K 6230BOMY CO-
cTaBy Mep, onpefenieHHbIX B pasgenax 7. 8 n 9 HacTosAwero craHgapTa, onpeaeniieMblX Ha OCHOBE aKTy-
a/lbHbIX Yrpo3 3awWuTbl MHopMaumm, TpeboBaHUi K 3awmTe MHoOPMaUUn, YCTaHOBIEHHBIX HOPMATUBHbLIMK
npaBoBbIMW aKTaMu B 06s1aCTh o6ecneveHns 6e30MacHOCTU 1 3aWnTbl NHhopmaumu,

- nopsifika npMMeHeHUss Mep 3awWwnTbl MHOPMaLUK B pamKax npoLecca CUCTEMbI 3alnTbl MHOPMaLK.

Peanusauns geaTenlbHOCTM B pamkax HanpaBseHus «MnaHMpoBaHWe» OCyLlecTBsSeTCA Ha OCHOBe Mo-
NNTVKN COMHAHCOBOI OpraHmnsaumn B OTHOWEHWN Le/ieBbIX NoKa3aTteneli Be/IMYMHbI OMYCTUMOro OCTaTO4HOro
ornepaLmoHHOro pucka (puck-anneTuta), CBA3aHHOro ¢ obecneyeHreM 6e3onacHOCTU MHOpPMaLUK, a Takke
npy HeO6XOAMMOCTU Ha OCHOBE Pe3y/bTaToB [esATe/IbHOCTN B pamMmKax HanpassieHnss «CoBepLlIeHCTBOBaHMe».

NMpumeyaHue — PekoMeHAaLUM NO LOKYMEHTUPOBAHUIO AEATENBHOCTW B 061aCTW 06ecneyeHns nHthopmatm-
OHHOW 6e3onacHocTK npvBefeHsbl B £17].

8.2.2 Ba3oBblii cCOCTaB Mep M/IaHMPOBaHUS MpoLecca CUCTeMbl 3aliuUTbl MHGOpPMaLMKU NpuBeLeH B
Tabnuue 48.

Ta6nuuya 48— basoBblil cOCTaB Mep NiaHMPOBaHMS NpoLecca CUCTEMbI 3aWUTbl UHOPMAaL MK

YpoBeHb 3aWUTbl

YcnosHoe
o6o3HayeHune CopepxaHue Mep cMCTeMbl 3alWNTbl MHPOpMaLnUmn mHdopmaunm
U HOMEp Mepbl 3 2 1
n3n.1 [lokymeHTapHoe onpejefieHne o6nacTu NpUMeHeHWs npouecca cUCTeMbl 3a- (0] 0] 0]
WWTbI UHChOpMaLUU* ANst ypoBHeli MH(OPMALMOHHOW MHpacTPYKTypbl, onpe-
AeneHHbIX B 6.2 HacToALero ctaHgapra
n3n.2 [lokymeHTapHoe onpejefieHne coctasa (C ykasaHueM COOTBETCTBMA HacTos- 0] (0] (0]
LeMy cTaHgapTy) U cofepxXaHus opraHu3auuoHHbIX Mep 3awuTbl UHdoOpma-
unn. BbibpaHHbIX (PMHAHCOBOW OpraHu3auneli n peannsyembix B pamkax npo-
uecca cucTeMbl 3alnTbl MHopMaLmMmn
n3n.3 [lokymMeHTapHoe onpejeneHve nopeaka NpUMEHEeHWs OpraHM3aunoHHbIX Mep (0] 0} (0]
3alWmMTbl MHOPMaLMK, peannsyeMbiXx B pamkax npouecca CUCTeMbl 3aljuTbl
MHopmauuu
nan.4 [lokymeHTapHoe onpefesieHne coctaBa (C ykazaHMem COOTBETCTBMA HacCToNA- (0] 0} (0]
LeMy cTaHAapTy) U cofepXaHus TexXHUYeckux Mep 3awuTbl MHopMauum,
BblGpaHHbIX (PMHAHCOBOI OpraHu3auueil n peanusyemMbix B pamkax npouecca
cucTeMbl 3alMTbl UHOPMaLun
n3n.s [lokymeHTapHoe onpejgesieHne nopsaka NPUMEHeHUs TeXHUYECKUX Mep 3aliu- [0} (0] 0

Tbl MHGpOPMALMKN, peann3yemMbix B pamMmkax npoLecca CMCTeMbI 3alynTbl UHGOP-
MaLWn. BKIIOYAOLEro:

- npaBuna pasMelleHns TeXHUYECKUX Mep 3aluTbl MHopmaunm B nHopma-
LIMOHHOW nHpacTpykType:

- napameTpbl HACTPOEeK TEXHWYECKNX Mep 3alyuTbl UHGopMaLun 1 nHopma-
LMOHHOV NHPACTPYKTYPbI, NpeAHasHauYeHHbIX A1 pasMelleHns TeXHUHECKUX
Mep 3almnTbl MHOPMaLUN**;

- PyKOBOACTBA MO MNPUMEHEHWIO TEXHUYECKUX Mep 3awuTbl MHGopmaLlumn
(BkNOYaloLWMe PyKoBOACTBA MO 3KCMyaTaunmn, KOHTPOIO 3KCnyaTauum u nuc-
N0Mb30BAHNIO MO Ha3HAYEHUIO TEXHUYECKMX Mep 3aLinTbl UHGOpMaLnUK):

- cocTaB poJieli n npasa Cy6beKkToB fOCTyna, HE06X0AUMbIX ANA obecneyeHus
NPUMEHEHUA TEXHNYECKUX Mep 3aluTbl MHOPMaLUU (BKIOYaIOLWEro aKCny-
aTauuio. KOHTPO/b 3KCMyaTalun U UCMONb30BaHWE MO Has3HAYeHUo Mep 3a-
WMUTbI MHpOpMaLLUK)

* O6nacTb NPUMEHEHUA NpoLecca CUCTEMbI 3aLMTbl MHOPMaL UK onpesenseTcs B COOTBETCTBMMN C MOIOXKEHNA-
MW HOpMAaTUBHbLIX akToB baHka Poccuu.

** [MapameTpbl HACTPOEK KOMMNOHEHTOB MH(OPMAaLMOHHON MHMPACTPYKTYpPbl, NpegHa3HavYeHHbIX 418 pasmelle-
HUS TEXHUYECKMX Mep 3aLunTbl MHOPMaL MK, ONpesensaTca B c/lyyae Heo6XoANMOCTH.
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8.3 HanpaBrneHune 2 «Peanusaunsa npouyecca cMcTeMbl 3aWnTbl nHhopmaymnm»

8.3.1 [esAiTeNbHOCTb B pamMkax HanpaBfeHus «Peanusaunsa» BbINOMHSAETCA NO pe3ysbTartam BbINosiHe-
HUA HanpasfieHul «MnaHupoBaHue» n (Mnu) «CoBeplleHCTBOBaHME» (CM. 8.2 1 8.5 HacTosiwero ctaHaapTa
COOTBETCTBEHHO).

B pamkax HanpaBneHus «Peanusauusa» puHaHcoBas opraHmsaums obecneynBaeT:

- [BO/KHOE NpUMeHeHue Mep 3awmTbl MHOPMaLLUN:

- onpegernieHne poneli 3aWwmnTbl UHOPMALIMW, CBA3AHHBIX C MPYMEHEHUEM Mep 3aluTbl MHopMaLmm;

- HasHayeHue OTBETCTBEHHbIX /UL, 3a BbINOSIHEHNE pOsielt 3awmTbl MHopMaLmn:

- AOCTYMNHOCTb peanusaumnn TEXHUYECKNX Mep 3awmTbl nHdopMaunu;

- MPUMEHEHMEe CPeAcTB 3aWuTbl UHOPMaLMKN, NPOLIeALWnX B YCTAHOB/IEHHOM MOPSAKe npoueaypy
OLIeHKM COOTBETCTBUSA (B TOM 4YMC/ie NporpamMmMHbIX (NporpaMmMHo-annapaTHbIX) CPeacTB, B KOTOPbIX OHU pea-
NN30BaHbl. UMELWNX HeobxoanMble YHKUMN 6e30nacHoOCTU], B Cnyyasx, Korga npuMeHeHne Taknx cpefcTts
Heo6X0AMMO ANA HeliTpasiM3aunmn yrpo3 6e30MacHOCTU, OnpeAesieHHbIX B MOAENN Yrpo3 1 HapyLlumTeneli 6es-
onacHoCTU MHopmMaunn UHaHCOBOW opraHn3auumu;

- 0byyeHVe, NpPakTUYecKyto NoAroTOBKY (NepenoAroToBKy) paboTHUMKOB (DMHAHCOBOW OpraHusauumu, oT-
BETCTBEHHbIX 3a MPUMEHEHMEe Mep 3alnTbl MHhopMaLUn:

- NOBbILLIEHNE OCBEAOM/IEHHOCTU (MHCTPYKTaX) paboTHUKOB (hMHAHCOBOW opraHu3auum B o6s1actu 3a-
LWKMTbI MHhopmaumn.

MpumeyaHne — PekomeHAauMn No onpefenieHnto NnotTpebHoCTel opraHn3aumn 6aHKOBCKOWN cucTemsbl Poc-
cuiickoii defepauun B pecypcax, Heo6X0AMMbIX AN peanusauuyu nNpoLeccoB WHOPMaLMOHHOK 6e30nacHoCTU, U Mo
npoBefeHN0 KOHTPO/IA 3P DEKTUBHOCTU NCNONBb30BAHNA 3TUX PECYPCOB NMpuBeaeHb! B (6].

8.3.2 ba3oBblil cocTaB Mep Mo peasiMsayuy Npouecca CUCTeMbl 3alWMTbl MHOPMaLUU NpYBeaeH B
Tabnuue 49.

Ta6nuua 49 — ba3osblil cOCTaB Mep N0 peann3aunm npouecca CUCTEMbI 3alinTbl MHDOPMaL K

YcnosHoe YpoBeHb 3aLmTbI

0603HaveHIe CofiepxaH1e Mep CUCTEMbI 3aLLMTHI MHAIOPMALMK WHchopmaLyv
1 HOMep Mepbl 3 2 1

P31.1 Peanusaumsa yyeta 06beKTOB U pecypcoB foCTyna, BXoasAwmx B o6nacte npu- O (0] T
MEHEeHMs npoLecca cucTeMbl 3alunTbl MHhopMaLumn, AN ypoBHeR nHdopmaum-
OHHOV MHPACTPYKTYpbI, ONpeAesieHHbIX B 6.2 HacToAWero ctaHgapTa, B TOM
yncne o6bEKTOB A0CTyna, PacrnosioXeHHbIX B My6aUYHbIX (06LeA0CTYMHbIX)
mecTax (B TOM yncne 6aHKkomartax, naaTtexHblX TepMuHanax)

P31.2 Pa3smeLleHne n HacTpoiika (KOH(UIrYpUpOBaHUE) TEXHUYECKUX MEP 3aLLUTbI UH- (0] 0] T
dopmanmmn B UHOOPMALMOHHON NHPaCTPYKType (PMHAHCOBOI opraHnsaunm

P31.3 KoHTposb (TeCTUpOBaHME) NOSHOTLI peann3aLm TeEXHUYECKNX Mep 3aLnTbl UH- (0} (0] (6]
chopmauun

P31.4 Ha3HaueHne paboTHMKaM hHAHCOBOI opraHM3aunn ponei, CBA3aHHbIX C Npu- (0] (0] [0}
MEHEeHMeM Mep 3alynTbl MH(OPMaLMKU, U YCTaHOB/IEHNe 06513aHHOCTY U OTBET-
CTBEHHOCTM 3@ UX BbINOJIHEHNE

P31.5 OnpefeneHne nuL,. KOTOPbIM paspeLleHbl A4eliCTBUA N0 BHECEHWNIO U3MEHEHWI B 0] 0 0]
KOHGhUrypaumnio nHthopMaLMoHHOW NHPPaCTPYKTYpbl

P311.6 Peanunsauusa akcnnyartayuu, NCNONb30BaHNSA NO Ha3HAYEHMWI0 TEXHUYECKUX Mep 0] 0 (0]
3alnTbl UHhopmalmm

P3W.7 Peanusauus npumeHeHns opraHm3auyoHHbIX Mep 3alinTbl MHopMaLum [0} (0} [0}

P311.8 Peannsauusa LeHTpasm3oBaHHOro ynpaBieHUsi TEXHUYECKUMUN «aepaMit 3aLnTbl
MHopMauun*

P31.9 ObecneyeHne JOCTYMHOCTN TEXHUYECKUX MeP 3aluUTbl MHDOpMaLuK; H H T

- NPUMEHEHUNE 0TKA30YCTONUNBbIX TEXHUYECKUX PELLEHNIA;

- pe3epBuUpOBaHME WHGOPMAaLNOHHOW WHpPaCcTPYKTypbl, HEOOXOANMON AN
(PYHKLMOHNPOBAHNSA TEXHUYECKUX MEP 3aLUUTbI MHChOPMALMK:

- OCylecTB/IeHNe KOHTPO/s 6e30TKA3HOro (PYHKLMOHMPOBAHUS TEXHUYECKMX
Mep 3alnThbl MHGOpMaLWK;
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OkoHuaHve Tabnuubl 49

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn
W HOMEp Mepbl 3 2 1
P31.9 - MPUHATME pernameHTUPOBaHHbIX Mep N0 BOCCTAHOB/IEHNIO OTKa3aBLUNX TeX- H H T
HMYecKnx mMep 3awuTbl UHOPMaL MM MHOPMaLMOHHON NHDPACTPYKTYpbI, He-
06x0aNMbIX ANSA UX PYHKLMOHMpPOBAHUA
P31.10 O6ecneyeHne BO3MOXHOCTWU COMPOBOXAEHUS TEXHUYECKMX Mep 3aliuTbl WH- H (@] [0}
chopmauun B TeYeHne BCero cpoka Mx UCMnosib30BaHUA
P31.11 MpumeHeHne cepTULMPOBaHHbIX N0 TpeboBaHUAM 6e30nacHOCTM UHopma- H H T
LUun cpeacTB 3aluTbl nHchopMaummn He Huxe 4 knacca”
P31.12 MpumeHeHne cepTunLmMpoBaHHbIX No TpebosBaHWAaM 6e30nacHoOCTV MHopMma- n T H
Luumn cpeacTB 3almnTbl MHopMaLuun He Huxe 5 knacca"
P31.13 MpumeHeHne cepTuULMPOBaHHbIX N0 Tpeb6oBaHMAM 6e30nacHOCTU nHopmMa- T H H
Luumn cpeAcTB 3alnTbl MHOPMaL Uy He Huke 6 knacca"
P31.14 Mpumenenne CK3W. nmetowmx knacc He Hmxe KC2" H H T
P31.15 O6yyeHune, npakTuyeckas noArotoska (nepenoArotoska) paboTHUKOB (puHaH- [0} (0} [0}
COBOIi OpraHu3auun, OTBETCTBEHHbIX 3@ MPUMEHEHVEe Mep 3aluTbl MHpopma-
UMM B pamkax npouecca 3auTbl MHchopmaLum
P31.16 MoBbIWeHVe 0CBEAOMIEHHOCTU (MHCTPYKTaX) paboTHMKOB (hMHAHCOBOW opra- [0} (0] [0}

HU3aLuMK B 061acTu peannsayum npouecca 3awmtbl MHOPMaL U1, NPUMEHeHUs
OpraHM3auyoHHbIX Mep 3aLUTbl UH(OPMALUK, NCMO/b30BAHUS MO HA3HAYEHNIO
TEXHUYECKUX Mep 3alynTbl MHhOpMALUK

* LleHTpasiM3oBaHHOE ynpaB/ieHNe peasim3yercs A1 TEXHUYECKUX Mep 3alyUTbl MH(OPMAaLUU, MHOXECTBEHHO
pasmelyaemMbix Ha APM nosib3oBaTesieil U aKCnayaTalyMOHHOMO NepcoHana.

** B cy4asix, Koraa nprMeHeHne Takux CpeacTB Heo6X0AMMO AN HelTpanu3ayum yrpo3 6e3onacHocTu, onpege-
NEHHbIX B MOZENN YIpo3 1 HapylunTeneli 6e30nacHoCTU MHopMaLMn PMHAHCOBOI OpraHn3auum.

8.4 HanparieHue 3 «KOHTpPONb NpoLecca CUCTEMbI 3aWnTbl MHOPMaLnn»

8.4.1 [leATenbHOCTb B pamMkax HanpasiieHusi «KoHTponb» Ao/mkHa obecneumBaTb JOCTATOUYHYIO YBEPEH-
HOCTb B TOM. YTO MPUMEeHeHne Mep 3alunTbl MHOPMaLUKN OCyLIeCTBAsSeTCA Haanexalum o6pasom n cooTBeT-
CTBYET NONNTHKE hMHAHCOBOI OpraHM3aL M B OTHOLLEHWN LiefieBbIX NokasaTeseli Be/IMYnHbI AONYCTUMOro ocTa-
TOYHOro OnepauyoHHOro prUcka (pUck-anneTuTa), CBA3aHHOro ¢ obecneyeHem 6e30MacHOCTU MHOPMaLUN.

MpuMeHsemble hrHaHCOBOW OpraHu3auueln Mepbl 3alWnTbl MHOPMaLUK AO/DKHBLI 06ecneynBaTb KOH-
Tponb:

- 0bnacT NpYMeHeHNs nNpouecca cUcTeMbl 3alnTbl MHQOPMaLNK;

- AOJ/DKHOTO NMPUMEHEeHUs Mep 3awWmnTbl UHhopMaLMM B pamkax npolecca CUCTeMbl 3awmTbl UHDOP-
Mauuu;

- 3HaHWli paboTHNKOB (PUHAHCOBOW OpraHM3auMn B YacT NMPUMEeHeHNs Mep 3aluTbl MHopMaLun.

8.4.2 Ba30Bblli COCTaB Mep KOHTPO/A MpoLecca CUCTEMbI 3alnTbl MHpopMauun npusegeH B Tabnuue 50.

Ta6nunuya 50— Ba3oBblil cOCTaB Mep KOHTPO/ISA NpoLecca CUCTEMbI 3aLnTbl MHOpMaLun

YpoBeHb 3alnThl

YcnosHoe
o603HauyeHune CojepxaHue Mep cUCTeMbl 3alWIUTbl UHpOpMaLUN mHbopmaumu
n Kkamep mepbl 3 > 1
K31.1 KoHTponb thakTnyeckoro coctaBa 06beKTOB 1 PpeCypcoB JOCTyNa, BXOAALNX B [0} (6] T

o6nacTb NPUMEHEHUs npouecca CUCTEMbl 3aluTbl MHOPMAL MK, Ha COOTBET-
CTBME yYeTHbIM AaHHbIM, (hopMUpyeMbIM B pamMkax BbiNOSHEHUA Mepbl P3U.1
Tabnmuybl 49
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OkoH4aHue Tabnmuybl 50

YpoBeHb 3alLyThI
YcnosHoe P -

MHEpopMALM
0603HaueHre CojiepxaHme Mep CUCTEMbI 3aLMTbI MHGopMAaLn chopmay
1 HOMEp Mepbl 3 2 1

K3Wn.2 KoHTponb akcnnyataumm v UCNOMb30BaHWUS MO Ha3HAYEeHUI TEXHUYECKUX Mep O o T
3aWunThl MHPOPMAL UK, BKIHOYAIOLNIA:
- KOHTPOJIb (PAKTUYECKOro pasmeLleHnss TeEXHUYECKUX Mep 3aluTbl MHpopma-
U1 B MHOPMAaLMOHHON MHpacTpyKType thHaHCOBO opraHu3auum:
- KOHTPOJIb (PaKTUYECKNX NapaMeTpoB HACTPOEK TEXHNUYECKMX Mep 3aLUTbl UH-
opmaumm M KOMMNOHEHTOB MH(HOPMALMOHHOW UHPACTPYKTYpbl, NpeaHasHa-
YeHHbIX A5 pa3MelLeHNsa TeXHNYeCKUX Mep 3aluTbl nHhopmaLum

K31.3 KOHTpONb akcnayaTauum m UCNofb30BaHWUA MO Ha3HAYEHUID TeXHUYEeCcKux mep (0} (0] (0]
3aWmnTbl MHGOPMAaLMK, BKIOYAIOLNIA:
- KOHTPO/Ib Ha3HauYeHWs1 posiei, CBA3aHHbIX C aKCnayaTayueli 1 NCNonb30BaHN-
eM M0 Ha3HaYeHWI0 TEXHNYECKUX Mep 3aluTbl MHdopMaLm;
- KOHTPO/b BbINO/IHEHNSA PYKOBOACTB MO 3KCMayaTauun W UCMOb30BaHWI0 No
Ha3HaYeHWI0 TEXHUYECKNX Mep 3awuTbl MHopMaLmm

K31.4 Mepuogunuecknii KOHTPONL (TECTUPOBAHKNE) NOMHOTLI peann3aunn TEXHUYECKNX (0] T T
Mep 3aWmnTbl UHhopMaLum

K3W1.5 KOHTPO/b NpUMEHEHNA OpraHn3aunoHHbIX Mep 3aLnTbl MHOpMaLun (0] (0} [0}

K3W.6 KOHTpO/b 6€30TKa3HOro (hyHKLMOHMPOBAHUS TeXHUYECKNX CpeacTs, obHapyxe- O T T
HUE U NoKanM3aumns 0TKAa30B (PYHKLMOHWPOBAHMS, MPUHSATAE MEep No BoccTa-
HOB/IEHUIO OTKa3aBLUMUX CPEACTB W NX TecTUpoBaHue

K3Wn.7 MpoBeaeHNe NPOBEPOK 3HAHWI pabOTHUKOB (DMHAHCOBOI OpraHM3auum B 4actu (0] (0] (0]
NpYMeHeHns Mep 3aluTbl MHOPMaL N B paMKax rnpotecca CUCTEMbI 3aLuThbl
WHhopmavmmn

K31.8 dukcauns pesynbTaToB (CBUAETENLCTB) NPOBEAEHNA MEPONPUATUI NO KOHTPO- (o] (0} (0]
N0 peanusauum npouecca cUcTeMbl 3aLinTbl MHOPMaLUK, NPOBOAVMbIX B CO-
oTBeTCcTBUM ¢ Mepamun K3U.1 — K3W.7 HacTosiwen Tabnuubl

8.4.3 Ba3oBbIii coOCcTaB Mep KOHTPO/IA Mpouecca cucTemMbl 3awWnTbl MHOPMaLMK B YacTy perncrpaumm
cobbITWI 3aWuUTbl MHOPMaUUn npueeaeH B Tabauue 51.

Tab6nunuya 51 — Ba3oBblil COCTaB Mep KOHTPO/IA npouecca CMCTEMbl 3awWnTbl MHpOPMaLMK B YacTu perucrpauuu
CcO6bITUIA 3aLNTbI UHOPMaLUK

YpoBeHb 3aLmThl
YcnosHoe P! Ly

MHchopmaLym
0603HaveHne CopepxaHne Mep cyCTeMbI 3alLmTbl UHCPOpMaLMK dhopmiay
1 HOMep Mepbl 3 2 1
K31.9 PerucTtpauusi onepayumnii no yctaHoske u (Mim) o6HoBNEHUO MO TEXHUYECKUX H T T
CpeAcTB 3aluTbl MHOopMaunm
K310 Peructpauus onepauuii No OGHOBMEHUID CUTHATYPHbIX 6a3 TEeXHUYECKUX H T T
cpeAcTB 3aluTbl MHdopMauun (B cayyae ux MCnosib30BaHuUs)
K31.11 Pernctpaunsa onepaunii No M3MeHeHW0 NapaMeTpOB HACTPOEK TEXHUYECKUX H T T
Mep 3alnTbl MHCOPMALMU U MHCOPMALMOHHOW MHPACTPYKTYPbI, NpeHasHa-
YeHHbIX AN pasmeLeHNs TeXHUYEeCKNX Mep 3alnuTbl MHGopMaLum
K31.12 Pernctpauma c60eB (0TKa30B) TEXHUYECKMX Mep 3awuTbl nHdopmaLmm H T T

8.5 HanpaBneHue 4 «CoBepLlIEHCTBOBaHME npouecca CUCTeMbI 3alWnuTbl MHoOpMaLn»

8.5.1 [eaTenbHOCTb B pamkax HanpasfieHusi «COBepLIEHCTBOBaHVE» BbINOJIHAETCA HA OCHOBE pe3y/lb-
TATOB NpPOBeAeHVs1 MEPONPUSITUIA MO 06HAPYXXEHUIO MHUMAEHTOB 3aWUTbl MHOPMALUN U pearnpoBaHunio Ha
HUX. 06HAPY)XEHWIO HEAOCTAaTKOB B 06ecrneyeHnn 3awmnTbl MHOPMaUMM B paMmKax HanpasieHust «KoHTPOsb»,
a TaKkxe B Cyvasx U3MeHeHUs NoANTUKM (PUHAHCOBOM OpraHn3auuy B OTHOLIEHUI MPUHLMMNOB U NPUOPUTETOB
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B peasin3aunmn CUCTeMbl 3alnTbl MHpopMauuK, LeneBbIX Nokasateseli Be/IMYUHbI fONMYCTMMOro OCTaTOYHOro
onepaLyMoHHOro pucka (puck-anneTuTa).

MpuMeHsiemMble (hMHAHCOBOW OpraHuM3aunein Mepbl B pamMkax HanpaBsieHuss «CoBeplUeHCTBOBaHue»
[OMKHbI obecneyrBaTb QOPMUpPOBaHME U (PUKCaALUIO peLueHNt 0 HEOBXOAUMOCTU BbINOSTHEHUS KOPPEKTU-
PYIOLMX UNN NPEBEHTUBHbIX AeACTBUIA, B YACTHOCTM MEePecMoTp NPUMEHSIEMbIX Mep 3alnTbl MHhOPMaL K.

Mpun 3TOM HenocpeAcTBeHHas AeATeNbHOCTb MO COBEPLUEHCTBOBAHMIO MpoLlecca 3awutbl MHhopmaLum Bbl-
nosiHsieTCA B pamkax HanpaB/ieHns «Peanusauusa» n npy Heo6xoAMMOCTU HanpaBeHus «fMnaHnpoBaHue».

8.5.2 Ba3oBblii cOCTaB Mep MO COBEPLUEHCTBOBAaHUIO MpoLiecca CUCTEMbI 3alWMTbl MHOPMaUMU Nnpu-
BefeH B Tabnuue 52.

Ta6nuuya 52— Ba3oBblit cOCTaB Mep Mo COBEPLIEHCTBOBAHMIO NPOLecca CUCTEMbI 3aLUTbl MHhOpMaLUK

YpoBeHb 3alW NTbl
nHpopmaunn

YcnosHoe
o603HauyeHue CofAepxaHue Mep CUCTEMbl 3aUUTbl NH(D OpMaLnK
N HOMEp Mepbl

3 2 1
C3n.a MposegeHune n dmkcaums pesynbTaToB (CBMAETENbCTB) aHaM3a Heob6xoaMMo- [0} 0 (0]
CTV COBEPLUEHCTBOBAHUS MpoLecca CUCTEMbI 3alWKTbl MHGOPMALMKU B CyYasx:
- 06HapyXeHUs UHLMAEHTOB 3aWnTbl NHhopmayuy;
- 06HapyXeHus HefoCTaTKOB B paMkax KOHTPONA CUCTEMbI 3aluTbl MHpoOpMa-
Lmu

C31.2 MpoBegeHune n dmkcaums pesynbTaToB (CBMAETENbCTB) aHaM3a Heob6xoaMMo- 0 (0] (0]
CTV COBEpLUEHCTBOBAHUS NpoLiecca CUCTEMbI 3alUTbl MHChOpMaL MK B cyyasx
N3MEHEeHUs1 MONNTUKN (PMHAHCOBOI opraHn3aunmn B OTHOLLEHWUN:
- 061acTy NpUMEHEHUs npolecca CUCTEMbI 3aLUTbl MHOpMaL UK,
- OCHOBHbIX MPVHLMMOB 1 NPMOPUTETOB B peasnsaunm npolecca cUcTeMbl 3a-
LWMTbI MHDOPMaLUK:
- ueneBbIX Nokasatesnel BEIMYMHbI AONYCTUMOrO OCTAaTOYHOTO ONepaLMoHHOro
pucka (puck-anneTnTa), CBA3aHHOTO ¢ obecneyeHnem 6e30nacHOCTU MHopma-
Lmu

C31.3 MpoBegeHve n ukcayma pesynbTatoB (CBUAETENbCTB) aHanm3a Heo6xoANMo- [0} 0] (0}
CTW COBEPLUEHCTBOBAHNSA NpoLecca CUCTEMbI 3aluUTbl MHOPMAaLMK B CyYasx:
M3MeEHeHUt Tpe6oBaHUiA K 3alMTe MH(OPMaL MK, ONpeseneHHbIX NpaBuiaMm
NNaTexHol cucTembl*;
- M3MEHeHUI, BHECEHHbIX B 3aKOHOaTeNbCTBO Poccuiickoih denepanuu, B TOM
yucne HopmaTuBHble akTbl BaHka Poccumn

Cc3n.4 dukcaums pelleHuit 0 NpPoBeAeHUU COBEPLUEHCTBOBAHUA MpoLecca CUCTeMbl (o] o] (o]
3alMThl MH(hOPMAL UK B BUAE KOPPEKTUPYIOLWUX NN NPEBEHTUBHBLIX AENCTBWIA,
HanpumMep:
nepecmoTp 061acTy NPUMEHEHUs NpoLiecca CMCTeMbI 3alnTbl MHopMaLmK;
- NepecMoTp COCTaBa W COAepPXaHUs OpraHU3aLMOHHbIX Mep 3aluTbl UHAOP-
Mauuun. NpUMeHsIeMbIX B paMKkax NpoLecca CMCTeMbI 3aLyUTbl MHOPMALMN:
NepecMoTp COCTaBa TEXHUYECKMUX Mep 3alinTbl MHPOPMAaLMKU, NPUMEHAEMbIX
B pamMkax npolecca cucTembl 3awWnTbl MHDOPMaLK

* NIpUMeHsIeTCA TO/IbKO ANA YYAaCTHUKOB MNaTeXHbIX CUCTEM.

9 Tpeb6oBaHUs K 3aWiMTe MHopPMaL MK Ha aTanax XU3HEHHOTo uukia
aBTOMAaTU3NPOBAHHbLIX CUCTEM W NPUSTOXEHWUIA

9.1 HacToswwii pa3gen yctaHaBnvmBaeT TpeboBaHWSA K cogepxaHuio 6a30BOro coctaBa mMep 3awuThbl
MHpopMaL MK Ha aTanax Xn3HeHHOro uukna AC 1 NpUIoXKeHW, aKCcrnyaTupyemblx B pamkax npegocTaBneHns
6U3HEeC-NPoLIeCCOB 1 (M/1M) TEXHOIOTMYECKMX NPoLeccoB (hMHAHCOBOW opraHusauuy (ganee npyv COBMECTHOM
ynomuHanum — AC).

9.2 fleAaTeslbHOCTb MO 3awuTe MHOPMAaUMM Ha CTaAusAX XM3HEHHOro umkna AC Ao/mkHa peasin3oBbl-
BaTbCA NMyTeM:

- pasmelleHuns KoMnoHeHToB AC B 3allULLEHHOW MHOPMaLNOHHOM NHAPACTPYKType, A1 KOTOPOR Ha
CHCTEMHbIX YPOBHSIX peasin3oBaHbl NPOLECChI CUCTEMbI 3alMTbl MHhopMaummn, onpegeneHHble B pasgene 7
HacTosLero craHgapTa;
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- co3faHusa 1 obecnevyeHns NPMMeHeHUs CUCTEMbI 3alnTbl MHOPMaUMK A1 KOHKPeTHoW AC. peanu-
3ylollelt oTAesbHblE AOMNOMHUTE bHbIE (MO OTHOLWIEHUIO K TpeboBaHUSAM pa3fena 8 HacTosLWero craHaapTa)
PyHKUMN 3almTbl MHpopMaumm ans AC. He peasin3oBaHHble HA CUCTEMHbIX YPOBHSIX.

9.3 MNpumeHsieMble (hMHAHCOBOV OpraHusaumMen Mepbl Ha aTanax Xu3HeHHoro uukia AC fo/mkHbl o6e-
cneymBaThb.

- onpegersieHne cocTtaBa Mep 3aWuTbl MHOpMauuun, peannsyembix B AC (Mep cUCTeMbl 3aWuTbl WH-
opmaunn AC);

- [O/HKHOE NMPUMEHEHME N KOHTPO/Ib MPUMEHEHUA MepP CUCTeMbI 3awunTbl nHopmauun AC;

- KOHTPOJIb OTCYTCTBUS YSA3BUMOCTEN 3awmnTbl MHchopMauum B npukniagHom MO AC 1 MHopMaLnoHHoM
MHPaCTPYKTYpe, NpeaHasHayeHHon ansa pasmelleHnsa AC;

- KOH(MAEHUMaNnbLHOCTb 3aluliaemMoi nHopmaumm.

NMpumeyaHne — PekomeHZaLmmM NMo o6ecrneyeHno MHOPMAaLIMIOHHOV 6e30MacHOCTU Ha CTaAMAX XU3HEHHOTO
umkna AC npusegeHb! B [18].

9.4 Cnocobbl peanusaunm mMep 3aWmTbl MHOPMaUUKM Ha 3Tanax XM3HeHHoro umkna AC B Tabnuuax
pasgena 9 HacToswero ctaHgapTa o603HayeHbl, Kak B 7.1.6.

9.5 ba30Bblil COCTaB Mep 3awWuTbl MHpopMaLmM Ha aTane «Co3gaHne (MogepHusaumsa) AC» npvseaeH
B Tabnuue 53.

Ta6nuua 53 — Ba3oBblii cOCTaB Mep 3aWwmThbl MHOPMaLMK Ha aTane «Co3gaHune (MoaepHu3aums) AC»

YpoBeHb 3aluThl

YcnosHoe
nucopmayun

o6o3HaueHne CopepxaHne Mep CUCTeMbl 3aluTbl UH(DOPMaLUN

“ HOMEp Mepbl 3 2 1

KU1 [lokymeHTapHoe onpegenieHre nepeyHs 3aluiaemMoli MHopMmaLum, niaHupy- O (0] [0}
emMoii k o6paboTke B AC

XKLu.2 [lokymeHTapHoe onpegefnieHve coctaBa (C yka3aHMeM COOTBETCTBMS HacCTOA- 0} (0] (0]
wiemMy ctaHfapTy) U cogepxaHus mep cucTembl 3awmuTbl UHopmaunn AC
(PyHKUMOHANBHO-TEXHNYECKUX TpeboBaHMil K cucTeme 3awuTbl MHMOpPMa-
uum AC)

Xuy.3 [lokymeHTapHoe onpegeneHne B NPOEKTHOW 1 aKcnayaTaunoHHOW foKyMeHTa- [0} (0} [0}
LMKN Ha cucTemy 3awmTtbl MHhopmaumm AC:
- cocTaBa v nopsiika NPUMeHeHNs TEXHUYECKUX W (M/TM) OpraHU3aLNoOHHbIX Mep
cucTembl 3awWmnTbl nHhopmauum AC;
- napameTpoB HacTPOek TEXHUYECKUX Mep CUCTEMbI 3awuTbl nHpopmauum AC
N KOMMOHEHTOB WMH(OPMaLNOHHOW MHAPACTPYKTYpbl, NpefHasHaYeHHbIX ANs
pasmeLLeHNs ykazaHHbIX TeXHUYeCKknx mep'

Xu.4 Peanusauus ynpaeneHuss Bepcusamu (c60pkamu) U U3MEHeHUsIMU co3jaBae- H (0} [0}
Moro (MoAepHM3npyemoro), B TOM yucsie TecTupyemoro, npuknagHoro MO AC.
OCYLLLeCTB/ISEMOTO ANA LeNn:
- KOHTpOns peanusauun @yHKUWA 3auTbl MHOpMaL Uy B onpeAesieHHol Bep-
cun (c6opke) npuknagHoro MoO;
- NPUHATWA Mep. NPenATCTBYOWMNX HECAHKLMOHUPOBAHHOMY BHECEHUIO M3Me-
HeHWii e Bepcun (cb6opkn) npuknagHoro MO

XKL.5 Mcnonb3oBaHue (KOHTPO/Ib UCNO/Ib30BaHNA) CETMEHTOB pa3paboTkm 1 TecTUpo- H (0] (0]
BaHWSA. BblJe/IeHHbIX B COOTBETCTBUU C Mepoii CM3.6 Tabnuubl 13. npu co3ga-
HUKM (MoAepHM3aLmK), BkoYaa TectupoBaHune. AC

XU.6 KOHTpo/ib MpefiocTaBeHnst 1 o6ecneyeHne pasrpaHnyeHus goctyna B cermeH- O (o] (]
Tax pa3paboTku U TeCTUPOBaHWs

xuy.7 Peanusauus 3anpeta ncnonb3oBaHWs 3alMLaeMoi MHpopMaLm B CermeHTax [0} (0} [0}
pa3paboTku n TecTupoBaHus”

XKLL.8 MpumeHeHne npuknagHoro MO AC. cepTudMLMPOBaAHHOIO Ha COOTBETCTBUE H (0} [0}
Tpe6oBaHUAM Mo 6e3onacHocTn MHopmaLlun, BkIloYas TpebosaHNs No aHanu-
3y YA3BMMOCTEW U KOHTPOJIIO OTCYTCTBUA HefeknapupoeaHHbIX BO3MOXHOCTEN,
B COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickoii ®egepaunm uam B oTHoLLE-
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OkoHuaHne Tabnuubl 53

YpoBeHb 3aWNTHI

YcnosHoe
MHpopmayuu
o6o3HauyeHune CopepxaHue Mep CUCTEMbl 3allNTbl MHPOpMaLuUmn
W HOMEp Mepbl 3 2 1
KU.8 HWW KOTOPbIX NPOBEAEH aHanu3 ysisBUMOCTell No Tpe6GoBaHWAM K OLL€HOYHO- H O (0]
My YPOBHIO fOBepUsi He Hke yem OY[ 4 B cOOTBETCTBMU C TpeboBaHUSAMM
FOCT P NCO/M3K 15408-3"*
XU.9 KoHTponb (TecTuposaHue) NOMHOThLI peanu3aunyu Mep CUCTeMbl 3aluTbl WH- (0] (6] 0]
topmauun AC (hyHKLMOHANBHO-TEXHUYECKUX TpeboBaHuii K cucTeMe 3aluTbl
nHpopmauum AC)
XL.10 MposeaeHne moaepHusaumn AC npu nsmeHeHun TpeboBaHuii kK cocTaBy U co- (0] o 0]
LepXaHuio Mep cucTembl 3awmTbl nHpopmauum AC (hyHKLMOHANBHO-TEXHUYE-
Cckne TpeboBaHwuii k cucteme 3anTbl MHopmaumm AC)
KU.11 [lokyMeHTapHoe onpejefieHe B NPOEKTHON W aKcnyaTalMoHHOW fOKyMeHTa- (e} O [0}

uun Ha cuctemy 3awmuTbl nHopmaummn AC'4

- cocTaBa W nopsaka NPUMEHeHWa knneHTamu (UHAHCOBOW opraHusaymu
npuknagHoro MO u (Mnn) TEXHUYECKNX U (MKN) OpraHn3aunoHHbIX Mep 3aLu-
Tbl MH(hOpMaLuUn (fanee Npu COBMECTHOM YNOMWHAHUW — K/INEHTCKUE KOM-
NOHEHTbI);

- mapameTpoB HAacTPOeK K/ANEHTCKMX KOMMOHEHTOB M WH(OPMALMOHHON WH-
hpacTpyKTypbl KAVEHTOB (PMHAHCOBOI OpraHu3auuu, npefHasHavyeHHol Ans
pasMelleHNs KIMEeHTCKUX KOMMNOHEHTOB;

- onucaHua Mep No 06ecrneyvyeHnio UCMOo/Ib30BAHUA K/TIMEHTOM OnpefAeneHHbIX
[OBEepEHHbIX Bepcuii (c6opok) npuknagHoro MO

* MNapameTpbl HACTPOEK KOMMOHEHTOB MHC(OPMAaLMOHHOM NH(PACTPYKTYPbI, NPefHa3HaYEHHbIX A8 pa3MeLLeHns
TEXHUYECKMX Mep 3awuTbl MHchopMaLn, onpeaenanTcs B Cyyae Heo6xoANMOCTH.

** 3a NCKNIOYEeHeM KOHUrypauroHHoli nHpopmaumm, onpegensiouein napameTpbl pabotbl AC.

= B cnyyasnx, npeAyCcMOTPeHHbIX HopMaTWBHbIMK akTamu BaHka Poccuun, n (Mn) ecnn B COOTBETCTBMM C MOfe-
b0 YTPO3 U HapywuTenein 6e3onacHocT MHopMaum hMHAHCOBOW opraHusaunm, yrposbl, CBA3aHHble C HaM4Ymem
YyA3BMMOCTEN 1 HeAeKnannpoBaHHbIX BO3MOXHOCTe B npuknagHom MO AC. npu3HaHbl akTyasbHbIMK.

“4 NokyMeHTapHoe onpejeneHne B COOTBETCTBUM ¢ Mepoli XKL.11 BbINONHSIETCS B C/ly4aB HEOGXOAUMOCTH.

9.6 Ba3oBbIi cOCTaB Mep 3awWuTbl UHOpPMaLMM Ha 3Tane «BBog B akcnnyaTaumio AC» npuBefeH B
Tabnuue 54.

Ta6nunuya 54 — ba3osblil cocTaB Mep 3aWwuTbl MHOPMaL N Ha aTane «Bsof B akcnnyaTayuio AC»

YpoBeHb 3aWNThI

YcnosHoe
MHtopmayun
o603HayeHune CojepxaHue Mep cCUCTeMbl 3alWIUTbl MHpOpMaLUN
n HOMeEp Mepbl 3 > 1
XKLU.12 Pa3wmelleHne v HacTpoiika (KOH(UrypnpoBaHne) TEXHNYECKUX Mep CUCTEeMbI [e) [e] (0]
3awunTbl nHopmaunn AC B MHhOpPMaLMOHHON MHpPACcTpPyKType, NCnosnb3ye-
MOl NS HenocpeAcTBEHHOW peanu3auyumn GU3Hec-npoLeccoB UM TEXHOMO-
rMyeckux npoueccos (hMHaHCOBOW opraHusauuu (ganee — npoMbIlIeHHas
cpefa), B COOTBETCTBUM C NOMTOXEHUSAMU NPOEKTHON U 3KCNIyaTaluoHHo A0-
KymeHTauum
KL.13 KoHTponb (TecTupoBaHue) MOSIHOTbI peanu3auun Mep CUCTEeMbl 3alyuTbl UH- o O (0]
opmaummn AC (PyHKLMOHANBHO-TEXHUYECKUX TPEOOBaHWIi K cUCTEME 3aluUTbl
MHpopmauum AC) B NPOMbILLIEHHONR cpeae
XKu.14 Peanunsauus KOHTpona 3awuweHHoctn AC. BkIovaloLwero': H O [0}

- TecTVpoBaHWe Ha NMPOHWKHOBEHMUE;
- aHanu3 yas3BMMOCTell cuctemsl 3awnTbl MHpopmauum AC 1 nHdopmaLloH-
HOW MHppacTPyKTYpbl MPOMBbILLIIEHHON cpeabl

* Mo pelleHno hnHaHCOBOM opraHusauum npu MogepHusauun AC NpoBOANUTCS KOHTPOJIb 3aLLULLEHHOCTH TONLKO
3/1EMEHTOB MH(OPMALMOHHON MH(DPACTPYKTYPbI, NOABEPTHYTHIX MOAEPHU3ALMN.
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9.7 Ba30Bblil COCTaB Mep 3awWwnTbl MHpOpMaLUKn Ha aTane «3kcnnyatauusa (conposoxgeHne) AC» npu-
BefleH B Tabnuue 55.

Tab6nunuya 55— Ba3oBblii cOCTaB Mep 3alnTbl MHpopMaLMn Ha aTane «3kcnayaTauymsa (conpoBoxaeHne) AC»

YpoBeHb 3aluThl
nHopmayun

YcnosHoe
o6o3HaueHune CopaepxaHune mep cucTeMbl 3aWuTbl MHGOpPpMaLUmn

N HOMEep Mepbl 3 2 1

XKU.15 Peanusauma KOHTPO/IA 3KCnyataunuy TEXHNYECKUX Mep CUCTEeMbI 3aLlnTbl UH- O (0] [0}
chopmauymn AC B COOTBETCTBUM C MOSIOXKEHUSIMU NPOEKTHOW 1 3KCnyaTaLNoH-
HOI floKyMeHTaL MK, BKIYatoLWwero:
- KOHTPO/Ib (DAaKTUYECKOTO pasmelleHnst TeXHUYEeCKNX Mep 3alinTbl B NPOMbIL-
NeHHOW cpepe:
- KOHTPO/b hakTN4YeCckux napaMeTpoB HACTPOEK TEXHUYECKNX Mep 3aLUNTbl UH-
thopmaumu 1 MHOpPMaLMOHHON NHPPACTPYKTYpPbl, NpegHa3HauYeHHol Ansa pas-
MeLLeHNA TEXHUYECKUX Mep 3aluTbl MHopMaLum

XL,.16 Peaninsaums KOHTPONS NPUMEHEHUSt Mep CUCTeMbl 3awuTbl MHpopmauun AC [¢) (o] (o]

xKu.17 Ha3HaueHne n peanusauna KOHTPOMA AeATE/IbHOCTU UL, OTBETCTBEHHbLIX 3a (0] (0] (o]
aKcnnyartaymio (CoNpoBOXAEHNE) CUCTEMbI 3alnTbl MHopmauun AC

KL.18 ObecneyeHne BO3MOXHOCTU COMNPOBOXAEHWUS TEXHWYECKUX Mep CUCTEeMbl 3a- H (0] (0]
WnTbl UHopMauun AC B TeuyeHne BCEro cpoka UX UCMO/b30BaHMA

KL.19 Ob6ecneyeHne JOCTYMHOCTU TEXHUYECKUX MeEpP CUCTEeMbl 3awmnTbl UHOpMaLun H H T
AC:
- NpYMeHeHne 0TKa30yCTONUMBbIX TEXHUYECKUX Mep;
- pe3epBupoBaHNe TexHUyeckmx cpefcts AC. HEO6X0AUMBIX ANA DYHKLMOHN-
pOBaHNA TEXHUYECKNX Mep:
- ocyliecTB/IeHMe KOHTPONs 6e30TKa3HOro (PYHKLMOHWPOBAHUS TEXHUYECKMX
mep;
- NPUHATWE pernamMeHTVPOBaHHbIX Mep Mo BOCCTAHOB/IEHWIO OTKa3aBLUNX TeX-
HUYECKNX Mep U TeXHU4Yecknx cpeactTs AC. HeobXo4MMbIX ANA UX PYHKLUOHU-
poBaHus

Xuy.20 Peanusauua npoBefeHns eXerofHoro KOHTponsa 3awmweHHoctn AC. Bkova- H (0] (0]
oLero:
- TecTpoBaHWe Ha NPOHNKHOBEHUE;
- aHanus3 ya3BuMocCTel cucTeMmbl 3aWnTbl MHopmauun AC 1 MHOPMaLMOoH-
HOli MHppPaCTPYKTYpbl NPOMBbILLIIEHHOW Cpefbl

KU.21 O6ecneyeHne onepaTvBHOIO YCTPAHEHWS BbISIBIEHHbIX YSI3BUMOCTEN 3aluThbl (0} (0] (0]
nHopmaunn AC. Bktouasa yassumocTu npvknagHoro Mo

Xu.22 Peructpaunsa BHeceHusi usmeHeHuii B AC. Bktoyas 06HOBNEHUE NPUKNALHOro H [0} [0}

XKL.23 Peructpauna onepauynii No M3MeHeHU0 nNapaMeTpOB HACTPOEK TeXHUYECKUX 0] T T
Mep cucTembl 3aluTbl MHcopmauum AC

Xu.24 Peanunsaunsa KOHTpoNs B CerMeHTax paspaboTku U TeCTUPOBaHNA KOPPEKTHOCTMN H 0 0
(DYHKLMOHNPOBAHUA cUCTEM 3alwunTbl nHopmauun AC nocne BHeECEHUs usMe-

HeHuii B AC. Bk/toyas o6HoBAeHus npuknagHoro MO

XL.25 Peannsauus ynpasneHuns sepcmsaMmn (C60pkamu) u N3MEHEHUAMU NPUKNALHOrO H 0 0]
MO Tpu ero o6HOBNEHUN (MOAMMKALN)

9.8 ba3oBbIii cOCTaB Mep 3awnTbl MHpOpMauun Ha aTane «3Kcnyatauuns (CONnpoBOXAEHUE) N CHATUE
c akcnnyatauum AC» npuseeH B Tabnuue 56.
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Tab6nuua 56 — BasoBblii cOCTaB Mep 3aWNTbl MH(OPMAaLUKN Ha aTane «JKcnayaTauus (CoNnpoBOXAEHNE) U CHATUE C

akcnayatauum AC»

YcnosHoe
o6o3HaueHne
M HOMEp Mepbl

XL,.26

XU,.27

XLU..28

CojepxaHne Mep CUCTEMbl 3aWNThl MH OPMaL UK

MpuHATHE mep no obecneyeHuno 3ainTbl VIHd)OpMaLU/IVI OT HECaHKUMOHNPOBaH-
HOIo KonupoBaHnA K pacnpocTtpaHeHusa

O6ecneyeHne 3alMTbl PE3ePBHbIX KOMWIA 3alyuLaemMoii UHgopmaLmm
Peanusauus KOHTPONS YHUUTOXEHUS 3alinlaeMoil MHhopMaLmy B caydasx,

Korga ykasaHHas nHpopmaumsa 60/blle He UCNO/b3yeTcs, B TOM Yyuce coaep-
Xauieiics B apxmax, ¢ npumeHeHnem mep MYW.23— MYW.26 tabauubl 31

YpoBEHb 3alNTbI
MHcopmaymun

3 2 1
o} o o}
H
H
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MpunoxeHne A
(cnpaBoyHoe)

OCHOBHbI€ MOJIOXeHNA 6a30BOM MOAEeNN Yyrpos3
M HapywuTtenein 6e3onacHocTn nHdopmaumn

A.10OcHoBOW Ans peanusaunv (UHAHCOBOI OpraHn3auvei CMCTeMbI 3aluUTbl MHopMaLun ABNATCA pa3paboTaH-
Hble 1 yTBEpX/eHHble MOAEeNN Yrpo3 1 HapylumTeneit 6e3onacHocTn nHhopmaymn.

CTeneHb getanusauum COAEPXMMOro Moenel yrpo3 U Hapywuteneih 6e3onacHOCTM MHOpMaLnn roxeT 6biTb
pasnunyHa n onpegensieTcs peasnbHbIMU NOTPEBHOCTAMN (DUHAHCOBOI OpraHu3auuu.

A.2 Mogenwu yrpos n HapywuTtenei 6e3onacHocTi MHOpMaL M HOCAT NPOTrHO3HbIV XapakTep u paspabartbiBaloTcs
Ha OCHOBe OnbITa, 3HaHWIA N NPaKTUKN (NHAHCOBOI opraHu3auuu. Yem TouyHee cfenaH NPOrHO3 B OTHOLLEHUN akTyasbHbIX
ANA UHAHCOBON opraHm3auny yrpo3 6e3onacHocTu nHdopmauumn, Tem ageksatHee n adpdpekTnBHee OyAyT nnaHupy-
emble U npeAnpuHUMaemsle ycunmua no obecneyeHnto Tpebyemoro ypoBHs 3aluTbl MHopmauuu. Mpu aTom cnepyeT
YUYNTbIBATb, YTO CO BPEMEHEM Yrpo3bl, UX UCTOYHUKMN 1 CONYTCTBYIOLME PUCKN MOTYT U3MeHATbCA. Mo3aToMy Mogenu yrpos
1 HapywuTeneii 6e3onacHoOCTV MHopMaLun ciegyeTt NnepuoAnyeckn nepecmaTpusatb, A5 Yero B (PUHAHCOBOI opraHu-
3au1n AOMKHbI 6bITb YCTAHOBAEHbI U BbINONHATLCA NPOLEAypPbl PErySIAPHOro aHann3a Heobxo4MMOCTH NX NepecmoTpa.

A.3 B cnyyaB OTCYTCTBMA Y (DMHAHCOBOV OopraHusauun noteHuuana, Heo6Xxo4MMOro AN camMocToATesIbHOM pas-
paboTkn moAene yrpos n HapywuTenei 6e3onacHocTV Hopmalun, ykasaHHble Mofenn peKoMeHAyeTCcsl CoCTaBAsATb C
npuBneYeHneM CTOPOHHNX OpraHun3auuii, o6nagaowmnx Heo6Xo04UMbIM ONbITOM, 3HAHUSMW U KOMNETEHLNE.

Mpwu paspaboTke Mogeneii yrpo3 n HapyluuTenei 6e3onacHoCT MHopMaLln Heob6XoANMO yUnTbIBaTb, YTO U3 BCEX
BO3MOXHbIX 06bEKTOB aTak C HanGoNbLIeli BEPOSTHOCTLIO HApPYLIUTENb BbiGepeT Hanbonee ¢nabo KOHTPOMPYEMbINA, rae
ero AeaTenbHOCTb GyAeT ocTaBaTbCA HeOOHApYXEHHON MakcumasnbHO A0nro. Mo3ToMy BCe KpuTUYeckue onepauun B
pamkax 6u3Hec-NpoLLeccoB N TEXHOOTMYECKNX NpoLeccoB (hMHAHCOBOI opraHm3aumm, rae ocyliecTenseTca noboe B3a-
umogeiicteme cy6beKToB AoCTyna ¢ o6bekTamun nHchopmaTusaumnm, AoMKHbl 0CO6EHHO TLaTelbHO KOHTPOIMPOBAaTLCS.

A.4 Ha Kkax[om 3 ypoBHei MHopmaunoHHO MHPACTPYKTYpbl, onpefAesieHHbIX B 6.2 HacTosWero ctaHaapTa,
aKTyanbHble Yyrpo3bl 6e30nacHOCTU MHhopMaLMN U UX UCTOUYHWUKN ABASIOTCA PasINYHbIMU.

OfiHOIi N3 OCHOBHbIX Liefieil 3noymbilfieHHnka senseTcs ocywecTtsrnedne HC/A K MHpopMaLMoHHbIM pecypcam Ha
ypoBHe AC U1 NpUIOXeHWiA, akcnayaTupyemMbix B paMmkax 6u3Hec-npoLeccoB UM TEXHOOMMYECKUX NpoLeccoB huHaHco-
BOIi opraHm3auum, 4to 6osee appekTMBHO ANA 3M10yMbILIIEHHUKA U onacHee 415 PMHAHCOBOW OpraHn3auumn, Yem ocy-
wecTneHne HCJ, yepes vHble YpoBHU, TpebytoLlero cneuntunyecknx 3HaHuii, pecypcoB 1 BpeMeHu.

Llenbio 3M10yMbIlWIEHHNKA Takke MOXeT ABMAATLCA HapylieHWe HenpepbiBHOCTU NpeAocTaBleHUs (PUHAHCOBbIX
yCnyr, ocyLecTBeHns 6U3Hec-NpoLeccoB MaN TEXHONOIMYECKUX NpoLeccoB hMHAHCOBOI opraHusauumn, Hanpumep no-
CpeAcTBOM pacnpocTpaHeHUs BPeAOHOCHOrO KoAa, LiesieHanpaB/eHHblIX KOMMbIOTEPHbIX atak WA HapylweHus npasun
aKcnsyaTalum Ha ypoBHe annapartHoro o6ecneyeHus.

A.5 OCHOBHbIMU TUNaMN UCTOYHMKOB Yrpo3 6e30NacHOCTN NHhopMaLUn ABAAIOTCA:

- HebnaronpuaTHbIE COOLITUA TEXHOrEHHOrO Xapakrepa:

- cbomn 1 oTkasbl B paboTe 06BLEKTOB U (M) pecypcoB AocTyna:

- 3aBWCMMOCTb NPOLECCOB 3KCMyaTauun o6bEKTOB MHpopMaTM3aumnm 0T UHOCTPaHHbIX MOCTABLUMKOB WAW MNpo-
BalilepoB ycnyr;

- BHYTPEHHVe Hapywutenu 6e3onacHocTV MHgopmauun — auua, B TOM yncie paboTHUKM PUHAHCOBOI OpraHu-
3auun M paboTHUKM NOAPAAHBIX OpraHu3auunii, peanusylouime yrposbl 6e30nacHOCTM MHPOPMALMM C UCNO/b30BaHNEM
neranbHO NpefoCTaB/IeHHbIX UM NPaB /I0rMYeckoro nam u3nyeckoro AocTyna;

- BHeLUHWe HapywunTenu 6e3onacHocTu nHpopmauum — nuua, B TOM Yncne paboTHKM (OMHAHCOBON opraHusauymu,
peanusytowime yrposbl 6e30nacHOCTU MHhopmaummn 6e3 NCcnonb3oBaHWsA NeranbHO NpeAoCcTaBeHHbIX NPaB J1I0rMYecKoro
unn usnyeckoro focTyna, a Takxke cy6bekTbl, He ABnsoWMecs paboTHMKamu hMHaHCOBOI opraHusauumn, peanusylouimne
ueneHanpaB/ieHHble KOMMbIOTEPHbIE aTakn, B TOM YuC/e C Le/blo IMYHOro oboralleHnss uay 6/10KMPOBaHNS LITATHOTO
hyHKLMOHNPOBaHNSA BU3HEC-NPOLLECCOB NN TEXHOMOMMYECKUX NPoLLeccoB (PUHAHCOBO opraHu3auuu.

A.6 K uncny Hanbonee akTyasbHbIX MCTOYHMKOB YIpO3 Ha YpOBHe annapaTHOro obecneyeHusi, ypoBHe ceTeBOro
o6opyf0BaHNA 1 YPOBHE CETEBbIX MPUOXEHWNI N CEPBUCOB OTHOCATCA cneayioLime:

- cbomn 1 oTkasbl B paboTe 06LEKTOB AOCTYNA;

- BHYTPEHHUWE HapywuTenu 6e30macHOCTU MHOPMaLUKU [3KCNayaTaLMoHHbIA, BCNOMOraTesibHbllA (TEXHUYECKUIA)
nepcoHar], ocywecTeaaLWe LeneHanpasneHHoe 4ecTPYKTUBHOE BO3AeliCTBNe Ha 06beKTbl gocTyna:

- 3aBWCMMOCTb NPOLECCOB 3KcnayatayMn o06beKTOB A0CTyna OT MHOCTPAHHbLIX MOCTaBLYMKOB WU NpoBaifepos
ycnyr;

- BHELWHWe HapywuTenu 6esonacHocTu nHdopmauun, obnagaiouine 3HaHUAMN 0 BO3MOXHbIX YA3BUMOCTAX 3alln-
Tbl MHhOPMaLWY;

- BHellHVe HapywwuTenu 6e3onacHocTu uHdopmauuu, opradusywowme DoS. DD0OS 1 MHble BUAbI KOMMNbIOTEPHBIX
arak;

54



FOCT P 57580.1—2017

- KOMBVHMPOBAHHbIE UCTOYHWUKU Yrpo3: BHELIHWE W BHYTPEHHWe HapywwuTenu 6esonacHocTu nHdopmauuu, geii-
CTBYIOLLME COBMECTHO U (M/IN) COrTacoBaHHO.

A.7 K uncny Hanbonee akTyasibHbIX UCTOYHUKOB YIPO3 Ha YypOBHE CEepPBEPHbIX KOMMOHEHTOB BUPTyanu3auuu, npo-
rPamMMHbIX MHPPACTPYKTYPHbIX CEPBUCOB, ONepaLOHHbIX CUCTEM, CUCTEM yNpaBneHns 6a3amu faHHbIX U CEpBEPOB Npu-
NOXEeHWI 0THOCATCA cnefytolue:

- BHYTpPEeHHWe HapywuTtenu 6esonacHocT nHopmaumm (aKcnayaTaluoHHbIi NepcoHan), ocyliecTsasoLWme Lene-
Hanpas/ieHHble AeCTPYKTUBHbIE BO3AENCTBUS HA pecypchbl JOCTYyNa;

- BHYTpEHHWe HapylmTenu 6e3onacHocT MHopMaummn (IKCNayaTaluMoHHbI NnepcoHan), peanusytollmne yrposbl
6e30nacHOCTM MHOpPMaLUK C UCMNO/b30BaHUEM JlerasibHO NPefoCcTaB/IeHHbIX NpaB SI0rMyeckoro goctyna:

- cbou n oTkasbl B paboTte MO:

- 3aBMCMMOCTb NPOLLECCOB 3KCMyaTauMm pecypcos goctyna. MO OT MHOCTPaHHbIX MOCTABLLMKOB WU NpoBaiige-
poB ycnyr;

- BHelWHue HapylwuTenu 6e3onacHocTn nHdopmauum, obnajalme 3HaHNAMN 0 BO3MOXHbIX YA3BMMOCTAX 3aLly-
Tbl MHCDOPMALUK:

- KOMOWHMPOBaHHbIE UCTOYHWKN Yrpo3: BHELIHWe W BHYTPEeHHWe HapywuTenu 6e3onacHocTu nHdopmauuu, gei-
CTBYylOLLME B CrOBOpE.

A.8 K uncny Hanbonee aktyanbHblX UICTOYHUKOB Yrpo3 Ha ypoBHe AC 1 NMPUNOXeHWN, 3KcnayaTupyeMbiX B paMKax
6U3HEeC-NPOLEeCcCOB 1 TEXHOIOTMYECKMX NPOLEeccoB hMHAHCOBOI opraHn3aLnm, OTHOCATCA creaytoLime:

- BHYTpeHHWe HapylmTenn 6e3onacHocTu nHpopmauum (Nonb3oBaTenu 1 akcnayaTaloHHbli nepcoran AC n npu-
NOXEHUI). peanusytolme yrpo3bl 6e30nacHOCTW MHGOPMAaLMK C UCNONb30BaHUEM fIerasibHO NPefoCTaB/IeHHbIX NpaB /10-
rnyeckoro AocTyna;

- BHELWHWe HapylwuTenu 6e3onacHocTu uHdopmaluv, o6nagatlme 3HaHUAMN 0 BO3MOXHbIX YA3BUMOCTSAX 3aLlu-
Tbl MHDOPMALUK:

- 3aBMWCMMOCTb NnpoLeccoB akcnayaTauum AC 1 NPUIOXKEHWUA OT MHOCTPAHHbIX MOCTaBLLMKOB WM NpoBaiiepoB
ycnyr:

- KOMBVHUPOBAHHbIE UCTOYHMKM Yrpo3: BHELIHWE W BHYTPEHHWe HapywwuTenu 6e3onacHocTu nHdopmauuu, geii-
CTBYylOLLME B CrOBOpE.

A.9 Hanb6onblIMMN BO3MOXHOCTSAMY 415 HaHeceHus yuiepba MHaHCOBON opraHusaumm obnagatT ee CO6CTBEH-
Hble paboTHMKN. B 3TOM cnyyae cofepxaHnem AeaTeNbHOCTU HapyLInTens ABnseTcs nNpsiMoe HeleneBoe UCNo/b30BaHne
npefocTaB/ieHHbIX Npas (N3NMYecKoro n (an) nornyeckoro goctyna. MNpu aTom oH ByAeT CTPeMUTLCA K COKPbLITUIO CNefjoB
CBOEN fesiTENBHOCTU.

BHewHwWiA Hapywntenb 6e3onacHoCT NHoOpMaLny, Kak NnpaBuaio, umeeTt coobLiHmKa (CO06LHNKOB) BHYTPU u-
HaHCOBO opraHu3auuu. Mpu ycnoBun [OMXHOro cobntofeHns TpeboBaHuii K 3awmuTe nHgopmaLmmn, B TOM Yucne Tpe-
60BaHuli kK cofepxaHnio 6a30BOro cocTaBa, CocTaBy Mep 3aluTbl MHPOPMALMN, YCTAHOBEHHbIX HACTOALWNM CTaHAap-
TOM. COBMIOAEHUS NPUHLMNA «3HATb CBOET0 PaBGOTHMKA», peasnim3auns yrpo3 BHEWHUMU HapyLWnTensiMm 6e30nacHoCcTu
MHopmMaunmn, JeicTBYOWNMN CaMOCTOSATENbHO, 6€3 COy4yacTHUKOB BHYTPW (DMHAHCOBOI OpraHv3auuun, 3HaunTenbHo
3aTpyfHeHa.
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MpunoxeHne b
(cnpaBoyHoe)

CocTaB ¥ COAepXaHNO OpraHn3aLMoHHbIX Mep,
CBSA3aHHbIX C 06paboTKON hMHAHCOBOW OpraHu3aLnen NepcoHanbHbIX AaHHbIX

B.1 Llenn o6pa6oTkn MAH [0/MKHbI 6bITh OKYMEHTaIbHO YCTAHOB/EHbI U YTBEPXAEHbI PYKOBOACTBOM (OMHAHCOBOIA
opraHusaumu.

5.2 B douHaHCOBOW opraHn3aummn Ao/HKHaA ObITb yCTaHOB/IEHA HEOBX0A4MMOCTb OCYLLeCTB/IEHUS YBeAOMIEHNSA YNOS-
HOMOYEHHOrO opraHa no 3awuTte npas cy6bekToB MAH 06 o6paboTke MAH ¥ opraHM3oBaHa AeATeNIbHOCTb N0 CBOEBpe-
MEHHOMY HanpaBJ/IEHUNI0 yKa3aHHOT0 YBeOM/IeHNA B COOTBETCTBUM C TpeboBaHuamu (8].

5.3 B hHAHCOBOW opraHn3aummn Ao/IKHbI 6bITb YCTAHOB/IEHbI KPUTEPUM OTHECEHUSI AC K MH(pOPMALMOHHBIM cucTe-
MaM nepcoHanbHbIX AaHHbIX (MCMA4H).

B.4 B chmHaHCOBOW opraHusauun Ao/DkHbl ObiTb OnNpefesneHbl, BbINOMHATLCA, PErncTprpoBaTbCa U KOHTPOANPO-
BaTbCA Npoueaypsl yueTta pecypcos MAH, B TOM yucne yyeta ACMOH.

Ansa kaxpaoro pecypca MAH f0/KHO 6bITh 06ecneyeHo:

- ycTaHoBneHue uenv o6pabotku MAOH:

- ycTaHoB/fieHVe 1 cobnogeHne cpokoB XpaHeHns MAH 1 ycnoBuii npekpateHus nx o6paboTku:

- onpegeneHve nepevyHs n kateropuii o6pabartbiBaembix MAOH (cneunansHblie kaTeropum MAH, 6uomeTpuyeckme
MNAH. MAH, nonyyYeHHble N3 061 e[0CTYNHbIX UCTOYHWUKOB, WU UHble TAH);

- BbINOJSIHEHME NpoLeayp yyeTa konmyecTsa cyobekTos MNAH. B ToM uncne cybbektos MAH, He sBnsaoWwmnxca paboT-
HUKamMu hMHaHCOBOI opraHu3auuu:

- BbINOJ/IHEHME OrpaHnyeHns o6paboTkn MAOH gocTmKeHreM uenn obpaboTkm MAH:

- COOTBETCTBME coaepxaHua u obbema obpabaTbiBaeMbix MNAH yCTaHOBEHHbIM Lensm o06paboTku:

- TOYHOCTb, AOCTATOYHOCTb U aKTyasbHOCTb MH, B TOM Y1c/ie No OTHOLWEHWIO K Lensam o6pabotkn MAH:

- BbINOJIHEHME YCTAHOB/IEHHBIX NpoOLieAyp NoNyyeHus cornacus cy6bekToB MAH (MX 3aKOHHbIX NpefcTaBuTeneit) Ha
o6paboTky ux MAH B cnyyae, ecnu NonyvyeHne Takoro cornacus Heo6xo4Mmo B COOTBETCTBUS € Tpe6oBaHusaMY [8);

- BbINOJ/IHEHME YCTAHOB/IEHHbIX NpoLueayp nonyyeHus cornacus cy6bektos MNAH Ha nepefgavy o6paboTkm ux MNAH
TpeTbUM NiMuam B C/lyyHaB, eC/in NoJly4eHne Takoro cornacusi Heo6xo4MmMo B COOTBETCTBUM C TpeboBaHuAMM [8];

- npekpatweHvne o06paboTkn MAH 1 yHUUYTOXEHWe nMbo obesnnyvBanme MNH No fOCTUXEHMN Leneil ob6paboTku,
no Tpe6osaHuio cy6bekTa MNAH B cnyyanx, NpeayCcMOTPEHHbIX [8). B TOM Yucne npu ot3biBe cy6bektom MAH cornacmsa Ha
06paboTky ero MNAaH.

B.5 B chmHaHCcOBOIi opraHu3auuu fO/MKHbI GblTb ONpefeneHbl, BbINMOMHATLCA, PErMCTPUPOBATLCA W KOHTPOSIMPO-
BaTbCs NpoLeAypbl NpekpalleHns 06pa6oTkn MOH N UX YHUUTOXEHNA NM60 06e3nnynBaHNA B CPOKK, yCTaHOB/EHHbIe [8],
B C/ieyloLWunX cayyasx:

- no gocTmxeHun uenn obpabotkn MAOH (ecnn nHOe He NpeAyCMOTPEHO AOrOBOPOM, CTOPOHOW KOTOPOro, BbIrO-
Jonpuobpetatenem wav nopyuyuTesnieM nNo KOTOpomy ABnseTcs cyobekT MAH. UHbIM cornaweHneMm mexay UHaHCOBON
opraHusauueii n cybbektom MAOH);

- 0T3bIBa cybbekTOoM MAH cornacus Ha 06pa6oTky ero MNAH 1 B cnyyae, ecnu coxpaHeHune MAH 6onee He TpebyeTcs
Ana ueneii o6paboTtkm NAOH (eCNn MHOe He NpeAyCMOTPEHO A0r0OBOPOM, CTOPOHOI KOTOPOTo, BbirogonpuobpeTtarenem unm
nopyuutesnem no KOTopomy siBasetcsa cy6bekT MAH, MHbIM cornaleHnem mexay opraHusauvein 6aHKkoBckoii cuctemsl P®
n cyobektom MAH);

- ecnu MNAH ABAAOTCSA HE3AKOHHO MOYYEHHbIMU NN HE ABNSIOTCA HEOOXOANMbIMU ANS 3aABeHHON! Lennm 06paboTku;

- BbISIBNIEHUSI HeNnpaBoMepHoW 06paboTkn MH. ocywecTBISeMoii (DMHaHCOBOW opraHusaumein nnm obpaboTymkom,
[elicTBYOLWMUM N0 ee NopyyYeHuto, ecim obecneynTb NpaBoMepHOCTb 06pa6oTkn MAH HEBO3MOXHO;

- BbISIBNIeHUs1 HenpaBoMepHoii o6paboTkm MAH 6e3 cornacus cybbekTa MAOH.

B cnyvyae oTCyTCTBMA BO3MOXHOCTU YHUUTOXeHMA MAH Nnn6o obe3nuunsaHus MOH B TeYEHNe CPOKa, YCTaHOB/IEH-
Horo [8], dhnHaHcoBas opraHusauus obecneunsaeT nx 6/10kMpoBaHne c nocneayWwmnm obecnevyeHmem yHUUToXeHnsa MOH.
YHuutoxeHune MOH Npon3BOANTCA He MO3[HEE LECTN MeCALEeB CO AHA UX 6/1I0KMPOBaHUSA.

5.6 B chmHaHCOBOII opraHusauuu [o/xHa 6biTb OnpeAesieHa, BbIMNOMHATLCA U KOHTPOAMPOBATLCA MOAUTUKA
B OTHOWEHMN o6bpaboTkn M[H, a Takke B cayyae Heo6XOAMMOCTU yCTaHOB/IeHbl nopsakn obpab6oTkm MAH Ana oT-
AenbHbiX pecypcoB MAH. Ana pecypcos MNAH. o6pabatbiBaembix B AC. B Tom yucne WNCIOH, nopafok o6paboTku
MAH rNoxeT SBASATLCA 4YacTblo 3KCMAyaTalMOHHOW gokymeHTauuu Ha AC n paspabaTbiBaTbCsi Ha 3Tane cosgaHus
(mogepHusaymm) AC.

YKa3aHHble [JOKYMEHTbI:

- onpegensawT npoueaypbl npegoctaBnenns goctyna kK MNAH;

- onpegensalT npoueaypbl BHECEHUS u3MeHeHWit B MJH € uenbio obecneyeHns nx TOYHOCTU, JOCTOBEPHOCTU W
aKTyasibHOCTW, B TOM YMC/ie N0 OTHOLIEHUNIO K Lensim obpa6oTku MNAH;
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- onpeAensT npouesypbl YHUUTOXEHUS, 06e3nnumBaHnsa nméo 6nokvpoBanuns MAH B cnyyae HEOGXOAMMOCTM Bbl-
NOSIHEeHNA Taknmx npoueayp:

- onpeAensaioT npoueaypbl 06paboTkn obpaleHunii cybbektoB MAH (MX 3aKOHHbIX NpefcTaBuTenell) AN cay4vaes,
npeAycMoTpeHHbIX ®efepasnbHbIiM 3aKOHOM «O NepcoHasnbHbIX faHHbIX», B YACTHOCTU NOPAA0K NOArOTOBKM MHGhOpMaLum
0 Hanuuuu MNAH. OTHOCAWMXCA K KOHKPeTHOMY cybbekTy MOH. uHdopmaymm, HeobxoanuMon ANA npefocTaB/ieHNs BO3-
MOXHOCTN O3HAaKOMJ/IeHUsi cy6bekToM MAH (MX 3aKOHHbIX NpeacTaButenei) ¢ ero MAH. a Takke npouenypbl 06paboTkn
obpauyeHnii 06 yTouHeHun MOH. nx 610KMPOBAHUN NN YHUUTOXEHUN, ecnu MNAOH SBAAIOTCA HEMOHbIMK, YCTapeBLInMM,
HETOYHbIMW, HE3AKOHHO MOIYYEHHBIMU UK HE ABASIOTCA HEeO6XOANMbIMU AN YCTAHOBNEHHON Lenn o6pa6oTku;

- onpepensT npoueaypbl 06paboTkn 3anpoca yno/sHOMOYEHHOro opraHa no 3awuTe npas cy6bekTos MAH;

- onpeAensaiT npoueAypbl NonyyeHus cornacus cyowekra MAH Ha o6paboTky ero MNAH 1 Ha nepegavy o6paboTkm
ero M[H TpeTbUM nuuam;

- onpeAensioT npoueaypbl nepegauv MAH mexay nonb3oBarensamu pecypca MNAH. npegycmarpusaloLLero nepeja-
yy MAH ToNbKO Mexay paboTHUKaMy (hMHAHCOBOI opraHu3auny, UMeLWnM 4ocTtyn K MAOH:

- onpepensT npouefypsl nepegaun MAH TpeTbUM AnLam:

- onpeaensT npouesypsbl paboTbl ¢ MaTepuanbHbIMKU HocuTensiMu MAH;

- onpepensoT npoueaypbl, He06x0ANMbIe 419 OCYLLEeCTB/IEHNA YBeAOM/IEHNS YNOSTHOMOYEHHOro opraHa no 3ayu-
Te npaB cyo6bekToB MAH 06 o6paboTke MAH B CpOKU, yCTaHOBNEHHbIE [8):

- onpepensoT HEOO6XOAMMOCTb NMPUMEHEHNA TUMOBLIX hOPM [OKYMEHTOB AN OCyLecTBAeHns o6paboTkn MAH u
npoueaypbl paboTbl ¢ HUMK. oA TUNOBOW (HOPMOW fOKyMeHTa NMoHVMaeTcs WabsoH, 61aHK 4OKyMeHTa v Apyras yHu-
hnumnpoBaHHas chopma LOKyYMeHTa, ucnosibdyemas (pmHaHCcOBOl opraHu3auueit ¢ uensto c6opa MAOH.

B.7 ®nHaHcoBas opraHusauua Ao/mkHa ony6nkoBaTb MW MHbIM 06pa3oM 06ecneynTb HeorpaHYeHHbIR JOCTyn K
[IOKYMEHTY, onpeAensioliemMy ee noamTuky B OTHOLIEHUN 06paboTkn MOH. a Takke K CBeAEHUSAM O peannsyembix Tpe6o-
BaHMAX No obecneyeHnto 6€30NacHOCTN NePCOHaNbHbIX AaHHbIX.

B5.8 B chuHaHCOBOI opraHv3auumn JO/mMKHO 6biTb YCTAHOB/IEHO, B Kakunx C/yvyasx Heo6XoAnMO nosyYeHne cornacus
cy6bekToB MAH. npn aTom hopma 1 NopsAoK NoNyyeHns cornacusa cy6bekTos MAH AO/MKHbI ObITh pernamMmeHTMpoBaHbl.

5.9 B hnHaHCOBOW OpraHu3auumn fo/MKHbl O6biTb OnpeAesieHbl, BbIMOMHATLCA, PErucTpMpoBaTbCa W KOHTPOIMPO-
BaTbCA NpoueAypbl yyeta nul,. nMetoLmx gocTtyn K MAH.

[lokyMeHT, onpefensowuii nepeyerb nuL, umetowmx goctyn k MNAH. yTeepxaaeTcs pykosogutenem uHaHcoBOA
opraHusaumm.

B.10 O6paboTka MNAH paboTHMKamu hMHAHCOBOI OpraHn3aLnn Ao/HKHbI OCYLLECTBAATLCA TOJIbKO C Lieflbio BbINOSI-
HEHUSI UX AO/MKHOCTHbIX 06513aHHOCTENA.

B.11 B chuHaHcoBOI opraHmsauun fo/HKHbI 6biTh ONpeAeneHbl, BbINOMHATLCA, PerncTpMpoBaTbCA U KOHTPOINPO-
BaTbCA NpoLeAypbl 03HAKOMIEHUS pabOTHMKOB, HENOCPeCTBEHHO OCYLLeCTBAAIWMX 06paboTky MAH. C NOMOXEHNAMMN
3akoHogaTenbcTBa P® 1M BHYTPEHHUMU [OKyMeHTamu hMHAHCOBOI opraHusauyuu, cogepxatnmm Tpe6oBaHusa no obpa-
60Tke 1 obecneyeHnto 6es3onacHocTn MAH B 4acTu, Kacawwenics nx fo/MHKHOCTHbIX 0683aHHOCTEN.

B.12 B dhHaHCOBOI opraHn3auuu JO/KHbI GblTb ONpeAesneHbl, BbINMOMHATLCA, PErncTPUPOBaTbCA U KOHTPONNPO-
BaTbCA Npoueaypbl yueTa NoMeLLeHWii, B KOTOpbIX ocyliecTBasieTca o6paboTka MOH, a Takke 4ocTyna paboTHUKOB U NHbIX
NuL B MOMELLEHNs, B KOTOPbIX BefeTcst obpaboTka MNAH.

B.13 Mpu pa6bote ¢ MHW MAH AoMkHO 6bITb 06ecnevyeHo BbINO/IHEHVE coAepxXaHus, NpeAyCMOTPEHHOro Mepamu
Myn.20. Nyn.21. NYN.22. NyWN.24 n NyW.26 tabnuupl 31. a TaKke:

- o6oco6neHue MAH OT MHOI MHOPMALIMKU, B HACTHOCTU NyTem dukcauun ux Ha otaenbHbeix MHW MAH. B cneym-
anbHbIX pasgenax uav Ha nonsx popm AokyMeHToB (Mpu o6paboTke MAH Ha ByMaXHbIX HOCUTENSX);

- xpaHeHwue TOH. uenm o6paboTkn KOTOPbIX 3aBEAOMO HECOBMECTUMbI, Ha OTAeNbHbIX MHU;

- peructpauus v ydeT mecT xpaHeHua MHW MAH ¢ dwukcaymeli kateropun obpabaTbiBaeMbiX NepPCOHaNbHbIX faH-
HbIX (cneymnanbHble kateropun MNAH. 6uomeTtpuyeckme MNAH. NAH. NonyYeHHble 13 06LLeA0CTYNHbBIX UICTOYHWUKOB, MW UHbIE
MNAH). BKNloYas paspenbHoe xpaHeHue pecypcoB M[H. 06pa6oTka KOTOPbIX OCYLECTBAAETCS C Pas/INYHbIMU LieNsiMU;

- yCTaHOB/IEHME U BbINOSIHEHME MOPSAAKA rapaHTVPOBAHHOIO YHUUTOXEHNA (CTupaHus) nudopmanmmn ¢ MHW NAH.

B.14 XpaHeHue MAOH [O/MKHO OCYyLeCcTBNATLCSA B hopMe, No3BonsoLeid onpegennts cy6bekta MAH He fonblue,
yeM 3T0ro TpebyioT uenm o6paboTkm MNAH. ecnn cpok xpaHeHua MAH He ycTaHOBEH thefepanbHbiM 3aKOHOM, ,0F0OBOPOM,
CTOPOHOI KOTOPOro, BbirogonpuobpeTaTenem Uan nopyymTenem no KOTOpomy asnseTcs cyobekt MAH.

B.15 O6uweaocTynHbie NCTOYHUKKM MAH co3gatoTca u Nny6ankyloTca hMHAHCOBON opraHusauneii Tonbko ANs uenu
BbINOJIHEHNA TpeboBaHWil 3akoHogaTenscTBa Poccuiickoin ®egepaummn. B omHaHCOBOM opraHm3aunn fomkHbl 6biTb onpe-
[leneHbl. BbIMOMHATLCA, PErMCTPUPOBATLCA U KOHTPONNPOBATLCA Npoueaypbl ny6ankaumun MOH B 06LeA0CTYNHbIX UCTOY-
Hukax MAH.

B.16 MopyyeHue o6paboTku MAH TpeTbemy Nuuy (aanee — o06paboTyMK) AO/KHO OCYLLECTBAATHCA HA OCHOBaHUU
Jorosopa. B ykazaHHOM foroBope fo0/xHbl 6bITb ONpeAeneHbl nepeyeHb aeicTeuii (onepauuii) ¢ MAOH. koTopbie 6yayT
coBepLliatbca 06paboTUMKOM, 1 Lenn o6paboTkn, AomKHa ObiTb yCTaHOBNEHA 0683aHHOCTL 06paboTumka obecneymBaTtb
6e3onacHocTb MAH (B TOM yncne cobnkagatb KoHpuaeHUnanbHocTb MAH) npu ux o6paboTke, He packpbiBaTb W He pac-
npocTtpaHaTb MAH 6e3 cornacusa cybbvekra MNH. ecnu nHoe He nNpeAycMOTPeHo defepasibHbIM 3aKOHOM, a Takxke [O/DKHbI
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6bITb yKasaHbl TpeboBaHua no obecneveHunto 6es3onacHocTn MAOH. Mpu nopyyeHun obpaboTkm MAH obpaboTunky tu-
HaHcoBas opraHv3auus Ao/XHa NonyunTb cornacue cybbekta MAH. ecnn MHoe He NpefyCMOTPEHO 3akoHoAaTeIbCTBOM
Poccuiickoin ®egepaumu.

B.17 B (huHaHCOBOI opraHun3auuu fOo/MKHbI GbiTb ONpefeneHbl, BbIMOMHATLCA, PErMCTPUPOBATLCA U KOHTPO/IMPO-
BaTbCA MPoOLEeAypbl, BbINO/HAEMbIe B C/ly4yasx HEOOXOANMOCTMN OCYLLeCTB/IEHUS TpaHCrpaHnyHoii nepegaum MAOH.

B.18 B hnMHaHCOBOI opraHu3aumm JO/MKHO GbiTb Ha3HAYeHO NULO, OTBETCTBEHHOE 3a OpraHu3auunto 06paboTku
MAH. MonHoMouuns nuua, OTBETCTBEHHOTO 3a opraHunsauuto ob6paboTku MAOH, a Takke ero npasa 1 0693aHHOCTY [OKHbI
6blTb yCTaHOB/IEHbl PYKOBOACTBOM (hMHAHCOBOI opraHmsaumm.
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Mpunoxexvne B
(cnpaBoy4HOE)

MepeyeHb cob6bITUI 3aWMTbl MHOPMaLMKU, NOTEHLMAIbHO CBA3AaHHbIX
C HECAHKLMOHMPOBAHHbLIM AOCTYMNOM U MHUMAEHTAMU 3aWnUTbl MHOpMaLuK,
peKOMEeHAYEMbIX AN BbISIBMIEHUS, perucTpaunum n aHanusa

B.1 feiicTBusi u (Mnn) onepauum No co3faHunio, yaaneHunio, KOnMpoBaHNio pecypcoBs gocTyna.

B.2 [leiicTBmAa n (unn) onepauun no cos3gaHuio, yaaneHvto, 6/T0KMpoBaHunio, pa361o0KMPOBaHWI0 YHETHbIX 3anuceil.

B.3 [leiicTBuA 1 (Mnn) onepauun no sMeHeHuo (NpefocTaB/eHno) NpaB I0rMYecKoro JocTyna.

B.4 [leiicTBma n (nm) onepauun no nogknoyeHnto CBT K BbIYMCANTENbHBLIM CETAM (DUHAHCOBOW OpraHn3auum.

B.5 [leiicTBma 1 (W1n) onepauun no 3anycky NporpamMmMHbIX NPOLLEeCcCOoB.

B.6 feiicTBus n (Man) onepayuy Npu oCyLLEeCTBEHUN TOTUYECKOro AocTyna.

B.7 ®akTbl BbIABNEHUA YA3BMMOCTEN 3aLuTbl MHpopMaL .

B.8 ®akTbl BbIABNEHNA BPEJOHOCHOTO Koaa U (1m) MOBMALHOTO Koga.

B.9 ®akTbl BbIABEHUA NOMNbITOK OCYLLECTB/IEHNSA BTOPXEHWUI N CETeBbIX aTak.

B.10 ®akTbl BbIIB/IEHWUS aTak TUNa «oTka3 B 06CMyXMBaAHUN».

B.11 fleiicTBuA 1 (Wm) onepauun, HanpasfeHHble HA U3MEHEHWe NPaBu/ CerMeHTaLun n MexceTeBoro aKkpaHmpo-
BaHWS BbIYNCNUTENbHBIX CeTell (hHaHCOBOW opraHusayuu.

B.12 [leiicTBuA 1 (M1n) onepayumn No M3MEHEHNI0 NnapaMeTpPoB HACTPOEK TEXHUYECKNX Mep 3alyuTbl MHpopMaLuuu,
napameTpoB HacTpoek cuctemHoro MO. BausoWmMx Ha obecneyeHune 3awnTbl MHOPMaLUK.

B. 13 ®akTbl BbIIBIEHUA HapyLleHnii n c6oeB B paboTe TEXHUYECKUX Mep 3alunTbl MHhopmaLmu.

B. 14 ®akTbl BbiiBNIEHNE HAPYLIEHWIi 1 C60eB B ycTaHOBeHUU (06HOBNeHUN) MO 1 napaMeTpoB HaCTPOEK TeXHUYe-
CKMX Mep 3aWuTbl MHOPMAaLMK, NX CUTHATYPHbIX 6a3 (B C/lyyaB X NCMOMNb30BaHMWS).

B.15 ®akTbl BbIABNEHUA HapylleHuii n c6oeB B ycTaHOBMEeHWM (06HOBMEHUM) cucTemHoro MO 1 napameTpoB ero
HacTpoekK, BAUSAIOLWNX HA obecneyeHne 3awunTbl MHopMaLmu.

B.16 [JeiicTBuAa 1 (unu) onepaymm no namMmeHeHuw coctaBa MO APM nonb3oBaTeneil u akcnayaTtayMoHHOIo Nepco-
Hana. B TOM YMc/ie 3anyckaeMoro aBTomaTuyeckun npu sarpyske onepaumoHHbIX CUCTEM.

B.17 [elicTBusi 1 (Mnn) onepauuy No n3MeHeHuto coctaea MO cepBepHOro o60pyaoBaHus.

B.18 ®akTbl BbIABEHNA HapyLlieHuii uenoctHoctn MO AC Ha APM nonb3oBateneii n akcnayaTauyoHHOro nepco-
Hana.

B. 19 ®akTbl BbISBIEHUS HapyLUeHWI [OBEPEHHOI 3arpy3ku onepaunoHHbix cuctem APM nonb3osateneii n akcnaya-
TalMOHHOro nepcoHana.

B.20 ®akTbl BbIABNEHNA HAPYLUEHW LLeNNIOCTHOCTW 3TaNlOHHbIX KoMK MO. B TOM Yncie Npu ocyLecTBAEHNN UX pac-
npoctpaHeHus n(Mnn)obHoBAEHUSA.

B.21 ®akTbl BbIAB/IEHNA CMEHbI U (UNK) KOMNPOMeTaunn ayTeHTUDMKALMOHHbIX JaHHbIX, UCMOb3YyeMbIX AN [,0-
cTyna K CepeepHOMy 1 ceTeBOMYy 060py0BaHuIO.

B.22 [leiicTBusi 1 (MNn) onepaLumn co cpeacTBamu Kpuntorpaduyeckoii 3almTel UHOPMaL UM 1 KNio4eBoin Hdop-
Mauuei.

B.23 flelicTBus 1 (Mnn) onepauum No NCNob30BaHNI0 pa3b10KMPOBaHHbBIX KOMMYHVKALMOHHbIX NOPTOB.

B.24 [leiicTBus 1 (n1v) onepauuy No nepegavye MHgopmMmauum ¢ NCNONb30BaAHNEM 3M1EKTPOHHON NOYThI.

B.25 flelicTBus 1 (Mnn) onepauun Npu ocyLecTBNeHun [JoCcTyna K pecypcaM ceTu VIHTepHerT.

B.26 [feiicTBmA 1 (Mnu) onepayumn Npy OCyLWecTBEHNN JOCTyna K CepBePHbIM KOMMNOHEHTaM BMPTyanusauuu Bup-
TyaslbHbIMW MallnHamu, I0rMYecknuMmn pasgenam UM ToMmamu.

B.27 ®akTbl BbISIBIEHWS HapYLUEHWI Npu 4OBEPEHHOV 3arpy3ke BUPTYyasibHbIX MaLLH.

B.28 [leiicTBusi 1 (Mnu) onepauuv Npu agMUHUCTPUPOBAHUN CUCTEMbI XPAHEHUSI AaHHbIX.

B.29 flelicTBus 1 (Mnn) onepauymn No UCMOb30BaHNI0 MOAKOHTPObHLIX MOBGUbHbLIX YCTPOCTB.
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TEXHUYeCKnx Mep no obecneyeHno 6€30NacHOCTM NepcoHasnbHbIX AaHHbIX NpU X 06paboTke B MHOPMALMOHHbIX
cucTemMax NepcoHasibHbIX AaHHbIX C UCNOMb30BAHMEM CPEACTB KpunTorpadnueckoi 3awmTbl nHopmauum, He-
06X0ANMbIX 418 BbINO/IHEHUA YCTAHOB/EHHbIX [paBuTeNnbCTBOM Poccuiickoii depepauun TpeboBaHuii K 3aluTe
nepcoHanbHbIX AaHHbIX AN KaX/A0ro U3 ypoBHei 3alueHHoCTN»
TpeboBaHNA K cuctemMam OGHapyXeHUs BTOPXEHWN, yTBepxAeHHble Mpukazom ®PCTIK Poccum ot 6 Aekabps
2011 r. Ne638
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BaHka Poccun PC BP NBBC-2.9—2016 6aHKOBCKOW cucTembl Poccuiickoli ®epepaunn. MpepoTepale-
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PekomeHgaummn B o6nactu craHgaptusanumn O6ecneyeHne WHMOPMaLMOHHON 6e30NacHOCTU OopraHu3aumni
Baxka Poccun PC BP IBBC-2.5—2014 6aHKOBCKOI cucTembl Poccuiickoii depepauun. MeHeaXMEHT UH-
LUAEHTOB MH(DOPMaLMOHHONM 6e3onacHocTu
PekomeHgaummn B o6nactu craHgaptusaymn — ObecneyeHne MHGOpMaLMOHHOK 6e30macHOCTM opraHusauuii

BaHka Poccun PC BP MBBC-2.8—2015 6aHKoBCKoOI cuctembl Poccuiickoli depepaunn. ObecneyeHmne nH-
hopMaLMOoHHON 6e30MacHOCTM MPU UCMNOMIb30BAHUN TEXHOOTUN
BUPTyanmsaumm

PekomeHgauun B o6nactu craHgapTusanumn Ob6ecneyeHne WHMOPMALMOHHON 6e30NacHOCTU OpraHu3aumni

Baxka Poccun PC BP MIBBC-2.0—2007 6aHKOBCKOI cucTembl Poccuiickoit depepaumn. Metoguueckue

pekomeHgauuy no AoKyMeHTauum B 06n1acTtv obecneyeHuss WH-
hopmMaLMOHHO 6e30NacHOCTU B COOTBETCTBUM C TpeGOBaHUAMMU
CTOBP UBBC-1.0
PekomeHgaummn B 06nactu craHgaptusauuu Ob6ecneyeHne WHMOPMALMOHHON 6e30NacHOCTU OpraHu3aumni
BaHka Poccun PC BP MBBC-2.6—2014 6aHKOBCKOIl cucTembl Poccuiickoit ®epepaunn. ObecneyeHune
MH(OPMAaLMOHHON 6€30MacHOCTU Ha CTaAMAX XU3HEHHOTO Lukia
aBTOMaTU3MPOBaHHbIX GAHKOBCKUX CUCTEM
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