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FOCYLAPCTBEHHbBIN CTAHOLAPT POCCUUCKOWN GEAEPALWNU

VIHhopMaLMoHHas TeXHOMOMvs
YPOBHW UENOCTHOCTW CUCTEM U NMPOITPAMMHbIX CPEACTB

Information technology.
System and software integrity levels

[arta sBefeHus 2003—07—01

1 O6nacTb NpUMeHeHUs

HacTosawumii cTaHgapT onpegensieT KOHUENUMI0 YPOBHEl LENOCTHOCTM MPOrpaMMHbIX CPeacTB U
Tpe6oBaHMs K Lie/IOCTHOCTU MPOrpamMMHbIX CpeAcTB. CTaHAapT COAEPXXUT OCHOBHbIE MOOXEHUS, CBSA3aH-
Hble C YPOBHSIMM LENOCTHOCTM, OMnpeaensieT Mnpoueccbl A1 YCTaHOB/IEHUS! YPOBHEN LEeMOCTHOCTM 1
TpeGoBaHWUiA K LiENOCTHOCTM MPOrpaMMHbIX CPEACTB, a TakXKe YCTaHaB/MBaeT TPeGOBAaHUS K KaXgoMy
COOTBETCTBYtOLEMY npoueccy. CTaHAapT He NpedonpeaensieT KOHKPEeTHbIA Habop YPOBHel LEeNoCTHOCTH
WM TPeboBaHWUSA K LieNOCTHOCTY KOHKPETHOro NMporpaMMHOro cpeacTea. [JaHHble Habopbl AO/KHbI ObITh
yCTaHOB/EHbI NM60 ANs NPOrpaMMHOr0 CPeAcTBa HA YPOBHE MPOEKTUPOBAHUS, NN60 AN KOHKPETHOro
NPUKNAGHOro ceKTopa u (Unu) cTpadbl. CTaHAapPT NPUMEHUM TOMIbLKO ANt NPOrpPaMMHbIX CPeACTB. YPOoBeHb
LIeNIOCTHOCTW CUCTEMbI U YPOBHM LIIOCTHOCTY HEMpPOrpamMMHbIX KOMMOHEHTOB B HACcTOSLLEM CTaHAapTe
UCMO/b30BaHbl TO/ILKO A/1S1 OMpPefeNIeHNs YPOBHEN Lie/IOCTHOCTM KOMMOHEHTOB MPOrpaMMHbIX CPEACTB.

HacToswuii cTaHAapT NpefHasHauYeH A1s NPUMEHEHUST pas3paboTuMKamu, Nosb3oBaTeNsiMu1, NocTas-
LWMKaMM U 3KCMEepTamy MPOrpamMMHbIX MPOAYKTOB WM CUCTEM, COAepXKaljux MporpaMMHble CPeacTsa, a
TakxKe 4ns agMUHUCTPATUBHON 1 TEXHUUECKO NOAAEPXKKMN faHHbIX NMPOAYKTOB U CUCTEM.

YpoBeHb LieNOCTHOCTM MPOrPaMMHOI0 CPeacTBa He OMpefensieT AManas’oH 3HaYeHUl KOHKPETHOro
cBOIiCTBA MPOrpamMMHOr0 CPeacTBa, HeOGXOAUMbIA AN YAepXKaHMS CUCTEMHONO pUCKa B AOMYCTUMbIX
rpaHvuax. 111 nporpaMmmMHOro CPeAcTBa, BbINOMHAIOLLErO (hyHKLMUIO aMOpTU3aLun, NOAOGHLIM CBOMCTBOM
ABMISIETCS HAAKHOCTb, C KOTOPOI NPOrpaMMHOE CPeACTBO [JO/IKHO BbINOMHATL (YHKLMI0 aMopTU3aLuN.
N5 NporpaMMHOro CPeAcTBa, 0TKa3 KOTOPOro MOXET MPUBECTU K Yrpo3e 138 CUCTEMbI, TaKUM CBOMCTBOM
ABNSIETCA OrpaHWUeHNe YacTOTbl MM BEPOATHOCTM MOAOGHOMO 0TKa3a.

Tpe6oBaHUAMM K Lie/IOCTHOCTM MPOrpamMMHOro CpeAcTBa SBNAOTCA TPe6oBaHWsl, YAOBETBOPSIEMbIe
B MpoLLecce NPOrpaMmMHOl MHXEHEPUU, UCTI0Nb3YEMOM /1l pa3paboTKX NPOrpaMMHOr0 CPeacTBa, KOTOpbIM
[O/MKHbI COOTBETCTBOBATb NPOrpaMMHble NPoayKTbl, U (MK) TpeboBaHWUS, YeTKO ONpeaensitoLne KauecTBo
(hYHKLMOHMPOBaHWS MPOrpaMMHOr0 CPeacTBa BO BPeMeHW, obecneynBatoLLme cTeneHb ero COOTBETCTBUS
3alaHHOMY YPOBHIO Lie/IOCTHOCTMU.

HacTosilmii cTaHaapT He ycTaHaBNMBAeT Cnoco6 MHTerpauun onpeaeneHnsl YPoBHS LieNIOCTHOCTU B
06LLMe NPOLECChl XXM3HEHHOMO LMKA MPOrPamMMHOi UHXEHEPUN.

2 HopmaTuBHbIe CCbINKK

B HacToslLLeM cTaHAapTe MCNONb30BaHbl CCbIIKM Ha CejytoLime CTaHaapTbl:

FOCT P NCO/M3K 12207—99 WHpopMaunoHHaa TexHonorus. lpoueccbl XXU3HEHHOT0 LMKIa
NporpaMMHbIX CpefcTB

MNCO/M3K 2382-1—93ii MHpopmaumnoHHas TexHonorus. Cnosapb. YacTe 1: OcHoBononaratowme
TePMUHBI

1 OpurnHanbl MeXxayHapoAHbIX CTaHAAPTOB:
- NCO (MCO/M3K) - Bo BHUNKW ToccraHgapta Poccuu;
- M3K —Bo BHWWcTaHgapT NocctaHgapta Poccuu.

W3paHve oduupansHoe
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MCO/M3IK 2382-20—95" WNHpopmaLmoHHas TexHonorms. Cnosapb. Yactb 20: PaspaboTka cuctem

NCO 8402—94" YnpaBneHWe Ka4eCcTBOM U obecnedeHne Kadvectsa. Cnosapb

M3K 50-191—93" MexXayHapoAHbIii 3NeKTPOTEXHUYECKNIA cnoBapb. naBa 191: HageXHOCTb ”
Ka4yecTBO ycnyru

M3K 300-3-9—95" ¥YnpaBneHue HagexHocTblo. YacTb 3: lNpuknagHoe pykoBoacTBO. Pasgen 9:
AHann3 pucka TeXHONOrMYECKUX CUCTEM

3 OnpepgeneHuns

B HacToAllem cTaHAapTe MPUMEHAOT onpegeneHuns, npusegeHHble B WCO/M3K  2382-1,
MCO/M3K 2382-20. ICO 8402 n M3K 50-191, a Takxke crefyloLine TEPMUHbI C COOTBETCTBYHOLUMUN
onpefeneHnsaMu.

3.1 KOMMOHEHT (component): 71eMeHT BHYTPU CUCTEMbI, UMEKOLLMIA SUCKPETHYIO CTPYKTYPY (Hanpu-
Mep. KOMMNOHOBOYHbIA WX NPOrpaMMHbIii MOAY/b), paccmMaTpyBaeMblii Ha KOHKPETHOM YpPOBHe aHa/un3a.

3.2 cTeneHb goctoBepHocTU (degree of confidence): CTeneHb yBepeHHOCTU B COOTBETCTBMW NPOrpam-
MHOrO CpefCTBa YCTAHOB/IEHHbIM TPe6oBaHUAM.

3.3 OTBETCTBEHHbI MNpoeKTaHT (design authority): JZIMLo Wan opraHM3auusi, KOTopas OTBe4vaeT 3a
co3faHune MpoekTa CUCTEMbI.

3.4 oTtkas (failure): lNpepblBaHWe CNOCOGHOCTM 00bEKTA BbIMOMHATL TpPebyeMyt (YHKUMIO Wu
HEBO3MOXXHOCTb BbIMO/THEHUSI UM 33aHHOWN (PYHKLMUN B 3apaHee YCTaHOB/IEHHbIX FpaHuLax.

3.5 nokanusaums otkasa (fault isolation): CnocobHOCTbL MNOACMCTEMbI MpesynpeXxaaTb 0TKa3 B paMKax
AaHHoOI nmoacucTeMbl 6e3 Bbi3oBa MOCNeAYOLLMX 0TKA30B B APYrUX MOACUCTEMAX.

3.6 dyHkums (function): AcnekT onpefeneHHOro rnoBefeHNs CUCTEMbI.

3.7 vHMyMnpyroLee cobbiTre (initiating event): CobblTue, KOTOPOe MOXET MPUBECTU K Yrpose.

3.8 OTBETCTBEHHbI 3a obecneyeHne LENOCTHOCTK (integrity assurance authority): Hesasucumoe nuuo
WAN opraHn3aums, oTBevaloLas 3a aTTecTauMio Ha COOTBETCTBME TPebOBaHNAM LLeNOCTHOCTH.

3.9 ypoBeHb LenocTHocTu (integrity level): YkasaHne grnanasoHa 3Ha4eHuWli CBOMCTBA 06beKTa, HEOO-
XOAUMbIX ONS1 YAEPXXaHWUsS CUCTEMHOFO pucka B AOMYCTMMbIX rpaHuuax. [as 06bekTa, BbIMO/HALLErO
(OyHKLMM amopTu3auumu, MNofo6HbIM CBOWCTBOM SABMSETCA HAAEXHOCTb, C KOTOPOA O06LEKT [LO/KEH
BbIMNOMHATL (DYHKLMIO amopTu3aumn. Ons 06beKToB, 0TKa3 KOTOPbIX MOXET MNPMBECTM K Yrpose /s
CUCTEMbI, TaKUM CBOMNCTBOM 51a35eTCA OrpaHnyeHre 4acToTbl NOA06HOr0 0TKasa.

3.10 06bekT (item): OneMeHT, TaKOM KaK 4YaCTb, KOMMOHEHT, nofcucTeMa, obopyfoBaHue wuam
cncTema, KOTOPbIi MOXET ObITb PacCMOTPeH OTAe/IbHO. 3NeMeHT MOXET COfiepXXaTb TeXHUYecKue W
nporpamMmmHble CpeacTBa UM 1M TO U ApYroe.

3.11 dyHKuma amopTusaumm (mitigating function): dyHKUKMSA, KoTopas, B C/lydae YCMELWHOW peanvsa-
LMK, fO/HKHA NPeLoTBPaTUTb BO3HUKHOBEHNE MHULMNPYIOLLErO COObITUS KOHKPETHOM Yrposbl.

3.12 pwuck (risk): PYHKUNSA BEPOATHOCTM BO3HUKHOBEHWS 3afaHHOM Yrpo3bl U NOTeHUMabHO Hebna-
ronpuSATHBIX NOCNEACTBUI BO3HUKHOBEHWS 3TOM Yrposbl.

3.13 pa3mep pucka (risk dimension): MepcrnekTnBa, C TOUKV 3peHNsT KOTOPOW ByAeT NpoBefeHa OLeHKa
puckKa fns cucTeMbl (Hanpumep, 6e30NacHOCTb, 3KOHOMMKA, 3aLInTa).

3.14 6e(onacHocTb (safety): BepoAaTHOCTb TOr0, YTO CMCTEMA NP ONpPeSeNieHHbIX YCI0BUAX He NpuaeT
K COCTOSIHWIO, B KOTOPOM >XM3Hb YeN0BEKA, ero 340p0Bbe, COBCTBEHHOCTb MM OKpYXatoLwasa cpeja moryt
ObITb MOABEPrHYTLI 0NACHOCTH.

3.15 3awmTa (security): MNpegoxpaHeHVe 06BbEKTOB CUCTEMbI OT CYYaiHOro UM NpefHaMepeHHoro
[0CTyna, UCNoNb30BaHWsA, N3MEHEHUS, YHUUTOXEHNUS WU PacKPbITUSA.

3.16 ypoBeHb LIeNIOCTHOCTM MporpaMmHoI0 cpegctBa (software integrity level): YpoBeHb LenoCTHOCTYU
NPOrpaMMHOro o6bLekTa (3/1eMeHTa).

3.17 nopcuctema (subsystem): Jliobas cuctema, BXoAsLasa B Apyryto (60/bLUy0) cucTemy.

3.18 cuctema (system): CnoxkHas CTPyKTypa, COCTOSILLAA M3 OAHOr0 WM HECKOSIbKMX MPOLeccoB,
TEXHUYECKMX W MPOrpamMMHbIX CPeACTB, YCTPOMCTB M MepcoHana, YAOBMETBOPSOLLAA YCTAHOBIEHHbIM
NOTPEGHOCTAM W LieNsM.

3.19 cuctemaTmyeckuin oTkas (systematic failure): OTkas, B psife cny4daeB CBA3aHHbIN C KOHKPETHbIM
Croco6omM ero ycTpaHeHuUs MyTeM MW3MEHEHUSA MPOeKTa WM MPOWM3BOACTBEHHOr0 npouecca, npoueayp
aKcnnyaTaumm, JOKYMEHTUPOBAHUSA WM APYrnxX cONyTCTBYOLWMX (haKTOpPOB.

" OpurnHasibl MeXayHapoHbIX CTaH4aPTOB:
- NCO (MCO/M3IK)—B0o BHUNKI TocctaHgapTta Poccuu;
- M3K —Bo BHWWcTnHaapT lMNocctangapta Poccum.
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3.20 ypoBeHb Le/IOCTHOCTM cUCTeMbI (System integrity level): YpoBeHb LLeNOCTHOCTMW, 3afaHHbI Ans
CUCTEMBbI.

3.21 yrpo3sa (threat): CocTosiHME CUCTEMbI UM €€ OKPY>KEHWUS, KOTOPOe MOXEeT MpUBECTU K Hebna-
ronpuaTHOMY 3heKTy NMpU OAHOM WM HECKOMbKUX pa3mepax pucka.

4 CUMBO/bI U COKpaLLeHNs

OTCyTCTBYIOT CUMBO/IbI, UCMO/Mb3YeMble B HacTOALLEM CTaHZapTe.

5 OCHOBbI YPOBHelA LieNIOCTHOCTY NPOrpaMMHbIX CPEACTB

5.1 Vcnonb3oBaHWe HACTOALLEro cTaHJapTa

KoHuenumsa He3aBMCUMOro Cy6beKTa, OTBeYaloLLero 3a obecneyeHne LeNOCTHOCTU, SBMSIETCA OCHO-
BOMo/aratoLLeli Npu NPUMEHEHMN HacTosLLEro cTaHgapTa. OTBETCTBEHHbIM 3a 06ecrneYveHme LefnoCTHOCTM
ABMSETCH N0 MW OpraHM3aums, 0TBevaroLLan 3a NpoBeAeHMe cepTudmKaLmm Ha COOTBETCTBME TpeboBa-
HUAM LLe/IOCTHOCTU. PelleHnsl, NPUHATbIE MO COrfacoBaHMIO MeXJy OTBETCTBEHHbIM MPOEKTaHTOM U
OTBETCTBEHHbIM 3a 06ecrievyeHue LEeNOCTHOCTU, JO/MKHbI ObITb JOKYMEHTa/IbHO oopMieHbl. PelueHuns,
Nnof/ieXkaLline COrsiacoBaHuIo, [0/DKHbI 0XBaTbiBaTb OMPefesieHne: COOTBETCTBYHOLUMX Pa3MepoB PUCKaA,
NCMO/b3yeMbIX KOHKPETHbIX YPOBHEN LEeN0CTHOCTN, KOHKPETHOr0 KpUTEPUSI OLEHKWN KaXK4Oro YPOBHS,
cTeneHn 3(MEeKTUBHOCTU WUCMO/b30BAHUS OMNpeAeneHHbIX apXUTEKTYPHbIX OCOBEHHOCTEel npoekTa u
TpeboBaHU K NPOrpamMMHOMY CpeAcTBY, BO3HUKAKOLINX BCNEACTBME YCTAHOB/EHNS KOHKPETHOMO YPOBHSA
Lie/IOCTHOCTH.

Mpouecchbl, oNMcaHHble B HACTOSALLEM CTaHAapTe, NpefcTaB/ieHbl He3aBMCMMO OT 06LLMX NPOLEeccoB
CUCTEMHOIM WHXXEHEpPUMN, HO HacTosAWMIA cTaHAapT He MpPensTCTBYET BK/IOYEHUID 3TUX MPOLIECCOB B
NPOLLECChbl CUCTEMHONW MHXeHepun. Kpome TOro, A1 COOTBETCTBUSA HACTOSLLEMY CTaHAapTy Npu peanunsa-
LUK 3TUX NPOLECCOB HE0OX04MMO, UYTOObI BCe TPe60BaHMSA K HUM 6blin yA0BNETBOPEHbI.

Mogpasgen 5.2 cofepXXMT 0630p 3TUX MPOLECCOB C TOUKM 3PEHUSI YCTAHOB/IEHWS YPOBHEW LenocT-
HOCTU K Tpe6oBaHMI K LENIOCTHOCTU MPOrpamMMHOro cpeacTBa. Pasgenbl 6. 7 1 8 ONUCLIBAKOT faHHble
npotieccbl 60ee feTasIbHO U OMNpPeAensAoT TpeboBaHUA, Hanaraemble Ha 3TV MPOLIECCHI.

5.2 0O630p

Ha pucyHke 1 npegctaBneH 0630p NpoLeccoB, HeO6XOAMMbBIX A1 YCTAHOBMEHUS YPOBHeW LenocT-
HOCTW CMUCTEMbI M MPOrPaMMHOr0 CpeAcTBa U TpeboBaHWIA K LeNIOCTHOCTM MPOrpaMMHOro cpefcTea. B
Tabnuue 1 nepevnciieHbl UCXOLHbIE flaHHble W BbIXOAHbIE pPe3y/bTaTbl A1 KaKAOro U3 TPex OCHOBHbIX
NPOLLECCOB: YCTAHOB/IEHNS YPOBHSA Le/IOCTHOCTU CUCTEMbI, YCTaHOB/IEHWUS YPOBHSA LLe/IOCTHOCTY NpOorpam-
MHOr0 CpPeACTBa W YCTaHOBMEHNS Tpe6oBaHWA K LLe/IOCTHOCT NPOrpamMMHOro CpeacTBa.

B HacTosILLEM CTaH4apTe UCMO0/b30BaH MeTOo/ yCTaHOB/EHNS YPOBHS LIE/IOCTHOCTY Ha OCHOBE NOHATUA
pvicka. [Mo3ToMy nepBblii LIar Npu YCTaHOBMEHUW COOTBETCTBYIOLLEIO YPOBHSA LIEIOCTHOCTU CUCTEMbI
0XBaTbIBaEeT BbINONIHEHMEe aHanm3a pucka. M3OK 300-3-9 cogepXuT pyKOBOACTBO MO MPOBEAEHUIO aHaIn3a
pvcka. [ns Toro 4tobbl BbIMOMHUTL aHa/IM3 PUCKA, LO/HKHA ObITb MO/TyYeHa focTaTouHas nHdopmams o
CMUCTEMe, ee cpefie M JONYyCTUMbIX 41 CUCTEMbI pa3mepax pucka. Pe3ynbTaTbl aHasimM3a pucKa LO/KHBbI
0XBaTbIBaTb BCE COOTBETCTBYIOLLME pasMepbl PUCKa B YacTy 6e30MacHOCTU, 3KOHOMUKN W 3alMTbl U 6bITb
COrflacoBaHHbIMW OTBETCTBEHHbIM MPOEKTAaHTOM WM OTBETCTBEHHbIM 32 06ecrneyeHne LeoCTHOCTM.

[onxHa 6bITb oLeHeHa AoNyCTUMOCTb /11060r0 pUCKa, BbISIBNIEHHOr0 B pe3y/nbTare aHanm3a. Cpasy
Xe rocrne NpoBefeHUs aHa/n3a U OLEHKW MPOEKTa CUCTEMbl Ha HasMyune JOMyCTUMOro puUcka cucTeme
JO/MKEH ObITb MPUCBOEH YPOBEHb LEMOCTHOCTU. YPOBEHb LIE/IOCTHOCTU CUCTEMbI [AO/DKEH OTpaXkaTb
HanXyALUWA ciyyaid pucKa, CBA3aHHbIN C CUCTEMOWA.

YpoBeHb LEN0CTHOCTU MPOrpaMMHOro CPeAcTBa B CUCTEME MePBOHAYA/IbLHO Ha3HAYaloT TakuUM e,
KaK YPOBEHb LIe/IOCTHOCTM CUCTEMbI. [1POEKT CUCTEMBI MOXET 6bITb MPOAHA/TU3MPOBAH C Lie/bio ONpesenTb
Ha/imuMe B HEM apXWUTEKTYPHbIX 0COGEHHOCTEl, MO3BOAAILWMX MNPUCBOUTL NPOrPaMMHOMY CpeAcTBY
MOHMXXEHHbIA YPOBEHb LIE/IOCTHOCTM MO CPaBHEHUIO C YPOBHEM LIEIOCTHOCTU CUCTEMBbI.
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AHANNS PUCKA OBLLUAA CUCTEMHAA
VH>XXEHEPVA
PucyHok | —TpoLecc yCTaHOBNEHUS U NMPUMEHEHUS YPOBHS LIENIOCTHOCTU NPOrpaMMHOro CpeacTBa
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Tab6nuua 1—MWcxofHble faHHbIE H BbIXOAHbIE Pe3ynbTaThl

Mpouecc VicxopHbe; faHHbIe BbIXOAHblE PETY/blaThI
YcTaHoBEHe YPOBHS CO0O0TBETCTBYIOLLME pa3mepbl pucka Puck
LENI0CTHOCTI CACTEMBI OnucaHme CMCTEMbI Yrposbi
OnucaHune cpefbl Oonyctumas yacToTa nm
ApXuTeKTypa cucTembl (mpu  ce BEPOATHOCTb MOAATEHNA yrposbl
Hannuum) MHnuunpytoline cobbitus
YacToTa nnn BEPOATHOCTb

VHULMNPYIOLLEro cobbITUS
YpoBeHb LieIOCTHOCTU CUCTEMBI

YcTaHoBneHNe YPOBHsI YPpOoBeHb LieN0CTHOCTU CUCTEMBI YpoBeHb LIeNOCTHOCTY MOACUCTEMbI
LLeNoCTHOCTH NporpamMmMHoOro UMK MpOrpaMMHOro cpeacTsa
CpeacTsa ApPXWTEKTYpa  MOACUCTEMbI WK ApPXUTEKTYpHble 0Co6eHHOCTH,
MPOrpaMMHOro CpeAcTBa CBf3aHHblE C MOHMXEHMEM  YPOBHS
LLenocTHOCTH
MepeyeHb Yrpo3 W [AAs  KdKAOM
yrposbi:
- ponycTumas uacTtosa unm
BEPOSATHOCTb MOSBNEHUS YIPO3bl:
- HHKHUMpYiOLIUC co6bITUS,
KOTOpbIe MOTYT MPUBECTU K Yrpo3se:
- OXugaemas yacToTa unm

BEPOATHOCTb  MOSBMEHUS  KaXA0ro
VHULMUPYIOLLETrO COBbLITHS

YcTaHoBneHe TpeboBaHuii K YpoBeHb LENIOCTHOCTU MOACUCTEMBI TpeboBaHus K LieNIoCTHOCTK
LIeNI0CTHOCTH NPOrpaMmMHOro Man NporpaMmmHOro cpeacTea NporpaMmmHOro cpeacTsa
cpefcTsa

CucTema SIBNSETCA MHTErPUPOBAHHBLIM KOMM/IEKTOM, COCTOSALLMM W3 OAHOTO MM HECKOMIbKUX KOM-
MOHEHTOB. KOMMOHEHTOM MOXET 6bITb TO/IbKO MPOrPamMMHOE CPEACTBO, TO/IbKO TEXHUUECKOE CPEACTBO U
NOACKUCTEMA, COCTOALLAsA M3 KOMMOHEHTOB 60/1ee HU3KOro YPoBHSA. V3HauanbHO /1t060My NporpaMmmHoOMy
KOMMOHEHTY CUCTEMbI JO/IKEH ObITb MPUCBOEH YPOBEHb LiE/IOCTHOCTU CUCTEMbI. YCTAHOBMIEHUE YPOBHS
LLIe/IOCTHOCTM CUCTEMbI OXBATbIBAET aHa/N3 CUCTEMHOM apXUTEKTYpbl ANsi OMPefeneHnst BO3MOXHOCTEN
MOHU3NTbL YPOBHU LIEOCTHOCTY MOACWCTEM MO CPABHEHWIO C YPOBHEM Lie/IOCTHOCTU CUCTEMbI. [aHHbIi
MPOLLECC MOXET ObITb MPUMEHEH PEKYPCUMBHO, 40 OKOHYATE/IbHOFO YCTAHOBJIEHWS YPOBHSI LIENIOCTHOCTY
NoACKUCTEMbI, COCTOSALLEV TOMILKO 13 MPOTrPaMMHOr0 CPEACTBA, UM 10 TeX Nop, NoKa YPoBeHb LieNIOCTHOCTYH
MOACUCTEMbI, COAePIXKaLLeid MPOrpaMMHOe CPeACTBO, He CTAHET MPUeMIEMbIM A1t OTBETCTBEHHOTO NPOoeK-
TaHTa W OTBETCTBEHHOrO 3a 0GecneyeHne LeNOCTHOCTM MPU MPUCBOEHMM €ro /In6oMy NpPorpaMmmHOMY
KOMMOHEHTY B NnoAcucTeme.

B0O3MOXHO, UTO MPU NPOBELEHUN aHA/IM3a apXUTEKTYpbI GyayT onpesesieHbl HOBbIE Yrpo3bl U PUCK,
He BbISIB/IEHHbIE MPW MpPeALIecTBYIOLEM aHanmse. Mpy 3TOM JOSIKEH 6blfl, NOBTOPHO MPOBEAEH aHaM3
pucKa C y4eToM HOBOW MHhopMaLmu.

YpOoBeHb LIENIOCTHOCTY MPOrPaMMHOr0 CPeACTBA SIB/AETCA MOKasaTesleM, OTPaKaloWMM CTereHb
HaZeXHOCTU (PYHKLMM amopTusauum unm TpeGyeMoe OrpaHnyeHrne YacToTbl OTKa3;», MOryLLee NosiBUTHLCS
B pe3y/ibTaTe yrpo3bl. Tak Kak 0TKasbl MPOrpamMMHOr0 CPeAcTBa sausioTcs CTPOro CUCTEMATUUECKUMU, TO
YPOBEHb Lie/IOCTHOCTU NPOrpaMMHOr0 CPEACTBA AB/SETCA MOKasaTeNleM CTeNeHW LOCTOBEPHOCTH, HEO06X0-
AVMOI ANt HAaAeXHOro o6ecrneyeHnss YHKLUMU aMopTM3aLMM WU OTCYTCTBUS 0TKasa, MPUBOASILLErD K
yrpose.

YCTaHOB/IEHWE W MPYMEHEHWE YPOBHEN LeMOCTHOCTU MPOrPamMMHOI0 CPeACTBA SIB/SIOTCS YacTblo
o6Liero npouecca yrnpaefieHUs PUCKOM. YNpaBneHue PUCKOM creayeT MPOBOAUTL Ha BCEM MPOTSHXKEHUU
CpoKa CyX6bl CACTEMbI WM MPOrPaMMHbLIX NPOAYKTOB M MOXHO MPOBOAWUTL UTEPALMOHHO, MO Mepe
MPUHSATUA Pa3fIMUHbIX YTOUHEHWU MPOEKTa WKW MO Mepe pasBMTMSI MpoekTa. Ha pucyHke | nokasaHbl
B3aMMOCBSI3 MeXAy O6LMMM MPOLECCaMi CUCTEMHOM MHXXEHepMM M NpoLLeccaMun ynpaBneHUsi PUCKOM
npv ero aHanuse, oueHKe U KOHTpore.

MTepauuy BO3MOXHbI, €C/IM NMPOEKT CUCTEMbI U3MEHSIIOT C LIE/bI0 MPesycMOTPeTb YCTPaHeHWe Um
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YMEHbLUEHNE PUCKA, 06HAPY)XXMBAIOT HOBbIE YIPO3bl MO CPABHEHMWIO C MPUCBOEHHBLIMY YPOBHAMM LiEN0OCT-
HOCTW CUCTEMbI M MPOFPaAMMHOI0 CPeACTBA WM NPOEKT CUCTEMbI He 06ecneynBaeT 4OMYCTUMONO pUCKa.

YpOBeHb LeIOCTHOCTU NPOrpaMMHOro CPEACTBA UCMO/b3YIOT NPY YCTAHOBIEHUN KOHTPO/IS 38 PUCKOM
LN MPOrpaMMHbIX KOMMOHEHTOB MyTeM OnpejesieHnsi TpeGoBaHWi K MporpamMMHOMY CPeACTBY U NpoLieccy
NPOrpaMmHOiA HXeHeprK, 06ecreynBaloLLMX 3aaHHyI0 CTeNeHb OCTOBEPHOErH MPOrpaMmMHOro CPeacT-
Ba. CBSI3aHHYI0 C PO/IbIO AaHHbIX TPeGOBaHWI MO OTHOLUEHUID K CUCTEMHOMY PUCKY. 3TV Tpe6oBaHUs
HasbIBAOT «TPEB6OBAHUAMU K LEIOCTHOCTY NPOrpaMMHOrO CPeCTBax.

6 YcTaHOBNEHME YPOBHA LefIOCTHOCTWN CUCTEMBI

YpoBeHb LIeNOCTHOCTU CUCTEMbI JO/IXKEH COOTBETCTBOBATb JOMYCTUMOMY YPOBHIO PUCKa, CBA3AHHOMY
C Hell. Peannsaumsi cMCTeMbl MOXET 6bITb CBA3aHa C PUCKOM, NMOTOMY YTO ee 0TKa3 NOTeHLMaIbHO NPUBOAUT
K yrpose unm ee hyHKLMOHa/IbHbIe BO3MOXHOCTX NpeLycMaTpuBatoT amopTm3aLmnio nocnefoBaTe/IbHOCTEN
VHWLMNPYIOLLMX COBbITUIA B CUCTEMHOW cpefe, MPUBOAALLMX K Yrpo3e. Y CTaHOBEHWE YPOBHS LIeNIOCTHOCTY
CUCTEMbI BK/IHOYAET B cebs cregytoLme atanb:

a) YCTaHOBJ/IEHME YPOBHS pUCKa NPV aHanu3e pucka cMcTeMbl. AHaIN3 pUcKa ABNSETCA NPOLECCOM
MCNONb30BaHNA JOCTYMHOM MHGopMauun ANs onpegesieHns Yrpo3 v OLEHKU PUCKa, CBA3AHHOIO C 3TUMK
yrposamu,;

b) BbIMO/IHEHME OLIEHKMN pUCKa, 0becneyrBaioLLee NOArOTOBKY 3aK/THOUEHNIA 0 JONYCTUMOCTY PUCKa.
BbIX04HbIMM pe3ynibTaTaMn aHain3a 1 OLLEHKN PUCKa MOryT ObITb U3MEHEHUA MPOEKTa CUCTEMbI, YMEHb-
LIatoLL e 1N YyCTPaHSaIoLWme pUCK 1 MoryLive notpeboBaTb NOBTOPHOMO NMPOBeAEHMS MPOLLECCOB aHanmsa
N OLEHKN:

C) MPUCBOEHWE YPOBHSA LIESIOCTHOCTU CUCTEMbI, BbIMOMIHAEMOe Cpasy e Moc/e onpefeneHns gonyc-
TUMOro pucka NS NpoeKTa cucTembl. TOYHOE YMC/IO YPOBHEA LLeNOCTHOCTW, U3 KOTOPbIX BblGMpaloT
Heo6X0AVMbIli YPOBEHb, N KPUTEPUUN PasINYnA MeXay YPOBHSAMM JOKHbI ObITb COracoBaHbl 0TBETCTBEH-
HbIM NPOEKTAHTOM W OTBETCTBEHHbLIM 3a 06ecneyeHmne LenoCTHOCTW.

6.1 AHanu3 pucka

AHanus pvcka Ao/KeH 6bITb BbINO/IHEH AT 0TBETa Ha TPU OCHOBHbIX BOMpOCca:

- UTO MOXET MPMBECTU K HeMcnpaBHOCTU? (NyTeM OMpeAenieHns yrposbl);

- KakKoBa BEpOSATHOCTb TOr0, YTO 3TO CAyunTCA? (MyTeM aHa/m3a YacToTbl MHULMUPYIOLLNX COObITUIA);

- KaKoBbl MOC/ef0BaTeIbHOCTM 3TOro? (NyTem amfTu3a MocnefoBaTelbHOCTU MHULMUPYIOLUX CO-
ObITWiA).

B pesynbTaTe 3TOr0 aHanM3a JO/MKEH ObITb MOACHMTAH KadKAblA pPUCK. BbIXogHbIMU pesynbTaTamu
aHanm3a KOHKPeTHOro pucka SIBNSATCS:

a) onucaHve puUcka B COOTBETCTBYHOLLMX TepMUHAX;

b) yrposbl, CBsi3aHHbIe C AaHHbIM PUCKOM;

C) KOHKPETHble NHULMNPYIOLLME COBbITUSA, CBA3AHHbIE C KAaX/0MA Yrpo3oi;

d) npegnonaraemas 4YacTtoTa BO3HUKHOBEHUS UHULMUPYIOLLLETO COBbITMSA.

OnucaHve pucka, Nosy4veHHoe B pe3ynbTaTe aHan3a, UCMoMb3yeTcs MPOoLEecCOM OLIEHKM puUcKa f3e
YCTaHOB/IEHUA ero fJoMyCTUMOCTU. Bce BbIXOAHbIE pe3y/bTaTbl aHaM3a pUcka 1Cnonb3yTes npoueccaMmm
YCTaHOB/EHUS YPOBHEW LIe/IOCTHOCTM CUCTEMbI M MPOrpaMMHOro CpeAcTBa A3 onpefeneHns Tpebyemoro
YPOBHS LLENOCTHOCTM KOMMOHEHTOB MPOrpaMMHbIX CPEACTB B CUCTEME.

Co0TBETCTBYIOLWMM PYKOBOACTBOM MNpv aHanm3e pucka ssnsetcds MOK 300-3-9. CreynduyHbie
TePMUHbI B 4acTu 6e30macHoOCcTU, ucnonb3oBaHHble B MOK 300-3-9, a nmeHHO «onacHocTb (hazard)» n
«ywep6 (harm)* go/mKHbI 6bITb UCTO/IKOBaHbI COOTBETCTBEHHO Kak «yrpo3a (threat)» n «BpegHoe BO3ael-
cTBue (adverse effect)*.

AHanm3 pucka MOXET OXBaTblBaTb MHOXECTBO Pa3MepoB PUCKa, Hanpumep no 6e3onacHoCTy,
3KOHOMMKeE U1 3awmTe. KOHKPeTHbIE pa3mepbl OMpefesieHHOro pucka [o/MKHbI 6bITb YCTaHOB/EHbI OTBET-
CTBEHHbIM MPOEKTAHTOM U OTBETCTBEHHbIM 3a COXPaHeHWe LieNIOCTHOCTU.

6.1.1 OnpepgeneHne yrposbl

Yrposbl, CBA3aHHbIE C CUCTEMOW, AO/MKHbI ObITb OMpeAenieHbl UMeeTe C UHULMUPYIOW MU COBbITUSA-
MW, MOTYLLUMMW MPMBECT3! K 3TUM yrposam. Yrposbl CBSi3aHbl C CUCTEMOW, €CNM OTKa3 CUCTEMbl MOXET
NPUBECTU K KOHKPETHOI Yrpose, 3KCM/yaTauns CUCTEMbl B YCTAHOBMIEHHOM PeXXUMe MOXET MPUBECTU K
KOHKPETHOI Yrpose WM BbIMO/HEHUE CUCTEMOW (YHKLUW aMOpTMU3auMM CBS3aHO C MHULMMPYOLWMUM
coObITMEM B cpefie dKCrayaTaumun, KOTOpoe MOXeT MPUBECTU K Yrpose. Yrpo3bl He MOryT 6bITb YKasaHbl
3apaHee, 15 3TOr0 JO/HKHbI ObITb NCNONBb30BaHbI U JOKYMEHTaIbHO 0(hOPM/IEHbI METOAbI UX ONPeAesieHuns,
OXBaTblBalOLWME KOHKPETHYIO cuTyaumnio (cM. M3K 300-3-9). Mpu Hanuuum apxmTeKTypbl CUCTEMbI 3Ta
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CUTyauus [o/mKHa ObITb yYTeHa Npu onpegesieHn yrposbl ¢ Lebio YCTaHOBUTL MWbl 0TKA30B, CBSA3aHHbIX
C KOHKPETHbIMW TeXHONOrMSAMU, UCMO/b30BaHHbIMWN B CUCTEME.

6.1.2 AHasnn3 yacToTbl

AHannMs3 4actoTbl WCNONBL3YKOT NS OUEHKM BEPOATHOCTU KaXAO0ro WHULMUPYHOLLEro COo6bITUS,
BbISIBMIEHHOrO NpW onpegeneHnn yrposbl. Korga MHULUMPYIOLWMM COBbITMEM SIBNSETCH 0TKAa3 CUCTEMBbI,
aHa/IM30M He OLEHMBAETCA BepOATHOCTb OTKa3a, HO YCTaHaB/IMBAeTCA OrpaHWyeHMe 4YacToTbl OTKasa,
KOTOPOe LO/HKHO HaxoAuTbCA B rpaHuLax JOoMyCTUMOro pUcka v JOCTMIKMMO NPakKTUYeCcKM.

Kaxpgas yactoTa fo/mKHa 6bITb OLEHEHa C MCMONb30BaHWEM CTATUCTUYECKMX OMbITHLIX AaHHbIX,
0606LLIEHHbIX Ha OCHOBE COOTBETCTBYILUMX METOAOB, HampuMep aHaim3a AepeBa O0TKas30B WM [epeBa
cobbIThiA (cM. M3OK 300-3-9). unm oueHeHa Ha OCHOBE 3KCMEPTHbIX 3aKNHOYEHWIA.

Mpn aHanMse 4acToTbl, MPOBOAWMOM B MPOLECCE YCTAHOB/IEHWSA YPOBHSA LENOCTHOCTU CUCTEMBI,
CUCTEMY CriefyeT TPaKTOBaTb KaK «YepHbI SAWMK*, a apXMTEKTYpy CUCTEMbl MpWY 3TOM He Y4MTbIBatoT.
ApXUTEKTYpa CUCTEMbl AO/DKHA 6bITb yUYTeHa MpW YCTAHOB/IEHUW YPOBHA LEMOCTHOCTU MNPOrpaMMHOro
cpeAcTBa. YactoTa KOHKPETHOro MHULMMUPYIOLLLErO COObINTA. Onpefe/ieHHas B aHHOM aHannse, MOXeT
ObITb BblpaXXeHa B KONNYECTBEHHbIX WM B Ka4eCTBEHHbIX TEPMMHAX, YKasblBalOWMX AManasoHbl 4acToT,
TaKuX Kak 06bl4Has, BO3MOXHas, CnyyaliHasi, MaloBepOATHas!, HEBEPOATHAs WM HenpaBonofo6Has.

AHanM3 YacToThbl JO/MKEH YUUTbIBATb, YTO HEKOTOPblE MHULMMPYIOLLME COBLITUS NpUBELYT K Yrpose
TO/IbKO B COMETAHUU C APYTMMU COOLITUAMWN WM KaK YacTb MOC/NeA0BATENIbHOCTN 3TUX COObITUIA.

6.1.3 AHanu3 nocrefoBaTe/IbHOCTU

AHanm3 nocnegoBaTeslbHOCTN UCMOML3YHT A48 OLEHKU OMacHOCTW Yrpo3bl, BbI3BaHHOW MUMUNNPY-
rownm(mn)cobbiTreMm(amun). Mpr 3TOM L4OMKHBbI 6bITb ONpeAesieHbl N06ble Mepbl, MOryLLMe aMOPTM3MPOBaTb
NoCc/efoBaTeIbHOCTb MHULMUPYIOLWMX CcobbITUIA. Kaxkgas yrposa Jo/mkHa ObITb CBsi3aHa C KaTeropuvei
nocnefoBaTeNlbHOCTM U3 Habopa KaTeropuii, ONUCbIBAIOLLErO pasfinyHble CTeneHW OMacHOCTU [LaHHON
Nnoc/iefloBaTeNIbHOCTH, HanNprMep KaTacTpouyeckas, rnasHas, onacHas WM HesHaunTeslbHas.

6.1.4 Pacuet pucka

PucK, cBAA3aHHbIN C KaXAoi Yrpo30M, paccuvTbIBalOT C MCNOMb30BaHWEM MaTpuLbl pUCKa, CBA3bI-
BaloLLEel YacToTy MOABEHNS NHULUUPYIOLWNX COBbITUI C ONMAcHOCTLIO MX MocnegoBaTenibHOCTU. MaTpuua
puUcka ycTaHaB/MBaeT KacCbl pUcKa, Takne KakK BbICOKWUA, CPeAHUI, HU3KNIA UM 0ObIYHbIN, ANST KaXKAom
KOMOMHaUMM 4acToTbl M omacHocTW. B Tabnuue 2 npuBedeH npumep MaTpuubl pucka, B3ATbIA Y3
M3K 300-3-9.

Tab6nuya 2—Tlpumep MaTpuLbl pUcka

XapaKTe Hall OnacHoOCTb NOCNef0BaTeNbHOCTH

YacToTa noseneHns
yacToTa (@ ros)

KartacTpod yucc kas naBHas OnacHas HesHnauyuTtenbHas
ObblyHas > 1 BbICOKMiA Bbicokuii BbIcokuii CpegHui
BeposTHas 1—0 -1 Bbicokuii Bbicokuii CpegHui Huskunit
CnyuyaiiHas 10-'"—w0 -1 Bbicokuit Bbicokuii Hu3knit Hwuskuii
ManoBeposiTHas 10-*-10 4 Bblcokuii Bbicokuii Hu3sknin Hwuskuii
HeseposTHas 10" *—10" 6 Bbicokuii CpeaHuii Huskuii OOblYHbIN
Henpasgonofo6Has < 10"* CpepHuii CpeaHuii O6bIYHbI OOblYHbIV

OTBETCTBEHHbI NMPOEKTAHT M OTBETCTBEHHbIA 3a 06ecneyeHne LENOCTHOCTU AO/MKHbI COrlacoBaTb
nobylo MaTpully, UCMOb3yeMYI0 MPU pacyeTe pucka. 38 cOrnacoBaHUS MaTpuLbl pUcKa HeobXoauMbl
COrfnalleHns no COOTBETCTBYIOLLMM [ManasoHaM YacToT MHULMUPYIOLLUX COBLITUA, KOHKPETHLIM KaTero-
pysIM UX NOC/ef0BaTeIbHOCTEN 1 ONpefesieHNn U KaccaM pUCKa, CBA3aHHbIM C KaXXAol napoii gnanasoHa
YacTOTbl U KaTeropumn nocnesoBaTe/lbHOCTU.

6.2 OueHKa pucka

OTBETCTBEHHbIM MPOEKTAHTOM U OTBETCTBEHHbIM 3a 06eCreyeHme LeTI0OCTHOCTM JO/IXKHO BbITh BblgaHO
3aK/l0YeHe O AONYCTMMOCTM KaX4Oro PUCKa, BbISBNEHHOIO B MpoLecce ero aHanusa. B HeKOTOpbIxX
061acTAX Mof06HOe 3aK/OYeHWEe AO0/MKHO ObITb CAefaHo Mo OTHOLUEHMIO K 3afaHHbIM OrpaHuyeHnsMm,
yCTaHOATEHHbIM COOTBETCTBYHOLUUM PEryIMPYIOLLMM OpraHoM B KOHKPETHOW 06/1acTu.

6J TlNpucBoeHMe YPOBHSA LIe/IOCTHOCTU CUCTEMBI

YpoBeHb LIENIOCTHOCTU CUCTEMbI W3HAYa/lbHO Ha3HayaloT B COOTBETCTBMM C HaMBbICLUMM K/1aCCOM
pucKa, MPUCBOEHHbIM MO6LIM Yrpo3am, CBA3aHHbIM C CUCTEeMOW. UMCA0 ypoBHEN LLeNOCTHOCTU [O/KHO
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COOTBETCTBOBATb UNC/Y YCTAHOB/IEHHbIX KAccoB pucka. B Tabnuue 3 npuBeaeH npvmep pacrpeseneHnst
K/1aCCOB PYCKA MO YPOBHSIM LIeNOCTHOCTU CUCTEMBI.

Ta6nuuya 3 —CoOTHOLIEHME Klacca pUcka C YpOBHEM LieNIOCTHOCTU CUCTEMbI

Knacc pucka YpoBeHb LLENI0E: hotm U CUCTEMDbI
Bbicokuii A
CpegHuii B
Huskni C
OO6bIYHBIN D

HacToswmiA cTaHgapT He ycTaHaB/MBaeT 4WUCN0 YPOBHEM PUCKA WM WUCNOMb3yeMble AN HUX
0603HaYeHMs.

7 YCTaHOBNEeHWe YPOBHA LeN0CTHOCTW NPOrpaMmmHoro cpefcTsa

YpoBeHb LieI0CTHOCTY MPOrpaMMHOro cpeacTBa NpeacTaBnseT co60i pacnpefeneHne ypoBHS LienocT-
HOCTM CUCTEMbI MO MOACMCTEMAaM, COAepXKaliMMm MporpaMMHble CpPeACcTBa B KayeCcTBe KOMMOHEHTa Wan
COCTOSALLMM TOMbKO M3 NPOrpaMMHOro cpeacTaa. lMepBoHaYasibHO YPOBEHb LeIOCTHOCTM MPOrpaMMHOro
cpefcTBa fjo/MKeH OblTh YCTAHOB/IEH HA YPOBHE LIE/IOCTHOCTU CUCTEMBI.

[aHHoe ycrioBMe ocTaeTcsl B CuUe 40 Tex Mop. NMoka YpoBeHb Lie/IOCTHOCTM MPOrpaMMHOro cpescTea
He GyfeT MOHMXEH C YHeTOM CreaytoLmx (aKkTopoB:

a) apXUTEKTYPHbIX XapaKTepUCTUK CUCTEMbI, aMOPTU3NPYOLLUX NMOC/eA0BaTe/IbHOCTU 0TKAa30B Moj-
CUCTEM. MOTYLUMX B NPOTMBHOM C/lyyae MPUBECTU K BOSHWKHOBEHWIO CUCTEMHO Yrposbl;

b) apXUTEKTYPHbIX XapaKTepUCTUK CUCTEMbI, 06ecrneymBaloLLnX U36bITOYHOCTb PYHKLUA, aMopTH-
3MPYIOLWNX MOCNEACTBUS eANHUYHBIX UM MHOXECTBEHHbIX O0TKa30B B MOACMCTEMax, ANsi KOTOPbIX Mpea-
HasHayeHbl JaHHble YHKLMM amopTu3aLmm;

C) paTu NOACUCTEMbI, CBSA3aHHOM C OMpeAesIeHNEM UHULUMPYIOLWNX COBbITUIA nan yHKLMA aMop-
Tr3auuu.

7.1 TMpesnocbinky NpY YCTaHOB/IEHWMN YPOBHS LieIOCTHOCTU NPOrpaMMHOro CpeacTsa

Mpy ycTaHOBNEHUN YPOBHS LLeNOCTHOCTU NPOrpamMMHOr0 CpeACcTBa yUMTbIBAKOT CeAytoLne hakTopbl:

a) 415 CUCTEMbI CYLLECTBYET NMPUCBOEHHbIN e/ YPOBEHb LIeNIOCTHOCTM;

b) apXUTEKTYPHble XapaKTePUCTUKN CUCTEMbI AO/MKHbI ObITb OMpeAeseHbl NOAPO6HO, YTOBLI MO3BO-
JINTb YCTAHOBUTbL PaTu MOACUCTEM U UX MHTepdeichl;

C) MCXOAHbIE AaHHble 0XBaTbIBAKOT:

1) ypoBeHb Lie/IOCTHOCTY CUCTEMbI;

2) nepeyeHb Yrpo3 U CrefyoLyo MHQopMaLMo ANl KaXKLon yrposbl 06:

- MHULMMPYIOLMX COObITUSAX, MOTYLLMX MNPUBECTM K Yrpos3e,

- OXMAAeMOW YacToTe WU BEPOATHOCTM COBMAAEHUSI KaXA0ro MHULUUPYIOLLErO COBbITHS;

3) onncaHWe apxXMTEKTYpPbl CUCTEMbl C TOYHOCTbIO, JOCTATOYHON ANS1 OMpefe/IeHNs POMN KadKaoW
nogcMcTeMbl U /THO6bIX aMOPTU3MPYIOLLMX XapaKTePUCTUK apXUTEKTYPbI;

d) BbIXOAHbIM pe3ynbTaTOM SIBMSETCA YPOBEHb Lie/TOCTHOCTM MPOrpaMMHOr0 CpescTBa.

7.2 TIOHMXeHWe YPOBHS LIe/IOCTHOCTY MPOrpaMmMHOro CpeacTaa

Mpw onpegeneHny BO3MOXHOCTU CHU3UTb YPOBEHb Lie/TOCTHOCTY CUCTEMbI J0KHbI GbITb BbIMO/IHEHbI
cnefyloLime aTtanbl:

a) onpegeneH Habop moacucTem, 06pasytoLmMX CUCTEMY;

b) onpefeneHa BO3MOXHOCTb BO3HWKHOBEHMSA Yrpo3bl MpU 0TKase /060l nogcmcteMbl (€4UHUYHOM
WM B COYETAHUMN C COCTOAHMAMM APYrMX nogcuctem). Ecnn eanHMYHbIN 0TKa3 NOACMCTEMbI MPUBOAUT K
yrpo3e, TO YpPOBeHb LIE/IOCTHOCTM MOACUCTEMbI Ha3HAYaOT TakUM >Ke, KaK YPOBEHb Lie/IOCTHOCTU CUCTEMBI.
Ecnn 0TKa3 nogcmcTeMbl MOXET MPUBECTU KYrpo3e TO/IbKO B COYeTaHWUM C COCTOAHUSAMM APYTUX MOACUCTEM,
TO YpOBeHb LIeNIOCTHOCTM MOACUCTEMbI MOXET ObITb MOHVKEH B 3aBMCUMOCTM OT pesynbTaTa OLEeHKU,
onpefeneHHoli B 7.3. OueHKa B COOTBETCTBMM C 7.3 He ABNSieTCA 00513aTe/IbHOM, ee BbIMOSHAOT, ecnv
npegnonaratT NOHMKEHME YPOBHSA LIe/IOCTHOCTU MOACUCTEMbI;

c) onpefefieHa BO3MOXHOCTb HEBLIMOMHEHNA (YHKLUUW amopTu3auum npu 0TKase Kakoh-nm6o
nogcmcTeMbl (EAMHUYHOM WAWM B COYETAHMMW C COCTOAHUSAMM APYrvX NogcucTem). Ecnv efUHNYHBIN 0TKa3
NOACUCTEMbI NPUBOAUT K HEBbINO/IHEHUIO (YHKLMM amopTur3aumm, TO YPOBEHb LIeSIOCTHOCTU MOACUCTEMbI

8
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Ha3HayatoT TaKMM Xe, KaK ypoBeHb Lie/IOCTHOCTU cUCTeMbl. Ecny 0TKas nofcucTemMbl MOXKET MPUBECTU K
HEBbIMO/THEHNIO (PYHKLUMM amopTM3auumn TOMbKO B COYETAHUWM C COCTOSTHUAMW ApYruX MOACUCTEM, TO
YPOBEHb LIe/IOCTHOCTM MOACUCTEMbI MOXET ObiTb MOHWXKEH B 3aBMCMMOCTW OT pe3y/bTara OLEHKMW,
onpegeneHHon B 7.4. OueHKa B COOTBETCTBMM C 7.4 He SIBNISIETCA 06s3aTe/IbHOW, ee BbIMOMHANT, ecnm
npegnonaratT NOHWXEHME YPOBHA LeIOCTHOCTU NOACUCTEMbI;

d) onpefeneHo HanMume MOACUCTEM C MPOrpaMMHbIMU KOMMOHEHTaMW, 0TKa3 KOTOPbIX HE MOXeET
NPUBECTU K yrpose, a X yHKUMOHaIbHblE BO3MOXHOCTY He CBA3aHbl C aMOPTU3aLimei NtobbIX CUCTEMHbIX
co6bITUIA. JTto60My TakoMmy MpOrpamMHOMY CPEeACTBY A0/KeH 6biTb MPUCBOEH MNOHMXEHHbLIA YPOBEHb
LenocTtHocTW. [nA obecneyeHns Toro, YTobbl 0TKA3 NPOrpaMMHOIO CPeACTBA He CMOT NMPUBECTU K Yrpose,
Heobxo4MMa NnoKanusaumst HemcnpasHocTell. OTBETCTBEHHbIV NPOEKTaHT U OTBETCTBEHHbIN 3a obecneve-
HWe LeNoCTHOCTU JO/DKHbI COrnacoBaTb COOTBETCTBYHOLLME apXUTEKTYPHbIE XapaKTepuUCTUKKM, NO3BONSAID-
e  oOKasim3oBaTb  COOTBETCTBYIOLLME  HeucrnpasHOCTWM.  Ecim nokanusaumss  HeucnpasHOCTU
obecreynBaeTc MexaHW3MOM 06paboTKM 0TKasa, AaHHOMY MexaHu3My Ao/DKeH 6biTb MPUCBOEH YPOBEHb
LLeNIOCTHOCTU NMPOrpamMMHOr0 CpefcTBa TaKoi e, KaK Ansi cMcTeMbl.

OTBeTCTBEHHbIM 3a 06ecneyeHme LefIOCTHOCTM W OTBETCTBEHHbIM MPOEKTaHTOM  A0/DKHbI ObITh
onpefenieHbl U COrnacoBaHbl MPeMMYLLECTBa, peasin3yeMble 3a CHET apXUTEKTYPHbIX XapakTepucTuk npu
NMOHWXEHUWN YPOBHEW Le/IOCTHOCTM MPOrPaMMHOI0 CPeAcTBa MO CPABHEHMWIO C MPUCBOEHHBLIM YPOBHEM
LieJIOCTHOCTU CUCTEMBI.

OnucaHHbIA NoLaroBbIi NPOLLECC MPUMEHSIOT PEKYPCUBHO 40 Tex Nop. noka He 6yayT yCTaHOBMEHbI
YPOBHM LIeJIOCTHOCTY BCEX MOACUCTEM, COAEPXKALLIMX TO/TbKO MPOrpaMMHbIe CPeacTBa, WM YPOBHU LesocT-
HOCTW BCeX TaKMX NMOACUCTEM He CTaHyT NPUemsIeMbIMW 4151 OTBETCTBEHHOI 0 NPOEKTaHTa U OTBETCTBEHHOI0
3a 06ecneyeHune LENOCTHOCTM NPU NMPUCBOEHUMN NX TIOBOMY NPOrpaMMHOMY KOMMOHEHTY AaHHbIX NogCcuc-
TeMm.

73 TloHWXeHMe YPOBHSA LIESIOCTHOCTW /181 NPOrPamMMHbIX CPEACTB, 0TKa3 KOTOPbIX MOXET MPUBECTU K
yrpose

[nsa cuctem, 0TKa3 KOMMOHEHTOB KOTOPbIX (Hanpvmep, nporpaMmMHOro CPeAcTsa) MOXET MPUBECTU
K yrpose, YpoBeHb LIe/IOCTHOCTU CUCTEMbl YaCTUYHO OCHOBAH Ha OrpaHM4YeHUN YacToTbl 0TKa3a CUCTEMbI,
COrn1acoBaHHOM C rpaHuLamu 4onycTuMoro pyucka. Ecnm oTkas nporpaMMHOro CpeficTBa MOXeT NPUBECTU
K yrpose TO/IbKO B COYETaHWW C APYTMMMU MOACUCTEMAaMU, HAXOAALLUMMMUCA B KOHKPETHOM COCTOSHUW,
BO3MOXHO Ha3HaueHVe MeHee CTPOroro orpaHM4YeHns Ha 4acToTy OTKasa [aHHOro CpeAcTBa, UCMO/b3ye-
MOro B cMCTEME. AHA/IN3 YacTOTbl MOXET ObITb UCMO/Ib30BaH fi11 YCTAHOB/IEHNA MeHee CTPOro OrpaHu-
YeHWs1 Ha 4acToTy OTKasa NPorpaMMHOro CpeAcTBa, COOTBETCTBYIOLLEro rpaHuUam fonycTMMOoro pucka, u
[O/MKEH Y4MTbIBaTb 3aBUCMMOCTU MeXJy NOACUCTEMamMW. YCTaHOB/IEHHOE BepXHee OrpaHUyeHue YacToThbl
0TKa3a MporpaMMHOro CpeAcTBa MOXET ObITb MCMOMBL30BAHO NPV NOBTOPHOM pacyeTe puUcKa Ans onpefe-
neHusa 1ILLMVM/A Kakoro-nm6o M3MeHeHMst B K/lacCe pucKa WM COOTBETCTBYHOLLErO CHMKEHUS YPOBHSA
Lie/IOCTHOCTY NPOrpaMMHOro CpeacTBa.

MexaHn3mbl 06paboTKM 0TKasa MOryT ObITb MCMOMb30BaHbl AN 06HAPY>XeHUSI O0TKa3oB Mporpam-
MHOIO CPeACTBa W BbINOMHEHNS AENCTBUIA NO MX NPeAOTBPALLEHMIO MPU BOSHUKHOBEHUW MHULUUPYIOLLMX
COBbITUIA. B aTUX ciyyasix 0TKa3 NporpaMmMHOro CpeacTBa MOXeT CTaTb MHULUUPYIOLUM COBbITUEM MNpY
ero BO3HMKHOBEHMM W HecpabaTbiBaHUM MexaHW3Ma 06paboTKu oTKasa. Mpumepamy mMexaHU3MOB obpa-
60TKM 0TKa30B SABNAIOTCS:

- MPOBEPKYW Le/TIOCTHOCTY JaHHbIX (MPOrpamMMHbIA MexaHn3Mm);

- annapaTtHble KOHTPO/bHbIE pefie BPeMeHW (annapaTHbIil MexaHu3Mm);

- PYHHOe BOCCTaHOB/IeHME (MeXaHW3M, peasin3yemMblii Yen0BEKOM).

[na npefoTepalleHns 0TKas3oB, MPUBOAALLNX K yrpo3aM, MOXET ObITb MCMOMb30BaHO Pe3epBMpOBa-
HWe. Npu 3TOM CrefyeT NpefycMOTPeTb NPeoTBpaLleHme 061X 0TKa30B pesepBupyembix nogeuctem. Mpu
pe3epBMPOBaHNY NPOrPaMMHbIX KOMIMOHEHTOB [15 MNPejoTBpaLleHns MX O6LMX OTKAa3oB A0/HKHA ObITb
1Crosib3oBaHa COOTBETCTBYIOLLLASA CTPATErUsA, HaNpuUMep AnsepcudrKauuna (pasHole Bepcum) NporpaMmMHoro
cpeactBa. MNpu mncnonb3oBaHUN AMBepcMMUKaLUN NPOrpaMMHON0 CpPeacTBa /19 MOHVKEHUSA CTPOrocTu
orpaHun4eHuii Ha 4acTOTy ero 0TKa3oB MperMyLLEeCcTBa, obecneynBaemMble anBepcumKaLlmeid, 1 onmcaHms
ee CyTW [O0/DKHbI ObITb COracoBaHbl MeXy' OTBETCTBEHHbIM MPOEKTUPOBLUMKOM W OTBETCTBEHHbIM 33
obecneyeHune LeNIOCTHOCTH.

7.4 IMOHMXeHWe YPOBHA LE/IOCTHOCTY ANS MPOrpaMMHbIX CPeACTB, O0TKa3 KOTOPbIX MOXET MPUBECTU K
CHVDKEHMIO BO3MOXHOCTeW (PyHKLMIA aMmopTusaLmm

Ecnn oTka3 nogcucTemMbl MOXET MPUBECTU K HEBBLIMOMHEHMIO (PYHKUUM amopTusaumm TONbKO B
COYeTaHMM C COCTOAHUAMU APYTUX NOACUCTEM, HALEXHOCTb MPOrpamMMHOro CPeACTBa MOXET 6bITb CHUXEHA
Nno CPaBHEHUIO C HAEXXHOCTbLIO, Tpebyemol cucTemoit oT hyHKUUKM amopTm3aumn. Kak u B 7.3. B faHHOM
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C/ly4ae MOFyT 6bITb MCMO/b30BaHbl METOAbl aHa/IM3a YacToTbl OTKasa MPOrpamMMHOI0 CPeACcTBa C Le/bto
YCTaHOBUTb CTeMeHb CHUXXEHUS ero HafeXXHOCTU MO CPAaBHEHMIO C HAIeXKHOCTbIO CUCTEMbI.

8 YctaHoBneHue TpE6OBaHVIl7I K LENOCTHOCTM nporpaMmMHOro cpeactsa

8.1 CrteneHb JOCTOBEPHOCTU

YpoBeHb LiefIOCTHOCTY MPOrpaMMHOro cpeAcTBa onpefenseT 6o Tpebyemyto CTeneHb HafieXXHOCTU
BbIMO/IHEHMSA PYHKLMY aMmopTur3aummu, 1nbo Tpebyemoe orpaHMYeHne 4acToTbl 0TKasa, MOryLLero NpmMBecTyr
K yrpose. ak Kak 0TKa3sbl NpOrpaMMHOro CpeAcTBa SABAAIOTCA CTPOro CUCTEMATUYECKUMM, TO YPOBEHb ero
Lie/IOCTHOCTY ONpefenstoT nokasaTeseM CTeNeHU AOCTOBEPHOCTU, HEOOXO0AMMON ANa HajexHoro obecne-
YeHUs1 (PYHKUUU aMopTu3aumm WAM NpefoTBpaLLEHNS BO3HWMKHOBEHUA 0TKasa, MPUBOLALLEr0 K yrpose.
TpeboBaHUA, KOTOPbIM [JO/HKHO COOTBETCTBOBATb MPOrpaMMHOe CPeACTBO WM MPOLLECChl €ro XU3HEHHOro
UMKIa, AO/MKHbI, B C/lyyae UX Y[OBMETBOPEHUS, 06ecnevynTb HeoBX04MMYI0 CTerneHb JOCTOBEPHOCTU, WX
Ha3bIBaKT «TPe6OBAHMAMU K LLE/IOCTHOCTM MPOrpaMMHOro CpescTBax.

HekoTopbiMn cnocobamu («cTpaternsamm») obecneveHUss AOCTOBEPHOCTWU MPOrpaMMHOr0 cpeacTsa
ABNAKOTCA:

a) NpPUMEHEeHWe MeTOLOB, MUHUMU3MPYHOLLNX BHECEHME OLLMGOK;

b) NpUMeHeHMe MeTOA0B BepuuMKalun 1 aTTecTalmm, NO3BOAAIOLLNX C MAKCUMa/IbHOW BEpOSATHOC-
Tb0 0OHAPYXXUTb OLLUNGKN:

C) AEMOHCTpaLMs, Ha KOHKPETHbIX NprvMepax CTaTUCTMKKU 3KCnayaTauum nNporpaMMHOro CpeacTsa,
HafeXXHOCTM o6ecneyeHUss UM (YHKLUUW aMOpTU3aUUM WU HEMpeBbILUEHUSI YCTAHOB/IEHHOM 4acToTbl
0TKa30B flaHHOr0 CPeACcTBa.

8.2 MeToabl 06ecrneyeHNs CTeneHW LOCTOBEPHOCTM NPOrPamMMHOro CpPeAcTBa

B Tabnuue 4 npuBefieHbl cxemaTW4yeCKue NPUMMepbl HEKOTOPbIX Pa6oT MPOrpaMMHON WHXEHepuy,
aTpnbyTOB BbIXOAHbIX Pe3ynbTaToB 3TUX pPaboT M METOA0B, KOTOPble MOFYT ObiTb MCMO/b30BaHbl A1
OOCTUDKEHUSA Pas/IMyHbIX CTerneHeli JOCTOBEPHOCTM peanv3aunmy faHHbIX aTpubyToB. HacToswmi ctaHgapT
He npefHasHayeH A/1A OnpefesieHns >XMU3HEHHOro LMKIa KOHKPETHOro nporpammHoro cpeacrsa. [Mpu
onpeaeneHUN CTeneHn AOCTOBEPHOCTU MOXET 6bITb MCMOMb30BaH Psf MPOLECCOB XW3HEHHOMO LKA
NPOrpaMMHbIX CPeacTs, onucaHHbix B FTOCT P MCO/M3K 12207.

Ta6nuuya 4—Tpumepbl paboT npouecca, arpubyroB 1 CTEMEHN YBEPEHHOCTH

MeToabl AOCTUXEHNSA CTEMEHWN YBEPEHHOCTU

Pa6oTa Atpus>Tu M NporpaMMHOM CpeAcTBe AN KaXA0ro YpoHU u
uenocTHocTH
AHanus TpeboBaHUN K TouyHOCTb, MOMHOTa, npa- 1 CTpyKTypUpOBaHHbI NOAXOA,
nporpaMMHOMY CPeACTBY  BW/IbHOCTb,  abcTparvMposaHue, 2(1) n Ma/lbHble HOTaLM
HenpoTUBOPEUNBOCTD, npose- (1) nnioc nonydopmankHele Hotal
pseMoerb 3(1) nntoc hopmanbHble HOTaLMK
4 (3) nnoc gopmanbHas nNposepka
MpoekTupoBaHue AHanus rpaccupycmocxk Tpe- 1 CTpyKTypupOBaHHbIi NOAXOA

MPOTPAMMHOIO CPeACTBA  6OBaHMA. MPOBEPAEMOCTb, MO-

1 2(1) n n MasibHble HOTaLuu
LyNbHOCTb. abCTPBrUpPOBaH iic (1) nnioc nonygopman € HoTay

3(1) nntoc popmanbHble HoTaLMK
4 (3) naoc hopmanbHas npoBepka

IporpammunpoBaHue TpaccupycmocTb npoekTa, 1 CTpyKTypHOe nporpaMMmpoBaHue

npPorpaMMHOro cpeacTBa  OAHO3HAYHOCTb  MPOrpaMMHbIX 2 (1) NAIOC CTPOro TUMM3UPOBAHHBIT F3bIK
KOHCTPYKTWBOB, CTaHAapTUsauus
A3blKa MPOrpaMMMpOBaHus, con- 3 (2) nnoc orpaHMyeHne na NOAMHOXECTBO f3blKa

POBOXAaEMOCTb 4 (3) nntoc opmanbHas nposepka

MpumeuaHue —B ckobkax yKasaHbl MO3ULMUA TEKYLLETO NePeunCc/eHus, A0NOHAeMbIe NOCAeAyHOLIUM
TEKCTOM.

[,0CTOBEPHOCTbL NPOrpaMMHOI0 CPeACcTBa TakKe MOXKET 6bITb OnpefeneHa Mpu OLeHKe CTaTUCTUKM
aKCn/lyaTauumn, ecn AaHHOE CPEACTBO YXKe CO34aHO W ero 3KCMayaTUpylT HeKoTopoe Bpemsi. CTeneHb
[IOCTOBEPHOCTM Ha OCHOBE CTAaTUCTUKM 3KCM/yaTalmmn MOXET 3aBUCETb OT TaKKX (DaKTOPOB, Kak C/IOXKHOCTb

10



FOCT P MCO/M3K 15026-2002

NMPOrpaMMHOr0 CPeACTBa, MOMOKUTENbHbIE pPe3y/bTaTbl CTATUCTUKM ero aKCnyatauuum 1 coOTBETCTBUE
PEeXMMOB 3KcnyaTaLumn LiesIeBOMY MCMOSIb30BaHMIO JAHHOTO CPeACTBa B CUCTEME.

8.3 CBfi3b CTeMNeHu JOCTOBEPHOCTY NPOrpPaMMHOI0 CPEACTBA C YPOBHEM €ro LieIoCTHOCTU

HacTosiLnii cTaHZapT He onpesensieT KOHKPETHbIX TPe6oBaHWIA, NOA/IEXaLLMX YAOBETBOPEHWIO 41s
LOCTVXKEHMWS CTEeNeHW JOCTOBEPHOCTM, COOTBETCTBYHOLLEH 3ajaHHOMY YPOBHIO LIE/IOCTHOCTM MPOrpamMMHOro
CpescTBa.

OTBETCTBEHHbIN NPOEKTAHT M OTBETCTBEHHbI 3a 06eCreyeHne LeOCTHOCTU AOMKHbI COrnacoBaTb
Tpe6oBaHuWs, nogfexallive YAOBMETBOPEHUIO [/t AOCTMXKEHUS Heo6X0AMMON CTeneHu [OCTOBEPHOCTU
NMPOrpaMMHON0 CPeACTBA HAa KaXA0M YPOBHE ero Lie/lIoCTHOCTU.
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