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MNpegncnosne

1 MOArOTOBJIEH HerocygapcTBeHHbIM 06pa3oBaTe/ibHbIM YacTHbIM yupexaeHnem «Hoas VIHxeHep-
Haa Wkona» (HOYY «HWL») Ha ocHoBe odnLManbHOrO NepeBofa Ha PYCcckuii A3blK aHT10A3bIYHOW Bepcun
yKa3aHHOro B MyHKTe 4 AOKYMeHTa, KOTOpblii BbiNosHEH Poccuiickoit komuccuen akcneptoB M3K/TK 65. n
depepanbHbIM rocyapCTBEHHLIM YHUTAPHLIM NpeanpuaTueM «Bcepoccuiicknii HayuyHo-uccnepoBaTebCKui
WHCTUTYT cTaHgapTusauuv n ceptumukaunum B mawmHocTpoeHnn» (BHUMHMALLY)

2 BHECEH TexHuyeckum komMutetom no crtaHgapTtusauum TK 306 «V3mepeHus u ynpassieHue B Npo-
MbILL/IEHHBIX MpoLeccax»

3 YTBEPX/EH U BBEAEH B IENCTBUE Mpukasom defepasibHOro areHTcTBa No TeXHUYEecKoMy pe-
ry7iMpoBaHunio U MeTponorumn ot 22 nwoHa 2015 r. Ne 775-ct

4 HacTtoAwmit cTaHfapT uAeHTUYeH MexayHapogHoMmy fokyMeHTy IEGPAS 62443-3:2008 «lpombllieH-
Hble KOMMYHUKaLNOHHbIEe ceTW. 3aluleHHOCTb (knbep6e3onacHoCTb) ceTu u cucTemMbl. YacTb 3. 3aliuniieH-
HOCTb (KM6cp6030onacHOCTb) NPOMBILWIIEHHOrO Npouecca nsmepeHus u ynpasneHuns» (IEC/PAS 62443-3:2008,
«Industrial communication networks — Network and system security — Part 3: Security for industrial process
measurement and control», IDT).

AndaBuTHbIN ykasatenb TEPMUHOB, MCNOMb3YyeMbIX B HAcToflWeM cTaHfapTe, NpueBefeH B AOMNOJHU-
TeNbHOM npunoxexHun JA.

Mpu NnpumMeHeHU HacTosLLero cTaHjapTa peKoMeHyeTcs MCNOo/Nb30BaTb BMECTO CChI/IOUYHbIX MeXay-
HapoAHbIX CTaHAAPTOB COOTBETCTBYOLME UM HaLMOHabHble CTaHAapTbl, CBEAEHNA O KOTOPbIX NPUBELEHbI B
[ONONHUTE/IbHOM npunoxexHun b

5 BBEJJEH BIMEPBbIE
6 MEPEN3AAHNE. AxBapb 2019 1.

7 B HacTosiLleM cTaHAapTe YacTb ero CoAepXaHus MOXeT 6biTb 06bEeKTOM NaTeHTHbIX NpaB

MpaBuna NpUMEHEHNsI HACTOSILLEr0 CTaHAapTa yCTaHoB/EHbl B CTaTbe 26 ®eaepasbHOro 3akoHa
oT 29 mioHA 2015 r. Ne 162-9®3 «O cTaHgapTusauum B Poccuiickoii ®egepauun». ViHdopmaunus 06 uns-
MEHEHMAX K HAaCTosILEeMy CTaHAapTy Ny6/NKye TCS B eXXerofHoM (Mo cocTOsHMI0 HAa 1sHBaps TeKyLWero
roga) MHopMaUMoHHOM ykasaTesne «HaunoHanbHble CTaHAapThi», a opuuManbHbIii TEKCT U3MEHEeHWi
M NONpaBoOK — B €XeMEeCSYHOM MH(OPMaLMOHHOM yKasaTene «HauuoHasbHble CTaHaapTbi». B cnyvae
nepecMoTpa (3aMeHbl) UM OTMEHbI HACTOSALLEr0 CTaHaapTa CoOTBeTCTBYyLee yBefoM/eHe byaeT
ony6/IMKOBaHO B GrmKaliluem BbINYCKE eXeMeCAYHOro MH(OPMAaLMOHHOIO yKasaTensa «HauuoHabHble
cTaHfapThi». CooTBeTCTBYWWAs MHopMaLus, yBeOMIEHNE Y TEKCTbl pasMellalnTCa Takke B UH-
(hopmaLMoHHOl cMcTeMe 06LLEero Noib30BaHUsi — Ha ohuumansiiom caiTe defepanbHOro areHTcTBa no
TEeXHNYEeCKOMY perysmpoBaHuio 1 MeTponorum (Www.gost.ru)

© CtaHgapTuHgopm. odpopmneHume. 2015. 2019

HacToswuii ctaHAapT He MOXeT 6biTb NOMIHOCTBLIO UK YACTUYHO BOCNPOU3BEMEH, TUPAXUPOBAH U pac-
npocTpaHeH B kayecTsBe ohuLnanbHoOro ngannsa 6es paspelwerHus PegepanbHOro areHTCTBa N0 TEXHUYECKO-
MY peryimpoBaHuio 1 MeTposorum
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BBepeHve

PaHee M30nMpoBaHHble aBTOMATM3MPOBAaHHbIEe CUCTEMbl BCe 60/blie 06beANHAITCA B CeTU obLero
nosb30BaHNs U. cnefoBaTeslbHO, pacTeT YA3BUMOCTb Takux cuctem nepeg atakamu. CTaHAapTHble MexaHu3-
Mbl o6ecrnedeHns IT-6e30NacHOCTM UMEIKT Lenu 1 cTpaTerny 3awuTbl, KOTOpble MOTyT 6bITb HEMPUMEHUMbI
ANA aBTOMaTU3NPOBaHHbLIX cUCTeM. HacTosAwumii ctaHfapT onuckiBaeT KoHUenuuto o6ecnevyeHus 6esonacHo-
CTN focTyna K MPOMbILI/IEHHBIM CUCTEMAaM U BHYTPU HUX. YTOObLI MpM 3TOM rapaHTUpoBasoCcb CBOEBPEMEHHOE
cpabaTblBaH/e, KOTOPOE MOXET GbiTh KpaliHe BaXHO 4151 (DYHKLMOHUPOBAHUSA NPOU3BOACTBEHHOIO 06beKTa.

Lna npuknagHbix cucteM 6e30MacHOCTM U cUcTeM B hapMaL,eBTUYeCKUX UK APYrux y3kocneumanmsm-
pOBaHHbIX OTpacseli NPOMBbILLAEHHOCTA MOTYT 6bITb MPUMEHUMbI A4ONOMHUTEbHbIE CTaHAAPTbI, AUPEKTUBbI,
onpegeneHusa n ycnosusa. Hanpumep. M3K 61508. GAMP (ISPE), npasuno 21 CFR (FDA) gns cooTBeTCTBUSA
GMP n CTaHgapTHbIl pernameHT EBponeiickoro areHTcTBa fiekapcTBeHHbIX cpeactB (SOP/INSP/2003).



FOCT P 56498—2015/IEC/PAS 62443-3:2008
HAUMWOHANbHBIA CTAHOLOAPT POCCUWCKOW SELEPAULUUM

CETU KOMMYHUKALMNOHHBLIE MPOMbIWNEHHbIE
3awuneHHocTb (knbepb6esonacHOCTb) CETU U CUCTEMDbI
Yactb 3
3awuneHHocTb (knb6ep6e3onacHOCTb) MPOMbILIZIEHHOTO Npolecca U3MepeHusa u ynpasneHus

Industrial communication networks. Network and system security.
Part 3. Security for industrial process measurement and control

[Jara BBegeHns — 2016—01—01

1 O6nactb NPUMEHEHUS

HacToawwmii cTaHAapT ycTaHaB/MBaeT KOHLeNnuuo obecnevyeHms 6e30nacHoOCTU acnekToB nHdopmaLm-
OHHO-KOMMYHMKaLMOHHbIX TEXHONOMNI CUCTEM M3MepeHuii 1 ynpassieHns B NPOU3BOACTBEHHbIX nMpoLeccax,
BK/IIOYAs CETU TakUX CUCTEM W YCTpPOCTBA B COCTaBe TakuxX ceTell, Ha atane akcnayaTauumn XU3HeHHOro Lukna
NpPoOn3BOACTBEHHOIO 06beKTA.

HacToawwnii ctaHfapT ycTaHaBiMBaeT MeTOA0/10TMYECKY0 OCHOBY AN hopMynmpoBaHma TpeboBaHuii
K 6e30nacHOCTM 3akcnayaTtauuy Npou3BOLACTBEHHOIO 06beKTa U NpefHasHayeH npexpae Bcero ANa Bnagenb-
Les/onepaTopoB aBTOMAaTU3UPOBAHHbLIX CUCTEM, OTBeYalLlUX 3a 3KcnayaTtauuilo CUCTEM ynpaBieHus, uc-
nofib3yeMblX B MpoMblluaieHHOCTH (ICS).

Kpome Toro, akcnnyataunoHHble TpeboBaHWA, yCTAHOB/IEHHbIE B HACTOALWEM cTaHgapTe, MOryT 6biTb
MCNO/Ib30BaHbl TEMU, KTO UMeEeT oTHoweHune K ICS. B TOM yucne:

a) pa3paboTunkym aBTOMATU3NPOBAHHbIX CUCTEM:

b) M3rotoBuTeNn (NocTaBLLUKN) YCTPONCTB, NOACUCTEM W CUCTEM:

C) CO0OPLLUMKM NOACUCTEM U CUCTEM.

PAS yunTbiBaeT cnepytoLime Bonpochl:

- NOCTEeNEeHHbIN NepeHoCc/3BONIOLMA CYLWECTBYOWNX CUCTEM:

- fOCTMXeHMe Lieneil 6e30MacHOCTM C MOMOLLbIO CYLLeCTBYIOLMX KOMMEPYECKUX TEXHOTOTUIA U MPOAYKTOB;

- rapaHTus HafeXHoCTU/AOCTYMHOCTMN 3aLULLEHHbIX KOMMYHUKALNOHHbLIX CEPBUCOB:

- NPUMEHUMOCTb K CUCTEMaM /1106bIX pa3mMepos 1 € N106bIMU puckammn (YyHUBEpPCanbHOCTb);

- COBMeCTMMOCTb TpeboBaHUil 3awWuTbl, HOPMATUBHO-NPABOBOI0 COOTBETCTBUA U (DYHKLMOHABHOCTU
aBTOMaTuku ¢ TpeboBaHMaMKU 6e3onacHoCcTy.

MpumeyaHune 1 — MPOM3BOACTBEHHbIE 06BEKTbI Y CUCTEMbI MOTYT COAepPXaTb KOMMOHEHTbI U YCTPOICTBA,
KpaliHe BakHble Ana 6e3onacHoCTU. JIlobble KOMMNOHEHTbI, OTHOCALLMECS K 6e30MacHOCTU, MOTYT 6bITb CEPTUCNLIMPOBAHDI
B pamMkax M3OK 61508 1 B COOTBETCTBMM C €r0 YPOBHAMMW LENOCTHOCTK 6e3onacHocTu (SIL). HacTosiwmii ctaHaapT He
rapaHTUpYeT, 4To ee TeXHUYeckme TpeboBaHNA NOMHOCTLIO UM YACTUYHO COOTBETCTBYIOT U/IN [OCTATOUHbI A8 6e3onac-
HOCTMW TakuMX KOMMOHEHTOB N YCTPOICTB, BaXHbIX A1 6€30MacHOCTU.

MpumeyaHue 2— HacTosLWWiA CTaHAAPT He BKIOYAET B cebs TpeboBaHUiA K OLEHKE 1 NpPoBepke o6ecneyeHns
6e3onacHoCTH.

MpumeyaHne 3 — Mepbl, NpegycMaTprvBaeMble HaCTOALLMM CTaHAAPTOM, CKOpee npuBsi3aHbl K npoueccam u
HOCAT 06LLWIA XapakTep, B OT/IMUME OT CreLuasibHbIX, UM HOCAT XapakTep AMPEKTUB, ONpefenss TeEXHNYECKNEe KOHTPMepbI
1 KOHurypaumm.

MpumMeyaHune 4 — MNONOXKEHUS HACTOSILLErO CTaHAAPTA ONUCaHbI A3bIKOM, NPUBBIYHLIM /151 BNadesnbla/onepa-
TOpa NPOV3BOACTBEHHOrO 06bEKTA.

MN3paHue ouymansHoe
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MpumeuaHue 5— HacToAWwMA CTaHAAPT HE PACNPOCTPAHSAETCS HA MPOLIECCHI XU3HEHHOTO LKA (hopMynpo-
BaHWS KOHLIENLMM, NPOEKTUPOBAHWS 1 peann3aumuy, T. . ycTaHaB/vBaeT Tpe6oBaHus kK paspaboTke GyayLiero npoaykra
U3roTOBUTENS YNPAB/ISOLLEro 060pyA0BaHNS.

MpumeuyaHne 6— HacTosiwmii CTaHAAPT He PacnpoCTPaHSIETCA Ha MHTErpaLuo KOMMNOHEHTOB U NMOACUCTEM B
cucTemy.
NMpumeyaHne 7 — HacTosimii cTaHAAPT HE PacnpOCTPaHSIETCA Ha MaTepuasibHO-TEXHUYECKOe CHaGXeHWe

AN UHTerpauumn B CyLLECTBYIOLLYIO cUCTEMY, TO €CTb TPe6OBaHWS K MaTepuasibHO-TEXHUYECKOMY CHABXeHUIo ANl Bfa-
[ieNblia’'onepaTopoB NPOM3BOACTBEHHOIO 06bEKTA.

MpumeyaHune 8— Bpamkax M3IK 62443 npegycMoTpeHa pa3paboTka Tpex YacTeil, KoTopble BKIKYatoT B cebs
60/IbLUMHCTBO MOJIOXKEHWIA, N3MIOXEHHBIX B MPUMEYaHUsX 1—7. B npunoxeHnn A nprBefeH NiaHUpyeMblii 06beM U co-
fepXaHue paspabaTbiBaeMblX CTaHAAPTOB.

2 HopmaTtvBHbIe CCbIJIKA

CTaHpapThl, CCbI/IKM Ha KOTOpble NpMBEeAEeHbl B HacTosILeM pasgesne, 06A3aTeflbHbl NPV NPUMEHEHUN
HacTosauwero ctaHgaprta. [N gatupoBaHHbIX CCbIIOK NPUMEHSAIOT TONbKO YKaszaHHoe m3gaHue. ina Hepatu-
POBaHHbIX CCbIZIOK MPUMEHSAIOT NocnefHee U3faHne CCblIOYHOro cTaHgapTa (Bkavas nobble N3MeHeHNs).

ISO/IEC 15408 (all parts). Information technology — Security techniques — Evaluation criteria for IT
security (MHbopmaLoHHasa TexHuka. TexHonornn 6eszonacHocT. Kputepumn oueHkn ana 6esonacHoctyu IT)

ISO/IEC 27002:2005. Information technology — Security techniques — Code of practice for IT security
management (MHdopmaLnoHHaa TexHuka. TexHonormm 6Ge3omacHocTu. CBog npasBwua AN ynpaBieHus
1T-6e30nacHoOCTbHO)

ISO/IEC Guide 73:2002. Risk management — Vocabulary — Guidelines for use in standards (Ynpasne-
HWe puckom. TepMuHoaorma. IMpekTnBbl K MCNOMb30BaHNI0 B CTaHAapTax)

3 TepMI/IHbI, ornpeagesnieHnda " cokpaweHmnsa
3.1 TepMuHblI 1 onpepeneHns

B HacTosilem cTaHfapTe NpYMeHEeHbl ceylolne TEPMUHbI C COOTBETCTBYIOLWUMMN OnpeAeneHnamu:

3.1.1 ynpaBneHue goctynom (access control): MpeaynpexaeHne o HECAHKLMOHMPOBAHHOM MCNOMb30-
BaHUW C/y)e6HOro pecypca, B TOM 4uc/ie 0 ero UCnosib30BaHun 6e3 aBTopu3auum.

[MCO/M3K 18028-2:2006. nsMeHeH)

3.1.2 ncto4yHuk yrpo3sbl (adversary): Jlornyeckuii 06beKkT, CoBepLUalLWnin ataky Ha CUCTEMY UKW Npea-
cTaBnAWLWMIA ANA Hee yrposy.

[RFC 2828]

3.1.3 curHan Tpesoru (alert): Tekywasa MHAVKaLWSA, yKka3biBaloLwas Ha To. 4TO MHpOpMaLMOHHaa cuctema
M ceTb MOTYT MOABEPrHYTbCA aTake MU HaXOAUTbCA B ONACHOCTM BC/IeACTBME aBapvu, CO0St NN OLINOKN NoAeN.

[MCO/M3K 18028-1:2006)

3.1.4 Myl ecTBEHHbI 06BbEKT (asset): UTo-nnbo, npeacTaBnsiolLee LeHHOCTb ANA opraHu3auuu.

[MCO/M3K 13335-1:2004]

3.1.5 HapexHOCTb (assurance): XapakTepucTuka COOTBETCTBYIOLWMX AeliCTBMIA UK NpoLeccos, fat-
Wwas yBepeHHOCTb B TOM. 4YTO pe3ynbTar y4oBneTBopsieT Tpe6oBaHMAM 6e30nNacHOCTU.

[MCO/MIKOTO 15443-1]

3.1.6 aTtaka (attack): MonbITKM YHUUTOXWUTb, NOABEPrHYTb ONACHOCTU, NpeobpasoBaTb UKW BbIBECTU U3
CTPOSi UH(POPMALMOHHYIO CUCTEMY WM/MNKN COAEPXaLLyCs B Heli MH(hopMaLUio MU UHBIM 06pPa30M 3aTPOHYTb
nonAnTuKy 6e3onacHocCTy.

[MCO/M3K 18043]

3.1.7 noBepxHocTb aTaku (attack surface): CoBOKynHOCTb PECYPCOB CUCTEMbI, KOTOPbIE HAMPAMY UK
KOCBEHHO NOABEPXeHbl NOTEHLUNANbHOMY PUCKY aTaku.

3.1.8 ayauT (audit): OdumymanbHblie 3anpoc, uccaefoBaHnme Uan cpaBHeHne hakTuyecknx pesynbTaTtos
C 0OXUAAEMbIMU B LLeNISIX NOATBEPXAEHNSI COOTBETCTBUA UX YCTAHOBIEHHbIM Tpe6OBaHNSIM U COBMECTUMOCTU
MeXAay cTaHjapTaMmu.

[MCO/M3K 18028-1]

3.1.9 npoBefeHne aytTeHTudunkaymmn, ayteHtudnkaymns (authenticate, authentication): NMposepka 3a-
ABNSEMOW UAEHTUYHOCTU NOTMYECKOTo 06beKkTa.

[MCO/M3K 19792]
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3.1.10 gocTtynHocTb (availability): CBONCTBO 6bITh OCTYNHBLIM W UCNO/b3YEMbIM MO 3aMpoCcy CO CTOPO-
Hbl YO/THOMOYEHHOTO JIOTMYECKOro ob6bekTa.

[MCO 7498-2]

3.1.11 kommepyeckn fgoctynHble npoayktel (Commercial off the shelf. COTS): MpoAyKTbl, N3roToBs-
NeHHble U pacnpejesieHHble B NPOMbIW/IEHHOM MaclTabe A1 MHOTOKPaTHOro NpUMeHeHus u/unum MHoxe-
cTBa notpebuTeneil; MOryT 6bITb U3rOTOB/EHbI HA 3aKa3 A1 CNeLnasbHOro NpUMeHeHNs.

MpumeuaHne — COTS cneayet oTiMyaTh OT NPOAYKTOB, KOTOpble paspabaTbiBaloTCst UCKIKUNTENBHO ANS
CNeuyabHOTO NPUMEHEHMUS.

3.1.12 yTeuka unHopmauynm (compromise): HecaHKLMOHMPOBAHHOE WUCNOMb30BaHWE, paccekpeumnsa-
Hue, NpeobpasoBaHNe NN 3amMeHa B KaXXA0M U3 cyyaeB — faHHbIX, TPOrPaMM MU KOHUTypaLum cucTemsl,
TO eCTb B pe3ynbTare v nocne HecaHKLMOHMPOBAHHOIO NPOHUKHOBEHUS.

3.1.13 koH(unaeHumanbHocTb (confidentiality): CBoiicTBO, yka3biBawlee Ha TO, YTO UHpopMaLUs He
6bla JOCTyNHa WK packpbiTa HeaBTOPM30BAHHBIM ML aM, IOTMYECKUM 06beKTam Mau npoieccam.

[MCO/M3K 13335-3]

3.1.14 peructpaunoHHble gaHHble (credentials): CpeACTBO NOATBEPXAEHUSA TOTO, YTO HEYTO WU He-
KTO fiBNsieTCcs TeM. 3a Koro cebs BblgaeT, NpuyeM Takoe abcTpakTHOe CpefCcTBO MOXET MpeAcTaBAsiTb CO60iA
yyeTHble IT-gaHHble gocTyna K MHQopMaLOHHOMY CEpPBUCY UK pecypcy.

[MCO/M3K 24760]

3.1.15 gemunutapusosaHHas 3o0Ha (demilitarized zone, DMZ): XocT 6e3onacHoCT uanm Hebonblwas
ceTb (HasblBaeMas Takxe 3allWLieHHON noAceTblo), pacnonaraemble Mexay CeTAMU B KaYecTBe «HelTpasb-
HOWi 30HbI».

[MCO/M3K 18028-3]

MpumeuyaHne — JaHHas 30Ha obpasyeT 6ydepHyto 30Hy 6e3onacHocTn (MCO/MIK 18028-3).

3.1.16 oTka3 B o6cnyxuBaHun (ataka) [denial of service (attack)]: ATaka Ha cuctemy, HanpaBneHHas
Ha orpaHuyeHne ee JOCTYNHOCTU.

[MCO/M3K 18028-4]

3.1.17 cobbiTue (event): CobbiTMe B cUCTEME, OTHOCSLLeecs K ee 6e30nacHOCTH.

[RFC 2828. nsmeHeH]

3.1.18 Hesalw MW eHHbI, He3awnweHHoCTb (exposed, exposure): CocTosHME YA3BMMOCTM U OTCYT-
CTBMA 3alinTbl NPOTUB aTaku.

3.1.19 BHewHnii (external): Haxopgawwiica 3a npegenamu nNmMb0 Ha BHELWHEN rpaHuue nepumeTpa
6e30MacHOCTM NMpOoMbILLIeHHON ceTu ynpasieHnsa (ICN). TO eCTb OTHOCALWMICA K BHELWHE opraHn3aLunoHHO
nnn o6LWwenoCcTynHON ceTu.

3.1.20 w3 BHeWHUX nogkntueHnii (external connectivity gateway; ECG): CneunanbHbliii W03
6e3onacHocTn (SGW) Ha BHelwHeli rpaHnue nepumeTtpa 6esonacHocTy ICN, Kak npaBuio, ¢ 4ONOSTHATEbHbI-
MU (PYHKLMAMU ANS BbINOSTHEHWA CelnanbHblX 3anpocoB, TO eCTb AN NOAKNIOYEHUSA BHELHUX YCTPOUCTB.

3.1.21 BHewHAs ceTb (external network: EN): CeTb, BHeWHAs no oTHoweHuto K ICN. nnbo Bxoaawas B
cocTaB opraHusauunn, K kotopoi npuHagnexut ICN, nmb6o npuHagnexauias TpeTbeil cTopoHe, NM60 obueno-
cTynHas. T. e. VIHTepHeT.

3.1.22 akcnepTtusa (forensic): AeicTBnA No 06bACHEHMIO Npoweawero cobbuiTua B ohuymanbHoOM no-
psiAKe 1 C BO3MOXHOCTbIO NepenpoBepku A58 BO3MNOXEHNA OTBETCTBEHHOCTW Moc/nefoBaTeslbHbIM W /1OTNY-
HbIM 06pa3om.

3.1.23 wnw3, wnw3 6e3onacHocTn (gateway, security gateway: SGW): Touka cCOeguMHEHUA Mexay
CeTs MU WU CeTU C NOACETAMU U BHELWHUMMW CETSMU, NpefHa3HayeHHaa ANs 3aluTbl CETU UK NOLCETH B CO-
OTBETCTBUW C YCTAHOBIEHHON NOANTUKOI 6€30NacHOCTH.

[NCO/M3K 18028-3. nsmeHeH]

MpumeuvaHne — LLUN03 6e30nacHOCTU BKIOYAET B CEGS HE TONBKO MeXCeTeBble 3kpaHbl. TePMUH OXBaTbIBAET
TaKKe MapLIpyTM3aTopbl 1 Nepek/oyaTenv, koTopble obecneumsatoT PyHKLMM yripaB/ieHns AOCTYNOM 1 Npu HEO6XO4MMO-
cT1 — winchposaHusa (MCO/M3IK 18028-3).

3.1.24 ycunntb 3awuty, ycunernue 3awutsl (harden, hardening): YaaneHue HeHyXHbIX yHKUWIA aNns
YMeHbLEHUA (hU3NYECKNX, NTOTUYECKUX N/UNN OpraHn3aLoHHbIX YS3BUMOCTEN.

3.1.25 yenoBeko-MalWNHHbIA nHTepgeic (human-machine-interface: HMI): ®yHkuna o6opyaoBaHus, Ha-
npas/sieHHas Ha npefocTaB/ieHne BbIXOAHON UHOpMaLuy onepaTopy U Nprem BBOAUMO MHhopMaL M oT onepa-
Topa. B pe3yfbTare Yero YesioBeK, HanpYMep onepartop, CTaHOBUTCA HEOTbEM/IEMOI YacTbio npoLecca.
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3.1.26 uHumngeHT (incident): CobbiTe 6e30MacCHOCTU WAN KOMOGUHALUS MHOXECTBEHHbIX COObITUIA
6e30MacHOCTU, cTaBsiWMe nog yrpo3y 6e30nacHoCTb.

3.1.27 npomblwaeHHas ceTb ynpasneHusa (industrial control network; ICN): CeTb, cBA3biBaLas
mexay coboil o6opyfoBaHMe NPOMbILWIEHHOW cucTeMbl ynpasneHusa (ICS). Ha Tepputopum 04HOr0 M TOro
e 3aBofa MOryT uMeTbcsi passimyHblie ICN. KOTOpble MOTYT 6biTb CBA3aHbl C yAaNeHHbIM 060pyA0BaHUEM U
pecypcamu, HaxoAsAWMMKUCS 3a Npejenamun 3aBoja.

3.1.28 npomblweHHan cuctema ynpasnernusa (industrial control system; ICS): Cuctema, coctoswas
M3 XOCTOB, YCTPOCTB 1 060PYA0BaHNS ANA BbIYUC/IEHUIA U yNpaBAeHUs NPOM3BOACTBEHHbLIMU NpoLeccamu,
WHTErpMpoBaHHbIX Mexay co60i ANA ynpaB/ieHUs NPOMbILWIEHHBIM NMPOU3BOACTBOM, Nepegavyeil nHgopma-
Luu unun pacnpegeneHnem pecypcos.

MpumeuyaHne — B pamkax HacTosLlero ctTaHgapTa TepMuH ICS o603HauaeT aBToMaTU3POBaHHbIE CUCTEMbI
B Lie/IoM, BK/KOYas CUCTEMbI AMCNETHEPCKOro KOHTPONS 1 cbopa faHHbIx (SCADA).

3.1.29 uHcaligep, B npegenax, BHyTpeHHWIA (insider, inside, internal): Jlornyecknii 06bEKT, Haxoas-
wuiica B npegenax nepumerpa 6e30nNacHOCTU: MHcalfep — 3TO N10TMYECcKii 06bEKT, YNOTHOMOYEHHbIA Ha
JocTyn K pecypcamMm CUCTEMbI.

MpumeuaHue — ATaka MHCaliepoM OTHOCUTCS K MCNO/Ib30BAHUI0 PECYPCOB CUCTEMbI HA HECAHKLIMOHUPOBAH-
HOI4 OCHOBE.

3.1.30 yenocTHOCTb (integrity): FapaHTUs TOYHOCTU U MOSIHOTbI MHOPMaLUM U MeTOA0B 06paboTKu
nHopmaunn.
(MCO/M3IK 21827]

MpumeuaHne — LleNOCTHOCTb MOXET OTHOCUTBLCSA HEMOCPEACTBEHHO K AaHHbIM (Le/I0CTHOCTb AaHHbIX) UK K
fencteytoweli ICS (LeNOCTHOCTb CUCTEMBI).

3.1.31 uHTpaHeT, MHTpaceThb (intranet): KomnbloTepHas ceTb, KOTOpPasi OCHOBaHAa, B YaCTHOCTM, Ha TexX-
HONOrMM 06LWeA0CTYNHOW CeTn, UCNoNb3yeTca opraHn3aumeli B COGCTBEHHbIX BHYTPUKOPNOPATUBHBIX, 06bIYHO
NpMBaTHbIX LLeNISX U HeJoCTynHa AN ayTcalifepos.

3.1.32 HecaHKLMOHNPOBAHHOE NPOHWKHOBeHMe (intrusion): WNHUMAEHT, NpU KOTOPOM HEYMNOJIHOMO-
YEHHbIW NorMyecknii 06bLEKT, TO €CTb 3/10YMbILIIEHHWUK, NONyYaeT UAM SBHO NbiTaeTcs NOAy4YUTb JOCTYN K
cnyxe6HbIM pecypcam cUCTEMbI.

[RFC 2828. nsmeHeH]

3.1.33 geTeKkTpoBaHMe HeCaHKLMOHNPOBAHHbLIX NTPOHUKHOBEHMI (intrusion detection): CepBuc 6e3-
OMacHOCTW. KOTOPbIA NO3BOMSIET OTCNEXMBATbL M aHAIM3NPOBATb CUCTEMHbIE COOLITUS C Lie/blo BbISIBNEHUS U
yBe[,OMJIEHUS B PeXVMe peasibHOro Wav MoYTU peasibHOro BpeMeHM O NOMbITKaX NOYYEHNS HECAHKLMOHUPO-
BAHHOr0O f0OCTyNa K pecypcam CUCTEMbI.

[RFC 2828]

3.1.34 kpuntorpaduueckuit nnu dusnvecknini knwuy [(cryptographic or physical) key]: YcTpoiicTtso,
HOCUTeNb MHbopMaL UM NN OTKPbITbIA TEKCT, CBA3aHHble C MeToAaMu ayTeHTudmnKauum nnu kpuntorpadgum,
a Takke NPUBUNETUSIMU YNpaB/ieHUs LOCTYNOM.

3.1.35 npoTtokonuposatb, NnpoTokonuposaHue (log, logging): C60p AaHHbIX 0 COOLITUAX MH(bopMaLm-
OHHOII 6€30MacHOCTM C Lefbio ee NPOBEPKM U aHann3a v TekyLWwnii MOHUTOPUHT.

[MCO/M3K 18028-1]

3.1.36 BpefOHOCHble mMporpammbl (malware): BpegoHocHoe nporpaMMHoe obecrnevyeHune, Takoe Kak
BUPYC NN TPOSIHCKMIA KOHb, CO34aHHOE cneunanbHO AN NOBPEXLWEHUS CUCTEMbI WU BbIBOAA €€ U3 CTPOS.

[MCO/M3K 18028-1]

3.1.37 koHTpmepa (countermeasure): [leiicTBMe, YCTPOICTBO, Npoueaypa Wan cTpaterns, ocnabnsio-
e yrposy, ya3BumocTb MU NPOTUBOAENCTBYIOWME aTake NyTeM ee OTPaXeHUs Wan npefoTBpaLLeHNs, nam
MUHUMU3aLUKN yulepba, KOTopbli OHa cnocobHa HaHecTu, Ui NyTem ee 0GHapYXeHUs U COoOLEHNS O HER,
4YTO6bI MOrN0 GbITh NPEANPUHATO KOPPEKTUpYloLLee felicTBue.

[RFC 2828]

3.1.38 coobu,eHne (message): YnopsagouyeHHas nocnepoBaTtenlbHOCTb OKTeTOB (Unu 6uUT), cnyxauwas
ANA nepejayn vHgopMayum.

[MCO/M3K 2382. nsmeHeH]

3.1.39 oTcnexuBaTb (monitor): MpocnexusaTb Tekyline 4eACTBUA U COOLITUA B LEeNsAX NOATBEPXAEHUS
MHopMaLMn 0 TOM. YTO 6bI/I0 MPOC/IEXEHO.

[MCO/M3K 13888-1. nsmeHeH]
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3.1.40 3awmTta OT HenNpM3HaHua yyacTtus (non-repudiation): CBOICTBO AeiicTBKA, AoNycKalolee MHO-
roKpaTHyl nocneayLyo NPoBEPKY TOro, YTO 3TO AeAcTBME ObI/I0 BbINOSIHEHO AaHHbIM YYACTHUKOM WAKN UC-
XO4MN0 OT Hero.

(RFC 2828. nsmeHeH]

3.1.41 Bnapeneuy/onepatop (owner/operator): X03ANCTBYOLWMNIA Cy6bEKT, OTBEYAKOLW M 3a 3KkcnayaTa-
uuio cuctembl ICS nnn SCADA.

3.1.42 cermeHT, cermeHTupoBsaHue (partition, partitioning): OrpaHnyeHHas usnyeckaa Uau noruye-
ckas 30Ha, B KOTOPONW npefocTaB/feHne AOCTyna K pecypcaMm uau oTkas B JaHHOM AOCTyne perynupyloTcsa
npasunamu gocTyna nu MexaHusMamu KOHTPONS.

(CCOPP v0.5. nameHeH]

MpumeuyaHne — CerMeHT MMeeT YeTKyto IpaHuLy C 4pYrMMK cermeHTamu. MonuTuka 6e30nacHoCT CEermMeHTa,
Kak Mpasusio, YKpenseHa COBOKYMHOCTLI0 MEXaHU3MOB, UMEIOLLMXCS Kak Ha Nepudepun CerMeHTa, Tak W BHYTPU Hero.
CermMeHTbl MOTYT UMETb MepapXmnyeckyto CTPYKTypy.

3.1.43 nepumeTp (perimeter): FpaHuLibl CerMmeHTa W/n 30Hbl CETU, 06bIYHO 3allKllaeMble MexaHmamamm
B COOTBETCTBMM C MOIMTMKON 6€30MacHOCTN UK MPUHATLIM pernamMeHToM Ha ynpas/jieHue AOCTYNoM.

3.1.44 BopoTa usmyeckoro goctyna (physical access gate; PAG): Touka chusnyeckoro goctyna,
npefHasHavyeHHas ANS ynpaBieHus aBTopusalueit, Hanpumep, nepcoHana n 060pyf0BaHUS NPU UX NPOHYK-
HOBEHUN BHYTPb nepumeTpa 6e3onacHocT 3asofa u(unu dusnyeckoro cermeHTa ICS wnm nokugaHuu npeje-
NI0B YKa3aHHOro nepmmeTpa.

3.1.45 oTKpbIThIi TekcT (plaintext): JaHHble, KOTOpble YeN0BEK UM MallnMHa cnocobHbl NpounuTatb U
NMOHATb, TO €CTb BXOAHble AaHHble, nojsexaline npeobpasoBaHnio METOAOM LWNGPOBAHUA, U BbIXOAHbIE
[aHHble, MO/TyYeHHble MeTOA0M pacLlndpoBKU.

(RFC 2828. n3ameHeH]

3.1.46 3aBoy (plant): NMpon3BoACTBEHHOE NOMelleHne, KOTOpoe 06bIYHO MeeT (hU3NYEeCKN 3aLiuLleH-
Hblli MepMMeTp U Ha TeppuTopMu KOTOPOro ocyliecTBAseTcs U3NYecKuil npouecc n pacnosioxeHbl ICS u
ee ICN.

3.1.47 npusunerus (privilege): MpaBo unu paspeweHune, nNpefocTaBnseMble B sIBHOlW hopme OTAeNb-
HbIM MOMb30BATENAM WM YyCTPOWCTBaM, a Takxe onpefesieHHOl rpynne nosb3oBatesieii Uam ycTpoicTB, Ha
BbINO/IHEHWE ONpefiefieHHbIX feliCTBUIA, BXOAALWMX B COCTAB AO/HKHOCTHbIX 0653aHHOCTEl U 06befNHEeHHbIX
Mexy Co60i Mo OTANYNTENBbHBIM NPU3HaKaM.

3.1.48 npokcu (cepsep) (proxy (server)]: KOMNblOTEPHbI NpoLecc, KOTOPbI NepeHanpaBaseT NPOTOKON
MeXAy KMEeHTCKOW 1 cepBepHOi KOMNbIOTEPHbLIMKU CUCTEeMaMu, NpeAcTaBAsAsiCb KIMEHTY OT UMeHU cepeepa,
a cepBepy — OT MMEHM KIneHTa.

(RFC 2828. nsmeHeH]

3.1.49 B pexume peanbHOro spemeHun (real-time): OTHOCAWMNICA K BDEMEHU pearnpoBaHus BblYuUC-
NNTENbHbIX YCTPOCTB, KOTOPOE HACTO/IbKO Maso, YTO pearnpoBaHue KaxeTCcsa MITHOBEHHbIM U 6e3 3afepXxex.

3.1.50 pesepBupoBaHue (redundancy): Aly6nvpoBaHue BaXHENLWNX KOMMNOHEHTOB 6€30MacHOCTN CU-
CTeMbl C Le/1blo NOBbIWEHNS ee JOCTYMNHOCTH.

MpuMeuyaHune — T[py pe3epBMPOBAHNN BO3PACTAET AOCTYNHOCTb, HO NOGOYHLIM PE3Y/IbTATOM MPU 3TOM 06bIY-
HO SIBMISIETCA NOBbILLEHUE YA3BUMOCTM, YTO OTHOCUTCS, HaNpUMep, K KOMMYHUKaLMOHHOMY KaHasly.

3.1.51 ocTtaTouHbIl puck (residual risk): Puck, coxpaHsiowmiica nocne peannsaynm KOHTpMep.

(RFC 2828]

3.1.52 puck (risk): CoyeTaHne BEpPOSATHOCTW COGLITUSA 1 €ro NOCNeACTBUSA, TAe BEPOATHOCTb — 3TO KO-
NnyecTBeHHasn OLeHka BO3MOXHOCTU TOro, YTO 3TO CO6bITME npousoiigeT.

(MCO/M3K PykoBoacTeo 73:2002]

MpumeuvyaHne — TllocneacTerem HasblBaeTCs yu4ep6 ANA NMYLLECTBEHHbIX 06bEKTOB.

3.1.53 3awuleHHbI, 3alnLeHHOCTb (Secure, security): MpoAykT, cMcTtemMa WAM CepBUC cyMTaloTCA
3aliMLULeHHbIMW B TAKOW CTENeHU, 4TO UX NONb30BaTENIN MOTYT PaACCUUTbIBATL HA TO. YTO OHU (PYHKLMOHMPYIOT
(vnn 6yayT YHKUMOHMPOBATL) Hagnexawmnum o6pasomM. ITO NOHATME 0ObIYHO paccMaTpuBaldT B KOHTEKCTE
OLeHKN hakTU4YeCcKnx Uan ol yLiaembixX yrpos.

[ISO/IEC/TR 15443-1]

3.1.54 ueHTp 6e30nacHocTM (security centre): HagexHbli pecypc N8 MOHUTOPUHIa, UcnpaBieHus, 06-
HOBNeHns. o6paboTkn noAnucei n onosBelLeHNss B paMkax obecnevyeHns 6esonacHocTy ICN. BHeWHNIA LeHTp
6e3o0macHOCTM pacnonoxeH 3a npegenamu nepumetpa 6esonacHoctu ICN.
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3.1.55 cwuctema ynpaBneHus (MHOpMaLMOHHON) 6esonacHocTblo ((information) security
management system (ISMS)]: YacTb o6uieii cuctembl ynpaB/ieHUs, OCHOBAHHOW Ha KOHUeEenuuu AenoBoro
pucka, Ana co3gaHus, BHeAPEHNUs, IKCnayaTalun, MOHUTOPWHTA, aHann3a, NoAAEPXKNA N yAyULeHUs opraHu-
3aUMOHHOI 6e3onacHocTy.

(MCO/M3K 27001. nameHeH]

3.1.56 mepa 6e3onacHoCTM (security measure): Mepa 3awWuTbl NPOTUB BO3MOXHOIO HapylUueHus
6e30MacHOCTY 3aLlMLLEeHHON CUCTEMBI.

3.1.57 nonntuka 6e3onacHocTu (security policy): Ha6op npaBun n MeToAuK, KOTOpble pernamMeHTu-
pYIOT WAW perynupytoT cnocob npefocTaBneHUss CepBMCOB 6€30MacHOCTM CUCTEMOI UKW opraHusauuein gns
3alnTbl ee KOHUAEHUNaNbHbIX 1 0CO60 BaXHbIX PeCypCoB.

(RFC 2828]

3.1.58 3HauumocTb ANna 6e3onacHoCcTU/3HaYMMBbIl gna 6e3onacHocTu (security relevance/retevant):
OTpenbHoe ABeHne, TO eCcTb AelicTBNE UAn cobbiThe, CNoCO6HOe HapyLWwnTb 6e30MacHOCTb.

3.1.59 HapyweHne 6e3onacHOCTK (security violation): AKT nnu cobbiTve, KOTOPOe NPUBOAUT K HapyLle-
HWIO UM MHOMY Heco6l0AeHNI0 NMOMTUKM 6e30NacHOCTM.

(RFC 2828]

3.1.60 aphekTMBHOCTL PyHKUMK (strength of function): KauecTBo chyHKuum 6e3onacHocTu, OT-
paxatuee MUHUMaNbHble YCWINA, KOTOPble NPeAnosioXUTeNbHO Heob6XoA4uWMbl ANA NPeofoseHns ee
0XMAaeMblX XapaKkTepucTuk 6e30macHOCTM NyTeM HemnocpeACTBEHHON aTaku Ha 6a30Bble MexaHU3Mmbl
6e3onacHoCTU.

(MCO/M3K 15408-1, n3meHeH]

3.1.61 poBepue, goBepaThb (trust, trusted): OxugaHve Toro, 4TO ANA BbINOSIHEHUSA KOHKPETHOW 3ajayun
CermMeHT, XOCT UMK YyCTPOUCTBO GYyAyT (hYHKLMOHMPOBATL COr1IaCHO MPOrHO3y NpW onpefesieHHbIX YCI0BUAX
PYHKLUMOHNPOBAHNS 1 B COOTBETCTBMM C YETKO CCDOPMYMPOBAHHOI NOAUTMKOW 6€30NacHOCTH.

3.1.62 yrposa (threat): MoTeHyManbHas BO3MOXHOCTb 4718 HapylweHns 6e3onacHoCT Npy HaAn4um 06-
CTOSITENbCTBA. CPeACTBa, AeliCTBUA UK COBbITUSA, CNOCOGHbLIX HAPYLWNTbL 6E€30NacHOCTb U HaHecTH yuwepo.

(RFC 2828]

3.1.63 nonb3oBaTenb (user): /inyo, opraHM3aunoHHas egnuHNLa nanm aBTomaTuyeckuin npouecc, nonay-
yalouime A0CTYN B CUCTEMY Kak Ha CaAHKLLMOHUPOBAHHOW, Tak U HECAHKLMOHNPOBAHHOW OCHOBE.

(RFC 2828]

3.2 CokpaleHus

B HacToflWwem cTaHgapTe NpMMeHeHbl cnegyolmne 0603Ha4YeHNA U CoKpalleHus:

COTS — KomMmepyecku gocTynHble npoaykTel (Commercial off the shelf):

DMZ — pemunutapusoBaHHas 30Ha (Demilitarized zone):

ECG — wnto3 BHeWHUX nogkntouennin (External connectivity gateway);

EN — BHewHAs ceTb (External network);

GPH — yHuBepcanbHblii XocT (General purpose host);

HMI — yenoBeko-malnHHbIN nHTepdeic (Human machine interface);

ICS — npowmsbiweHHas cuctema ynpasnenusa (Industrial control system);

IDS — cucTtema obHapyxxeHus BTopxeHuii (Intrusion detection system);

ISMS — cuctema ynpaBsieHus (MHopmaunoHHol) 6e3onacHocTblo ((Information) security management
system];

O/S — onepaunoHHas cuctema (Operating system);

PAG — BopoTta unsnyeckoro goctyna (Physical access gate);

ICN — npombiwneHHas ceTb ynpasneHus (Industrial control network):

PSM — nopTaTuBHbIli HOCUTeNb faHHbIX (Portable storage medium):

SED — aBTOHOMHOE BHellHee ycTpolicTBo (Stand-alone external device);

SGW — wnio3 6e3onacHocTy (Security gateway).

4 BBepgeHVe U HOPMaTUBHO-NPaBOBOE COOTBETCTBUE

Mcnonb3oBaHne METOAMK N CTaHAapTOB IT-6€301aCHOCTY CTano o06bIYHbIM SiB/IEHWEM B OpUCHOI cpeae
“ BblpaxeHo B hopMe NOBCEMECTHOro cBofa nNpaBwuia ANSA ynpasneHus MHPOPMaLWOHHON 6e30macHOCTbio
(MCO/M3IK 27002, paHee n3BecTHbIl kak MCO/MIK 17799), onsa akcnayaTaunoHHOW 6e30nacHOCTU, a Takxe
B hopme kputepmes oueHkn IT-6e3onacHocTn (MCO/M3IK 5408) npu paspaboTke NPOAYKTOB.
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NHTepHET 1 6ecnpoBOfHbIE CETU yXe NOSBUAMNCL Ha npousBoacTee. Mpobnembl 6e3onacHOCTM aB-
TOMaTU3NPOBAHHbLIX CUCTEM BCe 6ONblUe HaXO4AT OTPaXeHWe B 3arofioBkax cneynann3vnpoBaHHbIX nsga-
HUIi. OgHako o6l enpu3HaHHas NpakTMka U COOTBEeTCTBYOLWME CTaHA4apThl 3anasfbiBaloT, 1 3TO HECMOTPSA
Ha NOBbIWEHHbIA MHTepec B chepe aBTOMATU3MPOBAHHbLIX CUCTEM. ITO YpeBaTO BO3MOXHbIMU MaTepu-
anbHbIMW NPON3BOACTBEHHbBIMWU Y6bITKAMY M ylLlepbOM AN 340POBbSA, YENOBEYECKOW XU3HMU U OKpYXato-
e cpeabl.

Mo aHanorum ToMy, Kak paHee 6blIM NPeAYyCMOTPEHbI METOA0/IOTUYECKNE NPUHLMNLI ANS SKCnayaTaumu-
OHHOW 6e30nacHOCTU B OPUCHON cpefie, HACTOAWMIA cTaHAapT — 3TO HayanbHas NoMbiTKa NpegycmMoTpeTb
MeTof0/10TnYeckne NpUHLMNbLl A4Na 6e30NacHoCTH aKCnayaTaumm asToMaTU3NPOBaHHbLIX CUCTEM.

OpfHako MeToAuKW M cTaHAapTbl M3 0PUCHON cpefbl HE MOTYT 6biTb HEMOCPELCTBEHHO MPUMEHEHbI K
aBTOMaTU3MpoBaHHbIM cuctemam. WccnegosaHue, nposegeHHoe EWICS [15]. nokasaso, 4TO WKWPOKO npu-
MeHsieMblii WCO/M3IK 27002 He06X0A4MMO 3HAUYUTENBHO PaCIUPUTb, YTOBLI OH GblST MPUMEHUM K CUCTEMAM
ynpasaeHusi, UCMONb3yeMbIM B MPOMbILWNEHHOCTN. HecMoTpsA Ha To 4To 189 nyHKTaM B yka3aHHOM uccnepo-
BaHWM OGblNa gaHa oueHka OT NPUMEHUMbIX A0 aB6CONOTHO NPUMEHUMbIX. 85 % nnun 45 % 6bINM NPU3HaHbI Kak
TpebytoLime 4ONONHUTENBHOW METOL0/10rMYeCKON OCHOBI.

HacTtosawuii cTaHgapT COAEPXUT peKOMeHAYeMble HOPMbI, YCTAHOBMEHHbIE cneyuanucTamum-npakTnka-
MW Ha OCHOBE MpaKTU4YecKoro onbiTa, HO pa3paboTaHHble He3aBucumo ot MCO/M3IK 27002.

MpumeyaHne — HeCcMOTPSA HA TO UYTO XenaTesnbHO 6GblNo Gbl COracoBaTb CTPYKTYPY U TEPMUHOIOMNIO HACTO-
[wero ctaHgapTa ¢ MICO/M3K 27002. Ha faHHbIi MOMEHT 3TOro He CAeNaHo.

Mpeanonaraetcs, YTO HACTOALLMIA cTaHAapT 3ano/IHAT CyLeCTBYOLWMNA B HacToslwee Bpemsa npob6en,
noka nNaaHupyrTCa fanbHelwne AeACTBMA NO yKPenIeHUo MeTOoA0/10rMYeCcKoli OCHOBbI B NocneayoLem ns-
fAaHun M3IK 62443. kak OTMEYEHO B NPUJIOXEHUN A.

CooTBeTcTBME MOMIMTUKE HACTOALLEro cTaHfapTa — BOMPOC YaCTHbI. 3TO COOTBETCTBUE MOXET ObITb
yKa3aHo B KayecTBe NpuMeyaHus KO BCEM NOSIOKEHUAM NOAUTUKM ICS WAKN K HEKOTOPbLIM M3 HUX WU K ee
cneynanbHO Bepcuu.

HekoTopble Mepbl, ONMCaHHble B HacTosAWwel NoANTUKe, MOryT 6biTb HE NPUMEHWMbl O4HOBPEMEHHO B
KOHKPETHbIA MOMEHT BPEMEHUN ANA KOHKPETHOW KOH(Mrypaumum B KOHKPETHOM KOHTeKkcTe 6e3onacHocTu. [o-
NUTUKa fonyckaeT Takoe 6/104HOE UCMOIHEHNE U aganTaLumio.

Takxe, B 3aBUCMMOCTU OT KOHKpeTHOW ICS. MoxXeT 6biTb NPU3HAHO HEOBXOAUMbBIM WAW XenaTeNbHbIM,
Hanpumep, ¢ TOYKM 3PEeHUA KoMnpomumcca Mexay PUckom W 3atpatamu, He peann3oBbiBaTb OnpefefieHHble
Mepbl, perfiaMeHTUPOBaHHbIE HACTOALLe/ NONNTUKON. B 3aBUCUMOCTM OT XxapakTepa 6€30MacHOCTM 3TO MOXeT
6bITb CAENAaHO NULWb BPEMEHHO BO UCMNOIHEHUE NoAUTKKK ICS. ¢ MCNoNb30BaHMEM ee NOM0XeHW No ynpas-
NeHunto ownbkamu.

5 MpuHUUNbI 1 6a3oBble MOAeNN

5.1 O6uwue NONOXEHMNSA

B HacToflwem cTaHfapTe onucaHbl peKoMeHAYyeMble HOPMbl B OTHOLIEHWN TEXHWYECKUX W opraHu3a-
LMOHHbIX Mep 6e3onacHocTu A4S 3awunTbl ICS n ICN Ha ee oCHOBe, BKAYas 06bIYHO CylecTBylOLWMe Noa-
cetun ICN.

B HacTosAleM nyHKTe onucaHbl COOTBETCTBYOLWME 6a30Bble MOAENN.

Monb3oBaTenn HacToALWero ctaHfaprta fOJ/IKHbI M0 BO3MOXHOCTU NPUCMOCO6BUTL 3TW MOAENN K KOHKPEeT-
HOW 3apadve, 4TOGbLI YBS3aTh NOSTOXEHUS HACTOSALLEN NONUTUKM 6€30MNaCHOCTU C KOHKPETHLIMU Tpe6oBaHUAMMU.

WNHopmauma, npeactaBneHHas B HacTosWeEM CTaHgapTe, MOXEeT HyXAaTbCa B AOMNOSHEHUU APYTMMU
MOAENAMMN U COOTBETCTBYHOL el NONUTUKON, TO eCTb aHa/M30M Yrpo3-puckos, o6Lieil monuTukoli 6esonac-
HOCTK 1 ISMS.

5.2 Mogenb yrpo3-puckos

5.2.1 0O630p

Ha pucyHke 1 npuBepgeHa obuiasd Mogefb Yrpo3-puckos, OTHocsALWasca k 6e3onacHocTu. M3 pucyHka
cnepyert:

- Yrpo3bl UCMONb3YyT yaA3sumocTu ICS;

- 603 KOHTPMEP OHU MOTYT NPEeACTaBASATb HEAONYCTUMBbIA PUCK (419 UMYLLECTBEHHbIX 06bEKTOB);

- B o6Wem cnyyae 4Na MMHUMU3aumMm pucka (419 UMYLLECTBEHHbIX 06 bEKTOB) HE0OX0AUMbI KOHTPMEPDI.
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PucyHok 1— B3aumocBsi3b yrpo3-puckos

KoHTpMepbl 06WenocTynHbl B BuAe 06Wmux MeToank, nogpo6HbIX pernamMeHToB U B HEKOTOPbIX cayya-
SIX — NoApO6HbIX cneyndukayuii.

HacToawwmii ctTaHgapT npegycmaTpuBaeT KOHTPMeEpPbI B BUAE MeTOAMK, OhOpMIEHHbIX B NpeAnaraemyio
NONMUTUKY.

5.2.2 Yrpo3sl

Yrpo3bl — 3TO NOTeHUMaNbHble HexenaTefbHble COb6bITUSA 6e3onacHoCTW, NpUuYMHAKLWKE yuiep6, To
eCcTb hMHAHCOBLIA y6bITOK. B ICS MOryT npon3oiitv ¢ Tol AN MHOW BEPOATHOCTLIO cnegytowme cobbiTus:

- aTaku BaHAasioB U TEPPOPUCTOB;

- c6oin B ICS. 3a KOTOpbIM CneayeT cobbiTue 6e3onacHoCTy;

- aTaku Tuna «oTkas B 06CNYXUBaAHUUNY;

- HapylWeHne KOH(UAEHUNANBHOCTW, HanpuMep yTeuka Nnpon3BOACTBEHHON MHOpMaLmu;

- HapylleHVe 3akoHofaTelbHbIX HOPM;

- HexxenartenbHoe co6bITME BCAEACTBME HENPeoo/IMMON CU/bl, HANPUMeEP 3KCTpeMasbHble MOorofHble
yc/ioBus (WUTOPM WK TOpHaZo).

B0O3MOXHbI 1 Apyrve cobbiTUS, KOTOPble MOTYT BblTb XapakTepHbl 418 KOHKPETHOW opraHmsauuu.

B TMNU4HOM criyyae 0 HaACTyneHUn Takux cobbITUI JOMKHO 6bITb 4O0XEHO PYKOBOACTBY, NPy 3TOM OT
TOro, Kak 6bICTpPO 6yAeT [0/I0KEeHO, COOTBETCTBYOLee AeiCTBME N ypOBeHb 3afeiicTBOBaHNA PYKOBOACTBA
3aBUCAT OT UX CEPbE3HOCT!.

Takoe co6bITUE, U3BECTHOE TaKXe KakK MHUMAEHT 6€30NacHOCTU, MOXHO NpeAcTaBuTb cebe Kak hurypu-
pyloliee B ra3eTHOM 3arosioBKe.

5.2.3 Puck

B MCO/M3K Guide 73 puck onpegeneH kak «KOMbuHaLmsa BepoOATHOCTM COObITUA U ero NMocnefCcTBuii»,
TO eCTb Kak yuwep6 unu nocneacteme nHumaeHta 6esonacHocTu. HacTynneHve nHunaeHTa MOXeT NpuBecTn
K 0fiHOMY nnn 6051ee NocneACcTBUAM, a TaKxe CNpoBOLMpoBaTh Apyrne cobbiTus.

Ywep6, KOTOpbIii MOXET 6bITb NOHeceH B ICS. BkovaeT B cebs:
noTepo AoX0A4a;

HenpeaBueHHbIe pacxofbl;

- HEBO3MOXHOCTb YaCTUYHOIO MM NOJIHOTO BeAeHNs (hMHAHCOBO-X035ACTBEHHON AeATeIbHOCTY;
noTepl AEHEXHON CTOMMOCTUN 34aHUIA 1 COAEPXKUMOTO;

NHUMLEHT 6e30nacHOCTY;

- wTpadHblie CaHKUUK 3a HapylleHne 3akoHodaTe bHblX TpeboBaHuii, HanpumMep KacatlLnXcs KOHTPONS
BbIGPOCOB;

- NOCNeACcTBUS M3-3a HapyLWeHNs HOPMaTUBHO-NPaBOBbIX Tpe6oBaHuWli, Taknx Kak ctaHgapTel GAMO;

- HEeY,0B/IETBOPEHHOCTbL K/IMEHTA,;

- HeraTMBHOE OCBeLlleHNe B Npecce;

- cyaebHoe pa3bupatesibCTBO MPOTUB COTPYAHMKA UM CAMOT0O XO35UCTBYIOLWEro cybbekTa.

dakToM SBNAETCA TO. YTO 3alUTHbIE AeCTBUS TPeOYIOT AeHeXHbIX 3aTpaT Ha TexHonoruyeckune, unsn-
yeckune v opraHnsaunoHHble Mepbl. [T03TOMYy nocneacTere He6NaronpUATHOIO CobbITUA 6€30NacHOCTH 06bIY-
HO HEO6XO0AUMO BblpaxaTb B JE€HEXHOM BblpaXeHUN.

Puck ona o6bektoB ICS TpebyeT dukcaunm LEHHOCTN 06BEKTOB U UX YA3BMMOCTW nepepn atakoi. Kak
npasuio, 3TO OYEeHb TPYAHO U CYOBLEKTUBHO, HaNpumep, ecn paccMaTpusatb B KayecTBe NocnefcTsma no-
Teplo penyTauum opraHusauuu.

5.2.4 AHanun3 yrpo3-p1ucKkoB

AHanus yrpos-puckos (TRA) npeanonaraeT OLEHKY pUcKa U COOTBETCTBYIOLWMX €My He3allULEeHHbIX 06b-
€KTOB. yrpo3 uysas3sumocTeii. TRA — 3T0 npeanochkl/ika K BbIGOpY M AeTanbHOoN cneuyndurkaumm 3awmTHbIX Mep.
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TRA. B 4aCTHOCTU NPUMEHUTESIBHO K 3/IeKTPOHHOI atake Ha KOMMbIOTEPHbIE CUCTEMbI, COEAUHEHHbIE C
He3al WL EeHHbIMWA UM HEJOBEPEHHbIMU CeTSIMU, B HacTosIlLL,ee BPEMSA He JOCTYNeH A/18 mateMaTuko-cTaTu-
CTMYECKOro aHann3a, To eCTb atakm CO CTOPOHbI JINL-3/10YMbILI/IEHHUKOB Lie/ieHanpaB/ieHHbl 1 He obnagatT
CTaTUCTUYECKMM CBOWCTBOM COObITUIA cnyuyaliHoro c6os. Takum ob6pasom, aKCTpanonsAuusa CTaTucTUYeCKnX
faHHbIX {KaKk 06bIY4HO BO3MOXHO NPU CryyaiHbliX 0TKa3ax) He MOXeT NPOrHo3nMpoBaTth OYAYL Y0 BEPOATHOCTb
aTtaku CO CTOpPOHbI YenoBeka. [0 3TON NpUYNHE BbIYNC/IEHME BEPOSITHOCTY HACTyn/ieHna cobbiTuii 6esonac-
HOCTW. BO3MOXHO, NO3BO/UT HaBcerga nsbexarb YNCTO CTATUCTMYECKOro NoAxoaa.

HecmoTps Ha TO 4TO OCTYNHO MHOXeCTBO Mozesneil TRA, HM ofjHa U3 HUX He obLenpn3HaHHa. Konnye-
CTBEHHble MeToAbl 06MaHuMBbl. O6bIYHO PUCK 6€30NaCHOCTY aHaNN3NPYHIOT WTaTHbIE 3KCNEPTbl UM KOHCY/Ib-
TaHTbl, NOC/e Yero cnefyeT ero oLeHka OTHOCUTENIbHO KpuTepnes pucka Bnagensua/onepartopa ICS.

B CBSI3U C N3M10XKEHHbIM B HAcTosiLlEM CcTaHfapTe MeToAbl TRA He npefcTaB/ieHsbl.

5.2.5 O6paboTka, NpUHATUE U UHDOPMUPOBAHUE O puUcKax

Mocne aHann3a pUCKOB MX. Kak NpaBWa0, MOTyT cHECTb HenpuemaeMmbiMu 6e3 06paboTKu.

Puckn o6pabaTbiBaloT C NOMOLLbIO Mep. NMPeAsIoKeHHbIX B HACTOSILLEM CTaHAapTe, Mep. KOTopble MOTyT
6bITb OTHECEHbI B HACTOSILLEM CTaHfapTe K npefBapuTesibHbIM YC/0BMAM, & Takke Mep. KOTopble He npu-
BeJleHbl B HAcTOsLEM CTaHfapTe, HO KoTopble Bnagoneu/onepatop ICS. pernameHTUpyloLWKiA opraH unm 3a-
KoHofaTeslb MOryT c4ecTb HEOBXOAUMBIMU.

Mepbl 6€30MacHOCTM AO/MKHbI 6bITb MO BO3MOXHOCTHU:

- a(p D eKTUBHLIMU, pe3y/bTaTUBHLIMUA W AOCTATOYHO XEeCTKUMU, 4TO6Gbl NPOTUBOAECTBOBATL BbISIB/IEH-
HbIM yrposam;

- NPOrHO3MPYEMbIMY B OTHOLUEHWUW MpUaraeMbiX yCUNNA ANa nX yupexaeHus;

- NPOCTbIMU BO BHELPEHUU U NPUMEHEHUN;

- W eHbl 06paTHOro athdhekTa B OTHOLIEHNM CYLLECTBYIOLEro npoLecca Npon3BOACTBa;

- He TpeboBaTb CONPOBOXAEHUS.

BonbWNHCTBO TpeboBaHUii HACTOALLEro cTaHAapTa AonyckalT BapuaHTbl, pasnuyalroLlnecs 06bemMom npu-
naraembix yCunuii u goctTuraeMbiM ypoBHEM 3aluThbl, A1 COOTBETCTBUSA JOMYCTUMOMY pucky. ShdheKTUBHOCTb
Mep A0/KHa 6biTb MO BO3MOXHOCTY cbanaHcupoBaHa TakMm 06pa3oM, 4Tobbl 3aluTa, AOCTUTHYTas C NOMOLLbIO
OfHO Mepbl, He Morfa 6biTb 0cnabneHa HeJOCTATKOM 3aLKTbl, 4OCTUrAEMO C MOMOLLbIO APYrOil Mepbl.

Mepbl 4O/TKHbI 6bITb IOTMYECKN MOJHBIMU, TO €CTb HE OCTaBAATb cnabbix MecT B cucTeme 6esonac-
HocTu. [lelicTBys COBMECTHO, Mepbl AO/MKHbI 6biTh MO BO3MOXHOCTY He3aBWCUMbI APYr OT Apyra u. npegno-
4YTUTEeNbHO. NoadepXxusaTtb Apyr gpyra. Ocob6oe BHUMaHMe cneAyeT yAennTb TOMY, YTOObl rapaHTUpoBaTh, 4YTO
Mepbl He MPensTCTBYIOT APYT APYrY.

Mepbl — 3T0 pacxofbl. [103TOMY Bbl6paHHble Mepbl A0/KHbI 6bITb COaNaHcpoBaHbl Mexay coboii Ana
nonyyeHnsa peHTabenbHOro pelweHuns. Ecan opraHusaumsa He MOXeT MOHECTW pacxXofbl, TO MOXeT notpe6o-
BaTbCSA MPOLLecc oNTMMu3auum, Bkaovawwmnii B ceba nsmMmeHernme koHpurypaymm ICS. orpaHmyeHne KOMMYHU-
Kauuii n 4onoNHUTENbHbIE OpraHu3aLunoHHble MeponpuUATUS.

Kpome Toro, puck fonmxkeH 6biTb MPUHAT 3aMHTEPECOBaHHLIMU UL aMN U JOBEAEH [0 CBeeHUsA BCeX 3a-
MHTEpPeCOoBaHHbIX CTOPOH A0 peanusauun Mep v Npu Kaxaoi CyLecTBEHHO! UX KOPPEKTUPOBKE.

MpumeuyaHne — PaHee AeiiCTBYIOWME M HACTOAWMIA CTaHAAPT He 3aTparMBaioT (PopMasibHOe YCTaHoB/e-
HUe aoBepusi, Tpebylollee OLEHKM Ge30MacHOCTV C MOMOLLbI MPU3HAHHBIX KPUTEPUEB M METOAOMOMMW, Hanpumep
NCO/M3K 15408 ninnn MCO/M3K 27001.

5.3 )XXU3HEHHbIW LnUkn 6e30nacHoOCTM

MonoxeHUs HacTosiLero cTaHAapTa OCHOBAHbl Ha MOZE/N XW3HEHHOTro uukna 6es3onacHocTu, npuse-
[EeHHOI Ha pucyHke 2.

Mpu o6ecneveHun 6eszonacHocTn ICS HEOBXOAMMO yunTbIBaTbL CAeAyOLWNe KaTeropun yrpo3 U KOHTPMeEp:

- couuanbHble N opraHn3aLoHHble YIrpo3bl U Mepbl, TO €CTb 3/10YMbILINIEHHUKU-UHCAAEPLI U HECOOT-
BETCTBYIOLW WA MOHUTOPUHI NepcoHana;

- (hM3nMYecKme N ecTECTBEHHbIE YIPO3bl U MEpPbl, TO €CTb 3/I0YMbILU/IEHHUKKU-ayTcaliiepbl 1 ynpasaeHue
hu3nyeckum 4oCTynom;

- 3/1eKTPOHHbIE U TOTUYEeCKMe Yyrpo3bl N Mepbl, TO €CTb 3/IeKTPOHHAA MoYTa M aHTUBMPYCHbIE NPOrpamMMbl.

B HacTodlwemM CTaHAapTe npuBefeHbl B OCHOBHOM 3/IEKTPOHHbIE N IOTUYECKNEe KaTeropuu, 4To otmede-
HO Ha PUCYHKe 2 KPYMHbIMU rasnoukamu.

MpumeuyaHne — Tam. rge TpebyeTca cnelnasibHbIli MPUKIAAHON XU3HEHHBIA LMK (HanpuMep, XWU3HEeHHbINA
Lmkn 6e30nacHOCTM), Takoi perfameHT ynpaBieHns XU3HeHHbIM LIMKIOM JO/DKEH MO BO3MOXHOCTV 06beunHATb B cebe
acnekTbl IT-6e30MacHOCTM HACTOSILLEro CTaHaapTa.
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PucyHOK 2 — YXU3HEHHbI LUMKn 6e30nacHoOCTH

Mogenb npegnonaraet YyeTbipe cdepbl 0CO60r0 BHUMAHNA:

- paspaboTka, peanusauus U ConpoBOXAeHne Mep No npejoTBpaLleHNto pucka, BKIoYasa ynpasneHme
O06GHOB/IEHUAMUN U NATHAMMU:

- MOHUTOPWHI CO3[aHHON M CONPOBOXAAEMON TakuM 06pa3omM cucTembl 6e30nacHoCTU, TO ecTb ANs
06HapyXeHusa N060ro HecaHKLMOHNPOBAHHOIO NMPOHUKHOBEHUS;

- ynpaB/ieHVe CUCTEMOI, BKIOYas 3anncb COGLITUIA 1 KOppeKTUpyloLW e BO3AeCTBUSA, NOKa HeCaHKLU-
OHMPOBAaHHbIE MPOHUKHOBEHUS NOAAAITCA YNPaB/EeHUIo;

- ynpaBsiieHune owmnbKkammu npu YpessblyaiiHbiX 06CTOATENLCTBAX M BOCCTAHOBIEHWEM, KOTA4a NPONCXoAAT
60nee cepbe3Hble MHUWAEHTbI, B TOM YuUC/ie ynpas/ieHne HenpegBuieHHbIMU 06CTOSATEIbCTBAMU B Cllyvae
Hauxyfwux cueHapues.

Ha pucyHke 2 npsimast cTpesika nokasblBaeT, YTO YeTbipe cdiepbl, IOTUYECKN BbiTeKalwme Apyr u3 gpyra
no cBOEMY NMpUHLMMY, MOTYyT 6biTb BBEfEHbl MOC/nefoBaTelbHO, N0 MeHbLIel Mepe Ha HayasbHOM 3Tane 3a-
nycka ICS nocne obecneueHns ee 6e30nacHOCTH.

BaXHO npuMHMMaTb BO BHUMaHWE, 4TO B NPOTUBOMOJIOKHOCTb OObIYHBLIM TEXHUYECKUM AUCLUNINHAM
TexHnka obecneyeHns 6e30NacHOCTM — 3TO MO CyTW GeCKOHEeuHbI npouecc. OTOT npouecc TpebyeT, 4TOGbLI
BCe chepbl BBOAMINCL NOCTOSAHHO WUW Nepuogmnyeckn ans npucnocobnenns ICS K NOCTOAHHO MeHSALWUMCA
TEXHO/IOTMYECKUM U1 YIpoXaloLWwmnm cpesam.

5.4 Monwutuka

5.4.1 0O630p

MonnTuka — 3TO CBOJ OCHOBOMO/AralLWMUX NPUHLMMNOB 1 Mep 6e30MacHOCTU. Mepbl rpynnupyloTcs no
acnektam 6e30MacHOCTU, KOTOPbIe NPUBSI3aHbl K 06 ENPU3HAHHBLIM KOHLENLUAM 6€e30NacHOCTU.

Mepbl, npegnaraembie B COOTBETCTBMM C HacTosiWel MOAMTUKONM, ocTalTcsa 6a30BbIMU U AOMNYCKaOT
MacwTabupyemocTb, cBo60Ay BbiGOpa COOTBETCTBYHLWMUX AOCTYMHbLIX TEXHOMNOTMI N GyayliMe yCOBEpPLUEH-
CTBOBaHMSA.

MonnTuka MmeeT nepapxmyeckylo CTPyKTypy B BuAe 4YeTbipex YPOBHEeN, Kak mokasaHO Ha pucyHke 3.
B LeHTpe BHMMaHWs HacTOsILLero cTaHgapTa — onepaTvBHas MOSIMTUKA, KOTopasi B O6WeM criyyae umeet
xapaktep meToanK. OnepaTuBHYO NONUTUKY C/efyeT NOHUMaTb B pamkax NOMHOW NONTUKN.
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PykoBogsLas
nonmTuKa
6e3onacHocTn

PucyHok 3 — YpOBHW NOMUTUKM

5.4.2 PykoBoasiuias nonutuka 6esonacHocTu

MonuTtuka Ha caMOM BepxXHeM ypOBHe opraHu3auun CaHKLUMOHMpPYeT nporpammy 6e3onacHocTu u 06o0-
3HavaeT HanpaBneHne. OHa ycTaHaBnuBaeT o6Line Lenn 6e30MacHOCTM opraHmsauum.

®opMynnpoBKa NOMUTUKM BbICLUIUM PYKOBOACTBOM A0/DKHA OblTh 4OCTATOYHO NPOAYMaHHa 1 ocTaBaTbCA
aKTyanbHOWM 1N TOYHOW NMpM U3MEHEHUSIX B CTPYKTYpe opraHusalumn, B TEXHOIOTUM CUCTEMbI U 6€30MacHOCTU U
B XapakTepe yrpo3 6esonacHocTu. byayun npoayMaHHOM, NOANTUKA MOXET 6blTb CTAOUIBLHOW U BYAET HYX-
faTbcA B nepepaboTke TONbKO B Cyvyae U3MEHEHUS MCXOAHON NO3MLMM OpraHM3aunmn B oTHOWEHUN 6e3onac-
HocTu. OfHako hoOpMyMPOBKa NOIMTUKN ABNSETCS OfHO3HA4YHOW. OHa YeTko onpegenseT, UTo TpebyeTcs.

MonuTtuka 6e30MacHOCTM BEPXHET0 YPOBHS opraHusauuu onpegenseTt o6ume cepbl OTBETCTBEHHOCTMN
1N NOAOTYETHOCTU AN OpraHn3aunoHHbIX cdep.

MpuMmeyaHne — Hanpumep, NOUTUKA MOXET ONpefensiTh B3aMMOOTHOLLEHNS MeXay PyKOBOACTBOM Kopropa-
TUBHbIM IT-0TAenom 1 ICS 1 1x COOTBETCTBYIOLLME 0653aHHOCTU. MoUTMKa MOXET pasrpaHnyMBaTh Liean 6e3onacHocTy
CUCTeMbI ynpaB/ieHus OT Leneil 6e3onacHOCTU KOpnopaTuBHON ceTu. Hanprumep, BaHENLWMM acnektom 6e30nacHoCTn
KOPMOPaTUBHO CETU MOXET 6bITb COXpaHeHNe KOHMMAEHLUMAIbHOCTY, B TO BPEMSA Kak BaXHENLIMM acnekTom 6esonac-
HOCTV CUCTEMbl ynpaB/ieHnst MOXeET 6bITb 0becneyeHne GecnepeboliHoli paboTbl.

Kpome Toro, opraHusaumoHHas nosiMtuka 6e30nacHOCTU MOXET OonpefesiaTh KOHKPETHble CTaHAapTbl U
HOPMbI, NPUMEHNMbIE K OpraHu3auuu B Lesom.

PykoBoAcCTBY cnefyeT AOBOAUTbL NOAUTUKY 6€30NacHOCTU 40 CBeAeHUsA BCeil opraHusaumu, 4Tobbl BCE
COTPYAHVKU NOHUMANN 3Ty MOMUTKKY, & TakKe MOM/IM perncTpupoBaTb NOCNELCTBUSA €e HapyLeHUi.

MonuTtuky 6e30NacHOCTK 3TOrO0 YPOBHS Mepuoamnyeckn nepecmarpusaioT. NepnognMyHOCTb NnepecMmoTpa
MOXeT BapbMpoBaTbCA B COOTBETCTBUN C TpebOBaHNAMN PYKOBOACTBA M ObITh Yalle Ha NepBbiX aTanax nocne
BHepeHuA.

[aHHblli ypoBeHb NONNTHKM 6e3onacHocTn ICS npuBeaeH B pasgene 7.

5.4.3 OnepaTuBHaa noauTuka

OnepaTtuBHbIe NOMUTUKN pa3pabaTblBalOT Ha HWXHWUX YPOBHAX OopraHusauuu Ans onpepfesieHnus Toro,
KaKk Heobxo4MMO peann3oBbliBaTb NOJIOXEHUA KOPNOPaTUBHON NONUTUKM 6e30MacHOCTM B COOTBETCTBYIOLNX
opraHn3aunoHHbIX cdrepax.

3TN NONUTVKM ONpeAenstoT, HTO Heo6X0AMMO NPeANPUHATL B OTAENbHO B35ITON OpraHn3aLoHHol cie-
pe ANS [OCTUXEHWS ueneli KOpnopaTMBHON MOAUTUKM. OHWM NOAUMHAKT cebe pernameHTbl 6e30MacHoOCTH,
pacnosioXXeHHble YPOBHEM HUXeE.

PernameHTbl fO/XHbI N0 BO3MOXHOCTU 3aTparnsaTtb BCe HE06X0AMMbIe 3Tanbl XU3HEHHOTO LuKIa npo-
rpaMmmMmbl 6€30MacCHOCTU C TOYKN 3PEHNS OTAENbHO B3ATOW OpraHn3aLMoHHO eAnHNLbI:

- pa3paboTKy cuctemsl;

- MaTepuasibHO-TeXHNYecKoe cHabxeHwue:

- TeXHoJIormyeckuii npouecc:

- CONPOBOXAEHNE CUCTEMDI;

- nepcoHan:

- ayauT.
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B TunnyHom cnyyas NOMUTUKY Ha 3TOM YpPOBHE NnepecMaTtpuBaloT Nepuofnyeckn n no onpepeneHHbIm
noBofam, HanpumMmep Kaxfblii pa3 npu BHeApEeHUN HOBOro, KOPPEKTUPOBKE CyLLecTByloLLero 6MsHec-npowecca
WIn ero nuksBngaunn.

Oco60e BHMMaHWe B HACTOSALWEM CTaHAapTe yA4eNeHo akenayaTaumm n o6enyxusanuto ICS. HactoAwnia
cTaH4apT He npefycmaTpuBaeT MeTOA0/10TMYeCKOl OCHOBbI NO Takum Bonpocam, Kak 6ecnpoBoHble yCTPOii-
CcTBa W AaTyuku, nepcoHasn, noauTuka cybnogpaga n MatepnanbHO-TEXHUYECKOe CHabXeHune.

CoOTBETCTBYHLMNIA ypOBEHb NONUTUKM 6e3onacHocTh ICS oTpaxeH B 7.3.5. KOTOpbIl 3aTparnBaeT cre-
aywuwne cgepbl ynpaBneHus:

- LLe/IOCTHOCTbI0:

- NIOTMYECKUM OOCTYMNOM;

- (hm3nmyeckum AoCTynom,

- cerMeHTamu;

- OCTYMHOCTbIO;

- aAMUHUCTPUPOBAHMEM, ayAUTOM M HEWTaTHbIMN CUTyaLNAMU;

- BHELWHUM [OCTYMNOM.

5.4.4 Paboyne pernameHThbl

PernameHTbl 4O/MKHbLI N0 BO3MOXHOCTW yCcTaHaBAMBaTbCA Bnajenblem/onepaTtopom u Bonaowartb one-
paTuBHYIO MOMNTUKY, NMPefCcTaB/IEHHYI0 B HacToAWweM cTaHgapTte, onpefenas CTeneHb UX BOBJIEYEHHOCTU U
NMoAOTHYETHOCTb 3a JelicTBMe, MepecMoTp N 06GHOB/IEHNE TaknX JOKYMEHTOB.

Pabouve pernameHTbl ycTaHaBNMBAKT NOPSAAOK UCNOMIHEHUA onepaTUBHOM NOAUTUKU. OHU ycTaHaBu-
BalOT HeO6XoAMMbIEe AeNCTBUA U MOTYT CCbI/IaTbCA HA COOTBETCTBYOLWME METOAbI U CNPaBOYHbIE AOKYMEHThI,
B TOM 4ucne crtaHgapThbl.

MonuTuky Ha 3TOM ypOBHE MepecmMaTpuBalT KaxAblii pa3 npu yTBEPXAEHUN, KOPPEKTUPOBKE WIN OT-
KNOHEeHWUN onepaTUBHON NOAUTUKN.

B nognyHkTax nogpasgena 7.3 npusefeH paf acnekros, KOTOPble [O/IKEH N0 BO3MOXHOCTU ycTaHaB/In-
BaTb pPer/iameHT.

MpumeuaHne — PernameHTbl cogepxar Takke MH(hoOpMaLWio 0 NOPsSAKe U3MEHEHNs APYTUX PErfIaMeHTOB.

5.4.5 Pabouyas meToamka

Pabouas meToAuKa [0/KHA MO BO3MOXHOCTM CO/epXaTb KOHKPeTHble n3mMepuMble Tpeb6oBaHUA U KOH-
KpeTn3mpoBaTb pernamMeHTbl, yUnTbiBas KOHKPETHble MHCTPYKLUU OT BAagesnbla/onepaTopa. B cBA3u c Tem,
uTO OHM elle 60see NpUBA3aHbl K OpraHM3auuM M opraHnM3aLnoHHOW cdepe, B HacTosileM cTaHfapTe OHu
MOTYT 6bITb MPUBEAEHBI TO/ILKO KakK NpuMepsbl.

MonAnTUKY Ha 3TOM YPOBHE N3MEHSIOT NEePUOANYECcKN, N0 Mepe N3MEHEHUS B MAaHaX N TEXHOIOTUAX PYKOBOA-
cTBa obuei nHppacTpykTypoii. Cama no cebe oHa BpeMEHHa U MOXeT noj/iexartb NnepecMoTpy B /1l060e Bpems.

Bce mepbl fO/KHBI MO BO3MOXHOCTU paccmaTpuBaTbCs KaX/blM KOHKPETHbIM MoJib30BatesieM HacTos-
Lwero cTaHgapTa v aganTMpoBaTbCs K €ro KOHKPeTHbIM Tpe6oBaHNAM U CUTyaLumn pucka.

5.5 Tunosble 3TanOHHbIe KOHpUrypayum

5.5.1 MpomblwaeHHasa cuctema ynpasseHus (ICS)

ICS 06bI4HO COCTOUT U3 31€KTPOHHOTO 060PYAOBaHUSA, TO €CTb XOCTOB M YCTPOWCTB, 1 MOXET BK/loYaTh
B ce6sa ceTn, NOACETU U COEAMHEHUS «OAMH K OQHOMY», Kak nokasaHo Ha pucyHke 4. Kak npaBuno, cuctema
Bk/tovaeT B ceba ICN u coefjuHeHHble C Hell 060pyg0BaHMe U NOACETU, a BO MHOTUX CyYyasaX — elle U BHell-
HMe XOCTbl U YCTPOICTBA BHELIHWX CeTell, NOAKMNI0YEeHHble K JaHHO ceTu yepes cpefCcTBa CeTeBOro B3amMo-
nelicteus.

B coBpemeHHol ICS, kak npaBui0, UCNOMb3YHTCA BHELWHNE KOMMYHMKaLUKU, 4To6bl noayvyaTb JOCTyn K
BHELHNM pecypcaM U 6biTb AOCTYMHOM AN HUX. KaK MOKa3aHOo Ha pUcyHke 4.

BHyTpeHHUe ycTpolicTBa u onepatopbl ICS MOryT HyXAaTbCA B JOCTyNe K BHELWHUM pecypcam, Hanpu-
Mep AN8 06HOBAEHWI K ynpasnaLwen nHpopmaymu.

BHewHne onepaTtopbl 1 ycTpolictBa ICS MoryT nony4yatb gocTyn k ICN. HanpuMep, B LeNsx AMarHoctu-
Kn. 06cnyxmBaHnsa, paspaboTku u/mnu ynpaeneHus.

MpumeuyaHne — BHYTPUOGHLEKTOBOE MOAK/IOYEHNE BHELUHErO0 06OPYAOBaHNS, NPUBHECEHHOMO Ha NPOU3BOA-
CTBEHHbIN 06LEKT 06CNYXMBAIOLLM NEPCOHASIOM, MPUYNCIEHO K BHELLIHUM KOMMYHUKALWSM.

BHeLWHMEe KOMMYHUKaLUM MOTYT CNYXUTb ANA coegnHenmns ICN ¢ cuctemamm, XocTaMu 1 ycTpoiicTBamu,
TakKUMM Kak:
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- BMeLwHwuii(e) uemTp(bl) 6e3onacHoCTU:

- BMewHaa(ne) cuctema (bl) NOAAEPXKKN U3FOTOBMEHNA U YNPaBeHUS;

- 060cobneHHoe(ble) cTaynoHapHoe(ble) yCcTpoincTBo(a);

- UHTepakTuBHbI(e) NynbT{bl)/XOCT(bl) MHTEPAKTUBHOIO yAa/leHHOro gocTyna:
- nynbT(bl)/ueHTp(bl) yaaneHHoro gocTyna;

- nopTaTuBHas(ble) pabouyasi(ne) ctaHumsa(N) UHXeHepa;

- nopTaTuBHbIi(e) HoCcUTeNb(K) MHOPMaL UK.

Bmennwii ueHTp BHeLLHsIst |OCoo060eHHOe
6e3onacHocTn nmaepxra 1cT9umoH3pmoe
UroT ceneHns m/cTpoiicTBa
(ympoovHoe)

PucyHok 4 — MpomblwneHHas cuctema ynpasnexus (ICS)

5.5.2 MpomblwneHHas ceTb ynpasneHus (ICN)

ICN MoxeT 6bITb 06pasoBaHa NyTeM WHTErpPUPOBaHWUS YCTPOIWCTB CO 3HAUMTENbHLIM pa3Hoo6pasnem,
BK/tOUas:

- XOCTbl, NPOKCU-CEPBEPbI, LW/03bl, KOHLEHTPATOPbLI, MapLpyTM3aTopbl:
- nepuchepuiiHoe IT-o6bopyfoBaHue;

- TEXHOJIOTMYECKOE KOHTPOJIbHO-U3MepuTebHOEe 060Py40BaHNE, NCMOTHUTE IbHBIE MEXAHU3MbI, NPeo6-
pasoBaTefin u T. 4.

XocTbl ICN MOryT (hyHKLMOHUPOBATL Kak cepBepbl NPUNOXEHWI, cepBepbl YNpaBaeHnua n aopyrue cneuu-
anbHble HMI.

ICN coefivHeHa HenocpeACTBEHHO WM ONOCPeA0BaHHO C Bble/IEHHbIMU CETAMMW, TO eCTb aBTOMaTU3u-
poBaHHbIMU AYelikaMn U/mnun ceTamu nepudepuiiHbiX yCTPORCTB.
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MHOrme M3 aTux XO0CTOB U YCTPONCTB, 3a MUCKIOYEHWEM MPOCTOro 060pyAOBaHNs, COeANHEHbI MexXay
cob6oin yepes ceTeBytlo annapaTtypy v kabenu, o6pasys ICN. ICN mMoxeT BkIoUaTb B cebsl BblAeNeHHble ceTu,
coefjMHeHHble C Hell HemocpeACTBEHHO WM ONOCPef0BaHHO, B YACTHOCTU aBTOMAaTU3UPOBaHHble a4velikn u/
nnun cetn nepndepuitHbix yCTPOWCTB.

YacTblo napka o6opyfoBaHuns ABNAIOTCA Takxe YCTPONCTBa, KOTOpble coAepxaT pecypcbl 06paboTkun 1
XpaHeHWs JaHHbIX. YKa3aHHble YCTPONCTBA ABNSAIOTCS NNWb BPEMEHHON YacTbio napka. Ocob6oe BHUMaHue
cnepyeT yaensitb ycTpoicTBam, BHOCUMbIM Y YHOCUMbIM C MPOU3BOLACTBEHHOIO 06bEKTA, TAKMM Kak NnopTaTuB-
Hble KOMNbIOTEPbl UK MopTaTuBHbIE HaKONUTENN.

5.5.3 YHuBepcanbHblii XocT (GPH) NnpoMblWNEHHOW CUCTEMbI yNpaBneHus

HacToawwuii ctaHgapT NPUMEHSIOT K XocTaM, KOTOpble MOTyT 6biTb aHanornyHbl GPH ICS. KoHdhurypa-
una GPH. npeacTtaBneHHas Ha pucyHke 5. UANKOCTPUPYET ero KtyYeBble KOMMNOHEHTbI:

- LeHTpasbHblii MPOLEeccop C ero HeOTbEMIEMbIMU KOMMOHEHTaMU, TakuMu Kak Hakonutesnb 60/bLUOi
€MKOCTU 1 nHTepdeiicsl;

- NyNbT onepatopa ¢ ycTpoicTBaMy BBOAA M OTOGPaXeHUs AaHHbIX;

- UHTepdeiic/HakonnTenb AN CYUMTbIBAHUS MHAOPMAaLMWN C BHELWHWUX HOCUTENeil AaHHbIX, Taknx Kak
USB-HakonuTenu v rubkne MarHUTHbIE AUCKMY;

- UHTepdhelic n kabenun cBs3K C YCTPONCTBOM ynpaBrieHus/nepuepuiiHbIM yCTPOCTBOM:

- HTepdpeiic ceszm c ICN.

GPH moxeT npeactaBnaTb coboii Takxe npoctyto ICS. He cogepxawyto ICN. Takas cuctema mMoxeT
6bITb BNOCNEACTBUU COefMHEHA:

- C BHellHel 06Le0CTYNHON ceTblo, Takoi kak NHTepHeT;

- C BHeLlHel opraHn3aLoHHO ceTbio.

OTanoHHas koHdurypauua GPH, npuBegeHHas Ha pucyHke 5, facT npeacTtaBneHue:

- 0 npocTeiweit ICS 6e3 ICN;

- 06 oTAEenbHbIX X0cTax B cocTaBe ICS Kak 060C061EHHbIX 31IeMeHTax;

- 0 Nto6OM nNporpaMmupyemMom/nporpaMmMHOM YCTPOCTBE Kak KOMnoHeHTe ICS B Lenowm;

- 06 MHTepdeiice n Kabensix CBA3N C BHELWHeN ceTbl, Takol kak VIHTepHeT unu KopnopaTuBHas
ceThb.

Ha pucyHke 5, a Takxe Ha ApYrux pucyHKax OTMeYeHo npucyTcTeme nogei. Nlioam — 3To YacTb NpakTu-
Yyeckun No60oI cucTemsbl, fiaxe ec/v OHW OCYLLeCTBAAIT TONbKO yaaneHHoe 06CNyXMBaHne unu ynpasnsioume
BO3ENCTBNSA, U UMEHHO NI0AMN ABNAKTCA OCHOBHOM NPUYUHON U MHMLMATOPAMU Yrpos.

EN ICN
BHelwHsAA ceTb MpombilneHHas
opraHuzauumn unm 4 ceTb ynpasneHusi

TA&HA

MpumevaHne —
MpucyTcTBME NepcoHana
BaXHO AN1a o6ecneyeHns
6esonacHocTn. HOHa
PUCYHKe He nokasaHo

MpumeuaHne 1— MoryT UCnonb3oBaTLCS U GECNPOBOAHbIE COEAVHEHUA, HANPUMeEP, B3aMeH Kabeneii cA3m
C CeTbI0 UM yCTpONCTBaMU.

MpumevaHune 2 — KoHdurypaums xocta, NpUBeeHHas Ha PUCYHKe, ABMSAETCA /IULLb HarfagHbIM NPUMEpPoM 1
He npefHasHaveHa Ans 3afaHns Kakor-nnbo Tononormm cetu.
PucyHok 5 — 3tanoHHas koHdurypaums GPH — GPH ICS ¢ BHeLHUMYM ycTpoicTBamm
14
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5.6 Mopgenu 3awmntbl

5.6.1 LlenocTHOCTb 1 3awmnta gocrtyna

OCHOBHble NpUHLUUNBLI 6e30NacHOro ynpasaeHus AOCTYNnom v ob6ecnevyeHus LEesI0OCTHOCTU MOXHO pac-
CMOTpeTb. UCNONAb3Ys TUNOBYI KOH(UTrypaumto npoctoro GPH (cM. pucyHok 5).

30HbI 3aWnTbl NpUMeHnTeNbHO K GPH npeactaBnieHbl Ha pucyHke 6.

PucyHok gaeT npegcTaB/ieHne o0 TOM. 4YTO yrpo3sbl, ucxogswme ot ICS n ee cpefbl, MOTyT 6bITb Npece-
YeHbl Ha (OU3NYECKOW rpaHuLe KOMHaThI, Wwkada nnm Ha 3NeKTpMUYecKol rpaHuLe LeHTpaabHOro npoueccopa
(CPU) n nutepdeiicoB xocTa.

JNlornyeckas rpaHuya sBokpyr GPH moxeT 6bITb cO3gaHa mepamu No o6ecneyeHunto LesoCTHOCTN — yCu-
neHneMm 3alunTbl 3a cyeT KoHdurypuposaHua O/S, NpunoxeHuii n cnyx6 (Ha pucyHke 6 coOoTBETCTBYOLNE
KOMMNOHEHTbI MOMeLLeHbl B KpYrn, 0603HaYEeHHbIE MYHKTUPOM).

YcuneHve 3alunTel kabenein nepegayn Ha KOPOTKUX PACCTOAHUAX MOXET 6blTb OCyLLEeCTBNEHO husnye-
Cknmun cpefcteamu. Ha 6onblunx paccTofaHUAX cnefyeT MCNonb3oBaThb kpuntorpaduyeckne cpepacrtea (no-
Ka3aHo MYHKTUPHBIMU AUHUAMU, UAYLWKUMIN NapannenbHo kabento).

Mepbl no o6ecneyeHunto LEesIOCTHOCTU U yNpaBieHWo JOCTYNOM NPUMEHSAITCSA No obwemy obpasuy K
cueHapusm, B KOTOpPbIX:

- 4N onepaTopoB N BHYTPEHHUX ycTpoiicTB ICS MoxeT 6biTb Heo6xoAUMO noakntoveHune K ICN:

- ceTb ICN nogkntoyeHa Kk gpyrum cetam ICN n/wnm nogcetam.

EN ICN
BHeLLHsAS ceTb opraHm3aLyim MpOMbILLNIEHHAS
W 06LLEOCTYMNHas CETb CeTb ynpaBneHus
HanpuMep MHTpaceTb
wn VHTepHeT

KoHTposb

foctyna
oneparopa

PUCYHOK 6 — 3alMTa yCTpoiCTBa — YCUEHWE 3alyTbl U ynpaBieHne JocTynomM

5.6.2 3awuTta cermMeHToB

ApxuTekTypa npuHumna obecneyeHus 6e30MacCHOCTU CETMeHTa OCHOBaHa Ha MpPeAnosIoXeHun,
4YTO TOMoJsIorMyeckas CTPYKTypa MPOMbIW/IEHHON CeTU MOXeT 6biTb pasfjesieHa Ha OTAEe/IbHble CerMeHTbI
6e3onacHOCTU. Ha 3TOM Xe ypOBHe pasfinyHblie CerMeHTbl MOryT 6blTb COEAUHEHbl APYr C APYrOM Maru-

CTpasibHON CeTbio, HaNpumMep B OCHOBHOM ICN. KaxAblii CETMEHT MOXET UMETb e4UHCTBEHHYI0 TOUKY BX04a
B MarnucTpasnbHyl ceTb.

PaccmoTpeHue cermeHTOB B OCHOBHOM BbINOJIHAETCA ANA:
- camoi ceTtun ICN;
- cermeHToB noacetn ICN;

- cneuunanbHbix cermeHToB ceTu ICN, Hanpumep w308 SGW B koHurypauum DMZ.
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Mpumeuanne — ICN onpegeneHa Takum 06pa3om, Y4TO (hakTUYECKM CaMa He COAEPXKMT CEerMeHTOB BHELLHEN
cetn EN. Ee obLjas 3awyra oT BHELHWX YCTPOICTB u/unn ceTeil obecneunBaeTcs LUO3aMU BHELIHNX MOAKIIOUEHWIA
(ECG).

[lonoNHNTENIbHO MOTYT 6bITb CO34aHbl crneyuasnbHble (HeceTeBble) CerMeHTbl BHYTPU IU3NYECKNX XOC-
TOB 1 YCTPOIiCTB, 06ecneynBaloLine COOTBETCTBYIOLEe ynpasieHne AOCTYNOM ANA 3awWnTbl, Hanpumep:

- camoro xocTa unu ycTtpoiictea ot yrpo3 ICN;

- Apa onepaunoHHO CUCTEMbI K CETEBLIX CYX6 OT MPUMOXKEHWU N UHCTPYMEHTOB;

- KPUTUYHBIX MPUIOXKEHNI OT MEHee KPUTUYHBIX;

- MOHUTOPWHra 6e30NacHOCTN U NPUIOXKEHNI aAMUHUCTPUPOBAHUSA OT NPUOXKEHUA yNpaBieHUs.

OCHOBHbIMW Mepamu 3aLnTbl 419 ceTell C BbICOKOW 6e30MacHOCTbI0 ABASOTCS;

a) nepapxuyeckas uam ctyneHyaTas CTPyKTypa CerMmeHTOB;

b) CTPOTrO CyXeHHbI# Habop UHTepgeicos (BNNOTb A0 MUHUMAbHO HEOBXOAMMOr0o, HaNnpUMep UCNob-
30BaHMe orpaHnUYeHHoro Habopa yHkunit/agpecos);

C) cTporve Mepbl ynpaBfieHWs JOCTynoMm (Hanpumep, NpUMeHeHuWe cneuuanbHOi CxeMbl NpuBuNeruii,
6/10KMpOBaHNE HECAHKLMOHNPOBAHHbLIX N3MEHEHWU, HAMEpPEeHHbIi 0TKa3 OT CNyX6 KOHTpmep).

MpumeyaHune — [Na CETU UM CETMEHTOB CETU, CBA3AHHBIX C NPUIOXKEHUAMU SKCMyaTaunoHHo! 6e3onac-
HOCTW. B cooTBeTcTBMM ¢ MK 61508 (M3K 61511). ocoboe BHUMaHwWe cnefyeTt YAensTb COOTBETCTBUIO MPUIOXKEHWIA
MOHWUTOPWHra U3nyyYeHnin Tpe6oBaHNAM AeCTBYIOLLETO MECTHOTO 3aKOHOAATENIbCTBA U NPUIOXEHNI KOHTPONS KavecTBa
[eicTBYIOLMM B NPOMBILLIEHHOCTMN COralleHmsaMm, Takum Kak GAMP 0. B aTom cnyyae ata ceTb UK CErMEHT CeTu MOryT
CUMTaTLCS CEThIO C BbICOKO 6€30MacHOCTbIO.

Mpu vepapxuyeckoil CTPYKType CErMeHTOB KaxAblil NOAUYNHEHHbI CerMeHT BCeACcTBUE CEerMeHTauumn
noslyyaeT LOMNONMHATE/bHYIO 3aWUTY N «3WeNOHMPOBaHHYI0 060POHY», TaK Kak 3aluieHHas rpaHmua Kaxaoi
NoAYMHEHHON ceTu npeacTaBiseT co60i 4ONONHUTENbHYIO TMHUIO 060POHbI.

MpumeuyaHue — CeTb, PACMOMOXEHHAS CHAPYXN CETMEHTa, AaXe ec/ OHa HaxoauTcst BHYTpM ICN. Moxet
paccMaTprBaThCs Kak «HEeHaOEeXHasi C UCK/IOUEHUSIMU» MO OTHOLLEHUIO K TUNaMm Tpadmka ceTn 1 o6bemam, a Takke Ha-
MEepeHUsIM U BO3MOXHOCTSIM M0/1b30BaTe el

YcnewHast 4ONONIHUTENbHASA 3aWMTa Ha NyTW aTaku CHapyXW Ha BHYTPEHHIO CETb HE COCTOUT TO/IbKO
n3 O,CI.HOVI OﬁOpOHbI rpaHuybl, OHa TakKxe npegnosnaraet OﬁHapy)KeHI/Ie n pearnpoBaHue.

Ha pucyHke 7 npusefeH npMMep NpUHLMNA 3WeNOHUPOBaHHON 060POHLI, KOTOPYID 06ecneynBaeT nepap-
Xnyeckan cermeHTtaumsa. NokasaHo, Hanpumep, 4YTo Yrpo3bl U3 UHTEPHETA NPECEKATCS Ha rpaHuLe BHELWHEN
ceTun opraHusauuun. OgHako nonmMtuka 6esonacHocTy ICS cumTaeT 3Ty BHELWHIOW CETb OpraHu3aunun HeHagex-
HOIl 1 TpebyeT Takxe npeceyeHus yrpo3 n Ha rpaxuue ICN.

Ecnu aTaka He 6yaeT npeceyeHa Ha rpaHuue ICN. aTakylouwmnii MOXeT npeofoneTb ganbHenlne mepsl,
NMPVHATbIE Ha OTAE/NbHBIX YCTPOCTBAaX U CepBepax, a Takke Ha rpaHuue KpUTUYHOW aBToMaTusauum u cetei,
ynpaBndemMblX B nose. Bnarop,apﬂ coyeTaHUIO CTyneH4YaToro nogxoga c Apyrumu COOTBeTCTByHOWNMU Mepamu
BNageneu/onepaTtop 3aBoga MOXeT GbiTb YBEPEH B TOM. UTO Npu BCeX 06¢cToATeNnbCcTBax ICS B focTatoyHol
CTeneHun 3awuueHa NT ataku.

BHyTpu cetn ICN nto6oi cermeHT nogcetn 3awuweH wnw3oMm SGW Ha ee rpaHuue. Mogo6bHO aTomy
ycTpoiicTBa 3aluliEHbl HEKOTOPLIM (PYHKLMOHANIOM 6e30MacHOCTU, KOTOPbI/A NokasaH Ha pucyHke 7 (Kpyru
BOKPYT YCTPOWCTB, BblA€MI€HHbIE MYHKTUPOM).

CnepyeT umeTb B BUAY. YTO. B 3@aBUCMMOCTU OT aHanM3a yrpo3s 1 puckos, APYrux Tpe6oBaHunil Bnajenb-
Lua/onepaTtopa. MOryT CyLLeCTBOBaTb MePbI, NPUMEHSIEMblE K COOTBETCTBYHOLWMUM NOAMHOXECTBAM W HAAMHO-
)XecTBaM CErMeHTOB.

MpumeuvyaHne — Jlobas nonutuka 6esonacHoOCTU Ao/MkHA TpeboBaTb GanaHca Mep YCU/IeHUsi, Tak Kak
obecneyeHne TpebyeMoil 3almTbl OLHOTO KaHana AOCTyna MOXeT MPUBECTM K YXYALUEHWIO 3aluTbl APYroro KaHa-
na. Mo3aTomy norvyeckoe pasfefieHne Ha CerMeHTbl, ONMMCAaHHOe B HACTOALEM MNOAMYHKTE, AO/MKHO AOMNOMHATLCA
afekBaTHO! (OM3MYECKOI 3aluToil, B TOM YMc/e npaBuiaMn BHOCA|'BbIHOCA MOPTATMBHbLIX YCTPOWCTB Ha 3aBOA U ero
CErMeHTbl.

MprMeHeHWe NpuHLMNa 3WweI0OHMPOBaHHON 060POHbI, NPUBEAEHHOrO Ha PUCYHKE 7. Hanpumep cueHapus
(apanTMpoBaHHOTr0 U3 pucyHka 4), nokasbiBaeT npumep cermeHTaummn ICS. npeacTtaBneHHblli Ha pUcyHke 8.

B 370l Mogenu 3awuTbl nepumeTtp ICN 3awuLeH WA30M BHEWHUX noakntoveHnii (ECG) n Bopotamu
umsnyeckoro goctyna (PAG).

LWno3 ECG aBnsieTcs BblAeNeHHbIM Wt30M 6e3onacHocTn (SGW) ¢ 4ONONHUTENbHLIM (DYHKLMOHA-
IOM. yA0B/IeTBOPAOLWMNM Tpe6oBaHNAM KOHKPETHOW NOAUTUKK, HANpuMep, A4S BHELWHNX YCTPOMICTB.
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Hanpuvep VIHTepHeT

EN BHewuxss cetb
opraHusauuu, Hanpuvep
__J wuHTpaceTb

focTyn Yrposbl
MpumeyvaHune-
MpucyTcTBME NepcoHana
BaXHO A9 ob6ecneyeHus
6e30nacHocTH, HO Ha
pUCYyHKe He nokasaHo

XOCTbI 1 ycTpoiicTBa
(33U pMXME UNn
1YCUIEHHO 3BLUUTOA

PucyHok 7 — 3luenoHnpoBaHHas 06op0Ha 3a CYET UCNo/1b30BaHnsA cermeHTauumn

PAG npegfcTtaBnsaT co60i NYHKT (DU3MYECKOTo J0CTyna, KOTOPbIA J0MKHO NPOKATH YCTPOKCTBO NpU BHO-
ce/BblHOCE Yepes3 nepumeTp 6e3onacHocTu ICN. rapaHTUpyOWMin, 4To NOANTUKN 6e3onacHocTu ICS He byayT
HapylleHbl, Hanpumep, u3-3a nepejayn KoOHUAeHUManbHoO UHpopMalyMM UAM BHOCA BPEAOHOCHOIO Mpo-
rpaMMHOro obecnevyeHus.

MoryT ncnonb3o0BaTbCA AONOMHUTENIbHbIE CETMEHTbI OT NoaceTell A0 KOHKPETHbIX YCTPOWCTB C yCUNEH-
HOW 3alMTOl, paccmaTpuBaeMble Kak CerMeHT.

Mpumepsl

- 3al W eHHbI XOCT CeTW ynpaBneHns;

-NPUHLWN ynpaBieHNs CeT bl HA BEPXHEM/HNKHEM ypOBHeE;

-ceTb BHYTpu ICN. cogepxalias Bce XOCT bl C ONepaLNOHHbBIMU CUCTEMaMmN 06 ero HasHa4yeHus;

- KOHKPe THble yCTpoiicTBa C YCUIEHHONW 3aWmnT o (Hanpumep, XO0CTbl), AN KOTOPbIX CETMEHT COOT -
BeTCTBYeT O4HOMYYyCTpoicTBY. [laHHble ycTpoiicTBa hopMUPYO T 3alMTHbLIA NnepumMeTp.
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PSM PEC

EN BHewHss ceTb opraHusaummn

ICN

MpumeyaHne—
MpuvicyTcTBME NepcoHasia
BaXHO [/151 0becrneyenust
6e30MacHOCTY, HO Ha
pUCYHKE He MoKasaHo.

Ta

XA

Aueliz
, aBTOMaTV3aLn

PucyHok 8 — lNpumep — cermeHTtauus ICS

5.6.3 O6wwne mepbl 3aWUTbl BHEWHETO AOoCcTyna

C Touku 3peHust ICN nb6as EN aABnseTcs HeHaAexXHOol No OTHOWEHUIO K Tunam 1 o6bemy ceTeBoro Tpadu-
Ka. a Takke K HaMepeHUsIM 1 BO3MOXHOCTAM MnoJib3oBartens. No3aToMy B HACTOSIWEM CTaHAapTe onucaHbl oTAe Nb-
Hble Mepbl 3aWunTbl CeTU AN BHeLWHel rpaHuubl ICN. BbixoasLme 3a paMku Mep. NpUHUMaeMbiX BHYTPU CETH.

XO0CTbl UK yCTPOCTBA MOTYT MbITATHCA UCNO/Ib30BaTb 06U BHELIHWIA AOCTYM, KOTOPbIA 06bIYHO O3HAa-
YyaeT MCNO/Mb30BaHNe He3alnleHHbIX CEPBUCOB UHTEPHEeTa, Hanpumep 1cnosb3oBaHne 6pay3epa, 3N1eKTPOH-
HOI nouThbl (e-mail), nepegaun dannos n 1. 4. O6WME BHEWHNE CEPBUCHI MOTYT MblITaTbCA NOAKMAUYNTHCA K
HesalwuleHHbIM 06w nm cepsucam ICN.

BHyTpu ICS nmeroTcs ABa KOMNOHEHTA, KOTOpble MOTyT pearmpoBaTtb UKW OTBeYaTb Ha 06N BHELWHWI
poctyn (CM. pUcyHoK 9):

- cpeAcTBa, obecneynBalLLme cCoeANHEHNA NPU CBA3M, B TOM Yncse nHTepdeiicsl, MPOTOKObI 1 CEPBU-
cbl (Bxoasawue n ncxogawme ansa ICS) Ha ECG;

- COOTBETCTBYIOLEEe BHYTPEHHee 060pyAoBaHne N NpuNoxeHna BHyTpu ICS.
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PucyHok 9 — O6Lume BHELIHNE CoeayHEHNS

BHYTpU KOPPECMNOHAEHTOM MOXET 6bITb 060PYA0BAHNE UCTOUHMKA MW HA3HAYEHUS], CBSA3bIBAKOLLEECS C
BHELLHEl CeTblo HaNPsIMYy0 WU Yepes3 onepaTopa Wan Yepes NPOMeXyTOouUHbI NPOKCU-cepBep.
CHapyXwu napTHepbl Mo CBSA3U MOTYT GbITb Pa3/IMUHBIMU — OT HAAEXHbIX [0 NOAO3PUTENbHbIX.

MpumeuvyaHne — OBGWWIA BHELWHNI AOCTYN HE BKIOYAET B ce6S CneLuanbHbIX BHELIHUX NPOMbILLIEHHBIX Ku-
E€HTOB ynpas/ieHnsl, KOTOpPblE pacCMOTpeHsbI B 5.6.4.

YcTaHOBNEHHbIN 06LWMWiA BHEWHNIA JOCTYN M HOBble 3anpochbl 3TOr0 TUNa CoefuHEHUN AO0NXHbI OblTb
paccMoTpeHbl B Lensix 6e30nacHoOCTU, Hanpumep siBasieTcs M abcoloTHO He06X0AUMbBIM 06N web-gocTyn
BHYTpK ICN.

[axe npu cneunanbHOl CBA3WN C HAAEXHbIMU BHELWHWMW NapTHepaMu U COOTBETCTBYIOLWMM 06pa3om
BbIMO/IHEHHbIMU 6U3Hec-TpeboBaHusaMu TpebywTca ECG. rapaHTupyloume noafepxky TOoNbKo TpebyeMbliX
CEPBUCOB 1 YCUJIEHHbIE NpUBUNErny BHeluHero AucTylla.

5.6.4 3awnTta BHELWHEro KJIneHTa

Ecnu gna pa6otbl ¢ ICS TpebyeTca cBA3b C yAaNl€HHbIMU (BHEWHWMWN) KIVEHTaMM, CBA3b C BHELWWHUMMN
ceTAMM f0/KHA 6bIThb 3auueHa. BHewHne cetn EN ¢ Toukm 3peHus ICS aBASAOTCA HeHadeXHbiMM (CM. 5.6.3).
Be3onacHocTb fo/mMkHa 6bITb pacnpocTpaHeHa Ha apxXuTekTypy, peanunsaumntio u paboTy coeuHeHNS.
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Mepbl N0 3aLiuTe BHELWHEro KANeHTa NPUMEHSIIOTCA Ha 06 MX OCHOBAHMAX K CLLleHapusaM, NMpu KOTOPbIX:

- onepaTtopbl U BHyTpeHHue ycTpoiicTBa ICS MOryT HyxAaTbCsi B 4OCTYNe K BHELWHUM pecypcamM, Hanpu-
mMep, AN 06HOBAEHUA WM ANSA NOAYYEHUS MHOPMaL KN ynpasBieHns:

- BHelWHWe onepaTtopbl 1 ycTpoiictea ICS mMoryT nonyyatb gocTyn k ICN, Hanpumep, AnAa uenei guarHo-
CTUKM. 06CNYXUBAHNA U/MNK ynpaBaeHuns.

B uactHocTu, nonnTtuka ICS npumMeHmMma K 3aljmMTe BHELIHEro KAMEeHTCKOro o60pyAoBaHusa u ero npu-
noxeHuii. OHa Takxe NMpMMeHMMa K BaXHO npobneme 060pyAo0BaHNs, BPEMEHHO HaxOASALWErocs CHapyXwu
ICS 1 gocTtaBnsieMoro Ha 3aBoj A8 NPSIMOro WM KOCBEHHOTo nogknoyeHus k ICN, HanpyMep nopTaTUBHbIX
YyCTPOMCTB AN 06CNyXNBaHNA U HOCUTeNell AN 06HOBNEHNA NMPOrPaMMHOr0 o6ecneyeHmns.

COoOTBETCTBYHLME KaHAbl YAANEHHOT0o [0CTyna AO/KHbI 6bITb B TUMMYHOM C/lyvae 3aliuuieHbl 6onee
CUIbHBIMW Mepamu, Yem ncnonb3yemble BHYTpu ICS. B oTanume ot obuiero goctyna, KaHasbl KINEHTOB yaa-
NIEHHOro AOoCTyna MOoryT, B AOMO/THEHNE K UHTEPHETY, UCMONb30BaTb HAbop HoOMepa onpeAeneHHoro CoOToOBOro
TenedoHa, BbI30B Ha paguoyacTtoTe, Apyrne AeiCTBUSA, BbIMO/HAEMbIe Yepe3 onepaTtopos obuiero goctyna
WM YaCTHbIX ONepaTUpoB CBA3MW.

OAHMM 13 OCHOBOMO/Araw WX NPUHLMNOB A5 3TOW NONNTUKN SIBIAETCSA, HACKO/IbKO 3TO BO3MOXHO, OT-
feneHune TexHonornn fgoctyna oT Tpebyembix MeXaHM3MOB U Mep 6€30NacHOCTH.

[Ns BHEWHUX KINEHTOB U NPOKCU-CEPBEPOB CYLLECTBYeT CU/ibHAA 3aBUCMMOCTb OT BHYTPEHHUX KOp-
pecnoHAeHTOB, UCNO/b3YOLWMNX YCTAHOBEHHbIE CNelynanbHbie Npasuaa AocTyna u npoueaypbl Ha CTOpPOHe
ICN u ECG. Tem He mMeHee ocob60oe 3Ha4YeHne Heo6XoANMO yaAenAaTb 6€30MacHOCTVN BHELWHEro KIMeHTa, Ha-
XoAslLerocs 3a npejgenamu gocsraemocTy naaHa onepaTopa v No3ToOMy HyXjarwLerocs B 0c060M BHUMaHWU.

MoBsblWeHne TpeboBaHnii 6ezonacHoCT MoxeT noTpeboBaTb CBA3MN C 06opyfoBaHnem ICS anda TpaH3u-
Ta Yepes Npokcu-cepeep NpunoxeHuin BHyTpu ICN. Tak Kak UCMOb30BaHNEe MPOKCU-CEPBEPOB CyLEeCTBEHHO
ynyuwaeTt 6e30NacHOCTb.

AnbTepHaTUBHOE pelleHne COCTOUT B UCMO/Ib30BaHUN CKBO3HOTO WN(POBaHNA C 3aLNTON LLeTOCTHOCTH
MNnn NpUMeHeHua TexHonornn 6e30nacHbIX YaCTHbIX ceTeil.

6 Monutika 6e30MacHOCTU MPOMbILIEHHOW CUCTEMbI YNpaBieHus —
OCHOBHbIe CBefEHNS

XocTbl ICS. ceTb ICN. BHYTpPeHHME YCTPOICTBA, BHELWHWE XOCTbl WAW YCTPOWCTBA [AO/KHbI OblTh
6e3onacHbIMW BMeCTe C WX KAWEeHTaMu, KaHanamu J0ocCTyna, UCNosb3yeMbiMU XOCTaMy KIVEHTOB U YCTPOWA-
cTBaMu 4115 CBA3N C HAMU.

Takas nonutuka 6esonacHocTn ICS npegnonaraet Mepbl MO BbINOSIHEHUIO TpeboBaHWMii 6Ge3onacHoCTn
ICN npu nogkatyYeHUn K Kakoin-nnbo BHELWHEN ceTu opraHm3auum n/mnm obuwefocTynHon cetn. ST Mepbl
OTHOCATCA Kk 6e30nacHOCTK XOCTOB, ycTpolicTB, ICN 1 cBA3M C BHYTpPeHHeli yacTblo ICS. a Takxe B npegenax
BHYTpPeHHel yactu ICS. B TOM yncie ¢ NOAKNIOUYEHHbIMU XOCTaMmn M YCTPOCTBaAMM, ABASAIOLWMMNCS BHELUHUMMN
no OTHOLWEHUIO K 3aBoay nnu ICN. K NoBblWeHW0 6e30nacHoCTN 1 obecneyeHunto TpeboBaHnii K 6e3onacHoOCTn
aKkcnayarayuu.

MpumeyaHne — TllonuTuKa TakKxke yumTbiBaEeT UCKIIOYEHWSA, A0MYCKaa ynpas/iieHne uMvu 1 aHasim3 puckos OT-
KNTOHEeHUA OT NOINTUKK.

Mpepnaraemble Mmepbl NOAUTUKM 6e3onacHocTn ICS crpynnupoBaHbl N0 NOAMNYHKTaM COOTBETCTBYHOLLENO
cofiepxaHus:

- NPUHLMNbI, ONUCbIBalO L ME NOANUTUKY, NPEACTaBASAT cO60l 06l Me NoN0XeHUsA, NPUMEHUMbIE KO BCEM
MepaM 6e30MacHOCTW, NpuHMMaembiM B pacuyeT Ans ICS n ee ICN, B TOM yucse K npeaBapuTesibHbIM ycC-
nosuAM 6e30nacHOCTU U 3afaHHbIM UCK/IIOYEHUSAM U3 MOJINTUKK, HanpuMmep K TpeboBaHMAM 6e30nacHOCTH,
CcBA3aHHbIM C 6e30MacHOCTbI0 3KCnayaTaLuu;

- ynpaB/fieHVWe [OCTYMHOCTbIO Kak cneuuduueckas npobnema ceTeil peasbHOro BpPeMeHMW, HeyacTo
BCTpeyawwascsa s obuwem IT (cm. 8.1);

- ynpasfneHue LenoCcTHOCTbIO, BKAOYas TpeboBaHua ans:

- 3alinTbl OT BUPYCOB U APYroro Bpef0oHOCHOIo NPOrpaMMHOro obecnevyeHus;

- 06HOBMIEHUA U UCNpaB/ieHNsA OWMNBOK NPOrpaMmMHOro obecneyeHns U PUPMEHHOTo NPOrpaMMHO-
ro obecneyeHus;

- pe3epBHOro KONMpPoOBaHUA;

- L,eNlocTHOCTK halinos n halinoBoii cucTeMbI;

- yCuneHuna 3awuTbl annapaTHbIX CPeacTB, onepaLuoHHOW CUCTEMbI U NMPUIOXKEHWN;

20



FOCT P 56498—2015

- ynpaBfeHue Nornyeckum AOCTYynoM, CBA3aHHOE C AOCTYNOM K XocTam, YCTpPOCTBaMm, HOCUTENSAM K
MHopMaLmu, BKNoYatkwee TpeboBaHus aAns:
- ngeHTudmKauun nonb3osaTens;
- obecneyeHns NpuBMUAETNA NOb30BATENS, HANPMMEP YUYETHbIX 3anucein n npas [ocTyna;
- wudgpoBaHus;
- ynpaB/ieHUs1 BCEM BblllENepeyYncieHHbIM.

MpumeyaHne — ITa KaTeropusi Mep Hepa3pbIBHO CBsi3aHa C NpaBwWIamu, ynpasnsiowymMy paboToi LW30B
6e3o0nacHocTu;

- ynpaBfieHve u3nyeckMMm AOCTynoM npepacTasnseT co6oil npaBuna gnsa 6esonacHoro usmyeckoro
[ocTyna B KOMHaThl, KAGUHETHI 1 K Wkadam Ana obecneyeHns 6e30MacHOCTY XOCTOB, YCTPOINCTB N HOCcUTenei
nocpefcTBOM yCTaHOBNEHNSA TpeboBaHuii ansa:

- ugeHTudmKauum nonsb3osaTens:
- NpuBUAeruii nonbL3oBaTens, Hanpumep A9 KAYed u 4pyrux npas focTyna;
- ynpaB/ieHUs BCEM BblLLENEPEUNCNEHHbIM:

- ynpaB/ieHWe CerMeHTOM Kak OCHOBHasi Mepa 3aluTbl AN1si ceTeli ¢ BbICOKOW 6e3onacHoCTbio. Mo 3Toik
npuyYnHe Npo6aemMbl C cerMeHTauneli BoiIHECEHbI B OTAE/bHbI NOL4NYHKT;

- ynpaBneHne BHELWHNM AOCTYNOM C Y4eTOM KOHKPETHbIX Yrpo3, UCXOAALLUX OT 06LWe0CTyNHbIX CeTel;

- aAMUHUCTPUPOBAHNE, MOHUTOPUHT, YNpaBieHUe B ONacHbIX YC/OBUSAX, KOOPAMHALNUA 06LW KX Npo6nem
[ON5 BCEro BbillenepeyncsieHHOro ¢ Lesblo o6ecneyeHus:

- ynpaBneHUsA UCKITIOYEHUAMK;
- NPOTOKONIMPOBAHNUSE U MOHUTOPUHTA:
- pearmpoBaHNs Ha onacHble YC/0BUS.

7 Monutuka 6e30MacHOCTU NPOMbILLIEHHOV CUCTEMbI YNpPaBIeHns —
NPUHLUMMBI 1 A0NYLIEHNS

Llenb ykasaHHOW NonuTukn — obecnevyeHue agMmuHucTpauun ICS AnpeKkTUBHOW MHopmayueii, B Ko-
TOpOIi yKasaHo, Ha YTO pacnpocTpaHseTca nonnTuka 6esonacHocT ICS. ee NO3NLUOHUPOBAHWE BHYTPYW Mo-
NINTUK OpraHn3ayumn, cCooTBeTCTBME APYIMM TPe6GOBaHUAM OpraHu3auumn uan TeXHUYeCcKuM Tpe6oBaHuam, 61s-
Hec-Tpe6oBaHMsIM. TPe60BaHMSIM COOTBETCTBYIOLMX 3aKOHOB 1 PerfiamMeHToB.

7.1 Monutnka 6€30NaCHOCTU NPOMbILIIEHHON CUCTEMbI YNpaBAeHUs — NPUHLKUNbI

7.1.1 NMonutnka 6e3onacHocTn ICS npeBanupyeT Haj NOAYMHEHHbIMU NOAUTUKAMU, 3a UCKIOYEHUEM
c/lyqaes, Korfia iBHO BblpaXeHo WHoe.

370 060CHOBAHO TEM. YTO NPU BO3HUKHOBEHUU KOHMAUKTA YTBEPXAEHUI NONUTUK AN Pa3NIMUYHbIX MNO-
NUTWK, AeCTBYIOLWMNX HA 3aBOAE M Ha N/OLWaAKax ero KOHTpareHToB, J0/DKHO 6biTb YCTAHOB/EHO CTapLUNH-
CTBO MOJIUTUK.

MpaBuna peanusauynn NoNUTUKN nNpusegeHsl B 7.1.1.1 n 7.1.1.2.

7.1.1.1 lonXHO 6bITb 3aK/10YEHO cornaweHve 06 yposHe 6e30NacHOCT NpefocTaBAAeMbIX YCNYT MexX-
[ly CepBUCHOI opraHunsauunein n opraHnsaunein ICS. yctaHaBnumsarwluee Tpebyemblii ypoBeHb fOBEPUS.

7.1.1.2 CornaweHune 06 ypoBHe 6e30nacHOCTU nNpegocTaBaseMbIX YCNYr AO/MKHO 6biTb COrnacoBaHo ¢
nonuTukoii ICS.

Mpumep — Ecnu onepaTop ICS 1 onepaTop yjaneHHOro ueHTpaynpaBfieHusa npuHagnexaT pas3iMyHbiM
opraHusayuamM UAnM HaxoAAT CA Ha PasHbiX 06beKTax, OHM MOFYyT UCMNONb30BaTb OT/ANYAWMNECSH NONUT UKK
nHopmaynoHHoit 6esonacHocTu. CornaweHne o 6e3o0nacHoCTMW NpejocTaBNeHUs YCNYr MoxeT noTpebo-
BaTbCA. HANMPUMeEpP, ANA yKa3aHua Mep No ayTeHTudhukaynm, no caepxXnBaHnio pacnpocTpaHeHns nHgopma-
LMK, MO NpecevYeHunto yrpos, NCXOAALUX OT BUPYCOB U BPEAOHOCHOTO NPOrpaMMHOro o6ecneyeHuns.

JononHutensHaa nHopmauma OTHOCUTENIbHO 6€30NacHOCTY NpMBeieHa B COrflalleHNsaAX CO CTOPOHHMU-
MU opraHusauusamu B cooTsetcTBun ¢ MCO/MIK 27002.

7.1.2 MonuTtuka 6e3onacHocTy ICS noguymMHsAETCs NONUTUKE 6e30MacHOCTU opraHm3auunm u gononHseT
ee. Mpy BO3HWKHOBEHUN KOHM/IMKTA NONUTHKa 6€30MacHOCTM opraHusauuy SBASeTca NPUOPUTETHON.

370 060CHOBAHO TEM. YTO CYLLECTBYOLWNE KOPNOPATUBHbIE NOUTUKN AO/DKHbBI CO6NI0AATLCA NONUTUKON
6esonacHocTu ICS.

MpaBuna peannsaynn NONNTUKN NpuBeaeHsl B 7.1.2.1.
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7.1.2.1 Monutuka 6e3onacHocTy ICS MOXeT 6bITb UCKAKOYEHA N3 3TUX NOMOXEHWI . B 3TOM cnyvyae Mo-
XeT noTpeboBaTbCA CyLW,eCTBEHHOE JONO/IHEHMNE NONOXEHWI HACTOALWero cTaHgapTa.

[fononuntensHasa nHgopmauna — no MCO/M3K 27002.

7.1.3 Monutnka 6esonacHocTn ICS nogunHeHa PyHKLMOHANBHOW NoANTUKE 6€30MacHOCTU, CBA3aHHOW
c 6e30nacHOCTbIO aKcnayaTauuu.

370 060CHOBAHO TeM, 4TO nonuTuka 6e3onacHocTn ICS He pacnpocTpaHseTca Ha 6e30nacHOCTb
PYHKLMOHMPOBaAHNSA, a Takke Ha Tpeb6oBaHUsA 6e30NacHOro MYHKLMOHNPOBAHMA W 3KChayaTauum B onac-
HbIX YCNOBUAX, KOTOPble BO MHOTUX 3aKOHOA4ATeNbCTBAX CUNTAOTCA UMEIOLWMMUN BbICOKY UMW HaWBbICLLYIO
BaXHOCTb.

MpaBuna peanusauum NoANTUKN NpusefeHsl B 7.1.3.1.

7.1.3.1 N3meHeHns B nonuTuke 6e3onacHoct ICS fo/mKHbI ObiTb YTBEPXAEHbI agMWHUCTpaLuen, oT-
BeyvalLlleil 3a 6e30nacHOCTb aKcnayaTaLlmm.

7.1.4 Nonutuka 6e3onacHocTn ICS gononHaeT Tpe6oBaHWA MECTHOrO UM HaLMOHaNbHOTO 3akoHopja-
TenbcTBa. MNMpu BO3HUKHOBEHWUM NPOTUBOPEUNIA NPUOPUTET UMEIOT TpeboBaHWSA MECTHOrO UM HaLWOHAa/bHOTO
3aKkoHogaTenbLCcTBa.

370 060CHOBAHO TeM. YTO TpeboBaHMA 3aKoHOfaTeNbCTBa, ouuMnanbHble pacnopskeHus (Ha dege-
panbHOM YpPOBHE, Ha YPOBHE CTpaHbl, ropoja) MMetoT NpUopuTeT Haj TeXHUYECKUMM TpeboBaHUAMM N Tpebo-
BaHWAMU opraHu3auunm.

7.1.5 Nonutuka 6e3onacHocTn ICS mMoxeT 6bITb AOMNONHEHA NMGO NPUHYANTENbHO 06olifeHa TpeboBa-
HUAMK perynupytowmx JoKkyMeHTuB.

370 060CHOBAHO TEM. YTO perynunpyrowme foKyMmeHTbl (Hanpumep, egepanbHble, HaunoHa bHble, T0-
poAa, NPOMbILLIAEHHOCTU) MOTYT AONOHATbL MW NPUHYANTENTBHO 06X04NTb OpraHn3aunoHHbIe N TeXHUYeckne
Mepbl 3TOW NONUTUKN.

MpaBuna peanunsauny NONTUKN NpuBeaeHbl B 7.1.5.1.

7.1.5.1 NMonutuka 6esonacHocTn ICS gosmkHa 6biITb paccCMOTPeHa W, MO BO3MOXHOCTW, YTBEpXAeHa
npeAcTaBUTENSAMU OPraHoOB rocyfapCTBEHHON BNAacTU, OCYLWECTBAALWMX HaA30p 3a cobnoeHrnem Tpebosa-
HWIA perynupyowmx AOKYMEHTOB B opraHvusaumm u/unm B perynaTUBHOM OpraHe.

MpumeyaHne — B COOTBETCTBUM C TPEBOBAHUSAMMW IKCM/yaTaUMOHHON 6€30MacHOCTU, YCTAHOB/IEHHbIMU B
M3K 61508 1 MOK 61511. NpuioXKeHUs], OCYLLECTBASAIOLLME MOHUTOPUHT U3TyYeHWiA, JO/MKHBI COOTBETCTBOBATL Tpe6oBa-
HUAM [ieCTBYIOLLEro MECTHOro 3aKOHOAATEe bCTBA U TPEOOBAHUAM K MPUMIOXKEHUAM KOHTPOJIA Ka4ecTBa, U3/10KEHHbIM B
GAMP [16]. OHu MOryT nognagatb Nog AeiiCTBUE 3TOr0 MOJSIOXEHUS.

7.2 Monutuka 6e3onacHocTun I'IpOMbILLII'IeHHOVI CuctemMbl ynpaBneHna — gonyueHunsa
n ncKnrw4vyeHna

7.2.1 Nonutuka 6e3onacHocTu ICS He obecneynBaeT AOCTYNHOCTU faHHbIX (DYHKLUOHMPOBAHMA U Le-
NTOCTHOCTM 3TUX f@HHbIX.

370 060CHOBAHO TeM. 4YTO CBOWCTBa nepefayn faHHbIX B peaslbHOM BPEMEHW W KOppekuus owunbok
ABNAKTCA YacTbio hyHKUMOHana ICS, OHM COOTBETCTBYIOT Tpe60OBaHMAM 3KCNyaTaLMOHHON 6e3onacHoCTU n
paspaboTaHbl 418 KOPPEKLUN OTKA30B M OLNGOK PYHKLNOHUPOBAHNA CUCTEMDI.

MpaBuna peanunsaunu NONTUKU NpuUBeAEHbl B 7.2.1.1.

7.2.1.1 AnA nepegayn COOTBETCTBYHOLWMNX AaHHbIX 6€30NacHOCTM cneayeT UCNOb30BaThb KaHasbl, KOTO-
pble umeloT TpebyeMmble CBOCTBA C TOYKM 3peHUA 06ecrneyeHusn LenoCTHOCTU AaHHbIX, eCn He onpefeneH
TPaH3UT 3TUX JaHHbIX C UCMO/Ib30BAHNEM CBA3HbIX MPOTOKO/I0B MPOMbILLIEHHOTO Ka4yecTsa.

MpumeuyaHue — LlenocTHOCTb NepeaaBaeMbixX aHHbIX TPAAULMOHHO SIBNSIETCS [TABHOI Liefblo 06ecneyeHmnst
6e30MacHOCTM NPU 3KCM/yaTaLumm MHPOPMaLMOHHBIX cucTeM. MNpeanonaraeTcsl, YTo YBEPEHHOCTb B TOM. YTO AaHHble ICS
nepeaaHbl U NPUHATBI HEU3MEHEHHBIMW MEXAY KOHEUHBIMU TOUYKaMM CECCUM, 06ECNIEUMBAETCS MPOMBILLIEHHBIMU CBSA3HbI-
MU NPOTOKO/IaMK.

7.2.2 Monutuka 6e3onacHocTn ICS He aBnseTcsA BceobbeMnueli NOANTUKON 6e3onacHOCTK.
370 060CHOBAHO TeM, YTO HACTOALWMIA CTaH4aPT yunTbiBaeT TONIbKO 0TMYeckyto 6e3onacHocTb ICS. OH
He COAEepPXUT BCEX NOMIOXKEHWUIA, 06bIYHO BXOAALLNX B NONUTUKY 6€30NacHOCTU opraHm3aunu.

MpumeuyaHne — B HacToseM cTaHAapTe yCTaHaB/MBAKOT Mepbl (OM3MYeckoil 6830MacHOCTY TOMbKO B Crly-
yae. ec/iv OHU TECHO CBSi3aHbl C Mepamm JlorMyeckoii 6esonacHocTy. pyre Mepbl, Takve kak 6e30nacHOCTb NepcoHana,
B HACTOSILLEM CTaHAapTe HE PacCMaTPUBAKOTCSI.

MpaBuna peanusaunn NOUTUKN NpuBefeHbl B 7.2.2.1 n 7.2 2.2.
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7.2.2.1 Bceobbemawuwasa nonMtuka 6e30nacHOCTU A0/HKHA 6blTb MOSIMTUKON 6e30NacHOCTU opraHu3a-
U1K 1 BKNKOYaTb, HaNpMMep, NOI0XeHNs, kacatllwmecs 6e3onacHoOCT nepcoHana, obuwen pusnyeckon n nH-
hopmaLuMoHHON 6e3onacHoOCTy.

7.2.2.2 NS [ONOMIHEHWUS NONUTUKKM 6e3onacHocTu ICS n npuaaHus el 3aKOHYEHHOCTM Heo6X0oAMMO
ncnonb3oBaTbh obujeoTpacneBble UAN cneunanm3vpoBaHHble cTaHAapTbl, ecAn nonnTuka 6esonacHocTn op-
raHu3auum yrpayeHa uau HegocrtaTouHa.

[ononuutensHasa nupopmauma — no MCO/M3IK 27002.

7.2.3 MonnTtuka 6e3onacHocTn ICS He pacnpocTpaHAeTcs Ha 3aKynku.

370 060CHOBAHO TeM, 4TO 3aKynku W, B 3aBUCMMOCTU OT PUCXOB. CBA3aHHble C HUMMK obecneuyeHue
6e30nacHOCTU U OTHOCALEECA K HUM TeCTUpoBaHue [O0/HKHblI paccMaTpuBaTbCA Kak WwTaTHble TpeboBaHus,
0[lHaKO OHWM He paccmaTpuBalrTCA B HACTOALWEM cTaHdapTe.

B paHHOl nonuTuke npefycMOTpeHbl NpefBapuTefibHble YCNOBUSA U OrpaHnyeHus, 3aknwvatwmecsa B
ToM. yTo ICS npegnonaraeTt cyl,ecTBOBaHWe COOTBETCTBYHOLW e MOMMTUKM 415 3aKyNoK, TeCTUPOBaHUS 060-
pyLOBaHMUA U CBA3AHHbIX C 3TUM (DYHKUMIA 6e30nacHOCTU, TONIbKO B TOl 4acTu, B Kakoil 3To TpebyeTcs Ans
peanusauun nonutuku ICS.

MpaBuna peannsaynn NOANTUKN NpuseneHsl B 7.2.3.1.

7.2.3.1 Tpe6oBaHMA K 3aKynkam JO/DKHbI 6bITb aganTupoBaHbl, ICXOAA U3 NOMOXEHWI N Mep. NpeayCcMo-
TPEHHbIX HACTOAWMM CTaHAAPTOM.

[fononHnTtenbHas uidgopmaumna — no [16].

MpuMmeyaHne — B HacTosLee BPeMs HET eAVNHOI TOUKM 3PEHNS MW YCTaHOBMBLUECS NPaKTUKW No AasibHel-
UMM pekomeHaauusiM obecneyeHns 6e30MacHOCTU 1 TECTUPOBaHMSI 6e30NacHOCTV COOTBETCTBYHIOLLETO 060PYA0BaHUS 1
ycTpoiicts ICS.

7.2.4 NMonutnka 6esonacHoctn ICS He obecneunBaeT BCECTOPOHHEro ONepaTUBHOIO YynpaBieHUs
6e30nNacHOCTbI0.

3T0 060CHOBAHO TeM. YTO A4/1A rapaHTumM Toro, YTo noanTuka ICS 1 mepbl UMET OXugaemMblit achd ekt
Ha NPOTSXEHUN BCEro aKcnayaTtaunoHHOro Lukna 3aBoja, Heobxoanma uHTerpauma nonutukn ICS B o6LWyto
cucTeMy ynpasneHus MHoOpMaLnoHHON 6e3o0nacHOCTbI0 ISMS-cuctembl.

B gaHHOI NoNuTMKe NpeaycMOTpPeHbl NpeBapuTesibHble YCI0BUSA U OTPpaHUYeHNs, 3akvanumnecs B
TOM. YTO JOJ/KHa 6bITb peannsoBaHa Bceobbemnwuas cuctema ISMS. OHa fo/KHa BKAOYaTb ynpasieHune
6e3onacHOCTbIO NepcoHana, obuwel 6e3onacHOCTbIO 3aBoAa, npoueccamu u npouegypamv agMUHUCTPUPO-
BaHuA 1 obecneyeHns paboTocnoco6HOCTW, ynpaBaeHne paboToil Npu aBapusix U B YC/I0OBUSIX BOCCTAHOB-
NeHns nocne CTUXUiHbIX 6eacTBuii. oMKHO 6bITb 06ecnevyeHo COOTBETCTBYlOLLee obyyeHne (TeopeTuye-
cKue n npaktnyeckne 3aHaTuA). Cuctema ISMS gonxHa BKAOYaTb OPraHM3aLMOoHHY0 CTPYKTYPY, NONNTUKN,
onepauuun naaHMpoBaHuUsA, pasrpaHuyeHne OTBETCTBEHHOCTU, NpakTUYeckne MeTofbl, npoueaypsl, npouec-
Cbl U pecypchbl.

[ononHntenbHasa nHdopmayma — no MCO/M3IK 27002.

7.2.5 Nonutnka 6e3onacHocTn ICS He pacnpocTpaHsaeTcs Ha aKcnayaTauMoHHyo 6e30MacHOCTb CBA3M,
KOTOPYH0 A0J/KHA rapaHTUpoBaTh LWTaTHaa noauTuka, obecnevymsatollas, Hanpumep, 6e30NacHOCTb QPYHKL K-
OHMPOBaHUA.

370 060CHOBAHO TeM, 4YTO B C/yyae, Korga wTaTHas nNoOAWTUKa onpegenseTr 3KcnayaTtauuoHHYHo
6e3onacHoCTb, W/MAuM B criyyae, Korga WUCNofb3yloTcs 06w enpuHATLIE NpakTuyeckne cnocobbl, Hanpumep
GAMP [16]. Takaa noAnTUKa, NpakTuyeckne cnocobbl U Mepbl MMET NPUOPUTET Ha4 NONUTUKON BGe3onacHo-
CTW. paccMaTpuBaemoil B HacTosleM cTaHgapTe.

B AaHHOII nonuTUKe NpeaycMoOTpeHbl NpeABapuTesibHbie YC/IOBUS M OTPaHWYeHns, 3akayalLwmeca B
TOM. 4YTO WTaTHas NONMUTMKA YyNpaB/ieHUs, HanpuMep ynpaB/ieHns 3KcnayaTaLnoHHOn 6e30nNacHOCTbIO, AOIXK-
Ha yunTbiBaTb PUCKM ynpasieHus yHKUMOHUPOBaAHMEM U 6e30NacHOCTbIO, CBA3aHHbIE C UCNONb30BaHWEM
N o6bIX KaHanoB cBaA3Kn ICS, B ToM ynucne kaHanos ICN.

MpaBuna peanusaynn NoNTUKN NnpueefeHsl B 7.2.5.1—7.2.5.3.

7.2.5.1 [JoCTynHOCTb W LENOCTHOCTb N06Oro KaHana, MCNonb3yemoro Ana 6e30nacHoOn CBA3WM BHYTpU
3aBofa, a Takke mexay ICS n nwobbiM yaaneHHbIM LeHTPOM ynpaB/ieHns, AO/DKHA KOHTPOAnpoBaTbCa agMu-
HUCTpauwueii. ocywecTBAsAOLW el ynpaBaeHne puckamyu 6e3o0nacHocTy.

MpumeyaHne — HeAoCTATOUYHO HaAeXHas [OCTYMHOCTb N10GOr0 WU BCEX LLeHTPOB ynpaB/ieHust 03Ha-
yaeT, uTo KaHasbl ICN He ABNAOTCS HafEXHbIMW A1t 6e30NacHOi CBA3M NPU (PYHKLMOHUPOBAHNN B KPUTUYECKMX
YCNOBUAX.
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7.2.5.2 OTKa3 B 06CYXMBAHUMN, 06YC/IOB/IEHHbIA, HANpPUMep, BHELWHNM KaHa/noM CBSi3U, SiBMIAETCS BU-
[lOM MHLMAEHTA, KOTOPbI He MOXEeT 6blTb YU4TEH HENOCPEeACTBEHHO. D EKT OT ero BAUSHAS CHUXAETCS npu
MCMnoNb30BaHWM Pe3epBUPOBAHUS UM PE3EPBHONO0 KOMMPOBAHMWS PECYPCOB.

MpumeuyaHne — Mepbl NO PE3EPBUPOBAHMIO A/1 AOCTUKEHNS OCTYMNHOCTY B TUMWYHOM C/yyaB NPUBOAST K
YBENYEHNIO HE3ALLMLLEHHOCTY AaHHbIX U K MOBbILLEHUIO CBA3AHHBIX C 3TUM PUCKOB.

7.2.5.3 C TOYKM 3peHMsa 3aKcnayaTaunmoHHO 6e30MacHOCTM M APYrUX WTaTHbIX NOANTUK obecneyeHus
HajexHocTu akcnnyartaymu. ICN 1 ee nofceTM MOXHO paccMmaTpuBaTbh Kak «4epHble KaHasbl», No3BosLwWwme
n3bexarb 3aTpaT BPpEMEHU U leHeXHbIX CPeACTB Ha cepTudrKaLnio 0OCHOBHbIX kKaHanoB ICS B COOTBETCTBUM
Cc Tpe6oBaHNAMMN UX NONUTUKN N 0BecneyeHns HafeXHOro ynpasneHma nx 6e30nacHoCTbio.

7.2.6 Monntnka 6e3onacHocTn ICS He pacnpocTpaHsieTcs Ha AOCTynHocTb ceTu ICN n ee nogceteld, a
Takxe Ha pearmpoBaHue B peasbHOM BpeMeHUn ans nobbix kaHanos EN.

OT0 060CHOBAHO TEM. YTO pearvpoBaHuWe B peasibHOM BpPeMeHW sfBnAseTcsa Npo6/1eMoii, cBA3aHHON c
PYHKUMOHUPOBAHNEM. B CBA3M C TeM, YTO MexaHu3Mbl 6e3onacHoCTn noanTukm ICS moryt obycnasnusartb
[OMONHUTENbHbIE 3a4ePXKU, CBA3b B pea/ilbHOM BPEMEHWN He rapaHTupyeTcs.

MpumeyaHne — 310 03HAYaET, YTo akcnayaTaums ICS B peasibHOM BpeMeHU He MOXeT 6a3uposBaTbcs Ha EN.
ICN nnm nogcetsax ICN. B yacTHOCTH, LieHTpbl YAaNIeHHOT0 ypaBieHns MOryT pearmposaTb Hey/0BNeTBOPUTESTbHO.

MpaBuna peanunsaumnu NOJINTUKU NPUBELEHLI B 7.2.6.1.

7.2.6.1 KpuTnyHas cBaA3b peasibHOro BpeMeHU A0/XHa 6biTb orpaHnyeHa cermeHtamu ICN caMoro Hm3-
KOT0 YPOBHSA, KOTOPbIE AO0/IKHbI UMETb XOPOLLO 3allMWEeHHYO rpaHuly. B aTux cermeHTax He [0/KHbl BUPTY-
anbHO MPUCYTCTBOBATb MEXaHW3Mbl JIOTMYeCKoli 6e3onacHocTu (Tpebyemble BHYTPU ceTw).

Mpumep — Aueitka aBToMaTun3aunm AC (automation cell) B TunmyHom cnyvyae 6ygeT 3aluuieHa Ha cBoei
rpaHuue wnwsoMm SGWc Tpebyemoii 3awnuToii. dusnyeckuit gocTyn 6yfeT pas3pelleH TO/bKO yNOTHOMOYEH-
HOMY nepcoHany. Bcsi cBA3b BHY T pu siuelikn cunTae T CAa HALEXHOM.

7.2.7 Nonutuka 6e3onacHocTn ICS He pacnpocTpaHAaeTcs Ha 3KcnayaTauuilo 3aBofa B OMNacCHbIX
yCnoBuAX.

370 060CHOBAHO TEM. YTO JKCMyaTauMa B onacHbIX YC/IOBUSIX ABNAeTCA Nnpo6aemoit akcnayataunm.
MexaHu3Mbl 6€30MacHOCTU MOTYyT OKa3aTbCA HeAOCTYMHbl, NMO3TOMY OHW HE MOFYT rapaHTMpoBaTb HaAeX-
HYI0 CBA3b.

MpumeyaHne — 310 03HayaeT, yYTO akcnayataumsa ICS B onacHbIX YCMOBUSIX HE MOXeT 6a3npoBaTtbCs
Ha EN. ICN nau nogcetsax ICN. B yaCTHOCTM, MOXeT OKa3aTbCA HEBO3MOXHbIM WUCMNOJb30BaTb LEHTPbI yAaneHHOro
ynpasneHus.

Mpumep — C TouYkM 3peHNsi 6€30NacCHOCT U MOXeT Obl Tb HENPUEMIeMa aBT OHOMHasA paboTa siueiikn aB-
TomMaTun3aumn AC BonacHbIX YCNOBUAX, TaKKak B TUNUYHOM C/lyyae OHa He UMeeT BHY TPEHHUX MexaHu3MoB
6e3onacHoCTU.

7.3 Monutuka 6€30MacCHOCTV MPOMbILWTEHHOW CUCTEMbI YNpaB/ieHNs — opraHusayns
n ynpasneHue

Mpouenypbl U MeToAbl ynpas/ieHUsa, HeobxoAuMble A5 3KCnayaTtauum nm aygura nonutukm 6esonac-
HOCTMW.

7.3.1 OTBeETCTBEHHOCTb 3a pa3paboTky, peanusauuio, cobnogeHne, NPOBEPKY U U3MEHEHWE MOMUTUKN
6e3onacHocTu ICS HeceT agmuHucTpauymsa ICS.

970 060CHOBAHO TEM. YTO U3MEHEHMSA B Yrpo3ax, YPOBHSX Yrpo3, KOH(Urypauuum, TEXHONOMN u T. 4.
ABNAKTCA HEN36EXHBIMW U TPEBYIOT NEPeoLeHKN N COBEPLUEHCTBOBAHUA NONANTUKMN ICS.

MpaBuna peanunsaunu NONTUKN NpuBeaeHsl B 7.3.1.1—7.3.1.7.

7.3.1.1 OnepaTuMBHas OTBETCTBEHHOCTb 3a cob6/0AeHne NonuTukun G6esonacHocTn ICS pgomkHa 6biThb
BO3/I0XEHa Ha MeHemxepa no 6e30nMacHOCTM, KOTOPbIA J0MKeH 6bITb onepaTMBHO He3aBucum oT ICS un akc-
nnyartayuv 3asopga.

MpumeuyaHne 1— PasgeneHre OTBETCTBEHHOCTM 3a peasM3aumio yeuneHuss 6e30MacHocTy 1 nogaepkaHue
MO/IMTUKN 6e30NaCHOCTM UHOTAA PEKOMEHAYETCS PeryiiTopamMu. ATO CHUXAET PUCKM 6E30MacHOCTM.

MpumeuyaHue 2 — B KpynHbIX OpraHn3aLnsix MeEHeMKep No 6e30MNacHOCTM MOXET GbiTb HE3ABUCUMBIM, A5
3TOr0 OH OCBOGOXAAETCS OT OTBETCTBEHHOCTM U 0653aHHOCTEl N0 onepaTMBHOMY YNPaBIEHUIO UIN aaMUHUCTPUPO-
BaHWIO CUCTEMBI. B HEBO/MbLUKMX OpraHn3aLnsxX MOXET OKas3aTbCsl, YTO OTAE/IbHble COTPYAHUKM ByayT COBMELLATb 3TK
LLO/KHOCTY.
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7.3.1.2 YnpaBneHue agMUHUCTPUPOBaHNEM CETEBOr0 060pyA0BaHMNA, ero peannsaumnsa n npoToKoNMpo-
BaHMe AO/KHbI OCYLLEeCTBNATLCA 6e30nacHbLIM 06pa3om.

MpumeyvaHne 1— KoHdUrypoBaHue ceTeBOrO0 060PYA0BaHUA U M3MEHEHUSI B KOHCOUTypaLum BeCcbMa Xena-
Te/lbHbl C TOUKM 3peHus 6e3onacHoCTU. HeobxoanMMo MCnonb30BaTh AeliCTBEHHbIE MEXaHU3Mbl YpaB1eHUs JOCTYMNOM.

MpumedyaHne 2 — Bo usbexaHue atak, HalENeHHbIX Ha HACTPOKM CeTH, agMUHNUCTPaLUS AO/HKHA UCTIOMNb30-
BaTb KaHa/1bl CBSA3U U NPUBMIETMM AOCTYNA, KOTOPbIE OTAENEHbI OT NPOU3BOACTBEHHOTO Tpadmka 1 NpuBuneruii. Jonycka-
eTCsl UCMOoMb30BaH1e OTAE/bHOM 6e30MacHol CeTy ynpasieHs.

MpumeyaHne 3 — AAMUHUCTPMPOBaHWE 6E30MacCHOCTW W CETEBOro 060PYA0BaHNS AOMKHO GbiTh BbINOSHAMO
[laxe B C/lyyae ataku Uim npu pearnpoBaHun Ha ataky. [lo/mkHbl UIMETLCS Takke KaHaslbl A1 nepejayun npou3BOCTBEH-
HOro Tpadmka.

7.3.1.3 Monutnka 6e3onacHocTn ICS gomKHA AOKYMEHTMPOBATLCSA, AOMKHbI O6HOBNATHCA U3MEHEHUA U
VNCK/TI0YEHUSA, NoAaepXmnBaTbCa 4OCTYNHOCTbL U AO0BEAEHbI O COOTBETCTBYIOLWEr0 NnepcoHana.

7.3.1.4 Bce npumeHsaeMble B opraHu3auuy NOAUTUKA AO/XKHbI BbITb AOCTYNHbI agMuHuctpauumn ICS. B
TOM yncne n noanTuka 6esonacHocTu ICS. U JOMKHBI PErynsapHO BbINO/THATLCA O06HOBMNEHMA MOAUTUK, o6ec-
neynsatwwme nx aphekTMBHOE NPUMMEHeHNe 3a orpaHNYeHHoe BpeMS.

7.3.1.5 nA HEYKOCHUTENbHOTo COBN0AEHNA NONOXEHNI NOANTUKN ICS 1 ee M3MEHEHWI JOMKHbI pery-
NAPHO NPOBOAUTLCA 03HAKOMUTE/IbHbIE TPEHUHTU.

7.3.1.6 YnpaBneHue fO/HKHO BK/IKOYATb JOKYMEHTUPOBAHNE UCKIIOYEHNI C YKa3aHWEM KOHKPETHOM npu-
UYMHbI. CBA3AHHOI C 6M3HECOM, a TakKXe AOKYMEeHTMpOBaHWe BpPeMEeHMW YCTaHOBEHUA WCKIUYEHUS, ero npo-
[O/HKUTENBHOCTU MU CPOKaA OKOHYaHUA.

7.3.1.7 [o/KHBI NPOBOAMTLCSA NPOBEPKN NOSIUTUKM Kak nepuoguyeckme, Tak u nocne UHUUAEeHTOB.

7.3.2 YnpaBfneHue puckamu yrpos

Mpo6nembl 6€30NacHOCTN B 3HAYUTENIbLHOW CTeneHn 06yCNOBNEHbl HEOMPeAeNeHHOCTbIO, CBA3aHHON C
TEXHONOrNYEeCcKMM MPorpeccomM 1 HenpegckasyemocTbio YesioBeka, B pe3y/sibTaTe 4ero cywecTByeT NoCTOAHHO
MEHALWMNIACA PUCK ANA UMYLLECTBEHHbIX 06BEKTOB. VIMyLecTBEHHbIE 06BEKTLI BNagensua unu oneparopa B
LenoM oCTalTCA NPUMEPHO NOCTOAHHLIMU. DTO AenaeT cpefy Yrpo3bl OCHOBHbIM (haKTOPOM.

B gaHHOW NonnTHKe NpeaycMoTpeHbl NpeABapuTe/ibHbIE YC/TOBUS Y OFpaHYeHs, 3ak/oyalLuLmmecs B TOM,
4YTO B HaCTOALEM cTaHAapTe He paccmaTpuaeTca mMeTog TRA. MoaTomy Bnageneu/onepaTop A0/HKEH camo-
CTOATeNbHO pas3paboTaTb MeTO OLEHKN PUCKOB, MCNOMb3YA ApYyrue pecypcbl {KpOMe HacTOoALWero ctaHaapTa).

MpaBuna peannsauynn NONNTUKN nNpusBefeHsl B 7.3.2.1—7.3.2.4.

7.3.2.1 KpuTu4Hble KOMNOHEHTbI 060PYAOBaHNSA, ONepPaLMOHHbIE CUCTEMbI, MPUTOXEHMNA U CNYXObI, UC-
nonb3yemble AN IKCnayaTauuun, ynpasneHma n obecneyeHna paboTocnocob6HOCTM CUCTEMbI aBToOMaTu3auuu,
[OMKHbI ObITb OLLEHEHbI C TOYKU 3pEeHUSA PYHKLMOHANBHOW AOCTYNHOCTH, LLeNIOCTHOCTU CUCTEMbI N KOHPUAEH-
LManbHOCTN AaHHbIX.

7.3.2.2 Cpepa yrposbl A40/KHA HenpepbiBHO KOHTPONMPOBATLCA U OLEHUBATLCSA.

7.3.2.3 MNeprognyeckn nau nocsie HacTynaeHus cobbliTnii 6e30nMacHOCTM AO/IXHA NPOBEPSATLCA U KOp-
pekTupoBaTbCA MOLLHOCTL Mep 6e30MacHOCTU, NPUHMMAaEeMbIX NPOTUB Yrpo3, TakuM 06pa3om, 4YTOObl OHa
Bcerfa Haxoguaacb Ha [O/KHOM YPOBHe.

MpumeuvyaHne 1— MeTogpl KpI/II'ITOFpaCtJI/II/I A0/DKHbI Nepnognyeckn KOppekTnpoBaTbCs B Le1IAX COOTBETCTBUA
pasBuTUo TEXHO/OTWiA.

MpumeyaHune 2 — V3meHeHus, Hanpumep B npasunax SGW u ECG, yunTbiBatowme Buabl U YPOBHU Yrpos,
[OJDXHBI NPUBOAUTL K MU3MEHEHMIO KOH(DMIypaLWiA, TEXHOMOT WA, ,O6GAB/IEHNIO JONOMHUTE IbHBIX MEP 1 060PYA0BaHUA U T. .

7.3.2.4 KputnyHoe obopyfoBaHMne AO/MKHO ObiTb 3aKpenneHo 3a TEXHUKOM U agMUHUCTPATOPOM N KOH-
TponunpoBaTbCsA 060pyf0BaAHNEM MOHUTOPUHTA.

7.3.3 MonuTuka akcnnyaTtauMoHHOW 6e3onacHocTu ICS 1 ee U3MEHEeHNS A0/MKHbI BbITb CKOOPAUHMUPOBA-
Hbl C MONNTUKONM 6e3onacHocTu ICS.

370 060CHOBAHO TEM. YTO 3KCMNyaTaumMoHHas 6e3onacHoCTb M 6e3onacHocTb (Nogpasymesatouian obec-
neyeHve KOHPUAEHUNANBHOCTN) TECHO CBA3aHbI APYr C APYTOM.

MpaBuna peannsaynn NONNTUKN npueBeneHsl B 7.3.3.1—7.3.3.4.

7.3.3.1 MonuTuka akcnayataunoHHoi 6e3onacHocTn ICS 1 ee 06GHOBNEHUA [O/KHbI XpaHUTbCS B dhali-
ne. NOCTOAHHO AOCTYNHOM agMUHUCTPaLUKN cnyxbbl 6€30NacHOCTY.

7.3.3.2 Nlio6ble Mepbl 1 MeToAbl, NPUMEHSEMble OonepaTopoM B Lenax 6e3onacHoCcT, BAUAOLIME HA
aKcnayaTaLoHHyo 6e30nacHOCTb, A0/KHbI ObiTb YTBEPXAEHbI Kak agMuHucTpayueii cnyx6bl 6e3onacHocTy,
Tak U agMuHUcTpayueid, oTeevalLlell 3a akcnayataunoHHy 6e30nNacHOCTb.
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MpumeyaHune — TpaBUIO «ABOWHON OTBETCTBEHHOCTU» rapaHTUpYeT, YTO Mepbl, KOTOPbIE MOTYT NPUBECTU K
KaTacTpodmyeckim nocneAcTBusM, He ByAyT MHULMMPOBaHbI €AUHONYHO. DTO NPefoXpaHsieT OT HaMEPEHHOW 1 cny-
yaiiHoI HenpaBWbLHOM 3KkcnayaTaumu. [IBoiiHas OTBETCTBEHHOCTb SIBNSIETCA Hanbosiee AeiiCTBEHHbIM CPEACTBOM 60PLOLI
C aTakamy MHcalifepoB.

7.3.3.3 Ecnv npeycMOTpPEHO MCNo/b30BaHKe onepaTtopom Mepbl MM cnocoba, BAUAILWMNX Ha 6e3onac-
HOCTb (DYHKUMOHUPOBAHUA, TO TpebyeTcsa yTBEpPXAeHNe BBELEHUA WX B 3KCNyaTauuio u npekpaweHns npu-
MeHEeHNA.

7.3.3.4 He fONXHO 6bITb UCKIIOYEHWI, KOTOPbIE YAANAIT UCKIIOYEHNS, YTBEPXKAEHHbIe ABYMSA OTBET-
CTBEHHbIMMW.

7.3.4 TMonutuka 6e3onacHocTn ICS gomkHa TpeboBaTb NPOTOKONMPOBAHWUA U MOHUTOPWUHra COOTBET-
CTBYIOLUX COObITUI Ge30onacHoCTH.

370 060CHOBAHO TEM, YTO NMPOTOKO/IbI UCMONbL3YHTCA ANA YCTAHOBAEHNA CO6bITUIA, NnocnegoBartenb-
HOCTEel M BO3/I0XKEHWS OTBETCTBEHHOCTU 3a ynpaBfieHne U ayauT. B OTHOWEHWW HeCaHKLUMOHUPOBAHHbLIX
feicTBuiA, Hanpumep ataku, NPOTOKO/bI MOTYT UCMO/b30BAThCA A5 hopManbHbIX BbIBOLOB. Bo3noxeHune
OTBETCTBEHHOCTU OCOBGEHHO BaXHO B C/Ayyaax, Korga KpUTUYHbIe onepauumn BbINONHAKTCA CTOPOHHEN KOM-
naHuei.

MpaBuna peanusaunm NOANTUKN NpuBefeHsl B 7.3.4.1—7.3.4.8.

7.3.4.1 Bce pelicTBMA Nonb3oBaTens CUCTeMbl aBTomaTu3auuun, cyuiecTBeHHble AN 6e30nacHOCTY,
[O/KHbBI BbITb 3aMPOTOKONIMPOBAHbI.

7.3.4.2 Bce coObITUA CUCTEMbI, CylL|eCTBEHHble 418 6e30NacHOCTU, [O/KHbI 6biTb 3aNpPOTOKOIN-
poBaHbl.

7.3.4.3 CobpaHHas nHdopmaumna 4o/KHa BKIOYaTb B ce6s co6biTUE, CPOUYHOCTb, CNYXOY CBA3MU, XOCT
MCTOYHUKA, Ha3HavyeHue, naeHTuduKkaTop nonb3osaTens, gaty/BpeMs Hayana u OKOHYaHUSA.

7.3.4.4 Bce NpoOTOKONbI U UHpOpPMaLUs ayanTa AO/KHbI HEMPEPbIBHO KOHTPONIMPOBATbLCA, Nepuoamnye-
CKV MPOBEPATLCA, HAAEXHO XPaHUTLCA U apXMBMPOBATLCSA.

7.3.4.5 NMpPOTOKONbI AO/MKHbI XPAHUTLCS LEHTpann3oBaHHO A4N1A UX nocneaywuero ob6beanHeHnsa n aHa-
nu3a. [lo/KHO 6bITb UCKIKOYEHO UcYepnaHWe OrpaHMYeHHOro MpocTpaHcTBa NamATh, UCNONb3yeMoro ANns
XpaHeHna NPOTOKO/I0B. Takxe JO0/MKHO ObliTb UCKMHOYEHO U3MEHEHWE aTaKyloLWmnM NPOTOKON0B B pe3yfbTare
ero HeCaHKLMOHMPOBAHHOTIO fOCTyna k 060pyA0BaHMI0 NPOTOKOIMPOBAHUS.

7.3.4.6 [leicTBUA MO ynpaB/ieHW0 NPOTOKOAAaMN Takxke AO/DKHbI NPOTOKoNMpoBaTbCcA. TONbKO ayanuTop
cnyx6bl 6€30MNacHOCTN J0/HKEH UMETb NPasBo yAanATb UIN U3MEHATb NPOTOKObI.

7.3.4.7 TIpOTOKO/bI M COOOLLEHNA aBapuUiiHON cUrHann3aLmm fO/KHbl HEMPEePbIBHO KOHTPOINPOBATLCS.
Mo pesynbtatam KOHTPONASA 40/KHbI COCTABAATHCA 3aKN0UYEHUA U MPUMEHATLCA HEOOXOAUMbBIE MeEpbI.

370 060CHOBAHO TeM, YTO MPOTOKO/bI COGbLITUIA 6e30NacHOCTN HEeO6XOAMMO HeMnpepbiBHO KOHTPO/IU-
poBaTh ANA BbIAB/IEHUSA BPEAOHOCHbIX aTak MHCaAepoB U COXPaHATb UX 4N nocnegyrouero opmanbHOro
aHanu3a nocne Toro, Kak 6e3onacHoOCTb ByfeT HapyleHa.

MpumeuyaHne — Ecnm 6e30NacHOCTb HapyLLEHa, CETEBOE COEANHEHNE MEXY YAANEHHbIM W NIOKa/IbHLIM LieH-
TPOM YNpaBeHnsi LO/HKHO GbiTb NPepPBaHO 40 BOCCTAHOB/IEHUS HAAEXHOCTU COEANHEHUS. JTOKaUIbHBIA LEHTP yNpaBieHns
[O/DKEH OCYLLECTBNATL 6e30MmacHyto akcnayataumio ICS. [1ns noaTBepXAeHUsS BOCCTAHOB/EHNS HAAEXHOCTY COeANHEHNS
[0/DKeH BbITb BbINO/IHEH ayauT 6e30MacHoCTy.

7.3.4.8 EciM NpoTOKO/bI NpeanosnaraeTcs UCNo/b30BaTh B KAYECTBE A0Ka3aTeslbCTB B CyAe, A0/KHbI
6bITb BbINO/IHEHbI TPE60BaHUS AECTBYIOLEr0o MeCTHOro 3aKoHO4aTe bCTBa.

Mpumep — MOryT NpoTOKONNPOBATbLCA CNefyUne JaHHble:

- cobblTUe, HanpuMmep owunbka ayTeHTUdUKaLUM, HapyweHne gocTyna;

- CPOYHOCT b, HANPUMEpP aBapusa, CUrHan TpPeBOru, npejynpexaeHue;
-ucnonb3yemas cnyxba cBa3n, Hanpumep Mma cnyx6bl, HOMep nopTa, NPOTOKON;
-X0CT UCTOYHUKA, Hanpumep IP-agpec, umsa xocTa;

- HasHavyeHue, Hanpumep IP-agpec, uma xocTa. URL;

-naeHTU(dNKATOP NONb30BATENS;

-flaTau BpemMda Havana,

-faTaun BpeMs OKOHYaHUA.

MpumevyaHne — Ecamakcnayataumio ICS ocyLLeCTBIAET CTOPOHHASS KOMNaHWs, NPOTOKOS SAB/ISIETCA BaXKHbLIM
06 BLEKTUBHBIM [l0Ka3aTe/Ib,CTBOM [1/151 BO3/I0XKEHUSA OTBETCTBEHHOCTU MOC/1e aBapun.

7.3.5 [onKeH NpoBOAUTLCA ayAuT COOTBETCTBMA NONMTMKM 6e3onacHocTu ICS.
370 060CHOBAHO TEM, YTO A1 KOHTPONA XapakTepucTuk ynpasneHus nonntukoi ICS Heobxoaum ayaur.
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MpaBuna peanusaynn NoaNTUKN npueegersl B 7.3.5.1—7.3.5.5.

7.3.5.1 Ayaut cooTBeTCcTBUA NONUTUKN ICS fOMKEH BbINOMHATHCA NEPUOANYECKN U, eCNn HeEOBX0AMMO,
NPUBOAUTL K MPUHATUIO 060CHOBAHHBIX KOPPEKTUPYIOLWUX Mep.

7.3.5.2 AyauTbl MOTYT BK/OYaTb TeCTUpOBaHWE 6e30NacHOCTU.

MpumeuvaHne — Ayaut ICS fomkeH Nneproanyeckn NPOBOANUTLCA AN BbISBIEHUA Hepa3peLLeHHOTo U HeHa-
[IeXHOro 060pyA0BaHMS CBA3W, HanpumMep ucnosb3oBaHus POTS {TenedoHHbIX ceTeli o6Lero nosb30BaHnsa) uam bec-
NPOBO/HON CBA3MN.

7.3.5.3 OTBETCTBEHHOCTb 3a ayAnT 6€e30MacHOCTN NMPeAnoYTUTEIbHO BO3/I0XUTL Ha KBaInpuumposaH-
HOro MeHegxepa no 6e30NacHOCTU, He y4acTBYHOLEro B aKCMyaTalum, BO3MOXHO, Ha CTOPOHHEro cneuu-
anucTa.

7.3.5.4 Ecnun BO3MOXHO, cnefyeT pasfenuTb O/HKHOCTU ayanutTopa v agMmHucTpaTopa, oTeeyarnlwmx 3a
Mepbl 6€30NacHOCTH.

7.3.5.5 Oco60e BHUMaHME [AO/MKHO yAeNnaTbC POpManbHbIM UCKIIOYEHUAM U3 YCTAHOBIEHHbIX Mep.
0N HUX AOMKEH NMPOBOAUTLCA CNeuunanbHblii aygnT.

7.3.6 [o/HKHO OCYLLeCTBAATLCA yNpaB/ieHNe UCKIIYEHUAMU N UX [OKYMeHTUpoBaHue ana obecneve-
HUA He06XoAUMOl OTYETHOCTU MO COTPYAHMKAM U YCTPOMCTBAM C MCMOb30BaHMeM ynpasaeHusa puckamu ad
hoc (gns faHHOW KOHKPEeTHOl uenn — nar.).

370 060CHOBAHO TEM. 4YTO 6€3 ynpaBneHuss popmManbHbIMU UCKIYeHaMM no Tuny ad hoc npousoiigeT
noTeps KOOpAMHAaLMKN ynpaBAeHNs UCKIIOYEHUAMU, UX 4INTENbHOCTLIO U Npejenamu, a Takke noteps otyeT-
HOCTW W IMYHON OTBETCTBEHHOCTM 3a Ntobble HeraTUBHbIE NOCNeACTBUS.

B faHHO nonnMTuke NpefycMOTPeEHbl NpefBapuTebHbie YC/IOBMA M OTpaHMYeHuns, 3akayatLecs
B TOM. 4TO NPU COBMECTHO OTBETCTBEHHOCTU, BO3HUKLIE, HanpuMmep, 13-3a NCNosbL30BaHUA nosnb3oBaTe-
NAMU 06LWNX YYETHbIX 3annuceil, MCTOUYHUK KOHKPETHbIX AeNCTBUIA B CUCTEME HE MOXET ObiTb MAEHTU(ULNK-
poBaH. Npu 3TOM Nojo3peBaemblii NONb30BaTe/lb MOXET NPaBAoNof06HO OTpULLATb CBOK MPUYACTHOCTb
K encTBumIo.

3akpensieHne OTBETCTBEHHOCTM MOXeET NPOTMBOPEYNTL MECTHOMY TPYA0BOMY 3aKOHOAATeNbCTBY, B CBSA-
31 C YeM MOXeT noTpeboBaTbCA 3aknoyeHne o6beAMHEHHbIX CcOrnaleHuii ¢ UCNONTHUTENbHOM agMuHuCTpa-
Luei 60nee BbICOKOTO YPOBHS.

MpaBuna peanunsaynun NoNTUKN NpueefeHsl B 7.3.6.1—7.3.6.3.

7.3.6.1 [JONKHO OCYL,ECTBAATLCA ynpaBneHne oopManbHbIMU UCKIIOYEHUAMMN U3 NOAUTUKK, BKNOYALD-
uee B ceb6 060CHOBaHNE UX CO CTOPOHbLI 6M3HEeca, aHan3 PUCKOB, BO3/IOXEHNE OTBETCTBEHHOCTW Ha onpe-
feneHHoe nuuo.

7.3.6.2 Vickno4eHna 13 NOAUTUKMA [O/MKHbI 6bITb CBEAEHbl K MUHUMYMY U feAcTBOBaTb MWHUMa/bHO
Heo6xoAnMoOe BpeMs.

7.3.6.3 He fO/MKHO 6bITb UCKNKOYEHUI, UCKNOYAKLWNX yNpaBieHue.

7.3.7 Cob6bITUS 1 cOOOLWEHNA aBapuitHOl curHanusaumm AOMXHbl CBOEBPEMEHHO akTMpoOBaTbLCS B CO-
OTBETCTBUW C NAaHamu AeiCTBWIA B HeNnpeABUAEHHbIX CUTyaUNsX, N AO/DKEH BbIMOMHATLCA WX KPUTUUECKUIA
aHanus.

370 060CHOBAHO TEM. YTO NPW HACTYNAEHUN nHUMAeHTa 6e30NacHOCTN OYEHb BaXHO CBeCTU yuiepb K
MUHUMYMY 1 NpogosxaTb akcnayaTtaumio ICS. Kak MOXHO 6bicTpee MOMIHOCTbI0 BOCCTAHOBUB HaAEeXHY 3KC-
nayaTauunio ¢ 06bIYHOM NPOM3BOAUTENBHOCTBIO.

MpaBuna peanunsauynn NoaNTUK npuBegeHsl B 7.3.7.1—7.3.7.10.

7.3.7.1 [omKHbl 6bITb YyCTAHOB/EHbI MaHbl A4ENCTBUIA B HenpeaBUAEHHbIX cutyaumsx. OHWU AOSKHbI
nepnognyeckn o6HOBNATLCA.

7.3.7.2 CoobueHnsa aBapuitHoi curHanusaunm, umeroLe oTHoweHne kK 6e30NacHOCTU B KPUTMYECKNX
yCNOBUAX, U COBBLITUA NPOU3BOACTBEHHOrO YNpaBfeHUA [LO/KHbl aKTMpOBaTbCA afgMWHUCTpauUnein cnyx-
6bl 6€30NacHOCTU W. €c/M BO3MOXHO, COBMECTHO C afMUHUCTpauueli, oTBevyaloleid 3a aKkcnayaTaunoHHyo
6e30nacHoCTb.

7.3.7.3 INA UHUUAEHTOB pas/INYyHOro pofa M KPUTUYHOCTU, CBSA3AHHbIX C 6€30NacHOCTbIO, AOMXHbI ObITh
yCTaHOBJ/IEHbI N/1aHbl pearnpoBaHns Ha WHUMAEHT, BKAOYaoLwWwme NpoAos/HKeHne akcnayarauum 3asoga m Boc-
CTaHOBJ/IEHNE MOBPEXAEHHOTO 060PyA0BaHMS.

7.3.7.4 lns 6bIcTPOro n ach@eKTMBHOro paspelleHns npobaemMbl 418 KPUTUHHOTO 060pyA0BaHNA AOXK-
HO JOKYMEHTUPOBAaTbLCA €ro 3akpensieHne 3a TEXHUKOM, Nofb3oBaTenem, agMUHUCTPaTopom 1 o6opyoBaHu-
eM MOHWUTOpPUHra.
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7.3.7.5 KpUTNYHBIN MHLMAEHT 6€30MacHOCTM AO/KEH 6bITh NCCNef0BaH 6bICTPO 1 cpa3y Nocse ero Bo3-
HWKHOBEHMUS.

MpumeuaHne 1 — B HeKOTOPbIX CTapbiX NPUNOXKEHUAX A5 AoCTyna K yctpoiictBam ICS wn yganeHHbIM
K/IMEeHTaM MCMosb3yeTcs NPOTOKO/T C OTKPbITbIM TEKCTOM cepTudukarta (Hanpumep. Telnet. FTP). B aTom cnyvae goctyn
[O/DKEH 1CMONb30BaTh HAAEXKHBI MPOTOKON TYHHEIMPOBaHMS BO M36exaHne packpbiTus cepTudnkaTos Ha 1060l yacTu
MapLLpyTa, packpblBaeMoli 06LLEe0CTYNHbIMU BHELIHUMM ceTammn EN.

MpumevyaHne 2 — [O/MKHO OCYLLECTBNATLCA YNPaB/ieHe UCKNIOYEHUAMU N UX JOKYMEHTUPOBaHNeE.

MpumeuaHne 3 — Korga ycTpoiicTBO 6e30MacHOCTV BblJaeT COO6LeHNe aBapuiiHol CurHaausauun, ms-
Bellatollee 06 MHUMAEHTe GE30MacHOCTU, OHO AOMKHO 6e3 3afepXKu NocTynaTb Ha cepBep ynpas/eHus Gesonac-
HOCTbIO MeHekepy Mo 6GesonacHoCTU. MeHemxep Mo 6e30MacHOCTU AOMKEH 3afelicTBOBaTb NnaH NpoTuBoAei-
CTBUSA yLLepby, TO eCTb ONpeAenTb YPpoBEHb NOPAXEHUS 1 04eBUAHbIE MEPbI 6E@30MaCHOCTH, KOTOPble HEOGXOANMO
NPUHATb.

7.3.7.6 MNnaHbl JO/MKHbI 6bITb ONY6IMKOBAHbI 1 J0BEAEHbI A0 CBEAEHUSA COOTBETCTBYIOLWEro nepcoHana
OfHOBPEMEHHO C pacnpegeneHnemM OTBETCTBEHHOCTU U CBA3AHHbIX C HEH0 MMYLLECTBEHHbIX 06bEKTOB opra-
HU3aunu.

7.3.7.7 loNXHbI NPOBOAUTHLCA O3HAKOMUTE/IbHbIE 3aHATUA U TEXHUYECKME TPEHWUHIN, NoAAepXuBatoLLne
nepcoHan B oopme, HEO6XOAUMOI ANA [eliCTBUIA B HEMPeABUAEHHO cuTyauuu.

7.3.7.8 lMeprognyeckn 1 BHe3anHO JOJ/DKHbI NPOBOAUTHLCA MPaKTUYeckne 3aHATUS No oTpaboTke Aei-
CTBUI NMpu pa3HooGpasHbIX CLueHapusax aTak, NO3BONSAOLWME OLEHUTb CNOCOGHOCTL 3aBoja CNpaBAATLCS C
peanbHbIMK atakamu AO/MHKHbIM 06pa3oMm.

7.3.7.9 Mpwn o6Hapy>XeHUN HeCaHKLMOHNPOBAHHOTO NPOHUKHOBEHMSA pearnpoBaTtb HEO6XOAMMO HeMefq-
NeHHo. ITo npegnonaraeT Cyl,ecTBOBaHWe afekBaTHbIX U OGHOBMSIEMbIX MIAHOB A1 MHLMAEHTOB 6e3onac-
HOCTW. BAVAIOWMNX HA PYHKLMN U MMYLLEeCTBEHHbIE 06beKTbl, HA KOTOPble PacnpPOCTPaHATCS 3TN NONTHKU.

7.3.7.10 BbI3BaHHble MHUMAEHTaMn 6e30nacHOCTU KaTacTpodbl TPebYT N1aHOB BOCCTAHOBEHUSA NO-
cne katacTtpod v aBapuii, a Takke COOTBETCTBYIOLWEN KOHTAKTHON MHOpMaUUnM U nHgpopmauum no Boccra-
HOB/EHMIO.

MpumevyaHne — OB6 UCNONL30BAHWUN 1 MOHUTOPUHIE cucTeMbl gocTyna cM. ICO/M3K 27002.

8 Monntmka 6e3onacHoOCTU I'IpOMbILIJI'IGHHOVI CNCTEMbI ynpaB/ieHNA — MepPbI

Llenb ykasaHHON MOMNTUKA — CHU3UTb PUCK 3NIEKTPOHHBLIX aTtak Ha ICS nyTem ycTaHOB/eHUs Mep
6€e30nNacHOCTU A/151 XOCTOB, YCTPONICTB, a Takke Mep N0 OrpaHNYeHnto CNOCO6HOCTM NnepudepuiiHbIX yCTpoiicTB
nofknoyatbcs K BHyTpeHHel cetn ICN, k nogumHeHHbIM ICN ceTAM N1060ro ypoBHA U K BHELHUM CeTAM.

MpumeuyaHne — HaMEUEHHOE CHUXEHWE PUCKA MOXET GbITb AOCTUIHYTO TO/ILKO B TOM C/lyuae, ec/in yunTbl-
BAOTCS BCE CMOCO6bI CBA3W, BKIOYAs TPAAMLMOHHbIE CPEACTBA CBA3N (TEeNedoH, PaanoCces3b), 6ECNPOBOAHbIE YACTHbIE
1 06LLEeA0CTYNHbIE CETW.

8.1 YnpaBneHue AOCTYMHOCTbIO

MospexpgeHune pecypco PCS. o6ycnosneHHoe MepamMmu 6€30NacHOCTW, MOXeT NPUBOANTL K MPOCTOAM U
Jaxe noAsepraTb ONACHOCTU NIOAEN N OKPYXatoLyio cpedy, eC/v NPUHATBI XeCTKMe Mepbl 3KCnyaTaLloHHO’
6e30nacHoCTu.

[na npefoTBpalleHna NoBpexaeHns pecypcos, TpebyemblX 4715 NPOM3BOACTBEHHOrO Npolecca, Bcnea-
CTBME NMPUHATUA Mep 6e30MacHOCTU, [A0/IKHO UCMO/b30BaTLCA ynpasieHne JOCTYMHOCTbIO.

8.1.1 foctynHocTb ICN u nogceteii ICN gomkHa 6bITb rapaHTupoBaHa Ana TpebosaHuii akcnayaTayum
ICS B KPUTUYECKUX YCNOBUAX.

370 060CHOBAHO TEM. YTO HELOCTATOUYHbIE UM Ype3MepHble Mepbl 6€30NacHOCTN MOTYT YXYALWUTbL A0-
cTynHocTb ICN v npensaTcTBOBaTb YA0BNETBOPUTENLHON akcnayaTauumm ICS.

B faHHOW nonuTuke npeaycMoTpeHbl npeABapuTefibHble YCNOBUSA W OrpaHuyveHuns, 3akntvawouimecs
B TOM. 4YTO AOCTYnHOCTb B ICN BHYTpEHHWX COO6LiEHWIi peanbHOr0o BPeEMEHW He siBNsieTca TpeboBaHuem
6e30nacHOCTW, HO NpeacTaBnsieT cob6oil Npo6rnemy hyHKLMOHMPOBaHUA. B HacTosAwem cTaHgapTe npegno-
naraeTcs, 4TO AOCTYNHOCTb COOGLLEHWI peanbHOro BpeMeHW rapaHTMpoBaHa yHKLMAMKU aBTOMaTM3auuu,
MCNoMb3YLWUMN Takne Mepbl, kak obecrneyeHne L,e/IOCTHOCTY CO06LeHn, akTyarlbHOCTM CO0bLWeHnit, yno-
psAAoYeHUs coobLeHnii, NPUOPUTETOB COOBLLEHWIA.

MpaBuna peanunsauunu NOANTUKKU npueegeHsl B 8.1.1.1 n 8.1.1.2.
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8.1.1.1 1ns noBbiWeHNss AOCTYNHOCTUN 1 NpefoTBPpaLLeHNss 0TKa30B B O4HOI ToUke MOXeT noTpeboBaTtb-
csl pesepBupoBaHue kaHaJlmB cBasu.

MpumeuyaHne 1— HecmMoTps Ha TO 4YTO pe3epBMPOBAHME B LLe/IOM yBENUYMBAET HAJEXHOCTb U [OCTYMHOCTb,
OHO Takxke yBenmunBaeT He3allWLEeHHOCTb JaHHbIX U PUCKM 6e30NacHOCTU, Tak YTo 6e30NacHOCTb NPK UCNOJIb30BAHUN
pes3epBMPOBAHUSA CHUXaETCS.

MpumeuyaHune 2 — Tpu YACTUYHON HEAOCTYNHOCTN CBA3N MOXeT NOTpe6oBaTLCH pe3epBHOE KOMMpPOBaHWe pe-
CYpCOB. yMeHblUeHne yucna pabounx pexrmos 3aBoAa . B HAUXyALWeM clyyae, npekpaujeHne pa6oTsl 3aBoja.

8.1.1.2 insa npepoTBpaleHns nocneacTeuii noTepy AOCTYNHOCTU NONb30BaTENAM U NPUNOXEHUAM AaH-
HOW ceTu fO0/KHO 6blTb NPEeAOCTaB/IEHO NPAaBO 3anpalnBaTb COCTOSIHME 060pPYyA0BaAHUA 3aWWTbl, HAaNpuMep
wno3oB SGW, 1 nogaBaTtb CUrHaNbl TPEBOTN NPU 06HAPYXEHUN YCNOBUIA, XapaKkTepHbIX Ans c6os.

8.1.2 Pecypchbl, Ucnonb3yemMble Mepamun 6e30MacHOCTU, He AO/DKHbl YXyAlWaTb KPUTUYHBIX PecypcoB
Tpebyuwmnxcsa hyHKLUSAM aBToOMaTn3aunum n/mnm akcnayataunoHHon 6e3onacHocTu.

370 060CHOBAHO TEM. YTO Mepbl 6€30MNacHOCTU AO0/MKHbI PYHKLMOHNPOBATbL TakuM 06pa3omM, YTobbl He
Hapylanca npon3BoACTBEHHbIN npouecc.

MpaBuna peannsayun NONNTUKN npusBeneHsl B 8.1.2.1 n 8.1.2.6.

8.1.2.1 Ha obopypoBaHuun, cBA3aHHOM C 6€30MacHOCTbI0, AO/DKHbI 6bITb peann3oBaHbl TOMbKO Takue
PyHKLMM 6e30nacHOCTN, KOTOpble TPeBYTCA AN HAaAeXHON paboTbl 3TOro o60pyaoBaHuUsA.

MpuMmeuyaHne — [JlOCTYNHOCTb /I0GLIX PECYPCOB, CBA3AHHbIX C 3KCNyaTaLMOHHON 6€30NaCHOCTbIO, HE AO/X-
Ha orpaHn4YnBaThCs, B TOM YMC/e 3a CYeT pas3pelleHns NCNoNb30BaHUSA:

- cneuuvanbHbiX COGCTBEHHBIX CPEACTB CBA3MN;

- CYL,ecTBYOL X COGCTBEHHbIX MEXAHM3MOB 3KCNyaTalMOHHON 6e30nacHoCTy;

- cooTBeTCTBYlOLWEro o61eryeHnsa nU3nyeckoro n N10rMYeckoro goctyna k pabote KOHTPONbHbIX KOMHAT, o6ecneyun-
BaloLNX IKCMIyaTalMOHHY0 6€e30MNacHOCTb.

8.1.2.2 HeobxoanMMo nsberaTb KOHKYpeHUUn yHKLuMlii 6e3onacHOCTU U ynpaBneHns 3a pecypcbl ICN
1 paspellaTb Takve Npo6aemMbl, HanpuMep, NyTeM BblAeNEeHUs A8 COOTBETCTBYOLWMNX PYHKUNIA OTAENbHOrO
ob6opyaoBaHusa.

NMpumeuaHne — PasfeneHne MOXET 0Ka3aTbCsl HEBO3MOXHbIM, HaNprMep, eCNn yCTAHOBNEH CKaHep BUPYCOB
1 BPEOHOCHOIO NMPOrpamMMHOro o6ecrnevyeHusi. B aTux caydyasx HEO6X0AUMO YAOCTOBEPUTHLCA B TOM, YTO /1060 peanu-
30BaHHbI Ha NPOMBbILWIEHHOM 060pPY0BAHMMN yNpaBieHus (yHKUMOHaN 6e30NacHOCTU NoALepXKUBAETCs OTAENEHHbIM
JIOTMYECKM, TO €CTb UCMOJb3YeT OTAEbHbIE CEPTUdMKATLI, 06Pa6OTUMKN NPEPbLIBAHNI U CKOOPAUHUPOBAH C MEPCOHAsOM,
OCyL,eCcTBNSAWMUM yNpaBieHne Npou3BoACTBEHHbIM NPOLECCOM.

8.1.2.3 Heob6xoanMmo onpeaensatb Mepbl 6€30MacHOCTU, KOTOPble MOTYT UCMNO/b30BaTb KPUTUYHbIE pe-
cypcbl YHKUWIA ynpaBneHus. Takxe He06X04MMO OCYLLeCTBAATb ynpaseHne TakuMmu yHkunsamun 6esonac-
HOCTW M JOKYMEHTUPOBATb UX.

8.1.2.4 insa aTux mep Heo6Xo0AMMO OnpefennTb, peann3osaTtb U JOKYMEHTUPOBATL IPaHULbl pecypcos
1 pexum paboTbl XOCTOB B C/lyyae, Korfa pecypcbl neperpyxeHbl Ui nepenosiHeHbl. [JlomkHa 6biTb Npeayc-
MOTpeHa nojava curHasna TpeBoru.

8.1.2.5 B cny4yae KOH(PIMKTA NPUOPUTET JO/IKEH UMETb (DYHKLUMOHAN yNpaB/ieHUs KPUTUYHbLIM MPOMBbILLI-
NeHHbIM 0bopyoBaHNeM.

8.1.2.6 [lonxeH 6bITb peann3oBaH NnaH pearnpoBaHWss Npu mcuyepnaHum pecypcoB. C nepcoHanom
[OJ/KHbI NPOBOANTLCA O3HAKOMUTESIbHbIE W NpakTUYeckne 3aHATUA. TakxKe A0/HKHO OCYLeCTBAATLCS ynpas-
NeHne nnaHaMy m UX JOKYMeHTUpPOBaHWUeE.

MpumevyaHne 1 — MNnaH pearnpoBaHWs Ha aBapuu A0MXEH BKA4YaTb B ceb6s aHanu3 puckKoB, peanunsa-
LMo COOTBETCTBYWOUWEN akcnayatauuy B yXyALWEHHbIX YCNOBUAX U/MNWN pexumbl npekpaweHna paboTbl, pexumbl
YMEHbLEHHOTo MPOTOKO/IMPOBAHUSA, NOAA4Yy CUTHAN0B TPEBOMM YNO/THOMOYEHHbIM NOMb30BaTeeM N 06opyfoBaHNEM
MOHUTOPUHTA.

NMpumeuyaHne 2— PasninyHoe BAUSIHUE AeCTBNII B aBapUiiHbIX YCOBUSAX U UX NOCNEACTBII HA 6€30NaCHOCTb,
Ha KpUTUYHbIEe CpefCcTBa aBToOMaTM3aunn U PyHKLMOHAN 3KCNNyaTalMoHHO 6e30nacHOCT MOXeT GbiTb BbIAB/IEHO NyTeM
akTMBaunn/geakTuBaL M CErMeHTOB.

8.1.3 Ana rapaHTupoBaHua yHKUMOHaNbHOW AocTynHOCTU ICN AO/KHbI 6bITb peann3oBaHbl
6e30nacHOCTU C NpO3payYHbIM yrpaBaeHneMm.

370 060CHOBAHO TeM. YTO peanunsauus, 06HOBAEHNE 1 yAaneHne ycnyr 6e30nacHOCTW He JO/KHbl OKa-
3blBaTh BAMAHUS HA PYHKUMOHaNbHbIe cBoiicTBa ICS.
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MpumeyaHune — OTO O3HAYaeT, YTO MOXET McNoNb3oBaTbCcsA KoHdurypauma ICS. nwbbix EN 1 yganeHHbix
K/IMEHTOB 1 Nocsie BCTpanBaHna yHKUMI 6e30nacHOCT KOHMUrypayns He nsmeHseTcs.

Mpasuna peanusauuy NOANTUKN NpueedeHbl B 8.1.3.1.

8.1.3.1 Ecnu yctaHOBKa, U3MEHEHME WY yhaneHne NpuBenu K oxXugaemMmblM U3MEHEHUSAM B aKcnayarta-
LK. 3TO JOJ/DKHO BbITb CKOOPAMHMPOBAHO C agMUHUCTPaunei ICS nywm agmuHucTpaumnein, oTsevatoLLein 3a
6e30MacHOCTb.

8.1.4 Yacbl Bcex ycTponcTB ICS fOMXKHbI 6bITb CUHXPOHU3NPOBAHbI.

370 060CHOBAHO TeM. YTo TpebyeTca [OCTYMHOCTb TOYHON BPEMEHHOW CMHXPOHU3aLUW yCTPOMNCTB OT
[0CTAaTOYHO HaEXHOro UCTOYHUKA BPEMEHMW, Hanpumep, A4NS8 rapaHTUpoBaHMA nocnegoBaTenbHON perncTpa-
L1mn cobbITUN B NpOTOKONax ANA UX nocnegyrouiero obbeAnHeHNs n aHanusa.

MpaBuna peanunsauny NONTUKN nNpuBeaeHbl B 8.1.4.1—8.1.4.2.

8.1.4.1 YcTaHOBKa CTaHAapTHOroO BpeMeHn 1 TpebyeMoli TOUHOCTH.

8.1.4.2 Vicnonb3oBaHWe AaHHbIX BPEMEHU M3 OA4HOr0 MCTOYHMKA. Ecnm HeT mogxopsuwei kapTbl ya-
COBbIX NOACOB, UCMO/Ib3YeTCA UCTOYHUK BPEMEHU, MO KOTOPOMY BbIMOMHANTCA (PYHKLUUMM 6€30MacHOCTU 1
ynpasneHus.

n pnmedyaHne — I'Io,qpa3ymeBaeTCﬂ CUHXPOHMN3auMa 4acoB yaasleHHOTo K1neHTa u yCTpOIﬁCTBa.
8.2 YnpaBfieHWe LesioCTHOCTbI0

Basnc cuctembl foMKeH 6bITb yMEHbLIEH A0 MUHUMANbHOTO KOAa, AaHHbIX KOHMUrypauum, akcnayara-
LIMOHHBIX AaHHbIX. OHN AO/MKHbI ObITb MUHMMANbHO Heo6XxoAuMbIMU A4S yHkymoHana ICS n 6e3onacHocTH
C TeM. 4TO6bl MOBEPXHOCTb, 3alyuiiaemast OT ataku No packpbiTUIO faHHbIX, Gblla MUHUMaNbHOM.

MpumeuaHne — Tllpegnonaraetcs, YTo LLe/IOCTHOCTb NepefaHHbIX AaHHbIX (TO €CTb Y4TO AaHHble ICS nepefaHbl 1
NPUHATbI HEM3MEHEHHBLIMU MEX/Y KOHEUYHbIMU TOUKaMu ceccumn) obecneymBaeTcsa NPOMbILLEHHbIMI CBA3HLIMU MPOTOKONAMMU.

8.2.1 KoHdhurypauuv annapaTtHbIX yCTPOWCTB U MHTepdencoB AOMKHbI OblTb YMEHbLLUEHbl 40 MUHUMaNb-
HO HE06XoAUMBbIX (YCUNEeHMe 3alinLL,eHHOCTH).

370 060CHOBAHO TEM. YTO 0ObIUYHbIE UK He3al UL EeHHble KOHUrypayum annapaTHblX CpefcTs coaep-
XaT Hencnonb3yemble nHTepgeiicel 1 nepudepuiinblie ycTPoicTBa, KOTOPbIe yBENYMBAIOT NOBEPXHOCTb ata-
KW. B 4ACTHOCTU, ANA UHCANAepoB.

MpaBuna peanunsaunu NONTUKU nNpuBeaeHsl B 8.2.1.1 n 8.2.1.2.

8.2.1.1 Hewucnonb3lyemble onepaTopom uWHTepdelicsl BBOAA-BbIBOAA, NepudepuiiHble ycTpoiicTBa,
yCTpoicTBa CBA3N W XPaHEHUS AaHHbIX AO/DKHbI 6biTb yAaneHbl UAW UHbIM CNOco60M chenaHbl NOCTOAHHO
HepaboToCnoCOGHbIMN.

8.2.1.2 lWkadbl N CNOTbI, AOCTYMHbIE CHAPYXW, KOTOPble He MOTYT 6biTb YAasneHbl, AO/KHbI 6bITb 3alLyu-
LleHbl. TO ecTb 3anepTbl.

8.2.2 Heob6Xx04WMO YMEHbLWMUTb A0 MUHMMaNbHO HEOOGXO0AMMOr0 YPOBHSA YMCO NMPUMNOXEHWA, a Takke
cnyx6 n ytunaut O/S (ycmneHue 3awmTol).

370 060CHOBAHO TEM, YTO PUCK TOTO, YTO aTakylLWnii oKaxeTcsa CNOCOBHbIM packpbiTb CUCTEMY, BO3pac-
TaeT C yBe/IMYEHNEM YncAa JOCTYMHbIX MPUNOXEHUI 1 CcnyX6 Ha XocTax M ycTpoicTBax.

MpaBuna peanusaunn NONUTUKN NpuBeaeHbl B 8.2.2.1—8.2 2.4

8.2.2.1 [JOoNXHbl AOKYMEHTUPOBATHLCA CMUCOK M KOHUTypaLns NpunoxeHuin, cnyxo n ytunut O/S. Tpe-
6yembix gna akcnnayartauyum ICS.

NMpumevyaHne — Ha6opbl paspelleHHbIX CPEACTB CBA3M MOTYT 3aBUCeTb OT (DOPMasibHOro ONepaTUBHOrO CO-
CTOSIHUS 3aBOAA U/IN y4YacTKa, HANPUMeEP «HOpMasibHas aKkcnyatauua*, o6bsABNeHHAA «3KcnayaTauns B aBapuiiHbIX yc-
noBuAx» N1M60 onepaLun nNo BBOAY B dKCM/yaTaLuio NN BbIBOAY W3 aKcnayaTaynm.

8.2.2.2 lonxHbl JOKYMEHTUPOBAaTbCA BCe NapaMeTpbl CeTeBbIX CNYX6, TpebyeMbix Ha XocTax, A/18 BXO-
OAWKUX N UCXOAALMNX NOTOKOB J@aHHbIX NP 06MeHe UMK ¢ 4pyrumm xoctamu u yctporicteamm ICN.

8.2.2.3 MpunoxeHusa, cnyxobbl n ytunntel O/S. He Tpebyemble Ansa akcnayatauyuy ICS. AOMKHbI 6bITh
yAaneHbl U3 KOHUrypaumuii n ux pe3epBHbIX KONWIA.

NMpumeuaHnune 1 — Cnyx6bl NpremMa HEMOCPELCTBEHHOTO BelaHns AO/DKHbI 6biTb yaaneHsbl.

Mpumeuanne 2 — Ecnu cnyx6bol u ytunutel O/S. He Tpebyemble gns akcnayatauuun ICS, He MOryT 6bITb
yAaneHbl, OHU JO/KHbI 6biTb BbINOMIHEHbI MOCTOAHHO HEAOCTYNHbIMK N06GLIM NONb30BATENSAM.

Mpumevyanne 3 — LWnw3 SGW Ha 6a3e xocTa (Takxe Ha3blBaeMblil nepcoHanbHblli SGW) genaeT HepaboTo-
cnoco6HO Ny 6NoKMpyeT CBA3b, NpefHa3HAUYeHHYI0 AN HEeKOTOPbIX C/YX6, HO He yaansieT Kog.
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8.2.2 4 Tpebyemble NPUIOXeHUS, CAYX6bl N yTUANTbI OC. cnyX6bl 6€30MacHOCTN [O/IKHbI 6blTb Ha Mo-
BEPXHOCTW C YyCU/IEHHO 3alnUToii OT aTak A0 Toro, kak oHu 6yayT noAkntodeHsl k ICN.

NMpvnmeyaHne — KMMewTCa Hannyywme npakTuyeckme cnocobbl yCUNEeHUA 3awWnTbl 48 pa3iMyHbiX onepaym-
OHHbIX cucTem (cM., Hanpumep, npegctasneHHblie B NIST, NSA. SANS. ClSecurity).

8.2.3 [lo/XHbl KOPPEKTHO NOAAEPXKUBATLCHA YHUKATBHOCTb M NOA/IMHHOCTb CO3[aHHbIX KOHurypaumii.

370 060CHOBAHO TEM. YTO MOJIHOCTLIO UAEHTUYHBbIE KOHDUTYpaL MK Xo0CTOB 6yAyT yBenunsaTb NosBepx-
HOCTb aTakun ¥ BO3MOXHOCTU pacKpbiTUA, HanpumMmep npu aBToMaTU3NPOBaHHbIX aTakax, NMPUBOAALLMX K pac-
KPbITUIO BCEX UAEHTUYHBLIX CUCTEM.

B faHHOI nonutuke npefycmoTpeHbl nNpejBapuTesibHbie YCNI0BUA U OrpaHUyYeHuns, 3aknvawwmecs B
TOM, YTO pasnnyme B KOHUrypauusax ycunauT 3awuTy 3a cYeT HEeU3BeCTHOCTU. DTO YyCU/IeHNEe MOXET ObiTb
[OCTUTHYTO, Hanpumep, 3a cyer:

- [OMOMHUTENbHbLIX 3aTpart, Hanpumep Ha agMUHUCTPUPOBaHWE W yNpaB/ieHUe naketamu Koppekuuwu,
fenawuwmmun obopyfosaHne pasnmyaronmcs;

- YMeHblUeHna noTepb B 6€30nacHOCTU, 06YC/0BAEHHbIX OWMbKaMn onepaTopos ¥ agMUHUCTPaTOPOB
13-3a C/IOXHOCTU KOHMUTYPUPOBaHUSA.

MoxeT oka3aTbCsi HEBO3MOXHbIM U3MEHUTb HaCTPOliku, BBEAEHHble, Hanpumep, W3roToBUTENSIMU Ha
cTapom 060pyfoBaHuu.

MpaBuna peanunsaynn NONNTUKN NpuBeneHbl B 8.2.3.1—8.2.3.3.

8.2.3.1 CucTeMbl, CKOHUTYpPUpPOBaHHbIE N3roTOBUTENIEM NTUG0 KNIOHMPOBaHHbIE BRajenblem/oneparo-
POM WM CUCTEMHbLIM UHTErpPaTopoMm, AO/DKHbI OblTb N3MEHEHbI. [pn 3TOM HEOBXOANMO U3MEHUTb HACTPOWKK,
3a/laHHble M0 YMOIYaHUI0 UM 06bIYHO UCNOMb3YeMble, U caenatb UX YHUKaNbHbIMU.

8.2.3.2 VI3MeHeHMe HacTpoek A0/MKHO 6biTb AOKYMEHTMPOBAHO. HaCTpOikn AO/KHBI 6biTb MPO3pPayHbI
ANA nonb3oBaTesia U 3alnieHbl 0T U3MEHEeHUA.

8.2.3.3 YHuKaNbHble HaCTPOWKK, co3faHHble Bnajesiblem/oneparopom. MOryT 6biTb BOCCTAHOBJIEHbI
nocne ycTaHOBKW NakeToB MCNpaB/ieHns.

n pnmevyaHune — MakeTbl l/ICI'IpaBI'IeHVIVI MOTYT BOCCTaHOBUTb 3afaHHble A0 3TOro HaCTpOﬁKM, BbI6VIpaeMble no
yMon4aHuio.
8.2.4 [,0/1KHO OCYWEeCTBAATLCA YNpaB/ieHne YCTAHOBKOW CUCTEMbI U YCTPOIACTB, HanpuMep ycTaHOBKOM

KOHthUrypauuii, npoueccos 3anycka, nogaepxaHusa pabotocnoco6HOCTM U oNepaTUBHON LLEeNOCTHOCTH.

2T0 060CHOBAHO TEM, YTO KOMMNOHEHTbLI CUCTEMBI 1 UX CBA3U AO/KHbI COOTBETCTBOBATbL XENaemMoMy Co-
CTOAHUI0 HafdexXHocTu. C 3TON Lenblo HACTPOWKN CUCTEMbI AO/DKHbI YNPaBAATLCA U 06HOBAATHLCA Tak yacTo,
HaCKO/IbKO 3TO HEO6XOAMMO C TOYKM 3peHns 6e30NacHOCTU.

B naHHOl nonuTuke npeaycMoTpeHbl NpeaBapuTesibHbie YCI0BUA M OTpaHUyYeHuns, 3akiyaowmecs B
TOM. YTO B L,e/IOM NakeTbl NCMPaBEHU N 06HOBNEHUS He AOMKHbI yCTaHaBNMBaTbCA cpa3y Nnocse ux nosiee-
HUA. OfHaKo 06HOBNEHWE NN NakeT ncnpasneHnii 6e30MacHOCTN MOXET KOH(/INKTOBAaTbL ¢ PYHKLUOHANOM
cuCTeMbl ynpaB/fieHusi, NpUBOAA B pe3yfbTaTe K yXy[ALWeHU0 UM HeJoCTYMHOCTU (PyHKLMOHana, nm6o mMoxeT
YXYAWNTLCS PEXUM paboTbl N0 BPEMEHH.

MoxeT 6bITb BEpHbIM 1” 06paTHoe; nakeT ucnpaBieHUA CUCTEMbI ynpaB/ieHNA MOXeT KOH(bﬂMKTOBaTb [
MepamMu 6€30MNacHOCTU, YTO NPUBOAMUT K YXYALIEHNIO UM HEAOCTYNHOCTH (hyHKLMOHaNa 6e30NacHoCTU.

OuYeBMAHO, YTO U3rOTOBUTE/bL CUCTEMbI aBTOMaTM3aLMn He cnocobeH NpoTecTUpoBaTb OGHOBMEHNE UK
nakeT ncnpaBieHnii Ha Kax40M BO3MOXHOM BapuaHTe CUCTEMbI, B YaCTHOCTM Ha KOHKPEeTHO peanu3auum ICS.

MpaBuna peanunsaynn NONUTUKN nNpuseseHbl B 8.2.4.1—8.2.4.6.

8.2.4.1 [lofmkHbl 6bITb pa3paboTaHbl, JOKYMEHTMPOBaHbl U NoAAepXnBaTbCA B paboTocnoco6HOM Co-
CTOAHUK Tekyl e 6a3oBbie KOHuUrypaymm.

8.2.4.2 PeecTp KOMNOHEHTOB CUCTEMbI 1 OMepaTUBHOE COCTOSIHUE AO/IKHbI COXPAHATLCSA, a Takxe [,0/1X-
Hbl CO3[aBaTbCsA UX Pe3epBHbIE KOMUW U apXMBbl, N UX LeNOCTHOCTb AO/HKHA GbITh 3allyyuLieHa.

8.2.4.3 OGHOBNEHNS U NaKeTbl MCNpaBaeHUin 6e30nNacHOCTU AO/MKHbI paccmMaTpuBaTbCs TOMbLKO nocne
YTBEPXAEHUS NX U3rOTOBUTENIEM COOTBETCTBYHOLLEr0 YCTPOACTBA U CUCTEMDI.

8.2.4.4 YTBEpPXAEHHbIEe M3roToBUTE/IeM OGHOBMEHWS U NakeTbl MCnpaBieHnii 6e30NacHOCTU AOJIKHbI
yCcTaHaB/MBaTbLCS TOMIbKO NOC/e AOMNO/IHUTETbHOTO TeCTUpoBaHusa Ha ICS.

MpumeyvyaHne — ECAM BO3MOXHO, NPU TECTUPOBAHUN HA 3aBOJE [0/1KHbI BbIMOJIHATLCA: pa3pa60TKa cucrtem,
pe3epBHOE KONMWPOBaHNE U TPEHUHTU.
8.2.4.5 Mepepn ycTaHOBKO Ha ICS HOBblE MPUIOXEHUSA, CYX6bl U NaKeTbl UCNPAaBAEHUA [0MKHbI 6bITb
nognucaHsbl.
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8.2.4.6 PUCKM 4aCTMYHOTO OTKa3a CUCTEMbl UM OTKTOHEHU OT HOPMalbHOro PYHKLMOHUPOBAHUS, feit-
CTBYIOLME BO BPEMS YCTAHOBKM CUCTEMbI U NOC/e ee YCTAHOBKMU, JO/IKHbl 6biTb OLLEHEHbI U YMEHbLIEHbI, Ha-
npumMep. 3a cyeT pa3BepTbiBaHWA 0GHOBAEHUIA.

MpumeuaHne 1 — [lo/XeH cylWecTBOBaTb NpPoLECC paspelleHns BO3HNKaOWUX Npo6aeM, BKIOYa Wi oT-
KaT K nocneAHeMy HafeXHOMY ¥ (DYHKLMOHANbHO KOPPEKTHOMY COCTOSIHUIO.

MpumeuyaHne 2 — YTo6bl COXPAHUTb HEKOTOPble (hYHKLWUW yNpaBaeHUs Npu BO3HWKHOBEHUW Npo6aem ¢ Mo-
AvduKaymein nporpaMMHOro o6ecnedyeHus, 4oNyckaeTcs paccCMOTpeTb BaApPUaHT NO3TANHOrO pa3BepTbiBaAHUS.

8.2.5 [lo/KHO ocyLlecTBNATbLCA yNpaBieHne NCNoHAeMbIMN 0b6pa3amMu, OCHOBHOI 1 pe3epBHOI Konueii
O/S. nHdopmaLmein 0 COCTOAHUN U NPOU3BOACTBEHHON NMHGOpMaLUeid.

370 060CHOBAHO TEM. YTO COOTBETCTBYIOLLASA LLEe/IOCTHOCTb UCNOIHAeMOoro obpasa 1 pe3epBHOI Konuu
rapaHTupyeT, 4TO BCA BaXHas nHdopmaumusa n nporpammHoe o6ecneyeHne MoryT 6bITb BOCCTAHOBJ/IEHbI NOC/e
MHUMAEHTa Wan oTkasa ANns 6bicTporo Bo306HOBNEHUS paboTbl, o6ecneyeHnss LeaoCTHOCTU U AOCTYNHOCTH
CUCTEM U [ aHHbIX.

MpaBuna peanusaunm NONUTUKN NpueeeHsl B 8.2.5.1—8.2.5 4.

8.2.5.1 [lo/XHbl perynsipHo BbIMOMHATLCS pe3epBHOE KOMMPOBaHME W HafexHas apxusauus, peseps-
Hble KOMUW JO/IKHbI TECTUPOBATLCA U BbINO/HATLCA NOATBEPXAEHNEe UX NOAJNHHOCTHU.

8.2.5.2 PesepBHan konua [o/KHa cogepxaTb B cebe Bce napameTpbl (PyHKUMOHana 6e30nacHocTH,
NMPOM3BOACTBEHHOrO (hyHKLMOHaNa 1 onepaTtMBHO Tpebyemble napameTpbl QyHKUMOHana gas 6bICTPOro Boc-
CTaHOBNEHUA.

8.2.5.3 [10/1KHbI 6bITb YCTAHOBEHbI U AOCTYNHbI YTUAUTBI, NPOBEPSAIOLNE LLe/IOCTHOCTb (halinoBoil cu-
cTembl O/S, nossonswLme 06HAPYXUTb M3MeHeHUs. [lo/KHbl 6biTb AOCTYNHbLI Npouefypbl U UHCTPYMEHTBI
[N TOYHOTO BOCCTAHOB/NEHUSI B TpebyeMoe COCTosHue.

8.2.5.4 [lonxHbl npejoTBpawaTbCsa HepaspelleHHble U3MeHeHUs KoHdurypauuu, Hanpumep, ¢ NOMo-
Wbi0 BPEJOHOCHOIO MPOrpaMMHOro obecneyeHnss Uan 3apaxeHus supycamu. Ecnv aTo BCe e NpousoLno,
[O/KeH 6blTb BblAaH CUrHan TPeBOrW, U NOC/e COOTBETCTBYHOLEro pearnpoBaHUs LO/KHbI OblTb NPUHATHI
Mepbl M0 UCMNpaBieHUo cUTyauum.

MpumevyaHnne 1 — Pecypchbl ICS MOryT cusiibHO neperpyxarbcs npu ckaHnposaHuu. Cm. ynpasieHue gocTyn-
HOCTbI0 pecypcoB B HacCTOsILeM CTaHAapTe.

MpumevyaHne 2 — CkaHepbl BPeJOHOCHOIO NPOrPaMMHOrO o6ecneyYeHnss U BUPYCOB, UCMONb3ylOLW e Noa-
nucu. 3@ eKTUBHbLI TONLKO ANA TEKYLWUX NOANUCEN.

NMpumevyaHne 3 — CKaHepbl JO/MKHbI GblTb PA3BEPHYTbI N CKOH(DUTYPUPOBAHbI TO/IbKO TakuM 06pasoM, Kak
yKa3aHO M3roToBUTENEeM CUCTeMbl aBTOMaTU3aLUN, U CKaHNPOBaTb TONbKO 0603HauYeHHOe o6opyAoBaHue.

NMpumeuyaHne 4 — CkaHepbl U NOAMNUCKU 4151 XOCTOB U ycTpoiicTB COTS, He ABNAIOWUXCA KPUTUUYHBIMU, MOTYT
6bITb yCTaHOB/IEHbI BNajeblem/onepaTopom Ha CBO pUCK, Npu 3aTOM cnefyeT o6ecneynTb, YTo6bl CKaHNPOBaHME He Ha-
pyllano KpUTUUYHbBIX TPpaHunL, HanpuMep, ceTeBbliX yCTPOWCTB.

MpumeuvaHnne 5 — TMognucyn COTS MOryT NOXHO MAEHTU(ULMPOBATL HEKOTOPbIE NeTanbHble halinsl cneyu-
aNlbHbIX NPUNOXEHNA KaK BpeJOHOCHOE nporpammHoe obecnevyeHnue. MoaToOMy NOANUCK [OJIKHbBI 6bITb TECTUPOBAaHbLI 0
NPUMEHEeHUs K KOHKPeTHO cucTeme asTomMaTusauun WA JoKHO 6biTb NONyYeHO ofo6peHne y M3roToBUTENA COOTBET-
CTBylOLLEel CUCTEMbI aBTOMaTU3aLunu.

8.2.6 YnpaBneHue LENOCTHOCTbIO AO/DKHO BK/AOYATb MOHWTOPWHI, MNPOTOKO/MMpPOBaHWe, npoueaypsbl
sckanauuu asapwii.

370 060CHOBAHO TEM. YTO 6€3 MOHMTOPWMHra LEesoCTHOCTK W aBapuili Bnagesneu/onepartop He CMoOXeT
[oka3aTb, 4YTO Le/IOCTHOCTb 6bina ob6ecneyveHa. [poTokoNnpoBaHne Takxe Heo6xoAMMO A8 06HapyXeHus
OTK/TOHEHWI OT HOpPMbI 1 cyaebHoro pasbupaTtenscraa.

8.2.6.1 [lo/KEH OCYLLECTBNATHCS LEeHTpan30BaHHbIi MOHUTOPUHT BCEX LW/030B SGW.

Mpunmevanne — CM. npoTokonmposaHue B 7.3.4.2.

8.3 YnpaBsieHWe NIoOrMYeckMM JOCTYMNOM

FapaHTupyeTCca TONbKO CaHKLMOHWPOBAHHbIA Normyecknini goctyn k pecypcam ICS B COOTBETCTBUM C
NPUCBOEHHBLIMU NMPUBUIETUAMU.

8.3.1 [o/mKHbl 6bITb NPUCBOEHbI 0COGEHHOCTH, yCTaHaBAUBaKLme NOANMHHOCTbL, agpeca, Ki4u, cooT-
BeTCTBYWOLWMe cepTUukatbl Nonb3oBaTenein n yCTPONCTB, a Takke npasa/npusmnernn. Takxke AOMKHO OCy-
LeCTB/IATLCA ynpaB/ieHe BCEM NepPeyvnCsiEHHbIM.
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JT0 060CHOBAHO TEM. YTO NpPOBEPKAa MOA/IMHHOCTM NoMb3oBaTesieli U YyCTPOUCTB B TOUYKAX OKOHYaHUSA
ceccumn cBA3N caenaeT HEBO3MOXHbIM HECAHKLMOHUPOBAHHbIA AOCTYN 1 0TKa3 OT hakTta noayyeHus uam ot-
npasneHunsa coobwexns. Ana 6es3onacHocTn ICS BaXHO OrPaHMUYnTbL NPUBUIETMN KaXAOro nofb3osaTtens Ao
MUHMMaNbHO HEO6XOAMMBIX ANA JKCAAyaTauuu u nogaepxaHuns paborocnocobHoctun ICS.

B faHHOl nonuTuke npefycMOTPeHbl NpefBapuTebHbie YCNOBUSA U OrpaHnyeHus, 3aknwdatwmecs B
TOM. YTO OTKPbITbI TOrMYECKUIA OCTYN MOXeT 6bITb HEOOXOANM, HanNpuMep, ANA IKCnayaTauun, BbiNoHse-
MO N3 KOHTPO/IbHOW KOMHAaTbl, U3 KOTOPOI OCyLLecTBNAETCA ynpaBsieHne 6e30MacHOCTb0 PYHKLMOHUPOBA-
HUA. 3TO UCKNOYEHNE [O0MKHO KOHTPOIMPOBATLCA 3a cYeT (hM3NYECKOro orpaHMyYeHunsa Aoctyna B KOHTPO/b-
HYI0 KOMHaTy.

MpaBuna peanusauynn NoaNTUKN npueegersl B 8.3.1.1—8.3.1.9.

8.3.1.1 [lonxHbl 6bITb yAaneHbl cepTudmnkaTbl, 3afaHHble N0 YMOYaHUIO Ha 3aBOfe-u3rotoBuTene.

8.3.1.2 Monb3oBaTeNsAM 1 YyCTPONCTBAM AO/KHbI O6bITb NPUCBOEHbI MUHUMAaNbHO HEO6XOA4MMbIE Npu-
BUernn n ToNbkKO Takue, KOTOopble TpEGy}OTCﬂ Ana akcnnyartauyunm B COOTBETCTBUM C UX POAAMU MPU 3KC-
nnyarauuu.

MpumeyaHume 1 — Y4yeTHble 3anNncu, Ha3Ha4YeHHbIe N0 YMOYaAHUIO, N yCcTapeBlmne cepTudukatbel uctopuye-
CKM 6bINN OAHUMU N3 caMblX 60NbLWKX yrpo3 6e3onacHOCTW. B HacTosiwem cTaHAapTe NPUHATO NPeANOI0XKEHNE, YTO OHU
6bIIN U3MEHEHbI npu yctaHOBKe CUCTEeMbI onepau,mel?l KOHTPONA L,eN0CTHOCTM CUCTEMBI, CM. pa3gen 8.2.3.1.

NMpumeyaHune 2 — TIpUHLMN HAUMEHbLWUX NPUBUNETNIA — 3TO NpUHUMN o6ecneyeHns 6e30MacHOCTM, rapaH-
TUPYIOLWWIA, UTO KaXan cUCTEMA UCMOb3YeT MUHUMA bHbIE PeCcypchl U TOMIbKO T€ aBTOpU3aLnu, KoTopbie TpebytoTcs Ans
ee paboTbl.

NMpumeuaHne 3 — YnpaBfieHne 4OCTYNOM Ha OCHOBE posiell — 3TO XOpoLWo oTpaboTaHHas cxema ynpas/e-
HUS 1 payuMoHanusaynm npas f4ocTyna 48 601bWKUX TPYNN No/ib30BaTeNeil UM yCTPONCTB C U3MEHSAIOWMMUCS Tpe6oBa-
HUSIMM 4OCTYNa U MOXET BK/IOUATb X NPUCYTCTBME HA (DM3NYECKON NoLaAKe B COOTBETCTBYIOW NI NEPUOL BPEMEHN.

MpumevyaHne 4 — PasgenexHue nonb3oBarteseli no pas3nIMyHbIM, COBMECTHO ynpaBafaeMbIM pO/IAM yMeHbLWa-
eT BEepOSATHOCTb aTak MHCanaepos.

8.3.1.3 Korga nepcoHan octasisieT CBOW POJIN UM OHU MEHSAIOTCA, JO0KHbI 06HOBNATbLCA y4yeTHble 3a-
nMcu U npueunernn ynpasneHna AocTtynom.

NMpumeuaHne — W3MeHEHUs JO/KHbI BHOCUTLCS 6bICTPO, Cpasy Nocsie TOro Kak NPOU30LW /N COOTBETCTBYIO-
e cobbITUS, TO ecTb Noc/e NpekpaweHns o6a3aHHOCTel, N3MEHEHUI B 3aKPENIEHUSIX U HACTPOiKax yCTPOMCTB.

8.3.1.4 inA ayTeHTUdMKaLMmM AOMNKHbI UCNONb30BaTbLCA CNI0OXHbIE cCePTUUKATHI.

NMpumeuaHne — [O/MKHbI KOHTPONIMPOBATHLCA A/INHA U XapPAKTEPUCTUKM Naposieil, OHW AOJIKHbLI GbiTh fOCTa-
TOYHO C/IOXKHBLIMM, YTOGbI NPELOTBPATUTL UX 06X04, HANPUMeEp, C MOMOLWLbLI0O A40TaA0K U PAcCyXAeHuiA unu s3noma. Ecnu
OHU MPU3HAHbI NPOCTHLIMU, HEOB6XOANMO A06ABUTL AOMNOMHUTE bHbIE (PAKTOPLI, HAMPUMEP UCNOb30BAHME annapaTHbIX
Knouein, GuoMeTpun, orpaHnyeHne YU3NYECKOro 4oCTyna K nyabTy ayTeHTUdMKaLmu.

8.3.1.5 ina dhaiinos, NpunoxeHnii, MHCTpymeHToB O/S. cnyx6, YCTPONCTB N CETrMEHTOB AO/IXKHbI ObITh
yCTaHOBJ/IeHbl NpUBUNErUN Hanbonee NOAXOASILLETO YPOBHS.

NMpumeuaHne 1 — HekoTopblie yTnauTbl O/S NO3BONAT 3HAYUTE/ILHO U3MEHUTHL COCTOSIHME, HACTPOIiKY X0CcTa
1 BCeil cucTeMbl aBToMaTM3aunm. BonbWKWHCTBY Nosib3oBaTeneil cuctembl ICS. Hanpumep onepaTtopam, MOXeT He Tpe6o-
BaTbCHA JOCTYN KO BCEM 3TUM yTUAUTAM (MM K UX HACTK).

NMpuMmevyaHne 2 — BONbWKUHCTBO KAHANOB CBSA3U, NAYLUX CHAPYXMN B CETMEHT U N3 CETMEHTa Hapyxy, U Ka-
HafloB CBA3N MeX/y CerMeHTaMu A0/KHbl 6biThb ACCOLMMPOBAaHbI C MpaBaMu JoCcTyna nosb3oBaTteneil 1 ycTpoicTB K 3TUM
cerMeHTam.

NMpumeuaHune 3 — TIpMBUAETUN YCTAHOBKN UCMONHAEMbIX (DAWI0B, HANPUMEP NPUIOXKEHWIA, JOMKHBI CTPOTO
KOHTPO/IMPOBATLCS.

8.3.1.6 MpuBuaernn cBA3n LOKHbI yCTaHABANBATLCSA OTAENbHO AN UCTOYHMKA W Ha3HayYeHus — no
yCTpolicTBaM, XOCTaM U HOCUTENSAM.

NMpumeuaHne 1 — Ocoboe BHUMAHWE CieAyeT yAensTb NPUCBOEHUID IP-afpecoB v ynpasneHnio UMn. Ha-
npuMep TPaHCAALUN aapecoB, 3aBUCUMOCTAM CEITMEHTOB OT MacoK noaceTel, cyx6e KaTasoros, pa3mMeLeHmnio CooTBeT-

CTBYIOLW X CEPBEPOB, CNyx6e AoMeHHbIX MeH (DNS), npefoTBpalleHN0 NCNOb30BaHUSA TPAHCNALNN CeTeBbIX afpecoB
(NAT), ncnonbsyembix ICN.

MpumeyaHne 2 — He gonyckaeTcsi OTKPbITOE 3aKpenneHne, HanpuMmep 3akpensieHne u MOHTUPOBaHWeE Auc-
KOB. NM60 BellaHNe BO BHELIHNE CeTU NN U3 HUX.
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8.3.1.7 MpuBunernn Ha U3MeHeHue HacTpoeKk KoHdurypauum onepauuoHHbIX CUCTEM M annapaTHbIX
cpeacTB [O/MKHbI CTPOTO KOHTPOIMPOBATLCA.

8.3.1.8 [ina npuBuaernii Ha U3AMeHeHne HacTpoek KOHUrypauun, BAMAILWNX Ha 6e30NacHOCTb 1 cylle-
CTBEHHO BMNAKOLWMNX HA NPaBUIbHOCTb PYHKUMOHMpPOBaHMA ICS — AN KOMMYTaToOpOB, MapLpyTn3aTopos,
cuctem obHapyxeHuss BTopxeHuin IDS. wnw3oB SGW un T. 4., 4O/KHA 6bITb MPUMEHEHA CUbHas 3awuTta
ynpasaieHus AoCTyrnom.

8.3.1.9 [loNXHbl 6bITb YCTAHOBMEHbl KOHKPETHblE Mpouefypbl NPOBEPKM NPUBUAETNA ynpaBneHus
[OCTYynoMm, rapaHTupyloulime, 4to MPUBUAETNMN WU YPOBHW, MPUCBOEHHbIE KaX[OMY NOMb30OBaTeN0 WUaun
YCTPOWCTBY, yNnOTPe6AATCA U UCNOMb3YITCA N0 Ha3Ha4YeHUo, 060CHOBAHHO M COOTBETCTBYIOT TEKYLUM
TpeboBaHUAM.

8.3.2 B cnyuyae cna6octu mep ynpaBneHus AOCTYNOM AO/KHbI 6bITb peann3oBaHbl fONOMHUTENbHbIE
Mepbl 3aWnTbl KOH(PUAEHUNANBHOCTU U/MW NOBbIWEHLI TPE60BaHNA K KOH(UAEHLNANBHOCTH.

970 060CHOBAHO TEM. YTO 3awuTa AOCTyna K yCTPOCTBaM M HOCUTENAM, cofepxXalum KoHuaeHun-
anbHble AaHHble, MOXeT Oka3aTbCA Hef0CTaTOYHOM M3-3a TpeboBaHW MNOBbIWEHNA KOHMUAEHLNANbHOCTH
[aHHbIX, HaNMpMMep NpPU HalW4YUU HeHaAeXHbIX kabene nau Ana cepTudukaToB nosb3oBatesneil. B aTom
c/lyyae MoXeT noTpeboBaThCs WndpoBaHue.

MpaBuna peanusauuu NOANTUKK npueBeneHsl B 8.3.2.1 n 8.3.2.2.

8.3.2.1 B aBTOHOMHbIX BHELWHUX ycTpolicTBax SED YyBCTBUTENbHbIE NPOU3BOACTBEHHbIE AlaHHbIE LOMX-
Hbl 6bITb 3aLLMLLEHbl OTAE/IbHO OT AaHHbIX NPOrpamm.

8.3.2.2 Heo6Xx0ANMO U3MEHATb MeToAbl WN(POBaAHMNA U NPOBEPATHL UX. YTOObI rapaHTUPOBaTh pasymHo
[0CTaTOYHYI0 CONPOTUBNAEMOCTb K NPAMbIM atakaM B TeYeHne oXuaaeMblX NepnosoB BPEMEHN.

MpumeuaHne 1 — CnoxHoe WudpoBaHne noapasymeBaeT NepuoONYECKY0 CMeHYy kntoueil, ynpaBneHue
KMtoYaMm, a Takxe neprogmyeckoe nM3nyeckoe YHUUTOXEHNE K/tOUeil, HocuTenel N AaHHbIX.

MpumeuyaHne 2 — Bpemsa Mexgy 3TUMU CO6GLITUSAMU AOMKHO 6GbiTb C6aNAHCUPOBAHHLIM, TPe6GOBAHUN
6€30MaCHOCTN A0JIKHbI GbiTh BbINOHUMbIMU NPU HAPYLIEHNAX KaHana CBA3M MeXAY CTOpOHaMN.

8.3.3 lMpun noBbIWEHUN TPEOGOBAHWUI N0 HEBO3MOXHOCTM 0TKa3a OT aBTOPCTBA COOOLEHNA JOMNONHUTE Nb-
HO AO/KHbI GbITb peann3oBaHbl Mepbl, Aenaklne oTkas oT aBTOPCTBA COOHOLEHNA HEBO3MOXHbIM.

370 060CHOBAHO TEM. YTO rapaHTUpoBaHWe OTBETCTBEHHOCTU MyTEM HEBO3MOXHOCTW OTKa3a OT aBTop-
CTBa CO0O6LWEHNA ABNAETCA OAHON N3 Hanbonee BaxHbIX MepP NPOTUB aTtak MHCaAepoB.

MpumeuyaHne — MOryT oKkasaTbCs NPUrOAHLIMU MEPLI KpUNTOrpaduu.

8.3.4 Ha BblAeNeHHOM 060py40BaHUN, B COOTBETCTBUM C 3aKpenIeHHbIMU NPUBUAETUSAMU, LONXKHbI ObITb
YCTaHOB/IEHbl Y UHULMANN3NPOBaHbI NPUBUNErMKN ayTeHTUUkauum, obMeH Kntyamm, MexaHn3mbl ynpasne-
HUA JOCTYNOM. [lO/1XKHO OCYLLeCTBAATLCA ynpasieHne nNpusuieruaMn ayteHtTudukaymm, obmeHom kioyamm
N MexaHu3Mamu ynpas/ieHUs [OCTYMNOM.

OT0 060CHOBAHO TEM, YTO AN YNpaB/eHnUs 4OCTynom TpebyeTcs ayTeHTUdukauma.

B gaHHO nonuTuke npeAycMoOTpeHbl NpefBapuTesibHble YC0BUS 1 OTPaHWYeHns, 3akiyalwmecs B
TOM. YTO NPW aBapumn AO/XHbI 6GbITb NPefyCMOTPEHbI BO3MOXHOCTU ANS NPUHYAUTENbHOro 06Xxofa oTkasas-
wew ayTeHTMdmkaLum, Hanpumep, n3-3a BO3MOXHOI0 TEXHNMYECKOro O0TKa3a NoACUCTEMbl YNpaBieHUsa ayTeH-
Tudmkaumein n [oCcTynoMm uam m3-3a OTCyTCTBUSA onepartopa.

MpaBuna peanusauumn NoaUTUKN npusegexsl B 8.3.4.1 n 8.3.4.2.

8.3.4.1 lonxHO 6bITb 06ecneyeHo ahheKTMBHOE afMUHUCTPUPOBAaHUE NPUBUAETrU C UCNOSIb30BaHUEM
WHCTPYMEHTOB W. MO BO3MOXHOCTU, CPefCTB aBToMaTn3anmnm, Takux kak cepsepbl ayTeHTUdurKaumm n LeHTpbl
KNoYen.

MpumeuaHne — CepBepbl ayTEHTUUKALUN U LEHTPbI KIOYell cogepxaT BblCOKOUYBCTBUTENbHbIE JaHHble
M AO/KHbI 6bITh pa3MelleHbl BHYTPU 3aBOfa, KOHTPONMPYEMOro agMuHuctpaymein ICN. OHU [OMKHBI 6biTh 3aUULLEHbI
IOTMYECKU 1 Pu3nyecku.

8.3.4.2 10/1XHO GbITb ONpefeneHo AeiicTBre CUCTEMbI NPW COBLITUM OTKa3a ayTeHTUdUKaLm.

MpumeuaHne 1— MoryT GbiTb 3aAaHbl CTAHAAPTHbIE A€ACTBNSA, HANPUMEP HEOrPaHUYEHHOE YNC/I0 MOMbITOK,
HeorpaHW4YeHHOe YNCNO0 NONbLITOK C BO3pacTallleil 3aaepxkoii, 610KNnpoBKa Nocne 3afaHHOro Yncaa NonbITOK, BO3MOX-
Haa reHepaumsa n ackanauyus coobweHunii aBapuinHoi curHanmsayuu.

NMpumevyaHne 2— MoxeT 6biTb UCMOMb30BaHA NpoLeAypa Nepefayn Ha XpaHeHe TpeTbeMy NINLY, rapaHTupy-
1owas HeBO3MOXHOCTb CUTYaL it HEKOHTPOIMPYEMOTOo NoJIb30BaTE/IbCKOro A0CTyNa UanN oTkasa oT aBTOpCTBa.
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8.3.5 LONXHblI OCYL,ECTBNATLCA MOHUTOPUHT U NPOTOKO/IMPOBaHMe NPUBUAEINA ayTeHTudukaunum, 06-
MeHa KilyYaMu U MexaHM3MuB ynpaBaeHns AOoCTyNnoMm.

3T0 060CHOBAHO TEM. YTO NPOTOKO/IbI MPUBSA3bIBAIOT MNOMb30BaTENEN K yCTpOicTBaM 1 MO3BOMAIT ycTa-
HOBUTb aBTOPOB NPOM3OLIELWEro U UX OTBETCTBEHHOCTb.

B faHHOl nonuTuke npefycMOTpPeHbl NpefBapuTebHble YCNOBUSA U OrpaHnYeHus, 3aknwdatwmecs B
TOM. YTO HEKOTOPble 3aKOHbI, KacarwLlmnecs KOHPUAEHLNaNbHOCTU, MOTYT NOTPe60oBaTb YMEHbLIEHNA AaHHbIX
oTyeTa UM UX aHOHWMHOCTMU.

MpaBuna peanunsaynn NONMTUKN npuseseHbl B 8.3.5.1.

8.3.5.1 [ina nonb3oBaTens (No kpaiiHell mMepe AN NoNb3oBaTeNs, YCTAHOBUBLUETO CECCUIO) AOJIKHbI
6bITb 3aNPOTOKONMPOBAaHbLI BPpEMS U BCe AelicTBUSA, kacawLwumecs 6e30nacHOCTH, KOTOpble Gbi/IN BbIMOMHEHbI
C AaHHOro nynbTa ynpasneHus.

MpumeyaHne — O6 NCNONL30BAHUN N MOHUTOPUHTE AoOCTyna B cuctemy cm. MCO/M3K 27002.

8.4 YnpaBneHue hU3nM4ECKUM AOCTYNOM

YnpaBneHue hU3MUeckum LOCTYNOM rapaHTUpyeT TO/IbKO CaHKUMOHWPOBAHHbLIA DU3nyecknii goctyn K
pecypcam ICS Ha nsowaske B COOTBETCTBMU C NPUCBOEHHLIMU NPUBUIETMAMU, B TOM UYUC/IE CAHKLUOHUPO-
BaHHbIN JOCTYN K 060PY/A0BaHNIO U MHCTPYMEHTaM, HOCUTENIAM WU K MH(DOPMaL MU B LENOM.

8.4.1 XocCTbl, yCTPONCTBA, HOCUTENN AO/MKHbI GbITh 3aWULLEHbI OT HECAHKLMOHMPOBAHHOIO A0CTyNa, ne-
peMelleHuns. paspylleHns 1 BOPOBCTBA. 3aliuTa A0/KHA YA0BNETBOPATL COOTBETCTBYIOLUM TPe6OBaHUSAM.

3T0 060CHOBAHO TEM. YTO B AONOJIHEHME K TOTUYECKO 3awmuTe ICS gomkHa o6ecneunsaTb husnye-
CKYI0 3aWUTy NyTEM MexaHW4eckoi G6M0KNPOBKM, pa3MelleHnst XOCTOB, YCTPOCTB U HOCUTeNell B 3anepTbiX
Ha 3aMOK wWwkadax 4158 UCKIUYEHUss UX BOPOBCTBA, MOPUYM, NMepemMeleHus n HecaHKLMOHUPOBAHHOIO A0-
cTyna K HUM.

NMpumeuyaHnne — O6opygoBaHUe, HAAEXHOE B hU3MYECKOM CMbIC/Ee, BKIOUYaer B cebs:

- KOMHaThI, WKadbl, KOXYXW KOMMyTaTopoB. SGW. kopnyca Ansi nepcoHanbHbiX KoMmnbloTepos (MK);
- Mo6unbHOe 06opyaoBaHe N HocuTenu, Hanpumep MK. NOPTaTUBHbIE KOMNbIOTEPSI;

- USB-nopTbl. NpUBOAbLI LUCKET;

- aBTOHOMHbIE NMPOMbILI/IEHHbIE YCTPOCTBA yNpaBieHus;

- kabenu.

8.4.2 [loNXHO OCYLLeCTBAATLCA Yynpas/ieHWe 0COOeHHOCTAMU (ycTaHaBAMBAKLWMUMU MOLINHHOCTD),
ajpecamu, Knwo4YamMmun, COOTBETCTBYOLWMMY cepTudmnkaTamMmmn nonb3oBaTenen n yCTPONCTB, a Takke npaBamu n
npUBUNETUAMMN.

JT0 060CHOBAHO TeM, 4TO ANna 6e3onacHocTn ICS BaxHO o6ecneynTb 3akpenneHne 3a nonb3oBatenem
npueunernii foctyna Kk 060pyAoBaHuio akcnayaTaumm n nogaepxanua paéorocnocobHoctu ICS.

B AaHHOW nonuTuke npeaycmMoTpeHbl NpegBapuTesibHbie YC/I0BUA UM OTPaHWYeHns, 3akayalwmecs B
TOM. 4YTO MeHe[KMEeHTOM MO0 NepcoHasny AO0/DKHbl KOHTPO/NPOBATLCA HALEXHOCTb U MaTexecnocobHOCTb
NOAYNHEHHOTO emMy nepcoHana.

MpaBuna peannsayun NOANTUKN nNpusBeneHsl B 8.4.2.1.

8.4.2.1 Mpwusunernn goctyna JO/KHbI 6bITb aCCOLUNPOBaHbI C 4OCTYNOM Yepes BOpoTa (Ha BXOf U Bbl-
X0[,) CermeHTa U. Npy Heo6XoAUMOCTH, C APYTUMU CETMEHTaMW.

8.4.3 [lo/1XHbl OCYLWECTBNATLCA MOHUTOPUHI U NPOTOKO/IMPOBaHMe YU3NYECKOro gocTyna B annapar-
Hble KOMHaTbI, K WKadam 1 kopnycam, Takxe AO/DKHbI NOAaBaTbCsA COOTBETCTBYIOLLME CUTHA/bI TPEBOTH.

370 060CHOBAHO TEM. YTO BepuduKaLmsa NOAANHHOCTU NoNb3oBaTeNen, JONYLEHHbIX B 3aKpbiTble K-
3MYecKne CermeHTbl, 6yleT CHUXAaTb BO3MOXHOCTW HECAHKLLMOHMPOBAHHOIO A0CTyNna 1 oTkasa OT COAeAHHOr0.
MpoTokonbl CBA3bIBAIOT NOMb30BaTENA (MM NO KpaliHeil mepe nofib3oBaTesnsi, KOTOPbIA paboTan ¢ MexaHus-
MOM ynpas/ieHus A4OCTYnoM) C BpeMeHeM 1 obecneynsaloT yCTaHOB/IEHWE aBTOPCTBA W OTBETCTBEHHOCTH.

B AaHHOW nonutuke npeaycMOTpeHbl NpegBapuTesibHbie YC/I0BUA W OTpaHWYeHns, 3akayvalwmecs B
TOM. YTO T€NEeBU3NOHHbI MOHUTOPUHI MOXET ObiTb 3anpelyeH cornaweHnamm mexay pabotrogarenem u co-
TPYAHUKAMMN NMN60 MECTHbIM 3aKOHOAATENbCTBOM.

MpaBuna peannsayun NONNTUKN npusBeneHsbl B 8.4.3.1—8.4.3.4.

8.4.3.1 B KpUTU4YHbIX BOpOTax pm3nyeckoro goctyna PAG u/unun cerMmeHTax AO/KEH Haxo4uTbCs nep-
COHan oxpaHbl WU JO/KEH OCYLLEeCTBAATLCA UX TENEBU3NOHHbIA MOHUTOPUHT, NO3BONANLWUIA 06HapYyXnBaTh
HapyLleHnsa 1 HapywmTenei.

8.4.3.2 YacTbio 3ahheKkTUBHOrO ynpasaeHns u3nyeckum J0CTYNOM A0/MKHbl 6biTb 03HAKOMUTENbHbIE
3aHATUA C NEPCOHANOM, UMELWUM O4NHAKOBbIE AO/HKHOCTHbIE 06583aHHOCTH.
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8.4.3.3 B KpuTMYHbLIX BOpoTax husnyeckoro goctyna PAG n/unm cermeHTax [O/KEH Haxo4uMTbCcs nep-
COHan oxpaHbl WU [OJKEH OCYLEeCTBAATLCA UX Te/IEBU3NOHHbLIA MOHUTOPUHT, o6ecneynBaloLnii 03HaKOM-
neHue.

8.4.3.4 PearnpoBaHue Ha HapylleHne pusnyeckoro goctyna fO/KHO YNpasisATbCA U KOOPANHUPOBATL-
€Sl YesioBeveCcKUMmn pecypcamu.

8.5 YnpaB/sieHWe cerMeHToM

CTpykTypupoBaHue ICS Ha oTAesibHble florMyeckme unum usnyeckne cerMeHTbl, 3awuuieHHole SGW
nmnn PAG. athbekTMBHO yMeHblUaeT NOBEPXHOCTb aTaku 3a cyeT AobGaBneHWs ele O4HOro napamerpa kK
napameTpam NPUCBOEHHON NPUBUIETUN.

MpumeuaHune 1— Pa3nnyHbie normyeckne CerMeHTbl MOryT nepecekaTbCs, Hanpumep, MarucTpanbio (Ha Tom
Xe YypOBHE UM B Mepapxmyeckoii cTpykType).

MpumeyaHune 2— O nepeceyeHnsx mexay ICN n no6oit EN cm. pasgen 8.6.

8.5.1 ANna 3aliUleHHbIX FpaHuL, N0rMyecknx n MU3nYeckux CerMeHToOB AO0/KHbl BblTb peann3oBaHbl
BopoTa PAG u wnto3bl SGW ¢ cooTBETCTBYHLWMUMY NpaBuaaMun ynpasaeHns 4OCTynoMm, TpeboBaHMAMM K 3a-
LWnTe U TUNONOTUN.

370 060CHOBAHO TEM. YTO 06bIYHO BOlee IKOHOMUYHO 3alwuwaTe o6opyaosaHne. HMI u kabenu, crpyn-
nMpoBas MUX. HaNpuMMep, No OTAe/IbHbIM 30HaM, KOMHaTam, wkadam uan apMmaTtypam v onpegenms efUHCTBEH-
HYI0 TOYKY BXOfJa, a He MHOXeCTBO OTAe/IbHbIX Toyek gocTyna.

MpaBuna peanusauum NoaNTUKN npusefexsl B 8.5.1.1—8.5.1.4

8.5.1.1 Kaxablii CErMeHT Ao/IKeH 6bITb 3awmuieH SGW B eAMHCTBEHHOI TOYKe BXOAa/Bbixo4a B 06LLYHO
mMarucTpanb UM B NOAYUHEHHbIN CErMeHT.

MpumeuyaHne — ®yHkuMa SGW u fto6ble CBA3AHHbIE C HAM BCMOMOraTesibHble PYHKUNM JO/KHbI 6bITh pea-
/IN30BaHbl HA BblAE/IEHHbIX XOCTax UM npubopax.

8.5.1.2 Wnto3bl SGW f0/XHbI pa3pewaTb CBA3b CO CBOEW 3aliULLLEHHON 30HOW TONIbKO A5t CTaHUuni U3
HaAeXHbIX 30H WK HafeXHbIX YCTPOCTB MarucTpanu.

MpumeyaHue — BcsAcBA3b, He ABNASAKOWAACSA HEOOX0AUMOI, f0MKHA 6bITb 3a6/10KMpOBaHa, HanpuMep cBs3b,
He aBnAlwWanca Heobxoagumoi ana 6usHeca, NM60 CBA3b, 38 KOTOPY ABHO HUKTO HE HeCeT OTBETCTBEHHOCTH.

8.5.1.3 ¥YnpassieHne goctynom yepes w3 SGW K CermeHTy MOXeT AOMNO/THNTENbHO KOHTPONUPOBaThb-
cA KpunTo3alw L eHHbIMN NnpoTokonamu unun PAG.

Mpumevyanne — O6opyaoBaHue (OCHOBHOE U BCMOMOraTesibHOe), PyHKLUUN, CNyxebHble 0653aHHOCTU [0/XK-
Hbl 6bITb CTPYNNUPOBAaHbI 31E€KTPUYECKU, NOTUYECKU U (PU3NYECKN B COOTBETCTBUMU C (PYHKLMOHANOM U Tpe6oBaHMAMU
3aLWmnThl.

8.5.1.4 Kaxablin wnw3 SGW pos/mkeH NpoTOKoNMpoBaTb COOTBETCTBYKOLWMNE AecTBUA 6e3onacHocTy,
Hanpumep nonbITKy AOCTyNa K 3aluiiaemMoMy UM CerMeHTy.

8.5.2 [lonxeH ocyLecTBASATLCA NOCTOAHHbIA MOHUTOPUHI 1IOTMYECKOl U/unmn U3nyYeckoih akTMBHOCTMN
BHYTPU CETMEHTOB A1 06HAPYXEHUS NN NPeceyYeHnsa HenpaBu/ibHbIX U COMHUTENbHbLIX AeACTBUI (Hanpwu-

Mep. BTOPXeHWS), CO3aHnss COOTBETCTBYIOLWNX NPOTOKONOB U BblJayn CUTHa/I0B TPEBOIH.

970 o6ocHOBaHO TeM. 4To BopoTa PAG u wnwo3bl SGW ABNAKTCA €AWHCTBEHHbIMU TO4Kamu no-
TEeHUMWasnbHO BO3MOXHOIO BTOPXEHNA Yepes rpaHuLy CerMeHTa, No3TOMYy OHW NPeAnoyYTUTENbHbI A4NA UH-
AVKauMn HeCaHKLMOHUPOBAHHON AeATeNbHOCTU. TO ynpaBsieHne rpaHuLeli 4O/MHKHO AONOMHATLCA BHYT-
PEHHMMWU Mepamu, TakMMKU Kak cuctema obHapyxeHus BTOpxXeHuii IDS. B 4yacTHOCTM, Npu yrpose artak
WHCcalaepos.

MpaBuna peanunsaunu NONTUKU NpuBeaeHsl B 8.5.2.1—8.5.2.4.

8.5.2.1 [lonxHa 6bITb peanu3oBaHa cuctema IDS gna 06HaPYXeHUS yCnellHbIX BTOPXEHUIA 1 HeCaHKLK-
OHWPOBAaHHbIX AEeNCTBUI UHCaAEepOoB.

Mpumeuvanne 1 — [faTuuk IDS gonxeH 6biTb HeafpPeCcyeMbliM, OH JO/DKEH TOMIbKO NPOCAYyLWUBATbCA, 4NA UC-
KNOYEHUS BEPOATHOCTM aTaku Ha Hero.

MpumeuaHnne 2 — Cuctembl IDS Ha 6a3e xocTa. IDS Ha 6a3e ceTn N cpeacTB NPOBEPKN LLEeNOCTHOCTU thaii-
NIOBOW CUCTEMbI AO/KHbI UMETb BO3MOXHOCTb AONOMHATL APYT Apyra.

NMpumeuaHune 3— Cucrtema o6HapyXeHUs BTOPXEHUN AOSIKHA NOgPa3yMeBaTh Nogady cCurHana TpeBoru nosb-
30BaTe/IAMM Ha XOCT.
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8.5.2.2 NHgukaTopsl, Hanpumep, cuctemsl ynpasnexnus. HMI u/vnu nogcuctemsl ynpasaeHusa curHana-
MU TPEBOTY 40/KHBI ONOBELWaTh ONepaTopos 0 Npo6aeMax ¢ U3SMeHeHNAMY NOToKa AaHHbIX, 06YCNOBMAEHHbIX
pearmpoBaHMeM Ha 0GHapYXeHHYI0 aTtaky.

8.5.2.3 Mepbl N0 YK/IOHEHMIO OT aTak, Hanpumep NpoBoKauuW, NpUMaHkn, obecneynBaloT AONOAHUTE b-
Hble BO3MOXHOCTU 0BHapYXeHWUs nocne BTOPXEHUS.

8.5.2.4 MNepcoHan MOHUTOPUHIa U NOAAEPXKN AO/MKEH CBOEBPEMEHHO YBEAOMATLCA O TIOObLIX U3MEHEHU-
AX NpaBu, KOTOpble MOTYT NPUBECTU Kk cpabaTbiBaHWIO TpUIrepa, BkIYaloLero nogavy curHana tpesoru SGW.

8.5.3 [10/1XHO OCyLW,ecTBNATLCA HafeXHoe agMUHUCTpupoBaHne BopoT PAG n wnw3os SGW.

370 060CHOBAHO TeM. YTO WO3bl SGW [O/MKHbI HAfEXHO afMUHUCTPUPOBATLCA, YTOObI rapaHTupo-
BaTb. YTO camu npasuaa focTyna u CTPOrocTb UX CO6MI0AEHUSA COOTBETCTBYIOT pa3BMBalOLLIMMCS Yrpo3am.

MpaBuna peannsaynn NONMTUKN npuseseHsl B 8.5.3.1—8.5.3.3.

8.5.3.1 YnpaBrneHve JO0/KHO pacnpoCcTPaHATLCA Ha XOCTbl, KOMHATbl C CeTeBbIM 060pYy0BaAHNEM, LLKA-
bl. Kopnyca, kabenbHOe X039iCTBO.

8.5.3.2 Heobxoanmo yaensatb ocob6oe BHMMaHne Tpaduky ynpaBsieHus 6e30nacHoCTbIo.

NMpumeuaHne — KaHaibl CBA3M, UCNONb3YyEMbIE A/1S1 yNIPABAEHUs 6€30MNaCHOCTbI0, AO/DKHbI 6biTh OTAEMEHbI
0T KaHafI0B nepefayun NPOU3BOACTBEHHOTO Tpaduka.

8.5.3.3 Oco60e BHUMaHMe JOKHO OblTb yAeNeHo 3awuTe Tpaduka ynpasieHns 6e30nacHoCTblo, no-
CTynawLLero U3 BHeLWHNX ceTell 1 yxoAsLLero BO BHeLWHWe CeTW, HanpuMmep BHELWHero nocTaBsljuka ycnayr
6e30MNacHOCTN UIN yAa/IeHHbIX CErMEHTOB.

8.6 YnpaBfieHWe BHEWHUM JOCTYyNnoMm

Bcs cBA3b mexay ICN, ceTAMM u ycTpoicTBamMmn, BHELWWHUMY NO OTHOWeHMto K ICN, cuntaeTcs HeHaaex-
HOl. KpoMe 6e3onacHoli, Takoil kak CBSI3b BO BHellHeil ceTn EN opranusauunn. O6uiegoctynHas EN umeet
ropasgo 6onblee yncno 6onee pasHoo6pasHbIX U MeHee HafeXxHbIX nonb3oBateneli, yem cetb ICN.

8.6.1 BHelHNe coegMHEHNS [0/MKHbI 6bITb paspeLleHbl U peann3oBaHbl, TONLKO €CNIM OHN HEOBXOAUMbI
ANA 3KcnayaTauuun, ynpasneHus n nogaepxaHusa paéorocnocobHoctun ICS.

370 060CHOBAHO TeM. YTO HaMepeHHbI/i UAK cayvaiHblil UMAOPT B cMCTeMy (haiifioB C BPeJOHOCHbLIM
nporpaMMHbiM obecneyeHnem ABASETCA CYLWECTBEHHON Yrpo30ii.

MpaBuna peannsaynn NOANTUKN nNpueBeneHsl B 8.6.1.1—8.6.1.7.

8.6.1.1 [lo/MXHbl 6bITb yCTaHOB/IEHbI 1 CO6MOAATLCA NPOLEeAypbl 3alWnTbl OT UMNOPTa HECaHKLWOHUPO-
BaHHbIX UKW 3apaxXeHHbIX hainnosB U3 HeEHaAeXHbIX UCTOYHUKOB, TakKMX KakK cCeTu U NOpTaTUBHbIE HOCUTENN AN
XpPaHeHNsa faHHbIX.

NMpumeuaHne — COOTBETCTBYOLNE AUPEKTUBLI NOUTUKN 6E30MACHOCTU MOTYT 6bITh YCUIEHbI TEXHUYECKUMU
cpeacTBamu.

8.6.1.2 AgmuHuctpaumua ICS gonxHa MoJIHOCTbIO KOHTPO/AIMPOBaTh BCE AaHHble, MMNOPTUPOBAaHHbIE B
ICN. a Takxe Bpemsa uUX NocTynaeHus.

8.6.1.3 MNopTaTuBHbIe YCTPOCTBA, NPOHECEHHbIE HA 3aBOj, Hanpymep NopTaTtuBHbIE KOMMNbIOTEPbI, HO-
CUTENN faHHbIX, J0/KHbI CYNTATLCA BHELWHUMY YCTPONCTBAMMU.

8.6.1.4 lnA KPUTUYHbIX (haiiNoB, HANPUMEP UCMNOMHAEMbIX, UMNOPTUPOBAHHbLIX (DU3NYECKN WIN INEK-
TPOHHO. agMuHucTpaumnsa ICS gomxHa ycTaHoBUTb U cobnogaTe npoueaypbl Bepudmkaumm, nogTeepxaato-
e cneaytouiee: atn alinbl ABNAOTCA UMEHHO TeMu dpalinamm, Kotopble TPebyTCS, OHU NPUTOLHbI ANS UC-
Nnonb30BaHUA. He cogepxar BpeJoHOCHOro Kofa, He 6bl1n noagenaHsl Npu nepegade, 66111 UMNOPTUPOBAHBI
no TpebyemMoMy HasHauyeHuto.

NMpuMmeuyaHne 1— ®u3NYECKUl NMNOPT O3HAYAET UMMNOPT NOPTATUBHBIX HOCUTENEW XPAHEHUS AaHHbIX U APYTUX
nopTaTUBHbIX 3/1EKTPOHHbIX YCTPOWCTB.

NMpumeuaHne 2— MNpaBuna PrU3MYECKOro MMNOPTA JO/DKHbBI GblTh YBA3aHbI C MPOLEAYPAMMU YCUNEHNS 3ALLUTbI
B YacTV OrpaHUYeHNs BO3MOXHbIX HasHauYeHuii hr3nyeckoro nMnopTa, HaNnpumMmep WHTEPGERCOB 1 NOPTOB AOCTYyNa.

8.6.1.5 [ina o6HOBNEHW/ M onepaunii 06CNyXMBaHUA, BbINOMHAEMbIX TEXHUYECKMMU cneunanncramu
M3roToBMTENS, AO/KHbI 6bITb YTBEPXAEHbI MpoLeAypbl YCTAHOBEHUA BPEMEHHbIX UMW CNeunanbHo Bblfe-
NEHHbIX 415 3TOW Lenun coeAnHeHni.

8.6.1.6 [lna HenpepbIBHbIX OM/aM-CECCUl AO/MKHbI 4aCTO MEHATLCA K/AOYM, HaAnNpumep Npu Kaxpaoi
HOBOII perncrpayum.

MpumeyaHne — TpeboBaHUA K 6€30NACHOCTM AO/KHbI Y4NTbIBATL C60M KaHana cBA3N.
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8.6.1.7 JomKeH ocywecTBNATLCA MOHUTOPUHI HECaHKLMOHMPOBAHHOIO AOCTyna KO BCeM cpejacTBam

CBA3M, NpeAHa3HaYeHHbIM Kak A4Na BHYTPU3aBOACKOW CBA3U, TaK W AN CBA3KU C 06beKTaMu, Haxoasawummucs
3a npegenamu 3aBoja.

MpumevyaHue — [loNXeH OCYWECTBASATLCA MOHUTOPUHT BO3MOXHbIX CPEACTB CBA3U, B TOM yucne TenedoH-
HbIX ceTell o6uwero nonb3oBaHns POTS, cpeAcTB paamocBsi3n, COTOBOW CBA3M, 6ecnpoBOHONO AocTyna u T. 4.

8.6.2 CoeAVHEeHNs C BHELWHUMN CETAMMU CBA3M A0/KHbI 6bITb 3awuueHbl ECG B cOOTBETCTBUM
60BaHMAMMN 3aLYUTHI.

OT0 060CHOBAHO TEM. YTO BCH CBA3b MeXAy XocTamu, ycTpoictBamy ICS U BHEWHUMU CETAMU WU
ycTpoiicTBamMmu A0/HKHA O6bIThb 3aliMlieHa OT Yyrpo3, MCXOAALMNX OT BHELWHUX ceTeli opraHn3saynuu, U BUpTyanbHO
HeorpaHu4YyeHHbIX Yrpo3, UCXOASLWMX OT 06LLeA0CTYMHbIX BHELWHUX CeTel.

B faHHON nmonuTuke npegycMOTpeHbl NpeABapuTeNibHble YCNOBUS U OrpaHuyYyeHns, 3aknlvatwwmecs B
TOM. YTO B NONINTUKE ynpasaeHUsa 4OCTYNOM AO/XEH 6biTh 3anpeLieH MaccoBbli/NONHbIA gocTyn Yyepes ECG,
HanpuMep BelliaHne, MOHTUPOBaHWe aihifoB 1 T. 4.

MpaBuna peanusauumn NoANTUKN npuseeHsl B 8.6.2.1 n 8.6.2.2.

8.6.2.1 CooTBeTCTBYlOLME MEXaHU3Mbl AO/MKHbI UCNONb30BaTLCA TONbLKO ANA TOro, HanpuMmep, 4To6bI
rapaHTMpoBaTh Le/IOCTHOCTb UCTOYHUKA, LLe/TOCTHOCTb faHHbIX W. eCcin TpebyeTcs, KOHMUAEHUNANbHOCTb.

MpumeuaHne — CoOBCTBEHHbIE MexaHW3Mbl 6e30NacHOCTU MOTyT npu pa6oTe yepe3d ECG dhyHKLMOHNPOBATL
Henpasu/ibHO, MPU 3TOM MOXeT NoTpe6oBaThCs cneynansHas o6pa6oTka.

8.6.2.2 Ecnu Ans ajekBaTHOW 3awuTbl, B TOM yucne ayTeHTudukaumnm, TpebyoTcsa Npokcu-cepsepsl,
OHW JOJDKHbI ObITh peann3oBaHbl.

OT0 npefoTBpauiaeT yrposbl, ncxogawme ot EN, Hanpumep npsmoe HabnwogeHme ICN, Tpaduka n xa-
pakTepucTuK NnpoTokonos xocTtoB ICN. Kpome TOro, MOXHO 3KpaHMpoBaTb BXOAALLMA U UCXOAALLNIA KOHTEHT
Ha ypOBHE NPUIOXKEHUIA.

8.6.3 [lo/XHbI yNpaBaAaTbCA M NPOTOKOIMPOBATLCA AOCTYN K BHELWHMM No/ib30BaTeNsAM U ycTpoiicTBam
N AOCTYN OT HUX.

370 060CHOBAHO TeM. 4YTO 3TO TpeboBaHMe obecneymBaeT HaAEXHYI CBA3b MO JIMHUAM yAaTE€HHOTO
[ocTyna, oTpaxeHue aTtak MHcalifepoBs, UCMO/b3YIOLWNUX yAaNeHHOro KNneHTa, 1 N03BoseT OTCNexXuBaTb ove-
BUAHbIE aTaku U BTOPXEHUS.

MpaBuna peanunsaumnu NOANTUKU npueBeaeHsl B 8.6.3.1 n 8.6.3.2.

8.6.3.1 Koraa ceccuun yaaneHHoro focTtyna He TpebyoTcsa, B COOTBETCTBYOLME 3TOMY Nepnofbl Bpeme-
HW CBA3b C BHELWWHUMM NOMb30BATENS MU U YCTPOiCTBAMM [O/MKHA 6biTb HepaboTocnoco6Ha.

NMpumeuyaHne — Tpegcrasnsercs 60/iee HaAEXHbIM 3/IeKTPUUYECKOE OTCOeAUHeHUe nosib3oBaTteneit n
yCTPOICTB, YeM noruyeckoe 6/0KMpPOBAHWE Yy4YeTHbIX 3anuceil monb3oBaTenei yaaneHHoro goctyna Ha ESG wnu
npokcu-cepeepe.

8.6.3.2 N5l KPUTWUYHLIX BUAOB CBS3M NPOTOKO/IMPOBaHNE AeliCTBMIA BHELWHEro 4OCTyna 40/KHO NO3BO-
NIATb BOCNPOU3BECTH CECCUI0 MOBTOPHO BO BCEX MNOAPOGHOCTAX.

8.6.4 [lo/XHbl OCYWECTBAATLCA ynpaB/ieHne 6€30MacHOCTbI0 YAANEHHbIX KIMEHTOB, UX cepTudukayms
¥ aBTOpM3aLUS.

3T0 060CHOBAHO TEM. YTO AN1S1 YCTAHOB/IEHUA U NOAAEPXAHWS AOBEPUS yAANIEHHbIE KNIMEHTLI TPeByHT co-
OTBETCTBYIOLMX TEXHUYECKMX MEXAHU3MOB 1 HACTPOEK, HA HUX pacnpocTpaHsaeTcs nonutuka 6esonacHocTt ICS.

NMpumevyaHne — CiofaBXOASATYy[aneHHbIe: LEHTP yNPaB/IeHUs, K/IMEHT, XOCTbl, paboyne CTaHLum, ycTpoiicTBa.

B gaHHO nonuTuke npeaycMoTpeHbl NpefBapuTesibHble YC0BUS 1 OTPaHWYeHns, 3akiyallwmecs B
TOM. YTO €C/N ynpaB/ieHne oCyl ecTBNsSeTca ApYyroi opraHm3aunein (He ICS), To 3Ta opraHusaums Moxet
umeTb oTnuyawwmecsa IT-noNMTUKM 6e3onacHocTU. B aToM cnyyae AO/MKHbI 6biTh 3akI0YeHbl NOAPOOHbIe
KOHTpaKTHble corfaweHus mexay opraHusauunein ICS u opraHusauneii yganeHHoOro kiaveHTa.

MpaBuna peanusaunm NOANTUKN NpuBefeHsbl B 8.6.4.1—8.6.4.3.

8.6.4.1 Monutuka ICS gonxHa NPUMEHATLCA K yAaNE€HHOMY KIMEHTY B MOSIHOM o6beMe. [Lo/DKHbI 6biTb
co61104€eHbl Nepnobl BpEMEHU MUCMNOJb30BaHNA U coeguHeHns ¢ ICN.

8.6.4.2 3akpensieHHble CNyX6bl W NOPTbl AO/MKHbI GbITb CKOH(DUIYpUPOBaHbI 3apaHee, Hanpumep uc-
nonb3oBaHne naeHTudukaumm Bbi3biBarolwero aboHeHTa nam obpaTHblii Ha6op UKCMPOBAHHOTO HOoMepa B
TenedOoHHbIX ceTAX. be3onacHble kaHanbl Takxe [O/MKHbI OblTb CKOHPUTYpUPOBaHbLI 3apaHee.

8.6.4.3 AgMuHuctpauma ICS gonxHa nepnogmyeckm nNpoBoAuUTb ayfUT COOTBETCTBMA paboThbl yaaneH-
HOro KnmeHTa nonnTuke 6es3onacHocTn ICS MNN KOHTPAKTHbIM COrnalleHusMm.
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8.6.5 Wnto3bl SGW f0/KHbI OCYLLEeCTB/IATb MOHUTOPUHT NPaBua AOCTYNa K CBA3N U KOHTPOIMPOBATL UX
cobnoaeHne.

370 060CHOBAHO TEM. YTO AN1A rapaHTUM TOro, YTo nepcoHan ICS ocBefOM/IEH O BCEX BXOAALLUX Cec-
CMAX yAaneHHoro focTyna U MoXeT KOHTPO/IMpPOBaTb BPeMS CecCuii yaaneHHOro foctyna, fOJ/DKHbI MCNOMb-
30BaTbCA TeXHUYeckne cpeacTsa.

MpaBuna peannsaynn NONNTUKN npuseneHsl B 8.6.5.1—8.6.5.3.

8.6.5.1 [lo/XeH OCyL,ecTBAATLCA LLeHTPanM30BaHHbI MOHUTOPUHT W030B SGW.

8.6.5.2 [lo/mKHO 6bITb ONpeAeneHo pearnpoBaHne Ha HapyLeHUa ynpasaeHns 4ocTynom. ITO pearmpo-
BaHMe JO0/MKHO 6biTb 3a[J0KYMEHTMPOBAHO W BbINO/IHATLCA HEMEJ/IEHHO NOC/e HapyLlWeHNs, B COOTBETCTBUN C
nnaHoMm feiicTBuiA B HenpeaBUAEHHbIX 06CTOATENIbCTBAX.

8.6.5.3 lo/mKHO 6bITb ONpeAesieHo pearnpoBaHne Ha NPo6seMbl C 4OCTYNHOCTLID. TO pearnpoBaHue
[OJ/HKHO 6bITb JOKYMEHTUPOBAHO W BbIMOJIHATLCSH HEMEeZJ/IeHHO, B COOTBETCTBUM C MJAHOM AeiCTBUIA B He-
npefABMAEeHHbIX 06CTOATEIbCTBAX.

CM. 06 oTyeTax 0 cobbITUAX MHOPMaLMOHHOM 6e3onacHocTu 1 ee cnabocTtax B MCO/M3IK 27002.

8.6.6 PUCKM JOCTYNHOCTU KPUTUYHBIX BHELWHUX KAHAN0B CBA3WN MOTYT O6bITb YMEHbLUEHbI.

370 060CHOBAHO TEM, YTO A4OCTYNHOCTb MOXET ObiTb BaXHbIM acnekToM Npu akcnayatauuun v noagep-
XaHun pabotocnoco6HocTmn ICS.

B gaHHOW nonuTuke npeAycMoTpeHbl NpeABapuTesibHbie YC/I0BUA M OTpaHWYeHuns, 3akayanwmecs B
TOM. 4TO c6OVi KaHana CBA3M BO BPeMS aTaku oTkasa B 06CNyXMWBaHUN HEBO3MOXHO NPeAoTBpaTUTb, Tak Kak
MexaHu3Mbl 6e30nacHOCTU, NpUMeHNMbIe K XocTam ICN n/mnm KOMMYHUKaLWOHHbBIM YCTPOWCTBAM, He BANAIOT
Ha AOCTYNHOCTb BHELUHEW CBA3N.

JocTynHocTb 1060ro MHAMBUAYANBHOTO KaHana CBA3W BHELUHEl CeTu He ynpasnseTca agMuUHUCTpaLm-
eli ICS 1 noaTomy He MOXeT 6bITb rapaHTMpoOBaHa C Kako-1m60 pa3yMHOl CTeNeHbio 4OCTOBEPHOCTH.

MpaBuna peannsaynn NOANTUKN npuseneHbl B 8.6.6.1 n 8.6.6.2.

8.6.6.1 CkopocCTb nepejauv B 3afaHHO NO0OCE YAacTOT MPK CBA3W JO/HKHA 6bITb BbibpaHa C yyeTom
BaXHOCTW ANA 3KcnayaTauuy n nogaepxaHua paboTocnocobHoOCTH.

MpumeuvaHnune — JocTynHas nosocayactoT MOXeT 6bITb BblAeNneHa HeCKO/1IbKMM noJsib3oBaTesiaMm, C orpaHuye-
HUSIMW NO CKOPOCTW N C YCTAHOBKOW NPUOPUTETOB.

8.6.6.2 1nA noBblWEeHNA JOCTYMHOCTU AO0/IKHbI UCMOMb30BATbLCA METOAbl pe3epBUpOBaHUA 1 pasBeT-
BNIEHUA.

MpumevyaHune 1— MeToAbl pa3BeTB/EHUS BKIOYAKT B cebs ncnonb3oBaHune OTAENbHbIX NOCTABLWWNKOB yCnyr,
AononHeHne o6WenoCTYNHbIX ceTel TenedOoHHbIMY CeTAMMN 06U ero Nosb3oBaHUsa UM 6eCnpoBOAHBIMN CETAMMU.

MpumeyaHne 2— PasBeTBNeHWe UAN NPOCTOE pe3epBMpOBaHME NOBLIWAIT YA3BMMOCTb K aTakam (cm. 8.1.1.1).
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MpunoxeHune A
(cnpaBou4HOE)

FotoBAweecsa kK ny6bnnkaumm Hosoe nagaHme M3K 62443

Mof o6WmMM HanMmeHoBaHneM «be3onacHOCTb NPU U3MEpPEeHUN NPON3BOACTBEHHOI Npouecca v ynpasaeHum um —
6e30MacHOCTb CUCTEMbI U CeTu» roToBsWweecsa Kk ny6aukaumm Hosoe nsgaHne MIOK 62443 06beanHUT cnegyowme yactu:

-yacTb 1: Pabounii npouecc — aHann3 pUCKOB M Yyrpos’;

-4yacTb 2: FapaHTMpoBaHue 6e30MacHOCTU: NPUHLUNbI, NONTAKA, NPaKTUYEeCKNne MeToabl**;

-4yacTb 3: TpeboBaHMa 6€30NacHOCTU NPU TUNOBLIX CLeHapuax 6e3onacHoOCTy.

FoToBAwWweeca nsgaHne M3K 62443 fonxHO NpMo6GpecTn cTaTtyc OCHOBHOM ny6nkaumm no 6e30nacHoOCTM, HanoAo-
6ue Toro, kKak OCHOBHOU Ny6nukaymnel no akcnayaTaunoHHol 6e3onacHocTu apnsetca IEC Guide 104.

BeepeHune

Mo mepe pocTa UCNONb30BaHNA 06WEAO0CTYNHbIX CeTell, CUCTeMbl aBTomMaTtn3aunm, paHee 6biBLWIME N30IUPO-
BaHHbIMW OT HUX. CTAHOBATCA BCe 60/iee yA3BUMbIMY Aa aTak. CTaHgapTHble IT-mexaHn3Mbl 6€30NacHOCTH, NCNOJb-
3yloume 3awuaemble Lenn u cTpaternn 3awutbl, MOryT Oka3aTbCA HENpPUrofHbIMW ANA CACTEM aBTomMaTusauum,
HanpuMmep, Korga CBOEBPEMEHHOE pearnpoBaHUe MOXeT OKa3aTbCA KPUTUYHLIM AN 6e30MacHOCTU W aKcnayartauymn-
OHHO1 6e30nNacHOCTM NepcoHana 3aBoja, okpyxatlieil cpefbl 1 Kopnopauun. 3ToT cTaHAApPT NOCBALWEH KOHKPETHbIM
acnektam 6e30MacHOro AocTyna K NPOMbIW/IEHHLIM CUCTEMAM U BHYTPU HUX. B YACTHOCTW Korga Haumbonee WUPOKO
pacnpocTpaHeHHble MeToAbl o6ecneyeHns 6e30MNacHOCTU Ha OCHOBe IT 0Ka3biBAOTCA HEIP M EKTUBHBIMU NN HEMOA-
XOAAUWMNMU.

Ocobble akueHTbl caenaHbl Ha 06eCneyYeHnmn XM3HEHHOTo Lukia 6€30NacHOCTU, Ha MUCNO/Ib30BAHUN [/106a/1bHOT0
nepexoja oT fo6aBneHns KOMNOHEHT 6e30NacHOCTM CUCTEMbI K UHTerpauum Tpebyembix CBOWCTB 6€30nacHOCTM B Npo-
OYKTbl M CUCTEMbI B BUAE HEOTbEMJIEMOW YacTu Ux (hyHKLMOHANa U XU3HEHHOTO Lukna.

[na npunoxeHuii akcnayaTauMoHHOR 6e30nacHOCTU, NPUNOXEHNA B (hapmaLeBTUYeCKOn 1 4pyrnx Bbicokocneyna-
NIN3NPOBAHHbIX OTPACAAX NPOMbILWJ/IEHHOCTN MOTYT NMPUMEHATHLCA AONONHUTENbHbIE CTAHAAPTHI, peKkoMeHaaLuuu, onpeje-
fieHns n ycnosus, Hanpumep M3K 61508. GAMP (ISPE). gnis GMP — cosmecTumocTb ¢ 21 CFR (FDA) u ctangapTHas
npouegypa akcnnyartauuu, npuHaTas Esponeiickum meanunHckum areHtctBom (SOP/INSP/2003).

0630p

[aHHbIi cTaHfapT 6yAeT ycTaHaBnnBaTb Tpe6oBaHus 415 6e30NacHOro 4ocTyna Kk M3MepeHUsiM Npon3BOACTBEHHO-
ro npouecca, CeTsiM ynpaB/ieHUs U yCTPOCTBAM 3TUX CeTell B TeUeHMNe BCEro XMW3HEHHOTo uynkna ICS.

[aHHbli cTaHgapT 6yAeT npeAocTaBNsATL TPe60BaHUSA 1 PYKOBOAALLME NPUHLMMBI MO LensM 6e3onacHocTn ANs:

- pa3paboTynKoB CUCTEM aBTOMAaTM3aLuu;

- npou3BoauTenein (M3roToBuTENER) YyCTPOMCTB, NOACUCTEM U CUCTEM:

- NHTErpaTopoB NOACUCTEM U CUCTEM;

- BNajenbLes 1 0NepaTtopoB cuCTeM aBToMaTu3aLuu (OTBETCTBEHHbIX 3a dKCcnyaTayuto 3asoja).

CtaHpaapT 6ygeT yuuTbiBaTh Cneaytolne acnekTbl:

- nocTeneHHoe pasBuUTWe N MUTPaLUIo ANS CYLECTBYOLWNX CUCTEM, MEPBI, NPUHUMAEMble NpU pa3paboTke HOBbIX
CUCTEM U KOMMOHEHTOB;

- TEXHONOTMW U NPOAYKTHI, yAoBNeTBOpAlOWMeE Lensam 6e3onacHocTy, Bxnoyaa COTS:

- pexumMbl paboTbl NOCNe oTkasa, Npu KOTopbix o6ecneynBaeTcs akcnayaTaunoHHaa 6e3onacHocTb npouecca, B TOM
yucne npu otkase B 06¢cnyxmBaHun (HanpuMep, aBTOHOMHasa paboTa);

- Ha[leXHOCTb U JOCTYMNHOCTb:

- MaclwTabupyeMocTb (0T CIOXHbIX 3aBOJ0B [,0 MaNeHbKNX HEJO0POrMX CUCTEM C MasbiMU pUCKaMm);

- pasfjeneHue Tpeb6oBaHuii 6e30nacHOCTU, IKCNAyaTalUMOHHOW 6e30nacHoCTM M Tpe6oBaHWit PYHKUMOHaNa, Ha-
CKOJIbKO 3TO BO3MOXHO;

- paccmMoTpeHue acnekToB 6e30NacHOCTU BO BpeMs pa3paboTku cMcTem aBTOMaTu3almm U NX KOMMNOHEHT.

MpumeyvyaHne — 3aBoAbl W CUCTEMbl MOTYT cofepXaTb KPUTUYHbIE ANA 3KCNAyaTaLMOHHOW 6e3onacHocTun
KOMMOHEHTbI 1 YCTPOIicTBA, 0OCOGEHHO yCTpPOicTBa, pa3paboTaHHble B COOTBETCTBUM ¢ MOK 61508 u SILs. KputuuHsle gns
aKcnnyataunoHHOW 6e30NacHOCTU KOMMNOHEHTbl M yCcTpoiicTBa MOryT NPUMEHATLCA B Lensx 6e3onacHocTu, onpegense-
MbIX C NOMOLLbIO OTAENbHOr0 aHanusa. 3Tu uenu 6e30NacHOCTU MOryT COOTBETCTBOBaTb PEKOMeHauunamM, npeanoxeH-
HbIM B laHHOM CTaHaapTe, OHAKO OH He rapaHTupyeT, YTo BCe ero cneundukayum 6ygyT NpUrogHbLIMN AN CyLLEeCTBEH-
HbIMU AN 6€30NacHOCTM TakuX YyCTPOWCTB o6ecnevyeHus akcnayatayMoHHON 6e3onacHoCTU. ITOT cTaHfapT He pewaet
npo6nem 6e30NacHOCTV JOMOB, 3aWNTbl FPaXAaH 1 3alWnTbl OT BOEHHbIX aTak Man NPUPOAHbIX KaTacTpod.

[feiicTByeT IECVTS 62443-1-1:2009.
[felicteyeT MOK 62443-2-1:2010.
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M3K 62443 (yacTb 1) NO3BOINT NOMIb30BATE 0 OLLEHUTL CUTyaLuto ¢ 6€30NacHOCTbIO, HaNpUMep, B TEpMUHAX Npu-
MEHUMbIX Yrpo3 U yi3BUMOCTEN W NOATOTOBUTLCA K YNpaB/eHUo puckamm 6e30nacHOCTM B TEYEHUEe BCEro XM3HEHHOro
unKna cuctemsl nonb3osartens. YHacTtb 1 BkavaeT:

- cfioBapb, ONpeAeNieHns TEPMUHOB, LLeNeBYI0 ayanToputo, 061acTb NPUMEHEHUSA, 3aMHTEPECOBaHHble CTOPOHbLI, PONK;

- o6LWmne YyepTbl M OTINYUSA NPOMbILLIEHHBIX CUCTEM YyNpaB/IEHUA B CPABHEHWUN C LWWMPOKO pacnpoCTpaHeHHbIMU Npu-
MeHeHuamu [T,

- co6bITUS aTak U Ux cueHapuu;

- XXU3HEHHbIW UNKN;

- OXupaemble pesynbTaTbl aHannm3a PUCKOB U Yrpos;

- npUMepsbl ANAa:

- uenun 6e3onacHocTy;

- aHanusa ya3BuMOCTel:

- OLLeHKN PUCKOB.

M3K 62443 (4acTb 2) N03BOMISIET NONb30BATE/IAAIM ONPeAeINTb U peann3oBaTb UX NONNTUKM 6e30MacHOCTH, CBA3ATb
pesynbTupyloune TpeboBaHUsA C XefaeMbiMU NPakTUYECKUMU acnekTamn v ypoBHEM [eTafibHOCTW U CO BCEMU (ha3amu
XW3HEHHOTO unkna. B yacTu 2 paccMoTpeHbl;

- NpUHUMNBLI 06ecnevyeHmns HafexXHOCTU, knaccuukayna, oueHka;

- NpUHUMNbI pa3paboTku yCTPOKCTB, KpUTEPU i NPOEKTUPOBAaHUSA, CBONCTBA YCTPOICTB;

- cTapble yctpoiictea. COTS u ycTpoiicTBa, HaxoAawWwmecs Ha ctagum paspaboTku;

- acnekTbl 6€30MacHOCTM BO BpeMs pa3paboTkm KOMMNOHEHTOB (He TO/IbKO KOMMNOHEHTOB 6€30MacHOCTN) MPOMbILL-
NeHHbIX CUCTeM ynpasneHusa (gatunku/aktioatopbl*PbC/ceTb.[cepsep' HM1).

B M3K 62443 (4acTb 3) npuBeAeHbl NPpUMepPbl PeWweHnii Ha OCHOBE WCMOMb30BaHUSA NpaKkTU4Yecknux MeToaoB ANA
TUNOBbLIX CueHapues. MpnBeAeHHbIe NPUMeEpPbl NOMOTYT NO/1b30BATENAM BbINO/IHUTL KOHKPETHYI0 peann3auunio:

- TUNOBLIX CLeHapneB U Mep 6e30MacHOCTU:

- TUNOBbIX NONNTUK 6€30NacHOCTN, ONUCaHU NPoLLEeccoB 1N npoueayp.
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Mpunoxexnune A
(cnpaBo4HoOe)

ANdaBuTHbI ykasaTenb TEPMUHOB

ATaka (attack)

AypaunT (audit)

Bnapgeneuy/onepatop (owner/operator)

BHewHnin (external)

BHewHssA ceTb (external network; EN)

BopoTa chbusmnyeckoro goctyna (physical access gate; PAG)
BpepgoHocHble nporpammsbl (maNvare)

B pexunme peanbHoro spemeHu (real-time)

OemunutapusoBaHHasa 30Ha (demilitarized zone. DMZ)
[leTekTnpoBaHWe HeCaHKLNOHNPOBAaHHbIX MPOHUKHOBEHWIA (intrusion detection)
floBepue, goBepaThb (trust, trusted)

focTynHocTb (availability)

3aBog (plant)

3awunTta OT HenpusHaHua yyactus (non-repudiation)

3alw i eHHbl i, 3alNLLEHHOCTb (Secure, security)

3HauMmMocTb 4NA 6e30nacHOCTU/3HaYnMbIn ANnsA 6e3onacHocTu (security relevance.'relevant)
MMyl ecTBEHHbII 06beKT (asset)

WHcaligep, B npefenax, BHyTpeHHuit (insider, inside, internal)
WHTpaHeT, HTpaceTh (intranet)

WHumnpeHT (incident)

MNcTouHuk yrpo3ssl (adversary)

Kommepueckn goctynHble npoaykTel (Commercial off the shelf. COTS)
KoHTpmepa (countermeasure)

KoHtugeHumnmanbHocTb (confidentiality)

Kpuntorpadunuecknint unu dunsnueckuit kntoy ((cryptographic or physical) key)
Mepa 6e3onacHocTu (security measure)

HapgexHocTb (assurance)

HapyweHune 6e3onacHocTu (security violation)

He3sawuweHHblil, HesawWwnweHHOCTb (exposed, exposure)
HecaHkunoHnpoBaHHOe NPOHUKHOBeHMe (intrusion)

OcTaTouHblii puck (residual risk)

OTka3 B o6cnyxuneanun (ataka) [denial of service (attack)]

OTKpbITbI TekcT (plaintext)

OTcnexueaTb (monitor)

MepumeTp (perimeter)

MoBepxHocTb aTaku (attack surface)

MonuTtnka 6esonacHocTun (security policy)

Monb3oBaTensb (user)

Mpusunernsa (privilege)

MpoBepeHne ayTeHTudukayum, aytedtudukauma (authenticate, authentication)
Mpokcu (cepBep) [proxy (server)]

MpomblwneHHas ceTb ynpasneHus (industrial control network; ICN)
MpomblwneHHas cuctema ynpasneHus (industrial control system; ICS)
MpoTokonuposaTkb, NnpoTokonmposaHue (log. logging)
PernctpauunoHHble gaHHble (credentials)

PesepBuposaHue (redundancy)

Puck (risk)

CermeHT, cermeHTupoBaHue (partition, partitioning)

CwurHan Tpesoru (alert)

Cuctema ynpasneHus (MHdopmMaLyuoHHoi) 6esonacHocTbto [(information) security management system (ISMS)]

Co6biTue (event)

Coob6ueHne (message)

Yrpo3sa (threat)

YnpasneHue goctynom (access control)

Ycunutb 3awunty, ycunenue sawutsl (harden, hardening)
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3.1.3
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3.1.38
3.1.62
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3.1.24
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YTeuka uHopmayuu (compromise) 3.1.12
LlenocTHocCTb (integrity) 3.1.30
LlenTp 6e3onacHocTu (security centre) 3.1.54
YenoBeko-MalWMHHbIN nHTepdelic (human-machine-interface: HMI) 3.1.25
LW no3 BHEWHUX NoAKNOYEeHNA (external connectivity gateway; ECG) 3.1.20
Wnto3, wno3 6e3onacHocTun (gateway, security gateway: SGW) 3.1.23
JkcnepTun3sa (forensic) 3.1.22
O dekTnBHocTb PyHKUUK (strength of function) 3.1.60
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Mpunoxexnune Ab
(cnpaBo4HoOe)

CBOJOHNA O COOTBETCTBUM CChIJTOYHBIX MEXAYHapOA4HbIX CTaHAapPTOB

Ta6nuya [Ab.1

O603HaueHre CCbINIOYHO CreneHb
MEXAyHapOAHOTO CTaHAapTa  COOTBETCTBYS

ISO/IEC 15408 (all parts) IDT

IDT

IDT

ISO.'IEC 27002:2005 IDT

ISO/IEC Guide 73:2002 IDT
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HauuWoOHaNnbHbIM CTaHgapTam

O603HavyeHne 1 HaMMeHoBaH1e COOTBETCTBYIOLLETO HaLMOHaIbHOW CTaHAapTa

FOCT P UCO/M3K 15408-14—2012 «WHpopMaLMoOHHAA TeXHONOrus.
MeToabl 1 cpepcTBa ob6ecneyeHuss 6e3onacHocTW. KpuTepum oOLEHKM
6e30nacHOCTN MHMOpPMAaLMOHHbIX TexHonoruii. Yacte 1. BBegeHue un 06-
was moaenb»

FOCT P NWCO/M3K 15408-2—2013 «WH(poOpMaLMoOHHas TexHONorus.
MeToabl U cpefcTBa o6ecnevyeHuss 6e30MacHOCTU. KpuTepuu OLEHKM
6€30MacHOCTN MH(OPMALMNOHHbIX TEXHONOTUA. YacTb 2. ®yHKUMOHANb-
Hble KOMMOHEHTbl 6€30NacHoCTU»

FrOCT P NCO/M3K 15408-3—2013 «WHpoOpMaLMOHHas TexHOa0rusa.
MeToabl M cpepcTtBa o6ecneyeHus 6GesonacHocTu. Kputepum oOLEHKM
6€30MacHOCTN UH(POPMALMOHHBIX TexHoNornik. Hacte 3. KOMNOHEHTbI A0-
Bepusa k 6e30nacHoCTn»

FOCT P WCO/M3K 27002—2012 «WHpoOpMaUnMOHHaa TeXHOI0rus.
MeToabl 1 cpeacTBa obecnevyeHus 6esonacHocTn. CBOJA HOPM W NpaBus
MeHe[XXMeHTa MH(OpPMaLNOHHOI 6e30NacHOCTU»

FOCT P 51897—2011/PykoeoactBo MCO 73:2009 «MeHeaXMeHT pucka.
TepMuHbl 1 onpegeneHus»

NMpumeuaHne — B HacToswWel TabamLe MCNOMNbL30BAHO CieaylolLee YCIOBHOE 0603HAYEHME CTENEHN COOT-
BETCTBUA CTAHAAPTOB:

- IDT — naeHTUYHbIE CTaHAapThI.
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