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2 BHECEH TexHuyeckum komuteToM no ctaHgaptusaunm TK 22 «HhopmauoHHble TEXHOIOTMN

3 YTBEPX/EH U BBEJEH B IENCTBVE Mpukasom ®eaepanLHOro areHTCTBa No TeXHNYEeCKoMy pe-
ryniMposaHuio n metposiormm ot 11 moHa 2014 r. No 564-cT

4 HacTosilwumii cTaHO4apT MAEHTMYEH MexayHapogHoMmy cTaHaapTy WCO/M3K 27034-1:2011 «WHdop-
MaLMoHHasa TexHonorusa. Metofbl obecneyeHnsa 6e3onacHocTn. besonacHocTb nNpunoxeHuii. Hactb 1. O630p
n obwue noHaTua» (ISO/IEC 27034-1:2011 «Information technology — Security techniques — Application
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BBepeHune
0.1 O6uwas nHchopmayus

OpraHu3auum Ao/MKHbI 06ecneynBaTh 3alymMTy CBOei nHhopMaLmMn 1 TEXHONOTMYECKNX UHPaCTPYKTYp,
4YTOObI COXPaHATb CBOWN 6u3Hec. TpagMUMOHHO 3TO MPOUCXOAM/O Ha ypoBHe UT nyTem 3awutbl nepumeTpa u
Taknx KOMMOHEHTOB TEXHOMOMMYECKUX CTPYKTYP, Kak KOMMbOTEPLI U ceTu. Ho 3Toro okasbiBasiocb HefocTa-
TOYHO.

Kpome TOro, opraHusauyuu Bce 6onblue cTpemMaTcss ob6ecneynBaTb CBOK 3alluTy Ha YpPOBHe Kopropa-
TWBHOrO ynpas/ieHns, UCMoNb3ys hopmann3oBaHHble, MPOTECTUPOBAHHbIE W MPOBEPEHHbIE CUCTEMbI Me-
He)KMeHTa MHopMaunoHHoi 6e3zonacHocTn (CMWB). CuctemMHblii nogxos cnoco6cTByeT 3ahheKTUBHOCTM
CMWB. kak onucaHo B MICO/M3K 27001.

OfiHaKo B HacTosiLiee BpeMsi OpraHu3auun CTaskMBalOTCA C NOCTOSHHO pacTylieil NoTpebHOCTbIO 3a-
WMTbI CBOEN MHIOPMALUK Ha YPOBHE MPUITOXEHWIA.

OpraHusayumsam HeobxoaMmo obecneyrBath 3almTy NPUIOXKEHNI OT yA3BMMOCTENR, KOTOpble MOTyT 6bITh
CBOCTBEHHbI CAMOMY NPWIOXKEHWIO (HanpuMep, AedekTbl NPOrpaMMHbIX CPeACTB), MOryT MOSIBAATLCA B Te-
YeHue XN3HEHHOTO LuKia NPUIoXKEHUA (Hanpumep, B pedynibTaTe U3MeHeHWii NPUI0XeHWS) U BO3HUKaTb B
pe3ynbTaTte UCNO/b30BaHUA MPUMIOXEHWUI B HE NpeAHa3HaYeHHbIX A5 HUX YCOBUSIX.

CWCTEMHbI NOAXOA K YyCUNEeHHOMY obecneyeHnto 6e30MacHOCTU MPUIOXeHW obecneynBaeT cBuae-
TeNbCTBa afleKBaTHOM 3alynTbl MHOPMaL UK, NCNOb3YEMOR NN XPaHUMOW MPUIOXEHUAMW OpraHu3auun.

MpunoxeHns MoryT 6bITb NOSTyYEHbI NyTEM BHYTPEHHEN pa3paboTku, ayTCOPCUHIa UM NOKYMNK/ roTOBOro
cTaHAapTHOro npoAykTa. MpunoxeHus MoryT ObiTb Takke NoslyyeHbl NyTeM KOMOUHauuM aTUX NoaxoAos, YTo
MOXeT MPUBECTMN K MHbIM MOCNEeACTBMAM B NiaHe 6€30NacHOCTH, TPe6YOLWMM pacCMOTPEHNSA 1 yNpaBneHns.

Mpumepamun NpUIoXeHN ABNAAIOTCA KaApPOBble CUCTEMbI, (DMHAHCOBbIE CUCTEMbI, CUCTEMbI 06PabOTKM
TEKCTOB, CUCTEMbl MEeHe[)KMeHTa B3aMMOAENCTBUA C KIMEHTaMW, MexXceTeBble 3KpaHbl, aHTUBUPYCHbIE CU-
CTeMbl ¥ cUCTeMbl O6HaPYXEHNA BTOPXKEHWIA.

Ha npoTseHun cBOero XM3HeHHOro Lukna 6esonacHoe npuioXeHne NposiBAsSeT HeoOX04MMbIe Xapak-
TEPUCTUKN KauyecTBa NPOrpaMMHOro CpefcTBa, TakmMe Kak npeAckasyemMoe UCMosIHeHNe 1 COOTBETCTBUE, a Tak-
Xe BblNosHeHve TpeboBaHWii 6e30NacHOCTU C TOYKM 3peHUst paspaboTky, MeHeMKMeHTa, TeXHONorM4ecKon
UHAPACTPYKTYpbl 1 ayauTa. 15 co3gaHns HaAeXHbIX NPUIOXEHWI, KOTOpble He YBEMUMBAIOT MOABEPXEH-
HOCTb PUCKY BblILLE AOMYCTUMOrO WM NPUEMSIEMOrO YPOBHA OCTATOYHOIO pucka 1 noagepxusatoT adekTus-
Hyto CMWB. TpebytloTcA npouecchl 1 npakTuieckve npueMbl YCUIEeHHOW 6e30nacHocTH, a Takke ksanuduum-
poBaHHble Nnua 4715 WX BbINOTHEHUS.

Kpome Toro, 6e3onacHoe npunioxeHue yuutbiBaeT TpeboBaHMa 6e30nacHOCTW, BbiTekalolwme 13 Tuna
JaHHbIX, UeneBoi cpefbl (6U3HEC-KOHTEKCT, HOPMATUBHBIA U TEXHONTOTMYECKNA KOHTEKCTbI), LeACTBYOLLNX
cybbekToB 1 cneymndukalmin>npunoxeHuii. lomkHa cyLiecTBoBaTb BOSMOXHOCTb MOSIyYeHUs CBUAETENbCTB,
[l0Ka3blBaKLWMX, YTO AONYCTUMbI/ UM NPUEM/IEMbI YPOBEHb OCTATOYHOIO pUcka AOCTUTHYT ¥ NoAfdepxuBa-
eTcs.

0.2 HasHaueHue

Llensto MICO/M3K 27034 siBnsieTcs coAeiicTBUE OpraHM3aumsam B NjiaHOMepHOW MHTerpauymm 6esonac-
HOCTU Ha MPOTSXEHUUN XXUIHEHHOTO LKA NPUIoXeHW i NocpeacTBOM:

a) npefocTasfieHNs 06WUX NOHATUIA, MPUHLMNOB, CTPYKTYP, KOMMNOHEHTOB W MPOLIECCOB;

b) obecneyeHnss NPOLECCHO-OPUEHTMPOBAHHbLIX MeXaHW3MOB A1 YyCTaHOBNEeHNA TpeboBaHwuii 6e3onac-
HOCTW. OLleHKN pUCKOB 6€30MacHOCTW, NPUCBOEHMUSA LIeNIEBOr0 YPOBHSA [OBEPUSA U BbiGOpa COOTBETCTBYHLLMX
Mep 1 CPeACTB KOHTPO/ISA 1 ynpasieHns 6e30nacHOCTbI0, a Takke BepndInKaLMOHHbIX Mep:

C) npefocTaB/ieHNs pekoMeHAauWin AnA yCTaHOBNEHUS KPUTEPUEB NPUEMKW ANS opraHu3auuii, ocy-
LLLeCTBASIOWMX ayTCOPCUHT pa3paboTki Uiy onepupoBaHns NPUIOXKEHUAMW, U NS opraHusauuii, npuobpe-
TalLWmX NPUNOXKEHNS Y TPETben CTOPOHbI;

d) obecneyeHns MNPOLECCHO-OPUEHTUPOBAHHBIX MEXaHU3MOB [15 onpefeneHus, gopmuposaHus 1
cbopa cBUAETebCTB, HEOOXOANMbBIX A5 4EMOHCTPAaLMM TOro, YTO UX NPUIOXEHNUs 6e3onacHbl A1 UCNOJIb-
30BaHMs B onpegeneHHol cpeae;

e) nopfaepxXky o6LMX KOHLenunin, onpegeneHHbix B MCO/M3K 27001. v cofeiicTBus COOTBETCTBYIO-
e peanmsaumm nHpopMaLnoHHoli 6e30nacHOCT, OCHOBAHHOW Ha MEHeMKMEHTE pucKa.

1) Cneyudpukayma — QOKYMEHT, ycTaHaBnuBawwuini Tpe6osaHms (FTOCT ISO 9000—2011. nyHKT 3.7.3).
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0 npepocTaBfieHWss CTPYKTYpbl, COAENCTBYOLEN peanu3aumn Mep 1 CPeACcTB KOHTPOS W yNpaBneHus
6e3onacHoCTbI0, onpegeneHHbix B MICO/M3K 27002 n apyrux ctaHgapTax.

NCO/M3K 27034:

a) NpYMEHsIeTCA K NPOrpaMMHbIM CPeLCTBaM, Niexallm B OCHOBE MPUIOXEHWA, 1 K thakTopam, cnocob-
HbIM B/IUATb Ha UX 6€30MacHOCTb, TakMM Kak [aHHble, TEXHOMOMMA, NPOLEeCChl XXU3HEHHOTO LuKIa Npunoxe-
HWiA. Npoueccbl NOAAEPXKKN U AelCTBYIOLWME CYyObEKTbI:

b) NMPUMeEHSETCA K opraHun3aunsam flboro Tmna v BENNUYMHLI (HanpyMep, K KOMMepYeckuM NpeanpusaTu-
AIM, TOCYapCTBEHHbIM YUYpEXAeHUAM, HEKOMMEpPUYECKUM opraHu3aunsam), noAseprarowmumcsa puckam, cBsizaH-
HbIM C NPUTOXEHUAMMU.

NCO/M3K 27034 He npepocTaBnseT:

a) pekomeHgauuy no ousmyeckoin 6esonacHocTn 1 6e3onacHoOCTK ceTu;

b) TUMbI N3MEPEHNSA NN Mepbl 1 CPeACcTBa KOHTPONS W yrnpaBieHus;

c) cneundmkaymm 6e30nNacHOro KOAUPOBaHNS A5 NH06Oro A3bika NPOrpaMmMUpoBaHUS.

NCO/M3K 27034 He saBnseTcs:

a) cTaHAapToM Mo paspaboTke NpUKNagHbIX NPorpamMm:

b) cTaHAapPTOM MO MEHEAKMEHTY NPOEKTOB NPUIOXEHWIA;

C) CTaH4apTOM, KacatoWwnMCs XXU3HEHHOTO LKIa pa3BuTusa NporpamMmmHbIX CPeacTs.

Yka3aHHble B UICO/M3K 27034 Tpe6oBaHMs U Npouecchbl NpefHasHauyeHbl He AN peanu3auuy no
OTAENbHOCTU, @ cKopee [ANS WHTerpauuy B CYLLEeCTBYIOLIME MpoLecChl opraHu3aumun. [o3aTomy opraHu-
3aUMn [OMKHbI COMOCTaB/ATL CBOM CYLLECTBYIOLIME NPOLECChbl U CTPYKTYPbl C TeMU, KOTopble npepnaraeT
MNCO/M3K 27034. obneruas, TakuM 06pasom, ocyllecTBieHme npumerHeHnss MCO/M3K 27034.

B npunoxeHun A npeactassieH NpMMep TOro, Kak CyLLeCTBYIOLWMIA npoLecc pa3paboTkm NporpaMMHbIX
CpefCTB MOXHO COMOCTaBUTbL C HEKOTOPbLIMU KOMMOHeHTamu v npoueccamu MCO/M3K 27034. B obLem, op-
raHn3auusi B paMkax nto60ro XM3HEeHHOro LMkia pasBuTiA JOSHKHA BbINOIHATL CONOCTaB/ieHVe, onncaHHoe
B NpunoxeHun A. n go6asutb Nobble HegoCTaloLWMe KOMMOHEHTbI 1 MPOLECChl, KOTOpble HEOOX0AUMbI AN
cooTeBeTcTBNA NCO/MIK 27034.

0.3 Uenesasa ayautopus

0.3.1 O6wume ceefeHus

NCO/M3K 27034 noneseH Ans crefylowmnx rpynn auL, Npy ocyLLeCcTB/IEHNM UMK CBOUX 0603HAUYEHHbIX
OpraHn3aLOHHbIX Ponei:

a) pykoBoguTeneii:

b) 4neHOoB rpynn NoAroToBKM K paboTe u akcnayarauuu;

C) /L. oTBevaloLmx 3a NpuobpeTeHue;

d) NoCTaBLUUKOB;

€) ayauTopos:

0 nosb3oBarenei.

0.3.2 Pykosogautenu

PykoBogutenu — ato nuua, 3afeiicTBOBaHHble B MEHeMKMEHTE NPWUIOXKEHUI B TeyeHne WX NOosIHOro
XWU3HEHHOTO LuKna. MNpumeHsieMble aTanbl XXU3HEHHOTO LMKIa NPUIOKEHUA BKAOYAIOT 3Tanbl NoAroToBKN K
paboTe n atanbl PYHKLMOHUPOBaHUSA. K pykoBOAUTENSAM OTHOCATCS:

a) OTBETCTBEHHble 3a UHDOPMALMOHHYI 6e30NacHOCTb,

b) pykoBOAMTENV NPOEKTOB;

C) aAMWHMCTPATOpbI;

d) oTBeTCTBEHHbIE 3a NpUOBPeTEHME NPOrPaMMHBIX CPELCTB:

e) pykoBoauTenun pa3paboTku NPorpaMMHbIX CPeSCTB;

0 BnagenbuUbl NPUIOXEHNI;

) pyKOBOAMTENN CpefHero 3BeHa, KoTopble PyKOBOAAT COTPYAHUKaMU.

B 06s3aHHOCTY pykoBOAWTENEl BXOAUT:

a) obecneuntb H6anaHc Mexay CTOMMOCTbIO peanu3aunm 1 noaaepXaHmem 6e30MacHOCTY NPUIOXEHWNIA
M0 OTHOLLEHWIO K pUckam ¥ npeactaBnsaeMoii LLeHHOCTbI0 NPUIOXEHNIA ANA opraHnsaumm,

b) npoBepATb pekomMeHAaunMn ayanToOpPCKUX OTHETOB OTHOCUTENIbHO NPUHATUA WU OTKNIOHEHUS [O0CTK-
raeMoro v NoAAepX1Baemoro NPUIoXeHeM LieNIeBoro YpoBHA fOBepUs:

c) obecneunBaTtb yBepPeHHOCTb B COO/II0AeHNN CTaHAAPTOB, 3aKOHOB ¥ NMPeAnucaHnii Ha OCHOBE peryns-
TVMBHOrO KOHTEKCTa npunoxenus (cm. 8.1.2.2);

d) ocyuwiecTBnATbL HAA30p 3a peanusauvein 6e30NacHOro NPUNOXEHUS;
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B) CaHKLMOHMPOBATb LENEBO YPOBEHb JOBEPUS B COOTBETCTBUM CO CneuntunyecknM KOHTEKCTOM op-
raHvsauum;

0 onpepensitb, Kakme Mepbl N CPeLCTBA KOHTPOA 1 ynpasieHns 6e30NacHOCTbIO NPUIOXKEHWIA, a TaKkke
COOTBETCTBYHOLME BepUMNKALMOHHbIE N3MEPEHUS AO/XHbI peann30oBbiBaTbCSA U TECTUPOBATLCS;

) CBOAMTbL K MMHUMYMY pacxojbl Ha BepudmkaLlmio 6e30nacHoCTU NPUNOXKEHWA;

h) pokymeHTanbHO 0hOpMIATL NPoLeAypPbl U NONTUKN 6€30MacHOCTY AN NPUNOXKEHWIA;

i) obecneunsatb MHOpPMMpOBaHMe, obyyeHne 1 HaA3op 3a obecrnevyeHnem 6e30MacHOCTM B OTHOLUe-
HUK BCEX AEelCTBYIOLMX CyObEKTOB;

j) BBOAMTbL Hagnexawne chopmbl fonycka No MHhopmaLMOoHHON 6e30NacHOCTH, KOTopble TPe6yT npu-
MeHsieMble npoueaypbl U NOUTUKN UHGOPMAaLMOHHOI 6e3onacHoCTy;

k) KypupoBaTb BCe NnaHbl, CBA3aHHblE C cMCTEMamy 6€30MacHOCTV BO BCEN CTPYKTYpe opraHu3auuu.

0.3.3 YneHbl rpynn noAroToBkM K paboTe n akcnayaTtauum

YneHbl rpynn noAroToBKM K paboTe un akcnnyaTaumm (06LLEN3BECTHbIE Kak rpynmbl NPoekTa) — 3To mua,
BOBJ/IEYEHHbIE B MPOEKTMPOBaHUe, pa3paboTky U NoAAepXKKY NPUIOXKEHUA Ha NPOTSXEHUN BCETO UX XU3HEH-
Horo yumkna.K HMM oTHocATCA.

a) pas3paboTuvKn apxXMTeKTYpbI.

b) aHanMTuKu;

C) NporpammMucTbl;

d) cneumanuctbl N0 TECTUPOBAHUIO;

€) CUCTEeMHble afiMUHUCTPAaTOopbI;

f) agmuHucTpaTtopbl 6a3 faHHbIX;

L) ceTeBble afMUHUCTPATOPSI:

h) TexHuueckunii nepcoHa.

YneHb! rpynn NOAroTOBKM K paboTe 1 aKcnayaTaumm JOMKHbI;

a) 3HaTb, Kakue Mepbl U CPeACTBa KOHTPO/A W YNPaBieHUs [O/MKHbI MPUMEHATLCSH Ha Kak4oM aTane
XXWU3HEHHOTO LMKIa NPUAOXKEHNI N NO Kakoi npuymnHe;

b) 3HaTb, Kakne mMepbl U CPeACcTBa KOHTPONS W ynpasieHUs AO/KHbI ObiTb peann3oBaHbl B CamOM Mpu-
NoXeHuu;

C) CBOAUTb K MUHUMYMY BAUAHWE BBOAWMBIX MEP U CPeACTB KOHTPONSA U ynpasBrieHns 6e30MacHOCTbIo
Ha MeponpuAaTiA No pa3paboTke, TECTUPOBAHWIO U AOKYMEHTa/IbHOMY OPOPMIEHNIO B TeYEHME XN3HEHHOIO
LMKNa NPUIOXEHWIA:

d) npoBepsATb COOTBETCTBME BBELEHHbIX MEP U CPEACTB KOHTPONA U yNpaBneHns 6e30nacHoCTbi0 Npu-
NOXEHWn TpeboBaHNAM COOTBETCTBYIOLLVX N3MEPEHWA;

€) UMeTb AOCTYN K UHCTPYMEHTa/IbHbIM CPeACTBaM M yYLllMM NPakTUYECKUM NpueMam Ans pauuoHanb-
HOI pa3paboTku, TECTUPOBAHNSA W AOKYMEHTUPOBAHUS.

f) cnocobcTBOBaTH 3KCMEPTHON OLEHKE:

) NpuHMMAaTb y4YacTVB B NNaHMpoBaHnM 1 pa3paboTke cTpaTernn npuobpeTeHus;

h) yctaHaBnmBaTb [eN0Bble OTHOLIEHUA A1S MOSyYeHUss He06X0AUMbIX TOBAPOB U yCAyr (Hanpumep, B
OTHOLUEHWMN TeHAepa, OLEHKN 1 3aKNI0YeHUs JOroBopoB);

i) opraHnM30BbIBaTb yAasieHNEe 3/IEMEHTOB, OCTaBLUMXCS NOoCc/e 3aBepLlieHnsa paboTbl (Hanpumep, ynpas-
NeHve UMyLLEeCTBOM / yaaneHue).

0.3.4 Nlnya, oTBevawLwme 3a npuobpeTeHne

K nuuam, oTBevyawowum 3a npuobpeTeHne, OTHOCATCA BCe /MLa, BOB/IEYEHHbIE B NpoLecc npuobpete-
HWSA NPOAYKTOB WAV YCAyT.

JNvwua, oTeBevaroLWwyme 3a npuobpeTeHne, AO/MKHbI:

a) noarotasnMBaTb 3anNpoc NPeasIoKeHUN, BKAYaOLWMii Tpe6oBaHUs K Mepam 1 CpeacTBam KOHTPOSs
1 ynpasfieHns 6e30NacHOCTbIO:

b) BbIGMPaTb NOCTaBLLMKOB, COOTBETCTBYIOLMNX 3aaHHbIM TPe6OBaHNAM:

C) NpoBepsiTb CBMAETENbCTBA NPVMEHEHUS Mep U CPeACTB KOHTPONA W ynpasBfieHUss 6e30MacHOCTbio
yC/yr Ha OCHOBE ayTCOPCUHTIa,;

d) oueHnBaTb NPOAYKTbI, NPOBEPSAA CBMAETENLCTBA HaA/exXallel peannsaumm mop 1 CpefCcTB KOHTPO-
NS ¥ ynpasneHns 6e30nacHOCTbI0 MPUIOXKEHWIA.

0.3.5 TMocTaBLWmKn

K noctaBLikaM OTHOCATCS UL, BOB/IEYEHHbIE B MPOLLECC NOCTaBKN NMPOAYKTOB WK YCAyT.

MocTaBLUMKN AOMKHbI:

a) BbINONHATL TPpeboBaHMsA 6€30NacHOCTN NPUIOXKEHNI, NpeAcTaB/EHHbIE B 3aNpocax MpeanoXeHuii;

\
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b) noabupaTb COOTBETCTBYIOLME 3aABAEHHbIM TPe6OBaHNAM Mepbl U CPefcTBa KOHTPOMA U ynpasie-
HMA 6e30NacHOCTbI0 MPUNOXEHNIA ANA NPeAOXEHNI C yka3aHneM nX CTOMMOCTW;

C) npeAcTaBNATb CBUAETENbCTBA Haj/fexalleil peanusaunm Tpebyembix Mep U CPefACcTB KOHTPONAA U
ynpasnieHns 6e30nacHOCTbIO MPUMIOXEHUIA B Npeanaraembix NpoayKTax unu ycnayrax.

0.3.6 AyauTopsl

AyaunTopbl — Nnua, KOTopble AO/MKHbI:

a) noHumaTb 06BLEM ¥ Npouefypbl, BOB/IEYEHHbIE B BEpUUKaLNOHHbIE N3MEPEHNS B OTHOLLEHWUN COOT-
BETCTBYIOLLMX MEP N CPELCTB KOHTPONSA U yrpaBneHus;

b) obecneunBaTb yBEPEHHOCTb B MOBTOPSAEMOCTU pe3y/bTaToB ayauTa:

C) ycTaHaB/MBaTb CMMCOK BEPUMUKALMOHHBIX N3MEepPeHNli, CO3AaloLWmnX CBMaeTeNbCTBA TOro, YTO Npu-
NOXeHne AO0CTUI/O LieNeBoro YpoBHA [0Bepus, TpebyemMoro pykoBoACTBOM:

d) npuMeHATb CcTaHAapTM3NpPOBaHHbIE MNPOLLECChl ayAuTa, OCHOBAHHbIE HAa MCMNOMb30BaHUW CBUAe-
TeNbCTB. NOAAAILWMNXCA NPOBEPKE.

0.3.7 lMonb3osBaTtenun

Monb3oBatenu — nmua, KoTopble JOMKHbI:

a) 6bITb YBEPEHHbIMY B TOM. YTO UCNOMb30BaHNE WY pa3BepTbiBaHWE NPUIOXKeHNa ABnseTcs 6esonac-
HbIM;

b) 6bITb YBEPEHHBLIMU B TOM, YTO MPUIOXEHUSA NOCNEA0BATENIbHO N CBOEBPEMEHHO CO34al0T HafEeXHble
pe3ynbTarthl;

C) 6bITb yBEPEHHbIMW B TOM. YTO Mepbl N CPeACTBa KOHTPONA W ynpasieHns 6e30nacHOCTbi0 NpWo-
XEHWI 1 COOTBETCTBYIOLME BEPUDUKALMOHHbIE U3MEPEHNS YCTAHOBMEHbI U (DYHKLMOHMPYIOT HaAexallumm
o6pasom.

0.4 TpuHUUNbI

0.4.1 BesonacHoCTb fABNAeTCcA TpeboBaHMeEM

TpeboBaHna 6e30NacHOCTN A0/MKHbI 6bITb ONpeaeneHbl U NpoaHann3npoBaHbl 418 KaXA0ro atana Xus-
HEHHOTO LuKNa NpUIoXeHunid, Nogpo6bHO paccMOTPEHbl 1 yNpasiseMbl Ha MOCTOSIHHON OCHOBe.

TpeboBaHusa 6e30MacHOCTV NPUAOXeHU (CM. 6.4) AO/MKHbI TPakTOBaTbCA TakMM e 06pa3oM, Kak u Tpe-
60BaHNA DYHKLMOHaNbHLIX BO3MOXHOCTENW, KayecTBa 1 yaobcTsa B akcnayataumm (cm. MCO/MIK 9126, rae
npeacTasneH NpumMep Mogenn kayectsa). Kpome Toro, AO/MKHbI O6bITb BBEAEHbI CBSA3aHHbIE C 6©30MacHOCTbI0
TpeboBaHUs B OTHOLLUEHWN COOTBETCTBUSA YCTaHOB/IEHHbIM NpejesiaM OCTaTOYHOIO puUcKa.

CornacHo VCO/M3KIMNIP 29148 TpeboBaHWA [O/MKHbI ObiTb HEOGXOAMMbIMU, 0606LLEHHBIMK, TOUY-
HO BbIpPa@XXEHHbIMW, NOCNef0BaTeIbHbIMUW, NOMHLIMW, TAKOHWYHbIMU, OCYLLECTBUMbIMMW, MPOC/EXNBAEMbIMU 1
noaAatoLmMMncs nNpoBepke. ITH Xe XapakTepucTUKn OTHOCATCA K TpeboBaHuAM 6e3onacHocTu. B gokymer-
Tauun NPOeKTOB MPUIOXKEHUI CAULLKOM YacTo BCTpeyatTcs HeueTkne TpeboBaHus, Takme kak «PaspaboTumk
[OMmKeH 06HapyXMBaTb BCe 3HAUYMMbIe PUCKM 6€30MacHOCTN A5 NPUMOXKEHNS».

0.4.2 Be3onacHOCTb NPU/IOXEHWUA 3aBUCUT OT KOHTeKCTa

Ha 6e3onacHoCTb NPUNOXEHWA BNUSIET onpefeneHHas uenesas cpega. Bug n macwrab TpebosaHwuii
6e30nNacHOCTM MPWUIOXKEHNI ONpeAensTCa puckamMm, KOTOPbIM MofBepraeTcs NpunoxXeHve. PUcku xe 3aBu-
CAT OT BUAa KoHTekcTa. CylecTByeT Tpu Buaa KOHTEKcTa:

a) GU3HEeC-KOHTEKCT: KOHKPeTHble puCKuU, MpoucTekawwme n3 cepbl 6M3Heca opraHusaunm (Tenedox-
Has KOMMaHusi, TpPaHCNOPTHasA KOMMaHWs, rocy4apCTBEHHOE yupexaeHme n T. 4.);

b) PerynATuBHbIA KOHTEKCT: KOHKPETHbIE PUCKW, NPOMCTEKAIOLLME 13 MECTOMNONOXEHNA Br3Heca opraHu-
3auyun (Nnpasa Ha MHTENeKTyanbHYl0 COOCTBEHHOCTb U /TMLIEH3MPOBaHWe, OrpaHNyeHns Ha Kpuntorpaduye-
CKYI0 3aluTy, aBTOPCKOE NpaBo, 3aKOHbl M NOCTAHOB/EHUS, 3aKOHbI 06 06ecneyeHnn NPMBaTHOCTN U T. A4.);

C) TEXHOMOMMYECKUA KOHTEKCT: KOHKPETHble PpUCKW, MpOMCTEKaloline W3 TEXHOMOTMiA, UCMOoMb3yeMblx
B OM3Hece opraHm3auun [PenHXeHNPUHr, 6e30NacHOCTb BCTPOEHHbLIX UHCTPYMEHTaslbHbIX CPefCcTB, 3alumTa
MCXOAHOTO KOAa Nporpammebl, UCNOJfb30BaHWe NpPorpamMmbl, 3apaHee CKOMMUIMPOBAHHON TPeTbeil CTOPOHOW,
TecTMpoBaHue 6e30NacHOCTH, TECTUPOBaHNe Ha NPOHWKHOBEHWE, rpaHUYHas NpoBepka, NpoBepka koaa npo-
rpaMmbl. cpea nHopMaLuoHHO-KOMMYHUKaLMoHHol TexHonornn (MKT). B KoTopoii paboTaeT npuioxeHue,
KOH(UrypaLmoHHble haiisibl 1 HEKOMNUANPOBAHHbIE AaHHble, NPUBUIETNN ONEPALMOHHOW CUCTEMBI A5 UH-
cTannaumMm n/nunm yHKLMOHNPOBaHUS, TeXHUYecKkoe 06CnyxrBaHne, 6e3onacHoe pacnpocTpaHeHve v T. 4.].

TexHONorMyecknii KOHTEKCT OXBaTblBAET TEXHUYECKME creundrKaLun NpUnoxeHuin (hyHKLMOHaNbHbIE
BO3MOXHOCTM 6e30nacHocTu, 6e3onacHble KOMMOHEHTbI, OHMaiHOBble MaTeXu, HaAeXHble KOHTPOJbHble
XypHanbl, kpuntorpadus, ynpasieHme nosHOMOUYMSMU U T. 4.).

VI
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OpraHusaums MOXeT YTBEpPXAaTb, UYTO MPUIOXeHne 6e30MacHo, HO 3TO YTBEPXAEHUE AENCTBUTENBHO
TONbKO 4717 AAaHHOW KOHKPETHON opraHm3auuy B ee 0co060M GM3HEC-KOHTEKCTe, PEryaTMBHOM M TEXHOMOIU-
YeCcKOM KOHTeKcTax. Ecnu, Hanpumep, MeHAeTcs TEXHOMOrMYeckas UHMPacTpyKTypa npuioxeHusa Wi npu-
NOXeHne ncnosnb3yeTcsa AN TakuX Xe Lenei B Apyroli cTpaHe, TO 3TOT HOBbIN KOHTEKCT MOXET B/INATb Ha
TpeboBaHMA 6e30MacHOCTM U LefieBoli YpoBeHb AoBepusi. Tekylime Mepbl U CPeAcTBa KOHTPOIA M ynpasne-
HUS 6e30MacHOCTbI0 NMPUIOXKEHWI MOTYT yXe HeafleKBaTHO yunTbiBaTb HOBble TpeboBaHNA 6e30MacHOCTU, U
npuNoXeHne MoXeT 60/bLue He OblTb 6e30MacHbIM.

0.4.3 CooTBeTCTBYOLWE NHBECTHNLMUN B 06ecneyeHne 6e30NacHOCTU NPUTOXEHNI

3arpartbl Ha NPUMEHEeHe Mep 1 CPeACTB KOHTPOA U yrpaB/ieHnsa 6e30NacHOCTbIO MPUIOXEHWA 1 Npo-
BeeHVe ayAMTOPCKMX U3MepeHnit [AOo/MKHbI GbliTb COpa3MepHbl LiesieBOMy YpoBHIO gosepusi (cMm. 8.1.2.6.4).
TpebyemMoro BnagesibLuemM NPUIoKeHns Uan pykoBoacTBOM.

3Tn 3aTpartbl MOTYT CUMTATLCS VHBECTULMENR, NOCKObKY OHWM YMEHbLUAKT pacxodbl, 0653aHHOCTW Bna-
Aenbla NpuaoXeHuid 1 npaBoBble NOCNeACTBUA 3a HapyleHne 6e30nacHoCTU.

0.4.4 Be3onacHOCTb MPUAOXEHWN AO/MKHA LEMOHCTPUPOBATHLCS

Mpouecc ayanTa npunoxexunii B UCO/MIK 27034-1 (cm. 8.5) ncnonb3yeT noajatoLimecs NpoBepke CBU-
JeTenbcTBa. obecneymBaemMble Mepamu 1 CpecTBamy KOHTPONS 1 yNpaBneHns 6e30nacHOCTbIO MPUIOXEHWI
(cm. 8.1.2.6.5).

MpunoxeHne He MOXeT ObITb 06bSAB/IEHO 6€30MacHbIM, eCNY ayAUTOP He COT/IaceH C TEM. YTO NOATBEPX-
jalouine cBufeTenbCcTBa, reHepupyemMble BEpUPUKALMOHHBIMU U3MEPEHUAMU NPUMEHSEMbIX MEP U CPeLCTB
KOHTPONS 1 ynpaBfeHns 6e30MacHOCTbI0 NPUIOXEHWIA, 4EMOHCTPUPYIOT AOCTMXEHNE LEeNeBOro ypoBHS [,0-
Bepus. Tpebyemoro pykosoACcTBOM.

0.5 CBA3b C APYTUMU MEXAYHAPOAHbIMU CTaHAapTamu

0.5.1 O6Lwwune ceefeHunn
Ha pucyHke 1 nokasaHa B3ammMocBasb NCO/M3K 27034 ¢ gpyruMu MexayHapoAHbIMU CcTaHfapTamu.

PucyHok 1 — B3anmocBsizb WCO/M3K 27034 ¢ apyrumun MexayHapoaHbIMU cTaHAapTaMmu

0.5.2 MCO/M3K 27001, CuctemMbl MeHeXMEHTA MHpOpPMaLMOHHOW 6e3onacHoCcTu. TpeboBaHus

NCO/M3K 27034 cnocobcTByeT peanusaunm pekomeHgaumin MICO/M3K 27001 B cdepe, orpaHUYeHHO
6€30MacHOCTbI0 NPUIOXEHNIA. B 4aCTHOCTH, NCMOMbL3YIOTCA CriedytoLie noaxoabl:

a) cuctemaTnyeckuii NoAXo4 K MeHe)KMeHTy 6e3onacHocTu;

b) nogxof npouecca «MnaHuposaHne—OcyLecTBNeHne—IlIposepka—/AelicTBune»;

c) peanusauunsi UHPOPMALMOHHON 6GE30NACHOCTU HAa OCHOBE MEHeXXMeHTa pucka.

VI
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0.5.3 MICO/M3K 27002, CBOA HOPM U NpaBua MeHeAXMeHTa MHPOPMaLMOHHO 6e30nacHoCTK

MCO/M3K 27002 npepoctaBnsieT npakTuyeckue Mpuembl, KOTOpble OpraHusaums MOXeT peanunso-
BaTb B kayeCcTBe Mep W CPefCTB KOHTPONA W ynpaBfneHus 6e30MacHOCTbI0 MPWIOXKeHWN, Kak npegnaraet
MCO/M3K 27034. HanbonbLwunii nHTepec nNpeAcTaBnsAoT Mepbl 1 CPeAcTBa KOHTPOS U ynpasrieHns 6e3onac-
HOCTbIO U3 cnegytowmnx pasgenos MCO/M3K 27002:2005:

a) pasgen 10: MeHepKMEHT KOMMYHUKaUWiA 1 pabor;

b) pasgen 11: YnpaBneHue fOCTynoMm:

c) pasgen 12: MprobpeTeHune, paspaboTka v akcnyaTayms MHPOPMaLMOHHbIX CUCTEM.

0.5.4 NCO/M3K 27005, MeHe[)XMEHT pucka MH(OpPMaLMOHHOI 6e30nacHOCTK

MCO/M3K 27034 crnocobeTByeT peanusauun npegnaraemoro MCO/M3K 27005 npouecca MeHeXMeH-
Ta pucka B chepe, orpaHNyYeHHon 6e30nacHOCTbI0 NPUIOXeHWA. B npunoxenun C HacTosLero ctaHgapra
NpvBOAMTCA KpaTKoe onncaHue npouecca MeHegXMeHTa pucka.

0.5.5 MCO/M3K 21827, MNMpoekTupoBaHue 6esonacHocTn cuctem. Mogenb 3penocTu npouecca®
(SSE-CMM®)

NCO/M3K 21827 npepocTtaBnseT 6a30Bble NpakTMYeckme nprMembl NPOEKTUPOBaHMSA 6e30MacHOCTM, KO-
TOpble OpraHn3aLunsa MOXeT peann3oBaTb B KaUecTBe Mep U CPeACcTB KOHTPOASA 1 ynpasneHns 6e3o0nacHoOCTbI0
npuaoXeHuin, kak npegnonaraet MCO/M3K 27034. Kpome Toro, npoueccbl MICO/M3K 27034 cnoco6CcTBYHOT
[OCTUXXEHNIO HEKOTOPbIX BO3MOXHOCTEN MPOLLecCOB, ONpeaensatoWwmnx ypoBHN BO3MOXHOCTEl NpoLeccos no
NCO/M3K 21827.

0.5.6 NCO/M3K 15408-3, Kputepuum ouLeHKM 6e30nacHOCTU WUHAOPMALMUOHHbLIX TEXHOMOTNIA.
YacTb 3: TpeboBaHua goBepusa K 6e3onacHocTu

NCO/M3K 15408-3 npegocTtaBnsieT Tpe60BaHUSA 1 3/1IEMEHTbI AECTBUIA, KOTOPbIE OpraHn3auust MoxeT
peannsosaTtb B ka4eCTBe Mep W CPeACTB KOHTPOSA U ynpaBneHnss 6e30nacHOCTbIO NPUIOXKEHUIA, Kak npegano-
naraet NCO/M3K 27034.

0.5.7 MCO/M3K TO 15443-1, OcHOBbI foBepUs K 6€30NacCHOCTU UHOPMALMOHHbLIX TEXHOOTUIA.
YacTb 1: O630p nocHoBbl, UNCO/M3KT015443-3, OcHOBbI 0BEPUS K6E€30MaCHOCTU MHPOPMALMOHHbIX
TexHonoruin. Yactb 3: AHanu3 metogoB obecneyeHns fosepus

NCO/M3K 27034 nomoraeT MpUMEHATb W OTpaxaTb MPUHLMNLI JOBepus K 6e30nacHocTn U3
MCO/M3K TO 15443-1 n copeiicTBoBaTh cLieHapusm obecnedeHus gosepusa us MCO/MIK TO 15443-3.

0.5.8 MCO/M3K 15026-2, Pa3paboTka nporpaMMHOro obecnevyeHns n cuctem. [apaHTMpoBaHue
cuctem n nporpamMmMmHoro obecnedeHus. Yactb 2: CueHapum obecnevyeHus gosepus

Mcnonb3oBaHMe NpoLECcCOB U MeP 1 CPEACTB KOHTPONS M yrpaBieHns 6e30MacHOCTbI0 MPUIOXKEHNN 13
MCO/M3K 27034 B npoekTax NpUIoXeHUin HenocpeACcTBEHHO CNOCOOCTBYET peanu3auun cleHapmes obecne-
YyeHus aosepus Kk 6e30nacHOCTV NpUIoXeHuii. B yacTHoCTy;

a) yTBepxfaeHus n nx o60cHoBaHMA obecrneymBaroTCsa NPOLECCOM aHanusa pucka 6e30nacHocTu npu-
NOXeHWIA;

b) cBupgeTenbCTBa NPEfOCTaB/ATCA BCTPOEHHbIMU BEPUMUKALMOHHBIMU U3MEPEHUAMN MEP U CPEACTB
KOHTPOAA 1 ynpasnieHus 6e30NacHOCTbI0 NPUIOXKEHNI;

c) cooteeTcTBMe MICO/M3K 27034 MOXET UCMONb30BaTLCA B KAUYECTBE apryMeHTa BO MHOTMX NOAO6HBIX
cLueHapuax obecneveHns gosepus.

Cwm. Takke 8.1.2.6.5.1.

0.5.9 MCO/M3K 15288, PaspaboTka nporpamMmMHOro ob6becnevyeHus wu cuctem. [lpoueccol
XUWU3HEHHOro uukna cuctem, n MCO/M3IK 12207, PaspaboTka nporpammHOro o6ecneyeHnss u cucTem.
Mpouecchl XNU3HEHHOTO LMKIa NPOrpamMmMHbIX CPeACcTB

NCO/M3K 27034 npepoctaBnsieT AONOSHUTENbHbIE MPOLECChl ANS OopraHusauun, a Takke Mepbl 1
CcpeAcTBa KOHTPO/ISA U ynpaBneHns 6e30nacHOCTbIO NPUIOXEHWI, KOTOPbIE OpraHn3aL s MoOXeT BKIoYaTb Kak
[ONONHUTENbHbIE MEPONPUATUSA B CYLLECTBYIOLLNE MPOLLECCHI XU3HEHHOTO LMKNa NPOEKTUPOBaHUSA CUCTEM U
nporpamMmmHbIX cpeacTs, npegoctasnsemble MICO/M3K 15288 n MICO/M3K 12207.

0.5.10 MICO/M3K TO 29193 (B npouecce paspaboTku), MpuHLUNBLI U METOAbl WHXWHUPUHTA
6e3onacHbIX cuctem

NCO/M3K TO 29193 npepoctasnsieT pykoBOACTBA AN1A UHXUHMPUHTA 6e30nacHOCTM CUCTEM MK NPOo-
AyktoB VIKT. KOTOpble opraHusanms MOXeT peasim3oBaTtb B KA4eCTBe Mep 1 CPefCTB KOHTPO/IA U ynpas/ieHus
6e30nacHOCTbI0 NPUIoXeHWi, kKak npegnaraet MCO/M3OK 27034,
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HALUMWOHANBbHBLIMN CTAHOAPT POCCUMUCKOW SGELEPALWUMU

WNHdhopmaLoHHasa TexHonorns
METO/bl W CPEACTBA OBECIEYEHNA BEE3OMNMACHOCTN
Be3onacHOCTb NPUIOXEHMW
Yactb 1

O630p 1 06LWMe NOHATUSA

Information technology. Security techniques. Application security. Part 1. Overview and concepts

Nata BBegeHnsa — 2015— 06— 01

1 O6nacTb NpUMMeHeHund

MCO/M3K 27034 npegocTaBnsieT opraHusalmsmMm pykoBOACTBO, COAeNCTBYOWee nHterpayun 6esonac-
HOCTV B NPOLLECChI, UCMOMNb3yeMble A1 MEHeMKMEHTa NPUITOXEHNIA.

[anHasa yactb MCO/M3K 27034 coaepxuT 06wunii 0630p 6€30NacHOCTU NPUMOXEHWIA, a Takke onpege-
NeHns. NOHATUS, NPUHUMMbLI 1 NPOLECChl, KacarLecs obecneveHns 6e30NacHOCTU NPUNOXKEHNIA.

NCO/M3K 27034 npyMeHUM A1 NPUIoXeHW, padpaboTaHHbIX B pamKax opraHusauum uam npmobpe-
TEHHbIX Yy TPeTbeli CTOPOHbI, & Takke B C/lyyasx ayTCcopcuHra paspaboTku nnn akcnayaTauuy NpuIoxKeHWii.

2 HopmaTuBHbIE CCbIJIKN

B HacTosWwem cTaHjapTe UCNo/b30BaHbl HOPMATUBHbIE CCbIIKU Ha CriefyloLine MexayHapoAHble CTaH-
AapTbl. [N AatMpoBaHHbIX CCbIIOK UCNOJb3YIOT TOMBKO yKaszaHHoe usgaHve. Ana HefaTupoBaHHbIX CCbITOK
MCMo/b3yoT camoe nocrefHee n3faHne ccbiIOYHOro 4OKYMeHTa (C YYeTOM BCeX ero N3MeHeHwui).

NCO/M3K 27000:2009*1 lHdpopmaumnoHHas TexHonorus. MeTogbl M cpefactBa  obecneyeHus
6e3onacHocTM. CUCTEMbl MeHeIXMeHTa WH(OPMAaLMOHHON 6e3onacHocTM. O630p M TEPMUHOMOTUS
(ISO/IEC 27000:2009. Information technology — Security techniques — Information security management
systems — Overview and vocabulary)

NCO/M3K 27001:20052> NHdhopmaLmoHHasa TexHonorusa. Metogbl M cpefctBa obecnevyeHus 6e30-
nacHocTn. CucTeMbl MeHeXMeHTa MHopMaLMoHHOl 6e3onacHocTu. TpeboBaHusa (ISO/IEC 27001:2005,
Information technology — Security techniques — Information security management systems — Require-
ments)

MCO/M3K 27002:20053L MHdopmaLoHHas TexHonorusa. Metogpl 1 cpeactea obecneveHus 6esonac-
HocTu. CBOJ, HOPM 1 MpaBua MeHegXMeHTa MHopmaumoHHoi 6esonacHocTy (ISO/IEC 27002:2005. Informa-
tion technology — Security techniques — Code of practice for information security management

11 OTMeHeH. OelictByeT MCO/M3K 27000:2014. OaHaKo A1 O4HO3HAYHOIO COG/OAEHUA Tpe6GoBaHU HacTos-
ero craHgapTa, BblpaXeHHbIX B AAaTUPOBAHHbIX CCbINIKAX, PEKOMEHAYEeTCsl UCMNOMb30BaTb TO/IbKO AaHHbIV CCbIIOYHbIN
cTaHAapT.

2: OTMeHeH. [feictByeT MCO/M3K 27001:2013. OagHaKo A1 OAHO3HAYHONO COG/OAEHUA Tpe6GoBaHUI HacTos-
ero craHAapTa, BblpaXeHHbIX B AAaTMPOBAaHHbIX CCbINIKaX, PEKOMEHAYEeTCSl UCNOMNb30BaTb TONIbKO AaHHbIV CCbIIOYHbIN
cTaHgapT.

3> OTMeHeH. [feictByeT MCO/M3IK 27002:2013. OgHako AN OA4HO3HAYHOTO coGMAeHUs Tpe6oBaHWU HacTosI-
ero cTtaHAapTa, BblpaXeHHbIX B AaTUPOBAHHbIX CCbIIKaX, PEKOMEHAYETCS MCNOMNb30BaTb TONbKO AaHHbIV CCbINOYHbIN
cTaHgapT.

N3paHne opuynanbHoe
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MCO/M3K 27005:2011 WMHcopmMaLmoHHas TexHonornsa. Metoapl 1 cpefcTea obecneveHns 6e3onacHo-
cTU. MeHemXXMeHT pucka nHopmaunoHHoli 6e3onacHocTn (ISO/IEC 27005:2011, Information technology —
Security techniques — Information security risk management)

3 TepMuVHbI N onpeaeneHns

B HacToswem cTaHgapTe npumeHeHbl TepMmuHbl no WCO/M3K 27000, WMCO/M3K 27001,
MCO/M3K 27002, NCO/M3K 27005. a Takke cnefyoLme TePMUHbI C COOTBETCTBYIOLLVMY ONpeaeneHnsMu.

3.1 pelicTByloWwunii cy6bekT (actor): /Lo uam npouecc, OCyLLecTBASALWMIA AeATeNbHOCTb BO Bpe-
MS XKM3HEHHOrO LKA NPUNOXEHUS UM UHULMMPYIOLWNIA B3auMoAelicTBme ¢ /itobbiM NpoLLEeccoM, KOTOpbIN
obecneumBaeT Wan 3aTparvBaeT NPUIOXKeEHUE.

3.2 hakTnyeckuii ypoeHb fgosepusa (actual level of trust): PesynbTar npouecca ayauta, obecneuu-
BaloLMii cBMAETENbCTBA, NoATBEpajatoLLme, YTO Mepbl U CPeACcTBa KOHTPOSA 1 ynpasneHns 6e30nacHoOCTbio
NpUNoXeHuii, Tpebyemble LieNIeBbIM YPOBHEM A0BEPUS NPUIOXKEHWS, HaAnexalMm obpasoM peann3oBaHsbl,
npoBepeHbl N AaT OXuaaeMble pe3yibTaTbl.

3.3 npunoxeHue (application): PeweHne B o6bnactn WT, Bkovawowee npuknagHoe nporpaMMHoe
CpeAcTBO, MPpUKNafHble AaHHble N Npoueaypbl, NpeAHas3HauYeHHble A1 COAeNCTBUA NOMb30BaTeNsAM OpraHu-
3aunM B OCYLLECTB/IEHUN ONpefenieHHbIX 3ajady uam o6paboTke KOHKPeTHbIX BUAOB 3agad T nocpefctsom
aBTomartumsaummn npouecca unu yHKLMn 6usHeca.

MpumeyaHnune — Tlpoueccbl 6U3HECA BKAKOYAKOT Kak N0AeN, Tak U TEXHOAOTUN.

3.4 3TanoHHas MOAEenNb XW3HEHHOro uukna 6esonacHocTy nNpunoxeHunin (application security life
cycle reference model): Mogenb XW3HEHHOTO LMKIa, UICNONb3yeMas B kKa4ecTBe aTasioHa /19 BBeAeHNs Mepo-
npuaTWii No obecneyeHmnio 6e30NacHOCTY B NPOLIECChI, CBA3AHHbIE C MEHEAKMEHTOM MPUIOXKEHWIA, NOArOTOB-
KOl K paboTe 1 akcnyaTaunein NPUNoXeHWin, MeHeIXXMEHTOM UHAPACTPYKTYPbl U ayANTOM NPUNIOXKEHNIA.

3.5 HopmaTmMBHaa cTpykTypa npunoxeHuii; ANF (application normative framework — ANF): CoBo-
KYMHOCTb HOPMAaTVBHbIX 3/1IEMEHTOB, BblGPaHHbLIX U3 HOPMATMBHOW CTPYKTYPbl OpraHmsauunm n 3HauMMbix ANns
KOHKPETHOro NpoekTa NpuUIoKeHus.

3.6 Bnageney npunoxeHus (application owner): OpraHu3aunmoHHas ponb, OTBevyawlas 3a MeHeg-
XXMEHT, NCMONb30BaHNe 1 obecneyeHne 3alnTbl NPUIOXKEHNSA U €ro AaHHbIX.

MpumeuaHnsn

1 Bnapeney NpuaoXeHUa NpUHMMAaeT BCe pelleHuns, Kacawumecs 6e30NacHOCTU NPUIOXKEHNS.

2 Mcnonb3yemblii B HacToslWweM cTaHgapTe TepMUH «Bnafeneu» ABAsSeTCA CUHOHMMOM TepMuHa «Bragenew,
NPUNOXKEHURA».

3.7 npoekT npunoxeHnus (application project): MNonbiTka feicTBUIA C ONpeAeneHHbIMU KpUTepUAMU Ha-
yana u 3aBepLUeHNs, HanpaB/ieHHbIX Ha Co3faHne NPUIOXKEHNS B COOTBETCTBMM C 3aaHHbIMK pecypcamu 1
TpeboBaHUsAMM.

[MCO/M3K 12207:2008, onpegeneHune 4.29. moanduunpoBaHHOe cneunanbHO AN cdepbl AeincTBus
NPUNOXeHNi]

NMpumeyaHne — [Ansa ueneit NCO/M3IK 27034 KpuTepun Havana 1 3aBepLIEHNS TaKOBbl, YTO BECb XU3HEH-
HbI LMKN NPUIOXEHUSI BKTIOYEH B MPOEKT NPUIOXEHNS.

3.8 mMepa u cpeAcTBO KOHTPO/MS U ynpaBneHus 6e3onacHocTblo npunoxeHus; ASC (application
security control — ASC): CTpykTypa fAaHHbIX, coAepXallas YeTKkoe nepeyncsieHme n onucaHne BUAOB Aesi-
TENbHOCTW No o6ecneyeHno 6e30MacHOCT U UX COOTBETCTBYIOLLETO BEPUIMKALMOHHOIO U3MEPEHUs], Nof-
Nexallero BbIMOSIHEHUIO B KOHKPETHbI MOMEHT XXW3HEHHOTO LKA NPUIOXKEHUS.

3.9 npouecc mMeHemxMeHTa 6e3onacHoCcTu npunoxeHnin; ASMP (application security management
process — ASMP): Vicnonb3yemsblil opraHu3aymeli o6wuii npoLecc MeHeAXXMeHTa B OTHOLLEHUN BUAOB fesi-
TENbHOCTW Mo 06ecneyeHno 6e30nacHOCTU, AeCTBYOWNX CYy6BHEKTOB, apTehakToB 1 ayauTa Kaxaoro npu-
NOXeHus.

3.10 npuknagHoe nporpammMmHoe cpefcTBo (application software): MporpammHoe cpefcTBo, npegHa-
3HaYeHHoe A1 COAelicTBMSI NONb30BaTe I IM B OCYLLECTBNIEHUN ONpeesieHHbIX 3agay unm obpaboTke KOH-
KpPeTHbIX BMAOB 3ajay, B OT/IMYME OT NPOrpaMMHOr0 CPeACTBa, YNPaB/soWeEro KOMMNbLTEPOM.

[MCO/MBK/NNIP 24765:2010. onpeaenenve 3.130-1]



FOCT P NCO/M3K 27034-1—2014

3.11 ayauT (audit): CuctemaTuyeckuii, He3aBUCUMBI U OKYMEHTUPOBAHHbIV NPOLEecc Nosy4YeHns CBu-
[eTenbCcTB ayauTa M 06BbEKTVBHOMO MX OLeHWBaHWA C LieNblo YCTaHOBMEHNA CTENEeHU BbIMOMIHEHNW COrnaco-
BaHHbIX KpUTEpPUEB ayanTa.

(MCO 9000:2005, onpegeneHue 3.9.1. 0606LLEHHO MOAUMLMPOBAHHOE]

3.12 cpega (environment): BU3HEC-KOHTEKCT, PerynsTUBHbIV 1 TEXHO/TOTMYECKNIA KOHTEKCTbI, B KOTOPbIX
MCMonb3yeTcs NPUIOXKEHWe, BKIOYas BCe NMPOLECChl, MPOAYKTbl, MHGOPMALMI0 1 AeliCTBYIOLWNX CyObEKTOB,
3a/1e/iCTBOBaHHbIX B NMPUTOXEHUN.

3.13 xu3HeHHbIN uukn (life cycle): PasBuTne cuctemsl, NpoaykTa, ycnyru, npoekTa unv Apyrux maro-
TOBJ/IEHHbIX Ye/IOBEKOM 0OBEKTOB, HAYMHAA CO CTaAMN Pa3paboTKM KOHLEeNUuun 1 3akaHumBas npekpatieHnem
NpUMEHEHMSI.

(MCO/M3K 12207:2008, onpepeneHune 4.16]

3.14 mopenb xu3HeHHoro uukna (life cycle model): CTpykTypa npoueccoB u AeliCTBUIA, CBA3AHHbIX
C XXM3HEHHbIM LMK/IOM, OPraHu3yeMblX Ha CTagmsaXx, KOTOpble TakkKe C/yxaT B kauyecTBe obLieli ccbinku ans
yCTaHOBMIEeHNA CBA3el U B3ayMOMNOHYMaHNSA CTOPOH.

[MCO/M3K 12207:2008, onpegenexuve 4.17]

3.15 conposoxaeHune (maintenance): /lloboe M3MEHEHWE MPUNIOXKEHNS, OCYLLECTBNIEHHOE MOC/e ero
Bbinycka.

Mpumep — WcnpaBneHue owWnN60K, fo6aBNeHNEe PYHKLMOHAIbHbIX BO3MOXHOCT e, yyuleHne yHKLMO-
HUpoBaHUA, o6ecneunBaloL e yBEPEeHHOCTb B (DYHKLMOHANBLHOCT U NPUIOXKEHUS.

3.16 HopmaTuBHasa CTpykTypa opraHusaumnu; ONF (organization normative framework — ONF): BHy-
TPEHHAS CTPYKTypa BCeil opraHmsaumu, BkIOYatoLwas COBOKYNHOCTb HOPMATMBHbLIX NPOLLECCOB U 3/1EMEHTOB
6€e30MNacHOCTW NPUIOXEHWIA.

3.17 rpynna HOpMaTMBHOW CTPYKTYpbl opranunsayuu; rpynna ONF (ONF Committee): OpraHusaum-
OHHas Po/ib B HOPMAaTMBHOI CTPYKTYype opraHusaumu, oTeevatoLas 3a CONpPoOBOXAEHNE 1 CAHKLMOHUPOBaHWE
KOMMOHEHTOB, CBSA3aHHbIX C 6€30MacHOCTbI0 MPUITOXEHWIA.

3.18 onepaumnoHHasa cpega (operating environment): BHellHee OKpyXXeHue nporpaMmbl, KOTOpoe Cy-
LecTByeT WK npeanonaraeTcs BO BPEMS €€ BbIMOHEHUS.

(MCO/M3K 2382-7:2000. onpegeneHue 07.11.07]

3.19 npopykuusa (product): Pe3ynbTaT npouecca.

[MCO 9000:2005. onpegenexve 3.4.2]

3.20 6e3onacHoe npunoxeHue (secure application): MpunoxeHune, dakTnyecknii ypoBeHb A0BepPUS
KOTOPOro paBeH LieNeBOMY YPOBHIO JOBEPUSi, KOTOPbI onpeAensieTcs opraHusauueid, ncnonbsylowen npu-
NoXeHwe.

3.21 uenesoil ypoBeHb AoBepus (targeted level of trust): O603HaveHne N meTka COBOKYMHOCTW Mep
N CPeLCTB KOHTPONS U ynpaBneHns 6e30nacHOCTbIO NPUIOXEHWUA, COYTEHHBIX HEOGXOAUMbIMY BNagesnbLem
NPUNOXEHUS AN CHAXEHUS CBA3AHHOIO C KOHKPETHLIM NPUIOXKEHNEM pucka 4,0 AoNYyCTUMOro (M npuemse-
MOr0) YPOBHS Moc/e aHanunsa pucka 6e30nacHOCTV NPUIOXeEHNS.

3.22 nonb3osatenb (user): /MU0, NCNONb3YIOLLLEE WX IKCMNyaTUpYyloLLee YTo-TO.

[KpaTkuit okcdhopAckuii cnoBapb aHrIMIRCKOro A3blka)

MpumevyaHune — AOnAa u,eneﬁ HacToduero ctaHgapTta TepMUH «NoJ1ib30BaTe/Ib» 0603HavyaeT He TOIbKO KO-

HEYHOrO NO/IbL30BaTesIsi, HO TaKXE ONepaLnoHHbIE POSIM U PO/ CONPOBOXAEHMUSA, TAKME KaK CUCTEMHbIV aAMUHUCTPATOP 1
agMuHUCTpaTop 6a3 AaHHbIX.

3.23 Banunpaumusa (validation): MoaTeepxaeHve nocpencTBOM MNpeAcTaB/ieHNss 06bEKTUBHbLIX CBUAEe-
TeNbCTB TOro, YTO TpeboBaHWs, nNpefHasHauyeHHble 418 KOHKPETHOrO MCMOMb30BaHNA AW MPUMEHEHWs, Bbl-
MOJIHEHbI.

MpumeyvaHmnsa
1 TepMVH «BanuampoeaH» UCNosnb3yeTcs A58 0603HaYeHNS COOTBETCTBYHOLLEro cTartyca.
2 YcnoBwsi NPUMEHEHNSA MOTYT GblTb peasibHbIMU N CMOAETMPOBAHHbLIMU.

[MCO 9000:2005. onpepeneHue 3.8.5]
3 Ha a3blke HecneymnanucTa «Banugaumna» o3HavyaeT «[paBusIbHO /I NOCTPOEHO MPUIOXKEHNE?»

3.24 Bepudpukauua (verification): MoaTsepxaeHne NOCPeACTBOM NpeAcTaB/eHNss 06bEKTUBHBLIX CBU-
[eTenbCTB TOro, YTO YCTAHOB/IEHHbIE TPEe6OBaHNS Gbl/IN BbINOSHEHBI.
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MpumeuvaHunsn

1 TepMUH «BepunLMpPOBaH» UCNO/ML3YIOT ANA 0603HaYeHNA COOTBETCTBYIOWEro cTaTyca.

2 [leAaTeNbHOCTb N0 NOATBEPXAEHMIO TPE6OBaHNA MOXET BK/TOHYaTb B Ce651: OCYLLeCTB/IEHME a/lbTEPHATUBHbIX pac-
4YeTOB. CpaBHeHWe cneynduKaunum Ha HOBbIV NPOEKT C aHaNIOrMYHON AOKYMeHTaunel Ha anpobupoBaHHbIVi NPOEKT, Npo-
BeAeHVe NCNbITaHU 1 AeMOHCTPaUnii 1 aHann3 JOKYMEHTOB [0 MX BbiMycka.

[MCO 9000:2005. onpeneneHne 3.8.4]

3 Ha s3blke Hecneunanucra «Bepuukauns» o3HavaeT «KOPPEKTHO SN MOCTPOEHO NPUIOXKEHUE?»

4 CokpaweHuns

B HacTosLLeM cTaHaapTe NpUMeHEHbI crefytoLe cokpalleHus:

ANF  — application normative {HopmaTBHaa CTPYKTypa NPUIOXEHWI);

ASC  — application security control (mepa 1 cpefcTBO KOHTPOS U ynpaBneHns 6e30nacHOCTbIO Npu-
JNIOXEHWIA):

ASMP — application security management process (npoLecc MeHeAXMeHTa 6e30nacHOCTN NpuNoXxe-
HUIA);

COTS — commercial-off-the-shelf {roToBbIi kK ICNO/Ib30BaHNIO KOMMEPYECKNI NPOAYKT);

ONF — organization normative framework (HopmaTuBHas CTPyKTypa opraHusauuu);

XML  — extended markup language (paclimpsiemMblii A3blK pasmeTku);

WKT  — wHopmMauuoHHO-KOMMYHUKaLMoHHas TexHonorna (Information and Communication Tech-
nology — ICT);

CMWB — cuctema MeHemXMeHTa MHopMaLumoHHOW 6e3onacHoctu (Information Security Manage-

ment System — ISMS).

5 CtpykTtypa MCO/M3K 27034

MCO/M3K 27034 cocTouT 13 WwecTun yacTeir. Buactn 1 npeacrasneHbl 0630p 1 06LWwmne NoHATUSA. laHHOWA
YyacTu BMOJIHE AOCTATOYHO AN1S OLeHMBaHUs HeobxogmmocTtn peanunsauun NCO/M3IK 27034 B opraHusauuu,
a Takke ANs npeseHTauun n 0byyenus. Ana camoii xe peanusauyun MCO/M3IK 27034 paHHOl yacTn Hepno-
CTaTo4HO.

OpraHu3auuam, xenawowum npumensate MCO/M3K 27034, Heobxoammbl yacTu 2. 3 n 4. OHu copepxaT
noApo6HbIe onncaHnsi Bcex NpeAcTaBneHHbIX B gaHHon yactn MCO/M3IK 27034 noHATUIA.

MCO/M3K 27034-5 6yaet 0cCO6EHHO NOMe3eH opraHn3aLmsam, 3aMHTepecoBaHHbIM B NpYobpeTeHnn unm
pacnpocTpaHeHUn Mep ¥ CPeACTB KOHTPO/IA U yrnpaB/ieHUs 6e30MacHOCTbI0 NPUMIOXEHWIA, Tak Kak OH npenao-
CTaBnseT CTaHAAPTHYI0 CTPYKTYPY AaHHbIX U CTaHA4APTHbIA MPOTOKON A/ pacnpoCcTpaHeHns Mep U CpPeacTB
KOHTPONSA 1 ynpasneHuns. Hanpymep, KpynHasa opraHm3aumsa MoxeT ObiTb 3aMHTEpecoBaHa B aBTOMaTMyeckom
pacnpocTpaHeHnn u 06HOBIEHNN MeEP M CPEACTB KOHTPOS U yNpaBieHns A5 BCEX CBOUX NOApa3feneHuii.

MCO/M3K 27034-6 copepXxuT npyumepbl Mep U CPEACTB KOHTPONSA U ynpaBieHns 418 KOHKPeTHbIX Tpe-
60BaHMli 6e30NacHOCTV MPWIOXEHWI, 3Ta YyacTb OyAeT Mosie3Ha opraHv3auusm, XenawwyMm peanv3oBartb
MCO/M3K 27034. nnu opraHmsaumsim, KOTopble XOTAT paspaboTarb onpeaeneHHble Mepbl U CpeAcTBa KOHTPO-
NS 1 ynpas/fieHns 6e30NacHOCTbLI0 MPUTOXEHWIA.

CogepxaHue wectn yacteii MCO/M3K 27034:

YacTtb 1 — O630p 1 06WMO NOHATUSA

B uacTtu 1 npefctaBneH 0630p 6e30nacHOCTU NPUIOXKeEHWH. OHa 3HAKOMUT C onpeaeneHnsaMu, o6LMMM
NOHATUAMMU, NPUHLMNAMU U NpoLieccaMm, kacarwwmmmucsa obecneyeHns 6e30NacHOCTU NPUITOXEHNIA.

YacTb 2 — HopmaTtuBHas CTpyKTypa opraHusauuu

B uvactn 2 npepcTtaBneHo nogpobHoe onvcaHMe HOpMaTWBHON CTPYKTYpbl OpraHusauun, ee KoMmMo-
HEHTOB M MPOLECCOB MEHEMXMEHTA Ha YPOBHE opraHv3auun. B faHHON yacTu 06BACHAKTCA B3aMMOCBA3M
3TUX NPOLECCOB, CBSI3aHHbIE C HUMW MEpPONPUATUS U CNocobbl NoAAepXaHUs UMK Npouecca MeHemKMeEeH-
Ta 6e30nacHOCTV NMpWIoXeHWi. B gaHHOW 4YacTy onucbiBaeTCs, Kak opraHv3aumns Jo/hKHa peanv3oBbiBaTb
MCO/M3K 27034 n nHTerpmpoBartb ero co CBOUMM CyLL,eCTBYIOLUMN NpoLeccamm.

4
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YacTb 3— lMpouecc MmeHeaXMeHTa 6€30MacHOCTW NPUIOXEHNI

B yacTu 3 npeacTaBneHo nogpobHoe onncaHme NpoLeccoB, BOB/IEYEHHbIX B MPOEKT NPUIOXKEHUS; onpe-
AeneHve TpeboBaHWl 1 cpefbl MPUIOXEHWS, OLeHKa pucka 6e30nacHOCTU MPUMIOXEHWS, co3gaHne U nog-
JepXka HOPMaTUBHOM CTPYKTYpPbI NPUIOXEHUSA, peannsaunsa 1 BBefjeHne B AelicTBMe NPUIOXKeHNa u Bannga-
LA ero 6e30MnacHOCTY Ha MPOTSHKEHUW BCEro XXU3HEHHOrO Lukna. B gaHHOW YacTv 06bACHAITCS B3aMMOCBA3MN
3TUX NPOLECCOoB, MX (PYHKUMOHMPOBAHME M B3avMO3aBUCMMOCTU, a TakkKe BBEAEHUEe UMK 6e30nacHoOCTU B
NPOEKT NPUIOXEHNUS.

YacTb 4 — Banupauns 6e30nacHOCTW NPUNOXeHUA

B uactu 4 npegctasneHo yrnybneHHoe onvcaHve npouecca Banvaauuy 6e30nacHoOCTU MPUIOXKeHWA 1
npotecca ceptTudukaummn, N3mMepsiowero QakTmyecknini yposeHb f0BEPUS NPUIOKEHNUA U CPaBHUBAIOLLEro
€ro C LeneBbiM YPOBHEM A0OBEpPUSs, KOTOpPbI 3apaHee BbibnpaeTcs opraHm3auneit.

YacTb 5— CTpyKTypa AaHHbIX ynpaBieHns 6e30nacHOCTbI0 MPOTOKOMOB U NPUIOXEHUI

B uvactu 5 npepcrtasneHbl NpoTokonbl M XML-cxema Ans Mep U CpefcTB KOHTPOMA W ynpasneHus
6e3onacHocTbio npunoxenuii (ASC) Ha ocHoBe MCO/M3OK TY 15000 «Paclumpsemblii A3blk pasMeTkn ans
3N1EeKTPOHHOro 6usHeca (ebXML)». laHHas yacTb MOXET ObITb UCMO/Ib30BaHa A1 COAENCTBNS opraHM3auusam
B Ba/IMgaumm cTpykTypbl gaHHbiXx ASC 1 gpyrux komnoHeHToB NCO/M3K 27034. a Takke NS Nogaepxkn pac-
npocTpaHeHns. 06HOBEHUA 1 Ucnonb3oBaHnsa ASC.

YacTb 6 — PykoBoACTBO N0 6€30NacHOCTU A1 KOHKPETHbIX NPUI0XEHW

B uactn 6 npeactasneHbl npumepbl ASC. NPUCNOCO6/1EeHHbIX K KOHKPETHbIM TpeboBaHnAM 6e30nacHo-
CTV NPWUIOXKEHWIA.

6 BBepeHne B 6€30MaCHOCTb NPUTOXEHWU

6.1 O6was nHdopmayms

O6ecneyeHne 6e30MaCHOCTV MPUNOXEHU — 3TO MPOLLECC NMPUMEHEHUS MEp U CPEACTB KOHTPOSS M
ynpaBneHus U U3MePeHWii K NPUIOXKEHNUSIM OpraH13aLum ¢ Liefibio OCYLLLeCTBIEHNSI MeHEKMEHTA pUcka, BO3-
HUKalOLLero B pesysbTare UxX UCMosib30BaHus.

Mepbl 1 CpeficTBa KOHTPO/IS U YNPaB/eHNs U U3MEPEHUSI MOTYT MPUMEHSITLCS K CamMOoMy NPUIOKEHNIO
(ero npoueccam, KOMMNOHEHTaM, NPOrpaMMHbLIM CPeACcTBaM W pesynbTaram), ero AaHHbIM (KOH(UrypawumoH-
HbIM [aHHbIM, A@HHbLIM NOMb30BaTeNel, AaHHbLIM OpraHu3aunmM) 1 Ko BCE TeXHO/OorM, npoueccam u aei-
CTBYIOLLMM Cy6bEKTaM, BOB/IEYEHHBIM B XWU3HEHHbIA LKA NPUNOXEHNS.

6.2 Be3onacHOCTb NPUMOXEHNIH B CpPaBHEHNM C 6e30MaCHOCTLI0 MPOrpamMMHbIX CPEACTB

MpunoxeHne — 370 pelleHne B obnactn UT. Bkavatowee nporpammHoe cpeactBo (cM. 3.3). Takum
06pa3om, 6e30NacHOCTb NMPUIOXKEHUIA SiBNsAeTCA 60see LWNPOKMM NOHATUEM, OXBaTbiBaOWUM 6e30MacHOCTb
nporpamMmmHbIX CPeACTB.

6.3 Cdhepa geictBna 6e30MaCHOCTM NPUNOXEHWNT

6.3.1 O6wue ceBepeHuns

Be3onacHocTb NpunoxeHuii obecneunBaeT 3alinTy KPUTUUECKNUX JaHHbIX, BbIYACIAEMbIX, UCMNOMb3ye-
MbIX. XPaHUMbIX U MepefaBaeMbIX MPUIOXEHNEM, Kak TpebyeTcs opraHmsauun. 3Ta 3awmTa obecneumsaeT
YBEPEHHOCTb He TOJIbKO B JOCTYMHOCTU, LLe/I0OCTHOCTU U KOHPUAEHUNASTBHOCTYN faHHbIX, HO TaKkKe B HeoTKasy-
eMOCTN ¥ ayTeHTUUKaLMmn nonb3oBaTenei, UMeLMX K HUM 0CTyn. KpUTUYHOCTb faHHbIX U UHbIX aKTVBOB
JO/MKHa onpeaenaTbCcs opraHu3almeli NocpefcTBOM NpoLiecca OLEeHKM pucka 6e3onacHocTu.

Hyxgatouimecs B 3alute KpUTUYeCKMe AaHHble Takke MOryT npeAcTaBniaTb CO60 UCXOAHbIN KOA Npu-
NOXEHUS. ABOUYHBINA KOA U UCMONHAEMbIV Ko,

Ha pucyHke 2 nokasaHo rpacdhuyeckoe npefcrabneHne cdepb! feiicTBUA 6e30NacHOCTU NPUMNOXEHW B
BuAe 061acTu, orpaHUYeHHON MYHKTUPHBIMU JIMHUSMU.

3T0 npefcTaB/ieHne He 03HaYaeT, YTO BCE 3/IEMEHTLI B MOKa3aHHOM Bbllle cihepe AelicTBUSA ABNAOTCA
4acTblo NPUIOXKEHUSA, & TOBOPUT O TOM, YTO BCE 3TV 3M1EMEHTbI TPebyIoT 3alnTbl ANA o6ecneyeHns 6esonac-
HOCTW mpunoxeHus. Takum obpasom, cdepa feiicTBua 6e30nacHOCTU NPUIOXeHUs ABnseTcs 6onee WMpo-
KOI. yeM cdpepa AelicTBMA camoro npunoxexuns. MpueefeHHan HUxXe Tabnnua UNAKCTpUpyeT aTo OT/InYme.
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BU13Hec-KOHTeKCT PerynsTvBHbIi KOHTEKCT
MPOLECChI XMN3HEHHOTO LMK/IA NMPUIOXKEHN MpoLuecchbl, CBsi3aHHble C NPUTOXEHUSIMN
TeXHOMOrMYOCX NI KOHTEKCT CrieundukaumMm npuioxeHui
MpuKnagHble AaHHble [laHHble opraHu3auumn 1 nonb3osaresei

Posiv 1 nonHomouns

CdhepageicTBna ~30r*acnocTUNpUNOXeHUN

PucyHok 2 — Ccpepa aeinctemsi 6e30MacHOCTU NPUNOXEHN

Ta6nunuya 1— Cdepa gelicTBUSA NPUNOXKEHUI B CpaBHEHUM €O cdhepoii AecTBMA 6e30MacHOCTU NPUNOXEHWN

SnevenT! ° C%‘T/&Zﬁiﬁ‘;ﬁ”ﬂ Gesangj:izzimﬂﬁza;?)VreHmﬁ
[aHHble opraHn3auunm n nonb3osarenein (6.3.9) .
MpuknagHble AaHHble (6.3.8) . .
Ponn n nonHomouus (6.3.10) . .
Cneuyundukaunn npunoxexuii (6.3.7) . .
TexHonornyeckunii KOHTeKCT (6.3.6) .
Mpouecchkl, cBA3aHHbIe ¢ NpuaoxeHnamu (6.3.5) .
Mpouecchl XM3HEHHOTO UMKIa NPUAOXEHN (6.3.4) .
BusHec-koHTeKCT (6.3.2) B
PerynatuBHbIli KOHTeKCT (6.3.3) .

MpuBeaEeHHbIE HNXKE AaHHble U NPOLECCHI HAX0AATCS B chepe AelCTBUS 6e30MacHOCTU NMPUIOXKEHUIA 1
[OJKHbI ObITb 3alLUMLLEHbI.

6.3.2 BuU3HeC-KOHTEKCT

K 61M3HeC-KOHTEKCTY OTHOCATCS BCE CBA3aHHble C GBU3HECOM Nyylune NpakTuyeckne npuemsl, npegnuca-
HMSA 1 OrpaHMYeHus], BbiTekawLwue n3 cpepbl GU3HECA opraHM3aLmn.

6.3.3 PerynsiTuBHbIli KOHTEKCT

K perynaTvBHOMY KOHTEKCTY OTHOCATCS BCO 3aKOHbl, NpeAnucaHus n obume npasnna, BbiTekawLle m3
MecTa BefeHVs GusHeca Win IPUCAVKUNN, KOTOPble BANAIOT Ha (DYHKLMOHA/IbHbIE BO3MOXHOCTU MPUNoXe-
HMS UKW UCMOJIb30BaHME Ero AaHHbIX (HanpuMmep, pUCKM B pesysibTaTe pasniuyuusi HalMoHaslbHbIX 3aKOHOB B
cTpaHax, rge 6yfeT Ucnosib30BaTbCs OAHO U TO Xe NPUIIOXKEHME).

6.3.4 lMpouecchl XM3HEHHOTO LKA NPUIOXEHNN

HonxHa obecneunBaTtbCsi 3aliUTa BCEX HEOOGXOAMMBIX UMM CYLLECTBYHOLMX MPOLLECCOB OpraHusaLum,
BOBJIEYEHHbIX B XXU3HEHHbIV LMK NPUNOXEHUIA, TaKUX Kak:

a) npouecchl 0b6yyeHus, ayamTta u atrectauuu;

b) npouecchl peanusauun (paspaboTka, MeHeLXMEHT NPOEKTOB, CONPOBOXAEHWE, KOHTPO/b BEPCUA,
TECTUPOBAHUE U T. A.):

C) onepauuoHHble NPOLECChI.
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6.3.5 lMpouecchl, CBA3aHHbIE C NPUMIOXKEHUAMMN

JomkHa obecneunBaTtbCa 3aliMTa BCEX HEOOXOAMMbIX UM CYLLECTBYIOLWMX NPOLECCOB OpraHusaLmu,
3arparmBaeMbIX BaXHbIMU crieundrKaumaMn v KpUTUHECKUMI AaHHBIMU NPUIOXEHWUIA, TaKUX Kak:

a) mpouecchl NCNOb30BaHWA U MEHEOXKMEHTA,;

b) MpoLecchbl CONPOBOXAEHUS Y PE3EPBHONO KOMMPOBAHUS;

C) mpouecchl pacnpocTpaHeHns 1 pa3BepTbiBaHNS;

d) npouecchbl, Ha KOTOpble BAMSAIOT NPUIOKEHNA N KOTOPble TPEBYIOTCA NPUIOXKEHUSIM.

6.3.6 TeXHONOrn4yecknii KOHTEKCT

JonmkHa obecneumBaTtbCsa 3aliuTa BCEX NMPOAYKTOB UM TEXHOIOTMYECKMX KOMMOHEHTOB, MOAAEPXMBaAt0-
LMX BaXKHblE crieundukaumm nam KpuTudeckne AaHHble, Takux Kak:

a) TepMuHasbl, CETV 1N UHbIe pa3peLleHHble nepudepuiiiblie yCTPOACTBa,;

b) onepauvoHHas cucTema, KoHUrypaums n cepBuchl;

C) paspelleHHble KaHaslbl CBA3WU 1 NopThl;

d) COTS v nHble NPOAYKThI, TakMe Kak CMCTeMbl ynpasneHus 6asamu gaHHbix (CYB/[), ncnonb3yemble
NPUIOXEHUAMU, N X TEXHONOIMYecKas MHppacTpykTypa,;

e) mMogudukauma 1 UHble NPOLLECChl, CBA3AHHbIE C TEXHOMIOTMYECKNM KOHTEKCTOM;

f) NpoAayKTbl, Ha KOTOPbIE OKa3bIBAIOT BAMSIHUE NPUIOXEHWNS UM KOTOPbIE NCMO/b3YIOTCA MPUIOXKEHUAMM.

6.3.7 Cneyundmkaymm npuaoxeHui

JonmxHa obecneumBaTtbcsa 3aluta 0T HEeCaHKLMOHMPOBAHHON Moaudukaummn Bcex cneumdmkaymin npu-
NOXEHWUIA. TaknX Kak:

a) cneuudpmkaumm annapaTHbIX CPeACTB;

b) cneundurkaumm 6e3onacHoCcTy;

C) (OYHKLMOHasIbHbIE BO3MOXHOCTW MPUIOXEHWIA;

d) cneuudmkaumym TepMmuHana KaneHTa;

e) cneuudmkaLmy onepaunoHHOro otaena.

6.3.8 MNpuknagHble gaHHble

JomkHa obecneunBaTbCs 3aliUTa BCel KPUTMYECKOW MHAopMaLuy NPUIoXEHWA, Takol Kak.

a) KOH(pMrypaumoHHble AaHHble NPUIOXEHWIA;

b) ABOWYHbIA KO, NPUTOXEHNIA;

C) WCXOZHbIA KOA NPWUIOXEHWIA;

d) KOMMNOHEHTbI NPUNOXEHW N BubanoTek:

B) AOKYMEHTaLUs BaXHENLLINX KOMNOHEHTOB U (DYHKLMOHANbHbIX BO3MOXHOCTEW MPUIOXEHWIA.

6.3.9 [laHHble opraHu3auuun n nonb3oBaTenei

[omkHa obecneunBaTtbCs 3alimMTa BCE KpUTUYECKON MHhopMaL MK, Kacatoweincs opraHmsauum u nosb-
30BaTenei. Takoi Kak:

a) cepTudmkarthl;

b) cekpeTHble Kouw;

C) HeobxoAMMble ANA LeneBol 3ajaun faHHbIE;

d) nepcoHanbHble faHHbIE;

€) nosnb3oBartesibCkne AaHHble KOHdUrypauum.

6.3.10 Ponn n nonHomouunsa

JomkHa 6bITb 06ecneveHa 3awuTa Beeli KpMTUYeckol MHchopmaL M No ynpasieHuio naeHtTudukaumei
1 MOSIHOMOYMSAMM, TaKoW Kak;

a) [aHHble No ynpaBneHuo naeHTudmrkauneit;

b) MAEHTUNKALNOHHbIE N ayTEHTU(MKALNOHHBIE AaHHbIE;

C) faHHble aBTopU3aLuu.

6.4 TpeboBaHusa 6e30NacCHOCTN MPUMOXKEHWNI

6.4.1 WcTo4YHUKM TpebOBaHNN 6Ge30MacHOCTM NPUTOXEHWUIA

CornacHo WCO/M3K 27005. TpeboBaHuss 6e30MacHOCTV MPUIOXKEHUI WAEHTUULMPYIOTCS nocpes-
CTBOM OLLEHKM pucka U 06paboTKM pucka U AUKTYIOTCA Takumy hakTopamu, kak cneuudmkalmm npunoXxeHui,
Lenesas cpega NpuUIoXeHun (6U3HEC-KOHTEKCT, PerynsiTUBHBIA U TEXHONOMMYECKNA KOHTEKCTbI), KpUTUYEeckne
[aHHble 1 BbIGOP, KOTOPbLIA AonaeT Bnagenewy NpuioKeHui.

®PyHKUMOHaNbHbIE TpeboBaHNs 6e30MacHOCTU AUKTYIOT, Kakue yHKLMOHaNbHble BO3MOXHOCTM 6e30-
nacHocTu 6yayT peann3oBaHbl B NPUNOXeHUn. HedyHKUOHaNbHble TpeboBaHns 6e30nMacHOCTW HanpaseHbl
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Ha kayecTBO 6€30MacHOCTN, KOTOPOE A0/MKHO NPOSIBNATL NPUIOXeHWe. Bce 3T Mepbl 1 cpeAcTBa KOHTPONSA
1 ynpaBneHnst AO/KHbI GbITb NMOJTHOCTHI0 ONPeAeNeHbl U YTBEPXAEHbI OpraHu3aumneii.

6.4.2 Pa3pa6oTka Tpeb6oBaHuWii 6€30MacHOCTY MPUIOXEHWNIA

PaspaboTka TpeboBaHWiA MPUNOXEHNIA — 3TO NpoLEecc, OXBaTbiBalOLWMIA C60p, aHaNM3 1 onpeaeneHne
TpeboBaHuit ANsA npunoxeHuii. OH AOHKEH GbITb 4OMNOJTHEH OLLEHKOM pUCKa C Liefbio BK/IIOUYEHUS TpeboBaHuii
6e3onacHocTu.

Kak v B cnyyae nto6bix Tpe60BaHWiA, OLeHKa pucka f0/MKHA BKIOYATh MOCTOSAHHOE U crucTeMaTnyeckoe
1cnosib3oBaHue npoueayp, obecneymBarLLMx YBEPEHHOCTb B TOM. YTO MOJIy4YEHHAsA COBOKYNHOCTb TpeboBa-
HWI1 IBNSi€TCS MOJIHON, NOc/eA0BaTe IbHOW, Terko MOHUMAaeMOl U aHaNIM3MpyemMoii BiagesbLeM MpUnoXeHni.
Tpeb6oBaHWs U UX BbIMOSIHEHME TaKKe JO/KHbI ObITb N3MEPUMbIMU.

6.4.3 CuctemMa MeHe[)XMeHTa nHhopmMaLnoHHOW 6e3onacHoCTu

6.4.3.1 CMWB opraHusaLmm

Bca uHdhopmauumsa, KoTopylo nogaepxuaeT n obpabaTbiBaeT opraHu3auns, noABepraeTcs pUckKy OLun-
6OK. XMLLEHUS, NoXapa, 3aTOM/IEHNS U T. ., @ TakKe ONaCHOCTSIM, CBA3aHHbIM C UCMO/Mb3yeMOi TEXHOOTME.
TepMyH «MHhbopMauroHHas 6e30MacHOCTb» OCHOBbLIBAETCS Ha MHCOPMaLUK Kak Ha akTuBe, MelLwWwem npu-
CBOEHHOE 3HaueHue ¥ TpebylemM cooTBETCTBYLLEN 3awmnTbl. CornacHo MCO/M3K 27000, CMUB npeg-
cTaBnsieT MoAenb ANS CO34aHWs, BHeApeHUs, (DYHKLMOHWPOBAHUS, MOHUTOPWHIA, aHanusa, NoaaepXku un
ynyylweHus 3alinTbl UHPOPMAaLMOHHBIX aKTUBOB OpraHusauuu Ha OCHOBe nogxofa K puckam 6usHeca. 3a-
LWMTa MHGOPMALMOHHBIX aKTUBOB OpraHm3auuy Ao/mkHa 6biTb OPUEHTMPOBAHA Ha CBA3AHHbLIE C HAMWU PUCKM 1
NPUHSATbIE BU3HECOM YPOBHM pUCKa.

OTOT MEHEe)XXMEHT pPVCKOB OCHOBbIBaETCHA Ha MH(DOPMAaLMOHHOM 6e30NacHOCTM 1 o0XBaTbiBaeT BCE BUAbI
PYCKOB, CBSI3aHHbIX CO BCEMW BUAaMu MHhopmMaLumm, Ucnosiblyemoli opraHusaumei.

6.4.3.2 Be3onacHoCTb NpUIOXeHU B KoHTekcTe CMUB

BesonacHocTb npunoxeHuii nogaepxvsaet uennm CMUB B MacwTabax opraHu3auum, obecneyvsas Mo-
[enb co3faHus, peannsauuuy, akcnayatauuu, MOHUTOPWHIA, NMPOBEPKM, NOAAEPXKA U COBEpPLUEHCTBOBAHUSA
3aLMTbl MHPOPMALMOHHbIX aKTMBOB OpraHn3aLmu, CBA3aHHbIX C NPUIoXKeHUsIMU. BesonacHoCTb NPUIOXEHW
[O/MKkHa obecneyvBaTb afeKkBaTHble Mepbl U CPeACTBa KOHTPONS W ynpaB/ieHusl, a Takke CBUAETesNbCTBa,
noATBEPXAAOLME PYKOBOAUTENAM OpraHv3aLn ocyLLecTB/eHNE afeKBaTHOTO MeHeMKMeHTa PUCKOB, CBSI-
3aHHbIX C NCMNOJ/Ib30BAHNEM MPUOXKEHWIA.

CMWB obycnaBnmBaeT 6€30NacHOCTb NPUIOXKEHWIA, 0becrneynBas YBEPEHHOCTb B OCYLLECTB/IEHUN Me-
He)KMeHTa BCeX PUCKOB, CBA3aHHbIX C MHhopMaumeli opraHu3auuv, BKIYas MHGOPMaLMio, KoTopas [0-
CTynHa NpuaoXeHnsam. Mepbl 1 cpefcTBa KOHTPO/IA U ynpaBfeHnsi, HasHavyaemble CMIUB. pacnpocTpaHsitoTcs
Ha YpOBEHb NPUTOXEHWA.

6.5 Puck

6.5.1 Puck 6e3o0nacHOCTM NPUIOXEHN

Pnck 6e30nacHOCTU NPUIOXEHN — 3TO PUCK, KOTOPOMY NOJBEpPralTcs opraHnsaLnnn Npy cnob3osa-
HVUN KOHKPETHOro NPUI0XEHNS.

Pnck 6e30nacHOCTV NPUAOXEHNI BO3HMKAET NPU HaIMYUK:

a) Yrpos, Hanpas/ieHHbIX Ha MH(OpPMaLMIO, KOTOpas AOCTYMHA MPUIOXEHUSM:

b) ya3BuMMOCTEl;

C) B/IMSIHNA YCMELIHOTO UCNO/b30BaHUS YA3BMMOCTEN yrposamu.

[eaTenbHOCTb MO uageHTUMKaunm, OTCAEXMBaHNIO, XPaHEHNIO NHAIOPMAaL MK, U3MEPEHNI0 1 coobLue-
HUI0 O pUCKax NPUIOXEHWI kpaiiHe BaxHa. TpeboBaHWs 6€30MacHOCTM NPUIOKEHUIA 1 NpeAHa3HayYeHHble
ONA HUX Mepbl 1 CPefcTBa KOHTPONA U YNpaBieHnUa ABAAIOTCA peakuuei Ha aToT puck. MNpouecc oueHkn pu-
cka 6e30MacHOCTV NPWIOXEHWI SBNSETCA HEOOX04MMbIM, NOTOMY YTO PUCK MEHSIETCA C TEYEHNEM BPEMEHH,
npuBoAA K HEOH6XOAMMOCTI NOCTOAHHOW W NocneAoBaTeNbHON NAEHTUUKALMN 1 XpaHeHUs nHdopmalum o
pvcke.

6.5.2 YA3BMMOCTW NPUNOXEHUNN

YA3BUMOCTU SABNAIOTCA Pe3yNbTaToOM Ha/IMuns HeafeKBaTHbIX Mep U CPeACTB KOHTPO/A U ynpasneHus
WX UX OTCYTCTBUA. HealekBaTHO KOHTPOIpYEeMble YA3BUMOCTU B pe3ysibTare NpUBOAAT K HENnpuemsieMomy
PUCKY NMPUNOXEHNIA.

YA3BMMOCTU NPOUCTEKAIOT OT:

a) AelcTBYOWMX CyOBEKTOB, Taknx Kak MporpaMMuCTbl, CO3faroLiye M10XMo Nporpammsbl, Nosb30Ba-
Tenw, genawoowme ownbKM NpU MCNONb30BaHUM NPOrPaMMHOro obecneyeHunsl, TeXHUYeCckue cneumanunucTbl n
pa3paboTumnku, fenatwLine ownbkn B npoLecce NoafepXKN NPUIOXEHUS;
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b) nNpoueccos, TakMx Kak HeafekBaTHble NpPoLeAypbl TECTUPOBAHWSA, M/IOX0N MEHEMKMEHT MPOEKTOB,
HegocTatoyHoe BHUMaHMe K 6e30MacHOCT B TeYeHWe MNPOLLeCCOB XU3HEHHOrO LWKNa, HenpeaBuaeHHoe
B3aMMOJeincTere Mexay NpuaoKeHUamu, nosb3oBaTenis MM U onepaTopamu, HeadekBaTHble Mpouecchbl me-
HeKMEHTa U3MEHEHUIA:

C) TEXHOMOMMYECKOro KOHTEeKCTa, TaKoro Kak naoxo BbiopaHHasa TexHonornyeckas nHpacTpyktypa nim
NPOAYKTbI:

d) ocobeHHOCTel, TakMx Kak HeaflekBaTHOe NPOEKTMPOBaHWE, YA3BMMOCTMW, OBYCNOB/IEHHbIE B3aMMO-
[eicTBMAMU B cMCTEME WK OLInbBKamy B MHTepdheiicax KOMNOHEHTOB.

6.5.3 Yrpo3bl npunoxeHnam

Yrpo3a HeceT B ce6e BO3MOXHOCTb NMPUYNHEHUS ylepba KpUTUYecKoil nHhopmMaLmmn B cchepe feiicTeust
NPUIOKEHNA N COOTBETCTBEHHO CamMoii opraHmsaLnn. Yrpo3bl NpoucTekaT ns:

a) cpefbl NPUIOXEHWA: PerynsaTUBHOTO KOHTEKCTa, BU3HEeC-KOHTEKCTa N TEXHO/IOTMYEeCKOro KOHTeKeTa:

b) AENCTBYHOLWNX CYOHEKTOB.

6.5.4 BnnsaHne npuaoxeHui

BnuaHne onpegenseTcs pacxofaMu, MOHECEeHHbIMU opraHusaunein B pesynbTaTe HapylleHus AoCTyn-
HOCTW. LLeNIOCTHOCTW WK KOH(OMAEHLMATBHOCTU KPUTUYECKMX AaHHbBIX MPUIOXKEHWNIA.

6.5.5 MeHefXMeHT pucka

MeHeXMEHT pucka NpUIoXKeHUiA — 3TO NpoLecc NoAAepXKaHns pMckoB 6e30NacHOCTN NPUIOXEHUIA Ha
[ONYCTUMbIX YPOBHSIX. JTO AOCTUraeTca nytemM o6paboTkm pUCKoB 6€30MacHOCTV NPUIOXKEHWUIA, COUYTEHHbIX
HenpuemsiembiMu1, NOCPEACTBOM MPUMEHEHNS K HAM Mep 1 CPeACTB KOHTPOAS U yNpaBieHus.

MeHemKMEHT pucka npefcTaBnseT co6Oi KIUEeBYD KOHLEMUUI0 B MHDOPMAaLMOHHOW 6€30MacHOCTy.
CornacHo NCO/M3K 27005, «npouecc MeHepKMeHTa pucka MHGOPMaLMOHHOW 6e30MacHOCTU MOXeT
NPUMEHATbLCA K OopraHusauuv B Lenom; 6ol 0TAeNnbHOW YacTw opraHusauum (Hanpumep, oTgeny,
dm3nyeckor nnowagke, ycnyre), no6oi MHOOPMAaLMOHHON CUCTEME, CyLLeCTBYHOLMM, MAaHupyeMbIM
WUAN KOHKPETHbIM acnekram Mep W CPeAcTB KOHTPONA W ynpasieHus (Hanpumep, nAaHUpOBaHUIO
HenpepbIBHOCT U G13HEeca)».

MpeacTtaBneHHblin B UICO/M3K 27005 npouecc MeHeAXMeHTa pucka MHopMaLuoHHOo 6e3onacHoCTy
COCTOWT M3 YCTAHOB/IEHNSA KOHTEKCTA, OLeHKV pucka, 06paboTkun pucka, NPUHATAA pUcka, KOMMYHUKaLWUN pu-
CKa, MOHUTOPUHIa U NepecMoTpa pucka.

Mpouecc MeHeLXMeHTa pucka 6e30NacHOCTU NPUMIOXEHWIA AOKEH UCMONb30BaTb TakNe Xe 3N1eMEHThI
c 6onee ToYHOW geTanun3auueil u cpepoin 4eincTBNSA, yCTAHOBIEHHOW A5 YPOBHS NMPUOXKEHNIA.

6.6 Pacxoabl Ha 6e30MacHOCTb

Pacxofibl opraHvsauum Ha peanusauuio, Noaaepxky 1 NpoBepky Mep W CpeAcTB KOHTPONS U ynpasne-
HUS1 6€30MaCHOCTbI0 JO/MKHBI MUHUMU3MPOBATLCA [0 fOMNYCTUMOrO (U1 MPUEMIEMOrO) YPOBHS Noc/e Haj-
JIeXaLLero pacCMOTPEHUSI PUCKOB M COOTBETCTBYIOLLETO B/UAHWSI UCTIOIb30BAHUSI MPUIOXEHWIA. Pacxogpl Ha
6€30MacHOCTb A0/HKHbI YUUTLIBATL NOTEHLMUASILHOE B/IUSIHWE YIPO3 U YSI3BUMOCTEN.

6.7 Llenesas cpepa

LieneBasi cpefa COCTOWT 13 BU3HEC-KOHTEKCTA, PEryasiTMBHOTO M TEXHOJ/IOTMUYECKOTO KOHTEKCTOB, B KO-
TOpbIX OpraHusauus 6yaeT UCNob30BaTh NPUIOXEHUE. Bce yrposbl, KOTOpblE MOTYT NPUUYUHUTL Yllep6 npu-
JIOXEHUWI0, MPOUCTEKAT M3 3TOW cpefbl. Mo 3TOW NPUUYMHE B Hayane NPOeKTa MPUIOXEHUS CrneayeT YeTko
onpefenuTh LENeByo cpeay NpUIoXeHus.

[nsi ycnewHoro n 6e30MacHoro UCnosib30BaHUsi MPUIOXKEHNS1 HEOGXO0AMMO COOTBETCTBME TEXHOMOMUYe-
CKOTo KOHTEKCTa OpraHusauum Tpe6oBaHusIM LieneBoli cpeapl NpUNoXeHns. Korga npunoxeHne peannsyeTcs,
TEXHO/I0rMYeCKUii KOHTEKCT OpraHM3aLum MOXeT NoTpe6oBaTh HOBbLIX NPOAYKTOB M annapaTHbIX CPeACTB, KO-
TOpble MOTYT BAUATL HA 6€30MacHOCTb APYrUX NPUIOXKeHUiA U pUCKM 6e30MacHOCTY OpraHu3auuu.

MOCKOMbKY PUCKW OpraHv3aLum, UCrosb3yoLieli NPUIoXeHNsl, NPOMCTEKAIOT M3 LieNIeBOli cpeabl Npuo-
XEHUSA, TO fOMKHbI GbITh ONpeAeeHbl HOBble TPEGOBaHUS GE30MACHOCTU NPUTOXKEHUIA ANA yYeTa 3TUX HOBbIX
PUCKOB 1 BbIGOpa Mep U CPEACTB KOHTPONS W YNpaBNeHUs, yMEHbLAOLWMX 3TM PUCKM [0 A0NYCTUMOro (Miu
NpMeMIEMOr0) YPOBHS. STU MEpPbI U CPEACTBa KOHTPO/S 1 ynpaBneHusi 6e30NacHOCTbI0 MOTYT 6biTb BBEAEHbI
B NPOLLECCHI XXMU3HEHHOTO LKA NPUIOXKEHWI (Hanpumep, B MpoLecc NPMoGPETEHNS N B MPOLECC CHATUS C
aKcnyaTaumm), [o6aBeHbl K UCXOLHOMY KOAY NPUAOXKEHUS U UHTErpUpPOBaHbl Kya-nmbo elle B XU3HEH-
HOM LyKNe npunoxexus (cM. 8.3.4), koraa aTo 6yaeT HE06X0AMMO OpraHu3aLmm.
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6.8 Mepbl 1 cpeAcTBa KOHTPONA M yNpaB/ieHna n ux uenu

B cootBeTcTBUMU ¢ NICO/M3K 27001 ANns BbINO/HEHWSA TpebOBaHWiA, onpefeneHHbIX NpoLeccamMmmn OLeHKN
1 06paboTKM pucka, AOMKHbI ObiTb BblGpaHbl 1 peann3oBaHbl Mepbl ¥ CPeACTBa KOHTPOA W yNpaB/ieHnus 1
ux uenu. B cchepe 6e30nacHOCTM NPUIOXKEHUI NPOLECC OLEHKN pUCKa yCTaHaB/IMBAET LM Mep U CPeLCcTB
KOHTPONS 1 yNpaB/fieHns cornacHo TpeboBaHusM 6e30NacHOCTY NMPUIOXKEHUIA.

7 O6uwwe npouyeccbl NCO/M3BK 27034

7.1 KOMMNOHEHTbI, NpOLUECCHl U CTPYKTYPbI

NCO/M3K 27034 npegocTaBnsieT KOMMOHEHTbI, NPOLECChl U CTPYKTYPbl, HE06X0AMMbIE OpraHn3aunsam B
npuo6peTeHnm, peannsalnm n UCNoNb30BaHUN HALEXHbIX NPUNOXEHWUI C 4ONYCTUMbIMU (MM NPUEMIEMbIMU)
pacxofamMu Ha 6e3onacHOCTb. Bonee TOro, 3T KOMMOHEHTbI, NPOLLECChI U CTPYKTYpbl o6ecneymBaloT noj-
Jalolinecs nposepke CBUAETENbCTBA TOTO, YTO NPUIOXKEHWS AOCTUIN WU NOALEPXMBAIOT LENeBoil ypoBeHb
fosepus.

Bce KOMMNOHEHTbI, NPOLLECChI U CTPYKTYPbI ABASIOTCA YacTbio 4BYX 06LLMX NPOLLECCoB, B3aNMOCBA3b KO-
TOPbIX NOKa3aHa Ha puUCyHKe 3:

a) npouecca meHempxkmeHTa ONF;

b) mpouecca MeHegXMeHTa 6e3onacHoCTU npunoxeHuin (ASMP).

OTu ABa npouecca UCNob3yTCA B OpraHn3aunn Ha pasHbIX YPOBHAX U B pa3IMUYHbIX BPEMEHHbIX pam-
Kax u umetoT pasHble cchepbl gelicTBus. MNpouecc meHemxkMmeHTa ONF npeacTasnsieT co60i NOCTOSAHHBIA NPO-
Llecc Ha ypoBHe opranusaummn, a ASMP ncnonb3yeTcs 415 OCYLeCTBeHNA MeHekKMeHTa 6e30NacHOCTUN KOH-
KPeTHbIX NPOEKTOB MPUIOXEHWIA.

7.2 Mpouecc meHemxmeHTa ONF

MpoueccmeHeHKMeHTaOMP fo/mKeHNCNoNb30BaTbCAANAMEHEJKMEHTACBA3aHHbIXCH6€30NacHOCTbIO
npunoxexnin acnektos ONF {cm. 8.1). ONF BKk/to4YaeT Bce MpoLecchl, BOBMIeYEHHblE B 6€30NacHOCTb Npu-
NOXEHWI. a Takke NpeAnucaHns, 3akoHbl, Ny4ylume npakTuyeckme NpMeMbl, Poan U 06583aHHOCTW, NPUHATbIE
opraHusauuein. OHa onpefenseT BCe BUAbl KOHTEKCTa OpraHvu3auun 1 ABASETCA YHWUKa/bHOW CCbIKOW AN
6€30nNacHOCTN NPUIOXKEHWI B OpraHn3auum.

MpumeuvaHne 1 — OpraHusaunsa 06bIYHO UCMO/b3yeT CBOK HOPMAaTUBHYIO CTPYKTYPY ANA APYTUX Uenen,
BbIXOASLWMNX 3a Npeaenbl o6n1actv npumeHeHns MCO/MIK 27034. y Hee 06bIYHO eCTb ONpeAeeHHble NPoLecchl A48 ocy-
uecTBNeHNA MeHemxMmeHTa. Takum o6paszom. ONF u npouecc ee MeHeg)XMeHTa, co3faHHble ans uenen NCO/M3K 27034,
AABNSAKOTCA MOAMHOXECTBOM cyliecTBytoweit ONF 1 cBsi3aHHbIX C HEll NPOLEeccoB.

Mpouecchbl, cBA3aHHbIe ¢ 6e30NacHOCTbI0 NPUMIOXEHWA, AO/MKHBI 6bITb YacTbio ONF.

Haf3op 1 OTBETCTBEHHOCTb 3a NOAAEPXKY U YTBEPXAEHUE CBA3AHHbIX C 6€30MaCHOCTLI0 NPUIOXKEHUIA
koMnoHeHToB ONF [0/KHbI OCYLLECTBASATLCS OpraHM3alMOoHHON posibio, HasbiBaemoil B MICO/M3K 27034
«rpynnoii ONF».

NMpumeyaHune 2 — Tlpouecc meHegxmeHTa ONF 1 ero KOMMNOHEHTbI 1 NoAnpouecchl 60ee aeTanbHO Npes-
cTaBneHbl B 8.1.3.2. a Takke B MCO/M3K 27034-2.

7.3 TMpouecc meHegXMeHTa 6€30NacHOCTM NPUIOXEHNIA

7.3.1 O6uwue cBeaeHus

Mpouecc MeHeLXMeHTa 6€30MacHOCTW NPUMOXEHUA — CYMMapHbI NPOLEecc OCyLLecTBNEHUsI MeHea-
XMeHTa 6e30MacHOCTU A/ KaXA0ro MCNosib3yeMoro opraHusauueii npuioxeHust. B npunoxeHun C nokasa-
Ho, uTo ASMP npegcTasnsieT co6oi KOHKpeTu3auuo npeacrtaBneHHoro B MICO/M3K 27005 npouecca MeHea-
XMeHTa pucka.

Mpouecc MeHeAKMeHTa 6e30MacHOCTY MPUMOXEHUI BKIOYaET NATh LUIAros:

a) onpepgeneHne TpeboBaHwWii U cpeabl NPUIOXEHNIA:

b) OLEHKa PUCKOB 6€30MaCHOCTU NPUIOXEHNIA:

C) co3gaHve 1 noaaepxka HOpMaTUBHOW CTPYKTYPbl MPUTOXEHMWIA;

d) noaroToBka K paboTe u akcnyaTaums NpuUIoXKeHNI:

e) ayaut 6e30nNacHOCTU NPUTOXEHWA.

MpumeuvaHne — ASMP 6onee geTanbHO NpeacTaBseH B pa3gene 8. a Takke B MCO/M3K 27034-3.
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Mpouecchbl MeHeaXMeHTa 6e30MacHOCTM MPUIOXKEHWI

. ) 3
OLeHKa pyCKoB Co3sfaHne 1 nogaepxka
6e3onacHocTn -OnpapgnseT-—— U . e — — HOpMaTMBHOM
NPUNOXEHNA \ / CTPYKTYpPbI NPUIOXEHNA
LieneBoii’ypoBeHb
[0BEPUS NMPUIOXKEHWNIA
NpeHTudpnympyet
KOHTEKCT U crnevumdurkaumm
NPUNOXEHNI O6ecneunBaeT
ncnosnb3yemble ansi HOpPMAaTVBHYIO CTPYKTYpY
O6ecneunBaeT ®aKTUYECKWI YPOBEHb NPUIoXKEHUN,
[0BEPUA MPUIOXKEHWNIA ncnosnbsyemyto 4ns
MpegnucbiBaeT
Onpegenexve Tpe6oBaHuii  AyauTt 6e3onacHoOCT KOPPeKTUPOBKN
1 cpefibl NPUIOXEHWI NPUIOXEHWNI 6e3onacHocTy,
ncnonb3yemble Ans
Ob6ecneunBaeT
peanmzyemble HeO6X0ANMbIE Mepbl
4—  wncpefcTBa KOHTPONA W ynpas/ieHns
6€30MacHOCTBLIO MPUNOXEHWN,
ncnonb3yemble ANs CosgaHue 1 noaaepxka
HOpMaTVBHOM
CT| bl MPUIOXEHNIA
Ob6ecneuvsaet pyKType! nip
apTedakTbl NPOEKTa NPWUIOXKEHUSI U HOPMATUBHYO
CTPYKTYPY NPUIOXEHUIA,
ncnonb3yemble Ans
Mpouecc MeHemKMEHTa
HOPMAaTMBHOW CTPYKTYpbl
opraHuzaumm
ObecneuvBaeT
HODMATUBHYIO CTOVK KOMMNOHeHTbI 1 npoLeccbl O6ecneuvsaet
P Y PYKTYPY CBA3aHHble C 6e30MacHOCTbI0 06paTHYt0 CBSA3b
opraHusalm. -
NPUIOXeHNIA ana
ncnonb3yemyto Ans
[pyrne KOMNOHeHTbI
1 npoBechbl
YcnoBHble 0603HaYeHNS:
Mpynna SnemMeHTbl Mpouecc - JenctBne — »

PucyHok 3 — Tllpoueccbl MeHegXMeHTa

1n
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7.3.2 OnpegeneHve TpeboBaHuWii U cpegbl NPUIOXKEHUI

MepBbiM Wwarom ASMP aBnsieTca onpefesneHne BCcex TpeboBaHU NPUIOXKEHWIA, BKIOYas:
a) [eliCTBYHOLWMX CyObEKTOB;

b) cneuundukauun:

C) vHdhopmaumio;

d) cpeay.

Cpefa npunoXxeHuii COCTOUT K3.

a) TeXHOJI0MMYEeCcKOro KOHTeKcTa:

b) 6U3HEC-KOHTEKCTa;

C) PerynsiTuBHOTO KOHTEKCTa.

MpumeuvyaHune — KoHTeKCT 6onee getanbHO nNpeactaBneH 88.1.2.1—8.1.2.2.

OTOT Lar cOOTBETCTBYET Lary «onpeaenieHne KOHTekcTa» B ycTaHasnnBaemom MCO/M3K 27005 npo-
Lecce MeHefXMeHTa pucka. OH npefocTaBnfeT HeobxoAMMYy WHoOpMauuio ANA NOocnefylolero wara
OLIEHKV pu1CKa.

7.3.3 OueHka puckoB 6€30MacHOCTU MPUNOXEHWN

Bropolii war ASMP npegctaBnseT co6oii npouecc, COOTBETCTBYIOLLMWIA LIary «oLeHKa prcka» 1 4acTUYHO
wary «obpaboTka pucka» B ycTaHasnmsaemom MICO/M3K 27005 npouecce MeHeKMeHTa pucka, ¢ 6onee
TOYHbIM YPOBHEM AeTasbHOCTU U chepoli AeliCTBUS, OTpaHUYEeHHON O4HUM NPOEKTOM NPUIOXKEHNS.

OueHkKa pucka COCTOUT U3 MAEHTUMMKALMN pUCKa, aHa/n3a pucka U OLeHUBAHUA puUcka.

Ha atom ware ASMP Takxe cosgaloTcs TpeboBaHus 6e30NacHOCTU, KOTOpble UCMOMb3YHTCA AN Mo-
JNIyYEeHUs Xenaemoro ypoBHA 0Bepus A1 npunoxeHnsa. OH Ha3biBaeTCs Lie/IeBbIM YPOBHEM [0BEpPUSA Mpu-
noxenus (cm. 8.2.4) n fomkeH 6biTb YTBEPXAEH BNafenbLemM NPUNOXeHNs.

[JaHHbI Wwar Takke COOTBETCTBYET «BbI6OPY BapnaHTOB 06paboTkn prcka», OTHOCSLLEMYCS K wary «06-
paboTka pucka» B ycTtaHaBnmeaemom NCO/M3K 27005 npouecce MeHemXMeHTa pucka.

7.3.4 CosgaHve n nojaepxka HOPMaTUBHOW CTPYKTYPbl NPUIOXEHU

Ha TpeTbem ware ASMP 13 ONF BbiGupatoTcsi Bce Heo6XxoaMMble 3/1IEMEHTbI, MPUMEHVMbIE K KOHKpeT-
HOMY MPOEKTY NPUNIOXEHNS. Pe3ynbLTaToM SBNSIETCS HOpMaTUBHAsi CTPYKTypa npunoxeHuin (ANF). TouHoe co-
aepxaHne ANF onpegenseT uenesoli ypoBeHb AOBEPUS MPUNOXKEHWIA, KOHTEKCT MPUNOXEHWNIA (PerynaTUBHBINA,
TEXHOMOTNYECKNA N BU3HEC-KOHTEKCT), 0683aHHOCTU U NMPOdecCHOoHaNbHY0 KBanudmkaumio AeincTBYOLWNX
Ccy6BEKTOB, a Takke cneyndukaLum NpUIoXKeHN.

VIMeHHO Ha 3TOM LWware A9 NpoekTa NPUIoXKEHUs opraHn3auna ycTaHaB/IMBaeT XU3HEHHbIN LMK/, KOTO-
pblii BK/TOYAET TO/IbKO HEOOXOAMMbIE /1A 3TOro NPoeKTa BUAbI fesiTeNbHOCTU. Hanpumep, NPoekT, NOMHOCTbIO
pa3paboTaHHbI BHYTPU OpraHu3auum, He TpebyeT ayTcopcuHra.

Kpome TOro, opraHnsauus BelbupaeT A5 NpoekTa NPUIoKeHNs Mepbl U CPpefcTBa KOHTPOA U ynpase-
HUS 6€30MaCHOCTbI0 NMPUIOXKEHNIA.

[JaHHbIii Wwar cooTBEeTCTBYET «MNOATOTOBKE W peannsaunn nnaHoB 06paboTkn pucka», OTHOCALLMXCA K
wary «obpaboTka pucka» B yctaHaBnusaemom MCO/M3K 27005 npouecce MeHeIKMEHTa pucKa.

MpunmeyvaHne — 3T0T war ASMP 1 ero KOMNOHeHTbI U Npoueccbl 60nee AeTanbHO NpeacTaBeHbl B 8.3.

7.3.5 MoprotoBka Kk paboTe v akcnayaTauns NpuaoXeHui

YeTtBepTbiM warom ASMP sBnseTcs haktuyeckoe MCnonb3oBaHne Mep U CPefACTB KOHTPOS W ynpas-
NeHns 6e30MacHOCTbI0 NMPUMOXeHUI, Kak npegycmoTpeHo ANF B XM3HEHHOM LMKIe NpuaoxeHuid. Mpynna
npoekTa peanunsyeT Mepbl 1 CPpeACcTBa KOHTPONS M ynpaBneHns 6e30nacHOCTb0 NpuaoxeHuii cornacHo ANF.
NCMOob3ys:

a) vacTtb felicTBuiA no 6e3onacHocTM Kaxpoi ASC, ocyLLecTBNSIEMbIX COOTBETCTBYHOLWMUM [eACTBYHO-
WmM cybbekToM, onpeaesnieHHbiM BASC;

b) 4YacTb U3mepeHuin 6esonacHocTn kaxaon ASC. OCyLLeCTB/IAEMbIX COOTBETCTBYIOLLMM AEeACTBYOLM
cybbekToMm, onpegeneHHsiM BASC.

3TOT YeTBEPTHIN LIAr COOTBETCTBYET «NOATOTOBKE W peanu3auuu nnaHoB 06paboTku pucka», 0THOCS-
LMxca K wary «obpaboTtka pucka» B yctaHaBnusaemoMm NCO/M3K 27005 npouecce MeHeIKMeEHTa pu1cka.

MpumevyaHune — 3IT1OT war ASMP nero KOMNOHeHTbI K Npouecchl 60nee AeTanbHO NpeAcTaBeHbl B 8.4.

7.3.6 MpoBefeHne ayanta 6€30NaCHOCTM NPUTOXEHWIA

MATbIM 1 3aBeparlmmM Wwarom ASMP aBnsieTcs ayamT 6e30MacHOCTU MPUMTOXEHWIA.

Ha atom ware ocywecTsnsowan sepudukalmio rpynna nposepseT npoBefeHne Bcex Bepudmkaum-
OHHbIX U3MepeHunii Bcemm ASC. BKIIOYEHHBIMU B HOPMATUBHYIO CTPYKTYPY NPUIOXEHWNIA, a Takke oLeHuBaeT
[OCTUTHYTbIE pe3ynbTaThl.
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[aHHbIli Wwar cooTBETCTBYET Lary «MOHUTOPUHT U NMpoBepka» B ycTaHaBnuBaemom WNCO/M3K 27005
npouecce MeHeIXMEHTa pucka.

MpumeyaHne — 3ToT wWar ASMP 1 ero KoOMNoHeHTbI 1 Npoueccbl 601ee geTasibHO npe/jcTas/ieHbl B 8.5.

8 Oo6uwwne noHATUA

8.1 HopmaTvBHas CTpyKTypa opraHusauuu

8.1.1 O6uian nHgopmayus

HopmatusHas cTpykTypa opraHusauuv (ONF) — aTo CTpyKTypa, NO3BONSIOWAA COXPaHATb NPU3HaHHbIE
opraHusauueli nyylume npakTmyeckme npuembl 6€30MacHOCTV NPUIOXKEHWIA, YTOYHATL WK n3Bnekatb ux. OHa
BK/IOYAET BaXKHElLLINEe KOMMNOHEHTbI, NPOLECCHI, NCNO/b3YHOLME 3TU KOMMNOHEHTbI, U NPOLLECChl MEHELKMEHTA
camoii ONF.

ONF npegactaBnsieT coboii ocHOBY 6€30nacHOCTM NPU/IOXKEHWI B OpraHu3auun, Ha Heli 6asvpyoTcs Bce
peLleHns opraHusalum, cBsi3aHHble ¢ 6e30NacHOCTbI0 MPUNOXeHuiA. Hanpumep, npoBepka koja MOXeT Oocy-
LLeCTBNATLCA Kak 06s3aTenibHass Mepa ¥ CPeAcTBO KOHTPONA W ynpasneHust 6e30MacHOCTbI0 NPUIOXeHU
TONbKO B TOM cnyyae, ecnn B ONF cyliecTByeT pyKOBOACTBO MO KOAMPOBAHWIO.

Kak nokasaHo Ha pucyHke 3. ONF npepocTtaBnsieT OCHOBHYH BXOAHYK MHopmauuio ans ASMP. ocy-
LLLeCTBNSIEMOrO A1 KaXA0ro NpoeKTa NPUIoXKeHNUs B OpraHu3aLun.

Ha pucyHke 4 nokasaHO BbICOKOYpPOBHEBOE npejcTasrieHne koHTeHTa ONF.

HopmaTtuBHas CTpyKTypa opraHusayuu

PerynsitBHbIin TeXHONOrM4ecKnin PenosuTopuii Porw,
Bun3Hec-KoHTeKCT z’omeKCT KOHTEKCT CO13VcH/K3LA 06s13aHHOCTU
NpUNoXeHui KBaMprkayms

BnbnnoTeka Mep 1 cpeacTB KOHTPOs
1 ynpaBfieHns 6e30NacHOCTbIO MPUIOXEHW
opraHusaumm

Mpouecchbl, cBsA3aHHblE
¢ 6e30NacHOCTbLIO NPU/IOXEHWI

JTa/IOHHAaA MOAEb XMU3HEHHOTO LMK/1a 6e30MacHOCTU NPUNOXeHUA

PUCYHOK 4 — HopmaTuBHas CTPyKTypa opraHusauum (ynpoweHHas)

[na Hapnexallero pelleHns BONPocoB 6e30MacHOCTM NPUIOXEHNIA y OpraHn3aLmumn fomkHa 6biTe dhop-
manbHas ONF, cogepxalian cnefytolime KOMNOHEHTbI:

a) GU3HEeC-KOHTEKCT:

b) pPerynAaTUBHbIA KOHTEKCT;

C) TEXHOMOMMYECKU KOHTEKCT;

d) penosuTopwii cneunduKaLmini NPUIOXEHWIA.

€) ponu, 0683aHHOCTK, KBaIMdmKaums;

0 6ubnuoteka ASC opraHusauuu;

) npouecchl, CBA3aHHble C 6e30NacHOCTbI0 NPUIOXEHWIA:

h) atanoHHas mofenb XU3HEHHOro UuKna 6e30NacHOCTV NPUIOXEHWA.

dopmanbHas ONF gonxHa Takke cogepxarb:

a) npouecc meHemxmeHTa ONF;

b) nognpoueccbl MeHemKMeHTa ONF.

8.1.2 KOMMOHEHTHI

8.1.2.1 bBK3Hec-KOHTeKCT

B13Hec-KOHTEKCT nepeuncnseT n AOKYMEHTUpYEeT BCe NMPUHATbIE opraHu3aumein craHjapTbl v nydlive
npakTuyeckne NpmMemMbl, KOTOpblE MOTYT OKa3biBaTb BNSHWE Ha NMPOEKTbl MPUIOXEHWA.
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BU3HeC-KOHTEKCT BK/IOYAET:

a) npoueccbl MeHeKMeHTa NpoekTa, pa3paboTkn, aHannsa p1cka, ornepaLoHHbIe NpoLecchbl, NpoLec-
Cbl ayAnTa 1 KOHTPONS;

b) NONUTUKY 6e30MacHOCTV opraHusauunm:

C) npakTuyeckue npvemsl B cdpepe 6usHeca,;

d) mcnonb3yemyto opraHm3auvein MeToauKy paspaboTku.

€) nydwune npakTnyeckme npuemMbl AN BCeX A3bIKOB NPOrpaMMMpoBaHs, UCNOMb3yeMbIX OpraHu3aLm-
eli 1 NepeynCeHHbIX B TEXHOTOTMYECKOM KOHTEKCTE;

O dhopmarsibHbIl NpoLEecc MeHefKMeHTa NpoekTa opraHu3auum;

[) NpUMeHeHMe opraHusaunein aApyrnx HeobX0AUMbIX MeXAYyHapoAHbIX CTaHA4APTOB, TakMX Kak
NCO/M3K 27001. MICO/M3K 27002 n MCO/M3IK 15288.

8.1.2.2 PerynsaTuBHbI KOHTEKCT

PerynaTuBHbIN KOHTEKCT NepeuncnsieT u AOKyMEHTUPYeT No6ble 3aKOHbl UM NPeAnUCcaHnsa B KaXaoMm
mMecTe BeAeHus GusHeca opraHmsaunenn, KoTopble MOryT BAVATb HA NPOEKTbI NpUAoXeHnidi. OH BKIOYaET 3a-
KOHbI, NpaBuia u NpegnucaHnsa CTpaH Uan IPUCANKUWA, rae paspabaTbiBaeTcs n/unm passeprbiBaeTcs, Wunm
UCMONb3yeTCs NPUIOXEHME.

OpraHun3auuun, passepTbiBatoLLeid n/nnv ncnonb3yioLeli O4HO 1 TO Xe NPUIoXKEHNe B pas3HbIX CTpaHax,
BO3MOXHO, NpUAeTCA COOTBETCTBOBATL TpeboBaHNAM 6€30MNaCcHOCTU KaXKA0M CTPaHbI.

8.1.2.3 Peno3uTtopunii cneundukaLmin NpunoxeHni

Penosutopuii cneundukaLmii NPUNOXEHNA NnepeyncnsieT n 4OKYMEHTMpYeT o6Llme yHKLMOHaIbHbIe
TpeboBaHuna VT opraHu3auumn 1 cCOOTBETCTBYIOLLME 3apaHee YyTBepXAeHHble pelleHus. Cneyundmkayum npu-
NOXEHWIA AODKHBI BKIHOYATD!

a) cneumdukaymnm 0 TOM. Kakum o6pasoM NpUIoXKeHus ByayT BbIYUCAATb, XpaHUTb U nepefaBaTtb WH-
hopmanmio;

b) 06blYHblE MapameTpbl NPUNOXKEHUN, PYHKLMOHANbHbIE BO3MOXHOCTH, YCyrn n TpeboBaHus;

C) UCXOAHbIA KOf. [BOVYHBIA KOA, 6GUBNNOTEKN M MPOAYKTbI UKW YCYrK, KOTOPblE UCMOMb3YHTCA Npu-
NIOXXEHUAMU NN HA KOTOPbIX OCHOBAHbI NMPUNOXEHUS.

JononHutensHble cneyudmkauuy MoryT BkIOYaTb NOAPOOHOE onucaHve B3auMOAEWCTBUS Npunoxe-
HWIA C:

a) Apyrumun cuctemamu,

b) pabouyeii MHPPACTPYKTYPOI, OT KOTOPOIA OHW 3aBUCAT:

C) nepeyHeM Mep U CPefCTB KOHTPOS 1 ynpaBneHns 6e30nacHOCTbIO NPUNOXEHWA B paboyeli cpege.

8.1.2.4 TexHONOrn4ecknin KOHTEKCT

TexHONOrMYecknii KOHTEKCT COAEPXKUT MHBEHTaPHYI0 ONUChL BCEX NMPOAYKTOB WT. ycnyr u TexHOMOorui,
[OCTYNHBIX AN NPOEKTOB NPUIOXEHWIA opraHu3auun. 3T NPoaykKTbl, YCAyrn 1 TeXHoNorun obycnasnvsaioT
yrpo3bl, KOTOPbIM NOABEPralTCA NPUIOXKEHNS.

TexXHONOrMyeckunii KOHTEKCT BK/TIOYAET KOMMNbIOTEPLI, MHCTPYMEHTasIbHble CPeACTBa, NPOAYKTbI U yCyru
WT. KOMMYHUKaLVOHHYIO MHPPaCTPYKTYpYy U Apyrme TeXHUYeckne yCTpoicTaa.

Mpumep 1— TeXHOMNOTNYECKU KOHTEKCT, KOTOpPbI/i MOXET OKa3blBaThb BAUSAHNE HA 6€30MNaCHOCT b Npu-
NIOXEHUN, BKNOYAeT MHPPACTPYKTYPY KIMEHT-cepBep, Be6-nHPacTPYKTYpPy, CETEBYIO UHPPACTPYKTYpY,
cpeay pa3paboT KU U MHCTPYMeHTaNbHble CpeAcTBa pa3paboTKu.

TexHONOrNYecknii KOHTEKCT Takxe 06yCﬂaBlWIBaET BBeAEeHNne B MNpPUIoXeHune onpeaneneHHblx mep un
CPeACTB KOHTPO/IS 1 yNpaBneHNss 6€30MacHOCTbI0 MPUIOXEHUIA.

Mpumep 2— EcAnN TEXHONONMYECKNI KOHTEKCT He BK/tloYaeT MexaHusm ayTeHTudunkayun TLS 1.0>an19
noaaepXkn PyHKLUNOHANbHOCTN AABYCTOPOHHAA ay TeHTudunkayma», To ASC Ha ocHoBe TLS 1.0 He moryT
6bITh BK/OYEHbl B NpUoXeHne. Fpynne npoekTa NnpuaeTca Bbl6bnpaThb aNbTepHaTuUBHbIe ASC An1a nonyve-
HUA PYHKLMOHaNbHOW BO3MOXHOCTMW ABYCTOPOHHEW ay TeHTudunkaymm, ecnm aTa pyHKLMOHabHasAs BO3MOX-
HOCTb TpebyeTCA Ha LLe/IeBOM YPOBHE JOBEPUSA NPUSTOXKEHUNA.

TEexXHOMOrM4Yecknii KOHTEKCT AO/MKEH BKIOYaTh.

a) TexHonoruW, AOCTYMNHbIE [/ MPOEKTOB NPUMIOXEHUIA opraHM3auuu.
VMIHBEHTapHasi OMUCb TaKWX TEXHOMOMMIA [O/KHA MOCTOSIHHO O6HOBNATLCS rpynnoii ONF yepes3 o6paTtHyto
CBSA3b OT NPe/blAyLLMX NPOEKTOB NPUIOKEHNIA;

1) TLS (Transport Layer Security) — MNpoTokon 6e30NacHOCTV TPAHCMOPTHOTO YPOBHS.
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b) TexHonoruu, Tpebyemble NPUIOXKEHNEM.

MepeyeHb HOBbLIX TEXHOMOMMI NpoOUCTEKAET U3 HOBbIX (DYHKLMOHANbHBIX TPe6oBaHuli, onpeaeneHHbIX B Xo4e
HayanbHOro MAaHNpPoBaHWSA NpoekTa npuaoxenHns. Takme TpebosBaHMs AOMKHbI fob6aBnAaTbcs B ONF, n op-
raHu3aunoHHbIN npouecc fo/MKeH obecneynBaTb YBEPEHHOCTb B TOM, YTO XapakTepucTuku 6e30macHOCTM
TEXHO/IOMNIA, HaleNeHHbIX Ha BbINO/HEHWE HOBbIX TPe6OoBaHUIA, MOHATbI U LOKYMeHTanbHO ODOpPMAEHbI [0
YTBEPXAEHNA UX BK/TIOUYEHUS B MHBEHTAPHYIO OMUCb TEXHOMIOTMI OpraHu3aumn:

C) [OCTYNHbIE TEXHOMOTUN.

[JaHHble TeXHONOrnK BLIABNSAIOTCA B pe3ynbTaTe UccnefoBaHWil, aHannsa TeHAEHUNUI Y MOHUTOPUHIA TEXHO-
NOTniA.

8.1.2.5 Ponu, 0653aHHOCTA 1 KBanMgukawlms

ONF pgonxHa cogepxatb.

a) mepeyHW ¥ onucaHnWa Bcex poseit, 06s3aHHOCTen 1 HeobxoauMoi NpodeccuoHanbHOol KBanmdmka-
LM BCex AeiCTBYIOLMX CyObEKTOB, YHaCTBYHOLWMX B co3aaHnm u nogaepxke ONF, n/wnu poneii no cosgaxHuto
n nogaepxke ASC;

b) MepeyHn 1 onucaHus Bcex poseil, 0653aHHOCTEN 1 Heo6XoAMMOl NpodeccnoHanbHON KBanugurka-
UMM BCeX AeNCTBYIOLWMNX CYObEKTOB, BOB/IEUEHHbIX B XXM3HEHHbIA LMK NPUMNOXEHWNA, TakUX Kak OTBETCTBEH-
Hble 3a MH(OpPMaLMOHHYI0 6€30MacHOCTb, PyKOBOAUTENN NPOEKTOB, aAMUHUCTPATOPBI, Mua, 3aHMaioLmne-
CA nMpuobpeTeHneM MporpaMMHbIX CPeAcTB, PyKOBOAUTENN pa3paboTku nMporpaMMHbIX CPeACTB, BnadesbLbl
NPUNOXEHWUIA, PYKOBOAUTENN MOJSIb30BaTENEW, Pa3paboTUMKN apXUTEKTYPbl, aHa/IMTUKL, NPOrPaMMUCTbI, cre-
LpanncTbl N0 TECTUPOBAHMIO, CUCTEMHbIE aAMVUHACTPATOPbI, aAMUHUCTPATOPbI 6a3 AaHHbIX, CeTEBblE aAMU-
HMUCTPaTOPbl U TEXHNYECKUIA NepcoHa.

Monntuka B mMacwTabax opraHusauum 6yget cnocobcTBoBaTb 06eCneyYeHnto YBEPEHHOCTU B TOM. YTO
BCE KpUTMYECKMe ponn A5 BCeX NpoLeccoB pacnpeesneHbl, Bce 0693aHHOCTY onpegeneHbl, KOHPAUKTbI UH-
TepecoB NpeAoTBpalLeHbl, a Ha3HauYeHHble Ha poan nuua obnagalT 4oCTaTouHOM NpodeccnoHanbHOW KBa-
nudpmkaunei.

8.1.2.6 Bubnuotoka ASC opraHmsanum

8.1.2.6.1 O6uwue cBegeHns

OpraHusauus fomkHa onpeaenutb, No KpaHeiln mepe, ogHy 6MGANOTEKY Mep U CPeACTB KOHTPONS U
ynpaBfieHns 6e30NacHOCTbI0 NpUIoXeHuii. dTa 6ubnnoTeka HasbiBaeTcA bubnmoTekoli Mep 1 CpeacTB KOH-
TPONSA 1 ynpasneHus 6e30nacHOCTbI0 NpuoxeHuin (bubnnoteka ASC). B Hell nepeuncnaTcs 1 OKYMeHTH-
pyloTcs BCe NpusHaHHble opraHusaumeli ASC. 3Tn ASC BbIBOAATCA U3 CTaHJAPTOB, YULIUX NPaKTUYECKUX
npuemMoB, poneii, 06s13aHHOCTEl 1 NpocheccnoHanbHol KBanugmkauum, 6U3HEC-KOHTEKCTa, TEXHOMOMMYeCcKo-
ro 1 perynaTMBHOrO KOHTEKCTOB, a Takke crneundukalumini NPUIoXeHWIA.

Mepbl 1 cpeacTBa KOHTPONS 1 ynpasBneHns 6e30nacHOCTbI0 NPUMOXEHWI B paMKax 3aToi 6ubnvnoTekn cu-
cTemMaTusnpoBaHbl 1 06pa3yloT HEKOTOPbIe COBOKYMHOCTW B COOTBETCTBUM C 06ecneyrBaemMbiM UMV YPOBHEM
3awWwmnTbl OT yrpo3 6e3onacHocTu. Kaxaas COBOKYNHOCTb MNONyyaeT MeTKy, Ha3blBAEMYIO «yPOBHEM [0BEPUS»,
KoTopas uHcpopmupyeT pykoBoauTeneii 06 ypoBHe 6e3onacHocTn, obecneymBaeMoM KOHKPETHON onpegeneH-
HO COBOKYMHOCTbIO Mep W CPeACTB KOHTPOAS W ynpaBieHns 6e30nacHOCTbi0 NpunoxeHuin. Ecnn cosokyn-
HOCTb Mep U CpefAcTB KOHTPOMA W ynpasBieHUs 6e30MacHOCTbI0 MPUIOXKEHUA ONMCbIBAETCHA Kak MMeroLas
HW3KWI1 ypOBEHb [0Bepus, TO OHa o6ecneynBaeT HU3KUIA YpOBEHb 3aLUWTbl MHpOPMAaLMOHHOWK 6e3onacHOCTy.
Ecnu coBOKYNHOCTb Mep 1 CPeACTB KOHTPONS W ynpaBneHns 6e30nacHOCTbI0 NPUIOXKEHWI ONnCbIBAeTCS Kak
MMeroLLas BbICOKUIA ypOBeHb JOBEpPUS, TO OHa obecnevvBaeT BbICOKUIA YPOBEHb 3aluTbl. YPOBHU A0BEpPUs
onucaHsbl ganee B 8.1.2.6.4.

M3 6ubnuotekn ASC opraHmsauumn BblGMPatOTCS TOYHbIE U NOAPOGHbIE ASC ANA KaxA0oro KOHKPeTHOro
npoekTa NpuIoKeHus.

8.1.2.6.2 lNpumep 6ubnnotekm ASC opraHusaumm

Ha pucyHke 5 nokasaH npocToii npumep 6ubnunotekn ASC opraHusaumun. OpraHusauus B 3ToM npu-
Mepe pa3pabaTbiBaeT NPUIOXKEHUS AN aBUaLMOHHOW cdepbl. Bubnnoteka cogepxuT Bce Mepbl 1 cpeacTea
KOHTPO/IA 1 yrnpasieHnsa 6e30NacHOCTbI0 MPUIOXKEHNI, KOTOPbIE HY)XHbI OpraHn3aunn 4na peanmsaunm qyHk-
LIMOHasIbHbIX BO3MOXHOCTEW, Iy4LUNX NPakTUYECKnX NpMemMoB, CTaHJapToB, NPUMEHSEMbIX 3aKOHOB U npep-
nMcaHuii.

B aToM npumepe opraHu3auus onpefenuna Ase crneuudumkauum npunoxeHuin: 6esonacHoe NpoTOKO-
IMpOBaHNe 1 OHNaliHOBblE NAaTexu. busHec-KOHTEKCTOM ANA faHHOW opraHnsaummn ABASETCA aBuaLMoHHas
chepa, 1 opraHusaumns peanusyeT cTaHAapT 6€30NacHOCTU AaHHbIX MHAYCTpUN nnaTexHbix kapT (PCI-DSS).
PerynaTuBHbI/i KOHTEKCT HanaraeT Heo6X0AMMOCTb COOTBETCTBMSA ONpefefieHHbIM 3akoHaMm obecneyeHus
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PucyHok 5 — paduyeckoe npeactassieHne 6ubnmotekn ASC opraHumsauunm

npuBaTHOCTU. TEeXHONOrMYECKNA KOHTEKCT NoKasbiBaeT, YTO AaHHAA opraHn3auus onpegenuna mepbl u cpes-
CTBa KOHTPOAA v ynpasneHus gnsa SSL-coefuHeHni n 6ecnpoBOfHON ceTw.

3TOT NpOCTOli NpMMep NokasbiBaeT, YTO cneuuduKaLnm NPUIOXEHNA opraHn3aluy, a Takke ee 6usHec-
KOHTEKCT, PerynsaTuBHbIA U TEXHOMOTMYECKNI KOHTEKCTbI ONpeaenstoT cogepxaHme 6nonnotekn ASC opraHu-
3auuun. Takum obpasom, 6ubnmoteka ASC kaxaol opraHmsaummn 6yaeT cneumdnyHa oNs Kaxao KOHKPETHO
opraHuaumu.

8.1.2.6.3 Tpouecc co3gaHunsa 6ubnunotekn AS C opraHusauum

Mpouecc co3ganna 6ubnmotekn ASC NpocT 1 Nerko MoXeT 6biTb BbINO/HEH JaXe OYeHb HEGObLWIMMU
opraHusauusmMm.

BnbnmoTteka cHayana nycta. ASC fo6aBnsoTca NOCpeAcTBOM rpynnMpoBaHNa UX B rpagobl, COOTBET-
CTBYlOLLME HEOBXOAMMBIM YPOBHAM foBepus (CM. rpadbl Ha pucyHke 5). OpraHusaumm MoxeT notTpebosaTbecs
60/1e€e 04HOr0 YPOBHSA LOBEPUSA /1S NPUIOXKEHNIA.

CosgaHne 6nbnnotekn ASC. yf0BNETBOPAIOLLEA KOHKPETHLIM NOTPEBHOCTAM U TpeboBaHWUAM opraHu3a-
uun. siBnseTcs 06a3aHHOCTLIO rpynnbl ONF.

Bubnuoteka ASC opraHusauum MoxeT 6bITb cO34aHa NyTeM aHasm3a HOBbIX UAW CYLLECTBYOLWMX Npu-
NOXEHW opraHn3aumn. 3T0T aHanNn3 BKIOYaeT onpefeneHne puckoB 1 TpeboBaHuii 6e3onacHoOCTV ANsA npu-
NOXeHWi. a 3aTeM BblIGOp nnn cozfgaHne ASC. oTBevarLWwmnx aTum TpeboBaHnsam. Pesynbtatom 6yeT COBOKYyN-
HoCTb ASC ANnA KaxA0ro aHa/in3npyemoro npuioXeHus.

OTa coBoKynHOCTb ASC MOXET 6bITb COrflacoBaHa € CyLlecTByrLL et 6ubnmotekoii ASC TpeMsi BO3MOX-
HbIMW cnocobamu:

a) nonHas coBokynHocTb ASC B 61M6moTeke yxxe obecneumaeT TpebyeMblii ypOBEHb LOBEPUS, B TAKOM
cny4yae B 6M6/IMOTEKY HUYEro He fobasnseTcs;
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b) NOSHO COBOKYMHOCTU MEp U CPeACTB KOHTPOA 1 ynpasBsieHusi 6e30nacHOCTbO MPUNOXeEHNA B 6u-
6/1moTeKke HeoCTaTOUYHO A5 TPebyeMOoro ypoBHS jOBEPUS, B TAKOM criyyae 6ubmoteka MoxeT ObITb Nonos-
HeHa 13 HOBOW coBOKynHocTu ASC;

C) 13 HOBOIi cOBOKYNHOCTU ASC B 6UbnnoTeke co3faeTcs HOBbIi YPOBEHb A0BEPUS.

Taknm o6pasom, pyKOBOACTBYSACH MMEIOLMMCSA OMbITOM, OpraHn3auunst MoXeT NOBTOPHO UCNOJb30BaTb
Mepbl U CpefCcTBa KOHTPOAA 1 ynpasieHns 6e30nacHOCTbI0 OT MMEIOLLMXCA NPUIOXKEHUIA Nn cO34aTb/Nprob-
pecTn HOBble MEpPbI U CPefCcTBa KOHTPO/IA U yNpasB/ieHns, Uav To U Ipyroe BMecTe.

Bubnuoteka ASC opraHusaLmmn paclumpseTcs B OTBET Ha 3amMeyaHus U NpeasiokeHns oT KaXAoro HoBo-
ro npoekTa NpuIoXeHns, Kak onncaHo B 8.1.3.2.

8.1.2.6.4 YpoBeHb AOBEPUS MPUTOXEHWI

YpoBeHb f0Bepusa nNpeacTaBnseT co60ii MeTKy, ynpoLlatoLLyo B3aumogeiicTere AeiCTBYOLNX CyObek-
TOB 13 pasHbIX chep ¢ pa3nnMuHbIMKM hopmammn obecneuveHnss 6e30nNacHOCTV NPUIOXeHWI B opraHusaumm. OH
onpefenseTca opraHusayueli ¢ Lefbilo OfHO3HAYHOW naeHTudvKaun onpeaeneHHol COBOKYNHOCTA Mep U
CPeACTB KOHTPONS 1 ynpaBieHNss 6€30MacHOCTbIO MPUIOXEHWNIA.

Mpumep 1— Ha pucyHKe 5 opraHu3auns onpegenuna WecThb YPpOBHel A0Bepusi, NpeAcTaBNeHHbIX Kpaii-
HUMU NpaBbIMK rpaPamMm, NPOHyMepoBaHHbIMU OT 0 go 5.

Mpumep 2 — Ha pucyHke 5 ypoBeHb foBepusa lonpegensaeT COBOKYMNHOCTb M3 Tpex ASC, oTHOCAWUNX-
CSl K OHNaHOBbLIM NaaTexaMm, 3akoHaMm 06 o6ecrneyeHUn NpuBaTHOCTMU U SSL-coeguHeHnam. Kpome TOro, Ha
ypoBHe 1 Takxe npumeHstoTca ASC, oTHocsAwmnecs kK 6e30MNacHOMY NPOTOKO/IMPOBAHWNIO U 6ecnpoBOAHOA
ceTwu (NokasaHbl CTpesikaMu C TOYKOI).

YpOoBEHb [OBEPUST MPUSTOXKEHNI HE SABMSIETCS PE3Y/IbTATOM BbIYUC/IEHWI B OT/INYME OT KOHLENLMN PUCKA,
npeacTaBnsiolleii co6oii BbIUMCNEHHbIN pe3ynbTaT aHanmsa pucka. COOTBETCTBEHHO YPOBEHb [10BEpUst He
CNYXUT [ONO/IHEHUEM 1A pPUCKa.

YpoBEHb [0BEPUsi, CKOPEe, CXOAEH C KOHLenuueli nnaHa o6ecneyeHust 6e3onacHoCcTy, npeacTassioLe-
0 COBOKYMHOCTb MEp M CPEACTB KOHTPO/SA 1 YNPAB/EHUS], CAHKLMOHWPOBAHHbIX OpraHusauueil ans CHUXEeHNs
pucka, onpeaesnieHHOro NocpescTBOM aHaM3a pucka. TakuMm o6pasom, AN KaXAOK opraHusaLuu ypoBeHb
[lOBEpUsi CXOAEH C 3apaHee OnpefesieHHbIM U MHOTOKPATHO MCMOJb3yeMbIM N1aHOM obecnevyeHnst 6esonac-
HOCTM.

OpraHu3aumst Ao/xHa onpeaenuTs CO6CTBEHHbIA AnanasoH (MU 061acTb, UM LWKany) YpoBHel Ao-
Bepwsi, KOTopbIil rpynna ONF fo/kHa CaHKLMOHMPOBaTh B KAYecTBE BO3MOXHbIX 3HAUEHUii LLe/IEBOr0 YPOBHSI
[l0Bepusi NpUnoXxeHuii. STOT AVana3oH MOXET GbITb OnpefesieH Mo6bIM NOAXOASLLMM A5 OpraHu3aumm 06-
pasom.

Mpumep 3 — OpraHnsauns MoxXeT MCNOMb30BaTh LUMPOBbIe YPOBHM OT 0 g0 5. Kak B NpumMepe Ha pu-
CyHKe 5, a MOXeT MCnonb3oBaTb 061acThb ONpefesieHHblIX 3HAYeHUN, HanpuMmep [HU3KNiA, cpeaHniA, BbICOKMNIA]
WNn [3eneHblit, XenThbili, KpacHblii]. Takxe opraHvmsauuMs MOXeT MCMNONb30BaTb KPUTEPUM, OCHOBaAHHbIE Ha
KPUTepusx NPUHAT USA prucka.

OpraHu3zauusa foskHa onpegennTb MUHUMasIbHO [ONYCTUMbIN YPOBEHb A0BEPUS A1 KaX40ro U3 CBOUX
npunoxenuii. B ICO/M3K 27034 ans naeHTucbrkaLmm MMHUManbHO JOMYCTUMOTO YPOBHSA foBepus (B npo-
TUBOMOIOXKHOCTb MaKcManibHO A0MYCTUMOMY PUCKY) UCNOMb3YeTCA Ha3BaHUe «Hy/1eBOl YPOBEHb [OBEPUS».
OpraHu3aumus MOXeT UCnosb30BaTh /11060e Ha3BaHWe [/18 3TOro YPOBHS AOBEpPUS.

OpraHusauma [o/KHa OCYLLeCTBNATbL MOHUTOPUHI YPOBHA AOBEpUs, AOCTUTHYTOrO MPUNOXEHUAMN, U
NPUMEHSATb KOPPEKTUPYIOLLME Mepbl, eCI YPOBEHb [0BEPUA H0O0r0 M3 NPUIOXKEHWA B Kakol-TO MOMEHT
nafiaeT HUXe Hy/IeBOro YPOBHSA f0BepUs, 0CO6EeHHO nocne passepTbiBaHUA NPUIOXEHUS.

Mpumep 4 — Ha pucyHke 5 rpynna ONF onpegenuna ASC c HyNnieBbIM YPOBHEM A0BepuUs ANs nto6oro npu-
NOXeHnsa, ucnonbsytouwero 6esonacHoe NpPoToOKONMPOBaHUe Uan 6ecnpoBoAHYI0 nepegayy. [laxe ecnu uene-
BbIM YPOBHEM [0BepUA NPUIOXEHUA, oNnpeAenieHHbIM Ny TeM aHanns3a pucka 418 3 TOro NpuioXeHns, ABnsaeT -
CA HyneBoOW ypoBeHb foBepus, 3T ASC JO/KHbI OCYyL,eCTBNAATbLCA.

8.1.2.6.5 Mepbl 1 cpeacTBa KOHTPOSIS U ynpaB/ieHns 6e30MacHOCTbI0 MPUIOXEHNA

8.1.2.6.5.1 O6wue ceefeHuUs

Mepbl 1 cpefcTBa KOHTPO/IA M ynpasieHns 6e30NacHOCTbI0 NPUIOXKEHWI ABNAIOTCA [MaBHbIM NOHATAEM
B MICO/M3K 27034. OHM 1Cnonb3ytoTcs AN BBOAEHUS MepPONpUATUIA No obecneyeHmnto 6e30MacHOCTM B XN3-
HEHHbIV LMK NPUIOXEHWA N NpefoCcTaBnsloT CBUAETENbCTBA, HEe0OX0AMMbIe AN NPOBEPKN UX YCNELIHOro
NpUMeHeHus.
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MoHATVe Mep 1 CpeacTB KOHTPONS U ynpasneHns 6e30nacHOCTbIO LWUMPOKO UCNo/b3yeTcs B chepe MH-
chopmaLmoHHot 6e3onacHocTu. B UCO/M3K 15408-3 n NIST SP 800-53 ony6/11MKoBaHO MHOXECTBO COOTBET-
CTBYIOLLMX MEP 1 CPEACTB KOHTPOS W yripaBieHns 6e30NacHOCTbI0, ABASIOWMNXCA WNPOKOAOCTYNHBIMU.

ASC — 370 wucnosb3yemble B MPOEKTax MPUIOXKEHUA Mepbl U CpefcTBa KOHTPONS W ynpasieHus
6e30nacHOCTblO, OnpejenieHHble C UCMO/b30BaHWEM CTPYKTYpbl, KOTopas npefctasBfieHa B NocnenyoLmnx
noanyHkTax. B npunoxeHun B npeacTtaBneH npumep, WANIOCTPUPYIOLWNIA, Kak, UCnonb3ysa CTpykTypy ASC,
MOXHO onucaTb Mepbl U CpeAcTBa KOHTPO/IA 1 ynpasneHusa 6esonacHocTbio 13 NIST SP 800-53.

[ns opraHusauuii, peanunsyloLlmx KOHLUEMUMIO cueHapueB obecrneyeHns [A0Bepus B COOTBETCTBUM C
MCO/M3K TO 15026-2. ASC nosnesHbl AN ynpoLeHnss MeHeAXXMeHTa U CBOEBPEMEHHOIO NpeaocTaBneHns
CBMAETENLCTB, HEOOXOANMbIX A5 NOALEPXKN 3asaB/EHWIA 1 AOBOAOB 0 6€30NacHOCTU NPUIOXeHWUA. Aanb-
Hellwasa nopfepxka AOBOAOB obecneyvnBaeTca nocnefoBaTe/lbHbIM UCNOb30BAHMEM OpraHusauvei npeg-
naraembiX HACTOSILLMM CTaHAapPTOM NPOLECCOB N0 CO34aHNI0, YTBEPXAEHMIO 1 UCNOMb30BaHNI0 Kaxaol ASC.
MockonbKy nonHasa coBokynHocTb ASC. BblGpaHHbIX 415 NPOEKTa NPUNOXeHUs, NponcTekaeT U3 aHanmsa pu-
cKa 6e30nacHOCTM NPUIOXEHUI, TO OHa HanNpPAMYyIo NoAAepXnBaeT BbICOKOYPOBHEBbIE 3asB/eHNs, 060CHOBa-
HUSA 1 [0BOABI O 6€30NaCHOCTUN NMPUIOKEHWNIA.

ASC MoryT ncnonb3oBaTbCcsa AJ/1A:

a) obecneyeHns 6e30NacCHOCTM KOMMNOHEHTOB MPWUIOXKEHWUI, BKIOYas MporpaMMHble CPeAcTBa, faH-
Hble, COTS 1 MHpPacCTPyKTypy;

b) gobasneHns MeponpuATUiA No obecneyeHnto 6e30nacHOCTM K npoueccam, UCMosb3yeMbiM Ha pas-
HbIX 3Tanax XW3HEHHOro LKIa NPUIOXEHWIA;

C) NpoBepku poseit, 06s3aHHOCTEN U KBaNUdrKauuy BCex AeNCTBYIOWMX CyObEKTOB, BOBEYEHHbIX B
MPOEKT;

d) onpegeneHus kpuTepues A48 OLEHUBaHNA/NPUEMKN KOMMOHEHTOB;

e) copeicTens B onpegeneHnn hakTMYeckoro ypoBHS fOBEPUS MPUIOXKEHWIA.

Ha pucyHke 6 nokasaHo, 4to ASC npefocTaBnsaoT rpynne, paboTalwoLeil Has NPOEKTOM MPUIOXKEeHUS,
MeponpuaTA No obecneyeHnto 6e30MacHOCTU (T. €. CHUXKEHWE WM OrpaHuyYeHne KOHKPeTHOro pucka 6e3o-
nacHocTu). a rpynne, 3aHumarnleica sepudukaumeil, — BepudrkaLnoHHOe n3MepeHne (T. e. NoATBEepX-
JeHne nytem u3yyeHuss NOoAKPennsioWmX CBUAETENbLCTB, YUTO COOTBETCTBYOLEE MeponpusaTue obecneyeHuns
6e30nNacHOCTU YCMNeLHO OCYLLLECTB/IEHOD).

LieneBoli ypoBeHb AoBepus Tpe6oBaHus 6e3onacHocTu

PuncyHok 6 — KomnoHeHTbl ASC

OTHocAWanca K meponpuatnam obecneveHns 6esonacHocT yacTb ASC onpefenseT, Kak pelarTcs
BOMNPOCbLI 6€30MacHOCTX 471 NpPOoeKTa NPUI0KEHUS.

OTHOoCcAWasAcA K nsmMepeHnsam yactb ASC onpefensieT, Kak AO/HKHbI NPefoCcTaBNATbCA CBUAETEbCTBA
TOro, 4TO MEPONPUATME OCYLLECTB/IEHO HaAeXalluM 06pa3oM, KBanthLMpOBaHHbIM AeACTBYOLWUM TMLOM
1 4TO NONyYeHbl OXngaemble pesysbTaTbl.

W meponpuaTtus, n nsmepeHus npefocTaBaioT CBEAEeHUS 0 3aTtparax, KoTopble NOMOryT opraHusauun B
OLlEHUBaHUN Y yTBEPXAEHUN OBLLMX PacXofoB Ha Mepbl U CpeAcTBa KOHTPOAA 1 yrnpasieHns 6e30nacHoCTbO
Mo OTHOLLEHUIO K paccmaTpvBaeMoMy LiefieBOMY YPOBHIO LOBEPUS.

ASC moryT 6bITb CBSI3aHbl BMECTE MO CXEME TaK. YTO NOC/1e BbINOHEHNS MEPONpUATUA HekoTopoit ASC
3a HUMW MOTYT cfiefoBaTb MeponpusaTus goyepHmx ASC. 310 cBolicTBo ASC nonesHo gnas:

a) npefoCcTaBNeHUs TO/IbKO HEOOXOAMMON MHDOPMAaL MU pa3/IMyHbIM AelCTBYIOLWUM CyObeKkTam, CKpbl-
Bas HEHYXHYO CNOXHOCTb;
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b) 06MeryeHnss B3aMMoAENCTBNS NyTEM FpynNnMpoBaHUsi cOOTBETCTBYOLWMX ASC nof onpeaesieHHbIMU
3aro/ioBKamu, UCNosib3ys COOTBETCTBYIOLLMIA CNIOBapb, HANpPUMep, NCNosb3ys A3blk 6U3HEeca Npu B3aumoaei-
CTBUMN C PYKOBOZCTBOM;

c) copeicTBuA pacnpegeneHunto ASC nytem rpynnvpoBaHus UX BO B3aMMOCBSi3aHHbIE COBOKYMHOCTY;

d) obecneyeHnss yBepeHHOCTU B TOM, UTO BCE MepPONpUATUS Mo ob6ecnevyeHunto oBepUs B CBA3AHHbIX
ASC BbINOSIHEHBI Y HU OJHO U3 HUX HEe 060IaeHO.

Ha pucyHke 7 nokasaH npuMep 3Tol CXeMaTMYeCKol CBS3M — COBOKYMHOCTb CBSA3aHHbIX ASC npegcTtas-
neHa nop pybpukoii «OHMaiHOBbIe NnaTexm». B 3ToM npumepe Bce CBA3aHHbIE C OHIAHOBbLIMY MiaTexamu
ASC MOryT 1cnosib30BaTbCs Kak efnHas COBOKYMHOCTb, U CyLeCTBYIOLAA C/MOXHOCTb MOXET 6biTb NMpu He-
06X0AMMOCTH CKpbITA.

ASC — 3T0 CcnoxHas CTPYKTypa faHHbIX, KoTopas 6yaeTt geTasbHo paccmoTpeHa B UICO/M3K 27034-5:
«CTpyKTypa faHHbIX ynpaBieHuss 6e30NacHOCTbI0 MPOTOKO/IOB U NPUIOXKEHW». Hke cnepyeTt KpaTKuil 06-
wmin 0630p ASC.

NMpumeuvyaHune — XoTa cTpykTypa ASC Tonbko 6yaet chopmanunszosaHa B UCO/MOK 27034-5, opraHusauunmn

MOTyT no-npexHemy obpawarbcsa K MCO/M3K 15289 3a pykoBOACTBOM MO OonpefesieHnto eanHUL, nHpopmauum, co3ga-
BaeMbIX BO BPEMS XU3HEHHbIX LMK/I0B NPUNOXEHWNA.

8.1.2.6.5.2 NgeHTndumkauns ASC

2nemeHT naeHtTudukaunm ASC cofepxuT cnegyoLlee;

a) uHdopmauuio 06 ASC: HasBaHue, naeHTudukaTop, aBTop, gara, onucaHme ASC n . 4.;

b) ykasatenu Ha maTepuHckyto u goyepHune ASC (ASC MoryT 6bITb NMpeAcTaB/eHbl Kak cxemarnyeckas
CTPYKTYpa);

C) ykasaTenu Ha COOTBETCTBYHOLUNI BU3HEC-KOHTEKCT, PEryATUBHbIA U TEXHONOTMYECKNIA KOHTEKCTBI, a
Tawke Ha cneyudmkaum NpunoxeHuii, obecneunsarolme TpebosaHna 6esonacHocTn Ans gaHHoli ASC (cm.
PUCYHOK 5).

8.1.2.6.5.3 Lenb ASC

Llens ASC onpegensieT, «3ayem» cyulectsyeT AaHHasa ASC. a UMeHHO TpeboBaHusa 6e30nacHoOCTu, A5
peanusauumn KoTopbix 6blna paspaboTaHa gaHHas ASC.

Llens ASC onpegensert:

a) Kakvie aneMeHTbl MeponpusaTus no obecnevyeHnto 6e30macHOCTU AOMKHbI co3faBaTb NOATBEPXAAlO-
e cBuaeTenbCTBa A1 COOTBETCTBYHOLWMNX BEPUUKALMOHHBIX N3MEPEHNI;

b) ANS Kaknx yposHei foBepusa ata ASC ABnseTcs 0653aTeNbHOI;

c) cneundmkayum nunn TpeboBaHns NPUNOXKEHUH, C KOTOpbIMU cBsidaHa ASC 1 KOTopble MOTYT CCbiNlaTb-
CA Ha NpuMeHseMble npeanucaHns, ctaHgapTbl U nydlline npaxkTuyeckme npuemst,

d) yrpo3bl 6e30nacHOCTV ¥ NpeanosioXeHns 06 onepaLyoHHON cpede NPUNOXEHUS.
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ASC MOXeT 6bITb CBA3aHa C HECKO/IbKUMU YPOBHAMM [OBEPUS.

Mpumep — Ha pucyHke 5 ASC onpepgeneHa HaypoBHe goeepusi 1 ansa no6biX NPUIOXKEHU, BKAOYAIOLWNX
OHNalHoBbIEe NnaTexun. 9dTa ASC ob6s3aTenbHa ANA NO6bIX NPOEKTOB pa3paboT KN NPUNOXEHN, BKIKOYalO-
W 1X OHMaliHOBble MAaTexu, rae BnagenbLeM NPUIOXeEHNS NMPUCBOEH LieNleBOl ypoBeHb JoBepus oT 1 fo 2.
Ecnun Bnageney NpuaoXeHNs xo4eT NPUCBOMTbL TpPeTUi LeneBoil ypoBeHb foBepus, TO HyxHa ASC c 6onee
CTpPOrym MmeponpuaTunem no o6ecneyeHnto 6e30NacHOCT U U/UNN N3MEPEHNEM.

8.1.2.6.5.4 MeponpusaTue no obecneuveHuto 6esonacHocTn ASC

OTOT 3/1eMEHT ONuCbIBaET Warn uaun npoueaypbl, HeobxoAnMble ANS peanusaumn meponpuatTnsa. OH no
MeHbLUEed Mmepe Ao/HKEH onpeaensTb:

a) uto:

1) nosHOe onucaHne mMeponpuATUA No obecneyveHnio 6e30NacHoOCTL:

2) CNOXHOCTb MeponpuaTUs:

3) apTedakTbl, co3gaBaemble B pe3ynbTaTe MmeponpuaTusa. 3T aptedakTsl NpeAoCcTaBNAlOT CBU-
JeTenbcTBa. NOATBEPXAAOLWMe Hanyne NpoLeccoB UAM npoueayp BBEEHHON Mepbl U cpef-
CTBa KOHTPO/S M ynpassieHns 6e30nacHOCTbI0 NPUMIOXKEHWIA (T. €. MeponpuaATHA No o6ecnevyeHnto
6e3onacHocTn ASC);

4) oxupgaemble pe3ynbTaTbl MeponpusaTuii no obecneyennto fgosepms ASC (a UMEHHO onucaHue
0XnAaeMon cnutyauumn, COCTOAHMSA UM TOYHOTO 3HaYeHus apTedhakta, co3gaBaeMoro B pesynbTa-
Te MeponpuaATus);

b) Kak: MeTof BbINO/IHEHWSA AA@HHOr0 MEeponpuATUS U NonyveHus aptediakTa, Takoro kak naeHTndunka-
LSt UCXO4HOTO KOAa, NCNOoMb30BaHHOIO A8 peanm3aunm 6e30nacHbIX CoeAnHeHni ¢ CepBMCOM YNPOLLEHHOTO
npoTokofa focTyna k ceTeBbiM katanoram (LDAP), naeHtudukaumsa 6mbamoTekn, NCnob30BaHHON ANs wud-
poBaHWA. AN OKYMEHT, NpeAoCTaBNSAoWMNA PyKOBOACTBO NO BbINO/HEHNIO MEPONPUATUSA.

C) rae: uenb MmeponpuaTus no obecneveHnto 6e30nacHOCTM, Takas Kak UCXOAHbIN KOoA. napaMeTpbl Npu-
NIOXEHUS. KOMMNOHEHT NHAPACTPYKTYpPbI, NPOLECC;

d) kTO0. Heo6xoaMMas kBanmukauma 4eNcTBYOLWMX CY6BEKTOB, KOTOPbIE A0/DKHbI OCYLLECTBAATL AaH-
Hoe meponpuaTue. JeiicTBytowme cybbekTbl 3aBUCUMbI OT ASC (BO3MOXHO, B hopme odnLmanibHOro npes-
nMcaHns). MOTOMY YTO opraHu3auus Ao/xHa obecneyunBaTb YBEPEHHOCTb B AOCTMXEHUN HEOBXOAMMOIA Npo-
dheccmoHanbHOM KBanUMKaLMM ANA Kaxo poau n cobMlAeHUN NpuHLMna pasgeneHus 06a3aHHOCTe.
ASC f0/KHbI 6bITb 3aMMcaHbl C TOYHO BbIpaXXEHHbIM Ha3HAaYeHNeM MPOBEPKU NPoeccnoHanbHOW kBanudu-
Kauwmu;

€) Korga: ykasaHve Ha onpefesieHHyl0 AeATe/IbHOCTb Ha 3Tane 3TasloHHON MOAENN XU3HEHHOTO Lukna
6e30MacHOCTV NpuIoXeHnii (cMm. 8.1.2.7), koraa [0/MKHO OCYLLeCTBAATLCSA AaHHOe MeponpusTue;

f) ckonbKo: pacueTHas CTOMMOCTb peanm3auun ASC.

8.1.2.6.5.5 BepucpukaLmoHHoe nsmepeHune ASC

34ecb nNpeAcTaBneHo BepudrKaLuMoHHOe 3MepeHne, NpoBoAYMOe ANS MPOBEpKV peanusauum cooT-
BeTcTBYyOLLeit ASC. BeprdrKkauMmoHHOe nsmepeHne no MeHblueli Mepe A0/HKHO OnpeaensThb:

a) uro:

1) nonHoe onucaHune n3mepeHust 6e3onacHocTi. 3TO onMcaHue onpegenseT, kak BepuduumpyeT-
CA CyllecTBOBaHVe 1 NpaBWIbHOCTb apTedakTa, co3AaBaemoro B pesynbrare peanvsauymmn ASC;
2) CNOXHOCTb N3MEpPEeHUs:

3) apTedhakT, co3gaBaeMblii Npu M3MepeHnn. DTOT apTedakT npefocTaBnseT CBUAETENbCTBA,
HeobxoaumMble ANa gemoHcTpaunn sepudmkaummn ASC:

4) oxupaemble pesynbTaThl (ONUcaHne cuTyaunn, COCTOSHNUS WM TOUYHOMO 3HaYeHNst apTedhakTa):

b) Kak; MeTof, BbINO/HEHWSA JaHHOrO U3MEepeHust U NonyvyeHns aptedakra, Takol Kak MHCTpyMeHTas b-
Hble CpeAcTBa ¥ YCTaHOBKM NPOBEPKM Koda Uav AOKYMEHT, NpeAoCTaBAAoLMA PYKOBOLACTBO MO BbINOSTHEHUIO
n3MepeHus;

C) rae: uenb BepudukKaumm, a MMEHHO TOYHbIE XapakTepuUCTUKM apTediakTa, cO34aBaemMoro CooTBeT-
cTByloLe Bepuduumpyemoin ASC.

d) kTO: Heo6xoaumas npodyeccrmoHanbHas KBannukayma AelicTBYOWUX CyObEKTOB, YHaCTBYOLWNX B
Bepudpmkauun. feicTBytolmne cyobekTbl 3aBucMbl 0T ASC (BO3MOXHO, B chopme odhuLManbHOro npeanu-
caHus), NOTOMY YTO OpraHusauusa Ao/mxHa obecneumBaTb YBEPEHHOCTb B JOCTVXEHUM HEO6XOAMMON Mpo-
checcuoHanbHON KBanudukauuy Ans Kaxaon ponv n B cobnogeHnn npuHumMna pasgeneHns oba3aHHocTe.
ASC pomkHbl 6bITb 3anucaHbl C TOYHO BbipaXXEHHbIM Ha3HayeHMeM NPoBepKV NpodieccnoHanbHol keanndu-
Kaumu;
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e) Korfja: ykasaHue Ha onpefienieHHyo fesiTeNIbHOCTb Ha 3Tane 3Ta/IOHHON MOAE/NMN XUIHEHHOTO LKA
6e3onacHoCTn npunoxeHuit (cm. 8.1.2.7), korga A0/MKHO OCYLEeCTBNATLCSA AaHHOoe n3mepeHve. MNpu Heobxo-
OVMOCTUY 3TO U3MEPEHNE MOXET OCYLLECTBNATLCA NEPUOLNYECKH;

0 CKOMbKO: pacyeTHast CTOMMOCTb BbINOSIHEHWNS OAHOr0 BEPUUKALMOHHOIO N3MEPEHUS.

8.1.2.7 JSTasioHHasA MOAENb XU3HEHHOTO Lkna 6e30nacHOCTU NPUIoXeHN

8.1.2.7.1 O6was nHdopmauns

OpraHusauusi, 6U3HeC KOTOpPOI BKOYAeT pa3paboTKy, ayTCOPCUHT WM NPUOBPEeTEHUE MPUMOXEHWA,
06bIYHO MCNOJb3yeT CTPYKTYPY OnpefesieHHbIX MPOoLeccoB WU AesATeNbHOCTU, CUCTEMaTU3MPOBAaHHYIO Mo
aTanam. 3Ta CTPyKTypa 06bIYHO Ha3blBAETCA «MOJE/Ibi0 XU3HEHHOTO UMKna». Ho B 3aBUCMMOCTN OT KOHTEK-
CTa ee elle Ha3biBAT «MOLE/bI XWU3HEHHOTO LMKNa NPUIOXKEHWUM», MO0 «MOAENbI0 XU3HEHHOTO LMKna
CUCTEM», INO0 «MOJE/IbIO XXU3HEHHOTO LMKIa NMPOrpaMMHbIX CPeACcTB». ITO He HOBOE MOHATUE, BBEJEHHOoe
MCO/M3K 27034. ero onpegeneHne MoxHo Havitn B UICO/M3K 12207 n MICO/M3IK 15288.

Takas Mofenb 06bI4YHO YHMKaIbHA /1 KOHKPETHOW opraHm3auuy 1 npucnocobsieHa k ee TpeboBaHUAM.
OHa 1cnosb3yeTcs U COBEPLUEHCTBYETCA B TeYeHe MHOTUX JieT.

XKWU3HEHHBI LMK onpefeneHHOro NpuIoXeHus, T. e. pasBuTMe NPUIOXKEHNA OT 3ambiCia A0 CHATUA C
aKcnayaTauun, NnpesacTaBnseT co60i KOHKPeTU3aLMI0 MOAENN XN3HEHHOIO Liykna opraHusaumu.

B opraHv3aumsax co CI0XHON CTPYKTYPOI pasfimyHble rpynnbl, BO3MOXHO, 6yAyT NCMOb30BaTh pasHblie
MOZE/IN XN3HEHHOTO LiMKa NPUIOXKEHNI 419 pasHbIX NPOEKTOB. Tak YacTo NPONCXOANT B KPYMHbIX feLeHTpa-
NIN30BaHHbIX OpraHn3aumax unn opraHnsauunsax, chopmMmpoBaHHbIX MyTeM CAMAHUA. B Apyrux opraHmsaumax
6yayT paspabartbiBaTbCsA pasnnyHble cneuuann3mpoBaHHbie MOAENN XU3HEHHOTO LuKa NPUIOXEHWA, OTHO-
cAWMeca K onpefesieHHOMY KOHTEKCTY MPWIOXEHWI, Hanpumep, Be6-NpUIOXKeHUs, NPUIoXeHus, paboTato-
LMe B peXxunume peasibHOro BPEMEHU, BCTPOEHHbIE NPUIOXKEHUSA, MEAULMHCKAE NPUIOXEHUS U T. 4.

MeponpusaTus, ocylecTB/sieMble Ha pas/IMyHbIX 3Tanax >XWU3HEHHOro Lukia NporpamMmmHbIX CpefcTs
WUAN cUCTEeM, SIBMAIOTCA YacTblo MPOLLECCOB B MacwTabax opraHusauuun, KoTopble AO/KHbI COOTBETCTBO-
BaTb HOpMaTMBHbLIM TpeboBaHusAM, npeacTasnieHHbIM B ICO/M3K 12207 n NCO/M3K 15288. Kpome Toro, B
MCO/M3K TO 24748 npepncrasfieHO AOMOSHUTENbHOE PYKOBOACTBO W ONWCaHbl MOAESN XU3HEHHOro LMKNa
pa3paboTkn cMCTemM 1 NPOrpaMMHbIX CPeACTB, aTanbl XXM3HEHHOIO LKA U NX CBA3b C MPOLEeCcCaMmn XU3HEH-
HOro uuKna.

NCO/M3K 27034 He pekoOMeHAyeT U3MEHSITb MOZENN XU3HEHHOTO LUKIa MPUIOXeHUA opraHm3auum.
BwmecTto aTtoro MICO/M3K 27034 pekomeHAyeT [06aBNAATb K 4eATeNIbHOCTU, 0ObIYHO BbINO/HAEMON Ha 3Tanax
onpegensieMoii opraHusaumnein MoAenu XXN3HEHHOTO LKA NPUNOXEHNA, MeponpusaTusi, HasbiBaeMble «Mepa-
MW 1 cpeAcTBamy KOHTPOAA 1 ynpasneHns 6e30nacHoCTbio NpunoxeHuin» (ASC).

Kak paHee oTmeuasnocs B 8.1.2.6.5. ASC BknoyaloT ykasaTesiv Ha onpefesieHHble MOMEHTbI aTana Xus-
HEHHOrO LUKa, COOTBETCTBEHHO ONpeAenss, «Korga» AOMKHbI BbINOMHATLCA MEPONPUATUS MO o6ecneyeHnto
6e30nacHOCTN 1 BepUUKALNOHHBIE N3MEPEHUS.

B HacTosLee Bpems CyLlecTByeT MHOrO MOAE/NeN XXM3HEHHOIO LKA NPOrpamMmMHbIX CPEACTB U CUCTEM,
13 KOTOPbIX OpraHusauns MoXeT fefnaTb BblIGOp C YyYETOM CBOMX BHYTPEHHWX NMOTPeGHOCTeN. YnomuHaHue
X BCeX unu BblaeneHve 6onee npeanoytutesibHbiX B MICO/M3K 27034 HEBO3MOXHO W HexenaTenbHo. Co-
OTBETCTBEHHO HEBO3MOXHO BK/IOYUTL B cTaHZapT ASC. Hanpsamylo ykasbiBalLlytlo Ha aTtan, npouecc uam
MeponpusiTue B KOHKPETHOW MOZLENN XXU3HEHHOTO UMkia. 3To caenano 6bl koHuenumio ASC ICO/M3K 27034
MeHee [O0CTYNHOI ANS LMPOKOTrO Kpyra opraHusaLmii.

B HacToslllem cTaHfapTe npefcTaB/ieHa aTa/IoOHHas MOZesb XU3HEHHOro Lukna 6e30nacHocT Npuo-
XEHWi1 B kayecTBe CTaHAAPTU3NPOBAHHO CCbinkn Ana gobasneHns ASC K MeponpusiTusim, ocyLL,ecTBSIEMbIM
ANA MeHeMKMeHTa NPUIoXeHNA, NOArOTOBKN K paboTe v aKcnyataunm NpuaoXeHuid, MeHegxmeHTa nHdpa-
CTPYKTYPbI N ayauTa NpunoxeHui. laHHas mogesnb ABNSeTcA npeacras/ieHneM o6LWux atanos n meponpus-
TUIA. 06bIYHO NPUCYTCTBYHOLMUX B MOAESX KU3HEHHOTO LKA NPUIOXEHWIA.

3TanoHHan Mofesb XU3HEHHOro LyKna 6e30nacHOCTU MPWIOXEHW He orpaHuymMBaeTca pa3paboTkoi
nporpammHbIx cpefcts. OHa Takke 3aTparnBaeT MeponpuaTus n3 Apyrux cdep, Taknux kak kopnopaTuBHOe
ynpasneHve, nogaepxka nporpaMMHbIX CPEACTB U MHPaCTPYKTYpbl, MEHEIXMEHT NPOEKTOB, ayAuT U KOH-
TpO/ib.

Lienb aTasoOHHON MOAE/N XXN3HEHHOTO Lukna 6e30NacHOCTV NPUIOXKEHUI COCTOUT B:

a) cogelicTBUM OpraHu3aumu B NOATBEPXAEHUN NPABUILHOCTU KaXA0V MOAENMN XU3HEHHOTO Lykia ee
NPUNOXEHWA NyTem onpeAeneHns Bcex NPoLeccoB U eCTBYOWMUX Cy6bekToB, NOTEHLMabHO BOBIEYEHHbIX
B obecneyeHne 6e30NacHOCTN NPUIOXKEHNIA:

b) cofeicTBun opraHusaLuy B 06ecnevyeHny yBepeHHoCT/ B TOM, YTO BONPOChI 6e30nacHocTu Hapsle-
Xawum obpasom paccMaTpuBaloTCa Ha BCeX aTanax XU3HEeHHOro LMKIa NpuioXeHwuii;
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C) cofeicTBUM OpraHn3aumun B CBEAEHUN K MUHUMYMY PacXofoB W NOCNeACTBUI OT BBEAEHWUS NPaKTu-
yeckux npnemoB MCO/M3K 27034 B ee NPOEKTbI MPUIOXKEHUNIA B KAYECTBE NOAAEPXKKM CYLLECTBYOLLUX MOAe-
Nei XN3HEHHOTO LMKIa NPUIOXKEHNIA;

d) npefocTaBneHUN opraHm3aunm cTaHaapTHOV MOAEN A5 KOSITEKTUBHOTO UCNo/ib3oBaHus ASC rpyn-
namu, 3aHUMalrLWMMNCS NPOEKTaMN NPUIOXEHWIA, HE3AaBUCUMO OT Pas3nNyHbIX MOAeNei XU3HEeHHOro Lukna
NPUNIOXEHNIA;

€) npefocTaB/eHUN OpraHu3aumMm cTaHgapTHO Mogenu ans KOAJEeKTUBHOIO ncnonb3oBaHns ASC Bme-
CTe C APYrMMYy OpraHv3aLusiMun, He3aBMCUMO OT Pas/IMyHbIX MOAENEeR XU3HEHHOTO LKA MPUIoXeHWiA.

Ipacdnyeckoe npeacTaB/ieHne 3TaSIOHHOW MOAENWN XW3HEHHOro Lukna 6e30MacHOCTU MPUIOXKEHUH,
npegnaraemoit MICO/M3K 27034. nokaszaHO Ha puUcyHke 8.

YPOBHI/I OTasioHHas MoJes b XXN3HEHHOTIO LUuKia 6e3onacHoCTH l'lpVU'IO)KEHVIVI

1 \ ! 1 ! I
MeHemKMeHT MeHeLKMeHT NOAFOTOMM NPUAOXKeHWIi | paboTe MeHeLXMEHT aMsiNyaTaTMN NPUNOXEHUI ) j
npunoxeHuit 1 K J
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Meprotoma

cpabote -» (N34T0TO M. Paspa6oTa Sf Bsop v » (naToceaBam > »Ap<UB( M*>UK}) “AUHUrOMUNBA—
v annnyiitaym neiictene/
npunoxenni
1 .
1 VA 1
m iMury
MeHepimenT ~ T MenepHmenT oGecnevenns ‘fj'l
MHE PACTPYKTYpbI VHED PaCcTPYKTYpPbI NPUIOXKEHIH | \aaroran
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NPUNOXKeEHNI J — AyawT negroromm npunoxenuii i pagore )" P ( AyAuT 3KCTyaTaunin npunoKsmumii N -
K A[IC-TH ... - Uowm "4 But.. Vicren.baxanue  ApKunupounaruTr T Ymroxense Jl
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PrcyHok 8 — BbiCOKOypOBHeBasi aTaJloHHasi MoAe/Nb XXU3HEHHOro Lukna 6e3onacHocTun I'Ipl/II'IO)KeHVI|7|

OpraHu3auus Ao/KHa onpegennTb YyCTONYMBOE COOTBETCTBME MEXAY Onpefe/ieHHbIMU B 3TON 3TasloH-
HON MoAenu atanamu ¥ MeponpuATUSAMU, a TakkKe aTanamu U MeponpuATUAMMU, yXKe WCNOMb3YHLWUMNCA B
KaK[0M U3 CO6CTBEHHbIX MOAeneli opraHusauumn. 370 gaeT BO3MOXHOCTb yKa3aTb, B KaKOW MOMEHT COGCTBEH-
HbIX 3TanoB U MEPONPUATUIA opraHusaummn npumenstotca ASC.

Fpynna ONF 6yaeT ocyllecTBnATb pacnpegeseHne ASC B 3Ta/IOHHOW MOAE/N XU3HEHHOrO Lukia 6e3-
0OnacHOCTU NPUIoXKeHWi. TO pacnpegeneHne 6yaeT cnocob6cTBOBaTbL 06eCneyeHnto yBepeHHOCTN B eANHO0-
6pasHoOM Co61I0AEHNN MUHUMANBHO NpuemaemMbix ASC 415 LLeneBoro ypoBHSA AOBEPUS BO BPEMS HaYalbHOro
NAaHNPOBAHUA A1 K&XA0ro NpoekTa NpuioXeHUs opraHnsauum.

3OTa aTaNloHHan Mogesb N0 FTOpU3oHTaNM pasfenseTcsa Ha ABa OCHOBHbIX aTana: NnoAroToeka k pabote —
OCYLLeCTB/AIOTCA MEPONPUATASA MO NOJTYUYEHNIO NPUIOXKEHNS U BBOAY €ro B fIeiCTBUE, 1 aKCNyaTaumsa — ocy-
LLEeCTBIATCA MEpPONpUATUS, BbINOMIHAEMbIE NOC/e BBOAA B AelicTBUe.

Otanbl NOAroTOBKMN K paboTe 1 aKkcnayatauun fanee Aensatca Ha cnegyowue ctaguu:

a) artan noAroToBkM K paboTe COCTOUT U3 Tpex CTafuii: NOAroToBKa, peannsauns u BBOf B AeicTBue:

b) aTan aKcnsyaTauuyM COCTOMT U3 Tpex cTaduii: Ncnonb3oBaHue WU Noagdepxkka, apXuBMpoBaHne, YHU-
YyTOXeEeHMe.

[aHHas aTasioHHaa Mofesnb Mo BepTUKaM pasfenfaeTcsa Ha YeTbipe OCHOBHbIX YPOBHS:

a) MEHe)XMEHT MPUIOXKEHNI: 3TOT YPOBEHb COCTaBASAIOT MeponpuaTua K3 cdepbl KOPNopaTuBHOMO
ynpaBfieHus, Takne Kak MeHe[KMEHT MPOEKTOB W MEHEe[XMEHT 3KcrnayaTauuyu NpuioxeHuin. Takme mepo-
npuAaTAA 06bIYHO OCYLLECTBAAIOTCA B paMKax NpoLeccos, onpegeneHHbix B CMUB opranusaumuy;
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b) NOAroToBKa K paboTe M aKcnayataums NPUIOXeHNA: 3TOT YpOBEHb COCTAB/IAOT MEPONPUATUS, CBSI-
3aHHble C NOArOTOBKOM K paboTe 1 NCNosb30BaHMEM CaMOro NpuioxeHus. Takme MeponpuaTus 06bIYHO OCY-
LLIeCTB/IAOTCA B pamMkax npoueccoB, pekoMeHgyembix MCO/M3K 15026. MICO/M3K 15288. NCO/M3K 12207
n MCO/M3K 21827,

C) MeHe[XMEHT MHPPAaCTPYKTYpPbl: 3TOT YPOBEHbL COCTAB/IAT MEPONPUATUSA, CBA3AHHbIE C MEHEXMEH-
TOM noAfepXxusatoLei npunoxexHne nHpacTpykTypbl ycnyr UT opranusauumn. Takne MeponpusaTns 06bI4HO
OCYLLECTBNAOTCA B paMKax npoLeccos, pekoMeHAyeMbIX Takumu ctaHgaptamu, kak MCO/M3K TO 20000-4,
1 pyKOBOACTBaMW, Takumn kak ITILD),

d) ayauT NpuIoXeHwWit: aTOT YpOBEHb COCTaBASAIOT MEPONPUATUSA, CBA3AHHbIE C KOHTPONEM 1 Bepudu-
Kauuei. Takme MeponpusiTUa 06bIYHO OCYLLECTBNAIOTCS B paMKax MpoLeccoB, peKOMEHAYEMbIX TaKUMW CTaH-
faptamu. kak MICO/M3K 15288, MCO/M3K 12207. n fOKyMEHTaMu MO OTpac/ieBOi NpakTuke, TakMMu Kak
ctaHgapt CoblT.

[LeiicTBylowumy cy6bekTaMn SIBISOTCS BCe NMLa, yyacTBYyHOLWMe Ha BCeX 3Tanax BCEX YpPOBHeR Mo-
[Jenun, Takue Kak pykoBOAUTENN NPOEKTOB, pa3paboTuuku, CUCTEMHble afMWHUCTPATOPbI, afMUHUCTPAaTOpPbI
6a3 faHHbIX, PyKOBOAMTENN NONb30BaTeN1ei, Bafenblibl NPUIOKEHNH, ayANTOPbl, KOHEYHbIe MO/Ib30BaTeNN,
TEeXHWUYeckuii nepcoHan, obecneynBaloLnii NOAAEPXKKY, CETEBblE aAMUHUCTPATOPbLI U T. 4.

MeponpusaTisa, 06bIYHO OCYLLECTBSEMbIE Ha 3Tanax 3TaSIOHHOW MOAENN XU3HEHHOro Lukna 6esonac-
HOCTW MPWIOXEHWN, NpeACcTaB/eHHON Ha PUCYHKE 8. OMUCHIBAIOTCS HIMKE.

8.1.2.7.2 MeHe[)XMeHT NOoAroTOBKN NPWUIOXEHWI K paboTe

MeponpusTa No MeHeKMEHTY NOATOTOBKY NPUIOXKEHUI K paboTe OCyLLeCcTBAATCS PYKOBOAUTENSAMM
NPOEKTOB W PyKOBOAUTENSAMMU OpraHn3aummn Ha atane noAroToBKM K paboTe XXU3HEHHOTO LiMKIa NMPUIOXKEHWA.

Takve meponpuaTAa 06bIYHO OCYLLECTBNAITCA Kak YacTb NPOLEeccoB B MacluTabax opraHnsauymu. OHu
BK/10YAIOT NpoLecchbl NPOEKTUPOBAHUS NMPOrpaMMHbIX CPefcTB U3 onpegensemoin MCO/M3K 12207 rpynnbl
NpoLeccoB, CBA3aHHbIX C MPOEKTaMu, TakMe Kak npoLecc ynpassieHus TpyAOBbIMU pecypcamu, npouecc nna-
HMPOBaHWA NMPOeKTa, NPOLLECC OLeHKN 1 KOHTPOIA NPOeKTa 1 NpoLecc ynpasieHns NPUHATUEM PeLLUEHUI.

8.1.2.7.3 MeHeLXMEeHT aKcnayaTaLumy npunoxeHui

MeponpusTa No MeHeXKMEHTY 3KCnayaTauumn NpunoXeHnii cBA3aHbl C MeHeXKMEHTOM 1 NCNOo/b30Ba-
HVeM NPUIOXEHUA Ha aTane aKcnayaTauum.

Takve MmeponpusaTMsa 06bIYHO OCYLLECTBAIOTCA Kak YacTb NPoLLeccoB B Maclutabax opraHusauni. OHu
BK/OYAIOT MPOLIECChI MPOEKTUPOBaHUSA NPorpaMmHbIx cpeacTs 3 MCO/MIK 12207. Takune Kak npouecc ynpas-
NeHnsa nHopmaumeid 1 NpoLecc NPUHATUA PeLUeHWA.

OO6bIYHO 3a MPUIoKEeHNe OTBeYaeT ero Brafesnel, KOTOPbIA MOXET NPUHATL pelleHne O pasgeneHun
4acTu 3TON OTBETCTBEHHOCTMU C APYTMMU AeACTBYOLWMMU Cy6bekTamu, TakuMy Kak pykoBoAUTENN MoJb30Ba-
Tenei.

N3mMeHeHns NpunoxeHuii Ha atane akcnsyaTauuv, Hanpumep, U3MEHEeHUs, NPouNCTeKaloLne N3 HoBbIX
perynsTUBHbIX TPE6OBaHWUIA UK YIPO3, fO/MKHBI MHALUMPOBATLCA BNAAEMbLEM NPUMNOXKEHWIA, OTBEYAOLWUM 3a
obecneyeHne yBepeHHOCTU B TOM, YTO NPUIOXKEHUA HaAexal M 06pa3oM 1 NOCTOSAHHO YUYUTLIBAIOT MEHSI0-
Lmecst NoTpe6bHOCTM 6€30MacHOCTV OpraHu3aLmn.

Bnarogapsa aTum npoueccam Bragenel, npuioxeHun npegoctaBut ang CMWB opraHusaumm Heo6xo-
AVMble cBUAETENbCTBA, 0b6ecneynsaloLLe YBEPEHHOCTb B PELUEHUN BOMNPOCOB KOPNopaTUBHOIO ynpasneHns
npoekTamu NpuIoXeHui.

8.1.2.7.4 TMoparoTtoska

Ha atane noaroToBky rpynna, 3aHWMatoLLascst NoAroTOBKOW K paboTe, OCyLecTBASET NOArOTOBUTE b-
Hble MeponpuaTUA. Takme MeponpuaTUsa 06bIYHO OCYLLECTBAAIOTCA KakK YacTb NpoueccosB B MacwTabax op-
raHusaumun. OHW BK/TIOYAIOT Takne MpoLLeCcChl NMPOEKTUPOoBaHNA NPOorpamMmmHbIX CPeACTB, Kak npouecc MeHes-
XMEHTa peLUeHunii 1 npoLecc MeHexmeHTa uHdopmaumm (cm. MCO/M3K 12207, 6.3.3 1 6.3.6).

8.1.2.7.5 TMoarotoBuTe/IbHLIE NPOLLECCHI

MoAroToBuUTeNbHLIE MPOLECCHI BKOYAOT MEPONPUATUSA, OCYLLECTBAEMbIEe Ha 3Tarne NoAroToBKWU Mpo-
eKTa NPUIoXeHUs.

NMpumeyaHne — T[loAroTOBUTENbHbIE MPOLECCHI BK/IOYAOT MPOLECChl MPOEKTUPOBAHWUS MPOrpaMMHbIX
cpeacTte 13 MCO/M3IK 12207. Takme Kak npouecc onpegeneHnsi TpeboBaHnini NpuYacTHbIX CTOPOH, aHann3 TpeGoBaHuii
CUCTEMbI U MeHeKMeHT pucka (cm. MCO/M3K 12207. 6.4.1).

1* I'TW (Information Technology Infrastructure Library) — 6u6nnoteka nepegoBoro onbitTa B 061acTn nHopmawm-
OHHbIX TEXHO/OT WA,
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8.1.2.7.6 AyTCOPCUHT

Ha atane peanusauuu rpynna, 3aHMmaloLasca noaroToBkoi k paboTe, OCyLLeCcTBAAET MeponpusaTus,
CBfi3aHHble C peanu3auueli NporpaMmHbIX CPeAcTB. ECn HekoTopble MeponpusaTUS peanvsauun opraHusa-
LSt OCYLLLECTB/ISAIET Yepes3 ayTCOPCUHT, TO A1 AOCTUXEHUA LeNIeBOro YPOBHSA fO0BEPUSA NPUITOXKEHUS, BO3MOX-
HO, noTpebyeTca f06aBUTb K MeponpuATMAM peanusaunm cneymnanbHbie ASC. MoaTomy aTasloHHas Mogesb
XW3HEHHOTO LMkia 6e30nacHOCTV NPUIOXKEHWUI BKNOYAeT onpedeneHHyo cepy feaTeNbHOCTH Ansa ayTcop-
CuHra.

Takve meponpuaTns 06bIYHO OCYLLECTBASAIOTCA Kak 4acTb NpoLeccosB B MacliTabax opraHmsaumun. OHu
BK/1IOHAIOT MPOLIECChI NPOEKTMPOBaHUA NporpaMmMHbIX cpefcts n3 MCO/M3K 12207. Takue Kak npouecc npu-
obpeTeHus, NpoLecc MeHefKMeHTa AOKyMeHTaLMn NporpamMmmHbIX CPeACcTB, NPoLect MeHeaXMeHTa KOHMU-
rypauuy nporpamMmmHbIX CpeAcTB U NPOLLecC MeEHeAXMEHTa pUCKa.

8.1.2.7.7 PaspaboTka

Ha atane peanusauuu rpynna, 3aHMmaloLWasca noaroToBkol K paboTe, OCyLLeCTBAAET MeponpuaTus,
CBfi3aHHble C BHEAPEHWEM MNPOrpaMMHbIX cpefAcTB. Ecnn opraHusauuns ocywecTBNAeT HEKOTOPbIe U3 Taknx
MeponpusaTuin ceonmu cunamm, 1o ASC, fobaBfieHHble K MePONpUATUAM NO BHEAPEHWIO, MOTYT OT/IMYaTbCs
OT Tex. KoTopble J06aBNATCA B C/lydae NpMobpeTeHns namn ayTCopcuHra BHeApeHns KOMMNOHEHTOB NpUIoXe-
HWIA. M03TOMY 3TasIoHHAs MOZE/b XU3HEHHOrO LMKna 6e30NacHOCTU MPUIOXEHWI BKIOYAeT onpeaesieHHyo
06nacTb MeponpuATHiA paspaboTky ¢ nocnegyoliein peanmsaymeil NPOrpamMMHbIX CPEACTB CUIaMU OpraHu-
3auuu.

Takne meponpuaTiA 06bIYHO OCYLLECTB/IATCA Kak YacTb MpoLeccoB B Maclutabax opraHusaummn. OHu
BK/1I04AIOT MPOLECChl NPOEKTMPOBaHNA NMporpaMMHbIX cpeacTs n3 MCO/M3K 12207. Takne Kak npouecc me-
He[)KMeHTa puckKa, NPOeKTUPOBaHNe Ha YPOBHE apXUTEKTYpPbl CUCTEMbI, NMPOLECC apXUTEKTYPHOro NpoeKkTu-
poBaHWs MPOrpaMMHbIX CPeAcTB, MpoLecC AeTaslbHOro MPOEKTUPOBAHMSA MPOrpaMMHbIX CPeAcTB, npoLecc
co3aHnsa NporpaMMHbIX CPefCcTB, NPOLEecC MeHeAXMeHTa AOKYMeHTauuM nporpaMMHbIX CpefcTs, npouecc
MeHep)KMeHTa KoHdurypauum nporpaMMHbIX CPefCcTB, npouecc BepudunkaLmn nporpaMMHbIX CPeacTs, Npo-
Lecc yTBepxXaeHus nporpaMMHbIX CpeAcTs, NPoLLecc NPOBEPKM NPOrpamMMHbIX CPefcTs, NpoLecc JOMEHHOro
NPOEeKTMPOBaHUA 1 NPOLECC MeHe)XMeHTa NOBTOPHOrO UCMO/Ib30BaHUS aKTUBOB.

8.1.2.7.8 lMpuobpeTteHne

Ipynna, 3aHMMaloLWasca MoAroToBkoi K paboTe, MOXEeT OCYL|eCTB/ATb MeponpuaTusa no npuobpete-
HUIO C LieNbl0 BHELLHEro NOoJlyYeHns unu npuobpeTeHus npoaykTa u/vam ycayru, oTsevaroLmx notpebHocTam
opraHuzauun. K atum Mmeponpuatnsm MoryT gobasnsatbes cneymasnbHble ASC. MoaToMy 3TanoHHass Mogesb
XWN3HEHHOTO LMKia 6e30MacHOCTV NPUIOXKEHUIA BKIOYAET onpefenieHHyto cdepy AN MeponpuaTuii no npu-
o6peTeHuto ¢ nocneaytollein peanusaumeidi NPUOGPETEHHbIX KOMMOHEHTOB NMPUTOXEHUIA.

Takve meponpuaThA 06bIYHO OCYLLLECTBAAIOTCA KaK YacTb NpoLeccosB B MacwTabax opraHusaumun. OHu
BK/1H0HAIOT MPOLLECChbl NPOEKTUPOBaHMA NporpaMmMHbIX cpeacTts us3 MCO/M3K 12207. TakmMe Kak npouecc npu-
obpeTeHus. NpoLecc MeHegXKMeHTa JOKYMEeHTaLUM NporpamMmmHbIX CPeAcTB, MPOoLEecc MeHemKMeHTa KOHMU-
rypauuy nporpamMmmHbIX CPEACTB, NPOLeCC MEHEMKMEHTa prCKa 1 MpoLLecc peannsauum.

8.1.2.7.9 BBog B fgelicTBue

Ha aTane BBoja B AeiicTBME rPynnoii, 3aHUMatoLLelicst NOArOTOBKON K paboTe, OCYLLECTBASATCA MeEpO-
NPUATUA NO NOATOTOBKE, KOH(UIYypUpPOBaHUO, TECTUPOBAHUIO N Pa3BEPTLIBAHUIO NMPUIOXKEHUA B OnepaLmoH-
HOll cpefie, onpeaensieMoi opraHusaLuei.

Takve meponpuaThA 06bIYHO OCYLLLECTB/IAIOTCA KaK YacTb NpoLeccoB B MacliTabax opraHusauuun. OHu
BK/10HAIOT NPOLLeCChbl NPOEKTUPOBaHUA nporpaMmHbIx cpeacts u3 MCO/M3K 12207, Takme Kak npouecc Mme-
HepKMeHTa KOHMrypauum nporpaMMHbIX CPefCcTB, NMPOLLeCcC UHTerpaunm cucTeMbl U NPoLecc NpoBepkn co-
OTBETCTBUA CUCTEMbI TEXHUYECKUM YC/TOBUAM.

8.1.2.7.10 Wcnonb3oBaHue

Ha atane ucnonb3oBaHUsA M NOAAEPXKN OCYLLECTBASATCA MEPONPUATUS, CBA3AHHbIE C (haKTUYecKum
1Cnonb30BaHMEM NPUIOXEHNA B ONepauroHHON cpede BCeMy Nob30BaTeNAMU, BKIOYasA KOHEYHbIX NOMb30-
Bateneil. Takme MeponpusaTAA BKIOYAKOT ynpasfieHne 4oCTynoM nonb3oBaresieil, NpoTOKOIMpoBaHue, MOHU-
TOPWHT. 06yyYeHne 6e30MacHoOCTU U T. 4.
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C ue/bio CONPOBOXAEHNA NPOrpaMMHbIX CPEACTB U MEHEAXKMEHTA U3MEHEHWI OCYLLLECTBNSIOTCA Apyrne
MeponpuAaTUs, BKNOYass 0OHOBMEHWE NPUKNAAHOIo NPOrpaMMHOro CpeacTsa A/18 BbINOSIHEHNS MEHSAOLNXCA
MH(OPMaLMOHHbIX Tpe6oBaHWi, Hanpumep, Ao6aBneHne HOBbIX (OYHKUMIA 1 n3meHeHne dopmara faHHbIX.
3TN MeponpuATUA Takke BK/IOYalOT Ucrnpas/ieHne owmnboK 1 aganTtauuio NporpaMMHbIX CPeACTB K HOBbIM
annapaTHbIM YCTPOACTBaM.

Takne meponpuaTiA 06bIYHO OCYLLECTBATCA Kak YacTb NpoLeccoB B Maclitabax opraHusaumn. OHn
BK/1IOYAIOT NPOLECChI MPOEKTUPOBaHMSA NporpaMMHbix cpeacTs n3 MCO/M3K 12207. TakvMe kak Npouecc Kc-
nayatauuv nporpaMMHbIX CPeACTB ¥ MPOLLeCC CONPOBOXAEHNSA NPOrpamMMHbIX CPeACTB.

8.1.2.7.11 ApxuBupoBaHue

MeponpusiTa No apxvMBMPOBAHWUIO OCYLLECTBAAIOTCA TPYNnoi, 3aHMMaroLeica akcnayartauuei, korga
npunoxeHne 60/blUe yXe He HYXHO B ero akTMBHOM COCTOsHUM. OHW BK/IOYAIOT apxXuBUpoBaHue Bcell UH-
dhopmaLun NpunoxeHus, a Takke apxnBnpoBaHne BCeX MHCTPYMEHTasIbHbIX CPeACTB U NpoLieccos Ans obe-
cnevyeHVs 3alinTbl M 6€30MNacHOro JoCTyna K aToin MHdopMauun, gaxe ecnu npuioxeHue 60bLUe yxe He
paboTaeT B CBOE onepauvoHHON cpeje.

Takne meponpuaTUS 06bIYHO OCYLLECTBSIOTCA Kak 4acTb NpoLeccoB B macliTabax opraHm3auymmn. OHK
BKOYAIOT NPOLECChI NPOEKTUPOBaHUS NporpaMMHbIX cpeacTs u3 MCO/M3K 12207. Hanpumep, npoLecc CHSA-
TV NPOrpaMMHbIX CPeACcTB C AKCnayaTaumm.

8.1.2.7.12 YHuuTOXEHMNE

MeponpusTa N0 YHUUTOXEHWIO CBA3aHbl C 6e30MacHbIM paspyLlleHnem Bceil MHhopMaunm npunoxe-
HWiA. BK/IOYas AaHHble Nofb3oBaTenei, HhopmaLmio opraHmsaumu, XypHasbl peructpauum nonb3osartenei,
napamMmeTpbl NPUIOXEHUA U T. 4.

Takve meponpuaTha 06bIYHO OCYLLECTBATCA Kak YacTb NPOLECcCcoB B MacluTabax opraHnsauymu. OHu
BK/1IOYAIOT NPOLECChbl NPOEKTUPOBaAHUS NPOrpamMmmHbIX cpeacTs n3 MCO/M3K 12207. Hanpumep, NpoLecc CHS-
TV NPOrpaMMHbIX CPeACcTB C aKCnayaTaumm.

8.1.2.7.13 MeHeaXMeHT obecneveHns NHpacTpyKTypbl NPUIOXKeHNI

Ota chepa AeATeNlbHOCTM Ha 3Tane noArotoBkM K paboTe BKIOYAET MEPONPUATUSA, CBsA3aHHble ¢ 06e-
cnevyeHvem v nogaepxaHvem 6e30nacHoii TEXHOMOrMYECKON MHPPACTPYKTYPb! NS NOAAEPXKN MEPONPUATUIA,
OCyLL,eCTBNAEMbIX TPYNMoii, 3aH/MaloLLelica NoArOTOBKOW k paboTe. 3TV MeponpusaTAA OXBaTbIBAOT YCNyrw,
CpefcTBa, MHCTPYMEHTbI 1 akTVBbl MHOPMAaLIMOHHO-KOMMYHUKALIMOHHOW TeXHONOorMn B cpefe paspaboTkun n
pasfiMyHbIX BUAAX cpefbl TeCTMPOBaHUS.

Takne meponpuaTUSa 06bIYHO OCYLLECTBSAIOTCA Kak 4acTb NpoLeccoB B maclitabax opraHm3auymm. OHK
BK/IOYAIOT NPOLECChl NPOEKTUPOBaHUA NporpaMmHbIX cpeacts n3 MCO/M3K 12207, Takne Kak npouecc me-
HeXMeHTa MHMPACTPYKTYPbl 1 NMPOLEeCcc MeHe)KMEHTa KOHdUrypaumm.

8.1.2.7.14 MeHe[XMEHT MHPpaCTPYKTYpbl SKCNAyaTaLMn NpUNoXeHWi

OTa chepa AeaTenbHOCTM Ha aTanax NoAroToBku K paboTe BKIOYAET MEPONPUATUSA, CBA3aHHbIE C 0be-
crnevyeHnem u noggepxaHvem 6e30MacHOl TeXHOIOTMYeCKONn MHppacTpyKTypbl 418 3TanoB aKcnyatauum
XWU3HEHHOTO LuKNa NpUIoXKeHUA. T MeponpuaTUa OXBaTbIBAOT YC/YTK, CPEeACTBA, UHCTPYMEHTbI U aKkTuBbI
MHOPMaLMOHHO-KOMMYHUKALMOHHON TEXHOI0TUN B ONEpaLnoHHOR cpefe NpUIoXeHWUN.

Ha atanax sakcnnyaTauum Takke f0/KHbI NPOBOAUTLCA ApYyrve Meponpusatusa Anaa noggepxaHns 6eso-
nacHoli MHAPacTPYKTYpbl, NOALEPXMBAIOLLE NpunoxeHne. Moaaepxka MHPACTPYKTYPbl BKIOYAET TEXHW-
yeckoe 06CnyxnBaHne CUCTEM 1 CETEBLIX annapartHbIX CPefCTB, pe3epBHOE KONMpoBaHue 1 BOCCTaHOB/IEHNE,
BOCCTaHOB/eHWe nocne 6eACTBUA U T. 4.

Takne meponpuATUS 06bIYHO OCYLLECTBAIOTCA Kak YacTb NPOLLECCOB B MacluTabax opraHuzauum. OHu
BK/1HOYAIOT NpoLecchl NpoekTnpoBaHus cuctem ns MCO/M3OK 15288. Takme kak mpouecc skcnayaTaumm 1 npo-
Liecc noAaepxKu.

8.1.2.7.15 CHaATMe c akcnayartauum

MeponpusaTusa no CHATUIO C 3KChnyaTauMu OCYLLECTBASAIOTCA C Lefblo o6ecneyeHns yBepeHHOCTU B
TOM. YTO BCS MHpOpMALNS, XpPaHALLAsACSa B CUCTEMAX, HA cepBepax U ApYrux UCNosb3yeMmblX MPUIOXKeHNAMM
TEXHONOMMYECKMX KOMMNOHeHTax, 6e3onacHbIM 06pa3om ygansetca. 3To aeT BO3MOXHOCTb YTUAM3ALUN Un
nepepaboTkn aTUX KOMNOHEHTOB 6e3 U3/ILLHEro pucka 6e30NacHOCTU 418 OpraHu3aumnn.
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Takve meponpuaTus 06bIYHO OCYLLECTBASAIOTCA KakK YacTb NpoueccoB B MacliTabax opraHusaumun. OHu
BK/1HOHAIOT MpoLecchbl NpoekTupoBaHus cuctem u3 MCO/M3K 15288. Hanpumep, NPOLECC CHATUA C aKcnaya-
Tauum.

8.1.2.7.16 AyAauT NoaroToBKW NPUIOXeHWi K paboTe

MeponpusaTna no ayauty OCYLLEeCTBASIOTCA ANS BCell fesATeNbHOCTU, BCeX AeCTBYLNX CyObekToB,
npoweccoB, apTedakToB ¥ KOMNOHEHTOB NPUIOXEHWIA, NCNOMb3YeMbIX UIN CO3,aBaeMbIX BO BPEMS XU3HEH-
HOTO LKA NPUNOXEHWIA.

3T MeponpuATUSA MOTYT BbINOHATLCA €4UHOXALI UM NepUoANYEeCcKU, BHYTPEHHUMU UAWN BHELUHUMU
ayAuTOPCKMMU rpynnamu B 3aBUCMMOCTM OT LIe/IEBOT0 YPOBHSA [0BEPUS NpoekTa npunoxeHns. OHu obecneun-
BaloT BNagesbLy NpuioxeHnss Heobxoanmoe AoBepue 1 CBUAeTeNbCTBa TOro, YTo TpeboBaHnA 6e30nacHoCTu
NPUNOXEHWU BbINOMHAITCA, Kak 0XU4anoch.

MeponpusaTtna ayaunTta, NpoBOAVMMbIE Ha aTarne NoAroToBku K paboTe, 06bIYHO OTINYAKOTCA OT Meponpus-
TUI ayanTa, OCyLLeCcTBSeMbIX Ha aTane akcnayataumn. OpraHnsaumam, paspabdaTbiBatoLmm, HO He aKcnaya-
TUPYIOLWMUM NPUNOXEHUs {TakuM Kak NpPOW3BOAWUTENIN MPOrpaMMHbIX CPeACTB), MOXET HuKoraa He notpebo-
BaTbCA NPOBEAEHNe ayanTa NPUIOXKEHNA Ha aTane akcnayatauuun. MoaToMy aTasloHHas MOAENb XU3HEHHOTO
Lukia 6e30nacHOCTV MPUIOXEHWI NpefocTaBNseT onpeAenieHHyto cepy A1 MeponpuaTuii No ayauty, npo-
BOAMMbIX Ha aTane noAroToBku K paboTe.

Takne meponpuaTns 06bIYHO OCYLLECTBASAIOTCA KakK YacTb NpoLeccoB B MacliTabax opraHmsaumun. OHu
BK/1IOYAIOT NPOLLECCbl NPOEKTUPOBaHWA MNporpaMMHbIX cpefcts n3 NCO/M3K 12207, Hanpumep, npouecc
ayauTa nporpaMMmHbIX CpeacTBs.

8.1.2.7.17 AyauT akcnnayaTauuv npunoxeHui

MeponpusTna no ayauTty, NPOBOAMMbIE Ha 3Tane aKcnayaraumum, 06bIYHO OT/IMHAOTCA OT MEeponpuATUi
no ayauTy, OCyLLecTBAsSeMbIX Ha aTane NoAroToBky kK paboTe. OpraHu3aumsamM, TONbKO SKCNyaTUPYHLWUM Npu-
obpeTeHHble NPUIOXEHWS, MOXET HUKOTAa He noTpeboBaTbCs NPoOBeAeHMe ayauTa NPUNoXeHUid Ha atane
noAroToBKM K paboTe. M03TOMy 3TasloHHasA MOZE/Nb XW3HEHHOro Lukna 6e30nacHOCTV MpUIoXeHui npepao-
cTaBnseT onpefeneHHyto cepy AN MeponpusaTuiA No ayauTty, MPOBOAMMbIX Ha aTane aKcrayatauuu.

Takne meponpuaTia 06bIYHO OCYLLECTBSAIOTCA Kak YacTb MPoLeccoB B Maclutabax opraHusaummn. OHm
BK/1H0HAIOT MPOLLECChbl NPOEKTUPOBaHMA NporpaMmMHbiX cpeacts ns MCO/M3K 12207, Hanpumep, npouecc ay-
AnTa NporpaMMHbIX CPeAcTB.

8.1.2.8 MMpouecchl, cBsA3aHHblE C 6€30MacHOCTbIO MPUIOXEHWIA

ONF npegcTaBnseT coboii peno3nTopuii BCcex NCnosb3yeMblx opraHv3almeit npoyeccos. B pesynstarte
BCE MNpoLecchl, CBSA3aHHbIE C onpefesnieHnem, MeHeXXMEeHTOM 1 Bepudmnkauvein 6e30nacHOCTU NMPUIOXKEHWIA,
JOMKHBI METb Hagnexawum obpasom ochopmaeHHoe onucaHne B ONF, Bkoyas:

a) BCe MpoLecchl, OnncaHHble B pasgesne 8 HacTosLWero ctaHaapra:

b) BCe MpoLecchl, onMcaHHble B nocneayromx yactax NCO/M3K 27034;

C) Bce npouecchbl, ynomuHaemble B ASC, Takve Kak nnaHbl pearmpoBaHus Ha MHUMAEHTbI, NnaHbl o6e-
cneyeHns HempepbIBHOCTU 613Heca, nNpoueaypbl NPOBEPKM Kofa 1 NpoLeaypbl TECTUPOBAHUS YSI3BUMOCTENA.

8.1.3 Tlpouecchl, CBA3aHHbIe C HOPMATUBHOW CTPYKTYPOI opraHmsayum

8.1.3.1 O6wasa nHhopmayus

KoHTeKCT opraHu3auuy passuBaeTcsa C TEYEHMEM BpeEMEHU. B CBA3W ¢ aTUM crnegyeT noggepxusarb B
aKTya/lbHOM COCTOSIHUM COCTaB/IAOLLME 3TOT KOHTEKCT KOMMOHeHTbl ONF (Hanpumep, 6U3HeC-KOHTEKCT, Tex-
HOMOMMYECKUIA 1 PErYNATUBHBI KOHTEKCTbI, a Takke cneundukaumm NpunoxeHuii).

Ipynna ONF go/mxHa onpegenatb, AOKYMEHTalbHO 0hOpPMAATbL U CaHKLMOHMPOBaTb NPOLEecChl co3aa-
Hus, yTBepxXaeHnsa n nogaepxkn ONF 1 Bcex ee KOMMOHEHTOB. [Lo/MKHbI 6biTb ONpegeneHbl ponn, 0653aHHo-
CTV 1 HeobxoAvMas npodheccmoHanbHasa KBanmukaumsa Bcex AeiiCTBYIOLLNX CyObEKTOB, BOB/IEYEHHbIX B 3T
npoueccobl. Ha pucyHke 9 npeacTtaBneH o6wmii 063op npouecca, noggepxusatoliero ONF.

3TV npouecchl YyNOMMHAKOTCA B HacTosleM cTaHAapTe u 6yayT 6onee pgeTanbHO obcyxaaTbCcA B
NCO/M3K 27034-2.
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8.1.3.2 Tpouecc meHemxkmeHTa ONF

PucyHok 9 — lpouecc meHemxmeHTa ONF

Mpouecc meHemxmeHTa ONF {puncyHok 9) n ero nognpoLecchl NpeacTaBnsalT cob60li NOCTOSAHHbIE NPO-
Lecchbl B Maclitabax opraHusauum, ocyuectnsiemble rpynnoil ONF. Kak noka3aHo Ha pucyHke 3. aTu npouec-
Cbl HE3ABUCMMbI OT NPOEKTOB MPUIOXEHUNIA OpraHn3auny 1 OCyLLLECTBASIOTCS NapasifieslbHO C HUMMK.

Llenn npouecca meHemxmeHTa ONF:

a) obecneyeHne yBEPEHHOCTM B TOM, 4TO NOTPeBHOCTM 6e30NacHOCTUN NMPUIOXKEHUIA, @ TaKkkKe yTBepXe-
Hue 6nbnoTekn ASC 1 ypoBHeit AoBepusi, 0COGEHHO HY/IEBOTO YPOBHSI fOBEPWS, MO-MPEXHEMY YperyimpoBa-
Hbl C NOTPEOHOCTAMN BU3HECA OpraHn3auum:

b) obecneyeHne yBepeHHOCTU B TOM. YTO koMnoHeHTbl ONF 06HOB/SAKTCA, OTpaxas npoucxogsiime
BHE OpraHu3aLun U3MeHEHNs, Hanpumep, N3MEHEHUs! 3aKOHOB MOTYT U3MEHATL onpeaeneHHblii B ONF pery-
NATUBHbIA KOHTEKCT;

C) YyTBEPXAEHME BbICLLMM PYKOBOACTBOM NOAMNTMK 6€30MacHOCTM B MacluTabax opraHusauum u npusHa-
HMEe BbICLLUMM PYKOBOACTBOM 3HAYMMOCTM KOMMOHEHTOB ONF:

d) obecneuyeHne yBepeHHOCTV B afjeKBaTHOM 1 eauHOo06pa3HoM npuMeHeHun ASC B Macwtabax opra-
HU3auum:

€) uHdopmMMpoBaHue o koMmnoHeHTax ONF Bcex rpynn B opraHusauuu;

0 obecneueHne obpatHoii cBa3n Ans ONF c Lenbl BKIHYEHWS HOBbIX 3HAHWIA, NPeasioXeHuii o co-
BepLlueHcTBOBaHN ASC 1 HOBbIX NMPakTUYeCKUX MPUEMOB, NPUOGPETEHHBIX B XOAe OCYLLEeCTB/IEHUS MpoekTa
NPUNOXEHNS.
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8.1.3.3 Mopnpoueccbl MeHemxkmeHTa ONF
Bce cBA3aHHble ¢ 6€30MacHOCTbI0 NMPUIOXEHUA NpoLecchbl AOMKHbI 6biTb YacTblo ONF. OHu Takxke

[omkHbl cooTBeTcTBOBaTh CMUB opraHusauun. B Tabnunue 2 nokasaHo, kak cBA3aHHble ¢ 6e30MacHOCTbIO
NPUNOXEeHWA nognpoueccbl MeHegxMeHTa ONF cOOTBETCTBYIOT YeTbipeM 3aTanam npouecca CMUB.

Ta6nunya 2 — CootrBetrctBne CMUB nognpoueccam MeHemxmMmeHTa ONF. cBA3aHHbIM ¢ 6€30MaCHOCTbLIO NPUIOXEHWUA

Mpouecc CMUNB Moanpouecc meHegpxkmeHTa ONF
MnaHunpoBaHue MpoektuposaHne ONF
OcyuwecTBneHne Peanusaunsa ONF
MpoBepka MoHuTOpUHI 1 npoBepka ONF
[felicTtBue MocTosaHHOe coBepweHcTBoBaHne ONF

Kak nokaszaHo B Ta6nuue 2. npouecc MeHemxmeHTa ONF MOXHO pasfenuTb Ha cregyioliue noanpo-
Lieccbl:
a) npoekTvpoBaHue ONF: yCTaHOB/IEHME CBS3aHHbIX C GE30MAaCHOCTLI MPUIOXKEHUI KOMMOHEHTOB

ONF, Bkntovasa ASMP, 6nébnmoteky ASC 1 Bce CBi3aHHble C HUMU MPOLECChI:
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1) onpefeneHvie 1 LOKYMEHTUPOBAHVE BO3MOXHOIO KOHTEKCTa (PEerynsiTMBHOTO, TEXHOIOMMYECKOTO
1 GU3HEC-KOHTEKCTA), B KOTOPOM BYAET UCNO/b30BATLCS NMPUMOXEHNE;
2) co3paHue, [OKYMEHTUMPOBAHWE U NOAAEPXKA Peno3nTopust cneyudukanmuii NpunoxeHuii:

a) aHanus cneyudukaunii 4Ns Kaxkaoro HOBOTo NPWIOXKEHNA Ha 3Tane NoCcTaBKu:
b) aHanun3 cneundukaLmii CyLLECTBYOLWMX B OPraHn3auum npunoXxeHui;

3) onpegenexue [eicTBYIOLLNX Cy6bEKTOB U NPOLECCOB:

a) aHanu3 U JOKYMEHTUPOBAHME /UL, U MPOLLECCOB, BOB/IEUEHHbLIX B MOJHbIA XU3HEHHbIV LK/
NPUNOXEHNIA;

b) onpegeneHune (U paspaboTka) 1 yTBepxaeHne opMasibHO METOLOMOMMM aHau3a pucka
Ha YpOBHE NPW/IOXEHWA, 0CHOBaHHOW Ha MCO/M3K 27005;

4) aHanM3 AyyWMX MpakTMYecknx MpuMeMoB W cTaHdapToB, Takmx kak WCO/M3K 12207,
MCO/M3K 15288 n NICO/M3K 15026. n onpefesieHne Ha OCHOBe 3TOro aHanusa ASC;

a) cosgaHune n obHoBieHne ASC.

Co3zpaHune nnm o6HoeneHne ASC ans yuyeTa KOHKPETHbIX TpeboBaHWit 6€30NacHOCTY MPOUCXOAMT,
Korfja aTo Heo6xoAMMO opraHmsauuu.

CneuunanucTbl B COOTBETCTBYHOLLMX Chepax AO/KHbI OnNpeAenaTb MeponpusaTue no obecnevyeHmnto
6e3onacHoCTV 1 BepuduKaLMoHHOEe N3MepeHmne, kak obeyxaanock B 8.1.2.6.5.

Mpumep 1— ASC, Heob6xoauMble ANst o6ecrneyeHns 6e30NacHOCTU CUCTEMHON NporpaMmbl,
OO/MKHbI €CO34aBaTbCsl UM OBGHOBNATbLCS FNaBHbIM NPOrpPaMMMUCT OM, 3HAKLWUM KOHKpPeTHbI
SAA3bIK NPOrpamMMmMpoOBaHUA.

Mpumep 2 — ASC. Heo6XxoAMMbIe ANA COGNIOAEHNA NpoLlecca MeHegXMeHTa ngeHTunduka-
TOPOB MPUTOXEHUIA, AONXHBLI co3AaBaTbCsA UAM O6HOBAATbLCA crneyMaincTom B chepe MeHend-
XMeHTa naeHTugurukaTopoB;

b) Banugauus u naterpaums ASC.

OcyuwecTsnsoLWas sepunkaLmio rpynna, Coctoswas U3 BbiCLLEro PyKOBOACTBa, CneLuuaincTos-
pa3paboTunkoB. nepcoHana VT n ayanMTopos, Ao/kHA oTBevaTb 3a Banmgauunio ASC, obecneun-
Bas YBEPEHHOCTb B TOM. YTO WUCMO/b3YyOLWKe KX AnLa 4eTko noHumaroT ASC 1 yto faHHble ASC
[eNCTBUTENbHO YMEHbLUAOT onpefeneHHblil puck. laHHaa rpynna Takke A0o/kHa onpefenuTb,
ONS Kaknx 3afaHHbIX YPOBHel fosepusa Tpebyetcsa gaHHas ASC.

OTBETCTBEHHOCTb 3a yTBepXaeHue scex ASC HeceTt rpynna ONF;

5) aHanus, conocTaBfieHne ¢ 3Ta/IOHHON MOZEe/bio XU3HEHHOTO Lmkia 6e30MacHOCTV NPUIoXeHWI
W. B C/ly4aB He06X0AMMOCTH, afantaums TekyLeli Mogenn XU3HEHHOTO Lukia NpUIoXKeHnii opraHu-
3auuy 1 Apyrux npoLeccosB:

6) onpefesneHne n peanusauuns 6ubnnotekm ASC opraHmsauuu;

7) npuobpeTteHne (unu paspaboTka), 06HOBNEHME M Bandauus HeobxoamMbix opraHusaumn ASC,
UHTerpauusa nx B 6ubnnoteky ASC:
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8) aHanus, agantauusi u Banugaumsa o6paTHoii CBS3M OT NPOEKTOB MPUOXEHWIA,
b) peanuzauns ONF: peanunsauuss ONF 1 nHchopMupoBaHue o Hel;
C) MOHUTOpUHT 1 npoeepka ONF: obecneyeHne yBepeHHOCTV B TOM, YTO MPOEKTbl NPUIOXEHUI HaA-
nexatnMm o6pa3om UCnonb3yoT KOMNOHeHTbl ONF. 1 nonyyeHve o6paTHOM CBA3MN OT 3TUX NPOEKTOB:
1) Tpe6oBaHVe HaNNUYKNA LeeBoro ypoBHS [0BEpPUSA U (PakTUYeCKOro ypoBHSA [OBEPUs A8 BCEX UC-
no/b3yeMbIX OpraHn3aunein NpunoxeHui;
2) Tpe6GoBaHWe NPoOBeAEHUSI NEPUOSMYECKO OLLEHKN pUCKa A1 BCEX UCMOMb3yEMbIX OpraHusaumeii
NPUNOXEHNIA;
d) nocTtosiHHOe coBeplweHcTBOBaHWe ONF: noafgepxka n COBepLIEHCTBOBaHVE BCEX KOMMOHEHTOB
ONF nyTem neproanyeckoin NpoBepKy KOHTEKCTA, NMPOLECCOB, /UL, U TEXHOIOMUY B MacluTabax opraHusaumm,
o6HapyXeHne BCeX MU3MEHEHUI C BO3MOXHbIM B/iMsHMEM Ha ASMP u uHTerpauun nx B ONF.

8.2 OueHka pucka 6e30MacHOCTU NPUTOXEHWH

8.2.1 OueHKa pucKa B CpaBHEHUN C MEHeIXKMEHTOM pucka

OueHka p1cka — 3T0 BTOPOIA Wwar onucaHHoro B MCO/M3K 27005 npouecca MeHeaXMeHTa pucka. Kpo-
Me TOro, oLeHKa pycka 6e30nacHOCTN NMPUNOXEHN ABNSAETCSA BTOPbIM WwaroM ASMP. npumeHsoLero npouecc
OLLEHKM puUcKa Ha YpPOBHE MPUIOXeHWiA. Jpyrve warn MeHe[xXMeHTa pucka OCYLLEeCTBMATCS NOCPeACTBOM
apyrux waros ASMP.

CornacHo MICO/M3K 27005, «oueHka pucka onpefenseT LeHHOCTb MHAOPMAaLMOHHbIX aKkTUBOB,
MAeHTUUUMPYeT NpUMEHSEMbIE CyLlecTByoLWme (M1 MOryLyme cyLecTBOBaTb) YIrpo3bl U YS3BUMOCT L.
MABHTUPUUMPYB/: CylecTByLWMe Mepbl U cCpeAcTBa KOHTPOMAA W yrNpaBfieHus U UX BAUAHWE Ha
NOeHTUMUUMPOBaHHBIA PUCK, onpefenseT NOoTeHuuanbHble NOCNeACTBUA W. HakKOHel, paccTasnfeT
NoslyYeHHble PUCKW B COOTBETCTBUM C MpuopuTeTaMn U PaHXMpyeT UX N0 KPUTEPUAM OLEHUBAHUA
pucka, onpefieNleHHbIM Ha 3Tarne yCTaHOB/IeHNst KOHTeKcTa».

OueHKa pvcKka BK/IYaeT Tpy AeNCTBUSA: UAEHTUMKALMIO PUCKa, aHa/IM3 puUcka v OLeHMBaHne pucka.

8.2.2 AHanus pucka npuaoxeHui

8.2.2.1 BbICOKOYPOBHEBbI/ aHaIN3 pucka NpUIoXeHUiA

CyllecTByeT BbICOKOYPOBHEBbI aHann3 pucka, BbINOSHAEMbI Ha NOArOTOBUTE/IbHOM 3Tane XXU3HeH-
HOTO LKA NPUIOXEHWIA. Takoli aHann3 npubAn3nTENbHO («Ha r1as3ok») onpenenseT LeneBoil ypoBeHb fo-
Bepuvs MPUMOXEHWN B COOTBETCTBAM C OCHOBHbIMU crieundvKaLmaMm NpunoXeHuin, Gu3Hec-KOHTEKCTOM, Tex-
HOMTOTMYECKUM N PerynsaTUBHBbIM KOHTEKCTaMU NPUIOXKEHNA.

Bnagenew KOHKPETHOro NPOeKTa NPUIOXKEHUS JO/HKEH YETKO ONpesennTb posib, B 06893aHHOCTU KOTOPOI
BXOAMWT NpoBeeHne 3TOro aHaansa ¢ UCMNosib30BaHMeM aflekBaTHOro MeTofia aHasn3a Ha ypoBHE MNpunoxe-
HWA. MeTof aHann3a pycka Ha ypoBHe opraHu3aluy MOXeT He Y/0B/IeTBOPSAThL 3TOW 3ajaye.

8.2 2.2 [leTanbHblil aHaIU3 pycKa NPUIOXEHWIA

3TOT aHann3 NpPoBOAMTCA Ha 3Tane peanusauuy XW3HEHHOro uukna npuaoxeHuii. OH 6onee TOYHO
onpeenseT CBA3aHHbIe C KOHKPETHLIM NMPUIOXKEHNEM OCTaTOUYHbIE PUCKU, MPEXAe YEM paccMaTpuBaTh Kakme-
nn6o ASC gns faHHOTo NPUIOXKEHWS, U NOATBEPXKAAET LieNeBoli ypoBEHb AOBEPUS NPUOXEHUS (onpeaeneH-
HbIi BO BPEMS BbICOKOYPOBHEBOIO aHannsa prcka npuaoXxeHuin) B COOTBETCTBUM C AeTaslbHbIMU cneuunduka-
LMAMU NPUNOXKEHUS, BU3HEC-KOHTEKCTOM, TEXHO/IOTMYECKUM 1 PETYNIATUBHBIM KOHTEKCTaMn opraHvusaummn ans
NPUNOXEHNS.

B pe3ynbTaTte AeTaslbHOrO aHanm3a pucka NPUIoXeHWn Bnageney, NpUIOXKeHUs MOXeT U3MEHUTH Lie-
NeBOli YpOBEHb AOBEpUS AN NpoekTa NPUAoXKeHns. ITO MeHseT BblbpaHHble A5 npoekta ASC. okasbiBas
B/ISHHNE HA BOBJ/IEYEHHbIX AElCTBYIOLWMX CYOBEKTOB M pacyeTHyl0 CTOMMOCTb npoekTa. OfHako 3TO BAUSHUE
Nerko npefckasyemo, Nockosibky nHhopmaums, Takas Kak feiicTeyolme cyobekTbl, npoheccnoHanbHas Kkea-
nudmKaumsa n pacyeTHas CTOMMOCTb, YXe ABMSeTCA YacTbio Kaxaol ASC 1 yxe 6blna AOKYyMEHT/pOBaHa B
6nénmoteke ASC opraHusauum.

Bnageneu, KOHKPETHOTO NPOeKTa NPUIOXKEHUS LO/HKEH YETKO ONpeaennTb posib, B 06513aHHOCTY KOTOPOWA
BXOAUT NPOBefieHne 3TOro aHasim3a ¢ UCNosib30BaHNeM COOTBETCTBYIOLLEINO MeTofa aHasm3a Ha ypoBHe npu-
NoXeHuii. MeTof aHann3a pucka Ha ypoBHe OpraHumsauMnm MOXeT OkasaTbCs He BMOJIHE COOTBETCTBYIOLLMM
ANA 3TON 3a4aun.

8.2.3 OuoHuMBaHue pucka

CornacHo MICO/M3K 27005, «oueHMBaHWe prcka MCnosb3yeT MOHUMaHWe pucka, noslydeHHoe nyTem
aHanusa pucka, ANa NPUHATUS pelleHnii o yayLmx aeicTBusX. PelleHns LO/MKHbI onpeaensiTh:

a) cnepyeT v npegnpuHuMaTb gelicTBue:

b) NpYOpUTETbl 06Pa6OTKM PUCKA, YUNT biBAOLLME OLLEHEHHbIE YPOBHU PUCKaX.
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B CO/M3K 27034 3TOT Wwar npuHuMmaeT hopMy BbiGopa LefieBoro ypoBHA AOBEPUS NPUIOXKEHUS, KOTO-
pblii. B CBOI ouepenb, onpenenseT, kakme ASC Ao/KHbl 6bITb peann3oBaHbl 418 06paboTkn pucka.

8.2.4 LleneBoil ypoBeHb A0OBEPUSA MPUIOXEHWUIA

LieneBoit ypoBeHb AOBEPUS MPUMOXEHNI CNOCOOCTBYET AOCTVXEHNIO YPOBHS YBEPEHHOCTUW, HE06X04M-
MOro opraHusauum ans 6e30nacHoro KCnosb30BaHUS U pa3BepTbiBaHUSA NPUIOXKEHWS, Nocne NPUHATUS ocTa-
TOYHbIX PUCKOB, ONpejesieHHbIX B pe3y/ibTaTe OLEeHKN pucka.

Llenesoii ypoBeHb A0BEPUS MPUIOKEHNUA KpaiHe BaKeH 415 6e30MacHOCTV NPUIOKEHNS, NOCKOJbKY
OH HanpsMyto onpegensieT cooTBeTcTByowWwme ASC. KoTopble f0/MKHbI OblTb BbliOpaHbl U3 6ubnmnotekn ASC un
peann3oBaHbl BO BPEMS XU3HEHHOTO LKA NMPUIOXEHNS.

Mpouecc oueHkn prcka nopoxaaeT TpeboBaHUs 6€30NacHOCTU, ycTaHaBIMBaeMble 415 Lenesoro ypos-
HA foBepus NpunoxeHns. OH. B CBOK ovepeab, CTAaHOBUTCS LieNblo ANS rpynnbl, paboTatoLeli Haj NpoekTom
NPUNOXEHNS.

Llenesoii ypoBeHb AOBEPUA NPUNOXEHUS AO/KEH BbiTb O4HUM U3 YPOBHEW AoBepus (MM HaxoAWUTbCS B
AvanasoHe), onpegesneHHbix B 6ubnnoteke ASC opranmsauum (cm. 8.1.2.6), asnstoweiica yactbio ONF.

Brnbnuoteka ASC (cM. pucyHOK 5) MOXeT 6bITb NpeAcTaBneHa B Bue Tabnuvupl, a LeneBoii ypoBeHb A0-
BEpPUA NpUNoXeHns — B Buge rpadbl B 370N Tabnuue. Takum 06pa3om, BbIGOP YPOBHSA [OBEPUS NPUBOAUT K
BbI6oOpy Bcex ASC B aToit rpade.

8.2.5 MpuHATHE pucka BNagenbLeM NpuioxXeHuii

Bnagenew, npunoxeHns HeceT OTBETCTBEHHOCTb 3a MPUHATUE OCTATOYHbIX PUCKOB, CBA3AHHbIX C KOH-
KPETHbLIM MPUIOXEHNEM.

Bnageneu npunoxeHns BbINOMHAET 3Ty 06593aHHOCTb ABYMSA crnocobamu:

a) yTBepxjas LeneBoli ypoBeHb [OBEPUS NPUIOXKEHNA Ha BTOpPoM Liare ASMP;

b) yTBEepxAan pesynbTaTbl ayauTa 6€30nNacHOCT NPUIOXeHW Ha NaTom ware ASMP. Ha KOTOPOM Mpo-
U3BOAMTCS U3MepeHne hakTUYeCcKoro YpoBHS AOBEPUSA MPUNOXKEHUS 1 CONOCTaB/IEHNE ero C LefieBbIM YPOB-
HeM [0Bepusi NMPUIOXKeHNs. ITOT Lar MoXeT 6biTb 3anpolueH B N060e BpeMSA BnafefbLemM NPUIoXEHUS.
[lns nononHNTENbLHOrO NOATBEPXAEHNA BNnajeneL, NpunoXeHns MoxeT NnoTpeboBaThb BbIMO/IHEHWS 3TOrO LWara
BHELLHel rpynnoii, ocywecTenstoLeil Bepudurkalmio.

Mocne NpuHATUSA pycka BNagenbLeM NPUIOXKEHWS 3a AOCTMXEHME LIeNIeBOro YpoBHA A0Bepus npuso-
XeHVa oTBevyaeT rpynna npoekra NOCpefACcTBOM peannsauun cootBeTcTBYOWMX ASC Ha COOTBETCTBYHOLLMX
aTanax XM3HEHHOro LuKNa NpuIoXeHus.

8.3 HopmaTtnBHas cTpyKTypa NpuioXeHuii

8.3.1 O6Lwas nHpopmaumsa

HopmatusHas cTpykTypa npunoxeHuii (ANF) — 3To noagMHOXeCTBO unu getanusauma ONF. cogepxa-
el ToNbKo AeTanbHylo MHhopmauuio, KoTopas Heo6xoArMa KOHKPETHOMY NPWIOKEHWIO ANS AOCTUXEHUA
Liles1IeBOro ypoBHSA AOBEPUst, MPUHATOrO BNafesibLeM MpUIoXeHNs B XO4e 3aBepLualollero afieMeHTa BToporo
wara ASMP.

TpebosaHus 6e3onacHocTn B ANF BbIBOASATCA W3 OLEHKM PUCKOB, CBSA3@HHbIX C UCMO/Ib30BaHNEM NpPU-
NOXEHUs1 opraHM3aumneil, Kotopast OcyLLecTBAsSIeTCA Ha BTOpom ware ASMP.

[Onsa kaxporo npoekta npunoxeHus cosgaetca ANF. HanonHsiemass COOTBETCTBYHLWMM 6u3Hec-
KOHTEKCTOM. TEXHOJIOTMYECKUM U PEryNATUBHBIM KOHTEKCTaMu, cneundukaumamm npunoxeHns n cooTeeT-
cTeytowmmn ASC.

ANF cyuliecTByeT B TeUeHne XU3HEHHOTO LMK/1a NPUIOKEHNS U MOXET pasBnBaTbCs C TeYeHneM BpemMe-
HW. Hanpumep, B xofie NpoekTa MOXeT MEHSATbCA PerynAaTVBHbIA KOHTEKCT NPUIOXEHUs Unn Bnagenew, npu-
NOXEHNs MOXeT NpeAcTaB/Tb HOBbIN LiefIeBOVi ypoBeHb AOBEpUsA rpynne, paboTatoLlei Haj NpoOeKkToM Npuo-
XeHus. B Takux cnyyasx opraHnsaumsa MoxeT A06aBnAaTb HOBble aneMeHTbl B ANF nnn yéupatb nx 13 Hee.

M3meHeHna ANF BAusOT Ha 6e30NacHOCTb NPUAOXKEHUI. DTN N3MEHEHMNA AO/DKHbI COOTBETCTBYHLLMM
o6pa3om yTBepxAaTbCcs BafebLeM NpUoXeHus.

ANF ona KOHKPeTHOro npoekTa npuioXeHNsa COAEePXUT KOMMOHEHTLI, PACCMOTPEHHbIEe HMXe. Ha pucyH-
ke 10 nokasaHo rpacuyeckoe npeactasneHne ANF.
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HopmaTtuBHasi CTPyKTypa NpuIoXeHun

BMBVEC-KOMTe! | PeryrsiiiBHbIA KOHTEKCT. 7 Heiictayiouyte
VIEC-KOMTEKCT, Ty, = M TEXHONOMMABCKNA CrieymcrKaLmm CYBLEKTBI MPUIOKEHIS,
CBSI3aHHLINA CO CPEOO  CBSA3aHHBIN CO CPE/ION KOHTEKCT, CBS13aHHb 111 DO, QGASAHHOCT
MPWIOXKEHVA i i !
MPVTIOKEHVS pi CO CPe/IoN MPUIOKEHIST i
BbIGPaHHbIE MepbI 11 CPECTBA KOHTPOMIA 1 YIPaB/IeH!s! GE30MacHOCTLI0 MPOLIECChI, CBA3aHHbIE C GE30MACHOCTLIO
MPVSOXEHVIA [1/151 KUSHEHHOTO LKA MPUSIONKEHUS MPUSIOXKEHS

PucyHok 10 — HopmaTuBHas CTPYKTypa NpuUioXeHuia

8.3.2 KOMMNOHEHTHI

8.3.2.1 BUW3HEeC-KOHTEKCT, CBSI3aHHbI/i CO CPefoi NpunoXeHus

Bce npouecchbl 6usHeca, MeETOAUKN, CTaHAapThl U AeNCTBYIOLWME CyObEKTbI, BOB/IEYEHHbIE B NPOEKT Npu-
NOXEHUS, BKOUasA BHELLHVe npolecckl 6u3Heca, Heo6xoauMble Ana 06ecnevyeHuns afekBaTHON LenoCTHOCTM
6usHeca B OnepaunoHHOW cpeae, BbIBOAATCA A8 NPUIOXEHUS U3 6usHec-koHTekcTa ONF (cm. 8.1.2.1) nnn
[eTann3npyloTca B Heil.

8.3.2.2 PerynaTuBHbIA KOHTEKCT, CBSA3AHHbIV CO CPefoii MpUIoXeHns

Bce npaBoBble 1 perynaTMBHble TpeboBaHWA, NPUMeHseMble TaM, rae UCNob3yeTcs Wan pa3BepTbiBa-
eTca NPUIoXKeHNe, BbIBOAATCA A/19 NMPUIOXKEHNA U3 perynatuBHoro koHtekcta ONF (cm. 8.1.2.2) unu getanu-
3UpytoTCs B HE.

8.3.2.3 TexHO/0rM4ecknii KOHTEKCT, CBSA3aHHbI CO Cpefoil NPUIoXEeHUs

Bce TexHonornyeckme KOMMOHEHTbI NPUIOXEHUS, TakMe Kak ero apxutektypa, MHdpacTpykTypa, npo-
TOKO/bl M A3bIKW, BbIBOAATCA 4715 MPUNOXKEHUS U3 TexHonornyeckoro koHtekcta ONF (cm. 8.1.2.4) wnum geta-
NM3NPYIOTCA B HEA.

8.3.2.4 Cneuundmkauny npunoxeHus

Cneuundmkauum nNpunoXxeHuii NpUHUMalOT HopMy (YHKLUUOHANbHBIX 1 HeYHKLMOHaNbHbLIX TpeboBa-
HWlA 1 TpeboBaHuUii 6e30MacHOCTH.

[omKHbI 6bITb Mepeyncnerbl v pacnpegeneHsl No KaTeropusiM Bce AaHHble, MCMOob3yeMble, XpaHuMble,
BbluMCNAEMble, pasfensemMble v nepefasaemble NpUIoXeHeM. B HUX BKNOYAOTCA AaHHbIe opraHusaumm,
JaHHble nonb3oBaTenieil, KOHPUIypaLMoHHbIe faHHble, NapaMeTpbl U UHble AaHHble, NCMOMb3yeMble NPUIo-
XEHNAMUW. B HUX Takxke BKIOYAOTCA /1l06ble BbIXOAHbIE AaHHbIE NPUIOXKEHNS.

8.3.2.5 [lelicTBytolme CyObEKTbI NPUIOXEHUA: POSIN, 06A3AHHOCTY U KBandmkaLms

LlonxHbl 6bITb ONpeseneHsbl Bce AelicTBYOWME CYOBbEKTbI, B3aMOAERCTBYIOWME C NMPUNOXEHNEM B Te-
YeHue ero XM3HeHHOro uukna. fleficTeylowme CyobekTbl BKIHOYAIOT OTBETCTBEHHbIX 3a 0b6ecneyeHne 6e30-
nacHoOCTW. BNafenbLUeB NPUIOXeHWU, PyKOBOAUTENEN NPOEKTOB, ayAWTOpPOB, Pa3paboTUnKoB apXUTEKTypbl,
cnewLmanvucToB Mo TECTUPOBAHMWIO, Pa3paboTuMKoB, KOHEYHbIX Mofb3oBaTesneil, agMUHUCTPATOPOB, aAMUHU-
CTpaTopoB 6a3 faHHbIX N TEXHUYECKNX CMEeLMancToB.

8.3.2.6 BblbpaHHble ASC A5 XXU3HEHHOTO LMKa NPUIoXeHns

CornacHo 8.1.2.6. TouHble 1 NoApo6Hble ASC A1 KOHKPETHOTO NPOeKTa NPUIoXKEeHUs BblbUparoTca u3
6nbnmnotekn ASC opraHusaLmn B COOTBETCTBUM C NPUBEAEHHBIMU HUXE KPUTEPUAMMU:

a) UeneBoli ypoBeHb A0BEPUS NPUIOXEHNS;

b) TpeboBaHWNs opraHM3aunn K NPUI0XKEHNIO:

C) onpefeneHHblil KOHTEKCT W cneundmKauum NpUIoXeHns.

Kaxgaa ASC npegctaBnseT coboli kak meponpuaTue no obecneyeHnio 6e30nacHOCTH, OCyLecTBsie-
MOe rpynnoli NpoekTa NpUIoXeHUs ANA YMeHbLUEeHNS KOHKPeTHOro pucka 6e3onacHocTu, Tak U Bepudmkaum-
OHHOE M3MepeHue, OCYyLLEeCcTBsSIEMOE 3aHUMaloLLeiica BepudmkaLmein rpynnoi, Ana NOATBEPXAEHUS, NyTeM
N3yyeHnsa NoKPennaoLWwmnx CBUAETENbCTB, TOr0, YTO COOTBETCTBYIOLLEE MeponpusaTie no obecneyveHunio 6e3-
OMacHOCTM YCMeLHOo BbinosiHeHo. Kaxgaa ASC Takxe npefocTaB/sieT ykasarenu Ha onpefesieHHble 3tarbl
XWU3HEHHOTO LMKNa NPUIOXKEHNS, Ha KOTOPbIX AO/MKHbI OCYLLECTBAATLCA Yka3aHHOe MmeponpuaTie no obecne-
YeHuo 6e30nacHoOCTN 1 BepUurKauMoHHoe nsmepexme.
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ASC onpegenseT v yTBepxaaeT opraHusauns o paspabotku. PaspaboTuvkam 60/blle He HYXXHO Npo-
eKTMpoBaTb UX A1 KaXA0ro HOBOro MpoekTa NpuioXeHus. To obecrneynsaeT yBEPEHHOCTb B YHUPULMPO-
BaHHOM NOAX0/e opraHu3aLum K paccMOTPEHUIO Bonpoca Tpe6oBaHuii 6€30MacHOCTV NMPUIOXEHWA.

Bbi6paHHble ASC f0/KHBI, Kak MUHMMYM, BKoYaTbh Bce ASC. caHKUMOHUpOBaHHble rpynnoli ONF gns
HY/1eBOr0O YPOBHS A0BEPUS, ONpeeneHHOro Kak MUHUMasIbHbI YPOBEHb f0BEPUS, KOTOPbIA NMPUMET opraHu-
3aums. ASC. CaHKLUMOHMPOBaHHbIe 41 HY/IeBOr0 YPOBHS AOBEPUS, HEe AO/KHbI MEHATLCS rpynnoi npoekra
NPUIOXEHUA B XOA€E ero paspaboTku.

8.3.3 Tpoueccol, cBA3aHHble C 6€30MacHOCTbI0 NPUNOXEHNS

B ANF f0/mKHbl 6bITb BK/IIOYEHBI BCE COOTBETCTBYIOLLME MPOLIECCHI, CBA3aHHbIE C OnpefesieHnemM, Me-
He)KMeHTOM ¥ BepudmkaLmeil 6e3omnacHoCTV NpUNoxeHuii, kak onncado B UCO/M3K 27034. 31o getanmsa-
LM KOMMOHEHTAa «MPOLLECChl, CBSA3aHHbIE C 6€30MaCHOCTLI0 NPUIOXEHWI» HOPMATUBHOW CTPYKTYPbl OpraHu-
3auuu, onucaHHoro B 8.1.2.8.

8.3.4 XXW3HEHHbIW LUK NPUIoXeHns

KOMMOHEHT XW3HEHHOTO LuMKNa NpuioXeHns o6o3HavaeT atanbl U MeponpuaTUs, BolbpaHHble 13 ONF
ANA onpefeneHHOro npoekTa npuioxeHus. bonee KOHKPETHO, XW3HEHHbIV UMK NPUI0XEHUA — 3TO Mnog-
MHOXECTBO 3Ta/IOHHOM MOZE/N XMN3HEHHOTO LuKNa 6e30nacHoCcTn Npunoxenuii (cm. 8.1.2.7). cogepxatyeiics
b ONF.

XKU3HEHHbIA UMK NPUAOXKEHUI N CTaHAAPTHOE COAepXaHue 3Ta/IOHHOW MOAENN XU3HEHHOro Lumkna
6€30NacHOCTU NPUIOXEHW 06Ccyxaanuch B 8.1.2.7.

Meponpusatusa n nsmepeHus, onpegensembie ASC. oCyLLECTBIAIOTCA NOCPEeACTBOM pas/inyHbIX npoLec-
COB. BbIMO/IHAEMbIX B TEYEHNE XNZHEHHOIO LKA NPUNOXKEHUS, C KOTOPLIMU Y)XXe 3HAaKOMbI rpynnbl, paboTato-
LMe Haf NPOeKTOM 1 3aHUMaloLnecs sepudukaumei.

[MoaTomy MpegnoyuTUTeNbHbBIM MOAXOAOM SIBASETCS MAaBHas uHTerpaums ASC B kauyecTBe COCTaBHOW
4yacTu B UCMOJIb3yeMble B TEYEHNE XU3HEHHOTO LKA NPUI0XKEeHWA NPOLECChl, a He B KAYeCTBE OTAE/NbHbIX
BHELLUHUX MeponpuaTuii no obecneyeHnto 6e30MacHOCTU.

8.3.5 lMpouecchl

8.3.5.1 [MMpoueccol, CBA3aHHbIE C HOPMATVBHOW CTPYKTYPOW NPUIOXeHNI

OpraHusaums Ao/mxHa onpeaensTb U AOKYMeHTalbHO OhOpPM/IATbL NPOLECChI CO3AaHNs, yTBEPXKAEHNSA 1
nogaepxkn ANF. lofxHbl 6bITb onpegeneHsl posuv, 06583aHHOCTM U Heobxoaumas npogeccmoHasnibHas Ksaan-
dmkauna geicTeytoLWMX Cy6bekToB, cBA3aHHbIX C ANF opraHusaunm 41s KOHKPETHOTO NPUIOXEHUS.

KpaliHe BaxeH npouecc co3gaHus ANF A1 KOHKPETHOTO NpUIoXeHust. TOT npouecc NpeobpasyeT co-
nepxatyroca B ONF 06Ly0 MHhopMaumio B KOHKPETHYIO MHhopMaumto, Heobxoammyto ANF o5 onpegenex-
HOTO NPUIOXKEHUS U ero Tpe6oBaHwi.

Takxke kak ASC B ONF cBs3aHbl C 3Tanamu 3Ta/IOHHOM MOAENN XU3HEHHOTO Lukna 6e30nacHoCcTy npu-
noxeHui, Tak n ASC B ANF cBsizaHbl C 3Tanamu XXM3HEHHOTO LiMK/1a KOHKPETHOTO NPUIOXEHUS.

8.3.5.2 lpouecc obpaTHOI CBA3N

OpraHusauus go/mkHa onpefennTb Npouecc NOCTOSIHHOrO coBeplueHcTBoBaHMs ONF yepes obpaTHy
CBA3b, 06ecneynBaloLLy0 HOBble 3HaHWSA, NPeA/IoKEHUA N0 COBEPLUEHCTBOBAHWUIO Mep M CPefCTB KOHTPONs
1 ynpasrieHns 6e30NacHOCTbI0 MPUIOXEHWIA 1 NpakTUYeckve npueMsl, NPUobpeTeHHbIe B Xxo4e pa3paboTku un
pa3BepTbiBaHNSA NPUNOXKEHNS.

OTOT npouecc 0603HaYeH Ha pucyHke 3 kak «ObecneunBaeT 06paTHYO CBSA3b A/151».

OTOT npoLecc Ao/mKeH 6bITb NpMBA3aH K npoueccy noagepxkn ONF, 0603HaYeHHOMY Ha pucyHKe 9 Kak
«O6partHas cBA3b OT NPeAblAyLUMX N TEKYLLNX NMPOEKTOB GU3HEeca U NPOEKTOB NPUIOXEHWUI».

8.4 MoparoToBka k paboTe n akcnayaTauus NpUIoXKeHNi

8.4.1 O6was uHdopmaums

YeTBepThblit Wwar ASMP BkoyaeT passepTbiBaHve crneunanbHbix ASC. npegoctassieHHbix ANF, u no-
crefyloLLyto fleATesIbHOCTb B paMKax MpoekTa NpuioxeHus. A UMeHHo, rpynna, paéoTatouias Haf NPoOeKToM
NPUNOXeHUs, peannsyeT creyunasnbHblie MeponpuaTua no obecneyeHnto 6€30NacHOCTA, ONUCaHHbIE B Y4acTu
«Meponpuatua no obecneyeHnto 6esonacHocTn ASC» (cm. 8.1.2.6.5.4), gnsa kaxaoii ASC. cogepxallelica B
ANF onsa gaHHOro npunoXxeHus.

[na rpynnel NpoekTa u rpynnbl, 3aHMmatlowencs sepudmrkaumnein, aToT war ynpowaeTca B pesynbrare
npeaocTaBfeHns UM Tonbko Tex ASC. KoTopble TpebytoTea ANA LOCTUXEHUS LeNIeBoro YpoBHS f0Bepus Ans
KOHKPETHOro npoekTa. ATUM rpynnam He HYXXHO 3HaTb npoLecchl, ykasaHHble B ANF.

PykoBogutenu npoektoB yBuaaT B ASC adhekTMBHOE MHCTPYMEeHTaslbHOe CPeAcTBO, NOTOMY YTO B
ASC nogpo6HO M3n10XeHblI TpebyeMble 3afaun, pecypcbl U KBanudukaLmsa, 3atpaTtbl Ha KaxAayl 3ajady B
4eNI0BEKO-AHAX U TOUHbIV 3Tan XW3HEHHOTOo LMKIa, Ha KOTOPOM A0J/KHA BbINOMHATLCA Kadkas 3ajava.
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3aHnmatLwasnca Bepudmkauueit rpynna take ysuant B ASC adhhekTMBHOE UHCTPYMEHTasIbHOe cpef-
CTBO. NocKosibky ASC npefocTtasiseT noApo6Hyo nHopmMauunio o BeputnKaLMoHHbIX U3MEePEHUSAX, KOTopble
[OMKHBI BbINOMHATLCA ANA NpefoCTaBNeHnsa CBUAETENLCTB O Hag/exalem BbINOSTHEHUY MeponpusaTUiA Mo
ob6ecneyeHnto 6e30MacHOCTU C OXMAAEeMbIMU pe3ynbTaTamy. 3TO NO3BOMUT 3aHMMatoLLeiics BepudmkaLnei
rpynne yfoCTOBEPUTLCA B TOM. YTO NPUIOXeHNe oTBevaeT TpeboBaHUsAM 6e30nacHOCTU nocpeacTsoM op-
MasibHOr0 PMKCMPOBaHNA NOATBEPXAAOLLMX CBUAETENLCTB.

pynna o6ecneyeHns 6e30NacHOCTU U TEXHOIOTMYECKas rpynna Takke couTyT KoHuenuuio ASC nones-
Hoi1, noTomy uTo ASC. coaepxawmecs B ANF 019 KOHKPETHOIO NPUIOXEHWS, NPefoCTaB/IA0T NOJHbIA CIMCOK
TpeboBaHnii 6e30nacHOCTN, NO3BOMAA, TakuM 06pa3oM, OCyLeCTBNATL 3abnaroBpeMeHHOe niaHupoBaHue
Heo6X0AUMbIX pecypcos.

8.4.2 BnuaHne NCO/M3K 27034 Ha NpoeKT NpuUIoXeHns

TuvnNUYHBIA NPOEKT NPUNoXeHus (40 peanusaunn opraHmsaumein MCO/M3K 27034) ynpaBnseTcs rpynnoi
npoekTa, NogAepxXuBaeTcs npoueccamu, 3a4acTyld Ha OCHOBE aBTOMATW3WPOBAHHbLIX TEXHOMOMWNA, C Lenbio
cosfaHva npunoxenuns. O6bIYHO rpynna obecneyeHns kayecTsa cnegyeT onpegeneHHoMy niaHy TecTuposa-
HVA ANSA NPOBEPKM YHKUMOHA/IbHBIX BO3MOXHOCTEN MPUMIOXEHUS OTHOCUTENBHO MPUHATBLIX (DYHKLMOHANb-
HbIX TpeboBaHuii.

Cama TexHos0rvMs, metofmka pa3paboTkun, Mcnosb3yemas rpynnovi npoekTa, 3pesiocTb npouecca, kave-
CTBO cO3/aBaeMblx apTedhakToB, NpoheccuoHanbHas kBanurkauus yuyacTByOLUX B NPOEKTE feACTBYOLLINX
Cy6beKTOB BepuMLMPYOTCA peaKo, U Takne MpoLeccsl, B Cyvae WX BbINO/IHEHUS, 00bIYHO hopManbHO He
onpegenawTcsa.

Ha pucyHke 11 nokasaHo, kak ICO/M3K 27034 no6aBnsieT HOBblE pPO/M, 06513aHHOCTU, KOMMOHEHTbI 1
npoLecchl B TUMWNYHBIA NMPOEKT NPUIOXKEHUS.

PucyHok 11 — BnuaHne MCO/M3K 27034 Ha ponu 1 06893aHHOCTU B TUMMYHOM NPOEKTe NPUIOXeHNS
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Ha pucyHke 11 nokasaHo, kak nocne peanusauum MCO/MIK 27034 6yayT chopmanbHO onpefeneHsl
posn 1 o6s3aHHOCTM. Ha HeM Takxe MnokasaHbl ABa BaXHEenwux HoBbIx koMnoHeHTa: ONF n ANF. ONF —
CTPYKTypa B mMacluTabax opraHusaunm — He BO3AeNCTBYeT HanpsAMyl0 Ha NPOeKT npunoxenus. Ha rpynny
npoekTa, rpynny, 3aHumatoLytocs Bepudinkaumeid, n nonb3osarteneii 6yaet BusaThL To/bko ANF, xapaktepHas
AN NPUNOXeEHNs CTPYKTypa, KoTopas obecneumBaeT TOYHbIE U AeTaslbHble Mepbl U CpefcTBa KOHTPOSA U
ynpasneHns 6e30NacHOCTbI0 NPUIOXEHWUA 1 COOTBETCTBYIOLLME BEPUUKALMOHHBIE N3MEPEHUs.

B 06A3aHHOCTM rpynnbl, 3aHMMatoLLeiics Bepudukaumeid, Bxognt sepudukauma ONF. 3To ocyuiecTBns-
eTca He TOJIbKO Ha ypoBHe npoekTa (cM. 8.4.4.2), HO 1 Ha YPOBHE opraHusauun, Kak 4acTb npouecca MeHepj-
xmeHTa ONF (cm. nepeunicnenue d) 8.1.3.3).

8.4.3 KOMMOHEHTHI

8.4.3.1 Tl'pynna npoekTa

['pynna npoekTa cOCTOWUT U3 /UL, BOB/IEUEHHbIX B MPOEKT NMPUIOXKEHNA Ha aTane NnoAroToBkM K paboTe
WNn 3Tane akcnayaTaluy XU3HEHHOTO LKA NPUIOXEHNNA, Taknx Kak pa3paboTuuku apxXMTekTypbl, aHanmTu-
KW. NPOrpaMMuUCTbl U CNeumManuncTbl N0 TECTUPOBAHWIO.

3T nuua oTBevaloT 3a Bblbop anemeHToB M3 ONF ans cosgaHua unu nogaepxkn ANF ansa npoekta
NPUIOXEHUS.

8.4.3.2 Pabouvas rpynna

Paboyas rpynna COCTOMT M3 NUL,. y4acTBYKOLWMX B MEHeKMEHTE 1 CONPOBOXAEHUN MPUIOXEHNA Ha
aTane aKcnayatauum XU3HEHHOTO LuKNa NPUNoXeHnid, Taknx Kak CUCTEMHbIE aMUHUCTPATOPbI, aAMUHUCTpa-
TOpbl 6a3 flaHHbIX, ceTeBble afAMUHNUCTPATOPbLI MU TEXHUYECKNE CneLnasucTbl.

8.4.4 Mpoueccol

8.4.4.1 BbINONHEHWe MeponpusaTUlA 6e30MacHOCTU B X0A4e pa3paboTkM NpoekTa NPUIoXeHUs

Ha pucyHke 12 nokasaHo, Kak rpynna npoekra u paboyas rpynna ncnonb3ytoT ASC B kKayecTBe UHCTPY-
MEHTa/IbHOr0 CpeAcTBa A5 OCYLLEeCTB/IEHUA MeponpuaTuiA no obecneyeHunto 6e3onacHoCcTn B Xode paspa-
60OTKM KOHKPETHOro npoekta npunoxeHus. B npoekte 6yayT ucnonb3oBaTbCa Tonbko ASC n3 ANF gaHHoro
npoekTa.

PucyHok 12 — Wcnonb3oBaHne ASC B kayecTBe MeponpuaTuii no o6ecnevyeHunto 6e3onacHoOCTn

8.4.4.2 MposeAeHne BepnnKaLMOHHbIX N3MEPEHUIA B X04e pa3paboTku NpoekTa npuioXeHus

OTHOCcsIWasACcs K BepuuKkaLlnoHHbIM U3MepeHnsiM YacTb ASC peanusyeT NpUHLMN, COCTOALWMI B TOM.
4TO BCE MEpPONpUATKA No obecneyeHnto 6e30NacHOCTV AO/MKHbI O6bITb BEPUMDULIMPOBAHLI C Liefbio NpeAocTas-
NleHnsa CBUAETENbCTB TOro, YTO MEPONPUATUS OCYLLECTB/IEHbI KBATM(MLMPOBAHHBIM AENCTBYIOLNM CyObek-
TOM Hagnexaliym obpasomM ¥ NoslyyeHbl oOXugaemble pesynbrarhbl.
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Ha pucyHke 13 nokaszaHo, UTO OTHOCALLASCS K BepUUKALMOHHBIM U3MEPEHUSIM YacTb Mep U CPeacTs
KOHTPONSA U ynpaBneHnsi 6e30MacHOCTbI0 NPUNoXeHUii UCNoNb3yeTcs Kak KOHTPOJIbHbINA NOrMyecknii anemeHT
B XW3HEHHOM LMK/Ie NPOeKTa NPUIoXeHUsi, YToObI Tpynna, 3aHuMarowascs Bepudgukalveil, ocylwecTsnsna
BEPUMKALMIO 1 Ba/IMAALMIO MPUIOKEHUS 1 NPOEKTa, a Takke NpeAocTaB/isna pekoMeHaauuy Bnagesnbuy
NpUNOXeHUs ANs NPUHATUA pPeLleHnsl 0 CaHKLMOHMPOBaHUM Nepexofa NpoekTa NpUMoXKeHNs K cregytolemy
wary ero BbinosiHeHusi. Hanpumep. ASC MoryT noTpe6oBaTb WCMONb30BaHUS YCYTK KnactTepusauum cepse-
pOB 471 06ecneyeHns LOCTYMHOCTU NPUIOXEHUs. OTHOCALLAACA K BEPUPUKALMOHHBIM U3MEPEeHUsM YacTb
ASC npoBepsieT, feliCTBUTENIbHO M Takas ycnyra peasm3oBaHa HaA/exalium o6pasom.

PucyHok 13 — Ucnonb3oBaHne ASC B kayeCcTBe U3MepPeHNit

Ha pucyHke 13 Takxe nokasaHo, YTO OTHOCALLaACA K BepudUKaLMOHHbIM n3mMepeHnsm yactb ASC mo-
XET UCNo/b30BaThCA A/ BepudUKauum Ksanndukaumm AelicTByOLMX CYObEKTOB, OCYLLECTBSIOWMNX MEPO-
NpUATUS XU3HEHHOTO LuKNa npunoxenusi. Hanpumep. ASC mMoryT notpe6oBatb, YUTOObI KpUTUYECKMI KOMMO-
HEHT MPUIOXKEHNS peasM3oBbiBasl [NaBHbI pa3paboTumk. OTHOCAWAACS K BEpUMKALVOHHBIM N3MEPEHUSM
yacTb ASC npoBepsieT KBa/MukaLmio paspaboTumka, peann3oBaBLLero 3T0T KOMMNOHEHT.

8.5 Ayaut 6e30nacHOCTU NPUNOXEHMN

8.5.1 O6was nHopmaums
Llenb ganHoro natoro wara ASMP cocTouT B Bepudmkaumm n oopmasibHOM (hUKCMPOBaHUN NOATBEPX-

JatoLnx CBUAETEeNbCTB JOCTMKEHUS U NoAAepXKaHUs KOHKPETHbIM NPUIOXEHWEM LeNeBOro YpoBHS A0BEPUs
NPUIOXKEHWSI.

[LaHHblil war ASMP MOXeT BbINOMHATLCS B 11060€ BPEMSI B TeUEHUE XMU3HEHHOTO LKA NPUIOXEHNS.

B 3aBMCUMOCTU OT Le/IEBOr0 YPOBHA AOBEPUA MPUMNOXKEHUSA 3TOT LUAr MOXeT ObITb OAHOKpaTHbIM, nepnognye-
CKUM nnn O6yCl'IaBI'IVIBaeMbIM COOLITUAMMU.
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Mpumep 1 — OpraHu3aunsa MOXeT NepnuoaMYecKU BbINOMHATL 3TOT wWar A8 MOHUTOPUHIa cTeneHun
obecneyeHns 6e3o0nacHOCT MU Ha 3 Tane peannsaLnn NPUIOKEHUSN.

Mpumep 2 — OpraHu3ayusi MOXeT BbIMOJIHATbL 3TOT War A8 AeMOHCT pauum hakTU4Yeckoro ypoBHs
[OBepusa NPUNOXEHUA, Npexae Yem ByaeT YTBepPXAEHO ero pa3BepThiBaHue.

Mpumep 3 — OpraHnsaynsa MOXeT BbIMOJIHATL 3TOT War Ha 3 Tane aKkcnayaTauum XN3HEeHHOro Luukna
NMPUNOXeHUA Kak 4HaCcTb eXerogHo nposogunmMmoro OpraHVI3aLU/IE!7| ayanTa 6e3onacHocTU.

B pamkax aTOro wara BHYTPEHHAS UM BHELWHAS rpynna, 3aHumarowascsa sepudukaumnein (8 3aBncmmo-
CTV OT NOSIMTUK OpraHunsaumu, cogepxalymxca 8 ONF). nposepsieT, 4ToObl BCce BepudvKaLMoOHHbIE U3MEpPeHus,
npeacTtasneHHble Bcemn ASC B ANF Ans KOHKPETHOro NpunoXeHus, 6bin BbINOIHEHbI U pe3ynbTaTbl Bepu-
uumpoBaHbl. Lienbio AaHHOro wara sABAseTcs AeMOHCTpaUns B onpefenieHHoe BpemMst hakTUYecKoro ypoBHs
fosepusa npunoxexus. OpraHnsaymsa MOXeT 06bABUTL NPUIOXeHNe «be30nacHbIM», Koraa ero hakTunyeckumi
YPOBEHb JOBEPUA PaBEH ero LenesoMy YPOBHIO fOBEPUS.

OTOT LWar coOTBETCTBYET Lary «fnpuHATME pucka» B ycTaHaBnimBaemom WCO/M3K 27005 npouecce
MeHe)KMeHTa pucka.

PucyHok 14 — O6wwnii 0630p npouecca BepudurKaLum 6e30NacHOCTU NPUIOKEHNIA

8.5.2 KOoMMNOHEHTbI

8.5.2.1 ®dakTuuecknii ypoBeHb fOBEPUS NPUIOXKEHNI

dakKTNyecKknii ypoBeHb [0BEPUA NMPUMIOXKEHUS — 3TO MaKCUMasibHbli YPOBEHb YBEPEHHOCTU, [EeMOH-
CTpMpYyeMbIii TPyNnoi, 3aHMMarLwencs sepudunkalmeii, Ha oCHoBe BepndInKaLMoHHbIX u3MepeHuii Bcex ASC
ONA 4aHHOTo NPUNOXEHUS.

Kaxpan ASC. BkntoyeHHas B ANF gns kakoro-nmbo npoekta nNpuaoXeHus, npegycmarpruBaeT KOHKpeT-
Hble 1 feTabHble W3MEepPEeHUs, KOTOpble AO/MKHbI BbIMOMHATLCA TPYNMOWA, 3aHMMalowelica Bepudukalmen,
Hapsgy C ykasatenamy Ha onpefenieHHbI aTan XU3HeHHOro LyKa NpuioXeHuid, BO BpeMs KOTOPOro A0/HKHO
BbIMOIHATLCA U3MEepeHMe.
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dakTnyecknii ypoBeHb LOBEpPUS NPUIOXeHWA nonyydatoT nytem Bepudmkauum ASC. koTopas [o/HKHA
OblTb OCYLLECTB/IEHA B KOHKPETHbI MOMEHT XXWU3HEHHOTO LKNa NpunoxeHuin. Ecnu kakas-nm6o ASC He npo-
X0AUT BepuduKaLuio, opraHmsanms Jo/HKHa NPUHATL COOTBETCTBYIOLWME Mepbl 419 UCTIPaB/IEHNS CUTYaLMN.

YcnelHoe JOCTUXEHUE LesieBOro YpoBHsA LOBEPUSA MPUOXEHUS NOATBEpXAaeTcs B C/lyvyae yCcneLwHoro
BbINOJIHEHUS BEpUUKaLMn NoATBEPXAAIOWMNX CBUAETENbCTB, NOMYyYEHHbIX B pesyfbTare BepuuKkaLnoHHbIX
n3MepeHnii Bcex 3anaaHnpoBaHHbix ASC.

Mocne Takoro NOATBEPXAEHUA OopraHu3auus cuumTaeT npuioxeHue 6es3onacHbIM A8 UCNOSb30BaHUSA
UNn pasBepTbiBaHNA C JaHHOrO MOMEHTa 40 MOMeHTa cnefytoLiein Bepudvkalummn, npegnncoiBaeMoii Tpebo-
BaHWEM NepvoAnYecKkoi NpoBepK/ B paMkax naTtoro wara ASMP nan gpyrumy Tpe6oBaHUsIMU OpraHn3aunm.
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MpunoxeHne A
(cnpaBo4yHOE)

Mpumep conocTaBneHns cylecTBytoLero npouecca paspabotku ¢ MICO/M3IK 27034

A.l1 O6bwas nHdopmayns

Lienb AaHHOTO NPUIOXEHNA — NPOW/IIIOCTPUPOBaThL Ha NprMepe, Kak thakTUUeckun cyllecTBy oWl cOCpejoToueH-
HbIli Ha 6e30MacHOCTM NpoLuecc pa3paboTKy NPorpaMMHbIX cpeacTB (SDL) MOXHO € yCnexom CoOnocTaBuUTb C HEKOTOPbIMU
KOMNoHeHTamu u npoueccamm NCO/M3IK 27034,

Ecnu cneynanbHO HE OTMEYEHO MHOE, TO AaHHbIW KOHKPeTHbIV Npumep npejnonaraeTt, YTo BCe o6CyxXaaeMble Me-
ponpuATUA 1 pe3ynbTaTbl AesTeNlbHOCTM cooTBeTCcTBYOT MCO/M3K 27034.

B paHHOM npunoxeHun B nogaepxky NCO/M3K 27034 npuBeaeHbl:

a) KpaTKuii 0630p XM3HEHHOTO LiMKNa pa3paboTkm 6e30nacHOro NporpaMMHoro o6ecneyeHus;

b) conocTaB/ieHNe NpakTUYecKnx Npremos obecneyeHns 6e30MacHOro NPOrpamMmmHoOro o6ecrneyeHms ¢ HopMaTuBs-
HO/ CTPYKTYypOIi opraHusayuv. B 4acTHOCTU, B 4aHHOM MPUIOXKEHNUN:

1) 06bSACHAIOTCA B3aMMOCBA3M MeXAy 6M3HEeC-KOHTEKCTOM, TEXHO/IOTMYECKUM U PEryIATUBHbIM KOHTEKCTaMu:
2) ob6ecyxpatoTcsa Npouecchbl Co34aHns 1 NOAAEPXKKN cneundmrKauini NPUNOXeHWNA:

3) B 06LWMUX YepTax ONUCbIBAIOTCA PO U 0653aHHOCTY Pas3/IMUHbIX UL, BOB/IEYEHHbIX B Mpouecc pa3paboTku
NPUNOXEHNSA;

4) nNpuBOAATCS CyLleCcTBYlOWMNE Mepbl U CpeAcTBa KOHTPO/A M ynpaBfieHUss 6e30MacHOCTbIO MPUIOXKEHW
(ASC):

5) obcyxpaeTca npouecc Bepudukaumm 6e30nacHOCTU NPUIOXEHWIA;

6) paeTcs HarnAgHas UAMKCTPaLUA 3TaIOHHOW MOAENN XU3HEHHOTO LMKIa 6e30MacHOCTY NMPUIOXEHWIA;

7) palTca NpUMepbl [4ONONHUTENbHbIX MEPONPUATUIA, BbINOMIHEHNE KOTOPbIX MOXET noTpe6oBaTbCA opraHusa-
uun. ncnone3sytouwen SDL, ana cootsetctBusi MCO/M3IK 27034.

[na yno6ctBa pacCMOTPEHUSA ONUcaHUs Mep U CPeACcTB KOHTPOJIA U ynpaBfieHns 6e30MacHOCTbIO MPUIOXKEHUN,
npuBefeHHbIX B HACTOSALIEM CTaHAapTe, NoOMelleHbl B TEKCTOBbIX OKHax B NPUBEAEHHbIX HXKe nogpasfenax, 3a KaxabiM
V3 HUX cefyeT npumep NpUMeHeHus.

e BO3MOXHO, MPUBOAATCA CCbIJIKM Ha 06LWeA0CTYMHbIE UCTOYHUKA MHOPMaLMK: B HACTOSWEM CTaHAapTe MOX-
HO HallT! Be6-CChIIKM Ha KOHKPETHOe 06CyX/AeHWe MPoLeccoB, NHCTPYMEHTasIbHbIX CPEACTB U UHYIO JONOTHUTENbHYIO
nHopmaLlmio.

BaXxHO OTMeTUTb, Y4TO CO34aTeNN AaHHOTO NPUNOXEHNS PeLUUIN COCPefOTOUNTLCA UCKIOYNTENbHO Ha MeToAunke
pa3paboTku 6e30nacHbIX NPOrpamMMmHbIX CPeAcTB, WCNONb3yeMOW AN NOCTaBKM KOMMepYecKoro npuknagHoro
NporpaMMHOro cpeAcTBa M OHMaHOBbIX ycnyr. CyuecTBYIOT A4pyrve npouecchbl, oxBaTbiBalLWme 3aga4umn 6e30nacHocTu
WT. Fpynnbl, aAMUHUCTPUPYIOLWME 3TV NPOLLECChI, CBA3aHbl aHa/IOTMYHbIM TEXHOMOMMYECKUM U PErYNATUBHBLIM KOHTEKCTa-
MUW. HO He cO3A4alT NpuUKNagHoe NporpaMMHoOe CpeAcTBO, NpeAHasHayeHHoe A1 WNPOKOro 061 ecTBEeHHOro UCMnoMb30-
BaHVA. XOTA UANOCTpauns MeToank pa3paboTkn 6e30nacHbIX NporpaMMHbIX cpefcTB U UT MOXeT nokasaTbCs UHTepec-
HOW ANS HEeKOTOpbIX YnTaTesneli, oHa He 06s3aTeNbLHO NpefocTaBuUT 6onee y6eauTenbHble CBUAETENLCTBA NPAKTUYHOCTH
NCO/M3K 27034.

Vicnonb3oBaHWe XN3HEHHOTO LMkna pa3paboTkn 6e3onacHoOro nporpammHoro cpegctea (Security Development Life-
cycle — SDL) B 3TOM NOSICHAIOLWEM KOHTEKCTe He 03Ha4vaeT ogo6peHne SDL MexayHapoAHo opraHusaumei no ctaHaap-
Tnsauum (MCO).

A.2 O XWU3HEHHOM UuuKNe pa3paboTkn 6e30nacHOro NPorpaMMHOro cpeacrea

YXXn3HeHHbIl kN pa3paboTku 6e3onacHOro nporpammMmHoro cpegctea (SDL) — aTo npouecc ob6ecneyveHns gosepus
k 6e30nNacHOCTK NporpaMMHbIX cpefcTB. Vicnonb3yemblii B Ka4ecTBe MHMLMATUBLI B MacliTabe KomnaHuii n o6a3aTesibHOM
nonutukn ¢ 2004 roga. SDL cbirpan BaxHyH posib BO BCTpanmBaHUM obecneveHnss 6e30nacHOCTM M NpPUBaTHOCTU B NpoO-
rpaMMHble CpefcTBa U KynbTypy NpuUHMMatoLeii ero komnaHum. CoyeTas LeNIOCTHbI U NpakTUYHbIl noaxon. SDL BBoAMT
6e30NacHOCTb 1 NPUBATHOCTL BO BCe 3Tanbl NpoLecca pa3paboTku. CCbISIKA Ha YacTHble TEXHOMOTMW N pecypcbl B aHHOM
NPUIOXEHUN ONYLLEHbI.

Kak nokaszaHo Ha pucyHke A.l. XW3HEHHbIi UMKN pa3paboTkn 6e3onacHOro NPorpaMMHOro CpeAcTBa COCTOUT U3
ceMu 3Tanos.

n OGyyenne " Tpe6oBaHua ~MpoekTupoBas” Peanusaums Yy B -,» ~PearnposaHue
) nBMW
- Basosoe -Onpepenexvie -AHa/I13 BADDB -Criovpdwikawma - Avisvmueoxxs  -MnaH ., . - OcyreacT»nieHv
0byueHve rpaHuLL KayecTBa arak 7 * TecTvpoBaHVe' pearvpoBaHVist |pearvpoBaHms
noporaowmbok - MoaBrUpoe/mMne  MbKAOAET» CcrydaiiHoe - OKOVHBTBIBVBS
- AmaHe prioeq, TECTVPOBaHVE loBep**
6e30nacHocTv TO» 3arpeLLeHHbe - MepecmoTp %Ctlazcm[():l-‘ocm
VI MpVBaTHOCTU ] vogeneliytpce  -Apnii
- CramamBcvian B|OB BTa» BbIMycKa
aHarn

PucyHok A.1 — XXu3HeHHbI unkn pa3paboTkn 6e3onacHOro NporpaMmMHOro cpeacrea
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A.3 ConocTaBsieHne SDL ¢ HOpMaTUBHOW CTPYKTYpPOI opraHusayunm

ConocTasrsieHne SDL ¢ HOpMaTUBHOI CTPYKTYpOIi opraHmMsalum nokasaHo Ha pucyHke A.2. Mocnegytouiee o6Cyx-
neHue SDL 6yaeT npugepxmnsaTbcsa aToro doopmara.

HopmaTuBHas CTpPyKTypa opraHmMsauum

BusHec- PerynaTuBHbIA  TexHOMOrMyeckui PenosuTopum Ponu.
Y cneymndukaymmn 06a3aHHOCTH,
KOHTEKCT KOHTeKCT KOHTEKCT NPANOKEHNIA KBaNMUKALMA
PG LCA n LOB App PGmSDL PG PG 1 HR
Bubnnoteka ASC opraHusaumu . Mpoueccel, cBA3aHHbIe
06yuemuesipeGoeamus/Mpoexruposamme/ i[ ¢ 6e30NacHOCTbIO NPUIOXEHUN
Peannszauus/Mposepka/Bbinycx I* LOBApp. FSR. apxvBnpoBaHme

3TasIoHHasi MOAE/b XU3HEHHOTO LUKIa 6e30MacHOCTU NPUIOXEHUN
YKM3HEHHbIV LMK pa3paboTky 6e30MacHOro NPOrpaMMHOro CPescTB3

PucyHok A.2 — ConoctasnieHne SDL ¢ HOpMaTUBHOW CTPYKTYpOIii opraHusauuu

Crn1COK COKpaLLeHWiA:
PG product group (rpynna npoayKroB):
LCA legal and corporate affairs (npaBoBble 1 KOpnopaTMBHbIE BOMPOCHI):

LOB App proprietary line of applications used in support of business and technological contexts (xapakTepHble 0CO-
6EeHHOCTU NPUIOXEHWU, UCNONb3yeMble B MOAAEPXKKY GU3HEC-KOHTEKCTa U TEXHONOTMYEeCKOro KOHTEKCTa);

SDL security development lifecycle ()KM3HEHHBbIV LKA pa3paboTkm 6e30NacHOro NPOrpaMMHOro CpeacTBa);
HR human resources (kagpoBblii oTaen);
FSR final security review (OkoH4YaTenbHasa nNpoBepka 6e30MacHOCTY).

A.4 BuU3HeC-KOHTEeKCT

8.1.2.1 BMW3HEC-KOHTEKCT Mnepeyncnsier u AOKYMEHTUPYEeT BCe MPUHATbLIE OpraHusauuein ctaHAapTbl U fydwine
npakTuyeckne npuembl, KOTOPblE MOTYT OKa3blBaTb B/IUSIHWE Ha NPOEKTbI MPUIOXEHWNA.

BU3HEeC-KOHTEKCT BK/OYaeT:

a) npoueccbl MeHeJ)KMeHTa NpoekTa, pa3paboTku, aHann3a pucka, ornepaumnoHHble Npouecchbl, NpoLecchbl ayanta
N KOHTpONS.

b) NONMTMKY 6€30MacHOCTK OpraHunsauuu;

C) npakTnyeckue npuembl B chepe 6usHeca;

d) mncnonb3yemyto opraHu3aumnein MeToanKy paspaboTku;

e) Nnydlwune nNpakTUyYecKne nprembsl 418 BCeX A3bIKOB NPOrpaMmmMmpoBaHus, NCMoJib3yeMblX OpraHu3auuneii n nepe-
YUC/IEHHbIX B TEXHOMIOTMYECKOM KOHTEKCTE;

0 bopmanbHbIi Npouecc MeHeAKMeHTa NPoeKTa opraHn3ayuu;

[) NpUMEHEeHWEe opraHusaunen A[pyrux Heo6XoAMMbIX MexXAyHapoAHbIX cTaHgaptoB WCO/M3K. Takumx Kak
MNCO/M3K 27001. NICO/M3IK 27002 n MCO/M3IK 15288.

BU3HeC-KOHTeKCT onpefensieTcsi coyeTaHWeMm OO6LUX KOPNopaTUBHbIX MOMWUTUK, CheuuanbHbIX (YacTHbIX) MO-
NINTUK. TEXHUYECKOTO KOHTEKCTa U ABUXYLMX PbIHOYHbIX (hakTOPOB OTAE/IbHbIX OpPraHU3aLMOHHbIX eAUHUL, B pamKax
Kopnopauuu.

MpuBaTHOCTbL M 6€30NacHOCTb NpU pa3paboTke MPOrpamMMHbIX NPOAYKTOB ABASeTCA 06LeKopnopaTUBHbIM Npej-
nvcaHneMm COrnacHo XW3HEHHOMY LMKy pa3paboTkm 6e3onacHoro nporpaMmHoro cpeactsea (SDL).' 'I SDL Takxe TpebyeT
onpegeneHnsa nuy (pykosoasAwmx obecneyeHmem 6e30NacHOCTU M MPUBATHOCTM), MPOLECCOB U Mep 1 CPeACTB KOHTPO/IA

Takum o6pa3om (34ecb U fanee NO TEKCTY MNPUIOXKEHUs A) HymepyeTCsA CCblflka, MpuBefeHHas B KOHLe
npunoxexHus A.
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1 ynpasfieHUsi 6e30NacCHOCTbIO NPUJIOXEHMNS, KOTOpble BYAyT UCMO/Ib30BaTbCS A OTC/IEXMBAHUSA NPOABMXEHUS K LieNsM
o6ecneyeHns 6e30MacHOCTU U NPUBATHOCTU™.

YunTblBas WMPOKKI CNeKTp cueHapueB 1 naatopm pas3paboTku, o6s3aTesibHOe CTporoe cobaoaeHne PUKCMpo-
BaHHOI COBOKYNHOCTW METOAUK pa3paboTKy UM MHCTPYMeHTa/IbHbIX CPeACTB HEBbINOMHMMO. M03TOMy rpynnam 6usHeca
paspelleHo o6palaTbCsi N0 TEXHUYECKMM Npo6iemMaM, He OXBauyeHHbIM HanpsiMyto nonnTukoii SDL (HanprumMep, KOMNUAs-
TOPbI U MHCTPYMEHTasIbHble CPeACTBa Ha Pas/IMyHbIX Natcopmax), K cneymanncTam no KOHKPeTHbIM Bonpocam Gesonac-
HOCTW ANS KOHcynbTauum (cm. A.8).

A.5 PerynsiTUBHbIN KOHTEKCT

8.1.2.2 PerynsiTMBHbI/i KOHTEKCT MEPEYNCIAET U AOKYMEHTUPYeET Nt06ble 3aKOHbI MU MPEANMCaHNS B KAXA0M Me-
cTe BefeHus 6Gu3Heca opraHusauueid, KOTopble MOTYT BAMATb Ha NPOEKTbl NpuIoXeHuii. OH BK/tOYaeT 3aKOHbI, Npa-
BUMa WU NpeAnucaHns CTpaH Wan lopuUcauKUmWi, rae paspabaTbiBaeTcs, U/MNU pa3BepTbiBAETCSA, U/MAN UCMOMb3yeTcs
npuaoxeHue.

OpraHusaluuu, pasBepTbiBatoLLeil U/MAN NCNO/b3YIOLLEe O4HO 1 TO Xe NPUIoXeHNe B pasHbIX CTPaHax, BO3MOXHO,
npuaeTca COOTBETCTBOBATb TPe6OBAHUSAM 6€30MacHOCTU KaXA0W CTpaHbl.

MpoBepka COOTBETCTBMA PEryNATUBHbIM TpPeGOBaHMAM W TeonoIMTUYECKUIA aHann3 oxBaTblBalOT CyLLeCTBYlO-
wme 6u3Hec-NMpoueccbl M ynpexaawlwmum o6pa3om UCMNOAb3yKTCS AN8 WUHPOPMUPOBAHUA Tpynn npoekta. BusHec-
nogpasfeneHnamMn M OoTAENOM MPaBOBbIX W KOPMOPATUBHbLIX BOMPOCOB aHa/M3MPYHTCS MNOAUTUKU ANS o6ecrneveHus
YBEPEHHOCTU B TOM. 4YTO BCE acnekTbl CO34aHNsA M BbiMycka NPOrpamMmMHbIX CPeACTB COOTBETCTBYIOT N06bIM N3BECTHbLIM
NpaBoOBbIM UNW PETYNSITUBHBIM KPUTEPUAM, CYLLECTBYIOWMM B Pa3fiMyHbIX perMoHax Mupa, v 4to nto6ble HOBbIe NMPOEKTbI
[elicTBYIOT B pamMmKax (haHuL, CyLeCcTBYHOLWMX MaHA4aTOB NOSIUTUKMA.

Psia npunoxeHuii (B cOYETaHUN C YNOMSIHYTbIMWU Bbllle NPOBepKamun) UCrosib3yeTca rpynnamMu, oTBevalowmnmm 3a
NPOAYKT, A1 aBTOMaTM3aunmn npouecca o6ecneyeHns COOTBETCTBUS PEryIATUBHbLIM TPe60BaHUAM A/151 NPUXIAAHOr0 Npo-
rpaMMHOro cpeAcTBa, pa3paboTaHHOro AN Ny6/MYHOro Bbinycka.

HakoHel, pesynbTaTbl PerynaTUBHbIX W FeOMNO/IMTUYECKMX NMPOBEPOK HAXOAATCS B apxXxvMBax BMecTe C pesy/ibTa-
TaMun npouecca BepuurKaumm 6e30NacHOCTU NMPUNOXeEHUH (KOTOPbI 06CYXAaeTCa HUXE) ANA CO3[aHUS 06bEKTUBHO-
ro U BCECTOPOHHErO MpeAcTaBfeHUs npouecca pa3paboTky 6e30nacHbIX NpuoxeHuii. OQHAKO BaXHO OTMETUTb, YTO
perynssiTuBHbIE Y TeONONUTUYECKME NONUTUKA HE NpefHa3HayYeHbl AN XU3HEHHOTO LMKNa pa3paboTky 6e3onacHoro
NnporpaMMHOro cpegcTBa.

A.6 Peno3ntopuini cneymndukaynin npuaoxeHni

8.1.2.3 Peno3uTtopuii cneundukaumii NPUAOXKeHU nepeuncnsieT U AOKYMeHTUpyeT o6uwue (yHKLMOHaNbHbIe
Tpe6oBaHMA UT opraHm3aunmn n cooTBeTCTBYlOWME, 3apaHee yTBepPXAeHHble pewweHunsa. Cneyndurkaymm npunoxeHunin
[O/IKHbI BKIOYATb:

a) cneuudurkaumm o TOM. KakuM 06pa3omM NPUIOXEHUsT ByAyT BbIUUCASATL, XPaHUTb U NepeAaBaTb MHhopMaLuio:

b) 06blYHble MapaMeTpbl NPUIOXEHWI, (PYHKLNOHA/IbHbIE BO3MOXHOCTU, YC/TyTY U Tpe6oBaHUs:

C) MCXOAHbIN KOA. ABOUYHbIV KOA. GUGNNOTEKN U NPOAYKTbI UMK YCYT, KOTOPbIe UCMO/b3YITCA NPUNOXEHUAMUN
WM Ha KOTOPbIX OCHOBaHbI NMPUIOXEHUS.

JlononHuTenbHblE cneyuduKaLm MOryT BKIOYaTb NOAPOGHOE onvcaHe B3auMoAencTBUSA NPUNOXEHNI C:

a) ApyrvuMu cucTemMamu;

b) paboueit NHOPaCTPYKTYpPOIA, OT KOTOPOIi OHN 3aBUCAT;

C) nepeyHeM Mep U CPeACTB KOHTPONA 1 ynpaBieHns 6e30nacHOCTbIO NPUIOXEHN B paboyeli cpege.

CreundmrKkaunm co3gaoTcs 1 XpaHsATCs oTAeIbHbIMU GU3Hec-NoApa3feNeHUsiMA 1 06bIYHO COCTOAT U3 DYHKLMO-
Ha/lbHbIX yKa3aHuii (on1cbliBaloLWMX, Kak onpeAeseHHblii KOMMNOHEHT AO/HKEH BbIYNC/IATL, XPaHUTb U NepeaBaTb MHOPMa-
LMI0) N TEXHUYECKUX YKa3aHWii (onpeensiowmx A3blkv NporpaMMypoBaHust, KOMAUASTOPbI, 6UGIMOTEKN U T. 4.). B HekoTo-
pbIx cnyyasx SDL ycTaHaB/iMBaeT NoANTUKY 41 KOMMNOHEHTOB WU APYTUX TEXHOOTMiA, UMeIoL X KOHTeKCT 6e30MnacHoCTH
(HanpvMep, 6GUGIMOTEKN KPUNTOrpatnUECKNX CEPBUCOB), C Lie/Ibio 06ecneyeHnsi yBePEHHOCT B TOM. YTO NPUBATHOCTb 1
6€30MacHOCTb NPUIOKEHN HE KOMMPOMETUPYIOTCS (PYHKLUMOHAIbHBIMW TPeGOBaHUAMU UM BO3MOXHOCTSAMU.

A.7 TeXHONOTrNYecKNin KOHTEKCT

8.1.2.4 TeXHOMOrnM4yecknii KOHTEKCT COAEPXNT MHBEHTAPHYO ONUCH BCEX NPOAYKTOB UT. yCcnyr n TeXHONOruii, fo-
CTYNHbIX 4151 NPOEKTOB MPWIOXEHUI opraHn3auun. 3T NPoayKTbl, YyCAYrM U TEXHOMOMMN 06ycnaBMBaloT yrposbl, Ko-
TOPbIM NOABEPralTCs NPUNOXKEHNS.

TexXHONOTNYEeCKNii KOHTEKCT BK/TOYAeT KOMMbIOTEPLI, MHCTPYMEHTa/IbHble CpeAcTBa, NPOAYKTbl U ycayrn UT. Kom-
MYHVKaLMOHHYIO UHPACTPYKTYPY 1 ApYrue TexXHU4eckue ycTpoiicTaa.

NMpumMep — TeXHOIOTNYECKNA KOHTEKCT, KOTOPbI/i MOXET OKasblBaThb BAMAHNE HA 6€30MACHOCT b Npu-
NIOXEHWIi, BKIOYaeT MHPACTPYKTYPY KINEHT-cepBep, Be6-MHMPacTPYyKTYpy, CeTEBY0 UHPPACTPYKTY-
py, cpegy pa3paboTKy U MHCTpPYMeHTaNbHble CpeAcTBa pa3paboTKu.
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TeXHO/IOTMYECKN i KOHTEKCT 4acTo pasfinMuaeTtcs cpeau Gu3Hec-noapasfefieHnil, OH BbIBOAUTCSH M3 KOMGMHALUN
ABVXYLLMX PbIHOYHBIX (DAKTOPOB, CLLEHApPMEB BO3MOXHOCTM B3aMMOAENCTBUSI U COBMECTUMOCTM M TEXHUYECKUX CTaHAap-
TOB /151 KOHKPETHO rpynnbl. B CBSA3U ¢ pasHoo6pasmeM UCMNosb3yemMbix cpeaun 6usHec-nogpasfeneHunii ctaHaapTos s
NPOAYKTOB UT. yCAyr 1 TEXHOMOTUIA, TEXHOOTMYECKUIA KOHTEKCT KaXablM GU3Hec-noApasaenieHnemM yctaHaBAnBaeTcsl He-
3aBMCMMO. YTOGbI OH MOr OTBeuyaTb WX NOTPE6HOCTSAM. OAHAKO GU3Hec-noApasfesnieHns AO0/KHbI Takke obecrnedumsBarb
YBEPEHHOCTb B TOM. YTO CBSi3aHHble C MPOrPamMMHbIMU CPEACTBAMU MPOEKTbl UCMONb3YIOT ycayru UT u TexHonoruu, no-
3BOISIOLLME UM YAOBETBOPATL KPUTEPUSIM 6€30MacHOCTM U NPUBATHOCTM, YyCTaHABMBAEMbIM 6M3HEC-KOHTEKCTOM 1 pe-
rYNATUBHLIM KOHTEKCTOM.

A.8 Ponu, o6583aHHOCTU 1 KBanudukauma

8.1.2.5 ONF pgonxHa cogepxaTtb:

a) nepeyHu U onucaHusa Bcex posieid, 0653aHHOCTEe U Heo6xoauMOM NpodeccrMoHanbHOl KBanudukaumum seex
AEeACTBYIOWMNX CyGBHEKTOB, yYacTBYIOLWMX B co3gaHum n noggepxke ONF. u'vnn poneit no cospaHuio U noaaepxke
ASC:

b) MepeyHW M onNMcaHUs BCeX posnein, 06sa3aHHOCTEN U HeO6Xx0AMMONM NpodeccmoHanbHOM KBanudukaumum Bcex
AeACTBYOWMX CyObeKTOB. BOB/IEUYEHHbIX B XXU3HEHHbIV LUK MPUIOXKEHUN, TakuX Kak OTBETCTBEHHbIE 3a MH(hopmauu-
OHHYI0 6€30NacHOCTb, PyKOBOAUTENN NPOEKTOB, aAMUHNCTPATOPbI, N1La, 3aHUMaloLWmnecs NpuoGpeTeHneM nNporpaMmm-
HbIX CPeACTB, PYKOBOAUTENU pa3paboTKyu MpPOrpamMMmHbIX CPeacTB, Bnafefiblbl NPUIOXEHWA, PYKOBOAMTENM MNOSb-
30Barvesieil. pa3paboTUNKN apXUTEKTYPbl, aHa/IMTUKW, NPOrPaMMUCTbI, CMeunasncTbl MO TECTUPOBAHWUIO, CUCTEMHbIE
aAMUHUCTPATOpPbI, a4MUHUCTPATOPbI 6a3 AaHHbIX, CeTeBble afAMUHUCTPATOPbI U TEXHUYECKUI NepcoHan.

Monutrka B MacwTabax opraHusauumn 6yaet cnoco6cTBoBaTb 06€CNeYeHNt0 YBEPEHHOCT B TOM. YTO BCE KPUTU-
yeckue ponv Ansa Bcex NpoLeccoB pacnpegesieHbl, Bce 06513aHHOCTY onpeaeneHbl, KOH(PIUKTbI MHTEPECOB NpefoTBpa-
LWeHbl. & Ha3Ha4YeHHble Ha poan nuua o61afatoT 4OCTaTOYHOM NpodeccnoHanbHOM KBanudukaunen.

KaTteropuu (paspsg) paboTbl NnepcoHasna co3falTcsa 1 NoAAEPXKUBAIOTCA KaapoBOi CNyxX 60, nonyyatowein BXOAHYHO
MHOpMaL o oT 6usHec-noApasfeneHnii. 3T KaTeropun BKIOYAIOT BbICOKOYPOBHEBOE OMMCaHne 3aga4y U KOMNeTeHTHO-
CTW. XapakTepHbIX ANA KaxAoi pa6oueli ponu. B To BpeMs kak kagpoBas cnyxb6a nogaepxvBaeT o6uime [O/MKHOCTHbIE
VNHCTPYKLMW, 6Gr3Hec-noapasaenieHns 06bIYHO OTBeYaloT 3a MPUHATUE PelleHnii O TOM. Kak KOHKPeTHO onpefenunTb Ka-
Teropuun paboTbl B OTHOLWEHUN KOMNETEHTHOCTM B chepe obGecneveHMs 6e30MacHOCTM M NPUBATHOCTU U UCMNONb30BaTb
3TV KpuTepun ANa cofeiicTBMA AenermpoBaHunio o6sa3aHHOCTell Mo HaA3opy 3a o6ecneyeHnem 6e30MacHOCTU B pamkax
rpynnbl, 3aHMMatolelica pa3paboTKoii.

B SDL ecTb 06Wue KpUTEPMMN 1 AO/HKHOCTHbIE MHCTPYKLMKN AN1A poneii no o6ecneyeHnto 6€30NacHOCTU U NPUBATHO-
CTW; 3TW PO/ Ha3HavalTca Ha atane «TpeboBaHua» npouecca SDL."” 3To cneymanbHblie paboune ponun, KOTopble JOX-
Hbl 6bITb ONpejeneHbl A0 Havana atana paspaboTku. TN PO ABAAIOTCA KOHCY/IbTaLMOHHLIMU MO CBOEMY XapakTepy 1
obecneynBaloT OCHOBY, HEOGXOAUMYIO ANA MAEeHTUdUKaLMK, Knaccudmrkaumm n ymeHblleHnsa npo6nem 6e3onacHoCcTU n
NprYBaTHOCTU, UMEIOLNXCA B NPOEKTe pa3paboTku NporpaMMHbIX CPeACTB. STV PoM BKIKOYalOT:

Hap3opHble ponu: [laHHble ponu npefHasHayveHbl 418 06ecrneyveHns Haf30pa 3a NPOeKTOM M MOryT BK/IOYaTb Kak
KOMIMYECTBEHHbIE, TaK U KaueCTBEeHHble peKOMeHJaLnmn rpynne NpoekTa B OTHOLWEHUW MUHUMA/TbHO A0MYCTUMbIX MOPOroB
foBepust K 6e30MacHOCTV U NPUBATHOCTW A1S1 NPOeKTa, CBA3aHHOIO C MporpaMMHbIMU cpefAcTBamu. HaA3opHble ponmv
[OMKHbI 6bITh Takxe HajesieHbl MO/THOMOUYNAMU MPUHATUA WM OTK/IOHEHNUA NaaHoB obecneyeHns 6e30NacHOCTM U Npu-
BaTHOCTU. NOCTyNaloLWuMX OT rpynmnbl NPOeKTa.

a) Kypatop no o6ecneyeHuto 6e3onacHocTu: Ha gaHHyl posib Ha3HavaloT cneyuanucTa no oTjeslbHbIM BONpo-
caM 6€e30MacHOCTU, SIB/ISAIOWErocs BHEWHUM A Tpynnbl NpoekTa. ATy posib MOXeT BbINOHATL KBAIMMULMPOBAHHbI
npeAcTaBuTe b HE3aBUCUMOW LIeHTPasIM30BaHHO rpynnbl o6ecneyeHnss 6e30NacHOCTM B paMKax opraHusauuy UM Mox-
HO obpauatbCs K yc/yramMm BHELWHero cneyunanucTa. Jinyo, BbibpaHHoe ANA pelweHns 3TOW 3aAaymn, AO/HKHO BbIMOMHATD
nBe PyHKumnmn:

i) ayauTopa, T.e. OCyLLeCTBASAITb MOHUTOPVHI 6€30MacHOCTM KaXA0ro atana npouecca pa3paboTku 1 NnoaTBepx-
[aTb ycnelwHoe BbINosHeHWe Tpe6oBaHWii Kax/aoro atana, a Takxe o6naaaTbe cBo600i B Bonpoce NojTBepx-
AEHNA COOTBETCTBUA (UM HecooTBeTCTBUA) TpeboBaHMAM 6Ge3onacHocTu 6e3 BMellaTeNlbCTBa CO CTOPOHbI
rpynnbl NpoekTa:

ii) akcnepTa, T. e. 06n1a4aTek NogaatLieiics NPoOBepPKe KOMMETEHTHOCTLIO B BONPOCcax 6e30NacHoCTH;

b) Kypatop no o6ecrneyeHunto NnpuBaTHOCTU: Ha AaHHY0 posib HasHavaloT crneuunanucTa no oTAesbHbIM BOMpPO-
cam NpuMBaTHOCTU, AB/IAIOLWErOCA BHELWHMUM MO OTHOLWEHUIO K dhynne npoekTa. 3Ty posib MOXET BbINOHATbL KBaIMpuLu-
poBaHHbI NpefcTaBUTeNlb HE3aBUCUMOL LIeHTPa/IM30BaHHOM rpynnbl o6ecrneveHns NPUBATHOCTA B pamKax opraHusaumm
UM MOXHO o6paljaTbCsl K yc/lyram BHELIHEero cneyvanncTa. /inuo, BbibpaHHoe A5 pelleHns 3Toli 3ajauun, AO/KHO Bbl-
NONHATL ABe (DYHKLUN:

i) ayauTopa, T. e. OCYyLW,eCTB/IATb MOHUTOPUHI NMPUBATHOCTY KaX/A0ro aTana npouecca paspaboTkn 1 NOATBEPX-
AaTb ycnelwHoe BbINo/IHeHVe TpeboBaHWii KaxAoro atana, a Takke o61agatb cBo6040M B BONpoce NoATBepxX-
[EeHNS COOTBETCTBUA (/TN HECOOTBETCTBMSA) TpeboBaHVAM NPUBATHOCTM 6e3 BMeLlaTe/IbCTBa CO CTOPOHbI rpyn-
bl NPOEeKTa:

ii) akcnepTa, T. e. 06naAaTe NogaatoLLelica NpoBepke KOMMNETEHTHOCTbIO B BONPOCax NpYBaTHOCTY.
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Kom6urHaumsa Kypatopckux posneii: Ponb kypatopa no o6ecneyeHnto 6e30MnacHOCTM MOXeT 6biTb 06befMHEHA C
ponbio KypaTtopa no o6ecneyeHnto NpMBaTHOCTU MPW YCIOBUW, YTO MOXET 6bITb ONpeAesieHo L0 C COOTBET-
CTBYIOLMMU HaBbIKaMW 1 OMbITOM.

PykoBoauTenu rpynn: [laHHble ponu AO/KHbI BbINOMHATLCA CheynanmcTaMmyu B COOTBETCTBYIOLel 061acTu, KoTo-
pble GyayT NpeAcTaBsATb rPynny pa3paboTKM NPOeKTa Ha 06CYXAEHUAX C KypaTopaMu no o6ecneyeHnio 6e30nacHOCT 1
npuBaTHOCTW. 3Ta posib OTBeYaeT 3a 06CYyX/AeHNe, NPUHATNE U OTCNIEeXMBaHNE MUHUMasbHbIX TpeboBaHuii 6e3onacHoCTH
1 NoAAepXKy YeTKOW CBA3W C KypaTopamu 1 APYTMMU NPUHMMAOWUMWU pelleHnaMmn nuuamm Bo BpeMs paboTbl Haj npo-
eKTOM no pa3paboTke NPOrpaMMHbIX CPeACTB.

a) PykoBoauTenu rpynnbl no Bonpocam 6e3onacHocTu: 3To AULO (WK rpynna auy) He HeceT eAVHOINYHOW
OTBETCTBEHHOCTW 3a o6GecrneyeHne YyBepPeHHOCTM B TOM. YTO BbIMyCK NPOrpamMMHOro npoAykTa yuymTbiBaeT BCe BOMPOCHI
6€30MacHOCTU, OHAKO OHO OTBeuYaeT 3a KOOPAMHALMIO U OTC/IeXMBaHME BOMPOCOB Ge30MacHOCTU Ana npoekTa. Jluo,
BbINOJIHAIOWEE 3TY PO/ib, TaKXe HeceT OTBETCTBEHHOCTb 3a COCTOSIHMe OTYEeTHOCTU Mepej, Kypatopom no o6ecrneveHunto
6€30MacHOCTU U APYTMY 3auHTepecoBaHHbIMW CTOPOHaMK (HanpumMep, PyKOBOAWUTENAMU pa3paboTku U TeCTUPOBAaHUS)
13 rpynnbl NpoekTa:

b) PykoBoauTenu rpynnbl Mo BONpocaM MNpuWBATHOCTW: ITO MU0 (MWW rpynna nAuL) He HeceT eAUHOJIMYHOIA
OTBETCTBEHHOCTN 3a 06GecneyeHne yBepPEHHOCTU B TOM. YTO BbIMyCK MPOrpaMMHOro NpoAykTa yunTbiBaeT BCe BOMPOCHI
NpYBAaTHOCTMK, OJHAKO OHO OTBeYaeT 3a KOOPAMHALMIO N OTC/IeXMBaHVe BONPOCOB NPMBATHOCTU AJ18 npoekTa. J/lnyo, Bbl-
nosiHsoLee 3Ty posib, Takke HeceT OTBETCTBEHHOCTb 3a COCTOSIHME OTYETHOCTM Nepe/, KypaTopoM Nno o6ecrneyeHnto npu-
BaTHOCTW W APYTMMW 3aMHTEpPECOBaHHbIMU CTOPOHaMU (Hanpumep, pPyKOBOAUTENSAMU Pa3paboTKM U TeCTUPOBaHUA) K3
rpynnbl NpoekTa.

A.9 Bubnuoteka ASC opraHusayunm

8.1.2.6 OpraHusauunsa [o0JIKHa onpefennTb, No KpaliHeit mepe, OfgHY 6UGAMOTEKY Mep U CPeAcTB KOHTPO/A U
ynpas/ieHnsi 6e30MacHOCTLIO NpuoxeHnii. 3Ta 6ubnnoteka HasbiBaeTcA BubnnoTtekoli mep 1 cpeacTB KOHTPOA ©
ynpassieHns 6e30nacHOCTbIO NpuioxeHuii (bubnnoteka ASC). B Heil nepeuyncnaoTcs U AOKYMEHTUPYHOTCS BCe npu-
3HaHHble opraHu3aumnein ASC. 9Tn ASC BbIBOAATCA U3 CTaHAAPTOB, NyULNX NPAKTUYECKUX NPUEMOB, posieit, 06a3aH-
HOCTe# 1 npogeccnoHanbHOM KBanudukaumm, 6U3HEC-KOHTEKCTa, TEXHO/TIOTUYECKOrO U PEryIATUBHOIO KOHTEKCTOB, a
Takxe cneyndukaLmini NpruIoXeHNA.

Kak yacTb unntoctpupyemoro Hwmke npouecca SDL 6b110 ngeHtudmympoBaHo cemHaguatb ASC. 9ToT npumep
BK/IOYaET Kak o653aTeNnbHble, Tak U Heob6si3aTeNnbHble 3aga4n. Heo6s3aTenbHble 3aga4n ASC moryT f06aBnsATbCA 6U3HecC-
nogpasaeneHnamMmn B cayvyae Heo6X04MMOCTU AOCTUXKEHUA XenaeMblx Leneli 6e3onacHoOCTV U npuBaTtHocTU. ASC. m3o-
6paxeHHble Ha pucyHke A.3. npeacTaBfieHbl B MOpsAKe WX MOSIB/IEHWS C UCMO/Ib30BaHWEM TPagULMOHHOW KacKagHou
MogZenu pa3paboTku. 19 KpaTKOCTH nonHoe o6eyxaeHne kaxaoii ASC onylyeHo.

KpaiiHasa cneBa ASC MOXeT cuMTaTtbCsa «KOpHeBOV» ASC — no CyLlwecTBY «pOANTENBLCKUM Y3/1I0M» AeTalbHOW ape-
BOBUAHOV cxeMbl ASC. noka3aHHOW Ha pucyHke A.3. 3Ta UNOCTPaL WS NokasbiBaeT, UTO OpraHn3alma MoXeT NPUMEHATb
ASC c BO3pacTalLWnuMm YPOBHAMU CMIOXHOCTU U A€TaslbHOCTU, YTOGbl COOTBETCTBOBATL LIe/IeBOMY YPOBHIO flOBEpUs ANs
NPUIOXEHNSA, KOTOPbI OpraHM3auuns BbiGUpaeT f0 Havyana NpoekTa NpUIoXeHUs.

PucyHok A.3 — Mpumep ApeBOBUAHON cxembl ASC
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A.9.1 O6yueHune

1) Tpe6oBaHuA 06yyeHnAa: Bece uneHbl rpynn paspaboTkM NPorpaMMHbIX CPeACTB [A0/KHbI NPOATN COOTBETCTBYIO-
wee obyyeHune, YTobbl GbITb B Kypce OCHOB o6ecneyveHnsi 6e30MacHOCTM 1N NOCNeAHUX TeHAeHUn B cchepe 6e3onacHoCTH
1 NPUBATHOCTU. Jlnua ¢ TEXHUYECKMMU paboymMu ponsamu (paspaboTumku, cneunanncTbl No TECTUPOBAHMUIO, PYKOBOAM-
TesiM NporpaMm), HeMOCpPeACTBEHHO yyacTBylow e B pa3paboTke NporpaMmm, AO/KHbI €XerofHo NpoxoanTb, No KpaliHei
Mepe, 0AuH Kypc 06y4eHuns no 6esonacHocTn. bazosoe o6yyeHne nNo 6e30MacHOCTU NPOrPaMMHbIX CPEACTB [JO/IKHO OXBa-
TbiBaTb OCHOBOMO/1AraloLine KoHLenuumn, Takne kak 6esonacHoe NpoekTupoBaHue, MoJeniMpoBaHue yrpos, onpegesieHne
BWOB atak, 6es3onacHoe KoauposaHue, TeCTUpoBaHue 6e30MacHOCTU U NPUBATHOCTN.™

A.9.2 Tpe6oBaHusa

2) TpeboBaHuA 6e30nacHOCTU: Heo6X0ANMOCTbL PAaCCMOTPEHNA BONPOCOB 6e30MacHOCTM M NPUBATHOCTU Ha 6a-
30BOM YPOBHEe AB/IIETCS OCHOBOMO/AraloWmnmM acnekTtom paspaboTku cuctem. ONTMasbHbIM MOMEHTOM oOnpeaeneHuns
TpeboBaHU HafEeXHOro NPOEKTMPOBaHUA NPOrPaMMHOro CpecTBa ABMAETCA HavabHan cTaaunsa NaaHMpPoBaHUA ero Bep-
cun. 3To faeT BO3MOXHOCTb 3aHMMalLWMMcs pa3paboTKoi rpynnam naeHTugrunpoBaTb KatoYeBble 3Tanbl U pesy/bTaTbl,
a TaKXe Mo3Bo/IfeT OCYL|eCTB/IATL MHTEerpauuto 6e30nacHoOCTU 1 NPUBaTHOCTM TakuMm o6pas3om, 4TOo6bl OHa cBoAwuNa K
MUHUMYMY Nt06ble HapyLleHUs NaaHoB 1 BPEMEeHHbIX rparkoB. AHann3 TpeboBaHnii 6€30NacHOCTM 1 NPUBaTHOCTU OCY-
LeCTB/IAETCA B HaYasie NpoeKTa U COCTOUT M3 Pas/inyHbIX 06a3aTeNibHbIX AeCTBUIA, BK/IlOYasa (Kak MUHUMYM): onpejerne-
HVe npuMeHMMocTu SDL: onpegeneHune nuu, oTBeYarLWmx 3a HaA30p 3a 6e30MacHOCTbIO M NpMBaTHOCTbLIO (CM. 8.1.2.5 —
Ponn, 06a3aHHOCTN N KBanudukaumna); onpeaesieHne MMHUManbHbIX TpeboBaHUli 6e3onacHOCTU; cneynduunpoBaHne n
pasBepTbiBaHWe CUCTEMbI OTC/IEXMBaHUA ya3BUMocreii/pabounx Bonpocos; ™

3) MpaHunubl KayecTBa/nopor own60K: FpaHULbl KayecTBa/Mmoporn ownboK UCMOMb3YTCA ANA yCTaHOB/EHUs
MVWHMMa/IbHO AOMYCTUMbIX YPOBHe! kadecTBa o6ecneveHnss 6e3onacHOCTU M NpuBaTHOCTW."1V' OnpegenexHne aTux Kpu-
TepveB B CaMOM Hauasie NpoekTa Cnocob6CTBYeT MOHMMAaHUIO PUCKOB, CBA3aHHbIX C Npo6siemamun 6e3onacHoOCTU, u gaet
BO3MOXHOCTb rpynnaMm npoekTa naeHTuduumposaTtb U MUCMNpaB/isATb OWWGKM BO BpemMs paspaboTku. Mpynna npoekrta
[OJIXKHA 06CYX/AaTb rpaHuLbl KayecTBa 418 KaxXA0ro atana pas3paboTku, OHWU AO/KHbI 6bITh YTBEPX/AEHbI KypaTopoMm Mo
6e30MacHOCTN C pa3bsACHEHUSIMWU, COOTBETCTBYIOWMUMMN NPOEKTY, N 60nee cTporummu TpeboBaHMaMu 6e3onacHoCTH, onpe-
AeNeHHbIMU KypaTopom no ob6ecrneyeHnto 6€30MacHOCTU (B COOTBETCTBYIOWMX Criydasnx). pynna npoekra Jo/HKHa Takxe
NpoAeMOHCTPMPOBaTb COOTBETCTBME COM1aCOBaHHbIM rpaHuLam kavecTsa AN cobnogeHus TpeboBaHuii NpoBepku npu
OKOHYaTesIbHOW npoBepke 6e3onacHOCTU. Mopor owWKn60K — 3TO rPaHuULlbl KavyecTBa, OTHOCALLMECA KO BCeMYy MPOEeKTy
pa3paboTkn nporpammHbIX cpefcTtB. OH UCMOMb3yeTca AN onpefesieHUs rpaHuL, Cepbe3HOCTH OWNBOK, BAUAIOWNX Ha
6e30nacHOCTb (Hanpumep, HeT U3BECTHbIX OWMNOOK B NPUIOXEHUN C «KPUTUYECKMM>» MOoKa3aTesieM BO BPEMS BbiNycka).
Mopor own60oK HUKOrAa He A0/KEeH CHMXAaTbCA, AaXe ecnn NnpubanxaeTcs garta BbiNycka npoekra.

NMpumeyaHune — T[pumeHsemasn K 6€30MacCHOCTM KOHLENUMS TpaHnL, KadecTBa/nopora owm60oK 6113xa K KOH-
Lenuuu LesieBoro ypoBHs 40BEpUst, Tak Kak OHa TakXe UCMoJib3yeTCs 4/1 YCTaHOB/IEHUS MUHUMA/IbHO AONYCTUMbIX YPOB-
Heil 6e30MacHOCTM U NPUBATHOCTK:

4) OueHka pucka 6e3onacHoOCTM M npuBaTHocTu: OueHka pucka 6e3onacHOCTM W npuBaTHocTu (Security and
privacy risk assessments — SRA) — 370 o6si3aTenibHble Mpoueccbl UAeHTUdUKaLUN PYHKLMOHAIbHbLIX acrnekToB Mpo-
rpPaMMHbIX CPeACTB, KOTOpble MOFYT Tpe6oBaThk yr/ly6/1eHHOl NPOBEepPKX. YUnTbiBas, YTO XapakTepuCcTUKN NPOrpamMmmbl U Ha-
MeueHHble PYHKLNOHaNbHbIE BO3MOXHOCTM MOTYT OT/IM4aTbCA B pasHbIX NPOeKTax, PpasyMHO HauyMHaTb C MPOCTbIX OLEHOK
pucka 1 paclmnpsiTb X No Mepe Heo6X0AMMOCTHY A4J151 COOTBETCTBMA MaclTaby npoekTa. Takne OLeHKN A0/KHbI BKIOYaTb
cnefyowyro nHopmaumio:

a) (6es3onacHOCTb) Kakne 4acTu npoekTa NoTpebytoT mogenn yrpo3 (cm. ASC 7)4 Huxe) nepef BbIMyCKOM?
b) (6e3onacHOCTb) Kakue YacTu MpoekTa MoTpeGyloT NPOBEPOK NPOEKTUPOBaHUA 6e30MacHOCTU nepef Bbiny-
cKom?
c) (6e30nacHOCTb) Kakne YacTu npoekrta (ecnm TakoBble UMeOTCH) NOTPebytoT TECTUPOBAHNSA Ha MPOHUKHOBE-
HWe. NPOBOAMMOro B3aMMHO COM/1aCOBaHHOW rpynmnoii, siBnstowelicss BHeWHeW NO OTHOWEHMWIO K rpynne npo-
ekTa? Jllobble YacTu nNpoekTa, Tpebylolwmne TeCTUPOBAHUA Ha NPOHUKHOBEHMWE, AO/HKHbI pa3pewnTb Npo6aemMsbl,
NAEeHTUMULMPOBaHHbIe BO BPEMS TECTUPOBAHUA HA MPOHWKHOBEHWe, Nepes yTBepXAeHNeM AN BbiMycka:
d) (6e3onacHocTb) Ntobble Tpe6oBaHNA AONO/THUTE/IBHOIO TECTUPOBAHUA UM aHaNN3a, COYTEHHbIE KypaTopoM
no obecneyeHnto 6€30NaCHOCTN HEOBXOAUMbBIMU ANA YMEHbLUEHUS PUCKOB 6€30MacHOCTU;
B) (6e30nacHOCTb) pas3bACHEHWEe KOHKPETHON cdhepbl TpeboOBaHWn «Cny4yailHOe TecTMpoBaHMe»2* (CM.
ASC 126>, Huxe);
0 (npuBaTHOCTbL) onpejeneHne nokasaTensa BAUAHUA Ha NpuUBaTHOCTL:Y," [X
i) P1 — BbICOKWIi pUCK NpMBaTHOCTU: DPYHKUMA, NPOAYKT WK yCnyra XpaHAaT unn nepegatoT Pll4* . meHsilOT
yCTaHOBKMN UM accoumaunn tuna daiina nnm NHCTananpyoT nporpaMMHble CpeAcTBa;

CM. nepeuuncneHue 7) B A.9.3.

2>«CnyvaiiHoe TecTupoBaHue» (fuzz testing) — TecTupoBaHue, UCNONb3yloWee Cny4variHblii HA6Op BXOAHbIX
AAHHbIX.

3> CwM. nepeuncrneHne 12) B A.9.5.
4> P|l (Personally Identifiable Infonnation) — nepcoHanbHaa naeHTUPUKaLMOHHaA nHopMaLms.
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n) P2 — cpefHuii puck NnpuBaTHOCTU: EAMHCTBEHHBLIM BAMAIOWMM Ha MPUBATHOCTb BUAOM AeNCTBUS B (DYyHKLMM,
npoAayKTe WUan ycnyre sBnseTca ofHOKpaTHas nepegaya aHOHUMHbIX faHHbIX, UHULMMPYeMasn Mosib3oBartenem
(Hanpumep, nNonb3oBaTeNb LWesKaeT Mo CCbI/IKe U NepexoaunT Ha Be6-caliT):

L) P3 — HM3KUI puck npusBaTHOCTU: B dyHKUMW, NPOAYKTE WAW yCnyre OoTCyTCTBYeT BWA AeNCTBUA, OKasbl-
BalLWMii BAMAHME Ha NMpUBaTHOCTb. He mepegalTcs aHOHMMHbIE WM NEpPCOHaslbHble AaHHble, He XPaHUTCS B
MalnHe nepcoHasnbHasa naeHTUnKauMoHHasa nHhopmMaLms, He MEHAKTCA HUKaKne YCTaHOBKM OT MMEHU Nosb-
30BaTesis. He UHCTa/I/INPYOTCA NPOrpaMMHble CpeacTBa.

A.9.3 MpoekTuposaHune

5) Tpe6oBaHWA NPoeKTMpPOBaHNA: ONTMManbHOE BPeMS BAIMAHUA Ha HafeXHYH pa3paboTkKy npoekTa — Havalb-
Hble MOMEHTbI €ro XXU3HEHHOro uukna. KpaliHe BaxHO TLaTe/lbHO paccMaTpmBaTh BOMNPOChl 6€30NacHOCTU U NPUBATHOCTU
Ha aTane NPoOeKTUPOBaHMWS, Tak Kak pelweHne npo6aem 6e30NacHOCTM U NPMBATHOCTW, OCYLLECTBISSIEMOE Ha HavallbHbIX
aTanax XM3HeHHOro uukna, 6yAeT ropasfio MeHee 3aTpaTHbIM. [Pynnbl NpoekTa AO/MKHbI BO3AEPXMBATLCA OT MPaKTUKK
«MNPUBA3bIBaHNS» K KOHLY pa3paboTKku NpoekTa pelleHne BonpocoB 6e30MnacHOCTM U NPUBATHOCTU.

Kpome TOro, rpynnam npoekTa KpaiHe BaXXHO MOHUMAaTb pasninyme mexay «6es3onacHbIMU CBONCTBAMU» N «CBOM-
cTBamu 6e30MacHOCTU» — BMOJIHE BO3MOXHA peasin3alusi CBONCTB 6€30MacHOCTM, KOTOPbIE, B CYLLHOCTU, HE6e30MacHbI.
Be3onacHble cBolicTBa OnNpeaensalTCa Kak CBOWCTBA, (PYHKLUMOHa/IbHbIE BO3MOXHOCTU KOTOPbIX MPaBWU/IbHO CMNPOEKTU-
poOBaHbl B OTHOLWEHUN 6e30MacHOCTM, BK/IOYas CTPOryt NPOBEPKY MPaBU/IbHOCTU BCEX AaHHbIX nepes 06pa6boTKoN nnm
KpunTorpaduyeckn HagexHylo peanusauunto 6ubnuotek Ana KpunTtorpaduyeckux cepsucos. CpeoicTBa 6e30MacHOCTH
onucbiBaT PYHKLMOHAIbHbIE BO3MOXHOCTU NporpaMmbl ¢ BKAKOUYEHWEM 6e30MacHOCTU (Hanpumep, ayTeHTudurKaumusa no
Kerberos).

DyHKUMOHaNbHbIE crieyuduKaLnm NpoeKTMpoBaHUs MOTyT NoTpe6oBaTbCa A/19 ONMCcCaHWsA CBOWCTB 6€30NacHOCTU
WA CBOWCTB MPUBATHOCTWU, KOTOpble 6yAyT HENOCPEACTBEHHO MpeAcTaB/ieHbl NoNb3oBaTeNsaM, Hanpumep, TpeboBaHue
ayTeHTUdMKauum nonb3osBartesieit 4NA focTyna K onpeAeneHHbIM AaHHbIM UAX corflacus nosb3oBaTens nepen ncnosb3o-
BaHMWeM CBOWCTBa C BbICOKMM PUCKOM NpuBaTHOCTW. B pesynbTarte BCe cneundukaumm NnpoekTMpoBaHnsa AO/KHbI:

a) TOYHO W MOMHOCTbLIO ONpeaenaTb, Kak peann3yrTcs 3TU CBOWCTBA:

b) onpefensaTb, Kak MOXHO 6e30MacHO peann3oBaTb BCe PYHKLMNOHa/IbHblE BO3MOXHOCTH, pa3pellaemMble gaH-
HbIMW CBOWCTBaMU:

c) onpeaenatb, kak 6e3onacHbIM CNOCO60M UCNOMb30BaTb 3TU CBOICTBA.

McnonHeHue Tpe6oBaHUi NPOEKTUPOBAHUSA COAEPXUT P HEOGXOAMMbIX AeCTBUIA, BKAKOYAOWNX (HO HE OrpaHu-
yMBaLWMXCA) aHaNN3 NPOEKTUPOBaHUA 6€30MacHOCTU, aHa/In3 NPOEeKTMPOBaHNA NPUBATHOCTM 1 cneyuduKkauni, a Takxe
peanunsaumnio MUHUMasbHbIX KpUNTorpadnyecknx Tpe6oBaHnin NPOeKTUPoBaHUA:*

6) YMeHbleHne BUAOB aTtak: YMeHblUeHNe BUAOB aTak TECHO CBA3aHO C MOJe/IMPOBaHNEM Yrpo3, XOTA OHO pac-
cmaTpuBaeT npo6nemMbl 6€30MacCHOCTU HEMHOTO C MHOW TOYKU 3peHUus. YMeHbLUeHne BUAOB aTak npeacrtaBnsieT co6oi
CpeAcTBO CHUXEHUSA pUcka nyTeM npefocTaB/IEHUA HapyLWUTeNAM MeHblueli BO3MOXHOCTU AN HaXOXAeHus cnaboro
MecTa UAW YSA3BUMOCTU. YMEHbLUEHMEe BUAOB aTak CoefuHSeT UCMOMb30BaHNe MHOTOYPOBHEBOW 3alinTbl, OTK/IHOUYEHUNE
WAN orpaHnyeHne AocTyna K CUCTEMHbIM CepBUCaM MU NPUMeHeHne Npu No6biX BO3MOXHbIX 06CTOATENLCTBAX NPUHLMNA
HauMeHbLUNX NPUBUNErniA:

7) MopgenupoBaHue yrpos: MogennposaHue yrpo3s — 3To 06a3atefibHbI NPoLEeCC, BbINO/IHAEMbI Ha 3aTane npo-
eKTMPOBaHNA M MO3BONALWMNIA rpynnam pa3paboTku B CTPYKTYPUPOBaAHHO»/ BUAE paccMaTpuBaTb, AOKYMEHTUPOBaTb U
ob6cyxaaTbe NnocneacTesnsa Ana 6e3onacHoOCTV Npu NpoekTupoBaHuM. OHO Takxe npegyc»/atpuBaeT TWaTe/ibHOe pacc»/o-
TpeHue Npo6ieM 6e30MacHOCTY Ha YPOBHE KOMMOHEHTOB WA NPUIOXeHUI . MogenmpoBaHue yrpo3s ABnsieTcst KomaHgHoM
paboToil, oxBaTbiBaloLeli pykoBoguTenen npoekra/nporpamr/bl. pa3paboTyMkoB 1 cCneumanmcToB Mo TECTUPOBAHUIO, ©
npegcTaBnseT OCHOBHYIO 3ajady aHann3a 6e30MacHOCTU, OCYLEeCTB/ISIEMYO Ha 3Tane NpPoekTUPOBaHUSA MNporpa»/»/HblX
cpeacrts.”

A.9.4 Peanusauus

8) Mcnonb3oBaHue yTBEPXAEHHbIX MHCTPYMEHTaNbHbIX cpeacTB: Bce rpynnbl paspaboTku f0OMKHbI onpeje-
NATb U NY6/IMKOBaTb CMUCOK YTBEPXAEHHbIX MHCTPYMEHTaIbHbIX CPeACTB (M KOHKPETHbIe (DYHKLMOHaIbHbIE BO3MOXHOCTHU
6e30MacHOCTN, Takne Kak onumMu KoMnuaaTopa/koOMNOHOBLYMKA. Npegynpexaatolimne coobweHnsa u T. 4.) 4N UCNonb3oBa-
HWSI B NPOrpaMMHbIX NpoekTax.” 3TOT CNMCOK JO/IKEH COrNacoBbIBaTLCA N YTBEPXAATLCS KypaTope»/ no o6ecneveHuio
6e30MacHOCTM rpynnbl NpoekTa. Kak npasuao, rpynnbl paspaboTku A0MKHbI CTapaTbCa NCNOMb30BaTb HOBELLYO BEPCUIO
YTBEPXAEHHbIX UHCTPYMEHTa/IbHbIX CPEeACTB, YTO6ObI FOXHO 6bINI0 NCNO/b30BaTb HOBblE (PYHKLMOHANbHbIE BO3MOXHOCTHU
6e3onacHoOCTY;

9) WcknoyeHne HeHageXHbIX (PYHKLUIA N3 yncna ncnonb3yemblX: MHOrne 06bIYHO UCMO/b3yervble PYHKLUUN 1
nHTepdelicbl NpuknagHoro nporpar/»/mposaHus (Application Programming Interface — API) He sBnAtoTCcA 6e30nacHbIMU B
OTHOLLEHUN CyLLecTBYHOLWeNR cpebl yrpo3. Mpynnbl NpoekTa A0/IKHbI aHanu3npoBaTb Bce pyHKuun n API. koTopblie 6yayT
MCNO/b30BaTbLCS COBMECTHO C NpoekTa»/ pa3paboTku Nporpam»/Hbix CPEACTB, U 3anpeLaTb Te U3 HUX. KOTopble onpeaene-
Hbl Kak HeHafexHble.* [ocne onpegesieHNsi Cnucka 3anpeLeHHbIX 3/1IEMEHTOB FPynMnbl MPOeKTa A0/IKHbI UCNOMb30BaTh
3aro/IoBOYHblE (halisibl, 0OGHOBMEHHbIE KO»/MUASITOPbLI UM MHCTPY»/eHTalbHble CPeACTBa CKAHMPOBaHMA KoAa NnporpamMmmbl
ONS OCYLLeCTBNIEHUA NMPOBEPKM KoAa (BK/IKOYAs yHacneAoBaHHbIA KOA B COOTBETCTBYHOLMX Crlyyasx) HA npegMeT cylie-
CTBOBaHUSA 3anpeLieHHbIX PYHKLUA 1 3a»reHbl X 60/1ee HafeXHbI»/»» aflbTEPHATUBHbI»/U BapuaHTaxs/»»;

10) CTtaTuyeckuii aHanm3s: Mpynnbl NpoeKTa AO/HKHbI OCYLECTB/IATL CTaTUYECKUi aHanM3 UCXOAHOro Kofa npo-
rpa»/»/bl. CTaTU4eCcKnii aHanIn3 UCXOAHOro Koga nporpax/»/bl o6ecneymBaeT macwtTabupyemoe pelieHue A5 NPoBEPKU
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6e30MacHOCTM KoJa 1 MOXET NCMOo/b30BaThbCA A1 06ecnevyeHns yBepeHHOCTU B COG/TI04eHUN NonnTrk 6e3onacHoro npo-
rpaMmMMpoOBaHus, ycTaHaB/IMBaeMbIX PyKOBOAMUTEIEM TPynnbl NO Bonpocam 6e30nacHOCTM M KypatopoMm rno obecnevyeHunto
6e3onacHocTW. [iNA NpoBeAeHMsA TWaTe/IbHOl NpoBepKn 6€30MacHOCTU OA4HOr0 CTaTUYeCKOro aHasin3a Koga 06bI4HO He-
[0CTaTo4yHO. oTBevawwas 3a 6e30MacHOCTb rpynna u Kypartopbl No o6ecneyeHnto 6e30MacHOCTU [0/KHbI OCO3HaBaTb
CUNbHbIE N cnabble CTOPOHbI MHCTPYMEHTa/IbHbIX CPeACTB CTaTUYECKOro aHannsa u 6biTb FOTOBbLIMW K AOMOIHUTENbHbIM
3aga4yaM MPOBEPKM KOAa APYTMMU MHCTPYMEHTa/IbHbIMU CPeACTBAMU UM PYYHbIMU NMPOBEPKaMMW Mpu HEO6X0ANMOCTH.
O6n1eryeHHbI cTaTu4ecknii aHann3 NpomcxoanT Bo Bpems SDL B MOMEHT perncrpauum koga nyTem Ucnosib30BaHns yHk-
uum /analyze Visual Studio/7 ipyrue 3agayn cTaTUYECKOro aHasm3a OCyLLecTBSAIOTCA NO Mepe He06X04MMOCTH.

A.9.5 Bepudunkauynsa

11) AvHamunyecknii aHanni3 nporpamMmmbl: Bepudmkauma nporpaMm BO Bpems MpoOroHa Heobxoguma Ans
o6ecneyeHnss yBepeHHOCTU B TOM. YTO (DYHKLMOHa/IbHble BO3MOXHOCTWU MporpamMmmbl AeliCTBYIOT, kak 6bl/10 CPOeKTUpo-
BaHO. JMHAMUYECKNA aHannM3 nporpaMmmbl AO/DKEH CneunduumpoBaTb MHCTPYMEHTa/lbHble CpeAcTBa A1 MOHUTOPUHTa
noBefeHNs NPUIOXKeHUS Npy NOBpPexXAeHUn namaTn, npo6aemax ¢ NPUBUIETMAMN NoMb30oBaTenel n Apyrnx KpuTU4ecKnx
Bonpocax 6esonacHocTu. Mpouecc SDL ncnonb3yeT cneunanbHble MHCTPYMEHTa/IbHbIE CPeACcTBa, Takue kak AppVerifier,
a Takxe TakMe MeToAbl, Kak «CnyyaliHoe» TecTUpOoBaHWe, AN LOCTUXEHUS XeNaeMblX YPOBHeli oxBaTa TeCTMPOBaHUs
6e3onacHocTun/4l

12) «Cny4aiiHoe» TecTupoBaHue: «CnyuvaliHoe» TeCTUpOBaHWe UCMO/b3yeTcsi, YTO6bl Bbi3BaTb CO6OM Mporpam-
Mbl NyTeM NpefHamMepeHHOro BBeAEHUS B NPUJIOXKEHNE HEMNpaBWUIbHbIX WX CAy4vaiiHbIX gaHHbiX. SDL onpegensert, uto
«CcnyvaiHoe» TeCcTUpoBaHve A0/HKHO NPOBOANTLCA Ha Pa3/INYHbIX MHTepdelicax NporpaMMbl. BbiNnosiHeHVe «Ccny4YaiHbIX»
TecToB OCHOBAHO Ha HaMeYeHHOM MCMOJIb30BaHUN MPUIOXEHNSA, a Takke Ha (DYHKLMOHANbHbIX N TEXHUYECKNX cneundum-
Kaumax NnpunoxeHus. Kypatop no obecnevyeHunto 6e30nacHOCTY r10xeT Tpe6oBaTh JONOHUTE/TBHOTO «C/yYaiHOro» TecTu-
pOBaHMA WM yBeNMYeHns oxBaTa 1 A/INTeNIbHOCTU TeCTUPOBAaHMA Ha OCHOBE HaMeYeHHOro NoBeAeHNs NPUIoXeHUs xvil

13) MepecmoTp mogenun yrpos/Buaos atak: CylwleCTBEHHOE OTK/IOHEHWE MPUIOKEHUA OT (DYHKLMOHANIbHbIX U
TexHnyeckux cneyudurkauuin, co3gaHHbiXx Ha aTane onpegesieHns TpeboBaHWA 1 co3gaHns npoekTa pa3paboTkm npo-
rpaMMHbIX CPeACTB, ABNSeTCA 06bIYHOW cuTyaumei. MNo3TOMy BaXHO NOBTOPHOE pacCMOTpeHue mojenei yrpos/suaos
aTak faHHOTO NPU/IOXEHUs, Koraa ero «kog copmmpoBaH». ITOT nepecmoTp 6yaeT obecneunBaTb YBEPEHHOCTb B TOM.
4TO Nt06ble U3MEHEHUSA CUCTEMbI YUTEHbI, & HOBblE BEKTOPbI aTak NpoBepeHbl N CHKEHbI:

14) Py4yHas npoBepkKa kofda nporpaMMbl (4ONONHUTENbHAA): PyyHas npoBepka Koga nporpammbl iBISETCA [,0-
noNHUTEeNbHOW 3ada4veil B SDL. PyyHasa npoBepka koga 06bI4HO OCYLLECTBSAETCA rpynnoii, oTBevatoLlleil 3a 6e3onacHoCcTb
NPUIOXEHNA, NO pekoMeHaaunmn Kyparopa no o6ecrneyeHunto 6€30MacHOCTU. XOTA NHCTPYMEHTa/lbHble CpeAcTBa aHanmsa
MOTYT BbIMOJIHATL 3HAYUTE/IbHYIO paboTy MO O6HaPYXEHNI0 1 MapKMPOBaHUIO YA3BUMOCTEl, OHW He COBEpPLUEHHbI, N03TOo-
My py4yHasi npoBepka Kofa o6bl4HO coCpeoTaunBaeTCa Ha «KPUTUUYECKUX» KOMMOHEHTax NpPUIoXeHus. Yale Bcero oHa
MCcnonb3yeTca TaMm, rae 3aTparnBaroTCs HyBCTBUTE/IbHbIE AaHHble, Takne Kak Pll. OHa Takxe ucnonb3yeTcs 418 U3yveHus
APYTNX KPUTUYECKMX KOMMOHEHTOB, HanpumMep, peansyowWwmx kpuntorpaduio.

A.9.6 Bbinyck

15) MnaH pearnpoBaHusa Ha MHUMAEHTbI: Kaxaaa Bepcus nporpammMHOro npogykra c yyetom Tpe6osaHuii SDL
AO/MKHA GbITb OXBayeHa NaHOM pearMpoBaHUsA Ha MHUWAEHTBI."7" MporpaMMbl, He cofepXalyne N3BecTHble YA3BMMOCTHU
Ha MOMEHT BbINyCKa, TaKXe MOryT nogBepratbCsi HOBbIM Yrpo3am, BO3HUKAKOLWNM C TedeHneM BpemeHun. MnaH pearnpoBsa-
HUA Ha UHUNAEHTLI AO/DKEH Kak MUHUMYM BK/KOHaTh criegytollee:

a) HasHa4YeHHylo rpynny NHXeHepHO NoaAepXKKN UK. eCNu rpynna CrMWKoM mana, 4tobbl o6nagatk pecypca-
MU MHXeHepHOW noAAepXKW, NpeAyCcMOTPeHHbIX N1aHOM pearmpoBaHUs Ha UHLUMAEHTbI TpeX — MNATepbIX une-
HOB MHXEeHEepPHO-TeXHNYECKOro nepcoHana, Tpex — NATepbIX Y1eHOB NepcoHana, 3aHMMaKrLWNXCA MapKETUHIOM
1 CBA3SAMU C K/IMEeHTaMu, W, Mo KpaiiHeil mMepe, ABYX Y/IeHOB aJMWHUCTPATUBHOIO MepcoHasna, ABAAIWUXCS
nepBbIMM KOHTaKTHbIMUW TNLAMWN B Crlyyae Ype3BblyaliHoi cuTyaumm, cBA3aHHOW ¢ 6e30NacHOCTbIO:

b) KPYr/10CYyTOUYHYIO TeN1e(POHHYIO CBA3b C MPUHUMAIOLWUM PeLleHns opraHoMm;

C) nnaHbl OKasaHus ycnyr no 6e3onacHoCT ANA NporpaMm, NpefocTaBfseMblX APYTMMU rpynnamMmn B paMmkax
opraHusauuu:

d) nnaHbl okasaHus ycnyr no 6e30nacHOCTM 415 INLEH3NOHHbIX MPOrpamMmmM CTOPOHHUX NPou3BoanTeneli — oHn
BK/IIOYAIOT MMeHa haiifloB, BEPCUN, NCXOAHBIV KO NPOrpaMMbl, KOHTAKTHYIO MH(DOPMaL Mo TpeTbeil CTOPOHbI 1
[,0roBOPHOE paspelleHne Ha BHECEHMNE U3MEHEHUI (B COOTBETCTBYIOLWMX CyYasnx):

16) OkoHYyaTenbHasaA npoBepka 6e3onacHocTu: OKoH4YaTenbHas npoBepka 6e3onacHocTu (Final Security Re-
view — FSR) — 3TO npogymaHHOEe U3y4yeHue BCeX MeponpuaTuii no o6ecnedyeHnto 6e30NacHOCTU, peasin30BaHHbIX A48
NpUKNagHbIX NPOrpaMMHbIX CPEACTB A0 MX BbiMycka. FSR npoBognTca KypaTopoM no o6ecnedveHunto 6e3onacHoCTU npu
nogfepxke WTaTHOrO KoJlJIeKTMBa pa3paboTUMKoB U PYKOBOASLMMU iMlaMuy rpynn no Bonpocam npueatHocTn. FSR —
3TO He NpoBeAeHNe «NMPOHNKHOBEHUS U YCTAHOB/IEHUS NaTyeli» U He BO3MOXHOCTb NPOBeAeHUss MEPONpPUATUiA Nno o6ecne-
YeHUo 6e30NacHOCTUN, KOTOPble paHee UTHOPUPOBA/INCL UK GblNn 3abbiTbl. FSR 06bIYHO BK/OYAET U3yyeHne mogenei
yrpos, 3anpochbl UCKIOUNTE/bHbIX CUTYyaLunii, BbIXOAHbIe faHHble NHCTPYMEHTalbHbIX CPeACTB U (DYHKLMOHMPOBAHUA OT-
HOCUTE/IbHO paHee onpefeseHHbIX rpaHunL, kadyectTsa/mopora owmn6ok.™ FSR rnoxeT NpuBoAnTbL K O4HOMY 13 CNeayrowmx
Tpex pe3ynbTaToB:

a) FSR npoiigeHa — Bce npob6nembl 6€30MacHOCTM M NPMBATHOCTU, naeHTUdMLMpoBaHHble B Xoae FSR. pe-
LIEHbl VN YMEHbLLEHbI;
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b) FSR npoligeHa ¢ UCKAIOUYUTENbHbIMN CUTyauusaMmm — Bce npobnembl 6e30NaCHOCTVM U MNPUBATHOCTH,
naeHTUdnUMpoBaHHble B Xo4e FSR. pelleHbl; Te. KOTOpble He MOTYT 6biTb pelleHbl (HanpuMep, ysa3BMMOCTH,
npeAcTaB/fieHHble Npo6/1eMaMy Ha ypoBHe NPOEKTUPOBaHMS), PUKCUPYIOTCA 1 ByAyT ucnpaseHbl B criefytolei
Bepcuu;

c) FSR c pacwupeHuem — ecnu rpynna He BbINOMHAET Bce Tpe6oBaHMsA SDL. a KypaTtop no o6ecnevyeHuio
6e30MacHOCTM M OoTBevalowas 3a NPOAYKT rpynna He MOryT A0CTUYb A0NYCTUMOro (MK NPUEMIEMOrO) KOM-
npomucca. To KypaTop no o6ecnevyeHnto 6e30NacHOCTU He MOXeT YTBEepAUTb MPOEKT U BbIMyCK HE MOXeT 6bITb
ocyulecTBeH. Fpynnbl A0/MKHBbI NGO PewmnTb BOMPOChl BCEX BO3MOXHbIX Tpeb6oBaHuii SDL A0 Bbinycka, 1160
06paTUTbCA K PyKOBOACTBY A1 MPUHATUA PeLleHns.

MpumevyaHne — PesynbtaT FSR 6/1M30K K KOHUeNUMN DakTUYeCKOro YpoOBHS A0BepuUs, Tak Kak
FSR — 3To npoaymMaHHOe n3yyeHue BCcex MeponpusaTuii no o6ecnevyeHnto 6€30nacHoOCTH, peasm3oBaHHbIX ANns
npukNagHbIX NPOrpaMMHbIX CPeACTB A0 UX BbINycka;

17) Bbinyck/ApxuB: Bbinyck nporpaMmMHoOro cpegcrea B npomssoactBo (RTM — Read The Manual) nnamn
ceTb (RTW — Ready-To-Wear) o6ycnasnmBaeT 3aBeplieHune npouecca SDL. HasHaueHHbIi KypaTop no o6ecrneyeHunto
6e30MacHOCTU [O/KEeH NOATBEPAUTbL, YTO rpynna npoekTa yAoBneTBopuaa Tpe6oBaHnst 6e30NacHOCTV B OTHOWEHUN Bbl-
nyckaemMoro cpeactBa. AHanorn4yHbIM 06pasom ANa BCeX NPOAYKTOB, MMeLWwmX, No KpaliHeli Mmepe, O4WH KOMMOHEHT C
BbICOKMM PUCKOM NpMBATHOCTM P 1. KypaTop no o6ecnevyeHnto NnpuBaTHOCTH A0/IKEH NOATBEPANTL 4,0 OTNPaBKN NporpaMm-
HOro NpoAykKTa, YTO rpynna npoekTa yaoBneTsopuaa TpeboBaHusi NPUBaTHOCTU.

Kpome TOro, A0/1XHO 6bITb NPOBEAEHO apXUBUPOBaHME BCeli OTHOCSLWENCA K feny MHopMauUn U faHHbIX, 4To-
6bl Moc/e BbIMyCcKa MOF/10 OCYLECTB/IATLCA 06CNYXMBaHMe NPOrpaMMHOro CpeacTBa; BKAYas Bce cneyudukaumnm, nc-
XOAHbIA KOA. ABOWNYHbIA KOA. CUMBO/bI, MOAENMW YrPo3, MfaHbl pearnpoBaHns Ha MHUMAEHTbl U No6ble ApyTUe AaHHble,
Heo6xoAuMble A8 OCYLWeCTB/IeHNA 3a4a4 No 06CNyXNBaHUIO NOC/e BbiNycKa.

A.10 AyauT 6e30NacHOCTU NPUIOXEHN

8.5.1 LUenb natoro wara ASMP cocTtouT B Bepudukauum n popmasibHoM hrKCMpoBaHUM NOATBEPXKAAKLWNX CBU-
[EeTeNbCTB AOCTVXKEHUA U NOAAEPXKAHUA KOHKPETHLIM NPUNOXEHNEM LEEIeBOr0 YPOBHA A0BEPUSA NPUNIOXEHUS.

[aHHbI war ASMP MOXeT BbINOMHATLCA B N11060e BpeMsl B TEHEHUE XN3HEHHOTO LMKAa NpuioxeHus. B 3aBucu-
MOCTW OT LLeN1IeBOI0 YPOBHS A0BEPUSA NPUNOXEHNS 3TOT War MOXeT 6bITb OJHOKPATHbIM, NEPUOANYECKUM NN 06yCcnaBs-
NBaeMbIM COBbITUAMMN.

Mpumep 1 — OpraHusauus MoXeT NEPUOANYECKU BLINOMHATL 3TOT War 415 MOHUTOPUHIa CTEeNneHn
o6ecneyeHunsi 6e30NacHOCT M Ha 3Tane peasn3anumn NPUNOKEHNUS.

MpumMep 2 — OpraHn3aunsi MoXeT BbINOMHATbL 3TOT wWar 418 EMOHCT pauum pakTUYeckoro ypoBHs
[OBepuUsi NPUIOXEHUs, NMpexae yem 6yaeT YyTBEepXAEeHO ero pa3BepThbiBaHue.

MpumMep 3 — OpraHn3aynsi MOXeT BbIMOMHSATbL 3TOT WAar Ha 3Tane akcnayaTaunn XM3HEHHOTO LMKAa
NPUNOXeHNS KaK YacTb €XerogHo NPoBOAMMOrO opraHusaumveit ayanTa 6e30nacHoCcTMU.

B pamkax 3TOro wara BHYTPEHHSISl UV BHEWHSAS TPYnna, 3aHnMaruascs sepudukaumnein (B8 3aBUCUMOCTM OT Mo-
NNTYK opraHusauun, cogepxalymxca B ONF). npoBepsieT, 4To6bl BCe BepUUKaLMOHHbIe M3MePeHUst, MPecTaBeHHble
BceMn ASC BANF /151 KOHKPETHOTO MPUJIOXEHUS, BbI/IM BbINOJIHEHbI 1 Pe3yibTaTbl BEPUMUUMPOBaHbI. Lienibio gaHHoro
wara sBAseTcs 4eMOHCTpaLma B onpeaesieHHOe BpeMsi (pakTMUYecKoro ypoBHs AOBEPUS NPUIIOXeHUs. OpraHusauus
MOXET 06bABUTL NPUJIOXKEHNE «6e30MacHbIM», KOr4a ero (pakTMyeckuini ypoBeHb 40BEPUSi PABEH €70 Lie/IEBOMY YPOB-
HIO foBepus.

Mpouecc ayanTa 6e30NaCHOCTU NPUIOKEHUI ANA N3MepeHUs (hakTUYeCcKOoro ypoBHSA A0BepUs BKOYaeT psj pas-
NINYHBIX AENCTBYOWNX Cy6BbEKTOB 1 npoueccosB SDL:

- ANA oTcnexuBaHua cooTBeTcTBUA SDL ucnonb3yeTcs chneumnanbHO paspaboTaHHOe GM3HEC-NpuUIoXeHne — op-
raHn3oBaHo f06aB/ieHNe XypHana UHCTPYMEHTa/IbHbIX CPEACTB, MOAesell Yyrpo3 1 LleHTpPasiM30BaHHOE XpPaHeHne Apyrux
CBU/AETeNbCTB, CCHOPMUPOBAHHbLIX aBTOMAaTUYECKN U BPYUHYIO;

- pykoBOAUTeN rpynn no Bonpocam 6e30nMacHOCTU U NPMBATHOCTM OTBEYalOT 3a 06ecrneyeHne yBepeHHOCTU B TOM,
4YTO BCE HEOGXOAUMbIE /15 BbIHECEHUS 06 BEKTUBHOTO CYX/AEHWNA AaHHble KnaccutuuMpoBaHbl 1 BBeAeHbl B OTC/eXNBalo-
uee NpuUIoXeHue;

- MH(bopMauns, BBeAeHHAs B OTC/MexuBalolee MPUIOXEHWE, 3aTeM WCMonb3yeTcs KypaTtopamu no o6ecneuve-
HUO 6e30MacHOCTM U NPUBATHOCTM 415 06ecneyeHnss CTPYKTypbl OKOHYaTe lbHOl NpoBepkn 6e3onacHoOCTX (kak onncaHo
HWXe);

- KypaTopbl No o6ecneyeHnto 6€30NacCHOCTM U MPUBATHOCTY KPOMe TOr0 HECYT OTBETCTBEHHOCTb 3a MPOBEPKY AaH-
HbIX. BBOAUMbIX B OTC/IeXMBatlolee nNpunoxeHune (Bknoyas pesynbtatbl FSR 1 gpyrue gononHUTeNbHble 3aga4ym no obe-
crneyeHunto 6e30NacHOCTU, YCTaHOBJ/IEHHbIE KypaTOpoM), U MOATBEPXAEHNE TOro, YTO BCe TPe6GoBaHUS BbIMOIHEHbI UMK
BOMPOCbI BCEX HECOOTBETCTBUI paspeLleHbl.
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Ha pucyHke A.4 nokasaH CHUMOK 3KpaHa NpuUIoXeHUs, UCNoJsib3yeMoro A1 OTCNeXUBaHusi 1 Bepudurkaumm sagad
no o6ecneyeHnto 6e30NacHOCTH.
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PUCYHOKA.4 — Tpumep NpuMeHeHnsi BU3HEC-NPUNOXEHNS A5 ayanTa 6€30MNacHOCTU NPUIOXEHNN

47



FOCT P NCO/M3K 27034-1—2014

A.11 Mopaenb XW3HEHHOTO LuKa NPUIOXEHN

8.1.2.7.1 OpraHusauuns, 6U3HEC KOTOPOW BKAtOYaeT pa3paboTKy, ayTCOPCUHI UAW NpuoGpeTeHne NPUIoXeHui,
06bIYHO MCNOJb3yeT CTPYKTYPY ONpeAesieHHbIX NPOLLeCcCoB NN AeATeNIbHOCTH, CUCTEMATU3MPOBaHHYIO Mo aTanamM. 3Ta
CTPYKTypa 06bI4HO Ha3blBaeTCA «MOZENbI0 XMU3HEHHOTO Lukna». Ho B 3aBUCUMOCTU OT KOHTEKCTa ee elle HasblBaloT
«MOJieN1blo XXU3HEHHOTO LKA NPUNOXEHUN», NGO «MOAE/bI0 XXM3HEHHOTO LiMKNa CUCTEM», TNGO «MOAENbIO XXN3HEH-
HOTrO LMK/a NporpaMMHbIX CPeACTB».

Takas Mofenb 06bI4HO YHMKaNbHA A9 KOHKPETHOWM opraHusauuv un npucnocob6sieHa k ee Tpe6oBaHnsAM. OHa u1c-
nonb3yeTca U COBEPLUEHCTBYETCA B TeHEHME MHOrMX NeT. 3TO He HOBOE NOHATKE, BBegeHHOoe ICO/M3K 27034.

XKN3HEHHbI LMK ONpeAe/ieHHOro NPUIOXEHWUS, T. €. pa3BUTME NPU/IOXEHUS OT 3aMbIC/la 10 CHATUA C 3KcnyaTta-
unun. npeacrtasfsieT CO60/ KOHKpeTU3aLuio MOAeNN XXU3HEHHOTO LuKia opraHn3aunm.

B opraHu3aumsax co C/I0XHOI CTPYKTYpoOii passimyHble rpynnbl, BO3MOXHO, 6yAyT UCMNOMb30BaTb pasHble Moaenu
XWN3HEHHOTO LMKNa NPUIOXEHUIA AN pa3HbIX NPOEKTOB. Tak Y4acTo MPONCXOAUT B KPYMHbIX AeLeHTpasiM30BaHHbIX Op-
raHu3aymsx Um opraHmsauunsax, CopMmnpoBaHHbIX NyTeM CAnsHUA. B gpyrux opraHmsauunsax 6yayT paspabaTtbiBaTbCs
pasnnuHble cneunan3vpoBaHHble MOAENN XXU3HEHHOTO Liukaa NpUNoXeHuii, oTHocALWMeCs K onpeAesieHHOMY KOHTek-
CTy NPWUSIOXKEHWNIA, HaNnpUMep, Be6-NPUMIOXEHNA, NPUIOXeHNs, paboTalolie B peXxrmMe peasibHOTO BPeMeHW, BCTPOEeH-
Hble NPUIOXEHNSA, MeANLMHCKNE NPUNOXEHNUA U T. 4.

B gaHHOM cny4yae uccnefoBaHve MOAENN XU3HEHHOTO LMKAa NPUIOXEHUA NCnonb3yeTcs 418 COCTaB/ieHUA Mepo-
npuATKii 6esonacHocT SOL. B npeablaylimnx pasgenax 4aHHOro AoKyMeHTa ONUCbIBalOTCA GU3HEC-KOHTEKCT, TeXHUYEeCKniA
1 PerynaTuBHbI/ KOHTEKCTbI U PO, AeiCTBYOWME B KaXA0h u3 aTux cdep.

MnntocTpaymsa npouecca SDL npeacTaBrieHa Ha pucyHke A.5. 3Ta cxema sABNseTcs BU3yanusauuneii Mmep n cpeacrs
KOHTPOAS 1 ynpaBfieHNss 6e30MacHOCTbIO MPUIOXKEHUA, UCMNO/Mb3YEeMbIX B TMNOTETUYECKOM NPOEKTe — OT 06y4YeHuss cny-
Xawmx A0 BblNycka NPUIOXEHWA. dTa CXemMa He sIBNSieTCA ucyeprbliBaloleli: Kak 0OTMeYanocb paHee, MHOrve rpynnbi
A06aBNSAT XapakTepHble A5 UX NPOEeKTOB 3ajayn o6ecrneyeHns 6e30NacHOCTU U NPUBATHOCTW.
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A.12 ConocTaBsieHne SDL ¢ 3Ta/lOHHON MOAENbI0 XNU3HEHHOTO LMK/Aa 6e30NacHOCTU NPUNOXEHN

Mpouecc SDL MOXHO conocTaBuTb C BKIOYEHHOV B UCO/M3IK 27034 cxeMOW 3TasIOHHOW MOAENN XXU3HEHHOTO LUK~
na 6e30MacHOCTU NPUIOXKEHNA. STanbl 3TASIOHHOW MoAenn, oxBaTbliBaemble npoueccoMm SDL. Ha pucyHke A.6 BblaeneHbl

NONYXNPHBbIM LWPUGTOM.

STas/IoHHAA MOENb XMU3HEHHOTO LKA 6e30MaCHOCTU MPUIOXKEHWI
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PucyHok A.6 — ConocTtaBneHne SDL ¢ 3Ta/lOHHOM MOAEbI0 XXNU3HEHHOTO LiMKNa 6e30NacHOCTU NPUIOXEHN

Ha pucyHke A.7 noka3aHo 60nee getasnibHOe conocTaBneHne atanos SDL ¢ atanamu 3Ta/IOHHON MOAENN XU3HEH-

HOro ynkna 6esonacHoe™ npuaoXeHWiA.
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n

PucyHok A.7 — [leTanbHoe conoctaBseHue atanoB SDL ¢ aTanaMu 3TaJIOHHOW MOAeNN XNU3HEHHOTO
umkia 6e30nNacHOCTU NPUMTOXEHWNN
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Ccbinku 8 MpunoxeHun A

Bu3Hec-KOHTeKCT

' http://msdn.microsoft.com/en-us'library/cc307748.aspx

"http://msdn.microsoft.com/en-us/library/cc307412.aspx

Ponun, o6a3aHHOCTU 1 KBanudunkauma

“ http://msdn.microsoft.com/en-us/library/cc307407.aspx

Bu6nnoteka ASC opraHusayunm

O6yueHune

iv httpj7msdn.microsoft.com/en-us/library/cc307407.aspx

Tpeb6oBaHus

v http://msdn.microsoft.com.'en-us/library/cc307412 aspx

M httpj'/msdn.microsoft.com/en-us/library/cc307404.aspx (be3onacHoCTb)

V" http://msdn.microsoft.com/en-us/library/cc307403.aspx (MpMBaTHOCTbL)

W http://msdn.microsoft.com/en-us/library/cc307393.aspx

** httpj'/www.microsoft.com/downloads/details.aspx?FamdylD=c48cf80f-6e87-48f5-83ec-
a 18d lad2fc 1f&displaylang=en

MpoekTnpoBaHune

X http://msdn.microsoft.com/en-us/library/cc307414.aspx

X http://msdn.microsoft.com/en-us/library/cc307415.aspx

Peanusauyunsa

Avhttp://msdn.microsoft.com/en-us/library/cc307417.aspx

*“ http://msdn.microsoft.com/en-us/library/cc307395.aspx

x,v http://msdn.microsoft.eom/en4is/library./bb288454.aspx

xv http://msdn.microsoft.com/en-us/library/cc307395.aspx

xvi http://msdn.microsoft.com/en-us4ibrary/cc307418.aspx

xv"' http/msdn.microsoft.com/en-us/library/cc307418.aspx

xv,, http://msdn.microsoft.com/en-us/library/cc307408.aspx

XIXhttp://msdn.microsoft.com/en-uslibrary/cc307409.aspx
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MpunoxeHne B
(cnpaBo4yHOE)

ConocTtaBneHne ASC cyL,ecTBYOLWNX CTaHAapPTOB

Mpumep: conocTaBneHne Mep U CPeACTB KOHTPOIA N ynpaBneHns 6e30NacHOCTbI0O NPUTOXEHUN,
onucaHHbiXx B NIST SP 800-53 (pepakuusa 3), c ASC, onucaHHbimn B UCO/M3IK 27034

Llenb AaHHOro NPUIOXeHUs — MPOUIIICTPUPOBaTh, Kak Mepbl Y CpeAcTBa KOHTPO/A 1 ynpaB/ieHus 6e3onacHo-
CTbIO NPUNOXEHUI U3 CYLLECTBYIOLWEro NCTOYHMKA, Hanpumep 13 TpeTbei pegakymn NIST SP 800-53, MoryT 6bITb UHTe-
rpvpoBaHbl kKak ASC An1a NCnonb3oBaHuA B cOOTBeTCTBUM € MCO/M3OK 27034.

B.1 KaTteropuu noTteHuuasnbHbiX ASC

B gaHHOM nogpasfesnie caenaHa NonbiTka paCCMOTPETb BO3MOXHbIE acneKTbl KaTeropuii noteHumanbHbix ASC. He-
nocpeacTBeHHO npuBoAuMbIX B SP 800-53 (pepakuus 3).

OpraHnsaunsi MoxeT onpeAennTb cregyoline acnektbl kaTeropun ASC, cBfi3aHHble C 6e30NacHOCTbIO
NPUNOXEHWNIA.

B.1.1 AcnekTbl, CBSi3aHHble C O6WMMMN MepaMu U cpeAcTBaMyn KOHTPO/IS U ynpaB/ieHns 6e30NacHOCTbI0

MeHeaXMEeHT Mep 1 CpefCTB KOHTPONA U yrnpaB/ieHns 6e30nacHOCTb0, 0603HaYeHHbIX opraHusauueil kak obwme
Mepbl 1 CpeAcTBa KOHTPONA W ynpas/ieHns, B 60/bLINHCTBE C/ly4yaeB OCYLIEeCTB/SETCA OPraHWM3alMOHHON CYLHOCTbIO,
OT/INYHOW OT Bnagesnbla MHOOPMaLMOHHONM cuctembl. OpraHn3aunoHHble peLleHuns, Kacatwmecs obWwmx mep n cpeacTs
KOHTPONIA U ynpaB/ieHnsi 6e30MacHOCTbI0, MOTYyT CyL|eCTBEHHO MOB/UATL Ha 06A3aHHOCTU OTAe/IbHbIX COGCTBEHHUKOB
VH(POPMaLMOHHON cUCTeMbl B CBSI3U C peanu3sauuneii Mep 1 cpeAcTB KOHTPO/IA M ynpaB/ieHNs B COOTBETCTBUM C TEM WK
VHbIM 6a30BbIM ypoBHeM. Kaxaas mepa U cpeiCTBO KOHTPO/MA W ynpaB/ieHNss Ha 6a30BOM YPOBHE [0/XHbl MO/THOCTbLIO
paccmartpuBaTtbCca NMM60 opraHmsaumeli, NM6o BnagenbuemMm MHPOPMaALNOHHOW CUCTEMBI.

B.1.2 AcnekTbl, CBsi3aHHble C ONepaunoHHO’ AesATeNbHOCTLIO/Cpeoit

Mepbl 1 cpeAcTBa KOHTPOS 1 ynpaB/ieHns 6e30MacHOCTbIO, 3aBUCsLiMe OT XxapakTepa onepaunoHHo cpeapbl, Npu-
MEHMMbI TO/IbLKO B TOM C/lyyaB, eC/in MHCOPMaLMOHHAasA cucTemMa MCNosb3yeTcsl B YC/IOBUAX, TPeGYOWUX 3aTUX Mep 1
CpeACTB KOHTPO/A U ynpasfeHus. Hanpumep, onpegeneHHble Mepbl U cpefcTBa KOHTPONSA U ynpaBieHus dursndeckoi
6€30MacHOCTbI0 MOTYT 6bITb HEMPUMEHUMbI /15 KOCMUYECKUX MHPOPMALMOHHbIX CUCTEM, @ MEPbI U CpeACcTBa KOHTPONSA
M ynpasfieHUst TemnepaTtypoii 1 BNaXHOCTbIO MOTYT GbiTb HEMPUMEHUMbI AN AUCTAHLMOHHbIX 4aTYMKOB, CyLLECTBYIOLMX
BHe NMoMeLleHni, KOTopble coaepXaT NH(OPMaLVOHHbIE CUCTEMbI.

B.1.3 AcnekTbl, CBSi3aHHble C PU3NYECKON MHDPACTPYKTypoOii

Mepbl 1 cpefcTBa KOHTPOA U yNpaB/ieHns 6e30MNacHOCTbI0, OTHOCALWMeCs K hn3nyeckoli MHppacTpyKType, Hanpu-
Mep K MOMeLLeHMAM opraHmsanmmn (chusnyeckne Mepbl 1 CpeAcTBa KOHTPOSA U yNpaB/ieHNs, Takue Kak 3aMKU U OXpaHa,
Mepbl U cpefCcTBa KOHTPOA W yNpaB/ieHNs 3awWmnTolii OT BAUAHWUA BHELUHEeW cpefbl: TemnepaTypbl, B/IaXHOCTH, rPO30BbIX
paspsagoB, BO3ropaHvsa n npo6aeM aHeprocHabXxeHus), NPUMEHNMbI TO/IbKO K TEM UX HacTAM, KOTOPble HENOCPeACTBEHHO
oGecneumBaloT 3alMTy M NOAAEPXKKY UH(OPMALMOHHBLIX CUCTEM UM CBA3aHbl C MH(POPMALMOHHLIMN cUCTEMaMK (BK/ItO-
Yyasi aKTMBbl MH(POPMAaLMOHHBIX TEXHOMOMNiA, TakMe Kak No4yToBble U Be6G-CepBepbl, rpynnbl CEpBepoB, NHDOPMAaLNOHHbIE
LEHTPbI, CeTeBble y3/bl, yCTPOCTBA 3alMThl rpaHuL, 1 annapartypa cBs3su).

B.1.4 AcnekTbl, CBA3aHHbIE C OTKPbITbIM A4OCTYNOM

Mepbl 1 cpefcTBa KOHTPOMS U ynpasB/ieHNs 6e30MNacHOCTbIO, CBSA3aHHble C 06LWeA0CTYNHbIMU MH(OPMALNOHHbI-
MU cMCTEMamU, JODKHbI TUaTe/lbHO paccMaTpUBaTbCA U NPYMEHATHCA C OCTOPOXHOCTbIO, MOCKO/IbKY HEKOTOPble Mepbl
1 cpeAcTtBa KOHTPONSA M ynpaBieHna 6e30NacHOCTbI0 onpefenieHHbIX 6a30BbIX YPOBHel KOHTPOAsA v ynpaBneHusa (Ha-
npumep, naeHTUdUKaLNSA 1 ayTeHTUdUKaLKUA, ynpasieHne 6e30NacHOCTbIO MepCoHasna) MoryT 6bITb HENPUMEHUMbI A5
nonb3oBaTteneli, NONyYaloLWNX 4OCTYN K MHPOPMALMOHHBIM CUCTEMaM Yepes o6LeA0CTyNHbIe nHTepdelicbl. Hanpumep,
Hapsdy C TeEM. YTO Mepbl U CpeAcTBa KOHTPOS M ynpaB/ieHns 6e30nacHOCTLIO 6a30BOro YpoBHSA TPebyoT naeHTudmkaymmn
M ayTeHTUMKaLMM nepcoHana opraHnsanmm, ocyllecTBASIOWEro TexHNn4eckoe o6CnyxXmBaHme u Noaaepxky nHcopma-
LUMOHHbIX CUCTEM, NPeAoCTaB/IAIOWMNX YCYTM OTKPbITOrO A0CTYNa, Te Xe Mepbl U CpeACcTBa KOHTPOA U ynpaBieHns 6es-
0OMacHOCTbIO MOTYT He noTpeboBaTbCcAa A48 4OCTYNa K MHPOPMaLNOHHbIM cucTeMaM Yyepes 06w efoCTynHble MHTepdeiichl
ANA NOoNyyYeHUs obLefoCTyNHON nHpopmaymmn. C gpyroli CTOPOHbI, B HEKOTOPbIX clyyYasx 6yaeT Tpe6oBaTbCA WUAEHTU-
durkauna n ayteHTudpmnkaumsa Ansa nonb3osatesneld, Nonyyarowmx 40CTyn K MHpopMaLMOHHbIM cucTemMaM Yyepes o6weno-
CTynHble UHTepdeiickl, HanpMep, AN AOCTyna/M3MeHeHUs CBOel NepCcoHasibHO MHOPMaLUN.

B.1.5 AcnekTbl, CBSi3aHHble C TexXHONornem

Mepbl 1 cpefcTBa KOHTPOS 1 ynpaB/ieHNs 6e30MacHOCTbI0, OTHOCALLMECS K ONpPeAe/ieHHbIM TEXHOTOTUAM (Hanpu-
Mep. 6ecnpoBoHas CBA3b, KpUNTorpadus, MHPPaCTPYKTYpa OTKPbITLIX K/10UE), MPUMEHNMbI TO/ILKO B TOM C/lyyae, ecnm
3TN TEXHOIOTMMN NCNO/b3YIOTCA B MHDOPMAaLMOHHO crucTeMe unm TpebyeTcs UX UCNOMb30BaHNe.

Mepbl 1 cpeAcTBa KOHTPO/S U yrpaB/ieHns 6e30MacHOCTbIO MPUMEHUMbI TO/IbKO K KOMMOHEHTaM MHOPMAaLNOH-
HOWi cucTembl, 06ecneynBatoWnM NI NOAAEPKUBAIOLLUM BO3MOXHOCTM 6€30MaCHOCTU, Ha KOTOpble HanpaB/ieHbl Mepbl 1
cpeAcTBa KOHTPO/IA U ynpaB/ieHNs 6e30MacHOCTbIO, U ABAAIOWUMACS UCTOYHMKAMU MOTEHLUMaIbHOTO pUCKa, YMeHbllae-
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MOro MocpeAcTBOM Mep U CPeACTB KOHTPO/ISi U yrpaB/ieHns 6e30NacHOCTbI0. Hanpumep, ecriv KOMMOHEHTbI UHPOpMaLn-
OHHOIi CUCTeMbI SIBNSKOTCA O4HOMO/b30BaTeNIbCKMMU, @ He OTHOCALVMUCS K CeTEeBOW CTPYKType Un NoKasibHOI ceTeBoWA
CTPYKTYpe, TO OfHA WM HECKOJIbKO TakUX XapakTepucTUK MOryT oGecrneuynBaTb COOTBETCTBYIOLLEE JIOTMYeCcKoe 060CHO-
BaHWe ANA HenpyMeHeHUs BbIGpaHHbIX Mep 1 CPeACTB KOHTPOSA 1 ynpaB/ieHns 6e30MacHOCTbIO K AaHHOMY KOMMOHEHTY.

Mepbl U cpeAcTBa KOHTPO/S U ynpaB/ieHUs 6e30NacHOCTbIO, KOTOPblE MOTYT SIBHO W/IM HESIBHO MOAAEPXMBAaTbCS
aBTOMaTMYeCKMMU MexaHu3maMu, He TpebyloT pas3paboTku TakMx MexaHW3MOB, eC/I OHU elle He CYLLeCTBYIOT UK He-
[OCTYMHbI CpeAn NPOAYKTOB, FOTOBbIX K MCMO/Ib30BaHNIO B KOMMEPYECKUX WM FOCYAapCTBEHHbIX Lensx. B cutyauusx,
Korja aBTomMaTUyeckme MexaHu3Mbl He ABAAIOTCA AOCTYNHbIMU, 3KOHOMUYECKN 3D EKTUBHBIMU UM TEXHUYECKN OCyLe-
CTBUMBIMU. AN11 KOMMNEHCALMM ONpPeAeeHHbIX MeP U CPeACTB KOHTPOSA U yNpaBieHns 6e30MacHOCTbIO WU pacluupeHnii
Mep 1 CpeAcCTB KOHTPONA W ynpaB/ieHUsi, Heo6X0AMMO MCMNO/b30BaTh KOMMEHCaLMOHHble Mepbl U CpeAcTBa KOHTPONsA
1 ynpasfieHUsi 6e30MacHOCTbI0, peasim3yloWwmnecs NnyTeM HeaBTOMATU3NPOBAHHbIX MEXaHU3MOB WU npoueayp (ycnosus
NPYMeHeHUs1 KOMMEHCALVOHHbIX Mep U CPeACTB KOHTPO/IA U YNPaB/IeHNS CM. HUXE).

B.1.6 AcnekTbl, CBA3aHHble C MOJIMTUKON/PErynAaTUBHbIMU Tpe6GOBaHUSAMMN

Mepbl 1 cpeAcTBa KOHTPONSA U ynpaBieHns 6e30nacHOCTbIo, NpeAHa3HauyeHHble 415 pelleHns BOMpoCoB, perynau-
pyeMbIX COOTBETCTBYIOLMMUN 3aKOHAMMW, aAMUHUCTPATUBHLIMK yKa3aMu, AMPEKTUBaAMW, NOMUTUKAMU, CTaHAapTaMu unu
npegnucaHnaMn (HanprvMep, OLEHKU B/VSIHUS Ha NPUBATHOCTb), TPeOylTCS TONIbKO B TOM Crlyyae, eC/in NpUMeHeHue
3TUX Mep U CPeACTB KOHTPO/ISA U ynpaB/ieHUsl 6e30MacHOCTbIO corlacyeTcsi ¢ BUAaMyu MHOPMaLum v MHOPMaLMOH-
HbIX CUCTEM, OXBaTblBaeMbIX COOTBETCTBYIOLMMMN 3aKOHAMWN, a{MUHUCTPATUBHbLIMU yKasamu, AUPeKTUBamMn, NoMTUKaMu,
cTaHAapTamMu unm npegnucaHnsaMun.

B.1.7 AcnekThbl, CBAA3aHHble C MaclWwTabupyemocTbto

Mepbl 1 CpeAcTBa KOHTPO/IA U ynpaB/ieHns 6e30MacHOCTbI0 MacliTabrupyemMbl B OTHOWEHUN 06bemMa U CTPOrocTu
peanunsaumm KOHTPOA 1 ynpasieHus. MacwtabupyeMocTb perynvpyeTtcs knaccudukaumnein 6e3onacHoCTy 3aliuiLaemoi
nHhopMaLoHHoW cuctembl no FIPS 199. Hanpumep, nnaH AecTBUIl B Ype3BblYalHbIX CUTyaumax Ans nHgpopmMaLloH-
HOW CUCTEMbI C BLICOKUM BnsiHMEM No FIPS 199 MoXeT 6bITb BECbMa 06bEMHbIM 1 COepXaTb 3HaUMTe/IbHOE KOINYeCTBO
AeTaneil peanusauuun. B oTiMume oT 3TOro naH AelicTBUIA B Upe3BbluaiiHbIX CUTyauMsaX A/151 MHPOPMALMOHHO cUcTeMbl
C HU3KMUM BAusHMem no FIPS 199 moxeT 6bITb 3HAUYNTENIBHO KOpO4Ye U coAepXaTb ropasfo MeHblue aeTaneli peanunsa-
unn. OpraHusanmnm AO/HKHbl OCMOTPUTENbHO NMPYMEHATL Mepbl U CPeACTBa KOHTPOISA U ynpaB/ieHUst 6e30MacHOCTbIO K UH-
hopMaLMOHHbIM cUCTEMAM, yunTbiBas hakTopbl MacluTabupyemMocTu B KOHKpeTHOW cpege. Takoi nogxop cnoco6eteyeT
3KOHOMUYeCKN 3PPEKTUBHOMY, OCHOBAHHOMY Ha PUCKE MOAXOAY K peanunsauum Mep U cpefcTB KOHTPOSA U ynpaB/ieHus
6e30MacHOCTbIO, NPV KOTOPOM 3aTpaynBaeTCsi PecypcoB He 60/blue, YeM 3TO HeO6X0AMMO, OfHaKO AOCTUraloTCA Ccylle-
CTBEHHOE YMEeHbLUEeHMe prcka U agekBaTHasi 6e30MNacHOCTb.

B.1.8 AcnekThbl, CBSA3aHHble C Lensamu 6esonacHocTun

Mepbl 1 cpeacTBa KOHTPO/IA 1 ynpaBieHns 6e30NacHOCTbIO, O4HO3HAYHbIM 06pa3oM noaaepxusatLmne Lenv 6es-
onacHocTM No o6ecneyeHnto KOHPMAEHLNANbHOCTU, LEeNOCTHOCTU UAN AOCTYNHOCTU, MOTYT 6bITb MOHWXEHbI A0 6Gonee
HU3KOro 6a30BOro YpOBHSI Mep 1 CPeACTB KOHTPO/IA U yrnpaB/ieHust (COOTBETCTBYIOLWMM 06pa3om MoAUMULMPOBaHbI Un
yCTpaHeHbl, eC/I OHU He onpefesieHbl B 60/1ee HU3KOM 6a30BOM YPOBHE) TOrAa 1 TO/IbKO TOrja, ec/iv Takoe NOHWXeHne:
(i) cornacyetca ¢ knaccudukauunein 6esonacHocTun FIPS 199 ans cooTBeTCTBYHOLWMUX Leneli 6e3onacHocTh no o6ecne-
YEHWUI0 KOHMUAEeHUNaNbHOCTH, Le/TOCTHOCTU UAN AOCTYMHOCTU [0 NepeMeLieHNs Ha OTMEeTKY MakCUMasibHOrO YPOBHS;
(ii) noapepxmBaeTca OUEHKOl pucka opraHusauuu; (iii) He BNIMSIET Ha UMelOLL YO0 OTHOLWeHWe K 6e30nacHoOCTN MHopMma-
LMo B UH(POPMaLMOHHOI cucTeme. PeKOMeHAYyeMbIMU Ha MOHWKEHUEe MepaMu U CpeAcTBaMU KOHTPONS W ynpaBieHus
6e30nacHoOCTbO ABNAOTCA cnegytowme: (i) KOHpuaeHumManbHocTb (AC-15. MA-3 (3), MP-2 (1). MP-3. MP-4. MP-5 (1) (2)
(3). MP-6. PE-5, SC-4. SC-9]; (ii) uenoctHocTb (SC-8) u (iii) gocTynHoCcTb [CP-2. CP-3. CP-4. CP-6. CP-7. CP-8. MA-6,
PE-9, PE-10. PE-11. PE-13. PE-15. SC-6],

B.2 Knaccbl Mep 1 cpeACcTB KOHTPONA U ynpaBsieHnss 6€30MNacHOCTbIO
B gaHHOM nogpasgene npegctasBrieHa knaccudmkaumm ASC. B3aTbix 13 SP 800-53 (pegakuus 3).

Ta6bnuya B.1 — VaeHTudurkaTopbl, cemeiicTBa U Knaccbl Mep 1 CpeAcTB KOHTPO/IA 1 ynpas/ieHns 6e30MacHOCTbIO

MpaeHTudprkatop CemeiicTBO Knacc
AC YnpassieHne gOCTynom TexHuyeckune
AT WHbopmnposaHue n obyuyeHne OnepayuOHHbIe
AU AyauT 1 Nof0THETHOCTb TexHnuyeckune
CA CepTudhukaums, akkpeautauusa n oLeHkn 6e3onacHocTn AAMUHUCTPATUBHbIE
CM MeHeaXMeHT KoHdUrypaumn OnepaunoHHble
CP MnaHvpoBaHve AeiCTBUI B Ype3BblYaiHbIX CUTyaLUsAx OnepayuoOHHbIe
1A peHTudukaumsa n ayteHTudmkaymsa TexHnyeckune
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OKoHYaHue Tabnuybl B. 1

WpeHTndmkarop CewmelicTBO Knacc
IR PearnpoBaHune Ha MHUNAEHTbI OnepauunoHHble
MA TexHu4yeckoe o6cnyxnBaHne OnepauunoHHble
MP 3awmnTa HocuTenen faHHbIX OnepaunoHHble
PE dusnyeckas 3almTa u 3awmnTta oT BANSHUA BHELWHel cpeabl OnepaunoHHble
PL MnaHnposaHue ALMUHNCTPAT BHbIE
PS Be3onacHoCTb, cBsA3aHHasA C NepcoHasioM OnepaumnoHHble
RA OueHka pucka AOMUHUCTPAT UBHbIE
SA MpuobpeTeHne cuctem n ycnyr ALMUHUCTPaTUBHbIE
SC 3awmTta cuctemMm 1 cpeacTB CBA3N TexHuyeckune
SI LleNnoCcTHOCTb NHopMaL M 1 CUCTEM OnepaunoHHble

B.3 Mopgknacchbl kacca Mep U CpeacTB KOHTPOA 1 ynpasneHua goctynom (AC)

B fjaHHOM nogpasgene paccmatpuBaeTcs B3sTas HenocpeAcTBeHHO u3 SP 800-53 (pepakuuna 3) nHpopmayms, Ko-
Topas MOXeT ObITb NCMO/Ib30BaHa A1 CO34aHNA Mep W CPeACTB KOHTPOA U ynpaB/ieHns 6e30MNacHOCTbIO MPUIOXEHWNA,
CBSI3aHHbIX C ynpaBJ/ieHNeM [JOCTYyMoM.

Ta6nunuya B.2 — Knaccbl mep 1 cpeAcTB KOHTPONA U ynpasB/ieHUss 6e30NacHOCTbIO U 6a30Bble YPOBHU KOHTPONA 1
ynpaB/ieHnst 6e30MacHOCTbI0 A1 MH(POPMALMOHHbLIX CUCTEM C HU3KUM, CPEHUM U BbICOK/M YPOBHEM B/IUAHNS

Ha3BaHue mMepbl 1 cpecTBa KOHTPOIS 1 yNpaB/eHns
p PeA 3 ynp YpoBeHb KOHTPO/st

6e30MacHOCTbIO
YnpasneHue fOCTynom Hu3kunii CpeaHuii BbIicokuii
AC-1 MonuTtuka v npoueaypsbl ynpasneHna goctynom  AC-1 AC-1
AC-2 MeHeaXMEHT yYeTHbIX 3anuncei AC-2 AC-2 (1) (2) (3) 4) AC-2 (1) (2) (3) (4)
AC-3 O6ecneyeHne goctyna AC-3 AC-3 (1) AC-3 (1)
AC-4 O6ecneyeHne NHPOPMALMOHHOIO NOTOKa He Bbl6paH AC-4 AC-4
AC-5 PaspeneHne o6a3aHHOCTEN He BbIGpaH AC-5 AC-5
AC-6 MPUHUMN HanMeHbLWX NpuBUAErni He Bbl6paH AC-6 AC-6
AC-7 HeycnelHble NONbITKWU perncrpaynmn AC-7 AC-7 AC-7
AC-8 YBegoMneHne 06 NCnonb3oBaHUM CUCTEMbI AC-8 AC-8 AC-8
AC-9 YBenomneHne o npeabigyuieMm BXoge B CUCTEMY He BbIGpaH He BbIGpaH He BbI6paH
AC-10 KOHTpO/Ib O4HOBPEMEHHbIX CECCUII He BbI6paH He BbIGpaH AC-10
AC-11 BnoknpoBaHue ceccumn He Bbl6paH AC-11 AC-11
AC-12 3aBepluieHue ceccum He BbI6paH AC-12 AC-12 (1)
AC-13 Hapasop 1 npoBepka — ynpas/ieHMe fOCTYyNnoM AC-13 AC-13 (1) AC-13 (1)
AC-14 PaspelleHHble gelicTBusA 6e3 ngeHtudrkaumm n  AC-14 AC-14 (1) AC-14 (1)
ayTeHTUdUKaLumn
AC-15 AsTOMartunyeckas MapKnposka He Bbl6paH He BbI6GpaH AC-15
AC-16 ABTOMaTU4yeckoe rnpucesanBaHnUe METOK He Bbi6paH He BbIOpaH He Bbl6paH
AC-17 YpaneHHsblii gocTyn AC-17 AC-17 (1) (2) (3) (4) AC-17 (1) (2)(3) (4)
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OKOH4YaHue Tabnuubl B.2

HasBaHue mMepbl 1 CpeAcTBa KOHTPOJIS 1 ynpaB/ieHnst
P pea 3 ynp YpoBeHb KOHTPOSS

6e30nacHoOCTbIO
YnpasneHvne 4oCTyrnom Husknin CpegHuii Bbicokuii
AC-18 OrpaHuyeHns 6ecnpoBOAHOrO gocTyna AC-18 AC-18 (1) AC-18 (1) (2)
AC-19 YnpaBrieHMe A4OCTYyNnOM A/19 NOPTaTUBHbIX U MO- He BblbpaH AC-19 AC-19

6UNbHBIX YCTPOWCTB

AC-20 MWcnonb3oBaHue BHeEWHUX WHMOPMaUNoHHbIX AC-20 AC-20 (1) AC-20 (1)
cuctem

B.4 [eTanusaumsa knacca Mep U CpefCcTB KOHTPO/SA U ynpasBieHus 4OCTYNoMm

B AaHHOM nojpasfesnie nokasaHbl TPUM ceMeilcTBa knacca ynpaBneHust goctynom: AC-1, AC-2. AC-17, KoTopble
B3ATbI 3 SP 800-53 (peaakuus 3).

CEMEWCTBO: YMPABJIEHVE OCTYIMOM K/IACC: TEXHUYECKUE

B.4.1 AC-1 MNonuTtuka v npoueaypbl ynpaB/seHUs 4OCTYNoOM

Mepa u cpeAcTBO KOHTPOMA WU ynpasneHus: OpraHusaums paspabatbiBaeT, pacrnpocTpaHseT U nepuoanyecku
nepecmartpvBaeT/o6HOBNAET:

1) Hagnexawmm o6pa3om AOKYMEHTa/IbHO OhOPM/IEHHYIO MOMUTUKY YNpaBieHUs AOCTYNOM, pacCMaTpUBatoLLyo
uenu, cepy gelictens, ponu, 06583aHHOCTU, 06A3aTeNIbCTBa PYKOBOACTBA, KOOPAMHALMUIO OpraHn3aunoHHbIX nogpasge-
NEeHN 1 cooTBETCTBME TPeGoBaHMAM;

2) Hagnexawmm o6pa3oM AOKYMeHTanlbHO OOpPM/IEHHbIE Mpoueaypbl ANA COAENCTBUA peann3auuy NonanTUKK
ynpaB/ieHUs 4OCTYNOM U COOTBETCTBYHOLWMX MEP U CPEACTB KOHTPO/IA U YNpaB/ieHUs f0CTYnoMm.

[ononHutenbHoe pykoBoAcTBO: [l0NNTMKA 1 NpoLueaypbl ynpaBaeHusi 4OCTYNOM COr/lacytTcsa C NPUMEHsieMbIMU 3a-
KOHamMW, pacrnopsikeHUAMMN NpaBUTENbCTBA, AVPEeKTMBaMU, NONUTUKAMWU, NpeanucaHuaMn, cTaHAaapTaMn 1 pykoBoAcTBa-
MU, MonnTHKa ynpaBneHUs AOCTYMNOM [/IOKEeT BKIHOYATbCA B 06y NOMUTUKY MHAOPMAaLUOHHOK 6e30NacHOCTM OpraHu-
3aUun Kak oTaenbHas YacTb. MpoueAypbl ynpaB/ieHUs 0CcTyNnoM MOryT paspabaTbiBaTbCsi 419 NporpaMMbl o6ecneyeHmns
6e30MacHOCTM B LLe/IOM W. Koraa Heo6XxoA4uMMo, ANA KOHKPETHOW MHhopMaLMoHHOW cucTemMbl. CneunanbHaa nyb6nvkaumns
NIST SP 800-12 npegocTtaBiseT pykoBOACTBO MO NOAMTUKaAM M npoueaypam obecnevyeHns 6e30nacHOCTU.

MpuopunTeTHOCTb N 6a30BOe pasMelleHune:

PacwupeHna mep 1 cpeacTB KOHTPOS U ynpaBneHus: HeT. Husknii AC-1 CpepHuint AC-1 Bbicokuit AC-1

B.4.2 AC-2 MeHepXXMEHT y4eTHbIX 3anucem

Mepa v cpefcTBO KOHTPOAA U ynpasneHns: OpraHnsaumna ocywecTBiseT MeHeAXXMEHT YUYeTHbIX 3annucein nHgop-
MaLUVOHHOW CUCTeMbl, BK/IOYasN:

1) naeHTUUKaLNIO TUNOB YYeTHbIX 3anuceli (HanpuMmep, NHAMBUAYa/IbHbIE, TPYMNNOBble U CUCTEMHbIE);

2) ycTaHOB/ieHVe yC/OBWIA ANS1 YleHCTBa B rpynne;

3) naeHTUUKaUnIO YNONHOMOYEHHbIX NONb3oBaTesiei NHPoOPMaLMOHHON CUCTEMBbI U onpeaeneHne npas/MnpuBuU-
nervii goctyna;

4) TpeboBaHWe COOTBETCTBYIOLEr0 YTBEPXKAEHNSA 3aNPOCOB O CO34aHNM YYETHbIX 3anuceii;

5) caHKLUMOHUpOBaHWe, co3AaHne, akTuBaumnio, Mmogndukaumio, 610knpoBaHne 1 yganeHune y4eTHbIX 3anuceit:

6) nNpoBepkKy yyeTHbIX 3anucei (HadHauyeHue: ycTaHaBMBaeMas opraHusaumei yactora);

7) cneunanbHOe CaHKLUMOHUPOBAHMNE N MOHUTOPUHT UCMO/Ib30BaHUSA FOCTEBbIX/AaHOHVMHbIX YYETHbIX 3anuceii:

8) yBefOM/IEHNE NUL,. OCYLLECTBAAIOWMX MEHEIXMEHT YUeTHbIX 3anunceii, 06 yBONbHEHUM 1 NepeBoe NO/Sb30Ba-
Teneit NHOOPMALMOHHOWN CUCTEMbl UK 06 MU3MEHEHUN WUCMO/Ib30BaHUA UH(POPMALMOHHOW CUCTEMbI UV NPUHUMMA He-
06X0ANMOro 3HaHNA'HEO6XOANMOTO0 COBMECTHOIO MCMO/b30BaHNS;

9) npepocTaBsieHMe JOCTyna K UHCDOPMALVOHHOK cucTteme Ha ocHoBe: (i) MpuMHUMNA HEOGXOAMMOTrO 3HaHUA Wn
Heo6Xo04MMOro COBMECTHOIO MCMNOJIb30BaHUA, KOTOPbI onpefenserca HasHaYeHHbIMU AO/MKHOCTHbIMU 06A3aHHOCTAMU
N COOTBETCTBMEM BCEM KpUTepusiM 6e30MacHOCTU, CBSI3aHHbIM C MnepcoHasnom; (i) npegHa3Ha4YeHHOro UCMOb30BaHMA
cucTembl.

JononHutenbHoe pyKkoBOACTBO: MAeHTUdMKaLMA YNOMHOMOYEHHbIX Nosib30oBaTe el NHPOPMaLVOHHOW cucTeMbI 1
onpegeneHne npas/npueunervii 4octyna cornacylotca ¢ TpeboBaHNAMU APYTrMX MEpP U CPeAcTB KOHTPONA U ynpaBieHns
6e30MacHOCTbIO B NnaHe o6GecrnevyeHns 6e3onacHocTU. B3anmocBsi3aHHble Mepbl W CPeACTBa KOHTPOMS U ynpaB/ieHus:
AC-1.AC-3, AC-4, AC-5,AC-6, AC-10. AC-13, AC-17, AC-19. AC-20, AU-9. CM-5, CM-6. MA-3. MA-4. MA-5. SA-7. SI-9,
SC-13.

PacwmnpeHnsa mepbl U cpeAcTBa KOHTPOA U ynpaBneHus:

1) opraHu3auuns CNosib3yeT MexaHn3Mbl aBToMaTU3aumm 4151 NoAAEePXKN MeHeAXXKMeHTa YHeTHbIX 3annucei nHdop-
MaLMOHHON cUCTeMbI;
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2) UHopMayMoOHHaa cucTeMa aBTOMATUYeCKU NpekpaiiaeT AelicTBME BPEMEHHbIX YUYETHbIX 3anuceil 1 y4eTHbIX
3anuvceii 06 aBapuitHbIx cUTyaLusix nocne [HasHaueHue: ycTaHaB/IMBaeMblil opraHusauuneit nepros BpeMeHmn 419 Kaxaoro
BUAA YyUYETHbIX 3anuce);

3) MHdopMaLnoHHasa cucTema aBToMaTMHeCKn 610KMpyeT HeakTUBHbIE yUYeTHble 3anucu nocne [HasHavyeHue: ycTa-
HaB/MMBaeMblli opraHusaulmein nepnog BpemMeHn):

4) nHopMaunoHHaa cMcTeMa aBTOMaTUYECKM OCYLLeCTBASeT ayauT co3fgaHusa, mogudumkaumm, 610KMpoBaHnsa m
npekpauieHns JeicTBUA yYeTHbIX 3anvcell U yBeAoM/sSeT No Tpe60BaHNIO COOTBETCTBYOLUX MNLL;

5) opraHusauusi NPOBOAUT NPOBEPKY aKTUBHbIX Ha HACTOALL M MOMEHT YYeTHbIX 3anuceii HHOPMaLMOHHOI cncTe-
Mbl [HasHaueHue: ycTaHaBIBaeMas opraHmsaleit yactoTa) AN NOATBEPXAEHUS TOTO, YTO BPEMEHHbIE yYeTHble 3anncu
M y4yeTHble 3anucy yBONIMBLUMXCS WAWN MNepeBefeHHbIX Nosib3oBaTesieil feakTMBMpOBaHbl B COOTBETCTBUM C MOJSINTUKON
opraHusauuu;

6) opraHusauus 3anpeuiaet UCNOMb30BaHNE UAEHTU(UKATOPOB YUYETHbIX 3anunceil MHhopMaLMoHHOl cuctembl B
KayecTBe UAEHTU(MKATOPOB yUYETHbIX 3annuceil 3N1eKTPOHHOW NoYThI.

MpropuTeTHOCTL 1 6a30BOe pa3melleHue;

Huskunii AC-2 CpepgHuin AC-2 (1) (2) (3) (4) (5) (6) Bbicokuit AC-2 (1) (2) (3) (4) (5) (6)

B.4.3 AC-17 YpaneHHbln gocTtyn

Mepa 1 cpefCcTBO KOHTPONSA U ynpasneHus: OpraHnsauus:

1) AOKYMEHTUpPYeT paspelleHHble MeTOAbl YAaNeHHOro AocTyna K MH(MOopMaLMOHHOl cucTeme;

2) ycTaHaB/MBaeT OrpaHNYeHns Ha MCMo/sib30BaHe N PYKOBO/CTBO MO peanun3aunumn Ana Kaxaoro paspeleHHoro
MeToja yfaneHHoro gocryna:

3) CaHKUMOHMpYeT yAaneHHbIn 4OCTYN K MH(OPMaLNOHHOW cUcTeMe A0 NOAKIOYEHUS;

4) ob6ecneunBaeT co6t0AeHNe Tpe6oBaHWIA yAaneHHOro NoAKIYEeHNs K MH(POPMaLMOHHO cucteme.

JlononHnTenbHOe PyKOBOACTBO: YAasleHHbIM JOCTYyNnoM SIBASieTCS 060 AOCTyn nonb3oBaTens (Mav npouecca.
AelicTBYIOWEro OT UMEHMN NOJb30BaTeNsA) K UHNOPMALMOHHONM CUCTEME OpraHM3aunn Nno BHELWHER, HE KOHTPONNPYEMOU
opraHusaumveit cetn (Hanpumep. VIHTepHeT). MpyMepbl METOAO0B yAa/leHHOro A0CTyna: KOMMYyTUpyeMoe coefuHeHune no
TenedOHHOW NNHUK, LUIMPOKOMOJIOCHbIV A0CTyn 1 6ecnpoBoAHOlM foCcTyn. BupTyanbHas yacTtHas ceTb (Virtual Private Net-
work — VPN) npu agekBaTHOM oGecrneyeHUn MOXeT paccMaTpvMBaTbCs Kak KOHTposvMpyemas opraHusauueii cetb. Mpu
6ecnpoBOAHOM AOCTYyNe U3slydyaeMble CUrHasbl B Npejenax KOHTPONpyeMblxX OpraHm3saumneii noMeweHunii o6bIYHO paccMa-
TPMBAIKOTCA KaK HaxoAsaWMnecs BHe KOHTPONA opraHusaunn. 6ecnpoBoHble TEXHONOTUW BKIHOYAKOT (HO He orpaHuynBatoT-
cs1) CBY-cBA3b. CNYTHNKOBYIO CBA3b, NakeTHY0 paanocesasb (YBYU/OBM). 802.11x n Bluetooth. Mepbl 1 cpeacTBa KOHTPONSA
v ynpasfieHUs yAasleHHbIM AOCTYNOM NPUMEHUMbI K MHOPMALMOHHBLIM CUCTEMAaM, OT/IMYHbLIM OT 06WEeAOCTYMHbIX BEG-
CepBepOB UM CUCTEM, CNelynanbHO NpegHa3HavyeHHbIX 418 OTKPbITOro gocTtyna. O6ecneveHne co6104eHUA CBA3aHHbIX C
yAaneHHbIMWN COeJUHEHUAMMN OrpaHnYeHnin focTyna K UHPOPMaLMOHHOR CUCTEME OCYLLeCTBNSAETCA NOCPEACTBOM MepbI U
cpefacTBa KOHTponsa u ynpasneHnnsa AC-3. NIST SP 800-77 npegocTaBnsieT pyKOBOACTBO MO BUPTYaslbHbIM YacCTHbIM CeTAM
Ha ocHoBe npoTokona IPsec. NIST SP 800-48 n NIST SP 800-97 — pykoBoACTBO No 6e3onacHoCcTn 6ecnpoBofHON ceTu,
NIST SP 800-94 — pykOoBOACTBO MO OGHapPYXXeHWIO U NpeaoTBpalleHnto 6ecnpoBOAHOI0 BTOPXeHUS. B3anmocBsa3aHHble
Mepbl 1 CpeAcTBa KOHTPOsiA 1 ynpasneHusi: AC-1. AC-3. AC-20. IA-2. |1A-8.

PaclwmpeHns mepbl U cpefcTBa KOHTPONSA U ynpaB/ieHus:

1) opraHusauua UCMNonb3yeT MexaHn3Mbl aBToMaTU3aLmnm 418 o61eryeHnss MOHUTOPUHIa U KOHTPOIA MeToA0B yaa-
NeHHoro gocTtyna:

2) opraHusauus mMcnonb3yeT kpuntodaduio ANA 3aWmnTbl KOHPUAEHLMANBLHOCTM U Le/IOCTHOCTU CeaHCOB CBA3U
yAaneHHoro goctyna.

JlononHnTeNlbHOe PYKOBOACTBO MO pacluvMpeHuto: CTOKOCTb Kpuntorpacuryeckoro mMexaHmsma Bbli6upaeTcs Ha
OCHOBE YPOBHSA BAUAHUA Ha nHopmaumnto no FIPS 199. B3anmocBA3aHHble MePbl U CpefCcTBa KOHTPONA U ynpaBneHus:
SC-8. SC-9;

3) uHdopMaLMOoHHaA cucTeMa HanpasnseT BeCb yAasleHHbli OCTYN Yepes3 orpaHM4YeHHoe YANCN0 KOH(OoNMpyeMblx
TOYEK yrnpaBieHns JOCTYNoM:

4) opraHusaumnsa CaHKUMOHMPYET yAaseHHbIli AOCTYN K NPUBU/IErMpoBaHHbIM KOMaHAam 1 oTHocsLlelicsa k 6e3onac-
HOCTN MHOPMaLUKN TONbKO MPU HACTOATENbHOW onepauvoHHOW NOTPe6GHOCTU U AOKYMEHTUPYET N1IorMyeckoe 060CHOBA-
HVe Takoro gocTtyna B naaHe o6ecnevyeHns 6e30MacHOCTU A1 UH(OPMALMOHHOWN CUCTEMbI.

JlononHnTenbHOe PyKOBOACTBO MO paclimpeHunto: BianmocsBsizaHHas mepa U CpeACTBO KOHTPOMS WU ynpaBfieHus:
AC-6:

5) nHdopmaLmoHHasa cuctema obecneumsaeT 3awnTy 6eCNpPoBOAHOrO AOCTyNa K cucteMe, UCNOMb3ysA ayTeHTUM -
Kaumio 1 wundpoBaHme.

JlononHnTeNlbHOe pyKOBOACTBO MO pacliMpeHunto: AyTeHTUunkays npMMeHaeTcs K Nosib3oBaTesisiM, yCTpoiicTBam
WM UK TEM 1 APYTrUM, NPpU HEOBXO0ANMOCTU:
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6) opraHusauusi ocyLecTB/SAeT MOHUTOPUHT Ha NpeAMeT HeCaHKLUMOHUPOBAHHbIX YAa/leHHbIX COeAUHEHUNR C WH-
chopmaLMOHHOW cucTeMoli, BKNtOYas CkaHVpoBaHve Ha npeaMeT HeCaHKLMOHMPOBaHHbIX Touek 6ecnpoBOAHONO A0CTyna
[HasHaueHue: ycTaHaBninBaeman opraHusauueil yacToTal, U NPpUHUMaeT COOTBETCTBYIOLNE MeEPbI NPU 0GHAPYXEeHUN
HecaHKLMOHVPOBAHHOIO COeUHEHUS.

JlononHnTenbHoOe PyKOBOACTBO NO paclnpeHnto: OpraHn3anum ocywecTBAAaoT NpodniakTUYecknii NOUCK HecaHK-
LMOHMPOBAaHHbIX YAa/leHHbIX COeAWHEHWI, BK/IOYas NpoBefeHue TLWaTe/IbHOr0 CKaHMPOBaHMSA Ha NpegMeT HecCaHKUU-
OHMPOBaHHbIX Touek 6ecnpoBogHOro foctyna. CkaHMpoBaHMe HeoGsA3aTe/lbHO OrpaHNYeHo TO/IbKO TeMu 061acTAMU B
o6bekTe, KOTOpble coAepxaT MHPOPMaLMOHHbIe CUCTEMbI, OAHAKO 3a NpegesniaMmu 3TUX 061acTeil OHO NPOBOANTCA TOLKO
npu Heo6X0AMMOCTY MOATBEPXAEHNA TOro, YTO HECAHKLMOHMPOBaHHbIE TOUKM 6GECMPOBOAHOIO A0CTYNa He COefMHEHbI C
cUcTeMOI;

7) opraHu3auus OTK/IOYAET He MaHvpyemble /15t UCNOJMIb30BaHUsA 6ecnpoBOAHble CeTeBble BO3MOXHOCTU, KOTO-
pble BHyTPeHHe BCTPOEHbI B KOMMNOHEHTbI MH(OPMALIMOHHOW CUCTEMbI, 10 BbIMyCKa;

8) opraHusauMa He paspellaeT Mosb3oBaTe/IAIM CaMOCTOATE/NIbHO KOHUrypupoBaTb 6GecrnpoBOfHble ceTeBble
BO3MOXHOCTHU:

9) opraHusauyua obecneynBaeT yBepeHHOCTb B TOM. YTO Nosib3oBaTeNy 3aluaroT MHPopMaLmio 0 MexaHn3Max
YAaneHHOro A0CTyna OT HeCaHKLMOHVPOBAHHOIO UCMNO/Ib30BaHUSA 1 PACKPbITUSE;

10) opraHusauus o6ecrneuynBaeT yBepeHHOCTb B TOM. YTO y/ja/leHHble CeaHCbl CBA3M A5 focTyna k [HasHauyeHue:
yCcTaHaBIMBaeMblil opraHusayvein cnucok pyHkLuii 6e3onacHoCcT U M UHhopmauumn, oTHocawelica K 6e3onacHocT u] nc-
nonb3yT 4ONONHUTENbHbIE Mepbl 6e30nNacHOCTM [HasHauveHUe; ycTaHaBnMBaeMble opraHunsaymeii mepbl 6esonacHocT 1]
1 nogsepraroTcs ayanTy;

11) opraHu3auus oTKOHYaeT 6ecnpoBO/Hble OJHOPAHIOBbIE CETEBbIE BO3MOXHOCTM B MUH(DOPMaLMOHHOI cucteme,
3a MCK/TIOYEHNEM OJIHO3HAYHO NAEHTUNLMPYEMbIX KOMMOHEHTOB, B NOAAEPXKY KOHKPETHbIX onepauoHHbIX Tpe6oBaHwii;

12) opraHusaumsa oTkItO4aeT 6ecnpoBOAHble ceTeBble BO3MOXHOCTM Bluetooth B nHopmaumoHHoli cucTteme, 3a
MCKIOYEHEM OAHO3HAUYHO MAEHTUDULNPYEMbIX KOMMOHEHTOB, B NOAAEPXKY KOHKPETHbIX OnepaLuoHHbIX TpeGoBaHUA.

MNMpuopunTeTHOCTb 1 6a30BOe pasmeLlleHne:

Hunskunii AC-17 CpepgHuii AC-17 (1) (2) (3) (4) (5) Bbicoknii AC-17 (1) (2) (3) (4) (5) (6)

B.5 OnucaHne ASC. ocHOBaHHOe Ha npumepe Mep U CPeACTB KOHTPONA 1 ynpassieHua ns SP 800-53

B gaHHOM nogpasgene npejcTaB/ieHO, Kak Mepa M CPeAcTBO KOHTponsa u ynpasneHuns AU-14 n3 SP 800-53 (pe-
[akuma 3) MOXeT 6bITb OnncaHa C UCMOJIb30BaHNEM CTPYKTYPbl Mep 1 CPeACcTB KOHTPOSA U ynpaBneHns 6e30nacHoOCTbIO
npunoxenuii NCO/M3IK 27034.

MonHaa 1 ToYHas CTPYKTypa AaHHbIX Mep ¥ CPeACTB KOHTPOJIS U ynpaBieHns 6e30NacHOCTbI0 NPUIoXeHnii 6yaet
npepgctaBnieHa B UCO."M3K 27034-5.

B.5.1 Mepa u cpeAcTBO KOHTpoNa uynpasneHnsa AU-14. onncaHHasa B SP 800-53 (pepgakumna 3)

Mepa 1 cpefCcTBO KOHTpONA v ynpaBneHns AU-14 onucbiBaetca B SP 800-53 (pegakunsa 3) crneayrowmm o6pasom:

AU-14 AYANT CEAHCA CBA3U

Mepa 1 cpefCcTBO KOHTPONA U ynpaBnieHna: VIHpopMaunoHHas cuctema npegocTaBnsetT BO3MOXHOCTb:

a) cbopal/perncrpauum 1 NPOTOKO/IMPOBAHNS BCErO KOHTEHTA, CBSA3aHHOrO C CEaHCOM CBSI3M NOoJb30BaTens;

b) yAaneHHOro NnpocmMoTpa/npocnyLlmBaHUsa BCero KOHTEHTa, CBA3aHHOIO C yCTaHOB/IEHHbIM CEAHCOM CBA3W MOSb-
30BaTesif, B peXxume peasibHOro BpeMeHMU.

[lononHUTeNnbHOe pyKoBOACTBO: MeponpusaTusa ayamnTta ceaHca cBA3N paspabaTbiBaloTCA, UHTErPUPYIOTCH U UCNOMb-
3yl0TCA NOC/e KOHCY/IbTauun C IOPUCKOHCY/IbTOM B COOTBETCTBUMN C MPUMeEHSAEeMbIMU hefepasibHbIMU 3aKOHaMWN, aAMUHN-
CTpaTUBHbIMM yKasamu, AUpeKkTuBamu, NoaNTUKaMn Uav NpeanucaHnamMu.

PacwunpeHnsa mepbl U cpeacTBa KOHTPOA 1 ynpaB/ieHus:

1) nHopmalyoHHaa cucTteMa MHULMUPYeT ayAnTbl CEaHCOB CBSA3W NP 3amnycke CUCTeMbl.

Ccbuikn: Her.

MpuopuTeTHOCTL 1M 6a30BOE pasmelleHune:

Husknin He BbIGpaH CpepHuit He Bbl6paH Bbicokuii He Bbl6paH

B.5.2 Mepa u cpeACTBO KOHTpoOsA v ynpaBneHus AU-14, onncaHHas c ucnonb3oBaHuem dopmaTta ASC
NCO/M3K 27034

Mepa 1 cpefcTBO KOHTpONA nynpaBneHnsa AU-14 rnoxet 6biTbonucaHa kakABC B cooTBeTcTBUM ¢ MICO/M3K 27034,
Kak nokasaHo B Ta6nvue B.3.
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MpunoxeHne C
(cnpaBoyHoOE)

ConocTaB/ieHne nNpoLecca MeHeAXMeHTa pucka
n3 NCO/M3K 27005 ¢ ASMP

ASMP MOXHO paccmaTpuBaTb C TOYKU 3pEHNSA MEHef)XXMeHTa pucka, cnegys, Takum o6pasom, npoueccy, nogo6Ho-
My npoueccy MeHeXXMeHTa pucka, onpegeneHHomy B MCO/M3K 27005.

YcTaHOB/EeHNe KOHTeKcTa

OueHka pucka

NaeHTudmkaumna pucka
AHanus pucka

OueHuBaHue pucka
1UuoH:1':".:umn TpeboBaHwWii 3enna‘e-g cTn
M LefieBoro ypemusiyr: >Tpud npuMeHeHumn

LIBNBEOVA YpOBHe,
[I0BEPVB MPUIOKEHNS

Touka NPUHATUSA peLleHns
| OTHOCUTENIbHO pucka 1
lo <enasBnseTca yLoBne-K»UTenbuoi

YPOBEHb 10K PMSA

Touka NPUHATUSA peLleHnst
sh \Y

OTHOCUTENbLHO pUcka 2 |
O6paboTka ABNSETCS YA0BNETBOPUTENILHO,
/Bce BblbpaHHble ASC co<reT(re'/kxumm 1
o6GpaTom peantooBambl)
Top
MpuHATHE pucka
3 skadi:r poanussunlASC-. sasim-iifiixu»!'

i Uylvr.K&vyAWH MOk

KoHel, NepBoil UM nocrefyoLwmK utepaymum

PucyHok C.1 — ConocTaB/ieHue npouecca MeHeaXxXmeHTa pucka ns MCO/M3K 27005 ¢ npouyeccom ASMP
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BbinonHAlTCA cneaytoue aneMeHTbl npouecca. CHavana ycTaHaB/IMBAETCSA KOHTEKCT NPUIOXeHns. 3atem npo-
BOAUTCA OLeHKa pUCKa Ha ypoBHe NpunoxeHuii. Ecnn ato npegocTtaBnseT AOCTaTOMHO UHOpMaumnmn Ansa aheKTMBHOro
onpegeneHnsa Mep 1 cpeAcTB KOHTPO/IA U yNpaB/ieHUs, KOTOpble HEO6XOAUMbI A1 YMEHbLUEHNA PUCKOB U3-3a UCMO/b30-
BaHWA opraHusauunein faHHOro NPUIOXeHUs 40 CTeNeHn, AoNyCTUMONM (MNn Npuemnemon) Ana Bnagenbua NpUIoXeHNs,
TO 3ajava 3aBeplueHa, u cnegyet obpaboTka pucka. Ecnu nHdopmaumm HegoctatoyHo, 6yaeT NPoBOAUTLCA Apyras ute-
pauusa OLUeHKN pUcka C NepecMOTPEHHbIMU KPUTEPUSIMU pUCKa U CPeaoit NpunoxeHus (Hanpumep, 6GU3HEC-KOHTEKCT, pe-
TYNATUBHbBIA N TEXHOMOTNYECKNI KOHTEKCTbI, creundmrkauny NpUIoXeHns, KpuTeprun oLeHNBaHNA pUcKa, Kputepun npu-
HATUSA PUCKA, KPUTEPUN BO3AENCTBUA U T. [1.). BO3MOXHO, /19 OrpaHNYeHHbIX YacTeil B npegenax NpuioXeHus.

O PeKTMBHOCTL 06pabOTKN pUCKa 3aBUCUT OT pe3ysibTaToB OLEHKN pucka. Ecnn puck u BbiBefeHHble TpeboBaHns
6e30MacHOCTU A1 NPUNOXEHMA MNIOX0 MAEHTUMMLMPOBaHbI, TO ajekBaTHas 3awuTa NpuIoxeHnua He Gyaet obecneyu-
BaTbCA. NOCKO/IbKY Tpe6oBaHnsa 6e30MacHOCTN HEO6X0AUMbI ANA NAEHTUMMKALUN LeNeBoro ypoBHA A0BEPUS NPUIoXe-
HUA (cm. 8.2.3). BOo3MOXHO, 4TO o6paboTKka pucka He ByfeT cpasy Xe npuBoAnTb K AONYCTUMOMY (MK NpUeMsIeMOMY)
0CTaTOYHOMY puUCKy. B aToM cnyuae npoBoAnTCA Apyras uTepauus OLeHKM pucka ¢ 60see TOYHbIMM napameTpamMmn KOH-
TekcTa (Hanpumep, cneuyuduKaunumn NpuaoXeHus, TpebosaHns 6e30MacHOCTU, YPOBEHb [0Bepus, HeobxoanMble Mepbl
1 cpeacTBa KOHTPONSA M ynpaBnieHns 6e30MacHOCTbIO NPUNOXeHU u T. 4.). Npu Heo6XoAMMOCTN MOXeT noTpeboBaTbcA
nposegeHne hopmanbHOM BHYTPEHHEN UAN BHELWHEN Banmaauunm.

CornacHo MCO/M3K 27005, NnpuMHATME pMCKa MPOUCXOAUT B KOHLLE Mpouecca MeHeg)XMeHTa pucka. MoCcKonbKy
6e30MacHOCTb MPUIOXKEHNA HE MOXET ObITb OCYLLECTB/IeHa B KOHLe aTana peannsaunmn nNpuaoXeHus, To NPUHATUE pucKa
NPUIOXKEeHUS A0/HKHO OCYLEeCTBATLCA BNajenbLeM NpuioxeHns B 6osee paHHUiA MOMeHT ASMP. 3To A0/1XHO npouc-
XOAMTb B KOHLE MpoLecca OLeHKN pUCKa, Korga Bnagernew npuioXxeHnsa naeHTuduumpyeT Lenesoi ypoBeHb foBepus ansa
KOHKPETHOTO MPU/IOXEHUS.

B TeueHune Bcero npouecca MeHeAXMeHTa pucka 6e30NacHOCTU NPUIOXKEHUI BaXHO, YTO PUCKM 1 MHDopMauunsa o6
YpPOBHE fj0BEpUs 1 B3aMMocBA3aHHbIX ASC 0BOAATCA A0 CBEAEHUA COOTBETCTBYIOWMX rpynn. Bnageney npuioxeHus
[O0/KeH Takke o6ecneymBaTb YBepPeHHOCTb B MPOBEAEHN MOHUTOPUHIA U PACCMOTPEHNE pucka B TeYeHNe BCEro XN3HeH-
HOTO LMK/Ia MPUIOKEHNS.

OcBeOMNIEHHOCTb PYKOBOACTBA M MepcoHasia 0 puckax, xapakTepe MMerLWXca Mep U CpefCcTB KOHTPONA 1 ynpas-
NeHns AN YMEHbLUEHUS PUCKOB U NPO6/EMHbIX 061acTell opraHusanmm no3sonsieT Hanbonee ahpeKTUBHbLIM CNOCO60M
60pOTbCA C NHLUUAEHTAMU N HEOXUAaHHbIMU cObbITUAMU. Kak onpegeneHo B UCO/M3K 27005, cneayeT fOKYMEHTabHO
ohopMNATL NOAPOGHbIE pe3ynbTaTbl KaXAoli AeATeNbHOCTM npouecca MeHeAXXMeHTa pucka u pesynbTarbl NPUHATUA pe-
LWEeHNA OTHOCUTE/IbHO pUCKa Mo ABYM TOYKaMm.
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Mpunoxexnne A
(cnpaBo4HOE)

CBefieHNa 0 COOTBETCTBUM CChIZTOYHbIX MEXAYHAPOAHbLIX CTaHAAPTOB
HauuoHanbHbIM cTaHgapTam Poccuiickoii degepayun

Ta6nunua OA.1

O603Ha4eHne CCbII0YHOIO CreneHb O603Ha4eHne 1 HauveHoBaHue
MeXAyHapoAHO CTaHaapTa COOTBETCTBUSA COOTBETCTBYIOLLEro HaLWOHaIbHOTO cTaHAapTa
MCO/M3K 27000:2009 0T FOCT P NCO/M3K 27000— 2012 «MHMOpMaLNOHHAsA TeXHOsO0-

ma. Metoabl n cpeacTBa obecneyveHns 6Ge3onacHocTh. CUCTeMbl
MeHeAXMeHTa MHgopMaLoHHOK 6e3onacHocTn. O6wWwKnii 0630p M
TEPMUHONOTUS»

MCO/M3K 27001:2005 0T FOCT P MCO/M3K 27001—2006 «WNHhopMaLMOHHAs TEXHOMNO-
rma. MetoApbl 1 cpefcTBa o6ecneyeHns 6esonacHocTu. Cuctembl me-
Hef)XMeHTa MHpopMaLMoHHOl 6e3onacHoOCTU. Tpe6oBaHUA»

MCO/M3K 27002:2005 0T FOCT P NCO/M3K 27002—2012 «MHdOpMaLNOHHAsA TEXHOJIO-
rma. MeTogbl U cpeAcTBa ob6ecneyeHns 6e3onacHocTu. CBog HOPM Wt
npaBun MeHeAXXMeHTa NMHDOPMaLNOHHOW 6e30nacHOCTU»

MNCO/M3K 27005:2011 — .

* COOTBETCTBYIOWNI HAUMOHA/IbHbIN CTaHAaPT OTCYTCTBYET. [0 €ro yTBEPXAEHUsI PEKOMEHAYETCA UCMO/Mb30BaTb
nepeBoj, Ha PYCCKUM A3bIK JAHHOTO MeXAyHapoAHOro ctaHgapTa. MepeBos AaHHOTO MeXAyHapo4HOro cTaHaapTa Ha-
XoanTcs B ®efepasibHOM MH(POPMALMOHHOM (DOHAE TEXHUUYECKUX PErIaMEHTOB M CTaHAapTOB.

NMpumeuaHne — B HacTosiwel Tabnvue UCNONbL30BAHO creaylolliee yC/IoBHOe 0603HayYeHne cTeneHun
COOTBETCTBUS CTaHAAPTOB:
- FOT — naeHTUYHbIE CTaHAAapPThI.
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